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HF A7 ASA 5500 DFRE|] OFAZZR LT ZEW),

2. AIPSSM Tit, MELIR#ERY O —2RETHIEICEY, b T T4 07D
AL ERARHREORHLE R E L ET,
3. AIPSSM CTE{TTAIPS YV 7 Y =T H#HFELET, IPS V7 F U =TT

WTIE, 2O =27 L TIEHWER A, IPS V7 b T = TREDZEMIC
WL, IPSBUFLICEI SN TWARD~ =2 T NV E B L TL f_ém
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* Cisco Intrusion Prevention System Command Reference
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:@%Jllﬁf“i AIP SSM AICHEISTRIEX 2 VT 4 T IA T UV AERET DI
WL EFIEIZ OV T L ET,

F574 99 % AIP SSM [ZFHFET 571-6OD ASA 5500 DERE

MPF (E¥27 R — 7L —AU—2) ax s FaHLT, h 77197
% AIPSSM IZHET 5 L 012, BNt X2V T TTIA TV AZRELE
¥, ZOFIETIZ, AIP SSM ﬁa%@aﬁﬁiﬁf Vo— "ty hERET DO

WMETRLET, BHELRRY > — &y FZ2ERT D55 1X. Modular Policy
Framework O & & —M7ea~ 2 R&FH T 5 [Cisco Security Appliance
Command Line Configuration Guidell @ [Modular Policy Framework| OF % &/ L
TLEEW,

WSR2 )T 4 T IAT U AND AIPSSMICHEET D T 7 4 v 7 &k
ET DI, WOFIEEZFEITLET,
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ATvTF2

ATYF3
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APssmoiz N

FTRTCOLNI T4 w7 =BT 27 278R VA B LET,

hostname (config) # access-list acl-name permit ip any any
AIPSSMIZ#HEET D N T 7 4 v 7 &R ET D, 7 T Ay T2ER L ET, RO
£ 912, class-map =~ R&HHL £,

hostname (config)# class-map class map name
hostname (config-cmap) #

Z 2T, class_ map name %, NT T 4 vV U T ADAHITY, class-map 2~
REANTHECLIE, 77 Ay a7 4 F¥alb—raE— RICBTL
E3x e

AT w71 TER LT 72 A U A KL match access-list =~ > K& L T,
AXXY O T T4 v 7 ERELET,

hostname (config-cmap)# match access-list acl-name
AIPSSM ~D ~ 7 7 4 v 7 ORFITHEMAT 2R Y =~ v T2AEK T 570 BEAF
DORY =< TEREELET, KDL 512, policy-map 2~ FEFEHLET,

hostname (config-cmap)# policy-map policy map name
hostname (config-pmap) #

Z 2T, policy map name 1%, RV > —~< v TOA4HITT, CLLIX, FY v —~<v
T AarZ4Xalb—vary B—RIBITL, TrUT RRAELET,

AX XY TDHRNT T4 v I E/ETDH AT v T 2 TERLTZY T A~y T &R
ELET, OLHIT, class 2~ REFHLET,

hostname (config-pmap)# class class _map name
hostname (config-pmap-c)#
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ATvT6

ATYFT7

Z Z T, class_ map name \x, AT v 72 TR L7220 F A~ v T DLARITT,
CLIIZ, RUv—~v 7 /T2 ar74Fal—varE—RIIBITL, 71
YT I LET,

IRy T TRHEINTZ NI 74 v 7% AIPSSMIZIEETDH NI 7400 &
LCEYYTET, RKOLIIZ, ipsa~r REHEALET,

hostname (config-pmap-c)# ips {inline | promiscuous} {fail-close |
fail-open}

inline % — 7 — N1 L O promiscuous % — 7 — N2 X > T, AIP SSM OEHEE—

R LET, fail-close % — U — R L fail-open ¥ — 7V — RIZ LT, AIP
SSM Zfi i C& e M X2 VT 4 TTIAT UV ANNT T4 v
AT 5 FiEE S L E T, BiEE— N XL OEERAEREOBEIEDFEMIZ W
TiE. P92 D [AIPSSM DFE] 2B L TS0,

service-policy =2~ RZHEHAL T, KU o—~v 7% 7 a—r U, LIIFFE
DA E—T =2 RTHHALET,

hostname (config-pmap-c)# service-policy policy map name [global |
interface interface ID]
hostname (config) #

Z 2T, policy map_name \X, A7 v 74 TRELLERY =<7 TTF, T
TOAE =T A AD T T 4w 7R v —~<y T E2EHATHI21%, global
F—U—FEEHLET, BEDA L F—T A ADINTT 4 v 7ITRY —
~ v P EMEAT DL, interface interface ID A7 a EFEHALES, ZI T,
interface_ID 1%, nameif 2~ R CA ¥ —7 =4 AZHIY ETHELRITT,

Ja— )R =Xl OLEATEER A A F—T = ADT B —rN)L
R —X . ZDA L E—T oA A —E AR —%@EHTHZ & T REEX
TEET, AV F—T=A R E, R v—~v T & 1 OFEFHATEET,
e X2 VT TTIAT VAT BESNTZEBVICNT 7 4 v 7 & AIP
SSM IZFBE LR F 9,
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APssmoiz N

WO TIE, T _XTDOIP T 7 4 v 7 AIP SSM (TR — N Tl X4,
il N OELH T AIP SSM 1 — NIZBEENREAE L LA, 7 XTDOIP b7
T4 v NIy s ENET,

hostname (config) # access-1list IPS permit ip any any

hostname (config) # class-map my-ips-class

hostname (config-cmap) # match access-list IPS

hostname (config-cmap)# policy-map my-ids-policy

hostname (config-pmap) # class my-ips-class

hostname (config-pmap-c)# ips promiscuous fail-close

hostname (config-pmap-c)# service-policy my-ips-policy global

AIP SSM ANty avDiEHmELY V7 v TDET

ATy F1

N7 7 4w 7% AIPSSM IZHEET 5 X HI1Z,ASA 5500 U — X #iGAl % =2 U
TA T TITATVAEFRE LI, AIPSSM ~Ot v a 28R L, #iia
Y74 XaL—=va A0ty VT T =T 4 VT 4 BFETLET,

(session1 2~ REMFHL OEISHEX=2 VT 4 T T4 T A5 SSM ~
@tyyay%%ﬁ#é’k% B A A —T = A AT SSH F721% Telnet &
EA LT, SSM ICE#EEHTHZ L TEET, HDHWE, ASDM AT 5
_&%T%iﬁo

WS X2 VT 4 T IAT UANG AIPSSM ~Dt v ¥ g U E2ET 51T
X, WOFNEEFITLET,

sessionl =~ F& AJJL T, ASAS5500 >V — XXV 74 7754
T A NS AIPSSM ~DtE v g U EBELET,

hostname# session 1
Opening command session with slot 1.
Connected to slot 1. Escape character sequence is 'CTRL-"X'.
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2—PHLENRRT—REANLET, 774NV FO2—FZHLERRAT— R, £
H 5 cisco TI,

~

GE) HWIOTAPSSMICrS A LImEEIZ, 74K RAT—ROLEH
FERTAHTO LS IRERINET, AT — N8 XFLL LT, B
EZH - TCVWRWHEEIZT AL ERH Y £9,

login: cisco

Password:

Last login: Fri Sep 2 06:21:20 from xxXx.XXX.XXX.XXX

** *NOTICE***

This product contains cryptographic features and is subject to United
States

and local country laws governing import, export, transfer and use.
Delivery

of Cisco cryptographic products does not imply third-party authority
to import,

export, distribute or use encryption. Importers, exporters,
distributors and

users are responsible for compliance with U.S. and local country laws.
By using

this product you agree to comply with applicable laws and regulations.
If you

are unable to comply with U.S. and local laws, return this product
immediately.

A summary of U.S. laws governing Cisco cryptographic products may be
found at:
http://www.cisco.com/wwl/export/crypto/tool/stqgrg.html

If you require further assistance please contact us by sending email
to
export@cisco.com.

***LLICENSE NOTICE***

There is no license key installed on the system.
Please go to http://www.cisco.com/go/license

to obtain a new license or install a license.
AIP SSM#
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—IFBTA VA M= TEET, FA4 LR F—I%, AIP SSM DHIEDOHHE
T EBEEZ T A,

ATFYF3 setup 2~ FEANLT, AIPSSMOFIHa 7 4 Xal—va Aoty b
Ty a—T 4 VT 4 EFETLET,

AIP SSM# setup
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Configuring the Cisco Intrusion Prevention System

Sensor Using the Command Line Interface

Cisco Intrusion Prevention System Command
Reference

X VEN N2 —E R K
V—OERIZE AR T p—
A D HeEAl

[ Cisco Security Appliance Command Line
Configuration Guidell ™ [Managing AIP SSM

and CSC SSM |

IPS B Y —FBLXWAIPSSM V7 b =T %% E L72% . IROBIO FNE

220

T, FTTORERHLNE I D ERF LTI EE0,

EXNE

BHEL

REDOTHBEB LA T g 4
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Cisco Security Appliance Command Line
Configuration Guide

HE DAL — 3 OEE

Cisco Security Appliance Command Reference

Cisco Security Appliance Logging Configuration
and System Log Messages

IN=RT T AUTFURAB
SO T TNy a—F 4 T
HROMETS

Cisco ASA 5500 Series Hardware Installation
Guide
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