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88 VPN Wizard 3]
¥ VPN Wizard VPN Tunnel Type (Step 10of ...)

Lge this wizard to configure new site-to-site WP tunnels or new remote access
WPM tunnels. Atunnel between two devices is called a site-to-site tunnel and is
bidirectional. Atunnel established by calls frorm remaote users such as
telecommuters is called remote access tunnel.

This wizard creates basic tunnel configurations that you can edit [ater using the
ASDIM.
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# VPN Wizard 3]
¥ VPN Wizard Remote Site Peer (Step 2 of 7)

Enter the IP address and the tunnel group ofthe peer device for this site-to-site
tunnel. Then selectthe authentication method: a passward shared by both sites ar
acerificate issued by a Certificate Authority.

Peer IP Address: |209.185.200 236

Tunnel Group Mame: ]VF'N group 1

Authentication

Pre-shared Key: ’bisCo—
" Cetificate

Cedificate Signing Algorithm 5 g s

Trustpoint Name: |
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& VPN Wizard X
¥ VPN Wizard IKE Policy (Step 3 of 7)

Selectthe encryption algorithm, authentication algarithm, and Diffie-Hellman group
for the devices to use to negatiate an Internet Key Exchange {IKE) security
association between them. Configurations on both sides ofthe connection must

match exactly.

Encryption: 3DES |
Authentication: SHA

DH Group: 2 -
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& VPN Wizard E]
¥ VPN Wizard IPSec Encryption and Authentication (Step 4 of 7)

Selectthe encryption and authentication algorithmes for this IPSec WPK tunnel
Configurations on bath sides of the connection must match exactly.

Encryption: 3DES ']

Authentication: SHA od
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& VPN Wizard 3]
¥ VPN Wizard Local Hosts and Networks (Step 5 of 7)

An IPSec tunnel protects data exchanged by selected hosts and netwarks at the
local and remote sites. You identify hosts and netwarks forthe local site on this
screen and for the remote site on the next screen.

HostiMetwork to Be Added Selected Hosts/MNetworks:
i |P Address " MName " Group 10.10.100
Interface:|inside [ p—
frld ==

IP address: ]10_10.10.0
Mask: 266 255 155 265 |
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& VPN Wizard @
¥ VPN Wizard Remote Hosts and Networks (Step 6 of 7)
Enter the hosts and networks at the remote site of the IPSec connection.
HostiMetwork to Be Added Selected Hosts/MNetworks:
* |P Address " Mame " Group 10.20.20.0
Interface: |outside |
Add ==
IF address: 1209.165.200.236
Mask: 255.255.255.260
ol
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& VPN Wizard 3]
¥ VPN Wizard Summary (Step 7 of 7)

ou have created a Site-to-Site YPN tunnel with the following attributes:

WP Tunnel Interface: outside

FPeer P Address: 209.165.200.236

Tunnel Group Mame: YPN Graup 1

IPSsec authentication uses pre-shared key: CisCo

IKE Palicy Encryption I Authentication f DHGroup: 3DES F SHA S Group 2

IPSec ESF Encryption I ESF Authentication: 3DES F SHA

Traffic flow to be protected by this tunnel: (ocal) 10101010 - (remote) 10.20.20.0

<Elack| | Finish ‘ Cancel | Help |
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