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VE— "7 27 A VPN ORET 0¥ AZET HICIE. ROFNEEZFEITLET,

AFYT1 Web 75 7HFDT RLRA 74— Ric, LBHHHEOF 74 8 IP 7 FL A
https://192.168.1.1/admin/ % AJ) LT, ASDM %A iE#) L £,

AFw T2 ASDMDAA L U4 RUD Wizards a2 v 7 &7 ) Z T, VPN Wizard 4
FvarvEks ) v s LET, VPNWizard D Step1 7 4 > RUBRFRENET,

8 VPN Wizard X]
¥ VPN Wizard VPN Tunnel Type  (Step 1 0f ...}

Uze this wizard to configure new site-to-site VPN tunnels ar new remote access
WPMN tunnels. Atunnel between two devices is called a site-to-site tunnel and is
bidirectional. Atunnel established by calls from remote users such as
telecommuters is called remote access tunnel.

This wizard creates basic tunnel configurations that vou can edit later using the
ASDIM.

WPM Tunnel Type:

Site-to-Site VPN

" Site-to-Site

* Remote Access

WP Tunnel Interface: outside hd

|Next> | | Cancel| Help |
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AFv 73 VPN Wizard ® Step 1 T, RDOFNEE FITL £,

a. Remote Access VPN 47> a v &7 ) v LET,

b. Fay X v JURRT, EHE VPN o RAUIKH L TA X —TNMITT B A
VA =Tz A AL L Toutside 7Y v 7 LET,

c. Next%#7 U w7 LTHEATLET,

VPN ¥ 547> FD&EIR

VPN Wizard ® Step 2 T, RO FNEE FEITL ET,

AFYF1 Cisco VPN 7 A4 7> b, £721EZ D> Easy VPN U £ — MG Z#/H LT,
VE—F 772 2—YRHEISHEX 2T 4 T FI9A T VAR TE D &
N, AT var R EI) v LET,

B YPN Wizard E]

¥ VPN Wizard Remaote Access Client (Step 2 of ..}

Remaote access users of various types can open YPN tunnels to this PIX. Selectthe
type of WPM client for this tunnel.

WPMN Tunnel Type:

+ Cisco ¥PM Client, Release 3. or higher,
or other Easy VPN Remoate product

= Back | Next>
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AFvF2 Nextw#s Vv LTRATLET,

VPN bRV TIL—FH EBIARXDIEE
VPN Wizard ® Step 3 T, IRDOFNEEFEITL £7,

AFwT1 @O RRTIA—S2L 7547 ThIPa— b 2EAT2—FDty
Mzxt LT, b Z—74 ([CiscoASA| 72E) # AN LET,

& VPN Wizard X
¥ VPN Wizard VPN Client Tunnel Group Name and Authentication Method (Step 3 of ...}

The ASA allows you to group remote access tunnel users based on camman
cannection parameters and client attributes configured in the fallowing screens.
Lse the same tunnel group name for the device and the remate client. Select the
type of authentication: shared secret ar cedificate. If cedificate, select the cedificate
name and the cerificate signing algarithm.

Tunnel Group Mame: | CiscoASA

Authentication

+ Pre-shared Key

Pre-shared Key: CisCo

" Cettificate

Cedificate Signing Algorithm:
Trustpoint Mame:

= Back | Next»
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B8 VPN Wizard 53
¥ VPN Wizard Client Authentication  (Step 4 of ...)

To authenticate remote users using local device user datahase, select the first
option below. You can create user accounts in the next screen.

To use external AN servers instead, selectthe secand option. You can select an
existing AAA server group or create a new one using the Mew button belaw,

To manage all other A% settings, use Configuration = Features = Properties = AAA
Setup categary in the main ASDM window,

+ Authenticate using the local user database

" Authenticate using an ARA server group

AAA Server Group
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88 VPN Wizard X
¥ VPN Wizard User Accounts  {Step 5 of 11)

Enter a new usernamefpassword into the user authentication datahase. To edit
existing entries in the database or to remove them fram the database, go to
Configuration = Device Administration = Administration = User Accounts in the main
ASDM windaw,

Userto Be Added

Usernarme: Username

user3 Add == user?

Passward (optional): Delete |

|

Confirm Passward (optional):

—
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& VPN Wizard E]
¥ VPN Wizard Address Pool (Step 6 of 11)

Enter a pool of local addresses to he used for assigning dynamic IP addresses to
remote WPM clients.

Tunnel Group Mame: CiscoASA

Pool Mame:
Range Start Address: W
Range End Address: lm
Subnet Mask (Optional):
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VPN Wizard @ Step 7 T, RO FNEE FEITL ET,

AFYFT1 VE—F T4 7 FCHERAT IR Y P REGREATLET,

g8 VPN|Wizard X]
¥ VPN Wizard Attributes Pushed to Client {Optional) (Step 7 of 11)

Aftributes vou configure below are pushed to the VPHM client when the client
connects to the ASA. Ifyou do notwant an attribute pushed to the client, leave the
carrespanding field blank

Tunnel Graup: CiscoASA

Frimary DNS Server: 209165202129
Secondary DMS Server: 209.165.202.139

Primary WING Server: 209.165.202.148
Secondary WINS Server: 209.165.202.158

Default Domain Mame: cisco.com

<Elack| ket = | | Cancel| Help |
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B2 VPN Wizard 53
¥ VPN Wizard IKE Policy {Step 8 of 11)

Select the encryption algarithm, authentication algorithm, and Diffie-Hellman group
for the devices to use to negotiate an Internet Key Exchange (IKE) security
association between them. Configurations on hoth sides ofthe connection must
match exactly.

Encryption: 3DES -

Authentication: SHA <

DH Grougp: 2 -

<Elack| et = | | Cancel| Help |
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IPSec BEBILH &K URBRE/ AT A —2 DERE
VPN Wizard @ Step 9 T, IDOFINEZFATLET,

ATy F1 BTV =Y XA (DES, 3DES, £721% AES) BLUGEGET /L= U XA (MD5
F721LSHA) 27V v 7 LET,

B8 VPN Wizard X
¥ VPN Wizard IPSec Encryption and Authentication (Step 9 of 11)
Select the encryption and authentication algorithms for this IPSec YPH tunnel.
Configurations on both sides of the connection must match exactly.
Encryption: 3DES -
Authentication: SHA <
(s}
=
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& VPN Wizand [XI
¥ VPN Wizard Address Translation Exemption and Split Tunneling (Optional) (Step 10 of 11)

By default the ASA uses MNetwork Address Translation {MAT) to hide the internal netwark
from outside users. You can make exceptions to MAT to expose the entire ar part of the
internal netwark to authenticated remoate users protected by YRR,

To expose the entire netwaork behind the most secure interface to remote VPN users
without NAT, leave the selection list blank.

Hostietwork to Be Added Selected Hosts/MNetworks:

* |P Address " Narne © Group 10.10.10.0024

Interface; [inside |

IP address: 1010100
Mask: 265.255.285.224 ¥

W Enable splittunneling to 1et rermote users have simultaneous encrypted access to the
resources defined abave, and unencrypted access to the internet.
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88 VPN Wizard X
¥ VPN Wizard Summary (Step 11 of 11)

You have created a Remate Access YPM tunnel with the following attributes:

WP Tunnel Interface: outside

Tunnel Group Mame: CiscoASA

Default Group Palicy: CiscoASA

FPrimary DMS: 209.165.202.129

Secondary DNS: 209.165. 202,139

Primary WINS: 209.165.202.148

Secondary WINS:

Default Domain Mame: cisco.com

Pool of IP addresses for VPR clients: RApool (209.165.201.1-208.165.201.20)
Lger authentication using local user datahase

Mew users created in the local database: user2

IPSec authentication uses pre-shared key: CisCo

IKE Puolicy Encryption fAuthentication/fDHGroup: 3DES 7 SHA S Group 2

IPSec ESF Encryption I ESP Authentication: 3DES / SHA

Internal netwark elements exposed to remote YPM users without WNAT: 10.10.10.0i24
Splittunneling: enahled
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