CHAPTER 1 0

CSC SSM D&

ASA 5500 >V — X @St ¥ 2 VT ¢ 7T AT AL, Content Security and
Control Y 7 bW =7 %3479 % CSC SSM &R —F LE$, CSCSSM ix, 7
ANA, AL T 2T ANARE BELLABRWNT T 0 v 70D OR#ERE
HLEd, Towlz, @2V T4 77747 ATFTP, HTTP,
POP3, 3L UNSMTP h7 7 ¢ v 7 % CSCSSMIZHEL, Ax v LET,

GE) CSCSSMIZIZ. ASA Y 7 b =7 U U—2R71.1AENSLETT, CSC SSM 13,
ASA 5540 TITHR—FENEHA,

WOHBIZHOWTHA L £,

e (CSCSSM (ZoW\WT (P.10-2)
e CSCSSM T A X2V T 4 TTT7A47 2 ADORLEIZOWT (P.10-3)

e VFHUF i avT XU T o HICEESILTV A CSC SSM &9
X2 VT4 77747 A (P.10-5)

o a T kXU T 4D CSCSSM OFE (P.10-6)

| 78-17372-01-J

Cisco ASA 5500 ) —X BEHR X1 ) T4 FISATUVRREI— 79T HAFE R




$10%E CSCSSMOHRE |

W cscssmizoWT

CSC SSM [2D VT

CSCSSM i, b LWa Ty bV T =F v 7ua 7y A LVBNEGEND T 7 A
VAR, TrendMlcro DT v T T—F =L EMMICT v 75— LE
9, CSCSSM L, WISHIt X2 VT 4 TTIAT UV ANDLZELIE N T 7 4 v
7 & AF v L, Trend Micro LG LI-ar T a7y A v LE
T, E4parsry Mt X2V T4 77747 2 A ZHzk L CTL—
T4, BEbLWwarsr MIZuey s LTLR—FLET,

Trend Micro 227> b 707 7 A V&S T H1E 0002, VAT LAEHE T
CSCSSM 23BMD ~F 7 4 w7 ZATEIZr T — 3 /%xﬂwyﬁéi )
W2, BEENASARTHIEHTEET, b xid, VAT LEHEFIR, F
EDOURL #7 0y 7 FlF7 402V 7LD, FIPRE A —LD/RT
A—RE A%y T 5 L5912, CSCSSM #HRETEET,

CSCSSM DY AT ALty b T v 7BINE=F Y 7%, ASDM 2 L CT=E
ﬁf%i?(EC%MV7F7:7®ZV?VF?%:U?4KUV*®%E

BEZITIITIZ, ASDM DY > 7 %7 U » 27 LT, CSCSSM @ Web ~X—Z D
GUI T 7 ALET,

ZOETIE, BERICEHIGEEX 2T 4 T IA TV AERET D HEEH
Bl L %9, CSC SSM GUI D ffi il 5 k12 2Tk, [Cisco Content Security and
Control SSM Administrator Guide] TitBl L £7,

Cisco ASA 5500 ) —X BEEEXa1 T4 PTSATVRRE— 7Y T HAFR
m. 78-17372-01-J |




| £10F CSCSSMO®E

CSC SSM 2T 2 X5« 77547 vAanmEICD>LWT N

CSCSSM ZERT 5 X )T4 7TS5A4AT7 U ADBEIC
2LV T
CSCSSM L @Mt X2 VT 4 T IA T U AR ERETH Ry NU—2 T
. AXY T BHEEDO NT 7 4 v 772 E CSCSSM IZEET 5 X o, G
By X2 VT4 TTIAT UV RAERELET,
10-1 T, %Xy N —2 ., EeBletxa VT 7794 T A, BXO
CSCSSM & A v H—Fy hEDORIOERNR T 7 4 vy 7u—%kRLET,
X 10-1 TRTRy hU—27 121, ROBEEREGENTVET,

e CSCSSM REVfFT b, RESN TWAH G Y2 VT 4 T7I7A47T
VR

e CSC SSM IZHFELTAX Y T D5 T 74 v 7 BBETDH, BIAEX =
VF 4 T FIGAT U ADY—ERRY —

X 101 CSCSSMD +F374v9 7A—

tXxal)Tqa
TISATVR

A DRATLA
EDaS
$E2z
Ry o—
7 BREE = BEREGE
} RER = S ]
T AR FEEE o

148386

CSC SSM

Cisco ASA 5500 L) —X BB X UT 4 FTSATPUVRRE— 7Y T HAFE
| 78-17372-01-J




$10%E CSCSSMOHRE |

W cscssmzEATIEF

A)FA PTSATRADEEIZONT

ZOBITIEZ TA TV MIWeb A MIT 7 EATELHRy hU—2 a—H,

FTP

Y= DT 7 A NEF 0 — RT&EH5FRy NU—7 2—W, =i

POP3 =B A=V ERETE ARy NU—F 2—%TT,

CORETIE, FI74v7 7Zu— 3k I HIZhD £,

1.
2.

54T v SR EREBBT S,

WAt X2 VF 4 TTIATUANEREZEL, A F—F v Mliz
%15,

FRINTars o b E#EEEX )T 0 TTIATUAREEL, =
DALT YR HAALTHCSCSSMICHEL, AF ¥ 507 LTI -t
ARV —TERINTWVDINE I MEHBT D, ERINTWDHEEIL.
CSC SSM 2354 5,

CSC SSM WISH X2 VT 4 T IA T AnbaryTy N&%fE L,
AF¥ ¥ L, Trend Micro 27> b 74 VX DEFHT v 7T — b &R
D

T RBREDLWES, CSCSSM iZav T ha7my 7 L, AV
FeLBE—RT25, 2072 b2gD LI ARVES, CSC SSM IZEsk S h
arvr o el T 4 TTXI9ATVARCRKRL, v—T 7
T2,

SMTP bT 7 4 w271k, T b A 7 L1382 E TR X
NET, 2F % LI NI 74 vl MRtV T4 794 T
AWCRLTNA—FT 4 7 T50TEARL, Mt )T 7754
T ATHRHEIN TV D SMTP H—/NZ CSCSSM 23 SMTP 7 7 1 v
J mEERmRLELET,

Bl Cisco ASA5500 ) —X BEHEXa1 YT FISATUVRARE— Py T HAFE

78-17372-01-J |



| £10F CSCSSMO®E
SFUA avFUreF2)TARICBESNTIVS CSC SSM #FAT3F2) T4 77504702 A

FUYUF avFrvbrEFaYTFoAHIZEBIATLS
CSCSSM 29 XY T14 FTSATF7UR

10-2 T, CSCSSM i3 2@ X2 VT 40 T 74T 2 ADO—fRIV7A
BEZRLET, 20TV A0 a T (1L, ZOEOCHY-DOREFIETH &

LTHERLES,

10-2 CSC SSMEEBED S F Y7+

tHaT4
77"747/1 _@l

v e -——-! Trend Micro

TyIT—kH—n

B [192168.100.1

— > —

TP A DRTL | AR =
PA=E2Y B K— b 10.6.13.67 L

— 192.168.50.1

—
CSC SSM

A
= 192.168.50.38 | SSM
- | EER—

148387

SMTP H#—/3

IOFIFTIE, BENILTU N BX 2 U T ¢ HIZ CSC SSM Z AT 5.
WSHEX 2T 0 T IAT7 U AERELTOVET, ROAIZEELTLSE
Sy,
e WYX VT 4 TTIAT U ANRHEHEHRY hU—2712H D, 4T
L%%ﬁﬁ%ﬁ%*y O =2 BERTDHHLETIRDN, B2 T 0 OBHIC
AT A Z LRSS N,
. WYX 2 VT 4 TTITA TV AREICIE, 2 DOFEIR—F21H
%)o 120, #EEX=2 VT 4 TTI5A T ABHOEEER—FT, 9
1 O, CSC SSM DOEFHAR— bk, T XTOFEEHAKRA R, MEFDIP T KL
AT VT EATZDHNEND D,

Cisco ASA 5500 ) —X BEHR X1 ) T4 FISATUVRREI— 79T HAFE R

| 78-17372-01-J



#10%E CSCSSMOBRTE |
B 25yt 3050 #F21UFAAICREBEATINS CSCSSM 2HAT 32X 0T 1 7TIS5A4F7UR

e HTTP 7u o H— R0 WXy U —7 LHEHEHE R Y hU—7 D)5
RSN TW5D, ZhZX > T, CSCSSM E Trend Micro D7 v 75— k
P, BHOaLT o X2V T 4 T4 NVEERETE S,

o BHIX Y NU—ZIZSMTP 4 —NRNEENTEY ., BFHEEIL CSC SSM A X
VU ENOBMEZTDHIENTE S, BEA Y U —27 & syslog h— b H
FNTEBY., CSCSSM WA LI-n 7V 2 RETE 5,

X E DEH

WEAHEX 2T 0 T IAT UV ADORELZFET L E X, *y U= R
OB 2T L CWDMLENRH Y F97,
e SSM DEHR—FDIP T FL AL, ASDM OFEITIZHHTHHRA M T

JRATED, 7272L, SSM OFHFR— @MV T 0 7754
TURERA L Z—T 2 A ADIPT FLRZ, OV TRy MITTE B,

o SSM DOEFER— ML, CSC SSM 78 Trend Micro D7 v 77— k H— |2 H|
ETXLL9C, A v —Fy MIERTEIVNERD D,

ATk tXa)T42HDCSC SSM DEEE

WX 2T 4 TTIA T RALERFICA TS g D CSC SSM E Y =2 —
NEEX LTSRS VIR EEZET T 72012, WL DO FNEZE FAT 548
NHOFET, REFIEO—IILEISHN X2 T 4 T I5A4 TV ATHEITL,IE
DORETFTIAILCSCSSM TEITTHY 7 hv=T CTETLET,

DO~ T IVORIOFNEEZET L TWEES. ZOFE T, ASA ¥ AT Al
TA BV AMNEDY T VU 2THETL, By VT v 7 U4 P— R TEARNR
VAT AMENATTENTWET, KRIZ, 27 b X2 U7 oBEMIC,
WYX )T 4 TTIA TV AERELET,

HEARM R TFNEL, kDO EEBY TT,

Cisco.com O Y 7 "Ny =T T T 4_X—vay F—xRET 5,

CSC SSM DX E LB R IEMAUNET D,

Cisco.com NHT 7T 4 N—Tay F—2fET 5,

ZOkvy T v Ta AOT X TOREMEEICH TS ASDM % Hi<,
IR E 2 sl 5,

o A~ D=

Cisco ASA 5500 ) —X BEEEXa1 T4 PTSATVRRE— 7Y T HAFR
m. 78-17372-01-J |




| £10F CSCSSMO®E
SFUA avFUreF2)TARICBESNTIVS CSC SSM #FAT3F2) T4 77504702 A

6. CSCty "7 v 7 U4 —FK&FEITL T, CSCSSM 2% EJ 5,
7. B2 VT4 TTIAT A ZRELT, b7 74 v 7 % CSC SSM
B L TCAXY T4,

INODOFMEIE, ROETFHELS AL ET,

Ciscocom MDY I )7 FOT4R—23 Y T—DHE

CSC SSM #f#i f L C. Product Authorization Key (PAK) # %15 L %7, PAK %
i LT, k™ URL T CSC SSM Z%&k L £ 7,

http://www.cisco.com/go/license

B BTA—NTT VT4 _N— 3 F—%2ZELET, 2T 7T 4 _—
var¥—if, IcSCy T v T U4 = ROET) THHT L FIETHE
2720 E9,

FRDINE
WER X2 VT4 T I7A4T A, BIOCSC SSM D% E % Bt D RIIZ.
WDEREZINE L ET,

e CSCSSM OEHA—FDIPT KL A Ry h~RAZ, =+ A TP T K
VA, By b~R7 @M EX=2 T4 TTI73AT U ADIPT R
VAIK, S5 E R EX2 T 777947V AORE)] T+ 5
£ 912, Setup Wizard ZF(T LIz & ZIZEID G THNET)

~

GE) SSM OBEHF— KMIP 7 KL A2, ASDM O EFFICHEHT B AR A K
MHET 7 EATELZLENRHY 9, SSM OFHA— & @G
X2 VT TTIAT L RAERA L HE—T 2 A ADIP T KL A
X, oY TRy MoTEET,

e CSCSSM CHEHTDHHFA NG E FAA U4

e« DNSH—DIPT FL X

e HTTP XL H— "D IP T RLRA (Fy NT—I T, £ FZ—Fv h~~
DOHTITP 77 B A2 X T 2 H L TWAEE)

Cisco ASA 5500 V) —X Bt F21 T4 FIFAFYRARE—rFYT HAF
[ 78-17372-01- .m



http://www.cisco.com/go/license

$10%E CSCSSMOHRE |

WM oyt :avForFa2UF(AICEBESATINS CSCSSM 2HAT X1 UTFa 7ISAF VR

ASDM D2 E)

ATy F1

ATvF2

ATYF3

ATFvSa

o BV A—NBHIMHEHTIETFA—IN T FKLALE, SMTP —"D IP 7 K
L AB LR — &5

e CSCSSM ~DEELT 7B AZHFA[THHRA N, BEIORXy NU—TDIPT
KL =

ASDM #fEH LT, CSC SSM ORE L EHAITWET, CSCSSM V7 v =7
DarsrhEX2 VT4 RN —OFEERBRELITI L, ASDM DU 7
7 Uw 27 LT, CSCSSM D Web X—ZAD GULIZT Z7EALET,

ASDM #ET B I121%, WO FIEEFITLET,

WHAl X2V T4 77747 A, BELONCSC SSM OEF R — M7 7 & A
T&EXLPCT, fv¥—Fy N TTUFEiELES,

TITUVDOT KL A 7 ¢—)L RiZ, URL lhttps://IP_address/) % A )1 L ET,
T ZC, IP_address 1%, BN X 2 VT 4 TTITAT LV ADIP T RLATT,

~

GE) #WEMEeX2UTF 4 TTIA T AOHMEREOT 74/~ IP 7 KL &
12 192.168.1.1 TJ, Is) #BIMLT Thttps) 12T 5 LIZHERELTL
SV, BINLZRWE . Bkt £9, HTTPS (HTTP over SSL) 14,
T EWMER X2 VT4 TTIAT U ALORIT, BX a7 728
aift L E9,

A—PHZLNRAT = REERTIAA T TRy 7 AT WMIGTDT 4 —)L FE2E
DFEFICLET, Enter ¥—%FH L E£7,

Yes #7 U w7 LT, itEEZZ T ET, X ToO2—¥iiEk L OGE#E
AATa TRy 7 AT, YesaZ Vw7 LET,

ASDM DA A v 7 4 v RURNERENET,

Bl Cisco ASA5500 ) —X BEHEXa1 YT FISATUVRARE— Py T HAFE

78-17372-01-J |



| £10F CSCSSMO®E

Cisco ASDM 5.1 for ASA - 172.23.59.109

Memany Memaony Uzage (MB)

Latest ASDM Syslog Messages
i B Dec 3:31:32
i B Dec 12 2005 13:31:32
i B Dec 12 2005 13:31:32

ul

File Options Tools Wizards Help
g e = 5 Q 3 Cisco SysTews
@ % 2 O ©O e W ?
Home Configuration Monitaring Back Forward Search Refresh Save Help .
ASAMain System | Content Security |
Device Information Interface Status
General] Licenge] Interface IP AddressiMask | Line | Link |Currenthps|
o inside 172235910927 @ up o up 1
Host Mame: stargate3.default.domain.invalid management 19216811724 O down @ down 0
ASAversion:  7.1(0)150 Device Uptime: 12d 14h 51m 40s outside 1.1.1.1124 @ down @ down 0
ASDM version: 5.1.0 Device Type:  ASA5520 fest noip address Qu  @up 0
Firewall Mode: Routed Context Mode:  Single
Total Flash: 64 MB Total Memary: 512 MB Select an interface ta view input and output Khps
VPN Status Traffic Status
IKETunnels: 0 WebvPN Tunnels: 0 VG Tunnels: 0 e (Ren Seced Usee
System Resources Status
CFPU CPU Usage (percent)

M uor: o TCP: O Total: 0

‘outside’ Interface Traffic Uzage (Kbps)

M Cutput Kbps:

Configure ASDM Syslog Filters

®)

1060145
106015: Deny TCP (no connection) from 10.21.145.188/4830t0 172.23.58.109/443 flags RST on interface it
*

=admin= A (15) |2| 1201205 1:39:21 PM PST
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B& CSC Setup Wizard 53

CSC Setup Wizard Activation codes Configuration (Step 1 of 6)

Enter activation codes below to enable features on the CSC S5M. All activation
codes need to entered in the format JGeCGE0CCOE0GO0EGN0HEN000E000N

~Base License

Product: Base License (Anti-Virus, Anti-Spyware, File-Blocking)

Activation Code:  |PH-BE23-N3QQAGQ-ZARLP-WDGP5-8MZ05-3VAFL

~Plus License

Praduct: Flus License (Anti-Spam, Anti-Phishing, Content Filtering,
LURL Blocking & Filtering)

Activation Code: [Py mM4yD-AZ3G2-CGSJ8-REIUI-HHWIS-DFMZG

| Cancel| Help |
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& CSC Setup Wizand
CSC Setup Wizard IP Configuration {Step 2 of 6)
Configure IP settings.

~Management Interface

IP Address: [192.68.50.38 Mask: 2562552550 v
Gateway: | 19288.50.5

~DMNS Server

Primary DMS:|192.68.50.10 Secondary DMES:

{optional)

~Proxy Server

Proxy Server; [[192.68.50.20 Prasy Part: 1080

{optional) {optional)

<Elack| Mext = | Cancel| Help |
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& CSC Setup Wizand
CSC Setup Wizard Host Configuration (Step 3 of 6)

Enter Hast name, Domain name, E-mail server domain name and Motification
settings

~Host and Domain Mame

HostMame: security-ssm
Damain Mame: test.com

~Incoming E-mail Domain Name

Incoming Email Domain: test.com

~Matification Setting

Administrator E-mail: testigtest.com?

E-mail Server IP Address: 1192 168.100.25|
Port: 23

<Elack| Mext = | Cancel| Help |
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& CSC Setup Wizand
CSC Setup Wizard Management Access Configuration {Step 4 of 6)

Enter the subnets and hosts granted access to the S5,

Selected Hosts/Metwaorks:
0.0.0.0/0 :

Hostitetwork

IP Address:

Add ==
Mask: 265.2656.255.285 w

<Elack| Mext = | Cancel| Help |

148796

AFw7T10 Next #7271 v 7 LET,
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& CSC Setup Wizand
CSC Setup Wizard Password Configuration (Step 5 of 6)

Enter the current passward. Enter the new password and confirm the passwaord.

FPassword
Old Password: |

MNew Pagsword: |

Confirm Mew Password: |

<Elack| Mext = | Cancel| Help |
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8% CSC Setup Wizard

CSC Setup Wizard Summary {Step 6 of 6)
~Activation Code
Base PX-8E23-MN3Q0Q0-ZHLP-WDGPS-8MZD5-3VHFL

Plus PH-M#VD-AZ3G2-CGS18-R5IU3-HHWIE-DFMZG

~IF Parameter
The host has the address 192 68.60.38 255,265,255 0 using the gateway at

192 68.50.5. The primary DNS serveris at 192 68,5010, The proxy server is at
192 68.60.20 listening on port 1080,

~Host and Domain Mame

The host name is security-2sm and the domain name is test.cam.

The domain name for incoming e-mail is test.cam. The e-mail adminstrator's
e-mail address is test@testcoml. The e-mail server is at 192.68.100.25 listening
on port 23,

~Management Access List

~Password

The password has not been changed.

<Elack| | Finizh | Cancel| Help |
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XF w74 Service Policy ~*— T, Global - applies to all interfaces 73> 3> RZ %7
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B® Add Service Policy Rule Wizard - Service Policy.

Adding a new service palicy rule requires three steps:
Step 1. Configure a service policy.
Step 2. Configure the traffic classification criteria far the service policy rule.

Step 3: Configure actions on the traffic classified by the service policy rule.

Create a service policy and apply to:

Only one service policy can be configured per interface or at glabal level. If a service policy already
exists, then you can add a new rule into the existing service palicy. Otherwise, you can create a new
service policy.

" Interface: | J

e
|

+ Global - applies to all interfaces

Folicy Mame: *

Description: |

*Only one service palicy is allowed. Existing service policy names cannot be changed.

THied =

Cancel| Help |
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ATFYFE5 Next#Z7 Vw27 LEJ, Traffic Classification Criteria ~~— YN F R ENE T,

AT w76 Traffic Classification Criteria ~2—3 T, User class-default as the traffic class 4~
varREvEIY v LET,

ATF9FT Next%7 U7 L%T, Add Service Policy Rule Wizard - Rule Actions ~2— 3%
REINFET,
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AT w78 Service Policy Rule Wizard T, CSC Scan ¥ 7% 27 U v 27 L£7,

8 Add Service Policy Rule Wizard - Rule Actions

Protocol Inspection | CECScan | Connection Settings | QoS |

[~ CTIOBE -
[~ DNS

[~ ESMTP

I FTP

[~ H323 H225
[~ H323 RAS
[~ HTTP

[~ ICMP

[~ ICMP Error
s

[~ MGCP

[~ METBIOS
I~ PFTP

™ RSH

[~ RTSP

[~ 8IP

[~ SKINKY

[~ SMMP

[~ SOLNET
[ =] R ] =]="a] j

FEEE

d

<Elack| Finizh | Cancel| Help |
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XFwF9 (CSCScan # 7 ~2—3 T, Enable CSC scan for this traffic flow & = > 7 7R > 7 A
AT LET,

If CSC card fails, then fH3 T, CSC SSM Z#{FH T&X 72\ & EITEIRSNTZ b T
T4 Ik, WX VT 0 T TAT LV ANHAT DNEET D0 EE
WLET,
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8 Add Service Policy Rule Wizard - Rule Actions

Pratocal Inspection CSC Scan ] Connection Settings ] QoS ]

¥ Enable CSC scan for this traffic flow

If CEC card failz, then

" Permit traffic

<Elack| Finizh | Cancel| Help |
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AFw 710 Finish 227 UV v 7 LE7,

F LW —E R R U 2 —7N Service Policy Rules ™A NZERINET,
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= Cisco ASDM 5.1 for ASA - 172.23.59.109
File Rules Search Options Tools Wizards Help

@ - : - Cisco SsTeMs
@ ] O O O Q & & ?
Horne Configuration Monitaring Back Forward Search Refresh Save Help .

), *EFIRIALERRE S

iciicees " Access Rules ¢ AAARules  © FilterRules ™ Service Policy Rules
)
||=—_—-b Show Rules for Interface: |All Interfaces h Show All
Security Policy
Traffic Classification
Eﬁé i . N - Rule Acti
o Mame |Enab|ed| Match | Source | Destination | Service |T|me Range Edit
= Global, Palicy: alabal-palicy
(e global-class By @any @ any % any traffic A osc, perr Delete
SPM - © i) ¥

CED Manager

&

Trend Micra
Content Security

k.

Routing
Global Ohjects
2 o | L
Properties
= match & Do not match @ Show Summary ¢ Show Detail
Apply Reset | | '55
[—
oo
<admin= | NA(15) B & B/ 1212105 3:30:51 PMPST |

ATFyT 11 Apply 27V v LET,

Cisco ASA 5500 ) —X BEHR X1 ) T4 FISATUVRREI— 79T HAFE R

| 78-17372-01-J



$10%E CSCSSMOHRE |
B oHryt 3070 2F2)TFAICRBEN TS CSCSSM 2FAT 3 ¥ YT« PTSAFUR

T 74V hTIL, CSCSSM iF, BEAL7ZTF7 A BV ATA F—T T >T D
arvFr b X2V T 4 AXYY (TUrFUANA TUTFANRL TUF
T4y d, aryT N TN E VT RE) BEITTHLIIICERESNT
W9, F72. Trend Micro D7 v 75— b —"00 5, EHMIZT v 75—k
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Cisco Content Security and Control SSM

Administrator Guide
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(Configuration 7= |3 Monitoring % 7 %
7 Y > 2 L, Trend Micro Content
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TERRIC X B R 7 —~ 0 2D HcH
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[ Cisco Security Appliance Command Line
Configuration Guidel] @ [Managing AIP

SSM and CSC SSM |
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WHHNE I IERFTLTIIZEW,

EXAE
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& EE R HERE DR E

Cisco Security Appliance Command Line
Configuration Guide

HEDANL— g o OFHE

Cisco Security Appliance Command Reference

Cisco Security Appliance Logging
Configuration and System Log Messages
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NTGTNY a—T 4 TIGEHROHME
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Cisco ASA 5500 Series Hardware Installation
Guide
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