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r Cisco ASA 5500
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1
hostname (config) # access-list acl-name permit ip any any
2 AIPSSM
class-map
hostname (config)# class-map class_map_name
hostname (config-cmap) #
class_map_name class-map
CLI
3 1 match access-list
hostname (config-cmap) # match access-list acl-name
4 AIP SSM
policy-map
hostname (config-cmap) # policy-map policy_map_name
hostname (config-pmap) #
policy_map_name CLI
5 2
class

hostname (config-pmap) # class class_map_name
hostname (config-pmap-c) #

| 78-17372-01-J
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W AP SSM

class_map_name 2
CLI

AIP SSM
ips

hostname (config-pmap-c)# ips {inline | promiscuous} {fail-close |
fail-open}

inline promiscuous AIP SSM
fail-close fail-open AIP
SSM
P.9-2 AIP SSM
service-policy
hostname (config-pmap-c)# service-policy policy_map_name [global |

interface interface_ID]
hostname (config) #

policy_map_name 4
global

interface interface_ID
interface_ID nameif

AIP
SSM

Cisco ASA 5500
m. 78-17372-01-J |
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AIP SSM | |

IP AIP SSM
AIP SSM IP

hostname (config)# access-1list IPS permit ip any any

hostname (config)# class-map my-ips-class

hostname (config-cmap) # match access-1list IPS

hostname (config-cmap) # policy-map my-ids-policy

hostname (config-pmap)# class my-ips-class

hostname (config-pmap-c)# ips promiscuous fail-close

hostname (config-pmap-c)# service-policy my-ips-policy global

AIP SSM
AIP SSM ASA 5500
AIP SSM
~

session 1 SSM

SSH Telnet

SSM ASDM
AIP SSM
1 session1 ASA 5500
AIP SSM

hostname# session 1
Opening command session with slot 1.
Connected to slot 1. Escape character sequence is 'CTRL-"X'.

Cisco ASA 5500
| 78-17372-01-J .m
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W AP SSM

cisco

AIP SSM

login: cisco

Password:

Last login: Fri Sep 2 06:21:20 from XxXX.XXX.XXX.XXX

* * *NOTICE* * *

This product contains cryptographic features and is subject to United
States

and local country laws governing import, export, transfer and use.
Delivery

of Cisco cryptographic products does not imply third-party authority
to import,

export, distribute or use encryption. Importers, exporters,
distributors and

users are responsible for compliance with U.S. and local country laws.

By using

this product you agree to comply with applicable laws and regulations.

If you
are unable to comply with U.S. and local laws, return this product
immediately.

A summary of U.S. laws governing Cisco cryptographic products may be
found at:
http://www.cisco.com/wwl/export/crypto/tool/stqgrg.html

If you require further assistance please contact us by sending email
to
export@cisco.com.

***L,TCENSE NOTICE***

There is no license key installed on the system.
Please go to http://www.cisco.com/go/license

to obtain a new license or install a license.
ATIP SSM#

r Cisco ASA 5500
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S

AIP SSM

AIP SSM

AIP SSM

AIP SSM

3 setup AIP SSM

AIP SSM# setup

Cisco ASA 5500

| 78-17372-01-J




9 AIP SSM

IPS

Configuring the Cisco Intrusion Prevention System
Sensor Using the Command Line Interface

Cisco Intrusion Prevention System Command
Reference

Cisco Security Appliance Command Line
Configuration Guide Managing AIP SSM
and CSC SSM

IPS AIP SSM

Cisco Security Appliance Command Line
Configuration Guide

Cisco Security Appliance Command Reference

Cisco Security Appliance Logging Configuration
and System Log Messages

Cisco ASA 5500 Series Hardware Installation
Guide
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VPN 7 VPN
VPN 8 VPN
DMZ Web 6 DMZ
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CHAPTER1

CSC SSM

ASA 5500 Content Security and
Control CSC SSM CSC SSM
FTP HTTP
POP3 SMTP CSC SsSM
Y

CSC SsSM ASA 711 CSC SsM
ASA 5540

e CSCSSM P.10-2

e CSCSSM P.10-3

. CSC SsM

P.10-5
. CSC SSM P.10-6

Cisco ASA 5500
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W cscssm
CSC SSM
Trend Micro
CSC SSMm
Trend Micro
Trend Micro
CSC SSM
URL FTP
CSC SSM
CSC SSM ASDM
CSC SSMm
ASDM CSCSSM  Web
GUI
CSC SSM GUI Cisco Content Security and

Control SSM Administrator Guide
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CSC ssm ||

CSC SSM

CSC SSM
CSC SSM

10-1
CSC SSM
10-1

e CSCSSM

e CSC SSM

10-1 CSC SsSM
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CSC SSM
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Wl cscssm

Web
FTP
POP3

CSC SSM

CSC SSM

4. CSC SSM
Trend Micro

5. CSC SSM
CSC SSM

SMTP

SMTP CSCSSM  SMTP

Cisco ASA 5500
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CSC Ssm

CSC SSM

10-2 CSC SSM

10-2 CSC SSM

tXxaUTq
FIZATUR I .
— mEs [ Trend Micro
E-II 192.168.100.1 7yIT—kH—N
—

. _ A
TP ALY SRTL | 5 = |
JO%e | mmop— 10.6.13.67 [ |
i 192.168.50.1
___________

ASDM CSC SSM

= 192.168.50.38 | SSM
[ | EEK—

148387

SMTP #—/3

CSC SSM

1 CSC SSM

Cisco ASA 5500
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| CSC SSM
e HTTP
CSC SSM  Trend Micro
. SMTP CSC SSM
syslog
CSC SSM
e SSM IP ASDM
SSM
IP
e SSM CSC SSM  Trend Micro
CSC SSM
CSC SSM
CSC SSM
ASA
1. Cisco.com
2. CSCSSM
3. Cisco.com
4. ASDM

5.

Cisco ASA 5500
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CSC SSM ||
6. CSC CSC SSM
7. CSC SSM
Cisco.com
CSC SSM Product Authorization Key PAK PAK

URL CSC SSM

http://www.cisco.com/go/license

CsC
CSC SSM
e CSCSSM IP IP
IP
5
Setup Wizard
)
SSM IP ASDM
SSM
IP
e CSCSSM
* DNS IP
e HTTP IP
HTTP

Cisco ASA 5500
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| CSC SSM
. SMTP IP
e CSCSSM =)
ASDM
ASDM CSC SSM CSC SSM
ASDM
CSCSSM  Web GUI
ASDM
1 CSC SSM
PC
2 URL https://IP_address/
IP_address IP
Y
IP
192.168.1.1 S https
HTTPS HTTP over SSL
3
Enter
4 Yes
Yes
ASDM

r Cisco ASA 5500
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| CSC SSM
CSC SSM
. ASDM
Configuration > Properties > Device Administration > Clock
e NTP NTP ASDM

Configuration > Properties > Device Administration > NTP

CcsC

1 ASDM Configuration
2 Trend Micro Content Security

Wizard Setup

3 CSCWizard Step1l Base License  Software Activation Codes

Plus License

Plus License CSC SSM

r Cisco ASA 5500
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e HTTP IP
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6 Next
7 CSC Setup Wizard  Step 3
e (CSCSSM  Hostname Domain
e Domain
i IP
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CSC SSM |
CSC SSM
CSC SSM
CSC SSM
CSC SsM
CSC SSM HTTP POP3 FTP
SMTP
CSC SsM
CSC SSM
CSC SSM

CSC SSM

1 ASDM

2 Security Policies

3 Add

Add Service Policy Rule

Cisco ASA 5500

Configuration

Service Policy Rules
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| CSC SSM

CSC SSM

Trend Micro

URL URL
FTP
Cisco Content Security and Control SSM Administrator Guide
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Trend Micro Interscan for Cisco CSC SSM

CSC SSM Cisco Content Security and Control SSM
Administrator Guide
ASDM CSC SSM ASDM
Configuration Monitoring
Trend Micro Content
Security
Cisco Security Appliance Command Line
Configuration Guide Managing AIP
SSM and CSC SSM
CSC SSM

Cisco Security Appliance Command Line
Configuration Guide

Cisco Security Appliance Command Reference

Cisco Security Appliance Logging
Configuration and System Log Messages

Cisco ASA 5500 Series Hardware Installation
Guide

Cisco ASA 5500
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4GE Security Services Module SSM 4
SFP RIJI3% 2
4GE

Y

4GE SSM ASA 7.04

4GE SSM
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N
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1

W 4GE SSMm

4GE SSM

4GE SSM

RJ-45

1

4GE SSM

L6Sev1

MGMT USB2 USB1

11-1

11-2

SFP

SFP

SFP

1 \ RJ-45
(o]

SFP
a. SFP

SFP
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4GE SSM

4GE SSM
c. 4GE SSM LC
d. LC SFP
11-2 LC

tgsn_zasn_1wow
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SFP SFP

4GE SSM
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1 4GE SSM

| 4GE SSM
SFP
Y

ASDM SFP

ASDM
1 ASDM Configuration
2 ASDM Interfaces
3 4GESSM Edit Edit Interface
4 Configure Hardware Properties Hardware Properties
5 Media Type Fiber Connector
6 OK Edit Interfaces OK
7 SFP

Cisco Security Appliance Command Line Configuration Guide Configuring

Ethernet Settings and Subinterfaces

r Cisco ASA 5500
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Cisco Security Appliance Command Line
Configuration Guide

Cisco Security Appliance Command Reference

Cisco Security Appliance Logging
Configuration and System Log Messages
Cisco ASA 5500 Series Hardware Installation
Guide
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DES
3DES-AES

SSH ASDM
VPN VPN
DES

3DES-AES

DES 3DES-AES

DES 3DES-AES

Cisco.com
Cisco.com DES 3DES/AES

Web

http://www.cisco.com/cgi-bin/Software/FormManager/formgenerator.pl

Cisco.com Web

http://www.cisco.com/pcgi-bin/Software/FormManager/formgenerator.pl

show version

Cisco ASA 5500
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A DES 3DES-AES |

s

Cisco Security Appliance Command Line Configuration Guide

1 hostname# show version

2 hostname# configure terminal

3 hostname(config)# activation-key |activation-4-tuple-key
activation-5-tuple-key

activation-5-tuple-key
5 16
1
0xe02888da Ox4ba7bed6
0xflcl23ae Oxffd8624e 0x
16

4 hostname(config)# exit

5 hosthame# copy running-config
startup-config

6 hostname# reload

Cisco ASA 5500
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Numerics R
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AIP SSM SFP 3-5,4-6
SSM 3-10 SSM
9-5 4GE SSM
LED 3-3
c 4-5
3-4
CompactFlash SSM 3-10
2-8 LED 3-11
CSC SSM 4-7
SSM 3-10 3-12
L
LC 4-7,11-3 4-2
LED 2-9,3-2,3-11
M
4-3

MGMT 2-8,4-2
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