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�T�’  crypto map set �‡�p�w�¯�Ú�ï�Å�w	Ä�I�t�m�M�o
†�Ì�`�‡�b�{

• �H 10 	·�® ddns �¯�Ú�ï�Å�™  debug xdmcp �¯�Ú�ï�Å�¯ �p�x�z debug aaa �T�’  debug xdmcp �‡�p�w�¯
�Ú�ï�Å�w	Ä�I�t�m�M�o
†�Ì�`�‡�b�{

• �H 11 	·�® default �¯�Ú�ï�Å�™  duplex �¯�Ú�ï�Å�¯ �p�x�z default �T�’  duplex �‡�p�w�¯�Ú�ï�Å�w	Ä�I
�t�m�M�o
†�Ì�`�‡�b�{

• �H 12 	·�® email �¯�Ú�ï�Å�™  functions �¯�Ú�ï�Å�¯ �p�x�z email �T�’  functions �‡�p�w�¯�Ú�ï�Å�w	Ä
�I�t�m�M�o
†�Ì�`�‡�b�{

• �H 13 	·�® gateway �¯�Ú�ï�Å�™  hw-module module shutdown �¯�Ú�ï�Å�¯ �p�x�z gateway �T�’  
hw-module module shutdown �‡�p�w�¯�Ú�ï�Å�w	Ä�I�t�m�M�o
†�Ì�`�‡�b�{

• �H 14 	·�® icmp �¯�Ú�ï�Å�™  imap4s �¯�Ú�ï�Å�¯ �p�x�z icmp �T�’  imap4s �‡�p�w�¯�Ú�ï�Å�w	Ä�I�t
�m�M�o
†�Ì�`�‡�b�{

• �H 15 	·�® inspect ctiqbe �¯�Ú�ï�Å�™  inspect xdmcp �¯�Ú�ï�Å�¯ �p�x�z inspect ctiqbe �T�’  inspect
xdmcp �‡�p�w�¯�Ú�ï�Å�w	Ä�I�t�m�M�o
†�Ì�`�‡�b�{

• �H 16 	· �®interface-dhcp �¯�Ú�ï�Å�™  issuer-name �¯�Ú�ï�Å�¯ �p�x�z interface-dhcp �T�’  issuer-name
�‡�p�w�¯�Ú�ï�Å�w	Ä�I�t�m�M�o
†�Ì�`�‡�b�{

• �H 17 	·�® java-trustpoint �¯�Ú�ï�Å�™  kill �¯�Ú�ï�Å�¯ �p�x�z join-failover-group  �T�’  kill  �‡�p�w�¯
�Ú�ï�Å�w	Ä�I�t�m�M�o
†�Ì�`�‡�b�{

• �H 18 	· �®l2tp tunnel hello �¯�Ú�ï�Å�™  log-adj-changes �¯�Ú�ï�Å�¯ �p�x�z 12tp tunnel hello �T�’  login
�‡�p�w�¯�Ú�ï�Å�w	Ä�I�t�m�M�o
†�Ì�`�‡�b�{

• �H 19 	·�® logging asdm �¯�Ú�ï�Å�™  logout message �¯�Ú�ï�Å�¯ �p�x�z logging asdm �T�’  logout
message �‡�p�w�¯�Ú�ï�Å�w	Ä�I�t�m�M�o
†�Ì�`�‡�b�{

• �H 20 	·�® mac address �¯�Ú�ï�Å�™  multicast-routing �¯�Ú�ï�Å�¯ �p�x�z mac-address �T�’  
multicast-routing �‡�p�w�¯�Ú�ï�Å�w	Ä�I�t�m�M�o
†�Ì�`�‡�b�{

• �H 21 	·�® nac �¯�Ú�ï�Å�™  override-account-disable �¯�Ú�ï�Å�¯ �p�x�z name �T�’  outstanding �‡�p
�w�¯�Ú�ï�Å�w	Ä�I�t�m�M�o
†�Ì�`�‡�b�{

• �H 22 	·�® packet-tracer �¯�Ú�ï�Å�™  pwd �¯�Ú�ï�Å�¯ �p�x�z participate �T�’  pwd �‡�p�w�¯�Ú�ï�Å�w
	Ä�I�t�m�M�o
†�Ì�`�‡�b�{

• �H 23 	·�® queue-limit �¯�Ú�ï�Å�™  rtp-conformance �¯�Ú�ï�Å�¯ �p�x�z queue-limit �T�’  router ospf
�‡�p�w�¯�Ú�ï�Å�w	Ä�I�t�m�M�o
†�Ì�`�‡�b�{
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• �H 24 	·�®same-security-traffic �¯�Ú�ï�Å�™  show asdm sessions �¯�Ú�ï�Å�¯ �p�x�z same-security-traffic
�T�’  show asdm sessions �‡�p�w�¯�Ú�ï�Å�w	Ä�I�t�m�M�o
†�Ì�`�‡�b�{

• �H 25 	·�®show asp drop �¯�Ú�ï�Å�™  show curpriv �¯�Ú�ï�Å�¯ �p�x�z show asp drop �T�’  show curpriv
�‡�p�w�¯�Ú�ï�Å�w	Ä�I�t�m�M�o
†�Ì�`�‡�b�{

• �H 26 	·�® show ddns update interface �¯�Ú�ï�Å�™  show ipv6 traffic �¯�Ú�ï�Å�¯ �p�x�z show debug �T
�’  show ipv6 traffic �‡�p�w�¯�Ú�ï�Å�w	Ä�I�t�m�M�o
†�Ì�`�‡�b�{

• �H 27 	·�® show isakmp ipsec-over-tcp stats �¯�Ú�ï�Å�™  show route �¯�Ú�ï�Å�¯ �p�x�z show isakmp
sa �T�’  show route �‡�p�w�¯�Ú�ï�Å�w	Ä�I�t�m�M�o
†�Ì�`�‡�b�{

• �H 28 	·�® show running-config �¯�Ú�ï�Å�™  show running-config isakmp �¯�Ú�ï�Å�¯ �p�x�z show
running-config �T�’  show running-config isakmp �‡�p�w�¯�Ú�ï�Å�w	Ä�I�t�m�M�o
†�Ì�`�‡�b�{

• �H 29 	·�® show running-config ldap �¯�Ú�ï�Å�™  show running-config wccp �¯�Ú�ï�Å�¯ �p�x�z show
running-config logging �T�’  show running-config webvpn �‡�p�w�¯�Ú�ï�Å�w	Ä�I�t�m�M�o
†�Ì�`
�‡�b�{

• �H 30 	·�® show service-policy �¯�Ú�ï�Å�™  show webvpn svc �¯�Ú�ï�Å�¯ �p�x�z show service-policy
�T�’  show xlate �‡�p�w�¯�Ú�ï�Å�w	Ä�I�t�m�M�o
†�Ì�`�‡�b�{

• �H 31 	·�® shun �¯�Ú�ï�Å�™  sysopt radius ignore-secret �¯�Ú�ï�Å�¯ �p�x�z shun �T�’  sysopt uauth 
allow-http-cache �‡�p�w�¯�Ú�ï�Å�w	Ä�I�t�m�M�o
†�Ì�`�‡�b�{

• �H 32 	·�® tcp-map �¯�Ú�ï�Å�™  type echo �¯�Ú�ï�Å�¯ �p�x�z tcp-map �T�’  tunnel-limit  �‡�p�w�¯�Ú
�ï�Å�w	Ä�I�t�m�M�o
†�Ì�`�‡�b�{

• �H 33 	·�® urgent-flag �¯�Ú�ï�Å�™  zonelabs integrity ssl-client-authentication �¯�Ú�ï�Å�¯ �p�x�z
urgent-flag �T�’  write terminal  �‡�p�w�¯�Ú�ï�Å�w	Ä�I�t�m�M�o
†�Ì�`�‡�b�{
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¯�G�O
�¯�Ú�ï�Å�w
†�Ì�p�x�z�Í�w
¯�G�O�›�–�;�`�o�M�‡�b�{

• 
¬�R�b�”
ž�A�U�K�”�‹�w�x�z�¤�§�¿�¯  ({ }) �p�“�œ�p�Ô�`�o�M�‡�b�{

• �¦�Ó�³�ã�ï�w�A
É�x�z�G�§�¿�¯  ([ ]) �p�“�œ�p�Ô�`�o�M�‡�b�{

• �r�j�’�T
¬�R�b�”
ž�A�U�K�”�A
É�x�z�Í� �Ó  ( | ) �p�à
~�l�o�Ô�`�o�M�‡�b�{

• �G�L�^�•�o�M�”�q�S�“�t�Ö�—�b�”�¯�Ú�ï�Å�S�‘�|�©�”�ë�”�Å�x�z Boldface �Ñ�¥�ï�Ä�p�Ô�`�o�M
�‡�b�{

• �â�”�²�U�‹�›�¦���b�”�¾
:�x�z Italics �Ñ�¥�ï�Ä�p�Ô�`�o�M�‡�b�{

�«�p�x�z�Í�w
¯�G�O�›�–�;�`�o�M�‡�b�{

• �h�Ø�t
¯�Ô�^�•�”	Ø�C�x�z screen  �Ñ�¥�ï�Ä�p�Ô�`�o�M�‡�b�{

• �â�”�²�U�Ö�—�b�”	Ø�C�x�z boldface screen  �Ñ�¥�ï�Ä�p�Ô�`�o�M�‡�b�{

• �â�”�²�U�‹�›�¦���b�”�¾
:�x�z italic screen �Ñ�¥�ï�Ä�p�Ô�`�o�M�‡�b�{

�¢�«�£ �®�«	
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�Þ�”�Å�z�Ó�é�ï�Ó�Ä�z�S�‘�|�³�ï�»�¿�«�µ�w	Ä�I�t�m�M�o�x�z �H 1 	·�®�¯�Ú�ï�Å�å� �ï  � �ï�»�”
�Ñ�£� �µ�w�–�;�M�O�¯ �›�€	°�`�o�X�i�^�M�{

���È�¿�‰
	Ä�I�t�m�M�o�x�z�Í�w�Ú�Ç�á�ž�ç�›�€	°�`�o�X�i�^�M�{

• Cisco ASDM Release Notes

• Cisco ASA 5500 Series Adaptive Security Appliance Getting Started Guide

• Cisco ASA 5500 Series Hardware Installation Guide

• Cisco ASA 5500 Series Quick Start Guide

• Cisco ASA 5500 Series Release Notes

• Cisco PIX Security Appliance Release Notes

• Cisco PIX 515E Quick Start Guide

• Cisco Security Appliance Command Line Configuration Guide

• Cisco Security Appliance System Log Messages

• Guide for Cisco PIX 6.2 and 6.3 Users Upgrading to Cisco PIX Software Version 7.0

• Regulatory Compliance and Safety Information for the Cisco ASA 5500 Series

• Release Notes for Cisco Secure Desktop

• Migrating to ASA for VPN 3000 Concentrator Series Administrators

• Selected ASDM VPN Configuration Procedures for the Cisco ASA 5500 Series



l
Cisco �·�©�á�æ�Â�Ÿ  �ž�Ó�å� �ž�ï�µ  �¯�Ú�ï�Å  �æ�Ñ�•�è�ï�µ

OL-10086-02-J

�\�w�Ú�Ç�á�ž�ç�t�m�M�o
  �U	[	Ø�C�w�Ö	��M�O

�U	[	Ø�C�w�Ö	��M�O
�³�µ�¯�w
a
¼�Ú�Ç�á�ž�ç�•�f�w���w�¿�‰�x�z Cisco.com �p�]�b�;�M�h�i�Z�‡�b�{�\�\�p�x�z�³�µ�¯
�U���™�b�”
a
¼�Ú�Ç�á�ž�ç  �æ�¹�”�µ�t�m�M�o
†�Ì�`�‡�b�{

Cisco.com

�Í�w  URL �T�’�z�³�µ�¯
a
¼�w�7	ý�¿�‰�›�Ö	��b�”�\�q�U�p�V�‡�b�{

http://www.cisco.com/techsupport

�³�µ�¯�w  Web �±� �Ä�t�x�z�Í�w  URL �T�’�ž�«�·�µ�`�o�X�i�^�M�{

http://www.cisco.com
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http://www.cisco.com/public/countries_languages.shtml
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a
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http://www.cisco.com/jp

Product Documentation DVD �¢�ó� 
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Product Documentation DVD �x�z �U	[	Ø�C�›�A���b�”
a
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�M�”  HTML �Ú�Ç�á�ž�ç�S�‘�|  PDF �Ñ�•� �ç�t�ž�«�·�µ�b�”�\�q�U�p�V�‡�b�{

http://www.cisco.com/univercd/home/home.htm
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�w Product Documentation Store �T�’  Product Documentation DVD�¢ Product Number DOC-DOCDVD= �‡
�h�x  DOC-DOCDVD=SUB�£�›
C�«�p�V�‡�b�{�Í�w  URL �t�ž�«�·�µ�`�o�X�i�^�M�{

http://www.cisco.com/go/marketplace/docstore
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• 1 408 525-6532�¢�ó� �w�ˆ�£

�Î�ï�Ä �³�µ�¯�t�;�µ	Ø�C�›�S
ù�“�M�h�i�X�M�t�x�z PGP�¢ Pretty Good Privacy�£�‡�h�x  GnuPG �s�r�w�“�õ

a
¼�›�–�;�`�o�z�‰�ø�=�b�”�\�q�›�S�ç�Š�`�‡�b�{ PSIRT �x�z PGP �Ì�”�´�ã�ï 2.x �T�’ 9.x �›�–�;
�`�o�‰�ø�=�^�•�h	Ø�C�t�0� �`�o�M�‡�b�{  

�Á�®�t�s�l�h�z�‡�h�x���®�8�v�U
~�•�h�‰�ø�d�x�z
ˆ�0�t�–�;�`�s�M�p�X�i�^�M�{ PSIRT �t�È�W�b
�”�M�t�–�;�b�”
Y�`�M�¬�‰�d�t�x�z Security Vulnerability Policy �Ö�”�´�w  Contact Summary �·�«�³�ã
�ï�T�’�æ�ï�«�p�V�‡�b�{�Í�w  URL �t�ž�«�·�µ�`�o�X�i�^�M�{

http://www.cisco.com/en/US/products/products_security_vulnerability_policy.html

�\�w�Ö�”�´	Í�w�æ�ï�«�T�’�x�z�q�O�–�;�^�•�o�M�”�7	ý�w  PGP �d�w  ID �t�ž�«�·�µ�p�V�‡�b�{

PGP �›�Ë�l�o�M�s�M�z�‡�h�x�–�;�`�o�M�s�M	Ô�ù�x�z�;�µ	Ø�C�›
ù	ô�b�”
²�t  PSIRT �t�ð�M�ù�d�z
���w�Ã�”�»�‰�ø�=�M�O�›�¬�Ý�`�o�X�i�^�M�{
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�\�w�Ú�Ç�á�ž�ç�t�m�M�o
  Product Alerts �S�‘�|  Field Notices

Product Alerts �S�‘�|  Field Notices
�³�µ�¯
a
¼�t�0�b�”�!�Ë�•�ž�¿�Ó�Ã�”�Ä�x�z Cisco Product Alerts �S�‘�|  Cisco Field Notices �p�è�Œ�^
�•�‡�b�{ Cisco.com �w�Ó�é�¼�«�Ä  �ž�å�”�Ä  �À�”�ç�›�–�;�b�”�q�z�\�•�’�w�è�Œ�›	!�Z	��”�\�q�U�p
�V�‡�b�{�\�w�À�”�ç�›�–�;�b�•�y�z�Ó�é�Ñ�•� �ç�›�^
R�`�o�z	Ø�C�›	!�Z	��”
a
¼�›
¬�R�p�V�‡�b�{

�Ó�é�¼�«�Ä  �ž�å�”�Ä  �À�”�ç�t�ž�«�·�µ�b�”�t�x�z Cisco.com �w�J�å�â�”�²�q�s�”
ž�A�U�K�“�‡�b�{
�J�å�â�”�²�x�z�Í�w  URL �p�\�w�À�”�ç�›�–�;�p�V�‡�b�{

http://tools.cisco.com/Support/PAT/do/ViewMyProfiles.do?local=en

Cisco.com �t�â�”�²�J�å�b�”�t�x�z�Í�w  URL �t�ž�«�·�µ�`�‡�b�{

http://tools.cisco.com/RPF/register/register.do
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�\�w�Ú�Ç�á�ž�ç�t�m�M�o
  �Â�«�Ç�§�ç  �±�Ù�”�Ä

�Â�«�Ç�§�ç  �±�Ù�”�Ä
Cisco Technical Support �p �x�z 24 � Ì � � �Â�«�Ç�§�ç  �±�Ù�” �Ä�› � � �™�` �o�M�‡�b�{ Cisco.com �w
Cisco Technical Support Web �±� �Ä�p�x�z��
:�w�±�Ù�”�Ä  �æ�¹�”�µ�›�¦�ï�å� �ï�p���™�`�o�M�‡�b�{
�‡�h�z�³�µ�¯�q
Y�Ü�s�±�”�Ï�µ���ÿ�›�¦�˜�`�o�M�”�S�l�7�t�x�z Cisco Technical Assistance Center

�¢ TAC�£�w�¤�ï�´�Ç�ž�U�?�é�p�w�±�Ù�”�Ä�t�‹�0� �`�‡�b�{�³�µ�¯�q
Y�Ü�s�±�”�Ï�µ���ÿ�›�¦�˜�`
�o�M�s�M	Ô�ù�x�z�E�g�3�t�S�ð�M�ù�d�X�i�^�M�{

Cisco Support Web �±� �Ä

Cisco Support Web �±� �Ä�p�x�z�³�µ�¯
a
¼�•�³�µ�¯�w�U	[�t���b�”�Ä�å�Ò�ç�³�á�”�Â�Ÿ�ï�¬�t�S�þ
�q�o�M�h�i�Z�”�‘�O�t�z�¦�ï�å� �ï�p�Ú�Ç�á�ž�ç�•�À�”�ç�›���™�`�o�M�‡�b�{�\�w  Web �±� �Ä�x�z
24 �Ì���z�M�m�p�‹�b�;�D�ó�p�b�{ URL �x�Í�w�q�S�“�p�b�{

http://www.cisco.com/en/US/support/index.html

Cisco Support Web �±� �Ä�w�À�”�ç�t�ž�«�·�µ�b�”�t�x�z Cisco.com �w�â�”�² ID �q�Í�µ�ë�”�Å�U
ž�A
�p�b�{�±�”�Ï�µ���ÿ�U���®�p�z�â�”�²  ID �‡�h�x�Í�µ�ë�”�Å�›	��˜�`�o�M�s�M	Ô�ù�x�z�Í�w  URL �t
�ž�«�·�µ�`�o�J�å	����V�›�æ�l�o�X�i�^�M�{

http://tools.cisco.com/RPF/register/register.do

�¢�«�£ �¦�ï�å� �ï�‡�h�x�?�é�p�±�”�Ï�µ  �æ�«�¤�µ�Ä�›
C�æ�b�”
²�t�z Cisco Product Identification Tool �›
�–�;�`�o
a
¼�w�³�æ�ž�ç
j�ø�›�¬�Ý�`�o�X�i�^�M�{ Cisco Support Web �±� �Ä�p�\�w�À�”�ç�›�–�;�b
�”�t�x�z Get Tools & Resources �æ�ï�«�›�«�æ�¿�«�`�z All Tools (A-Z)  �»�Ò�›�«�æ�¿�«�`�h�™�z�ž�ç
�Ñ�•�Õ�¿�Ä	q�w�æ�µ�Ä�T�’  Cisco Product Identification Tool �›
¬�R�`�‡�b�{�\�w�À�”�ç�t�x�z 3 �m
�w�U�g�¦�Ó�³�ã�ï�U�K�“�‡�b�{
a
¼  ID �‡�h�x�Þ�Ã�ç�Ê�t�‘�”�U�g�z�À�æ�”
¯�Ô�t�‘�”�U�g�z show
�¯�Ú�ï�Å	Z�—�w�¯�Ð�”  �ž�ï�Å  �Ö�”�µ�Ä�t�‘�”�›��
a
¼�w�U�g�p�b�{�U�g�A�L�p�x�z
a
¼�U
$�Ô�^
�•�z �³�æ�ž�ç
j�ø�å�Õ�ç�w�•�”�U�§�Ð
¯�Ô�^�•�‡�b�{ �]�–�;�w
a
¼�p�³�æ�ž�ç
j�ø�å�Õ�ç�›�¬�Ý�`�z
�f�w	Ø�C�›�G�å�`�o�T�’�±�”�Ï�µ  �¯�”�ç�›�T�Z�o�X�i�^�M�{

�Î�ï�Ä Cisco.com �p�w
¯�Ô�S�‘�|�U�g

�Ò�å�¢�²�U  Web �Ö�”�´�›�æ�Ñ�è�¿�³�á�`�o�M�s�M�q�¥�˜�•�”	Ô�ù�x�z Ctrl �©�”�›�!�`�h�‡�‡  F5 �›
�!�b�\�q�p�§
M�$�t�Ò�å�¢�²�t  Web �Ö�”�´�›�Ë	ý�^�d�‡�b�{

�U	[	Ø�C�›�U�g�b�”	Ô�ù�x�z Cisco.com �w Web �±� �Ä
¶�.�p�x�s�X�z�U	[�Ú�Ç�á�ž�ç�t�U�g�0	Å�›
�Ü�“���ˆ�‡�b�{ Cisco.com �w�×�”�Ü�Ö�”�´�p  Search �Ø�¿�«�µ�›�–�;�`�h�™�z
¯�Ô�^�•�h�Ö�”�´�p
Search �Ø�¿�«�µ�w�¡�w  Advanced Search �æ�ï�«�›�«�æ�¿�«�`�z Technical Support & Documentation
�¦�Ó�³�ã�ï  �Ø�»�ï�›�¦�ï�t�`�‡�b�{

Cisco.com �w Web �±�   �Ä�‡�h�x� › � � �w�U	[ �Ú�Ç�á�ž �ç � t � � �b � ” �Ñ�Ÿ�” �Å� Ì �¿�«�› 
ù� ” � t �x�z
Cisco.com �w�b�‚�o�w  Web �Ö�”�´�w�<
æ�t�K�”  Contacts & Feedback �›�«�æ�¿�«�`�‡�b�{
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�\�w�Ú�Ç�á�ž�ç�t�m�M�o
  �Â�«�Ç�§�ç  �±�Ù�”�Ä

Japan TAC Web �±� �Ä

Japan TAC Web �±� �Ä�p�x�z�b�;
Ã�S�w�ô�M  TAC Web �±� �Ä�¢ http://www.cisco.com/tac�£�w�Å�©�á
�Ý�ï�Ä�›�Ô�Š� �p���™�`�o�M�‡�b�{ Japan TAC Web �±� �Ä�t�x�z�Í�w  URL �T�’�ž�«�·�µ�`�o�X�i
�^�M�{

http://www.cisco.com/jp/go/tac

�±�Ù�”�Ä���ÿ�›�A�œ�p�M�s�M�M�x�z �®�®�µ�Ä�¯�q�`�o�]�J�å�M�h�i�X�i�Z�p�z Japan TAC Web �±� 
�Ä�w�Å�©�á�Ý�ï�Ä�t�ž�«�·�µ�p�V�‡�b�{ Japan TAC Web �±� �Ä�t�ž�«�·�µ�b�”�t�x�z Cisco.com �w
�é�¬� �ï  ID �q�Í�µ�ë�”�Å�U
ž�A�p�b�{�é�¬� �ï  ID �q�Í�µ�ë�”�Å�›	��˜�`�o�M�s�M	Ô�ù�x�z�Í�w
URL �t�ž�«�·�µ�`�o�J�å	����V�›�æ�l�o�X�i�^�M�{

http://www.cisco.com/jp/register

�±�”�Ï�µ  �æ�«�¤�µ�Ä�w
C�æ

�¦�ï�å� �ï�w  TAC Service Request Tool �›�–�;�b�”�q�z S3 �q  S4 �w�±�”�Ï�µ  �æ�«�¤�µ�Ä�›�y�Ì���p
�¦�”�Ó�ï�p�V�‡�b�¢ S3�•�É�¿�Ä�ë�”�«�t�0
•�s	Ë�•�U
C
\�`�h�z S4�•
a
¼	Ø�C�U
ž�A�p�K�”�£ �{	Ý
�¯�›�Ö�—�b�”�q�z�f�w	Ý�¯�›�r�>�b�”�h�Š�w
*	‘	��ˆ�U�U�g�^�•�‡�b�{�\�•�’�w
*	‘	��ˆ�p�ð�J�›
�r�>�p�V�s�M	Ô�ù�x�z�³�µ�¯�w�¤�ï�´�Ç�ž�U�0� �`�‡�b�{ TAC Service Request Tool �t�x�z�Í�w  URL
�T�’�ž�«�·�µ�p�V�‡�b�{

http://www.cisco.com/techsupport/servicerequest

S1 �‡�h�x  S2 �w�±�”�Ï�µ  �æ�«�¤�µ�Ä�w	Ô�ù�z�‡�h�x� �ï�»�”�É�¿�Ä�t�ž�«�·�µ�p�V�s�M	Ô�ù�x�z
Cisco TAC �t�?�é�p�S�ð�M�ù�d�X�i�^�M�¢ S1�•�É�¿�Ä�ë�”�«�U�¼�¢�ï�`�h�z S2�•�É�¿�Ä�ë�”�«�w�;
�ó�U�¶�`�X�ÿ�<�`�h�£ �{ S1 �S�‘�|  S2 �w�±�”�Ï�µ  �æ�«�¤�µ�Ä�t�x�z�³�µ�¯�w�¤�ï�´�Ç�ž�U�b�Y�t�Â
�“�p�o�’�•�z�À�¿�›���È�t�'���p�V�”�‘�O�±�Ù�”�Ä�`�‡�b�{

Cisco TAC �w�È�W
Œ�t�m�M�o�x�z�Í�w  URL �›�€	°�`�o�X�i�^�M�{

http://www.cisco.com/techsupport/contacts

�±�”�Ï�µ  �æ�«�¤�µ�Ä�w�³�Ï�å�Â�Ÿ�w���[

�³�µ�¯�p�x�z�C���^�•�”�±�”�Ï�µ  �æ�«�¤�µ�Ä�›
ª	j�=�b�”�h�Š�t�z�³�Ï�å�Â�Ÿ�›���[�`�o�M�‡�b�{

�³�Ï�å�Â�Ÿ  1�¢ S1�£�•�7���w�É�¿�Ä�ë�”�«�U�®�¼�¢�ï� �̄`�h	Ý�6�T�z�À�¿�t�•�Ë�$�s���•�U
C
\�`�h
	Ô�ù�{�S�l�7�S�‘�|�³�µ�¯�U�z 24 �Ì���.
M�p�\�w�ð�J�›�r�>�b�”
ž�A�U�K�”�q
Q�…�`�h	Ô�ù�{  

�³�Ï�å�Â�Ÿ  2�¢ S2�£�•�7���w�É�¿�Ä�ë�”�«�ˆ�^�U�¶�`�X�ÿ�<�`�h�T�z�³�µ�¯
a
¼�U	G
ü�t�;�ó�`�s�M
�h�Š�z�À�¿�t	O�G�s�è�¹�›�t�…�`�h	Ô�ù�{�S�l�7�S�‘�|�³�µ�¯�U�z�è	×�w�À�¿�¤�w
¶�Ì���›
…�•�`
�o�z�\�w�ð�J�›�r�>�b�”
ž�A�U�K�”�q
Q�…�`�h	Ô�ù�{

�³�Ï�å�Â�Ÿ  3�¢ S3�£�•�É�¿�Ä�ë�”�«�w�ˆ�^�Í�Ñ�¥�”�Ú�ï�µ�U�ÿ�<�`�o�M�”�U�z�„�q�œ�r�w�À�¿�á�;�x
�'���p�V�”	Ô�ù�{�S�l�7�S�‘�|�³�µ�¯�U�z�À�¿�Ì���¤�t�±�”�Ï�µ�›	G
ü�s�è�Õ�ç�t�‡�p
î�†�^�d�”

ž�A�U�K�”�q
Q�…�`�h	Ô�ù�{

�³�Ï�å�Â�Ÿ  4�¢ S4�£�•�³�µ�¯
a
¼�w�;�ó�z� �ï�µ�Ä�è�”�³�ã�ï�z�¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï�t�m�M�o�z
	Ø�C�‡�h�x�§�	�U
ž�A�s	Ô�ù�{�À�¿�w�á�;�t�x�z�„�q�œ�r�è�¹�U�K�“�‡�d�œ�{
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�\�w�Ú�Ç�á�ž�ç�t�m�M�o
  �f�w���w�¿�‰�S�‘�|	Ø�C�w�Ö	�

�f�w���w�¿�‰�S�‘�|	Ø�C�w�Ö	�
�³�µ�¯�w
a
¼�z�Â�«�Ê�é�´�”�z�S�‘�|�É�¿�Ä�ë�”�«  �¹�æ�á�”�³�ã�ï�t���b�”	Ø�C�t�m�M�o�z�^�‡�_
�‡�s�¿�‰�›�¦�ï�å� �ï�S�‘�|�¹�n
ú�p�Ö	��p�V�‡�b�{

• Cisco Online Subscription Center �x�z�³�µ�¯�w�^�‡�_�‡�s  E �Ý�”�ç  �Ç�á�”�µ�è�»�”�•�f�w���w�è
	ô�t�J�å�p�V�”  Web �±� �Ä�p�b�{�Ó�é�Ñ�•� �ç�›�^
R�`�z	!	ô�›�1�l�b�”	Ø�C�›
¬�R�`�o�X�i
�^�M�{ Cisco Online Subscription Center �t�x�z�Í�w  URL �T�’�ž�«�·�µ�p�V�‡�b�{

http://www.cisco.com/offer/subscribe

• �° Cisco Product Quick Reference Guide�±�x	��0�p�¯�ï�Í�«�Ä�s�€	°�À�”�ç�p�b�{�½�ß�É�ç  �Í�”�Ä
�Æ�”�&���p
b
��^�•�”���X�w�³�µ�¯
a
¼�t���b�”���o�s
a
¼�“�A�z	��A�s�;�ó�z�±�ï�Ó�ç
æ
¼

j�ø�z�S�‘�|���o�s�U	[�“�7�›�G�L�`�o�M�‡�b�{�å  2 �s�w�Ë	ý�w�M�t�x�z�³�µ�¯�w�½�ß�É�ç
a

¼�w�7	ý	Ø�C�U	)�å�^�•�‡�b�{ �° Cisco Product Quick Reference Guide�±�w�«���M�O�S�‘�|	Ä�I�t
�m�M�o�x�z�Í�w  URL �t�ž�«�·�µ�`�o�X�i�^�M�{

http://www.cisco.com/go/guide

• Cisco Marketplace �p�x�z�³�µ�¯�w	{
v�•�æ�Ñ�•�è�ï�µ  �¨� �Å�z�Ú�Ç�á�ž�ç�z�é�°
a
¼�›
:���X
���™�`�o�M�‡�b�{�ê�Ö�›�1�l�^�•�”	Ô�ù�x�z�Í�w URL �t�ž�«�·�µ�`�o�X�i�^�M�{

http://www.cisco.com/go/marketplace/

• Cisco Press �p�x�z�É�¿�Ä�ë�”�«
¶
`�z�Ä�è�”�Ç�ï�¬�z�S�‘�|�Ý���¿�¨�t���b�”	Z
[
ú�›
ï�¿�X

C�æ�`�o�M�‡�b�{�\�•�’�w	Z
[
ú�x�z	s�ƒ	��t�‹	Í�ƒ	��t�‹�þ�q�j�‡�b�{ Cisco Press �w�7	ý�w
	Z
[	Ø�C�s�r�t�m�M�o�x�z�Í�w  URL �T�’�ž�«�·�µ�`�o�X�i�^�M�{

http://www.ciscopress.com

• �° Internet Protocol Journal�±�x�z� �ï�»�”�É�¿�Ä�S�‘�|� �ï�Ä�å�É�¿�Ä�w
ƒ�-�z�‰
C�z�á�;�›�r
�p�b�”�¤�ï�´�Ç�ž�²�Z�t�z�³�µ�¯�U
C�æ�b�”�B�å�½�p�b�{ �° Internet Protocol Journal�±�t�x�z�Í
�w URL �T�’�ž�«�·�µ�`�o�X�i�^�M�{

http://www.cisco.com/ipj

• �³�µ�¯�U���™�b�”�É�¿�Ä�ë�”�©�ï�¬
a
¼�z�S�‘�|�¤	��w�§�µ�»�Ú�”  �±�Ù�”�Ä  �±�”�Ï�µ�x�z�Í
�w URL �T�’�Ö	��p�V�‡�b�{

http://www.cisco.com/en/US/products/index.html

• Networking Professionals Connection �x�0�é���Ü�w  Web �±� �Ä�p�b�{ �\�w�±� �Ä�p�x�z �É�¿�Ä�ë�”
�©�ï�¬
a
¼�•�Â�«�Ê�é�´�”�t���b�”�í�ð�z���Š�z�S�‘�|	Ø�C�›�É�¿�Ä�ë�”�©�ï�¬�r�p	��U�³�µ
�¯�w
•�ó�H�•���w�É�¿�Ä�ë�”�©�ï�¬�r�p	��q�ž���p�V�‡�b�{�Í�w  URL �t�ž�«�·�µ�`�o�Ã�Ÿ�µ
�§�¿�³�ã�ï�t�€�C�`�o�X�i�^�M�{

http://www.cisco.com/discuss/networking

• �®What’s New in Cisco Documentation�¯�x�z�³�µ�¯
a
¼�w�7	ý�w�Ú�Ç�á�ž�ç  �æ�æ�”�µ�t���b�”	Ø
�C�›���™�b�”�¦�ï�å� �ï	Z
[
ú�p�b�{�\�w�¦�ï�å� �ï	Z
[
ú�x�–�D�Ë	ý�^�•�z
a
¼�§�Â�°�æ��
�t�$
R�^�•�o�M�”�h�Š�z
a
¼�w�Ú�Ç�á�ž�ç�›���o�t�U�g�p�V�‡�b�{�Í�w  URL �p�® What’s New
in Cisco Documentation�¯�w�7	ý�æ�æ�”�µ�›�_�”�\�q�U�p�V�‡�b�{

http://www.cisco.com/univercd/cc/td/doc/abtunicd/136957.htm

• �³�µ�¯�x�z���M�$�s�è�Õ�ç�w�É�¿�Ä�ë�”�«���È�Ä�è�”�Ç�ï�¬�›�î�ª�`�o�M�‡�b�{�7	ý	Ø�C�t�m
�M�o�x�z�Í�w  URL �T�’�ž�«�·�µ�`�o�X�i�^�M�{

http://www.cisco.com/en/US/learning/index.html
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1

�¯�Ú�ï�Å�å� �ï  � �ï�»�”�Ñ�£� �µ�w
�–�;�M�O

�\�w	·�p�x�z�·�©�á�æ�Â�Ÿ  �ž�Ó�å� �ž�ï�µ�p�w  CLI �w�–�;�M�O�t�m�M�o
†�Ì�`�‡�b�{�\�w	·�x�Í
�w�º�0�p�Ï
R�^�•�o�M�‡�b�{

• �Ñ�•� �ž�¢�¥�”�ç  �Þ�”�Å�q�·�©�á�æ�Â�Ÿ  �¯�ï�Â�©�µ�Ä  �Þ�”�Å�¢ P.1-2�£

• �¯�Ú�ï�Å  �Þ�”�Å�q�Ó�é�ï�Ó�Ä�¢ P.1-3�£

• �³�ï�»�¿�«�µ�w	{�Ü�¢ P.1-4�£

• �¯�Ú�ï�Å�w	²�t�¢ P.1-4�£

• �¯�Ú�ï�Å�å� �ï�w�$	B�¢ P.1-4�£

• �¯�Ú�ï�Å�w�ì
R�¢ P.1-5�£

• �¯�Ú�ï�Å�w�Ô�ç�Ó�¢ P.1-5�£

• show �¯�Ú�ï�Å	Z�—�w�Ñ�Ÿ�ç�»�æ�ï�¬�¢ P.1-6�£

• �¯�Ú�ï�Å	Z�—�w�Ö�”�´�ï�¬�¢ P.1-7�£

• �¯�Ý�ï�Ä�w�å�C�¢ P.1-7�£

• �Â�©�µ�Ä  �¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï  �Ñ�•� �ç�¢ P.1-8�£

�¢�«�£ CLI �w�³�ï�»�¿�«�µ�S�‘�|���w
¯�G�O�x  Cisco IOS CLI �q�‰�7�p�b�U�z�·�©�á�æ�Â�Ÿ  �ž�Ó�å� �ž�ï
�µ  �¦�Ö�è�”�Â�Ÿ�ï�¬  �³�µ�Â�Ü�x�z Cisco IOS �¹�Ñ�Ä�¢�£�ž�w�Ì�”�´�ã�ï�p�x�K�“�‡�d�œ�{ Cisco IOS
CLI �¯�Ú�ï�Å�U�·�©�á�æ�Â�Ÿ  �ž�Ó�å� �ž�ï�µ�p�ˆ�^�`�h�“�z �‰�7�w�;�ó�›�Ë�l�o�M�”�q�x�v�“�‡�d
�œ�{
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�Ñ�•� �ž�¢�¥�”�ç  �Þ�”�Å�q�·�©�á�æ�Â�Ÿ  �¯�ï�Â�©�µ�Ä  �Þ�”�Å
�·�©�á�æ�Â�Ÿ  �ž�Ó�å� �ž�ï�µ�x�Í�w�Þ�”�Å�w
Ê�ˆ�ù�d�p�ˆ�^�`�‡�b�{

• �•�a�Ñ�•� �ž�¢�¥�”�ç  �Þ�”�Å�‡�h�x�ç�”�Â�¿�Å  �Ñ�•� �ž�¢�¥�”�ç  �Þ�”�Å

�Ñ�•� �ž�¢�¥�”�ç  �Þ�”�Å�x�z�·�©�á�æ�Â�Ÿ  �ž�Ó�å� �ž�ï�µ�U�è� �à  2 �Ñ�•� �ž�¢�¥�”�ç�‡�h
�x�è� �à  3 �Ñ�•� �ž�¢�¥�”�ç�q�`�o�ˆ�^�b�”�T�r�O�T�›
Q�…�`�‡�b�{  

• �Ú�ç�½  �¯�ï�Â�©�µ�Ä  �Þ�”�Å�‡�h�x�³�ï�¬�ç  �¯�ï�Â�©�µ�Ä  �Þ�”�Å

�·�©�á�æ�Â�Ÿ  �¯�ï�Â�©�µ�Ä  �Þ�”�Å�x�z�·�©�á�æ�Â�Ÿ  �ž�Ó�å� �ž�ï�µ�U�³�ï�¬�ç  �Ã�Ì� �µ�q�`
�o�ˆ�^�b�”�T�z�‡�h�x�>
Ý�Ã�Ì� �µ�w�‘�O�t�Ú�ç�½  �·�©�á�æ�Â�Ÿ  �¯�ï�Â�©�µ�Ä�q�`�o�ˆ�^�b
�”�T�›�>���`�‡�b�{

�°
æ�w�¯�Ú�ï�Å�x�z�›���w�Þ�”�Å�t�v�“�–�;�D�ó�p�b�{
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�¯�Ú�ï�Å  �Þ�”�Å�q�Ó�é�ï�Ó�Ä
�·�©�á�æ�Â�Ÿ  �ž�Ó�å� �ž�ï�µ  CLI �t�x�z�¯�Ú�ï�Å  �Þ�”�Å�U�K�“�‡�b�{�°
æ�w�¯�Ú�ï�Å�x�z�›���w
�Þ�”�Å�p�w�ˆ�Ö�—�p�V�‡�b�{�h�q�Q�y�z�;�µ	Ø�C�›
¯�Ô�b�”�¯�Ú�ï�Å�›�Ö�—�b�”	Ô�ù�x�z�Í�µ�ë�”
�Å�›�Ö�—�`�o�z�^�’�t�ô�M�›�V�Þ�”�Å�t�Ö�”
ž�A�U�K�“�‡�b�{�`�h�U�l�o�z�?�’�T�w�j�¼�p
ƒ���w
�!�Ë�U�Ö�—�^�•�o�M�s�M�\�q�›�¬�Ý�b�”�t�x�z �¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï  �Þ�”�Å�t�Ö�”
ž�A�U�K�“�‡
�b�{�b�‚�o�w�<�•�¯�Ú�ï�Å�x	Í�•�Þ�”�Å�p�Ö�—�p�V�‡�b�{�h�q�Q�y�z�¬�é�”�Ì�ç  �¯�ï�Ñ�Ÿ�ª�á�è�”
�³�ã�ï  �Þ�”�Å�p�›�V  EXEC �¯�Ú�ï�Å�›�Ö�—�p�V�‡�b�{

�³�µ�Â�Ü  �¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï  �Þ�”�Å�‡�h�x�³�ï�¬�ç  �¯�ï�Â�©�µ�Ä  �Þ�”�Å�w	Ô�ù�z�Ó�é�ï�Ó�Ä
�x�Í�w�‘�O�t  hostname �p�‰�•�^�•�‡�b�{

hostname

�¯�ï�Â�©�µ�Ä�º�p�x�z�Ó�é�ï�Ó�Ä�x�×�µ�Ä�Ê�w�™�t�¯�ï�Â�©�µ�Ä�Ê�U
¯�Ô�^�•�‡�b�{

hostname/context

�Ó�é�ï�Ó�Ä�x�z�Í�w�ž�«�·�µ  �Þ�”�Å�t� �a�o�!�˜�“�‡�b�{

• �â�”�²  EXEC �Þ�”�Å

�â�”�²  EXEC �Þ�”�Å�›�–�;�b�”�q�z�7�ÿ�v�w�·�©�á�æ�Â�Ÿ  �ž�Ó�å� �ž�ï�µ
ƒ���›�¬�Ý�p�V�‡
�b�{�â�”�²  EXEC �Þ�”�Å�w�Ó�é�ï�Ó�Ä�x�z	s�Š�o�·�©�á�æ�Â�Ÿ  �ž�Ó�å� �ž�ï�µ�t�ž�«�·�µ�`�h
�q�V�t�Í�w�‘�O�t
¯�Ô�^�•�‡�b�{

hostname>

hostname/context>

• �›�V  EXEC �Þ�”�Å

�›�V  EXEC �Þ�”�Å�›�–�;�b�”�q�z�›�V�è�Õ�ç�‡�p�w�q�O�w
ƒ���›�b�‚�o
¯�Ô�p�V�‡�b�{�â�”�²
EXEC �Þ�”�Å�w�¯�Ú�ï�Å�x�z�›�V  EXEC �Þ�”�Å�p�ˆ�^�`�‡�b�{�â�”�²  EXEC �Þ�”�Å�p  enable �¯
�Ú�ï�Å�›�Ö�—�`�o�z �›�V  EXEC �Þ�”�Å�›�I�ˆ�b�”�t�x�Í�µ�ë�”�Å�U
ž�A�p�b�{ �Ó�é�ï�Ó�Ä�t�x�z
�Í�w�‘�O�t�Ù�ï�Å�G�ø�¢ #�£�U���‡�•�‡�b�{

hostname#

hostname/context#

• �¬�é�”�Ì�ç  �¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï  �Þ�”�Å

�¬�é�”�Ì�ç  �¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï  �Þ�”�Å�›�–�;�b�”�q�z�·�©�á�æ�Â�Ÿ  �ž�Ó�å� �ž�ï�µ  �¯�ï
�Ñ�Ÿ�ª�á�è�”�³�ã�ï�›�!�Ë�p�V�‡�b�{�\�w�Þ�”�Å�p�x�z�b�‚�o�w�â�”�²  EXEC�z�›�V  EXEC�z
�S�‘�|�¬�é�”�Ì�ç  �¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï  �¯�Ú�ï�Å�U�b�;�p�V�‡�b�{�›�V  EXEC �Þ�”�Å�p
configure terminal �¯�Ú�ï�Å�›�Ö�—�`�o�z�¬�é�”�Ì�ç  �¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï  �Þ�”�Å�›�‰�•�`
�‡�b�{�Ó�é�ï�Ó�Ä�U�Í�w�‘�O�t�!�=�`�‡�b�{

hostname(config)#

hostname/context(config)#

• �¯�Ú�ï�Å�{���w�¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï  �Þ�”�Å

�°
æ�w�¯�Ú�ï�Å�x�z�¬�é�”�Ì�ç  �¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï  �Þ�”�Å�T�’�¯�Ú�ï�Å�{���w�¯�ï�Ñ�Ÿ
�ª�á�è�”�³�ã�ï  �Þ�”�Å�t�Ö�“�‡�b�{�\�w�Þ�”�Å�p�x�z�b�‚�o�w�â�”�²  EXEC�z�›�V  EXEC�z�¬
�é�”�Ì�ç  �¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï�z�S�‘�|�¯�Ú�ï�Å�{���w�¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï  �¯�Ú�ï�Å
�U�b�;�p�V�‡�b�{�h�q�Q�y�z interface �¯�Ú�ï�Å�t�‘�“�z� �ï�»�”�Ñ�£� �µ  �¯�ï�Ñ�Ÿ�ª�á�è�”
�³�ã�ï  �Þ�”�Å�t�Ö�“�‡�b�{�Ó�é�ï�Ó�Ä�U�Í�w�‘�O�t�!�=�`�‡�b�{

hostname(config-if)#

hostname/context(config-if)#
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�³�ï�»�¿�«�µ�w	{�Ü
�¯�Ú�ï�Å  �³�ï�»�¿�«�µ�w
†�Ì�t�x�z�Í�w
¯�G�O�›�–�;�`�o�M�‡�b�{

�¯�Ú�ï�Å�w	²�t
�„�q�œ�r�w�¯�Ú�ï�Å�x�z�¯�Ú�ï�Å� �×�w�7	–�v�w���È�t�y	V�`�o�Ö�—�p�V�‡�b�{�h�q�Q�y�z write

terminal  �q�¯�Ú�ï�Å�›�ì
¶�t�Ö�—�b�”�E�˜�“�t�z wr t  �q�Ö�—�b�”�q�z�¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï�›

¯�Ô�p�V�‡�b�{�‡�h�x�z en �q�Ö�—�b�”�q�z�›�V�Þ�”�Å�›�‰�•�`�z con f t �q�Ö�—�b�”�q�z�¯�ï�Ñ�Ÿ�ª�á
�è�”�³�ã�ï  �Þ�”�Å�›�‰�•�p�V�‡�b�{�^�’�t�z 0 �q�Ö�—�`�o�z 0.0.0.0  �›
¯�b�\�q�‹�p�V�‡�b�{

�¯�Ú�ï�Å�å� �ï�w�$	B
�·�©�á�æ�Â�Ÿ  �ž�Ó�å� �ž�ï�µ�x�z Cisco IOS �¹�Ñ�Ä�¢�£�ž�q�‰�7�w�¯�Ú�ï�Å�å� �ï�$	B�w
¯�G�O�›
�–�;�`�‡�b�{ show history �¯�Ú�ï�Å�›�–�;�`�o�\�•�‡�p�t�Ö�—�`�h�¯�Ú�ï�Å�›�b�‚�o
¯�Ô�b�”�T�z
�‡�h�x	Í�²�V�ü�¹�T  ^p �¯�Ú�ï�Å�p�x���t
¯�Ô�b�”�\�q�U�p�V�‡�b�{�\�•�‡�p�t�Ö�—�`�h�¯�Ú�ï�Å
�›�¬�Ý�`�h�’�z�<�²�V�ü�¹�‡�h�x  ^n �¯�Ú�ï�Å�p�æ�µ�Ä�º�›� �ˆ�p�V�‡�b�{�6�–�;�b�”�¯�Ú�ï�Å�t
�x�a�`�h�’�z�f�w�¯�Ú�ï�Å�›�$	B�`�h�“�z Enter �©�”�›�!�`�o�z�¯�Ú�ï�Å�›�‰�•�p�V�‡�b�{ ^w �›�–
�;�`�o�z�§�”�¹�ç�w�(���w�o� �›�_	†�`�h�“�z ^u �›�–�;�`�o�z�æ�›�_	†�b�”�\�q�‹�p�V�‡�b�{

�·�©�á�æ�Â�Ÿ  �ž�Ó�å� �ž�ï�µ�›�–�;�b�”�q�z�¯�Ú�ï�Å�t�7�G  512 ���È�›�–�;�p�V�‡�b�{�f�•�‘�“��
�M���È�x�Á�¹�^�•�‡�b�{


¯ 1-1 �³�ï�»�¿�«�µ�w
¯�G�O


¯�G�O 
†�Ì

� �È 
¯�Ô�r�S�“�t�Ö�—�b�”�¯�Ú�ï�Å�S�‘�|�©�”�ë�”�Å�x�z� �È�p�Ô�`�o�M�‡�b�{

� �»�æ�¿�«�. �â�”�²�U�‹�›�¦���b�”�¾
:�x�z� �»�æ�¿�«�.�p�Ô�`�o�M�‡�b�{

[x] 	²�t�D�ó�s�A
É�¢�©�”�ë�”�Å�‡�h�x�¾
:�£�x�z�¯�§�¿�¯�p�“�œ�p�Ô�`�o�M�‡�b�{

| 	²�t�D�ó�‡�h�x
ž
"�w�©�”�ë�”�Å�•�¾
:�w�¤�T�’
¬�R�b�”	Ô�ù�x�z 	N�n�p�à
~�l
�o�Ô�`�o�M�‡�b�{

[x | y] �r�•�T  1 �m�›
¬�R�p�V�”	²�t�D�ó�s�©�”�ë�”�Å�•�¾
:�x�z�¯�§�¿�¯�p�“�ˆ�z	N�n
�p�à
~�l�o�Ô�`�o�M�‡�b�{

{x | y} 
ž�c�r�•�T  1 �m�›
¬�R�`�s�Z�•�y�s�’�s�M
ž
"�©�”�ë�”�Å�•�¾
:�x�z �þ�§�¿�¯�p
�“�ˆ�z	N�n�p�à
~�l�o�Ô�`�o�M�‡�b�{

[x {y | z}] 	²�t�D�ó�‡�h�x
ž
"�w�A
É�º�t�z �^�’�t	²�t�D�ó�‡�h�x
ž
"�w
¬�R�¶�›���Š�”	Ô
�ù�x�z�¯�§�¿�¯�•�þ�§�¿�¯�›�Ö�•� �t�`�o�Ô�`�o�M�‡�b�{�¯�§�¿�¯�º�w�þ�§�¿�¯
�q	N�n�x�z	²�t�D�ó�s�A
É�º�p
¬�R�b�‚�V
ž
"�w�A
É�›�Ô�`�o�M�‡�b�{
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�¯�Ú�ï�Å�w�ì
R
�°
æ�w���È�»�›�Ö�—�`�h�™�p�z�¯�Ú�ï�Å�‡�h�x�©�”�ë�”�Å�›�ì
R�b�”�t�x�z Tab �©�”�›�!�`�‡�b�{
�·�©�á�æ�Â�Ÿ  �ž�Ó�å� �ž�ï�µ�x�z �°
æ�w���È�»�U  1 �m�w�¯�Ú�ï�Å�‡�h�x�©�”�ë�”�Å�i�Z�t�°�•�`�h
	Ô�ù�t�v�“�z�¯�Ú�ï�Å�‡�h�x�©�”�ë�”�Å�›�ì
R�`�‡�b�{�h�q�Q�y�z s �›�Ö�—�`�o  Tab �©�”�›�!�b�q�z
�\�•�t�°�•�b�”�¯�Ú�ï�Å�U  2 �m�Ž	Í�K�”�h�Š�z �·�©�á�æ�Â�Ÿ  �ž�Ó�å� �ž�ï�µ�x�¯�Ú�ï�Å�›�ì
R�`�‡
�d�œ�{�h�i�`�z dis �›�Ö�—�`�o  Tab �©�”�›�!�b�q�z�¯�Ú�ï�Å  disable �U�ì
R�`�‡�b�{

�¯�Ú�ï�Å�w�Ô�ç�Ó
�Í�w�¯�Ú�ï�Å�›�Ö�—�b�”�\�q�t�‘�“�z�¯�Ú�ï�Å�å� �ï�T�’�Ô�ç�Ó	Ø�C�›�b�;�p�V�‡�b�{

• help command_name

�›���w�¯�Ú�ï�Å�t�0�b�”�Ô�ç�Ó�U
¯�Ô�^�•�‡�b�{

• help ?

�Ô�ç�Ó�U�K�”�¯�Ú�ï�Å�U
¯�Ô�^�•�‡�b�{

• command_name ?

�b�;�D�ó�s�¾
:�w�æ�µ�Ä�U
¯�Ô�^�•�‡�b�{

• string?�¢�µ�Ö�”�µ�s�`�£

���È�»�p�•�‡�”�D�ó
Q�U�K�”�¯�Ú�ï�Å�›
¯�Ô�`�‡�b�{

• ? �S�‘�|  +?

�b�;�D�ó�s�¯�Ú�ï�Å�›�b�‚�o
¯�Ô�`�‡�b�{ ? �›�Ö�—�b�”�q�z�·�©�á�æ�Â�Ÿ  �ž�Ó�å� �ž�ï�µ�x�q
�O�w�Þ�”�Å�p�b�;�D�ó�s�¯�Ú�ï�Å�i�Z�›
¯�Ô�`�‡�b�{�<�•�Þ�”�Å�w�¯�Ú�ï�Å�‹���Š�z�b�;�D�ó
�s�¯�Ú�ï�Å�›�b�‚�o
¯�Ô�b�”�t�x�z +? �›�Ö�—�`�‡�b�{

�¢�«�£ �¯�Ú�ï�Å���È�»�t�Y�ð
Ö�¢ ?�£�›���Š�”	Ô�ù�x�z
Æ�;�™�t  CLI �Ô�ç�Ó�U�I�ˆ�`�s�M�‘�O�z�Y�ð
Ö�›
�Ö�—�b�”
²�t  Ctrl+V  �›�!�b
ž�A�U�K�“�‡�b�{
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show �¯�Ú�ï�Å	Z�—�w�Ñ�Ÿ�ç�»�æ�ï�¬
show �¯�Ú�ï�Å�q�°	y�t	N�n�¢ |�£�›�–�;�`�o�z�Ñ�Ÿ�ç�»  �¦�Ó�³�ã�ï�q�Ñ�Ÿ�ç�»�æ�ï�¬
¯�q�›�¦���p
�V�‡�b�{�Ñ�Ÿ�ç�»�æ�ï�¬�x�z Cisco IOS �¹�Ñ�Ä�¢�£�ž�q�‰�7�t�z�¤	Z�—�æ�›
Y�F
¯�q�t�°�•�^�d�”
�\�q�p�î�æ�^�•�‡�b�{�Ÿ�s�”�Ñ�Ÿ�ç�»  �¦�Ó�³�ã�ï�›
¬�R�b�”�\�q�p�z
¯�q�q�°�•�b�”�b�‚�o�w	Z�—
�›
¯�Ô�‡�h�x	†�Ž�p�V�‡�b�{�‡�h�z
¯�q�q�°�•�b�”�æ�p�‰�•�^�•�”	Z�—�›�b�‚�o
¯�Ô�b�”�\�q�‹�p
�V�‡�b�{

show �¯�Ú�ï�Å�p�Ñ�Ÿ�ç�»�æ�ï�¬  �¦�Ó�³�ã�ï�›�–�;�b�”�³�ï�»�¿�«�µ�x�z�Í�w�q�S�“�p�b�{

hostname# show command | { include | exclude | begin | grep  [ -v ]} regexp

�\�w�¯�Ú�ï�Å���È�»�p�x�z�7	s�w	N�n�¢ |�£�U�¯�Ú�ï�Å�t
ž�A�s���‰� �p�b�{�\�w���‰� �t�‘�“�z
show �¯�Ú�ï�Å�w	Z�—�U�Ñ�Ÿ�ç�»�t
ù�’�•�‡�b�{�³�ï�»�¿�«�µ�º�w���w	N�n�¢ |�£�x�E�8�¦�Ó�³�ã�ï
�›�Ô�b�‹�w�p�z�¯�Ú�ï�Å�w�°
æ�p�x�K�“�‡�d�œ�{

include �¦�Ó�³�ã�ï�p�x�z
Y�F
¯�q�q�°�•�b�”�b�‚�o�w	Z�—�æ�U���‡�•�‡�b�{ -v �›�¦���`�s�M  grep
�¦�Ó�³�ã�ï�p�‹�z�‰�a�‡�V�›�`�‡�b�{ exclude �¦�Ó�³�ã�ï�p�x�z
Y�F
¯�q�q�°�•�b�”�b�‚�o�w	Z�—
�U	†�Ž�^�•�‡�b�{ -v �›�¦���`�h  grep �¦�Ó�³�ã�ï�p�‹�z�‰�a�‡�V�›�`�‡�b�{ begin �¦�Ó�³�ã�ï�p�x�z

Y�F
¯�q�q�°�•�b�”�æ�p�‰�•�^�•�”�b�‚�o�w	Z�—�æ�U
¯�Ô�^�•�‡�b�{

regexp �t�x�z�Ú�™�w  Cisco IOS �w
Y�F
¯�q�›�¦���`�‡�b�{
Y�F
¯�q�x�°	O�¾�;
Ö�‡�h�x�Ë	O�¾�;
Ö
�p�“�‡�•�s�M�h�Š�z�¤
Œ�t�µ�Ö�”�µ�U�m�M�o�M�s�M�T�r�O�T�¬�Ý�`�o�X�i�^�M�{�µ�Ö�”�µ�x
Y�F
¯
�q�w�°
æ�q�r	
�^�•�‡�b�{  


Y�F
¯�q�›�^
R�b�”	Ô�ù�x�z�°�•�^�d�”�Ú�™�w���È�‡�h�x
:�È�›�–�;�p�V�‡�b�{�‡�h�z
Y�F
¯�q�p
�–�;�^�•�”�q�z�›���s�™�¯�›�Ë�m�©�”�Ø�”�Å���È�U�K�“�‡�b�{ 
¯ 1-2 �t�›���s�™�¯�›�Ë�m�©�”�Ø�”
�Å���È�›�Ô�`�‡�b�{

�\�•�’�w�›	����È�›�o�°���È�Í�»�”�ï�q�`�o�–�;�b�”	Ô�ù�x�z�¤���È�w
²�t�Ì�¿�«�µ�å�¿�³�á�¢ \�£
�›�”�M�o�›���w�™�¯�›�Ë�h�s�M�‘�O�t�`�o�X�i�^�M�{


¯ 1-2 
Y�F
¯�q�p�w�›	����È�w�–�;

���È�w	��¨ ���È �›���w�™�¯

�Ð�æ�¦�Å . �µ�Ö�”�µ�›���‰�Ú�™�w�o�°���È�q�°�•�`�‡�b�{

�ž�µ�»�æ�µ�« * 0 �x�‡�h�x�f�•�Ž	Í�w�È���b�”�Í�»�”�ï�t�°�•�`�‡�b�{

�Ó�å�µ�G�ø + 1 �x�‡�h�x�f�•�Ž	Í�w�È���b�”�Í�»�”�ï�t�°�•�`�‡�b�{

�Y�ð
Ö ?1

1. �Y�ð
Ö�w
²�t  Ctrl+V  �›�!�b�q�z�Ô�ç�Ó  �¯�Ú�ï�Å�q�r	
�^�•�‡�d�œ�{

0 �‡�h�x  1 �s�w�Í�»�”�ï�q�°�•�`�‡�b�{

�©�ß�è�¿�Ä ^ �Ö�—�µ�Ä�æ�ï�¬�w
Œ�„�q�°�•�`�‡�b�{

�Å�ç�G�ø $ �Ö�—�µ�Ä�æ�ï�¬�w�¤
Œ�q�°�•�`�‡�b�{

�ž�ï�¼�”�µ�¯�ž _ �§�ï�Ú�¢ ,�£�z�(�þ�§�¿� �̄¢ { �£�z�È�þ�§�¿� �̄¢ } �£�z�(�§�¿�¯�z�È�§�¿
�¯�z�Ö�—�µ�Ä�æ�ï�¬�w
Œ�„�z�Ö�—�µ�Ä�æ�ï�¬�w�¤
Œ�z�‡�h�x�µ
�Ö�”�µ�q�°�•�`�‡�b�{

�¯�§�¿�¯ [] �o�°���È�w�Í�»�”�ï�w
c�“�›�¦���`�‡�b�{

�Ë� �Ñ�ï - 
c�“�w	4�:�›�à
~�“�‡�b�{
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�¯�Ú�ï�Å	Z�—�w�Ö�”�´�ï�¬
help �‡�h�x  ?�z show�z show xlate �•�z�æ�µ�Ä�U�Õ�M�f�w���w�¯�Ú�ï�Å�s�r�p�x�z�h�Ø�t	Ø�C�›
¯�Ô
�`�o���­�b�”�T�z�ì�ƒ�b�”�‡�p�¯�Ú�ï�Å�›�î�æ�^�d�”�T�›�¦���p�V�‡�b�{ pager �¯�Ú�ï�Å�›�–�;�b
�”�q�z More �Ó�é�ï�Ó�Ä�U
¯�Ô�^�•�”
²�t�z
¯�Ô�b�”�æ
:�›
¬�R�p�V�‡�b�{

�Ö�”�´�ï�¬�U���®�t�s�l�o�M�”�q�V�t�x�z�Í�w�Ó�é�ï�Ó�Ä�U
¯�Ô�^�•�‡�b�{

<--- More --->

More �Ó�é�ï�Ó�Ä�x  UNIX �w more �¯�Ú�ï�Å�q�‰�7�w�³�ï�»�¿�«�µ�›�–�;�`�‡�b�{

• �Í�w�h�Ø�›
¯�Ô�b�”�t�x�z Space �©�”�›�!�b�{

• �Í�w�æ�›
¯�Ô�b�”�t�x�z Enter �©�”�›�!�b�{

• �¯�Ú�ï�Å�å� �ï�t�í�”�t�x�z q �©�”�›�!�b�{

�¯�Ý�ï�Ä�w�å�C
�æ�w
Œ�„�t�¯�é�ï�¢ :�£�›�Ö�—�b�”�q�z�¯�Ý�ï�Ä�›�^
R�p�V�‡�b�{�h�i�`�z�¯�Ý�ï�Ä�U
¯�Ô�^�•�”
�w�x�¯�Ú�ï�Å�d�º�Ì�¿�Ñ�•�º�i�Z�p�z�¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï�t�x
¯�Ô�^�•�‡�d�œ�{�`�h�U�l�o�z
show history �¯�Ú�ï�Å�›�–�;�`�o�¯�Ý�ï�Ä�›
¯�Ô�b�”�T�z�ü�¹�©�”�›�!�`�o
²�w�¯�Ú�ï�Å�›�U�g�b
�”�\�q�p�¯�Ý�ï�Ä�›
¯�Ô�p�V�‡�b�{�h�i�`�z�¯�Ý�ï�Ä�x�¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï�t�Ö�l�o�M�s�M�h
�Š�z write terminal  �¯�Ú�ï�Å�›�–�;�`�o�‹
¯�Ô�^�•�‡�d�œ�{
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�Â�©�µ�Ä  �¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï  �Ñ�•� �ç
�\�w�ò�p�x�z�·�©�á�æ�Â�Ÿ  �ž�Ó�å� �ž�ï�µ�t�¼�¢�ï�é�”�Å�p�V�”�Â�©�µ�Ä  �¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã
�ï  �Ñ�•� �ç�›�Ñ�¥�”�Ú�¿�Ä�b�”�M�O�t�m�M�o
†�Ì�`�‡�b�{ �\�w�ò�x�z �Í�w�º�0�p�Ï
R�^�•�o�M�‡�b�{

• �Â�©�µ�Ä  �Ñ�•� �ç�º�w�æ�q�¯�Ú�ï�Å�w�0� �¢ P.1-8�£

• �¯�Ú�ï�Å�{���w�¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï  �Þ�”�Å  �¯�Ú�ï�Å�¢ P.1-8�£

• �×�ˆ�Â�©�µ�Ä  �¤�ï�Ä�æ�¢ P.1-8�£

• �æ�w	q	‚�¢ P.1-9�£

• �Â�©�µ�Ä  �¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï�t���‡�•�s�M�¯�Ú�ï�Å�¢ P.1-9�£

• �Í�µ�ë�”�Å�¢ P.1-9�£

• �Ú�ç�½  �·�©�á�æ�Â�Ÿ  �¯�ï�Â�©�µ�Ä  �Ñ�•� �ç�¢ P.1-9�£

�Â�©�µ�Ä  �Ñ�•� �ç�º�w�æ�q�¯�Ú�ï�Å�w�0� 

�Â�©�µ�Ä  �¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï  �Ñ�•� �ç�t�x�z�\�w�Ú�Ç�á�ž�ç�p
†�Ì�^�•�o�M�”�¯�Ú�ï�Å�t�0
� �b�”�æ�U���‡�•�o�M�‡�b�{  

�Í�w�«�p�x�z�¯�Ú�ï�Å�U  CLI �Ó�é�ï�Ó�Ä�w�™�t�R�‡�b�{�Í�t�z�Ó�é�ï�Ó�Ä�® hostname(config)#�¯�w
�«�›�Ô�`�‡�b�{

hostname(config)# context a

�Â�©�µ�Ä  �¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï  �Ñ�•� �ç�p�x�z�¯�Ú�ï�Å�w�Ö�—�›�{�Š�’�•�s�M�h�Š�z�Ó�é�ï�Ó
�Ä�x	²�t�^�•�‡�b�{

context a

�¯�Ú�ï�Å�{���w�¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï  �Þ�”�Å  �¯�Ú�ï�Å

�¯�Ú�ï�Å�å� �ï�p�Ö�—�b�”	Ô�ù�z�¯�Ú�ï�Å�{���w�¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï  �Þ�”�Å  �¯�Ú�ï�Å�x�z�Ý
� �ï  �¯�Ú�ï�Å�w�<�t�È�<�[�`�o
¯�Ô�^�•�‡�b�{�Ý� �ï  �¯�Ú�ï�Å�w�b�Y�™�t�¯�Ú�ï�Å�U
¯�Ô�^�•�•
�y�z�Â�©�µ�Ä  �Ñ�•� �ç�w�æ�›�È�<�[�b�”
ž�A�x�K�“�‡�d�œ�{�h�q�Q�y�z�Í�w�È�<�[�^�•�o�M�s�M�Â
�©�µ�Ä�x�z�È�<�[�^�•�h�Â�©�µ�Ä�q�‰�a�‘�O�t�¡�ˆ	Z�^�•�‡�b�{

interface gigabitethernet0/0
nameif inside
interface gigabitethernet0/1

nameif outside

�×�ˆ�Â�©�µ�Ä  �¤�ï�Ä�æ

�¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï�›�·�©�á�æ�Â�Ÿ  �ž�Ó�å� �ž�ï�µ�t�¼�¢�ï�é�”�Å�b�”�q�z�·�©�á�æ�Â�Ÿ  �ž
�Ó�å� �ž�ï�µ�t�‘�“�°
æ�w�æ�U�×�ˆ�$�t
à�Ö�^�•�‡�b�{�h�q�Q�y�z�·�©�á�æ�Â�Ÿ  �ž�Ó�å� �ž�ï�µ�t
�‘�“�z�Ã�Ñ�¥�ç�Ä
ƒ���w�æ�•�z�¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï�!�Ë�Ì���w�æ�U
à�Ö�^�•�‡�b�{�Â�©�µ�Ä
�Ñ�•� �ç�w�^
R�Ì�t�z�\�•�’�w�×�ˆ�¤�ï�Ä�æ�›�Ö�—�b�”
ž�A�x�K�“�‡�d�œ�{
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�æ�w	q	‚

�„�q�œ�r�w�¯�Ú�ï�Å�›�Ú�™�w	q	‚�p�Ñ�•� �ç�t�Ö�•�”�\�q�U�p�V�‡�b�{�h�i�`�z ACE �s�r�°
æ�w�æ
�x
¯�Ô�^�•�h	q	‚�p	r�g�^�•�z�\�w	q	‚�U�ž�«�·�µ �æ�µ�Ä�w�;�ó�t�è�¹�›�)�Q�‡�b�{���t�‹�z	q	‚
�w�A�E�›�Ë�m�¯�Ú�ï�Å�U�K�“�‡�b�{�h�q�Q�y�z�™���w�¯�Ú�ï�Å�w���X�U� �ï�»�”�Ñ�£� �µ�w�Ê
²�›
�–�;�b�”�h�Š�z� �ï�»�”�Ñ�£� �µ�t  nameif �¯�Ú�ï�Å�›�7	s�t�Ö�—�b�”
ž�A�U�K�“�‡�b�{�‡�h�z�¯
�Ú�ï�Å�{���w�¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï  �Þ�”�Å�w�¯�Ú�ï�Å�‹�z�Ý� �ï  �¯�Ú�ï�Å�w�Ú�™�t�Ö�—�b�”
ž
�A�U�K�“�‡�b�{

�Â�©�µ�Ä  �¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï�t���‡�•�s�M�¯�Ú�ï�Å

�°
æ�w�¯�Ú�ï�Å�p�x�z�¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï�t�æ�U
à�Ö�^�•�‡�d�œ�{�h�q�Q�y�z
show running-config �s�r�w�î�æ�Ì�¯�Ú�ï�Å�x�z�Â�©�µ�Ä  �Ñ�•� �ç�º�t�0� �b�”�æ�U�K�“�‡�d�œ�{

�Í�µ�ë�”�Å

�é�¬� �ï�z� �É�”�Ò�ç�z�S�‘�|�â�”�²  �Í�µ�ë�”�Å�x�z�¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï�t�-���^�•�”
²�t�×
�ˆ�$�t�‰�ø�=�^�•�‡�b�{�h�q�Q�y�z�Í�µ�ë�”�Å�® cisco� �̄w�‰�ø�=�^�•�h���Ü�x�z jMorNbK0514fadBh
�w�‘�O�t�s�“�‡�b�{�¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï  �Í�µ�ë�”�Å�x�‰�ø�=�^�•�h���Ü�p���w�·�©�á�æ�Â�Ÿ
�ž�Ó�å� �ž�ï�µ�t�¯�Ð�”�p�V�‡�b�U�z�â�”�²�U�f�w�Í�µ�ë�”�Å�w�‰�ø�›�r�¡�b�”�\�q�x�p�V�‡�d
�œ�{

�‰�ø�=�^�•�o�M�s�M�Í�µ�ë�”�Å�›�Â�©�µ�Ä  �Ñ�•� �ç�t�Ö�—�`�h	Ô�ù�z �¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï�›�·
�©�á�æ�Â�Ÿ  �ž�Ó�å� �ž�ï�µ�t�¯�Ð�”�`�o�‹�z�·�©�á�æ�Â�Ÿ  �ž�Ó�å� �ž�ï�µ�x�×�ˆ�$�t�Í�µ�ë�”�Å
�›�‰�ø�=�`�‡�d�œ�{�·�©�á�æ�Â�Ÿ  �ž�Ó�å� �ž�ï�µ�U�Í�µ�ë�”�Å�›�‰�ø�=�b�”�w�x�z
copy running-config startup-config �¯�Ú�ï�Å�‡�h�x  write memory �¯�Ú�ï�Å�›�–�;�`�o�z�¯�Ú�ï�Å�å
� �ï�T�’�î�æ�¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï�›�-���`�h	Ô�ù�w�ˆ�p�b�{

�Ú�ç�½  �·�©�á�æ�Â�Ÿ  �¯�ï�Â�©�µ�Ä  �Ñ�•� �ç

�Ú�ç�½  �·�©�á�æ�Â�Ÿ  �¯�ï�Â�©�µ�Ä�w	Ô�ù�z�¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï
¶�.�x�Í�t�Ô�b
ó
:�w
æ
ü�p
�Ï
R�^�•�‡�b�{

• �·�©�á�æ�Â�Ÿ  �¯�ï�Â�©�µ�Ä�w�¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï

• �·�©�á�æ�Â�Ÿ  �ž�Ó�å� �ž�ï�µ�w�,�Š
ƒ���›�Ý���b�”�³�µ�Â�Ü  �¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï�¢�¯�ï
�Â�©�µ�Ä�w�æ�µ�Ä�›���‰�£

• �³�µ�Â�Ü  �¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï�w�É�¿�Ä�ë�”�«  � �ï�»�”�Ñ�£� �µ�›���™�b�”���g�¯�ï�Â�©
�µ�Ä

�³�µ�Â�Ü  �¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï�×�.�t�x�z � �ï�»�”�Ñ�£� �µ�‡�h�x�É�¿�Ä�ë�”�«
ƒ���x���‡
�•�‡�d�œ�{�³�µ�Â�Ü�U�É�¿�Ä�ë�”�«  �æ�¹�”�µ�t�ž�«�·�µ�b�”
ž�A�U�K�”�¢�±�”�Ì�T�’�¯�ï�Â�©
�µ�Ä�›�¼�¢�ï�é�”�Å�b�”�s�r�£	Ô�ù�t�z�³�µ�Â�Ü�x���g�¯�ï�Â�©�µ�Ä�q�`�o�¦���^�•�h�¯�ï�Â
�©�µ�Ä�›�–�;�`�‡�b�{

�¤�¯�ï�Â�©�µ�Ä�x�z�³�ï�¬�ç  �¯�ï�Â�©�µ�Ä  �Þ�”�Å  �¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï�q�‰�7�p�b�{�³�µ�Â�Ü
�¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï�x�z�¯�ï�Â�©�µ�Ä  �¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï�q�x�Ÿ�s�“�‡�b�{�³�µ�Â�Ü  �¯
�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï�t�x�³�µ�Â�Ü
•�;�¯�Ú�ï�Å�¢�b�‚�o�w�¯�ï�Â�©�µ�Ä�w�æ�µ�Ä�s�r�£�U���‡�•
�‡�b�U�z���w�°
`�$�s�¯�Ú�ï�Å�¢���X�w� �ï�»�”�Ñ�£� �µ  �Í�å�Ý�”�»�s�r�£�x���‡�•�‡�d�œ�{
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2

aaa accounting command �¯�Ú�ï�Å�™  
accounting-server-group �¯�Ú�ï�Å

aaa accounting command
CLI �p  show �Ž�Ž�w�¯�Ú�ï�Å�›�Ö�—�`�h�q�V�t�z TACACS+ �ž�§�¢�ï�Â�Ÿ�ï�¬  �±�”�Ì�t�ž�§�¢�ï�Â�Ÿ
�ï�¬  �Ý�¿�·�”�´�›
ù	ô�b�”�t�x�z�¬�é�”�Ì�ç  �¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï  �Þ�”�Å�p  aaa accounting
command �¯�Ú�ï�Å�›�–�;�`�‡�b�{�¯�Ú�ï�Å  �ž�§�¢�ï�Â�Ÿ�ï�¬�w�±�Ù�”�Ä�›�Ã�Ÿ�·�”�Ò�ç�t�b�”�t
�x�z�\�w�¯�Ú�ï�Å�w  no ���Ü�›�–�;�`�‡�b�{

aaa accounting command [ privilege level ] tacacs+-server-tag

no aaa accounting command [ privilege level ] tacacs+-server-tag

�³�ï�»�¿�«�µ�w
†�Ì

�Ã�Ñ�¥�ç�Ä �Ã�Ñ�¥�ç�Ä�w�›�V�è�Õ�ç�x  0 �p�b�{

�¯�Ú�ï�Å  �Þ�”�Å �Í�w
¯�x�z�\�w�¯�Ú�ï�Å�›�Ö�—�p�V�”�Þ�”�Å�›�Ô�`�o�M�‡�b�{

�¯�Ú�ï�Å�d�º

tacacs+-server-tag aaa-server protocol �¯�Ú�ï�Å�p�¦���`�h�‘�O�t�z�ž�§�¢�ï�Â�Ÿ�ï�¬  �è�¯�”
�Å�w
ù	ô
Œ�w  TACACS+ �±�”�Ì�‡�h�x�±�”�Ì�w�¬�ç�”�Ó�›�¦���`�‡�b�{

privilege level privilege �¯�Ú�ï�Å�›�–�;�`�o�¯�Ú�ï�Å�w�›�V�è�Õ�ç�›�§�µ�»�Ú� �¶�b�”
	Ô�ù�x�z�›�V�w�7�ÿ�è�Õ�ç�›�¦���`�o�z�·�©�á�æ�Â�Ÿ  �ž�Ó�å� �ž�ï�µ�p	r
�g�w�0	Å�q�b�”�¯�Ú�ï�Å�›
M�v�p�V�‡�b�{�¦���`�h�è�Õ�ç�‘�“�<�w�¯�Ú�ï
�Å�x�z�·�©�á�æ�Â�Ÿ  �ž�Ó�å� �ž�ï�µ�p	r�g�^�•�‡�d�œ�{

�¯�Ú�ï�Å  �Þ�”�Å

�Ñ�•� �ž�¢�¥�”�ç  �Þ�”�Å �·�©�á�æ�Â�Ÿ  �¯�ï�Â�©�µ�Ä

�ç�”�Â�¿�Å �•�a �³�ï�¬�ç

�Ú�ç�½

�¯�ï�Â�©�µ�Ä �³�µ�Â�Ü

�¬�é�”�Ì�ç  �¯�ï�Ñ�Ÿ�ª�á�è�”
�³�ã�ï

• • • • —

�æ�æ�”�µ �!�Ë�º�0

7.0(1) �\�w�¯�Ú�ï�Å�U�‹�Ö�^�•�‡�`�h�{
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�–�;	Í�w�̈ � �Å�å� �ï aaa accounting command �¯�Ú�ï�Å�›
ƒ���b�”�q�z���g	��U�Ö�—�`�h  show �¯�Ú�ï�Å�Ž�Ž�w�¯�Ú�ï�Å
�U�G�å�^�•�z 1 �m�‡�h�x
ó
:�w�ž�§�¢�ï�Â�Ÿ�ï�¬  �±�”�Ì�t
ù	ô�^�•�‡�b�{

�« �Í�w�«�p�x�z�±�Ù�”�Ä�^�•�o�M�”
¶�¯�Ú�ï�Å�w�ž�§�¢�ï�Â�Ÿ�ï�¬  �è�¯�”�Å�U
\
R�^�•�z�f�w�è�¯�”
�Å�U adminserver �q�M�O�±�”�Ì  �¬�ç�”�Ó�t
ù	ô�^�•�”�‘�O�t�¦���`�o�M�‡�b�{

hostname(config)# aaa accounting command adminserver

���È�¯�Ú�ï�Å �¯�Ú�ï�Å 
†�Ì

aaa accounting aaa-server � ¯ �Ú� ï �Å�p� ¦ � � � ` �h �± �” � Ì 	 Í �w  TACACS+ �‡�h�x
RADIUS �w�â�”�²  �ž�§�¢�ï�Â�Ÿ�ï�¬�›� �É�”�Ò�ç�‡�h�x�Ã�Ÿ�·�”
�Ò�ç�t�`�‡�b�{

clear configure aaa 
ƒ���A�ˆ�w  AAA �ž�§�¢�ï�Â�Ÿ�ï�¬�w�‹�›�_	†�‡�h�x�æ�·�¿�Ä�`�‡
�b�{

show running-config aaa AAA �¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï�›
¯�Ô�`�‡�b�{
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aaa accounting console
���g	��ž�«�·�µ�V�w  AAA �ž�§�¢�ï�Â�Ÿ�ï�¬�w�±�Ù�”�Ä�›� �É�”�Ò�ç�t�b�”�t�x�z�¬�é�”�Ì�ç  �¯�ï
�Ñ�Ÿ�ª�á�è�”�³�ã�ï  �Þ�”�Å�p  aaa accounting console �¯�Ú�ï�Å�›�–�;�`�‡�b�{���g	��ž�«�·�µ�V�w
AAA �ž�§�¢�ï�Â�Ÿ�ï�¬�w�±�Ù�”�Ä�›�Ã�Ÿ�·�”�Ò�ç�t�b�”�t�x�z�\�w�¯�Ú�ï�Å�w  no ���Ü�›�–�;�`�‡
�b�{  

aaa accounting { http | serial| telnet | ssh | enable} console server-tag

no aaa accounting { http | serial | telnet | ssh | enable}  console server-tag

�³�ï�»�¿�«�µ�w
†�Ì

�Ã�Ñ�¥�ç�Ä �Ã�Ñ�¥�ç�Ä�p�x�z���g	��ž�«�·�µ�V�w  AAA �ž�§�¢�ï�Â�Ÿ�ï�¬�x�Ã�Ÿ�·�”�Ò�ç�p�b�{

�¯�Ú�ï�Å  �Þ�”�Å �Í�w
¯�x�z�\�w�¯�Ú�ï�Å�›�Ö�—�p�V�”�Þ�”�Å�›�Ô�`�o�M�‡�b�{

�¯�Ú�ï�Å�d�º

�–�;	Í�w�̈ � �Å�å� �ï �±�”�Ì  �¬�ç�”�Ó�w�Ê
²�¢�Ä
²�t  aaa-server �¯�Ú�ï�Å�p�¦���`�h�‹�w�£�›�¦���b�”
ž�A�U�K�“�‡�b�{

�« �Í�w�«�p�x�z�b�‚�o�w  HTTP �Ä�å�ï�²�«�³�ã�ï�t�0�`�o�ž�§�¢�ï�Â�Ÿ�ï�¬  �è�¯�”�Å�U
\
R�^�•�z�f
�w�è�¯�”�Å�U  adminserver �q�M�O�Ê
²�w�±�”�Ì�t
ù	ô�^�•�”�‘�O�¦���`�o�M�‡�b�{

hostname(config)# aaa accounting http console adminserver

enable �›�V  EXEC �Þ�”�Å�w�‰�•�S�‘�|	4�ƒ�›�Ô�b�ž�§�¢�ï�Â�Ÿ�ï�¬  �è�¯�”�Å�w

\
R�›� �É�”�Ò�ç�t�`�‡�b�{

http HTTP 
€���p�^
R�^�•�”���g�·�¿�³�ã�ï�w�¬�q�S�‘�|	4�ƒ�›�Ô�b�ž�§�¢�ï
�Â�Ÿ�ï�¬  �è�¯�”�Å�w
\
R�›� �É�”�Ò�ç�t�`�‡�b�{

serial �³�æ�ž�ç  �¯�ï�¹�”�ç  � �ï�»�”�Ñ�£� �µ�›�p�`�o�¬�q�^�•�”���g�·�¿�³�ã
�ï�w�¬�q�S�‘�|	4�ƒ�›�Ô�b�ž�§�¢�ï�Â�Ÿ�ï�¬  �è�¯�”�Å�w
\
R�›� �É�”�Ò
�ç�t�`�‡�b�{

server-tag aaa-server protocol �¯�Ú�ï�Å�p���[�`�h�‘�O�t�z�ž�§�¢�ï�Â�Ÿ�ï�¬  �è�¯�”
�Å�w
ù	ô
Œ�w�±�”�Ì  �¬�ç�”�Ó�›�¦���`�‡�b�{���®�s�±�”�Ì  �¬�ç�”�Ó  �Ó�é
�Ä�¯�ç�x�z RADIUS �S�‘�|  TACACS+ �p�b�{

ssh SSH �p�^
R�^�•�”���g�·�¿�³�ã�ï�w�¬�q�S�‘�|	4�ƒ�›�Ô�b�ž�§�¢�ï�Â�Ÿ
�ï�¬  �è�¯�”�Å�w
\
R�›� �É�”�Ò�ç�t�`�‡�b�{

telnet Telnet �p�^
R�^�•�”���g�·�¿�³�ã�ï�w�¬�q�S�‘�|	4�ƒ�›�Ô�b�ž�§�¢�ï�Â�Ÿ
�ï�¬  �è�¯�”�Å�w
\
R�›� �É�”�Ò�ç�t�`�‡�b�{

�¯�Ú�ï�Å  �Þ�”�Å

�Ñ�•� �ž�¢�¥�”�ç  �Þ�”�Å �·�©�á�æ�Â�Ÿ  �¯�ï�Â�©�µ�Ä

�ç�”�Â�¿�Å �•�a �³�ï�¬�ç

�Ú�ç�½

�¯�ï�Â�©�µ�Ä �³�µ�Â�Ü

�¬�é�”�Ì�ç  �¯�ï�Ñ�Ÿ�ª�á�è�”
�³�ã�ï

• • • • —

�æ�æ�”�µ �!�Ë�º�0

7.0(1) �\�w�¯�Ú�ï�Å�U�‹�Ö�^�•�‡�`�h�{  
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���È�¯�Ú�ï�Å �¯�Ú�ï�Å 
†�Ì

aaa accounting match aaa-server � ¯ �Ú� ï �Å�p� ¦ � � � ` �h �± �” � Ì 	 Í �w  TACACS+ �‡�h�x
RADIUS �w�â�”�²  �ž�§�¢�ï�Â�Ÿ�ï�¬�›� �É�”�Ò�ç�‡�h�x�Ã�Ÿ�·�”
�Ò�ç�t�`�‡�b�{

aaa accounting command ���g	��¢�â�”�²�£�t�‘�l�o�Ö�—�^�•�h�z�¤�¯�Ú�ï�Å�‡�h�x�¦���`�h
�›�V�è�Õ�ç�Ž	Í�w�¯�Ú�ï�Å�›�G�å�`�z�ž�§�¢�ï�Â�Ÿ�ï�¬  �±�”�Ì�¢
ó

:�D�£�t
ù	ô�b�”�‘�O�¦���`�‡�b�{

clear configure aaa 
ƒ���A�ˆ�w  AAA �ž�§�¢�ï�Â�Ÿ�ï�¬�w�‹�›�_	†�‡�h�x�æ�·�¿�Ä�`�‡
�b�{

show running-config aaa AAA �¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï�›
¯�Ô�`�‡�b�{
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aaa accounting include�z exclude
�·�©�á�æ�Â�Ÿ  �ž�Ó�å� �ž�ï�µ�&���w  TCP 
€���‡�h�x  UDP 
€���w�ž�§�¢�ï�Â�Ÿ�ï�¬�›� �É�”�Ò�ç�t
�b�”�t�x�z�¬�é�”�Ì�ç  �¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï  �Þ�”�Å�p  aaa accounting include �¯�Ú�ï�Å�›�–�;�`
�‡�b�{�ž�§�¢�ï�Â�Ÿ�ï�¬�T�’�ž�Å�è�µ�›	†�Ž�b�”�t�x�z aaa accounting exclude �¯�Ú�ï�Å�›�–�;�`�‡
�b�{�ž�§�¢�ï�Â�Ÿ�ï�¬�›�Ã�Ÿ�·�”�Ò�ç�t�b�”�t�x�z�\�w�¯�Ú�ï�Å�w  no ���Ü�›�–�;�`�‡�b�{

aaa accounting { include | exclude}  service interface_name inside_ip inside_mask [outside_ip 
outside_mask] server_tag

no aaa accounting { include | exclude}  service interface_name inside_ip inside_mask [outside_ip 
outside_mask] server_tag

�³�ï�»�¿�«�µ�w
†�Ì exclude �±�”�Ï�µ�q�ž�Å�è�µ�U  include �¯�Ú�ï�Å�p�b�p�t�¦���^�•�o�M�”	Ô�ù�t�z �¦
���^�•�h�±�”�Ï�µ�q�ž�Å�è�µ�›�ž�§�¢�ï�Â�Ÿ�ï�¬�T�’	†�Ž�`�‡�b�{

include �ž�§�¢�ï�Â�Ÿ�ï�¬�U
ž�A�s�±�”�Ï�µ�q  IP �ž�Å�è�µ�›�¦���`�‡�b�{ include ��
�p�¦���^�•�o�M�s�M�Ä�å�Ñ�Ÿ�¿�«�x	r�g�^�•�‡�d�œ�{

inside_ip �·�©�á�æ�Â�Ÿ�w�ô�M� �ï�»�”�Ñ�£� �µ�w  IP �ž�Å�è�µ�›�¦���`�‡�b�{�\�w�¯
�Ú�ï�Å�›�&�;�b�”� �ï�»�”�Ñ�£� �µ�t� �a�o�z
ù	ô�i�ž�Å�è�µ�‡�h�x�|
Œ
�ž�Å�è�µ�›�¦���`�‡�b�{�·�©�á�æ�Â�Ÿ�w�ÿ�M� �ï�»�”�Ñ�£� �µ�t�\�w�¯�Ú
�ï�Å�›�&�;�b�”	Ô�ù�x�z�|
Œ�ž�Å�è�µ�›�¦���`�‡�b�{�·�©�á�æ�Â�Ÿ�w�ô�M
� �ï�»�”�Ñ�£� �µ�t�\�w�¯�Ú�ï�Å�›�&�;�b�”	Ô�ù�x�z
ù	ô�i�ž�Å�è�µ�›�¦
���`�‡�b�{�b�‚�o�w�×�µ�Ä�›�¦���b�”�t�x�z 0 �›�¦���`�‡�b�{

inside_mask �º
æ  IP �ž�Å�è�µ�w�É�¿�Ä�ë�”�«  �Ú�µ�«�›�¦���`�‡�b�{ IP �ž�Å�è�µ�U  0 �w	Ô
�ù�x  0 �›�–�;�`�‡�b�{�×�µ�Ä�t�x  255.255.255.255 �›�–�;�`�‡�b�{

interface_name �â�”�²�U�ž�§�¢�ï�Â�Ÿ�ï�¬�›�A�{�b�”� �ï�»�”�Ñ�£� �µ�w�Ê
²�›�¦���`�‡
�b�{

outside_ip �¢�¦�Ó�³�ã�ï�£�·�©�á�æ�Â�Ÿ�w�ÿ�M� �ï�»�”�Ñ�£� �µ�w  IP �ž�Å�è�µ�›�¦��
�`�‡�b�{�\�w�¯�Ú�ï�Å�›�&�;�b�”� �ï�»�”�Ñ�£� �µ�t� �a�o�z
ù	ô�i�ž�Å
�è�µ�‡�h�x�|
Œ�ž�Å�è�µ�›�¦���`�‡�b�{�·�©�á�æ�Â�Ÿ�w�ÿ�M� �ï�»�”�Ñ�£
� �µ�t�\�w�¯�Ú�ï�Å�›�&�;�b�”	Ô�ù�x�z
ù	ô�i�ž�Å�è�µ�›�¦���`�‡�b�{�·
�©�á�æ�Â�Ÿ�w�ô�M� �ï�»�”�Ñ�£� �µ�t�\�w�¯�Ú�ï�Å�›�&�;�b�”	Ô�ù�x�z�|

Œ�ž�Å�è�µ�›�¦���`�‡�b�{ �b�‚�o�w�×�µ�Ä�›�¦���b�”�t�x�z 0 �›�¦���`�‡�b�{

outside_mask �¢�¦�Ó�³�ã�ï�£�Ž
æ  IP �ž�Å�è�µ�w�É�¿�Ä�ë�”�«  �Ú�µ�«�›�¦���`�‡�b�{ IP �ž
�Å�è�µ�U  0 �w	Ô�ù�x  0 �›�–�;�`�‡�b�{�×�µ�Ä�t�x  255.255.255.255 �›�–�;�`
�‡�b�{

server_tag aaa-server host �¯�Ú�ï�Å�p���[�`�h  AAA �±�”�Ì  �¬�ç�”�Ó�›�¦���`�‡�b�{

service �ž�§�¢�ï�Â�Ÿ�ï�¬�U
ž�A�s�±�”�Ï�µ�›�¦���`�‡�b�{�Í�w�M�c�•�T�w�‹�›�¦
���p�V�‡�b�{

• any �‡�h�x  tcp/0�¢�b�‚�o�w  TCP �Ä�å�Ñ�Ÿ�¿�«�›�¦���£

• ftp

• http

• https

• ssh

• telnet

• tcp/port

• udp/port
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�Ã�Ñ�¥�ç�Ä �Ã�Ñ�¥�ç�Ä�p�x�z���g	��ž�«�·�µ�V�w  AAA �ž�§�¢�ï�Â�Ÿ�ï�¬�x�Ã�Ÿ�·�”�Ò�ç�p�b�{

�¯�Ú�ï�Å  �Þ�”�Å �Í�w
¯�x�z�\�w�¯�Ú�ï�Å�›�Ö�—�p�V�”�Þ�”�Å�›�Ô�`�o�M�‡�b�{

�¯�Ú�ï�Å�d�º

�–�;	Í�w�̈ � �Å�å� �ï �·�©�á�æ�Â�Ÿ  �ž�Ó�å� �ž�ï�µ�x�z�·�©�á�æ�Â�Ÿ  �ž�Ó�å� �ž�ï�µ�›�è�a�b�”�b�‚�o�w  TCP �Ä�å
�Ñ�Ÿ�¿�«�S�‘�|  UDP �Ä�å�Ñ�Ÿ�¿�«�t�m�M�o�z�ž�§�¢�ï�Â�Ÿ�ï�¬	Ø�C�›  RADIUS �±�”�Ì�‡�h�x
TACACS+ �±�”�Ì�t
ù	ô�p�V�‡�b�{�\�w�Ä�å�Ñ�Ÿ�¿�«�U�Ý	Â�w�0	Å�t�‹�s�l�o�M�”	Ô�ù�z AAA �±�”
�Ì�x�ž�§�¢�ï�Â�Ÿ�ï�¬	Ø�C�›�â�”�²�Ê�p���g�p�V�‡�b�{�Ä�å�Ñ�Ÿ�¿�«�U�Ý	Â�w�0	Å�t�s�l�o�M�s�M
	Ô�ù�z AAA �±�”�Ì�x�ž�§�¢�ï�Â�Ÿ�ï�¬	Ø�C�›  IP �ž�Å�è�µ�p���g�p�V�‡�b�{�ž�§�¢�ï�Â�Ÿ�ï�¬	Ø�C
�t�x�z�·�¿�³�ã�ï�w�‰�•�Ì���q	4�ƒ�Ì���z�â�”�²�Ê�z�p�˜�·�¿�³�ã�ï�p�·�©�á�æ�Â�Ÿ  �ž�Ó�å� �ž�ï
�µ�›�è�a�`�h�Ì� �Ä
:�z�–�;�^�•�h�±�”�Ï�µ�z�S�‘�|�¤�·�¿�³�ã�ï�w�'���Ì���U���‡�•�o�M�‡�b�{

�\�w�¯�Ú�ï�Å�›�–�;�b�”�t�x�z aaa-server �¯�Ú�ï�Å�p  AAA �±�”�Ì�›�¦���`�o�S�X
ž�A�U�K�“�‡�b�{

�ž�«�·�µ  �æ�µ�Ä�p�¦���^�•�o�M�”�Ä�å�Ñ�Ÿ�¿�«�w�ž�§�¢�ï�Â�Ÿ�ï�¬�›� �É�”�Ò�ç�t�b�”�t�x�z aaa
accounting match �¯�Ú�ï�Å�›�–�;�`�‡�b�{ match �¯�Ú�ï�Å�x�z include �¯�Ú�ï�Å�S�‘�|  exclude �¯�Ú
�ï�Å�q�‰�a�¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï�w�¤�p�x�–�;�p�V�‡�d�œ�{ include �¯�Ú�ï�Å�S�‘�|  exclude �¯�Ú
�ï�Å�w�E�˜�“�t  match �¯�Ú�ï�Å�›�–�;�b�”�\�q�›�S�ç�Š�`�‡�b�{ include �¯�Ú�ï�Å�S�‘�|  exclude �¯
�Ú�ï�Å�x  ASDM �t�‘�l�o�±�Ù�”�Ä�^�•�o�M�s�M�h�Š�p�b�{

�·�©�á�æ�Â�Ÿ  �è�Õ�ç�U�‰�a� �ï�»�”�Ñ�£� �µ���p  aaa accounting include �S�‘�|  exclude �¯�Ú�ï�Å�›
�–�;�b�”�\�q�x�p�V�‡�d�œ�{�\�w	Ô�ù�x�z aaa accounting match �¯�Ú�ï�Å�›�–�;�b�”
ž�A�U�K�“�‡
�b�{

�« �Í�w�«�p�x�z�b�‚�o�w  TCP 
€���p�ž�§�¢�ï�Â�Ÿ�ï�¬�›� �É�”�Ò�ç�t�`�o�M�‡�b�{

hostname(config)# aaa-server mygroup protocol tacacs+
hostname(config)# aaa-server mygroup (inside) host 192.168.10.10 thekey timeout 20
hostname(config)# aaa accounting include any inside 0 0 0 0 mygroup

���È�¯�Ú�ï�Å

�¯�Ú�ï�Å  �Þ�”�Å

�Ñ�•� �ž�¢�¥�”�ç  �Þ�”�Å �·�©�á�æ�Â�Ÿ  �¯�ï�Â�©�µ�Ä

�ç�”�Â�¿�Å �•�a �³�ï�¬�ç

�Ú�ç�½

�¯�ï�Â�©�µ�Ä �³�µ�Â�Ü

�¬�é�”�Ì�ç  �¯�ï�Ñ�Ÿ�ª�á�è�”
�³�ã�ï

• • • • —

�æ�æ�”�µ �!�Ë�º�0

�7�� �\�w�¯�Ú�ï�Å�x�7���w�‹�w�p�b�{

�¯�Ú�ï�Å 
†�Ì

aaa accounting match �ž�«�·�µ  �æ�µ�Ä�p�¦���^�•�o�M�”�Ä�å�Ñ�Ÿ�¿�«�t�0�b�”�ž�§�¢�ï
�Â�Ÿ�ï�¬�›� �É�”�Ò�ç�t�`�‡�b�{

aaa accounting command ���g	��ž�«�·�µ�V�w�ž�§�¢�ï�Â�Ÿ�ï�¬�›� �É�”�Ò�ç�t�`�‡�b�{

aaa-server host AAA �±�”�Ì�›
ƒ���`�‡�b�{

clear configure aaa AAA �¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï�›	«�ˆ�`�‡�b�{

show running-config aaa AAA �¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï�›
¯�Ô�`�‡�b�{
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aaa accounting match
�·�©�á�æ�Â�Ÿ  �ž�Ó�å� �ž�ï�µ�&���w  TCP 
€���S�‘�|  UDP 
€���w�ž�§�¢�ï�Â�Ÿ�ï�¬�›� �É�”�Ò�ç�t
�b�”�t�x�z �¬�é�”�Ì�ç  �¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï  �Þ�”�Å�p  aaa accounting match �¯�Ú�ï�Å�›�–�;�`�‡
�b�{�Ä�å�Ñ�Ÿ�¿�«�w�ž�§�¢�ï�Â�Ÿ�ï�¬�›�Ã�Ÿ�·�”�Ò�ç�t�b�”�t�x�z�\�w�¯�Ú�ï�Å�w  no ���Ü�›�–�;
�`�‡�b�{

aaa accounting match acl_name interface_name server_tag

no aaa accounting match acl_name interface_name server_tag

�³�ï�»�¿�«�µ�w
†�Ì

�Ã�Ñ�¥�ç�Ä �Ã�Ñ�¥�ç�Ä�w�ˆ�^�•�‹�x�K�“�‡�d�œ�{

�¯�Ú�ï�Å  �Þ�”�Å �Í�w
¯�x�z�\�w�¯�Ú�ï�Å�›�Ö�—�p�V�”�Þ�”�Å�›�Ô�`�o�M�‡�b�{

�¯�Ú�ï�Å�d�º

�–�;	Í�w�̈ � �Å�å� �ï �·�©�á�æ�Â�Ÿ  �ž�Ó�å� �ž�ï�µ�x�z�·�©�á�æ�Â�Ÿ  �ž�Ó�å� �ž�ï�µ�›�è�a�b�”�b�‚�o�w  TCP �Ä�å
�Ñ�Ÿ�¿�«�S�‘�|  UDP �Ä�å�Ñ�Ÿ�¿�«�t�m�M�o�z�ž�§�¢�ï�Â�Ÿ�ï�¬	Ø�C�›  RADIUS �±�”�Ì�‡�h�x
TACACS+ �±�”�Ì�t
ù	ô�p�V�‡�b�{�\�w�Ä�å�Ñ�Ÿ�¿�«�U�Ý	Â�w�0	Å�t�‹�s�l�o�M�”	Ô�ù�z AAA �±�”
�Ì�x�ž�§�¢�ï�Â�Ÿ�ï�¬	Ø�C�›�â�”�²�Ê�p���g�p�V�‡�b�{�Ä�å�Ñ�Ÿ�¿�«�U�Ý	Â�w�0	Å�t�s�l�o�M�s�M
	Ô�ù�z AAA �±�”�Ì�x�ž�§�¢�ï�Â�Ÿ�ï�¬	Ø�C�›  IP �ž�Å�è�µ�p���g�p�V�‡�b�{�ž�§�¢�ï�Â�Ÿ�ï�¬	Ø�C
�t�x�z�·�¿�³�ã�ï�w�‰�•�Ì���q	4�ƒ�Ì���z�â�”�²�Ê�z�p�˜�·�¿�³�ã�ï�p�·�©�á�æ�Â�Ÿ  �ž�Ó�å� �ž�ï
�µ�›�è�a�`�h�Ì� �Ä
:�z�–�;�^�•�h�±�”�Ï�µ�z�S�‘�|�¤�·�¿�³�ã�ï�w�'���Ì���U���‡�•�o�M�‡�b�{

�\�w�¯�Ú�ï�Å�›�–�;�b�”�t�x�z aaa-server �¯�Ú�ï�Å�p  AAA �±�”�Ì�›�¦���`�o�S�X
ž�A�U�K�“�‡�b�{

AAA �±�”�Ì  �Ó�é�Ä�¯�ç  �¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï  �Þ�”�Å�p  accounting-mode �¯�Ú�ï�Å�›�–�;�`�o�‰
�Ì�ž�§�¢�ï�Â�Ÿ�ï�¬�›� �É�”�Ò�ç�t�`�s�M�v�“�z�ž�§�¢�ï�Â�Ÿ�ï�¬	Ø�C�x�z�±�”�Ì  �¬�ç�”�Ó�º�w�ž
�«�Â�Ÿ�Ò�s�±�”�Ì�i�Z�t
ù	ô�^�•�‡�b�{

acl_name access-list �Ê�w	°�ù�t�‘�”�ž�§�¢�ï�Â�Ÿ�ï�¬�U
ž�A�s�Ä�å�Ñ�Ÿ�¿�«�›�¦��
�`�‡�b�{�ž�«�·�µ  �æ�µ�Ä�º�w  permit �¤�ï�Ä�æ�U�ž�§�¢�ï�Â�Ÿ�ï�¬�w�0	Å�q
�s�“�z deny �¤�ï�Ä�æ�x�ž�§�¢�ï�Â�Ÿ�ï�¬�T�’�Ô	†�^�•�‡�b�{�\�w�¯�Ú�ï�Å
�x�z TCP �Ä�å�Ñ�Ÿ�¿�«�S�‘�|  UDP �Ä�å�Ñ�Ÿ�¿�«�t�0�`�o�w�ˆ�±�Ù�”�Ä�^�•
�‡�b�{�\�w�¯�Ú�ï�Å�›�Ö�—�`�z�f�w�¯�Ú�ï�Å�U���w�Ó�é�Ä�¯�ç�›�•�D�b�”
�ž�«�·�µ  �æ�µ�Ä�›�€	°�`�o�M�”	Ô�ù�z�/���Ý�¿�·�”�´�U
¯�Ô�^�•�‡�b�{

interface_name �â�”�²�U�ž�§�¢�ï�Â�Ÿ�ï�¬�›�A�{�b�”� �ï�»�”�Ñ�£� �µ�w�Ê
²�›�¦���`�‡
�b�{ 

server_tag aaa-server �¯�Ú�ï�Å�p���[�`�h  AAA �±�”�Ì  �¬�ç�”�Ó  �»�¬�›�¦���`�‡�b�{  

�¯�Ú�ï�Å  �Þ�”�Å

�Ñ�•� �ž�¢�¥�”�ç  �Þ�”�Å �·�©�á�æ�Â�Ÿ  �¯�ï�Â�©�µ�Ä

�ç�”�Â�¿�Å �•�a �³�ï�¬�ç

�Ú�ç�½

�¯�ï�Â�©�µ�Ä �³�µ�Â�Ü

�¬�é�”�Ì�ç  �¯�ï�Ñ�Ÿ�ª�á�è�”
�³�ã�ï

• • • • —

�æ�æ�”�µ �!�Ë�º�0

�7�� �\�w�¯�Ú�ï�Å�x�7���w�‹�w�p�b�{
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aaa accounting match �¯�Ú�ï�Å�x�z aaa accounting include �S�‘�|  exclude �¯�Ú�ï�Å�q�‰�a�¯�ï�Ñ�Ÿ
�ª�á�è�”�³�ã�ï�w�¤�p�x�–�;�p�V�‡�d�œ�{ include �¯�Ú�ï�Å�S�‘�|  exclude �¯�Ú�ï�Å�w�E�˜�“�t
match �¯�Ú�ï�Å�›�–�;�b�”�\�q�›�S�ç�Š�`�‡�b�{ include �¯�Ú�ï�Å�S�‘�|  exclude �¯�Ú�ï�Å�x  ASDM
�t�‘�l�o�±�Ù�”�Ä�^�•�o�M�s�M�h�Š�p�b�{

�« �Í�w�«�p�x�z�›���w�ž�«�·�µ  �æ�µ�Ä acl2 �q�°�•�b�”�Ä�å�Ñ�Ÿ�¿�«�w�ž�§�¢�ï�Â�Ÿ�ï�¬�›� �É�”�Ò
�ç�t�b�”�M�O�›�Ô�`�‡�b�{

hostname(config)# access-list acl12 extended permit tcp any any
hostname(config)# aaa accounting match acl2 outside radserver1

���È�¯�Ú�ï�Å �¯�Ú�ï�Å 
†�Ì

aaa accounting include�z exclude �¯�Ú�ï�Å�º�p  IP �ž�Å�è�µ�›�Ú
€�¦���b�”�\�q�p�ž�§�¢�ï
�Â�Ÿ�ï�¬�›� �É�”�Ò�ç�t�`�‡�b�{

access-list extended �ž�«�·�µ  �æ�µ�Ä�›�^
R�`�‡�b�{

clear configure aaa AAA �¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï�›�_	†�`�‡�b�{

show running-config aaa AAA �¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï�›
¯�Ô�`�‡�b�{
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aaa authentication include�z exclude
�·�©�á�æ�Â�Ÿ  �ž�Ó�å� �ž�ï�µ�›�&���b�”
€���w�Ý	Â�›� �É�”�Ò�ç�t�b�”�t�x�z�¬�é�”�Ì�ç  �¯�ï
�Ñ�Ÿ�ª�á�è�”�³�ã�ï  �Þ�”�Å�p  aaa authentication include �¯�Ú�ï�Å�›�–�;�`�‡�b�{�Ý	Â�T�’�ž�Å�è�µ
�›	†�Ž�b�”�t�x�z aaa authentication exclude �¯�Ú�ï�Å�›�–�;�`�‡�b�{�Ý	Â�›�Ã�Ÿ�·�”�Ò�ç�t�b�”�t
�x�z�\�w�¯�Ú�ï�Å�w  no ���Ü�›�–�;�`�‡�b�{

aaa authentication {include | exclude}  service interface_name inside_ip inside_mask [outside_ip 
outside_mask] { server_tag | LOCAL }

no aaa authentication {include | exclude} service interface_name inside_ip inside_mask [outside_ip 
outside_mask] { server_tag | LOCAL }

�³�ï�»�¿�«�µ�w
†�Ì exclude �±�”�Ï�µ�q�ž�Å�è�µ�U  include �¯�Ú�ï�Å�p�b�p�t�¦���^�•�o�M�”	Ô�ù�t�z
�¦���^�•�h�±�”�Ï�µ�q�ž�Å�è�µ�›�Ý	Â�T�’	†�Ž�`�‡�b�{

include �Ý	Â�U
ž�A�s�±�”�Ï�µ�q  IP �ž�Å�è�µ�›�¦���`�‡�b�{ include ���p�¦���^�•
�o�M�s�M�Ä�å�Ñ�Ÿ�¿�«�x	r�g�^�•�‡�d�œ�{

inside_ip �·�©�á�æ�Â�Ÿ�w�ô�M� �ï�»�”�Ñ�£� �µ�w  IP �ž�Å�è�µ�›�¦���`�‡�b�{�\�w
�¯�Ú�ï�Å�›�&�;�b�”� �ï�»�”�Ñ�£� �µ�t� �a�o�z
ù	ô�i�ž�Å�è�µ�‡�h�x�|

Œ�ž�Å�è�µ�›�¦���`�‡�b�{�·�©�á�æ�Â�Ÿ�w�ÿ�M� �ï�»�”�Ñ�£� �µ�t�\�w�¯
�Ú�ï�Å�›�&�;�b�”	Ô�ù�x�z�|
Œ�ž�Å�è�µ�›�¦���`�‡�b�{�·�©�á�æ�Â�Ÿ�w�ô
�M� �ï�»�”�Ñ�£� �µ�t�\�w�¯�Ú�ï�Å�›�&�;�b�”	Ô�ù�x�z
ù	ô�i�ž�Å�è�µ�›
�¦���`�‡�b�{�b�‚�o�w�×�µ�Ä�›�¦���b�”�t�x�z 0 �›�¦���`�‡�b�{

inside_mask �º
æ  IP �ž�Å�è�µ�w�É�¿�Ä�ë�”�«  �Ú�µ�«�›�¦���`�‡�b�{ IP �ž�Å�è�µ�U  0 �w
	Ô�ù�x  0 �›�–�;�`�‡�b�{�×�µ�Ä�t�x  255.255.255.255 �›�–�;�`�‡�b�{

interface_name �â�”�²�U�Ý	Â�›�A�{�b�”� �ï�»�”�Ñ�£� �µ�w�Ê
²�›�¦���`�‡�b�{

LOCAL �é�”�§�ç  �â�”�²  �Ã�”�»�Õ�”�µ�›�¦���`�‡�b�{

outside_ip �¢�¦�Ó�³�ã�ï�£�·�©�á�æ�Â�Ÿ�w�ÿ�M� �ï�»�”�Ñ�£� �µ�w  IP �ž�Å�è�µ�›�¦��
�`�‡�b�{�\�w�¯�Ú�ï�Å�›�&�;�b�”� �ï�»�”�Ñ�£� �µ�t� �a�o�z
ù	ô�i�ž�Å
�è�µ�‡�h�x�|
Œ�ž�Å�è�µ�›�¦���`�‡�b�{�·�©�á�æ�Â�Ÿ�w�ÿ�M� �ï�»�”�Ñ�£
� �µ�t�\�w�¯�Ú�ï�Å�›�&�;�b�”	Ô�ù�x�z
ù	ô�i�ž�Å�è�µ�›�¦���`�‡�b�{�·
�©�á�æ�Â�Ÿ�w�ô�M� �ï�»�”�Ñ�£� �µ�t�\�w�¯�Ú�ï�Å�›�&�;�b�”	Ô�ù�x�z�|

Œ�ž�Å�è�µ�›�¦���`�‡�b�{�b�‚�o�w�×�µ�Ä�›�¦���b�”�t�x�z 0 �›�¦���`�‡
�b�{

outside_mask �¢�¦�Ó�³�ã�ï�£ �Ž
æ IP �ž�Å�è�µ�w�É�¿�Ä�ë�”�«  �Ú�µ�«�›�¦���`�‡�b�{ IP �ž
�Å�è�µ�U  0 �w	Ô�ù�x  0 �›�–�;�`�‡�b�{ �×�µ�Ä�t�x  255.255.255.255 �›�–�;�`
�‡�b�{
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�Ã�Ñ�¥�ç�Ä �Ã�Ñ�¥�ç�Ä�w�ˆ�^�•�‹�x�K�“�‡�d�œ�{

�¯�Ú�ï�Å  �Þ�”�Å �Í�w
¯�x�z�\�w�¯�Ú�ï�Å�›�Ö�—�p�V�”�Þ�”�Å�›�Ô�`�o�M�‡�b�{

�¯�Ú�ï�Å�d�º

�–�;	Í�w�̈ � �Å�å� �ï �ž�«�·�µ  �æ�µ�Ä�p�¦���^�•�o�M�”�Ä�å�Ñ�Ÿ�¿�«�w�Ý	Â�›� �É�”�Ò�ç�t�b�”�t�x�z aaa authentication
match �¯�Ú�ï�Å�›�–�;�`�‡�b�{ match �¯�Ú�ï�Å�x�z include �¯�Ú�ï�Å�S�‘�|  exclude �¯�Ú�ï�Å�q�‰�a
�¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï�w�¤�p�x�–�;�p�V�‡�d�œ�{ include �¯�Ú�ï�Å�S�‘�|  exclude �¯�Ú�ï�Å�w�E�˜
�“�t  match �¯�Ú�ï�Å�›�–�;�b�”�\�q�›�S�ç�Š�`�‡�b�{ include �¯�Ú�ï�Å�S�‘�|  exclude �¯�Ú�ï�Å�x
ASDM �t�‘�l�o�±�Ù�”�Ä�^�•�o�M�s�M�h�Š�p�b�{

�·�©�á�æ�Â�Ÿ  �è�Õ�ç�U�‰�a� �ï�»�”�Ñ�£� �µ���p  aaa authentication include �S�‘�|  exclude �¯�Ú�ï
�Å�›�–�;�b�”�\�q�x�p�V�‡�d�œ�{�\�w	Ô�ù�x�z aaa authentication match �¯�Ú�ï�Å�›�–�;�b�”
ž�A�U
�K�“�‡�b�{

server_tag aaa-server �¯�Ú�ï�Å�p���[�`�h  AAA �±�”�Ì  �¬�ç�”�Ó�›�¦���`�‡�b�{

service �Ý	Â�U
ž�A�s�±�”�Ï�µ�›�¦���`�‡�b�{�Í�w�M�c�•�T�w�‹�›�¦���p�V�‡�b�{

• any �‡�h�x  tcp/0�¢�b�‚�o�w  TCP �Ä�å�Ñ�Ÿ�¿�«�›�¦���£

• ftp

• http

• https

• ssh

• telnet

• tcp/port[-port]

• udp/port[-port]

• icmp/type

• protocol[/port[-port]]

�r�w�Ó�é�Ä�¯�ç�‡�h�x�±�”�Ï�µ�•�w�É�¿�Ä�ë�”�«  �ž�«�·�µ�t�m�M�o�‹�z �Ý
	Â�›�]�b�‘�O�t�·�©�á�æ�Â�Ÿ  �ž�Ó�å� �ž�ï�µ�›
ƒ���b�”�\�q�x�p�V�‡�b
�U�z�â�”�²�x�z HTTP�z HTTPS�z Telnet�z�‡�h�x  FTP �w�M�c�•�T�p�Ý	Â�›
�Ú
€	!�Z�”�i�Z�p�A�ˆ�‡�b�{�â�”�²�U�\�•�’�w�±�”�Ï�µ�w�M�c�•�T�p�Ý	Â
�^�•�”�q�z�·�©�á�æ�Â�Ÿ  �ž�Ó�å� �ž�ï�µ�x�Ý	Â�›
ž�A�q�b�”���w�Ä�å
�Ñ�Ÿ�¿�«�‹�•�D�`�‡�b�{	Ä�I�t�m�M�o�x�z �®�–�;	Í�w�¨� �Å�å� �ï �¯�›�€
	°�`�o�X�i�^�M�{

�¯�Ú�ï�Å  �Þ�”�Å

�Ñ�•� �ž�¢�¥�”�ç  �Þ�”�Å �·�©�á�æ�Â�Ÿ  �¯�ï�Â�©�µ�Ä

�ç�”�Â�¿�Å �•�a �³�ï�¬�ç

�Ú�ç�½

�¯�ï�Â�©�µ�Ä �³�µ�Â�Ü

�¬�é�”�Ì�ç  �¯�ï�Ñ�Ÿ�ª�á�è�”
�³�ã�ï

• • • • —

�æ�æ�”�µ �!�Ë�º�0

�7�� �\�w�¯�Ú�ï�Å�x�7���w�‹�w�p�b�{
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TCP �·�¿�³�ã�ï�w�³�”�­�ï�µ
j�ø�x�z �³�”�­�ï�µ  �å�ï�¼�Ü�=�›�Ã�Ÿ�·�”�Ò�ç�t�`�h	Ô�ù�p�‹�å�ï�¼
�Ü�=�^�•�”�\�q�U�K�“�‡�b�{�\�w�q	Å�x�z AAA �±�”�Ì�U  TCP �·�¿�³�ã�ï�›�E�æ	r�g�`�o�â�”�²�›
�Ý	Â�`�z�ž�«�·�µ�›�•�D�b�”	Ô�ù�t
C
\�`�‡�b�{

�ë�ï�»� �Ü�Ý	Â

	t���w  IP �ž�Å�è�µ�›�Ë�m�â�”�²�x�z�Ý	Â�·�¿�³�ã�ï�w�8�v�U
~�•�”�‡�p�z�b�‚�o�w�F���S�‘�|�»
� �Ó�w�M�c�•�T�p�Ý	Â�›  1 �s	!�Z�”�i�Z�p�A�ˆ�‡�b�¢�»� �Ü�ž�¢�Ä�‹�t�m�M�o�x�z timeout uauth �¯
�Ú�ï�Å�›�€	°�`�o�X�i�^�M�£ �{�h�q�Q�y�z�·�©�á�æ�Â�Ÿ  �ž�Ó�å� �ž�ï�µ�t  Telnet �q  FTP �w�Ý	Â�›
ƒ
���`�h	Ô�ù�z�7	s�t  Telnet �w�Ý	Â�t
R�­�`�h�â�”�²�x�z�f�w�Ý	Â�·�¿�³�ã�ï�w�'���¤�z FTP �w�Ý	Â
�›	!�Z�”
ž�A�U�K�“�‡�d�œ�{

HTTP �Ý	Â�‡�h�x  HTTPS �Ý	Â�p�x�z timeout uauth �¯�Ú�ï�Å�U
‡	×�t	–�^�s�‹�t
ƒ���^�•�o�M�”	Ô
�ù�p�‹�z�°�S�Ý	Â�^�•�h�â�”�²�w�6�Ý	Â�U
ž�A�t�s�”�\�q�x�K�“�‡�d�œ�{�\�•�x�z�Ò�å�¢�²�U

�®Basic=Uuhjksdkfhk==�¯���È�»�›�©�ß�¿�³�á�`�o�z�p�˜�±� �Ä�•�w�™���w
€���b�‚�o�t�–�;�b�”�h
�Š�p�b�{�\�w���È�»�U	«�ˆ�^�•�”�w�x�z�â�”�²�U  Web �Ò�å�¢�²�w� �ï�µ�»�ï�µ�›�b�‚�o	4�ƒ�`�z�6
�I�ˆ�`�h�q�V�i�Z�p�b�{�©�ß�¿�³�á�›�Ñ�å�¿�³�á�`�o�‹�™�¯�U�K�“�‡�d�œ�{

�Ý	Â�½�ß�è�ï�´�w	!	ô�t
ž�A�s�ž�Ó�æ�­�”�³�ã�ï

�r�w�Ó�é�Ä�¯�ç�‡�h�x�±�”�Ï�µ�•�w�É�¿�Ä�ë�”�«  �ž�«�·�µ�t�m�M�o�‹�z �Ý	Â�›�]�b�‘�O�t�·�©�á�æ
�Â�Ÿ  �ž�Ó�å� �ž�ï�µ�›
ƒ���b�”�\�q�x�p�V�‡�b�U�z�â�”�²�x�z HTTP�z HTTPS�z Telnet�z�‡�h�x  FTP
�w�M�c�•�T�p�Ý	Â�›�Ú
€	!�Z�”�i�Z�p�A�ˆ�‡�b�{�â�”�²�U�\�•�’�w�±�”�Ï�µ�w�M�c�•�T�p�Ý	Â�^�•
�”�q�z�·�©�á�æ�Â�Ÿ  �ž�Ó�å� �ž�ï�µ�x�Ý	Â�›
ž�A�q�b�”���w�Ä�å�Ñ�Ÿ�¿�«�‹�•�D�`�‡�b�{

�·�©�á�æ�Â�Ÿ  �ž�Ó�å� �ž�ï�µ�U  AAA �;�t�±�Ù�”�Ä�`�o�M�”�Ý	Â�Ù�”�Ä�x�z�{���‹�p�b�{

• FTP �w	Ô�ù�x�Ù�”�Ä  21

• Telnet �w	Ô�ù�x�Ù�”�Ä  23

• HTTP �w	Ô�ù�x�Ù�”�Ä  80

• HTTPS �w	Ô�ù�x�Ù�”�Ä  443

�·�©�á�æ�Â�Ÿ  �ž�Ó�å� �ž�ï�µ�w�Ý	Â�Ó�é�ï�Ó�Ä

Telnet �S�‘�|  FTP �p�x�z�·�©�á�æ�Â�Ÿ  �ž�Ó�å� �ž�ï�µ�U�Ý	Â�Ó�é�ï�Ó�Ä�›
\
R�`�‡�b�{

HTTP �p�x�z�·�©�á�æ�Â�Ÿ  �ž�Ó�å� �ž�ï�µ�x�Ã�Ñ�¥�ç�Ä�p�,�Š  HTTP �Ý	Â�›�–�;�`�z�Ý	Â�Ó�é�ï�Ó
�Ä�›���™�`�‡�b�{�â�”�²�U�â�”�²�Ê�q�Í�µ�ë�”�Å�›�Ö�—�p�V�”�º
æ  Web �Ö�”�´�t�â�”�²�›�æ�¼� 
�è�«�Ä�b�”�‘�O�t�·�©�á�æ�Â�Ÿ  �ž�Ó�å� �ž�ï�µ�›
ƒ���b�”�\�q�‹�p�V�‡�b�¢ aaa authentication
listener �¯�Ú�ï�Å�p
ƒ���`�‡�b�£ �{

HTTPS �p�x�z�·�©�á�æ�Â�Ÿ  �ž�Ó�å� �ž�ï�µ�U�§�µ�»�Ü  �é�¬� �ï�h�Ø�›
\
R�`�‡�b�{�â�”�²�U�â�”
�²�Ê�q�Í�µ�ë�”�Å�›�Ö�—�p�V�”�º
æ  Web �Ö�”�´�t�â�”�²�›�æ�¼� �è�«�Ä�b�”�‘�O�t�·�©�á�æ�Â�Ÿ
�ž�Ó�å� �ž�ï�µ�›
ƒ���b�”�\�q�‹�p�V�‡�b�¢ aaa authentication listener �¯�Ú�ï�Å�p
ƒ���`�‡�b�£ �{

�æ�¼� �è�«�³�ã�ï�x�,�Š�M�Ü�›�~�‘�`�h�;�ó�p�b�{�æ�¼� �è�«�³�ã�ï�›�–�;�b�”�q�z�Ý	Â�Ì�w�â�”
�²  �¤�«�µ�Ö�æ�¤�ï�µ�U�²	Í�b�”�q�ž�t�z Easy VPN �Þ�”�Å�q�Ñ�•� �ž�¢�¥�”�ç  �Þ�”�Å�w�r�j�’�w
�Þ�”�Å�p�‹  HTTP �S�‘�|  HTTPS �t���`�o�‰�í�w�â�”�²  �¤�«�µ�Ö�æ�¤�ï�µ�U���™�^�•�‡�b�{�·�©�á
�æ�Â�Ÿ �ž�Ó�å� �ž�ï�µ�p�w�Ú
€�Ý	Â�‹�±�Ù�”�Ä�^�•�o�M�‡�b�{

�,�Š  HTTP �Ý	Â�›�–�;�`���Z�h�M�U�‘�M	Ô�ù�‹�K�“�‡�b�{ �·�©�á�æ�Â�Ÿ  �ž�Ó�å� �ž�ï�µ�p�æ�µ�Ç�ï
�¬  �Ù�”�Ä�›�‰�X
ž�A�U�s�M	Ô�ù�•�z�ç�”�»	Í�w  NAT �›�–�;�`�o�M�”�h�Š�z�·�©�á�æ�Â�Ÿ  �ž�Ó�å� 
�ž�ï�µ�p���™�^�•�”  Web �Ö�”�´�w�!�õ�F���›�^
R�b�”
ž�A�U�s�M	Ô�ù�z�K�”�M�x�,�Š  HTTP �Ý	Â
�w�M�U�É�¿�Ä�ë�”�«�p�®�L�$�t�;�ó�b�”	Ô�ù�p�b�{�h�q�Q�y�z�?� �Ý�”�ç�t  URL �U�’�Š���‡�•�o
�M�”�‘�O�s
‡�Ò�å�¢�²  �ž�Ó�æ�­�”�³�ã�ï�p�x�z�,�Š�Ý	Â�q�w�“�õ
Q�U�ô�M�D�ó
Q�U�K�“�‡�b�{
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Y�`�X�Ý	Â�^�•�”�q�z�·�©�á�æ�Â�Ÿ  �ž�Ó�å� �ž�ï�µ�t�‘�l�o�i�w�|
Œ�t�æ�¼� �è�«�Ä�^�•�‡�b�{�|

Œ�±�”�Ì�t�‹� �×�w�Ý	Â	����V�U�K�”	Ô�ù�z�â�”�²�x���w�â�”�²�Ê�q�Í�µ�ë�”�Å�›�Ö�—�`�‡�b�{�,
�Š HTTP �Ý	Â�›�–�;�`�o�M�o�z�|
Œ�±�”�Ì�;�t���w�â�”�²�Ê�q�Í�µ�ë�”�Å�›�Ö�—�b�”
ž�A�U�K�”	Ô
�ù�x�z virtual http  �¯�Ú�ï�Å�›
ƒ���b�”
ž�A�U�K�“�‡�b�{

�¢�«�£ aaa authentication secure-http-client �¯�Ú�ï�Å�›�–�;�`�s�M�‡�‡  HTTP �Ý	Â�›�–�;�b�”�q�z�â�”�²�Ê
�q�Í�µ�ë�”�Å�x�«�æ�ž  �Â�©�µ�Ä�p�«�å� �ž�ï�Ä�T�’�·�©�á�æ�Â�Ÿ  �ž�Ó�å� �ž�ï�µ�t
ù	ô�^�•�‡
�b�{ HTTP �Ý	Â�›� �É�”�Ò�ç�t�b�”	Ô�ù�x�z
ž�c  aaa authentication secure-http-client �¯�Ú�ï�Å�›�–
�;�b�”�\�q�›�S�ç�Š�`�‡�b�{

FTP �p�x�z�â�”�²�U�·�©�á�æ�Â�Ÿ  �ž�Ó�å� �ž�ï�µ�w�â�”�²�Ê�z�ž�¿�Ä�Ú�”�«�¢ @�£�z FTP �â�”�²�Ê
�¢ name1@name2 ���Ü�£�›�Ö�—�b�”�¦�Ó�³�ã�ï�U�K�“�‡�b�{�Í�µ�ë�”�Å�›�Ö�—�b�”�q�V�z�â�”�²�x�·
�©�á�æ�Â�Ÿ  �ž�Ó�å� �ž�ï�µ�w�Í�µ�ë�”�Å�t���Z�o�ž�¿�Ä�Ú�”�«�¢ @�£�›�Ö�—�`�z�Í�t  FTP �Í�µ�ë�”
�Å�›�Ö�—�`�‡�b�¢ password1@password2�£�{�h�q�Q�y�z�Í�w�‘�O�t�Ö�—�`�‡�b�{

name> jamiec@jchrichton
password>  letmein@he110

�\�w�;�ó�U�þ�q�m�w�x�z�Ñ�•� �ž�¢�¥�”�ç�›�§�µ�­�”�Å�`�o�M�o�z
ó
:�w�é�¬� �ï�U
ž�A�t�s�”	Ô
�ù�p�b�{�Ê
²�•�Í�µ�ë�”�Å�U
ó
:�K�”	Ô�ù�x�z�ž�¿�Ä�Ú�”�«�¢ @�£�›
ó
:�–�;�`�o�z�f�•�g�•�›�à

~�“�‡�b�{

�•�D�^�•�”�é�¬� �ï�¼�æ�w�s
:�x�z�±�Ù�”�Ä�^�•�o�M�”�Ó�é�Ä�¯�ç�t�‘�l�o�Í�w�‘�O�t�Ÿ�s�“�‡
�b�{

�µ�»�Â�Ÿ�¿�«  PAT �q  HTTP

HTTP �w�Ý	Â�p�x�z�µ�»�Â�Ÿ�¿�«  PAT �U
ƒ���^�•�o�M�”	Ô�ù�z�·�©�á�æ�Â�Ÿ  �ž�Ó�å� �ž�ï�µ�x�î
�M�w�Ù�”�Ä�›�½�£�¿�«�`�‡�b�{�î�M�w�Ù�”�Ä  80 �|�o�w�Ä�å�Ñ�Ÿ�¿�«�›�U	Z�`�h	Ô�ù�z�Ú�¿�Ð�ï�¬
�Ù�”�Ä�U�?
j�p�K�”�T�t�T�T�˜�’�c�z�·�©�á�æ�Â�Ÿ  �ž�Ó�å� �ž�ï�µ�x�f�w  HTTP 
€���›�E�æ	!	ô
�`�z�Ý	Â�›�§
M�`�‡�b�{

�h�q�Q�y�z�Ž
æ  TCP �Ù�”�Ä  889 �U�Í�w�‘�O�t�Ù�”�Ä  80�¢ www�£�t�!�õ�^�•�o�M�o�z�����b�”�b�‚
�o�w�ž�«�·�µ  �æ�µ�Ä�p�\�w�Ä�å�Ñ�Ÿ�¿�«�U�•�D�^�•�o�M�”�q�`�‡�b�{

static (inside,outside) tcp 10.48.66.155 889 192.168.123.10 www netmask 
255.255.255.255

�\�w	Ô�ù�z�â�”�²�U  10.48.66.155 �t�Ù�”�Ä  889 �p�ž�«�·�µ�`�‘�O�q�b�”�q�z�·�©�á�æ�Â�Ÿ  �ž�Ó�å� 
�ž�ï�µ�U�Ä�å�Ñ�Ÿ�¿�«�›�E�æ	!	ô�`�o  HTTP �Ý	Â�›�§
M�`�‡�b�{�·�©�á�æ�Â�Ÿ  �ž�Ó�å� �ž�ï�µ�U
HTTP 
€���w�¬�q�›�•�D�b�”
²�t�z�â�”�²�w  Web �Ò�å�¢�²�t  HTTP �Ý	Â�Ö�”�´�U
¯�Ô�^�•�‡�b�{

�Ó�é�Ä�¯�ç �•�D�^�•�”�é�¬� �ï�¼�æ�w�s
:

FTP ���§�l�h�Í�µ�ë�”�Å�›�Ö�—�b�”�q�z
€���U�h�i�j�t�Å�é�¿�Ó�^�•�”�{

HTTP

HTTPS

�é�¬� �ï�U
R�­�b�”�‡�p�z�?�s�p�‹�Ó�é�ï�Ó�Ä�U�6
¯�Ô�^�•�”�{

Telnet 4 �s�æ

�b�”�q
€���U�Å�é�¿�Ó�^�•�”�{
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�Í�w�«�w�‘�O�t�z�é�”�§�ç  �Ù�”�Ä�U  80 �Ž�Ž�t�s�l�o�M�”�q�`�‡�b�{

static (inside,outside) tcp 10.48.66.155 889 192.168.123.10 111 netmask 
255.255.255.255

�\�w	Ô�ù�z�â�”�²�t�x�Ý	Â�Ö�”�´�U
¯�Ô�^�•�‡�d�œ�{�E�˜�“�t�z�·�©�á�æ�Â�Ÿ  �ž�Ó�å� �ž�ï�µ�x
Web �Ò�å�¢�²�t�¤�å�”  �Ý�¿�·�”�´�›
ù	ô�`�o�z�A�{�^�•�h�±�”�Ï�µ�›�–�;�b�”�t�x�â�”�²�U�Ý	Â
�›	!�Z�”
ž�A�U�K�”�\�q�›�è�Œ�`�‡�b�{

�·�©�á�æ�Â�Ÿ  �ž�Ó�å� �ž�ï�µ�p�w�Ú
€�Ý	Â

HTTP�zHTTPS�zTelnet�z�‡�h�x  FTP �U�·�©�á�æ�Â�Ÿ  �ž�Ó�å� �ž�ï�µ�›�è�a�b�”�\�q�›�•�D�d�c�z��
�w�»� �Ó�w�Ä�å�Ñ�Ÿ�¿�«�t�0�`�o�x�Ý	Â�›�]�b	Ô�ù�x�z aaa authentication listener �¯�Ú�ï�Å�›
ƒ��
�b�”�\�q�p�z HTTP �‡�h�x  HTTPS �›�–�;�`�o�·�©�á�æ�Â�Ÿ  �ž�Ó�å� �ž�ï�µ�p�Ú
€�Ý	Â�p�V�‡�b�{

� �ï�»�”�Ñ�£� �µ�t�0�`�o  AAA �›� �”�Ò�ç�t�b�”�q�z�·�©�á�æ�Â�Ÿ  �ž�Ó�å� �ž�ï�µ�p�w�Ú
€�Ý	Â
�U�Í�w  URL �p�D�ó�t�s�“�‡�b�{

http:// interface_ip [ : port ] /netaccess/connstatus.html
https:// interface_ip [ : port ] /netaccess/connstatus.html

�‡�h�x�z�>
Ý  Telnet �›
ƒ���b�”�M�O�‹�K�“�‡�b�¢ virtual telnet  �¯�Ú�ï�Å�›�–�;�£ �{�>
Ý  Telnet �›
ƒ
���`�h	Ô�ù�z�â�”�²�x�·�©�á�æ�Â�Ÿ  �ž�Ó�å� �ž�ï�µ	Í�p
ƒ���^�•�h	t���w  IP �ž�Å�è�µ�t  Telnet �p

€���`�z�·�©�á�æ�Â�Ÿ  �ž�Ó�å� �ž�ï�µ�U  Telnet �Ó�é�ï�Ó�Ä�›���™�`�‡�b�{

�« �Í�w�«�x�z�Ž
æ� �ï�»�”�Ñ�£� �µ�p�º
æ  IP �ž�Å�è�µ�U  192.168.0.0�z�É�¿�Ä�Ú�µ�«�U  255.255.0.0�z�b
�‚�o�w�×�µ�Ä�w�Ž
æ  IP �ž�Å�è�µ�w  TCP �Ä�å�Ñ�Ÿ�¿�«�›  tacacs+ �q�M�O�±�”�Ì  �¬�ç�”�Ó�›�–�;�`�o
�Ý	Â�`�‡�b�{ 2 �æ�è�w�¯�Ú�ï�Å�p�x�z�Ž
æ� �ï�»�”�Ñ�£� �µ�p�z�º
æ�ž�Å�è�µ�U  192.168.38.0�z�b�‚
�o�w�×�µ�Ä�w�Ž
æ  IP �ž�Å�è�µ�w  Telnet �Ä�å�Ñ�Ÿ�¿�«�›�Ý	Â�T�’	†�Ž�`�o�M�‡�b�{

hostname(config)# aaa authentication include tcp/0 outside 192.168.0.0 255.255.0.0 0 0 
tacacs+
hostname(config)# aaa authentication exclude telnet outside 192.168.38.0 255.255.255.0 
0 0 tacacs+

�Í�w�«�x�z interface-name �Í�å�Ý�”�»�w�–�;�M�O�›�Ô�`�o�M�‡�b�{�·�©�á�æ�Â�Ÿ  �ž�Ó�å� �ž�ï�µ�t
�x�z�º 
æ�É�¿�Ä�ë�” �«  192.168.1.0�z�Ž
æ�É�¿�Ä�ë�” �«  209.165.201.0�¢�±�Ò�É�¿�Ä �Ú�µ�«
255.255.255.224�£�z�S�‘�|�¥�„�É�¿�Ä�ë�”�«  209.165.202.128�¢�±�Ò�É�¿�Ä  �Ú�µ�«  255.255.255.224�£�U

€���^�•�o�M�‡�b�{  

�Í�w�«�p�x�z�º
æ�É�¿�Ä�ë�”�«�T�’�Ž
æ�É�¿�Ä�ë�”�«�|�o�t
ù	ô�^�•�”
€���w�Ý	Â�›� �É�”�Ò�ç�t
�`�‡�b�{

hostname(config)# aaa authentication include tcp/0 inside 192.168.1.0 255.255.255.0 
209.165.201.0 255.255.255.224 tacacs+  

�Í�w�«�p�x�z�º
æ�É�¿�Ä�ë�”�«�T�’�¥�„�É�¿�Ä�ë�”�«�|�o�t
ù	ô�^�•�”
€���w�Ý	Â�›� �É�”�Ò�ç�t
�`�‡�b�{

hostname(config)# aaa authentication include tcp/0 inside 192.168.1.0 255.255.255.0 
209.165.202.128 255.255.255.224 tacacs+

�Í�w�«�p�x�z�Ž
æ�É�¿�Ä�ë�”�«�T�’�º
æ�É�¿�Ä�ë�”�«�|�o�t
ù	ô�^�•�”
€���w�Ý	Â�›� �É�”�Ò�ç�t
�`�‡�b�{

hostname(config)# aaa authentication include tcp/0 outside 192.168.1.0 255.255.255.0 
209.165.201.0 255.255.255.224 tacacs+
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�Í�w�«�p�x�z�Ž
æ�É�¿�Ä�ë�”�«�T�’�¥�„�É�¿�Ä�ë�”�«�|�o�t
ù	ô�^�•�”
€���w�Ý	Â�›� �É�”�Ò�ç�t
�`�‡�b�{

hostname(config)# aaa authentication include tcp/0 outside 209.165.202.128 
255.255.255.224 209.165.201.0 255.255.255.224 tacacs+

�Í�w�«�p�x�z�¥�„�É�¿�Ä�ë�”�«�T�’�Ž
æ�É�¿�Ä�ë�”�«�|�o�t
ù	ô�^�•�”
€���w�Ý	Â�›� �É�”�Ò�ç�t
�`�‡�b�{

hostname(config)# aaa authentication include tcp/0 perimeter 209.165.202.128 
255.255.255.224 209.165.201.0 255.255.255.224 tacacs+

���È�¯�Ú�ï�Å �¯�Ú�ï�Å 
†�Ì

aaa authentication console �›�V�Þ�”�Å�t�Ö�”�q�V�w�Ý	Â�›� �É�”�Ò�ç�‡�h�x�Ã�Ÿ�·�”�Ò�ç�t
�`�‡�b�{�K�”�M�x�z�¦���`�h
€���»� �Ó�p�·�©�á�æ�Â�Ÿ  �ž�Ó�å� �ž
�ï�µ�t�ž�«�·�µ�b�”	Ô�ù�t�z�Ý	Â�¬�Ý�›�A�{�`�‡�b�{

aaa authentication match 	°�ù�;�w�ž�«�·�µ  �æ�µ�Ä�w�Ê
²�¢�Ä
²�t  access-list �¯�Ú�ï�Å�p���[
�`�h�‹�w�£�›�¦���`�o�z�°�•�`�h	Ô�ù�t�Ý	Â�`�‡�b�{

aaa authentication 
secure-http-client

HTTP �A�{�U�·�©�á�æ�Â�Ÿ  �ž�Ó�å� �ž�ï�µ�›�è�a�b�”�\�q�›�•�D
�b�”
²�t�z �·�©�á�æ�Â�Ÿ  �ž�Ó�å� �ž�ï�µ�t�0�`�o�·�©�á�ž�s�â�”�²
�Ý	Â�M�Ü�›���™�`�‡�b�{

aaa-server protocol �¬�ç�”�Ó���È�w�±�”�Ì  �ž�Ä�æ�Ï�á�”�Ä�›
ƒ���`�‡�b�{

aaa-server host �×�µ�Ä���È�w�ž�Ä�æ�Ï�á�”�Ä�›
ƒ���`�‡�b�{
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aaa authentication console
SSH�z HTTP�z Telnet 
€���›�p�`�o�z�‡�h�x�·�©�á�æ�Â�Ÿ  �ž�Ó�å� �ž�ï�µ�w  Console �¯�É�«�»�T�’�·
�©�á�æ�Â�Ÿ  �ž�Ó�å� �ž�ï�µ  �¯�ï�¹�”�ç�t�ž�«�·�µ�b�”�q�V�w�Ý	Â�±�”�Ï�µ�›� �É�”�Ò�ç�t�b�”�t
�x�z�¬�é�”�Ì�ç  �¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï  �Þ�”�Å�p  aaa authentication console �¯�Ú�ï�Å�›�–�;�`�‡
�b�{�\�w�¯�Ú�ï�Å�p�z�›�V  EXEC �Þ�”�Å�•�w�ž�«�·�µ�‹� �É�”�Ò�ç�t�s�“�‡�b�{�\�w�Ý	Â�±�”�Ï�µ
�›�Ã�Ÿ�·�”�Ò�ç�t�b�”�t�x�z�\�w�¯�Ú�ï�Å�w  no ���Ü�›�–�;�`�‡�b�{

aaa authentication { serial | enable | telnet | ssh | http}  console { server-tag [LOCAL ] | LOCAL }

no aaa authentication { serial | enable | telnet | ssh | http}  console { server-tag [LOCAL ] | LOCAL }

�³�ï�»�¿�«�µ�w
†�Ì

�Ã�Ñ�¥�ç�Ä �Ã�Ñ�¥�ç�Ä�p�x�z�é�”�§�ç  �Ã�”�»�Õ�”�µ�•�w�Ñ�¥�”�ç�Ì�¿�«�x�Ã�Ÿ�·�”�Ò�ç�t�s�l�o�M�‡�b�{

�¯�Ú�ï�Å  �Þ�”�Å �Í�w
¯�x�z�\�w�¯�Ú�ï�Å�›�Ö�—�p�V�”�Þ�”�Å�›�Ô�`�o�M�‡�b�{

�¯�Ú�ï�Å�d�º

�–�;	Í�w�̈ � �Å�å� �ï CLI �Ý	Â�›� �É�”�Ò�ç�t�`�h	Ô�ù�x�z�·�©�á�æ�Â�Ÿ  �ž�Ó�å� �ž�ï�µ�U�z�é�¬� �ï�;�w�â�”�²�Ê�q�Í
�µ�ë�”�Å�›�Ö�—�b�”�‘�O�t�{�Š�”�Ó�é�ï�Ó�Ä�›
¯�Ô�`�‡�b�{ 
ž�A�s	Ø�C�›�Ö�—�b�”�q�z �â�”�²  EXEC
�Þ�”�Å�t�ž�«�·�µ�p�V�‡�b�{

enable enable �¯�Ú�ï�Å�›�–�;�`�o�›�V  EXEC �Þ�”�Å�p�Ö�—�`�h�¤�ï�Ä�æ�w�Ý	Â�›
� �É�”�Ò�ç�t�`�‡�b�{

http HTTPS 
€���w  ASDM �·�¿�³�ã�ï�w�Ý	Â�›� �É�”�Ò�ç�t�`�‡�b�{ HTTP �w��
�g�Ý	Â�p�x�z SDI �±�”�Ì  �¬�ç�”�Ó�w�Ó�é�Ä�¯�ç�›�±�Ù�”�Ä�`�o�M�‡�d�œ�{

LOCAL LOCAL �©�”�ë�”�Å�t�x�z 2 �m�w�–�;�M�O�U�K�“�‡�b�{�é�”�§�ç  �Ã�”�»�Õ�”
�µ�›�–�;�b�”�‘�O�t�¦���b�”�M�O�q�z �¦���`�h�Ý	Â�±�”�Ì�›�b�;�p�V�s�M	Ô
�ù�t�é�”�§�ç  �Ã�”�»�Õ�”�µ�t�Ñ�¥�”�ç�Ì�¿�«�b�”�‘�O�t�¦���b�”�M�O�p
�b�{

serial �³�æ�ž�ç  �¯�ï�¹�”�ç  � �ï�»�”�Ñ�£� �µ�p�¬�q�`�h���g�·�¿�³�ã�ï�w�Ý	Â�›
� �É�”�Ò�ç�t�`�‡�b�{

server-tag aaa-server protocol �¯�Ú�ï�Å�p���[�`�h  AAA �±�”�Ì  �¬�ç�”�Ó  �»�¬�›�¦���`
�‡�b�{

LOCAL  �q�M�O�±�”�Ì  �¬�ç�”�Ó�»�¬�›�¦���b�”�q�z�é�”�§�ç�w�â�”�²  �Ã�”
�»�Õ�”�µ�›�–�;�p�V�‡�b�{

ssh SSH �w���g�·�¿�³�ã�ï�w�Ý	Â�›� �É�”�Ò�ç�t�`�‡�b�{

telnet Telnet 
€���w���g�·�¿�³�ã�ï�w�Ý	Â�›� �É�”�Ò�ç�t�`�‡�b�{

�¯�Ú�ï�Å  �Þ�”�Å

�Ñ�•� �ž�¢�¥�”�ç  �Þ�”�Å �·�©�á�æ�Â�Ÿ  �¯�ï�Â�©�µ�Ä

�ç�”�Â�¿�Å �•�a �³�ï�¬�ç

�Ú�ç�½

�¯�ï�Â�©�µ�Ä �³�µ�Â�Ü

�¬�é�”�Ì�ç  �¯�ï�Ñ�Ÿ�ª�á�è�”
�³�ã�ï

• • • • —

�æ�æ�”�µ �!�Ë�º�0

�7�� �\�w�¯�Ú�ï�Å�x�7���w�‹�w�p�b�{
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�›�V  EXEC �Þ�”�Å�t�Ö�”�t�x�z enable �¯�Ú�ï�Å�T�z login �¯�Ú�ï�Å�¢�é�”�§�ç  �Ã�”�»�Õ�”�µ�i�Z�›
�–�;�`�o�M�”	Ô�ù�£�›�Ö�—�`�‡�b�{

� �É�”�Ò�ç�Ý	Â�›
ƒ���`�h	Ô�ù�x�z�·�©�á�æ�Â�Ÿ  �ž�Ó�å� �ž�ï�µ�U�z�â�”�²�Ê�q�Í�µ�ë�”�Å�›�Ö�—
�b�”�‘�O�t�{�Š�”�Ó�é�ï�Ó�Ä�›
¯�Ô�`�‡�b�{� �É�”�Ò�ç�Ý	Â�›
ƒ���`�o�M�s�M	Ô�ù�x�z enable �¯�Ú
�ï�Å�›�Ö�—�b�”�q�V�t�³�µ�Â�Ü  � �É�”�Ò�ç  �Í�µ�ë�”�Å�¢ enable password �¯�Ú�ï�Å�p
ƒ���£�›�Ö�—
�`�‡�b�{�h�i�`�z� �É�”�Ò�ç�Ý	Â�›�–�;�`�s�M�q�z enable �¯�Ú�ï�Å�›�Ö�—�`�h�™�p�z�›���w�â�”�²
�q�`�o�é�¬� �ï�b�”�\�q�x�K�“�‡�d�œ�{�â�”�²�Ê�›�¡�Ë�`�h�M	Ô�ù�x�z� �É�”�Ò�ç�Ý	Â�›�–�;�`�o
�X�i�^�M�{�\�w�;�ó�x�z�¯�Ú�ï�Å�w�Ý	Â�›�æ�O	Ô�ù�z�m�‡�“�â�”�²�U�Ö�—�p�V�”�¯�Ú�ï�Å�›�z�â�”
�²�Ê�p�>�Š�”	Ô�ù�t�›�t�(�b�p�b�{

�é�”�§�ç  �Ã�”�»�Õ�”�µ�›�–�l�o�Ý	Â�b�”	Ô�ù�x�z login �¯�Ú�ï�Å�›�–�;�p�V�‡�b�{�\�w	Ô�ù�x�z �â�”
�²�Ê�U�¡�Ë�^�•�z�Ý	Â�›���®�t�b�”
ƒ���x
ž�A�K�“�‡�d�œ�{

�·�©�á�æ�Â�Ÿ  �ž�Ó�å� �ž�ï�µ�p  Telnet�zSSH�z�‡�h�x  HTTP �w�â�”�²�w�Ý	Â�›�‰�•�b�”
²�t�z telnet�z
ssh�z�S�‘�|  http �¯�Ú�ï�Å�›�–�;�`�o�·�©�á�æ�Â�Ÿ  �ž�Ó�å� �ž�ï�µ�•�w�ž�«�·�µ�›
ƒ���b�”
ž�A�U
�K�“�‡�b�{�\�•�’�w�¯�Ú�ï�Å�p�z�·�©�á�æ�Â�Ÿ  �ž�Ó�å� �ž�ï�µ�q�è	ô�p�V�”  IP �ž�Å�è�µ�U�>�‡�“
�‡�b�{ Telnet 
€���p�x�z�º
æ� �ï�»�”�Ñ�£� �µ�S�‘�|  IPSec �›
ƒ���`�h�Ž
æ� �ï�»�”�Ñ�£� �µ�T�’
�·�©�á�æ�Â�Ÿ  �ž�Ó�å� �ž�ï�µ  �¯�ï�¹�”�ç�t�ž�«�·�µ�p�V�‡�b�{ SSH �w	Ô�ù�x�z�r�w� �ï�»�”�Ñ�£
� �µ�T�’�p�‹�·�©�á�æ�Â�Ÿ  �ž�Ó�å� �ž�ï�µ  �¯�ï�¹�”�ç�t�ž�«�·�µ�p�V�‡�b�{

http  �©�”�ë�”�Å�x�z HTTPS �›�–�;�`�o�·�©�á�æ�Â�Ÿ  �ž�Ó�å� �ž�ï�µ�t�ž�«�·�µ�b�”  ASDM �«�å� 
�ž�ï�Ä�›�Ý	Â�`�‡�b�{ HTTP �Ý	Â�x�z AAA �±�”�Ì�›�–�;�b�”	Ô�ù�i�Z
ƒ���b�”
ž�A�U�K�“�‡�b�{�Ã
�Ñ�¥�ç�Ä�p�x�z�\�w�¯�Ú�ï�Å�›
ƒ���`�s�X�o�‹�z ASDM �x�Ý	Â�;�t�é�”�§�ç  �Ã�”�»�Õ�”�µ�›�–�;
�`�‡�b�{ HTTP ���g�Ý	Â�p�x�z AAA �±�”�Ì  �¬�ç�”�Ó�;�t  SDI �Ó�é�Ä�¯�ç�›�±�Ù�”�Ä�`�o�M�‡�d�œ�{

�Ý	Â�;�t  AAA �±�”�Ì  �¬�ç�”�Ó�›�–�O	Ô�ù�x�z�·�©�á�æ�Â�Ÿ  �ž�Ó�å� �ž�ï�µ�p  AAA �±�”�Ì�›�b�;
�p�V�s�M�q�V�t�é�”�§�ç  �Ã�”�»�Õ�”�µ�›�Ñ�¥�”�ç�Ì�¿�«�q�`�o�–�;�b�”�‘�O�t
ƒ���p�V�‡�b�{ �\�w
�h�Š�t�x�z�±�”�Ì  �¬�ç�”�Ó�Ê�w�Í�t  LOCAL  �q�Ö�—�`�‡�b�¢ LOCAL  �x
ž�c�G���È�p�Ö�—�`�o�X�i
�^�M�£�{�é�”�§�ç  �Ã�”�»�Õ�”�µ�w�â�”�²�Ê�q�Í�µ�ë�”�Å�x�z AAA �±�”�Ì�q�‰�a�‹�w�t�b�”�\�q�›�S
�ç�Š�`�‡�b�{�\�•�x�z�·�©�á�æ�Â�Ÿ  �ž�Ó�å� �ž�ï�µ�w�Ó�é�ï�Ó�Ä�t�x�z�r�j�’�w�M�O�p�Ý	Â�`�o�M
�”�T�U�Ô�^�•�s�M�T�’�p�b�{

�é�”�§�ç  �Ã�”�»�Õ�”�µ�›	��s�Ý	Â�M�O�¢�Ñ�¥�”�ç�Ì�¿�«�s�`�£�t�b�”�\�q�‹�p�V�‡�b�{�\�w	Ô�ù
�x�z LOCAL  �i�Z�›�Ö�—�`�‡�b�{

HTTP �Ý	Â�p�A�{�p�V�”�â�”�²�Ê�w�7�G�Õ�x�z 30 ���È�p�b�{�Í�µ�ë�”�Å�w�7�G�Õ�x  16 ���È�p�b�{

�Í�w
¯�t�z�\�w�¯�Ú�ï�Å�p�¦���`�h�¦�Ó�³�ã�ï�t�‘�l�o�z�·�©�á�æ�Â�Ÿ  �ž�Ó�å� �ž�ï�µ  �¯�ï�¹�”
�ç�•�w�ž�«�·�µ�›�Ý	Â�b�”�q�V�w	r�g�U�r�w�‘�O�t�Ÿ�s�”�T�›�Ô�`�‡�b�{  

SSH �p�w�Ý	Â�A�{�U�»� �Ü�ž�¢�Ä�t�s�l�h�¢ AAA �±�”�Ì�U�¼�¢�ï�`�o�M�”�T�b�;�p�V�s�M�£	Ô�ù
�x�z pix �q�M�O�â�”�²�Ê�q� �É�”�Ò�ç  �Í�µ�ë�”�Å�¢ enable password �¯�Ú�ï�Å�p
ƒ���£�›�–�;�`�o�·
�©�á�æ�Â�Ÿ  �ž�Ó�å� �ž�ï�µ�t�ž�«�·�µ�p�V�‡�b�{�Ã�Ñ�¥�ç�Ä�p�x�z� �É�”�Ò�ç  �Í�µ�ë�”�Å�x�Ò�å

�¦�Ó�³�ã�ï �•�D�^�•�”�é�¬� �ï�¼�æ�w�s
:

Enable 3 �s�æ

�b�”�q�ž�«�·�µ�U�‹
q�^�•�”�{

Serial 
R�­�b�”�‡�p�?�s�p�‹�¼�æ�p�V�”�{

SSH 3 �s�æ

�b�”�q�ž�«�·�µ�U�‹
q�^�•�”�{

Telnet 
R�­�b�”�‡�p�?�s�p�‹�¼�æ�p�V�”�{

HTTP 
R�­�b�”�‡�p�?�s�p�‹�¼�æ�p�V�”�{
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�ï�«�p�b�{�\�w�ˆ�^�x�z AAA �U
ƒ���^�•�o�M�s�M	Ý�6�p�·�©�á�æ�Â�Ÿ  �ž�Ó�å� �ž�ï�µ�t�é�¬� �ï
�b�”	Ô�ù�q�Ÿ�s�“�‡�b�{ AAA �U
ƒ���^�•�o�M�s�M	Ô�ù�x�z�é�¬� �ï  �Í�µ�ë�”�Å�¢ passwd �¯�Ú�ï�Å
�p
ƒ���£�›�–�;�`�‡�b�{

aaa authentication http console �¯�Ú�ï�Å���›���[�`�o�M�s�M	Ô�ù�x�z ASDM �›�–�;�`�o�z�â�”�²�Ê
�q�·�©�á�æ�Â�Ÿ  �ž�Ó�å� �ž�ï�µ�w� �É�”�Ò�ç  �Í�µ�ë�”�Å�¢ enable password �¯�Ú�ï�Å�p
ƒ���£�›�Ö
�—�`�s�X�o�‹�·�©�á�æ�Â�Ÿ  �ž�Ó�å� �ž�ï�µ�t�ž�«�·�µ�p�V�‡�b�{ aaa �¯�Ú�ï�Å�›���[�`�h	Ô�ù�p
�‹�z HTTP �w�Ý	Â�A�{�U�»� �Ü�ž�¢�Ä�`�h�q�V �¢ AAA �±�”�Ì�U�¼�¢�ï�`�o�M�”�T�b�;�p�V�s�M�£ �x�z
�Ã�Ñ�¥�ç�Ä�w���g	��â�”�²�Ê�q� �É�”�Ò�ç  �Í�µ�ë�”�Å�›�–�;�`�o�·�©�á�æ�Â�Ÿ  �ž�Ó�å� �ž�ï�µ�t
�ž�«�·�µ�p�V�‡�b�{�Ã�Ñ�¥�ç�Ä�p�x�z� �É�”�Ò�ç  �Í�µ�ë�”�Å�x
ƒ���^�•�o�M�‡�d�œ�{

�« �Í�w�«�x�z �®radius� �̄q�M�O�±�”�Ì  �»�¬�w  RADIUS �±�”�Ì�•�w  Telnet 
€���p  aaa authentication console
�¯�Ú�ï�Å�›�–�;�b�”�M�O�›�Ô�`�o�M�‡�b�{

hostname(config)# aaa authentication telnet console radius

�Í�w�«�p�x�z�±�”�Ì  �¬�ç�”�Ó�® AuthIn�¯�›���g�Ý	Â�;�t�¦���`�o�M�‡�b�{

hostname(config)# aaa authentication enable console AuthIn

�Í�w�«�x�z aaa authentication console �¯�Ú�ï�Å�›�–�;�`�o�z�¬�ç�”�Ó�® srvgrp1�¯�º�w�b�‚�o�w�±�”
�Ì�U�b�;�p�V�s�M	Ô�ù�t  LOCAL �â�”�²  �Ã�”�»�Õ�”�µ�t�Ñ�¥�”�ç�Ì�¿�«�b�”�‘�O�t�b�”�M�O�›�Ô
�`�o�M�‡�b�{

hostname(config)# aaa-server svrgrp1 protocol tacacs+
hostname(config)# aaa authentication serial console srvgrp1 LOCAL

���È�¯�Ú�ï�Å �¯�Ú�ï�Å 
†�Ì

aaa authentication �â�”�²�Ý	Â�›� �É�”�Ò�ç�‡�h�x�Ã�Ÿ�·�”�Ò�ç�t�`�‡�b�{

aaa-server host �â�”�²�Ý	Â�;�w  AAA �±�”�Ì  �¬�ç�”�Ó�›�¦���`�‡�b�{

clear configure aaa 
ƒ���A�ˆ�w  AAA �ž�§�¢�ï�Â�Ÿ�ï�¬�w�‹�›�_	†�‡�h�x�æ�·�¿�Ä�`�‡
�b�{

show running-config aaa AAA �¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï�›
¯�Ô�`�‡�b�{
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aaa authentication listener
�É�¿�Ä�ë�”�«  �â�”�²�›�Ý	Â�b�”�h�Š�t  HTTP�¢ S�£�æ�µ�Ç�ï�¬  �Ù�”�Ä�›� �É�”�Ò�ç�t�b�”�t�x�z�¬
�é�”�Ì�ç  �¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï  �Þ�”�Å�p  aaa authentication listener �¯�Ú�ï�Å�›�–�;�`�‡�b�{ �æ�µ
�Ç�ï�¬  �Ù�”�Ä�›� �É�”�Ò�ç�t�b�”�q�z�·�©�á�æ�Â�Ÿ  �ž�Ó�å� �ž�ï�µ�x�Ú
€
€���•�è�a�Ä�å�Ñ�Ÿ�¿
�«�t�0�`�o�Ý	Â�Ö�”�´�›���™�`�‡�b�{�æ�µ�Æ�”�›�Ã�Ÿ�·�”�Ò�ç�t�b�”�t�x�z�\�w�¯�Ú�ï�Å�w  no ��
�Ü�›�–�;�`�‡�b�{

aaa authentication listener http[s] interface_name [port  portnum] [redirect]

no aaa authentication listener http[s] interface_name [port  portnum] [redirect]

�³�ï�»�¿�«�µ�w
†�Ì

�Ã�Ñ�¥�ç�Ä �Ã�Ñ�¥�ç�Ä�p�x�z� �É�”�Ò�ç�t�s�l�o�M�”�æ�µ�Æ�”  �±�”�Ï�µ�x�s�X�z HTTP 
€���x�,�Š  HTTP �Ý	Â
�›�–�;�`�‡�b�{�æ�µ�Æ�”�›� �É�”�Ò�ç�t�`�h	Ô�ù�z�Ã�Ñ�¥�ç�Ä  �Ù�”�Ä�x  80�¢ HTTP�£�S�‘�|  443

�¢ HTTPS�£�p�b�{

7.2(1) �T�’�ž�¿�Ó�¬�è�”�Å�`�o�M�”	Ô�ù�z�æ�µ�Æ�”�x�Ù�”�Ä  1080�¢ HTTP�£�S�‘�|  1443�¢ HTTPS�£
�p� �É�”�Ò�ç�t�s�“�‡�b�{ redirect �¦�Ó�³�ã�ï�‹� �É�”�Ò�ç�t�s�“�‡�b�{

�¯�Ú�ï�Å  �Þ�”�Å �Í�w
¯�x�z�\�w�¯�Ú�ï�Å�›�Ö�—�p�V�”�Þ�”�Å�›�Ô�`�o�M�‡�b�{

�¯�Ú�ï�Å�d�º

�–�;	Í�w�̈ � �Å�å� �ï aaa authentication listener �¯�Ú�ï�Å�›�–�;�`�s�M�q�z aaa authentication match �¯�Ú�ï�Å�‡�h�x  aaa
authentication include �¯�Ú�ï�Å�w
ƒ���™�t  HTTP�¢ S�£�â�”�²�U�·�©�á�æ�Â�Ÿ  �ž�Ó�å� �ž�ï�µ�p�Ý	Â
�›	!�Z�”
ž�A�U�K�”�q�V�z�·�©�á�æ�Â�Ÿ  �ž�Ó�å� �ž�ï�µ�x�,�Š  HTTP �Ý	Â�›�–�;�`�‡�b�{ HTTPS
�p�x�z�·�©�á�æ�Â�Ÿ  �ž�Ó�å� �ž�ï�µ�U�§�µ�»�Ü  �é�¬� �ï�h�Ø�›
\
R�`�‡�b�{

aaa authentication listener �¯�Ú�ï�Å�›  redirect �©�”�ë�”�Å�q�ž�t
ƒ���`�h	Ô�ù�z�·�©�á�æ�Â�Ÿ  �ž�Ó
�å� �ž�ï�µ�x�b�‚�o�w  HTTP�¢ S�£�Ý	Â�A�{�›�z�·�©�á�æ�Â�Ÿ  �ž�Ó�å� �ž�ï�µ�U���™�b�”  Web �Ö�”
�´�t�æ�¼� �è�«�Ä�`�‡�b�{  

http[s] �æ�¿�µ�ï�b�”�Ó�é�Ä�¯�ç�¢ HTTP �‡�h�x  HTTPS �w�M�c�•�T�£�›�¦���`�‡
�b�{�\�w�¯�Ú�ï�Å�x�Ó�é�Ä�¯�ç�]�q�t�Ö�—�`�‡�b�{

port portnum �·�©�á�æ�Â�Ÿ  �ž�Ó�å� �ž�ï�µ�U�æ�¿�µ�ï�b�”�Ù�”�Ä
j�ø�›�¦���`�‡�b�{ �Ã
�Ñ�¥�ç�Ä�x  80�¢ HTTP�£�S�‘�|  443�¢ HTTPS�£�p�b�{

redirect �·�©�á�æ�Â�Ÿ  �ž�Ó�å� �ž�ï�µ�t�‘�l�o���™�^�•�”�Ý	Â  Web �Ö�”�´�t�è�a
�Ä�å�Ñ�Ÿ�¿�«�›�æ�¼� �è�«�Ä�`�‡�b�{�\�w�©�”�ë�”�Å�›�¦���`�s�M�q�z�Ý
	Â Web �Ö�”�´�t�ž�«�·�µ�p�V�”�w�x�·�©�á�æ�Â�Ÿ  �ž�Ó�å� �ž�ï�µ  � �ï
�»�”�Ñ�£� �µ�|�o�w�Ä�å�Ñ�Ÿ�¿�«�i�Z�q�s�“�‡�b�{

interface_name �æ�µ�Æ�”�›� �É�”�Ò�ç�t�b�”� �ï�»�”�Ñ�£� �µ�›�¦���`�‡�b�{

�¯�Ú�ï�Å  �Þ�”�Å

�Ñ�•� �ž�¢�¥�”�ç  �Þ�”�Å �·�©�á�æ�Â�Ÿ  �¯�ï�Â�©�µ�Ä

�ç�”�Â�¿�Å �•�a �³�ï�¬�ç

�Ú�ç�½

�¯�ï�Â�©�µ�Ä �³�µ�Â�Ü

�¬�é�”�Ì�ç  �¯�ï�Ñ�Ÿ�ª�á�è�”
�³�ã�ï

• • • • —

�æ�æ�”�µ �!�Ë�º�0

7.2(2) �\�w�¯�Ú�ï�Å�U�‹�Ö�^�•�‡�`�h�{
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�æ�¼� �è�«�³�ã�ï�x�,�Š�M�Ü�›�~�‘�`�h�;�ó�p�b�{�æ�¼� �è�«�³�ã�ï�›�–�;�b�”�q�z�Ý	Â�Ì�w�â�”
�²  �¤�«�µ�Ö�æ�¤�ï�µ�U�²	Í�b�”�q�ž�t�z Easy VPN �Þ�”�Å�q�Ñ�•� �ž�¢�¥�”�ç  �Þ�”�Å�w�r�j�’�w
�Þ�”�Å�p�‹  HTTP �S�‘�|  HTTPS �t���`�o�‰�í�w�â�”�²  �¤�«�µ�Ö�æ�¤�ï�µ�U���™�^�•�‡�b�{�·�©�á
�æ�Â�Ÿ �ž�Ó�å� �ž�ï�µ�p�w�Ú
€�Ý	Â�‹�±�Ù�”�Ä�^�•�o�M�‡�b�{

�,�Š  HTTP �Ý	Â�›�–�;�`���Z�h�M�U�‘�M	Ô�ù�‹�K�“�‡�b�{ �·�©�á�æ�Â�Ÿ  �ž�Ó�å� �ž�ï�µ�p�æ�µ�Ç�ï
�¬  �Ù�”�Ä�›�‰�X
ž�A�U�s�M	Ô�ù�•�z�ç�”�»	Í�w  NAT �›�–�;�`�o�M�”�h�Š�z�·�©�á�æ�Â�Ÿ  �ž�Ó�å� 
�ž�ï�µ�p���™�^�•�”  Web �Ö�”�´�w�!�õ�F���›�^
R�b�”
ž�A�U�s�M	Ô�ù�z�K�”�M�x�,�Š  HTTP �Ý	Â
�w�M�U�É�¿�Ä�ë�”�«�p�®�L�$�t�;�ó�b�”	Ô�ù�p�b�{�h�q�Q�y�z�?� �Ý�”�ç�t  URL �U�’�Š���‡�•�o
�M�”�‘�O�s
‡�Ò�å�¢�²  �ž�Ó�æ�­�”�³�ã�ï�p�x�z�,�Š�Ý	Â�q�w�“�õ
Q�U�ô�M�D�ó
Q�U�K�“�‡�b�{

redirect �¦�Ó�³�ã�ï�› ���Š�c�t  aaa authentication listener �¯�Ú�ï�Å�›�Ö�—�`�h	Ô�ù�x�z �·�©�á�æ�Â�Ÿ
�ž�Ó�å� �ž�ï�µ�p�w�Ú
€�Ý	Â�i�Z�U� �É�”�Ò�ç�t�s�“�z�è�a�Ä�å�Ñ�Ÿ�¿�«�x�,�Š  HTTP �Ý	Â�›�–�;
�b�”�\�q�t�s�“�‡�b�{ redirect �¦�Ó�³�ã�ï�›���Š�”�q�z�Ú
€�Ý	Â�q�è�a�Ä�å�Ñ�Ÿ�¿�«�Ý	Â�w�†�M�U
� �É�”�Ò�ç�t�s�“�‡�b�{�Ú
€�Ý	Â�x�z�Ý	Â�½�ß�è�ï�´�›�±�Ù�”�Ä�`�o�M�s�M�Ä�å�Ñ�Ÿ�¿�«  �»� �Ó�›
�Ý	Â�b�”	Ô�ù�t�þ�q�j�‡�b�{���w�±�”�Ï�µ�›�–�;�b�”
²�t�z�¤�â�”�²�›�·�©�á�æ�Â�Ÿ  �ž�Ó�å� �ž�ï
�µ�p�Ú
€�Ý	Â�p�V�‡�b�{

�« �Í�w�«�p�x�z HTTP 
€���S�‘�|  HTTPS 
€���›�Ã�Ñ�¥�ç�Ä  �Ù�”�Ä�t�æ�¼� �è�«�Ä�b�”�‘�O�t�·�©�á
�æ�Â�Ÿ �ž�Ó�å� �ž�ï�µ�›
ƒ���`�o�M�‡�b�{

hostname(config)# aaa authentication http redirect
hostname(config)# aaa authentication https redirect

�Í�w�«�p�x�z�Ú
€�·�©�á�æ�Â�Ÿ  �ž�Ó�å� �ž�ï�µ�t�²�T�O�Ý	Â�A�{�›�•�D�`�o�M�‡�b�{�è�a�Ä�å
�Ñ�Ÿ�¿�«�x�,�Š  HTTP �Ý	Â�›�–�;�`�‡�b�{

hostname(config)# aaa authentication http
hostname(config)# aaa authentication https

�Í�w�«�p�x�z HTTP 
€���S�‘�|  HTTPS 
€���›�Ã�Ñ�¥�ç�Ä�p�x�s�M�Ù�”�Ä�t�æ�¼� �è�«�Ä�b�”�‘�O�t
�·�©�á�æ�Â�Ÿ  �ž�Ó�å� �ž�ï�µ�›
ƒ���`�o�M�‡�b�{

hostname(config)# aaa authentication http port 1100 redirect
hostname(config)# aaa authentication https port 1400 redirect

���È�¯�Ú�ï�Å �¯�Ú�ï�Å 
†�Ì

aaa authentication match �è�a�Ä�å�Ñ�Ÿ�¿�«�w�â�”�²�Ý	Â�›
ƒ���`�‡�b�{

aaa authentication secure-http-client

clear configure aaa 
ƒ���A�ˆ�w  AAA �¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï�›�_	†�`�‡�b�{

show running-config aaa AAA �¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï�›
¯�Ô�`�‡�b�{

virtual http
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aaa authentication match
�·�©�á�æ�Â�Ÿ  �ž�Ó�å� �ž�ï�µ�&���w�Ä�å�Ñ�Ÿ�¿�«�›�Ý	Â�b�”�t�x�z�¬�é�”�Ì�ç  �¯�ï�Ñ�Ÿ�ª�á�è�”
�³�ã�ï  �Þ�”�Å�p  aaa authentication match �¯�Ú�ï�Å�›�–�;�`�‡�b�{�Ý	Â�›�Ã�Ÿ�·�”�Ò�ç�t�b�”�t�x�z
�\�w�¯�Ú�ï�Å�w  no ���Ü�›�–�;�`�‡�b�{

aaa authentication match acl_name interface_name { server_tag | LOCAL }

no aaa authentication match acl_name interface_name { server_tag | LOCAL }

�³�ï�»�¿�«�µ�w
†�Ì

�Ã�Ñ�¥�ç�Ä �Ã�Ñ�¥�ç�Ä�w�ˆ�^�•�‹�x�K�“�‡�d�œ�{

�¯�Ú�ï�Å  �Þ�”�Å �Í�w
¯�x�z�\�w�¯�Ú�ï�Å�›�Ö�—�p�V�”�Þ�”�Å�›�Ô�`�o�M�‡�b�{

�¯�Ú�ï�Å�d�º

�–�;	Í�w�̈ � �Å�å� �ï aaa authentication match �¯�Ú�ï�Å�x�z include �¯�Ú�ï�Å�S�‘�|  exclude �¯�Ú�ï�Å�q�‰�a�¯�ï�Ñ�Ÿ�ª�á
�è�”�³�ã�ï�w�¤�p�x�–�;�p�V�‡�d�œ�{ include �¯�Ú�ï�Å�S�‘�|  exclude �¯�Ú�ï�Å�w�E�˜�“�t  match �¯
�Ú�ï�Å�›�–�;�b�”�\�q�›�S�ç�Š�`�‡�b�{ include �¯�Ú�ï�Å�S�‘�|  exclude �¯�Ú�ï�Å�x  ASDM �t�‘�l
�o�±�Ù�”�Ä�^�•�o�M�s�M�h�Š�p�b�{

TCP �·�¿�³�ã�ï�w�³�”�­�ï�µ
j�ø�x�z �³�”�­�ï�µ  �å�ï�¼�Ü�=�›�Ã�Ÿ�·�”�Ò�ç�t�`�h	Ô�ù�p�‹�å�ï�¼
�Ü�=�^�•�”�\�q�U�K�“�‡�b�{�\�w�q	Å�x�z AAA �±�”�Ì�U  TCP �·�¿�³�ã�ï�›�E�æ	r�g�`�o�â�”�²�›
�Ý	Â�`�z�ž�«�·�µ�›�•�D�b�”	Ô�ù�t
C
\�`�‡�b�{

�ë�ï�»� �Ü�Ý	Â

	t���w  IP �ž�Å�è�µ�›�Ë�m�â�”�²�x�z�Ý	Â�·�¿�³�ã�ï�w�8�v�U
~�•�”�‡�p�z�b�‚�o�w�F���S�‘�|�»
� �Ó�w�M�c�•�T�p�Ý	Â�›  1 �s	!�Z�”�i�Z�p�A�ˆ�‡�b�¢�»� �Ü�ž�¢�Ä�‹�t�m�M�o�x�z timeout uauth �¯
�Ú�ï�Å�›�€	°�`�o�X�i�^�M�£ �{�h�q�Q�y�z�·�©�á�æ�Â�Ÿ  �ž�Ó�å� �ž�ï�µ�t  Telnet �q  FTP �w�Ý	Â�›
ƒ
���`�h	Ô�ù�z�7	s�t  Telnet �w�Ý	Â�t
R�­�`�h�â�”�²�x�z�f�w�Ý	Â�·�¿�³�ã�ï�w�'���¤�z FTP �w�Ý	Â
�›	!�Z�”
ž�A�U�K�“�‡�d�œ�{

acl_name �¦�Á�ž�«�·�µ  �æ�µ�Ä�w�Ê
²�›�¦���`�‡�b�{

interface_name �â�”�²�›�Ý	Â�b�”� �ï�»�”�Ñ�£� �µ�w�Ê
²�›�¦���`�‡�b�{

LOCAL �é�”�§�ç  �â�”�²  �Ã�”�»�Õ�”�µ�›�¦���`�‡�b�{

server_tag aaa-server �¯�Ú�ï�Å�p���[�`�h  AAA �±�”�Ì  �¬�ç�”�Ó  �»�¬�›�¦���`�‡�b�{

�¯�Ú�ï�Å  �Þ�”�Å

�Ñ�•� �ž�¢�¥�”�ç  �Þ�”�Å �·�©�á�æ�Â�Ÿ  �¯�ï�Â�©�µ�Ä

�ç�”�Â�¿�Å �•�a �³�ï�¬�ç

�Ú�ç�½

�¯�ï�Â�©�µ�Ä �³�µ�Â�Ü

�¬�é�”�Ì�ç  �¯�ï�Ñ�Ÿ�ª�á�è�”
�³�ã�ï

• • • • —

�æ�æ�”�µ �!�Ë�º�0

�7�� �\�w�¯�Ú�ï�Å�x�7���w�‹�w�p�b�{
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HTTP �Ý	Â�‡�h�x  HTTPS �Ý	Â�p�x�z timeout uauth �¯�Ú�ï�Å�U
‡	×�t	–�^�s�‹�t
ƒ���^�•�o�M�”	Ô
�ù�p�‹�z�°�S�Ý	Â�^�•�h�â�”�²�w�6�Ý	Â�U
ž�A�t�s�”�\�q�x�K�“�‡�d�œ�{�\�•�x�z�Ò�å�¢�²�U

�®Basic=Uuhjksdkfhk==�¯���È�»�›�©�ß�¿�³�á�`�o�z�p�˜�±� �Ä�•�w�™���w
€���b�‚�o�t�–�;�b�”�h
�Š�p�b�{�\�w���È�»�U	«�ˆ�^�•�”�w�x�z�â�”�²�U  Web �Ò�å�¢�²�w� �ï�µ�»�ï�µ�›�b�‚�o	4�ƒ�`�z�6
�I�ˆ�`�h�q�V�i�Z�p�b�{�©�ß�¿�³�á�›�Ñ�å�¿�³�á�`�o�‹�™�¯�U�K�“�‡�d�œ�{

�Ý	Â�½�ß�è�ï�´�w	!	ô�t
ž�A�s�ž�Ó�æ�­�”�³�ã�ï

�r�w�Ó�é�Ä�¯�ç�‡�h�x�±�”�Ï�µ�•�w�É�¿�Ä�ë�”�«  �ž�«�·�µ�t�m�M�o�‹�z �Ý	Â�›�]�b�‘�O�t�·�©�á�æ
�Â�Ÿ  �ž�Ó�å� �ž�ï�µ�›
ƒ���b�”�\�q�x�p�V�‡�b�U�z�â�”�²�x�z HTTP�z HTTPS�z Telnet�z�‡�h�x  FTP
�w�M�c�•�T�p�Ý	Â�›�Ú
€	!�Z�”�i�Z�p�A�ˆ�‡�b�{�â�”�²�U�\�•�’�w�±�”�Ï�µ�w�M�c�•�T�p�Ý	Â�^�•
�”�q�z�·�©�á�æ�Â�Ÿ  �ž�Ó�å� �ž�ï�µ�x�Ý	Â�›
ž�A�q�b�”���w�Ä�å�Ñ�Ÿ�¿�«�‹�•�D�`�‡�b�{

�·�©�á�æ�Â�Ÿ  �ž�Ó�å� �ž�ï�µ�U  AAA �;�t�±�Ù�”�Ä�`�o�M�”�Ý	Â�Ù�”�Ä�x�z�{���‹�p�b�{

• FTP �w	Ô�ù�x�Ù�”�Ä  21

• Telnet �w	Ô�ù�x�Ù�”�Ä  23

• HTTP �w	Ô�ù�x�Ù�”�Ä  80

• HTTPS �w	Ô�ù�x�Ù�”�Ä  443

�·�©�á�æ�Â�Ÿ  �ž�Ó�å� �ž�ï�µ�w�Ý	Â�Ó�é�ï�Ó�Ä

Telnet �S�‘�|  FTP �p�x�z�·�©�á�æ�Â�Ÿ  �ž�Ó�å� �ž�ï�µ�U�Ý	Â�Ó�é�ï�Ó�Ä�›
\
R�`�‡�b�{

HTTP �p�x�z�·�©�á�æ�Â�Ÿ  �ž�Ó�å� �ž�ï�µ�x�Ã�Ñ�¥�ç�Ä�p�,�Š  HTTP �Ý	Â�›�–�;�`�z�Ý	Â�Ó�é�ï�Ó
�Ä�›���™�`�‡�b�{�â�”�²�U�â�”�²�Ê�q�Í�µ�ë�”�Å�›�Ö�—�p�V�”�º
æ  Web �Ö�”�´�t�â�”�²�›�æ�¼� 
�è�«�Ä�b�”�‘�O�t�·�©�á�æ�Â�Ÿ  �ž�Ó�å� �ž�ï�µ�›
ƒ���b�”�\�q�‹�p�V�‡�b�¢ aaa authentication
listener �¯�Ú�ï�Å�p
ƒ���`�‡�b�£ �{

HTTPS �p�x�z�·�©�á�æ�Â�Ÿ  �ž�Ó�å� �ž�ï�µ�U�§�µ�»�Ü  �é�¬� �ï�h�Ø�›
\
R�`�‡�b�{�â�”�²�U�â�”
�²�Ê�q�Í�µ�ë�”�Å�›�Ö�—�p�V�”�º
æ  Web �Ö�”�´�t�â�”�²�›�æ�¼� �è�«�Ä�b�”�‘�O�t�·�©�á�æ�Â�Ÿ
�ž�Ó�å� �ž�ï�µ�›
ƒ���b�”�\�q�‹�p�V�‡�b�¢ aaa authentication listener �¯�Ú�ï�Å�p
ƒ���`�‡�b�£ �{

�æ�¼� �è�«�³�ã�ï�x�,�Š�M�Ü�›�~�‘�`�h�;�ó�p�b�{�æ�¼� �è�«�³�ã�ï�›�–�;�b�”�q�z�Ý	Â�Ì�w�â�”
�²  �¤�«�µ�Ö�æ�¤�ï�µ�U�²	Í�b�”�q�ž�t�z Easy VPN �Þ�”�Å�q�Ñ�•� �ž�¢�¥�”�ç  �Þ�”�Å�w�r�j�’�w
�Þ�”�Å�p�‹  HTTP �S�‘�|  HTTPS �t���`�o�‰�í�w�â�”�²  �¤�«�µ�Ö�æ�¤�ï�µ�U���™�^�•�‡�b�{�·�©�á
�æ�Â�Ÿ �ž�Ó�å� �ž�ï�µ�p�w�Ú
€�Ý	Â�‹�±�Ù�”�Ä�^�•�o�M�‡�b�{

�,�Š  HTTP �Ý	Â�›�–�;�`���Z�h�M�U�‘�M	Ô�ù�‹�K�“�‡�b�{ �·�©�á�æ�Â�Ÿ  �ž�Ó�å� �ž�ï�µ�p�æ�µ�Ç�ï
�¬  �Ù�”�Ä�›�‰�X
ž�A�U�s�M	Ô�ù�•�z�ç�”�»	Í�w  NAT �›�–�;�`�o�M�”�h�Š�z�·�©�á�æ�Â�Ÿ  �ž�Ó�å� 
�ž�ï�µ�p���™�^�•�”  Web �Ö�”�´�w�!�õ�F���›�^
R�b�”
ž�A�U�s�M	Ô�ù�z�K�”�M�x�,�Š  HTTP �Ý	Â
�w�M�U�É�¿�Ä�ë�”�«�p�®�L�$�t�;�ó�b�”	Ô�ù�p�b�{�h�q�Q�y�z�?� �Ý�”�ç�t  URL �U�’�Š���‡�•�o
�M�”�‘�O�s
‡�Ò�å�¢�²  �ž�Ó�æ�­�”�³�ã�ï�p�x�z�,�Š�Ý	Â�q�w�“�õ
Q�U�ô�M�D�ó
Q�U�K�“�‡�b�{


Y�`�X�Ý	Â�^�•�”�q�z�·�©�á�æ�Â�Ÿ  �ž�Ó�å� �ž�ï�µ�t�‘�l�o�i�w�|
Œ�t�æ�¼� �è�«�Ä�^�•�‡�b�{�|

Œ�±�”�Ì�t�‹� �×�w�Ý	Â	����V�U�K�”	Ô�ù�z�â�”�²�x���w�â�”�²�Ê�q�Í�µ�ë�”�Å�›�Ö�—�`�‡�b�{�,
�Š HTTP �Ý	Â�›�–�;�`�o�M�o�z�|
Œ�±�”�Ì�;�t���w�â�”�²�Ê�q�Í�µ�ë�”�Å�›�Ö�—�b�”
ž�A�U�K�”	Ô
�ù�x�z virtual http  �¯�Ú�ï�Å�›
ƒ���b�”
ž�A�U�K�“�‡�b�{

�¢�«�£ aaa authentication secure-http-client �¯�Ú�ï�Å�›�–�;�`�s�M�‡�‡  HTTP �Ý	Â�›�–�;�b�”�q�z�â�”�²�Ê
�q�Í�µ�ë�”�Å�x�«�æ�ž  �Â�©�µ�Ä�p�«�å� �ž�ï�Ä�T�’�·�©�á�æ�Â�Ÿ  �ž�Ó�å� �ž�ï�µ�t
ù	ô�^�•�‡
�b�{ HTTP �Ý	Â�›� �É�”�Ò�ç�t�b�”	Ô�ù�x�z
ž�c  aaa authentication secure-http-client �¯�Ú�ï�Å�›�–
�;�b�”�\�q�›�S�ç�Š�`�‡�b�{
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FTP �p�x�z�â�”�²�U�·�©�á�æ�Â�Ÿ  �ž�Ó�å� �ž�ï�µ�w�â�”�²�Ê�z�ž�¿�Ä�Ú�”�«�¢ @�£�z FTP �â�”�²�Ê
�¢ name1@name2 ���Ü�£�›�Ö�—�b�”�¦�Ó�³�ã�ï�U�K�“�‡�b�{�Í�µ�ë�”�Å�›�Ö�—�b�”�q�V�z�â�”�²�x�·
�©�á�æ�Â�Ÿ  �ž�Ó�å� �ž�ï�µ�w�Í�µ�ë�”�Å�t���Z�o�ž�¿�Ä�Ú�”�«�¢ @�£�›�Ö�—�`�z�Í�t  FTP �Í�µ�ë�”
�Å�›�Ö�—�`�‡�b�¢ password1@password2�£�{�h�q�Q�y�z�Í�w�‘�O�t�Ö�—�`�‡�b�{

name> jamiec@jchrichton
password>  letmein@he110

�\�w�;�ó�U�þ�q�m�w�x�z�Ñ�•� �ž�¢�¥�”�ç�›�§�µ�­�”�Å�`�o�M�o�z
ó
:�w�é�¬� �ï�U
ž�A�t�s�”	Ô
�ù�p�b�{�Ê
²�•�Í�µ�ë�”�Å�U
ó
:�K�”	Ô�ù�x�z�ž�¿�Ä�Ú�”�«�¢ @�£�›
ó
:�–�;�`�o�z�f�•�g�•�›�à

~�“�‡�b�{

�•�D�^�•�”�é�¬� �ï�¼�æ�w�s
:�x�z�±�Ù�”�Ä�^�•�o�M�”�Ó�é�Ä�¯�ç�t�‘�l�o�Í�w�‘�O�t�Ÿ�s�“�‡
�b�{

�µ�»�Â�Ÿ�¿�«  PAT �q  HTTP

HTTP �w�Ý	Â�p�x�z�µ�»�Â�Ÿ�¿�«  PAT �U
ƒ���^�•�o�M�”	Ô�ù�z�·�©�á�æ�Â�Ÿ  �ž�Ó�å� �ž�ï�µ�x�î
�M�w�Ù�”�Ä�›�½�£�¿�«�`�‡�b�{�î�M�w�Ù�”�Ä  80 �|�o�w�Ä�å�Ñ�Ÿ�¿�«�›�U	Z�`�h	Ô�ù�z�Ú�¿�Ð�ï�¬
�Ù�”�Ä�U�?
j�p�K�”�T�t�T�T�˜�’�c�z�·�©�á�æ�Â�Ÿ  �ž�Ó�å� �ž�ï�µ�x�f�w  HTTP 
€���›�E�æ	!	ô
�`�z�Ý	Â�›�§
M�`�‡�b�{

�h�q�Q�y�z�Ž
æ  TCP �Ù�”�Ä  889 �U�Í�w�‘�O�t�Ù�”�Ä  80�¢ www�£�t�!�õ�^�•�o�M�o�z�����b�”�b�‚
�o�w�ž�«�·�µ  �æ�µ�Ä�p�\�w�Ä�å�Ñ�Ÿ�¿�«�U�•�D�^�•�o�M�”�q�`�‡�b�{

static (inside,outside) tcp 10.48.66.155 889 192.168.123.10 www netmask 
255.255.255.255

�\�w	Ô�ù�z�â�”�²�U  10.48.66.155 �t�Ù�”�Ä  889 �p�ž�«�·�µ�`�‘�O�q�b�”�q�z�·�©�á�æ�Â�Ÿ  �ž�Ó�å� 
�ž�ï�µ�U�Ä�å�Ñ�Ÿ�¿�«�›�E�æ	!	ô�`�o  HTTP �Ý	Â�›�§
M�`�‡�b�{�·�©�á�æ�Â�Ÿ  �ž�Ó�å� �ž�ï�µ�U
HTTP 
€���w�¬�q�›�•�D�b�”
²�t�z�â�”�²�w  Web �Ò�å�¢�²�t  HTTP �Ý	Â�Ö�”�´�U
¯�Ô�^�•�‡�b�{

�Í�w�«�w�‘�O�t�z�é�”�§�ç  �Ù�”�Ä�U  80 �Ž�Ž�t�s�l�o�M�”�q�`�‡�b�{

static (inside,outside) tcp 10.48.66.155 889 192.168.123.10 111 netmask 
255.255.255.255

�\�w	Ô�ù�z�â�”�²�t�x�Ý	Â�Ö�”�´�U
¯�Ô�^�•�‡�d�œ�{�E�˜�“�t�z�·�©�á�æ�Â�Ÿ  �ž�Ó�å� �ž�ï�µ�x
Web �Ò�å�¢�²�t�¤�å�”  �Ý�¿�·�”�´�›
ù	ô�`�o�z�A�{�^�•�h�±�”�Ï�µ�›�–�;�b�”�t�x�â�”�²�U�Ý	Â
�›	!�Z�”
ž�A�U�K�”�\�q�›�è�Œ�`�‡�b�{

�·�©�á�æ�Â�Ÿ  �ž�Ó�å� �ž�ï�µ�p�w�Ú
€�Ý	Â

HTTP�zHTTPS�zTelnet�z�‡�h�x  FTP �U�·�©�á�æ�Â�Ÿ  �ž�Ó�å� �ž�ï�µ�›�è�a�b�”�\�q�›�•�D�d�c�z��
�w�»� �Ó�w�Ä�å�Ñ�Ÿ�¿�«�t�0�`�o�x�Ý	Â�›�]�b	Ô�ù�x�z aaa authentication listener �¯�Ú�ï�Å�›
ƒ��
�b�”�\�q�p�z HTTP �‡�h�x  HTTPS �›�–�;�`�o�·�©�á�æ�Â�Ÿ  �ž�Ó�å� �ž�ï�µ�p�Ú
€�Ý	Â�p�V�‡�b�{

�Ó�é�Ä�¯�ç �•�D�^�•�”�é�¬� �ï�¼�æ�w�s
:

FTP ���§�l�h�Í�µ�ë�”�Å�›�Ö�—�b�”�q�z
€���U�h�i�j�t�Å�é�¿�Ó�^�•�”�{

HTTP

HTTPS

�é�¬� �ï�U
R�­�b�”�‡�p�z�?�s�p�‹�Ó�é�ï�Ó�Ä�U�6
¯�Ô�^�•�”�{

Telnet 4 �s�æ

�b�”�q
€���U�Å�é�¿�Ó�^�•�”�{
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� �ï�»�”�Ñ�£� �µ�t�0�`�o  AAA �›� �”�Ò�ç�t�b�”�q�z�·�©�á�æ�Â�Ÿ  �ž�Ó�å� �ž�ï�µ�p�w�Ú
€�Ý	Â
�U�Í�w  URL �p�D�ó�t�s�“�‡�b�{

http:// interface_ip [ : port ] /netaccess/connstatus.html
https:// interface_ip [ : port ] /netaccess/connstatus.html

�‡�h�x�z�>
Ý  Telnet �›
ƒ���b�”�M�O�‹�K�“�‡�b�¢ virtual telnet  �¯�Ú�ï�Å�›�–�;�£ �{�>
Ý  Telnet �›
ƒ
���`�h	Ô�ù�z�â�”�²�x�·�©�á�æ�Â�Ÿ  �ž�Ó�å� �ž�ï�µ	Í�p
ƒ���^�•�h	t���w  IP �ž�Å�è�µ�t  Telnet �p

€���`�z�·�©�á�æ�Â�Ÿ  �ž�Ó�å� �ž�ï�µ�U  Telnet �Ó�é�ï�Ó�Ä�›���™�`�‡�b�{

�« �Í�w�°�È�w�«�x�z aaa authentication match �¯�Ú�ï�Å�w�–�;�M�O�›�Ô�`�o�M�‡�b�{  

hostname(config)# show access-list  
access-list mylist permit tcp 10.0.0.0 255.255.255.0 192.168.2.0 255.255.255.0 
(hitcnt=0) access-list yourlist permit tcp any any (hitcnt=0)

hostname(config)# show running-config aaa  
aaa authentication match mylist outbound TACACS+ 

�\�w	Ô�ù�z�Í�w  2 �m�w�¯�Ú�ï�Å�x�‰�a�™�¯�t�s�“�‡�b�{

hostname(config)# aaa authentication match yourlist outbound tacacs

hostname(config)# aaa authentication include TCP/0 outbound 0.0.0.0 0.0.0.0 0.0.0.0 
0.0.0.0 tacacs

aaa �¯�Ú�ï�Å�º�w�æ�µ�Ä�p�x�z access-list �¯�Ú�ï�Å���›�€	°�`�o�M�”
æ
ü�U�¦���`�h	q�t	r�g�^�•�‡
�b�{�\�\�p�z�Í�w�¯�Ú�ï�Å�›�Ö�—�b�”�q�`�‡�b�{

hostname(config)# aaa authentication match mylist outbound TACACS+

	Í�w�¯�Ú�ï�Å�w�™�t�z�Í�w�¯�Ú�ï�Å�›�Ö�—�`�‡�b�{

hostname(config)# aaa authentication match yourlist outbound tacacs

�·�©�á�æ�Â�Ÿ  �ž�Ó�å� �ž�ï�µ�x�z�‡�c  mylist �º�w  access-list �¯�Ú�ï�Å���¬�ç�”�Ó�t�Ä�å�Ñ�Ÿ�¿�«�U
�°�•�`�o�M�”�T�r�O�T�›�¬�T�Š�z�Í�t  yourlist  �º�w  access-list �¯�Ú�ï�Å���¬�ç�”�Ó�t�°�•�`�o�M�”
�T�r�O�T�›�¬�T�Š�‡�b�{

���È�¯�Ú�ï�Å �¯�Ú�ï�Å 
†�Ì

aaa authorization LOCAL �â�”�²�Ý�D�±�”�Ï�µ�‡�h�x  TACACS+ �â�”�²�Ý�D�±�”�Ï�µ
�›� �É�”�Ò�ç�‡�h�x�Ã�Ÿ�·�”�Ò�ç�t�`�‡�b�{

access-list extended �ž�«�·�µ  �æ�µ�Ä�›�^
R�`�‡�b�{�‡�h�x�z�¼�¢�ï�é�”�Å�D�ó�s�ž�«�·
�µ  �æ�µ�Ä�›�–�;�`�‡�b�{

clear configure aaa 
ƒ���A�ˆ�w  AAA �ž�§�¢�ï�Â�Ÿ�ï�¬�w�‹�›�_	†�‡�h�x�æ�·�¿�Ä�`�‡
�b�{

show running-config aaa AAA �¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï�›
¯�Ô�`�‡�b�{
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aaa authentication secure-http-client
SSL �›� �É�”�Ò�ç�t�`�o�z HTTP �«�å� �ž�ï�Ä�q�·�©�á�æ�Â�Ÿ  �ž�Ó�å� �ž�ï�µ�w���p�w�â�”�²�Ê�q
�Í�µ�ë�”�Å�w�¦�õ�›�-�¢�b�”�t�x�z�¬�é�”�Ì�ç  �¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï  �Þ�”�Å�p  
aaa authentication secure-http-client �¯�Ú�ï�Å�›�–�;�`�‡�b�{�\�w�;�ó�›�Ã�Ÿ�·�”�Ò�ç�t�b�”�t�x�z
�\�w�¯�Ú�ï�Å�w  no ���Ü�›�–�;�`�‡�b�{ aaa authentication secure-http-client �¯�Ú�ï�Å�x�z�â�”�²�w
HTTP �Õ�”�µ  Web �A�{�U�·�©�á�æ�Â�Ÿ  �ž�Ó�å� �ž�ï�µ�›�è�a�b�”�\�q�›�•�D�b�”
²�t�z�·�©�á�æ
�Â�Ÿ  �ž�Ó�å� �ž�ï�µ�t�0�`�o�·�©�á�ž�s�â�”�²�Ý	Â�M�Ü�›���™�`�‡�b�{

aaa authentication secure-http-client

no aaa authentication secure-http-client

�³�ï�»�¿�«�µ�w
†�Ì �\�w�¯�Ú�ï�Å�t�x�z�¾
:�‹�©�”�ë�”�Å�‹�K�“�‡�d�œ�{

�Ã�Ñ�¥�ç�Ä �Ã�Ñ�¥�ç�Ä�w�ˆ�^�•�‹�x�K�“�‡�d�œ�{

�¯�Ú�ï�Å  �Þ�”�Å �Í�w
¯�x�z�\�w�¯�Ú�ï�Å�›�Ö�—�p�V�”�Þ�”�Å�›�Ô�`�o�M�‡�b�{

�¯�Ú�ï�Å�d�º

�–�;	Í�w�̈ � �Å�å� �ï aaa authentication secure-http-client �¯�Ú�ï�Å�x�z �¢ SSL �›�p�`�o�£ HTTP �«�å� �ž�ï�Ä�Ý	Â�›�-�¢�`
�‡�b�{�\�w�¯�Ú�ï�Å�x�z HTTP �§�¿�Ä�µ�ç�”  �Ó�é�©�³�Ý	Â�t�–�;�^�•�‡�b�{

�Í�t�z aaa authentication secure-http-client �¯�Ú�ï�Å�w
M�v�Ä�ò�›�Ô�`�‡�b�{

• �î�æ�Ì�z�•�D�^�•�”  HTTPS �Ý	Â�Ó�é�·�µ�x�7�G�p  16 �x�p�b�{ 16 �x�w  HTTPS �Ý	Â�Ó�é�·�µ�U
�b�‚�o�î�æ�¤�p�K�”	Ô�ù�z�Ý	Â�›�A�{�b�”  17 
j�è�w	ý�`�M  HTTPS 
€���x�•�D�^�•�‡�d�œ�{

• uauth timeout 0 �U
ƒ���^�•�o�M�”�¢ uauth timeout �U 0 �t
ƒ���^�•�o�M�”�£	Ô�ù�x�z HTTPS �Ý
	Â�U�;�ó�`�‡�d�œ�{ HTTPS �Ý	Â�›	!�Z�h�™�z�Ò�å�¢�²�U
ó
:�w  TCP 
€���›�‰�•�`�o  Web �Ö�”
�´�w�é�”�Å�›�¼�ˆ�”�q�z�7	s�w
€���x�f�w�‡�‡�•�D�^�•�‡�b�U�z�™���w
€���t�0�`�o�x�Ý	Â�U

C
\�`�‡�b�{ �f�w�A�L�z �â�”�²�U�Ý	Â�Ö�”�´�t
Y�`�M�â�”�²�Ê�q�Í�µ�ë�”�Å�›�–�s�Ö�—�`�o�‹�z
���“�&�`�Ý	Â�Ö�”�´�U
¯�Ô�^�•�‡�b�{�\�w�q	Å�›�s
†�b�”�t�x�z timeout uauth 0:0:1 �¯�Ú�ï�Å
�›�–�;�`�o�z uauth timeout �›  1 
µ�t
ƒ���`�‡�b�{�h�i�`�z�\�w�s
†�f�p�x�¢�Ÿ�ï�Å�¢�U  1 
µ��
�‰�T�•�”�h�Š�z�\�w�¢�Ÿ�ï�Å�¢�›�b�;�`�o�z�‰�a
ù	ô�i  IP �ž�Å�è�µ�T�’�ž�«�·�µ�`�o�X�”�°�Ý
	Â�w�â�”�²�U�Ñ�•� �ž�¢�¥�”�ç�›�è�a�b�”�D�ó
Q�U�K�“�‡�b�{

�¯�Ú�ï�Å  �Þ�”�Å

�Ñ�•� �ž�¢�¥�”�ç  �Þ�”�Å �·�©�á�æ�Â�Ÿ  �¯�ï�Â�©�µ�Ä

�ç�”�Â�¿�Å �•�a �³�ï�¬�ç

�Ú�ç�½

�¯�ï�Â�©�µ�Ä �³�µ�Â�Ü

�¬�é�”�Ì�ç  �¯�ï�Ñ�Ÿ�ª�á�è�”
�³�ã�ï

• • • • —

�æ�æ�”�µ �!�Ë�º�0

�7�� �\�w�¯�Ú�ï�Å�x�7���w�‹�w�p�b�{
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• HTTPS �Ý	Â�x  SSL �Ù�”�Ä  443 �p
C
\�b�”�h�Š�z HTTP �«�å� �ž�ï�Ä�T�’  HTTP �±�”�Ì�t�²�T�O
�Ù�”�Ä  443 	Í�w�Ä�å�Ñ�Ÿ�¿�«�›�Ò�é�¿�«�b�”�‘�O�t  access-list �¯�Ú�ï�Å���›
ƒ���`�s�M�p�X�i
�^�M�{�‡�h�z�Ù�”�Ä  80 	Í�w  Web �Ä�å�Ñ�Ÿ�¿�«�t�0�`�o�µ�»�Â�Ÿ�¿�«  PAT �›
ƒ���b�”	Ô�ù�x�z
SSL �Ù�”�Ä�t�0�`�o�‹�µ�»�Â�Ÿ�¿�«  PAT �›
ƒ���b�”
ž�A�U�K�“�‡�b�{�Í�w�«�p�x�z 1 �æ�è�p
Web �Ä�å�Ñ�Ÿ�¿�«�t�0�`�o�µ�»�Â�Ÿ�¿�«  PAT �›
ƒ���`�o�M�”�h�Š�z 2 �æ�è�›�å�C�`�o�z HTTPS
�Ý	Â�¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï�›�±�Ù�”�Ä�b�”
ž�A�U�K�“�‡�b�{

static (inside,outside) tcp 10.132.16.200 www 10.130.16.10 www
static (inside,outside) tcp 10.132.16.200 443 10.130.16.10 443

�« �Í�w�«�p�x�z HTTP �Ä�å�Ñ�Ÿ�¿�«�U�·�©�á�ž�t�Ý	Â�^�•�”�‘�O�t
ƒ���`�o�M�‡�b�{

hostname(config)# aaa authentication secure-http-client
hostname(config)# aaa authentication include http ...

�®...�¯�x�z authen_service if_name local_ip local_mask [foreign_ip foreign_mask] server_tag �t�&
~�s�‹�›
�¦���b�”�\�q�›
¯�`�‡�b�{

�Í�w�¯�Ú�ï�Å�p�x�z HTTPS �Ä�å�Ñ�Ÿ�¿�«�U�·�©�á�ž�t�Ý	Â�^�•�”�‘�O�t
ƒ���`�o�M�‡�b�{

hostname (config)# aaa authentication include https ...

�®...�¯�x�z authentication -service interface-name local-ip local-mask [foreign-ip foreign-mask] server-tag �t
�&
~�s�‹�›�¦���b�”�\�q�›
¯�`�‡�b�{

�¢�«�£ HTTPS �Ä�å�Ñ�Ÿ�¿�«�w	Ô�ù�z aaa authentication secure-https-client �¯�Ú�ï�Å�x
Æ�A�p�b�{

���È�¯�Ú�ï�Å �¯�Ú�ï�Å 
†�Ì

aaa authentication aaa-server �¯�Ú�ï�Å�p�¦���`�h�±�”�Ì	Í�w  LOCAL�z TACACS+�z�‡
�h�x  RADIUS �w�â�”�²�Ý	Â�›� �É�”�Ò�ç�t�`�‡�b�{

virtual telnet �·�©�á�æ�Â�Ÿ  �ž�Ó�å� �ž�ï�µ�>
Ý�±�”�Ì�t�ž�«�·�µ�`�‡�b�{
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aaa authorization
�·�©�á�æ�Â�Ÿ  �ž�Ó�å� �ž�ï�µ�&���w�Ä�å�Ñ�Ÿ�¿�«�›  TACACS+ �±�”�Ì�›�–�;�`�h�â�”�²�Ý�D�w�0
	Å�t�b�”�T�z�0	Å�T�’	†�Ž�b�”�T�›�¦���b�”�t�x�z�¬�é�”�Ì�ç  �¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï  �Þ�”�Å�p
aaa authorization �¯�Ú�ï�Å�›  include �©�”�ë�”�Å�‡�h�x  exclude �©�”�ë�”�Å�q�ž�t�–�;�`�‡�b�{�Ý�D
�›�Ã�Ÿ�·�”�Ò�ç�t�b�”�t�x�z�\�w�¯�Ú�ï�Å�w  no ���Ü�›�–�;�`�‡�b�{

aaa authorization { include | exclude}  authorization-service interface-name inside-ip inside-mask 
[outside-ip outside-mask] tacacs+-server-tag

no aaa authorization { include | exclude}  authorization-service interface-name inside-ip inside-mask 
[outside-ip outside-mask] tacacs+-server-tag

�³�ï�»�¿�«�µ�w
†�Ì authorization-service �Ý�D�w�0	Å�t�b�”�z�‡�h�x�0	Å�T�’	†�Ž�b�”�Ä�å�Ñ�Ÿ�¿�«�w�»� �Ó�›�¦��
�`�‡�b�{�Í�w�»� �Ó�U�K�“�‡�b�{

• any�•�b�‚�o�w�Ä�å�Ñ�Ÿ�¿�«�›�Ý�D�`�‡�b�{

• telnet�• Telnet �w�Ä�å�Ñ�Ÿ�¿�«�›�Ý�D�`�‡�b�{

• ssh�• SSH �w�Ä�å�Ñ�Ÿ�¿�«�›�Ý�D�`�‡�b�{

• ftp �• FTP �w�Ä�å�Ñ�Ÿ�¿�«�›�Ý�D�`�‡�b�{

• http �• HTTP �w�Ä�å�Ñ�Ÿ�¿�«�›�Ý�D�`�‡�b�{

• https�• HTTPS �w�Ä�å�Ñ�Ÿ�¿�«�›�Ý�D�`�‡�b�{

• icmp/type�•�¦���`�h�»� �Ó�w  ICMP �Ä�å�Ñ�Ÿ�¿�«�›�Ý�D�`�‡�b�{

• proto�•�¦���`�h�‹�‡�h�x�Ê
²�¢ ip �•  igmp �s�r�£�w  IP �Ó�é�Ä�¯�ç�›�Ý
�D�`�‡�b�{

• tcp/port[-port]�•�¦���`�h�Ù�”�Ä�‡�h�x�Ù�”�Ä�w
c�“�w  TCP �Ä�å�Ñ�Ÿ�¿
�«�›�Ý�D�`�‡�b�{�b�‚�o�w  TCP �Ä�å�Ñ�Ÿ�¿�«�›�Ý�D�b�”�t�x�z 0 �t�¦
���`�‡�b�{

• udp/port[-port]�•�¦���`�h�Ù�”�Ä�‡�h�x�Ù�”�Ä�w
c�“�w  UDP �Ä�å
�Ñ�Ÿ�¿�«�›�Ý�D�`�‡�b�{�b�‚�o�w  UDP �Ä�å�Ñ�Ÿ�¿�«�›�Ý�D�b�”�t�x�z
0 �t�¦���`�‡�b�{

�¢�«�£ �Ù�”�Ä
c�“�›�¦���b�”�q�z�'�8�p�V�s�M�A�L�U�Ý�D�±�”�Ì�p
\�a
�”�D�ó
Q�U�K�“�‡�b�{�·�©�á�æ�Â�Ÿ  �ž�Ó�å� �ž�ï�µ�p�x�z�±�”�Ì
�U���È�»�›�r
s�`�o�Ù�”�Ä
c�“�t�!�õ�p�V�”�\�q�›
²���q�`�o�S
�“�z�Ù�”�Ä
c�“�›���È�»�q�`�o�±�”�Ì�t
ù	ô�`�‡�b�{�î�M�t�x�z
�b�‚�o�w�±�”�Ì�U�\�w�‘�O�s�!�õ�›�î�æ�b�”�q�x�v�“�‡�d�œ�{�‡
�h�z�â�”�²�t�0�`�o�›���w�±�”�Ï�µ�i�Z�›�Ý�D�b�”	Ô�ù�‹�K�“�‡
�b�{�Ù�”�Ä
c�“�›�¦���b�”�q�z�±�”�Ï�µ�›�x���t�Ý�D�p�V�‡�d�œ�{

exclude �¦���`�h�±�”�Ï�µ�›�Ý�D�T�’	†�Ž�`�o�z
²�t�¦���`�h�F���w�«�Ž�›�^
R�`
�‡�b�{

include �F���t�ù�•�`�h�Ä�å�Ñ�Ÿ�¿�«�›�Ý�D�`�‡�b�{

inside-ip �Ý�D�U
ž�A�s
€���w
C	ô�i�‡�h�x�|
Œ�q�s�”�º
æ �¢�·�©�á�æ�Â�Ÿ  �è�Õ�ç�U
�ô�M�£�w�×�µ�Ä�‡�h�x�É�¿�Ä�ë�”�«�w  IP �ž�Å�è�µ�›�¦���`�‡�b�{�\�w�ž
�Å�è�µ�›  0 �t
ƒ���b�”�q�z�b�‚�o�w�×�µ�Ä�›�¦���p�V�‡�b�{�\�w�¯�Ú�ï�Å
�p�x�z�Ý�D�w�&�;�0	Å�t�b�”� �ï�»�”�Ñ�£� �µ�q�x�Á�����t�z	×�t�·�©�á
�æ�Â�Ÿ�w�ô�M  IP �ž�Å�è�µ�T�’�·�©�á�æ�Â�Ÿ�w�ÿ�M  IP �ž�Å�è�µ�w	q�t�¦��
�`�‡�b�{

inside-mask inside-ip �w�É�¿�Ä�ë�”�«  �Ú�µ�«�›�¦���`�‡�b�{

interface-name 
€���w�‰�•���t�s�”� �ï�»�”�Ñ�£� �µ�›�¦���`�‡�b�{
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�Ã�Ñ�¥�ç�Ä �Ã�Ñ�¥�ç�Ä�w�ˆ�^�•�‹�x�K�“�‡�d�œ�{

�¯�Ú�ï�Å  �Þ�”�Å �Í�w
¯�x�z�\�w�¯�Ú�ï�Å�›�Ö�—�p�V�”�Þ�”�Å�›�Ô�`�o�M�‡�b�{

�¯�Ú�ï�Å�d�º

�–�;	Í�w�̈ � �Å�å� �ï �·�©�á�æ�Â�Ÿ  �ž�Ó�å� �ž�ï�µ�p�x�z TACACS+ �›�–�;�`�o�É�¿�Ä�ë�”�«  �ž�«�·�µ�Ý�D�›�î�æ�b�”�‘
�O�t
ƒ���p�V�‡�b�{

aaa authorization include �¯�Ú�ï�Å�•  exclude �¯�Ú�ï�Å�w�E�˜�“�t�z aaa authorization match �¯�Ú�ï
�Å�›�–�;�b�”�\�q�›�S�ç�Š�`�‡�b�{ aaa authorization include �¯�Ú�ï�Å�S�‘�|  exclude �¯�Ú�ï�Å�x�z
aaa authorization match �¯�Ú�ï�Å�q�‰�a�¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï�w�¤�p�x�–�;�p�V�‡�d�œ�{ aaa
authorization match �¯�Ú�ï�Å�x�z�ž�«�·�µ  �æ�µ�Ä�›�–�;�`�o�Ä�å�Ñ�Ÿ�¿�«�w�°�•�›�Ð�‚�”�h�Š�z�\
�w�è�$�p�–�;�b�”�‹�w�q�`�o�x�N�Ú
Q�w�ô�M�¯�Ú�ï�Å�p�b�{

�·�©�á�æ�Â�Ÿ  �è�Õ�ç�U�‰�a� �ï�»�”�Ñ�£� �µ���p  aaa authorization �¯�Ú�ï�Å�›�–�;�b�”�\�q�x�p
�V�‡�d�œ�{�\�w	Ô�ù�x�z aaa authorization match �¯�Ú�ï�Å�›�–�;�b�”
ž�A�U�K�“�‡�b�{

�Ý	Â�w���q�Ý�D�w���x�z�“�M�t� �q�`�o�M�‡�b�{�h�i�`�z�Ý	Â�^�•�o�M�s�M�Ä�å�Ñ�Ÿ�¿�«�x�z�Ý�D
���t�°�•�`�h	Ô�ù�p�‹�‹
q�^�•�‡�b�{�â�”�²�U�Ý�D�›	!�Z�”�t�x�z�‡�c�·�©�á�æ�Â�Ÿ  �ž�Ó�å� �ž�ï
�µ�t�Ý	Â�^�•�”
ž�A�U�K�“�‡�b�{�›���w�Ý�D�F���p�x�z�f�•�t�0� �b�”�Ý	Â�x
ž�A�K�“�‡�d�œ�{�Ý
	Â�U
ž�A�q�s�”�w�x�z FTP�z HTTP�z�‡�h�x  Telnet �w	Ô�ù�i�Z�p�z�Ý�D�«�è�Ã�ï�³�ß�ç�›�Ö�—�b�”�h
�Š�w�0�é���w�M�O�U�â�”�²�t���™�^�•�‡�b�{	t���w  IP �ž�Å�è�µ�›�Ë�m�â�”�²�U�Ý	Â�›	!�Z�”
ž�A
�U�K�”�w�x�z�Ý	Â�·�¿�³�ã�ï�U�8�v
~�•�t�s�l�o�M�s�M	Ô�ù�z�b�‚�o�w�F���S�‘�|�»� �Ó�w�M�c�•
�T�p  1 �s�i�Z�p�b�{�\�w�h�Š�z�Ä�å�Ñ�Ÿ�¿�«�U�Ý	Â���t�°�•�`�h	Ô�ù�p�‹�z�Ý�D�x
C
\�b�”�D�ó
Q
�U�K�“�‡�b�{

�â�”�²�U�Ý	Â�^�•�”�q�z�·�©�á�æ�Â�Ÿ  �ž�Ó�å� �ž�ï�µ�x�Ý�D�F���›�½�£�¿�«�`�o�z�°�•�b�”�Ä�å
�Ñ�Ÿ�¿�«�U�K�”�T�r�O�T�›�Ð�‚�‡�b�{�Ä�å�Ñ�Ÿ�¿�«�U�Ý�D���t�°�•�`�h	Ô�ù�z�·�©�á�æ�Â�Ÿ  �ž�Ó�å
� �ž�ï�µ�x�â�”�²�Ê�›  TACACS+ �±�”�Ì�t
ù	ô�`�‡�b�{ TACACS+ �±�”�Ì�x�z�f�w�Ä�å�Ñ�Ÿ�¿�«�›
�•�D�b�”�T�‹
q�b�”�T�›�â�”�²  �Ó�é�Ñ�•� �ç�t�,�n�M�o
Q���`�z�·�©�á�æ�Â�Ÿ  �ž�Ó�å� �ž�ï�µ�t
� �t�`�‡�b�{�·�©�á�æ�Â�Ÿ  �ž�Ó�å� �ž�ï�µ�x�z� �t�t���‡�•�o�M�”�Ý�D�F���›�&�;�`�‡�b�{

outside-ip �¢�¦�Ó�³�ã�ï�£�Ä�å�Ñ�Ÿ�¿�«�›�Ý�D�b�”�0	Å�q�s�”�z�Ž
æ�w�¢�·�©�á�æ�Â�Ÿ
�è�Õ�ç�w�ÿ�M�£ IP �ž�Å�è�µ�›�¦���`�‡�b�{�b�‚�o�w�×�µ�Ä�›�¦���b�”�t
�x�z 0 �›�¦���`�‡�b�{�\�w�¯�Ú�ï�Å�p�x�z�Ý�D�w�&�;�0	Å�t�b�”� �ï�»�”
�Ñ�£� �µ�q�x�Á�����t�z	×�t�·�©�á�æ�Â�Ÿ�w�ô�M  IP �ž�Å�è�µ�T�’�·�©�á
�æ�Â�Ÿ�w�ÿ�M  IP �ž�Å�è�µ�w	q�t�¦���`�‡�b�{

outside-mask �¢�¦�Ó�³�ã�ï�£ outside-ip �w�É�¿�Ä�ë�”�«  �Ú�µ�«�{

tacacs+-server-tag aaa-server protocol �¯�Ú�ï�Å�p���[�`�h  TACACS+ �±�”�Ì  �¬�ç�”�Ó  �»�¬�›
�¦���`�‡�b�{

�¯�Ú�ï�Å  �Þ�”�Å

�Ñ�•� �ž�¢�¥�”�ç  �Þ�”�Å �·�©�á�æ�Â�Ÿ  �¯�ï�Â�©�µ�Ä

�ç�”�Â�¿�Å �•�a �³�ï�¬�ç

�Ú�ç�½

�¯�ï�Â�©�µ�Ä �³�µ�Â�Ü

�¬�é�”�Ì�ç  �¯�ï�Ñ�Ÿ�ª�á�è�”
�³�ã�ï

• • • • —

�æ�æ�”�µ �!�Ë�º�0

7.0(1) exclude �Í�å�Ý�”�»�t�‘�“�z�â�”�²�U�z�›���w�×�µ�Ä�¢
ó
:�D�£�|�o�w�Ù�”
�Ä�›�¦���`�o	†�Ž�p�V�”�‘�O�t�s�“�‡�`�h�{
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�â�”�²�t�0�`�o�É�¿�Ä�ë�”�«  �ž�«�·�µ�Ý�D�›
ƒ���b�”�M�O�t�m�M�o�x�z TACACS+ �±�”�Ì�w�Ú�Ç�á
�ž�ç�›�€	°�`�o�X�i�^�M�{

�7	s�w�Ý�D�¼�æ�U�æ

�`�z 2 
j�è�w�¼�æ�p�»� �Ü�ž�¢�Ä�U
C
\�`�h	Ô�ù�x�z�Ý�D�^�•�s�T�l�h�«�å
� �ž�ï�Ä�›  service resetinbound �¯�Ú�ï�Å�›�–�;�`�o�æ�·�¿�Ä�`�z �f�w�«�å� �ž�ï�Ä�U
€���w�6�8
ù
�›�æ�˜�s�M�‘�O�t�`�‡�b�{�Í�w�«�x�z Telnet �w�Ý�D�»� �Ü�ž�¢�Ä  �Ý�¿�·�”�´�›�Ô�`�o�M�‡�b�{  

Unable to connect to remote host: Connection timed out

�« �Í�w�«�p�x�z TACACS+ �Ó�é�Ä�¯�ç�›�–�;�`�o�M�‡�b�{

hostname(config)# aaa-server tplus1 protocol tacacs+
hostname(config)# aaa-server tplus1 (inside) host 10.1.1.10 thekey timeout 20
hostname(config)# aaa authentication include any inside 0 0 0 0 tplus1
hostname(config)# aaa authorization include any inside 0 0 0 0
hostname(config)# aaa accounting include any inside 0 0 0 0 tplus1
hostname(config)# aaa authentication serial console tplus1

�\�w�«�p�x�z�7	s�w�¯�Ú�ï�Å���p  tplus1 �q�M�O�Ê
²�w�±�”�Ì  �¬�ç�”�Ó�›�^
R�`�z�\�w�¬�ç�”�Ó�;�t
TACACS+ �Ó�é�Ä�¯�ç�›�¦���`�o�M�‡�b�{ 2 
j�è�w�¯�Ú�ï�Å�p�x�z IP �ž�Å�è�µ  10.1.1.10 �w�Ý	Â�±�”
�Ì�U�º
æ� �ï�»�”�Ñ�£� �µ	Í�t�K�”�\�q�z �S�‘�|  tplus1 �±�”�Ì  �¬�ç�”�Ó�t���‡�•�o�M�”�\�q�›�¦��
�`�o�M�‡�b�{�f�w�Í�w  3 �m�w�¯�Ú�ï�Å���p�¦���`�o�M�”�w�x�z�Ž
æ� �ï�»�”�Ñ�£� �µ�›�&���b�”�Ž

æ�×�µ�Ä�|�o
€���›�‰�•�b�”�â�”�²
¶�»�›  tplus1 �±�”�Ì  �¬�ç�”�Ó�p�Ý	Â�b�”�\�q�z 
Y	×�t�Ý	Â�^�•
�h�â�”�²�t�0�`�o�x�r�w�±�”�Ï�µ�w�–�;�‹�Ý�D�b�”�\�q�z�S�‘�|�b�‚�o�w
C	ô
€��	Ø�C�›�ž�§�¢�ï
�Â�Ÿ�ï�¬  �Ã�”�»�Õ�”�µ�t�G�å�b�”�\�q�p�b�{�7�™�w�¯�Ú�ï�Å���p�x�z�·�©�á�æ�Â�Ÿ  �ž�Ó�å� �ž�ï
�µ�w�³�æ�ž�ç  �¯�ï�¹�”�ç�t�ž�«�·�µ�b�”�t�x�z tplus1 �±�”�Ì  �¬�ç�”�Ó�T�’�Ý	Â�›	!�Z�”
ž�A�U�K�”
�\�q�›�¦���`�o�M�‡�b�{

�Í�w�«�p�x�z�Ž
æ� �ï�»�”�Ñ�£� �µ�T�’�w  DNS �ç�¿�«�ž�¿�Ó�t�0�b�”�Ý�D�›� �É�”�Ò�ç�t�`�‡�b�{

hostname(config)# aaa authorization include udp/53 outside 0.0.0.0 0.0.0.0

�Í�w�«�p�x�z�º
æ�×�µ�Ä�T�’�º
æ� �ï�»�”�Ñ�£� �µ�t�x�£�b�”�z ICMP �¤�¯�”� �t�Í�­�¿�Ä�w�Ý�D
�›� �É�”�Ò�ç�t�`�‡�b�{

hostname(config)# aaa authorization include 1/0 inside 0.0.0.0 0.0.0.0

�\�w�‘�O�t
ƒ���b�”�q�z�â�”�²�x  Telnet�z HTTP�z�‡�h�x  FTP �›�–�;�`�o�Ý	Â�›	!�Z�s�M�v�“�z�Ž

æ�×�µ�Ä�›  ping �p�V�s�X�s�“�‡�b�{

�Í�w�«�p�x�z�º
æ�×�µ�Ä�T�’�º
æ� �ï�»�”�Ñ�£� �µ�t�x�£�b�”  ICMP �¤�¯�”�¢ ping�£�t�m�M�o�i�Z
�Ý�D�›� �É�”�Ò�ç�t�`�‡�b�{

hostname(config)# aaa authorization include 1/8 inside 0.0.0.0 0.0.0.0

���È�¯�Ú�ï�Å �¯�Ú�ï�Å 
†�Ì

aaa authorization command �¯�Ú�ï�Å�w�î�æ�U�Ý�D�w�0	Å�q�s�”�T�r�O�T�›�¦���`�‡�b�{�‡�h
�x�z�¦���`�h�±�”�Ì  �¬�ç�”�Ó�º�w�b�‚�o�w�±�”�Ì�U�Ã�Ÿ�·�”�Ò�ç�p
�K�”	Ô�ù�t�é�”�§�ç  �â�”�²  �Ã�”�»�Õ�”�µ�t�Ñ�¥�”�ç�Ì�¿�«�b�”�‘
�O���g�Ý�D�›
ƒ���`�‡�b�{  

aaa authorization match �›���w  access-list �¯�Ú�ï�Å�Ê�t�0�`�o  LOCAL �‡�h�x  TACACS+ �w
�â�”�²�Ý�D�±�”�Ï�µ�›� �É�”�Ò�ç�‡�h�x�Ã�Ÿ�·�”�Ò�ç�t�`�‡�b�{

clear configure aaa 
ƒ���A�ˆ�w  AAA �ž�§�¢�ï�Â�Ÿ�ï�¬�w�‹�›�_	†�‡�h�x�æ�·�¿�Ä�`�‡
�b�{

show running-config aaa AAA �¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï�›
¯�Ô�`�‡�b�{
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aaa authorization command
���g�ž�«�·�µ�w�¯�Ú�ï�Å�w�Ý�D�›� �É�”�Ò�ç�t�b�”�t�x�z�¬�é�”�Ì�ç  �¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï
�Þ�”�Å�p  aaa authorization command �¯�Ú�ï�Å�›�–�;�`�‡�b�{�¯�Ú�ï�Å�Ý�D�›�Ã�Ÿ�·�”�Ò�ç�t�b�”
�t�x�z�\�w�¯�Ú�ï�Å�w  no ���Ü�›�–�;�`�‡�b�{

aaa authorization command {LOCAL | tacacs+-server-tag [LOCAL ]}

no aaa authorization command { LOCAL | tacacs+-server-tag [LOCAL ]}

�³�ï�»�¿�«�µ�w
†�Ì

�Ã�Ñ�¥�ç�Ä �Ã�Ñ�¥�ç�Ä�p�x�z �Ý�D�w�h�Š�w�é�”�§�ç  �Ã�”�»�Õ�”�µ�•�w�Ñ�¥�”�ç�Ì�¿�«�x�Ã�Ÿ�·�”�Ò�ç�t�s�l�o
�M�‡�b�{

�¯�Ú�ï�Å  �Þ�”�Å �Í�w
¯�x�z�\�w�¯�Ú�ï�Å�›�Ö�—�p�V�”�Þ�”�Å�›�Ô�`�o�M�‡�b�{

�¯�Ú�ï�Å�d�º

�–�;	Í�w�̈ � �Å�å� �ï �Ã�Ñ�¥�ç�Ä�p�x�z�é�¬� �ï�b�”�q�z
ž�A�7�ÿ�v�w�¯�Ú�ï�Å�i�Z�›�–�;�p�V�”�â�”�²  EXEC �Þ�”�Å�t
�ž�«�·�µ�p�V�”�‘�O�t�s�l�o�M�‡�b�{ enable �¯�Ú�ï�Å�¢�é�”�§�ç  �Ã�”�»�Õ�”�µ�›�–�;�`�o�M�”	Ô�ù
�x  login �¯�Ú�ï�Å�£�›�Ö�—�b�”�q�z�›�V  EXEC �Þ�”�Å�t�ž�«�·�µ�`�o�z�¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï  �¯
�Ú�ï�Å�›���‰�¤	��¯�Ú�ï�Å�›�–�;�p�V�‡�b�{�¯�Ú�ï�Å�•�w�ž�«�·�µ�›
M�š�b�”	Ô�ù�x�z�·�©�á�æ
�Â�Ÿ  �ž�Ó�å� �ž�ï�µ�p�¯�Ú�ï�Å�w�Ý�D�›
ƒ���`�o�z �r�w�¯�Ú�ï�Å�›�â�”�²�U�b�;�p�V�”�T�›�>�Š�‡
�b�{

LOCAL �é�”�§�ç  �¯�Ú�ï�Å�w�Ý�D�t�z�é�”�§�ç  �â�”�²  �Ã�”�»�Õ�”�µ�›�–�;�b�”�\
�q�›�¦���`�‡�b�¢�›�V�è�Õ�ç�›�–�;�£ �{ TACACS+ �±�”�Ì  �¬�ç�”�Ó  �»�¬�w
�™�t  LOCAL  �›�¦���b�”�q�z�é�”�§�ç  �â�”�²  �Ã�”�»�Õ�”�µ�x�z TACACS+
�±�”�Ì  �¬�ç�”�Ó�U�b�;�p�V�s�M	Ô�ù�w�Ñ�¥�”�ç�Ì�¿�«�q�`�o�i�Z�¯�Ú�ï
�Å�Ý�D�t�–�;�^�•�‡�b�{

tacacs+-server-tag TACACS+ �Ý�D�±�”�Ì�w���[�A�ˆ�w�±�”�Ì  �¬�ç�”�Ó  �»�¬�›�¦���`�‡�b�{
aaa-server protocol �¯�Ú�ï�Å�p���[�`�h  AAA �±�”�Ì  �¬�ç�”�Ó  �»�¬�›�¦��
�`�‡�b�{

�¯�Ú�ï�Å  �Þ�”�Å

�Ñ�•� �ž�¢�¥�”�ç  �Þ�”�Å �·�©�á�æ�Â�Ÿ  �¯�ï�Â�©�µ�Ä

�ç�”�Â�¿�Å �•�a �³�ï�¬�ç

�Ú�ç�½

�¯�ï�Â�©�µ�Ä �³�µ�Â�Ü

�¬�é�”�Ì�ç  �¯�ï�Ñ�Ÿ�ª�á�è�”
�³�ã�ï

• • • • —

�æ�æ�”�µ �!�Ë�º�0

7.0(1)(1) �\�w�¯�Ú�ï�Å�U�!�Ë�^�•�z�¦���`�h�¬�ç�”�Ó�º�w�b�‚�o�w�±�”�Ì�U�Ã�Ÿ
�·�”�Ò�ç�p�K�”	Ô�ù�t�é�”�§�ç  �â�”�²  �Ã�”�»�Õ�”�µ�t�Ñ�¥�”�ç�Ì�¿�«�b
�”�‘�O���g�Ý�D�›
ƒ���p�V�”�‘�O�t�s�“�‡�`�h�{
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�Í�w�¯�Ú�ï�Å�Ý�D�M�O�w�O�j�w�M�c�•�T�°�M�›�–�;�p�V�‡�b�{

• �é�”�§�ç  �Ã�”�»�Õ�”�µ�• privilege �¯�Ú�ï�Å�›�–�;�`�o�z�·�©�á�æ�Â�Ÿ  �ž�Ó�å� �ž�ï�µ�w�¯�Ú
�ï�Å�w�›�V�è�Õ�ç�›
ƒ���`�‡�b�{�é�”�§�ç  �â�”�²�U  enable �¯�Ú�ï�Å�¢ aaa authenticate enable
console �¯�Ú�ï�Å�p� �É�”�Ò�ç�t�b�”�£�p�Ý	Â�›	!�Z�”�T�z login �¯�Ú�ï�Å�›�Ö�—�`�o�é�¬� �ï
�b�”	Ô�ù�x�z�·�©�á�æ�Â�Ÿ  �ž�Ó�å� �ž�ï�µ�U�z�\�w�â�”�²�›�é�”�§�ç  �Ã�”�»�Õ�”�µ�p���[�^
�•�o�M�”�›�V�è�Õ�ç�t	t���^�d�‡�b�{�â�”�²�x�z�f�w�›�V�è�Õ�ç�Ž�<�w�¯�Ú�ï�Å�t�ž�«�·�µ�p
�V�‡�b�{�é�”�§�ç�p�w�¯�Ú�ï�Å�Ý�D�t�‘�l�o�z�f�•�g�•�w�â�”�²�U�z�K�”�›�V�è�Õ�ç�t�”�T�•�z
�×
ü�w�›�V�è�Õ�ç�Ž�<�w�¯�Ú�ï�Å�›�Ö�—�p�V�”�‘�O�t�s�“�‡�b�{ �·�©�á�æ�Â�Ÿ  �ž�Ó�å� �ž�ï�µ
�p�x�z�¯�Ú�ï�Å�t  16 �è�Õ�ç�¢ 0 �™ 15�£�w�O�j�w  1 �m�›�Â�“�p�o�’�•�‡�b�{�Ã�Ñ�¥�ç�Ä�p�x�z�¤
�¯�Ú�ï�Å�w�›�V�è�Õ�ç�U  0 �T  15 �t�s�l�o�M�‡�b�{

�¢�«�£ �é�”�§�ç�p�w�¯�Ú�ï�Å�Ý�D�x�z�é�”�§�ç  �Ã�”�»�Õ�”�µ�º�w�â�”�²�z�S�‘�|  CLI �t�‘�”�Ý	Â
�•� �É�”�Ò�ç�Ý	Â�s�`�p�–�;�p�V�‡�b�{�\�w	Ô�ù�x�z enable �¯�Ú�ï�Å�›�Ö�—�b�”�q�V�t�³
�µ�Â�Ü  � �É�”�Ò�ç  �Í�µ�ë�”�Å�›�Ö�—�`�‡�b�{�·�©�á�æ�Â�Ÿ  �ž�Ó�å� �ž�ï�µ�t�‘�l�o�z�›�V
�è�Õ�ç�U  15 �t
ƒ���^�•�‡�b�{�Í�t�z�¤�è�Õ�ç�w� �É�”�Ò�ç  �Í�µ�ë�”�Å�›�^
R�`�z enable n

�¢ 2 �™ 15�£�q�Ö�—�`�h�q�V�t�z�·�©�á�æ�Â�Ÿ  �ž�Ó�å� �ž�ï�µ�t�‘�l�o�˜�p�b�”�è�Õ�ç  n �t
ƒ
���^�•�”�‘�O�t�`�‡�b�{�\�•�’�w�è�Õ�ç�x�z�é�”�§�ç�p�w�¯�Ú�ï�Å�Ý�D�›�¦�ï�t�`�s�M�v
�“�–�;�^�•�‡�d�œ�{

• TACACS+ �±�”�Ì�•�â�”�²�‡�h�x�¬�ç�”�Ó�U  CLI �t�‘�”�ž�«�·�µ�w�Ý	Â�›	!�Z�h�™�t�–�;�p�V
�”�¯�Ú�ï�Å�›�z TACACS+ �±�”�Ì�p
ƒ���`�‡�b�{�â�”�²�U  CLI �p�Ö�—�b�”�b�‚�o�w�¯�Ú�ï�Å�U
TACACS+ �±�”�Ì�p�½�£�¿�«�^�•�‡�b�{ TACACS+ �t�‘�”�¯�Ú�ï�Å�w�Ý�D�›� �É�”�Ò�ç�`�h	Ô
�ù�t�z�â�”�²�U  CLI �p�¯�Ú�ï�Å�›�Ö�—�b�”�q�z�·�©�á�æ�Â�Ÿ  �ž�Ó�å� �ž�ï�µ�x�z�f�w�¯�Ú�ï�Å
�q�â�”�²�Ê�›  TACACS+ �±�”�Ì�t
ù	ô�`�z�f�w�¯�Ú�ï�Å�U�Ý�D�^�•�o�M�”�T�r�O�T�›�¬�T�Š�‡
�b�{

TACACS+ �t�‘�”�¯�Ú�ï�Å�w�Ý�D�›� �É�”�Ò�ç�t�b�”
²�t�z TACACS+ �±�”�Ì�p���[�^�•�o�M
�”�â�”�²�q�`�o�·�©�á�æ�Â�Ÿ  �ž�Ó�å� �ž�ï�µ�t�é�¬� �ï�`�o�M�”�\�q�q�z�·�©�á�æ�Â�Ÿ  �ž�Ó
�å� �ž�ï�µ�w
ƒ���›���Z�”�w�t
ž�A�s�¯�Ú�ï�Å�w�–�;�U�Ý�D�^�•�o�M�”�\�q�›�¬�Ý�`�o�X�i
�^�M�{�h�q�Q�y�z
¶�¯�Ú�ï�Å�w�–�;�U�Ý�D�^�•�o�M�”���g�â�”�²�q�`�o�é�¬� �ï�`�‡�b�{���w
�â�”�²�p�é�¬� �ï�`�o�M�”�q�z�é�¿�«�ž�¢�Ä�^�•�”�\�q�U�K�“�‡�b�{

TACACS+ �±�”�Ì�t�‘�”�¯�Ú�ï�Å�w�Ý�D�›
ƒ���b�”�q�V�x�z�™
$�`�h�q�S�“�t�Ý�D�;�ó�U�ˆ�^
�b�”�\�q�›�¬�Ý�`�o�T�’
ƒ���›�-���`�o�X�i�^�M�{�h�i�`�z
ƒ�����§�M�U�j�¼�p�é�¿�«�ž�¢�Ä
�^�•�h	Ô�ù�x�z �è	×�·�©�á�æ�Â�Ÿ  �ž�Ó�å� �ž�ï�µ�›�6�I�ˆ�b�”�q�i�r�S�“�ž�«�·�µ�p�V�”�‘�O
�t�s�“�‡�b�{

TACACS+ �³�µ�Â�Ü�U�†���`�o�M�o	ô�T�p�V�”�\�q�›�¬�Ý�`�o�X�i�^�M�{�\�•�t�x�z�è	×�z
TACACS+ �±�”�Ì  �³�µ�Â�Ü�U�ì
¶�s	Ñ�Õ�Ï
R�t�s�l�o�M�”�\�q�q�z �·�©�á�æ�Â�Ÿ  �ž�Ó�å� �ž�ï
�µ�•�w�ì
¶�s	Ñ�Õ
€���U�K�”�\�q�U
ž�A�p�b�{�h�q�Q�y�z TACACS+ �±�”�Ì  �Ó�”�ç�t�z� �ï
�»�”�Ñ�£� �µ  1 �t
€���`�o�M�”�±�”�Ì�q�z� �ï�»�”�Ñ�£� �µ  2 �t
€���`�o�M�”���w�±�”�Ì�›��
�Š�z TACACS+ �±�”�Ì�U�b�;�p�V�s�M	Ô�ù�t�é�”�§�ç�p�w�¯�Ú�ï�Å�Ý�D�›�Ñ�¥�”�ç�Ì�¿�«�q�`
�o
ƒ���`�o�S�V�‡�b�{

�« �Í�w�«�x�z tplus1 �q�M�O�Ê
²�w  TACACS+ �±�”�Ì  �¬�ç�”�Ó�t�‘�”�¯�Ú�ï�Å�Ý�D�›� �É�”�Ò�ç�t�b�”
�M�O�›�Ô�`�o�M�‡�b�{

hostname(config)# aaa authorization command tplus1

�Í�w�«�x�z tplus1 �±�”�Ì  �¬�ç�”�Ó�º�w�b�‚�o�w�±�”�Ì�U�b�;�p�V�s�M	Ô�ù�t�z �é�”�§�ç  �â�”�²  �Ã�”
�»�Õ�”�µ�t�Ñ�¥�”�ç�Ì�¿�«�b�”�‘�O���g�Ý�D�›
ƒ���b�”�M�O�›�Ô�`�o�M�‡�b�{

hostname(config)# aaa authorization command tplus1 LOCAL
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���È�¯�Ú�ï�Å �¯�Ú�ï�Å 
†�Ì

aaa authorization aaa-server �¯�Ú�ï�Å�p�¦���`�h  LOCAL �‡�h�x  TACACS+ �±�”�Ì�w
�â�”�²�Ý�D�z�K�”�M�x  ASDM �â�”�²�Ý	Â�w�â�”�²�Ý�D�›� �É�”�Ò
�ç�‡�h�x�Ã�Ÿ�·�”�Ò�ç�t�`�‡�b�{

aaa-server host �×�µ�Ä���È�w�ž�Ä�æ�Ï�á�”�Ä�›
ƒ���`�‡�b�{

aaa-server protocol �¬�ç�”�Ó���È�w�±�”�Ì  �ž�Ä�æ�Ï�á�”�Ä�›
ƒ���`�‡�b�{

clear configure aaa 
ƒ���A�ˆ�w  AAA �ž�§�¢�ï�Â�Ÿ�ï�¬�w�‹�›�_	†�‡�h�x�æ�·�¿�Ä�`�‡
�b�{

show running-config aaa AAA �¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï�›
¯�Ô�`�‡�b�{
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aaa authorization match
�·�©�á�æ�Â�Ÿ  �ž�Ó�å� �ž�ï�µ�&���w�Ä�å�Ñ�Ÿ�¿�«�w  TACACS+ �±�”�Ì�t�‘�”�â�”�²�Ý�D�›� �É�”
�Ò�ç�t�b�”�t�x�z aaa authorization match �¯�Ú�ï�Å�›�–�;�`�‡�b�{�Ý�D�›�Ã�Ÿ�·�”�Ò�ç�t�b�”�t�x�z
�\�w�¯�Ú�ï�Å�w  no ���Ü�›�–�;�`�‡�b�{

aaa authorization match acl-name interface-name server-tag

no aaa authorization match acl-name interface-name server-tag

�³�ï�»�¿�«�µ�w
†�Ì

�Ã�Ñ�¥�ç�Ä �Ã�Ñ�¥�ç�Ä�w�ˆ�^�•�‹�x�K�“�‡�d�œ�{

�¯�Ú�ï�Å  �Þ�”�Å �Í�w
¯�x�z�\�w�¯�Ú�ï�Å�›�Ö�—�p�V�”�Þ�”�Å�›�Ô�`�o�M�‡�b�{

�¯�Ú�ï�Å�d�º

�–�;	Í�w�̈ � �Å�å� �ï �·�©�á�æ�Â�Ÿ  �ž�Ó�å� �ž�ï�µ�p�x�z TACACS+ �›�–�;�`�o�É�¿�Ä�ë�”�«  �ž�«�·�µ�Ý�D�›�î�æ�b�”�‘
�O�t
ƒ���p�V�‡�b�{

aaa authorization include �¯�Ú�ï�Å�•  exclude �¯�Ú�ï�Å�w�E�˜�“�t�z aaa authorization match �¯�Ú�ï
�Å�›�–�;�b�”�\�q�›�S�ç�Š�`�‡�b�{ aaa authorization include �¯�Ú�ï�Å�S�‘�|  exclude �¯�Ú�ï�Å�x�z
aaa authorization match �¯�Ú�ï�Å�q�‰�a�¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï�w�¤�p�x�–�;�p�V�‡�d�œ�{ aaa
authorization match �¯�Ú�ï�Å�x�z�ž�«�·�µ  �æ�µ�Ä�›�–�;�`�o�Ä�å�Ñ�Ÿ�¿�«�w�°�•�›�Ð�‚�”�h�Š�z�\
�w�è�$�p�–�;�b�”�‹�w�q�`�o�x�N�Ú
Q�w�ô�M�¯�Ú�ï�Å�p�b�{

�Ý	Â�w���q�Ý�D�w���x�z�“�M�t� �q�`�o�M�‡�b�{�h�i�`�z�Ý	Â�^�•�o�M�s�M�Ä�å�Ñ�Ÿ�¿�«�x�z�Ý�D
���t�°�•�`�h	Ô�ù�p�‹�‹
q�^�•�‡�b�{�â�”�²�U�Ý�D�›	!�Z�”�t�x�z�‡�c�·�©�á�æ�Â�Ÿ  �ž�Ó�å� �ž�ï
�µ�t�Ý	Â�^�•�”
ž�A�U�K�“�‡�b�{�›���w�Ý�D�F���p�x�z�f�•�t�0� �b�”�Ý	Â�x
ž�A�K�“�‡�d�œ�{�Ý
	Â�U
ž�A�q�s�”�w�x�z FTP�z HTTP�z�‡�h�x  Telnet �w	Ô�ù�i�Z�p�z�Ý�D�«�è�Ã�ï�³�ß�ç�›�Ö�—�b�”�h
�Š�w�0�é���w�M�O�U�â�”�²�t���™�^�•�‡�b�{	t���w  IP �ž�Å�è�µ�›�Ë�m�â�”�²�U�Ý	Â�›	!�Z�”
ž�A
�U�K�”�w�x�z�Ý	Â�·�¿�³�ã�ï�U�8�v
~�•�t�s�l�o�M�s�M	Ô�ù�z�b�‚�o�w�F���S�‘�|�»� �Ó�w�M�c�•
�T�p  1 �s�i�Z�p�b�{�\�w�h�Š�z�Ä�å�Ñ�Ÿ�¿�«�U�Ý	Â���t�°�•�`�h	Ô�ù�p�‹�z�Ý�D�x
C
\�b�”�D�ó
Q
�U�K�“�‡�b�{

acl-name �Ý�D�b�”�Ä�å�Ñ�Ÿ�¿�«�›�›���b�”�ž�«�·�µ  �æ�µ�Ä�w�Ê
²�›�¦���`�‡�b�{
access-list �¯�Ú�ï�Å�›�€	°�`�o�X�i�^�M�{ permit  �w ACE �x�z�°�•�`�h�Ä�å
�Ñ�Ÿ�¿�«�›�Ý�D�b�”�\�q�›�z deny �w�¤�ï�Ä�æ�x�Ý�D�T�’	†�Ž�b�”�\�q�›
�Ô�`�‡�b�{

interface-name 
€���w�‰�•���t�s�”� �ï�»�”�Ñ�£� �µ�›�¦���`�‡�b�{

server-tag aaa-server protocol �¯�Ú�ï�Å�p���[�`�h  TACACS+ �±�”�Ì  �¬�ç�”�Ó  �»�¬�›
�¦���`�‡�b�{

�¯�Ú�ï�Å  �Þ�”�Å

�Ñ�•� �ž�¢�¥�”�ç  �Þ�”�Å �·�©�á�æ�Â�Ÿ  �¯�ï�Â�©�µ�Ä

�ç�”�Â�¿�Å �•�a �³�ï�¬�ç

�Ú�ç�½

�¯�ï�Â�©�µ�Ä �³�µ�Â�Ü

�¬�é�”�Ì�ç  �¯�ï�Ñ�Ÿ�ª�á�è�”
�³�ã�ï

• • • • —

�æ�æ�”�µ �!�Ë�º�0

�7�� �\�w�¯�Ú�ï�Å�x�7���w�‹�w�p�b�{
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�â�”�²�U�Ý	Â�^�•�”�q�z�·�©�á�æ�Â�Ÿ  �ž�Ó�å� �ž�ï�µ�x�Ý�D�F���›�½�£�¿�«�`�o�z�°�•�b�”�Ä�å
�Ñ�Ÿ�¿�«�U�K�”�T�r�O�T�›�Ð�‚�‡�b�{�Ä�å�Ñ�Ÿ�¿�«�U�Ý�D���t�°�•�`�h	Ô�ù�z�·�©�á�æ�Â�Ÿ  �ž�Ó�å
� �ž�ï�µ�x�â�”�²�Ê�›  TACACS+ �±�”�Ì�t
ù	ô�`�‡�b�{ TACACS+ �±�”�Ì�x�z�f�w�Ä�å�Ñ�Ÿ�¿�«�›
�•�D�b�”�T�‹
q�b�”�T�›�â�”�²  �Ó�é�Ñ�•� �ç�t�,�n�M�o
Q���`�z�·�©�á�æ�Â�Ÿ  �ž�Ó�å� �ž�ï�µ�t
� �t�`�‡�b�{�·�©�á�æ�Â�Ÿ  �ž�Ó�å� �ž�ï�µ�x�z� �t�t���‡�•�o�M�”�Ý�D�F���›�&�;�`�‡�b�{

�â�”�²�t�0�`�o�É�¿�Ä�ë�”�«  �ž�«�·�µ�Ý�D�›
ƒ���b�”�M�O�t�m�M�o�x�z TACACS+ �±�”�Ì�w�Ú�Ç�á
�ž�ç�›�€	°�`�o�X�i�^�M�{

�7	s�w�Ý�D�¼�æ�U�æ

�`�z 2 
j�è�w�¼�æ�p�»� �Ü�ž�¢�Ä�U
C
\�`�h	Ô�ù�x�z�Ý�D�^�•�s�T�l�h�«�å
� �ž�ï�Ä�›  service resetinbound �¯�Ú�ï�Å�›�–�;�`�o�æ�·�¿�Ä�`�z �f�w�«�å� �ž�ï�Ä�U
€���w�6�8
ù
�›�æ�˜�s�M�‘�O�t�`�‡�b�{�Í�w�«�x�z Telnet �w�Ý�D�»� �Ü�ž�¢�Ä  �Ý�¿�·�”�´�›�Ô�`�o�M�‡�b�{  

Unable to connect to remote host: Connection timed out

�« �Í�w�«�p�x�z tplus1 �±�”�Ì  �¬�ç�”�Ó�›  aaa �¯�Ú�ï�Å�p�–�;�`�o�M�‡�b�{

hostname(config)# aaa-server tplus1 protocol tacacs+
hostname(config)# aaa-server tplus1 (inside) host 10.1.1.10 thekey timeout 20
hostname(config)# aaa authentication match authen1 inside tplus1
hostname(config)# aaa accounting match acct1 inside tplus1
hostname(config)# aaa authorization match myacl inside tplus1

�\�w�«�p�x�z�7	s�w�¯�Ú�ï�Å���p�z tplus1 �±�”�Ì  �¬�ç�”�Ó�›  TACACS+ �¬�ç�”�Ó�q�`�o���[�`�o�M
�‡�b�{ 2 
j�è�w�¯�Ú�ï�Å�p�x�z IP �ž�Å�è�µ  10.1.1.10 �w�Ý	Â�±�”�Ì�U�º
æ� �ï�»�”�Ñ�£� �µ	Í�t�K�”
�\�q�z�S�‘�|  tplus1 �±�”�Ì  �¬�ç�”�Ó�t���‡�•�o�M�”�\�q�›�¦���`�o�M�‡�b�{�Í�w  2 �m�w�¯�Ú�ï�Å��
�p�x�z�º
æ� �ï�»�”�Ñ�£� �µ�›�è�a�b�”�z�Ú�™�w�Ž
æ�×�µ�Ä�|�o�w�b�‚�o�w
€���U�z tplus1 �±�”�Ì
�¬�ç�”�Ó�›�–�;�`�o�Ý	Â�^�•�z �T�m�ž�§�¢�ï�Â�Ÿ�ï�¬  �Ã�”�»�Õ�”�µ�t�G�å�^�•�”�‘�O�t�¦���`�o�M
�‡�b�{�7�™�w�¯�Ú�ï�Å���p�x�z myacl �º�w  ACE �t�°�•�b�”�b�‚�o�w
€���U  tplus1 �±�”�Ì  �¬�ç�”�Ó
�º�w  AAA �±�”�Ì�t�‘�l�o�Ý�D�^�•�”�\�q�›�¦���`�o�M�‡�b�{

���È�¯�Ú�ï�Å �¯�Ú�ï�Å 
†�Ì

aaa authorization aaa-server �¯�Ú�ï�Å�p�¦���`�h  LOCAL �‡�h�x  TACACS+ �±�”�Ì�w
�â�”�²�Ý�D�z�K�”�M�x  ASDM �â�”�²�Ý	Â�w�â�”�²�Ý�D�›� �É�”�Ò
�ç�‡�h�x�Ã�Ÿ�·�”�Ò�ç�t�`�‡�b�{

clear configure aaa �b�‚�o�w  aaa �¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï  �Í�å�Ý�”�»�›�Ã�Ñ�¥�ç�Ä�‹
�t�æ�·�¿�Ä�`�‡�b�{

clear uauth 1 
��w�â�”�²�‡�h�x
¶�â�”�²�w  AAA �Ý�D�©�ß�¿�³�á�q  AAA �Ý	Â
�©�ß�¿�³�á�›�_	†�`�o�z�â�”�²�U�Í�s�t
€���›�^
R�b�”�q�V�t�6�Ý
	Â�›�§
M�`�‡�b�{

show running-config aaa AAA �¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï�›
¯�Ô�`�‡�b�{

show uauth �Ý	Â�S�‘�|�Ý�D�w�è�$�p�Ý�D�±�”�Ì�t���™�^�•�h�â�”�²�Ê�›
¯�Ô
�`�‡�b�{�‡�h�z�â�”�²�Ê�U�Ì� �ï�Å�^�•�o�M�”  IP �ž�Å�è�µ�z�â�”
�²�U�Ý	Â�^�•�h�i�Z�p�K�”�T�z�©�ß�¿�³�á�^�•�h�±�”�Ï�µ�›�Ë�l�o
�M�”�T�›
¯�Ô�`�‡�b�{
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aaa local authentication attempts max-fail
�·�©�á�æ�Â�Ÿ  �ž�Ó�å� �ž�ï�µ�U	t���w�â�”�²  �ž�§�¢�ï�Ä�t�0�`�o�•�D�b�”�é�”�§�ç  �é�¬� �ï�¼�æ
�w�È� � �æ
 
 �s 
 : � › 
M�v�b�” � t �x�z�¬�é�” � Ì �ç  � ¯ � ï �Ñ�Ÿ�ª �á�è�” � ³ �ã � ï  �Þ �” �Å�p  aaa local
authentication attempts max-fail �¯�Ú�ï�Å�›�–�;�`�‡�b�{�\�w�¯�Ú�ï�Å�x�z�é�”�§�ç  �â�”�²  �Ã�”�»
�Õ�”�µ�t�‘�”�Ý	Â�i�Z�t�è�¹�›�t�…�`�‡�b�{�\�w�;�ó�›�Ã�Ÿ�·�”�Ò�ç�t�`�o�z�é�”�§�ç  �é�¬� �ï�¼
�æ�U�È���`�o�?�s�æ

�`�o�‹�‘�M�‘�O�t�b�”�t�x�z�\�w�¯�Ú�ï�Å�w  no ���Ü�›�–�;�`�‡�b�{

aaa local authentication attempts max-fail number

�³�ï�»�¿�«�µ�w
†�Ì

�Ã�Ñ�¥�ç�Ä �Ã�Ñ�¥�ç�Ä�w�ˆ�^�•�‹�x�K�“�‡�d�œ�{

�¯�Ú�ï�Å  �Þ�”�Å �Í�w
¯�x�z�\�w�¯�Ú�ï�Å�›�Ö�—�p�V�”�Þ�”�Å�›�Ô�`�o�M�‡�b�{

�¯�Ú�ï�Å�d�º

�–�;	Í�w�̈ � �Å�å� �ï �\�w�¯�Ú�ï�Å�›	²�t�b�”�q�z�â�”�²�U�?�s�p�‹���§�l�h�Í�µ�ë�”�Å�›�Ö�—�p�V�”�‘�O�t�s�“�‡�b�{

���§�l�h�Í�µ�ë�”�Å�t�‘�”�â�”�²�w�é�¬� �ï�¼�æ�U
ƒ���s
:�t�a�b�”�q�z�â�”�²�x�é�¿�«�ž�¢�Ä�^
�•�z���g	��t�‘�l�o�â�”�²�Ê�U�ž�ï�é�¿�«�^�•�”�‡�p�z�é�¬� �ï�t
R�­�`�‡�d�œ�{�â�”�²�Ê�w�é�¿
�«�‡�h�x�ž�ï�é�¿�«�t�‘�“�z syslog �Ý�¿�·�”�´�U
\
R�^�•�‡�b�{

���g	��x�z�Ã�Ì� �µ�T�’�é�¿�«�ž�¢�Ä�^�•�‡�d�œ�{

�â�”�²�U
Y	×�t�Ý	Â�^�•�h	Ô�ù�z�‡�h�x�·�©�á�æ�Â�Ÿ  �ž�Ó�å� �ž�ï�µ�U�æ�Ò�”�Ä�`�h	Ô�ù�x�z�æ


�¼�æ�s
:�U  0 �t�æ�·�¿�Ä�^�•�z�é�¿�«�ž�¢�Ä  �µ�Â�”�»�µ�U  No �t�æ�·�¿�Ä�^�•�‡�b�{  

�« �Í�w�«�x�z aaa local authentication attempts max-limits �¯�Ú�ï�Å�›�–�;�`�o�z�•�D�^�•�”�æ

�¼�æ�w
�7�G�s
:�›  2 �t
ƒ���b�”�M�O�›�Ô�`�o�M�‡�b�{

hostname(config)# aaa local authentication attempts max-limits 2
hostname(config)#

number �â�”�²�U�z�é�¿�«�ž�¢�Ä�^�•�”�‡�p�t���§�l�h�Í�µ�ë�”�Å�›�Ö�—�p�V�”�7
�G�s
:�{ 1 �™ 16 �w
:�‹�›�¦���p�V�‡�b�{

�¯�Ú�ï�Å  �Þ�”�Å

�Ñ�•� �ž�¢�¥�”�ç  �Þ�”�Å �·�©�á�æ�Â�Ÿ  �¯�ï�Â�©�µ�Ä

�ç�”�Â�¿�Å �•�a �³�ï�¬�ç

�Ú�ç�½

�¯�ï�Â�©�µ�Ä �³�µ�Â�Ü

�¬�é�”�Ì�ç  �¯�ï�Ñ�Ÿ�ª�á�è�”
�³�ã�ï

• • • • —

�æ�æ�”�µ �!�Ë�º�0

7.0(1) �\�w�¯�Ú�ï�Å�U�‹�Ö�^�•�‡�`�h�{
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���È�¯�Ú�ï�Å

aaa mac-exempt
�Ý	Â�S�‘�|�Ý�D�w�0	Å�T�’�Ô	†�b�”���[�A�ˆ�w  MAC �ž�Å�è�µ  �æ�µ�Ä�w�–�;�›�¦���b�”�t�x�z�¬
�é�” � Ì �ç  � ¯ � ï �Ñ�Ÿ�ª �á�è�” � ³ �ã � ï  �Þ�” �Å�p  aaa mac-exempt � ¯ �Ú� ï �Å�› �–� ; � ` �‡ �b�{ aaa
mac-exempt �¯�Ú�ï�Å�x�z 1 �m�i�Z�å�C�p�V�‡�b�{ MAC �ž�Å�è�µ�w�æ�µ�Ä�w�–�;�›�Ã�Ÿ�·�”�Ò�ç�t
�b�”�t�x�z�\�w�¯�Ú�ï�Å�w  no ���Ü�›�–�;�`�‡�b�{

aaa mac-exempt match id 

no aaa mac-exempt match id 

�³�ï�»�¿�«�µ�w
†�Ì

�Ã�Ñ�¥�ç�Ä �Ã�Ñ�¥�ç�Ä�w�ˆ�^�•�‹�x�K�“�‡�d�œ�{

�¯�Ú�ï�Å  �Þ�”�Å �Í�w
¯�x�z�\�w�¯�Ú�ï�Å�›�Ö�—�p�V�”�Þ�”�Å�›�Ô�`�o�M�‡�b�{

�¯�Ú�ï�Å�d�º

�–�;	Í�w�̈ � �Å�å� �ï aaa mac-exempt �¯�Ú�ï�Å�›�–�;�b�”�t�x�z�Ä
²�t  mac-list �¯�Ú�ï�Å�›�–�;�`�o  MAC �æ�µ�Ä�w
j�ø
�›
ƒ���`�o�S�X
ž�A�U�K�“�‡�b�{ MAC �æ�µ�Ä�t�K�”  permit �w�¤�ï�Ä�æ�x�z�f�w  MAC �ž�Å�è�µ�w
�Ý	Â�q�Ý�D�›�Ô	†�b�”�\�q�›�z deny �w�¤�ï�Ä�æ�x�z�Ý	Â�q�Ý�D�U� �É�”�Ò�ç�t�s�l�o�M�”	Ô�ù�t�z
�f�w  MAC �ž�Å�è�µ�›�Ý	Â�S�‘�|�Ý�D�b�”
ž�A�U�K�”�\�q�›�Ô�`�‡�b�{ aaa mac-exempt �¯�Ú�ï�Å�x
1 �s�`�T�Ö�—�p�V�s�M�w�p�z�–�;�b�”  MAC �æ�µ�Ä�t�z�Ô	†�b�”�b�‚�o�w  MAC �ž�Å�è�µ�U���‡�•�o
�M�”�\�q�›�¬�Ý�`�o�X�i�^�M�{

�¯�Ú�ï�Å 
†�Ì

clear aaa local user lockout �¦���`�h�â�”�²�w�é�¿�«�ž�¢�Ä  �µ�Â�”�»�µ�›	«�ˆ�`�z �æ

�¼
�æ�§�¢�ï�»�›  0 �t
ƒ���`�‡�b�{

clear aaa local user fail-attempts �â�”�²�w�é�¿�«�ž�¢�Ä  �µ�Â�”�»�µ�›�!�Ë�d�c�t�z�æ

�`�h
�â�”�²�Ý	Â�¼�æ�w�s
:�›  0 �t�æ�·�¿�Ä�`�‡�b�{

show aaa local user �q�O�é�¿�«�^�•�o�M�”�â�”�²�Ê�w�æ�µ�Ä�›
¯�Ô�`�‡�b�{

id mac-list �¯�Ú�ï�Å�p
ƒ���`�h  MAC �ž�Å�è�µ  �æ�µ�Ä�w
j�ø�›�¦���`�‡�b�{

�¯�Ú�ï�Å  �Þ�”�Å

�Ñ�•� �ž�¢�¥�”�ç  �Þ�”�Å �·�©�á�æ�Â�Ÿ  �¯�ï�Â�©�µ�Ä

�ç�”�Â�¿�Å �•�a �³�ï�¬�ç

�Ú�ç�½

�¯�ï�Â�©�µ�Ä �³�µ�Â�Ü

�¬�é�”�Ì�ç  �¯�ï�Ñ�Ÿ�ª�á�è�”
�³�ã�ï

• • • • —

�æ�æ�”�µ �!�Ë�º�0

�7�� �\�w�¯�Ú�ï�Å�x�7���w�‹�w�p�b�{
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�« �Í�w�«�p�x�z 1 �m�w MAC �ž�Å�è�µ�t�m�M�o�Ý	Â�›�Ì� �Í�µ�`�‡�b�{

hostname(config)# mac-list abc permit 00a0.c95d.0282 ffff.ffff.ffff
hostname(config)# aaa mac-exempt match abc

�Í�w�¤�ï�Ä�æ�p�x�z�Ë�”�Å�¢�£�ž  ID �U 0003.E3 �p�K�”�b�‚�o�w  Cisco IP Phone �t�m�M�o�z�Ý	Â�›�Ì
� �Í�µ�`�o�M�‡�b�{

hostname(config)# mac-list acd permit 0003.E300.0000 FFFF.FF00.0000
hostname(config)# aaa mac-exempt match acd

�Í�w�«�p�x�z 00a0.c95d.02b2 �Ž�Ž�w  MAC �ž�Å�è�µ�w�¬�ç�”�Ó�w�Ý	Â�›�Ì� �Í�µ�`�o�M�‡�b�{

hostname(config)# mac-list 1 deny 00a0.c95d.0282 ffff.ffff.ffff
hostname(config)# mac-list 1 permit 00a0.c95d.0000 ffff.ffff.0000
hostname(config)# aaa mac-exempt match 1

���È�¯�Ú�ï�Å �¯�Ú�ï�Å 
†�Ì

aaa authentication �â�”�²�Ý	Â�›� �É�”�Ò�ç�t�`�‡�b�{

aaa authorization �â�”�²�Ý�D�±�”�Ï�µ�›� �É�”�Ò�ç�t�`�‡�b�{

aaa mac-exempt MAC �ž�Å�è�µ�w�æ�µ�Ä�›�Ý	Â�q�Ý�D�w�0	Å�T�’�Ô	†�`�‡�b�{

show running-config mac-list mac-list �¯�Ú�ï�Å�p�¦���^�•�o�M�”  MAC �ž�Å�è�µ�w�æ�µ�Ä�›
¯
�Ô�`�‡�b�{

mac-list MAC �ž�Å�è�µ�w�Ý	Â�•�Ý�D�›�Ô	†�b�”�h�Š�t�–�;�b�”  MAC �ž
�Å�è�µ�w�æ�µ�Ä�›�¦���`�‡�b�{
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aaa proxy-limit
�â�”�²  1 
��K�h�“�t�•�D�b�”�‰�Ì�Ó�é�©�³
€���w�7�G
:�›
ƒ���b�”�\�q�p�z uauth �·�¿�³�ã�ï�w
M
�v�‹�›	��ˆ�p
ƒ���b�”�t�x�z�¬�é�”�Ì�ç  �¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï  �Þ�”�Å�p  aaa proxy-limit �¯�Ú�ï
�Å�›�–�;�`�‡�b�{�Ó�é�©�³�›�Ã�Ÿ�·�”�Ò�ç�t�b�”�t�x�z disable �Í�å�Ý�”�»�›�–�;�`�‡�b�{�Ã�Ñ�¥�ç
�Ä�w�Ó�é�©�³
M�v�‹�¢ 16�£�t�í�b�t�x�z�\�w�¯�Ú�ï�Å�w  no ���Ü�›�–�;�`�‡�b�{

aaa proxy-limit proxy_limit

aaa proxy-limit disable

no aaa proxy-limit

�³�ï�»�¿�«�µ�w
†�Ì

�Ã�Ñ�¥�ç�Ä �Ã�Ñ�¥�ç�Ä�w�Ó�é�©�³
M�v�‹�x  16 �p�b�{

�¯�Ú�ï�Å  �Þ�”�Å �Í�w
¯�x�z�\�w�¯�Ú�ï�Å�›�Ö�—�p�V�”�Þ�”�Å�›�Ô�`�o�M�‡�b�{

�¯�Ú�ï�Å�d�º

�–�;	Í�w�̈ � �Å�å� �ï 
ù	ô�i�ž�Å�è�µ�U�Ó�é�©�³  �±�”�Ì�p�K�”	Ô�ù�x�z�f�w  IP �ž�Å�è�µ�›�Ý	Â�w�0	Å�T�’	†�Ž�b�”�T�z
�•�0�D�ó�s�°	r�g  AAA �A�{�w
:�›
ÿ�•�b�\�q�›�U�|�`�o�X�i�^�M�{

�« �Í�w�«�x�z�â�”�²  1 
��K�h�“�t�•�0�D�ó�s�°	r�g�Ý	Â�A�{�w�7�G
:�›
ƒ���b�”�M�O�›�Ô�`�o�M�‡�b�{

hostname(config)# aaa proxy-limit 6

���È�¯�Ú�ï�Å

disable �Ó�é�©�³�x�•�D�^�•�‡�d�œ�{

proxy_limit �â�”�²  1 
��K�h�“�t�•�D�b�”�‰�Ì�Ó�é�©�³
€���w
:�¢ 1 �™ 128�£�›�¦���`
�‡�b�{

�¯�Ú�ï�Å  �Þ�”�Å

�Ñ�•� �ž�¢�¥�”�ç  �Þ�”�Å �·�©�á�æ�Â�Ÿ  �¯�ï�Â�©�µ�Ä

�ç�”�Â�¿�Å �•�a �³�ï�¬�ç

�Ú�ç�½

�¯�ï�Â�©�µ�Ä �³�µ�Â�Ü

�¬�é�”�Ì�ç  �¯�ï�Ñ�Ÿ�ª�á�è�”
�³�ã�ï

• • • • —

�æ�æ�”�µ �!�Ë�º�0

�7�� �\�w�¯�Ú�ï�Å�x�7���w�‹�w�p�b�{

�¯�Ú�ï�Å 
†�Ì

aaa authentication aaa-server �¯�Ú�ï�Å�p�¦���`�h�±�”�Ì	Í�p�w�z LOCAL�zTACACS+�z
�‡�h�x  RADIUS �w�â�”�²�Ý	Â�z�‡�h�x  ASDM �â�”�²�Ý	Â�›� �É�”
�Ò�ç�=�z�Ã�Ÿ�·�”�Ò�ç�=�z�‡�h�x
¯�Ô�`�‡�b�{

aaa authorization LOCAL �‡�h�x  TACACS+ �â�”�²�Ý�D�±�”�Ï�µ�›� �É�”�Ò�ç�‡�h�x
�Ã�Ÿ�·�”�Ò�ç�t�`�‡�b�{

aaa-server host AAA �±�”�Ì�›�¦���`�‡�b�{

clear configure aaa 
ƒ���A�ˆ�w  AAA �ž�§�¢�ï�Â�Ÿ�ï�¬�w�‹�›�_	†�‡�h�x�æ�·�¿�Ä�`�‡
�b�{

show running-config aaa AAA �¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï�›
¯�Ô�`�‡�b�{
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aaa-server host
AAA �±�”�Ì  �¬�ç�”�Ó�w�°
æ�q�`�o  AAA �±�”�Ì�›
ƒ���`�h�“�z �×�µ�Ä�{���w  AAA �±�”�Ì  �Í�å�Ý�”
�»�›
ƒ���`�h�“�b�”�t�x�z�¬�é�”�Ì�ç  �¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï  �Þ�”�Å�p  aaa-server host �¯�Ú�ï�Å
�›�–�;�`�‡�b�{ aaa-server host �¯�Ú�ï�Å�›�–�;�b�”�q�z AAA �±�”�Ì  �×�µ�Ä  �¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã
�ï  �Þ�”�Å�t�Ö�“�‡�b�{�\�w�Þ�”�Å�T�’�z�×�µ�Ä�{���w  AAA �±�”�Ì
€���Ã�”�»�›�¦���S�‘�|���g�p
�V�‡�b�{�×�µ�Ä�w�¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï�›�_	†�b�”�t�x�z�\�w�¯�Ú�ï�Å�w  no ���Ü�›�–�;�`�‡�b�{

aaa-server server-tag [(interface-name)] host {server-ip | name} [ key] [ timeout seconds]

no aaa-server server-tag [(interface-name)] host {server-ip | name} [ key] [timeout seconds]

�³�ï�»�¿�«�µ�w
†�Ì

�Ã�Ñ�¥�ç�Ä �Ã�Ñ�¥�ç�Ä�w�»� �Ü�ž�¢�Ä�‹�x  10 
µ�p�b�{

�Ã�Ñ�¥�ç�Ä�w� �ï�»�”�Ñ�£� �µ�x�z inside �p�b�{

�¯�Ú�ï�Å  �Þ�”�Å �Í�w
¯�x�z�\�w�¯�Ú�ï�Å�›�Ö�—�p�V�”�Þ�”�Å�›�Ô�`�o�M�‡�b�{

(interface-name) �¢�¦�Ó�³�ã�ï�£�Ý	Â�±�”�Ì�U	×�±�b�”�É�¿�Ä�ë�”�«  � �ï�»�”�Ñ�£� �µ�›�¦
���`�‡�b�{�\�w�Í�å�Ý�”�»�t�x�§�¿�¯�U
ž�A�p�b�{� �ï�»�”�Ñ�£� �µ�›�?
�‹�¦���`�s�M�q�z�Ã�Ñ�¥�ç�Ä�p  inside �t�s�“�‡�b�¢�–�;�p�V�”	Ô�ù�£ �{

key �¢�¦�Ó�³�ã�ï�£ 127 ���È�‡�p�w�ó
:�È�w�©�”�ë�”�Å�p�z RADIUS �±�”�Ì�‡�h
�x  TACACS+ �±�”�Ì	Í�w�©�”�q�‰�a�‹�t�`�‡�b�{�ž�ç�Ñ�•�Õ�¿�Ä�w�G���È
�q	–���È�U�à���^�•�‡�b�{ 128 ���È�Ž�ñ�t�Ö�—�^�•�h���È�x�z�b�‚�o�Á�¹
�^�•�‡�b�{�\�w�©�”�x�z�·�©�á�æ�Â�Ÿ  �ž�Ó�å� �ž�ï�µ�q�±�”�Ì�w���p�•�“
	��“�b�”�Ã�”�»�›�‰�ø�=�b�”�h�Š�t�–�;�^�•�‡�b�{�\�w�©�”�x�z�·�©�á�æ
�Â�Ÿ  �ž�Ó�å� �ž�ï�µ  �³�µ�Â�Ü�q�±�”�Ì  �³�µ�Â�Ü�w�†�M�p�‰�a�t�b�”
ž�A
�U�K�“�‡�b�{�©�”�t�µ�Ö�”�µ�x�–�;�p�V�‡�d�œ�U�z�f�w���w�›	����È�x�–
�;�p�V�‡�b�{�×�µ�Ä  �Þ�”�Å�p  key �¯�Ú�ï�Å�›�–�;�`�o�z�©�”�›�å�C�‡�h�x
�!�Ë�p�V�‡�b�{

name name �¯�Ú�ï�Å�›�–�;�`�o�é�”�§�ç�p�Â�“�p�o�h�±�”�Ì�Ê�T�z DNS �Ê�›�¦
���`�‡�b�{ DNS �Ê�w�7�G�Õ�x  128 ���È�z name �¯�Ú�ï�Å�p�Â�“�p�o�”�Ê
²
�w�7�G�Õ�x  63 ���È�p�b�{

server-ip AAA �±�”�Ì�w  IP �ž�Å�è�µ�›�¦���`�‡�b�{

server-tag �±�”�Ì  �¬�ç�”�Ó�w�³�ï�Ø�æ�¿�«�Ê�{ aaa-server protocol �¯�Ú�ï�Å�p�¦���`
�h�Ê
²�q�‰�a�t�`�‡�b�{

timeout seconds �¢�¦�Ó�³�ã�ï�£�A�{�w�»� �Ü�ž�¢�Ä���´�{�\�w�Ì���›�Ò�Q�”�q�z�·�©�á�æ
�Â�Ÿ  �ž�Ó�å� �ž�ï�µ�x�z�Ó�å� �Ú�æ  AAA �±�”�Ì�•�w�A�{�›�…�æ�`�‡�b�{
�µ�»�ï�Ì�   AAA �±�”�Ì�U���O�b�”	Ô�ù�z�·�©�á�æ�Â�Ÿ  �ž�Ó�å� �ž�ï�µ�x
�A�{�›�f�w�Ì�¿�«�ž�¿�Ó  �±�”�Ì�t
ù	ô�`�‡�b�{ �×�µ�Ä  �Þ�”�Å�p  timeout �¯
�Ú�ï�Å�›�–�;�`�o�z�»� �Ü�ž�¢�Ä���´�›�!�Ë�p�V�‡�b�{

�¯�Ú�ï�Å  �Þ�”�Å

�Ñ�•� �ž�¢�¥�”�ç  �Þ�”�Å �·�©�á�æ�Â�Ÿ  �¯�ï�Â�©�µ�Ä

�ç�”�Â�¿�Å �•�a �³�ï�¬�ç

�Ú�ç�½

�¯�ï�Â�©�µ�Ä �³�µ�Â�Ü

�¬�é�”�Ì�ç  �¯�ï�Ñ�Ÿ�ª�á�è�”
�³�ã�ï

• • • • —
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�¯�Ú�ï�Å�d�º

�–�;	Í�w�̈ � �Å�å� �ï AAA �±�”�Ì�w�¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï�›
M�š�b�”�t�x�z aaa-server protocol �¯�Ú�ï�Å�p  AAA �±�”
�Ì  �¬�ç�”�Ó  �Ó�é�Ä�¯�ç�›���[�`�o�T�’�z aaa-server host �¯�Ú�ï�Å�›�–�;�`�o�±�”�Ì�›�¬�ç�”�Ó�t�å
�C�`�‡�b�{

�³�ï�¬�ç�Þ�”�Å�p�x�7�G  15 �x�w�±�”�Ì  �¬�ç�”�Ó�z�Ú�ç�½�Þ�”�Å�p�x�¯�ï�Â�©�µ�Ä�]�q�t  4 �x�w
�±�”�Ì  �¬�ç�”�Ó�›�Ë�m�\�q�U�p�V�‡�b�{ �¤�¬�ç�”�Ó�t�x�z �³�ï�¬�ç�Þ�”�Å�p�7�G  16 �F�z�Ú�ç�½�Þ�”
�Å�p�7�G  4 �F�w�±�”�Ì�›���Š�”�\�q�U�p�V�‡�b�{�â�”�²�U�é�¬� �ï�b�”�q�V�x�z�¯�ï�Ñ�Ÿ�ª�á�è�”
�³�ã�ï�º�p�¦���^�•�o�M�”�7	s�w�±�”�Ì�T�’	q�t�z�±�”�Ì�U� �t�b�”�‡�p�\�•�’�w�±�”�Ì�U  1 �F�c
�m�ž�«�·�µ�^�•�‡�b�{

aaa-server host �¯�Ú�ï�Å�›�Ö�—�`�h�’�z�Í�t�z�×�µ�Ä�›���w�Í�å�Ý�”�»�›
ƒ���`�‡�b�{

�« �Í�w�«�p�x�z �®watchdogs�¯�q�M�O�Ê
²�w  Kerberos AAA �±�”�Ì  �¬�ç�”�Ó�›
ƒ���`�z�f�w�¬�ç�”�Ó�t
AAA �±�”�Ì�›�å�C�`�z�f�w�±�”�Ì�w  Kerberos �è�ç�Ü�›���[�`�‡�b�{

�¢�«�£ Kerberos �è�ç�Ü�Ê�t�–�;�p�V�”�w�x�z
:�È�q�G���È�w�ž�ç�Ñ�•�Õ�¿�Ä�w�ˆ�p�b�{�·�©�á�æ�Â�Ÿ  �ž�Ó
�å� �ž�ï�µ�p�x�z�è�ç�Ü�Ê�t	–���È�w�ž�ç�Ñ�•�Õ�¿�Ä�›�–�;�p�V�‡�b�U�z	–���È�x�G���È�t�!�õ�^
�•�‡�d�œ�{
ž�c�G���È�w�ž�ç�Ñ�•�Õ�¿�Ä�i�Z�›�–�;�`�o�X�i�^�M�{

hostname(config)# aaa-server watchdogs protocol kerberos
hostname(config-aaa-server-group)# exit
hostname(config)# aaa-server watchdogs host 192.168.3.4
hostname(config-aaa-server-host)# kerberos-realm EXAMPLE.COM

�Í�w�«�p�x�z �®svrgrp1�¯�q�M�O�Ê
²�w  SDI AAA �±�”�Ì  �¬�ç�”�Ó�›
ƒ���`�z�f�w�¬�ç�”�Ó�t  AAA
�±�”�Ì�›�å�C�`�z�»� �Ü�ž�¢�Ä���´�›  6 
µ�t�z�æ�Ä�å� ���´�›  7 
µ�t�z SDI �Ì�”�´�ã�ï�›�Ì�”�´�ã
�ï  5 �t
ƒ���`�o�M�‡�b�{

hostname(config)# aaa-server svrgrp1 protocol sdi
hostname(config-aaa-server-group)# exit
hostname(config)# aaa-server svrgrp1 host 192.168.3.4
hostname(config-aaa-server-host)# timeout 6
hostname(config-aaa-server-host)# retry-interval 7
hostname(config-aaa-server-host)# sdi-version sdi-5

���È�¯�Ú�ï�Å

�æ�æ�”�µ �!�Ë�º�0

7.2(1) DNS �Ê�›�±�Ù�”�Ä�b�”�‘�O�t�s�“�‡�`�h�{

�¯�Ú�ï�Å 
†�Ì

aaa-server protocol AAA �±�”�Ì  �¬�ç�”�Ó�›�^
R�S�‘�|	.
Y�`�‡�b�{

clear configure aaa-server AAA �±�”�Ì�w�¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï�›�b�‚�o�_	†�`�‡�b�{

show running-config aaa-server �b�‚�o�w  AAA �±�”�Ì�z�›���w�±�”�Ì  �¬�ç�”�Ó�z�›���w�¬
�ç�”�Ó�º�w�›���w�±�”�Ì�z�‡�h�x�›���w�Ó�é�Ä�¯�ç�w  AAA
�±�”�Ì�w�-	Ø�C�›
¯�Ô�`�‡�b�{



�H 2 	·       aaa accounting command �¯�Ú�ï�Å�™  accounting-server-group �¯�Ú�ï�Å
  aaa-server protocol

2-40
Cisco �·�©�á�æ�Â�Ÿ  �ž�Ó�å� �ž�ï�µ  �¯�Ú�ï�Å  �æ�Ñ�•�è�ï�µ

OL-10086-02-J

aaa-server protocol
AAA �±�”�Ì  �¬�ç�”�Ó�›�^
R�`�z�¬�ç�”�Ó�{���S�‘�|
¶�¬�ç�”�Ó�w�×�µ�Ä�t�ž�è�`�h  AAA �±�”�Ì
�Í�å�Ý�”�»�›
ƒ���b�”�t�x�z �¬�é�”�Ì�ç  �¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï  �Þ�”�Å�p  aaa-server protocol �¯�Ú
�ï�Å�›�–�;�`�o�z AAA �±�”�Ì  �¬�ç�”�Ó  �Þ�”�Å�t�Ö�“�‡�b�{�\�w�Þ�”�Å�T�’�z�¬�ç�”�Ó  �Í�å�Ý�”�»
�›
ƒ���p�V�‡�b�{�¦���`�h�¬�ç�”�Ó�›�_	†�b�”�t�x�z�\�w�¯�Ú�ï�Å�w  no ���Ü�›�–�;�`�‡�b�{

aaa-server server-tag protocol server-protocol

no aaa-server server-tag protocol server-protocol

�³�ï�»�¿�«�µ�w
†�Ì

�Ã�Ñ�¥�ç�Ä �Ã�Ñ�¥�ç�Ä�w�ˆ�^�•�‹�x�K�“�‡�d�œ�{

�¯�Ú�ï�Å  �Þ�”�Å �Í�w
¯�x�z�\�w�¯�Ú�ï�Å�›�Ö�—�p�V�”�Þ�”�Å�›�Ô�`�o�M�‡�b�{

�¯�Ú�ï�Å�d�º

�–�;	Í�w�̈ � �Å�å� �ï AAA �±�”�Ì�w�¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï�›
M�š�b�”�t�x�z aaa-server protocol �¯�Ú�ï�Å�p  AAA �±�”
�Ì  �¬�ç�”�Ó  �Ó�é�Ä�¯�ç�›���[�`�o�T�’�z aaa-server host �¯�Ú�ï�Å�›�–�;�`�o�±�”�Ì�›�¬�ç�”�Ó�t�å
�C�`�‡�b�{

�³�ï�¬�ç�Þ�”�Å�p�x�7�G  15 �x�w�±�”�Ì  �¬�ç�”�Ó�z�Ú�ç�½�Þ�”�Å�p�x�¯�ï�Â�©�µ�Ä�]�q�t  4 �x�w
�±�”�Ì  �¬�ç�”�Ó�›�Ë�m�\�q�U�p�V�‡�b�{ �¤�¬�ç�”�Ó�t�x�z �³�ï�¬�ç�Þ�”�Å�p�7�G  16 �F�z�Ú�ç�½�Þ�”
�Å�p�7�G  4 �F�w�±�”�Ì�›���Š�”�\�q�U�p�V�‡�b�{�â�”�²�U�é�¬� �ï�b�”�q�V�x�z�¯�ï�Ñ�Ÿ�ª�á�è�”
�³�ã�ï�º�p�¦���^�•�o�M�”�7	s�w�±�”�Ì�T�’	q�t�z�±�”�Ì�U� �t�b�”�‡�p�\�•�’�w�±�”�Ì�U  1 �F�c
�m�ž�«�·�µ�^�•�‡�b�{

aaa-server protocol �¯�Ú�ï�Å�›�Ö�—�`�h�’�z�Í�t�z�×�µ�Ä�›���w�Í�å�Ý�”�»�›
ƒ���`�‡�b�{�h�q�Q
�y�z AAA �ž�§�¢�ï�Â�Ÿ�ï�¬�›�æ�l�o�M�”	Ô�ù�x�z accounting-mode �¯�Ú�ï�Å�p�‰�Ì�ž�§�¢�ï�Â�Ÿ�ï
�¬�›
ƒ���`�s�M�v�“�z�ž�§�¢�ï�Â�Ÿ�ï�¬	Ø�C�x�ž�«�Â�Ÿ�Ò�s�±�”�Ì�i�Z�t
ù�’�•�‡�b�{

server-tag �±�”�Ì  �¬�ç�”�Ó�w�Ê
²�{ aaa-server host �¯�Ú�ï�Å�p�¦���`�h�Ê
²�q�‰�a�t
�`�‡�b�{ ���w  AAA �¯�Ú�ï�Å�p�z �\�w  AAA �±�”�Ì  �¬�ç�”�Ó�Ê�›�€	°�`�‡�b�{

server-protocol �¬�ç�”�Ó�º�w�±�”�Ì�U�±�Ù�”�Ä�b�”  AAA �Ó�é�Ä�¯�ç�{ kerberos�zldap�znt�z
radius�z sdi�z �‡�h�x  tacacs+�{

�¯�Ú�ï�Å  �Þ�”�Å

�Ñ�•� �ž�¢�¥�”�ç  �Þ�”�Å �·�©�á�æ�Â�Ÿ  �¯�ï�Â�©�µ�Ä

�ç�”�Â�¿�Å �•�a �³�ï�¬�ç

�Ú�ç�½

�¯�ï�Â�©�µ�Ä �³�µ�Â�Ü

�¬�é�”�Ì�ç  �¯�ï�Ñ�Ÿ�ª�á�è�”
�³�ã�ï

• • • • —

�æ�æ�”�µ �!�Ë�º�0

�7�� �\�w�¯�Ú�ï�Å�x�7���w�‹�w�p�b�{
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�« �Í�w�«�x�z aaa-server protocol �¯�Ú�ï�Å�›�–�;�`�o�z TACACS+ �±�”�Ì  �¬�ç�”�Ó�w	Ä�I
ƒ���›�!�Ë
�b�”�M�O�›�Ô�`�o�M�‡�b�{

hostname(config)# aaa-server svrgrp1 protocol tacacs+
hostname(config-aaa-server-group)# accounting-mode simultaneous
hostname(config-aaa-server-group)# reactivation mode timed
hostname(config-aaa-server-group)# max-failed attempts 2

���È�¯�Ú�ï�Å �¯�Ú�ï�Å 
†�Ì

accounting-mode �ž�§�¢�ï�Â�Ÿ�ï�¬  �Ý�¿�·�”�´�U  1 �F�w�±�”�Ì�t
ù	ô�^�•�”
�T�¢�³�ï�¬�ç�Þ�”�Å�£�z�¬�ç�”�Ó�º�w�b�‚�o�w�±�”�Ì�t
ù	ô
�^�•�”�T�¢�‰�Ì�Þ�”�Å�£�›�¦���`�‡�b�{

reactivation-mode 	Ë�•�w
C
\�`�h�±�”�Ì�›�6�S���®�t�b�”�M�Ü�›�¦���`�‡�b�{

max-failed-attempts �±�”�Ì  �¬�ç�”�Ó�º�w	t���w�±�”�Ì�U�Á�®�t�s�”�‡�p�t�z �f�w
�±�”�Ì�p�•�0�^�•�”
€���¼�æ�w�æ


:�›�¦���`�‡�b�{

clear configure aaa-server AAA �±�”�Ì�w�¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï�›�b�‚�o�_	†�`�‡
�b�{

show running-config aaa-server �b�‚�o�w  AAA �±�”�Ì�z�›���w�±�”�Ì  �¬�ç�”�Ó�z�›���w�¬
�ç�”�Ó�º�w�›���w�±�”�Ì�z�‡�h�x�›���w�Ó�é�Ä�¯�ç�w  AAA
�±�”�Ì�w�-	Ø�C�›
¯�Ô�`�‡�b�{
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absolute
�Ì��
c�“�U���®�p�K�”	Ô�ù�t
ˆ�0�Ì���›���[�b�”�t�x�z �Ì��
c�“�¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï  �Þ�”�Å�p
absolute �¯�Ú�ï�Å�›�–�;�`�‡�b�{�Ã�Ÿ�·�”�Ò�ç�t�b�”�t�x�z�\�w�¯�Ú�ï�Å�w  no ���Ü�›�–�;�`�‡�b�{

absolute [end time date] [start time date]

no absolute

�³�ï�»�¿�«�µ�w
†�Ì

�Ã�Ñ�¥�ç�Ä �‰�•�Ô�Ì�›�¦���`�s�M	Ô�ù�z permit ���‡�h�x  deny ���U�h�i�j�t���®�t�s�“�‡�b�{�7�—	4�ƒ�Ì���x
23:59 31 December 2035 �p�b�{ 	4�ƒ�Ô�Ì�›�¦���`�s�M	Ô�ù�z ���È
Ç�Z�’�•�o�M�”  permit ���‡�h�x  deny
���x�\�w�Ì���‡�p���®�p�b�{  

�¯�Ú�ï�Å  �Þ�”�Å �Í�w
¯�x�z�\�w�¯�Ú�ï�Å�›�Ö�—�p�V�”�Þ�”�Å�›�Ô�`�o�M�‡�b�{

�¯�Ú�ï�Å�d�º

�–�;	Í�w�̈ � �Å�å� �ï �Ì���Õ�”�µ  ACL �›�î
÷�b�”�t�x�z time-range �¯�Ú�ï�Å�›�–�;�`�o�z	?�S�‘�|  1 �Ô�w�¤�w�›���w�Ì��
�›���[�`�‡�b�{�f�w�™�z access-list extended time-range �¯�Ú�ï�Å�›�–�;�`�o�z�Ì��
c�“�›  ACL �t�Ì
� �ï�Å�`�‡�b�{

�« �Í�w�«�p�x�z 2006 �å  1 �D 1 �Ô�•
²  8 �Ì�t  ACL �U���®�t�s�“�‡�b�{

hostname(config-time-range)# absolute  start 8:00 1 January 2006

	4�ƒ�Ô�Ì�U�¦���^�•�o�M�s�M�w�p�z���È�b�”  ACL �x�Á�8�v�t���®�t�s�“�‡�b�{

date �Ô
Ç�›  day month year ���Ü�p�¦���`�‡�b�¢�h�q�Q�y�z 1 January 2006�£�{�å
�w���®
c�“�x  1993 �™ 2035 �p�b�{

time �Ì���›  HH:MM ���Ü�p�¦���`�‡�b�{�h�q�Q�y�z�•
²  8 �Ì�x  8:00�z�•�™  8 �Ì
�x  20:00 �q�`�‡�b�{

�¯�Ú�ï�Å  �Þ�”�Å

�Ñ�•� �ž�¢�¥�”�ç  �Þ�”�Å �·�©�á�æ�Â�Ÿ  �¯�ï�Â�©�µ�Ä

�ç�”�Â�¿�Å �•�a �³�ï�¬�ç

�Ú�ç�½

�¯�ï�Â�©�µ�Ä �³�µ�Â�Ü

� Ì � � 
 c � “ � ¯ � ï � Ñ � Ÿ � ª � á � è � ”
�³�ã�ï

• • • • —

�æ�æ�”�µ �!�Ë�º�0

7.0(1) �\�w�¯�Ú�ï�Å�U�‹�Ö�^�•�‡�`�h�{
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���È�¯�Ú�ï�Å �¯�Ú�ï�Å 
†�Ì

access-list extended �·�©�á�æ�Â�Ÿ  �ž�Ó�å� �ž�ï�µ�&���w  IP �Ä�å�Ñ�Ÿ�¿�«�›�•�D�‡�h�x
�‹
q�b�”�h�Š�w�Ù�æ�³�”�›
ƒ���`�‡�b�{

default time-range �¯�Ú�ï�Å�w  absolute �©�”�ë�”�Å�q  periodic �©�”�ë�”�Å�w

ƒ���›�Ã�Ñ�¥�ç�Ä�t�í�`�‡�b�{

periodic �Ì��
c�“�;�ó�›�±�Ù�”�Ä�b�”�;�ó�t�0�`�o�z���8�$�s�¢	?�o�•�w�£
�Ì��
c�“�›�¦���`�‡�b�{

time-range �Ì���t�,�n�M�o�·�©�á�æ�Â�Ÿ  �ž�Ó�å� �ž�ï�µ�w�ž�«�·�µ  �¯�ï�Ä
�é�”�ç�›���[�`�‡�b�{
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accept-subordinates

÷�”�t� �ï�µ�Ä�”�ç�^�•�o�M�s�M�<�•  CA 	Â�Ì	{�U�Ñ�£�”�¶  1 �w IKE �¦�õ�p���™�^�•�h�q�V�t�z�f
�w	Â�Ì	{�›	!�Z�Ö�•�”�‘�O�t�·�©�á�æ�Â�Ÿ  �ž�Ó�å� �ž�ï�µ�›
ƒ���b�”�t�x�z �‰�ø CA �Ä�å�µ�Ä�Ù� 
�ï�Ä  �¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï  �Þ�”�Å�p  accept-subordinates �¯�Ú�ï�Å�›�–�;�`�‡�b�{�Ã�Ñ�¥�ç�Ä
ƒ
���t�í�b�t�x�z�\�w�¯�Ú�ï�Å�w  no ���Ü�›�–�;�`�‡�b�{

accept-subordinates 

no accept-subordinates 

�³�ï�»�¿�«�µ�w
†�Ì

�Ã�Ñ�¥�ç�Ä �Ã�Ñ�¥�ç�Ä
ƒ���x�¦�ï�p�b�¢�<�•	Â�Ì	{�x	!�Z�Ö�•�’�•�‡�b�£ �{

�¯�Ú�ï�Å  �Þ�”�Å �Í�w
¯�x�z�\�w�¯�Ú�ï�Å�›�Ö�—�p�V�”�Þ�”�Å�›�Ô�`�o�M�‡�b�{

�¯�Ú�ï�Å�d�º

�–�;	Í�w�̈ � �Å�å� �ï �Ñ�£�”�¶  1 �w	r�g�¤�z IKE �Ð�ž�x�<�•	Â�Ì	{�q  ID 	Â�Ì	{�w�†�M�›�I�b�\�q�U�K�“�‡�b�{�I�^�•�h
�<�•	Â�Ì	{�x�z�·�©�á�æ�Â�Ÿ  �ž�Ó�å� �ž�ï�µ�t� �ï�µ�Ä�”�ç�^�•�o�M�s�M�\�q�U�K�“�‡�b�{�\�w�¯
�Ú�ï�Å�›�–�;�b�”�q�z
÷�”	Í�t�Ä�å�µ�Ä�Ù� �ï�Ä�q�`�o
ƒ���^�•�o�M�s�M�<�•  CA 	Â�Ì	{�›�±�Ù�”
�Ä�p�V�‡�b�{�¬�q�^�•�h�b�‚�o�w�Ä�å�µ�Ä�Ù� �ï�Ä�w�b�‚�o�w�<�•  CA 	Â�Ì	{�U	!�Z�Ö�•�D�ó�p�K
�”
ž�A�x�K�“�‡�d�œ�{�m�‡�“�z�\�w�¯�Ú�ï�Å�›�–�;�b�”�q�z
÷�”�x�z	Â�Ì	{�½�£�”�ï
¶�.�›�é�”�§
�ç�t� �ï�µ�Ä�”�ç�b�”�\�q�s�X�z�f�w	Â�Ì	{�½�£�”�ï�›�Ý	Â�p�V�‡�b�{

�« �Í�w�«�p�x�z�Ä�å�µ�Ä�Ù� �ï�Ä  central �w�‰�ø CA �Ä�å�µ�Ä�Ù� �ï�Ä  �¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï  �Þ�”
�Å�t�Ö�l�o�z�Ä�å�µ�Ä�Ù� �ï�Ä  central �p�w�<�•	Â�Ì	{�w	!�Z�Ö�•�›�·�©�á�æ�Â�Ÿ  �ž�Ó�å� �ž�ï�µ
�t�•�D�`�o�M�‡�b�{

hostname(config)# crypto ca trustpoint central
hostname(ca-trustpoint)# accept-subordinates
hostname(ca-trustpoint)# 

���È�¯�Ú�ï�Å

�\�w�¯�Ú�ï�Å�t�x�z�¾
:�‹�©�”�ë�”�Å�‹�K�“�‡�d�œ�{

�¯�Ú�ï�Å  �Þ�”�Å

�Ñ�•� �ž�¢�¥�”�ç  �Þ�”�Å �·�©�á�æ�Â�Ÿ  �¯�ï�Â�©�µ�Ä

�ç�”�Â�¿�Å �•�a �³�ï�¬�ç

�Ú�ç�½

�¯�ï�Â�©�µ�Ä �³�µ�Â�Ü

�‰�ø CA �Ä�å�µ�Ä�Ù� �ï�Ä  �¯
�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï

• • • — —

�æ�æ�”�µ �!�Ë�º�0

7.0(1) �\�w�¯�Ú�ï�Å�U�‹�Ö�^�•�‡�`�h�{

�¯�Ú�ï�Å 
†�Ì

crypto ca trustpoint �Ä�å�µ�Ä�Ù� �ï�Ä  �¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï  �Þ�”�Å�t�Ö�“�‡�b�{

default enrollment �J�å�Í�å�Ý�”�»�›�Ã�Ñ�¥�ç�Ä�t�í�`�‡�b�{
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access-group
�ž�«�·�µ  �æ�µ�Ä�›� �ï�»�”�Ñ�£� �µ�t�Ì� �ï�Å�b�”�t�x�z�¬�é�”�Ì�ç  �¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï
�Þ�”�Å�p  access-group �¯�Ú�ï�Å�›�–�;�`�‡�b�{ �ž�«�·�µ  �æ�µ�Ä�›� �ï�»�”�Ñ�£� �µ�T�’�ž�ï�Ì� �ï
�Å�b�”�t�x�z�\�w�¯�Ú�ï�Å�w  no ���Ü�›�–�;�`�‡�b�{

access-group access-list { in | out}  interface interface_name [per-user-override]

no access-group access-list { in | out}  interface interface_name

�³�ï�»�¿�«�µ�w
†�Ì

�Ã�Ñ�¥�ç�Ä �Ã�Ñ�¥�ç�Ä�w�ˆ�^�•�‹�x�K�“�‡�d�œ�{

�¯�Ú�ï�Å  �Þ�”�Å �Í�w
¯�x�z�\�w�¯�Ú�ï�Å�›�Ö�—�p�V�”�Þ�”�Å�›�Ô�`�o�M�‡�b�{

�¯�Ú�ï�Å�d�º

�–�;	Í�w�̈ � �Å�å� �ï access-group �¯�Ú�ï�Å�x�z�ž�«�·�µ  �æ�µ�Ä�›� �ï�»�”�Ñ�£� �µ�t�Ì� �ï�Å�`�‡�b�{�ž�«�·�µ  �æ�µ�Ä
�x�z� �ï�»�”�Ñ�£� �µ�|�o�w�£	ô�Ä�å�Ñ�Ÿ�¿�«�t�&�;�^�•�‡�b�{ access-list �¯�Ú�ï�Å���t  permit �¦
�Ó�³�ã�ï �› �Ö�—�`�h	Ô�ù�x�z�· �©�á�æ�Â�Ÿ  �ž�Ó�å�  �ž�ï �µ�x�Í �­ �¿�Ä�w	r�g�› � ��æ�`�‡�b�{
access-list �¯�Ú�ï�Å���t  deny �¦�Ó�³�ã�ï�›�Ö�—�`�h	Ô�ù�x�z �·�©�á�æ�Â�Ÿ  �ž�Ó�å� �ž�ï�µ�x�Í�­�¿
�Ä�›
��:�`�o�z�Í�w  syslog �Ý�¿�·�”�´�›
\
R�`�‡�b�{  

%hostname-4-106019: IP packet from source_addr  to destination_addr , protocol 
protocol received from interface interface_name  deny by access-group id

per-user-override �¦�Ó�³�ã�ï�›�¦���b�”�q�z�¼�¢�ï�é�”�Å�`�h�ž�«�·�µ  �æ�µ�Ä�U�z� �ï�»�”�Ñ�£� 
�µ�t�&�;�^�•�o�M�”�ž�«�·�µ  �æ�µ�Ä�›	Í	{�V�p�V�‡�b�{ per-user-override �¦�Ó�³�ã�ï�¾
:�›�¦���`
�s�M�q�z�·�©�á�æ�Â�Ÿ  �ž�Ó�å� �ž�ï�µ�x�7���w�Ñ�Ÿ�ç�»�æ�ï�¬�ˆ�^�›�¡�Ë�`�‡�b�{ per-user-override
�›�¦���b�”�q�z�·�©�á�æ�Â�Ÿ  �ž�Ó�å� �ž�ï�µ�x�z�â�”�²�t���È
Ç�Z�’�•�o�M�”�â�”�²�]�q�w�ž�«�·
�µ  �æ�µ�Ä�¢�¼�¢�ï�é�”�Å�^�•�h	Ô�ù�£ �º�w  permit �µ�Â�”�»�µ�‡�h�x  deny �µ�Â�”�»�µ�p�z access-group
�¯�Ú�ï�Å�t���È
Ç�Z�’�•�o�M�”�ž�«�·�µ  �æ�µ�Ä�º�w  permit �µ�Â�”�»�µ�‡�h�x  deny �µ�Â�”�»�µ�›	Í
	{�V�p�V�”�‘�O�t�`�‡�b�{�^�’�t�z�Í�w�F���U�&�;�^�•�‡�b�{

access-list �ž�«�·�µ  �æ�µ�Ä  ID�{

in �¦���`�h� �ï�»�”�Ñ�£� �µ�p�£	ô�Í�­�¿�Ä�›�Ñ�Ÿ�ç�»�æ�ï�¬�`�‡�b�{  

interface interface-name �É�¿�Ä�ë�”�«  � �ï�»�”�Ñ�£� �µ�w�Ê
²�{  

out �¦���`�h� �ï�»�”�Ñ�£� �µ�p
C	ô�Í�­�¿�Ä�›�Ñ�Ÿ�ç�»�æ�ï�¬�`�‡�b�{  

per-user-override �¢�¦�Ó�³�ã�ï�£�¼�¢�ï�é�”�Å�`�h�â�”�²  �ž�«�·�µ  �æ�µ�Ä�U�z� �ï�»�”
�Ñ�£� �µ�t�&�;�^�•�o�M�”�ž�«�·�µ  �æ�µ�Ä�›	Í	{�V�p�V�”�‘�O�t�`�‡
�b�{

�¯�Ú�ï�Å  �Þ�”�Å

�Ñ�•� �ž�¢�¥�”�ç  �Þ�”�Å �·�©�á�æ�Â�Ÿ  �¯�ï�Â�©�µ�Ä

�ç�”�Â�¿�Å �•�a �³�ï�¬�ç

�Ú�ç�½

�¯�ï�Â�©�µ�Ä �³�µ�Â�Ü

�¬�é�”�Ì�ç  �¯�ï�Ñ�Ÿ�ª�á�è�”
�³�ã�ï

• • • • —

�æ�æ�”�µ �!�Ë�º�0

�7�� �\�w�¯�Ú�ï�Å�x�7���w�‹�w�p�b�{
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• �Í�­�¿�Ä�U�x�£�`�h�Ì�:�p�z �f�w�Í�­�¿�Ä�t���È
Ç�Z�’�•�o�M�”�â�”�²�]�q�w�ž�«�·�µ  �æ�µ�Ä
�U�s�M	Ô�ù�z� �ï�»�”�Ñ�£� �µ  �ž�«�·�µ  �æ�µ�Ä�U�&�;�^�•�”�{  

• �â�”�²�]�q�w�ž�«�·�µ  �æ�µ�Ä�x�z timeout �¯�Ú�ï�Å�w  uauth �¦�Ó�³�ã�ï�p�¦���^�•�h�»� �Ü�ž
�¢�Ä�‹�t�‘�l�o���g�^�•�”�U�z�\�w�»� �Ü�ž�¢�Ä�‹�x�z�â�”�²�]�q�w  AAA �·�¿�³�ã�ï  �»� �Ü
�ž�¢�Ä�‹�t�‘�l�o	Í	{�V�p�V�”�{  

• �7���w�ž�«�·�µ  �æ�µ�Ä  �é�¬�ˆ�^�x�‰�a�p�K�”�{ �h�q�Q�y�z �â�”�²�]�q�w�ž�«�·�µ  �æ�µ�Ä�t�‘�l
�o�â�”�²  �Ä�å�Ñ�Ÿ�¿�«�U�‹
q�^�•�h	Ô�ù�z syslog �Ý�¿�·�”�´  109025 �U�G�å�^�•�‡�b�{�â�”�²
�Ä�å�Ñ�Ÿ�¿�«�U�•�D�^�•�h	Ô�ù�z syslog �Ý�¿�·�”�´�x
\
R�^�•�‡�d�œ�{�â�”�²�]�q�w�ž�«�·�µ
�æ�µ�Ä�w�é�¬  �¦�Ó�³�ã�ï�x�z�è�¹�›�t�…�`�‡�d�œ�{  

access-list �¯�Ú�ï�Å�x�z
ž�c  access-group �¯�Ú�ï�Å�q�ž�t�–�;�`�o�X�i�^�M�{  

access-group �¯�Ú�ï�Å�x�z �ž�«�·�µ  �æ�µ�Ä�›� �ï�»�”�Ñ�£� �µ�t�Ì� �ï�Å�`�‡�b�{ in �©�”�ë�”�Å�x�z
�ž�«�·�µ  �æ�µ�Ä�›�z�¦���`�h� �ï�»�”�Ñ�£� �µ	Í�w�Ä�å�Ñ�Ÿ�¿�«�t�&�;�`�‡�b�{ out �©�”�ë�”�Å�x�z
�ž�«�·�µ  �æ�µ�Ä�›
C	ô�Ä�å�Ñ�Ÿ�¿�«�t�&�;�`�‡�b�{  

�¢�«�£ 1 �m�‡�h�x
ó
:�w  access-group �¯�Ú�ï�Å�t�‘�l�o�€	°�^�•�”�ž�«�·�µ  �æ�µ�Ä�T�’�z �b�‚�o�w�;�ó�¤
�ï�Ä�æ�¢ permit ���S�‘�|  deny ���£�›�_	†�b�”�q�z access-group �¯�Ú�ï�Å�U�¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï
�T�’�×�ˆ�$�t�_	†�^�•�‡�b�{ access-group �¯�Ú�ï�Å�x�z�í�w�ž�«�·�µ  �æ�µ�Ä�‹�z�¯�Ý�ï�Ä�i�Z�›��
�‰�ž�«�·�µ  �æ�µ�Ä�‹�€	°�p�V�‡�d�œ�{

no access-group �¯�Ú�ï�Å�x�z�ž�«�·�µ  �æ�µ�Ä�›� �ï�»�”�Ñ�£� �µ  interface_name �T�’�ž�ï�Ì� �ï�Å
�`�‡�b�{  

show running config access-group �¯�Ú�ï�Å�x�z� �ï�»�”�Ñ�£� �µ�t�Ì� �ï�Å�^�•�o�M�”�q�O�w�ž�«
�·�µ  �æ�µ�Ä�›
¯�Ô�`�‡�b�{  

clear configure access-group �¯�Ú�ï�Å�x�z� �ï�»�”�Ñ�£� �µ�T�’�b�‚�o�w�ž�«�·�µ  �æ�µ�Ä�›�_	†�`
�‡�b�{  

�« �Í�w�«�x�z access-group �¯�Ú�ï�Å�w�–�;�M�O�›�Ô�`�o�M�‡�b�{  

hostname(config)# static (inside,outside) 209.165.201.3 10.1.1.3
hostname(config)# access-list acl_out permit tcp any host 209.165.201.3 eq 80
hostname(config)# access-group acl_out in interface outside

�\�w  static �¯�Ú�ï�Å�p�x�z Web �±�”�Ì  10.1.1.3 �t�¬�é�”�Ì�ç  �ž�Å�è�µ  209.165.201.3 �›
Ç�)�`�o�M�‡
�b�{ access-list �¯�Ú�ï�Å�p�x�z�b�‚�o�w�×�µ�Ä�U�Ù�”�Ä  80 �›�–�;�`�o�¬�é�”�Ì�ç  �ž�Å�è�µ�t�ž�«�·
�µ�b�”�\�q�›�•�D�`�o�M�‡�b�{ access-group �¯�Ú�ï�Å�p�x�z�Ž
æ� �ï�»�”�Ñ�£� �µ�p	!	ô�b�”�Ä�å
�Ñ�Ÿ�¿�«�t  access-list �¯�Ú�ï�Å�›�&�;�b�”�\�q�›�¦���`�o�M�‡�b�{  

���È�¯�Ú�ï�Å �¯�Ú�ï�Å 
†�Ì

access-list extended �ž�«�·�µ  �æ�µ�Ä�›�^
R�`�‡�b�{�‡�h�x�z�¼�¢�ï�é�”�Å�D�ó�s
�ž�«�·�µ  �æ�µ�Ä�›�–�;�`�‡�b�{

clear configure access-group �b�‚�o�w� �ï�»�”�Ñ�£� �µ�T�’�ž�«�·�µ  �¬�ç�”�Ó�›�_	†�`
�‡�b�{

show running-config access-group �¯�ï�Â�©�µ�Ä  �¬�ç�”�Ó�w�Ý�ï�Ì�”�›
¯�Ô�`�‡�b�{
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access-list alert-interval
�‹
q�Ñ�é�”�7�G�‹�x�a�Ý�¿�·�”�´���w�Ì�����´�›�¦���b�”�t�x�z �¬�é�”�Ì�ç  �¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã
�ï  �Þ�”�Å�p  access-list alert-interval �¯�Ú�ï�Å�›�–�;�`�‡�b�{�Ã�Ñ�¥�ç�Ä
ƒ���t�í�b�t�x�z�\�w�¯�Ú
�ï�Å�w  no ���Ü�›�–�;�`�‡�b�{

access-list alert-interval secs

no access-list alert-interval

�³�ï�»�¿�«�µ�w
†�Ì

�Ã�Ñ�¥�ç�Ä �Ã�Ñ�¥�ç�Ä�x  300 
µ�p�b�{

�¯�Ú�ï�Å  �Þ�”�Å �Í�w
¯�x�z�\�w�¯�Ú�ï�Å�›�Ö�—�p�V�”�Þ�”�Å�›�Ô�`�o�M�‡�b�{

�¯�Ú�ï�Å�d�º

�–�;	Í�w�̈ � �Å�å� �ï access-list alert-interval �¯�Ú�ï�Å�x�z syslog �Ý�¿�·�”�´  106101 �›
\
R�b�”�Ì�����´�›
ƒ���`�‡�b�{
syslog �Ý�¿�·�”�´  106101 �x�z�·�©�á�æ�Â�Ÿ  �ž�Ó�å� �ž�ï�µ�U�‹
q�Ñ�é�”�w�7�G
:�t�a�`�h�\�q�›
�/���`�‡�b�{�‹
q�Ñ�é�”�w�7�G
:�t�a�`�h�q�V�z
²�s�w  106101 �Ý�¿�·�”�´�U
\
R�^�•�o�T�’  secs

µ�Ž	Í�&�a�`�o�M�h	Ô�ù�x�z�^�’�t  106101 �Ý�¿�·�”�´�U
\
R�^�•�‡�b�{

�‹
q�Ñ�é�”�7�G�‹�x�a�Ý�¿�·�”�´�w
\
R�t�m�M�o�x�z access-list deny-flow-max �¯�Ú�ï�Å�›�€	°�`�o
�X�i�^�M�{

�« �Í�w�«�x�z�‹
q�Ñ�é�”�7�G�‹�x�a�Ý�¿�·�”�´���w�Ì�����´�›�¦���b�”�M�O�›�Ô�`�o�M�‡�b�{

hostname(config)# access-list alert-interval 30

���È�¯�Ú�ï�Å

secs �‹
q�Ñ�é�”�7�G�‹�x�a�Ý�¿�·�”�´�U
\
R�^�•�”�Ì�����´�{���®�s�‹�x  1 �™
3600 
µ�p�b�{  

�¯�Ú�ï�Å  �Þ�”�Å

�Ñ�•� �ž�¢�¥�”�ç  �Þ�”�Å �·�©�á�æ�Â�Ÿ  �¯�ï�Â�©�µ�Ä

�ç�”�Â�¿�Å �•�a �³�ï�¬�ç

�Ú�ç�½

�¯�ï�Â�©�µ�Ä �³�µ�Â�Ü

�¬�é�”�Ì�ç  �¯�ï�Ñ�Ÿ�ª�á�è�”
�³�ã�ï

• • • • —

�æ�æ�”�µ �!�Ë�º�0

�7�� �\�w�¯�Ú�ï�Å�x�7���w�‹�w�p�b�{

�¯�Ú�ï�Å 
†�Ì

access-list deny-flow-max �^
R�p�V�”�‰�Ì�‹
q�Ñ�é�”�w�7�G
:�›�¦���`�‡�b�{

access-list extended �ž�«�·�µ  �æ�µ�Ä�›�¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï�t�å�C�`�z �·�©�á�æ�Â�Ÿ
�ž�Ó�å� �ž�ï�µ�›�è�a�b�”  IP �Ä�å�Ñ�Ÿ�¿�«�;�w�Ù�æ�³�”�›
ƒ���`
�‡�b�{

clear access-group �ž�«�·�µ  �æ�µ�Ä  �§�¢�ï�»�›	«�ˆ�`�‡�b�{

clear configure access-list �î�æ�¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï�T�’�ž�«�·�µ  �æ�µ�Ä�›	«�ˆ�`�‡�b�{

show access-list �ž�«�·�µ  �æ�µ�Ä�w�¤�ï�Ä�æ�›
j�ø���t
¯�Ô�`�‡�b�{
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access-list deny-flow-max
�^
R�p�V�”�‰�Ì�‹
q�Ñ�é�”�w�7�G
:�›�¦���b�”�t�x�z�¬�é�”�Ì�ç  �¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï  �Þ�”�Å
�p  access-list deny-flow-max �¯�Ú�ï�Å�›�–�;�`�‡�b�{�Ã�Ñ�¥�ç�Ä
ƒ���t�í�b�t�x�z�\�w�¯�Ú�ï�Å�w
no ���Ü�›�–�;�`�‡�b�{

access-list deny-flow-max

no access-list deny-flow-max

�³�ï�»�¿�«�µ�w
†�Ì �\�w�¯�Ú�ï�Å�t�x�z�¾
:�‹�©�”�ë�”�Å�‹�K�“�‡�d�œ�{

�Ã�Ñ�¥�ç�Ä �Ã�Ñ�¥�ç�Ä�x  4096 �p�b�{

�¯�Ú�ï�Å  �Þ�”�Å �Í�w
¯�x�z�\�w�¯�Ú�ï�Å�›�Ö�—�p�V�”�Þ�”�Å�›�Ô�`�o�M�‡�b�{

�¯�Ú�ï�Å�d�º

�–�;	Í�w�̈ � �Å�å� �ï �·�©�á�æ�Â�Ÿ  �ž�Ó�å� �ž�ï�µ�U  ACL �‹
q�Ñ�é�”�w�7�G
:  n �t�a�b�”�q�z syslog �Ý�¿�·�”�´  106101
�U
\
R�^�•�‡�b�{

�« �Í�w�«�x�z�^
R�p�V�”�‰�Ì�‹
q�Ñ�é�”�w�7�G
:�›�¦���b�”�M�O�›�Ô�`�o�M�‡�b�{

hostname(config) # access-list deny-flow-max 256

���È�¯�Ú�ï�Å

�¯�Ú�ï�Å  �Þ�”�Å

�Ñ�•� �ž�¢�¥�”�ç  �Þ�”�Å �·�©�á�æ�Â�Ÿ  �¯�ï�Â�©�µ�Ä

�ç�”�Â�¿�Å �•�a �³�ï�¬�ç

�Ú�ç�½

�¯�ï�Â�©�µ�Ä �³�µ�Â�Ü

�¬�é�”�Ì�ç  �¯�ï�Ñ�Ÿ�ª�á�è�”
�³�ã�ï

• • • • —

�æ�æ�”�µ �!�Ë�º�0

�7�� �\�w�¯�Ú�ï�Å�x�7���w�‹�w�p�b�{

�¯�Ú�ï�Å 
†�Ì

access-list extended �ž�«�·�µ  �æ�µ�Ä�›�¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï�t�å�C�`�z�·�©�á
�æ�Â�Ÿ �ž�Ó�å� �ž�ï�µ�›�è�a�b�”  IP �Ä�å�Ñ�Ÿ�¿�«�;�w�Ù�æ
�³�”�›
ƒ���`�‡�b�{

clear access-group �ž�«�·�µ  �æ�µ�Ä  �§�¢�ï�»�›	«�ˆ�`�‡�b�{

clear configure access-list �î�æ�¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï�T�’�ž�«�·�µ  �æ�µ�Ä�›	«�ˆ�`�‡
�b�{

show access-list �ž�«�·�µ  �æ�µ�Ä�w�¤�ï�Ä�æ�›
j�ø���t
¯�Ô�`�‡�b�{

show running-config access-list �q�O�î�æ�`�o�M�”�ž�«�·�µ  �æ�µ�Ä �¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï�›

¯�Ô�`�‡�b�{
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access-list ethertype
EtherType �t�,�n�M�o�Ä�å�Ñ�Ÿ�¿�«�›
M�š�b�”�ž�«�·�µ  �æ�µ�Ä�›
ƒ���b�”�t�x�z�¬�é�”�Ì�ç  �¯�ï
�Ñ�Ÿ�ª�á�è�”�³�ã�ï  �Þ�”�Å�p  access-list ethertype �¯�Ú�ï�Å�›�–�;�`�‡�b�{�ž�«�·�µ  �æ�µ�Ä�›�_	†
�b�”�t�x�z�\�w�¯�Ú�ï�Å�w  no ���Ü�›�–�;�`�‡�b�{

access-list id ethertype {deny | permit} { ipx | bpdu | mpls-unicast | mpls-multicast | any | hex_number}

no access-list id ethertype {deny | permit} { ipx | bpdu | mpls-unicast | mpls-multicast | any | 
hex_number}

�³�ï�»�¿�«�µ�w
†�Ì

�Ã�Ñ�¥�ç�Ä �Ã�Ñ�¥�ç�Ä�x�Í�w�q�S�“�p�b�{

• �›�t�ž�«�·�µ�›�•�D�`�s�M�v�“�z�·�©�á�æ�Â�Ÿ  �ž�Ó�å� �ž�ï�µ�t�‘�l�o�z
C	ô�i� �ï�»�”�Ñ�£
� �µ	Í�w�b�‚�o�w�Í�­�¿�Ä�U�‹
q�^�•�‡�b�{

• ACL �é�ª�ï�¬�p�x�z�‹
q�^�•�h�Í�­�¿�Ä�t�m�M�o  syslog �Ý�¿�·�”�´  106023 �U
\
R�^�•�‡�b�{
�‹
q�^�•�h�Í�­�¿�Ä�›�é�¬�t�G�å�b�”�t�x�z�Í�­�¿�Ä�›�Ì�Ô�$�t�‹
q�b�”
ž�A�U�K�“�‡�b�{

log �¦�Ó�³�ã�ï  �©�”�ë�”�Å�›�¦���`�h�q�V�w  syslog �Ý�¿�·�”�´  106100 �w�Ã�Ñ�¥�ç�Ä  �è�Õ�ç�x�z 6
�¢	Ø�C�£�p�b�{

�¯�Ú�ï�Å  �Þ�”�Å �Í�w
¯�x�z�\�w�¯�Ú�ï�Å�›�Ö�—�p�V�”�Þ�”�Å�›�Ô�`�o�M�‡�b�{

�¯�Ú�ï�Å�d�º

any �b�‚�o�w�‹�w�•�w�ž�«�·�µ�›�¦���`�‡�b�{

bpdu �Ò�æ�¿�´  �Ó�é�Ä�¯�ç  �Ã�”�»  �â�Ç�¿�Ä�•�w�ž�«�·�µ�›�¦���`�‡�b�{�Ã�Ñ�¥
�ç�Ä�p�x�z BPDU �x�‹
q�^�•�‡�b�{

deny 	Ú�E�t�ù�•�`�o�M�”	Ô�ù�z�ž�«�·�µ�›�‹
q�`�‡�b�{

hex_number EtherType �›�Ô�b  0x600 �Ž	Í�w  16 �Ï�¿�Ä  16 
�
:�‹�{

id �ž�«�·�µ  �æ�µ�Ä�w�Ê
²�‡�h�x
j�ø�{  

ipx IPX �•�w�ž�«�·�µ�›�¦���`�‡�b�{  

mpls-multicast MPLS �Ú�ç�½�©�ß�µ�Ä�•�w�ž�«�·�µ�›�¦���`�‡�b�{

mpls-unicast MPLS �â�Ç�©�ß�µ�Ä�•�w�ž�«�·�µ�›�¦���`�‡�b�{

permit 	Ú�E�t�ù�•�`�o�M�”	Ô�ù�z�ž�«�·�µ�›�•�D�`�‡�b�{  

�¯�Ú�ï�Å  �Þ�”�Å

�Ñ�•� �ž�¢�¥�”�ç  �Þ�”�Å �·�©�á�æ�Â�Ÿ  �¯�ï�Â�©�µ�Ä

�ç�”�Â�¿�Å �•�a �³�ï�¬�ç

�Ú�ç�½

�¯�ï�Â�©�µ�Ä �³�µ�Â�Ü

�¬�é�”�Ì�ç  �¯�ï�Ñ�Ÿ�ª�á�è�”
�³�ã�ï

— • • • —

�æ�æ�”�µ �!�Ë�º�0

7.0(1) �\�w�¯�Ú�ï�Å�U�‹�Ö�^�•�‡�`�h�{
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�–�;	Í�w�̈ � �Å�å� �ï �·�©�á�æ�Â�Ÿ  �ž�Ó�å� �ž�ï�µ�x�z 16 �Ï�¿�Ä  16 
�
:�‹�p�Ô�^�•�h�Ú�™�w  EtherType �›
M�š�p�V�‡�b�{
EtherType ACL �x�z� �”�±�É�¿�Ä  V2 �Ñ�è�”�Ü�›�±�Ù�”�Ä�`�o�M�‡�b�{ 802.3 ���Ü�w�Ñ�è�”�Ü�x�»� 
�Ó �Ñ�Ÿ�”�ç�Å�p�x�s�X�Õ�^�Ñ�Ÿ�”�ç�Å�›�–�;�b�”�h�Š�z ACL �t�‘�l�o	r�g�^�•�‡�d�œ�{�Ò�æ�¿�´
�Ó�é�Ä�¯�ç  �Ã�”�»  �â�Ç�¿�Ä�i�Z�x�«�Ž�p�z ACL �t�‘�l�o	r�g�^�•�‡�b�{�Ò�æ�¿�´  �Ó�é�Ä�¯�ç  �Ã�”
�»  �â�Ç�¿�Ä�x�z SNAP �M�Ü�p�§�Ó�·�ç�=�^�•�o�S�“�z�·�©�á�æ�Â�Ÿ  �ž�Ó�å� �ž�ï�µ�x  BPDU �›	r
�g�b�”�‘�O�t
ƒ�-�^�•�o�M�‡�b�{

EtherType �x�¯�É�«�³�ã�ï�è�µ���p�K�”�h�Š�z�†�M�²�w�Ä�å�Ñ�Ÿ�¿�«�›�è�a�^�d�”	Ô�ù�x�z�†�M�w
� �ï�»�”�Ñ�£� �µ�t  ACL �›�&�;�b�”
ž�A�U�K�“�‡�b�{

MPLS �›�•�D�b�”	Ô�ù�x�z�·�©�á�æ�Â�Ÿ  �ž�Ó�å� �ž�ï�µ�t
€���^�•�o�M�”�†�M�w  MPLS �ç�”�»�U
LDP �·�¿�³�ã�ï�‡�h�x  TDP �·�¿�³�ã�ï�;�w�ç�”�»  ID �q�`�o�·�©�á�æ�Â�Ÿ  �ž�Ó�å� �ž�ï�µ  � �ï
�»�”�Ñ�£� �µ	Í�w  IP �ž�Å�è�µ�›�–�;�b�”�‘�O�t
ƒ���b�”�\�q�t�‘�“�z LDP TCP 
€���q  TDP TCP 
€
���U�·�©�á�æ�Â�Ÿ  �ž�Ó�å� �ž�ï�µ�&���p�¬�q�^�•�”�‘�O�t�`�‡�b�¢ LDP �S�‘�|  TDP �p�x�z MPLS
�ç�”�»�U�z�Í�­�¿�Ä�8
ù�;�w�å�Õ�ç�¢�ž�Å�è�µ�£�›�É�°�³�¤�”�Ä�p�V�‡�b�£ �{

� �ï�»�”�Ñ�£� �µ�w�M�²�]�q�t�z�¤�»� �Ó�¢�¦�Á�‡�h�x  EtherType�£�w  ACL �›  1 �m�i�Z�&�;�p�V�‡
�b�{�‰�a  ACL �›
ó
:�w� �ï�»�”�Ñ�£� �µ�t�&�;�b�”�\�q�‹�p�V�‡�b�{

�¢�«�£ EtherType �ž�«�·�µ  �æ�µ�Ä�U  deny all �t
ƒ���^�•�o�M�”	Ô�ù�z�b�‚�o�w� �”�±�É�¿�Ä  �Ñ�è�”�Ü�U
�
�:�^�•�‡�b�{
ú�g�Ó�é�Ä�¯�ç  �Ä�å�Ñ�Ÿ�¿�«�¢�¦�”�Ä�É�°�³�¤�”�³�ã�ï�s�r�£�i�Z�U�•�D�^�•�‡�b�{

�« �Í�w�«�x�z EtherType �ž�«�·�µ  �æ�µ�Ä�›�å�C�b�”�M�O�›�Ô�`�o�M�‡�b�{

hostname(config)# access-list ETHER ethertype permit ipx
hostname(config)# access-list ETHER ethertype permit bpdu
hostname(config)# access-list ETHER ethertype permit mpls-unicast
hostname(config)# access-group ETHER in interface inside

���È�¯�Ú�ï�Å �¯�Ú�ï�Å 
†�Ì

access-group �ž�«�·�µ  �æ�µ�Ä�›� �ï�»�”�Ñ�£� �µ�t�Ì� �ï�Å�`�‡�b�{

clear access-group �ž�«�·�µ  �æ�µ�Ä  �§�¢�ï�»�›	«�ˆ�`�‡�b�{

clear configure access-list �î�æ�¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï�T�’�ž�«�·�µ  �æ�µ�Ä�›	«�ˆ�`�‡
�b�{

show access-list �ž�«�·�µ  �æ�µ�Ä�w�¤�ï�Ä�æ�›
j�ø���t
¯�Ô�`�‡�b�{

show running-config access-list �q�O�î�æ�`�o�M�”�ž�«�·�µ  �æ�µ�Ä �¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï�›

¯�Ô�`�‡�b�{
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access-list extended
�ž�«�·�µ  �¯�ï�Ä�é�”�ç  �¤�ï�Ä�æ�›�å�C�b�”�t�x�z�¬�é�”�Ì�ç  �¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï  �Þ�”�Å�p
access-list extended �¯�Ú�ï�Å�›�–�;�`�‡�b�{ 1 �m�w�ž�«�·�µ  �æ�µ�Ä�t�z�‰�a�ž�«�·�µ  �æ�µ�Ä ID �›�Ë
�m 1 �m�‡�h�x
ó
:�w  ACE �U�Ö�l�o�M�‡�b�{�ž�«�·�µ  �æ�µ�Ä�›�–�l�o�z�É�¿�Ä�ë�”�«�•�w�ž�«�·�µ
�›
M�š�`�h�“�z�¤	��;�ó�p	r�g�b�”�Ä�å�Ñ�Ÿ�¿�«�›�¦���`�h�“�`�‡�b�{ ACE �›�_	†�b�”�t�x�z�\�w
�¯�Ú�ï�Å�w  no ���Ü�›�–�;�`�‡�b�{�ž�«�·�µ  �æ�µ�Ä
¶�.�›�_	†�b�”�t�x�z clear configure access-list
�¯�Ú�ï�Å�›�–�;�`�‡�b�{

access-list id [line line-number] [extended] { deny | permit}{ protocol | object-group 
protocol_obj_grp_id}{ src_ip mask | interface ifc_name | object-group 
network_obj_grp_id}[ operator port | object-group service_obj_grp_id]{ dest_ip mask | interface 
ifc_name | object-group network_obj_grp_id}[ operator port | object-group service_obj_grp_id | 
object-group icmp_type_obj_grp_id][ log [[ level] [ interval secs] | disable | default]]
[inactive | time-range time_range_name]

no access-list id [line line-number] [extended] { deny | permit} { tcp | udp}{ src_ip mask | interface 
ifc_name | object-group network_obj_grp_id}[ operator port] | object-group 
service_obj_grp_id]{ dest_ip mask | interface ifc_name | object-group 
network_obj_grp_id}[ operator port | object-group service_obj_grp_id | object-group 
icmp_type_obj_grp_id][ log [[ level] [ interval secs] | disable | default]][ inactive | time-range 
time_range_name]

�³�ï�»�¿�«�µ�w
†�Ì default �¢�¦�Ó�³�ã�ï�£�é�ª�ï�¬�M�O�›�Ã�Ñ�¥�ç�Ä�¢�‹
q�Í�­�¿�Ä�]�q�t�³�µ�Â�Ü
�é�¬  �Ý�¿�·�”�´  106023 �›
ù	ô�£�t
ƒ���`�‡�b�{

deny 	Ú�E�›�¬�h�`�h	Ô�ù�t�z�Í�­�¿�Ä�›�‹
q�`�‡�b�{�É�¿�Ä�ë�”�«  �ž�«�·�µ�›

M�š�b�”	Ô�ù �¢ access-group �¯�Ú�ï�Å�›�–�;�£ �x�z �\�w�©�”�ë�”�Å�p�Í�­�¿
�Ä�U�·�©�á�æ�Â�Ÿ  �ž�Ó�å� �ž�ï�µ�›�è�a�`�s�M�‘�O�t�`�‡�b�{�«�å�µ
�Ú�¿�Ó�w�U�*�›�&�;�b�”	Ô�ù�¢ class-map �q  inspect �¯�Ú�ï�Å�›�–�;�£�x�z
�\�w�©�”�ë�”�Å�p�Ä�å�Ñ�Ÿ�¿�«�›�U�*�w�0	Å�T�’�Ô	†�`�‡�b�{�;�ó�w�¤�t
�x�z ACE �›�‹
q�p�V�s�M�‹�w�¢ NAT �s�r�£�U�K�“�‡�b�{	Ä�`�X�x�z�ž�«
�·�µ  �æ�µ�Ä�›�–�;�b�”�¤�;�ó�w�¯�Ú�ï�Å�w
†�Ì�›�€	°�`�o�X�i�^�M�{

dest_ip �Í�­�¿�Ä�w
ù	ô
Œ�q�s�”�É�¿�Ä�ë�”�«�‡�h�x�×�µ�Ä�w  IP �ž�Å�è�µ�›�¦��
�`�‡�b�{�o�°�w  IP �ž�Å�è�µ�›�¦���b�”�t�x�z host �©�”�ë�”�Å�t���Z�o  IP
�ž�Å�è�µ�›�Ö�—�`�‡�b�{�\�w	Ô�ù�x�z�Ú�µ�«�›�Ö�—�`�s�M�p�X�i�^�M�{�b
�‚�o�w�ž�Å�è�µ�›�¦���b�”�t�x�z�ž�Å�è�µ�S�‘�|�Ú�µ�«�w�E�˜�“�t  any
�©�”�ë�”�Å�›�Ö�—�`�‡�b�{

disable �¢�¦�Ó�³�ã�ï�£�\�w  ACE �w�é�ª�ï�¬�›�Ã�Ÿ�·�”�Ò�ç�t�`�‡�b�{

icmp_type �¢�¦�Ó�³�ã�ï�£�–�;�b�”�Ó�é�Ä�¯�ç�U  icmp �w	Ô�ù�t�z�f�w�»� �Ó�›�¦���`
�‡�b�{

id �ž�«�·�µ  �æ�µ�Ä�w ID �›  241 ���È�‡�p�w���È�»�‡�h�x
T
:�p�¦���`�‡�b�{
�G���È�q	–���È�U�à���^�•�‡�b�{ �Î�ï�Ä�•�¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï�º�p  ID
�›�à���`�•�b�X�b�”�t�x�z�b�‚�o�G���È�p�¦���`�‡�b�{

inactive �¢�¦�Ó�³�ã�ï�£ ACE �›�Ã�Ÿ�·�”�Ò�ç�t�`�‡�b�{� �É�”�Ò�ç�t�í�b�t�x�z
inactive �©�”�ë�”�Å�s�`�p�z ACE 
¶�.�›�Ö�—�`�‡�b�{�\�w�;�ó�›�–�O�q�z
�ž�«�Â�Ÿ�Ò�p�s�M  ACE �w�è�¯�”�Å�›�¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï�t�’�`�o�S
�Z�”�w�p�z� �É�”�Ò�ç�t�í�`�•�b�X�s�“�‡�b�{
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interface ifc_name 
ù	ô�i�ž�Å�è�µ�‡�h�x�|
Œ�ž�Å�è�µ�q�`�o�w� �ï�»�”�Ñ�£� �µ  �ž�Å�è�µ
�›�¦���`�‡�b�{

�¢�«�£ �Ä�å�Ñ�Ÿ�¿�«�w�|
Œ�U�Ã�Ì� �µ  � �ï�»�”�Ñ�£� �µ�p�K�”	Ô�ù�z�ž
�«�·�µ  �æ�µ�Ä�t�î�M�w  IP �ž�Å�è�µ�›�¦���b�”�E�˜�“�t  interface
�©�”�ë�”�Å�›�¦���b�”
ž�A�U�K�“�‡�b�{

interval secs �¢�¦�Ó�³�ã�ï�£�³�µ�Â�Ü  �é�¬  �Ý�¿�·�”�´  106100 �›
\
R�b�”���´�›�¦���`
�‡�b�{���®�s�‹�x  1 �™ 600 
µ�p�b�{�Ã�Ñ�¥�ç�Ä�x  300 �p�b�{

level �¢�¦�Ó�³�ã�ï�£�³�µ�Â�Ü  �é�¬  �Ý�¿�·�”�´  106100 �w�è�Õ�ç�¢ 0 �™ 7�£�›
ƒ��
�`�‡�b�{�Ã�Ñ�¥�ç�Ä�x  6 �p�b�{

line line-num �¢�¦�Ó�³�ã�ï�£ ACE �w
à�Ö
Œ�q�s�”�æ�w
j�ø�›�¦���`�‡�b�{�æ
j�ø�›�¦��
�`�s�M	Ô�ù�z ACE �x�ž�«�·�µ  �æ�µ�Ä�w�¤
Œ�t�å�C�^�•�‡�b�{�æ
j�ø�x�z�¯
�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï�t�-���^�•�‡�d�œ�{ ACE �›
à�Ö�b�”	Ô	t�›�¦���b�”
�i�Z�p�b�{

log �¢�¦�Ó�³�ã�ï�£�É�¿�Ä�ë�”�«  �ž�«�·�µ�›
M�š�¢ access-group �¯�Ú�ï�Å�p�ž
�«�·�µ  �æ�µ�Ä�›�&�;�£�b�”�q�V�t�z deny �w ACE �t�°�•�b�”�Í�­�¿�Ä�w�é
�ª�ï�¬  �¦�Ó�³�ã�ï�›
ƒ���`�‡�b�{�¾
:�s�`�p  log �©�”�ë�”�Å�›�Ö�—�b�”
�q�z�Ã�Ñ�¥�ç�Ä�w�è�Õ�ç�¢ 6�£�w�³�µ�Â�Ü  �é�¬  �Ý�¿�·�”�´  106100 �U�Ã�Ñ�¥
�ç�Ä�w��� �́¢ 300 
µ�£�p
\
R�^�•�‡�b�{ log �©�”�ë�”�Å�›�Ö�—�`�s�M�q�z�³
�µ�Â�Ü  �é�¬  �Ý�¿�·�”�´  106023 �w�Ã�Ñ�¥�ç�Ä�w�é�¬�U
\
R�^�•�‡�b�{

mask IP �ž�Å�è�µ�w�±�Ò�É�¿�Ä  �Ú�µ�«�{ �É�¿�Ä�ë�”�«  �Ú�µ�«�›�¦���b�”�M�O�x�z
Cisco IOS �¹�Ñ�Ä�¢�£�ž�w  access-list �¯�Ú�ï�Å�q�Ÿ�s�“�‡�b�{ �·�©�á�æ�Â�Ÿ
�ž�Ó�å� �ž�ï�µ�p�x�z�É�¿�Ä�ë�”�«  �Ú�µ�«�¢�h�q�Q�y�z�«�å�µ  C �Ú�µ�«
�x  255.255.255.0�£�›�–�;�`�‡�b�{�°�M�z Cisco IOS �w�Ú�µ�«�p�x�z�ë� �ç
�Å�§�”�Å  �Ï�¿�Ä�¢ 0.0.0.255 �s�r�£�›�–�M�‡�b�{

object-group 
icmp_type_obj_grp_id

�¢�¦�Ó�³�ã�ï�£�–�;�b�”�Ó�é�Ä�¯�ç�U  icmp �w	Ô�ù�t�z ICMP �»� �Ó�w�¦�Ò
�´�£�«�Ä  �¬�ç�”�Ó�w  ID �›�¦���`�‡�b�{ �¦�Ò�´�£�«�Ä  �¬�ç�”�Ó�w�å�C�t�m
�M�o�x�z object-group icmp-type �¯�Ú�ï�Å�›�€	°�`�o�X�i�^�M�{

object-group 
network_obj_grp_id

�É�¿�Ä�ë�”�«  �¦�Ò�´�£�«�Ä  �¬�ç�”�Ó�w  ID �›�¦���`�‡�b�{ �¦�Ò�´�£�«�Ä  �¬
�ç�”�Ó�w�å�C�t�m�M�o�x�z object-group network �¯�Ú�ï�Å�›�€	°�`�o�X�i
�^�M�{

object-group 
protocol_obj_grp_id

�Ó�é�Ä�¯�ç  �¦�Ò�´�£�«�Ä  �¬�ç�”�Ó�w  ID �›�¦���`�‡�b�{�¦�Ò�´�£�«�Ä  �¬
�ç�”�Ó�w�å�C�t�m�M�o�x�z object-group protocol �¯�Ú�ï�Å�›�€	°�`�o�X�i
�^�M�{

object-group 
service_obj_grp_id

�¢�¦�Ó�³�ã�ï�£�Ó�é�Ä�¯�ç�›  tcp �‡�h�x  udp �t
ƒ���b�”	Ô�ù�t�z�±�”�Ï�µ
�¦�Ò�´�£�«�Ä  �¬�ç�”�Ó�w  ID �›�¦���`�‡�b�{ �¦�Ò�´�£�«�Ä  �¬�ç�”�Ó�w�å�C
�t�m�M�o�x�z object-group service �¯�Ú�ï�Å�›�€	°�`�o�X�i�^�M�{

operator �¢�¦�Ó�³�ã�ï�£
C	ô�i�‡�h�x�|
Œ�w�Ù�”�Ä
j�ø�›	°�ù�`�‡�b�{�–�;�p�V�”
���‰� �x�Í�w�q�S�“�p�b�{

• lt �•�‘�“	–�^�M

• gt�•�‘�“�G�V�M

• eq�•�s�`�M

• neq�•�s�`�X�s�M  

• range�•�‹�w
c�“�{�\�w���‰� �›�–�O�q�V�x�z�Í�w�«�w�‘�O�t�z�Ù�”
�Ä
j�ø�›  2 �m�¦���`�‡�b�{

range 100 200
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�Ã�Ñ�¥�ç�Ä �Ã�Ñ�¥�ç�Ä�x�Í�w�q�S�“�p�b�{

• ACE �w�é�¬�;�ó�t�‘�l�o�z�‹
q�Í�­�¿�Ä�w  syslog �Ý�¿�·�”�´  106023 �U
\
R�^�•�‡�b�{�‹
q�^
�•�h�Í�­�¿�Ä�›�G�å�b�”�t�x�z deny �w ACE �U���O�b�”
ž�A�U�K�“�‡�b�{

• log �©�”�ë�”�Å�›�¦���`�h	Ô�ù�x�z syslog �Ý�¿�·�”�´  106100 �w�Ã�Ñ�¥�ç�Ä�w�è�Õ�ç�x  6�¢	Ø�C�£�z
���´�x  300 
µ�t�s�“�‡�b�{

�¯�Ú�ï�Å  �Þ�”�Å �Í�w
¯�x�z�\�w�¯�Ú�ï�Å�›�Ö�—�p�V�”�Þ�”�Å�›�Ô�`�o�M�‡�b�{

�¯�Ú�ï�Å�d�º

�–�;	Í�w�̈ � �Å�å� �ï �¦���`�h�Ê
²�w�ž�«�·�µ  �æ�µ�Ä�;�t�Ö�—�`�h�¤  ACE �x�z ACE �w�æ
j�ø�›�¦���`�s�M�v�“�z�f�w�ž
�«�·�µ  �æ�µ�Ä�w�7�™�t�å�C�^�•�‡�b�{

ACE �w	q
j�x	O�A�p�b�{�·�©�á�æ�Â�Ÿ  �ž�Ó�å� �ž�ï�µ�U�Í�­�¿�Ä�›�8
ù�b�”�T�Å�é�¿�Ó�b�”�T�›
�>�Š�”�q�V�x�z�æ�µ�Ä�t�K�”	q
j�r�S�“�t  ACE �›  1 �m�c�m�½�£�¿�«�`�o�M�V�‡�b�{�°�•�b�”�‹�w
�U�_�m�T�l�h�’�z�’�“�w  ACE �x�½�£�¿�«�^�•�‡�d�œ�{�h�q�Q�y�z�ž�«�·�µ  �æ�µ�Ä�w
Œ�„�t�b�‚�o
�w�Ä�å�Ñ�Ÿ�¿�«�›�Ì�Ô�$�t�•�D�b�”  ACE �›�^
R�`�h	Ô�ù�x�z�’�“�w  ACE �U�‡�l�h�X�½�£�¿�«�^�•
�s�X�s�“�‡�b�{

permit 	Ú�E�›�¬�h�`�h	Ô�ù�t�z�Í�­�¿�Ä�›�•�D�`�‡�b�{�É�¿�Ä�ë�”�«  �ž�«�·�µ�›

M�š�b�”	Ô�ù �¢ access-group �¯�Ú�ï�Å�›�–�;�£ �x�z �\�w�©�”�ë�”�Å�p�Í�­�¿
�Ä�U�·�©�á�æ�Â�Ÿ  �ž�Ó�å� �ž�ï�µ�›�è�a�b�”�‘�O�t�`�‡�b�{�«�å�µ  �Ú�¿
�Ó�w�U�*�›�&�;�¢ class-map �q  inspect �¯�Ú�ï�Å�›�–�;�£�b�”	Ô�ù�x�z�\�w
�©�”�ë�”�Å�p�Í�­�¿�Ä�›�U�*�w�0	Å�t���Š�‡�b�{  

port �¢�¦�Ó�³�ã�ï�£�Ó�é�Ä�¯�ç�›  tcp �‡�h�x  udp �t
ƒ���b�”	Ô�ù�t�z TCP �Ù�”
�Ä�‡�h�x  UDP �Ù�”�Ä�w
j�ø�¢
T
:�£�T�Ê
²�›�¦���`�‡�b�{ DNS�z Discard�z
Echo�z Ident�z NTP�z RPC�z SUNRPC�z Talk �p�x�z�f�•�g�•  TCP �Ù�”�Ä�›  1
�m�q  UDP �Ù�”�Ä�›  1 �m���[�b�”
ž�A�U�K�“�‡�b�{ TACACS+ �p�x�z TCP �w
�Ù�”�Ä  49 �w���[�U  1 �m
ž�A�p�b�{

protocol IP �Ó�é�Ä�¯�ç�w�Ê
²�‡�h�x
j�ø�›�¦���`�‡�b�{�h�q�Q�y�z UDP �x  17�zTCP
�x  6�z EGP �x  47 �t�s�“�‡�b�{

src_ip �Í�­�¿�Ä�w
ù	ô�i�q�s�”�É�¿�Ä�ë�”�«�‡�h�x�×�µ�Ä�w  IP �ž�Å�è�µ�›�¦��
�`�‡�b�{�o�°�w  IP �ž�Å�è�µ�›�¦���b�”�t�x�z host �©�”�ë�”�Å�t���Z�o  IP
�ž�Å�è�µ�›�Ö�—�`�‡�b�{�\�w	Ô�ù�x�z�Ú�µ�«�›�Ö�—�`�s�M�p�X�i�^�M�{�b
�‚�o�w�ž�Å�è�µ�›�¦���b�”�t�x�z�ž�Å�è�µ�S�‘�|�Ú�µ�«�w�E�˜�“�t  any
�©�”�ë�”�Å�›�Ö�—�`�‡�b�{

time-range 
time_range_name

�¢�¦�Ó�³�ã�ï�£�Ì���w
c�“�›�>�Š�o�z�¤  ACE �U�›���w�Ô�Ì�t�ž�«�Â�Ÿ�Ò�t
�s�”�‘�O�t�`�‡�b�{�Ì��
c�“�›���[�b�”�M�O�t�m�M�o�x�z time-range �¯�Ú
�ï�Å�›�€	°�`�o�X�i�^�M�{

�¯�Ú�ï�Å  �Þ�”�Å

�Ñ�•� �ž�¢�¥�”�ç  �Þ�”�Å �·�©�á�æ�Â�Ÿ  �¯�ï�Â�©�µ�Ä

�ç�”�Â�¿�Å �•�a �³�ï�¬�ç

�Ú�ç�½

�¯�ï�Â�©�µ�Ä �³�µ�Â�Ü

�¬�é�”�Ì�ç  �¯�ï�Ñ�Ÿ�ª�á�è�”
�³�ã�ï

• • • • —

�æ�æ�”�µ �!�Ë�º�0

�7�� �\�w�¯�Ú�ï�Å�x�7���w�‹�w�p�b�{
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�ž�«�·�µ  �æ�µ�Ä�w�7�™�t�x�z�‰�ç�$�s�‹
q�U
ƒ���^�•�o�M�”�w�p�z�Ì�Ô�$�t�•�D�`�s�M�v�“�z�Ä�å
�Ñ�Ÿ�¿�«�›�è�a�^�d�”�\�q�x�p�V�‡�d�œ�{�h�q�Q�y�z�·�©�á�æ�Â�Ÿ  �ž�Ó�å� �ž�ï�µ�&���p�z�›���w
�ž�Å�è�µ�›	†�M�h
¶�â�”�²�t�É�¿�Ä�ë�”�«�•�w�ž�«�·�µ�›�•�D�b�”�t�x�z�‡�c�›���w�ž�Å�è�µ�w�‹

q�›
ƒ���`�z�Í�t�z���w�b�‚�o�w�ž�Å�è�µ�›�•�D�`�‡�b�{

NAT �›�–�;�b�”	Ô�ù�x�z�ž�«�·�µ  �æ�µ�Ä�p�¦���b�”  IP �ž�Å�è�µ�x�z�ž�«�·�µ  �æ�µ�Ä�›���È
Ç�Z�o
�M�”� �ï�»�”�Ñ�£� �µ�t�‘�l�o�Ÿ�s�“�‡�b�{
ž�c�z�f�w� �ï�»�”�Ñ�£� �µ�t
€���b�”�É�¿�Ä�ë�”�«
�p���®�s�ž�Å�è�µ�›�–�;�`�o�X�i�^�M�{�\�•�x�z�£	ô�q
C	ô�w�†�M�w�ž�«�·�µ  �¬�ç�”�Ó�t�K�o�x�‡
�“�‡�b�{�–�;�b�”�ž�Å�è�µ�x�z�ž�«�·�µ�w�M�²�p�x�s�X�z� �ï�»�”�Ñ�£� �µ�t�‘�l�o�>�‡�“�‡�b�{

TCP 
€���q  UDP 
€���p�x�z�æ�»�”�ï  �Ä�å�Ñ�Ÿ�¿�«�›�•�D�b�”�ž�«�·�µ  �æ�µ�Ä�x
ž�A�K�“�‡�d�œ�{
�\�•�x�z FWSM �x�z�¬�q�^�•�h
Ò�M�²
€���w�b�‚�o�w�Ä�å�Ñ�Ÿ�¿�«�›�•�D�b�”�T�’�p�b�{�°�M�z
ICMP �s�r�w�¯�É�«�³�ã�ï�è�µ���w�Ó�é�Ä�¯�ç�p�x�z�·�©�á�æ�Â�Ÿ  �ž�Ó�å� �ž�ï�µ�x�z�o�M�²�w
�·�¿�³�ã�ï�›�¬�q�`�‡�b�{�f�w�h�Š�z
Ò�M�²�w  ICMP �Í�­�¿�Ä�›�•�D�b�”�ž�«�·�µ  �æ�µ�Ä�›
ƒ��

�¢
C	ô�i�q�|
Œ�w�†�M�w� �ï�»�”�Ñ�£� �µ�t�ž�«�·�µ  �æ�µ�Ä�›�&�;�£�b�”�T�z ICMP �w�U�*�¤�ï�´
�ï�›� �É�”�Ò�ç�t�b�”
ž�A�U�K�“�‡�b�{ ICMP �w�U�*�¤�ï�´�ï�x�z ICMP �·�¿�³�ã�ï�›
Ò�M�²
€��
�q�_�s�`�‡�b�{

ICMP �x�¯�É�«�³�ã�ï�è�µ���w�Ó�é�Ä�¯�ç�s�w�p�z
Ò�M�²�w  ICMP �Í�­�¿�Ä�›�•�D�b�”�ž�«�·�µ  �æ
�µ�Ä�›
ƒ���¢
C	ô�i�q�|
Œ�w�†�M�w� �ï�»�”�Ñ�£� �µ�t�ž�«�·�µ  �æ�µ�Ä�›�&�;�£�b�”�T�z ICMP �w
�U�*�¤�ï�´�ï�›� �É�”�Ò�ç�t�b�”
ž�A�U�K�“�‡�b�{ ICMP �U�*�¤�ï�´�ï�x�z ICMP �·�¿�³�ã�ï�›�µ
�Â�”�Ä�Ñ�ç
€���q�_�s�`�‡�b�{ ping �›
M�š�b�”�t�x�z echo-reply (0)�¢�·�©�á�æ�Â�Ÿ  �ž�Ó�å� �ž�ï�µ
�T�’�×�µ�Ä�•�£ �z�‡�h�x  echo (8)�¢�×�µ�Ä�T�’�·�©�á�æ�Â�Ÿ  �ž�Ó�å� �ž�ï�µ�•�£�›�¦���`�‡�b�{ ICMP
�w�»� �Ó�t�m�M�o�x�z 
¯ 2-1 �›�€	°�`�o�X�i�^�M�{

� �ï�»�”�Ñ�£� �µ�w�M�²�]�q�t�z�¤�»� �Ó�¢ extended �‡�h�x  EtherType�£�w�ž�«�·�µ  �æ�µ�Ä�›  1 �m
�i�Z�&�;�p�V�‡�b�{�‰�a�ž�«�·�µ  �æ�µ�Ä�›
ó
:�w� �ï�»�”�Ñ�£� �µ�t�&�;�p�V�‡�b�{� �ï�»�”�Ñ�£
� �µ�t�ž�«�·�µ  �æ�µ�Ä�›�&�;�b�”�M�O�t�m�M�o�x�z access-group �¯�Ú�ï�Å�›�€	°�`�o�X�i�^�M�{

�¢�«�£ �ž�«�·�µ  �æ�µ�Ä�w
ƒ���›�!�Ë�`�z�7���w
€���U�»� �Ü�ž�¢�Ä�b�”�w�›�4�h�c�t	ý�`�M�ž�«�·�µ  �æ
�µ�Ä	Ø�C�›�–�;�`�h�M	Ô�ù�x�z clear local-host �¯�Ú�ï�Å�›�–�;�`�o
€���›	«�ˆ�`�‡�b�{


¯ 2-1 �t�z�–�;�p�V�”  ICMP �»� �Ó�w�‹�›�Ô�`�‡�b�{


¯ 2-1 ICMP �»� �Ó�w�æ�Â�å�ç

ICMP �»� �Ó �æ�Â�å�ç

0 echo-reply

3 unreachable

4 source-quench

5 redirect

6 alternate-address

8 echo

9 router-advertisement

10 router-solicitation

11 time-exceeded

12 parameter-problem

13 timestamp-request

14 timestamp-reply
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�« �Í�w�ž�«�·�µ  �æ�µ�Ä�x�z�\�w�ž�«�·�µ  �æ�µ�Ä�›�&�;�b�”� �ï�»�”�Ñ�£� �µ�w
¶�×�µ�Ä�T�’�w�·
�©�á�æ�Â�Ÿ  �ž�Ó�å� �ž�ï�µ�•�w�ž�«�·�µ�›�•�D�`�o�M�‡�b�{

hostname(config)# access-list ACL_IN extended permit ip any any

�Í�w�ž�«�·�µ  �æ�µ�Ä�x�z 192.168.1.0/24 �w�×�µ�Ä�T�’  209.165.201.0/27 �w�É�¿�Ä�ë�”�«�t�ž�«�·�µ�p
�V�s�M�‘�O�t�`�o�M�‡�b�{���w�ž�Å�è�µ�x�b�‚�o�•�D�`�o�M�‡�b�{

hostname(config)# access-list ACL_IN extended deny tcp 192.168.1.0 255.255.255.0 
209.165.201.0 255.255.255.224
hostname(config)# access-list ACL_IN extended permit ip any any

�K�”�×�µ�Ä�i�Z�U�ž�«�·�µ�p�V�”�‘�O�t�b�”	Ô�ù�x�z�ž�«�·�µ�›�v���b�”  ACE �›�Ö�—�`�‡�b�{�Ì
�Ô�$�t�•�D�`�s�M�v�“�z�Ã�Ñ�¥�ç�Ä�p���w�b�‚�o�w�Ä�å�Ñ�Ÿ�¿�«�U�‹
q�^�•�‡�b�{

hostname(config)# access-list ACL_IN extended permit ip 192.168.1.0 255.255.255.0 
209.165.201.0 255.255.255.224

� Í �w�ž�«� · �µ  �æ�µ �Ä�x�z� \ �w�ž�«� · �µ  �æ�µ�Ä�› �&� ; �b � ” �   � ï �» � ” �Ñ�£�   �µ �w
¶�×�µ�Ä�U
209.165.201.29 �q�M�O�ž�Å�è�µ�w  Web �±� �Ä�t�ž�«�·�µ�p�V�s�M�‘�O�t�`�o�M�‡�b�{�\�w���w�Ä�å
�Ñ�Ÿ�¿�«�x�z�b�‚�o�•�D�^�•�‡�b�{

hostname(config)# access-list ACL_IN extended deny tcp any host 209.165.201.29 eq www
hostname(config)# access-list ACL_IN extended permit ip any any

�Í�w�ž�«�·�µ  �æ�µ�Ä�x�z�¦�Ò�´�£�«�Ä  �¬�ç�”�Ó�›�–�;�`�o�z�º
æ�É�¿�Ä�ë�”�«�w
:�x�w�×�µ�Ä�T
�’�z Web �±�”�Ì�w�M�X�m�T�t�ž�«�·�µ�p�V�s�M�‘�O�t�`�o�M�‡�b�{�\�w���w�Ä�å�Ñ�Ÿ�¿�«�x�z�b�‚
�o�•�D�^�•�‡�b�{

hostname(config-network)# access-list ACL_IN extended deny tcp object-group denied 
object-group web eq www
hostname(config)# access-list ACL_IN extended permit ip any any
hostname(config)# access-group ACL_IN in interface inside

�K�”�É�¿�Ä�ë�”�«  �¦�Ò�´�£�«�Ä  �¬�ç�”�Ó�¢ A�£�T�’���w�É�¿�Ä�ë�”�«  �¦�Ò�´�£�«�Ä  �¬�ç�”�Ó�¢ B�£
�•�w�Ä�å�Ñ�Ÿ�¿�«�›�•�D�b�”�ž�«�·�µ  �æ�µ�Ä�›�°�Ì�$�t�Ã�Ÿ�·�”�Ò�ç�t�b�”�t�x�z �Í�w�‘�O�t�Ö�—
�`�‡�b�{

hostname(config)# access-list 104 permit ip host object-group A object-group B 
inactive

15 information-request

16 information-reply

17 mask-request

18 mask-reply

30 traceroute

31 conversion-error

32 mobile-redirect


¯ 2-1 ICMP �»� �Ó�w�æ�Â�å�ç�¢���V�£

ICMP �»� �Ó �æ�Â�å�ç
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�Ì���Õ�”�µ�ž�«�·�µ  �æ�µ�Ä�›�î
÷�b�”�t�x�z time-range �¯�Ú�ï�Å�›�–�;�`�o�z	?�S�‘�|  1 �Ô�w�¤�w
�›���w�Ì���›���[�`�‡�b�{�Í�t�z access-list extended �¯�Ú�ï�Å�›�–�;�`�o�z�Ì���w
c�“�›�ž�«�·�µ
�æ�µ�Ä�t�Ì� �ï�Å�`�‡�b�{ �Í�w�«�p�x�z �®Sales�¯�q�M�O�Ê
²�w�ž�«�·�µ  �æ�µ�Ä�› �®New_York_Minute�¯
�q�M�O�Ê
²�w�Ì��
c�“�t�Ì� �ï�Å�`�o�M�‡�b�{

hostname(config)# access-list Sales line 1 extended deny tcp host 209.165.200.225 host 
209.165.201.1 time-range New_York_Minute
hostname(config)# 

�Ì��
c�“�›���[�b�”�M�O�w	Ä�I�t�m�M�o�x�z time-range �¯�Ú�ï�Å�›�€	°�`�o�X�i�^�M�{

���È�¯�Ú�ï�Å �¯�Ú�ï�Å 
†�Ì

access-group �ž�«�·�µ  �æ�µ�Ä�›� �ï�»�”�Ñ�£� �µ�t�Ì� �ï�Å�`�‡�b�{

clear access-group �ž�«�·�µ  �æ�µ�Ä  �§�¢�ï�»�›	«�ˆ�`�‡�b�{

clear configure access-list �î�æ�¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï�T�’�ž�«�·�µ  �æ�µ�Ä�›	«�ˆ�`�‡
�b�{

show access-list ACE �›
j�ø���t
¯�Ô�`�‡�b�{

show running-config access-list �q�O�î�æ�`�o�M�”�ž�«�·�µ  �æ�µ�Ä  �¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï�›

¯�Ô�`�‡�b�{
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access-list remark
access-list extended �¯�Ú�ï�Å�w
²�‡�h�x�™�t�å�C�b�”�¯�Ý�ï�Ä�w�Â�©�µ�Ä�›�¦���b�”�t�x�z�¬�é�”
�Ì�ç  �¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï  �Þ�”�Å�p  access-list remark �¯�Ú�ï�Å�›�–�;�`�‡�b�{�¯�Ý�ï�Ä�›�Ã�Ÿ
�·�”�Ò�ç�t�b�”�t�x�z�\�w�¯�Ú�ï�Å�w  no ���Ü�›�–�;�`�‡�b�{

access-list id [line line-num] remark text

no access-list id [line line-num] remark [text]

�³�ï�»�¿�«�µ�w
†�Ì

�Ã�Ñ�¥�ç�Ä �Ã�Ñ�¥�ç�Ä�w�ˆ�^�•�‹�x�K�“�‡�d�œ�{

�¯�Ú�ï�Å  �Þ�”�Å �Í�w
¯�x�z�\�w�¯�Ú�ï�Å�›�Ö�—�p�V�”�Þ�”�Å�›�Ô�`�o�M�‡�b�{

�¯�Ú�ï�Å�d�º

�–�;	Í�w�̈ � �Å�å� �ï �7�G  100 ���È�¢�µ�Ö�”�µ�•�ß�¡�:�›���‰�£�›�¯�Ý�ï�Ä  �Â�©�µ�Ä�q�`�o�Ö�—�p�V�‡�b�{�¯�Ý�ï�Ä  �Â
�©�µ�Ä�t�x�z�µ�Ö�”�µ�Ž�Ž�w���È�›	—�s�X�q�‹  1 �m���Š�”
ž�A�U�K�“�‡�b�{�í�w�¯�Ý�ï�Ä�›�Ö�—�b
�”�\�q�x�p�V�‡�d�œ�{

�¯�Ý�ï�Ä�i�Z�›���‰  ACL �p  access-group �¯�Ú�ï�Å�›�–�;�b�”�\�q�x�p�V�‡�d�œ�{  

�« �Í�w�«�x�z access-list �¯�Ú�ï�Å�w
²�‡�h�x�™�t�å�C�b�”�¯�Ý�ï�Ä�w�Â�©�µ�Ä�›�¦���b�”�M�O�›�Ô�`
�o�M�‡�b�{

hostname(config) # access-list 77 remark checklist

id �ž�«�·�µ  �æ�µ�Ä�w�Ê
²�{  

line line-num �¢�¦�Ó�³�ã�ï�£�¯�Ý�ï�Ä�‡�h�x�ž�«�·�µ  �¯�ï�Ä�é�”�ç  �¤�è�Ý�ï�Ä�¢ ACE�£�w

à�Ö
Œ�q�s�”�æ
j�ø�{

remark text access-list extended �¯�Ú�ï�Å�w
²�‡�h�x�™�t�å�C�b�”�¯�Ý�ï�Ä�w�Â�©�µ�Ä�{

�¯�Ú�ï�Å  �Þ�”�Å

�Ñ�•� �ž�¢�¥�”�ç  �Þ�”�Å �·�©�á�æ�Â�Ÿ  �¯�ï�Â�©�µ�Ä

�ç�”�Â�¿�Å �•�a �³�ï�¬�ç

�Ú�ç�½

�¯�ï�Â�©�µ�Ä �³�µ�Â�Ü

�¬�é�”�Ì�ç  �¯�ï�Ñ�Ÿ�ª�á�è�”
�³�ã�ï

• • • • —

�æ�æ�”�µ �!�Ë�º�0

�7�� �\�w�¯�Ú�ï�Å�x�7���w�‹�w�p�b�{
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���È�¯�Ú�ï�Å

access-list standard
�ž�«�·�µ  �æ�µ�Ä�›�å�C�`�o�z OSPF �6
�
Í�w�ç�”�Ä�Ú�¿�Ó�t�–�;�p�V�”�z OSPF �ç�”�Ä�w�|
Œ  IP �ž
�Å�è�µ�›�¦���b�”�t�x�z �¬�é�”�Ì�ç  �¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï  �Þ�”�Å�p  access-list standard �¯�Ú�ï�Å
�›�–�;�`�‡�b�{�ž�«�·�µ  �æ�µ�Ä�›�_	†�b�”�t�x�z�\�w�¯�Ú�ï�Å�w  no ���Ü�›�–�;�`�‡�b�{

access-list id standard [line line-num] { deny | permit} { any | host ip_address | ip_address subnet_mask}

no access-list id standard [line line-num] { deny | permit} { any | host ip_address | ip_address 
subnet_mask}

�³�ï�»�¿�«�µ�w
†�Ì

�Ã�Ñ�¥�ç�Ä �Ã�Ñ�¥�ç�Ä�x�Í�w�q�S�“�p�b�{

• �›�t�ž�«�·�µ�›�•�D�`�s�M�v�“�z�·�©�á�æ�Â�Ÿ  �ž�Ó�å� �ž�ï�µ�t�‘�l�o�z
C	ô�i� �ï�»�”�Ñ�£
� �µ	Í�w�b�‚�o�w�Í�­�¿�Ä�U�‹
q�^�•�‡�b�{

• ACL �é�ª�ï�¬�p�x�z�‹
q�^�•�h�Í�­�¿�Ä�t�m�M�o  syslog �Ý�¿�·�”�´  106023 �U
\
R�^�•�‡�b�{
�‹
q�^�•�h�Í�­�¿�Ä�›�é�¬�t�G�å�b�”�t�x�z�Í�­�¿�Ä�›�Ì�Ô�$�t�‹
q�b�”
ž�A�U�K�“�‡�b�{

�¯�Ú�ï�Å  �Þ�”�Å �Í�w
¯�x�z�\�w�¯�Ú�ï�Å�›�Ö�—�p�V�”�Þ�”�Å�›�Ô�`�o�M�‡�b�{

�¯�Ú�ï�Å 
†�Ì

access-list extended �ž�«�·�µ  �æ�µ�Ä�›�¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï�t�å�C�`�z�·�©�á
�æ�Â�Ÿ �ž�Ó�å� �ž�ï�µ�›�è�a�b�”  IP �Ä�å�Ñ�Ÿ�¿�«�;�w�Ù�æ
�³�”�›
ƒ���`�‡�b�{

clear access-group �ž�«�·�µ  �æ�µ�Ä  �§�¢�ï�»�›	«�ˆ�`�‡�b�{

clear configure access-list �î�æ�¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï�T�’�ž�«�·�µ  �æ�µ�Ä�›	«�ˆ�`�‡
�b�{

show access-list �ž�«�·�µ  �æ�µ�Ä�w�¤�ï�Ä�æ�›
j�ø���t
¯�Ô�`�‡�b�{

show running-config access-list �q�O�î�æ�`�o�M�”�ž�«�·�µ  �æ�µ�Ä  �¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï�›

¯�Ô�`�‡�b�{

any �b�‚�o�w�‹�w�•�w�ž�«�·�µ�›�¦���`�‡�b�{

deny 	Ú�E�t�ù�•�`�o�M�”	Ô�ù�z�ž�«�·�µ�›�‹
q�`�‡�b�{
†�Ì�t�m�M�o�x�z �®�–
�;	Í�w�¨� �Å�å� �ï�¯�›�€	°�`�o�X�i�^�M�{  

host ip_address �×�µ�Ä  IP �ž�Å�è�µ�•�w�ž�«�·�µ�›�¦���`�‡�b�{

id �ž�«�·�µ  �æ�µ�Ä�w�Ê
²�‡�h�x
j�ø�{  

ip_address ip_mask �›���w  IP �ž�Å�è�µ�S�‘�|�±�Ò�É�¿�Ä  �Ú�µ�«�•�w�ž�«�·�µ�›�¦���`�‡�b�{

line line-num �¢�¦�Ó�³�ã�ï�£ ACE �w
à�Ö
Œ�q�s�”�æ
j�ø�{

permit 	Ú�E�t�ù�•�`�o�M�”	Ô�ù�z�ž�«�·�µ�›�•�D�`�‡�b�{
†�Ì�t�m�M�o�x�z �®�–
�;	Í�w�¨� �Å�å� �ï�¯�›�€	°�`�o�X�i�^�M�{

�¯�Ú�ï�Å  �Þ�”�Å

�Ñ�•� �ž�¢�¥�”�ç  �Þ�”�Å �·�©�á�æ�Â�Ÿ  �¯�ï�Â�©�µ�Ä

�ç�”�Â�¿�Å �•�a �³�ï�¬�ç

�Ú�ç�½

�¯�ï�Â�©�µ�Ä �³�µ�Â�Ü

�¬�é�”�Ì�ç  �¯�ï�Ñ�Ÿ�ª�á�è�”
�³�ã�ï

• • • — —
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�¯�Ú�ï�Å�d�º

�–�;	Í�w�̈ � �Å�å� �ï access-group �¯�Ú�ï�Å�q�ž�t  deny �¦�Ó�³�ã�ï  �©�”�ë�”�Å�›�–�;�b�”�q�z�Í�­�¿�Ä�U�·�©�á�æ�Â�Ÿ
�ž�Ó�å� �ž�ï�µ�›�è�a�p�V�s�X�s�“�‡�b�{�Ã�Ñ�¥�ç�Ä�p�x�z�›�t�ž�«�·�µ�›�•�D�`�s�M�v�“�z�·
�©�á�æ�Â�Ÿ  �ž�Ó�å� �ž�ï�µ�t�‘�l�o�z 
C	ô�i� �ï�»�”�Ñ�£� �µ	Í�w�b�‚�o�w�Í�­�¿�Ä�U�‹
q�^�•�‡
�b�{

TCP �•  UDP �s�r�z�b�‚�o�w� �ï�»�”�É�¿�Ä  �Ó�é�Ä�¯�ç�t�°�•�b�”�‘�O  protocol �›�¦���b�”�t�x�z
ip �©�”�ë�”�Å�›�–�;�`�‡�b�{

�¦�Ò�´�£�«�Ä  �¬�ç�”�Ó�w
ƒ���M�O�t�m�M�o�x�z object-group �¯�Ú�ï�Å�w�ò�›�€	°�`�o�X�i�^�M�{

�ž�«�·�µ  �æ�µ�Ä�›�¬�ç�”�Ó�=�b�”�t�x�z object-group �¯�Ú�ï�Å�›�–�;�`�‡�b�{


ù	ô�i�ž�Å�è�µ�z�é�”�§�ç  �ž�Å�è�µ�z�‡�h�x�|
Œ�ž�Å�è�µ�›�¦���b�”	Ô�ù�w�¨� �Å�å� �ï�x�z�Í�w
�q�S�“�p�b�{

• 32 �Ï�¿�Ä�w  4 
ü�Â�Å�¿�Ä
Ç�V  10 
�
:���Ü�›�–�;�b�”�{  

• �ž�Å�è�µ�q�Ú�µ�«�›  0.0.0.0 0.0.0.0 �t�b�”	Ô�ù�x�z�y	V���w  any �©�”�ë�”�Å�›�–�;�b�”�{�\�w
�©�”�ë�”�Å�x�z IPSec �p�x�–�;�`�s�M�\�q�›�S�ç�Š�`�‡�b�{

�Ú�µ�«�›  255.255.255.255 �t�b�”	Ô�ù�x�z�y	V���w  host address �›�–�;�`�‡�b�{

�« �Í�w�«�x�z�Ñ�•� �ž�¢�¥�”�ç�&���w  IP �Ä�å�Ñ�Ÿ�¿�«�›�‹
q�b�”�M�O�›�Ô�`�o�M�‡�b�{

hostname(config)# access-list 77 standard deny

�Í�w�«�x�z	Ú�E�t�ù�•�`�o�M�”	Ô�ù�t�z�Ñ�•� �ž�¢�¥�”�ç�&���w  IP �Ä�å�Ñ�Ÿ�¿�«�›�•�D�b�”�M�O
�›�Ô�`�o�M�‡�b�{

hostname(config)# access-list 77 standard permit

���È�¯�Ú�ï�Å

�æ�æ�”�µ �!�Ë�º�0

7.0(1) �\�w�¯�Ú�ï�Å�U�‹�Ö�^�•�‡�`�h�{

�¯�Ú�ï�Å 
†�Ì

access-group �¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï�w�7�&�=�t�–�;�p�V�”�¦�Ò�´�£�«�Ä
�¬�ç�”�Ó�›���[�`�‡�b�{

clear access-group �ž�«�·�µ  �æ�µ�Ä  �§�¢�ï�»�›	«�ˆ�`�‡�b�{

clear configure access-list �î�æ�¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï�T�’�ž�«�·�µ  �æ�µ�Ä�›	«�ˆ�`�‡
�b�{

show access-list �ž�«�·�µ  �æ�µ�Ä�w�¤�ï�Ä�æ�›
j�ø���t
¯�Ô�`�‡�b�{

show running-config access-list �q�O�î�æ�`�o�M�”�ž�«�·�µ  �æ�µ�Ä  �¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï�›

¯�Ô�`�‡�b�{
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access-list webtype
WebVPN �w�Ñ�Ÿ�ç�»�æ�ï�¬�›�±�Ù�”�Ä�b�”�¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï�t�ž�«�·�µ  �æ�µ�Ä�›�å�C�b�”
�t�x�z�¬�é�”�Ì�ç  �¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï  �Þ�”�Å�p  access-list webtype �¯�Ú�ï�Å�›�–�;�`�‡�b�{�ž
�«�·�µ  �æ�µ�Ä�›�_	†�b�”�t�x�z�\�w�¯�Ú�ï�Å�w  no ���Ü�›�–�;�`�‡�b�{

access-list id webtype {deny | permit } url  [url_string | any] [log [[disable | default] | level] [ interval  
secs] [time_range name]]

no access-list id webtype {deny | permit } url  [url_string | any] [log [[disable | default] | level] [ interval  
secs] [time_range name]]

access-list id webtype {deny | permit } tcp [host ip_address | ip_address subnet_mask | any] [oper port 
[port]] [ log [[disable | default] | level] [ interval  secs] [ time_range name]]

no access-list id webtype {deny | permit } tcp [host ip_address | ip_address subnet_mask | any] [oper 
port [port]] [ log [[disable | default] | level] [ interval  secs] [time_range name]]

�³�ï�»�¿�«�µ�w
†�Ì

�Ã�Ñ�¥�ç�Ä �Ã�Ñ�¥�ç�Ä�x�Í�w�q�S�“�p�b�{

• �›�t�ž�«�·�µ�›�•�D�`�s�M�v�“�z�·�©�á�æ�Â�Ÿ  �ž�Ó�å� �ž�ï�µ�t�‘�l�o�z
C	ô�i� �ï�»�”�Ñ�£
� �µ	Í�w�b�‚�o�w�Í�­�¿�Ä�U�‹
q�^�•�‡�b�{

• ACL �é�ª�ï�¬�p�x�z�‹
q�^�•�h�Í�­�¿�Ä�t�m�M�o  syslog �Ý�¿�·�”�´  106023 �U
\
R�^�•�‡�b�{
�‹
q�^�•�h�Í�­�¿�Ä�›�é�¬�t�G�å�b�”�t�x�z�Í�­�¿�Ä�›�Ì�Ô�$�t�‹
q�b�”
ž�A�U�K�“�‡�b�{

• log �¦�Ó�³�ã�ï  �©�”�ë�”�Å�›�¦���`�h�q�V�w  syslog �Ý�¿�·�”�´  106100 �w�Ã�Ñ�¥�ç�Ä  �è�Õ�ç�x�z
6�¢	Ø�C�£�p�b�{

any �b�‚�o�w  IP �ž�Å�è�µ�›�¦���`�‡�b�{

any �¢�¦�Ó�³�ã�ï�£�b�‚�o�w  URL �›�¦���`�‡�b�{

deny 	Ú�E�t�ù�•�`�o�M�”	Ô�ù�z�ž�«�·�µ�›�‹
q�`�‡�b�{  

host ip_address �×�µ�Ä  IP �ž�Å�è�µ�›�¦���`�‡�b�{

id �ž�«�·�µ  �æ�µ�Ä�w�Ê
²�‡�h�x
j�ø�{  

interval secs �¢�¦�Ó�³�ã�ï�£ syslog �Ý�¿�·�”�´  106100 �›
\
R�b�”�Ì�����´�›�¦���`�‡
�b�{���®�‹�w
c�“�x  1 �™ 600 
µ�p�b�{  

ip_address ip_mask �›���w  IP �ž�Å�è�µ�S�‘�|�±�Ò�É�¿�Ä  �Ú�µ�«�›�¦���`�‡�b�{

log [[disable | default] | 
level]

�¢�¦�Ó�³�ã�ï�£ ACE �;�t  syslog �Ý�¿�·�”�´  106100 �U
\
R�^�•�”�‘�O�t�¦
���`�‡�b�{	Ä�I�t�m�M�o�x�z log �¯�Ú�ï�Å�›�€	°�`�o�X�i�^�M�{  

oper ip_address �Ù�”�Ä�›
z�±�`�‡�b�{�–�;�p�V�”���‰� �x�z lt�¢	–�s�“�£�z gt
�¢�G�s�“�£ �z eq�¢�‰�‹�£�z neq�¢
‡�‰�‹�£ �z�S�‘�|  range�¢
c�“�£�p�b�{

permit 	Ú�E�t�ù�•�`�o�M�”	Ô�ù�z�ž�«�·�µ�›�•�D�`�‡�b�{  

port TCP �Ù�”�Ä�‡�h�x  UDP �Ù�”�Ä�w  10 
�
:�‡�h�x�Ê
²�›�¦���`�‡�b�{

time_range name �¢�¦�Ó�³�ã�ï�£ time-range �¦�Ó�³�ã�ï�›�\�w�ž�«�·�µ  �æ�µ�Ä�A
É�t
Ç�C
�b�”�h�Š�w�©�”�ë�”�Å�›�¦���`�‡�b�{

url �Ñ�Ÿ�ç�»�æ�ï�¬�t  URL �›�–�;�b�”�\�q�›�¦���`�‡�b�{

url_string �¢�¦�Ó�³�ã�ï�£�Ñ�Ÿ�ç�»�æ�ï�¬�^�•�”  URL �›�¦���`�‡�b�{
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�¯�Ú�ï�Å  �Þ�”�Å �Í�w
¯�x�z�\�w�¯�Ú�ï�Å�›�Ö�—�p�V�”�Þ�”�Å�›�Ô�`�o�M�‡�b�{

�¯�Ú�ï�Å�d�º

�–�;	Í�w�̈ � �Å�å� �ï access-list webtype �¯�Ú�ï�Å�x�z WebVPN �Ñ�Ÿ�ç�»�æ�ï�¬�›
ƒ���b�”�h�Š�t�–�;�^�•�‡�b�{�¦���b
�”  URL �x�z
¶�.�p�‹�°
æ�¢�Ñ�•� �ç�¦���s�`�£�p�‹�‘�X�z�±�”�Ì�›�Ô�b�ë� �ç�Å�§�”�Å�›���Š�”
�\�q�‹�z�Ù�”�Ä�›�¦���b�”�\�q�‹�p�V�‡�b�{

���®�s�Ó�é�Ä�¯�ç�Ý��� �x�z http�z https�z cifs�z imap4�z pop3�z�S�‘�|  smtp �p�b�{ URL �t  any �©�”
�ë�”�Å�›���Š�o�z�b�‚�o�w  URL �›�¦�b�\�q�U�p�V�‡�b�{�ž�µ�»�æ�µ�«�›�–�;�`�o�z DNS �Ê�w�±�Ò
�¯�ï�Ù�”�É�ï�Ä�›�¦�b�\�q�‹�p�V�‡�b�{  

�« �Í�w�«�x�z�›���w�'�À�w  URL �•�w�ž�«�·�µ�›�‹
q�b�”�M�O�›�Ô�`�o�M�‡�b�{

hostname(config)# access-list acl_company webtype deny url http://*.company.com

�Í�w�«�x�z�›���w�Ñ�•� �ç�•�w�ž�«�·�µ�›�‹
q�b�”�M�O�›�Ô�`�o�M�‡�b�{

hostname(config)# access-list acl_file webtype deny url 
https://www.company.com/dir/file.html

�Í�w�«�x�z�b�‚�o�w	Ô	t�•�w�Ù�”�Ä  8080 �&���w  HTTP �ž�«�·�µ�›�‹
q�b�”�M�O�›�Ô�`�o�M�‡�b�{

hostname(config)# access-list acl_company webtype deny url http://my-server:8080/*

���È�¯�Ú�ï�Å

�¯�Ú�ï�Å  �Þ�”�Å

�Ñ�•� �ž�¢�¥�”�ç  �Þ�”�Å �·�©�á�æ�Â�Ÿ  �¯�ï�Â�©�µ�Ä

�ç�”�Â�¿�Å �•�a �³�ï�¬�ç

�Ú�ç�½

�¯�ï�Â�©�µ�Ä �³�µ�Â�Ü

�¬�é�”�Ì�ç  �¯�ï�Ñ�Ÿ�ª�á�è�”
�³�ã�ï

• • • • —

�æ�æ�”�µ �!�Ë�º�0

7.0(1) �\�w�¯�Ú�ï�Å�U�‹�Ö�^�•�‡�`�h�{

�¯�Ú�ï�Å 
†�Ì

access-group �¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï�w�7�&�=�t�–�;�p�V�”�¦�Ò�´�£�«�Ä
�¬�ç�”�Ó�›���[�`�‡�b�{

access-list ethertype �Ä�å�Ñ�Ÿ�¿�«�›  EtherType �t�,�n�M�o
M�š�b�”�h�Š�w�ž�«�·
�µ  �æ�µ�Ä�›
ƒ���`�‡�b�{

access-list extended �ž�«�·�µ  �æ�µ�Ä�›�¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï�t�å�C�`�z�Ñ�•� 
�ž�¢�¥�”�ç�›�è�a�b�”  IP �Ä�å�Ñ�Ÿ�¿�«�;�w�Ù�æ�³�”�›
ƒ���`
�‡�b�{

clear access-group �ž�«�·�µ  �æ�µ�Ä  �§�¢�ï�»�›	«�ˆ�`�‡�b�{

show running-config access-list �·�©�á�æ�Â�Ÿ  �ž�Ó�å� �ž�ï�µ�p�î�æ�^�•�o�M�”�ž�«�·�µ  �æ�µ
�Ä �¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï�›
¯�Ô�`�‡�b�{
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accounting-mode
�ž�§�¢�ï�Â�Ÿ�ï�¬  �Ý�¿�·�”�´�U  1 �F�w�±�”�Ì�t
ù	ô�^�•�”�T�¢�³�ï�¬�ç�Þ�”�Å�£ �z�¬�ç�”�Ó�º�w�b
�‚�o�w�±�”�Ì�t
ù	ô�^�•�”�T�¢�‰�Ì�Þ�”�Å�£�›�¦���b�”�t�x�z AAA �±�”�Ì  �¬�ç�”�Ó  �Þ�”�Å�p
accounting-mode �¯�Ú�ï�Å�›�–�;�`�‡�b�{�ž�§�¢�ï�Â�Ÿ�ï�¬  �Þ�”�Å�w�¦���›�_	†�b�”�t�x�z�\�w�¯
�Ú�ï�Å�w  no ���Ü�›�–�;�`�‡�b�{

accounting-mode {simultaneous | single}

�³�ï�»�¿�«�µ�w
†�Ì

�Ã�Ñ�¥�ç�Ä �Ã�Ñ�¥�ç�Ä�‹�x�³�ï�¬�ç�Þ�”�Å�p�b�{

�¯�Ú�ï�Å  �Þ�”�Å �Í�w
¯�x�z�\�w�¯�Ú�ï�Å�›�Ö�—�p�V�”�Þ�”�Å�›�Ô�`�o�M�‡�b�{

�¯�Ú�ï�Å�d�º

�–�;	Í�w�̈ � �Å�å� �ï 1 �F�w�±�”�Ì�t�ž�§�¢�ï�Â�Ÿ�ï�¬  �Ý�¿�·�”�´�›
ù	ô�b�”�t�x�z single �©�”�ë�”�Å�›�–�;�`�‡�b�{ �±�”
�Ì  �¬�ç�”�Ó�º�w�b�‚�o�w�±�”�Ì�t�ž�§�¢�ï�Â�Ÿ�ï�¬  �Ý�¿�·�”�´�›
ù	ô�b�”�t�x�z simultaneous �©�”
�ë�”�Å�›�–�;�`�‡�b�{

�\�w�¯�Ú�ï�Å�x�z�ž�§�¢�ï�Â�Ÿ�ï�¬�¢ RADIUS �‡�h�x  TACACS+�£�t�±�”�Ì  �¬�ç�”�Ó�›�–�;�b�”	Ô
�ù�t�v�“���®�p�b�{  

�« �Í�w�«�x�z accounting-mode �¯�Ú�ï�Å�›�–�;�`�o�z�¬�ç�”�Ó�º�w�b�‚�o�w�±�”�Ì�t�ž�§�¢�ï�Â�Ÿ�ï
�¬  �Ý�¿�·�”�´�›
ù	ô�b�”�M�O�›�Ô�`�o�M�‡�b�{

hostname(config)# aaa-server svrgrp1 protocol tacacs+
hostname(config-aaa-server-group)# ac counting-mode simultaneous
hostname(config-aaa-server-group)# exit
hostname(config)# 

simultaneous �¬�ç�”�Ó�º�w�b�‚�o�w�±�”�Ì�t�ž�§�¢�ï�Â�Ÿ�ï�¬  �Ý�¿�·�”�´�›
ù	ô�`�‡
�b�{

single 1 �F�w�±�”�Ì�t�ž�§�¢�ï�Â�Ÿ�ï�¬  �Ý�¿�·�”�´�›
ù	ô�`�‡�b�{

�¯�Ú�ï�Å  �Þ�”�Å

�Ñ�•� �ž�¢�¥�”�ç  �Þ�”�Å �·�©�á�æ�Â�Ÿ  �¯�ï�Â�©�µ�Ä

�ç�”�Â�¿�Å �•�a �³�ï�¬�ç

�Ú�ç�½

�¯�ï�Â�©�µ�Ä �³�µ�Â�Ü

AAA �±�”�Ì  �¬�ç�”�Ó • • • • —

�æ�æ�”�µ �!�Ë�º�0

 7.0(1) �\�w�¯�Ú�ï�Å�U�‹�Ö�^�•�‡�`�h�{
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���È�¯�Ú�ï�Å

accounting-port
�›���w�×�µ�Ä�w  RADIUS �ž�§�¢�ï�Â�Ÿ�ï�¬�t�–�;�b�”�Ù�”�Ä
j�ø�›�¦���b�”�t�x�z AAA �±�”�Ì  �×
�µ�Ä  �Þ�”�Å�p  accounting-port �¯�Ú�ï�Å�›�–�;�`�‡�b�{�Ý	Â�Ù�”�Ä�w�¦���›�_	†�b�”�t�x�z�\�w�¯
�Ú�ï�Å�w  no ���Ü�›�–�;�`�‡�b�{�\�w�¯�Ú�ï�Å�x�z�ž�§�¢�ï�Â�Ÿ�ï�¬  �è�¯�”�Å�w
ù	ô
Œ�q�s�”�z�æ
�Þ�”�Ä  RADIUS �±�”�Ì  �×�µ�Ä�w�|
Œ  TCP/UDP �Ù�”�Ä
j�ø�›�¦���`�‡�b�{

accounting-port port

no accounting-port

�³�ï�»�¿�«�µ�w
†�Ì

�Ã�Ñ�¥�ç�Ä �Ã�Ñ�¥�ç�Ä�p�x�z �Ã�Ì� �µ�x�Ù�”�Ä  1646 �p  RADIUS �ž�§�¢�ï�Â�Ÿ�ï�¬�›�æ�¿�µ�ï�`�‡�b �¢ RFC 2058
�t	j�Œ�£ �{�Ù�”�Ä�›�¦���`�s�M	Ô�ù�x�z RADIUS �ž�§�¢�ï�Â�Ÿ�ï�¬�w�Ã�Ñ�¥�ç�Ä  �Ù�”�Ä
j�ø�¢ 1646�£
�U�–�;�^�•�‡�b�{

�¯�Ú�ï�Å  �Þ�”�Å �Í�w
¯�x�z�\�w�¯�Ú�ï�Å�›�Ö�—�p�V�”�Þ�”�Å�›�Ô�`�o�M�‡�b�{

�¯�Ú�ï�Å�d�º

�–�;	Í�w�̈ � �Å�å� �ï RADIUS �ž�§�¢�ï�Â�Ÿ�ï�¬  �±�”�Ì�U  1646 �Ž�Ž�w�Ù�”�Ä�›�–�;�b�”	Ô�ù�x�z aaa-server �¯�Ú�ï�Å�p
RADIUS �±�”�Ï�µ�›�‰�•�b�”
²�t�z �·�©�á�æ�Â�Ÿ  �ž�Ó�å� �ž�ï�µ�p�&
~�s�Ù�”�Ä�›
ƒ���b�”
ž�A�U
�K�“�‡�b�{

�\�w�¯�Ú�ï�Å�x�z RADIUS �t
ƒ���^�•�o�M�”�±�”�Ì  �¬�ç�”�Ó�t�v�“���®�p�b�{  

�¯�Ú�ï�Å 
†�Ì

aaa accounting �ž�§�¢�ï�Â�Ÿ�ï�¬  �±�”�Ï�µ�›� �É�”�Ò�ç�‡�h�x�Ã�Ÿ�·�”�Ò�ç
�t�`�‡�b�{

aaa-server protocol AAA �±�”�Ì  �¬�ç�”�Ó  �¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï  �Þ�”�Å�t�Ö�l
�o�z�¬�ç�”�Ó�º�w�b�‚�o�w�×�µ�Ä�t�ž�è�b�”�z�¬�ç�”�Ó�{��
�w AAA �±�”�Ì  �Í�å�Ý�”�»�›
ƒ���p�V�”�‘�O�t�`�‡�b�{

clear configure aaa-server AAA �±�”�Ì�w�¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï�›�b�‚�o�_	†�`�‡�b�{

show running-config aaa-server �b�‚�o�w  AAA �±�”�Ì�z �›���w�±�”�Ì  �¬�ç�”�Ó�z �›���w�¬�ç�”
�Ó�º�w�›���w�±�”�Ì�z �‡�h�x�›���w�Ó�é�Ä�¯�ç�w  AAA �±�”�Ì
�w�-	Ø�C�›
¯�Ô�`�‡�b�{

port RADIUS �ž�§�¢�ï�Â�Ÿ�ï�¬�;�w�Ù�”�Ä
j�ø�¢ 1 �™ 65535�£�{

�¯�Ú�ï�Å  �Þ�”�Å

�Ñ�•� �ž�¢�¥�”�ç  �Þ�”�Å �·�©�á�æ�Â�Ÿ  �¯�ï�Â�©�µ�Ä

�ç�”�Â�¿�Å �•�a �³�ï�¬�ç

�Ú�ç�½

�¯�ï�Â�©�µ�Ä �³�µ�Â�Ü

AAA �±�”�Ì  �×�µ�Ä • • • • —

�æ�æ�”�µ �!�Ë�º�0

7.0(1) �\�w�¯�Ú�ï�Å�U�‹�Ö�^�•�‡�`�h�{
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�« �Í�w�«�p�x�z�×�µ�Ä�® 1.2.3.4� �̄t�0�`�o�® srvgrp1� �̄q�M�O�Ê
²�w  RADIUS AAA �±�”�Ì�›
ƒ���`�z�»
� �Ü�ž�¢�Ä�›  9 
µ�t�z�æ�Ä�å� ���´�›  7 
µ�t�z�ž�§�¢�ï�Â�Ÿ�ï�¬  �Ù�”�Ä�›  2222 �t
ƒ���`�o�M�‡�b�{

hostname(config)# aaa-server svrgrp1 protocol radius
hostname(config-aaa-server-group)# aaa-server svrgrp1 host 1.2.3.4
hostname(config-aaa-server-host)# timeout 9
hostname(config-aaa-server-host)# retry-interval 7
hostname(config-aaa-server-host)# accountinq-port 2222
hostname(config-aaa-server-host)# exit
hostname(config)#

���È�¯�Ú�ï�Å �¯�Ú�ï�Å 
†�Ì

aaa accounting �â�”�²�U�ž�«�·�µ�`�h�É�¿�Ä�ë�”�«  �±�”�Ï�µ�w�è�¯�”�Å�›�-
�Ë�`�‡�b�{

aaa-server host AAA �±�”�Ì  �×�µ�Ä  �¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï  �Þ�”�Å�t�Ö�“�‡
�b�{�\�w�Þ�”�Å�p�x�z�×�µ�Ä�t�{���w  AAA �±�”�Ì  �Í�å�Ý�”
�»�›
ƒ���p�V�‡�b�{

clear configure aaa-server �b�‚�o�w  AAA �¯�Ú�ï�Å���›�¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï�T�’�_
	†�`�‡�b�{

show running-config aaa-server �b�‚�o�w  AAA �±�”�Ì�z �›���w�±�”�Ì  �¬�ç�”�Ó�z �›���w�¬�ç�”
�Ó�º�w�›���w�±�”�Ì�z �‡�h�x�›���w�Ó�é�Ä�¯�ç�w  AAA �±�”�Ì
�w�-	Ø�C�›
¯�Ô�`�‡�b�{
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accounting-server-group
�ž�§�¢�ï�Â�Ÿ�ï�¬  �è�¯�”�Å
ù	ô�;�w  AAA �±�”�Ì  �¬�ç�”�Ó�›�¦���b�”�t�x�z�Ä�ï�É�ç  �¬�ç�”�Ó�°

`�ž�Ä�æ�Ï�á�”�Ä  �¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï  �Þ�”�Å�p  accounting-server-group �¯�Ú�ï�Å�›�–�;�`�‡
�b�{�\�w�¯�Ú�ï�Å�›�Ã�Ñ�¥�ç�Ä�t�í�b�t�x�z�\�w�¯�Ú�ï�Å�w  no ���Ü�›�–�;�`�‡�b�{

accounting-server-group server-group

no accounting-server-group

�³�ï�»�¿�«�µ�w
†�Ì

�Ã�Ñ�¥�ç�Ä �Ã�Ñ�¥�ç�Ä�p�x�z�\�w�¯�Ú�ï�Å�w
ƒ���x  NONE �t�s�l�o�M�‡�b�{

�¯�Ú�ï�Å  �Þ�”�Å �Í�w
¯�x�z�\�w�¯�Ú�ï�Å�›�Ö�—�p�V�”�Þ�”�Å�›�Ô�`�o�M�‡�b�{

�¯�Ú�ï�Å�d�º

�–�;	Í�w�̈ � �Å�å� �ï �b�‚�o�w�Ä�ï�É�ç  �¬�ç�”�Ó  �»� �Ó�t�\�w�ž�Ä�æ�Ï�á�”�Ä�›�&�;�p�V�‡�b�{

�« �Ä�ï�É�ç  �¬�ç�”�Ó�°
`�ž�Ä�æ�Ï�á�”�Ä  �¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï  �Þ�”�Å�t�Ö�”�Í�w�«�p�x�z IPSec
LAN-to-LAN �Ä�ï�É�ç  �¬�ç�”�Ó�® xyz�¯�t�® aaa-server123�¯�q�M�O�Ê
²�w�ž�§�¢�ï�Â�Ÿ�ï�¬  �±�”�Ì
�¬�ç�”�Ó�›
ƒ���`�o�M�‡�b�{

hostname(config)# tunnel-group xyz type IPSec_L2L
hostname(config)# tunnel-group xyz general-attributes
hostname(config-tunnel-general)# accounting-server-group aaa-server123
hostname(config-tunnel-general)# 

���È�¯�Ú�ï�Å

 server-group AAA �±�”�Ì  �¬�ç�”�Ó�w�Ê
²�›�¦���`�‡�b�{�Ã�Ñ�¥�ç�Ä�p�x  NONE �t�s�l
�o�M�‡�b�{

�¯�Ú�ï�Å  �Þ�”�Å

�Ñ�•� �ž�¢�¥�”�ç  �Þ�”�Å �·�©�á�æ�Â�Ÿ  �¯�ï�Â�©�µ�Ä

�ç�”�Â�¿�Å �•�a �³�ï�¬�ç

�Ú�ç�½

�¯�ï�Â�©�µ�Ä �³�µ�Â�Ü

�Ä�ï�É�ç  �¬�ç�”�Ó�°
`�ž�Ä�æ
�Ï �á� ” �Ä  � ¯ � ï �Ñ�Ÿ�ª �á�è�”
�³�ã�ï

• — • — —

�æ�æ�”�µ �!�Ë�º�0

7.0(1) �\�w�¯�Ú�ï�Å�U�‹�Ö�^�•�‡�`�h�{

7.1(1) �\�w�¯�Ú�ï�Å�U�z webvpn �¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï  �Þ�”�Å�T�’�Ä�ï�É�ç  �¬
�ç�”�Ó�°
`�ž�Ä�æ�Ï�á�”�Ä  �¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï  �Þ�”�Å�t�!�Ë�^�•�‡
�`�h�{

�¯�Ú�ï�Å 
†�Ì

clear configure tunnel-group 
ƒ���^�•�o�M�”�b�‚�o�w�Ä�ï�É�ç  �¬�ç�”�Ó�›	«�ˆ�`�‡�b�{

show running-config tunnel-group �b�‚�o�w�Ä�ï�É�ç  �¬�ç�”�Ó�‡�h�x�›���w�Ä�ï�É�ç  �¬�ç�”�Ó�w
�Ä�ï�É�ç  �¬�ç�”�Ó  �¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï�›
¯�Ô�`�‡�b�{

tunnel-group general-attributes �Ê
²
Ç�V�w�Ä�ï�É�ç  �¬�ç�”�Ó�w�°
`�ž�Ä�æ�Ï�á�”�Ä�›�¦���`
�‡�b�{



�H 2 	·       aaa accounting command �¯�Ú�ï�Å�™  accounting-server-group �¯�Ú�ï�Å
  accounting-server-group �¢ webvpn �£

2-66
Cisco �·�©�á�æ�Â�Ÿ  �ž�Ó�å� �ž�ï�µ  �¯�Ú�ï�Å  �æ�Ñ�•�è�ï�µ

OL-10086-02-J

accounting-server-group�¢ webvpn�£
WebVPN �‡�h�x�?� �Ý�”�ç  �Ó�é�©�³�p�–�;�b�”�ž�§�¢�ï�Â�Ÿ�ï�¬  �±�”�Ì  �¬�ç�”�Ó�›�¦���b�”�t
�x�z accounting-server-group �¯�Ú�ï�Å�›�–�;�`�‡�b�{ WebVPN �w	Ô�ù�z�\�w�¯�Ú�ï�Å�x  webvpn �Þ�”
�Å�p�–�;�`�‡�b�{�?� �Ý�”�ç  �Ó�é�©�³�¢ IMAP4S�z POP3S�z SMTPS�£�w	Ô�ù�z�\�w�¯�Ú�ï�Å�x�˜�p
�b�”�?� �Ý�”�ç  �Ó�é�©�³  �Þ�”�Å�p�–�;�`�‡�b�{�¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï�T�’�ž�§�¢�ï�Â�Ÿ�ï�¬
�±�”�Ì�›�_	†�b�”�t�x�z�\�w�¯�Ú�ï�Å�w  no ���Ü�›�–�;�`�‡�b�{

�·�©�á�æ�Â�Ÿ  �ž�Ó�å� �ž�ï�µ�x�z�ž�§�¢�ï�Â�Ÿ�ï�¬�›�–�;�`�o�z�â�”�²�U�ž�«�·�µ�b�”�É�¿�Ä�ë�”
�«  �æ�¹�”�µ�›�å
{�`�‡�b�{  

accounting-server-group group tag

no accounting-server-group

�³�ï�»�¿�«�µ�w
†�Ì

�Ã�Ñ�¥�ç�Ä �Ã�Ñ�¥�ç�Ä�p�x�z�ž�§�¢�ï�Â�Ÿ�ï�¬  �±�”�Ì�x
ƒ���^�•�o�M�‡�d�œ�{

�¯�Ú�ï�Å  �Þ�”�Å �Í�w
¯�x�z�\�w�¯�Ú�ï�Å�›�Ö�—�p�V�”�Þ�”�Å�›�Ô�`�o�M�‡�b�{

�¯�Ú�ï�Å�d�º

�–�;	Í�w�̈ � �Å�å� �ï �æ�æ�”�µ  7.1(1) �p�x�z�\�w�¯�Ú�ï�Å�›  webvpn �¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï  �Þ�”�Å�p�Ö�—�b�”�q�z�Ä�ï
�É�ç  �¬�ç�”�Ó�°
`�ž�Ä�æ�Ï�á�”�Ä  �Þ�”�Å�w�‰�s�w�¯�Ú�ï�Å�t�!�õ�^�•�‡�b�{

�« �Í�w�«�x�z WEBVPNACCT �q�M�O�Ê
²�w�ž�§�¢�ï�Â�Ÿ�ï�¬  �±�”�Ì  �¬�ç�”�Ó�›�–�;�b�”�‘�O�t
WebVPN �±�”�Ï�µ�›
ƒ���b�”�M�O�›�Ô�`�o�M�‡�b�{

hostname(config)#  webvpn
hostname(config-webvpn)# accounting-server-group WEBVPNACCT

group tag 
ƒ���A�ˆ�w�ž�§�¢�ï�Â�Ÿ�ï�¬  �±�”�Ì�‡�h�x�±�”�Ì  �¬�ç�”�Ó�›�¦���`�‡
�b�{�ž�§�¢�ï�Â�Ÿ�ï�¬  �±�”�Ì�›
ƒ���b�”�t�x�z aaa-server �¯�Ú�ï�Å�›�–�;
�`�‡�b�{�¬�ç�”�Ó  �»�¬�w�7�G�Õ�x  16 ���È�p�b�{

�¯�Ú�ï�Å  �Þ�”�Å

�Ñ�•� �ž�¢�¥�”�ç  �Þ�”�Å �·�©�á�æ�Â�Ÿ  �¯�ï�Â�©�µ�Ä

�ç�”�Â�¿�Å �•�a �³�ï�¬�ç

�Ú�ç�½

�¯�ï�Â�©�µ�Ä �³�µ�Â�Ü

Webvpn • • — — •

Imap4s • • — — •

Pop3s • • — — •

SMTPS • • — — •

�æ�æ�”�µ �!�Ë�º�0

7.0(1) �\�w�¯�Ú�ï�Å�U�‹�Ö�^�•�‡�`�h�{

7.1(1) �\�w�¯�Ú�ï�Å�x
��­�^�•�‡�`�h�{ accounting-server-group �¯�Ú�ï�Å�x�z�Ä�ï
�É�ç  �¬�ç�”�Ó�°
`�ž�Ä�æ�Ï�á�”�Ä  �¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï  �Þ�”�Å�p�–�;
�^�•�”�‘�O�t�s�“�‡�`�h�{
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�Í�w�«�x�z POP3SSVRS �q�M�O�Ê
²�w�ž�§�¢�ï�Â�Ÿ�ï�¬  �±�”�Ì  �¬�ç�”�Ó�›�–�;�b�”�‘�O�t  POP3S
�?� �Ý�”�ç  �Ó�é�©�³�›
ƒ���b�”�M�O�›�Ô�`�o�M�‡�b�{

hostname(config)#  pop3s
hostname(config-pop3s)#  accounting-server-group POP3SSVRS

���È�¯�Ú�ï�Å �¯�Ú�ï�Å 
†�Ì

aaa-server host �Ý	Â�z�Ý�D�z�ž�§�¢�ï�Â�Ÿ�ï�¬  �±�”�Ì�›
ƒ���`�‡�b�{
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3

acl-netmask-convert �¯�Ú�ï�Å�™  
auto-update timeout �¯�Ú�ï�Å

acl-netmask-convert
RADIUS �±�”�Ì�T�’	!	ô�`�h�¼�¢�ï�é�”�Å�D�ó�s  ACL �º�w�É�¿�Ä�Ú�µ�«�›�·�©�á�æ�Â�Ÿ  �ž�Ó�å� 
�ž�ï�µ�U�r�w�‘�O�t�{�O�T�›�¦���b�”�t�x�z AAA �±�”�Ì  �×�µ�Ä  �Þ�”�Å�p  acl-netmask-convert �¯�Ú
�ï�Å�›�–�;�`�‡�b�{�\�w�Þ�”�Å�t�x�z aaa-server host �¯�Ú�ï�Å�›�–�;�`�o�ž�«�·�µ�p�V�‡�b�{�¯�Ú
�ï�Å�›�_	†�b�”�t�x�z�\�w�¯�Ú�ï�Å�w  no ���Ü�›�–�;�`�‡�b�{

acl-netmask-convert {auto-detect | standard | wildcard}

no acl-netmask-convert

�³�ï�»�¿�«�µ�w
†�Ì

�Ã�Ñ�¥�ç�Ä �Ã�Ñ�¥�ç�Ä�p�x�z�ë� �ç�Å�§�”�Å  �É�¿�Ä�Ú�µ�«
¯�q�T�’�w�!�õ�x�æ�˜�•�‡�d�œ�{

�¯�Ú�ï�Å  �Þ�”�Å �Í�w
¯�x�z�\�w�¯�Ú�ï�Å�›�Ö�—�p�V�”�Þ�”�Å�›�Ô�`�o�M�‡�b�{

auto-detect �·�©�á�æ�Â�Ÿ  �ž�Ó�å� �ž�ï�µ�U�z�–�;�^�•�o�M�”�É�¿�Ä�Ú�µ�«
¯�q�w�»� 
�Ó�›
Q�…�b�”�‘�O�t�¦���`�‡�b�{�·�©�á�æ�Â�Ÿ  �ž�Ó�å� �ž�ï�µ�x�z�ë� �ç
�Å�§�”�Å  �É�¿�Ä�Ú�µ�«
¯�q�›�U	Z�b�”�q�z
ª	j�É�¿�Ä�Ú�µ�«
¯�q�t�!�õ�`
�‡�b�{�\�w�©�”�ë�”�Å�w	Ä�I�t�m�M�o�x�z �®�–�;	Í�w�¨� �Å�å� �ï�¯�›�€	°
�`�o�X�i�^�M�{

standard �·�©�á�æ�Â�Ÿ  �ž�Ó�å� �ž�ï�µ�U�z RADIUS �±�”�Ì�T�’	!	ô�`�h�¼�¢�ï�é�”
�Å�D�ó�s  ACL �t
ª	j�É�¿�Ä�Ú�µ�«
¯�q�i�Z�U���‡�•�o�M�”�q�_�s�b�‘�O�t
�¦���`�‡�b�{�ë� �ç�Å�§�”�Å  �É�¿�Ä�Ú�µ�«
¯�q�T�’�w�!�õ�x�æ�˜�•�‡�d�œ�{

wildcard �·�©�á�æ�Â�Ÿ  �ž�Ó�å� �ž�ï�µ�U�z RADIUS �±�”�Ì�T�’	!	ô�`�h�¼�¢�ï�é�”
�Å�D�ó�s  ACL �t�ë� �ç�Å�§�”�Å  �É�¿�Ä�Ú�µ�«
¯�q�i�Z�U���‡�•�o�M�”�q�_
�s�`�z ACL �w�¼�¢�ï�é�”�Å�Ì�t�f�w
¯�q�›�b�‚�o
ª	j�É�¿�Ä�Ú�µ�«
¯�q�t
�!�õ�b�”�‘�O�t�¦���`�‡�b�{
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�¯�Ú�ï�Å�d�º

�–�;	Í�w�̈ � �Å�å� �ï RADIUS �±�”�Ì�U�ë� �ç�Å�§�”�Å���Ü�w�É�¿�Ä�Ú�µ�«�›���‰�¼�¢�ï�é�”�Å�D�ó�s  ACL �›���™�b�”
	Ô�ù�x�z wildcard �©�”�ë�”�Å�‡�h�x  auto-detect �©�”�ë�”�Å�q�ž�t  acl-netmask-convert �¯�Ú�ï�Å�›�–
�;�`�‡�b�{�·�©�á�æ�Â�Ÿ  �ž�Ó�å� �ž�ï�µ�x�z�¼�¢�ï�é�”�Å�D�ó�s  ACL �t
ª	j�É�¿�Ä�Ú�µ�«
¯�q�U
���‡�•�o�M�”�q�'
Ý�`�‡�b�{�°�M�z Cisco Secure VPN 3000 �³�æ�”�¶  �¯�ï�·�ï�Ä�è�”�»�x�z�¼�¢�ï
�é�”�Å�D�ó�s  ACL �t�z
ª	j�É�¿�Ä�Ú�µ�«
¯�q�q�x�o�w�ë� �ç�Å�§�”�Å  �É�¿�Ä�Ú�µ�«
¯�q�U���‡�•
�o�M�”�q�'
Ý�`�‡�b�{�ë� �ç�Å�§�”�Å  �Ú�µ�«�p�x�z�Á�¹�b�”�Ï�¿�Ä�•�”�t�x  1 �U�z�°�•�b�”
ž�A�w
�K�”�Ï�¿�Ä�•�”�t�x  0 �U�”�T�•�‡�b�{ acl-netmask-convert �¯�Ú�ï�Å�›�–�;�b�”�q�z�\�w�‘�O�s�§�M
�U�z RADIUS �±�”�Ì	Í�p�¼�¢�ï�é�”�Å�D�ó�s  ACL �›
ƒ���b�”�M�O�t�t�…�b�è�¹�›�7	–�v�t�H�Q�”
�\�q�U�p�V�‡�b�{  

auto-detect �©�”�ë�”�Å�x�z RADIUS �±�”�Ì�U�r�w�‘�O�t
ƒ���^�•�o�M�”�T�˜�T�’�s�M	Ô�ù�t�þ�q�j
�‡�b�{�h�i�`�z�ë� �ç�Å�§�”�Å  �É�¿�Ä�Ú�µ�«
¯�q�t�®�@� �̄U�K�”�q�z�f�w
¯�q�U
Y�`�X�U	Z�^�•�c�z
�!�õ�^�•�‡�d�œ�{�h�q�Q�y�z�ë� �ç�Å�§�”�Å  �É�¿�Ä�Ú�µ�«  0.0.255.0 �x�z�H  3 �¦�«�Â�¿�Ä�U�r�w�‘
�O�s
:�‹�p�K�l�o�‹�•�D�`�z Cisco VPN 3000 �³�æ�”�¶  �¯�ï�·�ï�Ä�è�”�»�p���®�t�–�;�p�V�‡�b�U�z
�·�©�á�æ�Â�Ÿ  �ž�Ó�å� �ž�ï�µ�x�\�w
¯�q�›�ë� �ç�Å�§�”�Å  �É�¿�Ä�Ú�µ�«�q�`�o�U	Z�p�V�‡�d�œ�{

�« �Í�w�«�p�x�z�×�µ�Ä�® 192.168.3.4�¯�t�0�`�o�® srvgrp1�¯�q�M�O�Ê
²�w  RADIUS AAA �±�”�Ì�›
ƒ��
�`�z�¼�¢�ï�é�”�Å�D�ó�s  ACL �w�É�¿�Ä�Ú�µ�«�!�õ�›� �É�”�Ò�ç�t�`�o�z�»� �Ü�ž�¢�Ä�›  9 
µ�t�z�æ
�Ä�å� ���´�›  7 
µ�t�z�Ý	Â�Ù�”�Ä�›  1650 �t
ƒ���`�o�M�‡�b�{

hostname(config)# aaa-server svrgrp1 protocol radius
hostname(config-aaa-server-group)# aaa-server svrgrp1 host 192.168.3.4
hostname(config-aaa-server-host)# acl-netmask-convert wildcard
hostname(config-aaa-server-host)# timeout 9
hostname(config-aaa-server-host)# retry-interval 7
hostname(config-aaa-server-host)# authentication-port 1650
hostname(config-aaa-server-host)# exit
hostname(config)# 

���È�¯�Ú�ï�Å

�¯�Ú�ï�Å  �Þ�”�Å

�Ñ�•� �ž�¢�¥�”�ç  �Þ�”�Å �·�©�á�æ�Â�Ÿ  �¯�ï�Â�©�µ�Ä

�ç�”�Â�¿�Å �•�a �³�ï�¬�ç

�Ú�ç�½

�¯�ï�Â�©�µ�Ä �³�µ�Â�Ü

AAA �±�”�Ì  �×�µ�Ä • • • • —

�æ�æ�”�µ �!�Ë�º�0

7.0(4) �\�w�¯�Ú�ï�Å�U�‹�Ö�^�•�‡�`�h�{

�¯�Ú�ï�Å 
†�Ì

aaa authentication aaa-server �¯�Ú�ï�Å�p�¦���`�h�±�”�Ì	Í�p�w�z LOCAL�z
TACACS+�z�‡�h�x  RADIUS �w�â�”�²�Ý	Â�z �‡�h�x  ASDM �â�”
�²�Ý	Â�›� �É�”�Ò�ç�‡�h�x�Ã�Ÿ�·�”�Ò�ç�t�`�‡�b�{

aaa-server host AAA �±�”�Ì  �×�µ�Ä  �¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï  �Þ�”�Å�t�Ö�“�‡
�b�{�\�w�Þ�”�Å�p�x�z�×�µ�Ä�t�{���w  AAA �±�”�Ì  �Í�å�Ý�”
�»�›
ƒ���p�V�‡�b�{

clear configure aaa-server �b�‚�o�w  AAA �¯�Ú�ï�Å���›�¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï�T�’�_
	†�`�‡�b�{

show running-config aaa-server �b�‚�o�w  AAA �±�”�Ì�z �›���w�±�”�Ì  �¬�ç�”�Ó�z �›���w�¬�ç�”
�Ó�º�w�›���w�±�”�Ì�z �‡�h�x�›���w�Ó�é�Ä�¯�ç�w  AAA �±�”�Ì
�w�-	Ø�C�›
¯�Ô�`�‡�b�{
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action-uri
Web �±�”�Ì�w  URI �›�¦���`�o�³�ï�¬�ç  �±� �ï�¦�ï�Ý	Â�;�w�â�”�²�Ê�q�Í�µ�ë�”�Å�›	!	ô�b�”�t�x�z
AAA �±�”�Ì  �×�µ�Ä  �¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï  �Þ�”�Å�p  action-uri  �¯�Ú�ï�Å�›�–�;�`�‡�b�{�\�•�x
HTTP Forms �¯�Ú�ï�Å�›�–�;�`�h  SSO �p�b�{  

URI �Í�å�Ý�”�»�‹�›�æ�·�¿�Ä�b�”�t�x�z�\�w�¯�Ú�ï�Å�w  no ���Ü�›�–�;�`�‡�b�{	ý�`�M�‹�›�Ö�—�b
�”�t�x�z action-uri  �¯�Ú�ï�Å�›�6�S�–�;�`�‡�b�{

action-uri string

no action-uri

�¢�«�£ HTTP �Ó�é�Ä�¯�ç�p  SSO �›�&
~�t
ƒ���b�”�t�x�z �Ý	Â�q  HTTP �Ó�é�Ä�¯�ç�¦�õ�t�m�M�o�w	G
ü�s�î
�;�Œ�Ý�U
ž�A�p�b�{

�³�ï�»�¿�«�µ�w
†�Ì

�Ã�Ñ�¥�ç�Ä �Ã�Ñ�¥�ç�Ä�w�‹�•�ˆ�^�x�K�“�‡�d�œ�{

�¯�Ú�ï�Å  �Þ�”�Å �Í�w
¯�x�z�\�w�¯�Ú�ï�Å�›�Ö�—�p�V�”�Þ�”�Å�›�Ô�`�o�M�‡�b�{

�¯�Ú�ï�Å�d�º

�–�;	Í�w�̈ � �Å�å� �ï URI�¢�â�Ç�Ñ�¥�”�Ü  �æ�¹�”�µ�Ý��� �£�x�z� �ï�»�”�É�¿�Ä	Í�w�¯�ï�Â�ï�À�w�•�”�›�›���b�”�¯�ï�Í
�«�Ä�s���È�»�p�b�{ URI �p
¯�^�•�”�¯�ï�Â�ï�À�t�x�z�Â�©�µ�Ä  �Ö�”�´�z�Ï�Ã�¦  �«�æ�¿�Ó�z�±�¢�ï
�Å �«�æ�¿�Ó�z
i�­�h�z�ˆ�h�z�Ó�é�¬�å�Ü�s�r�U�K�“�‡�b�{ URI �w�7�‹�°
`�$�s���Ü�x  Web �Ö�”�´
�ž�Å�è�µ�p�b�{ Web �Ö�”�´  �ž�Å�è�µ�x�z URI �w�›���w���Ü �¢�m�‡�“�±�Ò�·�¿�Ä�£ �p�zUniform Resource
Locator�¢ URL; �â�Ç�Ñ�¥�”�Ü  �æ�¹�”�µ  �é�­�”�»�£�q�z�y�•�‡�b�{

�·�©�á�æ�Â�Ÿ  �ž�Ó�å� �ž�ï�µ�w  WebVPN �±�”�Ì�x�z POST �A�{�›�–�;�`�o�³�ï�¬�ç  �±� �ï�¦�ï�Ý
	Â�A�{�›�Ý	Â  Web �±�”�Ì�t
ù	ô�`�‡�b�{�\�w	r�g�U�î�æ�^�•�”�‘�O�t�b�”�t�x�z HTTP POST �A�{
�›�–�;�`�o�Ý	Â  Web �±�”�Ì	Í�w�ž�«�³�ã�ï  URI �t�â�”�²�Ê�q�Í�µ�ë�”�Å�›�I�b�‘�O�t�·�©�á�æ
�Â�Ÿ  �ž�Ó�å� �ž�ï�µ�›
ƒ���`�‡�b�{ action-uri  �¯�Ú�ï�Å�x�z�·�©�á�æ�Â�Ÿ  �ž�Ó�å� �ž�ï�µ�U  POST
�A�{�›
ù	ô�b�”
Œ�w  Web �±�”�Ì	Í�w�Ý	Â�Ó�é�¬�å�Ü�w	Ô	t�q�Ê
²�›�¦���`�‡�b�{

�Ý	Â  Web �±�”�Ì	Í�w�ž�«�³�ã�ï  URI �x�z �Ý	Â  Web �±�”�Ì�w�é�¬� �ï  �Ö�”�´�t�Ò�å�¢�²�p�Ú
€
€��
�b�”�q�˜�T�“�‡�b�{�Ò�å�¢�²�t
¯�Ô�^�•�”�é�¬� �ï  Web �Ö�”�´�w  URL �U�z�Ý	Â  Web �±�”�Ì�w�ž�«
�³�ã�ï  URI �p�b�{

string �Ý	Â�Ó�é�¬�å�Ü�w  URI�{
ó
:�w�æ�t�Ö�—�p�V�‡�b�{�¤�æ�w�7�G���È
:�x
255 ���È�p�b�{ URI 
¶�.�w�7�G���È
:�x  2,048 ���È�p�b�{  

�¯�Ú�ï�Å  �Þ�”�Å

�Ñ�•� �ž�¢�¥�”�ç  �Þ�”�Å �·�©�á�æ�Â�Ÿ  �¯�ï�Â�©�µ�Ä

�ç�”�Â�¿�Å �•�a �³�ï�¬�ç

�Ú�ç�½

�¯�ï�Â�©�µ�Ä �³�µ�Â�Ü

AAA �±�”�Ì  �×�µ�Ä  �¯�ï�Ñ�Ÿ
�ª�á�è�”�³�ã�ï

• — • — —

�æ�æ�”�µ �!�Ë�º�0

7.1(1) �\�w�¯�Ú�ï�Å�U�‹�Ö�^�•�‡�`�h�{
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�Ö�—�`�•�b�M�‘�O�t�z URI �x�È���b�”
ó
:�w�æ�t�Ö�—�p�V�”�‘�O�t�s�l�o�M�‡�b�{�¤�æ�x�Ö�—�q�‰
�Ì�t�·�©�á�æ�Â�Ÿ  �ž�Ó�å� �ž�ï�µ�t�‘�l�o�È�A�^�•�z URI �U�Ï
R�^�•�‡�b�{ action-uri �æ�w 1 �æ�K�h
�“�w�7�G���È
:�x  255 ���È�p�b�U�z�f�•�‘�“	—�s�M���È�›�¤�æ�t�Ö�—�p�V�‡�b�{  

�¢�«�£ ���È�»�t�Y�ð
Ö�›���Š�”	Ô�ù�x�z�Y�ð
Ö�w
²�t  Ctrl+V �w�¤�µ�­�”�Ó  �³�”�­�ï�µ�›�–�;�b�”
ž�A�U
�K�“�‡�b�{

�« �Í�w�«�p�x�z�Ý	Â�Ã�”�»�›	!	ô�b�”  URI �x�Í�w�q�S�“�p�b�{

http://www.example.com/auth/index.html/appdir/authc/forms/MCOlogin.fcc?TYPE=33554433&REALMOI
D=06-000a1311-a828-1185-ab41-8333b16a0008&GUID=&SMAUTHREASON=0&METHOD=GET&SM
AGENTNAME=$SM$5FZmjnk3DRNwNjk2KcqVCFbIrNT9%2bJ0H0KPshFtg6rB1UV2PxkHqLw%3d%3
d&TARGET=https%3A%2F%2Fauth.example.com

AAA �±�”�Ì  �×�µ�Ä  �¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï  �Þ�”�Å�p�Ö�—�`�h�Í�w�«�p�x�z www.example.com �w	Í
�G�w URI �›�¦���`�o�M�‡�b�{

hostname(config)# aaa-server testgrp1 host www.example.com
hostname(config-aaa-server-host)# action-uri h ttp://www.example.com/auth/index.htm
hostname(config-aaa-server-host)# action-uri l/appdir/authc/forms/MCOlogin.fcc?TYP
hostname(config-aaa-server-host)# action-uri 5 54433&REALMOID=06-000a1311-a828-1185
hostname(config-aaa-server-host)# action-uri -ab41-8333b16a0008&GUID=&SMAUTHREASON
hostname(config-aaa-server-host)# action-uri =0&METHOD=GET&SMAG ENTNAME=$SM$5FZmjnk
hostname(config-aaa-server-host)# action-uri 3DRNwNjk2KcqVCFbIrNT9%2bJ0H0KPshF tg6r
hostname(config-aaa-server-host)# action-uri B 1UV2PxkHqLw%3d%3d&TARGET=https%3A%2F
hostname(config-aaa-server-host)# action-uri % 2Fauth.example.com
hostname(config-aaa-server-host)#

�¢�«�£ �×�µ�Ä�Ê�q�Ó�é�Ä�¯�ç�›�ž�«�³�ã�ï  URI �t���Š�”
ž�A�U�K�“�‡�b�{	Í�G�w�«�p�x�z URI �w�7	s�t�K
�”  http://www.example.com �t�f�•�’�U���‡�•�o�M�‡�b�{

���È�¯�Ú�ï�Å �¯�Ú�ï�Å 
†�Ì

auth-cookie-name �Ý	Â�«�¿�©�”�w�Ê
²�›�¦���`�‡�b�{

hidden-parameter SSO �±�”�Ì�q�w�¦�õ�t�–�;�b�”
‡
¯�Ô�Í�å�Ý�”�»�›�^
R�`�‡�b�{

password-parameter SSO �Ý	Â�;�t�â�”�²  �Í�µ�ë�”�Å�›
ù	ô�b�”
ž�A�U�K�”  HTTP POST �A
�{�w�Í�å�Ý�”�»�w�Ê
²�›�¦���`�‡�b�{

start-url �Ä
²�é�¬� �ï  �«�¿�©�”�w	��˜
Œ  URL �›�¦���`�‡�b�{

user-parameter SSO �Ý	Â�;�t�â�”�²�Ê�›
ù	ô�b�”
ž�A�U�K�”  HTTP POST �A�{�w�Í�å
�Ý�”�»�w�Ê
²�›�¦���`�‡�b�{
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activation-key
�·�©�á�æ�Â�Ÿ  �ž�Ó�å� �ž�ï�µ�w�ž�«�Â�Ÿ�Õ�”�³�ã�ï  �©�”�›�!�Ë�`�z�·�©�á�æ�Â�Ÿ  �ž�Ó�å� �ž�ï�µ
	Í�p�á�;�^�•�o�M�”�ž�«�Â�Ÿ�Õ�”�³�ã�ï  �©�”�›�·�©�á�æ�Â�Ÿ  �ž�Ó�å� �ž�ï�µ�w�Ñ�å�¿�³�á  �Í�”
�Â�Ÿ�³�ã�ï�t�Å�`�Ñ�•� �ç�q�`�o�-���^�•�o�M�”�ž�«�Â�Ÿ�Õ�”�³�ã�ï  �©�”�q
z�±�`�o�½�£�¿�«�b
�”�t�x�z�¬�é�”�Ì�ç  �¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï  �Þ�”�Å�p  activation-key �¯�Ú�ï�Å�›�–�;�`�‡�b�{

activation-key [activation-key-four-tuple| activation-key-five-tuple]

�³�ï�»�¿�«�µ�w
†�Ì

�Ã�Ñ�¥�ç�Ä �\�w�¯�Ú�ï�Å�t�Ã�Ñ�¥�ç�Ä
ƒ���x�K�“�‡�d�œ�{

�¯�Ú�ï�Å  �Þ�”�Å �Í�w
¯�x�z�\�w�¯�Ú�ï�Å�›�Ö�—�p�V�”�Þ�”�Å�›�Ô�`�o�M�‡�b�{

�¯�Ú�ï�Å�d�º

�–�;	Í�w�̈ � �Å�å� �ï �¤�A
É�w���t�µ�Ö�”�µ�›  1 �m�Ö�•�o�z 4 �m�w�A
É�p�Ï
R�^�•�”  16 
�
:���È�»�q�`�o  
activation-key-four-tuple �›�Ö�—�`�‡�b�{�‡�h�x�z�¤�A
É�w���t�µ�Ö�”�µ�›  1 �m�Ö�•�o�z 5 �m�w�A
É�p
�Ï
R�^�•�”  16 
�
:���È�»�q�`�o�z activation-key-five-tuple �›�Ö�—�`�‡�b�{�Í�t�«�›�Ô�`�‡�b�{

0xe02888da 0x4ba7bed6 0xf1c123ae 0xffd8624e


Œ�„
æ
ü�w  0x �¦��� �x	²�t�p�V�‡�b�{�‹�x�z�b�‚�o  16 
�
:�p�K�”�q�_�s�^�•�‡�b�{

�©�”�x�¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï  �Ñ�•� �ç�t�-���^�•�c�z�³�æ�ž�ç
j�ø�t���È
Ç�Z�’�•�‡�b�{

�« �Í�w�«�x�z�·�©�á�æ�Â�Ÿ  �ž�Ó�å� �ž�ï�µ�w�ž�«�Â�Ÿ�Õ�”�³�ã�ï  �©�”�›�!�Ë�b�”�M�O�›�Ô�`�o�M�‡
�b�{

hostname(config)# activation-key 0xe02888da 0x4ba7bed6 0xf1c123ae 0xffd8624e

���È�¯�Ú�ï�Å

activation-key-four-tuple �ž�«�Â�Ÿ�Õ�”�³�ã�ï  �©�”�{���Ü�w�¨� �Å�å� �ï�t�m�M�o�x�z �®�–
�;	Í�w�¨� �Å�å� �ï�¯�›�€	°�`�o�X�i�^�M�{

activation-key-five-tuple �ž�«�Â�Ÿ�Õ�”�³�ã�ï  �©�”�{���Ü�w�¨� �Å�å� �ï�t�m�M�o�x�z �®�–
�;	Í�w�¨� �Å�å� �ï�¯�›�€	°�`�o�X�i�^�M�{

�¯�Ú�ï�Å  �Þ�”�Å

�Ñ�•� �ž�¢�¥�”�ç  �Þ�”�Å �·�©�á�æ�Â�Ÿ  �¯�ï�Â�©�µ�Ä

�ç�”�Â�¿�Å �•�a �³�ï�¬�ç

�Ú�ç�½

�¯�ï�Â�©�µ�Ä �³�µ�Â�Ü

�¬�é�”�Ì�ç  �¯�ï�Ñ�Ÿ�ª�á�è�”
�³�ã�ï

• • • •

�æ�æ�”�µ �!�Ë�º�0

7.0(1) �·�©�á�æ�Â�Ÿ  �ž�Ó�å� �ž�ï�µ�p�\�w�¯�Ú�ï�Å�U�±�Ù�”�Ä�^�•�”�‘�O�t�s
�“�‡�`�h�{

�¯�Ú�ï�Å 
†�Ì

show activation-key �ž�«�Â�Ÿ�Õ�”�³�ã�ï  �©�”�›
¯�Ô�`�‡�b�{
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address-pool
�æ�Þ�”�Ä  �«�å� �ž�ï�Ä�t�ž�Å�è�µ�›�Â�“�p�o�”�h�Š�w�ž�Å�è�µ  �Ó�”�ç�w�æ�µ�Ä�›�¦���b�”�t�x�z
�Ä�ï�É�ç  �¬�ç�”�Ó�°
`�ž�Ä�æ�Ï�á�”�Ä  �¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï  �Þ�”�Å�p  address-pool �¯�Ú�ï�Å�›
�–�;�`�‡�b�{�ž�Å�è�µ  �Ó�”�ç�›�_	†�b�”�t�x�z�\�w�¯�Ú�ï�Å�w  no ���Ü�›�–�;�`�‡�b�{

address-pool [(interface name)] address_pool1 [...address_pool6]

no address-pool [(interface name)] address_pool1 [...address_pool6]

�³�ï�»�¿�«�µ�w
†�Ì

�Ã�Ñ�¥�ç�Ä �Ã�Ñ�¥�ç�Ä�w�ˆ�^�•�‹�x�K�“�‡�d�œ�{

�¯�Ú�ï�Å  �Þ�”�Å �Í�w
¯�x�z�\�w�¯�Ú�ï�Å�›�Ö�—�p�V�”�Þ�”�Å�›�Ô�`�o�M�‡�b�{

�¯�Ú�ï�Å�d�º

�–�;	Í�w�̈ � �Å�å� �ï �\�w�¯�Ú�ï�Å�x�z� �ï�»�”�Ñ�£� �µ�]�q�t  1 �m�c�m�z
ó
:�Ö�—�p�V�‡�b�{� �ï�»�”�Ñ�£� �µ�›�¦��
�`�s�M	Ô�ù�z�\�w�¯�Ú�ï�Å�x�z�Ì�Ô�$�t�€	°�^�•�o�M�s�M�b�‚�o�w� �ï�»�”�Ñ�£� �µ�w�Ã�Ñ�¥�ç�Ä
�›�¦���`�‡�b�{  

�¬�ç�”�Ó  �Ù�æ�³�”�w  address-pools �¯�Ú�ï�Å�t�‘�”�ž�Å�è�µ  �Ó�”�ç�w
ƒ���p�z�Ä�ï�É�ç  �¬�ç�”�Ó�w
address-pool �¯�Ú�ï�Å�t�‘�”�é�”�§�ç  �Ó�”�ç�w
ƒ���U	Í	{�V�^�•�‡�b�{

�Ó�”�ç�›�¦���b�”	q	‚�x	O�A�p�b�{�·�©�á�æ�Â�Ÿ  �ž�Ó�å� �ž�ï�µ�x�z�\�w�¯�Ú�ï�Å�p�Ó�”�ç�›�¦��
�`�h	q	‚�t	H�l�o�z�f�•�’�w�Ó�”�ç�T�’�ž�Å�è�µ�›�Â�“�p�o�‡�b�{

�« config-general �¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï  �Þ�”�Å�t�Ö�”�Í�w�«�p�x�z IPSec �æ�Þ�”�Ä�ž�«�·�µ  �Ä�ï�É�ç
�¬�ç�”�Ó  xyz �w�æ�Þ�”�Ä  �«�å� �ž�ï�Ä�t�ž�Å�è�µ�›�Â�“�p�o�”�h�Š�w�ž�Å�è�µ  �Ó�”�ç�w�æ�µ�Ä�›
�¦���`�o�M�‡�b�{

hostname(config)# tunnel-group xyz
hostname(config)# tunnel-group xyz general
hostname(config-general)# address-pool (inside) addrpool1 addrpool2 addrpool3
hostname(config-general)# 

address_pool ip local pool �¯�Ú�ï�Å�p
ƒ���`�h�ž�Å�è�µ  �Ó�”�ç�w�Ê
²�›�¦���`�‡�b�{�7
�G 6 �x�w�é�”�§�ç  �ž�Å�è�µ  �Ó�”�ç�›�¦���p�V�‡�b�{  

interface name �¢�¦�Ó�³�ã�ï�£ �ž�Å�è�µ  �Ó�”�ç�t�–�;�b�”� �ï�»�”�Ñ�£� �µ�›�¦���`�‡�b�{

�¯�Ú�ï�Å  �Þ�”�Å

�Ñ�•� �ž�¢�¥�”�ç  �Þ�”�Å �·�©�á�æ�Â�Ÿ  �¯�ï�Â�©�µ�Ä

�ç�”�Â�¿�Å �•�a �³�ï�¬�ç

�Ú�ç�½

�¯�ï�Â�©�µ�Ä �³�µ�Â�Ü

�Ä�ï�É�ç  �¬�ç�”�Ó�°
`�ž�Ä�æ
�Ï �á� ” �Ä  � ¯ � ï �Ñ�Ÿ�ª �á�è�”
�³�ã�ï

• — • — —

�æ�æ�”�µ �!�Ë�º�0

7.0(1) �\�w�¯�Ú�ï�Å�U�‹�Ö�^�•�‡�`�h�{
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���È�¯�Ú�ï�Å

address-pools�¢�¬�ç�”�Ó  �Ù�æ�³�”�£
�æ�Þ�”�Ä  �«�å� �ž�ï�Ä�t�ž�Å�è�µ�›�Â�“�p�o�”�h�Š�w�ž�Å�è�µ  �Ó�”�ç�w�æ�µ�Ä�›�¦���b�”�t�x�z
�¬�ç�”�Ó  �Ù�æ�³�”�w�ž�Ä�æ�Ï�á�”�Ä  �¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï  �Þ�”�Å�p  address-pools �¯�Ú�ï�Å�›�–
�;�`�‡�b�{�¬�ç�”�Ó  �Ù�æ�³�”�T�’�ž�Ä�æ�Ï�á�”�Ä�›�_	†�`�z���w�¬�ç�”�Ó  �Ù�æ�³�”�T�’�w�'	•�›
� �É�”�Ò�ç�t�b�”�t�x�z�\�w�¯�Ú�ï�Å�w  no ���Ü�›�–�;�`�‡�b�{

address-pools value address_pool1 [...address_pool6]

no address-pools value address_pool1 [...address_pool6]

address-pools none

no address-pools none

�³�ï�»�¿�«�µ�w
†�Ì

�Ã�Ñ�¥�ç�Ä �Ã�Ñ�¥�ç�Ä�p�x�z�ž�Å�è�µ  �Ó�”�ç�w�ž�Ä�æ�Ï�á�”�Ä�›�'	•�p�V�”�‘�O�t�s�l�o�M�‡�b�{

�¯�Ú�ï�Å  �Þ�”�Å �Í�w
¯�x�z�\�w�¯�Ú�ï�Å�›�Ö�—�p�V�”�Þ�”�Å�›�Ô�`�o�M�‡�b�{

�¯�Ú�ï�Å�d�º

�¯�Ú�ï�Å 
†�Ì

ip local pool VPN �æ�Þ�”�Ä�ž�«�·�µ  �Ä�ï�É�ç�t�–�;�b�”  IP �ž�Å�è�µ  �Ó�”
�ç�›
ƒ���`�‡�b�{

clear configure tunnel-group 
ƒ���^�•�o�M�”�b�‚�o�w�Ä�ï�É�ç  �¬�ç�”�Ó�›	«�ˆ�`�‡�b�{

show running-config tunnel-group �b�‚�o�w�Ä�ï�É�ç  �¬�ç�”�Ó�‡�h�x�›���w�Ä�ï�É�ç  �¬�ç�”�Ó�w
�Ä�ï�É�ç  �¬�ç�”�Ó  �¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï�›
¯�Ô�`�‡�b�{

tunnel-group-map default-group crypto ca certificate map �¯�Ú�ï�Å�p�^
R�^�•�h	Â�Ì	{�Ú�¿�Ó
�¤�ï�Ä�æ�›�Ä�ï�É�ç  �¬�ç�”�Ó�t���È
Ç�Z�‡�b�{

address_pool ip local pool �¯�Ú�ï�Å�p
ƒ���`�h�ž�Å�è�µ  �Ó�”�ç�w�Ê
²�›�¦���`�‡�b�{�7
�G 6 �x�w�é�”�§�ç  �ž�Å�è�µ  �Ó�”�ç�›�¦���p�V�‡�b�{  

none �ž�Å�è�µ  �Ó�”�ç�U�?�‹
ƒ���^�•�o�M�s�M�\�q�›�Ô�`�z���w�¬�ç�”�Ó  �Ù�æ
�³�”�T�’�w�'	•�›�Ã�Ÿ�·�”�Ò�ç�t�`�‡�b�{

value �ž�Å�è�µ�w�Â�“�p�o�t�–�;�b�”�ž�Å�è�µ  �Ó�”�ç�›  6 �x�‡�p�¦���`�‡�b�{

�¯�Ú�ï�Å  �Þ�”�Å

�Ñ�•� �ž�¢�¥�”�ç  �Þ�”�Å �·�©�á�æ�Â�Ÿ  �¯�ï�Â�©�µ�Ä

�ç�”�Â�¿�Å �•�a �³�ï�¬�ç

�Ú�ç�½

�¯�ï�Â�©�µ�Ä �³�µ�Â�Ü

�¬�ç�” �Ó  �Ù�æ�³ � ”  �ž �Ä�æ
�Ï �á� ” �Ä  � ¯ � ï �Ñ�Ÿ�ª �á�è�”
�³�ã�ï

• — • — —

�æ�æ�”�µ �!�Ë�º�0

7.2(1) �\�w�¯�Ú�ï�Å�U�‹�Ö�^�•�‡�`�h�{
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�–�;	Í�w�̈ � �Å�å� �ï �\�w�¯�Ú�ï�Å�w�ž�Å�è�µ  �Ó�”�ç�w
ƒ���p�z�¬�ç�”�Ó�º�w�é�”�§�ç  �Ó�”�ç�w
ƒ���U	Í	{�V�^�•�‡�b�{
�é�”�§�ç  �ž�Å�è�µ�w�Â�“�p�o�t�–�;�b�”�é�”�§�ç  �ž�Å�è�µ  �Ó�”�ç�›  6 �x�‡�p�¦���p�V�‡�b�{

�Ó�”�ç�›�¦���b�”	q	‚�x	O�A�p�b�{�·�©�á�æ�Â�Ÿ  �ž�Ó�å� �ž�ï�µ�x�z�\�w�¯�Ú�ï�Å�p�Ó�”�ç�›�¦��
�`�h	q	‚�t	H�l�o�z�f�•�’�w�Ó�”�ç�T�’�ž�Å�è�µ�›�Â�“�p�o�‡�b�{

address-pools none �¯�Ú�ï�Å�x�z�\�w�ž�Ä�æ�Ï�á�”�Ä�U���w�Ù�æ�³�”�¢ DefaultGrpPolicy �s�r�£�T�’
�'	•�^�•�”�\�q�›�Ã�Ÿ�·�”�Ò�ç�t�`�‡�b�{ no address pools none �¯�Ú�ï�Å�x�z �¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã
�ï�T�’  address-pools none �¯�Ú�ï�Å�›�_	†�`�z�Ã�Ñ�¥�ç�Ä�w�‹�¢�'	•�D�ó�£�t�í�`�‡�b�{

�« �Í�w�¯�Ú�ï�Å�x�z config-general �¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï  �Þ�”�Å�p�Ö�—�`�o�M�‡�b�{�\�w�«�p�x�z
GroupPolicy1 �p�z�æ�Þ�”�Ä  �«�å� �ž�ï�Ä�t�ž�Å�è�µ�›�Â�“�p�o�”�h�Š�t  pool 1 �q  pool20 �›�–�;�b
�”�‘�O�t
ƒ���`�o�M�‡�b�{

hostname(config)# ip local pool pool 192.168.10.1-192.168.10.100 mask 255.255.0.0
hostname(config)# ip local pool pool20 192.168.20.1-192.168.20.200 mask 255.255.0.0
hostname(config)# group-policy GroupPolicy1 attributes
hostname(config-group-policy)# address-pools value pool1 pool20
hostname(config-group-policy)# 

���È�¯�Ú�ï�Å �¯�Ú�ï�Å 
†�Ì

ip local pool VPN �w�¬�ç�”�Ó  �Ù�æ�³�”�p�–�;�b�”  IP �ž�Å�è�µ  �Ó�”�ç�›

ƒ���`�‡�b�{

clear configure group-policy 
ƒ���^�•�o�M�”�b�‚�o�w�¬�ç�”�Ó  �Ù�æ�³�”�›	«�ˆ�`�‡�b�{

show running-config group-policy �b�‚�o�w�¬�ç�”�Ó  �Ù�æ�³�”�‡�h�x�›���w�¬�ç�”�Ó  �Ù�æ�³�”
�w�¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï�›
¯�Ô�`�‡�b�{
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alias
�ž�Å�è�µ�›	��ˆ�p�!�õ�`�z DNS �w� �t�›�!�Ë�b�”�t�x�z�¬�é�”�Ì�ç  �¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï  �Þ�”
�Å�p  alias �¯�Ú�ï�Å�›�–�;�`�‡�b�{ alias �¯�Ú�ï�Å�›�_	†�b�”�t�x�z�\�w�¯�Ú�ï�Å�w  no ���Ü�›�–�;�`
�‡�b�{�\�w�¯�Ú�ï�Å�w�E�˜�“�t�z�Ž
æ  NAT �¯�Ú�ï�Å�¢ nat �¯�Ú�ï�Å�q  static �¯�Ú�ï�Å�›  dns �©�”
�ë�”�Å�q�°	y�t�–�;�£�›�–�Q�”�‘�O�t�s�l�o�M�‡�b�{ alias �¯�Ú�ï�Å�p�x�s�X�z�Ž
æ  NAT �¯�Ú�ï�Å
�›�–�;�b�”�\�q�›�S�ç�Š�`�‡�b�{

alias interface_name mapped_ip real_ip [netmask]

[no] alias interface_name mapped_ip real_ip [netmask]

�³�ï�»�¿�«�µ�w
†�Ì

�Ã�Ñ�¥�ç�Ä �\�w�¯�Ú�ï�Å�t�Ã�Ñ�¥�ç�Ä
ƒ���x�K�“�‡�d�œ�{

�¯�Ú�ï�Å  �Þ�”�Å �Í�w
¯�x�z�\�w�¯�Ú�ï�Å�›�Ö�—�p�V�”�Þ�”�Å�›�Ô�`�o�M�‡�b�{

�¯�Ú�ï�Å�d�º

�–�;	Í�w�̈ � �Å�å� �ï � \ �w�¯�Ú�ï �Å�p�z�| 
Œ�ž�Å�è�µ�›� ! �õ�b�”� \ �q�‹ �p�V�‡�b�{�h�q�Q�y�z�×�µ�Ä�U�Í �­�¿�Ä�›
209.165.201.1 �t
ù	ô�b�”	Ô�ù�x�z alias �¯�Ú�ï�Å�›�–�;�b�”�\�q�p�z�Ä�å�Ñ�Ÿ�¿�«�›���w�ž�Å�è�µ

�¢ 209.165.201.30 �s�r�£�t�æ�¼� �è�«�Ä�p�V�‡�b�{

�¢�«�£ alias �¯�Ú�ï�Å�›���w�ž�Å�è�µ�•�w�!�õ�p�x�s�X  DNS �w	{�V�õ�Q�t�–�;�b�”	Ô�ù�x�z�¤� �æ�ž�µ�U
� �É�”�Ò�ç�s� �ï�»�”�Ñ�£� �µ	Í�p  proxy-arp �›�Ã�Ÿ�·�”�Ò�ç�t�`�‡�b�{ sysopt noproxyarp �¯�Ú�ï
�Å�›�–�;�`�o�z �·�©�á�æ�Â�Ÿ  �ž�Ó�å� �ž�ï�µ�U�°
`�$�s  NAT 	r�g�w�h�Š�t  proxy-arp �p�Ä�å�Ñ�Ÿ�¿
�«�›�×
ü�×
��t�Ó�ç�`�s�M�‘�O�t�`�o�X�i�^�M�{

alias �¯�Ú�ï�Å�›�!�Ë�‡�h�x�_	†�`�h�™�x�z clear xlate �¯�Ú�ï�Å�›�–�;�`�‡�b�{  

interface_name �Ú�¿�Ó�^�•�h  IP �ž�Å�è�µ�t�²�T�O�Ä�å�Ñ�Ÿ�¿�«�w�Ö�—� �ï�»�”�Ñ�£� �µ
�¢�‡�h�x�Ú�¿�Ó�^�•�h  IP �ž�Å�è�µ�T�’�w�Ä�å�Ñ�Ÿ�¿�«�w	Z�—� �ï�»�”�Ñ�£
� �µ�£�w�Ê
²�›�¦���`�‡�b�{

mapped_ip �î�M�w  IP �ž�Å�è�µ�w�!�õ
Œ�w  IP �ž�Å�è�µ�›�¦���`�‡�b�{

real_ip �î�M�w  IP �ž�Å�è�µ�›�¦���`�‡�b�{

netmask �¢�¦�Ó�³�ã�ï�£�†�M�w  IP �ž�Å�è�µ�w�±�Ò�É�¿�Ä  �Ú�µ�«�›�¦���`�‡�b�{�×�µ
�Ä�w�Ú�µ�«�t�x�z 255.255.255.255 �q�Ö�—�`�‡�b�{

�¯�Ú�ï�Å  �Þ�”�Å

�Ñ�•� �ž�¢�¥�”�ç  �Þ�”�Å �·�©�á�æ�Â�Ÿ  �¯�ï�Â�©�µ�Ä

�ç�”�Â�¿�Å �•�a �³�ï�¬�ç

�Ú�ç�½

�¯�ï�Â�©�µ�Ä �³�µ�Â�Ü

�¬�é�”�Ì�ç  �¯�ï�Ñ�Ÿ�ª�á�è�”
�³�ã�ï

• — • • —

�æ�æ�”�µ �!�Ë�º�0

�7�� �\�w�¯�Ú�ï�Å�x�7���w�‹�w�p�b�{
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DNS �º�”�ï  �Ñ�•� �ç�w�¤�t�z alias �¯�Ú�ï�Å�t���‡�•�o�M�”�® dnat�¯�ž�Å�è�µ�w  A�¢�ž�Å�è�µ�£�è
�¯�”�Å�U���O�`�o�M�”
ž�A�U�K�“�‡�b�{

alias �¯�Ú�ï�Å�t�x�z 2 �m�w�–�;�M�O�U�K�“�‡�b�{�Í�t�z�f�w�“�A�›�Ô�`�‡�b�{

• �·�©�á�æ�Â�Ÿ  �ž�Ó�å� �ž�ï�µ�U  mapped_ip �|�o�w�Í�­�¿�Ä�›	��˜�`�h	Ô�ù�z�f�w�Í�­�¿�Ä�›
real_ip �t
ù	ô�b�”�‘�O�t  alias �¯�Ú�ï�Å�›
ƒ���p�V�”�{

• �·�©�á�æ�Â�Ÿ  �ž�Ó�å� �ž�ï�µ�U  real_ip �|�o�t  DNS �Í�­�¿�Ä�›
ù	ô�`�z�f�w�Í�­�¿�Ä�U�·�©�á
�æ�Â�Ÿ �ž�Ó�å� �ž�ï�µ�t�í�l�o�V�h	Ô�ù�z DNS �Í�­�¿�Ä�t�!�Ë�›�C�Q�o�z�|
Œ�É�¿�Ä�ë�”�«
�ž�Å�è�µ�›  mapped_ip �t�b�”�‘�O�t  alias �¯�Ú�ï�Å�›
ƒ���p�V�”�{

alias �¯�Ú�ï�Å�x�z�É�¿�Ä�ë�”�«	Í�w  DNS �±�”�Ì�q�×�ˆ�$�t�0�é�`�o�z�¤� �æ�ž�µ�U
ƒ���^�•�h  IP
�ž�Å�è�µ�•�w�Å�Ý� �ï�Ê�t�‘�”�ž�«�·�µ�›�•�a�$�t	r�g�`�‡�b�{  

real_ip IP �ž�Å�è�µ�q  mapped_ip IP �ž�Å�è�µ�t�É�¿�Ä�ë�”�«  �ž�Å�è�µ�›�–�;�b�”�q�z�É�¿�Ä  �¤� �æ
�ž�µ�›�¦���p�V�‡�b�{�h�q�Q�y�z alias 192.168.201.0 209.165.201.0 255.255.255.224 �¯�Ú�ï�Å�›�î�æ�b
�”�q�z 209.165.201.1 �™ 209.165.201.30 �w�¤  IP �ž�Å�è�µ�w�¤� �æ�ž�µ�U�^
R�^�•�‡�b�{  

static �¯�Ú�ï�Å�q  access-list �¯�Ú�ï�Å�p  alias �¯�Ú�ï�Å�w  mapped_ip �ž�Å�è�µ�t�ž�«�·�µ�b�”�t�x�z
access-list �¯�Ú�ï�Å�º�p�z�•�D�^�•�”�Ä�å�Ñ�Ÿ�¿�«
ù	ô�i�ž�Å�è�µ�q�`�o  mapped_ip �ž�Å�è�µ�›�¦
���`�‡�b�{�Í�t�«�›�Ô�`�‡�b�{

hostname(config)# alias (inside) 192.168.201.1 209.165.201.1 255.255.255.255
hostname(config)# static (inside,outside) 209.165.201.1 192.168.201.1 netmask 
255.255.255.255
hostname(config)# access-list acl_out permit tcp host 192.168.201.1 host 209.165.201.1 
eq ftp-data
hostname(config)# access-group acl_out in interface outside

�º
æ�ž�Å�è�µ  192.168.201.1 �›�|
Œ�ž�Å�è�µ  209.165.201.1 �t�Ú�¿�Ð�ï�¬�`�o�z�¤� �æ�ž�µ�›�¦���`
�o�M�‡�b�{  

�º
æ�É�¿�Ä�ë�”�«  �«�å� �ž�ï�Ä  209.165.201.2 �U example.com �t
€���b�”�q�z �º
æ�«�å� �ž�ï�Ä�w�«
�¤�æ�”�t�0�b�”�Ž
æ  DNS �±�”�Ì�T�’�w  DNS � �t�x�z�·�©�á�æ�Â�Ÿ  �ž�Ó�å� �ž�ï�µ�t� ‘� l �o
192.168.201.29 �•�q�!�Ë�^�•�‡�b�{�·�©�á�æ�Â�Ÿ  �ž�Ó�å� �ž�ï�µ�p  209.165.200.225 �™ 
209.165.200.254 �›�¬�é�”�Ì�ç  �Ó�”�ç  IP �ž�Å�è�µ�q�`�o�–�;�`�o�M�”	Ô�ù�z�Í�­�¿�Ä�x�·�©�á�æ
�Â�Ÿ  �ž�Ó�å� �ž�ï�µ�t  SRC=209.165.201.2 �S�‘�|  DST=192.168.201.29 �q�`�o
ù	ô�^�•�‡�b�{ �·�©�á
�æ�Â�Ÿ �ž�Ó�å� �ž�ï�µ�x�z �ž�Å�è�µ�›�Ž
æ�w  SRC=209.165.200.254 �S�‘�|  DST=209.165.201.29 �t�!
�õ�`�‡�b�{

�« �Í�w�«�p�x�z�º
æ�É�¿�Ä�ë�”�«�t  IP �ž�Å�è�µ  209.165.201.29 �U���‡�•�o�M�‡�b�{�\�w�ž�Å�è�µ�x� 
�ï�»�”�É�¿�Ä	Í�t�K�“�z example.com �t���`�o�M�‡�b�{�º
æ�w�«�å� �ž�ï�Ä�U  example.com �t�ž�«
� · �µ � ` �o � ‹�z� Í � ­ �¿�Ä�x� · �©�á�æ�Â�Ÿ  �ž �Ó�å�   �ž � ï �µ � t �x �a�` �‡ �d�œ�{�«�å�   �ž � ï �Ä�x�z
209.165.201.29 �U�é�”�§�ç�w�º
æ�É�¿�Ä�ë�”�«	Í�t�K�”�q
Q�…�b�”�h�Š�p�b�{  

�\�w�ˆ�^�›	.
Y�b�”�t�x�z alias �¯�Ú�ï�Å�›�Í�w�‘�O�t�–�;�`�‡�b�{

hostname(config)# alias (inside) 192.168.201.0 209.165.201.0 255.255.255.224

hostname(config)# show running-config alias
alias 192.168.201.0 209.165.201.0 255.255.255.224

�Í�w�«�p�x�z�º
æ�w  10.1.1.11 �t�K�”  Web �±�”�Ì�z�S�‘�|  209.165.201.11 �p�^
R�^�•�h  static �¯�Ú�ï
�Å�›�Ô�`�o�M�‡�b�{
ù	ô�i�×�µ�Ä�x�z�Ž
æ�w�ž�Å�è�µ  209.165.201.7 �t�K�“�‡�b�{�Ž
æ�w  DNS �±�”
�Ì�t�x�z�Í�t�Ô�b�q�S�“�z www.example.com �w�è�¯�”�Å�U�J�å�^�•�o�M�‡�b�{

dns-server# www.example.com. IN A 209.165.201.11
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�Å�Ý� �ï�Ê  www.example.com. �w�¤
Œ�w�Ð�æ�¦�Å�x
ž�A�p�b�{

�Í�t�z alias �¯�Ú�ï�Å�›�–�;�b�”�«�›�Ô�`�‡�b�{

hostname(config)# alias 10.1.1.11 209.165.201.11 255.255.255.255

�·�©�á�æ�Â�Ÿ  �ž�Ó�å� �ž�ï�µ�x�z �º
æ�«�å� �ž�ï�Ä�;�w�É�”�Ü  �±�”�Ì� �t�›  10.1.1.11 �t�!�Ë�`�o�z
Web �±�”�Ì�t�Ú
€
€���p�V�”�‘�O�t�`�‡�b�{

�ž�«�·�µ�›�D�ó�t�b�”�t�x�z�Í�w�¯�Ú�ï�Å�‹
ž�A�p�b�{

hostname(config)# static (inside,outside) 209.165.201.11 10.1.1.11

hostname(config)# access-list acl_grp permit tcp host 209.165.201.7 host 
209.165.201.11 eq telnet
hostname(config)# access-list acl_grp permit tcp host 209.165.201.11 eq telnet host 
209.165.201.7

���È�¯�Ú�ï�Å �¯�Ú�ï�Å 
†�Ì

access-list extended �ž�«�·�µ  �æ�µ�Ä�›�^
R�`�‡�b�{

clear configure alias �b�‚�o�w  alias �¯�Ú�ï�Å�›�¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï�T�’�_	†�`�‡
�b�{

show running-config alias �¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï�º�w�z�Ã�á�ž�ç  NAT �¯�Ú�ï�Å�p�–�;�b�”
	O
ó�ž�Å�è�µ�›
¯�Ô�`�‡�b�{

static �é�”�§�ç  IP �ž�Å�è�µ�›�¬�é�”�Ì�ç  IP �ž�Å�è�µ�t�z �‡�h�x�é�”�§�ç
�Ù�”�Ä�›�¬�é�”�Ì�ç  �Ù�”�Ä�t�Ú�¿�Ð�ï�¬�b�”�\�q�t�‘�l�o�z 1 �0  1
�w�ž�Å�è�µ�!�õ�F���›
ƒ���`�‡�b�{  
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allocate-interface
�·�©�á�æ�Â�Ÿ  �¯�ï�Â�©�µ�Ä�t� �ï�»�”�Ñ�£� �µ�›�Â�“�p�o�”�t�x�z�¯�ï�Â�©�µ�Ä  �¯�ï�Ñ�Ÿ�ª�á
�è�”�³�ã�ï  �Þ�”�Å�p  allocate-interface �¯�Ú�ï�Å�›�–�;�`�‡�b�{ �¯�ï�Â�©�µ�Ä�T�’� �ï�»�”�Ñ�£� �µ
�›�_	†�b�”�t�x�z�\�w�¯�Ú�ï�Å�w  no ���Ü�›�–�;�`�‡�b�{

allocate-interface physical_interface [map_name] [visible | invisible]

no allocate-interface physical_interface

allocate-interface physical_interface.subinterface[-physical_interface.subinterface] 
[map_name[-map_name]] [ visible | invisible]

no allocate-interface physical_interface.subinterface[-physical_interface.subinterface]

�³�ï�»�¿�«�µ�w
†�Ì

�Ã�Ñ�¥�ç�Ä �Ã�Ñ�¥�ç�Ä�p�x�z�Ú�¿�Ð�ï�¬�Ê�›
ƒ���`�h	Ô�ù�t  show interface �¯�Ú�ï�Å�w	Z�—�t� �ï�»�”�Ñ�£� 
�µ  ID �x
¯�Ô�^�•�‡�d�œ�{

invisible �¢�Ã�Ñ�¥�ç�Ä�£�¯�ï�Â�©�µ�Ä  �â�”�²�U  show interface �¯�Ú�ï�Å�p�z�Ú�¿�Ð
�ï�¬�Ê�¢
ƒ���^�•�o�M�”	Ô�ù�£�i�Z�›
¯�Ô�p�V�”�‘�O�t�`�‡�b�{

map_name �¢�¦�Ó�³�ã�ï�£�Ú�¿�Ð�ï�¬�Ê�›
ƒ���`�‡�b�{

map_name �x�z� �ï�»�”�Ñ�£� �µ  ID �p�x�s�X�z� �ï�»�”�Ñ�£� �µ�›�Ô�b�ó

:�È�w�¤� �æ�ž�µ�p�z�¯�ï�Â�©�µ�Ä�º�p�–�;�p�V�‡�b�{�Ú�¿�Ð�ï�¬�Ê�›�¦
���`�s�M	Ô�ù�x�z �¯�ï�Â�©�µ�Ä�º�p� �ï�»�”�Ñ�£� �µ  ID �U�–�;�^�•�‡�b�{
�·�©�á�æ�Â�Ÿ�›�¬�-�b�”�h�Š�z�¯�ï�Â�©�µ�Ä�t�‘�l�o�–�;�^�•�o�M�”� �ï
�»�”�Ñ�£� �µ�›�¯�ï�Â�©�µ�Ä���g	��t�Œ�’�d�h�X�s�M	Ô�ù�U�K�“�‡�b�{

�Ú�¿�Ð�ï�¬�Ê�x�ž�ç�Ñ�•�Õ�¿�Ä�p�•�‡�“�z�ž�ç�Ñ�•�Õ�¿�Ä�‡�h�x
:�È�p	4
�˜�”
ž�A�U�K�“�‡�b�{�f�w���w���È�t�x�z�ž�ç�Ñ�•�Õ�¿�Ä�z
:�È�z�‡�h�x
�<
¢�i�Z�›�–�;�p�V�‡�b�{�h�q�Q�y�z�Í�w�‘�O�s�Ê
²�›�–�;�p�V�‡�b�{

int0

inta

int_0

�±�Ò� �ï�»�”�Ñ�£� �µ�w	Ô�ù�x�z�Ú�¿�Ð�ï�¬�Ê�w
c�“�›�¦���p�V�‡�b�{


c�“�w	Ä�I�t�m�M�o�x�z �®�–�;	Í�w�¨� �Å�å� �ï �¯�›�€	°�`�o�X�i�^�M�{

physical_interface � �ï�»�”�Ñ�£� �µ  ID�¢ gigabitethernet0/1 �s�r�£�›
ƒ���`�‡�b�{�–�;�p�V�”
�‹�t�m�M�o�x�z interface �¯�Ú�ï�Å�›�€	°�`�o�X�i�^�M�{

subinterface �±�Ò� �ï�»�”�Ñ�£� �µ
j�ø�›
ƒ���`�‡�b�{�±�Ò� �ï�»�”�Ñ�£� �µ�w
c�“�›
�¦���p�V�‡�b�{

visible �¢�¦�Ó�³�ã�ï�£�Ú�¿�Ð�ï�¬�Ê�›
ƒ���`�h	Ô�ù�p�‹�z�¯�ï�Â�©�µ�Ä  �â�”�²�U
show interface �¯�Ú�ï�Å�p�z
ú�g� �ï�»�”�Ñ�£� �µ�w�Ó�é�Í�Â�Ÿ�›
¯�Ô�p
�V�”�‘�O�t�`�‡�b�{
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�¯�Ú�ï�Å  �Þ�”�Å �Í�w
¯�x�z�\�w�¯�Ú�ï�Å�›�Ö�—�p�V�”�Þ�”�Å�›�Ô�`�o�M�‡�b�{

�¯�Ú�ï�Å�d�º

�–�;	Í�w�̈ � �Å�å� �ï �\�w�¯�Ú�ï�Å�›
ó
:�s�Ö�—�`�o�z�Ÿ�s�”
c�“�›�¦���p�V�‡�b�{�Ú�¿�Ð�ï�¬�Ê�‡�h�x
¯�Ô�w
ƒ���›�!
�Ë�b�”�t�x�z	t���w� �ï�»�”�Ñ�£� �µ  ID �p�\�w�¯�Ú�ï�Å�›�6�Ö�—�`�z	ý�`�M�‹�›
ƒ���`�‡�b�{ no
allocate-interface �¯�Ú�ï�Å�›�Ö�—�`�o�z�7	s�T�’�•�“�Ú�b
ž�A�x�K�“�‡�d�œ�{ allocate-interface �¯�Ú
�ï�Å�›�_	†�b�”�q�z�·�©�á�æ�Â�Ÿ  �ž�Ó�å� �ž�ï�µ�t�‘�l�o�z�¯�ï�Â�©�µ�Ä�º�w� �ï�»�”�Ñ�£� �µ��
�È�w�¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï�U�b�‚�o�_	†�^�•�‡�b�{

�•�a�Ñ�•� �ž�¢�¥�”�ç  �Þ�”�Å�p�x�z 2 �m�w� �ï�»�”�Ñ�£� �µ�w�ˆ�U�Ä�å�Ñ�Ÿ�¿�«�›�è�a�^�d�”�\�q
�U�p�V�‡�b�{�h�i�`�z ASA �&� ���·�©�á�æ�Â�Ÿ  �ž�Ó�å� �ž�ï�µ�p�x�z
•�;�w���g� �ï�»�”�Ñ�£� 
�µ  Management 0/0�¢
ú�g� �ï�»�”�Ñ�£� �µ�‡�h�x�±�Ò� �ï�»�”�Ñ�£� �µ�£�›���g�Ä�å�Ñ�Ÿ�¿�«�;�w
�H 3 �w� �ï�»�”�Ñ�£� �µ�q�`�o�–�;�p�V�‡�b�{

�¢�«�£ �•�a�Þ�”�Å�w���g� �ï�»�”�Ñ�£� �µ�x�z MAC �ž�Å�è�µ  �Â�”�Ò�ç�t�s�M�Í�­�¿�Ä�›�f�w� �ï�»�”
�Ñ�£� �µ�›�è�`�o�Ñ�å�¿�Å�`�‡�d�œ�{

�ç�”�Â�¿�Å  �Þ�”�Å�p�x�z
ž�A�t� �a�o�z�‰�a� �ï�»�”�Ñ�£� �µ�›
ó
:�w�¯�ï�Â�©�µ�Ä�t�Â�“�p�o�”
�\�q�U�p�V�‡�b�{�•�a�Þ�”�Å�p�x�z� �ï�»�”�Ñ�£� �µ�›�ž���p�V�‡�d�œ�{

�±�Ò� �ï�»�”�Ñ�£� �µ�w
c�“�›�¦���b�”	Ô�ù�x�z�Ú�¿�Ð�ï�¬�Ê�w�°�•
c�“�›�¦���p�V�‡�b�{
c�“�t
�m�M�o�x�z�Í�w�¨� �Å�å� �ï�t	H�l�o�X�i�^�M�{

• �Ú�¿�Ð�ï�¬�Ê�x�z�ž�ç�Ñ�•�Õ�¿�Ä
æ
ü�q�z�f�•�t���X
:�‹
æ
ü�p�Ï
R�^�•�”
ž�A�U�K�”�{
c�“
�w�†�z�p�z�Ú�¿�Ð�ï�¬�Ê�w�ž�ç�Ñ�•�Õ�¿�Ä
æ
ü�U�°�•�b�”
ž�A�U�K�“�‡�b�{�h�q�Q�y�z�Í�w�‘
�O�s
c�“�›�Ö�—�`�‡�b�{

int0-int10

�h�q�Q�y�z gigabitethernet0/1.1-gigabitethernet0/1.5 happy1-sad5 �q�Ö�—�b�”�q�z�¯�Ú�ï�Å�U�æ


�`�‡�b�{

• �Ú�¿�Ð�ï�¬�Ê�w
:�‹
æ
ü�t�x�z�±�Ò� �ï�»�”�Ñ�£� �µ
c�“�q�‰�a�x
:�w
:�‹�U���‡�•�”
ž�A�U
�K�”�{�h�q�Q�y�z�Í�w�«�p�x�z�†�M�w
c�“�t  100 �x�w� �ï�»�”�Ñ�£� �µ�U���‡�•�o�M�‡�b�{

gigabitethernet0/0.100-gigabitethernet0/0.199 int1-int100

�h�q�Q�y�z gigabitethernet0/0.100-gigabitethernet0/0.199 int1-int15 �q�Ö�—�b�”�q�z�¯�Ú�ï�Å�U�æ


�`�‡�b�{

�¯�Ú�ï�Å  �Þ�”�Å

�Ñ�•� �ž�¢�¥�”�ç  �Þ�”�Å �·�©�á�æ�Â�Ÿ  �¯�ï�Â�©�µ�Ä

�ç�”�Â�¿�Å �•�a �³�ï�¬�ç

�Ú�ç�½

�¯�ï�Â�©�µ�Ä �³�µ�Â�Ü

�¯ � ï �Â�©�µ�Ä  � ¯ � ï �Ñ�Ÿ�ª �á
�è�”�³�ã�ï

• • — — •

�æ�æ�”�µ �!�Ë�º�0

7.0(1) �\�w�¯�Ú�ï�Å�U�‹�Ö�^�•�‡�`�h�{
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�« �Í�w�«�x�z gigabitethernet0/1.100�z gigabitethernet0/1.200�z�S�‘�|  gigabitethernet0/2.300 �™ 
gigabitethernet0/1.305 �›�¯�ï�Â�©�µ�Ä�t�Â�“�p�o�”�M�O�›�Ô�`�o�M�‡�b�{�Ú�¿�Ð�ï�¬�Ê�x�z int1 �™ 
int8 �p�b�{

hostname(config-ctx)# allocate-interface gigabitethernet0/1.100 int1
hostname(config-ctx)# allocate-interface gigabitethernet0/1.200 int2
hostname(config-ctx)# allocate-interface gigabitethernet0/2.300-gigabitethernet0/2.305 
int3-int8

���È�¯�Ú�ï�Å �¯�Ú�ï�Å 
†�Ì

context �³�µ�Â�Ü  �¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï�t�·�©�á�æ�Â�Ÿ  �¯�ï�Â�©�µ�Ä�›�^
R
�`�z�¯�ï�Â�©�µ�Ä  �¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï  �Þ�”�Å�t�Ö�“�‡�b�{

interface � �ï�»�”�Ñ�£� �µ�›
ƒ���`�z� �ï�»�”�Ñ�£� �µ  �¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï
�Þ�”�Å�t�Ö�“�‡�b�{

show context �¯�ï�Â�©�µ�Ä�w�æ�µ�Ä�¢�³�µ�Â�Ü�î�æ�µ�Ö�”�µ�£�‡�h�x�q�O�w�¯�ï�Â�©�µ
�Ä�t���b�”	Ø�C�›
¯�Ô�`�‡�b�{

show interface � �ï�»�”�Ñ�£� �µ�w�å�ï�»� �Ü  �µ�Â�”�»�µ�q�w�-	Ø�C�›
¯�Ô�`�‡�b�{

vlan �±�Ò� �ï�»�”�Ñ�£� �µ�t  VLAN ID �›�Â�“�p�o�‡�b�{
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apcf
Application Profile Customization Framework �Ó�é�Ñ�•� �ç�›� �É�”�Ò�ç�t�b�”�t�x�z webvpn �Þ�”�Å�p
apcf �¯�Ú�ï�Å�›�–�;�`�‡�b�{�›���w  APCF �µ�«�æ�Ó�Ä�›�Ã�Ÿ�·�”�Ò�ç�t�b�”�t�x�z�\�w�¯�Ú�ï�Å�w
no ���Ü�›�–�;�`�‡�b�{�b�‚�o�w  APCF �µ�«�æ�Ó�Ä�›�Ã�Ÿ�·�”�Ò�ç�t�b�”�t�x�z�\�w�¯�Ú�ï�Å�w  no
���Ü�›�¾
:�s�`�p�–�;�`�‡�b�{

apcf URL/filename.ext

no apcf [URL/filename.ext]

�³�ï�»�¿�«�µ�w
†�Ì

�Ã�Ñ�¥�ç�Ä �Ã�Ñ�¥�ç�Ä�w�ˆ�^�•�‹�x�K�“�‡�d�œ�{

�¯�Ú�ï�Å  �Þ�”�Å �Í�w
¯�x�z�\�w�¯�Ú�ï�Å�›�Ö�—�p�V�”�Þ�”�Å�›�Ô�`�o�M�‡�b�{

�¯�Ú�ï�Å�d�º

�–�;	Í�w�̈ � �Å�å� �ï Application Profile Customization Framework �¦�Ó�³�ã�ï�p�x�z 
‡
ª	j�w  Web �ž�Ó�æ�­�”�³�ã�ï�•  Web
�æ�¹�”�µ�U  WebVPN 
€���p�&
~�t�è�ï�¼�æ�ï�¬�^�•�”�‘�O�t�z�·�©�á�æ�Â�Ÿ  �ž�Ó�å� �ž�ï�µ�t
�‘�l�o�f�•�’�w	r�g�›�D�ó�t�`�‡�b�{ APCF �Ó�é�Ñ�•� �ç�t�x�z�›���w�ž�Ó�æ�­�”�³�ã�ï�t���`�o�z
�M�m�¢�Ä
²�z�Ä�™�£ �z�r�\�w�¢�Ô�¿�¼�”�z�Š���z�A�{�z� �t�£ �z�r�w�Ã�”�»�›�!�õ�b�”�T�›�¦���b�”
�µ�«�æ�Ó�Ä�U�K�“�‡�b�{


ó
:�w  APCF �Ó�é�Ñ�•� �ç�›�·�©�á�æ�Â�Ÿ  �ž�Ó�å� �ž�ï�µ	Í�p�–�;�p�V�‡�b�{�f�w�‘�O�t�`�h	Ô
�ù�z�·�©�á�æ�Â�Ÿ  �ž�Ó�å� �ž�ï�µ�x�z �f�•�’�›�y�M�‹�w�T�’	ý�`�M�‹�w�w	q�t  1 �m�c�m�&�;�`�‡�b�{

apcf �¯�Ú�ï�Å�x�z Cisco TAC �w�±�Ù�”�Ä�U�K�”	Ô�ù�t�v�“�–�;�b�”�\�q�›�S�ç�Š�`�‡�b�{

URL �·�©�á�æ�Â�Ÿ  �ž�Ó�å� �ž�ï�µ	Í�t�é�”�Å�`�o�–�;�b�”  APCF �Ó�é�Ñ�•� 
�ç�w	Ô	t�›�¦���`�‡�b�{ http://�z https://�z tftp://�z ftp://�z flash:/�z disk#:/' �w�M
�c�•�T�w  URL �›�–�;�`�‡�b�{

URL �t�x�z�±�”�Ì�z�Ù�”�Ä�z�S�‘�|�Í�µ�U���‡�•�”	Ô�ù�U�K�“�‡�b�{�Ñ�•
� �ç�Ê�i�Z�›�¦���`�h	Ô�ù�z�Ã�Ñ�¥�ç�Ä  URL �x  flash:/ �p�b�{ copy �¯�Ú�ï
�Å�›�–�;�`�o�z APCF �Ó�é�Ñ�•� �ç�›�Ñ�å�¿�³�á  �Ý�Þ�æ�t�¯�Ð�”�p�V�‡
�b�{

filename.extension APCF �§�µ�»�Ú� �¸�”�³�ã�ï  �µ�«�æ�Ó�Ä�w�Ê
²�›�¦���`�‡�b�{�\�•�’�w�µ
�«�æ�Ó�Ä�x
ž�c  XML ���Ü�p�b�{�¦�Á� �x�z .xml�z .txt�z .doc �s�r�p�b�{

�¯�Ú�ï�Å  �Þ�”�Å

�Ñ�•� �ž�¢�¥�”�ç  �Þ�”�Å �·�©�á�æ�Â�Ÿ  �¯�ï�Â�©�µ�Ä

�ç�”�Â�¿�Å �•�a �³�ï�¬�ç

�Ú�ç�½

�¯�ï�Â�©�µ�Ä �³�µ�Â�Ü

WebVPN �Þ�”�Å • — • — —

�æ�æ�”�µ �!�Ë�º�0

7.1(1) �\�w�¯�Ú�ï�Å�U�‹�Ö�^�•�‡�`�h�{
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�« �Í�w�«�x�z�Ñ�å�¿�³�á  �Ý�Þ�æ�w /apcf �t�K�”  apcf1 �q�M�O�Ê
²�w  APCF �›� �É�”�Ò�ç�t�b�”�M�O�›
�Ô�`�o�M�‡�b�{

hostname(config)#  webvpn
hostname(config-webvpn)# apcf flash:/apcf/apcf1.xml
hostname(config-webvpn)#

�Í�w�«�x�z myserver �q�M�O https �±�”�Ì�w�Ù�”�Ä  1440�¢�Í�µ�x  /apcf�£�t�K�”  apcf2.xml �q�M�O�Ê
²
�w APCF �›� �É�”�Ò�ç�t�b�”�M�O�›�Ô�`�o�M�‡�b�{

hostname(config)#  webvpn
hostname(config-webvpn)# apcf https://myserver:1440/apcf/apcf2.xml
hostname(config-webvpn)#

���È�¯�Ú�ï�Å �¯�Ú�ï�Å 
†�Ì

proxy-bypass �›���w�ž�Ó�æ�­�”�³�ã�ï�w�7	–�v�w�¯�ï�Â�ï�À  �æ�å� �Ä�›

ƒ���`�‡�b�{

rewrite �Ä�å�Ñ�Ÿ�¿�«�U�·�©�á�æ�Â�Ÿ  �ž�Ó�å� �ž�ï�µ�›�è�a�b�”�T
�r�O�T�›�>���`�‡�b�{

show running config webvpn apcf APCF �¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï�›
¯�Ô�`�‡�b�{
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application-access
�Ý	Â�A�ˆ�w  WebVPN �â�”�²�t
¯�Ô�^�•�”  WebVPN �×�”�Ü�Ö�”�´�w  Application Access �Ø�¿�«�µ�z�S
�‘�|�f�•�’�w�â�”�²�U�ž�Ó�æ�­�”�³�ã�ï�›
¬�R�`�h�q�V�t�‰�X  Application Access �¢�Ÿ�ï�Å�¢�›�§
�µ�»�Ú� �¶�b�”�t�x�z webvpn �§�µ�»�Ú� �¸�”�³�ã�ï  �Þ�”�Å�p  application-access �¯�Ú�ï�Å�›�–�;�`
�‡�b�{

application-access { title  | message | window} { text | style} value

[no] application-access { title  | message | window} { text | style} value

�\�w�¯�Ú�ï�Å�›�¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï�T�’�_	†�`�z�‹�U�'	•�^�•�”�‘�O�t�b�”�t�x�z�\�w�¯�Ú�ï
�Å�w no ���Ü�›�–�;�`�‡�b�{

�³�ï�»�¿�«�µ�w
†�Ì

�Ã�Ñ�¥�ç�Ä Application Access �Ø�¿�«�µ�w�Ã�Ñ�¥�ç�Ä�w�»� �Ä�ç  �Â�©�µ�Ä�x�® Application Access�¯�p�b�{

Application Access �Ø�¿�«�µ�w�Ã�Ñ�¥�ç�Ä�w�»� �Ä�ç  �µ�»� �ç�x�Í�w�q�S�“�p�b�{

background-color:#99CCCC;color:black;font-weight:bold;text-transform:uppercase

Application Access �Ø�¿�«�µ�w�Ã�Ñ�¥�ç�Ä�w�Ý�¿�·�”�´  �Â�©�µ�Ä�x�® Start Application Client�¯�p�b�{

Application Access �Ø�¿�«�µ�w�Ã�Ñ�¥�ç�Ä�w�Ý�¿�·�”�´  �µ�»� �ç�x�Í�w�q�S�“�p�b�{

background-color:#99CCCC;color:maroon;font-size:smaller

Application Access �¢�Ÿ�ï�Å�¢�w�Ã�Ñ�¥�ç�Ä�w�¢�Ÿ�ï�Å�¢  �Â�©�µ�Ä�x�Í�w�q�S�“�p�b�{

�®Close this window when you finish using Application Access.Please wait for the table to be displayed 
before starting applications.�¯

Application Access �¢�Ÿ�ï�Å�¢�w�Ã�Ñ�¥�ç�Ä�w�¢�Ÿ�ï�Å�¢  �µ�»� �ç�x�Í�w�q�S�“�p�b�{

background-color:#99CCCC;color:black;font-weight:bold

�¯�Ú�ï�Å  �Þ�”�Å �Í�w
¯�x�z�\�w�¯�Ú�ï�Å�›�Ö�—�p�V�”�Þ�”�Å�›�Ô�`�o�M�‡�b�{

title Application Access �Ø�¿�«�µ�w�»� �Ä�ç�›�!�Ë�b�”�\�q�›�¦���`�‡�b�{

message Application Access �Ø�¿�«�µ�w�»� �Ä�ç�w�<�t
¯�Ô�^�•�”�Ý�¿�·�”�´�›�!
�Ë�b�”�\�q�›�¦���`�‡�b�{

window Application Access �¢�Ÿ�ï�Å�¢�›�!�Ë�b�”�\�q�›�¦���`�‡�b�{

text �Â�©�µ�Ä�›�!�Ë�b�”�\�q�›�¦���`�‡�b�{

style �µ�»� �ç�›�!�Ë�b�”�\�q�›�¦���`�‡�b�{

value �î�M�t
¯�Ô�b�”�Â�©�µ�Ä�¢�7�G  256 ���È�£�z�‡�h�x  Cascading Style Sheet
�¢ CSS�£�Í�å�Ý�”�»�¢�7�G  256 ���È�£�p�b�{

�¯�Ú�ï�Å  �Þ�”�Å

�Ñ�•� �ž�¢�¥�”�ç  �Þ�”�Å �·�©�á�æ�Â�Ÿ  �¯�ï�Â�©�µ�Ä

�ç�”�Â�¿�Å �•�a �³�ï�¬�ç

�Ú�ç�½

�¯�ï�Â�©�µ�Ä �³�µ�Â�Ü

Webvpn �§�µ�»�Ú�  �¸ �” �³ �ã
�ï

• — • — —
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�¯�Ú�ï�Å�d�º

�–�;	Í�w�̈ � �Å�å� �ï style �¦�Ó�³�ã�ï�x�z���®�s  Cascading Style Sheet�¢ CSS�£�Í�å�Ý�”�»�q�`�o
¯�q�^�•�‡�b�{�\�w�Í�å
�Ý�” �»�w
†� Ì �x�z� \ �w�Ú�Ç�á�ž�ç �p�x 	 � � “ � { �M�‡�d�œ�{ CSS � Í �å �Ý�” �»�w	Ä� I � t �m�M�o�x�z
World Wide Web Consortium�¢ W3C�£�w  Web �±� �Ä  www.w3.org �w CSS �“�7�›�€	°�`�o�X�i�^�M�{

�° CSS 2.1 Specification�±�w�® Appendix F�̄ �t�x�z CSS �Í�å�Ý�”�»�w�–�M�•�b�M�æ�µ�Ä�U�K�“�‡�b�{�\
�w
Ç�å�x  www.w3.org/TR/CSS21/propidx.html �p�Ö	��D�ó�p�b�{

�\�\�p�x�z WebVPN �Ö�”�´�t�0�b�”�!�Ë�p�7�‹�‘�X�æ�˜�•�”�Ö�”�´�w
�	í�›�!�Ë�b�”�h�Š�w�Î�ï�Ä
�›	º�p�`�‡�b�{

• �§�ï�Ú�à
~�“�w  RGB �‹�z HTML �w	í�‹�z�‡�h�x	í�w�Ê
²�¢ HTML �p�Ý�Ý�^�•�”	Ô�ù�£�›�–�;
�p�V�‡�b�{  

• RGB ���Ü�x  0,0,0 �p�z�¤	í�¢
z�z�˜�z
h�£�t�m�M�o  0 �™ 255 �w
c�“�p  10 
��‹�›�Ö�—�`�‡�b�{�\
�w�§�ï�Ú�à
~�“�w�¤�ï�Ä�æ�x�z���w  2 	í�q���ù�b�”�¤	í�w�K�S�w�è�Õ�ç�›�Ô�`�o�M�‡�b�{

• HTML ���Ü�x  #000000 �p�z 16 
����Ü�w  6 �;�w
:�‹�p�b�{
Œ�„�q  2 
j�è�x
z�›�z 3 
j�è�q  4 
j�è
�x�˜�›�z 5 
j�è�q  6 
j�è�x
h�›
¯�`�o�M�‡�b�{

�¢�«�£ WebVPN �Ö�”�´�›���o�t�§�µ�»�Ú� �¶�b�”�t�x�z ASDM �›�–�;�b�”�\�q�›�S�ç�Š�`�‡�b�{ ASDM
�t�x�z	í�_�Š�•�Ó�è�Ï�á�”�;�ó�s�r�z�µ�»� �ç�w�A
É�›
ƒ���b�”�w�t�(�b�s�;�ó�U�K�“�‡�b�{

�« �Í�w�«�p�x�z Application Access �Ø�¿�«�µ�w
�� 	í�›  RGB 16 
��‹  66FFFF�¢�˜	í�w�°	��£�t�§�µ�»�Ú
� �¶�`�o�M�‡�b�{

F1-asa1(config)# webvpn
F1-asa1(config-webvpn)# customization cisco
F1-asa1(config-webvpn-custom)# application-access title style background-color:#66FFFF

���È�¯�Ú�ï�Å

�æ�æ�”�µ �!�Ë�º�0

7.1(1) �\�w�¯�Ú�ï�Å�U�‹�Ö�^�•�‡�`�h�{

�¯�Ú�ï�Å 
†�Ì

application-access hide-details Application Access �¢�Ÿ�ï�Å�¢�p�w�ž�Ó�æ�­�”�³�ã�ï	Ä�I�w
¯�Ô
�›� �É�”�Ò�ç�‡�h�x�Ã�Ÿ�·�”�Ò�ç�t�`�‡�b�{

browse-networks WebVPN �×�”�Ü�Ö�”�´�w  Browse Networks �Ø�¿�«�µ�›�§�µ�»�Ú� 
�¶�`�‡�b�{

file-bookmarks WebVPN �×�”�Ü�Ö�”�´�w  File Bookmarks �»� �Ä�ç�‡�h�x�æ�ï�«�›
�§�µ�»�Ú� �¶�`�‡�b�{

web-applications WebVPN �×�”�Ü�Ö�”�´�w  Web Application �Ø�¿�«�µ�›�§�µ�»�Ú� 
�¶�`�‡�b�{

web-bookmarks WebVPN �×�”�Ü�Ö�”�´�w  Web Bookmarks �»� �Ä�ç�‡�h�x�æ�ï�«
�›�§�µ�»�Ú� �¶�`�‡�b�{
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application-access hide-details
WebVPN Applications Access �¢�Ÿ�ï�Å�¢�t
¯�Ô�^�•�”�ž�Ó�æ�­�”�³�ã�ï	Ä�I�›
‡
¯�Ô�t�b�”�t�x�z
WebVPN �§�µ�»�Ú� �¸�”�³�ã�ï  �Þ�”�Å�p  application-access hide-details �¯�Ú�ï�Å�›�–�;�`�‡�b�{

application-access hide-details { enable | disable}

[no] application-access hide-details { enable | disable}

�\�w�¯�Ú�ï�Å�›�¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï�T�’�_	†�`�z�‹�U�'	•�^�•�”�‘�O�t�b�”�t�x�z�\�w�¯�Ú�ï
�Å�w no ���Ü�›�–�;�`�‡�b�{

�³�ï�»�¿�«�µ�w
†�Ì

�Ã�Ñ�¥�ç�Ä �Ã�Ñ�¥�ç�Ä�x�Ã�Ÿ�·�”�Ò�ç�p�b�{ �ž�Ó�æ�­�”�³�ã�ï	Ä�I�x  Application Access �¢�Ÿ�ï�Å�¢�t
¯�Ô�^�•
�‡�b�{  

�¯�Ú�ï�Å  �Þ�”�Å �Í�w
¯�x�z�\�w�¯�Ú�ï�Å�›�Ö�—�p�V�”�Þ�”�Å�›�Ô�`�o�M�‡�b�{

�¯�Ú�ï�Å�d�º

�« �Í�w�«�p�x�z�ž�Ó�æ�­�”�³�ã�ï	Ä�I�w
¯�Ô�›�Ã�Ÿ�·�”�Ò�ç�t�`�o�M�‡�b�{

F1-asa1(config)# webvpn
F1-asa1(config-webvpn)# customization cisco
F1-asa1(config-webvpn-custom)# application-access hide-details disable

���È�¯�Ú�ï�Å

enable Application Access �¢�Ÿ�ï�Å�¢�w�ž�Ó�æ�­�”�³�ã�ï	Ä�I�›
‡
¯�Ô�t�`�‡�b�{

disable Application Access �¢�Ÿ�ï�Å�¢�w�ž�Ó�æ�­�”�³�ã�ï	Ä�I�›
‡
¯�Ô�t�`�‡�d
�œ�{

�¯�Ú�ï�Å  �Þ�”�Å

�Ñ�•� �ž�¢�¥�”�ç  �Þ�”�Å �·�©�á�æ�Â�Ÿ  �¯�ï�Â�©�µ�Ä

�ç�”�Â�¿�Å �•�a �³�ï�¬�ç

�Ú�ç�½

�¯�ï�Â�©�µ�Ä �³�µ�Â�Ü

Webvpn �§�µ�»�Ú�  �¸ �” �³ �ã
�ï

• — • — —

�æ�æ�”�µ �!�Ë�º�0

7.1(1) �\�w�¯�Ú�ï�Å�U�‹�Ö�^�•�‡�`�h�{

�¯�Ú�ï�Å 
†�Ì

application-access WebVPN �×�”�Ü�Ö�”�´�w  Application Access �Ø�¿�«�µ�›�§�µ�»�Ú� �¶�`
�‡�b�{

browse-networks WebVPN �×�”�Ü�Ö�”�´�w  Browse Networks �Ø�¿�«�µ�›�§�µ�»�Ú� �¶�`
�‡�b�{

web-applications WebVPN �×�”�Ü�Ö�”�´�w  Web Application �Ø�¿�«�µ�›�§�µ�»�Ú� �¶�`
�‡�b�{
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area
OSPF �¤�æ�ž�›�^
R�b�”�t�x�z�ç�”�»  �¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï  �Þ�”�Å�p  area �¯�Ú�ï�Å�›�–�;�`�‡
�b�{�¤�æ�ž�›�_	†�b�”�t�x�z�\�w�¯�Ú�ï�Å�w  no ���Ü�›�–�;�`�‡�b�{  

area area_id

no area area_id

�³�ï�»�¿�«�µ�w
†�Ì

�Ã�Ñ�¥�ç�Ä �Ã�Ñ�¥�ç�Ä�w�ˆ�^�•�‹�x�K�“�‡�d�œ�{

�¯�Ú�ï�Å  �Þ�”�Å �Í�w
¯�x�z�\�w�¯�Ú�ï�Å�›�Ö�—�p�V�”�Þ�”�Å�›�Ô�`�o�M�‡�b�{

�¯�Ú�ï�Å�d�º

�–�;	Í�w�̈ � �Å�å� �ï �^
R�b�”�¤�æ�ž�t�x�z�Í�å�Ý�”�»�U
ƒ���^�•�o�M�‡�d�œ�{���È�b�”  area �¯�Ú�ï�Å�›�–�;�`�o�z�¤�æ
�ž  �Í�å�Ý�”�»�›
ƒ���`�‡�b�{

�« �Í�w�«�x�z�¤�æ�ž  ID 1 �w OSPF �¤�æ�ž�›�^
R�b�”�M�O�›�Ô�`�o�M�‡�b�{

hostname(config-router)# area 1
hostname(config-router)#

���È�¯�Ú�ï�Å

area_id �^
R�b�”�¤�æ�ž�w  ID�{ 10 
�
:�‡�h�x  IP �ž�Å�è�µ�›�–�;�`�o  ID �›�¦���p
�V�‡�b�{���®�s  10 
��‹�x  0 �™ 4294967295 �p�b�{

�¯�Ú�ï�Å  �Þ�”�Å

�Ñ�•� �ž�¢�¥�”�ç  �Þ�”�Å �·�©�á�æ�Â�Ÿ  �¯�ï�Â�©�µ�Ä

�ç�”�Â�¿�Å �•�a �³�ï�¬�ç

�Ú�ç�½

�¯�ï�Â�©�µ�Ä �³�µ�Â�Ü

�ç�”�»  �¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã
�ï

• — • — —

�æ�æ�”�µ �!�Ë�º�0

�7�� �\�w�¯�Ú�ï�Å�x�7���w�‹�w�p�b�{

�¯�Ú�ï�Å 
†�Ì

area authentication OSPF �¤�æ�ž�w�Ý	Â�›� �É�”�Ò�ç�t�`�‡�b�{

area nssa �¤�æ�ž�›	j�µ�»�Ò  �¤�æ�ž�q�`�o���[�`�‡�b�{

area stub �¤�æ�ž�›�µ�»�Ò  �¤�æ�ž�q�`�o���[�`�‡�b�{

router ospf �ç�”�»  �¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï  �Þ�”�Å�t�Ö�“�‡�b�{

show running-config router �¬�é�”�Ì�ç  �ç�”�»  �¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï�º�w�¯�Ú�ï�Å�›
¯
�Ô�`�‡�b�{



�H 3 	·       acl-netmask-convert �¯�Ú�ï�Å�™  auto-update timeout �¯�Ú�ï�Å
  area authentication

3-21
Cisco �·�©�á�æ�Â�Ÿ  �ž�Ó�å� �ž�ï�µ  �¯�Ú�ï�Å  �æ�Ñ�•�è�ï�µ

OL-10086-02-J

area authentication
OSPF �¤�æ�ž�w�Ý	Â�›� �É�”�Ò�ç�t�b�”�t�x�z�ç�”�»  �¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï  �Þ�”�Å�p  area
authentication �¯�Ú�ï�Å�›�–�;�`�‡�b�{�¤�æ�ž�Ý	Â�›�Ã�Ÿ�·�”�Ò�ç�t�b�”�t�x�z�\�w�¯�Ú�ï�Å�w  no
���Ü�›�–�;�`�‡�b�{  

area area_id authentication [message-digest]

no area area_id authentication [message-digest]

�³�ï�»�¿�«�µ�w
†�Ì

�Ã�Ñ�¥�ç�Ä �¤�æ�ž�Ý	Â�x�Ã�Ÿ�·�”�Ò�ç�t�s�l�o�M�‡�b�{

�¯�Ú�ï�Å  �Þ�”�Å �Í�w
¯�x�z�\�w�¯�Ú�ï�Å�›�Ö�—�p�V�”�Þ�”�Å�›�Ô�`�o�M�‡�b�{

�¯�Ú�ï�Å�d�º

�–�;	Í�w�̈ � �Å�å� �ï �¦���`�h  OSPF �¤�æ�ž�U���O�`�s�M	Ô�ù�x�z�\�w�¯�Ú�ï�Å�w�Ö�—�Ì�t�f�w�¤�æ�ž�U�^
R�^�•�‡�b�{
message-digest �©�”�ë�”�Å�›
Ç�Z�c�t  area authentication �¯�Ú�ï�Å�›�Ö�—�b�”�q�z ���›�Í�µ�ë�”�Å�Ý
	Â�U� �É�”�Ò�ç�t�s�“�‡�b�{ message-digest �©�”�ë�”�Å�›
Ç�Z�”�q�z MD5 �Ý	Â�U� �É�”�Ò�ç�t�s�“
�‡�b�{

�« �Í�w�«�x�z�¤�æ�ž  1 �w MD5 �Ý	Â�›� �É�”�Ò�ç�t�b�”�M�O�›�Ô�`�o�M�‡�b�{

hostname(config-router)# area 1 authentication message-digest
hostname(config-router)#

���È�¯�Ú�ï�Å

area_id �Ý	Â�›� �É�”�Ò�ç�t�b�”�¤�æ�ž�w  ID�{ 10 
�
:�‡�h�x  IP �ž�Å�è�µ�›�–�;�`
�o  ID �›�¦���p�V�‡�b�{���®�s  10 
��‹�x  0 �™ 4294967295 �p�b�{

message-digest �¢�¦�Ó�³�ã�ï�£ area_id �t� ‘ � l �o�¦���^�•�h�¤�æ�ž�p�w  Message Digest 5
�¢ MD5�£�Ý	Â�›� �É�”�Ò�ç�t�`�‡�b�{  

�¯�Ú�ï�Å  �Þ�”�Å

�Ñ�•� �ž�¢�¥�”�ç  �Þ�”�Å �·�©�á�æ�Â�Ÿ  �¯�ï�Â�©�µ�Ä

�ç�”�Â�¿�Å �•�a �³�ï�¬�ç

�Ú�ç�½

�¯�ï�Â�©�µ�Ä �³�µ�Â�Ü

�ç�”�»  �¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã
�ï

• — • — —

�æ�æ�”�µ �!�Ë�º�0

�7�� �\�w�¯�Ú�ï�Å�x�7���w�‹�w�p�b�{

�¯�Ú�ï�Å 
†�Ì

router ospf �ç�”�»  �¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï  �Þ�”�Å�t�Ö�“�‡�b�{

show running-config router �¬�é�”�Ì�ç  �ç�”�»  �¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï�º�w�¯�Ú�ï�Å�›
¯
�Ô�`�‡�b�{
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area default-cost
�µ�»�Ò�‡�h�x  NSSA �t
ù	ô�^�•�”�Ã�Ñ�¥�ç�Ä  �±�Ú�æ�”  �ç�”�Ä�w�¯�µ�Ä�›�¦���b�”�t�x�z�ç�”�»  �¯
�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï  �Þ�”�Å�p  area default-cost �¯�Ú�ï�Å�›�–�;�`�‡�b�{�Ã�Ñ�¥�ç�Ä�w�¯�µ�Ä�‹�t
�í�b�t�x�z�\�w�¯�Ú�ï�Å�w  no ���Ü�›�–�;�`�‡�b�{  

area area_id default-cost cost

no area area_id default-cost

�³�ï�»�¿�«�µ�w
†�Ì

�Ã�Ñ�¥�ç�Ä cost �w�Ã�Ñ�¥�ç�Ä�‹�x  1 �p�b�{

�¯�Ú�ï�Å  �Þ�”�Å �Í�w
¯�x�z�\�w�¯�Ú�ï�Å�›�Ö�—�p�V�”�Þ�”�Å�›�Ô�`�o�M�‡�b�{

�¯�Ú�ï�Å�d�º

�–�;	Í�w�̈ � �Å�å� �ï �¦���`�h�¤�æ�ž�U�Ž
²�t  area �¯�Ú�ï�Å�p���[�^�•�o�M�s�T�l�h	Ô�ù�x�z �\�w�¯�Ú�ï�Å�t�‘�l�o�z �¦
���`�h�Í�å�Ý�”�»�p�f�w�¤�æ�ž�U�^
R�^�•�‡�b�{

�« �Í�w�«�x�z�µ�»�Ò�‡�h�x  NSSA �t
ù	ô�^�•�”�±�Ú�æ�”  �ç�”�Ä�w�Ã�Ñ�¥�ç�Ä  �¯�µ�Ä�›�¦���b�”�M�O
�›�Ô�`�o�M�‡�b�{

hostname(config-router)# area 1 default-cost 5
hostname(config-router)#

���È�¯�Ú�ï�Å

area_id �Ã�Ñ�¥�ç�Ä  �¯�µ�Ä�›�!�Ë�b�”�µ�»�Ò�‡�h�x  NSSA �w ID�{ 10 
�
:�‡�h�x  IP
�ž�Å�è�µ�›�–�;�`�o  ID �›�¦���p�V�‡�b�{ ���®�s  10 
��‹�x  0 �™ 4294967295
�p�b�{

cost �µ�»�Ò�‡�h�x  NSSA �t�–�;�^�•�”�Ã�Ñ�¥�ç�Ä  �±�Ú�æ�”  �ç�”�Ä�w�¯�µ�Ä�›
�¦���`�‡�b�{���®�s�‹�x  0 �™ 65535 �p�b�{

�¯�Ú�ï�Å  �Þ�”�Å

�Ñ�•� �ž�¢�¥�”�ç  �Þ�”�Å �·�©�á�æ�Â�Ÿ  �¯�ï�Â�©�µ�Ä

�ç�”�Â�¿�Å �•�a �³�ï�¬�ç

�Ú�ç�½

�¯�ï�Â�©�µ�Ä �³�µ�Â�Ü

�ç�”�»  �¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã
�ï

• — • — —

�æ�æ�”�µ �!�Ë�º�0

�7�� �\�w�¯�Ú�ï�Å�x�7���w�‹�w�p�b�{

�¯�Ú�ï�Å 
†�Ì

area nssa �¤�æ�ž�›	j�µ�»�Ò  �¤�æ�ž�q�`�o���[�`�‡�b�{

area stub �¤�æ�ž�›�µ�»�Ò  �¤�æ�ž�q�`�o���[�`�‡�b�{

router ospf �ç�”�»  �¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï  �Þ�”�Å�t�Ö�“�‡�b�{

show running-config router �¬�é�”�Ì�ç  �ç�”�»  �¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï�º�w�¯�Ú�ï�Å�›
¯
�Ô�`�‡�b�{
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area filter-list prefix
ABR �w OSPF �¤�æ�ž���w�»� �Ó  3 LSA �p�ž�Å�Ì�»� �¶�^�•�h�Ó�è�Ñ�Ÿ�¿�«�µ�›�Ñ�Ÿ�ç�»�æ�ï�¬�b
�”�t�x�z �ç�”�»  �¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï  �Þ�”�Å�p  area filter-list prefix  �¯�Ú�ï�Å�›�–�;�`�‡�b�{ �Ñ�Ÿ
�ç�»�›�!�Ë�‡�h�x�©�ß�ï�·�ç�b�”�t�x�z�\�w�¯�Ú�ï�Å�w  no ���Ü�›�–�;�`�‡�b�{  

area area_id filter-list prefix list_name { in | out}

no area area_id filter-list prefix list_name { in | out}

�³�ï�»�¿�«�µ�w
†�Ì

�Ã�Ñ�¥�ç�Ä �Ã�Ñ�¥�ç�Ä�w�ˆ�^�•�‹�x�K�“�‡�d�œ�{

�¯�Ú�ï�Å  �Þ�”�Å �Í�w
¯�x�z�\�w�¯�Ú�ï�Å�›�Ö�—�p�V�”�Þ�”�Å�›�Ô�`�o�M�‡�b�{

�¯�Ú�ï�Å�d�º

�–�;	Í�w�̈ � �Å�å� �ï �¦���`�h�¤�æ�ž�U�Ž
²�t  area �¯�Ú�ï�Å�p���[�^�•�o�M�s�T�l�h	Ô�ù�x�z �\�w�¯�Ú�ï�Å�t�‘�l�o�z �¦
���`�h�Í�å�Ý�”�»�p�f�w�¤�æ�ž�U�^
R�^�•�‡�b�{

�»� �Ó  3 LSA �i�Z�›�Ñ�Ÿ�ç�»�æ�ï�¬�p�V�‡�b�{�Ó�å� �Õ�”�Ä  �É�¿�Ä�ë�”�«�t  ASBR �U
ƒ���^�•�o
�M�”	Ô�ù�x�z ASBR �U�»� �Ó  5 LSA�¢�Ó�å� �Õ�”�Ä  �É�¿�Ä�ë�”�«�›�G	\�£�›
ù	ô�`�‡�b�{�\�w  LSA
�x�z�Í�Ò�æ�¿�«  �¤�æ�ž�›���‰  AS 
¶�.�t�Ñ�å�¿�Å�^�•�‡�b�{

�« �Í�w�«�p�x�z���w�b�‚�o�w�¤�æ�ž�T�’�¤�æ�ž  1 �t
ù	ô�^�•�”�Ó�è�Ñ�Ÿ�¿�«�µ�›�Ñ�Ÿ�ç�»�æ�ï�¬�`�‡
�b�{

hostname(config-router)# area 1 filter-list prefix-list AREA_1 in
hostname(config-router)#

���È�¯�Ú�ï�Å

area_id �Ñ�Ÿ�ç�»�æ�ï�¬�›
ƒ���b�”�¤�æ�ž�w  ID�{ 10 
�
:�‡�h�x  IP �ž�Å�è�µ�›�–�;
�`�o  ID �›�¦���p�V�‡�b�{���®�s  10 
��‹�x  0 �™ 4294967295 �p�b�{

in �¦���¤�æ�ž�t�£	ô�b�”�ž�Å�Ì�»� �¶�^�•�h�Ó�è�Ñ�Ÿ�¿�«�µ�t�z
ƒ���A�ˆ�Ó
�è�Ñ�Ÿ�¿�«�µ  �æ�µ�Ä�›�&�;�`�‡�b�{

list_name �Ó�è�Ñ�Ÿ�¿�«�µ  �æ�µ�Ä�w�Ê
²�›�¦���`�‡�b�{

out �¦���¤�æ�ž�T�’
C	ô�b�”�ž�Å�Ì�»� �¶�^�•�h�Ó�è�Ñ�Ÿ�¿�«�µ�t�z
ƒ���A�ˆ
�Ó�è�Ñ�Ÿ�¿�«�µ  �æ�µ�Ä�›�&�;�`�‡�b�{

�¯�Ú�ï�Å  �Þ�”�Å

�Ñ�•� �ž�¢�¥�”�ç  �Þ�”�Å �·�©�á�æ�Â�Ÿ  �¯�ï�Â�©�µ�Ä

�ç�”�Â�¿�Å �•�a �³�ï�¬�ç

�Ú�ç�½

�¯�ï�Â�©�µ�Ä �³�µ�Â�Ü

�ç�”�»  �¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã
�ï

• — • — —

�æ�æ�”�µ �!�Ë�º�0

�7�� �\�w�¯�Ú�ï�Å�x�7���w�‹�w�p�b�{

�¯�Ú�ï�Å 
†�Ì

router ospf �ç�”�»  �¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï  �Þ�”�Å�t�Ö�“�‡�b�{

show running-config router �¬�é�”�Ì�ç  �ç�”�»  �¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï�º�w�¯�Ú�ï�Å�›
¯
�Ô�`�‡�b�{
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area nssa
�¤�æ�ž�›  NSSA �q�`�o
ƒ���b�”�t�x�z�ç�”�»  �¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï  �Þ�”�Å�p  area nssa �¯�Ú�ï�Å
�›�–�;�`�‡�b�{�¤�æ�ž�T�’  NSSA �¦���›�_	†�b�”�t�x�z�\�w�¯�Ú�ï�Å�w  no ���Ü�›�–�;�`�‡�b�{  

area area_id nssa [no-redistribution] [default-information-originate [metric-type {1 | 2}] [ metric 
value]] [ no-summary]

no area area_id nssa [no-redistribution] [default-information-originate [metric-type {1 | 2}] [ metric 
value]] [ no-summary]

�³�ï�»�¿�«�µ�w
†�Ì

�Ã�Ñ�¥�ç�Ä �Ã�Ñ�¥�ç�Ä�x�Í�w�q�S�“�p�b�{

• NSSA �¤�æ�ž�x���[�^�•�o�M�‡�d�œ�{

• metric-type �x  2 �p�b�{

�¯�Ú�ï�Å  �Þ�”�Å �Í�w
¯�x�z�\�w�¯�Ú�ï�Å�›�Ö�—�p�V�”�Þ�”�Å�›�Ô�`�o�M�‡�b�{

�¯�Ú�ï�Å�d�º

area_id NSSA �q�`�o�¦���b�”�¤�æ�ž�w  ID�{10 
�
:�‡�h�x  IP �ž�Å�è�µ�›�–
�;�`�o  ID �›�¦���p�V�‡�b�{ ���®�s  10 
��‹�x  0 �™ 4294967295 �p�b�{

default-information-originate NSSA �¤�æ�ž�p�w�»� �Ó  7 �Ã�Ñ�¥�ç�Ä�w
\
R�t�–�;�`�‡�b�{�\�w
�©�”�ë�”�Å�x�z NSSA ABR 	Í�‡�h�x  NSSA ASBR 	Í�t�v�“���®�p
�b�{

metric metric_value �¢�¦�Ó�³�ã�ï�£ OSPF �Ã�Ñ�¥�ç�Ä  �Ý�Ä�æ�¿�«�‹�›�¦���`�‡�b�{���®
�s�‹�x  0 �™ 16777214 �p�b�{

metric-type { 1 | 2} �¢�¦�Ó�³�ã�ï�£�Ã�Ñ�¥�ç�Ä  �ç�”�Ä�w  OSPF �Ý�Ä�æ�¿�«  �»� �Ó�{��
�®�s�‹�x�Í�w�q�S�“�p�b�{

• 1�•�»� �Ó  1 

• 2�•�»� �Ó  2 

�Ã�Ñ�¥�ç�Ä�‹�x  2 �p�b�{

no-redistribution �¢�¦�Ó�³�ã�ï�£�ç�”�»�U  NSSA ABR �p�K�”	Ô�ù�t�z redistribute �¯
�Ú�ï�Å�p�è	×�¤�æ�ž�i�Z�t�ç�”�Ä�›� �ï�Ù�”�Ä�`�z NSSA �¤�æ�ž
�t�x� �ï�Ù�”�Ä�`�s�M�q�V�t�–�;�`�‡�b�{

no-summary �¢�¦�Ó�³�ã�ï�£�¤�æ�ž�›�z�±�Ú�æ�”  �ç�”�Ä�U�d�Ö�^�•�s�M	j�µ�»�Ò
�¤�æ�ž�t�`�‡�b�{

�¯�Ú�ï�Å  �Þ�”�Å

�Ñ�•� �ž�¢�¥�”�ç  �Þ�”�Å �·�©�á�æ�Â�Ÿ  �¯�ï�Â�©�µ�Ä

�ç�”�Â�¿�Å �•�a �³�ï�¬�ç

�Ú�ç�½

�¯�ï�Â�©�µ�Ä �³�µ�Â�Ü

�ç�”�»  �¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã
�ï

• — • — —

�æ�æ�”�µ �!�Ë�º�0

�7�� �\�w�¯�Ú�ï�Å�x�7���w�‹�w�p�b�{
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�–�;	Í�w�̈ � �Å�å� �ï �¦���`�h�¤�æ�ž�U�Ž
²�t  area �¯�Ú�ï�Å�p���[�^�•�o�M�s�T�l�h	Ô�ù�x�z �\�w�¯�Ú�ï�Å�t�‘�l�o�z �¦
���`�h�Í�å�Ý�”�»�p�f�w�¤�æ�ž�U�^
R�^�•�‡�b�{

�K�”�¦�Ó�³�ã�ï�›�¤�æ�ž�t
ƒ���`�h�™�z���w�¦�Ó�³�ã�ï�›�¦���b�”�q�z�†�M�w�¦�Ó�³�ã�ï�U
ƒ���^
�•�‡�b�{�h�q�Q�y�z�Í�w  2 �m�w�¯�Ú�ï�Å�›���‘�t�Ö�—�b�”�q�z�¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï�º�p�x�z�†
�M�w�¦�Ó�³�ã�ï�U
ƒ���^�•�h  1 �m�w�¯�Ú�ï�Å�t�s�“�‡�b�{

area 1 nssa no-redistribution
area area_id nssa default-information-originate

�« �Í�w�«�x�z 2 �m�w�¦�Ó�³�ã�ï�›���‘�t
ƒ���b�”�q�z�¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï�º�p�r�w�‘�O�t  1 �m�w
�¯�Ú�ï�Å�t�s�”�T�›�Ô�`�o�M�‡�b�{

hostname(config-router)# area 1 nssa no-redistribution
hostname(config-router)# area 1 nssa default-information-originate
hostname(config-router)# exit
hostname(config-router)# show running-config router ospf 1
router ospf 1
 area 1 nssa no-redistribution default-information-originate

���È�¯�Ú�ï�Å �¯�Ú�ï�Å 
†�Ì

area stub �¤�æ�ž�›�µ�»�Ò  �¤�æ�ž�q�`�o���[�`�‡�b�{

router ospf �ç�”�»  �¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï  �Þ�”�Å�t�Ö�“�‡�b�{

show running-config router �¬�é�”�Ì�ç  �ç�”�»  �¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï�º�w�¯�Ú�ï�Å�›
¯
�Ô�`�‡�b�{
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area range
�¤�æ�ž�w�¥�„�p�ç�”�Ä�›�w�ù�S�‘�|	B�ÿ�b�”�t�x�z�ç�”�»  �¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï  �Þ�”�Å�p  area
range �¯�Ú�ï�Å�›�–�;�`�‡�b�{�\�w�;�ó�›�Ã�Ÿ�·�”�Ò�ç�t�b�”�t�x�z�\�w�¯�Ú�ï�Å�w  no ���Ü�›�–�;
�`�‡�b�{  

area area_id range address mask [advertise | not-advertise]

no area area_id range address mask [advertise | not-advertise]

�³�ï�»�¿�«�µ�w
†�Ì

�Ã�Ñ�¥�ç�Ä �ž�Å�è�µ
c�“�µ�Â�”�»�µ�x  advertise �t
ƒ���^�•�‡�b�{

�¯�Ú�ï�Å  �Þ�”�Å �Í�w
¯�x�z�\�w�¯�Ú�ï�Å�›�Ö�—�p�V�”�Þ�”�Å�›�Ô�`�o�M�‡�b�{

�¯�Ú�ï�Å�d�º

�–�;	Í�w�̈ � �Å�å� �ï �¦���`�h�¤�æ�ž�U�Ž
²�t  area �¯�Ú�ï�Å�p���[�^�•�o�M�s�T�l�h	Ô�ù�x�z �\�w�¯�Ú�ï�Å�t�‘�l�o�z �¦
���`�h�Í�å�Ý�”�»�p�f�w�¤�æ�ž�U�^
R�^�•�‡�b�{

area range �¯�Ú�ï�Å�x�z ABR �i�Z�p�–�;�^�•�‡�b�{�\�w�¯�Ú�ï�Å�t�‘�l�o�z�¤�æ�ž�w�ç�”�Ä�U�w�ù
�‡�h�x	B�ÿ�^�•�‡�b�{�f�w�A�L�z 1 �m�w�±�Ú�æ�”  �ç�”�Ä�U  ABR �t�‘�l�o���w�¤�æ�ž�t�ž�Å�Ì�»� 
�¶�^�•�‡�b�{�¤�æ�ž�w�¥�„�p�ç�”�Â�Ÿ�ï�¬	Ø�C�U�½	V�^�•�‡�b�{�¤�æ�ž�w�Ž
æ�p�x�z�ž�Å�è�µ
c�“
�]�q�t  1 �m�w�ç�”�Ä�U�ž�Å�Ì�»� �¶�^�•�‡�b�{�\�w�ˆ�^�x�z �®�&�Ï	B�ÿ� �̄q�z�y�•�‡�b�{ 1 �m�w�¤�æ
�ž�t
ó
:�w  area range �¯�Ú�ï�Å�›
ƒ���p�V�‡�b�{�\�w
ƒ���t�‘�“�z OSPF �x�z���X�w�Ÿ�s�”�ž�Å�è
�µ
c�“�·�¿�Ä�w�ž�Å�è�µ�›	B�ÿ�p�V�‡�b�{

no area area_id range ip_address netmask not-advertise �¯�Ú�ï�Å�x�z not-advertise �¦�Ó�³�ã�ï  �©�”�ë�”
�Å�i�Z�›�_	†�`�‡�b�{  

address �±�Ò�É�¿�Ä
c�“�w  IP �ž�Å�è�µ�{

advertise �¢�¦�Ó�³�ã�ï�£�ž�Å�è�µ
c�“�µ�Â�”�»�µ�›  advertise �t
ƒ���`�z�»� �Ó  3 �A
�ÿ�æ�ï�«�µ�Â�”�Ä  �ž�Å�Ì�»� �¶�Ý�ï�Ä�¢ LSA�£�›
\
R�`�‡�b�{

area_id 
c�“�›
ƒ���b�”�¤�æ�ž�w  ID�{ 10 
�
:�‡�h�x  IP �ž�Å�è�µ�›�–�;�`�o  ID �›
�¦���p�V�‡�b�{���®�s  10 
��‹�x  0 �™ 4294967295 �p�b�{

mask IP �ž�Å�è�µ�w�±�Ò�É�¿�Ä  �Ú�µ�«�{

not-advertise �¢�¦�Ó�³�ã�ï�£�ž�Å�è�µ
c�“�µ�Â�”�»�µ�›  DoNotAdvertise �t
ƒ���`�‡�b�{
�»� �Ó  3 �A�ÿ  LSA �w
¯�Ô�U�H�­�^�•�z�¯�ï�Ù�”�É�ï�Ä  �É�¿�Ä�ë�”�«�x��
�w�É�¿�Ä�ë�”�«�T�’�x�_�Q�s�M�‡�‡�t�s�“�‡�b�{

�¯�Ú�ï�Å  �Þ�”�Å

�Ñ�•� �ž�¢�¥�”�ç  �Þ�”�Å �·�©�á�æ�Â�Ÿ  �¯�ï�Â�©�µ�Ä

�ç�”�Â�¿�Å �•�a �³�ï�¬�ç

�Ú�ç�½

�¯�ï�Â�©�µ�Ä �³�µ�Â�Ü

�ç�”�»  �¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã
�ï

• — • — —

�æ�æ�”�µ �!�Ë�º�0

�7�� �\�w�¯�Ú�ï�Å�x�7���w�‹�w�p�b�{
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�« �Í�w�«�x�z�É�¿�Ä�ë�”�«  10.0.0.0 	Í�w�b�‚�o�w�±�Ò�É�¿�Ä�0�b�”  1 �m�w�±�Ú�æ�”  �ç�”�Ä�z�S�‘�|
�É�¿�Ä�ë�”�«  192.168.110.0 	Í�w�b�‚�o�w�×�µ�Ä�t�0�b�”  1 �m�w�±�Ú�æ�”  �ç�”�Ä�U�z ABR �t�‘�l�o
���w�¤�æ�ž�t�ž�Å�Ì�»� �¶�^�•�”�‘�O�¦���`�o�M�‡�b�{

hostname(config-router)# area 10.0.0.0 range 10.0.0.0 255.0.0.0
hostname(config-router)# area 0 range 192.168.110.0 255.255.255.0
hostname(config-router)# 

���È�¯�Ú�ï�Å �¯�Ú�ï�Å 
†�Ì

router ospf �ç�”�»  �¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï  �Þ�”�Å�t�Ö�“�‡�b�{

show running-config router �¬�é�”�Ì�ç  �ç�”�»  �¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï�º�w�¯�Ú�ï�Å�›
¯
�Ô�`�‡�b�{
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area stub
�¤�æ�ž�›�µ�»�Ò  �¤�æ�ž�q�`�o���[�b�”�t�x�z �ç�”�»  �¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï  �Þ�”�Å�p  area stub �¯
�Ú�ï�Å�›�–�;�`�‡�b�{�µ�»�Ò  �¤�æ�ž�;�ó�›�_	†�b�”�t�x�z�\�w�¯�Ú�ï�Å�w  no ���Ü�›�–�;�`�‡�b�{  

area area_id [no-summary]

no area area_id [no-summary]

�³�ï�»�¿�«�µ�w
†�Ì

�Ã�Ñ�¥�ç�Ä �Ã�Ñ�¥�ç�Ä�w�ˆ�^�x�Í�w�q�S�“�p�b�{

• �µ�»�Ò  �¤�æ�ž�U���[�^�•�o�M�‡�d�œ�{

• �±�Ú�æ�”  �æ�ï�«  �ž�Å�Ì�»� �¶�Ý�ï�Ä�U�µ�»�Ò  �¤�æ�ž�t
ù	ô�^�•�‡�b�{

�¯�Ú�ï�Å  �Þ�”�Å �Í�w
¯�x�z�\�w�¯�Ú�ï�Å�›�Ö�—�p�V�”�Þ�”�Å�›�Ô�`�o�M�‡�b�{

�¯�Ú�ï�Å�d�º

�–�;	Í�w�̈ � �Å�å� �ï �\�w�¯�Ú�ï�Å�x�z�µ�»�Ò�‡�h�x  NSSA �t
€���^�•�o�M�”  ABR �i�Z�p�–�;�p�V�‡�b�{  

area stub �q  area default-cost �q�M�O 2 �m�w�µ�»�Ò  �¤�æ�ž  �ç�”�»  �¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï  �¯�Ú�ï�Å
�U�K�“�‡�b�{�µ�»�Ò  �¤�æ�ž�t
€���^�•�o�M�”�b�‚�o�w�ç�”�»�S�‘�|�ž�«�·�µ  �±�”�Ì�p�z area stub
�¯�Ú�ï�Å�›�–�;�`�o�z�¤�æ�ž�›�µ�»�Ò  �¤�æ�ž�q�`�o
ƒ���b�”
ž�A�U�K�“�‡�b�{�µ�»�Ò  �¤�æ�ž�t
€
���^�•�o�M�”  ABR �i�Z�p  area default-cost �¯�Ú�ï�Å�›�–�;�`�‡�b�{ area default-cost �¯�Ú�ï�Å�x�z
ABR �t�‘�l�o
\
R�^�•�”�±�Ú�æ�”  �Ã�Ñ�¥�ç�Ä  �ç�”�Ä�w�Ý�Ä�æ�¿�«�›�µ�»�Ò  �¤�æ�ž�t���™�`�‡�b�{

�« �Í�w�«�p�x�z�¦���`�h�¤�æ�ž�›�µ�»�Ò  �¤�æ�ž�q�`�o
ƒ���`�o�M�‡�b�{

hostname(config-router)# area 1 stub
hostname(config-router)#

area_id �µ�»�Ò  �¤�æ�ž�w  ID�{ 10 
�
:�‡�h�x  IP �ž�Å�è�µ�›�–�;�`�o  ID �›�¦���p�V
�‡�b�{���®�s  10 
��‹�x  0 �™ 4294967295 �p�b�{

no-summary ABR �U�±�Ú�æ�”  �æ�ï�«  �ž�Å�Ì�»� �¶�Ý�ï�Ä�›�µ�»�Ò  �¤�æ�ž�t
ù	ô�`�s
�M�‘�O�t�`�‡�b�{  

�¯�Ú�ï�Å  �Þ�”�Å

�Ñ�•� �ž�¢�¥�”�ç  �Þ�”�Å �·�©�á�æ�Â�Ÿ  �¯�ï�Â�©�µ�Ä

�ç�”�Â�¿�Å �•�a �³�ï�¬�ç

�Ú�ç�½

�¯�ï�Â�©�µ�Ä �³�µ�Â�Ü

�ç�”�»  �¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã
�ï

• — • — —

�æ�æ�”�µ �!�Ë�º�0

�7�� �\�w�¯�Ú�ï�Å�x�7���w�‹�w�p�b�{
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���È�¯�Ú�ï�Å

area virtual-link
OSPF �>
Ý�æ�ï�«�›���[�b�”�t�x�z�ç�”�»  �¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï  �Þ�”�Å�p  area virtual-link  �¯�Ú
�ï�Å�›�–�;�`�‡�b�{�¦�Ó�³�ã�ï�›�æ�·�¿�Ä�b�”�z�‡�h�x�>
Ý�æ�ï�«�›�_	†�b�”�t�x�z�\�w�¯�Ú�ï�Å
�w no ���Ü�›�–�;�`�‡�b�{  

area area_id virtual-link  router_id [authentication [message-digest | null ]] [ hello-interval seconds] 
[retransmit-interval seconds] [transmit-delay seconds] [dead-interval seconds [[authentication-key 
key] | [message-digest-key key_id md5 key]]

no area area_id virtual-link  router_id [authentication [message-digest | null ]] [ hello-interval seconds] 
[retransmit-interval seconds] [transmit-delay seconds] [dead-interval seconds [[authentication-key 
key] | [message-digest-key key_id md5 key]]

�³�ï�»�¿�«�µ�w
†�Ì

�¯�Ú�ï�Å 
†�Ì

area default-cost �µ�»�Ò�‡�h�x  NSSA �t
ù	ô�^�•�”�Ã�Ñ�¥�ç�Ä  �±�Ú�æ�”  �ç�”�Ä
�w�¯�µ�Ä�›�¦���`�‡�b�{

area nssa �¤�æ�ž�›	j�µ�»�Ò  �¤�æ�ž�q�`�o���[�`�‡�b�{

router ospf �ç�”�»  �¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï  �Þ�”�Å�t�Ö�“�‡�b�{

show running-config router �¬�é�”�Ì�ç  �ç�”�»  �¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï�º�w�¯�Ú�ï�Å�›
¯
�Ô�`�‡�b�{

area_id �>
Ý�æ�ï�«�w�¤�'�¤�æ�ž�w�¤�æ�ž  ID�{ 10 
�
:�‡�h�x  IP �ž�Å�è�µ�›
�–�;�`�o  ID �›�¦���p�V�‡�b�{ ���®�s  10 
��‹�x  0 �™ 4294967295 �p�b�{

authentication �¢�¦�Ó�³�ã�ï�£�Ý	Â�»� �Ó�›�¦���`�‡�b�{

authentication-key key �¢�¦�Ó�³�ã�ï�£ �¡
€�ç�”�Â�Ÿ�ï�¬  �Ã�Ì� �µ�p�–�;�b�”�h�Š�w  OSPF �Ý
	Â�Í�µ�ë�”�Å�›�¦���`�‡�b�{

dead-interval seconds �¢�¦�Ó�³�ã�ï�£ hello �Í�­�¿�Ä�›  1 �m�‹	!	ô�`�s�M	Ô�ù�t�z�¡
€�ç�”
�Â�Ÿ�ï�¬  �Ã�Ì� �µ�U�¼�¢�ï�`�h�\�q�›
•�t�b�”
²�w���´�›
ƒ���`�‡
�b�{���®�s�‹�x  1 �™ 65535
µ�p�b�{

hello-interval seconds �¢�¦�Ó�³�ã�ï�£� �ï�»�”�Ñ�£� �µ	Í�p
ù	ô�^�•�”  hello �Í�­�¿�Ä���w
���´�›�¦���`�‡�b�{���®�s�‹�x  1 �™ 65535 
µ�p�b�{  

md5 key �¢�¦�Ó�³�ã�ï�£�7�G  16 �Ì� �Ä�w�ó
:�È�t�‘�”�©�”�›�¦���`�‡�b�{  

message-digest �¢�¦�Ó�³�ã�ï�£ �Ý�¿�·�”�´  �¼� �´�£�µ�Ä�Ý	Â�›�–�;�b�”�\�q�›�¦���`
�‡�b�{

message-digest-key key_id �¢�¦�Ó�³�ã�ï�£ Message Digest 5�¢ MD5�£�Ý	Â�›� �É�”�Ò�ç�t�`�z�Ý	Â
�©�”  ID 
j�ø�›�¦���`�‡�b�{���®�s�‹�x  1 �™ 255 �p�b�{

null �¢�¦�Ó�³�ã�ï�£�Ý	Â�›�–�;�`�s�M�\�q�›�¦���`�‡�b�{�Í�µ�ë�”�Å�‡�h
�x�Ý�¿�·�”�´  �¼� �´�£�µ�Ä�Ý	Â�x�z OSPF �¤�æ�ž�t
ƒ���^�•�o�M�•
�y	Í	{�V�^�•�‡�b�{

retransmit-interval seconds �¢�¦�Ó�³�ã�ï�£� �ï�»�”�Ñ�£� �µ�t���b�”�¡
€�ç�”�»�w  LSA �6
ù��
�´�›�¦���`�‡�b�{���®�s�‹�x  1 �™ 65535 
µ�p�b�{  

router_id �>
Ý�æ�ï�«  �É� �Ì�”�t���È
Ç�Z�’�•�o�M�”�ç�”�»  ID�{�ç�”�»  ID �x
�¤�ç�”�»�t�‘�l�o�º
æ�p� �ï�»�”�Ñ�£� �µ  IP �ž�Å�è�µ�T�’
\
R�^�•
�‡�b�{�\�w�‹�x�z IP �ž�Å�è�µ�w���Ü�p�Ö�—�b�”
ž�A�U�K�“�‡�b�{�Ã
�Ñ�¥�ç�Ä�x�K�“�‡�d�œ�{

transmit-delay seconds �¢�¦�Ó�³�ã�ï�£ OSPF �t�‘�”�Ä�Ù�é�´�!�Ë�w	!	ô�q�7�y�Í�µ��
Œ �¢ SPF�£
�-�‰�w�‰�•�q�w���w�—���Ì���¢ 0 �™ 65535 
µ�£�›�¦���`�‡�b�{�Ã�Ñ�¥
�ç�Ä�x  5 
µ�p�b�{
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�Ã�Ñ�¥�ç�Ä �Ã�Ñ�¥�ç�Ä�x�Í�w�q�S�“�p�b�{

• area_id�•�¤�æ�ž  ID �x�Ä
²�t���[�^�•�o�M�‡�d�œ�{

• router_id�•�ç�”�»  ID �x�Ä
²�t���[�^�•�o�M�‡�d�œ�{

• hello-interval seconds�• 10 
µ�{

• retransmit-interval seconds�• 5 
µ�{

• transmit-delay seconds�• 1 
µ�{

• dead-interval seconds�• 40 
µ�{

• authentication-key key�•�©�”�x�Ä
²�t���[�^�•�o�M�‡�d�œ�{

• message-digest-key key_id md5 key�•�©�”�x�Ä
²�t���[�^�•�o�M�‡�d�œ�{

�¯�Ú�ï�Å  �Þ�”�Å �Í�w
¯�x�z�\�w�¯�Ú�ï�Å�›�Ö�—�p�V�”�Þ�”�Å�›�Ô�`�o�M�‡�b�{

�¯�Ú�ï�Å�d�º

�–�;	Í�w�̈ � �Å�å� �ï OSPF �p�x�z�b�‚�o�w�¤�æ�ž�U�Ì�¿�«�Ø�”�ï  �¤�æ�ž�t
€���^�•�o�M�”
ž�A�U�K�“�‡�b�{�Ì�¿�«�Ø�”
�ï�•�w
€���U�æ�˜�•�h	Ô�ù�z�>
Ý�æ�ï�«�›�¬�q�b�”�\�q�p
€���›	.
î�p�V�‡�b�{

hello ���´�›	–�^�X�b�•�y�b�”�„�r�z�Ä�Ù�é�´�!�Ë�w�U	Z�U���X�s�“�‡�b�U�z�ç�”�Â�Ÿ�ï�¬  �Ä�å
�Ñ�Ÿ�¿�«�U
ÿ�C�`�‡�b�{

�6
ù���´�w
ƒ���‹�x�K�‡�“	–�^�X�`�s�M�p�X�i�^�M�{	–�^�X�b�”�q�z
Æ�A�s�6
ù	ô�U�æ�˜�•�‡�b�{
�³�æ�ž�ç�s
¢�S�‘�|�>
Ý�æ�ï�«�w	Ô�ù�x�z�‹�›�G�V�X�b�”
ž�A�U�K�“�‡�b�{


ù	ô�—���w�‹�p�x�z� �ï�»�”�Ñ�£� �µ�w
ù	ô�—���q�;
V�—���›�ß�€�t�Ö�•�”
ž�A�U�K�“�‡�b�{

�¦���`�h�Ý	Â�©�”�x�z area area_id authentication �¯�Ú�ï�Å�p�Ì�¿�«�Ø�”�ï�t�0�`�o�Ý	Â�U� �É�”�Ò
�ç�t�^�•�o�M�”	Ô�ù�t�i�Z�–�;�^�•�‡�b�{

���›�Â�©�µ�Ä�Ý	Â�q  MD5 �Ý	Â�q�M�O  2 �m�w�Ý	Â�M�Ü�x�z
ì�“
	���$�p�b�{�r�j�’�T�›�¦���b�”�T�z
�‡�h�x�†�M�q�‹�¦���`�s�M�p�X�i�^�M�{ authentication-key key �‡�h�x  message-digest-key key_id md5
key �w�™�t�¦���`�h�©�”�ë�”�Å�q�¾
:�x�b�‚�o�Á�¹�^�•�‡�b�{�`�h�U�l�o�z�¦�Ó�³�ã�ï�w�¾
:�x�b
�‚�o�z	Í�G�w�©�”�ë�”�Å�q�¾
:�w
Ê�ˆ�ù�d�w
²�t�¦���`�‡�b�{

� �ï�»�”�Ñ�£� �µ�t�Ý	Â�»� �Ó�U�¦���^�•�o�M�s�M	Ô�ù�z� �ï�»�”�Ñ�£� �µ�x�¤�æ�ž�t�¦���^�•�o
�M�”�Ý	Â�»� �Ó�›�–�;�`�‡�b�{�¤�æ�ž�t�Ý	Â�»� �Ó�U�¦���^�•�o�M�s�M	Ô�ù�z�¤�æ�ž�w�Ã�Ñ�¥�ç�Ä
�x  null �Ý	Â�p�b�{

�¢�«�£ �>
Ý�æ�ï�«�›
Y�`�X
ƒ���b�”�t�x�z�¤�>
Ý�æ�ï�«  �É� �Ì�”�t�z�¤�'�¤�æ�ž  ID �S�‘�|�0� �b�”�>
Ý
�æ�ï�«�¡
€�ç�”�»  ID �U���‡�•�o�M�”
ž�A�U�K�“�‡�b�{�ç�”�»  ID �›
¯�Ô�b�”�t�x�z show ospf �¯�Ú
�ï�Å�›�–�;�`�‡�b�{

�¯�Ú�ï�Å  �Þ�”�Å

�Ñ�•� �ž�¢�¥�”�ç  �Þ�”�Å �·�©�á�æ�Â�Ÿ  �¯�ï�Â�©�µ�Ä

�ç�”�Â�¿�Å �•�a �³�ï�¬�ç

�Ú�ç�½

�¯�ï�Â�©�µ�Ä �³�µ�Â�Ü

�ç�”�»  �¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã
�ï

• — • — —

�æ�æ�”�µ �!�Ë�º�0

�7�� �\�w�¯�Ú�ï�Å�x�7���w�‹�w�p�b�{
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�>
Ý�æ�ï�«�T�’�¦�Ó�³�ã�ï�›�_	†�b�”�t�x�z�_	†�b�”�¦�Ó�³�ã�ï�›
Ç�Z�o�z�\�w�¯�Ú�ï�Å�w  no ��
�Ü�›�–�;�`�‡�b�{�>
Ý�æ�ï�«�›�_	†�b�”�t�x�z no area area_id virtual-link  �¯�Ú�ï�Å�›�–�;�`�‡�b�{

�« �Í�w�«�p�x�z MD5 �Ý	Â�w�>
Ý�æ�ï�«�›�¬�q�`�o�M�‡�b�{

hostname(config-router)# area 10.0.0.0 virtual-link 10.3.4.5 message-digest-key 3 md5 
sa5721bk47

���È�¯�Ú�ï�Å �¯�Ú�ï�Å 
†�Ì

area authentication OSPF �¤�æ�ž�w�Ý	Â�›� �É�”�Ò�ç�t�`�‡�b�{

router ospf �ç�”�»  �¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï  �Þ�”�Å�t�Ö�“�‡�b�{

show ospf OSPF �ç�”�Â�Ÿ�ï�¬  �Ó�é�·�µ�t���b�”�°
`	Ø�C�›
¯�Ô�`�‡�b�{

show running-config router �¬�é�”�Ì�ç  �ç�”�»  �¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï�º�w�¯�Ú�ï�Å�›
¯
�Ô�`�‡�b�{
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arp
ARP �Â�”�Ò�ç�t�µ�»�Â�Ÿ�¿�«  ARP �¤�ï�Ä�æ�›�å�C�b�”�t�x�z�¬�é�”�Ì�ç  �¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï
�Þ�”�Å�p  arp �¯�Ú�ï�Å�›�–�;�`�‡�b�{�µ�»�Â�Ÿ�¿�«  �¤�ï�Ä�æ�›�_	†�b�”�t�x�z�\�w�¯�Ú�ï�Å�w  no
���Ü�›�–�;�`�‡�b�{ �µ�»�Â�Ÿ�¿�«  ARP �¤�ï�Ä�æ�x  MAC �ž�Å�è�µ�›  IP �ž�Å�è�µ�t�Ú�¿�Ð�ï�¬�`�z �×
�µ�Ä�t�x�a�b�”�‡�p�t�è�a�b�”� �ï�»�”�Ñ�£� �µ�›�¦���`�‡�b�{�µ�»�Â�Ÿ�¿�«  ARP �¤�ï�Ä�æ�x�»
� �Ü�ž�¢�Ä�`�s�M�h�Š�z�É�¿�Ä�ë�”�«�ð�J�w�r�>�t�þ�q�m�\�q�U�K�“�‡�b�{�•�a�Ñ�•� �ž�¢�¥�”�ç
�Þ�”�Å�p�x�z ARP �U�*�p�µ�»�Â�Ÿ�¿�«  ARP �Â�”�Ò�ç�U�–�;�^�•�‡�b�¢ arp-inspection �¯�Ú�ï�Å�›�€
	°�£�{

arp interface_name ip_address mac_address [alias]

no arp interface_name ip_address mac_address

�³�ï�»�¿�«�µ�w
†�Ì

�Ã�Ñ�¥�ç�Ä �Ã�Ñ�¥�ç�Ä�w�ˆ�^�•�‹�x�K�“�‡�d�œ�{

�¯�Ú�ï�Å  �Þ�”�Å �Í�w
¯�x�z�\�w�¯�Ú�ï�Å�›�Ö�—�p�V�”�Þ�”�Å�›�Ô�`�o�M�‡�b�{

�¯�Ú�ï�Å�d�º

alias �¢�¦�Ó�³�ã�ï�£�\�w�Ú�¿�Ð�ï�¬�t�0�`�o�Ó�é�©�³  ARP �›� �É�”�Ò�ç�t�`�‡
�b�{�·�©�á�æ�Â�Ÿ  �ž�Ó�å� �ž�ï�µ�x�z�\�w�¯�Ú�ï�Å�p�¦���^�•�h  IP �ž�Å
�è�µ�t�0�b�”  ARP �A�{�›	!	ô�b�”�q�z�·�©�á�æ�Â�Ÿ  �ž�Ó�å� �ž�ï�µ�w
MAC �ž�Å�è�µ�p� �t�`�‡�b�{�f�w�™�z�f�w  IP �ž�Å�è�µ�›�Ë�m�×�µ�Ä�|�o
�w�Ä�å�Ñ�Ÿ�¿�«�›	!	ô�b�”�q�z �·�©�á�æ�Â�Ÿ  �ž�Ó�å� �ž�ï�µ�x�\�w�¯�Ú�ï
�Å�p�¦���^�•�h�×�µ�Ä  MAC �ž�Å�è�µ�t�f�w�Ä�å�Ñ�Ÿ�¿�«�›�8
ù�`�‡�b�{
�\�w�©�”�ë�”�Å�x�z�h�q�Q�y�z ARP �›�î�æ�`�s�M�Ã�Ì� �µ�U�K�”	Ô�ù�t�þ
�q�j�‡�b�{

�•�a�Ñ�•� �ž�¢�¥�”�ç  �Þ�”�Å�w	Ô�ù�z�\�w�©�”�ë�”�Å�x�Á�¹�^�•�z�·�©�á
�æ�Â�Ÿ �ž�Ó�å� �ž�ï�µ�x�Ó�é�©�³  ARP �›�î�æ�`�‡�d�œ�{

interface_name �×�µ�Ä  �É�¿�Ä�ë�”�«�t
€���^�•�o�M�”� �ï�»�”�Ñ�£� �µ�{

ip_address �×�µ�Ä�w  IP �ž�Å�è�µ�{

mac_address �×�µ�Ä�w  MAC �ž�Å�è�µ�{

�¯�Ú�ï�Å  �Þ�”�Å

�Ñ�•� �ž�¢�¥�”�ç  �Þ�”�Å �·�©�á�æ�Â�Ÿ  �¯�ï�Â�©�µ�Ä

�ç�”�Â�¿�Å �•�a �³�ï�¬�ç

�Ú�ç�½

�¯�ï�Â�©�µ�Ä �³�µ�Â�Ü

�¬�é�”�Ì�ç  �¯�ï�Ñ�Ÿ�ª�á�è�”
�³�ã�ï

• • • • —

�æ�æ�”�µ �!�Ë�º�0

�7�� �\�w�¯�Ú�ï�Å�x�7���w�‹�w�p�b�{
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�–�;	Í�w�̈ � �Å�å� �ï �×�µ�Ä�x  IP �ž�Å�è�µ�t�‘�l�o�Í�­�¿�Ä�w�|
Œ�›�¦���`�‡�b�U�z� �”�±�É�¿�Ä	Í�p�w�î�M�w�Í�­�¿
�Ä
�	ô�x�z� �”�±�É�¿�Ä  MAC �ž�Å�è�µ�t�‘���`�o�M�‡�b�{�ç�”�»�‡�h�x�×�µ�Ä�x�z�Ú
€
€���^�•
�o�M�”�É�¿�Ä�ë�”�«	Í�p�Í�­�¿�Ä�›
�	ô�b�”	Ô�ù�z IP �ž�Å�è�µ�t���È
Ç�Z�’�•�o�M�”  MAC �ž�Å�è
�µ�›�A�{�b�”  ARP �A�{�›
ù	ô�`�o�T�’�z�f�w  ARP � �t�t	H�l�o�Í�­�¿�Ä�›  MAC �ž�Å�è�µ�t
�	ô
�`�‡�b�{�×�µ�Ä�‡�h�x�ç�”�»�x  ARP�Â�”�Ò�ç�›�-�Ë�`�o�M�”�h�Š�z
�	ô�b�”
ž�A�w�K�”�Í�­�¿�Ä
�]�q�t  ARP �A�{�›
ù	ô�b�”
ž�A�U�K�“�‡�d�œ�{ ARP �Â�”�Ò�ç�x�z�É�¿�Ä�ë�”�«	Í�p  ARP � �t�U
ù
	ô�^�•�”�h�|�t�ˆ�$�t�ž�¿�Ó�Ã�”�Ä�^�•�‡�b�{�‡�h�z�°���8���–�;�^�•�s�T�l�h�¤�ï�Ä�æ�x�z�»� 
�Ü�ž�¢�Ä�t�s�“�‡�b�{�¤�ï�Ä�æ�U���§�l�o�M�”	Ô�ù�¢�h�q�Q�y�z	t���w  IP �ž�Å�è�µ�w  MAC �ž�Å�è
�µ�U�!�Ë�^�•�h	Ô�ù�£ �z�ž�¿�Ó�Ã�”�Ä�^�•�”
²�t�f�w�¤�ï�Ä�æ�U�»� �Ü�ž�¢�Ä�t�s�“�‡�b�{

�¢�«�£ �•�a�Ñ�•� �ž�¢�¥�”�ç  �Þ�”�Å�w	Ô�ù�z�·�©�á�æ�Â�Ÿ  �ž�Ó�å� �ž�ï�µ�q�w���w�Ä�å�Ñ�Ÿ�¿�«�¢���g
�Ä�å�Ñ�Ÿ�¿�«�s�r�£�t�x�¼� �Æ�Û�¿�«  ARP �¤�ï�Ä�æ�U�–�;�^�•�‡�b�{

�« �Í�w�«�p�x�z�Ž
æ� �ï�»�”�Ñ�£� �µ	Í�p�z 10.1.1.1 �w�µ�»�Â�Ÿ�¿�«  ARP �¤�ï�Ä�æ�›  MAC �ž�Å�è�µ
0009.7cbe.2100 �p�^
R�`�o�M�‡�b�{

hostname(config)# arp outside 10.1.1.1 0009.7cbe.2100

���È�¯�Ú�ï�Å �¯�Ú�ï�Å 
†�Ì

arp timeout �·�©�á�æ�Â�Ÿ  �ž�Ó�å� �ž�ï�µ�U  ARP �Â�”�Ò�ç�›�6�Ï�™�b�”�‡�p�w
�Ì���›
ƒ���`�‡�b�{

arp-inspection �•�a�Ñ�•� �ž�¢�¥�”�ç  �Þ�”�Å�p�z ARP �Í�­�¿�Ä�›�Ð�‚�o  ARP �µ
�Ó�”�Ñ�Ÿ�ï�¬�›�w�­�`�‡�b�{

show arp ARP �Â�”�Ò�ç�›
¯�Ô�`�‡�b�{

show arp statistics ARP �w�-	Ø�C�›
¯�Ô�`�‡�b�{

show running-config arp ARP �»� �Ü�ž�¢�Ä�w�q�O�w�¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï�›
¯�Ô�`�‡�b�{
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arp timeout
�·�©�á�æ�Â�Ÿ  �ž�Ó�å� �ž�ï�µ�U  ARP �Â�”�Ò�ç�›�6�Ï�™�b�”�‡�p�w�Ì���›
ƒ���b�”�t�x�z�¬�é�”�Ì
�ç  �¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï  �Þ�”�Å�p  arp timeout �¯�Ú�ï�Å�›�–�;�`�‡�b�{�Ã�Ñ�¥�ç�Ä�w�»� �Ü�ž�¢
�Ä�t�í�b�t�x�z�\�w�¯�Ú�ï�Å�w  no ���Ü�›�–�;�`�‡�b�{ ARP �Â�”�Ò�ç�›�6�Ï�™�b�”�q�z�×�ˆ�$�t�z
	ý�`�M�×�µ�Ä	Ø�C�t�ž�¿�Ó�Ã�”�Ä�^�•�z�y�M�×�µ�Ä	Ø�C�U�_	†�^�•�‡�b�{�×�µ�Ä	Ø�C�U
Ã
_�t�!�Ë
�^�•�”�h�Š�z�»� �Ü�ž�¢�Ä�‹�›	–�^�X�b�”
ž�A�U�K�”	Ô�ù�‹�K�“�‡�b�{

arp timeout seconds

no arp timeout seconds

�³�ï�»�¿�«�µ�w
†�Ì

�Ã�Ñ�¥�ç�Ä �Ã�Ñ�¥�ç�Ä�‹�x  14,400 
µ�¢ 4 �Ì���£�p�b�{

�¯�Ú�ï�Å  �Þ�”�Å �Í�w
¯�x�z�\�w�¯�Ú�ï�Å�›�Ö�—�p�V�”�Þ�”�Å�›�Ô�`�o�M�‡�b�{

�¯�Ú�ï�Å�d�º

�« �Í�w�«�p�x�z ARP �»� �Ü�ž�¢�Ä�›  5,000 
µ�t�!�Ë�`�‡�b�{

hostname(config)# arp timeout 5000

���È�¯�Ú�ï�Å

seconds ARP �Â�”�Ò�ç�›�6�Ï�™�b�”���´�w
µ
:�¢ 60 �™ 4294967�£�{

�¯�Ú�ï�Å  �Þ�”�Å

�Ñ�•� �ž�¢�¥�”�ç  �Þ�”�Å �·�©�á�æ�Â�Ÿ  �¯�ï�Â�©�µ�Ä

�ç�”�Â�¿�Å �•�a �³�ï�¬�ç

�Ú�ç�½

�¯�ï�Â�©�µ�Ä �³�µ�Â�Ü

�¬�é�”�Ì�ç  �¯�ï�Ñ�Ÿ�ª�á�è�”
�³�ã�ï

• • • • —

�æ�æ�”�µ �!�Ë�º�0

�7�� �\�w�¯�Ú�ï�Å�x�7���w�‹�w�p�b�{

�¯�Ú�ï�Å 
†�Ì

arp �µ�»�Â�Ÿ�¿�«  ARP �¤�ï�Ä�æ�›�å�C�`�‡�b�{

arp-inspection �•�a�Ñ�•� �ž�¢�¥�”�ç  �Þ�”�Å�p�z ARP �Í�­�¿�Ä�›�Ð�‚�o  ARP
�µ�Ó�”�Ñ�Ÿ�ï�¬�›�w�­�`�‡�b�{

show arp statistics ARP �w�-	Ø�C�›
¯�Ô�`�‡�b�{

show running-config arp timeout ARP �»� �Ü�ž�¢�Ä�w�q�O�w�¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï�›
¯�Ô�`
�‡�b�{
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arp-inspection
�•�a�Ñ�•� �ž�¢�¥�”�ç  �Þ�”�Å�p  ARP �U�*�›� �É�”�Ò�ç�t�b�”�t�x�z�¬�é�”�Ì�ç  �¯�ï�Ñ�Ÿ�ª�á�è�”
�³�ã�ï  �Þ�”�Å�p  arp-inspection �¯�Ú�ï�Å�›�–�;�`�‡�b�{ ARP �U�*�›�Ã�Ÿ�·�”�Ò�ç�t�b�”�t�x�z�\�w
�¯�Ú�ï�Å�w  no ���Ü�›�–�;�`�‡�b�{ ARP �U�*�p�x�z�b�‚�o�w  ARP �Í�­�¿�Ä�U�µ�»�Â�Ÿ�¿�«  ARP �¤
�ï�Ä�æ�¢ arp �¯�Ú�ï�Å�›�€	°�£�q
z�±�^�•�z�°�•�`�s�M�Í�­�¿�Ä�U�Ò�é�¿�«�^�•�‡�b�{�\�w�;�ó�t
�‘�“�z ARP �µ�Ó�”�Ñ�Ÿ�ï�¬�›�w�­�p�V�‡�b�{

arp-inspection interface_name enable [flood | no-flood]

no arp-inspection interface_name enable

�³�ï�»�¿�«�µ�w
†�Ì

�Ã�Ñ�¥�ç�Ä �Ã�Ñ�¥�ç�Ä�p�x�z�b�‚�o�w� �ï�»�”�Ñ�£� �µ�p  ARP �U�*�U�Ã�Ÿ�·�”�Ò�ç�t�s�l�o�M�‡�b�{�b�‚�o
�w ARP �Í�­�¿�Ä�U�·�©�á�æ�Â�Ÿ  �ž�Ó�å� �ž�ï�µ�›�è�a�p�V�‡�b�{ ARP �U�*�›� �É�”�Ò�ç�t�b�”�q�z
�Ã�Ñ�¥�ç�Ä�p�x�z�‡�l�h�X�°�•�`�s�M  ARP �Í�­�¿�Ä�U�Ñ�å�¿�Å�^�•�‡�b�{

�¯�Ú�ï�Å  �Þ�”�Å �Í�w
¯�x�z�\�w�¯�Ú�ï�Å�›�Ö�—�p�V�”�Þ�”�Å�›�Ô�`�o�M�‡�b�{

�¯�Ú�ï�Å�d�º

�–�;	Í�w�̈ � �Å�å� �ï ARP �U�*�›� �É�”�Ò�ç�t�b�”�t�x�z�Ä
²�t  arp �¯�Ú�ï�Å�›�–�;�`�o�µ�»�Â�Ÿ�¿�«  ARP �¤�ï�Ä�æ�›

ƒ���`�o�S�X
ž�A�U�K�“�‡�b�{

ARP �U�*�›� �É�”�Ò�ç�t�b�”�q�z�·�©�á�æ�Â�Ÿ  �ž�Ó�å� �ž�ï�µ�x�z�b�‚�o�w  ARP�Í�­�¿�Ä�º�w
MAC �ž�Å�è�µ�z IP �ž�Å�è�µ�z �S�‘�|
ù	ô�i� �ï�»�”�Ñ�£� �µ�›  ARP �Â�”�Ò�ç�º�w�µ�»�Â�Ÿ�¿�«  �¤
�ï�Ä�æ�q
z�±�`�o�z�Í�w�ž�«�³�ã�ï�›�î�æ�`�‡�b�{

enable ARP �U�*�›� �É�”�Ò�ç�t�`�‡�b�{

flood �¢�Ã�Ñ�¥�ç�Ä�£�µ�»�Â�Ÿ�¿�«  ARP �¤�ï�Ä�æ�w�r�w�A
É�q�‹�°�•�`�s�M�Í
�­�¿�Ä�U�z
C	ô�i� �ï�»�”�Ñ�£� �µ�›	†�X�b�‚�o�w� �ï�»�”�Ñ�£� �µ�t�Ñ
�å�¿�Å�^�•�”�‘�O�t�¦���`�‡�b�{ MAC �ž�Å�è�µ�z IP �ž�Å�è�µ�z�‡�h�x� 
�ï�»�”�Ñ�£� �µ���p�Û�µ�Ú�¿�½�U�K�”	Ô�ù�z �·�©�á�æ�Â�Ÿ  �ž�Ó�å� �ž�ï�µ
�x�Í�­�¿�Ä�›�Å�é�¿�Ó�`�‡�b�{

�¢�«�£ ���g
•�;�w� �ï�»�”�Ñ�£� �µ �¢���O�b�”	Ô�ù�£ �p�x�z �\�w�Í�å�Ý�”
�»�›  flood �t
ƒ���`�o�‹�z�Í�­�¿�Ä�x�Ñ�å�¿�Å�^�•�‡�d�œ�{

interface_name ARP �U�*�›� �É�”�Ò�ç�t�b�”� �ï�»�”�Ñ�£� �µ�{

no-flood �¢�¦�Ó�³�ã�ï�£�µ�»�Â�Ÿ�¿�«  ARP �¤�ï�Ä�æ�t
Y�¬�t�°�•�`�s�M�Í�­�¿�Ä�U
�Å�é�¿�Ó�^�•�”�‘�O�t�¦���`�‡�b�{

�¯�Ú�ï�Å  �Þ�”�Å

�Ñ�•� �ž�¢�¥�”�ç  �Þ�”�Å �·�©�á�æ�Â�Ÿ  �¯�ï�Â�©�µ�Ä

�ç�”�Â�¿�Å �•�a �³�ï�¬�ç

�Ú�ç�½

�¯�ï�Â�©�µ�Ä �³�µ�Â�Ü

�¬�é�”�Ì�ç  �¯�ï�Ñ�Ÿ�ª�á�è�”
�³�ã�ï

— • • • —

�æ�æ�”�µ �!�Ë�º�0

7.0(1) �\�w�¯�Ú�ï�Å�U�‹�Ö�^�•�‡�`�h�{
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• IP �ž�Å�è�µ�z MAC �ž�Å�è�µ�z �S�‘�|
ù	ô�i� �ï�»�”�Ñ�£� �µ�U  ARP �¤�ï�Ä�æ�q�°�•�`�h	Ô�ù�z
�Í�­�¿�Ä�›�è�a�^�d�‡�b�{

• MAC �ž�Å�è�µ�z IP �ž�Å�è�µ�z�‡�h�x� �ï�»�”�Ñ�£� �µ���p�Û�µ�Ú�¿�½�U�K�”	Ô�ù�z�·�©�á�æ
�Â�Ÿ  �ž�Ó�å� �ž�ï�µ�x�Í�­�¿�Ä�›�Å�é�¿�Ó�`�‡�b�{

• ARP �Í�­�¿�Ä�w�¤�ï�Ä�æ�U�µ�»�Â�Ÿ�¿�«  ARP �Â�”�Ò�ç�º�w�r�w�¤�ï�Ä�æ�q�‹�°�•�`�s�T�l�h
	Ô�ù�z�Í�­�¿�Ä�›�b�‚�o�w� �ï�»�”�Ñ�£� �µ�t�8
ù�¢�Ñ�å�¿�Å�£�b�”�‘�O�t�z�‡�h�x�Å�é�¿�Ó
�b�”�‘�O�t�z�·�©�á�æ�Â�Ÿ  �ž�Ó�å� �ž�ï�µ�›
ƒ���p�V�‡�b�{

�¢�«�£ ���g
•�;�w� �ï�»�”�Ñ�£� �µ�¢���O�b�”	Ô�ù�£�p�x�z�\�w�Í�å�Ý�”�»�›  flood �t
ƒ���`
�o�‹�z�Í�­�¿�Ä�x�Ñ�å�¿�Å�^�•�‡�d�œ�{

ARP �U�*�t�‘�“�z �q�™�w�K�”�â�”�²�U���w�×�µ�Ä�‡�h�x�ç�”�»�t�s�“�b�‡�b�\�q �¢ ARP �µ�Ó�”�Ñ�Ÿ
�ï�¬�q�z�y�•�”�£�›�w�­�p�V�‡�b�{ ARP �µ�Ó�”�Ñ�Ÿ�ï�¬�x�z �®man-in-the-middle� �̄È�8�›� �É�”�Ò�ç
�t�b�”�\�q�U�p�V�‡�b�{�h�q�Q�y�z�×�µ�Ä�U�®�”�Ä�¢�£�   �ç�”�»�t  ARP�A�{�›
ù	ô�b�”�q�z�®�”
�Ä�¢�£�   �ç�”�»�x�®�”�Ä�¢�£�   �ç�”�»�w  MAC �ž�Å�è�µ�p� �t�`�‡�b�{�q�\�–�U�z�È�8	��x�×�µ�Ä
�t�z �ç�”�»�w  MAC �ž�Å�è�µ�p�x�s�X�z �È�8	��w  MAC �ž�Å�è�µ�›���‰���w  ARP � �t�›
ù	ô�`�‡�b�{
�\�•�p�z�È�8	��x�z�ç�”�»�t�8
ù�b�”
²�t�z�×�µ�Ä�w�Ä�å�Ñ�Ÿ�¿�«�›�b�‚�o�E�æ	!	ô�p�V�”�‘�O�t
�s�“�‡�b�{

ARP �U�*�t�‘�“�z 
Y�`�M  MAC �ž�Å�è�µ�q�z �f�•�t���È
Ç�Z�’�•�o�M�”  IP �ž�Å�è�µ�U�µ�»�Â�Ÿ�¿�«
ARP �Â�”�Ò�ç�º�t�K�”�v�“�z�È�8	��U�È�8	��w  MAC �ž�Å�è�µ�p  ARP � �t�›
ù	ô�p�V�s�M�\�q�U
�-	Â�^�•�‡�b�{

�¢�«�£ �•�a�Ñ�•� �ž�¢�¥�”�ç  �Þ�”�Å�w	Ô�ù�z�·�©�á�æ�Â�Ÿ  �ž�Ó�å� �ž�ï�µ�q�w���w�Ä�å�Ñ�Ÿ�¿�«�¢���g
�Ä�å�Ñ�Ÿ�¿�«�s�r�£�t�x�¼� �Æ�Û�¿�«  ARP �¤�ï�Ä�æ�U�–�;�^�•�‡�b�{

�« �Í�w�«�p�x�z�Ž
æ� �ï�»�”�Ñ�£� �µ	Í�p  ARP �U�*�›� �É�”�Ò�ç�t�`�z�µ�»�Â�Ÿ�¿�«  ARP �¤�ï�Ä�æ
�t�°�•�`�s�M�b�‚�o�w  ARP �Í�­�¿�Ä�›�Å�é�¿�Ó�b�”�‘�O�·�©�á�æ�Â�Ÿ  �ž�Ó�å� �ž�ï�µ�›
ƒ���`�o
�M�‡�b�{

hostname(config)# arp outside 209.165.200.225 0009.7cbe.2100
hostname(config)# arp-inspection outside enable no-flood

���È�¯�Ú�ï�Å �¯�Ú�ï�Å 
†�Ì

arp �µ�»�Â�Ÿ�¿�«  ARP �¤�ï�Ä�æ�›�å�C�`�‡�b�{

clear configure arp-inspection ARP �U�*�w�¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï�›	«�ˆ�`�‡�b�{

firewall transparent �Ñ�•� �ž�¢�¥�”�ç  �Þ�”�Å�›�•�a�t
ƒ���`�‡�b�{

show arp statistics ARP �w�-	Ø�C�›
¯�Ô�`�‡�b�{

show running-config arp ARP �»� �Ü�ž�¢�Ä�w�q�O�w�¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï�›
¯�Ô�`
�‡�b�{
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asdm disconnect
�ž�«�Â�Ÿ�Ò�s  ASDM �·�¿�³�ã�ï�›	4�ƒ�b�”�t�x�z�›�V  EXEC �Þ�”�Å�p  asdm disconnect �¯�Ú�ï�Å�›
�–�;�`�‡�b�{  

asdm disconnect session

�³�ï�»�¿�«�µ�w
†�Ì

�Ã�Ñ�¥�ç�Ä �Ã�Ñ�¥�ç�Ä�w�ˆ�^�•�‹�x�K�“�‡�d�œ�{

�¯�Ú�ï�Å  �Þ�”�Å �Í�w
¯�x�z�\�w�¯�Ú�ï�Å�›�Ö�—�p�V�”�Þ�”�Å�›�Ô�`�o�M�‡�b�{

�¯�Ú�ï�Å�d�º

�–�;	Í�w�̈ � �Å�å� �ï �ž�«�Â�Ÿ�Ò�s  ASDM �·�¿�³�ã�ï�q�f�•�t���È
Ç�Z�’�•�o�M�”�·�¿�³�ã�ï  ID �w�æ�µ�Ä�›
¯�Ô�b�”�t
�x�z show asdm sessions �¯�Ú�ï�Å�›�–�;�`�‡�b�{�›���w�·�¿�³�ã�ï�›	4�ƒ�b�”�t�x�z asdm disconnect
�¯�Ú�ï�Å�›�–�;�`�‡�b�{

ASDM �·�¿�³�ã�ï�›	4�ƒ�`�o�‹�z�’�“�w�b�‚�o�w�ž�«�Â�Ÿ�Ò�s  ASDM �·�¿�³�ã�ï�x�z���È
Ç�Z�’
�•�o�M�”  ID �›�-�Ë�`�‡�b�{�h�q�Q�y�z 3 �m�w�ž�«�Â�Ÿ�Ò�s  ASDM �·�¿�³�ã�ï�U�K�“�z�f�•�g�•�w
�·�¿�³�ã�ï  ID �U 0�z1�z2 �p�K�”	Ô�ù�z �·�¿�³�ã�ï  1 �›	4�ƒ�`�o�‹�z �’�“�w�ž�«�Â�Ÿ�Ò�s  ASDM �·�¿
�³�ã�ï�x�·�¿�³�ã�ï  ID 0 �S�‘�|  2 �›�-�Ë�`�‡�b�{ �\�w�«�p�x�z �Í�w	ý�`�M  ASDM �·�¿�³�ã�ï�t�·�¿
�³�ã�ï  ID 1 �U�Â�“�p�o�’�•�z�f�w�™�w	ý�`�M�·�¿�³�ã�ï�t�x�z�·�¿�³�ã�ï  ID 3 �T�’	q
j�t  ID �U�Â
�“�p�o�’�•�‡�b�{

�« �Í�w�«�p�x�z�·�¿�³�ã�ï  ID 0 �w ASDM �·�¿�³�ã�ï�›	4�ƒ�`�o�M�‡�b�{ asdm disconnect �¯�Ú�ï�Å�w
�Ö�—
²�™�t�z show asdm sessions �¯�Ú�ï�Å�p�z�ž�«�Â�Ÿ�Ò�s  ASDM �·�¿�³�ã�ï�›
¯�Ô�`�o�M�‡�b�{

hostname# show asdm sessions

0 192.168.1.1
1 192.168.1.2
hostname# asdm disconnect 0
hostname# show asdm sessions

1 192.168.1.2

���È�¯�Ú�ï�Å

session 	4�ƒ�^�d�”�ž�«�Â�Ÿ�Ò�s  ASDM �·�¿�³�ã�ï�w�·�¿�³�ã�ï  ID�{�b�‚�o�w�ž
�«�Â�Ÿ�Ò�s  ASDM �·�¿�³�ã�ï�w�·�¿�³�ã�ï  ID �›
¯�Ô�b�”�t�x�z show
asdm sessions �¯�Ú�ï�Å�›�–�;�`�‡�b�{

�¯�Ú�ï�Å  �Þ�”�Å

�Ñ�•� �ž�¢�¥�”�ç  �Þ�”�Å �·�©�á�æ�Â�Ÿ  �¯�ï�Â�©�µ�Ä

�ç�”�Â�¿�Å �•�a �³�ï�¬�ç

�Ú�ç�½

�¯�ï�Â�©�µ�Ä �³�µ�Â�Ü

�›�V  EXEC • • • • —

�æ�æ�”�µ �!�Ë�º�0

7.0(1) pdm disconnect �¯�Ú�ï�Å�U  asdm disconnect �¯�Ú�ï�Å�t�!�Ë�^�•�‡�`�h�{

�¯�Ú�ï�Å 
†�Ì

show asdm sessions �ž�«�Â�Ÿ�Ò�s  ASDM �·�¿�³�ã�ï�q�f�•�t���È
Ç�Z�’�•�o�M�”�·�¿�³�ã
�ï  ID �w�æ�µ�Ä�›
¯�Ô�`�‡�b�{
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asdm disconnect log_session
�ž�«�Â�Ÿ�Ò�s  ASDM �é�ª�ï�¬  �·�¿�³�ã�ï�›	4�ƒ�b�”�t�x�z�›�V  EXEC �Þ�”�Å�p  asdm disconnect
log_session �¯�Ú�ï�Å�›�–�;�`�‡�b�{  

sdm disconnect log_session session

�³�ï�»�¿�«�µ�w
†�Ì

�Ã�Ñ�¥�ç�Ä �Ã�Ñ�¥�ç�Ä�w�ˆ�^�•�‹�x�K�“�‡�d�œ�{

�¯�Ú�ï�Å  �Þ�”�Å �Í�w
¯�x�z�\�w�¯�Ú�ï�Å�›�Ö�—�p�V�”�Þ�”�Å�›�Ô�`�o�M�‡�b�{

�¯�Ú�ï�Å�d�º

�–�;	Í�w�̈ � �Å�å� �ï �ž�«�Â�Ÿ�Ò�s  ASDM �é�ª�ï�¬  �·�¿�³�ã�ï�q�f�•�t���È
Ç�Z�’�•�o�M�”�·�¿�³�ã�ï  ID �w�æ�µ�Ä�›

¯�Ô�b�”�t�x�z show asdm log_sessions �¯�Ú�ï�Å�›�–�;�`�‡�b�{�›���w�é�ª�ï�¬  �·�¿�³�ã�ï�›	4�ƒ
�b�”�t�x�z asdm disconnect log_session �¯�Ú�ï�Å�›�–�;�`�‡�b�{

�ž�«�Â�Ÿ�Ò�s�¤  ASDM �·�¿�³�ã�ï�x�z 1 �m�‡�h�x
ó
:�w  ASDM �é�ª�ï�¬  �·�¿�³�ã�ï�q���È
Ç�Z�’
�•�o�M�‡�b�{ ASDM �x�z�é�ª�ï�¬  �·�¿�³�ã�ï�›�–�;�`�o�z�·�©�á�æ�Â�Ÿ  �ž�Ó�å� �ž�ï�µ�T�’  syslog
�Ý�¿�·�”�´�›	��˜�`�‡�b�{�é�¬  �·�¿�³�ã�ï�›	4�ƒ�b�”�q�z�ž�«�Â�Ÿ�Ò�s  ASDM �·�¿�³�ã�ï�t�q�è
�¹�U�t�•�\�q�U�K�“�‡�b�{
Æ�A�s  ASDM �·�¿�³�ã�ï�›	4�ƒ�b�”�t�x�z asdm disconnect �¯�Ú�ï�Å�›
�–�;�`�‡�b�{

�¢�«�£ �¤  ASDM �·�¿�³�ã�ï�x�z	—�s�X�q�‹  1 �m�w ASDM �é�ª�ï�¬  �·�¿�³�ã�ï�›�-�Ë�`�o�M�”�h�Š�z show
asdm sessions �q  show asdm log_sessions �w	Z�—�x�‰�a�º�0�t�s�”�\�q�‹�K�“�‡�b�{

ASDM �é�ª�ï�¬  �·�¿�³�ã�ï�›	4�ƒ�`�o�‹�z�’�“�w�b�‚�o�w�ž�«�Â�Ÿ�Ò�s  ASDM �é�ª�ï�¬  �·�¿�³�ã
�ï�x�z���È
Ç�Z�’�•�o�M�”  ID �›�-�Ë�`�‡�b�{�h�q�Q�y�z 3 �m�w�ž�«�Â�Ÿ�Ò�s  ASDM �é�ª�ï�¬  �·�¿
�³�ã�ï�U�K�“�z�f�•�g�•�w�·�¿�³�ã�ï  ID �U 0�z 1�z 2 �p�K�”	Ô�ù�z�·�¿�³�ã�ï  1 �›	4�ƒ�`�o�‹�z�’
�“�w�ž�«�Â�Ÿ�Ò�s  ASDM �é�ª�ï�¬  �·�¿�³�ã�ï�x�·�¿�³�ã�ï  ID 0 �S�‘�|  2 �›�-�Ë�`�‡�b�{�\�w�«�p
�x�z�Í�w	ý�`�M  ASDM �é�ª�ï�¬  �·�¿�³�ã�ï�t�·�¿�³�ã�ï  ID 1 �U�Â�“�p�o�’�•�z�f�w�™�w	ý�`�M�é
�ª�ï�¬  �·�¿�³�ã�ï�t�x�z�·�¿�³�ã�ï  ID 3 �T�’	q
j�t  ID �U�Â�“�p�o�’�•�‡�b�{

session 	4�ƒ�^�d�”�ž�«�Â�Ÿ�Ò�s  ASDM �é�ª�ï�¬  �·�¿�³�ã�ï�w�·�¿�³�ã�ï  ID�{�b
�‚�o�w�ž�«�Â�Ÿ�Ò�s  ASDM �·�¿�³�ã�ï�w�·�¿�³�ã�ï  ID �›
¯�Ô�b�”�t�x�z
show asdm log_sessions �¯�Ú�ï�Å�›�–�;�`�‡�b�{

�¯�Ú�ï�Å  �Þ�”�Å

�Ñ�•� �ž�¢�¥�”�ç  �Þ�”�Å �·�©�á�æ�Â�Ÿ  �¯�ï�Â�©�µ�Ä

�ç�”�Â�¿�Å �•�a �³�ï�¬�ç

�Ú�ç�½

�¯�ï�Â�©�µ�Ä �³�µ�Â�Ü

�›�V  EXEC • • • • —

�æ�æ�”�µ �!�Ë�º�0

7.0(1) �\�w�¯�Ú�ï�Å�U�‹�Ö�^�•�‡�`�h�{
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�« �Í�w�«�p�x�z�·�¿�³�ã�ï  ID 0 �w ASDM �·�¿�³�ã�ï�›	4�ƒ�`�o�M�‡�b�{ asdm disconnect log_sessions
�¯�Ú�ï�Å�w�Ö�—
²�™�t�z show asdm log_sessions �¯�Ú�ï�Å�p�z�ž�«�Â�Ÿ�Ò�s  ASDM �·�¿�³�ã�ï�›
¯
�Ô�`�o�M�‡�b�{

hostname# show asdm log_sessions

0 192.168.1.1
1 192.168.1.2
hostname# asdm disconnect 0
hostname# show asdm log_sessions

1 192.168.1.2

���È�¯�Ú�ï�Å �¯�Ú�ï�Å 
†�Ì

show asdm log_sessions �ž�«�Â�Ÿ�Ò�s  ASDM �é�ª�ï�¬  �·�¿�³�ã�ï�q�f�•�t���È
Ç�Z�’�•�o
�M�”�·�¿�³�ã�ï  ID �w�æ�µ�Ä�›
¯�Ô�`�‡�b�{
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asdm group

�«�™ �\�w�¯�Ú�ï�Å�›	��ˆ�p
ƒ���`�s�M�p�X�i�^�M�{ asdm group �¯�Ú�ï�Å�x  ASDM �t�‘�l�o�î�æ�¯�ï
�Ñ�Ÿ�ª�á�è�”�³�ã�ï�t�å�C�^�•�z�º
æ�;�t�–�;�^�•�‡�b�{�\�w�¯�Ú�ï�Å�x�z	Ø�C���™�w�h�Š�i�Z�t
�\�w�Ú�Ç�á�ž�ç�t�G�L�^�•�o�M�‡�b�{

asdm group real_grp_name real_if_name

asdm group ref_grp_name ref_if_name reference real_grp_name

�³�ï�»�¿�«�µ�w
†�Ì

�Ã�Ñ�¥�ç�Ä �Ã�Ñ�¥�ç�Ä�w�ˆ�^�•�‹�x�K�“�‡�d�œ�{

�¯�Ú�ï�Å  �Þ�”�Å �Í�w
¯�x�z�\�w�¯�Ú�ï�Å�›�Ö�—�p�V�”�Þ�”�Å�›�Ô�`�o�M�‡�b�{

�¯�Ú�ï�Å�d�º

�–�;	Í�w�̈ � �Å�å� �ï �\�w�¯�Ú�ï�Å�›	��ˆ�p
ƒ���‡�h�x�_	†�`�s�M�p�X�i�^�M�{

real_grp_name ASDM �¦�Ò�´�£�«�Ä  �¬�ç�”�Ó�w�Ê
²�{

real_if_name �¦���w�¦�Ò�´�£�«�Ä  �¬�ç�”�Ó�U���È
Ç�Z�’�•�o�M�”� �ï�»�”�Ñ�£� �µ�w
�Ê
²�{

ref_grp_name real_grp_name �¾
:�p�¦���^�•�h�¦�Ò�´�£�«�Ä  �¬�ç�”�Ó�w�!�õ�^�•�h  IP �ž
�Å�è�µ�›���‰�¦�Ò�´�£�«�Ä  �¬�ç�”�Ó�w�Ê
²�{

ref_if_name �£	ô�Ä�å�Ñ�Ÿ�¿�«�w�|
Œ  IP �ž�Å�è�µ�U�!�õ�^�•�”�i�q�s�”� �ï�»�”�Ñ�£
� �µ�w�Ê
²�{  

�¯�Ú�ï�Å  �Þ�”�Å

�Ñ�•� �ž�¢�¥�”�ç  �Þ�”�Å �·�©�á�æ�Â�Ÿ  �¯�ï�Â�©�µ�Ä

�ç�”�Â�¿�Å �•�a �³�ï�¬�ç

�Ú�ç�½

�¯�ï�Â�©�µ�Ä �³�µ�Â�Ü

�¬�é�”�Ì�ç  �¯�ï�Ñ�Ÿ�ª�á�è�”
�³�ã�ï

• • • • —

�æ�æ�”�µ �!�Ë�º�0

7.0(1) pdm group �¯�Ú�ï�Å�U  asdm group �¯�Ú�ï�Å�t�!�Ë�^�•�‡�`�h�{
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asdm history enable
ASDM �d�º�Ä�å�¿�©�ï�¬�›� �É�”�Ò�ç�t�b�”�t�x�z�¬�é�”�Ì�ç  �¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï  �Þ�”�Å�p
asdm history enable �¯�Ú�ï�Å�›�–�;�`�‡�b�{ ASDM �d�º�Ä�å�¿�©�ï�¬�›�Ã�Ÿ�·�”�Ò�ç�t�b�”�t�x�z
�\�w�¯�Ú�ï�Å�w  no ���Ü�›�–�;�`�‡�b�{  

asdm history enable

no asdm history enable

�³�ï�»�¿�«�µ�w
†�Ì �\�w�¯�Ú�ï�Å�t�x�z�¾
:�‹�©�”�ë�”�Å�‹�K�“�‡�d�œ�{

�Ã�Ñ�¥�ç�Ä �Ã�Ñ�¥�ç�Ä�w�ˆ�^�•�‹�x�K�“�‡�d�œ�{

�¯�Ú�ï�Å  �Þ�”�Å �Í�w
¯�x�z�\�w�¯�Ú�ï�Å�›�Ö�—�p�V�”�Þ�”�Å�›�Ô�`�o�M�‡�b�{

�¯�Ú�ï�Å�d�º

�–�;	Í�w�̈ � �Å�å� �ï ASDM �d�º�Ä�å�¿�©�ï�¬�›� �É�”�Ò�ç�t�b�”�\�q�t�‘�l�o�˜�’�•�”	Ø�C�x�z ASDM �d�º�Ì�¿�Ñ�•�t
�¨�ò�^�•�‡�b�{�\�w	Ø�C�›
¯�Ô�b�”�t�x�z show asdm history �¯�Ú�ï�Å�›�–�;�`�‡�b�{�\�w�d�º	Ø�C
�x�z ASDM �t�‘�l�o�Ã�Ì� �µ  �Þ�Ç�»�æ�ï�¬�t�–�;�^�•�‡�b�{

�« �Í�w�«�p�x�z ASDM �d�º�Ä�å�¿�©�ï�¬�›� �É�”�Ò�ç�t�`�o�M�‡�b�{

hostname(config)# asdm history enable
hostname(config)#

���È�¯�Ú�ï�Å

�¯�Ú�ï�Å  �Þ�”�Å

�Ñ�•� �ž�¢�¥�”�ç  �Þ�”�Å �·�©�á�æ�Â�Ÿ  �¯�ï�Â�©�µ�Ä

�ç�”�Â�¿�Å �•�a �³�ï�¬�ç

�Ú�ç�½

�¯�ï�Â�©�µ�Ä �³�µ�Â�Ü

�¬�é�”�Ì�ç  �¯�ï�Ñ�Ÿ�ª�á�è�”
�³�ã�ï

• • • • •

�æ�æ�”�µ �!�Ë�º�0

7.0(1) pdm history enable �¯�Ú�ï�Å�U  asdm history enable �¯�Ú�ï�Å�t�!�Ë�^�•�‡
�`�h�{

�¯�Ú�ï�Å 
†�Ì

show asdm history ASDM �d�º�Ì�¿�Ñ�•�w�º�0�›
¯�Ô�`�‡�b�{
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asdm image
�Ñ�å�¿�³�á  �Ý�Þ�æ�º�w  ASDM �¹�Ñ�Ä�¢�£�ž  � �Ý�”�´�w	Ô	t�›�¦���b�”�t�x�z �¬�é�”�Ì�ç  �¯�ï�Ñ�Ÿ
�ª�á�è�”�³�ã�ï  �Þ�”�Å�p  asdm image �¯�Ú�ï�Å�›�–�;�`�‡�b�{� �Ý�”�´�w	Ô	t�w�¦���›�_	†�b�”�t
�x�z�\�w�¯�Ú�ï�Å�w  no ���Ü�›�–�;�`�‡�b�{  

asdm image url

no asdm image [url]

�³�ï�»�¿�«�µ�w
†�Ì

�Ã�Ñ�¥�ç�Ä �\�w�¯�Ú�ï�Å�›�µ�»�”�Ä�ž�¿�Ó  �¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï�t���Š�s�M	Ô�ù�z�·�©�á�æ�Â�Ÿ  �ž�Ó�å� 
�ž�ï�µ�x�7	s�t�U	Z�`�h  ASDM � �Ý�”�´�›�I�ˆ�Ì�t�–�;�`�‡�b�{�º���Ñ�å�¿�³�á  �Ý�Þ�æ�w�ç�”�Ä
�Ã�Ÿ�è�«�Ä�æ�º�›�U�g�`�z�Í�t�Ž
æ�Ñ�å�¿�³�á  �Ý�Þ�æ�›�U�g�`�‡�b�{� �Ý�”�´�›�U	Z�`�h	Ô�ù�z�·
�©�á�æ�Â�Ÿ  �ž�Ó�å� �ž�ï�µ�x  asdm image �¯�Ú�ï�Å�›�î�æ�¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï�t
à�Ö�`�‡�b�{

�¯�Ú�ï�Å  �Þ�”�Å �Í�w
¯�x�z�\�w�¯�Ú�ï�Å�›�Ö�—�p�V�”�Þ�”�Å�›�Ô�`�o�M�‡�b�{

�¯�Ú�ï�Å�d�º

�–�;	Í�w�̈ � �Å�å� �ï �Ñ�å�¿�³�á  �Ý�Þ�æ�t
ó
:�w  ASDM �¹�Ñ�Ä�¢�£�ž  � �Ý�”�´�›�¨�ò�p�V�‡�b�{�ž�«�Â�Ÿ�Ò�s  ASDM
�·�¿�³�ã�ï�w�K�”���t�z asdm image �¯�Ú�ï�Å�›�Ö�—�`�o	ý�`�M  ASDM �¹�Ñ�Ä�¢�£�ž  � �Ý�”�´�›�¦
���`�o�‹�z�ž�«�Â�Ÿ�Ò�s�·�¿�³�ã�ï�x�¤�…�`�‡�d�œ�{�ž�«�Â�Ÿ�Ò�s  ASDM �·�¿�³�ã�ï�x�z�·�¿�³�ã
�ï�›�‰�•�`�h  ASDM �¹�Ñ�Ä�¢�£�ž  � �Ý�”�´�›�¾�V���V�–�;�`�‡�b�{	ý�`�M  ASDM �·�¿�³�ã�ï�x�z
	ý�`�M�¹�Ñ�Ä�¢�£�ž  � �Ý�”�´�›�–�;�`�‡�b�{ no asdm image �¯�Ú�ï�Å�›�Ö�—�b�”�q�z�¯�ï�Ñ�Ÿ�ª�á
�è�”�³�ã�ï�T�’�¯�Ú�ï�Å�U�_	†�^�•�‡�b�{�h�i�`�z�7�™�t
ƒ���`�h� �Ý�”�´�w	Ô	t�›�–�;�`�o�z�·
�©�á�æ�Â�Ÿ  �ž�Ó�å� �ž�ï�µ�T�’  ASDM �t�ž�«�·�µ�p�V�‡�b�{

url �Ñ�å�¿�³�á  �Ý�Þ�æ�º�w  ASDM � �Ý�”�´�w	Ô	t�›
ƒ���`�‡�b�{ �Í�w  URL �³�ï�»�¿
�«�µ�›�€	°�`�o�X�i�^�M�{

• disk0:/[path/]filename

ASA 5500 �³�æ�”�¶�&� ���·�©�á�æ�Â�Ÿ  �ž�Ó�å� �ž�ï�µ�w	Ô�ù�z �\�w  URL �x
�º���Ñ�å�¿�³�á  �Ý�Þ�æ�›�¦�`�‡�b�{ disk0 �p�x�s�X  flash �›�–�;�b�”�\�q�‹�p
�V�‡�b�{�\�•�’�x�z�¤� �æ�ž�µ�����t�K�“�‡�b�{

• disk1:/[path/]filename

ASA 5500 �³�æ�”�¶�&� ���·�©�á�æ�Â�Ÿ  �ž�Ó�å� �ž�ï�µ�w	Ô�ù�z �\�w  URL �x
�Ž
æ�Ñ�å�¿�³�á  �Ý�Þ�æ �§�”�Å�›�¦�`�‡�b�{

• flash:/[path/]filename

�\�w  URL �x�º���Ñ�å�¿�³�á  �Ý�Þ�æ�›�¦�`�‡�b�{

�¯�Ú�ï�Å  �Þ�”�Å

�Ñ�•� �ž�¢�¥�”�ç  �Þ�”�Å �·�©�á�æ�Â�Ÿ  �¯�ï�Â�©�µ�Ä

�ç�”�Â�¿�Å �•�a �³�ï�¬�ç

�Ú�ç�½

�¯�ï�Â�©�µ�Ä �³�µ�Â�Ü

�¬�é�”�Ì�ç  �¯�ï�Ñ�Ÿ�ª�á�è�”
�³�ã�ï

• • • — •

�æ�æ�”�µ �!�Ë�º�0

7.0(1) �\�w�¯�Ú�ï�Å�U�‹�Ö�^�•�‡�`�h�{
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�\�w�¯�Ú�ï�Å�›�µ�»�”�Ä�ž�¿�Ó  �¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï�t���Š�s�M	Ô�ù�z�·�©�á�æ�Â�Ÿ  �ž�Ó�å� 
�ž�ï�µ�x�7	s�t�U	Z�`�h  ASDM � �Ý�”�´�›�I�ˆ�Ì�t�–�;�`�‡�b�{�º���Ñ�å�¿�³�á  �Ý�Þ�æ�w�ç�”�Ä
�Ã�Ÿ�è�«�Ä�æ�º�›�U�g�`�z�Í�t�Ž
æ�Ñ�å�¿�³�á  �Ý�Þ�æ�›�U�g�`�‡�b�{� �Ý�”�´�›�U	Z�`�h	Ô�ù�z�·
�©�á�æ�Â�Ÿ  �ž�Ó�å� �ž�ï�µ�x  asdm image �¯�Ú�ï�Å�›�î�æ�¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï�t
à�Ö�`�‡�b�{

ž�c  write memory �¯�Ú�ï�Å�›�–�;�`�o�z�î�æ�¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï�›�µ�»�”�Ä�ž�¿�Ó  �¯�ï�Ñ�Ÿ
�ª�á�è�”�³�ã�ï�t�-���`�o�X�i�^�M�{ asdm image �¯�Ú�ï�Å�›�µ�»�”�Ä�ž�¿�Ó  �¯�ï�Ñ�Ÿ�ª�á�è�”
�³�ã�ï�t�-���`�o�S�T�s�M�q�z�6�I�ˆ�b�”�h�|�t�·�©�á�æ�Â�Ÿ  �ž�Ó�å� �ž�ï�µ�U  ASDM � �Ý�”�´
�›�s�`�z asdm image �¯�Ú�ï�Å�›�î�æ�¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï�t
à�Ö�`�‡�b�{ Auto Update �›�–�;�`
�o�M�”	Ô�ù�x�z�I�ˆ�Ì�t�\�w�¯�Ú�ï�Å�U�×�ˆ�$�t�å�C�^�•�z�·�©�á�æ�Â�Ÿ  �ž�Ó�å� �ž�ï�µ�t�K�”�¯
�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï�U  Auto Update Server �t�K�”�¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï�q�°�•�`�s�X�s�“�‡�b�{
�f�w�h�Š�z�·�©�á�æ�Â�Ÿ  �ž�Ó�å� �ž�ï�µ�x  Auto Update Server �T�’�¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï�›�¼�¢
�ï�é�”�Å�`�‡�b�{�\�w
Æ
ž�A�s�ˆ�^�›�w�Y�t�x�z asdm image �¯�Ú�ï�Å�›�µ�»�”�Ä�ž�¿�Ó  �¯�ï�Ñ�Ÿ
�ª�á�è�”�³�ã�ï�t�-���`�o�S�V�‡�b�{

�« �Í�w�«�p�x�z ASDM � �Ý�”�´�›  asdm.bin �t
ƒ���`�o�M�‡�b�{

hostname(config)# asdm image flash:/asdm.bin
hostname(config)#

���È�¯�Ú�ï�Å �¯�Ú�ï�Å 
†�Ì

show asdm image �q�O�w  ASDM � �Ý�”�´  �Ñ�•� �ç�›
¯�Ô�`�‡�b�{

boot �¹�Ñ�Ä�¢�£�ž  � �Ý�”�´  �Ñ�•� �ç�q�µ�»�”�Ä�ž�¿�Ó  �¯�ï�Ñ�Ÿ�ª�á�è�”
�³�ã�ï  �Ñ�•� �ç�›
ƒ���`�‡�b�{
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asdm location

�«�™ �\�w�¯�Ú�ï�Å�›	��ˆ�p
ƒ���`�s�M�p�X�i�^�M�{ asdm location �¯�Ú�ï�Å�x  ASDM �t�‘�l�o�î�æ�¯�ï
�Ñ�Ÿ�ª�á�è�”�³�ã�ï�t�å�C�^�•�z�º
æ�è	ô�t�–�;�^�•�‡�b�{�\�w�¯�Ú�ï�Å�x�z	Ø�C���™�w�h�Š�i�Z
�t�\�w�Ú�Ç�á�ž�ç�t�G�L�^�•�o�M�‡�b�{

asdm location ip_addr netmask if_name

asdm location ipv6_addr/prefix if_name

�³�ï�»�¿�«�µ�w
†�Ì

�Ã�Ñ�¥�ç�Ä �Ã�Ñ�¥�ç�Ä�w�ˆ�^�•�‹�x�K�“�‡�d�œ�{

�¯�Ú�ï�Å  �Þ�”�Å �Í�w
¯�x�z�\�w�¯�Ú�ï�Å�›�Ö�—�p�V�”�Þ�”�Å�›�Ô�`�o�M�‡�b�{

�¯�Ú�ï�Å�d�º

�–�;	Í�w�̈ � �Å�å� �ï �\�w�¯�Ú�ï�Å�›	��ˆ�p
ƒ���‡�h�x�_	†�`�s�M�p�X�i�^�M�{

ip_addr �É�¿�Ä�ë�”�«  �Ä�Ù�é�´�›���[�b�”�h�Š�t  ASDM �t�‘�l�o�º
æ�p�–�;�^�•
�”  IP �ž�Å�è�µ�{

netmask ip_addr �w�±�Ò�É�¿�Ä  �Ú�µ�«�{

if_name ASDM �t�ž�«�·�µ�b�”�q�V�t�è�a�b�”� �ï�»�”�Ñ�£� �µ�w�Ê
²�{

ipv6_addr/prefix �É�¿�Ä�ë�”�«  �Ä�Ù�é�´�›���[�b�”�h�Š�t  ASDM �t�‘�l�o�º
æ�p�–�;�^�•
�”  IPv6 �ž�Å�è�µ�S�‘�|�Ó�è�Ñ�Ÿ�¿�«�µ�{

�¯�Ú�ï�Å  �Þ�”�Å

�Ñ�•� �ž�¢�¥�”�ç  �Þ�”�Å �·�©�á�æ�Â�Ÿ  �¯�ï�Â�©�µ�Ä

�ç�”�Â�¿�Å �•�a �³�ï�¬�ç

�Ú�ç�½

�¯�ï�Â�©�µ�Ä �³�µ�Â�Ü

�¬�é�”�Ì�ç  �¯�ï�Ñ�Ÿ�ª�á�è�”
�³�ã�ï

• • • • —

�æ�æ�”�µ �!�Ë�º�0

7.0(1) pdm location �¯�Ú�ï�Å�U  asdm location �¯�Ú�ï�Å�t�!�Ë�^�•�‡�`�h�{
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asr-group

‡�0	¶�ç�”�Â�Ÿ�ï�¬  � �ï�»�”�Ñ�£� �µ  �¬�ç�”�Ó  ID �›�¦���b�”�t�x�z� �ï�»�”�Ñ�£� �µ  �¯�ï�Ñ�Ÿ
�ª�á�è�”�³�ã�ï  �Þ�”�Å�p  asr-group �¯�Ú�ï�Å�›�–�;�`�‡�b�{�\�w  ID �›�_	†�b�”�t�x�z�\�w�¯�Ú�ï
�Å�w no ���Ü�›�–�;�`�‡�b�{  

asr-group group_id

no asr-group group_id

�³�ï�»�¿�«�µ�w
†�Ì

�Ã�Ñ�¥�ç�Ä �Ã�Ñ�¥�ç�Ä�w�ˆ�^�•�‹�x�K�“�‡�d�œ�{

�¯�Ú�ï�Å  �Þ�”�Å �Í�w
¯�x�z�\�w�¯�Ú�ï�Å�›�Ö�—�p�V�”�Þ�”�Å�›�Ô�`�o�M�‡�b�{

�¯�Ú�ï�Å�d�º

�–�;	Í�w�̈ � �Å�å� �ï Active/Active �Ñ�£�”�ç�¦�”�Ì�”�U� �É�”�Ò�ç�p�K�”	Ô�ù�z�é�”�Å�Ì�å�ï�³�ï�¬�w�h�Š�t�z
C	ô
€��
�w�æ�»�”�ï  �Ä�å�Ñ�Ÿ�¿�«�U�Ð�ž
÷�”	Í�w�ž�«�Â�Ÿ�Ò�s�¯�ï�Â�©�µ�Ä�›�p�`�o�ç�”�Â�Ÿ�ï�¬�^�•�”
�\�q�U�K�“�‡�b�{ �\�w�Ð�ž
÷�”	Í�p�z 
C	ô
€���w�¯�ï�Â�©�µ�Ä�x�µ�»�ï�Ì�   �¬�ç�”�Ó�º�t�K�“�‡�b�{

asr-group �¯�Ú�ï�Å�p�x�z�£	ô� �ï�»�”�Ñ�£� �µ�t�‘�”�Ñ�é�”�U�_�m�T�’�s�M	Ô�ù�z�‰�a  asr �¬�ç�”
�Ó�w� �ï�»�”�Ñ�£� �µ�p�£	ô�Í�­�¿�Ä�U�6
ü�¨�^�•�‡�b�{�6
ü�¨�t�‘�“�z���w� �ï�»�”�Ñ�£� �µ�t
�‘�”�Ñ�é�”�U�_�m�T�“�z���È
Ç�Z�’�•�o�M�”�¯�ï�Â�©�µ�Ä�U�µ�»�ï�Ì� 	Ý�6�p�K�”	Ô�ù�z�Í�­�¿�Ä
�x	r�g�w�h�Š�t�ž�«�Â�Ÿ�Ò
÷�”�t�8
ù�^�•�‡�b�{

�\�w�¯�Ú�ï�Å�›���®�t�b�”�t�x�z �µ�Â�”�Ä�Ñ�ç  �Ñ�£�”�ç�¦�”�Ì�”�U� �É�”�Ò�ç�p�K�”
ž�A�U�K�“�‡
�b�{

ASR �w�-	Ø�C�›
¯�Ô�b�”�t�x�z show interface detail �¯�Ú�ï�Å�›�–�;�`�‡�b�{�\�w�w�-	Ø�C�t�x�z� 
�ï�»�”�Ñ�£� �µ	Í�p
ù	ô�z	!	ô�z�S�‘�|�Å�é�¿�Ó�^�•�h  ASR �Í�­�¿�Ä�w
:�U���‡�•�o�M�‡�b�{

�« �Í�w�«�p�x�z
¬�R�`�h� �ï�»�”�Ñ�£� �µ�›
‡�0	¶�ç�”�Â�Ÿ�ï�¬  �¬�ç�”�Ó  1 �t�Â�“�p�o�o�M�‡�b�{

�¯�ï�Â�©�µ�Ä  ctx1 �w�¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï

hostname/ctx1(config)# interface e2
hostname/ctx1(config-if)# nameif outside
hostname/ctx1(config-if)# ip address 192.168.1.11 255.255.255.0 standby 192.168.1.21
hostname/ctx1(config-if)# asr-group 1

group_id 
‡�0	¶�ç�”�Â�Ÿ�ï�¬  �¬�ç�”�Ó  ID�{���®�s�‹�x  1 �™ 32 �p�b�{

�¯�Ú�ï�Å  �Þ�”�Å

�Ñ�•� �ž�¢�¥�”�ç  �Þ�”�Å �·�©�á�æ�Â�Ÿ  �¯�ï�Â�©�µ�Ä

�ç�”�Â�¿�Å �•�a �³�ï�¬�ç

�Ú�ç�½

�¯�ï�Â�©�µ�Ä �³�µ�Â�Ü

�  � ï �» � ” �Ñ�£�   �µ  � ¯ � ï �Ñ�Ÿ
�ª�á�è�”�³�ã�ï

• • — • —

�æ�æ�”�µ �!�Ë�º�0

7.0(1) �\�w�¯�Ú�ï�Å�U�‹�Ö�^�•�‡�`�h�{
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�¯�ï�Â�©�µ�Ä  ctx2 �w�¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï

hostname/ctx2(config)# interface e3
hostname/ctx2(config-if)# nameif outside
hostname/ctx2(config-if)# ip address 192.168.1.31 255.255.255.0 standby 192.168.1.41
hostname/ctx2(config-if)# asr-group 1

���È�¯�Ú�ï�Å �¯�Ú�ï�Å 
†�Ì

interface � �ï�»�”�Ñ�£� �µ  �¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï  �Þ�”�Å�t�Ö�“�‡�b�{

show interface � �ï�»�”�Ñ�£� �µ�w�-	Ø�C�›
¯�Ô�`�‡�b�{
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auth-cookie-name
�Ý	Â�«�¿�©�”�w�Ê
²�›�¦���b�”�t�x�z AAA �±�”�Ì  �×�µ�Ä  �¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï  �Þ�”�Å�p  
auth-cookie-name �¯�Ú�ï�Å�›�–�;�`�‡�b�{�\�•�x  HTTP Forms �¯�Ú�ï�Å�›�–�;�`�h  SSO �p�b�{

auth-cookie-name

�³�ï�»�¿�«�µ�w
†�Ì

�Ã�Ñ�¥�ç�Ä �Ã�Ñ�¥�ç�Ä�w�‹�•�ˆ�^�x�K�“�‡�d�œ�{

�¯�Ú�ï�Å  �Þ�”�Å �Í�w
¯�x�z�\�w�¯�Ú�ï�Å�›�Ö�—�p�V�”�Þ�”�Å�›�Ô�`�o�M�‡�b�{

�¯�Ú�ï�Å�d�º

�–�;	Í�w�̈ � �Å�å� �ï �·�©�á�æ�Â�Ÿ  �ž�Ó�å� �ž�ï�µ�w  WebVPN �±�”�Ì�x�z HTTP POST �A�{�›�–�;�`�o�³�ï�¬�ç  �±� �ï�¦
�ï�Ý	Â�A�{�›  SSO �±�”�Ì�t
ù	ô�`�‡�b�{�Ý	Â�U
R�­�`�h	Ô�ù�z�Ý	Â  Web �±�”�Ì�x�z�«�å� �ž�ï�Ä
�Ò�å�¢�²�t�Ý	Â�«�¿�©�”�›�&�`�‡�b�{�«�å� �ž�ï�Ä  �Ò�å�¢�²�x�z�f�w�Ý	Â�«�¿�©�”�›���Ô�b�”�\�q
�p�z SSO �Å�Ý� �ï�º�w���w  Web �±�”�Ì�t�0�`�o�Ý	Â�›�æ�M�‡�b�{ auth-cookie-name �¯�Ú�ï�Å�x�z�·
�©�á�æ�Â�Ÿ  �ž�Ó�å� �ž�ï�µ�t�‘�l�o  SSO �p�–�;�^�•�”�Ý	Â�«�¿�©�”�w�Ê
²�›
ƒ���`�‡�b�{  

�°
`�$�s�Ý	Â�«�¿�©�”�w���Ü�x�z Set-Cookie: <�«�¿�©�”�Ê >=< �«�¿�©�”�‹ > �¦ ;< �«�¿�©�”  �ž�Ä�æ
�Ï�á�”�Ä >�§�p�b�{�Í�w�Ý	Â�«�¿�©�”�w�«�p�x�z SMSESSION �U auth-cookie-name �¯�Ú�ï�Å�p
ƒ��
�^�•�”�Ê
²�p�b�{

Set-Cookie:
SMSESSION=yN4Yp5hHVNDgs4FT8dn7+Rwev41hsE49XlKc+1twie0gqnjbhkTkUnR8XWP3hvDH6PZPbHIHtWLD
KTa8ngDB/lbYTjIxrbDx8WPWwaG3CxVa3adOxHFR8yjD55GevK3ZF4ujgU1lhO6fta0dSSOSepWvnsCb7IFxCw
+MGiw0o88uHa2t4l+SillqfJvcpuXfiIAO06D/dapWriHjNoi4llJOgCst33wEhxFxcWy2UWxs4EZSjsI5GyBn
efSQTPVfma5dc/emWor9vWr0HnTQaHP5rg5dTNqunkDEdMIHfbeP3F90cZejVzihM6igiS6P/CEJAjE;Domain
=.example.com;Path=/

AAA �±�”�Ì  �×�µ�Ä  �¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï  �Þ�”�Å�p�Ö�—�^�•�h�Í�w�«�p�x�z example.com �q�M�O
�Ê
²�w  Web �±�”�Ì�T�’	!	ô�`�h�Ý	Â�«�¿�©�”�w�Ý	Â�«�¿�©�”�Ê�q�`�o  SMSESSION �›�¦���`�o�M
�‡�b�{

hostname(config)# aaa-server testgrp1 host example.com
hostname(config-aaa-server-host)# auth-cookie-name SMSESSION
hostname(config-aaa-server-host)# 

name �Ý	Â�«�¿�©�”�w�Ê
²�{�7�G�Õ�x  128 ���È�p�b�{

�¯�Ú�ï�Å  �Þ�”�Å

�Ñ�•� �ž�¢�¥�”�ç  �Þ�”�Å �·�©�á�æ�Â�Ÿ  �¯�ï�Â�©�µ�Ä

�ç�”�Â�¿�Å �•�a �³�ï�¬�ç

�Ú�ç�½

�¯�ï�Â�©�µ�Ä �³�µ�Â�Ü

AAA �±�”�Ì  �×�µ�Ä  �¯�ï�Ñ�Ÿ
�ª�á�è�”�³�ã�ï

• — • — —

�æ�æ�”�µ �!�Ë�º�0

7.1(1) �\�w�¯�Ú�ï�Å�U�‹�Ö�^�•�‡�`�h�{
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���È�¯�Ú�ï�Å

authentication
WebVPN �‡�h�x�?� �Ý�”�ç  �Ó�é�©�³�w�Ý	Â�M�Ü�›
ƒ���b�”�t�x�z authentication �¯�Ú�ï�Å�›�–�;�`
�‡�b�{ WebVPN �w	Ô�ù�z�\�w�¯�Ú�ï�Å�x  webvpn �Þ�”�Å�p�–�;�`�‡�b�{ �?� �Ý�”�ç  �Ó�é�©�³�¢ IMAP4S�z
POP3S�z SMTPS�£�w	Ô�ù�z�\�w�¯�Ú�ï�Å�x�˜�p�b�”�?� �Ý�”�ç  �Ó�é�©�³  �Þ�”�Å�p�–�;�`�‡�b�{�Ã
�Ñ�¥�ç�Ä�w  AAA �t�í�b�t�x�z�\�w�¯�Ú�ï�Å�w  no ���Ü�›�–�;�`�‡�b�{

�·�©�á�æ�Â�Ÿ  �ž�Ó�å� �ž�ï�µ�x�z�â�”�²�›�Ý	Â�`�o�z�â�”�²�w�ž� �Ã�ï�Â�Ÿ�Â�Ÿ�›�¬�Ý�`�‡�b�{  

authentication {aaa | certificate | mailhost | piggyback}

no authentication

�³�ï�»�¿�«�µ�w
†�Ì

�Ã�Ñ�¥�ç�Ä �Í�w
¯�x�z WebVPN �S�‘�|�?� �Ý�”�ç  �Ó�é�©�³�w�Ã�Ñ�¥�ç�Ä�w�Ý	Â�M�Ü�›�Ô�`�o�M�‡�b�{

�¯�Ú�ï�Å 
†�Ì

action-uri �³�ï�¬�ç  �±� �ï�¦�ï�Ý	Â�;�w�â�”�²�Ê�q�Í�µ�ë�”�Å�›	!	ô�b�”  Web
�±�”�Ì  URI �›�¦���`�‡�b�{  

hidden-parameter �Ý	Â  Web �±�”�Ì�q�w�¦�õ�t�–�;�b�”
‡
¯�Ô�Í�å�Ý�”�»�›�^
R�`�‡�b�{

password-parameter SSO �Ý	Â�;�t�â�”�²  �Í�µ�ë�”�Å�›
ù	ô�b�”
ž�A�U�K�”  HTTP POST �A
�{�w�Í�å�Ý�”�»�w�Ê
²�›�¦���`�‡�b�{

start-url �Ä
²�é�¬� �ï  �«�¿�©�”�w	��˜
Œ  URL �›�¦���`�‡�b�{

user-parameter SSO �Ý	Â�p�–�;�^�•�”  HTTP POST �A�{�w�°
æ�q�`�o�â�”�²�Ê�Í�å
�Ý�”�»�U
ù	ô�^�•�”
ž�A�U�K�”�\�q�›�¦���`�‡�b�{

aaa �·�©�á�æ�Â�Ÿ  �ž�Ó�å� �ž�ï�µ�U
ƒ���A�ˆ  AAA �±�”�Ì�t�0�`�o�½�£�¿�«�b
�”�â�”�²�Ê�q�Í�µ�ë�”�Å�›���™�`�‡�b�{

certificate SSL �É�°�³�¤�”�³�ã�ï�¤�t	Â�Ì	{�›���™�`�‡�b�{  

mailhost �æ�Þ�”�Ä  �Ý�”�ç  �±�”�Ì�›�p�`�h�Ý	Â�{ mailhost �›
ƒ���p�V�”�w�x  SMTPS
�i�Z�p�b�{ IMAP4S �S�‘�|  POP3S �w	Ô�ù�z�Ý�”�ç�×�µ�Ä�Ý	Â�x
ž
"�p�K
�“�z
ƒ���D�ó�s�¦�Ó�³�ã�ï�q�`�o
¯�Ô�^�•�‡�d�œ�{

piggyback HTTPS WebVPN �·�¿�³�ã�ï�U�b�p�t���O�b�”
ž�A�U�K�“�‡�b�{�Ð�ª�”
�Ì�¿�«�Ý	Â�x�z�?� �Ý�”�ç  �Ó�é�©�³�i�Z�p�–�;�p�V�‡�b�{

�Ó�é�Ä�¯�ç �Ã�Ñ�¥�ç�Ä�w�Ý	Â�M�Ü

WebVPN AAA

IMAP4S �Ý�”�ç�×�µ�Ä�¢
ž
"�£

POP3S �Ý�”�ç�×�µ�Ä�¢
ž
"�£

SMTPS AAA
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�¯�Ú�ï�Å  �Þ�”�Å �Í�w
¯�x�z�\�w�¯�Ú�ï�Å�›�Ö�—�p�V�”�Þ�”�Å�›�Ô�`�o�M�‡�b�{

�¯�Ú�ï�Å�d�º

�–�;	Í�w�̈ � �Å�å� �ï �æ�æ�”�µ  7.1(1) �p�x�z�\�w�¯�Ú�ï�Å�›  webvpn �¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï  �Þ�”�Å�p�Ö�—�b�”�q�z�Ä�ï
�É�ç  �¬�ç�”�Ó  webvpn �ž�Ä�æ�Ï�á�”�Ä  �Þ�”�Å�w�‰�s�w�¯�Ú�ï�Å�t�!�õ�^�•�‡�b�{  

WebVPN �w	Ô�ù�z AAA �Ý	Â�q	Â�Ì	{�Ý	Â�w�†�M�›�A�{�p�V�‡�b�{�f�w	Ô�ù�z�â�”�²�x	Â�Ì	{�S�‘
�|�â�”�²�Ê�q�Í�µ�ë�”�Å�›���™�b�”
ž�A�U�K�“�‡�b�{  

�?� �Ý�”�ç  �Ó�é�©�³�Ý	Â�w	Ô�ù�z
ó
:�w�Ý	Â�M�Ü�›�A�{�p�V�‡�b�{

�\�w�¯�Ú�ï�Å�›�6�|�¦���b�”�q�z�q�O�w�¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï�U	Í	{�V�^�•�‡�b�{

�« �Í�w�«�x�z WebVPN �â�”�²�t�0�`�o�Ý	Â�w�h�Š�t	Â�Ì	{�w���™�›�A�{�b�”�M�O�›�Ô�`�o�M�‡�b�{

hostname(config)#  webvpn
hostname(config-webvpn)# authentication certificate

�¯�Ú�ï�Å  �Þ�”�Å

�Ñ�•� �ž�¢�¥�”�ç  �Þ�”�Å �·�©�á�æ�Â�Ÿ  �¯�ï�Â�©�µ�Ä

�ç�”�Â�¿�Å �•�a �³�ï�¬�ç

�Ú�ç�½

�¯�ï�Â�©�µ�Ä �³�µ�Â�Ü

Webvpn • — • — —

Imap4s • — • — —

Pop3s • — • — —

SMTPS • — • — —

�æ�æ�”�µ �!�Ë�º�0

7.0(1) �\�w�¯�Ú�ï�Å�U�‹�Ö�^�•�‡�`�h�{

7.1(1) �\�w�¯�Ú�ï�Å�x�z webvpn �Þ�”�Å�p�x
��­�^�•�z�Ä�ï�É�ç  �¬�ç�”�Ó  webvpn
�ž�Ä�æ�Ï�á�”�Ä  �Þ�”�Å�t�”�V�õ�Q�’�•�‡�`�h�{
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authentication�¢�‰�ø isakmp �Ù�æ�³�”  �¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã
�ï  �Þ�”�Å�£

IKE �Ù�æ�³�”�º�w�Ý	Â�M�Ü�›�¦���b�”�t�x�z�‰�ø  isakmp �Ù�æ�³�”  �¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï  �Þ�”�Å
�p  authentication �¯�Ú�ï�Å�›�–�;�`�‡�b�{ IKE �Ù�æ�³�”�x�z IKE �É�°�³�¤�”�³�ã�ï�;�w�Í�å�Ý�”�»
�w�·�¿�Ä�›���[�`�h�‹�w�p�b�{ ISAKMP �Ý	Â�M�Ü�›�_	†�b�”�t�x�z���È�b�”  clear configure �¯�Ú�ï
�Å�›�–�;�`�‡�b�{

authentication { crack | pre-share | rsa-sig}

�³�ï�»�¿�«�µ�w
†�Ì

�Ã�Ñ�¥�ç�Ä �Ã�Ñ�¥�ç�Ä�w  ISAKMP �Ù�æ�³�”�Ý	Â�x�z pre-share �p�b�{

�¯�Ú�ï�Å  �Þ�”�Å �Í�w
¯�x�z�\�w�¯�Ú�ï�Å�›�Ö�—�p�V�”�Þ�”�Å�›�Ô�`�o�M�‡�b�{

�¯�Ú�ï�Å�d�º

�–�;	Í�w�̈ � �Å�å� �ï RSA �³�¬�Ç�½�ß�›�¦���b�”	Ô�ù�x�z�Ý	Â�Á�¢ CA�£�T�’	Â�Ì	{�›	��˜�b�”�‘�O�t�·�©�á�æ�Â�Ÿ  �ž�Ó
�å� �ž�ï�µ�q�f�w�Ð�ž�›
ƒ���b�”
ž�A�U�K�“�‡�b�{�Ä
²�ž���©�”�›�¦���b�”	Ô�ù�x�z�·�©�á�æ�Â�Ÿ
�ž�Ó�å� �ž�ï�µ�q�f�w�Ð�ž�t�z�Ä
²�ž���©�”�›���‘�t
ƒ���b�”
ž�A�U�K�“�‡�b�{

crack �Ý	Â�M�Ü�q�` �o�z IKE Challenge/Response for Authenticated Cryptographic
Keys�¢ CRACK�£�›�¦���`�‡�b�{

pre-share �Ý	Â�M�Ü�q�`�o�z�Ä
²�ž���©�”�›�¦���`�‡�b�{

priority IKE �Ù�æ�³�”�›�°�™�t�Ý���`�z�f�w�Ù�æ�³�”�t��
Œ	q�•�›�Â�“�p�o�‡�b�{
1 �™ 65534 �w
T
:�›�–�;�`�‡�b�{ 1 �x��
Œ	q�•�U�7�‹�ô�X�z 65534 �U�7�‹�ÿ
�X�s�“�‡�b�{

rsa-sig �Ý	Â�M�Ü�q�`�o�z RSA �³�¬�Ç�½�ß�›�¦���`�‡�b�{

RSA �³�¬�Ç�½�ß�x�z IKE �É�°�³�¤�”�³�ã�ï�t�0�b�”
q�Ý�w�­�U�p�V�‡�b�{
�\�•�x�z �,�Š�$�t�â�”�²�U�Ð�ž�q�w  IKE �É�°�³�¤�”�³�ã�ï�›�æ�l�h�T�r�O
�T�›�z�H�~	��t	Â�Ì�p�V�”�\�q�›�™�¯�`�‡�b�{

�¯�Ú�ï�Å  �Þ�”�Å

�Ñ�•� �ž�¢�¥�”�ç  �Þ�”�Å �·�©�á�æ�Â�Ÿ  �¯�ï�Â�©�µ�Ä

�ç�”�Â�¿�Å �•�a �³�ï�¬�ç

�Ú�ç�½

�¯�ï�Â�©�µ�Ä �³�µ�Â�Ü

�‰�ø isakmp �Ù�æ�³�”  �¯�ï�Ñ�Ÿ
�ª�á�è�”�³�ã�ï

• — • — —

�æ�æ�”�µ �!�Ë�º�0

7.0(1)(1) isakmp policy authentication �¯�Ú�ï�Å�x�7���w�‹�w�p�b�{

7.2.(1) isakmp policy authentication �¯�Ú�ï�Å�U�z authentication �¯�Ú�ï�Å�t�”�V�õ
�Q�’�•�‡�`�h�{
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�« �Í�w�«�x�z�¬�é�”�Ì�ç  �¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï  �Þ�”�Å�p�z authentication �¯�Ú�ï�Å�›�–�;�b�”�M�O
�›�Ô�`�o�M�‡�b�{�\�w�«�p�x�z��
Œ	q�•
j�ø  40 �w IKE �Ù�æ�³�”�p  RSA �³�¬�Ç�½�ß�w�Ý	Â�M�Ü�›�–
�;�b�”�‘�O�t
ƒ���`�‡�b�{

hostname(config)# crypto isakmp policy  40 
hostname(config-isakmp-policy)# authentication rsa-sig

���È�¯�Ú�ï�Å �¯�Ú�ï�Å 
†�Ì

clear configure crypto isakmp �b�‚�o�w  ISAKMP �¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï�›	«�ˆ�`�‡�b�{

clear configure crypto isakmp policy ISAKMP �Ù�æ�³�”  �¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï�›�b�‚�o	«�ˆ
�`�‡�b�{

clear crypto isakmp sa IKE �å�ï�»� �Ü  SA �Ã�”�»�Õ�”�µ�›	«�ˆ�`�‡�b�{

show running-config crypto isakmp �ž�«�Â�Ÿ�Ò�s�¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï�›�b�‚�o
¯�Ô�`�‡
�b�{
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authentication�¢�Ä�ï�É�ç  �¬�ç�”�Ó  webvpn �¯�ï�Ñ�Ÿ�ª�á�è�”
�³�ã�ï  �Þ�”�Å�£

�Ä�ï�É�ç  �¬�ç�”�Ó�w�Ý	Â�M�Ü�›�¦���b�”�t�x�z �Ä�ï�É�ç  �¬�ç�”�Ó  webvpn �¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï
�Þ�”�Å�p  authentication �¯�Ú�ï�Å�›�–�;�`�‡�b�{

authentication aaa [certificate]

authentication certificate [aaa]

�³�ï�»�¿�«�µ�w
†�Ì

�Ã�Ñ�¥�ç�Ä �Ã�Ñ�¥�ç�Ä�w�Ý	Â�M�Ü�x  AAA �p�b�{

�¯�Ú�ï�Å  �Þ�”�Å �Í�w
¯�x�z�\�w�¯�Ú�ï�Å�›�Ö�—�p�V�”�Þ�”�Å�›�Ô�`�o�M�‡�b�{

�¯�Ú�ï�Å�d�º

�–�;	Í�w�̈ � �Å�å� �ï �Ý	Â�M�Ü�x�z	—�s�X�q�‹  1 �m
ž�A�p�b�{ AAA �Ý	Â�z	Â�Ì	{�Ý	Â�z�‡�h�x�f�w�†�M�›�¦���p�V�‡�b�{
�\�•�’�x�z�r�j�’�›
Œ�t�¦���`�o�‹�T�‡�M�‡�d�œ�{�\�w�¯�Ú�ï�Å�›	²�t�`�h	Ô�ù�z�·�©�á�æ�Â�Ÿ  �ž
�Ó�å� �ž�ï�µ�x�Ã�Ñ�¥�ç�Ä�w�Ý	Â�M�Ü�p�K�”  AAA �›�–�;�`�‡�b�{

WebVPN 	Â�Ì	{�Ý	Â�p�x�z HTTPS �â�”�²	Â�Ì	{�›�¤� �ï�»�”�Ñ�£� �µ�t�{�Š�”
ž�A�U�K�“�‡�b�{ �m
�‡�“�z�\�w
¬�R�U�;�ó�b�”�h�Š�t�x�z	Â�Ì	{�Ý	Â�›�¦���b�”
²�t�z http authentication-certificate �¯
�Ú�ï�Å�p� �ï�»�”�Ñ�£� �µ�›�¦���`�o�S�X
ž�A�U�K�“�‡�b�{

�æ�æ�”�µ  7.1(1) �p�x�z�\�w�¯�Ú�ï�Å�›  webvpn �¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï  �Þ�”�Å�p�Ö�—�b�”�q�z�Ä�ï
�É�ç  �¬�ç�”�Ó  webvpn �ž�Ä�æ�Ï�á�”�Ä  �Þ�”�Å�w�‰�s�w�¯�Ú�ï�Å�t�!�õ�^�•�‡�b�{

�« �Í�w�«�x�z�Ä�ï�É�ç  �¬�ç�”�Ó  webvpn �¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï  �Þ�”�Å�w  authentication �¯�Ú�ï�Å�›
�Ô�`�o�M�‡�b�{�Ä�ï�É�ç  �¬�ç�”�Ó�® test�¯�w�Ý�ï�Ì�”�t�0�`�o�z�Ý	Â�t�â�”�²�Ê�q�Í�µ�ë�”�Å�›�–
�;�b�”
ž�A�U�K�”�\�q�›�¦���`�o�M�‡�b�{

hostname(config)# tunnel-group test type webvpn
hostname(config)# tunnel-group test webvpn-attributes
hostname(config-webvpn)# authentication aaa

aaa �\�w�Ä�ï�É�ç  �¬�ç�”�Ó�w�Ý	Â�t�â�”�²�Ê�q�Í�µ�ë�”�Å�›�–�;�b�”�\�q�›
�¦���`�‡�b�{

certificate �Ý	Â�t�Ã�´�»�ç	Â�Ì	{�›�–�;�b�”�\�q�›�¦���`�‡�b�{

�¯�Ú�ï�Å  �Þ�”�Å

�Ñ�•� �ž�¢�¥�”�ç  �Þ�”�Å �·�©�á�æ�Â�Ÿ  �¯�ï�Â�©�µ�Ä

�ç�”�Â�¿�Å �•�a �³�ï�¬�ç

�Ú�ç�½

�¯�ï�Â�©�µ�Ä �³�µ�Â�Ü

�Ä�ï�É�ç  �¬�ç�”�Ó  webvpn �¯
�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï

• — • — —

�æ�æ�”�µ �!�Ë�º�0

7.1(1) �\�w�¯�Ú�ï�Å�x�z webvpn �¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï  �Þ�”�Å�T�’�z�Ä�ï�É�ç
�¬�ç�”�Ó�w  webvpn �ž�Ä�æ�Ï�á�”�Ä  �¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï  �Þ�”�Å�t� 
�ˆ�`�‡�`�h�{
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�Í�w�«�x�z authentication �¯�Ú�ï�Å�›�Ô�`�o�M�‡�b�{�Ä�ï�É�ç  �¬�ç�”�Ó�® docs�¯�w�Ý�ï�Ì�”�t�0�`
�o�z�Ý	Â�t�Ã�´�»�ç	Â�Ì	{�›�–�;�b�”
ž�A�U�K�”�\�q�›�¦���`�o�M�‡�b�{

hostname(config)# tunnel-group docs type webvpn
hostname(config)# tunnel-group docs webvpn-attributes
hostname(config-webvpn)# authentication certificate

���È�¯�Ú�ï�Å �¯�Ú�ï�Å 
†�Ì

clear configure tunnel-group �b�‚�o�w�Ä�ï�É�ç  �¬�ç�”�Ó�w�¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï�›�_
	†�`�‡�b�{

show running-config tunnel-group �q�O�w�Ä�ï�É�ç  �¬�ç�”�Ó  �¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï�›
¯�Ô
�`�‡�b�{

tunnel-group webvpn-attributes WebVPN �Ä�ï �É�ç  �¬�ç�”�Ó  �ž�Ä�æ�Ï�á�”�Ä�›
ƒ���b�”
config-webvpn �Þ�”�Å�t�Ö�“�‡�b�{
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authentication eap-proxy
L2TP over IPSec 
€���p  EAP �›� �É�”�Ò�ç�t�`�z�·�©�á�æ�Â�Ÿ  �ž�Ó�å� �ž�ï�µ�w  PPP �w�Ý	Â�Ó�é�·
�µ�›�Ž
æ�w  RADIUS �Ý	Â�±�”�Ì�t�E�g�^�d�”�t�x�z�Ä�ï�É�ç  �¬�ç�”�Ó�w  ppp �ž�Ä�æ�Ï�á�”�Ä  �¯�ï
�Ñ�Ÿ�ª�á�è�”�³�ã�ï  �Þ�”�Å�p  authentication eap-proxy �¯�Ú�ï�Å�›�–�;�`�‡�b�{  

�¯�Ú�ï�Å�›�Ã�Ñ�¥�ç�Ä
ƒ���¢ CHAP �S�‘�|  MS-CHAP �›�•�D�£�t�í�b�t�x�z�\�w�¯�Ú�ï�Å�w  no ��
�Ü�›�–�;�`�‡�b�{

authentication eap-proxy

no authentication eap-proxy

�³�ï�»�¿�«�µ�w
†�Ì �\�w�¯�Ú�ï�Å�t�x�z�©�”�ë�”�Å�‹�¾
:�‹�K�“�‡�d�œ�{

�Ã�Ñ�¥�ç�Ä �Ã�Ñ�¥�ç�Ä�p�x�z EAP �x�Ý	Â�Ó�é�Ä�¯�ç�q�`�o�•�D�^�•�o�M�‡�d�œ�{

�¯�Ú�ï�Å  �Þ�”�Å �Í�w
¯�x�z�\�w�¯�Ú�ï�Å�›�Ö�—�p�V�”�Þ�”�Å�›�Ô�`�o�M�‡�b�{

�¯�Ú�ï�Å�d�º

�–�;	Í�w�̈ � �Å�å� �ï �\�w�ž�Ä�æ�Ï�á�”�Ä�x�z L2TP/IPSec �Ä�ï�É�ç  �¬�ç�”�Ó  �»� �Ó�i�Z�t�&�;�p�V�‡�b�{

�« �Í�w�¯�Ú�ï�Å�x�z config-ppp �¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï  �Þ�”�Å�p�Ö�—�`�o�M�‡�b�{�\�w�«�p�x�z
pppremotegrp �q�M�O�Ä�ï�É�ç  �¬�ç�”�Ó�w  PPP 
€���w  EAP �t�‘�”�Ý	Â�›�•�D�`�o�M�‡�b�{

hostname(config)# tunnel-group pppremotegrp type IPSec/IPSec
hostname(config)# tunnel-group pppremotegrp ppp-attributes
hostname(config-ppp)# authentication eap
hostname(config-ppp)# 

���È�¯�Ú�ï�Å

�¯�Ú�ï�Å  �Þ�”�Å

�Ñ�•� �ž�¢�¥�”�ç  �Þ�”�Å �·�©�á�æ�Â�Ÿ  �¯�ï�Â�©�µ�Ä

�ç�”�Â�¿�Å �•�a �³�ï�¬�ç

�Ú�ç�½

�¯�ï�Â�©�µ�Ä �³�µ�Â�Ü

�Ä�ï�É�ç  �¬�ç�”�Ó  PPP �ž�Ä�æ
�Ï �á� ” �Ä  � ¯ � ï �Ñ�Ÿ�ª �á�è�”
�³�ã�ï

• — • — —

�æ�æ�”�µ �!�Ë�º�0

7.2(1) �\�w�¯�Ú�ï�Å�U�‹�Ö�^�•�‡�`�h�{

�¯�Ú�ï�Å 
†�Ì

clear configure tunnel-group 
ƒ���^�•�o�M�”�b�‚�o�w�Ä�ï�É�ç  �¬�ç�”�Ó�›	«�ˆ�`�‡�b�{

show running-config tunnel-group �¦���`�h	Â�Ì	{�Ú�¿�Ó  �¤�ï�Ä�æ�›
¯�Ô�`�‡�b�{

tunnel-group-map default-group crypto ca certificate map �¯�Ú�ï�Å�p�^
R�^�•�h	Â�Ì	{�Ú�¿�Ó
�¤�ï�Ä�æ�›�Ä�ï�É�ç  �¬�ç�”�Ó�t���È
Ç�Z�‡�b�{
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authentication ms-chap-v1
IPSec 
€���›�–�;�`�h  L2TP �t�S�M�o�z PPP �w Microsoft CHAP �Ì�”�´�ã�ï  1 �Ý	Â�›� �É�”�Ò�ç�t�b
�”�t�x�z�Ä�ï�É�ç  �¬�ç�”�Ó  PPP �ž�Ä�æ�Ï�á�”�Ä  �¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï  �Þ�”�Å�p  
authentication ms-chap-v1 �¯�Ú�ï�Å�›�–�;�`�‡�b�{�\�w�Ó�é�Ä�¯�ç�x  CHAP �q�¨�Å�`�o�M�‡�b�U�z
CHAP �w�‘�O�t�±�”�Ì�U�«�æ�ž�Â�©�µ�Ä  �Í�µ�ë�”�Å�›�¨�ò�S�‘�|
z�±�b�”�w�p�x�s�X�z �‰�ø�=�^�•
�h�Í�µ�ë�”�Å�w�ˆ�›�¨�ò�S�‘�|
z�±�b�”�h�Š�z�·�©�á�æ�Â�Ÿ�U�ô�X�s�“�‡�b�{�‡�h�z�\�w�Ó�é�Ä�¯
�ç�x�Ã�”�»�‰�ø�=�w�h�Š�w�©�”�›  MPPE �t�‘�l�o
\
R�`�‡�b�{

�¯�Ú�ï�Å�›�Ã�Ñ�¥�ç�Ä
ƒ���¢ CHAP �S�‘�|  MS-CHAP �›�•�D�£�t�í�b�t�x�z�\�w�¯�Ú�ï�Å�w  no ��
�Ü�›�–�;�`�‡�b�{

Microsoft CHAP �Ì�”�´�ã�ï  1 �›�Ã�Ÿ�·�”�Ò�ç�t�b�”�t�x�z�\�w�¯�Ú�ï�Å�w  no ���Ü�›�–�;�`�‡�b�{

authentication ms-chap-v1

no authentication ms-chap-v1

�³�ï�»�¿�«�µ�w
†�Ì �\�w�¯�Ú�ï�Å�t�x�z�¾
:�‹�©�”�ë�”�Å�‹�K�“�‡�d�œ�{

�Ã�Ñ�¥�ç�Ä �Ã�Ñ�¥�ç�Ä�w�ˆ�^�•�‹�x�K�“�‡�d�œ�{

�¯�Ú�ï�Å  �Þ�”�Å �Í�w
¯�x�z�\�w�¯�Ú�ï�Å�›�Ö�—�p�V�”�Þ�”�Å�›�Ô�`�o�M�‡�b�{

�¯�Ú�ï�Å�d�º

�–�;	Í�w�̈ � �Å�å� �ï �\�w�ž�Ä�æ�Ï�á�”�Ä�x�z L2TP/IPSec �Ä�ï�É�ç  �¬�ç�”�Ó  �»� �Ó�i�Z�t�&�;�p�V�‡�b�{

���È�¯�Ú�ï�Å

�¯�Ú�ï�Å  �Þ�”�Å

�Ñ�•� �ž�¢�¥�”�ç  �Þ�”�Å �·�©�á�æ�Â�Ÿ  �¯�ï�Â�©�µ�Ä

�ç�”�Â�¿�Å �•�a �³�ï�¬�ç

�Ú�ç�½

�¯�ï�Â�©�µ�Ä �³�µ�Â�Ü

�Ä�ï�É�ç  �¬�ç�”�Ó  PPP �ž�Ä�æ
�Ï�á�”�Ä

• — • — —

�æ�æ�”�µ �!�Ë�º�0

7.2(1) �\�w�¯�Ú�ï�Å�U�‹�Ö�^�•�‡�`�h�{

�¯�Ú�ï�Å 
†�Ì

clear configure tunnel-group �Ä�ï�É�ç  �¬�ç�”�Ó  �Ã�”�»�Õ�”�µ
¶�.�z�‡�h�x�›���w�Ä�ï�É�ç
�¬�ç�”�Ó�w�ˆ�›	«�ˆ�`�‡�b�{

show running-config tunnel-group �¦���`�h�Ä�ï�É�ç  �¬�ç�”�Ó�‡�h�x�b�‚�o�w�Ä�ï�É�ç  �¬�ç�”�Ó
�w�q�O�w�î�æ�Ä�ï�É�ç  �¬�ç�”�Ó  �¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï�›
¯
�Ô�`�‡�b�{

tunnel-group IPSec �S�‘�|  WebVPN �Ä�ï�É�ç�w
€���t�{���s�è�¯�”�Å�w
�Ã�”�»�Õ�”�µ�›�^
R�S�‘�|���g�`�‡�b�{
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authentication ms-chap-v2
IPSec 
€���›�–�;�`�h  L2TP �t�S�M�o�z PPP �w Microsoft CHAP �Ì�”�´�ã�ï  2 �Ý	Â�›� �É�”�Ò�ç�t�b
�”�t�x�z�Ä�ï�É�ç  �¬�ç�”�Ó  PPP �ž�Ä�æ�Ï�á�”�Ä  �¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï  �Þ�”�Å�p  
authentication ms-chap-v1 �¯�Ú�ï�Å�›�–�;�`�‡�b�{�\�w�Ó�é�Ä�¯�ç�x  CHAP �q�¨�Å�`�o�M�‡�b�U�z
CHAP �w�‘�O�t�±�”�Ì�U�«�æ�ž�Â�©�µ�Ä  �Í�µ�ë�”�Å�›�¨�ò�S�‘�|
z�±�b�”�w�p�x�s�X�z �‰�ø�=�^�•
�h�Í�µ�ë�”�Å�w�ˆ�›�¨�ò�S�‘�|
z�±�b�”�h�Š�z�·�©�á�æ�Â�Ÿ�U�ô�X�s�“�‡�b�{�‡�h�z�\�w�Ó�é�Ä�¯
�ç�x�Ã�”�»�‰�ø�=�w�h�Š�w�©�”�›  MPPE �t�‘�l�o
\
R�`�‡�b�{

�¯�Ú�ï�Å�›�Ã�Ñ�¥�ç�Ä
ƒ���¢ CHAP �S�‘�|  MS-CHAP �›�•�D�£�t�í�b�t�x�z�\�w�¯�Ú�ï�Å�w  no ��
�Ü�›�–�;�`�‡�b�{

Microsoft CHAP �Ì�”�´�ã�ï  2 �›�Ã�Ÿ�·�”�Ò�ç�t�b�”�t�x�z�\�w�¯�Ú�ï�Å�w  no ���Ü�›�–�;�`�‡�b�{

authentication ms-chap-v1

no authentication ms-chap-v1

�³�ï�»�¿�«�µ�w
†�Ì �\�w�¯�Ú�ï�Å�t�x�z�¾
:�‹�©�”�ë�”�Å�‹�K�“�‡�d�œ�{

�Ã�Ñ�¥�ç�Ä �Ã�Ñ�¥�ç�Ä�w�ˆ�^�•�‹�x�K�“�‡�d�œ�{

�¯�Ú�ï�Å  �Þ�”�Å �Í�w
¯�x�z�\�w�¯�Ú�ï�Å�›�Ö�—�p�V�”�Þ�”�Å�›�Ô�`�o�M�‡�b�{

�¯�Ú�ï�Å�d�º

�–�;	Í�w�̈ � �Å�å� �ï �\�w�ž�Ä�æ�Ï�á�”�Ä�x�z L2TP/IPSec �Ä�ï�É�ç  �¬�ç�”�Ó  �»� �Ó�i�Z�t�&�;�p�V�‡�b�{

���È�¯�Ú�ï�Å

�¯�Ú�ï�Å  �Þ�”�Å

�Ñ�•� �ž�¢�¥�”�ç  �Þ�”�Å �·�©�á�æ�Â�Ÿ  �¯�ï�Â�©�µ�Ä

�ç�”�Â�¿�Å �•�a �³�ï�¬�ç

�Ú�ç�½

�¯�ï�Â�©�µ�Ä �³�µ�Â�Ü

�Ä�ï�É�ç  �¬�ç�”�Ó  PPP �ž�Ä�æ
�Ï�á�”�Ä

• — • — —

�æ�æ�”�µ �!�Ë�º�0

7.2(1) �\�w�¯�Ú�ï�Å�U�‹�Ö�^�•�‡�`�h�{

�¯�Ú�ï�Å 
†�Ì

clear configure tunnel-group �Ä�ï�É�ç  �¬�ç�”�Ó  �Ã�”�»�Õ�”�µ
¶�.�z�‡�h�x�›���w�Ä�ï�É�ç
�¬�ç�”�Ó�w�ˆ�›	«�ˆ�`�‡�b�{

show running-config tunnel-group �¦���`�h�Ä�ï�É�ç  �¬�ç�”�Ó�‡�h�x�b�‚�o�w�Ä�ï�É�ç  �¬�ç�”�Ó
�w�q�O�w�î�æ�Ä�ï�É�ç  �¬�ç�”�Ó  �¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï�›
¯
�Ô�`�‡�b�{

tunnel-group IPSec �S�‘�|  WebVPN �Ä�ï�É�ç�w
€���t�{���s�è�¯�”�Å�w
�Ã�”�»�Õ�”�µ�›�^
R�S�‘�|���g�`�‡�b�{
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authentication pap
L2TP over IPSec 
€���p  PPP �w PAP �t�‘�”�Ý	Â�›�•�D�b�”�t�x�z�Ä�ï�É�ç  �¬�ç�”�Ó�w  ppp �ž�Ä�æ
�Ï�á�”�Ä  �¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï  �Þ�”�Å�p  authentication pap �¯�Ú�ï�Å�›�–�;�`�‡�b�{�\�w�Ó�é�Ä
�¯�ç�x�z�Ý	Â�¤�t�«�æ�ž�Â�©�µ�Ä�w�â�”�²�Ê�q�Í�µ�ë�”�Å�›�I�b�w�p�†
¶�p�x�K�“�‡�d�œ�{

�¯�Ú�ï�Å�›�Ã�Ñ�¥�ç�Ä
ƒ���¢ CHAP �S�‘�|  MS-CHAP �›�•�D�£�t�í�b�t�x�z�\�w�¯�Ú�ï�Å�w  no ��
�Ü�›�–�;�`�‡�b�{

authentication pap

no authentication pap

�³�ï�»�¿�«�µ�w
†�Ì �\�w�¯�Ú�ï�Å�t�x�z�©�”�ë�”�Å�‹�¾
:�‹�K�“�‡�d�œ�{

�Ã�Ñ�¥�ç�Ä �Ã�Ñ�¥�ç�Ä�p�x�z PAP �x�Ý	Â�Ó�é�Ä�¯�ç�q�`�o�•�D�^�•�o�M�‡�d�œ�{

�¯�Ú�ï�Å  �Þ�”�Å �Í�w
¯�x�z�\�w�¯�Ú�ï�Å�›�Ö�—�p�V�”�Þ�”�Å�›�Ô�`�o�M�‡�b�{

�¯�Ú�ï�Å�d�º

�–�;	Í�w�̈ � �Å�å� �ï �\�w�ž�Ä�æ�Ï�á�”�Ä�x�z L2TP/IPSec �Ä�ï�É�ç  �¬�ç�”�Ó  �»� �Ó�i�Z�t�&�;�p�V�‡�b�{

�« �Í�w�¯�Ú�ï�Å�x�z config-ppp �¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï  �Þ�”�Å�p�Ö�—�`�o�M�‡�b�{�\�w�«�p�x�z
pppremotegrps �q�M�O�Ä�ï�É�ç  �¬�ç�”�Ó�w  PPP 
€���w  PAP �t�‘�”�Ý	Â�›�•�D�`�o�M�‡�b�{

hostname(config)# tunnel-group pppremotegrp type IPSec/IPSec
hostname(config)# tunnel-group pppremotegrp ppp-attributes
hostname(config-ppp)# authentication pap
hostname(config-ppp)# 

���È�¯�Ú�ï�Å

�¯�Ú�ï�Å  �Þ�”�Å

�Ñ�•� �ž�¢�¥�”�ç  �Þ�”�Å �·�©�á�æ�Â�Ÿ  �¯�ï�Â�©�µ�Ä

�ç�”�Â�¿�Å �•�a �³�ï�¬�ç

�Ú�ç�½

�¯�ï�Â�©�µ�Ä �³�µ�Â�Ü

�Ä�ï�É�ç  �¬�ç�”�Ó  PPP �ž�Ä�æ
�Ï �á� ” �Ä  � ¯ � ï �Ñ�Ÿ�ª �á�è�”
�³�ã�ï

• — • — —

�æ�æ�”�µ �!�Ë�º�0

7.2(1) �\�w�¯�Ú�ï�Å�U�‹�Ö�^�•�‡�`�h�{

�¯�Ú�ï�Å 
†�Ì

clear configure tunnel-group 
ƒ���^�•�o�M�”�b�‚�o�w�Ä�ï�É�ç  �¬�ç�”�Ó�›	«�ˆ�`�‡�b�{

show running-config tunnel-group �¦���`�h	Â�Ì	{�Ú�¿�Ó  �¤�ï�Ä�æ�›
¯�Ô�`�‡�b�{

tunnel-group-map default-group crypto ca certificate map �¯�Ú�ï�Å�p�^
R�^�•�h	Â�Ì	{�Ú�¿�Ó
�¤�ï�Ä�æ�›�Ä�ï�É�ç  �¬�ç�”�Ó�t���È
Ç�Z�‡�b�{
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authentication-port
�›���w�×�µ�Ä�w  RADIUS �Ý	Â�t�–�;�b�”�Ù�”�Ä
j�ø�›�¦���b�”�t�x�z AAA �±�”�Ì  �×�µ�Ä  �Þ�”�Å�p
authentication-port �¯�Ú�ï�Å�›�–�;�`�‡�b�{�Ý	Â�Ù�”�Ä�w�¦���›�_	†�b�”�t�x�z�\�w�¯�Ú�ï�Å�w  no
���Ü�›�–�;�`�‡�b�{�\�w�¯�Ú�ï�Å�x�z�Ý	Â�;�ó�w�Â�“�p�o
Œ�q�s�”�z�æ�Þ�”�Ä  RADIUS �±�”�Ì  �×
�µ�Ä�w�|
Œ  TCP/UDP �Ù�”�Ä
j�ø�›�¦���b�”�‹�w�p�b�{

authentication-port port

no authentication-port

�³�ï�»�¿�«�µ�w
†�Ì

�Ã�Ñ�¥�ç�Ä �Ã�Ñ�¥�ç�Ä�p�x�z�Ã�Ì� �µ�x�Ù�”�Ä  1645 �p  RADIUS �›�æ�¿�µ�ï�`�‡�b�¢ RFC 2058 �t	j�Œ�£ �{�Ù�”
�Ä�›�¦���`�s�M	Ô�ù�x�z RADIUS �Ý	Â�w�Ã�Ñ�¥�ç�Ä  �Ù�”�Ä
j�ø�¢ 1645�£�U�–�;�^�•�‡�b�{

�¯�Ú�ï�Å  �Þ�”�Å �Í�w
¯�x�z�\�w�¯�Ú�ï�Å�›�Ö�—�p�V�”�Þ�”�Å�›�Ô�`�o�M�‡�b�{

�¯�Ú�ï�Å�d�º

�–�;	Í�w�̈ � �Å�å� �ï RADIUS �Ý	Â�±�”�Ì�U  1645 �Ž�Ž�w�Ù�”�Ä�›�–�;�b�”	Ô�ù�x�z aaa-server �¯�Ú�ï�Å�p  RADIUS �±�”
�Ï�µ�›�‰�•�b�”
²�t�z�·�©�á�æ�Â�Ÿ  �ž�Ó�å� �ž�ï�µ�t�&
~�s�Ù�”�Ä�›
ƒ���b�”
ž�A�U�K�“�‡�b�{

�\�w�¯�Ú�ï�Å�x�z RADIUS �t
ƒ���^�•�o�M�”�±�”�Ì  �¬�ç�”�Ó�t�v�“���®�p�b�{  

�« �Í�w�«�p�x�z�×�µ�Ä�® 1.2.3.4� �̄t�0�`�o�® srvgrp1� �̄q�M�O�Ê
²�w  RADIUS AAA �±�”�Ì�›
ƒ���`�z�»
� �Ü�ž�¢�Ä�›  9 
µ�t�z�æ�Ä�å� ���´�›  7 
µ�t�z�Ý	Â�Ù�”�Ä�›  1650 �t
ƒ���`�o�M�‡�b�{

hostname(config)# aaa-server svrgrp1 protocol radius
hostname(config-aaa-server-group)# aaa-server svrgrp1 host 1.2.3.4
hostname(config-aaa-server-host)# timeout 9
hostname(config-aaa-server-host)# retry-interval 7
hostname(config-aaa-server-host)# authentication-port 1650
hostname(config-aaa-server-host)# exit
hostname(config)# 

port RADIUS �Ý	Â�;�w�Ù�”�Ä
j�ø�¢ 1 �™ 65535�£�{

�¯�Ú�ï�Å  �Þ�”�Å

�Ñ�•� �ž�¢�¥�”�ç  �Þ�”�Å �·�©�á�æ�Â�Ÿ  �¯�ï�Â�©�µ�Ä

�ç�”�Â�¿�Å �•�a �³�ï�¬�ç

�Ú�ç�½

�¯�ï�Â�©�µ�Ä �³�µ�Â�Ü

AAA �±�”�Ì  �×�µ�Ä • • • • —

�æ�æ�”�µ �!�Ë�º�0

7.0(1) �\�w�¯�Ú�ï�Å�w�·�Ú�ï�Â�Ÿ�¿�«�U�!�Ë�^�•�z RADIUS �±�”�Ì�›���‰�±�”�Ì
�¬�ç�”�Ó�p�×�µ�Ä�]�q�t�±�”�Ì  �Ù�”�Ä�›�¦���p�V�”�‘�O�t�s�“�‡�`�h�{
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���È�¯�Ú�ï�Å �¯�Ú�ï�Å 
†�Ì

aaa authentication aaa-server �¯�Ú�ï�Å�p�¦���`�h�±�”�Ì	Í�p�w�z LOCAL�z
TACACS+�z�‡�h�x  RADIUS �w�â�”�²�Ý	Â�z �‡�h�x  ASDM �â�”
�²�Ý	Â�›� �É�”�Ò�ç�‡�h�x�Ã�Ÿ�·�”�Ò�ç�t�`�‡�b�{

aaa-server host AAA �±�”�Ì  �×�µ�Ä  �¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï  �Þ�”�Å�t�Ö�“�‡
�b�{�\�w�Þ�”�Å�p�x�z�×�µ�Ä�t�{���w  AAA �±�”�Ì  �Í�å�Ý�”
�»�›
ƒ���p�V�‡�b�{

clear configure aaa-server �b�‚�o�w  AAA �¯�Ú�ï�Å���›�¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï�T�’�_
	†�`�‡�b�{

show running-config aaa-server �b�‚�o�w  AAA �±�”�Ì�z �›���w�±�”�Ì  �¬�ç�”�Ó�z �›���w�¬�ç�”
�Ó�º�w�›���w�±�”�Ì�z �‡�h�x�›���w�Ó�é�Ä�¯�ç�w  AAA �±�”�Ì
�w�-	Ø�C�›
¯�Ô�`�‡�b�{
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authentication-server-group 
�â�”�²�w�Ý	Â�p�–�;�b�”  AAA �±�”�Ì  �¬�ç�”�Ó�›�¦���b�”�t�x�z�Ä�ï�É�ç  �¬�ç�”�Ó�°
`�ž�Ä�æ
�Ï�á�”�Ä  �Þ�”�Å�p  authentication-server-group �¯�Ú�ï�Å�›�–�;�`�‡�b�{�\�w�ž�Ä�æ�Ï�á�”�Ä�›�Ã
�Ñ�¥�ç�Ä�t�í�b�t�x�z�\�w�¯�Ú�ï�Å�w  no ���Ü�›�–�;�`�‡�b�{

authentication-server-group [(interface_name)] server_group [LOCAL | NONE]

no authentication-server-group [(interface_name)] server_group

�³�ï�»�¿�«�µ�w
†�Ì

�Ã�Ñ�¥�ç�Ä �\�w�¯�Ú�ï�Å�w�±�”�Ì  �¬�ç�”�Ó�w�Ã�Ñ�¥�ç�Ä
ƒ���x�z LOCAL �p�b�{

�¯�Ú�ï�Å  �Þ�”�Å �Í�w
¯�x�z�\�w�¯�Ú�ï�Å�›�Ö�—�p�V�”�Þ�”�Å�›�Ô�`�o�M�‡�b�{

�¯�Ú�ï�Å�d�º

�–�;	Í�w�̈ � �Å�å� �ï �Ý	Â�±�”�Ì�›
ƒ���b�”�t�x�z aaa-server �¯�Ú�ï�Å�›�–�;�`�‡�b�{�±�”�Ì  �¬�ç�”�Ó�Ê�w�7�G�Õ�x  16
���È�p�b�{

�\�w�¯�Ú�ï�Å�›�Ö�—�b�”
²�t�z AAA �±�”�Ì  �¬�ç�”�Ó�›
ƒ���`�o�S�X
ž�A�U�K�“�‡�b�{

�æ�æ�”�µ  7.1(1) �p�x�z�\�w�¯�Ú�ï�Å�›  webvpn �¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï  �Þ�”�Å�p�Ö�—�b�”�q�z�Ä�ï
�É�ç  �¬�ç�”�Ó�°
`�ž�Ä�æ�Ï�á�”�Ä  �Þ�”�Å�w�‰�s�w�¯�Ú�ï�Å�t�!�õ�^�•�‡�b�{�b�‚�o�w�»� �Ó�w�Ä
�ï�É�ç  �¬�ç�”�Ó�t�z�\�w�ž�Ä�æ�Ï�á�”�Ä�›�&�;�p�V�”�‘�O�t�s�“�‡�`�h�{

interface_name �¢�¦�Ó�³�ã�ï�£ IPSec �Ä�ï�É�ç�w	4�:�q�s�”� �ï�»�”�Ñ�£� �µ�›�¦���`�‡
�b�{

LOCAL �¢�¦�Ó�³�ã�ï�£�è	ô	Ë�•�t�‘�l�o�±�”�Ì  �¬�ç�”�Ó�t�K�”�b�‚�o�w�±�”�Ì�U
�ž�«�Â�Ÿ�Ò�p�s�X�s�l�h	Ô�ù�t�z�é�”�§�ç  �â�”�²  �Ã�”�»�Õ�”�µ�›�–�;�`
�o�Ý	Â�b�”�\�q�›�¦���`�‡�b�{ �±�”�Ì  �¬�ç�”�Ó�w�Ê
²�U  LOCAL �T  NONE
�w	Ô�ù�x�z�\�\�p  LOCAL �©�”�ë�”�Å�›�–�;�`�s�M�p�X�i�^�M�{

NONE �¢�¦�Ó�³�ã�ï�£�±�”�Ì  �¬�ç�”�Ó�w�Ê
²�›  none �t�¦���`�‡�b�{�Ý	Â�b�”
ž�A
�U�s�M�\�q�›�Ô�b�t�x�z NONE �©�”�ë�”�Å�›�±�”�Ì  �¬�ç�”�Ó�Ê�q�`�o�–
�;�`�‡�b�{

server_group �b�p�t
ƒ���A�ˆ�w  AAA �±�”�Ì  �¬�ç�”�Ó�w�Ê
²�›�¦���`�‡�b�{

�¯�Ú�ï�Å  �Þ�”�Å

�Ñ�•� �ž�¢�¥�”�ç  �Þ�”�Å �·�©�á�æ�Â�Ÿ  �¯�ï�Â�©�µ�Ä

�ç�”�Â�¿�Å �•�a �³�ï�¬�ç

�Ú�ç�½

�¯�ï�Â�©�µ�Ä �³�µ�Â�Ü

�Ä�ï�É�ç  �¬�ç�”�Ó�°
`�ž�Ä�æ
�Ï�á�”�Ä

• — • — —

�æ�æ�”�µ �!�Ë�º�0

7.0(1) �\�w�¯�Ú�ï�Å�U�‹�Ö�^�•�‡�`�h�{

7.1(1) �\�w�¯�Ú�ï�Å�x�z webvpn �¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï  �Þ�”�Å�p�x
��­�^�•�z
�Ä�ï�É�ç  �¬�ç�”�Ó�°
`�ž�Ä�æ�Ï�á�”�Ä  �Þ�”�Å�t� �ˆ�`�‡�`�h�{
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�« �Í�w�¯�Ú�ï�Å�x�z config-general �¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï  �Þ�”�Å�p�Ö�—�`�o�M�‡�b�{�\�w�«�p�x�z
�®remotegrp� �̄q�M�O  IPSec �æ�Þ�”�Ä�ž�«�·�µ  �Ä�ï�É�ç  �¬�ç�”�Ó�;�t�® aaa-server456� �̄q�M�O�Ý	Â�±�”
�Ì  �¬�ç�”�Ó�›
ƒ���`�o�M�‡�b�{

hostname(config)# tunnel-group remotegrp type ipsec-ra
hostname(config)# tunnel-group remotegrp general-attributes
hostname(config-tunnel-general)# authentication-server-group aaa-server456
hostname(config-tunnel-general)# 

���È�¯�Ú�ï�Å �¯�Ú�ï�Å 
†�Ì

aaa-server host AAA �±�”�Ì�w�Í�å�Ý�”�»�›
ƒ���`�‡�b�{

clear configure tunnel-group 
ƒ���^�•�o�M�”�b�‚�o�w�Ä�ï�É�ç  �¬�ç�”�Ó�›	«�ˆ�`�‡�b�{

show running-config tunnel-group �b�‚�o�w�Ä�ï�É�ç  �¬�ç�”�Ó�‡�h�x�›���w�Ä�ï�É�ç  �¬�ç�”�Ó�w
�Ä�ï�É�ç  �¬�ç�”�Ó  �¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï�›
¯�Ô�`�‡�b�{
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authentication-server-group�¢ webvpn�£
WebVPN �‡�h�x�M�c�•�T�w�?� �Ý�”�ç  �Ó�é�©�³�p�–�;�b�”�Ý	Â�±�”�Ì  �¬�ç�”�Ó�›�¦���b�”�t�x�z
authentication-server-group �¯�Ú�ï�Å�›�–�;�`�‡�b�{ WebVPN �w	Ô�ù�z�\�w�¯�Ú�ï�Å�x  webvpn �Þ�”
�Å�p�–�;�`�‡�b�{�?� �Ý�”�ç  �Ó�é�©�³�¢ IMAP4S�z POP3S�z SMTPS�£�w	Ô�ù�z�\�w�¯�Ú�ï�Å�x�˜�p
�b�”�?� �Ý�”�ç  �Ó�é�©�³  �Þ�”�Å�p�–�;�`�‡�b�{�¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï�T�’�Ý	Â�±�”�Ì�›�_	†�b
�”�t�x�z�\�w�¯�Ú�ï�Å�w  no ���Ü�›�–�;�`�‡�b�{

�·�©�á�æ�Â�Ÿ  �ž�Ó�å� �ž�ï�µ�x�z�â�”�²�›�Ý	Â�`�o�z�â�”�²�w�ž� �Ã�ï�Â�Ÿ�Â�Ÿ�›�¬�Ý�`�‡�b�{  

authentication-server-group group_tag

no authentication-server-group

�³�ï�»�¿�«�µ�w
†�Ì

�Ã�Ñ�¥�ç�Ä �Ã�Ñ�¥�ç�Ä�p�x�z�Ý	Â�±�”�Ì�x
ƒ���^�•�o�M�‡�d�œ�{

�¯�Ú�ï�Å  �Þ�”�Å �Í�w
¯�x�z�\�w�¯�Ú�ï�Å�›�Ö�—�p�V�”�Þ�”�Å�›�Ô�`�o�M�‡�b�{

�¯�Ú�ï�Å�d�º

�–�;	Í�w�̈ � �Å�å� �ï AAA �Ý	Â�›
ƒ���b�”	Ô�ù�x�z�\�w�ž�Ä�æ�Ï�á�”�Ä�‹
ƒ���b�”
ž�A�U�K�“�‡�b�{
ƒ���`�s�M�q�z�Ý
	Â�U
ž�c�æ

�`�‡�b�{

�æ�æ�”�µ  7.1(1) �p�x�z�\�w�¯�Ú�ï�Å�›  webvpn �¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï  �Þ�”�Å�p�Ö�—�b�”�q�z�Ä�ï
�É�ç  �¬�ç�”�Ó�°
`�ž�Ä�æ�Ï�á�”�Ä  �Þ�”�Å�w�‰�s�w�¯�Ú�ï�Å�t�!�õ�^�•�‡�b�{  

�« �Í�w�«�x�z �®WEBVPNAUTH� �̄q�M�O�Ê
²�w�Ý	Â�±�”�Ì  �¬�ç�”�Ó�›�–�;�b�”�‘�O�t  WebVPN �±�”�Ï
�µ�›
ƒ���b�”�M�O�›�Ô�`�o�M�‡�b�{

hostname(config)#  webvpn 
hostname(config-webvpn)# authentication-server-group WEBVPNAUTH

group_tag 
ƒ���A�ˆ�w�Ý	Â�±�”�Ì�‡�h�x�±�”�Ì  �¬�ç�”�Ó�›�¦���`�‡�b�{ �Ý	Â�±�”�Ì�›

ƒ���b�”�t�x�z aaa-server �¯�Ú�ï�Å�›�–�;�`�‡�b�{�¬�ç�”�Ó  �»�¬�w�7�G�Õ
�x  16 ���È�p�b�{

�¯�Ú�ï�Å  �Þ�”�Å

�Ñ�•� �ž�¢�¥�”�ç  �Þ�”�Å �·�©�á�æ�Â�Ÿ  �¯�ï�Â�©�µ�Ä

�ç�”�Â�¿�Å �•�a �³�ï�¬�ç

�Ú�ç�½

�¯�ï�Â�©�µ�Ä �³�µ�Â�Ü

Webvpn • — • — —

Imap4s • — • — —

Pop3s • — • — —

SMTPS • — • — —

�æ�æ�”�µ �!�Ë�º�0

7.0(1)(1) �\�w�¯�Ú�ï�Å�U�‹�Ö�^�•�‡�`�h�{

7.1(1) �\�w�¯�Ú�ï�Å�U�Ä�ï�É�ç  �¬�ç�”�Ó�°
`�ž�Ä�æ�Ï�á�”�Ä  �¯�ï�Ñ�Ÿ�ª�á�è�”
�³�ã�ï  �Þ�”�Å�t�!�Ë�^�•�‡�`�h�{
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�Í�w�«�x�z �®IMAP4SSVRS�¯�q�M�O�Ê
²�w�Ý	Â�±�”�Ì  �¬�ç�”�Ó�›�–�;�b�”�‘�O�t  IMAP4S �?� �Ý�”
�ç  �Ó�é�©�³�›
ƒ���b�”�M�O�›�Ô�`�o�M�‡�b�{

hostname(config)#  imap4s
hostname(config-imap4s)#  authentication-server-group IMAP4SSVRS

���È�¯�Ú�ï�Å

authorization-dn-attributes�¢�Ä�ï�É�ç  �¬�ç�”�Ó�°
`�ž
�Ä�æ�Ï�á�”�Ä  �Þ�”�Å�£

�±�Ò�´�£�«�Ä  DN �Ñ�Ÿ�”�ç�Å�w�r�w
æ
ü�›�Ý�D�;�w�â�”�²�Ê�q�`�o�–�;�b�”�T�›�¦���b�”�t�x�z�Ä
�ï�É�ç  �¬�ç�”�Ó�°
`�ž�Ä�æ�Ï�á�”�Ä  �¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï  �Þ�”�Å�p  authorization-dn-attributes
�¯�Ú�ï�Å�›�–�;�`�‡�b�{�\�•�’�w�ž�Ä�æ�Ï�á�”�Ä�›�Ã�Ñ�¥�ç�Ä�‹�t�í�b�t�x�z�\�w�¯�Ú�ï�Å�w  no
���Ü�›�–�;�`�‡�b�{

authorization-dn-attributes {primary-attr [secondary-attr] | use-entire-name}

no authorization-dn-attributes

�³�ï�»�¿�«�µ�w
†�Ì

�Ã�Ñ�¥�ç�Ä �Ó�å� �Ú�æ  �ž�Ä�æ�Ï�á�”�Ä�w�Ã�Ñ�¥�ç�Ä�‹�x  CN�¢ Common Name; �è	×�Ê�£�p�b�{

�·�§�ï�¼�æ  �ž�Ä�æ�Ï�á�”�Ä�w�Ã�Ñ�¥�ç�Ä�‹�x  OU�¢ Organization Unit; 
Ê	ë�â�Ç�¿�Ä�£�p�b�{

�¯�Ú�ï�Å  �Þ�”�Å �Í�w
¯�x�z�\�w�¯�Ú�ï�Å�›�Ö�—�p�V�”�Þ�”�Å�›�Ô�`�o�M�‡�b�{

�¯�Ú�ï�Å 
†�Ì

aaa-server host �Ý	Â�z�Ý�D�z�ž�§�¢�ï�Â�Ÿ�ï�¬  �±�”�Ì�›
ƒ���`�‡�b�{

primary-attr 	Â� Ì 	 { �T� ’ �Ý�D�«�¤�æ�” � ; �w�Ê
² � › 
 \ 
R�b�”�q�V� t �–� ; �b � ” �ž �Ä�æ
�Ï�á�”�Ä�›�¦���`�‡�b�{

secondary-attr �¢�¦�Ó�³�ã�ï�£�Ó�å� �Ú�æ  �ž�Ä�æ�Ï�á�”�Ä�U���O�`�s�M	Ô�ù�t�z	Â�Ì	{�T
�’�Ý�D�«�¤�æ�”�;�w�Ê
²�›
\
R�b�”�q�V�t�–�;�b�”�å�C�w�ž�Ä�æ�Ï�á�”
�Ä�›�¦���`�‡�b�{

use-entire-name �·�©�á�æ�Â�Ÿ  �ž�Ó�å� �ž�ï�µ�U�±�Ò�´�£�«�Ä  DN�¢ RFC1779�£
¶�.�›�–�;
�`�o�Ê
²�›
\
R�b�”�‘�O�t�¦���`�‡�b�{

�¯�Ú�ï�Å  �Þ�”�Å

�Ñ�•� �ž�¢�¥�”�ç  �Þ�”�Å �·�©�á�æ�Â�Ÿ  �¯�ï�Â�©�µ�Ä

�ç�”�Â�¿�Å �•�a �³�ï�¬�ç

�Ú�ç�½

�¯�ï�Â�©�µ�Ä �³�µ�Â�Ü

�Ä�ï�É�ç  �¬�ç�”�Ó�°
`�ž�Ä�æ
�Ï �á� ” �Ä  � ¯ � ï �Ñ�Ÿ�ª �á�è�”
�³�ã�ï

• — • — —
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�¯�Ú�ï�Å�d�º

�–�;	Í�w�̈ � �Å�å� �ï �æ�æ�”�µ  7.1(1) �p�x�z�\�w�¯�Ú�ï�Å�›  webvpn �¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï  �Þ�”�Å�p�Ö�—�b�”�q�z�Ä�ï
�É�ç  �¬�ç�”�Ó�°
`�ž�Ä�æ�Ï�á�”�Ä  �Þ�”�Å�w�‰�s�w�¯�Ú�ï�Å�t�!�õ�^�•�‡�b�{  

�Ó�å� �Ú�æ  �ž�Ä�æ�Ï�á�”�Ä�q�·�§�ï�¼�æ  �ž�Ä�æ�Ï�á�”�Ä�t�x�z�Í�w�‘�O�s�‹�w�U�K�“�‡�b�{

�« config-ipsec �¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï  �Þ�”�Å�t�Ö�”�Í�w�«�p�x�z �®remotegrp� �̄q�M�O�Ê
²�w�æ�Þ�”�Ä
�ž�«�·�µ  �Ä�ï�É�ç  �¬�ç�”�Ó�¢ ipsec_ra�£�›�^
R�`�z IPSec �¬�ç�”�Ó  �ž�Ä�æ�Ï�á�”�Ä�›�¦���`�o�z�è
	×�Ê�U�Ý�D�;�w�â�”�²�Ê�q�`�o�–�;�^�•�”�‘�O�t���[�`�o�M�‡�b�{

hostname(config)# tunnel-group remotegrp type ipsec_ra
hostname(config)# tunnel-group remotegrp general-attributes
hostname(config-tunnel-general)# authorization-dn-attributes CN
hostname(config-tunnel-general)# 

���È�¯�Ú�ï�Å

�æ�æ�”�µ �!�Ë�º�0

7.1(1) �\�w�¯�Ú�ï�Å�x�z webvpn �¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï  �Þ�”�Å�p�x
��­�^�•�z
�Ä�ï�É�ç  �¬�ç�”�Ó�°
`�ž�Ä�æ�Ï�á�”�Ä  �¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï  �Þ�”�Å�t
�”�V�õ�Q�’�•�‡�`�h�{

�ž�Ä�æ�Ï�á�”�Ä ���[

CN Common Name�¢�è	×�Ê�£ �•�x
��z�³�µ�Â�Ü�s�r�w�Ê
²�{

OU Organizational Unit�¢
Ê	ë�â�Ç�¿�Ä�£ �•
Ê	ë�¢ O�£�º�w�±�Ò�¬�ç�”�Ó�{

O Organization�¢
Ê	ë�£ �•�q�þ�z�‚�.�z�;���z�È�ù�s�r�w�Ê
²�{

L Locality�¢�•�Ê�£ �•
Ê	ë�U�”�T�•�o�M�”�¢�‡�h�x�Ê�{

SP State/Province�¢	-�‡�h�x�N�“
Î�]�£ �•
Ê	ë�U�”�T�•�o�M�”	-�‡�h�x�N�“
Î�]�{

C Country�¢���‡�h�x�•�¬�£ �•���‡�h�x�•�¬�›�Ô�b  2 ���È�w�y	V���{�\�w�¯�”�Å�x�z
ISO 3166 �w���‡�h�x�•�¬�w�y	V���t	j�Œ�`�o�M�‡�b�{

EA E-mail address�¢�?� �Ý�”�ç  �ž�Å�è�µ�£

T Title�¢�»� �Ä�ç�£

N Name�¢�Ê
²�£

GN Given Name�¢�Ê�£

SN Surname�¢
O�£

I Initials�¢� �Ç�³�ß�ç�£

GENQ Generational Qualifier�¢
H�E	.	æ� �£

DNQ Domain Name Qualifier�¢�Å�Ý� �ï�Ê	.	æ� �£

UID User Identifier�¢�â�”�²�Ý��� �£

UPN User Principal Name�¢�â�”�²  �Ó�æ�ï�³�Í�ç�Ê�£

SER Serial Number�¢�³�æ�ž�ç
j�ø�£

use-entire-name DN �Ê
¶�.�›�–�;

�¯�Ú�ï�Å 
†�Ì

clear configure tunnel-group 
ƒ���^�•�o�M�”�b�‚�o�w�Ä�ï�É�ç  �¬�ç�”�Ó�›	«�ˆ�`�‡�b�{

show running-config tunnel-group �¦���`�h	Â�Ì	{�Ú�¿�Ó  �¤�ï�Ä�æ�›
¯�Ô�`�‡�b�{

tunnel-group general-attributes �Ê
²
Ç�V�w�Ä�ï�É�ç  �¬�ç�”�Ó�w�°
`�ž�Ä�æ�Ï�á�”�Ä�›�¦��
�`�‡�b�{
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authorization-dn-attributes�¢ webvpn�£
�Ý�D�;�w�â�”�²�Ê�q�`�o�–�;�b�”�Ó�å� �Ú�æ  �±�Ò�´�£�«�Ä  DN �Ñ�Ÿ�”�ç�Å�S�‘�|�·�§�ï�¼�æ  �±�Ò
�´�£�«�Ä  DN �Ñ�Ÿ�”�ç�Å�›�¦���b�”�t�x�z authorization-dn-attributes �¯�Ú�ï�Å�›�–�;�`�‡�b�{  

WebVPN �w	Ô�ù�z�\�w�¯�Ú�ï�Å�x  webvpn �Þ�”�Å�p�–�;�`�‡�b�{�?� �Ý�”�ç  �Ó�é�©�³�¢ IMAP4S�z
POP3S�z SMTPS�£�w	Ô�ù�z�\�w�¯�Ú�ï�Å�x�˜�p�b�”�?� �Ý�”�ç  �Ó�é�©�³  �Þ�”�Å�p�–�;�`�‡�b�{�\
�w�ž�Ä�æ�Ï�á�”�Ä�›�¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï�T�’�_	†�`�o�Ã�Ñ�¥�ç�Ä�‹�t�í�b�t�x�z�\�w�¯�Ú�ï�Å
�w no ���Ü�›�–�;�`�‡�b�{

authorization-dn-attributes {primary-attr} [secondary-attr] | use-entire-name}

no authorization-dn-attributes

�³�ï�»�¿�«�µ�w
†�Ì

�Ã�Ñ�¥�ç�Ä �Ó�å� �Ú�æ  �ž�Ä�æ�Ï�á�”�Ä�w�Ã�Ñ�¥�ç�Ä�‹�x  CN�¢ Common Name; �è	×�Ê�£�p�b�{

�·�§�ï�¼�æ  �ž�Ä�æ�Ï�á�”�Ä�w�Ã�Ñ�¥�ç�Ä�‹�x  OU�¢ Organization Unit; 
Ê	ë�â�Ç�¿�Ä�£�p�b�{

�¯�Ú�ï�Å  �Þ�”�Å �Í�w
¯�x�z�\�w�¯�Ú�ï�Å�›�Ö�—�p�V�”�Þ�”�Å�›�Ô�`�o�M�‡�b�{

�¯�Ú�ï�Å�d�º

primary-attr �Ã�´�»�ç	Â�Ì	{�T�’�Ý�D�«�¤�æ�”�;�w�Ê
²�›
\
R�b�”�q�V�t�–�;�b�”�ž
�Ä�æ�Ï�á�”�Ä�›�¦���`�‡�b�{

secondary-attr �¢�¦�Ó�³�ã�ï�£�Ã�´�»�ç	Â�Ì	{�T�’�Ý�D�«�¤�æ�”�;�w�Ê
²�›
\
R�b�”�q�V
�t�Ó�å� �Ú�æ  �ž�Ä�æ�Ï�á�”�Ä�q�ž�t�–�;�b�”�å�C�w�ž�Ä�æ�Ï�á�”�Ä�›�¦
���`�‡�b�{

use-entire-name �·�©�á�æ�Â�Ÿ  �ž�Ó�å� �ž�ï�µ�U�±�Ò�´�£�«�Ä  DN 
¶�.�›�–�;�`�o�z �Ã�´�»
�ç	Â�Ì	{�T�’�Ý�D�«�¤�æ�”�;�w�Ê
²�›
\
R�b�”�‘�O�t�¦���`�‡�b�{  

�¯�Ú�ï�Å  �Þ�”�Å

�Ñ�•� �ž�¢�¥�”�ç  �Þ�”�Å �·�©�á�æ�Â�Ÿ  �¯�ï�Â�©�µ�Ä

�ç�”�Â�¿�Å �•�a �³�ï�¬�ç

�Ú�ç�½

�¯�ï�Â�©�µ�Ä �³�µ�Â�Ü

Webvpn • — • — —

Imap4s • — • — —

Pop3s • — • — —

SMTPS • — • — —

�æ�æ�”�µ �!�Ë�º�0

7.0(1) �\�w�¯�Ú�ï�Å�U�‹�Ö�^�•�‡�`�h�{

7.1(1) �\�w�¯�Ú�ï�Å�x�z webvpn �¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï  �Þ�”�Å�p�x
��­�^�•�z
�Ä�ï�É�ç  �¬�ç�”�Ó�°
`�ž�Ä�æ�Ï�á�”�Ä  �¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï  �Þ�”�Å�t
�”�V�õ�Q�’�•�‡�`�h�{
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�–�;	Í�w�̈ � �Å�å� �ï �Í�w
¯�p�z DN �Ñ�Ÿ�”�ç�Å�t�m�M�o
†�Ì�`�‡�b�{

�æ�æ�”�µ  7.1(1) �p�x�z�\�w�¯�Ú�ï�Å�›  webvpn �¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï  �Þ�”�Å�p�Ö�—�b�”�q�z�Ä�ï
�É�ç  �¬�ç�”�Ó�°
`�ž�Ä�æ�Ï�á�”�Ä  �Þ�”�Å�w�‰�s�w�¯�Ú�ï�Å�t�!�õ�^�•�‡�b�{  

�« �Í�w�«�x�z WebVPN �â�”�²�U�?� �Ý�”�ç  �ž�Å�è�µ �¢�Ó�å� �Ú�æ  �ž�Ä�æ�Ï�á�”�Ä�£ �S�‘�|
Ê	ë�â�Ç�¿
�Ä�¢�·�§�ï�¼�æ  �ž�Ä�æ�Ï�á�”�Ä�£�t�,�n�M�o�Ý�D�^�•�”�‘�O�t�¦���b�”�M�O�›�Ô�`�o�M�‡�b�{

hostname(config)#  webvpn
hostname(config-webvpn)# authorization-dn-attributes EA OU

���È�¯�Ú�ï�Å

DN �Ñ�Ÿ�”�ç�Å 
†�Ì

C Country�¢���‡�h�x�•�¬�£

CN Common Name�¢�è	×�Ê�£

DNQ DN Qualifier�¢ DN 	.	æ� �£

EA E-mail Address�¢�?� �Ý�”�ç  �ž�Å�è�µ�£

GENQ Generational Qualifier�¢
H�E	.	æ� �£

GN Given Name�¢�Ê�£

I Initials�¢� �Ç�³�ß�ç�£

L Locality�¢�•�Ê�£

N Name�¢�Ê
²�£

O Organization�¢
Ê	ë�£

OU Organizational Unit�¢
Ê	ë�â�Ç�¿�Ä�£

SER Serial Number�¢�³�æ�ž�ç
j�ø�£

SN Surname�¢
O�£

SP State/Province�¢	-�‡�h�x�N�“
Î�]�£

T Title�¢�»� �Ä�ç�£

UID User ID�¢�â�”�²  ID�£

UPN User Principal Name�¢�â�”�²  �Ó�æ�ï�³�Í�ç�Ê�£

use-entire-name DN �Ê
¶�.�›�–�;

�¯�Ú�ï�Å 
†�Ì

authorization-required �â�”�²�U
€��
²�t
Y	×�t�Ý�D�^�•�”�\�q�›
ž
"�q�`�‡�b�{
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authorization-required�¢�Ä�ï�É�ç  �¬�ç�”�Ó�°
`�ž�Ä�æ�Ï�á�”
�Ä �Þ�”�Å�£

�â�”�²�U
€��
²�t
Y	×�t�Ý�D�^�•�”�\�q�›
ž
"�q�b�”�t�x�z �Ä�ï�É�ç  �¬�ç�”�Ó�°
`�ž�Ä�æ�Ï�á�”�Ä
�¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï  �Þ�”�Å�p  authorization-required �¯ �Ú�ï�Å�›�–�;�`�‡�b�{�\�w�ž�Ä�æ
�Ï�á�”�Ä�›�Ã�Ñ�¥�ç�Ä�t�í�b�t�x�z�\�w�¯�Ú�ï�Å�w  no ���Ü�›�–�;�`�‡�b�{

authorization-required

no authorization-required

�Ã�Ñ�¥�ç�Ä �Ã�Ñ�¥�ç�Ä�p�x�z�\�w�¯�Ú�ï�Å�w
ƒ���x�Ã�Ÿ�·�”�Ò�ç�t�s�l�o�M�‡�b�{

�³�ï�»�¿�«�µ�w
†�Ì �\�w�¯�Ú�ï�Å�t�x�z�¾
:�‹�©�”�ë�”�Å�‹�K�“�‡�d�œ�{

�¯�Ú�ï�Å  �Þ�”�Å �Í�w
¯�x�z�\�w�¯�Ú�ï�Å�›�Ö�—�p�V�”�Þ�”�Å�›�Ô�`�o�M�‡�b�{

�¯�Ú�ï�Å�d�º

�–�;	Í�w�̈ � �Å�å� �ï �æ�æ�”�µ  7.1(1) �p�x�z�\�w�¯�Ú�ï�Å�›  webvpn �¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï  �Þ�”�Å�p�Ö�—�b�”�q�z�Ä�ï
�É�ç  �¬�ç�”�Ó�°
`�ž�Ä�æ�Ï�á�”�Ä  �Þ�”�Å�w�‰�s�w�¯�Ú�ï�Å�t�!�õ�^�•�‡�b�{  

�« �¬�é�”�Ì�ç  �¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï  �Þ�”�Å�t�Ö�”�Í�w�«�p�x�z �®remotegrp� �̄q�M�O�Ê
²�w�æ�Þ�”�Ä
�ž�«�·�µ  �Ä�ï�É�ç  �¬�ç�”�Ó�›�p�`�o
€���b�”�â�”�²�U�z�ì
¶�s  DN �t�,�n�X�Ý�D�›	!�Z�”�\�q�›

ž
"�q�`�o�M�‡�b�{�7	s�w�¯�Ú�ï�Å�p�x�z �®remotegrp�¯�q�M�O�Ê
²�w�æ�Þ�”�Ä  �¬�ç�”�Ó�w�Ä�ï�É�ç
�¬�ç�”�Ó  �»� �Ó�›  ipsec_ra�¢ IPSec �æ�Þ�”�Ä�ž�«�·�µ�£�q
ƒ���`�o�M�‡�b�{ 2 
j�è�w�¯�Ú�ï�Å�p�z�¦
���`�h�Ä�ï�É�ç  �¬�ç�”�Ó�w�Ä�ï�É�ç  �¬�ç�”�Ó�°
`�ž�Ä�æ�Ï�á�”�Ä  �¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï  �Þ�”�Å
�t�Ö�“�z �7�™�w�¯�Ú�ï�Å�p�z �¦���`�h�Ä�ï�É�ç  �¬�ç�”�Ó�p�Ý�D�U
ž�A�q�s�”�‘�O�t�¦���`�o�M�‡�b�{

hostname(config)# tunnel-group remotegrp type ipsec_ra
hostname(config)# tunnel-group remotegrp general-attributes
hostname(config-tunnel-general)# authorization-required
hostname(config-tunnel-general)# 

�¯�Ú�ï�Å  �Þ�”�Å

�Ñ�•� �ž�¢�¥�”�ç  �Þ�”�Å �·�©�á�æ�Â�Ÿ  �¯�ï�Â�©�µ�Ä

�ç�”�Â�¿�Å �•�a �³�ï�¬�ç

�Ú�ç�½

�¯�ï�Â�©�µ�Ä �³�µ�Â�Ü

�Ä�ï�É�ç  �¬�ç�”�Ó�°
`�ž�Ä�æ
�Ï �á� ” �Ä  � ¯ � ï �Ñ�Ÿ�ª �á�è�”
�³�ã�ï

• — • — —

�æ�æ�”�µ �!�Ë�º�0

7.1(1) �\�w�¯�Ú�ï�Å�x�z webvpn �¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï  �Þ�”�Å�p�x
��­�^�•�z
�Ä�ï�É�ç  �¬�ç�”�Ó�°
`�ž�Ä�æ�Ï�á�”�Ä  �¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï  �Þ�”�Å�t
�”�V�õ�Q�’�•�‡�`�h�{
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���È�¯�Ú�ï�Å �¯�Ú�ï�Å 
†�Ì

clear configure tunnel-group 
ƒ���^�•�o�M�”�b�‚�o�w�Ä�ï�É�ç  �¬�ç�”�Ó�›	«�ˆ�`�‡�b�{

show running-config tunnel-group �¦���`�h	Â�Ì	{�Ú�¿�Ó  �¤�ï�Ä�æ�›
¯�Ô�`�‡�b�{

tunnel-group general-attributes �Ê
²
Ç�V�w�Ä�ï�É�ç  �¬�ç�”�Ó�w�°
`�ž�Ä�æ�Ï�á�”�Ä�›�¦��
�`�‡�b�{
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authorization-required�¢ webvpn�£
WebVPN �â�”�²�‡�h�x�?� �Ý�”�ç  �Ó�é�©�³  �â�”�²�U
€��
²�t
Y	×�t�Ý�D�^�•�”�\�q�›
ž
"�q�b�”
�t�x�z authorization-required �¯�Ú�ï�Å�›�–�;�`�‡�b�{ WebVPN �w	Ô�ù�z �\�w�¯�Ú�ï�Å�x  webvpn �Þ�”
�Å�p�–�;�`�‡�b�{�?� �Ý�”�ç  �Ó�é�©�³�¢ IMAP4S�z POP3S�z SMTPS�£�w	Ô�ù�z�\�w�¯�Ú�ï�Å�x�˜�p
�b�”�?� �Ý�”�ç  �Ó�é�©�³  �Þ�”�Å�p�–�;�`�‡�b�{�ž�Ä�æ�Ï�á�”�Ä�›�¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï�T�’�_
	†�b�”�t�x�z�\�w�¯�Ú�ï�Å�w  no ���Ü�›�–�;�`�‡�b�{

authorization-required

no authorization-required

�³�ï�»�¿�«�µ�w
†�Ì �\�w�¯�Ú�ï�Å�t�x�z�¾
:�‹�©�”�ë�”�Å�‹�K�“�‡�d�œ�{

�Ã�Ñ�¥�ç�Ä �Ã�Ñ�¥�ç�Ä�p�x�z authorization-required �x�Ã�Ÿ�·�”�Ò�ç�t�s�l�o�M�‡�b�{

�¯�Ú�ï�Å  �Þ�”�Å �Í�w
¯�x�z�\�w�¯�Ú�ï�Å�›�Ö�—�p�V�”�Þ�”�Å�›�Ô�`�o�M�‡�b�{

�¯�Ú�ï�Å�d�º

�–�;	Í�w�̈ � �Å�å� �ï �æ�æ�”�µ  7.1(1) �p�x�z�\�w�¯�Ú�ï�Å�›  webvpn �¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï  �Þ�”�Å�p�Ö�—�b�”�q�z�Ä�ï
�É�ç  �¬�ç�”�Ó�°
`�ž�Ä�æ�Ï�á�”�Ä  �Þ�”�Å�w�‰�s�w�¯�Ú�ï�Å�t�!�õ�^�•�‡�b�{  

�« �Í�w�«�x�z WebVPN �â�”�²�U�Ý�D�›	!�Z�”�\�q�›
ž
"�q�b�”�M�O�›�Ô�`�o�M�‡�b�{

hostname(config)#  webvpn
hostname(config-webvpn)# authorization-required

���È�¯�Ú�ï�Å

�¯�Ú�ï�Å  �Þ�”�Å

�Ñ�•� �ž�¢�¥�”�ç  �Þ�”�Å �·�©�á�æ�Â�Ÿ  �¯�ï�Â�©�µ�Ä

�ç�”�Â�¿�Å �•�a �³�ï�¬�ç

�Ú�ç�½

�¯�ï�Â�©�µ�Ä �³�µ�Â�Ü

Webvpn • — • — —

Imap4s • — • — —

Pop3s • — • — —

SMTPS • — • — —

�æ�æ�”�µ �!�Ë�º�0

7.0(1) �\�w�¯�Ú�ï�Å�U�‹�Ö�^�•�‡�`�h�{

7.1(1) �\�w�¯�Ú�ï�Å�x�z webvpn �¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï  �Þ�”�Å�p�x
��­�^�•�z
�Ä�ï�É�ç  �¬�ç�”�Ó�°
`�ž�Ä�æ�Ï�á�”�Ä  �¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï  �Þ�”�Å�t
�”�V�õ�Q�’�•�‡�`�h�{

�¯�Ú�ï�Å 
†�Ì

authorization-dn-attributes�¢ webvpn�£ �Ý�D�;�w�â�”�²�Ê�q�`�o�–�;�b�”�Ó�å� �Ú�æ  �±�Ò�´�£
�«�Ä  DN �Ñ�Ÿ�”�ç�Å�S�‘�|�·�§�ï�¼�æ  �±�Ò�´�£�«�Ä  DN
�Ñ�Ÿ�”�ç�Å�›�¦���`�‡�b�{
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authorization-server-group�¢�Ä�ï�É�ç  �¬�ç�”�Ó�°
`�ž�Ä�æ
�Ï�á�”�Ä  �Þ�”�Å�£

�â�”�²�Ý�D�p�–�;�b�”  AAA �±�”�Ì  �¬�ç�”�Ó�¢�S�‘�|�¦�Ó�³�ã�ï�p� �ï�»�”�Ñ�£� �µ�£�›�¦���b�”
�t�x�z�Ä�ï�É�ç  �¬�ç�”�Ó�°
`�ž�Ä�æ�Ï�á�”�Ä  �Þ�”�Å�p  authorization-server-group �¯�Ú�ï�Å�›�–�;
�`�‡�b�{�\�w�¯�Ú�ï�Å�›�Ã�Ñ�¥�ç�Ä�t�í�b�t�x�z�\�w�¯�Ú�ï�Å�w  no ���Ü�›�–�;�`�‡�b�{

authorization-server-group [(interface-id)] server_group

no authorization-server-group [(interface-id)]

�³�ï�»�¿�«�µ�w
†�Ì

�Ã�Ñ�¥�ç�Ä �Ã�Ñ�¥�ç�Ä�p�x�z�\�w�¯�Ú�ï�Å�w
ƒ���x  no authorization-server-group �t�s�l�o�M�‡�b�{

�¯�Ú�ï�Å  �Þ�”�Å �Í�w
¯�x�z�\�w�¯�Ú�ï�Å�›�Ö�—�p�V�”�Þ�”�Å�›�Ô�`�o�M�‡�b�{

�¯�Ú�ï�Å�d�º

�–�;	Í�w�̈ � �Å�å� �ï VPN �Ý�D�U  LOCAL �q���[�^�•�o�M�”	Ô�ù�x�z�Ã�Ñ�¥�ç�Ä  �¬�ç�”�Ó  �Ù�æ�³�”  DfltGrpPolicy �t
ƒ��
�^�•�o�M�”�ž�Ä�æ�Ï�á�”�Ä�U�&�;�^�•�‡�b�{

�Ý�D�±�”�Ì  �¬�ç�”�Ó�›
ƒ���b�”�t�x  aaa-server �¯�Ú�ï�Å�›�–�;�`�z 
ƒ���A�ˆ�w  aaa �±�”�Ì  �¬�ç�”�Ó
�t�±�”�Ì�›�å�C�b�”�t�x  aaa-server-host �¯�Ú�ï�Å�›�–�;�`�‡�b�{

(interface-id) �¢�¦�Ó�³�ã�ï�£�Ý�D�›�î�æ�b�”� �ï�»�”�Ñ�£� �µ�›�¦���`�‡�b�{�\�w�Í�å
�Ý�”�»�›�¦���b�”	Ô�ù�x�§�¿�¯�U
ž�A�p�b�{

server_group 
ƒ���A�ˆ�w�Ý�D�±�”�Ì�‡�h�x�±�”�Ì  �¬�ç�”�Ó�w�Ê
²�›�¦���`�‡�b�{  

�¯�Ú�ï�Å  �Þ�”�Å

�Ñ�•� �ž�¢�¥�”�ç  �Þ�”�Å �·�©�á�æ�Â�Ÿ  �¯�ï�Â�©�µ�Ä

�ç�”�Â�¿�Å �•�a �³�ï�¬�ç

�Ú�ç�½

�¯�ï�Â�©�µ�Ä �³�µ�Â�Ü

�Ä�ï�É�ç  �¬�ç�”�Ó�°
`�ž�Ä�æ
�Ï �á� ” �Ä  � ¯ � ï �Ñ�Ÿ�ª �á�è�”
�³�ã�ï

• — • — —

�æ�æ�”�µ �!�Ë�º�0

7.0(1) �\�w�¯�Ú�ï�Å�U�‹�Ö�^�•�‡�`�h�{

7.1(1) �\�w�¯�Ú�ï�Å�x�z webvpn �¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï  �Þ�”�Å�p�x
��­�^�•�z
�Ä�ï�É�ç  �¬�ç�”�Ó�°
`�ž�Ä�æ�Ï�á�”�Ä  �¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï  �Þ�”�Å�t
�”�V�õ�Q�’�•�‡�`�h�{�\�w�¯�Ú�ï�Å�x�z�b�‚�o�w�Ä�ï�É�ç  �¬�ç�”�Ó  �ž�Ä
�æ�Ï�á�”�Ä  �»� �Ó�t�–�;�p�V�”�‘�O�t�s�“�‡�`�h�{

7.2(2) � �ï�»�”�Ñ�£� �µ�o�•�p  IPSec 
€���w�Ý�D�›�æ�Q�”�‘�O�t�;�ó�U�¦�Á�^�•
�‡�`�h�{
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�« config-general �¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï  �Þ�”�Å�t�Ö�”�Í�w�«�p�x�z �®remotegrp�¯�q�M�O�Ê
²�w  IPSec
�æ�Þ�”�Ä�ž�«�·�µ  �Ä�ï�É�ç  �¬�ç�”�Ó�t�® aaa-server78�¯�q�M�O�Ê
²�w�Ý�D�±�”�Ì  �¬�ç�”�Ó�›
ƒ���`
�o�M�‡�b�{

hostname(config)# tunnel-group remotegrp type ipsec-ra
hostname(config)# tunnel-group remotegrp general-attributes
hostname(config-tunnel-general)# authorization-server-group aaa-server78
hostname(config-tunnel-general)# 

���È�¯�Ú�ï�Å �¯�Ú�ï�Å 
†�Ì

aaa-server host AAA �±�”�Ì�w�Í�å�Ý�”�»�›
ƒ���`�‡�b�{

clear configure tunnel-group 
ƒ���^�•�o�M�”�b�‚�o�w�Ä�ï�É�ç  �¬�ç�”�Ó�›	«�ˆ�`�‡�b�{

show running-config tunnel-group �b�‚�o�w�Ä�ï�É�ç  �¬�ç�”�Ó�‡�h�x�›���w�Ä�ï�É�ç  �¬�ç�”�Ó
�w�Ä�ï�É�ç  �¬�ç�”�Ó  �¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï�›
¯�Ô�`�‡
�b�{

tunnel-group general-attributes �Ê
²
Ç�V�w�Ä�ï�É�ç  �¬�ç�”�Ó�w�°
`�ž�Ä�æ�Ï�á�”�Ä�›�¦��
�`�‡�b�{
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authorization-server-group�¢ webvpn�£
WebVPN �‡�h�x�M�c�•�T�w�?� �Ý�”�ç  �Ó�é�©�³�p�–�;�b�”�Ý�D�±�”�Ì  �¬�ç�”�Ó�›�¦���b�”�t�x�z
authorization-server-group �¯�Ú�ï�Å�›�–�;�`�‡�b�{ WebVPN �w	Ô�ù�z�\�w�¯�Ú�ï�Å�x  webvpn �Þ�”
�Å�p�–�;�`�‡�b�{�?� �Ý�”�ç  �Ó�é�©�³�¢ IMAP4S�z POP3S�z SMTPS�£�w	Ô�ù�z�\�w�¯�Ú�ï�Å�x�˜�p
�b�”�?� �Ý�”�ç  �Ó�é�©�³  �Þ�”�Å�p�–�;�`�‡�b�{�¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï�T�’�Ý�D�±�”�Ì�›�_	†�b
�”�t�x�z�\�w�¯�Ú�ï�Å�w  no ���Ü�›�–�;�`�‡�b�{

�·�©�á�æ�Â�Ÿ  �ž�Ó�å� �ž�ï�µ�x�z�Ý�D�›�–�;�`�o�z�â�”�²�U�É�¿�Ä�ë�”�«  �æ�¹�”�µ�t�0�`�o�•�D
�^�•�”�ž�«�·�µ  �è�Õ�ç�›�¬�Ý�`�‡�b�{  

authorization-server-group group_tag

no authorization-server-group

�³�ï�»�¿�«�µ�w
†�Ì

�Ã�Ñ�¥�ç�Ä �Ã�Ñ�¥�ç�Ä�p�x�z�Ý�D�±�”�Ì�x
ƒ���^�•�o�M�‡�d�œ�{

�¯�Ú�ï�Å  �Þ�”�Å �Í�w
¯�x�z�\�w�¯�Ú�ï�Å�›�Ö�—�p�V�”�Þ�”�Å�›�Ô�`�o�M�‡�b�{

�¯�Ú�ï�Å�d�º

�–�;	Í�w�̈ � �Å�å� �ï �æ�æ�”�µ  7.1(1) �p�x�z�\�w�¯�Ú�ï�Å�›  webvpn �¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï  �Þ�”�Å�p�Ö�—�b�”�q�z�Ä�ï
�É�ç  �¬�ç�”�Ó�°
`�ž�Ä�æ�Ï�á�”�Ä  �Þ�”�Å�w�‰�s�w�¯�Ú�ï�Å�t�!�õ�^�•�‡�b�{  

�« �Í�w�«�x�z �®WebVPNpermit�¯�q�M�O�Ê
²�w�Ý�D�±�”�Ì  �¬�ç�”�Ó�›�–�;�b�”�‘�O�t  WebVPN �±�”�Ï
�µ�›
ƒ���b�”�M�O�›�Ô�`�o�M�‡�b�{

hostname(config)#  webvpn
hostname(config-webvpn)# authorization-server-group WebVPNpermit

group_tag 
ƒ���A�ˆ�w�Ý�D�±�”�Ì�‡�h�x�±�”�Ì  �¬�ç�”�Ó�›�¦���`�‡�b�{ �Ý�D�±�”�Ì�›

ƒ���b�”�t�x�z aaa-server �¯�Ú�ï�Å�›�–�;�`�‡�b�{

�¯�Ú�ï�Å  �Þ�”�Å

�Ñ�•� �ž�¢�¥�”�ç  �Þ�”�Å �·�©�á�æ�Â�Ÿ  �¯�ï�Â�©�µ�Ä

�ç�”�Â�¿�Å �•�a �³�ï�¬�ç

�Ú�ç�½

�¯�ï�Â�©�µ�Ä �³�µ�Â�Ü

Webvpn • — • — —

Imap4s • — • — —

Pop3s • — • — —

SMTPS • — • — —

�æ�æ�”�µ �!�Ë�º�0

7.0(1) �\�w�¯�Ú�ï�Å�U�‹�Ö�^�•�‡�`�h�{

7.1(1) �\�w�¯�Ú�ï�Å�x�z webvpn �¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï  �Þ�”�Å�p�x
��­�^�•�z
�Ä�ï�É�ç  �¬�ç�”�Ó�°
`�ž�Ä�æ�Ï�á�”�Ä  �¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï  �Þ�”�Å�t
�”�V�õ�Q�’�•�‡�`�h�{
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�Í�w�«�x�z �®POP3Spermit�¯�q�M�O�Ê
²�w�Ý�D�±�”�Ì  �¬�ç�”�Ó�›�–�;�b�”�‘�O�t  POP3S �?� �Ý�”�ç
�Ó�é�©�³�›
ƒ���b�”�M�O�›�Ô�`�o�M�‡�b�{

hostname(config)#  pop3s
hostname(config-pop3s)#  authorization-server-group POP3Spermit

���È�¯�Ú�ï�Å

auth-prompt
�·�©�á�æ�Â�Ÿ  �ž�Ó�å� �ž�ï�µ�›�p�`�h�â�”�²  �·�¿�³�ã�ï�w  AAA �½�ß�è�ï�´  �Â�©�µ�Ä�›�¦���‡�h
�x�!�Ë�b�”�t�x�z�¬�é�”�Ì�ç  �¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï  �Þ�”�Å�p  auth-prompt  �¯�Ú�ï�Å�›�–�;�`�‡
�b�{�Ý	Â�½�ß�è�ï�´  �Â�©�µ�Ä�›�_	†�b�”�t�x�z�\�w�¯�Ú�ï�Å�w  no ���Ü�›�–�;�`�‡�b�{

auth-prompt prompt [prompt  | accept | reject] string

no auth-prompt prompt [ prompt  | accept | reject]

�³�ï�»�¿�«�µ�w
†�Ì

�Ã�Ñ�¥�ç�Ä �Ý	Â�Ó�é�ï�Ó�Ä�›�¦���`�s�M	Ô�ù�x�z�Í�w�‘�O�t�s�“�‡�b�{

• FTP �â�”�²�t�x  FTP authentication  �U
¯�Ô�^�•�”�{

• HTTP �â�”�²�t�x  HTTP Authentication  �U
¯�Ô�^�•�”�{

• Telnet �â�”�²�t�x�½�ß�è�ï�´  �Â�©�µ�Ä�U
¯�Ô�^�•�s�M�{

�¯�Ú�ï�Å  �Þ�”�Å �Í�w
¯�x�z�\�w�¯�Ú�ï�Å�›�Ö�—�p�V�”�Þ�”�Å�›�Ô�`�o�M�‡�b�{

�¯�Ú�ï�Å�d�º

�¯�Ú�ï�Å 
†�Ì

aaa-server host �Ý	Â�z�Ý�D�z�ž�§�¢�ï�Â�Ÿ�ï�¬  �±�”�Ì�›
ƒ���`�‡�b�{

accept Telnet �&���w�â�”�²�Ý	Â�›	!�Z�Ö�•�”	Ô�ù�t�z�Ó�é�ï�Ó�Ä�q�`�o  string �›
¯�Ô�`
�‡�b�{

prompt �\�w�©�”�ë�”�Å�w�™�t�z AAA �½�ß�è�ï�´  �Ó�é�ï�Ó�Ä�w���È�»�›�Ö�—�`�‡�b�{

reject Telnet �&���w�â�”�²�Ý	Â�›�‹
q�b�”	Ô�ù�t�z�Ó�é�ï�Ó�Ä�q�`�o  string �›
¯�Ô�`�‡
�b�{

string 235 ���È�‡�h�x  31 �o� �¢�r�j�’�T�7	s�t�a�`�h�M�£�‡�p�w�ó
:�È�p�Ï
R�^�•�”
���È�»�{�›	����È�z�µ�Ö�”�µ�z�S�‘�|�ß�¡�:�›�–�;�p�V�‡�b�{���È�»�›	4�ƒ�b�”
�t�x�z �Y�ð
Ö�›�Ö�—�b�”�T�z Enter �©�”�›�!�`�‡�b�{ �Y�ð
Ö�x���È�»�t���‡�•�‡�b�{

�¯�Ú�ï�Å  �Þ�”�Å

�Ñ�•� �ž�¢�¥�”�ç  �Þ�”�Å �·�©�á�æ�Â�Ÿ  �¯�ï�Â�©�µ�Ä

�ç�”�Â�¿�Å �•�a �³�ï�¬�ç

�Ú�ç�½

�¯�ï�Â�©�µ�Ä �³�µ�Â�Ü

�¬�é�”�Ì�ç  �¯�ï�Ñ�Ÿ�ª�á�è�”
�³�ã�ï

• • — — •

�æ�æ�”�µ �!�Ë�º�0

7.0(1) �·�Ú�ï�Â�Ÿ�¿�«�w	–�^�s�!�Ë�{
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�–�;	Í�w�̈ � �Å�å� �ï auth-prompt �¯�Ú�ï�Å�›�–�;�b�”�q�z TACACS+ �±�”�Ì�‡�h�x  RADIUS �±�”�Ì�T�’�w�â�”�²�Ý	Â�U

ž�A�p�K�”	Ô�ù�t�z�·�©�á�æ�Â�Ÿ  �ž�Ó�å� �ž�ï�µ�›�p�`�h  HTTP �ž�«�·�µ�z FTP �ž�«�·�µ�z�S�‘�|
Telnet �ž�«�·�µ�t�0�`�o
¯�Ô�^�•�”  AAA �½�ß�è�ï�´  �Â�©�µ�Ä�›�¦���p�V�‡�b�{�\�w�Â�©�µ�Ä�x	æ
�“�w�‘�O�s�‹�w�p�z�â�”�²�w�é�¬� �ï�Ì�t�z�â�”�²�Ê�Ó�é�ï�Ó�Ä�q�Í�µ�ë�”�Å  �Ó�é�ï�Ó�Ä�w	Í�t
¯
�Ô�^�•�‡�b�{

�â�”�²�Ý	Â�U  Telnet �T�’
C
\�b�”	Ô�ù�x�z accept �¦�Ó�³�ã�ï�q  reject �¦�Ó�³�ã�ï�›�–�;�b�”�q�z�Ý
	Â�¼�æ�U AAA �±�”�Ì�p	!�Z�Ö�•�’�•�h�T�‹
q�^�•�h�T�›�Ô�b�Ÿ�s�”�µ�Â�”�»�µ  �Ó�é�ï�Ó�Ä�›
¯�Ô
�p�V�‡�b�{

AAA �±�”�Ì�U�â�”�²�›�Ý	Â�b�”�q�z�·�©�á�æ�Â�Ÿ  �ž�Ó�å� �ž�ï�µ�x�â�”�²�t  auth-prompt accept
�Â�©�µ�Ä�›
¯�Ô�`�‡�b�¢�¦���^�•�o�M�”	Ô�ù�£�{�Ý	Â�t�æ

�b�”�q�z reject �Â�©�µ�Ä�›
¯�Ô�`�‡�b

�¢�¦���^�•�o�M�”	Ô�ù�£ �{ HTTP �·�¿�³�ã�ï�S�‘�|  FTP �·�¿�³�ã�ï�w�Ý	Â�p�x�z�Ó�é�ï�Ó�Ä�t�½�ß�è
�ï�´  �Â�©�µ�Ä�i�Z�U
¯�Ô�^�•�‡�b�{ accept �Â�©�µ�Ä�‹  reject �Â�©�µ�Ä�‹
¯�Ô�^�•�‡�d�œ�{

�¢�«�£ Microsoft Internet Explorer �p�x�z�Ý	Â�Ó�é�ï�Ó�Ä�t�7�G  37 ���È
¯�Ô�^�•�‡�b�{ Netscape Navigator �p
�x�Ý	Â�Ó�é�ï�Ó�Ä�t�7�G  120 ���È�z Telnet �S�‘�|  FTP �p�x�7�G  235 ���È
¯�Ô�^�•�‡�b�{

�« �Í�w�«�p�x�z�Ý	Â�Ó�é�ï�Ó�Ä�›�® Please enter your username and password�¯�q�M�O���È�»�t
ƒ���`�o
�M�‡�b�{

hostname(config)# auth-prompt prompt Please enter your username and password

�¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï�t�\�w���È�»�›�å�C�b�”�q�z�â�”�²�t�x�Í�w�Ó�é�ï�Ó�Ä�U
¯�Ô�^�•�‡�b�{

Please enter your username and password
User Name:
Password:

Telnet �â�”�²�t�0�`�o�x�z�·�©�á�æ�Â�Ÿ  �ž�Ó�å� �ž�ï�µ�U�Ý	Â�¼�æ�›	!�Z�Ö�•�h�q�V�t
¯�Ô�b�”
�Ý�¿�·�”�´�q�z�‹
q�`�h�q�V�t
¯�Ô�b�”�Ý�¿�·�”�´�›���‘�t�¦���b�”�\�q�‹�p�V�‡�b�{�Í�t�«�›�Ô
�`�‡�b�{

hostname(config)# auth -prompt reject Authentication failed. Try again.
hostname(config)# auth -prompt accept Authentication succeeded.

�Í�w�«�p�x�z �Ý	Â�U
R�­�`�h�q�V�w�Ý	Â�Ó�é�ï�Ó�Ä�› �®You’re OK.� �̄q�M�O���È�»�t
ƒ���`�o�M�‡�b�{

hostname(config)# auth -prompt accept You’re OK.


Y	×�t�Ý	Â�^�•�h�â�”�²�t�x�z�Í�w�Ý�¿�·�”�´�U
¯�Ô�^�•�‡�b�{

You’re OK.

���È�¯�Ú�ï�Å �¯�Ú�ï�Å 
†�Ì

clear configure auth-prompt �¦���A�ˆ�w�Ý	Â�Ó�é�ï�Ó�Ä  �½�ß�è�ï�´  �Â�©�µ�Ä�U�K�”	Ô
�ù�z�f�w�Â�©�µ�Ä�›�_	†�`�o�z�Ã�Ñ�¥�ç�Ä�‹�t�í�`�‡�b�{

show running-config auth-prompt �q�O�w�Ý	Â�Ó�é�ï�Ó�Ä  �½�ß�è�ï�´  �Â�©�µ�Ä�›
¯�Ô�`�‡�b�{
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auto-signon
WebVPN �â�”�²  �é�¬� �ï  �«�è�Ã�ï�³�ß�ç�›�º
æ�±�”�Ì�t�×�ˆ�$�t�I�b�‘�O�t�·�©�á�æ�Â�Ÿ  �ž�Ó�å
� �ž�ï�µ�›
ƒ���b�”�t�x�z webvpn �¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï  �Þ�”�Å�z webvpn �¬�ç�”�Ó  �¯�ï�Ñ�Ÿ�ª�á
�è�”�³�ã�ï  �Þ�”�Å�z �‡�h�x  webvpn �â�”�²�Ê�¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï  �Þ�”�Å�w�M�c�•�T�w�Þ�”�Å�p
auto-signon �¯�Ú�ï�Å�›�–�;�`�‡�b�{�Ý	Â�M�Ü�x�z NTLM�¢ NTLMv1�£�Ý	Â�z HTTP Basic �Ý	Â�z�‡�h
�x�f�w�†�M�U�D�ó�p�b�{�›���w�±�”�Ì�t�0�b�”  auto-signon �›�Ã�Ÿ�·�”�Ò�ç�t�b�”�t�x�z�\�w�¯�Ú�ï
�Å�w no ���Ü�›�i�w  ip�z uri �z�S�‘�|  auth-type �¾
:�q�ž�t�–�;�`�‡�b�{�b�‚�o�w�±�”�Ì�t�0�b�”
auto-signon �›�Ã�Ÿ�·�”�Ò�ç�t�b�”�t�x�z�\�w�¯�Ú�ï�Å�w  no ���Ü�›�¾
:�s�`�p�¦���`�‡�b�{

auto-signon allow { ip ip-address ip-mask | uri  resource-mask}  auth-type { basic | ntlm | all}

no auto-signon [allow { ip ip-address ip-mask | uri  resource-mask} auth-type { basic | ntlm | all}]

�³�ï�»�¿�«�µ�w
†�Ì

�Ã�Ñ�¥�ç�Ä �Ã�Ñ�¥�ç�Ä�p�x�z�\�w�;�ó�x�b�‚�o�w�±�”�Ì�t�0�`�o�Ã�Ÿ�·�”�Ò�ç�t�s�l�o�M�‡�b�{

�¯�Ú�ï�Å  �Þ�”�Å �Í�w
¯�x�z�\�w�¯�Ú�ï�Å�›�Ö�—�p�V�”�Þ�”�Å�›�Ô�`�o�M�‡�b�{

�¯�Ú�ï�Å�d�º

�–�;	Í�w�̈ � �Å�å� �ï auto-signon �¯�Ú�ï�Å�x�z WebVPN �â�”�²�w�h�Š�w�³�ï�¬�ç  �±� �ï�¦�ï�M�Ü�p�b�{�\�w�¯�Ú�ï�Å�x�z
WebVPN �é�¬� �ï  �«�è�Ã�ï�³�ß�ç�¢�â�”�²�Ê�q�Í�µ�ë�”�Å�£�›  NTLM �Ý	Â�z HTTP Basic �Ý	Â�z�‡
�h�x�f�w�†�M�›�–�;�b�”�Ý	Â�;�w�º
æ�±�”�Ì�t�I�`�‡�b�{
ó
:�w  auto-signon �¯�Ú�ï�Å�›�Ö�—�p�V�z
�f�w�M�t�x�¯�Ú�ï�Å�x�Ö�—	q	‚�t	H�l�o�¢�7	s�t�Ö�—�`�h�¯�Ú�ï�Å�U
Œ�t�£	r�g�^�•�‡�b�{

all NTLM �q  HTTP Basic �w�†�M�w�Ý	Â�M�Ü�›�¦���`�‡�b�{

allow �›���w�±�”�Ì�t�0�b�”�Ý	Â�›� �É�”�Ò�ç�t�`�‡�b�{

auth-type �Ý	Â�M�Ü�w
¬�R�›� �É�”�Ò�ç�t�`�‡�b�{

basic HTTP Basic �Ý	Â�M�Ü�›�¦���`�‡�b�{

ip IP �ž�Å�è�µ�q�Ú�µ�«�p�Ý	Â
Œ�w�±�”�Ì�›�›���b�”�\�q�›�¦���`�‡�b�{

ip-address ip-mask �q�ž�t�z�Ý	Â
Œ�w�±�”�Ì�w  IP �ž�Å�è�µ
c�“�›�›���`�‡�b�{

ip-mask ip-address �q�ž�t�z�Ý	Â
Œ�w�±�”�Ì�w  IP �ž�Å�è�µ
c�“�›�›���`�‡�b�{

ntlm NTLMv1 �Ý	Â�M�Ü�›�¦���`�‡�b�{

resource-mask �Ý	Â
Œ�w�±�”�Ì�w  URI �Ú�µ�«�›�›���`�‡�b�{

uri URI �Ú�µ�«�p�Ý	Â
Œ�w�±�”�Ì�›�›���b�”�\�q�›�¦���`�‡�b�{

�¯�Ú�ï�Å  �Þ�”�Å

�Ñ�•� �ž�¢�¥�”�ç  �Þ�”�Å �·�©�á�æ�Â�Ÿ  �¯�ï�Â�©�µ�Ä

�ç�”�Â�¿�Å �•�a �³�ï�¬�ç

�Ú�ç�½

�¯�ï�Â�©�µ�Ä �³�µ�Â�Ü

WebVPN �¯ � ï �Ñ�Ÿ�ª �á�è�”
�³�ã�ï

• — • — —

WebVPN �¬�ç�”�Ó  �Ù�æ�³�”  �¯
�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï

• — • — —

WebVPN �â �” � ² �Ê�¯ � ï �Ñ�Ÿ
�ª�á�è�”�³�ã�ï

• — • — —

�æ�æ�”�µ �!�Ë�º�0

7.1.1 �\�w�¯�Ú�ï�Å�U�‹�Ö�^�•�‡�`�h�{
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auto-signon �;�ó�x�z webvpn �¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï  �Þ�”�Å�z webvpn �¬�ç�”�Ó  �¯�ï�Ñ�Ÿ�ª�á�è�”
�³�ã�ï  �Þ�”�Å�z �‡�h�x  webvpn �â�”�²�Ê�¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï  �Þ�”�Å�w  3 �m�w�Þ�”�Å�p�–�;�p�V
�‡�b�{�°
`�$�s��
Œ�ˆ�^�x�z�â�”�²�Ê�U�¬�ç�”�Ó�t��
Œ�b�”	Ô�ù�z�S�‘�|�¬�ç�”�Ó�U�¬�é�”�Ì�ç�t
��
Œ�b�”	Ô�ù�t�&�;�^�•�‡�b�{�r�w�Þ�”�Å�›
¬�R�b�”�T�x�z
ž�A�s�Ý	Â
c�“�t�‘�l�o�Ÿ�s�“�‡�b�{
�Í�w
¯�›�€	°�`�o�X�i�^�M�{

�« �Í�w�¯�Ú�ï�Å�«�p�x�z�b�‚�o�w  WebVPN �â�”�²�t�0�`�o�z NTLM �Ý	Â�›�–�;�b�”  auto-signon �›
ƒ
���`�o�M�‡�b�{�Ý	Â
Œ�w�±�”�Ì�w  IP �ž�Å�è�µ�w
c�“�x�z 10.1.1.0 �™ 10.1.1.255 �p�b�{

hostname(config)# webvpn
hostname(config-webvpn)# auto-signon allow ip 10.1.1.0 255.255.255.0  auth-type ntlm  

�Í�w�¯�Ú�ï�Å�«�p�x�z�b�‚�o�w  WebVPN �â�”�²�t�0�`�o�z HTTP Basic �Ý	Â�›�–�;�b�”  auto-signon
�›
ƒ���`�o�M�‡�b�{�Ý	Â
Œ�w�±�”�Ì�x�z URI �Ú�µ�«  https://*.example.com/* �p���[�^�•�o�M�‡�b�{

hostname(config)# webvpn
hostname(config-webvpn)# auto-signon allow uri https://*.example.com/* auth-type basic

�Í�w�¯�Ú�ï�Å�«�p�x�z WebVPN �â�”�²  ExamplePolicy �¬�ç�”�Ó�t�0�`�o�z HTTP Basic �Ý	Â�‡�h�x
NTLM �Ý	Â�› �–� ; �b � ”  auto-signon � › 
ƒ � � � ` �o �M�‡ �b�{�Ý	Â
Œ�w�±�” � Ì �x�z URI �Ú�µ�«
https://*.example.com/* �p���[�^�•�o�M�‡�b�{

hostname(config)# group-policy ExamplePolicy attributes  
hostname(config-group-policy)# webvpn  
hostname(config-group-webvpn)# auto-signon allow uri https://*.example.com/* auth-type 
all

�Í�w�¯�Ú�ï�Å�«�p�x�z Anyuser �q�M�O�Ê
²�w�â�”�²�t�0�`�o�z HTTP Basic �Ý	Â�›�–�;�b�”  auto-signon
�›
ƒ���`�o�M�‡�b�{�Ý	Â
Œ�w�±�”�Ì�w  IP �ž�Å�è�µ�w
c�“�x�z 10.1.1.0 �™ 10.1.1.255 �p�b�{

hostname(config)#  username Anyuser attributes
hostname(config-username)# webvpn
hostname(config-username-webvpn)# auto-signon allow ip 10.1.1.0 255.255.255.0  
auth-type basic  

���È�¯�Ú�ï�Å

�Þ�”�Å 
c�“

WebVPN �¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï �b�‚�o�w  WebVPN �â�”�²�¢�¬�é�”�Ì�ç�£

WebVPN �¬�ç�”�Ó  �¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï �¬�ç �” �Ó  �Ù�æ�³ � ” �p � � � [ �^ � • �o �M�”  WebVPN
�â�”�²�w�±�Ò�·�¿�Ä

WebVPN �â�”�²�Ê�¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï �x�‘�w  WebVPN �â�”�²

�¯�Ú�ï�Å 
†�Ì

show running-config webvpn auto-signon �î�æ�¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï�w  auto-signon �Â�“�p
�o�›
¯�Ô�`�‡�b�{
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auto-summary
RIP �w�&�Ï	B�ÿ�›�6�S� �É�”�Ò�ç�t�b�”�t�x�z�ç�”�»  �¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï  �Þ�”�Å�p  
auto-summary �¯�Ú�ï�Å�›�–�;�`�‡�b�{ RIP �w�&�Ï	B�ÿ�›�Ã�Ÿ�·�”�Ò�ç�t�b�”�t�x�z�\�w�¯�Ú�ï�Å�w
no ���Ü�›�–�;�`�‡�b�{

auto-summary

no auto-summary

�³�ï�»�¿�«�µ�w
†�Ì �\�w�¯�Ú�ï�Å�t�x�z�¾
:�‹�©�”�ë�”�Å�‹�K�“�‡�d�œ�{

�Ã�Ñ�¥�ç�Ä RIP �Ì�”�´�ã�ï  1 �q  2 �p�x�z�&�Ï	B�ÿ�U� �É�”�Ò�ç�t�s�l�o�M�‡�b�{

�¯�Ú�ï�Å  �Þ�”�Å �Í�w
¯�x�z�\�w�¯�Ú�ï�Å�›�Ö�—�p�V�”�Þ�”�Å�›�Ô�`�o�M�‡�b�{

�¯�Ú�ï�Å�d�º

�–�;	Í�w�̈ � �Å�å� �ï �&�Ï	B�ÿ�t�‘�l�o�z�ç�”�Â�Ÿ�ï�¬  �Â�”�Ò�ç�º�w�ç�”�Â�Ÿ�ï�¬	Ø�C�w�”�U	—�s�X�s�“�‡�b�{

RIP �Ì�”�´�ã�ï  1 �x�z	×�t�×�ˆ	B�ÿ�›�–�;�`�‡�b�{ RIP �Ì�”�´�ã�ï  1 �w�×�ˆ	B�ÿ�;�ó�›�Ã�Ÿ�·�”�Ò
�ç�t�b�”�\�q�x�p�V�‡�d�œ�{

RIP �Ì�”�´�ã�ï  2 �›�–�;�`�o�M�”	Ô�ù�x�z no auto-summary �¯�Ú�ï�Å�›�¦���`�o�z�×�ˆ	B�ÿ�›�¦�Ñ
�t�b�”�\�q�U�p�V�‡�b�{
€���U
~�…�^�•�o�M�”�±�Ò�É�¿�Ä���p�ç�”�Â�Ÿ�ï�¬�b�”
ž�A�U�K�”	Ô�ù
�x�z�×�ˆ	B�ÿ�›�Ã�Ÿ�·�”�Ò�ç�t�`�‡�b�{�×�ˆ	B�ÿ�›�Ã�Ÿ�·�”�Ò�ç�t�b�”�q�z�±�Ò�É�¿�Ä�U�ž�Å�Ì�»
� �¶�^�•�‡�b�{  

�î�æ�¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï�t
¯�Ô�^�•�”�w�x�z�\�w�¯�Ú�ï�Å�w  no ���Ü�w�ˆ�p�b�{

�« �Í�w�«�p�x�z RIP �w�&�Ï	B�ÿ�›�Ã�Ÿ�·�”�Ò�ç�t�`�o�M�‡�b�{

hostname(config)# router rip
hostname(config-router)# network 10.0.0.0
hostname(config-router)# version 2
hostname(config-router)# no auto-summary

�¯�Ú�ï�Å  �Þ�”�Å

�Ñ�•� �ž�¢�¥�”�ç  �Þ�”�Å �·�©�á�æ�Â�Ÿ  �¯�ï�Â�©�µ�Ä

�ç�”�Â�¿�Å �•�a �³�ï�¬�ç

�Ú�ç�½

�¯�ï�Â�©�µ�Ä �³�µ�Â�Ü

�ç�”�»  �¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã
�ï

• — • — —

�æ�æ�”�µ �!�Ë�º�0

7.2(1) �\�w�¯�Ú�ï�Å�U�‹�Ö�^�•�‡�`�h�{
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���È�¯�Ú�ï�Å

auto-update device-id
Auto Update Server �;�w�·�©�á�æ�Â�Ÿ  �ž�Ó�å� �ž�ï�µ  �Ã�Ì� �µ  ID �›
ƒ���b�”�t�x�z�¬�é�”�Ì�ç  �¯
�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï  �Þ�”�Å�p  auto-update device-id �¯�Ú�ï�Å�›�–�;�`�‡�b�{�Ã�Ì� �µ  ID �›�_	†
�b�”�t�x�z�\�w�¯�Ú�ï�Å�w  no ���Ü�›�–�;�`�‡�b�{

auto-update device-id [hardware-serial | hostname | ipaddress [if_name] | mac-address[if_name] | 
string text]

no auto-update device-id [hardware-serial | hostname | ipaddress [if_name] | mac-address[if_name] 
| string text]

�³�ï�»�¿�«�µ�w
†�Ì

�¯�Ú�ï�Å�d�º

�Ã�Ñ�¥�ç�Ä �Ã�Ñ�¥�ç�Ä�w  ID �x�×�µ�Ä�Ê�p�b�{

�¯�Ú�ï�Å 
†�Ì

clear configure rip �î�æ�¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï�T�’�b�‚�o�w  RIP �¯�Ú�ï�Å�›	«�ˆ�`
�‡�b�{

router rip RIP �ç�”�Â�Ÿ�ï�¬  �Ó�é�·�µ�›� �É�”�Ò�ç�t�`�z RIP �ç�”�»  �¯�ï�Ñ�Ÿ
�ª�á�è�”�³�ã�ï  �Þ�”�Å�t�Ö�“�‡�b�{

show running-config rip �î�æ�¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï�º�w  RIP �¯�Ú�ï�Å�›
¯�Ô�`�‡�b�{

hardware-serial �·�©�á�æ�Â�Ÿ  �ž�Ó�å� �ž�ï�µ�w�Ë�”�Å�¢�£�ž  �³�æ�ž�ç
j�ø�›�–�;�`�o�z
�\�w�Ã�Ì� �µ�›�°�™�t�Ý���`�‡�b�{

hostname �·�©�á�æ�Â�Ÿ  �ž�Ó�å� �ž�ï�µ�w�×�µ�Ä�Ê�›�–�;�`�o�z �\�w�Ã�Ì� �µ�›�°�™
�t�Ý���`�‡�b�{

ipaddress [if_name] �·�©�á�æ�Â�Ÿ  �ž�Ó�å� �ž�ï�µ�w  IP �ž�Å�è�µ�›�–�;�`�o�z�·�©�á�æ�Â�Ÿ  �ž
�Ó�å� �ž�ï�µ�›�°�™�t�Ý���`�‡�b�{�Ã�Ñ�¥�ç�Ä�p�x�z�·�©�á�æ�Â�Ÿ  �ž�Ó�å
� �ž�ï�µ�x�z Auto Update Server �q�w�è	ô�t�–�;�b�”� �ï�»�”�Ñ�£� �µ�›�–
�;�`�‡�b�{���w  IP �ž�Å�è�µ�›�–�;�b�”	Ô�ù�x�z if_name �›�¦���`�‡�b�{

mac-address [if_name] �·�©�á�æ�Â�Ÿ  �ž�Ó�å� �ž�ï�µ�w  MAC �ž�Å�è�µ�›�–�;�`�o�z �·�©�á�æ�Â�Ÿ
�ž�Ó�å� �ž�ï�µ�›�°�™�t�Ý���`�‡�b�{�Ã�Ñ�¥�ç�Ä�p�x�z�·�©�á�æ�Â�Ÿ  �ž�Ó
�å� �ž�ï�µ�x�z Auto Update Server �q�w�è	ô�t�–�;�b�”� �ï�»�”�Ñ�£� �µ�w
MAC �ž�Å�è�µ�›�–�; �`�‡�b�{���w  MAC �ž�Å�è�µ�›�–�;�b�” 	Ô�ù�x�z
if_name �›�¦���`�‡�b�{

string text �Ã�Ì� �µ�›  Auto Update Server �t�0�`�o�°�™�t�Ý���b�”�h�Š�w�Â�©�µ�Ä��
�È�»�›�¦���`�‡�b�{

�æ�æ�”�µ �!�Ë�º�0

7.0 �\�w�¯�Ú�ï�Å�U�‹�Ö�^�•�‡�`�h�{
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�¯�Ú�ï�Å  �Þ�”�Å �Í�w
¯�x�z�\�w�¯�Ú�ï�Å�›�Ö�—�p�V�”�Þ�”�Å�›�Ô�`�o�M�‡�b�{

�« �Í�w�«�p�x�z�Ã�Ì� �µ  ID �›�³�æ�ž�ç
j�ø�t
ƒ���`�o�M�‡�b�{

hostname(config)# auto-update device-id hardware-serial

���È�¯�Ú�ï�Å

�¯�Ú�ï�Å  �Þ�”�Å

�Ñ�•� �ž�¢�¥�”�ç  �Þ�”�Å �·�©�á�æ�Â�Ÿ  �¯�ï�Â�©�µ�Ä

�ç�”�Â�¿�Å �•�a �³�ï�¬�ç

�Ú�ç�½

�¯�ï�Â�©�µ�Ä �³�µ�Â�Ü

�¬�é�”�Ì�ç  �¯�ï�Ñ�Ÿ�ª�á�è�”
�³�ã�ï

• • • — —

auto-update poll-period �·�©�á�æ�Â�Ÿ  �ž�Ó�å� �ž�ï�µ�U  Auto Update Server �T�’�w
�ž�¿�Ó�Ã�”�Ä�›�½�£�¿�«�b�”
Ã�S�›
ƒ���`�‡�b�{

auto-update server Auto Update Server �›�¦���`�‡�b�{

auto-update timeout �\�w�»� �Ü�ž�¢�Ä�8���º�t  Auto Update Server �t�ž�«�·�µ�`
�s�M	Ô�ù�z�·�©�á�æ�Â�Ÿ  �ž�Ó�å� �ž�ï�µ�›�è�a�b�”�Ä�å
�Ñ�Ÿ�¿�«�›���­�`�‡�b�{

clear configure auto-update Auto Update Server �w�¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï�›	«�ˆ�`�‡�b�{

show running-config auto-update Auto Update Server �w�¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï�›
¯�Ô�`�‡�b�{
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auto-update poll-at
�·�©�á�æ�Â�Ÿ  �ž�Ó�å� �ž�ï�µ�p  Auto Update Server �›�Ù�”�æ�ï�¬�b�”�›���w�Ô�Ì�›
ƒ���b�”�t�x�z
�¬�é�”�Ì�ç  �¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï  �Þ�”�Å�p  auto-update poll-at �¯�Ú�ï�Å�›�–�;�`�‡�b�{

auto-update poll-at days-of-the-week time [randomize minutes] [retry_count [retry_period]]

no auto-update poll-at days-of-the-week time [randomize minutes] [retry_count [retry_period]]

�³�ï�»�¿�«�µ�w
†�Ì

�Ã�Ñ�¥�ç�Ä �Ã�Ñ�¥�ç�Ä�w�ˆ�^�•�‹�x�K�“�‡�d�œ�{

�¯�Ú�ï�Å  �Þ�”�Å �Í�w
¯�x�z�\�w�¯�Ú�ï�Å�›�Ö�—�p�V�”�Þ�”�Å�›�Ô�`�o�M�‡�b�{

�¯�Ú�ï�Å�d�º

�–�;	Í�w�̈ � �Å�å� �ï auto-update poll-at �¯�Ú�ï�Å�x�z�ž�¿�Ó�Ã�”�Ä�U�K�”�T�r�O�T�›�¬�Ý�b�”�h�Š�t�Ù�”�æ�ï�¬�b�”�»
� �Û�ï�¬�›�¦���`�‡�b�{ randomize �¦�Ó�³�ã�ï�›� �É�”�Ò�ç�t�b�”�q�z time �p�¦���`�h�‰�•�Ì���Ž
�™�z�¦���`�h�Ì���¢
ü�o�•�£�º�w�Ú�™�w�Ì���t�Ù�”�æ�ï�¬�^�•�‡�b�{ auto-update poll-at �¯�Ú�ï�Å
�q  auto-update poll-period �¯�Ú�ï�Å�x�z �“�M�t
	���$�p�b�{ 
ƒ���p�V�”�w�x�z �M�c�•�T�°�M�i�Z�p�b�{

�« �Í�w�«�p�x�z�·�©�á�æ�Â�Ÿ  �ž�Ó�å� �ž�ï�µ�p�–	?�Ú�5�Ô�q�T�5�Ô�w�•�™  10 �Ì�T�’  11 �Ì�w���z�Ú�™
�w�Ì���t  Auto Update Server �›�Ù�”�æ�ï�¬�b�”�‘�O�t
ƒ���`�o�M�‡�b�{�‡�h�z
€���p�V�s�T�l�h	Ô
�ù�x�z 10 
ü���´�p  2 �s�6�¼�æ�`�‡�b�{

hostname(config)# auto-update poll-at Friday Saturday 22:00 randomize 60 2 10
hostname(config)# auto-update server http://192.168.1.114/aus/autoupdate.asp

days-of-the-week Monday�¢�D�5�Ô�£�zTuesday�¢�P�5�Ô�£ �zWednesday�¢
+�5�Ô�£ �zThursday�¢�æ
�5�Ô�£�z Friday�¢�Ú�5�Ô�£�z Saturday�¢�T�5�Ô�£ �z�S�‘�|  Sunday�¢�Ô�5�Ô�£�T
�’�5�Ô�‡�h�x�f�w
Ê�ˆ�ù�d�›�¦���`�‡�b�{�\�w���t�‹�z daily�¢�D�5�Ô�T�’
�Ô�5�Ô�‡�p�£ �z weekdays�¢�D�5�Ô�T�’�Ú�5�Ô�‡�p�£ �z weekend�¢�T�5�Ô�q�Ô
�5�Ô�£�›�¦���p�V�‡�b�{

time �Ù�”�æ�ï�¬�›�‰�•�b�”�Ì���›  HH:MM ���Ü�p�¦���`�‡�b�{�h�q�Q�y�z 8:00
�x�•
²  8 �Ì�›�z 20:00 �x�•�™  8 �Ì�›�Ô�`�‡�b�{

randomize minutes �¦���`�h�‰�•�Ì���Ž�™�z�Ú�™�t�Ù�”�æ�ï�¬�b�”�8���¢ 1 �™ 1439 
ü�£�›�¦��
�`�‡�b�{

retry_count Auto Update Server �•�w�7	s�w
€���¼�æ�U�æ

�`�h�™�t�z �6
€���›�?�s�¼�æ
�b�”�T�›�¦���`�‡�b�{�Ã�Ñ�¥�ç�Ä�x  0 �p�b�{

retry_period 
€���›�6�¼�æ�b�”���´�›�¦���`�‡�b�{�Ã�Ñ�¥�ç�Ä�x  5 
ü�p�b�{ 1 �™ 35791

ü�t�¦���p�V�‡�b�{

�¯�Ú�ï�Å  �Þ�”�Å

�Ñ�•� �ž�¢�¥�”�ç  �Þ�”�Å �·�©�á�æ�Â�Ÿ  �¯�ï�Â�©�µ�Ä

�ç�”�Â�¿�Å �•�a �³�ï�¬�ç

�Ú�ç�½

�¯�ï�Â�©�µ�Ä �³�µ�Â�Ü

�¬�é�”�Ì�ç  �¯�ï�Ñ�Ÿ�ª�á�è�”
�³�ã�ï

• • • — —

�æ�æ�”�µ �!�Ë�º�0

7.2(1) �\�w�¯�Ú�ï�Å�U�‹�Ö�^�•�‡�`�h�{
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���È�¯�Ú�ï�Å auto-update device-id Auto Update Server �;�w�·�©�á�æ�Â�Ÿ  �ž�Ó�å� �ž�ï�µ  �Ã�Ì� 
�µ  ID �›
ƒ���`�‡�b�{

auto-update poll-period �·�©�á�æ�Â�Ÿ  �ž�Ó�å� �ž�ï�µ�U  Auto Update Server �T�’�w
�ž�¿�Ó�Ã�”�Ä�›�½�£�¿�«�b�”
Ã�S�›
ƒ���`�‡�b�{

auto-update timeout �\�w�»� �Ü�ž�¢�Ä�8���º�t  Auto Update Server �t�ž�«�·�µ�`
�s�M	Ô�ù�z�·�©�á�æ�Â�Ÿ  �ž�Ó�å� �ž�ï�µ�›�è�a�b�”�Ä�å
�Ñ�Ÿ�¿�«�›���­�`�‡�b�{

clear configure auto-update Auto Update Server �w�¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï�›	«�ˆ�`�‡�b�{

management-access �·�©�á�æ�Â�Ÿ  �ž�Ó�å� �ž�ï�µ	Í�w�º
æ���g� �ï�»�”�Ñ�£� 
�µ�t�ž�«�·�µ�p�V�”�‘�O�t�`�‡�b�{

show running-config auto-update Auto Update Server �w�¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï�›
¯�Ô�`�‡�b�{
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auto-update poll-period
�·�©�á�æ�Â�Ÿ  �ž�Ó�å� �ž�ï�µ�U  Auto Update Server �T�’�w�ž�¿�Ó�Ã�”�Ä�›�½�£�¿�«�b�”
Ã�S�›
ƒ��
�b�”�t�x�z �¬�é�”�Ì�ç  �¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï  �Þ�”�Å�p  auto-update poll-period �¯�Ú�ï�Å�›�–�;�`
�‡�b�{�\�w�Í�å�Ý�”�»�›�Ã�Ñ�¥�ç�Ä�t�æ�·�¿�Ä�b�”�t�x�z�\�w�¯�Ú�ï�Å�w  no ���Ü�›�–�;�`�‡�b�{

auto-update poll-period poll_period [retry_count [retry_period]]

no auto-update poll-period poll_period [retry_count [retry_period]]

�³�ï�»�¿�«�µ�w
†�Ì

�Ã�Ñ�¥�ç�Ä �Ã�Ñ�¥�ç�Ä�w�Ù�”�æ�ï�¬���´�x  720 
ü�¢ 12 �Ì���£�p�b�{

Auto Update Server �•�w�7	s�w
€���¼�æ�U�æ

�`�h�™�t�6
€���›�¼�æ�b�”�s
:�x�z�Ã�Ñ�¥�ç�Ä�p�x  0
�p�b�{


€���¼�æ�w�Ã�Ñ�¥�ç�Ä���´�x�z 5 
ü�p�b�{

�¯�Ú�ï�Å  �Þ�”�Å �Í�w
¯�x�z�\�w�¯�Ú�ï�Å�›�Ö�—�p�V�”�Þ�”�Å�›�Ô�`�o�M�‡�b�{

�¯�Ú�ï�Å�d�º

�–�;	Í�w�̈ � �Å�å� �ï auto-update poll-at �¯�Ú�ï�Å�q  auto-update poll-period �¯�Ú�ï�Å�x�z�“�M�t
	���$�p�b�{
ƒ���p�V�”
�w�x�z�M�c�•�T�°�M�i�Z�p�b�{

�« �Í�w�«�p�x�z�Ù�”�æ�ï�¬���´�›  360 
ü�t�z�æ�Ä�å� �s
:�›  1 �s�t�z�æ�Ä�å� ���´�›  3 
ü�t
ƒ���`�o
�M�‡�b�{

hostname(config)# auto-update poll-period 360 1 3

poll_period Auto Update Server �›�Ù�”�æ�ï�¬�b�”
Ã�S�›
ü�o�•�p�¦���`�‡�b�¢ 1 �™
35791�£�{�Ã�Ñ�¥�ç�Ä�x  720 
ü�¢ 12 �Ì���£�p�b�{

retry_count Auto Update Server �•�w�7	s�w
€���¼�æ�U�æ

�`�h�™�t�z �6
€���›�?�s�¼�æ
�b�”�T�›�¦���`�‡�b�{�Ã�Ñ�¥�ç�Ä�x  0 �p�b�{

retry_period 
€���›�¼�æ�b�”���´�›
ü�o�•�p�¦���`�‡�b�¢ 1 �™ 35791�£�{�Ã�Ñ�¥�ç�Ä�x  5

ü�p�b�{

�¯�Ú�ï�Å  �Þ�”�Å

�Ñ�•� �ž�¢�¥�”�ç  �Þ�”�Å �·�©�á�æ�Â�Ÿ  �¯�ï�Â�©�µ�Ä

�ç�”�Â�¿�Å �•�a �³�ï�¬�ç

�Ú�ç�½

�¯�ï�Â�©�µ�Ä �³�µ�Â�Ü

�¬�é�”�Ì�ç  �¯�ï�Ñ�Ÿ�ª�á�è�”
�³�ã�ï

• • • — —

�æ�æ�”�µ �!�Ë�º�0

7.0 �\�w�¯�Ú�ï�Å�U�‹�Ö�^�•�‡�`�h�{
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���È�¯�Ú�ï�Å

auto-update server
Auto Update Server �›�¦���b�”�t�x�z�¬�é�”�Ì�ç  �¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï  �Þ�”�Å�p  auto-update
server �¯�Ú�ï�Å�›�–�;�`�‡�b�{�±�”�Ì�›�_	†�b�”�t�x�z�\�w�¯�Ú�ï�Å�w  no ���Ü�›�–�;�`�‡�b�{�·
�©�á�æ�Â�Ÿ  �ž�Ó�å� �ž�ï�µ�x�z ���8�$�t  Auto Update Server �t�ž�«�·�µ�`�o�z �¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã
�ï�z�¦�Ö�è�”�Â�Ÿ�ï�¬  �³�µ�Â�Ü�z�S�‘�|  ASDM �w�ž�¿�Ó�Ã�”�Ä�U�s�M�T�Ð�‚�‡�b�{

auto-update server url [source interface] [verify-certificate]

no auto-update server url [source interface] [verify-certificate]

�³�ï�»�¿�«�µ�w
†�Ì

�Ã�Ñ�¥�ç�Ä �Ã�Ñ�¥�ç�Ä�w�ˆ�^�•�‹�x�K�“�‡�d�œ�{

�¯�Ú�ï�Å  �Þ�”�Å �Í�w
¯�x�z�\�w�¯�Ú�ï�Å�›�Ö�—�p�V�”�Þ�”�Å�›�Ô�`�o�M�‡�b�{

�¯�Ú�ï�Å�d�º

auto-update device-id Auto Update Server �;�w�·�©�á�æ�Â�Ÿ  �ž�Ó�å� �ž�ï�µ  �Ã�Ì� 
�µ  ID �›
ƒ���`�‡�b�{

auto-update server Auto Update Server �›�¦���`�‡�b�{

auto-update timeout �\�w�»� �Ü�ž�¢�Ä�8���º�t  Auto Update Server �t�ž�«�·�µ�`
�s�M	Ô�ù�z�·�©�á�æ�Â�Ÿ  �ž�Ó�å� �ž�ï�µ�›�è�a�b�”�Ä�å
�Ñ�Ÿ�¿�«�›���­�`�‡�b�{

clear configure auto-update Auto Update Server �w�¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï�›	«�ˆ�`�‡�b�{

show running-config auto-update Auto Update Server �w�¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï�›
¯�Ô�`�‡�b�{

url Auto Update Server �w	Ô	t�›�z�³�ï�»�¿�«�µ  
http [s]:[[user:password@]location [:port ]] / pathname �› �–�; �` �o�¦ � � � ` �‡
�b�{

interface Auto Update Server �t�A�{�›
ù	ô�b�”	Ô�ù�t�–�;�b�”� �ï�»�”�Ñ�£� �µ�›
�¦���`�‡�b�{

verify_certificate Auto Update Server �t�‘�l�o�&�^�•�”	Â�Ì	{�›�¬�Ý�`�‡�b�{

�¯�Ú�ï�Å  �Þ�”�Å

�Ñ�•� �ž�¢�¥�”�ç  �Þ�”�Å �·�©�á�æ�Â�Ÿ  �¯�ï�Â�©�µ�Ä

�ç�”�Â�¿�Å �•�a �³�ï�¬�ç

�Ú�ç�½

�¯�ï�Â�©�µ�Ä �³�µ�Â�Ü

�¬�é�”�Ì�ç  �¯�ï�Ñ�Ÿ�ª�á�è�”
�³�ã�ï

• • • — —

�æ�æ�”�µ �!�Ë�º�0

7.0 �\�w�¯�Ú�ï�Å�U�‹�Ö�^�•�‡�`�h�{

7.2(1) 
ó
:�w�±�”�Ì�›�±�Ù�”�Ä�p�V�”�‘�O�t�¯�Ú�ï�Å�U�!�Ë�^�•�‡�`�h�{
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�–�;	Í�w�̈ � �Å�å� �ï �×�ˆ�ž�¿�Ó�Ã�”�Ä�;�t
ó
:�w�±�”�Ì�›
ƒ���p�V�‡�b�{�ž�¿�Ó�Ã�”�Ä�U�K�”�T�r�O�T�›�½�£�¿�«�b�”
�q�V�x�z�‡�c  1 �F�è�w�±�”�Ì�t
€���`�‘�O�q�`�z
€���p�V�s�T�l�h	Ô�ù�x�z 2 �F�è�w�±�”�Ì�q�w
€
���›�¼�ˆ�‡�b�{�\�w�A�–�p�z�b�‚�o�w�±�”�Ì�q�w
€���U�¼�ˆ�’�•�‡�b�{�r�w�±�”�Ì�q�‹
€���p�V�s
�M�q�zauto-update poll-period �¯�Ú�ï�Å�p�6�¼�æ�b�”�‘�O�t
ƒ���`�o�M�”	Ô�ù�x�z �7	s�w�±�”�Ì�t�í�l
�o�6�¼�æ�^�•�‡�b�{

�×�ˆ�ž�¿�Ó�Ã�”�Ä�;�ó�›
Y�`�X�ˆ�^�^�d�”�t�x�z boot system configuration �¯�Ú�ï�Å�›�–�;�`�o�z��
�®�s�Ò�”�Ä  � �Ý�”�´�›�¦���b�”
ž�A�U�K�“�‡�b�{ �‰�7�t�z ASDM �¹�Ñ�Ä�¢�£�ž  � �Ý�”�´�›�×�ˆ�ž�¿
�Ó�Ã�”�Ä�b�”�t�x�z asdm image �¯�Ú�ï�Å�›�–�;�b�”
ž�A�U�K�“�‡�b�{

source interface �¾
:�t�¦���`�h� �ï�»�”�Ñ�£� �µ�U�z management-access �¯�Ú�ï�Å�p�¦���`�h� �ï
�»�”�Ñ�£� �µ�q�‰�a�p�K�”	Ô�ù�z Auto Update Server �•�w�A�{�x  VPN �Ä�ï�É�ç�&���p
ù	ô�^�•�‡�b�{

�« �Í�w�«�p�x�z Auto Update Server �w URL �›
ƒ���`�z� �ï�»�”�Ñ�£� �µ  outside �›�¦���`�o�M�‡�b�{

hostname(config)# auto-update server http://10.1.1.1:1741/ source outside

���È�¯�Ú�ï�Å auto-update device-id Auto Update Server �;�w�·�©�á�æ�Â�Ÿ  �ž�Ó�å� �ž�ï�µ  �Ã�Ì� 
�µ  ID �›
ƒ���`�‡�b�{

auto-update poll-period �·�©�á�æ�Â�Ÿ  �ž�Ó�å� �ž�ï�µ�U  Auto Update Server �T�’�w
�ž�¿�Ó�Ã�”�Ä�›�½�£�¿�«�b�”
Ã�S�›
ƒ���`�‡�b�{

auto-update timeout �\�w�»� �Ü�ž�¢�Ä�8���º�t  Auto Update Server �t�ž�«�·�µ�`
�s�M	Ô�ù�z�·�©�á�æ�Â�Ÿ  �ž�Ó�å� �ž�ï�µ�›�è�a�b�”�Ä�å
�Ñ�Ÿ�¿�«�›���­�`�‡�b�{

clear configure auto-update Auto Update Server �w�¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï�›	«�ˆ�`�‡�b�{

management-access �·�©�á�æ�Â�Ÿ  �ž�Ó�å� �ž�ï�µ	Í�w�º
æ���g� �ï�»�”�Ñ�£� 
�µ�t�ž�«�·�µ�p�V�”�‘�O�t�`�‡�b�{

show running-config auto-update Auto Update Server �w�¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï�›
¯�Ô�`�‡�b�{
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auto-update timeout
Auto Update Server �•�w�ž�«�·�µ�t���b�”�»� �Ü�ž�¢�Ä�8���›
ƒ���b�”�t�x�z�¬�é�”�Ì�ç  �¯�ï�Ñ�Ÿ
�ª�á�è�”�³�ã�ï  �Þ�”�Å�p  auto-update timeout �¯�Ú�ï�Å�›�–�;�`�‡�b�{�\�w�»� �Ü�ž�¢�Ä�8���º�t
Auto Update Server �t�ž�«�·�µ�`�s�M�q�z�·�©�á�æ�Â�Ÿ  �ž�Ó�å� �ž�ï�µ�x�z�·�©�á�æ�Â�Ÿ  �ž�Ó�å� 
�ž�ï�µ�›�è�a�b�”�b�‚�o�w�Ä�å�Ñ�Ÿ�¿�«�›���­�^�d�‡�b�{�»� �Ü�ž�¢�Ä�›
ƒ���b�”�\�q�p�z�·�©�á
�æ�Â�Ÿ �ž�Ó�å� �ž�ï�µ�w� �Ý�”�´�q�¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï�›	×�t�7	ý�w	Ý�6�t�-�m�\�q�U�p�V
�‡�b�{�»� �Ü�ž�¢�Ä�›�_	†�b�”�t�x�z�\�w�¯�Ú�ï�Å�w  no ���Ü�›�–�;�`�‡�b�{

auto-update timeout period

no auto-update timeout [period]

�³�ï�»�¿�«�µ�w
†�Ì

�Ã�Ñ�¥�ç�Ä �Ã�Ñ�¥�ç�Ä�w�»� �Ü�ž�¢�Ä�x  0 �p�z�·�©�á�æ�Â�Ÿ  �ž�Ó�å� �ž�ï�µ�x�»� �Ü�ž�¢�Ä�`�s�M�‘�O�t
ƒ��
�^�•�o�M�‡�b�{

�¯�Ú�ï�Å  �Þ�”�Å �Í�w
¯�x�z�\�w�¯�Ú�ï�Å�›�Ö�—�p�V�”�Þ�”�Å�›�Ô�`�o�M�‡�b�{

�¯�Ú�ï�Å�d�º

�–�;	Í�w�̈ � �Å�å� �ï �»� �Ü�ž�¢�Ä	Ý�6�x�z�³�µ�Â�Ü  �é�¬  �Ý�¿�·�”�´  201008 �p�C���^�•�‡�b�{

�« �Í�w�«�p�x�z�»� �Ü�ž�¢�Ä�›  24 �Ì���t
ƒ���`�o�M�‡�b�{

hostname(config)# auto-update timeout 1440

���È�¯�Ú�ï�Å

period �»� �Ü�ž�¢�Ä�8���›
ü�o�•�p�¦���`�‡�b �¢ 1 �™ 35791�£�{�Ã�Ñ�¥�ç�Ä�x  0 �p�z
�»� �Ü�ž�¢�Ä�x�K�“�‡�d�œ�{�»� �Ü�ž�¢�Ä�›  0 �t
ƒ���b�”�\�q�x�p�V�‡�d
�œ�{�»� �Ü�ž�¢�Ä�›  0 �t�æ�·�¿�Ä�b�”�t�x�z�\�w�¯�Ú�ï�Å�w  no ���Ü�›�–
�;�`�‡�b�{

�¯�Ú�ï�Å  �Þ�”�Å

�Ñ�•� �ž�¢�¥�”�ç  �Þ�”�Å �·�©�á�æ�Â�Ÿ  �¯�ï�Â�©�µ�Ä

�ç�”�Â�¿�Å �•�a �³�ï�¬�ç

�Ú�ç�½

�¯�ï�Â�©�µ�Ä �³�µ�Â�Ü

�¬�é�”�Ì�ç  �¯�ï�Ñ�Ÿ�ª�á�è�”
�³�ã�ï

• • • — —

�æ�æ�”�µ �!�Ë�º�0

7.0 �\�w�¯�Ú�ï�Å�U�‹�Ö�^�•�‡�`�h�{

auto-update device-id Auto Update Server �;�w�·�©�á�æ�Â�Ÿ  �ž�Ó�å� �ž�ï�µ  �Ã�Ì� 
�µ  ID �›
ƒ���`�‡�b�{

auto-update poll-period �·�©�á�æ�Â�Ÿ  �ž�Ó�å� �ž�ï�µ�U  Auto Update Server �T�’�w
�ž�¿�Ó�Ã�”�Ä�›�½�£�¿�«�b�”
Ã�S�›
ƒ���`�‡�b�{

auto-update server Auto Update Server �›�¦���`�‡�b�{

clear configure auto-update Auto Update Server �w�¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï�›	«�ˆ�`�‡�b�{

show running-config auto-update Auto Update Server �w�¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï�›
¯�Ô�`�‡�b�{
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4

backup interface �¯�Ú�ï�Å�™  
browse-networks �¯�Ú�ï�Å

backup interface

Ê�ˆ���ˆ�µ� �¿�½�›�Ë�m�Þ�Ã�ç�¢ ASA 5505 �&� ���·�©�á�æ�Â�Ÿ  �ž�Ó�å� �ž�ï�µ�s�r�£�p�x�z� �ï
�»�”�Ñ�£� �µ  �¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï  �Þ�”�Å�p  backup interface �¯�Ú�ï�Å�›�–�;�`�o�z VLAN � �ï
�»�”�Ñ�£� �µ�›  ISP �s�r�w�Ì�¿�«�ž�¿�Ó�;� �ï�»�”�Ñ�£� �µ�t�¦���`�‡�b�{�\�w�¯�Ú�ï�Å�›�Ö�—�p
�V�”�w�x�z VLAN � �ï�»�”�Ñ�£� �µ�w� �ï�»�”�Ñ�£� �µ  �¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï  �Þ�”�Å�i�Z�p�b�{
�\�w�¯�Ú�ï�Å�x�z�Ó�å� �Ú�æ  � �ï�»�”�Ñ�£� �µ�›�è�”�Ã�Ñ�¥�ç�Ä�w�ç�”�Ä�U�¼�¢�ï�`�s�M�v�“�z
�Ì�¿�«�ž�¿�Ó�t�¦���`�h� �ï�»�”�Ñ�£� �µ�›�è�a�`�‘�O�q�b�”�Ä�å�Ñ�Ÿ�¿�«�›�b�‚�o�Ò�é�¿�«�`
�‡�b�{�è	×�w	Ý�6�t�í�b�t�x�z no backup interface �¯�Ú�ï�Å�›�–�;�`�‡�b�{

backup interface vlan number

no backup interface vlan number

�³�ï�»�¿�«�µ�w
†�Ì

�Ã�Ñ�¥�ç�Ä �Ã�Ñ�¥�ç�Ä�p�x�z backup interface �¯�Ú�ï�Å�x�Ã�Ÿ�·�”�Ò�ç�t�s�l�o�M�‡�b�{

�¯�Ú�ï�Å  �Þ�”�Å �Í�w
¯�x�z�\�w�¯�Ú�ï�Å�›�Ö�—�p�V�”�Þ�”�Å�›�Ô�`�o�M�‡�b�{

vlan number �Ì�¿�«�ž�¿�Ó  � �ï�»�”�Ñ�£� �µ�w  VLAN �w ID �›�¦���`�‡�b�{

�¯�Ú�ï�Å  �Þ�”�Å

�Ñ�•� �ž�¢�¥�”�ç  �Þ�”�Å �·�©�á�æ�Â�Ÿ  �¯�ï�Â�©�µ�Ä

�ç�”�Â�¿�Å �•�a �³�ï�¬�ç

�Ú�ç�½

�¯�ï�Â�©�µ�Ä �³�µ�Â�Ü

�  � ï �» � ” �Ñ�£�   �µ  � ¯ � ï �Ñ�Ÿ
�ª�á�è�”�³�ã�ï

• — • — —
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�¯�Ú�ï�Å�d�º

�–�;	Í�w�̈ � �Å�å� �ï backup interface �¯�Ú�ï�Å�p  Easy VPN �›
ƒ���b�”�q�z�Ì�¿�«�ž�¿�Ó  � �ï�»�”�Ñ�£� �µ�U�Ó�å� �Ú
�æ�t�s�l�h	Ô�ù�t�z�·�©�á�æ�Â�Ÿ  �ž�Ó�å� �ž�ï�µ�x  VPN �F���›	ý�`�M�Ó�å� �Ú�æ  � �ï�»�”�Ñ�£� 
�µ�t� �ˆ�`�‡�b�{�Ì�¿�«�ž�¿�Ó  � �ï�»�”�Ñ�£� �µ�w	Ý�6�›
¯�Ô�b�”�t�x�z show interface �¯�Ú�ï�Å
�›�€	°�`�o�X�i�^�M�{

�Ó�å� �Ú�æ  � �ï�»�”�Ñ�£� �µ�U�¼�¢�ï�`�h	Ô�ù�t�Ì�¿�«�ž�¿�Ó  � �ï�»�”�Ñ�£� �µ�›�–�;�p�V�”�‘
�O�t�z 
ž�c�Ó�å� �Ú�æ�q�Ì�¿�«�ž�¿�Ó�w�†�M�w� �ï�»�”�Ñ�£� �µ�t�Ã�Ñ�¥�ç�Ä  �ç�”�Ä�›
ƒ���`�o�X
�i�^�M�{�h�q�Q�y�z�Ó�å� �Ú�æ  � �ï�»�”�Ñ�£� �µ�;�t���g�Ã�Ÿ�µ�»�ï�µ�w�ÿ�M�ç�”�Ä�z�Ì�¿�«�ž�¿
�Ó � �ï�»�”�Ñ�£� �µ�;�t���g�Ã�Ÿ�µ�»�ï�µ�w�ô�M�ç�”�Ä�w  2 �m�w�Ã�Ñ�¥�ç�Ä  �ç�”�Ä�›
ƒ���`�‡�b�{
DHCP �±�”�Ì�T�’	��˜�`�h�Ã�Ñ�¥�ç�Ä  �ç�”�Ä�w���g�Ã�Ÿ�µ�»�ï�µ�›	Í	{�V�b�”�M�O�t�m�M�o�x�z
dhcp client route distance �¯�Ú�ï�Å�›�€	°�`�o�X�i�^�M�{ ISP �w�Ã�á�ž�ç  �±�Ù�”�Ä�w
ƒ���t�m�M�o	Ä
�`�X�x�z sla monitor �¯�Ú�ï�Å�q  track rtr  �¯�Ú�ï�Å�›�€	°�`�o�X�i�^�M�{

management-only �¯�Ú�ï�Å�›
ƒ���`�o�M�”� �ï�»�”�Ñ�£� �µ�›�Ì�¿�«�ž�¿�Ó  � �ï�»�”�Ñ�£� �µ�t

ƒ���b�”�\�q�x�p�V�‡�d�œ�{

�æ�æ�”�µ �!�Ë�º�0

7.2(1) �\�w�¯�Ú�ï�Å�U�‹�Ö�^�•�‡�`�h�{

7.2(2) Security Plus �å� �·�ï�µ�p�x�z VLAN � �ï�»�”�Ñ�£� �µ�w
:�U�è	×�w�Ä�å
�Ñ�Ÿ�¿�«�;�t�x  3 �m�z�Ì�¿�«�ž�¿�Ó  � �ï�»�”�Ñ�£� �µ�;�t�x  1 �m�z�Ñ�£�”
�ç�¦�”�Ì�”�;�t�x  1 �m�q
M�v�^�•�o�M�‡�`�h�{�\�w
M�v�U�s�X�s�“�z�7�G
20 �w� �ï�»�”�Ñ�£� �µ�›
ƒ���p�V�”�‘�O�t�s�“�‡�`�h �¢�\�•�Ž�Ž�w
M�v�x
�K�“�‡�d�œ�£ �{�`�h�U�l�o�z backup interface �¯�Ú�ï�Å�x�z 4 �m�Ž	Í�w� �ï
�»�”�Ñ�£� �µ�›� �É�”�Ò�ç�t�b�”�h�Š�t�x
Æ�A�p�b�{
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�« �Í�w�«�p�x�z 4 �m�w LAN � �ï�»�”�Ñ�£� �µ�›
ƒ���`�o�M�‡�b�{ backup-ip � �ï�»�”�Ñ�£� �µ�p�x�z�Ó
�å� �Ú�æ  � �ï�»�”�Ñ�£� �µ�U�¼�¢�ï�`�o�M�”	Ô�ù�t�v�“�z�è�a�Ä�å�Ñ�Ÿ�¿�«�›�•�D�`�‡�b�{ route
�¯�Ú�ï�Å�x�z�Ó�å� �Ú�æ  � �ï�»�”�Ñ�£� �µ�S�‘�|�Ì�¿�«�ž�¿�Ó  � �ï�»�”�Ñ�£� �µ�w�Ã�Ñ�¥�ç�Ä
�ç�”�Ä�›�^
R�`�o�M�‡�b�{�Ì�¿�«�ž�¿�Ó  �ç�”�Ä�t�ÿ�M���g�Ã�Ÿ�µ�»�ï�µ�U
ƒ���^�•�o�M�‡�b�{

hostname(config)# interface vlan 100
hostname(config-if)# nameif outside
hostname(config-if)# security-level 0
hostname(config-if)# ip address 10.1.1.1 255.255.255.0
hostname(config-if)# backup interface vlan 400
hostname(config-if)# no shutdown

hostname(config-if)# interface vlan 200
hostname(config-if)# nameif inside
hostname(config-if)# security-level 100
hostname(config-if)# ip address 10.2.1.1 255.255.255.0
hostname(config-if)# no shutdown

hostname(config-if)# interface vlan 300
hostname(config-if)# nameif dmz
hostname(config-if)# security-level 50
hostname(config-if)# ip address 10.3.1.1 255.255.255.0
hostname(config-if)# no shutdown

hostname(config-if)# interface vlan 400
hostname(config-if)# nameif backup-isp
hostname(config-if)# security-level 50
hostname(config-if)# ip address 10.1.2.1 255.255.255.0
hostname(config-if)# no shutdown

hostname(config)# interface ethernet 0/0
hostname(config-if)#  switchport access vlan 100
hostname(config-if)# no shutdown

hostname(config-if)# interface ethernet 0/1
hostname(config-if)#  switchport access vlan 200
hostname(config-if)# no shutdown

hostname(config-if)# interface ethernet 0/2
hostname(config-if)#  switchport access vlan 300
hostname(config-if)# no shutdown

hostname(config-if)# interface ethernet 0/3
hostname(config-if)#  switchport access vlan 400
hostname(config-if)# no shutdown

hostname(config-if)# route outside 0 0 10.1.1.2 1
hostname(config)# route backup-isp 0 0 10.1.2.2 2

���È�¯�Ú�ï�Å �¯�Ú�ï�Å 
†�Ì

forward interface �K�”� �ï�»�”�Ñ�£� �µ�p�z ���w� �ï�»�”�Ñ�£� �µ�•�w�Ä�å�Ñ�Ÿ�¿�«
�›�‰�•�p�V�s�M�‘�O�t�`�‡�b�{

interface vlan VLAN � �ï�»�”�Ñ�£� �µ�›�^
R�`�z � �ï�»�”�Ñ�£� �µ  �¯�ï�Ñ�Ÿ�ª�á
�è�”�³�ã�ï  �Þ�”�Å�t�Ö�“�‡�b�{

dhcp client route distance DHCP �±�”�Ì�T�’	��˜�`�h�Ã�Ñ�¥�ç�Ä  �ç�”�Ä�w���g�Ã�Ÿ�µ�»�ï�µ
�›	Í	{�V�`�‡�b�{

sla monitor �µ�»�Â�Ÿ�¿�«  �ç�”�Ä�w�Ä�å�¿�©�ï�¬�w  SLA ���¹�¦�Ö�è�”�³�ã�ï�›
���[�`�‡�b�{

track rtr SLA ���¹�¦�Ö�è�”�³�ã�ï�w	Ý�¯�›�Ä�å�¿�©�ï�¬�`�‡�b�{
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backup-servers
�Ì�¿�«�ž�¿�Ó  �±�”�Ì�›
ƒ���b�”�t�x�z�¬�ç�”�Ó  �Ù�æ�³�”  �¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï  �Þ�”�Å�p
backup-servers �¯�Ú�ï�Å�›�–�;�`�‡�b�{�Ì�¿�«�ž�¿�Ó  �±�”�Ì�›�_	†�b�”�t�x�z�\�w�¯�Ú�ï�Å�w  no
���Ü�›�–�;�`�‡�b�{ backup-servers �ž�Ä�æ�Ï�á�”�Ä�›�î�æ�¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï�T�’�_	†�b�”�t
�x�z �¾
:�›
Ç�Z�c�t�\�w�¯�Ú�ï�Å�w  no ���Ü�›�–�;�`�‡�b�{ �\�•�p�z backup-servers �w�‹�›���w�¬�ç�”
�Ó �Ù�æ�³�”�T�’�'	•�p�V�‡�b�{

IPSec �Ì�¿�«�ž�¿�Ó  �±�”�Ì�t�‘�“�z VPN �«�å� �ž�ï�Ä�x�z�Ó�å� �Ú�æ  �·�©�á�æ�Â�Ÿ  �ž�Ó�å� �ž�ï
�µ�U�b�;�p�V�s�M	Ô�ù�t�¤���w�±� �Ä�t
€���p�V�‡�b�{�Ì�¿�«�ž�¿�Ó  �±�”�Ì�›
ƒ���b�”�q�z IPSec
�Ä�ï�É�ç�U�¬�q�^�•�”�q�V�t�·�©�á�æ�Â�Ÿ  �ž�Ó�å� �ž�ï�µ�U�«�å� �ž�ï�Ä�t�±�”�Ì  �æ�µ�Ä�›�Ó�¿
�³�á�`�‡�b�{  

backup-servers {server1 server2.. . . server10 | clear-client-config | keep-client-config}

no backup-servers [server1 server2.. . . server10 | clear-client-config | keep-client-config]

�³�ï�»�¿�«�µ�w
†�Ì

�Ã�Ñ�¥�ç�Ä �«�å� �ž�ï�Ä�‡�h�x�Ó�å� �Ú�æ  �·�©�á�æ�Â�Ÿ  �ž�Ó�å� �ž�ï�µ	Í�t�Ì�¿�«�ž�¿�Ó  �±�”�Ì�›
ƒ���`�s
�M�v�“�z�Ì�¿�«�ž�¿�Ó  �±�”�Ì�x���O�`�‡�d�œ�{

�¯�Ú�ï�Å  �Þ�”�Å �Í�w
¯�x�z�\�w�¯�Ú�ï�Å�›�Ö�—�p�V�”�Þ�”�Å�›�Ô�`�o�M�‡�b�{

�¯�Ú�ï�Å�d�º

�–�;	Í�w�̈ � �Å�å� �ï �Ì�¿�«�ž�¿�Ó  �±�”�Ì�x�z�«�å� �ž�ï�Ä�‡�h�x�Ó�å� �Ú�æ  �·�©�á�æ�Â�Ÿ  �ž�Ó�å� �ž�ï�µ	Í�t
ƒ���`
�‡�b�{�·�©�á�æ�Â�Ÿ  �ž�Ó�å� �ž�ï�µ	Í�t�Ì�¿�«�ž�¿�Ó  �±�”�Ì�›
ƒ���b�”�q�z�·�©�á�æ�Â�Ÿ  �ž�Ó�å
� �ž�ï�µ�x�Ì�¿�«�ž�¿�Ó  �±�”�Ì  �Ù�æ�³�”�›�¬�ç�”�Ó�º�w�«�å� �ž�ï�Ä�t�Ó�¿�³�á�`�z�«�å� �ž�ï
�Ä	Í�t�Ì�¿�«�ž�¿�Ó  �±�”�Ì  �æ�µ�Ä�U
ƒ���^�•�o�M�”	Ô�ù�z�f�w�æ�µ�Ä�›�”�V�õ�Q�‡�b�{

clear-client-config �«�å� �ž�ï�Ä�U�Ì�¿�«�ž�¿�Ó  �±�”�Ì�›�–�;�`�s�M�‘�O�t�¦���`�‡
�b�{�·�©�á�æ�Â�Ÿ  �ž�Ó�å� �ž�ï�µ�x�z�È�ç�w�±�”�Ì  �æ�µ�Ä�›�Ó�¿
�³�á�`�‡�b�{

keep-client-config �·�©�á�æ�Â�Ÿ  �ž�Ó�å� �ž�ï�µ�U�Ì�¿�«�ž�¿�Ó  �±�”�Ì	Ø�C�›�«�å� 
�ž�ï�Ä�t
ù	ô�`�s�M�‘�O�t�¦���`�‡�b�{�«�å� �ž�ï�Ä�x�z� �×�w
�Ì�¿�«�ž�¿�Ó  �±�”�Ì  �æ�µ�Ä�›�–�;�`�‡�b�¢
ƒ���^�•�o�M�”	Ô�ù�£ �{

server1 server 2.... server10 �Ó�å� �Ú�æ  �·�©�á�æ�Â�Ÿ  �ž�Ó�å� �ž�ï�µ�U�b�;�p�V�s�M	Ô�ù�t
VPN �«�å� �ž�ï�Ä�U�–�;�b�”�±�”�Ì�w�æ�µ�Ä�›�Ö�—�`�‡�b�{�¤
�±�”�Ì�›�µ�Ö�”�µ�p�à
~�l�o��
Œ�S�w�ô�M	q�t���‚�‡�b�{�±�”�Ì
�x�z IP �ž�Å�è�µ�‡�h�x�×�µ�Ä�Ê�p�¦���`�‡�b�{�æ�µ�Ä�t�x  500 ��
�È�Ö�—�p�V�‡�b�U�z 10 �x�w�¤�ï�Ä�æ�`�T���Š�”�\�q�U�p�V�‡�d�œ�{

�¯�Ú�ï�Å  �Þ�”�Å

�Ñ�•� �ž�¢�¥�”�ç  �Þ�”�Å �·�©�á�æ�Â�Ÿ  �¯�ï�Â�©�µ�Ä

�ç�”�Â�¿�Å �•�a �³�ï�¬�ç

�Ú�ç�½

�¯�ï�Â�©�µ�Ä �³�µ�Â�Ü

�¬�ç�”�Ó  �Ù�æ�³�” • — • — —

�æ�æ�”�µ �!�Ë�º�0

7.0(1) �\�w�¯�Ú�ï�Å�U�‹�Ö�^�•�‡�`�h�{
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�¢�«�£ �×�µ�Ä�Ê�›�–�;�b�”	Ô�ù�x�z�Ì�¿�«�ž�¿�Ó  DNS �±�”�Ì�q�Ì�¿�«�ž�¿�Ó  WINS �±�”�Ì�›�z�Ó�å� �Ú
�æ DNS �±�”�Ì�q�Ó�å� �Ú�æ  WINS �±�”�Ì�q�x���w�É�¿�Ä�ë�”�«	Í�t�”�X�\�q�›�S�ç�Š�`�‡�b�{�‰
�°�É�¿�Ä�ë�”�«	Í�t�”�X�q�z�Ë�”�Å�¢�£�ž  �«�å� �ž�ï�Ä�w
��™�w�«�å� �ž�ï�Ä�U  DHCP �›�p�`�o
�Ë�”�Å�¢�£�ž  �«�å� �ž�ï�Ä�T�’  DNS 	Ø�C�S�‘�|  WINS 	Ø�C�›	��˜�`�z �Ó�å� �Ú�æ  �±�”�Ì�q�w
€��
�U�æ�˜�•�z�Ì�¿�«�ž�¿�Ó  �±�”�Ì�t�Ÿ�s�”  DNS 	Ø�C�S�‘�|  WINS 	Ø�C�U�K�”	Ô�ù�z DHCP �æ�”�µ�U
�8�v
~�•�t�s�”�‡�p�«�å� �ž�ï�Ä�›�ž�¿�Ó�Ã�”�Ä�p�V�‡�d�œ�{�^�’�t�z�×�µ�Ä�Ê�›�–�;�b�”�q�V�t
DNS �±�”�Ì�U�b�;�p�V�s�M�q�z	O�G�s�—���U
C
\�b�”�\�q�U�K�“�‡�b�{

�« �Í�w�«�x�z �®FirstGroup�¯�q�M�O�Ê
²�w�¬�ç�”�Ó  �Ù�æ�³�”�t  IP �ž�Å�è�µ  10.10.10.1 �S�‘�|  
192.168.10.14 �w�Ì�¿�«�ž�¿�Ó  �±�”�Ì�›
ƒ���b�”�M�O�›�¦���`�o�M�‡�b�{

hostname(config)#  group-policy FirstGroup attributes
hostname(config-group-policy)# backup-servers 10.10.10.1 192.168.10.14
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banner
�·�¿�³�ã�ï  �Ì�Æ�”�z�é�¬� �ï  �Ì�Æ�”�z�‡�h�x�®���Ô�w�S�Œ�’�d�¯�Ì�Æ�”�›
ƒ���b�”�t�x�z�¬�é�”
�Ì�ç  �¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï  �Þ�”�Å�p  banner �¯�Ú�ï�Å�›�–�;�`�‡�b�{ �¦���`�h�Ì�Æ�”  �©�”�ë�”�Å

�¢ exec�z login�z�‡�h�x  motd�£�w�b�‚�o�w�æ�›�_	†�b�”�t�x�z no banner �¯�Ú�ï�Å�›�–�;�`�‡�b�{  

banner { exec | login | motd text}

[no] banner { exec | login | motd [text]}

�³�ï�»�¿�«�µ�w
†�Ì

�Ã�Ñ�¥�ç�Ä �Ã�Ñ�¥�ç�Ä�p�x�z�·�¿�³�ã�ï  �Ì�Æ�”�z�é�¬� �ï  �Ì�Æ�”�z�S�‘�|�®���Ô�w�S�Œ�’�d�¯�Ì�Æ�”�x
¯�Ô
�^�•�‡�d�œ�{

�¯�Ú�ï�Å  �Þ�”�Å �Í�w
¯�x�z�\�w�¯�Ú�ï�Å�›�Ö�—�p�V�”�Þ�”�Å�›�Ô�`�o�M�‡�b�{

�¯�Ú�ï�Å�d�º

�–�;	Í�w�̈ � �Å�å� �ï banner �¯�Ú�ï�Å�x�z�¦���`�h�©�”�ë�”�Å�t�0� �b�”�Ì�Æ�”�›
¯�Ô�b�”�‘�O�t
ƒ���`�‡�b�{ text ���È
�»�x�z�7	s�w�í
(���È�¢�µ�Ö�”�µ�£�w�™�t���X�z�æ�¤�¢
î�<�‡�h�x�~�æ�¢ LF�£�£�‡�p�w�b�‚�o�w��
�È�p�Ï
R�^�•�‡�b�{�Â�©�µ�Ä�º�t�K�”�µ�Ö�”�µ�x�f�w�‡�‡
¯�Ô�^�•�‡�b�{�h�i�`�z CLI �p�x�»�Ò�›
�Ö�—�p�V�‡�d�œ�{  


Œ�t�7���w�Ì�Æ�”�›	«�ˆ�`�s�M�v�“�z�™���w  text �¤�ï�Ä�æ�x�f�w�¤
Œ�t�å�C�^�•�‡�b�{  

�¢�«�£ �Ä�”�«�ï  $(domain) �q  $(hostname) �›�–�;�b�”�q�z�f�•�g�•�·�©�á�æ�Â�Ÿ  �ž�Ó�å� �ž�ï�µ�w�Å�Ý� 
�ï�Ê�q�×�µ�Ä�Ê�t�”�V�õ�Q�’�•�‡�b�{�¯�ï�Â�©�µ�Ä  �¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï�p  $(system) �Ä�”�«�ï
�›�Ö�—�b�”�q�z�¯�ï�Â�©�µ�Ä�x�³�µ�Â�Ü  �¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï�t
ƒ���^�•�o�M�”�Ì�Æ�”�›�–�;
�`�‡�b�{  

exec � �É�”�Ò�ç  �Ó�é�ï�Ó�Ä�›
¯�Ô�b�”
²�t�z�Ì�Æ�”�›
¯�Ô�b�”�‘�O�t�³�µ�Â�Ü�›

ƒ���`�‡�b�{

login �â�”�²�U  Telnet �›�–�;�`�o�·�©�á�æ�Â�Ÿ  �ž�Ó�å� �ž�ï�µ�t�ž�«�·�µ�`�h�q�V
�t�z �Í�µ�ë�”�Å  �é�¬� �ï  �Ó�é�ï�Ó�Ä�›
¯�Ô�b�”
²�t�Ì�Æ�”�›
¯�Ô�b�”�‘�O�t
�³�µ�Â�Ü�›
ƒ���`�‡�b�{

motd 	s�Š�o
€���`�h�q�V�t�®���Ô�w�S�Œ�’�d�¯�Ì�Æ�”�›
¯�Ô�b�”�‘�O�t�³�µ�Â�Ü
�›
ƒ���`�‡�b�{

text 
¯�Ô�b�”�Ý�¿�·�”�´  �Â�©�µ�Ä�æ�{  

�¯�Ú�ï�Å  �Þ�”�Å

�Ñ�•� �ž�¢�¥�”�ç  �Þ�”�Å �·�©�á�æ�Â�Ÿ  �¯�ï�Â�©�µ�Ä

�ç�”�Â�¿�Å �•�a �³�ï�¬�ç

�Ú�ç�½

�¯�ï�Â�©�µ�Ä �³�µ�Â�Ü

�¬�é�”�Ì�ç  �¯�ï�Ñ�Ÿ�ª�á�è�”
�³�ã�ï

• • • • •

�æ�æ�”�µ �!�Ë�º�0

�7�� �\�w�¯�Ú�ï�Å�x�7���w�‹�w�p�b�{
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�Ì�Æ�”�›
ó
:�æ�t�b�”�t�x�z�å�C�b�”  1 �æ�]�q�t  banner �¯�Ú�ï�Å�›	ý�`�X�Ö�—�`�‡�b�{�Ö�—�`�h�æ
�x�z�7���Ì�Æ�”�w�¤
Œ�t�å�C�^�•�o�M�V�‡�b�{ RAM �S�‘�|�Ñ�å�¿�³�á  �Ý�Þ�æ�w�0�”�t�‘�”�v�„�›
	†�M�o�z�Ì�Æ�”�w�Õ�^�t
M�v�x�K�“�‡�d�œ�{

Telnet �‡�h�x  SSH �p�·�©�á�æ�Â�Ÿ  �ž�Ó�å� �ž�ï�µ�t�ž�«�·�µ�b�”	Ô�ù�z�Ì�Æ�”  �Ý�¿�·�”�´�w	r�g
�t
ž�A�s�³�µ�Â�Ü  �Ý�Þ�æ�U	G
ü�t�s�M�q�V�•�z TCP 	{�V���ˆ�¤�å�”�U
C
\�`�h�q�V�x�z�·�¿�³�ã�ï
�U���a�‡�b�{ exec �Ì�Æ�”�q  motd �Ì�Æ�”�i�Z�U�z SSH �›�p�`�h�·�©�á�æ�Â�Ÿ  �ž�Ó�å� �ž�ï�µ�•�w�ž
�«�·�µ�›�±�Ù�”�Ä�`�o�M�‡�b�{ login �Ì�Æ�”�x  SSH �›�±�Ù�”�Ä�`�o�M�‡�d�œ�{

�Ì�Æ�”�›�”�V�õ�Q�”�t�x�z no banner �¯�Ú�ï�Å�›�–�;�`�o�T�’�z	ý�`�M�æ�›�å�C�`�‡�b�{  

no banner { exec | login | motd} �¯�Ú�ï�Å�x�z �¦���`�h�Ì�Æ�”  �©�”�ë�”�Å�w�b�‚�o�w�æ�›�_	†�`�‡�b�{  

no banner �¯�Ú�ï�Å�p�x�z�Â�©�µ�Ä���È�»�w�°
æ�i�Z�›�_	†�p�V�‡�d�œ�{�f�w�h�Š�z no banner �¯�Ú
�ï�Å�w�¤
Œ�t�Ö�—�`�h  text �x�b�‚�o�Á�¹�^�•�‡�b�{

�« �Í�w�«�x�z exec�z login�z�S�‘�|  motd �w�¤�Ì�Æ�”�›
ƒ���b�”�M�O�›�Ô�`�o�M�‡�b�{

hostname(config)#  banner motd Think on These Things
hostname(config)# banner exec Enter your password carefully
hostname(config)#  banner login Enter your password to log in
hostname(config)#  show running-config banner
exec:
Enter your password carefully

login:
Enter your password to log in

motd:
Think on These Things

�Í�w�«�x�z motd �Ì�Æ�”�t�‹�O  1 �æ�›�å�C�b�”�M�O�›�Ô�`�o�M�‡�b�{

hostname(config)#  banner motd and Enjoy Today
hostname(config)#  show running-config banner motd
Think on These Things and Enjoy Today

���È�¯�Ú�ï�Å �¯�Ú�ï�Å 
†�Ì

clear configure banner �b�‚�o�w�Ì�Æ�”�›�_	†�`�‡�b�{

show running-config banner �b�‚�o�w�Ì�Æ�”�›
¯�Ô�`�‡�b�{
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banner�¢�¬�ç�”�Ó  �Ù�æ�³�”�£
�æ�Þ�”�Ä  �«�å� �ž�ï�Ä�w
€���Ì�t�æ�Þ�”�Ä  �«�å� �ž�ï�Ä	Í�p�Ì�Æ�”�¢�¢�£�ç�§�Ü  �Â�©�µ�Ä�£�›
¯
�Ô�b�”�t�x�z�¬�ç�”�Ó  �Ù�æ�³�”  �¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï  �Þ�”�Å�p  banner �¯�Ú�ï�Å�›�–�;�`�‡�b�{
�Ì�Æ�”�›�_	†�b�”�t�x�z�\�w�¯�Ú�ï�Å�w  no ���Ü�›�–�;�`�‡�b�{�\�w�¦�Ó�³�ã�ï�›�–�;�b�”�q�z�Ì
�Æ�”�›���w�¬�ç�”�Ó  �Ù�æ�³�”�T�’�'	•�p�V�‡�b�{ �Ì�Æ�”�›�'	•�`�s�M�‘�O�t�b�”�t�x�z banner none
�¯�Ú�ï�Å�›�–�;�`�‡�b�{

banner { value banner_string | none}

no banner

�¢�«�£ VPN �¬�ç�”�Ó  �Ù�æ�³�”�p
ó
:�w�Ì�Æ�”�›
ƒ���`�z �M�c�•�T�w�Ì�Æ�”�›�_	†�b�”�q�z �b�‚�o�w�Ì�Æ�”
�U�_	†�^�•�‡�b�{

�³�ï�»�¿�«�µ�w
†�Ì

�Ã�Ñ�¥�ç�Ä �Ã�Ñ�¥�ç�Ä�w�Ì�Æ�”�x�K�“�‡�d�œ�{

�¯�Ú�ï�Å  �Þ�”�Å �Í�w
¯�x�z�\�w�¯�Ú�ï�Å�›�Ö�—�p�V�”�Þ�”�Å�›�Ô�`�o�M�‡�b�{

�¯�Ú�ï�Å�d�º

�« �Í�w�«�x�z �®FirstGroup�¯�q�M�O�Ê
²�w�¬�ç�”�Ó  �Ù�æ�³�”�t�Ì�Æ�”�›�^
R�b�”�M�O�›�Ô�`�o�M�‡�b�{

hostname(config)#  group-policy FirstGroup attributes
hostname(config-group-policy)# banner value Welcome to Cisco Systems 7.0(1).

none �Ì�Æ�”�t�È�ç�‹�›
ƒ���`�o�z�Ì�Æ�”�›�‹
q�`�‡�b�{�Ã�Ñ�¥�ç�Ä�w�¬�ç�”�Ó
�Ù�æ�³�”�‡�h�x�¦���^�•�o�M�”�¬�ç�”�Ó  �Ù�æ�³�”�T�’�Ì�Æ�”�›�'	•�`�s
�M�‘�O�t�`�‡�b�{

value banner_string �Ì�Æ�”  �Â�©�µ�Ä�›
ƒ���`�‡�b�{���È�»�w�7�G�±� �¶�x  500 ���È�p�b�{
î�<
�›
à�Ö�b�”�t�x�z �®\n�¯�³�”�­�ï�µ�›�–�;�`�‡�b�{

�¯�Ú�ï�Å  �Þ�”�Å

�Ñ�•� �ž�¢�¥�”�ç  �Þ�”�Å �·�©�á�æ�Â�Ÿ  �¯�ï�Â�©�µ�Ä

�ç�”�Â�¿�Å �•�a �³�ï�¬�ç

�Ú�ç�½

�¯�ï�Â�©�µ�Ä �³�µ�Â�Ü

�¬�ç�”�Ó  �Ù�æ�³�” • — • — —

�æ�æ�”�µ �!�Ë�º�0

7.0(1) �\�w�¯�Ú�ï�Å�U�‹�Ö�^�•�‡�`�h�{
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blocks
�Ò�é�¿�«

�…�¢ show blocks �¯�Ú�ï�Å�p
¯�Ô�£�t�å�C�w�Ý�Þ�æ�›�Â�“�p�o�”�t�x�z�›�V  EXEC �Þ�”
�Å�p  blocks �¯�Ú�ï�Å�›�–�;�`�‡�b�{�‹�›�Ã�Ñ�¥�ç�Ä�t�í�b�t�x�z�\�w�¯�Ú�ï�Å�w  no ���Ü�›�–�;�`
�‡�b�{�Â�“�p�o�’�•�”�Ý�Þ�æ�”�x�7�G  150 KB �p�b�U�z�í�V�Ý�Þ�æ�w  50% �›�Ò�Q�”�\�q�x�K�“�‡�d
�œ�{�¦�Ó�³�ã�ï�p�z�Ý�Þ�æ  �±� �¶�›	��ˆ�p�¦���p�V�‡�b�{

blocks queue history enable [memory_size]

no blocks queue history enable [memory_size]

�³�ï�»�¿�«�µ�w
†�Ì

�Ã�Ñ�¥�ç�Ä �Ò�é�¿�«

�…�w�å
{�t�Â�“�p�o�’�•�”�Ã�Ñ�¥�ç�Ä  �Ý�Þ�æ�x  2136 �Ì� �Ä�p�b�{

�¯�Ú�ï�Å  �Þ�”�Å �Í�w
¯�x�z�\�w�¯�Ú�ï�Å�›�Ö�—�p�V�”�Þ�”�Å�›�Ô�`�o�M�‡�b�{

�¯�Ú�ï�Å�d�º

�–�;	Í�w�̈ � �Å�å� �ï �q�O�Â�“�p�o�’�•�o�M�”�Ý�Þ�æ�›
¯�Ô�b�”�t�x�z show blocks queue history �¯�Ú�ï�Å�›�Ö�—�`�‡�b�{

�·�©�á�æ�Â�Ÿ  �ž�Ó�å� �ž�ï�µ�›�æ�é�”�Å�b�”�q�z�Ý�Þ�æ�Â�“�p�o�U�Ã�Ñ�¥�ç�Ä�t�í�“�‡�b�{

�« �Í�w�«�p�x�z�Ò�é�¿�«

�…�;�w�Ý�Þ�æ  �±� �¶�›
ÿ�•�`�o�M�‡�b�{

hostname# blocks queue history enable

�Í�w�«�p�x�z�Ò�é�¿�«

�…�;�w�Ý�Þ�æ  �±� �¶�›  3000 �Ì� �Ä�t
ÿ�•�`�o�M�‡�b�{

hostname# blocks queue history enable 3000

�Í�w�«�p�x�z�Ò�é�¿�«

�…�;�w�Ý�Þ�æ  �±� �¶�›  3000 �Ì� �Ä�t
ÿ�•�f�O�q�`�o�M�‡�b�U�z�‹�U�í�V
�Ý�Þ�æ�›	Í�s�l�o�M�‡�b�{

hostname# blocks queue history enable 3000
ERROR: memory size exceeds current free memory

memory_size �¢�¦�Ó�³�ã�ï�£�ˆ�$�s�‹�›�&�;�b�”�w�p�x�s�X�z�Ò�é�¿�«

�…�;�w�Ý�Þ�æ
�±� �¶�›�Ì� �Ä�o�•�p
ƒ���`�‡�b�{�\�w�‹�U�í�V�Ý�Þ�æ�‘�“�‹�G�V�M	Ô�ù
�x�z�¤�å�”  �Ý�¿�·�”�´�U
¯�Ô�^�•�z�‹�x	!�Z�Ö�•�’�•�‡�d�œ�{�\�w�‹�U�í
�V�Ý�Þ�æ�w 50% �›�Ò�Q�”	Ô�ù�x�z�/���Ý�¿�·�”�´�U
¯�Ô�^�•�‡�b�U�z�‹
�x	!�Z�Ö�•�’�•�‡�b�{

�¯�Ú�ï�Å  �Þ�”�Å

�Ñ�•� �ž�¢�¥�”�ç  �Þ�”�Å �·�©�á�æ�Â�Ÿ  �¯�ï�Â�©�µ�Ä

�ç�”�Â�¿�Å �•�a �³�ï�¬�ç

�Ú�ç�½

�¯�ï�Â�©�µ�Ä �³�µ�Â�Ü

�¬�é�”�Ì�ç  �¯�ï�Ñ�Ÿ�ª�á�è�”
�³�ã�ï

• • • — •

�æ�æ�”�µ �!�Ë�º�0

7.0(1) �\�w�¯�Ú�ï�Å�U�‹�Ö�^�•�‡�`�h�{
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�Í�w�«�p�x�z�Ò�é�¿�«

�…�;�w�Ý�Þ�æ  �±� �¶�›  3000 �Ì� �Ä�t
ÿ�•�`�o�M�‡�b�U�z�‹�U�í�V�Ý�Þ�æ
�w 50% �›�Ò�Q�o�M�‡�b�{

hostname# blocks queue history enable 3000
WARNING: memory size exceeds 50% of current free memory

���È�¯�Ú�ï�Å �¯�Ú�ï�Å 
†�Ì

clear blocks �³�µ�Â�Ü  �Ì�¿�Ñ�•�w�w�-	Ø�C�›	«�ˆ�`�‡�b�{

show blocks �³�µ�Â�Ü  �Ì�¿�Ñ�•�w�–�;	Ý�¯�›
¯�Ô�`�‡�b�{
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boot
�³�µ�Â�Ü�U�Í�s�w�æ�é�”�Å�p�–�;�b�”�³�µ�Â�Ü  � �Ý�”�´�z �S�‘�|�³�µ�Â�Ü�U�I�ˆ�Ì�t�–�;�b�”�¯�ï
�Ñ�Ÿ�ª�á�è�”�³�ã�ï  �Ñ�•� �ç�›�¦���b�”�t�x�z�¬�é�”�Ì�ç  �¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï  �Þ�”�Å�p  boot
�¯�Ú�ï�Å�›�–�;�`�‡�b�{�Ã�Ñ�¥�ç�Ä�‹�t�í�b�t�x�z�\�w�¯�Ú�ï�Å�w  no ���Ü�›�–�;�`�‡�b�{

boot { config | system} url

no boot {config | system}  url

�³�ï�»�¿�«�µ�w
†�Ì

�Ã�Ñ�¥�ç�Ä boot config �¯�Ú�ï�Å�›�¦���`�s�M�q�z �µ�»�”�Ä�ž�¿�Ó  �¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï�U
‡
¯�Ô�w	Ô	t�t�-
���^�•�z�µ�»�”�Ä�ž�¿�Ó  �¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï�›�b�;�b�”�¯�Ú�ï�Å�¢ show startup-config �¯�Ú�ï
�Å�•  copy startup-config �¯�Ú�ï�Å�£�i�Z�p�–�;�^�•�‡�b�{

boot system �¯�Ú�ï�Å�t�Ã�Ñ�¥�ç�Ä�x�K�“�‡�d�œ�{	Ô	t�›�¦���`�s�M�q�z�·�©�á�æ�Â�Ÿ  �ž�Ó�å� �ž
�ï�µ�x�z�I�ˆ�b�”���®�s� �Ý�”�´�›�z�‡�c�º���Ñ�å�¿�³�á  �Ý�Þ�æ�p�s�`�z�Í�t�Ž
æ�Ñ�å�¿�³�á  �Ý
�Þ�æ�p�s�`�‡�b�{���®�s� �Ý�”�´�U�_�m�T�’�s�M	Ô�ù�x�z�³�µ�Â�Ü  � �Ý�”�´�U�é�”�Å�^�•�c�z�·
�©�á�æ�Â�Ÿ  �ž�Ó�å� �ž�ï�µ�x�z ROMMON �Þ�”�Å�‡�h�x  Monitor �Þ�”�Å�t�Ö�”�‡�p�Ò�”�Ä  �ç�”�Ó	Ý
�6�t�s�“�‡�b�{

config �³�µ�Â�Ü�U�é�”�Å�^�•�”�q�V�t�–�;�b�”�¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï  �Ñ�•� �ç�›�¦
���`�‡�b�{

system �³�µ�Â�Ü�U�é�”�Å�^�•�”�q�V�t�–�;�b�”�³�µ�Â�Ü  � �Ý�”�´  �Ñ�•� �ç�›�¦���`�‡
�b�{

url � �Ý�”�´�‡�h�x�¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï�w	Ô	t�›
ƒ���`�‡�b�{ �Ú�ç�½  �¯�ï�Â�©�µ
�Ä �Þ�”�Å�p�x�z���g�¯�ï�Â�©�µ�Ä�p�b�‚�o�w�æ�Þ�”�Ä  URL �t�ž�«�·�µ�p�V�”
ž
�A�U�K�“�‡�b�{�Í�w  URL �³�ï�»�¿�«�µ�›�€	°�`�o�X�i�^�M�{

• disk0:/[path/]filename

ASA 5500 �³�æ�”�¶�&� ���·�©�á�æ�Â�Ÿ  �ž�Ó�å� �ž�ï�µ�w	Ô�ù�z �\�w  URL �x
�º���Ñ�å�¿�³�á  �Ý�Þ�æ�›�¦�`�‡�b�{ disk0 �p�x�s�X  flash �›�–�;�b�”�\�q�‹�p
�V�‡�b�{�\�•�’�x�z�¤� �æ�ž�µ�����t�K�“�‡�b�{

• disk1:/[path/]filename

ASA 5500 �³�æ�”�¶�&� ���·�©�á�æ�Â�Ÿ  �ž�Ó�å� �ž�ï�µ�w	Ô�ù�z �\�w  URL �x
�Ž
æ�Ñ�å�¿�³�á  �Ý�Þ�æ �§�”�Å�›�¦�`�‡�b�{

• flash:/[path/]filename

�\�w  URL �x�º���Ñ�å�¿�³�á  �Ý�Þ�æ�›�¦�`�‡�b�{

• tftp://[user[:password]@]server[:port]/[path/]filename[;int=interface_name]

�±�”�Ì�w�ž�Å�è�µ�•�w�ç�”�Ä�›	Í	{�V�b�”	Ô�ù�x�z� �ï�»�”�Ñ�£� �µ�Ê�›�¦
���`�‡�b�{

�\�w�¦�Ó�³�ã�ï�x�z ASA 5500 �³�æ�”�¶�w�&� ���·�©�á�æ�Â�Ÿ  �ž�Ó�å� �ž�ï
�µ�w  boot system �¯�Ú�ï�Å�p�`�T�–�;�p�V�‡�d�œ�{ boot config �¯�Ú�ï�Å�›�–
�;�b�”�t�x�z�·�¿�Ä�ž�¿�Ó  �¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï�U�Ñ�å�¿�³�á  �Ý�Þ�æ�t
�s�Z�•�y�s�“�‡�d�œ�{

boot system tftp: �¯�Ú�ï�Å�x�z 1 �m�`�T
ƒ���p�V�c�z�7	s�t
ƒ���b�”
ž�A�U�K
�“�‡�b�{
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�¯�Ú�ï�Å  �Þ�”�Å �Í�w
¯�x�z�\�w�¯�Ú�ï�Å�›�Ö�—�p�V�”�Þ�”�Å�›�Ô�`�o�M�‡�b�{

�¯�Ú�ï�Å�d�º

�–�;	Í�w�̈ � �Å�å� �ï �\�w�¯�Ú�ï�Å�›�z write memory �¯�Ú�ï�Å�›�–�;�`�o�µ�»�”�Ä�ž�¿�Ó  �¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï�t�-
���b�”�q�z BOOT �q  CONFIG_FILE �q�M�O���¥�!
:�t�‹
ƒ���U�-���^�•�‡�b�{�\�w���¥�!
:�x�z�·
�©�á�æ�Â�Ÿ  �ž�Ó�å� �ž�ï�µ�U�6�I�ˆ�b�”�q�V�t�µ�»�”�Ä�ž�¿�Ó  �¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï�q�I�ˆ�b
�”�¹�Ñ�Ä�¢�£�ž  � �Ý�”�´�›�>�Š�”�h�Š�t�–�;�`�‡�b�{

�7�G  4 �m�w boot system �¯�Ú�ï�Å  �¤�ï�Ä�æ�›�Ö�—�`�z�Ÿ�s�”� �Ý�”�´�›�¦���`�o�z	q
j�t�I�ˆ�›�¼
�ˆ�”�\�q�U�p�V�‡�b�{�·�©�á�æ�Â�Ÿ  �ž�Ó�å� �ž�ï�µ�x�z�7	s�t�_�m�Z�h���®�s� �Ý�”�´�›�I�ˆ�`�‡
�b�{

�q�O�w�î�æ�¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï�q�x���w	Ô	t�w�µ�»�”�Ä�ž�¿�Ó  �¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï  �Ñ�•
� �ç�›�–�;�`�h�M	Ô�ù�x�z�î�æ�¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï�›�-���`�h�™�p�z
ž�c�µ�»�”�Ä�ž�¿�Ó  �¯�ï
�Ñ�Ÿ�ª�á�è�”�³�ã�ï  �Ñ�•� �ç�›	ý�`�M	Ô	t�t�¯�Ð�”�`�o�X�i�^�M�{�-���™�t�¯�Ð�”�`�o�S�T�s�M
�q�z	ý�`�M�µ�»�”�Ä�ž�¿�Ó  �¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï�U�î�æ�¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï�p	Í	{�V�^�•�‡
�b�{

�Î�ï�Ä ASDM � �Ý�”�´  �Ñ�•� �ç�x�z asdm image �¯�Ú�ï�Å�p�¦���`�‡�b�{

�« �Í�w�«�x�z �I�ˆ�Ì�t�·�©�á�æ�Â�Ÿ  �ž�Ó�å� �ž�ï�µ�U  configuration.txt �q�M�O�Ê
²�w�¯�ï�Ñ�Ÿ�ª�á�è�”
�³�ã�ï  �Ñ�•� �ç�›�é�”�Å�b�”�‘�O�t�¦���`�o�M�‡�b�{

hostname(config)# boot config disk0:/configuration.txt

���È�¯�Ú�ï�Å

�¯�Ú�ï�Å  �Þ�”�Å

�Ñ�•� �ž�¢�¥�”�ç  �Þ�”�Å �·�©�á�æ�Â�Ÿ  �¯�ï�Â�©�µ�Ä

�ç�”�Â�¿�Å �•�a �³�ï�¬�ç

�Ú�ç�½

�¯�ï�Â�©�µ�Ä �³�µ�Â�Ü

�¬�é�”�Ì�ç  �¯�ï�Ñ�Ÿ�ª�á�è�”
�³�ã�ï

• • • — •

�æ�æ�”�µ �!�Ë�º�0

7.0(1)(1) �\�w�¯�Ú�ï�Å�U�‹�Ö�^�•�‡�`�h�{

�¯�Ú�ï�Å 
†�Ì

asdm image ASDM �¹�Ñ�Ä�¢�£�ž  � �Ý�”�´�›�¦���`�‡�b�{

show bootvar �Ò�”�Ä  �Ñ�•� �ç�S�‘�|�¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï�w���¥�!
:�›
¯�Ô�`�‡�b�{
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border style
�Ý	Â�^�•�h  WebVPN �â�”�²�t
¯�Ô�^�•�”  WebVPN �×�”�Ü�Ö�”�´�w�¥�„
¢�›�§�µ�»�Ú� �¶�b�”�t
�x�z webvpn �§�µ�»�Ú� �¸�”�³�ã�ï  �Þ�”�Å�p  border style �¯�Ú�ï�Å�›�–�;�`�‡�b�{

border style value

[no] border style value

�¯�Ú�ï�Å�›�¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï�T�’�_	†�`�z�‹�U�'	•�^�•�”�‘�O�t�b�”�t�x�z�\�w�¯�Ú�ï�Å�w
no ���Ü�›�–�;�`�‡�b�{

�³�ï�»�¿�«�µ�w
†�Ì

�Ã�Ñ�¥�ç�Ä �¥�„
¢�w�Ã�Ñ�¥�ç�Ä�w�µ�»� �ç�x  background-color:#669999;color:white �p�b�{

�¯�Ú�ï�Å  �Þ�”�Å �Í�w
¯�x�z�\�w�¯�Ú�ï�Å�›�Ö�—�p�V�”�Þ�”�Å�›�Ô�`�o�M�‡�b�{

�¯�Ú�ï�Å�d�º

�–�;	Í�w�̈ � �Å�å� �ï style �¦�Ó�³�ã�ï�x�z���®�s  Cascading Style Sheet�¢ CSS�£�Í�å�Ý�”�»�q�`�o
¯�q�^�•�‡�b�{�\�w�Í�å
�Ý�” �»�w
†� Ì �x�z� \ �w�Ú�Ç�á�ž�ç �p�x 	 � � “ � { �M�‡�d�œ�{ CSS � Í �å �Ý�” �»�w	Ä� I � t �m�M�o�x�z
World Wide Web Consortium�¢ W3C�£�w  Web �±� �Ä  www.w3.org �w CSS �“�7�›�€	°�`�o�X�i�^�M�{

�° CSS 2.1 Specification�±�w�® Appendix F�̄ �t�x�z CSS �Í�å�Ý�”�»�w�–�M�•�b�M�æ�µ�Ä�U�K�“�‡�b�{�\
�w
Ç�å�x  www.w3.org/TR/CSS21/propidx.html �p�Ö	��D�ó�p�b�{

�\�\�p�x�z WebVPN �Ö�”�´�t�0�b�”�!�Ë�p�7�‹�‘�X�æ�˜�•�”�Ö�”�´�w
�	í�›�!�Ë�b�”�h�Š�w�Î�ï�Ä
�›	º�p�`�‡�b�{

• �§�ï�Ú�à
~�“�w  RGB �‹�z HTML �w	í�‹�z�‡�h�x	í�w�Ê
²�¢ HTML �p�Ý�Ý�^�•�”	Ô�ù�£�›�–�;
�p�V�‡�b�{  

• RGB ���Ü�x  0,0,0 �p�z�¤	í�¢
z�z�˜�z
h�£�t�m�M�o  0 �™ 255 �w
c�“�p  10 
��‹�›�Ö�—�`�‡�b�{�\
�w�§�ï�Ú�à
~�“�w�¤�ï�Ä�æ�x�z���w  2 	í�q���ù�b�”�¤	í�w�K�S�w�è�Õ�ç�›�Ô�`�o�M�‡�b�{

• HTML ���Ü�x  #000000 �p�z 16 
����Ü�w  6 �;�w
:�‹�p�b�{
Œ�„�q  2 
j�è�x
z�›�z 3 
j�è�q  4 
j�è
�x�˜�›�z 5 
j�è�q  6 
j�è�x
h�›
¯�`�o�M�‡�b�{

�¢�«�£ WebVPN �Ö�”�´�›���o�t�§�µ�»�Ú� �¶�b�”�t�x�z ASDM �›�–�;�b�”�\�q�›�S�ç�Š�`�‡�b�{ ASDM
�t�x�z	í�_�Š�•�Ó�è�Ï�á�”�;�ó�s�r�z�µ�»� �ç�w�A
É�›
ƒ���b�”�w�t�(�b�s�;�ó�U�K�“�‡�b�{

value Cascading Style Sheet�¢ CSS�£�Í�å�Ý�”�»�¢�7�G  256 ���È�£�p�b�{

�¯�Ú�ï�Å  �Þ�”�Å

�Ñ�•� �ž�¢�¥�”�ç  �Þ�”�Å �·�©�á�æ�Â�Ÿ  �¯�ï�Â�©�µ�Ä

�ç�”�Â�¿�Å �•�a �³�ï�¬�ç

�Ú�ç�½

�¯�ï�Â�©�µ�Ä �³�µ�Â�Ü

Webvpn �§�µ�»�Ú�  �¸ �” �³ �ã
�ï

• — • — —

�æ�æ�”�µ �!�Ë�º�0

7.1(1) �\�w�¯�Ú�ï�Å�U�‹�Ö�^�•�‡�`�h�{



�H 4 	·       backup interface �¯�Ú�ï�Å�™  browse-networks �¯�Ú�ï�Å
  border style

4-14
Cisco �·�©�á�æ�Â�Ÿ  �ž�Ó�å� �ž�ï�µ  �¯�Ú�ï�Å  �æ�Ñ�•�è�ï�µ

OL-10086-02-J

�« �Í�w�«�p�x�z�¥�„
¢�w
�� 	í�›  RGB �§�å�”  #66FFFF�¢�˜	í�w�°	��£�t�§�µ�»�Ú� �¶�`�o�M�‡�b�{

F1-asa1(config)# webvpn
F1-asa1(config-webvpn)# customization cisco
F1-asa1(config-webvpn-custom)# border style background-color:66FFFF

���È�¯�Ú�ï�Å �¯�Ú�ï�Å 
†�Ì

application-access WebVPN �×�”�Ü�Ö�”�´�w  Application Access �Ø�¿�«�µ�›�§�µ�»�Ú� �¶�`
�‡�b�{

browse-networks WebVPN �×�”�Ü�Ö�”�´�w  Browse Networks �Ø�¿�«�µ�›�§�µ�»�Ú� �¶�`
�‡�b�{

web-bookmarks WebVPN �×�”�Ü�Ö�”�´�w  Web Bookmarks �»� �Ä�ç�‡�h�x�æ�ï�«�›�§�µ
�»�Ú� �¶�`�‡�b�{

file-bookmarks WebVPN �×�”�Ü�Ö�”�´�w  File Bookmarks �»� �Ä�ç�‡�h�x�æ�ï�«�›�§�µ
�»�Ú� �¶�`�‡�b�{
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browse-networks
�Ý	Â�^�•�h  WebVPN �â�”�²�t
¯�Ô�^�•�”  WebVPN �×�”�Ü�Ö�”�´�w  Browse Networks �Ø�¿�«�µ�›�§
�µ�»�Ú� �¶�b�”�t�x�z webvpn �§�µ�»�Ú� �¸�”�³�ã�ï  �Þ�”�Å�p  browse-networks �¯�Ú�ï�Å�›�–�;�`
�‡�b�{

browse-networks { title  | message | dropdown} { text | style} value

[no] browse-networks { title  | message | dropdown} { text | style} value

�¯�Ú�ï�Å�›�¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï�T�’�_	†�`�z�‹�U�'	•�^�•�”�‘�O�t�b�”�t�x�z�\�w�¯�Ú�ï�Å�w
no ���Ü�›�–�;�`�‡�b�{

�³�ï�»�¿�«�µ�w
†�Ì

�Ã�Ñ�¥�ç�Ä �Ã�Ñ�¥�ç�Ä�w�»� �Ä�ç�w�Â�©�µ�Ä�x�® Browse Networks�¯�p�b�{

�Ã�Ñ�¥�ç�Ä�w�»� �Ä�ç�w�µ�»� �ç�x�Í�w�q�S�“�p�b�{

background-color:#99CCCC;color:black;font-weight:bold;text-transform:uppercase

�Ã�Ñ�¥�ç�Ä�w�Ý�¿�·�”�´�w�Â�©�µ�Ä�x�® Enter Network Path�¯�p�b�{

�Ã�Ñ�¥�ç�Ä�w�Ý�¿�·�”�´�w�µ�»� �ç�x�Í�w�q�S�“�p�b�{

background-color:#99CCCC;color:maroon;font-size:smaller

�Ã�Ñ�¥�ç�Ä�w�Å�é�¿�Ó�¼�¢�ï�w�Â�©�µ�Ä�x�® File Folder Bookmarks�¯�p�b�{

�Ã�Ñ�¥�ç�Ä�w�Å�é�¿�Ó�¼�¢�ï�w�µ�»� �ç�x�Í�w�q�S�“�p�b�{

border:1px solid black;font-weight:bold;color:black;font-size:80%

�¯�Ú�ï�Å  �Þ�”�Å �Í�w
¯�x�z�\�w�¯�Ú�ï�Å�›�Ö�—�p�V�”�Þ�”�Å�›�Ô�`�o�M�‡�b�{

�¯�Ú�ï�Å�d�º

title �»� �Ä�ç�›�!�Ë�b�”�\�q�›�¦���`�‡�b�{

message �»� �Ä�ç�w�<�t
¯�Ô�^�•�”�Ý�¿�·�”�´�›�!�Ë�b�”�\�q�›�¦���`�‡�b�{

dropdown �Å�é�¿�Ó�¼�¢�ï  �Ø�¿�«�µ�›�!�Ë�b�”�\�q�›�¦���`�‡�b�{

text �Â�©�µ�Ä�›�!�Ë�b�”�\�q�›�¦���`�‡�b�{

style �µ�»� �ç�›�!�Ë�b�”�\�q�›�¦���`�‡�b�{

value �î�M�t
¯�Ô�b�”�Â�©�µ�Ä�¢�7�G  256 ���È�£�z�‡�h�x  Cascading Style Sheet
�¢ CSS�£�Í�å�Ý�”�»�¢�7�G  256 ���È�£�p�b�{

�¯�Ú�ï�Å  �Þ�”�Å

�Ñ�•� �ž�¢�¥�”�ç  �Þ�”�Å �·�©�á�æ�Â�Ÿ  �¯�ï�Â�©�µ�Ä

�ç�”�Â�¿�Å �•�a �³�ï�¬�ç

�Ú�ç�½

�¯�ï�Â�©�µ�Ä �³�µ�Â�Ü

Webvpn �§�µ�»�Ú�  �¸ �” �³ �ã
�ï

• — • — —

�æ�æ�”�µ �!�Ë�º�0

7.1(1) �\�w�¯�Ú�ï�Å�U�‹�Ö�^�•�‡�`�h�{
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�–�;	Í�w�̈ � �Å�å� �ï style �¦�Ó�³�ã�ï�x�z���®�s  Cascading Style Sheet�¢ CSS�£�Í�å�Ý�”�»�q�`�o
¯�q�^�•�‡�b�{�\�w�Í�å
�Ý�” �»�w
†� Ì �x�z� \ �w�Ú�Ç�á�ž�ç �p�x 	 � � “ � { �M�‡�d�œ�{ CSS � Í �å �Ý�” �»�w	Ä� I � t �m�M�o�x�z
World Wide Web Consortium�¢ W3C�£�w  Web �±� �Ä  www.w3.org �w CSS �“�7�›�€	°�`�o�X�i�^�M�{

�° CSS 2.1 Specification�±�w�® Appendix F�̄ �t�x�z CSS �Í�å�Ý�”�»�w�–�M�•�b�M�æ�µ�Ä�U�K�“�‡�b�{�\
�w
Ç�å�x  www.w3.org/TR/CSS21/propidx.html �p�Ö	��D�ó�p�b�{

�\�\�p�x�z WebVPN �Ö�”�´�t�0�b�”�!�Ë�p�7�‹�‘�X�æ�˜�•�”�Ö�”�´�w
�	í�›�!�Ë�b�”�h�Š�w�Î�ï�Ä
�›	º�p�`�‡�b�{

• �§�ï�Ú�à
~�“�w  RGB �‹�z HTML �w	í�‹�z�‡�h�x	í�w�Ê
²�¢ HTML �p�Ý�Ý�^�•�”	Ô�ù�£�›�–�;
�p�V�‡�b�{  

• RGB ���Ü�x  0,0,0 �p�z�¤	í�¢
z�z�˜�z
h�£�t�m�M�o  0 �™ 255 �w
c�“�p  10 
��‹�›�Ö�—�`�‡�b�{�\
�w�§�ï�Ú�à
~�“�w�¤�ï�Ä�æ�x�z���w  2 	í�q���ù�b�”�¤	í�w�K�S�w�è�Õ�ç�›�Ô�`�o�M�‡�b�{

• HTML ���Ü�x  #000000 �p�z 16 
����Ü�w  6 �;�w
:�‹�p�b�{
Œ�„�q  2 
j�è�x
z�›�z 3 
j�è�q  4 
j�è
�x�˜�›�z 5 
j�è�q  6 
j�è�x
h�›
¯�`�o�M�‡�b�{

�¢�«�£ WebVPN �Ö�”�´�›���o�t�§�µ�»�Ú� �¶�b�”�t�x�z ASDM �›�–�;�b�”�\�q�›�S�ç�Š�`�‡�b�{ ASDM
�t�x�z	í�_�Š�•�Ó�è�Ï�á�”�;�ó�s�r�z�µ�»� �ç�w�A
É�›
ƒ���b�”�w�t�(�b�s�;�ó�U�K�“�‡�b�{

�« �Í�w�«�p�x�z�»� �Ä�ç�›�® Browse Corporate Networks�¯�t�!�Ë�`�z�µ�»� �ç�º�w�Â�©�µ�Ä�›
h	í�t
�!�Ë�`�o�M�‡�b�{

F1-asa1(config)# webvpn
F1-asa1(config-webvpn)# customization cisco
F1-asa1(config-webvpn-custom)# browse-networks title text Browse Corporate Networks
F1-asa1(config-webvpn-custom)# browse-networks title style color:blue

���È�¯�Ú�ï�Å �¯�Ú�ï�Å 
†�Ì

application-access WebVPN �×�”�Ü�Ö�”�´�w  Application Access �Ø�¿�«�µ�›�§�µ�»�Ú� �¶�`�‡
�b�{

file-bookmarks WebVPN �×�”�Ü�Ö�”�´�w  File Bookmarks �»� �Ä�ç�‡�h�x�æ�ï�«�›�§�µ�»
�Ú� �¶�`�‡�b�{

web-applications WebVPN �×�”�Ü�Ö�”�´�w  Web Application �Ø�¿�«�µ�›�§�µ�»�Ú� �¶�`�‡�b�{

web-bookmarks WebVPN �×�”�Ü�Ö�”�´�w  Web Bookmarks �»� �Ä�ç�‡�h�x�æ�ï�«�›�§�µ�»
�Ú� �¶�`�‡�b�{
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5

cache �¯�Ú�ï�Å�™  
clear compression �¯�Ú�ï�Å

cache
�©�ß�¿�³�á  �Þ�”�Å�t�Ö�“�z�©�ß�¿�³�ï�¬  �ž�Ä�æ�Ï�á�”�Ä�w�‹�›
ƒ���b�”�t�x�z webvpn �Þ�”�Å�p
cache �¯�Ú�ï�Å�›�Ö�—�`�‡�b�{�©�ß�¿�³�á���È�w�¯�Ú�ï�Å�›�b�‚�o�¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï�T�’�_
	†�`�z�f�•�’�›�Ã�Ñ�¥�ç�Ä�‹�t�í�b�t�x�z�‰�7�t  webvpn �Þ�”�Å�p�z�\�w�¯�Ú�ï�Å�w  no ���Ü�›�–�;
�`�‡�b�{

cache

no cache

�Ã�Ñ�¥�ç�Ä �¤�©�ß�¿�³�á  �ž�Ä�æ�Ï�á�”�Ä�w�Ã�Ñ�¥�ç�Ä
ƒ���p� �É�”�Ò�ç�t�s�l�o�M�‡�b�{

�¯�Ú�ï�Å  �Þ�”�Å �Í�w
¯�x�z�\�w�¯�Ú�ï�Å�›�Ö�—�p�V�”�Þ�”�Å�›�Ô�`�o�M�‡�b�{

�¯�Ú�ï�Å�d�º

�–�;	Í�w�̈ � �Å�å� �ï �©�ß�¿�³�ï�¬�x
Ã
_�t�6�b�;�^�•�”�¦�Ò�´�£�«�Ä�›�³�µ�Â�Ü  �©�ß�¿�³�á�t�-���`�‡�b�{ �©�ß�¿�³�á
�t�-���`�o�S�X�\�q�t�‘�“�z�æ�å� �Ä�•�¯�ï�Â�ï�À�w�y	V�›���“�&�`�î�æ�b�”
ž�A�U	—�s�X�s�“�‡
�b�{ WebVPN �q�æ�Þ�”�Ä  �±�”�Ì�w���S�‘�|  WebVPN �q�¤�ï�Å�â�”�²�w�Ò�å�¢�²�q�w���w�†�M�p�Ä
�å�Ñ�Ÿ�¿�«�›�_�n�`�‡�b�{�f�w�A�L�z���X�w�ž�Ó�æ�­�”�³�ã�ï�U�^�’�t�®�p�‘�X�î�æ�^�•�‡�b�{

�¯�Ú�ï�Å  �Þ�”�Å

�Ñ�•� �ž�¢�¥�”�ç  �Þ�”�Å �·�©�á�æ�Â�Ÿ  �¯�ï�Â�©�µ�Ä

�ç�”�Â�¿�Å �•�a �³�ï�¬�ç

�Ú�ç�½

�¯�ï�Â�©�µ�Ä �³�µ�Â�Ü

WebVPN �Þ�”�Å • — • — —

�æ�æ�”�µ �!�Ë�º�0

7.1(1) �\�w�¯�Ú�ï�Å�U�‹�Ö�^�•�‡�`�h�{
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�« �Í�w�«�x�z�©�ß�¿�³�á  �Þ�”�Å�t�Ö�”�M�O�›�Ô�`�o�M�‡�b�{

hostname(config)#  webvpn
hostname(config-webvpn)# cache 
hostname(config-webvpn-cache)#

���È�¯�Ú�ï�Å �¯�Ú�ï�Å 
†�Ì

cache-compressed WebVPN �©�ß�¿�³�á�w�y	V�›
ƒ���`�‡�b�{

disable �©�ß�¿�³�ï�¬�›�Ã�Ÿ�·�”�Ò�ç�t�`�‡�b�{

expiry-time �¦�Ò�´�£�«�Ä�›�6�U	Â�d�c�t�©�ß�¿�³�á�b�”���®�8�v�›
ƒ���`�‡�b�{

lmfactor �7	4�!�Ë�Ì���w�»� �Ü�µ�»�ï�Ó�i�Z�›�Ë�m�¦�Ò�´�£�«�Ä�w�©�ß�¿�³�ï�¬
�t���b�”�6�¬�Ý�Ù�æ�³�”�›
ƒ���`�‡�b�{

max-object-size �©�ß�¿�³�á�b�”�¦�Ò�´�£�«�Ä�w�7�G�±� �¶�›���[�`�‡�b�{

min-object-size �©�ß�¿�³�á�b�”�¦�Ò�´�£�«�Ä�w�7	–�±� �¶�›���[�`�‡�b�{
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cache-compressed
WebVPN �·�¿�³�ã�ï�w�y	V�¦�Ò�´�£�«�Ä�›�©�ß�¿�³�á�b�”�t�x�z webvpn �Þ�”�Å�p  cache-compressed
�¯�Ú�ï�Å�›�–�;�`�‡�b�{�y	V�¯�ï�Â�ï�À�w�©�ß�¿�³�ï�¬�›�Ð�­�b�”�t�x�z�\�w�¯�Ú�ï�Å�w  no ���Ü
�›�Ö�—�`�‡�b�{

cache-compressed enable

no cache-compressed

�³�ï�»�¿�«�µ�w
†�Ì

�Ã�Ñ�¥�ç�Ä �y	V�¯�ï�Â�ï�À�w�©�ß�¿�³�ï�¬�x�Ã�Ñ�¥�ç�Ä�p� �É�”�Ò�ç�t�s�l�o�M�‡�b�{

�¯�Ú�ï�Å  �Þ�”�Å �Í�w
¯�x�z�\�w�¯�Ú�ï�Å�›�Ö�—�p�V�”�Þ�”�Å�›�Ô�`�o�M�‡�b�{

�¯�Ú�ï�Å�d�º

�–�;	Í�w�̈ � �Å�å� �ï �©�ß�¿�³�ï�¬�p�x�z
Ã
_�t�6�b�;�^�•�”�¦�Ò�´�£�«�Ä�U�³�µ�Â�Ü  �©�ß�¿�³�á�t�-���^�•�‡�b�{�y	V
�¯�ï�Â�ï�À�w�©�ß�¿�³�ï�¬�U� �É�”�Ò�ç�w	Ô�ù�z�·�©�á�æ�Â�Ÿ  �ž�Ó�å� �ž�ï�µ�x�y	V�^�•�h�¦�Ò
�´�£�«�Ä�›�-���`�‡�b�{�y	V�¯�ï�Â�ï�À�w�©�ß�¿�³�ï�¬�›�Ã�Ÿ�·�”�Ò�ç�t�b�”�q�z�·�©�á�æ�Â�Ÿ  �ž
�Ó�å� �ž�ï�µ�x�y	V�ç�”�½�ï�›�z�|	Z�b
²�t�¦�Ò�´�£�«�Ä�›�-���`�‡�b�{

�« �Í�w�«�x�z�y	V�¯�ï�Â�ï�À�w�©�ß�¿�³�ï�¬�›�Ã�Ÿ�·�”�Ò�ç�t�b�”�M�O�q�z�f�•�›�6�S� �É�”�Ò�ç�t
�b�”�M�O�›�Ô�`�o�M�‡�b�{

hostname(config)#  webvpn
hostname(config-webvpn)# cache 
hostname(config-webvpn-cache)# no cache-compressed
hostname(config-webvpn-cache)# cache-compressed enable

���È�¯�Ú�ï�Å

enable WebVPN �·�¿�³�ã�ï�w�y	V�¯�ï�Â�ï�À�w�©�ß�¿�³�ï�¬�›� �É�”�Ò�ç�t�`
�‡�b�{

�¯�Ú�ï�Å  �Þ�”�Å

�Ñ�•� �ž�¢�¥�”�ç  �Þ�”�Å �·�©�á�æ�Â�Ÿ  �¯�ï�Â�©�µ�Ä

�ç�”�Â�¿�Å �•�a �³�ï�¬�ç

�Ú�ç�½

�¯�ï�Â�©�µ�Ä �³�µ�Â�Ü

�©�ß�¿�³�á  �Þ�”�Å • — • — —

�æ�æ�”�µ �!�Ë�º�0

7.1(1) �\�w�¯�Ú�ï�Å�U�‹�Ö�^�•�‡�`�h�{

�¯�Ú�ï�Å 
†�Ì

cache WebVPN �©�ß�¿�³�á  �Þ�”�Å�t�Ö�“�‡�b�{

disable �©�ß�¿�³�ï�¬�›�Ã�Ÿ�·�”�Ò�ç�t�`�‡�b�{

expiry-time �¦�Ò�´�£�«�Ä�›�6�U	Â�d�c�t�©�ß�¿�³�á�b�”���®�8�v�›
ƒ���`�‡�b�{

lmfactor �7	4�!�Ë�Ì���w�»� �Ü�µ�»�ï�Ó�i�Z�›�Ë�m�¦�Ò�´�£�«�Ä�w�©�ß�¿�³�ï�¬
�t���b�”�6�¬�Ý�Ù�æ�³�”�›
ƒ���`�‡�b�{

max-object-size �©�ß�¿�³�á�b�”�¦�Ò�´�£�«�Ä�w�7�G�±� �¶�›���[�`�‡�b�{

min-object-size �©�ß�¿�³�á�b�”�¦�Ò�´�£�«�Ä�w�7	–�±� �¶�›���[�`�‡�b�{
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cache-time
CRL �›�8�v
~�•�q�_�s�b
²�t�©�ß�¿�³�á�t�’�b�Ì���›
ü�o�•�p�¦���b�”�t�x�z ca-crl �¯�ï�Ñ�Ÿ�ª�á
�è�”�³�ã�ï  �Þ�”�Å�p  cache-time �¯�Ú�ï�Å�›�–�;�`�‡�b�{�Ã�Ñ�¥�ç�Ä�‹�t�í�b�t�x�z �\�w�¯�Ú�ï�Å�w
no ���Ü�›�–�;�`�‡�b�{

cache-time refresh-time

no cache-time

�³�ï�»�¿�«�µ�w
†�Ì

�Ã�Ñ�¥�ç�Ä �Ã�Ñ�¥�ç�Ä
ƒ���x  60 
ü�p�b�{

�¯�Ú�ï�Å  �Þ�”�Å �Í�w
¯�x�z�\�w�¯�Ú�ï�Å�›�Ö�—�p�V�”�Þ�”�Å�›�Ô�`�o�M�‡�b�{

�¯�Ú�ï�Å�d�º

�« �Í�w�«�p�x�z ca-crl �¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï  �Þ�”�Å�t�Ö�“�z�Ä�å�µ�Ä�Ù� �ï�Ä  central �t  10 
ü�w
�©�ß�¿�³�á�Ì���w�æ�Ñ�è�¿�³�á�‹�›�¦���`�‡�b�{

hostname(configure)# crypto ca trustpoint central
hostname(ca-trustpoint)# crl configure
hostname(ca-crl)# cache-time 10
hostname(ca-crl)# 

���È�¯�Ú�ï�Å

refresh-time CRL �›�©�ß�¿�³�á�t�’�b�Ì���¢
ü�£�›�¦���`�‡�b�{
c�“�x  1 �™ 1,440 
ü�p
�b�{ CRL �t  NextUpdate �Ñ�Ÿ�”�ç�Å�U�s�M	Ô�ù�z CRL �x�©�ß�¿�³�á�^�•�‡
�d�œ�{

�¯�Ú�ï�Å  �Þ�”�Å

�Ñ�•� �ž�¢�¥�”�ç  �Þ�”�Å �·�©�á�æ�Â�Ÿ  �¯�ï�Â�©�µ�Ä

�ç�”�Â�¿�Å �•�a �³�ï�¬�ç

�Ú�ç�½

�¯�ï�Â�©�µ�Ä �³�µ�Â�Ü

CRL �¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï • • • • •

�æ�æ�”�µ �!�Ë�º�0

7.0 �\�w�¯�Ú�ï�Å�U�‹�Ö�^�•�‡�`�h�{

�¯�Ú�ï�Å 
†�Ì

crl configure crl �¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï  �Þ�”�Å�t�Ö�“�‡�b�{

crypto ca trustpoint �Ä�å�µ�Ä�Ù� �ï�Ä  �¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï  �Þ�”�Å�t�Ö�“�‡�b�{

enforcenextupdate 	Â�Ì	{�p  NextUpdate CRL �Ñ�Ÿ�”�ç�Å�›	r�g�b�”�M�O�›�¦���`�‡�b�{
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call-agent
�¯�”�ç  �¤�”�´�£�ï�Ä�w�¬�ç�”�Ó�›�¦���b�”�t�x�z MGCP �Ú�¿�Ó  �¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï  �Þ�”�Å�p
call-agent �¯�Ú�ï�Å�›�–�;�`�‡�b�{�\�w�Þ�”�Å�t�x�z mgcp-map �¯�Ú�ï�Å�›�–�;�`�o�ž�«�·�µ�p�V�‡
�b�{�\�w�¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï�›�_	†�b�”�t�x�z�\�w�¯�Ú�ï�Å�w  no ���Ü�›�–�;�`�‡�b�{  

call-agent ip_address group_id 

no call-agent ip_address group_id 

�³�ï�»�¿�«�µ�w
†�Ì

�Ã�Ñ�¥�ç�Ä �\�w�¯�Ú�ï�Å�x�z�Ã�Ñ�¥�ç�Ä�p�x�Ã�Ÿ�·�”�Ò�ç�t�s�l�o�M�‡�b�{

�¯�Ú�ï�Å  �Þ�”�Å �Í�w
¯�x�z�\�w�¯�Ú�ï�Å�›�Ö�—�p�V�”�Þ�”�Å�›�Ô�`�o�M�‡�b�{

�¯�Ú�ï�Å�d�º

�–�;	Í�w�̈ � �Å�å� �ï call-agent �¯�Ú�ï�Å�x�z 1 �m�‡�h�x
ó
:�w�®�”�Ä�¢�£� �›���g�p�V�”�¯�”�ç  �¤�”�´�£�ï�Ä�w�¬�ç�”
�Ó�›�¦���b�”�h�Š�t�–�;�`�‡�b�{�¯�”�ç  �¤�”�´�£�ï�Ä�w�¬�ç�”�Ó	Ø�C�x�z�r�w�¯�”�ç  �¤�”�´�£�ï
�Ä�‹� �t�›
ù	ô�p�V�”�‘�O�t�z�¬�ç�”�Ó�º�w�¢�®�”�Ä�¢�£� �U�¯�Ú�ï�Å�›
ù	ô�b�”
Œ�Ž�Ž�w�£�¯�”
�ç  �¤�”�´�£�ï�Ä�t
€���›�‰�X�h�Š�t�–�;�^�•�‡�b�{ group_id �U�‰�a�¯�”�ç  �¤�”�´�£�ï�Ä�x�z�‰�a
�¬�ç�”�Ó�t	t���`�‡�b�{ 1 �m�w�¯�”�ç  �¤�”�´�£�ï�Ä�x
ó
:�w�¬�ç�”�Ó�t	t���p�V�‡�b�{ group_id �¦
�Ó�³�ã�ï�x  0 �™ 4294967295 �w
:�È�p�b�{ ip_address �¦�Ó�³�ã�ï�p�x�z�¯�”�ç  �¤�”�´�£�ï�Ä�w  IP �ž
�Å�è�µ�›�¦���`�‡�b�{

�« �Í�w�«�p�x�z�¯�”�ç  �¤�”�´�£�ï�Ä  10.10.11.5 �q  10.10.11.6 �U�®�”�Ä�¢�£�   10.10.10.115 �›
M�š�p�V
�” � ‘ �O� t � `�z� ¯ � ” �ç  �¤ � ” � ´ �£ � ï �Ä  10.10.11.7 �q  10.10.11.8 �U�®�” �Ä�¢�£�    10.10.10.116 �q
10.10.10.117 �w�†�M�›
M�š�p�V�”�‘�O�t�`�o�M�‡�b�{

hostname(config)# mgcp-map mgcp_inbound
hostname(config-mgcp-map)#  call-agent 10.10.11.5 101
hostname(config-mgcp-map)# call-agent 10.10.11.6 101
hostname(config-mgcp-map)# call-agent 10.10.11.7 102
hostname(config-mgcp-map)# call-agent 10.10.11.8 102
hostname(config-mgcp-map)# gateway 10.10.10.115 101
hostname(config-mgcp-map)# gateway 10.10.10.116 102
hostname(config-mgcp-map)# gateway 10.10.10.117 102

ip_address �®�”�Ä�¢�£� �w  IP �ž�Å�è�µ�{

group_id �¯�”�ç  �¤�”�´�£�ï�Ä  �¬�ç�”�Ó�w  ID�¢ 0 �™ 2147483647�£�{

�¯�Ú�ï�Å  �Þ�”�Å

�Ñ�•� �ž�¢�¥�”�ç  �Þ�”�Å �·�©�á�æ�Â�Ÿ  �¯�ï�Â�©�µ�Ä

�ç�”�Â�¿�Å �•�a �³�ï�¬�ç

�Ú�ç�½

�¯�ï�Â�©�µ�Ä �³�µ�Â�Ü

�¬�é�”�Ì�ç  �¯�ï�Ñ�Ÿ�ª�á�è�”
�³�ã�ï

• • • • —

�æ�æ�”�µ �!�Ë�º�0

7.0(1) �\�w�¯�Ú�ï�Å�U�‹�Ö�^�•�‡�`�h�{
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���È�¯�Ú�ï�Å

call-duration-limit
H.323 �¯�”�ç  1 �s�w
M�v�Ì���›
ƒ���b�”�t�x�z�Í�å�Ý�”�»  �¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï  �Þ�”�Å�p  
call-duration-limit  �¯�Ú�ï�Å�›�–�;�`�‡�b�{�\�w�;�ó�›�Ã�Ÿ�·�”�Ò�ç�t�b�”�t�x�z�\�w�¯�Ú�ï�Å�w  
no ���Ü�›�–�;�`�‡�b�{

call-duration-limit hh:mm:ss

no call-duration-limit hh:mm:ss

�³�ï�»�¿�«�µ�w
†�Ì

�Ã�Ñ�¥�ç�Ä �Ã�Ñ�¥�ç�Ä�w�ˆ�^�•�‹�x�K�“�‡�d�œ�{  

�¯�Ú�ï�Å  �Þ�”�Å �Í�w
¯�x�z�\�w�¯�Ú�ï�Å�›�Ö�—�p�V�”�Þ�”�Å�›�Ô�`�o�M�‡�b�{

�¯�Ú�ï�Å�d�º

�« �Í�w�«�p�x�z H.323 �¯�”�ç  1 �s�w
M�v�Ì���›
ƒ���b�”�M�O�›�Ô�`�‡�b�{

hostname(config)# policy-map type inspect h323 h323_map
hostname(config-pmap)# parameters
hostname(config-pmap-p)# call-duration-limit 0:1:0

���È�¯�Ú�ï�Å

�¯�Ú�ï�Å 
†�Ì

debug mgcp MGCP �t���b�”�Ã�Ì�¿�¬	Ø�C�w
¯�Ô�›� �É�”�Ò�ç�t�`�‡�b�{

mgcp-map MGCP �Ú�¿�Ó�›���[�`�z MGCP �Ú�¿�Ó  �¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï  �Þ�”�Å�›
� �É�”�Ò�ç�t�`�‡�b�{

show mgcp MGCP �w�¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï�S�‘�|�·�¿�³�ã�ï	Ø�C�›
¯�Ô�`�‡�b�{

hh:mm:ss �Ì�z
ü�z
µ�p�Ì���›�¦���`�‡�b�{

�¯�Ú�ï�Å  �Þ�”�Å

�Ñ�•� �ž�¢�¥�”�ç  �Þ�”�Å �·�©�á�æ�Â�Ÿ  �¯�ï�Â�©�µ�Ä

�ç�”�Â�¿�Å �•�a �³�ï�¬�ç

�Ú�ç�½

�¯�ï�Â�©�µ�Ä �³�µ�Â�Ü

�Í�å�Ý�”�»  �¯�ï�Ñ�Ÿ�ª�á�è�”
�³�ã�ï

• • • • —

�æ�æ�”�µ �!�Ë�º�0

7.2(1) �\�w�¯�Ú�ï�Å�U�‹�Ö�^�•�‡�`�h�{

�¯�Ú�ï�Å 
†�Ì

class �Ù�æ�³�”  �Ú�¿�Ó�t���Š�”�«�å�µ  �Ú�¿�Ó�Ê�›�¦���`�‡�b�{

class-map type inspect �ž�Ó�æ�­�”�³�ã�ï�{���w�Ä�å�Ñ�Ÿ�¿�«�›	°�ù�b�”�h�Š�w�U
�*�«�å�µ  �Ú�¿�Ó�›�^
R�`�‡�b�{

policy-map �è� �à  3/4 �w�Ù�æ�³�”  �Ú�¿�Ó�›�^
R�`�‡�b�{

show running-config policy-map �q�O�w�b�‚�o�w�Ù�æ�³�”  �Ú�¿�Ó �¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï�›

¯�Ô�`�‡�b�{
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call-party-numbers
H.323 �¯�”�ç�w�·�¿�Ä�ž�¿�Ó�Ì�t
C	ô���w
j�ø�w
ù	ô�›
ž
"�t�b�”�t�x�z�Í�å�Ý�”�»  �¯�ï�Ñ�Ÿ�ª�á
�è�”�³�ã�ï  �Þ�”�Å�p  call-party-numbers �¯�Ú�ï�Å�›�–�;�`�‡�b�{�\�w�;�ó�›�Ã�Ÿ�·�”�Ò�ç�t�b�”�t
�x�z�\�w�¯�Ú�ï�Å�w  no ���Ü�›�–�;�`�‡�b�{

call-party-numbers

no call-party-numbers

�³�ï�»�¿�«�µ�w
†�Ì �\�w�¯�Ú�ï�Å�t�x�z�¾
:�‹�©�”�ë�”�Å�‹�K�“�‡�d�œ�{

�Ã�Ñ�¥�ç�Ä �Ã�Ñ�¥�ç�Ä�w�ˆ�^�•�‹�x�K�“�‡�d�œ�{  

�¯�Ú�ï�Å  �Þ�”�Å �Í�w
¯�x�z�\�w�¯�Ú�ï�Å�›�Ö�—�p�V�”�Þ�”�Å�›�Ô�`�o�M�‡�b�{

�¯�Ú�ï�Å�d�º

�« �Í�w�«�p�x�z H.323 �¯�”�ç�w�·�¿�Ä�ž�¿�Ó�Ì�t
C	ô���w
j�ø�w
ù	ô�›
ž
"�t�b�”�M�O�›�Ô�`�‡�b�{

hostname(config)# policy-map type inspect h323 h323_map
hostname(config-pmap)# parameters
hostname(config-pmap-p)# call-party-numbers

���È�¯�Ú�ï�Å

�¯�Ú�ï�Å  �Þ�”�Å

�Ñ�•� �ž�¢�¥�”�ç  �Þ�”�Å �·�©�á�æ�Â�Ÿ  �¯�ï�Â�©�µ�Ä

�ç�”�Â�¿�Å �•�a �³�ï�¬�ç

�Ú�ç�½

�¯�ï�Â�©�µ�Ä �³�µ�Â�Ü

�Í�å�Ý�”�»  �¯�ï�Ñ�Ÿ�ª�á�è�”
�³�ã�ï

• • • • —

�æ�æ�”�µ �!�Ë�º�0

7.2(1) �\�w�¯�Ú�ï�Å�U�‹�Ö�^�•�‡�`�h�{

�¯�Ú�ï�Å 
†�Ì

class �Ù�æ�³�”  �Ú�¿�Ó�t���Š�”�«�å�µ  �Ú�¿�Ó�Ê�›�¦���`�‡�b�{

class-map type inspect �ž�Ó�æ�­�”�³�ã�ï�{���w�Ä�å�Ñ�Ÿ�¿�«�›	°�ù�b�”�h�Š�w�U
�*�«�å�µ  �Ú�¿�Ó�›�^
R�`�‡�b�{

policy-map �è� �à  3/4 �w�Ù�æ�³�”  �Ú�¿�Ó�›�^
R�`�‡�b�{

show running-config policy-map �q�O�w�b�‚�o�w�Ù�æ�³�”  �Ú�¿�Ó �¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï�›

¯�Ô�`�‡�b�{
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capture
�Í�­�¿�Ä  �©�ß�Ó�½�ß�;�ó�›� �É�”�Ò�ç�t�`�o�z �Í�­�¿�Ä�w�µ�Ç�¿�Ñ�Ÿ�ï�¬�•�É�¿�Ä�ë�”�«	Ë�•�›�U
	Z�p�V�”�‘�O�t�b�”�t�x�z capture �¯�Ú�ï�Å�›�–�;�`�‡�b�{�Í�­�¿�Ä�w�©�ß�Ó�½�ß�;�ó�›�Ã�Ÿ�·�”
�Ò�ç�t�b�”�t�x�z�\�w�¯�Ú�ï�Å�w  no ���Ü�›�–�;�`�‡�b�{

capture capture_name [type {asp-drop [drop-code] | raw-data | isakmp | webvpn user webvpn-user [url  
url]}] [ access-listaccess_list_name] [buffer  buf_size] [ethernet-type type] 
[interface interface_name] [packet-length bytes] [circular-buffer ][ trace trace_count]

no capture capture-name [access-list access_list_name] [circular-buffer ] [ interface interface_name]

�³�ï�»�¿�«�µ�w
†�Ì access-list 
access_list_name

�¢�¦�Ó�³�ã�ï�£�ž�«�·�µ  �æ�µ�Ä�t�°�•�b�”�Ä�å�Ñ�Ÿ�¿�«�›�©�ß�Ó�½�ß�`�‡
�b�{�Ú�ç�½  �¯�ï�Â�©�µ�Ä  �Þ�”�Å�p�x�z 1 �m�w�¯�ï�Â�©�µ�Ä�º�p�w�ˆ�–�;�p
�V�‡�b�{

asp-drop [drop-code] �¢�¦�Ó�³�ã�ï�£�ž�«�·�å�è�”�³�ã�ï  �·�©�á�æ�Â�Ÿ  �Í�µ�p�Å�é�¿�Ó�^�•�h�Í
�­�¿�Ä�›�©�ß�Ó�½�ß�`�‡�b�{ drop-code �p�z�ž�«�·�å�è�”�³�ã�ï  �·�©�á�æ
�Â�Ÿ  �Í�µ�p�Å�é�¿�Ó�^�•�h�Ä�å�Ñ�Ÿ�¿�«�w�»� �Ó�›�¦���`�‡�b�{ �Å�é�¿�Ó
�¯�”�Å�w�°�a�t�m�M�o�x�z show asp drop frame �¯�Ú�ï�Å�›�€	°�`�o�X�i�^
�M�{drop-code �¾
:�›�Ö�—�`�s�M�q�z �Å�é�¿�Ó�^�•�h�Í�­�¿�Ä�U�b�‚�o�©�ß
�Ó�½�ß�^�•�‡�b�{

�\�w�©�”�ë�”�Å�x�z packet-length�z circular-buffer �z�S�‘�|  buffer  �q�°	y
�t�Ö�—�p�V�‡�b�U�z interface �•  ethernet �q�°	y�t�Ö�—�b�”�\�q�x�p�V�‡�d
�œ�{

buffer buf_size �¢�¦�Ó�³�ã�ï�£�Í�­�¿�Ä�w�-���t�–�;�b�”�Ì�¿�Ñ�•�w�±� �¶�›�Ì� �Ä�o�•
�p���[�`�‡�b�{�Ì�¿�Ñ�•�U�M�l�z�M�t�s�”�q�z�Í�­�¿�Ä�w�©�ß�Ó�½�ß�U��
�­�`�‡�b�{

capture_name �Í�­�¿�Ä  �©�ß�Ó�½�ß�w�Ê
²�›�¦���`�‡�b�{ 
ó
:�w�»� �Ó�w�Ä�å�Ñ�Ÿ�¿�«�›
�©�ß�Ó�½�ß�b�”	Ô�ù�x�z
ó
:�w  capture ���p�‰�a�Ê
²�›�–�;�`�‡�b�{ show
capture �¯�Ú�ï�Å�p�©�ß�Ó�½�ß�w�¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï�›
¯�Ô�b�”�q�z
�b�‚�o�w�¦�Ó�³�ã�ï�U  1 �æ�t�‡�q�Š�o�Ô�^�•�‡�b�{

circular-buffer �¢�¦�Ó�³�ã�ï�£ �Ì�¿�Ñ�•�U�M�l�z�M�t�s�l�h�q�V�t�z 
Œ�„
æ
ü�T�’�Ì�¿�Ñ�•
�›	Í	{�V�`�o�M�V�‡�b�{

ethernet-type type �¢�¦�Ó�³�ã�ï�£�©�ß�Ó�½�ß�b�”� �”�±�É�¿�Ä  �»� �Ó�›
¬�R�`�‡�b�{�Ã�Ñ�¥
�ç�Ä�x�z IP �Í�­�¿�Ä�p�b�{ 802.1Q �»� �Ó�q  VLAN �»� �Ó�p�x�«�Ž�U
C
\
�`�‡�b�{ 802.1Q �»�¬�x�×�ˆ�$�t�µ�©�¿�Ó�^�•�z	Ú�E�t�°�•�`�o�M�”�T�r�O
�T�w
Q���t�x�º
æ� �”�±�É�¿�Ä  �»� �Ó�U�–�;�^�•�‡�b�{

interface 
interface_name

�Í�­�¿�Ä�w�©�ß�Ó�½�ß�;�ó�›�–�;�b�”� �ï�»�”�Ñ�£� �µ�w�Ê
²�›
ƒ���`
�‡�b�{�Í�­�¿�Ä�›�©�ß�Ó�½�ß�b�”	Ô�ù�x�z� �ï�»�”�Ñ�£� �µ�›
ƒ���b�”
ž
�A�U�K�“�‡�b�{
ó
:�w  capture �¯�Ú�ï�Å�p�‰�a�©�ß�Ó�½�ß�Ê�›�¦���`�o�z

ó
:�w� �ï�»�”�Ñ�£� �µ�›
ƒ���p�V�‡�b�{ ASA 5500 �³�æ�”�¶�&� ���·
�©�á�æ�Â�Ÿ  �ž�Ó�å� �ž�ï�µ�w�Ã�”�»�Ó�è�”�ï	Í�w�Í�­�¿�Ä�›�©�ß�Ó�½�ß
�b�” � t �x�z interface �©�” �ë� ” �Å�q�z�   � ï �» � ” �Ñ�£�   �µ �w�Ê
² �q� ` �o
asa_dataplane �›�¦���`�‡�b�{

isakmp �¢�¦�Ó�³�ã�ï�£ ISAKMP �Ä�å�Ñ�Ÿ�¿�«�›�©�ß�Ó�½�ß�`�‡�b�{�Ú�ç�½  �¯�ï�Â
�©�µ�Ä  �Þ�”�Å�p�x�–�;�p�V�‡�d�œ�{ ISAKMP �±�Ò�³�µ�Â�Ü�x�z	Í�•
Ú�w
�Ó�é�Ä�¯�ç�t�ž�«�·�µ�p�V�‡�d�œ�{�©�ß�Ó�½�ß�x�z PCAP �Í�”�±�”�›�¬�h
�b�h�Š�t
ú�g
Ú�z IP 
Ú�z�S�‘�|  UDP 
Ú�U
Ê�ˆ�ù�^�•�h�V�Å�©�ß�Ó�½�ß�p
�b�{�Ð�ž  �ž�Å�è�µ�x  SA �¦�õ�T�’	��˜�^�•�z IP 
Ú�t�-���^�•�‡�b�{
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�Ã�Ñ�¥�ç�Ä �Ã�Ñ�¥�ç�Ä�x�Í�w�q�S�“�p�b�{

• type �x  raw-data

• buffer size �x  512 KB

• � �”�±�É�¿�Ä�w�»� �Ó�x  IP

• packet-length �x  68 �Ì� �Ä

�¯�Ú�ï�Å  �Þ�”�Å �Í�w
¯�x�z�\�w�¯�Ú�ï�Å�›�Ö�—�p�V�”�Þ�”�Å�›�Ô�`�o�M�‡�b�{

�¯�Ú�ï�Å�d�º

�–�;	Í�w�̈ � �Å�å� �ï �Í�­�¿�Ä�w�©�ß�Ó�½�ß�x�z
€��	Í�w�ð�J�w�Ä�å�Ò�ç�³�á�”�Â�Ÿ�ï�¬�•�Y�˜�`�M�ž�«�Â�Ÿ�Ï�Â�Ÿ�w�Þ
�Ç�»�æ�ï�¬�›�æ�O	Ô�ù�t�þ�q�j�‡�b�{
ó
:�w�©�ß�Ó�½�ß�›
ƒ���p�V�‡�b�{�Í�­�¿�Ä�w�©�ß�Ó�½�ß	Ø
�C�›
¯�Ô�b�”�t�x�z show capture name �¯�Ú�ï�Å�›�–�;�`�‡�b�{�©�ß�Ó�½�ß	Ø�C�›�Ñ�•� �ç�t�-���b
�”�t�x�z copy capture �¯�Ú�ï�Å�›�–�;�`�‡�b�{�Í�­�¿�Ä�w�©�ß�Ó�½�ß	Ø�C�›  Web �Ò�å�¢�²�p
¯�Ô�b
�”�t�x�z https://security appliance-ip-address/capture/capture_name[/pcap] �¯�Ú�ï�Å�›�–�;�`�‡�b�{ pcap
�¦�Ó�³�ã�ï  �©�”�ë�”�Å�›�¦���b�”�q�z libpcap ���Ü�w�Ñ�•� �ç�U  Web �Ò�å�¢�²�t�¼�¢�ï�é�”�Å�^�•
�”�w�p�z Web �Ò�å�¢�²�›�–�;�`�o�Ñ�•� �ç�›�-���p�V�‡�b�{ libcap �Ñ�•� �ç�x�z TCPDUMP �‡�h�x
Ethereal �p
¯�Ô�p�V�‡�b�{

packet-length bytes �¢�¦�Ó�³�ã�ï�£ �©�ß�Ó�½�ß  �Ì�¿�Ñ�•�t�-���b�”�¤�Í�­�¿�Ä�w�7�G�±� �¶ �¢�Ì
� �Ä
:�£�›
ƒ���`�‡�b�{

raw-data �¢�¦�Ó�³�ã�ï�£�£	ô�Í�­�¿�Ä�q
C	ô�Í�­�¿�Ä�›  1 �m�‡�h�x
ó
:�w� �ï�»�”
�Ñ�£� �µ	Í�p�©�ß�Ó�½�ß�`�‡�b�{�\�•�U�Ã�Ñ�¥�ç�Ä�p�b�{

type �¢�¦�Ó�³�ã�ï�£�©�ß�Ó�½�ß�b�”�Ã�”�»�w�»� �Ó�›�¦���`�‡�b�{

url  url �¢�¦�Ó�³�ã�ï�£�Ã�”�»�›�©�ß�Ó�½�ß�b�”�q�V�t	°�ù�b�”  URL �w�Ó�è�Ñ�Ÿ�¿
�«�µ�›�¦���`�‡�b�{�±�”�Ì�•�w  HTTP �Ä�å�Ñ�Ÿ�¿�«�›�©�ß�Ó�½�ß�b�”�t
�x�z URL http://server/path �›�–�;�`�‡�b�{�±�”�Ì�•�w  HTTPS �Ä�å�Ñ�Ÿ�¿�«
�›�©�ß�Ó�½�ß�b�”	Ô�ù�x�z https://server/path �›�–�;�`�‡�b�{

user webvpn-user �¢�¦�Ó�³�ã�ï�£ WebVPN �©�ß�Ó�½�ß�w�â�”�²�Ê�›�¦���`�‡�b�{

webvpn �¢�¦�Ó�³�ã�ï�£�›���w  WebVPN 
€���w  WebVPN �Ã�”�»�›�©�ß�Ó�½�ß�`�‡
�b�{

trace trace_count �¢�¦�Ó�³�ã�ï�£�Í�­�¿�Ä�w�Ä�è�”�µ	Ø�C�›�©�ß�Ó�½�ß�b�”�\�q�q�z�©�ß�Ó
�½�ß�b�”�Í�­�¿�Ä�w
:�›�¦���`�‡�b�{�ž�«�·�µ  �æ�µ�Ä�q�ž�t�–�;�`�z�Í
�­�¿�Ä�U
Y	×�t	r�g�^�•�h�T�r�O�T�›�¬�Ý�b�”�h�Š�t�Ã�”�»  �Í�µ�t�Ä
�è�”�µ  �Í�­�¿�Ä�›
à�Ö�`�‡�b�{

�¯�Ú�ï�Å  �Þ�”�Å

�Ñ�•� �ž�¢�¥�”�ç  �Þ�”�Å �·�©�á�æ�Â�Ÿ  �¯�ï�Â�©�µ�Ä

�ç�”�Â�¿�Å �•�a �³�ï�¬�ç

�Ú�ç�½

�¯�ï�Â�©�µ�Ä �³�µ�Â�Ü

�›�V�Þ�”�Å • • • • •

�æ�æ�”�µ �!�Ë�º�0

6.2(1) �\�w�¯�Ú�ï�Å�U�‹�Ö�^�•�‡�`�h�{

7.0(1) 	ý�`�M�©�”�ë�”�Å�z�›�t  type asp-drop�z type isakmp�z type raw-data�z�S�‘�|
type webvpn �›���Š�”�‘�O�t�!�Ë�^�•�‡�`�h�{

7.2(1) trace �©�”�ë�”�Å�›���Š�”�‘�O�t�!�Ë�^�•�‡�`�h�{
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�Ì�¿�Ñ�•�w�º�0�›  TFTP �±�”�Ì�t  ASCII ���Ü�p�¯�Ð�”�b�”	Ô�ù�x�z�Í�­�¿�Ä�w	Ä�I�•  16 
��¼�ï�Ó
�x
¯�Ô�^�•�c�z�Ô�¿�¼�”�i�Z�U
¯�Ô�^�•�‡�b�{	Ä�I�•  16 
��¼�ï�Ó�›
¯�Ô�b�”�t�x�z�Ì�¿�Ñ�•�›
PCAP ���Ü�p�;
ù�`�z TCPDUMP �‡�h�x  Ethereal �›�–�;�`�o�¡�ˆ	��”
ž�A�U�K�“�‡�b�{

WebVPN �w�©�ß�Ó�½�ß�›� �É�”�Ò�ç�t�b�”�q�z�·�©�á�æ�Â�Ÿ  �ž�Ó�å� �ž�ï�µ�U  
capture_name_ORIGINAL.000 �q  capture_name_MANGLED.000 �q�M�O�Ñ�•� �ç�w�Ö�ž�›�^
R�`�‡�b�{
�™���w�©�ß�Ó�½�ß�]�q�t�‰�7�w�Ö�ž�›�^
R�`�‡�b�U�z�Ñ�•� �ç�Ê�w
j�ø�›	q�Í
ÿ�•�`�o�M�V�‡�b�{  

�¢�«�£ WebVPN �©�ß�Ó�½�ß�›� �É�”�Ò�ç�t�b�”�q�z�·�©�á�æ�Â�Ÿ  �ž�Ó�å� �ž�ï�µ�w�Í�Ñ�¥�”�Ú�ï�µ�t�è
�¹�`�‡�b�{�Ä�å�Ò�ç�³�á�”�Â�Ÿ�ï�¬�t
ž�A�s�©�ß�Ó�½�ß  �Ñ�•� �ç�›
\
R�`�h�™�x�z�©�ß�Ó�½�ß�›
�Ã�Ÿ�·�”�Ò�ç�t�`�o�X�i�^�M�{

�©�ß�Ó�½�ß�U	«�ˆ�^�•�s�M�‘�O�t�b�”	Ô�ù�x�z no capture �t  access-list �¦�Ó�³�ã�ï  �©�”�ë�”�Å�‡�h
�x  interface �¦�Ó�³�ã�ï  �©�”�ë�”�Å�w�M�c�•�T�›
Ç�C�`�o�Ö�—�`�‡�b�{�¦�Ó�³�ã�ï  �©�”�ë�”�Å�›
Ç
�C�d�c�t  no capture �›�Ö�—�b�”�q�z�©�ß�Ó�½�ß�U�_	†�^�•�‡�b�{ access-list �¦�Ó�³�ã�ï  �©�”�ë�”�Å
�›�¦���`�h	Ô�ù�x�z �©�ß�Ó�½�ß�T�’�ž�«�·�µ  �æ�µ�Ä�U�_	†�^�•�z �©�ß�Ó�½�ß�x�’�^�•�‡�b�{ interface
�©�”�ë�”�Å�›�¦���`�h	Ô�ù�x�z�¦���`�h� �ï�»�”�Ñ�£� �µ�T�’�©�ß�Ó�½�ß�U
ü�m�^�•�z�f�w�‡�‡�’
�“�‡�b�{

�¢�«�£ capture �¯�Ú�ï�Å�x�¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï�t�x�-���^�•�c�z�Ñ�£�”�ç�¦�”�Ì�”�¤�t�µ�»�ï�Ì� 
÷
�”�t�¯�Ð�”�^�•�”�\�q�‹�K�“�‡�d�œ�{

�« �Í�­�¿�Ä  �©�ß�Ó�½�ß�›� �É�”�Ò�ç�t�b�”�t�x�z�Í�w�‘�O�t�Ö�—�`�‡�b�{

hostname# capture captest interface inside
hostname#  capture captest interface outside

�®captest�¯�q�M�O�©�ß�Ó�½�ß�w�º�0�›  Web �Ò�å�¢�²�p
¯�Ô�b�”�t�x�z�Í�w�ž�Å�è�µ�›�Ö�—�`�‡�b�{

https://171.69.38.95/capture/captest/pcap

Internet Explorer �•  Netscape Navigator �s�r�w  Web �Ò�å�¢�²�p�–�;�^�•�”  libcap �Ñ�•� �ç�›�é�”�§�ç
�Ú�³�ï�t�¼�¢�ï�é�”�Å�b�”�t�x�z�Í�w�ž�Å�è�µ�›�Ö�—�`�‡�b�{

https://171.69.38.95/capture/http/pcap

�Í�w�«�p�x�z �Ž
æ�×�µ�Ä  171.71.69.234 �T�’�©�ß�Ó�½�ß�`�h�Ä�å�Ñ�Ÿ�¿�«�U�º
æ  HTTP �±�”�Ì�t�;
ù
�^�•�‡�b�{

hostname# access-list http permit tcp host 10.120.56.15 eq http host 171.71.69.234
hostname# access-list http permit tcp host 171.71.69.234 host 10.120.56.15 eq http
hostname# capture http access-list http packet-length 74 interface inside

�Í�w�«�p�x�z ARP �Í�­�¿�Ä�›�©�ß�Ó�½�ß�b�”�M�O�›�Ô�`�‡�b�{

hostname# capture arp ethernet-type arp interface outside
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�Í�w�«�p�x�z wwwin.abcd.com/hr/people �q�M�O Web �±� �Ä�t�ž�«�·�µ�b�”  user2 �w HTTP �Ä�å�Ñ�Ÿ�¿
�«�›�©�ß�Ó�½�ß�b�”�z hr �q�M�O WebVPN �©�ß�Ó�½�ß�›�^
R�`�o�M�‡�b�{

hostname#  capture hr type webvpn user user2 url http://wwwin.abcd.com/hr/people
WebVPN capture started.
   capture name   hr
   user name      user2
   url            /http/0/wwwin.abcd.com/hr/people

�Í�w�«�p�x�z�Ã�”�»  �µ�Ä�æ�”�Ü�t�Ä�è�”�µ  �Í�­�¿�Ä�›  5 �m
à�Ö�`�‡�b�{ access-list 101 �x�z TCP �Ó
�é�Ä�¯�ç�U  FTP �p�K�”�Ä�å�Ñ�Ÿ�¿�«�›���[�`�o�M�‡�b�{

hostname#  capture ftptrace interface outside access-list 101 trace 5

	Í�w�«�p  show capture ftptrace �¯�Ú�ï�Å�›�–�;�b�”�q�z�Ä�è�”�µ�^�•�h�Í�­�¿�Ä�q�z�Í�­�¿�Ä�w	r
�g�t���b�”	Ø�C�U�˜�T�“�•�b�X
¯�Ô�^�•�‡�b�{

���È�¯�Ú�ï�Å �¯�Ú�ï�Å 
†�Ì

clear capture �©�ß�Ó�½�ß  �Ì�¿�Ñ�•�›	«�ˆ�`�‡�b�{

copy capture �©�ß�Ó�½�ß  �Ñ�•� �ç�›�±�”�Ì�t�¯�Ð�”�`�‡�b�{

show capture �¦�Ó�³�ã�ï�U�?�‹�¦���^�•�o�M�s�M	Ô�ù�x�z�©�ß�Ó�½�ß�w�¯�ï�Ñ�Ÿ�ª�á
�è�”�³�ã�ï�›
¯�Ô�`�‡�b�{
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cd
�q�O�w�^�À�Ã�Ÿ�è�«�Ä�æ�T�’�¦���`�h�Ã�Ÿ�è�«�Ä�æ�t� �ˆ�b�”�t�x�z�›�V  EXEC �Þ�”�Å�p  cd �¯�Ú
�ï�Å�›�–�;�`�‡�b�{  

cd [disk0: | disk1: | flash:] [path]

�³�ï�»�¿�«�µ�w
†�Ì

�Ã�Ñ�¥�ç�Ä �Ã�Ÿ�è�«�Ä�æ�›�¦���`�s�M	Ô�ù�z�ç�”�Ä  �Ã�Ÿ�è�«�Ä�æ�t� �ˆ�`�‡�b�{  

�¯�Ú�ï�Å  �Þ�”�Å �Í�w
¯�x�z�\�w�¯�Ú�ï�Å�›�Ö�—�p�V�”�Þ�”�Å�›�Ô�`�o�M�‡�b�{

�¯�Ú�ï�Å�d�º

�« �Í�w�«�p�x�z �®config�¯�Ã�Ÿ�è�«�Ä�æ�t� �ˆ�b�”�M�O�›�Ô�`�‡�b�{

hostname# cd flash:/config/

���È�¯�Ú�ï�Å

disk0: �º���Ñ�å�¿�³�á  �Ý�Þ�æ�›�¦���`�z���Z�o�¯�é�ï�¢ :�£�›�Ö�—�`�‡�b�{  

disk1: 	��“�Ž�`�D�ó�s�Ž
æ�Ñ�å�¿�³�á  �Ý�Þ�æ �§�”�Å�›�¦���`�z ���Z�o�¯�é�ï �¢ :�£
�›�Ö�—�`�‡�b�{  

flash: �º���Ñ�å�¿�³�á  �Ý�Þ�æ�›�¦���`�z ���Z�o�¯�é�ï �¢ :�£�›�Ö�—�`�‡�b�{ ASA 5500
�³�æ�”�¶�p�x�z flash �©�”�ë�”�Å�x  disk0 �w�¤� �æ�ž�µ�p�b�{

path �¢�¦�Ó�³�ã�ï�£� �ˆ
Œ�Ã�Ÿ�è�«�Ä�æ�w
ˆ�0�Í�µ�p�b�{

�¯�Ú�ï�Å  �Þ�”�Å

�Ñ�•� �ž�¢�¥�”�ç  �Þ�”�Å �·�©�á�æ�Â�Ÿ  �¯�ï�Â�©�µ�Ä

�ç�”�Â�¿�Å �•�a �³�ï�¬�ç

�Ú�ç�½

�¯�ï�Â�©�µ�Ä �³�µ�Â�Ü

�›�V  EXEC • • • — •

�æ�æ�”�µ �!�Ë�º�0

7.0(1) �\�w�¯�Ú�ï�Å�U�‹�Ö�^�•�‡�`�h�{

�¯�Ú�ï�Å 
†�Ì

pwd �q�O�w�^�À�Ã�Ÿ�è�«�Ä�æ�›
¯�Ô�`�‡�b�{
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certificate
�¦���`�h	Â�Ì	{�›�å�C�b�”�t�x�z�‰�ø  CA 	Â�Ì	{�½�£�”�ï  �Þ�”�Å�p  certificate �¯�Ú�ï�Å�›�–�;�`�‡
�b�{�\�w�¯�Ú�ï�Å�›�–�;�b�”	Ô�ù�z�·�©�á�æ�Â�Ÿ  �ž�Ó�å� �ž�ï�µ�x�z�¯�Ú�ï�Å�t���‡�•�o�M�”�Ã�”
�»�›  16 
����Ü�w	Â�Ì	{�q�`�o�r	
�`�‡�b�{ quit  ���È�»�x	Â�Ì	{�w	4�˜�“�›�Ô�`�‡�b�{

	Â�Ì	{�›�_	†�b�”�t�x�z�\�w�¯�Ú�ï�Å�w  no ���Ü�›�–�;�`�‡�b�{

certificate [ca | ra-encrypt | ra-sign | ra-general] certificate-serial-number

no certificate certificate-serial-number

�³�ï�»�¿�«�µ�w
†�Ì

�Ã�Ñ�¥�ç�Ä �\�w�¯�Ú�ï�Å�t�Ã�Ñ�¥�ç�Ä�‹�x�K�“�‡�d�œ�{

�¯�Ú�ï�Å  �Þ�”�Å �Í�w
¯�x�z�\�w�¯�Ú�ï�Å�›�Ö�—�p�V�”�Þ�”�Å�›�Ô�`�o�M�‡�b�{

�¯�Ú�ï�Å�d�º

�–�;	Í�w�̈ � �Å�å� �ï  �Ý	Â�Á�¢ CA�£�x�z�É�¿�Ä�ë�”�«�t�S�M�o�·�©�á�æ�Â�Ÿ  �«�è�Ã�ï�³�ß�ç�S�‘�|�Ý�¿�·�”�´�‰�ø�=�;
�w�¬�‰�©�”�›
C�æ�z���g�b�”
Ê	ë�p�b�{�¬�‰�©�”  � �ï�Ñ�å�µ�Ä�å�«�½�ß�w�°
æ�q�`�o�z CA �p�x�J
�å�Á�¢ RA�£�q�ž�t�z�Ã�´�»�ç	Â�Ì	{�w�A�{	��T�’���™�^�•�h	Ø�C�›�¬�Ý�b�”�h�Š�t�½�£�¿�«�›�æ
�M�‡�b�{ RA �p�A�{	��w	Ø�C�U�¬�Ý�^�•�”�q�z CA �x	Â�Ì	{�›
C�æ�`�‡�b�{

certificate-serial-number quit �p	4�˜�”  16 
����Ü�w	Â�Ì	{�w�³�æ�ž�ç
j�ø�›�¦���`�‡�b�{  

ca 	Â�Ì	{�U  certificate authority�¢ CA; �Ý	Â�Á�£
C�æ�w	Â�Ì	{�p�K�”�\�q�›
�Ô�`�‡�b�{

ra-encrypt 	Â�Ì	{�U  SCEP �p�–�;�^�•�”  registration authority�¢ RA; �J�å�Á�£�w�d
�‰�ø�=	Â�Ì	{�p�K�”�\�q�›�Ô�`�‡�b�{

ra-general 	Â�Ì	{�U  SCEP �Ý�¿�·�”�´�w�Ã�´�»�ç	z�Ê�S�‘�|�d�‰�ø�=�t�–�;�^�•
�”�J�å�Á�¢ RA�£�w	Â�Ì	{�p�K�”�\�q�›�Ô�`�‡�b�{

ra-sign 	Â�Ì	{�U  SCEP �Ý�¿�·�”�´�p�–�;�^�•�”�J�å�Á�¢ RA�£�w�Ã�´�»�ç	z�Ê
	Â�Ì	{�p�K�”�\�q�›�Ô�`�‡�b�{

�¯�Ú�ï�Å  �Þ�”�Å

�Ñ�•� �ž�¢�¥�”�ç  �Þ�”�Å �·�©�á�æ�Â�Ÿ  �¯�ï�Â�©�µ�Ä

�ç�”�Â�¿�Å �•�a �³�ï�¬�ç

�Ú�ç�½

�¯�ï�Â�©�µ�Ä �³�µ�Â�Ü

	Â�Ì	{�½�£�”�ï  �¯�ï�Ñ�Ÿ�ª�á
�è�”�³�ã�ï

• • • • •

�æ�æ�”�µ �!�Ë�º�0

7.0(1) �\�w�¯�Ú�ï�Å�U�‹�Ö�^�•�‡�`�h�{
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�« �Í�w�«�p�x�z central �q�M�O�Ê
²�w�Ä�å�µ�Ä�Ù� �ï�Ä�w  CA �Ä�å�µ�Ä�Ù� �ï�Ä  �Þ�”�Å�t�Ö�“�z�Í�t
central �w�‰�ø CA 	Â�Ì	{�½�£�”�ï  �Þ�”�Å�t�Ö�“�z�³�æ�ž�ç
j�ø  29573D5FF010FE25B45 �w CA �›�å
�C�`�‡�b�{

hostname(config)# crypto ca trustpoint central
hostname(ca-trustpoint)# crypto ca certificate chain central 
hostname(ca-cert-chain)# certificate ca 29573D5FF010FE25B45
  30820345 308202EF A0030201 02021029 572A3FF2 96EF854F D0D6732F E25B4530
  0D06092A 864886F7 0D010105 05003081 8F311630 1406092A 864886F7 0D010901
  16076140 622E636F 6D310B30 09060355 04061302 55533116 30140603 55040813
  0D6D6173 73616368 75736574 74733111 300F0603 55040713 08667261 6E6B6C69
  6E310E30 0C060355 040A1305 63697363 6F310F30 0D060355 040B1306 726F6F74
  6F75311C 301A0603 55040313 136D732D 726F6F74 2D736861 2D30362D 32303031
  301E170D 30313036 32363134 31313430 5A170D32 32303630 34313430 3133305A
  30818F31 16301406 092A8648 86F70D01 09011607 6140622E 636F6D31 0B300906
  03550406 13025553 31163014 06035504 08130D6D 61737361 63687573 65747473
  3111300F 06035504 07130866 72616E6B 6C696E31 0E300C06 0355040A 13056369
  73636F31 0F300D06 0355040B 1306726F 6F746F75 311C301A 06035504 0313136D
  732D726F 6F742D73 68612D30 362D3230 3031305C 300D0609 2A864886 F70D0101
  01050003 4B003048 024100AA 3EB9859B 8670A6FB 5E7D2223 5C11BCFE 48E6D3A8
  181643ED CF7E75EE E77D83DF 26E51876 97D8281E 9F58E4B0 353FDA41 29FC791B
  1E14219C 847D19F4 A51B7B02 03010001 A3820123 3082011F 300B0603 551D0F04
  04030201 C6300F06 03551D13 0101FF04 05300301 01FF301D 0603551D 0E041604
  14E0D412 3ACC96C2 FBF651F3 3F66C0CE A62AB63B 323081CD 0603551D 1F0481C5
  3081C230 3EA03CA0 3A86386C 6461703A 2F2F7732 6B616476 616E6365 64737276
  2F436572 74456E72 6F6C6C2F 6D732D72 6F6F742D 7368612D 30362D32 3030312E
  63726C30 3EA03CA0 3A863868 7474703A 2F2F7732 6B616476 616E6365 64737276
  2F436572 74456E72 6F6C6C2F 6D732D72 6F6F742D 7368612D 30362D32 3030312E
  63726C30 40A03EA0 3C863A66 696C653A 2F2F5C5C 77326B61 6476616E 63656473
  72765C43 65727445 6E726F6C 6C5C6D73 2D726F6F 742D7368 612D3036 2D323030
  312E6372 6C301006 092B0601 04018237 15010403 02010130 0D06092A 864886F7
  0D010105 05000341 0056221E 03F377B9 E6900BF7 BCB3568E ADBA146F 3B8A71F3
  DF9EB96C BB1873B2 B6268B7C 0229D8D0 FFB40433 C8B3CB41 0E4D212B 2AEECD77
  BEA3C1FE 5EE2AB6D 91
  quit

���È�¯�Ú�ï�Å �¯�Ú�ï�Å 
†�Ì

clear configure crypto map �b�‚�o�w�‰�ø�Ú�¿�Ó�w�b�‚�o�w�¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï�›
	«�ˆ�`�‡�b�{

show running-config crypto map �‰�ø�Ú�¿�Ó�w�¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï�›
¯�Ô�`�‡�b�{

crypto ca certificate chain 	Â�Ì	{�‰�ø  CA 	Â�Ì	{�½�£�”�ï  �Þ�”�Å�t�Ö�“�‡�b�{

crypto ca trustpoint CA �Ä�å�µ�Ä�Ù� �ï�Ä  �Þ�”�Å�t�Ö�“�‡�b�{

show running-config crypto map �b�‚�o�w�‰�ø�Ú�¿�Ó�w�b�‚�o�w�¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï�›

¯�Ô�`�‡�b�{
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chain
	Â�Ì	{�½�£�”�ï�w
ù	ô�›� �É�”�Ò�ç�t�b�”�t�x�z�Ä�ï�É�ç  �¬�ç�”�Ó  ipsec �ž�Ä�æ�Ï�á�”�Ä  �¯�ï�Ñ�Ÿ
�ª�á�è�”�³�ã�ï  �Þ�”�Å�p  chain �¯�Ú�ï�Å�›�–�;�`�‡�b�{�\�w
â�^�t�x�z�ç�”�Ä	Â�Ì	{�S�‘�|�;
ù�w
�b�‚�o�w�<�•  CA 	Â�Ì	{�U���‡�•�‡�b�{�\�w�¯�Ú�ï�Å�›�Ã�Ñ�¥�ç�Ä�t�í�b�t�x�z�\�w�¯�Ú�ï�Å�w  no
���Ü�›�–�;�`�‡�b�{

chain

no chain

�³�ï�»�¿�«�µ�w
†�Ì �\�w�¯�Ú�ï�Å�t�x�z�¾
:�‹�©�”�ë�”�Å�‹�K�“�‡�d�œ�{

�Ã�Ñ�¥�ç�Ä �Ã�Ñ�¥�ç�Ä�p�x�z�\�w�¯�Ú�ï�Å�w
ƒ���x�Ã�Ÿ�·�”�Ò�ç�t�s�l�o�M�‡�b�{

�¯�Ú�ï�Å  �Þ�”�Å �Í�w
¯�x�z�\�w�¯�Ú�ï�Å�›�Ö�—�p�V�”�Þ�”�Å�›�Ô�`�o�M�‡�b�{

�¯�Ú�ï�Å�d�º

�–�;	Í�w�̈ � �Å�å� �ï �\�w�ž�Ä�æ�Ï�á�”�Ä�x�z�b�‚�o�w  IPSec �Ä�ï�É�ç  �¬�ç�”�Ó  �»� �Ó�t�&�;�p�V�‡�b�{

�« �Í�w�«�p�x�z�Ä�ï�É�ç  �¬�ç�”�Ó  ipsec �ž�Ä�æ�Ï�á�”�Ä  �¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï  �Þ�”�Å�t�Ö�“�z�ç�”
�Ä	Â�Ì	{�S�‘�|�b�‚�o�w�<�•  CA 	Â�Ì	{�›���‰  IP �ž�Å�è�µ  209.165.200.225 �w IPSec LAN-to-LAN �Ä
�ï�É�ç  �¬�ç�”�Ó�w�½�£�”�ï�w
ù	ô�›� �É�”�Ò�ç�t�`�‡�b�{

hostname(config)# tunnel-group 209.165.200.225 type IPSec_L2L
hostname(config)# tunnel-group 209.165.200.225 ipsec-attributes
hostname(config-tunnel-ipsec)# chain
hostname(config-tunnel-ipsec)# 

���È�¯�Ú�ï�Å

�¯�Ú�ï�Å  �Þ�”�Å

�Ñ�•� �ž�¢�¥�”�ç  �Þ�”�Å �·�©�á�æ�Â�Ÿ  �¯�ï�Â�©�µ�Ä

�ç�”�Â�¿�Å �•�a �³�ï�¬�ç

�Ú�ç�½

�¯�ï�Â�©�µ�Ä �³�µ�Â�Ü

�Ä�ï�É�ç  �¬�ç�”�Ó  ipsec �ž�Ä
�æ�Ï�á�”�Ä  �¯�ï�Ñ�Ÿ�ª�á�è�”
�³�ã�ï

• — • — —

�æ�æ�”�µ �!�Ë�º�0

7.0(1) �\�w�¯�Ú�ï�Å�U�‹�Ö�^�•�‡�`�h�{

�¯�Ú�ï�Å 
†�Ì

clear-configure tunnel-group 
ƒ���^�•�o�M�”�b�‚�o�w�Ä�ï�É�ç  �¬�ç�”�Ó�›	«�ˆ�`�‡�b�{

show running-config tunnel-group �q�O�w�Ä�ï�É�ç  �¬�ç�”�Ó  �¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï�›
¯�Ô�`
�‡�b�{

tunnel-group ipsec-attributes �\�w�¬�ç�”�Ó�w�Ä�ï�É�ç  �¬�ç�”�Ó  ipsec �ž�Ä�æ�Ï�á�”�Ä�›
ƒ
���`�‡�b�{
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changeto
�·�©�á�æ�Â�Ÿ  �¯�ï�Â�©�µ�Ä�q�³�µ�Â�Ü�w���p
~�“�8�Q�›�æ�O�t�x�z�›�V  EXEC �Þ�”�Å�p  changeto
�¯�Ú�ï�Å�›�–�;�`�‡�b�{

changeto { system | context name}

�³�ï�»�¿�«�µ�w
†�Ì

�Ã�Ñ�¥�ç�Ä �Ã�Ñ�¥�ç�Ä�w�ˆ�^�•�‹�x�K�“�‡�d�œ�{

�¯�Ú�ï�Å  �Þ�”�Å �Í�w
¯�x�z�\�w�¯�Ú�ï�Å�›�Ö�—�p�V�”�Þ�”�Å�›�Ô�`�o�M�‡�b�{

�¯�Ú�ï�Å�d�º

�–�;	Í�w�̈ � �Å�å� �ï �³�µ�Â�Ü�î�æ�µ�Ö�”�µ�‡�h�x���g�¯�ï�Â�©�µ�Ä�t�é�¬� �ï�b�”	Ô�ù�x�z�¤�¯�ï�Â�©�µ�Ä�º�p�¯�ï�Â
�©�µ�Ä�z�î�æ�¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï�z�Þ�Ç�»�æ�ï�¬  �»�µ�«�›
~�“�8�Q�”�\�q�U�p�V�‡�b�{�¯�ï
�Ñ�Ÿ�ª�á�è�”�³�ã�ï  �Þ�”�Å�p�$	B�z�K�”�M�x  copy �‡�h�x  write  �¯�Ú�ï�Å�p�–�;�^�•�”�®�î�æ�¯�¯
�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï�x�z�r�w�î�æ�µ�Ö�”�µ�t�M�”�T�t�‘�l�o�Ÿ�s�“�‡�b�{�³�µ�Â�Ü�î�æ�µ�Ö�”�µ
�t�M�”	Ô�ù�z�î�æ�¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï�x�³�µ�Â�Ü  �¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï�i�Z�p�Ï
R�^�•�‡
�b�{�¯�ï�Â�©�µ�Ä�î�æ�µ�Ö�”�µ�t�M�”	Ô�ù�z�î�æ�¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï�x�f�w�¯�ï�Â�©�µ�Ä�i�Z
�p�Ï
R�^�•�‡�b�{�h�q�Q�y�z show running-config �¯�Ú�ï�Å�›�Ö�—�b�”�\�q�p�z�î�æ�¯�ï�Ñ�Ÿ�ª�á
�è�”�³�ã�ï�›�b�‚�o�¢�³�µ�Â�Ü�q�b�‚�o�w�¯�ï�Â�©�µ�Ä�£
¯�Ô�b�”�\�q�x�p�V�‡�d�œ�{�q�O�w�¯�ï
�Ñ�Ÿ�ª�á�è�”�³�ã�ï�i�Z�U
¯�Ô�^�•�‡�b�{  

�« �Í�w�«�p�x�z�›�V  EXEC �Þ�”�Å�p�¯�ï�Â�©�µ�Ä�q�³�µ�Â�Ü���w
~�“�8�Q�›�æ�M�‡�b�{

hostname/admin# changeto system
hostname# changeto context customerA
hostname/customerA#

�Í�w�«�p�x�z� �ï�»�”�Ñ�£� �µ  �¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï  �Þ�”�Å�p�³�µ�Â�Ü�q���g�¯�ï�Â�©�µ�Ä��
�w
~�“�8�Q�›�æ�M�‡�b�{�î�æ�µ�Ö�”�µ���p
~�“�8�Q�›�æ�M�z�¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï  �±�Ò�Þ�”�Å�t
�M�”	Ô�ù�z�Þ�”�Å�x	ý�`�M�î�æ�µ�Ö�”�µ�p�¬�é�”�Ì�ç  �¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï  �Þ�”�Å�t�!�˜�“�‡
�b�{

hostname(config-if)# changeto context admin
hostname/admin(config)#

context name �¦���`�h�Ê
²�›�Ë�m�¯�ï�Â�©�µ�Ä�t�!�Ë�`�‡�b�{

system �³�µ�Â�Ü�î�æ�µ�Ö�”�µ�t�!�Ë�`�‡�b�{

�¯�Ú�ï�Å  �Þ�”�Å

�Ñ�•� �ž�¢�¥�”�ç  �Þ�”�Å �·�©�á�æ�Â�Ÿ  �¯�ï�Â�©�µ�Ä

�ç�”�Â�¿�Å �•�a �³�ï�¬�ç

�Ú�ç�½

�¯�ï�Â�©�µ�Ä �³�µ�Â�Ü

�›�V  EXEC • • — • •

�æ�æ�”�µ �!�Ë�º�0

7.0(1) �\�w�¯�Ú�ï�Å�U�‹�Ö�^�•�‡�`�h�{
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���È�¯�Ú�ï�Å

character-encoding
WebVPN �Ù�”�»�ç  �Ö�”�´�p�w�¬�é�”�Ì�ç�s���È�¤�ï�¯�”�Ã�Ÿ�ï�¬�›�¦���b�”�t�x�z webvpn �¯�ï
�Ñ�Ÿ�ª�á�è�”�³�ã�ï  �Þ�”�Å�p  character-encoding �¯�Ú�ï�Å�›�–�;�`�‡�b�{ no ���Ü�x�z
character-encoding �ž�Ä�æ�Ï�á�”�Ä�w�‹�›�_	†�`�‡�b�{

character-encoding charset

no character-encoding [charset]

�³�ï�»�¿�«�µ�w
†�Ì

�Ã�Ñ�¥�ç�Ä �Ã�Ñ�¥�ç�Ä�w�ˆ�^�•�‹�x�K�“�‡�d�œ�{�\�w�ž�Ä�æ�Ï�á�”�Ä�t�‹�U�s�M	Ô�ù�z�æ�Þ�”�Ä  �Ò�å�¢�²�t
ƒ
���^�•�h
Ö�ø�=�»� �Ó�t�‘�l�o  WebVPN �Ù�”�»�ç  �Ö�”�´�w���È�·�¿�Ä�U�>���^�•�‡�b�{

�¯�Ú�ï�Å  �Þ�”�Å �Í�w
¯�x�z�\�w�¯�Ú�ï�Å�›�Ö�—�p�V�”�Þ�”�Å�›�Ô�`�o�M�‡�b�{

�¯�Ú�ï�Å�d�º

�–�;	Í�w�̈ � �Å�å� �ï ���È�¤�ï�¯�”�Ã�Ÿ�ï�¬ �¢�®���È�¯�”�Ã�Ÿ�ï�¬�¯�‡�h�x�®���È�·�¿�Ä�¯�q�‹�M�M�‡�b�£�x�z�°�C�»�w
�Ã�”�»�¢ 0 �q  1 �T�’�s�”�Ã�”�»�s�r�£�q�z�f�w�Ã�”�»�›
¯�b���È�›�Ö�ž�t�b�”�M�Ü�p�b�{�–�;�b�”
���È�¤�ï�¯�”�Ã�Ÿ�ï�¬�M�Ü�x�z�t� �t�‘�l�o�>�‡�“�‡�b�{ 1 �m�w�M�Ü�›�–�;�b�”�t� �‹�z�f�O�p�x
�s�M�t� �‹�K�“�‡�b�{�è	×�z�Ò�å�¢�²�t�‘�l�o�–�;�^�•�”�Ã�Ñ�¥�ç�Ä�w�¤�ï�¯�”�Ã�Ÿ�ï�¬�M�Ü�x�z
�•�g�$�s�•�¬�t�‘�l�o�>�‡�“�‡�b�U�z�â�”�²�x�f�•�›�!�Ë�p�V�‡�b�{�Ò�å�¢�²�x�z�Ö�”�´�p�¦���^

�¯�Ú�ï�Å 
†�Ì

admin-context �¯�ï�Â�©�µ�Ä�›���g�¯�ï�Â�©�µ�Ä�t
ƒ���`�‡�b�{

context �³�µ�Â�Ü  �¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï�t�·�©�á�æ�Â�Ÿ  �¯�ï�Â�©�µ�Ä�›�^
R
�`�z�¯�ï�Â�©�µ�Ä  �¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï  �Þ�”�Å�t�Ö�“�‡�b�{

show context �¯�ï�Â�©�µ�Ä�w�æ�µ�Ä�¢�³�µ�Â�Ü�î�æ�µ�Ö�”�µ�£�‡�h�x�q�O�w�¯�ï�Â�©�µ
�Ä�t���b�”	Ø�C�›
¯�Ô�`�‡�b�{

charset �7�G  40 ���È�T�’
R�”���È�»�p�z http://www.iana.org/assignments/character-sets �p�›
���^�•�o�M�”���®�s���È�·�¿�Ä�w�M�c�•�T�t
ì�p�b�”�‹�w�{ 	Í�G�w�Ö�”�´�t�Ô�^
�•�o�M�”���È�·�¿�Ä�w�Ê
²�‡�h�x�¤� �æ�ž�µ�w�M�c�•�T�›�–�;�p�V�‡�b�{ �h�q�Q
�y�z iso-8859-1�z shift_jis�z ibm850 �s�r�p�b�{

�\�w���È�»�x�z�G���È�q	–���È�U�à���^�•�‡�d�œ�{�¯�Ú�ï�Å  � �ï�»�Ó�æ�»�x�z�·
�©�á�æ�Â�Ÿ  �ž�Ó�å� �ž�ï�µ  �¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï�p�z�G���È�›	–���È�t�!�õ
�`�‡�b�{

�¯�Ú�ï�Å  �Þ�”�Å

�Ñ�•� �ž�¢�¥�”�ç  �Þ�”�Å �·�©�á�æ�Â�Ÿ  �¯�ï�Â�©�µ�Ä

�ç�”�Â�¿�Å �•�a �³�ï�¬�ç

�Ú�ç�½

�¯�ï�Â�©�µ�Ä �³�µ�Â�Ü

WebVPN �¯ � ï �Ñ�Ÿ�ª �á�è�”
�³�ã�ï

• — • — —

�æ�æ�”�µ �!�Ë�º�0

7.1(1) �\�w�¯�Ú�ï�Å�U�‹�Ö�^�•�‡�`�h�{
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�•�o�M�”�¤�ï�¯�”�Ã�Ÿ�ï�¬�›�U	Z�`�z�f�•�t� �a�o��	{�›
¯�Ô�b�”�\�q�‹�p�V�‡�b�{
character-encoding �ž�Ä�æ�Ï�á�”�Ä�›�–�;�b�”�q�z WebVPN �Ù�”�»�ç  �Ö�”�´	Í�t���È�¤�ï�¯�”�Ã�Ÿ�ï
�¬�M�Ü�w�‹�›�¦���`�z�â�”�²�U�Ò�å�¢�²�›�–�;�`�o�M�”�•�¬�•�Ò�å�¢�²�t�æ�l�h�!�Ë�t�T�T�˜�’
�c�z�Ö�”�´�U�Ò�å�¢�²�p�&
~�t
¯�Ô�^�•�”�‘�O�t�p�V�‡�b�{

character-encoding �ž�Ä�æ�Ï�á�”�Ä�x�z�Ã�Ñ�¥�ç�Ä�p�x�z�b�‚�o�w  WebVPN �Ù�”�»�ç  �Ö�”�´�t�'	•
�^�•�”�¬�é�”�Ì�ç�s
ƒ���p�b�{�h�i�`�z character-encoding �ž�Ä�æ�Ï�á�”�Ä�w�‹�q�Ÿ�s�”���È�¤�ï
�¯�”�Ã�Ÿ�ï�¬�›�–�;�b�”  Common Internet File System �±�”�Ì�w  file-encoding �ž�Ä�æ�Ï�á�”�Ä�›	Í	{
�V�b�”�\�q�x�p�V�‡�b�{�Ÿ�s�”���È�¤�ï�¯�”�Ã�Ÿ�ï�¬�›
ž�A�q�b�”  CIFS �±�”�Ì�;�t�0�`�o�z�Ÿ�s
�”  file-encoding �‹�›�–�;�p�V�‡�b�{

CIFS �±�”�Ì�T�’  WebVPN �â�”�²�t�¼�¢�ï�é�”�Å�^�•�h  WebVPN �Ù�”�»�ç  �Ö�”�´�x�z�±�”�Ì�›�Ý
���b�”  WebVPN file-encoding �ž�Ä�æ�Ï�á�”�Ä�w�‹�›
Ö�ø�=�`�‡�b�{ 
Ö�ø�=�U�æ�˜�•�s�T�l�h	Ô�ù�x�z
character-encoding �ž�Ä�æ�Ï�á�”�Ä�w�‹�›�'	•�`�‡�b�{�æ�Þ�”�Ä  �â�”�²�w�Ò�å�¢�²�x�z�\�w�‹�›���È
�¤�ï�¯�”�Ã�Ÿ�ï�¬  �·�¿�Ä�w�¤�ï�Ä�æ�t�Ú�¿�Ð�ï�¬�`�o�z�–�;�b�”�&
~�s���È�·�¿�Ä�›�>���`�‡�b�{
WebVPN �¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï�p  CIFS �±�”�Ì�;�w  file-encoding �¤�ï�Ä�æ�U�¦���^�•�o�s�X�z
character-encoding �ž�Ä�æ�Ï�á�”�Ä�‹
ƒ���^�•�o�M�s�M	Ô�ù�z WebVPN �Ù�”�»�ç  �Ö�”�´�x�‹�›�¦���`
�‡�d�œ�{ WebVPN �Ù�”�»�ç  �Ö�”�´�U���È�¤�ï�¯�”�Ã�Ÿ�ï�¬�›�¦���`�s�M	Ô�ù�z�‡�h�x�Ò�å�¢�²�U
�±�Ù�”�Ä�`�o�M�s�M���È�¤�ï�¯�”�Ã�Ÿ�ï�¬�‹�›�¦���`�h	Ô�ù�z �æ�Þ�”�Ä  �Ò�å�¢�²�x�Ò�å�¢�²�×
��w
�Ã�Ñ�¥�ç�Ä  �¤�ï�¯�”�Ã�Ÿ�ï�¬�›�–�;�`�‡�b�{  

CIFS �±�”�Ì�t�&
~�s���È�¤�ï�¯�”�Ã�Ÿ�ï�¬�›�z�¿�¬�$�t�x  webvpn character-encoding �ž�Ä�æ�Ï�á�”
�Ä�t�‘�l�o�z �x���$�t�x  file-encoding �w	Í	{�V�t�‘�l�o�Ú�¿�Ð�ï�¬�b�”�\�q�p�z �Ö�”�´�q�‰�7�t�Ñ�•
� �ç�Ê�•�Ã�Ÿ�è�«�Ä�æ  �Í�µ�›�&
~�t�è�ï�¼�æ�ï�¬�b�”�\�q�U
ž�A�s	Ô�ù�t�x�z CIFS �Ö�”�´�w
Y�¬
�s	r�g�q
¯�Ô�U�D�ó�t�s�“�‡�b�{

�¢�«�£ character-encoding �w�‹�S�‘�|  file-encoding �w�‹�x�z �Ò�å�¢�²�t�‘�l�o�–�;�^�•�”�Ñ�¥�ï�Ä  �Ñ�•�Û�æ
�›
		†�b�”�‹�w�p�x�K�“�‡�d�œ�{ �Ô�Š�   Shift_JIS ���È�¤�ï�¯�”�Ã�Ÿ�ï�¬�›�–�;�`�o�M�”	Ô�ù�z �Ñ�¥
�ï�Ä  �Ñ�•�Û�æ�›�Ö�•�8�Q�”�t�x�z �Í�w�«�p�Ô�b�‘�O�t  webvpn �§�µ�»�Ú� �¸�”�³�ã�ï  �¯�Ú�ï�Å  �Þ�”
�Å�p  page style �¯�Ú�ï�Å�›�–�;�`�o�\�•�’�w�‹�w
ƒ���›���Š�”�T�z webvpn �§�µ�»�Ú� �¸�”�³�ã�ï
�¯�Ú�ï�Å  �Þ�”�Å�p  no page style �¯�Ú�ï�Å�›�Ö�—�`�o�Ñ�¥�ï�Ä  �Ñ�•�Û�æ�›�_	†�b�”
ž�A�U�K�“�‡�b�{

�« �Í�w�«�p�x�z�Ô�Š�   Shift_JIS ���È�›�±�Ù�”�Ä�b�”�‘�O�t  character-encoding �ž�Ä�æ�Ï�á�”�Ä�›
ƒ��
�`�z�Ñ�¥�ï�Ä  �Ñ�•�Û�æ�›�_	†�`�z�Ã�Ñ�¥�ç�Ä�w
�� 	í�›�-�Ë�`�o�M�‡�b�{

hostname(config)# webvpn
hostname(config-webvpn)# character-encoding shift_jis
F1-asa1(config-webvpn)# customization DfltCustomization
F1-asa1(config-webvpn-custom)# page style background-color:white
F1-asa1(config-webvpn-custom)# 

���È�¯�Ú�ï�Å �¯�Ú�ï�Å 
†�Ì

file-encoding �\�w�ž�Ä�æ�Ï�á�”�Ä�w�‹�›	Í	{�V�b�”�h�Š�t�z CIFS �±�”�Ì
�q�z���È
Ç�Z�”���È�¤�ï�¯�”�Ã�Ÿ�ï�¬�›�¦���`�‡�b�{

show running-config [all] webvpn WebVPN �w�î�æ�¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï�›
¯�Ô�`�‡�b�{�Ã
�Ñ�¥�ç�Ä�w�¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï�›���Š�”�t�x�z all �©�”
�ë�”�Å�›�–�;�`�‡�b�{

debug webvpn cifs CIFS �t�m�M�o�w�Ã�Ì�¿�¬  �Ý�¿�·�”�´�›
¯�Ô�`�‡�b�{
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checkheaps
�½�£�¿�«�Î�”�Ó�¬�Ý�w���´�›
ƒ���b�”�t�x�z�¬�é�”�Ì�ç  �¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï  �Þ�”�Å�p  
checkheaps �¯�Ú�ï�Å�›�–�;�`�‡�b�{�‹�›�Ã�Ñ�¥�ç�Ä�t
ƒ���b�”�t�x�z�\�w�¯�Ú�ï�Å�w  no ���Ü�›�–
�;�`�‡�b�{�½�£�¿�«�Î�”�Ó�x�z�Ð�”�Ó  �Ý�Þ�æ �Ì�¿�Ñ�•�¢�¼� �Æ�Û�¿�«  �Ý�Þ�æ�x�³�µ�Â�Ü  �Î�”�Ó  �Ý
�Þ�æ�–�¬�T�’�Â�“�p�o�’�•�”�£�w�H
¶
Q�S�‘�|�¯�”�Å�–�¬�w�ì
¶
Q�›�¬�Ý�b�”���8�$�s�Ó�é�·�µ�p
�b�{

checkheaps {check-interval | validate-checksum} seconds

no checkheaps {check-interval | validate-checksum} [ seconds]

�³�ï�»�¿�«�µ�w
†�Ì

�Ã�Ñ�¥�ç�Ä �Ã�Ñ�¥�ç�Ä�w���´�x�f�•�g�•  60 
µ�p�b�{

�¯�Ú�ï�Å  �Þ�”�Å �Í�w
¯�x�z�\�w�¯�Ú�ï�Å�›�Ö�—�p�V�”�Þ�”�Å�›�Ô�`�o�M�‡�b�{

�¯�Ú�ï�Å�d�º

�« �Í�w�«�p�x�z�Ì�¿�Ñ�•�Â�“�p�o�w���´�›  200 
µ�t
ƒ���`�z�¯�”�Å  �µ�Ö�”�µ  �½�£�¿�«�±�Ü�w���´�›
500 
µ�t
ƒ���`�‡�b�{

hostname(config)# checkheaps check-interval 200
hostname(config)# checkheaps validate-checksum 500

check-interval �Ì�¿�Ñ�•�¬�Ý�w���´�›
ƒ���`�‡�b�{�Ì�¿�Ñ�•�¬�Ý�w�Ó�é�·�µ�x�Î�”�Ó�¢�Â
�“�p�o�’�•�z�r�L�^�•�h�Ý�Þ�æ  �Ì�¿�Ñ�•�£�w�H
¶
Q�›�¬�Ý�`�‡�b�{�Ó�é�·
�µ�›�f�•�g�•�z�|	Z�`�o�M�”���z �·�©�á�æ�Â�Ÿ  �ž�Ó�å� �ž�ï�µ�x�¤�Ý�Þ�æ
�Ì�¿�Ñ�•�›�¬�Ý�`�z�Î�”�Ó
¶�.�›�½�£�¿�«�`�‡�b�{
Æ�°�•�U�K�”	Ô�ù�z�·
�©�á�æ�Â�Ÿ �ž�Ó�å� �ž�ï�µ�x�® allocated buffer error�¯�‡�h�x�® free buffer
error� �̄›
C�æ�`�‡�b�{�¤�å�”�U�K�”	Ô�ù�z�·�©�á�æ�Â�Ÿ  �ž�Ó�å� �ž�ï�µ�x
�D�ó�p�K�•�y�Ä�è�”�µ�Ì�¿�«	Ø�C�›�¼�ï�Ó�`�z�æ�é�”�Å�`�‡�b�{

validate-checksum �¯�”�Å  �µ�Ö�”�µ  �½�£�¿�«�±�Ü�¬�Ý�w���´�›
ƒ���`�‡�b�{�·�©�á�æ�Â�Ÿ  �ž
�Ó�å� �ž�ï�µ�x�z�7	s�w�I�ˆ�Ì�t�¯�”�Å
¶�.�w�Ë�¿�³�á�›�-�‰�`�‡�b�{�f
�w�™�z���8�½�£�¿�«�w���t�z�·�©�á�æ�Â�Ÿ  �ž�Ó�å� �ž�ï�µ�x	ý�`�M�Ë�¿
�³�á�›
\
R�`�z�7	s�w�Ë�¿�³�á�q
z�±�`�‡�b�{�Û�µ�Ú�¿�½�U�K�”	Ô�ù�z�·
�©�á�æ�Â�Ÿ  �ž�Ó�å� �ž�ï�µ�x�® text checksum checkheaps error� �̄›
C�æ�`�‡
�b�{�¤�å�”�U�K�”	Ô�ù�z�·�©�á�æ�Â�Ÿ  �ž�Ó�å� �ž�ï�µ�x�D�ó�p�K�•�y�Ä
�è�”�µ�Ì�¿�«	Ø�C�›�¼�ï�Ó�`�z�æ�é�”�Å�`�‡�b�{

seconds 1 �™ 2,147,483 �w���´�›
µ�o�•�p�¦���`�‡�b�{

�¯�Ú�ï�Å  �Þ�”�Å

�Ñ�•� �ž�¢�¥�”�ç  �Þ�”�Å �·�©�á�æ�Â�Ÿ  �¯�ï�Â�©�µ�Ä

�ç�”�Â�¿�Å �•�a �³�ï�¬�ç

�Ú�ç�½

�¯�ï�Â�©�µ�Ä �³�µ�Â�Ü

�¬�é�”�Ì�ç  �¯�ï�Ñ�Ÿ�ª�á�è�”
�³�ã�ï

• • • — •

�æ�æ�”�µ �!�Ë�º�0

7.0(1) �\�w�¯�Ú�ï�Å�U�‹�Ö�^�•�‡�`�h�{
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���È�¯�Ú�ï�Å

check-retransmission
TCP �6
ù	ô�µ�»� �ç�w�È�8�›�w�­�b�”�t�x�z tcp �Ú�¿�Ó �¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï  �Þ�”�Å�p  
check-retransmission �¯�Ú�ï�Å�›�–�;�`�‡�b�{�\�w�¦���›�_	†�b�”�t�x�z�\�w�¯�Ú�ï�Å�w  no ���Ü�›
�–�;�`�‡�b�{

check-retransmission

no check-retransmission

�³�ï�»�¿�«�µ�w
†�Ì �\�w�¯�Ú�ï�Å�t�x�z�¾
:�‹�©�”�ë�”�Å�‹�K�“�‡�d�œ�{

�Ã�Ñ�¥�ç�Ä �Ã�Ñ�¥�ç�Ä�x�Ã�Ÿ�·�”�Ò�ç�p�b�{

�¯�Ú�ï�Å  �Þ�”�Å �Í�w
¯�x�z�\�w�¯�Ú�ï�Å�›�Ö�—�p�V�”�Þ�”�Å�›�Ô�`�o�M�‡�b�{

�¯�Ú�ï�Å�d�º

�–�;	Í�w�̈ � �Å�å� �ï tcp-map �¯�Ú�ï�Å�›�Þ�´�á�å  �Ù�æ�³�”  �Ñ�è�”�Ü�ë�”�«  � �ï�Ñ�å�µ�Ä�å�«�½�ß�q�ž�t�–�;�`�‡�b�{
class-map �¯�Ú�ï�Å�›�–�;�`�o�Ä�å�Ñ�Ÿ�¿�«�w�«�å�µ�›���[�`�z tcp-map �¯�Ú�ï�Å�p  TCP �U�*�›�§
�µ�»�Ú� �¶�`�‡�b�{ policy-map �¯�Ú�ï�Å�›�–�;�`�o	ý�`�M  TCP �Ú�¿�Ó�›�&�;�`�‡�b�{ TCP �U�*�›
service-policy �¯�Ú�ï�Å�›�–�;�`�o���®�t�`�‡�b�{

tcp-map �¯�Ú�ï�Å�›�–�;�`�o�z tcp �Ú�¿�Ó  �¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï  �Þ�”�Å�t�Ö�“�‡�b�{�Ã	l�b�”�6

ù	ô�w�¤�ï�Å  �³�µ�Â�Ü�w�r	
�t�‘�l�o
C
\�b�”  TCP �6
ù	ô�µ�»� �ç�w�È�8�›�w�­�b�”�t�x�z tcp
�Ú�¿�Ó  �¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï  �Þ�”�Å�p  check-retransmission �¯�Ú�ï�Å�›�–�;�`�‡�b�{  

�·�©�á�æ�Â�Ÿ  �ž�Ó�å� �ž�ï�µ�x�z �6
ù	ô�º�w�Ã�”�»�U�i�w�Ã�”�»�q�‰�a�p�K�”�T�r�O�T�›�¬�Ý�`�‘
�O�q�`�‡�b�{�Ã�”�»�U�°�•�`�s�M	Ô�ù�z
€���x�·�©�á�æ�Â�Ÿ  �ž�Ó�å� �ž�ï�µ�t�‘�l�o�Å�é�¿�Ó�^�•
�‡�b�{�\�w�;�ó�U� �É�”�Ò�ç�w	Ô�ù�z TCP 
€��	Í�w�Í�­�¿�Ä�x�z	q
j�t�•�D�^�•�‡�b�{	Ä�I�t�m�M
�o�x�z queue-limit �¯�Ú�ï�Å�›�€	°�`�o�X�i�^�M�{

�¯�Ú�ï�Å 
†�Ì

show checkheaps �½�£�¿�«�Î�”�Ó�w�-	Ø�C�›
¯�Ô�`�‡�b�{

�¯�Ú�ï�Å  �Þ�”�Å

�Ñ�•� �ž�¢�¥�”�ç  �Þ�”�Å �·�©�á�æ�Â�Ÿ  �¯�ï�Â�©�µ�Ä

�ç�”�Â�¿�Å �•�a �³�ï�¬�ç

�Ú�ç�½

�¯�ï�Â�©�µ�Ä �³�µ�Â�Ü

tcp �Ú�¿�Ó �¯�ï�Ñ�Ÿ�ª�á�è�”
�³�ã�ï

• • • • —

�æ�æ�”�µ �!�Ë�º�0

7.0(1) �\�w�¯�Ú�ï�Å�U�‹�Ö�^�•�‡�`�h�{
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�« �Í�w�«�p�x�z�b�‚�o�w  TCP �Ñ�é�”	Í�p�z TCP check-retransmission �;�ó�›� �É�”�Ò�ç�t�`�‡�b�{

hostname(config)# access-list TCP extended permit tcp any any
hostname(config)# tcp-map tmap
hostname(config-tcp-map)# check-retransmission
hostname(config)# class-map cmap
hostname(config-cmap)# match access-list TCP
hostname(config)# policy-map pmap
hostname(config-pmap)# class cmap
hostname(config-pmap)# set connection advanced-options tmap
hostname(config)# service-policy pmap global

���È�¯�Ú�ï�Å �¯�Ú�ï�Å 
†�Ì

class �Ä�å�Ñ�Ÿ�¿�«
ü�¨�t�–�;�b�”�«�å�µ  �Ú�¿�Ó�›�¦���`�‡�b�{

help policy-map�z class�z�S�‘�|  description �¯�Ú�ï�Å�w�³�ï�»�¿�«�µ  �Ô�ç�Ó�›

¯�Ô�`�‡�b�{

policy-map �Ù�æ�³�”�¢�Ä�å�Ñ�Ÿ�¿�«  �«�å�µ�q  1 �m�‡�h�x
ó
:�w�ž�«�³�ã�ï�w�ž�¹�³
�¤�”�³�ã�ï�£�›
ƒ���`�‡�b�{

set connection 
€���‹�›
ƒ���`�‡�b�{

tcp-map TCP �Ú�¿�Ó�›�^
R�`�z tcp �Ú�¿�Ó  �¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï  �Þ�”�Å�t�ž�«�·
�µ�p�V�”�‘�O�t�`�‡�b�{
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checksum-verification
TCP �½�£�¿�«�±�Ü�w�¬�Ý�›� �É�”�Ò�ç�‡�h�x�Ã�Ÿ�·�”�Ò�ç�t�b�”�t�x�z tcp �Ú�¿�Ó �¯�ï�Ñ�Ÿ�ª�á
�è�”�³�ã�ï  �Þ�”�Å�p  checksum-verification �¯�Ú�ï�Å�›�–�;�`�‡�b�{�\�w�¦���›�_	†�b�”�t�x�z�\�w
�¯�Ú�ï�Å�w  no ���Ü�›�–�;�`�‡�b�{

checksum-verification

no checksum-verification

�³�ï�»�¿�«�µ�w
†�Ì �\�w�¯�Ú�ï�Å�t�x�z�¾
:�‹�©�”�ë�”�Å�‹�K�“�‡�d�œ�{

�Ã�Ñ�¥�ç�Ä �½�£�¿�«�±�Ü�w�¬�Ý�x�z�Ã�Ñ�¥�ç�Ä�p�x�Ã�Ÿ�·�”�Ò�ç�t�s�l�o�M�‡�b�{

�¯�Ú�ï�Å  �Þ�”�Å �Í�w
¯�x�z�\�w�¯�Ú�ï�Å�›�Ö�—�p�V�”�Þ�”�Å�›�Ô�`�o�M�‡�b�{

�¯�Ú�ï�Å�d�º

�–�;	Í�w�̈ � �Å�å� �ï tcp-map �¯�Ú�ï�Å�›�Þ�´�á�å  �Ù�æ�³�”  �Ñ�è�”�Ü�ë�”�«  � �ï�Ñ�å�µ�Ä�å�«�½�ß�q�ž�t�–�;�`�‡�b�{
class-map �¯�Ú�ï�Å�›�–�;�`�o�Ä�å�Ñ�Ÿ�¿�«�w�«�å�µ�›���[�`�z tcp-map �¯�Ú�ï�Å�p  TCP �U�*�›�§
�µ�»�Ú� �¶�`�‡�b�{ policy-map �¯�Ú�ï�Å�›�–�;�`�o	ý�`�M  TCP �Ú�¿�Ó�›�&�;�`�‡�b�{ TCP �U�*�›
service-policy �¯�Ú�ï�Å�›�–�;�`�o���®�t�`�‡�b�{

tcp-map �¯�Ú�ï�Å�›�–�;�`�o�z tcp �Ú�¿�Ó �¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï  �Þ�”�Å�t�Ö�“�‡�b�{ tcp �Ú�¿�Ó
�¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï  �Þ�”�Å�p  checksum-verification �¯�Ú�ï�Å�›�–�;�`�o�z TCP �½�£�¿�«�±�Ü�w
�¬�Ý�›� �É�”�Ò�ç�t�`�‡�b�{�½�£�¿�«�U�æ

�`�h	Ô�ù�z�Í�­�¿�Ä�x�Å�é�¿�Ó�^�•�‡�b�{  

�« �Í�w�«�p�x�z 10.0.0.0 �™ 20.0.0.0 �w TCP 
€��	Í�p  TPC �½�£�¿�«�±�Ü�w�¬�Ý�›� �É�”�Ò�ç�t�`�‡�b�{

hostname(config)# access-list TCP1 extended permit tcp 10.0.0.0 255.0.0.0 20.0.0.0 
255.0.0.0
hostname(config)# tcp-map tmap
hostname(config-tcp-map)# checksum-verification

hostname(config)# class-map cmap
hostname(config-cmap)# match access-list TCP1

hostname(config)# policy-map pmap
hostname(config-pmap)# class cmap
hostname(config-pmap)# set connection advanced-options tmap

hostname(config)# service-policy pmap global

�¯�Ú�ï�Å  �Þ�”�Å

�Ñ�•� �ž�¢�¥�”�ç  �Þ�”�Å �·�©�á�æ�Â�Ÿ  �¯�ï�Â�©�µ�Ä

�ç�”�Â�¿�Å �•�a �³�ï�¬�ç

�Ú�ç�½

�¯�ï�Â�©�µ�Ä �³�µ�Â�Ü

tcp �Ú�¿�Ó �¯�ï�Ñ�Ÿ�ª�á�è�”
�³�ã�ï

• • • • —

�æ�æ�”�µ �!�Ë�º�0

7.0(1) �\�w�¯�Ú�ï�Å�U�‹�Ö�^�•�‡�`�h�{
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���È�¯�Ú�ï�Å

class
�·�©�á�æ�Â�Ÿ  �¯�ï�Â�©�µ�Ä�›�Â�“�p�o�”�æ�¹�”�µ  �«�å�µ�›�^
R�b�”�t�x�z�¬�é�”�Ì�ç  �¯�ï�Ñ�Ÿ
�ª�á�è�”�³�ã�ï  �Þ�”�Å�p  class �¯�Ú�ï�Å�›�–�;�`�‡�b�{�«�å�µ�›�_	†�b�”�t�x�z�\�w�¯�Ú�ï�Å�w  no
���Ü�›�–�;�`�‡�b�{

class name

no class name

�³�ï�»�¿�«�µ�w
†�Ì

�Ã�Ñ�¥�ç�Ä �Ã�Ñ�¥�ç�Ä�w�ˆ�^�•�‹�x�K�“�‡�d�œ�{

�¯�Ú�ï�Å  �Þ�”�Å �Í�w
¯�x�z�\�w�¯�Ú�ï�Å�›�Ö�—�p�V�”�Þ�”�Å�›�Ô�`�o�M�‡�b�{

�¯�Ú�ï�Å�d�º

�–�;	Í�w�̈ � �Å�å� �ï �Ã�Ñ�¥�ç�Ä�p�x�z�¯�ï�Â�©�µ�Ä�]�q�w	Í�v�‹�U�&�;�^�•�o�M�s�M�v�“�z�b�‚�o�w�·�©�á�æ�Â�Ÿ  �¯�ï
�Â�©�µ�Ä�U�·�©�á�æ�Â�Ÿ  �ž�Ó�å� �ž�ï�µ�w�æ�¹�”�µ�t�Á
M�v�t�ž�«�·�µ�p�V�‡�b�{�h�i�`�z 1 �m�‡
�h�x
ó
:�w�¯�ï�Â�©�µ�Ä�U�æ�¹�”�µ�›�G�”�t	«
…�`�o�M�”�h�Š�t�z���w�¯�ï�Â�©�µ�Ä�p
€���U�‹
q
�^�•�o�M�”�\�q�U
ü�T�l�h	Ô�ù�s�r�x�z�æ�¹�”�µ���g�›
ƒ���b�”�\�q�t�‘�l�o�z�æ�¹�”�µ�w�–�;�›
�¯�ï�Â�©�µ�Ä�]�q�t
M�v�p�V�‡�b�{

�¯�Ú�ï�Å 
†�Ì

class �Ä�å�Ñ�Ÿ�¿�«
ü�¨�t�–�;�b�”�«�å�µ  �Ú�¿�Ó�›�¦���`�‡�b�{

help policy-map�z class�z�S�‘�|  description �¯�Ú�ï�Å�w�³�ï�»�¿�«�µ  �Ô�ç�Ó�›

¯�Ô�`�‡�b�{

policy-map �Ù�æ�³�”�¢�Ä�å�Ñ�Ÿ�¿�«  �«�å�µ�q  1 �m�‡�h�x
ó
:�w�ž�«�³�ã�ï�w�ž�¹�³
�¤�”�³�ã�ï�£�›
ƒ���`�‡�b�{

set connection 
€���‹�›
ƒ���`�‡�b�{

tcp-map TCP �Ú�¿�Ó�›�^
R�`�z tcp �Ú�¿�Ó  �¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï  �Þ�”�Å�t�ž�«�·
�µ�p�V�”�‘�O�t�`�‡�b�{

name �«�å�µ�w�Ê
²�›  20 ���È�‡�p�w���È�»�p�¦���`�‡�b�{�Ã�Ñ�¥�ç�Ä  �«�å�µ�w

M�v�›
ƒ���b�”	Ô�ù�x�z default �q�M�O�Ê
²�›�Ö�—�`�‡�b�{

�¯�Ú�ï�Å  �Þ�”�Å

�Ñ�•� �ž�¢�¥�”�ç  �Þ�”�Å �·�©�á�æ�Â�Ÿ  �¯�ï�Â�©�µ�Ä

�ç�”�Â�¿�Å �•�a �³�ï�¬�ç

�Ú�ç�½

�¯�ï�Â�©�µ�Ä �³�µ�Â�Ü

�¬�é�”�Ì�ç  �¯�ï�Ñ�Ÿ�ª�á�è�”
�³�ã�ï

• • — — •

�æ�æ�”�µ �!�Ë�º�0

7.2(1) �\�w�¯�Ú�ï�Å�U�‹�Ö�^�•�‡�`�h�{



�H 5 	·       cache �¯�Ú�ï�Å�™  clear compression �¯�Ú�ï�Å
  class

5-24
Cisco �·�©�á�æ�Â�Ÿ  �ž�Ó�å� �ž�ï�µ  �¯�Ú�ï�Å  �æ�Ñ�•�è�ï�µ

OL-10086-02-J

�·�©�á�æ�Â�Ÿ  �ž�Ó�å� �ž�ï�µ�p�x�z�¯�ï�Â�©�µ�Ä�›�æ�¹�”�µ  �«�å�µ�t�Â�“�p�o�”�\�q�p�æ�¹�”�µ
�›���g�`�‡�b�{�¤�¯�ï�Â�©�µ�Ä�x�z�«�å�µ�t�‘�l�o
ƒ���^�•�”�æ�¹�”�µ
M�v�‹�›�–�;�`�‡�b�{

�«�å�µ�›�^
R�b�”�q�z�·�©�á�æ�Â�Ÿ  �ž�Ó�å� �ž�ï�µ�t�‘�l�o�z�f�w�«�å�µ�t�Â�“�p�o�”�f�•�g�•�w
�¯�ï�Â�©�µ�Ä
ü�w�æ�¹�”�µ�›�¬�-�b�”�w�p�x�s�X�z�–�;�p�V�”�æ�¹�”�µ�w	Í�v�U
ƒ���^�•�‡�b�{�æ
�¹�”�µ�›�¦�”�Ì�”�±�Ò�µ�«�å� �Ò�`�h	Ô�ù�•�z�°
æ�w�æ�¹�”�µ�›�Á
M�v�t�•�D�`�h	Ô�ù�x�z�M�X�m
�T�w�¯�ï�Â�©�µ�Ä�U�f�•�’�w�æ�¹�”�µ�›�–�M�L�h�`�o�z���w�¯�ï�Â�©�µ�Ä�•�w�±�”�Ï�µ�t�è�¹�›�t
�…�b�D�ó
Q�U�K�“�‡�b�{�«�å�µ�;�w�æ�¹�”�µ�w
M�v�›
ƒ���b�”�M�O�t�m�M�o�x�z limit-resource �¯�Ú
�ï�Å�›�€	°�`�o�X�i�^�M�{

�b�‚�o�w�¯�ï�Â�©�µ�Ä�x�z���w�«�å�µ�t�Â�“�p�o�’�•�o�M�s�M	Ô�ù�z�Ã�Ñ�¥�ç�Ä  �«�å�µ�t���`�‡
�b�{�¯�ï�Â�©�µ�Ä�›�Ã�Ñ�¥�ç�Ä  �«�å�µ�t�Â�“�p�o�”
ž�A�x�K�“�‡�d�œ�{

�¯�ï�Â�©�µ�Ä�U�Ã�Ñ�¥�ç�Ä  �«�å�µ�Ž�Ž�t���`�o�M�”	Ô�ù�x�z	×�t�\�w�«�å�µ�w
ƒ���p�Ã�Ñ�¥�ç�Ä
�«�å�µ�w
ƒ���U	Í	{�V�^�•�‡�b�{�h�i�`�z�f�w�Ã�Ñ�¥�ç�Ä�Ž�Ž�w�«�å�µ�t�°
~�w
ƒ���U�s�M	Ô�ù�z
�f�w�«�å�µ�t���b�¯�ï�Â�©�µ�Ä�x�Ã�Ñ�¥�ç�Ä  �«�å�µ�w
M�v�›�–�;�`�‡�b�{�h�q�Q�y�z�b�‚�o�w�‰�Ì

€���t�m�M�o�æ�¹�”�µ�w	Í�v�›  2 �Í�”�·�ï�Ä�q�`�z���w
M�v�x
ƒ���`�s�M�p�«�å�µ�›�^
R�`�h�q�`
�‡�b�{�f�w���w
M�v�t�m�M�o�x�b�‚�o�Ã�Ñ�¥�ç�Ä  �«�å�µ�T�’�'	•�`�‡�b�{�o�t�z�b�‚�o�w�æ�¹�”�µ
�w
M�v�›
ƒ���`�h�«�å�µ�›�^
R�`�h	Ô�ù�x�z�Ã�Ñ�¥�ç�Ä  �«�å�µ�w
ƒ���x�?�‹�–�;�^�•�‡�d�œ�{

�Ã�Ñ�¥�ç�Ä�p�x�z�Í�t�Ô�b�¯�ï�Â�©�µ�Ä�K�h�“�w	Í�v�›	†�V�z�Ã�Ñ�¥�ç�Ä  �«�å�µ�w
¶�¯�ï�Â�©�µ�Ä
�T�’�ž�«�·�µ�p�V�”�æ�¹�”�µ�t
M�v�x�K�“�‡�d�œ�{

• Telnet �·�¿�³�ã�ï�• 5 �·�¿�³�ã�ï�{

• SSH �·�¿�³�ã�ï�• 5 �·�¿�³�ã�ï�{

• MAC �ž�Å�è�µ�• 65,535 �¤�ï�Ä�æ�{

�« �Í�w�«�p�x�z conns �t���b�”�Ã�Ñ�¥�ç�Ä  �«�å�µ�w
M�v�‹�›�z �Á
M�v�T�’  10% �t
ƒ���`�Ú�`�o�M�‡�b�{

hostname(config)# class default
hostname(config-class)# limit-resource conns 10%

���w�æ�¹�”�µ�x�z�b�‚�o�Á
M�v�w�‡�‡�p�b�{

gold �q�M�O�«�å�µ�›�å�C�b�”�t�x�z�Í�w�¯�Ú�ï�Å�›�Ö�—�`�‡�b�{

hostname(config)#  class gold
hostname(config-class)#  limit-resource mac-addresses 10000
hostname(config-class)#  limit-resource conns 15%
hostname(config-class)#  limit-resource rate conns 1000
hostname(config-class)#  limit-resource rate inspects 500
hostname(config-class)#  limit-resource hosts 9000
hostname(config-class)#  limit-resource asdm 5
hostname(config-class)#  limit-resource ssh 5
hostname(config-class)#  limit-resource rate syslogs 5000
hostname(config-class)#  limit-resource telnet 5
hostname(config-class)#  limit-resource xlates 36000

���È�¯�Ú�ï�Å �¯�Ú�ï�Å 
†�Ì

clear configure class �«�å�µ  �¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï�›	«�ˆ�`�‡�b�{

context �·�©�á�æ�Â�Ÿ  �¯�ï�Â�©�µ�Ä�›
ƒ���`�‡�b�{

limit-resource �«�å�µ�t�0�`�o�æ�¹�”�µ
M�v�›
ƒ���`�‡�b�{

member �æ�¹�”�µ  �«�å�µ�t�¯�ï�Â�©�µ�Ä�›�Â�“�p�o�‡�b�{

show class �«�å�µ�t�Â�“�p�o�’�•�o�M�”�¯�ï�Â�©�µ�Ä�›
¯�Ô�`�‡�b�{
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class�¢�Ù�æ�³�”  �Ú�¿�Ó�£
�«�å�µ  �Ú�¿�Ó�w�Ä�å�Ñ�Ÿ�¿�«�t�0�b�”�ž�«�³�ã�ï�›�›���b�”�Ù�æ�³�”  �Ú�¿�Ó�t�«�å�µ  �Ú�¿�Ó�›�Â
�“�p�o�”�t�x�z�Ù�æ�³�”  �Ú�¿�Ó  �¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï  �Þ�”�Å�p  class �¯�Ú�ï�Å�›�–�;�`�‡�b�{�Ù
�æ�³�”  �Ú�¿�Ó�T�’�«�å�µ  �Ú�¿�Ó�›�_	†�b�”�t�x�z�\�w�¯�Ú�ï�Å�w  no ���Ü�›�–�;�`�‡�b�{

class classmap-name

no class classmap-name

�³�ï�»�¿�«�µ�w
†�Ì

�Ã�Ñ�¥�ç�Ä �Ã�Ñ�¥�ç�Ä�w�ˆ�^�•�‹�x�K�“�‡�d�œ�{

�¯�Ú�ï�Å  �Þ�”�Å �Í�w
¯�x�z�\�w�¯�Ú�ï�Å�›�Ö�—�p�V�”�Þ�”�Å�›�Ô�`�o�M�‡�b�{

�¯�Ú�ï�Å�d�º

�–�;	Í�w�̈ � �Å�å� �ï �¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï�x�z�b�‚�o�w�Ä�å�Ñ�Ÿ�¿�«�t�°�•�b�”�® class-default� �̄q�M�O�«�å�µ  �Ú�¿�Ó
�›
ž�c���œ�p�M�‡�b�{�r�w�è� �à  3/4 �Ù�æ�³�”  �Ú�¿�Ó�w�¤
Œ�p�‹�z�ž�«�³�ã�ï�U�?�‹���[�^�•�o�M
�s�M  class-default �«�å�µ  �Ú�¿�Ó�U�¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï�t���‡�•�o�M�‡�b�{�\�w�Ú�¿�Ó�x�º
æ�p
�w�ˆ�–�;�^�•�z	.
Y�b�”�\�q�x�p�V�‡�d�œ�{

1 �m�w�Ù�æ�³�”  �Ú�¿�Ó�p�z class-default �›���Š�z class �¯�Ú�ï�Å�q  match �¯�Ú�ï�Å�›  63 �x�‡�p
ƒ���p
�V�‡�b�{

class �¯�Ú�ï�Å�p�Ù�æ�³�”  �Ú�¿�Ó�t�«�å�µ  �Ú�¿�Ó�›�å�C�`�h�s�’�z �Ä�å�Ñ�Ÿ�¿�«�•�w�ž�«�³�ã�ï �¢
ó

:�D�£ �›���[�`�‡�b�{ �è� �à  3/4 �Ù�æ�³�”  �Ú�¿�Ó�w�«�å�µ  �¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï  �Þ�”�Å�p�±�Ù�”
�Ä�^�•�o�M�”�;�ó�x�z�Í�w�q�S�“�p�b�{

• TCP 
Y�F�=�z TCP 
€���q  UDP 
€���w
M�v�S�‘�|�»� �Ü�ž�¢�Ä�z TCP �³�”�­�ï�µ
j�ø�w�å�ï�¼
�Ü�=

• CSC

• �ž�Ó�æ�­�”�³�ã�ï�U�*

• IPS

• QoS �Ù�æ�³�ï�¬

classmap-name �«�å�µ  �Ú�¿�Ó�w�Ê
²�›�¦���`�‡�b�{ �è� �à  3/4 �Ù�æ�³�”  �Ú�¿�Ó�¢ policy-map
�¯�Ú�ï�Å�›�–�;�£�w	Ô�ù�x�z�è� �à  3/4 �«�å�µ  �Ú�¿�Ó�w�Ê
²�¢ class-map �¯
�Ú�ï�Å�T  class-map type management �¯�Ú�ï�Å�›�–�;�£�›�¦���b�”
ž�A�U
�K�“�‡�b�{�U�*�Ù�æ�³�”  �Ú�¿�Ó�¢ policy-map type inspect �¯�Ú�ï�Å�›�–�;�£
�w	Ô�ù�x�z�U�*�«�å�µ  �Ú�¿�Ó�w�Ê
²�¢ class-map type inspect �¯�Ú�ï�Å�›�–
�;�£�›�¦���b�”
ž�A�U�K�“�‡�b�{

�¯�Ú�ï�Å  �Þ�”�Å

�Ñ�•� �ž�¢�¥�”�ç  �Þ�”�Å �·�©�á�æ�Â�Ÿ  �¯�ï�Â�©�µ�Ä

�ç�”�Â�¿�Å �•�a �³�ï�¬�ç

�Ú�ç�½

�¯�ï�Â�©�µ�Ä �³�µ�Â�Ü

�Ù�æ�³�”  �Ú�¿�Ó  �¯�ï�Ñ�Ÿ�ª�á
�è�”�³�ã�ï

• • • • —

�æ�æ�”�µ �!�Ë�º�0

7.0(1) �\�w�¯�Ú�ï�Å�U�‹�Ö�^�•�‡�`�h�{
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• QoS �Ó�å� �¦�æ�Â�Ÿ  �©�á�”

�U�*�Ù�æ�³�”  �Ú�¿�Ó�w�«�å�µ  �¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï  �Þ�”�Å�p�±�Ù�”�Ä�^�•�o�M�”�;�ó�x�z�Í�w
�q�S�“�p�b�{

• �Í�­�¿�Ä�w�Å�é�¿�Ó

• 
€���w�Å�é�¿�Ó

• 
€���w�æ�·�¿�Ä

• �é�ª�ï�¬

• �Ý�¿�·�”�´�w�è�”�Ä�w
M�v

• �¯�ï�Â�ï�À�w�Ú�µ�«

�« �Í�t�z class �¯�Ú�ï�Å�›���‰�z
€���Ù�æ�³�”�w  policy-map �¯�Ú�ï�Å�w�«�›�Ô�`�‡�b�{�\�\�p�x�z Web
�±�”�Ì  10.1.1.1 �t�ž�«�·�µ�p�V�”
€���w
:�›
M�v�`�o�M�‡�b�{

hostname(config)# access-list http-server permit tcp any host 10.1.1.1
hostname(config)# class-map http-server
hostname(config-cmap)# match access-list http-server

hostname(config)# policy-map global-policy
hostname(config-pmap)# description This policy map defines a policy concerning 
connection to http server.
hostname(config-pmap)# class http-server
hostname(config-pmap-c)# set connection conn-max 256

�Í�w�«�p�x�z�Ù�æ�³�”  �Ú�¿�Ó�p
ó
:�°�•�U�r�w�‘�O�t�;�ó�b�”�T�›�Ô�`�o�M�‡�b�{

hostname(config)# class-map inspection_default
hostname(config-cmap)# match default-inspection-traffic
hostname(config)# class-map http_traffic
hostname(config-cmap)# match port tcp eq 80

hostname(config)# policy-map outside_policy
hostname(config-pmap)# class inspection_default
hostname(config-pmap-c)# inspect http http_map
hostname(config-pmap-c)# inspect sip
hostname(config-pmap)# class http_traffic
hostname(config-pmap-c)# set connection timeout tcp 0:10:0

�Í�w�«�p�x�z�–�;�D�ó�s�7	s�w�«�å�µ  �Ú�¿�Ó�t�Ä�å�Ñ�Ÿ�¿�«�U�°�•�`�z�‰�a�;�ó�Å�Ý� �ï�w�ž�«
�³�ã�ï�›�¦���`�o�M�”�Ž�ñ�w�r�w�«�å�µ  �Ú�¿�Ó�t�‹�°�•�`�s�M�7� �›�Ô�`�o�M�‡�b�{

hostname(config)# class-map telnet_traffic
hostname(config-cmap)#  match port tcp eq 23
hostname(config)#  class-map ftp_traffic
hostname(config-cmap)#  match port tcp eq 21
hostname(config)#  class-map tcp_traffic
hostname(config-cmap)#  match port tcp range 1 65535
hostname(config)#  class-map udp_traffic
hostname(config-cmap)#  match port udp range 0 65535
hostname(config)#  policy-map global_policy
hostname(config-pmap)#  class telnet_traffic
hostname(config-pmap-c)#  set connection timeout tcp 0:0:0
hostname(config-pmap-c)#  set connection conn-max 100
hostname(config-pmap)#  class ftp_traffic
hostname(config-pmap-c)#  set connection timeout tcp 0:5:0
hostname(config-pmap-c)#  set connection conn-max 50
hostname(config-pmap)#  class tcp_traffic
hostname(config-pmap-c)#  set connection timeout tcp 2:0:0
hostname(config-pmap-c)#  set connection conn-max 2000
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Telnet 
€���›�‰�•�b�”�q�z class telnet_traffic �U	°�ù�^�•�‡�b�{�‰�7�t�z FTP 
€���›�‰�•�b�”�q�z class
ftp_traffic  �U	°�ù�^�•�‡�b�{ Telnet �q  FTP �Ž�Ž�w  TCP 
€���p�x�z class tcp_traffic �U	°�ù�^�•�‡�b�{
Telnet 
€���•  FTP 
€���›  class tcp_traffic �q	°�ù�p�V�‡�b�U�z �b�p�t���w�«�å�µ�q	°�ù�^�•�o�M�”�w
�p�z�·�©�á�æ�Â�Ÿ  �ž�Ó�å� �ž�ï�µ�x�\�•�’�w
€���›	°�ù�`�‡�d�œ�{

���È�¯�Ú�ï�Å �¯�Ú�ï�Å 
†�Ì

class-map �è� �à  3/4 �w�«�å�µ  �Ú�¿�Ó�›�^
R�`�‡�b�{

class-map type management ���g�Ä�å�Ñ�Ÿ�¿�«�;�w�è� �à  3/4 �«�å�µ  �Ú�¿�Ó�›�^
R�`�‡�b�{

clear configure policy-map service-policy �¯�Ú�ï�Å�p�–�;�^�•�o�M�”�Ù�æ�³�”  �Ú�¿�Ó�›	†
�X�z�b�‚�o�w�Ù�æ�³�”  �Ú�¿�Ó  �¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï�›�_	†�`
�‡�b�{

match �Ä�å�Ñ�Ÿ�¿�«�w	°�ù�;�Í�å�Ý�”�»�›���[�`�‡�b�{

policy-map �Ù�æ�³�”�¢�f�•�g�•  1 �m�‡�h�x
ó
:�w�ž�«�³�ã�ï�U�K�”  1 �m�‡
�h�x
ó
:�w�Ä�å�Ñ�Ÿ�¿�«  �«�å�µ�w�ž�¹�³�¤�”�³�ã�ï�£�›
ƒ���`
�‡�b�{
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class-map
�Þ�´�á�å  �Ù�æ�³�”  �Ñ�è�”�Ü�ë�”�«�›�–�;�`�o�M�”�q�V�t�z�ž�«�³�ã�ï�›�&�;�b�”�è� �à  3 �‡�h�x
4 �Ä�å�Ñ�Ÿ�¿�«�›�›���b�”�t�x�z�¬�é�”�Ì�ç  �¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï  �Þ�”�Å�p  class-map �¯�Ú�ï�Å
�›  type �©�”�ë�”�Å�s�`�p�–�;�`�‡�b�{�«�å�µ  �Ú�¿�Ó�›�_	†�b�”�t�x�z�\�w�¯�Ú�ï�Å�w  no ���Ü�›�–
�;�`�‡�b�{  

class-map class_map_name

no class-map class_map_name

�³�ï�»�¿�«�µ�w
†�Ì

�Ã�Ñ�¥�ç�Ä �Ã�Ñ�¥�ç�Ä�w�ˆ�^�•�‹�x�K�“�‡�d�œ�{

�¯�Ú�ï�Å  �Þ�”�Å �Í�w
¯�x�z�\�w�¯�Ú�ï�Å�›�Ö�—�p�V�”�Þ�”�Å�›�Ô�`�o�M�‡�b�{

�¯�Ú�ï�Å�d�º

�–�;	Í�w�̈ � �Å�å� �ï �\�w�»� �Ó�w�«�å�µ  �Ú�¿�Ó�x�z�è� �à  3/4 �w�è�a�Ä�å�Ñ�Ÿ�¿�«
•�;�p�b�{�·�©�á�æ�Â�Ÿ  �ž�Ó�å� �ž
�ï�µ�|�o�w���g�Ä�å�Ñ�Ÿ�¿�«�w�«�å�µ  �Ú�¿�Ó�t�m�M�o�x�z class-map type management �¯�Ú�ï�Å�›
�€	°�`�o�X�i�^�M�{

�¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï�x�z�b�‚�o�w�Ä�å�Ñ�Ÿ�¿�«�t�°�•�b�”�® class-default� �̄q�M�O�«�å�µ  �Ú�¿�Ó
�›
ž�c���œ�p�M�‡�b�{�r�w�è� �à  3/4 �Ù�æ�³�”  �Ú�¿�Ó�w�¤
Œ�p�‹�z�ž�«�³�ã�ï�U�?�‹���[�^�•�o�M
�s�M  class-default �«�å�µ  �Ú�¿�Ó�U�¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï�t���‡�•�o�M�‡�b�{�\�w�Ú�¿�Ó�x�º
æ�p
�w�ˆ�–�;�^�•�z	.
Y�b�”�\�q�x�p�V�‡�d�œ�{

�è� �à  3/4 �«�å�µ  �Ú�¿�Ó�p�x�z�ž�«�³�ã�ï�w�&�;�0	Å�q�s�”�è� �à  3 �q  4 �w�Ä�å�Ñ�Ÿ�¿�«�›�¦���`
�‡�b�{�b�‚�o�w�»� �Ó�w�«�å�µ  �Ú�¿�Ó�w�7�G
:�x�z�³�ï�¬�ç�Þ�”�Å�p�x  255 �x�z�Ú�ç�½�Þ�”�Å�p�x
�¯�ï�Â�©�µ�Ä�]�q�t  255 �x�p�b�{�\�w�¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï�x�z�·�©�á�æ�Â�Ÿ  �ž�Ó�å� �ž�ï�µ�U
�Ã�Ñ�¥�ç�Ä  �¬�é�”�Ì�ç  �Ù�æ�³�”�p�–�;�b�”�Ã�Ñ�¥�ç�Ä�w�è� �à  3/4 �«�å�µ  �Ú�¿�Ó�›���ˆ�‡�b�{�\
�w�«�å�µ  �Ú�¿�Ó�x  inspection_default �q�M�M�z�Ã�Ñ�¥�ç�Ä�w�U�*�Ä�å�Ñ�Ÿ�¿�«�›	°�ù�`�‡�b�{

class-map inspection_default
 match default-inspection-traffic

�¤�è� �à  3/4 �Ù�æ�³�”  �Ú�¿�Ó�t
ó
:�w�è� �à  3/4 �«�å�µ  �Ú�¿�Ó�›�^
R�p�V�‡�b�{

class_map_name �7�G  40 ���È�w�«�å�µ  �Ú�¿�Ó�Ê�›�¦���`�‡�b�{ �®class-default�¯�q�M�O�Ê
²
�q�z�®_internal�¯�‡�h�x�® _default�¯�p�•�‡�”�Ê
²�x�'�ÿ�^�•�o�M�‡�b�{�b
�‚�o�w�»� �Ó�w�«�å�µ  �Ú�¿�Ó�U�‰�a�É�”�Ü  �µ�Ö�”�µ�›�–�;�`�o�M�”�h
�Š�z���w�»� �Ó�w�«�å�µ  �Ú�¿�Ó�p�b�p�t�–�;�^�•�o�M�”�Ê
²�x�6�–�;�p�V
�‡�d�œ�{

�¯�Ú�ï�Å  �Þ�”�Å

�Ñ�•� �ž�¢�¥�”�ç  �Þ�”�Å �·�©�á�æ�Â�Ÿ  �¯�ï�Â�©�µ�Ä

�ç�”�Â�¿�Å �•�a �³�ï�¬�ç

�Ú�ç�½

�¯�ï�Â�©�µ�Ä �³�µ�Â�Ü

�¬�é�”�Ì�ç  �¯�ï�Ñ�Ÿ�ª�á�è�”
�³�ã�ï

• • • • —

�æ�æ�”�µ �!�Ë�º�0

7.0(1) �\�w�¯�Ú�ï�Å�U�‹�Ö�^�•�‡�`�h�{
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�Þ�´�á�å  �Ù�æ�³�”  �Ñ�è�”�Ü�ë�”�«�w
ƒ��	�	q�x�z�Í�w  4 �m�w�^�À�p�Ï
R�^�•�‡�b�{

1. class-map �¯�Ú�ï�Å�‡�h�x  class-map type management �¯�Ú�ï�Å�›�–�;�`�o�z�ž�«�³�ã�ï�w�&�;
�0	Å�q�s�”�è� �à  3 �q  4 �w�Ä�å�Ñ�Ÿ�¿�«�›�¦���`�‡�b�{

2. �¢�ž�Ó�æ�­�”�³�ã�ï�U�*�w�ˆ�£ policy-map type inspect �¯�Ú�ï�Å�›�–�;�`�o�z�ž�Ó�æ�­�”�³�ã�ï
�U�*�Ä�å�Ñ�Ÿ�¿�«�w�h�Š�w�›���s�ž�«�³�ã�ï�›���[�`�‡�b�{

3. policy-map �¯�Ú�ï�Å�›�–�;�`�o�z�è� �à  3 �q  4 �w�Ä�å�Ñ�Ÿ�¿�«�t�ž�«�³�ã�ï�›�&�;�`�‡�b�{

4. service-policy �¯�Ú�ï�Å�›�–�;�`�o�z� �ï�»�”�Ñ�£� �µ�t�0�b�”�ž�«�³�ã�ï�›���®�t�`�‡�b�{

class-map �¯�Ú�ï�Å�›�–�;�`�o�z�«�å�µ  �Ú�¿�Ó  �¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï  �Þ�”�Å�t�Ö�“�‡�b�{�«�å�µ
�Ú�¿�Ó �¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï  �Þ�”�Å�T�’�z match �¯�Ú�ï�Å�›�–�;�`�o�z�«�å�µ�t���Š�”�Ä�å
�Ñ�Ÿ�¿�«�›���[�p�V�‡�b�{�è� �à  3/4 �«�å�µ  �Ú�¿�Ó�t�x�z match tunnel-group �¯�Ú�ï�Å�q  match
default-inspection-traffic �¯�Ú�ï�Å�Ž�Ž�t�z�«�å�µ  �Ú�¿�Ó�t���‡�•�”�Ä�å�Ñ�Ÿ�¿�«�›�›���b�”  match
�¯�Ú�ï�Å�›  1 �m�i�Z�¦���p�V�‡�b�{

�« �Í�w�«�p�x�z�è� �à  3/4 �«�å�µ  �Ú�¿�Ó�›  4 �m�^
R�`�‡�b�{

hostname(config)# access-list udp permit udp any any
hostname(config)# access-list tcp permit tcp any any
hostname(config)# access-list host_foo permit ip any 10.1.1.1 255.255.255.255

hostname(config)# class-map all_udp
hostname(config-cmap)# description "This class-map matches all UDP traffic"
hostname(config-cmap)# match access-list udp

hostname(config-cmap)# class-map all_tcp
hostname(config-cmap)# description "This class-map matches all TCP traffic"
hostname(config-cmap)# match access-list tcp

hostname(config-cmap)# class-map all_http
hostname(config-cmap)# description "This class-map matches all HTTP traffic"
hostname(config-cmap)# match port tcp eq http

hostname(config-cmap)# class-map to_server
hostname(config-cmap)# description "This class-map matches all traffic to server 
10.1.1.1"
hostname(config-cmap)# match access-list host_foo

���È�¯�Ú�ï�Å �¯�Ú�ï�Å 
†�Ì

class-map type management �·�©�á�æ�Â�Ÿ  �ž�Ó�å� �ž�ï�µ�t�0�b�”�Ä�å�Ñ�Ÿ�¿�«�w�«�å
�µ  �Ú�¿�Ó�›�^
R�`�‡�b�{

policy-map �Ä�å�Ñ�Ÿ�¿�«  �«�å�µ�›  1 �m�‡�h�x
ó
:�w�ž�«�³�ã�ï�q���È

Ç�Z�”�\�q�t�‘�l�o�z�Ù�æ�³�”  �Ú�¿�Ó�›�^
R�`�‡�b�{

policy-map type inspect �ž�Ó�æ�­�”�³�ã�ï�U�*�w�h�Š�w�›���s�ž�«�³�ã�ï�›���[�`
�‡�b�{

service-policy �Ù�æ�³�”  �Ú�¿�Ó�›  1 �m�‡�h�x
ó
:�w� �ï�»�”�Ñ�£� �µ�q��
�È
Ç�Z�”�\�q�t�‘�l�o�z�·�©�á�æ�Â�Ÿ  �Ù�æ�³�”�›�^
R�`�‡
�b�{

show running-config class-map �«�å�µ  �Ú�¿�Ó �¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï�t���b�”	Ø�C�›
¯�Ô
�`�‡�b�{
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class-map type inspect
�Þ�´�á�å  �Ù�æ�³�”  �Ñ�è�”�Ü�ë�”�«�w�–�;�Ì�t�z�U�*�ž�Ó�æ�­�”�³�ã�ï�t�{���w	°�ù�,	j�›�^
R�b
�”�t�x�z�¬�é�”�Ì�ç  �¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï  �Þ�”�Å�p  class-map type inspect �¯�Ú�ï�Å�›�–�;�`�‡
�b�{�U�*�w�«�å�µ  �Ú�¿�Ó�›�_	†�b�”�t�x�z�\�w�¯�Ú�ï�Å�w  no ���Ü�›�–�;�`�‡�b�{  

class-map type inspect application [match-all] class_map_name

no class-map [type inspect application [match-all]]  class_map_name

�³�ï�»�¿�«�µ�w
†�Ì

�Ã�Ñ�¥�ç�Ä �Ã�Ñ�¥�ç�Ä�w�ˆ�^�•�‹�x�K�“�‡�d�œ�{

�¯�Ú�ï�Å  �Þ�”�Å �Í�w
¯�x�z�\�w�¯�Ú�ï�Å�›�Ö�—�p�V�”�Þ�”�Å�›�Ô�`�o�M�‡�b�{

�¯�Ú�ï�Å�d�º

�–�;	Í�w�̈ � �Å�å� �ï �Þ�´�á�å  �Ù�æ�³�”  �Ñ�è�”�Ü�ë�”�«�›�b�;�b�”�q�z
:���X�w�ž�Ó�æ�­�”�³�ã�ï�U�*�w�h�Š�w�›���s
�ž�«�³�ã�ï�›
ƒ���p�V�‡�b�{ �è� �à  3/4 �Ù�æ�³�”  �Ú�¿�Ó�p�U�*�¤�ï�´�ï�›� �É�”�Ò�ç�t�b�”	Ô�ù�x�z
inspection policy map �p���[�b�”�ž�«�³�ã�ï�›� �É�”�Ò�ç�t�b�”�\�q�‹�p�V�‡�b�¢ policy-map type
inspect �¯�Ú�ï�Å�›�€	°�£ �{

application 	°�ù�b�”�ž�Ó�æ�­�”�³�ã�ï  �Ä�å�Ñ�Ÿ�¿�«�w�»� �Ó�›�¦���`�‡�b�{ �¦���p�V
�”�»� �Ó�x�z�Í�w�q�S�“�p�b�{

• dns

• ftp

• h323

• http

• im 

• sip

class_map_name �7�G  40 ���È�w�«�å�µ  �Ú�¿�Ó�Ê�›�¦���`�‡�b�{ �®class-default�¯�q�M�O�Ê
²
�q�z�®_internal�¯�‡�h�x�® _default�¯�p�•�‡�”�Ê
²�x�'�ÿ�^�•�o�M�‡�b�{�b
�‚�o�w�»� �Ó�w�«�å�µ  �Ú�¿�Ó�U�‰�a�É�”�Ü  �µ�Ö�”�µ�›�–�;�`�o�M�”�h
�Š�z���w�»� �Ó�w�«�å�µ  �Ú�¿�Ó�p�b�p�t�–�;�^�•�o�M�”�Ê
²�x�6�–�;�p�V
�‡�d�œ�{

match-all �¢�¦�Ó�³�ã�ï�£�Ä�å�Ñ�Ÿ�¿�«�U�«�å�µ  �Ú�¿�Ó�q�°�•�b�”�t�x�z�b�‚�o�w�,
	j�›�¬�h�b
ž�A�U�K�”�\�q�›�¦���`�‡�b�{ match-all �U�Ã�Ñ�¥�ç�Ä�p�z��
�t�¦�Ó�³�ã�ï�x�K�“�‡�d�œ�{

�¯�Ú�ï�Å  �Þ�”�Å

�Ñ�•� �ž�¢�¥�”�ç  �Þ�”�Å �·�©�á�æ�Â�Ÿ  �¯�ï�Â�©�µ�Ä

�ç�”�Â�¿�Å �•�a �³�ï�¬�ç

�Ú�ç�½

�¯�ï�Â�©�µ�Ä �³�µ�Â�Ü

�¬�é�”�Ì�ç  �¯�ï�Ñ�Ÿ�ª�á�è�”
�³�ã�ï

• • • • —

�æ�æ�”�µ �!�Ë�º�0

7.2(1) �\�w�¯�Ú�ï�Å�U�‹�Ö�^�•�‡�`�h�{
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�U�*�Ù�æ�³�”  �Ú�¿�Ó�›
ƒ���b�”�q�V�t�z�U�*�«�å�µ  �Ú�¿�Ó�›�^
R�b�”�\�q�t�‘�“�z	r�g�w�0	Å�t
�s�”�Ä�å�Ñ�Ÿ�¿�«�›�›���p�V�‡�b�{�«�å�µ  �Ú�¿�Ó�t�x�z 1 �m�‡�h�x
ó
:�w  match �¯�Ú�ï�Å�›���Š�‡
�b�¢ 1 �m�w�U�*�Ù�æ�³�”  �Ú�¿�Ó�q�ž�«�³�ã�ï�›�0�t�b�”	Ô�ù�x�z�U�*�Ù�æ�³�”  �Ú�¿�Ó�º�p�Ú
€
match �¯�Ú�ï�Å�›�–�;�`�‡ �b�£�{�ž�Ó�æ�­�”�³�ã�ï�t�{���w	°�ù�,	j�›�¦���p�V�‡�b�{�h�q�Q�y�z
DNS �Ä�å�Ñ�Ÿ�¿�«�p�x�z DNS �«�¤�æ�”�w�Å�Ý� �ï�Ê�›	°�ù�p�V�‡�b�{

�«�å�µ  �Ú�¿�Ó�x�z�Ä�å�Ñ�Ÿ�¿�«�w
ó
:�w	°�ù�,	j�›�¬�ç�”�Ó�t�‡�q�Š�h�‹�w�p�b�{�Ä�å�Ñ�Ÿ�¿�«�U
�«�å�µ  �Ú�¿�Ó�q�°�•�b�”�t�x�z �b�‚�o �w match �¯�Ú�ï�Å�p�¦���`�h�,	j�q�°�•�`�s�Z�•�y�s�“�‡
�d�œ�{�«�å�µ  �Ú�¿�Ó�›�^
R�b�”	Ô�ù�q�z�U�*�Ù�æ�³�”  �Ú�¿�Ó�p�Ú
€�Ä�å�Ñ�Ÿ�¿�«�w	°�ù�›���[�b
�”	Ô�ù�w�§�M�x�z �«�å�µ  �Ú�¿�Ó�p�x
ó
:�w	°�ù�,	j�›�¬�ç�”�Ó�t�‡�q�Š�’�•�”�\�q�q�z �«�å�µ  �Ú�¿
�Ó�›�6�b�;�p�V�”�\�q�p�b�{ �\�w�«�å�µ  �Ú�¿�Ó�p�›���^�•�”�Ä�å�Ñ�Ÿ�¿�«�t�x�z �U�*�Ù�æ�³�”  �Ú�¿
�Ó�p�¦���^�•�o�M�”
€���w�Å�é�¿�Ó�z�æ�·�¿�Ä�z�é�¬�w�G�å�s�r�w�ž�«�³�ã�ï�›�¦���p�V�‡�b�{

�« �Í�w�«�p�x�z HTTP �w�U�*�«�å�µ  �Ú�¿�Ó�›�^
R�`�‡�b�{

hostname(config)# class-map type inspect http match-all test
hostname(config-cmap)# match req-resp content-type mismatch
hostname(config-cmap)# match request body length gt 1000
hostname(config-cmap)# match not request args regex regex1

���È�¯�Ú�ï�Å �¯�Ú�ï�Å 
†�Ì

class-map �è�a�Ä�å�Ñ�Ÿ�¿�«�w�h�Š�w�è� �à  3/4 �«�å�µ  �Ú�¿�Ó�›�^
R
�`�‡�b�{

policy-map �Ä�å�Ñ�Ÿ�¿�«  �«�å�µ�›  1 �m�‡�h�x
ó
:�w�ž�«�³�ã�ï�q���È

Ç�Z�”�\�q�t�‘�l�o�z�Ù�æ�³�”  �Ú�¿�Ó�›�^
R�`�‡�b�{

policy-map type inspect �ž�Ó�æ�­�”�³�ã�ï�U�*�w�h�Š�w�›���s�ž�«�³�ã�ï�›���[�`
�‡�b�{

service-policy �Ù�æ�³�”  �Ú�¿�Ó�›  1 �m�‡�h�x
ó
:�w� �ï�»�”�Ñ�£� �µ�q��
�È
Ç�Z�”�\�q�t�‘�l�o�z�·�©�á�æ�Â�Ÿ  �Ù�æ�³�”�›�^
R�`�‡
�b�{

show running-config class-map �«�å�µ  �Ú�¿�Ó �¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï�t���b�”	Ø�C�›
¯�Ô
�`�‡�b�{
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class-map type management
�Þ�´�á�å  �Ù�æ�³�”  �Ñ�è�”�Ü�ë�”�«�›�–�;�`�o�M�”�q�V�t�z�·�©�á�æ�Â�Ÿ  �ž�Ó�å� �ž�ï�µ�|�o�w�è
� �à  3 �‡�h�x  4 �w�r�w���g�Ä�å�Ñ�Ÿ�¿�«�t�ž�«�³�ã�ï�›�&�;�b�”�T�›�¦���b�”�t�x�z �¬�é�”�Ì�ç  �¯
�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï  �Þ�”�Å�p  class-map type management �¯�Ú�ï�Å�›�–�;�`�‡�b�{�«�å�µ  �Ú�¿�Ó
�›�_	†�b�”�t�x�z�\�w�¯�Ú�ï�Å�w  no ���Ü�›�–�;�`�‡�b�{  

class-map type management class_map_name

no class-map type management class_map_name

�³�ï�»�¿�«�µ�w
†�Ì

�Ã�Ñ�¥�ç�Ä �Ã�Ñ�¥�ç�Ä�w�ˆ�^�•�‹�x�K�“�‡�d�œ�{

�¯�Ú�ï�Å  �Þ�”�Å �Í�w
¯�x�z�\�w�¯�Ú�ï�Å�›�Ö�—�p�V�”�Þ�”�Å�›�Ô�`�o�M�‡�b�{

�¯�Ú�ï�Å�d�º

�–�;	Í�w�̈ � �Å�å� �ï � \ �w�»�  �Ó�w�«�å�µ  �Ú�¿�Ó�x�z� � �g�Ä�å�Ñ�Ÿ�¿�«
•� ; �p�b�{�è�a�Ä�å�Ñ�Ÿ�¿�«�t �m�M�o�x�z
class-map �¯�Ú�ï�Å�¢ type �©�”�ë�”�Å�s�`�£�›�€	°�`�o�X�i�^�M�{

�·�©�á�æ�Â�Ÿ  �ž�Ó�å� �ž�ï�µ�t�0�b�”���g�Ä�å�Ñ�Ÿ�¿�«�p�x�z �\�w	��¨�w�Ä�å�Ñ�Ÿ�¿�«�›���w	r�g
�U
ž�A�s	Ô�ù�U�K�“�‡�b�{�Ù�æ�³�”  �Ú�¿�Ó�w���g�«�å�µ  �Ú�¿�Ó�t�¦���p�V�”�ž�«�³�ã�ï�x�z���g
�Ä�å�Ñ�Ÿ�¿�«
•�;�p�b�{�h�q�Q�y�z RADIUS �ž�§�¢�ï�Â�Ÿ�ï�¬  �Ä�å�Ñ�Ÿ�¿�«�›�U�*�p�V�‡�b�{

�è� �à  3/4 �«�å�µ  �Ú�¿�Ó�p�x�z�ž�«�³�ã�ï�w�&�;�0	Å�q�s�”�è� �à  3 �q  4 �w�Ä�å�Ñ�Ÿ�¿�«�›�¦���`
�‡�b�{�b�‚�o�w�»� �Ó�w�«�å�µ  �Ú�¿�Ó�w�7�G
:�x�z�³�ï�¬�ç�Þ�”�Å�p�x  255 �x�z�Ú�ç�½�Þ�”�Å�p�x
�¯�ï�Â�©�µ�Ä�]�q�t  255 �x�p�b�{

�¤�è� �à  3/4 �Ù�æ�³�”  �Ú�¿�Ó�t
ó
:�w�è� �à  3/4 �«�å�µ  �Ú�¿�Ó�¢���g�Ä�å�Ñ�Ÿ�¿�«�‡�h�x�è�a�Ä�å
�Ñ�Ÿ�¿�«�£�›�^
R�p�V�‡�b�{

�Þ�´�á�å  �Ù�æ�³�”  �Ñ�è�”�Ü�ë�”�«�w
ƒ��	�	q�x�z�Í�w  4 �m�w�^�À�p�Ï
R�^�•�‡�b�{

1. class-map �¯�Ú�ï�Å�‡�h�x  class-map type management �¯�Ú�ï�Å�›�–�;�`�o�z�ž�«�³�ã�ï�w�&�;
�0	Å�q�s�”�è� �à  3 �q  4 �w�Ä�å�Ñ�Ÿ�¿�«�›�¦���`�‡�b�{

2. �¢�ž�Ó�æ�­�”�³�ã�ï�U�*�w�ˆ�£ policy-map type inspect �¯�Ú�ï�Å�›�–�;�`�o�z�ž�Ó�æ�­�”�³�ã�ï
�U�*�Ä�å�Ñ�Ÿ�¿�«�w�h�Š�w�›���s�ž�«�³�ã�ï�›���[�`�‡�b�{

class_map_name �7�G  40 ���È�w�«�å�µ  �Ú�¿�Ó�Ê�›�¦���`�‡�b�{ �®class-default�¯�q�M�O�Ê
²
�q�z�®_internal�¯�‡�h�x�® _default�¯�p�•�‡�”�Ê
²�x�'�ÿ�^�•�o�M�‡�b�{�b
�‚�o�w�»� �Ó�w�«�å�µ  �Ú�¿�Ó�U�‰�a�É�”�Ü  �µ�Ö�”�µ�›�–�;�`�o�M�”�h
�Š�z���w�»� �Ó�w�«�å�µ  �Ú�¿�Ó�p�b�p�t�–�;�^�•�o�M�”�Ê
²�x�6�–�;�p�V
�‡�d�œ�{

�¯�Ú�ï�Å  �Þ�”�Å

�Ñ�•� �ž�¢�¥�”�ç  �Þ�”�Å �·�©�á�æ�Â�Ÿ  �¯�ï�Â�©�µ�Ä

�ç�”�Â�¿�Å �•�a �³�ï�¬�ç

�Ú�ç�½

�¯�ï�Â�©�µ�Ä �³�µ�Â�Ü

�¬�é�”�Ì�ç  �¯�ï�Ñ�Ÿ�ª�á�è�”
�³�ã�ï

• • • • —

�æ�æ�”�µ �!�Ë�º�0

7.2(1) �\�w�¯�Ú�ï�Å�U�‹�Ö�^�•�‡�`�h�{
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3. policy-map �¯�Ú�ï�Å�›�–�;�`�o�z�è� �à  3 �q  4 �w�Ä�å�Ñ�Ÿ�¿�«�t�ž�«�³�ã�ï�›�&�;�`�‡�b�{

4. service-policy �¯�Ú�ï�Å�›�–�;�`�o�z� �ï�»�”�Ñ�£� �µ�t�0�b�”�ž�«�³�ã�ï�›���®�t�`�‡�b�{

class-map type management �¯�Ú�ï�Å�›�–�;�`�o�z�«�å�µ  �Ú�¿�Ó  �¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï  �Þ�”�Å�t
�Ö�“�‡�b�{�«�å�µ  �Ú�¿�Ó  �¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï  �Þ�”�Å�T�’�z match �¯�Ú�ï�Å�›�–�;�`�o�z�«�å
�µ�t���Š�”�Ä�å�Ñ�Ÿ�¿�«�›���[�p�V�‡�b�{ TCP �Ù�”�Ä�‡�h�x  UDP �Ù�”�Ä�i�Z�›	°�ù�b�”���g�«�å
�µ  �Ú�¿�Ó�›�¦���p�V�‡�b�{�è� �à  3/4 �«�å�µ  �Ú�¿�Ó�t�x�z�«�å�µ  �Ú�¿�Ó�t���Š�”�Ä�å�Ñ�Ÿ�¿�«�›
�›���b�”  match �¯�Ú�ï�Å�›  1 �m�i�Z�¦���p�V�‡�b�{

�« �Í�w�«�p�x�z�è� �à  3/4 ���g�«�å�µ  �Ú�¿�Ó�›�^
R�`�‡�b�{

hostname(config)# class-map type management radius_acct
hostname(config-cmap)# match port tcp eq 10000

���È�¯�Ú�ï�Å �¯�Ú�ï�Å 
†�Ì

class-map �è�a�Ä�å�Ñ�Ÿ�¿�«�w�h�Š�w�è� �à  3/4 �«�å�µ  �Ú�¿�Ó�›�^
R
�`�‡�b�{

policy-map �Ä�å�Ñ�Ÿ�¿�«  �«�å�µ�›  1 �m�‡�h�x
ó
:�w�ž�«�³�ã�ï�q���È

Ç�Z�”�\�q�t�‘�l�o�z�Ù�æ�³�”  �Ú�¿�Ó�›�^
R�`�‡�b�{

policy-map type inspect �ž�Ó�æ�­�”�³�ã�ï�U�*�w�h�Š�w�›���s�ž�«�³�ã�ï�›���[�`
�‡�b�{

service-policy �Ù�æ�³�”  �Ú�¿�Ó�›  1 �m�‡�h�x
ó
:�w� �ï�»�”�Ñ�£� �µ�q��
�È
Ç�Z�”�\�q�t�‘�l�o�z�·�©�á�æ�Â�Ÿ  �Ù�æ�³�”�›�^
R�`�‡
�b�{

show running-config class-map �«�å�µ  �Ú�¿�Ó �¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï�t���b�”	Ø�C�›
¯�Ô
�`�‡�b�{
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class-map type regex
�Þ�´�á�å  �Ù�æ�³�”  �Ñ�è�”�Ü�ë�”�«�›�–�;�`�o�M�”�q�V�t�z	°�ù�b�”�Â�©�µ�Ä�w
Y�F
¯�q�›�¬�ç�”
�Ó�t�‡�q�Š�”�t�x�z�¬�é�”�Ì�ç  �¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï  �Þ�”�Å�p  class-map type regex �¯�Ú�ï�Å�›
�–�;�`�‡�b�{
Y�F
¯�q�w�«�å�µ  �Ú�¿�Ó�›�_	†�b�”�t�x�z�\�w�¯�Ú�ï�Å�w  no ���Ü�›�–�;�`�‡�b�{  

class-map type regex match-any class_map_name

no class-map [type regex match-any] class_map_name

�³�ï�»�¿�«�µ�w
†�Ì

�Ã�Ñ�¥�ç�Ä �Ã�Ñ�¥�ç�Ä�w�ˆ�^�•�‹�x�K�“�‡�d�œ�{

�¯�Ú�ï�Å  �Þ�”�Å �Í�w
¯�x�z�\�w�¯�Ú�ï�Å�›�Ö�—�p�V�”�Þ�”�Å�›�Ô�`�o�M�‡�b�{

�¯�Ú�ï�Å�d�º

�–�;	Í�w�̈ � �Å�å� �ï �Þ�´�á�å  �Ù�æ�³�”  �Ñ�è�”�Ü�ë�”�«�›�b�;�b�”�q�z
:���X�w�ž�Ó�æ�­�”�³�ã�ï�U�*�w�h�Š�w�›���s
�ž�«�³�ã�ï�›
ƒ���p�V�‡�b�{ �è� �à  3/4 �Ù�æ�³�”  �Ú�¿�Ó�p�U�*�¤�ï�´�ï�›� �É�”�Ò�ç�t�b�”	Ô�ù�x�z
inspection policy map �p���[�b�”�ž�«�³�ã�ï�›� �É�”�Ò�ç�t�b�”�\�q�‹�p�V�‡�b�¢ policy-map type
inspect �¯�Ú�ï�Å�›�€	°�£ �{

�U�*�Ù�æ�³�”  �Ú�¿�Ó�p�x�z 1 �m�Ž	Í�w  match �¯�Ú�ï�Å�›���œ�i�U�*�«�å�µ  �Ú�¿�Ó�›�^
R�b�”�\�q
�p�z�ž�«�³�ã�ï�w�î�æ�0	Å�q�s�”�Ä�å�Ñ�Ÿ�¿�«�›�¦���p�V�‡�b�{�‡�h�x�z match �¯�Ú�ï�Å�›�U�*�Ù
�æ�³�”  �Ú�¿�Ó�º�p�Ú
€�–�;�b�”�\�q�‹�p�V�‡�b�{�°
æ�w  match �¯�Ú�ï�Å�p�x�z�Í�­�¿�Ä�t���‡�•
�o�M�”�Â�©�µ�Ä�›
Y�F
¯�q�›�–�;�`�o�Ý���p�V�‡�b�{�h�q�Q�y�z HTTP �Í�­�¿�Ä�t���‡�•�o�M�”
URL ���È�»�q�°�•�b�”�T�r�O�T�›�¬�Ý�p�V�‡�b�{
Y�F
¯�q�x�z
Y�F
¯�q�«�å�µ  �Ú�¿�Ó�º�t�¬�ç�”
�Ó�t�‡�q�Š�‡�b�{


Y�F
¯�q�w�«�å�µ  �Ú�¿�Ó�›�^
R�b�”
²�t�z regex �¯�Ú�ï�Å�›�–�;�`�o
Y�F
¯�q�›�^
R�`�‡�b�{�Í�t�z
�«�å�µ  �Ú�¿�Ó  �¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï  �Þ�”�Å�p  match regex �¯�Ú�ï�Å�›�–�;�`�o�z�¦���w
Y�F
¯
�q�›�›���`�‡�b�{

class_map_name �7�G  40 ���È�w�«�å�µ  �Ú�¿�Ó�Ê�›�¦���`�‡�b�{ �®class-default�¯�q�M�O�Ê
²
�q�z�®_internal�¯�‡�h�x�® _default�¯�p�•�‡�”�Ê
²�x�'�ÿ�^�•�o�M�‡�b�{�b
�‚�o�w�»� �Ó�w�«�å�µ  �Ú�¿�Ó�U�‰�a�É�”�Ü  �µ�Ö�”�µ�›�–�;�`�o�M�”�h
�Š�z���w�»� �Ó�w�«�å�µ  �Ú�¿�Ó�p�b�p�t�–�;�^�•�o�M�”�Ê
²�x�6�–�;�p�V
�‡�d�œ�{

match-any �Ä�å�Ñ�Ÿ�¿�«�U
Y�F
¯�q�w�M�c�•�T  1 �m�t�p�‹�°�•�b�”�q�z �«�å�µ  �Ú�¿�Ó
�q�°�•�`�h�q�_�s�b�\�q�›�¦���`�‡�b�{ match-any �U�
�°�w�¦�Ó�³�ã�ï�p
�b�{

�¯�Ú�ï�Å  �Þ�”�Å

�Ñ�•� �ž�¢�¥�”�ç  �Þ�”�Å �·�©�á�æ�Â�Ÿ  �¯�ï�Â�©�µ�Ä

�ç�”�Â�¿�Å �•�a �³�ï�¬�ç

�Ú�ç�½

�¯�ï�Â�©�µ�Ä �³�µ�Â�Ü

�¬�é�”�Ì�ç  �¯�ï�Ñ�Ÿ�ª�á�è�”
�³�ã�ï

• • • • —

�æ�æ�”�µ �!�Ë�º�0

7.2(1) �\�w�¯�Ú�ï�Å�U�‹�Ö�^�•�‡�`�h�{
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�« �Í�w�«�p�x�z
Y�F
¯�q�›  2 �m�^
R�`�z 1 �m�w
Y�F
¯�q�«�å�µ  �Ú�¿�Ó�t�å�C�`�‡�b�{�Ä�å�Ñ�Ÿ�¿�«�t
�®example.com�¯ �T�®example2.com�¯ �q�M�O���È�»�U���‡�•�o�M�”�q�z �\�w�Ä�å�Ñ�Ÿ�¿�«�x�«�å�µ  �Ú�¿
�Ó�q�°�•�`�‡�b�{

hostname(config)# regex url_example example\.com
hostname(config)# regex url_example2 example2\.com
hostname(config)# class-map type regex match-any URLs
hostname(config-cmap)# match  regex  example
hostname(config-cmap)# match  regex  example2

���È�¯�Ú�ï�Å �¯�Ú�ï�Å 
†�Ì

class-map type inspect �ž�Ó�æ�­�”�³�ã�ï�{���w�Ä�å�Ñ�Ÿ�¿�«�t�°�•�b�”�T�r�O�T�›�Ð�‚
�”�h�Š�w�U�*�«�å�µ  �Ú�¿�Ó�›�^
R�`�‡�b�{

policy-map �Ä�å�Ñ�Ÿ�¿�«  �«�å�µ�›  1 �m�‡�h�x
ó
:�w�ž�«�³�ã�ï�q���È
Ç�Z�”
�\�q�t�‘�l�o�z�Ù�æ�³�”  �Ú�¿�Ó�›�^
R�`�‡�b�{

policy-map type inspect �ž�Ó�æ�­�”�³�ã�ï�U�*�w�h�Š�w�›���s�ž�«�³�ã�ï�›���[�`�‡�b�{

service-policy �Ù�æ�³�”  �Ú�¿�Ó�›  1 �m�‡�h�x
ó
:�w� �ï�»�”�Ñ�£� �µ�q���È
Ç�Z
�”�\�q�t�‘�l�o�z�·�©�á�æ�Â�Ÿ  �Ù�æ�³�”�›�^
R�`�‡�b�{

regex 
Y�F
¯�q�›�^
R�`�‡�b�{



�H 5 	·       cache �¯�Ú�ï�Å�™  clear compression �¯�Ú�ï�Å
  clear aaa local user fail-attempts

5-36
Cisco �·�©�á�æ�Â�Ÿ  �ž�Ó�å� �ž�ï�µ  �¯�Ú�ï�Å  �æ�Ñ�•�è�ï�µ

OL-10086-02-J

clear aaa local user fail-attempts
�â�”�²�w�é�¿�«�ž�¢�Ä  �µ�Â�”�»�µ�›�!�Ë�d�c�t�z �æ

�`�h�â�”�²�Ý	Â�¼�æ�w�s
:�›  0 �t�æ�·�¿�Ä�b
�”�t�x�z�›�V  EXEC �Þ�”�Å�p  clear aaa local user fail-attempts �¯�Ú�ï�Å�›�–�;�`�‡�b�{

clear aaa local user authentication fail-attempts { username name | all}

�³�ï�»�¿�«�µ�w
†�Ì

�Ã�Ñ�¥�ç�Ä �Ã�Ñ�¥�ç�Ä�w�ˆ�^�•�‹�x�K�“�‡�d�œ�{

�¯�Ú�ï�Å  �Þ�”�Å �Í�w
¯�x�z�\�w�¯�Ú�ï�Å�›�Ö�—�p�V�”�Þ�”�Å�›�Ô�`�o�M�‡�b�{

�¯�Ú�ï�Å�d�º

�–�;	Í�w�̈ � �Å�å� �ï �â�”�²�U
:�s�Ý	Â�t�æ

�`�h	Ô�ù�x�z�\�w�¯�Ú�ï�Å�›�–�;�`�‡�b�{�h�i�`�z�h�q�Q�y�z�¯�ï�Ñ�Ÿ
�ª�á�è�”�³�ã�ï�U�7�Ù�!�Ë�^�•�h	Ô�ù�s�r�x�z�§�¢�ï�»�›  0 �t�æ�·�¿�Ä�`�‡�b�{

�Ý	Â�¼�æ�w�æ

�U
ƒ���^�•�h�s
:�›�Ò�Q�”�q�z�â�”�²�x�³�µ�Â�Ü�T�’�é�¿�«�ž�¢�Ä�^�•�z�³�µ�Â�Ü
���g	��U�â�”�²�Ê�›�ž�ï�é�¿�«�b�”�T�z�³�µ�Â�Ü�›�æ�Ò�”�Ä�b�”�‡�p
Y	×�t�é�¬� �ï�p�V�‡�d�œ�{

�â�”�²�U
Y	×�t�Ý	Â�^�•�h	Ô�ù�z�‡�h�x�·�©�á�æ�Â�Ÿ  �ž�Ó�å� �ž�ï�µ�U�æ�Ò�”�Ä�`�h	Ô�ù�x�z�æ


�¼�æ�s
:�U  0 �t�æ�·�¿�Ä�^�•�z�é�¿�«�ž�¢�Ä  �µ�Â�”�»�µ�U  No �t�æ�·�¿�Ä�^�•�‡�b�{

�â�”�²�Ê�w�é�¿�«�‡�h�x�ž�ï�é�¿�«�t�‘�“�z syslog �Ý�¿�·�”�´�U
\
R�^�•�‡�b�{

�›�V�è�Õ�ç  15 �w�³�µ�Â�Ü���g	��x�z�é�¿�«�ž�¢�Ä�^�•�‡�d�œ�{

�« �Í�w�«�p�x�z clear aaa local user authentication fail-attempts �¯�Ú�ï�Å�›�–�;�`�o�z�â�”�²�Ê  anyuser
�w�æ

�¼�æ�§�¢�ï�»�›  0 �t�æ�·�¿�Ä�b�”�M�O�›�Ô�`�‡�b�{

hostname(config)# clear aaa local user authentication fail-attempts  username anyuser
hostname(config)#

�Í�w�«�p�x�z clear aaa local user authentication fail-attempts �¯�Ú�ï�Å�›�–�;�`�o�z�b�‚�o�w�â�”�²
�w�æ

�¼�æ�§�¢�ï�»�›  0 �t�æ�·�¿�Ä�b�”�M�O�›�Ô�`�‡�b�{

hostname(config)# clear aaa local user authentication fail-attempts  all
hostname(config)#

all �b�‚�o�w�â�”�²�w�æ

�¼�æ�§�¢�ï�»�›  0 �t�æ�·�¿�Ä�`�‡�b�{

name �æ

�¼�æ�§�¢�ï�»�U  0 �t�æ�·�¿�Ä�^�•�”�›���w�â�”�²�Ê�›�¦���`�‡�b�{

username �™���w�Í�å�Ý�”�»�U�z�æ

�¼�æ�§�¢�ï�»�U  0 �t�æ�·�¿�Ä�^�•�”�â�”�²�Ê�p
�K�”�\�q�›�Ô�`�‡�b�{

�¯�Ú�ï�Å  �Þ�”�Å

�Ñ�•� �ž�¢�¥�”�ç  �Þ�”�Å �·�©�á�æ�Â�Ÿ  �¯�ï�Â�©�µ�Ä

�ç�”�Â�¿�Å �•�a �³�ï�¬�ç

�Ú�ç�½

�¯�ï�Â�©�µ�Ä �³�µ�Â�Ü

�›�V  EXEC • • • • —

�æ�æ�”�µ �!�Ë�º�0

7.0(1) �\�w�¯�Ú�ï�Å�U�‹�Ö�^�•�‡�`�h�{  
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���È�¯�Ú�ï�Å �¯�Ú�ï�Å 
†�Ì

aaa local authentication attempts max-fail �â�”�²�Ý	Â�¼�æ�w�æ

�U�•�D�^�•�”�s
:�w
M�v�›
ƒ
���`�‡�b�{

clear aaa local user lockout �â�”�²�w�é�¿�«�ž�¢�Ä  �µ�Â�”�»�µ�›�!�Ë�d�c�t�z �æ


�`�h�â�”�²�Ý	Â�¼�æ�w�s
:�›  0 �t�æ�·�¿�Ä�`�‡�b�{

show aaa local user [locked] �q�O�é�¿�«�^�•�o�M�”�â�”�²�Ê�w�æ�µ�Ä�›
¯�Ô�`�‡
�b�{
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clear aaa local user lockout
�¦���`�h�â�”�²�w�é�¿�«�ž�¢�Ä  �µ�Â�”�»�µ�›	«�ˆ�`�z�æ

�¼�æ�§�¢�ï�»�›  0 �t�æ�·�¿�Ä�b�”�t�x�z
�›�V  EXEC �Þ�”�Å�p  clear aaa local user lockout �¯�Ú�ï�Å�›�–�;�`�‡�b�{

clear aaa local user lockout { username name | all}

�³�ï�»�¿�«�µ�w
†�Ì

�Ã�Ñ�¥�ç�Ä �Ã�Ñ�¥�ç�Ä�w�ˆ�^�•�‹�x�K�“�‡�d�œ�{

�¯�Ú�ï�Å  �Þ�”�Å �Í�w
¯�x�z�\�w�¯�Ú�ï�Å�›�Ö�—�p�V�”�Þ�”�Å�›�Ô�`�o�M�‡�b�{

�¯�Ú�ï�Å�d�º

�–�;	Í�w�̈ � �Å�å� �ï username �¦�Ó�³�ã�ï�›�–�;�`�o�â�”�²�›  1 
��i�Z�¦���b�”�\�q�‹�z all �¦�Ó�³�ã�ï�›�–�;�`�o�b�‚
�o�w�â�”�²�›�¦���b�”�\�q�‹�p�V�‡�b�{

�\�w�¯�Ú�ï�Å�x�z�é�¿�«�ž�¢�Ä�^�•�o�M�”�â�”�²�w�µ�Â�”�»�µ�i�Z�t�è�¹�›�t�…�`�‡�b�{

���g	��x�z�Ã�Ì� �µ�T�’�é�¿�«�ž�¢�Ä�^�•�‡�d�œ�{

�â�”�²�Ê�w�é�¿�«�‡�h�x�ž�ï�é�¿�«�t�‘�“�z syslog �Ý�¿�·�”�´�U
\
R�^�•�‡�b�{

�« �Í�w�«�p�x�z clear aaa local user lockout �¯�Ú�ï�Å�›�–�;�`�o�é�¿�«�ž�¢�Ä	Ý�6�›	«�ˆ�`�z�â�”�²�Ê
anyuser �w�æ

�¼�æ�§�¢�ï�»�›  0 �t�æ�·�¿�Ä�b�”�M�O�›�Ô�`�‡�b�{

hostname(config)# clear aaa local user lockout username anyuser
hostname(config)#

���È�¯�Ú�ï�Å

all �b�‚�o�w�â�”�²�w�æ

�¼�æ�§�¢�ï�»�›  0 �t�æ�·�¿�Ä�`�‡�b�{

name �æ

�¼�æ�§�¢�ï�»�U  0 �t�æ�·�¿�Ä�^�•�”�›���w�â�”�²�Ê�›�¦���`�‡�b�{

username �™���w�Í�å�Ý�”�»�U�z�æ

�¼�æ�§�¢�ï�»�U  0 �t�æ�·�¿�Ä�^�•�”�â�”�²�Ê�p
�K�”�\�q�›�Ô�`�‡�b�{

�¯�Ú�ï�Å  �Þ�”�Å

�Ñ�•� �ž�¢�¥�”�ç  �Þ�”�Å �·�©�á�æ�Â�Ÿ  �¯�ï�Â�©�µ�Ä

�ç�”�Â�¿�Å �•�a �³�ï�¬�ç

�Ú�ç�½

�¯�ï�Â�©�µ�Ä �³�µ�Â�Ü

�›�V  EXEC • • • • —

�æ�æ�”�µ �!�Ë�º�0

7.0(1) �\�w�¯�Ú�ï�Å�U�‹�Ö�^�•�‡�`�h�{

�¯�Ú�ï�Å 
†�Ì

aaa local authentication attempts max-fail �â�”�²�Ý	Â�¼�æ�w�æ

�U�•�D�^�•�”�s
:�w
M�v�›
ƒ
���`�‡�b�{

clear aaa local user fail-attempts �â�”�²�w�é�¿�«�ž�¢�Ä  �µ�Â�”�»�µ�›�!�Ë�d�c�t�z �æ


�`�h�â�”�²�Ý	Â�¼�æ�w�s
:�›  0 �t�æ�·�¿�Ä�`�‡�b�{

show aaa local user [locked] �q�O�é�¿�«�^�•�o�M�”�â�”�²�Ê�w�æ�µ�Ä�›
¯�Ô�`�‡
�b�{
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clear aaa-server statistics
AAA �±�”�Ì�w�w�-	Ø�C�›�æ�·�¿�Ä�b�”�t�x�z�›�V  EXEC �Þ�”�Å�p  clear aaa-server statistics �¯�Ú�ï
�Å�›�–�;�`�‡�b�{

clear aaa-server statistics [LOCAL  | groupname [host hostname] | protocol protocol]

�³�ï�»�¿�«�µ�w
†�Ì

�Ã�Ñ�¥�ç�Ä �b�‚�o�w�¬�ç�”�Ó�w�b�‚�o�w  AAA �±�”�Ì�w�-	Ø�C�›�_	†�`�‡�b�{

�¯�Ú�ï�Å  �Þ�”�Å �Í�w
¯�x�z�\�w�¯�Ú�ï�Å�›�Ö�—�p�V�”�Þ�”�Å�›�Ô�`�o�M�‡�b�{

�¯�Ú�ï�Å�d�º

�« �Í�w�¯�Ú�ï�Å�x�z �¬�ç�”�Ó�º�w�›���w�±�”�Ì�w  AAA �w�-	Ø�C�›�æ�·�¿�Ä�b�”�M�O�›�Ô�`�o�M�‡�b�{

hostname(config)#  clear aaa-server statistics svrgrp1 host 1.2.3.4

�Í�w�¯�Ú�ï�Å�x�z 1 �m�w�±�”�Ì  �¬�ç�”�Ó
¶�.�w  AAA �w�-	Ø�C�›�æ�·�¿�Ä�b�”�M�O�›�Ô�`�o�M�‡�b�{

hostname(config)#  clear aaa-server statistics svrgrp1

�Í�w�¯�Ú�ï�Å�x�z�b�‚�o�w�±�”�Ì  �¬�ç�”�Ó�w  AAA �w�-	Ø�C�›�æ�·�¿�Ä�b�”�M�O�›�Ô�`�o�M�‡�b�{

hostname(config)# clear aaa-server statistics

�Í�w�¯�Ú�ï�Å�x�z�›���w�Ó�é�Ä�¯�ç�¢�\�w	Ô�ù�x  TACACS+�£�w  AAA �w�-	Ø�C�›�æ�·�¿�Ä�b�”�M
�O�›�Ô�`�o�M�‡�b�{

hostname(config)# clear aaa-server statistics protocol tacacs+

LOCAL �¢�¦�Ó�³�ã�ï�£ LOCAL �â�”�²  �Ã�”�»�Õ�”�µ�w�w�-	Ø�C�›	«�ˆ�`�‡�b�{

groupname �¢�¦�Ó�³�ã�ï�£�¬�ç�”�Ó�º�w�±�”�Ì�w�w�-	Ø�C�›	«�ˆ�`�‡�b�{

host hostname �¢�¦�Ó�³�ã�ï�£�¬�ç�”�Ó�º�w�›���w�±�”�Ì�w�w�-	Ø�C�›	«�ˆ�`�‡�b�{

protocol protocol �¢�¦�Ó�³�ã�ï�£�Í�w�›���w�Ó�é�Ä�¯�ç�w�±�”�Ì�w�w�-	Ø�C�›	«�ˆ�`�‡�b�{

• kerberos

• ldap

• nt

• radius

• sdi

• tacacs+

�¯�Ú�ï�Å  �Þ�”�Å

�Ñ�•� �ž�¢�¥�”�ç  �Þ�”�Å �·�©�á�æ�Â�Ÿ  �¯�ï�Â�©�µ�Ä

�ç�”�Â�¿�Å �•�a �³�ï�¬�ç

�Ú�ç�½

�¯�ï�Â�©�µ�Ä �³�µ�Â�Ü

�›�V  EXEC • • • • —

�æ�æ�”�µ �!�Ë�º�0

7.0(1) CLI �¨� �Å�å� �ï�t�
�O�‘�O�t�z�\�w�¯�Ú�ï�Å�U�!�Ë�^�•�‡�`�h�{�Ó�é�Ä
�¯�ç�w�‹�w  nt-domain �U nt �t�z rsa-ace �U sdi �t�”�V�õ�Q�’�•�‡�`�h�{
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���È�¯�Ú�ï�Å

clear access-group
�b�‚�o�w� �ï�»�”�Ñ�£� �µ�T�’�ž�«�·�µ  �¬�ç�”�Ó�›�_	†�b�”�t�x�z clear access-group �¯�Ú�ï�Å�›�–
�;�`�‡�b�{

clear access-group

�³�ï�»�¿�«�µ�w
†�Ì �\�w�¯�Ú�ï�Å�t�x�z�¾
:�‹�©�”�ë�”�Å�‹�K�“�‡�d�œ�{

�Ã�Ñ�¥�ç�Ä �Ã�Ñ�¥�ç�Ä�w�ˆ�^�•�‹�x�K�“�‡�d�œ�{

�¯�Ú�ï�Å  �Þ�”�Å �Í�w
¯�x�z�\�w�¯�Ú�ï�Å�›�Ö�—�p�V�”�Þ�”�Å�›�Ô�`�o�M�‡�b�{

�¯�Ú�ï�Å�d�º

�« �Í�w�«�p�x�z�b�‚�o�w�ž�«�·�µ  �¬�ç�”�Ó�›�_	†�b�”�M�O�›�Ô�`�‡�b�{

hostname(config)# clear access-group

���È�¯�Ú�ï�Å

�¯�Ú�ï�Å 
†�Ì

aaa-server protocol AAA �±�”�Ì
€���Ã�”�»�w�¬�ç�”�Ó�=�›�¦���S�‘�|���g�`�‡
�b�{

clear configure aaa-server �Ã�Ñ�¥�ç�Ä�Ž�Ž�w�b�‚�o�w  aaa �±�”�Ì  �¬�ç�”�Ó�›�_	†�z �‡�h
�x�¦���`�h�¬�ç�”�Ó�›	«�ˆ�`�‡�b�{

show aaa-server AAA �±�”�Ì�w�w�-	Ø�C�›
¯�Ô�`�‡�b�{

show running-config aaa-server �q�O�w  AAA �±�”�Ì�w�¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï�‹�›
¯�Ô�`�‡
�b�{

�¯�Ú�ï�Å  �Þ�”�Å

�Ñ�•� �ž�¢�¥�”�ç  �Þ�”�Å �·�©�á�æ�Â�Ÿ  �¯�ï�Â�©�µ�Ä

�ç�”�Â�¿�Å �•�a �³�ï�¬�ç

�Ú�ç�½

�¯�ï�Â�©�µ�Ä �³�µ�Â�Ü

�¬�é�”�Ì�ç  �¯�ï�Ñ�Ÿ�ª�á�è�”
�³�ã�ï

• • • • —

�æ�æ�”�µ �!�Ë�º�0

�7�� �\�w�¯�Ú�ï�Å�x�7���w�‹�w�p�b�{

�¯�Ú�ï�Å 
†�Ì

access-group �ž�«�·�µ  �æ�µ�Ä�›� �ï�»�”�Ñ�£� �µ�t�Ì� �ï�Å�`�‡�b�{

show running-config access-group �q�O�w�ž�«�·�µ  �¬�ç�”�Ó  �¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï�›
¯�Ô�`
�‡�b�{
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clear access-list
�ž�«�·�µ  �æ�µ�Ä �§�¢�ï�»�›	«�ˆ�b�”�t�x�z�¬�é�”�Ì�ç  �¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï  �Þ�”�Å�p  clear
access-list �¯�Ú�ï�Å�›�–�;�`�‡�b�{  

clear access-list [id] counters

�³�ï�»�¿�«�µ�w
†�Ì

�Ã�Ñ�¥�ç�Ä �b�‚�o�w�ž�«�·�µ  �æ�µ�Ä  �§�¢�ï�»�U	«�ˆ�^�•�‡�b�{

�¯�Ú�ï�Å  �Þ�”�Å �Í�w
¯�x�z�\�w�¯�Ú�ï�Å�›�Ö�—�p�V�”�Þ�”�Å�›�Ô�`�o�M�‡�b�{

�¯�Ú�ï�Å�d�º

�–�;	Í�w�̈ � �Å�å� �ï clear access-list �¯�Ú�ï�Å�›�Ö�—�b�”�q�V�t  id �›�¦���`�s�M�q�z�b�‚�o�w�ž�«�·�µ  �æ�µ�Ä  �§�¢�ï�»
�U	«�ˆ�^�•�‡�b�{  

�« �Í�w�«�p�x�z�›���w�ž�«�·�µ  �æ�µ�Ä  �§�¢�ï�»�›	«�ˆ�b�”�M�O�›�Ô�`�‡�b�{

hostname # clear access-list inbound counters

���È�¯�Ú�ï�Å

counters �ž�«�·�µ  �æ�µ�Ä  �§�¢�ï�»�›	«�ˆ�`�‡�b�{

id �¢�¦�Ó�³�ã�ï�£�ž�«�·�µ  �æ�µ�Ä�w�Ê
²�‡�h�x
j�ø�{  

�¯�Ú�ï�Å  �Þ�”�Å

�Ñ�•� �ž�¢�¥�”�ç  �Þ�”�Å �·�©�á�æ�Â�Ÿ  �¯�ï�Â�©�µ�Ä

�ç�”�Â�¿�Å �•�a �³�ï�¬�ç

�Ú�ç�½

�¯�ï�Â�©�µ�Ä �³�µ�Â�Ü

�›�V  EXEC • • • • —

�æ�æ�”�µ �!�Ë�º�0

�7�� �\�w�¯�Ú�ï�Å�x�7���w�‹�w�p�b�{

�¯�Ú�ï�Å 
†�Ì

access-list extended �ž�«�·�µ  �æ�µ�Ä�›�¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï�t�å�C�`�z �Ñ�•� 
�ž�¢�¥�”�ç�›�è�a�b�”  IP �Ä�å�Ñ�Ÿ�¿�«�;�w�Ù�æ�³�”�›
ƒ��
�`�‡�b�{

access-list standard �ž�«�·�µ  �æ�µ�Ä�›�å�C�`�o�z OSPF �6
�
Í�w�ç�”�Ä�Ú�¿�Ó�t
�–�;�p�V�”�z OSPF �ç�”�Ä�w�|
Œ  IP �ž�Å�è�µ�›�¦���`�‡�b�{

clear configure access-list �î�æ�¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï�T�’�ž�«�·�µ  �æ�µ�Ä�›	«�ˆ�`
�‡�b�{

show access-list �ž�«�·�µ  �æ�µ�Ä�w�¤�ï�Ä�æ�›
j�ø���t
¯�Ô�`�‡�b�{

show running-config access-list �·�©�á�æ�Â�Ÿ  �ž�Ó�å� �ž�ï�µ�p�î�æ�^�•�o�M�”�ž�«�·�µ  �æ
�µ�Ä  �¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï�›
¯�Ô�`�‡�b�{
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clear arp
�¼� �Æ�Û�¿�«  ARP �¤�ï�Ä�æ�‡�h�x  ARP �w�-	Ø�C�›	«�ˆ�b�”�t�x�z �›�V  EXEC �Þ�”�Å�p  clear arp �¯
�Ú�ï�Å�›�–�;�`�‡�b�{

clear arp [statistics]

�³�ï�»�¿�«�µ�w
†�Ì �\�w�¯�Ú�ï�Å�t�x�z�¾
:�‹�©�”�ë�”�Å�‹�K�“�‡�d�œ�{

�Ã�Ñ�¥�ç�Ä �Ã�Ñ�¥�ç�Ä�w�ˆ�^�•�‹�x�K�“�‡�d�œ�{

�¯�Ú�ï�Å  �Þ�”�Å �Í�w
¯�x�z�\�w�¯�Ú�ï�Å�›�Ö�—�p�V�”�Þ�”�Å�›�Ô�`�o�M�‡�b�{

�¯�Ú�ï�Å�d�º

�« �Í�w�«�p�x�z ARP �w�-	Ø�C�›�b�‚�o	«�ˆ�`�‡�b�{

hostname# clear arp statistics

���È�¯�Ú�ï�Å

�¯�Ú�ï�Å  �Þ�”�Å

�Ñ�•� �ž�¢�¥�”�ç  �Þ�”�Å �·�©�á�æ�Â�Ÿ  �¯�ï�Â�©�µ�Ä

�ç�”�Â�¿�Å �•�a �³�ï�¬�ç

�Ú�ç�½

�¯�ï�Â�©�µ�Ä �³�µ�Â�Ü

�›�V  EXEC • • • • —

�æ�æ�”�µ �!�Ë�º�0

�7�� �\�w�¯�Ú�ï�Å�x�7���w�‹�w�p�b�{

�¯�Ú�ï�Å 
†�Ì

arp �µ�»�Â�Ÿ�¿�«  ARP �¤�ï�Ä�æ�›�å�C�`�‡�b�{

arp-inspection �•�a�Ñ�•� �ž�¢�¥�”�ç  �Þ�”�Å�p�z ARP �Í�­�¿�Ä�›�Ð�‚�o  ARP �µ
�Ó�”�Ñ�Ÿ�ï�¬�›�w�­�`�‡�b�{

show arp statistics ARP �w�-	Ø�C�›
¯�Ô�`�‡�b�{

show running-config arp ARP �»� �Ü�ž�¢�Ä�w�q�O�w�¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï�›
¯�Ô�`�‡�b�{
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clear asp drop
�ž�«�·�å�è�”�³�ã�ï  �·�©�á�æ�Â�Ÿ  �Í�µ�w�Å�é�¿�Ó�w�-	Ø�C�›	«�ˆ�b�”�t�x�z�›�V  EXEC �Þ�”�Å�p
clear asp drop �¯�Ú�ï�Å�›�–�;�`�‡�b�{

clear asp drop [flow type | frame type]

�³�ï�»�¿�«�µ�w
†�Ì

�Ã�Ñ�¥�ç�Ä �Ã�Ñ�¥�ç�Ä�p�x�z�\�w�¯�Ú�ï�Å�x�b�‚�o�w�Å�é�¿�Ó�w�-	Ø�C�›	«�ˆ�`�‡�b�{

�¯�Ú�ï�Å  �Þ�”�Å �Í�w
¯�x�z�\�w�¯�Ú�ï�Å�›�Ö�—�p�V�”�Þ�”�Å�›�Ô�`�o�M�‡�b�{

�¯�Ú�ï�Å�d�º

flow �¢�¦�Ó�³�ã�ï�£�Å�é�¿�Ó�^�•�h�Ñ�é�”�w�-	Ø�C�›	«�ˆ�`�‡�b�{

frame �¢�¦�Ó�³�ã�ï�£�Å�é�¿�Ó�^�•�h�Í�­�¿�Ä�w�-	Ø�C�›	«�ˆ�`�‡�b�{

type �¢�¦�Ó�³�ã�ï�£�›���w�Ó�é�·�µ�w�Å�é�¿�Ó�^�•�h�Ñ�é�”�‡�h�x�Í�­�¿�Ä�w�w�-	Ø
�C�›	«�ˆ�`�‡�b�{�»� �Ó�w�æ�µ�Ä�t�m�M�o�x�z �®�–�;	Í�w�¨� �Å�å� �ï �¯�›�€	°
�`�o�X�i�^�M�{

�¯�Ú�ï�Å  �Þ�”�Å

�Ñ�•� �ž�¢�¥�”�ç  �Þ�”�Å �·�©�á�æ�Â�Ÿ  �¯�ï�Â�©�µ�Ä

�ç�”�Â�¿�Å �•�a �³�ï�¬�ç

�Ú�ç�½

�¯�ï�Â�©�µ�Ä �³�µ�Â�Ü

�›�V  EXEC • • • • •

�æ�æ�”�µ �!�Ë�º�0

7.0(1) �\�w�¯�Ú�ï�Å�U�‹�Ö�^�•�‡�`�h�{
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�–�;	Í�w�̈ � �Å�å� �ï �Ó�é�·�µ  �»� �Ó�t�x�z�Í�w�‹�w�U�K�“�‡�b�{

acl-drop
audit-failure
closed-by-inspection
conn-limit-exceeded
fin-timeout
flow-reclaimed
fo-primary-closed
fo-standby
fo_rep_err
host-removed
inspect-fail
ips-fail-close
ips-request
ipsec-spoof-detect
loopback
mcast-entry-removed
mcast-intrf-removed
mgmt-lockdown
nat-failed
nat-rpf-failed
need-ike
no-ipv6-ipsec
non_tcp_syn
out-of-memory
parent-closed
pinhole-timeout
recurse
reinject-punt
reset-by-ips
reset-in
reset-oout
shunned
syn-timeout
tcp-fins
tcp-intecept-no-response
tcp-intercept-kill
tcp-intercept-unexpected
tcpnorm-invalid-syn
tcpnorm-rexmit-bad
tcpnorm-win-variation
timeout
tunnel-pending
tunnel-torn-down
xlate-removed

�« �Í�w�«�p�x�z�Å�é�¿�Ó�w�-	Ø�C�›�b�‚�o	«�ˆ�`�‡�b�{

hostname# clear asp drop

���È�¯�Ú�ï�Å �¯�Ú�ï�Å 
†�Ì

show asp drop �Å�é�¿�Ó�^�•�h�Í�­�¿�Ä�w�ž�«�·�å�è�”�³�ã�ï  �·�©�á�æ�Â�Ÿ  �Í�µ  �§�¢
�ï�»�›
¯�Ô�`�‡�b�{
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clear blocks
�7�ÿ
+	j�:�•�d�º	Ø�C�s�r�w�Í�­�¿�Ä  �Ì�¿�Ñ�•  �§�¢�ï�»�›�æ�·�¿�Ä�b�”�t�x�z�›�V  EXEC �Þ�”�Å
�p  clear blocks �¯�Ú�ï�Å�›�–�;�`�‡�b�{

clear blocks

�³�ï�»�¿�«�µ�w
†�Ì �\�w�¯�Ú�ï�Å�t�x�z�¾
:�‹�©�”�ë�”�Å�‹�K�“�‡�d�œ�{

�Ã�Ñ�¥�ç�Ä �Ã�Ñ�¥�ç�Ä�w�ˆ�^�•�‹�x�K�“�‡�d�œ�{

�¯�Ú�ï�Å  �Þ�”�Å �Í�w
¯�x�z�\�w�¯�Ú�ï�Å�›�Ö�—�p�V�”�Þ�”�Å�›�Ô�`�o�M�‡�b�{

�¯�Ú�ï�Å�d�º

�–�;	Í�w�̈ � �Å�å� �ï �7�ÿ
+	j�:�§�¢�ï�»�›�¤�Ó�”�ç�º�p�q�O�–�;�D�ó�s�Ò�é�¿�«�t�æ�·�¿�Ä�`�‡�b�{�‡�h�z
²�s�w�Ì�¿
�Ñ�•�Â�“�p�o�w�æ

�Ì�t�-���^�•�h�d�º	Ø�C�‹	«�ˆ�`�‡�b�{

�« �Í�w�«�p�x�z�Ò�é�¿�«�›	«�ˆ�`�‡�b�{

hostname# clear blocks

���È�¯�Ú�ï�Å

�¯�Ú�ï�Å  �Þ�”�Å

�Ñ�•� �ž�¢�¥�”�ç  �Þ�”�Å �·�©�á�æ�Â�Ÿ  �¯�ï�Â�©�µ�Ä

�ç�”�Â�¿�Å �•�a �³�ï�¬�ç

�Ú�ç�½

�¯�ï�Â�©�µ�Ä �³�µ�Â�Ü

�›�V  EXEC • • • — •

�æ�æ�”�µ �!�Ë�º�0

�7�� �\�w�¯�Ú�ï�Å�x�7���w�‹�w�p�b�{

�¯�Ú�ï�Å 
†�Ì

blocks �Ò�é�¿�«

�…�t�Â�“�p�o�’�•�o�M�”�Ý�Þ�æ�›
ÿ�•�`�‡�b�{

show blocks �³�µ�Â�Ü  �Ì�¿�Ñ�•�w�–�;	Ý�¯�›
¯�Ô�`�‡�b�{



�H 5 	·       cache �¯�Ú�ï�Å�™  clear compression �¯�Ú�ï�Å
  clear-button

5-46
Cisco �·�©�á�æ�Â�Ÿ  �ž�Ó�å� �ž�ï�µ  �¯�Ú�ï�Å  �æ�Ñ�•�è�ï�µ

OL-10086-02-J

clear-button
WebVPN �â�”�²�U�·�©�á�æ�Â�Ÿ  �ž�Ó�å� �ž�ï�µ�t
€���`�h�q�V�t
¯�Ô�^�•�”  WebVPN �Ö�”�´  �é�¬
� �ï  �Ø�¿�«�µ�w  Clear �Ø�»�ï�›�§�µ�»�Ú� �¶�b�”�t�x�z webvpn �§�µ�»�Ú� �¸�”�³�ã�ï  �Þ�”�Å�p
clear-button �¯�Ú�ï�Å�›�–�;�`�‡�b�{

clear-button { text | style} value

[no] clear-button { text | style} value

�\�w�¯�Ú�ï�Å�›�¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï�T�’�_	†�`�z�‹�U�'	•�^�•�”�‘�O�t�b�”�t�x�z�\�w�¯�Ú�ï
�Å�w no ���Ü�›�–�;�`�‡�b�{

�³�ï�»�¿�«�µ�w
†�Ì

�Ã�Ñ�¥�ç�Ä �Ã�Ñ�¥�ç�Ä�w�Â�©�µ�Ä�x�® Clear�¯�p�b�{

�Ã�Ñ�¥�ç�Ä�w�µ�»� �ç�x  border:1px solid black;background-color:white;font-weight:bold;font-size:80%
�p�b�{

�¯�Ú�ï�Å  �Þ�”�Å �Í�w
¯�x�z�\�w�¯�Ú�ï�Å�›�Ö�—�p�V�”�Þ�”�Å�›�Ô�`�o�M�‡�b�{

�¯�Ú�ï�Å�d�º

�–�;	Í�w�̈ � �Å�å� �ï style �¦�Ó�³�ã�ï�x�z���®�s  Cascading Style Sheet�¢ CSS�£�Í�å�Ý�”�»�q�`�o
¯�q�^�•�‡�b�{�\�w�Í�å
�Ý�”�»�w
†�Ì�x�z�\�w�Ú�Ç�á�ž�ç�p�x	��“�{�M�‡�d�œ�{ CSS �Í�å�Ý�”�»�w	Ä�I�t�m�M�o�x�z World
Wide Web Consortium�¢ W3C�£�w  Web �±� �Ä  www.w3.org �w CSS �“�7�›�€	°�`�o�X�i�^�M�{ �° CSS 2.1
Specification�±�w�® Appendix F� �̄t�x�z CSS �Í�å�Ý�”�»�w�–�M�•�b�M�æ�µ�Ä�U�K�“�‡�b�{�\�w
Ç�å�x
www.w3.org/TR/CSS21/propidx.html �p�Ö	��D�ó�p�b�{

�\�\�p�x�z WebVPN �Ö�”�´�t�0�b�”�!�Ë�p�7�‹�‘�X�æ�˜�•�”�Ö�”�´�w
�	í�›�!�Ë�b�”�h�Š�w�Î�ï�Ä
�›	º�p�`�‡�b�{

• �§�ï�Ú�à
~�“�w  RGB �‹�z HTML �w	í�‹�z�‡�h�x	í�w�Ê
²�¢ HTML �p�Ý�Ý�^�•�”	Ô�ù�£�›�–�;
�p�V�‡�b�{  

• RGB ���Ü�x  0,0,0 �p�z�¤	í�¢
z�z�˜�z
h�£�t�m�M�o  0 �™ 255 �w
c�“�p  10 
��‹�›�Ö�—�`�‡�b�{�\
�w�§�ï�Ú�à
~�“�w�¤�ï�Ä�æ�x�z���w  2 	í�q���ù�b�”�¤	í�w�K�S�w�è�Õ�ç�›�Ô�`�o�M�‡�b�{

• HTML ���Ü�x  #000000 �p�z 16 
����Ü�w  6 �;�w
:�‹�p�b�{
Œ�„�q  2 
j�è�x
z�›�z 3 
j�è�q  4 
j�è
�x�˜�›�z 5 
j�è�q  6 
j�è�x
h�›
¯�`�o�M�‡�b�{

text �Â�©�µ�Ä�›�!�Ë�b�”�\�q�›�¦���`�‡�b�{

style �µ�»� �ç�›�!�Ë�b�”�\�q�›�¦���`�‡�b�{

value �î�M�t
¯�Ô�b�”�Â�©�µ�Ä�¢�7�G  256 ���È�£�z�‡�h�x  Cascading Style Sheet
�¢ CSS�£�Í�å�Ý�”�»�¢�7�G  256 ���È�£�p�b�{

�¯�Ú�ï�Å  �Þ�”�Å

�Ñ�•� �ž�¢�¥�”�ç  �Þ�”�Å �·�©�á�æ�Â�Ÿ  �¯�ï�Â�©�µ�Ä

�ç�”�Â�¿�Å �•�a �³�ï�¬�ç

�Ú�ç�½

�¯�ï�Â�©�µ�Ä �³�µ�Â�Ü

Webvpn �§�µ�»�Ú�  �¸ �” �³ �ã
�ï

• — • — —

�æ�æ�”�µ �!�Ë�º�0

7.1(1) �\�w�¯�Ú�ï�Å�U�‹�Ö�^�•�‡�`�h�{
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�¢�«�£ WebVPN �Ö�”�´�›���o�t�§�µ�»�Ú� �¶�b�”�t�x�z ASDM �›�–�;�b�”�\�q�›�S�ç�Š�`�‡�b�{ ASDM
�t�x�z	í�_�Š�•�Ó�è�Ï�á�”�;�ó�s�r�z�µ�»� �ç�w�A
É�›
ƒ���b�”�w�t�(�b�s�;�ó�U�K�“�‡�b�{

�« �Í�w�«�p�x�z Clear �Ø�»�ï�w�Ã�Ñ�¥�ç�Ä�w
�� 	í�›���T�’
h�t�!�Ë�`�o�M�‡�b�{

F1-asa1(config)# webvpn
F1-asa1(config-webvpn)# customization cisco
F1-asa1(config-webvpn-custom)# clear-button style background-color:blue

���È�¯�Ú�ï�Å �¯�Ú�ï�Å 
†�Ì

login-button WebVPN �Ö�”�´  Login �Ø�¿�«�µ�w�é�¬� �ï  �Ø�»�ï�›�§�µ�»�Ú� �¶�`�‡�b�{

login-title WebVPN �Ö�”�´ Login �Ø�¿�«�µ�w�»� �Ä�ç�›�§�µ�»�Ú� �¶�`�‡�b�{

group-prompt WebVPN �Ö�”�´  Login �Ø�¿�«�µ�w�¬�ç�”�Ó  �Ó�é�ï�Ó�Ä�›�§�µ�»�Ú� �¶�`
�‡�b�{

password-prompt WebVPN �Ö�”�´  Login �Ø�¿�«�µ�w�Í�µ�ë�”�Å  �Ó�é�ï�Ó�Ä�›�§�µ�»�Ú� �¶
�`�‡�b�{

username-prompt WebVPN �Ö�”�´  Login �Ø�¿�«�µ�w�â�”�²�Ê�Ó�é�ï�Ó�Ä�›�§�µ�»�Ú� �¶�`
�‡�b�{
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clear capture
�©�ß�Ó�½�ß  �Ì�¿�Ñ�•�›	«�ˆ�b�”�t�x�z clear capture capture_name �¯�Ú�ï�Å�›�–�;�`�‡�b�{  

clear capture capture_name

�³�ï�»�¿�«�µ�w
†�Ì

�Ã�Ñ�¥�ç�Ä �\�w�¯�Ú�ï�Å�t�Ã�Ñ�¥�ç�Ä
ƒ���x�K�“�‡�d�œ�{

�¯�Ú�ï�Å  �Þ�”�Å �Í�w
¯�x�z�\�w�¯�Ú�ï�Å�›�Ö�—�p�V�”�Þ�”�Å�›�Ô�`�o�M�‡�b�{

�¯�Ú�ï�Å�d�º

�–�;	Í�w�̈ � �Å�å� �ï �¡�l�o�b�‚�o�w�Í�­�¿�Ä  �©�ß�Ó�½�ß�›	«�ˆ�b�”�\�q�U�s�M�‘�O�t�z clear capture �w�y	V���¢ cl cap
�•  clear cap �s�r�£�x�±�Ù�”�Ä�^�•�o�M�‡�d�œ�{

�« �Í�w�«�p�x�z�©�ß�Ó�½�ß  �Ì�¿�Ñ�•�® trudy�¯�w�©�ß�Ó�½�ß  �Ì�¿�Ñ�•�›	«�ˆ�b�”�M�O�›�Ô�`�‡�b�{

hostname(config)# clear capture trudy

���È�¯�Ú�ï�Å

capture_name �Í�­�¿�Ä  �©�ß�Ó�½�ß�w�Ê
²�{

�¯�Ú�ï�Å  �Þ�”�Å

�Ñ�•� �ž�¢�¥�”�ç  �Þ�”�Å �·�©�á�æ�Â�Ÿ  �¯�ï�Â�©�µ�Ä

�ç�”�Â�¿�Å �•�a �³�ï�¬�ç

�Ú�ç�½

�¯�ï�Â�©�µ�Ä �³�µ�Â�Ü

�›�V�Þ�”�Å • • • • •

�æ�æ�”�µ �!�Ë�º�0

7.0 �\�w�¯�Ú�ï�Å�U�±�Ù�”�Ä�^�•�”�‘�O�t�s�“�‡�`�h�{

�¯�Ú�ï�Å 
†�Ì

capture �Í�­�¿�Ä  �©�ß�Ó�½�ß�;�ó�›���®�t�`�o�z �Í�­�¿�Ä�w�µ�Ç�¿�Ñ�Ÿ�ï�¬�•�É�¿
�Ä�ë�”�«	Ë�•�›�U	Z�p�V�”�‘�O�t�`�‡�b�{

show capture �¦�Ó�³�ã�ï�U�?�‹�¦���^�•�o�M�s�M	Ô�ù�x�z�©�ß�Ó�½�ß�w�¯�ï�Ñ�Ÿ�ª�á
�è�”�³�ã�ï�›
¯�Ô�`�‡�b�{
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clear compression
�b�‚�o�w  SVC �S�‘�|  WebVPN 
€���t�m�M�o�w�y	V�w�-	Ø�C�›	«�ˆ�b�”�t�x�z�›�V  EXEC �Þ�”�Å�p
clear compression �¯�Ú�ï�Å�›�–�;�`�‡�b�{

clear compression {all | svc | http-comp}

�Ã�Ñ�¥�ç�Ä �\�w�¯�Ú�ï�Å�t�x�z�Ã�Ñ�¥�ç�Ä�w�ˆ�^�x�K�“�‡�d�œ�{

�¯�Ú�ï�Å  �Þ�”�Å �Í�w
¯�x�z�\�w�¯�Ú�ï�Å�›�Ö�—�p�V�”�Þ�”�Å�›�Ô�`�o�M�‡�b�{

�¯�Ú�ï�Å�d�º

�« �Í�w�«�p�x�z�â�”�²�x�y	V�¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï�›	«�ˆ�`�‡�b�{

hostname#(config) clear configure compression

���È�¯�Ú�ï�Å

�¯�Ú�ï�Å  �Þ�”�Å

�Ñ�•� �ž�¢�¥�”�ç  �Þ�”�Å �·�©�á�æ�Â�Ÿ  �¯�ï�Â�©�µ�Ä

�ç�”�Â�¿�Å �•�a �³�ï�¬�ç

�Ú�ç�½

�¯�ï�Â�©�µ�Ä �³�µ�Â�Ü

�¬�é�”�Ì�ç  �¯�ï�Ñ�Ÿ�ª�á�è�”
�³�ã�ï

• — • — —

�æ�æ�”�µ �!�Ë�º�0

7.1(1) �\�w�¯�Ú�ï�Å�U�‹�Ö�^�•�‡�`�h�{

�¯�Ú�ï�Å 
†�Ì

compression �b�‚�o�w  SVC �S�‘�|  WebVPN 
€���w�y	V�›� �É�”�Ò�ç�t�`�‡�b�{

svc compression SVC 
€��	Í�w�Ã�”�»�w�y	V�›�›���w�¬�ç�”�Ó�‡�h�x�â�”�²�t�0�`�o� 
�É�”�Ò�ç�t�`�‡�b�{
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6

clear configure �¯�Ú�ï�Å�™  
clear configure zonelabs-integrity 
�¯�Ú�ï�Å

clear configure
�î�æ�¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï�›	«�ˆ�b�”�t�x�z�¬�é�”�Ì�ç  �¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï  �Þ�”�Å�p  clear
configure �¯�Ú�ï�Å�›�–�;�`�‡�b�{

clear configure { primary | secondary | all | command}

�³�ï�»�¿�«�µ�w
†�Ì

�Ã�Ñ�¥�ç�Ä �Ã�Ñ�¥�ç�Ä�w�ˆ�^�•�‹�x�K�“�‡�d�œ�{

command �¦���`�h�¯�Ú�ï�Å�w�¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï�›	«�ˆ�`�‡�b�{	Ä�I�t�m�M�o
�x�z �\�w�Ú�Ç�á�ž�ç�w�¤  clear configure command �¯�Ú�ï�Å�w�x�‘�w�¤�ï�Ä
�æ�›�€	°�`�o�X�i�^�M�{

primary �Í�w�¯�Ú�ï�Å�›���‰�z
€��
Q�t���È�b�”�¯�Ú�ï�Å�›	«�ˆ�`�‡�b�{

• tftp-server

• shun

• route

• ip address

• mtu

• failover

• monitor-interface

• boot

secondary �¢ primary �©�”�ë�”�Å�›�–�;�`�o	«�ˆ�^�•�”�£ 
€���t���È�b�”�¯�Ú�ï�Å�Ž�Ž
�w�¯�Ú�ï�Å�›	«�ˆ�`�‡�b�{

all �î�æ�¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï
¶�.�›	«�ˆ�`�‡�b�{
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�¯�Ú�ï�Å  �Þ�”�Å �Í�w
¯�x�z�\�w�¯�Ú�ï�Å�›�Ö�—�p�V�”�Þ�”�Å�›�Ô�`�o�M�‡�b�{

�¯�Ú�ï�Å�d�º

�–�;	Í�w�̈ � �Å�å� �ï �\�w�¯�Ú�ï�Å�›�·�©�á�æ�Â�Ÿ  �¯�ï�Â�©�µ�Ä�p�Ö�—�b�”	Ô�ù�x�z�¯�ï�Â�©�µ�Ä  �¯�ï�Ñ�Ÿ�ª�á�è�”
�³�ã�ï�i�Z�U	«�ˆ�^�•�‡�b�{�\�w�¯�Ú�ï�Å�›�³�µ�Â�Ü�î�æ�µ�Ö�”�µ�p�Ö�—�b�”	Ô�ù�x�z�b�‚�o�w�¯
�ï�Â�©�µ�Ä�î�æ�¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï�t�C�Q�o�³�µ�Â�Ü�î�æ�¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï�‹	«�ˆ�^
�•�‡�b�{�³�µ�Â�Ü  �¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï�º�w�b�‚�o�w�¯�ï�Â�©�µ�Ä  �¤�ï�Ä�æ�U	«�ˆ�^�•�”�h�Š

�¢ context �¯�Ú�ï�Å�›�€	°�£�z�¯�ï�Â�©�µ�Ä�x�î�æ�^�•�c�z�¯�ï�Â�©�µ�Ä�î�æ�µ�Ö�”�µ�t� �ˆ�p�V�s
�X�s�“�‡�b�{

�¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï�›	«�ˆ�b�”
²�t�z �¢�µ�»�”�Ä�ž�¿�Ó  �¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï�w	Ô	t�›�¦��
�b�”�£ boot config �¯�Ú�ï�Å�•�w�b�‚�o�w�!�Ë�›�µ�»�”�Ä�ž�¿�Ó  �¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï�t�-���`�‡
�b�{ �µ�»�”�Ä�ž�¿�Ó  �¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï�w	Ô	t�›�î�æ�¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï�º�i�Z�p�!�Ë�`
�h	Ô�ù�x�z�6�I�ˆ�Ì�t�¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï�x�Ã�Ñ�¥�ç�Ä�•�”�T�’�é�”�Å�^�•�‡�b�{

�« �Í�w�«�p�x�z�î�æ�¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï
¶�.�›	«�ˆ�`�‡�b�{

hostname(config)# clear configure all

���È�¯�Ú�ï�Å

�¯�Ú�ï�Å  �Þ�”�Å

�Ñ�•� �ž�¢�¥�”�ç  �Þ�”�Å �·�©�á�æ�Â�Ÿ  �¯�ï�Â�©�µ�Ä

�ç�”�Â�¿�Å �•�a �³�ï�¬�ç

�Ú�ç�½

�¯�ï�Â�©�µ�Ä �³�µ�Â�Ü

�¬�é�”�Ì�ç  �¯�ï�Ñ�Ÿ�ª�á�è�”
�³�ã�ï

• • • • •

�æ�æ�”�µ �!�Ë�º�0

�7�� �\�w�¯�Ú�ï�Å�x�7���w�‹�w�p�b�{

�¯�Ú�ï�Å 
†�Ì

configure http �¦���`�h  HTTP(S) URL �T�’�w�¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï  �Ñ�•� 
�ç�›�î�æ�¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï�q�Ú�”�´�`�‡�b�{

configure memory �µ�»�”�Ä�ž�¿�Ó  �¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï�›�î�æ�¯�ï�Ñ�Ÿ�ª�á
�è�”�³�ã�ï�q�Ú�”�´�`�‡�b�{

configure net �¦���`�h  TFTP URL �T�’�w�¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï  �Ñ�•� �ç�›
�î�æ�¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï�q�Ú�”�´�`�‡�b�{

configure factory-default CLI �p�Ö�—�b�”�¯�Ú�ï�Å�›�î�æ�¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï�t�å�C
�`�‡�b�{

show running-config �î�æ�¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï�›
¯�Ô�`�‡�b�{



�H 6 	·       clear configure �¯�Ú�ï�Å�™  clear configure zonelabs-integrity �¯�Ú�ï�Å
  clear configure aaa

6-3
Cisco �·�©�á�æ�Â�Ÿ  �ž�Ó�å� �ž�ï�µ  �¯�Ú�ï�Å  �æ�Ñ�•�è�ï�µ

OL-10086-02-J

clear configure aaa
aaa �¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï�›	«�ˆ�b�”�t�x�z�¬�é�”�Ì�ç  �¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï  �Þ�”�Å�p  clear
configure aaa �¯�Ú�ï�Å�›�–�;�`�‡�b�{ clear configure aaa �¯�Ú�ï�Å�x�z�¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï�T
�’  AAA �¯�Ú�ï�Å���›�_	†�`�‡�b�{

clear configure aaa

�³�ï�»�¿�«�µ�w
†�Ì �\�w�¯�Ú�ï�Å�t�x�z�¾
:�‹�©�”�ë�”�Å�‹�K�“�‡�d�œ�{

�Ã�Ñ�¥�ç�Ä �Ã�Ñ�¥�ç�Ä�w�ˆ�^�•�‹�x�K�“�‡�d�œ�{

�¯�Ú�ï�Å  �Þ�”�Å �Í�w
¯�x�z�\�w�¯�Ú�ï�Å�›�Ö�—�p�V�”�Þ�”�Å�›�Ô�`�o�M�‡�b�{

�¯�Ú�ï�Å�d�º

�–�;	Í�w�̈ � �Å�å� �ï �‡�h�z�\�w�¯�Ú�ï�Å�x�z AAA �Í�å�Ý�”�»�U���O�b�”	Ô�ù�æ�·�¿�Ä�`�o�Ã�Ñ�¥�ç�Ä�‹�t�`�‡�b�{

�i�t�í�b�\�q�x�p�V�‡�d�œ�{

�« hostname(config)# clear  configure  aaa

���È�¯�Ú�ï�Å

�¯�Ú�ï�Å  �Þ�”�Å

�Ñ�•� �ž�¢�¥�”�ç  �Þ�”�Å �·�©�á�æ�Â�Ÿ  �¯�ï�Â�©�µ�Ä

�ç�”�Â�¿�Å �•�a �³�ï�¬�ç

�Ú�ç�½

�¯�ï�Â�©�µ�Ä �³�µ�Â�Ü

�¬�é�”�Ì�ç  �¯�ï�Ñ�Ÿ�ª�á�è�”
�³�ã�ï

• • • • —

�æ�æ�”�µ �!�Ë�º�0

7.0(1) CLI �º�w�°��
Q�w�h�Š�t�z�\�w�¯�Ú�ï�Å�U	.
Y�^�•�‡�`�h�{

�¯�Ú�ï�Å 
†�Ì

aaa accounting �â�”�²�U�ž�«�·�µ�`�h�É�¿�Ä�ë�”�«  �±�”�Ï�µ�w�è�¯�”�Å�w�-�Ë�›
� �É�”�Ò�ç�=�z�Ã�Ÿ�·�”�Ò�ç�=�z�‡�h�x
¯�Ô�`�‡�b�{

aaa authentication aaa-server �¯�Ú�ï�Å�p�¦���^�•�h�±�”�Ì	Í�p�w�z LOCAL�zTACACS+�z
�‡�h�x  RADIUS �w�â�”�²�Ý	Â�z�‡�h�x  ASDM �â�”�²�Ý	Â�›� �É�”
�Ò�ç�=�‡�h�x
¯�Ô�`�‡�b�{

aaa authorization aaa-server �¯�Ú�ï�Å�p�¦���`�h  LOCAL �‡�h�x  TACACS+ �±�”�Ì�w
�â�”�²�Ý�D�z �K�”�M�x  ASDM �â�”�²�Ý	Â�w�â�”�²�Ý�D�›� �É�”�Ò�ç
�‡�h�x�Ã�Ÿ�·�”�Ò�ç�t�`�‡�b�{

show running-config aaa AAA �¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï�›
¯�Ô�`�‡�b�{
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clear configure aaa-server
�b�‚�o�w  AAA �±�”�Ì  �¬�ç�”�Ó�›�_	†�z�‡�h�x�¦���`�h�¬�ç�”�Ó�›	«�ˆ�b�”�t�x�z�¬�é�”�Ì�ç  �¯�ï
�Ñ�Ÿ�ª�á�è�”�³�ã�ï  �Þ�”�Å�p  clear configure aaa-server �¯�Ú�ï�Å�›�–�;�`�‡�b�{

clear configure aaa-server [server-tag]

clear configure aaa-server [server-tag] host server-ip

�³�ï�»�¿�«�µ�w
†�Ì

�Ã�Ñ�¥�ç�Ä �b�‚�o�w  AAA �±�”�Ì  �¬�ç�”�Ó�›�_	†�`�‡�b�{

�¯�Ú�ï�Å  �Þ�”�Å �Í�w
¯�x�z�\�w�¯�Ú�ï�Å�›�Ö�—�p�V�”�Þ�”�Å�›�Ô�`�o�M�‡�b�{

�¯�Ú�ï�Å�d�º

�–�;	Í�w�̈ � �Å�å� �ï �›���w  AAA �±�”�Ì  �¬�ç�”�Ó�z�‡�h�x�Ã�Ñ�¥�ç�Ä�p�z�b�‚�o�w  AAA �±�”�Ì  �¬�ç�”�Ó�›�¦���p�V�‡
�b�{

�±�”�Ì  �¬�ç�”�Ó�º�w�›���w�±�”�Ì�›�¦���b�”�t�x�z host �©�”�ë�”�Å�›�–�;�`�‡�b�{

�‡�h�z�\�w�¯�Ú�ï�Å�x�z AAA �±�”�Ì  �Í�å�Ý�”�»�U���O�b�”	Ô�ù�æ�·�¿�Ä�`�o�Ã�Ñ�¥�ç�Ä�‹�t�`�‡
�b�{

�« hostname(config)# aaa-server svrgrp1 protocol sdi
hostname(config)# aaa-server svrgrp1 host 1.2.3.4
hostname(config-aaa-server)# timeout 9
hostname(config-aaa-server)# retry 7
hostname(config-aaa-server)# sdi-version sdi-5
hostname(config-aaa-server)# exit

	Í�G�w�¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï�p�z�Í�w�¯�Ú�ï�Å�x�z�¬�ç�”�Ó�T�’�›���w�±�”�Ì�›�_	†�b�”�M�O�›
�Ô�`�o�M�‡�b�{

hostname(config)# clear config aaa-server svrgrp1 host 1.2.3.4

�Í�w�¯�Ú�ï�Å�x�z 1 �m�w�±�”�Ì  �¬�ç�”�Ó�›�_	†�b�”�M�O�›�Ô�`�o�M�‡�b�{

hostname(config)# clear config aaa-server svrgrp1

server-ip AAA �±�”�Ì�w  IP �ž�Å�è�µ�{

server-tag �¢�¦�Ó�³�ã�ï�£	«�ˆ�b�”�±�”�Ì  �¬�ç�”�Ó�w�Ý���Ê�{

�¯�Ú�ï�Å  �Þ�”�Å

�Ñ�•� �ž�¢�¥�”�ç  �Þ�”�Å �·�©�á�æ�Â�Ÿ  �¯�ï�Â�©�µ�Ä

�ç�”�Â�¿�Å �•�a �³�ï�¬�ç

�Ú�ç�½

�¯�ï�Â�©�µ�Ä �³�µ�Â�Ü

�¬�é�”�Ì�ç  �¯�ï�Ñ�Ÿ�ª�á�è�”
�³�ã�ï

• • — — •

�æ�æ�”�µ �!�Ë�º�0

�7�� �\�w�¯�Ú�ï�Å�x�7���w�‹�w�p�b�{
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�Í�w�¯�Ú�ï�Å�x�z�b�‚�o�w�±�”�Ì  �¬�ç�”�Ó�›�_	†�b�”�M�O�›�Ô�`�o�M�‡�b�{

hostname(config)# clear config aaa-server

���È�¯�Ú�ï�Å

clear configure access-group
�b�‚�o�w� �ï�»�”�Ñ�£� �µ�T�’�ž�«�·�µ  �¬�ç�”�Ó�›�_	†�b�”�t�x�z clear configure access-group �¯
�Ú�ï�Å�›�–�;�`�‡�b�{

clear configure access-group

�³�ï�»�¿�«�µ�w
†�Ì �\�w�¯�Ú�ï�Å�t�x�z�¾
:�‹�©�”�ë�”�Å�‹�K�“�‡�d�œ�{

�Ã�Ñ�¥�ç�Ä �Ã�Ñ�¥�ç�Ä�w�ˆ�^�•�‹�x�K�“�‡�d�œ�{

�¯�Ú�ï�Å  �Þ�”�Å �Í�w
¯�x�z�\�w�¯�Ú�ï�Å�›�Ö�—�p�V�”�Þ�”�Å�›�Ô�`�o�M�‡�b�{

�¯�Ú�ï�Å�d�º

�« �Í�w�«�p�x�z�b�‚�o�w�ž�«�·�µ  �¬�ç�”�Ó�›�_	†�b�”�M�O�›�Ô�`�‡�b�{

hostname(config)# clear configure access-group

���È�¯�Ú�ï�Å

�¯�Ú�ï�Å 
†�Ì

aaa-server host �×�µ�Ä�{���w  AAA �±�”�Ì
€���Ã�”�»�›�¦���S�‘�|���g�`�‡�b�{

aaa-server protocol �b�‚�o�w�×�µ�Ä�t�ž�è�b�”�z�¬�ç�”�Ó�{���w  AAA �±�”�Ì  �Í�å�Ý�”
�»�›
ƒ���p�V�‡�b�{

show running-config aaa ���w  AAA �¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï�‹�q�ž�t�z�â�”�²  1 
��K�h�“�t
�•�D�b�”�‰�Ì�Ó�é�©�³
€���w�q�O�w�7�G
:�›
¯�Ô�`�‡�b�{

�¯�Ú�ï�Å  �Þ�”�Å

�Ñ�•� �ž�¢�¥�”�ç  �Þ�”�Å �·�©�á�æ�Â�Ÿ  �¯�ï�Â�©�µ�Ä

�ç�”�Â�¿�Å �•�a �³�ï�¬�ç

�Ú�ç�½

�¯�ï�Â�©�µ�Ä �³�µ�Â�Ü

�¬�é�”�Ì�ç  �¯�ï�Ñ�Ÿ�ª�á�è�”
�³�ã�ï

• • • • —

�æ�æ�”�µ �!�Ë�º�0

7.0(1) �©�”�ë�”�Å  configure �U�å�C�^�•�‡�`�h�{

�¯�Ú�ï�Å 
†�Ì

access-group �ž�«�·�µ  �æ�µ�Ä�›� �ï�»�”�Ñ�£� �µ�t�Ì� �ï�Å�`�‡�b�{

show running-config access-group �q�O�w�ž�«�·�µ  �¬�ç�”�Ó  �¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï�›
¯�Ô�`
�‡�b�{
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clear configure access-list
�î�æ�¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï�T�’�ž�«�·�µ  �æ�µ�Ä�›	«�ˆ�b�”�t�x�z�¬�é�”�Ì�ç  �¯�ï�Ñ�Ÿ�ª�á�è�”
�³�ã�ï  �Þ�”�Å�p  clear configure access-list �¯�Ú�ï�Å�›�–�;�`�‡�b�{

clear configure access-list [id]

�³�ï�»�¿�«�µ�w
†�Ì

�Ã�Ñ�¥�ç�Ä �î�æ�¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï�T�’�b�‚�o�w�ž�«�·�µ  �æ�µ�Ä�U	«�ˆ�^�•�‡�b�{

�¯�Ú�ï�Å  �Þ�”�Å �Í�w
¯�x�z�\�w�¯�Ú�ï�Å�›�Ö�—�p�V�”�Þ�”�Å�›�Ô�`�o�M�‡�b�{

�¯�Ú�ï�Å�d�º

�–�;	Í�w�̈ � �Å�å� �ï clear configure access-list �¯�Ú�ï�Å�›�î�æ�b�”�q�z crypto map �¯�Ú�ï�Å�‡�h�x� �ï�»�”�Ñ�£� �µ�T�’
�ž�«�·�µ  �æ�µ�Ä�U�×�ˆ�$�t�ž�ï�Ì� �ï�Å�^�•�‡�b�{ crypto map �¯�Ú�ï�Å�T�’�ž�«�·�µ  �æ�µ�Ä�›�ž
�ï�Ì� �ï�Å�b�”�q�z�Í�­�¿�Ä�U�b�‚�o
��:�^�•�”	Ý�6�t�s�”�D�ó
Q�U�K�“�‡�b�{�\�•�x�z�ž�«�·�µ
�æ�µ�Ä�›�€	°�`�o�M�”  crypto map �¯�Ú�ï�Å�U
Æ�ì
¶�s�‹�w�t�s�”�h�Š�p�b�{�\�w	Ý�6�›�r	«�b�”
�t�x�z���w  access-list �¯�Ú�ï�Å�›���[�`�o  crypto map �¯�Ú�ï�Å�›�ì
¶�s�‹�w�t�b�”�T�z access-list
�¯�Ú�ï�Å�t�����b�”  crypto map �¯�Ú�ï�Å�›�_	†�`�‡�b�{	Ä�I�t�m�M�o�x�z crypto map client �¯�Ú�ï
�Å�w�ò�›�€	°�`�o�X�i�^�M�{

�« �Í�w�«�p�x�z�î�æ�¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï�T�’�ž�«�·�µ  �æ�µ�Ä�›	«�ˆ�b�”�M�O�›�Ô�`�‡�b�{

hostname(config)# clear configure access-list

���È�¯�Ú�ï�Å

id �¢�¦�Ó�³�ã�ï�£�ž�«�·�µ  �æ�µ�Ä�w�Ê
²�‡�h�x
j�ø�{  

�¯�Ú�ï�Å  �Þ�”�Å

�Ñ�•� �ž�¢�¥�”�ç  �Þ�”�Å �·�©�á�æ�Â�Ÿ  �¯�ï�Â�©�µ�Ä

�ç�”�Â�¿�Å �•�a �³�ï�¬�ç

�Ú�ç�½

�¯�ï�Â�©�µ�Ä �³�µ�Â�Ü

�¬�é�”�Ì�ç  �¯�ï�Ñ�Ÿ�ª�á�è�”
�³�ã�ï

• • • • —

�æ�æ�”�µ �!�Ë�º�0

�7�� �\�w�¯�Ú�ï�Å�x�7���w�‹�w�p�b�{

�¯�Ú�ï�Å 
†�Ì

access-list extended �ž�«�·�µ  �æ�µ�Ä�›�¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï�t�å�C�`�z �Ñ�•� 
�ž�¢�¥�”�ç�›�è�a�b�”  IP �Ä�å�Ñ�Ÿ�¿�«�;�w�Ù�æ�³�”�›
ƒ��
�`�‡�b�{

access-list standard �ž�«�·�µ  �æ�µ�Ä�›�å�C�`�o�z OSPF �6
�
Í�w�ç�”�Ä�Ú�¿�Ó�t
�–�;�p�V�”�z OSPF �ç�”�Ä�w�|
Œ  IP �ž�Å�è�µ�›�¦���`�‡�b�{

clear access-list �ž�«�·�µ  �æ�µ�Ä  �§�¢�ï�»�›	«�ˆ�`�‡�b�{

show access-list �ž�«�·�µ  �æ�µ�Ä�w�§�¢�ï�»�›
¯�Ô�`�‡�b�{

show running-config access-list �·�©�á�æ�Â�Ÿ  �ž�Ó�å� �ž�ï�µ�p�î�æ�^�•�o�M�”�ž�«�·�µ  �æ
�µ�Ä  �¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï�›
¯�Ô�`�‡�b�{
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clear configure alias
�¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï�T�’�b�‚�o�w  alias �¯�Ú�ï�Å�›�_	†�b�”�t�x�z�¬�é�”�Ì�ç  �¯�ï�Ñ�Ÿ�ª�á
�è�”�³�ã�ï  �Þ�”�Å�p  clear configure alias �¯�Ú�ï�Å�›�–�;�`�‡�b�{

clear configure alias

�³�ï�»�¿�«�µ�w
†�Ì �\�w�¯�Ú�ï�Å�t�x�z�¾
:�‹�©�”�ë�”�Å�‹�K�“�‡�d�œ�{

�Ã�Ñ�¥�ç�Ä �Ã�Ñ�¥�ç�Ä�w�ˆ�^�•�‹�x�K�“�‡�d�œ�{

�¯�Ú�ï�Å  �Þ�”�Å �Í�w
¯�x�z�\�w�¯�Ú�ï�Å�›�Ö�—�p�V�”�Þ�”�Å�›�Ô�`�o�M�‡�b�{

�¯�Ú�ï�Å�d�º

�« �Í�w�«�p�x�z�¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï�T�’�b�‚�o�w  alias �¯�Ú�ï�Å�›�_	†�b�”�M�O�›�Ô�`�‡�b�{

hostname(config)# clear configure alias

���È�¯�Ú�ï�Å

�¯�Ú�ï�Å  �Þ�”�Å

�Ñ�•� �ž�¢�¥�”�ç  �Þ�”�Å �·�©�á�æ�Â�Ÿ  �¯�ï�Â�©�µ�Ä

�ç�”�Â�¿�Å �•�a �³�ï�¬�ç

�Ú�ç�½

�¯�ï�Â�©�µ�Ä �³�µ�Â�Ü

�¬�é�”�Ì�ç  �¯�ï�Ñ�Ÿ�ª�á�è�”
�³�ã�ï

• — • • •

�æ�æ�”�µ �!�Ë�º�0

�7�� �\�w�¯�Ú�ï�Å�x�7���w�‹�w�p�b�{

�¯�Ú�ï�Å 
†�Ì

alias 1 �m�w�ž�Å�è�µ�›���w�ž�Å�è�µ�t�!�õ�`�‡�b�{  

show running-config alias �¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï�º�w�z�Ã�á�ž�ç  NAT �¯�Ú�ï�Å�p�–�;�b�”
	O
ó�ž�Å�è�µ�›
¯�Ô�`�‡�b�{
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clear configure arp
arp �¯�Ú�ï�Å�p�å�C�`�h�µ�»�Â�Ÿ�¿�«  ARP �¤�ï�Ä�æ�›	«�ˆ�b�”�t�x�z �¬�é�”�Ì�ç  �¯�ï�Ñ�Ÿ�ª�á�è�”
�³�ã�ï  �Þ�”�Å�p  clear configure arp �¯�Ú�ï�Å�›�–�;�`�‡�b�{

clear configure arp

�³�ï�»�¿�«�µ�w
†�Ì �\�w�¯�Ú�ï�Å�t�x�z�¾
:�‹�©�”�ë�”�Å�‹�K�“�‡�d�œ�{

�Ã�Ñ�¥�ç�Ä �Ã�Ñ�¥�ç�Ä�w�ˆ�^�•�‹�x�K�“�‡�d�œ�{

�¯�Ú�ï�Å  �Þ�”�Å �Í�w
¯�x�z�\�w�¯�Ú�ï�Å�›�Ö�—�p�V�”�Þ�”�Å�›�Ô�`�o�M�‡�b�{

�¯�Ú�ï�Å�d�º

�« �Í�w�«�p�x�z�¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï�T�’�µ�»�Â�Ÿ�¿�«  ARP �¤�ï�Ä�æ�›	«�ˆ�`�‡�b�{

hostname# clear configure arp

���È�¯�Ú�ï�Å

�¯�Ú�ï�Å  �Þ�”�Å

�Ñ�•� �ž�¢�¥�”�ç  �Þ�”�Å �·�©�á�æ�Â�Ÿ  �¯�ï�Â�©�µ�Ä

�ç�”�Â�¿�Å �•�a �³�ï�¬�ç

�Ú�ç�½

�¯�ï�Â�©�µ�Ä �³�µ�Â�Ü

�¬�é�”�Ì�ç  �¯�ï�Ñ�Ÿ�ª�á�è�”
�³�ã�ï

— • • • —

�æ�æ�”�µ �!�Ë�º�0

7.0(1) �\�w�¯�Ú�ï�Å�U�‹�Ö�^�•�‡�`�h�{

�¯�Ú�ï�Å 
†�Ì

arp �µ�»�Â�Ÿ�¿�«  ARP �¤�ï�Ä�æ�›�å�C�`�‡�b�{

arp-inspection �•�a�Ñ�•� �ž�¢�¥�”�ç  �Þ�”�Å�p�z ARP �Í�­�¿�Ä�›�Ð�‚�o  ARP �µ
�Ó�”�Ñ�Ÿ�ï�¬�›�w�­�`�‡�b�{

firewall transparent �Ñ�•� �ž�¢�¥�”�ç  �Þ�”�Å�›�•�a�t
ƒ���`�‡�b�{

show arp statistics ARP �w�-	Ø�C�›
¯�Ô�`�‡�b�{

show running-config arp ARP �»� �Ü�ž�¢�Ä�w�q�O�w�¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï�›
¯�Ô�`�‡�b�{
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clear configure arp-inspection
ARP �U�*�w�¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï�›	«�ˆ�b�”�t�x�z�¬�é�”�Ì�ç  �¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï  �Þ�”�Å
�p  clear configure arp-inspection �¯�Ú�ï�Å�›�–�;�`�‡�b�{

clear configure arp-inspection

�³�ï�»�¿�«�µ�w
†�Ì �\�w�¯�Ú�ï�Å�t�x�z�¾
:�‹�©�”�ë�”�Å�‹�K�“�‡�d�œ�{

�Ã�Ñ�¥�ç�Ä �Ã�Ñ�¥�ç�Ä�w�ˆ�^�•�‹�x�K�“�‡�d�œ�{

�¯�Ú�ï�Å  �Þ�”�Å �Í�w
¯�x�z�\�w�¯�Ú�ï�Å�›�Ö�—�p�V�”�Þ�”�Å�›�Ô�`�o�M�‡�b�{

�¯�Ú�ï�Å�d�º

�« �Í�w�«�p�x�z ARP �U�*�w�¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï�›	«�ˆ�`�‡�b�{

hostname# clear configure arp-inspection

���È�¯�Ú�ï�Å

�¯�Ú�ï�Å  �Þ�”�Å

�Ñ�•� �ž�¢�¥�”�ç  �Þ�”�Å �·�©�á�æ�Â�Ÿ  �¯�ï�Â�©�µ�Ä

�ç�”�Â�¿�Å �•�a �³�ï�¬�ç

�Ú�ç�½

�¯�ï�Â�©�µ�Ä �³�µ�Â�Ü

�¬�é�”�Ì�ç  �¯�ï�Ñ�Ÿ�ª�á�è�”
�³�ã�ï

— • • • —

�æ�æ�”�µ �!�Ë�º�0

7.0(1) �\�w�¯�Ú�ï�Å�U�‹�Ö�^�•�‡�`�h�{

�¯�Ú�ï�Å 
†�Ì

arp �µ�»�Â�Ÿ�¿�«  ARP �¤�ï�Ä�æ�›�å�C�`�‡�b�{

arp-inspection �•�a�Ñ�•� �ž�¢�¥�”�ç  �Þ�”�Å�p�z ARP �Í�­�¿�Ä�›�Ð�‚�o  ARP �µ
�Ó�”�Ñ�Ÿ�ï�¬�›�w�­�`�‡�b�{

firewall transparent �Ñ�•� �ž�¢�¥�”�ç  �Þ�”�Å�›�•�a�t
ƒ���`�‡�b�{

show arp statistics ARP �w�-	Ø�C�›
¯�Ô�`�‡�b�{

show running-config arp ARP �»� �Ü�ž�¢�Ä�w�q�O�w�¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï�›
¯�Ô�`�‡�b�{
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clear configure asdm
�î�æ�¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï�T�’�b�‚�o�w  asdm �¯�Ú�ï�Å�›�_	†�b�”�t�x�z�¬�é�”�Ì�ç  �¯�ï�Ñ�Ÿ
�ª�á�è�”�³�ã�ï  �Þ�”�Å�p  clear configure asdm �¯�Ú�ï�Å�›�–�;�`�‡�b�{

clear configure asdm [location | group | image]

�³�ï�»�¿�«�µ�w
†�Ì

�Ã�Ñ�¥�ç�Ä �Ã�Ñ�¥�ç�Ä�w�ˆ�^�•�‹�x�K�“�‡�d�œ�{

�¯�Ú�ï�Å  �Þ�”�Å �Í�w
¯�x�z�\�w�¯�Ú�ï�Å�›�Ö�—�p�V�”�Þ�”�Å�›�Ô�`�o�M�‡�b�{

�¯�Ú�ï�Å�d�º

�–�;	Í�w�̈ � �Å�å� �ï �î�æ�¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï�º�w  asdm �¯�Ú�ï�Å�›
¯�Ô�b�”�t�x�z show running-config asdm �¯�Ú�ï
�Å�›�–�;�`�‡�b�{

�¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï�T�’  asdm image �¯�Ú�ï�Å�›	«�ˆ�b�”�q�z ASDM �ž�«�·�µ�U�Ã�Ÿ�·�”�Ò�ç
�t�s�“�‡�b�{�¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï�T�’  asdm location �¯�Ú�ï�Å�S�‘�|  asdm group �¯�Ú�ï�Å�›	«
�ˆ�b�”�q�z�Í�t�ž�«�·�µ�^�•�h�q�V�t  ASDM �t�‘�l�o�\�•�’�w�¯�Ú�ï�Å�U�6
\
R�^�•�‡�b�U�z�ž
�«�Â�Ÿ�Ò�s  ASDM �·�¿�³�ã�ï�U�f�[�’�•�”�\�q�U�K�“�‡�b�{

�¢�«�£ �Ú�ç�½  �¯�ï�Â�©�µ�Ä  �Þ�”�Å�p�î�æ�^�•�o�M�”�·�©�á�æ�Â�Ÿ  �ž�Ó�å� �ž�ï�µ�p�x�z clear configure
asdm image �¯�Ú�ï�Å�x�³�µ�Â�Ü�î�æ�µ�Ö�”�µ�p�w�ˆ�–�;�p�V�‡�b�{�°�M�z clear configure asdm
group �¯�Ú�ï�Å�S�‘�|  clear configure asdm location �¯�Ú�ï�Å�x�z �â�”�²  �¯�ï�Â�©�µ�Ä�p�w�ˆ�–�;�p
�V�‡�b�{

�« �Í�w�«�p�x�z�î�æ�¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï�T�’  asdm group �¯�Ú�ï�Å�›	«�ˆ�`�‡�b�{

hostname(config)# clear configure asdm group
hostname(config)#

group �¢�¦�Ó�³�ã�ï�£ �î�æ�¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï�T�’  asdm group �¯�Ú�ï�Å�i�Z
�›	«�ˆ�`�‡�b�{

image �¢�¦�Ó�³�ã�ï�£ �î�æ�¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï�T�’  asdm image �¯�Ú�ï�Å�i�Z
�›	«�ˆ�`�‡�b�{

location �¢�¦�Ó�³�ã�ï�£�î�æ�¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï�T�’  asdm location �¯�Ú�ï�Å�i
�Z�›	«�ˆ�`�‡�b�{

�¯�Ú�ï�Å  �Þ�”�Å

�Ñ�•� �ž�¢�¥�”�ç  �Þ�”�Å �·�©�á�æ�Â�Ÿ  �¯�ï�Â�©�µ�Ä

�ç�”�Â�¿�Å �•�a �³�ï�¬�ç

�Ú�ç�½

�¯�ï�Â�©�µ�Ä �³�µ�Â�Ü

�¬�é�”�Ì�ç  �¯�ï�Ñ�Ÿ�ª�á�è�”
�³�ã�ï

• • • • •

�æ�æ�”�µ �!�Ë�º�0

7.0(1) clear pdm �¯�Ú�ï�Å�U  clear configure asdm �¯�Ú�ï�Å�t�!�Ë�^�•�‡�`�h�{  
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���È�¯�Ú�ï�Å �¯�Ú�ï�Å 
†�Ì

asdm group �¦�Ò�´�£�«�Ä  �¬�ç�”�Ó�Ê�›� �ï�»�”�Ñ�£� �µ�t���È
Ç�Z�”�h�Š
�t  ASDM �t�‘�l�o�–�;�^�•�‡�b�{

asdm image ASDM � �Ý�”�´  �Ñ�•� �ç�›�¦���`�‡�b�{

asdm location IP �ž�Å�è�µ�›� �ï�»�”�Ñ�£� �µ  �ž�¹�³�¤�”�³�ã�ï�t�G�å�b�”�h
�Š�t  ASDM �t�‘�l�o�–�;�^�•�‡�b�{

show running-config asdm �î�æ�¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï�º�w  asdm �¯�Ú�ï�Å�›
¯�Ô�`�‡�b�{
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clear configure auth-prompt 
�¦���A�ˆ�w�Ý	Â�Ó�é�ï�Ó�Ä  �½�ß�è�ï�´  �Â�©�µ�Ä�›�_	†�`�z�Ã�Ñ�¥�ç�Ä�‹�t�í�b�t�x�¢���O�b�”	Ô
�ù�£�z�¬�é�”�Ì�ç  �¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï  �Þ�”�Å�p  clear configure auth-prompt �¯�Ú�ï�Å�›�–�;�`
�‡�b�{

clear configure auth-prompt

�³�ï�»�¿�«�µ�w
†�Ì �\�w�¯�Ú�ï�Å�t�x�z�¾
:�‹�©�”�ë�”�Å�‹�K�“�‡�d�œ�{

�Ã�Ñ�¥�ç�Ä �Ã�Ñ�¥�ç�Ä�w�ˆ�^�•�‹�x�K�“�‡�d�œ�{

�¯�Ú�ï�Å  �Þ�”�Å �Í�w
¯�x�z�\�w�¯�Ú�ï�Å�›�Ö�—�p�V�”�Þ�”�Å�›�Ô�`�o�M�‡�b�{

�¯�Ú�ï�Å�d�º

�–�;	Í�w�̈ � �Å�å� �ï �Ý	Â�Ó�é�ï�Ó�Ä�›	«�ˆ�`�h�™�z�â�”�²�w�é�¬� �ï�Ì�t
¯�Ô�^�•�”�Ó�é�ï�Ó�Ä�x�z�–�;�b�”�Ó�é�Ä�¯
�ç�t�‘�l�o�Í�w�‘�O�t�Ÿ�s�“�‡�b�{

• HTTP �›�–�;�`�o�é�¬� �ï�b�”�â�”�²�w	Ô�ù�z HTTP Authentication  �U
¯�Ô�^�•�‡�b�{

• FTP �›�–�;�`�o�é�¬� �ï�b�”�â�”�²�w	Ô�ù�z FTP Authentication  �U
¯�Ô�^�•�‡�b�{

• Telnet �›�–�;�`�o�é�¬� �ï�b�”�â�”�²�w	Ô�ù�z�Ó�é�ï�Ó�Ä�x
¯�Ô�^�•�‡�d�œ�{

�« �Í�w�«�p�x�z�Ý	Â�Ó�é�ï�Ó�Ä�›	«�ˆ�b�”�M�O�›�Ô�`�‡�b�{

hostname(config)# clear configure auth-prompt

���È�¯�Ú�ï�Å

�¯�Ú�ï�Å  �Þ�”�Å

�Ñ�•� �ž�¢�¥�”�ç  �Þ�”�Å �·�©�á�æ�Â�Ÿ  �¯�ï�Â�©�µ�Ä

�ç�”�Â�¿�Å �•�a �³�ï�¬�ç

�Ú�ç�½

�¯�ï�Â�©�µ�Ä �³�µ�Â�Ü

�¬�é�”�Ì�ç  �¯�ï�Ñ�Ÿ�ª�á�è�”
�³�ã�ï

• • — — •

�æ�æ�”�µ �!�Ë�º�0

7.0(1) CLI �F�¨�t�&�ù�b�”�‘�O�t�z�\�w�¯�Ú�ï�Å�U	.
Y�^�•�‡�`�h�{

auth-prompt �â�”�²�Ý�D�Ó�é�ï�Ó�Ä�›
ƒ���`�‡�b�{

show running-config auth-prompt �â�”�²�Ý�D�Ó�é�ï�Ó�Ä�›
¯�Ô�`�‡�b�{
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clear configure banner
�b�‚�o�w�Ì�Æ�”�›�_	†�b�”�t�x�z�¬�é�”�Ì�ç  �¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï  �Þ�”�Å�p  clear configure
banner �¯�Ú�ï�Å�›�–�;�`�‡�b�{

clear configure banner

�³�ï�»�¿�«�µ�w
†�Ì �\�w�¯�Ú�ï�Å�t�x�z�¾
:�‹�©�”�ë�”�Å�‹�K�“�‡�d�œ�{

�Ã�Ñ�¥�ç�Ä �Ã�Ñ�¥�ç�Ä�w�ˆ�^�•�‹�x�K�“�‡�d�œ�{

�¯�Ú�ï�Å  �Þ�”�Å �Í�w
¯�x�z�\�w�¯�Ú�ï�Å�›�Ö�—�p�V�”�Þ�”�Å�›�Ô�`�o�M�‡�b�{

�¯�Ú�ï�Å�d�º

�« �Í�w�«�p�x�z�Ì�Æ�”�›	«�ˆ�b�”�M�O�›�Ô�`�‡�b�{

hostname(config)# clear configure banner

���È�¯�Ú�ï�Å

�¯�Ú�ï�Å  �Þ�”�Å

�Ñ�•� �ž�¢�¥�”�ç  �Þ�”�Å �·�©�á�æ�Â�Ÿ  �¯�ï�Â�©�µ�Ä

�ç�”�Â�¿�Å �•�a �³�ï�¬�ç

�Ú�ç�½

�¯�ï�Â�©�µ�Ä �³�µ�Â�Ü

�¬�é�”�Ì�ç  �¯�ï�Ñ�Ÿ�ª�á�è�”
�³�ã�ï

• • • • •

�æ�æ�”�µ �!�Ë�º�0

7.0(1) �\�w�¯�Ú�ï�Å�U�‹�Ö�^�•�‡�`�h�{

�¯�Ú�ï�Å 
†�Ì

banner �·�¿�³�ã�ï  �Ì�Æ�”�z�é�¬� �ï  �Ì�Æ�”�z�S�‘�|�®���Ô�w�S�Œ�’
�d�¯�Ì�Æ�”�›
ƒ���`�‡�b�{

show running-config banner �b�‚�o�w�Ì�Æ�”�›
¯�Ô�`�‡�b�{
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  clear configure ca certificate map
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clear configure ca certificate map
	Â�Ì	{�Ú�¿�Ó  �¤�ï�Ä�æ�›�b�‚�o�_	†�z�‡�h�x�¦���`�h	Â�Ì	{�Ú�¿�Ó  �¤�ï�Ä�æ�›�_	†�b�”�t�x�z�¬
�é�”�Ì�ç  �¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï  �Þ�”�Å�p  clear configure ca configurate map �¯�Ú�ï�Å�›�–�;�`�‡
�b�{  

clear configure ca certificate map [sequence-number]

�³�ï�»�¿�«�µ�w
†�Ì

�Ã�Ñ�¥�ç�Ä �Ã�Ñ�¥�ç�Ä�w�ˆ�^�•�‹�x�K�“�‡�d�œ�{

�¯�Ú�ï�Å  �Þ�”�Å �Í�w
¯�x�z�\�w�¯�Ú�ï�Å�›�Ö�—�p�V�”�Þ�”�Å�›�Ô�`�o�M�‡�b�{

�¯�Ú�ï�Å�d�º

�« �Í�w�«�p�x�z�b�‚�o�w	Â�Ì	{�Ú�¿�Ó  �¤�ï�Ä�æ�›�_	†�`�‡�b�{

hostname(config)#  clear configure ca certificate map
hostname(config)#

���È�¯�Ú�ï�Å

sequence-number �¢�¦�Ó�³�ã�ï�£�_	†�b�”	Â�Ì	{�Ú�¿�Ó�F���w
j�ø�›�¦���`�‡�b�{
c�“�x  1
�™ 65535 �p�b�{

�¯�Ú�ï�Å  �Þ�”�Å

�Ñ�•� �ž�¢�¥�”�ç  �Þ�”�Å �·�©�á�æ�Â�Ÿ  �¯�ï�Â�©�µ�Ä

�ç�”�Â�¿�Å �•�a �³�ï�¬�ç

�Ú�ç�½

�¯�ï�Â�©�µ�Ä �³�µ�Â�Ü

�¬�é�”�Ì�ç  �¯�ï�Ñ�Ÿ�ª�á�è�”
�³�ã�ï

• • • •

�æ�æ�”�µ �!�Ë�º�0

7.0(1) �\�w�¯�Ú�ï�Å�U�‹�Ö�^�•�‡�`�h�{

�¯�Ú�ï�Å 
†�Ì

crypto ca certificate map CA 	Â�Ì	{�Ú�¿�Ó  �Þ�”�Å�t�Ö�“�‡�b�{
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clear configure class
�æ�¹�”�µ  �«�å�µ�w�¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï�›	«�ˆ�b�”�t�x�z�¬�é�”�Ì�ç  �¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï
�Þ�”�Å�p  clear configure class �¯�Ú�ï�Å�›�–�;�`�‡�b�{

clear configure class

�³�ï�»�¿�«�µ�w
†�Ì �\�w�¯�Ú�ï�Å�t�x�z�¾
:�‹�©�”�ë�”�Å�‹�K�“�‡�d�œ�{

�Ã�Ñ�¥�ç�Ä �Ã�Ñ�¥�ç�Ä�w�ˆ�^�•�‹�x�K�“�‡�d�œ�{

�¯�Ú�ï�Å  �Þ�”�Å �Í�w
¯�x�z�\�w�¯�Ú�ï�Å�›�Ö�—�p�V�”�Þ�”�Å�›�Ô�`�o�M�‡�b�{

�¯�Ú�ï�Å�d�º

�« �Í�w�«�p�x�z�«�å�µ  �¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï�›	«�ˆ�`�o�M�‡�b�{

hostname(config)# clear configure class

���È�¯�Ú�ï�Å

�¯�Ú�ï�Å  �Þ�”�Å

�Ñ�•� �ž�¢�¥�”�ç  �Þ�”�Å �·�©�á�æ�Â�Ÿ  �¯�ï�Â�©�µ�Ä

�ç�”�Â�¿�Å �•�a �³�ï�¬�ç

�Ú�ç�½

�¯�ï�Â�©�µ�Ä �³�µ�Â�Ü

�¬�é�”�Ì�ç  �¯�ï�Ñ�Ÿ�ª�á�è�”
�³�ã�ï

• • — — •

�æ�æ�”�µ �!�Ë�º�0

7.2(1) �\�w�¯�Ú�ï�Å�U�‹�Ö�^�•�‡�`�h�{

�¯�Ú�ï�Å 
†�Ì

class �æ�¹�”�µ  �«�å�µ�›
ƒ���`�‡�b�{

context �·�©�á�æ�Â�Ÿ  �¯�ï�Â�©�µ�Ä�›
ƒ���`�‡�b�{

limit-resource �«�å�µ�t�0�`�o�æ�¹�”�µ
M�v�›
ƒ���`�‡�b�{

member �æ�¹�”�µ  �«�å�µ�t�¯�ï�Â�©�µ�Ä�›�Â�“�p�o�‡�b�{

show class �«�å�µ�t�Â�“�p�o�’�•�o�M�”�¯�ï�Â�©�µ�Ä�›
¯�Ô�`�‡�b�{
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clear configure class-map
�b�‚�o�w�«�å�µ  �Ú�¿�Ó�›�_	†�b�”�t�x�z�¬�é�”�Ì�ç  �¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï  �Þ�”�Å�p  clear
configure class-map �¯�Ú�ï�Å�›�–�;�`�‡�b�{

clear configure class-map [type {management | regex | inspect [protocol]}

�³�ï�»�¿�«�µ�w
†�Ì

�Ã�Ñ�¥�ç�Ä �Ã�Ñ�¥�ç�Ä�w�ˆ�^�•�‹�x�K�“�‡�d�œ�{

�¯�Ú�ï�Å  �Þ�”�Å �Í�w
¯�x�z�\�w�¯�Ú�ï�Å�›�Ö�—�p�V�”�Þ�”�Å�›�Ô�`�o�M�‡�b�{

�¯�Ú�ï�Å�d�º

�–�;	Í�w�̈ � �Å�å� �ï �›���w�«�å�µ  �Ú�¿�Ó�Ê�w�«�å�µ  �Ú�¿�Ó�›	«�ˆ�b�”�t�x�z class-map �¯�Ú�ï�Å�w  no ���Ü�›�–�;�`�‡�b�{

�« �Í�w�«�p�x�z
ƒ���A�ˆ�w�«�å�µ  �Ú�¿�Ó�›�b�‚�o	«�ˆ�b�”�M�O�›�Ô�`�‡�b�{

hostname(config)# clear configure class-map

���È�¯�Ú�ï�Å

inspect �¢�¦�Ó�³�ã�ï�£�U�*�«�å�µ  �Ú�¿�Ó�›	«�ˆ�`�‡�b�{

management �¢�¦�Ó�³�ã�ï�£���g�«�å�µ  �Ú�¿�Ó�›	«�ˆ�`�‡�b�{

protocol �¢�¦�Ó�³�ã�ï�£	«�ˆ�b�”�ž�Ó�æ�­�”�³�ã�ï  �Ú�¿�Ó�w�»� �Ó�›�¦���`�‡�b�{
�¦���p�V�”�»� �Ó�x�z�Í�w�q�S�“�p�b�{

• dns

• ftp

• h323

• http

• im 

• p2p-donkey

• sip

regex �¢�¦�Ó�³�ã�ï�£
Y�F
¯�q�«�å�µ  �Ú�¿�Ó�›	«�ˆ�`�‡�b�{

type �¢�¦�Ó�³�ã�ï�£	«�ˆ�b�”�«�å�µ  �Ú�¿�Ó�w�»� �Ó�›�¦���`�‡�b�{�è� �à  3/4
�«�å�µ  �Ú�¿�Ó�›	«�ˆ�b�”	Ô�ù�x�z�»� �Ó�›�¦���`�‡�d�œ�{

�¯�Ú�ï�Å  �Þ�”�Å

�Ñ�•� �ž�¢�¥�”�ç  �Þ�”�Å �·�©�á�æ�Â�Ÿ  �¯�ï�Â�©�µ�Ä

�ç�”�Â�¿�Å �•�a �³�ï�¬�ç

�Ú�ç�½

�¯�ï�Â�©�µ�Ä �³�µ�Â�Ü

�¬�é�”�Ì�ç  �¯�ï�Ñ�Ÿ�ª�á�è�”
�³�ã�ï

• • • • —

�æ�æ�”�µ �!�Ë�º�0

7.0(1) �\�w�¯�Ú�ï�Å�U�‹�Ö�^�•�‡�`�h�{

�¯�Ú�ï�Å 
†�Ì

class-map �Ä�å�Ñ�Ÿ�¿�«  �«�å�µ�›� �ï�»�”�Ñ�£� �µ�t�&�;�`�‡�b�{

show running-config class-map �«�å�µ  �Ú�¿�Ó �¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï�t���b�”	Ø�C�›
¯�Ô
�`�‡�b�{



�H 6 	·       clear configure �¯�Ú�ï�Å�™  clear configure zonelabs-integrity �¯�Ú�ï�Å
  clear configure client-update

6-17
Cisco �·�©�á�æ�Â�Ÿ  �ž�Ó�å� �ž�ï�µ  �¯�Ú�ï�Å  �æ�Ñ�•�è�ï�µ

OL-10086-02-J

clear configure client-update
�«�å� �ž�ï�Ä  �ž�¿�Ó�Ã�”�Ä�›�§
M�b�”�;�ó�›�¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï�T�’�_	†�b�”�t�x�z �¬�é�”�Ì
�ç  �¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï  �Þ�”�Å�‡�h�x�Ä�ï�É�ç  �¬�ç�”�Ó  ipsec �ž�Ä�æ�Ï�á�”�Ä  �¯�ï�Ñ�Ÿ�ª�á
�è�”�³�ã�ï  �Þ�”�Å�p  clear configure client-update �¯�Ú�ï�Å�›�–�;�`�‡�b�{

clear config client-update

�Ã�Ñ�¥�ç�Ä �Ã�Ñ�¥�ç�Ä�w�ˆ�^�•�‹�x�K�“�‡�d�œ�{

�¯�Ú�ï�Å  �Þ�”�Å �Í�w
¯�x�z�\�w�¯�Ú�ï�Å�›�Ö�—�p�V�”�Þ�”�Å�›�Ô�`�o�M�‡�b�{

�¯�Ú�ï�Å�d�º

�« �¬�é�”�Ì�ç  �¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï  �Þ�”�Å�p�Ö�—�`�h�Í�w�«�p�x�z�¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï�T�’
client-update �;�ó�›�_	†�`�‡�b�{

hostname(config)# clear config client-update
hostname(config)# 

�Ä�ï�É�ç  �¬�ç�”�Ó  ipsec �ž�Ä�æ�Ï�á�”�Ä  �¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï  �Þ�”�Å�p�Ö�—�`�h�Í�w�«�p�x�z
test �q�M�O�Ê
²�w�Ä�ï�É�ç  �¬�ç�”�Ó�w�¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï�T�’  client-update �;�ó�›�_	†�`�‡�b�{

hostname(config)#  tunnel-group test ipsec-attributes
hostname(config-tunnel-ipsec)# clear config client-update
hostname(config-tunnel-ipsec)# 

���È�¯�Ú�ï�Å

�¯�Ú�ï�Å  �Þ�”�Å

�Ñ�•� �ž�¢�¥�”�ç  �Þ�”�Å �·�©�á�æ�Â�Ÿ  �¯�ï�Â�©�µ�Ä

�ç�”�Â�¿�Å �•�a �³�ï�¬�ç

�Ú�ç�½

�¯�ï�Â�©�µ�Ä �³�µ�Â�Ü

�¬�é�”�Ì�ç  �¯�ï�Ñ�Ÿ�ª�á�è�”
�³�ã�ï

• — • — —

�Ä�ï�É�ç  �¬�ç�”�Ó  ipsec �ž�Ä
�æ�Ï�á�”�Ä  �¯�ï�Ñ�Ÿ�ª�á�è�”
�³�ã�ï

• — • — —

�æ�æ�”�µ �!�Ë�º�0

7.0(1) �\�w�¯�Ú�ï�Å�U�‹�Ö�^�•�‡�`�h�{

7.1(1) �Ä�ï�É�ç  �¬�ç�”�Ó  ipsec �ž�Ä�æ�Ï�á�”�Ä  �¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï  �Þ�”�Å
�U�å�C�^�•�‡�`�h�{

�¯�Ú�ï�Å 
†�Ì

client-update client-update �›
ƒ���`�‡�b�{

show running-config client-update �q�O�w  client-update �¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï�›
¯�Ô�`�‡�b�{
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clear configure clock
�«�é�¿�«  �¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï�›	«�ˆ�b�”�t�x�z�¬�é�”�Ì�ç  �¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï  �Þ�”�Å�p
clear configure clock �¯�Ú�ï�Å�›�–�;�`�‡�b�{

clear configure clock

�³�ï�»�¿�«�µ�w
†�Ì �\�w�¯�Ú�ï�Å�t�x�z�¾
:�‹�©�”�ë�”�Å�‹�K�“�‡�d�œ�{

�Ã�Ñ�¥�ç�Ä �Ã�Ñ�¥�ç�Ä�w�ˆ�^�•�‹�x�K�“�‡�d�œ�{

�¯�Ú�ï�Å  �Þ�”�Å �Í�w
¯�x�z�\�w�¯�Ú�ï�Å�›�Ö�—�p�V�”�Þ�”�Å�›�Ô�`�o�M�‡�b�{

�¯�Ú�ï�Å�d�º

�–�;	Í�w�̈ � �Å�å� �ï �\�w�¯�Ú�ï�Å�x�z�b�‚�o�w  clock �¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï  �¯�Ú�ï�Å�›	«�ˆ�`�‡�b�{ clock set �¯�Ú�ï
�Å�x�¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï  �¯�Ú�ï�Å�p�x�s�M�h�Š�z �\�w�¯�Ú�ï�Å�p�x�«�é�¿�«�x�æ�·�¿�Ä�^�•�‡
�d�œ�{�«�é�¿�«�›�æ�·�¿�Ä�b�”�t�x�z clock set �¯�Ú�ï�Å�t	ý�`�M�Ì���›
ƒ���b�”
ž�A�U�K�“�‡�b�{

�« �Í�w�«�p�x�z�b�‚�o�w�«�é�¿�«  �¯�Ú�ï�Å�›	«�ˆ�`�‡�b�{

hostname# clear configure clock

���È�¯�Ú�ï�Å

�¯�Ú�ï�Å  �Þ�”�Å

�Ñ�•� �ž�¢�¥�”�ç  �Þ�”�Å �·�©�á�æ�Â�Ÿ  �¯�ï�Â�©�µ�Ä

�ç�”�Â�¿�Å �•�a �³�ï�¬�ç

�Ú�ç�½

�¯�ï�Â�©�µ�Ä �³�µ�Â�Ü

�¬�é�”�Ì�ç  �¯�ï�Ñ�Ÿ�ª�á�è�”
�³�ã�ï

• • • — •

�æ�æ�”�µ �!�Ë�º�0

7.0(1) clear clock �U�\�w�¯�Ú�ï�Å�t�!�Ë�^�•�‡�`�h�{

�¯�Ú�ï�Å 
†�Ì

clock set �Ì���›	��ˆ�p
ƒ���`�‡�b�{

clock summer-time �F�Ì���›
¯�Ô�b�”�Ô
Ç
c�“�›
ƒ���`�‡�b�{

clock timezone �Ì���3�›
ƒ���`�‡�b�{
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clear configure command-alias
�Ã�Ñ�¥�ç�Ä�Ž�Ž�w�¯�Ú�ï�Å  �¤� �æ�ž�µ�›�b�‚�o�_	†�b�”�t�x�z�¬�é�”�Ì�ç  �¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã
�ï  �Þ�”�Å�p  clear configure command-alias �¯�Ú�ï�Å�›�–�;�`�‡�b�{

clear configure command-alias 

�³�ï�»�¿�«�µ�w
†�Ì �\�w�¯�Ú�ï�Å�t�x�z�¾
:�‹�©�”�ë�”�Å�‹�K�“�‡�d�œ�{

�Ã�Ñ�¥�ç�Ä �Ã�Ñ�¥�ç�Ä�w�ˆ�^�•�‹�x�K�“�‡�d�œ�{

�¯�Ú�ï�Å  �Þ�”�Å �Í�w
¯�x�z�\�w�¯�Ú�ï�Å�›�Ö�—�p�V�”�Þ�”�Å�›�Ô�`�o�M�‡�b�{

�¯�Ú�ï�Å�d�º

�–�;	Í�w�̈ � �Å�å� �ï �\�w�¯�Ú�ï�Å�t�–�;	Í�w�¨� �Å�å� �ï�x�K�“�‡�d�œ�{

�« �Í�w�«�p�x�z�Ã�Ñ�¥�ç�Ä�Ž�Ž�w�¯�Ú�ï�Å  �¤� �æ�ž�µ�›�b�‚�o�_	†�b�”�M�O�›�Ô�`�‡�b�{

hostname(config)# clear configure command-alias

���È�¯�Ú�ï�Å

�¯�Ú�ï�Å  �Þ�”�Å

�Ñ�•� �ž�¢�¥�”�ç  �Þ�”�Å �·�©�á�æ�Â�Ÿ  �¯�ï�Â�©�µ�Ä

�ç�”�Â�¿�Å �•�a �³�ï�¬�ç

�Ú�ç�½

�¯�ï�Â�©�µ�Ä �³�µ�Â�Ü

�¬�é�”�Ì�ç  �¯�ï�Ñ�Ÿ�ª�á�è�”
�³�ã�ï

• • • • •

�æ�æ�”�µ �!�Ë�º�0

7.0(1) �\�w�¯�Ú�ï�Å�U�‹�Ö�^�•�‡�`�h�{

�¯�Ú�ï�Å 
†�Ì

command-alias �¯�Ú�ï�Å  �¤� �æ�ž�µ�›�^
R�`�‡�b�{

show running-config command-alias �Ã�Ñ�¥�ç�Ä�Ž�Ž�w�¯�Ú�ï�Å  �¤� �æ�ž�µ�›�b�‚�o
¯�Ô�`�‡
�b�{
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clear configure compression
�¬�é�”�Ì�ç�y	V�¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï�›�Ã�Ñ�¥�ç�Ä�¢�b�‚�o�w�y	V�U	[�x� �É�”�Ò�ç�£�t�æ�·�¿
�Ä�b�”�t�x�z�¬�é�”�Ì�ç  �¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï  �Þ�”�Å�p  clear configure compression �¯�Ú�ï�Å�›
�–�;�`�‡�b�{

clear configure compression

�Ã�Ñ�¥�ç�Ä �\�w�¯�Ú�ï�Å�t�x�z�Ã�Ñ�¥�ç�Ä�w�ˆ�^�x�K�“�‡�d�œ�{

�¯�Ú�ï�Å  �Þ�”�Å �Í�w
¯�x�z�\�w�¯�Ú�ï�Å�›�Ö�—�p�V�”�Þ�”�Å�›�Ô�`�o�M�‡�b�{

�¯�Ú�ï�Å�d�º

�« �Í�w�«�p�x�z�y	V�¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï�U	«�ˆ�^�•�‡�b�{

hostname#(config) clear configure compression

���È�¯�Ú�ï�Å

�¯�Ú�ï�Å  �Þ�”�Å

�Ñ�•� �ž�¢�¥�”�ç  �Þ�”�Å �·�©�á�æ�Â�Ÿ  �¯�ï�Â�©�µ�Ä

�ç�”�Â�¿�Å �•�a �³�ï�¬�ç

�Ú�ç�½

�¯�ï�Â�©�µ�Ä �³�µ�Â�Ü

�¬�é�”�Ì�ç  �¯�ï�Ñ�Ÿ�ª�á�è�”
�³�ã�ï

• — • — —

�æ�æ�”�µ �!�Ë�º�0

7.1.1 �\�w�¯�Ú�ï�Å�U�‹�Ö�^�•�‡�`�h�{

�¯�Ú�ï�Å 
†�Ì

compression �b�‚�o�w  SVC 
€���z WebVPN 
€���z�S�‘�|�Ù�”�Ä�8
ù
€���t�0�`�o�y	V
�›� �É�”�Ò�ç�t�`�‡�b�{

svc compression SVC 
€��	Í�w  http �Ã�”�»�w�y	V�›�›���w�¬�ç�”�Ó�‡�h�x�â�”�²�t�0�`�o
� �É�”�Ò�ç�t�`�‡�b�{



�H 6 	·       clear configure �¯�Ú�ï�Å�™  clear configure zonelabs-integrity �¯�Ú�ï�Å
  clear configure console

6-21
Cisco �·�©�á�æ�Â�Ÿ  �ž�Ó�å� �ž�ï�µ  �¯�Ú�ï�Å  �æ�Ñ�•�è�ï�µ

OL-10086-02-J

clear configure console
�¯�ï�¹�”�ç
€���w
ƒ���›�Ã�Ñ�¥�ç�Ä�t�æ�·�¿�Ä�b�”�t�x�z�¬�é�”�Ì�ç  �¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï
�Þ�”�Å�p  clear configure console �¯�Ú�ï�Å�›�–�;�`�‡�b�{

clear configure console

�³�ï�»�¿�«�µ�w
†�Ì �\�w�¯�Ú�ï�Å�t�x�z�¾
:�‹�©�”�ë�”�Å�‹�K�“�‡�d�œ�{

�Ã�Ñ�¥�ç�Ä �Ã�Ñ�¥�ç�Ä�w�ˆ�^�•�‹�x�K�“�‡�d�œ�{

�¯�Ú�ï�Å  �Þ�”�Å �Í�w
¯�x�z�\�w�¯�Ú�ï�Å�›�Ö�—�p�V�”�Þ�”�Å�›�Ô�`�o�M�‡�b�{

�¯�Ú�ï�Å�d�º

�« �Í�w�«�p�x�z�¯�ï�¹�”�ç
€���w
ƒ���›�Ã�Ñ�¥�ç�Ä�t�æ�·�¿�Ä�b�”�M�O�›�Ô�`�‡�b�{

hostname(config)# clear configure console

���È�¯�Ú�ï�Å

�¯�Ú�ï�Å  �Þ�”�Å

�Ñ�•� �ž�¢�¥�”�ç  �Þ�”�Å �·�©�á�æ�Â�Ÿ  �¯�ï�Â�©�µ�Ä

�ç�”�Â�¿�Å �•�a �³�ï�¬�ç

�Ú�ç�½

�¯�ï�Â�©�µ�Ä �³�µ�Â�Ü

�¬�é�”�Ì�ç  �¯�ï�Ñ�Ÿ�ª�á�è�”
�³�ã�ï

• • • • •

�æ�æ�”�µ �!�Ë�º�0

7.0(1) �\�w�¯�Ú�ï�Å�U�‹�Ö�^�•�‡�`�h�{

�¯�Ú�ï�Å 
†�Ì

console timeout �·�©�á�æ�Â�Ÿ  �ž�Ó�å� �ž�ï�µ�•�w�¯�ï�¹�”�ç
€���w�ž
� �Å�ç  �»� �Ü�ž�¢�Ä�›
ƒ���`�‡�b�{

show running-config console timeout �·�©�á�æ�Â�Ÿ  �ž�Ó�å� �ž�ï�µ�•�w�¯�ï�¹�”�ç
€���w�ž
� �Å�ç  �»� �Ü�ž�¢�Ä�›
¯�Ô�`�‡�b�{
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clear configure context
�³�µ�Â�Ü  �¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï�w�b�‚�o�w�¯�ï�Â�©�µ�Ä  �¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï�›	«�ˆ�b�”�t
�x�z�¬�é�”�Ì�ç  �¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï  �Þ�”�Å�p  clear configure context �¯�Ú�ï�Å�›�–�;�`�‡�b�{

clear configure context [noconfirm]

�³�ï�»�¿�«�µ�w
†�Ì

�Ã�Ñ�¥�ç�Ä �Ã�Ñ�¥�ç�Ä�w�ˆ�^�•�‹�x�K�“�‡�d�œ�{

�¯�Ú�ï�Å  �Þ�”�Å �Í�w
¯�x�z�\�w�¯�Ú�ï�Å�›�Ö�—�p�V�”�Þ�”�Å�›�Ô�`�o�M�‡�b�{

�¯�Ú�ï�Å�d�º

�–�;	Í�w�̈ � �Å�å� �ï �\�w�¯�Ú�ï�Å�›�–�;�b�”�q�z���g�¯�ï�Â�©�µ�Ä�›���‰�b�‚�o�w�¯�ï�Â�©�µ�Ä�›�_	†�p�V�‡�b�{
���g�¯�ï�Â�©�µ�Ä�x  no context �¯�Ú�ï�Å�›�–�;�`�o�_	†�b�”�\�q�x�p�V�‡�d�œ�U�z clear configure
context �¯�Ú�ï�Å�›�–�;�`�o�_	†�p�V�‡�b�{

�« �Í�w�«�p�x�z�³�µ�Â�Ü  �¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï�T�’�b�‚�o�w�¯�ï�Â�©�µ�Ä�›�_	†�`�z�_	†�›�¬�Ý�`
�‡�d�œ�{

hostname(config)# clear configure context noconfirm

���È�¯�Ú�ï�Å

noconfirm �¢�¦�Ó�³�ã�ï�£�¬�Ý�›�{�Š�”�Ó�é�ï�Ó�Ä�›
¯�Ô�d�c�t�b�‚�o�w�¯�ï�Â�©�µ
�Ä�›�_	†�`�‡�b�{�\�w�¦�Ó�³�ã�ï�x�z�×�ˆ�µ�«�æ�Ó�Ä�t�þ�q�j�‡�b�{

�¯�Ú�ï�Å  �Þ�”�Å

�Ñ�•� �ž�¢�¥�”�ç  �Þ�”�Å �·�©�á�æ�Â�Ÿ  �¯�ï�Â�©�µ�Ä

�ç�”�Â�¿�Å �•�a �³�ï�¬�ç

�Ú�ç�½

�¯�ï�Â�©�µ�Ä �³�µ�Â�Ü

�¬�é�”�Ì�ç  �¯�ï�Ñ�Ÿ�ª�á�è�”
�³�ã�ï

• • — — •

�æ�æ�”�µ �!�Ë�º�0

7.0(1) �\�w�¯�Ú�ï�Å�U�‹�Ö�^�•�‡�`�h�{

�¯�Ú�ï�Å 
†�Ì

admin-context ���g�¯�ï�Â�©�µ�Ä�›
ƒ���`�‡�b�{

changeto �¯�ï�Â�©�µ�Ä���‡�h�x�¯�ï�Â�©�µ�Ä�q�³�µ�Â�Ü�î�æ�µ�Ö�”�µ�w���p
~�“
�8�Q�›�æ�M�‡�b�{

context �³�µ�Â�Ü  �¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï�t�·�©�á�æ�Â�Ÿ  �¯�ï�Â�©�µ�Ä�›�^
R
�`�z�¯�ï�Â�©�µ�Ä  �¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï  �Þ�”�Å�t�Ö�“�‡�b�{

mode �¯�ï�Â�©�µ�Ä  �Þ�”�Å�›�³�ï�¬�ç�‡�h�x�Ú�ç�½�t
ƒ���`�‡�b�{

show context �¯�ï�Â�©�µ�Ä�w�æ�µ�Ä�¢�³�µ�Â�Ü�î�æ�µ�Ö�”�µ�£�‡�h�x�q�O�w�¯�ï�Â�©�µ
�Ä�t���b�”	Ø�C�›
¯�Ô�`�‡�b�{



�H 6 	·       clear configure �¯�Ú�ï�Å�™  clear configure zonelabs-integrity �¯�Ú�ï�Å
  clear configure crypto
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clear configure crypto
IPSec�z�‰�ø�Ú�¿�Ó�z�¼� �Æ�Û�¿�«�‰�ø�Ú�¿�Ó�z CA �Ä�å�µ�Ä�Ù� �ï�Ä�z�b�‚�o�w	Â�Ì	{�z	Â�Ì	{
�Ú�¿�Ó �¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï�z ISAKMP �s�r�z�‰�ø�¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï
¶�.�›�_	†�b�”�t
�x�z �¬�é�”�Ì�ç  �¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï  �Þ�”�Å�p  clear configure crypto �¯�Ú�ï�Å�›�–�;�`�‡�b�{ �›
���w�¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï�›�_	†�b�”�t�x�z�³�ï�»�¿�«�µ�t�Ô�^�•�o�M�”�‘�O�t�z�\�w�¯�Ú�ï�Å
�›�©�”�ë�”�Å�q�ž�t�–�;�`�‡�b�{�\�w�¯�Ú�ï�Å�x�z	û	O�t�–�;�`�o�X�i�^�M�{

clear configure crypto [ca | dynamic-map | ipsec | iskmp | map]

�³�ï�»�¿�«�µ�w
†�Ì

�Ã�Ñ�¥�ç�Ä �Ã�Ñ�¥�ç�Ä�w�ˆ�^�•�‹�x�K�“�‡�d�œ�{

�¯�Ú�ï�Å  �Þ�”�Å �Í�w
¯�x�z�\�w�¯�Ú�ï�Å�›�Ö�—�p�V�”�Þ�”�Å�›�Ô�`�o�M�‡�b�{

�¯�Ú�ï�Å�d�º

�« �¬�é�”�Ì�ç  �¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï  �Þ�”�Å�p
C�æ�`�h�Í�w�«�p�x�z�·�©�á�æ�Â�Ÿ  �ž�Ó�å� �ž�ï�µ
�T�’�b�‚�o�w�‰�ø�¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï�›�_	†�`�‡�b�{

hostname(config)# clear configure crypto
hostname(config)# 

���È�¯�Ú�ï�Å

ca �Ý	Â�Á�w�Ù�æ�³�”�›�_	†�`�‡�b�{

dynamic-map �¼� �Æ�Û�¿�«�‰�ø�Ú�¿�Ó  �¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï�›�_	†�`�‡�b�{

ipsec IPSec �¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï�›�_	†�`�‡�b�{

isakmp ISAKMP �¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï�›�_	†�`�‡�b�{

map �‰�ø�Ú�¿�Ó �¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï�›�_	†�`�‡�b�{

�¯�Ú�ï�Å  �Þ�”�Å

�Ñ�•� �ž�¢�¥�”�ç  �Þ�”�Å �·�©�á�æ�Â�Ÿ  �¯�ï�Â�©�µ�Ä

�ç�”�Â�¿�Å �•�a �³�ï�¬�ç

�Ú�ç�½

�¯�ï�Â�©�µ�Ä �³�µ�Â�Ü

�¬�é�”�Ì�ç  �¯�ï�Ñ�Ÿ�ª�á�è�”
�³�ã�ï

• — • — —

�æ�æ�”�µ �!�Ë�º�0

7.0(1) �\�w�¯�Ú�ï�Å�U�‹�Ö�^�•�‡�`�h�{

�¯�Ú�ï�Å 
†�Ì

clear configure crypto dynamic-map �b�‚�o�w�‡�h�x�¦���`�h�¼� �Æ�Û�¿�«�‰�ø�Ú�¿�Ó�›�¯�ï
�Ñ�Ÿ�ª�á�è�”�³�ã�ï�T�’	«�ˆ�`�‡�b�{

clear configure crypto map �b�‚�o�w�‡�h�x�¦���`�h�‰�ø�Ú�¿�Ó�›�¯�ï�Ñ�Ÿ�ª�á�è�”
�³�ã�ï�T�’	«�ˆ�`�‡�b�{

clear configure isakmp policy ISAKMP �Ù�æ�³�”  �¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï�›�b�‚�o	«�ˆ�`
�‡�b�{

show running-config crypto IPSec�z�‰�ø�Ú�¿�Ó�z�¼� �Æ�Û�¿�«�‰�ø�Ú�¿�Ó�z ISAKMP �s
�r�z�‰�ø�¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï
¶�.�›
¯�Ô�`�‡�b�{



�H 6 	·       clear configure �¯�Ú�ï�Å�™  clear configure zonelabs-integrity �¯�Ú�ï�Å
  clear configure crypto ca trustpoint
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clear configure crypto ca trustpoint
�¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï�T�’�b�‚�o�w�Ä�å�µ�Ä�Ù� �ï�Ä�›�_	†�b�”�t�x�z �¬�é�”�Ì�ç  �¯�ï�Ñ�Ÿ�ª�á
�è�”�³�ã�ï  �Þ�”�Å�p  clear configure crypto ca trustpoint �¯�Ú�ï�Å�›�–�;�`�‡�b�{

clear configure crypto ca trustpoint

�³�ï�»�¿�«�µ�w
†�Ì �\�w�¯�Ú�ï�Å�t�x�z�¾
:�‹�©�”�ë�”�Å�‹�K�“�‡�d�œ�{

�Ã�Ñ�¥�ç�Ä �Ã�Ñ�¥�ç�Ä�w�ˆ�^�•�‹�x�K�“�‡�d�œ�{

�¯�Ú�ï�Å  �Þ�”�Å �Í�w
¯�x�z�\�w�¯�Ú�ï�Å�›�Ö�—�p�V�”�Þ�”�Å�›�Ô�`�o�M�‡�b�{

�¯�Ú�ï�Å�d�º

�« �¬�é�”�Ì�ç  �¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï  �Þ�”�Å�p�Ö�—�`�h�Í�w�«�p�x�z�¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï�T�’
�b�‚�o�w�Ä�å�µ�Ä�Ù� �ï�Ä�›�_	†�`�‡�b�{

hostname(config)# clear configure crypto ca trustpoint
hostname(config)# 

���È�¯�Ú�ï�Å

�¯�Ú�ï�Å  �Þ�”�Å

�Ñ�•� �ž�¢�¥�”�ç  �Þ�”�Å �·�©�á�æ�Â�Ÿ  �¯�ï�Â�©�µ�Ä

�ç�”�Â�¿�Å �•�a �³�ï�¬�ç

�Ú�ç�½

�¯�ï�Â�©�µ�Ä �³�µ�Â�Ü

�¬�é�”�Ì�ç  �¯�ï�Ñ�Ÿ�ª�á�è�”
�³�ã�ï

• — • — —

�æ�æ�”�µ �!�Ë�º�0

7.0(1) �\�w�¯�Ú�ï�Å�U�‹�Ö�^�•�‡�`�h�{

�¯�Ú�ï�Å 
†�Ì

crypto ca trustpoint �¦���`�h�Ä�å�µ�Ä�Ù� �ï�Ä�w�Ä�å�µ�Ä�Ù� �ï�Ä  �±�Ò�¯�ï�Ñ�Ÿ�ª�á�è�”
�³�ã�ï  �è�Õ�ç�t�Ö�“�‡�b�{



�H 6 	·       clear configure �¯�Ú�ï�Å�™  clear configure zonelabs-integrity �¯�Ú�ï�Å
  clear configure crypto dynamic-map
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clear configure crypto dynamic-map
�¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï�T�’�b�‚�o�w�‡�h�x�¦���`�h�¼� �Æ�Û�¿�«�‰�ø�Ú�¿�Ó�›�_	†�b�”�t�x�z�¬
�é�”�Ì�ç  �¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï  �Þ�”�Å�p  clear configure crypto dynamic-map �¯�Ú�ï�Å�›�–�;�`
�‡�b�{

clear configure crypto dynamic-map dynamic-map-name dynamic-seq-num

�³�ï�»�¿�«�µ�w
†�Ì

�Ã�Ñ�¥�ç�Ä �Ã�Ñ�¥�ç�Ä�w�ˆ�^�•�‹�x�K�“�‡�d�œ�{

�¯�Ú�ï�Å  �Þ�”�Å �Í�w
¯�x�z�\�w�¯�Ú�ï�Å�›�Ö�—�p�V�”�Þ�”�Å�›�Ô�`�o�M�‡�b�{

�¯�Ú�ï�Å�d�º

�« �¬�é�”�Ì�ç  �¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï  �Þ�”�Å�p�Ö�—�`�h�Í�w�«�p�x�z�¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï�T�’
�³�”�­�ï�µ
j�ø  3 �w�¼� �Æ�Û�¿�«�‰�ø�Ú�¿�Ó  mymaps �›�_	†�`�‡�b�{

hostname(config)# clear configure crypto dynamic-map mymaps 3
hostname(config)# 

���È�¯�Ú�ï�Å

dynamic-map-name �›���w�¼� �Æ�Û�¿�«�‰�ø�Ú�¿�Ó�w�Ê
²�›�¦���`�‡�b�{

dynamic-seq-num �¼� �Æ�Û�¿�«�‰�ø�Ú�¿�Ó�w�³�”�­�ï�µ
j�ø�›�¦���`�‡�b�{

�¯�Ú�ï�Å  �Þ�”�Å

�Ñ�•� �ž�¢�¥�”�ç  �Þ�”�Å �·�©�á�æ�Â�Ÿ  �¯�ï�Â�©�µ�Ä

�ç�”�Â�¿�Å �•�a �³�ï�¬�ç

�Ú�ç�½

�¯�ï�Â�©�µ�Ä �³�µ�Â�Ü

�¬�é�”�Ì�ç  �¯�ï�Ñ�Ÿ�ª�á�è�”
�³�ã�ï

• — • — —

�æ�æ�”�µ �!�Ë�º�0

7.0(1) �\�w�¯�Ú�ï�Å�U�‹�Ö�^�•�‡�`�h�{

�¯�Ú�ï�Å 
†�Ì

clear configure crypto map �b�‚�o�w�‡�h�x�¦���`�h�‰�ø�Ú�¿�Ó�w�¯�ï�Ñ�Ÿ�ª�á
�è�”�³�ã�ï�›	«�ˆ�`�‡�b�{

show running-config crypto dynamic-map �b� ‚ �o�w�¼� �Æ�Û�¿�«�‰�ø�Ú�¿�Ó�w�b� ‚ �o�w�ž�«
�Â�Ÿ�Ò�s�¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï�›
¯�Ô�`�‡�b�{

show running-config crypto map �b� ‚ �o�w�‰�ø�Ú�¿�Ó�w�b� ‚ �o�w�ž�«�Â�Ÿ�Ò�s�¯� ï
�Ñ�Ÿ�ª�á�è�”�³�ã�ï�›
¯�Ô�`�‡�b�{



�H 6 	·       clear configure �¯�Ú�ï�Å�™  clear configure zonelabs-integrity �¯�Ú�ï�Å
  clear configure crypto isakmp
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clear configure crypto isakmp
�b�‚�o�w  ISAKMP �¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï�›�_	†�b�”�t�x�z�¬�é�”�Ì�ç  �¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï
�Þ�”�Å�p  clear configure crypto isakmp �¯�Ú�ï�Å�›�–�;�`�‡�b�{

clear configure crypto isakmp

�³�ï�»�¿�«�µ�w
†�Ì �\�w�¯�Ú�ï�Å�t�x�z�¾
:�‹�©�”�ë�”�Å�‹�K�“�‡�d�œ�{

�Ã�Ñ�¥�ç�Ä �Ã�Ñ�¥�ç�Ä�w�ˆ�^�•�‹�x�K�“�‡�d�œ�{

�¯�Ú�ï�Å  �Þ�”�Å �Í�w
¯�x�z�\�w�¯�Ú�ï�Å�›�Ö�—�p�V�”�Þ�”�Å�›�Ô�`�o�M�‡�b�{

�¯�Ú�ï�Å�d�º

�« �¬�é�”�Ì�ç  �¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï  �Þ�”�Å�p
C�æ�`�h�Í�w�¯�Ú�ï�Å�x�z�·�©�á�æ�Â�Ÿ  �ž�Ó�å� �ž
�ï�µ�T�’�b�‚�o�w  ISAKMP �¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï�›�_	†�`�‡�b�{

hostname(config)# clear configure crypto isakmp
hostname(config)# 

���È�¯�Ú�ï�Å

�¯�Ú�ï�Å  �Þ�”�Å

�Ñ�•� �ž�¢�¥�”�ç  �Þ�”�Å �·�©�á�æ�Â�Ÿ  �¯�ï�Â�©�µ�Ä

�ç�”�Â�¿�Å �•�a �³�ï�¬�ç

�Ú�ç�½

�¯�ï�Â�©�µ�Ä �³�µ�Â�Ü

�¬�é�”�Ì�ç  �¯�ï�Ñ�Ÿ�ª�á�è�”
�³�ã�ï

• — • — —

�æ�æ�”�µ �!�Ë�º�0

7.0(1) clear configure isakmp �¯�Ú�ï�Å�U�‹�Ö�^�•�‡�`�h�{

7.2(1) �\�w�¯�Ú�ï�Å�x
��­�^�•�‡�`�h�{ clear configure crypto isakmp �¯�Ú�ï�Å�t
�”�V�õ�Q�’�•�‡�`�h�{

�¯�Ú�ï�Å 
†�Ì

clear configure crypto isakmp policy ISAKMP �Ù�æ�³�”  �¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï�›�b�‚�o	«�ˆ
�`�‡�b�{

crypto isakmp enable IPSec �Ð�ž�U�·�©�á�æ�Â�Ÿ  �ž�Ó�å� �ž�ï�µ�q�è	ô�b�”� �ï
�»�”�Ñ�£� �µ	Í�w  ISAKMP �É�°�³�¤�”�³�ã�ï�›� �É�”�Ò
�ç�t�`�‡�b�{

show crypto isakmp stats �î�æ�Ì�w�w�-	Ø�C�›
¯�Ô�`�‡�b�{

show crypto isakmp sa �å�C	Ø�C�›���Š�z IKE �å�ï�»� �Ü  SA �Ã�”�»�Õ�”�µ�›
¯�Ô
�`�‡�b�{

show running-config crypto isakmp �ž�«�Â�Ÿ�Ò�s�¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï�›�b�‚�o
¯�Ô�`�‡
�b�{



�H 6 	·       clear configure �¯�Ú�ï�Å�™  clear configure zonelabs-integrity �¯�Ú�ï�Å
  clear configure crypto isakmp policy
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clear configure crypto isakmp policy
�b�‚�o�w  ISAKMP �Ù�æ�³�”  �¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï�›�_	†�b�”�t�x�z�¬�é�”�Ì�ç  �¯�ï�Ñ�Ÿ�ª�á
�è�”�³�ã�ï  �Þ�”�Å�p  clear configure isakmp policy �¯�Ú�ï�Å�›�–�;�`�‡�b�{

clear configure crypto isakmp policy priority

�³�ï�»�¿�«�µ�w
†�Ì

�Ã�Ñ�¥�ç�Ä �Ã�Ñ�¥�ç�Ä�w�ˆ�^�•�‹�x�K�“�‡�d�œ�{

�¯�Ú�ï�Å  �Þ�”�Å �Í�w
¯�x�z�\�w�¯�Ú�ï�Å�›�Ö�—�p�V�”�Þ�”�Å�›�Ô�`�o�M�‡�b�{

�¯�Ú�ï�Å�d�º

�« �Í�w�«�p�x�z�¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï�T�’��
Œ	q�•  3 �w ISAKMP �Ù�æ�³�”�›�_	†�`�‡�b�{

hostname(config)# clear configure isakmp policy 3
hostname(config)# 

���È�¯�Ú�ï�Å

priority 	«�ˆ�b�”  ISAKMP �Ù�æ�³�”�w��
Œ	q�•�›�¦���`�‡�b�{

�¯�Ú�ï�Å  �Þ�”�Å

�Ñ�•� �ž�¢�¥�”�ç  �Þ�”�Å �·�©�á�æ�Â�Ÿ  �¯�ï�Â�©�µ�Ä

�ç�”�Â�¿�Å �•�a �³�ï�¬�ç

�Ú�ç�½

�¯�ï�Â�©�µ�Ä �³�µ�Â�Ü

�¬�é�”�Ì�ç  �¯�ï�Ñ�Ÿ�ª�á�è�”
�³�ã�ï

• — • — —

�æ�æ�”�µ �!�Ë�º�0

7.0(1) clear configure isakmp policy �¯�Ú�ï�Å�U�‹�Ö�^�•�‡�`�h�{

7.2(1) clear configure isakmp policy � ¯ �Ú � ï �Å�U�z clear configure crypto isakmp
policy �¯�Ú�ï�Å�t�”�V�õ�Q�’�•�‡�`�h�{

�¯�Ú�ï�Å 
†�Ì

isakmp enable IPSec �Ð�ž�U�·�©�á�æ�Â�Ÿ  �ž�Ó�å� �ž�ï�µ�q�è	ô�b�”� �ï
�»�”�Ñ�£� �µ	Í�w  ISAKMP �É�°�³�¤�”�³�ã�ï�›� �É�”�Ò�ç
�t�`�‡�b�{

show isakmp stats �î�æ�Ì�w�w�-	Ø�C�›
¯�Ô�`�‡�b�{

show isakmp sa �å�C	Ø�C�›���Š�z IKE �å�ï�»� �Ü  SA �Ã�”�»�Õ�”�µ�›
¯�Ô�`
�‡�b�{

show running-config isakmp �ž�«�Â�Ÿ�Ò�s�¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï�›�b�‚�o
¯�Ô�`�‡�b�{



�H 6 	·       clear configure �¯�Ú�ï�Å�™  clear configure zonelabs-integrity �¯�Ú�ï�Å
  clear configure crypto map
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clear configure crypto map
�¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï�T�’�b�‚�o�w�‡�h�x�¦���`�h�‰�ø�Ú�¿�Ó�›�_	†�b�”�t�x�z �¬�é�”�Ì�ç  �¯�ï
�Ñ�Ÿ�ª�á�è�”�³�ã�ï  �Þ�”�Å�p  clear configure crypto map �¯�Ú�ï�Å�›�–�;�`�‡�b�{

clear configure crypto map map-name seq-num

�³�ï�»�¿�«�µ�w
†�Ì

�Ã�Ñ�¥�ç�Ä �Ã�Ñ�¥�ç�Ä�w�ˆ�^�•�‹�x�K�“�‡�d�œ�{

�¯�Ú�ï�Å  �Þ�”�Å �Í�w
¯�x�z�\�w�¯�Ú�ï�Å�›�Ö�—�p�V�”�Þ�”�Å�›�Ô�`�o�M�‡�b�{

�¯�Ú�ï�Å�d�º

�« �¬�é�”�Ì�ç  �¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï  �Þ�”�Å�p�Ö�—�`�h�Í�w�«�p�x�z�¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï�T�’
�³�”�­�ï�µ
j�ø  3 �w�‰�ø�Ú�¿�Ó mymaps �›�_	†�`�‡�b�{

hostname(config)# clear configure crypto map mymaps 3
hostname(config)# 

���È�¯�Ú�ï�Å

map-name �›���w�‰�ø�Ú�¿�Ó�w�Ê
²�›�¦���`�‡�b�{

seq-num �‰�ø�Ú�¿�Ó�w�³�”�­�ï�µ
j�ø�›�¦���`�‡�b�{

�¯�Ú�ï�Å  �Þ�”�Å

�Ñ�•� �ž�¢�¥�”�ç  �Þ�”�Å �·�©�á�æ�Â�Ÿ  �¯�ï�Â�©�µ�Ä

�ç�”�Â�¿�Å �•�a �³�ï�¬�ç

�Ú�ç�½

�¯�ï�Â�©�µ�Ä �³�µ�Â�Ü

�¬�é�”�Ì�ç  �¯�ï�Ñ�Ÿ�ª�á�è�”
�³�ã�ï

• — • — —

�æ�æ�”�µ �!�Ë�º�0

7.0(1) �\�w�¯�Ú�ï�Å�U�‹�Ö�^�•�‡�`�h�{

�¯�Ú�ï�Å 
†�Ì

clear configure crypto dynamic-map �b�‚�o�w�‡�h�x�¦���`�h�¼� �Æ�Û�¿�«�‰�ø�Ú�¿�Ó�w
�¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï�›	«�ˆ�`�‡�b�{

crypto map interface �‰�ø�Ú�¿�Ó�›� �ï�»�”�Ñ�£� �µ�t�&�;�`�‡�b�{

show running-config crypto map �b� ‚ �o�w�‰�ø�Ú�¿�Ó�w�ž�«�Â�Ÿ�Ò�s�¯� ï�Ñ�Ÿ�ª�á
�è�”�³�ã�ï�›
¯�Ô�`�‡�b�{

show running-config crypto dynamic-map �b�‚�o�w�¼� �Æ�Û�¿�«�‰�ø�Ú�¿�Ó�w�ž�«�Â�Ÿ�Ò�s�¯
�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï�›
¯�Ô�`�‡�b�{
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clear configure ddns
�b�‚�o�w  DDNS �¯�Ú�ï�Å�›	«�ˆ�b�”�t�x�z�¬�é�”�Ì�ç  �¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï  �Þ�”�Å�p  clear
configure ddns �¯�Ú�ï�Å�›�–�;�`�‡�b�{

clear configure ddns

�³�ï�»�¿�«�µ�w
†�Ì �\�w�¯�Ú�ï�Å�t�x�z�¾
:�‹�©�”�ë�”�Å�‹�K�“�‡�d�œ�{

�Ã�Ñ�¥�ç�Ä �Ã�Ñ�¥�ç�Ä�w�ˆ�^�•�‹�x�K�“�‡�d�œ�{

�¯�Ú�ï�Å  �Þ�”�Å �Í�w
¯�x�z�\�w�¯�Ú�ï�Å�›�Ö�—�p�V�”�Þ�”�Å�›�Ô�`�o�M�‡�b�{

�¯�Ú�ï�Å�d�º

�–�;	Í�w�̈ � �Å�å� �ï

�« �Í�w�«�p�x�z�b�‚�o�w  DDNS �¯�Ú�ï�Å�›	«�ˆ�`�o�M�‡�b�{

hostname(config)# clear configure ddns

���È�¯�Ú�ï�Å

�¯�Ú�ï�Å  �Þ�”�Å

�Ñ�•� �ž�¢�¥�”�ç  �Þ�”�Å �·�©�á�æ�Â�Ÿ  �¯�ï�Â�©�µ�Ä

�ç�”�Â�¿�Å �•�a �³�ï�¬�ç

�Ú�ç�½

�¯�ï�Â�©�µ�Ä �³�µ�Â�Ü

�¬�é�”�Ì�ç  �¯�ï�Ñ�Ÿ�ª�á�è�”
�³�ã�ï

• — • • —

�æ�æ�”�µ �!�Ë�º�0

7.2(1) �\�w�¯�Ú�ï�Å�U�‹�Ö�^�•�‡�`�h�{

�¯�Ú�ï�Å 
†�Ì

ddns�¢ DDNS �ž�¿�Ó�Ã�”�Ä

�M�Ü�Þ�”�Å�£

�^
R�A�ˆ�w  DDNS �M�Ü�t�0�`�o�z DDNS �ž�¿�Ó�Ã�”�Ä�M�Ü�w
�»� �Ó�›�¦���`�‡�b�{

ddns update�¢� �ï�»�”�Ñ�£� �µ  
�¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï  �Þ�”�Å�£

�·�©�á�æ�Â�Ÿ  �ž�Ó�å� �ž�ï�µ  � �ï�»�”�Ñ�£� �µ�›�z DDNS
�ž�¿�Ó�Ã�”�Ä�M�Ü�‡�h�x  DDNS �ž�¿�Ó�Ã�”�Ä  �×�µ�Ä�Ê�t��
�È
Ç�Z�‡�b�{

ddns update method�¢�¬�é�”�Ì�ç  
�¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï  �Þ�”�Å�£

DNS �w�æ�¹�”�µ  �è�¯�”�Å�›�ˆ�$�t�ž�¿�Ó�Ã�”�Ä�b�”�h�Š�w
�M�Ü�›�^
R�`�‡�b�{

show ddns update interface 
ƒ���A�ˆ�w�¤  DDNS �M�Ü�t���È
Ç�Z�’�•�o�M�”� �ï�»�”
�Ñ�£� �µ�›
¯�Ô�`�‡�b�{

show ddns update method 
ƒ���A�ˆ�w�¤  DDNS �M�Ü�t�m�M�o�z �»� �Ó�S�‘�|���´�›
¯�Ô
�`�‡�b�{ DDNS �ž�¿�Ó�Ã�”�Ä�›�î�æ�b�”  DHCP �±�”�Ì�{

show running-config ddns �î�æ�¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï�t���‡�•�o�M�”�z
ƒ���A�ˆ�w�b
�‚�o�w  DDNS �M�Ü�t�m�M�o�z�»� �Ó�S�‘�|���´�›
¯�Ô�`�‡
�b�{
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clear configure dhcpd
DHCP �±�”�Ì  �¯�Ú�ï�Å�z�Ì� �ï�Ã�Ÿ�ï�¬�z�S�‘�|�w�-	Ø�C�›�b�‚�o	«�ˆ�b�”�t�x�z�¬�é�”�Ì�ç  �¯
�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï  �Þ�”�Å�p  clear configure dhcpd �¯�Ú�ï�Å�›�–�;�`�‡�b�{  

clear configure dhcpd

�³�ï�»�¿�«�µ�w
†�Ì �\�w�¯�Ú�ï�Å�t�x�z�¾
:�‹�©�”�ë�”�Å�‹�K�“�‡�d�œ�{

�Ã�Ñ�¥�ç�Ä �Ã�Ñ�¥�ç�Ä�w�ˆ�^�•�‹�x�K�“�‡�d�œ�{

�¯�Ú�ï�Å  �Þ�”�Å �Í�w
¯�x�z�\�w�¯�Ú�ï�Å�›�Ö�—�p�V�”�Þ�”�Å�›�Ô�`�o�M�‡�b�{

�¯�Ú�ï�Å�d�º

�–�;	Í�w�̈ � �Å�å� �ï clear configure dhcpd �¯�Ú�ï�Å�x�z dhcpd �¯�Ú�ï�Å�z�Ì� �ï�Ã�Ÿ�ï�¬�z�S�‘�|�w�-	Ø�C�›�b�‚�o	«
�ˆ�`�‡�b�{�w�-	Ø�C�§�¢�ï�»�‡�h�x�Ì� �ï�Ã�Ÿ�ï�¬	Ø�C�i�Z�›	«�ˆ�b�”�t�x�z clear dhcpd �¯�Ú�ï�Å
�›�–�;�`�‡�b�{

�« �Í�w�«�p�x�z�b�‚�o�w  dhcpd �¯�Ú�ï�Å�›	«�ˆ�b�”�M�O�›�Ô�`�‡�b�{

hostname(config)# clear configure dhcpd

���È�¯�Ú�ï�Å

�¯�Ú�ï�Å  �Þ�”�Å

�Ñ�•� �ž�¢�¥�”�ç  �Þ�”�Å �·�©�á�æ�Â�Ÿ  �¯�ï�Â�©�µ�Ä

�ç�”�Â�¿�Å �•�a �³�ï�¬�ç

�Ú�ç�½

�¯�ï�Â�©�µ�Ä �³�µ�Â�Ü

�¬�é�”�Ì�ç  �¯�ï�Ñ�Ÿ�ª�á�è�”
�³�ã�ï

• • • • —

�æ�æ�”�µ �!�Ë�º�0

7.0(1) clear dhcpd �U clear configure dhcpd �t�!�Ë�^�•�‡�`�h�{

�¯�Ú�ï�Å 
†�Ì

clear dhcpd DHCP �±�”�Ì�w�Ì� �ï�Ã�Ÿ�ï�¬�S�‘�|�w�-	Ø�C�§�¢�ï�»�›	«
�ˆ�`�‡�b�{

show running-config dhcpd �q�O�w  DHCP �±�”�Ì  �¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï�›
¯�Ô�`�‡�b�{
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clear configure dhcprelay
�b�‚�o�w  DHCP �æ�è�”  �¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï�›	«�ˆ�b�”�t�x�z�¬�é�”�Ì�ç  �¯�ï�Ñ�Ÿ�ª�á�è�”
�³�ã�ï  �Þ�”�Å�p  clear configure dhcprelay �¯�Ú�ï�Å�›�–�;�`�‡�b�{  

clear configure dhcprelay

�³�ï�»�¿�«�µ�w
†�Ì �\�w�¯�Ú�ï�Å�t�x�z�¾
:�‹�©�”�ë�”�Å�‹�K�“�‡�d�œ�{

�Ã�Ñ�¥�ç�Ä �Ã�Ñ�¥�ç�Ä�w�ˆ�^�•�‹�x�K�“�‡�d�œ�{

�¯�Ú�ï�Å  �Þ�”�Å �Í�w
¯�x�z�\�w�¯�Ú�ï�Å�›�Ö�—�p�V�”�Þ�”�Å�›�Ô�`�o�M�‡�b�{

�¯�Ú�ï�Å�d�º

�–�;	Í�w�̈ � �Å�å� �ï clear configure dhcprelay �¯�Ú�ï�Å�x�z DHCP �æ�è�”�w�-	Ø�C�S�‘�|�¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï�›	«�ˆ
�`�‡�b�{ DHCP �w�-	Ø�C�§�¢�ï�»�i�Z�›	«�ˆ�b�”�t�x�z clear dhcprelay statistics �¯�Ú�ï�Å�›�–�;�`
�‡�b�{

�« �Í�w�«�p�x�z DHCP �æ�è�”  �¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï�›	«�ˆ�b�”�M�O�›�Ô�`�‡�b�{

hostname(config)# clear configure dhcprelay

���È�¯�Ú�ï�Å

�¯�Ú�ï�Å  �Þ�”�Å

�Ñ�•� �ž�¢�¥�”�ç  �Þ�”�Å �·�©�á�æ�Â�Ÿ  �¯�ï�Â�©�µ�Ä

�ç�”�Â�¿�Å �•�a �³�ï�¬�ç

�Ú�ç�½

�¯�ï�Â�©�µ�Ä �³�µ�Â�Ü

�¬�é�”�Ì�ç  �¯�ï�Ñ�Ÿ�ª�á�è�”
�³�ã�ï

• — • • —

�æ�æ�”�µ �!�Ë�º�0

7.0(1) clear dhcprelay �U clear configure dhcprelay �t�!�Ë�^�•�‡�`�h�{

�¯�Ú�ï�Å 
†�Ì

clear dhcprelay statistics DHCP �æ�è�”  �¤�”�´�£�ï�Ä�w�-	Ø�C�§�¢�ï�»�›	«�ˆ�`�‡�b�{

debug dhcprelay DHCP �æ�è�”  �¤�”�´�£�ï�Ä�t���b�”�Ã�Ì�¿�¬	Ø�C�›
¯�Ô�`
�‡�b�{

show dhcprelay statistics DHCP �æ�è�”  �¤�”�´�£�ï�Ä�w�w�-	Ø�C�›
¯�Ô�`�‡�b�{

show running-config dhcprelay �q�O�w  DHCP �æ�è�”  �¤�”�´�£�ï�Ä  �¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï
�›
¯�Ô�`�‡�b�{
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clear configure dns
�b�‚�o�w  DNS �¯�Ú�ï�Å�›	«�ˆ�b�”�t�x�z�¬�é�”�Ì�ç  �¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï  �Þ�”�Å�p  clear 
configure dns �¯�Ú�ï�Å�›�–�;�`�‡�b�{

clear configure dns

�³�ï�»�¿�«�µ�w
†�Ì �\�w�¯�Ú�ï�Å�t�x�z�¾
:�‹�©�”�ë�”�Å�‹�K�“�‡�d�œ�{

�Ã�Ñ�¥�ç�Ä �Ã�Ñ�¥�ç�Ä�w�ˆ�^�•�‹�x�K�“�‡�d�œ�{

�¯�Ú�ï�Å  �Þ�”�Å �Í�w
¯�x�z�\�w�¯�Ú�ï�Å�›�Ö�—�p�V�”�Þ�”�Å�›�Ô�`�o�M�‡�b�{

�¯�Ú�ï�Å�d�º

�« �Í�w�«�p�x�z�b�‚�o�w  DNS �¯�Ú�ï�Å�›	«�ˆ�`�‡�b�{

hostname(config)# clear configure dns

���È�¯�Ú�ï�Å

�¯�Ú�ï�Å  �Þ�”�Å

�Ñ�•� �ž�¢�¥�”�ç  �Þ�”�Å �·�©�á�æ�Â�Ÿ  �¯�ï�Â�©�µ�Ä

�ç�”�Â�¿�Å �•�a �³�ï�¬�ç

�Ú�ç�½

�¯�ï�Â�©�µ�Ä �³�µ�Â�Ü

�¬�é�”�Ì�ç  �¯�ï�Ñ�Ÿ�ª�á�è�”
�³�ã�ï

• • • • —

�æ�æ�”�µ �!�Ë�º�0

7.0(1) �\�w�¯�Ú�ï�Å�U�‹�Ö�^�•�‡�`�h�{

�¯�Ú�ï�Å 
†�Ì

dns domain-lookup �·�©�á�æ�Â�Ÿ  �ž�Ó�å� �ž�ï�µ�U�É�”�Ü  �ç�¿�«�ž�¿�Ó�›�î�æ�p�V�”�‘�O
�t�`�‡�b�{

dns name-server DNS �±�”�Ì�w�ž�Å�è�µ�›
ƒ���`�‡�b�{

dns retries �·�©�á�æ�Â�Ÿ  �ž�Ó�å� �ž�ï�µ�U� �t�›	!	ô�`�s�M�q�V�t�z�°�È�w  DNS
�±�”�Ì�•�w�ž�«�·�µ�›�6�¼�æ�b�”�s
:�›�¦���`�‡�b�{

dns timeout �Í�w  DNS �±�”�Ì�›�¼�b�‡�p�t�4�m�Ì���›�¦���`�‡�b�{

show dns-hosts DNS �©�ß�¿�³�á�›
¯�Ô�`�‡�b�{
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clear configure established
�¬�q�^�•�h�¯�Ú�ï�Å�›�b�‚�o�_	†�b�”�t�x�z�¬�é�”�Ì�ç  �¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï  �Þ�”�Å�p  clear
configure established �¯�Ú�ï�Å�›�–�;�`�‡�b�{

clear configure established

�³�ï�»�¿�«�µ�w
†�Ì �\�w�¯�Ú�ï�Å�t�x�z�¾
:�‹�©�”�ë�”�Å�‹�K�“�‡�d�œ�{

�Ã�Ñ�¥�ç�Ä �Ã�Ñ�¥�ç�Ä�w�ˆ�^�•�‹�x�K�“�‡�d�œ�{

�¯�Ú�ï�Å  �Þ�”�Å �Í�w
¯�x�z�\�w�¯�Ú�ï�Å�›�Ö�—�p�V�”�Þ�”�Å�›�Ô�`�o�M�‡�b�{

�¯�Ú�ï�Å�d�º

�–�;	Í�w�̈ � �Å�å� �ï established �¯�Ú�ï�Å�p�^
R�`�h�¬�q�^�•�o�M�”
€���›�_	†�b�”�t�x�z clear xlate �¯�Ú�ï�Å�›�Ö�—�`�‡
�b�{

�« �Í�w�«�p�x�z�¬�q�^�•�h�¯�Ú�ï�Å�›�_	†�b�”�M�O�›�Ô�`�‡�b�{

hostname(config)# clear configure established

���È�¯�Ú�ï�Å

�¯�Ú�ï�Å  �Þ�”�Å

�Ñ�•� �ž�¢�¥�”�ç  �Þ�”�Å �·�©�á�æ�Â�Ÿ  �¯�ï�Â�©�µ�Ä

�ç�”�Â�¿�Å �•�a �³�ï�¬�ç

�Ú�ç�½

�¯�ï�Â�©�µ�Ä �³�µ�Â�Ü

�¬�é�”�Ì�ç  �¯�ï�Ñ�Ÿ�ª�á�è�”
�³�ã�ï

• • • • •

�æ�æ�”�µ �!�Ë�º�0

7.0(1) �©�”�ë�”�Å  configure �U�å�C�^�•�‡�`�h�{

�¯�Ú�ï�Å 
†�Ì

established �¬�q�^�•�o�M�”
€���t�,�n�X�Ù�”�Ä	Í�w�æ�»�”�ï
€���›�•
�D�`�‡�b�{

show running-config established �¬�q�^�•�o�M�”
€���t�,�n�X�z�•�D�A�ˆ�w�£	ô
€���›
¯�Ô�`
�‡�b�{

clear xlate �q�O�w�!�õ�µ�é�¿�Ä	Ø�C�S�‘�|
€���µ�é�¿�Ä	Ø�C�›	«�ˆ�`
�‡�b�{
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clear configure failover
�¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï�T�’  failover �¯�Ú�ï�Å�›�_	†�`�o�Ã�Ñ�¥�ç�Ä�t�í�b�t�x�z�¬�é�”�Ì�ç  �¯�ï
�Ñ�Ÿ�ª�á�è�”�³�ã�ï  �Þ�”�Å�p  clear configure failover �¯�Ú�ï�Å�›�–�;�`�‡�b�{  

clear configure failover

�³�ï�»�¿�«�µ�w
†�Ì �\�w�¯�Ú�ï�Å�t�x�z�¾
:�‹�©�”�ë�”�Å�‹�K�“�‡�d�œ�{

�Ã�Ñ�¥�ç�Ä �Ã�Ñ�¥�ç�Ä�w�ˆ�^�•�‹�x�K�“�‡�d�œ�{

�¯�Ú�ï�Å  �Þ�”�Å �Í�w
¯�x�z�\�w�¯�Ú�ï�Å�›�Ö�—�p�V�”�Þ�”�Å�›�Ô�`�o�M�‡�b�{

�¯�Ú�ï�Å�d�º

�–�;	Í�w�̈ � �Å�å� �ï �\�w�¯�Ú�ï�Å�x�z�b�‚�o�w  failover �¯�Ú�ï�Å�›�î�æ�¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï�T�’	«�ˆ�`�z�Ã�Ñ�¥�ç
�Ä�t�í�`�‡�b�{ all �©�”�ë�”�Å�›  show running-config failover �¯�Ú�ï�Å�q�ž�t�–�;�b�”�q�z�Ã�Ñ�¥�ç
�Ä�w�Ñ�£�”�ç�¦�”�Ì�”  �¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï�U
¯�Ô�^�•�‡�b�{

clear configure failover �¯�Ú�ï�Å�x�z�Ú�ç�½  �¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï  �Þ�”�Å�w�·�©�á�æ�Â�Ÿ  �¯�ï�Â
�©�µ�Ä�p�x�–�;�p�V�‡�d�œ�{�\�w�¯�Ú�ï�Å�x�³�µ�Â�Ü�î�æ�µ�Ö�”�µ�p�Ö�—�b�”
ž�A�U�K�“�‡�b�{

�« �Í�w�«�p�x�z�¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï�T�’�b�‚�o�w�Ñ�£�”�ç�¦�”�Ì�”  �¯�Ú�ï�Å�›	«�ˆ�`�‡�b�{

hostname(config)# clear configure failover
hostname(config)# show running-configuration failover
no failover

���È�¯�Ú�ï�Å

�¯�Ú�ï�Å  �Þ�”�Å

�Ñ�•� �ž�¢�¥�”�ç  �Þ�”�Å �·�©�á�æ�Â�Ÿ  �¯�ï�Â�©�µ�Ä

�ç�”�Â�¿�Å �•�a �³�ï�¬�ç

�Ú�ç�½

�¯�ï�Â�©�µ�Ä �³�µ�Â�Ü

�¬�é�”�Ì�ç  �¯�ï�Ñ�Ÿ�ª�á�è�”
�³�ã�ï

• • • • •

�æ�æ�”�µ �!�Ë�º�0

7.0(1) �\�w�¯�Ú�ï�Å�U  clear failover �T�’  clear configure failover �t�!�Ë�^�•�‡�`
�h�{

�¯�Ú�ï�Å 
†�Ì

show running-config failover �î�æ�¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï�º�w  failover �¯�Ú�ï�Å�›
¯�Ô�`
�‡�b�{
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clear configure filter
URL�z FTP�z�S�‘�|  HTTPS �Ñ�Ÿ�ç�»�æ�ï�¬  �¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï�›	«�ˆ�b�”�t�x�z�¬�é�”�Ì�ç
�¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï  �Þ�”�Å�p  clear configure filter �¯�Ú�ï�Å�›�–�;�`�‡�b�{  

clear configure filter

�Ã�Ñ�¥�ç�Ä �Ã�Ñ�¥�ç�Ä�w�ˆ�^�•�‹�x�K�“�‡�d�œ�{

�¯�Ú�ï�Å  �Þ�”�Å �Í�w
¯�x�z�\�w�¯�Ú�ï�Å�›�Ö�—�p�V�”�Þ�”�Å�›�Ô�`�o�M�‡�b�{

�¯�Ú�ï�Å�d�º

�–�;	Í�w�̈ � �Å�å� �ï clear configure filter �¯�Ú�ï�Å�x�z URL�zFTP�z�S�‘�|  HTTPS �Ñ�Ÿ�ç�»�æ�ï�¬  �¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã
�ï�›	«�ˆ�`�‡�b�{  

�« �Í�w�«�p�x�z URL�z FTP�z�S�‘�|  HTTPS �Ñ�Ÿ�ç�»�æ�ï�¬  �¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï�›	«�ˆ�`�‡�b�{

hostname# clear configure filter

���È�¯�Ú�ï�Å

�¯�Ú�ï�Å  �Þ�”�Å

�Ñ�•� �ž�¢�¥�”�ç  �Þ�”�Å �·�©�á�æ�Â�Ÿ  �¯�ï�Â�©�µ�Ä

�ç�”�Â�¿�Å �•�a �³�ï�¬�ç

�Ú�ç�½

�¯�ï�Â�©�µ�Ä �³�µ�Â�Ü

�¬�é�”�Ì�ç  �¯�ï�Ñ�Ÿ�ª�á�è�”
�³�ã�ï

• • • • •

�æ�æ�”�µ �!�Ë�º�0

7.0(1) �\�w�¯�Ú�ï�Å�U�‹�Ö�^�•�‡�`�h�{

�¯�Ú�ï�Å 
†�Ì

filter ftp URL �Ñ�Ÿ�ç�»�æ�ï�¬  �±�”�Ì�t�‘�l�o�Ñ�Ÿ�ç�»�æ�ï�¬�^�•�”  FTP
�Ä�å�Ñ�Ÿ�¿�«�›�¦���`�‡�b�{  

filter https Websense �±�”�Ì�t�‘ �l�o�Ñ�Ÿ�ç�»�æ�ï�¬�^�•�”  HTTPS �Ä�å
�Ñ�Ÿ�¿�«�›�¦���`�‡�b�{

filter url �Ä�å�Ñ�Ÿ�¿�«�›  URL �Ñ�Ÿ�ç�»�æ�ï�¬  �±�”�Ì�t�²�Z�o
ù�“�‡�b�{

show running-config filter �Ñ�Ÿ�ç�»�æ�ï�¬  �¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï�›
¯�Ô�`�‡�b�{

url-server filter  �¯�Ú�ï�Å�p�–�;�b�”  N2H2 �±�”�Ì�‡�h�x  Websense �±�”�Ì
�›�¦���`�‡�b�{  
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clear configure fips
NVRAM �t�¨�ò�^�•�o�M�”�³�µ�Â�Ü�‡�h�x�Þ�´�á�”�ç�w  FIPS �¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï	Ø�C�›	«�ˆ
�b�”�t�x�z clear configure fips �¯�Ú�ï�Å�›�–�;�`�‡�b�{  

clear configure fips

�³�ï�»�¿�«�µ�w
†�Ì

�Ã�Ñ�¥�ç�Ä �\�w�¯�Ú�ï�Å�t�Ã�Ñ�¥�ç�Ä
ƒ���x�K�“�‡�d�œ�{

�¯�Ú�ï�Å  �Þ�”�Å �Í�w
¯�x�z�\�w�¯�Ú�ï�Å�›�Ö�—�p�V�”�Þ�”�Å�›�Ô�`�o�M�‡�b�{

�¯�Ú�ï�Å�d�º

�« sw8-ASA(config)# clear configure fips

���È�¯�Ú�ï�Å

fips FIPS-2 	j�Œ	Ø�C

�¯�Ú�ï�Å  �Þ�”�Å

�Ñ�•� �ž�¢�¥�”�ç  �Þ�”�Å �·�©�á�æ�Â�Ÿ  �¯�ï�Â�©�µ�Ä

�ç�”�Â�¿�Å �•�a �³�ï�¬�ç

�Ú�ç�½

�¯�ï�Â�©�µ�Ä �³�µ�Â�Ü

�¬�é�”�Ì�ç  �¯�ï�Ñ�Ÿ�ª�á�è�”
�³�ã�ï

— — • — —

�æ�æ�”�µ �!�Ë�º�0

7.0(4) �\�w�¯�Ú�ï�Å�U�‹�Ö�^�•�‡�`�h�{

�¯�Ú�ï�Å 
†�Ì

crashinfo console disable �Ñ�å�¿�³�á�t�0�b�”�«�å�¿�³�á	{�V���ˆ	Ø�C�w�¡�ˆ	��“�z	{�V��
�ˆ�z�S�‘�|
ƒ���›�Ã�Ÿ�·�”�Ò�ç�t�`�‡�b�{

fips enable �³�µ�Â�Ü�‡�h�x�Þ�´�á�”�ç�p  FIPS �t	j �Œ�b�”�h�Š�w�Ù�æ�³�”
�½�£�¿�«�›� �É�”�Ò�ç�‡�h�x�Ã�Ÿ�·�”�Ò�ç�t�`�‡�b�{

fips self-test poweron �Í�ë�”�¦�ï  �·�ç�Ñ�Â�µ�Ä�›�î�æ�`�‡�b�{

show crashinfo console �Ñ�å�¿�³�á�t�0�b�”�«�å�¿�³�á	{�V���ˆ�w�¡�ˆ	��“�z	{�V���ˆ�z
�S�‘�|
ƒ���›�æ�M�‡�b�{  

show running-config fips �·�©�á�æ�Â�Ÿ  �ž�Ó�å� �ž�ï�µ	Í�p�î�æ�^�•�o�M�”  FIPS �¯�ï�Ñ�Ÿ
�ª�á�è�”�³�ã�ï�›
¯�Ô�`�‡�b�{
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clear configure firewall
�Ñ�•� �ž�¢�¥�”�ç  �Þ�”�Å�›�Ã�Ñ�¥�ç�Ä�w�ç�”�Â�¿�Å  �Þ�”�Å�t
ƒ���b�”�t�x�z�¬�é�”�Ì�ç  �¯�ï�Ñ�Ÿ
�ª�á�è�”�³�ã�ï  �Þ�”�Å�p  clear configure firewall �¯�Ú�ï�Å�›�–�;�`�‡�b�{

clear configure firewall

�³�ï�»�¿�«�µ�w
†�Ì �\�w�¯�Ú�ï�Å�t�x�z�¾
:�‹�©�”�ë�”�Å�‹�K�“�‡�d�œ�{

�Ã�Ñ�¥�ç�Ä �Ã�Ñ�¥�ç�Ä�w�ˆ�^�•�‹�x�K�“�‡�d�œ�{

�¯�Ú�ï�Å  �Þ�”�Å �Í�w
¯�x�z�\�w�¯�Ú�ï�Å�›�Ö�—�p�V�”�Þ�”�Å�›�Ô�`�o�M�‡�b�{

�¯�Ú�ï�Å�d�º

�« �Í�w�«�p�x�z�Ñ�•� �ž�¢�¥�”�ç  �Þ�”�Å�›�Ã�Ñ�¥�ç�Ä�t
ƒ���`�‡�b�{

hostname(config)# clear configure firewall

���È�¯�Ú�ï�Å

�¯�Ú�ï�Å  �Þ�”�Å

�Ñ�•� �ž�¢�¥�”�ç  �Þ�”�Å �·�©�á�æ�Â�Ÿ  �¯�ï�Â�©�µ�Ä

�ç�”�Â�¿�Å �•�a �³�ï�¬�ç

�Ú�ç�½

�¯�ï�Â�©�µ�Ä �³�µ�Â�Ü

�¬�é�”�Ì�ç  �¯�ï�Ñ�Ÿ�ª�á�è�”
�³�ã�ï

• • • — •

�æ�æ�”�µ �!�Ë�º�0

7.0(1) �\�w�¯�Ú�ï�Å�U�‹�Ö�^�•�‡�`�h�{

�¯�Ú�ï�Å 
†�Ì

arp �µ�»�Â�Ÿ�¿�«  ARP �¤�ï�Ä�æ�›�å�C�`�‡�b�{

firewall transparent �Ñ�•� �ž�¢�¥�”�ç  �Þ�”�Å�›�•�a�t
ƒ���`�‡�b�{

show arp statistics ARP �w�-	Ø�C�›
¯�Ô�`�‡�b�{

show running-config arp ARP �»� �Ü�ž�¢�Ä�w�q�O�w�¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï�›
¯�Ô
�`�‡�b�{
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clear configure fixup
�Ñ�Ÿ�¿�«�µ�ž�¿�Ó  �¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï�›	«�ˆ�b�”�t�x�z�¬�é�”�Ì�ç  �¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï
�Þ�”�Å�p  clear configure fixup �¯�Ú�ï�Å�›�–�;�`�‡�b�{  

clear configure fixup

�Ã�Ñ�¥�ç�Ä �Ã�Ñ�¥�ç�Ä�w�ˆ�^�•�‹�x�K�“�‡�d�œ�{

�¯�Ú�ï�Å  �Þ�”�Å �Í�w
¯�x�z�\�w�¯�Ú�ï�Å�›�Ö�—�p�V�”�Þ�”�Å�›�Ô�`�o�M�‡�b�{

�¯�Ú�ï�Å�d�º

�–�;	Í�w�̈ � �Å�å� �ï clear configure fixup �¯�Ú�ï�Å�x�z�Ñ�Ÿ�¿�«�µ�ž�¿�Ó  �¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï�›�_	†�`�‡�b�{

�« �Í�w�«�p�x�z�Ñ�Ÿ�¿�«�µ�ž�¿�Ó  �¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï�›	«�ˆ�`�‡�b�{

hostname# clear configure fixup

���È�¯�Ú�ï�Å

�¯�Ú�ï�Å  �Þ�”�Å

�Ñ�•� �ž�¢�¥�”�ç  �Þ�”�Å �·�©�á�æ�Â�Ÿ  �¯�ï�Â�©�µ�Ä

�ç�”�Â�¿�Å �•�a �³�ï�¬�ç

�Ú�ç�½

�¯�ï�Â�©�µ�Ä �³�µ�Â�Ü

�¬�é�”�Ì�ç  �¯�ï�Ñ�Ÿ�ª�á�è�”
�³�ã�ï

• • • • •

�æ�æ�”�µ �!�Ë�º�0

�7�� �\�w�¯�Ú�ï�Å�x�7���w�‹�w�p�b�{

�¯�Ú�ï�Å 
†�Ì

class-map �·�©�á�æ�Â�Ÿ  �ž�«�³�ã�ï�›�&�;�b�”
Œ�w�Ä�å�Ñ�Ÿ�¿�«  �«�å�µ�›���[�`�‡
�b�{  

policy-map �«�å�µ  �Ú�¿�Ó�›�›���w�·�©�á�æ�Â�Ÿ  �ž�«�³�ã�ï�t���È
Ç�Z�‡�b�{
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clear configure fragment
�b�‚�o�w  IP �Ñ�å�¬�Ý�ï�Ä�6�Ï
R�¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï�›�Ã�Ñ�¥�ç�Ä�t�æ�·�¿�Ä�b�”�t�x�z �¬�é�”
�Ì�ç  �¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï  �Þ�”�Å�p  clear configure fragment �¯�Ú�ï�Å�›�–�;�`�‡�b�{  

clear configure fragment [interface]

�³�ï�»�¿�«�µ�w
†�Ì

�Ã�Ñ�¥�ç�Ä interface �U�¦���^�•�o�M�s�M	Ô�ù�z�\�w�¯�Ú�ï�Å�x�b�‚�o�w� �ï�»�”�Ñ�£� �µ�t�&�;�^�•�‡�b�{  

�¯�Ú�ï�Å  �Þ�”�Å �Í�w
¯�x�z�\�w�¯�Ú�ï�Å�›�Ö�—�p�V�”�Þ�”�Å�›�Ô�`�o�M�‡�b�{

�¯�Ú�ï�Å�d�º

�–�;	Í�w�̈ � �Å�å� �ï clear configure fragment �¯�Ú�ï�Å�x�z �b�‚�o�w  IP �Ñ�å�¬�Ý�ï�Ä�6�Ï
R�¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï�›�Ã
�Ñ�¥�ç�Ä�t�æ�·�¿�Ä�`�‡�b�{�‡�h�z chain�z size�z�S�‘�|  timeout �©�”�ë�”�Å�U�Í�w�Ã�Ñ�¥�ç�Ä�‹�t
�æ�·�¿�Ä�^�•�‡�b�{

• chain �x  24 �Í�­�¿�Ä�p�b�{

• size �x  200 �p�b�{

• timeout �x  5 
µ�p�b�{

�« �Í�w�«�p�x�z�b�‚�o�w  IP �Ñ�å�¬�Ý�ï�Ä�6�Ï
R�¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï�›�Ã�Ñ�¥�ç�Ä�t�æ�·�¿�Ä�b
�”�M�O�›�Ô�`�‡�b�{

hostname(config)# clear configure fragment

���È�¯�Ú�ï�Å

interface �¢�¦�Ó�³�ã�ï�£�·�©�á�æ�Â�Ÿ  �ž�Ó�å� �ž�ï�µ�w� �ï�»�”�Ñ�£� �µ�›�¦���`
�‡�b�{

�¯�Ú�ï�Å  �Þ�”�Å

�Ñ�•� �ž�¢�¥�”�ç  �Þ�”�Å �·�©�á�æ�Â�Ÿ  �¯�ï�Â�©�µ�Ä

�ç�”�Â�¿�Å �•�a �³�ï�¬�ç

�Ú�ç�½

�¯�ï�Â�©�µ�Ä �³�µ�Â�Ü

�¬�é�”�Ì�ç  �¯�ï�Ñ�Ÿ�ª�á�è�”
�³�ã�ï

• • • • —

�æ�æ�”�µ �!�Ë�º�0

7.0(1) configure �©�”�ë�”�Å�S�‘�|�¦�Ó�³�ã�ï�w  interface �¾
:�U�å�C�^�•�‡�`�h�{
�‡�h�z�\�w�¯�Ú�ï�Å�x�z�á�;�Ã�”�»�w	«�ˆ�q�¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï  �Ã�”
�»�w	«�ˆ�›�à���b�”�h�Š�z clear fragment �q  clear configure fragment �w 2 �m
�w�¯�Ú�ï�Å�t
ü�Z�’�•�‡�`�h�{

�¯�Ú�ï�Å 
†�Ì

clear fragment IP �Ñ�å�¬�Ý�ï�Ä�6�Ï
R�Þ�´�á�”�ç�w�á�;�Ã�”�»�›	«�ˆ�`�‡�b�{

fragment �›���s�Í�­�¿�Ä  �Ñ�å�¬�Ý�ï�Ä�=�w���g�›���™�`�o�z NFS �q�w
�“�õ
Q�›�~
³�`�‡�b�{

show fragment IP �Ñ�å�¬�Ý�ï�Ä�6�Ï
R�Þ�´�á�”�ç�w�á�;�Ã�”�»�›
¯�Ô�`�‡�b�{

show running-config fragment IP �Ñ�å�¬�Ý�ï�Ä�6�Ï
R�¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï�›
¯�Ô�`�‡�b�{
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clear configure ftp
FTP �¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï�›	«�ˆ�b�”�t�x�z�¬�é�”�Ì�ç  �¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï  �Þ�”�Å�p  clear
configure ftp �¯�Ú�ï�Å�›�–�;�`�‡�b�{  

clear configure ftp

�Ã�Ñ�¥�ç�Ä �Ã�Ñ�¥�ç�Ä�w�ˆ�^�•�‹�x�K�“�‡�d�œ�{

�¯�Ú�ï�Å  �Þ�”�Å �Í�w
¯�x�z�\�w�¯�Ú�ï�Å�›�Ö�—�p�V�”�Þ�”�Å�›�Ô�`�o�M�‡�b�{

�¯�Ú�ï�Å�d�º

�–�;	Í�w�̈ � �Å�å� �ï clear configure ftp �¯�Ú�ï�Å�x�z FTP �¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï�›	«�ˆ�`�‡�b�{  

�« �Í�w�«�p�x�z FTP �¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï�›	«�ˆ�`�‡�b�{

hostname# clear configure filter

���È�¯�Ú�ï�Å

�¯�Ú�ï�Å  �Þ�”�Å

�Ñ�•� �ž�¢�¥�”�ç  �Þ�”�Å �·�©�á�æ�Â�Ÿ  �¯�ï�Â�©�µ�Ä

�ç�”�Â�¿�Å �•�a �³�ï�¬�ç

�Ú�ç�½

�¯�ï�Â�©�µ�Ä �³�µ�Â�Ü

�¬�é�”�Ì�ç  �¯�ï�Ñ�Ÿ�ª�á�è�”
�³�ã�ï

• • • • •

�æ�æ�”�µ �!�Ë�º�0

7.0(1) �\�w�¯�Ú�ï�Å�U�‹�Ö�^�•�‡�`�h�{

�¯�Ú�ï�Å 
†�Ì

filter ftp URL �Ñ�Ÿ�ç�»�æ�ï�¬  �±�”�Ì�t�‘�l�o�Ñ�Ÿ�ç�»�æ�ï�¬�^�•�”
FTP �Ä�å�Ñ�Ÿ�¿�«�›�¦���`�‡�b�{  

filter https Websense �±�”�Ì�t�‘�l�o�Ñ�Ÿ�ç�»�æ�ï�¬�^�•�”  HTTPS �Ä�å
�Ñ�Ÿ�¿�«�›�¦���`�‡�b�{

filter url �Ä�å�Ñ�Ÿ�¿�«�›  URL �Ñ�Ÿ�ç�»�æ�ï�¬  �±�”�Ì�t�²�Z�o
ù�“�‡
�b�{

show running-config filter �Ñ�Ÿ�ç�»�æ�ï�¬  �¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï�›
¯�Ô�`�‡�b�{

url-server filter  �¯�Ú�ï�Å�p�–�;�b�”  N2H2 �±�”�Ì�‡�h�x  Websense �±�”
�Ì�›�¦���`�‡�b�{  
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clear configure global
�¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï�T�’  global �¯�Ú�ï�Å�›�_	†�b�”�t�x�z�¬�é�”�Ì�ç  �¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã
�ï  �Þ�”�Å�p  clear configure global �¯�Ú�ï�Å�›�–�;�`�‡�b�{

clear configure global

�³�ï�»�¿�«�µ�w
†�Ì �\�w�¯�Ú�ï�Å�t�x�z�¾
:�‹�©�”�ë�”�Å�‹�K�“�‡�d�œ�{

�Ã�Ñ�¥�ç�Ä �Ã�Ñ�¥�ç�Ä�w�ˆ�^�•�‹�x�K�“�‡�d�œ�{

�¯�Ú�ï�Å  �Þ�”�Å �Í�w
¯�x�z�\�w�¯�Ú�ï�Å�›�Ö�—�p�V�”�Þ�”�Å�›�Ô�`�o�M�‡�b�{

�¯�Ú�ï�Å�d�º

�« �Í�w�«�p�x�z�¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï�T�’  global �¯�Ú�ï�Å�›�_	†�b�”�M�O�›�Ô�`�‡�b�{

hostname(config)# clear configure global

���È�¯�Ú�ï�Å

�¯�Ú�ï�Å  �Þ�”�Å

�Ñ�•� �ž�¢�¥�”�ç  �Þ�”�Å �·�©�á�æ�Â�Ÿ  �¯�ï�Â�©�µ�Ä

�ç�”�Â�¿�Å �•�a �³�ï�¬�ç

�Ú�ç�½

�¯�ï�Â�©�µ�Ä �³�µ�Â�Ü

�¬�é�”�Ì�ç  �¯�ï�Ñ�Ÿ�ª�á�è�”
�³�ã�ï

• — • • —

�æ�æ�”�µ �!�Ë�º�0

7.0(1) �©�”�ë�”�Å  configure �U�å�C�^�•�‡�`�h�{

�¯�Ú�ï�Å 
†�Ì

global �¬�é�”�Ì�ç  �ž�Å�è�µ  �Ó�”�ç�t�0�`�o�¤�ï�Ä�æ�›�^
R�`�‡
�b�{

show running-config global �¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï�º�w  global �¯�Ú�ï�Å�›
¯�Ô�`�‡�b�{



�H 6 	·       clear configure �¯�Ú�ï�Å�™  clear configure zonelabs-integrity �¯�Ú�ï�Å
  clear config group-delimiter
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clear config group-delimiter
�Ä�ï�É�ç�w�É�°�³�¤�”�³�ã�ï�¤�t	!	ô�`�h�â�”�²�Ê�T�’�¬�ç�”�Ó�Ê�›�r
s�b�”�q�V�t�–�;�b�”�¬
�ç�”�Ó  �Ã�æ�Û�»�›�¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï�T�’	«�ˆ�b�”�t�x�z�¬�é�”�Ì�ç  �¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã
�ï  �Þ�”�Å�p  clear configure group-delimiter �¯�Ú�ï�Å�›�–�;�`�‡�b�{ �¬�ç�”�Ó�Ê�w�r
s�U�Ã�Ÿ�·�”�Ò
�ç�t�s�“�‡�b�{

clear config group-delimiter

�Ã�Ñ�¥�ç�Ä �Ã�Ñ�¥�ç�Ä�w�ˆ�^�•�‹�x�K�“�‡�d�œ�{

�¯�Ú�ï�Å  �Þ�”�Å �Í�w
¯�x�z�\�w�¯�Ú�ï�Å�›�Ö�—�p�V�”�Þ�”�Å�›�Ô�`�o�M�‡�b�{

�¯�Ú�ï�Å�d�º

�–�;	Í�w�̈ � �Å�å� �ï �\�w�Ã�æ�Û�»�x�z�Ä�ï�É�ç�w�É�°�³�¤�”�³�ã�ï�¤�t�z�â�”�²�Ê�T�’�Ä�ï�É�ç  �¬�ç�”�Ó�Ê�›�r
s�b�”
�h�Š�t�–�;�^�•�‡�b�{�Ã�æ�Û�»�›�¦���`�s�M�q�z�¬�ç�”�Ó�Ê�w�r
s�U�Ã�Ÿ�·�”�Ò�ç�t�s�“�‡�b�{

�« �¬�é�”�Ì�ç  �¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï  �Þ�”�Å�p�Ö�—�`�h�Í�w�«�p�x�z�¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï�T�’
�¬�ç�”�Ó  �Ã�æ�Û�»�›�_	†�`�‡�b�{

hostname(config)# clear config group-delimiter
hostname(config)# 

���È�¯�Ú�ï�Å

�¯�Ú�ï�Å  �Þ�”�Å

�Ñ�•� �ž�¢�¥�”�ç  �Þ�”�Å �·�©�á�æ�Â�Ÿ  �¯�ï�Â�©�µ�Ä

�ç�”�Â�¿�Å �•�a �³�ï�¬�ç

�Ú�ç�½

�¯�ï�Â�©�µ�Ä �³�µ�Â�Ü

�¬�é�”�Ì�ç  �¯�ï�Ñ�Ÿ�ª�á�è�”
�³�ã�ï

• — • — —

�æ�æ�”�µ �!�Ë�º�0

7.0(1) �\�w�¯�Ú�ï�Å�U�‹�Ö�^�•�‡�`�h�{

�¯�Ú�ï�Å 
†�Ì

group-delimiter �¬�ç�”�Ó�Ê�w�r
s�›� �É�”�Ò�ç�t�`�z IPSec �æ�Þ�”�Ä�ž�«
�·�µ  �Ä�ï�É�ç  �¬�ç�”�Ó�w�¬�ç�”�Ó  �Ã�æ�Û�»�›�¦���`�‡
�b�{

show running-config group-delimiter �q�O�w
ƒ���A�ˆ�¬�ç�”�Ó  �Ã�æ�Û�»�›
¯�Ô�`�‡�b�{



�H 6 	·       clear configure �¯�Ú�ï�Å�™  clear configure zonelabs-integrity �¯�Ú�ï�Å
  clear configure group-policy
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clear configure group-policy
�›���w�¬�ç�”�Ó  �Ù�æ�³�”�w�¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï�›�_	†�b�”�t�x�z�¬�é�”�Ì�ç  �¯�ï�Ñ�Ÿ�ª�á
�è�”�³�ã�ï  �Þ�”�Å�p  clear configure group-policy �¯�Ú�ï�Å�›�–�;�`�z�¬�ç�”�Ó  �Ù�æ�³�”�w�Ê
²�›
Ç
�C�`�‡�b�{�Ã�Ñ�¥�ç�Ä�w�¬�ç�”�Ó  �Ù�æ�³�”�Ž�Ž�w�b�‚�o�w  group-policy �¯�Ú�ï�Å�›�¯�ï�Ñ�Ÿ�ª�á
�è�”�³�ã�ï�T�’�_	†�b�”�t�x�z�\�w�¯�Ú�ï�Å�›�¾
:�s�`�p�–�;�`�‡�b�{

clear configure group-policy [name]

�³�ï�»�¿�«�µ�w
†�Ì

�Ã�Ñ�¥�ç�Ä �Ã�Ñ�¥�ç�Ä�w�¬�ç�”�Ó  �Ù�æ�³�”�Ž�Ž�w�b�‚�o�w  group-policy �¯�Ú�ï�Å�›�¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï�T
�’�_	†�`�‡�b�{

�¯�Ú�ï�Å  �Þ�”�Å �Í�w
¯�x�z�\�w�¯�Ú�ï�Å�›�Ö�—�p�V�”�Þ�”�Å�›�Ô�`�o�M�‡�b�{

�¯�Ú�ï�Å�d�º

�« �Í�w�«�p�x�z FirstGroup �q�M�O�Ê
²�w�¬�ç�”�Ó  �Ù�æ�³�”�w�¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï�›	«�ˆ�b�”�M�O
�›�Ô�`�‡�b�{

hostname(config)#  clear configure group-policy FirstGroup

���È�¯�Ú�ï�Å

name �¬�ç�”�Ó  �Ù�æ�³�”�w�Ê
²�›�¦���`�‡�b�{

�¯�Ú�ï�Å  �Þ�”�Å

�Ñ�•� �ž�¢�¥�”�ç  �Þ�”�Å �·�©�á�æ�Â�Ÿ  �¯�ï�Â�©�µ�Ä

�ç�”�Â�¿�Å �•�a �³�ï�¬�ç

�Ú�ç�½

�¯�ï�Â�©�µ�Ä �³�µ�Â�Ü

�¬�é�”�Ì�ç  �¯�ï�Ñ�Ÿ�ª�á�è�”
�³�ã�ï

• — • — —

�æ�æ�”�µ �!�Ë�º�0

7.0(1) �\�w�¯�Ú�ï�Å�U�‹�Ö�^�•�‡�`�h�{

�¯�Ú�ï�Å 
†�Ì

group-policy �¬�ç�”�Ó  �Ù�æ�³�”�›�^
R�z�$	B�z�‡�h�x�_	†�`�‡�b�{

group-policy attributes �¦���`�h�¬�ç�”�Ó  �Ù�æ�³�”�w  AVP �›
ƒ���p�V�”�¬�ç�”�Ó  �Ù
�æ�³�”  �ž�Ä�æ�Ï�á�”�Ä  �Þ�”�Å�t�Ö�“�‡�b�{

show running-config group-policy �›���w�¬�ç�”�Ó  �Ù�æ�³�”�‡�h�x�b�‚�o�w�¬�ç�”�Ó  �Ù�æ�³�”
�w�î�æ�¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï�›
¯�Ô�`�‡�b�{



�H 6 	·       clear configure �¯�Ú�ï�Å�™  clear configure zonelabs-integrity �¯�Ú�ï�Å
  clear configure hostname
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clear configure hostname
�×�µ�Ä�Ê�›�Ã�Ñ�¥�ç�Ä�t�æ�·�¿�Ä�b�”�t�x�z�¬�é�”�Ì�ç  �¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï  �Þ�”�Å�p  clear
configure hostname �¯�Ú�ï�Å�›�–�;�`�‡�b�{

clear configure hostname

�³�ï�»�¿�«�µ�w
†�Ì �\�w�¯�Ú�ï�Å�t�x�z�¾
:�‹�©�”�ë�”�Å�‹�K�“�‡�d�œ�{

�Ã�Ñ�¥�ç�Ä �Ã�Ñ�¥�ç�Ä�‹�x�Ó�å�¿�Ä�Ñ�¥�”�Ü�t�‘�l�o�Ÿ�s�“�‡�b�{

�¯�Ú�ï�Å  �Þ�”�Å �Í�w
¯�x�z�\�w�¯�Ú�ï�Å�›�Ö�—�p�V�”�Þ�”�Å�›�Ô�`�o�M�‡�b�{

�¯�Ú�ï�Å�d�º

�« �Í�w�«�p�x�z�×�µ�Ä�Ê�›	«�ˆ�`�‡�b�{

hostname(config)# clear configure hostname

���È�¯�Ú�ï�Å

�¯�Ú�ï�Å  �Þ�”�Å

�Ñ�•� �ž�¢�¥�”�ç  �Þ�”�Å �·�©�á�æ�Â�Ÿ  �¯�ï�Â�©�µ�Ä

�ç�”�Â�¿�Å �•�a �³�ï�¬�ç

�Ú�ç�½

�¯�ï�Â�©�µ�Ä �³�µ�Â�Ü

�¬�é�”�Ì�ç  �¯�ï�Ñ�Ÿ�ª�á�è�”
�³�ã�ï

• • • • —

�æ�æ�”�µ �!�Ë�º�0

7.0(1) �\�w�¯�Ú�ï�Å�U�‹�Ö�^�•�‡�`�h�{

�¯�Ú�ï�Å 
†�Ì

banner �é�¬� �ï  �Ì�Æ�”�z �®���Ô�w�S�Œ�’�d� �̄Ì�Æ�”�z�‡�h�x� �É�”�Ò�ç  �Ì�Æ�”�›

ƒ���`�‡�b�{

domain-name �Ã�Ñ�¥�ç�Ä�w�Å�Ý� �ï�Ê�›
ƒ���`�‡�b�{

hostname �·�©�á�æ�Â�Ÿ  �ž�Ó�å� �ž�ï�µ�w�×�µ�Ä�Ê�›
ƒ���`�‡�b�{



�H 6 	·       clear configure �¯�Ú�ï�Å�™  clear configure zonelabs-integrity �¯�Ú�ï�Å
  clear configure http
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clear configure http
HTTP �±�”�Ì�›�Ã�Ÿ�·�”�Ò�ç�t�`�z HTTP �±�”�Ì�t�ž�«�·�µ�p�V�”
ƒ���A�ˆ�×�µ�Ä�›�_	†�b�”�t�x�z
�¬�é�”�Ì�ç  �¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï  �Þ�”�Å�p  clear configure http �¯�Ú�ï�Å�›�–�;�`�‡�b�{  

clear configure http

�Ã�Ñ�¥�ç�Ä �Ã�Ñ�¥�ç�Ä�w�ˆ�^�•�‹�x�K�“�‡�d�œ�{

�¯�Ú�ï�Å  �Þ�”�Å �Í�w
¯�x�z�\�w�¯�Ú�ï�Å�›�Ö�—�p�V�”�Þ�”�Å�›�Ô�`�o�M�‡�b�{

�¯�Ú�ï�Å�d�º

�« �Í�w�«�p�x�z HTTP �¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï�›	«�ˆ�b�”�M�O�›�Ô�`�‡�b�{

hostname(config)#  clear configure http

���È�¯�Ú�ï�Å

�¯�Ú�ï�Å  �Þ�”�Å

�Ñ�•� �ž�¢�¥�”�ç  �Þ�”�Å �·�©�á�æ�Â�Ÿ  �¯�ï�Â�©�µ�Ä

�ç�”�Â�¿�Å �•�a �³�ï�¬�ç

�Ú�ç�½

�¯�ï�Â�©�µ�Ä �³�µ�Â�Ü

�¬�é�”�Ì�ç  �¯�ï�Ñ�Ÿ�ª�á�è�”
�³�ã�ï

• — • — —

�æ�æ�”�µ �!�Ë�º�0

7.0(1) �\�w�¯�Ú�ï�Å�U�‹�Ö�^�•�‡�`�h�{

�¯�Ú�ï�Å 
†�Ì

http IP �ž�Å�è�µ�q�±�Ò�É�¿�Ä  �Ú�µ�«�t�‘�l�o�z HTTP �±�”�Ì�t�ž
�«�·�µ�p�V�”�×�µ�Ä�›�¦���`�‡�b�{�×�µ�Ä�U  HTTP �±�”�Ì�t
�ž�«�·�µ�b�”�q�V�t�è�a�b�”�·�©�á�æ�Â�Ÿ  �ž�Ó�å� �ž�ï�µ
� �ï�»�”�Ñ�£� �µ�›�¦���`�‡�b�{

http authentication-certificate �·�©�á�æ�Â�Ÿ  �ž�Ó�å� �ž�ï�µ�•�w  HTTPS 
€���›�¬�q�b�”
�â�”�²�t	Â�Ì	{�t�‘�”�Ý	Â�›�A�{�`�‡�b�{

http redirect �·�©�á�æ�Â�Ÿ  �ž�Ó�å� �ž�ï�µ�U  HTTP 
€���›  HTTPS �t�æ�¼
� �è�«�Ä�b�”�‘�O�t�¦���`�‡�b�{

http server enable HTTP �±�”�Ì�›� �É�”�Ò�ç�t�`�‡�b�{

show running-config http HTTP �±�” � Ì � t �ž �«� · �µ �p�V�” �×�µ�Ä�› 
 ¯ �Ô�`�z�^ � ’ � t
HTTP �±�”�Ì�U� �É�”�Ò�ç�p�K�”�T�r�O�T�›
¯�Ô�`�‡�b�{



�H 6 	·       clear configure �¯�Ú�ï�Å�™  clear configure zonelabs-integrity �¯�Ú�ï�Å
  clear configure icmp
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clear configure icmp
ICMP �Ä�å�Ñ�Ÿ�¿�«�w
ƒ���A�ˆ�ž�«�·�µ�F���›	«�ˆ�b�”�t�x�z�¬�é�”�Ì�ç  �¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï
�Þ�”�Å�p  clear configure icmp �¯�Ú�ï�Å�›�–�;�`�‡�b�{  

clear configure icmp

�Ã�Ñ�¥�ç�Ä �Ã�Ñ�¥�ç�Ä�w�ˆ�^�•�‹�x�K�“�‡�d�œ�{

�¯�Ú�ï�Å  �Þ�”�Å �Í�w
¯�x�z�\�w�¯�Ú�ï�Å�›�Ö�—�p�V�”�Þ�”�Å�›�Ô�`�o�M�‡�b�{

�¯�Ú�ï�Å�d�º

�–�;	Í�w�̈ � �Å�å� �ï clear configure icmp �¯�Ú�ï�Å�x�z ICMP �Ä�å�Ñ�Ÿ�¿�«�w
ƒ���A�ˆ�ž�«�·�µ�F���›	«�ˆ�`�‡�b�{  

�« �Í�w�«�p�x�z ICMP �Ä�å�Ñ�Ÿ�¿�«�w
ƒ���A�ˆ�ž�«�·�µ�F���›	«�ˆ�`�‡�b�{

hostname# clear configure icmp

���È�¯�Ú�ï�Å

�¯�Ú�ï�Å  �Þ�”�Å

�Ñ�•� �ž�¢�¥�”�ç  �Þ�”�Å �·�©�á�æ�Â�Ÿ  �¯�ï�Â�©�µ�Ä

�ç�”�Â�¿�Å �•�a �³�ï�¬�ç

�Ú�ç�½

�¯�ï�Â�©�µ�Ä �³�µ�Â�Ü

�¬�é�”�Ì�ç  �¯�ï�Ñ�Ÿ�ª�á�è�”
�³�ã�ï

• • • • •

�æ�æ�”�µ �!�Ë�º�0

7.0(1) �\�w�¯�Ú�ï�Å�U�‹�Ö�^�•�‡�`�h�{

�¯�Ú�ï�Å 
†�Ì

clear configure icmp ICMP �¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï�›	«�ˆ�`�‡�b�{

debug icmp ICMP �t���b�”�Ã�Ì�¿�¬	Ø�C�w
¯�Ô�›� �É�”�Ò�ç�t�`�‡�b�{

show icmp ICMP �¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï�›
¯�Ô�`�‡�b�{

timeout icmp ICMP �w�ž� �Å�ç  �»� �Ü�ž�¢�Ä�›
ƒ���`�‡�b�{



�H 6 	·       clear configure �¯�Ú�ï�Å�™  clear configure zonelabs-integrity �¯�Ú�ï�Å
  clear configure imap4s
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clear configure imap4s
�¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï�T�’�b�‚�o�w  IMAP4S �¯�Ú�ï�Å�›�_	†�`�o�Ã�Ñ�¥�ç�Ä�‹�t�í�b�t�x�z�¬
�é�”�Ì�ç  �¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï  �Þ�”�Å�p  clear configure imap4s �¯�Ú�ï�Å�›�–�;�`�‡�b�{

clear configure imap4s

�³�ï�»�¿�«�µ�w
†�Ì �\�w�¯�Ú�ï�Å�t�x�z�¾
:�‹�©�”�ë�”�Å�‹�K�“�‡�d�œ�{

�Ã�Ñ�¥�ç�Ä �Ã�Ñ�¥�ç�Ä�w�ˆ�^�•�‹�x�K�“�‡�d�œ�{

�¯�Ú�ï�Å  �Þ�”�Å �Í�w
¯�x�z�\�w�¯�Ú�ï�Å�›�Ö�—�p�V�”�Þ�”�Å�›�Ô�`�o�M�‡�b�{

�¯�Ú�ï�Å�d�º

�« �Í�w�«�p�x�z IMAP4S �¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï�›�_	†�b�”�M�O�›�Ô�`�‡�b�{

hostname(config)#  clear configure imap4s
hostname(config)# 

���È�¯�Ú�ï�Å

�¯�Ú�ï�Å  �Þ�”�Å

�Ñ�•� �ž�¢�¥�”�ç  �Þ�”�Å �·�©�á�æ�Â�Ÿ  �¯�ï�Â�©�µ�Ä

�ç�”�Â�¿�Å �•�a �³�ï�¬�ç

�Ú�ç�½

�¯�ï�Â�©�µ�Ä �³�µ�Â�Ü

�¬�é�”�Ì�ç  �¯�ï�Ñ�Ÿ�ª�á�è�”
�³�ã�ï

• — • — —

�æ�æ�”�µ �!�Ë�º�0

7.0(1)(1) �\�w�¯�Ú�ï�Å�U�‹�Ö�^�•�‡�`�h�{

�¯�Ú�ï�Å 
†�Ì

show running-configuration imap4s IMAP4S �w�î�æ�¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï�›
¯�Ô�`�‡�b�{  

imap4s IMAP4S �?� �Ý�”�ç  �Ó�é�©�³�w�¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï
�›�^
R�‡�h�x�$	B�`�‡�b�{



�H 6 	·       clear configure �¯�Ú�ï�Å�™  clear configure zonelabs-integrity �¯�Ú�ï�Å
  clear configure interface
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clear configure interface
� �ï�»�”�Ñ�£� �µ  �¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï�›	«�ˆ�b�”�t�x�z�¬�é�”�Ì�ç  �¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï
�Þ�”�Å�p  clear configure interface �¯�Ú�ï�Å�›�–�;�`�‡�b�{

clear configure interface [physical_interface[.subinterface] | mapped_name | interface_name]

�³�ï�»�¿�«�µ�w
†�Ì

�Ã�Ñ�¥�ç�Ä � �ï�»�”�Ñ�£� �µ�›�¦���`�s�M	Ô�ù�z�·�©�á�æ�Â�Ÿ  �ž�Ó�å� �ž�ï�µ�x�b�‚�o�w� �ï�»�”�Ñ�£� �µ
�¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï�›	«�ˆ�`�‡�b�{

�¯�Ú�ï�Å  �Þ�”�Å �Í�w
¯�x�z�\�w�¯�Ú�ï�Å�›�Ö�—�p�V�”�Þ�”�Å�›�Ô�`�o�M�‡�b�{

�¯�Ú�ï�Å�d�º

�–�;	Í�w�̈ � �Å�å� �ï �Ý� �ï�w
ú�g� �ï�»�”�Ñ�£� �µ�w� �ï�»�”�Ñ�£� �µ  �¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï�›	«�ˆ�b�”	Ô�ù�z�·
�©�á�æ�Â�Ÿ  �ž�Ó�å� �ž�ï�µ�p�x�Ã�Ñ�¥�ç�Ä
ƒ���U�–�;�^�•�‡�b�{

� �ï�»�”�Ñ�£� �µ�Ê�›�³�µ�Â�Ü�î�æ�µ�Ö�”�µ�p�–�;�b�”�\�q�x�p�V�‡�d�œ�{�\�•�x�z nameif �¯�Ú�ï
�Å�x�¯�ï�Â�©�µ�Ä�º�i�Z�p�–�;�p�V�”�T�’�p�b�{ �‰�7�t�z allocate-interface �¯�Ú�ï�Å�p� �ï�»�”�Ñ�£
� �µ  ID �›�Ú�¿�Ð�ï�¬�Ê�t�Ú�¿�Ó�`�h	Ô�ù�x�z�f�w�Ú�¿�Ð�ï�¬�Ê�x�¯�ï�Â�©�µ�Ä�º�p�`�T�–�;�p�V
�‡�d�œ�{

�« �Í�w�«�p�x�z GigabitEthernet0/1 �¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï�›	«�ˆ�`�‡�b�{

hostname(config)# clear configure interface gigabitethernet0/1

�Í�w�«�p�x�z�º
æ� �ï�»�”�Ñ�£� �µ  �¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï�›	«�ˆ�`�‡�b�{

hostname(config)# clear configure interface inside

interface_name �¢�¦�Ó�³�ã�ï�£ nameif �¯�Ú�ï�Å�p
ƒ���`�h� �ï�»�”�Ñ�£� �µ�Ê�›�¦���`�‡
�b�{

mapped_name �¢�¦�Ó�³�ã�ï�£�Ú�ç�½  �¯�ï�Â�©�µ�Ä  �Þ�”�Å�p�z�Ú�¿�Ð�ï�¬�Ê�›  
allocate-interface �¯�Ú�ï�Å�p�Â�“�p�o�h	Ô�ù�t�z�f�w�Ê
²�›�¦���`�‡�b�{

physical_interface �¢�¦�Ó�³�ã�ï�£� �ï�»�”�Ñ�£� �µ  ID�¢ gigabitethernet0/1 �s�r�£�›�¦���`�‡
�b�{�–�;�p�V�”�‹�t�m�M�o�x�z interface �¯�Ú�ï�Å�›�€	°�`�o�X�i�^�M�{

subinterface �¢�¦�Ó�³�ã�ï�£�æ�g�±�Ò� �ï�»�”�Ñ�£� �µ�›�Ô�b  1 �™ 4294967293 �w
T
:�›
�¦���`�‡�b�{

�¯�Ú�ï�Å  �Þ�”�Å

�Ñ�•� �ž�¢�¥�”�ç  �Þ�”�Å �·�©�á�æ�Â�Ÿ  �¯�ï�Â�©�µ�Ä

�ç�”�Â�¿�Å �•�a �³�ï�¬�ç

�Ú�ç�½

�¯�ï�Â�©�µ�Ä �³�µ�Â�Ü

�¬�é�”�Ì�ç  �¯�ï�Ñ�Ÿ�ª�á�è�”
�³�ã�ï

• • • • •

�æ�æ�”�µ �!�Ë�º�0

7.0(1) clear interface �U�\�w�¯�Ú�ï�Å�t�!�Ë�^�•�‡�`�h�{�‡�h�z	ý�`�M� �ï�»�”
�Ñ�£� �µ�w
j�ø
Ç�Z�M�Ü�‹���Š�”�‘�O�t	.
Y�^�•�‡�`�h�{



�H 6 	·       clear configure �¯�Ú�ï�Å�™  clear configure zonelabs-integrity �¯�Ú�ï�Å
  clear configure interface
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�Í�w�«�p�x�z �¯�ï�Â�©�µ�Ä�º�p  int1 � �ï�»�”�Ñ�£� �µ  �¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï�›	«�ˆ�`�‡�b�{ �®int1�¯
�x�Ú�¿�Ð�ï�¬�Ê�p�b�{

hostname/contexta(config)# clear configure interface int1

�Í�w�«�p�x�z�b�‚�o�w� �ï�»�”�Ñ�£� �µ  �¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï�›	«�ˆ�`�‡�b�{

hostname(config)# clear configure interface

���È�¯�Ú�ï�Å �¯�Ú�ï�Å 
†�Ì

allocate-interface �·�©�á�æ�Â�Ÿ  �¯�ï�Â�©�µ�Ä�t� �ï�»�”�Ñ�£� �µ�S�‘�|�±�Ò� �ï�»�”
�Ñ�£� �µ�›�Â�“�p�o�‡�b�{

clear interface show interface �¯�Ú�ï�Å�w�§�¢�ï�»�›	«�ˆ�`�‡�b�{

interface � �ï�»�”�Ñ�£� �µ�›
ƒ���`�z � �ï�»�”�Ñ�£� �µ  �¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï
�Þ�”�Å�t�Ö�“�‡�b�{

show interface � �ï�»�”�Ñ�£� �µ�w�å�ï�»� �Ü  �µ�Â�”�»�µ�q�w�-	Ø�C�›
¯�Ô�`�‡�b�{



�H 6 	·       clear configure �¯�Ú�ï�Å�™  clear configure zonelabs-integrity �¯�Ú�ï�Å
  clear configure ip
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clear configure ip
ip address �¯�Ú�ï�Å�p
ƒ���`�h�b�‚�o�w  IP �ž�Å�è�µ�›	«�ˆ�b�”�t�x�z �¬�é�”�Ì�ç  �¯�ï�Ñ�Ÿ�ª�á�è�”
�³�ã�ï  �Þ�”�Å�p  clear configure ip �¯�Ú�ï�Å�›�–�;�`�‡�b�{

clear configure ip

�³�ï�»�¿�«�µ�w
†�Ì �\�w�¯�Ú�ï�Å�t�x�z�¾
:�‹�©�”�ë�”�Å�‹�K�“�‡�d�œ�{

�Ã�Ñ�¥�ç�Ä �Ã�Ñ�¥�ç�Ä�w�ˆ�^�•�‹�x�K�“�‡�d�œ�{

�¯�Ú�ï�Å  �Þ�”�Å �Í�w
¯�x�z�\�w�¯�Ú�ï�Å�›�Ö�—�p�V�”�Þ�”�Å�›�Ô�`�o�M�‡�b�{

�¯�Ú�ï�Å�d�º

�–�;	Í�w�̈ � �Å�å� �ï �•�a�Ñ�•� �ž�¢�¥�”�ç  �Þ�”�Å�p�x�z�\�w�¯�Ú�ï�Å�x�z���g  IP �ž�Å�è�µ�q  Management 0/0 IP �ž�Å�è
�µ�¢
ƒ���`�o�M�”	Ô�ù�£�›	«�ˆ�`�‡�b�{

�y�M  IP �ž�Å�è�µ�›�–�;�b�”�q�O�w
€���›�b�‚�o���­�b�”�t�x�z clear xlate �¯�Ú�ï�Å�›�Ö�—�`�‡�b�{
�Ö�—�`�s�M	Ô�ù�z
€���x�è	×�r�S�“�»� �Ü�ž�¢�Ä�`�‡�b�{

�« �Í�w�«�p�x�z�b�‚�o�w  IP �ž�Å�è�µ�›	«�ˆ�`�‡�b�{

hostname(config)# clear configure ip

���È�¯�Ú�ï�Å

�¯�Ú�ï�Å  �Þ�”�Å

�Ñ�•� �ž�¢�¥�”�ç  �Þ�”�Å �·�©�á�æ�Â�Ÿ  �¯�ï�Â�©�µ�Ä

�ç�”�Â�¿�Å �•�a �³�ï�¬�ç

�Ú�ç�½

�¯�ï�Â�©�µ�Ä �³�µ�Â�Ü

�¬�é�”�Ì�ç  �¯�ï�Ñ�Ÿ�ª�á�è�”
�³�ã�ï

• • • • —

�æ�æ�”�µ �!�Ë�º�0

7.0(1) �\�w�¯�Ú�ï�Å�U�‹�Ö�^�•�‡�`�h�{

�¯�Ú�ï�Å 
†�Ì

allocate-interface �·�©�á�æ�Â�Ÿ  �¯�ï�Â�©�µ�Ä�t� �ï�»�”�Ñ�£� �µ�S�‘�|�±�Ò
� �ï�»�”�Ñ�£� �µ�›�Â�“�p�o�‡�b�{

clear configure interface � �ï�»�”�Ñ�£� �µ�w�¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï�›�b�‚�o	«�ˆ
�`�‡�b�{

interface � �ï�»�”�Ñ�£� �µ�›
ƒ���`�z � �ï�»�”�Ñ�£� �µ  �¯�ï�Ñ�Ÿ�ª�á
�è�”�³�ã�ï  �Þ�”�Å�t�Ö�“�‡�b�{

ip address � �ï�»�”�Ñ�£� �µ�w  IP �ž�Å�è�µ�›
ƒ���`�‡�b�{

show running-config interface � �ï�»�”�Ñ�£� �µ�w�¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï�›
¯�Ô�`�‡�b�{
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  clear configure ip audit
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clear configure ip audit
���*�Ù�æ�³�”  �¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï
¶�.�›	«�ˆ�b�”�t�x�z�¬�é�”�Ì�ç  �¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï
�Þ�”�Å�p  clear configure ip audit �¯�Ú�ï�Å�›�–�;�`�‡�b�{

clear configure ip audit [configuration]

�³�ï�»�¿�«�µ�w
†�Ì

�Ã�Ñ�¥�ç�Ä �Ã�Ñ�¥�ç�Ä�w�ˆ�^�•�‹�x�K�“�‡�d�œ�{

�¯�Ú�ï�Å  �Þ�”�Å �Í�w
¯�x�z�\�w�¯�Ú�ï�Å�›�Ö�—�p�V�”�Þ�”�Å�›�Ô�`�o�M�‡�b�{

�¯�Ú�ï�Å�d�º

�« �Í�w�«�p�x�z�b�‚�o�w  ip audit  �¯�Ú�ï�Å�›	«�ˆ�`�‡�b�{

hostname# clear configure ip audit

���È�¯�Ú�ï�Å

configuration �¢�¦�Ó�³�ã�ï�£�\�w�©�”�ë�”�Å�›�Ö�—�p�V�‡�b�U�z�–�;�`�s�M	Ô�ù�‹�A�L
�x�‰�a�p�b�{

�¯�Ú�ï�Å  �Þ�”�Å

�Ñ�•� �ž�¢�¥�”�ç  �Þ�”�Å �·�©�á�æ�Â�Ÿ  �¯�ï�Â�©�µ�Ä

�ç�”�Â�¿�Å �•�a �³�ï�¬�ç

�Ú�ç�½

�¯�ï�Â�©�µ�Ä �³�µ�Â�Ü

�¬�é�”�Ì�ç  �¯�ï�Ñ�Ÿ�ª�á�è�”
�³�ã�ï

• • • • —

�æ�æ�”�µ �!�Ë�º�0

7.0(1) �\�w�¯�Ú�ï�Å�U  clear ip audit �T�’�!�Ë�^�•�‡�`�h�{

�¯�Ú�ï�Å 
†�Ì

ip audit attack �È�8�³�¬�Ç�½�ß�t�°�•�b�”�Í�­�¿�Ä�w�Ã�Ñ�¥�ç�Ä  �ž�«�³�ã�ï�›
ƒ���`�‡
�b�{

ip audit info 	Ø�C�³�¬�Ç�½�ß�t�°�•�b�”�Í�­�¿�Ä�w�Ã�Ñ�¥�ç�Ä  �ž�«�³�ã�ï�›
ƒ���`�‡
�b�{

ip audit interface � �ï�»�”�Ñ�£� �µ�t���*�Ù�æ�³�”�›�Â�“�p�o�‡�b�{

ip audit name �Í�­�¿�Ä�U�È�8�³�¬�Ç�½�ß�‡�h�x	Ø�C�³�¬�Ç�½�ß�t�°�•�`�h	Ô�ù�t�î�æ
�b�”�ž�«�³�ã�ï�›�¦���b�”�z�Ê
²
Ç�V���*�Ù�æ�³�”�›�^
R�`�‡�b�{

ip audit signature �³�¬�Ç�½�ß�›�Ã�Ÿ�·�”�Ò�ç�t�`�‡�b�{



�H 6 	·       clear configure �¯�Ú�ï�Å�™  clear configure zonelabs-integrity �¯�Ú�ï�Å
  clear configure ip local pool
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clear configure ip local pool
IP �ž�Å�è�µ  �Ó�”�ç�›�_	†�b�”�t�x�z�¬�é�”�Ì�ç  �¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï  �Þ�”�Å�p  clear configure
ip local pool �¯�Ú�ï�Å�›�–�;�`�‡�b�{  

clear ip local pool [poolname]

�³�ï�»�¿�«�µ�w
†�Ì

�Ã�Ñ�¥�ç�Ä �Ã�Ñ�¥�ç�Ä�w�ˆ�^�•�‹�x�K�“�‡�d�œ�{

�¯�Ú�ï�Å  �Þ�”�Å �Í�w
¯�x�z�\�w�¯�Ú�ï�Å�›�Ö�—�p�V�”�Þ�”�Å�›�Ô�`�o�M�‡�b�{

�¯�Ú�ï�Å�d�º

�« �Í�w�«�p�x�z�î�æ�¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï�T�’�b�‚�o�w  IP �ž�Å�è�µ  �Ó�”�ç�›�_	†�`�‡�b�{

hostname(config)# clear config ip local pool
hostname(config)# 

���È�¯�Ú�ï�Å

poolname �¢�¦�Ó�³�ã�ï�£ IP �ž�Å�è�µ  �Ó�”�ç�w�Ê
²�›�¦���`�‡�b�{

�¯�Ú�ï�Å  �Þ�”�Å

�Ñ�•� �ž�¢�¥�”�ç  �Þ�”�Å �·�©�á�æ�Â�Ÿ  �¯�ï�Â�©�µ�Ä

�ç�”�Â�¿�Å �•�a �³�ï�¬�ç

�Ú�ç�½

�¯�ï�Â�©�µ�Ä �³�µ�Â�Ü

�¬�é�”�Ì�ç  �¯�ï�Ñ�Ÿ�ª�á�è�”
�³�ã�ï

• — • — —

�æ�æ�”�µ �!�Ë�º�0

7.0(1) �\�w�¯�Ú�ï�Å�U�‹�Ö�^�•�‡�`�h�{

�¯�Ú�ï�Å 
†�Ì

clear configure ip local pool �b�‚�o�w  IP �é�”�§�ç  �Ó�”�ç�›�_	†�`�‡�b�{

ip local pool IP �ž�Å�è�µ  �Ó�”�ç�›
ƒ���`�‡�b�{



�H 6 	·       clear configure �¯�Ú�ï�Å�™  clear configure zonelabs-integrity �¯�Ú�ï�Å
  clear configure ip verify reverse-path
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clear configure ip verify reverse-path
ip verify reverse-path �¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï�›	«�ˆ�b�”�t�x�z�¬�é�”�Ì�ç  �¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã
�ï  �Þ�”�Å�p  clear configure ip verify reverse-path �¯�Ú�ï�Å�›�–�;�`�‡�b�{

clear configure ip verify reverse-path

�³�ï�»�¿�«�µ�w
†�Ì �\�w�¯�Ú�ï�Å�t�x�z�¾
:�‹�©�”�ë�”�Å�‹�K�“�‡�d�œ�{

�Ã�Ñ�¥�ç�Ä �Ã�Ñ�¥�ç�Ä�w�ˆ�^�•�‹�x�K�“�‡�d�œ�{

�¯�Ú�ï�Å  �Þ�”�Å �Í�w
¯�x�z�\�w�¯�Ú�ï�Å�›�Ö�—�p�V�”�Þ�”�Å�›�Ô�`�o�M�‡�b�{

�¯�Ú�ï�Å�d�º

�« �Í�w�«�p�x�z�b�‚�o�w� �ï�»�”�Ñ�£� �µ�w  ip verify reverse-path �¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï�›	«�ˆ�`
�‡�b�{

hostname(config)# clear configure ip verify reverse-path

���È�¯�Ú�ï�Å

�¯�Ú�ï�Å  �Þ�”�Å

�Ñ�•� �ž�¢�¥�”�ç  �Þ�”�Å �·�©�á�æ�Â�Ÿ  �¯�ï�Â�©�µ�Ä

�ç�”�Â�¿�Å �•�a �³�ï�¬�ç

�Ú�ç�½

�¯�ï�Â�©�µ�Ä �³�µ�Â�Ü

�¬�é�”�Ì�ç  �¯�ï�Ñ�Ÿ�ª�á�è�”
�³�ã�ï

• — • • —

�æ�æ�”�µ �!�Ë�º�0

7.0(1) clear ip verify reverse-path �U�\�w�¯�Ú�ï�Å�t�!�Ë�^�•�‡�`�h�{

�¯�Ú�ï�Å 
†�Ì

clear ip verify statistics Unicast RPF �w�w�-	Ø�C�›	«�ˆ�`�‡�b�{

ip verify reverse-path Unicast Reverse Path Forwarding �;�ó�›� �É�”�Ò�ç�t
�`�o  IP �µ�Ó�”�Ñ�Ÿ�ï�¬�›�w�­�`�‡�b�{

show ip verify statistics Unicast RPF �w�w�-	Ø�C�›
¯�Ô�`�‡�b�{

show running-config ip verify reverse-path ip verify reverse-path �¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï�›
¯
�Ô�`�‡�b�{
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  clear configure ipv6
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clear configure ipv6
�î�æ�¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï�T�’�¬�é�”�Ì�ç  IPv6 �¯�Ú�ï�Å�›	«�ˆ�b�”�t�x�z�¬�é�”�Ì�ç  �¯�ï�Ñ�Ÿ
�ª�á�è�”�³�ã�ï  �Þ�”�Å�p  clear configure ipv6 �¯�Ú�ï�Å�›�–�;�`�‡�b�{  

clear configure ipv6 [route | access-list]

�³�ï�»�¿�«�µ�w
†�Ì

�Ã�Ñ�¥�ç�Ä �©�”�ë�”�Å�›�¦���`�s�M	Ô�ù�z �\�w�¯�Ú�ï�Å�p�x�î�æ�¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï�T�’�b�‚�o�w  IPv6 �¯
�Ú�ï�Å�U	«�ˆ�^�•�‡�b�{

�¯�Ú�ï�Å  �Þ�”�Å �Í�w
¯�x�z�\�w�¯�Ú�ï�Å�›�Ö�—�p�V�”�Þ�”�Å�›�Ô�`�o�M�‡�b�{

�¯�Ú�ï�Å�d�º

�–�;	Í�w�̈ � �Å�å� �ï �\�w�¯�Ú�ï�Å�p�x�z�î�æ�¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï�T�’�¬�é�”�Ì�ç  IPv6 �¯�Ú�ï�Å�i�Z�U	«�ˆ�^�•�‡
�b�{ � �ï�»�”�Ñ�£� �µ  �¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï  �Þ�”�Å�p�Ö�—�`�h  IPv6 �¯�Ú�ï�Å�x	«�ˆ�^�•�‡�d�œ�{

�« �Í�w�«�p�x�z IPv6 �ç�”�Â�Ÿ�ï�¬  �Â�”�Ò�ç�T�’�µ�»�Â�Ÿ�¿�«�t���[�^�•�h  IPv6 �ç�”�Ä�›	«�ˆ�b�”�M
�O�›�Ô�`�‡�b�{

hostname(config)# clear configure ipv6 route
hostname(config)#

���È�¯�Ú�ï�Å

route �¢�¦�Ó�³�ã�ï�£ �î�æ�¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï�T�’  IPv6 �ç�”�Â�Ÿ�ï�¬  �Â�”�Ò
�ç�º�w�ç�”�Ä�›�µ�»�Â�Ÿ�¿�«�t���[�b�”�¯�Ú�ï�Å�›	«�ˆ�`�‡�b�{

access-list �¢�¦�Ó�³�ã�ï�£�î�æ�¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï�T�’  IPv6 �ž�«�·�µ  �æ�µ�Ä �¯
�Ú�ï�Å�›	«�ˆ�`�‡�b�{

�¯�Ú�ï�Å  �Þ�”�Å

�Ñ�•� �ž�¢�¥�”�ç  �Þ�”�Å �·�©�á�æ�Â�Ÿ  �¯�ï�Â�©�µ�Ä

�ç�”�Â�¿�Å �•�a �³�ï�¬�ç

�Ú�ç�½

�¯�ï�Â�©�µ�Ä �³�µ�Â�Ü

�¬�é�”�Ì�ç  �¯�ï�Ñ�Ÿ�ª�á�è�”
�³�ã�ï

• — • • —

�æ�æ�”�µ �!�Ë�º�0

7.0(1) �\�w�¯�Ú�ï�Å�U�‹�Ö�^�•�‡�`�h�{

�¯�Ú�ï�Å 
†�Ì

ipv6 route IPv6 �ç�”�Â�Ÿ�ï�¬  �Â�”�Ò�ç�º�w�µ�»�Â�Ÿ�¿�«  �ç�”�Ä�›���[�`�‡
�b�{

show ipv6 route IPv6 �ç�”�Â�Ÿ�ï�¬  �Â�”�Ò�ç�w�º�0�›
¯�Ô�`�‡�b�{

show running-config ipv6 �î�æ�¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï�º�w  IPv6 �¯�Ú�ï�Å�›
¯�Ô�`�‡�b�{



�H 6 	·       clear configure �¯�Ú�ï�Å�™  clear configure zonelabs-integrity �¯�Ú�ï�Å
  clear configure isakmp
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clear configure isakmp
�b�‚�o�w  ISAKMP �¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï�›�_	†�b�”�t�x�z�¬�é�”�Ì�ç  �¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï
�Þ�”�Å�p  clear configure isakmp �¯�Ú�ï�Å�›�–�;�`�‡�b�{

clear configure isakmp

�³�ï�»�¿�«�µ�w
†�Ì �\�w�¯�Ú�ï�Å�t�x�z�¾
:�‹�©�”�ë�”�Å�‹�K�“�‡�d�œ�{

�Ã�Ñ�¥�ç�Ä �Ã�Ñ�¥�ç�Ä�w�ˆ�^�•�‹�x�K�“�‡�d�œ�{

�¯�Ú�ï�Å  �Þ�”�Å �Í�w
¯�x�z�\�w�¯�Ú�ï�Å�›�Ö�—�p�V�”�Þ�”�Å�›�Ô�`�o�M�‡�b�{

�¯�Ú�ï�Å�d�º

�« �¬�é�”�Ì�ç  �¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï  �Þ�”�Å�p
C�æ�`�h�Í�w�«�p�x�z�·�©�á�æ�Â�Ÿ  �ž�Ó�å� �ž�ï�µ
�T�’�b�‚�o�w  ISAKMP �¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï�›�_	†�`�‡�b�{

hostname(config)# clear configure isakmp
hostname(config)# 

���È�¯�Ú�ï�Å

�¯�Ú�ï�Å  �Þ�”�Å

�Ñ�•� �ž�¢�¥�”�ç  �Þ�”�Å �·�©�á�æ�Â�Ÿ  �¯�ï�Â�©�µ�Ä

�ç�”�Â�¿�Å �•�a �³�ï�¬�ç

�Ú�ç�½

�¯�ï�Â�©�µ�Ä �³�µ�Â�Ü

�¬�é�”�Ì�ç  �¯�ï�Ñ�Ÿ�ª�á�è�”
�³�ã�ï

• — • — —

�æ�æ�”�µ �!�Ë�º�0

7.0(1) clear configure isakmp �¯�Ú�ï�Å�U�‹�Ö�^�•�‡�`�h�{

7.2(1) �\�w�¯�Ú�ï�Å�x
��­�^�•�‡�`�h�{ clear configure crypto isakmp �¯�Ú�ï�Å�t
�”�V�õ�Q�’�•�‡�`�h�{

�¯�Ú�ï�Å 
†�Ì

clear configure isakmp policy ISAKMP �Ù�æ�³�”  �¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï�›�b�‚�o	«�ˆ�`
�‡�b�{

isakmp enable IPSec �Ð�ž�U�·�©�á�æ�Â�Ÿ  �ž�Ó�å� �ž�ï�µ�q�è	ô�b�”� �ï
�»�”�Ñ�£� �µ	Í�w  ISAKMP �É�°�³�¤�”�³�ã�ï�›� �É�”�Ò�ç
�t�`�‡�b�{

show isakmp stats �î�æ�Ì�w�w�-	Ø�C�›
¯�Ô�`�‡�b�{

show isakmp sa �å�C	Ø�C�›���Š�z IKE �å�ï�»� �Ü  SA �Ã�”�»�Õ�”�µ�›
¯�Ô�`
�‡�b�{

show running-config isakmp �ž�«�Â�Ÿ�Ò�s�¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï�›�b�‚�o
¯�Ô�`�‡�b�{



�H 6 	·       clear configure �¯�Ú�ï�Å�™  clear configure zonelabs-integrity �¯�Ú�ï�Å
  clear configure isakmp policy
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clear configure isakmp policy
�b�‚�o�w  ISAKMP �Ù�æ�³�”  �¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï�›�_	†�b�”�t�x�z�¬�é�”�Ì�ç  �¯�ï�Ñ�Ÿ�ª�á
�è�”�³�ã�ï  �Þ�”�Å�p  clear configure isakmp policy �¯�Ú�ï�Å�›�–�;�`�‡�b�{

clear configure isakmp policy priority

�³�ï�»�¿�«�µ�w
†�Ì

�Ã�Ñ�¥�ç�Ä �Ã�Ñ�¥�ç�Ä�w�ˆ�^�•�‹�x�K�“�‡�d�œ�{

�¯�Ú�ï�Å  �Þ�”�Å �Í�w
¯�x�z�\�w�¯�Ú�ï�Å�›�Ö�—�p�V�”�Þ�”�Å�›�Ô�`�o�M�‡�b�{

�¯�Ú�ï�Å�d�º

�« �Í�w�«�p�x�z�¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï�T�’��
Œ	q�•  3 �w ISAKMP �Ù�æ�³�”�›�_	†�`�‡�b�{

hostname(config)# clear configure isakmp policy 3
hostname(config)# 

���È�¯�Ú�ï�Å

priority 	«�ˆ�b�”  ISAKMP �Ù�æ�³�”�w��
Œ	q�•�›�¦���`�‡�b�{

�¯�Ú�ï�Å  �Þ�”�Å

�Ñ�•� �ž�¢�¥�”�ç  �Þ�”�Å �·�©�á�æ�Â�Ÿ  �¯�ï�Â�©�µ�Ä

�ç�”�Â�¿�Å �•�a �³�ï�¬�ç

�Ú�ç�½

�¯�ï�Â�©�µ�Ä �³�µ�Â�Ü

�¬�é�”�Ì�ç  �¯�ï�Ñ�Ÿ�ª�á�è�”
�³�ã�ï

• — • — —

�æ�æ�”�µ �!�Ë�º�0

7.0(1) clear configure isakmp policy �¯�Ú�ï�Å�U�‹�Ö�^�•�‡�`�h�{

7.2(1) �\�w�¯�Ú�ï�Å�x
��­�^�•�‡�`�h�{ clear configure crypto isakmp policy �¯�Ú
�ï�Å�t�”�V�õ�Q�’�•�‡�`�h�{

�¯�Ú�ï�Å 
†�Ì

isakmp enable IPSec �Ð�ž�U�·�©�á�æ�Â�Ÿ  �ž�Ó�å� �ž�ï�µ�q�è	ô�b�”� �ï
�»�”�Ñ�£� �µ	Í�w  ISAKMP �É�°�³�¤�”�³�ã�ï�›� �É�”�Ò�ç
�t�`�‡�b�{

show isakmp stats �î�æ�Ì�w�w�-	Ø�C�›
¯�Ô�`�‡�b�{

show isakmp sa �å�C	Ø�C�›���Š�z IKE �å�ï�»� �Ü  SA �Ã�”�»�Õ�”�µ�›
¯�Ô�`
�‡�b�{

show running-config isakmp �ž�«�Â�Ÿ�Ò�s�¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï�›�b�‚�o
¯�Ô�`�‡�b�{



�H 6 	·       clear configure �¯�Ú�ï�Å�™  clear configure zonelabs-integrity �¯�Ú�ï�Å
  clear configure ldap attribute-map

6-57
Cisco �·�©�á�æ�Â�Ÿ  �ž�Ó�å� �ž�ï�µ  �¯�Ú�ï�Å  �æ�Ñ�•�è�ï�µ

OL-10086-02-J

clear configure ldap attribute-map
�·�©�á�æ�Â�Ÿ  �ž�Ó�å� �ž�ï�µ�w�î�æ�¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï�T�’�b�‚�o�w  LDAP �ž�Ä�æ�Ï�á�”�Ä
�Ú�¿�Ó�› �_ 	†�b�” � t �x�z�¬�é�” � Ì �ç  � ¯ � ï �Ñ�Ÿ�ª �á�è�” � ³ �ã � ï  �Þ�” �Å �p  clear configure ldap
attribute-map �¯�Ú�ï�Å�›�–�;�`�‡�b�{  

clear configure ldap attribute-map

�³�ï�»�¿�«�µ�w
†�Ì �\�w�¯�Ú�ï�Å�t�x�z�¾
:�‹�©�”�ë�”�Å�‹�K�“�‡�d�œ�{

�Ã�Ñ�¥�ç�Ä �Ã�Ñ�¥�ç�Ä�w�ˆ�^�•�‹�x�K�“�‡�d�œ�{

�¯�Ú�ï�Å  �Þ�”�Å �Í�w
¯�x�z�\�w�¯�Ú�ï�Å�›�Ö�—�p�V�”�Þ�”�Å�›�Ô�`�o�M�‡�b�{

�¯�Ú�ï�Å�d�º

�–�;	Í�w�̈ � �Å�å� �ï �·�©�á�æ�Â�Ÿ  �ž�Ó�å� �ž�ï�µ�w�î�æ�¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï�T�’  LDAP �ž�Ä�æ�Ï�á�”�Ä  �Ú�¿�Ó�›
�_	†�b�”�t�x�z�\�w�¯�Ú�ï�Å�›�–�;�`�‡�b�{  

�« �¬�é�”�Ì�ç  �¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï  �Þ�”�Å�p�Ö�—�`�h�Í�w�«�p�x�z�î�æ�¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï
�T�’�b�‚�o�w  LDAP �ž�Ä�æ�Ï�á�”�Ä  �Ú�¿�Ó�›�_	†�`�z�_	†�^�•�h�\�q�›�¬�Ý�`�‡�b�{

hostname(config)#  clear configuration ldap attribute-map
hostname(config)# show running-config ldap attribute-map
hostname(config)#

���È�¯�Ú�ï�Å

�¯�Ú�ï�Å  �Þ�”�Å

�Ñ�•� �ž�¢�¥�”�ç  �Þ�”�Å �·�©�á�æ�Â�Ÿ  �¯�ï�Â�©�µ�Ä

�ç�”�Â�¿�Å �•�a �³�ï�¬�ç

�Ú�ç�½

�¯�ï�Â�©�µ�Ä �³�µ�Â�Ü

�¬�é�”�Ì�ç  �¯�ï�Ñ�Ÿ�ª�á�è�”
�³�ã�ï

• • • • —

�æ�æ�”�µ �!�Ë�º�0

7.1(1) �\�w�¯�Ú�ï�Å�U�‹�Ö�^�•�‡�`�h�{

�¯�Ú�ï�Å 
†�Ì

ldap attribute-map�¢�¬�é�”�Ì�ç  �¯�ï�Ñ�Ÿ
�ª�á�è�”�³�ã�ï  �Þ�”�Å�£

�â�”�²���[�w�ž�Ä�æ�Ï�á�”�Ä�Ê�›  Cisco LDAP �ž�Ä�æ
�Ï�á�”�Ä�Ê�t�Ú�¿�Ð�ï�¬�b�”�h�Š�t�z LDAP �ž�Ä�æ
�Ï�á�”�Ä  �Ú�¿�Ó�›�^
R�`�z�Ê
²�›
Ç�Z�‡�b�{

ldap-attribute-map�¢ AAA �±�”�Ì  �×�µ�Ä  
�Þ�”�Å�£

LDAP �ž�Ä�æ�Ï�á�”�Ä  �Ú�¿�Ó�›  LDAP �±�”�Ì�t�Ì� 
�ï�Å�`�‡�b�{

map-name �â�”�²���[�w  LDAP �ž�Ä�æ�Ï�á�”�Ä�Ê�›�z Cisco LDAP
�ž�Ä�æ�Ï�á�”�Ä�Ê�t�Ú�¿�Ð�ï�¬�`�‡�b�{

map-value �â�” � ² � � � [ �w�ž�Ä�æ�Ï �á� ” �Ä�‹ � ›�z Cisco �ž �Ä�æ
�Ï�á�”�Ä�t�Ú�¿�Ð�ï�¬�`�‡�b�{

show running-config ldap attribute-map �›���w�î�æ  LDAP �ž�Ä�æ�Ï�á�”�Ä  �Ú�¿�Ó�‡�h�x�b�‚
�o�w�î�æ�ž�Ä�æ�Ï�á�”�Ä  �Ú�¿�Ó�›
¯�Ô�`�‡�b�{



�H 6 	·       clear configure �¯�Ú�ï�Å�™  clear configure zonelabs-integrity �¯�Ú�ï�Å
  clear configure logging
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clear configure logging
�é�ª�ï�¬  �¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï�›	«�ˆ�b�”�t�x�z�¬�é�”�Ì�ç  �¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï  �Þ�”�Å�p
clear configure logging �¯�Ú�ï�Å�›�–�;�`�‡�b�{  

clear configure logging [disabled | level]

�³�ï�»�¿�«�µ�w
†�Ì

�Ã�Ñ�¥�ç�Ä �Ã�Ñ�¥�ç�Ä�w�ˆ�^�•�‹�x�K�“�‡�d�œ�{

�¯�Ú�ï�Å  �Þ�”�Å �Í�w
¯�x�z�\�w�¯�Ú�ï�Å�›�Ö�—�p�V�”�Þ�”�Å�›�Ô�`�o�M�‡�b�{

�¯�Ú�ï�Å�d�º

�–�;	Í�w�̈ � �Å�å� �ï show running-config logging �¯�Ú�ï�Å�›�–�;�`�o�z�b�‚�o�w�é�ª�ï�¬  �¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï�›
¯
�Ô�p�V�‡�b�{ clear configure logging �¯�Ú�ï�Å�›  disabled �‡�h�x  level �©�”�ë�”�Å�s�`�p�–�;�`�h	Ô
�ù�z�b�‚�o�w�é�ª�ï�¬  �¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï
ƒ���U	«�ˆ�^�•�z�Ã�Ñ�¥�ç�Ä�‹�t�í�“�‡�b�{

disabled �¢�¦�Ó�³�ã�ï�£�Ã�Ÿ�·�”�Ò�ç�t�s�l�o�M�”�b�‚�o�w�³�µ�Â�Ü  �é�¬  �Ý�¿�·�”
�´�›�6�S� �É�”�Ò�ç�t�b�”�\�q�›�¦���`�‡�b�{�\�w�¦�Ó�³�ã�ï�›�–�;�b�”
	Ô�ù�z���w�é�ª�ï�¬  �¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï�x	«�ˆ�^�•�‡�d�œ�{

level �¢�¦�Ó�³�ã�ï�£�³�µ�Â�Ü  �é�¬  �Ý�¿�·�”�´�•�w	O�G�S�w�Â�“�p�o�›�Ã�Ñ�¥�ç
�Ä�‹�t�æ�·�¿�Ä�b�”�\�q�›�¦���`�‡�b�{�\�w�¦�Ó�³�ã�ï�›�–�;�b�”	Ô�ù�z
���w�é�ª�ï�¬  �¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï�x	«�ˆ�^�•�‡�d�œ�{

�¢�¦�Ó�³�ã�ï�U�¦���^
�•�o�M�s�M	Ô�ù�£

�b�‚�o�w�¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï
ƒ���›�Ã�Ñ�¥�ç�Ä�‹�t�í�`�‡�b�{  

�¯�Ú�ï�Å  �Þ�”�Å

�Ñ�•� �ž�¢�¥�”�ç  �Þ�”�Å �·�©�á�æ�Â�Ÿ  �¯�ï�Â�©�µ�Ä

�ç�”�Â�¿�Å �•�a �³�ï�¬�ç

�Ú�ç�½

�¯�ï�Â�©�µ�Ä �³�µ�Â�Ü

�¬�é�”�Ì�ç  �¯�ï�Ñ�Ÿ�ª�á�è�”
�³�ã�ï

• • • • •

�æ�æ�”�µ �!�Ë�º�0

7.0(1)(1) �\�w�¯�Ú�ï�Å�U�‹�Ö�^�•�‡�`�h�{



�H 6 	·       clear configure �¯�Ú�ï�Å�™  clear configure zonelabs-integrity �¯�Ú�ï�Å
  clear configure logging
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�« �Í�w�«�p�x�z�é�ª�ï�¬  �¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï�›	«�ˆ�b�”�M�O�›�Ô�`�‡�b�{ show logging �¯�Ú�ï�Å
�w	Z�—�x�z�b�‚�o�w�é�ª�ï�¬�;�ó�U�Ã�Ÿ�·�”�Ò�ç�t�s�l�o�M�”�\�q�›�Ô�`�‡�b�{

hostname(config)# clear configure logging
hostname(config)# show logging
Syslog logging: disabled
    Facility: 20
    Timestamp logging: disabled
    Standby logging: disabled
    Deny Conn when Queue Full: disabled
    Console logging: disabled
    Monitor logging: disabled
    Buffer logging: disabled
    Trap logging: disabled
    History logging: disabled
    Device ID: disabled
    Mail logging: disabled
    ASDM logging: disabled

���È�¯�Ú�ï�Å �¯�Ú�ï�Å 
†�Ì

show logging � �É�”�Ò�ç�s�é�ª�ï�¬  �¦�Ó�³�ã�ï�›
¯�Ô�`�‡�b�{

show running-config logging �î�æ�¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï�w�é�ª�ï�¬���È�w
æ
ü�›
¯�Ô
�`�‡�b�{



�H 6 	·       clear configure �¯�Ú�ï�Å�™  clear configure zonelabs-integrity �¯�Ú�ï�Å
  clear configure logging rate-limit
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clear configure logging rate-limit
�é�ª�ï�¬  �è�”�Ä
M�v�›�æ�·�¿�Ä�b�”�t�x�z clear configure logging rate-limit �¯�Ú�ï�Å�›�–�;�`�‡�b�{

clear configure logging rate-limit 

�³�ï�»�¿�«�µ�w
†�Ì �\ �\�w�¯�Ú�ï�Å�t�x�z�¾
:�‹�©�”�ë�”�Å�‹�K�“�‡�d�œ�{  

�Ã�Ñ�¥�ç�Ä �\�w�¯�Ú�ï�Å�t�Ã�Ñ�¥�ç�Ä
ƒ���x�K�“�‡�d�œ�{  

�¯�Ú�ï�Å  �Þ�”�Å �Í�w
¯�x�z�\�w�¯�Ú�ï�Å�›�Ö�—�p�V�”�Þ�”�Å�›�Ô�`�o�M�‡�b�{

�¯�Ú�ï�Å�d�º

�« �Í�w�«�p�x�z�é�ª�ï�¬  �è�”�Ä
M�v�›�æ�·�¿�Ä�b�”�M�O�›�Ô�`�‡�b�{

hostname(config)# clear configure logging rate-limit

	Ø�C�U	«�ˆ�^�•�”�q�z�×�µ�Ä�U
€���›�6�|�¬�q�b�”�‡�p�z�?�‹
¯�Ô�^�•�‡�d�œ�{  

���È�¯�Ú�ï�Å

�¯�Ú�ï�Å  �Þ�”�Å

�Ñ�•� �ž�¢�¥�”�ç  �Þ�”�Å �·�©�á�æ�Â�Ÿ  �¯�ï�Â�©�µ�Ä

�ç�”�Â�¿�Å �•�a �³�ï�¬�ç

�Ú�ç�½

�¯�ï�Â�©�µ�Ä �³�µ�Â�Ü

�›�V  EXEC • • • — •

�æ�æ�”�µ �!�Ë�º�0

7.0(4) �\�w�¯�Ú�ï�Å�U�‹�Ö�^�•�‡�`�h�{  

�¯�Ú�ï�Å 
†�Ì

logging rate limit �³�µ�Â�Ü  �é�¬  �Ý�¿�·�”�´�U
\
R�^�•�”�è�”�Ä�›
M�v
�`�‡�b�{  

show running config logging rate-limit �q�O�w�é�ª�ï�¬  �è�”�Ä
M�v�w
ƒ���›
¯�Ô�`�‡�b�{  



�H 6 	·       clear configure �¯�Ú�ï�Å�™  clear configure zonelabs-integrity �¯�Ú�ï�Å
  clear configure mac-address-table

6-61
Cisco �·�©�á�æ�Â�Ÿ  �ž�Ó�å� �ž�ï�µ  �¯�Ú�ï�Å  �æ�Ñ�•�è�ï�µ

OL-10086-02-J

clear configure mac-address-table
mac-address-table static �S�‘�|  mac-address-table aging-time �¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï�›	«�ˆ�b�”�t
�x�z�¬�é�”�Ì�ç  �¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï  �Þ�”�Å�p  clear configure mac-address-table �¯�Ú�ï�Å�›�–
�;�`�‡�b�{

clear configure mac-address-table

�³�ï�»�¿�«�µ�w
†�Ì �\�w�¯�Ú�ï�Å�t�x�z�¾
:�‹�©�”�ë�”�Å�‹�K�“�‡�d�œ�{

�Ã�Ñ�¥�ç�Ä �Ã�Ñ�¥�ç�Ä�w�ˆ�^�•�‹�x�K�“�‡�d�œ�{

�¯�Ú�ï�Å  �Þ�”�Å �Í�w
¯�x�z�\�w�¯�Ú�ï�Å�›�Ö�—�p�V�”�Þ�”�Å�›�Ô�`�o�M�‡�b�{

�¯�Ú�ï�Å�d�º

�« �Í�w�«�p�x�z mac-address-table static �S�‘�|  mac-address-table aging-time �¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï
�›	«�ˆ�`�‡�b�{

hostname# clear configure mac-address-table

���È�¯�Ú�ï�Å

�¯�Ú�ï�Å  �Þ�”�Å

�Ñ�•� �ž�¢�¥�”�ç  �Þ�”�Å �·�©�á�æ�Â�Ÿ  �¯�ï�Â�©�µ�Ä

�ç�”�Â�¿�Å �•�a �³�ï�¬�ç

�Ú�ç�½

�¯�ï�Â�©�µ�Ä �³�µ�Â�Ü

�¬�é�”�Ì�ç  �¯�ï�Ñ�Ÿ�ª�á�è�”
�³�ã�ï

— • • • —

�æ�æ�”�µ �!�Ë�º�0

7.0(1) �\�w�¯�Ú�ï�Å�U�‹�Ö�^�•�‡�`�h�{

�¯�Ú�ï�Å 
†�Ì

firewall transparent �Ñ�•� �ž�¢�¥�”�ç  �Þ�”�Å�›�•�a�t
ƒ���`�‡�b�{

mac-address-table aging-time �¼� �Æ�Û�¿�«  MAC �ž�Å�è�µ  �¤�ï�Ä�æ�w�»� �Ü�ž�¢�Ä�›
ƒ
���`�‡�b�{

mac-address-table static MAC �ž�Å�è�µ  �Â�”�Ò�ç�t�µ�»�Â�Ÿ�¿�«  MAC �ž�Å�è�µ  �¤�ï
�Ä�æ�›�å�C�`�‡�b�{

mac-learn � �ï�»�”�Ñ�£� �µ�w  MAC �ž�Å�è�µ  �å�”�Ç�ï�¬�›�Ã�Ÿ�·�”
�Ò�ç�t�`�‡�b�{

show mac-address-table �¼� �Æ�Û�¿�« �¤�ï�Ä�æ�q�µ�»�Â�Ÿ�¿�«  �¤�ï�Ä�æ�›���Š�z
MAC �ž�Å�è�µ  �Â�”�Ò�ç�›
¯�Ô�`�‡�b�{



�H 6 	·       clear configure �¯�Ú�ï�Å�™  clear configure zonelabs-integrity �¯�Ú�ï�Å
  clear configure mac-learn
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clear configure mac-learn
mac-learn �¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï�›	«�ˆ�b�”�t�x�z�¬�é�”�Ì�ç  �¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï  �Þ�”�Å�p
clear configure mac-learn �¯�Ú�ï�Å�›�–�;�`�‡�b�{

clear configure mac-learn

�³�ï�»�¿�«�µ�w
†�Ì �\�w�¯�Ú�ï�Å�t�x�z�¾
:�‹�©�”�ë�”�Å�‹�K�“�‡�d�œ�{

�Ã�Ñ�¥�ç�Ä �Ã�Ñ�¥�ç�Ä�w�ˆ�^�•�‹�x�K�“�‡�d�œ�{

�¯�Ú�ï�Å  �Þ�”�Å �Í�w
¯�x�z�\�w�¯�Ú�ï�Å�›�Ö�—�p�V�”�Þ�”�Å�›�Ô�`�o�M�‡�b�{

�¯�Ú�ï�Å�d�º

�« �Í�w�«�p�x�z mac-learn �¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï�›	«�ˆ�`�‡�b�{

hostname# clear configure mac-learn

���È�¯�Ú�ï�Å

�¯�Ú�ï�Å  �Þ�”�Å

�Ñ�•� �ž�¢�¥�”�ç  �Þ�”�Å �·�©�á�æ�Â�Ÿ  �¯�ï�Â�©�µ�Ä

�ç�”�Â�¿�Å �•�a �³�ï�¬�ç

�Ú�ç�½

�¯�ï�Â�©�µ�Ä �³�µ�Â�Ü

�¬�é�”�Ì�ç  �¯�ï�Ñ�Ÿ�ª�á�è�”
�³�ã�ï

— • • • —

�æ�æ�”�µ �!�Ë�º�0

7.0(1) �\�w�¯�Ú�ï�Å�U�‹�Ö�^�•�‡�`�h�{

�¯�Ú�ï�Å 
†�Ì

firewall transparent �Ñ�•� �ž�¢�¥�”�ç  �Þ�”�Å�›�•�a�t
ƒ���`�‡�b�{

mac-address-table static MAC �ž�Å�è�µ  �Â�”�Ò�ç�t�µ�»�Â�Ÿ�¿�«  MAC �ž�Å�è�µ  �¤�ï�Ä�æ�›
�å�C�`�‡�b�{

mac-learn � �ï�»�”�Ñ�£� �µ�w  MAC �ž�Å�è�µ  �å�”�Ç�ï�¬�›�Ã�Ÿ�·�”�Ò�ç�t�`
�‡�b�{

show mac-address-table �¼� �Æ�Û�¿�«  �¤�ï�Ä�æ�q�µ�»�Â�Ÿ�¿�«  �¤�ï�Ä�æ�›���Š�z MAC �ž�Å
�è�µ  �Â�”�Ò�ç�›
¯�Ô�`�‡�b�{



�H 6 	·       clear configure �¯�Ú�ï�Å�™  clear configure zonelabs-integrity �¯�Ú�ï�Å
  clear configure mac-list
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clear configure mac-list
�Ž
²�t  mac-list �¯�Ú�ï�Å�p�¦���^�•�h  MAC �ž�Å�è�µ�w�¦���`�h�æ�µ�Ä�›�_	†�b�”�t�x�z�¬�é�”�Ì
�ç  �¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï  �Þ�”�Å�p  clear configure mac-list �¯�Ú�ï�Å�›�–�;�`�‡�b�{

 clear configure mac-list id

�³�ï�»�¿�«�µ�w
†�Ì

�Ã�Ñ�¥�ç�Ä �Ã�Ñ�¥�ç�Ä�w�ˆ�^�•�‹�x�K�“�‡�d�œ�{

�¯�Ú�ï�Å  �Þ�”�Å �Í�w
¯�x�z�\�w�¯�Ú�ï�Å�›�Ö�—�p�V�”�Þ�”�Å�›�Ô�`�o�M�‡�b�{

�¯�Ú�ï�Å�d�º

�–�;	Í�w�̈ � �Å�å� �ï MAC �ž�Å�è�µ�w�æ�µ�Ä�›�_	†�b�”�t�x�z clear mac-list �¯�Ú�ï�Å�›�–�;�`�‡�b�{

�« �Í�w�«�p�x�z MAC �ž�Å�è�µ  �æ�µ�Ä�›	«�ˆ�b�”�M�O�›�Ô�`�‡�b�{

hostname(config)#  clear configure mac-list firstmaclist

���È�¯�Ú�ï�Å

id MAC �ž�Å�è�µ  �æ�µ�Ä�Ê�{  

�¯�Ú�ï�Å  �Þ�”�Å

�Ñ�•� �ž�¢�¥�”�ç  �Þ�”�Å �·�©�á�æ�Â�Ÿ  �¯�ï�Â�©�µ�Ä

�ç�”�Â�¿�Å �•�a �³�ï�¬�ç

�Ú�ç�½

�¯�ï�Â�©�µ�Ä �³�µ�Â�Ü

�¬�é�”�Ì�ç  �¯�ï�Ñ�Ÿ�ª�á�è�”
�³�ã�ï

• • — — •

�æ�æ�”�µ �!�Ë�º�0

7.0(1) CLI �F�¨�t�&�ù�b�”�‘�O�t�z�\�w�¯�Ú�ï�Å�U	.
Y�^�•�‡�`�h�{

�¯�Ú�ï�Å 
†�Ì

mac-list 
Œ�„�°�•�U�g�›�–�;�`�o  MAC �ž�Å�è�µ�w�æ�µ�Ä�›�å�C�`�‡
�b�{

show running-config mac-list id �p�¦���`�h  MAC �ž�Å�è�µ�æ�µ�Ä�t�K�”  MAC �ž�Å�è�µ�›

¯�Ô�`�‡�b�{  



�H 6 	·       clear configure �¯�Ú�ï�Å�™  clear configure zonelabs-integrity �¯�Ú�ï�Å
  clear configure management-access
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clear configure management-access
�·�©�á�æ�Â�Ÿ  �ž�Ó�å� �ž�ï�µ�w���g�ž�«�·�µ�w�h�Š�w�º
æ� �ï�»�”�Ñ�£� �µ�w�¯�ï�Ñ�Ÿ�ª�á�è�”
�³�ã�ï�›�_	†�b�”�t�x�z�¬�é�”�Ì�ç  �¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï  �Þ�”�Å�p  clear configure 
management-access �¯�Ú�ï�Å�›�–�;�`�‡�b�{  

clear configure management-access

�³�ï�»�¿�«�µ�w
†�Ì �\�w�¯�Ú�ï�Å�t�x�z�¾
:�‹�©�”�ë�”�Å�‹�K�“�‡�d�œ�{

�Ã�Ñ�¥�ç�Ä �Ã�Ñ�¥�ç�Ä�w�ˆ�^�•�‹�x�K�“�‡�d�œ�{

�¯�Ú�ï�Å  �Þ�”�Å �Í�w
¯�x�z�\�w�¯�Ú�ï�Å�›�Ö�—�p�V�”�Þ�”�Å�›�Ô�`�o�M�‡�b�{

�¯�Ú�ï�Å�d�º

�–�;	Í�w�̈ � �Å�å� �ï management-access �¯�Ú�ï�Å�›�–�;�b�”�q�z mgmt_if �p�¦���`�h�Ñ�•� �ž�¢�¥�”�ç  � �ï�»�”�Ñ�£� 
�µ�w  IP �ž�Å�è�µ�›�–�;�`�o�z�º
æ���g� �ï�»�”�Ñ�£� �µ�›���[�p�V�‡�b�¢� �ï�»�”�Ñ�£� �µ�Ê�x
nameif �¯�Ú�ï�Å�t�‘�l�o���[�^�•�z show interface �¯�Ú�ï�Å�w	Z�—�p�¾�;
Ö  “ ” �t�“�‡�•�o
¯�Ô�^�•
�‡�b�£�{ clear configure management-access �¯�Ú�ï�Å�x�z management-access �¯�Ú�ï�Å�p�¦���`�h�º
æ
���g� �ï�»�”�Ñ�£� �µ�w�¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï�›�_	†�`�‡�b�{

�« �Í�w�«�p�x�z�·�©�á�æ�Â�Ÿ  �ž�Ó�å� �ž�ï�µ�w���g�ž�«�·�µ�w�h�Š�w�z�º
æ� �ï�»�”�Ñ�£� �µ�w�¯�ï
�Ñ�Ÿ�ª�á�è�”�³�ã�ï�›�_	†�`�‡�b�{

hostname(config)# clear configure management-access 

���È�¯�Ú�ï�Å

�¯�Ú�ï�Å  �Þ�”�Å

�Ñ�•� �ž�¢�¥�”�ç  �Þ�”�Å �·�©�á�æ�Â�Ÿ  �¯�ï�Â�©�µ�Ä

�ç�”�Â�¿�Å �•�a �³�ï�¬�ç

�Ú�ç�½

�¯�ï�Â�©�µ�Ä �³�µ�Â�Ü

�¬�é�”�Ì�ç  �¯�ï�Ñ�Ÿ�ª�á�è�”
�³�ã�ï

• • • • •

�æ�æ�”�µ �!�Ë�º�0

7.0(1) �©�”�ë�”�Å  configure �U�å�C�^�•�‡�`�h�{

�¯�Ú�ï�Å 
†�Ì

management-access ���g�ž�«�·�µ�;�w�º
æ� �ï�»�”�Ñ�£� �µ�›
ƒ���`�‡
�b�{

show running-config management-access ���g�ž�«�·�µ�;�t
ƒ���^�•�o�M�”�º
æ� �ï�»�”�Ñ�£
� �µ�w�Ê
²�›
¯�Ô�`�‡�b�{



�H 6 	·       clear configure �¯�Ú�ï�Å�™  clear configure zonelabs-integrity �¯�Ú�ï�Å
  clear configure monitor-interface
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clear configure monitor-interface
�î�æ�¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï�T�’�b�‚�o�w  monitor-interface �¯�Ú�ï�Å�›�_	†�`�z�Ã�Ñ�¥�ç�Ä�w� �ï
�»�”�Ñ�£� �µ  �Ô�ç�µ  �Þ�Ç�»�æ�ï�¬�t�í�b�t�x�z �¬�é�”�Ì�ç  �¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï  �Þ�”�Å�p  clear
configure monitor-interface �¯�Ú�ï�Å�›�–�;�`�‡�b�{

clear configure monitor-interface

�³�ï�»�¿�«�µ�w
†�Ì �\�w�¯�Ú�ï�Å�t�x�z�¾
:�‹�©�”�ë�”�Å�‹�K�“�‡�d�œ�{

�Ã�Ñ�¥�ç�Ä �Ã�Ñ�¥�ç�Ä�w�ˆ�^�•�‹�x�K�“�‡�d�œ�{

�¯�Ú�ï�Å  �Þ�”�Å �Í�w
¯�x�z�\�w�¯�Ú�ï�Å�›�Ö�—�p�V�”�Þ�”�Å�›�Ô�`�o�M�‡�b�{

�¯�Ú�ï�Å�d�º

�–�;	Í�w�̈ � �Å�å� �ï �Ã �Ñ�¥ �ç �Ä �p �x�z
ú �g �   � ï �» � ” �Ñ �£ �   �µ �x �Ñ�£ � ” �ç � ¦ � ” � Ì � ” �w �h �Š� t � � � ¹ � ^ � • �‡ �b� { clear
monitor-interface �¯�Ú�ï�Å�›�–�;�b�”�q�z �î�æ�¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï�T�’  no monitor-interface �¯
�Ú�ï�Å�U	«�ˆ�^�•�z �Ã�Ñ�¥�ç�Ä�w� �ï�»�”�Ñ�£� �µ  �Ô�ç�µ  �Þ�Ç�»�æ�ï�¬�t�í�“�‡�b�{ �î�æ�¯�ï�Ñ�Ÿ
�ª�á�è�”�³�ã�ï�º�w  monitor-interface �¯�Ú�ï�Å�›
¯�Ô�b�”�t�x�z
show running-config all monitor-interface �¯�Ú�ï�Å�›�–�;�`�‡�b�{

�« �Í�w�«�p�x�z�î�æ�¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï�T�’  monitor-interface �¯�Ú�ï�Å�›	«�ˆ�`�‡�b�{

hostname(config)# clear configure monitor-interface
hostname(config)#

���È�¯�Ú�ï�Å

�¯�Ú�ï�Å  �Þ�”�Å

�Ñ�•� �ž�¢�¥�”�ç  �Þ�”�Å �·�©�á�æ�Â�Ÿ  �¯�ï�Â�©�µ�Ä

�ç�”�Â�¿�Å �•�a �³�ï�¬�ç

�Ú�ç�½

�¯�ï�Â�©�µ�Ä �³�µ�Â�Ü

�¬�é�”�Ì�ç  �¯�ï�Ñ�Ÿ�ª�á�è�”
�³�ã�ï

• • • • —

�æ�æ�”�µ �!�Ë�º�0

7.0(1) �\�w�¯�Ú�ï�Å�U�‹�Ö�^�•�‡�`�h�{

�¯�Ú�ï�Å 
†�Ì

monitor-interface �Ñ�£�”�ç�¦�”�Ì�”�;�t�¦���^�•�o�M�”� �ï�»�”�Ñ�£
� �µ�w�Ô�ç�µ  �Þ�Ç�»�æ�ï�¬�›� �É�”�Ò�ç�t�`�‡�b�{

show running-config monitor-interface �î�æ�¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï�º�w  monitor-interface
�¯�Ú�ï�Å�›
¯�Ô�`�‡�b�{



�H 6 	·       clear configure �¯�Ú�ï�Å�™  clear configure zonelabs-integrity �¯�Ú�ï�Å
  clear configure mroute
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clear configure mroute
�î�æ�¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï�T�’  mroute �¯�Ú�ï�Å�›�_	†�b�”�t�x�z�¬�é�”�Ì�ç  �¯�ï�Ñ�Ÿ�ª�á�è�”
�³�ã�ï  �Þ�”�Å�p  clear configure mroute �¯�Ú�ï�Å�›�–�;�`�‡�b�{

clear configure mroute

�³�ï�»�¿�«�µ�w
†�Ì �\�w�¯�Ú�ï�Å�t�x�z�¾
:�‹�©�”�ë�”�Å�‹�K�“�‡�d�œ�{

�Ã�Ñ�¥�ç�Ä �Ã�Ñ�¥�ç�Ä�w�ˆ�^�•�‹�x�K�“�‡�d�œ�{

�¯�Ú�ï�Å  �Þ�”�Å �Í�w
¯�x�z�\�w�¯�Ú�ï�Å�›�Ö�—�p�V�”�Þ�”�Å�›�Ô�`�o�M�‡�b�{

�¯�Ú�ï�Å�d�º

�« �Í�w�«�p�x�z�¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï�T�’  mroute �¯�Ú�ï�Å�›�_	†�b�”�M�O�›�Ô�`�‡�b�{

hostname(config)# clear configure mroute
hostname(config)#

���È�¯�Ú�ï�Å

�¯�Ú�ï�Å  �Þ�”�Å

�Ñ�•� �ž�¢�¥�”�ç  �Þ�”�Å �·�©�á�æ�Â�Ÿ  �¯�ï�Â�©�µ�Ä

�ç�”�Â�¿�Å �•�a �³�ï�¬�ç

�Ú�ç�½

�¯�ï�Â�©�µ�Ä �³�µ�Â�Ü

�¬�é�”�Ì�ç  �¯�ï�Ñ�Ÿ�ª�á�è�”
�³�ã�ï

• — • — —

�æ�æ�”�µ �!�Ë�º�0

7.0(1) �\�w�¯�Ú�ï�Å�U�‹�Ö�^�•�‡�`�h�{

�¯�Ú�ï�Å 
†�Ì

mroute �µ�»�Â�Ÿ�¿�«  �Ú�ç�½�©�ß�µ�Ä  �ç�”�Ä�›
ƒ���`�‡�b�{

show mroute IPv4 �Ú�ç�½�©�ß�µ�Ä  �ç�”�Â�Ÿ�ï�¬  �Â�”�Ò�ç�›
¯�Ô�`�‡�b�{

show running-config mroute �î�æ�¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï�º�w  mroute �¯�Ú�ï�Å�›
¯�Ô�`�‡
�b�{



�H 6 	·       clear configure �¯�Ú�ï�Å�™  clear configure zonelabs-integrity �¯�Ú�ï�Å
  clear configure mtu
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clear configure mtu
�b�‚�o�w� �ï�»�”�Ñ�£� �µ�w
ƒ���A�ˆ  Maximum Transmission Unit�¢ MTU; �7�G�;
ù�â�Ç�¿�Ä�£�‹�›
	«�ˆ�b�”�t�x�z�¬�é�”�Ì�ç  �¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï  �Þ�”�Å�p  clear configure mtu �¯�Ú�ï�Å�›�–�;
�`�‡�b�{  

clear configure mtu

�³�ï�»�¿�«�µ�w
†�Ì �\�w�¯�Ú�ï�Å�t�x�z�¾
:�‹�©�”�ë�”�Å�‹�K�“�‡�d�œ�{

�Ã�Ñ�¥�ç�Ä clear configure mtu �¯�Ú�ï�Å�›�–�;�b�”�q�z�b�‚�o�w� �”�±�É�¿�Ä  � �ï�»�”�Ñ�£� �µ�w�7�G�;
ù�â
�Ç�¿�Ä�U�Ã�Ñ�¥�ç�Ä�w  1500 �t
ƒ���^�•�‡�b�{

�¯�Ú�ï�Å  �Þ�”�Å �Í�w
¯�x�z�\�w�¯�Ú�ï�Å�›�Ö�—�p�V�”�Þ�”�Å�›�Ô�`�o�M�‡�b�{

�¯�Ú�ï�Å�d�º

�« �Í�w�«�p�x�z�b�‚�o�w� �ï�»�”�Ñ�£� �µ�w�q�O�w�7�G�;
ù�â�Ç�¿�Ä�‹�›	«�ˆ�`�‡�b�{

hostname(config)# clear configure mtu

���È�¯�Ú�ï�Å

�¯�Ú�ï�Å  �Þ�”�Å

�Ñ�•� �ž�¢�¥�”�ç  �Þ�”�Å �·�©�á�æ�Â�Ÿ  �¯�ï�Â�©�µ�Ä

�ç�”�Â�¿�Å �•�a �³�ï�¬�ç

�Ú�ç�½

�¯�ï�Â�©�µ�Ä �³�µ�Â�Ü

�¬�é�”�Ì�ç  �¯�ï�Ñ�Ÿ�ª�á�è�”
�³�ã�ï

— • • • —

�æ�æ�”�µ �!�Ë�º�0

�7�� �\�w�¯�Ú�ï�Å�x�7���w�‹�w�p�b�{

�¯�Ú�ï�Å 
†�Ì

mtu � �ï�»�”�Ñ�£� �µ�w�7�G�;
ù�â�Ç�¿�Ä�›�¦���`�‡�b�{

show running-config mtu �q�O�w�7�G�;
ù�â�Ç�¿�Ä�w�Ò�é�¿�«  �±� �¶�›
¯�Ô�`�‡�b�{



�H 6 	·       clear configure �¯�Ú�ï�Å�™  clear configure zonelabs-integrity �¯�Ú�ï�Å
  clear configure multicast-routing

6-68
Cisco �·�©�á�æ�Â�Ÿ  �ž�Ó�å� �ž�ï�µ  �¯�Ú�ï�Å  �æ�Ñ�•�è�ï�µ

OL-10086-02-J

clear configure multicast-routing
�î�æ�¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï�T�’  multicast-routing �¯�Ú�ï�Å�›�_	†�b�”�t�x�z �¬�é�”�Ì�ç  �¯�ï�Ñ�Ÿ
�ª�á�è�”�³�ã�ï  �Þ�”�Å�p  clear configure multicast-routing �¯�Ú�ï�Å�›�–�;�`�‡�b�{  

clear configure multicast-routing

�³�ï�»�¿�«�µ�w
†�Ì �\�w�¯�Ú�ï�Å�t�x�z�©�”�ë�”�Å�‹�¾
:�‹�K�“�‡�d�œ�{

�Ã�Ñ�¥�ç�Ä �Ã�Ñ�¥�ç�Ä�w�ˆ�^�•�‹�x�K�“�‡�d�œ�{

�¯�Ú�ï�Å  �Þ�”�Å �Í�w
¯�x�z�\�w�¯�Ú�ï�Å�›�Ö�—�p�V�”�Þ�”�Å�›�Ô�`�o�M�‡�b�{

�¯�Ú�ï�Å�d�º

�–�;	Í�w�̈ � �Å�å� �ï clear configure multicast-routing �¯�Ú�ï�Å�x�z �î�æ�¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï�T�’  multicast-routing  �›
�_	†�`�‡�b�{ no multicast-routing �¯�Ú�ï�Å�‹�z �î�æ�¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï�T�’  multicast-routing �¯
�Ú�ï�Å�›�_	†�`�‡�b�{

�« �Í�w�«�p�x�z�î�æ�¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï�T�’  multicast-routing �¯�Ú�ï�Å�›�_	†�b�”�M�O�›�Ô�`�‡
�b�{

hostname(config)# clear configure multicast-routing

���È�¯�Ú�ï�Å

�¯�Ú�ï�Å  �Þ�”�Å

�Ñ�•� �ž�¢�¥�”�ç  �Þ�”�Å �·�©�á�æ�Â�Ÿ  �¯�ï�Â�©�µ�Ä

�ç�”�Â�¿�Å �•�a �³�ï�¬�ç

�Ú�ç�½

�¯�ï�Â�©�µ�Ä �³�µ�Â�Ü

�¬�é�”�Ì�ç  �¯�ï�Ñ�Ÿ�ª�á�è�”
�³�ã�ï

• — • — —

�æ�æ�”�µ �!�Ë�º�0

7.0(1) �\�w�¯�Ú�ï�Å�U�‹�Ö�^�•�‡�`�h�{  

�¯�Ú�ï�Å 
†�Ì

multicast-routing �·�©�á�æ�Â�Ÿ  �ž�Ó�å� �ž�ï�µ	Í�w�Ú�ç�½�©�ß�µ�Ä  �ç�”�Â�Ÿ�ï�¬�›� 
�É�”�Ò�ç�t�`�‡�b�{
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clear configure name
�¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï�T�’�Ê
²�w�æ�µ�Ä�›	«�ˆ�b�”�t�x�z�¬�é�”�Ì�ç  �¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï
�Þ�”�Å�p  clear configure name �¯�Ú�ï�Å�›�–�;�`�‡�b�{  

clear configure name

�³�ï�»�¿�«�µ�w
†�Ì �\�w�¯�Ú�ï�Å�t�x�z�¾
:�‹�©�”�ë�”�Å�‹�K�“�‡�d�œ�{

�Ã�Ñ�¥�ç�Ä �Ã�Ñ�¥�ç�Ä�w�ˆ�^�•�‹�x�K�“�‡�d�œ�{

�¯�Ú�ï�Å  �Þ�”�Å �Í�w
¯�x�z�\�w�¯�Ú�ï�Å�›�Ö�—�p�V�”�Þ�”�Å�›�Ô�`�o�M�‡�b�{

�¯�Ú�ï�Å�d�º

�–�;	Í�w�̈ � �Å�å� �ï �\�w�¯�Ú�ï�Å�t�–�;	Í�w�¨� �Å�å� �ï�x�K�“�‡�d�œ�{

�« �Í�w�«�p�x�z�Ê
²�w�æ�µ�Ä�›	«�ˆ�b�”�M�O�›�Ô�`�‡�b�{

hostname(config)# clear configure name

���È�¯�Ú�ï�Å

�¯�Ú�ï�Å  �Þ�”�Å

�Ñ�•� �ž�¢�¥�”�ç  �Þ�”�Å �·�©�á�æ�Â�Ÿ  �¯�ï�Â�©�µ�Ä

�ç�”�Â�¿�Å �•�a �³�ï�¬�ç

�Ú�ç�½

�¯�ï�Â�©�µ�Ä �³�µ�Â�Ü

�¬�é�”�Ì�ç  �¯�ï�Ñ�Ÿ�ª�á�è�”
�³�ã�ï

• • • • —

�æ�æ�”�µ �!�Ë�º�0

7.0(1) �©�”�ë�”�Å  configure �U�å�C�^�•�‡�`�h�{

�¯�Ú�ï�Å 
†�Ì

name �Ê
²�›  IP �ž�Å�è�µ�t���È
Ç�Z�‡�b�{

show running-config name IP �ž�Å�è�µ�t���È
Ç�Z�’�•�o�M�”�Ê
²�w�æ�µ�Ä�›
¯�Ô�`�‡�b�{
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clear configure nat
NAT �¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï�›�_	†�b�”�t�x�z �›�V  EXEC �Þ�”�Å�p  clear configure nat �¯�Ú�ï�Å�›
�–�;�`�‡�b�{

clear configure nat

�³�ï�»�¿�«�µ�w
†�Ì �\�w�¯�Ú�ï�Å�t�x�z�¾
:�‹�©�”�ë�”�Å�‹�K�“�‡�d�œ�{

�Ã�Ñ�¥�ç�Ä �Ã�Ñ�¥�ç�Ä�w�ˆ�^�•�‹�x�K�“�‡�d�œ�{

�¯�Ú�ï�Å  �Þ�”�Å �Í�w
¯�x�z�\�w�¯�Ú�ï�Å�›�Ö�—�p�V�”�Þ�”�Å�›�Ô�`�o�M�‡�b�{

�¯�Ú�ï�Å�d�º

�–�;	Í�w�̈ � �Å�å� �ï �•�a�Ñ�•� �ž�¢�¥�”�ç  �Þ�”�Å�t�x�z�Í�w�«�™�Ä�ò�U�&�;�^�•�‡�b�{

�¢�«�£ �•�a�Ñ�•� �ž�¢�¥�”�ç  �Þ�”�Å�p�x�z NAT id 0 �w�ˆ�U���®�p�b�{

�« �Í�w�«�p�x�z NAT �¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï�›�_	†�b�”�M�O�›�Ô�`�‡�b�{

hostname(config)# clear configure nat

���È�¯�Ú�ï�Å

�¯�Ú�ï�Å  �Þ�”�Å

�Ñ�•� �ž�¢�¥�”�ç  �Þ�”�Å �·�©�á�æ�Â�Ÿ  �¯�ï�Â�©�µ�Ä

�ç�”�Â�¿�Å �•�a �³�ï�¬�ç

�Ú�ç�½

�¯�ï�Â�©�µ�Ä �³�µ�Â�Ü

�›�V  EXEC • — • • —

�æ�æ�”�µ �!�Ë�º�0

7.0(1) �©�”�ë�”�Å  configure �U�å�C�^�•�‡�`�h�{

�¯�Ú�ï�Å 
†�Ì

nat �É�¿�Ä�ë�”�«�›�¬�é�”�Ì�ç  IP �ž�Å�è�µ  �Ó�”�ç�t���È
Ç�Z�‡�b�{

show running-config nat �É�¿�Ä�ë�”�«�t���È
Ç�Z�’�•�o�M�”�¬�é�”�Ì�ç  IP �ž�Å�è�µ�w�Ó�”
�ç�›
¯�Ô�`�‡�b�{
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clear configure nat-control
NTP �¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï�w�A�E�›�Ã�Ÿ�·�”�Ò�ç�t�b�”�t�x�z �¬�é�”�Ì�ç  �¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã
�ï  �Þ�”�Å�p  clear configure nat-control �¯�Ú�ï�Å�›�–�;�`�‡�b�{

clear configure nat-control

�³�ï�»�¿�«�µ�w
†�Ì �\�w�¯�Ú�ï�Å�t�x�z�¾
:�‹�©�”�ë�”�Å�‹�K�“�‡�d�œ�{

�Ã�Ñ�¥�ç�Ä �Ã�Ñ�¥�ç�Ä�w�ˆ�^�•�‹�x�K�“�‡�d�œ�{

�¯�Ú�ï�Å  �Þ�”�Å �Í�w
¯�x�z�\�w�¯�Ú�ï�Å�›�Ö�—�p�V�”�Þ�”�Å�›�Ô�`�o�M�‡�b�{

�¯�Ú�ï�Å�d�º

�« �Í�w�«�p�x�z NAT �¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï�w�A�E�›�Ã�Ÿ�·�”�Ò�ç�t�`�o�M�‡�b�{

hostname(config)# clear configure nat-control

���È�¯�Ú�ï�Å

�¯�Ú�ï�Å  �Þ�”�Å

�Ñ�•� �ž�¢�¥�”�ç  �Þ�”�Å �·�©�á�æ�Â�Ÿ  �¯�ï�Â�©�µ�Ä

�ç�”�Â�¿�Å �•�a �³�ï�¬�ç

�Ú�ç�½

�¯�ï�Â�©�µ�Ä �³�µ�Â�Ü

�¬�é�”�Ì�ç  �¯�ï�Ñ�Ÿ�ª�á�è�”
�³�ã�ï

• — • • —

�æ�æ�”�µ �!�Ë�º�0

7.0(1) �\�w�¯�Ú�ï�Å�U�‹�Ö�^�•�‡�`�h�{

�¯�Ú�ï�Å 
†�Ì

nat ���w� �ï�»�”�Ñ�£� �µ�w�¬�é�”�Ì�ç  �ž�Å�è�µ�t�!�õ�^�•�”�z
1 �m�w� �ï�»�”�Ñ�£� �µ	Í�w�ž�Å�è�µ�›���[�`�‡�b�{

nat-control NAT �¯�ï�Ä�é�”�ç�›�&�;�`�‡�b�{ NAT �¯�ï�Ä�é�”�ç�›�Ã�Ÿ
�·�”�Ò�ç�t�b�”�q�z NAT �F���›
ƒ���`�o�M�s�M	Ô�ù�p�‹�z �º

æ�×�µ�Ä�x�Ž
æ�É�¿�Ä�ë�”�«�q�è	ô�b�”�\�q�U�•�D�^�•�‡
�b�{

show running-config nat-control NAT �¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï�w�A�E�›
¯�Ô�`�‡�b�{
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clear configure ntp
NTP �¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï�›	«�ˆ�b�”�t�x�z�¬�é�”�Ì�ç  �¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï  �Þ�”�Å�p  clear
configure ntp �¯�Ú�ï�Å�›�–�;�`�‡�b�{

clear configure ntp

�³�ï�»�¿�«�µ�w
†�Ì �\�w�¯�Ú�ï�Å�t�x�z�¾
:�‹�©�”�ë�”�Å�‹�K�“�‡�d�œ�{

�Ã�Ñ�¥�ç�Ä �Ã�Ñ�¥�ç�Ä�w�ˆ�^�•�‹�x�K�“�‡�d�œ�{

�¯�Ú�ï�Å  �Þ�”�Å �Í�w
¯�x�z�\�w�¯�Ú�ï�Å�›�Ö�—�p�V�”�Þ�”�Å�›�Ô�`�o�M�‡�b�{

�¯�Ú�ï�Å�d�º

�« �Í�w�«�p�x�z�b�‚�o�w  ntp �¯�Ú�ï�Å�›	«�ˆ�`�‡�b�{

hostname# clear configure ntp

���È�¯�Ú�ï�Å

�¯�Ú�ï�Å  �Þ�”�Å

�Ñ�•� �ž�¢�¥�”�ç  �Þ�”�Å �·�©�á�æ�Â�Ÿ  �¯�ï�Â�©�µ�Ä

�ç�”�Â�¿�Å �•�a �³�ï�¬�ç

�Ú�ç�½

�¯�ï�Â�©�µ�Ä �³�µ�Â�Ü

�¬�é�”�Ì�ç  �¯�ï�Ñ�Ÿ�ª�á�è�”
�³�ã�ï

• • • — •

�æ�æ�”�µ �!�Ë�º�0

7.0(1) clear ntp �U�\�w�¯�Ú�ï�Å�t�!�Ë�^�•�‡�`�h�{

�¯�Ú�ï�Å 
†�Ì

ntp authenticate NTP �Ý	Â�›� �É�”�Ò�ç�t�`�‡�b�{

ntp authentication-key NTP �Ý	Â�©�”�›
ƒ���`�‡�b�{

ntp server �·�©�á�æ�Â�Ÿ  �ž�Ó�å� �ž�ï�µ�w�Ì���›
ƒ���b�”  NTP �±�”�Ì�›�¦
���`�‡�b�{

ntp trusted-key NTP �w	ô�T�p�V�”�©�”�›�¦���`�‡�b�{

show running-config ntp NTP �¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï�›
¯�Ô�`�‡�b�{
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clear configure object-group
�¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï�T�’�b�‚�o�w  object group �¯�Ú�ï�Å�›�_	†�b�”�t�x�z �¬�é�”�Ì�ç  �¯�ï�Ñ�Ÿ
�ª�á�è�”�³�ã�ï  �Þ�”�Å�p  clear configure object-group �¯�Ú�ï�Å�›�–�;�`�‡�b�{  

clear configure object-group [{ protocol | service | icmp-type | network}] 

�³�ï�»�¿�«�µ�w
†�Ì

�Ã�Ñ�¥�ç�Ä �Ã�Ñ�¥�ç�Ä�w�ˆ�^�•�‹�x�K�“�‡�d�œ�{

�¯�Ú�ï�Å  �Þ�”�Å �Í�w
¯�x�z�\�w�¯�Ú�ï�Å�›�Ö�—�p�V�”�Þ�”�Å�›�Ô�`�o�M�‡�b�{

�¯�Ú�ï�Å�d�º

�« �Í�w�«�p�x�z�¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï�T�’�b�‚�o�w  object-group �¯�Ú�ï�Å�›�_	†�b�”�M�O�›�Ô�`�‡
�b�{

hostname(config)# clear configure object-group

���È�¯�Ú�ï�Å

icmp-type �¢�¦�Ó�³�ã�ï�£�b�‚�o�w  ICMP �¬�ç�”�Ó�›	«�ˆ�`�‡�b�{

network �¢�¦�Ó�³�ã�ï�£�b�‚�o�w�É�¿�Ä�ë�”�«  �¬�ç�”�Ó�›	«�ˆ�`�‡�b�{  

protocol �¢�¦�Ó�³�ã�ï�£�b�‚�o�w�Ó�é�Ä�¯�ç  �¬�ç�”�Ó�›	«�ˆ�`�‡�b�{

service �¢�¦�Ó�³�ã�ï�£�b�‚�o�w�±�”�Ï�µ  �¬�ç�”�Ó�›	«�ˆ�`�‡�b�{

�¯�Ú�ï�Å  �Þ�”�Å

�Ñ�•� �ž�¢�¥�”�ç  �Þ�”�Å �·�©�á�æ�Â�Ÿ  �¯�ï�Â�©�µ�Ä

�ç�”�Â�¿�Å �•�a �³�ï�¬�ç

�Ú�ç�½

�¯�ï�Â�©�µ�Ä �³�µ�Â�Ü

�¬�é�”�Ì�ç  �¯�ï�Ñ�Ÿ�ª�á�è�”
�³�ã�ï

• • • • —

�æ�æ�”�µ �!�Ë�º�0

�7�� �\�w�¯�Ú�ï�Å�x�7���w�‹�w�p�b�{

�¯�Ú�ï�Å 
†�Ì

group-object �É�¿�Ä�ë�”�«  �¦�Ò�´�£�«�Ä  �¬�ç�”�Ó�›�å�C�`�‡�b�{

network-object �É�¿�Ä�ë�”�«  �¦�Ò�´�£�«�Ä  �¬�ç�”�Ó�t�É�¿�Ä�ë�”�«  �¦�Ò
�´�£�«�Ä�›�å�C�`�‡�b�{

object-group �¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï�›�7�&�=�b�”�h�Š�w�¦�Ò�´�£�«�Ä
�¬�ç�”�Ó�›���[�`�‡�b�{

port-object �±�”�Ï�µ  �¦�Ò�´�£�«�Ä  �¬�ç�”�Ó�t�Ù�”�Ä  �¦�Ò�´�£�«�Ä�›�å
�C�`�‡�b�{

show running-config object-group �q�O�w�¦�Ò�´�£�«�Ä  �¬�ç�”�Ó�›
¯�Ô�`�‡�b�{
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clear configure passwd
�é�¬� �ï  �Í�µ�ë�”�Å  �¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï�›	«�ˆ�`�z�Ã�Ñ�¥�ç�Ä
ƒ���w�® cisco� �̄t�í�b�t�x�z�¬
�é�”�Ì�ç  �¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï  �Þ�”�Å�p  clear configure passwd �¯�Ú�ï�Å�›�–�;�`�‡�b�{

clear configure { passwd | password}

�³�ï�»�¿�«�µ�w
†�Ì

�Ã�Ñ�¥�ç�Ä �Ã�Ñ�¥�ç�Ä�w�ˆ�^�•�‹�x�K�“�‡�d�œ�{

�¯�Ú�ï�Å  �Þ�”�Å �Í�w
¯�x�z�\�w�¯�Ú�ï�Å�›�Ö�—�p�V�”�Þ�”�Å�›�Ô�`�o�M�‡�b�{

�¯�Ú�ï�Å�d�º

�« �Í�w�«�p�x�z�é�¬� �ï  �Í�µ�ë�”�Å�›	«�ˆ�`�z�Ã�Ñ�¥�ç�Ä�w�® cisco�¯�t�í�`�‡�b�{

hostname(config)# clear configure passwd

���È�¯�Ú�ï�Å

passwd | password �r�j�’�w�¯�Ú�ï�Å�p�‹�Ö�—�p�V�‡�b�{�\�•�’�x�“�M�t�¤� �æ�ž�µ�����t�K
�“�‡�b�{

�¯�Ú�ï�Å  �Þ�”�Å

�Ñ�•� �ž�¢�¥�”�ç  �Þ�”�Å �·�©�á�æ�Â�Ÿ  �¯�ï�Â�©�µ�Ä

�ç�”�Â�¿�Å �•�a �³�ï�¬�ç

�Ú�ç�½

�¯�ï�Â�©�µ�Ä �³�µ�Â�Ü

�¬�é�”�Ì�ç  �¯�ï�Ñ�Ÿ�ª�á�è�”
�³�ã�ï

• • • • •

�æ�æ�”�µ �!�Ë�º�0

7.0(1) clear passwd �U�\�w�¯�Ú�ï�Å�t�!�Ë�^�•�‡�`�h�{

�¯�Ú�ï�Å 
†�Ì

enable �›�V  EXEC �Þ�”�Å�t�Ö�“�‡�b�{

enable password � �É�”�Ò�ç  �Í�µ�ë�”�Å�›
ƒ���`�‡�b�{

passwd �é�¬� �ï  �Í�µ�ë�”�Å�›
ƒ���`�‡�b�{

show curpriv �q�O�é�¬� �ï�`�o�M�”�â�”�²�w�Ê
²�S�‘�|�›�V�è�Õ�ç�›
¯
�Ô�`�‡�b�{

show running-config passwd �é�¬� �ï  �Í�µ�ë�”�Å�›�‰�ø�=�^�•�h���p
¯�Ô�`�‡�b�{
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  clear configure pim
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clear configure pim
�î�æ�¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï�T�’�b�‚�o�w�¬�é�”�Ì�ç  pim �¯�Ú�ï�Å�›	«�ˆ�b�”�t�x�z �¬�é�”�Ì�ç  �¯
�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï  �Þ�”�Å�p  clear configure pim �¯�Ú�ï�Å�›�–�;�`�‡�b�{  

clear configure pim

�³�ï�»�¿�«�µ�w
†�Ì �\�w�¯�Ú�ï�Å�t�x�z�©�”�ë�”�Å�‹�¾
:�‹�K�“�‡�d�œ�{

�Ã�Ñ�¥�ç�Ä �Ã�Ñ�¥�ç�Ä�w�ˆ�^�•�‹�x�K�“�‡�d�œ�{

�¯�Ú�ï�Å  �Þ�”�Å �Í�w
¯�x�z�\�w�¯�Ú�ï�Å�›�Ö�—�p�V�”�Þ�”�Å�›�Ô�`�o�M�‡�b�{

�¯�Ú�ï�Å�d�º

�–�;	Í�w�̈ � �Å�å� �ï clear configure pim �¯�Ú�ï�Å�x�z�î�æ�¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï�T�’�b�‚�o�w  pim �¯�Ú�ï�Å�›	«�ˆ�`
�‡�b�{ PIM �Ä�å�Ñ�Ÿ�¿�«  �§�¢�ï�»�S�‘�|�Ä�Ù�é�´	Ø�C�›	«�ˆ�b�”�t�x�z clear pim counters �¯�Ú�ï
�Å�S�‘�|  clear pim topology �¯�Ú�ï�Å�›�–�;�`�‡�b�{

clear configure pim �¯�Ú�ï�Å�x�¬�é�”�Ì�ç  �¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï  �Þ�”�Å�p�Ö�—�^�•�h  pim �¯�Ú�ï
�Å�i�Z�›	«�ˆ�`�‡�b�{� �ï�»�”�Ñ�£� �µ�{���w  pim �¯�Ú�ï�Å�x	«�ˆ�`�‡�d�œ�{

�« �Í�w�«�p�x�z�î�æ�¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï�T�’�b�‚�o�w  pim �¯�Ú�ï�Å�›	«�ˆ�b�”�M�O�›�Ô�`�‡�b�{

hostname(config)# clear configure pim

���È�¯�Ú�ï�Å

�¯�Ú�ï�Å  �Þ�”�Å

�Ñ�•� �ž�¢�¥�”�ç  �Þ�”�Å �·�©�á�æ�Â�Ÿ  �¯�ï�Â�©�µ�Ä

�ç�”�Â�¿�Å �•�a �³�ï�¬�ç

�Ú�ç�½

�¯�ï�Â�©�µ�Ä �³�µ�Â�Ü

�¬�é�”�Ì�ç  �¯�ï�Ñ�Ÿ�ª�á�è�”
�³�ã�ï

• — • — —

�æ�æ�”�µ �!�Ë�º�0

7.0(1) �\�w�¯�Ú�ï�Å�U�‹�Ö�^�•�‡�`�h�{

�¯�Ú�ï�Å 
†�Ì

clear pim topology PIM �Ä�Ù�é�´  �Â�”�Ò�ç�›	«�ˆ�`�‡�b�{

clear pim counters PIM �Ä�å�Ñ�Ÿ�¿�«  �§�¢�ï�»�›	«�ˆ�`�‡�b�{

show running-config pim �î�æ�¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï�º�w  pim �¯�Ú�ï�Å�›
¯�Ô�`�‡�b�{
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  clear configure policy-map
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clear configure policy-map
�b�‚�o�w  policy-map �¯�Ú�ï�Å�›�_	†�b�”�t�x�z �¬�é�”�Ì�ç  �¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï  �Þ�”�Å�p  clear
configure policy-map �¯�Ú�ï�Å�›�–�;�`�‡�b�{

clear configure policy-map [type inspect [protocol]}

�³�ï�»�¿�«�µ�w
†�Ì

�Ã�Ñ�¥�ç�Ä �Ã�Ñ�¥�ç�Ä�w�ˆ�^�•�‹�x�K�“�‡�d�œ�{

�¯�Ú�ï�Å  �Þ�”�Å �Í�w
¯�x�z�\�w�¯�Ú�ï�Å�›�Ö�—�p�V�”�Þ�”�Å�›�Ô�`�o�M�‡�b�{

�¯�Ú�ï�Å�d�º

�–�;	Í�w�̈ � �Å�å� �ï �›���w�Ê
²�w�Ù�æ�³�”  �Ú�¿�Ó�›	«�ˆ�b�”�t�x�z policy-map �¯�Ú�ï�Å�w  no ���Ü�›�–�;�`�‡�b�{

�« �Í�t�z clear configure policy-map �¯�Ú�ï�Å�w�«�›�Ô�`�‡�b�{

hostname(config)# clear configure policy-map

type inspect �¢�¦�Ó�³�ã�ï�£�U�*�Ù�æ�³�”  �Ú�¿�Ó�›	«�ˆ�`�‡�b�{

protocol �¢�¦�Ó�³�ã�ï�£	«�ˆ�b�”�U�*�Ù�æ�³�”  �Ú�¿�Ó�w�»� �Ó�›�¦���`�‡�b�{�¦��
�p�V�”�»� �Ó�x�z�Í�w�q�S�“�p�b�{

• dcerpc

• dns

• esmtp

• ftp

• gtp

• h323

• http

• im 

• mgcp

• netbios

• p2p

• radius-accounting

• sip

• skinny

• snmp

�¯�Ú�ï�Å  �Þ�”�Å

�Ñ�•� �ž�¢�¥�”�ç  �Þ�”�Å �·�©�á�æ�Â�Ÿ  �¯�ï�Â�©�µ�Ä

�ç�”�Â�¿�Å �•�a �³�ï�¬�ç

�Ú�ç�½

�¯�ï�Â�©�µ�Ä �³�µ�Â�Ü

�¬�é�”�Ì�ç  �¯�ï�Ñ�Ÿ�ª�á�è�”
�³�ã�ï

• • • • —

�æ�æ�”�µ �!�Ë�º�0

7.0(1) �\�w�¯�Ú�ï�Å�U�‹�Ö�^�•�‡�`�h�{
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  clear configure pop3s
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���È�¯�Ú�ï�Å

clear configure pop3s
�¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï�T�’�b�‚�o�w  POP3S �¯�Ú�ï�Å�›�_	†�`�o�Ã�Ñ�¥�ç�Ä�‹�t�í�b�t�x�z �¬�é�”
�Ì�ç  �¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï  �Þ�”�Å�p  clear configure pop3s �¯�Ú�ï�Å�›�–�;�`�‡�b�{

clear configure pop3s

�³�ï�»�¿�«�µ�w
†�Ì �\�w�¯�Ú�ï�Å�t�x�z�¾
:�‹�©�”�ë�”�Å�‹�K�“�‡�d�œ�{

�Ã�Ñ�¥�ç�Ä �Ã�Ñ�¥�ç�Ä�w�ˆ�^�•�‹�x�K�“�‡�d�œ�{

�¯�Ú�ï�Å  �Þ�”�Å �Í�w
¯�x�z�\�w�¯�Ú�ï�Å�›�Ö�—�p�V�”�Þ�”�Å�›�Ô�`�o�M�‡�b�{

�¯�Ú�ï�Å�d�º

�« �Í�w�«�p�x�z POP3S �¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï�›�_	†�b�”�M�O�›�Ô�`�‡�b�{

hostname(config)#  clear configure pop3s
hostname(config)# 

���È�¯�Ú�ï�Å

�¯�Ú�ï�Å 
†�Ì

policy-map �Ù�æ�³�” �¢�Ä�å�Ñ�Ÿ�¿�«  �«�å�µ�q  1 �m�‡�h�x
ó
:�w�ž�«�³�ã
�ï�w�ž�¹�³�¤�”�³�ã�ï�£�›
ƒ���`�‡�b�{

show running-config policy-map �Ù�æ�³�”  �¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï
¶�.�›
¯�Ô�`�‡�b�{

�¯�Ú�ï�Å  �Þ�”�Å

�Ñ�•� �ž�¢�¥�”�ç  �Þ�”�Å �·�©�á�æ�Â�Ÿ  �¯�ï�Â�©�µ�Ä

�ç�”�Â�¿�Å �•�a �³�ï�¬�ç

�Ú�ç�½

�¯�ï�Â�©�µ�Ä �³�µ�Â�Ü

�¬�é�”�Ì�ç  �¯�ï�Ñ�Ÿ�ª�á�è�”
�³�ã�ï

• — • — —

�æ�æ�”�µ �!�Ë�º�0

7.0(1)(1) �\�w�¯�Ú�ï�Å�U�‹�Ö�^�•�‡�`�h�{

�¯�Ú�ï�Å 
†�Ì

show running-configuration pop3s POP3S �w�î�æ�¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï�›
¯�Ô�`�‡�b�{  

pop3s POP3S �?� �Ý�”�ç  �Ó�é�©�³�w�¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï�›�^

R�‡�h�x�$	B�`�‡�b�{



�H 6 	·       clear configure �¯�Ú�ï�Å�™  clear configure zonelabs-integrity �¯�Ú�ï�Å
  clear configure port-forward
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clear configure port-forward
WebVPN �â�”�²�U�8
ù  TCP �Ù�”�Ä�&���p�ž�«�·�µ�b�”
ƒ���A�ˆ�w�ž�Ó�æ�­�”�³�ã�ï�w�·�¿�Ä�›�_
	†�b�”�t�x�z �¬�é�”�Ì�ç  �¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï  �Þ�”�Å�p  clear configure port-forward �¯�Ú�ï�Å�›
�–�;�`�‡�b�{
ƒ���A�ˆ�w�ž�Ó�æ�­�”�³�ã�ï�›�b�‚�o�_	†�b�”�t�x�z�\�w�¯�Ú�ï�Å�›  listname �¾
:�s
�`�p�–�;�`�‡�b�{�›���w�æ�µ�Ä�w�ž�Ó�æ�­�”�³�ã�ï�i�Z�›�_	†�b�”�t�x�z�\�w�¯�Ú�ï�Å�t  listname
�›
Ç�Z�o�–�;�`�‡�b�{

clear configure port-forward [ listname]

�³�ï�»�¿�«�µ�w
†�Ì

�¯�Ú�ï�Å  �Þ�”�Å �Í�w
¯�x�z�\�w�¯�Ú�ï�Å�›�Ö�—�p�V�”�Þ�”�Å�›�Ô�`�o�M�‡�b�{

�¯�Ú�ï�Å�d�º

�« �Í�w�«�p�x�z SalesGroupPorts �q�M�O�Ê
²�w�Ù�”�Ä�8
ù�æ�µ�Ä�›�_	†�b�”�M�O�›�Ô�`�‡�b�{

hostname(config)#  clear configure port-forward SalesGroupPorts

���È�¯�Ú�ï�Å

listname WebVPN �â�”�²�U�ž�«�·�µ�p�V�”�ž�Ó�æ�­�”�³�ã�ï �¢�8
ù  TCP �Ù�”�Ä�£ �w
�·�¿�Ä�›�¬�ç�”�Ó�=�`�‡�b�{�7�G  64 ���È�p�b�{

�¯�Ú�ï�Å  �Þ�”�Å

�Ñ�•� �ž�¢�¥�”�ç  �Þ�”�Å �·�©�á�æ�Â�Ÿ  �¯�ï�Â�©�µ�Ä

�ç�”�Â�¿�Å �•�a �³�ï�¬�ç

�Ú�ç�½

�¯�ï�Â�©�µ�Ä �³�µ�Â�Ü

�¬�é�”�Ì�ç  �¯�ï�Ñ�Ÿ�ª�á�è�”
�³�ã�ï

• — • — —

�æ�æ�”�µ �!�Ë�º�0

7.0(1)(1) �\�w�¯�Ú�ï�Å�U�‹�Ö�^�•�‡�`�h�{

�¯�Ú�ï�Å 
†�Ì

port-forward WebVPN �â�”�²�U�ž�«�·�µ�p�V�”�ž�Ó�æ�­�”�³�ã�ï
�w�·�¿�Ä�›
ƒ���b�”�t�x�z WebVPN �¯�ï�Ñ�Ÿ�ª�á�è�”
�³�ã�ï  �Þ�”�Å�p�\�w�¯�Ú�ï�Å�›�–�;�`�‡�b�{

port-forward �â�”�²�‡�h�x�¬�ç�”�Ó  �Ù�æ�³�”�w  WebVPN �ž�Ó�æ
�­ � ” � ³ �ã � ï  �ž �«� · �µ � › �   �É�” �Ò�ç� t �b � ” � t �x�z
webvpn �Þ�”�Å�p�\�w�¯�Ú�ï�Å�›�–�;�`�‡�b�{

show running-configuration port-forward �q�O
ƒ���^�•�o�M�”  port-forward  �¯�Ú�ï�Å�w�·�¿�Ä
�›
¯�Ô�`�‡�b�{
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  clear configure prefix-list
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clear configure prefix-list
�î�æ�¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï�T�’  prefix-list  �¯�Ú�ï�Å�›�_	†�b�”�t�x�z�¬�é�”�Ì�ç  �¯�ï�Ñ�Ÿ�ª�á
�è�”�³�ã�ï  �Þ�”�Å�p  clear configure prefix-list �¯�Ú�ï�Å�›�–�;�`�‡�b�{  

clear configure prefix-list [prefix-list-name]

�³�ï�»�¿�«�µ�w
†�Ì

�Ã�Ñ�¥�ç�Ä �Ã�Ñ�¥�ç�Ä�w�ˆ�^�•�‹�x�K�“�‡�d�œ�{

�¯�Ú�ï�Å  �Þ�”�Å �Í�w
¯�x�z�\�w�¯�Ú�ï�Å�›�Ö�—�p�V�”�Þ�”�Å�›�Ô�`�o�M�‡�b�{

�¯�Ú�ï�Å�d�º

�–�;	Í�w�̈ � �Å�å� �ï clear configure prefix-list �¯�Ú�ï�Å�x�z�î�æ�¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï�T�’  prefix-list  �¯�Ú�ï�Å�S�‘�|
prefix-list description �¯�Ú�ï�Å�›�_	†�`�‡�b�{�Ó�è�Ñ�Ÿ�¿�«�µ  �æ�µ�Ä�Ê�›�¦���`�h	Ô�ù�x�z�î�æ�¯
� ï �Ñ�Ÿ�ª �á �è�” � ³ �ã � ï �T� ’ � f �w�Ó�è �Ñ�Ÿ�¿�«�µ  �æ�µ�Ä�w prefix-list  � ¯ �Ú� ï �Å�q  prefix-list
description �¯�Ú�ï�Å�¢���O�b�”	Ô�ù�£�i�Z�U�_	†�^�•�‡�b�{

�\�w�¯�Ú�ï�Å�x�z �î�æ�¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï�T�’  no prefix-list sequence �¯�Ú�ï�Å�›�_	†�`�‡�d�œ�{

�« �Í�w�«�p�x�z �î�æ�¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï�T�’  MyPrefixList �q�M�O�Ê
²�w�Ó�è�Ñ�Ÿ�¿�«�µ  �æ�µ�Ä�w
�b�‚�o�w  prefix-list  �¯�Ú�ï�Å�›�_	†�`�‡�b�{

hostname# clear configure prefix-list MyPrefixList

���È�¯�Ú�ï�Å

prefix-list-name �¢�¦�Ó�³�ã�ï�£�Ó�è�Ñ�Ÿ�¿�«�µ  �æ�µ�Ä�w�Ê
²�{�Ó�è�Ñ�Ÿ�¿�«�µ  �æ�µ�Ä�Ê�›
�¦���`�h	Ô�ù�x�z�f�w�Ó�è�Ñ�Ÿ�¿�«�µ  �æ�µ�Ä�w�¯�Ú�ï�Å�i�Z�U�¯�ï�Ñ�Ÿ
�ª�á�è�”�³�ã�ï�T�’�_	†�^�•�‡�b�{

�¯�Ú�ï�Å  �Þ�”�Å

�Ñ�•� �ž�¢�¥�”�ç  �Þ�”�Å �·�©�á�æ�Â�Ÿ  �¯�ï�Â�©�µ�Ä

�ç�”�Â�¿�Å �•�a �³�ï�¬�ç

�Ú�ç�½

�¯�ï�Â�©�µ�Ä �³�µ�Â�Ü

�¬�é�”�Ì�ç  �¯�ï�Ñ�Ÿ�ª�á�è�”
�³�ã�ï

• — • — —

�æ�æ�”�µ �!�Ë�º�0

7.0(1) clear prefix-list  �U clear configure prefix-list �t�!�Ë�^�•�‡�`�h�{

�¯�Ú�ï�Å 
†�Ì

show running-config prefix-list �î�æ�¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï�º�w  prefix-list  �¯�Ú�ï�Å�›
¯�Ô
�`�‡�b�{
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  clear configure priority-queue
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clear configure priority-queue
�¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï�T�’�Ó�å� �¦�æ�Â�Ÿ  �©�á�”�w�¦���›�_	†�b�”�t�x�z�¬�é�”�Ì�ç  �¯�ï�Ñ�Ÿ
�ª�á�è�”�³�ã�ï  �Þ�”�Å�p  clear configure priority-queue �¯�Ú�ï�Å�›�–�;�`�‡�b�{

clear configure priority queue interface-name

�³�ï�»�¿�«�µ�w
†�Ì

�\�w�¯�Ú�ï�Å�t�x�z�¾
:�‹�©�”�ë�”�Å�‹�K�“�‡�d�œ�{

�Ã�Ñ�¥�ç�Ä �Ã�Ñ�¥�ç�Ä�w�ˆ�^�•�‹�x�K�“�‡�d�œ�{

�¯�Ú�ï�Å  �Þ�”�Å �Í�w
¯�x�z�\�w�¯�Ú�ï�Å�›�Ö�—�p�V�”�Þ�”�Å�›�Ô�`�o�M�‡�b�{

�¯�Ú�ï�Å�d�º

�« �Í�w�«�p�x�z clear configure priority-queue �¯�Ú�ï�Å�›�–�;�`�o�z test �q�M�O�Ê
²�w� �ï�»�”�Ñ�£� 
�µ�p�Ó�å� �¦�æ�Â�Ÿ  �©�á�”  �¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï�›�_	†�b�”�M�O�›�Ô�`�‡�b�{

hostname(config)# clear configure priority-queue test

���È�¯�Ú�ï�Å

interface-name �Ó�å� �¦�æ�Â�Ÿ  �©�á�”�w	Ä�I�›
¯�Ô�b�”� �ï�»�”�Ñ�£� �µ�w�Ê
²�›�¦��
�`�‡�b�{

�¯�Ú�ï�Å  �Þ�”�Å

�Ñ�•� �ž�¢�¥�”�ç  �Þ�”�Å �·�©�á�æ�Â�Ÿ  �¯�ï�Â�©�µ�Ä

�ç�”�Â�¿�Å �•�a �³�ï�¬�ç

�Ú�ç�½

�¯�ï�Â�©�µ�Ä �³�µ�Â�Ü

�¬�é�”�Ì�ç  �¯�ï�Ñ�Ÿ�ª�á�è�”
�³�ã�ï

• • • • —

�æ�æ�”�µ �!�Ë�º�0

7.0(1) �\�w�¯�Ú�ï�Å�U�‹�Ö�^�•�‡�`�h�{

�¯�Ú�ï�Å 
†�Ì

priority-queue � �ï�»�”�Ñ�£� �µ�t�Ó�å� �¦�æ�Â�Ÿ  �©�á�”� �ï�¬�›
ƒ��
�`�‡�b�{

show running-config priority-queue � ¦ � � � ` �h �   � ï �» � ” �Ñ�£ �   �µ �w�q �O�w�Ó�å�   � ¦ �æ�Â�Ÿ
�©�á�”  �¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï�›
¯�Ô�`�‡�b�{
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clear configure privilege
�¯�Ú�ï�Å�w
ƒ���A�ˆ�w�›�V�è�Õ�ç�›�_	†�b�”�t�x�z�¬�é�”�Ì�ç  �¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï  �Þ�”�Å�p
clear configure privilege �¯�Ú�ï�Å�›�–�;�`�‡�b�{

clear configure privilege

�³�ï�»�¿�«�µ�w
†�Ì �\�w�¯�Ú�ï�Å�t�x�z�¾
:�‹�©�”�ë�”�Å�‹�K�“�‡�d�œ�{

�Ã�Ñ�¥�ç�Ä �Ã�Ñ�¥�ç�Ä�w�ˆ�^�•�‹�x�K�“�‡�d�œ�{

�¯�Ú�ï�Å  �Þ�”�Å �Í�w
¯�x�z�\�w�¯�Ú�ï�Å�›�Ö�—�p�V�”�Þ�”�Å�›�Ô�`�o�M�‡�b�{

�¯�Ú�ï�Å�d�º

�–�;	Í�w�̈ � �Å�å� �ï �i�t�í�b�\�q�x�p�V�‡�d�œ�{

�« �Í�w�«�p�x�z�¯�Ú�ï�Å�w
ƒ���A�ˆ�w�›�V�è�Õ�ç�›�æ�·�¿�Ä�b�”�M�O�›�Ô�`�‡�b�{

hostname(config)# clear configure privilege

���È�¯�Ú�ï�Å

�¯�Ú�ï�Å  �Þ�”�Å

�Ñ�•� �ž�¢�¥�”�ç  �Þ�”�Å �·�©�á�æ�Â�Ÿ  �¯�ï�Â�©�µ�Ä

�ç�”�Â�¿�Å �•�a �³�ï�¬�ç

�Ú�ç�½

�¯�ï�Â�©�µ�Ä �³�µ�Â�Ü

�¬�é�”�Ì�ç  �¯�ï�Ñ�Ÿ�ª�á�è�”
�³�ã�ï

• • • • —

�æ�æ�”�µ �!�Ë�º�0

7.0(1) CLI �¨� �Å�å� �ï�t�
�O�‘�O�t�z�\�w�¯�Ú�ï�Å�U�!�Ë�^�•�‡�`�h�{

�¯�Ú�ï�Å 
†�Ì

privilege �¯�Ú�ï�Å�›�V�è�Õ�ç�›
ƒ���`�‡�b�{

show curpriv �q�O�w�›�V�è�Õ�ç�›
¯�Ô�`�‡�b�{

show running-config privilege �¯�Ú�ï�Å�w�›�V�è�Õ�ç�›
¯�Ô�`�‡�b�{
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clear configure regex
�b�‚�o�w
Y�F
¯�q�›�_	†�b�”�t�x�z�¬�é�”�Ì�ç  �¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï  �Þ�”�Å�p  clear configure
regex �¯�Ú�ï�Å�›�–�;�`�‡�b�{

clear configure regex

�³�ï�»�¿�«�µ�w
†�Ì �\�w�¯�Ú�ï�Å�t�x�z�¾
:�‹�©�”�ë�”�Å�‹�K�“�‡�d�œ�{

�Ã�Ñ�¥�ç�Ä �Ã�Ñ�¥�ç�Ä�w�ˆ�^�•�‹�x�K�“�‡�d�œ�{

�¯�Ú�ï�Å  �Þ�”�Å �Í�w
¯�x�z�\�w�¯�Ú�ï�Å�›�Ö�—�p�V�”�Þ�”�Å�›�Ô�`�o�M�‡�b�{

�¯�Ú�ï�Å�d�º

�–�;	Í�w�̈ � �Å�å� �ï �›���w�Ê
²�w
Y�F
¯�q�›	«�ˆ�b�”�t�x�z regex �¯�Ú�ï�Å�w  no ���Ü�›�–�;�`�‡�b�{

�« �Í�w�«�p�x�z
ƒ���A�ˆ�w
Y�F
¯�q�›�b�‚�o	«�ˆ�b�”�M�O�›�Ô�`�‡�b�{

hostname(config)# clear configure regex

���È�¯�Ú�ï�Å

�¯�Ú�ï�Å  �Þ�”�Å

�Ñ�•� �ž�¢�¥�”�ç  �Þ�”�Å �·�©�á�æ�Â�Ÿ  �¯�ï�Â�©�µ�Ä

�ç�”�Â�¿�Å �•�a �³�ï�¬�ç

�Ú�ç�½

�¯�ï�Â�©�µ�Ä �³�µ�Â�Ü

�¬�é�”�Ì�ç  �¯�ï�Ñ�Ÿ�ª�á�è�”
�³�ã�ï

• • • • —

�æ�æ�”�µ �!�Ë�º�0

7.0(1) �\�w�¯�Ú�ï�Å�U�‹�Ö�^�•�‡�`�h�{

�¯�Ú�ï�Å 
†�Ì

class-map type regex 
Y�F
¯�q�«�å�µ  �Ú�¿�Ó�›�^
R�`�‡�b�{

regex 
Y�F
¯�q�›�^
R�`�‡�b�{

show running-config regex �b�‚�o�w
Y�F
¯�q�›
¯�Ô�`�‡�b�{

test regex 
Y�F
¯�q�›�Â�µ�Ä�`�‡�b�{
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clear configure route
connect �©�”�ë�”�Å�›���œ�p�M�s�M�¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï�T�’  route �¯�Ú�ï�Å�›�_	†�b�”�t�x�z �¬
�é�”�Ì�ç  �¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï  �Þ�”�Å�p  clear configure route �¯�Ú�ï�Å�›�–�;�`�‡�b�{

clear configure route [interface_name ip_address [netmask gateway_ip]]

�³�ï�»�¿�«�µ�w
†�Ì

�Ã�Ñ�¥�ç�Ä �Ã�Ñ�¥�ç�Ä�w�ˆ�^�•�‹�x�K�“�‡�d�œ�{

�¯�Ú�ï�Å  �Þ�”�Å �Í�w
¯�x�z�\�w�¯�Ú�ï�Å�›�Ö�—�p�V�”�Þ�”�Å�›�Ô�`�o�M�‡�b�{

�¯�Ú�ï�Å�d�º

�–�;	Í�w�̈ � �Å�å� �ï �Ã�Ñ�¥�ç�Ä  �ç�”�Ä�›�¦���b�”�t�x�z 0.0.0.0 �›�–�;�`�‡�b�{ 0.0.0.0 IP �ž�Å�è�µ�x  0 �t�z 0.0.0.0netmask
�x  0 �t	²�t�p�V�‡�b�{

�« �Í�w�«�p�x�z connect �©�”�ë�”�Å�›���œ�p�M�s�M�¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï�T�’  route �¯�Ú�ï�Å�›�_	†
�b�”�M�O�›�Ô�`�‡�b�{

hostname(config)# clear configure route

���È�¯�Ú�ï�Å

gateway_ip �¢�¦�Ó�³�ã�ï�£�®�”�Ä�¢�£�   �ç�”�»�w  IP �ž�Å�è�µ�›�¦���`�‡�b�¢�\�w�ç�”
�Ä�w�É�«�µ�Ä�×�¿�Ó  �ž�Å�è�µ�£ �{ 

interface_name �¢�¦�Ó�³�ã�ï�£�º
æ�‡�h�x�Ž
æ�w�É�¿�Ä�ë�”�«  � �ï�»�”�Ñ�£� �µ�Ê�{

ip_address �¢�¦�Ó�³�ã�ï�£�º
æ�‡�h�x�Ž
æ�w�É�¿�Ä�ë�”�«  IP �ž�Å�è�µ�{  

netmask �¢�¦�Ó�³�ã�ï�£ ip_address �t�&�;�b�”�É�¿�Ä�ë�”�«  �Ú�µ�«�›�¦���`�‡�b�{

�¯�Ú�ï�Å  �Þ�”�Å

�Ñ�•� �ž�¢�¥�”�ç  �Þ�”�Å �·�©�á�æ�Â�Ÿ  �¯�ï�Â�©�µ�Ä

�ç�”�Â�¿�Å �•�a �³�ï�¬�ç

�Ú�ç�½

�¯�ï�Â�©�µ�Ä �³�µ�Â�Ü

�¬�é�”�Ì�ç  �¯�ï�Ñ�Ÿ�ª�á�è�”
�³�ã�ï

• • • • —

�æ�æ�”�µ �!�Ë�º�0

7.0(1) �©�”�ë�”�Å  configure �U�å�C�^�•�‡�`�h�{

�¯�Ú�ï�Å 
†�Ì

route � �ï�»�”�Ñ�£� �µ�w�µ�»�Â�Ÿ�¿�«  �ç�”�Ä�‡�h�x�Ã�Ñ�¥�ç�Ä
�ç�”�Ä�›�¦���`�‡�b�{

show route �ç�”�Ä	Ø�C�›
¯�Ô�`�‡�b�{

show running-config route 
ƒ���^�•�o�M�”�ç�”�Ä�›
¯�Ô�`�‡�b�{
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clear configure route-map
�b�‚�o�w�ç�”�Ä�Ú�¿�Ó�›�_	†�b�”�t�x�z�¬�é�”�Ì�ç  �¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï  �Þ�”�Å�p  clear 
configure route-map �¯�Ú�ï�Å�›�–�;�`�‡�b�{

clear configure route-map

�³�ï�»�¿�«�µ�w
†�Ì �\�w�¯�Ú�ï�Å�t�x�z�¾
:�‹�©�”�ë�”�Å�‹�K�“�‡�d�œ�{

�Ã�Ñ�¥�ç�Ä �Ã�Ñ�¥�ç�Ä�w�ˆ�^�•�‹�x�K�“�‡�d�œ�{

�¯�Ú�ï�Å  �Þ�”�Å �Í�w
¯�x�z�\�w�¯�Ú�ï�Å�›�Ö�—�p�V�”�Þ�”�Å�›�Ô�`�o�M�‡�b�{

�¯�Ú�ï�Å�d�º

�–�;	Í�w�̈ � �Å�å� �ï �¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï�º�w�b�‚�o�w  route-map �¯�Ú�ï�Å�›�_	†�b�”�t�x�z�¬�é�”�Ì�ç  �¯�ï�Ñ�Ÿ
�ª�á�è�”�³�ã�ï  �Þ�”�Å�p  clear configure route-map �¯�Ú�ï�Å�›�–�;�`�‡�b�{ route-map �¯�Ú�ï�Å�x�z
�K�”�ç�”�Â�Ÿ�ï�¬  �Ó�é�Ä�¯�ç�T�’���w�ç�”�Â�Ÿ�ï�¬  �Ó�é�Ä�¯�ç�t�ç�”�Ä�›�6
�
Í�b�”	Ú�E�›
ƒ��
�b�”�h�Š�t�–�;�`�‡�b�{

�x�‘�w  route-map �¯�Ú�ï�Å�›�_	†�b�”�t�x�z no route-map �¯�Ú�ï�Å�›�–�;�`�‡�b�{

�« �Í�w�«�p�x�z�K�”�ç�”�Â�Ÿ�ï�¬  �Ó�é�Ä�¯�ç�T�’���w�ç�”�Â�Ÿ�ï�¬  �Ó�é�Ä�¯�ç�t�ç�”�Ä�›�6
�
Í�b
�”	Ú�E�›�_	†�b�”�M�O�›�Ô�`�‡�b�{

hostname(config)# clear configure route-map

���È�¯�Ú�ï�Å

�¯�Ú�ï�Å  �Þ�”�Å

�Ñ�•� �ž�¢�¥�”�ç  �Þ�”�Å �·�©�á�æ�Â�Ÿ  �¯�ï�Â�©�µ�Ä

�ç�”�Â�¿�Å �•�a �³�ï�¬�ç

�Ú�ç�½

�¯�ï�Â�©�µ�Ä �³�µ�Â�Ü

�¬�é�”�Ì�ç  �¯�ï�Ñ�Ÿ�ª�á�è�”
�³�ã�ï

• — • — —

�æ�æ�”�µ �!�Ë�º�0

�7�� �\�w�¯�Ú�ï�Å�x�7���w�‹�w�p�b�{

�¯�Ú�ï�Å 
†�Ì

route-map �K�”�ç�”�Â�Ÿ�ï�¬  �Ó�é�Ä�¯�ç�T�’���w�ç�”�Â�Ÿ�ï�¬  �Ó�é�Ä
�¯�ç�t�ç�”�Ä�›�6
�
Í�b�”�h�Š�w	Ú�E�›���[�`�‡�b�{

show running-config route-map �ç�”�Ä�Ú�¿�Ó  �¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï�t���b�”	Ø�C�›
¯�Ô
�`�‡�b�{
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clear configure router
�î�æ�¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï�T�’�b�‚�o�w�ç�”�»  �¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï  �¯�Ú�ï�Å�›	«�ˆ�b�”�t
�x�z�¬�é�”�Ì�ç  �¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï  �Þ�”�Å�p  clear configure router �¯�Ú�ï�Å�›�–�;�`�‡�b�{  

clear configure router [ospf [id] | rip]

�³�ï�»�¿�«�µ�w
†�Ì

�Ã�Ñ�¥�ç�Ä �Ã�Ñ�¥�ç�Ä�w�ˆ�^�•�‹�x�K�“�‡�d�œ�{

�¯�Ú�ï�Å  �Þ�”�Å �Í�w
¯�x�z�\�w�¯�Ú�ï�Å�›�Ö�—�p�V�”�Þ�”�Å�›�Ô�`�o�M�‡�b�{

�¯�Ú�ï�Å�d�º

�« �Í�w�«�p�x�z�î�æ�¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï�T�’  OSPF �Ó�é�·�µ  1 �t���È
Ç�Z�’�•�h�b�‚�o�w  OSPF
�¯�Ú�ï�Å�›	«�ˆ�`�‡�b�{

hostname(config)# clear configure router ospf 1

�Í�w�«�x�z�î�æ�¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï�T�’�z RIP �w�ç�”�Â�Ÿ�ï�¬  �Ó�é�·�µ�t���È�b�”�z�¬�é�”�Ì
�ç  �¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï  �Þ�”�Å�w�¯�Ú�ï�Å�›�b�‚�o�_	†�`�‡�b�{� �ï�»�”�Ñ�£� �µ  �¯�ï�Ñ�Ÿ
�ª�á�è�”�³�ã�ï  �Þ�”�Å�p�Ö�—�`�h  RIP �¯�Ú�ï�Å�x	«�ˆ�^�•�‡�d�œ�{

hostname(config)# clear configure router rip

���È�¯�Ú�ï�Å

id �¢�¦�Ó�³�ã�ï�£ �¦���`�h  OSPF �Ó�é�·�µ  ID �w�¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï  �¯�Ú
�ï�Å�›	«�ˆ�`�‡�b�{ ID �›�¦���`�s�M�q�z�b�‚�o�w  OSPF �Ó�é�·�µ�w�¯�ï
�Ñ�Ÿ�ª�á�è�”�³�ã�ï  �¯�Ú�ï�Å�U	«�ˆ�^�•�‡�b�{

ospf �¢�¦�Ó�³�ã�ï�£�¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï�T�’  OSPF �¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã
�ï  �¯�Ú�ï�Å�i�Z�›�_	†�b�”�\�q�›�¦���`�‡�b�{

rip �¢�¦�Ó�³�ã�ï�£�¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï�T�’  RIP �¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï
�¯�Ú�ï�Å�i�Z�›�_	†�b�”�\�q�›�¦���`�‡�b�{  

�¯�Ú�ï�Å  �Þ�”�Å

�Ñ�•� �ž�¢�¥�”�ç  �Þ�”�Å �·�©�á�æ�Â�Ÿ  �¯�ï�Â�©�µ�Ä

�ç�”�Â�¿�Å �•�a �³�ï�¬�ç

�Ú�ç�½

�¯�ï�Â�©�µ�Ä �³�µ�Â�Ü

�¬�é�”�Ì�ç  �¯�ï�Ñ�Ÿ�ª�á�è�”
�³�ã�ï

• — • — —

�æ�æ�”�µ �!�Ë�º�0

7.0(1) clear router �¯�Ú�ï�Å�U  clear configure router �¯�Ú�ï�Å�t�!�Ë�^�•�‡�`�h�{

7.2(1) �¯�Ú�ï�Å�t  rip �©�”�ë�”�Å�U�å�C�^�•�‡�`�h�{

�¯�Ú�ï�Å 
†�Ì

show running-config router �¬�é�”�Ì�ç  �ç�”�»  �¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï�º�w�¯�Ú�ï�Å�›

¯�Ô�`�‡�b�{



�H 6 	·       clear configure �¯�Ú�ï�Å�™  clear configure zonelabs-integrity �¯�Ú�ï�Å
  clear configure same-security-traffic

6-86
Cisco �·�©�á�æ�Â�Ÿ  �ž�Ó�å� �ž�ï�µ  �¯�Ú�ï�Å  �æ�Ñ�•�è�ï�µ

OL-10086-02-J

clear configure same-security-traffic
same-security-traffic �¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï�›	«�ˆ�b�”�t�x�z�¬�é�”�Ì�ç  �¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï
�Þ�”�Å�p  clear configure same-security-traffic �¯�Ú�ï�Å�›�–�;�`�‡�b�{

clear configure same-security-traffic

�³�ï�»�¿�«�µ�w
†�Ì �\�w�¯�Ú�ï�Å�t�x�z�¾
:�‹�©�”�ë�”�Å�‹�K�“�‡�d�œ�{

�Ã�Ñ�¥�ç�Ä �Ã�Ñ�¥�ç�Ä�w�ˆ�^�•�‹�x�K�“�‡�d�œ�{

�¯�Ú�ï�Å  �Þ�”�Å �Í�w
¯�x�z�\�w�¯�Ú�ï�Å�›�Ö�—�p�V�”�Þ�”�Å�›�Ô�`�o�M�‡�b�{

�¯�Ú�ï�Å�d�º

�« �Í�w�«�p�x�z same-security-traffic �¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï�›	«�ˆ�`�‡�b�{

hostname(config)# clear configure same-security-traffic

���È�¯�Ú�ï�Å

�¯�Ú�ï�Å  �Þ�”�Å

�Ñ�•� �ž�¢�¥�”�ç  �Þ�”�Å �·�©�á�æ�Â�Ÿ  �¯�ï�Â�©�µ�Ä

�ç�”�Â�¿�Å �•�a �³�ï�¬�ç

�Ú�ç�½

�¯�ï�Â�©�µ�Ä �³�µ�Â�Ü

�¬�é�”�Ì�ç  �¯�ï�Ñ�Ÿ�ª�á�è�”
�³�ã�ï

• • • • —

�æ�æ�”�µ �!�Ë�º�0

7.0(1) �\�w�¯�Ú�ï�Å�U�‹�Ö�^�•�‡�`�h�{

�¯�Ú�ï�Å 
†�Ì

same-security-traffic �·�©�á�æ�Â�Ÿ  �è�Õ�ç�w�s�`�M� �ï�»�”�Ñ�£� �µ���p
�w�è	ô�›�•�D�`�‡�b�{

show running-config same-security-traffic same-security-traffic �w�¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï�›
¯
�Ô�`�‡�b�{
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clear configure service-policy
�±�”�Ï�µ  �Ù�æ�³�”  �¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï�›	«�ˆ�b�”�t�x�z�¬�é�”�Ì�ç  �¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï
�Þ�”�Å�p  clear configure service-policy �¯�Ú�ï�Å�›�–�;�`�‡�b�{  

clear configure service-policy

�³�ï�»�¿�«�µ�w
†�Ì �\�w�¯�Ú�ï�Å�t�x�z�¾
:�‹�©�”�ë�”�Å�‹�K�“�‡�d�œ�{

�Ã�Ñ�¥�ç�Ä �Ã�Ñ�¥�ç�Ä�w�ˆ�^�•�‹�x�K�“�‡�d�œ�{

�¯�Ú�ï�Å  �Þ�”�Å �Í�w
¯�x�z�\�w�¯�Ú�ï�Å�›�Ö�—�p�V�”�Þ�”�Å�›�Ô�`�o�M�‡�b�{

�¯�Ú�ï�Å�d�º

�« �Í�t�z clear configure service-policy �¯�Ú�ï�Å�w�«�›�Ô�`�‡�b�{

hostname(config)# clear configure service-policy

���È�¯�Ú�ï�Å

�¯�Ú�ï�Å  �Þ�”�Å

�Ñ�•� �ž�¢�¥�”�ç  �Þ�”�Å �·�©�á�æ�Â�Ÿ  �¯�ï�Â�©�µ�Ä

�ç�”�Â�¿�Å �•�a �³�ï�¬�ç

�Ú�ç�½

�¯�ï�Â�©�µ�Ä �³�µ�Â�Ü

�¬�é�”�Ì�ç  �¯�ï�Ñ�Ÿ�ª�á�è�”
�³�ã�ï

• • • • —

�æ�æ�”�µ �!�Ë�º�0

7.0(1) �\�w�¯�Ú�ï�Å�U�‹�Ö�^�•�‡�`�h�{

�¯�Ú�ï�Å 
†�Ì

show service-policy �±�”�Ï�µ  �Ù�æ�³�”�›
¯�Ô�`�‡�b�{

show running-config service-policy �î�æ�¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï�t
ƒ���^�•�o�M�”�±�”�Ï�µ  �Ù
�æ�³�”�›
¯�Ô�`�‡�b�{

service-policy �±�”�Ï�µ  �Ù�æ�³�”�›
ƒ���`�‡�b�{

clear service-policy �±�”�Ï�µ  �Ù�æ�³�”�w�w�-	Ø�C�›	«�ˆ�`�‡�b�{
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  clear configure sla monitor
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clear configure sla monitor
�î�æ�¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï�T�’  sla monitor �¯�Ú�ï�Å�q�±�Ò�¯�Ú�ï�Å�›�_	†�b�”�t�x�z �¬�é�”�Ì�ç
�¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï  �Þ�”�Å�p  clear configure sla monitor �¯�Ú�ï�Å�›�–�;�`�‡�b�{  

clear configure sla monitor [sla-id]

�³�ï�»�¿�«�µ�w
†�Ì

�Ã�Ñ�¥�ç�Ä sla-id �›�¦���`�s�M�q�z SLA �¦�Ö�è�”�³�ã�ï�w�¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï�U�b�‚�o	«�ˆ�^�•�‡�b�{

�¯�Ú�ï�Å  �Þ�”�Å �Í�w
¯�x�z�\�w�¯�Ú�ï�Å�›�Ö�—�p�V�”�Þ�”�Å�›�Ô�`�o�M�‡�b�{

�¯�Ú�ï�Å�d�º

�–�;	Í�w�̈ � �Å�å� �ï �\�w�¯�Ú�ï�Å�x�z sla monitor �¯�Ú�ï�Å�z�S�‘�|  SLA �Þ�Ç�»  �¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï  �Þ�”�Å�w���È
�b�”�¯�Ú�ï�Å�q  sla monitor schedule �¯�Ú�ï�Å�¢���O�b�”	Ô�ù�£�›	«�ˆ�`�‡�b�{ track rtr  �¯�Ú�ï�Å
�x�z�¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï�T�’�_	†�^�•�‡�d�œ�{

�î�æ�¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï�º�w  sla monitor �¯�Ú�ï�Å�›
¯�Ô�b�”�t�x�z show running-config sla
monitor  �¯�Ú�ï�Å�›�–�;�`�‡�b�{

�« �Í�w�«�x�z�¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï�T�’�b�‚�o�w  sla monitor �¯�Ú�ï�Å�›	«�ˆ�`�‡�b�{

hostname(config)# clear configure sla monitor

�Í�w�«�x�z ID �U 5 �w SLA �¦�Ö�è�”�³�ã�ï�t���È�b�”  sla monitor �¯�Ú�ï�Å�›	«�ˆ�`�‡�b�{

hostname(config)# clear configure sla monitor 5

���È�¯�Ú�ï�Å

sla-id �¢�¦�Ó�³�ã�ï�£ SLA �¦�Ö�è�”�³�ã�ï�w  ID�{���®�s�‹�x  1 �™ 2147483647 �p�b�{

�¯�Ú�ï�Å  �Þ�”�Å

�Ñ�•� �ž�¢�¥�”�ç  �Þ�”�Å �·�©�á�æ�Â�Ÿ  �¯�ï�Â�©�µ�Ä

�ç�”�Â�¿�Å �•�a �³�ï�¬�ç

�Ú�ç�½

�¯�ï�Â�©�µ�Ä �³�µ�Â�Ü

�¬�é�”�Ì�ç  �¯�ï�Ñ�Ÿ�ª�á�è�”
�³�ã�ï

• — • — —

�æ�æ�”�µ �!�Ë�º�0

7.2(1) �\�w�¯�Ú�ï�Å�U�‹�Ö�^�•�‡�`�h�{

�¯�Ú�ï�Å 
†�Ì

show running-config sla monitor �î�æ�¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï�º�w  sla monitor �¯�Ú�ï�Å�›
¯
�Ô�`�‡�b�{
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6-89
Cisco �·�©�á�æ�Â�Ÿ  �ž�Ó�å� �ž�ï�µ  �¯�Ú�ï�Å  �æ�Ñ�•�è�ï�µ

OL-10086-02-J

clear configure smtps
�¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï�T�’�b�‚�o�w  SMTPS �¯�Ú�ï�Å�›�_	†�`�o�Ã�Ñ�¥�ç�Ä�‹�t�í�b�t�x�z�¬
�é�”�Ì�ç  �¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï  �Þ�”�Å�p  clear configure smtps �¯�Ú�ï�Å�›�–�;�`�‡�b�{

clear configure smtps

�³�ï�»�¿�«�µ�w
†�Ì �\�w�¯�Ú�ï�Å�t�x�z�¾
:�‹�©�”�ë�”�Å�‹�K�“�‡�d�œ�{

�Ã�Ñ�¥�ç�Ä �Ã�Ñ�¥�ç�Ä�w�ˆ�^�•�‹�x�K�“�‡�d�œ�{

�¯�Ú�ï�Å  �Þ�”�Å �Í�w
¯�x�z�\�w�¯�Ú�ï�Å�›�Ö�—�p�V�”�Þ�”�Å�›�Ô�`�o�M�‡�b�{

�¯�Ú�ï�Å�d�º

�« �Í�w�«�p�x�z SMTPS �¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï�›�_	†�b�”�M�O�›�Ô�`�‡�b�{

hostname(config)#  clear configure smtps
hostname(config)# 

���È�¯�Ú�ï�Å

�¯�Ú�ï�Å  �Þ�”�Å

�Ñ�•� �ž�¢�¥�”�ç  �Þ�”�Å �·�©�á�æ�Â�Ÿ  �¯�ï�Â�©�µ�Ä

�ç�”�Â�¿�Å �•�a �³�ï�¬�ç

�Ú�ç�½

�¯�ï�Â�©�µ�Ä �³�µ�Â�Ü

�¬�é�”�Ì�ç  �¯�ï�Ñ�Ÿ�ª�á�è�”
�³�ã�ï

• — • — —

�æ�æ�”�µ �!�Ë�º�0

7.0(1) �\�w�¯�Ú�ï�Å�U�‹�Ö�^�•�‡�`�h�{

�¯�Ú�ï�Å 
†�Ì

show running-configuration smtps SMTPS �w�î�æ�¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï�›
¯�Ô�`�‡�b�{  

smtps SMTPS �?� �Ý�”�ç  �Ó�é�©�³�w�¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï
�›�^
R�‡�h�x�$	B�`�‡�b�{
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  clear configure smtp-server
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clear configure smtp-server
SMTP �±�”�Ì�w�¯�Ú�ï�Å�q�w�-	Ø�C�›�b�‚�o	«�ˆ�b�”�t�x�z�¬�é�”�Ì�ç  �¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï
�Þ�”�Å�p  clear configure smtp-server �¯�Ú�ï�Å�›�–�;�`�‡�b�{  

clear configure smtp-server

�³�ï�»�¿�«�µ�w
†�Ì �\�w�¯�Ú�ï�Å�t�x�z�¾
:�‹�©�”�ë�”�Å�‹�K�“�‡�d�œ�{

�Ã�Ñ�¥�ç�Ä �Ã�Ñ�¥�ç�Ä�w�ˆ�^�•�‹�x�K�“�‡�d�œ�{

�¯�Ú�ï�Å  �Þ�”�Å �Í�w
¯�x�z�\�w�¯�Ú�ï�Å�›�Ö�—�p�V�”�Þ�”�Å�›�Ô�`�o�M�‡�b�{

�¯�Ú�ï�Å�d�º

�–�;	Í�w�̈ � �Å�å� �ï clear configure smtp-server �¯�Ú�ï�Å�x�z smtp �w�¯�Ú�ï�Å�q�w�-	Ø�C�›�b�‚�o	«�ˆ�`�‡�b�{

�« �Í�w�«�p�x�z�b�‚�o�w  smtp-server �¯�Ú�ï�Å�›	«�ˆ�b�”�M�O�›�Ô�`�‡�b�{

hostname(config)# clear configure smtp-server

���È�¯�Ú�ï�Å

�¯�Ú�ï�Å  �Þ�”�Å

�Ñ�•� �ž�¢�¥�”�ç  �Þ�”�Å �·�©�á�æ�Â�Ÿ  �¯�ï�Â�©�µ�Ä

�ç�”�Â�¿�Å �•�a �³�ï�¬�ç

�Ú�ç�½

�¯�ï�Â�©�µ�Ä �³�µ�Â�Ü

�¬�é�”�Ì�ç  �¯�ï�Ñ�Ÿ�ª�á�è�”
�³�ã�ï

• • • • —

�æ�æ�”�µ �!�Ë�º�0

7.1(1) �\�w�¯�Ú�ï�Å�U�±�Ù�”�Ä�^�•�”�‘�O�t�s�“�‡�`�h�{

�¯�Ú�ï�Å 
†�Ì

show running-config smtp-server �q�O�w  DHCP �±�”�Ì  �¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï�›
¯�Ô�`�‡�b�{
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  clear configure snmp-map
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clear configure snmp-map
SNMP �Ú�¿�Ó  �¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï�›	«�ˆ�b�”�t�x�z�¬�é�”�Ì�ç  �¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï  �Þ�”
�Å�p  clear configure snmp-map �¯�Ú�ï�Å�›�–�;�`�‡�b�{  

clear configure snmp-map

�Ã�Ñ�¥�ç�Ä �Ã�Ñ�¥�ç�Ä�w�ˆ�^�•�‹�x�K�“�‡�d�œ�{

�¯�Ú�ï�Å  �Þ�”�Å �Í�w
¯�x�z�\�w�¯�Ú�ï�Å�›�Ö�—�p�V�”�Þ�”�Å�›�Ô�`�o�M�‡�b�{

�¯�Ú�ï�Å�d�º

�–�;	Í�w�̈ � �Å�å� �ï clear configure snmp-map �¯�Ú�ï�Å�x�z SNMP �Ú�¿�Ó  �¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï�›�_	†�`�‡�b�{

�« �Í�w�«�p�x�z SNMP �Ú�¿�Ó  �¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï�›	«�ˆ�`�‡�b�{

hostname# clear configure snmp-map

���È�¯�Ú�ï�Å

�¯�Ú�ï�Å  �Þ�”�Å

�Ñ�•� �ž�¢�¥�”�ç  �Þ�”�Å �·�©�á�æ�Â�Ÿ  �¯�ï�Â�©�µ�Ä

�ç�”�Â�¿�Å �•�a �³�ï�¬�ç

�Ú�ç�½

�¯�ï�Â�©�µ�Ä �³�µ�Â�Ü

�¬�é�”�Ì�ç  �¯�ï�Ñ�Ÿ�ª�á�è�”
�³�ã�ï

• • • • •

�æ�æ�”�µ �!�Ë�º�0

7.0(1) �\�w�¯�Ú�ï�Å�U�‹�Ö�^�•�‡�`�h�{

�¯�Ú�ï�Å 
†�Ì

class-map �·�©�á�æ�Â�Ÿ  �ž�«�³�ã�ï�›�&�;�b�”
Œ�w�Ä�å�Ñ�Ÿ�¿�«  �«�å�µ�›���[�`�‡
�b�{  

deny version �›���w�Ì�”�´�ã�ï�w  SNMP �›�–�;�b�”�Ä�å�Ñ�Ÿ�¿�«�›�‹
q�`�‡�b�{

inspect snmp SNMP �ž�Ó�æ�­�”�³�ã�ï�U�*�›� �É�”�Ò�ç�t�`�‡�b�{

snmp-map SNMP �Ú�¿�Ó�›���[�`�z SNMP �Ú�¿�Ó �¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï  �Þ�”�Å�›
� �É�”�Ò�ç�t�`�‡�b�{  



�H 6 	·       clear configure �¯�Ú�ï�Å�™  clear configure zonelabs-integrity �¯�Ú�ï�Å
  clear configure snmp-server

6-92
Cisco �·�©�á�æ�Â�Ÿ  �ž�Ó�å� �ž�ï�µ  �¯�Ú�ï�Å  �æ�Ñ�•�è�ï�µ

OL-10086-02-J

clear configure snmp-server
���›�É�¿�Ä�ë�”�«���g�Ó�é�Ä�¯�ç�¢ SNMP�£�±�”�Ì�›�Ã�Ÿ�·�”�Ò�ç�t�b�”�t�x�z�¬�é�”�Ì�ç  �¯�ï
�Ñ�Ÿ�ª�á�è�”�³�ã�ï  �Þ�”�Å�p  clear configure snmp-server �¯�Ú�ï�Å�›�–�;�`�‡�b�{

clear configure snmp-server

�³�ï�»�¿�«�µ�w
†�Ì �\�w�¯�Ú�ï�Å�t�x�z�¾
:�‹�©�”�ë�”�Å�‹�K�“�‡�d�œ�{

�Ã�Ñ�¥�ç�Ä �\�w�¯�Ú�ï�Å�t�Ã�Ñ�¥�ç�Ä
ƒ���x�K�“�‡�d�œ�{

�¯�Ú�ï�Å  �Þ�”�Å �Í�w
¯�x�z�\�w�¯�Ú�ï�Å�›�Ö�—�p�V�”�Þ�”�Å�›�Ô�`�o�M�‡�b�{

�¯�Ú�ï�Å�d�º

�« �\�w�«�x�z SNMP �±�”�Ì�›�Ã�Ÿ�·�”�Ò�ç�t�b�”�M�O�›�Ô�`�o�M�‡�b�{

hostname # clear snmp-server

���È�¯�Ú�ï�Å

�¯�Ú�ï�Å  �Þ�”�Å

�Ñ�•� �ž�¢�¥�”�ç  �Þ�”�Å �·�©�á�æ�Â�Ÿ  �¯�ï�Â�©�µ�Ä

�ç�”�Â�¿�Å �•�a �³�ï�¬�ç

�Ú�ç�½

�¯�ï�Â�©�µ�Ä �³�µ�Â�Ü

�¬�é�”�Ì�ç  �¯�ï�Ñ�Ÿ�ª�á�è�”
�³�ã�ï

• • • • •

�æ�æ�”�µ �!�Ë�º�0

7.0(1) �·�©�á�æ�Â�Ÿ  �ž�Ó�å� �ž�ï�µ�p�\�w�¯�Ú�ï�Å�U�±�Ù�”�Ä�^�•�”�‘�O�t�s
�“�‡�`�h�{

�¯�Ú�ï�Å 
†�Ì

snmp-server SNMP �›�p�`�o�·�©�á�æ�Â�Ÿ  �ž�Ó�å� �ž�ï�µ�w� �Õ�ï�Ä	Ø
�C�›���™�`�‡�b�{

show snmp-server statistics SNMP �±�”�Ì�w�¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï�t���b�”	Ø�C�›
¯
�Ô�`�‡�b�{
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  clear configure ssh
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clear configure ssh
�î�æ�¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï�T�’�b�‚�o�w  SSH �¯�Ú�ï�Å�›	«�ˆ�b�”�t�x�z�¬�é�”�Ì�ç  �¯�ï�Ñ�Ÿ
�ª�á�è�”�³�ã�ï  �Þ�”�Å�p  clear configure ssh �¯�Ú�ï�Å�›�–�;�`�‡�b�{  

clear configure ssh

�³�ï�»�¿�«�µ�w
†�Ì �\�w�¯�Ú�ï�Å�t�x�z�¾
:�‹�©�”�ë�”�Å�‹�K�“�‡�d�œ�{

�Ã�Ñ�¥�ç�Ä �Ã�Ñ�¥�ç�Ä�w�ˆ�^�•�‹�x�K�“�‡�d�œ�{

�¯�Ú�ï�Å  �Þ�”�Å �Í�w
¯�x�z�\�w�¯�Ú�ï�Å�›�Ö�—�p�V�”�Þ�”�Å�›�Ô�`�o�M�‡�b�{

�¯�Ú�ï�Å�d�º

�–�;	Í�w�̈ � �Å�å� �ï �\�w�¯�Ú�ï�Å�x�z�¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï�T�’�b�‚�o�w  SSH �¯�Ú�ï�Å�›	«�ˆ�`�‡�b�{�›���w�¯�Ú�ï
�Å�›	«�ˆ�b�”�t�x�z�\�w�¯�Ú�ï�Å�w  no ���Ü�›�–�;�`�‡�b�{

�« �Í�w�«�p�x�z�¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï�T�’�b�‚�o�w  SSH �¯�Ú�ï�Å�›	«�ˆ�`�‡�b�{

hostname(config)# clear configure ssh

���È�¯�Ú�ï�Å

�¯�Ú�ï�Å  �Þ�”�Å

�Ñ�•� �ž�¢�¥�”�ç  �Þ�”�Å �·�©�á�æ�Â�Ÿ  �¯�ï�Â�©�µ�Ä

�ç�”�Â�¿�Å �•�a �³�ï�¬�ç

�Ú�ç�½

�¯�ï�Â�©�µ�Ä �³�µ�Â�Ü

�¬�é�”�Ì�ç  �¯�ï�Ñ�Ÿ�ª�á�è�”
�³�ã�ï

• • • • —

�æ�æ�”�µ �!�Ë�º�0

7.0(1) clear ssh �¯�Ú�ï�Å�U  clear configure ssh �¯�Ú�ï�Å�t�!�Ë�^�•�‡�`�h�{

�¯�Ú�ï�Å 
†�Ì

show running-config ssh �î�æ�¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï�º�w�q�O�w  SSH �¯�Ú�ï�Å�›
¯�Ô�`�‡
�b�{

ssh �¦���`�h�«�å� �ž�ï�Ä�‡�h�x�É�¿�Ä�ë�”�«�T�’�·�©�á�æ�Â�Ÿ  �ž�Ó�å
� �ž�ï�µ�•�w  SSH 
€���›�•�D�`�‡�b�{

ssh scopy enable �·�©�á�æ�Â�Ÿ  �ž�Ó�å� �ž�ï�µ	Í�p�·�©�á�ž  �¯�Ð�”  �±�”�Ì�›� �É�”�Ò
�ç�t�`�‡�b�{

ssh timeout �ž� �Å�ç	Ý�6�w  SSH �·�¿�³�ã�ï�w�»� �Ü�ž�¢�Ä�‹�›
ƒ���`�‡�b�{

ssh version �·�©�á�æ�Â�Ÿ  �ž�Ó�å� �ž�ï�µ�U  SSH Version 1 �‡�h�x  SSH Version 2 �w
�M�c�•�T�i�Z�›�–�;�b�”�‘�O�t
M�v�`�‡�b�{
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clear configure ssl
�¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï�T�’�b�‚�o�w  SSL �¯�Ú�ï�Å�›�_	†�`�o�Ã�Ñ�¥�ç�Ä�‹�t�í�b�t�x�z �¬�é�”�Ì
�ç  �¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï  �Þ�”�Å�p  clear config ssl �¯�Ú�ï�Å�›�–�;�`�‡�b�{

clear config ssl

�Ã�Ñ�¥�ç�Ä �Ã�Ñ�¥�ç�Ä�x�Í�w�q�S�“�p�b�{

• SSL �«�å� �ž�ï�Ä�S�‘�|  SSL �±�”�Ì�w�Ì�”�´�ã�ï�x�†�M�q�‹  any �p�b�{  

• SSL �‰�ø�=�x�z 3des-sha1 | des-sha1 | rc4-md5 �w	q	‚�p�b�{

• �Ä�å�µ�Ä�Ù� �ï�Ä  �ž�¹�³�¤�”�³�ã�ï�x�K�“�‡�d�œ�{�·�©�á�æ�Â�Ÿ  �ž�Ó�å� �ž�ï�µ�x�Ã�Ñ�¥�ç
�Ä�w RSA �©�”  �Ö�ž	Â�Ì	{�›�–�;�`�‡�b�{

�¯�Ú�ï�Å  �Þ�”�Å �Í�w
¯�x�z�\�w�¯�Ú�ï�Å�›�Ö�—�p�V�”�Þ�”�Å�›�Ô�`�o�M�‡�b�{

�¯�Ú�ï�Å�d�º

�« �Í�w�«�p�x�z clear config ssl �¯�Ú�ï�Å�w�–�;�M�O�›�Ô�`�‡�b�{

hostname(config)#  clear config ssl

���È�¯�Ú�ï�Å

�¯�Ú�ï�Å  �Þ�”�Å

�Ñ�•� �ž�¢�¥�”�ç  �Þ�”�Å �·�©�á�æ�Â�Ÿ  �¯�ï�Â�©�µ�Ä

�ç�”�Â�¿�Å �•�a �³�ï�¬�ç

�Ú�ç�½

�¯�ï�Â�©�µ�Ä �³�µ�Â�Ü

�¬�é�”�Ì�ç  �¯�ï�Ñ�Ÿ�ª�á�è�”
�³�ã�ï

• • • • •

�æ�æ�”�µ �!�Ë�º�0

7.0(1) �\�w�¯�Ú�ï�Å�U�‹�Ö�^�•�‡�`�h�{

�¯�Ú�ï�Å 
†�Ì

show running-config ssl �q�O
ƒ���^�•�o�M�”  ssl �¯�Ú�ï�Å�w�·�¿�Ä�›
¯�Ô�`�‡�b�{

ssl client-version �·�©�á�æ�Â�Ÿ  �ž�Ó�å� �ž�ï�µ�U�«�å� �ž�ï�Ä�q�`�o�ˆ�^�b�”	Ô�ù
�t�–�;�b�”  SSL �Ó�é�Ä�¯�ç�S�‘�|  TLS �Ó�é�Ä�¯�ç�w�Ì�”�´�ã�ï�›
�¦���`�‡�b�{

ssl server-version �·�©�á�æ�Â�Ÿ  �ž�Ó�å� �ž�ï�µ�U�±�”�Ì�q�`�o�ˆ�^�b�”	Ô�ù�t�–�;
�b�”  SSL �Ó�é�Ä�¯�ç�S�‘�|  TLS �Ó�é�Ä�¯�ç�w�Ì�”�´�ã�ï�›�¦���`
�‡�b�{

ssl trust-point � �ï�»�”�Ñ�£� �µ�w  SSL 	Â�Ì	{�›
¯�b	Â�Ì	{�Ä�å�µ�Ä�Ù� �ï�Ä�›
�¦���`�‡�b�{
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clear configure static
�¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï�T�’�b�‚�o�w  static �¯�Ú�ï�Å�›�_	†�b�”�t�x�z�¬�é�”�Ì�ç  �¯�ï�Ñ�Ÿ�ª�á
�è�”�³�ã�ï  �Þ�”�Å�p  clear configure static �¯�Ú�ï�Å�›�–�;�`�‡�b�{  

clear configure static 

�³�ï�»�¿�«�µ�w
†�Ì �\�w�¯�Ú�ï�Å�t�x�z�¾
:�‹�©�”�ë�”�Å�‹�K�“�‡�d�œ�{

�Ã�Ñ�¥�ç�Ä �Ã�Ñ�¥�ç�Ä�w�ˆ�^�•�‹�x�K�“�‡�d�œ�{

�¯�Ú�ï�Å  �Þ�”�Å �Í�w
¯�x�z�\�w�¯�Ú�ï�Å�›�Ö�—�p�V�”�Þ�”�Å�›�Ô�`�o�M�‡�b�{

�¯�Ú�ï�Å�d�º

�« �Í�w�«�p�x�z�¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï�T�’�b�‚�o�w  static �¯�Ú�ï�Å�›�_	†�b�”�M�O�›�Ô�`�‡�b�{

hostname(config)# clear configure static

���È�¯�Ú�ï�Å

�¯�Ú�ï�Å  �Þ�”�Å

�Ñ�•� �ž�¢�¥�”�ç  �Þ�”�Å �·�©�á�æ�Â�Ÿ  �¯�ï�Â�©�µ�Ä

�ç�”�Â�¿�Å �•�a �³�ï�¬�ç

�Ú�ç�½

�¯�ï�Â�©�µ�Ä �³�µ�Â�Ü

�¬�é�”�Ì�ç  �¯�ï�Ñ�Ÿ�ª�á�è�”
�³�ã�ï

• • • • —

�æ�æ�”�µ �!�Ë�º�0

7.0(1) �©�”�ë�”�Å  configure �U�å�C�^�•�‡�`�h�{

�¯�Ú�ï�Å 
†�Ì

show running-config static �¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï�º�w�b�‚�o�w  static �¯�Ú�ï�Å�›
¯�Ô�`�‡
�b�{

static �é�”�§�ç  IP �ž�Å�è�µ�›�¬�é�”�Ì�ç  IP �ž�Å�è�µ�t�Ú�¿�Ð�ï�¬�b�”�\
�q�t�‘�l�o�z�{���w  1 �0  1 �w�ž�Å�è�µ�!�õ�F���›
ƒ���`�‡�b�{
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clear configure sunrpc-server
�·�©�á�æ�Â�Ÿ  �ž�Ó�å� �ž�ï�µ�T�’�æ�Þ�”�Ä  �Ó�é�·�¿�±  �¯�”�ç  �±�”�Ï�µ�›	«�ˆ�b�”�t�x�z�¬�é�”�Ì
�ç  �¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï  �Þ�”�Å�p  clear configure sunrpc-server �¯�Ú�ï�Å�›�–�;�`�‡�b�{

clear configure sunrpc-server [active] 

�³�ï�»�¿�«�µ�w
†�Ì

�Ã�Ñ�¥�ç�Ä �Ã�Ñ�¥�ç�Ä�w�ˆ�^�•�‹�x�K�“�‡�d�œ�{

�¯�Ú�ï�Å  �Þ�”�Å �Í�w
¯�x�z�\�w�¯�Ú�ï�Å�›�Ö�—�p�V�”�Þ�”�Å�›�Ô�`�o�M�‡�b�{

�¯�Ú�ï�Å�d�º

�–�;	Í�w�̈ � �Å�å� �ï sunrpc-server �¯�Ú�ï�Å�x�z
ƒ���^�•�h  router ospf �¯�Ú�ï�Å�›
¯�Ô�`�‡�b�{

�¢�«�£ �·�©�á�æ�Â�Ÿ  �ž�Ó�å� �ž�ï�µ	Í�p�7	Í�•�w  IP �ž�Å�è�µ�U�Ó�å� �Õ�”�Ä  �ž�Å�è�µ�w	Ô�ù�z�\�w�ž�Å
�è�µ�x  hello �Í�­�¿�Ä�S�‘�|�Ã�”�»�Õ�”�µ���[�p
ù	ô�^�•�‡�b�{�\�w�ž�«�³�ã�ï�›�w�­�b�”�t�x�z
router-id  ip_address �›�¬�é�”�Ì�ç  �ž�Å�è�µ�t
ƒ���`�‡�b�{

�« �Í�w�«�p�x�z�·�©�á�æ�Â�Ÿ  �ž�Ó�å� �ž�ï�µ�T�’  SunRPC �±�”�Ï�µ�›	«�ˆ�b�”�M�O�›�Ô�`�‡�b�{

hostname(config)# clear configure sunrpc-server active

���È�¯�Ú�ï�Å

active �¢�¦�Ó�³�ã�ï�£�·�©�á�æ�Â�Ÿ  �ž�Ó�å� �ž�ï�µ�p�q�O�ž�«�Â�Ÿ�Ò�s  SunRPC
�±�”�Ï�µ�›�¦���`�‡�b�{

�¯�Ú�ï�Å  �Þ�”�Å

�Ñ�•� �ž�¢�¥�”�ç  �Þ�”�Å �·�©�á�æ�Â�Ÿ  �¯�ï�Â�©�µ�Ä

�ç�”�Â�¿�Å �•�a �³�ï�¬�ç

�Ú�ç�½

�¯�ï�Â�©�µ�Ä �³�µ�Â�Ü

�¬�é�”�Ì�ç  �¯�ï�Ñ�Ÿ�ª�á�è�”
�³�ã�ï

• • • • •

�æ�æ�”�µ �!�Ë�º�0

�7�� �\�w�¯�Ú�ï�Å�x�7���w�‹�w�p�b�{

�¯�Ú�ï�Å 
†�Ì

sunrpc-server SunRPC �±�”�Ï�µ  �Â�”�Ò�ç�›�^
R�`�‡�b�{

show running-config sunrpc-server SunRPC �¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï�t���b�”	Ø�C�›
¯�Ô�`�‡
�b�{
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clear configure sysopt
�b�‚�o�w  sysopt �¯�Ú�ï�Å�w�¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï�›	«�ˆ�b�”�t�x�z �¬�é�”�Ì�ç  �¯�ï�Ñ�Ÿ�ª�á�è�”
�³�ã�ï  �Þ�”�Å�p  clear configure sysopt �¯�Ú�ï�Å�›�–�;�`�‡�b�{

clear configure sysopt

�³�ï�»�¿�«�µ�w
†�Ì �\�w�¯�Ú�ï�Å�t�x�z�¾
:�‹�©�”�ë�”�Å�‹�K�“�‡�d�œ�{

�Ã�Ñ�¥�ç�Ä �Ã�Ñ�¥�ç�Ä�w�ˆ�^�•�‹�x�K�“�‡�d�œ�{

�¯�Ú�ï�Å  �Þ�”�Å �Í�w
¯�x�z�\�w�¯�Ú�ï�Å�›�Ö�—�p�V�”�Þ�”�Å�›�Ô�`�o�M�‡�b�{

�¯�Ú�ï�Å�d�º

�« �Í�w�«�p�x�z�b�‚�o�w  sysopt �¯�Ú�ï�Å�w�¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï�›	«�ˆ�`�‡�b�{

hostname(config)# clear configure sysopt

���È�¯�Ú�ï�Å

�¯�Ú�ï�Å  �Þ�”�Å

�Ñ�•� �ž�¢�¥�”�ç  �Þ�”�Å �·�©�á�æ�Â�Ÿ  �¯�ï�Â�©�µ�Ä

�ç�”�Â�¿�Å �•�a �³�ï�¬�ç

�Ú�ç�½

�¯�ï�Â�©�µ�Ä �³�µ�Â�Ü

�¬�é�”�Ì�ç  �¯�ï�Ñ�Ÿ�ª�á�è�”
�³�ã�ï

• • • • —

�æ�æ�”�µ �!�Ë�º�0

7.0(1) clear sysopt �U�\�w�¯�Ú�ï�Å�t�!�Ë�^�•�‡�`�h�{

�¯�Ú�ï�Å 
†�Ì

show running-config sysopt sysopt �¯�Ú�ï�Å�w�¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï�›
¯�Ô�`�‡�b�{

sysopt connection permit-ipsec ACL �p� �ï�»�”�Ñ�£� �µ�›�½�£�¿�«�d�c�t  IPSec �Ä�ï�É�ç
�T�’�w�b�‚�o�w�Í�­�¿�Ä�›�•�D�`�‡�b�{

sysopt connection tcpmss TCP �·�¬�Ý�ï�Ä�w�7�G�±� �¶�›	Í	{�V�`�‡�b�{�‡�h�x�z�7�G
�±� �¶�U�¦���`�h�±� �¶�‘�“�‹	–�^�X�s�’�s�M�‘�O�t�`�‡
�b�{

sysopt connection timewait �7�™�w
ª	j  TCP �«�é�”�¶�¼�¢�ï  �³�”�­�ï�µ�w�™�z�¤  TCP 
€
���U�y	V  TIME_WAIT 	Ý�6�›�-�Ë�b�”�‘�O�t�`�‡�b�{

sysopt nodnsalias alias �¯�Ú�ï�Å�›�–�;�b�”�q�V�t�z DNS �w A �è�¯�”�Å  �ž�Å�è
�µ�w�!�Ë�›�Ã�Ÿ�·�”�Ò�ç�t�`�‡�b�{
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clear configure tcp-map
tcp �Ú�¿�Ó  �¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï�›	«�ˆ�b�”�t�x�z �¬�é�”�Ì�ç  �¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï  �Þ�”�Å�p
clear configure tcp-map �¯�Ú�ï�Å�›�–�;�`�‡�b�{

clear configure tcp-map

�³�ï�»�¿�«�µ�w
†�Ì �\�w�¯�Ú�ï�Å�t�x�z�¾
:�‹�©�”�ë�”�Å�‹�K�“�‡�d�œ�{

�Ã�Ñ�¥�ç�Ä �Ã�Ñ�¥�ç�Ä�w�ˆ�^�•�‹�x�K�“�‡�d�œ�{

�¯�Ú�ï�Å  �Þ�”�Å �Í�w
¯�x�z�\�w�¯�Ú�ï�Å�›�Ö�—�p�V�”�Þ�”�Å�›�Ô�`�o�M�‡�b�{

�¯�Ú�ï�Å�d�º

�« �Í�w�«�p�x�z TCP �Ú�¿�Ó  �¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï�›	«�ˆ�b�”�M�O�›�Ô�`�‡�b�{

hostname(config)# clear configure tcp-map

���È�¯�Ú�ï�Å

�¯�Ú�ï�Å  �Þ�”�Å

�Ñ�•� �ž�¢�¥�”�ç  �Þ�”�Å �·�©�á�æ�Â�Ÿ  �¯�ï�Â�©�µ�Ä

�ç�”�Â�¿�Å �•�a �³�ï�¬�ç

�Ú�ç�½

�¯�ï�Â�©�µ�Ä �³�µ�Â�Ü

�¬�é�”�Ì�ç  �¯�ï�Ñ�Ÿ�ª�á�è�”
�³�ã�ï

• • • • —

�æ�æ�”�µ �!�Ë�º�0

7.0(1) �\�w�¯�Ú�ï�Å�U�‹�Ö�^�•�‡�`�h�{

�¯�Ú�ï�Å 
†�Ì

tcp-map TCP �Ú�¿�Ó�›�^
R�`�z tcp �Ú�¿�Ó �¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï
�Þ�”�Å�t�ž�«�·�µ�p�V�”�‘�O�t�`�‡�b�{

show running-config tcp-map TCP �Ú�¿�Ó �¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï�t���b�”	Ø�C�›
¯�Ô�`
�‡�b�{
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clear configure telnet
�¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï�T�’  Telnet 
€���S�‘�|�ž� �Å�ç  �»� �Ü�ž�¢�Ä�›�_	†�b�”�t�x�z �¬�é�”�Ì�ç
�¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï  �Þ�”�Å�p  clear configure telnet �¯�Ú�ï�Å�›�–�;�`�‡�b�{

clear configure telnet

�³�ï�»�¿�«�µ�w
†�Ì �\�w�¯�Ú�ï�Å�t�x�z�¾
:�‹�©�”�ë�”�Å�‹�K�“�‡�d�œ�{

�Ã�Ñ�¥�ç�Ä �Ã�Ñ�¥�ç�Ä�w�ˆ�^�•�‹�x�K�“�‡�d�œ�{

�¯�Ú�ï�Å  �Þ�”�Å �Í�w
¯�x�z�\�w�¯�Ú�ï�Å�›�Ö�—�p�V�”�Þ�”�Å�›�Ô�`�o�M�‡�b�{

�¯�Ú�ï�Å�d�º

�« �Í�w�«�p�x�z �·�©�á�æ�Â�Ÿ  �ž�Ó�å� �ž�ï�µ�w�¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï�T�’  Telnet 
€���S�‘�|�ž� �Å
�ç  �»� �Ü�ž�¢�Ä�›�_	†�b�”�M�O�›�Ô�`�‡�b�{

hostname(config)# clear configure telnet

���È�¯�Ú�ï�Å

�¯�Ú�ï�Å  �Þ�”�Å

�Ñ�•� �ž�¢�¥�”�ç  �Þ�”�Å �·�©�á�æ�Â�Ÿ  �¯�ï�Â�©�µ�Ä

�ç�”�Â�¿�Å �•�a �³�ï�¬�ç

�Ú�ç�½

�¯�ï�Â�©�µ�Ä �³�µ�Â�Ü

�¬�é�”�Ì�ç  �¯�ï�Ñ�Ÿ�ª�á�è�”
�³�ã�ï

• • • • —

�æ�æ�”�µ �!�Ë�º�0

7.0(1) �©�”�ë�”�Å  configure �U�å�C�^�•�‡�`�h�{

�¯�Ú�ï�Å 
†�Ì

show running-config telnet �·�©�á�æ�Â�Ÿ  �ž�Ó�å� �ž�ï�µ�•�w  Telnet 
€���w�–�;�›�Ý�D
�^�•�o�M�”  IP �ž�Å�è�µ�w�q�O�w�æ�µ�Ä�›
¯�Ô�`�‡�b�{

telnet Telnet �ž�«�·�µ�›�¯�ï�¹�”�ç�t�å�C�`�z�ž� �Å�ç  �»� �Ü�ž�¢
�Ä�›
ƒ���`�‡�b�{
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clear configure terminal
�z�¤�w
¯�Ô
ï
ƒ���›	«�ˆ�b�”�t�x�z�¬�é�”�Ì�ç  �¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï  �Þ�”�Å�p  clear configure
terminal �¯�Ú�ï�Å�›�–�;�`�‡�b�{

clear configure terminal

�³�ï�»�¿�«�µ�w
†�Ì �\�w�¯�Ú�ï�Å�t�x�z�©�”�ë�”�Å�‹�¾
:�‹�K�“�‡�d�œ�{

�Ã�Ñ�¥�ç�Ä �Ã�Ñ�¥�ç�Ä�w
¯�Ô
ï�x  80 �§�å�Ü�p�b�{

�¯�Ú�ï�Å  �Þ�”�Å �Í�w
¯�x�z�\�w�¯�Ú�ï�Å�›�Ö�—�p�V�”�Þ�”�Å�›�Ô�`�o�M�‡�b�{

�¯�Ú�ï�Å�d�º

�« �Í�w�«�p�x�z
¯�Ô
ï�›	«�ˆ�`�‡�b�{

hostname# clear configure terminal

���È�¯�Ú�ï�Å

�¯�Ú�ï�Å  �Þ�”�Å

�Ñ�•� �ž�¢�¥�”�ç  �Þ�”�Å �·�©�á�æ�Â�Ÿ  �¯�ï�Â�©�µ�Ä

�ç�”�Â�¿�Å �•�a �³�ï�¬�ç

�Ú�ç�½

�¯�ï�Â�©�µ�Ä �³�µ�Â�Ü

�¬�é�”�Ì�ç  �¯�ï�Ñ�Ÿ�ª�á�è�”
�³�ã�ï

• • • • •

�æ�æ�”�µ �!�Ë�º�0

7.0(1) configure �©�”�ë�”�Å�U�å�C�^�•�‡�`�h�{

�¯�Ú�ï�Å 
†�Ì

terminal �z�¤�s
¢�w�Í�å�Ý�”�»�›
ƒ���`�‡�b�{

terminal width �z�¤�w
¯�Ô
ï�›
ƒ���`�‡�b�{  

show running-config terminal �q�O�w�z�¤
ƒ���›
¯�Ô�`�‡�b�{
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  clear configure timeout

6-101
Cisco �·�©�á�æ�Â�Ÿ  �ž�Ó�å� �ž�ï�µ  �¯�Ú�ï�Å  �æ�Ñ�•�è�ï�µ

OL-10086-02-J

clear configure timeout
�¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï�w�Ã�Ñ�¥�ç�Ä�w�ž� �Å�ç	Ý�6�w�'���Ì���t�í�b�t�x�z �¬�é�”�Ì�ç  �¯�ï�Ñ�Ÿ
�ª�á�è�”�³�ã�ï  �Þ�”�Å�p  clear configure timeout �¯�Ú�ï�Å�›�–�;�`�‡�b�{

clear configure timeout

�³�ï�»�¿�«�µ�w
†�Ì �\�w�¯�Ú�ï�Å�t�x�z�¾
:�‹�©�”�ë�”�Å�‹�K�“�‡�d�œ�{

�Ã�Ñ�¥�ç�Ä �Ã�Ñ�¥�ç�Ä�w�ˆ�^�•�‹�x�K�“�‡�d�œ�{

�¯�Ú�ï�Å  �Þ�”�Å �Í�w
¯�x�z�\�w�¯�Ú�ï�Å�›�Ö�—�p�V�”�Þ�”�Å�›�Ô�`�o�M�‡�b�{

�¯�Ú�ï�Å�d�º

�« �Í�w�«�p�x�z�¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï�T�’�ž� �Å�ç	Ý�6�w�7�G�'���Ì���›�_	†�b�”�M�O�›�Ô�`�‡
�b�{

hostname(config)# clear configure timeout

���È�¯�Ú�ï�Å

�¯�Ú�ï�Å  �Þ�”�Å

�Ñ�•� �ž�¢�¥�”�ç  �Þ�”�Å �·�©�á�æ�Â�Ÿ  �¯�ï�Â�©�µ�Ä

�ç�”�Â�¿�Å �•�a �³�ï�¬�ç

�Ú�ç�½

�¯�ï�Â�©�µ�Ä �³�µ�Â�Ü

�¬�é�”�Ì�ç  �¯�ï�Ñ�Ÿ�ª�á�è�”
�³�ã�ï

• • • • —

�æ�æ�”�µ �!�Ë�º�0

�7�� �\�w�¯�Ú�ï�Å�x�7���w�‹�w�p�b�{

�¯�Ú�ï�Å 
†�Ì

show running-config timeout �¦���`�h�Ó�é�Ä�¯�ç�w�»� �Ü�ž�¢�Ä�‹�›
¯�Ô�`�‡�b�{

timeout �ž� �Å�ç	Ý�6�w�7�G�'���Ì���›
ƒ���`�‡�b�{
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  clear configure time-range

6-102
Cisco �·�©�á�æ�Â�Ÿ  �ž�Ó�å� �ž�ï�µ  �¯�Ú�ï�Å  �æ�Ñ�•�è�ï�µ

OL-10086-02-J

clear configure time-range

ƒ���^�•�o�M�”�b�‚�o�w�Ì��
c�“�›	«�ˆ�b�”�t�x�z�¬�é�”�Ì�ç  �¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï  �Þ�”�Å�p
clear configure time-range �¯�Ú�ï�Å�›�–�;�`�‡�b�{

clear configure time-range

�³�ï�»�¿�«�µ�w
†�Ì �\�w�¯�Ú�ï�Å�t�x�z�¾
:�‹�©�”�ë�”�Å�‹�K�“�‡�d�œ�{

�Ã�Ñ�¥�ç�Ä �Ã�Ñ�¥�ç�Ä�w�ˆ�^�•�‹�x�K�“�‡�d�œ�{

�¯�Ú�ï�Å  �Þ�”�Å �Í�w
¯�x�z�\�w�¯�Ú�ï�Å�›�Ö�—�p�V�”�Þ�”�Å�›�Ô�`�o�M�‡�b�{

�¯�Ú�ï�Å�d�º

�« �Í�w�«�p�x�z
ƒ���^�•�o�M�”�b�‚�o�w�Ì��
c�“�›	«�ˆ�`�‡�b�{

hostname(config)# clear configure time-range

���È�¯�Ú�ï�Å

�¯�Ú�ï�Å  �Þ�”�Å

�Ñ�•� �ž�¢�¥�”�ç  �Þ�”�Å �·�©�á�æ�Â�Ÿ  �¯�ï�Â�©�µ�Ä

�ç�”�Â�¿�Å �•�a �³�ï�¬�ç

�Ú�ç�½

�¯�ï�Â�©�µ�Ä �³�µ�Â�Ü

�¬�é�”�Ì�ç  �¯�ï�Ñ�Ÿ�ª�á�è�”
�³�ã�ï

• • • • —

�æ�æ�”�µ �!�Ë�º�0

7.0(1) �\�w�¯�Ú�ï�Å�U�‹�Ö�^�•�‡�`�h�{

�¯�Ú�ï�Å 
†�Ì

time-range �Ì��
c�“�¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï  �Þ�”�Å�t�Ö�“�z �Ä�å�Ñ�Ÿ�¿�«�F���‡�h�x
�ˆ�^�t�4
Ç�p�V�”�Ì��
c�“�›���[�`�‡�b�{
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clear configure tunnel-group
�¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï�T�’�b�‚�o�w�‡�h�x�¦���`�h�Ä�ï�É�ç  �¬�ç�”�Ó�›�_	†�b�”�t�x�z �¬�é�”�Ì
�ç  �¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï  �Þ�”�Å�p  clear config tunnel-group �¯�Ú�ï�Å�›�–�;�`�‡�b�{

clear config tunnel-group [name]

�³�ï�»�¿�«�µ�w
†�Ì

�Ã�Ñ�¥�ç�Ä �Ã�Ñ�¥�ç�Ä�w�ˆ�^�•�‹�x�K�“�‡�d�œ�{

�¯�Ú�ï�Å  �Þ�”�Å �Í�w
¯�x�z�\�w�¯�Ú�ï�Å�›�Ö�—�p�V�”�Þ�”�Å�›�Ô�`�o�M�‡�b�{

�¯�Ú�ï�Å�d�º

�« �¬�é�”�Ì�ç  �¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï  �Þ�”�Å�p�Ö�—�`�h�Í�w�«�p�x�z�¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï�T�’
toengineering �Ä�ï�É�ç  �¬�ç�”�Ó�›�_	†�`�‡�b�{

hostname(config)# clear config tunnel-group toengineering
hostname(config)# 

���È�¯�Ú�ï�Å

name �¢�¦�Ó�³�ã�ï�£�Ä�ï�É�ç  �¬�ç�”�Ó�w�Ê
²�›�¦���`�‡�b�{

�¯�Ú�ï�Å  �Þ�”�Å

�Ñ�•� �ž�¢�¥�”�ç  �Þ�”�Å �·�©�á�æ�Â�Ÿ  �¯�ï�Â�©�µ�Ä

�ç�”�Â�¿�Å �•�a �³�ï�¬�ç

�Ú�ç�½

�¯�ï�Â�©�µ�Ä �³�µ�Â�Ü

�¬�é�”�Ì�ç  �¯�ï�Ñ�Ÿ�ª�á�è�”
�³�ã�ï

• — • — —

�æ�æ�”�µ �!�Ë�º�0

7.0(1) �\�w�¯�Ú�ï�Å�U�‹�Ö�^�•�‡�`�h�{

�¯�Ú�ï�Å 
†�Ì

show running-config tunnel-group �b�‚�o�w�‡�h�x
¬�R�`�h�Ä�ï�É�ç  �¬�ç�”�Ó�t���b�”	Ø�C�›

¯�Ô�`�‡�b�{

tunnel-group �¦���`�h�»� �Ó�w�Ä�ï�É�ç  �¬�ç�”�Ó  �±�Ò�¯�ï�Ñ�Ÿ�ª�á�è�”
�³�ã�ï  �Þ�”�Å�t�Ö�“�‡�b�{
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clear configure tunnel-group-map
clear configure tunnel-group-map �¯�Ú�ï�Å�x�z	Â�Ì	{�w�¯�ï�Â�ï�À�T�’�Ä�ï�É�ç  �¬�ç�”�Ó�Ê�U
\
R
�^�•�”�q�V�t�–�;�^�•�”�Ù�æ�³�”�S�‘�|�F���›	«�ˆ�`�‡�b�{

clear configure tunnel-group-map

�³�ï�»�¿�«�µ�w
†�Ì �\�w�¯�Ú�ï�Å�t�x�z�¾
:�‹�©�”�ë�”�Å�‹�K�“�‡�d�œ�{

�Ã�Ñ�¥�ç�Ä �Ã�Ñ�¥�ç�Ä�w�ˆ�^�•�‹�x�K�“�‡�d�œ�{

�¯�Ú�ï�Å  �Þ�”�Å �Í�w
¯�x�z�\�w�¯�Ú�ï�Å�›�Ö�—�p�V�”�Þ�”�Å�›�Ô�`�o�M�‡�b�{

�¯�Ú�ï�Å�d�º

�–�;	Í�w�̈ � �Å�å� �ï tunnel-group-map �¯�Ú�ï�Å�x�z	Â�Ì	{�Õ�”�µ�w  IKE �·�¿�³�ã�ï�›�Ä�ï�É�ç  �¬�ç�”�Ó�t�Ú�¿�Ó�b�”�Ù
�æ�³�”�q�F���›
ƒ���`�‡�b�{ crypto ca certificate map �¯�Ú�ï�Å�›�–�;�`�o�^
R�^�•�h	Â�Ì	{�Ú�¿�Ó
�¤�ï�Ä�æ�›�Ä�ï�É�ç  �¬�ç�”�Ó�t���È
Ç�Z�”�t�x�z�¬�é�”�Ì�ç  �¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï  �Þ�”�Å�p
tunnel-group-map �¯�Ú�ï�Å�›�–�;�`�‡�b�{�¤�z�|	Z�`�U�°�™�p�K�“�z�Ú�¿�Ó  � �ï�Ã�¿�«�µ�›  2 �s�Ž
	Í�€	°�`�s�M�v�“�z�\�w�¯�Ú�ï�Å�›
ó
:�s�î�æ�p�V�‡�b�{

crypto ca certificate map �¯�Ú�ï�Å�x�z	Â�Ì	{�Ú�¿�Ð�ï�¬�F���w��
Œ	q�•
Ç�V�æ�µ�Ä�›���g�`�‡�b�{
���[�p�V�”�Ú�¿�Ó�x  1 �m�w�ˆ�p�b�{�h�i�`�z�\�w�Ú�¿�Ó�p  65,535 �x�‡�p�w�F���›�-�Ë�p�V�‡�b�{	Ä
�I�t�m�M�o�x�z crypto ca certificate map �¯�Ú�ï�Å�w�Ú�Ç�á�ž�ç�›�€	°�`�o�X�i�^�M�{

	Â�Ì	{�T�’�Ä�ï�É�ç  �¬�ç�”�Ó�Ê�›	��˜�b�”	r�g�x�z�Ä�ï�É�ç  �¬�ç�”�Ó�t���È
Ç�Z�’�•�o�M�s�M	Â
�Ì	{�Ú�¿�Ó�w�¤�ï�Ä�æ�›�Á�¹�`�‡�b�¢�r�w�Ú�¿�Ó�F���‹�\�w�¯�Ú�ï�Å�p�x�Ý���^�•�‡�d�œ�£ �{

�« �Í�w�«�x�¬�é�”�Ì�ç  �¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï  �Þ�”�Å�p�Ö�—�^�•�z���w
ƒ���A�ˆ�Ý�¹�¿�Å�p�Ê
²�›
	��˜�p�V�s�M	Ô�ù�t�–�;�^�•�”�Ã�Ñ�¥�ç�Ä�w�Ä�ï�É�ç  �¬�ç�”�Ó�›�¦���`�‡�b�{�–�;�b�”�Ä�ï�É�ç
�¬�ç�”�Ó�w�Ê
²�x�z group1 �p�b�{

hostname(config)# clear configure tunnel-group-map
hostname(config)# 

�¯�Ú�ï�Å  �Þ�”�Å

�Ñ�•� �ž�¢�¥�”�ç  �Þ�”�Å �·�©�á�æ�Â�Ÿ  �¯�ï�Â�©�µ�Ä

�ç�”�Â�¿�Å �•�a �³�ï�¬�ç

�Ú�ç�½

�¯�ï�Â�©�µ�Ä �³�µ�Â�Ü

�¬�é�”�Ì�ç  �¯�ï�Ñ�Ÿ�ª�á�è�”
�³�ã�ï

• • • — —

�æ�æ�”�µ �!�Ë�º�0

7.0(1) �\�w�¯�Ú�ï�Å�U�‹�Ö�^�•�‡�`�h�{
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���È�¯�Ú�ï�Å �¯�Ú�ï�Å 
†�Ì

crypto ca certificate map crypto ca 	Â�Ì	{�Ú�¿�Ó  �Þ�”�Å�t�Ö�“�‡�b�{

subject-name�¢�‰�ø CA 	Â�Ì	{�Ú�¿�Ó�£ �F���¤�ï�Ä�æ���È�»�q�w
z�±�0	Å�q�s�”�z CA 	Â�Ì	{
�t���‡�•�o�M�”  DN �›�¦���`�‡�b�{

tunnel-group-map default-group �7���w�Ä�ï�É�ç  �¬�ç�”�Ó�Ê�›�Ã�Ñ�¥�ç�Ä  �Ä�ï�É�ç  �¬
�ç�”�Ó�q�`�o�¦���`�‡�b�{

tunnel-group-map enable 	Â�Ì	{�Õ�”�µ�w  IKE �·�¿�³�ã�ï�›�Ä�ï�É�ç  �¬�ç�”�Ó
�t�Ú�¿�Ó�b�”�Ù�æ�³�”�q�F���›
ƒ���`�‡�b�{
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clear configure url-block
URL �-�y�Ò�é�¿�«  �Ì�¿�Ñ�•�S�‘�|�Õ�M  URL �±�Ù�”�Ä  �¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï�›	«�ˆ�b�”�t�x�z �¬
�é�”�Ì�ç  �¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï  �Þ�”�Å�p  clear configure url-block �¯�Ú�ï�Å�›�–�;�`�‡�b�{  

clear configure url-block

�Ã�Ñ�¥�ç�Ä �Ã�Ñ�¥�ç�Ä�w�ˆ�^�•�‹�x�K�“�‡�d�œ�{

�¯�Ú�ï�Å  �Þ�”�Å �Í�w
¯�x�z�\�w�¯�Ú�ï�Å�›�Ö�—�p�V�”�Þ�”�Å�›�Ô�`�o�M�‡�b�{

�¯�Ú�ï�Å�d�º

�–�;	Í�w�̈ � �Å�å� �ï clear configure url-block �¯�Ú�ï�Å�x�z URL �-�y�Ò�é�¿�«  �Ì�¿�Ñ�•�S�‘�|�Õ�M  URL �±�Ù�”�Ä  �¯�ï
�Ñ�Ÿ�ª�á�è�”�³�ã�ï�›	«�ˆ�`�‡�b�{  

�« �Í�w�«�p�x�z URL �-�y�Ò�é�¿�«  �Ì�¿�Ñ�•�S�‘�|�Õ�M  URL �±�Ù�”�Ä  �¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï�›	«�ˆ
�`�‡�b�{

hostname# clear configure url-block

���È�¯�Ú�ï�Å

�¯�Ú�ï�Å  �Þ�”�Å

�Ñ�•� �ž�¢�¥�”�ç  �Þ�”�Å �·�©�á�æ�Â�Ÿ  �¯�ï�Â�©�µ�Ä

�ç�”�Â�¿�Å �•�a �³�ï�¬�ç

�Ú�ç�½

�¯�ï�Â�©�µ�Ä �³�µ�Â�Ü

�¬�é�”�Ì�ç  �¯�ï�Ñ�Ÿ�ª�á�è�”
�³�ã�ï

• • • • •

�æ�æ�”�µ �!�Ë�º�0

7.0(1) �\�w�¯�Ú�ï�Å�U�‹�Ö�^�•�‡�`�h�{

�¯�Ú�ï�Å 
†�Ì

clear url-block block statistics �Ò�é�¿�«  �Ì�¿�Ñ�•�–�;	Ý�¯�§�¢�ï�»�›	«�ˆ�`�‡�b�{

show url-block N2H2 �Ñ�Ÿ�ç�»�æ�ï�¬  �±�”�Ì�‡�h�x  Websense �Ñ�Ÿ�ç�»�æ�ï�¬
�±�”�Ì�T�’�w� �t�›�4�l�o�M�”���w  URL �Ì�¿�Ñ�•�æ�ï�¬�t
�–�;�^�•�”  URL �©�ß�¿�³�á�t���b�”	Ø�C�›
¯�Ô�`�‡�b�{

url-block Web �±�”�Ì�w� �t�t�–�;�^�•�”  URL �Ì�¿�Ñ�•�›���g�`�‡�b�{  

url-cache N2H2 �±�”�Ì�‡�h�x  Websense �±�”�Ì�T�’�w� �t�›�-�y�`�o�M
�”���w  URL �©�ß�¿�³�ï�¬�›� �É�”�Ò�ç�t�`�z�©�ß�¿�³�á�w�±
� �¶�›
ƒ���`�‡�b�{

url-server filter  �¯�Ú�ï�Å�p�–�;�b�”  N2H2 �±�”�Ì�‡�h�x  Websense �±�”
�Ì�›�¦���`�‡�b�{  
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clear configure url-cache
URL �©�ß�¿�³�á�›	«�ˆ�b�”�t�x�z�¬�é�”�Ì�ç  �¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï  �Þ�”�Å�p  clear configure
url-cache �¯�Ú�ï�Å�›�–�;�`�‡�b�{  

clear configure url-cache

�Ã�Ñ�¥�ç�Ä �Ã�Ñ�¥�ç�Ä�w�ˆ�^�•�‹�x�K�“�‡�d�œ�{

�¯�Ú�ï�Å  �Þ�”�Å �Í�w
¯�x�z�\�w�¯�Ú�ï�Å�›�Ö�—�p�V�”�Þ�”�Å�›�Ô�`�o�M�‡�b�{

�¯�Ú�ï�Å�d�º

�–�;	Í�w�̈ � �Å�å� �ï clear configure url-cache �¯�Ú�ï�Å�x�z URL �©�ß�¿�³�á�›	«�ˆ�`�‡�b�{  

�« �Í�w�«�p�x�z URL �©�ß�¿�³�á�›	«�ˆ�`�‡�b�{

hostname# clear configure url-cache

���È�¯�Ú�ï�Å

�¯�Ú�ï�Å  �Þ�”�Å

�Ñ�•� �ž�¢�¥�”�ç  �Þ�”�Å �·�©�á�æ�Â�Ÿ  �¯�ï�Â�©�µ�Ä

�ç�”�Â�¿�Å �•�a �³�ï�¬�ç

�Ú�ç�½

�¯�ï�Â�©�µ�Ä �³�µ�Â�Ü

�¬�é�”�Ì�ç  �¯�ï�Ñ�Ÿ�ª�á�è�”
�³�ã�ï

• • • • •

�æ�æ�”�µ �!�Ë�º�0

7.0(1) �\�w�¯�Ú�ï�Å�U�‹�Ö�^�•�‡�`�h�{

�¯�Ú�ï�Å 
†�Ì

clear url-cache statistics �¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï�T�’  url-cache �¯�Ú�ï�Å���›�_	†�`�‡�b�{

filter url �Ä�å�Ñ�Ÿ�¿�«�›  URL �Ñ�Ÿ�ç�»�æ�ï�¬  �±�”�Ì�t�²�Z�o
ù�“�‡�b�{

show url-cache statistics N2H2 �Ñ�Ÿ�ç�»�æ�ï�¬  �±�”�Ì�‡�h�x  Websense �Ñ�Ÿ�ç�»�æ�ï�¬  �±�”
�Ì�T�’�w� �t�›�4�l�o�M�”���w  URL �Ì�¿�Ñ�•�æ�ï�¬�t�–�;�^�•�”
URL �©�ß�¿�³�á�t���b�”	Ø�C�›
¯�Ô�`�‡�b�{

url-cache N2H2 �±�”�Ì�‡�h�x  Websense �±�”�Ì�T�’�w� �t�›�-�y�`�o�M�”��
�w URL �©�ß�¿�³�ï�¬�›� �É�”�Ò�ç�t�`�z�©�ß�¿�³�á�w�±� �¶�›
ƒ
���`�‡�b�{

url-server scsc �¯�Ú�ï�Å�;�w  N2H2 �±�”�Ì�‡�h�x  Websense �±�”�Ì�›�¦���`�‡
�b�{  
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clear configure url-list
WebVPN �â�”�²�U�ž�«�·�µ�p�V�”
ƒ���A�ˆ�w  URL �w�·�¿�Ä�›�_	†�b�”�t�x�z�¬�é�”�Ì�ç  �¯�ï�Ñ�Ÿ
�ª�á�è�”�³�ã�ï  �Þ�”�Å�p  clear configure url-list �¯�Ú�ï�Å�›�–�;�`�‡�b�{
ƒ���A�ˆ�w  URL �›�b�‚�o
�_	†�b�”�t�x�z�\�w�¯�Ú�ï�Å�›  listname �¾
:�s�`�p�–�;�`�‡�b�{�›���w�æ�µ�Ä�w  URL �i�Z�›�_	†
�b�”�t�x�z�\�w�¯�Ú�ï�Å�t  listname �›
Ç�Z�o�–�;�`�‡�b�{

clear configure url-list [listname]

�³�ï�»�¿�«�µ�w
†�Ì

�¯�Ú�ï�Å  �Þ�”�Å �Í�w
¯�x�z�\�w�¯�Ú�ï�Å�›�Ö�—�p�V�”�Þ�”�Å�›�Ô�`�o�M�‡�b�{

�¯�Ú�ï�Å�d�º

�« �Í�w�«�p�x�z Marketing URLs �q�M�O�Ê
²�w  URL �æ�µ�Ä�›�_	†�b�”�M�O�›�Ô�`�‡�b�{

hostname(config)#  clear configure url-list Marketing URLs

���È�¯�Ú�ï�Å

listname WebVPN �â�”�²�U�ž�«�·�µ�p�V�”  URL �w�·�¿�Ä�›�¬�ç�”�Ó�=�`�‡�b�{�7
�G 64 ���È�p�b�{

�¯�Ú�ï�Å  �Þ�”�Å

�Ñ�•� �ž�¢�¥�”�ç  �Þ�”�Å �·�©�á�æ�Â�Ÿ  �¯�ï�Â�©�µ�Ä

�ç�”�Â�¿�Å �•�a �³�ï�¬�ç

�Ú�ç�½

�¯�ï�Â�©�µ�Ä �³�µ�Â�Ü

�¬�é�”�Ì�ç  �¯�ï�Ñ�Ÿ�ª�á�è�”
�³�ã�ï

• — • — —

�æ�æ�”�µ �!�Ë�º�0

7.0(1) �\�w�¯�Ú�ï�Å�U�‹�Ö�^�•�‡�`�h�{

�¯�Ú�ï�Å 
†�Ì

show running-configuration url-list �q�O
ƒ���^�•�o�M�”  url-list  �¯�Ú�ï�Å�w�·�¿�Ä�›
¯�Ô�`�‡�b�{

url-list WebVPN �â�”�²�U�ž�«�·�µ�p�V�”  URL �w�·�¿�Ä�›
ƒ���b�”
�t�x�z�¬�é�”�Ì�ç  �¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï  �Þ�”�Å�p�\�w�¯
�Ú�ï�Å�›�–�;�`�‡�b�{

url-list �›���w�¬�ç�”�Ó  �Ù�æ�³�”�‡�h�x�â�”�²�w  WebVPN URL �ž�«
�·�µ�›� �É�”�Ò�ç�t�b�”�t�x�z �¬�ç�”�Ó  �Ù�æ�³�”�‡�h�x�â�”
�²�Ê�Þ�”�Å�T�’�ž�«�·�µ�b�”  WebVPN �Þ�”�Å�p�\�w�¯�Ú�ï
�Å�›�–�;�`�‡�b�{
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clear configure url-server
URL �Ñ�Ÿ�ç�»�æ�ï�¬  �±�”�Ì  �¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï�›	«�ˆ�b�”�t�x�z�¬�é�”�Ì�ç  �¯�ï�Ñ�Ÿ�ª�á
�è�”�³�ã�ï  �Þ�”�Å�p  clear configure url-server �¯�Ú�ï�Å�›�–�;�`�‡�b�{  

clear configure url-server

�Ã�Ñ�¥�ç�Ä �Ã�Ñ�¥�ç�Ä�w�ˆ�^�•�‹�x�K�“�‡�d�œ�{

�¯�Ú�ï�Å  �Þ�”�Å �Í�w
¯�x�z�\�w�¯�Ú�ï�Å�›�Ö�—�p�V�”�Þ�”�Å�›�Ô�`�o�M�‡�b�{

�¯�Ú�ï�Å�d�º

�–�;	Í�w�̈ � �Å�å� �ï clear configure url-server �¯�Ú�ï�Å�x�z URL �Ñ�Ÿ�ç�»�æ�ï�¬  �±�”�Ì  �¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï�›	«�ˆ
�`�‡�b�{  

�« �Í�w�«�p�x�z URL �Ñ�Ÿ�ç�»�æ�ï�¬  �±�”�Ì  �¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï�›	«�ˆ�`�‡�b�{

hostname# clear configure url-server

���È�¯�Ú�ï�Å

�¯�Ú�ï�Å  �Þ�”�Å

�Ñ�•� �ž�¢�¥�”�ç  �Þ�”�Å �·�©�á�æ�Â�Ÿ  �¯�ï�Â�©�µ�Ä

�ç�”�Â�¿�Å �•�a �³�ï�¬�ç

�Ú�ç�½

�¯�ï�Â�©�µ�Ä �³�µ�Â�Ü

�¬�é�”�Ì�ç  �¯�ï�Ñ�Ÿ�ª�á�è�”
�³�ã�ï

• • • • •

�æ�æ�”�µ �!�Ë�º�0

7.0(1) �\�w�¯�Ú�ï�Å�U�‹�Ö�^�•�‡�`�h�{

�¯�Ú�ï�Å 
†�Ì

clear url-server URL �Ñ�Ÿ�ç�»�æ�ï�¬  �±�”�Ì�w�w�-	Ø�C�›	«�ˆ�`�‡�b�{

show url-server N2H2 �Ñ�Ÿ�ç�»�æ�ï�¬  �±�”�Ì�‡�h�x  Websense �Ñ�Ÿ�ç�»�æ�ï�¬  �±�”�Ì�T�’
�w� �t�›�4�l�o�M�”���w  URL �Ì�¿�Ñ�•�æ�ï�¬�t�–�;�^�•�”  URL �©�ß�¿
�³�á�t���b�”	Ø�C�›
¯�Ô�`�‡�b�{

url-cache N2H2 �±�”�Ì�‡�h�x  Websense �±�”�Ì�T�’�w� �t�›�-�y�`�o�M�”���w  URL
�©�ß�¿�³�ï�¬�›� �É�”�Ò�ç�t�`�z�©�ß�¿�³�á�w�±� �¶�›
ƒ���`�‡�b�{

url-block �Ñ�Ÿ�ç�»�æ�ï�¬  �±�”�Ì�T�’�w�Ñ�Ÿ�ç�»�æ�ï�¬�>���›�4�l�o�M�”���z Web
�±�”�Ì�w� �t�t�–�;�^�•�”  URL �Ì�¿�Ñ�•�›���g�`�‡�b�{

url-server filter  �¯�Ú�ï�Å�p�–�;�b�”  N2H2 �±�”�Ì�‡�h�x  Websense �±�”�Ì�›�¦���`�‡
�b�{  
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clear configure username
�â�”�²�Ê�Ã�”�»�Õ�”�µ�›	«�ˆ�b�”�t�x�z clear configure username �¯�Ú�ï�Å�›�–�;�`�‡�b�{�›���w
�â�”�²�w�¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï�›	«�ˆ�b�”�t�x�z �\�w�¯�Ú�ï�Å�›�–�;�`�z �â�”�²�Ê�›
Ç�C�`�‡�b�{

clear configure username [name]

�³�ï�»�¿�«�µ�w
†�Ì

�Ã�Ñ�¥�ç�Ä �Ã�Ñ�¥�ç�Ä�w�ˆ�^�•�‹�x�K�“�‡�d�œ�{

�¯�Ú�ï�Å  �Þ�”�Å �Í�w
¯�x�z�\�w�¯�Ú�ï�Å�›�Ö�—�p�V�”�Þ�”�Å�›�Ô�`�o�M�‡�b�{

�¯�Ú�ï�Å�d�º

�–�;	Í�w�̈ � �Å�å� �ï �º
æ�â�”�²�Ý	Â�Ã�”�»�Õ�”�µ�x�z username �¯�Ú�ï�Å�›�–�;�`�o�Ö�—�^�•�h�â�”�²�p�Ï
R�^�•�o�M�‡
�b�{ login �¯�Ú�ï�Å�x�z�\�w�Ã�”�»�Õ�”�µ�›�Ý	Â�;�t�–�;�`�‡�b�{

�« �Í�w�«�p�x�z anyuser �q�M�O�Ê
²�w�â�”�²�w�¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï�›	«�ˆ�b�”�M�O�›�Ô�`�‡�b�{

hostname(config)#  clear configure username anyuser

���È�¯�Ú�ï�Å

name �¢�¦�Ó�³�ã�ï�£�â�”�²�w�Ê
²�›�¦���`�‡�b�{

�¯�Ú�ï�Å  �Þ�”�Å

�Ñ�•� �ž�¢�¥�”�ç  �Þ�”�Å �·�©�á�æ�Â�Ÿ  �¯�ï�Â�©�µ�Ä

�ç�”�Â�¿�Å �•�a �³�ï�¬�ç

�Ú�ç�½

�¯�ï�Â�©�µ�Ä �³�µ�Â�Ü

�¬�é�”�Ì�ç  �¯�ï�Ñ�Ÿ�ª�á�è�”
�³�ã�ï

• — • — —

�æ�æ�”�µ �!�Ë�º�0

7.0(1) �\�w�¯�Ú�ï�Å�U�‹�Ö�^�•�‡�`�h�{

�¯�Ú�ï�Å 
†�Ì

show running-config username �›���w�â�”�²�‡�h�x�b�‚�o�w�â�”�²�w�î�æ�¯�ï �Ñ�Ÿ�ª�á
�è�”�³�ã�ï�›
¯�Ô�`�‡�b�{  

username �â�”�²�›�·�©�á�æ�Â�Ÿ  �ž�Ó�å� �ž�ï�µ�w�Ã�”�»�Õ�”�µ�t�å
�C�`�‡�b�{

username attributes �›���w�â�”�²�w  AVP �›
ƒ���p�V�‡�b�{
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clear configure virtual
�¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï�T�’�Ý	Â�>
Ý�±�”�Ì�›�_	†�b�”�t�x�z �¬�é�”�Ì�ç  �¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï
�Þ�”�Å�p  clear configure virtual  �¯�Ú�ï�Å�›�–�;�`�‡�b�{

clear configure virtual

�³�ï�»�¿�«�µ�w
†�Ì �\�w�¯�Ú�ï�Å�t�x�z�¾
:�‹�©�”�ë�”�Å�‹�K�“�‡�d�œ�{

�Ã�Ñ�¥�ç�Ä �Ã�Ñ�¥�ç�Ä�w�ˆ�^�•�‹�x�K�“�‡�d�œ�{

�¯�Ú�ï�Å  �Þ�”�Å �Í�w
¯�x�z�\�w�¯�Ú�ï�Å�›�Ö�—�p�V�”�Þ�”�Å�›�Ô�`�o�M�‡�b�{

�¯�Ú�ï�Å�d�º

�–�;	Í�w�̈ � �Å�å� �ï �i�t�í�b�\�q�x�p�V�‡�d�œ�{

�« �Í�t�z clear configure virtual �¯�Ú�ï�Å�w�«�›�Ô�`�‡�b�{

hostname(config)# clear configure virtual

���È�¯�Ú�ï�Å

�¯�Ú�ï�Å  �Þ�”�Å

�Ñ�•� �ž�¢�¥�”�ç  �Þ�”�Å �·�©�á�æ�Â�Ÿ  �¯�ï�Â�©�µ�Ä

�ç�”�Â�¿�Å �•�a �³�ï�¬�ç

�Ú�ç�½

�¯�ï�Â�©�µ�Ä �³�µ�Â�Ü

�¬�é�”�Ì�ç  �¯�ï�Ñ�Ÿ�ª�á�è�”
�³�ã�ï

• • — — •

�æ�æ�”�µ �!�Ë�º�0

7.0(1) CLI �¨� �Å�å� �ï�t�
�O�‘�O�t�z�\�w�¯�Ú�ï�Å�U�!�Ë�^�•�‡�`�h�{

�¯�Ú�ï�Å 
†�Ì

show running-config virtual �Ý	Â�>
Ý�±�”�Ì�w  IP �ž�Å�è�µ�›
¯�Ô�`�‡�b�{

virtual http �·�©�á�æ�Â�Ÿ  �ž�Ó�å� �ž�ï�µ�q  HTTP �±�”�Ì�p�w���‘�w�Ý
	Â�›�D�ó�t�`�‡�b�{  

virtual telnet �·�©�á�æ�Â�Ÿ  �ž�Ó�å� �ž�ï�µ�U�Ý	Â�Ó�é�ï�Ó�Ä�›���™�`�s
�M�Ä�å�Ñ�Ÿ�¿�«  �»� �Ó�w�>
Ý  Telnet �±�”�Ì�›�–�;�`�o�â�”
�²�›�Ý	Â�`�‡�b�{
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clear configure vpdn group
�¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï�T�’�b�‚�o�w  vpdn group �¯�Ú�ï�Å�›�_	†�b�”�t�x�z�¬�é�”�Ì�ç  �¯�ï�Ñ�Ÿ
�ª�á�è�”�³�ã�ï  �Þ�”�Å�p  clear configure vpdn group �¯�Ú�ï�Å�›�–�;�`�‡�b�{

clear configure vpdn group

�Ã�Ñ�¥�ç�Ä �Ã�Ñ�¥�ç�Ä�w�ˆ�^�•�‹�x�K�“�‡�d�œ�{

�¯�Ú�ï�Å  �Þ�”�Å �Í�w
¯�x�z�\�w�¯�Ú�ï�Å�›�Ö�—�p�V�”�Þ�”�Å�›�Ô�`�o�M�‡�b�{

�¯�Ú�ï�Å�d�º

�–�;	Í�w�̈ � �Å�å� �ï clear configure vpdn group �¯�Ú�ï�Å�›�Ö�—�`�o�‹�z �ž�«�Â�Ÿ�Ò�s  PPPoE 
€���t�x�?�‹�è�¹�K�“�‡�d
�œ�{

�« �Í�w�«�x�z vpdn group �¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï�›	«�ˆ�b�”�M�O�›�Ô�`�‡�b�{

hostname(config)# clear configure vpdn group
hostname(config)# 

���È�¯�Ú�ï�Å

�¯�Ú�ï�Å  �Þ�”�Å

�Ñ�•� �ž�¢�¥�”�ç  �Þ�”�Å �·�©�á�æ�Â�Ÿ  �¯�ï�Â�©�µ�Ä

�ç�”�Â�¿�Å �•�a �³�ï�¬�ç

�Ú�ç�½

�¯�ï�Â�©�µ�Ä �³�µ�Â�Ü

�¬�é�”�Ì�ç  �¯�ï�Ñ�Ÿ�ª�á�è�”
�³�ã�ï

• — • — —

�æ�æ�”�µ �!�Ë�º�0

7.2(1) �\�w�¯�Ú�ï�Å�U�‹�Ö�^�•�‡�`�h�{

�¯�Ú�ï�Å 
†�Ì

clear configure vpdn username �b�‚�o�w  vpdn username �¯�Ú�ï�Å�›�¯�ï�Ñ�Ÿ�ª�á�è�”
�³�ã�ï�T�’�_	†�`�‡�b�{

show running-config vpdn username VPDN �â�”�²�Ê�w�q�O�w�¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï�›

¯�Ô�`�‡�b�{
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clear configure vpdn username
�¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï�T�’�b�‚�o�w  vpdn username �¯�Ú�ï�Å�›�_	†�b�”�t�x�z�¬�é�”�Ì�ç  �¯�ï
�Ñ�Ÿ�ª�á�è�”�³�ã�ï  �Þ�”�Å�p  clear configure vpdn username �¯�Ú�ï�Å�›�–�;�`�‡�b�{

clear configure vpdn username

�Ã�Ñ�¥�ç�Ä �Ã�Ñ�¥�ç�Ä�w�ˆ�^�•�‹�x�K�“�‡�d�œ�{

�¯�Ú�ï�Å  �Þ�”�Å �Í�w
¯�x�z�\�w�¯�Ú�ï�Å�›�Ö�—�p�V�”�Þ�”�Å�›�Ô�`�o�M�‡�b�{

�¯�Ú�ï�Å�d�º

�–�;	Í�w�̈ � �Å�å� �ï clear configure vpdn username �¯�Ú�ï�Å�›�Ö�—�`�o�‹�z�ž�«�Â�Ÿ�Ò�s  PPPoE 
€���t�x�è�¹�U�K�“�‡
�d�œ�{

�« �Í�w�«�x�z vpdn username �¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï�›	«�ˆ�b�”�M�O�›�Ô�`�‡�b�{

hostname(config)# clear configure vpdn username
hostname(config)# 

���È�¯�Ú�ï�Å

�¯�Ú�ï�Å  �Þ�”�Å

�Ñ�•� �ž�¢�¥�”�ç  �Þ�”�Å �·�©�á�æ�Â�Ÿ  �¯�ï�Â�©�µ�Ä

�ç�”�Â�¿�Å �•�a �³�ï�¬�ç

�Ú�ç�½

�¯�ï�Â�©�µ�Ä �³�µ�Â�Ü

�¬�é�”�Ì�ç  �¯�ï�Ñ�Ÿ�ª�á�è�”
�³�ã�ï

• — • — —

�æ�æ�”�µ �!�Ë�º�0

7.2(1) �\�w�¯�Ú�ï�Å�U�‹�Ö�^�•�‡�`�h�{

�¯�Ú�ï�Å 
†�Ì

clear configure vpdn group �¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï�T�’�b�‚�o�w  vpdn group �¯�Ú�ï�Å
�›�_	†�`�‡�b�{

show running-config vpdn username VPDN �â�”�²�Ê�w�q�O�w�¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï�›
¯�Ô�`
�‡�b�{
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clear configure vpn-load-balancing 
�Ž
²�t�¦���`�h  VPN �é�”�Å�Ì�å�ï�³�ï�¬  �¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï�›�_	†�`�o�z VPN �é�”�Å�Ì�å�ï
�³�ï�¬�›�Ã�Ÿ�·�”�Ò�ç�t�b�”�t�x�z�¬�é�”�Ì�ç  �¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï  �Þ�”�Å�p  clear configure
vpn load-balancing �¯�Ú�ï�Å�›�–�;�`�‡�b�{

clear configure vpn load-balancing

�³�ï�»�¿�«�µ�w
†�Ì �\�w�¯�Ú�ï�Å�t�x�z�¾
:�‹�©�”�ë�”�Å�‹�K�“�‡�d�œ�{

�Ã�Ñ�¥�ç�Ä �Ã�Ñ�¥�ç�Ä�w�ˆ�^�•�‹�x�K�“�‡�d�œ�{

�¯�Ú�ï�Å  �Þ�”�Å �Í�w
¯�x�z�\�w�¯�Ú�ï�Å�›�Ö�—�p�V�”�Þ�”�Å�›�Ô�`�o�M�‡�b�{

�¯�Ú�ï�Å�d�º

�–�;	Í�w�̈ � �Å�å� �ï clear configure vpn load-balancing �¯�Ú�ï�Å�x�z cluster encryption�z cluster ip address�z cluster key�z
cluster port�z nat�z participate�z�S�‘�|  priority  �s�r�w���È�¯�Ú�ï�Å�‹	«�ˆ�`�‡�b�{

�« �Í�w�¯�Ú�ï�Å�x�z�¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï�T�’  VPN �é�”�Å�Ì�å�ï�³�ï�¬  �¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï
���›�_	†�`�‡�b�{

hostname(config)# clear configure vpn load-balancing

���È�¯�Ú�ï�Å

�¯�Ú�ï�Å  �Þ�”�Å

�Ñ�•� �ž�¢�¥�”�ç  �Þ�”�Å �·�©�á�æ�Â�Ÿ  �¯�ï�Â�©�µ�Ä

�ç�”�Â�¿�Å �•�a �³�ï�¬�ç

�Ú�ç�½

�¯�ï�Â�©�µ�Ä �³�µ�Â�Ü

�¬�é�”�Ì�ç  �¯�ï�Ñ�Ÿ�ª�á�è�”
�³�ã�ï

• — • — —

�æ�æ�”�µ �!�Ë�º�0

7.0(1) �\�w�¯�Ú�ï�Å�U�‹�Ö�^�•�‡�`�h�{

show running-config load-balancing �q�O�w VPN �é�”�Å�Ì�å�ï�³�ï�¬  �¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã
�ï�›
¯�Ô�`�‡�b�{

vpn load-balancing VPN �é�”�Å�Ì�å�ï�³�ï�¬  �Þ�”�Å�t�Ö�“�‡�b�{
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clear configure wccp
�b�‚�o�w  WCCP �¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï�›�_	†�b�”�t�x�z�¬�é�”�Ì�ç  �¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï
�Þ�”�Å�p  clear configure wccp �¯�Ú�ï�Å�›�–�;�`�‡�b�{

clear configure wccp

�³�ï�»�¿�«�µ�w
†�Ì �\�w�¯�Ú�ï�Å�t�x�z�¾
:�‹�©�”�ë�”�Å�‹�K�“�‡�d�œ�{

�Ã�Ñ�¥�ç�Ä �Ã�Ñ�¥�ç�Ä�w�ˆ�^�•�‹�x�K�“�‡�d�œ�{

�¯�Ú�ï�Å  �Þ�”�Å �Í�w
¯�x�z�\�w�¯�Ú�ï�Å�›�Ö�—�p�V�”�Þ�”�Å�›�Ô�`�o�M�‡�b�{

�¯�Ú�ï�Å�d�º

�« �Í�w�«�x�z WCCP �¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï�›
¯�Ô�b�”�M�O�›�Ô�`�o�M�‡�b�{

hostname(config)# clear configure wccp

���È�¯�Ú�ï�Å

�¯�Ú�ï�Å  �Þ�”�Å

�Ñ�•� �ž�¢�¥�”�ç  �Þ�”�Å �·�©�á�æ�Â�Ÿ  �¯�ï�Â�©�µ�Ä

�ç�”�Â�¿�Å �•�a �³�ï�¬�ç

�Ú�ç�½

�¯�ï�Â�©�µ�Ä �³�µ�Â�Ü

�¬�é�”�Ì�ç  �¯�ï�Ñ�Ÿ�ª�á�è�”
�³�ã�ï

• • • • •

�æ�æ�”�µ �!�Ë�º�0

7.2(1) �\�w�¯�Ú�ï�Å�U�‹�Ö�^�•�‡�`�h�{

�¯�Ú�ï�Å 
†�Ì

show wccp WCCP �w�¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï�›
¯�Ô�`�‡�b�{

wccp redirect WCCP �æ�¼� �è�«�³�ã�ï�w�±�Ù�”�Ä�›� �É�”�Ò�ç�t�`�‡�b�{
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clear configure zonelabs-integrity
�î�æ�¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï�T�’�b�‚�o�w  Zone Labs Integrity �±�”�Ì�›�_	†�b�”�t�x�z�¬�é�”�Ì�ç
�¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï  �Þ�”�Å�p  clear configure zonelabs-integrity �¯�Ú�ï�Å�›�–�;�`�‡�b�{

clear configure zonelabs-integrity

�³�ï�»�¿�«�µ�w
†�Ì �\�w�¯�Ú�ï�Å�t�x�z�¾
:�‹�©�”�ë�”�Å�‹�K�“�‡�d�œ�{

�Ã�Ñ�¥�ç�Ä �b�‚�o�w  Zone Lab Integrity �±�”�Ì�›�_	†�`�‡�b�{

�¯�Ú�ï�Å  �Þ�”�Å �Í�w
¯�x�z�\�w�¯�Ú�ï�Å�›�Ö�—�p�V�”�Þ�”�Å�›�Ô�`�o�M�‡�b�{

�¯�Ú�ï�Å�d�º

�–�;	Í�w�̈ � �Å�å� �ï clear configure zonelabs-integrity �¯�Ú�ï�Å�x�z�î�æ�¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï�T�’�b�‚�o�w  Zone Labs
Integrity �±�”�Ì�¢�ž�«�Â�Ÿ�Ò�q�µ�»�ï�Ì� �›���‰�£�›�_	†�`�‡�b�{

�« �Í�w�«�p�x�z 2 �m�w
ƒ���A�ˆ�w  Zone Labs Integrity �±�”�Ì�›�_	†�`�‡�b�{

hostname(config)# show running-config zonelabs-integrity
zonelabs-integrity server-address 10.0.9.1 10.0.9.2
hostname(config)# clear configure zonelabs-integrity
hostname(config)# show running-config zonelabs-integrity
hostname(config)#

���È�¯�Ú�ï�Å

�¯�Ú�ï�Å  �Þ�”�Å

�Ñ�•� �ž�¢�¥�”�ç  �Þ�”�Å �·�©�á�æ�Â�Ÿ  �¯�ï�Â�©�µ�Ä

�ç�”�Â�¿�Å �•�a �³�ï�¬�ç

�Ú�ç�½

�¯�ï�Â�©�µ�Ä �³�µ�Â�Ü

�¬�é�”�Ì�ç  �¯�ï�Ñ�Ÿ�ª�á�è�”
�³�ã�ï

• • — — •

�æ�æ�”�µ �!�Ë�º�0

7.2.(1) �\�w�¯�Ú�ï�Å�U�‹�Ö�^�•�‡�`�h�{

�¯�Ú�ï�Å 
†�Ì

show running-config [all] zonelabs-integrity 
ƒ���^�•�o�M�”  Zone Labs Integrity �±�”�Ì�›
¯�Ô�`
�‡�b�{
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7

clear console-output �¯�Ú�ï�Å�™  
clear xlate �¯�Ú�ï�Å

clear console-output
�q�O�©�ß�Ó�½�ß�^�•�o�M�”�¯�ï�¹�”�ç	Z�—�›�_	†�b�”�t�x�z �›�V  EXEC �Þ�”�Å�p  clear console-output
�¯�Ú�ï�Å�›�–�;�`�‡�b�{  

clear console-output

�³�ï�»�¿�«�µ�w
†�Ì �\�w�¯�Ú�ï�Å�t�x�z�¾
:�‹�©�”�ë�”�Å�‹�K�“�‡�d�œ�{

�Ã�Ñ�¥�ç�Ä �Ã�Ñ�¥�ç�Ä�w�ˆ�^�•�‹�x�K�“�‡�d�œ�{

�¯�Ú�ï�Å  �Þ�”�Å �Í�w
¯�x�z�\�w�¯�Ú�ï�Å�›�Ö�—�p�V�”�Þ�”�Å�›�Ô�`�o�M�‡�b�{

�¯�Ú�ï�Å�d�º

�« �Í�w�«�p�x�z�q�O�©�ß�Ó�½�ß�^�•�o�M�”�¯�ï�¹�”�ç	Z�—�›�_	†�b�”�M�O�›�Ô�`�‡�b�{

hostname# clear console-output

�¯�Ú�ï�Å  �Þ�”�Å

�Ñ�•� �ž�¢�¥�”�ç  �Þ�”�Å �·�©�á�æ�Â�Ÿ  �¯�ï�Â�©�µ�Ä

�ç�”�Â�¿�Å �•�a �³�ï�¬�ç

�Ú�ç�½

�¯�ï�Â�©�µ�Ä �³�µ�Â�Ü

�›�V  EXEC • • • • •

�æ�æ�”�µ �!�Ë�º�0

�7�� �\�w�¯�Ú�ï�Å�x�7���w�‹�w�p�b�{
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���È�¯�Ú�ï�Å

clear counters
�Ó�é�Ä�¯�ç  �µ�»�¿�«  �§�¢�ï�»�›	«�ˆ�b�”�t�x�z �¬�é�”�Ì�ç  �¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï  �Þ�”�Å�p  clear
counters �¯�Ú�ï�Å�›�–�;�`�‡�b�{

clear counters [all | context context-name | summary | top N ] [detail] [protocol protocol_name 
[:counter_name]] [ threshold N]

�³�ï�»�¿�«�µ�w
†�Ì

�Ã�Ñ�¥�ç�Ä clear counters summary detail

�¯�Ú�ï�Å  �Þ�”�Å �Í�w
¯�x�z�\�w�¯�Ú�ï�Å�›�Ö�—�p�V�”�Þ�”�Å�›�Ô�`�o�M�‡�b�{

�¯�Ú�ï�Å�d�º

�« �Í�w�«�p�x�z�Ó�é�Ä�¯�ç  �µ�»�¿�«  �§�¢�ï�»�›	«�ˆ�b�”�M�O�›�Ô�`�‡�b�{

hostname(config)# clear counters

���È�¯�Ú�ï�Å

�¯�Ú�ï�Å 
†�Ì

console timeout �·�©�á�æ�Â�Ÿ  �ž�Ó�å� �ž�ï�µ�•�w�¯�ï�¹�”�ç
€���w�ž� 
�Å�ç  �»� �Ü�ž�¢�Ä�›
ƒ���`�‡�b�{

show console-output �©�ß�Ó�½�ß�^�•�h�¯�ï�¹�”�ç	Z�—�›
¯�Ô�`�‡�b�{

show running-config console timeout �·�©�á�æ�Â�Ÿ  �ž�Ó�å� �ž�ï�µ�•�w�¯�ï�¹�”�ç
€���w�ž� 
�Å�ç  �»� �Ü�ž�¢�Ä�›
¯�Ô�`�‡�b�{

all �¢�¦�Ó�³�ã�ï�£�b�‚�o�w�Ñ�Ÿ�ç�»�w	Ä�I�›	«�ˆ�`�‡�b�{

context context-name �¢�¦�Ó�³�ã�ï�£�¯�ï�Â�©�µ�Ä�Ê�›�¦���`�‡�b�{

:counter_name �¢�¦�Ó�³�ã�ï�£�§�¢�ï�»�w�Ê
²�›�¦���`�‡�b�{

detail �¢�¦�Ó�³�ã�ï�£	Ä�I�s�§�¢�ï�»	Ø�C�›	«�ˆ�`�‡�b�{

protocol protocol_name �¢�¦�Ó�³�ã�ï�£�¦���`�h�Ó�é�Ä�¯�ç�w�§�¢�ï�»�›	«�ˆ�`�‡�b�{

summary �¢�¦�Ó�³�ã�ï�£�§�¢�ï�»	Ø�C�›	«�ˆ�`�‡�b�{

threshold N �¢�¦�Ó�³�ã�ï�£�¦���`�h�`�V�M�‹�Ž	Í�w�§�¢�ï�»�›	«�ˆ�`�‡�b�{
c�“�x
1 �™ 4294967295 �p�b�{

top N �¢�¦�Ó�³�ã�ï�£�¦���`�h�`�V�M�‹�Ž	Í�w�§�¢�ï�»�›	«�ˆ�`�‡�b�{
c�“�x
1 �™ 4294967295 �p�b�{

�¯�Ú�ï�Å  �Þ�”�Å

�Ñ�•� �ž�¢�¥�”�ç  �Þ�”�Å �·�©�á�æ�Â�Ÿ  �¯�ï�Â�©�µ�Ä

�ç�”�Â�¿�Å �•�a �³�ï�¬�ç

�Ú�ç�½

�¯�ï�Â�©�µ�Ä �³�µ�Â�Ü

�¬�é�”�Ì�ç  �¯�ï�Ñ�Ÿ�ª�á�è�”
�³�ã�ï

• • • • •

�æ�æ�”�µ �!�Ë�º�0

7.0(1) �\�w�¯�Ú�ï�Å�U�‹�Ö�^�•�‡�`�h�{

�¯�Ú�ï�Å 
†�Ì

show counters �Ó�é�Ä�¯�ç  �µ�»�¿�«  �§�¢�ï�»�›
¯�Ô�`�‡�b�{
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clear crashinfo
�Ñ�å�¿�³�á  �Ý�Þ�æ�º�w�«�å�¿�³�á  �Ñ�•� �ç�w�º�0�›�_	†�b�”�t�x�z�›�V EXEC �Þ�”�Å�p  clear
crashinfo �¯�Ú�ï�Å�›�Ö�—�`�‡�b�{

clear crashinfo

�³�ï�»�¿�«�µ�w
†�Ì �\�w�¯�Ú�ï�Å�t�x�z�¾
:�‹�©�”�ë�”�Å�‹�K�“�‡�d�œ�{

�Ã�Ñ�¥�ç�Ä �Ã�Ñ�¥�ç�Ä�w�ˆ�^�•�‹�x�K�“�‡�d�œ�{

�¯�Ú�ï�Å  �Þ�”�Å �Í�w
¯�x�z�\�w�¯�Ú�ï�Å�›�Ö�—�p�V�”�Þ�”�Å�›�Ô�`�o�M�‡�b�{

�¯�Ú�ï�Å�d�º

�–�;	Í�w�̈ � �Å�å� �ï �\�w�¯�Ú�ï�Å�t�–�;	Í�w�¨� �Å�å� �ï�x�K�“�‡�d�œ�{

�« �Í�w�¯�Ú�ï�Å�x�z�«�å�¿�³�á  �Ñ�•� �ç�›�_	†�b�”�M�O�›�Ô�`�‡�b�{

hostname# clear crashinfo

���È�¯�Ú�ï�Å

�¯�Ú�ï�Å  �Þ�”�Å

�Ñ�•� �ž�¢�¥�”�ç  �Þ�”�Å �·�©�á�æ�Â�Ÿ  �¯�ï�Â�©�µ�Ä

�ç�”�Â�¿�Å �•�a �³�ï�¬�ç

�Ú�ç�½

�¯�ï�Â�©�µ�Ä �³�µ�Â�Ü

�›�V  EXEC • • • — •

�æ�æ�”�µ �!�Ë�º�0

�7�� �\�w�¯�Ú�ï�Å�x�7���w�‹�w�p�b�{

crashinfo force �·�©�á�æ�Â�Ÿ  �ž�Ó�å� �ž�ï�µ�›�§
M�$�t�«�å�¿�³�á�^�d�‡�b�{

crashinfo test �Ñ�å�¿�³�á  �Ý�Þ�æ�º�w�Ñ�•� �ç�t�«�å�¿�³�á	Ø�C�›�-���b�”�z�·�©�á�æ
�Â�Ÿ  �ž�Ó�å� �ž�ï�µ�w�;�ó�›�Â�µ�Ä�`�‡�b�{

show crashinfo �Ñ�å�¿�³�á  �Ý�Þ�æ�t�-���^�•�o�M�”�«�å�¿�³�á  �Ñ�•� �ç�w�º�0�›
¯�Ô�`
�‡�b�{
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clear crypto accelerator statistics
�‰�ø�ž�«�·�å�è�”�»  MIB �T�’�¬�é�”�Ì�ç�s�w�-	Ø�C�S�‘�|�ž�«�·�å�è�”�»�{���w�w�-	Ø�C�›	«�ˆ
�b�”�t�x�z�¬�é�”�Ì�ç  �¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï  �Þ�”�Å�S�‘�|�›�V  EXEC �Þ�”�Å�p  clear crypto
accelerator statistics �¯�Ú�ï�Å�›�–�;�`�‡�b�{

clear crypto accelerator statistics

�³�ï�»�¿�«�µ�w
†�Ì �\�w�¯�Ú�ï�Å�t�x�z�©�”�ë�”�Å�‹�!
:�‹�K�“�‡�d�œ�{

�Ã�Ñ�¥�ç�Ä �Ã�Ñ�¥�ç�Ä�w�ˆ�^�•�‹�x�K�“�‡�d�œ�{

�¯�Ú�ï�Å  �Þ�”�Å �Í�w
¯�x�z�\�w�¯�Ú�ï�Å�›�Ö�—�p�V�”�Þ�”�Å�›�Ô�`�o�M�‡�b�{

�¯�Ú�ï�Å�d�º

�« �¬�é�”�Ì�ç  �¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï  �Þ�”�Å�p�Ö�—�`�h�Í�w�«�p�x�z�‰�ø�ž�«�·�å�è�”�»�w�w�-	Ø
�C�›
¯�Ô�`�‡�b�{

hostname(config)# clear crypto accelerator statistics
hostname(config)# 

���È�¯�Ú�ï�Å

�¯�Ú�ï�Å  �Þ�”�Å

�Ñ�•� �ž�¢�¥�”�ç  �Þ�”�Å �·�©�á�æ�Â�Ÿ  �¯�ï�Â�©�µ�Ä

�ç�”�Â�¿�Å �•�a �³�ï�¬�ç

�Ú�ç�½

�¯�ï�Â�©�µ�Ä �³�µ�Â�Ü

�¬�é�”�Ì�ç  �¯�ï�Ñ�Ÿ�ª�á�è�”
�³�ã�ï

• • • — —

�›�V  EXEC • • • — —

�æ�æ�”�µ �!�Ë�º�0

7.0(1) �\�w�¯�Ú�ï�Å�U�‹�Ö�^�•�‡�`�h�{

�¯�Ú�ï�Å 
†�Ì

clear crypto protocol statistics �‰�ø�ž�«�·�å�è�”�»  MIB �º�w�Ó�é�Ä�¯�ç�{���w�w�-	Ø�C�›
	«�ˆ�`�‡�b�{

show crypto accelerator statistics �‰�ø�ž�«�·�å�è�”�»  MIB �º�w�¬�é�”�Ì�ç�s�w�-	Ø�C�S�‘�|
�ž�«�·�å�è�”�»�{���w�w�-	Ø�C�›
¯�Ô�`�‡�b�{

show crypto protocol statistics �‰�ø�ž�«�·�å�è�”�»  MIB �º�w�Ó�é�Ä�¯�ç�{���w�w�-	Ø�C�›

¯�Ô�`�‡�b�{
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clear crypto ca crls
�¦���`�h�Ä�å�µ�Ä�Ù� �ï�Ä�t���È
Ç�Z�’�•�h�b�‚�o�w  CRL �w CRL �©�ß�¿�³�á�›�_	†�z�‡�h�x�b�‚
�o�w  CRL �w CRL �©�ß�¿�³�á�›�_	†�b�”�t�x�z�¬�é�”�Ì�ç  �¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï  �Þ�”�Å�p  clear
crypto ca crls �¯�Ú�ï�Å�›�–�;�`�‡�b�{

clear crypto ca crls [trustpointname]

�³�ï�»�¿�«�µ�w
†�Ì

�Ã�Ñ�¥�ç�Ä �Ã�Ñ�¥�ç�Ä�w�ˆ�^�•�‹�x�K�“�‡�d�œ�{

�¯�Ú�ï�Å  �Þ�”�Å �Í�w
¯�x�z�\�w�¯�Ú�ï�Å�›�Ö�—�p�V�”�Þ�”�Å�›�Ô�`�o�M�‡�b�{

�¯�Ú�ï�Å�d�º

�« �¬�é�”�Ì�ç  �¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï  �Þ�”�Å�p
C�æ�`�h�Í�w�«�p�x�z�·�©�á�æ�Â�Ÿ  �ž�Ó�å� �ž�ï�µ
�w�b�‚�o�w  CRL �T�’�b�‚�o�w  CRL �©�ß�¿�³�á�›�_	†�`�‡�b�{

hostname(config)# clear crypto ca crls
hostname(config)# 

���È�¯�Ú�ï�Å

trustpointname �¢�¦�Ó�³�ã�ï�£�Ä�å�µ�Ä�Ù� �ï�Ä�w�Ê
²�{�Ê
²�›�¦���`�s�M	Ô�ù�z�\�w�¯
�Ú�ï�Å�x�³�µ�Â�Ü	Í�w�©�ß�¿�³�á�^�•�h  CRL �›�b�‚�o	«�ˆ�`�‡�b�{

�¯�Ú�ï�Å  �Þ�”�Å

�Ñ�•� �ž�¢�¥�”�ç  �Þ�”�Å �·�©�á�æ�Â�Ÿ  �¯�ï�Â�©�µ�Ä

�ç�”�Â�¿�Å �•�a �³�ï�¬�ç

�Ú�ç�½

�¯�ï�Â�©�µ�Ä �³�µ�Â�Ü

�¬�é�”�Ì�ç  �¯�ï�Ñ�Ÿ�ª�á�è�”
�³�ã�ï

• • • •

�æ�æ�”�µ �!�Ë�º�0

7.0(1) �\�w�¯�Ú�ï�Å�U�‹�Ö�^�•�‡�`�h�{

�¯�Ú�ï�Å 
†�Ì

crypto ca crl request �Ä�å�µ�Ä�Ù� �ï�Ä�w  CRL �¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï�t�,�n�M
�o  CRL �›�¼�¢�ï�é�”�Å�`�‡�b�{

show crypto ca crls �©�ß�¿�³�á�^�•�h�b�‚�o�w  CRL �‡�h�x�¦���`�h�Ä�å�µ�Ä�Ù
� �ï�Ä�w�©�ß�¿�³�á�^�•�h  CRL �›
¯�Ô�`�‡�b�{
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clear [crypto] ipsec sa
IPSec SA �w�§�¢�ï�»�z�¤�ï�Ä�æ�z�‰�ø�Ú�¿�Ó�z�‡�h�x�Ð�ž
€���›�_	†�b�”�t�x�z�¬�é�”�Ì�ç  �¯�ï
�Ñ�Ÿ�ª�á�è�”�³�ã�ï  �Þ�”�Å�p  clear [crypto] ipsec sa �¯�Ú�ï�Å�›�–�;�`�‡�b�{�b�‚�o�w  IPSec SA �›
	«�ˆ�b�”�t�x�z�\�w�¯�Ú�ï�Å�›�¾
:�s�`�p�–�;�`�‡�b�{  

clear [crypto] ipsec sa [counters | entry {hostname | IP address} {esp | ah} {SPI}| map {map name} | 
peer {hostname | IP address}]

�\�w�¯�Ú�ï�Å�x�z	û	O�t�–�;�`�o�X�i�^�M�{

�³�ï�»�¿�«�µ�w
†�Ì

�Ã�Ñ�¥�ç�Ä �Ã�Ñ�¥�ç�Ä�w�ˆ�^�•�‹�x�K�“�‡�d�œ�{

�¯�Ú�ï�Å  �Þ�”�Å �Í�w
¯�x�z�\�w�¯�Ú�ï�Å�›�Ö�—�p�V�”�Þ�”�Å�›�Ô�`�o�M�‡�b�{

�¯�Ú�ï�Å�d�º

�« �¬�é�”�Ì�ç  �¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï  �Þ�”�Å�p
C�æ�`�h�Í�w�«�p�x�z�·�©�á�æ�Â�Ÿ  �ž�Ó�å� �ž�ï�µ
�T�’�b�‚�o�w  IPSec SA �›�_	†�`�‡�b�{

hostname(config)# clear ipsec sa
hostname(config)# 

�¬�é�”�Ì�ç  �¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï  �Þ�”�Å�p
C�æ�`�h�Í�w�«�p�x�z 10.86.1.1 �w�Ð�ž  IP �ž�Å�è�µ�›
�Ë�m SA �›�_	†�`�‡�b�{

hostname(config)# clear ipsec peer 10.86.1.1
hostname(config)#

ah �Ý	Â�Ô�¿�¼�”�{

counters �¤  SA �w�-	Ø�C�w�b�‚�o�w  IPSec �›	«�ˆ�`�‡�b�{

entry �¦���`�h  IP �ž�Å�è�µ�z�×�µ�Ä�Ê�z�Ó�é�Ä�¯�ç�z�S�‘�|  SPI �‹�t�°�•�b�”
�Ä�ï�É�ç�›�_	†�`�‡�b�{

esp �‰�ø�=�·�©�á�æ�Â�Ÿ  �Ó�é�Ä�¯�ç�{

hostname IP �ž�Å�è�µ�t�Â�“�p�o�’�•�h�×�µ�Ä�Ê�›�¦���`�‡�b�{

IP address IP �ž�Å�è�µ�›�¦���`�‡�b�{

map �Ú�¿�Ó�Ê�p�Ý���^�•�”�¦���`�h�‰�ø�Ú�¿�Ó�t���È
Ç�Z�’�•�h�b�‚�o�w�Ä
�ï�É�ç�›�_	†�`�‡�b�{

map name �‰�ø�Ú�¿�Ó�›�Ý���b�”�ó
:�È�w���È�»�{�7�G  64 ���È�p�b�{

peer �¦���`�h�×�µ�Ä�Ê�‡�h�x  IP �ž�Å�è�µ�t�‘�l�o�Ý���^�•�h�Ð�ž�•�w�b�‚�o
�w IPSec SA �›�_	†�`�‡�b�{

SPI �·�©�á�æ�Â�Ÿ  �Í�å�Ý�”�»  � �ï�Ã�¿�«�µ�¢ 16 
�
:�£�›�¦���`�‡�b�{

�¯�Ú�ï�Å  �Þ�”�Å

�Ñ�•� �ž�¢�¥�”�ç  �Þ�”�Å �·�©�á�æ�Â�Ÿ  �¯�ï�Â�©�µ�Ä

�ç�”�Â�¿�Å �•�a �³�ï�¬�ç

�Ú�ç�½

�¯�ï�Â�©�µ�Ä �³�µ�Â�Ü

�¬�é�”�Ì�ç  �¯�ï�Ñ�Ÿ�ª�á�è�”
�³�ã�ï

• — • — —

�æ�æ�”�µ �!�Ë�º�0

7.0(1) �\�w�¯�Ú�ï�Å�U�‹�Ö�^�•�‡�`�h�{
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���È�¯�Ú�ï�Å �¯�Ú�ï�Å 
†�Ì

clear configure crypto map �b�‚�o�w�‡�h�x�¦���`�h�‰�ø�Ú�¿�Ó�›�¯�ï�Ñ�Ÿ�ª�á�è�”
�³�ã�ï�T�’	«�ˆ�`�‡�b�{

clear configure isakmp ISAKMP �Ù�æ�³�”  �¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï�›�b�‚�o	«�ˆ�`
�‡�b�{

show ipsec sa �§�¢�ï�»�z�¤�ï�Ä�æ�z�Ú�¿�Ó�Ê�z�Ð�ž  IP �ž�Å�è�µ�z�×�µ�Ä
�Ê�s�r�w  IPSec SA �t���b�”	Ø�C�›
¯�Ô�`�‡�b�{

show running-config crypto IPSec�z�‰�ø�Ú�¿�Ó�z�¼� �Æ�Û�¿�«�‰�ø�Ú�¿�Ó�z ISAKMP �s
�r�z�‰�ø�¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï
¶�.�›
¯�Ô�`�‡�b�{
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clear crypto protocol statistics
�‰�ø�ž�«�·�å�è�”�»  MIB �º�w�Ó�é�Ä�¯�ç�{���w�w�-	Ø�C�›	«�ˆ�b�”�t�x�z�¬�é�”�Ì�ç  �¯�ï�Ñ�Ÿ
�ª�á�è�”�³�ã�ï  �Þ�”�Å�‡�h�x�›�V  EXEC �Þ�”�Å�p  clear crypto protocol statistics �¯�Ú�ï�Å�›�–�;�`
�‡�b�{

clear crypto protocol statistics protocol

�³�ï�»�¿�«�µ�w
†�Ì

�Ã�Ñ�¥�ç�Ä �Ã�Ñ�¥�ç�Ä�w�ˆ�^�•�‹�x�K�“�‡�d�œ�{

�¯�Ú�ï�Å  �Þ�”�Å �Í�w
¯�x�z�\�w�¯�Ú�ï�Å�›�Ö�—�p�V�”�Þ�”�Å�›�Ô�`�o�M�‡�b�{

�¯�Ú�ï�Å�d�º

�« �¬�é�”�Ì�ç  �¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï  �Þ�”�Å�p�Ö�—�`�h�Í�w�«�p�x�z�‰�ø�ž�«�·�å�è�”�»�w�w�-	Ø
�C�›�b�‚�o	«�ˆ�`�‡�b�{

hostname(config)# clear crypto protocol statistics all
hostname(config)# 

���È�¯�Ú�ï�Å

protocol �w�-	Ø�C�›	«�ˆ�b�”�Ó�é�Ä�¯�ç�w�Ê
²�›�¦���`�‡�b�{�¦���p�V�”�Ó�é�Ä�¯
�ç�x�z�Í�w�q�S�“�p�b�{

ikev1�• Internet Key Exchange �Ì�”�´�ã�ï  1

ipsec�• IP �·�©�á�æ�Â�Ÿ  �Ñ�£�”�¶  2 �Ó�é�Ä�¯�ç

ssl�• Secure Socket Layer

other�•	ý�`�M�Ó�é�Ä�¯�ç�w�h�Š�t�'�ÿ�A�ˆ

all�•�q�O�±�Ù�”�Ä�^�•�o�M�”�b�‚�o�w�Ó�é�Ä�¯�ç

�\�w�¯�Ú�ï�Å�w�¦�ï�å� �ï  �Ô�ç�Ó�p�x�z ���™�w�æ�æ�”�µ�p�±�Ù�”�Ä�^�•�”
���w�Ó�é�Ä�¯�ç�U
¯�Ô�^�•�”	Ô�ù�U�K�“�‡�b�{

�¯�Ú�ï�Å  �Þ�”�Å

�Ñ�•� �ž�¢�¥�”�ç  �Þ�”�Å �·�©�á�æ�Â�Ÿ  �¯�ï�Â�©�µ�Ä

�ç�”�Â�¿�Å �•�a �³�ï�¬�ç

�Ú�ç�½

�¯�ï�Â�©�µ�Ä �³�µ�Â�Ü

�¬�é�”�Ì�ç  �¯�ï�Ñ�Ÿ�ª�á�è�”
�³�ã�ï

• • • — —

�›�V  EXEC • • • — —

�æ�æ�”�µ �!�Ë�º�0

7.0(1) �\�w�¯�Ú�ï�Å�U�‹�Ö�^�•�‡�`�h�{

�¯�Ú�ï�Å 
†�Ì

clear crypto accelerator statistics �‰�ø�ž�«�·�å�è�”�»  MIB �º�w�¬�é�”�Ì�ç�s�w�-	Ø�C�S�‘�|
�ž�«�·�å�è�”�»�{���w�w�-	Ø�C�›	«�ˆ�`�‡�b�{

show crypto accelerator statistics �‰�ø�ž�«�·�å�è�”�»  MIB �º�w�¬�é�”�Ì�ç�s�w�-	Ø�C�S�‘�|
�ž�«�·�å�è�”�»�{���w�w�-	Ø�C�›
¯�Ô�`�‡�b�{

show crypto protocol statistics �‰�ø�ž�«�·�å�è�”�»  MIB �º�w�Ó�é�Ä�¯�ç�{���w�w�-	Ø�C�›

¯�Ô�`�‡�b�{
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clear dhcpd
DHCP �±�”�Ì�w�Ì� �ï�Ã�Ÿ�ï�¬�S�‘�|�w�-	Ø�C�›	«�ˆ�b�”�t�x�z clear dhcp �¯�Ú�ï�Å�›�–�;�`�‡�b�{

clear dhcpd {binding [IP_address] | statistics}

�³�ï�»�¿�«�µ�w
†�Ì

�Ã�Ñ�¥�ç�Ä �Ã�Ñ�¥�ç�Ä�w�ˆ�^�•�‹�x�K�“�‡�d�œ�{

�¯�Ú�ï�Å  �Þ�”�Å �Í�w
¯�x�z�\�w�¯�Ú�ï�Å�›�Ö�—�p�V�”�Þ�”�Å�›�Ô�`�o�M�‡�b�{

�¯�Ú�ï�Å�d�º

�–�;	Í�w�̈ � �Å�å� �ï clear dhcpd binding �¯�Ú�ï�Å�t�Ú�™�w  IP �ž�Å�è�µ�›���Š�h	Ô�ù�z�f�w  IP �ž�Å�è�µ�w�Ì� �ï�Ã�Ÿ�ï
�¬�i�Z�U	«�ˆ�^�•�‡�b�{

�b�‚�o�w  DHCP �±�”�Ì  �¯�Ú�ï�Å�›	«�ˆ�b�”�t�x�z clear configure dhcpd �¯�Ú�ï�Å�›�–�;�`�‡�b�{

�« �Í�w�«�p�x�z dhcpd �w�-	Ø�C�›	«�ˆ�b�”�M�O�›�Ô�`�‡�b�{

hostname(config)# clear dhcpd statistics

���È�¯�Ú�ï�Å

binding �b�‚�o�w�«�å� �ž�ï�Ä  �ž�Å�è�µ�w�Ì� �ï�Ã�Ÿ�ï�¬�›	«�ˆ�`�‡�b�{

IP_address �¦���`�h  IP �ž�Å�è�µ�w�Ì� �ï�Ã�Ÿ�ï�¬�›	«�ˆ�`�‡�b�{

statistics �w�-	Ø�C�§�¢�ï�»�›	«�ˆ�`�‡�b�{

�¯�Ú�ï�Å  �Þ�”�Å

�Ñ�•� �ž�¢�¥�”�ç  �Þ�”�Å �·�©�á�æ�Â�Ÿ  �¯�ï�Â�©�µ�Ä

�ç�”�Â�¿�Å �•�a �³�ï�¬�ç

�Ú�ç�½

�¯�ï�Â�©�µ�Ä �³�µ�Â�Ü

�¬�é�”�Ì�ç  �¯�ï�Ñ�Ÿ�ª�á�è�”
�³�ã�ï

• • • • —

�æ�æ�”�µ �!�Ë�º�0

�7�� �\�w�¯�Ú�ï�Å�x�7���w�‹�w�p�b�{

�¯�Ú�ï�Å 
†�Ì

clear configure dhcpd DHCP �±�”�Ì�w
ƒ���›�b�‚�o�_	†�`�‡�b�{

show dhcpd DHCP �w�Ì� �ï�Ã�Ÿ�ï�¬�z�w�-	Ø�C�z�‡�h�x	Ý�6	Ø�C�›
¯�Ô
�`�‡�b�{
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clear dhcprelay statistics
DHCP �æ�è�”�w�-	Ø�C�§�¢�ï�»�›	«�ˆ�b�”�t�x�z�›�V  EXEC �Þ�”�Å�p  clear dhcprelay statistics �¯�Ú
�ï�Å�›�–�;�`�‡�b�{  

clear dhcprelay statistics

�³�ï�»�¿�«�µ�w
†�Ì �\�w�¯�Ú�ï�Å�t�x�z�¾
:�‹�©�”�ë�”�Å�‹�K�“�‡�d�œ�{

�Ã�Ñ�¥�ç�Ä �Ã�Ñ�¥�ç�Ä�w�ˆ�^�•�‹�x�K�“�‡�d�œ�{

�¯�Ú�ï�Å  �Þ�”�Å �Í�w
¯�x�z�\�w�¯�Ú�ï�Å�›�Ö�—�p�V�”�Þ�”�Å�›�Ô�`�o�M�‡�b�{

�¯�Ú�ï�Å�d�º

�–�;	Í�w�̈ � �Å�å� �ï clear dhcprelay statistics �¯�Ú�ï�Å�x�z DHCP �æ�è�”�w�-	Ø�C�§�¢�ï�»�i�Z�›	«�ˆ�`�‡�b�{ DHCP �æ
�è�”  �¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï
¶�.�›	«�ˆ�b�”�t�x�z clear configure dhcprelay �¯�Ú�ï�Å�›�–�;�`�‡
�b�{

�« �Í�w�«�p�x�z DHCP �æ�è�”�w�-	Ø�C�›	«�ˆ�b�”�M�O�›�Ô�`�‡�b�{

hostname# clear dhcprelay statistics
hostname# 

���È�¯�Ú�ï�Å

�¯�Ú�ï�Å  �Þ�”�Å

�Ñ�•� �ž�¢�¥�”�ç  �Þ�”�Å �·�©�á�æ�Â�Ÿ  �¯�ï�Â�©�µ�Ä

�ç�”�Â�¿�Å �•�a �³�ï�¬�ç

�Ú�ç�½

�¯�ï�Â�©�µ�Ä �³�µ�Â�Ü

�›�V  EXEC • — • • —

�æ�æ�”�µ �!�Ë�º�0

�7�� �\�w�¯�Ú�ï�Å�x�7���w�‹�w�p�b�{

�¯�Ú�ï�Å 
†�Ì

clear configure dhcprelay DHCP �æ�è�”  �¤�”�´�£�ï�Ä�w
ƒ���›�b�‚�o�_	†�`�‡�b�{

debug dhcprelay DHCP �æ�è�”  �¤�”�´�£�ï�Ä�t���b�”�Ã�Ì�¿�¬	Ø�C�›
¯�Ô�`
�‡�b�{

show dhcprelay statistics DHCP �æ�è�”  �¤�”�´�£�ï�Ä�w�w�-	Ø�C�›
¯�Ô�`�‡�b�{

show running-config dhcprelay �q�O�w  DHCP �æ�è�”  �¤�”�´�£�ï�Ä  �¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï
�›
¯�Ô�`�‡�b�{
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clear dns-hosts cache
DNS �©�ß�¿�³�á�›	«�ˆ�b�”�t�x�z �›�V  EXEC �Þ�”�Å�p  clear dns-hosts cache �¯�Ú�ï�Å�›�–�;�`�‡�b�{
�\�w�¯�Ú�ï�Å�x�z name �¯�Ú�ï�Å�p�å�C�`�h�µ�»�Â�Ÿ�¿�«  �¤�ï�Ä�æ�›	«�ˆ�`�‡�d�œ�{

clear dns-hosts cache

�³�ï�»�¿�«�µ�w
†�Ì �\�w�¯�Ú�ï�Å�t�x�z�¾
:�‹�©�”�ë�”�Å�‹�K�“�‡�d�œ�{

�Ã�Ñ�¥�ç�Ä �Ã�Ñ�¥�ç�Ä�w�ˆ�^�•�‹�x�K�“�‡�d�œ�{

�¯�Ú�ï�Å  �Þ�”�Å �Í�w
¯�x�z�\�w�¯�Ú�ï�Å�›�Ö�—�p�V�”�Þ�”�Å�›�Ô�`�o�M�‡�b�{

�¯�Ú�ï�Å�d�º

�« �Í�w�«�p�x�z DNS �©�ß�¿�³�á�›	«�ˆ�`�‡�b�{

hostname# clear dns-hosts cache

���È�¯�Ú�ï�Å

�¯�Ú�ï�Å  �Þ�”�Å

�Ñ�•� �ž�¢�¥�”�ç  �Þ�”�Å �·�©�á�æ�Â�Ÿ  �¯�ï�Â�©�µ�Ä

�ç�”�Â�¿�Å �•�a �³�ï�¬�ç

�Ú�ç�½

�¯�ï�Â�©�µ�Ä �³�µ�Â�Ü

�›�V  EXEC • • • • —

�æ�æ�”�µ �!�Ë�º�0

7.0(1) �\�w�¯�Ú�ï�Å�U�‹�Ö�^�•�‡�`�h�{

�¯�Ú�ï�Å 
†�Ì

dns domain-lookup �·�©�á�æ�Â�Ÿ  �ž�Ó�å� �ž�ï�µ�U�É�”�Ü  �ç�¿�«�ž�¿�Ó�›�î�æ�p�V�”�‘�O�t
�`�‡�b�{

dns name-server DNS �±�”�Ì�w�ž�Å�è�µ�›
ƒ���`�‡�b�{

dns retries �·�©�á�æ�Â�Ÿ  �ž�Ó�å� �ž�ï�µ�U� �t�›	!	ô�`�s�M�q�V�t�z�°�È�w  DNS
�±�”�Ì�•�w�ž�«�·�µ�›�6�¼�æ�b�”�s
:�›�¦���`�‡�b�{

dns timeout �Í�w  DNS �±�”�Ì�›�¼�b�‡�p�t�4�m�Ì���›�¦���`�‡�b�{

show dns-hosts DNS �©�ß�¿�³�á�›
¯�Ô�`�‡�b�{
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clear failover statistics
�Ñ�£�”�ç�¦�”�Ì�”�w�-	Ø�C�§�¢�ï�»�›	«�ˆ�b�”�t�x�z �›�V  EXEC �Þ�”�Å�p  clear failover statistics �¯
�Ú�ï�Å�›�–�;�`�‡�b�{  

clear failover statistics

�³�ï�»�¿�«�µ�w
†�Ì �\�w�¯�Ú�ï�Å�t�x�z�¾
:�‹�©�”�ë�”�Å�‹�K�“�‡�d�œ�{

�Ã�Ñ�¥�ç�Ä �Ã�Ñ�¥�ç�Ä�w�ˆ�^�•�‹�x�K�“�‡�d�œ�{

�¯�Ú�ï�Å  �Þ�”�Å �Í�w
¯�x�z�\�w�¯�Ú�ï�Å�›�Ö�—�p�V�”�Þ�”�Å�›�Ô�`�o�M�‡�b�{

�¯�Ú�ï�Å�d�º

�–�;	Í�w�̈ � �Å�å� �ï �\�w�¯�Ú�ï�Å�x�z show failover statistics �¯�Ú�ï�Å�p
¯�Ô�^�•�”�w�-	Ø�C�S�‘�|  show failover �¯�Ú�ï
�Å	Z�—�w Stateful Failover Logical Update Statistics �·�«�³�ã�ï�w�§�¢�ï�»�›	«�ˆ�`�‡�b�{ �Ñ�£�”�ç�¦�”
�Ì�”  �¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï�›�_	†�b�”�t�x�z clear configure failover �¯�Ú�ï�Å�›�–�;�`�‡�b�{

�« �Í�w�«�p�x�z�Ñ�£�”�ç�¦�”�Ì�”�w�-	Ø�C�§�¢�ï�»�›	«�ˆ�b�”�M�O�›�Ô�`�‡�b�{

hostname# clear failover statistics
hostname# 

���È�¯�Ú�ï�Å

�¯�Ú�ï�Å  �Þ�”�Å

�Ñ�•� �ž�¢�¥�”�ç  �Þ�”�Å �·�©�á�æ�Â�Ÿ  �¯�ï�Â�©�µ�Ä

�ç�”�Â�¿�Å �•�a �³�ï�¬�ç

�Ú�ç�½

�¯�ï�Â�©�µ�Ä �³�µ�Â�Ü

�›�V  EXEC • • • • •

�æ�æ�”�µ �!�Ë�º�0

�7�� �\�w�¯�Ú�ï�Å�U�‹�Ö�^�•�‡�`�h�{

�¯�Ú�ï�Å 
†�Ì

debug fover �Ñ�£�”�ç�¦�”�Ì�”�w�Ã�Ì�¿�¬	Ø�C�›
¯�Ô�`�‡�b�{

show failover �Ñ�£�”�ç�¦�”�Ì�”  �¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï�t���b�”	Ø�C�S�‘�|�ˆ�^�w�-
	Ø�C�›
¯�Ô�`�‡�b�{
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clear fragment
IP �Ñ�å�¬�Ý�ï�Ä�6�Ï
R�Þ�´�á�”�ç�w�á�;�Ã�”�»�›	«�ˆ�b�”�t�x�z �›�V  EXEC �Þ�”�Å�p  clear fragment
�¯�Ú�ï�Å�›�Ö�—�`�‡�b�{�\�w�¯�Ú�ï�Å�x�z�q�O�©�á�”�t�Ö�l�o�M�”�6
Ê�ˆ�q�o�›�4�l�o�M�”�Ñ�å�¬
�Ý�ï�Ä�¢ queue �©�”�ë�”�Å�U�Ö�—�^�•�o�M�”	Ô�ù�£�‡�h�x�b�‚�o�w  IP �Ñ�å�¬�Ý�ï�Ä�6�Ï
R�w�-	Ø�C

�¢ statistics �©�”�ë�”�Å�U�Ö�—�^�•�o�M�”	Ô�ù�£�w�M�c�•�T�›	«�ˆ�`�‡�b�{�w�-	Ø�C�x�z�6
Ê�ˆ�q�o�t

R�­�`�h�Ñ�å�¬�Ý�ï�Ä  �½�£�”�ï�w
:�z�6
Ê�ˆ�q�o�t�æ

�`�h�½�£�”�ï�w
:�z�S�‘�|�7�G�±� �¶�w�Ò
�a�t�‘�l�o�Ì�¿�Ñ�•�w�¦�”�Ì�”�Ñ�é�”�U
C
\�`�h�s
:�›�Ô�b�§�¢�ï�»�p�b�{

clear fragment { queue | statistics} [ interface]

�³�ï�»�¿�«�µ�w
†�Ì

�Ã�Ñ�¥�ç�Ä interface �U�¦���^�•�o�M�s�M	Ô�ù�z�\�w�¯�Ú�ï�Å�x�b�‚�o�w� �ï�»�”�Ñ�£� �µ�t�&�;�^�•�‡�b�{

�¯�Ú�ï�Å  �Þ�”�Å �Í�w
¯�x�z�\�w�¯�Ú�ï�Å�›�Ö�—�p�V�”�Þ�”�Å�›�Ô�`�o�M�‡�b�{

�¯�Ú�ï�Å�d�º

�« �Í�w�«�p�x�z IP �Ñ�å�¬�Ý�ï�Ä�6�Ï
R�Þ�´�á�”�ç�w�á�;�Ã�”�»�›	«�ˆ�b�”�M�O�›�Ô�`�‡�b�{

hostname# clear fragment queue

���È�¯�Ú�ï�Å

interface �¢�¦�Ó�³�ã�ï�£�·�©�á�æ�Â�Ÿ  �ž�Ó�å� �ž�ï�µ�w� �ï�»�”�Ñ�£� �µ�›�¦���`
�‡�b�{

queue IP �Ñ�å�¬�Ý�ï�Ä�6�Ï
R�©�á�”�›	«�ˆ�`�‡�b�{

statistics IP �Ñ�å�¬�Ý�ï�Ä�6�Ï
R�w�-	Ø�C�›	«�ˆ�`�‡�b�{

�¯�Ú�ï�Å  �Þ�”�Å

�Ñ�•� �ž�¢�¥�”�ç  �Þ�”�Å �·�©�á�æ�Â�Ÿ  �¯�ï�Â�©�µ�Ä

�ç�”�Â�¿�Å �•�a �³�ï�¬�ç

�Ú�ç�½

�¯�ï�Â�©�µ�Ä �³�µ�Â�Ü

�›�V  EXEC • • • • —

�æ�æ�”�µ �!�Ë�º�0

7.0(1) �\�w�¯�Ú�ï�Å�x�z �á�;�Ã�”�»�w	«�ˆ�q�¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï  �Ã�”�»�w	«
�ˆ�›�à���b�”�h�Š�z clear fragment �q  clear configure fragment �w 2 �m�w�¯�Ú
�ï�Å�t
ü�Z�’�•�‡�`�h�{

�¯�Ú�ï�Å 
†�Ì

clear configure fragment IP �Ñ�å�¬�Ý�ï�Ä�6�Ï
R�¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï�›	«�ˆ�`�z �Ã
�Ñ�¥�ç�Ä�t�æ�·�¿�Ä�`�‡�b�{

fragment �›���s�Í�­�¿�Ä  �Ñ�å�¬�Ý�ï�Ä�=�w���g�›���™�`�o�z NFS �q
�w�“�õ
Q�›�~
³�`�‡�b�{

show fragment IP �Ñ�å�¬�Ý�ï�Ä�6�Ï
R�Þ�´�á�”�ç�w�á�;�Ã�”�»�›
¯�Ô�`�‡
�b�{

show running-config fragment IP �Ñ�å�¬�Ý�ï�Ä�6�Ï
R�¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï�›
¯�Ô�`�‡
�b�{
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clear gc
�¨�”�Õ�¿�´  �¯�è�«�³�ã�ï  �Ó�é�·�µ�w�w�-	Ø�C�›�_	†�b�”�t�x�z�›�V  EXEC �Þ�”�Å�p  clear gc �¯�Ú
�ï�Å�›�–�;�`�‡�b�{  

clear gc

�³�ï�»�¿�«�µ�w
†�Ì �\�w�¯�Ú�ï�Å�t�x�z�¾
:�‹�©�”�ë�”�Å�‹�K�“�‡�d�œ�{

�Ã�Ñ�¥�ç�Ä �Ã�Ñ�¥�ç�Ä�w�ˆ�^�•�‹�x�K�“�‡�d�œ�{

�¯�Ú�ï�Å  �Þ�”�Å �Í�w
¯�x�z�\�w�¯�Ú�ï�Å�›�Ö�—�p�V�”�Þ�”�Å�›�Ô�`�o�M�‡�b�{

�¯�Ú�ï�Å�d�º

�« �Í�w�«�p�x�z�¨�”�Õ�¿�´  �¯�è�«�³�ã�ï  �Ó�é�·�µ�w�w�-	Ø�C�›�_	†�b�”�M�O�›�Ô�`�‡�b�{

hostname# clear gc

���È�¯�Ú�ï�Å

�¯�Ú�ï�Å  �Þ�”�Å

�Ñ�•� �ž�¢�¥�”�ç  �Þ�”�Å �·�©�á�æ�Â�Ÿ  �¯�ï�Â�©�µ�Ä

�ç�”�Â�¿�Å �•�a �³�ï�¬�ç

�Ú�ç�½

�¯�ï�Â�©�µ�Ä �³�µ�Â�Ü

�›�V  EXEC • • • — •

�æ�æ�”�µ �!�Ë�º�0

7.0(1) �\�w�¯�Ú�ï�Å�U�‹�Ö�^�•�‡�`�h�{

�¯�Ú�ï�Å 
†�Ì

show gc �¨�”�Õ�¿�´  �¯�è�«�³�ã�ï  �Ó�é�·�µ�w�w�-	Ø�C�›
¯�Ô�`�‡�b�{
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clear igmp counters
�b�‚�o�w  IGMP �§�¢�ï�»�›	«�ˆ�b�”�t�x�z�›�V  EXEC �Þ�”�Å�p  clear igmp counters �¯�Ú�ï�Å�›�–�;
�`�‡�b�{  

clear igmp counters [if_name]

�³�ï�»�¿�«�µ�w
†�Ì

�\�w�¯�Ú�ï�Å�t�x�z�¾
:�‹�©�”�ë�”�Å�‹�K�“�‡�d�œ�{

�Ã�Ñ�¥�ç�Ä �Ã�Ñ�¥�ç�Ä�w�ˆ�^�•�‹�x�K�“�‡�d�œ�{

�¯�Ú�ï�Å  �Þ�”�Å �Í�w
¯�x�z�\�w�¯�Ú�ï�Å�›�Ö�—�p�V�”�Þ�”�Å�›�Ô�`�o�M�‡�b�{

�¯�Ú�ï�Å�d�º

�« �Í�w�«�p�x�z IGMP �w�-	Ø�C�§�¢�ï�»�›	«�ˆ�`�‡�b�{

hostname# clear igmp counters

���È�¯�Ú�ï�Å

if_name nameif �¯�Ú�ï�Å�p�¦���^�•�h� �ï�»�”�Ñ�£� �µ�w�Ê
²�{ �\�w�¯�Ú�ï�Å�t� 
�ï�»�”�Ñ�£� �µ�w�Ê
²�›���Š�”�q�z�¦���`�h� �ï�»�”�Ñ�£� �µ�w�§�¢�ï�»
�i�Z�U	«�ˆ�^�•�‡�b�{

�¯�Ú�ï�Å  �Þ�”�Å

�Ñ�•� �ž�¢�¥�”�ç  �Þ�”�Å �·�©�á�æ�Â�Ÿ  �¯�ï�Â�©�µ�Ä

�ç�”�Â�¿�Å �•�a �³�ï�¬�ç

�Ú�ç�½

�¯�ï�Â�©�µ�Ä �³�µ�Â�Ü

�›�V  EXEC • — • — —

�æ�æ�”�µ �!�Ë�º�0

7.0(1) �\�w�¯�Ú�ï�Å�U�‹�Ö�^�•�‡�`�h�{  

�¯�Ú�ï�Å 
†�Ì

clear igmp group �U	Z�^�•�h�¬�ç�”�Ó�›  IGMP �¬�ç�”�Ó  �©�ß�¿�³�á�T�’	«�ˆ�`�‡�b�{

clear igmp traffic IGMP �Ä�å�Ñ�Ÿ�¿�«  �§�¢�ï�»�›	«�ˆ�`�‡�b�{
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clear igmp group
IGMP �¬�ç�”�Ó  �©�ß�¿�³�á�T�’�U	Z�^�•�h�¬�ç�”�Ó�›	«�ˆ�b�”�t�x�z�›�V  EXEC �Þ�”�Å�p  clear
igmp �¯�Ú�ï�Å�›�–�;�`�‡�b�{  

clear igmp group [group | interface name]

�³�ï�»�¿�«�µ�w
†�Ì

�Ã�Ñ�¥�ç�Ä �Ã�Ñ�¥�ç�Ä�w�ˆ�^�•�‹�x�K�“�‡�d�œ�{

�¯�Ú�ï�Å  �Þ�”�Å �Í�w
¯�x�z�\�w�¯�Ú�ï�Å�›�Ö�—�p�V�”�Þ�”�Å�›�Ô�`�o�M�‡�b�{

�¯�Ú�ï�Å�d�º

�–�;	Í�w�̈ � �Å�å� �ï �¬�ç�”�Ó�‡�h�x� �ï�»�”�Ñ�£� �µ�›�¦���`�s�M	Ô�ù�x�z�b�‚�o�w� �ï�»�”�Ñ�£� �µ�T�’�b�‚�o�w�¬
�ç�”�Ó�U	«�ˆ�^�•�‡�b�{ �¬�ç�”�Ó�›�¦���`�h	Ô�ù�x�z �f�w�¬�ç�”�Ó�w�¤�ï�Ä�æ�i�Z�U	«�ˆ�^�•�‡�b�{
� �ï�»�”�Ñ�£� �µ�›�¦���`�h	Ô�ù�x�z�f�w� �ï�»�”�Ñ�£� �µ�w�b�‚�o�w�¬�ç�”�Ó�U	«�ˆ�^�•�‡�b�{
�¬�ç�”�Ó�q� �ï�»�”�Ñ�£� �µ�w�†�M�›�¦���`�h	Ô�ù�x�z�¦���`�h� �ï�»�”�Ñ�£� �µ�w�¦���`�h�¬
�ç�”�Ó�i�Z�U	«�ˆ�^�•�‡�b�{  

�\�w�¯�Ú�ï�Å�x�µ�»�Â�Ÿ�¿�«�t
ƒ���^�•�h�¬�ç�”�Ó�›	«�ˆ�`�‡�d�œ�{

�« �Í�w�«�p�x�z IGMP �¬�ç�”�Ó  �©�ß�¿�³�á�T�’�U	Z�^�•�h�b�‚�o�w  IGMP �¬�ç�”�Ó�›	«�ˆ�b�”�M�O�›
�Ô�`�‡�b�{

hostname# clear igmp group

���È�¯�Ú�ï�Å

group IGMP �¬�ç�”�Ó  �ž�Å�è�µ�{�©�ß�¿�³�á�T�’�¦���`�h�¬�ç�”�Ó�›�_	†�b�”�›
���w�¬�ç�”�Ó�›�¦���`�‡�b�{

interface name namif �¯�Ú�ï�Å�p�¦���^�•�h� �ï�»�”�Ñ�£� �µ�w�Ê
²�{�¦���`�h	Ô�ù�x�z
� �ï�»�”�Ñ�£� �µ�t���È
Ç�Z�’�•�h�b�‚�o�w�¬�ç�”�Ó�U�_	†�^�•�‡�b�{

�¯�Ú�ï�Å  �Þ�”�Å

�Ñ�•� �ž�¢�¥�”�ç  �Þ�”�Å �·�©�á�æ�Â�Ÿ  �¯�ï�Â�©�µ�Ä

�ç�”�Â�¿�Å �•�a �³�ï�¬�ç

�Ú�ç�½

�¯�ï�Â�©�µ�Ä �³�µ�Â�Ü

�›�V  EXEC • — • — —

�æ�æ�”�µ �!�Ë�º�0

�7�� �\�w�¯�Ú�ï�Å�x�7���w�‹�w�p�b�{

�¯�Ú�ï�Å 
†�Ì

clear igmp counters �b�‚�o�w  IGMP �§�¢�ï�»�›	«�ˆ�`�‡�b�{

clear igmp traffic IGMP �Ä�å�Ñ�Ÿ�¿�«  �§�¢�ï�»�›	«�ˆ�`�‡�b�{
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clear igmp traffic
IGMP �Ä�å�Ñ�Ÿ�¿�«  �§�¢�ï�»�›	«�ˆ�b�”�t�x�z�›�V  EXEC �Þ�”�Å�p  clear igmp traffic  �¯�Ú�ï�Å�›�–
�;�`�‡�b�{  

clear igmp traffic

�³�ï�»�¿�«�µ�w
†�Ì �\�w�¯�Ú�ï�Å�t�x�z�¾
:�‹�©�”�ë�”�Å�‹�K�“�‡�d�œ�{

�Ã�Ñ�¥�ç�Ä �Ã�Ñ�¥�ç�Ä�w�ˆ�^�•�‹�x�K�“�‡�d�œ�{

�¯�Ú�ï�Å  �Þ�”�Å �Í�w
¯�x�z�\�w�¯�Ú�ï�Å�›�Ö�—�p�V�”�Þ�”�Å�›�Ô�`�o�M�‡�b�{

�¯�Ú�ï�Å�d�º

�« �Í�w�«�p�x�z IGMP �w�-	Ø�C�Ä�å�Ñ�Ÿ�¿�«  �§�¢�ï�»�›	«�ˆ�`�‡�b�{

hostname# clear igmp traffic

���È�¯�Ú�ï�Å

�¯�Ú�ï�Å  �Þ�”�Å

�Ñ�•� �ž�¢�¥�”�ç  �Þ�”�Å �·�©�á�æ�Â�Ÿ  �¯�ï�Â�©�µ�Ä

�ç�”�Â�¿�Å �•�a �³�ï�¬�ç

�Ú�ç�½

�¯�ï�Â�©�µ�Ä �³�µ�Â�Ü

�›�V  EXEC • — • — —

�æ�æ�”�µ �!�Ë�º�0

7.0(1) �\�w�¯�Ú�ï�Å�U�‹�Ö�^�•�‡�`�h�{  

�¯�Ú�ï�Å 
†�Ì

clear igmp group �U	Z�^�•�h�¬�ç�”�Ó�›  IGMP �¬�ç�”�Ó  �©�ß�¿�³�á�T�’	«�ˆ�`�‡�b�{

clear igmp counters �b�‚�o�w  IGMP �§�¢�ï�»�›	«�ˆ�`�‡�b�{
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clear interface
� �ï�»�”�Ñ�£� �µ�w�-	Ø�C�›	«�ˆ�b�”�t�x�z�›�V  EXEC �Þ�”�Å�p  clear interface �¯�Ú�ï�Å�›�–�;�`
�‡�b�{

clear interface [physical_interface[.subinterface] | mapped_name | interface_name]

�³�ï�»�¿�«�µ�w
†�Ì

�Ã�Ñ�¥�ç�Ä �Ã�Ñ�¥�ç�Ä�p�x�z�\�w�¯�Ú�ï�Å�x�b�‚�o�w� �ï�»�”�Ñ�£� �µ�w�-	Ø�C�›	«�ˆ�`�‡�b�{

�¯�Ú�ï�Å  �Þ�”�Å �Í�w
¯�x�z�\�w�¯�Ú�ï�Å�›�Ö�—�p�V�”�Þ�”�Å�›�Ô�`�o�M�‡�b�{

�¯�Ú�ï�Å�d�º

�–�;	Í�w�̈ � �Å�å� �ï clear interface �¯�Ú�ï�Å�x�z�Ö�—�Ì� �Ä
:�Ž�Ž�w� �ï�»�”�Ñ�£� �µ�w�w�-	Ø�C�›�b�‚�o	«�ˆ�`�‡�b�{
� �ï�»�”�Ñ�£� �µ�w�-	Ø�C�w	Ä�I�t�m�M�o�x�z show interface �¯�Ú�ï�Å�›�€	°�`�o�X�i�^�M�{

� �ï�»�”�Ñ�£� �µ�U�¯�ï�Â�©�µ�Ä���p�ž���^�•�o�M�”	Ô�ù�t�¯�ï�Â�©�µ�Ä�º�p�\�w�¯�Ú�ï�Å�›�Ö
�—�b�”�q�z�·�©�á�æ�Â�Ÿ  �ž�Ó�å� �ž�ï�µ�x�q�O�w�¯�ï�Â�©�µ�Ä�w�w�-	Ø�C�i�Z�›	«�ˆ�`�‡�b�{�³�µ
�Â�Ü�î�æ�µ�Ö�”�µ�p�\�w�¯�Ú�ï�Å�›�Ö�—�`�h	Ô�ù�z �·�©�á�æ�Â�Ÿ  �ž�Ó�å� �ž�ï�µ�x�A�ù�^�•�h�w�-
	Ø�C�›	«�ˆ�`�‡�b�{

� �ï�»�”�Ñ�£� �µ�Ê�›�³�µ�Â�Ü�î�æ�µ�Ö�”�µ�p�–�;�b�”�\�q�x�p�V�‡�d�œ�{�\�•�x�z nameif �¯�Ú�ï
�Å�x�¯�ï�Â�©�µ�Ä�º�p�w�ˆ�–�;�p�V�”�h�Š�p�b�{�‰�7�t�z allocate-interface �¯�Ú�ï�Å�›�–�;�`�o� 
�ï�»�”�Ñ�£� �µ  ID �›�Ú�¿�Ð�ï�¬�Ê�t�Ú�¿�Ð�ï�¬�`�h	Ô�ù�z�f�w�Ú�¿�Ð�ï�¬�Ê�x�¯�ï�Â�©�µ�Ä�º�p
�w�ˆ�–�;�p�V�‡�b�{

�« �Í�w�«�p�x�z� �ï�»�”�Ñ�£� �µ�w�-	Ø�C�›�b�‚�o	«�ˆ�`�‡�b�{

hostname# clear interface

interface_name �¢�¦�Ó�³�ã�ï�£ nameif �¯�Ú�ï�Å�p
ƒ���`�h� �ï�»�”�Ñ�£� �µ�Ê�›�¦���`�‡
�b�{

mapped_name �¢�¦�Ó�³�ã�ï�£�Ú�ç�½  �¯�ï�Â�©�µ�Ä  �Þ�”�Å�p�z�Ú�¿�Ð�ï�¬�Ê�›  
allocate-interface �¯�Ú�ï�Å�›�–�;�`�o�Â�“�p�o�h	Ô�ù�z�f�w�Ê
²�›�¦���`
�‡�b�{

physical_interface �¢�¦�Ó�³�ã�ï�£� �ï�»�”�Ñ�£� �µ  ID�¢ gigabitethernet0/1 �s�r�£�›�¦���`�‡
�b�{�–�;�p�V�”�‹�t�m�M�o�x�z interface �¯�Ú�ï�Å�›�€	°�`�o�X�i�^�M�{

subinterface �¢�¦�Ó�³�ã�ï�£�æ�g�±�Ò� �ï�»�”�Ñ�£� �µ�›�Ô�b  1 �™ 4294967293 �w
T
:�›
�¦���`�‡�b�{

�¯�Ú�ï�Å  �Þ�”�Å

�Ñ�•� �ž�¢�¥�”�ç  �Þ�”�Å �·�©�á�æ�Â�Ÿ  �¯�ï�Â�©�µ�Ä

�ç�”�Â�¿�Å �•�a �³�ï�¬�ç

�Ú�ç�½

�¯�ï�Â�©�µ�Ä �³�µ�Â�Ü

�›�V  EXEC • • • • •

�æ�æ�”�µ �!�Ë�º�0

�7�� �\�w�¯�Ú�ï�Å�x�7���w�‹�w�p�b�{
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���È�¯�Ú�ï�Å

clear ip audit count
���*�Ù�æ�³�”�w�°�•�b�”�³�¬�Ç�½�ß
:�›	«�ˆ�b�”�t�x�z�›�V  EXEC �Þ�”�Å�p  clear ip audit count �¯
�Ú�ï�Å�›�–�;�`�‡�b�{

clear ip audit count [global | interface interface_name]

�³�ï�»�¿�«�µ�w
†�Ì

�Ã�Ñ�¥�ç�Ä �©�”�ë�”�Å�›�¦���`�s�M	Ô�ù�z�\�w�¯�Ú�ï�Å�x�b�‚�o�w� �ï�»�”�Ñ�£� �µ�w�°�•�›	«�ˆ�`�‡�b
�¢ global�£�{

�¯�Ú�ï�Å  �Þ�”�Å �Í�w
¯�x�z�\�w�¯�Ú�ï�Å�›�Ö�—�p�V�”�Þ�”�Å�›�Ô�`�o�M�‡�b�{

�¯�Ú�ï�Å�d�º

�« �Í�w�«�p�x�z�b�‚�o�w� �ï�»�”�Ñ�£� �µ�w
:�›	«�ˆ�`�‡�b�{

hostname# clear ip audit count

���È�¯�Ú�ï�Å

�¯�Ú�ï�Å 
†�Ì

clear configure interface � �ï�»�”�Ñ�£� �µ  �¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï�›	«�ˆ�`�‡�b�{

interface � �ï�»�”�Ñ�£� �µ�›
ƒ���`�z � �ï�»�”�Ñ�£� �µ  �¯�ï�Ñ�Ÿ�ª�á
�è�”�³�ã�ï  �Þ�”�Å�t�Ö�“�‡�b�{

show interface � �ï�»�”�Ñ�£� �µ�w�å�ï�»� �Ü  �µ�Â�”�»�µ�q�w�-	Ø�C�›
¯
�Ô�`�‡�b�{

show running-config interface � �ï�»�”�Ñ�£� �µ�w�¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï�›
¯�Ô�`�‡�b�{

global �¢�Ã�Ñ�¥�ç�Ä�£�b�‚�o�w� �ï�»�”�Ñ�£� �µ�w�°�•�b�”
:�›	«�ˆ�`�‡�b�{

interface interface_name �¢�¦�Ó�³�ã�ï�£�¦���`�h� �ï�»�”�Ñ�£� �µ�w�°�•�b�”
:�›	«�ˆ�`�‡�b�{

�¯�Ú�ï�Å  �Þ�”�Å

�Ñ�•� �ž�¢�¥�”�ç  �Þ�”�Å �·�©�á�æ�Â�Ÿ  �¯�ï�Â�©�µ�Ä

�ç�”�Â�¿�Å �•�a �³�ï�¬�ç

�Ú�ç�½

�¯�ï�Â�©�µ�Ä �³�µ�Â�Ü

�›�V  EXEC • • • • —

�æ�æ�”�µ �!�Ë�º�0

�7�� �\�w�¯�Ú�ï�Å�x�7���w�‹�w�p�b�{

�¯�Ú�ï�Å 
†�Ì

ip audit interface � �ï�»�”�Ñ�£� �µ�t���*�Ù�æ�³�”�›�Â�“�p�o�‡�b�{

ip audit name �Í�­�¿�Ä�U�È�8�³�¬�Ç�½�ß�‡�h�x	Ø�C�³�¬�Ç�½�ß�t�°�•�`
�h	Ô�ù�t�î�æ�b�”�ž�«�³�ã�ï�›�¦���b�”�z�Ê
²
Ç�V���*�Ù�æ
�³�”�›�^
R�`�‡�b�{

show ip audit count ���*�Ù�æ�³�”�w�°�•�b�”�³�¬�Ç�½�ß�w
:�›
¯�Ô�`�‡�b�{

show running-config ip audit attack ip audit attack �¯�Ú�ï�Å�w�¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï�›
¯�Ô�`
�‡�b�{
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clear ip verify statistics
Unicast RPF �w�-	Ø�C�›	«�ˆ�b�”�t�x�z�›�V  EXEC �Þ�”�Å�p  clear ip verify statistics �¯�Ú�ï�Å�›�–�;
�`�‡�b�{ Unicast RPF �›� �É�”�Ò�ç�t�b�”�t�x�z ip verify reverse-path �¯�Ú�ï�Å�›�€	°�`�o�X�i�^�M�{

clear ip verify statistics [interface interface_name]

�³�ï�»�¿�«�µ�w
†�Ì

�Ã�Ñ�¥�ç�Ä �Ã�Ñ�¥�ç�Ä�w�ˆ�^�•�‹�x�K�“�‡�d�œ�{

�¯�Ú�ï�Å  �Þ�”�Å �Í�w
¯�x�z�\�w�¯�Ú�ï�Å�›�Ö�—�p�V�”�Þ�”�Å�›�Ô�`�o�M�‡�b�{

�¯�Ú�ï�Å�d�º

�« �Í�w�«�p�x�z Unicast RPF �w�-	Ø�C�›	«�ˆ�`�‡�b�{

hostname# clear ip verify statistics

���È�¯�Ú�ï�Å

interface interface_name Unicast RPF �w�-	Ø�C�›	«�ˆ�b�”� �ï�»�”�Ñ�£� �µ�›
ƒ���`�‡�b�{

�¯�Ú�ï�Å  �Þ�”�Å

�Ñ�•� �ž�¢�¥�”�ç  �Þ�”�Å �·�©�á�æ�Â�Ÿ  �¯�ï�Â�©�µ�Ä

�ç�”�Â�¿�Å �•�a �³�ï�¬�ç

�Ú�ç�½

�¯�ï�Â�©�µ�Ä �³�µ�Â�Ü

�›�V  EXEC • — • • —

�æ�æ�”�µ �!�Ë�º�0

�7�� �\�w�¯�Ú�ï�Å�x�7���w�‹�w�p�b�{

�¯�Ú�ï�Å 
†�Ì

clear configure ip verify reverse-path ip verify reverse-path �¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï�›	«
�ˆ�`�‡�b�{

ip verify reverse-path Unicast Reverse Path Forwarding �;�ó�›� �É�”�Ò�ç�t
�`�o  IP �µ�Ó�”�Ñ�Ÿ�ï�¬�›�w�­�`�‡�b�{

show ip verify statistics Unicast RPF �w�w�-	Ø�C�›
¯�Ô�`�‡�b�{

show running-config ip verify reverse-path ip verify reverse-path �¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï�›
¯
�Ô�`�‡�b�{
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clear ipsec sa
IPSec SA �›�ì
¶�t	«�ˆ�z�‡�h�x�¦���`�h�Í�å�Ý�”�»�t�,�n�M�o	«�ˆ�b�”�t�x�z �¬�é�”�Ì�ç  �¯�ï�Ñ�Ÿ
�ª�á�è�”�³�ã�ï  �Þ�”�Å�S�‘�|�›�V  EXEC �Þ�”�Å�p  clear ipsec sa �¯�Ú�ï�Å�›�–�;�`�‡�b�{�E�8�w��
�Ü clear crypto ipsec sa �‹�–�;�p�V�‡�b�{

clear ipsec sa [counters | entry peer-addr protocol spi | peer peer-addr | map map-name] 

�³�ï�»�¿�«�µ�w
†�Ì

�Ã�Ñ�¥�ç�Ä �Ã�Ñ�¥�ç�Ä�w�ˆ�^�•�‹�x�K�“�‡�d�œ�{

�¯�Ú�ï�Å  �Þ�”�Å �Í�w
¯�x�z�\�w�¯�Ú�ï�Å�›�Ö�—�p�V�”�Þ�”�Å�›�Ô�`�o�M�‡�b�{

�¯�Ú�ï�Å�d�º

�« �¬�é�”�Ì�ç  �¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï  �Þ�”�Å�p�Ö�—�`�h�Í�w�«�p�x�z�b�‚�o�w  IPSec SA �§�¢�ï�»�›
	«�ˆ�`�‡�b�{

hostname(config)# clear ipsec sa counters
hostname(config)# 

���È�¯�Ú�ï�Å

counters �¢�¦�Ó�³�ã�ï�£�b�‚�o�w�§�¢�ï�»�›	«�ˆ�`�‡�b�{

entry �¢�¦�Ó�³�ã�ï�£�¦���`�h  IPSec �Ð�ž�z�Ó�é�Ä�¯�ç�z�S�‘�|  SPI �w IPSec SA
�›	«�ˆ�`�‡�b�{

map map-name �¢�¦�Ó�³�ã�ï�£�¦���`�h�‰�ø�Ú�¿�Ó�w  IPSec SA �›	«�ˆ�`�‡�b�{

peer �¢�¦�Ó�³�ã�ï�£�¦���`�h�Ð�ž�w  IPSec SA �›	«�ˆ�`�‡�b�{

peer-addr IPSec �Ð�ž�w  IP �ž�Å�è�µ�›�¦���`�‡�b�{

protocol IPSec �Ó�é�Ä�¯�ç  esp �‡�h�x  ah �›�¦���`�‡�b�{

spi IPSec SPI �›�¦���`�‡�b�{

�¯�Ú�ï�Å  �Þ�”�Å

�Ñ�•� �ž�¢�¥�”�ç  �Þ�”�Å �·�©�á�æ�Â�Ÿ  �¯�ï�Â�©�µ�Ä

�ç�”�Â�¿�Å �•�a �³�ï�¬�ç

�Ú�ç�½

�¯�ï�Â�©�µ�Ä �³�µ�Â�Ü

�¬�é�”�Ì�ç  �¯�ï�Ñ�Ÿ�ª�á�è�”
�³�ã�ï

• • • — —

�›�V  EXEC • • • — —

�æ�æ�”�µ �!�Ë�º�0

�7�� �\�w�¯�Ú�ï�Å�x�7���w�‹�w�p�b�{

�¯�Ú�ï�Å 
†�Ì

show ipsec sa �¦���`�h�Í�å�Ý�”�»�t�,�n�M�o  IPSec SA �›
¯�Ô�`�‡�b�{

show ipsec stats IPSec �Ñ�é�”  MIB �T�’�w�¬�é�”�Ì�ç  IPSec �w�-	Ø�C�›
¯�Ô�`�‡�b�{
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clear ipv6 access-list counters
IPv6 �ž�«�·�µ  �æ�µ�Ä�w�-	Ø�C�§�¢�ï�»�›	«�ˆ�b�”�t�x�z�›�V  EXEC �Þ�”�Å�p  clear ipv6 access-list
counters �¯�Ú�ï�Å�›�–�;�`�‡�b�{  

clear ipv6 access-list id counters

�³�ï�»�¿�«�µ�w
†�Ì

�Ã�Ñ�¥�ç�Ä �Ã�Ñ�¥�ç�Ä�w�ˆ�^�•�‹�x�K�“�‡�d�œ�{

�¯�Ú�ï�Å  �Þ�”�Å �Í�w
¯�x�z�\�w�¯�Ú�ï�Å�›�Ö�—�p�V�”�Þ�”�Å�›�Ô�`�o�M�‡�b�{

�¯�Ú�ï�Å�d�º

�« �Í�w�«�p�x�z IPv6 �ž�«�·�µ  �æ�µ�Ä  2 �w�w�-	Ø�C�Ã�”�»�›	«�ˆ�b�”�M�O�›�Ô�`�‡�b�{

hostname# clear ipv6 access-list 2 counters
hostname# 

���È�¯�Ú�ï�Å

id IPv6 �ž�«�·�µ  �æ�µ�Ä�w�Ý��� �{

�¯�Ú�ï�Å  �Þ�”�Å

�Ñ�•� �ž�¢�¥�”�ç  �Þ�”�Å �·�©�á�æ�Â�Ÿ  �¯�ï�Â�©�µ�Ä

�ç�”�Â�¿�Å �•�a �³�ï�¬�ç

�Ú�ç�½

�¯�ï�Â�©�µ�Ä �³�µ�Â�Ü

�›�V  EXEC • — • • —

�æ�æ�”�µ �!�Ë�º�0

7.0(1) �\�w�¯�Ú�ï�Å�U�‹�Ö�^�•�‡�`�h�{

�¯�Ú�ï�Å 
†�Ì

clear configure ipv6 �q�O�w�¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï�T�’  ipv6 access-list �¯�Ú�ï�Å�›	«�ˆ
�`�‡�b�{

ipv6 access-list IPv6 �ž�«�·�µ  �æ�µ�Ä�›
ƒ���`�‡�b�{

show ipv6 access-list �q�O�w�¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï�t�K�”  ipv6 access-list �¯�Ú�ï�Å�›
¯
�Ô�`�‡�b�{
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clear ipv6 neighbors
IPv6 �Ù�¡�s�g�©�ß�¿�³�á�›	«�ˆ�b�”�t�x�z�›�V  EXEC �Þ�”�Å�p  clear ipv6 neighbors �¯�Ú�ï�Å�›�–
�;�`�‡�b�{  

clear ipv6 neighbors

�³�ï�»�¿�«�µ�w
†�Ì �\�w�¯�Ú�ï�Å�t�x�z�¾
:�‹�©�”�ë�”�Å�‹�K�“�‡�d�œ�{

�Ã�Ñ�¥�ç�Ä �Ã�Ñ�¥�ç�Ä�w�ˆ�^�•�‹�x�K�“�‡�d�œ�{

�¯�Ú�ï�Å  �Þ�”�Å �Í�w
¯�x�z�\�w�¯�Ú�ï�Å�›�Ö�—�p�V�”�Þ�”�Å�›�Ô�`�o�M�‡�b�{

�¯�Ú�ï�Å�d�º

�–�;	Í�w�̈ � �Å�å� �ï �\�w�¯�Ú�ï�Å�x�z�U	Z�^�•�h�b�‚�o�w  IPv6 �Ù�¡�›�©�ß�¿�³�á�T�’�_	†�`�‡�b�{�µ�»�Â�Ÿ�¿�«  �¤�ï
�Ä�æ�x�_	†�`�‡�d�œ�{

�« �Í�w�«�p�x�z�µ�»�Â�Ÿ�¿�«  �¤�ï�Ä�æ�›	†�X�z IPv6 �Ù�¡�s�g�©�ß�¿�³�á�º�w�b�‚�o�w�¤�ï�Ä�æ�›�_
	†�`�‡�b�{

hostname# clear ipv6 neighbors
hostname#

���È�¯�Ú�ï�Å

�¯�Ú�ï�Å  �Þ�”�Å

�Ñ�•� �ž�¢�¥�”�ç  �Þ�”�Å �·�©�á�æ�Â�Ÿ  �¯�ï�Â�©�µ�Ä

�ç�”�Â�¿�Å �•�a �³�ï�¬�ç

�Ú�ç�½

�¯�ï�Â�©�µ�Ä �³�µ�Â�Ü

�›�V  EXEC • — • • —

�æ�æ�”�µ �!�Ë�º�0

7.0(1) �\�w�¯�Ú�ï�Å�U�‹�Ö�^�•�‡�`�h�{

�¯�Ú�ï�Å 
†�Ì

ipv6 neighbor IPv6 �s�g�©�ß�¿�³�á�t�µ�»�Â�Ÿ�¿�«  �¤�ï�Ä�æ�›
ƒ���`�‡�b�{

show ipv6 neighbor IPv6 �Ù�¡�©�ß�¿�³�á	Ø�C�›
¯�Ô�`�‡�b�{
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clear ipv6 traffic
IPv6 �Ä�å�Ñ�Ÿ�¿�«  �§�¢�ï�»�›�æ�·�¿�Ä�b�”�t�x�z�›�V  EXEC �Þ�”�Å�p  clear ipv6 traffic  �¯�Ú�ï�Å�›
�–�;�`�‡�b�{  

clear ipv6 traffic

�³�ï�»�¿�«�µ�w
†�Ì �\�w�¯�Ú�ï�Å�t�x�z�¾
:�‹�©�”�ë�”�Å�‹�K�“�‡�d�œ�{

�Ã�Ñ�¥�ç�Ä �Ã�Ñ�¥�ç�Ä�w�ˆ�^�•�‹�x�K�“�‡�d�œ�{

�¯�Ú�ï�Å  �Þ�”�Å �Í�w
¯�x�z�\�w�¯�Ú�ï�Å�›�Ö�—�p�V�”�Þ�”�Å�›�Ô�`�o�M�‡�b�{

�¯�Ú�ï�Å�d�º

�–�;	Í�w�̈ � �Å�å� �ï �\�w�¯�Ú�ï�Å�›�–�;�b�”�q�z show ipv6 traffic �¯�Ú�ï�Å�T�’�w	Z�—�w�§�¢�ï�»�U�æ�·�¿�Ä�^�•�‡�b�{

�¯�Ú�ï�Å  �Þ�”�Å

�Ñ�•� �ž�¢�¥�”�ç  �Þ�”�Å �·�©�á�æ�Â�Ÿ  �¯�ï�Â�©�µ�Ä

�ç�”�Â�¿�Å �•�a �³�ï�¬�ç

�Ú�ç�½

�¯�ï�Â�©�µ�Ä �³�µ�Â�Ü

�›�V  EXEC • — • • —

�æ�æ�”�µ �!�Ë�º�0

7.0(1) �\�w�¯�Ú�ï�Å�U�‹�Ö�^�•�‡�`�h�{
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�« �Í�w�«�p�x�z IPv6 �Ä�å�Ñ�Ÿ�¿�«  �§�¢�ï�»�›�æ�·�¿�Ä�`�‡�b�{ ipv6 traffic  �¯�Ú�ï�Å�T�’�w	Z�—�x�z�§
�¢�ï�»�U�æ�·�¿�Ä�^�•�”�\�q�›�Ô�`�‡�b�{

hostname# clear ipv6 traffic
hostname# show ipv6 traffic
IPv6 statistics:
  Rcvd:  1 total, 1 local destination
         0 source-routed, 0 truncated
         0 format errors, 0 hop count exceeded
         0 bad header, 0 unknown option, 0 bad source
         0 unknown protocol, 0 not a router
         0 fragments, 0 total reassembled
         0 reassembly timeouts, 0 reassembly failures
  Sent:  1 generated, 0 forwarded
         0 fragmented into 0 fragments, 0 failed
         0 encapsulation failed, 0 no route, 0 too big
  Mcast: 0 received, 0 sent

ICMP statistics:
  Rcvd: 1 input, 0 checksum errors, 0 too short
        0 unknown info type, 0 unknown error type
        unreach: 0 routing, 0 admin, 0 neighbor, 0 address, 0 port
        parameter: 0 error, 0 header, 0 option
        0 hopcount expired, 0 reassembly timeout,0 too big
        0 echo request, 0 echo reply
        0 group query, 0 group report, 0 group reduce
        0 router solicit, 0 router advert, 0 redirects
        0 neighbor solicit, 1 neighbor advert
  Sent: 1 output
        unreach: 0 routing, 0 admin, 0 neighbor, 0 address, 0 port
        parameter: 0 error, 0 header, 0 option
        0 hopcount expired, 0 reassembly timeout,0 too big
        0 echo request, 0 echo reply
        0 group query, 0 group report, 0 group reduce
        0 router solicit, 0 router advert, 0 redirects
        0 neighbor solicit, 1 neighbor advert

UDP statistics:
  Rcvd: 0 input, 0 checksum errors, 0 length errors
        0 no port, 0 dropped
  Sent: 0 output

TCP statistics:
  Rcvd: 0 input, 0 checksum errors
  Sent: 0 output, 0 retransmitted

���È�¯�Ú�ï�Å �¯�Ú�ï�Å 
†�Ì

show ipv6 traffic IPv6 �Ä�å�Ñ�Ÿ�¿�«�w�w�-	Ø�C�›
¯�Ô�`�‡�b�{
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clear isakmp sa
�b�‚�o�w  IKE �å�ï�»� �Ü  SA �Ã�”�»�Õ�”�µ�›�_	†�b�”�t�x�z�¬�é�”�Ì�ç  �¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï
�Þ�”�Å�‡�h�x�›�V  EXEC �Þ�”�Å�p  clear isakmp sa �¯�Ú�ï�Å�›�–�;�`�‡�b�{

clear isakmp sa 

�³�ï�»�¿�«�µ�w
†�Ì �\�w�¯�Ú�ï�Å�t�x�z�©�”�ë�”�Å�‹�¾
:�‹�K�“�‡�d�œ�{

�Ã�Ñ�¥�ç�Ä �Ã�Ñ�¥�ç�Ä�w�ˆ�^�•�‹�x�K�“�‡�d�œ�{

�¯�Ú�ï�Å  �Þ�”�Å �Í�w
¯�x�z�\�w�¯�Ú�ï�Å�›�Ö�—�p�V�”�Þ�”�Å�›�Ô�`�o�M�‡�b�{

�¯�Ú�ï�Å�d�º

�« �Í�w�«�p�x�z�¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï�T�’  IKE �å�ï�»� �Ü  SA �Ã�”�»�Õ�”�µ�›�_	†�`�‡�b�{

hostname<config># clear isakmp sa 
hostname<config># 

���È�¯�Ú�ï�Å

�¯�Ú�ï�Å  �Þ�”�Å

�Ñ�•� �ž�¢�¥�”�ç  �Þ�”�Å �·�©�á�æ�Â�Ÿ  �¯�ï�Â�©�µ�Ä

�ç�”�Â�¿�Å �•�a �³�ï�¬�ç

�Ú�ç�½

�¯�ï�Â�©�µ�Ä �³�µ�Â�Ü

�¬�é�”�Ì�ç  �¯�ï�Ñ�Ÿ�ª�á�è�”
�³�ã�ï

• — • — —

�›�V  EXEC • — • — —

�æ�æ�”�µ �!�Ë�º�0

7.0(1) clear isakmp sa �¯�Ú�ï�Å�U�‹�Ö�^�•�‡�`�h�{

7.2(1) �\�w�¯�Ú�ï�Å�x
��­�^�•�‡�`�h�{ clear crypto isakmp sa �¯�Ú�ï�Å�t�”�V�õ
�Q�’�•�‡�`�h�{

�¯�Ú�ï�Å 
†�Ì

clear isakmp IKE �å�ï�»� �Ü  SA �Ã�”�»�Õ�”�µ�›	«�ˆ�`�‡�b�{

isakmp enable IPSec �Ð�ž�U�·�©�á�æ�Â�Ÿ  �ž�Ó�å� �ž�ï�µ�q�è	ô�b�”� �ï
�»�”�Ñ�£� �µ	Í�w  ISAKMP �É�°�³�¤�”�³�ã�ï�›� �É�”�Ò�ç
�t�`�‡�b�{

show isakmp stats �î�æ�Ì�w�w�-	Ø�C�›
¯�Ô�`�‡�b�{

show isakmp sa �å�C	Ø�C�›���Š�z IKE �å�ï�»� �Ü  SA �Ã�”�»�Õ�”�µ�›
¯�Ô�`
�‡�b�{

show running-config isakmp �ž�«�Â�Ÿ�Ò�s  ISAKMP �¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï�›�b�‚�o
¯
�Ô�`�‡�b�{
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clear local-host
show local-host �¯�Ú�ï�Å�›�Ö�—�b�”�\�q�t�‘�l�o
¯�Ô�^�•�”�é�”�§�ç  �×�µ�Ä�T�’�É�¿�Ä�ë�”�«
€��
�›�r�L�b�”�t�x�z�›�V  EXEC �Þ�”�Å�p  clear local-host �¯�Ú�ï�Å�›�–�;�`�‡�b�{

clear local-host [ip_address] [all]

�³�ï�»�¿�«�µ�w
†�Ì

�Ã�Ñ�¥�ç�Ä �Ã�Ñ�¥�ç�Ä�w�ˆ�^�•�‹�x�K�“�‡�d�œ�{

�¯�Ú�ï�Å  �Þ�”�Å �Í�w
¯�x�z�\�w�¯�Ú�ï�Å�›�Ö�—�p�V�”�Þ�”�Å�›�Ô�`�o�M�‡�b�{

�¯�Ú�ï�Å�d�º

�–�;	Í�w�̈ � �Å�å� �ï clear local-host �¯�Ú�ï�Å�x�z	«�ˆ�^�•�h�×�µ�Ä�›�å� �·�ï�µ
M�v�T�’	†�Ž�`�‡�b�{�å� �·�ï�µ
M�v
�t�§�¢�ï�Ä�^�•�o�M�”�×�µ�Ä�w
:�x�z show local-host �¯�Ú�ï�Å�›�Ö�—�`�o
¯�Ô�p�V�‡�b�{

�«�™ �é�”�§�ç  �×�µ�Ä�w�É�¿�Ä�ë�”�«	Ý�6�›	«�ˆ�b�”�q�z�é�”�§�ç  �×�µ�Ä�t���È�b�”�É�¿�Ä�ë�”�«
€��
�q  xlate �U�b�‚�o���­�`�‡�b�{

�« �Í�w�«�p�x�z clear local-host �¯�Ú�ï�Å�p�é�”�§�ç �×�µ�Ä�t���b�”	Ø�C�›	«�ˆ�b�”�M�O�›�Ô�`�‡�b�{

hostname# clear local-host 10.1.1.15

	Ø�C�U	«�ˆ�^�•�”�q�z�×�µ�Ä�U
€���›�6�|�¬�q�b�”�‡�p�z�?�‹
¯�Ô�^�•�‡�d�œ�{

���È�¯�Ú�ï�Å

all �¢�¦�Ó�³�ã�ï�£�·�©�á�æ�Â�Ÿ  �ž�Ó�å� �ž�ï�µ�•�w
€���S�‘�|�·�©�á�æ�Â�Ÿ
�ž�Ó�å� �ž�ï�µ�T�’�w
€���›���‰�é�”�§�ç  �×�µ�Ä	Ý�6�w�×�µ�Ä�U�^
R�`
�h
€���›	«�ˆ�b�”�\�q�›�¦���`�‡�b�{

ip_address �¢�¦�Ó�³�ã�ï�£�é�”�§�ç  �×�µ�Ä�w  IP �ž�Å�è�µ�›�¦���`�‡�b�{

�¯�Ú�ï�Å  �Þ�”�Å

�Ñ�•� �ž�¢�¥�”�ç  �Þ�”�Å �·�©�á�æ�Â�Ÿ  �¯�ï�Â�©�µ�Ä

�ç�”�Â�¿�Å �•�a �³�ï�¬�ç

�Ú�ç�½

�¯�ï�Â�©�µ�Ä �³�µ�Â�Ü

�›�V  EXEC • • • • —

�æ�æ�”�µ �!�Ë�º�0

�7�� �\�w�¯�Ú�ï�Å�x�7���w�‹�w�p�b�{

�¯�Ú�ï�Å 
†�Ì

show local-host �é�”�§�ç  �×�µ�Ä�w�É�¿�Ä�ë�”�«	Ý�6�›
¯�Ô�`�‡�b�{
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clear logging asdm
ASDM �é�ª�ï�¬  �Ì�¿�Ñ�•�›	«�ˆ�b�”�t�x�z�›�V  EXEC �Þ�”�Å�p  clear logging asdm �¯�Ú�ï�Å�›�–�;
�`�‡�b�{  

clear logging asdm

�³�ï�»�¿�«�µ�w
†�Ì �\�w�¯�Ú�ï�Å�t�x�z�¾
:�‹�©�”�ë�”�Å�‹�K�“�‡�d�œ�{

�Ã�Ñ�¥�ç�Ä �Ã�Ñ�¥�ç�Ä�w�ˆ�^�•�‹�x�K�“�‡�d�œ�{

�¯�Ú�ï�Å  �Þ�”�Å �Í�w
¯�x�z�\�w�¯�Ú�ï�Å�›�Ö�—�p�V�”�Þ�”�Å�›�Ô�`�o�M�‡�b�{

�¯�Ú�ï�Å�d�º

�–�;	Í�w�̈ � �Å�å� �ï ASDM �³�µ�Â�Ü  �é�¬  �Ý�¿�·�”�´�x�z�·�©�á�æ�Â�Ÿ  �ž�Ó�å� �ž�ï�µ  �³�µ�Â�Ü  �é�¬  �Ý�¿�·�”�´�q�x
���w�Ì�¿�Ñ�•�t�-���^�•�‡�b�{ ASDM �é�ª�ï�¬  �Ì�¿�Ñ�•�›	«�ˆ�b�”�q�z ASDM �³�µ�Â�Ü  �é�¬  �Ý�¿
�·�”�´�i�Z�U	«�ˆ�^�•�‡�b�{�·�©�á�æ�Â�Ÿ  �ž�Ó�å� �ž�ï�µ�w�³�µ�Â�Ü  �é�¬  �Ý�¿�·�”�´�x	«�ˆ�^�•
�‡�d�œ�{ ASDM �³�µ�Â�Ü  �é�¬  �Ý�¿�·�”�´�›
¯�Ô�b�”�t�x�z show asdm log �¯�Ú�ï�Å�›�–�;�`�‡�b�{

�« �Í�w�«�p�x�z ASDM �é�ª�ï�¬  �Ì�¿�Ñ�•�›	«�ˆ�`�‡�b�{

hostname(config)# clear logging asdm 
hostname(config)#

���È�¯�Ú�ï�Å

�¯�Ú�ï�Å  �Þ�”�Å

�Ñ�•� �ž�¢�¥�”�ç  �Þ�”�Å �·�©�á�æ�Â�Ÿ  �¯�ï�Â�©�µ�Ä

�ç�”�Â�¿�Å �•�a �³�ï�¬�ç

�Ú�ç�½

�¯�ï�Â�©�µ�Ä �³�µ�Â�Ü

�›�V  EXEC • • • • •

�æ�æ�”�µ �!�Ë�º�0

7.0(1)(1) show pdm logging �¯�Ú�ï�Å�U  show asdm log �¯�Ú�ï�Å�t�!�Ë�^�•�‡�`�h�{

�¯�Ú�ï�Å 
†�Ì

show asdm log_sessions ASDM �é�ª�ï�¬  �Ì�¿�Ñ�•�w�º�0�›
¯�Ô�`�‡�b�{
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clear logging buffer
�é�ª�ï�¬  �Ì�¿�Ñ�•�›	«�ˆ�b�”�t�x�z�¬�é�”�Ì�ç  �¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï  �Þ�”�Å�p  clear logging
buffer  �¯�Ú�ï�Å�›�–�;�`�‡�b�{

clear logging buffer

�³�ï�»�¿�«�µ�w
†�Ì �\�w�¯�Ú�ï�Å�t�x�z�¾
:�‹�©�”�ë�”�Å�‹�K�“�‡�d�œ�{

�Ã�Ñ�¥�ç�Ä �\�w�¯�Ú�ï�Å�t�Ã�Ñ�¥�ç�Ä
ƒ���x�K�“�‡�d�œ�{

�¯�Ú�ï�Å  �Þ�”�Å �Í�w
¯�x�z�\�w�¯�Ú�ï�Å�›�Ö�—�p�V�”�Þ�”�Å�›�Ô�`�o�M�‡�b�{

�¯�Ú�ï�Å�d�º

�« �Í�w�«�x�z�é�¬  �Ì�¿�Ñ�•�w�º�0�›	«�ˆ�b�”�M�O�›�Ô�`�o�M�‡�b�{

hostname # clear logging buffer

���È�¯�Ú�ï�Å

�¯�Ú�ï�Å  �Þ�”�Å

�Ñ�•� �ž�¢�¥�”�ç  �Þ�”�Å �·�©�á�æ�Â�Ÿ  �¯�ï�Â�©�µ�Ä

�ç�”�Â�¿�Å �•�a �³�ï�¬�ç

�Ú�ç�½

�¯�ï�Â�©�µ�Ä �³�µ�Â�Ü

�¬�é�”�Ì�ç  �¯�ï�Ñ�Ÿ�ª�á�è�”
�³�ã�ï

• • • • •

�æ�æ�”�µ �!�Ë�º�0

7.0(1)(1) �·�©�á�æ�Â�Ÿ  �ž�Ó�å� �ž�ï�µ�p�\�w�¯�Ú�ï�Å�U�±�Ù�”�Ä�^�•�”�‘�O�t�s
�“�‡�`�h�{

�¯�Ú�ï�Å 
†�Ì

logging buffered �é�ª�ï�¬�›
ƒ���`�‡�b�{

show logging �é�ª�ï�¬	Ø�C�›
¯�Ô�`�‡�b�{
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clear mac-address-table
�¼� �Æ�Û�¿�«  MAC �ž�Å�è�µ  �Â�”�Ò�ç  �¤�ï�Ä�æ�›	«�ˆ�b�”�t�x�z�›�V  EXEC �Þ�”�Å�p  clear 
mac-address-table �¯�Ú�ï�Å�›�–�;�`�‡�b�{

clear mac-address-table [interface_name]

�³�ï�»�¿�«�µ�w
†�Ì

�Ã�Ñ�¥�ç�Ä �Ã�Ñ�¥�ç�Ä�w�ˆ�^�•�‹�x�K�“�‡�d�œ�{

�¯�Ú�ï�Å  �Þ�”�Å �Í�w
¯�x�z�\�w�¯�Ú�ï�Å�›�Ö�—�p�V�”�Þ�”�Å�›�Ô�`�o�M�‡�b�{

�¯�Ú�ï�Å�d�º

�« �Í�w�«�p�x�z�¼� �Æ�Û�¿�«  MAC �ž�Å�è�µ  �Â�”�Ò�ç  �¤�ï�Ä�æ�›	«�ˆ�`�‡�b�{

hostname# clear mac-address-table

���È�¯�Ú�ï�Å

interface_name �¢�¦�Ó�³�ã�ï�£
¬�R�`�h� �ï�»�”�Ñ�£� �µ�w  MAC �ž�Å�è�µ  �Â�”�Ò�ç  �¤�ï
�Ä�æ�›	«�ˆ�`�‡�b�{

�¯�Ú�ï�Å  �Þ�”�Å

�Ñ�•� �ž�¢�¥�”�ç  �Þ�”�Å �·�©�á�æ�Â�Ÿ  �¯�ï�Â�©�µ�Ä

�ç�”�Â�¿�Å �•�a �³�ï�¬�ç

�Ú�ç�½

�¯�ï�Â�©�µ�Ä �³�µ�Â�Ü

�›�V  EXEC — • • • —

�æ�æ�”�µ �!�Ë�º�0

7.0(1) �\�w�¯�Ú�ï�Å�U�‹�Ö�^�•�‡�`�h�{

�¯�Ú�ï�Å 
†�Ì

arp �µ�»�Â�Ÿ�¿�«  ARP �¤�ï�Ä�æ�›�å�C�`�‡�b�{

firewall transparent �Ñ�•� �ž�¢�¥�”�ç  �Þ�”�Å�›�•�a�t
ƒ���`�‡�b�{

mac-address-table aging-time �¼� �Æ�Û�¿�«  MAC �ž�Å�è�µ  �¤�ï�Ä�æ�w�»� �Ü�ž�¢�Ä�›
ƒ
���`�‡�b�{

mac-learn MAC �ž�Å�è�µ  �å�”�Ç�ï�¬�›�Ã�Ÿ�·�”�Ò�ç�t�`�‡�b�{

show mac-address-table MAC �ž�Å�è�µ  �Â�”�Ò�ç�w�¤�ï�Ä�æ�›
¯�Ô�`�‡�b�{



�H 7 	·       clear console-output �¯�Ú�ï�Å�™  clear xlate �¯�Ú�ï�Å
  clear memory delayed-free-poisoner

7-31
Cisco �·�©�á�æ�Â�Ÿ  �ž�Ó�å� �ž�ï�µ  �¯�Ú�ï�Å  �æ�Ñ�•�è�ï�µ

OL-10086-02-J

clear memory delayed-free-poisoner
delayed free-memory poisoner �À�”�ç�w�©�á�”�q�w�-	Ø�C�›	«�ˆ�b�”�t�x�z�›�V  EXEC �Þ�”�Å�p  clear
memory delayed-free-poisoner �¯�Ú�ï�Å�›�–�;�`�‡�b�{  

clear memory delayed-free-poisoner

�³�ï�»�¿�«�µ�w
†�Ì �\�w�¯�Ú�ï�Å�t�x�z�¾
:�‹�©�”�ë�”�Å�‹�K�“�‡�d�œ�{

�Ã�Ñ�¥�ç�Ä �Ã�Ñ�¥�ç�Ä�w�ˆ�^�•�‹�x�K�“�‡�d�œ�{

�¯�Ú�ï�Å  �Þ�”�Å �Í�w
¯�x�z�\�w�¯�Ú�ï�Å�›�Ö�—�p�V�”�Þ�”�Å�›�Ô�`�o�M�‡�b�{

�¯�Ú�ï�Å�d�º

�–�;	Í�w�̈ � �Å�å� �ï clear memory delayed-free-poisoner �¯�Ú�ï�Å�x�z delayed free-memory poisoner �À�”�ç�w�©�á�”�p�-�Ë
�^�•�o�M�”�Ý�Þ�æ�›�b�‚�o�U	Â�s�`�p�³�µ�Â�Ü�t�í�`�z���È�w�K�”�w�-	Ø�C�§�¢�ï�»�›	«�ˆ�`�‡
�b�{  

�« �Í�w�«�p�x�z delayed free-memory poisoner �À�”�ç�w�©�á�”�q�w�-	Ø�C�›	«�ˆ�`�‡�b�{

hostname# clear memory delayed-free-poisoner

���È�¯�Ú�ï�Å

�¯�Ú�ï�Å  �Þ�”�Å

�Ñ�•� �ž�¢�¥�”�ç  �Þ�”�Å �·�©�á�æ�Â�Ÿ  �¯�ï�Â�©�µ�Ä

�ç�”�Â�¿�Å �•�a �³�ï�¬�ç

�Ú�ç�½

�¯�ï�Â�©�µ�Ä �³�µ�Â�Ü

�›�V  EXEC • • • — •

�æ�æ�”�µ �!�Ë�º�0

7.0(1) �\�w�¯�Ú�ï�Å�U�‹�Ö�^�•�‡�`�h�{

�¯�Ú�ï�Å 
†�Ì

memory delayed-free-poisoner enable delayed free-memory poisoner �À�”�ç�›� �É�”�Ò�ç�t�`
�‡�b�{

memory delayed-free-poisoner validate delayed free-memory poisoner �À�”�ç�w�©�á�”�›�U	Â�`
�‡�b�{

show memory delayed-free-poisoner delayed free-memory poisoner �À�”�ç�w�©�á�”�w�–�;	Ý
�¯�t�m�M�o�A�ÿ�›
¯�Ô�`�‡�b�{
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clear memory profile
�Ý�Þ�æ �Ó�é�Ñ�•� �æ�ï�¬�;�ó�t�‘�l�o�-�Ë�^�•�”�Ý�Þ�æ  �Ì�¿�Ñ�•�›	«�ˆ�b�”�t�x�z�›�V  EXEC �¯
�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï  �Þ�”�Å�p  clear memory profile �¯�Ú�ï�Å�›�–�;�`�‡�b�{  

clear memory profile [peak]

�³�ï�»�¿�«�µ�w
†�Ì

�Ã�Ñ�¥�ç�Ä �Ã�Ñ�¥�ç�Ä�p�q�O�®�–�;�^�•�o�M�”�¯�Ó�é�Ñ�•� �ç  �Ì�¿�Ñ�•�›	«�ˆ�`�‡�b�{

�¯�Ú�ï�Å  �Þ�”�Å �Í�w
¯�x�z�\�w�¯�Ú�ï�Å�›�Ö�—�p�V�”�Þ�”�Å�›�Ô�`�o�M�‡�b�{

�¯�Ú�ï�Å�d�º

�–�;	Í�w�̈ � �Å�å� �ï clear memory profile �¯�Ú�ï�Å�x�Ó�é�Ñ�•� �æ�ï�¬�;�ó�t�‘�l�o�-�Ë�^�•�”�Ý�Þ�æ  �Ì�¿�Ñ�•�›�r�L�b
�”�h�Š�z	«�ˆ�b�”
²�t�Ó�é�Ñ�•� �æ�ï�¬�›���­�b�”
ž�A�U�K�“�‡�b�{

�« �Í�w�«�p�x�z�Ó�é�Ñ�•� �æ�ï�¬�;�ó�t�‘�l�o�-�Ë�^�•�”�Ý�Þ�æ  �Ì�¿�Ñ�•�›	«�ˆ�`�‡�b�{

hostname# clear memory profile

���È�¯�Ú�ï�Å

peak �¢�¦�Ó�³�ã�ï�£�Ð�”�«  �Ý�Þ�æ �Ì�¿�Ñ�•�w�º�0�›	«�ˆ�`�‡�b�{

�¯�Ú�ï�Å  �Þ�”�Å

�Ñ�•� �ž�¢�¥�”�ç  �Þ�”�Å �·�©�á�æ�Â�Ÿ  �¯�ï�Â�©�µ�Ä

�ç�”�Â�¿�Å �•�a �³�ï�¬�ç

�Ú�ç�½

�¯�ï�Â�©�µ�Ä �³�µ�Â�Ü

�›�V  EXEC • • — • •

�æ�æ�”�µ �!�Ë�º�0

7.0(1) �\�w�¯�Ú�ï�Å�U�‹�Ö�^�•�‡�`�h�{

�¯�Ú�ï�Å 
†�Ì

memory profile enable �Ý�Þ�æ�–�;	Ý�¯�w�Þ�Ç�»�æ�ï�¬�¢�Ý�Þ�æ  �Ó�é�Ñ�•� �æ�ï�¬�£�›� 
�É�”�Ò�ç�t�`�‡�b�{

memory profile text �Ó�é�Ñ�•� �ç�b�”�Ý�Þ�æ�w�Â�©�µ�Ä
c�“�›
ƒ���`�‡�b�{

show memory profile �·�©�á�æ�Â�Ÿ  �ž�Ó�å� �ž�ï�µ�w�Ý�Þ�æ�–�;	Ý�¯�t���b�”	Ø�C�¢�Ó
�é�Ñ�•� �æ�ï�¬�£�›
¯�Ô�`�‡�b�{
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clear mfib counters
MFIB �ç�”�»  �Í�­�¿�Ä  �§�¢�ï�»�›	«�ˆ�b�”�t�x�z�›�V  EXEC �Þ�”�Å�p  clear mfib counters �¯�Ú�ï�Å
�›�–�;�`�‡�b�{  

clear mfib counters [group [source]]

�³�ï�»�¿�«�µ�w
†�Ì

�Ã�Ñ�¥�ç�Ä �\�w�¯�Ú�ï�Å�›�¾
:�s�`�p�–�;�`�h	Ô�ù�z�b�‚�o�w�ç�”�Ä�w�ç�”�Ä  �§�¢�ï�»�U	«�ˆ�^�•�‡�b�{  

�¯�Ú�ï�Å  �Þ�”�Å �Í�w
¯�x�z�\�w�¯�Ú�ï�Å�›�Ö�—�p�V�”�Þ�”�Å�›�Ô�`�o�M�‡�b�{

�¯�Ú�ï�Å�d�º

�« �Í�w�«�p�x�z�b�‚�o�w  MFIB �ç�”�»  �Í�­�¿�Ä�w�§�¢�ï�»�›	«�ˆ�`�‡�b�{

hostname# clear mfib counters

���È�¯�Ú�ï�Å

group �¢�¦�Ó�³�ã�ï�£�Ú�ç�½�©�ß�µ�Ä  �¬�ç�”�Ó�w  IP �ž�Å�è�µ�{

source �¢�¦�Ó�³�ã�ï�£�Ú�ç�½�©�ß�µ�Ä  �ç�”�Ä
ù	ô�i�w  IP �ž�Å�è�µ�{�\�•�x�z 4 
ü
�Â�Å�¿�Ä  10 
�
¯�G�w�â�Ç�©�ß�µ�Ä  IP �ž�Å�è�µ�p�b�{

�¯�Ú�ï�Å  �Þ�”�Å

�Ñ�•� �ž�¢�¥�”�ç  �Þ�”�Å �·�©�á�æ�Â�Ÿ  �¯�ï�Â�©�µ�Ä

�ç�”�Â�¿�Å �•�a �³�ï�¬�ç

�Ú�ç�½

�¯�ï�Â�©�µ�Ä �³�µ�Â�Ü

�›�V  EXEC • — • — —

�æ�æ�”�µ �!�Ë�º�0

7.0(1) �\�w�¯�Ú�ï�Å�U�‹�Ö�^�•�‡�`�h�{

�¯�Ú�ï�Å 
†�Ì

show mfib count MFIB �ç�”�Ä�S�‘�|�Í�­�¿�Ä  �§�¢�ï�Ä�w�Ã�”�»�›
¯�Ô�`�‡�b�{
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clear module recover
hw-module module recover �¯�Ú�ï�Å�p
ƒ���^�•�h  AIP SSM �w�æ�§�Ì�æ  �É�¿�Ä�ë�”�«
ƒ���›	«�ˆ�b
�”�t�x�z�›�V  EXEC �Þ�”�Å�p  clear module recover �¯�Ú�ï�Å�›�–�;�`�‡�b�{

clear module 1 recover

�³�ï�»�¿�«�µ�w
†�Ì

�Ã�Ñ�¥�ç�Ä �Ã�Ñ�¥�ç�Ä�w�ˆ�^�•�‹�x�K�“�‡�d�œ�{

�¯�Ú�ï�Å  �Þ�”�Å �Í�w
¯�x�z�\�w�¯�Ú�ï�Å�›�Ö�—�p�V�”�Þ�”�Å�›�Ô�`�o�M�‡�b�{

�¯�Ú�ï�Å�d�º

�« �Í�w�«�p�x�z AIP SSM �w�æ�§�Ì�æ
ƒ���›	«�ˆ�`�‡�b�{

hostname# clear module 1 recover

���È�¯�Ú�ï�Å

1 �µ�é�¿�Ä
j�ø�›�¦���`�‡�b�{�\�•�x�z	×�t  1 �p�b�{

�¯�Ú�ï�Å  �Þ�”�Å

�Ñ�•� �ž�¢�¥�”�ç  �Þ�”�Å �·�©�á�æ�Â�Ÿ  �¯�ï�Â�©�µ�Ä

�ç�”�Â�¿�Å �•�a �³�ï�¬�ç

�Ú�ç�½

�¯�ï�Â�©�µ�Ä �³�µ�Â�Ü

�›�V  EXEC • • • — •

�æ�æ�”�µ �!�Ë�º�0

7.0(1) �\�w�¯�Ú�ï�Å�U�‹�Ö�^�•�‡�`�h�{

�¯�Ú�ï�Å 
†�Ì

hw-module module recover TFTP �±�”�Ì�T�’�æ�§�Ì�æ  � �Ý�”�´�›�é�”�Å�b�”�\�q�t�‘
�“�z AIP SSM �›�s
î�`�‡�b�{

hw-module module reset SSM �›�³�ß�¿�Ä�¼�¢�ï�`�z�Ë�”�Å�¢�£�ž  �æ�·�¿�Ä�›�î�æ�`
�‡�b�{

hw-module module reload AIP SSM �¹�Ñ�Ä�¢�£�ž�›�æ�é�”�Å�`�‡�b�{

hw-module module shutdown �¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï  �Ã�”�»�›�æ�˜�c�t�?�o�›
~�”�h�Š�z
SSM �¹�Ñ�Ä�¢�£�ž�›�³�ß�¿�Ä�¼�¢�ï�`�‡�b�{

show module SSM 	Ø�C�›
¯�Ô�`�‡�b�{



�H 7 	·       clear console-output �¯�Ú�ï�Å�™  clear xlate �¯�Ú�ï�Å
  clear ospf

7-35
Cisco �·�©�á�æ�Â�Ÿ  �ž�Ó�å� �ž�ï�µ  �¯�Ú�ï�Å  �æ�Ñ�•�è�ï�µ

OL-10086-02-J

clear ospf 
OSPF �Ó�é�·�µ	Ø�C�›	«�ˆ�b�”�t�x�z�›�V  EXEC �Þ�”�Å�p  clear ospf �¯�Ú�ï�Å�›�–�;�`�‡�b�{  

clear ospf [pid] { process | counters [neighbor [neighbor-intf] [neighbr-id]]}

�³�ï�»�¿�«�µ�w
†�Ì

�Ã�Ñ�¥�ç�Ä �Ã�Ñ�¥�ç�Ä�w�ˆ�^�•�‹�x�K�“�‡�d�œ�{

�¯�Ú�ï�Å  �Þ�”�Å �Í�w
¯�x�z�\�w�¯�Ú�ï�Å�›�Ö�—�p�V�”�Þ�”�Å�›�Ô�`�o�M�‡�b�{

�¯�Ú�ï�Å�d�º

�–�;	Í�w�̈ � �Å�å� �ï �\�w�¯�Ú�ï�Å�x�¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï�w�M�c�•�w
æ
ü�‹�_	†�`�‡�d�œ�{�¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï
�T�’�›���w�¯�Ú�ï�Å�›	«�ˆ�b�”�t�x�z�¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï  �¯�Ú�ï�Å�w  no ���Ü�›�–�;�`�‡�b�{
�‡�h�x�z�¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï�T�’�b�‚�o�w�¬�é�”�Ì�ç  OSPF �¯�Ú�ï�Å�›�_	†�b�”�t�x�z clear
configure router ospf �¯�Ú�ï�Å�›�–�;�`�‡�b�{

�¢�«�£ clear configure router ospf �¯�Ú�ï�Å�x�z � �ï�»�”�Ñ�£� �µ  �¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï  �Þ�”�Å�p�Ö�—�^
�•�h  OSPF �¯�Ú�ï�Å�›	«�ˆ�`�‡�d�œ�{

�« �Í�w�«�p�x�z OSPF �Ó�é�·�µ  �§�¢�ï�»�›	«�ˆ�b�”�M�O�›�Ô�`�‡�b�{

hostname# clear ospf process

���È�¯�Ú�ï�Å

counters OSPF �§�¢�ï�»�›	«�ˆ�`�‡�b�{

neighbor OSPF �¡
€�§�¢�ï�»�›	«�ˆ�`�‡�b�{  

neighbor-intf �¢�¦�Ó�³�ã�ï�£ OSPF � �ï�»�”�Ñ�£� �µ  �ç�”�»�¦���›	«�ˆ�`�‡�b�{

neighbr-id �¢�¦�Ó�³�ã�ï�£ OSPF �¡
€�ç�”�»  ID �›	«�ˆ�`�‡�b�{

pid �¢�¦�Ó�³�ã�ï�£ OSPF �ç�”�Â�Ÿ�ï�¬  �Ó�é�·�µ�;�t�º
æ�$�t�–�;�^�•�”  ID �Í
�å�Ý�”�»�{���®�‹�x�z 1 �™ 65535 �p�b�{

process OSPF �ç�”�Â�Ÿ�ï�¬  �Ó�é�·�µ�›	«�ˆ�`�‡�b�{

�¯�Ú�ï�Å  �Þ�”�Å

�Ñ�•� �ž�¢�¥�”�ç  �Þ�”�Å �·�©�á�æ�Â�Ÿ  �¯�ï�Â�©�µ�Ä

�ç�”�Â�¿�Å �•�a �³�ï�¬�ç

�Ú�ç�½

�¯�ï�Â�©�µ�Ä �³�µ�Â�Ü

�›�V  EXEC • — • — —

�æ�æ�”�µ �!�Ë�º�0

�7�� �\�w�¯�Ú�ï�Å�x�7���w�‹�w�p�b�{

�¯�Ú�ï�Å 
†�Ì

clear configure router �î�æ�¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï�T�’�b�‚�o�w�¬�é�”�Ì�ç  �ç�”
�»  �¯�Ú�ï�Å�›	«�ˆ�`�‡�b�{  
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clear pc
PC 	Í�t�-�Ë�^�•�o�M�”
€��	Ø�C�z xlate 	Ø�C�z�‡�h�x�é�”�§�ç  �×�µ�Ä	Ø�C�›	«�ˆ�b�”�t�x�z�¬�é�”
�Ì�ç  �¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï  �Þ�”�Å�p  clear pc �¯�Ú�ï�Å�›�–�;�`�‡�b�{

clear pc 

�³�ï�»�¿�«�µ�w
†�Ì �\�w�¯�Ú�ï�Å�t�x�z�¾
:�‹�©�”�ë�”�Å�‹�K�“�‡�d�œ�{

�Ã�Ñ�¥�ç�Ä �Ã�Ñ�¥�ç�Ä�w�ˆ�^�•�‹�x�K�“�‡�d�œ�{

�¯�Ú�ï�Å  �Þ�”�Å �Í�w
¯�x�z�\�w�¯�Ú�ï�Å�›�Ö�—�p�V�”�Þ�”�Å�›�Ô�`�o�M�‡�b�{

�¯�Ú�ï�Å�d�º

�« �Í�w�«�p�x�z PC 	Ø�C�›	«�ˆ�`�‡�b�{

hostname(config)# clear pc

���È�¯�Ú�ï�Å

�¯�Ú�ï�Å  �Þ�”�Å

�Ñ�•� �ž�¢�¥�”�ç  �Þ�”�Å �·�©�á�æ�Â�Ÿ  �¯�ï�Â�©�µ�Ä

�ç�”�Â�¿�Å �•�a �³�ï�¬�ç

�Ú�ç�½

�¯�ï�Â�©�µ�Ä �³�µ�Â�Ü

�¬�é�”�Ì�ç  �¯�ï�Ñ�Ÿ�ª�á�è�”
�³�ã�ï

• • • • —

�æ�æ�”�µ �!�Ë�º�0

7.0(1) �\�w�¯�Ú�ï�Å�U�‹�Ö�^�•�‡�`�h�{

�¯�Ú�ï�Å 
†�Ì

clear pclu PC �æ�g�ž�¿�Ó�Ã�”�Ä�w�-	Ø�C�›	«�ˆ�`�‡�b�{
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clear pclu
PC �æ�g�ž�¿�Ó�Ã�”�Ä�w�-	Ø�C�›	«�ˆ�b�”�t�x�z �¬�é�”�Ì�ç  �¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï  �Þ�”�Å�p  clear
pclu �¯�Ú�ï�Å�›�–�;�`�‡�b�{

clear pclu 

�³�ï�»�¿�«�µ�w
†�Ì �\�w�¯�Ú�ï�Å�t�x�z�¾
:�‹�©�”�ë�”�Å�‹�K�“�‡�d�œ�{

�Ã�Ñ�¥�ç�Ä �Ã�Ñ�¥�ç�Ä�w�ˆ�^�•�‹�x�K�“�‡�d�œ�{

�¯�Ú�ï�Å  �Þ�”�Å �Í�w
¯�x�z�\�w�¯�Ú�ï�Å�›�Ö�—�p�V�”�Þ�”�Å�›�Ô�`�o�M�‡�b�{

�¯�Ú�ï�Å�d�º

�« �Í�w�«�p�x�z PC 	Ø�C�›	«�ˆ�`�‡�b�{

hostname(config)# clear pclu

���È�¯�Ú�ï�Å

�¯�Ú�ï�Å  �Þ�”�Å

�Ñ�•� �ž�¢�¥�”�ç  �Þ�”�Å �·�©�á�æ�Â�Ÿ  �¯�ï�Â�©�µ�Ä

�ç�”�Â�¿�Å �•�a �³�ï�¬�ç

�Ú�ç�½

�¯�ï�Â�©�µ�Ä �³�µ�Â�Ü

�¬�é�”�Ì�ç  �¯�ï�Ñ�Ÿ�ª�á�è�”
�³�ã�ï

• • • • —

�æ�æ�”�µ �!�Ë�º�0

7.0(1) �\�w�¯�Ú�ï�Å�U�‹�Ö�^�•�‡�`�h�{

�¯�Ú�ï�Å 
†�Ì

clear pc PC 	Í�t�-�Ë�^�•�o�M�”
€��	Ø�C�z xlate 	Ø�C�z�‡�h�x�é�”�§�ç  �×�µ�Ä	Ø�C
�›	«�ˆ�`�‡�b�{
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clear pim counters
PIM �Ä�å�Ñ�Ÿ�¿�«  �§�¢�ï�»�›	«�ˆ�b�”�t�x�z�›�V  EXEC �Þ�”�Å�p  clear pim counters �¯�Ú�ï�Å�›�–
�;�`�‡�b�{  

clear pim counters 

�³�ï�»�¿�«�µ�w
†�Ì �\�w�¯�Ú�ï�Å�t�x�z�¾
:�‹�©�”�ë�”�Å�‹�K�“�‡�d�œ�{

�Ã�Ñ�¥�ç�Ä �Ã�Ñ�¥�ç�Ä�w�ˆ�^�•�‹�x�K�“�‡�d�œ�{

�¯�Ú�ï�Å  �Þ�”�Å �Í�w
¯�x�z�\�w�¯�Ú�ï�Å�›�Ö�—�p�V�”�Þ�”�Å�›�Ô�`�o�M�‡�b�{

�¯�Ú�ï�Å�d�º

�–�;	Í�w�̈ � �Å�å� �ï �\�w�¯�Ú�ï�Å�x�z�Ä�å�Ñ�Ÿ�¿�«  �§�¢�ï�»�i�Z�›	«�ˆ�`�‡�b�{ PIM �Ä�Ù�é�´  �Â�”�Ò�ç�›	«�ˆ�b�”�t
�x�z clear pim topology �¯�Ú�ï�Å�›�–�;�`�‡�b�{

�« �Í�w�«�p�x�z PIM �Ä�å�Ñ�Ÿ�¿�«  �§�¢�ï�»�›	«�ˆ�`�‡�b�{

hostname# clear pim counters

���È�¯�Ú�ï�Å

�¯�Ú�ï�Å  �Þ�”�Å

�Ñ�•� �ž�¢�¥�”�ç  �Þ�”�Å �·�©�á�æ�Â�Ÿ  �¯�ï�Â�©�µ�Ä

�ç�”�Â�¿�Å �•�a �³�ï�¬�ç

�Ú�ç�½

�¯�ï�Â�©�µ�Ä �³�µ�Â�Ü

�›�V  EXEC • — • — —

�æ�æ�”�µ �!�Ë�º�0

7.0(1) �\�w�¯�Ú�ï�Å�U�‹�Ö�^�•�‡�`�h�{

�¯�Ú�ï�Å 
†�Ì

clear pim reset �æ�·�¿�Ä�t�‘�l�o  MRIB �w�‰�8�=�›�§
M�`�‡�b�{

clear pim topology PIM �Ä�Ù�é�´  �Â�”�Ò�ç�›	«�ˆ�`�‡�b�{

show pim traffic PIM �Ä�å�Ñ�Ÿ�¿�«  �§�¢�ï�»�›
¯�Ô�`�‡�b�{
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clear pim reset
�æ�·�¿�Ä�t�‘�l�o  MRIB �w�‰�8�=�›�§
M�b�”�t�x�z�›�V  EXEC �Þ�”�Å�p  clear pim reset �¯�Ú�ï�Å�›
�–�;�`�‡�b�{  

clear pim reset

�³�ï�»�¿�«�µ�w
†�Ì �\�w�¯�Ú�ï�Å�t�x�z�¾
:�‹�©�”�ë�”�Å�‹�K�“�‡�d�œ�{

�Ã�Ñ�¥�ç�Ä �Ã�Ñ�¥�ç�Ä�w�ˆ�^�•�‹�x�K�“�‡�d�œ�{

�¯�Ú�ï�Å  �Þ�”�Å �Í�w
¯�x�z�\�w�¯�Ú�ï�Å�›�Ö�—�p�V�”�Þ�”�Å�›�Ô�`�o�M�‡�b�{

�¯�Ú�ï�Å�d�º

�–�;	Í�w�̈ � �Å�å� �ï �Ä�Ù�é�´  �Â�”�Ò�ç�T�’�w�b�‚�o�w	Ø�C�U	«�ˆ�^�•�z MRIB 
€���U�æ�·�¿�Ä�^�•�‡�b�{�\�w�¯�Ú�ï�Å
�x�z PIM �Ä�Ù�é�´  �Â�”�Ò�ç�q  MRIB �Ã�”�»�Õ�”�µ���w	Ý�6�›�‰�8�=�b�”�h�Š�t�–�;�p�V�‡�b�{

�« �Í�w�«�p�x�z�Ä�Ù�é�´  �Â�”�Ò�ç�›	«�ˆ�`�z MRIB 
€���›�æ�·�¿�Ä�`�‡�b�{

hostname# clear pim reset

���È�¯�Ú�ï�Å

�¯�Ú�ï�Å  �Þ�”�Å

�Ñ�•� �ž�¢�¥�”�ç  �Þ�”�Å �·�©�á�æ�Â�Ÿ  �¯�ï�Â�©�µ�Ä

�ç�”�Â�¿�Å �•�a �³�ï�¬�ç

�Ú�ç�½

�¯�ï�Â�©�µ�Ä �³�µ�Â�Ü

�›�V  EXEC • — • — —

�æ�æ�”�µ �!�Ë�º�0

7.0(1) �\�w�¯�Ú�ï�Å�U�‹�Ö�^�•�‡�`�h�{

�¯�Ú�ï�Å 
†�Ì

clear pim counters PIM �w�§�¢�ï�»�S�‘�|�w�-	Ø�C�›	«�ˆ�`�‡�b�{

clear pim topology PIM �Ä�Ù�é�´  �Â�”�Ò�ç�›	«�ˆ�`�‡�b�{

clear pim counters PIM �Ä�å�Ñ�Ÿ�¿�«  �§�¢�ï�»�›	«�ˆ�`�‡�b�{
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clear pim topology
PIM �Ä�Ù�é�´  �Â�”�Ò�ç�›	«�ˆ�b�”�t�x�z�›�V  EXEC �Þ�”�Å�p  clear pim topology �¯�Ú�ï�Å�›�–�;�`
�‡�b�{  

clear pim topology [group]

�³�ï�»�¿�«�µ�w
†�Ì

�Ã�Ñ�¥�ç�Ä �Ú�™�w group �¾
:�›�¦���`�s�M	Ô�ù�z�Ä�Ù�é�´  �Â�”�Ò�ç�T�’�b�‚�o�w�¤�ï�Ä�æ�U	«�ˆ�^�•�‡�b�{

�¯�Ú�ï�Å  �Þ�”�Å �Í�w
¯�x�z�\�w�¯�Ú�ï�Å�›�Ö�—�p�V�”�Þ�”�Å�›�Ô�`�o�M�‡�b�{

�¯�Ú�ï�Å�d�º

�–�;	Í�w�̈ � �Å�å� �ï �\�w�¯�Ú�ï�Å�x�z PIM �Ä�Ù�é�´  �Â�”�Ò�ç�T�’�7���w  PIM �ç�”�Ä�›	«�ˆ�`�‡�b�{ IGMP �é�”�§�ç  �Ý
�ï�Ì�”�³�¿�Ó�s�r�z MRIB �Â�”�Ò�ç�T�’	��˜�`�h	Ø�C�x�-�Ë�^�•�‡�b�{�Ú�ç�½�©�ß�µ�Ä  �¬�ç�”�Ó�›
�¦���`�h	Ô�ù�x�z�f�•�’�w�¬�ç�”�Ó  �¤�ï�Ä�æ�i�Z�U	«�ˆ�^�•�‡�b�{

�« �Í�w�«�p�x�z PIM �Ä�Ù�é�´  �Â�”�Ò�ç�›	«�ˆ�`�‡�b�{

hostname# clear pim topology

���È�¯�Ú�ï�Å

group �¢�¦�Ó�³�ã�ï�£�Ä�Ù�é�´  �Â�”�Ò�ç�T�’�_	†�b�”�Ú�ç�½�©�ß�µ�Ä  �¬�ç�”�Ó�w
�ž�Å�è�µ�‡�h�x�Ê
²�›�¦���`�‡�b�{

�¯�Ú�ï�Å  �Þ�”�Å

�Ñ�•� �ž�¢�¥�”�ç  �Þ�”�Å �·�©�á�æ�Â�Ÿ  �¯�ï�Â�©�µ�Ä

�ç�”�Â�¿�Å �•�a �³�ï�¬�ç

�Ú�ç�½

�¯�ï�Â�©�µ�Ä �³�µ�Â�Ü

�›�V  EXEC • — • — —

�æ�æ�”�µ �!�Ë�º�0

7.0(1) �\�w�¯�Ú�ï�Å�U�‹�Ö�^�•�‡�`�h�{

�¯�Ú�ï�Å 
†�Ì

clear pim counters PIM �w�§�¢�ï�»�S�‘�|�w�-	Ø�C�›	«�ˆ�`�‡�b�{

clear pim reset �æ�·�¿�Ä�t�‘�l�o  MRIB �w�‰�8�=�›�§
M�`�‡�b�{

clear pim counters PIM �Ä�å�Ñ�Ÿ�¿�«  �§�¢�ï�»�›	«�ˆ�`�‡�b�{
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clear priority-queue statistics
� �ï�»�”�Ñ�£� �µ�‡�h�x
ƒ���^�•�h�b�‚�o�w� �ï�»�”�Ñ�£� �µ�w�Ó�å� �¦�æ�Â�Ÿ  �©�á�”�w�-	Ø�C
�§�¢�ï�»�›	«�ˆ�b�”�t�x�z�¬�é�”�Ì�ç  �¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï  �Þ�”�Å�‡�h�x�›�V  EXEC �Þ�”�Å�p
clear priority-queue statistics �¯�Ú�ï�Å�›�–�;�`�‡�b�{

clear priority-queue statistics [interface-name]

�³�ï�»�¿�«�µ�w
†�Ì

�Ã�Ñ�¥�ç�Ä � �ï�»�”�Ñ�£� �µ�Ê�›	²�t�`�h	Ô�ù�z�\�w�¯�Ú�ï�Å�x
ƒ���^�•�h�b�‚�o�w� �ï�»�”�Ñ�£� �µ�w�Ó�å
� �¦�æ�Â�Ÿ  �©�á�”�w�-	Ø�C�›	«�ˆ�`�‡�b�{

�¯�Ú�ï�Å  �Þ�”�Å �Í�w
¯�x�z�\�w�¯�Ú�ï�Å�›�Ö�—�p�V�”�Þ�”�Å�›�Ô�`�o�M�‡�b�{

�¯�Ú�ï�Å�d�º

�« �Í�w�«�p�x�z�›�V  EXEC �Þ�”�Å�p  clear priority-queue statistics �¯�Ú�ï�Å�›�–�;�`�o�z �®test� �̄q�M�O
�Ê
²�w� �ï�»�”�Ñ�£� �µ�w�Ó�å� �¦�æ�Â�Ÿ  �©�á�”�w�-	Ø�C�›�_	†�`�‡�b�{

hostname# clear priority-queue statistics test
hostname# 

���È�¯�Ú�ï�Å

interface-name �¢�¦�Ó�³�ã�ï�£�Õ�µ�Ä�¤�Ñ�¥�”�Ä  �©�á�”�S�‘�|�ÿ�—���©�á�”�w	Ä�I�›
¯�Ô
�b�”� �ï�»�”�Ñ�£� �µ�w�Ê
²�›�¦���`�‡�b�{

�¯�Ú�ï�Å  �Þ�”�Å

�Ñ�•� �ž�¢�¥�”�ç  �Þ�”�Å �·�©�á�æ�Â�Ÿ  �¯�ï�Â�©�µ�Ä

�ç�”�Â�¿�Å �•�a �³�ï�¬�ç

�Ú�ç�½

�¯�ï�Â�©�µ�Ä �³�µ�Â�Ü

�›�V  EXEC • • • • —

�æ�æ�”�µ �!�Ë�º�0

7.0(1) �\�w�¯�Ú�ï�Å�U�‹�Ö�^�•�‡�`�h�{

�¯�Ú�ï�Å 
†�Ì

clear configure priority queue �¦���`�h� �ï�»�”�Ñ�£� �µ�T�’�Ó�å� �¦�æ�Â�Ÿ  �©�á�”  �¯�ï
�Ñ�Ÿ�ª�á�è�”�³�ã�ï�›�_	†�`�‡�b�{

priority-queue � �ï�»�”�Ñ�£� �µ�t�Ó�å� �¦�æ�Â�Ÿ  �©�á�”� �ï�¬�›
ƒ���`
�‡�b�{

show priority-queue statistics �¦���`�h� �ï�»�”�Ñ�£� �µ�‡�h�x�b�‚�o�w� �ï�»�”�Ñ�£� 
�µ�w�Ó�å� �¦�æ�Â�Ÿ  �©�á�”�w�-	Ø�C�›
¯�Ô�`�‡�b�{

show running-config priority-queue �¦���`�h� �ï�»�”�Ñ�£� �µ�w�q�O�w�Ó�å� �¦�æ�Â�Ÿ  �©�á�”
�¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï�›
¯�Ô�`�‡�b�{
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clear resource usage
�æ�¹�”�µ�–�;	Ý�¯�w�w�-	Ø�C�›	«�ˆ�b�”�t�x�z �›�V  EXEC �Þ�”�Å�p  clear resource usage �¯�Ú�ï�Å�›
�–�;�`�‡�b�{

clear resource usage [context context_name | all | summary | system] [resource{[ rate] 
resource_name| all}]

�³�ï�»�¿�«�µ�w
†�Ì

�Ã�Ñ�¥�ç�Ä �Ú�ç�½  �¯�ï�Â�©�µ�Ä  �Þ�”�Å�w	Ô�ù�z�Ã�Ñ�¥�ç�Ä�w�¯�ï�Â�©�µ�Ä�x  all �p�b�{�\�•�›�¦���b�”�\�q�t
�‘�“�z�b�‚�o�w�¯�ï�Â�©�µ�Ä�w�æ�¹�”�µ�–�;	Ý�¯�U	«�ˆ�^�•�‡�b�{�³�ï�¬�ç�Þ�”�Å�w	Ô�ù�z�¯�ï�Â
�©�µ�Ä�Ê�x�Á�¹�^�•�z�b�‚�o�w�æ�¹�”�µ�w�-	Ø�C�U	«�ˆ�^�•�‡�b�{

�Ã�Ñ�¥�ç�Ä�w�æ�¹�”�µ�Ê�x  all �p�z�b�‚�o�w�æ�¹�”�µ  �»� �Ó�U	«�ˆ�^�•�‡�b�{

�¯�Ú�ï�Å  �Þ�”�Å �Í�w
¯�x�z�\�w�¯�Ú�ï�Å�›�Ö�—�p�V�”�Þ�”�Å�›�Ô�`�o�M�‡�b�{

context context_name �¢�Ú�ç�½�Þ�”�Å�w�ˆ�£ �w�-	Ø�C�›	«�ˆ�b�”�¯�ï�Â�©�µ�Ä�Ê�›�¦���`�‡�b�{ �b
�‚�o�w�¯�ï�Â�©�µ�Ä�›�0	Å�t�b�”�t�x�z all�¢�Ã�Ñ�¥�ç�Ä�£�›�¦���`�‡�b�{

resource [rate] 
resource_name

�›���w�æ�¹�”�µ�w�–�;	Ý�¯�›	«�ˆ�`�‡�b�{�b�‚�o�w�æ�¹�”�µ�›�0	Å�t�b�”
�t�x�z all�¢�Ã�Ñ�¥�ç�Ä�£�›�¦���`�‡�b�{ rate �p�z	«�ˆ�b�”�æ�¹�”�µ�w�–�;
�p�›�¦���`�‡�b�{
z�p�p�����^�•�”�æ�¹�”�µ�t�x�z conns�z inspects�z�S�‘
�|  syslogs �U�K�“�‡�b�{�\�•�’�w�æ�¹�”�µ  �»� �Ó�›�¦���b�”	Ô�ù�x�z rate
�©�”�ë�”�Å�›�¦���b�”
ž�A�U�K�“�‡�b�{ conns �æ�¹�”�µ�x�z�‰�Ì
€���q�`
�o�‹�����^�•�‡�b�{ 1 
µ���K�h�“�w
€���›
¯�Ô�b�”�t�x�z rate �©�”�ë�”�Å
�w�ˆ�›�–�;�`�‡�b�{

�æ�¹�”�µ�t�x�z�Í�w�»� �Ó�U�K�“�‡�b�{

• asdm�• ASDM �w���g�·�¿�³�ã�ï�{

• conns�• 1 �m�w�×�µ�Ä�q
ó
:�w���w�×�µ�Ä���w
€���›���‰  2 �m�w�×�µ�Ä
���w  TCP �‡�h�x  UDP 
€���{

• inspects�•�ž�Ó�æ�­�”�³�ã�ï�U�*�{

• hosts�•�·�©�á�æ�Â�Ÿ  �ž�Ó�å� �ž�ï�µ�›�è�a�o
€���D�ó�s�×�µ�Ä�{

• mac-addresses�•�•�a�Ñ�•� �ž�¢�¥�”�ç  �Þ�”�Å�p�z MAC �ž�Å�è�µ  �Â�”
�Ò�ç�t���Š�’�•�”  MAC �ž�Å�è�µ�w
:�{

• ssh�• SSH �·�¿�³�ã�ï�{

• syslogs�•�³�µ�Â�Ü  �é�¬  �Ý�¿�·�”�´�{

• telnet�• Telnet �·�¿�³�ã�ï�{

• xlates�• NAT �!�õ�{

summary �¢�Ú�ç�½�Þ�”�Å�w�ˆ�£�A�ù�^�•�h�¯�ï�Â�©�µ�Ä�w�-	Ø�C�›	«�ˆ�`�‡�b�{

system �¢�Ú�ç�½  �Þ�”�Å�w�ˆ�£�³�µ�Â�Ü
¶�.�¢�¬�é�”�Ì�ç�£�w�–�;	Ý�¯�w�w�-	Ø�C
�›	«�ˆ�`�‡�b�{

�¯�Ú�ï�Å  �Þ�”�Å

�Ñ�•� �ž�¢�¥�”�ç  �Þ�”�Å �·�©�á�æ�Â�Ÿ  �¯�ï�Â�©�µ�Ä

�ç�”�Â�¿�Å �•�a �³�ï�¬�ç

�Ú�ç�½

�¯�ï�Â�©�µ�Ä �³�µ�Â�Ü

�›�V  EXEC • • • — •
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�¯�Ú�ï�Å�d�º

�« �Í�w�«�x�z�³�µ�Â�Ü
¶�.�w�–�;	Ý�¯�w�w�-	Ø�C�›	†�V�z
¶�¯�ï�Â�©�µ�Ä�w
¶�æ�¹�”�µ�–�;	Ý�¯�w�w
�-	Ø�C�›	«�ˆ�`�‡�b�{

hostname# clear resource usage

�Í�w�«�x�z�³�µ�Â�Ü
¶�.�w�–�;	Ý�¯�w�w�-	Ø�C�›	«�ˆ�`�‡�b�{

hostname# clear resource usage system

���È�¯�Ú�ï�Å

�æ�æ�”�µ �!�Ë�º�0

7.2(1) �\�w�¯�Ú�ï�Å�U�‹�Ö�^�•�‡�`�h�{

�¯�Ú�ï�Å 
†�Ì

context �·�©�á�æ�Â�Ÿ  �¯�ï�Â�©�µ�Ä�›�å�C�`�‡�b�{

show resource types �æ�¹�”�µ  �»� �Ó�w�æ�µ�Ä�›
¯�Ô�`�‡�b�{

show resource usage �·�©�á�æ�Â�Ÿ  �ž�Ó�å� �ž�ï�µ�w�æ�¹�”�µ�–�;	Ý�¯�›
¯�Ô�`�‡�b�{
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clear route
�¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï�T�’�¼� �Æ�Û�¿�«�t�å�”�Ç�ï�¬�^�•�h�ç�”�Ä�›�_	†�b�”�t�x�z�›�V  EXEC
�Þ�”�Å�p  clear route �¯�Ú�ï�Å�›�–�;�`�‡�b�{

clear route [interface_name]

�³�ï�»�¿�«�µ�w
†�Ì

�Ã�Ñ�¥�ç�Ä �Ã�Ñ�¥�ç�Ä�w�ˆ�^�•�‹�x�K�“�‡�d�œ�{

�¯�Ú�ï�Å  �Þ�”�Å �Í�w
¯�x�z�\�w�¯�Ú�ï�Å�›�Ö�—�p�V�”�Þ�”�Å�›�Ô�`�o�M�‡�b�{

�¯�Ú�ï�Å�d�º

�« �Í�w�«�p�x�z�¼� �Æ�Û�¿�«�t�å�”�Ç�ï�¬�^�•�h�ç�”�Ä�›�_	†�b�”�M�O�›�Ô�`�‡�b�{

hostname# clear route

���È�¯�Ú�ï�Å

interface_name �¢�¦�Ó�³�ã�ï�£�º
æ�‡�h�x�Ž
æ�w�É�¿�Ä�ë�”�«  � �ï�»�”�Ñ�£� �µ�Ê�{

�¯�Ú�ï�Å  �Þ�”�Å

�Ñ�•� �ž�¢�¥�”�ç  �Þ�”�Å �·�©�á�æ�Â�Ÿ  �¯�ï�Â�©�µ�Ä

�ç�”�Â�¿�Å �•�a �³�ï�¬�ç

�Ú�ç�½

�¯�ï�Â�©�µ�Ä �³�µ�Â�Ü

�›�V  EXEC • • • • —

�æ�æ�”�µ �!�Ë�º�0

�7�� �\�w�¯�Ú�ï�Å�x�7���w�‹�w�p�b�{

�¯�Ú�ï�Å 
†�Ì

route � �ï�»�”�Ñ�£� �µ�w�µ�»�Â�Ÿ�¿�«  �ç�”�Ä�‡�h�x�Ã�Ñ�¥�ç�Ä  �ç�”
�Ä�›�¦���`�‡�b�{

show route �ç�”�Ä	Ø�C�›
¯�Ô�`�‡�b�{

show running-config route 
ƒ���^�•�o�M�”�ç�”�Ä�›
¯�Ô�`�‡�b�{
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clear service-policy
� �É�”�Ò�ç�t�s�l�o�M�”�Ù�æ�³�”�w�á�;�Ã�”�»�‡�h�x�w�-	Ø�C�¢���O�b�”	Ô�ù�£�›	«�ˆ�b�”�t�x�z
�›�V  EXEC �Þ�”�Å�p  clear service-policy �¯�Ú�ï�Å�›�–�;�`�‡�b�{�U�*�¤�ï�´�ï�w�±�”�Ï�µ  �Ù�æ�³�”
�w�w�-	Ø�C�›	«�ˆ�b�”�M�O�t�m�M�o�x�z clear service-policy inspect �¯�Ú�ï�Å�›�€	°�`�o�X�i�^�M�{

clear service-policy [global | interface intf ]

�³�ï�»�¿�«�µ�w
†�Ì

�Ã�Ñ�¥�ç�Ä �Ã�Ñ�¥�ç�Ä�p�x�z �\�w�¯�Ú�ï�Å�x�b�‚�o�w� �É�”�Ò�ç�s�±�”�Ï�µ  �Ù�æ�³�”�w�w�-	Ø�C�›�b�‚�o	«�ˆ
�`�‡�b�{

�¯�Ú�ï�Å  �Þ�”�Å �Í�w
¯�x�z�\�w�¯�Ú�ï�Å�›�Ö�—�p�V�”�Þ�”�Å�›�Ô�`�o�M�‡�b�{

�¯�Ú�ï�Å�d�º

�« �Í�w�«�p�x�z clear service-policy �¯�Ú�ï�Å�w�³�ï�»�¿�«�µ�›�Ô�`�‡�b�{

hostname(config)# clear service-policy outside_security_map interface outside

���È�¯�Ú�ï�Å

global �¢�¦�Ó�³�ã�ï�£�¬�é�”�Ì�ç  �±�”�Ï�µ  �Ù�æ�³�”�w�w�-	Ø�C�›	«�ˆ�`�‡�b�{

interface intf �¢�¦�Ó�³�ã�ï�£�›���w� �ï�»�”�Ñ�£� �µ�w�±�”�Ï�µ  �Ù�æ�³�”�w�w�-	Ø�C�›
	«�ˆ�`�‡�b�{

�¯�Ú�ï�Å  �Þ�”�Å

�Ñ�•� �ž�¢�¥�”�ç  �Þ�”�Å �·�©�á�æ�Â�Ÿ  �¯�ï�Â�©�µ�Ä

�ç�”�Â�¿�Å �•�a �³�ï�¬�ç

�Ú�ç�½

�¯�ï�Â�©�µ�Ä �³�µ�Â�Ü

�›�V  EXEC • • • • —

�æ�æ�”�µ �!�Ë�º�0

7.0(1) �\�w�¯�Ú�ï�Å�U�‹�Ö�^�•�‡�`�h�{

�¯�Ú�ï�Å 
†�Ì

clear service-policy inspect gtp GTP �U�*�¤�ï�´�ï�w�±�”�Ï�µ  �Ù�æ�³�”�w�w�-	Ø�C
�›	«�ˆ�`�‡�b�{

clear service-policy inspect radius-accounting RADIUS �ž�§�¢�ï�Â�Ÿ�ï�¬�U�*�¤�ï�´�ï�w�±�”�Ï
�µ  �Ù�æ�³�”�w�w�-	Ø�C�›	«�ˆ�`�‡�b�{

show service-policy �±�”�Ï�µ  �Ù�æ�³�”�›
¯�Ô�`�‡�b�{

show running-config service-policy �î�æ�¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï�t
ƒ���^�•�o�M�”
�±�”�Ï�µ  �Ù�æ�³�”�›
¯�Ô�`�‡�b�{

clear configure service-policy �±�”�Ï�µ  �Ù�æ�³�”�w�¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï�›	«
�ˆ�`�‡�b�{

service-policy �±�”�Ï�µ  �Ù�æ�³�”�›
ƒ���`�‡�b�{
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clear service-policy inspect gtp
�¬�é�”�Ì�ç  GTP �w�-	Ø�C�›	«�ˆ�b�”�t�x�z�›�V  EXEC �Þ�”�Å�p  clear service-policy inspect gtp �¯�Ú
�ï�Å�›�–�;�`�‡�b�{  

clear service-policy inspect gtp {pdp-context [all | apn ap_name | imsi IMSI_value | ms-addr 
IP_address | tid tunnel_ID | version version_num ] | requests | statistics [gsn IP_address] }

�³�ï�»�¿�«�µ�w
†�Ì

�Ã�Ñ�¥�ç�Ä �Ã�Ñ�¥�ç�Ä�w�ˆ�^�•�‹�x�K�“�‡�d�œ�{

�¯�Ú�ï�Å  �Þ�”�Å �Í�w
¯�x�z�\�w�¯�Ú�ï�Å�›�Ö�—�p�V�”�Þ�”�Å�›�Ô�`�o�M�‡�b�{

�¯�Ú�ï�Å�d�º

all �b�‚�o�w  GTP PDP �¯�ï�Â�©�µ�Ä�›	«�ˆ�`�‡�b�{

apn �¢�¦�Ó�³�ã�ï�£�¦���`�h  APN �t�,�n�M�o  PDP �¯�ï�Â�©�µ�Ä�›	«�ˆ�`�‡�b�{

ap_name �›���w�ž�«�·�µ  �Ù� �ï�Ä�Ê�›�¦���`�‡�b�{

gsn �¢�¦�Ó�³�ã�ï�£ GPRS �Á
¢�Ã�”�»  �É�¿�Ä�ë�”�«�q���w�É�¿�Ä�ë�”�«���w� �ï
�»�”�Ñ�£� �µ�p�K�”  GPRS �±�Ù�”�Ä  �Ê�”�Å�›�¦���`�‡�b�{

gtp �¢�¦�Ó�³�ã�ï�£ GTP �w�±�”�Ï�µ  �Ù�æ�³�”�›	«�ˆ�`�‡�b�{

imsi �¢�¦�Ó�³�ã�ï�£�¦���`�h  IMSI �t�,�n�M�o  PDP �¯�ï�Â�©�µ�Ä�›	«�ˆ�`�‡�b�{

IMSI_value �›���w  IMSI �›�Ý���b�”  16 
��‹�{  

interface �¢�¦�Ó�³�ã�ï�£�›���w� �ï�»�”�Ñ�£� �µ�›�¦���`�‡�b�{  

int 	Ø�C�›	«�ˆ�b�”� �ï�»�”�Ñ�£� �µ�›�¦���`�‡�b�{

IP_address �w�-	Ø�C�›	«�ˆ�b�”  IP �ž�Å�è�µ�{

ms-addr �¢�¦�Ó�³�ã�ï�£�¦���`�h  MS �ž�Å�è�µ�t�,�n�M�o  PDP �¯�ï�Â�©�µ�Ä�›	«�ˆ�`
�‡�b�{

pdp-context �¢�¦�Ó�³�ã�ï�£�Í�­�¿�Ä  �Ã�”�»  �Ó�é�Ä�¯�ç  �¯�ï�Â�©�µ�Ä�›�¦���`�‡�b�{

requests �¢�¦�Ó�³�ã�ï�£ GTP �A�{�›	«�ˆ�`�‡�b�{

statistics �¢�¦�Ó�³�ã�ï�£ inspect gtp �¯�Ú�ï�Å�w  GTP �w�-	Ø�C�›	«�ˆ�`�‡�b�{  

tid �¢�¦�Ó�³�ã�ï�£�¦���`�h  TID �t�,�n�M�o  PDP �¯�ï�Â�©�µ�Ä�›	«�ˆ�`�‡�b�{

tunnel_ID �›���w�Ä�ï�É�ç�›�Ý���b�”  16 
��‹�{

version �¢�¦�Ó�³�ã�ï�£ GTP �Ì�”�´�ã�ï�t�,�n�M�o  PDP �¯�ï�Â�©�µ�Ä�›	«�ˆ�`�‡�b�{

version_num PDP �¯�ï�Â�©�µ�Ä�w�Ì�”�´�ã�ï�›�¦���`�‡�b�{���®�s
c�“�x  0 �™ 255 �p�b�{

�¯�Ú�ï�Å  �Þ�”�Å

�Ñ�•� �ž�¢�¥�”�ç  �Þ�”�Å �·�©�á�æ�Â�Ÿ  �¯�ï�Â�©�µ�Ä

�ç�”�Â�¿�Å �•�a �³�ï�¬�ç

�Ú�ç�½

�¯�ï�Â�©�µ�Ä �³�µ�Â�Ü

�›�V  EXEC • • • • •

�æ�æ�”�µ �!�Ë�º�0

7.0(1) �\�w�¯�Ú�ï�Å�U�‹�Ö�^�•�‡�`�h�{
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�–�;	Í�w�̈ � �Å�å� �ï �Í�­�¿�Ä  �Ã�”�»  �Ó�é�Ä�¯�ç  �¯�ï�Â�©�µ�Ä�x�z IMSI �q  NSAPI �w
Ê�ˆ�ù�d�p�K�”�Ä�ï�É�ç  ID �t�‘�l
�o�Ý���^�•�‡�b�{ GTP �Ä�ï�É�ç�x�z�f�•�g�•���x�w  GSN �Ê�”�Å�t�K�”�z 2 �m�w���È�b�”  PDP �¯�ï
�Â�©�µ�Ä�t�‘�l�o���[�^�•�z�Ä�ï�É�ç  ID �t�‘�l�o�Ý���^�•�‡�b�{ GTP �Ä�ï�É�ç�x�z�Í�­�¿�Ä�›�Ž

æ�Í�­�¿�Ä  �Ã�”�»  �É�¿�Ä�ë�”�«�q�Þ�Ì� �ç  �µ�Â�”�³�ã�ï�¢ MS�£�â�”�²�w���p�8
ù�b�”�h�Š�t
ž�A
�s�‹�w�p�b�{

�« �Í�w�«�p�x�z GTP �w�-	Ø�C�›	«�ˆ�`�‡�b�{

hostname# clear service-policy inspect gtp statistics

���È�¯�Ú�ï�Å �¯�Ú�ï�Å 
†�Ì

debug gtp GTP �U�*�t���b�”	Ä�I	Ø�C�›
¯�Ô�`�‡�b�{

gtp-map GTP �Ú�¿�Ó�›���[�`�z GTP �Ú�¿�Ó �¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï
�Þ�”�Å�›� �É�”�Ò�ç�t�`�‡�b�{

inspect gtp �ž�Ó�æ�­�”�³�ã�ï�U�*�;�t  GTP �Ú�¿�Ó�›�&�;�`�‡�b�{

show service-policy inspect gtp GTP �¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï�›
¯�Ô�`�‡�b�{

show running-config gtp-map 
ƒ���^�•�o�M�”  GTP �Ú�¿�Ó�›
¯�Ô�`�‡�b�{
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clear service-policy inspect radius-accounting
RADIUS �ž�§�¢�ï�Â�Ÿ�ï�¬�w�w�-	Ø�C�›	«�ˆ�b�”�t�x�z�›�V  EXEC �Þ�”�Å�p  clear service-policy
inspect radius-accounting �¯�Ú�ï�Å�›�–�;�`�‡�b�{

clear service-policy inspect radius-accounting { }

�³�ï�»�¿�«�µ�w
†�Ì

�Ã�Ñ�¥�ç�Ä �Ã�Ñ�¥�ç�Ä�w�ˆ�^�•�‹�x�K�“�‡�d�œ�{

�¯�Ú�ï�Å  �Þ�”�Å �Í�w
¯�x�z�\�w�¯�Ú�ï�Å�›�Ö�—�p�V�”�Þ�”�Å�›�Ô�`�o�M�‡�b�{

�¯�Ú�ï�Å�d�º

�–�;	Í�w�̈ � �Å�å� �ï

�« �Í�w�«�x�z RADIUS �ž�§�¢�ï�Â�Ÿ�ï�¬�w�w�-	Ø�C�›	«�ˆ�`�‡�b�{

hostname# clear service-policy inspect radius-accounting statistics

���È�¯�Ú�ï�Å

all

�¯�Ú�ï�Å  �Þ�”�Å

�Ñ�•� �ž�¢�¥�”�ç  �Þ�”�Å �·�©�á�æ�Â�Ÿ  �¯�ï�Â�©�µ�Ä

�ç�”�Â�¿�Å �•�a �³�ï�¬�ç

�Ú�ç�½

�¯�ï�Â�©�µ�Ä �³�µ�Â�Ü

�›�V  EXEC • • • • •

�æ�æ�”�µ �!�Ë�º�0

7.2(1) �\�w�¯�Ú�ï�Å�U�‹�Ö�^�•�‡�`�h�{

�¯�Ú�ï�Å 
†�Ì
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clear shun
�q�O� �É�”�Ò�ç�p�K�”�b�‚�o�w
		†�›�Ã�Ÿ�·�”�Ò�ç�t�`�o�z
		†�w�-	Ø�C�›	«�ˆ�b�”�t�x�z�›�V
EXEC �Þ�”�Å�p  clear shun �¯�Ú�ï�Å�›�–�;�`�‡�b�{

clear shun [statistics]

�³�ï�»�¿�«�µ�w
†�Ì

�Ã�Ñ�¥�ç�Ä �Ã�Ñ�¥�ç�Ä�w�ˆ�^�•�‹�x�K�“�‡�d�œ�{

�¯�Ú�ï�Å  �Þ�”�Å �Í�w
¯�x�z�\�w�¯�Ú�ï�Å�›�Ö�—�p�V�”�Þ�”�Å�›�Ô�`�o�M�‡�b�{

�¯�Ú�ï�Å�d�º

�« �Í�w�«�p�x�z�q�O� �É�”�Ò�ç�p�K�”�b�‚�o�w
		†�›�Ã�Ÿ�·�”�Ò�ç�t�`�o�z
		†�w�-	Ø�C�›	«�ˆ�b�”
�M�O�›�Ô�`�‡�b�{

hostname(config)# clear shun

���È�¯�Ú�ï�Å

statistics �¢�¦�Ó�³�ã�ï�£� �ï�»�”�Ñ�£� �µ  �§�¢�ï�»�i�Z�›	«�ˆ�`�‡�b�{

�¯�Ú�ï�Å  �Þ�”�Å

�Ñ�•� �ž�¢�¥�”�ç  �Þ�”�Å �·�©�á�æ�Â�Ÿ  �¯�ï�Â�©�µ�Ä

�ç�”�Â�¿�Å �•�a �³�ï�¬�ç

�Ú�ç�½

�¯�ï�Â�©�µ�Ä �³�µ�Â�Ü

�›�V  EXEC • • • • —

�æ�æ�”�µ �!�Ë�º�0

7.0(1) �\�w�¯�Ú�ï�Å�U�‹�Ö�^�•�‡�`�h�{

�¯�Ú�ï�Å 
†�Ì

shun 	ý�`�M
€���›
Í�­�`�z�7���w
€���T�’�w�Í�­�¿�Ä�›�‹
q�b�”�\�q�t�‘�l
�o�z�È�8�×�µ�Ä�•�w�¼� �Æ�Û�¿�«�s� �t�›� �É�”�Ò�ç�t�`�‡�b�{

show shun 
		†	Ø�C�›
¯�Ô�`�‡�b�{



�H 7 	·       clear console-output �¯�Ú�ï�Å�™  clear xlate �¯�Ú�ï�Å
  clear startup-config errors

7-50
Cisco �·�©�á�æ�Â�Ÿ  �ž�Ó�å� �ž�ï�µ  �¯�Ú�ï�Å  �æ�Ñ�•�è�ï�µ

OL-10086-02-J

clear startup-config errors
�Ý�Þ�æ�T�’�¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï  �¤�å�”  �Ý�¿�·�”�´�›	«�ˆ�b�”�t�x�z�›�V  EXEC �Þ�”�Å�p  clear
startup-config errors �¯�Ú�ï�Å�›�–�;�`�‡�b�{

clear startup-config errors

�³�ï�»�¿�«�µ�w
†�Ì �\�w�¯�Ú�ï�Å�t�x�z�¾
:�‹�©�”�ë�”�Å�‹�K�“�‡�d�œ�{

�Ã�Ñ�¥�ç�Ä �Ã�Ñ�¥�ç�Ä�w�ˆ�^�•�‹�x�K�“�‡�d�œ�{

�¯�Ú�ï�Å  �Þ�”�Å �Í�w
¯�x�z�\�w�¯�Ú�ï�Å�›�Ö�—�p�V�”�Þ�”�Å�›�Ô�`�o�M�‡�b�{

�¯�Ú�ï�Å�d�º

�–�;	Í�w�̈ � �Å�å� �ï �·�©�á�æ�Â�Ÿ  �ž�Ó�å� �ž�ï�µ�U�µ�»�”�Ä�ž�¿�Ó  �¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï�›�é�”�Å�`�h�q�V�t
\
R
�^�•�h�¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï  �¤�å�”�›
¯�Ô�b�”�t�x�z show startup-config errors �¯�Ú�ï�Å�›�–�;
�`�‡�b�{

�« �Í�w�«�p�x�z�Ý�Þ�æ�T�’�b�‚�o�w�¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï  �¤�å�”�›	«�ˆ�`�‡�b�{

hostname# clear startup-config errors

���È�¯�Ú�ï�Å

�¯�Ú�ï�Å  �Þ�”�Å

�Ñ�•� �ž�¢�¥�”�ç  �Þ�”�Å �·�©�á�æ�Â�Ÿ  �¯�ï�Â�©�µ�Ä

�ç�”�Â�¿�Å �•�a �³�ï�¬�ç

�Ú�ç�½

�¯�ï�Â�©�µ�Ä �³�µ�Â�Ü

�›�V  EXEC • • • — •

�æ�æ�”�µ �!�Ë�º�0

7.0(1) �\�w�¯�Ú�ï�Å�U�‹�Ö�^�•�‡�`�h�{

�¯�Ú�ï�Å 
†�Ì

show startup-config errors �·�©�á�æ�Â�Ÿ  �ž�Ó�å� �ž�ï�µ�U�µ�»�”�Ä�ž�¿�Ó  �¯�ï�Ñ�Ÿ
�ª�á�è�”�³�ã�ï�›�é�”�Å�`�h�q�V�t
\
R�^�•�h�¯�ï�Ñ�Ÿ
�ª�á�è�”�³�ã�ï  �¤�å�”�›
¯�Ô�`�‡�b�{
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clear sunrpc-server active
Sun RPC �ž�Ó�æ�­�”�³�ã�ï�U�*�t�‘�l�o�‰�Z�’�•�h�Ð�ï�×�”�ç�›	«�ˆ�b�”�t�x�z�¬�é�”�Ì�ç  �¯�ï
�Ñ�Ÿ�ª�á�è�”�³�ã�ï  �Þ�”�Å�p  clear sunrpc-server active �¯�Ú�ï�Å�›�–�;�`�‡�b�{

clear sunrpc-server active

�Ã�Ñ�¥�ç�Ä �Ã�Ñ�¥�ç�Ä�w�ˆ�^�•�‹�x�K�“�‡�d�œ�{

�¯�Ú�ï�Å  �Þ�”�Å �Í�w
¯�x�z�\�w�¯�Ú�ï�Å�›�Ö�—�p�V�”�Þ�”�Å�›�Ô�`�o�M�‡�b�{

�¯�Ú�ï�Å�d�º

�–�;	Í�w�̈ � �Å�å� �ï Sun RPC �ž�Ó�æ�­�”�³�ã�ï�U�*�t�‘�l�o�‰�Z�’�•�h�z NFS �•  NIS �s�r�w�±�”�Ï�µ  �Ä�å�Ñ�Ÿ�¿�«�U
� · �©�á�æ�Â�Ÿ �ž �Ó�å�   �ž � ï �µ � › �è �a�p�V �” � ‘ �O� t �b � ” �Ð� ï �×�” �ç � › 	« � ˆ �b � ” � t �x�z clear
sunrpc-server active �¯�Ú�ï�Å�›�–�;�`�‡�b�{

�« �Í�w�«�p�x�z Sun RPC �±�”�Ï�µ  �Â�”�Ò�ç�›	«�ˆ�b�”�M�O�›�Ô�`�‡�b�{

hostname(config)# clear  sunrpc-server

���È�¯�Ú�ï�Å

�¯�Ú�ï�Å  �Þ�”�Å

�Ñ�•� �ž�¢�¥�”�ç  �Þ�”�Å �·�©�á�æ�Â�Ÿ  �¯�ï�Â�©�µ�Ä

�ç�”�Â�¿�Å �•�a �³�ï�¬�ç

�Ú�ç�½

�¯�ï�Â�©�µ�Ä �³�µ�Â�Ü

�¬�é�”�Ì�ç  �¯�ï�Ñ�Ÿ�ª�á�è�”
�³�ã�ï

• • • • —

�æ�æ�”�µ �!�Ë�º�0

�7�� �\�w�¯�Ú�ï�Å�x�7���w�‹�w�p�b�{

�¯�Ú�ï�Å 
†�Ì

clear configure sunrpc-server �·�©�á�æ�Â�Ÿ  �ž�Ó�å� �ž�ï�µ�T�’  Sun �æ�Þ�”�Ä  �Ó�é�·�¿�±
�¯�”�ç  �±�”�Ï�µ�›	«�ˆ�`�‡�b�{

inspect sunrpc Sun RPC �ž�Ó�æ�­�” �³ �ã�ï�U�*�›�   �É�”�Ò�ç�‡�h�x�Ã�Ÿ
�·�”�Ò�ç�t�`�z�–�;�^�•�”�Ù�”�Ä�›
ƒ���`�‡�b�{  

show running-config sunrpc-server Sun RPC �±�”�Ï�µ�w�¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï�t���b�”	Ø�C
�›
¯�Ô�`�‡�b�{

show sunrpc-server active �ž�«�Â�Ÿ�Ò�s  Sun RPC �±�”�Ï�µ�t���b�”	Ø�C�›
¯�Ô�`�‡�b�{
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clear traffic

ù	ô�ž�«�Â�Ÿ�Ï�Â�Ÿ�S�‘�|	!	ô�ž�«�Â�Ÿ�Ï�Â�Ÿ�w�§�¢�ï�»�›�æ�·�¿�Ä�b�”�t�x�z �›�V  EXEC �Þ�”�Å
�p  clear traffic �¯�Ú�ï�Å�›�–�;�`�‡�b�{

clear traffic

�³�ï�»�¿�«�µ�w
†�Ì �\�w�¯�Ú�ï�Å�t�x�z�¾
:�‹�©�”�ë�”�Å�‹�K�“�‡�d�œ�{

�Ã�Ñ�¥�ç�Ä �Ã�Ñ�¥�ç�Ä�w�ˆ�^�•�‹�x�K�“�‡�d�œ�{

�¯�Ú�ï�Å  �Þ�”�Å �Í�w
¯�x�z�\�w�¯�Ú�ï�Å�›�Ö�—�p�V�”�Þ�”�Å�›�Ô�`�o�M�‡�b�{

�¯�Ú�ï�Å�d�º

�–�;	Í�w�̈ � �Å�å� �ï clear traffic  �¯�Ú�ï�Å�x�z show traffic �¯�Ú�ï�Å�p
¯�Ô�^�•�”
ù	ô�ž�«�Â�Ÿ�Ï�Â�Ÿ�S�‘�|	!	ô�ž�«�Â�Ÿ
�Ï�Â�Ÿ�w�§�¢�ï�»�›�æ�·�¿�Ä�`�‡�b�{�\�w�§�¢�ï�»�x�z�7�™�t  clear traffic �¯�Ú�ï�Å�U�Ö�—�^�•�o�T
�’�z�‡�h�x�·�©�á�æ�Â�Ÿ  �ž�Ó�å� �ž�ï�µ�U�¦�ï�å� �ï�t�s�l�o�T�’�z�¤� �ï�»�”�Ñ�£� �µ�›�è�a�`
�h�Í�­�¿�Ä
:�S�‘�|�Ì� �Ä
:�›�Ô�`�‡�b�{
µ
:�x�z�7�™�t�æ�Ò�”�Ä�^�•�o�T�’�·�©�á�æ�Â�Ÿ  �ž�Ó�å
� �ž�ï�µ�U�¦�ï�å� �ï�p�K�”�Ì���›�Ô�`�‡�b�{  

�« �Í�t�z clear traffic  �¯�Ú�ï�Å�w�«�›�Ô�`�‡�b�{

hostname# clear traffic

���È�¯�Ú�ï�Å

�¯�Ú�ï�Å  �Þ�”�Å

�Ñ�•� �ž�¢�¥�”�ç  �Þ�”�Å �·�©�á�æ�Â�Ÿ  �¯�ï�Â�©�µ�Ä

�ç�”�Â�¿�Å �•�a �³�ï�¬�ç

�Ú�ç�½

�¯�ï�Â�©�µ�Ä �³�µ�Â�Ü

�›�V  EXEC • • • • —

�æ�æ�”�µ �!�Ë�º�0

�7�� �\�w�¯�Ú�ï�Å�x�7���w�‹�w�p�b�{

�¯�Ú�ï�Å 
†�Ì

show traffic 
ù	ô�ž�«�Â�Ÿ�Ï�Â�Ÿ�S�‘�|	!	ô�ž�«�Â�Ÿ�Ï�Â�Ÿ�w�§�¢�ï�»�›
¯�Ô�`�‡�b�{
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clear uauth
1 
��w�â�”�²�‡�h�x�b�‚�o�w�â�”�²�w�b�‚�o�w�©�ß�¿�³�á�^�•�h�Ý	Â�S�‘�|�Ý�D	Ø�C�›�_	†�b�”�t
�x�z�›�V  EXEC �Þ�”�Å�p  clear uauth �¯�Ú�ï�Å�›�–�;�`�‡�b�{

clear uauth [username]

�³�ï�»�¿�«�µ�w
†�Ì

�Ã�Ñ�¥�ç�Ä �â�”�²�Ê�›	²�t�b�”�q�z�b�‚�o�w�â�”�²�w�Ý	Â�S�‘�|�Ý�D	Ø�C�U�_	†�^�•�‡�b�{

�¯�Ú�ï�Å  �Þ�”�Å �Í�w
¯�x�z�\�w�¯�Ú�ï�Å�›�Ö�—�p�V�”�Þ�”�Å�›�Ô�`�o�M�‡�b�{

�¯�Ú�ï�Å�d�º

�–�;	Í�w�̈ � �Å�å� �ï clear uauth �¯�Ú�ï�Å�x�z 1 
��‡�h�x�b�‚�o�w�â�”�²�w  AAA �Ý�D�S�‘�|�Ý	Â�w�©�ß�¿�³�á�›�_	†�`
�‡�b�{�f�w�h�Š�z�â�”�²�U�Í�s
€���›�^
R�b�”�q�V�t�z�6�Ý	Â�U
ž�A�t�s�“�‡�b�{  

timeout �¯�Ú�ï�Å�q�ž�t�–�;�`�‡�b�{

�¤�â�”�²  �×�µ�Ä�w  IP �ž�Å�è�µ�t�x�z�Ý�D�©�ß�¿�³�á�U
Ç�C�^�•�‡�b�{�â�”�²�U�&
~�s�×�µ�Ä�T�’�z
�©�ß�¿�³�á�^�•�h�±�”�Ï�µ�t�ž�«�·�µ�`�‘�O�q�b�”�q�z �·�©�á�æ�Â�Ÿ  �ž�Ó�å� �ž�ï�µ�x�â�”�²�›�Ý
�D�A�ˆ�p�K�”�q�_�s�`�z�b�Y�t
€���›�E�g	r�g�`�‡�b�{�K�”  Web �±� �Ä�•�w�ž�«�·�µ�›�°�S�Ý�D
�^�•�”�q�z�h�q�Q�y�z� �Ý�”�´�›�¡�ˆ���‰�q�V�t�z�¤� �Ý�”�´�]�q�t�Ý�D�±�”�Ì�q�è	ô�`�‡�d�œ

�¢� �Ý�”�´�U�‰�a  IP �ž�Å�è�µ�T�’�p�K�”�q
Ý���^�•�‡�b�£�{�\�w�Ó�é�·�µ�t�‘�“�z�Ý�D�±�”�Ì	Í�p
�Í�Ñ�¥�”�Ú�ï�µ�U�G
ï�t�²	Í�`�z
Û�Y�‹�G
ï�t�0�n�^�•�‡�b�{  

�â�”�²  �×�µ�Ä�]�q�t�ž�Å�è�µ�q�±�”�Ï�µ�w�Ö�ž�›�7�G  16 �x�‡�p�©�ß�¿�³�á�p�V�‡�b�{

�¢�«�£ Xauth �›� �É�”�Ò�ç�t�b�”�q�z�«�å� �ž�ï�Ä�t�Â�“�p�o�’�•�o�M�”  IP �ž�Å�è�µ�w�¤�ï�Ä�æ�U  uauth
�Â�”�Ò�ç�¢ show uauth �¯�Ú�ï�Å�p
¯�Ô�p�V�‡�b�£�t�å�C�^�•�‡�b�{�h�i�`�z�É�¿�Ä�ë�”�«�¦�Á�Þ�”
�Å�p  Easy VPN Remote �;�ó�q�ž�t  Xauth �›�–�;�b�”�q�z�É�¿�Ä�ë�”�«���t  IPSec �Ä�ï�É�ç�U�^
R�^
�•�”�h�Š�z�Ñ�•� �ž�¢�¥�”�ç�w�²�\�O���t�M�”�â�”�²�›  1 �m�w IP �ž�Å�è�µ�t���È
Ç�Z�”�\�q�U�p
�V�‡�d�œ�{�`�h�U�l�o�z Xauth �w�ì�ƒ�Ì�t  uauth �¤�ï�Ä�æ�U�^
R�^�•�‡�d�œ�{ AAA �Ý�D�‡�h�x�ž�§
�¢�ï�Â�Ÿ�ï�¬  �±�”�Ï�µ�U
ž�A�q�s�”	Ô�ù�x�z AAA �Ý	Â�Ó�é�©�³�›� �É�”�Ò�ç�t�`�o�z�Ñ�•� �ž
�¢�¥�”�ç�w�²�\�O���t�M�”�â�”�²�›�Ý	Â�`�‡�b�{ AAA �Ý	Â�Ó�é�©�³�w	Ä�I�t�m�M�o�x�z AAA �¯�Ú
�ï�Å�›�€	°�`�o�X�i�^�M�{

username �¢�¦�Ó�³�ã�ï�£�_	†�b�”�â�”�²�Ý	Â	Ø�C�›�â�”�²�Ê�p�¦���`�‡�b�{

�¯�Ú�ï�Å  �Þ�”�Å

�Ñ�•� �ž�¢�¥�”�ç  �Þ�”�Å �·�©�á�æ�Â�Ÿ  �¯�ï�Â�©�µ�Ä

�ç�”�Â�¿�Å �•�a �³�ï�¬�ç

�Ú�ç�½

�¯�ï�Â�©�µ�Ä �³�µ�Â�Ü

�›�V  EXEC • • — — •

�æ�æ�”�µ �!�Ë�º�0

�7�� �\�w�¯�Ú�ï�Å�x�7���w�‹�w�p�b�{
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�â�”�²�w
€���U�ž� �Å�ç�t�s�l�h�™�t�©�ß�¿�³�á�›�-�Ë�b�”�8���›�¦���b�”�t�x�z timeout uauth �¯
�Ú�ï�Å�›�–�;�`�‡�b�{�b�‚�o�w�â�”�²�w�b�‚�o�w�Ý�D�©�ß�¿�³�á�›�_	†�b�”�t�x�z clear uauth �¯�Ú
�ï�Å�›�–�;�`�‡�b�{�Í�s
€���›�^
R�b�”�q�V�t�x�6�Ý	Â�^�•�”
ž�A�U
\�a�‡�b�{

�« �Í�w�«�p�x�z�â�”�²�® Lee�¯�U�6�Ý	Â�^�•�”�‘�O�t�b�”�M�O�›�Ô�`�‡�b�{

hostname(config)# clear uauth lee

���È�¯�Ú�ï�Å �¯�Ú�ï�Å 
†�Ì

aaa authentication aaa-server �¯�Ú�ï�Å�p�¦���^�•�h�±�”�Ì	Í�w  LOCAL�z TACACS+�z�‡�h�x
RADIUS �w�â�”�²�Ý	Â�›� �É�”�Ò�ç�=�z�Ã�Ÿ�·�”�Ò�ç�=�z�‡�h�x
¯�Ô�`�‡
�b�{

aaa authorization aaa-server �¯�Ú�ï�Å�p�¦���^�•�h�±�”�Ì	Í�w  TACACS+ �‡�h�x  RADIUS �w
�â�”�²�Ý�D�›� �É�”�Ò�ç�=�z�Ã�Ÿ�·�”�Ò�ç�=�z�‡�h�x
¯�Ô�`�‡�b�{

show uauth �q�O�w�â�”�²�Ý	Â�S�‘�|�Ý�D	Ø�C�›
¯�Ô�`�‡�b�{

timeout �ž� �Å�ç	Ý�6�w�7�G�'���Ì���›
ƒ���`�‡�b�{
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clear url-block block statistics
�Ò�é�¿�«  �Ì�¿�Ñ�•�–�;	Ý�¯�§�¢�ï�»�›	«�ˆ�b�”�t�x�z�›�V  EXEC �Þ�”�Å�p  clear url-block block
statistics �¯�Ú�ï�Å�›�–�;�`�‡�b�{  

clear url-block block statistics

�³�ï�»�¿�«�µ�w
†�Ì �\�w�¯�Ú�ï�Å�t�x�z�¾
:�‹�©�”�ë�”�Å�‹�K�“�‡�d�œ�{

�Ã�Ñ�¥�ç�Ä �Ã�Ñ�¥�ç�Ä�w�ˆ�^�•�‹�x�K�“�‡�d�œ�{

�¯�Ú�ï�Å  �Þ�”�Å �Í�w
¯�x�z�\�w�¯�Ú�ï�Å�›�Ö�—�p�V�”�Þ�”�Å�›�Ô�`�o�M�‡�b�{

�¯�Ú�ï�Å�d�º

�–�;	Í�w�̈ � �Å�å� �ï clear url-block block statistics �¯�Ú�ï�Å�x�z Current number of packets held (global)  �§�¢�ï�»�Ž
�Ž�w�Ò�é�¿�«  �Ì�¿�Ñ�•�–�;	Ý�¯�§�¢�ï�»�›	«�ˆ�`�‡�b�{

�« �Í�w�«�p�x�z URL �Ò�é�¿�«�w�-	Ø�C�›	«�ˆ�`�z	«�ˆ�™�w�§�¢�ï�»�w	Ý�6�›
¯�Ô�`�‡�b�{

hostname# clear url-block block statistics
hostname# show url-block block statistics

URL Pending Packet Buffer Stats with max block  0
-----------------------------------------------------
Cumulative number of packets held: | 0
Maximum number of packets held (per URL): | 0
Current number of packets held (global): | 38
Packets dropped due to
 | exceeding url-block buffer limit: | 0
 | HTTP server retransmission: | 0
Number of packets released back to client: | 0

���È�¯�Ú�ï�Å

�¯�Ú�ï�Å  �Þ�”�Å

�Ñ�•� �ž�¢�¥�”�ç  �Þ�”�Å �·�©�á�æ�Â�Ÿ  �¯�ï�Â�©�µ�Ä

�ç�”�Â�¿�Å �•�a �³�ï�¬�ç

�Ú�ç�½

�¯�ï�Â�©�µ�Ä �³�µ�Â�Ü

�›�V  EXEC • • • • •

�æ�æ�”�µ �!�Ë�º�0

�7�� �\�w�¯�Ú�ï�Å�x�7���w�‹�w�p�b�{

�¯�Ú�ï�Å 
†�Ì

filter url �Ä�å�Ñ�Ÿ�¿�«�›  URL �Ñ�Ÿ�ç�»�æ�ï�¬  �±�”�Ì�t�²�Z�o
ù�“�‡�b�{

show url-block N2H2 �Ñ�Ÿ�ç�»�æ�ï�¬  �±�”�Ì�‡�h�x  Websense �Ñ�Ÿ�ç�»�æ�ï�¬  �±�”�Ì�T�’
�w� �t�›�4�l�o�M�”���w  URL �Ì�¿�Ñ�•�æ�ï�¬�t�–�;�^�•�”  URL �©�ß�¿
�³�á�t���b�”	Ø�C�›
¯�Ô�`�‡�b�{

url-block Web �±�”�Ì�w� �t�t�–�;�^�•�”  URL �Ì�¿�Ñ�•�›���g�`�‡�b�{

url-cache N2H2 �±�”�Ì�‡�h�x  Websense �±�”�Ì�T�’�w� �t�›�-�y�`�o�M�”���w  URL
�©�ß�¿�³�ï�¬�›� �É�”�Ò�ç�t�`�z�©�ß�¿�³�á�w�±� �¶�›
ƒ���`�‡�b�{

url-server filter  �¯�Ú�ï�Å�p�–�;�b�”  N2H2 �±�”�Ì�‡�h�x  Websense �±�”�Ì�›�¦���`�‡
�b�{
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clear url-cache statistics
�¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï�T�’  url-cache �¯�Ú�ï�Å���›�_	†�b�”�t�x�z�›�V  EXEC �Þ�”�Å�p  clear
url-cache �¯�Ú�ï�Å�›�–�;�`�‡�b�{  

clear url-cache statistics

�³�ï�»�¿�«�µ�w
†�Ì �\�w�¯�Ú�ï�Å�t�x�z�¾
:�‹�©�”�ë�”�Å�‹�K�“�‡�d�œ�{

�Ã�Ñ�¥�ç�Ä �Ã�Ñ�¥�ç�Ä�w�ˆ�^�•�‹�x�K�“�‡�d�œ�{

�¯�Ú�ï�Å  �Þ�”�Å �Í�w
¯�x�z�\�w�¯�Ú�ï�Å�›�Ö�—�p�V�”�Þ�”�Å�›�Ô�`�o�M�‡�b�{

�¯�Ú�ï�Å�d�º

�–�;	Í�w�̈ � �Å�å� �ï clear url-cache �¯�Ú�ï�Å�x�z�¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï�T�’  url-cache �w�-	Ø�C�›�_	†�`�‡�b�{

URL �©�ß�¿�³�á�›�–�;�`�o�‹�z Websense �Ó�é�Ä�¯�ç  Version 1 �w Websense �ž�§�¢�ï�Â�Ÿ�ï�¬  �é�¬
�x�ž�¿�Ó�Ã�”�Ä�^�•�‡�d�œ�{ Websense �Ó�é�Ä�¯�ç  Version 1 �›�–�;�`�o�M�”	Ô�ù�x�z Websense �›�î
�æ�`�o�é�¬�›�G�å�`�z Websense �ž�§�¢�ï�Â�Ÿ�ï�¬	Ø�C�›
¯�Ô�p�V�”�‘�O�t�`�‡�b�{�·�©�á�æ�Â�Ÿ�w
�A�{�t�ù�•�b�”�–�;	Ý�¯�Ó�é�Ñ�•� �ç�›	��˜�`�h�™�z | url-cache �¯�Ú�ï�Å�›�Ö�—�`�o�µ�ç�”�Ó�¿�Ä
�›�²	Í�^�d�‡�b�{ Websense �Ó�é�Ä�¯�ç  Version 4 �S�‘�|  N2H2 URL �Ñ�Ÿ�ç�»�æ�ï�¬�p�x�z url-cache
�¯�Ú�ï�Å�w�–�;�Ì�t�ž�§�¢�ï�Â�Ÿ�ï�¬  �é�¬�U�ž�¿�Ó�Ã�”�Ä�^�•�‡�b�{

�« �Í�w�«�p�x�z URL �©�ß�¿�³�á�w�-	Ø�C�›	«�ˆ�`�‡�b�{

hostname# clear url-cache statistics

���È�¯�Ú�ï�Å

�¯�Ú�ï�Å  �Þ�”�Å

�Ñ�•� �ž�¢�¥�”�ç  �Þ�”�Å �·�©�á�æ�Â�Ÿ  �¯�ï�Â�©�µ�Ä

�ç�”�Â�¿�Å �•�a �³�ï�¬�ç

�Ú�ç�½

�¯�ï�Â�©�µ�Ä �³�µ�Â�Ü

�›�V  EXEC • • • • •

�æ�æ�”�µ �!�Ë�º�0

�7�� �\�w�¯�Ú�ï�Å�x�7���w�‹�w�p�b�{

�¯�Ú�ï�Å 
†�Ì

filter url �Ä�å�Ñ�Ÿ�¿�«�›  URL �Ñ�Ÿ�ç�»�æ�ï�¬  �±�”�Ì�t�²�Z�o
ù�“�‡�b�{

show url-cache statistics N2H2 �Ñ�Ÿ�ç�»�æ�ï�¬  �±�”�Ì�‡�h�x  Websense �Ñ�Ÿ�ç�»�æ�ï�¬  �±�”�Ì
�T�’�w� �t�›�4�l�o�M�”���w  URL �Ì�¿�Ñ�•�æ�ï�¬�t�–�;�^�•�”  URL
�©�ß�¿�³�á�t���b�”	Ø�C�›
¯�Ô�`�‡�b�{

url-block �Ñ�Ÿ�ç�»�æ�ï�¬  �±�”�Ì�T�’�w�Ñ�Ÿ�ç�»�æ�ï�¬�>���›�4�l�o�M�”���z
Web �±�”�Ì�w� �t�t�–�;�^�•�”  URL �Ì�¿�Ñ�•�›���g�`�‡�b�{

url-cache N2H2 �±�”�Ì�‡�h�x  Websense �±�”�Ì�T�’�w� �t�›�-�y�`�o�M�”���w
URL �©�ß�¿�³�ï�¬�›� �É�”�Ò�ç�t�`�z�©�ß�¿�³�á�w�±� �¶�›
ƒ���`
�‡�b�{

url-server filter  �¯�Ú�ï�Å�p�–�;�b�”  N2H2 �±�”�Ì�‡�h�x  Websense �±�”�Ì�›�¦��
�`�‡�b�{  



�H 7 	·       clear console-output �¯�Ú�ï�Å�™  clear xlate �¯�Ú�ï�Å
  clear url-server

7-57
Cisco �·�©�á�æ�Â�Ÿ  �ž�Ó�å� �ž�ï�µ  �¯�Ú�ï�Å  �æ�Ñ�•�è�ï�µ

OL-10086-02-J

clear url-server
URL �Ñ�Ÿ�ç�»�æ�ï�¬  �±�”�Ì�w�w�-	Ø�C�›	«�ˆ�b�”�t�x�z�›�V  EXEC �Þ�”�Å�p  clear url-server �¯�Ú
�ï�Å�›�–�;�`�‡�b�{  

clear url-server statistics

�³�ï�»�¿�«�µ�w
†�Ì �\�w�¯�Ú�ï�Å�t�x�z�¾
:�‹�©�”�ë�”�Å�‹�K�“�‡�d�œ�{

�Ã�Ñ�¥�ç�Ä �Ã�Ñ�¥�ç�Ä�w�ˆ�^�•�‹�x�K�“�‡�d�œ�{

�¯�Ú�ï�Å  �Þ�”�Å �Í�w
¯�x�z�\�w�¯�Ú�ï�Å�›�Ö�—�p�V�”�Þ�”�Å�›�Ô�`�o�M�‡�b�{

�¯�Ú�ï�Å�d�º

�–�;	Í�w�̈ � �Å�å� �ï clear url-server �¯�Ú�ï�Å�x�z�¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï�T�’  URL �Ñ�Ÿ�ç�»�æ�ï�¬  �±�”�Ì�w�w�-	Ø�C
�›�_	†�`�‡�b�{

�« �Í�w�«�p�x�z URL �±�”�Ì�w�w�-	Ø�C�›	«�ˆ�`�‡�b�{

hostname# clear url-server statistics

���È�¯�Ú�ï�Å

�¯�Ú�ï�Å  �Þ�”�Å

�Ñ�•� �ž�¢�¥�”�ç  �Þ�”�Å �·�©�á�æ�Â�Ÿ  �¯�ï�Â�©�µ�Ä

�ç�”�Â�¿�Å �•�a �³�ï�¬�ç

�Ú�ç�½

�¯�ï�Â�©�µ�Ä �³�µ�Â�Ü

�›�V  EXEC • • • • •

�æ�æ�”�µ �!�Ë�º�0

�7�� �\�w�¯�Ú�ï�Å�x�7���w�‹�w�p�b�{

�¯�Ú�ï�Å 
†�Ì

filter url �Ä�å�Ñ�Ÿ�¿�«�›  URL �Ñ�Ÿ�ç�»�æ�ï�¬  �±�”�Ì�t�²�Z�o
ù�“�‡�b�{

show url-server N2H2 �Ñ�Ÿ�ç�»�æ�ï�¬  �±�”�Ì�‡�h�x  Websense �Ñ�Ÿ�ç�»�æ�ï�¬  �±�”�Ì�T�’
�w� �t�›�4�l�o�M�”���w  URL �Ì�¿�Ñ�•�æ�ï�¬�t�–�;�^�•�”  URL �©�ß�¿
�³�á�t���b�”	Ø�C�›
¯�Ô�`�‡�b�{

url-block �Ñ�Ÿ�ç�»�æ�ï�¬  �±�”�Ì�T�’�w�Ñ�Ÿ�ç�»�æ�ï�¬�>���›�4�l�o�M�”���z Web
�±�”�Ì�w� �t�t�–�;�^�•�”  URL �Ì�¿�Ñ�•�›���g�`�‡�b�{

url-cache N2H2 �±�”�Ì�‡�h�x  Websense �±�”�Ì�T�’�w� �t�›�-�y�`�o�M�”���w  URL
�©�ß�¿�³�ï�¬�›� �É�”�Ò�ç�t�`�z�©�ß�¿�³�á�w�±� �¶�›
ƒ���`�‡�b�{

url-server filter  �¯�Ú�ï�Å�p�–�;�b�”  N2H2 �±�”�Ì�‡�h�x  Websense �±�”�Ì�›�¦���`
�‡�b�{  
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clear wccp
WCCP 	Ø�C�›�æ�·�¿�Ä�b�”�t�x�z�›�V  EXEC �Þ�”�Å�p  clear wccp �¯�Ú�ï�Å�›�–�;�`�‡�b�{

clear wccp [ web-cache | service_number]

�³�ï�»�¿�«�µ�w
†�Ì

�Ã�Ñ�¥�ç�Ä �Ã�Ñ�¥�ç�Ä�w�ˆ�^�•�‹�x�K�“�‡�d�œ�{

�¯�Ú�ï�Å  �Þ�”�Å �Í�w
¯�x�z�\�w�¯�Ú�ï�Å�›�Ö�—�p�V�”�Þ�”�Å�›�Ô�`�o�M�‡�b�{

�¯�Ú�ï�Å�d�º

�« �Í�w�«�x�z Web �©�ß�¿�³�á  �±�”�Ï�µ�w  WCCP 	Ø�C�›�æ�·�¿�Ä�b�”�M�O�›�Ô�`�o�M�‡�b�{

hostname(config)# clear wccp web-cache

���È�¯�Ú�ï�Å

web-cache Web �©�ß�¿�³�á  �±�”�Ï�µ�›�¦���`�‡�b�{

service-number �ˆ�$�±�”�Ï�µ  ID�{�\�w�±�”�Ï�µ�w���[�x�z�©�ß�¿�³�á�t�‘�l�o�Ô�^�•�‡
�b�{ �ˆ�$�±�”�Ï�µ�w
j�ø�x  0 �™ 254 �‡�p�z �7�ô  255 �x�p�b�{ web-cache �©�”
�ë�”�Å�p�¦���b�”  Web �©�ß�¿�³�á  �±�”�Ï�µ�›���Š�z 256 �x�‡�p�t
M�v�^
�•�‡�b�{  

�¯�Ú�ï�Å  �Þ�”�Å

�Ñ�•� �ž�¢�¥�”�ç  �Þ�”�Å �·�©�á�æ�Â�Ÿ  �¯�ï�Â�©�µ�Ä

�ç�”�Â�¿�Å �•�a �³�ï�¬�ç

�Ú�ç�½

�¯�ï�Â�©�µ�Ä �³�µ�Â�Ü

�›�V  EXEC • • • • —

�æ�æ�”�µ �!�Ë�º�0

7.2(1) �\�w�¯�Ú�ï�Å�U�‹�Ö�^�•�‡�`�h�{

�¯�Ú�ï�Å 
†�Ì

show wccp WCCP �w�¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï�›
¯�Ô�`�‡�b�{

wccp redirect WCCP �æ�¼� �è�«�³�ã�ï�w�±�Ù�”�Ä�›� �É�”�Ò�ç�t�`�‡�b�{
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clear xlate
�q�O�w�!�õ	Ø�C�S�‘�|
€��	Ø�C�›	«�ˆ�b�”�t�x�z�›�V  EXEC �Þ�”�Å�p  clear xlate �¯�Ú�ï�Å�›�–�;�`
�‡�b�{  

clear xlate [global ip1[-ip2] [netmask mask]] [ local ip1[-ip2] [netmask mask]][ gport port1[-port2]] [ lport 
port1[-port2]] [ interface if_name] [state state]

�³�ï�»�¿�«�µ�w
†�Ì

�Ã�Ñ�¥�ç�Ä �Ã�Ñ�¥�ç�Ä�w�ˆ�^�•�‹�x�K�“�‡�d�œ�{

�¯�Ú�ï�Å  �Þ�”�Å �Í�w
¯�x�z�\�w�¯�Ú�ï�Å�›�Ö�—�p�V�”�Þ�”�Å�›�Ô�`�o�M�‡�b�{

�¯�Ú�ï�Å�d�º

�–�;	Í�w�̈ � �Å�å� �ï clear xlate �¯�Ú�ï�Å�x�z�!�õ�µ�é�¿�Ä�w�º�0�›	«�ˆ�`�‡�b�¢ �®xlate� �̄x�!�õ�µ�é�¿�Ä�›�™�¯�`�‡�b�£ �{
�!�õ�µ�é�¿�Ä�x�z�©�”�w�!�Ë�™�‹�’�“�‡�b�{�¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï�º�p  aaa-server�z access-list�z
alias�z global�z nat�z route�z�‡�h�x  static �¯�Ú�ï�Å�›�å�C�z�!�Ë�z�‡�h�x�_	†�`�h�™�t�x�z
ž�c  clear
xlate �¯�Ú�ï�Å�›�–�;�`�‡�b�{

global ip1[-ip2] �¢�¦�Ó�³�ã�ï�£�ž�«�Â�Ÿ�Ò�s�!�õ�›�¬�é�”�Ì�ç  IP �ž�Å�è�µ�‡�h�x�ž�Å�è�µ
�w
c�“���t	«�ˆ�`�‡�b�{

gport port1[-port2] �¢�¦�Ó�³�ã�ï�£�ž�«�Â�Ÿ�Ò�s�!�õ�›�¬�é�”�Ì�ç  �Ù�”�Ä�‡�h�x�Ù�”�Ä�w
c�“
���t	«�ˆ�`�‡�b�{  

interface if_name �¢�¦�Ó�³�ã�ï�£�ž�«�Â�Ÿ�Ò�s�!�õ�›� �ï�»�”�Ñ�£� �µ���t
¯�Ô�`�‡�b�{

local ip1[-ip2] �¢�¦�Ó�³�ã�ï�£�ž�«�Â�Ÿ�Ò�s�!�õ�›�é�”�§�ç  IP �ž�Å�è�µ�‡�h�x�ž�Å�è�µ�w

c�“���t	«�ˆ�`�‡�b�{

lport port1[-port2] �¢�¦�Ó�³�ã�ï�£�ž�«�Â�Ÿ�Ò�s�!�õ�›�é�”�§�ç  �Ù�”�Ä�‡�h�x�Ù�”�Ä�w
c�“��
�t	«�ˆ�`�‡�b�{  

netmask mask �¢�¦�Ó�³�ã�ï�£�¬�é�”�Ì�ç  IP �ž�Å�è�µ�‡�h�x�é�”�§�ç  IP �ž�Å�è�µ�›�v��
�b�”�É�¿�Ä�ë�”�«  �Ú�µ�«�›�¦���`�‡�b�{

state state �¢�¦�Ó�³�ã�ï�£�ž�«�Â�Ÿ�Ò�s�!�õ�›	Ý�6���t	«�ˆ�`�‡�b�{�Í�w	Ý�6�›  1 �m
�‡�h�x
ó
:�Ö�—�p�V�‡�b�{

• static�• �µ�»�Â�Ÿ�¿�« �!�õ�›�¦���`�‡�b�{

• portmap�• PAT �¬�é�”�Ì�ç�!�õ�›�¦���`�‡�b�{

• norandomseq�• norandomseq 
ƒ���p�w  nat �‡�h�x�µ�»�Â�Ÿ�¿�«�!�õ�›�¦
���`�‡�b�{

• identity�• nat 0 �Ý���ž�Å�è�µ�!�õ�›�¦���`�‡�b�{


ó
:�w	Ý�6�›�¦���b�”	Ô�ù�x�z	Ý�6�›�µ�Ö�”�µ�p�à
~�“�‡�b�{

�¯�Ú�ï�Å  �Þ�”�Å

�Ñ�•� �ž�¢�¥�”�ç  �Þ�”�Å �·�©�á�æ�Â�Ÿ  �¯�ï�Â�©�µ�Ä

�ç�”�Â�¿�Å �•�a �³�ï�¬�ç

�Ú�ç�½

�¯�ï�Â�©�µ�Ä �³�µ�Â�Ü

�›�V  EXEC • • • • •

�æ�æ�”�µ �!�Ë�º�0

�7�� �\�w�¯�Ú�ï�Å�x�7���w�‹�w�p�b�{
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xlate �x�z NAT �‡�h�x  PAT �·�¿�³�ã�ï�›�Ô�`�‡�b�{ �\�•�’�w�·�¿�³�ã�ï�x�z detail �¦�Ó�³�ã�ï�w  show
xlate �¯�Ú�ï�Å�p
¯�Ô�p�V�‡�b�{ xlate �t�x�z�µ�»�Â�Ÿ�¿�«�q�¼� �Æ�Û�¿�«�w  2 	��¨�U�K�“�‡�b�{

�µ�»�Â�Ÿ�¿�«  xlate �x�z static �¯�Ú�ï�Å�›�–�;�`�o�^
R�^�•�”�{���w  xlate �p�b�{�µ�»�Â�Ÿ�¿�«  xlate
�x�z�¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï�T�’  static �¯�Ú�ï�Å�›�_	†�b�”�\�q�t�‘�l�o�w�ˆ�_	†�p�V�‡�b�{ clear
xlate �x�z�µ�»�Â�Ÿ�¿�«�!�õ�F���›�_	†�`�‡�d�œ�{�¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï�T�’  static �¯�Ú�ï�Å�›�_
	†�`�o�‹�z�µ�»�Â�Ÿ�¿�«�F���›�–�;�b�”�7���w
€���x�Ä�å�Ñ�Ÿ�¿�«�›�8
ù�p�V�‡�b�{�\�•�’�w
€��
�›�Á�®�t�b�”�t�x�z clear local-host �›�–�;�`�‡�b�{

�¼� �Æ�Û�¿�«  xlate �x�z nat �‡�h�x  global �¯�Ú�ï�Å�›�–�;�`�o�z�Ä�å�Ñ�Ÿ�¿�«	r�g�t�‘�l�o�¦�ï�Ã�Ú
�ï�Å�p�^
R�^�•�‡�b�{ clear xlate �x�z�¼� �Æ�Û�¿�«  xlate �S�‘�|���È
Ç�Z�’�•�h
€���›�_	†�`�‡�b�{
�‡�h�z clear local-host �¯�Ú�ï�Å�›�–�;�`�o�z xlate �S�‘�|���È
Ç�Z�’�•�h
€���›	«�ˆ�b�”�\�q�‹�p�V
�‡�b�{ �¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï�T�’  nat �‡�h�x  global �¯�Ú�ï�Å�›�_	†�`�o�‹�z �¼� �Æ�Û�¿�«  xlate �S
�‘�|���È
Ç�Z�’�•�h
€���x�ž�«�Â�Ÿ�Ò�w�‡�‡�q�s�”	Ô�ù�U�K�“�‡�b�{�\�•�’�w
€���›�_	†�b�”�t
�x�z clear xlate �‡�h�x  clear local-host �¯�Ú�ï�Å�›�–�;�`�‡�b�{

�« �Í�w�«�p�x�z�q�O�w�!�õ�µ�é�¿�Ä	Ø�C�S�‘�|
€���µ�é�¿�Ä	Ø�C�›	«�ˆ�b�”�M�O�›�Ô�`�‡�b�{

hostname# clear xlate global

���È�¯�Ú�ï�Å �¯�Ú�ï�Å 
†�Ì

clear local-host �é�”�§�ç  �×�µ�Ä�w�É�¿�Ä�ë�”�«	Ø�C�›	«�ˆ�`�‡�b�{

clear uauth �©�ß�¿�³�á�^�•�h�â�”�²�Ý	Â�S�‘�|�Ý�D	Ø�C�›	«�ˆ�`�‡�b�{

show conn �ž�«�Â�Ÿ�Ò�s
€���›�b�‚�o
¯�Ô�`�‡�b�{

show local-host �é�”�§�ç  �×�µ�Ä�w�É�¿�Ä�ë�”�«	Ø�C�›
¯�Ô�`�‡�b�{

show xlate �q�O�w�!�õ	Ø�C�›
¯�Ô�`�‡�b�{
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8

client-access-rule �¯�Ú�ï�Å�™  
crl configure �¯�Ú�ï�Å

client-access-rule
�æ�Þ�”�Ä�ž�«�·�µ  �«�å� �ž�ï�Ä�w�»� �Ó�›
M�v�b�”�F���S�‘�|�·�©�á�æ�Â�Ÿ  �ž�Ó�å� �ž�ï�µ�›�è
�`�o  IPSec �&���p
€���p�V�”�Ì�”�´�ã�ï�›
ƒ���b�”�t�x�z �¬�ç�”�Ó  �Ù�æ�³�”  �¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã
�ï  �Þ�”�Å�p  client-access-rule �¯�Ú�ï�Å�›�–�;�`�‡�b�{�F���›�_	†�b�”�t�x�z�\�w�¯�Ú�ï�Å�w  no ��
�Ü�›�–�;�`�‡�b�{  

�b�‚�o�w�F���›�_	†�b�”�t�x�z no client-access-rule �¯�Ú�ï�Å�w  priority �¾
:�i�Z�›�¦���`�o�–�;�`
�‡�b�{�\�w�¦���t�‘�“�z client-access-rule none �¯�Ú�ï�Å�›�Ö�—�`�o�^
R�^�•�h�È�ç�F���›���‰�z
ƒ
���^�•�h�b�‚�o�w�F���U�_	†�^�•�‡�b�{

�«�å� �ž�ï�Ä�w�ž�«�·�µ�F���U�s�M	Ô�ù�z �â�”�²�x�Ã�Ñ�¥�ç�Ä�w�¬�ç�”�Ó  �Ù�æ�³�”�º�t���O�b�”�b
�‚�o�w�F���›�'	•�`�‡�b�{�â�”�²�U�«�å� �ž�ï�Ä�w�ž�«�·�µ�F���›�'	•�`�s�M�‘�O�t�b�”�t�x�z
client-access-rule none �¯�Ú�ï�Å�›�–�;�`�‡�b�{�«�å� �ž�ï�Ä�w�ž�«�·�µ�F���›�'	•�`�s�M	Ô�ù�z�b
�‚�o�w�«�å� �ž�ï�Ä  �»� �Ó�S�‘�|�Ì�”�´�ã�ï�t
€���p�V�‡�b�{

client-access-rule priority {permit | deny} type type version version | none

no client-access-rule priority [{permit | deny} type type version version]

�³�ï�»�¿�«�µ�w
†�Ì deny �›���w�»� �Ó�q�Ì�”�´�ã�ï�w�†�M�‡�h�x�M�c�•�T�°�M�w�Ã�Ì� �µ�w
€��
�›�‹
q�`�‡�b�{

none �«�å� �ž�ï�Ä�w�ž�«�·�µ�F���›�•�D�`�‡�d�œ�{ client-access-rule �›�È�ç�‹�t

ƒ���`�o�z
M�v�›�•�D�`�‡�d�œ�{�Ã�Ñ�¥�ç�Ä�w�¬�ç�”�Ó  �Ù�æ�³�”�‡�h�x�¦
���^�•�o�M�”�¬�ç�”�Ó  �Ù�æ�³�”�T�’�‹�›�'	•�`�s�M�‘�O�t�`�‡�b�{

permit �›���w�»� �Ó�q�Ì�”�´�ã�ï�w�†�M�‡�h�x�M�c�•�T�°�M�w�Ã�Ì� �µ�w
€��
�›�•�D�`�‡�b�{

priority �F���w��
Œ	q�•�›�>���`�‡�b�{�7�‹	–�^�M
T
:�w�F���U�z�°
j�ô�M��
Œ	q
�•�q�s�“�‡�b�{�`�h�U�l�o�z�«�å� �ž�ï�Ä  �»� �Ó�q�Ì�”�´�ã�ï�w�†�M�‡�h
�x�M�c�•�T�°�M�t�°�•�b�”�7�‹	–�^�M
T
:�w�F���U�z�&�;�^�•�”�F���p
�b�{��
Œ	q�•�w�ÿ�M�F���U�Ã	l�`�o�M�”	Ô�ù�z�·�©�á�æ�Â�Ÿ  �ž�Ó�å� �ž�ï
�µ�x�f�w�F���›�Á�¹�`�‡�b�{
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�Ã�Ñ�¥�ç�Ä �Ã�Ñ�¥�ç�Ä�p�x�z�ž�«�·�µ�F���x�K�“�‡�d�œ�{  

�¯�Ú�ï�Å  �Þ�”�Å �Í�w
¯�x�z�\�w�¯�Ú�ï�Å�›�Ö�—�p�V�”�Þ�”�Å�›�Ô�`�o�M�‡�b�{

�¯�Ú�ï�Å�d�º

�–�;	Í�w�̈ � �Å�å� �ï �Í�w�«�™�t	H�l�o�F���›�^
R�`�‡�b�{

• �F���›���[�`�s�M	Ô�ù�z�·�©�á�æ�Â�Ÿ  �ž�Ó�å� �ž�ï�µ�x�b�‚�o�w
€���»� �Ó�›�•�D�`�‡�b�{

• �«�å� �ž�ï�Ä�U�F���w�M�c�•�t�‹�°�•�`�s�M	Ô�ù�z �·�©�á�æ�Â�Ÿ  �ž�Ó�å� �ž�ï�µ�x
€���›�‹
q
�`�‡�b�{�m�‡�“  deny �F���›���[�b�”	Ô�ù�x�z	—�s�X�q�‹  1 �m�w permit �F���‹���[�b�”
ž�A�U
�K�“�‡�b�{ permit �F���›���[�`�s�M�q�z�·�©�á�æ�Â�Ÿ  �ž�Ó�å� �ž�ï�µ�x�b�‚�o�w
€���›�‹
q�`
�‡�b�{

• �¹�Ñ�Ä�¢�£�ž  �«�å� �ž�ï�Ä�q�Ë�”�Å�¢�£�ž  �«�å� �ž�ï�Ä�w�r�j�’�‹�z�»� �Ó�S�‘�|�Ì�”�´�ã
�ï�U  show vpn-sessiondb remote 
¯�Ô�w�Ž�
�q�ì
¶�t�°�•�b�”
ž�A�U�K�“�‡�b�{

• * �G�ø�x�ë� �ç�Å�§�”�Å�p�z�¤�F���º�p
ó
:�s�–�;�p�V�‡�b�{�h�q�Q�y�z client-access-rule 3 
deny type * version 3.* �x�z�æ�æ�”�µ  �Ì�”�´�ã�ï  3.x �¹�Ñ�Ä�¢�£�ž�›�î�æ�`�o�M�”�b�‚�o�w�«�å
� �ž�ï�Ä  �»� �Ó�›�‹
q�b�”��
Œ	q�•  3 �w�«�å� �ž�ï�Ä�w�ž�«�·�µ�F���›�^
R�`�‡�b�{

• 1 �m�w�¬�ç�”�Ó  �Ù�æ�³�”�t�m�V�7�G  25 �w�F���›�^
R�p�V�‡�b�{

• �°�È�w�F��
¶�.�t  255 ���È�w
M�v�U�K�“�‡�b�{

• �«�å� �ž�ï�Ä  �»� �Ó�q�Ì�”�´�ã�ï�w�†�M�‡�h�x�M�c�•�T�°�M�›
ù	ô�`�s�M�«�å� �ž�ï�Ä�t  n/a
�›�–�;�p�V�‡�b�{

�« �Í�w�«�p�x�z FirstGroup �q�M�O�Ê
²�w�¬�ç�”�Ó  �Ù�æ�³�”�w�«�å� �ž�ï�Ä�w�ž�«�·�µ�F���›�^
R�b�”
�M�O�›�Ô�`�‡�b�{�\�•�’�w�F���x�z�¹�Ñ�Ä�¢�£�ž  �Ì�”�´�ã�ï  4.1 �›�î�æ�`�o�M�”  VPN �«�å� �ž�ï
�Ä�›�•�D�b�”�°�M�z�b�‚�o�w  VPN 3002 �Ë�”�Å�¢�£�ž  �«�å� �ž�ï�Ä�›�‹
q�`�‡�b�{

hostname(config)#  group-policy FirstGroup  attributes
hostname(config-group-policy)# client-access-rule 1 d t VPN3002 v *
hostname(config-group-policy)# client-access-rule 2 p * v 4.1

type type VPN 3002 �s�r�w�×�����Ü�w���È�»�›�b�;�`�o�z�Ã�Ì� �µ  �»� �Ó�›�¦���`
�‡�b�{ * �G�ø�›�ë� �ç�Å�§�”�Å�q�`�o�–�;�p�V�”	Ô�ù�›	†�V�z���È�»�x
show vpn-sessiondb remote 
¯�Ô�w�Ž�
�q�ì
¶�t�°�•�b�”
ž�A�U�K�“�‡�b�{

version version 7.0(1) �s�r�w�×�����Ü�w���È�»�›�–�;�`�o�z�Ã�Ì� �µ  �Ì�”�´�ã�ï�›�¦���`
�‡�b�{ * �G�ø�›�ë� �ç�Å�§�”�Å�q�`�o�–�;�p�V�”	Ô�ù�›	†�V�z���È�»�x
show vpn-sessiondb remote 
¯�Ô�w�Ž�
�q�ì
¶�t�°�•�b�”
ž�A�U�K�“�‡�b�{

�¯�Ú�ï�Å  �Þ�”�Å

�Ñ�•� �ž�¢�¥�”�ç  �Þ�”�Å �·�©�á�æ�Â�Ÿ  �¯�ï�Â�©�µ�Ä

�ç�”�Â�¿�Å �•�a �³�ï�¬�ç

�Ú�ç�½

�¯�ï�Â�©�µ�Ä �³�µ�Â�Ü

�¬�é�”�Ì�ç  �¯�ï�Ñ�Ÿ�ª�á�è�”
�³�ã�ï

• — • — —

�æ�æ�”�µ �!�Ë�º�0

7.0(1) �\�w�¯�Ú�ï�Å�U�‹�Ö�^�•�‡�`�h�{
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client-firewall
�·�©�á�æ�Â�Ÿ  �ž�Ó�å� �ž�ï�µ�U  IKE �Ä�ï�É�ç�w�É�°�³�¤�”�³�ã�ï�¤�t  VPN �«�å� �ž�ï�Ä�t�Ó�¿
�³�á�b�”�Í�”�¹�Æ�ç  �Ñ�•� �ž�¢�¥�”�ç  �Ù�æ�³�”�›
ƒ���b�”�t�x�z�¬�ç�”�Ó  �Ù�æ�³�”  �¯�ï�Ñ�Ÿ�ª�á
�è�”�³�ã�ï  �Þ�”�Å�p  client-firewall  �¯�Ú�ï�Å�›�–�;�`�‡�b�{�Ñ�•� �ž�¢�¥�”�ç  �Ù�æ�³�”�›�_	†�b�”
�t�x�z�\�w�¯�Ú�ï�Å�w  no ���Ü�›�–�;�`�‡�b�{

�b�‚�o�w�Ñ�•� �ž�¢�¥�”�ç  �Ù�æ�³�”�›�_	†�b�”�t�x�z�¾
:�›�¦���d�c�t  no client-firewall �¯�Ú�ï�Å
�›�–�;�`�‡�b�{ client-firewall none �¯�Ú�ï�Å�›
C�æ�`�o�^
R�`�h�È�ç  �Ù�æ�³�”�›���‰�z�b�‚�o�w
ƒ
���A�ˆ�Ñ�•� �ž�¢�¥�”�ç  �Ù�æ�³�”�U�_	†�^�•�‡�b�{

�Ñ�•� �ž�¢�¥�”�ç  �Ù�æ�³�”�U�s�X�s�”�q�z�â�”�²�x�Ã�Ñ�¥�ç�Ä�‡�h�x�f�w���w�¬�ç�”�Ó  �Ù�æ�³�”
�º�t���O�b�”�Ñ�•� �ž�¢�¥�”�ç  �Ù�æ�³�”�›�'	•�`�‡�b�{�â�”�²�U�f�•�’�w�Ñ�•� �ž�¢�¥�”�ç  �Ù�æ
�³�”�›�'	•�`�s�M�‘�O�t�b�”�t�x�z client-firewall none �¯�Ú�ï�Å�›�–�;�`�‡�b�{

client-firewall none

client-firewall { opt | req} custom vendor-id num product-id num policy { AYT  | CPP acl-in acl acl-out 
acl} [ description string]

client-firewall { opt | req}  zonelabs-integrity

�¢�«�£ �Ñ�•� �ž�¢�¥�”�ç�w�»� �Ó�›  zonelabs-integrity �t�b�”	Ô�ù�x�z�¾
:�›�¦���`�s�M�p�X�i�^�M�{�Ù�æ
�³�”�x�z Zone Labs Integrity �±�”�Ì�t�‘�l�o�>�Š�’�•�‡�b�{

client-firewall { opt | req}  zonelabs-zonealarm policy { AYT  | CPP acl-in acl acl-out acl}

client-firewall { opt | req}  zonelabs-zonealarmorpro policy { AYT  | CPP acl-in acl acl-out acl}

client-firewall { opt | req}  zonelabs-zonealarmpro policy {AYT  | CPP acl-in acl acl-out acl}

client-firewall { opt | req}  cisco-integrated acl-in acl acl-out acl}

client-firewall { opt | req}  sygate-personal

client-firewall { opt | req}  sygate-personal-pro

client-firewall { opt | req}  sygate-personal-agent

client-firewall { opt | req}  networkice-blackice

client-firewall { opt | req}  cisco-security-agent

�³�ï�»�¿�«�µ�w
†�Ì acl-in <acl> �«�å� �ž�ï�Ä�U�£	ô�Ä�å�Ñ�Ÿ�¿�«�t�–�;�b�”�Ù�æ�³�”�›�¦���`�‡�b�{

acl-out <acl> �«�å� �ž�ï�Ä�U
C	ô�Ä�å�Ñ�Ÿ�¿�«�t�–�;�b�”�Ù�æ�³�”�›�¦���`�‡�b�{

AYT �«�å� �ž�ï�Ä  PC �w�Ñ�•� �ž�¢�¥�”�ç  �ž�Ó�æ�­�”�³�ã�ï�U�Ñ�•� �ž
�¢�¥�”�ç  �Ù�æ�³�”�›
M�š�b�”�\�q�›�¦���`�‡�b�{�·�©�á�æ�Â�Ÿ  �ž�Ó�å
� �ž�ï�µ�x�z�Ñ�•� �ž�¢�¥�”�ç�U�¬�î�t�î�æ�^�•�o�M�”�\�q�›�¬�Ý�`
�‡�b�{ �®Are You There?�¯�q
¯�Ô�^�•�z� �t�U�s�M	Ô�ù�z�·�©�á�æ�Â�Ÿ
�ž�Ó�å� �ž�ï�µ�x�Ä�ï�É�ç�›	4�ƒ�`�‡�b�{

cisco-integrated Cisco Integrated �Ñ�•� �ž�¢�¥�”�ç  �»� �Ó�›�¦���`�‡�b�{

cisco-security-agent Cisco Intrusion Prevention Security Agent �Ñ�•� �ž�¢�¥�”�ç  �»� �Ó�›�¦��
�`�‡�b�{
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�Ã�Ñ�¥�ç�Ä �Ã�Ñ�¥�ç�Ä�w�ˆ�^�•�‹�x�K�“�‡�d�œ�{

�¯�Ú�ï�Å  �Þ�”�Å �Í�w
¯�x�z�\�w�¯�Ú�ï�Å�›�Ö�—�p�V�”�Þ�”�Å�›�Ô�`�o�M�‡�b�{

�¯�Ú�ï�Å�d�º

�–�;	Í�w�̈ � �Å�å� �ï �\�w�¯�Ú�ï�Å�p
ƒ���p�V�”� �ï�µ�»�ï�µ�x  1 �m�i�Z�p�b�{

�« �Í�w�«�p�x�z FirstGroup �q�M�O�Ê
²�w�¬�ç�”�Ó  �Ù�æ�³�”�w  Cisco Intrusion Prevention Security Agent �›

ž�A�q�b�”�«�å� �ž�ï�Ä  �Ñ�•� �ž�¢�¥�”�ç  �Ù�æ�³�”�›
ƒ���b�”�M�O�›�Ô�`�‡�b�{

hostname(config)#  group-policy FirstGroup attributes
hostname(config-group-policy)# client-firewall req cisco-security-agent

CPP VPN �«�å� �ž�ï�Ä  �Ñ�•� �ž�¢�¥�”�ç  �Ù�æ�³�”�w�¹�”�µ�q�`�o�Ó�¿
�³�á�^�•�”�Ù�æ�³�”�›�¦���`�‡�b�{

custom Custom �Ñ�•� �ž�¢�¥�”�ç  �»� �Ó�›�¦���`�‡�b�{

description <string> �Ñ�•� �ž�¢�¥�”�ç�t�m�M�o
†�Ì�`�‡�b�{

networkice-blackice Network ICE Black ICE �Ñ�•� �ž�¢�¥�”�ç  �»� �Ó�›�¦���`�‡�b�{

none �«�å� �ž�ï�Ä  �Ñ�•� �ž�¢�¥�”�ç  �Ù�æ�³�”�U�s�M�\�q�›�¦���`�‡�b�{
�Ñ�•� �ž�¢�¥�”�ç  �Ù�æ�³�”�›�È�ç�‹�t
ƒ���`�o�z�‹
q�`�‡�b�{�Ã�Ñ�¥
�ç�Ä�w�¬�ç�”�Ó  �Ù�æ�³�”�‡�h�x�¦���^�•�o�M�”�¬�ç�”�Ó  �Ù�æ�³�”�T
�’�Ñ�•� �ž�¢�¥�”�ç  �Ù�æ�³�”�›�'	•�`�s�M�‘�O�t�`�‡�b�{

opt �¦�Ó�³�ã�ï�w�Ñ�•� �ž�¢�¥�”�ç  �»� �Ó�›�¦���`�‡�b�{

product-id �Ñ�•� �ž�¢�¥�”�ç
a
¼�›�¦���`�‡�b�{  

req 
ž�A�s�Ñ�•� �ž�¢�¥�”�ç  �»� �Ó�›�¦���`�‡�b�{

sygate-personal Sygate Personal �Ñ�•� �ž�¢�¥�”�ç  �»� �Ó�›�¦���`�‡�b�{

sygate-personal-pro Sygate Personal Pro �Ñ�•� �ž�¢�¥�”�ç  �»� �Ó�›�¦���`�‡�b�{

sygate-security-agent Sygate Security Agent �Ñ�•� �ž�¢�¥�”�ç  �»� �Ó�›�¦���`�‡�b�{

vendor-id �Ñ�•� �ž�¢�¥�”�ç�w�Õ�ï�¼�”�›�¦���`�‡�b�{

zonelabs-integrity Zone Labs Integrity �±�”�Ì  �Ñ�•� �ž�¢�¥�”�ç  �»� �Ó�›�¦���`�‡�b�{

zonelabs-zonealarm Zone Labs Zone Alarm �Ñ�•� �ž�¢�¥�”�ç  �»� �Ó�›�¦���`�‡�b�{

zonelabs-
zonealarmorpro policy

Zone Labs Zone Alarm �‡�h�x  Pro �Ñ�•� �ž�¢�¥�”�ç  �»� �Ó�›�¦���`�‡
�b�{

zonelabs-
zonealarmpro policy

Zone Labs Zone Alarm Pro �Ñ�•� �ž�¢�¥�”�ç  �»� �Ó�›�¦���`�‡�b�{

�¯�Ú�ï�Å  �Þ�”�Å

�Ñ�•� �ž�¢�¥�”�ç  �Þ�”�Å �·�©�á�æ�Â�Ÿ  �¯�ï�Â�©�µ�Ä

�ç�”�Â�¿�Å �•�a �³�ï�¬�ç

�Ú�ç�½

�¯�ï�Â�©�µ�Ä �³�µ�Â�Ü

�¬�ç�”�Ó  �Ù�æ�³�” • — • — —

�æ�æ�”�µ �!�Ë�º�0

7.0(1) �\�w�¯�Ú�ï�Å�U�‹�Ö�^�•�‡�`�h�{

7.2(1) zonelabs-integrity �Ñ�•� �ž�¢�¥�”�ç  �»� �Ó�U�å�C�^�•�‡�`�h�{
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client-update

¶�Ä�ï�É�ç  �¬�ç�”�Ó�‡�h�x�›���w�Ä�ï�É�ç  �¬�ç�”�Ó�w�ž�«�Â�Ÿ�Ò�s�b�‚�o�w�æ�Þ�”�Ä  VPN �¹�Ñ�Ä
�¢�£�ž�q�Ë�”�Å�¢�£�ž  �«�å� �ž�ï�Ä�z�S�‘�|  Auto Update �«�å� �ž�ï�Ä�q�`�o
ƒ���^�•�o�M�”�·
�©�á�æ�Â�Ÿ  �ž�Ó�å� �ž�ï�µ�;�w�«�å� �ž�ï�Ä  �ž�¿�Ó�Ã�”�Ä�›
C�æ�b�”�t�x�z�›�V  EXEC �Þ�”�Å�p
client-update �¯�Ú�ï�Å�›�–�;�`�‡�b�{

�«�å� �ž�ï�Ä  �ž�¿�Ó�Ã�”�Ä�w�Í�å�Ý�”�»�›�¬�é�”�Ì�ç  �è�Õ�ç�¢ VPN �¹�Ñ�Ä�¢�£�ž�q�Ë�”�Å�¢�£�ž
�«�å� �ž�ï�Ä�z�S�‘�|  Auto Update �«�å� �ž�ï�Ä�q�`�o
ƒ���^�•�o�M�”�·�©�á�æ�Â�Ÿ  �ž�Ó�å� �ž�ï
�µ�›���‰�£ �p
ƒ���S�‘�|�!�Ë�b�”�t�x�z�¬�é�”�Ì�ç  �¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï  �Þ�”�Å�p  client-update
�¯�Ú�ï�Å�›�–�;�`�‡�b�{

VPN �¹�Ñ�Ä�¢�£�ž�q�Ë�”�Å�¢�£�ž  �«�å� �ž�ï�Ä�;�w�«�å� �ž�ï�Ä  �ž�¿�Ó�Ã�”�Ä  �Ä�ï�É�ç  �¬�ç�”
�Ó IPSec �ž�Ä�æ�Ï�á�”�Ä  �Í�å�Ý�”�»�›
ƒ���S�‘�|�!�Ë�b�”�t�x�z�Ä�ï�É�ç  �¬�ç�”�Ó  ipsec �ž�Ä�æ
�Ï�á�”�Ä  �¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï  �Þ�”�Å�p  client-update �¯�Ú�ï�Å�›�–�;�`�‡�b�{

�«�å� �ž�ï�Ä�U�æ�Ï�´�ã�ï
j�ø�w�æ�µ�Ä�t�K�”�¹�Ñ�Ä�¢�£�ž  �Ì�”�´�ã�ï�›�b�p�t�î�æ�`�o�M�”	Ô
�ù�x�z�¹�Ñ�Ä�¢�£�ž�›�ž�¿�Ó�Ã�”�Ä�b�”
ž�A�x�K�“�‡�d�œ�{�«�å� �ž�ï�Ä�U�æ�µ�Ä�t�K�”�¹�Ñ�Ä
�¢�£�ž  �Ì�”�´�ã�ï�›�î�æ�`�o�M�s�M	Ô�ù�x�z�ž�¿�Ó�Ã�”�Ä�b�”
ž�A�U�K�“�‡�b�{  

�«�å� �ž�ï�Ä  �ž�¿�Ó�Ã�”�Ä�›�Ã�Ÿ�·�”�Ò�ç�t�b�”�t�x�z�\�w�¯�Ú�ï�Å�w  no ���Ü�›�–�;�`�‡�b�{

�¬�é�”�Ì�ç  �¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï  �Þ�”�Å�w�¯�Ú�ï�Å�x�z�Í�w�q�S�“�p�b�{

client-update {enable | component {asdm | image} | device-id dev_string |family  family_name | type 
type} url  url-string rev-nums rev-nums}

no client-update {enable | component {asdm | image} | device-id dev_string |family  family_name | 
type type} url  url-string rev-nums rev-nums}

�Ä�ï�É�ç  �¬�ç�”�Ó  IPSec �ž�Ä�æ�Ï�á�”�Ä  �Þ�”�Å�w�¯�Ú�ï�Å�x�z�Í�w�q�S�“�p�b�{

client-update type type url  url-string rev-nums rev-nums

no client-update type type url  url-string rev-nums rev-nums

�›�V  EXEC �Þ�”�Å�w�¯�Ú�ï�Å�x�z�Í�w�q�S�“�p�b�{

client-update {all | tunnel-group}

no client-update tunnel-group

�³�ï�»�¿�«�µ�w
†�Ì all �¢�›�V  EXEC �Þ�”�Å�p�w�ˆ�–�;�D�ó�£�b�‚�o�w�Ä�ï�É�ç  �¬�ç�”�Ó�w�b�‚�o
�w�ž�«�Â�Ÿ�Ò  �æ�Þ�”�Ä  �«�å� �ž�ï�Ä�t�ž�«�³�ã�ï�›�&�;�`�‡�b�{�©�”
�ë�”�Å  all �›�\�w�¯�Ú�ï�Å�w  no ���Ü�p�–�;�b�”�\�q�x�p�V�‡�d�œ�{

component { asdm | 
image}

Auto Update �«�å� �ž�ï�Ä�q�`�o
ƒ���^�•�o�M�”�·�©�á�æ�Â�Ÿ  �ž�Ó�å� �ž
�ï�µ�w�¹�Ñ�Ä�¢�£�ž  �¯�ï�Ù�”�É�ï�Ä�{

device-id dev_string Auto Update �«�å� �ž�ï�Ä�×�.�t�{���w  ID �U
Ç�M�o�M�”	Ô�ù�x�z�f�w���È
�»�q�‰�a�‹�w�›�¦���`�‡�b�{�7�G�Õ�x  63 ���È�p�b�{

enable �¢�¬�é�”�Ì�ç  �¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï  �Þ�”�Å�p�w�ˆ�–�;�D�ó�£ �æ�Þ�”�Ä  �«
�å� �ž�ï�Ä�w�¹�Ñ�Ä�¢�£�ž  �ž�¿�Ó�Ã�”�Ä�›� �É�”�Ò�ç�t�`�‡�b�{

family  family_name Auto Update �«�å� �ž�ï�Ä�›�Ã�Ì� �µ  �Ñ�•�Û�æ�p�Ý���b�”�‘�O�t
ƒ���`�o
�M�”	Ô�ù�x�z�‰�a�Ã�Ì� �µ  �Ñ�•�Û�æ�›�¦���`�‡�b�{�\�•�x�z asa�z pix�z�‡
�h�x  7 ���È�‡�p�w���È�»�p�b�{
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�Ã�Ñ�¥�ç�Ä �Ã�Ñ�¥�ç�Ä�w�ˆ�^�•�‹�x�K�“�‡�d�œ�{

�¯�Ú�ï�Å  �Þ�”�Å �Í�w
¯�x�z�\�w�¯�Ú�ï�Å�›�Ö�—�p�V�”�Þ�”�Å�›�Ô�`�o�M�‡�b�{

rev-nums rev-nums �¢�›�V  EXEC �Þ�”�Å�p�x�–�;
Æ�D�£�\�w�«�å� �ž�ï�Ä�w�¹�Ñ�Ä�¢�£�ž  � 
�Ý�”�´�‡�h�x�Ñ�•�”�Ü�¢�£�ž  � �Ý�”�´�›�¦���`�‡�b�{ Windows�z WIN9X�z
WinNT�z�S�‘�|  vpn3002 �«�å� �ž�ï�Ä�x�z�Ú�™�w	q
j�p  4 �m�‡�p�z�§�ï�Ú
�p�à
~�l�o�¦���p�V�‡�b�{�·�©�á�æ�Â�Ÿ  �ž�Ó�å� �ž�ï�µ�x�z 1 �m�`�T�¦��
�p�V�‡�d�œ�{���È�»�w�7�G�Õ�x  127 ���È�p�b�{

tunnel-group �¢�›�V  EXEC �Þ�”�Å�p�w�ˆ�–�;�D�ó�£ �æ�Þ�”�Ä  �«�å� �ž�ï�Ä  �ž�¿�Ó�Ã�”�Ä
�w���®�s�Ä�ï�É�ç  �¬�ç�”�Ó�w�Ê
²�›�¦���`�‡�b�{

type type �¢�›�V  EXEC �Þ�”�Å�p�x�–�;
Æ�D�£�«�å� �ž�ï�Ä�w�ž�¿�Ó�Ã�”�Ä�›�Œ�’�d
�”�æ�Þ�”�Ä  PC �w�¦�Ö�è�”�Â�Ÿ�ï�¬  �³�µ�Â�Ü�T�z Auto Update �q�`�o
ƒ��
�^�•�o�M�”�·�©�á�æ�Â�Ÿ  �ž�Ó�å� �ž�ï�µ�w�»� �Ó�›�¦���`�‡�b�{ �Í�w�‹�w
�›�¦���p�V�‡�b�{

• pix-515�• Cisco PIX 515 Firewall

• pix-515e�• Cisco PIX 515E Firewall

• pix-525�• Cisco PIX 525 Firewall

• pix-535�• Cisco PIX 535 Firewall

• asa5505�• Cisco 5505 Adaptive Security Appliance

• asa5510�• Cisco 5510 Adaptive Security Appliance

• asa5520�• Cisco 5520 Adaptive Security Appliance

• asa5540�• Cisco Adaptive Security Appliance

• Windows�• Windows �Õ�”�µ�w�b�‚�o�w�Ó�å�¿�Ä�Ñ�¥�”�Ü

• WIN9X�• Windows 95�zWindows 98�z�S�‘�|  Windows ME �Ó�å�¿�Ä�Ñ�¥�”
�Ü

• WinNT�• Windows NT 4.0�z Windows 2000�z�S�‘�|  Windows XP �Ó�å�¿
�Ä�Ñ�¥�”�Ü

• vpn3002�• VPN 3002 �Ë�”�Å�¢�£�ž  �«�å� �ž�ï�Ä

• 15 ���È�‡�p�w�Â�©�µ�Ä���È�»

url  url-string �¢�›�V  EXEC �Þ�”�Å�p�x�–�;
Æ�D�£�¹�Ñ�Ä�¢�£�ž  � �Ý�”�´�‡�h�x�Ñ�•�”�Ü
�¢�£�ž  � �Ý�”�´�w  URL �›�¦���`�‡�b�{�\�w  URL �x�z�\�w�«�å� �ž�ï�Ä�t
� �a�h�Ñ�•� �ç�›�Ô�b
ž�A�U�K�“�‡�b�{ URL �w�7�G�Õ�x  255 ���È�p�b�{

�¯�Ú�ï�Å  �Þ�”�Å

�Ñ�•� �ž�¢�¥�”�ç  �Þ�”�Å �·�©�á�æ�Â�Ÿ  �¯�ï�Â�©�µ�Ä

�ç�”�Â�¿�Å �•�a �³�ï�¬�ç

�Ú�ç�½

�¯�ï�Â�©�µ�Ä �³�µ�Â�Ü

�›�V  EXEC • — • — —

�¬�é�”�Ì�ç  �¯�ï�Ñ�Ÿ�ª�á�è�”
�³�ã�ï

• — • — —

�Ä�ï�É�ç  �¬�ç�”�Ó  ipsec �ž�Ä
�æ�Ï�á�”�Ä  �¯�ï�Ñ�Ÿ�ª�á�è�”
�³�ã�ï

• — • — —
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�¯�Ú�ï�Å�d�º

�–�;	Í�w�̈ � �Å�å� �ï �Ä�ï�É�ç  �¬�ç�”�Ó  ipsec �ž�Ä�æ�Ï�á�”�Ä  �¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï  �Þ�”�Å�p�x�z �\�w�ž�Ä�æ�Ï�á�”�Ä
�›  IPSec �æ�Þ�”�Ä�ž�«�·�µ  �Ä�ï�É�ç  �¬�ç�”�Ó  �»� �Ó�i�Z�t�&�;�p�V�‡�b�{

client-update �¯�Ú�ï�Å�p�x�z�ž�¿�Ó�Ã�”�Ä�w� �É�”�Ò�ç�=�z�ž�¿�Ó�Ã�”�Ä�&�;
Œ�w�«�å� �ž�ï�Ä�w
�»� �Ó�q�æ�Ï�´�ã�ï
j�ø�w�¦���z �ž�¿�Ó�Ã�”�Ä	��˜
Œ�w  URL �‡�h�x  IP �ž�Å�è�µ�w�¦���U�D�ó�p�b�{
�‡�h�z Windows �«�å� �ž�ï�Ä�w	Ô�ù�x�z�¦�Ó�³�ã�ï�p�z VPN �«�å� �ž�ï�Ä  �Ì�”�´�ã�ï�›�ž�¿�Ó�Ã�”
�Ä�b�”
ž�A�U�K�”�\�q�›�â�”�²�t�è�Œ�p�V�‡�b�{ Windows �«�å� �ž�ï�Ä�t�0�`�o�x�z�ž�¿�Ó�Ã�”�Ä
�›�î�æ�b�”�Ý�§�Ç�¶�Ü�›�â�”�²�t���™�p�V�‡�b�{ VPN 3002 �Ë�”�Å�¢�£�ž  �«�å� �ž�ï�Ä  �â�”�²�t�0
�`�o�x�z�ž�¿�Ó�Ã�”�Ä�x�è�Œ�s�`�p�×�ˆ�$�t�î�æ�^�•�‡�b�{�«�å� �ž�ï�Ä�w�»� �Ó�U���w�·�©�á�æ
�Â�Ÿ  �ž�Ó�å� �ž�ï�µ�w	Ô�ù�x�z �\�w�·�©�á�æ�Â�Ÿ  �ž�Ó�å� �ž�ï�µ�U  Auto Update �±�”�Ì�q�`�o�;�ó
�`�‡�b�{  

�«�å� �ž�ï�Ä  �ž�¿�Ó�Ã�”�Ä  �Ý�§�Ç�¶�Ü�›
ƒ���b�”�t�x�z�Í�w	�	q�›�î�æ�`�‡�b�{

�µ�Â�¿�Ó  1 �¬�é�”�Ì�ç  �¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï  �Þ�”�Å�p�z�Í�w�¯�Ú�ï�Å�›�Ö�—�`�o�«�å� �ž�ï�Ä  �ž�¿�Ó�Ã�”
�Ä�›� �É�”�Ò�ç�t�`�‡�b�{

hostname(config)# client-update enable
hostname(config)#

�µ�Â�¿�Ó  2 �¬�é�”�Ì�ç  �¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï  �Þ�”�Å�p�z�›���w�»� �Ó�w�b�‚�o�w�«�å� �ž�ï�Ä�t�&�;�b�”
�«�å� �ž�ï�Ä  �ž�¿�Ó�Ã�”�Ä�;�w�Í�å�Ý�”�»�›
ƒ���`�‡�b�{�m�‡�“�z�«�å� �ž�ï�Ä�w�»� �Ó�q�z�7	ý
� �Ý�”�´�w	��˜
Œ  URL �‡�h�x  IP �ž�Å�è�µ�›�¦���`�‡�b�{ Auto Update �«�å� �ž�ï�Ä�w	Ô�ù�x�z�¹�Ñ
�Ä�¢�£�ž  �¯�ï�Ù�”�É�ï�Ä�w�»� �Ó�¢ ASDM �‡�h�x�Ò�”�Ä  � �Ý�”�´�£�›�¦���`�‡�b�{�‡�h�z�æ�Ï�´�ã
�ï
j�ø�‹�¦���b�”
ž�A�U�K�“�‡�b�{�â�”�²�w�«�å� �ž�ï�Ä  �æ�Ï�´�ã�ï
j�ø�U�z�¦���`�h�æ�Ï�´�ã�ï

j�ø�w�M�c�•�T�q�°�•�b�”	Ô�ù�x�z�f�w�«�å� �ž�ï�Ä�›�ž�¿�Ó�Ã�”�Ä�b�”
ž�A�x�K�“�‡�d�œ�{�\�w
�¯�Ú�ï�Å�x�z�·�©�á�æ�Â�Ÿ  �ž�Ó�å� �ž�ï�µ
¶�.�t�˜�h�l�o�z�¦���`�h�»� �Ó�w�b�‚�o�w�«�å� �ž�ï
�Ä�t�&�;�^�•�”�«�å� �ž�ï�Ä  �ž�¿�Ó�Ã�”�Ä  �Í�å�Ý�”�»�›
ƒ���`�‡�b�{�Í�w�«�›�€�ß�t�`�o�X�i�^
�M�{

hostname(config)# client-update type windows url https://support/updates/ rev-nums 
4.6.1
hostname(config)#

VPN 3002 �Ë�”�Å�¢�£�ž  �«�å� �ž�ï�Ä�w�Ä�ï�É�ç  �¬�ç�”�Ó�w
ƒ���t�m�M�o�x�z �®�«�¯�w�ò�›�€	°�`
�o�X�i�^�M�{

�¢�«�£ �b�‚�o�w  Windows �«�å� �ž�ï�Ä�q  Auto Update �«�å� �ž�ï�Ä�p�z URL �w�Ó�è�Ñ�Ÿ�¿�«�µ�q�`�o�z
�®http://� �̄‡�h�x�® https://� �̄Ó�é�Ä�¯�ç�›�–�;�b�”
ž�A�U�K�“�‡�b�{ VPN3002 �Ë�”�Å�¢�£�ž  �«�å� �ž
�ï�Ä�t�0�`�o�x�z�E�˜�“�t�Ó�é�Ä�¯�ç�® tftp://�¯�›�¦���b�”
ž�A�U�K�“�‡�b�{

�æ�æ�”�µ �!�Ë�º�0

7.0(1) �\�w�¯�Ú�ï�Å�U�‹�Ö�^�•�‡�`�h�{

7.1(1) �Ä�ï�É�ç  �¬�ç�”�Ó  ipsec �ž�Ä�æ�Ï�á�”�Ä  �¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï  �Þ�”�Å
�U�å�C�^�•�‡�`�h�{

7.2(1) Auto Update �±�”�Ì�q�`�o
ƒ���^�•�h�·�©�á�æ�Â�Ÿ  �ž�Ó�å� �ž�ï�µ�›�±
�Ù�”�Ä�b�”�h�Š�t�z component�z device-id�z�S�‘�|  family  �©�”�ë�”�Å�q�f
�w�¾
:�U�å�C�^�•�‡�`�h�{
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Windows �«�å� �ž�ï�Ä�q  VPN3002 �Ë�”�Å�¢�£�ž  �«�å� �ž�ï�Ä�p�x�z�›���w�»� �Ó�w
¶�«�å� �ž�ï
�Ä�p�x�s�X�z�x�‘�w�Ä�ï�É�ç  �¬�ç�”�Ó�i�Z�w�«�å� �ž�ï�Ä  �ž�¿�Ó�Ã�”�Ä�›
ƒ���b�”�\�q�‹�p�V�‡
�b�¢�µ�Â�¿�Ó 3 �›�€	°�£ �{

�¢�«�£ �Ò�å�¢�²�U�×�ˆ�$�t�I�ˆ�^�•�”�‘�O�t
ƒ���b�”�\�q�U�p�V�‡�b�{�f�•�t�x�z URL �w�¤
Œ�t�ž�Ó�æ
�­�”�³�ã�ï�Ê�›���Š�‡�b�¢�«�• https://support/updates/vpnclient.exe �£�{

�µ�Â�¿�Ó  3 �«�å� �ž�ï�Ä  �ž�¿�Ó�Ã�”�Ä�›� �É�”�Ò�ç�t�`�h�™�x�z �›���w  ipsec-ra �Ä�ï�É�ç  �¬�ç�”�Ó�w�°�È�w�«
�å� �ž�ï�Ä  �ž�¿�Ó�Ã�”�Ä  �Í�å�Ý�”�»�›���[�p�V�‡�b�{�\�•�›�æ�O�t�x�z�Ä�ï�É�ç  �¬�ç�”�Ó  ipsec �ž
�Ä�æ�Ï�á�”�Ä  �Þ�”�Å�p�z�Ä�ï�É�ç  �¬�ç�”�Ó�w�Ê
²�q�»� �Ó�z�S�‘�|�7	ý� �Ý�”�´�w	��˜
Œ  URL �‡
�h�x  IP �ž�Å�è�µ�›�¦���`�‡�b�{�‡�h�z�æ�Ï�´�ã�ï
j�ø�‹�¦���b�”
ž�A�U�K�“�‡�b�{�â�”�²�w�«�å
� �ž�ï�Ä  �æ�Ï�´�ã�ï
j�ø�U�z�¦���`�h�æ�Ï�´�ã�ï
j�ø�w�M�c�•�T�q�°�•�b�”	Ô�ù�x�z�f�w�«�å� �ž
�ï�Ä�›�ž�¿�Ó�Ã�”�Ä�b�”
ž�A�x�K�“�‡�d�œ�{�h�q�Q�y�z�b�‚�o�w  Windows �«�å� �ž�ï�Ä�;�w�«�å� 
�ž�ï�Ä  �ž�¿�Ó�Ã�”�Ä�›
C�æ�b�”
ž�A�x�K�“�‡�d�œ�{

hostname(config)# tunnel-group remotegrp type ipsec-ra
hostname(config)# tunnel-group remotegrp ipsec-attributes
hostname(config-tunnel-ipsec)# client-update type windows url https://support/updates/ 
rev-nums 4.6.1
hostname(config-tunnel-ipsec)# 

VPN 3002 �Ë�”�Å�¢�£�ž  �«�å� �ž�ï�Ä�w�Ä�ï�É�ç  �¬�ç�”�Ó�w
ƒ���t�m�M�o�x�z �®�«�¯�w�ò�›�€	°�`
�o�X�i�^�M�{ VPN 3002 �«�å� �ž�ï�Ä�x�z�â�”�²�w�p�Ö�s�`�p�ž�¿�Ó�Ã�”�Ä�^�•�z�â�”�²�•�w�è�Œ
�Ý�¿�·�”�´�x
ù	ô�^�•�‡�d�œ�{

�µ�Â�¿�Ó  4 �¦�Ó�³�ã�ï�p�z�y�M  Windows �«�å� �ž�ï�Ä�›�–�;�`�o�M�”�ž�«�Â�Ÿ�Ò  �â�”�²�t�z VPN �«�å� �ž�ï
�Ä�›�ž�¿�Ó�Ã�”�Ä�b�”
ž�A�U�K�”�\�q�›�Œ�’�d�”�è�Œ�›
ù	ô�p�V�‡�b�{�\�•�’�w�â�”�²�t�x�z�Ù�¿
�Ó�ž�¿�Ó  �¢�Ÿ�ï�Å�¢�U
¯�Ô�^�•�‡�b�{�â�”�²�x�\�w�Ù�¿�Ó�ž�¿�Ó  �¢�Ÿ�ï�Å�¢�T�’�Ò�å�¢�²�›�I�ˆ
�`�o�z URL �p�¦���^�•�o�M�”�±� �Ä�T�’�7	ý�w�¹�Ñ�Ä�¢�£�ž�›�¼�¢�ï�é�”�Å�p�V�‡�b�{�\�w�Ý�¿
�·�”�´�p
ƒ���D�ó�s
æ
ü�x  URL �i�Z�p�b�¢�µ�Â�¿�Ó  2 �‡�h�x  3 �›�€	°�£ �{�ž�«�Â�Ÿ�Ò�p�s�M�â�”�²
�x�z�Í�s�é�¬� �ï�Ì�t�è�Œ�Ý�¿�·�”�´�›	!	ô�`�‡�b�{�\�w�è�Œ�x�z�b�‚�o�w�Ä�ï�É�ç  �¬�ç�”�Ó�w�b
�‚�o�w�ž�«�Â�Ÿ�Ò  �«�å� �ž�ï�Ä�t
ù	ô�b�”�\�q�‹�z�›���w�Ä�ï�É�ç  �¬�ç�”�Ó�w�«�å� �ž�ï�Ä�t
ù
	ô�b�”�\�q�‹�p�V�‡�b�{�h�q�Q�y�z�b�‚�o�w�Ä�ï�É�ç  �¬�ç�”�Ó�w�b�‚�o�w�ž�«�Â�Ÿ�Ò  �«�å� �ž�ï
�Ä�t�è�Œ�b�”	Ô�ù�x�z�Í�w�¯�Ú�ï�Å�›�›�V  EXEC �Þ�”�Å�p�Ö�—�`�‡�b�{

hostname# client-update all
hostname# 

�â�”�²�w�«�å� �ž�ï�Ä  �æ�Ï�´�ã�ï
j�ø�U�z�¦���`�h�æ�Ï�´�ã�ï
j�ø�w�M�c�•�T�q�°�•�b�”	Ô�ù�x�z
�f�w�«�å� �ž�ï�Ä�›�ž�¿�Ó�Ã�”�Ä�b�”
ž�A�x�K�“�‡�d�œ�{�‡�h�z�â�”�²�•�w�è�Œ�Ý�¿�·�”�´�x
ù	ô
�^�•�‡�d�œ�{ VPN 3002 �«�å� �ž�ï�Ä�x�z�â�”�²�w�p�Ö�s�`�p�ž�¿�Ó�Ã�”�Ä�^�•�z�â�”�²�•�w�è�Œ
�Ý�¿�·�”�´�x
ù	ô�^�•�‡�d�œ�{

�¢�«�£ �«�å� �ž�ï�Ä  �ž�¿�Ó�Ã�”�Ä�w�»� �Ó�›  windows�¢ Windows �Õ�”�µ�w
¶�Ó�å�¿�Ä�Ñ�¥�”�Ü�£�t�¦��
�`�z�f�w�™�z�‰�a�¤�ï�Â�Ÿ�Â�Ÿ�t  win9x �»� �Ó�‡�h�x  winnt �»� �Ó�›�Ö�—�`�s�Z�•�y�s�’�s�X�s�l
�h	Ô�ù�x�z�‡�c�\�w�¯�Ú�ï�Å�w  no ���Ü�p  windows �«�å� �ž�ï�Ä  �»� �Ó�›�_	†�`�o�T�’�z	ý�`�M
client-update �¯�Ú�ï�Å�›�Ö�—�`�o	ý�`�M�»� �Ó�w�«�å� �ž�ï�Ä�›�¦���`�o�X�i�^�M�{
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�« �¬�é�”�Ì�ç  �¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï  �Þ�”�Å�p�Ö�—�`�h�Í�w�«�p�x�z�b�‚�o�w�Ä�ï�É�ç  �¬�ç�”�Ó�w
�b�‚�o�w�ž�«�Â�Ÿ�Ò  �æ�Þ�”�Ä  �«�å� �ž�ï�Ä�t�0�`�o�«�å� �ž�ï�Ä  �ž�¿�Ó�Ã�”�Ä�›� �É�”�Ò�ç�t�`
�o�M�‡�b�{

hostname(config)# client-update enable
hostname# 

�Í�w�«�x�z Windows�¢ win9x�z winnt�z�‡�h�x  windows�£�t�i�Z�&�;�^�•�‡�b�{�¬�é�”�Ì�ç  �¯�ï�Ñ�Ÿ
�ª�á�è�”�³�ã�ï  �Þ�”�Å�p�Ö�—�`�h�\�w�«�p�x�z�b�‚�o�w  Windows �Õ�”�µ  �«�å� �ž�ï�Ä�w�«�å� �ž
�ï�Ä  �ž�¿�Ó�Ã�”�Ä  �Í�å�Ý�”�»�›
ƒ���`�‡�b�{�æ�Ï�´�ã�ï
j�ø  4.7�z�S�‘�|�Ë	ý�›	��˜�b�”  URL

�¢ https://support/updates�£�›�¦���`�‡�b�{

hostname(config)# client-update type windows url https://support/updates/ rev-nums 4.7
hostname(config)# 

�Í�w�«�x�z VPN 3002 �Ë�”�Å�¢�£�ž  �«�å� �ž�ï�Ä�i�Z�t�&�;�^�•�‡�b�{�Ä�ï�É�ç  �¬�ç�”�Ó  ipsec �ž
�Ä�æ�Ï�á�”�Ä  �¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï  �Þ�”�Å�p�Ö�—�^�•�h�\�w�«�p�x�z IPSec �æ�Þ�”�Ä�ž�«�·�µ  �Ä
�ï�É�ç  �¬�ç�”�Ó�® salesgrp� �̄w�«�å� �ž�ï�Ä  �ž�¿�Ó�Ã�”�Ä  �Í�å�Ý�”�»�›
ƒ���`�‡�b�{�æ�Ï�´�ã�ï
j
�ø  4.7 �›�¦���`�z IP �ž�Å�è�µ  192.168.1.1 �›�Ë�m�±� �Ä�T�’�w�7	ý�¹�Ñ�Ä�¢�£�ž�w	��˜�t  TFTP �Ó�é
�Ä�¯�ç�›�–�;�`�‡�b�{

hostname(config)# tunnel-group salesgrp type ipsec-ra
hostname(config)# tunnel-group salesgrp ipsec-attributes
hostname(config-tunnel-ipsec)# client-update type vpn3002 url tftp:192.168.1.1 
rev-nums 4.7
hostname(config-tunnel-ipsec)# 

�Í�w�«�x�z Auto Update �«�å� �ž�ï�Ä�q�`�o
ƒ���^�•�o�M�”  Cisco 5520 Adaptive Security Appliance �w
�«�å� �ž�ï�Ä  �ž�¿�Ó�Ã�”�Ä�›
C�æ�b�”�M�O�›�Ô�`�‡�b�{

hostname(config)# client-update type asa5520 component asdm url 
http://192.168.1.114/aus/asdm501.bin rev-nums 7.2(1)

�›�V  EXEC �Þ�”�Å�p�Ö�—�`�h�Í�w�«�p�x�z �®remotegrp�¯�q�M�O�Ê
²�w�Ä�ï�É�ç  �¬�ç�”�Ó�t���b�”�z
�«�å� �ž�ï�Ä  �¹�Ñ�Ä�¢�£�ž�›�ž�¿�Ó�Ã�”�Ä�b�”
ž�A�w�K�”
€���¤�w�b�‚�o�w�æ�Þ�”�Ä  �«�å� �ž�ï
�Ä�t�«�å� �ž�ï�Ä  �ž�¿�Ó�Ã�”�Ä�è�Œ�›
ù	ô�`�‡�b�{���w�¬�ç�”�Ó�w�«�å� �ž�ï�Ä�t�x�z�ž�¿�Ó�Ã�”
�Ä�è�Œ�x
ù	ô�^�•�‡�d�œ�{

hostname# client-update remotegrp
hostname# 

���È�¯�Ú�ï�Å �¯�Ú�ï�Å 
†�Ì

clear configure client-update client-update �¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï
¶�.�›	«�ˆ�`�‡�b�{

show running-config client-update �q�O�w  client-update �¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï�›
¯�Ô�`�‡�b�{

tunnel-group ipsec-attributes �\�w�¬�ç�”�Ó�w�Ä�ï�É�ç  �¬�ç�”�Ó  ipsec �ž�Ä�æ�Ï�á�”�Ä�›

ƒ���`�‡�b�{
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clock set
�·�©�á�æ�Â�Ÿ  �ž�Ó�å� �ž�ï�µ�w�«�é�¿�«�›	��ˆ�p
ƒ���b�”�t�x�z�›�V  EXEC �Þ�”�Å�p  clock set �¯
�Ú�ï�Å�›�–�;�`�‡�b�{

clock set hh:mm:ss {month day | day month} year

�³�ï�»�¿�«�µ�w
†�Ì

�Ã�Ñ�¥�ç�Ä �Ã�Ñ�¥�ç�Ä�w�ˆ�^�•�‹�x�K�“�‡�d�œ�{

�¯�Ú�ï�Å  �Þ�”�Å �Í�w
¯�x�z�\�w�¯�Ú�ï�Å�›�Ö�—�p�V�”�Þ�”�Å�›�Ô�`�o�M�‡�b�{

�¯�Ú�ï�Å�d�º

�–�;	Í�w�̈ � �Å�å� �ï clock �¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï  �¯�Ú�ï�Å�›�Ö�—�`�o�M�s�M	Ô�ù�z clock set �¯�Ú�ï�Å�w�Ã�Ñ�¥�ç�Ä�w
�Ì���3�x  UTC �p�b�{ clock timezone �¯�Ú�ï�Å�›�–�;�`�o  clock set �¯�Ú�ï�Å�›�Ö�—�`�h�™�t�Ì���3�›
�!�Ë�`�h	Ô�ù�z�Ì���x�×�ˆ�$�t	ý�`�M�Ì���3�t�Ð
T�^�•�‡�b�{�h�i�`�z clock timezone �¯�Ú�ï�Å�›
�–�;�`�o�Ì���3�›�¬�q�`�h�™�t  clock set �¯�Ú�ï�Å�›�Ö�—�`�h	Ô�ù�x�z UTC �p�x�s�X	ý�`�M�Ì���3
�t� �a�h�Ì���›�Ö�—�`�‡�b�{�‰�7�t�z clock set �¯�Ú�ï�Å�w�™�t  clock summer-time �¯�Ú�ï�Å�›�Ö�—
�`�h	Ô�ù�z�Ì���x�F�Ì���t�Ð
T�^�•�‡�b�{ clock summer-time �¯�Ú�ï�Å�w�™�t  clock set �¯�Ú�ï�Å�›
�Ö�—�`�h	Ô�ù�x�z�F�Ì���w
Y�`�M�Ì���›�Ö�—�`�‡�b�{

�\�w�¯�Ú�ï�Å�x�Ë�”�Å�¢�£�ž  �½�¿�Ó�º�w�Ì���›
ƒ���`�‡�b�U�z�¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï  �Ñ�•� �ç
�º�w�Ì���x�-���`�‡�d�œ�{�\�w�Ì���x�æ�Ò�”�Ä�™�‹�-�Ë�^�•�‡�b�{���w  clock �¯�Ú�ï�Å�q�x�Ÿ�s�“�z
�\�w�¯�Ú�ï�Å�x�›�V  EXEC �¯�Ú�ï�Å�p�b�{�«�é�¿�«�›�æ�·�¿�Ä�b�”�t�x�z clock set �¯�Ú�ï�Å�t	ý�`
�M�Ì���›
ƒ���b�”
ž�A�U�K�“�‡�b�{

day 1 �™ 31 �w�Ô�›
ƒ���`�‡�b�{�h�q�Q�y�z
ª	j�w�Ô
Ç���Ü�t� �a�o�z�D�Ô�›
april 1 �•  1 april  �w�‘�O�t�Ö�—�p�V�‡�b�{

hh:mm:ss �Ì�z
ü�z
µ�›  24 �Ì ��� � �Ü�p
ƒ�� �`�‡�b�{�h�q�Q�y�z�•�™  8 �Ì  54 
ü�x
20:54:00 �w�‘�O�t
ƒ���`�‡�b�{

month �D�›
ƒ���`�‡�b�{
ª	j�w�Ô
Ç���Ü�t� �a�o�z�D�Ô�›  april 1 �•  1 april  �w�‘
�O�t�Ö�—�p�V�‡�b�{

year 4 �;�p
b�¹�å�›
ƒ���`�‡�b�¢�h�q�Q�y�z 2004�£�{
b�¹�å�w
c�“�x  1993 �™
2035 �p�b�{

�¯�Ú�ï�Å  �Þ�”�Å

�Ñ�•� �ž�¢�¥�”�ç  �Þ�”�Å �·�©�á�æ�Â�Ÿ  �¯�ï�Â�©�µ�Ä

�ç�”�Â�¿�Å �•�a �³�ï�¬�ç

�Ú�ç�½

�¯�ï�Â�©�µ�Ä �³�µ�Â�Ü

�›�V  EXEC • • • — •

�æ�æ�”�µ �!�Ë�º�0

�7�� �\�w�¯�Ú�ï�Å�x�7���w�‹�w�p�b�{
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�« �Í�w�«�p�x�z�Ì���3�›  MST �t
ƒ���`�z�F�Ì���›�����w�Ã�Ñ�¥�ç�Ä�8���t
ƒ���`�z MDT �w�q�O�w�Ì
���›
b�¹  2004 �å  7 �D 27 �Ô�w�•�™  1 �Ì  15 
ü�t
ƒ���`�‡�b�{

hostname(config)# clock timezone MST -7
hostname(config)# clock summer-time MDT recurring
hostname(config)# exit
hostname# clock set 13:15:0 jul 27 2004
hostname# show clock
13:15:00.652 MDT Tue Jul 27 2004

�Í�w�«�p�x�z�«�é�¿�«�›  UTC �Ì���3�p
b�¹  2004 �å  7 �D 27 �Ô�w 8 �Ì  15 
ü�t
ƒ���`�z�Í�t�Ì���3�›
MST �t�z�F�Ì���›�����w�Ã�Ñ�¥�ç�Ä�8���t
ƒ���`�‡�b�{	4�ƒ�Ì���¢ MDT �w 1 �Ì  15 
ü�£�x	Í�G�w�«
�q�‰�a�p�b�{

hostname# clock set 20:15:0 jul 27 2004
hostname# configure terminal
hostname(config)# clock timezone MST -7
hostname(config)# clock summer-time MDT recurring
hostname# show clock
13:15:00.652 MDT Tue Jul 27 2004

���È�¯�Ú�ï�Å �¯�Ú�ï�Å 
†�Ì

clock summer-time �F�Ì���›
¯�Ô�b�”�Ô
Ç
c�“�›
ƒ���`�‡�b�{

clock timezone �Ì���3�›
ƒ���`�‡�b�{

show clock �q�O�w�Ì���›
¯�Ô�`�‡�b�{
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clock summer-time
�·�©�á�æ�Â�Ÿ  �ž�Ó�å� �ž�ï�µ�w�Ì���w
¯�Ô�;�t�F�Ì���w�Ô
Ç
c�“�›
ƒ���b�”�t�x�z�¬�é�”�Ì�ç  �¯
�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï  �Þ�”�Å�p  clock summer-time �¯�Ú�ï�Å�›�–�;�`�‡�b�{�F�Ì���w�Ô
Ç�›�Ã�Ÿ
�·�”�Ò�ç�t�b�”�t�x�z�\�w�¯�Ú�ï�Å�w  no ���Ü�›�–�;�`�‡�b�{

clock summer-time zone recurring [week weekday month hh:mm week weekday month hh:mm] [offset]

no clock summer-time [zone recurring [week weekday month hh:mm week weekday month hh:mm] 
[offset]]

clock summer-time zone date {day month | month day} year hh:mm {day month | month day} year hh:mm 
[offset]

no clock summer-time [zone date {day month | month day} year hh:mm {day month | month day} year 
hh:mm [offset]]

�³�ï�»�¿�«�µ�w
†�Ì

�Ã�Ñ�¥�ç�Ä �Ã�Ñ�¥�ç�Ä�w�¦�Ñ�·�¿�Ä�x  60 
ü�p�b�{

�Ã�Ñ�¥�ç�Ä�w���8�$�s�Ô
Ç
c�“�x�z 4 �D�w�7	s�w�Ô�5�Ô�w�•
²  2 �Ì�T�’  10 �D�w�7�™�w�Ô�5�Ô�w�•
²
2 �Ì�p�b�{

date �F�Ì���w�‰�•�Ô�q	4�ƒ�Ô�›�z�›���w�å�w�›���w�Ô
Ç�q�`�o�¦���`�‡�b�{�\�w
�©�”�ë�”�Å�›�–�;�`�h	Ô�ù�x�z�Ô
Ç�›�–�å�æ�·�¿�Ä�b�”
ž�A�U�K�“�‡�b�{

day 1 �™ 31 �w�Ô�›
ƒ���`�‡�b�{�h�q�Q�y�z
ª	j�w�Ô
Ç���Ü�t� �a�o�z�D�Ô�›  April
1 �•  1 April  �w�‘�O�t�Ö�—�p�V�‡�b�{

hh:mm �Ì���q
ü�›  24 �Ì�����Ü�p
ƒ���`�‡�b�{

month �D�›���È�»�p
ƒ���`�‡�b�{ date �¯�Ú�ï�Å�p�x�z�h�q�Q�y�z
ª	j�w�Ô
Ç���Ü�t
� �a�o�z�D�Ô�›  April 1  �•  1 April  �w�‘�O�t�Ö�—�p�V�‡�b�{

offset �¢�¦�Ó�³�ã�ï�£�F�Ì���w�Ì���›�!�Ë�b�”
ü
:�›
ƒ���`�‡�b�{�\�w�‹�x�z�Ã�Ñ�¥
�ç�Ä�p  60 
ü�p�b�{

recurring �F�Ì���w�‰�•�Ô�q	4�ƒ�Ô�›�z�å�w�›���w�Ô
Ç�p�x�s�X�z�D�w�Ô�q�Ì���w���Ü
�p�¦���`�‡�b�{�\�w�©�”�ë�”�Å�›�–�;�b�”�q�z�–�å�!�Ë�b�”
ž�A�U�s�M���8
�$�s�Ô
Ç
c�“�›
ƒ���p�V�‡�b�{�Ô
Ç�›�¦���`�s�M	Ô�ù�z�·�©�á�æ�Â�Ÿ  �ž�Ó�å
� �ž�ï�µ�x�z�����w�Ã�Ñ�¥�ç�Ä�w�Ô
Ç
c�“�¢ 4 �D�w�7	s�w�Ô�5�Ô�w�•
²  2 �Ì�™
10 �D�w�7�™�w�Ô�5�Ô�w�•
²  2 �Ì�£�›�–�;�`�‡�b�{

week �¢�¦�Ó�³�ã�ï�£	?�›  1 �™ 4 �w
T
:�p�z�K�”�M�x  first �‡�h�x  last �w� �p�¦���`�‡
�b�{�h�q�Q�y�z�Ô�U  5 	?�è�t�s�l�h	Ô�ù�x�z last �›�¦���`�‡�b�{

weekday �¢�¦�Ó�³�ã�ï�£ Monday�z Tuesday�z Wednesday �s�r�z�5�Ô�›�¦���`�‡�b�{

year 4 �;�p
b�¹�å�›
ƒ���`�‡�b�¢�h�q�Q�y�z 2004�£�{
b�¹�å�w
c�“�x  1993 �™ 2035
�p�b�{

zone �h�q�Q�y�z� ���8�F�Ì���x  PDT �w�‘�O�t�z�Ì���3�›���È�»�p�¦���`�‡�b�{�\
�w�¯�Ú�ï�Å�p
ƒ���`�h�Ô
Ç
c�“�t	H�l�o�·�©�á�æ�Â�Ÿ  �ž�Ó�å� �ž�ï�µ�U�F�Ì
���›
¯�Ô�b�”	Ô�ù�z�Ì���3�x�\�\�p
ƒ���`�h�‹�t�!�Ë�^�•�‡�b�{�,�Š�w�Ì��
�3�›  UTC �Ž�Ž�w�Ì���3�t
ƒ���b�”�t�x�z clock timezone �›�€	°�`�o�X�i�^�M�{
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�¯�Ú�ï�Å  �Þ�”�Å �Í�w
¯�x�z�\�w�¯�Ú�ï�Å�›�Ö�—�p�V�”�Þ�”�Å�›�Ô�`�o�M�‡�b�{

�¯�Ú�ï�Å�d�º

�–�;	Í�w�̈ � �Å�å� �ï �Æ
R�•�w	Ô�ù�z�·�©�á�æ�Â�Ÿ  �ž�Ó�å� �ž�ï�µ�x�z�h�q�Q�y  10 �D�T�’  3 �D�w�‘�O�t�z�‰�•�D�U	4�ƒ
�D�‘�“�‹�™�t�R�”�\�q�›	!�Z�Ö�•�‡�b�{

�« �Í�w�«�p�x�z�¦�”�µ�Ä�å�æ�ž�w�F�Ì���w
c�“�›
ƒ���`�‡�b�{

hostname(config)# clock summer-time PDT recurring last Sunday October 2:00 last Sunday 
March 2:00

���t�‘�l�o�x�z�F�Ì���x�›���w�Ô
Ç�t�‰�•�^�•�‡�b�{�Í�w�«�p�x�z�F�Ì���›
b�¹  2004 �å  4 �D 1 �Ô
�•
²  3 �Ì�t�‰�•�`�z
b�¹  2004 �å  10 �D 1 �Ô�•
²  4 �Ì�t	4�ƒ�b�”�‘�O�t
ƒ���`�‡�b�{

hostname(config)# clock summer-time UTC date 1 April 2004 3:00 1 October 2004 4:00

���È�¯�Ú�ï�Å

�¯�Ú�ï�Å  �Þ�”�Å

�Ñ�•� �ž�¢�¥�”�ç  �Þ�”�Å �·�©�á�æ�Â�Ÿ  �¯�ï�Â�©�µ�Ä

�ç�”�Â�¿�Å �•�a �³�ï�¬�ç

�Ú�ç�½

�¯�ï�Â�©�µ�Ä �³�µ�Â�Ü

�¬�é�”�Ì�ç  �¯�ï�Ñ�Ÿ�ª�á�è�”
�³�ã�ï

• • • — •

�æ�æ�”�µ �!�Ë�º�0

�7�� �\�w�¯�Ú�ï�Å�x�7���w�‹�w�p�b�{

�¯�Ú�ï�Å 
†�Ì

clock set �·�©�á�æ�Â�Ÿ  �ž�Ó�å� �ž�ï�µ�w�«�é�¿�«�›	��ˆ�p
ƒ���`�‡�b�{

clock timezone �Ì���3�›
ƒ���`�‡�b�{

ntp server NTP �±�”�Ì�›�¦���`�‡�b�{

show clock �q�O�w�Ì���›
¯�Ô�`�‡�b�{
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clock timezone
�·�©�á�æ�Â�Ÿ  �ž�Ó�å� �ž�ï�µ�w�«�é�¿�«�w�Ì���3�›
ƒ���b�”�t�x�z�¬�é�”�Ì�ç  �¯�ï�Ñ�Ÿ�ª�á�è�”
�³�ã�ï  �Þ�”�Å�p  clock timezone �¯�Ú�ï�Å�›�–�;�`�‡�b�{ �Ì���3�›  UTC �w�Ã�Ñ�¥�ç�Ä�t�í�b�t�x�z �\
�w�¯�Ú�ï�Å�w  no ���Ü�›�–�;�`�‡�b�{ clock set �¯�Ú�ï�Å�‡�h�x  NTP �±�”�Ì�T�’
\
R�^�•�h�Ì���x�z
�Ì���›  UTC �p
ƒ���`�‡�b�{�\�w�¯�Ú�ï�Å�›�–�;�`�o�z�Ì���3�›  UTC �w�¦�Ñ�·�¿�Ä�q�`�o
ƒ���b�”

ž�A�U�K�“�‡�b�{

clock timezone zone [-]hours [minutes]

no clock timezone [zone [-]hours [minutes]]

�³�ï�»�¿�«�µ�w
†�Ì

�Ã�Ñ�¥�ç�Ä �Ã�Ñ�¥�ç�Ä�w�ˆ�^�•�‹�x�K�“�‡�d�œ�{

�¯�Ú�ï�Å  �Þ�”�Å �Í�w
¯�x�z�\�w�¯�Ú�ï�Å�›�Ö�—�p�V�”�Þ�”�Å�›�Ô�`�o�M�‡�b�{

�¯�Ú�ï�Å�d�º

�–�;	Í�w�̈ � �Å�å� �ï �F�Ì���›
ƒ���b�”�t�x�z clock summer-time �¯�Ú�ï�Å�›�€	°�`�o�X�i�^�M�{

�« �Í�w�«�p�x�z�Ì���3�›  UTC �T�’  -8 �Ì���w� ���8
ª	j�Ì���t
ƒ���`�‡�b�{

hostname(config)# clock timezone PST -8

���È�¯�Ú�ï�Å

zone �h�q�Q�y�z� ���8
ª	j�Ì���x  PST �w�‘�O�t�z�Ì���3�›���È�»�p�¦���`�‡�b�{

[-]hours UTC �T�’�w�¦�Ñ�·�¿�Ä�w�Ì���›
ƒ���`�‡�b�{�h�q�Q�y�z PST �x  -8 �Ì���p�b�{

minutes �¢�¦�Ó�³�ã�ï�£ UTC �T�’�w�¦�Ñ�·�¿�Ä�w
ü
:�›
ƒ���`�‡�b�{

�¯�Ú�ï�Å  �Þ�”�Å

�Ñ�•� �ž�¢�¥�”�ç  �Þ�”�Å �·�©�á�æ�Â�Ÿ  �¯�ï�Â�©�µ�Ä

�ç�”�Â�¿�Å �•�a �³�ï�¬�ç

�Ú�ç�½

�¯�ï�Â�©�µ�Ä �³�µ�Â�Ü

�¬�é�”�Ì�ç  �¯�ï�Ñ�Ÿ�ª�á�è�”
�³�ã�ï

• • • — •

�æ�æ�”�µ �!�Ë�º�0

�7�� �\�w�¯�Ú�ï�Å�x�7���w�‹�w�p�b�{

�¯�Ú�ï�Å 
†�Ì

clock set �·�©�á�æ�Â�Ÿ  �ž�Ó�å� �ž�ï�µ�w�«�é�¿�«�›	��ˆ�p
ƒ���`�‡�b�{

clock summer-time �F�Ì���›
¯�Ô�b�”�Ô
Ç
c�“�›
ƒ���`�‡�b�{

ntp server NTP �±�”�Ì�›�¦���`�‡�b�{

show clock �q�O�w�Ì���›
¯�Ô�`�‡�b�{
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cluster encryption
�>
Ý�é�”�Å�Ì�å�ï�³�ï�¬  �«�å�µ�»	Í�p�¦�õ�^�•�”�Ý�¿�·�”�´�w�‰�ø�=�›� �É�”�Ò�ç�t�b�”�t�x�z
VPN �é�”�Å�Ì�å�ï�³�ï�¬  �Þ�”�Å�p  cluster encryption �¯�Ú�ï�Å�›�–�;�`�‡�b�{�‰�ø�=�›�Ã�Ÿ�·�”�Ò
�ç�t�b�”�t�x�z�\�w�¯�Ú�ï�Å�w  no ���Ü�›�–�;�`�‡�b�{

cluster encryption

no cluster encryption

�¢�«�£ VPN �é�”�Å�Ì�å�ï�³�ï�¬�t�x�z�ž�«�Â�Ÿ�Ò�s  3DES �‡�h�x  AES �å� �·�ï�µ�U
ž�A�p�b�{�·�©�á�æ
�Â�Ÿ  �ž�Ó�å� �ž�ï�µ�x�z�é�”�Å�Ì�å�ï�³�ï�¬�›� �É�”�Ò�ç�t�b�”
²�t�z�\�w�‰�ø�å� �·�ï�µ�U��
�O�b�”�T�r�O�T�›�½�£�¿�«�`�‡�b�{���®�s  3DES �å� �·�ï�µ�‡�h�x  AES �å� �·�ï�µ�U�U	Z�^�•�s
�T�l�h	Ô�ù�z�·�©�á�æ�Â�Ÿ  �ž�Ó�å� �ž�ï�µ�x�é�”�Å�Ì�å�ï�³�ï�¬�›� �É�”�Ò�ç�t�`�‡�d�œ�{�‡�h�z
�å� �·�ï�µ�p�•�D�^�•�o�M�s�M�v�“�z �é�”�Å�Ì�å�ï�³�ï�¬  �³�µ�Â�Ü�U  3DES �w�º
æ
ƒ���›�æ�˜�s�M
�‘�O�t�`�‡�b�{

�³�ï�»�¿�«�µ�w
†�Ì �\�w�¯�Ú�ï�Å�t�x�z�¾
:�‹�!
:�‹�K�“�‡�d�œ�{

�Ã�Ñ�¥�ç�Ä �‰�ø�=�x�z�Ã�Ñ�¥�ç�Ä�p�x�Ã�Ÿ�·�”�Ò�ç�t�s�l�o�M�‡�b�{

�¯�Ú�ï�Å  �Þ�”�Å �Í�w
¯�x�z�\�w�¯�Ú�ï�Å�›�Ö�—�p�V�”�Þ�”�Å�›�Ô�`�o�M�‡�b�{

�¯�Ú�ï�Å�d�º

�–�;	Í�w�̈ � �Å�å� �ï �\�w�¯�Ú�ï�Å�x�z �>
Ý�é�”�Å�Ì�å�ï�³�ï�¬  �«�å�µ�»	Í�p�¦�õ�^�•�”�Ý�¿�·�”�´�w�‰�ø�=�w�¦�ï�q�¦
�Ñ�›
~�“�8�Q�‡�b�{

cluster encryption �¯�Ú�ï�Å�›
ƒ���b�”
²�t�z �‡�c  vpn load-balancing �¯�Ú�ï�Å�›�–�;�`�o  VPN �é�”
�Å�Ì�å�ï�³�ï�¬  �Þ�”�Å�t�Ö�”
ž�A�U�K�“�‡�b�{�‡�h�z�«�å�µ�»�w�‰�ø�=�›� �É�”�Ò�ç�t�b�”
²�t�z
cluster key �¯�Ú�ï�Å�›�–�;�`�o�«�å�µ�»�ž��
•�µ�d�‹
ƒ���b�”
ž�A�U�K�“�‡�b�{

�¢�«�£ �‰�ø�=�›�–�;�b�”	Ô�ù�x�z�7	s�t�¯�Ú�ï�Å  isakmp enable inside �›
ƒ���b�”
ž�A�U�K�“�‡�b�{�\�\
�p�z inside �x�z�é�”�Å�Ì�å�ï�³�ï�¬�w�º
æ� �ï�»�”�Ñ�£� �µ�p�b�{�é�”�Å�Ì�å�ï�³�ï�¬�w�º
æ� �ï
�»�”�Ñ�£� �µ�p  isakmp �U� �É�”�Ò�ç�p�s�M	Ô�ù�x�z�«�å�µ�»�w�‰�ø�=�›
ƒ���`�‘�O�q�b�”�q�z�¤
�å�”  �Ý�¿�·�”�´�U
¯�Ô�^�•�‡�b�{

�¯�Ú�ï�Å  �Þ�”�Å

�Ñ�•� �ž�¢�¥�”�ç  �Þ�”�Å �·�©�á�æ�Â�Ÿ  �¯�ï�Â�©�µ�Ä

�ç�”�Â�¿�Å �•�a �³�ï�¬�ç

�Ú�ç�½

�¯�ï�Â�©�µ�Ä �³�µ�Â�Ü

VPN �é�”�Å�Ì�å�ï�³�ï�¬  �Þ�”
�Å

• — • — —

�æ�æ�”�µ �!�Ë�º�0

7.0(1) �\�w�¯�Ú�ï�Å�U�‹�Ö�^�•�‡�`�h�{
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�« �Í�t�z�>
Ý�é�”�Å�Ì�å�ï�³�ï�¬  �«�å�µ�»�w�‰�ø�=�›� �É�”�Ò�ç�t�b�”  cluster encryption  �¯�Ú�ï
�Å�›���‰  VPN �é�”�Å�Ì�å�ï�³�ï�¬  �¯�Ú�ï�Å  �³�”�­�ï�µ�w�«�›�Ô�`�‡�b�{

hostname(config)# interface GigabitEthernet 0/1
hostname(config-if)# ip address 209.165.202.159 255.255.255.0
hostname(config)#  nameif test
hostname(config)# interface GigabitEthernet 0/2
hostname(config-if)# ip address 209.165.201.30 255.255.255.0
hostname(config)#  nameif foo
hostname(config)# vpn load-balancing
hostname(config-load-balancing)# interface lbpublic test
hostname(config-load-balancing)# interface lbprivate foo
hostname(config-load-balancing)# cluster ip address 209.165.202.224
hostname(config-load-balancing)# cluster key 123456789
hostname(config-load-balancing)# cluster encryption
hostname(config-load-balancing)# participate

���È�¯�Ú�ï�Å �¯�Ú�ï�Å 
†�Ì

cluster key �«�å�µ�»�w�ž��
•�µ�d�›�¦���`�‡�b�{

vpn load-balancing VPN �é�”�Å�Ì�å�ï�³�ï�¬  �Þ�”�Å�t�Ö�“�‡�b�{
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cluster ip address
�>
Ý�é�”�Å�Ì�å�ï�³�ï�¬  �«�å�µ�»�w  IP �ž�Å�è�µ�›
ƒ���b�”�t�x�z VPN �é�”�Å�Ì�å�ï�³�ï�¬  �Þ�”�Å
�p  cluster ip address �¯�Ú�ï�Å�›�–�;�`�‡�b�{ IP �ž�Å�è�µ�w�¦���›�_	†�b�”�t�x�z �\�w�¯�Ú�ï�Å�w  no
���Ü�›�–�;�`�‡�b�{

cluster ip address ip-address

no cluster ip address [ip-address]

�³�ï�»�¿�«�µ�w
†�Ì

�Ã�Ñ�¥�ç�Ä �Ã�Ñ�¥�ç�Ä�w�ˆ�^�•�‹�x�K�“�‡�d�œ�{

�¯�Ú�ï�Å  �Þ�”�Å �Í�w
¯�x�z�\�w�¯�Ú�ï�Å�›�Ö�—�p�V�”�Þ�”�Å�›�Ô�`�o�M�‡�b�{

�¯�Ú�ï�Å�d�º

�–�;	Í�w�̈ � �Å�å� �ï �‡�c�z vpn load-balancing �¯�Ú�ï�Å�›�–�;�`�o  VPN �é�”�Å�Ì�å�ï�³�ï�¬  �Þ�”�Å�t�Ö�“�z�>
Ý�«�å�µ
�»  IP �ž�Å�è�µ�U�¦�b� �ï�»�”�Ñ�£� �µ�›
ƒ���b�”
ž�A�U�K�“�‡�b�{

cluster ip address �x�z �>
Ý�«�å�µ�»�›
ƒ���`�o�M�”� �ï�»�”�Ñ�£� �µ�q�‰�a�±�Ò�É�¿�Ä	Í�t�K�”
ž�A
�U�K�“�‡�b�{

�\�w�¯�Ú�ï�Å�w  no ���Ü�p�x�z�¦�Ó�³�ã�ï�w  ip-address �‹�›�¦���`�h	Ô�ù�z�f�w�‹�x  no cluster ip
address �¯�Ú�ï�Å�U�ì�ƒ�^�•�”
²�t�z�7���w�«�å�µ�»�w  IP �ž�Å�è�µ�q�°�•�b�”
ž�A�U�K�“�‡�b�{

�« �Í�t�z�>
Ý�é�”�Å�Ì�å�ï�³�ï�¬  �«�å�µ�»�w  IP �ž�Å�è�µ�›  209.165.202.224 �t
ƒ���b�”  cluster ip
address �¯�Ú�ï�Å�›���‰  VPN �é�”�Å�Ì�å�ï�³�ï�¬  �¯�Ú�ï�Å  �³�”�­�ï�µ�w�«�›�Ô�`�‡�b�{

hostname(config)# interface GigabitEthernet 0/1
hostname(config-if)# ip address 209.165.202.159 255.255.255.0
hostname(config)#  nameif test
hostname(config)# interface GigabitEthernet 0/2
hostname(config-if)# ip address 209.165.201.30 255.255.255.0
hostname(config)#  nameif foo
hostname(config)# vpn load-balancing
hostname(config-load-balancing)# interface lbpublic test
hostname(config-load-balancing)# interface lbprivate foo
hostname(config-load-balancing)# cluster ip address 209.165.202.224
hostname(config-load-balancing)# participate

ip-address �>
Ý�é�”�Å�Ì�å�ï�³�ï�¬  �«�å�µ�»�t�Â�“�p�o�”  IP �ž�Å�è�µ�{

�¯�Ú�ï�Å  �Þ�”�Å

�Ñ�•� �ž�¢�¥�”�ç  �Þ�”�Å �·�©�á�æ�Â�Ÿ  �¯�ï�Â�©�µ�Ä

�ç�”�Â�¿�Å �•�a �³�ï�¬�ç

�Ú�ç�½

�¯�ï�Â�©�µ�Ä �³�µ�Â�Ü

VPN �é�”�Å�Ì�å�ï�³�ï�¬  �Þ�”
�Å

• — • — —

�æ�æ�”�µ �!�Ë�º�0

7.0(1) �\�w�¯�Ú�ï�Å�U�‹�Ö�^�•�‡�`�h�{
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���È�¯�Ú�ï�Å �¯�Ú�ï�Å 
†�Ì

interface �Ã�Ì� �µ�w� �ï�»�”�Ñ�£� �µ�›
ƒ���`�‡�b�{

nameif � �ï�»�”�Ñ�£� �µ�t�Ê
²�›�Â�“�p�o�‡�b�{

vpn load-balancing VPN �é�”�Å�Ì�å�ï�³�ï�¬  �Þ�”�Å�t�Ö�“�‡�b�{
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cluster key
�>
Ý�é�”�Å�Ì�å�ï�³�ï�¬  �«�å�µ�»	Í�p�¦�õ�^�•�”  IPSec �±� �Ä�À�”�±� �Ä  �Ä�ï�É�ç�w�ž��
•�µ�›

ƒ���b�”�t�x�z VPN �é�”�Å�Ì�å�ï�³�ï�¬  �Þ�”�Å�p  cluster key �¯�Ú�ï�Å�›�–�;�`�‡�b�{�\�w�¦���›
�_	†�b�”�t�x�z�\�w�¯�Ú�ï�Å�w  no ���Ü�›�–�;�`�‡�b�{

cluster key shared-secret

no cluster key [shared-secret]

�³�ï�»�¿�«�µ�w
†�Ì

�Ã�Ñ�¥�ç�Ä �Ã�Ñ�¥�ç�Ä�w�ˆ�^�•�‹�x�K�“�‡�d�œ�{

�¯�Ú�ï�Å  �Þ�”�Å �Í�w
¯�x�z�\�w�¯�Ú�ï�Å�›�Ö�—�p�V�”�Þ�”�Å�›�Ô�`�o�M�‡�b�{

�¯�Ú�ï�Å�d�º

�–�;	Í�w�̈ � �Å�å� �ï �‡�c�z vpn load-balancing �¯�Ú�ï�Å�›�–�;�`�o�z VPN �é�”�Å�Ì�å�ï�³�ï�¬  �Þ�”�Å�t�Ö�”
ž�A�U�K�“
�‡�b�{�«�å�µ�»�w�‰�ø�=�t�x�z cluster key �¯�Ú�ï�Å�p���[�^�•�h�³�”�«�è�¿�Ä�‹�–�;�^�•�‡�b�{

�ž��
•�µ�›
ƒ���b�”�t�x�z �«�å�µ�»�w�‰�ø�=�›� �É�”�Ò�ç�t�b�”
²�t  cluster key �¯�Ú�ï�Å�›�–�;�b
�”
ž�A�U�K�“�‡�b�{

�\�w�¯�Ú�ï�Å�w  no cluster key ���Ü�p  shared-secret �w�‹�›�¦���`�h	Ô�ù�z�ž��
•�µ�w�‹�x�7���w�¯
�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï�q�°�•�b�”
ž�A�U�K�“�‡�b�{

�« �Í�t�z�>
Ý�é�”�Å�Ì�å�ï�³�ï�¬  �«�å�µ�»�w�ž��
•�µ�›  123456789 �t
ƒ���b�”  cluster key �¯�Ú�ï�Å
�›���‰  VPN �é�”�Å�Ì�å�ï�³�ï�¬  �¯�Ú�ï�Å  �³�”�­�ï�µ�w�«�›�Ô�`�‡�b�{

hostname(config)# interface GigabitEthernet 0/1
hostname(config-if)# ip address 209.165.202.159 255.255.255.0
hostname(config)#  nameif test
hostname(config)# interface GigabitEthernet 0/2
hostname(config-if)# ip address 209.165.201.30 255.255.255.0
hostname(config)#  nameif foo
hostname(config)# vpn load-balancing
hostname(config-load-balancing)# interface lbpublic test
hostname(config-load-balancing)# interface lbprivate foo
hostname(config-load-balancing)# cluster ip address 209.165.202.224
hostname(config-load-balancing)# cluster key 123456789
hostname(config-load-balancing)# cluster encryption
hostname(config-load-balancing)# participate

���È�¯�Ú�ï�Å

shared-secret VPN �é�”�Å�Ì�å�ï�³�ï�¬  �«�å�µ�»�w�ž��
•�µ�›���[�b�”���È�»�{

�¯�Ú�ï�Å  �Þ�”�Å

�Ñ�•� �ž�¢�¥�”�ç  �Þ�”�Å �·�©�á�æ�Â�Ÿ  �¯�ï�Â�©�µ�Ä

�ç�”�Â�¿�Å �•�a �³�ï�¬�ç

�Ú�ç�½

�¯�ï�Â�©�µ�Ä �³�µ�Â�Ü

VPN �é�”�Å�Ì�å�ï�³�ï�¬  �Þ�”
�Å

• — • — —

�æ�æ�”�µ �!�Ë�º�0

7.0(1) �\�w�¯�Ú�ï�Å�U�‹�Ö�^�•�‡�`�h�{

�¯�Ú�ï�Å 
†�Ì

vpn load-balancing VPN �é�”�Å�Ì�å�ï�³�ï�¬  �Þ�”�Å�t�Ö�“�‡�b�{
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cluster port
�>
Ý�é�”�Å�Ì�å�ï�³�ï�¬  �«�å�µ�»�w  UDP �Ù�”�Ä�›
ƒ���b�”�t�x�z VPN �é�”�Å�Ì�å�ï�³�ï�¬  �Þ�”�Å
�p  cluster port �¯�Ú�ï�Å�›�–�;�`�‡�b�{�Ù�”�Ä�w�¦���›�_	†�b�”�t�x�z�\�w�¯�Ú�ï�Å�w  no ���Ü�›�–
�;�`�‡�b�{

cluster port port

no cluster port [port]

�³�ï�»�¿�«�µ�w
†�Ì

�Ã�Ñ�¥�ç�Ä �Ã�Ñ�¥�ç�Ä�w�«�å�µ�»  �Ù�”�Ä�x�z 9023 �p�b�{

�¯�Ú�ï�Å  �Þ�”�Å �Í�w
¯�x�z�\�w�¯�Ú�ï�Å�›�Ö�—�p�V�”�Þ�”�Å�›�Ô�`�o�M�‡�b�{

�¯�Ú�ï�Å�d�º

�–�;	Í�w�̈ � �Å�å� �ï �‡�c�z vpn load-balancing �¯�Ú�ï�Å�›�–�;�`�o�z VPN �é�”�Å�Ì�å�ï�³�ï�¬  �Þ�”�Å�t�Ö�”
ž�A�U�K�“
�‡�b�{

�Ú�™�w���®�s  UDP �Ù�”�Ä
j�ø�›�¦���p�V�‡�b�{
c�“�x  1 �™ 65535 �p�b�{

�\�w�¯�Ú�ï�Å�w  no cluster port ���Ü�p  port �w�‹�›�¦���`�h	Ô�ù�z�¦���`�h�Ù�”�Ä
j�ø�x�7���w
ƒ��
�A�ˆ�w�Ù�”�Ä
j�ø�q�°�•�b�”
ž�A�U�K�“�‡�b�{

�« �Í�t�z �>
Ý�é�”�Å�Ì�å�ï�³�ï�¬  �«�å�µ�»�w  UDP �Ù�”�Ä�›  9023 �t
ƒ���b�”  cluster port address �¯�Ú
�ï�Å�›���‰  VPN �é�”�Å�Ì�å�ï�³�ï�¬  �¯�Ú�ï�Å  �³�”�­�ï�µ�w�«�›�Ô�`�‡�b�{

hostname(config)# interface GigabitEthernet 0/1
hostname(config-if)# ip address 209.165.202.159 255.255.255.0
hostname(config)#  nameif test
hostname(config)# interface GigabitEthernet 0/2
hostname(config-if)# ip address 209.165.201.30 255.255.255.0
hostname(config)#  nameif foo
hostname(config)# vpn load-balancing
hostname(config-load-balancing)# interface lbpublic test
hostname(config-load-balancing)# interface lbprivate foo
hostname(config-load-balancing)# cluster ip address 209.165.202.224
hostname(config-load-balancing)# cluster port 9023
hostname(config-load-balancing)# participate

���È�¯�Ú�ï�Å

port �>
Ý�é�”�Å�Ì�å�ï�³�ï�¬  �«�å�µ�»�t�Â�“�p�o�”  UDP �Ù�”�Ä�{

�¯�Ú�ï�Å  �Þ�”�Å

�Ñ�•� �ž�¢�¥�”�ç  �Þ�”�Å �·�©�á�æ�Â�Ÿ  �¯�ï�Â�©�µ�Ä

�ç�”�Â�¿�Å �•�a �³�ï�¬�ç

�Ú�ç�½

�¯�ï�Â�©�µ�Ä �³�µ�Â�Ü

VPN �é�”�Å�Ì�å�ï�³�ï�¬  �Þ�”
�Å

• — • — —

�æ�æ�”�µ �!�Ë�º�0

7.0(1) �\�w�¯�Ú�ï�Å�U�‹�Ö�^�•�‡�`�h�{

�¯�Ú�ï�Å 
†�Ì

vpn load-balancing VPN �é�”�Å�Ì�å�ï�³�ï�¬  �Þ�”�Å�t�Ö�“�‡�b�{
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command-alias
�¯�Ú�ï �Å�w�¤�   �æ�ž�µ�› �^ 
R�b�” � t �x�z�¬�é�” � Ì �ç  � ¯ � ï �Ñ�Ÿ�ª �á�è�” � ³ �ã � ï  �Þ�” �Å�p
command-alias �¯�Ú�ï�Å�›�–�;�`�‡�b�{�¤� �æ�ž�µ�›�_	†�b�”�t�x�z�\�w�¯�Ú�ï�Å�w  no ���Ü�›�–�;
�`�‡�b�{�¯�Ú�ï�Å  �¤� �æ�ž�µ�›�Ö�—�b�”�q�z�i�w�¯�Ú�ï�Å�U�î�æ�^�•�‡�b�{�h�q�Q�y�z�¯�Ú�ï�Å
�¤� �æ�ž�µ�›�^
R�`�o�z�Õ�M�¯�Ú�ï�Å�w�³�ã�”�Ä�§�¿�Ä�t�b�”�\�q�‹�p�V�‡�b�{

command-alias mode command_alias original_command

no command-alias mode command_alias original_command

�³�ï�»�¿�«�µ�w
†�Ì

�Ã�Ñ�¥�ç�Ä �Ã�Ñ�¥�ç�Ä�p�x�z�â�”�²  EXEC �Þ�”�Å�p�Í�w�¤� �æ�ž�µ�U
ƒ���^�•�o�M�‡�b�{

h�¢ help �w�¤� �æ�ž�µ�£

lo�¢ logout �w�¤� �æ�ž�µ�£

p�¢ ping �w�¤� �æ�ž�µ�£

s�¢ show �w�¤� �æ�ž�µ�£

�¯�Ú�ï�Å  �Þ�”�Å �Í�w
¯�x�z�\�w�¯�Ú�ï�Å�›�Ö�—�p�V�”�Þ�”�Å�›�Ô�`�o�M�‡�b�{

�¯�Ú�ï�Å�d�º

�–�;	Í�w�̈ � �Å�å� �ï �Ú�™�w�¯�Ú�ï�Å�w�7	s�w
æ
ü�w�¤� �æ�ž�µ�›�^
R�`�z�^�’�t�è	×�r�S�“�©�”�ë�”�Å�q�¾
:�›�Ö�—�p
�V�‡�b�{

CLI �Ô�ç�Ó�›�–�;�b�”	Ô�ù�z�¯�Ú�ï�Å  �¤� �æ�ž�µ�x�ž�µ�»�æ�µ�«�¢ * �£�p�Ô�^�•�z�Í�w���Ü�p
¯�Ô
�^�•�‡�b�{

*command-alias=original-command

mode �h�q�Q�y�z exec�¢�â�”�²�S�‘�|�›�V  EXEC �Þ�”�Å�w	Ô�ù�£�z configure�z
interface �s�r�w�z�¯�Ú�ï�Å  �¤� �æ�ž�µ�›�^
R�b�”�¯�Ú�ï�Å  �Þ�”�Å�›�¦��
�`�‡�b�{

command_alias �7���w�¯�Ú�ï�Å�t
Ç�Z�”	ý�`�M�Ê
²�›�¦���`�‡�b�{

original_command �¯�Ú�ï�Å  �¤� �æ�ž�µ�›�^
R�b�”�7���w�¯�Ú�ï�Å�‡�h�x�©�”�ë�”�Å�U�K�”
�¯�Ú�ï�Å�›�¦���`�‡�b�{

�¯�Ú�ï�Å  �Þ�”�Å

�Ñ�•� �ž�¢�¥�”�ç  �Þ�”�Å �·�©�á�æ�Â�Ÿ  �¯�ï�Â�©�µ�Ä

�ç�”�Â�¿�Å �•�a �³�ï�¬�ç

�Ú�ç�½

�¯�ï�Â�©�µ�Ä �³�µ�Â�Ü

�¬�é�”�Ì�ç  �¯�ï�Ñ�Ÿ�ª�á�è�”
�³�ã�ï

• • • • •

�æ�æ�”�µ �!�Ë�º�0

7.0(1) �\�w�¯�Ú�ï�Å�U�‹�Ö�^�•�‡�`�h�{
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�h�q�Q�y�z lo �¯�Ú�ï�Å  �¤� �æ�ž�µ�x�z�Í�w�‘�O�t�z �®lo�¯�p�•�‡�”���w�›�V  EXEC �Þ�”�Å�w�¯�Ú�ï
�Å�q�ž�t
¯�Ô�^�•�‡�b�{

hostname# lo?
*lo=logout login  logout 

�‰�a�¤� �æ�ž�µ�›���w�Þ�”�Å�p�–�;�p�V�‡�b�{�h�q�Q�y�z�Í�w�‘�O�t�z �®happy�̄ �›�›�V  EXEC �Þ�”
�Å�q�¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï  �Þ�”�Å�p�Ÿ�s�”�¯�Ú�ï�Å�w�¤� �æ�ž�µ�t�–�;�p�V�‡�b�{

hostname(config)# happy?

configure mode commands/options:
*happy="username crichton password test"

exec mode commands/options:
*happy=enable

�¯�Ú�ï�Å�i�Z�›
¯�Ô�`�z�¤� �æ�ž�µ�›	²�t�b�”�t�x�z�Ö�—�æ�w
Œ�„�t�µ�Ö�”�µ�›�Ö�—�`�‡�b�{�‡�h�z
�¯�Ú�ï�Å  �¤� �æ�ž�µ�›
†�Z�”�t�x�z�¯�Ú�ï�Å�›�Ö�—�b�”
²�t�µ�Ö�”�µ�›�–�;�`�‡�b�{�Í�w�«�p�x�z
happy? �¯�Ú�ï�Å�w
²�t�µ�Ö�”�µ�U�K�”�h�Š�z�¤� �æ�ž�µ  happy �x
¯�Ô�^�•�‡�d�œ�{

hostname(config)# alias exec test enable
hostname(config)# exit
hostname# happy?
ERROR: % Unrecognized command

�¯�Ú�ï�Å�q�‰�7�t�z CLI �Ô�ç�Ó�›�–�;�`�o�z�¯�Ú�ï�Å  �¤� �æ�ž�µ�w�™�t���X�¾
:�S�‘�|�©�”�ë�”�Å
�›
¯�Ô�p�V�‡�b�{  

�ì
¶�s�¯�Ú�ï�Å  �¤� �æ�ž�µ�›�Ö�—�b�”
ž�A�U�K�“�‡�b�{�y	V�^�•�h�¤� �æ�ž�µ�x�–�;�p�V�‡�d�œ�{
�Í�w�«�p�x�z�Í�”�±�”�x�¯�Ú�ï�Å  hap �›�z�¤� �æ�ž�µ  happy �›�Ô�`�o�M�”�q�x�Ý�Ý�`�‡�d�œ�{

hostname# hap
% Ambiguous command: "hap"

�« �Í�w�«�p�x�z copy running-config startup-config �¯�Ú�ï�Å�t�0�`�o�® save�¯�q�M�O�Ê
²�w�¯�Ú�ï�Å  �¤
� �æ�ž�µ�›�^
R�b�”�M�O�›�Ô�`�‡�b�{

hostname(config)# command-alias exec save copy running-config startup-config
hostname(config)# exit
hostname# save

Source filename [running-config]?
Cryptochecksum: 50d131d9 8626c515 0c698f7f 613ae54e

2209 bytes copied in 0.210 secs
hostname#

���È�¯�Ú�ï�Å �¯�Ú�ï�Å 
†�Ì

clear configure command-alias �Ã�Ñ�¥�ç�Ä�Ž�Ž�w�¯�Ú�ï�Å  �¤� �æ�ž�µ�›�b�‚�o	«�ˆ�`�‡
�b�{

show running-config command-alias �Ã�Ñ�¥�ç�Ä�Ž�Ž�w
ƒ���A�ˆ�w�¯�Ú�ï�Å  �¤� �æ�ž�µ�›�b�‚
�o
¯�Ô�`�‡�b�{
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command-queue
� �t�›�4�m�©�á�”�t�Ö�”  MGCP �¯�Ú�ï�Å�w�7�G
:�›�¦���b�”�t�x�z MGCP �Ú�¿�Ó �¯�ï�Ñ�Ÿ�ª�á
�è�”�³�ã�ï  �Þ�”�Å�p  command-queue �¯�Ú�ï�Å�›�–�;�`�‡�b�{�\�w�¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï�›�_	†
�b�”�t�x�z�\�w�¯�Ú�ï�Å�w  no ���Ü�›�–�;�`�‡�b�{  

command-queue limit

no command-queue limit

�³�ï�»�¿�«�µ�w
†�Ì

�Ã�Ñ�¥�ç�Ä �\�w�¯�Ú�ï�Å�x�z�Ã�Ñ�¥�ç�Ä�p�x�Ã�Ÿ�·�”�Ò�ç�t�s�l�o�M�‡�b�{

MGCP �¯�Ú�ï�Å  �©�á�”�w�Ã�Ñ�¥�ç�Ä�x  200 �p�b�{

�¯�Ú�ï�Å  �Þ�”�Å �Í�w
¯�x�z�\�w�¯�Ú�ï�Å�›�Ö�—�p�V�”�Þ�”�Å�›�Ô�`�o�M�‡�b�{

�¯�Ú�ï�Å�d�º

�–�;	Í�w�̈ � �Å�å� �ï � �t�›�4�m�©�á�”�t�Ö�”  MGCP �¯�Ú�ï�Å�w�7�G
:�›�¦���b�”�t�x�z command-queue �¯�Ú�ï�Å�›�–
�;�`�‡�b�{�•�0�‹�w
c�“�x�z 1 �™ 4,294,967,295 �p�b�{�Ã�Ñ�¥�ç�Ä�x  200 �p�b�{�v�S�t�x�a�`�o�M�o
	ý�`�M�¯�Ú�ï�Å�U�£	ô�b�”�q�z�7�‹�Õ�Ì���©�á�”�t�Ö�l�o�M�”�¯�Ú�ï�Å�U�_	†�^�•�‡�b�{

�« �Í�w�«�p�x�z MGCP �¯�Ú�ï�Å  �©�á�”�›  150 �¯�Ú�ï�Å�t
M�v�`�‡�b�{

hostname(config)# mgcp-map mgcp_policy
hostname(config-mgcp-map)# command-queue 150

���È�¯�Ú�ï�Å

limit �©�á�”�t�Ö�”�¯�Ú�ï�Å�w�7�G
:�¢ 1 �™ 2,147,483,647�£�›�¦���`�‡�b�{

�¯�Ú�ï�Å  �Þ�”�Å

�Ñ�•� �ž�¢�¥�”�ç  �Þ�”�Å �·�©�á�æ�Â�Ÿ  �¯�ï�Â�©�µ�Ä

�ç�”�Â�¿�Å �•�a �³�ï�¬�ç

�Ú�ç�½

�¯�ï�Â�©�µ�Ä �³�µ�Â�Ü

MGCP �Ú�¿�Ó � ¯ � ï �Ñ�Ÿ�ª �á
�è�”�³�ã�ï

• • • • —

�æ�æ�”�µ �!�Ë�º�0

7.0(1) �\�w�¯�Ú�ï�Å�U�‹�Ö�^�•�‡�`�h�{

�¯�Ú�ï�Å 
†�Ì

debug mgcp MGCP �t���b�”�Ã�Ì�¿�¬	Ø�C�w
¯�Ô�›� �É�”�Ò�ç�t�`�‡�b�{

mgcp-map MGCP �Ú�¿�Ó�›���[�`�z MGCP �Ú�¿�Ó  �¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï  �Þ�”�Å�›
� �É�”�Ò�ç�t�`�‡�b�{

show mgcp MGCP �w�¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï�S�‘�|�·�¿�³�ã�ï	Ø�C�›
¯�Ô�`�‡�b�{

timeout MGCP �Ý�Ã�Ÿ�ž
€���‡�h�x  MGCP PAT xlate 
€���w�ž� �Å�ç  �»� �Ü�ž�¢�Ä
�›
ƒ���`�‡�b�{�\�w�»� �Ü�ž�¢�Ä�™�z�f�w
€���U	4�ƒ�`�‡�b�{
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compatible rfc1583
RFC 1583 �o�•�w�±�Ú�æ�”  �ç�”�Ä  �¯�µ�Ä�-�‰�p�–�;�`�h�M�Ü�t�í�b�t�x�z �ç�”�»  �¯�ï�Ñ�Ÿ�ª�á�è�”
�³�ã�ï  �Þ�”�Å�p  compatible rfc1583 �¯�Ú�ï�Å�›�–�;�`�‡�b�{ RFC 1583 �“�õ
Q�›�Ã�Ÿ�·�”�Ò�ç�t�b�”
�t�x�z�\�w�¯�Ú�ï�Å�w  no ���Ü�›�–�;�`�‡�b�{  

compatible rfc1583

no compatible rfc1583

�³�ï�»�¿�«�µ�w
†�Ì �\�w�¯�Ú�ï�Å�t�x�z�¾
:�‹�©�”�ë�”�Å�‹�K�“�‡�d�œ�{

�Ã�Ñ�¥�ç�Ä �\�w�¯�Ú�ï�Å�x�z�Ã�Ñ�¥�ç�Ä�p�x� �É�”�Ò�ç�t�s�l�o�M�‡�b�{

�¯�Ú�ï�Å  �Þ�”�Å �Í�w
¯�x�z�\�w�¯�Ú�ï�Å�›�Ö�—�p�V�”�Þ�”�Å�›�Ô�`�o�M�‡�b�{

�¯�Ú�ï�Å�d�º

�–�;	Í�w�̈ � �Å�å� �ï �¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï�t�x�z�\�w�¯�Ú�ï�Å�w  no ���Ü�i�Z�U
¯�Ô�^�•�‡�b�{

�« �Í�w�«�p�x�z RFC 1583 �“�õ�ç�”�Ä  �±�Ú�æ�”  �¯�µ�Ä�-�‰�›�Ã�Ÿ�·�”�Ò�ç�t�b�”�M�O�›�Ô�`�‡�b�{

hostname(config-router)# no compatible rfc1583
hostname(config-router)#

���È�¯�Ú�ï�Å

�¯�Ú�ï�Å  �Þ�”�Å

�Ñ�•� �ž�¢�¥�”�ç  �Þ�”�Å �·�©�á�æ�Â�Ÿ  �¯�ï�Â�©�µ�Ä

�ç�”�Â�¿�Å �•�a �³�ï�¬�ç

�Ú�ç�½

�¯�ï�Â�©�µ�Ä �³�µ�Â�Ü

�ç�”�»  �¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã
�ï

• — • — —

�æ�æ�”�µ �!�Ë�º�0

�7�� �\�w�¯�Ú�ï�Å�x�7���w�‹�w�p�b�{

�¯�Ú�ï�Å 
†�Ì

router ospf �ç�”�»  �¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï  �Þ�”�Å�t�Ö�“�‡�b�{

show running-config router �¬�é�”�Ì�ç  �ç�”�»  �¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï�º�w�¯�Ú�ï�Å�›

¯�Ô�`�‡�b�{
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compression
SVC 
€���S�‘�|  WebVPN 
€���t�0�`�o�y	V�›� �É�”�Ò�ç�t�b�”�t�x�z�¬�é�”�Ì�ç  �¯�ï�Ñ�Ÿ�ª�á
�è�”�³�ã�ï  �Þ�”�Å�p  compression �¯�Ú�ï�Å�›�–�;�`�‡�b�{

compression {all | svc | http-comp}

[no] compression {all | svc | http-comp}

�\�w�¯�Ú�ï�Å�›�¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï�T�’�_	†�b�”�t�x�z�\�w�¯�Ú�ï�Å�w  no ���Ü�›�–�;�`�‡�b�{

�³�ï�»�¿�«�µ�w
†�Ì

�Ã�Ñ�¥�ç�Ä �Ã�Ñ�¥�ç�Ä�x  all �p�b�{�–�;�D�ó�s�b�‚�o�w�y	V�U	[�U� �É�”�Ò�ç�p�b�{

�¯�Ú�ï�Å  �Þ�”�Å �Í�w
¯�x�z�\�w�¯�Ú�ï�Å�›�Ö�—�p�V�”�Þ�”�Å�›�Ô�`�o�M�‡�b�{

�¯�Ú�ï�Å�d�º

�–�;	Í�w�̈ � �Å�å� �ï SVC 
€���w	Ô�ù�z�¬�é�”�Ì�ç  �¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï  �Þ�”�Å�p
ƒ���`�h  compression �¯�Ú�ï�Å�t
�‘�l�o�z �¬�ç�”�Ó  �Ù�æ�³�”  webvpn �Þ�”�Å�S�‘�|�â�”�²�Ê  webvpn �Þ�”�Å�p
ƒ���`�h  svc compression
�¯�Ú�ï�Å�x	Í	{�V�^�•�‡�b�{

�h�q�Q�y�z �¬�ç�”�Ó  �Ù�æ�³�”  webvpn �Þ�”�Å�p�›���w�¬�ç�”�Ó�t�0�b�”  svc compression �¯�Ú�ï�Å�›
�Ö�—�`�z�¬�é�”�Ì�ç  �¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï  �Þ�”�Å�p  no compression �¯�Ú�ï�Å�›�Ö�—�`�h	Ô�ù�z
�f�w�¬�ç�”�Ó�t�0�`�o
ƒ���`�h  svc compression �¯�Ú�ï�Å�w
ƒ���x	Í	{�V�^�•�‡�b�{  

�o�t�z �¬�é�”�Ì�ç  �¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï  �Þ�”�Å�p  compression �¯�Ú�ï�Å�›�–�;�`�o�y	V�›�¦�ï�t
�í�`�h	Ô�ù�x�z�¬�ç�”�Ó
ƒ���U���®�q�s�“�z�y	V�ˆ�^�x�7	4�$�t�¬�ç�”�Ó
ƒ���t�‘�l�o�>���^�•�‡
�b�{

no compression �¯�Ú�ï�Å�›�–�;�`�o�y	V�›�Ã�Ÿ�·�”�Ò�ç�t�`�h	Ô�ù�z	ý�`�M
€���i�Z�U�è�¹�›	!�Z
�‡�b�{�ž�«�Â�Ÿ�Ò�s
€���x�è�¹�›	!�Z�‡�d�œ�{

�« �Í�w�«�p�x�z SVC 
€���t�0�`�o�y	V�›�¦�ï�t�`�o�M�‡�b�{

hostname(config)# compression svc

�Í�w�«�p�x�z SVC 
€���S�‘�|  WebVPN 
€���t�0�`�o�y	V�›�Ã�Ÿ�·�”�Ò�ç�t�`�o�M�‡�b�{

hostname(config)# no compression svc http-comp

all �–�;�D�ó�s�b�‚�o�w�y	V�U	[�›� �É�”�Ò�ç�t�b�”�\�q�›�¦���`�‡�b�{

svc SVC 
€���t�0�b�”�y	V�›�¦���`�‡�b�{

http-comp WebVPN 
€���t�0�b�”�y	V�›�¦���`�‡�b�{

�¯�Ú�ï�Å  �Þ�”�Å

�Ñ�•� �ž�¢�¥�”�ç  �Þ�”�Å �·�©�á�æ�Â�Ÿ  �¯�ï�Â�©�µ�Ä

�ç�”�Â�¿�Å �•�a �³�ï�¬�ç

�Ú�ç�½

�¯�ï�Â�©�µ�Ä �³�µ�Â�Ü

�¬�é�”�Ì�ç  �¯�ï�Ñ�Ÿ�ª�á�è�”
�³�ã�ï

• — • — —

�æ�æ�”�µ �!�Ë�º�0

7.1.1 �\�w�¯�Ú�ï�Å�U�‹�Ö�^�•�‡�`�h�{
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���È�¯�Ú�ï�Å �¯�Ú�ï�Å 
†�Ì

show webvpn svc SVC � �ï�µ�Ä�è�”�³�ã�ï�t�m�M�o�w	Ø�C�›
¯�Ô�`�‡�b�{

svc �›���w�¬�ç�”�Ó�‡�h�x�â�”�²�t�0�`�o  SVC �›� �É�”�Ò�ç�‡�h�x
ž
"�t�`
�‡�b�{

svc compression SVC 
€��	Í�w  http �Ã�”�»�w�y	V�›�›���w�¬�ç�”�Ó�‡�h�x�â�”�²�t�0�`�o
� �É�”�Ò�ç�t�`�‡�b�{
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config-register
�Í�t�·�©�á�æ�Â�Ÿ  �ž�Ó�å� �ž�ï�µ�›�æ�é�”�Å�b�”�q�V�t�–�;�^�•�”�¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï  �è�´
�µ�»�‹�›
ƒ���b�”�t�x�z �¬�é�”�Ì�ç  �¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï  �Þ�”�Å�p  config-register �¯�Ú�ï�Å�›�–
�;�`�‡�b�{�‹�›�Ã�Ñ�¥�ç�Ä�t�í�b�t�x�z�\�w�¯�Ú�ï�Å�w  no ���Ü�›�–�;�`�‡�b�{�\�w�¯�Ú�ï�Å�x�z
ASA 5500 �&� ���·�©�á�æ�Â�Ÿ  �ž�Ó�å� �ž�ï�µ�p�w�ˆ�±�Ù�”�Ä�^�•�o�M�‡�b�{�¯�ï�Ñ�Ÿ�ª�á�è�”
�³�ã�ï  �è�´�µ�»�‹�x�z�Ò�”�Ä  � �Ý�”�´�S�‘�|���w�Ò�”�Ä  �Í�å�Ý�”�»�›�>���`�‡�b�{

config-register hex_value

no config-register

�³�ï�»�¿�«�µ�w
†�Ì

�Ã�Ñ�¥�ç�Ä �Ã�Ñ�¥�ç�Ä�‹�x  0x1 �p�z�é�”�§�ç  � �Ý�”�´�S�‘�|�µ�»�”�Ä�ž�¿�Ó  �¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï�T�’�Ò�”
�Ä�`�‡�b�{

�¯�Ú�ï�Å  �Þ�”�Å �Í�w
¯�x�z�\�w�¯�Ú�ï�Å�›�Ö�—�p�V�”�Þ�”�Å�›�Ô�`�o�M�‡�b�{

�¯�Ú�ï�Å�d�º

�–�;	Í�w�̈ � �Å�å� �ï 5 �m�w���È�t�x�z�È�T�’�(�•  0 �™ 4 �w
j�ø�U
Ç�Z�’�•�o�M�‡�b�{�\�•�x�z 16 
�
:�S�‘�|  2 
�
:�w�F
�¨�p�b�{ �¤���È�t�0�`�o  1 �m�w�‹�›
¬�R�`�z 
ž�A�t� �a�o�‹�›
Ê�ˆ�ù�d�h�“�°�•�^�d�h�“�p�V�‡�b�{
�h�q�Q�y�z���È
j�ø  3 �t�0�`�o  0 �‡�h�x  2 �›
¬�R�p�V�‡�b�{�‹�t�‘�l�o�x�z���w�‹�q�•�ù�`�h	Ô�ù
�t��
Œ�b�”�‹�w�U�K�“�‡�b�{�h�q�Q�y�z�·�©�á�æ�Â�Ÿ  �ž�Ó�å� �ž�ï�µ�›  TFTP �±�”�Ì�q�é�”�§�ç  � 
�Ý�”�´�w�†�M�T�’�Ò�”�Ä�b�”�‘�O
ƒ���b�”  0x2011 �›
ƒ���b�”	Ô�ù�z�·�©�á�æ�Â�Ÿ  �ž�Ó�å� �ž�ï�µ
�x  TFTP �±�”�Ì�T�’�Ò�”�Ä�`�‡�b�{�\�w�‹�x  TFTP �w�Ò�”�Ä�U�æ

�`�h	Ô�ù�z�·�©�á�æ�Â�Ÿ  �ž�Ó�å
� �ž�ï�µ�U�Ú
€  ROMMON �p�Ò�”�Ä�b�”�\�q�‹���Š�o�M�”�h�Š�z �Ã�Ñ�¥�ç�Ä  � �Ý�”�´�T�’�Ò�”�Ä�b
�”�\�q�›�¦���`�h�ž�«�³�ã�ï�x�Á�¹�^�•�‡�b�{

0 �w�‹�x�z���t�¦���^�•�o�M�s�Z�•�y�z�ž�«�³�ã�ï�›�î�æ�`�s�M�\�q�›�™�¯�`�‡�b�{

hex_value �¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï  �è�´�µ�»�‹�›  0x0 �™ 0xFFFFFFFF �w 16 
�
:�‹�t
ƒ��
�`�‡�b�{�\�w
:�x  32 �Ï�¿�Ä�›
¯�`�z�¤  16 
����È�x  4 �Ï�¿�Ä�›
¯�`�‡�b�{�¤
�Ï�¿�Ä�x�Ÿ�s�”�›
Q�›
M�š�`�‡�b�{�h�i�`�z�Ï�¿�Ä  32 �™ 20 �x�z	•�R�w�–�;�w
�h�Š�t�'�ÿ�^�•�z�â�”�²�U
ƒ���p�V�s�M�T�z�‡�h�x�q�O�·�©�á�æ�Â�Ÿ  �ž�Ó�å
� �ž�ï�µ�p�–�;�^�•�o�M�‡�d�œ�{�`�h�U�l�o�z�f�•�’�w�Ï�¿�Ä�›
¯�b  3 �m�w��
�È�x	×�t  0 �t
ƒ���^�•�o�M�”�h�Š�z �Á�¹�p�V�‡�b�{ ���È�b�”�Ï�¿�Ä�x  5 �;�w  16

����È�¢ 0xnnnnn�£�p
¯�^�•�‡�b�{

���È�w
²�w  0 �x���Š�”
ž�A�x�K�“�‡�d�œ�{�™���w  0 �x���Š�”
ž�A�U�K�“�‡�b�{
�h�q�Q�y�z 0x2001 �x  0x02001 �q�‰�a�p�b�U�z 0x10000 �w 0 �x�b�‚�o
ž�A�p�b�{
���È�b�”�Ï�¿�Ä�t�–�;�p�V�”�‹�w	Ä�I�t�m�M�o�x�z 
¯ 8-1 �›�€	°�`�o�X�i�^�M�{

�¯�Ú�ï�Å  �Þ�”�Å

�Ñ�•� �ž�¢�¥�”�ç  �Þ�”�Å �·�©�á�æ�Â�Ÿ  �¯�ï�Â�©�µ�Ä

�ç�”�Â�¿�Å �•�a �³�ï�¬�ç

�Ú�ç�½

�¯�ï�Â�©�µ�Ä �³�µ�Â�Ü

�¬�é�”�Ì�ç  �¯�ï�Ñ�Ÿ�ª�á�è�”
�³�ã�ï

• • • — •

�æ�æ�”�µ �!�Ë�º�0

7.0(1) �\�w�¯�Ú�ï�Å�U�‹�Ö�^�•�‡�`�h�{
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¯ 8-1 �t�z�¤  16 
����È�t���È
Ç�Z�’�•�h�ž�«�³�ã�ï�›�°�a
¯�Ô�`�‡�b�{�¤���È�t�0�`�o  1 �m�w�‹�›

¬�R�`�‡�b�{


¯ 8-1 �¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï  �è�´�µ�»�‹

�Ó�è
�Ñ�Ÿ�¿
�«�µ 16 
����È
j�ø  4�z 3�z 2�z 1�z�S�‘�|  0

0x 0 0 01

1. 	•�R�w�–�;�w�h�Š�t�'�ÿ�^�•�o�M�‡�b�{

02

2. ���È
j�ø  0 �S�‘�|  1 �U� �Ý�”�´�›�×�ˆ�$�t�Ò�”�Ä�b�”�‘�O�t
ƒ���^�•�o�M�s�M	Ô�ù�x�z �·�©�á�æ�Â�Ÿ  �ž�Ó�å� �ž�ï�µ�U�Ú
€  ROMMON �p
�Ò�”�Ä�`�‡�b�{

02

1

�I�ˆ�¤�t  
ROMMON �w�§�¢
� ï �Ä�¼�¢� ï � ›  10

µ���Ã�Ÿ�·�”�Ò�ç
�t�`�‡�b�{ �è	×�x�z
�§�¢�ï�Ä�¼�¢�ï�¤
�t  Escape �©�”�›�!
�`�o  ROMMON �t
�Ö�”�\�q�U�p�V�‡
�b�{

2

�·�©�á�æ�Â�Ÿ  �ž�Ó
�å� �ž�ï�µ�›  
TFTP �±�” � Ì �T� ’
�Ò�”�Ä�b�”�‘�O�t

ƒ���`�z�Ò�”�Ä�U
�æ

�`�h	Ô�ù�z�\
�w�‹�x�Ú
€  
ROMMON �p�Ò�”
�Ä�`�‡�b�{

1

ROMMON �Ò�”�Ä  �Í�å
�Ý�”�»�¢���O�b�”	Ô�ù
�x�z boot system tftp �¯
�Ú�ï�Å�q�‰�a�£�p�¦��
�^ � • �h � ‘ �O� t  TFTP
�±�” � Ì  �   �Ý�” � ´ �T� ’
�Ò�”�Ä�`�‡�b�{�\�w�‹
�x�z���È  1 �t
ƒ���^�•
�h�‹�t��
Œ�`�‡�b�{

1

�7	s�w  boot system local_flash �¯�Ú�ï�Å�p
�¦���^�•�h� �Ý�”�´�›�Ò�”�Ä�`�‡�b�{ �f�w
� �Ý�”�´�U�¡�ˆ���‡�•�s�M	Ô�ù�z �·�©�á�æ
�Â�Ÿ �ž�Ó�å� �ž�ï�µ�x�z
Y	×�t�Ò�”�Ä�b
�”�‡�p�™���w  boot system �¯�Ú�ï�Å�p�¦��
�^�•�h�¤� �Ý�”�´�w�Ò�”�Ä�›�¼�æ�`�‡�b�{

3, 5, 7, 9

�›���w  boot system local_flash �¯�Ú�ï�Å�p
�¦���^�•�h� �Ý�”�´�›�Ò�”�Ä�`�‡�b�{ �‹�U
3 �p�K�”�q�7	s�w  boot system �¯�Ú�ï�Å�p
�¦���^�•�h� �Ý�”�´�U�Ò�”�Ä�^�•�z�‹�U  5
�p�K�”�q  2 
j�è�w� �Ý�”�´�U�Ò�”�Ä�^�•
�‡�b�¢�Ž�ñ�‰�7�£ �{

� �Ý�”�´�U
Y	×�t�Ò�”�Ä�`�s�M	Ô�ù�z�·
�©�á�æ�Â�Ÿ  �ž�Ó�å� �ž�ï�µ�x���w  
boot system �¯�Ú�ï�Å  � �Ý�”�´ �¢�‹ 1 �q�‹ 3
�w�–�;�w�§�M�£�t�í�”�\�q�›�¼�æ�`�‡�d
�œ�{�h�i�`�z�·�©�á�æ�Â�Ÿ  �ž�Ó�å� �ž�ï
�µ�t�x�z�Ò�”�Ä�U�æ

�`�h	Ô�ù�t�º���Ñ
�å�¿�³�á  �Ý�Þ�æ�w�ç�”�Ä  �Ã�Ÿ�è�«�Ä�æ�º
�p�U	Z�^ �• �h �M�c�• �T�w�   �Ý�” � ´ �T� ’
�Ò�”�Ä�›�¼�æ�b�”�Ñ�£�”�ç�·�”�Ñ�;�ó�U
�K�“�‡�b�{ �Ñ�£�”�ç�·�”�Ñ�;�ó�›���®�t�`
�s�M	Ô�ù�x�z �ç�”�Ä�Ž�Ž�w�Ã�Ÿ�è�«�Ä�æ�t
� �Ý�”�´�›�-���`�‡�b�{

43

�µ�»�” �Ä�ž�¿�Ó  � ¯ � ï
�Ñ�Ÿ�ª�á�è�”�³�ã�ï�›
� Á � ¹ � ` � o � Ã � Ñ � ¥ � ç � Ä
�¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã
�ï�›�¡�ˆ���ˆ�‡�b�{

3. service password-recovery �¯�Ú�ï�Å�›�–�;�`�o�Í�µ�ë�”�Å�›�s
î�p�V�s�X�`�h	Ô�ù�x�z�µ�»�”�Ä�ž�¿�Ó  �¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï�›�Á�¹�b
�”�‘�O�t�¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï  �è�´�µ�»�›
ƒ���p�V�‡�d�œ�{

2, 4, 6, 8

ROMMON �T�’�z�¾
:�s�`�p  boot �¯�Ú�ï
�Å�›�Ö�—�`�h	Ô�ù�z�·�©�á�æ�Â�Ÿ  �ž�Ó�å
� �ž�ï�µ�x�›���w  boot system local_flash
�¯�Ú�ï�Å�p�¦���^�•�h� �Ý�”�´�›�Ò�”�Ä
�`�‡�b�{ �‹�U  3 �p�K�”�q�7	s�w  boot system
�¯�Ú�ï�Å�p�¦���^�•�h� �Ý�”�´�U�Ò�”�Ä
�^�•�z �‹�U  5 �p�K�”�q  2 
j�è�w� �Ý�”�´�U
�Ò�”�Ä�^�•�‡�b�¢�Ž�ñ�‰�7�£ �{�\�w�‹�x� 
�Ý�”�´�›�×�ˆ�$�t�Ò�”�Ä�`�‡�d�œ�{

5

	Í�G�w�†�M�w�ž�«�³�ã
�ï�›�î�æ�`�‡�b�{
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�¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï  �è�´�µ�»�‹�x�µ�»�ï�Ì� 
÷�”�t
ó
a�^�•�‡�d�œ�U�z �ž�«�Â�Ÿ�Ò
÷�”�t�¯�ï
�Ñ�Ÿ�ª�á�è�”�³�ã�ï  �è�´�µ�»�›
ƒ���b�”�q�z�Í�w�/���U
¯�Ô�^�•�‡�b�{

WARNING The configuration register is not synchronized with the standby, their values 
may not match.

�‡�h�z confreg �¯�Ú�ï�Å�›�–�;�`�o�z�¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï  �è�´�µ�»�‹�›  ROMMON �p
ƒ���b�”
�\�q�‹�p�V�‡�b�{

�« �Í�w�«�p�x�z�Ã�Ñ�¥�ç�Ä  � �Ý�”�´�T�’�Ò�”�Ä�b�”�‘�O�t�¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï  �è�´�µ�»�›
ƒ��
�`�‡�b�{

hostname(config)# config-register 0x1

���È�¯�Ú�ï�Å �¯�Ú�ï�Å 
†�Ì

boot �Ò�”�Ä  � �Ý�”�´�S�‘�|�µ�»�”�Ä�ž�¿�Ó  �¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã
�ï�›
ƒ���`�‡�b�{

service password-recovery �Í�µ�ë�”�Å�w�s
î�›� �É�”�Ò�ç�‡�h�x�Ã�Ÿ�·�”�Ò�ç�t�`�‡�b�{
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configure factory-default
�¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï�›�»	Ô	Z�Y�Ì�w�Ã�Ñ�¥�ç�Ä�t�í�b�t�x�z �¬�é�”�Ì�ç  �¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã
�ï  �Þ�”�Å�p  configure factory-default �¯�Ú�ï�Å�›�–�;�`�‡�b�{�»	Ô	Z�Y�Ì�w�Ã�Ñ�¥�ç�Ä�x�z�³�µ�¯
�U	ý�`�M�·�©�á�æ�Â�Ÿ  �ž�Ó�å� �ž�ï�µ�t�&�;�`�o�M�”�¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï�p�b�{ �\�w�¯�Ú�ï�Å
�x�z PIX 525 �q  PIX 535 �·�©�á�æ�Â�Ÿ  �ž�Ó�å� �ž�ï�µ�›	†�X�b�‚�o�w�Ó�å�¿�Ä�Ñ�¥�”�Ü�p�±�Ù�”�Ä
�^�•�o�M�‡�b�{

configure factory-default [ip_address [mask]]

�³�ï�»�¿�«�µ�w
†�Ì

�Ã�Ñ�¥�ç�Ä �Ã�Ñ�¥�ç�Ä�w  IP �ž�Å�è�µ�q�Ú�µ�«�x  192.168.1.1 �S�‘�|  255.255.255.0 �p�b�{

�¯�Ú�ï�Å  �Þ�”�Å �Í�w
¯�x�z�\�w�¯�Ú�ï�Å�›�Ö�—�p�V�”�Þ�”�Å�›�Ô�`�o�M�‡�b�{

�¯�Ú�ï�Å�d�º

�–�;	Í�w�̈ � �Å�å� �ï PIX 515/515E�z�S�‘�|  ASA 5510 �Ž	Í�w�·�©�á�æ�Â�Ÿ  �ž�Ó�å� �ž�ï�µ�p�x�z�»	Ô	Z�Y�Ì�w�Ã�Ñ�¥�ç
�Ä �¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï�t�‘�l�o�z���g�;�w� �ï�»�”�Ñ�£� �µ�U�×�ˆ�$�t
ƒ���^�•�‡�b�{�f�w�h
�Š�zASDM �›�–�;�`�o� �ï�»�”�Ñ�£� �µ�t
€���`�z �’�“�w
ƒ���›�æ�Q�‡�b�{ ASA 5505 �&� ���·�©�á
�æ�Â�Ÿ �ž�Ó�å� �ž�ï�µ�p�x�z�»	Ô	Z�Y�Ì�w�Ã�Ñ�¥�ç�Ä  �¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï�t�‘�l�o�z�·�©�á
�æ�Â�Ÿ �ž�Ó�å� �ž�ï�µ�›�É�¿�Ä�ë�”�«�p�b�Y�t�–�;�p�V�”�‘�O�t�z� �ï�»�”�Ñ�£� �µ�q  NAT �U�×
�ˆ�$�t
ƒ���^�•�‡�b�{

�\�w�¯�Ú�ï�Å�x�z �ç�”�Â�¿�Å  �Ñ�•� �ž�¢�¥�”�ç  �Þ�”�Å�p�w�ˆ�–�;�D�ó�p�b�{ �•�a�Þ�”�Å�x� �ï�»�”
�Ñ�£� �µ�w  IP �ž�Å�è�µ�›�±�Ù�”�Ä�`�o�M�‡�d�œ�{� �ï�»�”�Ñ�£� �µ  IP �ž�Å�è�µ�w
ƒ���x�z�\�w�¯
�Ú�ï�Å�U�æ�O�ž�«�³�ã�ï�w  1 �m�p�b�{�‡�h�z�\�w�¯�Ú�ï�Å�x�³�ï�¬�ç  �¯�ï�Â�©�µ�Ä  �Þ�”�Å�p�w�ˆ
�–�;�p�V�‡�b�{�¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï�›	«�ˆ�^�•�h�·�©�á�æ�Â�Ÿ  �ž�Ó�å� �ž�ï�µ�t�x�z�\�w�¯�Ú
�ï�Å�›�–�;�`�o�×�ˆ�$�t
ƒ���^�•�”���[�A�ˆ�w�¯�ï�Â�©�µ�Ä�x�K�“�‡�d�œ�{

�\�w�¯�Ú�ï�Å�x�q�O�w�î�æ�¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï�›	«�ˆ�`�o�T�’�z
ó
:�w�¯�Ú�ï�Å�›
ƒ���`�‡
�b�{

ip_address �Ã�Ñ�¥�ç�Ä�w�ž�Å�è�µ  192.168.1.1 �›�–�;�b�”�E�˜�“�t�z ���g� �ï�»�”�Ñ�£
� �µ�‡�h�x�º
æ� �ï�»�”�Ñ�£� �µ�w  IP �ž�Å�è�µ�›
ƒ���`�‡�b�{�¤�Þ�Ã�ç
�p
ƒ���^�•�”� �ï�»�”�Ñ�£� �µ�t�m�M�o�x�z �®�–�;	Í�w�¨� �Å�å� �ï �¯�›
�€	°�`�o�X�i�^�M�{

mask � �ï�»�”�Ñ�£� �µ�w�±�Ò�É�¿�Ä  �Ú�µ�«�›
ƒ���`�‡�b�{ �Ú�µ�«�›
ƒ���`�s�M
	Ô�ù�z�·�©�á�æ�Â�Ÿ  �ž�Ó�å� �ž�ï�µ�x  IP �ž�Å�è�µ  �«�å�µ�t�&�`�h�Ú�µ�«
�›�–�;�`�‡�b�{

�¯�Ú�ï�Å  �Þ�”�Å

�Ñ�•� �ž�¢�¥�”�ç  �Þ�”�Å �·�©�á�æ�Â�Ÿ  �¯�ï�Â�©�µ�Ä

�ç�”�Â�¿�Å �•�a �³�ï�¬�ç

�Ú�ç�½

�¯�ï�Â�©�µ�Ä �³�µ�Â�Ü

�¬�é�”�Ì�ç  �¯�ï�Ñ�Ÿ�ª�á�è�”
�³�ã�ï

• — • — —

�æ�æ�”�µ �!�Ë�º�0

7.2(1) ASA 5505 �&� ���·�©�á�æ�Â�Ÿ  �ž�Ó�å� �ž�ï�µ�w�»	Ô	Z�Y�Ì�t�Ã�Ñ�¥�ç�Ä
�¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï�U�å�C�^�•�”�‘�O�t�s�“�‡�`�h�{
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configure factory-default �¯�Ú�ï�Å�p  IP �ž�Å�è�µ�›
ƒ���`�h	Ô�ù�z http  �¯�Ú�ï�Å�x�¦���`�h�±�Ò�É�¿
�Ä�›�–�;�`�‡�b�{�‰�7�t�z dhcpd address �¯�Ú�ï�Å�w
c�“�x�¦���`�h�±�Ò�É�¿�Ä�º�w�ž�Å�è�µ�p�Ï

R�^�•�‡�b�{

�»	Ô	Z�Y�Ì�w�Ã�Ñ�¥�ç�Ä  �¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï�t�í�`�h�™�p�z�º���Ñ�å�¿�³�á  �Ý�Þ�æ�t�-���b
�”�t�x�z write memory �¯�Ú�ï�Å�›�–�;�`�‡�b�{ write memory �¯�Ú�ï�Å�x�z
²�t  boot config �¯�Ú�ï
�Å�p�Ã�Ñ�¥�ç�Ä�w	Ô	t�›
ƒ���`�o�M�o�‹�z�¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï�›	«�ˆ�`�h�q�V�t�\�w�Í�µ�‹	«
�ˆ�^�•�o�M�”�w�p�z �µ�»�”�Ä�ž�¿�Ó  �¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï�;�w�Ã�Ñ�¥�ç�Ä�w	Ô	t�t�î�æ�¯�ï�Ñ�Ÿ
�ª�á�è�”�³�ã�ï�›�-���`�‡�b�{

�¢�«�£ �\�w�¯�Ú�ï�Å�x�z boot system �¯�Ú�ï�Å�¢���O�b�”	Ô�ù�£�‹�z���w�¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï�q�ž�t
	«�ˆ�`�‡�b�{ boot system �¯�Ú�ï�Å�›�–�;�b�”�q�z�Ž
æ�Ñ�å�¿�³�á  �Ý�Þ�æ �§�”�Å�w� �Ý�”�´�›���‰
�›���w� �Ý�”�´�T�’�Ò�”�Ä�p�V�‡�b�{�»	Ô	Z�Y�Ì�w�¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï�t�í�`�h�™�z�Í�t�·
�©�á�æ�Â�Ÿ  �ž�Ó�å� �ž�ï�µ�›�æ�é�”�Å�b�”�q�V�z�·�©�á�æ�Â�Ÿ  �ž�Ó�å� �ž�ï�µ�x�º���Ñ�å�¿�³�á
�Ý�Þ�æ�w�7	s�w� �Ý�”�´�T�’�Ò�”�Ä�`�‡�b�{�º���Ñ�å�¿�³�á  �Ý�Þ�æ�t� �Ý�”�´�U�s�M	Ô�ù�x�Ò�”
�Ä�`�‡�d�œ�{

�ì
¶�s�¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï�t���®�s�å�C�w
ƒ���›�æ�O�t�x�z setup �¯�Ú�ï�Å�›�€	°�`�o�X�i�^
�M�{

ASA 5505 �&� ���·�©�á�æ�Â�Ÿ  �ž�Ó�å� �ž�ï�µ�w�¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï

ASA 5505 �&� ���·�©�á�æ�Â�Ÿ  �ž�Ó�å� �ž�ï�µ�w�»	Ô	Z�Y�Ì�w�Ã�Ñ�¥�ç�Ä  �¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï
�t�‘�l�o�z�Í�w�‘�O�t
ƒ���^�•�‡�b�{

• � �”�±�É�¿�Ä  0/1 �™ 0/7 �µ� �¿�½  �Ù�”�Ä�›���‰�º
æ  VLAN 1 � �ï�»�”�Ñ�£� �µ�{ configure
factory-default �¯�Ú�ï�Å�p  IP �ž�Å�è�µ�›
ƒ���`�s�T�l�h	Ô�ù�x�z IP �ž�Å�è�µ�q�Ú�µ�«�x�z�f�•
�g�•  192.168.1.1 �q  255.255.255.0 �t�s�“�‡�b�{

• � �”�±�É�¿�Ä  0/0 �µ� �¿�½  �Ù�”�Ä�›���‰�Ž
æ  VLAN 2 � �ï�»�”�Ñ�£� �µ�{ VLAN 2 �x�z DHCP
�›�–�;�`�o�f�w  IP �ž�Å�è�µ�›�Â�“�p�o�‡�b�{

• �Ã�Ñ�¥�ç�Ä�w�ç�”�Ä�‹  DHCP �t�‘�l�o�Â�“�p�o�’�•�”�{

• �b�‚�o�w�º
æ  IP �ž�Å�è�µ�U�z�Ž
æ�t�ž�«�·�µ�b�”�q�V�t� �ï�»�”�Ñ�£� �µ�w  PAT �t�‘�l�o�!
�õ�^�•�”�{

• �Ã�Ñ�¥�ç�Ä�p�x�z�º
æ�w�â�”�²�w�Ž
æ�•�w�ž�«�·�µ�x�ž�«�·�µ  �æ�µ�Ä�t�‘�l�o
M�š�^�•�z�Ž
æ
�w�â�”�²�x�º
æ�t�ž�«�·�µ�p�V�s�M�{

• �·�©�á�æ�Â�Ÿ  �ž�Ó�å� �ž�ï�µ�p  DHCP �±�”�Ì�U� �É�”�Ò�ç�t�s�l�o�M�”�h�Š�z VLAN 1 � �ï
�»�”�Ñ�£� �µ�t
€���`�o�M�”  PC �x�z 192.168.1.2 �™ 192.168.1.254 �w�ž�Å�è�µ�›	!�Z	��”�{

• HTTP �±�”�Ì�x  ASDM �;�t� �É�”�Ò�ç�t�s�l�o�S�“�z 192.168.1.0 �É�¿�Ä�ë�”�«	Í�w�â�”�²�U�ž
�«�·�µ�p�V�”�{
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�\�w�¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï�x�z�Í�w�¯�Ú�ï�Å�p�Ï
R�^�•�o�M�‡�b�{

interface Ethernet 0/0
switchport access vlan 2
no shutdown

interface Ethernet 0/1
switchport access vlan 1
no shutdown

interface Ethernet 0/2
switchport access vlan 1
no shutdown

interface Ethernet 0/3
switchport access vlan 1
no shutdown

interface Ethernet 0/4
switchport access vlan 1
no shutdown

interface Ethernet 0/5
switchport access vlan 1
no shutdown

interface Ethernet 0/6
switchport access vlan 1
no shutdown

interface Ethernet 0/7
switchport access vlan 1
no shutdown

interface vlan2
nameif outside
no shutdown
ip address dhcp setroute

interface vlan1
nameif inside
ip address 192.168.1.1 255.255.255.0
security-level 100
no shutdown

global (outside) 1 interface
nat (inside) 1 0 0
http server enable
http 192.168.1.0 255.255.255.0 inside
dhcpd address 192.168.1.2-192.168.1.254 inside
dhcpd auto_config outside
dhcpd enable inside
logging asdm informational

ASA 5510 �Ž	Í�w�&� ���·�©�á�æ�Â�Ÿ  �ž�Ó�å� �ž�ï�µ�w�¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï

ASA 5510 �Ž	Í�w�&� ���·�©�á�æ�Â�Ÿ  �ž�Ó�å� �ž�ï�µ�w�»	Ô	Z�Y�Ì�w�Ã�Ñ�¥�ç�Ä  �¯�ï�Ñ�Ÿ�ª�á�è�”
�³�ã�ï�t�‘�l�o�z�Í�w�‘�O�t
ƒ���^�•�‡�b�{

• ���g�;  Management 0/0 � �ï�»�”�Ñ�£� �µ�{ configure factory-default �¯�Ú�ï�Å�p  IP �ž�Å�è�µ�›

ƒ���`�s�T�l�h	Ô�ù�z IP �ž�Å�è�µ�q�Ú�µ�«�x�z �f�•�g�•  192.168.1.1 �q  255.255.255.0 �t�s�“�‡�b�{

• �·�©�á�æ�Â�Ÿ  �ž�Ó�å� �ž�ï�µ�p  DHCP �±�”�Ì�U� �É�”�Ò�ç�t�s�l�o�M�”�h�Š�z � �ï�»�”�Ñ�£� 
�µ�t
€���`�o�M�”  PC �x�z 192.168.1.2 �™ 192.168.1.254 �w�ž�Å�è�µ�›	!�Z	��”�{

• HTTP �±�”�Ì�x  ASDM �;�t� �É�”�Ò�ç�t�s�l�o�S�“�z 192.168.1.0 �É�¿�Ä�ë�”�«	Í�w�â�”�²�U�ž
�«�·�µ�p�V�”�{
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�\�w�¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï�x�z�Í�w�¯�Ú�ï�Å�p�Ï
R�^�•�o�M�‡�b�{

interface management 0/0
   ip address 192.168.1.1 255.255.255.0
   nameif management
   security-level 100

no shutdown
asdm logging informational 100
asdm history enable
http server enable
http 192.168.1.0 255.255.255.0 management
dhcpd address 192.168.1.2-192.168.1.254 management
dhcpd lease 3600
dhcpd ping_timeout 750
dhcpd enable management

PIX 515/515E �·�©�á�æ�Â�Ÿ  �ž�Ó�å� �ž�ï�µ�w�¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï

PIX 515/515E �·�©�á�æ�Â�Ÿ  �ž�Ó�å� �ž�ï�µ�w�»	Ô	Z�Y�Ì�w�Ã�Ñ�¥�ç�Ä  �¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï�t
�‘�l�o�z�Í�w�‘�O�t
ƒ���^�•�‡�b�{

• �º
æ  Ethernet1 � �ï�»�”�Ñ�£� �µ�{ configure factory-default �¯�Ú�ï�Å�p  IP �ž�Å�è�µ�›
ƒ���`�s
�T�l�h	Ô�ù�z IP �ž�Å�è�µ�q�Ú�µ�«�x�z�f�•�g�•  192.168.1.1 �q  255.255.255.0 �t�s�“�‡�b�{

• �·�©�á�æ�Â�Ÿ  �ž�Ó�å� �ž�ï�µ�p  DHCP �±�”�Ì�U� �É�”�Ò�ç�t�s�l�o�M�”�h�Š�z � �ï�»�”�Ñ�£� 
�µ�t
€���`�o�M�”  PC �x�z 192.168.1.2 �™ 192.168.1.254 �w�ž�Å�è�µ�›	!�Z	��”�{

• HTTP �±�”�Ì�x  ASDM �;�t� �É�”�Ò�ç�t�s�l�o�S�“�z 192.168.1.0 �É�¿�Ä�ë�”�«	Í�w�â�”�²�U�ž
�«�·�µ�p�V�”�{

�\�w�¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï�x�z�Í�w�¯�Ú�ï�Å�p�Ï
R�^�•�o�M�‡�b�{

interface ethernet 1
   ip address 192.168.1.1 255.255.255.0
   nameif management
   security-level 100

no shutdown
asdm logging informational 100
asdm history enable
http server enable
http 192.168.1.0 255.255.255.0 management
dhcpd address 192.168.1.2-192.168.1.254 management
dhcpd lease 3600
dhcpd ping_timeout 750
dhcpd enable management
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�« �Í�w�«�p�x�z �¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï�›�»	Ô	Z�Y�Ì�w�Ã�Ñ�¥�ç�Ä�t�æ�·�¿�Ä�`�z IP �ž�Å�è�µ  10.1.1.1
�›� �ï�»�”�Ñ�£� �µ�t�Â�“�p�o�z�Í�t	ý�`�M�¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï�›�µ�»�”�Ä�ž�¿�Ó  �¯�ï�Ñ�Ÿ
�ª�á�è�”�³�ã�ï�q�`�o�-���`�‡�b�{

hostname(config)# configure factory-default 10.1.1.1 255.255.255.0
Based on the inside IP address and mask, the DHCP address
pool size is reduced to 253 from the platform limit 256

WARNING: The boot system configuration will be cleared.
The first image found in disk0:/ will be used to boot the
system on the next reload.
Verify there is a valid image on disk0:/ or the system will
not boot.

Begin to apply factory-default configuration:
Clear all configuration
...
hostname(config)# 
hostname(config)# copy running-config startup-config

���È�¯�Ú�ï�Å �¯�Ú�ï�Å 
†�Ì

boot system �Ò�”�Ä�b�”�¹�Ñ�Ä�¢�£�ž  � �Ý�”�´�›
ƒ���`�‡�b�{

clear configure �î�æ�¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï�›	«�ˆ�`�‡�b�{

copy running-config startup-config �î�æ�¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï�›�µ�»�”�Ä�ž�¿�Ó  �¯�ï�Ñ�Ÿ
�ª�á�è�”�³�ã�ï�t�¯�Ð�”�`�‡�b�{

setup �·�©�á�æ�Â�Ÿ  �ž�Ó�å� �ž�ï�µ�w�,�Š
ƒ���›
ƒ���b�”�‘�O
�A�{�`�‡�b�{

show running-config �î�æ�¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï�›
¯�Ô�`�‡�b�{
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configure http
HTTP�¢ S�£�±�”�Ì�T�’�w�¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï  �Ñ�•� �ç�›�î�æ�¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï�q�Ú�”�´
�b�”�t�x�z�¬�é�”�Ì�ç  �¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï  �Þ�”�Å�p  configure http �¯�Ú�ï�Å�›�–�;�`�‡�b�{�\
�w�¯�Ú�ï�Å�x�z IPv4 �ž�Å�è�µ�q  IPv6 �ž�Å�è�µ�›�±�Ù�”�Ä�`�o�M�‡�b�{

configure http[s]://[user[:password]@]server[:port]/[path/]filename

�³�ï�»�¿�«�µ�w
†�Ì

�Ã�Ñ�¥�ç�Ä HTTP �w	Ô�ù�z�Ã�Ñ�¥�ç�Ä  �Ù�”�Ä�x  80 �p�b�{ HTTPS �w	Ô�ù�z�Ã�Ñ�¥�ç�Ä  �Ù�”�Ä�x  443 �p�b�{

�¯�Ú�ï�Å  �Þ�”�Å �Í�w
¯�x�z�\�w�¯�Ú�ï�Å�›�Ö�—�p�V�”�Þ�”�Å�›�Ô�`�o�M�‡�b�{

�¯�Ú�ï�Å�d�º

�–�;	Í�w�̈ � �Å�å� �ï �Ú�”�´�p�x�z	ý�`�M�¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï�w�b�‚�o�w�¯�Ú�ï�Å�U�î�æ�¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï�t
�å�C�^�•�z�•�ù�b�”�b�‚�o�w�¯�Ú�ï�Å�U	ý�`�M�Ì�”�´�ã�ï�p	Í	{�V�^�•�‡�b�{�h�q�Q�y�z�¯�Ú�ï�Å
�U
ó
:�w� �ï�µ�»�ï�µ�›�•�D�`�o�M�”	Ô�ù�x�z	ý�`�M�¯�Ú�ï�Å�U�î�æ�¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï�º�w
�7���w�¯�Ú�ï�Å�t�å�C�^�•�‡�b�{�¯�Ú�ï�Å�U  1 �m�w� �ï�µ�»�ï�µ�`�T�•�D�`�o�M�s�M	Ô�ù�x�z�î�æ
�¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï�º�w�¯�Ú�ï�Å�U	ý�`�M�¯�Ú�ï�Å�p	Í	{�V�^�•�‡�b�{�î�æ�¯�ï�Ñ�Ÿ�ª�á�è�”
�³�ã�ï�º�t���O�b�”�U�z	ý�`�M�¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï�t�x
ƒ���^�•�o�M�s�M�¯�Ú�ï�Å�x�z�Ú�”�´
�t�‘�l�o�_	†�^�•�‡�d�œ�{

:password �¢�¦�Ó�³�ã�ï�£ HTTP(S) �Ý	Â�w	Ô�ù�z�Í�µ�ë�”�Å�›�¦���`�‡�b�{

:port �¢�¦�Ó�³�ã�ï�£�Ù�”�Ä�›�¦���`�‡�b�{ HTTP �w	Ô�ù�z�Ã�Ñ�¥�ç�Ä�x  80 �p�b�{
HTTPS �w	Ô�ù�z�Ã�Ñ�¥�ç�Ä�x  443 �p�b�{

@ �¢�¦�Ó�³�ã�ï�£�Ê
²�q�Í�µ�ë�”�Å�w�†�M�‡�h�x�M�c�•�T�°�M�›�Ö�—�b�”	Ô
�ù�x�z�±�”�Ì�w  IP �ž�Å�è�µ�t�ž�¿�Ä�Ú�”�«�¢ @�£�›
Ç�Z�‡�b�{

filename �¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï  �Ñ�•� �ç�Ê�›�¦���`�‡�b�{

http [s] HTTP �‡�h�x  HTTPS �›�¦���`�‡�b�{

path �¢�¦�Ó�³�ã�ï�£�Ñ�•� �ç�Ê�•�w�Í�µ�›�¦���`�‡�b�{

server �±�”�Ì�w  IP �ž�Å�è�µ�‡�h�x�Ê
²�›�¦���`�‡�b�{ IPv6 �±�”�Ì  �ž�Å�è�µ�w	Ô
�ù�z�Ù�”�Ä�›�¦���`�h	Ô�ù�x�z IP �ž�Å�è�µ�º�w�¯�é�ï�U�Ù�”�Ä
j�ø�w
²�w
�¯�é�ï�q���§�˜�•�s�M�‘�O�t�z IP �ž�Å�è�µ�›�¯�§�¿�¯�p�“�‰
ž�A�U�K�“�‡
�b�{�h�q�Q�y�z�ž�Å�è�µ�q�Ù�”�Ä�›�Í�w�‘�O�t�Ö�—�`�‡�b�{

[fe80::2e0:b6ff:fe01:3b7a]:8080

user �¢�¦�Ó�³�ã�ï�£ HTTP(S) �Ý	Â�w	Ô�ù�z�â�”�²�Ê�›�¦���`�‡�b�{

�¯�Ú�ï�Å  �Þ�”�Å

�Ñ�•� �ž�¢�¥�”�ç  �Þ�”�Å �·�©�á�æ�Â�Ÿ  �¯�ï�Â�©�µ�Ä

�ç�”�Â�¿�Å �•�a �³�ï�¬�ç

�Ú�ç�½

�¯�ï�Â�©�µ�Ä �³�µ�Â�Ü

�¬�é�”�Ì�ç  �¯�ï�Ñ�Ÿ�ª�á�è�”
�³�ã�ï

• • • • •

�æ�æ�”�µ �!�Ë�º�0

�7�� �\�w�¯�Ú�ï�Å�x�7���w�‹�w�p�b�{
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�\�w�¯�Ú�ï�Å�x�z copy http running-config �¯�Ú�ï�Å�q�‰�a�p�b�{�Ú�ç�½  �¯�ï�Â�©�µ�Ä  �Þ�”�Å�w	Ô
�ù�z�\�w�¯�Ú�ï�Å�›�–�;�p�V�”�w�x�³�µ�Â�Ü�î�æ�µ�Ö�”�µ�t�v�’�•�”�h�Š�z configure http �¯�Ú�ï�Å
�x�¯�ï�Â�©�µ�Ä�º�p�–�;�b�”�h�Š�w�E�8�p�b�{

�« �Í�w�«�p�x�z�¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï  �Ñ�•� �ç�›  HTTPS �±�”�Ì�T�’�î�æ�¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï
�t�¯�Ð�”�`�‡�b�{

hostname(config)# configure https://user1:pa$$w0rd@10.1.1.1/configs/newconfig.cfg

���È�¯�Ú�ï�Å �¯�Ú�ï�Å 
†�Ì

clear configure �î�æ�¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï�›	«�ˆ�`�‡�b�{

configure memory �µ�»�”�Ä�ž�¿�Ó  �¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï�›�î�æ�¯�ï�Ñ�Ÿ
�ª�á�è�”�³�ã�ï�q�Ú�”�´�`�‡�b�{

configure net �¦���`�h  TFTP URL �T�’�w�¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï  �Ñ�•� 
�ç�›�î�æ�¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï�q�Ú�”�´�`�‡�b�{

configure factory-default CLI �p�Ö�—�b�”�¯�Ú�ï�Å�›�î�æ�¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï�t�å
�C�`�‡�b�{

show running-config �î�æ�¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï�›
¯�Ô�`�‡�b�{
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configure memory
�µ�»�”�Ä�ž�¿�Ó  �¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï�›�î�æ�¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï�q�Ú�”�´�b�”�t�x�z �¬�é�”
�Ì�ç  �¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï  �Þ�”�Å�p  configure memory �¯�Ú�ï�Å�›�–�;�`�‡�b�{

configure memory

�³�ï�»�¿�«�µ�w
†�Ì �\�w�¯�Ú�ï�Å�t�x�z�¾
:�‹�©�”�ë�”�Å�‹�K�“�‡�d�œ�{

�Ã�Ñ�¥�ç�Ä �Ã�Ñ�¥�ç�Ä�w�ˆ�^�•�‹�x�K�“�‡�d�œ�{

�¯�Ú�ï�Å  �Þ�”�Å �Í�w
¯�x�z�\�w�¯�Ú�ï�Å�›�Ö�—�p�V�”�Þ�”�Å�›�Ô�`�o�M�‡�b�{

�¯�Ú�ï�Å�d�º

�–�;	Í�w�̈ � �Å�å� �ï �Ú�”�´�p�x�z	ý�`�M�¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï�w�b�‚�o�w�¯�Ú�ï�Å�U�î�æ�¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï�t
�å�C�^�•�z�•�ù�b�”�b�‚�o�w�¯�Ú�ï�Å�U	ý�`�M�Ì�”�´�ã�ï�p	Í	{�V�^�•�‡�b�{�h�q�Q�y�z�¯�Ú�ï�Å
�U
ó
:�w� �ï�µ�»�ï�µ�›�•�D�`�o�M�”	Ô�ù�x�z	ý�`�M�¯�Ú�ï�Å�U�î�æ�¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï�º�w
�7���w�¯�Ú�ï�Å�t�å�C�^�•�‡�b�{�¯�Ú�ï�Å�U  1 �m�w� �ï�µ�»�ï�µ�`�T�•�D�`�o�M�s�M	Ô�ù�x�z�î�æ
�¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï�º�w�¯�Ú�ï�Å�U	ý�`�M�¯�Ú�ï�Å�p	Í	{�V�^�•�‡�b�{�î�æ�¯�ï�Ñ�Ÿ�ª�á�è�”
�³�ã�ï�º�t���O�b�”�U�z	ý�`�M�¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï�t�x
ƒ���^�•�o�M�s�M�¯�Ú�ï�Å�x�z�Ú�”�´
�t�‘�l�o�_	†�^�•�‡�d�œ�{

�¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï�›�Ú�”�´�`�s�M	Ô�ù�x�z �·�©�á�æ�Â�Ÿ  �ž�Ó�å� �ž�ï�µ�›�&���b�”�è	ô�›�f
�[�”�î�æ�¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï�›	«�ˆ�`�o�T�’�z configure memory �¯�Ú�ï�Å�›�Ö�—�`�o	ý�`�M�¯
�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï�›�¡�ˆ���‰�\�q�U�p�V�‡�b�{

�\�w�¯�Ú�ï�Å�x  copy startup-config running-config �¯�Ú�ï�Å�q�‰�a�p�b�{

�Ú�ç�½ �¯�ï�Â�©�µ�Ä  �Þ�”�Å�w	Ô�ù�z�¯�ï�Â�©�µ�Ä�w�µ�»�”�Ä�ž�¿�Ó  �¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï�x
config-url  �¯�Ú�ï�Å�p�¦���`�h	Ô	t�t�K�“�‡�b�{

�« �Í�w�«�p�x�z �µ�»�”�Ä�ž�¿�Ó  �¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï�›�î�æ�¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï�t�¯�Ð�”�`�‡
�b�{

hostname(config)# configure memory

�¯�Ú�ï�Å  �Þ�”�Å

�Ñ�•� �ž�¢�¥�”�ç  �Þ�”�Å �·�©�á�æ�Â�Ÿ  �¯�ï�Â�©�µ�Ä

�ç�”�Â�¿�Å �•�a �³�ï�¬�ç

�Ú�ç�½

�¯�ï�Â�©�µ�Ä �³�µ�Â�Ü

�¬�é�”�Ì�ç  �¯�ï�Ñ�Ÿ�ª�á�è�”
�³�ã�ï

• • • • •

�æ�æ�”�µ �!�Ë�º�0

�7�� �\�w�¯�Ú�ï�Å�x�7���w�‹�w�p�b�{
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���È�¯�Ú�ï�Å �¯�Ú�ï�Å 
†�Ì

clear configure �î�æ�¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï�›	«�ˆ�`�‡�b�{

configure http �¦���`�h  HTTP(S) URL �T�’�w�¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï  �Ñ�•
� �ç�›�î�æ�¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï�q�Ú�”�´�`�‡�b�{

configure net �¦���`�h  TFTP URL �T�’�w�¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï  �Ñ�•� 
�ç�›�î�æ�¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï�q�Ú�”�´�`�‡�b�{

configure factory-default CLI �p�Ö�—�b�”�¯�Ú�ï�Å�›�î�æ�¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï�t�å
�C�`�‡�b�{

show running-config �î�æ�¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï�›
¯�Ô�`�‡�b�{
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configure net
TFTP �±�”�Ì�T�’�w�¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï  �Ñ�•� �ç�›�î�æ�¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï�q�Ú�”�´�b�”
�t�x�z�¬�é�”�Ì�ç  �¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï  �Þ�”�Å�p  configure net �¯�Ú�ï�Å�›�–�;�`�‡�b�{�\�w�¯
�Ú�ï�Å�x�z IPv4 �ž�Å�è�µ�q  IPv6 �ž�Å�è�µ�›�±�Ù�”�Ä�`�o�M�‡�b�{

configure net [server:[filename] | :filename]

�³�ï�»�¿�«�µ�w
†�Ì

�Ã�Ñ�¥�ç�Ä �Ã�Ñ�¥�ç�Ä�w�ˆ�^�•�‹�x�K�“�‡�d�œ�{

�¯�Ú�ï�Å  �Þ�”�Å �Í�w
¯�x�z�\�w�¯�Ú�ï�Å�›�Ö�—�p�V�”�Þ�”�Å�›�Ô�`�o�M�‡�b�{

�¯�Ú�ï�Å�d�º

:filename �Í�µ�q�Ñ�•� �ç�Ê�›�¦���`�‡�b�{ tftp-server �¯�Ú�ï�Å�›�–�;�`�o�Ñ�•� �ç�Ê�›
�b�p�t
ƒ���`�o�M�”	Ô�ù�z�\�w�¾
:�x�¦�Ó�³�ã�ï�p�b�{

tftp-server �¯�Ú�ï�Å�p�Ê
²�›�¦���`�h�‘�O�t�z�\�w�¯�Ú�ï�Å�p�Ñ�•� �ç�Ê�›�¦
���b�”�q�z�·�©�á�æ�Â�Ÿ  �ž�Ó�å� �ž�ï�µ�x  tftp-server �¯�Ú�ï�Å  �Ñ�•� �ç�Ê�›
�Ã�Ÿ�è�«�Ä�æ�q�`�o�{�M�z configure net �¯�Ú�ï�Å  �Ñ�•� �ç�Ê�›�Ã�Ÿ�è�«�Ä�æ�w
�<�w�Ñ�•� �ç�q�`�o�å�C�`�‡�b�{

tftp-server �¯�Ú�ï�Å�w�‹�›	Í	{�V�b�”�t�x�z�Í�µ�q�Ñ�•� �ç�Ê�w
²�t�µ�å�¿
�³�á�›�Ö�—�`�‡�b�{�µ�å�¿�³�á�x�z�Í�µ�U  tftpboot �Ã�Ÿ�è�«�Ä�æ�t�0�b�”
ì�0
�Í�µ�p�x�s�X�z
ˆ�0�Í�µ�p�K�”�\�q�›�Ô�`�‡�b�{�\�w�Ñ�•� �ç�;�t
\
R�^�•�”
URL �t�x�z�Ñ�•� �ç�Ê�Í�µ�w
²�t�¼�Ò�ç  �µ�å�¿�³�á�¢ //�£�U���‡�•�‡�b�{
ž�A
�s�Ñ�•� �ç�U  tftpboot �Ã�Ÿ�è�«�Ä�æ�t�K�”	Ô�ù�x�z�Ñ�•� �ç�Ê�Í�µ�t  tftpboot
�Ã�Ÿ�è�«�Ä�æ�•�w�Í�µ�›���Š�”�\�q�U�p�V�‡�b�{

tftp-server �¯�Ú�ï�Å�›�–�;�`�o  TFTP �±�”�Ì�w�ž�Å�è�µ�›�¦���`�h	Ô�ù�z�¯�é
�ï�¢ :�£�w�™�t�Ñ�•� �ç�Ê�i�Z�›�Ö�—�p�V�‡�b�{

server: TFTP �±�”�Ì�w  IP �ž�Å�è�µ�‡�h�x�Ê
²�›
ƒ���`�‡�b�{�\�w�ž�Å�è�µ�U���O�b�”
	Ô�ù�x�z tftp-server �¯�Ú�ï�Å�p
ƒ���`�h�ž�Å�è�µ�›	Í	{�V�`�‡�b�{ IPv6 �±�”�Ì
�ž�Å�è�µ�w	Ô�ù�z IP �ž�Å�è�µ�º�w�¯�é�ï�U�Ñ�•� �ç�Ê�w
²�w�¯�é�ï�q���§�˜�•
�s�M�‘�O�t�z IP �ž�Å�è�µ�›�¯�§�¿�¯�p�“�‰
ž�A�U�K�“�‡�b�{�h�q�Q�y�z�ž�Å�è
�µ�›�Í�w�‘�O�t�Ö�—�`�‡�b�{

[fe80::2e0:b6ff:fe01:3b7a]

�Ã�Ñ�¥�ç�Ä  �®�”�Ä�¢�£�   � �ï�»�”�Ñ�£� �µ�x�7�ô�è�Õ�ç�w�·�©�á�æ�Â�Ÿ  � �ï
�»�”�Ñ�£� �µ�p�b�U�z tftp-server �¯�Ú�ï�Å�›�–�;�`�o���w� �ï�»�”�Ñ�£� �µ�Ê
�›
ƒ���p�V�‡�b�{

�¯�Ú�ï�Å  �Þ�”�Å

�Ñ�•� �ž�¢�¥�”�ç  �Þ�”�Å �·�©�á�æ�Â�Ÿ  �¯�ï�Â�©�µ�Ä

�ç�”�Â�¿�Å �•�a �³�ï�¬�ç

�Ú�ç�½

�¯�ï�Â�©�µ�Ä �³�µ�Â�Ü

�¬�é�”�Ì�ç  �¯�ï�Ñ�Ÿ�ª�á�è�”
�³�ã�ï

• • • • •

�æ�æ�”�µ �!�Ë�º�0

�7�� �\�w�¯�Ú�ï�Å�x�7���w�‹�w�p�b�{
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�–�;	Í�w�̈ � �Å�å� �ï �Ú�”�´�p�x�z	ý�`�M�¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï�w�b�‚�o�w�¯�Ú�ï�Å�U�î�æ�¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï�t
�å�C�^�•�z�•�ù�b�”�b�‚�o�w�¯�Ú�ï�Å�U	ý�`�M�Ì�”�´�ã�ï�p	Í	{�V�^�•�‡�b�{�h�q�Q�y�z�¯�Ú�ï�Å
�U
ó
:�w� �ï�µ�»�ï�µ�›�•�D�`�o�M�”	Ô�ù�x�z	ý�`�M�¯�Ú�ï�Å�U�î�æ�¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï�º�w
�7���w�¯�Ú�ï�Å�t�å�C�^�•�‡�b�{�¯�Ú�ï�Å�U  1 �m�w� �ï�µ�»�ï�µ�`�T�•�D�`�o�M�s�M	Ô�ù�x�z�î�æ
�¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï�º�w�¯�Ú�ï�Å�U	ý�`�M�¯�Ú�ï�Å�p	Í	{�V�^�•�‡�b�{�î�æ�¯�ï�Ñ�Ÿ�ª�á�è�”
�³�ã�ï�º�t���O�b�”�U�z	ý�`�M�¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï�t�x
ƒ���^�•�o�M�s�M�¯�Ú�ï�Å�x�z�Ú�”�´
�t�‘�l�o�_	†�^�•�‡�d�œ�{

�\�w�¯�Ú�ï�Å�x�z copy tftp running-config �¯�Ú�ï�Å�q�‰�a�p�b�{�Ú�ç�½  �¯�ï�Â�©�µ�Ä  �Þ�”�Å�w	Ô
�ù�z�\�w�¯�Ú�ï�Å�›�–�;�p�V�”�w�x�³�µ�Â�Ü�î�æ�µ�Ö�”�µ�t�v�’�•�”�h�Š�z configure net �¯�Ú�ï�Å
�x�¯�ï�Â�©�µ�Ä�º�p�–�;�b�”�h�Š�w�E�8�p�b�{

�« �Í�w�«�p�x  tftp-server �¯�Ú�ï�Å�t�±�”�Ì�q�Ñ�•� �ç�Ê�›
ƒ���`�h�™�z configure net �¯�Ú�ï�Å�›�–�;
�`�o�±�”�Ì�›	Í	{�V�`�‡�b�{�‰�a�Ñ�•� �ç�Ê�U�–�;�^�•�o�M�‡�b�{

hostname(config)# tftp-server inside 10.1.1.1 configs/config1
hostname(config)# configure net 10.2.2.2:

�Í�w�«�p�x�z�±�”�Ì�q�Ñ�•� �ç�Ê�›	Í	{�V�`�‡�b�{�Ñ�•� �ç�Ê�•�w�Ã�Ñ�¥�ç�Ä  �Í�µ�x  
/tftpboot/configs/config1 �p�b�{�Ñ�•� �ç�Ê�›�µ�å�¿�³�á�¢ /�£�p�•�Š�s�M	Ô�ù�z�Í�µ�w  /tftpboot/ �w
æ

ü�x�Ã�Ñ�¥�ç�Ä�p���‡�•�‡�b�{�\�w�Í�µ�›	Í	{�V�`�z�Ñ�•� �ç�‹  tftpboot �t�K�”	Ô�ù�x�z tftpboot �Í
�µ�›  configure net �¯�Ú�ï�Å�t���Š�‡�b�{

hostname(config)# tftp-server inside 10.1.1.1 configs/config1
hostname(config)# configure net 10.2.2.2:/tftpboot/oldconfigs/config1

�Í�w�«�p�x�z�±�”�Ì�i�Z�›  tftp-server �¯�Ú�ï�Å�t
ƒ���`�‡�b�{ configure net �¯�Ú�ï�Å�x�Ñ�•� �ç�Ê
�i�Z�›�¦���`�‡�b�{

hostname(config)# tftp-server inside 10.1.1.1
hostname(config)# configure net :configs/config1

���È�¯�Ú�ï�Å �¯�Ú�ï�Å 
†�Ì

configure http �¦���`�h  HTTP(S) URL �T�’�w�¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï  �Ñ�•� �ç�›
�î�æ�¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï�q�Ú�”�´�`�‡�b�{

configure memory �µ�»�”�Ä�ž�¿�Ó  �¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï�›�î�æ�¯�ï�Ñ�Ÿ�ª�á�è�”
�³�ã�ï�q�Ú�”�´�`�‡�b�{

show running-config �î�æ�¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï�›
¯�Ô�`�‡�b�{

tftp-server ���w�¯�Ú�ï�Å�p�–�;�b�”�h�Š�w�Ã�Ñ�¥�ç�Ä�w  TFTP �±�”�Ì�S�‘�|�Í
�µ�›
ƒ���`�‡�b�{

write net �î�æ�¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï�›  TFTP �±�”�Ì�t�¯�Ð�”�`�‡�b�{
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configure terminal
�î�æ�¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï�›�¯�Ú�ï�Å�å� �ï�p
ƒ���b�”�t�x�z�›�V  EXEC �Þ�”�Å�p  configure
terminal  �¯�Ú�ï�Å�›�–�;�`�‡�b�{�\�w�¯�Ú�ï�Å�x�z�¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï�›�!�Ë�b�”�¯�Ú�ï�Å�›
�Ö�—�p�V�”�¬�é�”�Ì�ç  �¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï  �Þ�”�Å�t�Ö�“�‡�b�{

configure terminal

�³�ï�»�¿�«�µ�w
†�Ì �\�w�¯�Ú�ï�Å�t�x�z�¾
:�‹�©�”�ë�”�Å�‹�K�“�‡�d�œ�{

�Ã�Ñ�¥�ç�Ä �Ã�Ñ�¥�ç�Ä�w�ˆ�^�•�‹�x�K�“�‡�d�œ�{

�¯�Ú�ï�Å  �Þ�”�Å �Í�w
¯�x�z�\�w�¯�Ú�ï�Å�›�Ö�—�p�V�”�Þ�”�Å�›�Ô�`�o�M�‡�b�{

�¯�Ú�ï�Å�d�º

�« �Í�w�«�p�x�z�¬�é�”�Ì�ç  �¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï  �Þ�”�Å�t�Ö�“�‡�b�{

hostname# configure terminal
hostname(config)# 

���È�¯�Ú�ï�Å

�¯�Ú�ï�Å  �Þ�”�Å

�Ñ�•� �ž�¢�¥�”�ç  �Þ�”�Å �·�©�á�æ�Â�Ÿ  �¯�ï�Â�©�µ�Ä

�ç�”�Â�¿�Å �•�a �³�ï�¬�ç

�Ú�ç�½

�¯�ï�Â�©�µ�Ä �³�µ�Â�Ü

�›�V  EXEC • • • • •

�æ�æ�”�µ �!�Ë�º�0

�7�� �\�w�¯�Ú�ï�Å�x�7���w�‹�w�p�b�{

�¯�Ú�ï�Å 
†�Ì

clear configure �î�æ�¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï�›	«�ˆ�`�‡�b�{

configure http �¦���`�h  HTTP(S) URL �T�’�w�¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï  �Ñ�•� �ç�›�î�æ
�¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï�q�Ú�”�´�`�‡�b�{

configure memory �µ�»�”�Ä�ž�¿�Ó  �¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï�›�î�æ�¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã
�ï�q�Ú�”�´�`�‡�b�{

configure net �¦���`�h  TFTP URL �T�’�w�¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï  �Ñ�•� �ç�›�î�æ�¯
�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï�q�Ú�”�´�`�‡�b�{

show running-config �î�æ�¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï�›
¯�Ô�`�‡�b�{
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config-url
�³�µ�Â�Ü�U�¯�ï�Â�©�µ�Ä  �¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï�›�¼�¢�ï�é�”�Å�b�”  URL �›�¦���b�”�t�x�z�¯�ï
�Â�©�µ�Ä  �¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï  �Þ�”�Å�p  config-url  �¯�Ú�ï�Å�›�–�;�`�‡�b�{

config-url url

�³�ï�»�¿�«�µ�w
†�Ì

�Ã�Ñ�¥�ç�Ä �Ã�Ñ�¥�ç�Ä�w�ˆ�^�•�‹�x�K�“�‡�d�œ�{

�¯�Ú�ï�Å  �Þ�”�Å �Í�w
¯�x�z�\�w�¯�Ú�ï�Å�›�Ö�—�p�V�”�Þ�”�Å�›�Ô�`�o�M�‡�b�{

�¯�Ú�ï�Å�d�º

url �¯�ï�Â�©�µ�Ä  �¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï�w  URL �›
ƒ���`�‡�b�{�b�‚�o�w�æ�Þ�”�Ä
URL �x�z���g�¯�ï�Â�©�µ�Ä�T�’�ž�«�·�µ�p�V�”
ž�A�U�K�“�‡�b�{�Í�w  URL �³�ï
�»�¿�«�µ�›�€	°�`�o�X�i�^�M�{

• disk0:/[path/]filename

ASA 5500 �³�æ�”�¶�&� ���·�©�á�æ�Â�Ÿ  �ž�Ó�å� �ž�ï�µ�w	Ô�ù�z �\�w  URL �x
�º���Ñ�å�¿�³�á  �Ý�Þ�æ�›�¦�`�‡�b�{ disk0 �p�x�s�X  flash �›�–�;�b�”�\�q�‹�p
�V�‡�b�{�\�•�’�x�z�¤� �æ�ž�µ�����t�K�“�‡�b�{

• disk1:/[path/]filename

ASA 5500 �³�æ�”�¶�&� ���·�©�á�æ�Â�Ÿ  �ž�Ó�å� �ž�ï�µ�w	Ô�ù�z �\�w  URL �x
�Ž
æ�Ñ�å�¿�³�á  �Ý�Þ�æ �§�”�Å�›�¦�`�‡�b�{

• flash:/[path/]filename

�\�w  URL �x�º���Ñ�å�¿�³�á  �Ý�Þ�æ�›�¦�`�‡�b�{

• ftp://[user[:password]@]server[:port]/[path/]filename[;type=xx]

type �t�x�z�Í�w�M�c�•�T�w�©�”�ë�”�Å�›�¦���p�V�‡�b�{

�µ ap�• ASCII �Í�¿�³�Ò  �Þ�”�Å

�µ an�• ASCII �è	×�Þ�”�Å

�µ ip�•�¢�Ã�Ñ�¥�ç�Ä�£�Ì� �Æ�æ  �Í�¿�³�Ò  �Þ�”�Å

�µ in�•�Ì� �Æ�æ�è	×�Þ�”�Å

• http[s]://[user[:password]@]server[:port]/[path/]filename

• tftp://[user[:password]@]server[:port]/[path/]filename[;int=interface_name]

�±�”�Ì  �ž�Å�è�µ�•�w�ç�”�Ä�›	Í	{�V�b�”	Ô�ù�x�z � �ï�»�”�Ñ�£� �µ�Ê�›�¦��
�`�‡�b�{

�¯�Ú�ï�Å  �Þ�”�Å

�Ñ�•� �ž�¢�¥�”�ç  �Þ�”�Å �·�©�á�æ�Â�Ÿ  �¯�ï�Â�©�µ�Ä

�ç�”�Â�¿�Å �•�a �³�ï�¬�ç

�Ú�ç�½

�¯�ï�Â�©�µ�Ä �³�µ�Â�Ü

�¯ � ï �Â�©�µ�Ä  � ¯ � ï �Ñ�Ÿ�ª �á
�è�”�³�ã�ï

• • — — •

�æ�æ�”�µ �!�Ë�º�0

7.0(1) �\�w�¯�Ú�ï�Å�U�‹�Ö�^�•�‡�`�h�{
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�–�;	Í�w�̈ � �Å�å� �ï �¯�ï�Â�©�µ�Ä  URL �›�å�C�b�”�q�z�³�µ�Â�Ü�x�h�i�j�t�¯�ï�Â�©�µ�Ä�›�¡�ˆ���ˆ�î�æ�¤�t�s�“�‡�b�{

�¢�«�£ config-url  �¯�Ú�ï�Å�›�Ö�—�b�”
²�t�z allocate-interface �¯�Ú�ï�Å�›�Ö�—�`�‡�b�{�·�©�á�æ�Â�Ÿ  �ž�Ó
�å� �ž�ï�µ�x�z�¯�ï�Â�©�µ�Ä  �¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï�›�¡�ˆ���‰
²�t�z�¯�ï�Â�©�µ�Ä�t� �ï�»�”
�Ñ�£� �µ�›�Â�“�p�o�”
ž�A�U�K�“�‡�b�{ �¯�ï�Â�©�µ�Ä  �¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï�t�x�z � �ï�»�”�Ñ�£
� �µ �¢ interface�znat�zglobal �s�r�£ �›�Ô�b�¯�Ú�ï�Å�U���‡�•�o�M�”	Ô�ù�U�K�“�‡�b�{ �7	s�t  config-url
�¯�Ú�ï�Å�›�Ö�—�`�h	Ô�ù�z�·�©�á�æ�Â�Ÿ  �ž�Ó�å� �ž�ï�µ�x�h�i�j�t�¯�ï�Â�©�µ�Ä  �¯�ï�Ñ�Ÿ�ª�á
�è�”�³�ã�ï�›�¡�ˆ���ˆ�‡�b�{ �¯�ï�Â�©�µ�Ä�t� �ï�»�”�Ñ�£� �µ�›�Ô�b�¯�Ú�ï�Å�U���‡�•�o�M�s�M	Ô
�ù�z�f�•�’�w�¯�Ú�ï�Å�x�æ

�`�‡�b�{

�Ñ�•� �ç�Ê�t�Ñ�•� �ç�¦�Á� �x
ž�A�K�“�‡�d�œ�U�z �®.cfg�¯�›�–�;�b�”�\�q�›
*	‘�`�‡�b�{

���g�¯�ï�Â�©�µ�Ä  �Ñ�•� �ç�x�z�º���Ñ�å�¿�³�á  �Ý�Þ�æ�t�-���b�”
ž�A�U�K�“�‡�b�{

HTTP �‡�h�x  HTTPS �±�”�Ì�T�’�¯�ï�Â�©�µ�Ä  �¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï�›�¼�¢�ï�é�”�Å�`�h	Ô�ù�z
copy running-config startup-config �¯�Ú�ï�Å�›�–�;�`�o�!�Ë�º�0�›�f�•�’�w�±�”�Ì�t�-���b�”�\�q
�x�p�V�‡�d�œ�{�h�i�`�z copy tftp �¯�Ú�ï�Å�›�–�;�`�o�î�æ�¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï�›  TFTP �±�”�Ì
�t�¯�Ð�”�p�V�‡�b�{

�±�”�Ì�U�b�;�p�V�s�M�z �‡�h�x�Ñ�•� �ç�U�‡�i���O�`�s�M�h�Š�t�³�µ�Â�Ü�U�¯�ï�Â�©�µ�Ä  �¯�ï�Ñ�Ÿ
�ª�á�è�”�³�ã�ï  �Ñ�•� �ç�›	��˜�p�V�s�M	Ô�ù�z�³�µ�Â�Ü�x�z�¯�Ú�ï�Å�å� �ï  � �ï�»�”�Ñ�£� �µ�p
�h�i�j�t
ƒ���p�V�”�Ò�å�ï�«�w�¯�ï�Â�©�µ�Ä�›�^
R�`�‡�b�{

URL �›�!�Ë�b�”�t�x�z	ý�`�M  URL �p  config-url  �¯�Ú�ï�Å�›�6�Ö�—�`�‡�b�{

�·�©�á�æ�Â�Ÿ  �ž�Ó�å� �ž�ï�µ�x�z	ý�`�M�¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï�›�q�O�w�î�æ�¯�ï�Ñ�Ÿ�ª�á�è�”
�³�ã�ï�q�Ú�”�´�`�‡�b�{�‰�a  URL �›�6�Ö�—�`�o�‹�z�-���^�•�h�¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï�U�î�æ�¯
�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï�q�Ú�”�´�^�•�‡�b�{�Ú�”�´�t�‘�“�z	ý�`�M�¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï�w�b�‚�o
�w	ý�`�M�¯�Ú�ï�Å�U�î�æ�¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï�t�å�C�^�•�‡�b�{�¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï�U�‰�a
	Ô�ù�z�!�Ë�x�æ�˜�•�‡�d�œ�{�¯�Ú�ï�Å�U�•�ù�b�”	Ô�ù�z�‡�h�x�¯�Ú�ï�Å�U�¯�ï�Â�©�µ�Ä�w�î�æ�t�è
�¹�›�)�Q�”	Ô�ù�z�Ú�”�´�w�®�L�x�¯�Ú�ï�Å�t�‘�l�o�Ÿ�s�“�‡�b�{�¤�å�”�U
C
\�`�h�“�z�'�8�`�s�M
�A�L�U
\�a�h�“�b�”�\�q�U�K�“�‡�b�{�î�æ�¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï�U�Ò�å�ï�«�w	Ô�ù�¢�h�q�Q�y�z
�±�”�Ì�U�b�;
Æ�D�ó�p�¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï�U�¼�¢�ï�é�”�Å�^�•�s�T�l�h	Ô�ù�£�x�z	ý�`�M�¯�ï
�Ñ�Ÿ�ª�á�è�”�³�ã�ï�U�–�;�^�•�‡�b�{�¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï�›�Ú�”�´�`�s�M	Ô�ù�x�z�¯�ï�Â�©�µ
�Ä�›�&���b�”�è	ô�›�f�[�”�î�æ�¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï�›	«�ˆ�`�o�T�’�z	ý�`�M  URL �T�’�¯�ï
�Ñ�Ÿ�ª�á�è�”�³�ã�ï�›�æ�é�”�Å�b�”�\�q�U�p�V�‡�b�{
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�« �Í�w�«�p�x�z ���g�¯�ï�Â�©�µ�Ä�› �®administrator�¯ �q
ƒ���`�z �º���Ñ�å�¿�³�á  �Ý�Þ�æ�t �®administrator�¯
�q�M�O�Ê
²�w�¯�ï�Â�©�µ�Ä�›�^
R�`�o�T�’�z FTP�±�”�Ì�T�’  2 �m�w�¯�ï�Â�©�µ�Ä�›�å�C�`�o�M�‡�b�{

hostname(config)#  admin-context administrator
hostname(config)#  context  administrator
hostname(config-ctx)# allocate-interface gigabitethernet0/0.1
hostname(config-ctx)# allocate-interface gigabitethernet0/1.1
hostname(config-ctx)# config-url  flash:/admin.cfg

hostname(config-ctx)#  context  test
hostname(config-ctx)# allocate-interface gigabitethernet0/0.100 int1
hostname(config-ctx)# allocate-interface gigabitethernet0/0.102 int2
hostname(config-ctx)# allocate-interface gigabitethernet0/0.110-gigabitethernet0/0.115 
int3-int8
hostname(config-ctx)# config-url  ftp://user1:passw0rd@10.1.1.1/configlets/test.cfg

hostname(config-ctx)#  context  sample
hostname(config-ctx)# allocate-interface gigabitethernet0/1.200 int1
hostname(config-ctx)# allocate-interface gigabitethernet0/1.212 int2
hostname(config-ctx)# allocate-interface gigabitethernet0/1.230-gigabitethernet0/1.235 
int3-int8
hostname(config-ctx)# config-url  ftp://user1:passw0rd@10.1.1.1/configlets/sample.cfg

���È�¯�Ú�ï�Å �¯�Ú�ï�Å 
†�Ì

allocate-interface �¯�ï�Â�©�µ�Ä�t� �ï�»�”�Ñ�£� �µ�›�Â�“�p�o�‡�b�{

context �³�µ�Â�Ü  �¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï�t�·�©�á�æ�Â�Ÿ  �¯�ï�Â�©�µ�Ä�›�^
R
�`�z�¯�ï�Â�©�µ�Ä  �¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï  �Þ�”�Å�t�Ö�“�‡�b�{

show context �¯�ï�Â�©�µ�Ä�w�æ�µ�Ä�¢�³�µ�Â�Ü�î�æ�µ�Ö�”�µ�£�‡�h�x�q�O�w�¯�ï�Â�©�µ
�Ä�t���b�”	Ø�C�›
¯�Ô�`�‡�b�{
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console timeout
�·�©�á�æ�Â�Ÿ  �ž�Ó�å� �ž�ï�µ�•�w�¯�ï�¹�”�ç
€���w�ž� �Å�ç  �»� �Ü�ž�¢�Ä�›
ƒ���b�”�t�x�z�¬
�é�”�Ì�ç  �¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï  �Þ�”�Å�p  console timeout �¯�Ú�ï�Å�›�–�;�`�‡�b�{�Ã�Ÿ�·�”�Ò�ç
�t�b�”�t�x�z�\�w�¯�Ú�ï�Å�w  no ���Ü�›�–�;�`�‡�b�{  

console timeout number

no console timeout [number]

�³�ï�»�¿�«�µ�w
†�Ì

�Ã�Ñ�¥�ç�Ä �Ã�Ñ�¥�ç�Ä�w�»� �Ü�ž�¢�Ä�x  0 �p�z�¯�ï�¹�”�ç  �·�¿�³�ã�ï�x�»� �Ü�ž�¢�Ä�`�‡�d�œ�{  

�¯�Ú�ï�Å  �Þ�”�Å �Í�w
¯�x�z�\�w�¯�Ú�ï�Å�›�Ö�—�p�V�”�Þ�”�Å�›�Ô�`�o�M�‡�b�{

�¯�Ú�ï�Å�d�º

�–�;	Í�w�̈ � �Å�å� �ï console timeout �¯�Ú�ï�Å�x�z �·�©�á�æ�Â�Ÿ  �ž�Ó�å� �ž�ï�µ�•�w�Ý	Â�A�ˆ�w�b�‚�o�w� �É�”�Ò�ç  �Þ�”
�Å �â�”�²  �·�¿�³�ã�ï�q�¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï  �Þ�”�Å  �â�”�²  �·�¿�³�ã�ï�t�»� �Ü�ž�¢�Ä�‹�›
ƒ
���`�‡�b�{ console timeout �¯�Ú�ï�Å�t�‘�l�o�z Telnet �»� �Ü�ž�¢�Ä�•  SSH �»� �Ü�ž�¢�Ä�U�!�Ë�^�•
�”�\�q�x�K�“�‡�d�œ�{�\�•�’�w�ž�«�·�µ�M�Ü�t�m�M�o�x�z�f�•�g�•� �×�w�»� �Ü�ž�¢�Ä�‹�U�-�Ë�^
�•�o�M�‡�b�{

no console timeout �¯�Ú�ï�Å�x�z�¯�ï�¹�”�ç  �»� �Ü�ž�¢�Ä�‹�›�Ã�Ñ�¥�ç�Ä�w�»� �Ü�ž�¢�Ä�w  0 �t�æ
�·�¿�Ä�`�‡�b�{�\�w�‹�x�z�¯�ï�¹�”�ç�U�»� �Ü�ž�¢�Ä�`�s�M�\�q�›�™�¯�`�‡�b�{  

�« �Í�w�«�p�x�z�¯�ï�¹�”�ç  �»� �Ü�ž�¢�Ä�›  15 
ü�t
ƒ���b�”�M�O�›�Ô�`�‡�b�{

hostname(config)# console timeout 15

���È�¯�Ú�ï�Å

number �¯�ï�¹�”�ç  �·�¿�³�ã�ï�U	4�ƒ�b�”�‡�p�w�ž� �Å�ç�Ì���›
ü�o�•�¢ 0 �™ 60�£
�p�¦���`�‡�b�{  

�¯�Ú�ï�Å  �Þ�”�Å

�Ñ�•� �ž�¢�¥�”�ç  �Þ�”�Å �·�©�á�æ�Â�Ÿ  �¯�ï�Â�©�µ�Ä

�ç�”�Â�¿�Å �•�a �³�ï�¬�ç

�Ú�ç�½

�¯�ï�Â�©�µ�Ä �³�µ�Â�Ü

�¬�é�”�Ì�ç  �¯�ï�Ñ�Ÿ�ª�á�è�”
�³�ã�ï

• • • • •

�æ�æ�”�µ �!�Ë�º�0

�7�� �\�w�¯�Ú�ï�Å�x�7���w�‹�w�p�b�{

�¯�Ú�ï�Å 
†�Ì

clear configure console �Ã�Ñ�¥�ç�Ä�w�¯�ï�¹�”�ç
€��
ƒ���t�í�`�‡�b�{

clear configure timeout �¯ � ï �Ñ�Ÿ�ª�á�è�”�³ �ã�ï � t �K�”�ž�  �Å�ç�8�� �› �Ã
�Ñ�¥�ç�Ä�t�í�`�‡�b�{

show running-config console timeout �·�©�á�æ�Â�Ÿ  �ž�Ó�å� �ž�ï�µ�•�w�¯�ï�¹�”�ç
€���w
�ž� �Å�ç  �»� �Ü�ž�¢�Ä�›
¯�Ô�`�‡�b�{
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content-length
HTTP �Ý�¿�·�”�´�Š���w�Õ�^�t�,�n�M�o  HTTP �Ä�å�Ñ�Ÿ�¿�«�›
M�v�b�”�t�x�z HTTP �Ú�¿�Ó �¯�ï
�Ñ�Ÿ�ª�á�è�”�³�ã�ï  �Þ�”�Å�p  content-length �¯�Ú�ï�Å�›�–�;�`�‡�b�{�\�w�Þ�”�Å�t�x�z http-map �¯
�Ú�ï�Å�›�–�;�`�o�ž�«�·�µ�p�V�‡�b�{�\�w�¯�Ú�ï�Å�›�_	†�b�”�t�x�z�\�w�¯�Ú�ï�Å�w  no ���Ü�›�–
�;�`�‡�b�{

content-length { min bytes [max bytes] | max bytes] } action {allow | reset | drop} [ log]

no content-length { min bytes [max bytes] | max bytes] } action {allow | reset | drop} [ log]

�³�ï�»�¿�«�µ�w
†�Ì

�Ã�Ñ�¥�ç�Ä �\�w�¯�Ú�ï�Å�x�z�Ã�Ñ�¥�ç�Ä�p�x�Ã�Ÿ�·�”�Ò�ç�t�s�l�o�M�‡�b�{

�¯�Ú�ï�Å  �Þ�”�Å �Í�w
¯�x�z�\�w�¯�Ú�ï�Å�›�Ö�—�p�V�”�Þ�”�Å�›�Ô�`�o�M�‡�b�{

�¯�Ú�ï�Å�d�º

�–�;	Í�w�̈ � �Å�å� �ï content-length �¯�Ú�ï�Å�›� �É�”�Ò�ç�t�b�”�q�z�·�©�á�æ�Â�Ÿ  �ž�Ó�å� �ž�ï�µ�x
ƒ���^�•�h
c�“�º
�w�Ý�¿�·�”�´�i�Z�›�•�D�`�z�•�D�`�s�M	Ô�ù�x�¦���^�•�h�ž�«�³�ã�ï�›�î�æ�`�‡�b�{�·�©�á�æ�Â�Ÿ
�ž�Ó�å� �ž�ï�µ�U  TCP 
€���›�æ�·�¿�Ä�`�o  syslog �¤�ï�Ä�æ�›�^
R�b�”�‘�O�t�b�”�t�x�z action �©�”
�ë�”�Å�›�–�;�`�‡�b�{

�« �Í�w�«�p�x�z HTTP �Ä�å�Ñ�Ÿ�¿�«�›  100 �Ì� �Ä�Ž	Í  2,000 �Ì� �Ä�Ž�<�w�Ý�¿�·�”�´�t
M�v�`�o�M�‡
�b�{ �Ý�¿�·�”�´�U�\�w
c�“�Ž�w	Ô�ù�z �·�©�á�æ�Â�Ÿ  �ž�Ó�å� �ž�ï�µ�x  TCP 
€���›�æ�·�¿�Ä�`�z syslog
�¤�ï�Ä�æ�›�^
R�`�‡�b�{

hostname(config)# http-map inbound_http
hostname(config-http-map)# content-length min 100 max 2000 action reset log
hostname(config-http-map)# exit

action �Ý�¿�·�”�´�U�\�w�U�*�t�ù�¨�`�s�T�l�h�q�V�t�î�æ�^�•�”�ž�«�³�ã�ï�›
�¦���`�‡�b�{

allow �Ý�¿�·�”�´�›�•�D�`�‡�b�{

bytes �Ì� �Ä
:�›�¦���`�‡�b�{�•�0�^�•�”
c�“�x�z min �¦�Ó�³�ã�ï�p�x  1 �™
65,535�z max �¦�Ó�³�ã�ï�p�x  1 �™ 50,000,000 �p�b�{  

drop 
€���›	4�ƒ�`�‡�b�{  

log �¢�¦�Ó�³�ã�ï�£ syslog �›
\
R�`�‡�b�{

max �¢�¦�Ó�³�ã�ï�£�–�;�D�ó�s�7�G�¯�ï�Â�©�µ�Ä�Õ�›�¦���`�‡�b�{

min �–�;�D�ó�s�7	–�¯�ï�Â�©�µ�Ä�Õ�›�¦���`�‡�b�{

reset TCP �æ�·�¿�Ä  �Ý�¿�·�”�´�›�«�å� �ž�ï�Ä�‡�h�x�±�”�Ì�t
ù	ô�`�‡�b�{

�¯�Ú�ï�Å  �Þ�”�Å

�Ñ�•� �ž�¢�¥�”�ç  �Þ�”�Å �·�©�á�æ�Â�Ÿ  �¯�ï�Â�©�µ�Ä

�ç�”�Â�¿�Å �•�a �³�ï�¬�ç

�Ú�ç�½

�¯�ï�Â�©�µ�Ä �³�µ�Â�Ü

HTTP �Ú�¿�Ó � ¯ � ï �Ñ�Ÿ�ª �á
�è�”�³�ã�ï

• • • • —

�æ�æ�”�µ �!�Ë�º�0

7.0(1) �\�w�¯�Ú�ï�Å�U�‹�Ö�^�•�‡�`�h�{
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���È�¯�Ú�ï�Å �¯�Ú�ï�Å 
†�Ì

class-map �·�©�á�æ�Â�Ÿ  �ž�«�³�ã�ï�›�&�;�b�”
Œ�w�Ä�å�Ñ�Ÿ�¿�«  �«�å�µ�›���[�`�‡
�b�{  

http-map �ô�S�s  HTTP �U�*�›
ƒ���b�”�h�Š�w  HTTP �Ú�¿�Ó�›���[�`�‡�b�{

debug appfw �ô�S�s  HTTP �U�*�t���È
Ç�Z�’�•�o�M�”�Ä�å�Ñ�Ÿ�¿�«�t���b�”	Ä�I	Ø�C
�›
¯�Ô�`�‡�b�{

inspect http �ž�Ó�æ�­�”�³�ã�ï�U�*�;�t�›���w  HTTP �Ú�¿�Ó�›�&�;�`�‡�b�{

policy-map �«�å�µ  �Ú�¿�Ó�›�›���w�·�©�á�æ�Â�Ÿ  �ž�«�³�ã�ï�t���È
Ç�Z�‡�b�{
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content-type-verification
HTTP �Ý�¿�·�”�´�w�¯�ï�Â�©�µ�Ä  �»� �Ó�t�,�n�M�o  HTTP �Ä�å�Ñ�Ÿ�¿�«�›
M�v�b�”�t�x�z HTTP
�Ú�¿�Ó  �¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï  �Þ�”�Å�p  content-type-verification �¯�Ú�ï�Å�›�–�;�`�‡�b�{ �\�w�Þ�”
�Å�t�x�z http-map �¯�Ú�ï�Å�›�–�;�`�o�ž�«�·�µ�p�V�‡�b�{�\�w�;�ó�›�Ã�Ÿ�·�”�Ò�ç�t�b�”�t�x�z�\
�w�¯�Ú�ï�Å�w  no ���Ü�›�–�;�`�‡�b�{

content-type-verification [match-req-rsp] action {allow | reset | drop} [ log]

no content-type-verification [match-req-rsp] action { allow | reset | drop} [ log]

�³�ï�»�¿�«�µ�w
†�Ì

�Ã�Ñ�¥�ç�Ä �\�w�¯�Ú�ï�Å�x�z�Ã�Ñ�¥�ç�Ä�p�x�Ã�Ÿ�·�”�Ò�ç�t�s�l�o�M�‡�b�{

�¯�Ú�ï�Å  �Þ�”�Å �Í�w
¯�x�z�\�w�¯�Ú�ï�Å�›�Ö�—�p�V�”�Þ�”�Å�›�Ô�`�o�M�‡�b�{

�¯�Ú�ï�Å�d�º

�–�;	Í�w�̈ � �Å�å� �ï �\�w�¯�Ú�ï�Å�x�Í�w�½�£�¿�«�›� �É�”�Ò�ç�t�`�‡�b�{

• �Ô�¿�¼�”�w  content-type �w�‹�U�z�±�Ù�”�Ä�^�•�o�M�”�¯�ï�Â�ï�À  �»� �Ó�w�º
æ�æ�µ�Ä�t�K�”�\
�q�›�¬�Ý�`�‡�b�{

• �Ô�¿�¼�”�w  content-type �U�z�Ã�”�»�º�w�î�M�w�¯�ï�Â�ï�À�‡�h�x�Ý�¿�·�”�´�w�¤�ï�Â�Ÿ�Â�Ÿ�Š
�.�w
æ
ü�q�°�•�`�o�M�”�\�q�›�¬�Ý�`�‡�b�{   

• match-req-rsp �©�”�ë�”�Å�x�z HTTP � �t�w  content-type �Ñ�Ÿ�”�ç�Å�U�z �0� �b�”  HTTP �A�{�Ý�¿
�·�”�´�w  accept �Ñ�Ÿ�”�ç�Å�t�°�•�b�”�\�q�›�¬�Ý�b�”�å�C�w�½�£�¿�«�›� �É�”�Ò�ç�t�`�‡�b�{   

�Ý�¿�·�”�´�U	Í�G�w�M�c�•�T�w�½�£�¿�«�t�ù�¨�`�s�T�l�h	Ô�ù�z �·�©�á�æ�Â�Ÿ  �ž�Ó�å� �ž�ï�µ�x
ƒ
���^�•�h�ž�«�³�ã�ï�›�î�æ�`�‡�b�{  

action �Ý�¿�·�”�´�U�¯�Ú�ï�Å�U�*�t�ù�¨�`�s�T�l�h�q�V�t�î�æ�^�•�”�ž�«�³�ã
�ï�›�¦���`�‡�b�{

allow �Ý�¿�·�”�´�›�•�D�`�‡�b�{

drop 
€���›	4�ƒ�`�‡�b�{  

log �¢�¦�Ó�³�ã�ï�£ syslog �Ý�¿�·�”�´�›
\
R�`�‡�b�{

match-req-rsp �¢�¦�Ó�³�ã�ï�£ HTTP � �t�w  content-type �Ñ�Ÿ�”�ç�Å�U�z�0� �b�”  HTTP �A
�{�Ý�¿�·�”�´�w  accept �Ñ�Ÿ�”�ç�Å�t�°�•�b�”�T�r�O�T�›�¬�Ý�`�‡�b�{

reset TCP �æ�·�¿�Ä  �Ý�¿�·�”�´�›�«�å� �ž�ï�Ä�‡�h�x�±�”�Ì�t
ù	ô�`�‡�b�{

�¯�Ú�ï�Å  �Þ�”�Å

�Ñ�•� �ž�¢�¥�”�ç  �Þ�”�Å �·�©�á�æ�Â�Ÿ  �¯�ï�Â�©�µ�Ä

�ç�”�Â�¿�Å �•�a �³�ï�¬�ç

�Ú�ç�½

�¯�ï�Â�©�µ�Ä �³�µ�Â�Ü

HTTP �Ú�¿�Ó � ¯ � ï �Ñ�Ÿ�ª �á
�è�”�³�ã�ï

• • • • —

�æ�æ�”�µ �!�Ë�º�0

7.0(1) �\�w�¯�Ú�ï�Å�U�‹�Ö�^�•�‡�`�h�{
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�Í�t�z�±�Ù�”�Ä�^�•�o�M�”�¯�ï�Â�ï�À  �»� �Ó�w�æ�µ�Ä�›�Ô�`�‡�b�{  

�\�w�æ�µ�Ä�w�°
æ�w�¯�ï�Â�ï�À  �»� �Ó�x�z�0� �b�”
Y�F
¯�q�¢�Ú�´�¿�«  �Æ�ï�Ì�”�£�U�s�M�h�Š�t
�Ý�¿�·�”�´�w�Š�.
æ
ü�p�¬�Ý�p�V�s�M	Ô�ù�U�K�“�‡�b�{�f�w	Ô�ù�z HTTP �Ý�¿�·�”�´�U�•�D�^�•�‡
�b�{

�« �Í�w�«�p�x�z HTTP �Ý�¿�·�”�´�w�¯�ï�Â�ï�À  �»� �Ó�t�,�n�M�o  HTTP �Ä�å�Ñ�Ÿ�¿�«�›
M�v�`�‡�b�{
�±�Ù�”�Ä�^�•�o�M�s�M�¯�ï�Â�ï�À  �»� �Ó�U�Ý�¿�·�”�´�t���‡�•�o�M�”	Ô�ù�z�·�©�á�æ�Â�Ÿ  �ž�Ó�å
� �ž�ï�µ�x  TCP 
€���›
M�v�`�z syslog �¤�ï�Ä�æ�›�^
R�`�‡�b�{

hostname(config)# http-map inbound_http
hostname(config-http-map)# content-type-verification match-req-rsp reset log
hostname(config-http-map)# exit

���È�¯�Ú�ï�Å

audio/* | audio/basic | video/x-msvideo

audio/mpeg | audio/x-adpcm | audio/midi

audio/x-ogg | audio/x-wav | audio/x-aiff | 

application/octet-stream application/pdf application/msword

application/vnd.ms-excel application/vnd.ms-powerpoint application/postscript

application/x-java-arching application/x-msn-messenger application/x-gzip

image | application/x-java-xm application/zip

image/jpeg | image/cgf | image/gif | 

image/x-3ds | image/png | image/tiff | 

image/x-portable-bitmap | image/x-bitmap | image/x-niff | 

text/* | image/x-portable-greymap | image/x-xpm | 

text/plain | text/css text/html | 

text/xmcd text/richtext | text/sgml

video/-flc text/xml video/*

video/sgi video/mpeg video/quicktime

video/x-mng video/x-avi video/x-fli

�¯�Ú�ï�Å 
†�Ì

class-map �·�©�á�æ�Â�Ÿ  �ž�«�³�ã�ï�›�&�;�b�”
Œ�w�Ä�å�Ñ�Ÿ�¿�«  �«�å�µ�›���[�`�‡
�b�{  

http-map �ô�S�s  HTTP �U�*�›
ƒ���b�”�h�Š�w  HTTP �Ú�¿�Ó�›���[�`�‡�b�{

debug appfw �ô�S�s  HTTP �U�*�t���È
Ç�Z�’�•�o�M�”�Ä�å�Ñ�Ÿ�¿�«�t���b�”	Ä�I	Ø�C
�›
¯�Ô�`�‡�b�{

inspect http �ž�Ó�æ�­�”�³�ã�ï�U�*�;�t�›���w  HTTP �Ú�¿�Ó�›�&�;�`�‡�b�{

policy-map �«�å�µ  �Ú�¿�Ó�›�›���w�·�©�á�æ�Â�Ÿ  �ž�«�³�ã�ï�t���È
Ç�Z�‡�b�{
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context
�³�µ�Â�Ü  �¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï�t�·�©�á�æ�Â�Ÿ  �¯�ï�Â�©�µ�Ä�›�^
R�`�z�¯�ï�Â�©�µ�Ä  �¯�ï�Ñ�Ÿ
�ª�á�è�”�³�ã�ï  �Þ�”�Å�t�Ö�”�t�x�z �¬�é�”�Ì�ç  �¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï  �Þ�”�Å�p  context �¯�Ú�ï�Å
�›�–�;�`�‡�b�{�¯�ï�Â�©�µ�Ä�›�_	†�b�”�t�x�z�\�w�¯�Ú�ï�Å�w  no ���Ü�›�–�;�`�‡�b�{�¯�ï�Â�©�µ
�Ä �¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï  �Þ�”�Å�p�x�z�¯�ï�Â�©�µ�Ä�p�–�;�p�V�”�¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï  �Ñ�•
� �ç�w  URL �q� �ï�»�”�Ñ�£� �µ�›�¦���p�V�‡�b�{

context name

no context name [noconfirm]

�³�ï�»�¿�«�µ�w
†�Ì

�Ã�Ñ�¥�ç�Ä �Ã�Ñ�¥�ç�Ä�w�ˆ�^�•�‹�x�K�“�‡�d�œ�{

�¯�Ú�ï�Å  �Þ�”�Å �Í�w
¯�x�z�\�w�¯�Ú�ï�Å�›�Ö�—�p�V�”�Þ�”�Å�›�Ô�`�o�M�‡�b�{

�¯�Ú�ï�Å�d�º

�–�;	Í�w�̈ � �Å�å� �ï ���g�¯�ï�Â�©�µ�Ä�U�s�M	Ô�ù�¢�h�q�Q�y�z�¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï�›	«�ˆ�`�h	Ô�ù�£�z�å�C�b�”�7
	s�w�¯�ï�Â�©�µ�Ä�x���g�¯�ï�Â�©�µ�Ä�p�K�”
ž�A�U�K�“�‡�b�{���g�¯�ï�Â�©�µ�Ä�›�å�C�b�”�t�x�z
admin-context �¯�Ú�ï�Å�›�€	°�`�o�X�i�^�M�{���g�¯�ï�Â�©�µ�Ä�›�¦���`�h�™�z context �¯�Ú�ï�Å�›
�Ö�—�`�o���g�¯�ï�Â�©�µ�Ä�›
ƒ���`�‡�b�{

�¯�ï�Â�©�µ�Ä�x�z�³�µ�Â�Ü  �¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï�›�$	B�b�”�\�q�t�‘�l�o�w�ˆ�_	†�p�V�‡�b�{�q
�O�w���g�¯�ï�Â�©�µ�Ä�x�\�w�¯�Ú�ï�Å�w  no ���Ü�›�–�;�`�o�_	†�p�V�‡�d�œ�{ clear configure context
�¯�Ú�ï�Å�›�–�;�`�o�b�‚�o�w�¯�ï�Â�©�µ�Ä�›�_	†�`�h	Ô�ù�w�ˆ�_	†�p�V�‡�b�{

name �Ê
²�›�7�G  32 ���È�w���È�»�p�¦���`�‡�b�{�\�w�Ê
²�p�x�G���È�q	–���È
�U�à���^�•�”�h�Š�z�h�q�Q�y�z �®customerA�¯�q�® CustomerA�¯�q�M�O�Ê
²
�p  2 �m�w�¯�ï�Â�©�µ�Ä�›�^
R�p�V�‡�b�{���È�z
:�È�z�‡�h�x�Ë� �Ñ�ï�›�–
�;�p�V�‡�b�U�z�Ê
²�w
Œ�„�‡�h�x�¤
Œ�t�Ë� �Ñ�ï�›�–�;�b�”�\�q�x�p�V�‡
�d�œ�{

�®System�¯�S�‘�|�® Null� �̄¢�G���È�S�‘�|	–���È�£�x�'�ÿ�^�•�o�M�”�Ê
²�p
�K�”�h�Š�z�–�;�p�V�‡�d�œ�{

noconfirm �¢�¦�Ó�³�ã�ï�£�¬�Ý�›�{�Š�”�Ó�é�ï�Ó�Ä�›
¯�Ô�d�c�t�¯�ï�Â�©�µ�Ä�›�_	†
�`�‡�b�{�\�w�¦�Ó�³�ã�ï�x�z�×�ˆ�µ�«�æ�Ó�Ä�t�þ�q�j�‡�b�{

�¯�Ú�ï�Å  �Þ�”�Å

�Ñ�•� �ž�¢�¥�”�ç  �Þ�”�Å �·�©�á�æ�Â�Ÿ  �¯�ï�Â�©�µ�Ä

�ç�”�Â�¿�Å �•�a �³�ï�¬�ç

�Ú�ç�½

�¯�ï�Â�©�µ�Ä �³�µ�Â�Ü

�¬�é�”�Ì�ç  �¯�ï�Ñ�Ÿ�ª�á�è�”
�³�ã�ï

• • — — •

�æ�æ�”�µ �!�Ë�º�0

7.0(1) �\�w�¯�Ú�ï�Å�U�‹�Ö�^�•�‡�`�h�{
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�« �Í�w�«�p�x�z ���g�¯�ï�Â�©�µ�Ä�› �®administrator�¯ �q
ƒ���`�z �º���Ñ�å�¿�³�á  �Ý�Þ�æ�t �®administrator�¯
�q�M�O�Ê
²�w�¯�ï�Â�©�µ�Ä�›�^
R�`�o�T�’�z FTP�±�”�Ì�T�’  2 �m�w�¯�ï�Â�©�µ�Ä�›�å�C�`�o�M�‡�b�{

hostname(config)#  admin-context administrator
hostname(config)#  context  administrator
hostname(config-ctx)# allocate-interface gigabitethernet0/0.1
hostname(config-ctx)# allocate-interface gigabitethernet0/1.1
hostname(config-ctx)# config-url  flash:/admin.cfg

hostname(config-ctx)#  context  test
hostname(config-ctx)# allocate-interface gigabitethernet0/0.100 int1
hostname(config-ctx)# allocate-interface gigabitethernet0/0.102 int2
hostname(config-ctx)# allocate-interface gigabitethernet0/0.110-gigabitethernet0/0.115 
int3-int8
hostname(config-ctx)# config-url  ftp://user1:passw0rd@10.1.1.1/configlets/test.cfg

hostname(config-ctx)#  context  sample
hostname(config-ctx)# allocate-interface gigabitethernet0/1.200 int1
hostname(config-ctx)# allocate-interface gigabitethernet0/1.212 int2
hostname(config-ctx)# allocate-interface gigabitethernet0/1.230-gigabitethernet0/1.235 
int3-int8
hostname(config-ctx)# config-url  ftp://user1:passw0rd@10.1.1.1/configlets/sample.cfg

���È�¯�Ú�ï�Å �¯�Ú�ï�Å 
†�Ì

allocate-interface �¯�ï�Â�©�µ�Ä�t� �ï�»�”�Ñ�£� �µ�›�Â�“�p�o�‡�b�{

changeto �¯�ï�Â�©�µ�Ä�q�³�µ�Â�Ü�î�æ�µ�Ö�”�µ�w���p
~�“�8�Q�›�æ�M�‡�b�{

config-url �¯�ï�Â�©�µ�Ä  �¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï�w	Ô	t�›�¦���`�‡�b�{

join-failover-group �Ñ�£�”�ç�¦�”�Ì�”  �¬�ç�”�Ó�t�¯�ï�Â�©�µ�Ä�›�Â�“�p�o�‡�b�{

show context �¯�ï�Â�©�µ�Ä	Ø�C�›
¯�Ô�`�‡�b�{
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copy
�Ñ�•� �ç�›�K�”	Ô	t�T�’���w	Ô	t�t�¯�Ð�”�b�”�t�x�z copy �¯�Ú�ï�Å�›�–�;�`�‡�b�{

copy [/noconfirm | /pcap] { url | running-config | startup-config} { running-config | startup-config | url}

�³�ï�»�¿�«�µ�w
†�Ì /noconfirm �¬�Ý�Ó�é�ï�Ó�Ä�s�`�p�Ñ�•� �ç�›�¯�Ð�”�`�‡�b�{

/pcap �Ä
²�t
ƒ���`�h  TFTP �±�”�Ì�w�Ã�Ñ�¥�ç�Ä�›�¦���`�‡�b�{�Ã�Ñ�¥�ç�Ä�w  TFTP
�±�”�Ì�›
ƒ���b�”�t�x�z tftp-server �¯�Ú�ï�Å�›�€	°�`�o�X�i�^�M�{

running-config �î�æ�¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï�›�¦���`�‡�b�{

startup-config �µ�»�”�Ä�ž�¿�Ó  �¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï�›�¦���`�‡�b�{�³�ï�¬�ç�Þ�”�Å�w�µ
�»�”�Ä�ž�¿�Ó  �¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï�‡�h�x�Ú�ç�½  �¯�ï�Â�©�µ�Ä  �Þ�”�Å�w
�³�µ�Â�Ü�w�µ�»�”�Ä�ž�¿�Ó  �¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï�x�z�Ñ�å�¿�³�á  �Ý�Þ�æ�º
�w
‡
¯�Ô�w�Ñ�•� �ç�p�b�{ �µ�»�”�Ä�ž�¿�Ó  �¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï�w	Ô	t�x�z
�¯�ï�Â�©�µ�Ä�º�T�’  config-url  �¯�Ú�ï�Å�p�¦���`�‡�b�{�h�q�Q�y�z config-url
�¯�Ú�ï�Å�p  HTTP �±�”�Ì�›�¦���`�z copy startup-config running-config �¯�Ú�ï
�Å�›�Ö�—�`�h	Ô�ù�z�·�©�á�æ�Â�Ÿ  �ž�Ó�å� �ž�ï�µ�x���g�¯�ï�Â�©�µ�Ä  � �ï
�»�”�Ñ�£� �µ�›�–�;�`�o�z HTTP �±�”�Ì�T�’�µ�»�”�Ä�ž�¿�Ó  �¯�ï�Ñ�Ÿ�ª�á
�è�”�³�ã�ï�›�¯�Ð�”�`�‡�b�{
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�Ã�Ñ�¥�ç�Ä �\�w�¯�Ú�ï�Å�t�Ã�Ñ�¥�ç�Ä
ƒ���x�K�“�‡�d�œ�{

�¯�Ú�ï�Å  �Þ�”�Å �Í�w
¯�x�z�\�w�¯�Ú�ï�Å�›�Ö�—�p�V�”�Þ�”�Å�›�Ô�`�o�M�‡�b�{

url �¯�Ð�”�i�w�Ñ�•� �ç�‡�h�x�¯�Ð�”
Œ�w�Ñ�•� �ç�›�¦���`�‡�b�{�¯�Ð�”�i  URL
�q�¯�Ð�”
Œ  URL �w
Ê�ˆ�ù�d�t�x�z�–�;�p�V�s�M�‹�w�‹�K�“�‡�b�{�h�q�Q�y�z
�K�”�æ�Þ�”�Ä  �±�”�Ì�T�’���w�æ�Þ�”�Ä  �±�”�Ì�t�¯�Ð�”�b�”�\�q�x�p�V�‡�d
�œ�{�\�w�¯�Ú�ï�Å�x�z�é�”�§�ç�w	Ô	t�q�æ�Þ�”�Ä�w	Ô	t�w���p�w�¯�Ð�”�t�–
�;�b�”�h�Š�w�‹�w�p�b�{�¯�ï�Â�©�µ�Ä�º�p�x�z�¯�ï�Â�©�µ�Ä  � �ï�»�”�Ñ�£� 
�µ�›�–�;�`�o�z�î�æ�¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï�‡�h�x�µ�»�”�Ä�ž�¿�Ó  �¯�ï�Ñ�Ÿ
�ª�á�è�”�³�ã�ï�›  TFTP �±�”�Ì�‡�h�x  FTP �±�”�Ì�t�¯�Ð�”�p�V�‡�b�U�z�±�”
�Ì�T�’�î�æ�¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï�‡�h�x�µ�»�”�Ä�ž�¿�Ó  �¯�ï�Ñ�Ÿ�ª�á�è�”
� ³ � ã � ï � › � ¯ � Ð � ” � b � ” � \ � q � x � p � V � ‡ � d � œ� {� � � w � ¦ � Ó � ³ � ã � ï � t � m � M � o � x� z
startup-config �©�”�ë�”�Å�›�€	°�`�o�X�i�^�M�{�‡�h�z TFTP �±�”�Ì�T�’�î�æ
�¯�ï�Â�©�µ�Ä  �¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï�t�¼�¢�ï�é�”�Å�b�”�t�x�z configure net
�¯�Ú�ï�Å�›�€	°�`�o�X�i�^�M�{

�Í�w  URL �³�ï�»�¿�«�µ�›�€	°�`�o�X�i�^�M�{

• disk0:/[path/]filename

�\�w�¦�Ó�³�ã�ï�x�z ASA 5500 �³�æ�”�¶�&� ���·�©�á�æ�Â�Ÿ  �ž�Ó�å� �ž�ï
�µ�w�ˆ�p�–�;�p�V�z�º���Ñ�å�¿�³�á  �Ý�Þ�æ�›�Ô�`�‡�b�{ disk0 �p�x�s�X
flash �›�–�;�b�”�\�q�‹�p�V�‡�b�{�\�•�’�x�z�¤� �æ�ž�µ�����t�K�“�‡�b�{

• disk1:/[path/]filename

�\�w�¦�Ó�³�ã�ï�x�z ASA 5500 �³�æ�”�¶�&� ���·�©�á�æ�Â�Ÿ  �ž�Ó�å� �ž�ï
�µ�w�ˆ�p�–�;�p�V�z�Ž
æ�Ñ�å�¿�³�á  �Ý�Þ�æ �§�”�Å�›�Ô�`�‡�b�{

• flash:/[path/]filename

�\�w�¦�Ó�³�ã�ï�x�z�º���Ñ�å�¿�³�á  �§�”�Å�›�Ô�`�‡�b�{ ASA 5500 �³�æ�”
�¶�&� ���·�©�á�æ�Â�Ÿ  �ž�Ó�å� �ž�ï�µ�w	Ô�ù�z flash �x  disk0 �w�¤� �æ�ž
�µ�p�b�{

• ftp://[user[:password]@]server[:port]/[path/]filename[;type=xx]

type �t�x�z�Í�w�M�c�•�T�w�©�”�ë�”�Å�›�¦���p�V�‡�b�{

�µ ap�• ASCII �Í�¿�³�Ò  �Þ�”�Å

�µ an�• ASCII �è	×�Þ�”�Å

�µ ip�•�¢�Ã�Ñ�¥�ç�Ä�£�Ì� �Æ�æ  �Í�¿�³�Ò  �Þ�”�Å

�µ in�•�Ì� �Æ�æ�è	×�Þ�”�Å

• http[s]://[user[:password]@]server[:port]/[path/]filename

• tftp://[user[:password]@]server[:port]/[path/]filename[;int=interface_name]

�±�”�Ì  �ž�Å�è�µ�•�w�ç�”�Ä�›	Í	{�V�b�”	Ô�ù�x�z� �ï�»�”�Ñ�£� �µ�Ê�›
�¦���`�‡�b�{

�h�i�`�z�Í�µ�Ê�t�µ�Ö�”�µ�›���Š�”�\�q�x�p�V�‡�d�œ�{�Í�µ�Ê�t�µ�Ö�”
�µ�U���‡�•�o�M�”	Ô�ù�x�z copy tftp �¯�Ú�ï�Å�p�x�s�X  tftp-server �¯�Ú�ï
�Å�p�Í�µ�›
ƒ���`�o�X�i�^�M�{

�¯�Ú�ï�Å  �Þ�”�Å

�Ñ�•� �ž�¢�¥�”�ç  �Þ�”�Å �·�©�á�æ�Â�Ÿ  �¯�ï�Â�©�µ�Ä

�ç�”�Â�¿�Å �•�a �³�ï�¬�ç

�Ú�ç�½

�¯�ï�Â�©�µ�Ä �³�µ�Â�Ü

�›�V�Þ�”�Å • • • • •
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�¯�Ú�ï�Å�d�º

�–�;	Í�w�̈ � �Å�å� �ï �¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï�›�î�æ�¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï�t�¯�Ð�”�b�”�q�z 2 �m�w�¯�ï�Ñ�Ÿ�ª�á�è�”
�³�ã�ï�U�Ú�”�´�^�•�‡�b�{�Ú�”�´�t�‘�“�z	ý�`�M�¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï�w�b�‚�o�w	ý�`�M�¯�Ú�ï
�Å�U�î�æ�¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï�t�å�C�^�•�‡�b�{�¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï�U�‰�a	Ô�ù�z�!�Ë�x�æ
�˜�•�‡�d�œ�{ �¯�Ú�ï�Å�U�•�ù�b�”	Ô�ù�z �‡�h�x�¯�Ú�ï�Å�U�¯�ï�Â�©�µ�Ä�w�î�æ�t�è�¹�›�)�Q�”	Ô�ù�z
�Ú�”�´�w�®�L�x�¯�Ú�ï�Å�t�‘�l�o�Ÿ�s�“�‡�b�{�¤�å�”�U
C
\�`�h�“�z�'�8�`�s�M�A�L�U
\�a�h�“�b
�”�\�q�U�K�“�‡�b�{

�« �Í�w�«�p�x�z�³�µ�Â�Ü�î�æ�µ�Ö�”�µ�p�Ñ�•� �ç�›�Ã�Ÿ�µ�«�T�’  TFTP �±�”�Ì�t�¯�Ð�”�b�”�M�O�›�Ô
�`�‡�b�{

hostname(config)# copy disk0:my_context/my_context.cfg 
tftp://10.7.0.80/my_context/my_context.cfg 

�Í�t�z�Ñ�•� �ç�›�Ã�Ÿ�µ�«	Í�w�K�”	Ô	t�T�’�Ã�Ÿ�µ�«	Í�w���w	Ô	t�t�¯�Ð�”�b�”�M�O�›�Ô�`�‡�b�{
�|
Œ�Ñ�•� �ç�w�Ê
²�x�z�¯�Ð�”�i�w�Ñ�•� �ç�w�Ê
²�t�b�”�\�q�‹�z���w�Ê
²�b�”�\�q�‹�p�V�‡�b�{  

hostname(config)# copy disk0:my_context.cfg disk:my_context/my_context.cfg

�Í�w�«�p�x�z ASDM �Ñ�•� �ç�›  TFTP �±�”�Ì�T�’�º���Ñ�å�¿�³�á  �Ý�Þ�æ�t�¯�Ð�”�b�”�M�O�›�Ô�`�o
�M�‡�b�{

hostname(config)# copy tftp://10.7.0.80/asdm700.bin disk0:asdm700.bin

�Í�w�«�p�x�z�¯�ï�Â�©�µ�Ä�º�w�î�æ�¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï�›  TFTP �±�”�Ì�t�¯�Ð�”�b�”�M�O�›�Ô
�`�o�M�‡�b�{

hostname(config)# copy running-config tftp://10.7.0.80/my_context/my_context.cfg

copy �¯�Ú�ï�Å�p�x�z IP �ž�Å�è�µ�¢	Í�w�«�›�€	°�£�i�Z�p�s�X�z DNS �Ê�‹�¦���p�V�‡�b�{

hostname(config)# copy running-config tftp://www.example.com/my_context/my_context.cfg

���È�¯�Ú�ï�Å

�æ�æ�”�µ �!�Ë�º�0

7.0(1) �\�w�¯�Ú�ï�Å�U�‹�Ö�^�•�‡�`�h�{

7.2(1) DNS �Ê�w�±�Ù�”�Ä�U�å�C�^�•�‡�`�h�{

�¯�Ú�ï�Å 
†�Ì

configure net �Ñ�•� �ç�›  TFTP �±�”�Ì�T�’�î�æ�¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï�t�¯�Ð�”�`�‡�b�{

copy capture �©�ß�Ó�½�ß  �Ñ�•� �ç�›  TFTP �±�”�Ì�t�¯�Ð�”�`�‡�b�{

tftp-server �Ã�Ñ�¥�ç�Ä�w  TFTP �±�”�Ì�›
ƒ���`�‡�b�{

write memory �î�æ�¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï�›�µ�»�”�Ä�ž�¿�Ó  �¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï�t
�-���`�‡�b�{

write net �î�æ�¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï�›  TFTP �±�”�Ì�t�¯�Ð�”�`�‡�b�{
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copy capture
�©�ß�Ó�½�ß �Ñ�•� �ç�›�±�”�Ì�t�¯�Ð�”�b�”�t�x�z�¬�é�”�Ì�ç  �¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï  �Þ�”�Å�p
copy capture �¯�Ú�ï�Å�›�–�;�`�‡�b�{

copy [/noconfirm] [/pcap] capture: [context_name/]buffer_name url

�³�ï�»�¿�«�µ�w
†�Ì

�Ã�Ñ�¥�ç�Ä �\�w�¯�Ú�ï�Å�t�Ã�Ñ�¥�ç�Ä
ƒ���x�K�“�‡�d�œ�{

/noconfirm �¬�Ý�Ó�é�ï�Ó�Ä�s�`�p�Ñ�•� �ç�›�¯�Ð�”�`�‡�b�{

/pcap �Í�­�¿�Ä  �©�ß�Ó�½�ß�›�°�C�»�w�Ã�”�»�q�`�o�¯�Ð�”�`�‡�b�{

buffer_name �©�ß�Ó�½�ß�›�Ý���b�”�h�Š�w�°�™�w�Ê
²�{

context_name/ �·�©�á�æ�Â�Ÿ  �¯�ï�Â�©�µ�Ä�p���[�^�•�h�Í�­�¿�Ä  �©�ß�Ó�½�ß�›�¯�Ð�”�`�‡
�b�{

url �Í�­�¿�Ä  �©�ß�Ó�½�ß  �Ñ�•� �ç�w�¯�Ð�”
Œ�›�¦���`�‡�b�{ �Í�w  URL �³�ï�»�¿
�«�µ�›�€	°�`�o�X�i�^�M�{

• disk0:/[path/]filename

�\�w�¦�Ó�³�ã�ï�x�z ASA 5500 �³�æ�”�¶�&� ���·�©�á�æ�Â�Ÿ  �ž�Ó�å� �ž
�ï�µ�p�w�ˆ�–�;�p�V�z�º���Ñ�å�¿�³�á  �§�”�Å�›�Ô�`�‡�b�{ disk0 �w�E�˜
�“�t  flash �›�–�;�b�”�\�q�‹�p�V�‡�b�{�\�•�’�x�z�¤� �æ�ž�µ�����t�K
�“�‡�b�{

• disk1:/[path/]filename

�\�w�¦�Ó�³�ã�ï�x�z ASA 5500 �³�æ�”�¶�&� ���·�©�á�æ�Â�Ÿ  �ž�Ó�å� �ž
�ï�µ�i�Z�p�–�;�p�V�z�Ž
æ�Ñ�å�¿�³�á  �§�”�Å�›�Ô�`�‡�b�{

• flash:/[path/]filename

�\�w�¦�Ó�³�ã�ï�x�z�º���Ñ�å�¿�³�á  �§�”�Å�›�Ô�`�‡�b�{ ASA 5500 �³
�æ�”�¶�&� ���·�©�á�æ�Â�Ÿ  �ž�Ó�å� �ž�ï�µ�w	Ô�ù�z flash �x  disk0 �w�¤� 
�æ�ž�µ�p�b�{

• ftp://[user[:password]@]server[:port]/[path/]filename[;type=xx]

type �t�x�z�Í�w�M�c�•�T�w�©�”�ë�”�Å�›�¦���p�V�‡�b�{

�µ ap�• ASCII �Í�¿�³�Ò  �Þ�”�Å

�µ an�• ASCII �è	×�Þ�”�Å

�µ ip�•�¢�Ã�Ñ�¥�ç�Ä�£�Ì� �Æ�æ  �Í�¿�³�Ò  �Þ�”�Å

�µ in�•�Ì� �Æ�æ�è	×�Þ�”�Å

• http[s]://[user[:password]@]server[:port]/[path/]filename

• tftp://[user[:password]@]server[:port]/[path/]filename[;int=interface_name]

�±�”�Ì  �ž�Å�è�µ�•�w�ç�”�Ä�›	Í	{�V�b�”	Ô�ù�x�z� �ï�»�”�Ñ�£� �µ�Ê
�›�¦���`�‡�b�{

�h�i�`�z�Í�µ�Ê�t�µ�Ö�”�µ�›���Š�”�\�q�x�p�V�‡�d�œ�{�Í�µ�Ê�t�µ�Ö�”
�µ�U���‡�•�o�M�”	Ô�ù�x�z copy tftp �¯�Ú�ï�Å�p�x�s�X  tftp-server �¯�Ú�ï
�Å�p�Í�µ�›
ƒ���`�o�X�i�^�M�{
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�¯�Ú�ï�Å  �Þ�”�Å �Í�w
¯�x�z�\�w�¯�Ú�ï�Å�›�Ö�—�p�V�”�Þ�”�Å�›�Ô�`�o�M�‡�b�{

�¯�Ú�ï�Å�d�º

�« �Í�w�«�p�x�z�Ñ�ç�Í�µ�›�¦���d�c�t  copy capture �¯�Ú�ï�Å�›�Ö�—�`�h	Ô�ù�t
¯�Ô�^�•�”�Ó�é�ï�Ó�Ä
�›�Ô�`�‡�b�{

hostname(config)# copy capture:abc tftp
Address or name of remote host [171.68.11.129]? 
Source file name [username/cdisk]? 
copying capture to tftp://171.68.11.129/username/cdisk:
[yes|no|again]? y 
!!!!!!!!!!!!! 

�Í�w�‘�O�t�Ñ�ç�Í�µ�›�¦���p�V�‡�b�{

hostname(config)# copy capture:abc tftp:171.68.11.129/tftpboot/abc.cap 

TFTP �±�”�Ì�›
ƒ���`�o�M�”	Ô�ù�x�z�Í�w�‘�O�t�Ñ�•� �ç�w�•�”�•�Ê
²�›	²�t�p�V�‡�b�{

hostname(config)# tftp-server outside 171.68.11.129 tftp/cdisk
hostname(config)# copy capture:abc tftp:/tftp/abc.cap

���È�¯�Ú�ï�Å

�¯�Ú�ï�Å  �Þ�”�Å

�Ñ�•� �ž�¢�¥�”�ç  �Þ�”�Å �·�©�á�æ�Â�Ÿ  �¯�ï�Â�©�µ�Ä

�ç�”�Â�¿�Å �•�a �³�ï�¬�ç

�Ú�ç�½

�¯�ï�Â�©�µ�Ä �³�µ�Â�Ü

�›�V�Þ�”�Å • • • — •

�æ�æ�”�µ �!�Ë�º�0

7.0(1) �\�w�¯�Ú�ï�Å�U�‹�Ö�^�•�‡�`�h�{

�¯�Ú�ï�Å 
†�Ì

capture �Í�­�¿�Ä  �©�ß�Ó�½�ß�;�ó�›���®�t�`�o�z �Í�­�¿�Ä�w�µ�Ç�¿�Ñ�Ÿ�ï�¬�•�É�¿
�Ä�ë�”�«	Ë�•�›�U	Z�p�V�”�‘�O�t�`�‡�b�{

clear capture �©�ß�Ó�½�ß  �Ì�¿�Ñ�•�›	«�ˆ�`�‡�b�{

show capture �¦�Ó�³�ã�ï�U�?�‹�¦���^�•�o�M�s�M	Ô�ù�x�z�©�ß�Ó�½�ß�w�¯�ï�Ñ�Ÿ�ª�á
�è�”�³�ã�ï�›
¯�Ô�`�‡�b�{
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cpu profile activate
CPU �Ó�é�Ñ�•� �ç	)	B	Ø�C�›�‰�•�b�”�t�x�z�›�V  EXEC �Þ�”�Å�p  cpu profile activate �¯�Ú�ï�Å�›�–
�;�`�‡�b�{

cpu profile activate n-samples

�³�ï�»�¿�«�µ�w
†�Ì

�Ã�Ñ�¥�ç�Ä �Ã�Ñ�¥�ç�Ä�w�ˆ�^�•�‹�x�K�“�‡�d�œ�{

�¯�Ú�ï�Å  �Þ�”�Å �Í�w
¯�x�z�\�w�¯�Ú�ï�Å�›�Ö�—�p�V�”�Þ�”�Å�›�Ô�`�o�M�‡�b�{

�¯�Ú�ï�Å�d�º

�–�;	Í�w�̈ � �Å�å� �ï show cpu profile �¯�Ú�ï�Å�›  cpu profile activate �¯�Ú�ï�Å�q
Ê�ˆ�ù�d�o�–�;�b�”�q�z TAC �U CPU �ð
�J�w�Ä�å�Ò�ç�³�á�”�Â�Ÿ�ï�¬�›�§�	�b�”�h�Š�t	)	B�S�‘�|�–�;�p�V�”	Ø�C�U
¯�Ô�^�•�‡�b�{ show
cpu profile �¯�Ú�ï�Å�t�‘�l�o
¯�Ô�^�•�”	Ø�C�x  16 
����Ü�p�b�{

�« �Í�w�«�p�x�z�Ó�é�Ñ�•� �å�›���®�t�`�z 5000 �x�w�±�ï�Ó�ç�›�¨�ò�b�”�‘�O�t�¦�Ô�`�‡�b�{

hostname# cpu profile activate 5000  
Activated CPU profiling for 5000 samples.

show cpu profile �¯�Ú�ï�Å�›�–�;�`�o�z�A�L�›�¬�Ý�`�‡�b�{  

�¢�«�£ cpu profile activate �¯�Ú�ï�Å�w�î�æ�¤�t  show cpu profile �¯�Ú�ï�Å�›�î�æ�b�”�q�z
��æ	Ý�¯
�U
¯�Ô�^�•�‡�b�{

hostname# show cpu profile
CPU profiling started: 07:54:40.888 PDT Fri Sep 1 2006 CPU profiling currently in 
progress, 1640 out of 5000 samples collected.

n-samples n �x�w�±�ï�Ó�ç�›�-���b�”�h�Š�w�Ý�Þ�æ�›�Â�“�p�o�‡�b�{�‹�x  1 �™ 100000
�p�b�{�Ã�Ñ�¥�ç�Ä�x  1000 �p�b�{

�¯�Ú�ï�Å  �Þ�”�Å

�Ñ�•� �ž�¢�¥�”�ç  �Þ�”�Å �·�©�á�æ�Â�Ÿ  �¯�ï�Â�©�µ�Ä

�ç�”�Â�¿�Å �•�a �³�ï�¬�ç

�Ú�ç�½

�¯�ï�Â�©�µ�Ä �³�µ�Â�Ü

�›�V  EXEC • • • • •

�æ�æ�”�µ �!�Ë�º�0

�7�� �\�w�¯�Ú�ï�Å�x�7���w�‹�w�p�b�{
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	r�g�U�ì�ƒ�b�”�q�z show cpu profile �¯�Ú�ï�Å	Z�—�t�‘�l�o�A�L�U
¯�Ô�^�•�‡�b�{�\�w	Ø�C�›�¯�Ð�”
�`�z TAC �t��	Z�`�‡�b�{ TAC �U�\�w	Ø�C�›�Ã�¯�”�Å�`�‡�b�{

hostname# show cpu profile
CPU profiling started: 07:54:40.888 PDT Fri Sep 1 2006 Profiling finished, 5000 
samples:
 00c483f5 00115283 002199d3 001151d1 002199e5 00116258 002199fc 00115230  0021984e 
002198f6 00c48496 00219803 004a55b1 002198b1 00c484d9 00c48472
 00116258 00c48401 002199f3 00c48401 00c484b2 004a5580 0011520a 002198b4
 00116258 00219807 0011520a 00116258 002198a9 00116258 00219a2e 00112009  0021989c 
00fff023 008be861 0011525e 002198be 0021984e 00115277 00219807  002199d0 00114a6d 
002198af 0011520a 00115260 00115274 004a55a6 00c48472
 00c48472 00c48496 002199f9 002198ad 00c484c4 004a55a6 00115260 002198f4  0011528e 
002198e0 00c484bb 00c48496 00c484a6 002199f3 00219810 001161d6 .

���È�¯�Ú�ï�Å �¯�Ú�ï�Å 
†�Ì

show cpu profile TAC �p�–�;�^�•�”  CPU �Ó�é�Ñ�•� �ç  �ž�«�Â�Ÿ�Õ�”�³�ã�ï	Ø�C�›
¯
�Ô�`�‡�b�{
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crashinfo console disable
�Ñ�å�¿�³�á�t�0�b�”�«�å�¿�³�á	{�V���ˆ�w�¡�ˆ	��“�z	{�V���ˆ�z�S�‘�|
ƒ���›�æ�O�t�x�z crashinfo
console disable �¯�Ú�ï�Å�›�–�;�`�‡�b�{  

crashinfo console disable

[no] crashinfo console disable

�³�ï�»�¿�«�µ�w
†�Ì

�Ã�Ñ�¥�ç�Ä �\�w�¯�Ú�ï�Å�t�Ã�Ñ�¥�ç�Ä
ƒ���x�K�“�‡�d�œ�{

�¯�Ú�ï�Å  �Þ�”�Å �Í�w
¯�x�z�\�w�¯�Ú�ï�Å�›�Ö�—�p�V�”�Þ�”�Å�›�Ô�`�o�M�‡�b�{

�¯�Ú�ï�Å�d�º

�–�;	Í�w�̈ � �Å�å� �ï �\�w�¯�Ú�ï�Å�›�–�;�b�”�q�z crashinfo �U�¯�ï�¹�”�ç�t	Z�—�^�•�s�M�‘�O�t�b�”�\�q�U�p�V�‡�b�{
crashinfo �t�x�z
÷�”�t
€���^�•�h�b�‚�o�w�â�”�²�t�0�`�o
¯�Ô�^�•�”�w�t�~�^�˜�`�X�s�M�;�µ	Ø�C
�U���‡�•�o�M�”	Ô�ù�U�K�“�‡�b�{�\�w�¯�Ú�ï�Å�q�ž�t�z crashinfo �U�Ñ�å�¿�³�á�t	{�V���‡�•�o�M�”
�\�q�‹�¬�Ý�b�”
ž�A�U�K�“�‡�b�{�\�•�x
÷�”�w�æ�Ò�”�Ä�™�t�¬�Ý�p�V�‡�b�{�\�w�¯�Ú�ï�Å�x�z
crashinfo �S�‘�|  checkheaps �w	Z�—�t�è�¹�›�)�Q�‡�b�{�\�w	Z�—�x�Ñ�å�¿�³�á�t�-���^�•�z�Ä�å�Ò�ç
�³�á�”�Â�Ÿ�ï�¬�t	G
ü�t�þ�q�j�‡�b�{

�« hostname(config)#  crashinfo console disable  

���È�¯�Ú�ï�Å

disable �«�å�¿�³�á�U
C
\�`�h	Ô�ù�t�¯�ï�¹�”�ç	Z�—�›�H
M�`�‡�b�{

�¯�Ú�ï�Å  �Þ�”�Å

�Ñ�•� �ž�¢�¥�”�ç  �Þ�”�Å �·�©�á�æ�Â�Ÿ  �¯�ï�Â�©�µ�Ä

�ç�”�Â�¿�Å �•�a �³�ï�¬�ç

�Ú�ç�½

�¯�ï�Â�©�µ�Ä �³�µ�Â�Ü

�¬�é�”�Ì�ç  �¯�ï�Ñ�Ÿ�ª�á�è�”
�³�ã�ï

• • • — •

�æ�æ�”�µ �!�Ë�º�0

7.0(4) �\�w�¯�Ú�ï�Å�U�±�Ù�”�Ä�^�•�”�‘�O�t�s�“�‡�`�h�{

�¯�Ú�ï�Å 
†�Ì

clear configure fips NVRAM �t�¨�ò�^�•�o�M�”�³�µ�Â�Ü�‡�h�x�Þ�´�á�”�ç�w  FIPS �¯
�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï	Ø�C�›	«�ˆ�`�‡�b�{

fips enable �³�µ�Â�Ü�‡�h�x�Þ�´�á�”�ç�p  FIPS �t	j �Œ�b�”�h�Š�w�Ù�æ�³�”
�½�£�¿�«�›� �É�”�Ò�ç�‡�h�x�Ã�Ÿ�·�”�Ò�ç�t�`�‡�b�{

fips self-test poweron �Í�ë�”�¦�ï  �·�ç�Ñ�Â�µ�Ä�›�î�æ�`�‡�b�{

show crashinfo console �Ñ�å�¿�³�á�t�0�b�”�«�å�¿�³�á	{�V���ˆ�w�¡�ˆ	��“�z	{�V���ˆ�z
�S�‘�|
ƒ���›�æ�M�‡�b�{  

show running-config fips �·�©�á�æ�Â�Ÿ  �ž�Ó�å� �ž�ï�µ�p�î�æ�^�•�o�M�”  FIPS �¯�ï�Ñ�Ÿ
�ª�á�è�”�³�ã�ï�›
¯�Ô�`�‡�b�{
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crashinfo force
�·�©�á�æ�Â�Ÿ  �ž�Ó�å� �ž�ï�µ�›�§
M�$�t�«�å�¿�³�á�^�d�”�t�x�z�›�V  EXEC �Þ�”�Å�p  crashinfo
force �¯�Ú�ï�Å�›�–�;�`�‡�b�{

crashinfo force [page-fault | watchdog]

�³�ï�»�¿�«�µ�w
†�Ì

�Ã�Ñ�¥�ç�Ä �Ã�Ñ�¥�ç�Ä�p�x�z�·�©�á�æ�Â�Ÿ  �ž�Ó�å� �ž�ï�µ�x�Ñ�å�¿�³�á  �Ý�Þ�æ�t�«�å�¿�³�á	Ø�C�Ñ�•� �ç�›
�-���`�‡�b�{  

�¯�Ú�ï�Å  �Þ�”�Å �Í�w
¯�x�z�\�w�¯�Ú�ï�Å�›�Ö�—�p�V�”�Þ�”�Å�›�Ô�`�o�M�‡�b�{

�¯�Ú�ï�Å�d�º

�–�;	Í�w�̈ � �Å�å� �ï crashinfo force �¯�Ú�ï�Å�›�–�;�`�o�z�«�å�¿�³�á	Z�—�w
\
R�›�Â�µ�Ä�p�V�‡�b�{�«�å�¿�³�á	Z�—�p
�x�z�Š
ú�w�«�å�¿�³�á�q  crashinfo force page-fault �¯�Ú�ï�Å�‡�h�x  crashinfo force watchdog �¯�Ú�ï
�Å�t�‘�l�o
C
\�`�h�«�å�¿�³�á�x�à���p�V�‡�d�œ�{�\�•�x�z�¯�Ú�ï�Å�t�‘�l�o�î�M�t�«�å�¿�³�á�U

C
\�`�o�M�”�h�Š�p�b�{�·�©�á�æ�Â�Ÿ  �ž�Ó�å� �ž�ï�µ�x�z�«�å�¿�³�á�w�¼�ï�Ó�U�ì�ƒ�b�”�q�æ�é�”
�Å�`�‡�b�{  

�«�™ �î�T�‡���¥�p�x  crashinfo force �¯�Ú�ï�Å�›�–�;�`�s�M�p�X�i�^�M�{ crashinfo force �¯�Ú�ï�Å�x�·
�©�á�æ�Â�Ÿ  �ž�Ó�å� �ž�ï�µ�›�«�å�¿�³�á�^�d�o�z�§
M�$�t�æ�é�”�Å�›�î�æ�`�‡�b�{

�« �Í�w�«�p�x�z crashinfo force page-fault �¯�Ú�ï�Å�›�Ö�—�`�h�q�V�t
¯�Ô�^�•�”�/���›�Ô�`�‡�b�{

hostname# crashinfo force page-fault
WARNING: This command will force the XXX to crash and reboot.

Do you wish to proceed? [confirm]: 

�©�”�Ø�”�Å�w  Return �©�”�‡�h�x  Enter �©�”�›�!�`�o
î�<�~�æ�›�Ö�—�b�”�T�z Y �©�”�‡�h�x  y �©�”�›
�!�b�q�z�·�©�á�æ�Â�Ÿ  �ž�Ó�å� �ž�ï�µ�U�«�å�¿�³�á�`�o�æ�é�”�Å�U�î�æ�^�•�‡�b�{�\�•�’�w� �t
�x�z�M�c�•�‹
â�^�t�‰�™�`�h�‹�w�q�r	
�^�•�‡�b�{�f�w���w���È�x�b�‚�o  no �q�r	
�^�•�z�·�©�á
�æ�Â�Ÿ �ž�Ó�å� �ž�ï�µ�x�¯�Ú�ï�Å�å� �ï  �Ó�é�ï�Ó�Ä�t�í�“�‡�b�{

page-fault �¢�¦�Ó�³�ã�ï�£�Ö�”�´  �Ñ�¥�”�ç�Ä�›�b�;�`�o�z�·�©�á�æ�Â�Ÿ  �ž�Ó�å� �ž�ï
�µ�›�§
M�$�t�«�å�¿�³�á�^�d�‡�b�{

watchdog �¢�¦�Ó�³�ã�ï�£�¢�¥�¿�½�Å�¿�¬�›�b�;�`�o�z�·�©�á�æ�Â�Ÿ  �ž�Ó�å� �ž�ï�µ
�›�§
M�$�t�«�å�¿�³�á�^�d�‡�b�{

�¯�Ú�ï�Å  �Þ�”�Å

�Ñ�•� �ž�¢�¥�”�ç  �Þ�”�Å �·�©�á�æ�Â�Ÿ  �¯�ï�Â�©�µ�Ä

�ç�”�Â�¿�Å �•�a �³�ï�¬�ç

�Ú�ç�½

�¯�ï�Â�©�µ�Ä �³�µ�Â�Ü

�›�V  EXEC • • • — •

�æ�æ�”�µ �!�Ë�º�0

�7�� �\�w�¯�Ú�ï�Å�x�7���w�‹�w�p�b�{
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���È�¯�Ú�ï�Å clear crashinfo �«�å�¿�³�á	Ø�C�Ñ�•� �ç�w�º�0�›	«�ˆ�`�‡�b�{

crashinfo test �Ñ�å�¿�³�á  �Ý�Þ�æ�º�w�Ñ�•� �ç�t�«�å�¿�³�á	Ø�C�›�-���b�”�z�·
�©�á�æ�Â�Ÿ  �ž�Ó�å� �ž�ï�µ�w�;�ó�›�Â�µ�Ä�`�‡�b�{

show crashinfo �«�å�¿�³�á	Ø�C�Ñ�•� �ç�w�º�0�›
¯�Ô�`�‡�b�{
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crashinfo save disable
�Ñ�å�¿�³�á  �Ý�Þ�æ�•�w�«�å�¿�³�á	Ø�C�w	{�V���ˆ�›�Ã�Ÿ�·�”�Ò�ç�t�b�”�t�x�z�¬�é�”�Ì�ç  �¯�ï
�Ñ�Ÿ�ª�á�è�”�³�ã�ï  �Þ�”�Å�p  crashinfo save �¯�Ú�ï�Å�›�–�;�`�‡�b�{

crashinfo save disable

no crashinfo save disable

�³�ï�»�¿�«�µ�w
†�Ì �\�w�¯�Ú�ï�Å�t�x�z�Ã�Ñ�¥�ç�Ä�w�¾
:�‹�©�”�ë�”�Å�‹�K�“�‡�d�œ�{

�Ã�Ñ�¥�ç�Ä �Ã�Ñ�¥�ç�Ä�p�x�z�·�©�á�æ�Â�Ÿ  �ž�Ó�å� �ž�ï�µ�x�Ñ�å�¿�³�á  �Ý�Þ�æ�t�«�å�¿�³�á	Ø�C�Ñ�•� �ç�›
�-���`�‡�b�{  

�¯�Ú�ï�Å  �Þ�”�Å �Í�w
¯�x�z�\�w�¯�Ú�ï�Å�›�Ö�—�p�V�”�Þ�”�Å�›�Ô�`�o�M�‡�b�{

�¯�Ú�ï�Å�d�º

�–�;	Í�w�̈ � �Å�å� �ï �«�å�¿�³�á	Ø�C�x�z�‡�c�Ñ�å�¿�³�á  �Ý�Þ�æ�t	{�V���‡�•�z�Í�t�¯�ï�¹�”�ç�t	{�V���‡�•�‡�b�{  

�¢�«�£ �·�©�á�æ�Â�Ÿ  �ž�Ó�å� �ž�ï�µ�U�I�ˆ�¤�t�«�å�¿�³�á�`�h	Ô�ù�z�«�å�¿�³�á	Ø�C�Ñ�•� �ç�x�-���^
�•�‡�d�œ�{�«�å�¿�³�á	Ø�C�›�Ñ�å�¿�³�á  �Ý�Þ�æ�t�-���b�”�t�x�z�·�©�á�æ�Â�Ÿ  �ž�Ó�å� �ž�ï�µ�x
�ì
¶�t	s�8�=�^�•�o�z�ˆ�^�›�‰�•�`�o�M�”
ž�A�U�K�“�‡�b�{

�«�å�¿�³�á	Ø�C�w�Ñ�å�¿�³�á  �Ý�Þ�æ�•�w�-���›�‹�O�°�S� �É�”�Ò�ç�t�b�”�t�x�z no crashinfo save
disable �¯�Ú�ï�Å�›�–�;�`�‡�b�{

�« hostname(config)# crashinfo save disable

���È�¯�Ú�ï�Å

�¯�Ú�ï�Å  �Þ�”�Å

�Ñ�•� �ž�¢�¥�”�ç  �Þ�”�Å �·�©�á�æ�Â�Ÿ  �¯�ï�Â�©�µ�Ä

�ç�”�Â�¿�Å �•�a �³�ï�¬�ç

�Ú�ç�½

�¯�ï�Â�©�µ�Ä �³�µ�Â�Ü

�¬�é�”�Ì�ç  �¯�ï�Ñ�Ÿ�ª�á�è�”
�³�ã�ï

• • • — •

�æ�æ�”�µ �!�Ë�º�0

7.0(1) crashinfo save enable �¯�Ú�ï�Å�x
��­�^�•�z ���®�s�¦�Ó�³�ã�ï�p�x�s�X�s�“
�‡�`�h�{�E�˜�“�t�z no crashinfo save disable �¯�Ú�ï�Å�›�–�;�`�‡�b�{

clear crashinfo �«�å�¿�³�á  �Ñ�•� �ç�w�º�0�›	«�ˆ�`�‡�b�{

crashinfo force �·�©�á�æ�Â�Ÿ  �ž�Ó�å� �ž�ï�µ�›�§
M�$�t�«�å�¿�³�á�^�d�‡�b�{

crashinfo test �Ñ�å�¿�³�á  �Ý�Þ�æ�º�w�Ñ�•� �ç�t�«�å�¿�³�á	Ø�C�›�-���b�”�z�·�©�á�æ
�Â�Ÿ  �ž�Ó�å� �ž�ï�µ�w�;�ó�›�Â�µ�Ä�`�‡�b�{

show crashinfo �«�å�¿�³�á  �Ñ�•� �ç�w�º�0�›
¯�Ô�`�‡�b�{
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crashinfo test
�·�©�á�æ�Â�Ÿ  �ž�Ó�å� �ž�ï�µ�w�;�ó�›�Â�µ�Ä�`�o�z�Ñ�å�¿�³�á  �Ý�Þ�æ�º�w�Ñ�•� �ç�t�«�å�¿�³�á
	Ø�C�›�-���b�”�t�x�z�¬�é�”�Ì�ç  �¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï  �Þ�”�Å�p  crashinfo test �¯�Ú�ï�Å�›�–�;
�`�‡�b�{  

crashinfo test

�³�ï�»�¿�«�µ�w
†�Ì �\�w�¯�Ú�ï�Å�t�x�z�¾
:�‹�©�”�ë�”�Å�‹�K�“�‡�d�œ�{

�Ã�Ñ�¥�ç�Ä �Ã�Ñ�¥�ç�Ä�w�ˆ�^�•�‹�x�K�“�‡�d�œ�{

�¯�Ú�ï�Å  �Þ�”�Å �Í�w
¯�x�z�\�w�¯�Ú�ï�Å�›�Ö�—�p�V�”�Þ�”�Å�›�Ô�`�o�M�‡�b�{

�¯�Ú�ï�Å�d�º

�–�;	Í�w�̈ � �Å�å� �ï �Ñ�å�¿�³�á  �Ý�Þ�æ�º�t�Ž
²�w�«�å�¿�³�á	Ø�C�Ñ�•� �ç�U�b�p�t���O�b�”	Ô�ù�z �f�w�Ñ�•� �ç�x	Í	{
�V�^�•�‡�b�{  

�¢�«�£ crashinfo test �¯�Ú�ï�Å�›�Ö�—�`�o�‹�·�©�á�æ�Â�Ÿ  �ž�Ó�å� �ž�ï�µ�x�«�å�¿�³�á�`�‡�d�œ�{  

�« �Í�w�«�p�x�z�«�å�¿�³�á	Ø�C�Ñ�•� �ç  �Â�µ�Ä�w	Z�—�›�Ô�`�‡�b�{  

hostname(config)# crashinfo test

���È�¯�Ú�ï�Å

�¯�Ú�ï�Å  �Þ�”�Å

�Ñ�•� �ž�¢�¥�”�ç  �Þ�”�Å �·�©�á�æ�Â�Ÿ  �¯�ï�Â�©�µ�Ä

�ç�”�Â�¿�Å �•�a �³�ï�¬�ç

�Ú�ç�½

�¯�ï�Â�©�µ�Ä �³�µ�Â�Ü

�¬�é�”�Ì�ç  �¯�ï�Ñ�Ÿ�ª�á�è�”
�³�ã�ï

• • • — •

�æ�æ�”�µ �!�Ë�º�0

�7�� �\�w�¯�Ú�ï�Å�x�7���w�‹�w�p�b�{

clear crashinfo �«�å�¿�³�á  �Ñ�•� �ç�w�º�0�›�_	†�`�‡�b�{

crashinfo force �·�©�á�æ�Â�Ÿ  �ž�Ó�å� �ž�ï�µ�›�§
M�$�t�«�å�¿�³�á�^�d�‡�b�{

show crashinfo �«�å�¿�³�á  �Ñ�•� �ç�w�º�0�›
¯�Ô�`�‡�b�{
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crl
CRL �¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï  �¦�Ó�³�ã�ï�›�¦���b�”�t�x�z �‰�ø CA �Ä�å�µ�Ä�Ù� �ï�Ä  �¯�ï�Ñ�Ÿ�ª�á
�è�”�³�ã�ï  �Þ�”�Å�p  crl  �¯�Ú�ï�Å�›�–�;�`�‡�b�{  

crl { required | optional | nocheck}

�³�ï�»�¿�«�µ�w
†�Ì

�Ã�Ñ�¥�ç�Ä �Ã�Ñ�¥�ç�Ä�‹�x�z nocheck �p�b�{

�¯�Ú�ï�Å  �Þ�”�Å �Í�w
¯�x�z�\�w�¯�Ú�ï�Å�›�Ö�—�p�V�”�Þ�”�Å�›�Ô�`�o�M�‡�b�{

�¯�Ú�ï�Å�d�º

�« �Í�w�«�p�x�z�Ä�å�µ�Ä�Ù� �ï�Ä  central �w�‰�ø CA �Ä�å�µ�Ä�Ù� �ï�Ä  �¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï  �Þ�”
�Å�t�Ö�“�z CRL �U�Ä�å�µ�Ä�Ù� �ï�Ä  central �w�U	Â�^�•�”�Ð�ž	Â�Ì	{�t�0�`�o�–�;�p�V�”�\�q�›�A
�{�`�‡�b�{

hostname(config)# crypto ca trustpoint central
hostname(ca-trustpoint)# crl required
hostname(ca-trustpoint)# 

���È�¯�Ú�ï�Å

required 
ž
"�w  CRL �x�z�U	Â�^�•�”�Ð�ž	Â�Ì	{�t�0�`�o�–�;�p�V�”
ž�A�U�K�“�‡
�b�{

optional 
ž
"�w  CRL �U�–�;�p�V�s�M	Ô�ù�t�‹�z�·�©�á�æ�Â�Ÿ  �ž�Ó�å� �ž�ï�µ�x�Ð
�ž	Â�Ì	{�›	!�Z�Ö�•�”�\�q�U�p�V�‡�b�{

nocheck CRL �½�£�¿�«�›�î�æ�`�s�M�‘�O�t�·�©�á�æ�Â�Ÿ  �ž�Ó�å� �ž�ï�µ�t�¦�Ô�`
�‡�b�{

�¯�Ú�ï�Å  �Þ�”�Å

�Ñ�•� �ž�¢�¥�”�ç  �Þ�”�Å �·�©�á�æ�Â�Ÿ  �¯�ï�Â�©�µ�Ä

�ç�”�Â�¿�Å �•�a �³�ï�¬�ç

�Ú�ç�½

�¯�ï�Â�©�µ�Ä �³�µ�Â�Ü

�‰�ø CA �Ä�å�µ�Ä�Ù� �ï�Ä  �¯
�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï

• • • • •

�æ�æ�”�µ �!�Ë�º�0

7.0(1)(1) �\�w�¯�Ú�ï�Å�U�‹�Ö�^�•�‡�`�h�{

7.2(1) �\�w�¯�Ú�ï�Å�x
��­�^�•�‡�`�h�{	ý�`�M  revocation-check �¯�Ú�ï�Å�x�z�Í
�w�q�S�“�p�b�{

• crl optional �x�z revocation-check crl none �t�”�V�õ�Q�’�•�‡�`�h�{

• crl  required �x�z revocation-check crl  �t�”�V�õ�Q�’�•�‡�`�h�{

• crl  nocheck �x�z revocation-check none �t�”�V�õ�Q�’�•�‡�`�h�{

�¯�Ú�ï�Å 
†�Ì

clear configure crypto ca trustpoint �b�‚�o�w�Ä�å�µ�Ä�Ù� �ï�Ä�›�_	†�`�‡�b�{

crypto ca trustpoint �Ä�å�µ�Ä�Ù� �ï�Ä  �±�Ò�Þ�”�Å�t�Ö�“�‡�b�{

crl configure crl �¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï  �Þ�”�Å�t�Ö�“�‡�b�{
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crl configure
CRL 
ƒ���¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï  �Þ�”�Å�t�Ö�”�t�x�z �‰�ø CA �Ä�å�µ�Ä�Ù� �ï�Ä  �¯�ï�Ñ�Ÿ�ª�á�è�”
�³�ã�ï  �Þ�”�Å�p  crl configure �¯�Ú�ï�Å�›�–�;�`�‡�b�{  

crl configure

�³�ï�»�¿�«�µ�w
†�Ì

�Ã�Ñ�¥�ç�Ä �Ã�Ñ�¥�ç�Ä�w�ˆ�^�•�‹�x�K�“�‡�d�œ�{

�¯�Ú�ï�Å  �Þ�”�Å �Í�w
¯�x�z�\�w�¯�Ú�ï�Å�›�Ö�—�p�V�”�Þ�”�Å�›�Ô�`�o�M�‡�b�{

�¯�Ú�ï�Å�d�º

�« �Í�w�«�p�x�z�Ä�å�µ�Ä�Ù� �ï�Ä  central �º�w  crl �¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï  �Þ�”�Å�t�Ö�“�‡�b�{

hostname<config># crypto ca trustpoint central
hostname<ca-trustpoint># crl configure
hostname<ca-crl># 

���È�¯�Ú�ï�Å

�\�w�¯�Ú�ï�Å�t�x�z�¾
:�‹�©�”�ë�”�Å�‹�K�“�‡�d�œ�{

�¯�Ú�ï�Å  �Þ�”�Å

�Ñ�•� �ž�¢�¥�”�ç  �Þ�”�Å �·�©�á�æ�Â�Ÿ  �¯�ï�Â�©�µ�Ä

�ç�”�Â�¿�Å �•�a �³�ï�¬�ç

�Ú�ç�½

�¯�ï�Â�©�µ�Ä �³�µ�Â�Ü

�‰�ø CA �Ä�å�µ�Ä�Ù� �ï�Ä  �¯
�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï

• • • • •

�æ�æ�”�µ �!�Ë�º�0

7.0(1) �\�w�¯�Ú�ï�Å�U�‹�Ö�^�•�‡�`�h�{

�¯�Ú�ï�Å 
†�Ì

clear configure crypto ca trustpoint �b�‚�o�w�Ä�å�µ�Ä�Ù� �ï�Ä�›�_	†�`�‡�b�{

crypto ca trustpoint �Ä�å�µ�Ä�Ù� �ï�Ä  �±�Ò�Þ�”�Å�t�Ö�“�‡�b�{
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9

crypto ca authenticate �¯�Ú�ï�Å�™  
customization �¯�Ú�ï�Å

crypto ca authenticate
�Ä�å�µ�Ä�Ù� �ï�Ä�t���È
Ç�Z�’�•�h  CA 	Â�Ì	{�›� �ï�µ�Ä�”�ç�S�‘�|�Ý	Â�b�”�t�x�z �¬�é�”�Ì�ç  �¯
�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï  �Þ�”�Å�p  crypto ca authenticate �¯�Ú�ï�Å�›�–�;�`�‡�b�{ CA 	Â�Ì	{�›�_	†�b
�”�t�x�z�\�w�¯�Ú�ï�Å�w  no ���Ü�›�–�;�`�‡�b�{  

crypto ca authenticate trustpoint [fingerprint  hexvalue] [nointeractive]

no crypto ca authenticate trustpoint 

�³�ï�»�¿�«�µ�w
†�Ì

�Ã�Ñ�¥�ç�Ä �\�w�¯�Ú�ï�Å�t�x�z�Ã�Ñ�¥�ç�Ä�w�ˆ�^�‹�‹�‹�K�“�‡�d�œ�{

fingerprint �·�©�á�æ�Â�Ÿ  �ž�Ó�å� �ž�ï�µ�U  CA 	Â�Ì	{�w�Ý	Â�t�–�;�b�”�z �ó
:�È�p�Ï
R
�^�•�h�Ë�¿�³�á�‹�›�¦���`�‡�b�{�Ñ�Ÿ�ï�¨�”�Ó�æ�ï�Ä�U���™�^�•�o�M�”	Ô
�ù�z�·�©�á�æ�Â�Ÿ  �ž�Ó�å� �ž�ï�µ�x  CA 	Â�Ì	{�w�-�‰�^�•�h�Ñ�Ÿ�ï�¨�”�Ó�æ
�ï�Ä�q
z�±�`�z 2 �m�w�‹�U�°�•�`�h	Ô�ù�w�ˆ�f�w	Â�Ì	{�›	!�Z�Ö�•�‡�b�{
�Ñ�Ÿ�ï�¨�”�Ó�æ�ï�Ä�U�s�M	Ô�ù�z�·�©�á�æ�Â�Ÿ  �ž�Ó�å� �ž�ï�µ�x�-�‰�^�•
�h�Ñ�Ÿ�ï�¨�”�Ó�æ�ï�Ä�›
¯�Ô�`�z	Â�Ì	{�›	!�Z�Ö�•�”�T�r�O�T
��v�‡�b�{

hexvalue �Ñ�Ÿ�ï�¨�”�Ó�æ�ï�Ä�w  16 
��‹�›�¦���`�‡�b�{

nointeractive Device Manager 
•�;�w
‡�0�é���Þ�”�Å�›�–�;�`�o�z�\�w�Ä�å�µ�Ä�Ù� �ï�Ä�w
CA 	Â�Ì	{�›	��˜�`�‡�b�{ �f�w�q�V�z �Ñ�Ÿ�ï�¨�”�Ó�æ�ï�Ä�U�s�M	Ô�ù�z �·�©�á
�æ�Â�Ÿ �ž�Ó�å� �ž�ï�µ�x�¬�Ý�d�c�t	Â�Ì	{�›	!�Z�Ö�•�‡�b�{

trustpoint CA 	Â�Ì	{�›	��˜�b�”�Ä�å�µ�Ä�Ù� �ï�Ä�›�¦���`�‡�b�{�Ê
²�w�7�G�Õ�x  128
���È�p�b�{
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�¯�Ú�ï�Å  �Þ�”�Å �Í�w
¯�x�z�\�w�¯�Ú�ï�Å�›�Ö�—�p�V�”�Þ�”�Å�›�Ô�`�o�M�‡�b�{

�¯�Ú�ï�Å�d�º

�–�;	Í�w�̈ � �Å�å� �ï �Ä�å�µ�Ä�Ù� �ï�Ä�U  SCEP �J�å�;�t
ƒ���^�•�o�M�”	Ô�ù�z CA 	Â�Ì	{�x  SCEP �&���p�¼�¢�ï�é�”�Å
�^�•�‡�b�{�Ä�å�µ�Ä�Ù� �ï�Ä�U  SCEP �J�å�;�t
ƒ���^�•�o�M�s�M	Ô�ù�z�·�©�á�æ�Â�Ÿ  �ž�Ó�å� �ž�ï
�µ�x  Base-64 ���Ü�w  CA 	Â�Ì	{�›�z�¤�t�7�“
Ç�Z�”�‘�O�t�A�{�`�‡�b�{  

�\�w�¯�Ú�ï�Å�w�z�|	Z�`�x�z�î�æ�¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï�w�°
æ�t�s�“�‡�d�œ�{

�« �Í�w�«�p�x�z�·�©�á�æ�Â�Ÿ  �ž�Ó�å� �ž�ï�µ�U  CA �w	Â�Ì	{�›�A�{�`�‡�b�{ CA �x	Â�Ì	{�›
ù	ô�`�z
�·�©�á�æ�Â�Ÿ  �ž�Ó�å� �ž�ï�µ�x�z���g	��t  CA 	Â�Ì	{�w�Ñ�Ÿ�ï�¨�”�Ó�æ�ï�Ä�›�½�£�¿�«�`�o  CA 	Â
�Ì	{�›�¬�Ý�b�”�‘�O�t�A�{�`�‡�b�{�·�©�á�æ�Â�Ÿ  �ž�Ó�å� �ž�ï�µ�w���g	��x�z
¯�Ô�^�•�h�Ñ�Ÿ�ï
�¨�”�Ó�æ�ï�Ä�w�‹�›�7�Œ�w
Y�`�M�‹�q	°�ù�b�”
ž�A�U�K�“�‡�b�{�·�©�á�æ�Â�Ÿ  �ž�Ó�å� �ž�ï�µ�t
�‘�l�o
¯�Ô�^�•�h�Ñ�Ÿ�ï�¨�”�Ó�æ�ï�Ä�U
Y�`�M�‹�q�°�•�`�h	Ô�ù�x�z�f�w	Â�Ì	{�›���®�p�K�”�q�`
�o	!�Z�Ö�•�”
ž�A�U�K�“�‡�b�{

hostname(config)# crypto ca authenticate myca
Certificate has the following attributes:
Fingerprint: 0123 4567 89AB CDEF 0123
Do you accept this certificate? [yes/no] y#
hostname(config)# 

�¯�Ú�ï�Å  �Þ�”�Å

�Ñ�•� �ž�¢�¥�”�ç  �Þ�”�Å �·�©�á�æ�Â�Ÿ  �¯�ï�Â�©�µ�Ä

�ç�”�Â�¿�Å �•�a �³�ï�¬�ç

�Ú�ç�½

�¯�ï�Â�©�µ�Ä �³�µ�Â�Ü

�¬�é�”�Ì�ç  �¯�ï�Ñ�Ÿ�ª�á�è�”
�³�ã�ï

• • • • —

�æ�æ�”�µ �!�Ë�º�0

7.0 �\�w�¯�Ú�ï�Å�U�‹�Ö�^�•�‡�`�h�{
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�Í�w�«�p�x�z�Ä�å�µ�Ä�Ù� �ï�Ä  tp9 �U�z�¤�Õ�”�µ�¢	��ˆ�£�w�J�å�;�t
ƒ���^�•�‡�b�{�\�w	Ô�ù�z�·
�©�á�æ�Â�Ÿ  �ž�Ó�å� �ž�ï�µ�x���g	��t  CA 	Â�Ì	{�›�z�¤�t�7�“
Ç�Z�”�‘�O�t�A�{�`�‡�b�{ 	Â�Ì	{�w
�Ñ�Ÿ�ï�¨�”�Ó�æ�ï�Ä�›
¯�Ô�`�h�™�z�·�©�á�æ�Â�Ÿ  �ž�Ó�å� �ž�ï�µ�x�z���g	��t	Â�Ì	{�U�-�Ë�^�•�”
�\�q�›�¬�Ý�b�”�‘�O�t�A�{�`�‡�b�{

hostname(config)#  crypto ca authenticate tp9
Enter the base 64 encoded CA certificate.
End with a blank line or the word "quit" on a line by itself
Certificate has the following attributes:
Fingerprint: 21B598D5 4A81F3E5 0B24D12E 3F89C2E4
% Do you accept this certificate? [yes/no]: yes
Trustpoint CA certificate accepted.
% Certificate successfully imported
hostname(config)# 

���È�¯�Ú�ï�Å �¯�Ú�ï�Å 
†�Ì

crypto ca enroll CA �•�w�J�å�›�‰�•�`�‡�b�{

crypto ca import certificate 	��ˆ�J�å�A�{�•�w� �t�q�`�o  CA �T�’	!	ô�`�h	Â�Ì	{�›� �ï
�µ�Ä�”�ç�`�‡�b�{�‡�h�z PKS12 �Ã�”�»�›�Ä�å�µ�Ä�Ù� �ï�Ä�t
� �ï�Ù�”�Ä�`�‡�b�{

crypto ca trustpoint �¦���`�h�Ä�å�µ�Ä�Ù� �ï�Ä�w�Ä�å�µ�Ä�Ù� �ï�Ä  �±�Ò�Þ�”�Å
�t�Ö�“�‡�b�{
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crypto ca certificate chain
�¦���`�h�Ä�å�µ�Ä�Ù� �ï�Ä�w	Â�Ì	{�½�£�”�ï  �¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï  �Þ�”�Å�t�Ö�”�t�x�z�¬�é�”
�Ì�ç  �¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï  �Þ�”�Å�p  crypto ca certificate chain �¯�Ú�ï�Å�›�–�;�`�‡�b�{�¬�é�”�Ì
�ç  �¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï  �Þ�”�Å�t�í�”�t�x�z�\�w�¯�Ú�ï�Å�w  no ���Ü�›�–�;�b�”�T�z exit �¯�Ú�ï
�Å�›�–�;�`�‡�b�{

crypto ca certificate chain trustpoint

�³�ï�»�¿�«�µ�w
†�Ì

�Ã�Ñ�¥�ç�Ä �\�w�¯�Ú�ï�Å�t�Ã�Ñ�¥�ç�Ä�‹�x�K�“�‡�d�œ�{

�¯�Ú�ï�Å  �Þ�”�Å �Í�w
¯�x�z�\�w�¯�Ú�ï�Å�›�Ö�—�p�V�”�Þ�”�Å�›�Ô�`�o�M�‡�b�{

�¯�Ú�ï�Å�d�º

�« �Í�w�«�p�x�z�Ä�å�µ�Ä�Ù� �ï�Ä  central �w CA 	Â�Ì	{�½�£�”�ï  �±�Ò�Þ�”�Å�t�Ö�“�‡�b�{

hostname<config># crypto ca certificate chain central 
hostname<config-cert-chain># 

���È�¯�Ú�ï�Å

trustpoint 	Â�Ì	{�½�£�”�ï�›
ƒ���b�”�Ä�å�µ�Ä�Ù� �ï�Ä�›�¦���`�‡�b�{

�¯�Ú�ï�Å  �Þ�”�Å

�Ñ�•� �ž�¢�¥�”�ç  �Þ�”�Å �·�©�á�æ�Â�Ÿ  �¯�ï�Â�©�µ�Ä

�ç�”�Â�¿�Å �•�a �³�ï�¬�ç

�Ú�ç�½

�¯�ï�Â�©�µ�Ä �³�µ�Â�Ü

�¬�é�”�Ì�ç  �¯�ï�Ñ�Ÿ�ª�á�è�”
�³�ã�ï

• • • • —

�æ�æ�”�µ �!�Ë�º�0

7.0(1) �\�w�¯�Ú�ï�Å�U�‹�Ö�^�•�‡�`�h�{

�¯�Ú�ï�Å 
†�Ì

clear configure crypto ca trustpoint �b�‚�o�w�Ä�å�µ�Ä�Ù� �ï�Ä�›�_	†�`�‡�b�{
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crypto ca certificate map
CA 	Â�Ì	{�Ú�¿�Ó  �Þ�”�Å�t�Ö�”�t�x�z�¬�é�”�Ì�ç  �¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï  �Þ�”�Å�p  crypto ca
configuration map �¯�Ú�ï�Å�›�–�;�`�‡�b�{�\�w�¯�Ú�ï�Å�›�î�æ�b�”�q�z CA 	Â�Ì	{�Ú�¿�Ó  �Þ�”�Å�t
�Ö�“�‡�b�{	Â�Ì	{�Ú�¿�Ð�ï�¬�F���w��
Œ	q�•
Ç�V�æ�µ�Ä�›���g�b�”�t�x�z�\�w�¯�Ú�ï�Å�w�¬�ç�”�Ó
�›�–�;�`�‡�b�{�Ú�¿�Ð�ï�¬�F���w	q	‚�x�³�”�­�ï�µ
j�ø�t�‘�l�o�>�‡�“�‡�b�{

�‰�ø CA 	Â�Ì	{�Ú�¿�Ó�F���›�_	†�b�”�t�x�z�\�w�¯�Ú�ï�Å�w  no ���Ü�›�–�;�`�‡�b�{

crypto ca certificate map {sequence-number | map-name sequence-number}

no crypto ca certificate map {sequence-number | map-name [sequence-number]}

�³�ï�»�¿�«�µ�w
†�Ì

�Ã�Ñ�¥�ç�Ä sequence-number �w�Ã�Ñ�¥�ç�Ä�w�ˆ�^�•�‹�x�K�“�‡�d�œ�{  

map-name �w�Ã�Ñ�¥�ç�Ä�w�‹�x�z DefaultCertificateMap �p�b�{

�¯�Ú�ï�Å  �Þ�”�Å �Í�w
¯�x�z�\�w�¯�Ú�ï�Å�›�Ö�—�p�V�”�Þ�”�Å�›�Ô�`�o�M�‡�b�{

�¯�Ú�ï�Å�d�º

�–�;	Í�w�̈ � �Å�å� �ï �\�w�¯�Ú�ï�Å�›
C�æ�b�”�q�z�·�©�á�æ�Â�Ÿ  �ž�Ó�å� �ž�ï�µ�x  CA 	Â�Ì	{�Ú�¿�Ó  �¯�ï�Ñ�Ÿ�ª�á�è�”
�³�ã�ï  �Þ�”�Å�t�s�“�‡�b�{�\�w�Þ�”�Å�p�x�z	Â�Ì	{�w
C�æ	��Ê�S�‘�|�±�Ò�´�£�«�Ä�Ý��	��Ê�¢ DN�£
�t�,�n�M�o�F���›
ƒ���p�V�‡�b�{�\�•�’�w�F���w�°
`�$�s���Ü�x�Í�w�q�S�“�p�b�{

DN match-criteria match-value

DN �x�z subject-name �‡�h�x  issuer-name �w�M�c�•�T�p�b�{ DN �x�z ITU-T X.509 
ª	j�p���[�^�•�o�M
�‡�b�{	Â�Ì	{�Ñ�Ÿ�”�ç�Å�w�æ�µ�Ä�t�m�M�o�x�z���È�¯�Ú�ï�Å�›�€	°�`�o�X�i�^�M�{

match-criteria �x�z�Í�w
¯�q�‡�h�x���‰� �p�Ï
R�^�•�‡�b�{  

map-name certificate-to-group �Ú�¿�Ó�w�Ê
²�›�¦���`�‡�b�{

sequence-number �^
R�b�”	Â�Ì	{�Ú�¿�Ó�F���w
j�ø�›�¦���`�‡�b�{
c�“�x  1 �™ 65535 �p�b�{
�Ä�ï�É�ç  �¬�ç�”�Ó�›	Â�Ì	{�Ú�¿�Ó�F���t�Ú�¿�Ð�ï�¬�b�”  tunnel-group-map
�›�^
R�b�”�q�V�t�z�\�w
j�ø�›�–�;�p�V�‡�b�{

�¯�Ú�ï�Å  �Þ�”�Å

�Ñ�•� �ž�¢�¥�”�ç  �Þ�”�Å �·�©�á�æ�Â�Ÿ  �¯�ï�Â�©�µ�Ä

�ç�”�Â�¿�Å �•�a �³�ï�¬�ç

�Ú�ç�½

�¯�ï�Â�©�µ�Ä �³�µ�Â�Ü

�¬�é�”�Ì�ç  �¯�ï�Ñ�Ÿ�ª�á�è�”
�³�ã�ï

• • • • —

�æ�æ�”�µ �!�Ë�º�0

7.0(1) �\�w�¯�Ú�ï�Å�U�‹�Ö�^�•�‡�`�h�{

7.2 map-name �©�”�ë�”�Å�U�å�C�^�•�‡�`�h�{

attr tag 
z�±�›�è	×�Ê�¢ CN�£�s�r�w�›���w  DN �ž�Ä�æ�Ï�á�”�Ä�t
M�v�`�‡�b�{

co ���‰

eq �s�`�M

nc ���‡�s�M

ne �s�`�X�s�M
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DN �w�°�•
¯�q�p�x�G���È�q	–���È�U�à���^�•�‡�d�œ�{

�« �Í�w�«�x�z example-map �q�M�O�Ú�¿�Ó�Ê�q�³�”�­�ï�µ
j�ø  1�¢�F��
j�ø  1�£�p  CA 	Â�Ì	{�Ú�¿�Ó  �Þ�”
�Å�t�Ö�“�z subject-name �q�M�O�è	×�Ê�¢ CN�£�ž�Ä�æ�Ï�á�”�Ä�U  Pat �q�°�•�b�”
ž�A�U�K�”�\�q�›�¦
���`�o�M�‡�b�{

hostname(config)#  crypto ca certificate map example-map 1
hostname(ca-certificate-map)#  subject-name attr cn eq pat
hostname(ca-certificate-map)#

�Í�w�«�x�z example-map �q�M�O�Ú�¿�Ó�Ê�q�³�”�­�ï�µ
j�ø  1 �p  CA 	Â�Ì	{�Ú�¿�Ó  �Þ�”�Å�t�Ö�“�z
subject-name �º�w�r�\�T�t�‹  cisco �U���‡�•�”�\�q�›�¦���`�o�M�‡�b�{

hostname(config)#  crypto ca certificate map example-map 1
hostname(ca-certificate-map)#  subject-name co cisco
hostname(ca-certificate-map)#

���È�¯�Ú�ï�Å �¯�Ú�ï�Å 
†�Ì

issuer-name �F���¤�ï�Ä�æ�U  IPSec �Ð�ž	Â�Ì	{�w
C�æ	�  DN �t�&�;
�^�•�”�\�q�›�¦���`�‡�b�{

subject-name�¢�‰�ø CA 	Â�Ì	{�Ú�¿�Ó�£ �F���¤�ï�Ä�æ�U  IPSec �Ð�ž	Â�Ì	{�w�±�Ò�´�£�«�Ä  DN
�t�&�;�^�•�”�\�q�›�¦���`�‡�b�{

tunnel-group-map enable crypto ca certificate map �¯�Ú�ï�Å�p�^
R�^�•�h	Â�Ì	{
�Ú�¿�Ó  �¤�ï�Ä�æ�›�Ä�ï�É�ç  �¬�ç�”�Ó�t���È
Ç�Z�‡�b�{
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crypto ca crl request
�¦���`�h�Ä�å�µ�Ä�Ù� �ï�Ä�w�¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï  �Í�å�Ý�”�»�t�,�n�M�o  CRL �›�A�{�b�”�t
�x�z�‰�ø  CA �Ä�å�µ�Ä�Ù� �ï�Ä  �¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï  �Þ�”�Å�p  crypto ca crl request �¯�Ú�ï�Å�›
�–�;�`�‡�b�{

crypto ca crl request trustpoint 

�³�ï�»�¿�«�µ�w
†�Ì

�Ã�Ñ�¥�ç�Ä �Ã�Ñ�¥�ç�Ä�w�ˆ�^�•�‹�x�K�“�‡�d�œ�{

�¯�Ú�ï�Å  �Þ�”�Å �Í�w
¯�x�z�\�w�¯�Ú�ï�Å�›�Ö�—�p�V�”�Þ�”�Å�›�Ô�`�o�M�‡�b�{

�¯�Ú�ï�Å�d�º

�–�;	Í�w�̈ � �Å�å� �ï �\�w�¯�Ú�ï�Å�w�z�|	Z�`�x�z�î�æ�¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï�w�°
æ�t�s�“�‡�d�œ�{

�« �Í�w�«�p�x�z central �q�M�O�Ê
²�w�Ä�å�µ�Ä�Ù� �ï�Ä�t�,�n�M�o  CRL �›�A�{�`�‡�b�{

hostname(config)#  crypto ca crl request central
hostname(config)# 

���È�¯�Ú�ï�Å

trustpoint �Ä�å�µ�Ä�Ù� �ï�Ä�›�¦���`�‡�b�{�7�G���È
:�x  128 �p�b�{

�¯�Ú�ï�Å  �Þ�”�Å

�Ñ�•� �ž�¢�¥�”�ç  �Þ�”�Å �·�©�á�æ�Â�Ÿ  �¯�ï�Â�©�µ�Ä

�ç�”�Â�¿�Å �•�a �³�ï�¬�ç

�Ú�ç�½

�¯�ï�Â�©�µ�Ä �³�µ�Â�Ü

�‰�ø CA �Ä�å�µ�Ä�Ù� �ï�Ä  �¯
�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï

• • • • —

�æ�æ�”�µ �!�Ë�º�0

7.0(1) �\�w�¯�Ú�ï�Å�U�‹�Ö�^�•�‡�`�h�{

�¯�Ú�ï�Å 
†�Ì

crl configure crl 
ƒ���Þ�”�Å�t�Ö�“�‡�b�{
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crypto ca enroll
CA �q�w�J�å�Ó�é�·�µ�›�‰�•�b�”�t�x�z�¬�é�”�Ì�ç  �¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï  �Þ�”�Å�p  crypto ca
enroll �¯�Ú�ï�Å�›�–�;�`�‡�b�{�\�w�¯�Ú�ï�Å�U
Y	×�t�î�æ�^�•�”�t�x�z�Ä�å�µ�Ä�Ù� �ï�Ä�U
Y�`�X

ƒ���^�•�o�M�”
ž�A�U�K�“�‡�b�{

crypto ca enroll trustpoint [noconfirm]

�³�ï�»�¿�«�µ�w
†�Ì

�Ã�Ñ�¥�ç�Ä �Ã�Ñ�¥�ç�Ä�w�ˆ�^�•�‹�x�K�“�‡�d�œ�{

�¯�Ú�ï�Å  �Þ�”�Å �Í�w
¯�x�z�\�w�¯�Ú�ï�Å�›�Ö�—�p�V�”�Þ�”�Å�›�Ô�`�o�M�‡�b�{

�¯�Ú�ï�Å�d�º

�–�;	Í�w�̈ � �Å�å� �ï �Ä�å�µ�Ä�Ù� �ï�Ä�U  SCEP �J�å�;�t
ƒ���^�•�o�M�”	Ô�ù�z �·�©�á�æ�Â�Ÿ  �ž�Ó�å� �ž�ï�µ�x�h�i�j�t
CLI �Ó�é�ï�Ó�Ä�›
¯�Ô�`�z�¯�ï�¹�”�ç�•�w�µ�Â�”�»�µ  �Ý�¿�·�”�´�›
‡�‰�8�$�t
¯�Ô�`�‡�b�{�Ä�å�µ
�Ä�Ù� �ï�Ä�U	��ˆ�J�å�;�t
ƒ���^�•�o�M�”	Ô�ù�z�·�©�á�æ�Â�Ÿ  �ž�Ó�å� �ž�ï�µ�x  Base-64 
Ö�ø�=
PKCS10 �Ý	Â�A�{�›�¯�ï�¹�”�ç�t	{�V���œ�p�T�’�z CLI �Ó�é�ï�Ó�Ä�›
¯�Ô�`�‡�b�{

�\�w�¯�Ú�ï�Å�x�z�€	°�^�•�”�Ä�å�µ�Ä�Ù� �ï�Ä�w
ƒ���^�•�h	Ý�6�t� �a�o�Ÿ�s�”�0�é���w�Ó�é�ï�Ó
�Ä�›
\
R�`�‡�b�{

noconfirm �¢�¦�Ó�³�ã�ï�£�b�‚�o�w�Ó�é�ï�Ó�Ä�›
¯�Ô�`�s�M�‘�O�t�`�‡�b�{�A�{�^�•
�o�M�”	Ô�ù�U�K�”�J�å�¦�Ó�³�ã�ï�x�z�Ä�å�µ�Ä�Ù� �ï�Ä�t�Ä
²
ƒ���^�•�o
�M�”
ž�A�U�K�“�‡�b�{�\�w�¦�Ó�³�ã�ï�x�z�µ�«�æ�Ó�Ä�z ASDM�z�‡�h�x��
�w
‡�0�é���p�–�;�b�”�h�Š�w�‹�w�p�b�{

trustpoint �J�å�t�–�;�b�”�Ä�å�µ�Ä�Ù� �ï�Ä�w�Ê
²�›�¦���`�‡�b�{�7�G���È
:�x  128
�p�b�{

�¯�Ú�ï�Å  �Þ�”�Å

�Ñ�•� �ž�¢�¥�”�ç  �Þ�”�Å �·�©�á�æ�Â�Ÿ  �¯�ï�Â�©�µ�Ä

�ç�”�Â�¿�Å �•�a �³�ï�¬�ç

�Ú�ç�½

�¯�ï�Â�©�µ�Ä �³�µ�Â�Ü

�¬�é�”�Ì�ç  �¯�ï�Ñ�Ÿ�ª�á�è�”
�³�ã�ï

• • • • —

�æ�æ�”�µ �!�Ë�º�0

7.0(1) �\�w�¯�Ú�ï�Å�U�‹�Ö�^�•�‡�`�h�{
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�« �Í�w�«�p�x�z SCEP �J�å�›�–�;�`�o�z�Ä�å�µ�Ä�Ù� �ï�Ä  tp1 �p  ID 	Â�Ì	{�›�J�å�`�‡�b�{�·�©�á�æ
�Â�Ÿ  �ž�Ó�å� �ž�ï�µ�x�z�Ä�å�µ�Ä�Ù� �ï�Ä  �¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï�p�-���^�•�o�M�s�M	Ø�C�›�A
�{�`�‡�b�{

hostname(config)#  crypto ca enroll tp1
%
% Start certificate enrollment ..
% Create a challenge password. You will need to verbally provide this
% password to the CA Administrator in order to revoke your certificate.
% For security reasons your password will not be saved in the configuration.
% Please make a note of it.
Password:
Re-enter password:
% The fully-qualified domain name in the certificate will be: xyz.example.com
% The subject name in the certificate will be: xyz.example.com
% Include the router serial number in the subject name? [yes/no]: no
% Include an IP address in the subject name? [no]: no
Request certificate from CA [yes/no]: yes
% Certificate request sent to Certificate authority.
% The certificate request fingerprint will be displayed.
% The ‘show crypto ca certificate’ command will also show the fingerprint.

hostname(config)#  

�Í�w�¯�Ú�ï�Å�x�z CA 	Â�Ì	{�w	��ˆ�J�å�›�Ô�`�o�M�‡�b�{

hostname(config)# crypto ca enroll tp1

% Start certificate enrollment ..
% The fully-qualified domain name in the certificate will be: xyz.example.com
% The subject name in the certificate will be: wb-2600-3.example.com
if serial number not set in trustpoint, prompt:
% Include the router serial number in the subject name? [yes/no]: no
If ip-address not configured in trustpoint:
% Include an IP address in the subject name? [no]: yes
Enter Interface name or IP Address[]: 1.2.3.4
Display Certificate Request to terminal? [yes/no]: y
Certificate Request follows:
MIIBFTCBwAIBADA6MTgwFAYJKoZIhvcNAQkIEwcxLjIuMy40MCAGCSqGSIb3DQEJ
AhYTd2ItMjYwMC0zLmNpc2NvLmNvbTBcMA0GCSqGSIb3DQEBAQUAA0sAMEgCQQDT
IdvHa4D5wXZ+40sKQV7Uek1E+CC6hm/LRN3p5ULW1KF6bxhA3Q5CQfh4jDxobn+A
Y8GoeceulS2Zb+mvgNvjAgMBAAGgITAfBgkqhkiG9w0BCQ4xEjAQMA4GA1UdDwEB
/wQEAwIFoDANBgkqhkiG9w0BAQQFAANBACDhnrEGBVtltG7hp8x6Wz/dgY+ouWcA
lzy7QpdGhb1du2P81RYn+8pWRA43cikXMTeM4ykEkZhLjDUgv9t+R9c=

---End - This line not part of the certificate request---

Redisplay enrollment request? [yes/no]: no
hostname(config)#  

���È�¯�Ú�ï�Å �¯�Ú�ï�Å 
†�Ì

crypto ca authenticate �\�w�Ä�å�µ�Ä�Ù� �ï�Ä�w  CA 	Â�Ì	{�›	��˜�`�‡�b�{

crypto ca import pkcs12 	��ˆ�J�å�A�{�•�w� �t�q�`�o  CA �T�’	!	ô�`�h	Â�Ì	{�›� �ï�µ�Ä�”
�ç�`�‡�b�{�‡�h�z PKS12 �Ã�”�»�›�Ä�å�µ�Ä�Ù� �ï�Ä�t� �ï�Ù�”�Ä�`
�‡�b�{

crypto ca trustpoint �¦���`�h�Ä�å�µ�Ä�Ù� �ï�Ä�w�Ä�å�µ�Ä�Ù� �ï�Ä  �±�Ò�Þ�”�Å�t�Ö�“
�‡�b�{
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crypto ca export
�Ä�å�µ�Ä�Ù� �ï�Ä  �¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï�t���È
Ç�Z�’�•�h�©�”�q	Â�Ì	{�›  PKCS12 ���Ü�p�¤�«
�µ�Ù�”�Ä�b�”�t�x�z�¬�é�”�Ì�ç  �¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï  �Þ�”�Å�p  crypto ca export �¯�Ú�ï�Å�›�–�;
�`�‡�b�{

crypto ca export trustpoint pkcs12 passphrase

�³�ï�»�¿�«�µ�w
†�Ì

�Ã�Ñ�¥�ç�Ä �\�w�¯�Ú�ï�Å�t�Ã�Ñ�¥�ç�Ä�‹�x�K�“�‡�d�œ�{

�¯�Ú�ï�Å  �Þ�”�Å �Í�w
¯�x�z�\�w�¯�Ú�ï�Å�›�Ö�—�p�V�”�Þ�”�Å�›�Ô�`�o�M�‡�b�{

�¯�Ú�ï�Å�d�º

�–�;	Í�w�̈ � �Å�å� �ï �\�w�¯�Ú�ï�Å�w�z�|	Z�`�x�z�ž�«�Â�Ÿ�Ò�s�¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï�w�°
æ�t�s�“�‡�d�œ�{ PKCS12
�Ã�”�»�x�z�¤�t	{�V���‡�•�‡�b�{

�« �Í�w�«�p�x�z xxyyzz �›�Í�µ�¯�”�Å�q�`�o�–�;�`�o�z�Ä�å�µ�Ä�Ù� �ï�Ä  central �w PKCS12 �Ã�”�»�›�¤
�«�µ�Ù�”�Ä�`�‡�b�{

hostname (config)# crypto ca export central pkcs12 xxyyzz

Exported pkcs12 follows:

[ PKCS12 data omitted ]

---End - This line not part of the pkcs12---

hostname (config)# 

passphrase �¤�«�µ�Ù�”�Ä�b�”  PKCS12 �Ñ�•� �ç�w�‰�ø�=�t�–�;�b�”�Í�µ�Ñ�è�”�¶�›�¦��
�`�‡�b�{

pkcs12 �Ä�å�µ�Ä�Ù� �ï�Ä  �¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï�w�¤�«�µ�Ù�”�Ä�t�–�;�b�”�¬�‰
�©�”�‰�ø�=
ª	j�›�¦���`�‡�b�{

trustpoint 	Â�Ì	{�q�©�”�›�¤�«�µ�Ù�”�Ä�b�”�Ä�å�µ�Ä�Ù� �ï�Ä�w�Ê
²�›�¦���`�‡�b�{�¤
�«�µ�Ù�”�Ä�Ì�t�Ä�å�µ�Ä�Ù� �ï�Ä�U  RSA �©�”�›�–�;�b�”	Ô�ù�z�¤�«�µ�Ù�”�Ä
�^�•�”�©�”  �Ö�ž�x�Ä�å�µ�Ä�Ù� �ï�Ä�q�‰�a�Ê
²�›�Â�“�p�o�’�•�‡�b�{

�¯�Ú�ï�Å  �Þ�”�Å

�Ñ�•� �ž�¢�¥�”�ç  �Þ�”�Å �·�©�á�æ�Â�Ÿ  �¯�ï�Â�©�µ�Ä

�ç�”�Â�¿�Å �•�a �³�ï�¬�ç

�Ú�ç�½

�¯�ï�Â�©�µ�Ä �³�µ�Â�Ü

�¬�é�”�Ì�ç  �¯�ï�Ñ�Ÿ�ª�á�è�”
�³�ã�ï

• • • • —

�æ�æ�”�µ �!�Ë�º�0

7.0(1) �\�w�¯�Ú�ï�Å�U�‹�Ö�^�•�‡�`�h�{
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���È�¯�Ú�ï�Å

crypto ca import
	��ˆ�J�å�A�{�•�w� �t�p  CA �T�’	!	ô�`�h	Â�Ì	{�›� �ï�µ�Ä�”�ç�z�‡�h�x  PKCS12 �Ã�”�»�›�–�;�`
�o�Ä�å�µ�Ä�Ù� �ï�Ä�w	Â�Ì	{�q�©�”  �Ö�ž�›� �ï�Ù�”�Ä�b�”�t�x�z�¬�é�”�Ì�ç  �¯�ï�Ñ�Ÿ�ª�á�è�”
�³�ã�ï  �Þ�”�Å�p  crypto ca import �¯�Ú�ï�Å�›�–�;�`�‡�b�{ �·�©�á�æ�Â�Ÿ  �ž�Ó�å� �ž�ï�µ�x�z Base-64
���Ü�p�z�¤�t�Â�©�µ�Ä�›�7�“
Ç�Z�”�‘�O�t�A�{�`�‡�b�{

crypto ca import trustpoint certificate [ nointeractive ]

crypto ca import trustpoint pkcs12 passphrase [ nointeractive ]

�³�ï�»�¿�«�µ�w
†�Ì

�Ã�Ñ�¥�ç�Ä �Ã�Ñ�¥�ç�Ä�w�ˆ�^�•�‹�x�K�“�‡�d�œ�{

�¯�Ú�ï�Å  �Þ�”�Å �Í�w
¯�x�z�\�w�¯�Ú�ï�Å�›�Ö�—�p�V�”�Þ�”�Å�›�Ô�`�o�M�‡�b�{

�¯�Ú�ï�Å 
†�Ì

crypto ca import pkcs12 	��ˆ�J�å�A�{�•�w� �t�q�`�o  CA �T�’	!	ô�`�h	Â�Ì	{�›� �ï�µ�Ä�”
�ç�`�‡�b�{�‡�h�z PKS12 �Ã�”�»�›�Ä�å�µ�Ä�Ù� �ï�Ä�t� �ï�Ù�”�Ä�`
�‡�b�{

crypto ca authenticate �\�w�Ä�å�µ�Ä�Ù� �ï�Ä�w  CA 	Â�Ì	{�›	��˜�`�‡�b�{

crypto ca enroll CA �•�w�J�å�›�‰�•�`�‡�b�{

crypto ca trustpoint �¦���`�h�Ä�å�µ�Ä�Ù� �ï�Ä�w�Ä�å�µ�Ä�Ù� �ï�Ä  �±�Ò�Þ�”�Å�t�Ö�“
�‡�b�{

trustpoint � �ï�Ù�”�Ä  �ž�«�³�ã�ï�›���È
Ç�Z�”�Ä�å�µ�Ä�Ù� �ï�Ä�›�¦���`�‡�b�{ �7�G
���È
:�x  128 �p�b�{ PKCS12 �Ã�”�»�›� �ï�Ù�”�Ä�`�z�Ä�å�µ�Ä�Ù� �ï�Ä�U
RSA �©�”�›�–�;�b�”	Ô�ù�z� �ï�Ù�”�Ä�^�•�”�©�”  �Ö�ž�x�Ä�å�µ�Ä�Ù� �ï
�Ä�q�‰�a�Ê
²�›�Â�“�p�o�’�•�‡�b�{

certificate �·�©�á�æ�Â�Ÿ  �ž�Ó�å� �ž�ï�µ�t�z�Ä�å�µ�Ä�Ù� �ï�Ä�t�‘�l�o�Ô�^�•�”  CA
�T�’	Â�Ì	{�›� �ï�Ù�”�Ä�b�”�‘�O�t�¦�Ô�`�‡�b�{

pkcs12 �·�©�á�æ�Â�Ÿ  �ž�Ó�å� �ž�ï�µ�t�z PKCS12 ���Ü�›�–�;�`�o�Ä�å�µ�Ä�Ù� �ï
�Ä�w	Â�Ì	{�q�©�”  �Ö�ž�›� �ï�Ù�”�Ä�b�”�‘�O�t�¦�Ô�`�‡�b�{

passphrase PKCS12 �Ã�”�»�w�‰�ø�r	†�t�–�;�b�”�Í�µ�Ñ�è�”�¶�›�¦���`�‡�b�{

nointeractive �¢�¦�Ó�³�ã�ï�£
‡�0�é���Þ�”�Å�›�–�;�`�o	Â�Ì	{�›� �ï�Ù�”�Ä�`�‡�b�{�Ó
�é�ï�Ó�Ä�›�b�‚�o
¯�Ô�`�‡�d�œ�{�\�w�¦�Ó�³�ã�ï�x�z�µ�«�æ�Ó�Ä�z ASDM�z
�‡�h�x���w
‡�0�é���p�–�;�b�”�h�Š�w�‹�w�p�b�{

�¯�Ú�ï�Å  �Þ�”�Å

�Ñ�•� �ž�¢�¥�”�ç  �Þ�”�Å �·�©�á�æ�Â�Ÿ  �¯�ï�Â�©�µ�Ä

�ç�”�Â�¿�Å �•�a �³�ï�¬�ç

�Ú�ç�½

�¯�ï�Â�©�µ�Ä �³�µ�Â�Ü

�¬�é�”�Ì�ç  �¯�ï�Ñ�Ÿ�ª�á�è�”
�³�ã�ï

• • • • —
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�¯�Ú�ï�Å�d�º

�« �Í�w�«�p�x�z�Ä�å�µ�Ä�Ù� �ï�Ä  Main �w	Â�Ì	{�›	��ˆ�p� �ï�Ù�”�Ä�`�‡�b�{

hostname (config)# crypto ca import Main certificate
% The fully-qualified domain name in the certificate will be: 
securityappliance.example.com

Enter the base 64 encoded certificate.
End with a blank line or the word “quit” on a line by itself
[ certificate data omitted ]
quit
INFO: Certificate successfully imported
hostname (config)# 

�Í�w�«�p�x�z PKCS12 �Ã�”�»�›�Ä�å�µ�Ä�Ù� �ï�Ä  central �t	��ˆ�p� �ï�Ù�”�Ä�`�‡�b�{

hostname (config)# crypto ca import central pkcs12

Enter the base 64 encoded pkcs12.
End with a blank line or the word "quit" on a line by itself:
[ PKCS12 data omitted ]
quit
INFO: Import PKCS12 operation completed successfully
hostname (config)# 

���È�¯�Ú�ï�Å

�æ�æ�”�µ �!�Ë�º�0

7.0(1) �\�w�¯�Ú�ï�Å�U�‹�Ö�^�•�‡�`�h�{

�¯�Ú�ï�Å 
†�Ì

crypto ca export �Ä�å�µ�Ä�Ù� �ï�Ä�w	Â�Ì	{�q�©�”  �Ö�ž�›  PKCS12 ���Ü�p�¤�«�µ�Ù�”�Ä
�`�‡�b�{

crypto ca authenticate �Ä�å�µ�Ä�Ù� �ï�Ä�w  CA 	Â�Ì	{�›	��˜�`�‡�b�{

crypto ca enroll CA �•�w�J�å�›�‰�•�`�‡�b�{

crypto ca trustpoint �¦���`�h�Ä�å�µ�Ä�Ù� �ï�Ä�w�Ä�å�µ�Ä�Ù� �ï�Ä  �±�Ò�Þ�”�Å�t�Ö�“�‡
�b�{
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crypto ca trustpoint
�¦���`�h�Ä�å�µ�Ä�Ù� �ï�Ä�w�Ä�å�µ�Ä�Ù� �ï�Ä  �±�Ò�Þ�”�Å�t�Ö�”�t�x�z�¬�é�”�Ì�ç  �¯�ï�Ñ�Ÿ�ª�á
�è�”�³�ã�ï  �Þ�”�Å�p  crypto ca trustpoint �¯�Ú�ï�Å�›�–�;�`�‡�b�{ �¦���`�h�Ä�å�µ�Ä�Ù� �ï�Ä�›�_	†
�b�”�t�x�z�\�w�¯�Ú�ï�Å�w  no ���Ü�›�–�;�`�‡�b�{�\�w�¯�Ú�ï�Å�x�Ä�å�µ�Ä�Ù� �ï�Ä	Ø�C�›���g�`
�‡�b�{�Ä�å�µ�Ä�Ù� �ï�Ä�x�z CA �t�‘�l�o
C�æ�^�•�h	Â�Ì	{�t�,�n�M�o  CA �w�Ý��	Ø�C�›
¯�`�z�‡
�h�z
÷�”�w�Ý��	Ø�C�›
¯�b�\�q�U�K�“�‡�b�{�Ä�å�µ�Ä�Ù� �ï�Ä  �±�Ò�Þ�”�Å�º�w�¯�Ú�ï�Å�x�z CA �{
���w�¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï  �Í�å�Ý�”�»�›
M�š�`�‡�b�{�\�w�Í�å�Ý�”�»�p�x�z�·�©�á�æ�Â�Ÿ  �ž�Ó
�å� �ž�ï�µ�U  CA 	Â�Ì	{�›	��˜�b�”�M�O�z�·�©�á�æ�Â�Ÿ  �ž�Ó�å� �ž�ï�µ�U  CA �T�’	Â�Ì	{�›	��˜�b
�”�M�O�z�S�‘�|  CA �t�‘�l�o
C�æ�^�•�”�â�”�²	Â�Ì	{�w�Ý	Â�Ù�æ�³�”�›�¦���`�‡�b�{

crypto ca trustpoint trustpoint-name

no crypto ca trustpoint trustpoint-name [noconfirm]

�³�ï�»�¿�«�µ�w
†�Ì

�Ã�Ñ�¥�ç�Ä �Ã�Ñ�¥�ç�Ä�w�ˆ�^�•�‹�x�K�“�‡�d�œ�{

�¯�Ú�ï�Å  �Þ�”�Å �Í�w
¯�x�z�\�w�¯�Ú�ï�Å�›�Ö�—�p�V�”�Þ�”�Å�›�Ô�`�o�M�‡�b�{

�¯�Ú�ï�Å�d�º

�–�;	Í�w�̈ � �Å�å� �ï CA �›
•�t�b�”�t�x�z crypto ca trustpoint �¯�Ú�ï�Å�›�–�;�`�‡�b�{�\�w�¯�Ú�ï�Å�›
C�æ�b�”�q�z�‰
�ø  CA �Ä�å�µ�Ä�Ù� �ï�Ä  �¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï  �Þ�”�Å�t�Ö�“�‡�b�{

�\�w�Ú�Ç�á�ž�ç�t�ž�ç�Ñ�•�Õ�¿�Ä	q�t�G�L�^�•�o�M�”�Í�w�¯�Ú�ï�Å�›�–�;�`�o�z�Ä�å�µ�Ä�Ù� �ï�Ä
�w�›
Q�›�¦���p�V�‡�b�{

• accept-subordinates�•�Ä�å�µ�Ä�Ù� �ï�Ä�t���È
Ç�Z�’�•�h  CA �t	H���b�”  CA 	Â�Ì	{�U�z
÷�”�t
� �ï�µ�Ä�”�ç�^�•�o�M�s�M	Ô�ù�t�Ñ�£�”�¶  1 �w IKE �¦�õ�¤�t���™�^�•�h�q�V�t	!�Z�Ö�•�”�T�r
�O�T�›�¦���`�‡�b�{

• crl required | optional | nocheck�• CRL �¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï  �¦�Ó�³�ã�ï�›�¦���`�‡�b�{

• crl configure�• CRL �¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï  �±�Ò�Þ�”�Å�t�Ö�“�‡�b�¢ crl  �›�€	°�£ �{

noconfirm �0�é���w�Ó�é�ï�Ó�Ä�›�b�‚�o
¯�Ô�`�‡�d�œ�{

trustpoint- name ���g�b�”�Ä�å�µ�Ä�Ù� �ï�Ä�w�Ê
²�›�¦���`�‡�b�{�Ê
²�w�7�G�Õ�x  128 ���È
�p�b�{

�¯�Ú�ï�Å  �Þ�”�Å

�Ñ�•� �ž�¢�¥�”�ç  �Þ�”�Å �·�©�á�æ�Â�Ÿ  �¯�ï�Â�©�µ�Ä

�ç�”�Â�¿�Å �•�a �³�ï�¬�ç

�Ú�ç�½

�¯�ï�Â�©�µ�Ä �³�µ�Â�Ü

�¬�é�”�Ì�ç  �¯�ï�Ñ�Ÿ�ª�á�è�”
�³�ã�ï

• • • • —

�æ�æ�”�µ �!�Ë�º�0

7.0(1) �\�w�¯�Ú�ï�Å�U�‹�Ö�^�•�‡�`�h�{

7.2(1) Online Certificate Status Protocol�¢ OSCP; �¦�ï�å� �ï	Â�Ì	{�µ�Â�”�»�µ  �Ó�é
�Ä�¯�ç�£�›�±�Ù�”�Ä�b�”�h�Š�t�±�Ò�¯�Ú�ï�Å�U�å�C�^�•�‡�`�h�{ match
certificate map�z ocsp disable-nonce�z ocsp url�z�S�‘�|  revocation-check �s
�r�w�¯�Ú�ï�Å�U�K�“�‡�b�{
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• default enrollment�•�b�‚�o�w�J�å�Í�å�Ý�”�»�›�³�µ�Â�Ü  �Ã�Ñ�¥�ç�Ä�‹�t�í�`�‡�b�{�\�w�¯�Ú�ï
�Å�w�z�|	Z�`�x�z�ž�«�Â�Ÿ�Ò�s�¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï�w�°
æ�t�s�“�‡�d�œ�{

• email address�•�J�å�¤�t�z�¦���`�h�?� �Ý�”�ç  �ž�Å�è�µ�›	Â�Ì	{�w�±�Ò�´�£�«�Ä�E�8�Ê�w�¦�Á
�t���Š�”�T�r�O�T�›  CA �t�¬�Ý�`�‡�b�{

• enrollment retry period�•�×�ˆ�¢ SCEP�£�J�å�w�æ�Ä�å� �8���›
ü�o�•�p�¦���`�‡�b�{

• enrollment retry count�•�×�ˆ�¢ SCEP�£�J�å�w�•�D�^�•�”�æ�Ä�å� �w�7�G�s
:�›�¦���`�‡�b�{

• enrollment terminal�•�\�w�Ä�å�µ�Ä�Ù� �ï�Ä�›�–�;�`�h�§�¿�Ä  �ž�ï�Å  �Ö�”�µ�Ä�J�å�›�¦���`�‡
�b�{

• enrollment url  url�•�\�w�Ä�å�µ�Ä�Ù� �ï�Ä�›�–�;�`�o�J�å�b�”�×�ˆ�J�å�¢ SCEP�£�›�¦���`�z�J
�å  URL�¢ url�£�›
ƒ���`�‡�b�{

• exit�•�±�Ò�Þ�”�Å�›	4�ƒ�`�‡�b�{

• fqdn fqdn�•�J�å�¤�t�z�¦���`�h�ì
¶	.	æ�Ý��	��Ê�¢ FQDN�£�›	Â�Ì	{�w�±�Ò�´�£�«�Ä�E�8�Ê�w
�¦�Á�t���Š�”�T�r�O�T�›  CA �t�¬�Ý�`�‡�b�{

• id-cert-issuer�•�\�w�Ä�å�µ�Ä�Ù� �ï�Ä�t���È
Ç�Z�’�•�h  CA �t�‘�l�o
C�æ�^�•�”�Ð�ž	Â�Ì	{�›
�³�µ�Â�Ü�U	!�Z�Ö�•�”�T�r�O�T�›�¦���`�‡�b�{

• ip-addr  ip-address�•�J�å�¤�t�z�·�©�á�æ�Â�Ÿ  �ž�Ó�å� �ž�ï�µ�w  IP �ž�Å�è�µ�›	Â�Ì	{�t���Š�”�T
�r�O�T�›  CA �t�¬�Ý�`�‡�b�{

• keypair name�•�¬�‰�©�”�›�Ý	Â�b�”�©�”  �Ö�ž�›�¦���`�‡�b�{

• match certificate map-name override ocsp�•	Â�Ì	{�Ú�¿�Ó�›  OCSP 	Í	{�V�F���q	°�ù�`�‡�b�{

• ocsp disable-nonce�•�Æ�ï�µ�¦�Á� �›�Ã�Ÿ�·�”�Ò�ç�t�`�‡�b�{�\�w�¦�Á� �x�z�æ�®�A�{�q� �t�›
�A�|
Ç�Z�o�‰�ø�=�`�o�z�æ�Ó�è�   �ž�»�¿�«�›�s
†�b�”�h�Š�w�‹�w�p�b�{

• ocsp url�•�\�w  URL �w OCSP �±�”�Ì�p�z�\�w�Ä�å�µ�Ä�Ù� �ï�Ä�t���È�b�”�b�‚�o�w	Â�Ì	{�w�æ
�®�µ�Â�”�»�µ�›�½�£�¿�«�b�”�\�q�›�¦���`�‡�b�{

• exit�•�±�Ò�Þ�”�Å�›	4�ƒ�`�‡�b�{

• password string�•�J�å�¤�t  CA �t�J�å�^�•�”�½�ß�è�ï�´  �Ñ�è�”�¶�›�¦���`�‡�b�{ CA �x�z�è	×�z
�\�w�Ñ�è�”�¶�›�–�;�`�o�z�f�w�™�w�æ�®�A�{�›�Ý	Â�`�‡�b�{

• revocation check�•�æ�®�µ�Â�”�»�µ�›�½�£�¿�«�b�”�M�O�¢ CRL�z OCSP�z�s�`�£�›�¦���`�‡�b�{

• serial-number�•�J�å�¤�t�z�·�©�á�æ�Â�Ÿ  �ž�Ó�å� �ž�ï�µ�w�³�æ�ž�ç
j�ø�›	Â�Ì	{�t���Š�”�T�r
�O�T�›  CA �t�¬�Ý�`�‡�b�{

• subject-name X.500 name�•�J�å�¤�t�z�¦���`�h�±�Ò�´�£�«�Ä  DN �›	Â�Ì	{�t���Š�”�T�r�O�T�›
CA �t�¬�Ý�`�‡�b�{

• support-user-cert-validation�•� �É�”�Ò�ç�t�`�h	Ô�ù�z�Ä�å�µ�Ä�Ù� �ï�Ä�U�æ�Þ�”�Ä	Â�Ì	{�›
C
�æ�`�h  CA �t�0�`�o�Ý	Â�^�•�o�M�•�y�z�æ�Þ�”�Ä  �â�”�²	Â�Ì	{�›�U	Â�b�”�¯�ï�Ñ�Ÿ�ª�á�è�”
�³�ã�ï
ƒ���x�\�w�Ä�å�µ�Ä�Ù� �ï�Ä�T�’	��˜�p�V�‡�b�{�\�w�¦�Ó�³�ã�ï�x�z�±�Ò�¯�Ú�ï�Å  crl
required | optional | nocheck �S�‘�|  CRL �±�Ò�Þ�”�Å�w�b�‚�o�w
ƒ���t���È
Ç�Z�’�•�h�¯�ï�Ñ�Ÿ
�ª�á�è�”�³�ã�ï  �Ã�”�»�t�&�;�^�•�‡�b�{

�« �Í�w�«�p�x�z central �q�M�O�Ê
²�w�Ä�å�µ�Ä�Ù� �ï�Ä�›���g�b�”�h�Š�w  CA �Ä�å�µ�Ä�Ù� �ï�Ä  �Þ�”�Å
�t�Ö�“�‡�b�{

hostname(config)# crypto ca trustpoint central
hostname(ca-trustpoint)# 
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���È�¯�Ú�ï�Å �¯�Ú�ï�Å 
†�Ì

clear configure crypto ca trustpoint �b�‚�o�w�Ä�å�µ�Ä�Ù� �ï�Ä�›�_	†�`�‡�b�{

crypto ca authenticate �\�w�Ä�å�µ�Ä�Ù� �ï�Ä�w  CA 	Â�Ì	{�›	��˜�`�‡�b�{

crypto ca certificate map �‰�ø CA 	Â�Ì	{�Ú�¿�Ó  �Þ�”�Å�t�Ö�“�‡�b�{	Â�Ì	{�Õ�”�µ�w
ACL �›���[�`�‡�b�{

crypto ca crl request �¦���`�h�Ä�å�µ�Ä�Ù� �ï�Ä�w�¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï  �Í
�å�Ý�”�»�t�,�n�M�o�z CRL �›�A�{�`�‡�b�{

crypto ca import 	��ˆ�J�å�A�{�•�w� �t�q�`�o  CA �T�’	!	ô�`�h	Â�Ì	{�›� 
�ï�µ�Ä�”�ç�`�‡�b�{�‡�h�z PKS12 �Ã�”�»�›�Ä�å�µ�Ä�Ù� �ï
�Ä�t� �ï�Ù�”�Ä�`�‡�b�{
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crypto dynamic-map match address
�\�w�¯�Ú�ï�Å�w	Ä�I�t�m�M�o�x�z crypto map match address �¯�Ú�ï�Å�›�€	°�`�o�X�i�^�M�{

crypto dynamic-map dynamic-map-name dynamic-seq-num match address acl_name

no crypto dynamic-map dynamic-map-name dynamic-seq-num match address acl_name

�³�ï�»�¿�«�µ�w
†�Ì

�Ã�Ñ�¥�ç�Ä �Ã�Ñ�¥�ç�Ä�w�ˆ�^�•�‹�x�K�“�‡�d�œ�{

�¯�Ú�ï�Å  �Þ�”�Å �Í�w
¯�x�z�\�w�¯�Ú�ï�Å�›�Ö�—�p�V�”�Þ�”�Å�›�Ô�`�o�M�‡�b�{

�¯�Ú�ï�Å�d�º

�« �Í�w�«�p�x�z aclist1 �q�M�O�Ê
²�w�ž�«�·�µ  �æ�µ�Ä�w�ž�Å�è�µ�t�°�•�^�d�”  crypto dynamic-map �¯�Ú
�ï�Å�w�–�;�M�O�›�Ô�`�‡�b�{

hostname(config) # crypto dynamic-map mymap 10 match address aclist1
hostname(config)# 

���È�¯�Ú�ï�Å

acl-name �¼� �Æ�Û�¿�«�‰�ø�Ú�¿�Ó  �¤�ï�Ä�æ�t�°�•�^�d�”�ž�«�·�µ  �æ�µ�Ä�›�¦���`
�‡�b�{

dynamic-map-name �¼� �Æ�Û�¿�«�‰�ø�Ú�¿�Ó  �·�¿�Ä�w�Ê
²�›�¦���`�‡�b�{

dynamic-seq-num �¼� �Æ�Û�¿�«�‰�ø�Ú�¿�Ó  �¤�ï�Ä�æ�t�0� �b�”�³�”�­�ï�µ
j�ø�›�¦���`�‡
�b�{

�¯�Ú�ï�Å  �Þ�”�Å

�Ñ�•� �ž�¢�¥�”�ç  �Þ�”�Å �·�©�á�æ�Â�Ÿ  �¯�ï�Â�©�µ�Ä

�ç�”�Â�¿�Å �•�a �³�ï�¬�ç

�Ú�ç�½

�¯�ï�Â�©�µ�Ä �³�µ�Â�Ü

�¬�é�”�Ì�ç  �¯�ï�Ñ�Ÿ�ª�á�è�”
�³�ã�ï

• — • — —

�æ�æ�”�µ �!�Ë�º�0

�7�� �\�w�¯�Ú�ï�Å�x�7���w�‹�w�p�b�{

�¯�Ú�ï�Å 
†�Ì

clear configure crypto dynamic-map �b� ‚ �o�w�¼� �Æ�Û�¿�«�‰�ø�Ú�¿�Ó�w�b� ‚ �o�w�¯� ï
�Ñ�Ÿ�ª�á�è�”�³�ã�ï�›	«�ˆ�`�‡�b�{

show running-config crypto dynamic-map �b� ‚ �o�w�¼� �Æ�Û�¿�«�‰�ø�Ú�¿�Ó�w�b� ‚ �o�w�¯� ï
�Ñ�Ÿ�ª�á�è�”�³�ã�ï�›
¯�Ô�`�‡�b�{
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crypto dynamic-map set nat-t-disable

€���w  NAT-T �›�\�w�‰�ø�Ú�¿�Ó  �¤�ï�Ä�æ�t�,�n�M�o�Ã�Ÿ�·�”�Ò�ç�t�b�”�t�x�z�¬�é�”�Ì�ç  �¯�ï
�Ñ�Ÿ�ª�á�è�”�³�ã�ï  �Þ�”�Å�p  crypto dynamic-map set nat-t-disable �¯�Ú�ï�Å�›�–�;�`�‡�b�{�\�w�‰
�ø�Ú�¿�Ó  �¤�ï�Ä�æ�w  NAT-T �›� �É�”�Ò�ç�t�b�”�t�x�z�\�w�¯�Ú�ï�Å�w  no ���Ü�›�–�;�`�‡�b�{

crypto dynamic-map dynamic-map-name dynamic-seq-num set nat-t-disable

no crypto dynamic-map dynamic-map-name dynamic-seq-num set nat-t-disable

�³�ï�»�¿�«�µ�w
†�Ì

�Ã�Ñ�¥�ç�Ä �Ã�Ñ�¥�ç�Ä
ƒ���x�¦�Ñ�p�b�{

�¯�Ú�ï�Å  �Þ�”�Å �Í�w
¯�x�z�\�w�¯�Ú�ï�Å�›�Ö�—�p�V�”�Þ�”�Å�›�Ô�`�o�M�‡�b�{

�¯�Ú�ï�Å�d�º

�–�;	Í�w�̈ � �Å�å� �ï isakmp nat-traversal �¯�Ú�ï�Å�›�–�;�`�o�z NAT-T �›�¬�é�”�Ì�ç�t� �É�”�Ò�ç�t�`�‡�b�{�f�w�™�z
crypto dynamic-map set nat-t-disable �¯�Ú�ï�Å�›�–�;�`�o�z�›���w�‰�ø�Ú�¿�Ó  �¤�ï�Ä�æ�w  NAT-T �›
�Ã�Ÿ�·�”�Ò�ç�t�p�V�‡�b�{

�« �Í�w�¯�Ú�ï�Å�x�z mymap �q�M�O�Ê
²�w�¼� �Æ�Û�¿�«�‰�ø�Ú�¿�Ó�w  NAT-T �›�Ã�Ÿ�·�”�Ò�ç�t�`�‡�b�{

hostname(config)# crypto dynamic-map mymap 10 set nat-t-disable
hostname(config)#

���È�¯�Ú�ï�Å

dynamic-map-name �¼� �Æ�Û�¿�«�‰�ø�Ú�¿�Ó  �·�¿�Ä�w�Ê
²�›�¦���`�‡�b�{  

dynamic-seq-num �¼� �Æ�Û�¿�«�‰�ø�Ú�¿�Ó  �¤�ï�Ä�æ�t�Â�“�p�o�”
j�ø�›�¦���`�‡�b�{

�¯�Ú�ï�Å  �Þ�”�Å

�Ñ�•� �ž�¢�¥�”�ç  �Þ�”�Å �·�©�á�æ�Â�Ÿ  �¯�ï�Â�©�µ�Ä

�ç�”�Â�¿�Å �•�a �³�ï�¬�ç

�Ú�ç�½

�¯�ï�Â�©�µ�Ä �³�µ�Â�Ü

�¬�é�”�Ì�ç  �¯�ï�Ñ�Ÿ�ª�á�è�”
�³�ã�ï

• — • — —

�æ�æ�”�µ �!�Ë�º�0

7.0(1) �\�w�¯�Ú�ï�Å�U�‹�Ö�^�•�‡�`�h�{

�¯�Ú�ï�Å 
†�Ì

clear configure crypto dynamic-map �b� ‚ �o�w�¼� �Æ�Û�¿�«�‰�ø�Ú�¿�Ó�w�b� ‚ �o�w�¯� ï
�Ñ�Ÿ�ª�á�è�”�³�ã�ï�›	«�ˆ�`�‡�b�{

show running-config crypto dynamic-map �b� ‚ �o�w�¼� �Æ�Û�¿�«�‰�ø�Ú�¿�Ó�w�b� ‚ �o�w�¯� ï
�Ñ�Ÿ�ª�á�è�”�³�ã�ï�›
¯�Ô�`�‡�b�{
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crypto dynamic-map set peer
�\�w�¯�Ú�ï�Å�w	Ä�I�t�m�M�o�x�z crypto map set peer �¯�Ú�ï�Å�›�€	°�`�o�X�i�^�M�{  

crypto dynamic-map dynamic-map-name dynamic-seq-num set peer ip_address | hostname

no crypto dynamic-map dynamic-map-name dynamic-seq-num set peer ip_address | hostname

�³�ï�»�¿�«�µ�w
†�Ì

�Ã�Ñ�¥�ç�Ä �Ã�Ñ�¥�ç�Ä�w�ˆ�^�•�‹�x�K�“�‡�d�œ�{

�¯�Ú�ï�Å  �Þ�”�Å �Í�w
¯�x�z�\�w�¯�Ú�ï�Å�›�Ö�—�p�V�”�Þ�”�Å�›�Ô�`�o�M�‡�b�{

�¯�Ú�ï�Å�d�º

�« �Í�w�«�p�x�z mymap �q�M�O�Ê
²�w�¼� �Æ�Û�¿�«  �Ú�¿�Ó�w�Ð�ž�›  IP �ž�Å�è�µ  10.0.0.1 �t
ƒ���`�‡�b�{

hostname(config)# crypto dynamic-map mymap 10 set peer 10.0.0.1
hostname(config)#

���È�¯�Ú�ï�Å

dynamic-map-name �¼� �Æ�Û�¿�«�‰�ø�Ú�¿�Ó  �·�¿�Ä�w�Ê
²�›�¦���`�‡�b�{

dynamic-seq-num �¼� �Æ�Û�¿�«�‰�ø�Ú�¿�Ó  �¤�ï�Ä�æ�t�0� �b�”�³�”�­�ï�µ
j�ø�›�¦���`�‡
�b�{

ip_address name �¯�Ú�ï�Å�p���[�^�•�o�M�”�‘�O�t�z�¼� �Æ�Û�¿�«�‰�ø�Ú�¿�Ó  �¤�ï�Ä
�æ�w�Ð�ž�›  IP �ž�Å�è�µ�p�¦���`�‡�b�{  

hostname name �¯�Ú�ï�Å�p���[�^�•�o�M�”�‘�O�t�z�¼� �Æ�Û�¿�«�‰�ø�Ú�¿�Ó  �¤�ï�Ä
�æ�w�Ð�ž�›�×�µ�Ä�Ê�p�¦���`�‡�b�{  

�¯�Ú�ï�Å  �Þ�”�Å

�Ñ�•� �ž�¢�¥�”�ç  �Þ�”�Å �·�©�á�æ�Â�Ÿ  �¯�ï�Â�©�µ�Ä

�ç�”�Â�¿�Å �•�a �³�ï�¬�ç

�Ú�ç�½

�¯�ï�Â�©�µ�Ä �³�µ�Â�Ü

�¬�é�”�Ì�ç  �¯�ï�Ñ�Ÿ�ª�á�è�”
�³�ã�ï

• — • — —

�æ�æ�”�µ �!�Ë�º�0

�7�� �\�w�¯�Ú�ï�Å�x�7���w�‹�w�p�b�{

�¯�Ú�ï�Å 
†�Ì

clear configure crypto dynamic-map �b� ‚ �o�w�¼� �Æ�Û�¿�«�‰�ø�Ú�¿�Ó�w�b� ‚ �o�w�¯� ï
�Ñ�Ÿ�ª�á�è�”�³�ã�ï�›	«�ˆ�`�‡�b�{

show running-config crypto dynamic-map �b� ‚ �o�w�¼� �Æ�Û�¿�«�‰�ø�Ú�¿�Ó�w�b� ‚ �o�w�¯� ï
�Ñ�Ÿ�ª�á�è�”�³�ã�ï�›
¯�Ô�`�‡�b�{
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crypto dynamic-map set pfs
�\�w�¯�Ú�ï�Å�w	Ä�I�t�m�M�o�x�z crypto map set pfs �¯�Ú�ï�Å�›�€	°�`�o�X�i�^�M�{  

crypto dynamic-map dynamic-map-name dynamic-seq-num set pfs [group1 | group2 | group5 | group 7]

no crypto dynamic-map dynamic-map-name dynamic-seq-num set pfs [group1 | group2 | group5 | group 
7]

�³�ï�»�¿�«�µ�w
†�Ì

�Ã�Ñ�¥�ç�Ä �Ã�Ñ�¥�ç�Ä�w�ˆ�^�•�‹�x�K�“�‡�d�œ�{

�¯�Ú�ï�Å  �Þ�”�Å �Í�w
¯�x�z�\�w�¯�Ú�ï�Å�›�Ö�—�p�V�”�Þ�”�Å�›�Ô�`�o�M�‡�b�{

�¯�Ú�ï�Å�d�º

dynamic-map-name �¼� �Æ�Û�¿�«�‰�ø�Ú�¿�Ó  �·�¿�Ä�w�Ê
²�›�¦���`�‡�b�{

dynamic-seq-num �¼� �Æ�Û�¿�«�‰�ø�Ú�¿�Ó �¤�ï�Ä�æ�t�0� �b�”�³�”�­�ï�µ
j�ø�›�¦���`�‡
�b�{

group1 IPSec �p 	ý � ` �M  Diffie-Hellman � ¦ �õ � › � î �æ�b�” �q �V� t�z 768 � Ï �¿�Ä�w
Diffie-Hellman �Ó�å� �Ü  �Þ�´�á�å�µ  �¬�ç�”�Ó�›�–�;�b�”�\�q�›�¦���`�‡�b�{

group2 IPSec �p	ý � ` �M  Diffie-Hellman � ¦ �õ � › � î �æ�b�” �q�V� t�z 1024 � Ï �¿�Ä�w
Diffie-Hellman �Ó�å� �Ü  �Þ�´�á�å�µ  �¬�ç�”�Ó�›�–�;�b�”�\�q�›�¦���`�‡�b�{

group5 IPSec �p	ý � ` �M  Diffie-Hellman � ¦ �õ � › � î �æ�b�” �q�V� t�z 1536 � Ï �¿�Ä�w
Diffie-Hellman �Ó�å� �Ü  �Þ�´�á�å�µ  �¬�ç�”�Ó�›�–�;�b�”�\�q�›�¦���`�‡�b�{

group7 IPSec �U�z�h�q�Q�y  movianVPN �«�å� �ž�ï�Ä�p�z�*���Â
¢�Ñ�Ÿ�”�ç�Å�w�±
� �¶�U  163 �Ï�¿�Ä�p�K�”  group7�¢ ECC�£�›�–�;�b�”�‘�O�t�¦���`�‡�b�{

set pfs �\�w�¼� �Æ�Û�¿�«�‰�ø�Ú�¿�Ó  �¤�ï�Ä�æ�;�w	ý�`�M�·�©�á�æ�Â�Ÿ  �ž�¹�³
�¤�”�³�ã�ï�w�A�{�Ì�t  Perfect Forward Secrecy�¢ PFS; �ì
¶�8
ù
•�µ�£�›�A�{
�b�”�‘�O�t  IPSec �›
ƒ���b�”�T�z�‡�h�x	ý�`�M�·�©�á�æ�Â�Ÿ  �ž�¹�³�¤�”
�³�ã�ï�w�A�{�w	!	ô�Ì�t  PFS �›�A�{�b�”�‘�O�t  IPSec �›
ƒ���`�‡�b�{

�¯�Ú�ï�Å  �Þ�”�Å

�Ñ�•� �ž�¢�¥�”�ç  �Þ�”�Å �·�©�á�æ�Â�Ÿ  �¯�ï�Â�©�µ�Ä

�ç�”�Â�¿�Å �•�a �³�ï�¬�ç

�Ú�ç�½

�¯�ï�Â�©�µ�Ä �³�µ�Â�Ü

�¬�é�”�Ì�ç  �¯�ï�Ñ�Ÿ�ª�á�è�”
�³�ã�ï

• — • — —

�æ�æ�”�µ �!�Ë�º�0

7.0(1) �\�w�¯�Ú�ï�Å�U�!�Ë�^�•�z Diffie-Hellman group 7 �U�å�C�^�•�‡�`�h�{
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�–�;	Í�w�̈ � �Å�å� �ï crypto dynamic-map �¯�Ú�ï�Å�¢ match address�z set peer�z set pfs �s�r�£�t�m�M�o�x�z crypto map �¯
�Ú�ï�Å�w�ò�p
†�Ì�`�‡�b�{�Ð�ž�U�É�°�³�¤�”�³�ã�ï�›�‰�•�b�”�q�V�t�z�é�”�§�ç  �¯�ï�Ñ�Ÿ�ª�á�è�”
�³�ã�ï�p  PFS �U�¦���^�•�o�M�”	Ô�ù�z�Ð�ž�x  PFS �¦�õ�›�î�æ�b�”
ž�A�U�K�“�‡�b�{�î�æ�`�s�M	Ô�ù
�x�z�É�°�³�¤�”�³�ã�ï�t�æ

�`�‡�b�{�é�”�§�ç  �¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï�p�¬�ç�”�Ó�U�¦���^�•�o�M
�s�M	Ô�ù�z�·�©�á�æ�Â�Ÿ  �ž�Ó�å� �ž�ï�µ�x�Ã�Ñ�¥�ç�Ä�w  group2 �U�¦���^�•�o�M�”�‹�w�q�_�s�`�‡
�b�{�é�”�§�ç  �¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï�p  PFS �U�¦���^�•�o�M�s�M	Ô�ù�x�z�Ð�ž�T�’�w  PFS �w�¦
�Ñ�•�”�U�b�‚�o	!�Z�Ö�•�’�•�‡�b�{

�·�©�á�æ�Â�Ÿ  �ž�Ó�å� �ž�ï�µ�x�z Cisco VPN Client �q�0�é�b�”�q�V�t  PFS �‹�›�–�;�`�‡�d�œ�{�f�w
�E�˜�“�z�Ñ�£�”�¶  1 �p�É�°�³�¤�”�Ä�^�•�h�‹�›�–�;�`�‡�b�{

�« �Í�w�«�p�x�z�¼� �Æ�Û�¿�«�‰�ø�Ú�¿�Ó  mymap 10 �;�w	ý�`�M�·�©�á�æ�Â�Ÿ  �ž�¹�³�¤�”�³�ã�ï�›�É�°
�³�¤�”�Ä�b�”�q�V�t�z
ž�c  PFS �›�–�;�b�”�\�q�›�¦���`�‡�b�{�¦���^�•�h�¬�ç�”�Ó�x�¬�ç�”�Ó  2 �p
�b�{

hostname(config)# crypto dynamic-map mymap 10 set pfs group2
hostname(config)#

���È�¯�Ú�ï�Å �¯�Ú�ï�Å 
†�Ì

clear configure crypto dynamic-map �b� ‚ �o �w�¼� �Æ�Û�¿�«�‰�ø�Ú�¿�Ó�w�b� ‚ �o�w�¯� ï
�Ñ�Ÿ�ª�á�è�”�³�ã�ï�›	«�ˆ�`�‡�b�{

show running-config crypto dynamic-map �b� ‚ �o �w�¼� �Æ�Û�¿�«�‰�ø�Ú�¿�Ó�w�b� ‚ �o�w�¯� ï
�Ñ�Ÿ�ª�á�è�”�³�ã�ï�›
¯�Ô�`�‡�b�{
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crypto dynamic-map set reverse route
�\�w�¯�Ú�ï�Å�w	Ä�I�t�m�M�o�x�z crypto map set reverse-route �¯�Ú�ï�Å�›�€	°�`�o�X�i�^�M�{

crypto dynamic-map dynamic-map-name dynamic-seq-num set reverse route

no crypto dynamic-map dynamic-map-name dynamic-seq-num set reverse route

�³�ï�»�¿�«�µ�w
†�Ì

�Ã�Ñ�¥�ç�Ä �Ã�Ñ�¥�ç�Ä�p�x�z�\�w�¯�Ú�ï�Å�w�‹�x�¦�Ñ�t�s�l�o�M�‡�b�{

�¯�Ú�ï�Å  �Þ�”�Å �Í�w
¯�x�z�\�w�¯�Ú�ï�Å�›�Ö�—�p�V�”�Þ�”�Å�›�Ô�`�o�M�‡�b�{

�¯�Ú�ï�Å�d�º

�« �Í�w�¯�Ú�ï�Å�x�z mymap �q�M�O�Ê
²�w�¼� �Æ�Û�¿�«�‰�ø�Ú�¿�Ó�w  RRI �›� �É�”�Ò�ç�t�`�‡�b�{

hostname(config)# crypto dynamic-map mymap 10 set reverse route
hostname(config)#

���È�¯�Ú�ï�Å

dynamic-map-name �‰�ø�Ú�¿�Ó �·�¿�Ä�w�Ê
²�›�¦���`�‡�b�{  

dynamic-seq-num   �‰�ø�Ú�¿�Ó �¤�ï�Ä�æ�t�Â�“�p�o�”
j�ø�›�¦���`�‡�b�{

�¯�Ú�ï�Å  �Þ�”�Å

�Ñ�•� �ž�¢�¥�”�ç  �Þ�”�Å �·�©�á�æ�Â�Ÿ  �¯�ï�Â�©�µ�Ä

�ç�”�Â�¿�Å �•�a �³�ï�¬�ç

�Ú�ç�½

�¯�ï�Â�©�µ�Ä �³�µ�Â�Ü

�¬�é�”�Ì�ç  �¯�ï�Ñ�Ÿ�ª�á�è�”
�³�ã�ï

• — • — —

�æ�æ�”�µ �!�Ë�º�0

7.0(1) �\�w�¯�Ú�ï�Å�U�‹�Ö�^�•�‡�`�h�{

�¯�Ú�ï�Å 
†�Ì

clear configure crypto dynamic-map �b� ‚ �o �w�¼� �Æ�Û�¿�«�‰�ø�Ú�¿�Ó�w�b� ‚ �o�w�¯� ï
�Ñ�Ÿ�ª�á�è�”�³�ã�ï�›	«�ˆ�`�‡�b�{

show running-config crypto dynamic-map �b� ‚ �o �w�¼� �Æ�Û�¿�«�‰�ø�Ú�¿�Ó�w�b� ‚ �o�w�¯� ï
�Ñ�Ÿ�ª�á�è�”�³�ã�ï�›
¯�Ô�`�‡�b�{
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crypto dynamic-map set transform-set
�¼� �Æ�Û�¿�«�‰�ø�Ú�¿�Ó  �¤�ï�Ä�æ�p�–�;�b�”�Ä�å�ï�µ�Ñ�¥�”�Ü  �·�¿�Ä�›�¦���b�”�t�x�z�¬�é�”�Ì
�ç  �¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï  �Þ�”�Å�p  crypto dynamic-map  set transform-set �¯�Ú�ï�Å�›�–�;�`�‡�b�{  

crypto dynamic-map dynamic-map-name dynamic-seq-num set transform-set transform-set-name1 [… 
transform-set-name11]

�¼� �Æ�Û�¿�«�‰�ø�Ú�¿�Ó  �¤�ï�Ä�æ�T�’�Ä�å�ï�µ�Ñ�¥�”�Ü  �·�¿�Ä�›�_	†�b�”�t�x�z�\�w�¯�Ú�ï�Å�w
no ���Ü�p�z�_	†�b�”�Ä�å�ï�µ�Ñ�¥�”�Ü  �·�¿�Ä�w�Ê
²�›�¦���`�‡�b�{

no crypto dynamic-map dynamic-map-name dynamic-seq-num set transform-set transform-set-name1 
[… transform-set-name11]

�b�‚�o�w�Ä�å�ï�µ�Ñ�¥�”�Ü  �·�¿�Ä�›�¦���b�”�T�z�?�‹�¦���d�c�t�\�w�¯�Ú�ï�Å�w  no ���Ü�›�–�;�b
�”�q�z�¼� �Æ�Û�¿�«�‰�ø�Ú�¿�Ó  �¤�ï�Ä�æ�U�_	†�^�•�‡�b�{  

no crypto dynamic-map dynamic-map-name dynamic-seq-num set transform-set 

�³�ï�»�¿�«�µ�w
†�Ì

�Ã�Ñ�¥�ç�Ä �Ã�Ñ�¥�ç�Ä�w�ˆ�^�•�‹�x�K�“�‡�d�œ�{

�¯�Ú�ï�Å  �Þ�”�Å �Í�w
¯�x�z�\�w�¯�Ú�ï�Å�›�Ö�—�p�V�”�Þ�”�Å�›�Ô�`�o�M�‡�b�{

�¯�Ú�ï�Å�d�º

�–�;	Í�w�̈ � �Å�å� �ï �¼� �Æ�Û�¿�«�‰�ø�Ú�¿�Ó�x�z�b�‚�o�w�Í�å�Ý�”�»�U
ƒ���^�•�o�M�s�M�‰�ø�Ú�¿�Ó�p�b�{�Ù�æ�³�”�w
�Â�ï�Ó�è�”�Ä�q�`�o�;�ó�`�z�°
ƒ���w�Í�å�Ý�”�»�x�z IPSec �É�°�³�¤�”�³�ã�ï�p�Ð�ž�t
ž�A�s	Ú�E
�›	°�ù�b�”�q�V�t�ˆ�$�t�å�”�Ç�ï�¬�^�•�‡�b�{�·�©�á�æ�Â�Ÿ  �ž�Ó�å� �ž�ï�µ�x�z�µ�»�Â�Ÿ�¿�«�‰�ø
�Ú�¿�Ó�p�Ð�ž�w  IP �ž�Å�è�µ�U�›���^�•�o�M�s�M	Ô�ù�t�z�Ð�ž�p�Ä�ï�É�ç�›�É�°�³�¤�”�Ä�^�d�”�h
�Š�t�ˆ�$�Ú�¿�Ó�›�–�;�`�‡�b�{�\�•�x�z�Í�w�‘�O�s�Ð�ž�t�p�o�x�‡�“�‡�b�{

dynamic-map-name �¼� �Æ�Û�¿�«�‰�ø�Ú�¿�Ó  �·�¿�Ä�w�Ê
²�›�¦���`�‡�b�{

dynamic-seq-num �¼� �Æ�Û�¿�«�‰�ø�Ú�¿�Ó  �¤�ï�Ä�æ�t�0� �b�”�³�”�­�ï�µ
j�ø�›�¦���`�‡
�b�{

transform-set-name1 
transform-set-name11

�Ä�å�ï�µ�Ñ�¥�”�Ü  �·�¿�Ä�w�Ê
²�›  1 �m�Ž	Í�¦���`�‡�b�{ �\�w�¯�Ú�ï�Å�p�¦
���b�”�Ä�å�ï�µ�Ñ�¥�”�Ü  �·�¿�Ä�x�z crypto ipsec transform-set �¯�Ú�ï�Å�p
���[�^�•�o�M�”
ž�A�U�K�“�‡�b�{�¤�‰�ø�Ú�¿�Ó  �¤�ï�Ä�æ�x�z 11 �x�‡�p�w
�Ä�å�ï�µ�Ñ�¥�”�Ü  �·�¿�Ä�›�±�Ù�”�Ä�`�o�M�‡�b�{

�¯�Ú�ï�Å  �Þ�”�Å

�Ñ�•� �ž�¢�¥�”�ç  �Þ�”�Å �·�©�á�æ�Â�Ÿ  �¯�ï�Â�©�µ�Ä

�ç�”�Â�¿�Å �•�a �³�ï�¬�ç

�Ú�ç�½

�¯�ï�Â�©�µ�Ä �³�µ�Â�Ü

�¬�é�”�Ì�ç  �¯�ï�Ñ�Ÿ�ª�á�è�”
�³�ã�ï

• — • — —

�æ�æ�”�µ �!�Ë�º�0

7.0 �\�w�¯�Ú�ï�Å�U�‹�Ö�^�•�‡�`�h�{

7.2(1) �‰�ø�Ú�¿�Ó �¤�ï�Ä�æ�t�S�Z�”�Ä�å�ï�µ�Ñ�¥�”�Ü  �·�¿�Ä�w�7�G
:�U�!�Ë�^
�•�‡�`�h�{
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• �Í�Ò�æ�¿�«  IP �ž�Å�è�µ�U�ˆ�$�t�Â�“�p�o�’�•�”�{

LAN-to-LAN 
€���w�Ð�ž�p�‹�z�æ�Þ�”�Ä  �ž�«�·�µ�b�”�Ð�ž�p�‹�z DHCP �›�–�;�`�o�Í�Ò�æ�¿�«
IP �ž�Å�è�µ�›	��˜�`�‡�b�{�·�©�á�æ�Â�Ÿ  �ž�Ó�å� �ž�ï�µ�x�z�\�w�ž�Å�è�µ�›�Ä�ï�É�ç�›�‰�•�b
�”�q�V�i�Z�–�;�`�‡�b�{  

• �Ó�å� �Õ�”�Ä  IP �ž�Å�è�µ�U�ˆ�$�t�Â�“�p�o�’�•�”�{  

�è	×�z�æ�Þ�”�Ä  �ž�«�·�µ�w�Ä�ï�É�ç�›�A�{�b�”�Ð�ž�x�z�Ô�¿�Å�¤�ï�Å�t�‘�l�o�Â�“�p�o�’�•�h
IP �ž�Å�è�µ�›�Ë�l�o�M�‡�b�{ �°
`�t�z LAN-to-LAN �Ä�ï�É�ç�t�x�z �Ä
²�t�>���A�ˆ�w�Ó�å� �Õ�”
�Ä �É�¿�Ä�ë�”�«�w�·�¿�Ä�U�K�“�z�µ�»�Â�Ÿ�¿�«  �Ú�¿�Ó�›
ƒ���`�z IPSec SA �›�¬�q�b�”�h�Š�t
�–�;�^�•�‡�b�{  

���g	��U�µ�»�Â�Ÿ�¿�«�‰�ø�Ú�¿�Ó�›
ƒ���b�”�w�p�z �¢ DHCP �‡�h�x���w�M�O�p�£�ˆ�$�t�Â�“�p�o�’
�•�h  IP �ž�Å�è�µ�U�˜�T�’�s�M	Ô�ù�•�z�Â�“�p�o�M�O�t�x�����s�X���w�«�å� �ž�ï�Ä�w�Ó�å� �Õ�”
�Ä IP �ž�Å�è�µ�U�˜�T�’�s�M	Ô�ù�U�K�“�‡�b�{�è	×�z VPN �«�å� �ž�ï�Ä�x�µ�»�Â�Ÿ�¿�«  IP �ž�Å�è�µ
�›�Ë�h�s�M�w�p�z IPSec �É�°�³�¤�”�³�ã�ï�›�‰�•�b�”�t�x�z�¼� �Æ�Û�¿�«�‰�ø�Ú�¿�Ó�U
ž�A�p�b�{�h
�q�Q�y�z�Ô�¿�Å�·�¿�Ä�U  IKE �w�É�°�³�¤�”�³�ã�ï�¤�t  Cisco VPN �«�å� �ž�ï�Ä�t  IP �ž�Å�è�µ�›�Â
�“�p�o�z�«�å� �ž�ï�Ä�x�\�w�ž�Å�è�µ�›  IPSec SA �w�É�°�³�¤�”�³�ã�ï�p�–�;�`�‡�b�{

�¼� �Æ�Û�¿�«�‰�ø�Ú�¿�Ó�›�–�O�q�z IPSec �w
ƒ���U���o�t�s�“�‡�b�{�Ð�ž�U	×�t�Ä
²�t�>���^�•�o
�M�s�M�É�¿�Ä�ë�”�«�p�–�;�b�”�\�q�›�S�ç�Š�`�‡�b�{ Cisco VPN �«�å� �ž�ï�Ä�¢�Þ�Ì� �ç  �â�”�²�s
�r�£�•  IP �ž�Å�è�µ�›�ˆ�$�t	��˜�b�”�ç�”�»�U�K�”	Ô�ù�t�z�¼� �Æ�Û�¿�«�‰�ø�Ú�¿�Ó�›�–�l�o�X�i
�^�M�{

�Î�ï�Ä �¼� �Æ�Û�¿�«�‰�ø�Ú�¿�Ó�w  permit  �¤�ï�Ä�æ�t  any �©�”�ë�”�Å�›�–�O�q�V�x�«�™�`�o�X�i�^�M�{�Ú
�ç�½�©�ß�µ�Ä�•�Ò�é�”�Å�©�ß�µ�Ä�w�Ä�å�Ñ�Ÿ�¿�«�U  permit  �¤�ï�Ä�æ�w�0	Å�q�s�”�\�q�‹�K�”�w�p�z
�˜�p�b�”�ž�Å�è�µ�w
c�“�t�m�M�o  deny �¤�ï�Ä�æ�›�ž�«�·�µ  �æ�µ�Ä�t
à�Ö�`�‡�b�{�É�¿�Ä�ë�”�«�q
�±�Ò�É�¿�Ä�w�Ò�é�”�Å�©�ß�µ�Ä  �Ä�å�Ñ�Ÿ�¿�«�z�S�‘�|  IPSec �p	��’�•�s�M���w�b�‚�o�w�Ä�å�Ñ�Ÿ�¿
�«�t�m�M�o  deny �¤�ï�Ä�æ�›
à�Ö�b�”�‘�O�t�`�o�X�i�^�M�{

�¼� �Æ�Û�¿�«�‰�ø�Ú�¿�Ó�x�z
€���›�‰�•�`�h�æ�Þ�”�Ä�w�Ð�ž�q  SA �›�É�°�³�¤�”�Ä�b�”�q�V�i�Z�;
�ó�`�‡�b�{�·�©�á�æ�Â�Ÿ  �ž�Ó�å� �ž�ï�µ�x�z�¼� �Æ�Û�¿�«�‰�ø�Ú�¿�Ó�›�–�;�`�o�æ�Þ�”�Ä  �Ð�ž�q

€���›�‰�•�b�”�\�q�x�p�V�‡�d�œ�{�¼� �Æ�Û�¿�«�‰�ø�Ú�¿�Ó�›
ƒ���`�h	Ô�ù�x�z
C	ô�Ä�å�Ñ�Ÿ�¿�«
�U�ž�«�·�µ  �æ�µ�Ä�p�•�D�^�•�o�M�o�‹�z�0� �b�”  SA �U���O�`�s�M�q�z�·�©�á�æ�Â�Ÿ  �ž�Ó�å� �ž�ï
�µ�U�Ä�å�Ñ�Ÿ�¿�«�›�Å�é�¿�Ó�`�‡�b�{  

�‰�ø�Ú�¿�Ó �·�¿�Ä�t�x�z�¼� �Æ�Û�¿�«�‰�ø�Ú�¿�Ó�›���Š�”�\�q�U�p�V�‡�b�{�h�i�`�z�¼� �Æ�Û�¿�«
�‰�ø�Ú�¿�Ó�w�·�¿�Ä�t�x�z�°
j�ÿ�M��
Œ�S�¢��
Œ�S�w
:�‹�U�°
j�G�V�M�£�›
ƒ���`�z�·�©�á�æ�Â�Ÿ
�ž�Ó�å� �ž�ï�µ�U�¼� �Æ�Û�¿�«�‰�ø�Ú�¿�Ó�Ž�Ž�w�Ú�¿�Ó�›
Œ�t
°�A�b�”�‘�O�t�b�”
ž�A�U�K�“�‡
�b�{�\�w�‘�O�t
ƒ���b�”�q�z���w�¢�µ�»�Â�Ÿ�¿�«�£�Ú�¿�Ó�w�¤�ï�Ä�æ�U�°�•�`�s�M	Ô�ù�t�i�Z�z�¼
� �Æ�Û�¿�«�‰�ø�Ú�¿�Ó�w�·�¿�Ä�›�Ð�‚�‡�b�{

�µ�»�Â�Ÿ�¿�«�‰�ø�Ú�¿�Ó  �·�¿�Ä�q�‰�7�z�¼� �Æ�Û�¿�«�‰�ø�Ú�¿�Ó  �·�¿�Ä�t�‹�z�‰�a  
dynamic-map-name �›�Ë�m�b�‚�o�w�¼� �Æ�Û�¿�«�‰�ø�Ú�¿�Ó�›���Š�‡�b�{ dynamic-seq-num �p�z�·�¿
�Ä�º�w�Ú�¿�Ó�›�à���`�‡�b�{�¼� �Æ�Û�¿�«�‰�ø�Ú�¿�Ó�›
ƒ���b�”	Ô�ù�x�z�‰�ø�ž�«�·�µ  �æ�µ�Ä�t�0
�`�o  IPSec �Ð�ž�w�Ã�”�»  �Ñ�é�”�›�¦�Ô�b�”�h�Š�t�•�D�;�w  ACL �›
à�Ö�`�o�X�i�^�M�{�\�w�‘�O�t

ƒ���`�s�M�q�z�·�©�á�æ�Â�Ÿ  �ž�Ó�å� �ž�ï�µ�x�z�Ð�ž�U���Ô�b�”�Ã�”�»  �Ñ�é�”�w  ID �›�b�‚�o	!�Z
�Ö�•�”�\�q�t�s�“�‡�b�{  
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�«�™ �¼� �Æ�Û�¿�«�‰�ø�Ú�¿�Ó  �·�¿�Ä�›�–�;�`�o
ƒ���^�•�h�·�©�á�æ�Â�Ÿ  �ž�Ó�å� �ž�ï�µ  � �ï�»�”�Ñ�£
� �µ�t�è�a�”�Ä�å�Ñ�Ÿ�¿�«�t�µ�»�Â�Ÿ�¿�«  �ç�”�Ä�¢�Ã�Ñ�¥�ç�Ä�£�›�Â�“�p�o�s�M�p�X�i�^�M�{� 
�ï�»�”�Ñ�£� �µ�t�è�a�”�Ä�å�Ñ�Ÿ�¿�«�›�›���b�”�t�x�z�¼� �Æ�Û�¿�«�‰�ø�Ú�¿�Ó�t  ACL �›�å�C�`
�‡�b�{�æ�Þ�”�Ä  �ž�«�·�µ  �Ä�ï�É�ç�;�w  ACL �›
ƒ���b�”�q�V�x�z�&
~�s�ž�Å�è�µ  �Ó�”�ç�›�¦���`
�o�X�i�^�M�{ �Ä�ï�É�ç�U�ž�¿�Ó�w	Ý�6�t�s�l�o�T�’�z �o�ç�”�Ä�«�Ö�›�–�;�`�o�ç�”�Ä�›�¦���`�‡�b�{

1 �m�w�‰�ø�Ú�¿�Ó �·�¿�Ä�t�z �µ�»�Â�Ÿ�¿�«�q�¼� �Æ�Û�¿�«�w�†�M�w�Ú�¿�Ó  �¤�ï�Ä�æ�›���Š�”�\�q�U
�p�V�‡�b�{

�« �®crypto ipsec transform-set�¢�Ä�å�ï�µ�Ñ�¥�”�Ü  �·�¿�Ä�w�^
R�‡�h�x�_	†�£ �¯�w�ò�t�z�Ä�å�ï�µ�Ñ�¥�”
�Ü �·�¿�Ä�t���b�”�¯�Ú�ï�Å�«�›  10 �«�Ô�`�o�M�‡�b�{�Í�w�«�p�x�z�f�w�‰�a  10 �«�w�Ä�å�ï�µ�Ñ�¥�”
�Ü �·�¿�Ä�T�’�s�”  dynamic0 �q�M�O�¼� �Æ�Û�¿�«�‰�ø�Ú�¿�Ó  �¤�ï�Ä�æ�›�^
R�`�‡�b�{

hostname(config)# crypto dynamic-map dynamic0 1 set transform-set 3des-md5 3des-sha 
56des-md5 56des-sha 128aes-md5 128aes-sha 192aes-md5 192aes-sha 256aes-md5 256aes-sha
hostname(config)#

���È�¯�Ú�ï�Å �¯�Ú�ï�Å 
†�Ì

crypto ipsec transform-set �Ä�å�ï�µ�Ñ�¥�”�Ü  �·�¿�Ä�›
ƒ���`�‡�b�{

crypto map set transform-set �‰�ø�Ú�¿�Ó �¤�ï�Ä�æ�p�–�;�b�”�Ä�å�ï�µ�Ñ�¥�”�Ü
�·�¿�Ä�›�¦���`�‡�b�{

clear configure crypto dynamic-map �b�‚�o�w�¼� �Æ�Û�¿�«�‰�ø�Ú�¿�Ó�›�¯�ï�Ñ�Ÿ�ª�á
�è�”�³�ã�ï�T�’	«�ˆ�`�‡�b�{

show running-config crypto dynamic-map �¼� �Æ�Û�¿�«�‰�ø�Ú�¿�Ó�w�¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã
�ï�›
¯�Ô�`�‡�b�{

show running-config crypto map �‰�ø�Ú�¿�Ó�w�¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï�›
¯�Ô�`�‡
�b�{
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crypto ipsec df-bit
IPSec �Í�­�¿�Ä�w  DF �Ï�¿�Ä  �Ù�æ�³�”�›
ƒ���b�”�t�x�z �¬�é�”�Ì�ç  �¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï  �Þ�”�Å
�p  crypto ipsec df-bit �¯�Ú�ï�Å�›�–�;�`�‡�b�{  

crypto ipsec df-bit [clear-df  | copy-df | set-df] interface

�³�ï�»�¿�«�µ�w
†�Ì

�Ã�Ñ�¥�ç�Ä �\�w�¯�Ú�ï�Å�x�z�Ã�Ñ�¥�ç�Ä�p�x�Ã�Ÿ�·�”�Ò�ç�t�s�l�o�M�‡�b�{
ƒ���›�¦���d�c�t�\�w�¯�Ú�ï�Å�›
� �É�”�Ò�ç�t�b�”�q�z �·�©�á�æ�Â�Ÿ  �ž�Ó�å� �ž�ï�µ�x�Ã�Ñ�¥�ç�Ä�q�`�o  copy-df 
ƒ���›�–�;�`�‡�b�{

�¯�Ú�ï�Å  �Þ�”�Å �Í�w
¯�x�z�\�w�¯�Ú�ï�Å�›�Ö�—�p�V�”�Þ�”�Å�›�Ô�`�o�M�‡�b�{

�¯�Ú�ï�Å�d�º

�–�;	Í�w�̈ � �Å�å� �ï DF �Ï�¿�Ä�›  IPSec �Ä�ï�É�ç�;�ó�q�ž�t�–�;�b�”�q�z�·�©�á�æ�Â�Ÿ  �ž�Ó�å� �ž�ï�µ�U�§�Ó�·�ç�=�^
�•�h�Ô�¿�¼�”�T�’  Don't Fragment�¢ DF�£�Ï�¿�Ä�›	«�ˆ�z
ƒ���z�‡�h�x�¯�Ð�”�p�V�”�T�r�O�T�U�¦��
�p�V�‡�b�{ IP �Ô�¿�¼�”�º�w  DF �Ï�¿�Ä�t�‘�“�z
÷�”�U�Í�­�¿�Ä�›�Ñ�å�¬�Ý�ï�Ä�=�p�V�”�T�r�O�T�U
�>���^�•�‡�b�{

�§�Ó�·�ç�=�^�•�h�Ô�¿�¼�”�t  DF �Ï�¿�Ä�›�¦���b�”�‘�O�t�·�©�á�æ�Â�Ÿ  �ž�Ó�å� �ž�ï�µ�›
ƒ���b�”
�t�x�z�¬�é�”�Ì�ç  �¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï  �Þ�”�Å�p  crypto ipsec df-bit �¯�Ú�ï�Å�›�–�;�`�‡�b�{

�Ä�ï�É�ç  �Þ�”�Å�w  IPSec �Ä�å�Ñ�Ÿ�¿�«�›�§�Ó�·�ç�=�b�”	Ô�ù�x�z DF �Ï�¿�Ä�t  clear-df 
ƒ���›�–�;�`
�‡�b�{�\�w
ƒ���›�–�;�b�”�q�z
÷�”�x�–�;�D�ó�s  MTU �w�±� �¶�‘�“�‹�G�V�s�Í�­�¿�Ä�›
ù	ô�p�V
�‡�b�{�‡�h�z�\�w
ƒ���x�z�–�;�D�ó�s  MTU �w�±� �¶�U
Æ�Ì�s	Ô�ù�t�‹�&�`�o�M�‡�b�{  

clear-df �¢�¦�Ó�³�ã�ï�£�Ž
æ  IP �Ô�¿�¼�”�x  DF �Ï�¿�Ä�›	«�ˆ�^�•�”�\�q�z�S�‘�|�·
�©�á�æ�Â�Ÿ  �ž�Ó�å� �ž�ï�µ�x�Í�­�¿�Ä�›�Ñ�å�¬�Ý�ï�Ä�=�`�o  IPSec �§�Ó
�·�ç�=�›�å�C�b�”	Ô�ù�U�K�”�\�q�›�¦���`�‡�b�{

copy-df �¢�¦�Ó�³�ã�ï�£�·�©�á�æ�Â�Ÿ  �ž�Ó�å� �ž�ï�µ�U�Ž
æ  DF �Ï�¿�Ä
ƒ���›�i�w
�Í�­�¿�Ä�º�p�s�b�\�q�›�¦���`�‡�b�{

set-df �¢�¦�Ó�³�ã�ï�£ �Ž
æ IP �Ô�¿�¼�”�t  DF �Ï�¿�Ä�›
ƒ���b�”�\�q�›�¦���`�‡�b�{
�`�T�`�z�i�w�Í�­�¿�Ä�p  DF �Ï�¿�Ä�U	«�ˆ�^�•�o�M�”	Ô�ù�z�·�©�á�æ�Â�Ÿ
�ž�Ó�å� �ž�ï�µ�x�Í�­�¿�Ä�›�Ñ�å�¬�Ý�ï�Ä�=�b�”�\�q�U�K�“�‡�b�{

interface � �ï�»�”�Ñ�£� �µ�Ê�›�¦���`�‡�b�{

�¯�Ú�ï�Å  �Þ�”�Å

�Ñ�•� �ž�¢�¥�”�ç  �Þ�”�Å �·�©�á�æ�Â�Ÿ  �¯�ï�Â�©�µ�Ä

�ç�”�Â�¿�Å �•�a �³�ï�¬�ç

�Ú�ç�½

�¯�ï�Â�©�µ�Ä �³�µ�Â�Ü

�¬�é�”�Ì�ç  �¯�ï�Ñ�Ÿ�ª�á�è�”
�³�ã�ï

• • • — —

�æ�æ�”�µ �!�Ë�º�0

7.0(1) �\�w�¯�Ú�ï�Å�U�‹�Ö�^�•�‡�`�h�{
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�« �¬�é�”�Ì�ç  �¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï  �Þ�”�Å�p�Ö�—�`�h�Í�w�«�p�x�z IPSec DF �Ù�æ�³�”�›  clear-df

�t
ƒ���`�o�M�‡�b�{

hostname(config)# crypto  ipsec df-bit clear-df inside
hostname(config)#

���È�¯�Ú�ï�Å �¯�Ú�ï�Å 
†�Ì

crypto ipsec fragmentation IPSec �Í�­�¿�Ä�w�Ñ�å�¬�Ý�ï�Â�”�³�ã�ï  �Ù�æ�³�”�›
ƒ���`
�‡�b�{

show crypto ipsec df-bit �¦���`�h� �ï�»�”�Ñ�£� �µ�w  DF �Ï�¿�Ä  �Ù�æ�³�”�›
¯�Ô�`
�‡�b�{

show crypto ipsec fragmentation �¦���`�h� �ï�»�”�Ñ�£� �µ�w�Ñ�å�¬�Ý�ï�Â�”�³�ã�ï  �Ù�æ
�³�”�›
¯�Ô�`�‡�b�{
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crypto ipsec fragmentation
IPSec �Í�­�¿�Ä�w�Ñ�å�¬�Ý�ï�Â�”�³�ã�ï  �Ù�æ�³�”�›
ƒ���b�”�t�x�z�¬�é�”�Ì�ç  �¯�ï�Ñ�Ÿ�ª�á�è�”
�³�ã�ï  �Þ�”�Å�p  crypto ipsec fragmentation �¯�Ú�ï�Å�›�–�;�`�‡�b�{  

crypto ipsec fragmentation { after-encryption  | before-encryption} interface

�³�ï�»�¿�«�µ�w
†�Ì

�Ã�Ñ�¥�ç�Ä �\�w�;�ó�x�Ã�Ñ�¥�ç�Ä�p� �É�”�Ò�ç�t�s�l�o�M�‡�b�{

�¯�Ú�ï�Å  �Þ�”�Å �Í�w
¯�x�z�\�w�¯�Ú�ï�Å�›�Ö�—�p�V�”�Þ�”�Å�›�Ô�`�o�M�‡�b�{

�¯�Ú�ï�Å�d�º

�–�;	Í�w�̈ � �Å�å� �ï �Í�­�¿�Ä�x�z�‰�ø�=�b�”�·�©�á�æ�Â�Ÿ  �ž�Ó�å� �ž�ï�µ�w
C	ô�æ�ï�«�w  MTU �w�±� �¶�t�Ù�M	Ô�ù�z
IPSec �Ô�¿�¼�”�›
Ç�Z�o�§�Ó�·�ç�=�^�•�”�q�z 
C	ô�æ�ï�«�w  MTU �›�Ò�Q�”�D�ó
Q�U�K�“�‡�b�{ MTU
�w�±� �¶�›�Ò�Q�”�q�‰�ø�=�w�™�t�Í�­�¿�Ä�U�Ñ�å�¬�Ý�ï�Ä�=�^�•�z�\�w�h�Š�‰�ø�r	†
÷�”�U�Ó�é�·
�µ  �Í�µ�p�6
Ê�ˆ�q�o�^�•�‡�b�{ IPSec VPN �w�Ä
²�Ñ�å�¬�Ý�ï�Ä�=�p�x�z�‰�ø�r	†
÷�”�x�Ó�é�·�µ  �Í
�µ�p�x�s�X�ô
Q�ó�s  CEF �Í�µ�p�ˆ�^�b�”�h�Š�z�Í�Ñ�¥�”�Ú�ï�µ�U�²	Í�`�‡�b�{

IPSec VPN �w�Ä
²�Ñ�å�¬�Ý�ï�Ä�=�p�x�z�‰�ø�=
÷�”�x�z IPSec SA �w�°
æ�q�`�o
ƒ���^�•�h�Ä�å�ï�µ
�Ñ�¥�”�Ü  �·�¿�Ä�p�–�;�D�ó�s	Ø�C�T�’�z �§�Ó�·�ç�=�^�•�h�Í�­�¿�Ä  �±� �¶�›�Ä
²�t
ƒ���`�‡�b�{ 
÷
�”�p�Í�­�¿�Ä�U	Z�—� �ï�»�”�Ñ�£� �µ�w  MTU �›�Ò�Q�”�\�q�U�Ä
²�t
ƒ���^�•�o�M�”	Ô�ù�z
÷�”�x
�‰�ø�=�b�”
²�t�f�w�Í�­�¿�Ä�›�Ñ�å�¬�Ý�ï�Ä�=�`�‡�b�{�\�•�t�‘�“�z�‰�ø�r	†
²�w�Ó�é�·�µ  �è�Õ�ç
�w�6
Ê�ˆ�q�o�U�s
†�^�•�z�‰�ø�r	†�w�Í�Ñ�¥�”�Ú�ï�µ�S�‘�|
¶�.�$�s  IPsec �Ä�å�Ñ�Ÿ�¿�«�w�µ�ç�”
�Ó�¿�Ä�w�²	Í�t�þ�q�j�‡�b�{

after-encryption �‰�ø�=�w�™�p MTU �w�7�G�±� �¶�t�Ù�M  IPSec �Í�­�¿�Ä�›�Ñ�å�¬�Ý�ï�Ä�=
�b�”�‘�O�t�·�©�á�æ�Â�Ÿ  �ž�Ó�å� �ž�ï�µ�t�¦���`�‡�b �¢�Ä
²�Ñ�å�¬�Ý�ï�Ä
�=�›�Ã�Ÿ�·�”�Ò�ç�t�`�‡�b�£ �{

before-encryption  �‰�ø�=�w
²�t  MTU �w�7�G�±� �¶�t�Ù�M  IPSec �Í�­�¿�Ä�›�Ñ�å�¬�Ý�ï�Ä�=
�b�”�‘�O�t�·�©�á�æ�Â�Ÿ  �ž�Ó�å� �ž�ï�µ�t�¦���`�‡�b �¢�Ä
²�Ñ�å�¬�Ý�ï�Ä
�=�›� �É�”�Ò�ç�t�`�‡�b�£ �{

interface � �ï�»�”�Ñ�£� �µ�Ê�›�¦���`�‡�b�{

token �â�”�²�Ý	Â�t�Ä�”�«�ï  �Õ�”�µ�w�±�”�Ì�›�–�;�b�”�\�q�›�¦���`�‡�b�{

�¯�Ú�ï�Å  �Þ�”�Å

�Ñ�•� �ž�¢�¥�”�ç  �Þ�”�Å �·�©�á�æ�Â�Ÿ  �¯�ï�Â�©�µ�Ä

�ç�”�Â�¿�Å �•�a �³�ï�¬�ç

�Ú�ç�½

�¯�ï�Â�©�µ�Ä �³�µ�Â�Ü

�¬�é�”�Ì�ç  �¯�ï�Ñ�Ÿ�ª�á�è�”
�³�ã�ï

• • • — —

�æ�æ�”�µ �!�Ë�º�0

7.0(1) �\�w�¯�Ú�ï�Å�U�‹�Ö�^�•�‡�`�h�{
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�« �¬�é�”�Ì�ç  �¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï  �Þ�”�Å�p�Ö�—�`�h�Í�w�«�p�x�z IPSec �Í�­�¿�Ä�w�Ä
²�Ñ�å�¬�Ý
�ï�Ä�=�›
÷�”	Í�p�¬�é�”�Ì�ç�t� �É�”�Ò�ç�t�`�‡�b�{

hostname(config)# crypto  ipsec fragmentation before-encryption inside
hostname(config)#

�¬�é�”�Ì�ç  �¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï  �Þ�”�Å�p�Ö�—�`�h�Í�w�«�p�x�z IPSec �Í�­�¿�Ä�w�Ä
²�Ñ�å�¬�Ý
�ï�Ä�=�›� �ï�»�”�Ñ�£� �µ	Í�p�Ã�Ÿ�·�”�Ò�ç�t�`�‡�b�{

hostname(config)# crypto  ipsec fragmentation after-encryption inside
hostname(config)#

���È�¯�Ú�ï�Å �¯�Ú�ï�Å 
†�Ì

crypto ipsec df-bit IPSec �Í�­�¿�Ä�w  DF �Ï�¿�Ä  �Ù�æ�³�”�›
ƒ���`�‡�b�{

show crypto ipsec fragmentation IPSec �Í�­�¿�Ä�w�Ñ�å�¬�Ý�ï�Â�”�³�ã�ï  �Ù�æ�³�”�›
¯�Ô�`�‡
�b�{

show crypto ipsec df-bit �¦���`�h� �ï�»�”�Ñ�£� �µ�w  DF �Ï�¿�Ä  �Ù�æ�³�”�›
¯�Ô�`
�‡�b�{
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crypto ipsec security-association lifetime
�¬�é�”�Ì�ç  �å� �Ñ�»� �Ü�‹�›
ƒ���b�”�t�x�z�¬�é�”�Ì�ç  �¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï  �Þ�”�Å�p  crypto
ipsec security-association lifetime �¯�Ú�ï�Å�›�–�;�`�‡�b�{ crypto ipsec �¤�ï�Ä�æ�w�å� �Ñ�»� �Ü�‹�›
�Ã�Ñ�¥�ç�Ä�‹�t�æ�·�¿�Ä�b�”�t�x�z�\�w�¯�Ú�ï�Å�w  no ���Ü�›�–�;�`�‡�b�{  

crypto ipsec security-association lifetime { secondsseconds | kilobytes kilobytes}

no crypto ipsec security-association lifetime { secondsseconds | kilobytes kilobytes}

�³�ï�»�¿�«�µ�w
†�Ì

�Ã�Ñ�¥�ç�Ä �Ã�Ñ�¥�ç�Ä�w  KB 
:�x  4,608,000 �p�z�Ã�Ñ�¥�ç�Ä�w
µ
:�x  28,800 �p�b�{

�¯�Ú�ï�Å  �Þ�”�Å �Í�w
¯�x�z�\�w�¯�Ú�ï�Å�›�Ö�—�p�V�”�Þ�”�Å�›�Ô�`�o�M�‡�b�{

�¯�Ú�ï�Å�d�º

�–�;	Í�w�̈ � �Å�å� �ï crypto ipsec security-association lifetime �¯�Ú�ï�Å�x�z IPSec �·�©�á�æ�Â�Ÿ  �ž�¹�³�¤�”�³�ã�ï�w�É�°�³
�¤�”�Ä�Ì�t�–�;�^�•�”�¬�é�”�Ì�ç  �å� �Ñ�»� �Ü�‹�›�!�Ë�`�‡�b�{

IPSec �·�©�á�æ�Â�Ÿ  �ž�¹�³�¤�”�³�ã�ï�p�x�z�ž��
•�µ�d�›�–�;�`�‡�b�{�\�•�’�w�d�q�·�©�á�æ�Â�Ÿ
�ž�¹�³�¤�”�³�ã�ï�x�z�†�M�‰�Ì�t�»� �Ü�ž�¢�Ä�`�‡�b�{  

�x�‘�w�‰�ø�Ú�¿�Ó  �¤�ï�Ä�æ�p�å� �Ñ�»� �Ü�‹�U
ƒ���^�•�o�M�s�M	Ô�ù�x�z�·�©�á�æ�Â�Ÿ  �ž�¹�³
�¤�”�³�ã�ï�w�É�°�³�¤�”�Ä�¤�t	ý�`�M�·�©�á�æ�Â�Ÿ  �ž�¹�³�¤�”�³�ã�ï�›�A�{�b�”�q�V�z�·�©�á�æ
�Â�Ÿ  �ž�Ó�å� �ž�ï�µ�x�z�Ð�ž�•�w�A�{�w�¤�p�¬�é�”�Ì�ç  �å� �Ñ�»� �Ü�‹�›�¦���`�‡�b�{�\�w�‹�›�z
	ý�`�M�·�©�á�æ�Â�Ÿ  �ž�¹�³�¤�”�³�ã�ï�w�å� �Ñ�»� �Ü�q�`�o�–�;�`�‡�b�{�·�©�á�æ�Â�Ÿ  �ž�Ó�å� 
�ž�ï�µ�x�z�Ð�ž�T�’�É�°�³�¤�”�³�ã�ï�A�{�›	!	ô�b�”�q�z�Ð�ž�U�¦���b�”�å� �Ñ�»� �Ü�‹�‡�h�x
�é�”�§�ç�t
ƒ���A�ˆ�w�å� �Ñ�»� �Ü�‹�w�O�j�z 	–�^�M�M�›	ý�`�M�·�©�á�æ�Â�Ÿ  �ž�¹�³�¤�”�³�ã�ï�w
�å� �Ñ�»� �Ü�q�`�o�–�;�`�‡�b�{  

�å� �Ñ�»� �Ü�t�x�z�8���›�¦���b�”�‹�w�q�Ä�å�Ñ�Ÿ�¿�«�”�›�¦���b�”�‹�w�w  2 �m�U�K�“�‡�b�{�·
�©�á�æ�Â�Ÿ  �ž�¹�³�¤�”�³�ã�ï�x�z �M�c�•�T�w�å� �Ñ�»� �Ü�t�7	s�t�x�a�`�h�Ì�:�p�8�v
~�•�t�s�“
�‡�b�{  

kilobytes 	t���w�·�©�á�æ�Â�Ÿ  �ž�¹�³�¤�”�³�ã�ï�w���®�8�v�U
~�•�”�‡�p�t�z �f�w�·
�©�á�æ�Â�Ÿ  �ž�¹�³�¤�”�³�ã�ï�›�–�;�`�o�Ð�ž���›�è�a�p�V�”�Ä�å�Ñ�Ÿ�¿
�«�w�”�›  KB �o�•�p�¦���`�‡�b�{
c�“�x  10 �™ 2,147,483,647 KB �p�b�{�Ã
�Ñ�¥�ç�Ä�x  4,608,000 KB �p�b�{

seconds �·�©�á�æ�Â�Ÿ  �ž�¹�³�¤�”�³�ã�ï�w���®�8�v�U
~�•�”�‡�p�w�����Ì���¢
µ

:�£�›�¦���`�‡�b�{
c�“�x  120 �™ 214783647 
µ�p�b�{�Ã�Ñ�¥�ç�Ä�x  28,800

µ�¢ 8 �Ì���£�p�b�{

token �â�”�²�Ý	Â�t�Ä�”�«�ï  �Õ�”�µ�w�±�”�Ì�›�–�;�b�”�\�q�›�¦���`�‡�b�{

�¯�Ú�ï�Å  �Þ�”�Å

�Ñ�•� �ž�¢�¥�”�ç  �Þ�”�Å �·�©�á�æ�Â�Ÿ  �¯�ï�Â�©�µ�Ä

�ç�”�Â�¿�Å �•�a �³�ï�¬�ç

�Ú�ç�½

�¯�ï�Â�©�µ�Ä �³�µ�Â�Ü

�¬�é�”�Ì�ç  �¯�ï�Ñ�Ÿ�ª�á�è�”
�³�ã�ï

• • • — —

�æ�æ�”�µ �!�Ë�º�0

1.1(1) �\�w�¯�Ú�ï�Å�U�‹�Ö�^�•�‡�`�h�{
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�·�©�á�æ�Â�Ÿ  �ž�Ó�å� �ž�ï�µ�p�x�z�‰�ø�Ú�¿�Ó�z�¼� �Æ�Û�¿�«  �Ú�¿�Ó�z�S�‘�|  ipsec 
ƒ���›�ˆ�^�¤
�t�!�Ë�p�V�‡�b�{�\�•�›�æ�O	Ô�ù�x�z�!�Ë�t�‘�l�o�è�¹�›	!�Z�”
€���i�Z�U�·�©�á�æ�Â�Ÿ  �ž�Ó�å� 
�ž�ï�µ�t�‘�l�o���­�^�d�’�•�‡�b�{�›�t�z�ž�«�·�µ  �æ�µ�Ä�º�w�¤�ï�Ä�æ�›�_	†�b�”�\�q�t�‘�l�o�z
�‰�ø�Ú�¿�Ó�t���È
Ç�Z�’�•�o�M�”�7���w�ž�«�·�µ  �æ�µ�Ä�›�!�Ë�b�”	Ô�ù�x�z ���È�b�”
€���i�Z�U��
�­�^�d�’�•�‡�b�{�ž�«�·�µ  �æ�µ�Ä�º�w���w�¤�ï�Ä�æ�t�,�n�X
€���x�z�è�¹�›	!�Z�‡�d�œ�{

�¬�é�”�Ì�ç�8���å� �Ñ�»� �Ü�›�!�Ë�b�”�t�x�z crypto ipsec security-association lifetime seconds �¯�Ú
�ï�Å�›�–�;�`�‡�b�{�8���å� �Ñ�»� �Ü�›�–�;�b�”	Ô�ù�x�z�¦���`�h
µ
:�U�&�a�`�h�Ì�:�p�·�©�á�æ
�Â�Ÿ  �ž�¹�³�¤�”�³�ã�ï�U�»� �Ü�ž�¢�Ä�`�‡�b�{  

�¬�é�”�Ì�ç  �Ä�å�Ñ�Ÿ�¿�«�”�å� �Ñ�»� �Ü�›�!�Ë�b�”�t�x�z crypto ipsec security-association lifetime
kilobytes �¯�Ú�ï�Å�›�–�;�`�‡�b�{�Ä�å�Ñ�Ÿ�¿�«�”�å� �Ñ�»� �Ü�›�–�;�b�”	Ô�ù�x�z�¦���`�h�”�w�Ä
�å�Ñ�Ÿ�¿�«�¢ KB �o�•�£�U�·�©�á�æ�Â�Ÿ  �ž�¹�³�¤�”�³�ã�ï  �©�”�t�‘�l�o�-�¢�^�•�h�Ì�:�p�z�·�©�á
�æ�Â�Ÿ �ž�¹�³�¤�”�³�ã�ï�U�»� �Ü�ž�¢�Ä�`�‡�b�{  

�å� �Ñ�»� �Ü�›�y�X�b�”�„�r�z�È�8	��U�©�”�6�q�È�8�›
R�­�^�d�”�\�q�U���É�t�s�“�‡�b�{�È�8	�
�t�q�l�o�x�z�r
s�w�0	Å�q�s�”�z�‰�a�©�”�p�‰�ø�=�^�•�h�Ã�”�»�w�”�U	—�s�X�s�”�h�Š�p�b�{�h�i
�`�z�å� �Ñ�»� �Ü�›�y�X�b�”�„�r�z	ý�`�M�·�©�á�æ�Â�Ÿ  �ž�¹�³�¤�”�³�ã�ï�w�¬�q�t�T�T�”  CPU 	r
�g�Ì���U�Õ�X�s�“�‡�b�{  

�·�©�á�æ�Â�Ÿ  �ž�¹�³�¤�”�³�ã�ï�¢�S�‘�|�f�•�t�0� �b�”�©�”�£�x�z�¦���`�h
µ
:�‡�h�x�¦���`�h�Ä
�å�Ñ�Ÿ�¿�«�”�¢ KB �o�•�£�w�O�j�z�r�j�’�T�›�Ò�Q�h�Ì�:�p���®�8�v�U
~�•�‡�b�{  

�« �Í�w�«�p�x�z�·�©�á�æ�Â�Ÿ  �ž�¹�³�¤�”�³�ã�ï�w�¬�é�”�Ì�ç�8���å� �Ñ�»� �Ü�›�¦���`�‡�b�{

hostname(config)# crypto ipsec-security association lifetime seconds 240
hostname(config)#

���È�¯�Ú�ï�Å �¯�Ú�ï�Å 
†�Ì

clear configure crypto map �b�‚�o�w  IPSec �¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï�¢�h�q�Q�y�z�¬�é�”
�Ì�ç  �å� �Ñ�»� �Ü�•�Ä�å�ï�µ�Ñ�¥�”�Ü  �·�¿�Ä�£�›	«�ˆ�`�‡
�b�{

show running-config crypto map �b�‚�o�w�‰�ø�Ú�¿�Ó�w�b�‚�o�w�¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï�›

¯�Ô�`�‡�b�{
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crypto ipsec transform-set�¢�Ä�å�ï�µ�Ñ�¥�”�Ü  �·�¿�Ä�w�^
R
�‡�h�x�_	†�£

�Ä�å�ï�µ�Ñ�¥�”�Ü  �·�¿�Ä�›�^
R�‡�h�x�_	†�b�”�t�x�z�¬�é�”�Ì�ç  �¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï  �Þ�”�Å
�p  crypto ipsec transform-set �¯�Ú�ï�Å�›�–�;�`�‡�b�{�\�w�¯�Ú�ï�Å�›�–�;�b�”�q�z�Ä�å�ï�µ�Ñ�¥�”
�Ü �·�¿�Ä�p�–�;�^�•�”  IPSec �‰�ø�=�S�‘�|�Ë�¿�³�á  �ž�ç�°�æ�¶�Ü�›�¦���p�V�‡�b�{ �Ä�å�ï�µ�Ñ�¥�”
�Ü �·�¿�Ä�›�_	†�b�”�t�x�z�\�w�¯�Ú�ï�Å�w  no ���Ü�›�–�;�`�‡�b�{

crypto ipsec transform-set transform-set-name encryption [authentication]

no crypto ipsec transform-set transform-set-name encryption [authentication]

�³�ï�»�¿�«�µ�w
†�Ì

�Ã�Ñ�¥�ç�Ä �Ý	Â
ƒ���w�Ã�Ñ�¥�ç�Ä�x�z esp-none�¢�Ý	Â�`�s�M�£�p�b�{  

�¯�Ú�ï�Å  �Þ�”�Å �Í�w
¯�x�z�\�w�¯�Ú�ï�Å�›�Ö�—�p�V�”�Þ�”�Å�›�Ô�`�o�M�‡�b�{

authentication �¢�¦�Ó�³�ã�ï�£ IPSec �w�Ã�”�»  �Ñ�é�”�w
T�ù
Q�›�-	Â�b�”�Ý	Â�M�O�›�Í�w
�¤�T�’  1 �m�¦���`�‡�b�{

esp-md5-hmac�•�Ë�¿�³�á  �ž�ç�°�æ�¶�Ü�q�`�o  MD5/HMAC-128 �›�–�;�b�”
	Ô�ù

esp-sha-hmac�•�Ë�¿�³�á  �ž�ç�°�æ�¶�Ü�q�`�o  SHA/HMAC-160 �›�–�;�b�”
	Ô�ù

esp-none�• HMAC �Ý	Â�›�–�;�`�s�M	Ô�ù

encryption IPSec �w�Ã�”�»  �Ñ�é�”�›�-�¢�b�”�‰�ø�=�M�O�›�Í�w�¤�T�’  1 �m�¦���`�‡
�b�{

esp-aes�• 128 �Ï�¿�Ä  �©�”�p  AES �›�–�;�b�”	Ô�ù

esp-aes-192�• 192 �Ï�¿�Ä  �©�”�p  AES �›�–�;�b�”	Ô�ù

esp-aes-256�• 256 �Ï�¿�Ä  �©�”�p  AES �›�–�;�b�”	Ô�ù

esp-des�• 56 �Ï�¿�Ä�w  DES-CBC �›�–�;�b�”	Ô�ù

esp-3des�•�Ä�æ�Ó�ç  DES �ž�ç�°�æ�¶�Ü�›�–�;�b�”	Ô�ù

esp-null�•�‰�ø�=�›�–�;�`�s�M	Ô�ù

transform-set-name �^
R�‡�h�x�!�Ë�b�”�Ä�å�ï�µ�Ñ�¥�”�Ü  �·�¿�Ä�w�Ê
²�{ �b�p�t�¯�ï�Ñ�Ÿ�ª�á
�è�”�³�ã�ï�t���O�b�”�Ä�å�ï�µ�Ñ�¥�”�Ü  �·�¿�Ä�›
¯�Ô�b�”�t�x�z show
running-config ipsec �¯�Ú�ï�Å�›�Ö�—�`�‡�b�{  

�¯�Ú�ï�Å  �Þ�”�Å

�Ñ�•� �ž�¢�¥�”�ç  �Þ�”�Å �·�©�á�æ�Â�Ÿ  �¯�ï�Â�©�µ�Ä

�ç�”�Â�¿�Å �•�a �³�ï�¬�ç

�Ú�ç�½

�¯�ï�Â�©�µ�Ä �³�µ�Â�Ü

�¬�é�”�Ì�ç  �¯�ï�Ñ�Ÿ�ª�á�è�”
�³�ã�ï

• • • — —
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�¯�Ú�ï�Å�d�º

�–�;	Í�w�̈ � �Å�å� �ï �Ä�å�ï�µ�Ñ�¥�”�Ü  �·�¿�Ä�›
ƒ���`�h�’�z�f�w�·�¿�Ä�›�‰�ø�Ú�¿�Ó�t�Â�“�p�o�‡�b�{ 1 �m�w�‰�ø�Ú�¿
�Ó�t�Ä�å�ï�µ�Ñ�¥�”�Ü  �·�¿�Ä�›  6 �m�‡�p�Â�“�p�o�”�\�q�U�p�V�‡�b�{�Ð�ž�U  IPSec �·�¿�³�ã�ï�›�¬
�q�`�‘�O�q�b�”�M�z�·�©�á�æ�Â�Ÿ  �ž�Ó�å� �ž�ï�µ�x�z�‡�c�¤�‰�ø�Ú�¿�Ó�w�ž�«�·�µ  �æ�µ�Ä�q�Ð�ž
�U�°�•�b�”�T�r�O�T�›�Ð�‚�‡�b�{�Í�t�z�Ð�ž�U�É�°�³�¤�”�Ä�b�”�b�‚�o�w�Ó�é�Ä�¯�ç�z�ž�ç�°�æ�¶
�Ü�z�f�w���w
ƒ���›�z�‰�ø�Ú�¿�Ó�t�Â�“�p�o�’�•�o�M�”�Ä�å�ï�µ�Ñ�¥�”�Ü  �·�¿�Ä�q	°�ù�`�‡�b�{�°
�•�b�”
ƒ���U�_�m�T�l�h	Ô�ù�x�z�·�©�á�æ�Â�Ÿ  �ž�Ó�å� �ž�ï�µ�x�z IPSec �·�©�á�æ�Â�Ÿ  �ž�¹�³�¤�”
�³�ã�ï�w�°
æ�q�`�o�f�w
ƒ���›�z�-�¢�^�•�h�Ä�å�Ñ�Ÿ�¿�«�t�&�;�`�‡�b�{�Ð�ž�U�ž�«�·�µ  �æ�µ�Ä�t
�°�•�`�s�M	Ô�ù�•�z �‰�ø�Ú�¿�Ó�t�Â�“�p�o�’�•�o�M�”�Ä�å�ï�µ�Ñ�¥�”�Ü  �·�¿�Ä�º�t�ì
¶�t�°�•�b�”
�·�©�á�æ�Â�Ÿ
ƒ���U�_�m�T�’�s�M	Ô�ù�z�·�©�á�æ�Â�Ÿ  �ž�Ó�å� �ž�ï�µ�x  IPSec �·�¿�³�ã�ï�›	4�ƒ�`
�‡�b�{

�‰�ø�=�q�Ý	Â�w�r�j�’�›
Œ�t�¦���`�o�‹�T�‡�M�‡�d�œ�{�‡�h�z�Ý	Â�›�¦���d�c�t�‰�ø�=�›�¦���b�”
�\�q�‹�p�V�‡�b�{�^
R�`�o�M�”�Ä�å�ï�µ�Ñ�¥�”�Ü  �·�¿�Ä�t�Ý	Â�›�¦���b�”	Ô�ù�x�z�‰�ø�=�‹�¦���b
�”
ž�A�U�K�“�‡�b�{�!�Ë�`�o�M�”�Ä�å�ï�µ�Ñ�¥�”�Ü  �·�¿�Ä�t�Ý	Â�i�Z�›�¦���`�h	Ô�ù�x�z�q�O�w�‰
�ø�=
ƒ���U�f�w�‡�‡�’�“�‡�b�{

AES �‰�ø�=�›�¦���b�”	Ô�ù�x�z�¬�é�”�Ì�ç  �¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï  �Þ�”�Å�p�‹  isakmp policy
priority group 5  �¯�Ú�ï�Å�›�–�;�`�o�z AES �w�G�V�s�±� �¶�w�©�”�›�{�Q�”�‘�O�t  Diffie-Hellman
group 5 �›�Â�“�p�o�”�\�q�›�S�ç�Š�`�‡�b�{

�Î�ï�Ä �‰�ø�Ú�¿�Ó�‡�h�x�¼� �Æ�Û�¿�«�‰�ø�Ú�¿�Ó�t�Ä�å�ï�µ�Ñ�¥�”�Ü  �·�¿�Ä�›�&�;�`�z �™�p�f�w�Ú�¿�Ó�t
�Â�“�p�o�’�•�o�M�”�Ä�å�ï�µ�Ñ�¥�”�Ü  �·�¿�Ä�›
¯�Ô�b�”	Ô�ù�x�z�Ä�å�ï�µ�Ñ�¥�”�Ü  �·�¿�Ä�t
ƒ��
�º�0�›
¯�b�Ê
²�›
Ç�Z�o�S�X�q�(�b�p�b�{�h�q�Q�y�z�Í�t�Ô�b�7	s�w�«�w  3des-md5 �x�z�Ä�å�ï�µ
�Ñ�¥�”�Ü  �·�¿�Ä�p�–�;�b�”�‰�ø�=�q�Ý	Â�›�Ô�`�o�M�‡�b�{�f�w�™�t���X�‹�x�z�Ä�å�ï�µ�Ñ�¥�”�Ü
�·�¿�Ä�t�Â�“�p�o�”�î�M�w�‰�ø�=�q�Ý	Â�w
ƒ���p�b�{

�« �Í�w�¯�Ú�ï�Å�x�z�‰�ø�=�q�Ý	Â�›�‡�l�h�X
ƒ���`�s�M	Ô�ù�›	†�X�z�b�‚�o�w�¦�Ó�³�ã�ï�›�Ô�`�o�M
�‡�b�{

hostname(config)# crypto ipsec transform-set 3des-md5 esp-3des esp-md5-hmac
hostname(config)# crypto ipsec transform-set 3des-sha esp-3des esp-sha-hmac
hostname(config)# crypto ipsec transform-set 56des-md5 esp-des esp-md5-hmac
hostname(config)# crypto ipsec transform-set 56des-sha esp-des esp-sha-hmac
hostname(config)# crypto ipsec transform-set 128aes-md5 esp-aes esp-md5-hmac
hostname(config)# crypto ipsec transform-set 128aes-sha esp-aes esp-sha-hmac
hostname(config)# crypto ipsec transform-set 192aes-md5 esp-aes-192 esp-md5-hmac
hostname(config)# crypto ipsec transform-set 192aes-sha esp-aes-192 esp-sha-hmac
hostname(config)# crypto ipsec transform-set 256aes-md5 esp-aes-256 esp-md5-hmac
hostname(config)# crypto ipsec transform-set 256aes-sha esp-aes-256 esp-sha-hmac
hostname(config)# 

�æ�æ�”�µ �!�Ë�º�0

7.0 �\�w�¯�Ú�ï�Å�U�‹�Ö�^�•�‡�`�h�{

7.2(1) �\�w�ò�U�~���^�•�‡�`�h�{
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���È�¯�Ú�ï�Å �¯�Ú�ï�Å 
†�Ì

show running-config ipsec �b�‚�o�w�Ä�å�ï�µ�Ñ�¥�”�Ü  �·�¿�Ä�w
ƒ���›
¯�Ô�`�‡
�b�{

crypto map set transform-set �‰�ø�Ú�¿�Ó �¤�ï�Ä�æ�p�–�;�b�”�Ä�å�ï�µ�Ñ�¥�”�Ü
�·�¿�Ä�›�¦���`�‡�b�{

crypto dynamic-map set transform-set �¼� �Æ�Û�¿�«�‰�ø�Ú�¿�Ó  �¤�ï�Ä�æ�p�–�;�b�”�Ä�å�ï
�µ�Ñ�¥�”�Ü  �·�¿�Ä�›�¦���`�‡�b�{

show running-config crypto map �‰�ø�Ú�¿�Ó�w�¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï�›
¯�Ô�`�‡�b�{

show running-config crypto dynamic-map �¼� �Æ�Û�¿�«�‰�ø�Ú�¿�Ó�w�¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï
�›
¯�Ô�`�‡�b�{
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crypto ipsec transform-set mode transport
�Ä�å�ï�µ�Ñ�¥�”�Ü  �·�¿�Ä�w  IPSec �Ä�å�ï�µ�Ù�”�Ä  �Þ�”�Å�›�¦���b�”�t�x�z �¬�é�”�Ì�ç  �¯�ï�Ñ�Ÿ�ª�á
�è�”�³�ã�ï  �Þ�”�Å�p  crypto ipsec transport-set mode transport �¯�Ú�ï�Å�›�–�;�`�‡�b�{�Ä�å�ï�µ
�Ñ�¥�”�Ü  �·�¿�Ä�T�’  IPSec �Ä�å�ï�µ�Ù�”�Ä  �Þ�”�Å�›�_	†�b�”�t�x�z�\�w�¯�Ú�ï�Å�w  no ���Ü�›�–�;
�`�‡�b�{

crypto ipsec transform-set transform-set-name mode transport

no crypto ipsec transform-set transform-set-name mode transport

�³�ï�»�¿�«�µ�w
†�Ì

�Ã�Ñ�¥�ç�Ä �Ã�Ñ�¥�ç�Ä�x�Ä�ï�É�ç  �Þ�”�Å�p�b�{

�¯�Ú�ï�Å  �Þ�”�Å �Í�w
¯�x�z�\�w�¯�Ú�ï�Å�›�Ö�—�p�V�”�Þ�”�Å�›�Ô�`�o�M�‡�b�{

�¯�Ú�ï�Å�d�º

�–�;	Í�w�̈ � �Å�å� �ï �\�w�¯�Ú�ï�Å�x�z�Ä�å�ï�µ�Ñ�¥�”�Ü  �·�¿�Ä�t�0�`�o  IPSec �Ä�å�ï�µ�Ù�”�Ä  �Þ�”�Å�›�¦���`�‡�b�{
Windows 2000 �w L2TP/IPSec �«�å� �ž�ï�Ä�x  IPSec �Ä�å�ï�µ�Ù�”�Ä  �Þ�”�Å�›�–�;�b�”�w�p�z�\�w�Ä
�å�ï�µ�Ù�”�Ä  �·�¿�Ä�p�Ä�å�ï�µ�Ù�”�Ä  �Þ�”�Å�›
¬�R�b�”
ž�A�U�K�“�‡�b�{�Ã�Ñ�¥�ç�Ä�x�Ä�ï�É�ç
�Þ�”�Å�p�b�{

�Ä�ï�É�ç  �Þ�”�Å�x�Ä�å�ï�µ�Ñ�¥�”�Ü  �·�¿�Ä�t�0�`�o�×�ˆ�$�t� �É�”�Ò�ç�t�s�“�‡�b�{�·�©�á�æ
�Â�Ÿ  �ž�Ó�å� �ž�ï�µ�x�z Windows 2000 �w L2TP/IPSec �«�å� �ž�ï�Ä�q�è	ô�b�”	Ô�ù�›	†�V�¢�Ä�å�ï
�µ�Ù�”�Ä  �Þ�”�Å�›�–�;�£ �z�Ä�ï�É�ç  �Þ�”�Å�›�–�;�`�‡�b�{  

�« �Í�w�«�p�x�z�‰�ø�=�t  Triple DES �›�–�;�`�z�Ë�¿�³�á  �ž�ç�°�æ�¶�Ü�t  MD5/HMAC-128 �›�–�;�b�”
transet5 �q�M�O�Ê
²�w�Ä�å�ï�µ�Ñ�¥�”�Ü  �·�¿�Ä�›
ƒ���`�o�T�’�z�Ä�å�ï�µ�Ñ�¥�”�Ü  �·�¿�Ä  transet5
�t  IPSec �Ä�å�ï�µ�Ù�”�Ä  �Þ�”�Å�›�¦���`�‡�b�{

hostname(config)# crypto ipsec transform-set transet5 esp-3des esp-md5-hmac
hostname(config)# crypto ipsec transform-set transet5 mode transport
hostname(config)#

mode transport �Ä�ï�É�ç  �Þ�”�Å�A�{�t�C�Q�o�z�Ä�å�ï�µ�Ù�”�Ä  �Þ�”�Å�A�{�›	!�Z�Ö�•�”
�h�Š�w�Ä�å�ï�µ�Ñ�¥�”�Ü  �·�¿�Ä�›�¦���`�‡�b�{

transform-set-name �!�Ë�b�”�Ä�å�ï�µ�Ñ�¥�”�Ü  �·�¿�Ä�w�Ê
²�›�¦���`�‡�b�{ �Ä�å�ï�µ�Ñ�¥�”�Ü
�·�¿�Ä�›�b�p�t�^
R�`�o�M�”�\�q�›
²���q�`�o�M�‡�b�{

token �â�”�²�Ý	Â�t�Ä�”�«�ï  �Õ�”�µ�w�±�”�Ì�›�–�;�b�”�\�q�›�¦���`�‡�b�{

�¯�Ú�ï�Å  �Þ�”�Å

�Ñ�•� �ž�¢�¥�”�ç  �Þ�”�Å �·�©�á�æ�Â�Ÿ  �¯�ï�Â�©�µ�Ä

�ç�”�Â�¿�Å �•�a �³�ï�¬�ç

�Ú�ç�½

�¯�ï�Â�©�µ�Ä �³�µ�Â�Ü

�¬�é�”�Ì�ç  �¯�ï�Ñ�Ÿ�ª�á�è�”
�³�ã�ï

• — • — —

�æ�æ�”�µ �!�Ë�º�0

�7�� �\�w�¯�Ú�ï�Å�x�7���w�‹�w�p�b�{
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���È�¯�Ú�ï�Å �¯�Ú�ï�Å 
†�Ì

clear configure crypto �b�‚�o�w  ipsec �¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï�¢�h�q�Q�y�z�¬�é�”
�Ì�ç  �å� �Ñ�»� �Ü�•�Ä�å�ï�µ�Ñ�¥�”�Ü  �·�¿�Ä�£�›	«�ˆ�`�‡
�b�{

clear configure crypto map �b�‚�o�w�‰�ø�Ú�¿�Ó�›	«�ˆ�`�‡�b�{

show running-config crypto map �b�‚�o�w�‰�ø�Ú�¿�Ó�w�b�‚�o�w�¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï�›

¯�Ô�`�‡�b�{
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crypto isakmp am-disable
�ž�¬�è�¿�³�Ò  �Þ�”�Å�w�£	ô
€���›�Ã�Ÿ�·�”�Ò�ç�t�b�”�t�x�z�¬�é�”�Ì�ç  �¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï
�Þ�”�Å�p  crypto isakmp am-disable �¯�Ú�ï�Å�›�–�;�`�‡�b�{�ž�¬�è�¿�³�Ò  �Þ�”�Å�w�£	ô
€���›� 
�É�”�Ò�ç�t�b�”�t�x�z�\�w�¯�Ú�ï�Å�w  no ���Ü�›�–�;�`�‡�b�{

crypto isakmp am-disable

no crypto isakmp am-disable

�³�ï�»�¿�«�µ�w
†�Ì �\�w�¯�Ú�ï�Å�t�x�z�¾
:�‹�©�”�ë�”�Å�‹�K�“�‡�d�œ�{

�Ã�Ñ�¥�ç�Ä �Ã�Ñ�¥�ç�Ä�‹�x� �É�”�Ò�ç�p�b�{

�¯�Ú�ï�Å  �Þ�”�Å �Í�w
¯�x�z�\�w�¯�Ú�ï�Å�›�Ö�—�p�V�”�Þ�”�Å�›�Ô�`�o�M�‡�b�{

�¯�Ú�ï�Å�d�º

�« �Í�w�«�p�x�z �¬�é�”�Ì�ç  �¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï  �Þ�”�Å�p�z �ž�¬�è�¿�³�Ò  �Þ�”�Å�w�£	ô
€���›�Ã�Ÿ
�·�”�Ò�ç�t�`�‡�b�{

hostname(config)# crypto isakmp am-disable

���È�¯�Ú�ï�Å

�¯�Ú�ï�Å  �Þ�”�Å

�Ñ�•� �ž�¢�¥�”�ç  �Þ�”�Å �·�©�á�æ�Â�Ÿ  �¯�ï�Â�©�µ�Ä

�ç�”�Â�¿�Å �•�a �³�ï�¬�ç

�Ú�ç�½

�¯�ï�Â�©�µ�Ä �³�µ�Â�Ü

�¬�é�”�Ì�ç  �¯�ï�Ñ�Ÿ�ª�á�è�”
�³�ã�ï

• — • — —

�æ�æ�”�µ �!�Ë�º�0

7.0(1)(1) isakmp am-disable �¯�Ú�ï�Å�U�‹�Ö�^�•�‡�`�h�{

7.2.(1) isakmp am-disable �¯�Ú�ï�Å�U�z crypto isakmp am-disable �¯�Ú�ï�Å�t�”�V
�õ�Q�’�•�‡�`�h�{

�¯�Ú�ï�Å 
†�Ì

clear configure crypto isakmp �b�‚�o�w  ISAKMP �¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï�›	«�ˆ�`�‡
�b�{

clear configure crypto isakmp policy ISAKMP �Ù�æ�³�”  �¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï�›�b�‚�o	«�ˆ
�`�‡�b�{

clear crypto isakmp sa IKE �å�ï�»� �Ü  SA �Ã�”�»�Õ�”�µ�›	«�ˆ�`�‡�b�{

show running-config crypto isakmp �ž�«�Â�Ÿ�Ò�s�¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï�›�b�‚�o
¯�Ô�`�‡
�b�{
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crypto isakmp disconnect-notify
�Ð�ž�t�0�b�”
~�…�è�Œ�›� �É�”�Ò�ç�t�b�”�t�x�z�¬�é�”�Ì�ç  �¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï  �Þ�”�Å�p
crypto isakmp disconnect-notify �¯�Ú�ï�Å�›�–�;�`�‡�b�{
~�…�è�Œ�›�Ã�Ÿ�·�”�Ò�ç�t�b�”�t�x�z�\�w
�¯�Ú�ï�Å�w  no ���Ü�›�–�;�`�‡�b�{

crypto isakmp disconnect-notify

no crypto isakmp disconnect-notify

�³�ï�»�¿�«�µ�w
†�Ì �\�w�¯�Ú�ï�Å�t�x�z�¾
:�‹�©�”�ë�”�Å�‹�K�“�‡�d�œ�{

�Ã�Ñ�¥�ç�Ä �Ã�Ñ�¥�ç�Ä�‹�x�Ã�Ÿ�·�”�Ò�ç�p�b�{

�¯�Ú�ï�Å  �Þ�”�Å �Í�w
¯�x�z�\�w�¯�Ú�ï�Å�›�Ö�—�p�V�”�Þ�”�Å�›�Ô�`�o�M�‡�b�{

�¯�Ú�ï�Å�d�º

�« �Í�w�«�p�x�z�¬�é�”�Ì�ç  �¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï  �Þ�”�Å�p�z�Ð�ž�t�0�b�”
~�…�è�Œ�›� �É�”�Ò�ç
�t�`�‡�b�{

hostname(config)# crypto isakmp disconnect-notify

���È�¯�Ú�ï�Å

�¯�Ú�ï�Å  �Þ�”�Å

�Ñ�•� �ž�¢�¥�”�ç  �Þ�”�Å �·�©�á�æ�Â�Ÿ  �¯�ï�Â�©�µ�Ä

�ç�”�Â�¿�Å �•�a �³�ï�¬�ç

�Ú�ç�½

�¯�ï�Â�©�µ�Ä �³�µ�Â�Ü

�¬�é�”�Ì�ç  �¯�ï�Ñ�Ÿ�ª�á�è�”
�³�ã�ï

• — • — —

�æ�æ�”�µ �!�Ë�º�0

7.0(1)(1) isakmp disconnect-notify �¯�Ú�ï�Å�U�‹�Ö�^�•�‡�`�h�{

7.2.(1) isakmp disconnect-notify �¯�Ú�ï�Å�U�z crypto isakmp disconnect-notify �¯�Ú
�ï�Å�t�”�V�õ�Q�’�•�‡�`�h�{

�¯�Ú�ï�Å 
†�Ì

clear configure crypto isakmp �b�‚�o�w  ISAKMP �¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï�›	«�ˆ�`�‡�b�{

clear configure crypto isakmp policy ISAKMP �Ù�æ�³�”  �¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï�›�b�‚�o	«�ˆ
�`�‡�b�{

clear crypto isakmp sa IKE �å�ï�»� �Ü  SA �Ã�”�»�Õ�”�µ�›	«�ˆ�`�‡�b�{

show running-config crypto isakmp �ž�«�Â�Ÿ�Ò�s�¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï�›�b�‚�o
¯�Ô�`�‡
�b�{
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crypto isakmp enable
IPSec �Ð�ž�U�·�©�á�æ�Â�Ÿ  �ž�Ó�å� �ž�ï�µ�q�è	ô�b�”� �ï�»�”�Ñ�£� �µ	Í�p  ISAKMP �É�°�³�¤�”
�³�ã�ï�›� �É�”�Ò�ç�t�b�”�t�x�z�¬�é�”�Ì�ç  �¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï  �Þ�”�Å�p  crypto isakmp
enable �¯�Ú�ï�Å�›�–�;�`�‡�b�{� �ï�»�”�Ñ�£� �µ	Í�p  ISAKMP �Ã�Ÿ�·�”�Ò�ç�t�b�”�t�x�z�\�w�¯�Ú
�ï�Å�w  no ���Ü�›�–�;�`�‡�b�{

crypto isakmp enable interface-name

no crypto isakmp enable interface-name

�³�ï�»�¿�«�µ�w
†�Ì

�Ã�Ñ�¥�ç�Ä �Ã�Ñ�¥�ç�Ä�w�ˆ�^�•�‹�x�K�“�‡�d�œ�{

�¯�Ú�ï�Å  �Þ�”�Å �Í�w
¯�x�z�\�w�¯�Ú�ï�Å�›�Ö�—�p�V�”�Þ�”�Å�›�Ô�`�o�M�‡�b�{

�¯�Ú�ï�Å�d�º

�« �Í�w�«�x�z�¬�é�”�Ì�ç  �¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï  �Þ�”�Å�p�z�º
æ� �ï�»�”�Ñ�£� �µ	Í�p  ISAKMP �›
�Ã�Ÿ�·�”�Ò�ç�t�b�”�M�O�›�Ô�`�o�M�‡�b�{

hostname(config)# no crypto isakmp enable  inside

���È�¯�Ú�ï�Å

interface-name ISAKMP �É�°�³�¤�”�³�ã�ï�›� �É�”�Ò�ç�‡�h�x�Ã�Ÿ�·�”�Ò�ç�t�b�”� �ï
�»�”�Ñ�£� �µ�w�Ê
²�›�¦���`�‡�b�{

�¯�Ú�ï�Å  �Þ�”�Å

�Ñ�•� �ž�¢�¥�”�ç  �Þ�”�Å �·�©�á�æ�Â�Ÿ  �¯�ï�Â�©�µ�Ä

�ç�”�Â�¿�Å �•�a �³�ï�¬�ç

�Ú�ç�½

�¯�ï�Â�©�µ�Ä �³�µ�Â�Ü

�¬�é�”�Ì�ç  �¯�ï�Ñ�Ÿ�ª�á�è�”
�³�ã�ï

• — • — —

�æ�æ�”�µ �!�Ë�º�0

�7�� �\�w  isakmp enable �¯�Ú�ï�Å�x�7���w�‹�w�p�b�{

7.2(1) isakmp enable �¯�Ú�ï�Å�U�z crypto isakmp enable �¯�Ú�ï�Å�t�”�V�õ�Q�’�•
�‡�`�h�{

�¯�Ú�ï�Å 
†�Ì

clear configure crypto isakmp �b�‚�o�w  ISAKMP �¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï�›	«�ˆ�`�‡�b�{

clear configure crypto isakmp policy ISAKMP �Ù�æ�³�”  �¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï�›�b�‚�o	«�ˆ
�`�‡�b�{

clear crypto isakmp sa IKE �å�ï�»� �Ü  SA �Ã�”�»�Õ�”�µ�›	«�ˆ�`�‡�b�{

show running-config crypto isakmp �ž�«�Â�Ÿ�Ò�s�¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï�›�b�‚�o
¯�Ô�`�‡
�b�{
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crypto isakmp identity
�Ñ�£�”�¶  2 ID �›�Ð�ž�t
ù	ô�b�”�‘�O�t
ƒ���b�”�t�x�z�¬�é�”�Ì�ç  �¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï  �Þ�”�Å
�p  crypto isakmp identity �¯�Ú�ï�Å�›�–�;�`�‡�b�{�Ã�Ñ�¥�ç�Ä
ƒ���t�í�b�t�x�z�\�w�¯�Ú�ï�Å�w  no
���Ü�›�–�;�`�‡�b�{

crypto isakmp identity {address | hostname | key-id key-id-string | auto}

no crypto isakmp identity {address | hostname | key-id key-id-string | auto}

�³�ï�»�¿�«�µ�w
†�Ì

�Ã�Ñ�¥�ç�Ä �Ã�Ñ�¥�ç�Ä�w  ISAKMP ID �x�z crypto isakmp identity auto �p�b�{

�¯�Ú�ï�Å  �Þ�”�Å �Í�w
¯�x�z�\�w�¯�Ú�ï�Å�›�Ö�—�p�V�”�Þ�”�Å�›�Ô�`�o�M�‡�b�{

�¯�Ú�ï�Å�d�º

�« �Í�w�«�p�x�z�¬�é�”�Ì�ç  �¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï  �Þ�”�Å�p�z IPSec �Ð�ž�q�è	ô�b�”�h�Š�w� �ï�»�”
�Ñ�£� �µ	Í�p  ISAKMP �É�°�³�¤�”�³�ã�ï�›�z
€���»� �Ó�t� �a�o� �É�”�Ò�ç�t�`�‡�b�{

hostname(config)# crypto isakmp identity auto

���È�¯�Ú�ï�Å

address ISAKMP �w�Ý��	Ø�C�›�¦�õ�b�”�×�µ�Ä�w  IP �ž�Å�è�µ�›�–�;�`�‡�b�{

auto ISAKMP �É�°�³�¤�”�³�ã�ï�›�z
€���w�»� �Ó�‘�l�o
Q���`�‡�b�¢�Ä
²�ž��
�©�”�w  IP �ž�Å�è�µ�z�‡�h�x	Â�Ì	{�Ý	Â�;�w	Â�Ì	{  DN�£�{

hostname ISAKMP �w�Ý��	Ø�C�›�¦�õ�b�”�×�µ�Ä�w�ì
¶	.	æ�Å�Ý� �ï�Ê�›�–�;�`�‡
�b�¢�Ã�Ñ�¥�ç�Ä�£ �{�\�w�Ê
²�x�z�×�µ�Ä�Ê�q�Å�Ý� �ï�Ê�p�Ï
R�^�•�‡�b�{

key-id key_id_string �æ�Þ�”�Ä  �Ð�ž�U�Ä
²�ž���©�”�›�U�g�b�”�h�Š�t�–�;�b�”���È�»�›�¦���`
�‡�b�{  

�¯�Ú�ï�Å  �Þ�”�Å

�Ñ�•� �ž�¢�¥�”�ç  �Þ�”�Å �·�©�á�æ�Â�Ÿ  �¯�ï�Â�©�µ�Ä

�ç�”�Â�¿�Å �•�a �³�ï�¬�ç

�Ú�ç�½

�¯�ï�Â�©�µ�Ä �³�µ�Â�Ü

�¬�é�”�Ì�ç  �¯�ï�Ñ�Ÿ�ª�á�è�”
�³�ã�ï

• — • — —

�æ�æ�”�µ �!�Ë�º�0

�7�� isakmp identity �¯�Ú�ï�Å�x�7���w�‹�w�p�b�{

7.2(1) isakmp identity �¯�Ú�ï�Å�U�z crypto isakmp identity �¯�Ú�ï�Å�t�”�V�õ�Q�’
�•�‡�`�h�{

�¯�Ú�ï�Å 
†�Ì

clear configure crypto isakmp �b�‚�o�w  ISAKMP �¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï�›	«�ˆ�`�‡�b�{

clear configure crypto isakmp policy ISAKMP �Ù�æ�³�”  �¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï�›�b�‚�o	«�ˆ
�`�‡�b�{

clear crypto isakmp sa IKE �å�ï�»� �Ü  SA �Ã�”�»�Õ�”�µ�›	«�ˆ�`�‡�b�{

show running-config crypto isakmp �ž�«�Â�Ÿ�Ò�s�¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï�›�b�‚�o
¯�Ô�`�‡
�b�{
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crypto isakmp ipsec-over-tcp
IPSec over TCP �›� �É�”�Ò�ç�t�b�”�t�x�z�¬�é�”�Ì�ç  �¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï  �Þ�”�Å�p  crypto
isakmp ipsec-over-tcp �¯�Ú�ï�Å�›�–�;�`�‡�b�{ IPSec over TCP �›�Ã�Ÿ�·�”�Ò�ç�t�b�”�t�x�z�\�w�¯�Ú
�ï�Å�w  no ���Ü�›�–�;�`�‡�b�{

crypto isakmp ipsec-over-tcp [port port1...port10]

no crypto isakmp ipsec-over-tcp [port port1...port10]

�³�ï�»�¿�«�µ�w
†�Ì

�Ã�Ñ�¥�ç�Ä �Ã�Ñ�¥�ç�Ä�‹�x�Ã�Ÿ�·�”�Ò�ç�p�b�{

�¯�Ú�ï�Å  �Þ�”�Å �Í�w
¯�x�z�\�w�¯�Ú�ï�Å�›�Ö�—�p�V�”�Þ�”�Å�›�Ô�`�o�M�‡�b�{

�¯�Ú�ï�Å�d�º

�« �Í�w�«�p�x�z�¬�é�”�Ì�ç  �¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï  �Þ�”�Å�p�z�Ù�”�Ä  45 	Í�p  IPSec over TCP �›� 
�É�”�Ò�ç�t�`�‡�b�{

hostname(config)# crypto isakmp ipsec-over-tcp port 45
hostname(config)#

���È�¯�Ú�ï�Å

port port1...port10 �¢�¦�Ó�³�ã�ï�£�Ã�Ì� �µ�U  IPSec over TCP 
€���›	!�Z�Ö�•�”�Ù�”�Ä�›�¦��
�`�‡�b�{�7�G  10 �w�Ù�”�Ä�›�¦���p�V�‡�b�{�Ù�”�Ä
j�ø�w
c�“�x  1 �™ 65535
�p�b�{�Ã�Ñ�¥�ç�Ä�w�Ù�”�Ä
j�ø�x  10000 �p�b�{

�¯�Ú�ï�Å  �Þ�”�Å

�Ñ�•� �ž�¢�¥�”�ç  �Þ�”�Å �·�©�á�æ�Â�Ÿ  �¯�ï�Â�©�µ�Ä

�ç�”�Â�¿�Å �•�a �³�ï�¬�ç

�Ú�ç�½

�¯�ï�Â�©�µ�Ä �³�µ�Â�Ü

�¬�é�”�Ì�ç  �¯�ï�Ñ�Ÿ�ª�á�è�”
�³�ã�ï

• — • — —

�æ�æ�”�µ �!�Ë�º�0

7.0(1)(1) isakmp ipsec-over-tcp �¯�Ú�ï�Å�U�‹�Ö�^�•�‡�`�h�{

7.2.(1) isakmpipsec-over-tcp �¯�Ú�ï�Å�U�z crypto isakmpipsec-over-tcp �¯�Ú�ï�Å�t
�”�V�õ�Q�’�•�‡�`�h�{

�¯�Ú�ï�Å 
†�Ì

clear configure crypto isakmp �b�‚�o�w  ISAKMP �¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï�›	«�ˆ�`�‡�b�{

clear configure crypto isakmp policy ISAKMP �Ù�æ�³�”  �¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï�›�b�‚�o	«�ˆ
�`�‡�b�{

clear crypto isakmp sa IKE �å�ï�»� �Ü  SA �Ã�”�»�Õ�”�µ�›	«�ˆ�`�‡�b�{

show running-config crypto isakmp �ž�«�Â�Ÿ�Ò�s�¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï�›�b�‚�o
¯�Ô�`�‡
�b�{
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crypto isakmp nat-traversal
NAT Traversal �›�¬�é�”�Ì�ç�t� �É�”�Ò�ç�t�b�”�t�x�z�¬�é�”�Ì�ç  �¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï  �Þ�”�Å
�p  ISAKMP �U� �É�”�Ò�ç�t�s�l�o�M�”�\�q�›�¬�Ý�`�¢� �É�”�Ò�ç�t�b�”�t�x  crypto isakmp enable
�¯�Ú�ï�Å�›�–�;�`�‡�b�£ �z�Í�t  crypto isakmp nat-traversal �¯�Ú�ï�Å�›�–�;�`�‡�b�{ NAT Traversal �U
� �É�”�Ò�ç�w�q�V�t�z�\�•�›�Ã�Ÿ�·�”�Ò�ç�t�b�”�t�x�z�\�w�¯�Ú�ï�Å�w  no ���Ü�›�–�;�`�‡�b�{

crypto isakmp nat-traversal natkeepalive

no crypto isakmp nat-traversal natkeepalive

�³�ï�»�¿�«�µ�w
†�Ì

�Ã�Ñ�¥�ç�Ä �Ã�Ñ�¥�ç�Ä�p�z NAT Traversal�¢ crypto isakmp nat-traversal�£�x�Ã�Ÿ�·�”�Ò�ç�t�s�l�o�M�‡�b�{

�¯�Ú�ï�Å  �Þ�”�Å �Í�w
¯�x�z�\�w�¯�Ú�ï�Å�›�Ö�—�p�V�”�Þ�”�Å�›�Ô�`�o�M�‡�b�{

�¯�Ú�ï�Å�d�º

�–�;	Í�w�̈ � �Å�å� �ï Network Address Translation�¢ NAT; �É�¿�Ä�ë�”�«  �ž�Å�è�µ�!�õ�£�x�z Port Address Translation�¢ PAT;
�Ù�”�Ä  �ž�Å�è�µ�!�õ�£�‹���Š�z IPSec �‹�–�;�`�o�M�”���X�w�É�¿�Ä�ë�”�«�p�–�;�^�•�o�M�‡�b�U�z
IPSec �Í�­�¿�Ä�U  NAT �Ã�Ì� �µ�›�ð�J�s�X�è�a�b�”�\�q�›�f�[�”
‡�“�õ
Q�U
:���X�K�“�‡�b�{ NAT
Traversal �›�–�;�b�”�q�z ESP �Í�­�¿�Ä�U  1 �m�‡�h�x
ó
:�w  NAT �Ã�Ì� �µ�›�è�a�p�V�”�‘�O�t�s�“
�‡�b�{

�·�©�á�æ�Â�Ÿ  �ž�Ó�å� �ž�ï�µ�x�z IETF �w�® UDP Encapsulation of IPsec Packets� �̄Å�å�Ñ�Ä�w�Ì�”�´�ã
�ï  2 �q�Ì�”�´�ã�ï  3�¢ http://www.ietf.org/html.charters/ipsec-charter.html �T�’�Ö	��D�ó�£�t�G	\�^�•�o
�M�”�q�S�“  NAT Traversal �›�±�Ù�”�Ä�`�o�M�‡�b�{ NAT Traversal �x�z�¼� �Æ�Û�¿�«�q�µ�»�Â�Ÿ�¿�«
�w�†�M�w�‰�ø�Ú�¿�Ó�p�±�Ù�”�Ä�^�•�o�M�‡�b�{

�\�w�¯�Ú�ï�Å�x�z�·�©�á�æ�Â�Ÿ  �ž�Ó�å� �ž�ï�µ	Í�p  NAT-T �›�¬�é�”�Ì�ç�t� �É�”�Ò�ç�t�`�‡�b�{
�‰�ø�Ú�¿�Ó �¤�ï�Ä�æ�p�Ã�Ÿ�·�”�Ò�ç�t�b�”�t�x�z crypto map set nat-t-disable �¯�Ú�ï�Å�›�–�;�`�‡
�b�{

natkeepalive NAT �©�”�Ó�ž�å� �Ò���´�›  10 �™ 3,600 
µ�w
c�“�p
ƒ���`�‡�b�{�Ã�Ñ�¥�ç
�Ä�x  20 
µ�p�b�{

�¯�Ú�ï�Å  �Þ�”�Å

�Ñ�•� �ž�¢�¥�”�ç  �Þ�”�Å �·�©�á�æ�Â�Ÿ  �¯�ï�Â�©�µ�Ä

�ç�”�Â�¿�Å �•�a �³�ï�¬�ç

�Ú�ç�½

�¯�ï�Â�©�µ�Ä �³�µ�Â�Ü

�¬�é�”�Ì�ç  �¯�ï�Ñ�Ÿ�ª�á�è�”
�³�ã�ï

• — • — —

�æ�æ�”�µ �!�Ë�º�0

7.0(1)(1) isakmp nat-traversal �¯�Ú�ï�Å�x�7���w�‹�w�p�b�{

7.2.(1) isakmp nat-traversal �¯�Ú�ï�Å�U�z crypto isakmp nat-traversal �¯�Ú�ï�Å�t
�”�V�õ�Q�’�•�‡�`�h�{
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�« �Í�w�«�p�x�z�¬�é�”�Ì�ç  �¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï  �Þ�”�Å�p�z ISAKMP �›� �É�”�Ò�ç�t�`�z 30 
µ��
�´�p  NAT Traversal �›� �É�”�Ò�ç�t�`�‡�b�{

hostname(config)# crypto isakmp enable
hostname(config)# crypto isakmp nat-traversal 30

���È�¯�Ú�ï�Å �¯�Ú�ï�Å 
†�Ì

clear configure crypto isakmp �b�‚�o�w  ISAKMP �¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï�›	«�ˆ�`�‡�b�{

clear configure crypto isakmp policy ISAKMP �Ù�æ�³�”  �¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï�›�b�‚�o	«�ˆ
�`�‡�b�{

clear crypto isakmp sa IKE �å�ï�»� �Ü  SA �Ã�”�»�Õ�”�µ�›	«�ˆ�`�‡�b�{

show running-config crypto isakmp �ž�«�Â�Ÿ�Ò�s�¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï�›�b�‚�o
¯�Ô�`�‡
�b�{
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crypto isakmp policy
IKE �Ù�æ�³�”�›
ƒ���b�”�t�x�z�¬�é�”�Ì�ç  �¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï  �Þ�”�Å�p  crypto isakmp policy
�¯�Ú�ï�Å�›�–�;�`�‡�b�{ IKE �Ù�æ�³�”�x�z IKE �É�°�³�¤�”�³�ã�ï�;�w�Í�å�Ý�”�»�w�·�¿�Ä�›���[�`
�h�‹�w�p�b�{ ISAKMP �Ý	Â�M�Ü�›�_	†�b�”�t�x�z���È�b�”  clear configure �¯�Ú�ï�Å�›�–�;�`�‡�b�{

crypto isakmp policy priority 

�³�ï�»�¿�«�µ�w
†�Ì

�Ã�Ñ�¥�ç�Ä �Ã�Ñ�¥�ç�Ä�w�ˆ�^�•�‹�x�K�“�‡�d�œ�{

�¯�Ú�ï�Å  �Þ�”�Å �Í�w
¯�x�z�\�w�¯�Ú�ï�Å�›�Ö�—�p�V�”�Þ�”�Å�›�Ô�`�o�M�‡�b�{

�¯�Ú�ï�Å�d�º

�–�;	Í�w�̈ � �Å�å� �ï crypto isakmp policy �¯�Ú�ï�Å�›�–�;�b�”�q�z�‰�ø  isakmp �Ù�æ�³�”  �Þ�”�Å�t�Ö�l�o�z�Ý	Â�z�‰�ø�=�z
�¬�ç�”�Ó�z�Ë�¿�³�á�z�S�‘�|�å� �Ñ�»� �Ü�w
ƒ���›�æ�O�\�q�U�p�V�‡�b�{

�« �Í�w�«�x�z�¬�é�”�Ì�ç  �¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï  �Þ�”�Å�p�z crypto isakmp policy �¯�Ú�ï�Å�›�–�;�b
�”�M�O�›�Ô�`�o�M�‡�b�{�\�w�«�p�x�z��
Œ	q�•
j�ø  40 �w IKE �Ù�æ�³�”�p  RSA �³�¬�Ç�½�ß�w�Ý	Â�M
�Ü�›�–�;�b�”�‘�O�t
ƒ���`�‡�b�{

hostname(config)# crypto isakmp policy  40 
hostname(config-isakmp-policy)# authentication rsa-sig

���È�¯�Ú�ï�Å

priority IKE �Ù�æ�³�”�›�°�™�t�Ý���`�z�f�w�Ù�æ�³�”�t��
Œ	q�•�›�Â�“�p�o�‡�b�{
1 �™ 65534 �w
T
:�›�–�;�`�‡�b�{ 1 �x��
Œ	q�•�U�7�‹�ô�X�z 65534 �U�7�‹�ÿ
�X�s�“�‡�b�{

�¯�Ú�ï�Å  �Þ�”�Å

�Ñ�•� �ž�¢�¥�”�ç  �Þ�”�Å �·�©�á�æ�Â�Ÿ  �¯�ï�Â�©�µ�Ä

�ç�”�Â�¿�Å �•�a �³�ï�¬�ç

�Ú�ç�½

�¯�ï�Â�©�µ�Ä �³�µ�Â�Ü

�¬�é�”�Ì�ç  �¯�ï�Ñ�Ÿ�ª�á�è�”
�³�ã�ï

• — • — —

�æ�æ�”�µ �!�Ë�º�0

7.2.(1) �\�w�¯�Ú�ï�Å�U�‹�Ö�^�•�‡�`�h�{

�¯�Ú�ï�Å 
†�Ì

clear configure crypto isakmp �b�‚�o�w  ISAKMP �¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï�›	«�ˆ�`�‡�b�{

clear configure crypto isakmp policy ISAKMP �Ù�æ�³�”  �¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï�›�b�‚�o	«�ˆ
�`�‡�b�{

clear crypto isakmp sa IKE �å�ï�»� �Ü  SA �Ã�”�»�Õ�”�µ�›	«�ˆ�`�‡�b�{

show running-config crypto isakmp �ž�«�Â�Ÿ�Ò�s�¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï�›�b�‚�o
¯�Ô�`�‡
�b�{
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crypto isakmp reload-wait
�b�‚�o�w�ž�«�Â�Ÿ�Ò�s�·�¿�³�ã�ï�U�×	��$�U	4�ƒ�`�s�M�q�·�©�á�æ�Â�Ÿ  �ž�Ó�å� �ž�ï�µ�›�æ�Ò�”
�Ä�p�V�s�M�‘�O�t�b�”�x�z�¬�é�”�Ì�ç  �¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï  �Þ�”�Å�p  crypto isakmp reload-wait
�¯�Ú�ï�Å�›�–�;�`�‡�b�{ �ž�«�Â�Ÿ�Ò�s�·�¿�³�ã�ï�U	4�ƒ�b�”�w�›�4�h�c�t�·�©�á�æ�Â�Ÿ  �ž�Ó�å� �ž
�ï�µ�›�æ�Ò�”�Ä�b�”�t�x�z�\�w�¯�Ú�ï�Å�w  no ���Ü�›�–�;�`�‡�b�{

crypto isakmp reload-wait

no crypto isakmp reload-wait

�³�ï�»�¿�«�µ�w
†�Ì �\�w�¯�Ú�ï�Å�t�x�z�¾
:�‹�©�”�ë�”�Å�‹�K�“�‡�d�œ�{

�Ã�Ñ�¥�ç�Ä �Ã�Ñ�¥�ç�Ä�w�ˆ�^�•�‹�x�K�“�‡�d�œ�{

�¯�Ú�ï�Å  �Þ�”�Å �Í�w
¯�x�z�\�w�¯�Ú�ï�Å�›�Ö�—�p�V�”�Þ�”�Å�›�Ô�`�o�M�‡�b�{

�¯�Ú�ï�Å�d�º

�« �Í�w�«�p�x�z�¬�é�”�Ì�ç  �¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï  �Þ�”�Å�p�z�b�‚�o�w�ž�«�Â�Ÿ�Ò�s�·�¿�³�ã�ï�U
	4�ƒ�b�”�‡�p�4�;�`�o�T�’�æ�Ò�”�Ä�b�”�‘�O�t�z�·�©�á�æ�Â�Ÿ  �ž�Ó�å� �ž�ï�µ�t�è�Œ�`�‡�b�{

hostname(config)# crypto isakmp reload-wait

���È�¯�Ú�ï�Å

�¯�Ú�ï�Å  �Þ�”�Å

�Ñ�•� �ž�¢�¥�”�ç  �Þ�”�Å �·�©�á�æ�Â�Ÿ  �¯�ï�Â�©�µ�Ä

�ç�”�Â�¿�Å �•�a �³�ï�¬�ç

�Ú�ç�½

�¯�ï�Â�©�µ�Ä �³�µ�Â�Ü

�¬�é�”�Ì�ç  �¯�ï�Ñ�Ÿ�ª�á�è�”
�³�ã�ï

• — • — —

�æ�æ�”�µ �!�Ë�º�0

7.0(1)(1) isakmp reload-wait �¯�Ú�ï�Å�U�‹�Ö�^�•�‡�`�h�{

7.2.(1) isakmp reload-wait �¯�Ú�ï�Å�U�z crypto isakmp reload-wait �¯�Ú�ï�Å�t�”�V
�õ�Q�’�•�‡�`�h�{

�¯�Ú�ï�Å 
†�Ì

clear configure crypto isakmp �b�‚�o�w  ISAKMP �¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï�›	«�ˆ�`�‡�b�{

clear configure crypto isakmp policy ISAKMP �Ù�æ�³�”  �¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï�›�b�‚�o	«�ˆ
�`�‡�b�{

clear crypto isakmp sa IKE �å�ï�»� �Ü  SA �Ã�”�»�Õ�”�µ�›	«�ˆ�`�‡�b�{

show running-config crypto isakmp �ž�«�Â�Ÿ�Ò�s�¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï�›�b�‚�o
¯�Ô�`�‡
�b�{
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crypto key generate dsa
ID 	Â�Ì	{�;�w  DSA �©�”  �Ö�ž�›
\
R�b�”�t�x�z �¬�é�”�Ì�ç  �¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï  �Þ�”�Å�p  crypto
key generate dsa �¯�Ú�ï�Å�›�–�;�`�‡�b�{  

crypto key generate dsa { label key-pair-label} [ modulus size] [noconfirm]

�³�ï�»�¿�«�µ�w
†�Ì

�Ã�Ñ�¥�ç�Ä �Ã�Ñ�¥�ç�Ä�w��
:�±� �¶�x  1024 �p�b�{

�¯�Ú�ï�Å  �Þ�”�Å �Í�w
¯�x�z�\�w�¯�Ú�ï�Å�›�Ö�—�p�V�”�Þ�”�Å�›�Ô�`�o�M�‡�b�{

�¯�Ú�ï�Å�d�º

�–�;	Í�w�̈ � �Å�å� �ï SSL�z SSH�z�S�‘�|  IPSec 
€���›�±�Ù�”�Ä�b�”  DSA �©�”  �Ö�ž�›
\
R�b�”�t�x�z crypto key generate
dsa �¯�Ú�ï�Å�›�–�;�`�‡�b�{
\
R�^�•�h�©�”  �Ö�ž�x�z�¯�Ú�ï�Å  �³�ï�»�¿�«�µ�w�°
æ�q�`�o�¦���`�h
�å�Õ�ç�p�Ý���`�‡�b�{�å�Õ�ç�›�¦���`�s�M	Ô�ù�z�·�©�á�æ�Â�Ÿ  �ž�Ó�å� �ž�ï�µ�x�¤�å�”  �Ý�¿�·�”
�´�›
¯�Ô�`�‡�b�{

�¢�«�£ DSA �©�”�›
\
R�b�”�q�V�z�—���U
C
\�b�”	Ô�ù�U�K�“�‡�b�{ Cisco PIX 515E Firewall �p�x�z�\�w�—
���U�7�G
:
ü�t�˜�h�”�\�q�U�K�“�‡�b�{

�« �¬�é�”�Ì�ç  �¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï  �Þ�”�Å�p�Ö�—�`�h�Í�w�«�p�x�z mypubkey �q�M�O�å�Õ�ç�w  DSA
�©�”  �Ö�ž�›
\
R�`�‡�b�{

hostname(config)# crypto key generate dsa label mypubkey
INFO: The name for the keys will be: mypubkey
hostname(config)# 

label key-pair-label �©�”  �Ö�ž�t���È
Ç�Z�”�Ê
²�›�¦���`�‡�b�{�7�G�å�Õ�ç�Õ�x  128 ���È�p�b�{
DSA �t�x�å�Õ�ç�U
ž�A�p�b�{

modulus size �©�”  �Ö�ž�w�Þ�´�á�”�ç  �±� �¶  512�z 768�z�‡�h�x  1024 �›�¦���`�‡�b�{�Ã
�Ñ�¥�ç�Ä�w�Þ�´�á�”�ç  �±� �¶�x  1024 �p�b�{

noconfirm �0�é���w�Ó�é�ï�Ó�Ä�›�b�‚�o
¯�Ô�`�‡�d�œ�{

�¯�Ú�ï�Å  �Þ�”�Å

�Ñ�•� �ž�¢�¥�”�ç  �Þ�”�Å �·�©�á�æ�Â�Ÿ  �¯�ï�Â�©�µ�Ä

�ç�”�Â�¿�Å �•�a �³�ï�¬�ç

�Ú�ç�½

�¯�ï�Â�©�µ�Ä �³�µ�Â�Ü

�¬�é�”�Ì�ç  �¯�ï�Ñ�Ÿ�ª�á�è�”
�³�ã�ï

• • • • —

�æ�æ�”�µ �!�Ë�º�0

7.0(1) �\�w�¯�Ú�ï�Å�U�‹�Ö�^�•�‡�`�h�{
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�¬�é�”�Ì�ç  �¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï  �Þ�”�Å�p�Ö�—�`�h�Í�w�«�p�x�z �¡�l�o  mypubkey �q�M�O�å�Õ�ç
�w	O
ó�`�h  DSA �©�”  �Ö�ž�›
\
R�`�‘�O�q�`�o�M�‡�b�{

hostname(config)# crypto key generate dsa label mypubkey
WARNING: You already have dSA keys defined named mypubkey
Do you really want to replace them? [yes/no] no
ERROR: Failed to create new DSA keys named mypubkey
hostname(config)# 

���È�¯�Ú�ï�Å �¯�Ú�ï�Å 
†�Ì

crypto key zeroize DSA �©�”  �Ö�ž�›�_	†�`�‡�b�{

show crypto key mypubkey DSA �©�”  �Ö�ž�›
¯�Ô�`�‡�b�{
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crypto key generate rsa
ID 	Â�Ì	{�;�w  RSA �©�”  �Ö�ž�›
\
R�b�”�t�x�z �¬�é�”�Ì�ç  �¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï  �Þ�”�Å�p  crypto
key generate rsa �¯�Ú�ï�Å�›�–�;�`�‡�b�{  

crypto key generate rsa [usage-keys | general-keys] [ label key-pair-label] [modulus size] [noconfirm]

�³�ï�»�¿�«�µ�w
†�Ì

�Ã�Ñ�¥�ç�Ä �Ã�Ñ�¥�ç�Ä�w�©�”  �Ö�ž  �»� �Ó�x  general-keys �p�b�{�Ã�Ñ�¥�ç�Ä�w��
:�±� �¶�x  1024 �p�b�{

�¯�Ú�ï�Å  �Þ�”�Å �Í�w
¯�x�z�\�w�¯�Ú�ï�Å�›�Ö�—�p�V�”�Þ�”�Å�›�Ô�`�o�M�‡�b�{

�¯�Ú�ï�Å�d�º

�–�;	Í�w�̈ � �Å�å� �ï SSL�z SSH�z�S�‘�|  IPSec 
€���›�±�Ù�”�Ä�b�”  RSA �©�”  �Ö�ž�›
\
R�b�”�t�x�z crypto key generate
rsa �¯�Ú�ï�Å�›�–�;�`�‡�b�{
\
R�^�•�h�©�”  �Ö�ž�x�z�¯�Ú�ï�Å  �³�ï�»�¿�«�µ�w�°
æ�q�`�o�¦���p�V
�”�å�Õ�ç�p�Ý���`�‡�b�{�©�”  �Ö�ž�›�€	°�`�s�M�Ä�å�µ�Ä�Ù� �ï�Ä�x�z�Ã�Ñ�¥�ç�Ä�w  
<Default-RSA-Key> �›�–�;�p�V�‡�b�{ SSH 
€���p�x	×�t�\�w�©�”�U�–�;�^�•�‡�b�{ SSL �x� �×�w	Â
�Ì	{�•�©�”�›�¼� �Æ�Û�¿�«�t
\
R�b�”�h�Š�z�Ä�å�µ�Ä�Ù� �ï�Ä�t
ƒ���^�•�o�M�s�M�v�“�z�\�w�\�q
�x  SSL �t�è�¹�›�)�Q�‡�d�œ�{

general-keys �°
Ê�w
Z�;�©�”�›
\
R�`�‡�b�{�\�•�x�Ã�Ñ�¥�ç�Ä�w�©�”  �Ö�ž  �»� �Ó�p�b�{

label key-pair-label �©�”  �Ö�ž�t���È
Ç�Z�”�Ê
²�›�¦���`�‡�b�{�\�w�©�”  �Ö�ž�w�å�Õ�ç�x�°�™
�p�K�”
ž�A�U�K�“�‡�b�{�‰�a�å�Õ�ç�p���w�©�”  �Ö�ž�›�^
R�`�‘�O�q�b�”
�q�z�·�©�á�æ�Â�Ÿ  �ž�Ó�å� �ž�ï�µ�x�/���Ý�¿�·�”�´�›
¯�Ô�`�‡�b�{�©�”�w

 \ 
R� Ì � t �å �Õ�ç�› � ¦ � � � ` �s �M	Ô�ù�z�©�”  �Ö�ž�x �µ �»�Â�Ÿ�¿�«� t
<Default-RSA-Key> �q�M�O�Ê
²�U
Ç�Z�’�•�‡�b�{  

modulus size �©�”  �Ö�ž�w�Þ�´�á�”�ç  �±� �¶  512�z 768�z 1024�z�‡�h�x  2048 �›�¦���`�‡
�b�{�Ã�Ñ�¥�ç�Ä�w�Þ�´�á�”�ç  �±� �¶�x  1024 �p�b�{

noconfirm �0�é���w�Ó�é�ï�Ó�Ä�›�b�‚�o
¯�Ô�`�‡�d�œ�{

usage-keys �³�¬�Ç�½�ß�;�q�‰�ø�=�;�w  2 �m�w�©�”  �Ö�ž�›
\
R�`�‡�b�{�\�•�x�z�0� �b
�”�Ý���;�t  2 �è�w	Â�Ì	{�U
ž�A�s�\�q�›�™�¯�`�‡�b�{

�¯�Ú�ï�Å  �Þ�”�Å

�Ñ�•� �ž�¢�¥�”�ç  �Þ�”�Å �·�©�á�æ�Â�Ÿ  �¯�ï�Â�©�µ�Ä

�ç�”�Â�¿�Å �•�a �³�ï�¬�ç

�Ú�ç�½

�¯�ï�Â�©�µ�Ä �³�µ�Â�Ü

�¬�é�”�Ì�ç  �¯�ï�Ñ�Ÿ�ª�á�è�”
�³�ã�ï

• • • • —

�æ�æ�”�µ �!�Ë�º�0

7.0(1) �\�w�¯�Ú�ï�Å�U�‹�Ö�^�•�‡�`�h�{
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�« �¬�é�”�Ì�ç  �¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï  �Þ�”�Å�p�Ö�—�`�h�Í�w�«�p�x�z mypubkey �q�M�O�å�Õ�ç�w  RSA
�©�”  �Ö�ž�›
\
R�`�‡�b�{

hostname(config)# crypto key generate rsa label mypubkey
INFO: The name for the keys will be: mypubkey
Keypair generation process
hostname(config)# 

�¬�é�”�Ì�ç  �¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï  �Þ�”�Å�p�Ö�—�`�h�Í�w�«�p�x�z �¡�l�o  mypubkey �q�M�O�å�Õ�ç
�w	O
ó�`�h  RSA �©�”  �Ö�ž�›
\
R�`�‘�O�q�`�o�M�‡�b�{

hostname(config)# crypto key generate rsa label mypubkey
WARNING: You already have RSA keys defined named mypubkey
Do you really want to replace them? [yes/no] no
ERROR: Failed to create new RSA keys named mypubkey
hostname(config)# 

�¬�é�”�Ì�ç  �¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï  �Þ�”�Å�p�Ö�—�`�h�Í�w�«�p�x�z �Ã�Ñ�¥�ç�Ä  �å�Õ�ç�w  RSA �©�”
�Ö�ž�›
\
R�`�‡�b�{

hostname(config)# crypto key generate rsa 
INFO: The name for the keys will be: <Default-RSA-Key>
Keypair generation process begin. Please wait...
hostname(config)# 

���È�¯�Ú�ï�Å �¯�Ú�ï�Å 
†�Ì

crypto key zeroize RSA �©�”  �Ö�ž�›�_	†�`�‡�b�{  

show crypto key mypubkey RSA �©�”  �Ö�ž�›
¯�Ô�`�‡�b�{
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crypto key zeroize
�¦���`�h�»� �Ó�¢ rsa �‡�h�x  dsa�£�w�©�”  �Ö�ž�›�_	†�b�”�t�x�z�¬�é�”�Ì�ç  �¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã
�ï  �Þ�”�Å�p  crypto key zeroize �¯�Ú�ï�Å�›�–�;�`�‡�b�{  

crypto key zeroize { rsa | dsa} [ label key-pair-label] [default] [noconfirm]

�³�ï�»�¿�«�µ�w
†�Ì

�Ã�Ñ�¥�ç�Ä �Ã�Ñ�¥�ç�Ä�w�ˆ�^�•�‹�x�K�“�‡�d�œ�{

�¯�Ú�ï�Å  �Þ�”�Å �Í�w
¯�x�z�\�w�¯�Ú�ï�Å�›�Ö�—�p�V�”�Þ�”�Å�›�Ô�`�o�M�‡�b�{

�¯�Ú�ï�Å�d�º

�« �¬�é�”�Ì�ç  �¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï  �Þ�”�Å�p�Ö�—�`�h�Í�w�«�p�x�z �b�‚�o�w  RSA �©�”  �Ö�ž�›�_	†
�`�‡�b�{

hostname(config)# crypto key zeroize rsa
WARNING: All RSA keys will be removed.
WARNING: All router certs issued using these keys will also be removed.

Do you really want to remove these keys? [yes/no] y
hostname(config)# 

���È�¯�Ú�ï�Å

default �å�Õ�ç�U�s�M  RSA �©�”  �Ö�ž�›�_	†�`�‡�b�{�\�w�©�”�ë�”�Å�x�z RSA �©�”
�Ö�ž�t�v�“���®�p�b�{

dsa �©�”  �»� �Ó�q�`�o  DSA �›�¦���`�‡�b�{

label key-pair-label �¦���`�h�»� �Ó�¢ rsa �‡�h�x  dsa�£�w�©�”  �Ö�ž�›�_	†�`�‡�b�{�å�Õ�ç�›�¦��
�`�s�M	Ô�ù�z�·�©�á�æ�Â�Ÿ  �ž�Ó�å� �ž�ï�µ�x�¦���`�h�»� �Ó�w�©�”  �Ö�ž
�›�b�‚�o�_	†�`�‡�b�{

noconfirm �0�é���w�Ó�é�ï�Ó�Ä�›�b�‚�o
¯�Ô�`�‡�d�œ�{

rsa �©�”  �»� �Ó�q�`�o  RSA �›�¦���`�‡�b�{

�¯�Ú�ï�Å  �Þ�”�Å

�Ñ�•� �ž�¢�¥�”�ç  �Þ�”�Å �·�©�á�æ�Â�Ÿ  �¯�ï�Â�©�µ�Ä

�ç�”�Â�¿�Å �•�a �³�ï�¬�ç

�Ú�ç�½

�¯�ï�Â�©�µ�Ä �³�µ�Â�Ü

�¬�é�”�Ì�ç  �¯�ï�Ñ�Ÿ�ª�á�è�”
�³�ã�ï

• • • • —

�æ�æ�”�µ �!�Ë�º�0

�7�� �\�w�¯�Ú�ï�Å�x�7���w�‹�w�p�b�{

�¯�Ú�ï�Å 
†�Ì

crypto key generate dsa ID 	Â�Ì	{�;�w  DSA �©�”  �Ö�ž�›
\
R�`�‡�b�{

crypto key generate rsa ID 	Â�Ì	{�;�w  RSA �©�”  �Ö�ž�›
\
R�`�‡�b�{
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crypto map interface
���[�A�ˆ�w�‰�ø�Ú�¿�Ó  �·�¿�Ä�›� �ï�»�”�Ñ�£� �µ�t�&�;�b�”�t�x�z�¬�é�”�Ì�ç  �¯�ï�Ñ�Ÿ�ª�á�è�”
�³�ã�ï  �Þ�”�Å�p  crypto map interface �¯�Ú�ï�Å�›�–�;�`�‡�b�{� �ï�»�”�Ñ�£� �µ�T�’�‰�ø�Ú�¿�Ó
�·�¿�Ä�›�_	†�b�”�t�x�z�\�w�¯�Ú�ï�Å�w  no ���Ü�›�–�;�`�‡�b�{  

crypto map map-name interface interface-name

no crypto map map-name interface interface-name

�³�ï�»�¿�«�µ�w
†�Ì

�Ã�Ñ�¥�ç�Ä �Ã�Ñ�¥�ç�Ä�w�ˆ�^�•�‹�x�K�“�‡�d�œ�{

�¯�Ú�ï�Å  �Þ�”�Å �Í�w
¯�x�z�\�w�¯�Ú�ï�Å�›�Ö�—�p�V�”�Þ�”�Å�›�Ô�`�o�M�‡�b�{

�¯�Ú�ï�Å�d�º

�–�;	Í�w�̈ � �Å�å� �ï �\�w�¯�Ú�ï�Å�x�z�‰�ø�Ú�¿�Ó  �·�¿�Ä�›�ž�«�Â�Ÿ�Ò�s�·�©�á�æ�Â�Ÿ  �ž�Ó�å� �ž�ï�µ�w� �ï�»�”�Ñ�£
� �µ�t�Â�“�p�o�”�h�Š�t�–�;�`�‡�b�{�·�©�á�æ�Â�Ÿ  �ž�Ó�å� �ž�ï�µ�p�x�z�Ú�™�w�ž�«�Â�Ÿ�Ò  � �ï
�»�”�Ñ�£� �µ�›  IPSec �w	4�z�t�p�V�‡�b�{� �ï�»�”�Ñ�£� �µ�p  IPSec �±�”�Ï�µ�›���™�b�”�t�x�z�f
�w� �ï�»�”�Ñ�£� �µ�t�‡�c�‰�ø�Ú�¿�Ó  �·�¿�Ä�›�Â�“�p�o�”
ž�A�U�K�“�‡�b�{

� �ï�»�”�Ñ�£� �µ�t�Â�“�p�o�”�\�q�U�p�V�”�‰�ø�Ú�¿�Ó  �·�¿�Ä�x  1 �m�i�Z�p�b�{�‰�a  map-name �p
seq-num �U�Ÿ�s�”�‰�ø�Ú�¿�Ó  �¤�ï�Ä�æ�U
ó
:�K�”	Ô�ù�z�f�•�’�w�¤�ï�Ä�æ�x�‰�a�·�¿�Ä�w�°
æ�p�K
�“�z�f�w� �ï�»�”�Ñ�£� �µ�t�b�‚�o�U�&�;�^�•�‡�b�{�·�©�á�æ�Â�Ÿ  �ž�Ó�å� �ž�ï�µ�x�z seq-num �U
�7�‹	–�^�M�‰�ø�Ú�¿�Ó  �¤�ï�Ä�æ�›�7	s�t
°�A�`�‡�b�{  

�¢�«�£ �·�©�á�æ�Â�Ÿ  �ž�Ó�å� �ž�ï�µ�p�x�z�‰�ø�Ú�¿�Ó�z�¼� �Æ�Û�¿�«  �Ú�¿�Ó�z�S�‘�|  ipsec 
ƒ���›�ˆ�^�¤
�t�!�Ë�p�V�‡�b�{�\�•�›�æ�O	Ô�ù�x�z�!�Ë�t�‘�l�o�è�¹�›	!�Z�”
€���i�Z�U�·�©�á�æ�Â�Ÿ  �ž�Ó�å
� �ž�ï�µ�t�‘�l�o���­�^�d�’�•�‡�b�{�›�t�z�ž�«�·�µ  �æ�µ�Ä�º�w�¤�ï�Ä�æ�›�_	†�b�”�\�q�t�‘�l
�o�z�‰�ø�Ú�¿�Ó�t���È
Ç�Z�’�•�o�M�”�7���w�ž�«�·�µ  �æ�µ�Ä�›�!�Ë�b�”	Ô�ù�x�z���È�b�”
€���i
�Z�U���­�^�d�’�•�‡�b�{�ž�«�·�µ  �æ�µ�Ä�º�w���w�¤�ï�Ä�æ�t�,�n�X
€���x�z�è�¹�›	!�Z�‡�d�œ�{

interface-name �·�©�á�æ�Â�Ÿ  �ž�Ó�å� �ž�ï�µ�U  VPN �Ð�ž�q�w�Ä�ï�É�ç�w�¬�q�t�–�;�b�”
� �ï�»�”�Ñ�£� �µ�›�¦���`�‡�b�{ ISAKMP �›� �É�”�Ò�ç�t�`�o�M�o�z�Ý	Â
�Á�¢ CA�£�›�–�;�`�o	Â�Ì	{�›	��˜�b�”	Ô�ù�t�x�z CA 	Â�Ì	{�º�p�¦���^�•
�o�M�”�ž�Å�è�µ�›�Ë�m� �ï�»�”�Ñ�£� �µ�t�b�”
ž�A�U�K�“�‡�b�{

map-name �‰�ø�Ú�¿�Ó �·�¿�Ä�w�Ê
²�›�¦���`�‡�b�{  

�¯�Ú�ï�Å  �Þ�”�Å

�Ñ�•� �ž�¢�¥�”�ç  �Þ�”�Å �·�©�á�æ�Â�Ÿ  �¯�ï�Â�©�µ�Ä

�ç�”�Â�¿�Å �•�a �³�ï�¬�ç

�Ú�ç�½

�¯�ï�Â�©�µ�Ä �³�µ�Â�Ü

�¬�é�”�Ì�ç  �¯�ï�Ñ�Ÿ�ª�á�è�”
�³�ã�ï

• • • — —

�æ�æ�”�µ �!�Ë�º�0

�7�� �\�w�¯�Ú�ï�Å�x�7���w�‹�w�p�b�{
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�¢�«�£ �b�‚�o�w�µ�»�Â�Ÿ�¿�«�‰�ø�Ú�¿�Ó�x�z�ž�«�·�µ  �æ�µ�Ä�z�Ä�å�ï�µ�Ñ�¥�”�Ü  �·�¿�Ä�z�S�‘�|  IPsec �Ð
�ž�w  3 �m�w
æ
ü�›���[�b�”
ž�A�U�K�“�‡�b�{�\�•�’�w  1 �m�U�=�Z�o�M�”	Ô�ù�z�‰�ø�Ú�¿�Ó�x
Æ�ì
¶
�p�z�·�©�á�æ�Â�Ÿ  �ž�Ó�å� �ž�ï�µ�x�Í�w�¤�ï�Ä�æ�t
��ˆ�‡�b�{�`�T�`�z�‰�ø�Ú�¿�Ó�U�ž�«�·�µ  �æ
�µ�Ä�p�x�°�•�b�”�U�z���w  2 �m�w�A�E�w�M�c�•�T�‡�h�x�†�M�p�°�•�`�s�M	Ô�ù�z�\�w�·�©�á�æ�Â�Ÿ
�ž�Ó�å� �ž�ï�µ�x�Ä�å�Ñ�Ÿ�¿�«�›�Å�é�¿�Ó�`�‡�b�{  

�b�‚�o�w�‰�ø�Ú�¿�Ó�U�ì
¶�p�K�”�\�q�›�¬�Ý�b�”�t�x�z show running-config crypto map �¯�Ú�ï�Å�›
�–�;�`�‡�b�{
Æ�ì
¶�s�‰�ø�Ú�¿�Ó�›	.
Y�b�”�t�x�z�‰�ø�Ú�¿�Ó�›�_	†�`�z�=�Z�o�M�”�¤�ï�Ä�æ�›�å
�C�`�o�6�|�&�;�`�‡�b�{  

�« �¬�é�”�Ì�ç  �¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï  �Þ�”�Å�p�Ö�—�`�h�Í�w�«�p�x�z mymap �q�M�O�Ê
²�w�‰�ø�Ú�¿
�Ó �·�¿�Ä�›�Ž
æ� �ï�»�”�Ñ�£� �µ�t�Â�“�p�o�‡�b�{�Ä�å�Ñ�Ÿ�¿�«�x�z�\�w�Ž
æ� �ï�»�”�Ñ�£� �µ�›
�è�a�b�”�q�V�z�·�©�á�æ�Â�Ÿ  �ž�Ó�å� �ž�ï�µ�t�‘�l�o  mymap �·�¿�Ä�º�w�b�‚�o�w�‰�ø�Ú�¿�Ó  �¤�ï
�Ä�æ�q�0	°�^�•�z
°�A�^�•�‡�b�{
C	ô�Ä�å�Ñ�Ÿ�¿�«�U  mymap �‰�ø�Ú�¿�Ó �¤�ï�Ä�æ�w  1 �m�w�ž�«�·
�µ  �æ�µ�Ä�q�°�•�b�”	Ô�ù�z�·�©�á�æ�Â�Ÿ  �ž�Ó�å� �ž�ï�µ�x�f�w�‰�ø�Ú�¿�Ó  �¤�ï�Ä�æ�w�¯�ï�Ñ�Ÿ
�ª�á�è�”�³�ã�ï�›�–�;�`�o�z�·�©�á�æ�Â�Ÿ  �ž�¹�³�¤�”�³�ã�ï�›��
R�`�‡�b�{  

hostname(config)# crypto map mymap  interface outside

�Í�w�«�x�z
ž�A�s�7	–�v�w�‰�ø�Ú�¿�Ó  �¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï�›�Ô�`�o�M�‡�b�{

hostname(config)# crypto map mymap 10 ipsec-isakmp
hostname(config)# crypto map mymap 10 match address 101
hostname(config)# crypto map mymap set transform-set my_t_set1
hostname(config)# crypto map mymap set peer 10.0.0.1

���È�¯�Ú�ï�Å �¯�Ú�ï�Å 
†�Ì

clear configure crypto map �b�‚�o�w�‰�ø�Ú�¿�Ó�w�b�‚�o�w�¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï
�›	«�ˆ�`�‡�b�{

show running-config crypto map �‰�ø�Ú�¿�Ó�w�¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï�›
¯�Ô�`�‡�b�{
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crypto map ipsec-isakmp dynamic
�)�Q�’�•�h�‰�ø�Ú�¿�Ó  �¤�ï�Ä�æ�t�7���w�¼� �Æ�Û�¿�«�‰�ø�Ú�¿�Ó�›�€	°�b�”�‘�O�t�A�{�b�”�t�x�z
�¬�é�”�Ì�ç  �¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï  �Þ�”�Å�p  crypto map ipsec-isakmp dynamic �¯�Ú�ï�Å�›�–�;�`
�‡�b�{
ì�“�€	°�›�_	†�b�”�t�x�z�\�w�¯�Ú�ï�Å�w  no ���Ü�›�–�;�`�‡�b�{

�¼� �Æ�Û�¿�«�‰�ø�Ú�¿�Ó  �¤�ï�Ä�æ�›�^
R�b�”�t�x�z crypto dynamic-map �¯�Ú�ï�Å�›�–�;�`�‡�b�{ �¼
� �Æ�Û�¿�«�‰�ø�Ú�¿�Ó  �·�¿�Ä�›�^
R�`�h�’�z crypto map ipsec-isakmp dynamic �¯�Ú�ï�Å�›�–�;�`
�o�z�¼� �Æ�Û�¿�«�‰�ø�Ú�¿�Ó  �·�¿�Ä�›�µ�»�Â�Ÿ�¿�«�‰�ø�Ú�¿�Ó�t�å�C�`�‡�b�{  

crypto map map-name seq-num ipsec-isakmp dynamicdynamic-map-name

no crypto map map-name seq-num ipsec-isakmp dynamicdynamic-map-name

�³�ï�»�¿�«�µ�w
†�Ì

�Ã�Ñ�¥�ç�Ä �Ã�Ñ�¥�ç�Ä�w�ˆ�^�•�‹�x�K�“�‡�d�œ�{

�¯�Ú�ï�Å  �Þ�”�Å �Í�w
¯�x�z�\�w�¯�Ú�ï�Å�›�Ö�—�p�V�”�Þ�”�Å�›�Ô�`�o�M�‡�b�{

�¯�Ú�ï�Å�d�º

�–�;	Í�w�̈ � �Å�å� �ï �‰�ø�Ú�¿�Ó �¤�ï�Ä�æ�›�^
R�`�h�’�z crypto map interface �¯�Ú�ï�Å�›�–�;�`�o�z�¼� �Æ�Û�¿�«�‰�ø
�Ú�¿�Ó  �·�¿�Ä�›� �ï�»�”�Ñ�£� �µ�t�Â�“�p�o�”�\�q�U�p�V�‡�b�{  

�¼� �Æ�Û�¿�«�‰�ø�Ú�¿�Ó�›�–�;�b�”�\�q�p�z�-�¢�w�0	Å�q�s�”�Ä�å�Ñ�Ÿ�¿�«�w�Ñ�Ÿ�ç�»�æ�ï�¬�q
ü
�¨�z�f�w�Ä�å�Ñ�Ÿ�¿�«�t�&�;�b�”�Ù�æ�³�”�w���[�q�M�O  2 �m�w�;�ó�›�b�;�p�V�‡�b�{�7	s�w�;�ó�x
� �ï�»�”�Ñ�£� �µ	Í�w�Ä�å�Ñ�Ÿ�¿�«  �Ñ�é�”�U�0	Å�q�s�“�z 2 
j�è�w�;�ó�x�¢ IKE �›�è�a�h�£�f�w�Ä
�å�Ñ�Ÿ�¿�«�w�h�Š�w�É�°�³�¤�”�³�ã�ï�U�0	Å�q�s�“�‡�b�{  

IPSec �¼� �Æ�Û�¿�«�‰�ø�Ú�¿�Ó�x�Í�w  4 �m�›�¦���`�‡�b�{

• �-�¢�b�”�Ä�å�Ñ�Ÿ�¿�«

• �·�©�á�æ�Â�Ÿ  �ž�¹�³�¤�”�³�ã�ï�›�¬�q�b�”  IPSec �Ð�ž

• �-�¢�0	Å�w�Ä�å�Ñ�Ÿ�¿�«�q�ž�t�–�;�b�”�Ä�å�ï�µ�Ñ�¥�”�Ü  �·�¿�Ä

• �©�”�S�‘�|�·�©�á�æ�Â�Ÿ  �ž�¹�³�¤�”�³�ã�ï�w�–�;�M�O�‡�h�x���g�M�O

dynamic-map-name �7���w�¼� �Æ�Û�¿�«�‰�ø�Ú�¿�Ó�›�€	°�b�”�‰�ø�Ú�¿�Ó  �¤�ï�Ä�æ�w�Ê
²�›
�¦���`�‡�b�{

ipsec-isakmp IKE �U�\�w�‰�ø�Ú�¿�Ó  �¤�ï�Ä�æ�w  IPSec �·�©�á�æ�Â�Ÿ  �ž�¹�³�¤�”�³�ã�ï
�›�¬�q�b�”�\�q�›�¦���`�‡�b�{  

map-name �‰�ø�Ú�¿�Ó �·�¿�Ä�w�Ê
²�›�¦���`�‡�b�{  

seq-num   �‰�ø�Ú�¿�Ó �¤�ï�Ä�æ�t�Â�“�p�o�”
j�ø�›�¦���`�‡�b�{

�¯�Ú�ï�Å  �Þ�”�Å

�Ñ�•� �ž�¢�¥�”�ç  �Þ�”�Å �·�©�á�æ�Â�Ÿ  �¯�ï�Â�©�µ�Ä

�ç�”�Â�¿�Å �•�a �³�ï�¬�ç

�Ú�ç�½

�¯�ï�Â�©�µ�Ä �³�µ�Â�Ü

�¬�é�”�Ì�ç  �¯�ï�Ñ�Ÿ�ª�á�è�”
�³�ã�ï

• — • — —

�æ�æ�”�µ �!�Ë�º�0

7.0 �\�w�¯�Ú�ï�Å�U  ipsec-manual �©�”�ë�”�Å�›�_	†�b�”�‘�O�t�!�Ë�^�•�‡�`
�h�{
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�‰�ø�Ú�¿�Ó �·�¿�Ä�x�z�f�•�g�•�Ÿ�s�”�³�”�­�ï�µ
j�ø�¢ seq-num�£�›�Ë�j�z�Ú�¿�Ó�Ê�U�ž�è�`�o�M
�”�‰�ø�Ú�¿�Ó  �¤�ï�Ä�æ�w	B�ù�p�b�{�h�q�Q�y�z	t���w� �ï�»�”�Ñ�£� �µ�›�p�`�o�z�K�”�Ä�å�Ñ�Ÿ�¿
�«�t�x	t���w�·�©�á�æ�Â�Ÿ�›�&�;�`�o�Ð�ž�t�8
ù�`�z�f�w���w�Ä�å�Ñ�Ÿ�¿�«�t�x���w  IPSec �·�©�á
�æ�Â�Ÿ�›�&�;�`�o�‰�a�‡�h�x���x�w�Ð�ž�t�8
ù�b�”�q�`�‡�b�{�\�w�‘�O�s�Ï
R�›�·�¿�Ä�ž�¿�Ó�b�”
�t�x�z 2 �m�w�‰�ø�Ú�¿�Ó �¤�ï�Ä�æ�›�^
R�`�‡�b�{�Ú�¿�Ó�Ê�x�‰�a�Ê
²�t�`�z�³�”�­�ï�µ
j�ø�›�f�•
�g�•���w
j�ø�t�`�‡�b�{  

�³�”�­�ï�µ
j�ø�¾
:�q�`�o�Â�“�p�o�”
j�ø�x�z �Ú�™�t�>���`�s�M�‘�O�t�`�o�X�i�^�M�{ �\�w
j�ø�x�z
�‰�ø�Ú�¿�Ó �·�¿�Ä�t���‡�•�o�M�”
ó
:�w�‰�ø�Ú�¿�Ó  �¤�ï�Ä�æ�t�å�ï�«�›
Ç�Z�‡�b�{�³�”�­�ï�µ
j
�ø�w	–�^�M�‰�ø�Ú�¿�Ó  �¤�ï�Ä�æ�U
j�ø�w�G�V�M�¤�ï�Ä�æ�‘�“�‹
Œ�t
°�A�^�•�‡�b�{�m�‡�“�z
j�ø�w
	–�^�M�Ú�¿�Ó  �¤�ï�Ä�æ�x��
Œ	q�•�U�ô�X�s�“�‡�b�{  

�¢�«�£ �‰�ø�Ú�¿�Ó�›�¼� �Æ�Û�¿�«�‰�ø�Ú�¿�Ó�t�æ�ï�«�b�”	Ô�ù�x�z �¼� �Æ�Û�¿�«�‰�ø�Ú�¿�Ó�›�¦���b�”
ž
�A�U�K�“�‡�b�{�¦���b�”�q�z crypto dynamic-map �¯�Ú�ï�Å�›�–�;�`�o�Ž
²�t���[�`�h�7���w�¼� �Æ
�Û�¿�«�‰�ø�Ú�¿�Ó�t�‰�ø�Ú�¿�Ó�U�æ�ï�«�^�•�‡�b�{�‰�ø�Ú�¿�Ó  �¤�ï�Ä�æ�U�!�õ�^�•�h�™�t�C�Q�h
�!�Ë�x�z���®�t�s�“�‡�d�œ�{�h�q�Q�y�z set peer 
ƒ���•�w�!�Ë�x���®�t�s�“�‡�d�œ�{�`�T�`�z�·�©�á
�æ�Â�Ÿ �ž�Ó�å� �ž�ï�µ�x�I�ˆ�¤�t�!�Ë�›�-���`�‡�b�{�¼� �Æ�Û�¿�«�‰�ø�Ú�¿�Ó�›�‰�ø�Ú�¿�Ó�t�!
�õ�`�o�í�b	Ô�ù�z�!�Ë�x���®�p�z show running-config crypto map �¯�Ú�ï�Å�w	Z�—�t
¯�Ô�^�•�‡�b�{
�·�©�á�æ�Â�Ÿ  �ž�Ó�å� �ž�ï�µ�x�z�æ�Ò�”�Ä�^�•�”�‡�p�\�•�’�w
ƒ���›�¡�Ë�`�‡�b�{

�« �¬�é�”�Ì�ç  �¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï  �Þ�”�Å�p�Ö�—�`�h�Í�w�¯�Ú�ï�Å�p�x�z �‰�ø�Ú�¿�Ó mymap �›  test
�q�M�O�Ê
²�w�¼� �Æ�Û�¿�«�‰�ø�Ú�¿�Ó�›�€	°�b�”�‘�O�t
ƒ���`�‡�b�{

hostname(config)# crypto map mymap ipsec-isakmp dynamic test
hostname(config)# 

���È�¯�Ú�ï�Å �¯�Ú�ï�Å 
†�Ì

clear configure crypto map �b�‚�o�w�‰�ø�Ú�¿�Ó�w�b�‚�o�w�¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï
�›	«�ˆ�`�‡�b�{

show running-config crypto map �‰�ø�Ú�¿�Ó�w�¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï�›
¯�Ô�`�‡�b�{
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crypto map match address
�ž�«�·�µ  �æ�µ�Ä�›�‰�ø�Ú�¿�Ó  �¤�ï�Ä�æ�t�Â�“�p�o�”�t�x�z�¬�é�”�Ì�ç  �¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï
�Þ�”�Å�p  crypto map match address �¯�Ú�ï�Å�›�–�;�`�‡�b�{ �‰�ø�Ú�¿�Ó �¤�ï�Ä�æ�T�’�ž�«�·�µ  �æ�µ
�Ä�›�_	†�b�”�t�x�z�\�w�¯�Ú�ï�Å�w  no ���Ü�›�–�;�`�‡�b�{  

crypto map map-name seq-num match address acl_name

no crypto map map-name seq-num match address acl_name

�³�ï�»�¿�«�µ�w
†�Ì

�Ã�Ñ�¥�ç�Ä �Ã�Ñ�¥�ç�Ä�w�ˆ�^�•�‹�x�K�“�‡�d�œ�{

�¯�Ú�ï�Å  �Þ�”�Å �Í�w
¯�x�z�\�w�¯�Ú�ï�Å�›�Ö�—�p�V�”�Þ�”�Å�›�Ô�`�o�M�‡�b�{

�¯�Ú�ï�Å�d�º

�–�;	Í�w�̈ � �Å�å� �ï �\�w�¯�Ú�ï�Å�x�z�b�‚�o�w�µ�»�Â�Ÿ�¿�«�‰�ø�Ú�¿�Ó�t�0�`�o�¦��
ž
"�q�s�”�¯�Ú�ï�Å�p�b�{ crypto
dynamic-map �¯�Ú�ï�Å�p�¼� �Æ�Û�¿�«�‰�ø�Ú�¿�Ó�›���[�b�”	Ô�ù�x�z �\�w�¯�Ú�ï�Å�x
ž
"�p�x�K�“
�‡�d�œ�U�z�–�;�b�”�\�q�›�§�X
*	‘�`�‡�b�{  

�ž�«�·�µ  �æ�µ�Ä�›���[�b�”�t�x�z access-list �¯�Ú�ï�Å�›�–�;�`�‡�b�{  

�·�©�á�æ�Â�Ÿ  �ž�Ó�å� �ž�ï�µ�x�z�ž�«�·  �µ�æ�µ�Ä�›�b�;�`�o�z IPSec �‰�ø�p�-�¢�b�”�Ä�å�Ñ�Ÿ�¿�«
�q�-�¢�›
ž�A�q�`�s�M�Ä�å�Ñ�Ÿ�¿�«�›�à���`�‡�b�{�‡�h�z�•�D  ACE �t�°�•�b�”
C	ô�Í�­�¿�Ä�›�-
�¢�`�z�•�D  ACE �t�°�•�b�”�£	ô�Í�­�¿�Ä�U�-�¢�^�•�”�‘�O�t�`�‡�b�{

�·�©�á�æ�Â�Ÿ  �ž�Ó�å� �ž�ï�µ�U�Í�­�¿�Ä�›  deny ���q	°�ù�b�”	Ô�ù�z�‰�ø�Ú�¿�Ó�º�w�’�“�w�ž�«�·
�µ  �¯�ï�Ä�é�”�ç  �¤�ï�Ä�æ�¢ ACE�£�t�0�b�”�Í�­�¿�Ä�w
°�A�›	²�t�`�z	q
j�t�Í�w�‰�ø�Ú�¿�Ó�º�w
ACE �t�0�b�”�Í�­�¿�Ä�w
°�A�›�6�‰�`�‡�b�{ ACL �w�§�µ�­�”�Å	r�g �t�x�z ACL �º�w�’�“�w  ACE �w

°�A�›�Ì� �Í�µ�b�”�‹
q  ACE �w�–�;�z�S�‘�|�‰�ø�Ú�¿�Ó  �·�¿�Ä�º�w�Í�w�‰�ø�Ú�¿�Ó�t�Â�“�p�o�’
�•�h  ACL �t�0�b�”�Ä�å�Ñ�Ÿ�¿�«�w
°�A�w�6�‰�U���‡�•�o�M�‡�b�{ �¤�‰�ø�Ú�¿�Ó�›���w  IPSec 
ƒ���t
���È
Ç�Z�”�\�q�U�p�V�”�h�Š�z�‹
q  ACE �›�–�;�`�o�0� �b�”�‰�ø�Ú�¿�Ó�w	Ä�I�s
°�A�T�’�›���s
�Ä�å�Ñ�Ÿ�¿�«�›	†�Ž�`�z �›���s�Ä�å�Ñ�Ÿ�¿�«�›���w�‰�ø�Ú�¿�Ó�w  permit ���q�°�•�^�d�o���w�·�©�á
�æ�Â�Ÿ�›���™�‡�h�x�A�{�p�V�‡�b�{

acl_name �‰�ø�=�ž�«�·�µ  �æ�µ�Ä�w�Ê
²�›�¦���`�‡�b�{�\�w�Ê
²�x�z�°�•�0	Å�q�s�”
�Ê
²
Ç�V�‰�ø�=�ž�«�·�µ  �æ�µ�Ä�w�Ê
²�¾
:�q�°�•�`�o�M�”
ž�A�U�K�“�‡
�b�{

map-name �‰�ø�Ú�¿�Ó �·�¿�Ä�w�Ê
²�›�¦���`�‡�b�{  

seq-num   �‰�ø�Ú�¿�Ó �¤�ï�Ä�æ�t�Â�“�p�o�”
j�ø�›�¦���`�‡�b�{

�¯�Ú�ï�Å  �Þ�”�Å

�Ñ�•� �ž�¢�¥�”�ç  �Þ�”�Å �·�©�á�æ�Â�Ÿ  �¯�ï�Â�©�µ�Ä

�ç�”�Â�¿�Å �•�a �³�ï�¬�ç

�Ú�ç�½

�¯�ï�Â�©�µ�Ä �³�µ�Â�Ü

�¬�é�”�Ì�ç  �¯�ï�Ñ�Ÿ�ª�á�è�”
�³�ã�ï

• • • — —

�æ�æ�”�µ �!�Ë�º�0

�7�� �\�w�¯�Ú�ï�Å�x�7���w�‹�w�p�b�{
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�¢�«�£ �‰�ø�=�;�w�ž�«�·�µ  �æ�µ�Ä�x�z� �ï�»�”�Ñ�£� �µ�›�è�a�b�”�Ä�å�Ñ�Ÿ�¿�«�›�•�D�b�”�T�r�O�T�›

Q���`�‡�d�œ�{�\�w�‘�O�s
Q���t�x�z access-group �¯�Ú�ï�Å�›�–�;�`�o� �ï�»�”�Ñ�£� �µ�t�Ú
€�&
�;�^�•�”�ž�«�·�µ  �æ�µ�Ä�U�–�;�^�•�‡�b�{  

�¢�«�£ �•�a�Þ�”�Å�p�x�z�|
Œ�ž�Å�è�µ�x�·�©�á�æ�Â�Ÿ  �ž�Ó�å� �ž�ï�µ�w  IP �ž�Å�è�µ�z���g�ž�Å�è�µ�p�K
�”
ž�A�U�K�“�‡�b�{�•�a�Þ�”�Å�p�x�z�·�©�á�æ�Â�Ÿ  �ž�Ó�å� �ž�ï�µ�•�w�Ä�ï�É�ç�i�Z�U�•�D�^�•
�‡�b�{

���È�¯�Ú�ï�Å �¯�Ú�ï�Å 
†�Ì

clear configure crypto map �b�‚�o�w�‰�ø�Ú�¿�Ó�w�b�‚�o�w�¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï
�›	«�ˆ�`�‡�b�{

show running-config crypto map �‰�ø�Ú�¿�Ó�w�¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï�›
¯�Ô�`�‡�b�{
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crypto map set connection-type
�\�w�‰�ø�Ú�¿�Ó  �¤�ï�Ä�æ�w�Ì�¿�«�ž�¿�Ó  �±� �Ä�À�”�±� �Ä�;�ó�w
€���»� �Ó�›�¦���b�”�t�x�z�¬
�é�”�Ì�ç  �¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï  �Þ�”�Å�p  crypto map set connection-type �¯�Ú�ï�Å�›�–�;�`�‡�b�{
�Ã�Ñ�¥�ç�Ä
ƒ���t�í�b�t�x�z�\�w�¯�Ú�ï�Å�w  no ���Ü�›�–�;�`�‡�b�{

crypto map map-name seq-num set connection-type {answer-only | originate-only | bidirectional}

no crypto map map-name seq-num set connection-type {answer-only | originate-only | bidirectional}

�³�ï�»�¿�«�µ�w
†�Ì

�Ã�Ñ�¥�ç�Ä �Ã�Ñ�¥�ç�Ä
ƒ���x  bidirectional �p�b�{

�¯�Ú�ï�Å  �Þ�”�Å �Í�w
¯�x�z�\�w�¯�Ú�ï�Å�›�Ö�—�p�V�”�Þ�”�Å�›�Ô�`�o�M�‡�b�{

* �•�a�Ñ�•� �ž�¢�¥�”�ç  �Þ�”�Å�p�x�z�\�w�¯�Ú�ï�Å�x
¯�Ô�^�•�‡�b�U�z� �ï�»�”�Ñ�£� �µ�t�0� 
Ç
�Z�’�•�h�‰�ø�Ú�¿�Ó�t���‡�•�”�‰�ø�Ú�¿�Ó  �¤�ï�Ä�æ�p�x�z connection-type �‹�x  answer-only �Ž�Ž�w
�‹�t
ƒ���p�V�‡�d�œ�{

�¯�Ú�ï�Å�d�º

�–�;	Í�w�̈ � �Å�å� �ï crypto map set connection-type �¯�Ú�ï�Å�x�z�Ì�¿�«�ž�¿�Ó  Lan-to-Lan �;�ó�w
€���»� �Ó�›�¦���`�‡
�b�{
€���w�°�M�w���p
ó
:�w�Ì�¿�«�ž�¿�Ó  �Ð�ž�›�¦���b�”�\�q�U�p�V�‡�b�{  

�\�w�;�ó�x�z�Í�w�Ó�å�¿�Ä�Ñ�¥�”�Ü���w�ˆ�p�ˆ�^�`�‡�b�{

• 2 �m�w Cisco ASA 5500 �³�æ�”�¶  �·�©�á�æ�Â�Ÿ  �ž�Ó�å� �ž�ï�µ

• Cisco ASA 5500 �³�æ�”�¶  �·�©�á�æ�Â�Ÿ  �ž�Ó�å� �ž�ï�µ�q  Cisco VPN 3000 �¯�ï�·�ï�Ä�è�”�»

answer-only �\�w�Ð�ž�U�z�&
~�s
€��
Œ�Ð�ž�›�>���b�”�h�Š�w	s�8�w
•�;�¦�õ�¤�t�z�7
	s�x�£	ô  IKE 
€���i�Z�t� �t�b�”�\�q�›�¦���`�‡�b�{

bidirectional �\�w�Ð�ž�U�z�\�w�‰�ø�Ú�¿�Ó  �¤�ï�Ä�æ�t�,�n�M�o
€���›	!�Z�Ö�•�z
C	ô�p
�V�”�\�q�›�¦���`�‡�b�{�\�•�x�b�‚�o�w�±� �Ä�À�”�±� �Ä
€���w�Ã�Ñ�¥�ç
�Ä�w
€���»� �Ó�p�b�{

map-name �‰�ø�Ú�¿�Ó �·�¿�Ä�w�Ê
²�›�¦���`�‡�b�{  

originate-only �\�w�Ð�ž�U�z�&
~�s
€��
Œ�Ð�ž�›�>���b�”�h�Š�w�7	s�w
•�;�¦�õ�›�‰�•�b
�”�\�q�›�¦���`�‡�b�{

seq-num   �‰�ø�Ú�¿�Ó �¤�ï�Ä�æ�t�Â�“�p�o�”
j�ø�›�¦���`�‡�b�{

set connection-type �\�w�‰�ø�Ú�¿�Ó  �¤�ï�Ä�æ�w�Ì�¿�«�ž�¿�Ó  �±� �Ä�À�”�±� �Ä�;�ó�w
€���»
� �Ó�›�¦���`�‡�b�{ answer-only�zoriginate-only�z�S�‘�|  bidirectional �w 3 �»
� �Ó�w
€���U�K�“�‡�b�{

�¯�Ú�ï�Å  �Þ�”�Å

�Ñ�•� �ž�¢�¥�”�ç  �Þ�”�Å �·�©�á�æ�Â�Ÿ  �¯�ï�Â�©�µ�Ä

�ç�”�Â�¿�Å �•�a �³�ï�¬�ç

�Ú�ç�½

�¯�ï�Â�©�µ�Ä �³�µ�Â�Ü

�¬�é�”�Ì�ç  �¯�ï�Ñ�Ÿ�ª�á�è�”
�³�ã�ï

• — • — —

�æ�æ�”�µ �!�Ë�º�0

7.0(1) �\�w�¯�Ú�ï�Å�U�‹�Ö�^�•�‡�`�h�{
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• Cisco ASA 5500 �³�æ�”�¶  �·�©�á�æ�Â�Ÿ  �ž�Ó�å� �ž�ï�µ�q�z Cisco PIX �·�©�á�æ�Â�Ÿ  �ž�Ó�å� �ž
�ï�µ  �¹�Ñ�Ä�¢�£�ž  v7.0 �Ž	Í�›�î�æ�`�o�M�”�·�©�á�æ�Â�Ÿ  �ž�Ó�å� �ž�ï�µ

�Ì�¿�«�ž�¿�Ó  Lan-to-Lan 
€���›
ƒ���b�”�t�x�z
€���w�°�M�w���›  originate-only �©�”�ë�”�Å�›�–�;
�`�o  originate-only �q�`�o
ƒ���`�z 
ó
:�w�Ì�¿�«�ž�¿�Ó  �Ð�ž�w�K�”���›  answer-only �©�”�ë�”�Å�›�–
�;�`�o  answer-only �q�`�o
ƒ���b�”�\�q�›�S�ç�Š�`�‡�b�{ originate-only ���p�x�z crypto map set peer
�¯�Ú�ï�Å�›�–�;�`�o�Ð�ž�w��
Œ	q�•�›�¦���`�‡�b�{ originate-only �·�©�á�æ�Â�Ÿ  �ž�Ó�å� �ž�ï�µ�x�z
�æ�µ�Ä�w�7	s�w�Ð�ž�q�É�°�³�¤�”�Ä�`�‘�O�q�`�‡�b�{�Ð�ž�U� �t�`�s�M	Ô�ù�z�·�©�á�æ�Â�Ÿ  �ž�Ó�å
� �ž�ï�µ�x�Ð�ž�U� �t�b�”�T�z�æ�µ�Ä�t�Ð�ž�U�s�X�s�”�‡�p�<�t�²�T�l�o�æ�µ�Ä�›�U�g�`�‡�b�{

�\�w�‘�O�t
ƒ���`�h	Ô�ù�z originate-only �Ð�ž�x
•�;�w�Ä�ï�É�ç�›�¬�q�`�o�Ð�ž�q�É�°�³�¤�”�Ä�`�‘
�O�q�`�‡�b�{�f�w�™�x�z�M�c�•�T�w�Ð�ž�U�è	×�w  Lan-to-Lan 
€���›�¬�q�b�”�\�q�U�p�V�z�M�c�•�T
�w���T�’�w�Ã�”�»�U�Ä�ï�É�ç
€���›�‰�•�p�V�‡�b�{


¯ 9-1 �t�z �±�Ù�”�Ä�^�•�”�b�‚�o�w
ƒ���›�Ô�`�‡�b�{ �\�•�’�Ž�Ž�w
Ê�ˆ�ù�d�p�x�z �'���p�V�s�M�ç�”
�Â�Ÿ�ï�¬�ð�J�U
\�a�”�\�q�U�K�“�‡�b�{

�« �¬�é�”�Ì�ç  �¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï  �Þ�”�Å�p�Ö�—�`�h�Í�w�«�p�x�z�‰�ø�Ú�¿�Ó  mymap �›
ƒ���`�z

€���»� �Ó�›  originate-only �t
ƒ���`�‡�b�{

hostname(config)# crypto map mymap 10 set connection-type originate-only
hostname(config)#

���È�¯�Ú�ï�Å


¯ 9-1 �±�Ù�”�Ä�^�•�”�Ì�¿�«�ž�¿�Ó  LAN-to-LAN 
€���»� �Ó

�æ�Þ�”�Ä�� �¤����

originate-only answer-only

bidirectional answer-only

bidirectional bidirectional

�¯�Ú�ï�Å 
†�Ì

clear configure crypto map �b�‚�o�w�‰�ø�Ú�¿�Ó�w�b�‚�o�w�¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï
�›	«�ˆ�`�‡�b�{

show running-config crypto map �‰�ø�Ú�¿�Ó�w�¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï�›
¯�Ô�`�‡�b�{
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crypto map set inheritance
�\�w�‰�ø�Ú�¿�Ó  �¤�ï�Ä�æ�;�t
\
R�^�•�”�·�©�á�æ�Â�Ÿ  �ž�¹�³�¤�”�³�ã�ï�w
^�S�¢�³�ï�¬�ç�‡�h�x
�Ú�ç�½�£�›
ƒ���b�”�t�x�z�¬�é�”�Ì�ç  �¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï  �Þ�”�Å�p  set inheritance �¯�Ú�ï�Å�›
�–�;�`�‡�b�{�\�w�‰�ø�Ú�¿�Ó  �¤�ï�Ä�æ�w�'	•�w
ƒ���›�_	†�b�”�t�x�z�\�w�¯�Ú�ï�Å�w  no ���Ü�›�–
�;�`�‡�b�{

crypto map map-name seq-num set inheritance {data| rule}

no crypto map map-name seq-num set inheritance {data | rule}

�³�ï�»�¿�«�µ�w
†�Ì

�Ã�Ñ�¥�ç�Ä �Ã�Ñ�¥�ç�Ä�‹�x�z rule �p�b�{

�¯�Ú�ï�Å  �Þ�”�Å �Í�w
¯�x�z�\�w�¯�Ú�ï�Å�›�Ö�—�p�V�”�Þ�”�Å�›�Ô�`�o�M�‡�b�{

�¯�Ú�ï�Å�d�º

�–�;	Í�w�̈ � �Å�å� �ï �\�w�¯�Ú�ï�Å�x�z�·�©�á�æ�Â�Ÿ  �ž�Ó�å� �ž�ï�µ�U�Ä�ï�É�ç�t� �t�`�o�M�”�q�V�p�x�s�X�z�Ä�ï�É�ç
�›�‰�•�`�o�M�”�q�V�w�ˆ�ˆ�^�`�‡�b�{�Ã�”�»
ƒ���›�–�;�b�”�q�z��
:�w  IPSec SA �U�^
R�^�•�”�D
�ó
Q�U�K�“�‡�b�{�\�w	Ô�ù�z�Ý�Þ�æ�U	«
…�^�•�z
¶�.�$�s�Ä�ï�É�ç�U	—�s�X�s�“�‡�b�{�Ã�”�»
ƒ��
�x�z�·�©�á�æ�Â�Ÿ�‘�����w�ž�Ó�æ�­�”�³�ã�ï�t�0�`�o�w�ˆ�–�;�b�”
ž�A�U�K�“�‡�b�{

�« �¬�é�”�Ì�ç  �¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï  �Þ�”�Å�p�Ö�—�`�h�Í�w�«�p�x�z�‰�ø�Ú�¿�Ó  mymap �›
ƒ���`�z
�'	•�»� �Ó�›  data �t
ƒ���`�‡�b�{

hostname(config)# crypto map mymap 10 set inheritance data
hostname(config)#

data �F���p�¦���^�•�o�M�”�ž�Å�è�µ
c�“�º�w�b�‚�o�w�ž�Å�è�µ  �Ö�ž�t  1 �m�w
�Ä�ï�É�ç�›�¦���`�‡�b�{

map-name �‰�ø�Ú�¿�Ó �·�¿�Ä�w�Ê
²�›�¦���`�‡�b�{  

rule �\�w�‰�ø�Ú�¿�Ó�t���È
Ç�Z�’�•�o�M�”�¤  ACL �¤�ï�Ä�æ�t  1 �m�w�Ä�ï�É�ç
�›�¦���`�‡�b�{�\�•�x�Ã�Ñ�¥�ç�Ä�w�‹�p�b�{

seq-num   �‰�ø�Ú�¿�Ó �¤�ï�Ä�æ�t�Â�“�p�o�”
j�ø�›�¦���`�‡�b�{

set inheritance �'	•�w�»� �Ó�›  data �‡�h�x  rule �t�¦���`�‡�b�{ �'	•�p�x�z �¤�·�©�á�æ�Â�Ÿ
�Ù�æ�³�”  �Ã�”�»�Õ�”�µ�¢ SPD�£�F���t�0�`�o  1 �m�w�·�©�á�æ�Â�Ÿ  �ž�¹�³
�¤�”�³�ã�ï�¢ SA�£�›
\
R�`�h�“�z
c�“�º�w�¤�ž�Å�è�µ  �Ö�ž�t�0�`�o
ó
:
�w�·�©�á�æ�Â�Ÿ  SA �›
\
R�`�h�“�b�”�\�q�U�p�V�‡�b�{

�¯�Ú�ï�Å  �Þ�”�Å

�Ñ�•� �ž�¢�¥�”�ç  �Þ�”�Å �·�©�á�æ�Â�Ÿ  �¯�ï�Â�©�µ�Ä

�ç�”�Â�¿�Å �•�a �³�ï�¬�ç

�Ú�ç�½

�¯�ï�Â�©�µ�Ä �³�µ�Â�Ü

�¬�é�”�Ì�ç  �¯�ï�Ñ�Ÿ�ª�á�è�”
�³�ã�ï

• — • — —

�æ�æ�”�µ �!�Ë�º�0

7.0(1) �\�w�¯�Ú�ï�Å�U�‹�Ö�^�•�‡�`�h�{
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���È�¯�Ú�ï�Å �¯�Ú�ï�Å 
†�Ì

clear configure crypto map �b�‚�o�w�‰�ø�Ú�¿�Ó�w�b�‚�o�w�¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï
�›	«�ˆ�`�‡�b�{

show running-config crypto map �‰�ø�Ú�¿�Ó�w�¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï�›
¯�Ô�`�‡�b�{



�H 9 	·       crypto ca authenticate �¯�Ú�ï�Å�™  customization �¯�Ú�ï�Å
  crypto map set nat-t-disable

9-60
Cisco �·�©�á�æ�Â�Ÿ  �ž�Ó�å� �ž�ï�µ  �¯�Ú�ï�Å  �æ�Ñ�•�è�ï�µ

OL-10086-02-J

crypto map set nat-t-disable

€���w  NAT-T �›�\�w�‰�ø�Ú�¿�Ó  �¤�ï�Ä�æ�t�,�n�M�o�Ã�Ÿ�·�”�Ò�ç�t�b�”�t�x�z�¬�é�”�Ì�ç  �¯�ï
�Ñ�Ÿ�ª�á�è�”�³�ã�ï  �Þ�”�Å�p  crypto map set nat-t-disable �¯�Ú�ï�Å�›�–�;�`�‡�b�{�\�w�‰�ø�Ú�¿�Ó
�¤�ï�Ä�æ�w  NAT-T �›� �É�”�Ò�ç�t�b�”�t�x�z�\�w�¯�Ú�ï�Å�w  no ���Ü�›�–�;�`�‡�b�{

crypto map map-name seq-num set nat-t-disable

no crypto map map-name seq-num set nat-t-disable

�³�ï�»�¿�«�µ�w
†�Ì

�Ã�Ñ�¥�ç�Ä �\�w�¯�Ú�ï�Å�w�Ã�Ñ�¥�ç�Ä
ƒ���x�¦�ï�p�x�K�“�‡�d�œ�¢�`�h�U�l�o�z NAT-T �x�Ã�Ñ�¥�ç�Ä�p� �É�”
�Ò�ç�p�b�£ �{

�¯�Ú�ï�Å  �Þ�”�Å �Í�w
¯�x�z�\�w�¯�Ú�ï�Å�›�Ö�—�p�V�”�Þ�”�Å�›�Ô�`�o�M�‡�b�{

�¯�Ú�ï�Å�d�º

�–�;	Í�w�̈ � �Å�å� �ï isakmp nat-traversal �¯�Ú�ï�Å�›�–�;�`�o�z NAT-T �›�¬�é�”�Ì�ç�t� �É�”�Ò�ç�t�`�‡�b�{�f�w�™�z
crypto map set nat-t-disable �¯�Ú�ï�Å�›�–�;�`�o�z�›���w�‰�ø�Ú�¿�Ó  �¤�ï�Ä�æ�w  NAT-T �›�Ã�Ÿ�·�”
�Ò�ç�t�p�V�‡�b�{

�« �¬�é�”�Ì�ç  �¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï  �Þ�”�Å�p�Ö�—�`�h�Í�w�¯�Ú�ï�Å�x�z mymap �q�M�O�Ê
²�w�‰�ø
�Ú�¿�Ó  �¤�ï�Ä�æ�w  NAT-T �›�Ã�Ÿ�·�”�Ò�ç�t�`�‡�b�{

hostname(config)# crypto map mymap 10 set nat-t-disable
hostname(config)#

���È�¯�Ú�ï�Å

map-name �‰�ø�Ú�¿�Ó �·�¿�Ä�w�Ê
²�›�¦���`�‡�b�{  

seq-num   �‰�ø�Ú�¿�Ó �¤�ï�Ä�æ�t�Â�“�p�o�”
j�ø�›�¦���`�‡�b�{

�¯�Ú�ï�Å  �Þ�”�Å

�Ñ�•� �ž�¢�¥�”�ç  �Þ�”�Å �·�©�á�æ�Â�Ÿ  �¯�ï�Â�©�µ�Ä

�ç�”�Â�¿�Å �•�a �³�ï�¬�ç

�Ú�ç�½

�¯�ï�Â�©�µ�Ä �³�µ�Â�Ü

�¬�é�”�Ì�ç  �¯�ï�Ñ�Ÿ�ª�á�è�”
�³�ã�ï

• • • — —

�æ�æ�”�µ �!�Ë�º�0

7.0(1) �\�w�¯�Ú�ï�Å�U�‹�Ö�^�•�‡�`�h�{

�¯�Ú�ï�Å 
†�Ì

clear configure crypto map �b�‚�o�w�‰�ø�Ú�¿�Ó�w�b�‚�o�w�¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï
�›	«�ˆ�`�‡�b�{

isakmp nat-traversal �b�‚�o�w
€���w  NAT-T �›� �É�”�Ò�ç�t�`�‡�b�{

show running-config crypto map �‰�ø�Ú�¿�Ó�w�¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï�›
¯�Ô�`�‡�b�{
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crypto map set peer
�‰�ø�Ú�¿�Ó �¤�ï�Ä�æ�w  IPSec �Ð�ž�›�¦���b�”�t�x�z�¬�é�”�Ì�ç  �¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï  �Þ�”�Å�p
crypto map set peer �¯�Ú�ï�Å�›�–�;�`�‡�b�{�‰�ø�Ú�¿�Ó  �¤�ï�Ä�æ�T�’  IPSec �Ð�ž�›�_	†�b�”�t�x�z
�\�w�¯�Ú�ï�Å�w  no ���Ü�›�–�;�`�‡�b�{

crypto map map-name seq-num set peer { ip_address | hostname}{... ip_address | hostname10}

no crypto map map-name seq-num set peer { ip_address | hostname}{... ip_address | hostname10}

�³�ï�»�¿�«�µ�w
†�Ì

�Ã�Ñ�¥�ç�Ä �Ã�Ñ�¥�ç�Ä�w�ˆ�^�•�‹�x�K�“�‡�d�œ�{

�¯�Ú�ï�Å  �Þ�”�Å �Í�w
¯�x�z�\�w�¯�Ú�ï�Å�›�Ö�—�p�V�”�Þ�”�Å�›�Ô�`�o�M�‡�b�{

�¯�Ú�ï�Å�d�º

�–�;	Í�w�̈ � �Å�å� �ï �\�w�¯�Ú�ï�Å�x�z�b�‚�o�w�µ�»�Â�Ÿ�¿�«�‰�ø�Ú�¿�Ó�t�0�`�o�¦��
ž
"�q�s�”�¯�Ú�ï�Å�p�b�{ crypto
dynamic-map �¯�Ú�ï�Å�p�¼� �Æ�Û�¿�«�‰�ø�Ú�¿�Ó  �¤�ï�Ä�æ�›���[�b�”	Ô�ù�t�x�z�\�w�¯�Ú�ï�Å�x

ž
"�p�x�s�X�z�„�q�œ�r�–�;�`�‡�d�œ�{�\�•�x�z�Ð�ž�U�è	×�x�°�Œ�w�‹�w�p�K�”�h�Š�p�b�{


ó
:�w�Ð�ž�›
ƒ���b�”�\�q�x�z�Ñ�¥�”�ç�Ì�¿�«  �æ�µ�Ä�›�¦���b�”�\�q�q�‰�a�p�b�{�Ä�ï�É�ç�]�q
�t�z�·�©�á�æ�Â�Ÿ  �ž�Ó�å� �ž�ï�µ�x�æ�µ�Ä�w�7	s�w�Ð�ž�q�É�°�³�¤�”�Ä�`�‘�O�q�`�‡�b�{�Ð�ž�U� 
�t�`�s�M	Ô�ù�z�·�©�á�æ�Â�Ÿ  �ž�Ó�å� �ž�ï�µ�x�Ð�ž�U� �t�b�”�T�z�æ�µ�Ä�t�Ð�ž�U�s�X�s�”�‡�p�<
�t�²�T�l�o�æ�µ�Ä�›�U�g�`�‡�b�{�Ì�¿�«�ž�¿�Ó  LAN-to-LAN �;�ó�›�–�;�`�o�M�”	Ô�ù�¢�m�‡�“�‰�ø
�Ú�¿�Ó
€���»� �Ó�U  originate-only �w	Ô�ù�£�t�w�ˆ
ó
:�w�Ð�ž�›
ƒ���p�V�‡�b�{	Ä�I�t�m�M�o�x�z
crypto map set connection-type �¯�Ú�ï�Å�›�€	°�`�o�X�i�^�M�{

hostname �Ð�ž�›�·�©�á�æ�Â�Ÿ  �ž�Ó�å� �ž�ï�µ�w  name �¯�Ú�ï�Å�p���[�`�h�×�µ�Ä
�Ê�p�¦���`�‡�b�{

ip_address �Ð�ž�›  IP �ž�Å�è�µ�p�¦���`�‡�b�{  

map-name �‰�ø�Ú�¿�Ó �·�¿�Ä�w�Ê
²�›�¦���`�‡�b�{  

peer �‰�ø�Ú�¿�Ó �¤�ï�Ä�æ�w  IPSec �Ð�ž�›�×�µ�Ä�Ê�‡�h�x  IP �ž�Å�è�µ�p�¦���`
�‡�b�{

seq-num   �‰�ø�Ú�¿�Ó �¤�ï�Ä�æ�t�Â�“�p�o�”
j�ø�›�¦���`�‡�b�{

�¯�Ú�ï�Å  �Þ�”�Å

�Ñ�•� �ž�¢�¥�”�ç  �Þ�”�Å �·�©�á�æ�Â�Ÿ  �¯�ï�Â�©�µ�Ä

�ç�”�Â�¿�Å �•�a �³�ï�¬�ç

�Ú�ç�½

�¯�ï�Â�©�µ�Ä �³�µ�Â�Ü

�¬�é�”�Ì�ç  �¯�ï�Ñ�Ÿ�ª�á�è�”
�³�ã�ï

• • • — —

�æ�æ�”�µ �!�Ë�º�0

7.0 �\�w�¯�Ú�ï�Å�U�z�7�G  10 �w�Ð�ž  �ž�Å�è�µ�›�•�0�b�”�‘�O�t�!�Ë�^�•�‡�`
�h�{
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�« �¬�é�”�Ì�ç  �¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï  �Þ�”�Å�p�Ö�—�`�h�Í�w�«�x�z IKE �›�–�;�`�o�·�©�á�æ�Â�Ÿ  �ž
�¹�³�¤�”�³�ã�ï�›�¬�q�b�”�‰�ø�Ú�¿�Ó  �¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï�›�Ô�`�‡�b�{�\�w�«�p�x�z�Ð�ž
10.0.0.1 �‡�h�x�Ð�ž  10.0.0.2 �t�0�b�”�·�©�á�æ�Â�Ÿ  �ž�¹�³�¤�”�³�ã�ï�›�·�¿�Ä�ž�¿�Ó�p�V�‡�b�{  

hostname(config)# crypto map mymap 10 ipsec-isakmp
hostname(config)# crypto map mymap 10 match address 101
hostname(config)# crypto map mymap 10 set transform-set my_t_set1
hostname(config)# crypto map mymap 10 set peer 10.0.0.1 10.0.0.2

���È�¯�Ú�ï�Å �¯�Ú�ï�Å 
†�Ì

clear configure crypto map �b�‚�o�w�‰�ø�Ú�¿�Ó�w�b�‚�o�w�¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï
�›	«�ˆ�`�‡�b�{

show running-config crypto map �‰�ø�Ú�¿�Ó�w�¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï�›
¯�Ô�`�‡�b�{
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crypto map set pfs
�\�w�‰�ø�Ú�¿�Ó �¤�ï�Ä�æ�;�w	ý�`�M�·�©�á�æ�Â�Ÿ  �ž�¹�³�¤�”�³�ã�ï�w�A�{�Ì�t�ì
¶�8
ù
•�µ

�¢ PFS�£�›�A�{�b�”�‘�O�t  IPSec �›
ƒ���b�”�T�z�‡�h�x	ý�`�M�·�©�á�æ�Â�Ÿ  �ž�¹�³�¤�”�³�ã�ï�w�A�{
�w	!	ô�Ì�t  PFS �›�A�{�b�”�‘�O�t  IPSec �›
ƒ���b�”�t�x�z �¬�é�”�Ì�ç  �¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï  �Þ�”
�Å�p  crypto map set pfs �¯�Ú�ï�Å�›�–�;�`�‡�b�{ IPSec �U PFS �›�A�{�`�s�M�\�q�›�¦���b�”�t�x�z�\
�w�¯�Ú�ï�Å�w  no ���Ü�›�–�;�`�‡�b�{  

crypto map map-name seq-num set pfs [group1 | group2 | group5 | group7]

no crypto map map-name seq-num set pfs [group1 | group2 | group5 | group7]

�³�ï�»�¿�«�µ�w
†�Ì

�Ã�Ñ�¥�ç�Ä �Ã�Ñ�¥�ç�Ä�p�x�z PFS �x
ƒ���^�•�‡�d�œ�{

�¯�Ú�ï�Å  �Þ�”�Å �Í�w
¯�x�z�\�w�¯�Ú�ï�Å�›�Ö�—�p�V�”�Þ�”�Å�›�Ô�`�o�M�‡�b�{

�¯�Ú�ï�Å�d�º

�–�;	Í�w�̈ � �Å�å� �ï PFS �›�–�;�b�”�q�z	ý�`�M�·�©�á�æ�Â�Ÿ  �ž�¹�³�¤�”�³�ã�ï�›�É�°�³�¤�”�Ä�b�”�h�|�t	ý�`�M
Diffie-Hellman �¦�õ�U
C
\�`�‡�b�{�\�w�¦�õ�t�‘�l�o�z	r�g�t�T�T�”�Ì���U�Õ�X�s�“�‡�b�{ PFS �›�–
�;�b�”�q�z�·�©�á�æ�Â�Ÿ�U�M�l�f�O�²	Í�`�‡�b�{ 1 �m�w�©�”�U�È�8	��t�‘�l�o�«�å�¿�«�^�•�h	Ô�ù
�p�‹�z	ô�T
Q�U���s�˜�•�”�w�x�f�w�©�”�p
ù	ô�^�•�h�Ã�”�»�i�Z�t�s�”�h�Š�p�b�{

�\�w�¯�Ú�ï�Å�›�–�;�b�”�q�z�‰�ø�Ú�¿�Ó  �¤�ï�Ä�æ�;�w	ý�`�M�·�©�á�æ�Â�Ÿ  �ž�¹�³�¤�”�³�ã�ï�›�A
�{�b�”�q�V�z�É�°�³�¤�”�Ä�¤�t  IPSec �U PFS �›�A�{�`�‡�b�{ set pfs ���p�¬�ç�”�Ó�U�¦���^�•�o�M�s
�M	Ô�ù�z�·�©�á�æ�Â�Ÿ  �ž�Ó�å� �ž�ï�µ�x�Ã�Ñ�¥�ç�Ä�¢ group2�£�›
ù	ô�`�‡�b�{  

group1 IPSec �p 	ý � ` �M  Diffie-Hellman � ¦ �õ � › � î �æ�b�” �q�V� t�z 768 � Ï �¿�Ä�w
Diffie-Hellman �Ó�å� �Ü  �Þ�´�á�å�µ  �¬�ç�”�Ó�›�–�;�b�”�\�q�›�¦���`�‡�b�{

group2 IPSec �p	ý � ` �M  Diffie-Hellman � ¦ �õ � › � î �æ�b�” �q�V � t�z 1024 � Ï �¿�Ä�w
Diffie-Hellman �Ó�å� �Ü  �Þ�´�á�å�µ  �¬�ç�”�Ó�›�–�;�b�”�\�q�›�¦���`�‡�b�{

group5 IPSec �p	ý � ` �M  Diffie-Hellman � ¦ �õ � › � î �æ�b�” �q�V � t�z 1536 � Ï �¿�Ä�w
Diffie-Hellman �Ó�å� �Ü  �Þ�´�á�å�µ  �¬�ç�”�Ó�›�–�;�b�”�\�q�›�¦���`�‡�b�{

group7 IPSec �U�z�h�q�Q�y  movianVPN �«�å� �ž�ï�Ä�p�z�*���Â
¢�Ñ�Ÿ�”�ç�Å�w�±� 
�¶�U  163 �Ï�¿�Ä�p�K�”  group7�¢ ECC�£�›�–�;�b�”�‘�O�t�¦���`�‡�b�{

map-name �‰�ø�Ú�¿�Ó �·�¿�Ä�w�Ê
²�›�¦���`�‡�b�{  

seq-num   �‰�ø�Ú�¿�Ó �¤�ï�Ä�æ�t�Â�“�p�o�”
j�ø�›�¦���`�‡�b�{

�¯�Ú�ï�Å  �Þ�”�Å

�Ñ�•� �ž�¢�¥�”�ç  �Þ�”�Å �·�©�á�æ�Â�Ÿ  �¯�ï�Â�©�µ�Ä

�ç�”�Â�¿�Å �•�a �³�ï�¬�ç

�Ú�ç�½

�¯�ï�Â�©�µ�Ä �³�µ�Â�Ü

�¬�é�”�Ì�ç  �¯�ï�Ñ�Ÿ�ª�á�è�”
�³�ã�ï

• • • — —

�æ�æ�”�µ �!�Ë�º�0

7.0 �\�w�¯�Ú�ï�Å�U�!�Ë�^�•�z Diffie-Hellman group 7 �U�å�C�^�•�‡�`�h�{
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�Ð�ž�U�É�°�³�¤�”�³�ã�ï�›�‰�•�b�”�q�V�t�z�é�”�§�ç  �¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï�p  PFS �U�¦���^�•
�o�M�”	Ô�ù�z�Ð�ž�x  PFS �¦�õ�›�î�æ�b�”
ž�A�U�K�“�‡�b�{�î�æ�`�s�M	Ô�ù�x�z�É�°�³�¤�”�³�ã�ï�t
�æ

�`�‡�b�{�é�”�§�ç  �¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï�p�¬�ç�”�Ó�U�¦���^�•�o�M�s�M	Ô�ù�z�·�©�á�æ�Â�Ÿ
�ž�Ó�å� �ž�ï�µ�x�Ã�Ñ�¥�ç�Ä�w  group2 �U�¦���^�•�o�M�”�‹�w�q�_�s�`�‡�b�{�é�”�§�ç  �¯�ï�Ñ�Ÿ
�ª�á�è�”�³�ã�ï�p  group2�zgroup5�z�‡�h�x  group7 �U�¦���^�•�o�M�”	Ô�ù�x�z�f�w�¬�ç�”�Ó�U�Ð�ž�w
�¦�Ñ�•�”�t���‡�•�o�M�”
ž�A�U�K�“�‡�b�{ ���‡�•�o�M�s�M	Ô�ù�x�z �É�°�³�¤�”�³�ã�ï�t�æ

�`�‡�b�{  

�É�°�³�¤�”�³�ã�ï�U
R�­�b�”�t�x�z�†�z�t  PFS �U
ƒ���^�•�o�M�”
ž�A�U�K�“�‡�b�{
ƒ���^�•�o�M�”
	Ô�ù�z�¬�ç�”�Ó�x�ì
¶�t�°�•�b�”
ž�A�U�K�“�‡�b�{�·�©�á�æ�Â�Ÿ  �ž�Ó�å� �ž�ï�µ�x�z�Ð�ž�T�’�w
PFS �w�¦�Ñ�•�”�›�b�‚�o	!�Z�Ö�•�‡�d�œ�{

1536 �Ï�¿�Ä�w  Diffie-Hellman �Ó�å� �Ü  �Þ�´�á�å�µ  �¬�ç�”�Ó  group5 �x�z group1 �•  group2 �‘�“�‹�ô�M
�·�©�á�æ�Â�Ÿ�›���™�`�‡�b�{�h�i�`�z���w�¬�ç�”�Ó�‘�“	r�g�Ì���U�Õ�X�s�“�‡�b�{

�*���Â
¢�Ñ�Ÿ�”�ç�Å�w�±� �¶�U  163 �Ï�¿�Ä�p�K�”  Diffie-Hellman Group 7 �p�x�z IPSec SA �©�”�U
\
R
�^�•�‡�b�{ �\�w�¦�Ó�³�ã�ï�x�z �Ú�™�w�‰�ø�=�ž�ç�°�æ�¶�Ü�q�ž�t�–�;�p�V�‡�b�{ �\�•�x�z movianVPN
�«�å� �ž�ï�Ä�p�–�;�b�”�h�Š�w�¦�Ó�³�ã�ï�p�b�U�z Group 7�¢ ECC�£�›�±�Ù�”�Ä�`�o�M�”�Ú�™�w�Ð�ž
�p�–�;�p�V�‡�b�{

�·�©�á�æ�Â�Ÿ  �ž�Ó�å� �ž�ï�µ�x�z Cisco VPN Client �q�0�é�b�”�q�V�t  PFS �‹�›�–�;�`�‡�d�œ�{�f�w
�E�˜�“�z�Ñ�£�”�¶  1 �p�É�°�³�¤�”�Ä�^�•�h�‹�›�–�;�`�‡�b�{

�« �¬�é�”�Ì�ç  �¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï  �Þ�”�Å�p�Ö�—�`�h�Í�w�«�p�x�z�‰�ø�Ú�¿�Ó�® mymap 10�¯�;�w
	ý�`�M�·�©�á�æ�Â�Ÿ  �ž�¹�³�¤�”�³�ã�ï�›�É�°�³�¤�”�Ä�b�”�q�V�t�z
ž�c  PFS �›�–�;�b�”�\�q�›�¦
���`�‡�b�{

hostname(config)# crypto map mymap 10 ipsec-isakmp
hostname(config)# crypto map mymap 10 set pfs group2

���È�¯�Ú�ï�Å �¯�Ú�ï�Å 
†�Ì

clear isakmp sa �ž�«�Â�Ÿ�Ò�s  IKE �·�©�á�æ�Â�Ÿ  �ž�¹�³�¤�”�³�ã�ï�›�_	†
�`�‡�b�{  

clear configure crypto map �b�‚�o�w�‰�ø�Ú�¿�Ó�w�b�‚�o�w�¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï
�›	«�ˆ�`�‡�b�{

show running-config crypto map �‰�ø�Ú�¿�Ó�w�¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï�›
¯�Ô�`�‡�b�{

tunnel-group �Ä�ï�É�ç  �¬�ç�”�Ó�q�f�w�Í�å�Ý�”�»�›
ƒ���`�‡�b�{
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crypto map set phase1 mode
�Ý� �ï�‡�h�x�ž�¬�è�¿�³�Ò�•�w
€���›�‰�•�b�”	Ô�ù�t�Ñ�£�”�¶  1 �w IKE �Þ�”�Å�›�¦���b�”�t�x�z �¬
�é�”�Ì�ç  �¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï  �Þ�”�Å�p  crypto map set phase1mode �¯�Ú�ï�Å�›�–�;�`�‡�b�{
�Ñ�£�”�¶  1 IKE �É�°�³�¤�”�³�ã�ï�w
ƒ���›�_	†�b�”�t�x�z �\�w�¯�Ú�ï�Å�w  no ���Ü�›�–�;�`�‡�b�{ �ž
�¬�è�¿�³�Ò  �Þ�”�Å�w  Diffie-Hellman �¬�ç�”�Ó�›���Š�”�\�q�x�¦�Ó�³�ã�ï�p�b�{���Š�s�M	Ô�ù�z�·
�©�á�æ�Â�Ÿ  �ž�Ó�å� �ž�ï�µ�x  group 2 �›�–�;�`�‡�b�{

crypto map map-name seq-num set phase1mode {main | aggressive [group1 | group2 | group5 | 
group7]}

no crypto map map-name seq-num set phase1mode {main | aggressive [group1 | group2 | group5 | 
group7]}

�³�ï�»�¿�«�µ�w
†�Ì

�Ã�Ñ�¥�ç�Ä �Ã�Ñ�¥�ç�Ä�w�Ñ�£�”�¶  1 �w�Þ�”�Å�x�z main �p�b�{

�¯�Ú�ï�Å  �Þ�”�Å �Í�w
¯�x�z�\�w�¯�Ú�ï�Å�›�Ö�—�p�V�”�Þ�”�Å�›�Ô�`�o�M�‡�b�{

�¯�Ú�ï�Å�d�º

�–�;	Í�w�̈ � �Å�å� �ï �\�w�¯�Ú�ï�Å�x�z
C	ô���Þ�”�Å�p�w�ˆ�ˆ�^�`�‡�b�{� �t���Þ�”�Å�p�x�ˆ�^�`�‡�d�œ�{

�« �¬�é�”�Ì�ç  �¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï  �Þ�”�Å�p�Ö�—�`�h�Í�w�«�p�x�z�‰�ø�Ú�¿�Ó  mymap �›
ƒ���`�z
group2 �›�–�;�`�o�Ñ�£�”�¶  1 �w�Þ�”�Å�›�ž�¬�è�¿�³�Ò�t
ƒ���`�‡�b�{

hostname(config)# crypto map mymap 10 set phase1mode aggressive group2
hostname(config)#

aggressive �Ñ�£�”�¶  1 IKE �É�°�³�¤�”�³�ã�ï�t�ž�¬�è�¿�³�Ò  �Þ�”�Å�›�¦���`�‡�b�{

group1 IPSec �p	ý�`�M  Diffie-Hellman �¦�õ�›�î�æ�b�”�q�V�t�z 768 �Ï�¿�Ä�w  
Diffie-Hellman �Ó�å� �Ü  �Þ�´�á�å�µ  �¬�ç�”�Ó�›�–�;�b�”�\�q�›�¦���`�‡�b�{

group2 IPSec �p	ý�`�M  Diffie-Hellman �¦�õ�›�î�æ�b�”�q�V�t�z 1024 �Ï�¿�Ä�w  
Diffie-Hellman �Ó�å� �Ü  �Þ�´�á�å�µ  �¬�ç�”�Ó�›�–�;�b�”�\�q�›�¦���`�‡�b�{

group5 IPSec �p	ý�`�M  Diffie-Hellman �¦�õ�›�î�æ�b�”�q�V�t�z 1536 �Ï�¿�Ä�w  
Diffie-Hellman �Ó�å� �Ü  �Þ�´�á�å�µ  �¬�ç�”�Ó�›�–�;�b�”�\�q�›�¦���`�‡�b�{

group7 IPSec �U�z�h�q�Q�y  movianVPN �«�å� �ž�ï�Ä�p�z�*���Â
¢�Ñ�Ÿ�”�ç�Å�w�±� 
�¶�U  163 �Ï�¿�Ä�p�K�”  group7�¢ ECC�£�›�–�;�b�”�‘�O�t�¦���`�‡�b�{

main �Ñ�£�”�¶  1 IKE �É�°�³�¤�”�³�ã�ï�t�Ý� �ï  �Þ�”�Å�›�¦���`�‡�b�{

map-name �‰�ø�Ú�¿�Ó �·�¿�Ä�w�Ê
²�›�¦���`�‡�b�{  

seq-num   �‰�ø�Ú�¿�Ó �¤�ï�Ä�æ�t�Â�“�p�o�”
j�ø�›�¦���`�‡�b�{

�¯�Ú�ï�Å  �Þ�”�Å

�Ñ�•� �ž�¢�¥�”�ç  �Þ�”�Å �·�©�á�æ�Â�Ÿ  �¯�ï�Â�©�µ�Ä

�ç�”�Â�¿�Å �•�a �³�ï�¬�ç

�Ú�ç�½

�¯�ï�Â�©�µ�Ä �³�µ�Â�Ü

�¬�é�”�Ì�ç  �¯�ï�Ñ�Ÿ�ª�á�è�”
�³�ã�ï

• — • — —

�æ�æ�”�µ �!�Ë�º�0

7.0(1) �\�w�¯�Ú�ï�Å�U�‹�Ö�^�•�‡�`�h�{
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���È�¯�Ú�ï�Å

crypto map set reverse-route
�\�w�‰�ø�Ú�¿�Ó  �¤�ï�Ä�æ�t�,�n�M�o�Ú�™�w
€���w  RRI �›� �É�”�Ò�ç�t�b�”�t�x�z�¬�é�”�Ì�ç  �¯�ï
�Ñ�Ÿ�ª�á�è�”�³�ã�ï  �Þ�”�Å�p  crypto map set reverse-route �¯�Ú�ï�Å�›�–�;�`�‡�b�{�\�w�‰�ø�Ú�¿�Ó
�¤�ï�Ä�æ�t�,�n�M�h�Ú�™�w
€���w�o�ç�”�Ä�«�Ö�›�Ã�Ÿ�·�”�Ò�ç�t�b�”�t�x�z�\�w�¯�Ú�ï�Å�w  no ��
�Ü�›�–�;�`�‡�b�{

crypto map map-name seq-num set reverse-route

no crypto map map-name seq-num set reverse-route

�³�ï�»�¿�«�µ�w
†�Ì

�Ã�Ñ�¥�ç�Ä �Ã�Ñ�¥�ç�Ä�p�x�z�\�w�¯�Ú�ï�Å�w
ƒ���x�¦�Ñ�t�s�l�o�M�‡�b�{

�¯�Ú�ï�Å  �Þ�”�Å �Í�w
¯�x�z�\�w�¯�Ú�ï�Å�›�Ö�—�p�V�”�Þ�”�Å�›�Ô�`�o�M�‡�b�{

�¯�Ú�ï�Å�d�º

�–�;	Í�w�̈ � �Å�å� �ï �·�©�á�æ�Â�Ÿ  �ž�Ó�å� �ž�ï�µ�x�z �ç�”�Â�Ÿ�ï�¬  �Â�”�Ò�ç�t�µ�»�Â�Ÿ�¿�«  �ç�”�Ä�›�×�ˆ�$�t�å�C�`�z
OSPF �›�–�;�`�o�f�•�’�w�ç�”�Ä�›�Ó�å� �Õ�”�Ä  �É�¿�Ä�ë�”�«�‡�h�x�¥�„�ç�”�»�t�è�Œ�p�V�‡�b�{

�« �¬�é�”�Ì�ç  �¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï  �Þ�”�Å�p�Ö�—�`�h�Í�w�«�p�x�z mymap �q�M�O�Ê
²�w�‰�ø�Ú�¿
�Ó�w RRI �›� �É�”�Ò�ç�t�`�‡�b�{

hostname(config)# crypto map mymap 10 set reverse-route
hostname(config)#

���È�¯�Ú�ï�Å

�¯�Ú�ï�Å 
†�Ì

clear isakmp sa �ž�«�Â�Ÿ�Ò�s  IKE �·�©�á�æ�Â�Ÿ  �ž�¹�³�¤�”�³�ã�ï�›�_	†
�`�‡�b�{  

clear configure crypto map �b�‚�o�w�‰�ø�Ú�¿�Ó�w�b�‚�o�w�¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï
�›	«�ˆ�`�‡�b�{

show running-config crypto map �‰�ø�Ú�¿�Ó�w�¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï�›
¯�Ô�`�‡�b�{

map-name �‰�ø�Ú�¿�Ó �·�¿�Ä�w�Ê
²�›�¦���`�‡�b�{  

seq-num   �‰�ø�Ú�¿�Ó �¤�ï�Ä�æ�t�Â�“�p�o�”
j�ø�›�¦���`�‡�b�{

�¯�Ú�ï�Å  �Þ�”�Å

�Ñ�•� �ž�¢�¥�”�ç  �Þ�”�Å �·�©�á�æ�Â�Ÿ  �¯�ï�Â�©�µ�Ä

�ç�”�Â�¿�Å �•�a �³�ï�¬�ç

�Ú�ç�½

�¯�ï�Â�©�µ�Ä �³�µ�Â�Ü

�¬�é�”�Ì�ç  �¯�ï�Ñ�Ÿ�ª�á�è�”
�³�ã�ï

• • • — —

�æ�æ�”�µ �!�Ë�º�0

7.0(1) �\�w�¯�Ú�ï�Å�U�‹�Ö�^�•�‡�`�h�{

�¯�Ú�ï�Å 
†�Ì

clear configure crypto map �b�‚�o�w�‰�ø�Ú�¿�Ó�w�b�‚�o�w�¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï
�›	«�ˆ�`�‡�b�{

show running-config crypto map �‰�ø�Ú�¿�Ó�w�¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï�›
¯�Ô�`�‡�b�{
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crypto map set security-association lifetime
�›���w�‰�ø�Ú�¿�Ó  �¤�ï�Ä�æ�t�m�M�o�z IPSec �·�©�á�æ�Â�Ÿ  �ž�¹�³�¤�”�³�ã�ï�›�É�°�³�¤�”�Ä�b�”�q
�V�t�–�;�^�•�”�¬�é�”�Ì�ç  �å� �Ñ�»� �Ü�‹�›	Í	{�V�b�”�t�x�z�¬�é�”�Ì�ç  �¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã
�ï  �Þ�”�Å�p  crypto map set security-association lifetime �¯�Ú�ï�Å�›�–�;�`�‡�b�{�‰�ø�Ú�¿�Ó  �¤�ï�Ä
�æ�w�å� �Ñ�»� �Ü�‹�›�¬�é�”�Ì�ç�‹�t�æ�·�¿�Ä�b�”�t�x�z�\�w�¯�Ú�ï�Å�w  no ���Ü�›�–�;�`�‡�b�{  

crypto map map-name seq-num set security-association lifetime {secondsseconds | 
kilobytes kilobytes}

no crypto map map-name seq-num set security-association lifetime { secondsseconds | 
kilobytes kilobytes}

�³�ï�»�¿�«�µ�w
†�Ì

�Ã�Ñ�¥�ç�Ä �Ã�Ñ�¥�ç�Ä�w  KB 
:�x  4,608,000 �p�z�Ã�Ñ�¥�ç�Ä�w
µ
:�x  28,800 �p�b�{

�¯�Ú�ï�Å  �Þ�”�Å �Í�w
¯�x�z�\�w�¯�Ú�ï�Å�›�Ö�—�p�V�”�Þ�”�Å�›�Ô�`�o�M�‡�b�{

�¯�Ú�ï�Å�d�º

�–�;	Í�w�̈ � �Å�å� �ï �‰�ø�Ú�¿�Ó�w�·�©�á�æ�Â�Ÿ  �ž�¹�³�¤�”�³�ã�ï�x�z�¬�é�”�Ì�ç  �å� �Ñ�»� �Ü�‹�t�,�n�M�o�É�°�³
�¤�”�Ä�^�•�‡�b�{  

IPSec �·�©�á�æ�Â�Ÿ  �ž�¹�³�¤�”�³�ã�ï�p�x�z�ž��
•�µ�d�›�–�;�`�‡�b�{�\�•�’�w�d�q�·�©�á�æ�Â�Ÿ
�ž�¹�³�¤�”�³�ã�ï�x�z�†�M�‰�Ì�t�»� �Ü�ž�¢�Ä�`�‡�b�{  

�›���w�‰�ø�Ú�¿�Ó  �¤�ï�Ä�æ�p�å� �Ñ�»� �Ü�‹�U
ƒ���^�•�o�M�”	Ô�ù�x�z�·�©�á�æ�Â�Ÿ  �ž�¹�³�¤�”
�³�ã�ï�w�É�°�³�¤�”�Ä�¤�t	ý�`�M�·�©�á�æ�Â�Ÿ  �ž�¹�³�¤�”�³�ã�ï�›�A�{�b�”�q�V�z�·�©�á�æ�Â�Ÿ
�ž�Ó�å� �ž�ï�µ�x�z�Ð�ž�•�w�A�{�w�¤�p�\�w�‰�ø�Ú�¿�Ó  �å� �Ñ�»� �Ü�‹�›�b�;�`�‡�b�{�\�w�‹�›�z
	ý�`�M�·�©�á�æ�Â�Ÿ  �ž�¹�³�¤�”�³�ã�ï�w�å� �Ñ�»� �Ü�q�`�o�–�;�`�‡�b�{�·�©�á�æ�Â�Ÿ  �ž�Ó�å� 
�ž�ï�µ�x�z�Ð�ž�T�’�É�°�³�¤�”�³�ã�ï�A�{�›	!	ô�b�”�q�z�Ð�ž�U�¦���b�”�å� �Ñ�»� �Ü�‹�‡�h�x
�é�”�§�ç�t
ƒ���A�ˆ�w�å� �Ñ�»� �Ü�‹�w�O�j�z 	–�^�M�M�›	ý�`�M�·�©�á�æ�Â�Ÿ  �ž�¹�³�¤�”�³�ã�ï�w
�å� �Ñ�»� �Ü�q�`�o�–�;�`�‡�b�{

kilobytes 	t���w�·�©�á�æ�Â�Ÿ  �ž�¹�³�¤�”�³�ã�ï�w���®�8�v�U
~�•�”�‡�p�t�z �f�w�·
�©�á�æ�Â�Ÿ  �ž�¹�³�¤�”�³�ã�ï�›�–�;�`�o�Ð�ž���›�è�a�p�V�”�Ä�å�Ñ�Ÿ�¿
�«�w�”�›  KB �o�•�p�¦���`�‡�b�{  
�Ã�Ñ�¥�ç�Ä�x  4,608,000 KB �p�b�{

map-name �‰�ø�Ú�¿�Ó �·�¿�Ä�w�Ê
²�›�¦���`�‡�b�{  

seconds �·�©�á�æ�Â�Ÿ  �ž�¹�³�¤�”�³�ã�ï�w���®�8�v�U
~�•�”�‡�p�w�����Ì���¢
µ

:�£�›�¦���`�‡�b�{�Ã�Ñ�¥�ç�Ä�x  28,800 
µ�¢ 8 �Ì���£�p�b�{

seq-num   �‰�ø�Ú�¿�Ó �¤�ï�Ä�æ�t�Â�“�p�o�”
j�ø�›�¦���`�‡�b�{

�¯�Ú�ï�Å  �Þ�”�Å

�Ñ�•� �ž�¢�¥�”�ç  �Þ�”�Å �·�©�á�æ�Â�Ÿ  �¯�ï�Â�©�µ�Ä

�ç�”�Â�¿�Å �•�a �³�ï�¬�ç

�Ú�ç�½

�¯�ï�Â�©�µ�Ä �³�µ�Â�Ü

�¬�é�”�Ì�ç  �¯�ï�Ñ�Ÿ�ª�á�è�”
�³�ã�ï

• • • — —

�æ�æ�”�µ �!�Ë�º�0

�7�� �\�w�¯�Ú�ï�Å�x�7���w�‹�w�p�b�{
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�å� �Ñ�»� �Ü�t�x�z�8���›�¦���b�”�‹�w�q�Ä�å�Ñ�Ÿ�¿�«�”�›�¦���b�”�‹�w�w  2 �m�U�K�“�‡�b�{�·�¿
�³�ã�ï  �©�”�q�·�©�á�æ�Â�Ÿ  �ž�¹�³�¤�”�³�ã�ï�x�z�M�c�•�T�w�å� �Ñ�»� �Ü�t�7	s�t�x�a�`�h�Ì�:
�p�8�v
~�•�t�s�“�‡�b�{ 1 �m�w�¯�Ú�ï�Å�p�†�M�›�¦���p�V�‡�b�{

�¢�«�£ �·�©�á�æ�Â�Ÿ  �ž�Ó�å� �ž�ï�µ�p�x�z�‰�ø�Ú�¿�Ó�z�¼� �Æ�Û�¿�«  �Ú�¿�Ó�z�S�‘�|  ipsec 
ƒ���›�ˆ�^�¤
�t�!�Ë�p�V�‡�b�{�\�•�›�æ�O	Ô�ù�x�z�!�Ë�t�‘�l�o�è�¹�›	!�Z�”
€���i�Z�U�·�©�á�æ�Â�Ÿ  �ž�Ó�å
� �ž�ï�µ�t�‘�l�o���­�^�d�’�•�‡�b�{�›�t�z�ž�«�·�µ  �æ�µ�Ä�º�w�¤�ï�Ä�æ�›�_	†�b�”�\�q�t�‘�l
�o�z�‰�ø�Ú�¿�Ó�t���È
Ç�Z�’�•�o�M�”�7���w�ž�«�·�µ  �æ�µ�Ä�›�!�Ë�b�”	Ô�ù�x�z���È�b�”
€���i
�Z�U���­�^�d�’�•�‡�b�{�ž�«�·�µ  �æ�µ�Ä�º�w���w�¤�ï�Ä�æ�t�,�n�X
€���x�z�è�¹�›	!�Z�‡�d�œ�{

�8���å� �Ñ�»� �Ü�›�!�Ë�b�”�t�x�z crypto map set security-association lifetime seconds �¯�Ú�ï�Å�›�–
�;�`�‡�b�{�8���å� �Ñ�»� �Ü�›�–�;�b�”	Ô�ù�x�z�¦���`�h
µ
:�U�&�a�`�h�Ì�:�p�©�”�S�‘�|�·�©�á
�æ�Â�Ÿ �ž�¹�³�¤�”�³�ã�ï�U�»� �Ü�ž�¢�Ä�`�‡�b�{  

�« �¬�é�”�Ì�ç  �¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï  �Þ�”�Å�p�Í�w�¯�Ú�ï�Å�›�Ö�—�b�”�q�z�‰�ø�Ú�¿�Ó  mymap �w�·
�©�á�æ�Â�Ÿ  �ž�¹�³�¤�”�³�ã�ï  �å� �Ñ�»� �Ü�U
µ�o�•�S�‘�|  KB �o�•�p�¦���^�•�‡�b�{

hostname(config)# crypto map mymap 10 set security-association lifetime seconds 1400 
kilobytes 3000000
hostname(config)#

���È�¯�Ú�ï�Å �¯�Ú�ï�Å 
†�Ì

clear configure crypto map �b�‚�o�w�‰�ø�Ú�¿�Ó�w�b�‚�o�w�¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï
�›	«�ˆ�`�‡�b�{

show running-config crypto map �‰�ø�Ú�¿�Ó�w�¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï�›
¯�Ô�`�‡�b�{
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crypto map set transform-set
�‰�ø�Ú�¿�Ó �¤�ï�Ä�æ�p�–�;�b�”�Ä�å�ï�µ�Ñ�¥�”�Ü  �·�¿�Ä�›�¦���b�”�t�x�z�¬�é�”�Ì�ç  �¯�ï�Ñ�Ÿ
�ª�á�è�”�³�ã�ï  �Þ�”�Å�p  crypto map set transform-set �¯�Ú�ï�Å�›�–�;�`�‡�b�{

crypto map map-name seq-num set transform-set transform-set-name1 [… transform-set-name11]

�‰�ø�Ú�¿�Ó �¤�ï�Ä�æ�T�’�Ä�å�ï�µ�Ñ�¥�”�Ü  �·�¿�Ä�›�_	†�b�”�t�x�z�\�w�¯�Ú�ï�Å�w  no ���Ü�p�z�_
	†�b�”�Ä�å�ï�µ�Ñ�¥�”�Ü  �·�¿�Ä�w�Ê
²�›�¦���`�‡�b�{

no crypto map map-name seq-num set transform-set transform-set-name1 [… transform-set-name11]

�b�‚�o�w�Ä�å�ï�µ�Ñ�¥�”�Ü  �·�¿�Ä�›�¦���b�”�T�?�‹�¦���d�c�t�\�w�¯�Ú�ï�Å�w  no ���Ü�›�–�;�b�”
�q�z�‰�ø�Ú�¿�Ó  �¤�ï�Ä�æ�U�_	†�^�•�‡�b�{  

no crypto map map-name seq-num set transform-set

�³�ï�»�¿�«�µ�w
†�Ì

�Ã�Ñ�¥�ç�Ä �Ã�Ñ�¥�ç�Ä�w�ˆ�^�•�‹�x�K�“�‡�d�œ�{

�¯�Ú�ï�Å  �Þ�”�Å �Í�w
¯�x�z�\�w�¯�Ú�ï�Å�›�Ö�—�p�V�”�Þ�”�Å�›�Ô�`�o�M�‡�b�{

�¯�Ú�ï�Å�d�º

�–�;	Í�w�̈ � �Å�å� �ï �\�w�¯�Ú�ï�Å�x�z�b�‚�o�w�‰�ø�Ú�¿�Ó  �¤�ï�Ä�æ�t�0�`�o�¦��
ž
"�q�s�”�¯�Ú�ï�Å�p�b�{

IPSec 
€���w�‰�•���q
S�0���t�K�”�Ð�ž�x�z�7	s�t�°�•�`�h�Ä�å�ï�µ�Ñ�¥�”�Ü  �·�¿�Ä�›�·�©�á�æ
�Â�Ÿ  �ž�¹�³�¤�”�³�ã�ï�p�–�;�`�‡�b�{�é�”�§�ç�w�·�©�á�æ�Â�Ÿ  �ž�Ó�å� �ž�ï�µ�U�É�°�³�¤�”�³�ã
�ï�›�‰�•�`�h	Ô�ù�x�z crypto map �¯�Ú�ï�Å�p�¦���`�h	q
j�r�S�“�t�z�Ä�å�ï�µ�Ñ�¥�”�Ü�·�¿�Ä�w�º
�0�›�Ð�ž�t���Ô�`�‡�b�{�Ð�ž�U�É�°�³�¤�”�³�ã�ï�›�‰�•�b�”�q�z�é�”�§�ç�w�·�©�á�æ�Â�Ÿ  �ž�Ó�å� 
�ž�ï�µ�x�z�‰�ø�Ú�¿�Ó  �¤�ï�Ä�æ�w�¤�p�z�Ð�ž�T�’
ù�’�•�h  IPSec �Í�å�Ý�”�»�q�°�•�b�”�7	s�w�Ä�å
�ï�µ�Ñ�¥�”�Ü  �·�¿�Ä�›�–�;�`�‡�b�{  

IPSec 
€���w�‰�•���q�x
S�0���t�K�”�Ð�ž�U�z�°�•�b�”�Ä�å�ï�µ�Ñ�¥�”�Ü  �·�¿�Ä�›�_�m�Z�’�•�s�M
	Ô�ù�z�·�©�á�æ�Â�Ÿ  �ž�¹�³�¤�”�³�ã�ï�x�¬�q�^�•�‡�d�œ�{�Ä�å�Ñ�Ÿ�¿�«�›�-�¢�b�”�·�©�á�æ�Â�Ÿ
�ž�¹�³�¤�”�³�ã�ï�U�s�M�w�p�z�‰�•���x�Ä�å�Ñ�Ÿ�¿�«�›�Å�é�¿�Ó�`�‡�b�{  

map-name �‰�ø�Ú�¿�Ó �·�¿�Ä�w�Ê
²�›�¦���`�‡�b�{  

seq-num   �‰�ø�Ú�¿�Ó �¤�ï�Ä�æ�w�³�”�­�ï�µ
j�ø�›�¦���`�‡�b�{

transform-set-name1
transform-set-name11

�Ä�å�ï�µ�Ñ�¥�”�Ü  �·�¿�Ä�w�Ê
²�›  1 �m�Ž	Í�¦���`�‡�b�{ �\�w�¯�Ú�ï�Å�p�¦
���b�”�Ä�å�ï�µ�Ñ�¥�”�Ü  �·�¿�Ä�x�z crypto ipsec transform-set �¯�Ú�ï�Å�p
���[�^�•�o�M�”
ž�A�U�K�“�‡�b�{�¤�‰�ø�Ú�¿�Ó  �¤�ï�Ä�æ�x�z 11 �x�‡�p�w
�Ä�å�ï�µ�Ñ�¥�”�Ü  �·�¿�Ä�›�±�Ù�”�Ä�`�o�M�‡�b�{

�¯�Ú�ï�Å  �Þ�”�Å

�Ñ�•� �ž�¢�¥�”�ç  �Þ�”�Å �·�©�á�æ�Â�Ÿ  �¯�ï�Â�©�µ�Ä

�ç�”�Â�¿�Å �•�a �³�ï�¬�ç

�Ú�ç�½

�¯�ï�Â�©�µ�Ä �³�µ�Â�Ü

�¬�é�”�Ì�ç  �¯�ï�Ñ�Ÿ�ª�á�è�”
�³�ã�ï

• • • — —

�æ�æ�”�µ �!�Ë�º�0

7.0 �\�w�¯�Ú�ï�Å�U�‹�Ö�^�•�‡�`�h�{

7.2(1) �‰�ø�Ú�¿�Ó �¤�ï�Ä�æ�t�S�Z�”�Ä�å�ï�µ�Ñ�¥�”�Ü  �·�¿�Ä�w�7�G
:�U�!�Ë�^
�•�‡�`�h�{
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�Ä�å�ï�µ�Ñ�¥�”�Ü  �·�¿�Ä�w�æ�µ�Ä�›�!�Ë�b�”�t�x�z �y�M�æ�µ�Ä�w�E�˜�“�t�s�”	ý�`�M�æ�µ�Ä�›�¦��
�`�‡�b�{  

�\�w�¯�Ú�ï�Å�p�‰�ø�Ú�¿�Ó�›�!�Ë�b�”	Ô�ù�x�z �¦���`�h�³�”�­�ï�µ
j�ø�q�‰�a
j�ø�w�‰�ø�Ú�¿�Ó  �¤
�ï�Ä�æ�i�Z�U�!�Ë�^�•�‡�b�{�h�q�Q�y�z�Í�w�¯�Ú�ï�Å�›�Ö�—�`�h	Ô�ù�z 56des-sha �q�M�O�Ä�å�ï�µ
�Ñ�¥�”�Ü  �·�¿�Ä�U�æ�µ�Ä�w�7�™�t
à�Ö�^�•�‡�b�{

hostname(config)# crypto map map1 1 set transform-set 128aes-md5 128aes-sha 192aes-md5  
hostname(config)# crypto map map1 1 transform-set 56des-sha
hostname(config)# 

�Í�w�¯�Ú�ï�Å�w� �t�x�z	Í�G�w  2 �m�w�¯�Ú�ï�Å�p�æ�l�h�!�Ë�›�ù�d�h�‹�w�t�s�“�‡�b�{

hostname(config)# show running-config crypto map
crypto map map1 1 set transform-set 128aes-md5 128aes-sha 192aes-md5 56des-sha
hostname(config)# 

�‰�ø�Ú�¿�Ó �¤�ï�Ä�æ�º�w�Ä�å�ï�µ�Ñ�¥�”�Ü  �·�¿�Ä�w	q
j�›�!�Q�”�t�x�z�‡�c�¤�ï�Ä�æ�›�_	†�`�z
�Ú�¿�Ó�Ê�q�³�”�­�ï�µ
j�ø�w�†�M�›�¦���`�o�T�’�z�¤�ï�Ä�æ�›�^
R�`�Ú�`�‡�b�{�h�q�Q�y�z�Í�w�¯
�Ú�ï�Å�x�z�³�”�­�ï�µ
j�ø  3 �w map2 �q�M�O�‰�ø�Ú�¿�Ó �¤�ï�Ä�æ�›�6
ƒ���`�‡�b�{

asa2(config)# no crypto map map2 3 set transform-set  
asa2(config)# crypto map map2 3 set transform-set 192aes-sha 192aes-md5 128aes-sha 
128aes-md5
asa2(config)# 

�« �®crypto ipsec transform-set�¢�Ä�å�ï�µ�Ñ�¥�”�Ü  �·�¿�Ä�w�^
R�‡�h�x�_	†�£ �¯�w�ò�t�z�Ä�å�ï�µ�Ñ�¥�”
�Ü �·�¿�Ä�t���b�”�¯�Ú�ï�Å�«�›  10 �«�Ô�`�o�M�‡�b�{�Í�w�«�p�x�z�f�w�‰�a  10 �«�w�Ä�å�ï�µ�Ñ�¥�”
�Ü �·�¿�Ä�T�’�s�”�‰�ø�Ú�¿�Ó  �¤�ï�Ä�æ  map2 �›�^
R�`�‡�b�{

hostname(config)# crypto map map2 10 set transform-set 3des-md5 3des-sha 56des-md5 
56des-sha 128aes-md5 128aes-sha 192aes-md5 192aes-sha 256aes-md5 256aes-sha
hostname(config)#

�¬�é�”�Ì�ç  �¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï  �Þ�”�Å�p�Ö�—�`�h�Í�w�«�x�z�·�©�á�æ�Â�Ÿ  �ž�Ó�å� �ž�ï�µ�U
IKE �›�–�;�`�o�·�©�á�æ�Â�Ÿ  �ž�¹�³�¤�”�³�ã�ï�›�¬�q�b�”	Ô�ù�t
ž�A�q�s�”�z �7	–�v�w�‰�ø�Ú�¿�Ó
�¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï�›�Ô�`�o�M�‡�b�{

hostname(config)# crypto map map2 10 ipsec-isakmp
hostname(config)# crypto map map2 10 match address 101
hostname(config)# crypto map map2 set transform-set 3des-md5 
hostname(config)# crypto map map2 set peer 10.0.0.1
hostname(config)# 

���È�¯�Ú�ï�Å �¯�Ú�ï�Å 
†�Ì

clear configure crypto dynamic-map �b� ‚ �o�w�¼� �Æ�Û�¿�«�‰�ø�Ú�¿�Ó�›�¯ � ï �Ñ�Ÿ�ª�á
�è�”�³�ã�ï�T�’	«�ˆ�`�‡�b�{

clear configure crypto map �b�‚�o�w�‰�ø�Ú�¿�Ó�›�¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï�T�’
	«�ˆ�`�‡�b�{

crypto dynamic-map set transform-set �¼� �Æ�Û�¿�«�‰�ø�Ú�¿�Ó  �¤�ï�Ä�æ�p�–�;�b�”�Ä�å�ï
�µ�Ñ�¥�”�Ü  �·�¿�Ä�›�¦���`�‡�b�{

crypto ipsec transform-set �Ä�å�ï�µ�Ñ�¥�”�Ü  �·�¿�Ä�›
ƒ���`�‡�b�{

show running-config crypto dynamic-map �¼� �Æ�Û�¿�«�‰�ø�Ú�¿�Ó�w�¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï
�›
¯�Ô�`�‡�b�{

show running-config crypto map �‰�ø�Ú�¿�Ó�w�¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï�›
¯�Ô�`�‡�b�{
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crypto map set trustpoint
�‰�ø�Ú�¿�Ó �¤�ï�Ä�æ�w�Ñ�£�”�¶  1 �É�°�³�¤�”�³�ã�ï�¤�t�z �Ý	Â�;�t
ù	ô�b�”	Â�Ì	{�›�¦���b�”�Ä�å
�µ�Ä�Ù�  � ï�Ä�›� ¦� � �b�” � t �x�z�¬�é�”� Ì �ç  �¯ � ï�Ñ�Ÿ�ª�á�è�”�³ �ã�ï  �Þ�”�Å�p  crypto map set
trustpoint  �¯�Ú�ï�Å�›�–�;�`�‡�b�{�‰�ø�Ú�¿�Ó  �¤�ï�Ä�æ�T�’�Ä�å�µ�Ä�Ù� �ï�Ä�›�_	†�b�”�t�x�z�\
�w�¯�Ú�ï�Å�w  no ���Ü�›�–�;�`�‡�b�{  

crypto map map-name seq-num set trustpoint trustpoint-name [chain]

nocrypto map map-name seq-num set trustpoint trustpoint-name [chain]

�³�ï�»�¿�«�µ�w
†�Ì

�Ã�Ñ�¥�ç�Ä �Ã�Ñ�¥�ç�Ä�‹�x  none �p�b�{

�¯�Ú�ï�Å  �Þ�”�Å �Í�w
¯�x�z�\�w�¯�Ú�ï�Å�›�Ö�—�p�V�”�Þ�”�Å�›�Ô�`�o�M�‡�b�{

�¯�Ú�ï�Å�d�º

�–�;	Í�w�̈ � �Å�å� �ï �\�w�‰�ø�Ú�¿�Ó  �¯�Ú�ï�Å�x�z
€���w�‰�•�t�v�“���®�p�b�{� �t���w	Ø�C�t�m�M�o�x�z tunnel-group
�¯�Ú�ï�Å�›�€	°�`�o�X�i�^�M�{

�« �¬�é�”�Ì�ç  �¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï  �Þ�”�Å�p�Ö�—�`�h�Í�w�«�p�x�z �‰�ø�Ú�¿�Ó mymap �t  tpoint1 �q
�M�O�Ê
²�w�Ä�å�µ�Ä�Ù� �ï�Ä�›�¦���`�z	Â�Ì	{�w�½�£�”�ï�›�¦���`�‡�b�{

hostname(config)# crypto map mymap 10 set trustpoint tpoint1 chain
hostname(config)#

���È�¯�Ú�ï�Å

chain �¢�¦�Ó�³�ã�ï�£	Â�Ì	{�½�£�”�ï�›
ù	ô�`�‡�b�{ CA 	Â�Ì	{�½�£�”�ï�t�x�z
�ç�”�Ä	Â�Ì	{�T�’  ID 	Â�Ì	{�‡�p�z	Â�Ì	{�w�Š
Ú�º�w�b�‚�o�w  CA 	Â�Ì	{
�U���‡�•�o�M�‡�b�{�Ã�Ñ�¥�ç�Ä�‹�x�Ã�Ÿ�·�”�Ò�ç�¢�½�£�”�ï�s�`�£�p�b�{

map-name �‰�ø�Ú�¿�Ó �·�¿�Ä�w�Ê
²�›�¦���`�‡�b�{  

seq-num   �‰�ø�Ú�¿�Ó �¤�ï�Ä�æ�t�Â�“�p�o�”
j�ø�›�¦���`�‡�b�{

trustpoint- name �Ñ�£�”�¶  1 �É�°�³�¤�”�³�ã�ï�¤�t
ù	ô�b�”	Â�Ì	{�›�¦���`�‡�b�{�Ã�Ñ�¥�ç
�Ä�x  none �p�b�{

token �â�”�²�Ý	Â�t�Ä�”�«�ï  �Õ�”�µ�w�±�”�Ì�›�–�;�b�”�\�q�›�¦���`�‡�b�{

�¯�Ú�ï�Å  �Þ�”�Å

�Ñ�•� �ž�¢�¥�”�ç  �Þ�”�Å �·�©�á�æ�Â�Ÿ  �¯�ï�Â�©�µ�Ä

�ç�”�Â�¿�Å �•�a �³�ï�¬�ç

�Ú�ç�½

�¯�ï�Â�©�µ�Ä �³�µ�Â�Ü

�¬�é�”�Ì�ç  �¯�ï�Ñ�Ÿ�ª�á�è�”
�³�ã�ï

• • • — —

�æ�æ�”�µ �!�Ë�º�0

7.0(1) �\�w�¯�Ú�ï�Å�U�‹�Ö�^�•�‡�`�h�{

�¯�Ú�ï�Å 
†�Ì

clear configure crypto map �b�‚�o�w�‰�ø�Ú�¿�Ó�w�b�‚�o�w�¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï
�›	«�ˆ�`�‡�b�{

show running-config crypto map �‰�ø�Ú�¿�Ó�w�¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï�›
¯�Ô�`�‡�b�{

tunnel-group �Ä�ï�É�ç  �¬�ç�”�Ó�›
ƒ���`�‡�b�{
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csc
�·�©�á�æ�Â�Ÿ  �ž�Ó�å� �ž�ï�µ�p�É�¿�Ä�ë�”�«  �Ä�å�Ñ�Ÿ�¿�«�›  CSC SSM �t
ù	ô�b�”�w�›� �É�”�Ò�ç
�t�b�”�t�x�z �«�å�µ  �¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï  �Þ�”�Å�p  csc �¯�Ú�ï�Å�›�–�;�`�‡�b�{ �«�å�µ  �¯�ï�Ñ�Ÿ
�ª�á�è�”�³�ã�ï  �Þ�”�Å�t�x�z�Ù�æ�³�”  �Ú�¿�Ó  �¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï  �Þ�”�Å�T�’�ž�«�·�µ�p�V�‡
�b�{�\�w�¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï�›�_	†�b�”�t�x�z�\�w�¯�Ú�ï�Å�w  no ���Ü�›�–�;�`�‡�b�{

csc { fail-open | fail-close}

no csc

�³�ï�»�¿�«�µ�w
†�Ì

�Ã�Ñ�¥�ç�Ä �\�w�¯�Ú�ï�Å�x�z�Ã�Ñ�¥�ç�Ä�p�x�Ã�Ÿ�·�”�Ò�ç�t�s�l�o�M�‡�b�{

�¯�Ú�ï�Å  �Þ�”�Å �Í�w
¯�x�z�\�w�¯�Ú�ï�Å�›�Ö�—�p�V�”�Þ�”�Å�›�Ô�`�o�M�‡�b�{

�¯�Ú�ï�Å�d�º

�–�;	Í�w�̈ � �Å�å� �ï csc �¯�Ú�ï�Å�x�z�˜�p�b�”�«�å�µ  �Ú�¿�Ó�t�‘�l�o	°�ù�^�•�h�Ä�å�Ñ�Ÿ�¿�«�b�‚�o�›  CSC SSM �t
ù
	ô�b�”�‘�O�t�·�©�á�æ�Â�Ÿ  �Ù�æ�³�”�›
ƒ���`�‡�b�{�\�w
ƒ���w�™�z�·�©�á�æ�Â�Ÿ  �ž�Ó�å� �ž�ï�µ
�x�Ä�å�Ñ�Ÿ�¿�«�U�|
Œ�t
��ˆ���Z�”�w�›�•�D�`�‡�b�{

CSC SSM �U�Ä�å�Ñ�Ÿ�¿�«�›�µ�©�ß�ï�p�V�s�M	Ô�ù�t�z�·�©�á�æ�Â�Ÿ  �ž�Ó�å� �ž�ï�µ�U�°�•�`�o�M
�”�Ä�å�Ñ�Ÿ�¿�«�›	��“�{�O�M�O�›�¦���p�V�‡�b�{ fail-open �©�”�ë�”�Å�x�z CSC SSM �U�b�;�p�V�s�M
	Ô�ù�p�‹�z �Ä�å�Ñ�Ÿ�¿�«�U�|
Œ�t
��ˆ���Z�”�w�›�·�©�á�æ�Â�Ÿ  �ž�Ó�å� �ž�ï�µ�U�•�D�b�”�‘�O�t�¦
���`�‡�b�{ fail-close �©�”�ë�”�Å�x�z CSC SSM �U�–�;�p�V�s�M	Ô�ù�t�z�°�•�`�o�M�”�Ä�å�Ñ�Ÿ�¿�«
�U�|
Œ�t
��ˆ���Z�”�w�›�·�©�á�æ�Â�Ÿ  �ž�Ó�å� �ž�ï�µ�U�•�D�`�s�M�‘�O�t�¦���`�‡�b�{

CSC SSM �x�z HTTP�z SMTP�z POP3�z�S�‘�|  FTP �Ä�å�Ñ�Ÿ�¿�«�›�µ�©�ß�ï�p�V�‡�b�{�\�•�x�z
€��
�›�A�{�`�o�M�”�Í�­�¿�Ä�w�|
Œ�Ù�”�Ä�U�z�\�•�’�w�Ó�é�Ä�¯�ç�t�q�l�o�7�Œ�w�‹�w�p�K�”	Ô�ù�t�v
�“�±�Ù�”�Ä�`�‡�b�{�m�‡�“�z CSC SSM �x�Í�w
€���t�v�“�µ�©�ß�ï�p�V�‡�b�{

• TCP �Ù�”�Ä  21 �t�0�`�o�¦�”�Ó�ï�^�•�o�M�”  FTP 
€��

• TCP �Ù�”�Ä  80 �t�0�`�o�¦�”�Ó�ï�^�•�o�M�”  HTTP 
€��

fail-close CSC SSM �U�æ

�`�h	Ô�ù�z�·�©�á�æ�Â�Ÿ  �ž�Ó�å� �ž�ï�µ�U�Ä�å�Ñ�Ÿ�¿�«
�›�Ò�é�¿�«�b�”
ž�A�U�K�”�\�q�›�¦���`�‡�b�{�\�•�x�z�«�å�µ  �Ú�¿�Ó�p
¬
�R�^�•�h�Ä�å�Ñ�Ÿ�¿�«�i�Z�t�&�;�`�‡�b�{ CSC SSM �t
ù	ô�^�•�o�M�s�M
���w�Ä�å�Ñ�Ÿ�¿�«�x�z CSC SSM 	Ë�•�t�‘�”�è�¹�›	!�Z�‡�d�œ�{

fail-open CSC SSM �U�æ

�`�h	Ô�ù�z�·�©�á�æ�Â�Ÿ  �ž�Ó�å� �ž�ï�µ�U�Ä�å�Ñ�Ÿ�¿�«
�›�•�D�b�”
ž�A�U�K�”�\�q�›�¦���`�‡�b�{�\�•�x�z�«�å�µ  �Ú�¿�Ó�p
¬�R�^
�•�h�Ä�å�Ñ�Ÿ�¿�«�i�Z�t�&�;�`�‡�b�{ CSC SSM �t
ù	ô�^�•�o�M�s�M���w
�Ä�å�Ñ�Ÿ�¿�«�x�z CSC SSM 	Ë�•�t�‘�”�è�¹�›	!�Z�‡�d�œ�{

�¯�Ú�ï�Å  �Þ�”�Å

�Ñ�•� �ž�¢�¥�”�ç  �Þ�”�Å �·�©�á�æ�Â�Ÿ  �¯�ï�Â�©�µ�Ä

�ç�”�Â�¿�Å �•�a �³�ï�¬�ç

�Ú�ç�½

�¯�ï�Â�©�µ�Ä �³�µ�Â�Ü

�«�å�µ  �¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã
�ï

• • • • —

�æ�æ�”�µ �!�Ë�º�0

7.1(1) �\�w�¯�Ú�ï�Å�U�‹�Ö�^�•�‡�`�h�{



�H 9 	·       crypto ca authenticate �¯�Ú�ï�Å�™  customization �¯�Ú�ï�Å
  csc

9-73
Cisco �·�©�á�æ�Â�Ÿ  �ž�Ó�å� �ž�ï�µ  �¯�Ú�ï�Å  �æ�Ñ�•�è�ï�µ

OL-10086-02-J

• TCP �Ù�”�Ä  110 �t�0�`�o�¦�”�Ó�ï�^�•�o�M�”  POP3 
€��

• TCP �Ù�”�Ä  25 �t�0�`�o�¦�”�Ó�ï�^�•�o�M�”  SMTP 
€��

csc �¯�Ú�ï�Å�›�–�;�`�o�M�”�Ù�æ�³�”�U�z���w�Ó�é�Ä�¯�ç�t�0�`�o�\�•�’�w�Ù�”�Ä�›���§�l�o�–�;
�`�o�M�”
€���›
¬�R�`�o�M�”	Ô�ù�z�·�©�á�æ�Â�Ÿ  �ž�Ó�å� �ž�ï�µ�x�Í�­�¿�Ä�›  CSC SSM �t�I�`�‡
�b�U�z CSC SSM �x�f�•�›�µ�©�ß�ï�d�c�t�I�`�‡�b�{

CSC SSM �w�®�p�›�7�G�v�t�b�”�t�x�z �Í�w�‘�O�t  csc �¯�Ú�ï�Å�›�î
÷�`�o�M�”�Ù�æ�³�”�U�–�;�b�”
�«�å�µ  �Ú�¿�Ó�›
ƒ���`�‡�b�{

• �±�Ù�”�Ä�^�•�o�M�”�Ó�é�Ä�¯�ç�w�O�j  CSC SSM �U�µ�©�ß�ï�b�”�Ó�é�Ä�¯�ç�i�Z�›
¬�R�`�‡�b�{
�h�q�Q�y�z HTTP �Ä�å�Ñ�Ÿ�¿�«�›�µ�©�ß�ï�`�s�M	Ô�ù�x�z�±�”�Ï�µ  �Ù�æ�³�”�U
ˆ�0�t  HTTP �Ä
�å�Ñ�Ÿ�¿�«�›  CSC SSM �t�8
ù�`�s�M�‘�O�t�`�o�X�i�^�M�{

• �·�©�á�æ�Â�Ÿ  �ž�Ó�å� �ž�ï�µ�t�‘�l�o�-�¢�^�•�o�M�”	ô�T�p�V�”�×�µ�Ä�›�z �)�e�t�^�’�b
€��
�i�Z�›
¬�R�`�‡�b�{�\�•�’�x�z�Ž
æ�w�É�¿�Ä�ë�”�«�‡�h�x	ô�T�p�V�s�M�É�¿�Ä�ë�”�«�T�’�º
æ
�w�É�¿�Ä�ë�”�«�•�w
€���p�b�{�Í�w
€���›�µ�©�ß�ï�b�”�\�q�›
*	‘�`�‡�b�{

� µ 
 C	 ô HTTP 
€��

�µ �·�©�á�æ�Â�Ÿ  �ž�Ó�å� �ž�ï�µ�w�º
æ�w�«�å� �ž�ï�Ä�T�’�·�©�á�æ�Â�Ÿ  �ž�Ó�å� �ž�ï�µ�w
�Ž
æ�w�±�”�Ì�•�w  FTP 
€��

�µ �·�©�á�æ�Â�Ÿ  �ž�Ó�å� �ž�ï�µ�w�º
æ�w�«�å� �ž�ï�Ä�T�’�·�©�á�æ�Â�Ÿ  �ž�Ó�å� �ž�ï�µ�w
�Ž
æ�w�±�”�Ì�•�w  POP3 
€��

�µ �º
æ�Ý�”�ç  �±�”�Ì�|�o�w�£	ô  SMTP 
€��

FTP �µ�©�ß�ï

CSC SSM �x�z FTP �·�¿�³�ã�ï�w�Ó�å� �Ú�æ  �½�ß�É�ç�U
ª	j�Ù�”�Ä�¢ TCP �Ù�”�Ä  21�£�›�–�;�`�o�M
�”	Ô�ù�t�v�“�z FTP �Ñ�•� �ç�8
ù�w�µ�©�ß�ï�›�±�Ù�”�Ä�`�‡�b�{

FTP �U�*�x�z CSC SSM �t�‘�“�µ�©�ß�ï�b�”  FTP �Ä�å�Ñ�Ÿ�¿�«�t�0�`�o� �É�”�Ò�ç�p�K�”
ž�A�U�K
�“�‡�b�{�\�•�x�z FTP �U�z�Ã�”�»�8
ù�;�t�ˆ�$�t�Â�“�p�o�’�•�h�·�§�ï�¼�æ  �½�ß�É�ç�›�–�;�b�”�h
�Š�p�b�{�·�©�á�æ�Â�Ÿ  �ž�Ó�å� �ž�ï�µ�x�z�·�§�ï�¼�æ  �½�ß�É�ç�t�Â�“�p�o�’�•�”�Ù�”�Ä�›�>���`�z
�Ã�”�»�8
ù�w�î�æ�›�•�D�b�”�Ð�ï�×�”�ç�›�í�Z�‡�b�{ CSC SSM �U FTP �Ã�”�»�›�µ�©�ß�ï�b�”�‘�O
�t
ƒ���^�•�o�M�”	Ô�ù�z �·�©�á�æ�Â�Ÿ  �ž�Ó�å� �ž�ï�µ�x�Ã�”�»  �Ä�å�Ñ�Ÿ�¿�«�›  CSC SSM �t�8
ù�`
�‡�b�{

FTP �U�*�x�z�¬�é�”�Ì�ç�z�‡�h�x  csc �¯�Ú�ï�Å�U�&�;�^�•�”�‰�a� �ï�»�”�Ñ�£� �µ�t�&�;�p�V�‡�b�{
�Ã�Ñ�¥�ç�Ä�p�x�z FTP �U�*�x�¬�é�”�Ì�ç�t� �É�”�Ò�ç�t�^�•�o�M�‡�b�{�Ã�Ñ�¥�ç�Ä�w�U�*�¯�ï�Ñ�Ÿ
�ª�á�è�”�³�ã�ï�›�!�Ë�`�o�M�s�M	Ô�ù�x�z CSC SSM �t�‘�“  FTP �µ�©�ß�ï�›� �É�”�Ò�ç�t�b�”�M�t�z
�\�•�Ž	Í  FTP �U�*�¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï�U
ž�A�t�s�”�\�q�x�K�“�‡�d�œ�{

FTP �U�*�‡�h�x�Ã�Ñ�¥�ç�Ä�w�U�*�¯�ï �Ñ�Ÿ�ª�á�è�”�³�ã�ï�w	Ä�I�t �m�M�o�x�z �° Cisco Security
Appliance Command Line Configuration Guide�±�›�€	°�`�o�X�i�^�M�{

�« 
$ 9-1 �p�x�z�º
æ�É�¿�Ä�ë�”�«	Í�w�«�å� �ž�ï�Ä�T�’  HTTP�z FTP�z�S�‘�|  POP3 
€���p�Ž
æ�w�É�¿
�Ä�ë�”�«�t�A�{�^�•�h�Ä�å�Ñ�Ÿ�¿�«�z�S�‘�|�Ž
æ�w�×�µ�Ä�T�’  dmz �É�¿�Ä�ë�”�«	Í�w�Ý�”�ç  �±�”
�Ì�t�£	ô�b�”  SMTP 
€���›  CSC SSM �t�8
ù�b�”�‘�O�t�z�·�©�á�æ�Â�Ÿ  �ž�Ó�å� �ž�ï�µ�›
ƒ���b�”

ž�A�U�K�“�‡�b�{ �º
æ�w�É�¿�Ä�ë�”�«�T�’  dmz �É�¿�Ä�ë�”�«	Í�w  Web �±�”�Ì�•�w  HTTP �A�{�x�z �µ
�©�ß�ï�`�s�M�p�X�i�^�M�{
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$ 9-1 CSC SSM �µ�©�ß�Ç�ï�¬�w�°
`�$�s�É�¿�Ä�ë�”�«  �¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï

� Í �w�¯ � ï �Ñ �Ÿ�ª �á�è�” � ³ �ã � ï �x�z 2 �m�w�±�” � Ï �µ  �Ù�æ�³ � ” � › �^ 
R�` �‡�b�{�7	s �w�Ù�æ�³ � ”
csc_out_policy �x�z�º
æ�w� �ï�»�”�Ñ�£� �µ�t�&�;�^�•�z csc_out �ž�«�·�µ  �æ�µ�Ä�›�–�;�`�o�z FTP
�S�‘�|  POP3 �t�0�b�”�b�‚�o�w
C	ô�A�{�U
ž�c�µ�©�ß�ï�^�•�”�‘�O�t�`�‡�b�{ csc_out �ž�«�·�µ  �æ
�µ�Ä�x�º
æ�T�’�Ž
æ� �ï�»�”�Ñ�£� �µ	Í�w�É�¿�Ä�ë�”�«�•�w  HTTP 
€���‹
ž�c�µ�©�ß�ï�^�•�”�‘
�O�t�`�‡�b�U�z�º
æ�T�’  dmz �É�¿�Ä�ë�”�«	Í�w�±�”�Ì�•�w  HTTP 
€���›	†�Ž�b�”�‹
q  ACE �›���œ
�p�M�‡�b�{

2 
j�è�w�Ù�æ�³�”�p�K�”  csc_in_policy �x�z�Ž
æ�w� �ï�»�”�Ñ�£� �µ�t�&�;�^�•�z csc_in �ž�«�·�µ  �æ
�µ�Ä�›�–�;�`�o�z�Ž
æ� �ï�»�”�Ñ�£� �µ	Í�p  dmz �É�¿�Ä�ë�”�«�|�t
ù	ô�^�•�”  SMTP �S�‘�|  HTTP
�t�0�b�”�A�{�U  CSC SSM �t�‘�l�o
ž�c�µ�©�ß�ï�^�•�”�‘�O�t�`�‡�b�{ HTTP �A�{�›�µ�©�ß�ï�b�”
�\�q�p�z HTTP �Ñ�•� �ç�w�ž�¿�Ó�é�”�Å�T�’  Web �±�”�Ì�›�-�¢�p�V�‡�b�{

hostname(config)# access-list csc_out permit tcp 192.168.10.0 255.255.255.0 any eq 21
hostname(config)# access-list csc_out deny tcp 192.168.10.0 255.255.255.0 192.168.20.0 255.255.255.0 eq 80
hostname(config)# access-list csc_out permit tcp 192.168.10.0 255.255.255.0 any eq 80
hostname(config)# access-list csc_out permit tcp 192.168.10.0 255.255.255.0 any eq 110

hostname(config)# class-map csc_outbound_class
hostname(config-cmap)# match access-list csc_out

hostname(config)# policy-map csc_out_policy
hostname(config-pmap)# class csc_outbound_class
hostname(config-pmap-c)# csc fail-close

hostname(config)# service-policy csc_out_policy interface inside

hostname(config)# access-list csc_in permit tcp any 192.168.20.0 255.255.255.0 eq 25
hostname(config)# access-list csc_in permit tcp any 192.168.20.0 255.255.255.0 eq 80

hostname(config)# class-map csc_inbound_class
hostname(config-cmap)# match access-list csc_in

hostname(config)# policy-map csc_in_policy
hostname(config-pmap)# class csc_inbound_class
hostname(config-pmap-c)# csc fail-close

hostname(config)# service-policy csc_in_policy interface outside

�¢�«�£ FTP �t�‘�“�8
ù�^�•�h�Ñ�•� �ç�›  CSC SSM �U�µ�©�ß�ï�b�”�t�x�z FTP �U�*�U� �É�”�Ò�ç�p�K�”
ž
�A�U�K�“�‡�b�{ FTP �U�*�x�z�Ã�Ñ�¥�ç�Ä�p� �É�”�Ò�ç�p�b�{

192.168.30.0

192.168.20.0
(dmz)

Web  

192.168.10.0   

14
38

00
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���È�¯�Ú�ï�Å

csd enable
���g�S�‘�|�æ�Þ�”�Ä  �â�”�²  �ž�«�·�µ�t�0�`�o  Cisco Secure Desktop �›� �É�”�Ò�ç�t�b�”�t�x�z
webvpn �¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï  �Þ�”�Å�p  csd enable �¯�Ú�ï�Å�›�–�;�`�‡�b�{ CSD �›�Ã�Ÿ�·�”�Ò�ç
�t�b�”�t�x�z�\�w�¯�Ú�ï�Å�w  no ���Ü�›�–�;�`�‡�b�{

csd enable

no csd enable

�³�ï�»�¿�«�µ�w
†�Ì �\�w�¯�Ú�ï�Å�t�x�z�¾
:�‹�©�”�ë�”�Å�‹�K�“�‡�d�œ�{

�Ã�Ñ�¥�ç�Ä �Ã�Ñ�¥�ç�Ä�w�ˆ�^�•�‹�x�K�“�‡�d�œ�{

�¯�Ú�ï�Å  �Þ�”�Å �Í�w
¯�x�z�\�w�¯�Ú�ï�Å�›�Ö�—�p�V�”�Þ�”�Å�›�Ô�`�o�M�‡�b�{

�¯�Ú�ï�Å�d�º

�–�;	Í�w�̈ � �Å�å� �ï csd enable �¯�Ú�ï�Å�x�z�Í�w	r�g�›�î�æ�`�‡�b�{

1. �Ž
²�w  csd image path �¯�Ú�ï�Å�t�‘�“�î�æ�^�•�h�½�£�¿�«�›�4�
�b�”���®
Q�½�£�¿�«�›���™�`
�‡�b�{

2. disk0 	Í�t  sdesktop �Ñ�¥�ç�¼�U���O�`�s�M	Ô�ù�x�^
R�`�‡�b�{

3. sdesktop �Ñ�¥�ç�¼�t  data.xml�¢ CSD �¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï�£�Ñ�•� �ç�U���O�`�s�M	Ô�ù�x
à
�Ö�`�‡�b�{

4. �Ñ�å�¿�³�á  �Ã�Ì� �µ�T�’  data.xml �›�î�æ�¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï�t�é�”�Å�`�‡�b�{

5. CSD �›� �É�”�Ò�ç�t�`�‡�b�{

�¯�Ú�ï�Å 
†�Ì

class�¢�Ù�æ�³�”  �Ú�¿�Ó�£ �Ä�å�Ñ�Ÿ�¿�«�w
ü�¨�t�–�;�b�”�«�å�µ  �Ú�¿�Ó�›�¦���`�‡�b�{

class-map �Ù�æ�³�”  �Ú�¿�Ó�p�–�;�b�”�Ä�å�Ñ�Ÿ�¿�«
ü�¨�Ú�¿�Ó�›�^
R�`�‡�b�{

match port �|
Œ�Ù�”�Ä�›�–�;�`�o�Ä�å�Ñ�Ÿ�¿�«�›	°�ù�`�‡�b�{

policy-map �Ä�å�Ñ�Ÿ�¿�«  �«�å�µ�›  1 �m�‡�h�x
ó
:�w�ž�«�³�ã�ï�q���È
Ç�Z�”�\�q
�t�‘�l�o�z�Ù�æ�³�”  �Ú�¿�Ó�›�^
R�`�‡�b�{

service-policy �Ù�æ�³�”  �Ú�¿�Ó�›  1 �m�‡�h�x
ó
:�w� �ï�»�”�Ñ�£� �µ�q���È
Ç�Z�”�\
�q�t�‘�l�o�z�·�©�á�æ�Â�Ÿ  �Ù�æ�³�”�›�^
R�`�‡�b�{

�¯�Ú�ï�Å  �Þ�”�Å

�Ñ�•� �ž�¢�¥�”�ç  �Þ�”�Å �·�©�á�æ�Â�Ÿ  �¯�ï�Â�©�µ�Ä

�ç�”�Â�¿�Å �•�a �³�ï�¬�ç

�Ú�ç�½

�¯�ï�Â�©�µ�Ä �³�µ�Â�Ü

WebVPN �¯ � ï �Ñ�Ÿ�ª �á�è�”
�³�ã�ï  �Þ�”�Å

• — • — —

�æ�æ�”�µ �!�Ë�º�0

7.1(1) �\�w�¯�Ú�ï�Å�U�‹�Ö�^�•�‡�`�h�{
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show webvpn csd �¯�Ú�ï�Å�›�Ö�—�`�o�z CSD �U� �É�”�Ò�ç�T�r�O�T�›
Q�…�`�‡�b�{

csd enable �¯�Ú�ï�Å�›�Ö�—�b�”
²�t�z�î�æ�¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï�º�t  csd image path �¯�Ú�ï�Å�U
���O�b�”
ž�A�U�K�“�‡�b�{

no csd enable �¯�Ú�ï�Å�x�z�î�æ�¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï�p  CSD �›�Ã�Ÿ�·�”�Ò�ç�t�`�‡�b�{ CSD �U
�Ã�Ÿ�·�”�Ò�ç�w	Ô�ù�z�â�”�²�x  Cisco Secure Desktop Manager �t�ž�«�·�µ�p�V�c�z�æ�Þ�”�Ä  �â�”�²
�x  CSD �›�–�;�p�V�‡�d�œ�{

data.xml �Ñ�•� �ç�›�8
ù�‡�h�x�¦�õ�b�”	Ô�ù�z CSD �›�Ã�Ÿ�·�”�Ò�ç�t�`�h�™�z� �É�”�Ò�ç�t�`�o�î
�æ�¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï�t�\�w�Ñ�•� �ç�›�é�”�Å�`�‡�b�{

�« �Í�w�¯�Ú�ï�Å�w�«�p�x�z CSD � �Ý�”�´�w�µ�Â�”�»�µ�w
¯�Ô�M�O�q� �É�”�Ò�ç�t�b�”�M�O�›�Ô�`�‡
�b�{

hostname(config-webvpn)# show webvpn csd
Secure Desktop is not enabled.
hostname(config-webvpn)# csd enable
hostname(config-webvpn)# show webvpn csd
Secure Desktop version 3.1.0.25 is currently installed and enabled.
hostname(config-webvpn)# 

���È�¯�Ú�ï�Å �¯�Ú�ï�Å 
†�Ì

show webvpn csd CSD �U� �É�”�Ò�ç�p�K�”	Ô�ù�z�f�w�Ì�”�´�ã�ï�›�Ý���`�‡�b�{�Ã�Ÿ�·�”�Ò
�ç�w	Ô�ù�z CLI �x�® Secure Desktop is not enabled.�¯�q
¯�Ô�`�‡�b�{

csd image �¯�Ú�ï�Å�p�¦���^�•�h  CSD � �Ý�”�´�›�z�Í�µ�p�¦���^�•�h�Ñ�å�¿�³�á  �Å
�å� �Ò�T�’�î�æ�¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï�t�¯�Ð�”�`�‡�b�{
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csd image
Cisco Secure Desktop 
�
Í�Í�¿�­�”�´�›�U	Â�`�o�z �î�æ�¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï�t�å�C�b�”�t�x�z CSD
�›�®�p�$�t� �ï�µ�Ä�”�ç�`�z webvpn �¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï  �Þ�”�Å�p  csd image �¯�Ú�ï�Å�›�–�;�`
�‡�b�{ CSD �Ã�Ÿ�µ�Ä�æ�Ï�á�”�³�ã�ï  �Í�¿�­�”�´�›�î�æ�¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï�T�’�_	†�b�”�t�x�z
�\�w�¯�Ú�ï�Å�w  no ���Ü�›�–�;�`�‡�b�{

csd image path

no csd image [path]

�³�ï�»�¿�«�µ�w
†�Ì

�Ã�Ñ�¥�ç�Ä �Ã�Ñ�¥�ç�Ä�w�ˆ�^�•�‹�x�K�“�‡�d�œ�{

�¯�Ú�ï�Å  �Þ�”�Å �Í�w
¯�x�z�\�w�¯�Ú�ï�Å�›�Ö�—�p�V�”�Þ�”�Å�›�Ô�`�o�M�‡�b�{

�¯�Ú�ï�Å�d�º

�–�;	Í�w�̈ � �Å�å� �ï �\�w�¯�Ú�ï�Å�›�Ö�—�b�”
²�t�z show webvpn csd �¯�Ú�ï�Å�›�Ö�—�`�o�z CSD � �Ý�”�´�U� �É�”�Ò�ç
�p�K�”�T�r�O�T�›
Q�…�`�‡�b�{ CLI �x�z�q�O� �ï�µ�Ä�”�ç�^�•�o�M�”  CSD � �Ý�”�´�U� �É�”�Ò�ç�p
�K�”	Ô�ù�z�f�w�Ì�”�´�ã�ï�›�Ô�`�‡�b�{

http://www.cisco.com/cgi-bin/tablebuild.pl/securedesktop  �T� ’ 	ý � ` �M  CSD � 
�Ý�”�´�›�¯�ï�Ð�á�”�»�t�¼�¢�ï�é�”�Å�`�z�Ñ�å�¿�³�á  �Å�å� �Ò�t�8
ù�`�o�T�’�z csd image �¯�Ú�ï
�Å�›�–�;�`�o�z� �Ý�”�´�›� �ï�µ�Ä�”�ç�b�”�T�7���w� �Ý�”�´�›�ž�¿�Ó�¬�è�”�Å�`�‡�b�{
ž�c�z�–
�;�`�o�M�”�·�©�á�æ�Â�Ÿ  �ž�Ó�å� �ž�ï�µ�t�ù�l�h�Ñ�•� �ç�›�¼�¢�ï�é�”�Å�`�o�X�i�^�M�{ �Ñ�•� �ç
�w���Ü�x�z securedesktop_asa_<n>_<n>*.pkg �p�b�{

no csd image �›�Ö�—�b�”�q�z Cisco Secure Desktop Manager �•�w���g�ž�«�·�µ�q�z CSD �•�w�æ�Þ�”�Ä
�â�”�²  �ž�«�·�µ�w�†�M�›�_	†�`�‡�b�{�\�w�¯�Ú�ï�Å�›�Ö�—�b�”�q�z�·�©�á�æ�Â�Ÿ  �ž�Ó�å� �ž�ï�µ
�x�z CSD �¹�Ñ�Ä�¢�£�ž�q�Ñ�å�¿�³�á  �Å�å� �Ò	Í�w  CSD �¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï�t�0�`�o�r�w�‘�O
�s�!�Ë�‹�æ�M�‡�d�œ�{

�¢�«�£ write memory �¯�Ú�ï�Å�›�Ö�—�b�”�q�z�Í�t�·�©�á�æ�Â�Ÿ  �ž�Ó�å� �ž�ï�µ�›�æ�Ò�”�Ä�`�h�q�V�t
CSD �U�–�;�p�V�”�\�q�›�-	Â�b�”�h�Š�t�z�î�æ�¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï�›�-���`�‡�b�{

path CSD �Í�¿�­�”�´�w�Í�µ�S�‘�|�Ñ�•� �ç�Ê�›  255 ���È�Ž�º�p�¦���`�‡�b�{

�¯�Ú�ï�Å  �Þ�”�Å

�Ñ�•� �ž�¢�¥�”�ç  �Þ�”�Å �·�©�á�æ�Â�Ÿ  �¯�ï�Â�©�µ�Ä

�ç�”�Â�¿�Å �•�a �³�ï�¬�ç

�Ú�ç�½

�¯�ï�Â�©�µ�Ä �³�µ�Â�Ü

WebVPN �¯ � ï �Ñ�Ÿ�ª �á�è�”
�³�ã�ï  �Þ�”�Å

• — • — —

�æ�æ�”�µ �!�Ë�º�0

7.1(1) �\�w�¯�Ú�ï�Å�U�‹�Ö�^�•�‡�`�h�{
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�« �Í�w�¯�Ú�ï�Å�«�x�z�q�O�w  CSD 
�
Í�Í�¿�­�”�´�w
¯�Ô�M�O�z�Ñ�å�¿�³�á  �Ñ�•� �ç  �³�µ�Â�Ü�w�º�0
�w
¯�Ô�M�O�z�S�‘�|	ý�`�M  CSD �Ì�”�´�ã�ï�t�ž�¿�Ó�¬�è�”�Å�b�”�M�O�t�m�M�o�Ô�`�o�M�‡�b�{

hostname# show webvpn csd
Secure Desktop version 3.1.0.24 is currently installed and enabled.
hostname# config t
hostname(config)# webvpn
hostname(config-webvpn)# show disk all
-#- --length-- -----date/time------ path
  6 8543616    Nov 02 2005 08:25:36 PDM
  9 6414336    Nov 02 2005 08:49:50 cdisk.bin
 10 4634       Sep 17 2004 15:32:48 first-backup
 11 4096       Sep 21 2004 10:55:02 fsck-2451
 12 4096       Sep 21 2004 10:55:02 fsck-2505
 13 21601      Nov 23 2004 15:51:46 shirley.cfg
 14 9367       Nov 01 2004 17:15:34 still.jpg
 15 6594064    Nov 04 2005 09:48:14 asdmfile.510106.rls
 16 21601      Dec 17 2004 14:20:40 tftp
 17 21601      Dec 17 2004 14:23:02 bingo.cfg
 18 9625       May 03 2005 11:06:14 wally.cfg
 19 16984      Oct 19 2005 03:48:46 tomm_backup.cfg
 20 319662     Jul 29 2005 09:51:28 sslclient-win-1.0.2.127.pkg
 21 0          Oct 07 2005 17:33:48 sdesktop
 22 5352       Oct 28 2005 15:09:20 sdesktop/data.xml
 23 369182     Oct 10 2005 05:27:58 sslclient-win-1.1.0.133.pkg
 24 1836210    Oct 12 2005 09:32:10 securedesktop_asa_3_1_0_24.pkg
 25 1836392    Oct 26 2005 09:15:26 securedesktop_asa_3_1_0_25.pkg

38600704 bytes available (24281088 bytes used)

******** Flash Card Geometry/Format Info ********

COMPACT FLASH CARD GEOMETRY
   Number of Heads:            4
   Number of Cylinders       978
   Sectors per Cylinder       32
   Sector Size               512
   Total Sectors          125184

COMPACT FLASH CARD FORMAT
   Number of FAT Sectors      61
   Sectors Per Cluster         8
   Number of Clusters      15352
   Number of Data Sectors 122976
   Base Root Sector          123
   Base FAT Sector             1
   Base Data Sector          155
hostname(config-webvpn)# csd image disk0:securedesktop_asa_3_1_0_25.pkg
hostname(config-webvpn)# show webvpn csd
Secure Desktop version 3.1.0.25 is currently installed and enabled.
hostname(config-webvpn)# write memory
Building configuration...
Cryptochecksum: 5e57cfa8 0e9ca4d5 764c3825 2fc4deb6 

19566 bytes copied in 3.640 secs (6522 bytes/sec)
[OK]
hostname(config-webvpn)# 

���È�¯�Ú�ï�Å �¯�Ú�ï�Å 
†�Ì

show webvpn csd CSD �U� �É�”�Ò�ç�p�K�”	Ô�ù�z�f�w�Ì�”�´�ã�ï�›�Ý���`�‡�b�{�Ã�Ÿ�·�”�Ò
�ç�w	Ô�ù�z CLI �x�® Secure Desktop is not enabled.�¯�q
¯�Ô�`�‡�b�{

csd enable ���g�S�‘�|�æ�Þ�”�Ä  �â�”�²  �ž�«�·�µ�w  CSD �›� �É�”�Ò�ç�t�`�‡�b�{
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customization
�Ä�ï�É�ç  �¬�ç�”�Ó�z�¬�ç�”�Ó�z�‡�h�x�â�”�²�;�w�§�µ�»�Ú� �¸�”�³�ã�ï�›�¦���b�”�t�x�z�Í�w�Þ�”
�Å�p  customization �¯�Ú�ï�Å�›�–�;�`�‡�b�{

�Ä�ï�É�ç  �¬�ç�”�Ó  webvpn �¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï  �Þ�”�Å

customization name

no customization name

�¬�ç�”�Ó  �Ù�æ�³�”  webvpn �¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï  �Þ�”�Å�q�â�”�²�Ê  webvpn �¯�ï�Ñ�Ÿ�ª�á�è�”
�³�ã�ï  �Þ�”�Å

customization { none | value name}

no customization { none | value name}

�³�ï�»�¿�«�µ�w
†�Ì

�Ã�Ñ�¥�ç�Ä �Ã�Ñ�¥�ç�Ä�w�ˆ�^�•�‹�x�K�“�‡�d�œ�{

�¯�Ú�ï�Å  �Þ�”�Å �Í�w
¯�x�z�\�w�¯�Ú�ï�Å�›�Ö�—�p�V�”�Þ�”�Å�›�Ô�`�o�M�‡�b�{

�¯�Ú�ï�Å�d�º

�–�;	Í�w�̈ � �Å�å� �ï �Ä�ï�É�ç  �¬�ç�”�Ó  webvpn �Þ�”�Å�p  customization �¯�Ú�ï�Å�›�Ö�—�b�”
²�t�z webvpn �¯�ï�Ñ�Ÿ�ª�á
�è�”�³�ã�ï  �Þ�”�Å�p  customization �¯�Ú�ï�Å�›�–�;�`�h�§�µ�»�Ú� �¸�”�³�ã�ï�w�Ê
²�›
Ç�Z�z
ƒ��
�b�”
ž�A�U�K�“�‡�b�{

name �&�;�b�”  WebVPN �§�µ�»�Ú� �¸�”�³�ã�ï�w�Ê
²�›�¦���`�‡�b�{

none �¬�ç�”�Ó�‡�h�x�â�”�²�w�§�µ�»�Ú� �¸�”�³�ã�ï�›�Ã�Ÿ�·�”�Ò�ç�t�`�z�Ã
�Ñ�¥�ç�Ä�w  WebVPN �Ö�”�´�›
¯�Ô�`�‡�b�{

value name �¬�ç�”�Ó  �Ù�æ�³�”�‡�h�x�â�”�²�t�&�;�b�”�§�µ�»�Ú� �¸�”�³�ã�ï�w�Ê
²
�›�¦���`�‡�b�{

�¯�Ú�ï�Å  �Þ�”�Å

�Ñ�•� �ž�¢�¥�”�ç  �Þ�”�Å �·�©�á�æ�Â�Ÿ  �¯�ï�Â�©�µ�Ä

�ç�”�Â�¿�Å �•�a �³�ï�¬�ç

�Ú�ç�½

�¯�ï�Â�©�µ�Ä �³�µ�Â�Ü

�Ä�ï�É�ç  �¬�ç�”�Ó  webvpn �¯
�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï

• — • — —

�¬�ç�”�Ó  �Ù�æ�³�”  WebVPN �¯
�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï

• — • — —

�â�”�²�Ê�w  WebVPN �¯�ï�Ñ�Ÿ
�ª�á�è�”�³�ã�ï

• — • — —

�æ�æ�”�µ �!�Ë�º�0

7.1(1) �\�w�¯�Ú�ï�Å�U�‹�Ö�^�•�‡�`�h�{
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�Þ�”�Å���w�¯�Ú�ï�Å�w�¦�Ó�³�ã�ï

customization �¯�Ú�ï�Å�p�–�;�p�V�”�©�”�ë�”�Å�x�z �Þ�”�Å�t�‘�l�o�Ÿ�s�“�‡�b�{ �¬�ç�”�Ó  �Ù�æ�³�”
webvpn �¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï  �Þ�”�Å�q�â�”�²�Ê  webvpn �¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï  �Þ�”�Å�p�x�z �å
�C�w none �©�”�ë�”�Å�q  value �©�”�ë�”�Å�U�K�“�‡�b�{�\�•�’�w�Þ�”�Å�p�w�ì
¶�s�³�ï�»�¿�«�µ�x�z
�Í�w�q�S�“�p�b�{

[no] customization { none | value name}

none �x�z�¬�ç�”�Ó�‡�h�x�â�”�²�w�§�µ�»�Ú� �¸�”�³�ã�ï�›�Ã�Ÿ�·�”�Ò�ç�t�`�z�'	•�p�V�s�M�‘�O�t
�`�‡�b�{�h�q�Q�y�z�â�”�²�Ê  webvpn �¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï  �Þ�”�Å�p  customization none �¯�Ú�ï
�Å�›�Ö�—�b�”�q�z�·�©�á�æ�Â�Ÿ  �ž�Ó�å� �ž�ï�µ�x�z�¬�ç�”�Ó  �Ù�æ�³�”�•�Ä�ï�É�ç  �¬�ç�”�Ó�t���‡
�•�”�‹�›�U�g�`�‡�d�œ�{

name �x�z�¬�ç�”�Ó�‡�h�x�â�”�²�t�&�;�b�”�§�µ�»�Ú� �¸�”�³�ã�ï�w�Ê
²�p�b�{

�\�w�¯�Ú�ï�Å�›�¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï�T�’�_	†�`�z�‹�U�'	•�^�•�”�‘�O�t�b�”�t�x�z�\�w�¯�Ú�ï
�Å�w no ���Ü�›�–�;�`�‡�b�{

�« �Í�w�«�p�x�z�Í�µ�ë�”�Å  �Ó�é�ï�Ó�Ä�›���[�b�”�® 123� �̄q�M�O�Ê
²�w  WebVPN �§�µ�»�Ú� �¸�”�³�ã
�ï�›�7	s�t�¬�q�b�”�¯�Ú�ï�Å  �³�”�­�ï�µ�›�Ô�`�‡�b�{ �Í�t�z �®test�¯ �q�M�O WebVPN �Ä�ï�É�ç  �¬�ç�”
�Ó�›���[�`�z customization �¯�Ú�ï�Å�›�–�;�`�o�z �®123�¯�q�M�O  WebVPN �§�µ�»�Ú� �¸�”�³�ã�ï�›
�–�;�b�”�\�q�›�¦���`�o�M�‡�b�{

hostname(config)# webvpn
hostname(config-webvpn)# customization 123
hostname(config-webvpn-custom)# password-prompt Enter password
hostname(config-webvpn)# exit
hostname(config)# tunnel-group test type webvpn
hostname(config)# tunnel-group test webvpn-attributes
hostname(config-tunnel-webvpn)# customization 123
hostname(config-tunnel-webvpn)# 

�Í�w�«�p�x�z �®cisco� �̄q�M�O�§�µ�»�Ú� �¸�”�³�ã�ï�›�® cisco_sales� �̄q�M�O�¬�ç�”�Ó  �Ù�æ�³�”�t�&�;
�b�”�M�O�›�Ô�`�‡�b�{ �¬�ç�”�Ó  �Ù�æ�³�”  webvpn �¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï  �Þ�”�Å�p�x�z customization
�¯�Ú�ï�Å�t  value �¦�Ó�³�ã�ï�›�å�C�b�”
ž�A�U�K�”�\�q�t�«�™�`�o�X�i�^�M�{

hostname(config)# group-policy  cisco_sales attributes
hostname(config-group-policy)#  webvpn
hostname(config-group-webvpn)# customization value cisco

���È�¯�Ú�ï�Å �¯�Ú�ï�Å 
†�Ì

clear configure tunnel-group �b�‚�o�w�Ä�ï�É�ç  �¬�ç�”�Ó�w�¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï�›
�_	†�`�‡�b�{

show running-config tunnel-group �q�O�w�Ä�ï�É�ç  �¬�ç�”�Ó  �¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï�›
¯�Ô
�`�‡�b�{

tunnel-group webvpn-attributes WebVPN �Ä�ï�É�ç  �¬�ç�”�Ó  �ž�Ä�æ�Ï�á�”�Ä�›
ƒ���b�”
config-webvpn �Þ�”�Å�t�Ö�“�‡�b�{
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ddns �¯�Ú�ï�Å�™  
debug xdmcp �¯�Ú�ï�Å

ddns�¢ DDNS �ž�¿�Ó�Ã�”�Ä�M�Ü�£
DDNS �ž�¿�Ó�Ã�”�Ä�M�Ü�w�»� �Ó�›�¦���b�”�t�x�z DDNS �ž�¿�Ó�Ã�”�Ä�M�Ü�Þ�”�Å�p  ddns �¯�Ú�ï
�Å�›�–�;�`�‡�b�{�ž�¿�Ó�Ã�”�Ä�M�Ü�»� �Ó�›�î�æ�¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï�T�’�_	†�b�”�t�x�z�\�w
�¯�Ú�ï�Å�w  no ���Ü�›�–�;�`�‡�b�{

ddns [both]

no ddns [both]

�³�ï�»�¿�«�µ�w
†�Ì

�Ã�Ñ�¥�ç�Ä A RR �w�ˆ�›�ž�¿�Ó�Ã�”�Ä�`�‡�b�{

�¯�Ú�ï�Å  �Þ�”�Å �Í�w
¯�x�z�\�w�¯�Ú�ï�Å�›�Ö�—�p�V�”�Þ�”�Å�›�Ô�`�o�M�‡�b�{

�¯�Ú�ï�Å�d�º

�–�;	Í�w�̈ � �Å�å� �ï �¼� �Æ�Û�¿�«  DNS�¢ DDNS�£�x�z DNS �p���g�^�•�o�M�”�Ê
²�T�’�ž�Å�è�µ�•�w�Ú�¿�Ð�ï�¬�z�S�‘�|
�ž�Å�è�µ�T�’�Ê
²�•�w�Ú�¿�Ð�ï�¬�›�ž�¿�Ó�Ã�”�Ä�b�”�‹�w�p�b�{ DDNS �ž�¿�Ó�Ã�”�Ä�›�î�æ�b�”�h
�Š�w 2 �m�w�M�Ü�¢RFC 2136 �p���[�^�•�o�M�”  IETF 
ª	j�z�S�‘�|�°
`�$�s  HTTP �M�Ü�£�w�O�j�z�·
�©�á�æ�Â�Ÿ  �ž�Ó�å� �ž�ï�µ�w�\�w�æ�æ�”�µ�p�x�z IETF �M�Ü�›�±�Ù�”�Ä�`�o�M�‡�b�{

both �¢�¦�Ó�³�ã�ï�£ DNS A �S�‘�|  PTR �æ�¹�”�µ  �è�¯�”�Å �¢ RR�£�•�w�ž�¿�Ó�Ã�”
�Ä�›�¦���`�‡�b�{

�¯�Ú�ï�Å  �Þ�”�Å

�Ñ�•� �ž�¢�¥�”�ç  �Þ�”�Å �·�©�á�æ�Â�Ÿ  �¯�ï�Â�©�µ�Ä

�ç�”�Â�¿�Å �•�a �³�ï�¬�ç

�Ú�ç�½

�¯�ï�Â�©�µ�Ä �³�µ�Â�Ü

DDNS �ž�¿�Ó�Ã�”�Ä�M�Ü • — • • —

�æ�æ�”�µ �!�Ë�º�0

7.2(1) �\�w�¯�Ú�ï�Å�U�‹�Ö�^�•�‡�`�h�{
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�Ê
²�q�ž�Å�è�µ�w�Ú�¿�Ð�ï�¬�x�z�Í�w  2 �»� �Ó�w�æ�¹�”�µ  �è�¯�”�Å�¢ RR�£�t�-�Ë�^�•�‡�b�{

• A �æ�¹�”�µ  �è�¯�”�Å�x�z�Å�Ý� �ï�Ê�T�’  IP �ž�Å�è�µ�•�w�Ú�¿�Ð�ï�¬�›�-�Ë�`�‡�b�{

• PTR �æ�¹�”�µ  �è�¯�”�Å�x�z IP �ž�Å�è�µ�T�’�Å�Ý� �ï�Ê�•�w�Ú�¿�Ð�ï�¬�›�-�Ë�`�‡�b�{

DDNS �ž�¿�Ó�Ã�”�Ä�›�–�;�b�”�q�z A �»� �Ó�w  RR �t�-�Ë�^�•�”	Ø�C�q�z PTR �»� �Ó�w  RR �t�-�Ë
�^�•�”	Ø�C�q�w�°��
Q�›�¡�Ë�p�V�‡�b�{

DDNS �ž�¿�Ó�Ã�”�Ä�M�Ü�w�¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï  �Þ�”�Å�p
C�æ�^�•�”�q�z ddns �¯�Ú�ï�Å�x  A RR
�t�0�`�o�w�ˆ�ž�¿�Ó�Ã�”�Ä�b�”�w�T�z A RR �S�‘�|  PTR RR �t�0�`�o�ž�¿�Ó�Ã�”�Ä�b�”�w�T�›���[
�`�‡�b�{

�« �Í�w�«�x�z ddns-2 �q�M�O DDNS �ž�¿�Ó�Ã�”�Ä�M�Ü�p  A RR �q  PTR RR �t�0�b�”�ž�¿�Ó�Ã�”�Ä�›
ƒ��
�`�‡�b�{

hostname(config)# ddns update method ddns-2
hostname(DDNS-update-method)# ddns both

���È�¯�Ú�ï�Å �¯�Ú�ï�Å 
†�Ì

ddns update�¢� �ï�»�”�Ñ�£� �µ  �¯�ï�Ñ�Ÿ
�ª�á�è�”�³�ã�ï  �Þ�”�Å�£

�¼� �Æ�Û�¿�«  DNS�¢ DDNS�£�w�ž�¿�Ó�Ã�”�Ä�M�Ü�›�z
�·�©�á�æ�Â�Ÿ  �ž�Ó�å� �ž�ï�µ  � �ï�»�”�Ñ�£� �µ�‡�h
�x  DDNS �ž�¿�Ó�Ã�”�Ä  �×�µ�Ä�Ê�t���È
Ç�Z�‡�b�{

ddns update method�¢�¬�é�”�Ì�ç  �¯�ï�Ñ�Ÿ
�ª�á�è�”�³�ã�ï  �Þ�”�Å�£

DNS �w�æ�¹�”�µ  �è�¯�”�Å�›�ˆ�$�t�ž�¿�Ó�Ã�”�Ä�b�”
�h�Š�w�M�Ü�›�^
R�`�‡�b�{

dhcp-client update dns DHCP �«�å�   �ž � ï �Ä�U  DHCP �±�” � Ì � t � I �b �ž �¿�Ó
�Ã�”�Ä  �Í�å�Ý�”�»�›
ƒ���`�‡�b�{

dhcpd update dns DHCP �±�”�Ì�t�‘�”  DDNS �ž�¿�Ó�Ã�”�Ä�w�î�æ�›� 
�É�”�Ò�ç�t�`�‡�b�{

interval maximum DDNS �ž�¿�Ó�Ã�”�Ä�M�Ü�t�‘�”�ž�¿�Ó�Ã�”�Ä�¼�æ�w
�7�G���´�›
ƒ���`�‡�b�{
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ddns update�¢� �ï�»�”�Ñ�£� �µ  �¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï�£
�¼� �Æ�Û�¿�«  DNS�¢ DDNS�£�ž�¿�Ó�Ã�”�Ä�M�Ü�›�·�©�á�æ�Â�Ÿ  �ž�Ó�å� �ž�ï�µ  � �ï�»�”�Ñ�£� �µ
�‡�h�x�ž�¿�Ó�Ã�”�Ä  �×�µ�Ä�Ê�q���È
Ç�Z�”�t�x�z� �ï�»�”�Ñ�£� �µ  �¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï  �Þ�”
�Å�p  ddns update �¯�Ú�ï�Å�›�–�;�`�‡�b�{�î�æ�¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï�T�’  DDNS �ž�¿�Ó�Ã�”�Ä�M
�Ü�q� �ï�»�”�Ñ�£� �µ�‡�h�x�×�µ�Ä�Ê���w���È
Ç�Z�›�_	†�b�”�t�x�z�\�w�¯�Ú�ï�Å�w  no ���Ü�›�–
�;�`�‡�b�{

ddns update [method-name | hostname hostname]

no ddns update [method-name | hostname hostname]

�³�ï�»�¿�«�µ�w
†�Ì

�Ã�Ñ�¥�ç�Ä �Ã�Ñ�¥�ç�Ä�w�ˆ�^�•�‹�x�K�“�‡�d�œ�{

�¯�Ú�ï�Å  �Þ�”�Å �Í�w
¯�x�z�\�w�¯�Ú�ï�Å�›�Ö�—�p�V�”�Þ�”�Å�›�Ô�`�o�M�‡�b�{

�¯�Ú�ï�Å�d�º

�–�;	Í�w�̈ � �Å�å� �ï DDNS �ž�¿�Ó�Ã�”�Ä�M�Ü�›���[�`�h�’�z�f�•�›�·�©�á�æ�Â�Ÿ  �ž�Ó�å� �ž�ï�µ  � �ï�»�”�Ñ�£� �µ�t
���È
Ç�Z�o  DDNS �ž�¿�Ó�Ã�”�Ä�›���®�t�b�”
ž�A�U�K�“�‡�b�{  

�×�µ�Ä�Ê�x�z Fully Qualified Domain Name�¢ FQDN; �Å�Ý� �ï�Ê�ì
¶	.	æ� �£�‡�h�x�×�µ�Ä�Ê�w�ˆ�›
�¦���`�‡�b�{�×�µ�Ä�Ê�w�ˆ�w	Ô�ù�z�·�©�á�æ�Â�Ÿ  �ž�Ó�å� �ž�ï�µ  �×�µ�Ä�Ê�t�Å�Ý� �ï�Ê�›
Ç�G�`
�o�Å�Ý� �ï�Ê�ì
¶	.	æ� �›�^
R�`�‡�b�{

�« �Í�w�«�x�z� �ï�»�”�Ñ�£� �µ  GigabitEthernet0/2 �›  ddns-2 �q�M�O DDNS �ž�¿�Ó�Ã�”�Ä�M�Ü�q�×�µ�Ä
�Ê hostname1.example.com �t���È
Ç�Z�‡�b�{

hostname(config)# interface GigabitEthernet0/2
hostname(config-if)# ddns update ddns-2
hostname(config-if)# ddns update hostname hostname1.example.com

hostname �¯�Ú�ï�Å���È�»�t�S�M�o�Í�t���X�;� �U�×�µ�Ä�Ê�p�K�”�\�q�›�¦���`�‡
�b�{  

hostname �ž�¿�Ó�Ã�”�Ä�t�–�;�b�”�×�µ�Ä�Ê�›�¦���`�‡�b�{

method-name 
ƒ���b�”� �ï�»�”�Ñ�£� �µ�t���È
Ç�Z�”�M�Ü�Ê�›�¦���`�‡�b�{

�¯�Ú�ï�Å  �Þ�”�Å

�Ñ�•� �ž�¢�¥�”�ç  �Þ�”�Å �·�©�á�æ�Â�Ÿ  �¯�ï�Â�©�µ�Ä

�ç�”�Â�¿�Å �•�a �³�ï�¬�ç

�Ú�ç�½

�¯�ï�Â�©�µ�Ä �³�µ�Â�Ü

�  � ï �» � ” �Ñ�£�   �µ  � ¯ � ï �Ñ�Ÿ
�ª�á�è�”�³�ã�ï

• — • • —

�æ�æ�”�µ �!�Ë�º�0

7.2(1) �\�w�¯�Ú�ï�Å�U�‹�Ö�^�•�‡�`�h�{
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���È�¯�Ú�ï�Å �¯�Ú�ï�Å 
†�Ì

ddns�¢ DDNS �ž�¿�Ó�Ã�”�Ä�M�Ü�Þ�”�Å�£ �^
R�A�ˆ�w  DDNS �M�Ü�t�0�`�o�z DDNS �ž�¿�Ó�Ã�”�Ä
�M�Ü�w�»� �Ó�›�¦���`�‡�b�{

ddns update method�¢�¬�é�”�Ì�ç  �¯�ï�Ñ�Ÿ
�ª�á�è�”�³�ã�ï  �Þ�”�Å�£

DNS �w�æ�¹�”�µ  �è�¯�”�Å�›�ˆ�$�t�ž�¿�Ó�Ã�”�Ä�b�”
�h�Š�w�M�Ü�›�^
R�`�‡�b�{

dhcp-client update dns DHCP �«�å�   �ž � ï �Ä�U  DHCP �±�” � Ì � t � I �b�ž �¿�Ó
�Ã�”�Ä  �Í�å�Ý�”�»�›
ƒ���`�‡�b�{

dhcpd update dns DHCP �±�”�Ì�t�‘�”  DDNS �ž�¿�Ó�Ã�”�Ä�w�î�æ�›� 
�É�”�Ò�ç�t�`�‡�b�{

interval maximum DDNS �ž�¿�Ó�Ã�”�Ä�M�Ü�t�‘�”�ž�¿�Ó�Ã�”�Ä�¼�æ�w
�7�G���´�›
ƒ���`�‡�b�{
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ddns update method�¢�¬�é�”�Ì�ç  �¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï  
�Þ�”�Å�£

DNS �æ�¹�”�µ  �è�¯�”�Å�¢ RR�£�›�¼� �Æ�Û�¿�«�t�ž�¿�Ó�Ã�”�Ä�b�”�M�Ü�›�^
R�b�”�t�x�z�¬�é�”�Ì
�ç  �¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï  �Þ�”�Å�p  ddns update method �¯�Ú�ï�Å�›�–�;�`�‡�b�{ �î�æ�¯�ï�Ñ�Ÿ�ª�á
�è�”�³�ã�ï�T�’�¼� �Æ�Û�¿�«  DNS�¢ DDNS�£�ž�¿�Ó�Ã�”�Ä�M�Ü�›�_	†�b�”�t�x�z�\�w�¯�Ú�ï�Å�w  no
���Ü�›�–�;�`�‡�b�{

ddns update method name

no ddns update method name

�³�ï�»�¿�«�µ�w
†�Ì

�Ã�Ñ�¥�ç�Ä �Ã�Ñ�¥�ç�Ä�w�ˆ�^�•�‹�x�K�“�‡�d�œ�{

�¯�Ú�ï�Å  �Þ�”�Å �Í�w
¯�x�z�\�w�¯�Ú�ï�Å�›�Ö�—�p�V�”�Þ�”�Å�›�Ô�`�o�M�‡�b�{

�¯�Ú�ï�Å�d�º

�–�;	Í�w�̈ � �Å�å� �ï �¼� �Æ�Û�¿�«  DNS�¢ DDNS�£�x�z DNS �p���g�^�•�o�M�”�Ê
²�T�’�ž�Å�è�µ�•�w�Ú�¿�Ð�ï�¬�z�S�‘�|
�ž�Å�è�µ�T�’�Ê
²�•�w�Ú�¿�Ð�ï�¬�›�ž�¿�Ó�Ã�”�Ä�b�”�‹�w�p�b�{ ddns update method �¯�Ú�ï�Å�t�‘
�“
ƒ���^�•�h�ž�¿�Ó�Ã�”�Ä�M�Ü�x�z�M�c�•�w�¼� �Æ�Û�¿�«  DNS �ž�¿�Ó�Ã�”�Ä�›�r�•�Y�’�M�w
Ã�S
�p�î�æ�b�”�T�›�¦���`�‡�b�{ DDNS �ž�¿�Ó�Ã�”�Ä�›�î�æ�b�”�h�Š�w  2 �m�w�M�Ü�¢ RFC 2136 �p���[�^
�•�o�M�”  IETF 
ª	j�z�S�‘�|�°
`�$�s  HTTP �M�Ü�£�w�O�j�z�·�©�á�æ�Â�Ÿ  �ž�Ó�å� �ž�ï�µ�w�\�w�æ
�æ�”�µ�p�x�z IETF �M�Ü�›�±�Ù�”�Ä�`�o�M�‡�b�{

�Ê
²�q�ž�Å�è�µ�w�Ú�¿�Ð�ï�¬�x�z�Í�w  2 �»� �Ó�w�æ�¹�”�µ  �è�¯�”�Å�¢ RR�£�t�-�Ë�^�•�‡�b�{

• A �æ�¹�”�µ  �è�¯�”�Å�x�z�Å�Ý� �ï�Ê�T�’  IP �ž�Å�è�µ�•�w�Ú�¿�Ð�ï�¬�›�-�Ë�`�‡�b�{

• PTR �æ�¹�”�µ  �è�¯�”�Å�x�z IP �ž�Å�è�µ�T�’�Å�Ý� �ï�Ê�•�w�Ú�¿�Ð�ï�¬�›�-�Ë�`�‡�b�{

DDNS �ž�¿�Ó�Ã�”�Ä�›�–�;�b�”�q�z A �»� �Ó�w  RR �t�-�Ë�^�•�”	Ø�C�q�z PTR �»� �Ó�w  RR �t�-�Ë
�^�•�”	Ø�C�q�w�°��
Q�›�¡�Ë�p�V�‡�b�{

�¢�«�£ ddns update method �›���®�t�b�”�t�x�z�Å�Ý� �ï  �ç�¿�«�ž�¿�Ó�›� �ï�»�”�Ñ�£� �µ	Í�p� �É�”�Ò
�ç�t�`�h�‡�‡  dns �¯�Ú�ï�Å�›�–�;�`�o�x�a�D�ó�s�Ã�Ñ�¥�ç�Ä  DNS �±�”�Ì�›
ƒ���b�”
ž�A�U�K�“�‡
�b�{

name DNS �è�¯�”�Å�›�¼� �Æ�Û�¿�«�t�ž�¿�Ó�Ã�”�Ä�b�”�M�Ü�Ê�›�¦���`�‡�b�{

�¯�Ú�ï�Å  �Þ�”�Å

�Ñ�•� �ž�¢�¥�”�ç  �Þ�”�Å �·�©�á�æ�Â�Ÿ  �¯�ï�Â�©�µ�Ä

�ç�”�Â�¿�Å �•�a �³�ï�¬�ç

�Ú�ç�½

�¯�ï�Â�©�µ�Ä �³�µ�Â�Ü

�¬�é�”�Ì�ç  �¯�ï�Ñ�Ÿ�ª�á�è�”
�³�ã�ï

• — • • —

�æ�æ�”�µ �!�Ë�º�0

7.2(1) �\�w�¯�Ú�ï�Å�U�‹�Ö�^�•�‡�`�h�{
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�« �Í�w�«�x�z ddns-2 �q�M�O DDNS �ž�¿�Ó�Ã�”�Ä�M�Ü�›
ƒ���`�‡�b�{

hostname(config)# ddns update method ddns-2

���È�¯�Ú�ï�Å �¯�Ú�ï�Å 
†�Ì

ddns�¢ DDNS �ž�¿�Ó�Ã�”�Ä

�M�Ü�Þ�”�Å�£

�^
R�A�ˆ�w  DDNS �M�Ü�t�0�`�o�z DDNS �ž�¿�Ó�Ã�”�Ä
�M�Ü�w�»� �Ó�›�¦���`�‡�b�{

ddns update�¢� �ï�»�”�Ñ�£� �µ  �¯�ï�Ñ�Ÿ
�ª�á�è�”�³�ã�ï  �Þ�”�Å�£

�¼� �Æ�Û�¿�«  DNS�¢ DDNS�£�w�ž�¿�Ó�Ã�”�Ä�M�Ü�›�z
�·�©�á�æ�Â�Ÿ  �ž�Ó�å� �ž�ï�µ  � �ï�»�”�Ñ�£� �µ�‡�h
�x  DDNS �ž�¿�Ó�Ã�”�Ä  �×�µ�Ä�Ê�t���È
Ç�Z�‡�b�{

dhcp-client update dns DHCP �«�å�   �ž � ï �Ä�U  DHCP �±�” � Ì � t � I �b �ž �¿�Ó
�Ã�”�Ä  �Í�å�Ý�”�»�›
ƒ���`�‡�b�{

dhcpd update dns DHCP �±�”�Ì�t�‘�”�¼� �Æ�Û�¿�«  DNS �ž�¿�Ó�Ã�”�Ä
�w�î�æ�›� �É�”�Ò�ç�t�`�‡�b�{

interval maximum DDNS �ž�¿�Ó�Ã�”�Ä�M�Ü�t�‘�”�ž�¿�Ó�Ã�”�Ä�¼�æ�w
�7�G���´�›
ƒ���`�‡�b�{
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debug aaa
AAA �t���b�”�Ã�Ì�¿�¬  �Ý�¿�·�”�´�›
¯�Ô�b�”�t�x�z�›�V  EXEC �Þ�”�Å�p  debug aaa �¯�Ú�ï�Å�›�–
�;�`�‡�b�{ AAA �Ý�¿�·�”�´�w
¯�Ô�›���­�b�”�t�x�z�\�w�¯�Ú�ï�Å�w  no ���Ü�›�–�;�`�‡�b�{

debug aaa [ accounting | authentication | authorization | internal | vpn [ level ] ]

no debug aaa

�³�ï�»�¿�«�µ�w
†�Ì

�Ã�Ñ�¥�ç�Ä �Ã�Ñ�¥�ç�Ä�w�è�Õ�ç�x  1 �p�b�{

�¯�Ú�ï�Å  �Þ�”�Å �Í�w
¯�x�z�\�w�¯�Ú�ï�Å�›�Ö�—�p�V�”�Þ�”�Å�›�Ô�`�o�M�‡�b�{

�¯�Ú�ï�Å�d�º

�–�;	Í�w�̈ � �Å�å� �ï debug aaa �¯�Ú�ï�Å�x�z AAA �ž�«�Â�Ÿ�Ï�Â�Ÿ�t���b�”	Ä�I�s	Ø�C�›
¯�Ô�`�‡�b�{ no debug all �¯�Ú
�ï�Å�‡�h�x  undebug all �¯�Ú�ï�Å�x�z� �É�”�Ò�ç�s�Ã�Ì�¿�¬�›�b�‚�o�¦�Ñ�t�`�‡�b�{

�« �Í�w�«�p�x�z �é�”�§�ç  �Ã�”�»�Õ�”�µ�p�±�Ù�”�Ä�^�•�”  AAA �;�ó�w�Ã�Ì�¿�¬�›� �É�”�Ò�ç�t�`�‡�b�{

hostname(config)# debug aaa internal
debug aaa internal enabled at level 1
hostname(config)# uap allocated. remote address: 10.42.15.172, Session_id: 2147483841 
uap freed for user . remote address: 10.42.15.172, session id: 2147483841

���È�¯�Ú�ï�Å

accounting �¢�¦�Ó�³�ã�ï�£�ž�§�¢�ï�Â�Ÿ�ï�¬�t���b�”�Ã�Ì�¿�¬  �Ý�¿�·�”�´�i�Z�›
¯�Ô
�`�‡�b�{

authentication �¢�¦�Ó�³�ã�ï�£�Ý	Â�t���b�”�Ã�Ì�¿�¬  �Ý�¿�·�”�´�i�Z�›
¯�Ô�`�‡�b�{

authorization �¢�¦�Ó�³�ã�ï�£�Ý�D�t���b�”�Ã�Ì�¿�¬  �Ý�¿�·�”�´�i�Z�›
¯�Ô�`�‡�b�{

internal �¢�¦�Ó�³�ã�ï�£�é�”�§�ç  �Ã�”�»�Õ�”�µ�i�Z�p�±�Ù�”�Ä�^�•�”  AAA �;�ó�t
���b�”�Ã�Ì�¿�¬  �Ý�¿�·�”�´�›
¯�Ô�`�‡�b�{

level �¢�¦�Ó�³�ã�ï�£�Ã�Ì�¿�¬  �è�Õ�ç�›�¦���`�‡�b�{ vpn �©�”�ë�”�Å�q�ž�t�–�;
�b�”	Ô�ù�i�Z���®�p�b�{

vpn �¢�¦�Ó�³�ã�ï�£ VPN ���È�w  AAA �;�ó�t���b�”�Ã�Ì�¿�¬  �Ý�¿�·�”�´�i�Z�›

¯�Ô�`�‡�b�{

�¯�Ú�ï�Å  �Þ�”�Å

�Ñ�•� �ž�¢�¥�”�ç  �Þ�”�Å �·�©�á�æ�Â�Ÿ  �¯�ï�Â�©�µ�Ä

�ç�”�Â�¿�Å �•�a �³�ï�¬�ç

�Ú�ç�½

�¯�ï�Â�©�µ�Ä �³�µ�Â�Ü

�›�V  EXEC • • • • •

�æ�æ�”�µ �!�Ë�º�0

7.0(1) �\�w�¯�Ú�ï�Å�x�z	ý�`�M�©�”�ë�”�Å�›���Š�”�‘�O�t	.
Y�^�•�‡�`�h�{

�¯�Ú�ï�Å 
†�Ì

show running-config aaa AAA �t���È�b�”�î�æ�¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï�›
¯�Ô�`�‡�b�{
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debug appfw
�ž�Ó�æ�­�”�³�ã�ï�U�*�t���b�”	Ä�I	Ø�C�›
¯�Ô�b�”�t�x�z �›�V  EXEC �Þ�”�Å�p  debug appfw �¯�Ú�ï
�Å�›�–�;�`�‡�b�{�Ã�Ì�¿�¬�›�Ã�Ÿ�·�”�Ò�ç�t�b�”�t�x�z�\�w�¯�Ú�ï�Å�w  no ���Ü�›�–�;�`�‡�b�{

debug appfw [chunk | event | eventverb | regex]

no  debug appfw  [chunk | event | eventverb | regex]

�³�ï�»�¿�«�µ�w
†�Ì

�Ã�Ñ�¥�ç�Ä �Ã�Ñ�¥�ç�Ä�p�x�z�b�‚�o�w�¦�Ó�³�ã�ï�U� �É�”�Ò�ç�t�s�l�o�M�‡�b�{

�¯�Ú�ï�Å  �Þ�”�Å �Í�w
¯�x�z�\�w�¯�Ú�ï�Å�›�Ö�—�p�V�”�Þ�”�Å�›�Ô�`�o�M�‡�b�{

�¯�Ú�ï�Å�d�º

�–�;	Í�w�̈ � �Å�å� �ï debug appfw �¯�Ú�ï�Å�x�z HTTP �ž�Ó�æ�­�”�³�ã�ï�U�*�t���b�”	Ä�I	Ø�C�›
¯�Ô�`�‡�b�{ no debug
all �¯�Ú�ï�Å�‡�h�x  undebug all �¯�Ú�ï�Å�x�z� �É�”�Ò�ç�s�Ã�Ì�¿�¬�›�b�‚�o�¦�Ñ�t�`�‡�b�{

�« �Í�w�«�p�x�z�ž�Ó�æ�­�”�³�ã�ï�U�*�t���b�”	Ä�I	Ø�C�w
¯�Ô�›� �É�”�Ò�ç�t�`�‡�b�{

hostname# debug appfw

���È�¯�Ú�ï�Å

chunk �¢�¦�Ó�³�ã�ï�£�½�ß�ï�«
ü�Â�8
ù���Ü�w�Í�­�¿�Ä�w	r�g�t���b�”�å�ï�»� �Ü	Ø
�C�›
¯�Ô�`�‡�b�{

event �¢�¦�Ó�³�ã�ï�£�Í�­�¿�Ä�U�*� �Õ�ï�Ä�w�Ã�Ì�¿�¬	Ø�C�›
¯�Ô�`�‡�b�{

eventverb �¢�¦�Ó�³�ã�ï�£ � �Õ�ï�Ä�w� �t�p�·�©�á�æ�Â�Ÿ  �ž�Ó�å� �ž�ï�µ�U	��”�ž�«�³�ã
�ï�›
¯�Ô�`�‡�b�{

regex �¢�¦�Ó�³�ã�ï�£���[�A�ˆ�³�¬�Ç�½�ß�t�°�•�b�”�Í�»�”�ï�w	Ø�C�›
¯�Ô�`�‡�b�{

�¯�Ú�ï�Å  �Þ�”�Å

�Ñ�•� �ž�¢�¥�”�ç  �Þ�”�Å �·�©�á�æ�Â�Ÿ  �¯�ï�Â�©�µ�Ä

�ç�”�Â�¿�Å �•�a �³�ï�¬�ç

�Ú�ç�½

�¯�ï�Â�©�µ�Ä �³�µ�Â�Ü

�›�V  EXEC • • • • —

�æ�æ�”�µ �!�Ë�º�0

7.0(1) �\�w�¯�Ú�ï�Å�U�‹�Ö�^�•�‡�`�h�{

�¯�Ú�ï�Å 
†�Ì

http-map �ô�S�s  HTTP �U�*�›
ƒ���b�”�h�Š�w  HTTP �Ú�¿�Ó�›���[�`�‡�b�{

inspect http �ž�Ó�æ�­�”�³�ã�ï�U�*�;�t�›���w  HTTP �Ú�¿�Ó�›�&�;�`�‡�b�{
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debug arp
ARP �t���b�”�Ã�Ì�¿�¬  �Ý�¿�·�”�´�›
¯�Ô�b�”�t�x�z�›�V  EXEC �Þ�”�Å�p  debug arp �¯�Ú�ï�Å�›�–
�;�`�‡�b�{ ARP �t���b�”�Ã�Ì�¿�¬  �Ý�¿�·�”�´�w
¯�Ô�›���­�b�”�t�x�z�\�w�¯�Ú�ï�Å�w  no ���Ü�›�–
�;�`�‡�b�{

debug arp

no debug arp

�³�ï�»�¿�«�µ�w
†�Ì �\�w�¯�Ú�ï�Å�t�x�z�¾
:�‹�©�”�ë�”�Å�‹�K�“�‡�d�œ�{

�Ã�Ñ�¥�ç�Ä �Ã�Ñ�¥�ç�Ä�w�ˆ�^�•�‹�x�K�“�‡�d�œ�{

�¯�Ú�ï�Å  �Þ�”�Å �Í�w
¯�x�z�\�w�¯�Ú�ï�Å�›�Ö�—�p�V�”�Þ�”�Å�›�Ô�`�o�M�‡�b�{

�¯�Ú�ï�Å�d�º

�–�;	Í�w�̈ � �Å�å� �ï debug �¯�Ú�ï�Å�›�–�;�b�”�q�z�è	ô�”�w���M�É�¿�Ä�ë�”�«�w�Ä�å�Ñ�Ÿ�¿�«�U�—�X�s�”�D�ó
Q�U�K�“
�‡�b�{

�« �Í�w�«�p�x�z ARP �t���b�”�Ã�Ì�¿�¬  �Ý�¿�·�”�´�›� �É�”�Ò�ç�t�`�‡�b�{

hostname# debug arp

���È�¯�Ú�ï�Å

�¯�Ú�ï�Å  �Þ�”�Å

�Ñ�•� �ž�¢�¥�”�ç  �Þ�”�Å �·�©�á�æ�Â�Ÿ  �¯�ï�Â�©�µ�Ä

�ç�”�Â�¿�Å �•�a �³�ï�¬�ç

�Ú�ç�½

�¯�ï�Â�©�µ�Ä �³�µ�Â�Ü

�›�V  EXEC • • • • —

�æ�æ�”�µ �!�Ë�º�0

�7�� �\�w�¯�Ú�ï�Å�x�7���w�‹�w�p�b�{

�¯�Ú�ï�Å 
†�Ì

arp �µ�»�Â�Ÿ�¿�«  ARP �¤�ï�Ä�æ�›�å�C�`�‡�b�{

show arp statistics ARP �w�-	Ø�C�›
¯�Ô�`�‡�b�{

show debug � �É�”�Ò�ç�s�Ã�Ì�¿�¨�›�b�‚�o
¯�Ô�`�‡�b�{
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debug arp-inspection
ARP �U�*�t���b�”�Ã�Ì�¿�¬  �Ý�¿�·�”�´�›
¯�Ô�b�”�t�x�z�›�V  EXEC �Þ�”�Å�p  debug arp-inspection
�¯�Ú�ï�Å�›�–�;�`�‡�b�{ ARP �U�*�t���b�”�Ã�Ì�¿�¬  �Ý�¿�·�”�´�w
¯�Ô�›���­�b�”�t�x�z�\�w�¯�Ú
�ï�Å�w  no ���Ü�›�–�;�`�‡�b�{

debug arp-inspection

no debug arp-inspection

�³�ï�»�¿�«�µ�w
†�Ì �\�w�¯�Ú�ï�Å�t�x�z�¾
:�‹�©�”�ë�”�Å�‹�K�“�‡�d�œ�{

�Ã�Ñ�¥�ç�Ä �Ã�Ñ�¥�ç�Ä�w�ˆ�^�•�‹�x�K�“�‡�d�œ�{

�¯�Ú�ï�Å  �Þ�”�Å �Í�w
¯�x�z�\�w�¯�Ú�ï�Å�›�Ö�—�p�V�”�Þ�”�Å�›�Ô�`�o�M�‡�b�{

�¯�Ú�ï�Å�d�º

�–�;	Í�w�̈ � �Å�å� �ï debug �¯�Ú�ï�Å�›�–�;�b�”�q�z�è	ô�”�w���M�É�¿�Ä�ë�”�«�w�Ä�å�Ñ�Ÿ�¿�«�U�—�X�s�”�D�ó
Q�U�K�“
�‡�b�{

�« �Í�w�«�p�x�z ARP �U�*�t���b�”�Ã�Ì�¿�¬  �Ý�¿�·�”�´�›� �É�”�Ò�ç�t�`�‡�b�{

hostname# debug arp-inspection

���È�¯�Ú�ï�Å

�¯�Ú�ï�Å  �Þ�”�Å

�Ñ�•� �ž�¢�¥�”�ç  �Þ�”�Å �·�©�á�æ�Â�Ÿ  �¯�ï�Â�©�µ�Ä

�ç�”�Â�¿�Å �•�a �³�ï�¬�ç

�Ú�ç�½

�¯�ï�Â�©�µ�Ä �³�µ�Â�Ü

�›�V  EXEC — • • • —

�æ�æ�”�µ �!�Ë�º�0

7.0(1) �\�w�¯�Ú�ï�Å�U�‹�Ö�^�•�‡�`�h�{

�¯�Ú�ï�Å 
†�Ì

arp �µ�»�Â�Ÿ�¿�«  ARP �¤�ï�Ä�æ�›�å�C�`�‡�b�{

arp-inspection �•�a�Ñ�•� �ž�¢�¥�”�ç  �Þ�”�Å�p�z ARP �Í�­�¿�Ä�›�Ð�‚�o  ARP �µ�Ó�”�Ñ�Ÿ
�ï�¬�›�w�­�`�‡�b�{

show debug � �É�”�Ò�ç�s�Ã�Ì�¿�¨�›�b�‚�o
¯�Ô�`�‡�b�{
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debug asdm history
ASDM �w�Ã�Ì�¿�¬	Ø�C�›
¯�Ô�b�”�t�x�z �›�V  EXEC �Þ�”�Å�p  debug asdm history �¯�Ú�ï�Å�›�–�;�`
�‡�b�{  

debug asdm history level

�³�ï�»�¿�«�µ�w
†�Ì

�Ã�Ñ�¥�ç�Ä �Ã�Ñ�¥�ç�Ä�w�è�Õ�ç�x  1 �p�b�{

�¯�Ú�ï�Å  �Þ�”�Å �Í�w
¯�x�z�\�w�¯�Ú�ï�Å�›�Ö�—�p�V�”�Þ�”�Å�›�Ô�`�o�M�‡�b�{

�¯�Ú�ï�Å�d�º

�–�;	Í�w�̈ � �Å�å� �ï �Ã�Ì�¿�¬	Z�—�x  CPU �Ó�é�·�µ�p�ô��
Œ	q�•�U�Â�“�p�o�’�•�o�M�”�h�Š�z�Ã�Ì�¿�¬	Z�—�›�æ�O�q�³
�µ�Â�Ü�U�–�;�p�V�s�X�s�”�\�q�U�K�“�‡�b�{�\�w�h�Š�z�›���w�ð�J�w�Ä�å�Ò�ç�³�á�”�Â�Ÿ�ï�¬�›�æ
�O	Ô�ù�•�z�³�µ�¯�w�Â�«�Ç�§�ç  �±�Ù�”�Ä  �µ�»�¿�Ñ�q�w�Ä�å�Ò�ç�³�á�”�Â�Ÿ�ï�¬  �·�¿�³�ã�ï�w���t
�v�“  debug �¯�Ú�ï�Å�›�–�;�`�o�X�i�^�M�{�^�’�t�z�É�¿�Ä�ë�”�«  �Ä�å�Ñ�Ÿ�¿�«�”�•�â�”�²
:�U	—
�s�M�8���t  debug �¯�Ú�ï�Å�›�–�;�b�”�\�q�›�S�ç�Š�`�‡�b�{ �\�w�‘�O�s�8���t�Ã�Ì�¿�¬�›�î�æ�b�”
�q�z debug �¯�Ú�ï�Å�w	r�g�¦�”�Ì�”�Ô�¿�Å�w
ÿ�C�t�‘�l�o�³�µ�Â�Ü�w�–�;�t�è�¹�U
\�a�”�D�ó
Q�U
�ÿ�X�s�“�‡�b�{

�« �Í�w�«�p�x�z ASDM �t���b�”�è�Õ�ç  1 �w�Ã�Ì�¿�¬�›� �É�”�Ò�ç�t�`�‡�b�{

hostname# debug asdm history
debug asdm history enabled at level 1

hostname#

���È�¯�Ú�ï�Å

level �¢�¦�Ó�³�ã�ï�£�Ã�Ì�¿�¬  �è�Õ�ç�›�¦���`�‡�b�{

�¯�Ú�ï�Å  �Þ�”�Å

�Ñ�•� �ž�¢�¥�”�ç  �Þ�”�Å �·�©�á�æ�Â�Ÿ  �¯�ï�Â�©�µ�Ä

�ç�”�Â�¿�Å �•�a �³�ï�¬�ç

�Ú�ç�½

�¯�ï�Â�©�µ�Ä �³�µ�Â�Ü

�›�V  EXEC • • • • •

�æ�æ�”�µ �!�Ë�º�0

7.0(1) �\�w�¯�Ú�ï�Å�x�z debug pdm history �¯�Ú�ï�Å�T�’  debug asdm history �¯�Ú
�ï�Å�t�!�Ë�^�•�‡�`�h�{

�¯�Ú�ï�Å 
†�Ì

show asdm history ASDM �d�º�Ì�¿�Ñ�•�w�º�0�›
¯�Ô�`�‡�b�{
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debug context
�·�©�á�æ�Â�Ÿ  �¯�ï�Â�©�µ�Ä�›�å�C�‡�h�x�_	†�b�”�M�t�Ã�Ì�¿�¬  �Ý�¿�·�”�´�›
¯�Ô�b�”�t�x�z�›�V
EXEC �Þ�”�Å�p  debug context �¯�Ú�ï�Å�›�–�;�`�‡�b�{�¯�ï�Â�©�µ�Ä�t���b�”�Ã�Ì�¿�¬  �Ý�¿�·�”�´
�w
¯�Ô�›���­�b�”�t�x�z�\�w�¯�Ú�ï�Å�w  no ���Ü�›�–�;�`�‡�b�{

debug context [level]

no debug context [level]

�³�ï�»�¿�«�µ�w
†�Ì

�Ã�Ñ�¥�ç�Ä �Ã�Ñ�¥�ç�Ä�w�è�Õ�ç�x  1 �p�b�{

�¯�Ú�ï�Å  �Þ�”�Å �Í�w
¯�x�z�\�w�¯�Ú�ï�Å�›�Ö�—�p�V�”�Þ�”�Å�›�Ô�`�o�M�‡�b�{

�¯�Ú�ï�Å�d�º

�–�;	Í�w�̈ � �Å�å� �ï debug �¯�Ú�ï�Å�›�–�;�b�”�q�z�è	ô�”�w���M�É�¿�Ä�ë�”�«�w�Ä�å�Ñ�Ÿ�¿�«�U�—�X�s�”�D�ó
Q�U�K�“
�‡�b�{

�« �Í�w�«�p�x�z�¯�ï�Â�©�µ�Ä���g�t���b�”�Ã�Ì�¿�¬  �Ý�¿�·�”�´�›� �É�”�Ò�ç�t�`�‡�b�{

hostname# debug context

���È�¯�Ú�ï�Å

level �¢�¦�Ó�³�ã�ï�£
¯�Ô�b�”�Ã�Ì�¿�¬  �Ý�¿�·�”�´�w�è�Õ�ç�¢ 1 �™ 255�£�›
ƒ���`
�‡�b�{�Ã�Ñ�¥�ç�Ä�x  1 �p�b�{�ô�è�Õ�ç�w�å�C�Ý�¿�·�”�´�›
¯�Ô�b�”�t�x�z
�è�Õ�ç�›�ô�M
:�‹�t
ƒ���`�‡�b�{

�¯�Ú�ï�Å  �Þ�”�Å

�Ñ�•� �ž�¢�¥�”�ç  �Þ�”�Å �·�©�á�æ�Â�Ÿ  �¯�ï�Â�©�µ�Ä

�ç�”�Â�¿�Å �•�a �³�ï�¬�ç

�Ú�ç�½

�¯�ï�Â�©�µ�Ä �³�µ�Â�Ü

�›�V  EXEC • • — — •

�æ�æ�”�µ �!�Ë�º�0

7.0(1) �\�w�¯�Ú�ï�Å�U�‹�Ö�^�•�‡�`�h�{

�¯�Ú�ï�Å 
†�Ì

context �³�µ�Â�Ü  �¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï�t�·�©�á�æ�Â�Ÿ  �¯�ï�Â�©�µ�Ä�›�^
R
�`�z�¯�ï�Â�©�µ�Ä  �¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï  �Þ�”�Å�t�Ö�“�‡�b�{

show context �¯�ï�Â�©�µ�Ä	Ø�C�›
¯�Ô�`�‡�b�{

show debug � �É�”�Ò�ç�s�Ã�Ì�¿�¨�›�b�‚�o
¯�Ô�`�‡�b�{
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debug cplane
SSM �t�º
æ�$�t
€���b�”�¯�ï�Ä�é�”�ç  �Ó�è�”�ï�t���b�”�Ã�Ì�¿�¬  �Ý�¿�·�”�´�›
¯�Ô�b�”�t�x�z�›
�V EXEC �Þ�”�Å�p  debug cplane �¯�Ú�ï�Å�›�–�;�`�‡�b�{
M�š�Ó�è�”�ï�t���b�”�Ã�Ì�¿�¬  �Ý�¿�·�”
�´�w
¯�Ô�›���­�b�”�t�x�z�\�w�¯�Ú�ï�Å�w  no ���Ü�›�–�;�`�‡�b�{

debug cplane [level]

no debug cplane [level]

�³�ï�»�¿�«�µ�w
†�Ì

�Ã�Ñ�¥�ç�Ä �Ã�Ñ�¥�ç�Ä�w�è�Õ�ç�x  1 �p�b�{

�¯�Ú�ï�Å  �Þ�”�Å �Í�w
¯�x�z�\�w�¯�Ú�ï�Å�›�Ö�—�p�V�”�Þ�”�Å�›�Ô�`�o�M�‡�b�{

�¯�Ú�ï�Å�d�º

�–�;	Í�w�̈ � �Å�å� �ï debug �¯�Ú�ï�Å�›�–�;�b�”�q�z�è	ô�”�w���M�É�¿�Ä�ë�”�«�w�Ä�å�Ñ�Ÿ�¿�«�U�—�X�s�”�D�ó
Q�U�K�“
�‡�b�{

�« �Í�w�«�p�x�z�¯�ï�Ä�é�”�ç  �Ó�è�”�ï�t���b�”�Ã�Ì�¿�¬  �Ý�¿�·�”�´�›� �É�”�Ò�ç�t�`�‡�b�{

hostname# debug cplane

���È�¯�Ú�ï�Å

level �¢�¦�Ó�³�ã�ï�£
¯�Ô�b�”�Ã�Ì�¿�¬  �Ý�¿�·�”�´�w�è�Õ�ç�¢ 1 �™ 255�£�›
ƒ���`
�‡�b�{�Ã�Ñ�¥�ç�Ä�x  1 �p�b�{�ô�è�Õ�ç�w�å�C�Ý�¿�·�”�´�›
¯�Ô�b�”�t�x�z
�è�Õ�ç�›�ô�M
:�‹�t
ƒ���`�‡�b�{

�¯�Ú�ï�Å  �Þ�”�Å

�Ñ�•� �ž�¢�¥�”�ç  �Þ�”�Å �·�©�á�æ�Â�Ÿ  �¯�ï�Â�©�µ�Ä

�ç�”�Â�¿�Å �•�a �³�ï�¬�ç

�Ú�ç�½

�¯�ï�Â�©�µ�Ä �³�µ�Â�Ü

�›�V  EXEC • • • — •

�æ�æ�”�µ �!�Ë�º�0

7.0(1) �\�w�¯�Ú�ï�Å�U�‹�Ö�^�•�‡�`�h�{

�¯�Ú�ï�Å 
†�Ì

hw-module module recover TFTP �±�”�Ì�T�’�æ�§�Ì�æ  � �Ý�”�´�›�é�”�Å�b�”�\�q�t�‘
�“�z� �ï�Â�æ�´�£�ï�Ä  SSM �›�s
î�`�‡�b�{

hw-module module reset SSM �›�³�ß�¿�Ä�¼�¢�ï�`�z�Ë�”�Å�¢�£�ž  �æ�·�¿�Ä�›�î�æ�`
�‡�b�{

hw-module module reload � �ï�Â�æ�´�£�ï�Ä  SSM �¹�Ñ�Ä�¢�£�ž�›�æ�é�”�Å�`�‡�b�{

hw-module module shutdown �¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï  �Ã�”�»�›�æ�˜�c�t�?�o�›
~�”�h�Š�z
SSM �¹�Ñ�Ä�¢�£�ž�›�³�ß�¿�Ä�¼�¢�ï�`�‡�b�{

show module SSM 	Ø�C�›
¯�Ô�`�‡�b�{
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debug crypto ca
CA �p�–�;�b�”  PKI �ž�«�Â�Ÿ�Ï�Â�Ÿ�t���b�”�Ã�Ì�¿�¬  �Ý�¿�·�”�´�›
¯�Ô�b�”�t�x�z �›�V  EXEC �Þ�”
�Å�p  ebug crypto ca �¯�Ú�ï�Å�›�–�;�`�‡�b�{ PKI �t���b�”�Ã�Ì�¿�¬  �Ý�¿�·�”�´�w
¯�Ô�›���­�b�”�t
�x�z�\�w�¯�Ú�ï�Å�w  no ���Ü�›�–�;�`�‡�b�{

debug crypto ca [messages | transactions] [level]

no debug crypto ca [messages | transactions] [level]

�³�ï�»�¿�«�µ�w
†�Ì

�Ã�Ñ�¥�ç�Ä �Ã�Ñ�¥�ç�Ä�p�x�z�\�w�¯�Ú�ï�Å�x�b�‚�o�w�Ã�Ì�¿�¬  �Ý�¿�·�”�´�›
¯�Ô�`�‡�b�{�Ã�Ñ�¥�ç�Ä�w�è�Õ�ç
�x  1 �p�b�{

�¯�Ú�ï�Å  �Þ�”�Å �Í�w
¯�x�z�\�w�¯�Ú�ï�Å�›�Ö�—�p�V�”�Þ�”�Å�›�Ô�`�o�M�‡�b�{

�¯�Ú�ï�Å�d�º

�–�;	Í�w�̈ � �Å�å� �ï debug �¯�Ú�ï�Å�›�–�;�b�”�q�z�è	ô�”�w���M�É�¿�Ä�ë�”�«�w�Ä�å�Ñ�Ÿ�¿�«�U�—�X�s�”�D�ó
Q�U�K�“
�‡�b�{

�« �Í�w�«�p�x�z PKI �t���b�”�Ã�Ì�¿�¬  �Ý�¿�·�”�´�›� �É�”�Ò�ç�t�`�‡�b�{

hostname# debug crypto ca

���È�¯�Ú�ï�Å

messages �¢�¦�Ó�³�ã�ï�£ PKI �w�Ö�—�S�‘�|	Z�—�Ý�¿�·�”�´�t���b�”�Ã�Ì�¿�¬  �Ý�¿
�·�”�´�i�Z�›
¯�Ô�`�‡�b�{

transactions �¢�¦�Ó�³�ã�ï�£ PKI �Ä�å�ï�²�«�³�ã�ï�t���b�”�Ã�Ì�¿�¬  �Ý�¿�·�”�´�i�Z�›

¯�Ô�`�‡�b�{

level �¢�¦�Ó�³�ã�ï�£
¯�Ô�b�”�Ã�Ì�¿�¬  �Ý�¿�·�”�´�w�è�Õ�ç�¢ 1 �™ 255�£�›
ƒ���`
�‡�b�{�Ã�Ñ�¥�ç�Ä�x  1 �p�b�{�ô�è�Õ�ç�w�å�C�Ý�¿�·�”�´�›
¯�Ô�b�”�t�x�z
�è�Õ�ç�›�ô�M
:�‹�t
ƒ���`�‡�b�{�è�Õ�ç  1�¢�Ã�Ñ�¥�ç�Ä�£�p�x�z�¤�å�”�U

C
\�`�h	Ô�ù�t�i�Z�Ý�¿�·�”�´�U
¯�Ô�^�•�‡�b�{�è�Õ�ç  2 �p�x�z�/���U
¯
�Ô�^�•�‡�b�{�è�Õ�ç  3 �p�x�z	Ø�C�Ý�¿�·�”�´�U
¯�Ô�^�•�‡�b�{�è�Õ�ç  4 �Ž
	Í�p�x�z�Ä�å�Ò�ç�³�á�”�Â�Ÿ�ï�¬�w�h�Š�w�å�C	Ø�C�U
¯�Ô�^�•�‡�b�{

�¯�Ú�ï�Å  �Þ�”�Å

�Ñ�•� �ž�¢�¥�”�ç  �Þ�”�Å �·�©�á�æ�Â�Ÿ  �¯�ï�Â�©�µ�Ä

�ç�”�Â�¿�Å �•�a �³�ï�¬�ç

�Ú�ç�½

�¯�ï�Â�©�µ�Ä �³�µ�Â�Ü

�›�V  EXEC • • • • —

�æ�æ�”�µ �!�Ë�º�0

�7�� �\�w�¯�Ú�ï�Å�x�7���w�‹�w�p�b�{

�¯�Ú�ï�Å 
†�Ì

debug crypto engine �‰�ø�=�¤�ï�´�ï�t���b�”�Ã�Ì�¿�¬  �Ý�¿�·�”�´�›
¯�Ô�`�‡�b�{

debug crypto ipsec IPSec �t���b�”�Ã�Ì�¿�¬  �Ý�¿�·�”�´�›
¯�Ô�`�‡�b�{

debug crypto isakmp ISAKMP �t���b�”�Ã�Ì�¿�¬  �Ý�¿�·�”�´�›
¯�Ô�`�‡�b�{
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debug crypto engine
�‰�ø�=�¤�ï�´�ï�t���b�”�Ã�Ì�¿�¬  �Ý�¿�·�”�´�›
¯�Ô�b�”�t�x�z�›�V  EXEC �Þ�”�Å�p  debug crypto
engine �¯�Ú�ï�Å�›�–�;�`�‡�b�{�‰�ø�=�¤�ï�´�ï�t���b�”�Ã�Ì�¿�¬  �Ý�¿�·�”�´�w
¯�Ô�›���­�b�”�t
�x�z�\�w�¯�Ú�ï�Å�w  no ���Ü�›�–�;�`�‡�b�{

debug crypto engine [level]

no debug crypto engine [level]

�³�ï�»�¿�«�µ�w
†�Ì

�Ã�Ñ�¥�ç�Ä �Ã�Ñ�¥�ç�Ä�w�è�Õ�ç�x  1 �p�b�{

�¯�Ú�ï�Å  �Þ�”�Å �Í�w
¯�x�z�\�w�¯�Ú�ï�Å�›�Ö�—�p�V�”�Þ�”�Å�›�Ô�`�o�M�‡�b�{

�¯�Ú�ï�Å�d�º

�–�;	Í�w�̈ � �Å�å� �ï debug �¯�Ú�ï�Å�›�–�;�b�”�q�z�è	ô�”�w���M�É�¿�Ä�ë�”�«�w�Ä�å�Ñ�Ÿ�¿�«�U�—�X�s�”�D�ó
Q�U�K�“
�‡�b�{

�« �Í�w�«�p�x�z�‰�ø�=�¤�ï�´�ï�t���b�”�Ã�Ì�¿�¬  �Ý�¿�·�”�´�›� �É�”�Ò�ç�t�`�‡�b�{

hostname# debug crypto engine

���È�¯�Ú�ï�Å

level �¢�¦�Ó�³�ã�ï�£
¯�Ô�b�”�Ã�Ì�¿�¬  �Ý�¿�·�”�´�w�è�Õ�ç�¢ 1 �™ 255�£�›
ƒ���`
�‡�b�{�Ã�Ñ�¥�ç�Ä�x  1 �p�b�{�ô�è�Õ�ç�w�å�C�Ý�¿�·�”�´�›
¯�Ô�b�”�t�x�z
�è�Õ�ç�›�ô�M
:�‹�t
ƒ���`�‡�b�{

�¯�Ú�ï�Å  �Þ�”�Å

�Ñ�•� �ž�¢�¥�”�ç  �Þ�”�Å �·�©�á�æ�Â�Ÿ  �¯�ï�Â�©�µ�Ä

�ç�”�Â�¿�Å �•�a �³�ï�¬�ç

�Ú�ç�½

�¯�ï�Â�©�µ�Ä �³�µ�Â�Ü

�›�V  EXEC • • • • —

�æ�æ�”�µ �!�Ë�º�0

7.0(1) �\�w�¯�Ú�ï�Å�U�‹�Ö�^�•�‡�`�h�{

�¯�Ú�ï�Å 
†�Ì

debug crypto ca CA �t���b�”�Ã�Ì�¿�¬  �Ý�¿�·�”�´�›
¯�Ô�`�‡�b�{

debug crypto ipsec IPSec �t���b�”�Ã�Ì�¿�¬  �Ý�¿�·�”�´�›
¯�Ô�`�‡�b�{

debug crypto isakmp ISAKMP �t���b�”�Ã�Ì�¿�¬  �Ý�¿�·�”�´�›
¯�Ô�`�‡�b�{
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debug crypto ipsec
IPSec �t���b�”�Ã�Ì�¿�¬  �Ý�¿�·�”�´�›
¯�Ô�b�”�t�x�z�›�V  EXEC �Þ�”�Å�p  debug crypto ipsec �¯�Ú
�ï�Å�›�–�;�`�‡�b�{ IPSec �t���b�”�Ã�Ì�¿�¬  �Ý�¿�·�”�´�w
¯�Ô�›���­�b�”�t�x�z�\�w�¯�Ú�ï�Å�w  no
���Ü�›�–�;�`�‡�b�{

debug crypto ipsec [level]

no debug crypto ipsec [level]

�³�ï�»�¿�«�µ�w
†�Ì

�Ã�Ñ�¥�ç�Ä �Ã�Ñ�¥�ç�Ä�w�è�Õ�ç�x  1 �p�b�{

�¯�Ú�ï�Å  �Þ�”�Å �Í�w
¯�x�z�\�w�¯�Ú�ï�Å�›�Ö�—�p�V�”�Þ�”�Å�›�Ô�`�o�M�‡�b�{

�¯�Ú�ï�Å�d�º

�–�;	Í�w�̈ � �Å�å� �ï debug �¯�Ú�ï�Å�›�–�;�b�”�q�z�è	ô�”�w���M�É�¿�Ä�ë�”�«�w�Ä�å�Ñ�Ÿ�¿�«�U�—�X�s�”�D�ó
Q�U�K�“
�‡�b�{

�« �Í�w�«�p�x�z IPSec �t���b�”�Ã�Ì�¿�¬  �Ý�¿�·�”�´�›� �É�”�Ò�ç�t�`�‡�b�{

hostname# debug crypto ipsec

���È�¯�Ú�ï�Å

level �¢�¦�Ó�³�ã�ï�£
¯�Ô�b�”�Ã�Ì�¿�¬  �Ý�¿�·�”�´�w�è�Õ�ç�¢ 1 �™ 255�£�›
ƒ���`
�‡�b�{�Ã�Ñ�¥�ç�Ä�x  1 �p�b�{�ô�è�Õ�ç�w�å�C�Ý�¿�·�”�´�›
¯�Ô�b�”�t�x�z
�è�Õ�ç�›�ô�M
:�‹�t
ƒ���`�‡�b�{

�¯�Ú�ï�Å  �Þ�”�Å

�Ñ�•� �ž�¢�¥�”�ç  �Þ�”�Å �·�©�á�æ�Â�Ÿ  �¯�ï�Â�©�µ�Ä

�ç�”�Â�¿�Å �•�a �³�ï�¬�ç

�Ú�ç�½

�¯�ï�Â�©�µ�Ä �³�µ�Â�Ü

�›�V  EXEC • • • — —

�æ�æ�”�µ �!�Ë�º�0

�7�� �\�w�¯�Ú�ï�Å�x�7���w�‹�w�p�b�{

�¯�Ú�ï�Å 
†�Ì

debug crypto ca CA �t���b�”�Ã�Ì�¿�¬  �Ý�¿�·�”�´�›
¯�Ô�`�‡�b�{

debug crypto engine �‰�ø�=�¤�ï�´�ï�t���b�”�Ã�Ì�¿�¬  �Ý�¿�·�”�´�›
¯�Ô�`�‡�b�{

debug crypto isakmp ISAKMP �t���b�”�Ã�Ì�¿�¬  �Ý�¿�·�”�´�›
¯�Ô�`�‡�b�{
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debug crypto isakmp
ISAKMP �t���b�”�Ã�Ì�¿�¬  �Ý�¿�·�”�´�›
¯�Ô�b�”�t�x�z�›�V  EXEC �Þ�”�Å�p  debug crypto isakmp
�¯�Ú�ï�Å�›�–�;�`�‡�b�{ ISAKMP �t���b�”�Ã�Ì�¿�¬  �Ý�¿�·�”�´�w
¯�Ô�›���­�b�”�t�x�z�\�w�¯�Ú�ï
�Å�w no ���Ü�›�–�;�`�‡�b�{

debug crypto isakmp [timers] [level]

no debug crypto isakmp [timers] [level]

�³�ï�»�¿�«�µ�w
†�Ì

�Ã�Ñ�¥�ç�Ä �Ã�Ñ�¥�ç�Ä�w�è�Õ�ç�x  1 �p�b�{

�¯�Ú�ï�Å  �Þ�”�Å �Í�w
¯�x�z�\�w�¯�Ú�ï�Å�›�Ö�—�p�V�”�Þ�”�Å�›�Ô�`�o�M�‡�b�{

�¯�Ú�ï�Å�d�º

�–�;	Í�w�̈ � �Å�å� �ï debug �¯�Ú�ï�Å�›�–�;�b�”�q�z�è	ô�”�w���M�É�¿�Ä�ë�”�«�w�Ä�å�Ñ�Ÿ�¿�«�U�—�X�s�”�D�ó
Q�U�K�“
�‡�b�{

�« �Í�w�«�p�x�z ISAKMP �t���b�”�Ã�Ì�¿�¬  �Ý�¿�·�”�´�›� �É�”�Ò�ç�t�`�‡�b�{

hostname# debug crypto isakmp

���È�¯�Ú�ï�Å

timers �¢�¦�Ó�³�ã�ï�£ ISAKMP �»� �Ú�”�w�8�v
~�•�t���b�”�Ã�Ì�¿�¬  �Ý�¿�·�”�´
�›
¯�Ô�`�‡�b�{

level �¢�¦�Ó�³�ã�ï�£
¯�Ô�b�”�Ã�Ì�¿�¬  �Ý�¿�·�”�´�w�è�Õ�ç�¢ 1 �™ 255�£�›
ƒ���`
�‡�b�{�Ã�Ñ�¥�ç�Ä�x  1 �p�b�{�ô�è�Õ�ç�w�å�C�Ý�¿�·�”�´�›
¯�Ô�b�”�t�x�z
�è�Õ�ç�›�ô�M
:�‹�t
ƒ���`�‡�b�{�è�Õ�ç  1�¢�Ã�Ñ�¥�ç�Ä�£�p�x�z�¤�å�”�U

C
\�`�h	Ô�ù�t�i�Z�Ý�¿�·�”�´�U
¯�Ô�^�•�‡�b�{�è�Õ�ç  2 �™ 7 �p�x�z�å�C
	Ø�C�U
¯�Ô�^�•�‡�b�{�è�Õ�ç  254 �p�x�z
î�ø�=�^�•�h  ISAKMP �Í�­�¿�Ä
�U�z
��U�¡�Š�”�� �Ü�p
¯�Ô�^�•�‡�b�{�è�Õ�ç  255 �p�x�z
î �ø�=�^�•�h
ISAKMP �Í�­�¿�Ä�w  16 
����Ü�w�¼�ï�Ó�U
¯�Ô�^�•�‡�b�{

�¯�Ú�ï�Å  �Þ�”�Å

�Ñ�•� �ž�¢�¥�”�ç  �Þ�”�Å �·�©�á�æ�Â�Ÿ  �¯�ï�Â�©�µ�Ä

�ç�”�Â�¿�Å �•�a �³�ï�¬�ç

�Ú�ç�½

�¯�ï�Â�©�µ�Ä �³�µ�Â�Ü

�›�V  EXEC • • • — —

�æ�æ�”�µ �!�Ë�º�0

�7�� �\�w�¯�Ú�ï�Å�x�7���w�‹�w�p�b�{

�¯�Ú�ï�Å 
†�Ì

debug crypto ca CA �t���b�”�Ã�Ì�¿�¬  �Ý�¿�·�”�´�›
¯�Ô�`�‡�b�{

debug crypto engine �‰�ø�=�¤�ï�´�ï�t���b�”�Ã�Ì�¿�¬  �Ý�¿�·�”�´�›
¯�Ô�`�‡�b�{

debug crypto ipsec IPSec �t���b�”�Ã�Ì�¿�¬  �Ý�¿�·�”�´�›
¯�Ô�`�‡�b�{
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debug ctiqbe
CTIQBE �ž�Ó�æ�­�”�³�ã�ï�U�*�t���b�”�Ã�Ì�¿�¬  �Ý�¿�·�”�´�›
¯�Ô�b�”�t�x�z �›�V  EXEC �Þ�”�Å�p
debug ctiqbe �¯�Ú�ï�Å�›�–�;�`�‡�b�{ CTIQBE �ž�Ó�æ�­�”�³�ã�ï�U�*�t���b�”�Ã�Ì�¿�¬  �Ý�¿�·�”�´
�w
¯�Ô�›���­�b�”�t�x�z�\�w�¯�Ú�ï�Å�w  no ���Ü�›�–�;�`�‡�b�{

debug ctiqbe [level]

no debug ctiqbe [level]

�³�ï�»�¿�«�µ�w
†�Ì

�Ã�Ñ�¥�ç�Ä level �w�Ã�Ñ�¥�ç�Ä�‹�x  1 �p�b�{

�¯�Ú�ï�Å  �Þ�”�Å �Í�w
¯�x�z�\�w�¯�Ú�ï�Å�›�Ö�—�p�V�”�Þ�”�Å�›�Ô�`�o�M�‡�b�{

�¯�Ú�ï�Å�d�º

�–�;	Í�w�̈ � �Å�å� �ï debug �¯�Ú�ï�Å�w�q�O�w
ƒ���›
¯�Ô�b�”�t�x�z show debug �¯�Ú�ï�Å�›�Ö�—�`�‡�b�{�Ã�Ì�¿�¬	Z�—�›
���­�b�”�t�x�z no debug �¯�Ú�ï�Å�›�Ö�—�`�‡�b�{�Ã�Ì�¿�¬  �Ý�¿�·�”�´�U�b�‚�o
¯�Ô�^�•�s�M�‘�O
�t�b�”�t�x�z no debug all �¯�Ú�ï�Å�›�Ö�—�`�‡�b�{

�¢�«�£ debug ctiqbe �¯�Ú�ï�Å�›� �É�”�Ò�ç�t�b�”�q�z�è	ô�”�w���M�É�¿�Ä�ë�”�«�p�x�z�Ä�å�Ñ�Ÿ�¿�«�w��
�S�U�—�X�s�“�‡�b�{

�« �Í�w�«�p�x�z CTIQBE �ž�Ó�æ�­�”�³�ã�ï�U�*�t���b�”�Ã�Ì�¿�¬  �Ý�¿�·�”�´�›�Ã�Ñ�¥�ç�Ä�w�è�Õ�ç
�¢ 1�£�p� �É�”�Ò�ç�t�`�‡�b�{

hostname# debug ctiqbe

���È�¯�Ú�ï�Å

level �¢�¦�Ó�³�ã�ï�£
¯�Ô�b�”�Ã�Ì�¿�¬  �Ý�¿�·�”�´�w�è�Õ�ç�¢ 1 �™ 255�£�›
ƒ���`
�‡�b�{�Ã�Ñ�¥�ç�Ä�x  1 �p�b�{�ô�è�Õ�ç�w�å�C�Ý�¿�·�”�´�›
¯�Ô�b�”�t�x�z
�è�Õ�ç�›�ô�M
:�‹�t
ƒ���`�‡�b�{

�¯�Ú�ï�Å  �Þ�”�Å

�Ñ�•� �ž�¢�¥�”�ç  �Þ�”�Å �·�©�á�æ�Â�Ÿ  �¯�ï�Â�©�µ�Ä

�ç�”�Â�¿�Å �•�a �³�ï�¬�ç

�Ú�ç�½

�¯�ï�Â�©�µ�Ä �³�µ�Â�Ü

�›�V  EXEC • • • • —

�æ�æ�”�µ �!�Ë�º�0

�7�� �\�w�¯�Ú�ï�Å�x�7���w�‹�w�p�b�{

�¯�Ú�ï�Å 
†�Ì

inspect ctiqbe CTIQBE �ž�Ó�æ�­�”�³�ã�ï�U�*�›� �É�”�Ò�ç�t�`�‡�b�{

show ctiqbe �·�©�á�æ�Â�Ÿ  �ž�Ó�å� �ž�ï�µ�›�p�`�o�¬�q�^�•�h  CTIQBE �·�¿�³�ã�ï�t
���b�”	Ø�C�›
¯�Ô�`�‡�b�{

show conn �^�‡�_�‡�s
€���»� �Ó�w
€��	Ý�6�›
¯�Ô�`�‡�b�{

timeout �^�‡�_�‡�s�Ó�é�Ä�¯�ç�S�‘�|�·�¿�³�ã�ï  �»� �Ó�w�ž� �Å�ç	Ý�6�w�7�G�'
���Ì���›
ƒ���`�‡�b�{  



�H 10 	·       ddns �¯�Ú�ï�Å�™  debug xdmcp �¯�Ú�ï�Å
  debug ddns

10-19
Cisco �·�©�á�æ�Â�Ÿ  �ž�Ó�å� �ž�ï�µ  �¯�Ú�ï�Å  �æ�Ñ�•�è�ï�µ

OL-10086-02-J

debug ddns
DNS �t���b�”�Ã�Ì�¿�¬  �Ý�¿�·�”�´�›
¯�Ô�b�”�t�x�z�›�V  EXEC �Þ�”�Å�p  debug dns �¯�Ú�ï�Å�›�–
�;�`�‡�b�{�Ã�Ì�¿�¬  �Ý�¿�·�”�´�›�Ã�Ÿ�·�”�Ò�ç�t�b�”�t�x�z�\�w�¯�Ú�ï�Å�w  no ���Ü�›�–�;�`�‡�b�{

debug ddns

no debug ddns

�³�ï�»�¿�«�µ�w
†�Ì �\�w�¯�Ú�ï�Å�t�x�z�¾
:�‹�©�”�ë�”�Å�‹�K�“�‡�d�œ�{

�Ã�Ñ�¥�ç�Ä �Ã�Ñ�¥�ç�Ä�w�ˆ�^�‡�h�x�‹�U
ƒ���^�•�o�M�‡�b�{

�¯�Ú�ï�Å  �Þ�”�Å �Í�w
¯�x�z�\�w�¯�Ú�ï�Å�›�Ö�—�p�V�”�Þ�”�Å�›�Ô�`�o�M�‡�b�{

�¯�Ú�ï�Å�d�º

�–�;	Í�w�̈ � �Å�å� �ï debug http �¯�Ú�ï�Å�x�z DDNS �t���b�”	Ä�I	Ø�C�›
¯�Ô�`�‡�b�{ undebug ddns �x  no debug ddns �¯
�Ú�ï�Å�q�‰�7�z DDNS �Ã�Ì�¿�¬	Ø�C�›�¦�Ñ�t�`�‡�b�{

�Ã�Ì�¿�¬	Z�—�x  CPU �Ó�é�·�µ�p�ô��
Œ	q�•�U�Â�“�p�o�’�•�o�M�”�h�Š�z�Ã�Ì�¿�¬	Z�—�›�æ�O�q�³
�µ�Â�Ü�U�–�;�p�V�s�X�s�”�\�q�U�K�“�‡�b�{�\�w�h�Š�z�›���w�ð�J�w�Ä�å�Ò�ç�³�á�”�Â�Ÿ�ï�¬�›�æ
�O	Ô�ù�•�z�³�µ�¯�w�Â�«�Ç�§�ç  �±�Ù�”�Ä  �µ�»�¿�Ñ�q�w�Ä�å�Ò�ç�³�á�”�Â�Ÿ�ï�¬  �·�¿�³�ã�ï�w���t
�v�“  debug �¯�Ú�ï�Å�›�–�;�`�o�X�i�^�M�{�^�’�t�z�É�¿�Ä�ë�”�«  �Ä�å�Ñ�Ÿ�¿�«�”�•�â�”�²
:�U	—
�s�M�8���t  debug �¯�Ú�ï�Å�›�–�;�b�”�\�q�›�S�ç�Š�`�‡�b�{ �\�w�‘�O�s�8���t�Ã�Ì�¿�¬�›�î�æ�b�”
�q�z debug �¯�Ú�ï�Å�w	r�g�¦�”�Ì�”�Ô�¿�Å�w
ÿ�C�t�‘�l�o�³�µ�Â�Ü�w�–�;�t�è�¹�U
\�a�”�D�ó
Q�U
�ÿ�X�s�“�‡�b�{

�« �Í�w�«�x�z DDNS �Ã�Ì�¿�¬  �Ý�¿�·�”�´�›� �É�”�Ò�ç�t�b�”�«�›�Ô�`�‡�b�{

hostname# debug ddns
debug ddns enabled at level 1

�¯�Ú�ï�Å  �Þ�”�Å

�Ñ�•� �ž�¢�¥�”�ç  �Þ�”�Å �·�©�á�æ�Â�Ÿ  �¯�ï�Â�©�µ�Ä

�ç�”�Â�¿�Å �•�a �³�ï�¬�ç

�Ú�ç�½

�¯�ï�Â�©�µ�Ä �³�µ�Â�Ü

�›�V  EXEC • — • • —

�æ�æ�”�µ �!�Ë�º�0

7.2(1) �\�w�¯�Ú�ï�Å�U�‹�Ö�^�•�‡�`�h�{
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���È�¯�Ú�ï�Å �¯�Ú�ï�Å 
†�Ì

ddns�¢ DDNS �ž�¿�Ó�Ã�”�Ä

�M�Ü�Þ�”�Å�£

�^
R�A�ˆ�w  DDNS �M�Ü�t�0�`�o�z DDNS �ž�¿�Ó�Ã�”�Ä
�M�Ü�w�»� �Ó�›�¦���`�‡�b�{

ddns update�¢� �ï�»�”�Ñ�£� �µ  �¯�ï�Ñ�Ÿ
�ª�á�è�”�³�ã�ï  �Þ�”�Å�£

�¼� �Æ�Û�¿�«  DNS�¢ DDNS�£�w�ž�¿�Ó�Ã�”�Ä�M�Ü�›�z
�·�©�á�æ�Â�Ÿ  �ž�Ó�å� �ž�ï�µ  � �ï�»�”�Ñ�£� �µ�‡�h
�x  DDNS �ž�¿�Ó�Ã�”�Ä  �×�µ�Ä�Ê�t���È
Ç�Z�‡�b�{

ddns update method�¢�¬�é�”�Ì�ç  �¯�ï�Ñ�Ÿ
�ª�á�è�”�³�ã�ï  �Þ�”�Å�£

DNS �w�æ�¹�”�µ  �è�¯�”�Å�›�ˆ�$�t�ž�¿�Ó�Ã�”�Ä�b�”
�h�Š�w�M�Ü�›�^
R�`�‡�b�{

show running-config ddns �î�æ�¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï�t���‡�•�o�M�”�z
ƒ���A
�ˆ�w�b�‚�o�w  DDNS �M�Ü�t�m�M�o�z �»� �Ó�S�‘�|���´
�›
¯�Ô�`�‡�b�{
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debug dhcpc
DHCP �«�å� �ž�ï�Ä�w�Ã�Ì�¿�¬�›� �É�”�Ò�ç�t�b�”�t�x�z�›�V  EXEC �Þ�”�Å�p  debug dhcpc �¯�Ú�ï
�Å�›�–�;�`�‡�b�{�Ã�Ì�¿�¬�›�Ã�Ÿ�·�”�Ò�ç�t�b�”�t�x�z�\�w�¯�Ú�ï�Å�w  no ���Ü�›�–�;�`�‡�b�{  

debug dhcpc { detail | packet | error} [ level]

no debug dhcpc { detail | packet | error} [ level]

�³�ï�»�¿�«�µ�w
†�Ì

�Ã�Ñ�¥�ç�Ä �Ã�Ñ�¥�ç�Ä�w�Ã�Ì�¿�¬  �è�Õ�ç�x  1 �p�b�{

�¯�Ú�ï�Å  �Þ�”�Å �Í�w
¯�x�z�\�w�¯�Ú�ï�Å�›�Ö�—�p�V�”�Þ�”�Å�›�Ô�`�o�M�‡�b�{

�¯�Ú�ï�Å�d�º

�–�;	Í�w�̈ � �Å�å� �ï DHCP �«�å� �ž�ï�Ä�w�Ã�Ì�¿�¬	Ø�C�›
¯�Ô�`�‡�b�{

�Ã�Ì�¿�¬	Z�—�x  CPU �Ó�é�·�µ�p�ô��
Œ	q�•�U�Â�“�p�o�’�•�o�M�”�h�Š�z�Ã�Ì�¿�¬	Z�—�›�æ�O�q�³
�µ�Â�Ü�U�–�;�p�V�s�X�s�”�\�q�U�K�“�‡�b�{�\�w�h�Š�z�›���w�ð�J�w�Ä�å�Ò�ç�³�á�”�Â�Ÿ�ï�¬�›�æ
�O	Ô�ù�•�z�³�µ�¯�w�Â�«�Ç�§�ç  �±�Ù�”�Ä  �µ�»�¿�Ñ�q�w�Ä�å�Ò�ç�³�á�”�Â�Ÿ�ï�¬  �·�¿�³�ã�ï�w���t
�v�“  debug �¯�Ú�ï�Å�›�–�;�`�o�X�i�^�M�{�^�’�t�z�É�¿�Ä�ë�”�«  �Ä�å�Ñ�Ÿ�¿�«�”�•�â�”�²
:�U	—
�s�M�8���t  debug �¯�Ú�ï�Å�›�–�;�b�”�\�q�›�S�ç�Š�`�‡�b�{ �\�w�‘�O�s�8���t�Ã�Ì�¿�¬�›�î�æ�b�”
�q�z debug �¯�Ú�ï�Å�w	r�g�¦�”�Ì�”�Ô�¿�Å�w
ÿ�C�t�‘�l�o�³�µ�Â�Ü�w�–�;�t�è�¹�U
\�a�”�D�ó
Q�U
�ÿ�X�s�“�‡�b�{

�« �Í�w�«�p�x�z DHCP �«�å� �ž�ï�Ä�t���b�”�Ã�Ì�¿�¬�›� �É�”�Ò�ç�t�b�”�M�O�›�Ô�`�o�M�‡�b�{

hostname# debug dhcpc detail 5
debug dhcpc detail enabled at level 5

���È�¯�Ú�ï�Å

detail DHCP �«�å� �ž�ï�Ä�t���È�b�”	Ä�I�s� �Õ�ï�Ä	Ø�C�›
¯�Ô�`�‡�b�{

error DHCP �«�å� �ž�ï�Ä�t���È�b�”�¤�å�”  �Ý�¿�·�”�´�›
¯�Ô�`�‡�b�{

level �¢�¦�Ó�³�ã�ï�£�Ã�Ì�¿�¬  �è�Õ�ç�›�¦���`�‡�b�{���®�s�‹�x  1 �™ 255 �p�b�{

packet DHCP �«�å� �ž�ï�Ä�t���È�b�”�Í�­�¿�Ä	Ø�C�›
¯�Ô�`�‡�b�{

�¯�Ú�ï�Å  �Þ�”�Å

�Ñ�•� �ž�¢�¥�”�ç  �Þ�”�Å �·�©�á�æ�Â�Ÿ  �¯�ï�Â�©�µ�Ä

�ç�”�Â�¿�Å �•�a �³�ï�¬�ç

�Ú�ç�½

�¯�ï�Â�©�µ�Ä �³�µ�Â�Ü

�›�V  EXEC • — • • —

�æ�æ�”�µ �!�Ë�º�0

�7�� �\�w�¯�Ú�ï�Å�x�7���w�‹�w�p�b�{

�¯�Ú�ï�Å 
†�Ì

show ip address dhcp � �ï�»�”�Ñ�£� �µ�w  DHCP �æ�”�µ�t���b�”	Ä�I�s	Ø�C�›

¯�Ô�`�‡�b�{

show running-config interface �¦���^�•�h� �ï�»�”�Ñ�£� �µ�w�î�æ�¯�ï�Ñ�Ÿ�ª�á�è�”
�³�ã�ï�›
¯�Ô�`�‡�b�{
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debug dhcpd
DHCP �±�”�Ì�w�Ã�Ì�¿�¬�›� �É�”�Ò�ç�t�b�”�t�x�z�›�V  EXEC �Þ�”�Å�p  debug dhcpd �¯�Ú�ï�Å�›�–
�;�`�‡�b�{�Ã�Ì�¿�¬�›�Ã�Ÿ�·�”�Ò�ç�t�b�”�t�x�z�\�w�¯�Ú�ï�Å�w  no ���Ü�›�–�;�`�‡�b�{  

debug dhcpd {event | packet} [ level]

no debug dhcpd { event | packet} [ level]

�³�ï�»�¿�«�µ�w
†�Ì

�Ã�Ñ�¥�ç�Ä �Ã�Ñ�¥�ç�Ä�w�Ã�Ì�¿�¬  �è�Õ�ç�x  1 �p�b�{

�¯�Ú�ï�Å  �Þ�”�Å �Í�w
¯�x�z�\�w�¯�Ú�ï�Å�›�Ö�—�p�V�”�Þ�”�Å�›�Ô�`�o�M�‡�b�{

�¯�Ú�ï�Å�d�º

�–�;	Í�w�̈ � �Å�å� �ï debug dhcpd event �¯�Ú�ï�Å�x�z DHCP �±�”�Ì�t���b�”� �Õ�ï�Ä	Ø�C�›
¯�Ô�`�‡�b�{ debug dhcpd
packet �¯�Ú�ï�Å�x�z DHCP �±�”�Ì�t���b�”�Í�­�¿�Ä	Ø�C�›
¯�Ô�`�‡�b�{  

debug dhcpd �¯�Ú�ï�Å�w  no ���Ü�›�–�;�`�o�z�Ã�Ì�¿�¬�›�Ã�Ÿ�·�”�Ò�ç�t�`�‡�b�{  

�Ã�Ì�¿�¬	Z�—�x  CPU �Ó�é�·�µ�p�ô��
Œ	q�•�U�Â�“�p�o�’�•�o�M�”�h�Š�z�Ã�Ì�¿�¬	Z�—�›�æ�O�q�³
�µ�Â�Ü�U�–�;�p�V�s�X�s�”�\�q�U�K�“�‡�b�{�\�w�h�Š�z�›���w�ð�J�w�Ä�å�Ò�ç�³�á�”�Â�Ÿ�ï�¬�›�æ
�O	Ô�ù�•�z�³�µ�¯�w�Â�«�Ç�§�ç  �±�Ù�”�Ä  �µ�»�¿�Ñ�q�w�Ä�å�Ò�ç�³�á�”�Â�Ÿ�ï�¬  �·�¿�³�ã�ï�w���t
�v�“  debug �¯�Ú�ï�Å�›�–�;�`�o�X�i�^�M�{�^�’�t�z�É�¿�Ä�ë�”�«  �Ä�å�Ñ�Ÿ�¿�«�”�•�â�”�²
:�U	—
�s�M�8���t  debug �¯�Ú�ï�Å�›�–�;�b�”�\�q�›�S�ç�Š�`�‡�b�{ �\�w�‘�O�s�8���t�Ã�Ì�¿�¬�›�î�æ�b�”
�q�z debug �¯�Ú�ï�Å�w	r�g�¦�”�Ì�”�Ô�¿�Å�w
ÿ�C�t�‘�l�o�³�µ�Â�Ü�w�–�;�t�è�¹�U
\�a�”�D�ó
Q�U
�ÿ�X�s�“�‡�b�{

�« �Í�w�«�p�x�z DHCP � �Õ�ï�Ä  �Ã�Ì�¿�¬�›� �É�”�Ò�ç�t�b�”�«�›�Ô�`�‡�b�{

hostname# debug dhcpd event
debug dhcpd event enabled at level 1

���È�¯�Ú�ï�Å

event DHCP �±�”�Ì�t���È�b�”� �Õ�ï�Ä	Ø�C�›
¯�Ô�`�‡�b�{

level �¢�¦�Ó�³�ã�ï�£�Ã�Ì�¿�¬  �è�Õ�ç�›�¦���`�‡�b�{���®�s�‹�x  1 �™ 255 �p�b�{

packet DHCP �±�”�Ì�t���È�b�”�Í�­�¿�Ä	Ø�C�›
¯�Ô�`�‡�b�{

�¯�Ú�ï�Å  �Þ�”�Å

�Ñ�•� �ž�¢�¥�”�ç  �Þ�”�Å �·�©�á�æ�Â�Ÿ  �¯�ï�Â�©�µ�Ä

�ç�”�Â�¿�Å �•�a �³�ï�¬�ç

�Ú�ç�½

�¯�ï�Â�©�µ�Ä �³�µ�Â�Ü

�›�V  EXEC • • • • —

�æ�æ�”�µ �!�Ë�º�0

�7�� �\�w�¯�Ú�ï�Å�x�7���w�‹�w�p�b�{

�¯�Ú�ï�Å 
†�Ì

show dhcpd DHCP �w�Ì� �ï�Ã�Ÿ�ï�¬�z�w�-	Ø�C�z�‡�h�x	Ý�6	Ø�C�›
¯�Ô�`
�‡�b�{

show running-config dhcpd �q�O�w  DHCP �±�”�Ì  �¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï�›
¯�Ô�`�‡�b�{
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debug dhcpd ddns
DHCP DDNS �w�Ã�Ì�¿�¬�›� �É�”�Ò�ç�t�b�”�t�x�z�›�V  EXEC �Þ�”�Å�p  debug dhcpd �¯�Ú�ï�Å�›�–
�;�`�‡�b�{�Ã�Ì�¿�¬�›�Ã�Ÿ�·�”�Ò�ç�t�b�”�t�x�z�\�w�¯�Ú�ï�Å�w  no ���Ü�›�–�;�`�‡�b�{  

debug dhcpd ddns [level]

no debug dhcpd ddns [level]

�³�ï�»�¿�«�µ�w
†�Ì

�Ã�Ñ�¥�ç�Ä �Ã�Ñ�¥�ç�Ä�w�Ã�Ì�¿�¬  �è�Õ�ç�x  1 �p�b�{

�¯�Ú�ï�Å  �Þ�”�Å �Í�w
¯�x�z�\�w�¯�Ú�ï�Å�›�Ö�—�p�V�”�Þ�”�Å�›�Ô�`�o�M�‡�b�{

�¯�Ú�ï�Å�d�º

�–�;	Í�w�̈ � �Å�å� �ï debug dhcpd ddns �¯�Ú�ï�Å�x  DHCP �S�‘�|  DDNS �t���b�”	Ä�I�›
¯�Ô�`�‡�b�{ undebug dhcpd ddns
�¯�Ú�ï�Å�x�z no debug dhcpd ddns �¯�Ú�ï�Å�q�‰�7�z DHCP �S�‘�|  DDNS �Ã�Ì�¿�¬	Ø�C�›�¦�Ñ�t�`
�‡�b�{

�Ã�Ì�¿�¬	Z�—�x  CPU �Ó�é�·�µ�p�ô��
Œ	q�•�U�Â�“�p�o�’�•�o�M�”�h�Š�z�Ã�Ì�¿�¬	Z�—�›�æ�O�q�³
�µ�Â�Ü�U�–�;�p�V�s�X�s�”�\�q�U�K�“�‡�b�{�\�w�h�Š�z�›���w�ð�J�w�Ä�å�Ò�ç�³�á�”�Â�Ÿ�ï�¬�›�æ
�O	Ô�ù�•�z�³�µ�¯�w�Â�«�Ç�§�ç  �±�Ù�”�Ä  �µ�»�¿�Ñ�q�w�Ä�å�Ò�ç�³�á�”�Â�Ÿ�ï�¬  �·�¿�³�ã�ï�w���t
�v�“  debug �¯�Ú�ï�Å�›�–�;�`�o�X�i�^�M�{�^�’�t�z�É�¿�Ä�ë�”�«  �Ä�å�Ñ�Ÿ�¿�«�”�•�â�”�²
:�U	—
�s�M�8���t  debug �¯�Ú�ï�Å�›�–�;�b�”�\�q�›�S�ç�Š�`�‡�b�{ �\�w�‘�O�s�8���t�Ã�Ì�¿�¬�›�î�æ�b�”
�q�z debug �¯�Ú�ï�Å�w	r�g�¦�”�Ì�”�Ô�¿�Å�w
ÿ�C�t�‘�l�o�³�µ�Â�Ü�w�–�;�t�è�¹�U
\�a�”�D�ó
Q�U
�ÿ�X�s�“�‡�b�{

�« �Í�w�«�p�x�z� �É�”�Ò�ç�p�K�”  DHCP DDNS �Ã�Ì�¿�¬�›�Ô�`�‡�b�{

hostname# debug dhcpd ddns
debug dhcpd ddns enabled at level 1

���È�¯�Ú�ï�Å

level �¢�¦�Ó�³�ã�ï�£�Ã�Ì�¿�¬  �è�Õ�ç�›�¦���`�‡�b�{���®�s�‹�x  1 �™ 255 �p�b�{

�¯�Ú�ï�Å  �Þ�”�Å

�Ñ�•� �ž�¢�¥�”�ç  �Þ�”�Å �·�©�á�æ�Â�Ÿ  �¯�ï�Â�©�µ�Ä

�ç�”�Â�¿�Å �•�a �³�ï�¬�ç

�Ú�ç�½

�¯�ï�Â�©�µ�Ä �³�µ�Â�Ü

�›�V  EXEC • — • • —

�æ�æ�”�µ �!�Ë�º�0

7.2(1) �\�w�¯�Ú�ï�Å�U�‹�Ö�^�•�‡�`�h�{

�¯�Ú�ï�Å 
†�Ì

dhcpd update dns DHCP �±�”�Ì�t�‘�”�¼� �Æ�Û�¿�«  DNS �ž�¿�Ó�Ã�”�Ä�w�î�æ�›� 
�É�”�Ò�ç�t�`�‡�b�{

show running-config dhcpd �q�O�w  DHCP �±�”�Ì  �¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï�›
¯�Ô�`�‡�b�{

show running-config ddns �î�æ�¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï�w  DDNS �ž�¿�Ó�Ã�”�Ä�M�Ü�›
¯�Ô
�`�‡�b�{
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debug dhcprelay
DHCP �æ�è�”  �±�”�Ì�w�Ã�Ì�¿�¬�›� �É�”�Ò�ç�t�b�”�t�x�z�›�V  EXEC �Þ�”�Å�p  debug dhcprelay �¯
�Ú�ï�Å�›�–�;�`�‡�b�{�Ã�Ì�¿�¬�›�Ã�Ÿ�·�”�Ò�ç�t�b�”�t�x�z�\�w�¯�Ú�ï�Å�w  no ���Ü�›�–�;�`�‡�b�{  

debug dhcprelay { event | packet | error} [ level]

no debug dhcprelay { event | packet | error} [ level]

�³�ï�»�¿�«�µ�w
†�Ì

�Ã�Ñ�¥�ç�Ä �Ã�Ñ�¥�ç�Ä�w�Ã�Ì�¿�¬  �è�Õ�ç�x  1 �p�b�{

�¯�Ú�ï�Å  �Þ�”�Å �Í�w
¯�x�z�\�w�¯�Ú�ï�Å�›�Ö�—�p�V�”�Þ�”�Å�›�Ô�`�o�M�‡�b�{

�¯�Ú�ï�Å�d�º

�–�;	Í�w�̈ � �Å�å� �ï �Ã�Ì�¿�¬	Z�—�x  CPU �Ó�é�·�µ�p�ô��
Œ	q�•�U�Â�“�p�o�’�•�o�M�”�h�Š�z�Ã�Ì�¿�¬	Z�—�›�æ�O�q�³
�µ�Â�Ü�U�–�;�p�V�s�X�s�”�\�q�U�K�“�‡�b�{�\�w�h�Š�z�›���w�ð�J�w�Ä�å�Ò�ç�³�á�”�Â�Ÿ�ï�¬�›�æ
�O	Ô�ù�•�z�³�µ�¯�w�Â�«�Ç�§�ç  �±�Ù�”�Ä  �µ�»�¿�Ñ�q�w�Ä�å�Ò�ç�³�á�”�Â�Ÿ�ï�¬  �·�¿�³�ã�ï�w���t
�v�“  debug �¯�Ú�ï�Å�›�–�;�`�o�X�i�^�M�{�^�’�t�z�É�¿�Ä�ë�”�«  �Ä�å�Ñ�Ÿ�¿�«�”�•�â�”�²
:�U	—
�s�M�8���t  debug �¯�Ú�ï�Å�›�–�;�b�”�\�q�›�S�ç�Š�`�‡�b�{ �\�w�‘�O�s�8���t�Ã�Ì�¿�¬�›�î�æ�b�”
�q�z debug �¯�Ú�ï�Å�w	r�g�¦�”�Ì�”�Ô�¿�Å�w
ÿ�C�t�‘�l�o�³�µ�Â�Ü�w�–�;�t�è�¹�U
\�a�”�D�ó
Q�U
�ÿ�X�s�“�‡�b�{

�« �Í�w�«�x�z DHCP �æ�è�”  �¤�”�´�£�ï�Ä�w�¤�å�”  �Ý�¿�·�”�´�w�Ã�Ì�¿�¬�›� �É�”�Ò�ç�t�b�”�M�O�›
�Ô�`�o�M�‡�b�{

hostname# debug dhcprelay error
debug dhcprelay error enabled at level 1

���È�¯�Ú�ï�Å

error DHCP �æ�è�”  �¤�”�´�£�ï�Ä�t���È�b�”�¤�å�”  �Ý�¿�·�”�´�›
¯�Ô�`�‡�b�{

event DHCP �æ�è�”  �¤�”�´�£�ï�Ä�t���È�b�”� �Õ�ï�Ä	Ø�C�›
¯�Ô�`�‡�b�{

level �¢�¦�Ó�³�ã�ï�£�Ã�Ì�¿�¬  �è�Õ�ç�›�¦���`�‡�b�{���®�s�‹�x  1 �™ 255 �p�b�{

packet DHCP �æ�è�”  �¤�”�´�£�ï�Ä�t���È�b�”�Í�­�¿�Ä	Ø�C�›
¯�Ô�`�‡�b�{

�¯�Ú�ï�Å  �Þ�”�Å

�Ñ�•� �ž�¢�¥�”�ç  �Þ�”�Å �·�©�á�æ�Â�Ÿ  �¯�ï�Â�©�µ�Ä

�ç�”�Â�¿�Å �•�a �³�ï�¬�ç

�Ú�ç�½

�¯�ï�Â�©�µ�Ä �³�µ�Â�Ü

�›�V  EXEC • — • • —

�æ�æ�”�µ �!�Ë�º�0

�7�� �\�w�¯�Ú�ï�Å�x�7���w�‹�w�p�b�{

�¯�Ú�ï�Å 
†�Ì

clear configure dhcprelay DHCP �æ�è�”  �¤�”�´�£�ï�Ä�w
ƒ���›�b�‚�o�_	†�`�‡�b�{

clear dhcprelay statistics DHCP �æ�è�”  �¤�”�´�£�ï�Ä�w�-	Ø�C�§�¢�ï�»�›	«�ˆ�`�‡�b�{

show dhcprelay statistics DHCP �æ�è�”  �¤�”�´�£�ï�Ä�w�w�-	Ø�C�›
¯�Ô�`�‡�b�{

show running-config dhcprelay �q�O�w  DHCP �æ�è�”  �¤�”�´�£�ï�Ä  �¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï�›

¯�Ô�`�‡�b�{
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debug disk
�Ñ�•� �ç  �³�µ�Â�Ü�w�Ã�Ì�¿�¬	Ø�C�›
¯�Ô�b�”�t�x�z�›�V  EXEC �Þ�”�Å�p  debug disk �¯�Ú�ï�Å�›�–
�;�`�‡�b�{�Ã�Ì�¿�¬	Ø�C�w
¯�Ô�›�Ã�Ÿ�·�”�Ò�ç�t�b�”�t�x�z�\�w�¯�Ú�ï�Å�w  no ���Ü�›�–�;�`�‡�b�{

debug disk { file | file-verbose | filesystem} [ level]

no debug disk { file | file-verbose | filesystem}

�³�ï�»�¿�«�µ�w
†�Ì

�Ã�Ñ�¥�ç�Ä level �w�Ã�Ñ�¥�ç�Ä�‹�x  1 �p�b�{

�¯�Ú�ï�Å  �Þ�”�Å �Í�w
¯�x�z�\�w�¯�Ú�ï�Å�›�Ö�—�p�V�”�Þ�”�Å�›�Ô�`�o�M�‡�b�{

�¯�Ú�ï�Å�d�º

�–�;	Í�w�̈ � �Å�å� �ï �Ã�Ì�¿�¬	Z�—�x  CPU �Ó�é�·�µ�p�ô��
Œ	q�•�U�Â�“�p�o�’�•�o�M�”�h�Š�z�Ã�Ì�¿�¬	Z�—�›�æ�O�q�³
�µ�Â�Ü�U�–�;�p�V�s�X�s�”�\�q�U�K�“�‡�b�{�\�w�h�Š�z�›���w�ð�J�w�Ä�å�Ò�ç�³�á�”�Â�Ÿ�ï�¬�›�æ
�O	Ô�ù�•�z�³�µ�¯�w�Â�«�Ç�§�ç  �±�Ù�”�Ä  �µ�»�¿�Ñ�q�w�Ä�å�Ò�ç�³�á�”�Â�Ÿ�ï�¬  �·�¿�³�ã�ï�w���t
�v�“  debug �¯�Ú�ï�Å�›�–�;�`�o�X�i�^�M�{�^�’�t�z�É�¿�Ä�ë�”�«  �Ä�å�Ñ�Ÿ�¿�«�”�•�â�”�²
:�U	—
�s�M�8���t  debug �¯�Ú�ï�Å�›�–�;�b�”�\�q�›�S�ç�Š�`�‡�b�{ �\�w�‘�O�s�8���t�Ã�Ì�¿�¬�›�î�æ�b�”
�q�z debug �¯�Ú�ï�Å�w	r�g�¦�”�Ì�”�Ô�¿�Å�w
ÿ�C�t�‘�l�o�³�µ�Â�Ü�w�–�;�t�è�¹�U
\�a�”�D�ó
Q�U
�ÿ�X�s�“�‡�b�{

file �Ñ�•� �ç  �è�Õ�ç�p�w�Ã�Ÿ�µ�«�w�Ã�Ì�¿�¬  �Ý�¿�·�”�´�›� �É�”�Ò�ç�t�`�‡�b�{

file-verbose �Ñ�•� �ç  �è�Õ�ç�p�w	Ä�I�s�Ã�Ÿ�µ�«�w�Ã�Ì�¿�¬  �Ý�¿�·�”�´�›� �É�”�Ò�ç�t
�`�‡�b�{

filesystem �Ñ�•� �ç  �³�µ�Â�Ü�w�Ã�Ì�¿�¬  �Ý�¿�·�”�´�›� �É�”�Ò�ç�t�`�‡�b�{

level �¢�¦�Ó�³�ã�ï�£
¯�Ô�b�”�Ã�Ì�¿�¬  �Ý�¿�·�”�´�w�è�Õ�ç�¢ 1 �™ 255�£�›
ƒ���`�‡
�b�{�Ã�Ñ�¥�ç�Ä�x  1 �p�b�{�ô�è�Õ�ç�w�å�C�Ý�¿�·�”�´�›
¯�Ô�b�”�t�x�z�è�Õ
�ç�›�ô�M
:�‹�t
ƒ���`�‡�b�{

�¯�Ú�ï�Å  �Þ�”�Å

�Ñ�•� �ž�¢�¥�”�ç  �Þ�”�Å �·�©�á�æ�Â�Ÿ  �¯�ï�Â�©�µ�Ä

�ç�”�Â�¿�Å �•�a �³�ï�¬�ç

�Ú�ç�½

�¯�ï�Â�©�µ�Ä �³�µ�Â�Ü

�›�V  EXEC • • • — •

�æ�æ�”�µ �!�Ë�º�0

7.0(1) �\�w�¯�Ú�ï�Å�U�‹�Ö�^�•�‡�`�h�{
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�« �Í�w�«�p�x�z�Ñ�•� �ç  �è�Õ�ç�p�w�Ã�Ÿ�µ�«�w�Ã�Ì�¿�¬  �Ý�¿�·�”�´�›� �É�”�Ò�ç�t�`�‡�b�{ show
debug �¯�Ú�ï�Å�x�z�Ñ�•� �ç  �è�Õ�ç�p�w�Ã�Ÿ�µ�«  �Ã�Ì�¿�¬  �Ý�¿�·�”�´�U� �É�”�Ò�ç�t�s�l�o�M�”
�\�q�›�Ô�`�‡�b�{ dir  �¯�Ú�ï�Å�›�î�æ�b�”�q�z�M�X�m�T�w�Ã�Ì�¿�¬  �Ý�¿�·�”�´�U�^
R�^�•�‡�b�{

hostname# debug disk file
debug disk file enabled at level 1
hostname# show debug
debug vpn-sessiondb  enabled at level 1
hostname# dir
IFS: Opening: file flash:/, flags 1, mode 0
IFS: Opened: file flash:/ as fd 3
IFS: Getdent: fd 3
IFS: Getdent: fd 3
IFS: Getdent: fd 3
IFS: Getdent: fd 3

Directory of flash:/
IFS: Close: fd 3
IFS: Opening: file flash:/, flags 1, mode 0

4      -rw-  5124096     14:42:27 Apr 04 2005  cdisk.binIFS: Opened: file flash:/ as 
fd 3

9      -rw-  5919340     14:53:39 Apr 04 2005  ASDMIFS: Getdent: fd 3

11     drw-  0           15:18:56 Apr 21 2005  syslog
IFS: Getdent: fd 3
IFS: Getdent: fd 3
IFS: Getdent: fd 3
IFS: Close: fd 3

16128000 bytes total (5047296 bytes free)

���È�¯�Ú�ï�Å �¯�Ú�ï�Å 
†�Ì

show debug �q�O�w�Ã�Ì�¿�¬  �¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï�›
¯�Ô�`�‡�b�{
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debug dns
DNS �t���b�”�Ã�Ì�¿�¬  �Ý�¿�·�”�´�›
¯�Ô�b�”�t�x�z�›�V  EXEC �Þ�”�Å�p  debug dns �¯�Ú�ï�Å�›�–
�;�`�‡�b�{ DNS �t���b�”�Ã�Ì�¿�¬  �Ý�¿�·�”�´�w
¯�Ô�›���­�b�”�t�x�z�\�w�¯�Ú�ï�Å�w  no ���Ü�›�–
�;�`�‡�b�{

debug dns [resolver | all] [ level]

no debug dns [resolver | all] [ level]

�³�ï�»�¿�«�µ�w
†�Ì

�Ã�Ñ�¥�ç�Ä �Ã�Ñ�¥�ç�Ä�w�è�Õ�ç�x  1 �p�b�{�©�”�ë�”�Å�›�¦���`�s�M	Ô�ù�z�·�©�á�æ�Â�Ÿ  �ž�Ó�å� �ž�ï�µ�x�b�‚
�o�w�Ý�¿�·�”�´�›
¯�Ô�`�‡�b�{

�¯�Ú�ï�Å  �Þ�”�Å �Í�w
¯�x�z�\�w�¯�Ú�ï�Å�›�Ö�—�p�V�”�Þ�”�Å�›�Ô�`�o�M�‡�b�{

�¯�Ú�ï�Å�d�º

�–�;	Í�w�̈ � �Å�å� �ï debug �¯�Ú�ï�Å�›�–�;�b�”�q�z�è	ô�”�w���M�É�¿�Ä�ë�”�«�w�Ä�å�Ñ�Ÿ�¿�«�U�—�X�s�”�D�ó
Q�U�K�“
�‡�b�{

�« �Í�w�«�p�x�z DNS �w�Ã�Ì�¿�¬  �Ý�¿�·�”�´�›� �É�”�Ò�ç�t�`�‡�b�{

hostname# debug dns

���È�¯�Ú�ï�Å

level �¢�¦�Ó�³�ã�ï�£
¯�Ô�b�”�Ã�Ì�¿�¬  �Ý�¿�·�”�´�w�è�Õ�ç�¢ 1 �™ 255�£�›
ƒ���`
�‡�b�{�Ã�Ñ�¥�ç�Ä�x  1 �p�b�{�ô�è�Õ�ç�w�å�C�Ý�¿�·�”�´�›
¯�Ô�b�”�t�x�z
�è�Õ�ç�›�ô�M
:�‹�t
ƒ���`�‡�b�{

resolver �¢�¦�Ó�³�ã�ï�£ DNS �æ�º�ç�Ì  �Ý�¿�·�”�´�i�Z�›
¯�Ô�`�‡�b�{

all �¢�Ã�Ñ�¥�ç�Ä�£ DNS �©�ß�¿�³�á�t���b�”�Ý�¿�·�”�´�›���‰�z�b�‚�o�w�Ý�¿
�·�”�´�›
¯�Ô�`�‡�b�{

�¯�Ú�ï�Å  �Þ�”�Å

�Ñ�•� �ž�¢�¥�”�ç  �Þ�”�Å �·�©�á�æ�Â�Ÿ  �¯�ï�Â�©�µ�Ä

�ç�”�Â�¿�Å �•�a �³�ï�¬�ç

�Ú�ç�½

�¯�ï�Â�©�µ�Ä �³�µ�Â�Ü

�›�V  EXEC • • • • —

�æ�æ�”�µ �!�Ë�º�0

7.0(1) �\�w�¯�Ú�ï�Å�U�‹�Ö�^�•�‡�`�h�{

�¯�Ú�ï�Å 
†�Ì

class-map �·�©�á�æ�Â�Ÿ  �ž�«�³�ã�ï�›�&�;�b�”
Œ�w�Ä�å�Ñ�Ÿ�¿�«  �«�å�µ�›���[�`
�‡�b�{  

inspect dns DNS �ž�Ó�æ�­�”�³�ã�ï�U�*�›� �É�”�Ò�ç�t�`�‡�b�{

policy-map �«�å�µ  �Ú�¿�Ó�›�›���w�·�©�á�æ�Â�Ÿ  �ž�«�³�ã�ï�t���È
Ç�Z�‡�b�{

service-policy 1 �m�‡�h�x
ó
:�w� �ï�»�”�Ñ�£� �µ�t�Ù�æ�³�”  �Ú�¿�Ó�›�&�;�`�‡�b�{
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debug eap
�É�¿�Ä�ë�”�«  �ž�Å�Û�¿�³�ã�ï  �¯�ï�Ä�é�”�ç  �Ý�¿�·�”�´�›�Ã�Ì�¿�¬�b�”�h�Š�z EAP � �Õ�ï�Ä�w�é�ª
�ï�¬�›� �É�”�Ò�ç�t�b�”�t�x�z�›�V  EXEC �Þ�”�Å�p  debug eap �¯�Ú�ï�Å�›�–�;�`�‡�b�{ EAP �Ã�Ì�¿
�¬  �Ý�¿�·�”�´�w�é�ª�ï�¬�›�Ã�Ÿ�·�”�Ò�ç�t�b�”�t�x�z�\�w�¯�Ú�ï�Å�w  no ���Ü�›�–�;�`�‡�b�{  

debug eap {all | errors | events | packets | sm}

no debug eap [all | errors | events | packets | sm]

�³�ï�»�¿�«�µ�w
†�Ì

�Ã�Ñ�¥�ç�Ä �Ã�Ñ�¥�ç�Ä�w�ˆ�^�•�‹�x�K�“�‡�d�œ�{

�¯�Ú�ï�Å  �Þ�”�Å �Í�w
¯�x�z�\�w�¯�Ú�ï�Å�›�Ö�—�p�V�”�Þ�”�Å�›�Ô�`�o�M�‡�b�{

�¯�Ú�ï�Å�d�º

�–�;	Í�w�̈ � �Å�å� �ï �\�w�¯�Ú�ï�Å�›�–�;�b�”�q�z�·�©�á�æ�Â�Ÿ  �ž�Ó�å� �ž�ï�µ�x  EAP �·�¿�³�ã�ï�w	Ý�6�w�!�=�q�µ
�Â�”�»�µ  �«�¤�æ�”  � �Õ�ï�Ä�›�G�å�`�z 16 
����Ü�p  EAP �w�ì
¶�s�è�¯�”�Å�q�Í�­�¿�Ä�w�º�0�›
\
R
�`�‡�b�{

�Ã�Ì�¿�¬	Z�—�t�ô��
Œ	q�•�›�Â�“�p�o�”�\�q�p�z�³�µ�Â�Ü�U�–�;�p�V�s�X�s�”�\�q�U�K�“�‡�b�{�\
�w�h�Š�z �›���w�ð�J�w�Ä�å�Ò�ç�³�á�”�Â�Ÿ�ï�¬�›�æ�O	Ô�ù�•�z �³�µ�¯�w�Â�«�Ç�§�ç  �±�Ù�”�Ä  �µ�»�¿
�Ñ�q�w�Ä�å�Ò�ç�³�á�”�Â�Ÿ�ï�¬  �·�¿�³�ã�ï�w���t�v�“  debug �¯�Ú�ï�Å�›�–�;�`�o�X�i�^�M�{�^�’
�t�z�É�¿�Ä�ë�”�«  �Ä�å�Ñ�Ÿ�¿�«�”�•�â�”�²
:�U	—�s�M�8���t  debug �¯�Ú�ï�Å�›�–�;�b�”�\�q�›�S
�ç�Š�`�‡�b�{�\�w�‘�O�s�8���t�Ã�Ì�¿�¬�›�î�æ�b�”�q�z debug �¯�Ú�ï�Å�w	r�g�¦�”�Ì�”�Ô�¿�Å�w
ÿ
�C�t�‘�l�o�³�µ�Â�Ü�w�–�;�t�è�¹�U
\�a�”�D�ó
Q�U�ÿ�X�s�“�‡�b�{

�« �Í�w�«�p�x�z�b�‚�o�w  EAP �·�¿�³�ã�ï  � �Õ�ï�Ä�w�é�ª�ï�¬�›� �É�”�Ò�ç�t�`�‡�b�{

hostname# debug eap events
hostname# 

all �b�‚�o�w  EAP 	Ø�C�t���b�”�Ã�Ì�¿�¬  �Ý�¿�·�”�´�w�é�ª�ï�¬�›� �É�”�Ò�ç
�t�`�‡�b�{

errors EAP �Í�­�¿�Ä  �¤�å�”�w�é�ª�ï�¬�›� �É�”�Ò�ç�t�`�‡�b�{

events EAP �·�¿�³�ã�ï  � �Õ�ï�Ä�w�é�ª�ï�¬�›� �É�”�Ò�ç�t�`�‡�b�{

packets EAP �Í�­�¿�Ä	Ø�C�t���b�”�Ã�Ì�¿�¬  �Ý�¿�·�”�´�w�é�ª�ï�¬�›� �É�”�Ò�ç
�t�`�‡�b�{

sm EAP �µ�Â�”�Ä  �Ú�³�”�ï�w	Ø�C�t���b�”�Ã�Ì�¿�¬  �Ý�¿�·�”�´�w�é�ª�ï�¬�›
� �É�”�Ò�ç�t�`�‡�b�{

�¯�Ú�ï�Å  �Þ�”�Å

�Ñ�•� �ž�¢�¥�”�ç  �Þ�”�Å �·�©�á�æ�Â�Ÿ  �¯�ï�Â�©�µ�Ä

�ç�”�Â�¿�Å �•�a �³�ï�¬�ç

�Ú�ç�½

�¯�ï�Â�©�µ�Ä �³�µ�Â�Ü

�›�V  EXEC • • • — •

�æ�æ�”�µ �!�Ë�º�0

7.2(1) �\�w�¯�Ú�ï�Å�U�‹�Ö�^�•�‡�`�h�{
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�Í�w�«�p�x�z�b�‚�o�w  EAP �Ã�Ì�¿�¬  �Ý�¿�·�”�´�w�é�ª�ï�¬�›� �É�”�Ò�ç�t�`�‡�b�{

hostname# debug eap all
hostname# 

�Í�w�«�p�x�z�b�‚�o�w  EAP �Ã�Ì�¿�¬  �Ý�¿�·�”�´�w�é�ª�ï�¬�›�Ã�Ÿ�·�”�Ò�ç�t�`�‡�b�{

hostname# no debug eap
hostname# 

���È�¯�Ú�ï�Å �¯�Ú�ï�Å 
†�Ì

debug eou NAC �Ý�¿�·�”�´�›�Ã�Ì�¿�¬�b�”�h�Š�w  EAP over UDP�¢ EAPoUDP�£� �Õ�ï
�Ä�w�é�ª�ï�¬�›� �É�”�Ò�ç�t�`�‡�b�{

debug nac NAC � �Õ�ï�Ä�w�é�ª�ï�¬�›� �É�”�Ò�ç�t�`�‡�b�{  

eou initialize 1 �m�‡�h�x�f�•�Ž	Í�w  NAC �·�¿�³�ã�ï�t�Â�“�p�o�’�•�o�M�”�æ�¹�”�µ�›
	«�ˆ�`�z	ý�`�M�Á	Ú�E�w�Ù�µ�½�ß�¬�Ý�›�·�¿�³�ã�ï�]�q�t�‰�•�`�‡�b�{

eou revalidate 1 �m�‡�h�x�f�•�Ž	Í�w  NAC �·�¿�³�ã�ï�w�Ù�µ�½�ß�6�¬�Ý�›�h�i�j�t�§
M
�`�‡�b�{

show debug �q�O�w�Ã�Ì�¿�¬  �¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï�›
¯�Ô�`�‡�b�{
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debug entity
���g	Ø�C�Õ�”�µ�¢ MIB�£�w�Ã�Ì�¿�¬	Ø�C�›
¯�Ô�b�”�t�x�z�›�V  EXEC �Þ�”�Å�p  debug entity �¯�Ú�ï
�Å�›�–�;�`�‡�b�{�Ã�Ì�¿�¬	Ø�C�w
¯�Ô�›�Ã�Ÿ�·�”�Ò�ç�t�b�”�t�x�z�\�w�¯�Ú�ï�Å�w  no ���Ü�›�–�;
�`�‡�b�{

debug entity [level]

no debug entity

�³�ï�»�¿�«�µ�w
†�Ì

�Ã�Ñ�¥�ç�Ä level �w�Ã�Ñ�¥�ç�Ä�‹�x  1 �p�b�{

�¯�Ú�ï�Å  �Þ�”�Å �Í�w
¯�x�z�\�w�¯�Ú�ï�Å�›�Ö�—�p�V�”�Þ�”�Å�›�Ô�`�o�M�‡�b�{

�¯�Ú�ï�Å�d�º

�–�;	Í�w�̈ � �Å�å� �ï �Ã�Ì�¿�¬	Z�—�x  CPU �Ó�é�·�µ�p�ô��
Œ	q�•�U�Â�“�p�o�’�•�o�M�”�h�Š�z�Ã�Ì�¿�¬	Z�—�›�æ�O�q�³
�µ�Â�Ü�U�–�;�p�V�s�X�s�”�\�q�U�K�“�‡�b�{�\�w�h�Š�z�›���w�ð�J�w�Ä�å�Ò�ç�³�á�”�Â�Ÿ�ï�¬�›�æ
�O	Ô�ù�•�z�³�µ�¯�w�Â�«�Ç�§�ç  �±�Ù�”�Ä  �µ�»�¿�Ñ�q�w�Ä�å�Ò�ç�³�á�”�Â�Ÿ�ï�¬  �·�¿�³�ã�ï�w���t
�v�“  debug �¯�Ú�ï�Å�›�–�;�`�o�X�i�^�M�{�^�’�t�z�É�¿�Ä�ë�”�«  �Ä�å�Ñ�Ÿ�¿�«�”�•�â�”�²
:�U	—
�s�M�8���t  debug �¯�Ú�ï�Å�›�–�;�b�”�\�q�›�S�ç�Š�`�‡�b�{ �\�w�‘�O�s�8���t�Ã�Ì�¿�¬�›�î�æ�b�”
�q�z debug �¯�Ú�ï�Å�w	r�g�¦�”�Ì�”�Ô�¿�Å�w
ÿ�C�t�‘�l�o�³�µ�Â�Ü�w�–�;�t�è�¹�U
\�a�”�D�ó
Q�U
�ÿ�X�s�“�‡�b�{

�« �Í�w�«�p�x�z MIB �Ã�Ì�¿�¬  �Ý�¿�·�”�´�›� �É�”�Ò�ç�t�`�‡�b�{ show debug �¯�Ú�ï�Å�x�z MIB �Ã�Ì�¿
�¬  �Ý�¿�·�”�´�U� �É�”�Ò�ç�t�s�l�o�M�”�\�q�›�Ô�`�‡�b�{

hostname# debug entity
debug entity  enabled at level 1
hostname# show debug
debug entity  enabled at level 1
hostname#

���È�¯�Ú�ï�Å

level �¢�¦�Ó�³�ã�ï�£
¯�Ô�b�”�Ã�Ì�¿�¬  �Ý�¿�·�”�´�w�è�Õ�ç�¢ 1 �™ 255�£�›
ƒ���`
�‡�b�{�Ã�Ñ�¥�ç�Ä�x  1 �p�b�{�ô�è�Õ�ç�w�å�C�Ý�¿�·�”�´�›
¯�Ô�b�”�t�x�z
�è�Õ�ç�›�ô�M
:�‹�t
ƒ���`�‡�b�{

�¯�Ú�ï�Å  �Þ�”�Å

�Ñ�•� �ž�¢�¥�”�ç  �Þ�”�Å �·�©�á�æ�Â�Ÿ  �¯�ï�Â�©�µ�Ä

�ç�”�Â�¿�Å �•�a �³�ï�¬�ç

�Ú�ç�½

�¯�ï�Â�©�µ�Ä �³�µ�Â�Ü

�›�V  EXEC • • • • •

�æ�æ�”�µ �!�Ë�º�0

7.0(1) �\�w�¯�Ú�ï�Å�U�‹�Ö�^�•�‡�`�h�{

�¯�Ú�ï�Å 
†�Ì

show debug �q�O�w�Ã�Ì�¿�¬  �¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï�›
¯�Ô�`�‡�b�{
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debug eou
�É�¿�Ä�ë�”�«  �ž�Å�Û�¿�³�ã�ï  �¯�ï�Ä�é�”�ç  �Ý�¿�·�”�´�›�Ã�Ì�¿�¬�b�”�h�Š�w  EAP over UDP

�¢ EAPoUDP�£� �Õ�ï�Ä�w�é�ª�ï�¬�›� �É�”�Ò�ç�t�b�”�t�x�z�›�V  EXEC �Þ�”�Å�p  debug eou �¯�Ú�ï
�Å�›�–�;�`�‡�b�{ EAPoUDP �Ã�Ì�¿�¬  �Ý�¿�·�”�´�w�é�ª�ï�¬�›�Ã�Ÿ�·�”�Ò�ç�t�b�”�t�x�z�\�w�¯�Ú
�ï�Å�w  no ���Ü�›�–�;�`�‡�b�{  

debug eou {all | eap | errors | events | packets | sm}

no debug eou [all | eap | errors | events | packets | sm]

�³�ï�»�¿�«�µ�w
†�Ì

�Ã�Ñ�¥�ç�Ä �Ã�Ñ�¥�ç�Ä�w�ˆ�^�•�‹�x�K�“�‡�d�œ�{

�¯�Ú�ï�Å  �Þ�”�Å �Í�w
¯�x�z�\�w�¯�Ú�ï�Å�›�Ö�—�p�V�”�Þ�”�Å�›�Ô�`�o�M�‡�b�{

�¯�Ú�ï�Å�d�º

�–�;	Í�w�̈ � �Å�å� �ï �\�w�¯�Ú�ï�Å�›�–�;�b�”�q�z �·�©�á�æ�Â�Ÿ  �ž�Ó�å� �ž�ï�µ�x  EAPoUDP �·�¿�³�ã�ï�w	Ý�6�w�!�=�q
�»� �Ú�”  � �Õ�ï�Ä�›�G�å�`�z 16 
����Ü�p  EAPoUDP �Ô�¿�¼�”�w�ì
¶�s�è�¯�”�Å�q�Í�­�¿�Ä�w�º�0
�›
\
R�`�‡�b�{

�Ã�Ì�¿�¬	Z�—�t�ô��
Œ	q�•�›�Â�“�p�o�”�\�q�p�z�³�µ�Â�Ü�U�–�;�p�V�s�X�s�”�\�q�U�K�“�‡�b�{�\
�w�h�Š�z �›���w�ð�J�w�Ä�å�Ò�ç�³�á�”�Â�Ÿ�ï�¬�›�æ�O	Ô�ù�•�z �³�µ�¯�w�Â�«�Ç�§�ç  �±�Ù�”�Ä  �µ�»�¿
�Ñ�q�w�Ä�å�Ò�ç�³�á�”�Â�Ÿ�ï�¬  �·�¿�³�ã�ï�w���t�v�“  debug �¯�Ú�ï�Å�›�–�;�`�o�X�i�^�M�{�^�’
�t�z�É�¿�Ä�ë�”�«  �Ä�å�Ñ�Ÿ�¿�«�”�•�â�”�²
:�U	—�s�M�8���t  debug �¯�Ú�ï�Å�›�–�;�b�”�\�q�›�S
�ç�Š�`�‡�b�{�\�w�‘�O�s�8���t�Ã�Ì�¿�¬�›�î�æ�b�”�q�z debug �¯�Ú�ï�Å�w	r�g�¦�”�Ì�”�Ô�¿�Å�w
ÿ
�C�t�‘�l�o�³�µ�Â�Ü�w�–�;�t�è�¹�U
\�a�”�D�ó
Q�U�ÿ�X�s�“�‡�b�{

all �b�‚�o�w  EAPoUDP 	Ø�C�t���b�”�Ã�Ì�¿�¬  �Ý�¿�·�”�´�w�é�ª�ï�¬�›� 
�É�”�Ò�ç�t�`�‡�b�{

eap EAPoUDP �Í�­�¿�Ä�t���b�”�Ã�Ì�¿�¬  �Ý�¿�·�”�´�w�é�ª�ï�¬�›� �É�”�Ò�ç
�t�`�‡�b�{

errors EAPoUDP �Í�­�¿�Ä  �¤�å�”�w�é�ª�ï�¬�›� �É�”�Ò�ç�t�`�‡�b�{

events EAPoUDP �·�¿�³�ã�ï  � �Õ�ï�Ä�w�é�ª�ï�¬�›� �É�”�Ò�ç�t�`�‡�b�{

packets EAPoUDP �Í�­�¿�Ä	Ø�C�t���b�”�Ã�Ì�¿�¬  �Ý�¿�·�”�´�w�é�ª�ï�¬�›� �É�”
�Ò�ç�t�`�‡�b�{

sm EAPoUDP �µ�Â�”�Ä  �Ú�³�ï	Ø�C�t���b�”�Ã�Ì�¿�¬  �Ý�¿�·�”�´�w�é�ª�ï�¬
�›� �É�”�Ò�ç�t�`�‡�b�{

�¯�Ú�ï�Å  �Þ�”�Å

�Ñ�•� �ž�¢�¥�”�ç  �Þ�”�Å �·�©�á�æ�Â�Ÿ  �¯�ï�Â�©�µ�Ä

�ç�”�Â�¿�Å �•�a �³�ï�¬�ç

�Ú�ç�½

�¯�ï�Â�©�µ�Ä �³�µ�Â�Ü

�›�V  EXEC • • • — •

�æ�æ�”�µ �!�Ë�º�0

7.2(1) �\�w�¯�Ú�ï�Å�U�‹�Ö�^�•�‡�`�h�{
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�« �Í�w�«�p�x�z�b�‚�o�w  EAPoUDP �·�¿�³�ã�ï  � �Õ�ï�Ä�w�é�ª�ï�¬�›� �É�”�Ò�ç�t�`�‡�b�{

hostname# debug eou events
hostname# 

�Í�w�«�p�x�z�b�‚�o�w  EAPoUDP �Ã�Ì�¿�¬  �Ý�¿�·�”�´�w�é�ª�ï�¬�›� �É�”�Ò�ç�t�`�‡�b�{

hostname# debug eou all
hostname# 

�Í�w�«�p�x�z�b�‚�o�w  EAPoUDP �Ã�Ì�¿�¬  �Ý�¿�·�”�´�w�é�ª�ï�¬�›�Ã�Ÿ�·�”�Ò�ç�t�`�‡�b�{

hostname# no debug eou
hostname# 

���È�¯�Ú�ï�Å �¯�Ú�ï�Å 
†�Ì

debug eap NAC �Ý�¿�·�”�´�›�Ã�Ì�¿�¬�b�”�h�Š�w  EAP � �Õ�ï�Ä�w�é�ª�ï�¬�›� �É�”
�Ò�ç�t�`�‡�b�{

debug nac NAC � �Õ�ï�Ä�w�é�ª�ï�¬�›� �É�”�Ò�ç�t�`�‡�b�{  

eou initialize 1 �m�‡�h�x�f�•�Ž	Í�w  NAC �·�¿�³�ã�ï�t�Â�“�p�o�’�•�o�M�”�æ�¹�”�µ�›
	«�ˆ�`�z	ý�`�M�Á	Ú�E�w�Ù�µ�½�ß�¬�Ý�›�·�¿�³�ã�ï�]�q�t�‰�•�`�‡�b�{

eou revalidate 1 �m�‡�h�x�f�•�Ž	Í�w  NAC �·�¿�³�ã�ï�w�Ù�µ�½�ß�6�¬�Ý�›�h�i�j�t�§
M
�`�‡�b�{

show debug �q�O�w�Ã�Ì�¿�¬  �¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï�›
¯�Ô�`�‡�b�{
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debug esmtp
SMTP/ESMTP �ž�Ó�æ�­�”�³�ã�ï�U�*�t���b�”�Ã�Ì�¿�¬  �Ý�¿�·�”�´�›
¯�Ô�b�”�t�x�z�›�V  EXEC
�Þ�”�Å�p  debug smtp �¯�Ú�ï�Å�›�–�;�`�‡�b�{ SMTP/ESMTP �ž�Ó�æ�­�”�³�ã�ï�U�*�t���b�”�Ã�Ì�¿
�¬  �Ý�¿�·�”�´�w
¯�Ô�›���­�b�”�t�x�z�\�w�¯�Ú�ï�Å�w  no ���Ü�›�–�;�`�‡�b�{

debug esmtp[level]

no debug esmtp [level]

�³�ï�»�¿�«�µ�w
†�Ì

�Ã�Ñ�¥�ç�Ä level �w�Ã�Ñ�¥�ç�Ä�‹�x  1 �p�b�{

�¯�Ú�ï�Å  �Þ�”�Å �Í�w
¯�x�z�\�w�¯�Ú�ï�Å�›�Ö�—�p�V�”�Þ�”�Å�›�Ô�`�o�M�‡�b�{

�¯�Ú�ï�Å�d�º

�–�;	Í�w�̈ � �Å�å� �ï debug �¯�Ú�ï�Å�w�q�O�w
ƒ���›
¯�Ô�b�”�t�x�z show debug �¯�Ú�ï�Å�›�Ö�—�`�‡�b�{�Ã�Ì�¿�¬	Z�—�›
���­�b�”�t�x�z no debug �¯�Ú�ï�Å�›�Ö�—�`�‡�b�{�Ã�Ì�¿�¬  �Ý�¿�·�”�´�U�b�‚�o
¯�Ô�^�•�s�M�‘�O
�t�b�”�t�x�z no debug all �¯�Ú�ï�Å�›�Ö�—�`�‡�b�{

�¢�«�£ debug esmtp �¯�Ú�ï�Å�›� �É�”�Ò�ç�t�b�”�q�z�è	ô�”�w���M�É�¿�Ä�ë�”�«�p�x�z�Ä�å�Ñ�Ÿ�¿�«�w��
�S�U�—�X�s�“�‡�b�{

�« �Í�w�«�p�x�z SMTP/ESMTP �ž�Ó�æ�­�”�³�ã�ï�U�*�t�0�b�”�Ã�Ì�¿�¬  �Ý�¿�·�”�´�›�Ã�Ñ�¥�ç�Ä�w�è
�Õ�ç�¢ 1�£�p� �É�”�Ò�ç�t�`�‡�b�{

hostname# debug esmtp

���È�¯�Ú�ï�Å

level �¢�¦�Ó�³�ã�ï�£
¯�Ô�b�”�Ã�Ì�¿�¬  �Ý�¿�·�”�´�w�è�Õ�ç�¢ 1 �™ 255�£�›
ƒ���`
�‡�b�{�Ã�Ñ�¥�ç�Ä�x  1 �p�b�{�ô�è�Õ�ç�w�å�C�Ý�¿�·�”�´�›
¯�Ô�b�”�t�x�z
�è�Õ�ç�›�ô�M
:�‹�t
ƒ���`�‡�b�{

�¯�Ú�ï�Å  �Þ�”�Å

�Ñ�•� �ž�¢�¥�”�ç  �Þ�”�Å �·�©�á�æ�Â�Ÿ  �¯�ï�Â�©�µ�Ä

�ç�”�Â�¿�Å �•�a �³�ï�¬�ç

�Ú�ç�½

�¯�ï�Â�©�µ�Ä �³�µ�Â�Ü

�›�V  EXEC • • • • —

�æ�æ�”�µ �!�Ë�º�0

�7�� �\�w�¯�Ú�ï�Å�x�7���w�‹�w�p�b�{

�¯�Ú�ï�Å 
†�Ì

class-map �·�©�á�æ�Â�Ÿ  �ž�«�³�ã�ï�›�&�;�b�”
Œ�w�Ä�å�Ñ�Ÿ�¿�«  �«�å�µ�›���[�`�‡
�b�{  

inspect esmtp ESMTP �ž�Ó�æ�­�”�³�ã�ï�U�*�›� �É�”�Ò�ç�t�`�‡�b�{

policy-map �«�å�µ  �Ú�¿�Ó�›�›���w�·�©�á�æ�Â�Ÿ  �ž�«�³�ã�ï�t���È
Ç�Z�‡�b�{

service-policy 1 �m�‡�h�x
ó
:�w� �ï�»�”�Ñ�£� �µ�t�Ù�æ�³�”  �Ú�¿�Ó�›�&�;�`�‡�b�{

show conn SMTP �s�r�z�^�‡�_�‡�s
€���»� �Ó�w
€��	Ý�6�›
¯�Ô�`�‡�b�{
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debug fixup
�ž�Ó�æ�­�”�³�ã�ï�U�*�t���b�”	Ä�I	Ø�C�›
¯�Ô�b�”�t�x�z�›�V  EXEC �Þ�”�Å�p  debug fixup �¯�Ú�ï
�Å�›�–�;�`�‡�b�{�Ã�Ì�¿�¬�›�Ã�Ÿ�·�”�Ò�ç�t�b�”�t�x�z�\�w�¯�Ú�ï�Å�w  no ���Ü�›�–�;�`�‡�b�{

debug fixup

no  debug fixup

�Ã�Ñ�¥�ç�Ä �Ã�Ñ�¥�ç�Ä�p�x�z�b�‚�o�w�¦�Ó�³�ã�ï�U� �É�”�Ò�ç�t�s�l�o�M�‡�b�{

�¯�Ú�ï�Å  �Þ�”�Å �Í�w
¯�x�z�\�w�¯�Ú�ï�Å�›�Ö�—�p�V�”�Þ�”�Å�›�Ô�`�o�M�‡�b�{

�¯�Ú�ï�Å�d�º

�–�;	Í�w�̈ � �Å�å� �ï debug fixup �¯�Ú�ï�Å�x�z�ž�Ó�æ�­�”�³�ã�ï�U�*�t���b�”	Ä�I	Ø�C�›
¯�Ô�`�‡�b�{ no debug all �¯�Ú
�ï�Å�‡�h�x  undebug all �¯�Ú�ï�Å�x�z� �É�”�Ò�ç�s�Ã�Ì�¿�¬�›�b�‚�o�¦�Ñ�t�`�‡�b�{

�« �Í�w�«�p�x�z�ž�Ó�æ�­�”�³�ã�ï�U�*�t���b�”	Ä�I	Ø�C�w
¯�Ô�›� �É�”�Ò�ç�t�`�‡�b�{

hostname# debug fixup

���È�¯�Ú�ï�Å

�¯�Ú�ï�Å  �Þ�”�Å

�Ñ�•� �ž�¢�¥�”�ç  �Þ�”�Å �·�©�á�æ�Â�Ÿ  �¯�ï�Â�©�µ�Ä

�ç�”�Â�¿�Å �•�a �³�ï�¬�ç

�Ú�ç�½

�¯�ï�Â�©�µ�Ä �³�µ�Â�Ü

�›�V  EXEC • • • • —

�æ�æ�”�µ �!�Ë�º�0

�7�� �\�w�¯�Ú�ï�Å�x�7���w�‹�w�p�b�{

�¯�Ú�ï�Å 
†�Ì

class-map �·�©�á�æ�Â�Ÿ  �ž�«�³�ã�ï�›�&�;�b�”
Œ�w�Ä�å�Ñ�Ÿ�¿�«  �«�å�µ�›���[�`�‡
�b�{  

inspect protocol �›���w�Ó�é�Ä�¯�ç�t���b�”�ž�Ó�æ�­�”�³�ã�ï�U�*�›� �É�”�Ò�ç�t�`�‡�b�{

policy-map �«�å�µ  �Ú�¿�Ó�›�›���w�·�©�á�æ�Â�Ÿ  �ž�«�³�ã�ï�t���È
Ç�Z�‡�b�{
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debug fover
�Ñ�£�”�ç�¦�”�Ì�”�w�Ã�Ì�¿�¬	Ø�C�›
¯�Ô�b�”�t�x�z�›�V  EXEC �Þ�”�Å�p  debug fover �¯�Ú�ï�Å�›�–
�;�`�‡�b�{�Ã�Ì�¿�¬	Ø�C�w
¯�Ô�›�Ã�Ÿ�·�”�Ò�ç�t�b�”�t�x�z�\�w�¯�Ú�ï�Å�w  no ���Ü�›�–�;�`�‡�b�{  

debug fover { cable | fail  | fmsg | ifc | open | rx | rxdmp | rxip | switch | sync | tx | txdmp | txip | verify}

no debug fover { cable | fail  | fmsg | ifc | open | rx | rxdmp | rxip | switch | sync | tx | txdmp | txip | verify}

�³�ï�»�¿�«�µ�w
†�Ì

�Ã�Ñ�¥�ç�Ä �Ã�Ñ�¥�ç�Ä�w�ˆ�^�•�‹�x�K�“�‡�d�œ�{

�¯�Ú�ï�Å  �Þ�”�Å �Í�w
¯�x�z�\�w�¯�Ú�ï�Å�›�Ö�—�p�V�”�Þ�”�Å�›�Ô�`�o�M�‡�b�{

�¯�Ú�ï�Å�d�º

�–�;	Í�w�̈ � �Å�å� �ï �Ã�Ì�¿�¬	Z�—�x  CPU �Ó�é�·�µ�p�ô��
Œ	q�•�U�Â�“�p�o�’�•�o�M�”�h�Š�z�Ã�Ì�¿�¬	Z�—�›�æ�O�q�³
�µ�Â�Ü�U�–�;�p�V�s�X�s�”�\�q�U�K�“�‡�b�{�\�w�h�Š�z�›���w�ð�J�w�Ä�å�Ò�ç�³�á�”�Â�Ÿ�ï�¬�›�æ
�O	Ô�ù�•�z�³�µ�¯�w�Â�«�Ç�§�ç  �±�Ù�”�Ä  �µ�»�¿�Ñ�q�w�Ä�å�Ò�ç�³�á�”�Â�Ÿ�ï�¬  �·�¿�³�ã�ï�w���t
�v�“  debug �¯�Ú�ï�Å�›�–�;�`�o�X�i�^�M�{�^�’�t�z�É�¿�Ä�ë�”�«  �Ä�å�Ñ�Ÿ�¿�«�”�•�â�”�²
:�U	—
�s�M�8���t  debug �¯�Ú�ï�Å�›�–�;�b�”�\�q�›�S�ç�Š�`�‡�b�{ �\�w�‘�O�s�8���t�Ã�Ì�¿�¬�›�î�æ�b�”
�q�z debug �¯�Ú�ï�Å�w	r�g�¦�”�Ì�”�Ô�¿�Å�w
ÿ�C�t�‘�l�o�³�µ�Â�Ü�w�–�;�t�è�¹�U
\�a�”�D�ó
Q�U
�ÿ�X�s�“�‡�b�{

cable �Ñ�£�”�ç�¦�”�Ì�”�w  LAN �µ�Â�”�»�µ�‡�h�x�³�æ�ž�ç  �­�”�Ò�ç  �µ�Â�”�»�µ

fail �Ñ�£�”�ç�¦�”�Ì�”�º
æ�«�Ž

fmsg �Ñ�£�”�ç�¦�”�Ì�”  �Ý�¿�·�”�´

ifc �É�¿�Ä�ë�”�«  � �ï�»�”�Ñ�£� �µ  �µ�Â�”�»�µ  �Ä�è�”�µ

open �Ñ�£�”�ç�¦�”�Ì�”  �Ã�Ì� �µ  �¦�”�Ó�ï

rx �Ñ�£�”�ç�¦�”�Ì�”  �Ý�¿�·�”�´	!	ô

rxdmp �Ñ�£�”�ç�¦�”�Ì�”	!	ô�Ý�¿�·�”�´  �¼�ï�Ó�¢�³�æ�ž�ç  �¯�ï�¹�”�ç�w�ˆ�£

rxip IP �É�¿�Ä�ë�”�«  �Ñ�£�”�ç�¦�”�Ì�”  �Í�­�¿�Ä	!	ô

switch �Ñ�£�”�ç�¦�”�Ì�”  �µ� �¿�½�ï�¬  �µ�Â�”�»�µ

sync �Ñ�£�”�ç�¦�”�Ì�”  �¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï�z�‡�h�x�¯�Ú�ï�Å
ó
a

tx �Ñ�£�”�ç�¦�”�Ì�”  �Ý�¿�·�”�´
ù	ô

txdmp �Ñ�£�”�ç�¦�”�Ì�”
ù	ô�Ý�¿�·�”�´  �¼�ï�Ó�¢�³�æ�ž�ç  �¯�ï�¹�”�ç�w�ˆ�£

txip IP �É�¿�Ä�ë�”�«  �Ñ�£�”�ç�¦�”�Ì�”  �Í�­�¿�Ä
ù	ô

verify �Ñ�£�”�ç�¦�”�Ì�”  �Ý�¿�·�”�´�w�¬�Ý

�¯�Ú�ï�Å  �Þ�”�Å

�Ñ�•� �ž�¢�¥�”�ç  �Þ�”�Å �·�©�á�æ�Â�Ÿ  �¯�ï�Â�©�µ�Ä

�ç�”�Â�¿�Å �•�a �³�ï�¬�ç

�Ú�ç�½

�¯�ï�Â�©�µ�Ä �³�µ�Â�Ü

�›�V  EXEC • • • • •

�æ�æ�”�µ �!�Ë�º�0

7.0(1) �\�w�¯�Ú�ï�Å�U�!�Ë�^�•�‡�`�h�{�\�w�¯�Ú�ï�Å�t�x�z�å�C�w�Ã�Ì�¿�¬  �©�”
�ë�”�Å�U���‡�•�o�M�‡�b�{
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�« �Í�w�«�x�z�Ñ�£�”�ç�¦�”�Ì�”  �¯�Ú�ï�Å
ó
a�w�Ã�Ì�¿�¬	Ø�C�›
¯�Ô�b�”�M�O�›�Ô�`�o�M�‡�b�{

hostname# debug fover sync
fover event trace on

���È�¯�Ú�ï�Å �¯�Ú�ï�Å 
†�Ì

show failover �Ñ�£�”�ç�¦�”�Ì�”  �¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï�t���b�”	Ø�C�S�‘�|�ˆ�^�w�-
	Ø�C�›
¯�Ô�`�‡�b�{
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debug fsm
FSM �w�Ã�Ì�¿�¬	Ø�C�›
¯�Ô�b�”�t�x�z�›�V  EXEC �Þ�”�Å�p  debug fsm �¯�Ú�ï�Å�›�–�;�`�‡�b�{�Ã
�Ì�¿�¬	Ø�C�w
¯�Ô�›�Ã�Ÿ�·�”�Ò�ç�t�b�”�t�x�z�\�w�¯�Ú�ï�Å�w  no ���Ü�›�–�;�`�‡�b�{

debug fsm [level]

no debug fsm

�³�ï�»�¿�«�µ�w
†�Ì

�Ã�Ñ�¥�ç�Ä level �w�Ã�Ñ�¥�ç�Ä�‹�x  1 �p�b�{

�¯�Ú�ï�Å  �Þ�”�Å �Í�w
¯�x�z�\�w�¯�Ú�ï�Å�›�Ö�—�p�V�”�Þ�”�Å�›�Ô�`�o�M�‡�b�{

�¯�Ú�ï�Å�d�º

�–�;	Í�w�̈ � �Å�å� �ï �Ã�Ì�¿�¬	Z�—�x  CPU �Ó�é�·�µ�p�ô��
Œ	q�•�U�Â�“�p�o�’�•�o�M�”�h�Š�z�Ã�Ì�¿�¬	Z�—�›�æ�O�q�³
�µ�Â�Ü�U�–�;�p�V�s�X�s�”�\�q�U�K�“�‡�b�{�\�w�h�Š�z�›���w�ð�J�w�Ä�å�Ò�ç�³�á�”�Â�Ÿ�ï�¬�›�æ
�O	Ô�ù�•�z�³�µ�¯�w�Â�«�Ç�§�ç  �±�Ù�”�Ä  �µ�»�¿�Ñ�q�w�Ä�å�Ò�ç�³�á�”�Â�Ÿ�ï�¬  �·�¿�³�ã�ï�w���t
�v�“  debug �¯�Ú�ï�Å�›�–�;�`�o�X�i�^�M�{�^�’�t�z�É�¿�Ä�ë�”�«  �Ä�å�Ñ�Ÿ�¿�«�”�•�â�”�²
:�U	—
�s�M�8���t  debug �¯�Ú�ï�Å�›�–�;�b�”�\�q�›�S�ç�Š�`�‡�b�{ �\�w�‘�O�s�8���t�Ã�Ì�¿�¬�›�î�æ�b�”
�q�z debug �¯�Ú�ï�Å�w	r�g�¦�”�Ì�”�Ô�¿�Å�w
ÿ�C�t�‘�l�o�³�µ�Â�Ü�w�–�;�t�è�¹�U
\�a�”�D�ó
Q�U
�ÿ�X�s�“�‡�b�{

�« �Í�w�«�p�x�z FSM �Ã�Ì�¿�¬  �Ý�¿�·�”�´�›� �É�”�Ò�ç�t�`�‡�b�{ show debug �¯�Ú�ï�Å�x�z FSM �Ã
�Ì�¿�¬  �Ý�¿�·�”�´�U� �É�”�Ò�ç�t�s�l�o�M�”�\�q�›�Ô�`�‡�b�{

hostname# debug fsm
debug fsm  enabled at level 1
hostname# show debug
debug fsm  enabled at level 1
hostname#

���È�¯�Ú�ï�Å

level �¢�¦�Ó�³�ã�ï�£
¯�Ô�b�”�Ã�Ì�¿�¬  �Ý�¿�·�”�´�w�è�Õ�ç�¢ 1 �™ 255�£�›
ƒ���`
�‡�b�{�Ã�Ñ�¥�ç�Ä�x  1 �p�b�{�ô�è�Õ�ç�w�å�C�Ý�¿�·�”�´�›
¯�Ô�b�”�t�x�z
�è�Õ�ç�›�ô�M
:�‹�t
ƒ���`�‡�b�{

�¯�Ú�ï�Å  �Þ�”�Å

�Ñ�•� �ž�¢�¥�”�ç  �Þ�”�Å �·�©�á�æ�Â�Ÿ  �¯�ï�Â�©�µ�Ä

�ç�”�Â�¿�Å �•�a �³�ï�¬�ç

�Ú�ç�½

�¯�ï�Â�©�µ�Ä �³�µ�Â�Ü

�›�V  EXEC • • • • •

�æ�æ�”�µ �!�Ë�º�0

7.0(1) �\�w�¯�Ú�ï�Å�U�‹�Ö�^�•�‡�`�h�{

�¯�Ú�ï�Å 
†�Ì

show debug �q�O�w�Ã�Ì�¿�¬  �¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï�›
¯�Ô�`�‡�b�{
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debug ftp client
FTP �t���b�”�Ã�Ì�¿�¬  �Ý�¿�·�”�´�›
¯�Ô�b�”�t�x�z�›�V  EXEC �Þ�”�Å�p  debug ftp client �¯�Ú�ï�Å
�›�–�;�`�‡�b�{ FTP �t���b�”�Ã�Ì�¿�¬  �Ý�¿�·�”�´�w
¯�Ô�›���­�b�”�t�x�z�\�w�¯�Ú�ï�Å�w  no ���Ü
�›�–�;�`�‡�b�{

debug ftp client [level]

no debug ftp client [level]

�³�ï�»�¿�«�µ�w
†�Ì

�Ã�Ñ�¥�ç�Ä level �w�Ã�Ñ�¥�ç�Ä�‹�x  1 �p�b�{

�¯�Ú�ï�Å  �Þ�”�Å �Í�w
¯�x�z�\�w�¯�Ú�ï�Å�›�Ö�—�p�V�”�Þ�”�Å�›�Ô�`�o�M�‡�b�{

�¯�Ú�ï�Å�d�º

�–�;	Í�w�̈ � �Å�å� �ï debug �¯�Ú�ï�Å�w�q�O�w
ƒ���›
¯�Ô�b�”�t�x�z show debug �¯�Ú�ï�Å�›�Ö�—�`�‡�b�{�Ã�Ì�¿�¬	Z�—�›
���­�b�”�t�x�z no debug �¯�Ú�ï�Å�›�Ö�—�`�‡�b�{�Ã�Ì�¿�¬  �Ý�¿�·�”�´�U�b�‚�o
¯�Ô�^�•�s�M�‘�O
�t�b�”�t�x�z no debug all �¯�Ú�ï�Å�›�Ö�—�`�‡�b�{

�¢�«�£ debug ftp client �¯�Ú�ï�Å�›� �É�”�Ò�ç�t�b�”�q�z�è	ô�”�w���M�É�¿�Ä�ë�”�«�p�x�z�Ä�å�Ñ�Ÿ�¿�«�w
���S�U�—�X�s�“�‡�b�{

�« �Í�w�«�p�x�z FTP �w�Ã�Ì�¿�¬  �Ý�¿�·�”�´�›�Ã�Ñ�¥�ç�Ä�w�è�Õ�ç�¢ 1�£�p� �É�”�Ò�ç�t�`�‡�b�{

hostname# debug ftp client

���È�¯�Ú�ï�Å

level �¢�¦�Ó�³�ã�ï�£
¯�Ô�b�”�Ã�Ì�¿�¬  �Ý�¿�·�”�´�w�è�Õ�ç�¢ 1 �™ 255�£�›
ƒ���`
�‡�b�{�Ã�Ñ�¥�ç�Ä�x  1 �p�b�{�ô�è�Õ�ç�w�å�C�Ý�¿�·�”�´�›
¯�Ô�b�”�t�x�z
�è�Õ�ç�›�ô�M
:�‹�t
ƒ���`�‡�b�{

�¯�Ú�ï�Å  �Þ�”�Å

�Ñ�•� �ž�¢�¥�”�ç  �Þ�”�Å �·�©�á�æ�Â�Ÿ  �¯�ï�Â�©�µ�Ä

�ç�”�Â�¿�Å �•�a �³�ï�¬�ç

�Ú�ç�½

�¯�ï�Â�©�µ�Ä �³�µ�Â�Ü

�›�V  EXEC • • • • —

�æ�æ�”�µ �!�Ë�º�0

�7�� �\�w�¯�Ú�ï�Å�x�7���w�‹�w�p�b�{

�¯�Ú�ï�Å 
†�Ì

copy � �Ý�”�´  �Ñ�•� �ç�‡�h�x�¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï  �Ñ�•� �ç�›
FTP �±�”�Ì�q�w���p�ž�¿�Ó�é�”�Å�‡�h�x�¼�¢�ï�é�”�Å�`�‡�b�{

ftp mode passive FTP �·�¿�³�ã�ï�w�Þ�”�Å�›
ƒ���`�‡�b�{  

show running-config ftp mode FTP �«�å� �ž�ï�Ä�w�¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï�›
¯�Ô�`�‡�b�{  
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debug generic
�f�w���w�Ã�Ì�¿�¬	Ø�C�›
¯�Ô�b�”�t�x�z�›�V  EXEC �Þ�”�Å�p  debug generic �¯�Ú�ï�Å�›�–�;�`�‡�b�{
�f�w���w�Ã�Ì�¿�¬	Ø�C�w
¯�Ô�›�Ã�Ÿ�·�”�Ò�ç�t�b�”�t�x�z�\�w�¯�Ú�ï�Å�w  no ���Ü�›�–�;�`�‡�b�{

debug generic [level]

no debug generic

�³�ï�»�¿�«�µ�w
†�Ì

�Ã�Ñ�¥�ç�Ä level �w�Ã�Ñ�¥�ç�Ä�‹�x  1 �p�b�{

�¯�Ú�ï�Å  �Þ�”�Å �Í�w
¯�x�z�\�w�¯�Ú�ï�Å�›�Ö�—�p�V�”�Þ�”�Å�›�Ô�`�o�M�‡�b�{

�¯�Ú�ï�Å�d�º

�–�;	Í�w�̈ � �Å�å� �ï �Ã�Ì�¿�¬	Z�—�x  CPU �Ó�é�·�µ�p�ô��
Œ	q�•�U�Â�“�p�o�’�•�o�M�”�h�Š�z�Ã�Ì�¿�¬	Z�—�›�æ�O�q�³
�µ�Â�Ü�U�–�;�p�V�s�X�s�”�\�q�U�K�“�‡�b�{�\�w�h�Š�z�›���w�ð�J�w�Ä�å�Ò�ç�³�á�”�Â�Ÿ�ï�¬�›�æ
�O	Ô�ù�•�z�³�µ�¯�w�Â�«�Ç�§�ç  �±�Ù�”�Ä  �µ�»�¿�Ñ�q�w�Ä�å�Ò�ç�³�á�”�Â�Ÿ�ï�¬  �·�¿�³�ã�ï�w���t
�v�“  debug �¯�Ú�ï�Å�›�–�;�`�o�X�i�^�M�{�^�’�t�z�É�¿�Ä�ë�”�«  �Ä�å�Ñ�Ÿ�¿�«�”�•�â�”�²
:�U	—
�s�M�8���t  debug �¯�Ú�ï�Å�›�–�;�b�”�\�q�›�S�ç�Š�`�‡�b�{ �\�w�‘�O�s�8���t�Ã�Ì�¿�¬�›�î�æ�b�”
�q�z debug �¯�Ú�ï�Å�w	r�g�¦�”�Ì�”�Ô�¿�Å�w
ÿ�C�t�‘�l�o�³�µ�Â�Ü�w�–�;�t�è�¹�U
\�a�”�D�ó
Q�U
�ÿ�X�s�“�‡�b�{

�« �Í�w�«�p�x�z�f�w���w�Ã�Ì�¿�¬  �Ý�¿�·�”�´�›� �É�”�Ò�ç�t�`�‡�b�{ show debug �¯�Ú�ï�Å�x�z�f�w
���w�Ã�Ì�¿�¬  �Ý�¿�·�”�´�U� �É�”�Ò�ç�t�s�l�o�M�”�\�q�›�Ô�`�‡�b�{

hostname# debug generic
debug generic  enabled at level 1
hostname# show debug
debug generic  enabled at level 1
hostname#

���È�¯�Ú�ï�Å

level �¢�¦�Ó�³�ã�ï�£
¯�Ô�b�”�Ã�Ì�¿�¬  �Ý�¿�·�”�´�w�è�Õ�ç�¢ 1 �™ 255�£�›
ƒ���`
�‡�b�{�Ã�Ñ�¥�ç�Ä�x  1 �p�b�{�ô�è�Õ�ç�w�å�C�Ý�¿�·�”�´�›
¯�Ô�b�”�t�x�z
�è�Õ�ç�›�ô�M
:�‹�t
ƒ���`�‡�b�{

�¯�Ú�ï�Å  �Þ�”�Å

�Ñ�•� �ž�¢�¥�”�ç  �Þ�”�Å �·�©�á�æ�Â�Ÿ  �¯�ï�Â�©�µ�Ä

�ç�”�Â�¿�Å �•�a �³�ï�¬�ç

�Ú�ç�½

�¯�ï�Â�©�µ�Ä �³�µ�Â�Ü

�›�V  EXEC • • • • •

�æ�æ�”�µ �!�Ë�º�0

7.0(1) �\�w�¯�Ú�ï�Å�U�‹�Ö�^�•�‡�`�h�{

�¯�Ú�ï�Å 
†�Ì

show debug �q�O�w�Ã�Ì�¿�¬  �¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï�›
¯�Ô�`�‡�b�{
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debug gtp
GTP �U�*�t���b�”	Ä�I	Ø�C�›
¯�Ô�b�”�t�x�z �›�V  EXEC �Þ�”�Å�p  debug gtp �¯�Ú�ï�Å�›�–�;�`�‡�b�{
�Ã�Ì�¿�¬�›�Ã�Ÿ�·�”�Ò�ç�t�b�”�t�x�z�\�w�¯�Ú�ï�Å�w  no ���Ü�›�–�;�`�‡�b�{

debug gtp [ error  | event | ha | parser]

no debug gtp [ error  | event | ha | parser]

�³�ï�»�¿�«�µ�w
†�Ì

�Ã�Ñ�¥�ç�Ä �Ã�Ñ�¥�ç�Ä�p�x�z�b�‚�o�w�¦�Ó�³�ã�ï�U� �É�”�Ò�ç�t�s�l�o�M�‡�b�{

�¯�Ú�ï�Å  �Þ�”�Å �Í�w
¯�x�z�\�w�¯�Ú�ï�Å�›�Ö�—�p�V�”�Þ�”�Å�›�Ô�`�o�M�‡�b�{

�¯�Ú�ï�Å�d�º

�–�;	Í�w�̈ � �Å�å� �ï debug gtp �¯�Ú�ï�Å�x�z GTP �U�*�t���b�”	Ä�I	Ø�C�›
¯�Ô�`�‡�b�{ no debug all �¯�Ú�ï�Å�‡�h�x
undebug all �¯�Ú�ï�Å�x�z� �É�”�Ò�ç�s�Ã�Ì�¿�¬�›�b�‚�o�¦�Ñ�t�`�‡�b�{

�¢�«�£ GTP �U�*�t�x�z�›���s�å� �·�ï�µ�U
ž�A�p�b�{

�« �Í�w�«�p�x�z GTP �U�*�t���b�”	Ä�I	Ø�C�w
¯�Ô�›� �É�”�Ò�ç�t�`�‡�b�{

hostname# debug gtp

���È�¯�Ú�ï�Å

error GTP �Ý�¿�·�”�´�w	r�g�¤�t
C
\�`�h�¤�å�”�w�Ã�Ì�¿�¬	Ø�C�›
¯�Ô�`�‡�b�{

event GTP � �Õ�ï�Ä�w�Ã�Ì�¿�¬	Ø�C�›
¯�Ô�`�‡�b�{

ha option GTP HA � �Õ�ï�Ä�t���b�”	Ø�C�›�Ã�Ì�¿�¬�`�‡�b�{

parser GTP �Ý�¿�·�”�´�w�r
s�w�Ã�Ì�¿�¬	Ø�C�›
¯�Ô�`�‡�b�{

�¯�Ú�ï�Å  �Þ�”�Å

�Ñ�•� �ž�¢�¥�”�ç  �Þ�”�Å �·�©�á�æ�Â�Ÿ  �¯�ï�Â�©�µ�Ä

�ç�”�Â�¿�Å �•�a �³�ï�¬�ç

�Ú�ç�½

�¯�ï�Â�©�µ�Ä �³�µ�Â�Ü

�›�V  EXEC • • • • —

�æ�æ�”�µ �!�Ë�º�0

7.0(1) �\�w�¯�Ú�ï�Å�U�‹�Ö�^�•�‡�`�h�{

�¯�Ú�ï�Å 
†�Ì

clear service-policy inspect gtp �¬�é�”�Ì�ç  GTP �w�-	Ø�C�›	«�ˆ�`�‡�b�{

gtp-map GTP �Ú�¿�Ó�›���[�`�z GTP �Ú�¿�Ó  �¯�ï�Ñ�Ÿ�ª�á�è�”
�³�ã�ï  �Þ�”�Å�›� �É�”�Ò�ç�t�`�‡�b�{

inspect gtp �ž�Ó�æ�­�”�³�ã�ï�U�*�;�t  GTP �Ú�¿�Ó�›�&�;�`�‡�b�{

show service-policy inspect gtp GTP �¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï�›
¯�Ô�`�‡�b�{

show running-config gtp-map 
ƒ���^�•�o�M�”  GTP �Ú�¿�Ó�›
¯�Ô�`�‡�b�{
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debug h323
H.323 �t���b�”�Ã�Ì�¿�¬  �Ý�¿�·�”�´�›
¯�Ô�b�”�t�x�z�›�V  EXEC �Þ�”�Å�p  debug h323 �¯�Ú�ï�Å�›
�–�;�`�‡�b�{ H.323 �t���b�”�Ã�Ì�¿�¬  �Ý�¿�·�”�´�w
¯�Ô�›���­�b�”�t�x�z�\�w�¯�Ú�ï�Å�w  no ���Ü
�›�–�;�`�‡�b�{

debug h323 {h225 | h245 | ras} [asn | event]

no debug h323 {h225 | h245 | ras} [asn | event]

�³�ï�»�¿�«�µ�w
†�Ì

�Ã�Ñ�¥�ç�Ä �Ã�Ñ�¥�ç�Ä�w�ˆ�^�•�‹�x�K�“�‡�d�œ�{

�¯�Ú�ï�Å  �Þ�”�Å �Í�w
¯�x�z�\�w�¯�Ú�ï�Å�›�Ö�—�p�V�”�Þ�”�Å�›�Ô�`�o�M�‡�b�{

�¯�Ú�ï�Å�d�º

�–�;	Í�w�̈ � �Å�å� �ï debug �¯�Ú�ï�Å�w�q�O�w
ƒ���›
¯�Ô�b�”�t�x�z show debug �¯�Ú�ï�Å�›�Ö�—�`�‡�b�{�Ã�Ì�¿�¬	Z�—�›
���­�b�”�t�x�z no debug �¯�Ú�ï�Å�›�Ö�—�`�‡�b�{�Ã�Ì�¿�¬  �Ý�¿�·�”�´�U�b�‚�o
¯�Ô�^�•�s�M�‘�O
�t�b�”�t�x�z no debug all �¯�Ú�ï�Å�›�Ö�—�`�‡�b�{

�¢�«�£ debug h323 �¯�Ú�ï�Å�›� �É�”�Ò�ç�t�b�”�q�z�è	ô�”�w���M�É�¿�Ä�ë�”�«�p�x�z�Ä�å�Ñ�Ÿ�¿�«�w���S
�U�—�X�s�“�‡�b�{

�« �Í�w�«�p�x�z H.225 �³�¬�Æ�æ�ï�¬�w�Ã�Ì�¿�¬  �Ý�¿�·�”�´�›�Ã�Ñ�¥�ç�Ä�w�è�Õ�ç�¢ 1�£�p� �É�”�Ò�ç
�t�`�‡�b�{

hostname# debug h323 h225

h225 H.225 �³�¬�Æ�æ�ï�¬�›�¦���`�‡�b�{

h245 H.245 �³�¬�Æ�æ�ï�¬�›�¦���`�‡�b�{

ras �J�å�z�•�D�z�S�‘�|�µ�Â�”�»�µ�w�Ó�é�Ä�¯�ç�›�¦���`�‡�b�{

asn �¢�¦�Ó�³�ã�ï�£�Ã�¯�”�Å�^�•�h�Ó�é�Ä�¯�ç  �Ã�”�»  �â�Ç�¿�Ä�¢ PDU�£�w	Z�—
�›
¯�Ô�`�‡�b�{

event �¢�¦�Ó�³�ã�ï�£�³�¬�Æ�æ�ï�¬�w� �Õ�ï�Ä�›
¯�Ô�b�”�T�z�†�M�w�Ä�è�”�µ�›
�¦�ï�t�`�‡�b�{

�¯�Ú�ï�Å  �Þ�”�Å

�Ñ�•� �ž�¢�¥�”�ç  �Þ�”�Å �·�©�á�æ�Â�Ÿ  �¯�ï�Â�©�µ�Ä

�ç�”�Â�¿�Å �•�a �³�ï�¬�ç

�Ú�ç�½

�¯�ï�Â�©�µ�Ä �³�µ�Â�Ü

�›�V  EXEC • • • • —

�æ�æ�”�µ �!�Ë�º�0

�7�� �\�w�¯�Ú�ï�Å�x�7���w�‹�w�p�b�{
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���È�¯�Ú�ï�Å �¯�Ú�ï�Å 
†�Ì

inspect h323 H.323 �ž�Ó�æ�­�”�³�ã�ï�U�*�›� �É�”�Ò�ç�t�`�‡�b�{  

show h225 �·�©�á�æ�Â�Ÿ  �ž�Ó�å� �ž�ï�µ�›�ý�Q�o�¬�q�^�•�h  H.225 �·�¿�³�ã�ï�w
	Ø�C�›
¯�Ô�`�‡�b�{

show h245 �µ�é�”�µ�»�”�Ä�›�–�;�`�o�M�”�¤�ï�Å�Ù� �ï�Ä�U�·�©�á�æ�Â�Ÿ  �ž�Ó�å
� �ž�ï�µ�›�ý�Q�o�¬�q�`�h  H.245 �·�¿�³�ã�ï�w	Ø�C�›
¯�Ô�`�‡�b�{

show h323-ras �·�©�á�æ�Â�Ÿ  �ž�Ó�å� �ž�ï�µ�›�ý�Q�o�¬�q�^�•�h  H.323 RAS �·�¿�³�ã
�ï�w	Ø�C�›
¯�Ô�`�‡�b�{

timeout h225 | h323 H.225 �³�¬�Æ�æ�ï�¬
€���‡�h�x  H.323 
M�š
€���U	4�ƒ�b�”�‡�p�w�ž� �Å
�ç�Ì���›
ƒ���`�‡�b�{
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debug http
HTTP �Ä�å�Ñ�Ÿ�¿�«�t���b�”	Ä�I	Ø�C�›
¯�Ô�b�”�t�x�z�›�V  EXEC �Þ�”�Å�p  debug http �¯�Ú�ï�Å�›
�–�;�`�‡�b�{�Ã�Ì�¿�¬�›�Ã�Ÿ�·�”�Ò�ç�t�b�”�t�x�z�\�w�¯�Ú�ï�Å�w  no ���Ü�›�–�;�`�‡�b�{

debug http [ level ]

no debug http [ level ]

�³�ï�»�¿�«�µ�w
†�Ì

�Ã�Ñ�¥�ç�Ä level �w�Ã�Ñ�¥�ç�Ä�‹�x  1 �p�b�{

�¯�Ú�ï�Å  �Þ�”�Å �Í�w
¯�x�z�\�w�¯�Ú�ï�Å�›�Ö�—�p�V�”�Þ�”�Å�›�Ô�`�o�M�‡�b�{

�¯�Ú�ï�Å�d�º

�–�;	Í�w�̈ � �Å�å� �ï debug http �¯�Ú�ï�Å�x�z HTTP �Ä�å�Ñ�Ÿ�¿�«�t���b�”	Ä�I	Ø�C�›
¯�Ô�`�‡�b�{ no debug all �¯�Ú�ï�Å
�‡�h�x  undebug all �¯�Ú�ï�Å�x�z� �É�”�Ò�ç�s�Ã�Ì�¿�¬�›�b�‚�o�¦�Ñ�t�`�‡�b�{

�« �Í�w�«�p�x�z HTTP �Ä�å�Ñ�Ÿ�¿�«�t���b�”	Ä�I	Ø�C�w
¯�Ô�›� �É�”�Ò�ç�t�`�‡�b�{

hostname# debug http

���È�¯�Ú�ï�Å

level �¢�¦�Ó�³�ã�ï�£
¯�Ô�b�”�Ã�Ì�¿�¬  �Ý�¿�·�”�´�w�è�Õ�ç�¢ 1 �™ 255�£�›
ƒ���`
�‡�b�{�Ã�Ñ�¥�ç�Ä�x  1 �p�b�{�ô�è�Õ�ç�w�å�C�Ý�¿�·�”�´�›
¯�Ô�b�”�t�x�z
�è�Õ�ç�›�ô�M
:�‹�t
ƒ���`�‡�b�{

�¯�Ú�ï�Å  �Þ�”�Å

�Ñ�•� �ž�¢�¥�”�ç  �Þ�”�Å �·�©�á�æ�Â�Ÿ  �¯�ï�Â�©�µ�Ä

�ç�”�Â�¿�Å �•�a �³�ï�¬�ç

�Ú�ç�½

�¯�ï�Â�©�µ�Ä �³�µ�Â�Ü

�›�V  EXEC • • • • —

�æ�æ�”�µ �!�Ë�º�0

7.0(1) �\�w�¯�Ú�ï�Å�U�‹�Ö�^�•�‡�`�h�{

�¯�Ú�ï�Å 
†�Ì

http �·�©�á�æ�Â�Ÿ  �ž�Ó�å� �ž�ï�µ�w�º
æ�w  HTTP �±�”�Ì�t�ž�«�·�µ�D�ó�s�×
�µ�Ä�›�¦���`�‡�b�{

http-proxy HTTP �Ó�é�©�³  �±�”�Ì�›
ƒ���`�‡�b�{  

http redirect HTTP �Ä�å�Ñ�Ÿ�¿�«�›  HTTPS �t�æ�¼� �è�«�Ä�`�‡�b�{  

http server enable �·�©�á�æ�Â�Ÿ  �ž�Ó�å� �ž�ï�µ  HTTP �±�”�Ì�›� �É�”�Ò�ç�t�`�‡�b�{
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debug http-map
HTTP �ž�Ó�æ�­�”�³�ã�ï�U�*�Ú�¿�Ó�t���b�”�Ã�Ì�¿�¬  �Ý�¿�·�”�´�›
¯�Ô�b�”�t�x�z �›�V  EXEC �Þ�”
�Å�p  debug http-map �¯�Ú�ï�Å�›�–�;�`�‡�b�{ HTTP �ž�Ó�æ�­�”�³�ã�ï�U�*�t���b�”�Ã�Ì�¿�¬  �Ý�¿
�·�”�´�w
¯�Ô�›���­�b�”�t�x�z�\�w�¯�Ú�ï�Å�w  no ���Ü�›�–�;�`�‡�b�{

debug http-map

no debug http-map 

�Ã�Ñ�¥�ç�Ä level �w�Ã�Ñ�¥�ç�Ä�‹�x  1 �p�b�{

�¯�Ú�ï�Å  �Þ�”�Å �Í�w
¯�x�z�\�w�¯�Ú�ï�Å�›�Ö�—�p�V�”�Þ�”�Å�›�Ô�`�o�M�‡�b�{

�¯�Ú�ï�Å�d�º

�–�;	Í�w�̈ � �Å�å� �ï debug �¯�Ú�ï�Å�w�q�O�w
ƒ���›
¯�Ô�b�”�t�x�z show debug �¯�Ú�ï�Å�›�Ö�—�`�‡�b�{�Ã�Ì�¿�¬	Z�—�›
���­�b�”�t�x�z no debug �¯�Ú�ï�Å�›�Ö�—�`�‡�b�{�Ã�Ì�¿�¬  �Ý�¿�·�”�´�U�b�‚�o
¯�Ô�^�•�s�M�‘�O
�t�b�”�t�x�z no debug all �¯�Ú�ï�Å�›�Ö�—�`�‡�b�{

�¢�«�£ debug http-map �¯�Ú�ï�Å�›� �É�”�Ò�ç�t�b�”�q�z�è	ô�”�w���M�É�¿�Ä�ë�”�«�p�x�z�Ä�å�Ñ�Ÿ�¿�«�w
���S�U�—�X�s�“�‡�b�{

�« �Í�w�«�p�x�z HTTP �ž�Ó�æ�­�”�³�ã�ï�U�*�w�Ã�Ì�¿�¬  �Ý�¿�·�”�´�›�Ã�Ñ�¥�ç�Ä�w�è�Õ�ç�¢ 1�£�p� 
�É�”�Ò�ç�t�`�‡�b�{

hostname# debug http-map

���È�¯�Ú�ï�Å

�¯�Ú�ï�Å  �Þ�”�Å

�Ñ�•� �ž�¢�¥�”�ç  �Þ�”�Å �·�©�á�æ�Â�Ÿ  �¯�ï�Â�©�µ�Ä

�ç�”�Â�¿�Å �•�a �³�ï�¬�ç

�Ú�ç�½

�¯�ï�Â�©�µ�Ä �³�µ�Â�Ü

�›�V  EXEC • • • • —

�æ�æ�”�µ �!�Ë�º�0

7.0(1) �\�w�¯�Ú�ï�Å�U�‹�Ö�^�•�‡�`�h�{

�¯�Ú�ï�Å 
†�Ì

class-map �·�©�á�æ�Â�Ÿ  �ž�«�³�ã�ï�›�&�;�b�”
Œ�w�Ä�å�Ñ�Ÿ�¿�«  �«�å�µ�›���[�`
�‡�b�{  

debug appfw HTTP �ž�Ó�æ�­�”�³�ã�ï�U�*�t���b�”	Ä�I	Ø�C�›
¯�Ô�`�‡�b�{

http-map �ô�S�s  HTTP �U�*�›
ƒ���b�”�h�Š�w  HTTP �Ú�¿�Ó�›���[�`�‡�b�{

inspect http �ž�Ó�æ�­�”�³�ã�ï�U�*�;�t�›���w  HTTP �Ú�¿�Ó�›�&�;�`�‡�b�{

policy-map �«�å�µ  �Ú�¿�Ó�›�›���w�·�©�á�æ�Â�Ÿ  �ž�«�³�ã�ï�t���È
Ç�Z�‡�b�{
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debug icmp
ICMP �U�*�t���b�”	Ä�I	Ø�C�›
¯�Ô�b�”�t�x�z �›�V  EXEC �Þ�”�Å�p  debug icmp �¯�Ú�ï�Å�›�–�;�`�‡
�b�{�Ã�Ì�¿�¬�›�Ã�Ÿ�·�”�Ò�ç�t�b�”�t�x�z�\�w�¯�Ú�ï�Å�w  no ���Ü�›�–�;�`�‡�b�{

debug icmp trace [ level ]

no debug icmp trace [ level ]

�³�ï�»�¿�«�µ�w
†�Ì

�Ã�Ñ�¥�ç�Ä �b�‚�o�w�¦�Ó�³�ã�ï�U� �É�”�Ò�ç�t�s�l�o�M�‡�b�{

�¯�Ú�ï�Å  �Þ�”�Å �Í�w
¯�x�z�\�w�¯�Ú�ï�Å�›�Ö�—�p�V�”�Þ�”�Å�›�Ô�`�o�M�‡�b�{

�¯�Ú�ï�Å�d�º

�–�;	Í�w�̈ � �Å�å� �ï debug icmp �¯�Ú�ï�Å�x�z ICMP �U�*�t���b�”	Ä�I	Ø�C�›
¯�Ô�`�‡�b�{ no debug all �¯�Ú�ï�Å�‡�h�x
undebug all �¯�Ú�ï�Å�x�z� �É�”�Ò�ç�s�Ã�Ì�¿�¬�›�b�‚�o�¦�Ñ�t�`�‡�b�{

�« �Í�w�«�p�x�z ICMP �U�*�t���b�”	Ä�I	Ø�C�w
¯�Ô�›� �É�”�Ò�ç�t�`�‡�b�{

hostname# debug icmp

���È�¯�Ú�ï�Å

trace ICMP �Ä�è�”�µ  �ž�«�Â�Ÿ�Ï�Â�Ÿ�w�Ã�Ì�¿�¬	Ø�C�›
¯�Ô�`�‡�b�{

level �¢�¦�Ó�³�ã�ï�£
¯�Ô�b�”�Ã�Ì�¿�¬  �Ý�¿�·�”�´�w�è�Õ�ç�¢ 1 �™ 255�£�›
ƒ���`
�‡�b�{�Ã�Ñ�¥�ç�Ä�x  1 �p�b�{�ô�è�Õ�ç�w�å�C�Ý�¿�·�”�´�›
¯�Ô�b�”�t�x�z
�è�Õ�ç�›�ô�M
:�‹�t
ƒ���`�‡�b�{

�¯�Ú�ï�Å  �Þ�”�Å

�Ñ�•� �ž�¢�¥�”�ç  �Þ�”�Å �·�©�á�æ�Â�Ÿ  �¯�ï�Â�©�µ�Ä

�ç�”�Â�¿�Å �•�a �³�ï�¬�ç

�Ú�ç�½

�¯�ï�Â�©�µ�Ä �³�µ�Â�Ü

�›�V  EXEC • • • • —

�æ�æ�”�µ �!�Ë�º�0

7.0(1) �\�w�¯�Ú�ï�Å�U�‹�Ö�^�•�‡�`�h�{

�¯�Ú�ï�Å 
†�Ì

clear configure icmp ICMP �¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï�›	«�ˆ�`�‡�b�{

icmp �·�©�á�æ�Â�Ÿ  �ž�Ó�å� �ž�ï�µ  � �ï�»�”�Ñ�£� �µ�p	4�z�b�”  ICMP �Ä�å
�Ñ�Ÿ�¿�«�t�0�`�o�z�ž�«�·�µ�F���›
ƒ���`�‡�b�{

show conn �^�‡�_�‡�s�Ó�é�Ä�¯�ç�S�‘�|�·�¿�³�ã�ï  �»� �Ó�t�m�M�o�z �·�©�á�æ�Â�Ÿ
�ž�Ó�å� �ž�ï�µ�›�p�`�h
€��	Ý�6�›
¯�Ô�`�‡�b�{

show icmp ICMP �¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï�›
¯�Ô�`�‡�b�{

timeout icmp ICMP �w�ž� �Å�ç  �»� �Ü�ž�¢�Ä�›
ƒ���`�‡�b�{
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debug igmp
IGMP �w�Ã�Ì�¿�¬	Ø�C�›
¯�Ô�b�”�t�x�z �›�V  EXEC �Þ�”�Å�p  debug igmp �¯�Ú�ï�Å�›�–�;�`�‡�b�{ �Ã
�Ì�¿�¬	Ø�C�w
¯�Ô�›���­�b�”�t�x�z�\�w�¯�Ú�ï�Å�w  no ���Ü�›�–�;�`�‡�b�{  

debug igmp [group group_id | interface if_name]

no debug igmp [group group_id | interface if_name]

�³�ï�»�¿�«�µ�w
†�Ì

�Ã�Ñ�¥�ç�Ä �Ã�Ñ�¥�ç�Ä�w�ˆ�^�•�‹�x�K�“�‡�d�œ�{

�¯�Ú�ï�Å  �Þ�”�Å �Í�w
¯�x�z�\�w�¯�Ú�ï�Å�›�Ö�—�p�V�”�Þ�”�Å�›�Ô�`�o�M�‡�b�{

�¯�Ú�ï�Å�d�º

�–�;	Í�w�̈ � �Å�å� �ï �Ã�Ì�¿�¬	Z�—�x  CPU �Ó�é�·�µ�p�ô��
Œ	q�•�U�Â�“�p�o�’�•�o�M�”�h�Š�z�Ã�Ì�¿�¬	Z�—�›�æ�O�q�³
�µ�Â�Ü�U�–�;�p�V�s�X�s�”�\�q�U�K�“�‡�b�{�\�w�h�Š�z�›���w�ð�J�w�Ä�å�Ò�ç�³�á�”�Â�Ÿ�ï�¬�›�æ
�O	Ô�ù�•�z�³�µ�¯�w�Â�«�Ç�§�ç  �±�Ù�”�Ä  �µ�»�¿�Ñ�q�w�Ä�å�Ò�ç�³�á�”�Â�Ÿ�ï�¬  �·�¿�³�ã�ï�w���t
�v�“  debug �¯�Ú�ï�Å�›�–�;�`�o�X�i�^�M�{�^�’�t�z�É�¿�Ä�ë�”�«  �Ä�å�Ñ�Ÿ�¿�«�”�•�â�”�²
:�U	—
�s�M�8���t  debug �¯�Ú�ï�Å�›�–�;�b�”�\�q�›�S�ç�Š�`�‡�b�{ �\�w�‘�O�s�8���t�Ã�Ì�¿�¬�›�î�æ�b�”
�q�z debug �¯�Ú�ï�Å�w	r�g�¦�”�Ì�”�Ô�¿�Å�w
ÿ�C�t�‘�l�o�³�µ�Â�Ü�w�–�;�t�è�¹�U
\�a�”�D�ó
Q�U
�ÿ�X�s�“�‡�b�{

�« �Í�t�z debug igmp �¯�Ú�ï�Å�w	Z�—�«�›�Ô�`�‡�b�{

hostname# debug igmp

IGMP debugging is on
IGMP: Received v2 Query on outside from 192.168.3.2
IGMP: Send v2 general Query on dmz
IGMP: Received v2 Query on dmz from 192.168.4.1
IGMP: Send v2 general Query on outside
IGMP: Received v2 Query on outside from 192.168.3.1
IGMP: Send v2 general Query on inside
IGMP: Received v2 Query on inside from 192.168.1.1
IGMP: Received v2 Report on inside from 192.168.1.6 for 224.1.1.1
IGMP: Updating EXCLUDE group timer for 224.1.1.1

group group_id �¦���^�•�h�¬�ç�”�Ó�w  IGMP �Ã�Ì�¿�¬	Ø�C�›
¯�Ô�`�‡�b�{

interface if_name �¦���^�•�h� �ï�»�”�Ñ�£� �µ�w  IGMP �Ã�Ì�¿�¬	Ø�C�›
¯�Ô�`�‡�b�{

�¯�Ú�ï�Å  �Þ�”�Å

�Ñ�•� �ž�¢�¥�”�ç  �Þ�”�Å �·�©�á�æ�Â�Ÿ  �¯�ï�Â�©�µ�Ä

�ç�”�Â�¿�Å �•�a �³�ï�¬�ç

�Ú�ç�½

�¯�ï�Â�©�µ�Ä �³�µ�Â�Ü

�›�V  EXEC • — • — —

�æ�æ�”�µ �!�Ë�º�0

�7�� �\�w�¯�Ú�ï�Å�x�7���w�‹�w�p�b�{
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���È�¯�Ú�ï�Å �¯�Ú�ï�Å 
†�Ì

show igmp groups �·�©�á�æ�Â�Ÿ  �ž�Ó�å� �ž�ï�µ�t�Ú
€
€���^�•�o�M�”	!	ô	��z�S�‘�|
IGMP �›�è�a�o�å�”�Ç�ï�¬�^�•�h	!	ô	��›�Ë�m�Ú�ç�½�©�ß�µ�Ä  �¬�ç�”
�Ó�›
¯�Ô�`�‡�b�{

show igmp interface � �ï�»�”�Ñ�£� �µ�w�Ú�ç�½�©�ß�µ�Ä	Ø�C�›
¯�Ô�`�‡�b�{
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debug ils
ILS �t���b�”�Ã�Ì�¿�¬  �Ý�¿�·�”�´�›
¯�Ô�b�”�t�x�z�›�V  EXEC �Þ�”�Å�p  debug ils �¯�Ú�ï�Å�›�–�;
�`�‡�b�{ ILS �t���b�”�Ã�Ì�¿�¬  �Ý�¿�·�”�´�w
¯�Ô�›���­�b�”�t�x�z�\�w�¯�Ú�ï�Å�w  no ���Ü�›�–�;
�`�‡�b�{

debug ils [level]

no debug ils [level]

�³�ï�»�¿�«�µ�w
†�Ì

�Ã�Ñ�¥�ç�Ä level �w�Ã�Ñ�¥�ç�Ä�‹�x  1 �p�b�{

�¯�Ú�ï�Å  �Þ�”�Å �Í�w
¯�x�z�\�w�¯�Ú�ï�Å�›�Ö�—�p�V�”�Þ�”�Å�›�Ô�`�o�M�‡�b�{

�¯�Ú�ï�Å�d�º

�–�;	Í�w�̈ � �Å�å� �ï debug �¯�Ú�ï�Å�w�q�O�w
ƒ���›
¯�Ô�b�”�t�x�z show debug �¯�Ú�ï�Å�›�Ö�—�`�‡�b�{�Ã�Ì�¿�¬	Z�—�›
���­�b�”�t�x�z no debug �¯�Ú�ï�Å�›�Ö�—�`�‡�b�{�Ã�Ì�¿�¬  �Ý�¿�·�”�´�U�b�‚�o
¯�Ô�^�•�s�M�‘�O
�t�b�”�t�x�z no debug all �¯�Ú�ï�Å�›�Ö�—�`�‡�b�{

�¢�«�£ debug ils �¯�Ú�ï�Å�›� �É�”�Ò�ç�t�b�”�q�z�è	ô�”�w���M�É�¿�Ä�ë�”�«�p�x�z�Ä�å�Ñ�Ÿ�¿�«�w���S�U
�—�X�s�“�‡�b�{

�« �Í�w�«�p�x�z ILS �ž�Ó�æ�­�”�³�ã�ï�U�*�w�Ã�Ì�¿�¬  �Ý�¿�·�”�´�›�Ã�Ñ�¥�ç�Ä�w�è�Õ�ç�¢ 1�£�p� �É�”
�Ò�ç�t�`�‡�b�{

hostname# debug ils

���È�¯�Ú�ï�Å

level �¢�¦�Ó�³�ã�ï�£
¯�Ô�b�”�Ã�Ì�¿�¬  �Ý�¿�·�”�´�w�è�Õ�ç�¢ 1 �™ 255�£�›
ƒ���`
�‡�b�{�Ã�Ñ�¥�ç�Ä�x  1 �p�b�{�ô�è�Õ�ç�w�å�C�Ý�¿�·�”�´�›
¯�Ô�b�”�t�x�z
�è�Õ�ç�›�ô�M
:�‹�t
ƒ���`�‡�b�{

�¯�Ú�ï�Å  �Þ�”�Å

�Ñ�•� �ž�¢�¥�”�ç  �Þ�”�Å �·�©�á�æ�Â�Ÿ  �¯�ï�Â�©�µ�Ä

�ç�”�Â�¿�Å �•�a �³�ï�¬�ç

�Ú�ç�½

�¯�ï�Â�©�µ�Ä �³�µ�Â�Ü

�›�V  EXEC • • • • —

�æ�æ�”�µ �!�Ë�º�0

�7�� �\�w�¯�Ú�ï�Å�x�7���w�‹�w�p�b�{

�¯�Ú�ï�Å 
†�Ì

class-map �·�©�á�æ�Â�Ÿ  �ž�«�³�ã�ï�›�&�;�b�”
Œ�w�Ä�å�Ñ�Ÿ�¿�«  �«�å�µ�›���[�`�‡�b�{  

inspect ils ILS �ž�Ó�æ�­�”�³�ã�ï�U�*�›� �É�”�Ò�ç�t�`�‡�b�{

policy-map �«�å�µ  �Ú�¿�Ó�›�›���w�·�©�á�æ�Â�Ÿ  �ž�«�³�ã�ï�t���È
Ç�Z�‡�b�{

service-policy 1 �m�‡�h�x
ó
:�w� �ï�»�”�Ñ�£� �µ�t�Ù�æ�³�”  �Ú�¿�Ó�›�&�;�`�‡�b�{
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debug imagemgr
Image Manager �w�Ã�Ì�¿�¬	Ø�C�›
¯�Ô�b�”�t�x�z �›�V  EXEC �Þ�”�Å�p  debug imagemgr �¯�Ú�ï�Å�›�–
�;�`�‡�b�{�Ã�Ì�¿�¬	Ø�C�w
¯�Ô�›�Ã�Ÿ�·�”�Ò�ç�t�b�”�t�x�z�\�w�¯�Ú�ï�Å�w  no ���Ü�›�–�;�`�‡�b�{

debug imagemgr [level]

no debug imagemgr

�³�ï�»�¿�«�µ�w
†�Ì

�Ã�Ñ�¥�ç�Ä level �w�Ã�Ñ�¥�ç�Ä�‹�x  1 �p�b�{

�¯�Ú�ï�Å  �Þ�”�Å �Í�w
¯�x�z�\�w�¯�Ú�ï�Å�›�Ö�—�p�V�”�Þ�”�Å�›�Ô�`�o�M�‡�b�{

�¯�Ú�ï�Å�d�º

�–�;	Í�w�̈ � �Å�å� �ï �Ã�Ì�¿�¬	Z�—�x  CPU �Ó�é�·�µ�p�ô��
Œ	q�•�U�Â�“�p�o�’�•�o�M�”�h�Š�z�Ã�Ì�¿�¬	Z�—�›�æ�O�q�³
�µ�Â�Ü�U�–�;�p�V�s�X�s�”�\�q�U�K�“�‡�b�{�\�w�h�Š�z�›���w�ð�J�w�Ä�å�Ò�ç�³�á�”�Â�Ÿ�ï�¬�›�æ
�O	Ô�ù�•�z�³�µ�¯�w�Â�«�Ç�§�ç  �±�Ù�”�Ä  �µ�»�¿�Ñ�q�w�Ä�å�Ò�ç�³�á�”�Â�Ÿ�ï�¬  �·�¿�³�ã�ï�w���t
�v�“  debug �¯�Ú�ï�Å�›�–�;�`�o�X�i�^�M�{�^�’�t�z�É�¿�Ä�ë�”�«  �Ä�å�Ñ�Ÿ�¿�«�”�•�â�”�²
:�U	—
�s�M�8���t  debug �¯�Ú�ï�Å�›�–�;�b�”�\�q�›�S�ç�Š�`�‡�b�{ �\�w�‘�O�s�8���t�Ã�Ì�¿�¬�›�î�æ�b�”
�q�z debug �¯�Ú�ï�Å�w	r�g�¦�”�Ì�”�Ô�¿�Å�w
ÿ�C�t�‘�l�o�³�µ�Â�Ü�w�–�;�t�è�¹�U
\�a�”�D�ó
Q�U
�ÿ�X�s�“�‡�b�{

�« �Í�w�«�p�x�z Image Manager �Ã�Ì�¿�¬  �Ý�¿�·�”�´�›� �É�”�Ò�ç�t�`�‡�b�{ show debug �¯�Ú�ï�Å�x�z
Image Manager �w�Ã�Ì�¿�¬  �Ý�¿�·�”�´�U� �É�”�Ò�ç�t�s�l�o�M�”�\�q�›�Ô�`�‡�b�{

hostname# debug imagemgr
debug imagemgr  enabled at level 1
hostname# show debug
debug imagemgr  enabled at level 1
hostname#

���È�¯�Ú�ï�Å

level �¢�¦�Ó�³�ã�ï�£
¯�Ô�b�”�Ã�Ì�¿�¬  �Ý�¿�·�”�´�w�è�Õ�ç�¢ 1 �™ 255�£�›
ƒ���`
�‡�b�{�Ã�Ñ�¥�ç�Ä�x  1 �p�b�{�ô�è�Õ�ç�w�å�C�Ý�¿�·�”�´�›
¯�Ô�b�”�t�x�z
�è�Õ�ç�›�ô�M
:�‹�t
ƒ���`�‡�b�{

�¯�Ú�ï�Å  �Þ�”�Å

�Ñ�•� �ž�¢�¥�”�ç  �Þ�”�Å �·�©�á�æ�Â�Ÿ  �¯�ï�Â�©�µ�Ä

�ç�”�Â�¿�Å �•�a �³�ï�¬�ç

�Ú�ç�½

�¯�ï�Â�©�µ�Ä �³�µ�Â�Ü

�›�V  EXEC • • • • •

�æ�æ�”�µ �!�Ë�º�0

7.0(1) �\�w�¯�Ú�ï�Å�U�‹�Ö�^�•�‡�`�h�{

�¯�Ú�ï�Å 
†�Ì

show debug �q�O�w�Ã�Ì�¿�¬  �¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï�›
¯�Ô�`�‡�b�{
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debug ipsec-over-tcp
IPSec-over-TCP �w�Ã�Ì�¿�¬	Ø�C�›
¯�Ô�b�”�t�x�z �›�V  EXEC �Þ�”�Å�p  debug ipsec-over-tcp �¯�Ú�ï�Å
�›�–�;�`�‡�b�{�Ã�Ì�¿�¬	Ø�C�w
¯�Ô�›�Ã�Ÿ�·�”�Ò�ç�t�b�”�t�x�z�\�w�¯�Ú�ï�Å�w  no ���Ü�›�–�;�`
�‡�b�{

debug ipsec-over-tcp [level]

no debug ipsec-over-tcp

�³�ï�»�¿�«�µ�w
†�Ì

�Ã�Ñ�¥�ç�Ä level �w�Ã�Ñ�¥�ç�Ä�‹�x  1 �p�b�{

�¯�Ú�ï�Å  �Þ�”�Å �Í�w
¯�x�z�\�w�¯�Ú�ï�Å�›�Ö�—�p�V�”�Þ�”�Å�›�Ô�`�o�M�‡�b�{

�¯�Ú�ï�Å�d�º

�–�;	Í�w�̈ � �Å�å� �ï �Ã�Ì�¿�¬	Z�—�x  CPU �Ó�é�·�µ�p�ô��
Œ	q�•�U�Â�“�p�o�’�•�o�M�”�h�Š�z�Ã�Ì�¿�¬	Z�—�›�æ�O�q�³
�µ�Â�Ü�U�–�;�p�V�s�X�s�”�\�q�U�K�“�‡�b�{�\�w�h�Š�z�›���w�ð�J�w�Ä�å�Ò�ç�³�á�”�Â�Ÿ�ï�¬�›�æ
�O	Ô�ù�•�z�³�µ�¯�w�Â�«�Ç�§�ç  �±�Ù�”�Ä  �µ�»�¿�Ñ�q�w�Ä�å�Ò�ç�³�á�”�Â�Ÿ�ï�¬  �·�¿�³�ã�ï�w���t
�v�“  debug �¯�Ú�ï�Å�›�–�;�`�o�X�i�^�M�{�^�’�t�z�É�¿�Ä�ë�”�«  �Ä�å�Ñ�Ÿ�¿�«�”�•�â�”�²
:�U	—
�s�M�8���t  debug �¯�Ú�ï�Å�›�–�;�b�”�\�q�›�S�ç�Š�`�‡�b�{ �\�w�‘�O�s�8���t�Ã�Ì�¿�¬�›�î�æ�b�”
�q�z debug �¯�Ú�ï�Å�w	r�g�¦�”�Ì�”�Ô�¿�Å�w
ÿ�C�t�‘�l�o�³�µ�Â�Ü�w�–�;�t�è�¹�U
\�a�”�D�ó
Q�U
�ÿ�X�s�“�‡�b�{

�« �Í�w�«�p�x�z IPSec-over-TCP �w�Ã�Ì�¿�¬  �Ý�¿�·�”�´�›� �É�”�Ò�ç�t�`�‡�b�{ show debug �¯�Ú�ï�Å
�x�z IPSec-over-TCP �w�Ã�Ì�¿�¬  �Ý�¿�·�”�´�U� �É�”�Ò�ç�t�s�l�o�M�”�\�q�›�Ô�`�‡�b�{

hostname# debug ipsec-over-tcp
debug ipsec-over-tcp  enabled at level 1
hostname# show debug
debug ipsec-over-tcp  enabled at level 1
hostname#

���È�¯�Ú�ï�Å

level �¢�¦�Ó�³�ã�ï�£
¯�Ô�b�”�Ã�Ì�¿�¬  �Ý�¿�·�”�´�w�è�Õ�ç�¢ 1 �™ 255�£�›
ƒ���`
�‡�b�{�Ã�Ñ�¥�ç�Ä�x  1 �p�b�{�ô�è�Õ�ç�w�å�C�Ý�¿�·�”�´�›
¯�Ô�b�”�t�x�z
�è�Õ�ç�›�ô�M
:�‹�t
ƒ���`�‡�b�{

�¯�Ú�ï�Å  �Þ�”�Å

�Ñ�•� �ž�¢�¥�”�ç  �Þ�”�Å �·�©�á�æ�Â�Ÿ  �¯�ï�Â�©�µ�Ä

�ç�”�Â�¿�Å �•�a �³�ï�¬�ç

�Ú�ç�½

�¯�ï�Â�©�µ�Ä �³�µ�Â�Ü

�›�V  EXEC • • • • •

�æ�æ�”�µ �!�Ë�º�0

7.0(1) �\�w�¯�Ú�ï�Å�U�‹�Ö�^�•�‡�`�h�{

�¯�Ú�ï�Å 
†�Ì

show debug �q�O�w�Ã�Ì�¿�¬  �¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï�›
¯�Ô�`�‡�b�{
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debug ipv6
ipv6 �w�Ã�Ì�¿�¬  �Ý�¿�·�”�´�›
¯�Ô�b�”�t�x�z�›�V  EXEC �Þ�”�Å�p  debug ipv6 �¯�Ú�ï�Å�›�–�;�`�‡
�b�{�Ã�Ì�¿�¬  �Ý�¿�·�”�´�w
¯�Ô�›���­�b�”�t�x�z�\�w�¯�Ú�ï�Å�w  no ���Ü�›�–�;�`�‡�b�{  

debug ipv6 {icmp | interface | nd | packet | routing}

no debug ipv6 {icmp | interface | nd | packet | routing}

�³�ï�»�¿�«�µ�w
†�Ì

�Ã�Ñ�¥�ç�Ä �Ã�Ñ�¥�ç�Ä�w�ˆ�^�•�‹�x�K�“�‡�d�œ�{

�¯�Ú�ï�Å  �Þ�”�Å �Í�w
¯�x�z�\�w�¯�Ú�ï�Å�›�Ö�—�p�V�”�Þ�”�Å�›�Ô�`�o�M�‡�b�{

�¯�Ú�ï�Å�d�º

�–�;	Í�w�̈ � �Å�å� �ï �Ã�Ì�¿�¬	Z�—�x  CPU �Ó�é�·�µ�p�ô��
Œ	q�•�U�Â�“�p�o�’�•�o�M�”�h�Š�z�Ã�Ì�¿�¬	Z�—�›�æ�O�q�³
�µ�Â�Ü�U�–�;�p�V�s�X�s�”�\�q�U�K�“�‡�b�{�\�w�h�Š�z�›���w�ð�J�w�Ä�å�Ò�ç�³�á�”�Â�Ÿ�ï�¬�›�æ
�O	Ô�ù�•�z�³�µ�¯�w�Â�«�Ç�§�ç  �±�Ù�”�Ä  �µ�»�¿�Ñ�q�w�Ä�å�Ò�ç�³�á�”�Â�Ÿ�ï�¬  �·�¿�³�ã�ï�w���t
�v�“  debug �¯�Ú�ï�Å�›�–�;�`�o�X�i�^�M�{�^�’�t�z�É�¿�Ä�ë�”�«  �Ä�å�Ñ�Ÿ�¿�«�”�•�â�”�²
:�U	—
�s�M�8���t  debug �¯�Ú�ï�Å�›�–�;�b�”�\�q�›�S�ç�Š�`�‡�b�{ �\�w�‘�O�s�8���t�Ã�Ì�¿�¬�›�î�æ�b�”
�q�z debug �¯�Ú�ï�Å�w	r�g�¦�”�Ì�”�Ô�¿�Å�w
ÿ�C�t�‘�l�o�³�µ�Â�Ü�w�–�;�t�è�¹�U
\�a�”�D�ó
Q�U
�ÿ�X�s�“�‡�b�{

�« �Í�t�z debug ipv6 icmp �¯�Ú�ï�Å�w	Z�—�«�›�Ô�`�‡�b�{  

hostname# debug ipv6 icmp
13:28:40:ICMPv6:Received ICMPv6 packet from 2000:0:0:3::2, type 136
13:28:45:ICMPv6:Received ICMPv6 packet from FE80::203:A0FF:FED6:1400, type 135
13:28:50:ICMPv6:Received ICMPv6 packet from FE80::203:A0FF:FED6:1400, type 136
13:28:55:ICMPv6:Received ICMPv6 packet from FE80::203:A0FF:FED6:1400, type 135

icmp ICMPv6 �Ù�¡�s�g�Ä�å�ï�²�«�³�ã�ï�›	†�Ž�`�h�z IPv6 ICMP �Ä�å�ï�²�«
�³�ã�ï�t���b�”�Ã�Ì�¿�¬  �Ý�¿�·�”�´�›
¯�Ô�`�‡�b�{

interface IPv6 � �ï�»�”�Ñ�£� �µ�t���b�”�Ã�Ì�¿�¬	Ø�C�›
¯�Ô�`�‡�b�{

nd ICMPv6 �Ù�¡�s�g�Ä�å�ï�²�«�³�ã�ï�t���b�”�Ã�Ì�¿�¬  �Ý�¿�·�”�´�›
¯�Ô
�`�‡�b�{

packet IPv6 �Í�­�¿�Ä�t���b�”�Ã�Ì�¿�¬  �Ý�¿�·�”�´�›
¯�Ô�`�‡�b�{

routing IPv6 �w�ç�”�Â�Ÿ�ï�¬  �Â�”�Ò�ç  �ž�¿�Ó�Ã�”�Ä�S�‘�|�ç�”�Ä  �©�ß�¿�³�á
�ž�¿�Ó�Ã�”�Ä�t���b�”�Ã�Ì�¿�¬	Ø�C�›
¯�Ô�`�‡�b�{

�¯�Ú�ï�Å  �Þ�”�Å

�Ñ�•� �ž�¢�¥�”�ç  �Þ�”�Å �·�©�á�æ�Â�Ÿ  �¯�ï�Â�©�µ�Ä

�ç�”�Â�¿�Å �•�a �³�ï�¬�ç

�Ú�ç�½

�¯�ï�Â�©�µ�Ä �³�µ�Â�Ü

�›�V  EXEC • — • • —

�æ�æ�”�µ �!�Ë�º�0

7.0(1) �\�w�¯�Ú�ï�Å�U�‹�Ö�^�•�‡�`�h�{
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���È�¯�Ú�ï�Å �¯�Ú�ï�Å 
†�Ì

ipv6 icmp �·�©�á�æ�Â�Ÿ  �ž�Ó�å� �ž�ï�µ  � �ï�»�”�Ñ�£� �µ�p	4�z�b�”  ICMP �Ý�¿
�·�”�´�w�ž�«�·�µ�F���›
ƒ���`�‡�b�{

ipv6 address IPv6 �ž�Å�è�µ�t�0�b�”� �ï�»�”�Ñ�£� �µ�›
ƒ���`�‡�b�{

ipv6 nd dad attempts 	O
ó�ž�Å�è�µ�w�U	Z�¤�t�î�æ�^�•�”�z�Ù�¡�s�g�w�¼�æ�s
:�›���[�`�‡
�b�{

ipv6 route IPv6 �ç�”�Â�Ÿ�ï�¬  �Â�”�Ò�ç�t�µ�»�Â�Ÿ�¿�«  �¤�ï�Ä�æ�›���[�`�‡�b�{
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debug iua-proxy
�x�‘�w�â�”�²�Ý	Â�¢ IUA�£�Ó�é�©�³�w�Ã�Ì�¿�¬	Ø�C�›
¯�Ô�b�”�t�x�z�›�V  EXEC �Þ�”�Å�p  debug
iua-proxy �¯�Ú�ï�Å�›�–�;�`�‡�b�{�Ã�Ì�¿�¬	Ø�C�w
¯�Ô�›�Ã�Ÿ�·�”�Ò�ç�t�b�”�t�x�z�\�w�¯�Ú�ï�Å
�w no ���Ü�›�–�;�`�‡�b�{

debug iua-proxy [level]

no debug iua-proxy

�³�ï�»�¿�«�µ�w
†�Ì

�Ã�Ñ�¥�ç�Ä level �w�Ã�Ñ�¥�ç�Ä�‹�x  1 �p�b�{

�¯�Ú�ï�Å  �Þ�”�Å �Í�w
¯�x�z�\�w�¯�Ú�ï�Å�›�Ö�—�p�V�”�Þ�”�Å�›�Ô�`�o�M�‡�b�{

�¯�Ú�ï�Å�d�º

�–�;	Í�w�̈ � �Å�å� �ï �Ã�Ì�¿�¬	Z�—�x  CPU �Ó�é�·�µ�p�ô��
Œ	q�•�U�Â�“�p�o�’�•�o�M�”�h�Š�z�Ã�Ì�¿�¬	Z�—�›�æ�O�q�³
�µ�Â�Ü�U�–�;�p�V�s�X�s�”�\�q�U�K�“�‡�b�{�\�w�h�Š�z�›���w�ð�J�w�Ä�å�Ò�ç�³�á�”�Â�Ÿ�ï�¬�›�æ
�O	Ô�ù�•�z�³�µ�¯�w�Â�«�Ç�§�ç  �±�Ù�”�Ä  �µ�»�¿�Ñ�q�w�Ä�å�Ò�ç�³�á�”�Â�Ÿ�ï�¬  �·�¿�³�ã�ï�w���t
�v�“  debug �¯�Ú�ï�Å�›�–�;�`�o�X�i�^�M�{�^�’�t�z�É�¿�Ä�ë�”�«  �Ä�å�Ñ�Ÿ�¿�«�”�•�â�”�²
:�U	—
�s�M�8���t  debug �¯�Ú�ï�Å�›�–�;�b�”�\�q�›�S�ç�Š�`�‡�b�{ �\�w�‘�O�s�8���t�Ã�Ì�¿�¬�›�î�æ�b�”
�q�z debug �¯�Ú�ï�Å�w	r�g�¦�”�Ì�”�Ô�¿�Å�w
ÿ�C�t�‘�l�o�³�µ�Â�Ü�w�–�;�t�è�¹�U
\�a�”�D�ó
Q�U
�ÿ�X�s�“�‡�b�{

�« �Í�w�«�p�x�z IUA �Ó�é�©�³�w�Ã�Ì�¿�¬  �Ý�¿�·�”�´�›� �É�”�Ò�ç�t�`�‡�b�{ show debug �¯�Ú�ï�Å�x�z
IUA �Ó�é�©�³�w�Ã�Ì�¿�¬  �Ý�¿�·�”�´�U� �É�”�Ò�ç�t�s�l�o�M�”�\�q�›�Ô�`�‡�b�{

hostname# debug iua-proxy
debug iua-proxy  enabled at level 1
hostname# show debug
debug iua-proxy  enabled at level 1
hostname#

���È�¯�Ú�ï�Å

level �¢�¦�Ó�³�ã�ï�£
¯�Ô�b�”�Ã�Ì�¿�¬  �Ý�¿�·�”�´�w�è�Õ�ç�¢ 1 �™ 255�£�›
ƒ���`
�‡�b�{�Ã�Ñ�¥�ç�Ä�x  1 �p�b�{�ô�è�Õ�ç�w�å�C�Ý�¿�·�”�´�›
¯�Ô�b�”�t�x�z
�è�Õ�ç�›�ô�M
:�‹�t
ƒ���`�‡�b�{

�¯�Ú�ï�Å  �Þ�”�Å

�Ñ�•� �ž�¢�¥�”�ç  �Þ�”�Å �·�©�á�æ�Â�Ÿ  �¯�ï�Â�©�µ�Ä

�ç�”�Â�¿�Å �•�a �³�ï�¬�ç

�Ú�ç�½

�¯�ï�Â�©�µ�Ä �³�µ�Â�Ü

�›�V  EXEC • • • • •

�æ�æ�”�µ �!�Ë�º�0

7.0(1) �\�w�¯�Ú�ï�Å�U�‹�Ö�^�•�‡�`�h�{

�¯�Ú�ï�Å 
†�Ì

show debug �q�O�w�Ã�Ì�¿�¬  �¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï�›
¯�Ô�`�‡�b�{
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debug kerberos
Kerberos �Ý	Â�w�Ã�Ì�¿�¬	Ø�C�›
¯�Ô�b�”�t�x�z �›�V  EXEC �Þ�”�Å�p  debug kerberos �¯�Ú�ï�Å�›�–�;
�`�‡�b�{�Ã�Ì�¿�¬	Ø�C�w
¯�Ô�›�Ã�Ÿ�·�”�Ò�ç�t�b�”�t�x�z�\�w�¯�Ú�ï�Å�w  no ���Ü�›�–�;�`�‡�b�{

debug kerberos [level]

no debug kerberos

�³�ï�»�¿�«�µ�w
†�Ì

�Ã�Ñ�¥�ç�Ä level �w�Ã�Ñ�¥�ç�Ä�‹�x  1 �p�b�{

�¯�Ú�ï�Å  �Þ�”�Å �Í�w
¯�x�z�\�w�¯�Ú�ï�Å�›�Ö�—�p�V�”�Þ�”�Å�›�Ô�`�o�M�‡�b�{

�¯�Ú�ï�Å�d�º

�–�;	Í�w�̈ � �Å�å� �ï �Ã�Ì�¿�¬	Z�—�x  CPU �Ó�é�·�µ�p�ô��
Œ	q�•�U�Â�“�p�o�’�•�o�M�”�h�Š�z�Ã�Ì�¿�¬	Z�—�›�æ�O�q�³
�µ�Â�Ü�U�–�;�p�V�s�X�s�”�\�q�U�K�“�‡�b�{�\�w�h�Š�z�›���w�ð�J�w�Ä�å�Ò�ç�³�á�”�Â�Ÿ�ï�¬�›�æ
�O	Ô�ù�•�z�³�µ�¯�w�Â�«�Ç�§�ç  �±�Ù�”�Ä  �µ�»�¿�Ñ�q�w�Ä�å�Ò�ç�³�á�”�Â�Ÿ�ï�¬  �·�¿�³�ã�ï�w���t
�v�“  debug �¯�Ú�ï�Å�›�–�;�`�o�X�i�^�M�{�^�’�t�z�É�¿�Ä�ë�”�«  �Ä�å�Ñ�Ÿ�¿�«�”�•�â�”�²
:�U	—
�s�M�8���t  debug �¯�Ú�ï�Å�›�–�;�b�”�\�q�›�S�ç�Š�`�‡�b�{ �\�w�‘�O�s�8���t�Ã�Ì�¿�¬�›�î�æ�b�”
�q�z debug �¯�Ú�ï�Å�w	r�g�¦�”�Ì�”�Ô�¿�Å�w
ÿ�C�t�‘�l�o�³�µ�Â�Ü�w�–�;�t�è�¹�U
\�a�”�D�ó
Q�U
�ÿ�X�s�“�‡�b�{

�« �Í�w�«�p�x�z Kerberos �w�Ã�Ì�¿�¬  �Ý�¿�·�”�´�›� �É�”�Ò�ç�t�`�‡�b�{ show debug �¯�Ú�ï�Å�x�z
Kerberos �w�Ã�Ì�¿�¬  �Ý�¿�·�”�´�U� �É�”�Ò�ç�t�s�l�o�M�”�\�q�›�Ô�`�‡�b�{

hostname# debug kerberos
debug kerberos  enabled at level 1
hostname# show debug
debug kerberos  enabled at level 1
hostname#

���È�¯�Ú�ï�Å

level �¢�¦�Ó�³�ã�ï�£
¯�Ô�b�”�Ã�Ì�¿�¬  �Ý�¿�·�”�´�w�è�Õ�ç�¢ 1 �™ 255�£�›
ƒ���`
�‡�b�{�Ã�Ñ�¥�ç�Ä�x  1 �p�b�{�ô�è�Õ�ç�w�å�C�Ý�¿�·�”�´�›
¯�Ô�b�”�t�x�z
�è�Õ�ç�›�ô�M
:�‹�t
ƒ���`�‡�b�{

�¯�Ú�ï�Å  �Þ�”�Å

�Ñ�•� �ž�¢�¥�”�ç  �Þ�”�Å �·�©�á�æ�Â�Ÿ  �¯�ï�Â�©�µ�Ä

�ç�”�Â�¿�Å �•�a �³�ï�¬�ç

�Ú�ç�½

�¯�ï�Â�©�µ�Ä �³�µ�Â�Ü

�›�V  EXEC • • • • •

�æ�æ�”�µ �!�Ë�º�0

7.0(1) �\�w�¯�Ú�ï�Å�U�‹�Ö�^�•�‡�`�h�{

�¯�Ú�ï�Å 
†�Ì

show debug �q�O�w�Ã�Ì�¿�¬  �¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï�›
¯�Ô�`�‡�b�{
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debug l2tp
L2TP �w�Ã�Ì�¿�¬	Ø�C�›
¯�Ô�b�”�t�x�z�›�V  EXEC �Þ�”�Å�p  debug l2tp �¯�Ú�ï�Å�›�–�;�`�‡�b�{�Ã
�Ì�¿�¬	Ø�C�w
¯�Ô�›�Ã�Ÿ�·�”�Ò�ç�t�b�”�t�x�z�\�w�¯�Ú�ï�Å�w  no ���Ü�›�–�;�`�‡�b�{

debug l2tp { data | error  | event | packet} level

no debug l2tp { data | error  | event | packet} level

�³�ï�»�¿�«�µ�w
†�Ì

�Ã�Ñ�¥�ç�Ä level �w�Ã�Ñ�¥�ç�Ä�‹�x  1 �p�b�{

�¯�Ú�ï�Å  �Þ�”�Å �Í�w
¯�x�z�\�w�¯�Ú�ï�Å�›�Ö�—�p�V�”�Þ�”�Å�›�Ô�`�o�M�‡�b�{

�¯�Ú�ï�Å�d�º

�–�;	Í�w�̈ � �Å�å� �ï �Ã�Ì�¿�¬	Z�—�x  CPU �Ó�é�·�µ�p�ô��
Œ	q�•�U�Â�“�p�o�’�•�o�M�”�h�Š�z�Ã�Ì�¿�¬	Z�—�›�æ�O�q�³
�µ�Â�Ü�U�–�;�p�V�s�X�s�”�\�q�U�K�“�‡�b�{�\�w�h�Š�z�›���w�ð�J�w�Ä�å�Ò�ç�³�á�”�Â�Ÿ�ï�¬�›�æ
�O	Ô�ù�•�z�³�µ�¯�w�Â�«�Ç�§�ç  �±�Ù�”�Ä  �µ�»�¿�Ñ�q�w�Ä�å�Ò�ç�³�á�”�Â�Ÿ�ï�¬  �·�¿�³�ã�ï�w���t
�v�“  debug �¯�Ú�ï�Å�›�–�;�`�o�X�i�^�M�{�^�’�t�z�É�¿�Ä�ë�”�«  �Ä�å�Ñ�Ÿ�¿�«�”�•�â�”�²
:�U	—
�s�M�8���t  debug �¯�Ú�ï�Å�›�–�;�b�”�\�q�›�S�ç�Š�`�‡�b�{ �\�w�‘�O�s�8���t�Ã�Ì�¿�¬�›�î�æ�b�”
�q�z debug �¯�Ú�ï�Å�w	r�g�¦�”�Ì�”�Ô�¿�Å�w
ÿ�C�t�‘�l�o�³�µ�Â�Ü�w�–�;�t�è�¹�U
\�a�”�D�ó
Q�U
�ÿ�X�s�“�‡�b�{

�« �Í�w�«�p�x
€��� �Õ�ï�Ä�w  L2TP �Ã�Ì�¿�¬  �Ý�¿�·�”�´�›� �É�”�Ò�ç�t�`�‡�b�{ show debug �¯�Ú�ï�Å
�x�z L2TP �w�Ã�Ì�¿�¬  �Ý�¿�·�”�´�U� �É�”�Ò�ç�t�s�l�o�M�”�\�q�›�Ô�`�‡�b�{

hostname# debug l2tp event 1
hostname# show debug
debug l2tp event enabled at level 1
hostname#

���È�¯�Ú�ï�Å

data �Ã�”�»  �Í�­�¿�Ä  �Ä�è�”�µ	Ø�C�›
¯�Ô�`�‡�b�{

error �¤�å�”  � �Õ�ï�Ä�›
¯�Ô�`�‡�b�{

event L2TP 
€��� �Õ�ï�Ä�›
¯�Ô�`�‡�b�{

packet �Í�­�¿�Ä  �Ä�è�”�µ	Ø�C�›
¯�Ô�`�‡�b�{

level �¢�¦�Ó�³�ã�ï�£
¯�Ô�b�”�Ã�Ì�¿�¬  �Ý�¿�·�”�´�w�è�Õ�ç�¢ 1 �™ 255�£�›
ƒ���`
�‡�b�{�Ã�Ñ�¥�ç�Ä�x  1 �p�b�{�ô�è�Õ�ç�w�å�C�Ý�¿�·�”�´�›
¯�Ô�b�”�t�x�z
�è�Õ�ç�›�ô�M
:�‹�t
ƒ���`�‡�b�{

�¯�Ú�ï�Å  �Þ�”�Å

�Ñ�•� �ž�¢�¥�”�ç  �Þ�”�Å �·�©�á�æ�Â�Ÿ  �¯�ï�Â�©�µ�Ä

�ç�”�Â�¿�Å �•�a �³�ï�¬�ç

�Ú�ç�½

�¯�ï�Â�©�µ�Ä �³�µ�Â�Ü

�›�V  EXEC • • • • •

�æ�æ�”�µ �!�Ë�º�0

7.2(1) �\�w�¯�Ú�ï�Å�U�‹�Ö�^�•�‡�`�h�{

�¯�Ú�ï�Å 
†�Ì

show debug �q�O�w�Ã�Ì�¿�¬  �¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï�›
¯�Ô�`�‡�b�{
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debug ldap
LDAP �w�Ã�Ì�¿�¬	Ø�C�›
¯�Ô�b�”�t�x�z�›�V  EXEC �Þ�”�Å�p  debug ldap �¯�Ú�ï�Å�›�–�;�`�‡�b�{�Ã
�Ì�¿�¬	Ø�C�w
¯�Ô�›�Ã�Ÿ�·�”�Ò�ç�t�b�”�t�x�z�\�w�¯�Ú�ï�Å�w  no ���Ü�›�–�;�`�‡�b�{

debug ldap [level]

no debug ldap

�³�ï�»�¿�«�µ�w
†�Ì

�Ã�Ñ�¥�ç�Ä level �w�Ã�Ñ�¥�ç�Ä�‹�x  1 �p�b�{

�¯�Ú�ï�Å  �Þ�”�Å �Í�w
¯�x�z�\�w�¯�Ú�ï�Å�›�Ö�—�p�V�”�Þ�”�Å�›�Ô�`�o�M�‡�b�{

�¯�Ú�ï�Å�d�º

�–�;	Í�w�̈ � �Å�å� �ï �Ã�Ì�¿�¬	Z�—�x  CPU �Ó�é�·�µ�p�ô��
Œ	q�•�U�Â�“�p�o�’�•�o�M�”�h�Š�z�Ã�Ì�¿�¬	Z�—�›�æ�O�q�³
�µ�Â�Ü�U�–�;�p�V�s�X�s�”�\�q�U�K�“�‡�b�{�\�w�h�Š�z�›���w�ð�J�w�Ä�å�Ò�ç�³�á�”�Â�Ÿ�ï�¬�›�æ
�O	Ô�ù�•�z�³�µ�¯�w�Â�«�Ç�§�ç  �±�Ù�”�Ä  �µ�»�¿�Ñ�q�w�Ä�å�Ò�ç�³�á�”�Â�Ÿ�ï�¬  �·�¿�³�ã�ï�w���t
�v�“  debug �¯�Ú�ï�Å�›�–�;�`�o�X�i�^�M�{�^�’�t�z�É�¿�Ä�ë�”�«  �Ä�å�Ñ�Ÿ�¿�«�”�•�â�”�²
:�U	—
�s�M�8���t  debug �¯�Ú�ï�Å�›�–�;�b�”�\�q�›�S�ç�Š�`�‡�b�{ �\�w�‘�O�s�8���t�Ã�Ì�¿�¬�›�î�æ�b�”
�q�z debug �¯�Ú�ï�Å�w	r�g�¦�”�Ì�”�Ô�¿�Å�w
ÿ�C�t�‘�l�o�³�µ�Â�Ü�w�–�;�t�è�¹�U
\�a�”�D�ó
Q�U
�ÿ�X�s�“�‡�b�{

�« �Í�w�«�p�x�z LDAP �w�Ã�Ì�¿�¬  �Ý�¿�·�”�´�›� �É�”�Ò�ç�t�`�‡�b�{ show debug �¯�Ú�ï�Å�x�z LDAP
�w�Ã�Ì�¿�¬  �Ý�¿�·�”�´�U� �É�”�Ò�ç�t�s�l�o�M�”�\�q�›�Ô�`�‡�b�{

hostname# debug ldap
debug ldap  enabled at level 1
hostname# show debug
debug ldap  enabled at level 1
hostname#

���È�¯�Ú�ï�Å

level �¢�¦�Ó�³�ã�ï�£
¯�Ô�b�”�Ã�Ì�¿�¬  �Ý�¿�·�”�´�w�è�Õ�ç�¢ 1 �™ 255�£�›
ƒ���`
�‡�b�{�Ã�Ñ�¥�ç�Ä�x  1 �p�b�{�ô�è�Õ�ç�w�å�C�Ý�¿�·�”�´�›
¯�Ô�b�”�t�x�z
�è�Õ�ç�›�ô�M
:�‹�t
ƒ���`�‡�b�{

�¯�Ú�ï�Å  �Þ�”�Å

�Ñ�•� �ž�¢�¥�”�ç  �Þ�”�Å �·�©�á�æ�Â�Ÿ  �¯�ï�Â�©�µ�Ä

�ç�”�Â�¿�Å �•�a �³�ï�¬�ç

�Ú�ç�½

�¯�ï�Â�©�µ�Ä �³�µ�Â�Ü

�›�V  EXEC • • • • •

�æ�æ�”�µ �!�Ë�º�0

7.0(1) �\�w�¯�Ú�ï�Å�U�‹�Ö�^�•�‡�`�h�{

�¯�Ú�ï�Å 
†�Ì

show debug �q�O�w�Ã�Ì�¿�¬  �¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï�›
¯�Ô�`�‡�b�{
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debug mac-address-table
MAC �ž�Å�è�µ  �Â�”�Ò�ç�t���b�”�Ã�Ì�¿�¬  �Ý�¿�·�”�´�›
¯�Ô�b�”�t�x�z�›�V  EXEC �Þ�”�Å�p  debug
mac-address-table �¯�Ú�ï�Å�›�–�;�`�‡�b�{ MAC �ž�Å�è�µ  �Â�”�Ò�ç�t���b�”�Ã�Ì�¿�¬  �Ý�¿�·�”�´�w

¯�Ô�›���­�b�”�t�x�z�\�w�¯�Ú�ï�Å�w  no ���Ü�›�–�;�`�‡�b�{

debug mac-address-table [level]

no debug mac-address-table [level]

�³�ï�»�¿�«�µ�w
†�Ì

�Ã�Ñ�¥�ç�Ä �Ã�Ñ�¥�ç�Ä�w�è�Õ�ç�x  1 �p�b�{

�¯�Ú�ï�Å  �Þ�”�Å �Í�w
¯�x�z�\�w�¯�Ú�ï�Å�›�Ö�—�p�V�”�Þ�”�Å�›�Ô�`�o�M�‡�b�{

�¯�Ú�ï�Å�d�º

�–�;	Í�w�̈ � �Å�å� �ï debug �¯�Ú�ï�Å�›�–�;�b�”�q�z�è	ô�”�w���M�É�¿�Ä�ë�”�«�w�Ä�å�Ñ�Ÿ�¿�«�U�—�X�s�”�D�ó
Q�U�K�“
�‡�b�{

�« �Í�w�«�p�x�z MAC �ž�Å�è�µ  �Â�”�Ò�ç�w�Ã�Ì�¿�¬  �Ý�¿�·�”�´�›� �É�”�Ò�ç�t�`�‡�b�{

hostname# debug mac-address-table

���È�¯�Ú�ï�Å

level �¢�¦�Ó�³�ã�ï�£
¯�Ô�b�”�Ã�Ì�¿�¬  �Ý�¿�·�”�´�w�è�Õ�ç�¢ 1 �™ 255�£�›
ƒ���`
�‡�b�{�Ã�Ñ�¥�ç�Ä�x  1 �p�b�{�ô�è�Õ�ç�w�å�C�Ý�¿�·�”�´�›
¯�Ô�b�”�t�x�z
�è�Õ�ç�›�ô�M
:�‹�t
ƒ���`�‡�b�{

�¯�Ú�ï�Å  �Þ�”�Å

�Ñ�•� �ž�¢�¥�”�ç  �Þ�”�Å �·�©�á�æ�Â�Ÿ  �¯�ï�Â�©�µ�Ä

�ç�”�Â�¿�Å �•�a �³�ï�¬�ç

�Ú�ç�½

�¯�ï�Â�©�µ�Ä �³�µ�Â�Ü

�›�V  EXEC — • • • —

�æ�æ�”�µ �!�Ë�º�0

7.0(1) �\�w�¯�Ú�ï�Å�U�‹�Ö�^�•�‡�`�h�{

�¯�Ú�ï�Å 
†�Ì

mac-address-table aging-time �¼� �Æ�Û�¿�«  MAC �ž�Å�è�µ  �¤�ï�Ä�æ�w�»� �Ü�ž�¢�Ä�›
ƒ���`
�‡�b�{

mac-address-table static MAC �ž�Å�è�µ  �Â�”�Ò�ç�t�µ�»�Â�Ÿ�¿�«  MAC �ž�Å�è�µ  �¤�ï�Ä
�æ�›�å�C�`�‡�b�{

mac-learn MAC �ž�Å�è�µ  �å�”�Ç�ï�¬�›�Ã�Ÿ�·�”�Ò�ç�t�`�‡�b�{

show debug � �É�”�Ò�ç�s�Ã�Ì�¿�¨�›�b�‚�o
¯�Ô�`�‡�b�{

show mac-address-table MAC �ž�Å�è�µ  �Â�”�Ò�ç�w�¤�ï�Ä�æ�›
¯�Ô�`�‡�b�{



�H 10 	·       ddns �¯�Ú�ï�Å�™  debug xdmcp �¯�Ú�ï�Å
  debug menu

10-58
Cisco �·�©�á�æ�Â�Ÿ  �ž�Ó�å� �ž�ï�µ  �¯�Ú�ï�Å  �æ�Ñ�•�è�ï�µ

OL-10086-02-J

debug menu
�›���;�ó�w	Ä�I�s�Ã�Ì�¿�¬	Ø�C�›
¯�Ô�b�”�t�x�z�›�V  EXEC �Þ�”�Å�p  debug menu �¯�Ú�ï�Å�›�–�;
�`�‡�b�{

debug menu

�«�™ debug menu �¯�Ú�ï�Å�x�z �³�µ�¯�w�Â�«�Ç�§�ç  �±�Ù�”�Ä  �µ�»�¿�Ñ�w�¦�‹�w�<�p�–�;�b�”
ž�A�U�K�“
�‡�b�{

�³�ï�»�¿�«�µ�w
†�Ì �\�w�¯�Ú�ï�Å�x�z�³�µ�¯  �Â�«�Ç�§�ç  �±�Ù�”�Ä  �µ�»�¿�Ñ�w�¦�‹�w�<�p�–�;�b�”
ž�A�U�K�“�‡�b�{

�Ã�Ñ�¥�ç�Ä �Ã�Ñ�¥�ç�Ä�w�ˆ�^�•�‹�x�K�“�‡�d�œ�{

�¯�Ú�ï�Å  �Þ�”�Å �Í�w
¯�x�z�\�w�¯�Ú�ï�Å�›�Ö�—�p�V�”�Þ�”�Å�›�Ô�`�o�M�‡�b�{

�¯�Ú�ï�Å�d�º

�–�;	Í�w�̈ � �Å�å� �ï �Ã�Ì�¿�¬	Z�—�x  CPU �Ó�é�·�µ�p�ô��
Œ	q�•�U�Â�“�p�o�’�•�o�M�”�h�Š�z�Ã�Ì�¿�¬	Z�—�›�æ�O�q�³
�µ�Â�Ü�U�–�;�p�V�s�X�s�”�\�q�U�K�“�‡�b�{�\�w�h�Š�z�›���w�ð�J�w�Ä�å�Ò�ç�³�á�”�Â�Ÿ�ï�¬�›�æ
�O	Ô�ù�•�z�³�µ�¯�w�Â�«�Ç�§�ç  �±�Ù�”�Ä  �µ�»�¿�Ñ�q�w�Ä�å�Ò�ç�³�á�”�Â�Ÿ�ï�¬  �·�¿�³�ã�ï�w���t
�v�“  debug �¯�Ú�ï�Å�›�–�;�`�o�X�i�^�M�{�^�’�t�z�É�¿�Ä�ë�”�«  �Ä�å�Ñ�Ÿ�¿�«�”�•�â�”�²
:�U	—
�s�M�8���t  debug �¯�Ú�ï�Å�›�–�;�b�”�\�q�›�S�ç�Š�`�‡�b�{ �\�w�‘�O�s�8���t�Ã�Ì�¿�¬�›�î�æ�b�”
�q�z debug �¯�Ú�ï�Å�w	r�g�¦�”�Ì�”�Ô�¿�Å�w
ÿ�C�t�‘�l�o�³�µ�Â�Ü�w�–�;�t�è�¹�U
\�a�”�D�ó
Q�U
�ÿ�X�s�“�‡�b�{

�« �\�w�¯�Ú�ï�Å�x�z�³�µ�¯  �Â�«�Ç�§�ç  �±�Ù�”�Ä  �µ�»�¿�Ñ�w�¦�‹�w�<�p�–�;�b�”
ž�A�U�K�“�‡�b�{

���È�¯�Ú�ï�Å

�¯�Ú�ï�Å  �Þ�”�Å

�Ñ�•� �ž�¢�¥�”�ç  �Þ�”�Å �·�©�á�æ�Â�Ÿ  �¯�ï�Â�©�µ�Ä

�ç�”�Â�¿�Å �•�a �³�ï�¬�ç

�Ú�ç�½

�¯�ï�Â�©�µ�Ä �³�µ�Â�Ü

�›�V  EXEC • • • • •

�æ�æ�”�µ �!�Ë�º�0

7.0(1) �\�w�¯�Ú�ï�Å�U�‹�Ö�^�•�‡�`�h�{

�¯�Ú�ï�Å 
†�Ì

show debug �q�O�w�Ã�Ì�¿�¬  �¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï�›
¯�Ô�`�‡�b�{
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debug mfib
MFIB �w�Ã�Ì�¿�¬	Ø�C�›
¯�Ô�b�”�t�x�z�›�V  EXEC �Þ�”�Å�p  debug mfib �¯�Ú�ï�Å�›�–�;�`�‡�b�{�Ã
�Ì�¿�¬	Ø�C�w
¯�Ô�›���­�b�”�t�x�z�\�w�¯�Ú�ï�Å�w  no ���Ü�›�–�;�`�‡�b�{  

debug mfib {db | init  | mrib | pak | ps | signal} [ group]

no debug mfib {db | init  | mrib | pak | ps | signal} [ group]

�³�ï�»�¿�«�µ�w
†�Ì

�Ã�Ñ�¥�ç�Ä �Ã�Ñ�¥�ç�Ä�w�ˆ�^�•�‹�x�K�“�‡�d�œ�{

�¯�Ú�ï�Å  �Þ�”�Å �Í�w
¯�x�z�\�w�¯�Ú�ï�Å�›�Ö�—�p�V�”�Þ�”�Å�›�Ô�`�o�M�‡�b�{

�¯�Ú�ï�Å�d�º

�–�;	Í�w�̈ � �Å�å� �ï �Ã�Ì�¿�¬	Z�—�x  CPU �Ó�é�·�µ�p�ô��
Œ	q�•�U�Â�“�p�o�’�•�o�M�”�h�Š�z�Ã�Ì�¿�¬	Z�—�›�æ�O�q�³
�µ�Â�Ü�U�–�;�p�V�s�X�s�”�\�q�U�K�“�‡�b�{�\�w�h�Š�z�›���w�ð�J�w�Ä�å�Ò�ç�³�á�”�Â�Ÿ�ï�¬�›�æ
�O	Ô�ù�•�z�³�µ�¯�w�Â�«�Ç�§�ç  �±�Ù�”�Ä  �µ�»�¿�Ñ�q�w�Ä�å�Ò�ç�³�á�”�Â�Ÿ�ï�¬  �·�¿�³�ã�ï�w���t
�v�“  debug �¯�Ú�ï�Å�›�–�;�`�o�X�i�^�M�{�^�’�t�z�É�¿�Ä�ë�”�«  �Ä�å�Ñ�Ÿ�¿�«�”�•�â�”�²
:�U	—
�s�M�8���t  debug �¯�Ú�ï�Å�›�–�;�b�”�\�q�›�S�ç�Š�`�‡�b�{ �\�w�‘�O�s�8���t�Ã�Ì�¿�¬�›�î�æ�b�”
�q�z debug �¯�Ú�ï�Å�w	r�g�¦�”�Ì�”�Ô�¿�Å�w
ÿ�C�t�‘�l�o�³�µ�Â�Ü�w�–�;�t�è�¹�U
\�a�”�D�ó
Q�U
�ÿ�X�s�“�‡�b�{

�« �Í�w�«�p�x�z MFIB �Ã�”�»�Õ�”�µ�ˆ�^�w�Ã�Ì�¿�¬	Ø�C�›
¯�Ô�`�‡�b�{

hostname# debug mfib db
MFIB IPv4 db debugging enabled

���È�¯�Ú�ï�Å

db �¢�¦�Ó�³�ã�ï�£�ç�”�Ä  �Ã�”�»�Õ�”�µ�ˆ�^�w�Ã�Ì�¿�¬	Ø�C�›
¯�Ô�`�‡�b�{

group �¢�¦�Ó�³�ã�ï�£�Ú�ç�½�©�ß�µ�Ä  �¬�ç�”�Ó�w  IP �ž�Å�è�µ�{

init �¢�¦�Ó�³�ã�ï�£�³�µ�Â�Ü�w	s�8�=�ž�«�Â�Ÿ�Ï�Â�Ÿ�›
¯�Ô�`�‡�b�{

mrib �¢�¦�Ó�³�ã�ï�£ MRIB �q�w�è	ô�w�Ã�Ì�¿�¬	Ø�C�›
¯�Ô�`�‡�b�{

pak �¢�¦�Ó�³�ã�ï�£�Í�­�¿�Ä  �Ñ�¥�ë�”�Ã�Ÿ�ï�¬�ˆ�^�w�Ã�Ì�¿�¬	Ø�C�›
¯�Ô�`�‡�b�{

ps �¢�¦�Ó�³�ã�ï�£�Ó�é�·�µ  �µ� �¿�½�ï�¬�ˆ�^�w�Ã�Ì�¿�¬	Ø�C�›
¯�Ô�`�‡�b�{

signal �¢�¦�Ó�³�ã�ï�£ �ç�”�Â�Ÿ�ï�¬  �Ó�é�Ä�¯�ç�•�w  MFIB �³�¬�Æ�æ�ï�¬�w�Ã�Ì�¿�¬	Ø
�C�›
¯�Ô�`�‡�b�{

�¯�Ú�ï�Å  �Þ�”�Å

�Ñ�•� �ž�¢�¥�”�ç  �Þ�”�Å �·�©�á�æ�Â�Ÿ  �¯�ï�Â�©�µ�Ä

�ç�”�Â�¿�Å �•�a �³�ï�¬�ç

�Ú�ç�½

�¯�ï�Â�©�µ�Ä �³�µ�Â�Ü

�›�V  EXEC • — • — —

�æ�æ�”�µ �!�Ë�º�0

7.0(1) �\�w�¯�Ú�ï�Å�U�‹�Ö�^�•�‡�`�h�{

�¯�Ú�ï�Å 
†�Ì

show mfib MFIB �w�8
ù�¤�ï�Ä�æ�S�‘�|� �ï�»�”�Ñ�£� �µ�›
¯�Ô�`�‡�b�{
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debug mgcp
MGCP �ž�Ó�æ�­�”�³�ã�ï�U�*�t���b�”	Ä�I	Ø�C�›
¯�Ô�b�”�t�x�z�›�V  EXEC �Þ�”�Å�p  debug mgcp
�¯�Ú�ï�Å�›�–�;�`�‡�b�{�Ã�Ì�¿�¬�›�Ã�Ÿ�·�”�Ò�ç�t�b�”�t�x�z�\�w�¯�Ú�ï�Å�w  no ���Ü�›�–�;�`�‡
�b�{

debug mgcp {messages | parser | sessions}

no debug mgcp {messages | parser | sessions}

�Ã�Ñ�¥�ç�Ä �b�‚�o�w�¦�Ó�³�ã�ï�U� �É�”�Ò�ç�t�s�l�o�M�‡�b�{

�¯�Ú�ï�Å  �Þ�”�Å �Í�w
¯�x�z�\�w�¯�Ú�ï�Å�›�Ö�—�p�V�”�Þ�”�Å�›�Ô�`�o�M�‡�b�{

�¯�Ú�ï�Å�d�º

�–�;	Í�w�̈ � �Å�å� �ï debug mgcp �¯�Ú�ï�Å�x�z mgcp �U�*�t���b�”	Ä�I	Ø�C�›
¯�Ô�`�‡�b�{ no debug all �¯�Ú�ï�Å�‡�h�x
undebug all �¯�Ú�ï�Å�x�z� �É�”�Ò�ç�s�Ã�Ì�¿�¬�›�b�‚�o�¦�Ñ�t�`�‡�b�{

�« �Í�w�«�p�x�z MGCP �ž�Ó�æ�­�”�³�ã�ï�U�*�t���b�”	Ä�I	Ø�C�w
¯�Ô�›� �É�”�Ò�ç�t�`�‡�b�{

hostname# debug mgcp

���È�¯�Ú�ï�Å

messages MGCP �Ý�¿�·�”�´�w�Ã�Ì�¿�¬	Ø�C�›
¯�Ô�`�‡�b�{

parser MGCP �Ý�¿�·�”�´�r
s�w�Ã�Ì�¿�¬	Ø�C�›
¯�Ô�`�‡�b�{  

sessions MGCP �·�¿�³�ã�ï�t���b�”�Ã�Ì�¿�¬	Ø�C�›
¯�Ô�`�‡�b�{  

�¯�Ú�ï�Å  �Þ�”�Å

�Ñ�•� �ž�¢�¥�”�ç  �Þ�”�Å �·�©�á�æ�Â�Ÿ  �¯�ï�Â�©�µ�Ä

�ç�”�Â�¿�Å �•�a �³�ï�¬�ç

�Ú�ç�½

�¯�ï�Â�©�µ�Ä �³�µ�Â�Ü

�›�V  EXEC • • • • —

�æ�æ�”�µ �!�Ë�º�0

7.0(1) �\�w�¯�Ú�ï�Å�U�‹�Ö�^�•�‡�`�h�{

�¯�Ú�ï�Å 
†�Ì

class-map �·�©�á�æ�Â�Ÿ  �ž�«�³�ã�ï�›�&�;�b�”
Œ�w�Ä�å�Ñ�Ÿ�¿�«  �«�å�µ�›���[�`�‡
�b�{  

inspect mgcp MGCP �ž�Ó�æ�­�”�³�ã�ï�U�*�›� �É�”�Ò�ç�t�`�‡�b�{

mgcp-map MGCP �Ú�¿�Ó�›���[�`�z MGCP �Ú�¿�Ó  �¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï  �Þ�”�Å�›
� �É�”�Ò�ç�t�`�‡�b�{

show mgcp �·�©�á�æ�Â�Ÿ  �ž�Ó�å� �ž�ï�µ�›�p�`�o�¬�q�^�•�h  MGCP �·�¿�³�ã�ï�t��
�b�”	Ø�C�›
¯�Ô�`�‡�b�{

show conn �^�‡�_�‡�s
€���»� �Ó�w
€��	Ý�6�›
¯�Ô�`�‡�b�{
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debug module-boot
SSM �Ò�”�Â�Ÿ�ï�¬  �Ó�é�·�µ�t���b�”�Ã�Ì�¿�¬  �Ý�¿�·�”�´�›
¯�Ô�b�”�t�x�z�›�V  EXEC �Þ�”�Å�p
debug module-boot �¯�Ú�ï�Å�›�–�;�`�‡�b�{ SSM �Ò�”�Â�Ÿ�ï�¬  �Ó�é�·�µ�t���b�”�Ã�Ì�¿�¬  �Ý�¿�·�”
�´�w
¯�Ô�›���­�b�”�t�x�z�\�w�¯�Ú�ï�Å�w  no ���Ü�›�–�;�`�‡�b�{

debug module-boot [level]

no debug module-boot [level]

�³�ï�»�¿�«�µ�w
†�Ì

�Ã�Ñ�¥�ç�Ä �Ã�Ñ�¥�ç�Ä�w�è�Õ�ç�x  1 �p�b�{

�¯�Ú�ï�Å  �Þ�”�Å �Í�w
¯�x�z�\�w�¯�Ú�ï�Å�›�Ö�—�p�V�”�Þ�”�Å�›�Ô�`�o�M�‡�b�{

�¯�Ú�ï�Å�d�º

�–�;	Í�w�̈ � �Å�å� �ï debug �¯�Ú�ï�Å�›�–�;�b�”�q�z�è	ô�”�w���M�É�¿�Ä�ë�”�«�w�Ä�å�Ñ�Ÿ�¿�«�U�—�X�s�”�D�ó
Q�U�K�“
�‡�b�{

�« �Í�w�«�p�x�z SSM �Ò�”�Â�Ÿ�ï�¬  �Ó�é�·�µ�t���b�”�Ã�Ì�¿�¬  �Ý�¿�·�”�´�›� �É�”�Ò�ç�t�`�‡�b�{

hostname# debug module-boot

���È�¯�Ú�ï�Å

level �¢�¦�Ó�³�ã�ï�£
¯�Ô�b�”�Ã�Ì�¿�¬  �Ý�¿�·�”�´�w�è�Õ�ç�¢ 1 �™ 255�£�›
ƒ���`
�‡�b�{�Ã�Ñ�¥�ç�Ä�x  1 �p�b�{�ô�è�Õ�ç�w�å�C�Ý�¿�·�”�´�›
¯�Ô�b�”�t�x�z
�è�Õ�ç�›�ô�M
:�‹�t
ƒ���`�‡�b�{

�¯�Ú�ï�Å  �Þ�”�Å

�Ñ�•� �ž�¢�¥�”�ç  �Þ�”�Å �·�©�á�æ�Â�Ÿ  �¯�ï�Â�©�µ�Ä

�ç�”�Â�¿�Å �•�a �³�ï�¬�ç

�Ú�ç�½

�¯�ï�Â�©�µ�Ä �³�µ�Â�Ü

�›�V  EXEC • • • — •

�æ�æ�”�µ �!�Ë�º�0

7.0(1) �\�w�¯�Ú�ï�Å�U�‹�Ö�^�•�‡�`�h�{

�¯�Ú�ï�Å 
†�Ì

hw-module module recover TFTP �±�”�Ì�T�’�æ�§�Ì�æ  � �Ý�”�´�›�é�”�Å�b�”�\�q�t�‘�“�z � 
�ï�Â�æ�´�£�ï�Ä  SSM �›�s
î�`�‡�b�{

hw-module module reset SSM �›�³�ß�¿�Ä�¼�¢�ï�`�z�Ë�”�Å�¢�£�ž  �æ�·�¿�Ä�›�î�æ�`�‡
�b�{

hw-module module reload � �ï�Â�æ�´�£�ï�Ä  SSM �¹�Ñ�Ä�¢�£�ž�›�æ�é�”�Å�`�‡�b�{

hw-module module shutdown �¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï  �Ã�”�»�›�æ�˜�c�t�?�o�›
~�”�h�Š�z
SSM �¹�Ñ�Ä�¢�£�ž�›�³�ß�¿�Ä�¼�¢�ï�`�‡�b�{

show module SSM 	Ø�C�›
¯�Ô�`�‡�b�{
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debug mrib
MRIB �w�Ã�Ì�¿�¬	Ø�C�›
¯�Ô�b�”�t�x�z �›�V  EXEC �Þ�”�Å�p  debug mrib �¯�Ú�ï�Å�›�–�;�`�‡�b�{ �Ã
�Ì�¿�¬	Ø�C�w
¯�Ô�›���­�b�”�t�x�z�\�w�¯�Ú�ï�Å�w  no ���Ü�›�–�;�`�‡�b�{  

debug mrib {client | io | route [group] | table}

no debug mrib {client | io | route [group] | table}

�³�ï�»�¿�«�µ�w
†�Ì

�Ã�Ñ�¥�ç�Ä �Ã�Ñ�¥�ç�Ä�w�ˆ�^�•�‹�x�K�“�‡�d�œ�{

�¯�Ú�ï�Å  �Þ�”�Å �Í�w
¯�x�z�\�w�¯�Ú�ï�Å�›�Ö�—�p�V�”�Þ�”�Å�›�Ô�`�o�M�‡�b�{

�¯�Ú�ï�Å�d�º

�–�;	Í�w�̈ � �Å�å� �ï �Ã�Ì�¿�¬	Z�—�x  CPU �Ó�é�·�µ�p�ô��
Œ	q�•�U�Â�“�p�o�’�•�o�M�”�h�Š�z�Ã�Ì�¿�¬	Z�—�›�æ�O�q�³
�µ�Â�Ü�U�–�;�p�V�s�X�s�”�\�q�U�K�“�‡�b�{�\�w�h�Š�z�›���w�ð�J�w�Ä�å�Ò�ç�³�á�”�Â�Ÿ�ï�¬�›�æ
�O	Ô�ù�•�z�³�µ�¯�w�Â�«�Ç�§�ç  �±�Ù�”�Ä  �µ�»�¿�Ñ�q�w�Ä�å�Ò�ç�³�á�”�Â�Ÿ�ï�¬  �·�¿�³�ã�ï�w���t
�v�“  debug �¯�Ú�ï�Å�›�–�;�`�o�X�i�^�M�{�^�’�t�z�É�¿�Ä�ë�”�«  �Ä�å�Ñ�Ÿ�¿�«�”�•�â�”�²
:�U	—
�s�M�8���t  debug �¯�Ú�ï�Å�›�–�;�b�”�\�q�›�S�ç�Š�`�‡�b�{ �\�w�‘�O�s�8���t�Ã�Ì�¿�¬�›�î�æ�b�”
�q�z debug �¯�Ú�ï�Å�w	r�g�¦�”�Ì�”�Ô�¿�Å�w
ÿ�C�t�‘�l�o�³�µ�Â�Ü�w�–�;�t�è�¹�U
\�a�”�D�ó
Q�U
�ÿ�X�s�“�‡�b�{

�« �Í�w�«�p�x�z MRIB I/O � �Õ�ï�Ä�w�Ã�Ì�¿�¬�›� �É�”�Ò�ç�t�b�”�M�O�›�Ô�`�o�M�‡�b�{

hostname# debug mrib io
IPv4 MRIB io debugging is on

���È�¯�Ú�ï�Å

client MRIB �«�å� �ž�ï�Ä���g�ž�«�Â�Ÿ�Ï�Â�Ÿ�w�Ã�Ì�¿�¬�›� �É�”�Ò�ç�t�`�‡�b�{

io MRIB I/O � �Õ�ï�Ä�w�Ã�Ì�¿�¬�›� �É�”�Ò�ç�t�`�‡�b�{

route MRIB �ç�”�Â�Ÿ�ï�¬  �¤�ï�Ä�æ  �ž�«�Â�Ÿ�Ï�Â�Ÿ�w�Ã�Ì�¿�¬�›� �É�”�Ò�ç�t�`�‡
�b�{

group �¦���¬�ç�”�Ó�p�w  MRIB �ç�”�Â�Ÿ�ï�¬  �¤�ï�Ä�æ  �ž�«�Â�Ÿ�Ï�Â�Ÿ�w�Ã�Ì�¿�¬
�›� �É�”�Ò�ç�t�`�‡�b�{

table MRIB �Â�”�Ò�ç���g�ž�«�Â�Ÿ�Ï�Â�Ÿ�w�Ã�Ì�¿�¬�›� �É�”�Ò�ç�t�`�‡�b�{

�¯�Ú�ï�Å  �Þ�”�Å

�Ñ�•� �ž�¢�¥�”�ç  �Þ�”�Å �·�©�á�æ�Â�Ÿ  �¯�ï�Â�©�µ�Ä

�ç�”�Â�¿�Å �•�a �³�ï�¬�ç

�Ú�ç�½

�¯�ï�Â�©�µ�Ä �³�µ�Â�Ü

�›�V  EXEC • — • — —

�æ�æ�”�µ �!�Ë�º�0

7.0(1) �\�w�¯�Ú�ï�Å�U�‹�Ö�^�•�‡�`�h�{

�¯�Ú�ï�Å 
†�Ì

show mrib client MRIB �«�å� �ž�ï�Ä
€���t���b�”	Ø�C�›
¯�Ô�`�‡�b�{

show mrib route MRIB �Â�”�Ò�ç�w�¤�ï�Ä�æ�›
¯�Ô�`�‡�b�{
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debug nac
�É�¿�Ä�ë�”�«  �ž�Å�Û�¿�³�ã�ï  �¯�ï�Ä�é�”�ç  � �Õ�ï�Ä�w�é�ª�ï�¬�›� �É�”�Ò�ç�t�b�”�t�x�z�›�V
�Þ�”�Å�p�z debug nac �¯�Ú�ï�Å�›�–�;�`�‡�b�{ NAC �Ã�Ì�¿�¬  �Ý�¿�·�”�´�w�é�ª�ï�¬�›�Ã�Ÿ�·�”�Ò�ç
�t�b�”�t�x�z�\�w�¯�Ú�ï�Å�w  no ���Ü�›�–�;�`�‡�b�{  

debug nac {all | auth | errors | events}

no debug nac [all | auth | errors | events]

�³�ï�»�¿�«�µ�w
†�Ì

�Ã�Ñ�¥�ç�Ä �Ã�Ñ�¥�ç�Ä�w�ˆ�^�•�‹�x�K�“�‡�d�œ�{

�¯�Ú�ï�Å  �Þ�”�Å �Í�w
¯�x�z�\�w�¯�Ú�ï�Å�›�Ö�—�p�V�”�Þ�”�Å�›�Ô�`�o�M�‡�b�{

�¯�Ú�ï�Å�d�º

�–�;	Í�w�̈ � �Å�å� �ï �\�w�¯�Ú�ï�Å�›�–�;�b�”�q�z �·�©�á�æ�Â�Ÿ  �ž�Ó�å� �ž�ï�µ�x�Í�w  NAC � �Õ�ï�Ä�w�»� �Ó�•	s�8�=�z
�«�Ž�æ�µ�Ä�°�•�z ACS �Ä�å�ï�²�«�³�ã�ï�z�«�å� �ž�ï�Ä�è�µ�Ý	Â�z�Ã�Ñ�¥�ç�Ä  ACL �w�&�;�z�S�‘
�|�6�¬�Ý�›�é�¬�t�G�å�`�‡�b�{

�Ã�Ì�¿�¬	Z�—�t�ô��
Œ	q�•�›�Â�“�p�o�”�\�q�p�z�³�µ�Â�Ü�U�–�;�p�V�s�X�s�”�\�q�U�K�“�‡�b�{�\
�w�h�Š�z �›���w�ð�J�w�Ä�å�Ò�ç�³�á�”�Â�Ÿ�ï�¬�›�æ�O	Ô�ù�•�z �³�µ�¯�w�Â�«�Ç�§�ç  �±�Ù�”�Ä  �µ�»�¿
�Ñ�q�w�Ä�å�Ò�ç�³�á�”�Â�Ÿ�ï�¬  �·�¿�³�ã�ï�w���t�v�“  debug �¯�Ú�ï�Å�›�–�;�`�o�X�i�^�M�{�^�’
�t�z�É�¿�Ä�ë�”�«  �Ä�å�Ñ�Ÿ�¿�«�”�•�â�”�²
:�U	—�s�M�8���t  debug �¯�Ú�ï�Å�›�–�;�b�”�\�q�›�S
�ç�Š�`�‡�b�{�\�w�‘�O�s�8���t�Ã�Ì�¿�¬�›�î�æ�b�”�q�z debug �¯�Ú�ï�Å�w	r�g�¦�”�Ì�”�Ô�¿�Å�w
ÿ
�C�t�‘�l�o�³�µ�Â�Ü�w�–�;�t�è�¹�U
\�a�”�D�ó
Q�U�ÿ�X�s�“�‡�b�{

�« �Í�w�«�p�x�z�b�‚�o�w  NAC �·�¿�³�ã�ï  � �Õ�ï�Ä�w�é�ª�ï�¬�›� �É�”�Ò�ç�t�`�‡�b�{

hostname# debug nac events
hostname# 

all �b�‚�o�w  NAC 	Ø�C�t���b�”�Ã�Ì�¿�¬  �Ý�¿�·�”�´�w�é�ª�ï�¬�›� �É�”�Ò�ç
�t�`�‡�b�{

auth NAC �Ý	Â�A�{�q� �t�t���b�”�Ã�Ì�¿�¬  �Ý�¿�·�”�´�w�é�ª�ï�¬�›� �É�”�Ò
�ç�t�`�‡�b�{

errors NAC �·�¿�³�ã�ï  �¤�å�”�w�é�ª�ï�¬�›� �É�”�Ò�ç�t�`�‡�b�{

events NAC �·�¿�³�ã�ï  � �Õ�ï�Ä�w�é�ª�ï�¬�›� �É�”�Ò�ç�t�`�‡�b�{

�¯�Ú�ï�Å  �Þ�”�Å

�Ñ�•� �ž�¢�¥�”�ç  �Þ�”�Å �·�©�á�æ�Â�Ÿ  �¯�ï�Â�©�µ�Ä

�ç�”�Â�¿�Å �•�a �³�ï�¬�ç

�Ú�ç�½

�¯�ï�Â�©�µ�Ä �³�µ�Â�Ü

�›�V  EXEC • • • — •

�æ�æ�”�µ �!�Ë�º�0

7.2(1) �\�w�¯�Ú�ï�Å�U�‹�Ö�^�•�‡�`�h�{
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�Í�w�«�p�x�z�b�‚�o�w  NAC �Ã�Ì�¿�¬  �Ý�¿�·�”�´�w�é�ª�ï�¬�›� �É�”�Ò�ç�t�`�‡�b�{

hostname# debug nac all
hostname# 

�Í�w�«�p�x�z�b�‚�o�w  NAC �Ã�Ì�¿�¬  �Ý�¿�·�”�´�w�é�ª�ï�¬�›�Ã�Ÿ�·�”�Ò�ç�t�`�‡�b�{

hostname# no debug nac
hostname# 

���È�¯�Ú�ï�Å �¯�Ú�ï�Å 
†�Ì

debug eap NAC �Ý�¿�·�”�´�›�Ã�Ì�¿�¬�b�”�h�Š�w  EAP � �Õ�ï�Ä�w�é�ª�ï�¬�›� �É�”
�Ò�ç�t�`�‡�b�{  

debug eou NAC �Ý�¿�·�”�´�›�Ã�Ì�¿�¬�b�”�h�Š�w  EAP over UDP�¢ EAPoUDP�£� �Õ�ï
�Ä�w�é�ª�ï�¬�›� �É�”�Ò�ç�t�`�‡�b�{

eou initialize 1 �m�‡�h�x�f�•�Ž	Í�w  NAC �·�¿�³�ã�ï�t�Â�“�p�o�’�•�o�M�”�æ�¹�”�µ�›
	«�ˆ�`�z	ý�`�M�Á	Ú�E�w�Ù�µ�½�ß�¬�Ý�›�·�¿�³�ã�ï�]�q�t�‰�•�`�‡�b�{

eou revalidate 1 �m�‡�h�x�f�•�Ž	Í�w  NAC �·�¿�³�ã�ï�w�Ù�µ�½�ß�6�¬�Ý�›�h�i�j�t�§
M
�`�‡�b�{

show debug �q�O�w�Ã�Ì�¿�¬  �¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï�›
¯�Ô�`�‡�b�{
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debug ntdomain
NT �Å�Ý� �ï�Ý	Â�w�Ã�Ì�¿�¬	Ø�C�›
¯�Ô�b�”�t�x�z �›�V  EXEC �Þ�”�Å�p  debug ntdomain �¯�Ú�ï�Å�›
�–�;�`�‡�b�{ NT �Å�Ý� �ï�w�Ã�Ì�¿�¬	Ø�C�w
¯�Ô�›�Ã�Ÿ�·�”�Ò�ç�t�b�”�t�x�z�\�w�¯�Ú�ï�Å�w  no ��
�Ü�›�–�;�`�‡�b�{

debug ntdomain [level]

no debug ntdomain

�³�ï�»�¿�«�µ�w
†�Ì

�Ã�Ñ�¥�ç�Ä level �w�Ã�Ñ�¥�ç�Ä�‹�x  1 �p�b�{

�¯�Ú�ï�Å  �Þ�”�Å �Í�w
¯�x�z�\�w�¯�Ú�ï�Å�›�Ö�—�p�V�”�Þ�”�Å�›�Ô�`�o�M�‡�b�{

�¯�Ú�ï�Å�d�º

�–�;	Í�w�̈ � �Å�å� �ï �Ã�Ì�¿�¬	Z�—�x  CPU �Ó�é�·�µ�p�ô��
Œ	q�•�U�Â�“�p�o�’�•�o�M�”�h�Š�z�Ã�Ì�¿�¬	Z�—�›�æ�O�q�³
�µ�Â�Ü�U�–�;�p�V�s�X�s�”�\�q�U�K�“�‡�b�{�\�w�h�Š�z�›���w�ð�J�w�Ä�å�Ò�ç�³�á�”�Â�Ÿ�ï�¬�›�æ
�O	Ô�ù�•�z�³�µ�¯�w�Â�«�Ç�§�ç  �±�Ù�”�Ä  �µ�»�¿�Ñ�q�w�Ä�å�Ò�ç�³�á�”�Â�Ÿ�ï�¬  �·�¿�³�ã�ï�w���t
�v�“  debug �¯�Ú�ï�Å�›�–�;�`�o�X�i�^�M�{�^�’�t�z�É�¿�Ä�ë�”�«  �Ä�å�Ñ�Ÿ�¿�«�”�•�â�”�²
:�U	—
�s�M�8���t  debug �¯�Ú�ï�Å�›�–�;�b�”�\�q�›�S�ç�Š�`�‡�b�{ �\�w�‘�O�s�8���t�Ã�Ì�¿�¬�›�î�æ�b�”
�q�z debug �¯�Ú�ï�Å�w	r�g�¦�”�Ì�”�Ô�¿�Å�w
ÿ�C�t�‘�l�o�³�µ�Â�Ü�w�–�;�t�è�¹�U
\�a�”�D�ó
Q�U
�ÿ�X�s�“�‡�b�{

�« �Í�w�«�p�x�z NT �Å�Ý� �ï�w�Ã�Ì�¿�¬  �Ý�¿�·�”�´�›� �É�”�Ò�ç�t�`�‡�b�{ show debug �¯�Ú�ï�Å�x�z
NT �Å�Ý� �ï�w�Ã�Ì�¿�¬  �Ý�¿�·�”�´�U� �É�”�Ò�ç�t�s�l�o�M�”�\�q�›�Ô�`�‡�b�{

hostname# debug ntdomain
debug ntdomain  enabled at level 1
hostname# show debug
debug ntdomain  enabled at level 1
hostname#

���È�¯�Ú�ï�Å

level �¢�¦�Ó�³�ã�ï�£
¯�Ô�b�”�Ã�Ì�¿�¬  �Ý�¿�·�”�´�w�è�Õ�ç�¢ 1 �™ 255�£�›
ƒ���`
�‡�b�{�Ã�Ñ�¥�ç�Ä�x  1 �p�b�{�ô�è�Õ�ç�w�å�C�Ý�¿�·�”�´�›
¯�Ô�b�”�t�x�z
�è�Õ�ç�›�ô�M
:�‹�t
ƒ���`�‡�b�{

�¯�Ú�ï�Å  �Þ�”�Å

�Ñ�•� �ž�¢�¥�”�ç  �Þ�”�Å �·�©�á�æ�Â�Ÿ  �¯�ï�Â�©�µ�Ä

�ç�”�Â�¿�Å �•�a �³�ï�¬�ç

�Ú�ç�½

�¯�ï�Â�©�µ�Ä �³�µ�Â�Ü

�›�V  EXEC • • • • •

�æ�æ�”�µ �!�Ë�º�0

7.0(1) �\�w�¯�Ú�ï�Å�U�‹�Ö�^�•�‡�`�h�{

�¯�Ú�ï�Å 
†�Ì

show debug �q�O�w�Ã�Ì�¿�¬  �¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï�›
¯�Ô�`�‡�b�{



�H 10 	·       ddns �¯�Ú�ï�Å�™  debug xdmcp �¯�Ú�ï�Å
  debug ntp

10-66
Cisco �·�©�á�æ�Â�Ÿ  �ž�Ó�å� �ž�ï�µ  �¯�Ú�ï�Å  �æ�Ñ�•�è�ï�µ

OL-10086-02-J

debug ntp
NTP �t���b�”�Ã�Ì�¿�¬  �Ý�¿�·�”�´�›
¯�Ô�b�”�t�x�z �›�V  EXEC �Þ�”�Å�p  debug ntp �¯�Ú�ï�Å�›�–�;
�`�‡�b�{ NTP �t���b�”�Ã�Ì�¿�¬  �Ý�¿�·�”�´�w
¯�Ô�›���­�b�”�t�x�z�\�w�¯�Ú�ï�Å�w  no ���Ü�›�–�;
�`�‡�b�{

debug ntp {adjust | authentication | events | loopfilter | packets | params | select | sync | validity}

no debug ntp { adjust | authentication | events | loopfilter | packets | params | select | sync | validity}

�³�ï�»�¿�«�µ�w
†�Ì

�Ã�Ñ�¥�ç�Ä �Ã�Ñ�¥�ç�Ä�w�ˆ�^�•�‹�x�K�“�‡�d�œ�{

�¯�Ú�ï�Å  �Þ�”�Å �Í�w
¯�x�z�\�w�¯�Ú�ï�Å�›�Ö�—�p�V�”�Þ�”�Å�›�Ô�`�o�M�‡�b�{

�¯�Ú�ï�Å�d�º

�–�;	Í�w�̈ � �Å�å� �ï debug �¯�Ú�ï�Å�›�–�;�b�”�q�z�è	ô�”�w���M�É�¿�Ä�ë�”�«�w�Ä�å�Ñ�Ÿ�¿�«�U�—�X�s�”�D�ó
Q�U�K�“
�‡�b�{

�« �Í�w�«�p�x�z NTP �t���b�”�Ã�Ì�¿�¬  �Ý�¿�·�”�´�›� �É�”�Ò�ç�t�`�‡�b�{

hostname# debug ntp events

���È�¯�Ú�ï�Å

adjust NTP �«�é�¿�«�Ð
T�t���b�”�Ý�¿�·�”�´�›
¯�Ô�`�‡�b�{

authentication NTP �Ý	Â�t���b�”�Ý�¿�·�”�´�›
¯�Ô�`�‡�b�{

events NTP � �Õ�ï�Ä�t���b�”�Ý�¿�·�”�´�›
¯�Ô�`�‡�b�{

loopfilter NTP �ç�”�Ó  �Ñ�Ÿ�ç�»�t���b�”�Ý�¿�·�”�´�›
¯�Ô�`�‡�b�{

packets NTP �Í�­�¿�Ä�t���b�”�Ý�¿�·�”�´�›
¯�Ô�`�‡�b�{

params NTP �«�é�¿�«  �Í�å�Ý�”�»�t���b�”�Ý�¿�·�”�´�›
¯�Ô�`�‡�b�{

select NTP �«�é�¿�«  �·�è�«�³�ã�ï�t���b�”�Ý�¿�·�”�´�›
¯�Ô�`�‡�b�{

sync NTP �«�é�¿�«�‰�8�t���b�”�Ý�¿�·�”�´�›
¯�Ô�`�‡�b�{

validity NTP �Ð�ž  �«�é�¿�«�w���®
Q�t���b�”�Ý�¿�·�”�´�›
¯�Ô�`�‡�b�{

�¯�Ú�ï�Å  �Þ�”�Å

�Ñ�•� �ž�¢�¥�”�ç  �Þ�”�Å �·�©�á�æ�Â�Ÿ  �¯�ï�Â�©�µ�Ä

�ç�”�Â�¿�Å �•�a �³�ï�¬�ç

�Ú�ç�½

�¯�ï�Â�©�µ�Ä �³�µ�Â�Ü

�›�V  EXEC • • • • —

�æ�æ�”�µ �!�Ë�º�0

�7�� �\�w�¯�Ú�ï�Å�x�7���w�‹�w�p�b�{

�¯�Ú�ï�Å 
†�Ì

ntp authenticate NTP �Ý	Â�›� �É�”�Ò�ç�t�`�‡�b�{

ntp server NTP �±�”�Ì�›�¦���`�‡�b�{

show debug � �É�”�Ò�ç�s�Ã�Ì�¿�¨�›�b�‚�o
¯�Ô�`�‡�b�{

show ntp associations �·�©�á�æ�Â�Ÿ  �ž�Ó�å� �ž�ï�µ�U���È
Ç�Z�’�•�o�M�”  NTP �±�”�Ì�›

¯�Ô�`�‡�b�{

show ntp status NTP �ž�¹�³�¤�”�³�ã�ï�w�µ�Â�”�»�µ�›
¯�Ô�`�‡�b�{
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debug ospf
OSPF �ç�”�Â�Ÿ�ï�¬  �Ó�é�·�µ�w�Ã�Ì�¿�¬	Ø�C�›
¯�Ô�b�”�t�x�z �›�V  EXEC �Þ�”�Å�p  debug ospf �¯�Ú
�ï�Å�›�–�;�`�‡�b�{  

debug ospf [adj | database-timer | events | flood | lsa-generation | packet | retransmission | spf [external 
| inter | intra] | tree]

no debug ospf [adj | database-timer | events | flood | lsa-generation | packet | retransmission | spf 
[external | inter | intra] | tree]

�³�ï�»�¿�«�µ�w
†�Ì

�Ã�Ñ�¥�ç�Ä �©�”�ë�”�Å�U���™�^�•�s�M�q�V�t�z�b�‚�o�w  OSPF �Ã�Ì�¿�¬	Ø�C�U
¯�Ô�^�•�‡�b�{

�¯�Ú�ï�Å  �Þ�”�Å �Í�w
¯�x�z�\�w�¯�Ú�ï�Å�›�Ö�—�p�V�”�Þ�”�Å�›�Ô�`�o�M�‡�b�{

�¯�Ú�ï�Å�d�º

�–�;	Í�w�̈ � �Å�å� �ï �Ã�Ì�¿�¬	Z�—�x  CPU �Ó�é�·�µ�p�ô��
Œ	q�•�U�Â�“�p�o�’�•�o�M�”�h�Š�z�Ã�Ì�¿�¬	Z�—�›�æ�O�q�³
�µ�Â�Ü�U�–�;�p�V�s�X�s�”�\�q�U�K�“�‡�b�{�\�w�h�Š�z�›���w�ð�J�w�Ä�å�Ò�ç�³�á�”�Â�Ÿ�ï�¬�›�æ
�O	Ô�ù�•�z�³�µ�¯�w�Â�«�Ç�§�ç  �±�Ù�”�Ä  �µ�»�¿�Ñ�q�w�Ä�å�Ò�ç�³�á�”�Â�Ÿ�ï�¬  �·�¿�³�ã�ï�w���t
�v�“  debug �¯�Ú�ï�Å�›�–�;�`�o�X�i�^�M�{�^�’�t�z�É�¿�Ä�ë�”�«  �Ä�å�Ñ�Ÿ�¿�«�”�•�â�”�²
:�U	—
�s�M�8���t  debug �¯�Ú�ï�Å�›�–�;�b�”�\�q�›�S�ç�Š�`�‡�b�{ �\�w�‘�O�s�8���t�Ã�Ì�¿�¬�›�î�æ�b�”
�q�z debug �¯�Ú�ï�Å�w	r�g�¦�”�Ì�”�Ô�¿�Å�w
ÿ�C�t�‘�l�o�³�µ�Â�Ü�w�–�;�t�è�¹�U
\�a�”�D�ó
Q�U
�ÿ�X�s�“�‡�b�{

adj �¢�¦�Ó�³�ã�ï�£ OSPF �¡
€� �Õ�ï�Ä�w�Ã�Ì�¿�¬�›� �É�”�Ò�ç�t�`�‡�b�{

database-timer �¢�¦�Ó�³�ã�ï�£ OSPF �»� �Ú�”  � �Õ�ï�Ä�w�Ã�Ì�¿�¬�›� �É�”�Ò�ç�t�`�‡�b�{

events �¢�¦�Ó�³�ã�ï�£ OSPF � �Õ�ï�Ä�w�Ã�Ì�¿�¬�›� �É�”�Ò�ç�t�`�‡�b�{

external �¢�¦�Ó�³�ã�ï�£ SPF �Ã�Ì�¿�¬�›�Ž
æ� �Õ�ï�Ä�t
M�v�`�‡�b�{

flood �¢�¦�Ó�³�ã�ï�£ OSPF �Ñ�å�¿�Ã�Ÿ�ï�¬�w�Ã�Ì�¿�¬�›� �É�”�Ò�ç�t�`�‡�b�{

inter �¢�¦�Ó�³�ã�ï�£ SPF �Ã�Ì�¿�¬�›�¤�æ�ž��� �Õ�ï�Ä�t
M�v�`�‡�b�{

intra �¢�¦�Ó�³�ã�ï�£ SPF �Ã�Ì�¿�¬�›�¤�æ�ž�º� �Õ�ï�Ä�t
M�v�`�‡�b�{

lsa-generation �¢�¦�Ó�³�ã�ï�£ OSPF 	B�ÿ  LSA 
\
R�w�Ã�Ì�¿�¬�›� �É�”�Ò�ç�t�`�‡�b�{

packet �¢�¦�Ó�³�ã�ï�£	!	ô�`�h  OSPF �Í�­�¿�Ä�w�Ã�Ì�¿�¬�›� �É�”�Ò�ç�t�`�‡�b�{

retransmission �¢�¦�Ó�³�ã�ï�£ OSPF �6
ù	ô� �Õ�ï�Ä�w�Ã�Ì�¿�¬�›� �É�”�Ò�ç�t�`�‡�b�{

spf �¢�¦�Ó�³�ã�ï�£ OSPF �7�y�Í�µ��
Œ�-�‰�w�Ã�Ì�¿�¬�›� �É�”�Ò�ç�t�`�‡�b�{
SPF �Ã�Ì�¿�¬	Ø�C�x�z external�z inter�z�S�‘�|  intra �w�©�”�ë�”�Å�›�–�;�b�”
�\�q�p
M�v�p�V�‡�b�{

tree �¢�¦�Ó�³�ã�ï�£ OSPF �Ã�”�»�Õ�”�µ  � �Õ�ï�Ä�w�Ã�Ì�¿�¬�›� �É�”�Ò�ç�t�`�‡
�b�{

�¯�Ú�ï�Å  �Þ�”�Å

�Ñ�•� �ž�¢�¥�”�ç  �Þ�”�Å �·�©�á�æ�Â�Ÿ  �¯�ï�Â�©�µ�Ä

�ç�”�Â�¿�Å �•�a �³�ï�¬�ç

�Ú�ç�½

�¯�ï�Â�©�µ�Ä �³�µ�Â�Ü

�›�V  EXEC • — • — —

�æ�æ�”�µ �!�Ë�º�0

�7�� �\�w�¯�Ú�ï�Å�x�7���w�‹�w�p�b�{
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�« �Í�t�z debug ospf events �¯�Ú�ï�Å�w	Z�—�«�›�Ô�`�‡�b�{

hostname#  debug ospf events
ospf event debugging is on

OSPF:hello with invalid timers on interface Ethernet0
hello interval received 10 configured 10
net mask received 255.255.255.0 configured 255.255.255.0
dead interval received 40 configured 30

���È�¯�Ú�ï�Å �¯�Ú�ï�Å 
†�Ì

show ospf OSPF �ç�”�Â�Ÿ�ï�¬  �Ó�é�·�µ�t���b�”�°
`	Ø�C�›
¯�Ô�`�‡�b�{
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debug parser cache
CLI �Í�”�±�”�w�Ã�Ì�¿�¬	Ø�C�›
¯�Ô�b�”�t�x�z�›�V  EXEC �Þ�”�Å�p  debug parser cache �¯�Ú�ï�Å�›
�–�;�`�‡�b�{ CLI �Í�”�±�”�w�Ã�Ì�¿�¬	Ø�C�w
¯�Ô�›�Ã�Ÿ�·�”�Ò�ç�t�b�”�t�x�z �\�w�¯�Ú�ï�Å�w  no ��
�Ü�›�–�;�`�‡�b�{

debug parser cache [level]

no debug parser cache

�³�ï�»�¿�«�µ�w
†�Ì

�Ã�Ñ�¥�ç�Ä level �w�Ã�Ñ�¥�ç�Ä�‹�x  1 �p�b�{

�¯�Ú�ï�Å  �Þ�”�Å �Í�w
¯�x�z�\�w�¯�Ú�ï�Å�›�Ö�—�p�V�”�Þ�”�Å�›�Ô�`�o�M�‡�b�{

�¯�Ú�ï�Å�d�º

�–�;	Í�w�̈ � �Å�å� �ï �Ã�Ì�¿�¬	Z�—�x  CPU �Ó�é�·�µ�p�ô��
Œ	q�•�U�Â�“�p�o�’�•�o�M�”�h�Š�z�Ã�Ì�¿�¬	Z�—�›�æ�O�q�³
�µ�Â�Ü�U�–�;�p�V�s�X�s�”�\�q�U�K�“�‡�b�{�\�w�h�Š�z�›���w�ð�J�w�Ä�å�Ò�ç�³�á�”�Â�Ÿ�ï�¬�›�æ
�O	Ô�ù�•�z�³�µ�¯�w�Â�«�Ç�§�ç  �±�Ù�”�Ä  �µ�»�¿�Ñ�q�w�Ä�å�Ò�ç�³�á�”�Â�Ÿ�ï�¬  �·�¿�³�ã�ï�w���t
�v�“  debug �¯�Ú�ï�Å�›�–�;�`�o�X�i�^�M�{�^�’�t�z�É�¿�Ä�ë�”�«  �Ä�å�Ñ�Ÿ�¿�«�”�•�â�”�²
:�U	—
�s�M�8���t  debug �¯�Ú�ï�Å�›�–�;�b�”�\�q�›�S�ç�Š�`�‡�b�{ �\�w�‘�O�s�8���t�Ã�Ì�¿�¬�›�î�æ�b�”
�q�z debug �¯�Ú�ï�Å�w	r�g�¦�”�Ì�”�Ô�¿�Å�w
ÿ�C�t�‘�l�o�³�µ�Â�Ü�w�–�;�t�è�¹�U
\�a�”�D�ó
Q�U
�ÿ�X�s�“�‡�b�{

�« �Í�w�«�p�x�z CLI �Í�”�±�”�w�Ã�Ì�¿�¬  �Ý�¿�·�”�´�›� �É�”�Ò�ç�t�`�‡�b�{ show debug �¯�Ú�ï�Å�x�z
�q�O�w�Ã�Ì�¿�¬  �¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï�›
¯�Ô�`�‡�b�{ CLI �Í�”�±�”�w�Ã�Ì�¿�¬  �Ý�¿�·�”�´�x�z
show debug �¯�Ú�ï�Å�w	Z�—�w
²�™�t
¯�Ô�^�•�‡�b�{

hostname# debug parser cache
debug parser cache enabled at level 1
hostname# show debug
parser cache: try to match 'show debug' in exec mode
debug parser cache enabled at level 1
parser cache: hit at index 8
hostname# 

���È�¯�Ú�ï�Å

level �¢�¦�Ó�³�ã�ï�£
¯�Ô�b�”�Ã�Ì�¿�¬  �Ý�¿�·�”�´�w�è�Õ�ç�¢ 1 �™ 255�£�›
ƒ���`
�‡�b�{�Ã�Ñ�¥�ç�Ä�x  1 �p�b�{�ô�è�Õ�ç�w�å�C�Ý�¿�·�”�´�›
¯�Ô�b�”�t�x�z
�è�Õ�ç�›�ô�M
:�‹�t
ƒ���`�‡�b�{

�¯�Ú�ï�Å  �Þ�”�Å

�Ñ�•� �ž�¢�¥�”�ç  �Þ�”�Å �·�©�á�æ�Â�Ÿ  �¯�ï�Â�©�µ�Ä

�ç�”�Â�¿�Å �•�a �³�ï�¬�ç

�Ú�ç�½

�¯�ï�Â�©�µ�Ä �³�µ�Â�Ü

�›�V  EXEC • • • • •

�æ�æ�”�µ �!�Ë�º�0

7.0(1) �\�w�¯�Ú�ï�Å�U�‹�Ö�^�•�‡�`�h�{

�¯�Ú�ï�Å 
†�Ì

show debug �q�O�w�Ã�Ì�¿�¬  �¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï�›
¯�Ô�`�‡�b�{
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debug pim
PIM �w�Ã�Ì�¿�¬	Ø�C�›
¯�Ô�b�”�t�x�z�›�V  EXEC �Þ�”�Å�p  debug pim �¯�Ú�ï�Å�›�–�;�`�‡�b�{�Ã
�Ì�¿�¬	Ø�C�w
¯�Ô�›���­�b�”�t�x�z�\�w�¯�Ú�ï�Å�w  no ���Ü�›�–�;�`�‡�b�{  

debug pim [df-election [interface if_name | rp rp] | group group | interface if_name | neighbor]

no debug pim [df-election [interface if_name | rp rp] | group group | interface if_name | neighbor]

�³�ï�»�¿�«�µ�w
†�Ì

�Ã�Ñ�¥�ç�Ä �Ã�Ñ�¥�ç�Ä�w�ˆ�^�•�‹�x�K�“�‡�d�œ�{

�¯�Ú�ï�Å  �Þ�”�Å �Í�w
¯�x�z�\�w�¯�Ú�ï�Å�›�Ö�—�p�V�”�Þ�”�Å�›�Ô�`�o�M�‡�b�{

df-election �¢�¦�Ó�³�ã�ï�£ PIM �w
Ò�M�²  DF 
¬���Ý�¿�·�”�´  �Ó�é�·�µ�t���b�”�Ã�Ì�¿
�¬  �Ý�¿�·�”�´�›
¯�Ô�`�‡�b�{

group group �¢�¦�Ó�³�ã�ï�£�¦���^�•�h�¬�ç�”�Ó�w�Ã�Ì�¿�¬	Ø�C�›
¯�Ô�`�‡�b�{ group �w
�‹�x�z�Í�w�M�c�•�T�p�b�{

• �Ú�ç�½�©�ß�µ�Ä  �¬�ç�”�Ó�w�Ê
²�{ DNS �w hosts �Â�”�Ò�ç�t���[�^�•�o
�M�”�‹�w�T�z�Å�Ý� �ï�w  ipv4 host �¯�Ú�ï�Å�p���[�`�h�‹�w�p�b�{

• �Ú�ç�½�©�ß�µ�Ä  �¬�ç�”�Ó�w  IP �ž�Å�è�µ�{�\�•�x�z 4 
ü�Â�Å�¿�Ä  10 
�

¯�G�w�Ú�ç�½�©�ß�µ�Ä  IP �ž�Å�è�µ�p�b�{

interface if_name �¢�¦�Ó�³�ã�ï�£ df-election �©�”�ë�”�Å�q�ž�t�–�;�b�”	Ô�ù�x�z DF 
¬���w�Ã
�Ì�¿�¬
¯�Ô�›�z�¦���`�h� �ï�»�”�Ñ�£� �µ�t���b�”	Ø�C�t
M�v�`�‡�b�{

df-election �©�”�ë�”�Å�q�ž�t�–�;�`�s�M	Ô�ù�x�z�¦���^�•�h� �ï�»�”�Ñ�£
� �µ�w  PIM �¤�å�”  �Ý�¿�·�”�´�›
¯�Ô�`�‡�b�{

�¢�«�£ debug pim interface �¯�Ú�ï�Å�x�z PIM �Ó�é�Ä�¯�ç  �ž�«�Â�Ÿ�Ï�Â�Ÿ
�Ý�¿�·�”�´�›
¯�Ô�d�c�z �¤�å�”  �Ý�¿�·�”�´�i�Z�›
¯�Ô�`�‡�b�{ PIM
�Ó�é�Ä�¯ �ç  �ž �«�Â�Ÿ� Ï �Â�Ÿ�w�Ã� Ì �¿�¬	Ø�C�› 
 ¯ �Ô�b�”� t �x�z
interface �©�”�ë�”�Å�›�–�;�d�c�t  debug pim �¯�Ú�ï�Å�›�–�;�`�‡
�b�{ group �©�”�ë�”�Å�›�–�;�`�o�z�¦���^�•�h�Ú�ç�½�©�ß�µ�Ä  �¬
�ç�”�Ó�t
¯�Ô�›
M�v�b�”�\�q�U�p�V�‡�b�{

neighbor �¢�¦�Ó�³�ã�ï�£
ù	ô�z�‡�h�x	!	ô�^�•�h  PIM �w HELLO �Ý�¿�·�”�´�i�Z�›

¯�Ô�`�‡�b�{

rp rp �¢�¦�Ó�³�ã�ï�£�Í�w�M�c�•�T�›�¦���p�V�‡�b�{

• RP �w�Ê
²�{�Å�Ý� �ï  �É�”�Ü  �³�µ�Â�Ü�¢ DNS�£�w  hosts �Â�”�Ò�ç�t��
�[�^�•�o�M�”�‹�w�T�z �Å�Ý� �ï�w  ipv4 host �¯�Ú�ï�Å�p���[�`�h�‹�w�p
�b�{

• RP �w IP �ž�Å�è�µ�{�\�•�x�z 4 
ü�Â�Å�¿�Ä  10 
�
¯�G�w�Ú�ç�½�©�ß�µ�Ä
IP �ž�Å�è�µ�p�b�{

�¯�Ú�ï�Å  �Þ�”�Å

�Ñ�•� �ž�¢�¥�”�ç  �Þ�”�Å �·�©�á�æ�Â�Ÿ  �¯�ï�Â�©�µ�Ä

�ç�”�Â�¿�Å �•�a �³�ï�¬�ç

�Ú�ç�½

�¯�ï�Â�©�µ�Ä �³�µ�Â�Ü

�›�V  EXEC • — • — —
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�¯�Ú�ï�Å�d�º

�–�;	Í�w�̈ � �Å�å� �ï 	!	ô�S�‘�|
ù	ô�^�•�h  PIM �Í�­�¿�Ä�S�‘�|  PIM ���È�w� �Õ�ï�Ä�›�G�å�`�‡�b�{

�Ã�Ì�¿�¬	Z�—�x  CPU �Ó�é�·�µ�p�ô��
Œ	q�•�U�Â�“�p�o�’�•�o�M�”�h�Š�z�Ã�Ì�¿�¬	Z�—�›�æ�O�q�³
�µ�Â�Ü�U�–�;�p�V�s�X�s�”�\�q�U�K�“�‡�b�{�\�w�h�Š�z�›���w�ð�J�w�Ä�å�Ò�ç�³�á�”�Â�Ÿ�ï�¬�›�æ
�O	Ô�ù�•�z�³�µ�¯�w�Â�«�Ç�§�ç  �±�Ù�”�Ä  �µ�»�¿�Ñ�q�w�Ä�å�Ò�ç�³�á�”�Â�Ÿ�ï�¬  �·�¿�³�ã�ï�w���t
�v�“  debug �¯�Ú�ï�Å�›�–�;�`�o�X�i�^�M�{�^�’�t�z�É�¿�Ä�ë�”�«  �Ä�å�Ñ�Ÿ�¿�«�”�•�â�”�²
:�U	—
�s�M�8���t  debug �¯�Ú�ï�Å�›�–�;�b�”�\�q�›�S�ç�Š�`�‡�b�{ �\�w�‘�O�s�8���t�Ã�Ì�¿�¬�›�î�æ�b�”
�q�z debug �¯�Ú�ï�Å�w	r�g�¦�”�Ì�”�Ô�¿�Å�w
ÿ�C�t�‘�l�o�³�µ�Â�Ü�w�–�;�t�è�¹�U
\�a�”�D�ó
Q�U
�ÿ�X�s�“�‡�b�{

�« �Í�t�z debug pim �¯�Ú�ï�Å�w	Z�—�«�›�Ô�`�‡�b�{

hostname# debug pim
PIM: Received Join/Prune on Ethernet1 from 172.24.37.33
PIM: Received Join/Prune on Ethernet1 from 172.24.37.33
PIM: Received Join/Prune on Tunnel0 from 10.3.84.1
PIM: Received Join/Prune on Ethernet1 from 172.24.37.33
PIM: Received Join/Prune on Ethernet1 from 172.24.37.33
PIM: Received RP-Reachable on Ethernet1 from 172.16.20.31
PIM: Update RP expiration timer for 224.2.0.1
PIM: Forward RP-reachability packet for 224.2.0.1 on Tunnel0
PIM: Received Join/Prune on Ethernet1 from 172.24.37.33
PIM: Prune-list (10.221.196.51/32, 224.2.0.1)
PIM: Set join delay timer to 2 seconds for (10.221.0.0/16, 224.2.0.1) on Ethernet1
PIM: Received Join/Prune on Ethernet1 from 172.24.37.6
PIM: Received Join/Prune on Ethernet1 from 172.24.37.33
PIM: Received Join/Prune on Tunnel0 from 10.3.84.1
PIM: Join-list: (*, 224.2.0.1) RP 172.16.20.31
PIM: Add Tunnel0 to (*, 224.2.0.1), Forward state
PIM: Join-list: (10.0.0.0/8, 224.2.0.1)
PIM: Add Tunnel0 to (10.0.0.0/8, 224.2.0.1), Forward state
PIM: Join-list: (10.4.0.0/16, 224.2.0.1)
PIM: Prune-list (172.24.84.16/28, 224.2.0.1) RP-bit set RP 172.24.84.16
PIM: Send Prune on Ethernet1 to 172.24.37.6 for (172.24.84.16/28, 224.2.0.1), RP
PIM: For RP, Prune-list: 10.9.0.0/16
PIM: For RP, Prune-list: 10.16.0.0/16
PIM: For RP, Prune-list: 10.49.0.0/16
PIM: For RP, Prune-list: 10.84.0.0/16
PIM: For RP, Prune-list: 10.146.0.0/16
PIM: For 10.3.84.1, Join-list: 172.24.84.16/28
PIM: Send periodic Join/Prune to RP via 172.24.37.6 (Ethernet1)

���È�¯�Ú�ï�Å

�æ�æ�”�µ �!�Ë�º�0

7.0(1) �\�w�¯�Ú�ï�Å�U�‹�Ö�^�•�‡�`�h�{

�¯�Ú�ï�Å 
†�Ì

show pim group-map �¬�ç�”�Ó�T�’�Ó�é�Ä�¯�ç�•�w�Ú�¿�Ð�ï�¬  �Â�”�Ò�ç�›
¯�Ô�`�‡�b�{

show pim interface PIM � �ï�»�”�Ñ�£� �µ�{���w	Ø�C�›
¯�Ô�`�‡�b�{

show pim neighbor PIM �É� �Ì�”�Â�”�Ò�ç�w�¤�ï�Ä�æ�›
¯�Ô�`�‡�b�{
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debug pix pkt2pc
uauth �¯�”�Å�t
ù	ô�^�•�h�Í�­�¿�Ä�›�Ä�è�”�µ�`�z uauth �Ó�é�©�³  �·�¿�³�ã�ï�U�Ã�”�»  �Í�µ�t�§�¿
�Ä�µ�ç�”�`�h� �Õ�ï�Ä�›�Ä�è�”�µ�b�”�Ã�Ì�¿�¬  �Ý�¿�·�”�´�›
¯�Ô�b�”�t�x�z�›�V  EXEC �Þ�”�Å�p
debug pix pkt2pc �¯�Ú�ï�Å�›�–�;�`�‡�b�{�Ã�Ì�¿�¬  �Ý�¿�·�”�´�w
¯�Ô�›���­�b�”�t�x�z�\�w�¯�Ú�ï
�Å�w no ���Ü�›�–�;�`�‡�b�{

debug pix pkt2pc

no debug pix pkt2pc

�³�ï�»�¿�«�µ�w
†�Ì �\�w�¯�Ú�ï�Å�t�x�z�¾
:�‹�©�”�ë�”�Å�‹�K�“�‡�d�œ�{

�Ã�Ñ�¥�ç�Ä �Ã�Ñ�¥�ç�Ä�w�ˆ�^�•�‹�x�K�“�‡�d�œ�{

�¯�Ú�ï�Å  �Þ�”�Å �Í�w
¯�x�z�\�w�¯�Ú�ï�Å�›�Ö�—�p�V�”�Þ�”�Å�›�Ô�`�o�M�‡�b�{

�¯�Ú�ï�Å�d�º

�–�;	Í�w�̈ � �Å�å� �ï debug �¯�Ú�ï�Å�›�–�;�b�”�q�z�è	ô�”�w���M�É�¿�Ä�ë�”�«�w�Ä�å�Ñ�Ÿ�¿�«�U�—�X�s�”�D�ó
Q�U�K�“
�‡�b�{

�« �Í�w�«�p�x�z uauth �¯�”�Å�t
ù	ô�^�•�h�Í�­�¿�Ä�›�Ä�è�”�µ�`�z uauth �Ó�é�©�³  �·�¿�³�ã�ï�U�Ã�”�»
�Í�µ�t�§�¿�Ä�µ�ç�”�`�h� �Õ�ï�Ä�›�Ä�è�”�µ�b�”�Ã�Ì�¿�¬  �Ý�¿�·�”�´�›� �É�”�Ò�ç�t�`�‡�b�{

hostname# debug pix pkt2pc

���È�¯�Ú�ï�Å

�¯�Ú�ï�Å  �Þ�”�Å

�Ñ�•� �ž�¢�¥�”�ç  �Þ�”�Å �·�©�á�æ�Â�Ÿ  �¯�ï�Â�©�µ�Ä

�ç�”�Â�¿�Å �•�a �³�ï�¬�ç

�Ú�ç�½

�¯�ï�Â�©�µ�Ä �³�µ�Â�Ü

�›�V  EXEC • • • • •

�æ�æ�”�µ �!�Ë�º�0

�7�� �\�w�¯�Ú�ï�Å�x�7���w�‹�w�p�b�{

�¯�Ú�ï�Å 
†�Ì

debug pix process xlate �S�‘�|�·�§�ï�¼�æ
€���Ó�é�·�µ�t���b�”�Ã�Ì�¿�¬  �Ý�¿�·�”�´�›
¯�Ô
�`�‡�b�{

show debug � �É�”�Ò�ç�s�Ã�Ì�¿�¨�›�b�‚�o
¯�Ô�`�‡�b�{
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debug pix process
xlate �S�‘�|�·�§�ï�¼�æ
€���Ó�é�·�µ�t���b�”�Ã�Ì�¿�¬  �Ý�¿�·�”�´�›
¯�Ô�b�”�t�x�z �›�V  EXEC �Þ�”
�Å�p  debug pix process �¯�Ú�ï�Å�›�–�;�`�‡�b�{ �Ã�Ì�¿�¬  �Ý�¿�·�”�´�w
¯�Ô�›���­�b�”�t�x�z�\�w�¯
�Ú�ï�Å�w  no ���Ü�›�–�;�`�‡�b�{

debug pix process

no debug pix process

�³�ï�»�¿�«�µ�w
†�Ì �\�w�¯�Ú�ï�Å�t�x�z�¾
:�‹�©�”�ë�”�Å�‹�K�“�‡�d�œ�{

�Ã�Ñ�¥�ç�Ä �Ã�Ñ�¥�ç�Ä�w�ˆ�^�•�‹�x�K�“�‡�d�œ�{

�¯�Ú�ï�Å  �Þ�”�Å �Í�w
¯�x�z�\�w�¯�Ú�ï�Å�›�Ö�—�p�V�”�Þ�”�Å�›�Ô�`�o�M�‡�b�{

�¯�Ú�ï�Å�d�º

�–�;	Í�w�̈ � �Å�å� �ï debug �¯�Ú�ï�Å�›�–�;�b�”�q�z�è	ô�”�w���M�É�¿�Ä�ë�”�«�w�Ä�å�Ñ�Ÿ�¿�«�U�—�X�s�”�D�ó
Q�U�K�“
�‡�b�{

�« �Í�w�«�p�x�z xlate �S�‘�|�·�§�ï�¼�æ
€���Ó�é�·�µ�w�Ã�Ì�¿�¬  �Ý�¿�·�”�´�›� �É�”�Ò�ç�t�`�‡�b�{

hostname# debug pix process

���È�¯�Ú�ï�Å

�¯�Ú�ï�Å  �Þ�”�Å

�Ñ�•� �ž�¢�¥�”�ç  �Þ�”�Å �·�©�á�æ�Â�Ÿ  �¯�ï�Â�©�µ�Ä

�ç�”�Â�¿�Å �•�a �³�ï�¬�ç

�Ú�ç�½

�¯�ï�Â�©�µ�Ä �³�µ�Â�Ü

�›�V  EXEC • • • • •

�æ�æ�”�µ �!�Ë�º�0

�7�� �\�w�¯�Ú�ï�Å�x�7���w�‹�w�p�b�{

�¯�Ú�ï�Å 
†�Ì

debug pix pkt2pc uauth �¯�”�Å�t
ù	ô�^�•�h�Í�­�¿�Ä�›�Ä�è�”�µ�`�z uauth �Ó�é�©�³  �·�¿
�³�ã�ï�U�Ã�”�»  �Í�µ�t�§�¿�Ä�µ�ç�”�`�h� �Õ�ï�Ä�›�Ä�è�”�µ�b�”�Ã
�Ì�¿�¬  �Ý�¿�·�”�´�›
¯�Ô�`�‡�b�{

show debug � �É�”�Ò�ç�s�Ã�Ì�¿�¨�›�b�‚�o
¯�Ô�`�‡�b�{
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debug pptp
PPTP �t���b�”�Ã�Ì�¿�¬  �Ý�¿�·�”�´�›
¯�Ô�b�”�t�x�z �›�V  EXEC �Þ�”�Å�p  debug pptp �¯�Ú�ï�Å�›�–
�;�`�‡�b�{ PPTP �t���b�”�Ã�Ì�¿�¬  �Ý�¿�·�”�´�w
¯�Ô�›���­�b�”�t�x�z�\�w�¯�Ú�ï�Å�w  no ���Ü�›�–
�;�`�‡�b�{

debug pptp [level]

no debug pptp [level]

�³�ï�»�¿�«�µ�w
†�Ì

�Ã�Ñ�¥�ç�Ä level �w�Ã�Ñ�¥�ç�Ä�‹�x  1 �p�b�{

�¯�Ú�ï�Å  �Þ�”�Å �Í�w
¯�x�z�\�w�¯�Ú�ï�Å�›�Ö�—�p�V�”�Þ�”�Å�›�Ô�`�o�M�‡�b�{

�¯�Ú�ï�Å�d�º

�–�;	Í�w�̈ � �Å�å� �ï debug �¯�Ú�ï�Å�w�q�O�w
ƒ���›
¯�Ô�b�”�t�x�z show debug �¯�Ú�ï�Å�›�Ö�—�`�‡�b�{�Ã�Ì�¿�¬	Z�—�›
���­�b�”�t�x�z no debug �¯�Ú�ï�Å�›�Ö�—�`�‡�b�{�Ã�Ì�¿�¬  �Ý�¿�·�”�´�U�b�‚�o
¯�Ô�^�•�s�M�‘�O
�t�b�”�t�x�z no debug all �¯�Ú�ï�Å�›�Ö�—�`�‡�b�{

�¢�«�£ debug pptp �¯�Ú�ï�Å�›� �É�”�Ò�ç�t�b�”�q�z�è	ô�”�w���M�É�¿�Ä�ë�”�«�p�x�z�Ä�å�Ñ�Ÿ�¿�«�w���S
�U�—�X�s�“�‡�b�{

�« �Í�w�«�p�x�z PPTP �ž�Ó�æ�­�”�³�ã�ï�U�*�t�0�b�”�Ã�Ì�¿�¬  �Ý�¿�·�”�´�›�Ã�Ñ�¥�ç�Ä�w�è�Õ�ç�¢ 1�£
�p� �É�”�Ò�ç�t�`�‡�b�{

hostname# debug pptp

���È�¯�Ú�ï�Å

level �¢�¦�Ó�³�ã�ï�£
¯�Ô�b�”�Ã�Ì�¿�¬  �Ý�¿�·�”�´�w�è�Õ�ç�¢ 1 �™ 255�£�›
ƒ���`
�‡�b�{�Ã�Ñ�¥�ç�Ä�x  1 �p�b�{�ô�è�Õ�ç�w�å�C�Ý�¿�·�”�´�›
¯�Ô�b�”�t�x�z
�è�Õ�ç�›�ô�M
:�‹�t
ƒ���`�‡�b�{

�¯�Ú�ï�Å  �Þ�”�Å

�Ñ�•� �ž�¢�¥�”�ç  �Þ�”�Å �·�©�á�æ�Â�Ÿ  �¯�ï�Â�©�µ�Ä

�ç�”�Â�¿�Å �•�a �³�ï�¬�ç

�Ú�ç�½

�¯�ï�Â�©�µ�Ä �³�µ�Â�Ü

�›�V  EXEC • • • • —

�æ�æ�”�µ �!�Ë�º�0

�7�� �\�w�¯�Ú�ï�Å�x�7���w�‹�w�p�b�{

�¯�Ú�ï�Å 
†�Ì

class-map �·�©�á�æ�Â�Ÿ  �ž�«�³�ã�ï�›�&�;�b�”
Œ�w�Ä�å�Ñ�Ÿ�¿�«  �«�å�µ�›���[�`�‡
�b�{  

inspect pptp PPTP �ž�Ó�æ�­�”�³�ã�ï�U�*�›� �É�”�Ò�ç�t�`�‡�b�{

policy-map �«�å�µ  �Ú�¿�Ó�›�›���w�·�©�á�æ�Â�Ÿ  �ž�«�³�ã�ï�t���È
Ç�Z�‡�b�{

service-policy 1 �m�‡�h�x
ó
:�w� �ï�»�”�Ñ�£� �µ�t�Ù�æ�³�”  �Ú�¿�Ó�›�&�;�`�‡�b�{
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debug radius
AAA �t���b�”�Ã�Ì�¿�¬  �Ý�¿�·�”�´�›
¯�Ô�b�”�t�x�z�›�V  EXEC �Þ�”�Å�p  debug radius �¯�Ú�ï�Å�›
�–�;�`�‡�b�{ RADIUS �Ý�¿�·�”�´�w
¯�Ô�›���­�b�”�t�x�z�\�w�¯�Ú�ï�Å�w  no ���Ü�›�–�;�`�‡�b�{

debug radius [ all | decode | session | user username ]

no debug radius

�³�ï�»�¿�«�µ�w
†�Ì

�Ã�Ñ�¥�ç�Ä �Ã�Ñ�¥�ç�Ä�w�ˆ�^�•�‹�x�K�“�‡�d�œ�{

�¯�Ú�ï�Å  �Þ�”�Å �Í�w
¯�x�z�\�w�¯�Ú�ï�Å�›�Ö�—�p�V�”�Þ�”�Å�›�Ô�`�o�M�‡�b�{

�¯�Ú�ï�Å�d�º

�–�;	Í�w�̈ � �Å�å� �ï debug radius �¯�Ú�ï�Å�x�z�·�©�á�æ�Â�Ÿ  �ž�Ó�å� �ž�ï�µ�q  RADIUS AAA �±�”�Ì�w���w  RADIUS
�Ý�¿�·�”�´�t���b�”	Ä�I	Ø�C�›
¯�Ô�`�‡�b�{ no debug all �¯�Ú�ï�Å�‡�h�x  undebug all �¯�Ú�ï�Å�x�z
� �É�”�Ò�ç�s�Ã�Ì�¿�¬�›�b�‚�o�¦�Ñ�t�`�‡�b�{

all �¢�¦�Ó�³�ã�ï�£�Ã�¯�”�Å�^�•�h  RADIUS �Ý�¿�·�”�´�›���‰�z�b�‚�o�w�â�”�²
�S�‘�|�·�¿�³�ã�ï�t���b�”  RADIUS �Ã�Ì�¿�¬  �Ý�¿�·�”�´�›
¯�Ô�`�‡�b�{

decode �¢�¦�Ó�³�ã�ï�£ RADIUS �Ý�¿�·�”�´�w�Ã�¯�”�Å�^�•�h�¯�ï�Â�ï�À�›
¯�Ô�`�‡
�b�{ 16 
��‹�q�z �f�•�’�w�‹�›�Ã�¯�”�Å�`�h�¡�ˆ	��“�D�ó�s�Ì�”�´�ã�ï�›���‰�z
�b�‚�o�w  RADIUS �Í�­�¿�Ä�w�¯�ï�Â�ï�À�U
¯�Ô�^�•�‡�b�{

session �¢�¦�Ó�³�ã�ï�£�·�¿�³�ã�ï���È�w  RADIUS �Ý�¿�·�”�´�›
¯�Ô�`�‡�b�{
ù	ô�S
�‘�|	!	ô�^�•�h  RADIUS �Ý�¿�·�”�´�w�Í�­�¿�Ä  �»� �Ó�x
¯�Ô�^�•�‡�b�U�z �Í
�­�¿�Ä  �¯�ï�Â�ï�À�x
¯�Ô�^�•�‡�d�œ�{

user �¢�¦�Ó�³�ã�ï�£�›���w�â�”�²�t���b�”  RADIUS �Ã�Ì�¿�¬  �Ý�¿�·�”�´�›
¯�Ô�`
�‡�b�{

username �Ý�¿�·�”�´�›
¯�Ô�b�”�0	Å�w�â�”�²�›�¦���`�‡�b�{ user �©�”�ë�”�Å�q�ž�t�–
�;�b�”	Ô�ù�i�Z���®�p�b�{

�¯�Ú�ï�Å  �Þ�”�Å

�Ñ�•� �ž�¢�¥�”�ç  �Þ�”�Å �·�©�á�æ�Â�Ÿ  �¯�ï�Â�©�µ�Ä

�ç�”�Â�¿�Å �•�a �³�ï�¬�ç

�Ú�ç�½

�¯�ï�Â�©�µ�Ä �³�µ�Â�Ü

�›�V  EXEC • • • • •

�æ�æ�”�µ �!�Ë�º�0

�7�� �\�w�¯�Ú�ï�Å�x�7���w�‹�w�p�b�{
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�« �Í�w�«�x�z�Ã�¯�”�Å�^�•�h  RADIUS �Ý�¿�·�”�´�›�Ô�`�o�M�‡�b�{�\�•�x�ž�§�¢�ï�Â�Ÿ�ï�¬  �Í�­�¿
�Ä�p�b�{

hostname(config)# debug radius decode
hostname(config)# RADIUS packet decode (accounting request)

--------------------------------------
Raw packet data (length = 216).....
i
Parsed packet data.....
Radius: Code = 4 (0x04)
Radius: Identifier = 105 (0x69)
Radius: Length = 216 (0x00D8)
Radius: Vector: 842E0E99F44C00C05A0A19AB88A81312
Radius: Type = 40 (0x28) Acct-Status-Type
Radius: Length = 6 (0x06)
Radius: Value (Hex) = 0x2
Radius: Type = 5 (0x05) NAS-Port
Radius: Length = 6 (0x06)
Radius: Value (Hex) = 0x1
Radius: Type = 4 (0x04) NAS-IP-Address
Radius: Length = 6 (0x06)
Radius: Value (IP Address) = 10.1.1.1 (0x0A010101)
Radius: Type = 14 (0x0E) Login-IP-Host
Radius: Length = 6 (0x06)
Radius: Value (IP Address) = 10.2.0.50 (0xD0FE1291)
Radius: Type = 16 (0x10) Login-TCP-Port
Radius: Length = 6 (0x06)
Radius: Value (Hex) = 0x50
Radius: Type = 44 (0x2C) Acct-Session-Id
Radius: Length = 12 (0x0C)
Radius: Value (String) = 
30 78 31 33 30 31 32 39 66 65                      |  0x130129fe
Radius: Type = 1 (0x01) User-Name
Radius: Length = 9 (0x09)
Radius: Value (String) = 
62 72 6f 77 73 65 72                               |  browser
Radius: Type = 46 (0x2E) Acct-Session-Time
Radius: Length = 6 (0x06)
Radius: Value (Hex) = 0x0
Radius: Type = 42 (0x2A) Acct-Input-Octets
Radius: Length = 6 (0x06)
Radius: Value (Hex) = 0x256D
Radius: Type = 43 (0x2B) Acct-Output-Octets
Radius: Length = 6 (0x06)
Radius: Value (Hex) = 0x3E1
Radius: Type = 26 (0x1A) Vendor-Specific
Radius: Length = 30 (0x1E)
Radius: Vendor ID = 9 (0x00000009)
Radius: Type = 1 (0x01) Cisco-AV-pair
Radius: Length = 24 (0x18)
Radius: Value (String) = 
69 70 3a 73 6f 75 72 63 65 2d 69 70 3d 31 30 2e    |  ip:source-ip=10.
31 2e 31 2e 31 30                                  |  1.1.10
Radius: Type = 26 (0x1A) Vendor-Specific
Radius: Length = 27 (0x1B)
Radius: Vendor ID = 9 (0x00000009)
Radius: Type = 1 (0x01) Cisco-AV-pair
Radius: Length = 21 (0x15)
Radius: Value (String) = 
69 70 3a 73 6f 75 72 63 65 2d 70 6f 72 74 3d 33    |  ip:source-port=3
34 31 33                                           |  413
Radius: Type = 26 (0x1A) Vendor-Specific
Radius: Length = 40 (0x28)
Radius: Vendor ID = 9 (0x00000009)
Radius: Type = 1 (0x01) Cisco-AV-pair
Radius: Length = 34 (0x22)
Radius: Value (String) = 
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69 70 3a 64 65 73 74 69 6e 61 74 69 6f 6e 2d 69    |  ip:destination-i
70 3d 32 30 38 2e 32 35 34 2e 31 38 2e 31 34 35    |  p=10.2.0.50
Radius: Type = 26 (0x1A) Vendor-Specific
Radius: Length = 30 (0x1E)
Radius: Vendor ID = 9 (0x00000009)
Radius: Type = 1 (0x01) Cisco-AV-pair
Radius: Length = 24 (0x18)
Radius: Value (String) = 
69 70 3a 64 65 73 74 69 6e 61 74 69 6f 6e 2d 70    |  ip:destination-p
6f 72 74 3d 38 30                                  |  ort=80

���È�¯�Ú�ï�Å �¯�Ú�ï�Å 
†�Ì

show running-config �·�©�á�æ�Â�Ÿ  �ž�Ó�å� �ž�ï�µ	Í�p�î�æ�^�•�o�M�”
ƒ���›
¯�Ô�`�‡�b�{
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debug rip
RIP �w�Ã�Ì�¿�¬	Ø�C�›
¯�Ô�b�”�t�x�z �›�V  EXEC �Þ�”�Å�p  debug rip �¯�Ú�ï�Å�›�–�;�`�‡�b�{ �Ã�Ì�¿
�¬	Ø�C�w
¯�Ô�›�Ã�Ÿ�·�”�Ò�ç�t�b�”�t�x�z�\�w�¯�Ú�ï�Å�w  no ���Ü�›�–�;�`�‡�b�{  

debug rip [database | events]

no debug rip [database | events]

�³�ï�»�¿�«�µ�w
†�Ì

�Ã�Ñ�¥�ç�Ä �b�‚�o�w  RIP � �Õ�ï�Ä�U�Ã�Ì�¿�¬	Z�—�t
¯�Ô�^�•�‡�b�{

�¯�Ú�ï�Å  �Þ�”�Å �Í�w
¯�x�z�\�w�¯�Ú�ï�Å�›�Ö�—�p�V�”�Þ�”�Å�›�Ô�`�o�M�‡�b�{

�¯�Ú�ï�Å�d�º

�–�;	Í�w�̈ � �Å�å� �ï �Ã�Ì�¿�¬	Z�—�x  CPU �Ó�é�·�µ�p�ô��
Œ	q�•�U�Â�“�p�o�’�•�o�M�”�h�Š�z�Ã�Ì�¿�¬	Z�—�›�æ�O�q�³
�µ�Â�Ü�U�–�;�p�V�s�X�s�”�\�q�U�K�“�‡�b�{�\�w�h�Š�z�›���w�ð�J�w�Ä�å�Ò�ç�³�á�”�Â�Ÿ�ï�¬�›�æ
�O	Ô�ù�•�z Cisco TAC �q�w�Ä�å�Ò�ç�³�á�”�Â�Ÿ�ï�¬  �·�¿�³�ã�ï�w���t�v�“  debug �¯�Ú�ï�Å�›�–�;�`
�o�X�i�^�M�{�^�’�t�z�É�¿�Ä�ë�”�«  �Ä�å�Ñ�Ÿ�¿�«�”�•�â�”�²
:�U	—�s�M�8���t  debug �¯�Ú�ï�Å�›
�–�;�b�”�\�q�›�S�ç�Š�`�‡�b�{�\�w�‘�O�s�8���t�Ã�Ì�¿�¬�›�î�æ�b�”�q�z debug �¯�Ú�ï�Å�w	r�g
�¦�”�Ì�”�Ô�¿�Å�w
ÿ�C�t�‘�l�o�³�µ�Â�Ü�w�–�;�t�è�¹�U
\�a�”�D�ó
Q�U�ÿ�X�s�“�‡�b�{

database RIP �Ã�”�»�Õ�”�µ  � �Õ�ï�Ä�›
¯�Ô�`�‡�b�{

events RIP 	r�g� �Õ�ï�Ä�›
¯�Ô�`�‡�b�{

�¯�Ú�ï�Å  �Þ�”�Å

�Ñ�•� �ž�¢�¥�”�ç  �Þ�”�Å �·�©�á�æ�Â�Ÿ  �¯�ï�Â�©�µ�Ä

�ç�”�Â�¿�Å �•�a �³�ï�¬�ç

�Ú�ç�½

�¯�ï�Â�©�µ�Ä �³�µ�Â�Ü

�›�V  EXEC • — • — —

�æ�æ�”�µ �!�Ë�º�0

�7�� �\�w�¯�Ú�ï�Å�x�7���w�‹�w�p�b�{

7.2(1) database �©�”�ë�”�Å�q  events �©�”�ë�”�Å�U�å�C�^�•�‡�`�h�{
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�« �Í�t�z debug rip �¯�Ú�ï�Å�w	Z�—�«�›�Ô�`�‡�b�{

hostname# debug rip

RIP: broadcasting general request on GigabitEthernet0/1
RIP: broadcasting general request on GigabitEthernet0/2
RIP: Received update from 10.89.80.28 on GigabitEthernet0/1

10.89.95.0 in 1 hops
10.89.81.0 in 1 hops
10.89.66.0 in 2 hops
172.31.0.0 in 16 hops (inaccessible)
0.0.0.0 in 7 hops

RIP: Sending update to 255.255.255.255 via GigabitEthernet0/1 (10.89.64.31)
subnet 10.89.94.0, metric 1
172.31.0.0 in 16 hops (inaccessible)

RIP: Sending update to 255.255.255.255 via GigabitEthernet0/2 (10.89.94.31)
subnet 10.89.64.0, metric 1
subnet 10.89.66.0, metric 3
172.31.0.0 in 16 hops (inaccessible)
default 0.0.0.0, metric 8

RIP: bad version 128 from 192.168.80.43

���È�¯�Ú�ï�Å �¯�Ú�ï�Å 
†�Ì

router rip RIP �Ó�é�·�µ�›
ƒ���`�‡�b�{

show running-config rip �î�æ�¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï�º�w  RIP �¯�Ú�ï�Å�›
¯�Ô�`�‡�b�{
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debug rtp
H.323 �U�*�S�‘�|  SIP �U�*�t���È�b�”  RTP �Í�­�¿�Ä�w�Ã�Ì�¿�¬	Ø�C�S�‘�|�¤�å�”  �Ý�¿�·�”�´�›
¯
�Ô�b�”�t�x�z �›�V  EXEC �Þ�”�Å�p  debug rtp �¯�Ú�ï�Å�›�–�;�`�‡�b�{ �Ã�Ì�¿�¬	Ø�C�w
¯�Ô�›�Ã�Ÿ�·�”
�Ò�ç�t�b�”�t�x�z�\�w�¯�Ú�ï�Å�w  no ���Ü�›�–�;�`�‡�b�{  

debug rtp [level]

no debug rtp [level]

�³�ï�»�¿�«�µ�w
†�Ì

�Ã�Ñ�¥�ç�Ä �Ã�Ñ�¥�ç�Ä�w�è�Õ�ç�x  1 �p�b�{

�¯�Ú�ï�Å  �Þ�”�Å �Í�w
¯�x�z�\�w�¯�Ú�ï�Å�›�Ö�—�p�V�”�Þ�”�Å�›�Ô�`�o�M�‡�b�{

�¯�Ú�ï�Å�d�º

�–�;	Í�w�̈ � �Å�å� �ï �Ã�Ì�¿�¬	Z�—�x  CPU �Ó�é�·�µ�p�ô��
Œ	q�•�U�Â�“�p�o�’�•�o�M�”�h�Š�z�Ã�Ì�¿�¬	Z�—�›�æ�O�q�³
�µ�Â�Ü�U�–�;�p�V�s�X�s�”�\�q�U�K�“�‡�b�{�\�w�h�Š�z�›���w�ð�J�w�Ä�å�Ò�ç�³�á�”�Â�Ÿ�ï�¬�›�æ
�O	Ô�ù�•�z�³�µ�¯�w�Â�«�Ç�§�ç  �±�Ù�”�Ä  �µ�»�¿�Ñ�q�w�Ä�å�Ò�ç�³�á�”�Â�Ÿ�ï�¬  �·�¿�³�ã�ï�w���t
�v�“  debug �¯�Ú�ï�Å�›�–�;�`�o�X�i�^�M�{�^�’�t�z�É�¿�Ä�ë�”�«  �Ä�å�Ñ�Ÿ�¿�«�”�•�â�”�²
:�U	—
�s�M�8���t  debug �¯�Ú�ï�Å�›�–�;�b�”�\�q�›�S�ç�Š�`�‡�b�{ �\�w�‘�O�s�8���t�Ã�Ì�¿�¬�›�î�æ�b�”
�q�z debug �¯�Ú�ï�Å�w	r�g�¦�”�Ì�”�Ô�¿�Å�w
ÿ�C�t�‘�l�o�³�µ�Â�Ü�w�–�;�t�è�¹�U
\�a�”�D�ó
Q�U
�ÿ�X�s�“�‡�b�{

�« �Í�w�«�p�x�z debug rtp �¯�Ú�ï�Å�›�–�;�`�o  RTP �Í�­�¿�Ä�w�Ã�Ì�¿�¬�›� �É�”�Ò�ç�t�b�”�M�O�›�Ô
�`�o�M�‡�b�{

hostname# debug rtp 255
debug rtp  enabled at level 255

���È�¯�Ú�ï�Å

level �¢�¦�Ó�³�ã�ï�£�Ã�Ì�¿�¬�w�¦�Ó�³�ã�ï  �è�Õ�ç�›�¦���`�‡�b�{

�¯�Ú�ï�Å  �Þ�”�Å

�Ñ�•� �ž�¢�¥�”�ç  �Þ�”�Å �·�©�á�æ�Â�Ÿ  �¯�ï�Â�©�µ�Ä

�ç�”�Â�¿�Å �•�a �³�ï�¬�ç

�Ú�ç�½

�¯�ï�Â�©�µ�Ä �³�µ�Â�Ü

�›�V  EXEC • • • • —

�æ�æ�”�µ �!�Ë�º�0

7.2(1) �\�w�¯�Ú�ï�Å�U�‹�Ö�^�•�‡�`�h�{

�¯�Ú�ï�Å 
†�Ì

policy-map �è� �à  3/4 �w�Ù�æ�³�”  �Ú�¿�Ó�›�^
R�`�‡�b�{

rtp-conformance �Ð�ï�×�”�ç�›�v�•�”  RIP �Í�­�¿�Ä�w  H.323 �S�‘�|  SIP �t
�S�Z�”�Ó�é�Ä�¯�ç�&�ù
Q�›�¬�Ý�`�‡�b�{

show running-config policy-map �q�O�w�b�‚�o�w�Ù�æ�³�”  �Ú�¿�Ó  �¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï
�›
¯�Ô�`�‡�b�{
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debug rtsp
RTSP �ž�Ó�æ�­�”�³�ã�ï�U�*�t���b�”�Ã�Ì�¿�¬  �Ý�¿�·�”�´�›
¯�Ô�b�”�t�x�z�›�V  EXEC �Þ�”�Å�p
debug rtsp �¯�Ú�ï�Å�›�–�;�`�‡�b�{ RTSP �ž�Ó�æ�­�”�³�ã�ï�U�*�t���b�”�Ã�Ì�¿�¬  �Ý�¿�·�”�´�w
¯
�Ô�›���­�b�”�t�x�z�\�w�¯�Ú�ï�Å�w  no ���Ü�›�–�;�`�‡�b�{

debug rtsp [level]

no debug rtsp [level]

�³�ï�»�¿�«�µ�w
†�Ì

�Ã�Ñ�¥�ç�Ä level �w�Ã�Ñ�¥�ç�Ä�‹�x  1 �p�b�{

�¯�Ú�ï�Å  �Þ�”�Å �Í�w
¯�x�z�\�w�¯�Ú�ï�Å�›�Ö�—�p�V�”�Þ�”�Å�›�Ô�`�o�M�‡�b�{

�¯�Ú�ï�Å�d�º

�–�;	Í�w�̈ � �Å�å� �ï debug �¯�Ú�ï�Å�w�q�O�w
ƒ���›
¯�Ô�b�”�t�x�z show debug �¯�Ú�ï�Å�›�Ö�—�`�‡�b�{�Ã�Ì�¿�¬	Z�—�›
���­�b�”�t�x�z no debug �¯�Ú�ï�Å�›�Ö�—�`�‡�b�{�Ã�Ì�¿�¬  �Ý�¿�·�”�´�U�b�‚�o
¯�Ô�^�•�s�M�‘�O
�t�b�”�t�x�z no debug all �¯�Ú�ï�Å�›�Ö�—�`�‡�b�{

�¢�«�£ debug rtsp �¯�Ú�ï�Å�›� �É�”�Ò�ç�t�b�”�q�z�è	ô�”�w���M�É�¿�Ä�ë�”�«�p�x�z�Ä�å�Ñ�Ÿ�¿�«�w���S
�U�—�X�s�“�‡�b�{

�« �Í�w�«�p�x�z RTSP �ž�Ó�æ�­�”�³�ã�ï�U�*�w�Ã�Ì�¿�¬  �Ý�¿�·�”�´�›�Ã�Ñ�¥�ç�Ä�w�è�Õ�ç�¢ 1�£�p� 
�É�”�Ò�ç�t�`�‡�b�{

hostname# debug rtsp

���È�¯�Ú�ï�Å

level �¢�¦�Ó�³�ã�ï�£
¯�Ô�b�”�Ã�Ì�¿�¬  �Ý�¿�·�”�´�w�è�Õ�ç�¢ 1 �™ 255�£�›
ƒ���`
�‡�b�{�Ã�Ñ�¥�ç�Ä�x  1 �p�b�{�ô�è�Õ�ç�w�å�C�Ý�¿�·�”�´�›
¯�Ô�b�”�t�x�z
�è�Õ�ç�›�ô�M
:�‹�t
ƒ���`�‡�b�{

�¯�Ú�ï�Å  �Þ�”�Å

�Ñ�•� �ž�¢�¥�”�ç  �Þ�”�Å �·�©�á�æ�Â�Ÿ  �¯�ï�Â�©�µ�Ä

�ç�”�Â�¿�Å �•�a �³�ï�¬�ç

�Ú�ç�½

�¯�ï�Â�©�µ�Ä �³�µ�Â�Ü

�›�V  EXEC • • • • —

�æ�æ�”�µ �!�Ë�º�0

�7�� �\�w�¯�Ú�ï�Å�x�7���w�‹�w�p�b�{

�¯�Ú�ï�Å 
†�Ì

class-map �·�©�á�æ�Â�Ÿ  �ž�«�³�ã�ï�›�&�;�b�”
Œ�w�Ä�å�Ñ�Ÿ�¿�«  �«�å�µ�›���[�`�‡
�b�{  

inspect rtsp RTSP �ž�Ó�æ�­�”�³�ã�ï�U�*�›� �É�”�Ò�ç�t�`�‡�b�{

policy-map �«�å�µ  �Ú�¿�Ó�›�›���w�·�©�á�æ�Â�Ÿ  �ž�«�³�ã�ï�t���È
Ç�Z�‡�b�{

service-policy 1 �m�‡�h�x
ó
:�w� �ï�»�”�Ñ�£� �µ�t�Ù�æ�³�”  �Ú�¿�Ó�›�&�;�`�‡�b�{
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debug sdi
SDI �Ý	Â�w�Ã�Ì�¿�¬	Ø�C�›
¯�Ô�b�”�t�x�z�›�V  EXEC �Þ�”�Å�p  debug sdi �¯�Ú�ï�Å�›�–�;�`�‡�b�{
SDI �Ã�Ì�¿�¬	Ø�C�w
¯�Ô�›�Ã�Ÿ�·�”�Ò�ç�t�b�”�t�x�z�\�w�¯�Ú�ï�Å�w  no ���Ü�›�–�;�`�‡�b�{

debug sdi [level]

no debug sdi

�³�ï�»�¿�«�µ�w
†�Ì

�Ã�Ñ�¥�ç�Ä level �w�Ã�Ñ�¥�ç�Ä�‹�x  1 �p�b�{

�¯�Ú�ï�Å  �Þ�”�Å �Í�w
¯�x�z�\�w�¯�Ú�ï�Å�›�Ö�—�p�V�”�Þ�”�Å�›�Ô�`�o�M�‡�b�{

�¯�Ú�ï�Å�d�º

�–�;	Í�w�̈ � �Å�å� �ï �Ã�Ì�¿�¬	Z�—�x  CPU �Ó�é�·�µ�p�ô��
Œ	q�•�U�Â�“�p�o�’�•�o�M�”�h�Š�z�Ã�Ì�¿�¬	Z�—�›�æ�O�q�³
�µ�Â�Ü�U�–�;�p�V�s�X�s�”�\�q�U�K�“�‡�b�{�\�w�h�Š�z�›���w�ð�J�w�Ä�å�Ò�ç�³�á�”�Â�Ÿ�ï�¬�›�æ
�O	Ô�ù�•�z�³�µ�¯�w�Â�«�Ç�§�ç  �±�Ù�”�Ä  �µ�»�¿�Ñ�q�w�Ä�å�Ò�ç�³�á�”�Â�Ÿ�ï�¬  �·�¿�³�ã�ï�w���t
�v�“  debug �¯�Ú�ï�Å�›�–�;�`�o�X�i�^�M�{�^�’�t�z�É�¿�Ä�ë�”�«  �Ä�å�Ñ�Ÿ�¿�«�”�•�â�”�²
:�U	—
�s�M�8���t  debug �¯�Ú�ï�Å�›�–�;�b�”�\�q�›�S�ç�Š�`�‡�b�{ �\�w�‘�O�s�8���t�Ã�Ì�¿�¬�›�î�æ�b�”
�q�z debug �¯�Ú�ï�Å�w	r�g�¦�”�Ì�”�Ô�¿�Å�w
ÿ�C�t�‘�l�o�³�µ�Â�Ü�w�–�;�t�è�¹�U
\�a�”�D�ó
Q�U
�ÿ�X�s�“�‡�b�{

�« �Í�w�«�p�x�z SDI �Ã�Ì�¿�¬  �Ý�¿�·�”�´�›� �É�”�Ò�ç�t�`�‡�b�{ show debug �¯�Ú�ï�Å�x�z SDI �Ã�Ì�¿
�¬  �Ý�¿�·�”�´�U� �É�”�Ò�ç�t�s�l�o�M�”�\�q�›�Ô�`�‡�b�{

hostname# debug sdi
debug sdi  enabled at level 1
hostname# show debug
debug sdi  enabled at level 1
hostname#

���È�¯�Ú�ï�Å

level �¢�¦�Ó�³�ã�ï�£
¯�Ô�b�”�Ã�Ì�¿�¬  �Ý�¿�·�”�´�w�è�Õ�ç�¢ 1 �™ 255�£�›
ƒ���`
�‡�b�{�Ã�Ñ�¥�ç�Ä�x  1 �p�b�{�ô�è�Õ�ç�w�å�C�Ý�¿�·�”�´�›
¯�Ô�b�”�t�x�z
�è�Õ�ç�›�ô�M
:�‹�t
ƒ���`�‡�b�{

�¯�Ú�ï�Å  �Þ�”�Å

�Ñ�•� �ž�¢�¥�”�ç  �Þ�”�Å �·�©�á�æ�Â�Ÿ  �¯�ï�Â�©�µ�Ä

�ç�”�Â�¿�Å �•�a �³�ï�¬�ç

�Ú�ç�½

�¯�ï�Â�©�µ�Ä �³�µ�Â�Ü

�›�V  EXEC • • • • •

�æ�æ�”�µ �!�Ë�º�0

7.0(1) �\�w�¯�Ú�ï�Å�U�‹�Ö�^�•�‡�`�h�{

�¯�Ú�ï�Å 
†�Ì

show debug �q�O�w�Ã�Ì�¿�¬  �¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï�›
¯�Ô�`�‡�b�{
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debug sequence
�b�‚�o�w�Ã�Ì�¿�¬  �Ý�¿�·�”�´�w�7	s�t�³�”�­�ï�µ
j�ø�›�å�C�b�”�t�x�z �›�V  EXEC �Þ�”�Å�p  debug
sequence �¯�Ú�ï�Å�›�–�;�`�‡�b�{�Ã�Ì�¿�¬  �³�”�­�ï�µ
j�ø�w�–�;�›�Ã�Ÿ�·�”�Ò�ç�t�b�”�t�x�z�\�w
�¯�Ú�ï�Å�w  no ���Ü�›�–�;�`�‡�b�{

debug sequence [level]

no debug sequence

�³�ï�»�¿�«�µ�w
†�Ì

�Ã�Ñ�¥�ç�Ä �Ã�Ñ�¥�ç�Ä�x�Í�w�q�S�“�p�b�{

• �Ã�Ì�¿�¬  �Ý�¿�·�”�´�w�³�”�­�ï�µ
j�ø�x�Ã�Ÿ�·�”�Ò�ç�t�s�l�o�M�‡�b�{

• level �w�Ã�Ñ�¥�ç�Ä�‹�x  1 �p�b�{

�¯�Ú�ï�Å  �Þ�”�Å �Í�w
¯�x�z�\�w�¯�Ú�ï�Å�›�Ö�—�p�V�”�Þ�”�Å�›�Ô�`�o�M�‡�b�{

�¯�Ú�ï�Å�d�º

�–�;	Í�w�̈ � �Å�å� �ï �Ã�Ì�¿�¬	Z�—�x  CPU �Ó�é�·�µ�p�ô��
Œ	q�•�U�Â�“�p�o�’�•�o�M�”�h�Š�z�Ã�Ì�¿�¬	Z�—�›�æ�O�q�³
�µ�Â�Ü�U�–�;�p�V�s�X�s�”�\�q�U�K�“�‡�b�{�\�w�h�Š�z�›���w�ð�J�w�Ä�å�Ò�ç�³�á�”�Â�Ÿ�ï�¬�›�æ
�O	Ô�ù�•�z�³�µ�¯�w�Â�«�Ç�§�ç  �±�Ù�”�Ä  �µ�»�¿�Ñ�q�w�Ä�å�Ò�ç�³�á�”�Â�Ÿ�ï�¬  �·�¿�³�ã�ï�w���t
�v�“  debug �¯�Ú�ï�Å�›�–�;�`�o�X�i�^�M�{�^�’�t�z�É�¿�Ä�ë�”�«  �Ä�å�Ñ�Ÿ�¿�«�”�•�â�”�²
:�U	—
�s�M�8���t  debug �¯�Ú�ï�Å�›�–�;�b�”�\�q�›�S�ç�Š�`�‡�b�{ �\�w�‘�O�s�8���t�Ã�Ì�¿�¬�›�î�æ�b�”
�q�z debug �¯�Ú�ï�Å�w	r�g�¦�”�Ì�”�Ô�¿�Å�w
ÿ�C�t�‘�l�o�³�µ�Â�Ü�w�–�;�t�è�¹�U
\�a�”�D�ó
Q�U
�ÿ�X�s�“�‡�b�{

level �¢�¦�Ó�³�ã�ï�£
¯�Ô�b�”�Ã�Ì�¿�¬  �Ý�¿�·�”�´�w�è�Õ�ç�¢ 1 �™ 255�£�›
ƒ���`
�‡�b�{�Ã�Ñ�¥�ç�Ä�x  1 �p�b�{�ô�è�Õ�ç�w�å�C�Ý�¿�·�”�´�›
¯�Ô�b�”�t�x�z
�è�Õ�ç�›�ô�M
:�‹�t
ƒ���`�‡�b�{

�¯�Ú�ï�Å  �Þ�”�Å

�Ñ�•� �ž�¢�¥�”�ç  �Þ�”�Å �·�©�á�æ�Â�Ÿ  �¯�ï�Â�©�µ�Ä

�ç�”�Â�¿�Å �•�a �³�ï�¬�ç

�Ú�ç�½

�¯�ï�Â�©�µ�Ä �³�µ�Â�Ü

�›�V  EXEC • • • • •

�æ�æ�”�µ �!�Ë�º�0

7.0(1) �\�w�¯�Ú�ï�Å�U�‹�Ö�^�•�‡�`�h�{
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�« �Í�w�«�p�x�z�Ã�Ì�¿�¬  �Ý�¿�·�”�´�w�³�”�­�ï�µ
j�ø�›� �É�”�Ò�ç�t�`�‡�b�{ debug parser cache �¯
�Ú�ï�Å�x�z CLI �Í�”�±�”  �Ã�Ì�¿�¬  �Ý�¿�·�”�´�›� �É�”�Ò�ç�t�`�‡�b�{ show debug �¯�Ú�ï�Å�x�z�q
�O�w�Ã�Ì�¿�¬  �¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï�›
¯�Ô�`�‡�b�{
¯�Ô�^�•�o�M�”  CLI �Í�”�±�”  �Ã�Ì�¿�¬  �Ý�¿
�·�”�´�t�x�z�¤�Ý�¿�·�”�´�w
²�t�³�”�­�ï�µ
j�ø�U���‡�•�‡�b�{

hostname# debug sequence
debug sequence  enabled at level 1
hostname# debug parser cache
debug parser cache enabled at level 1
hostname# show debug
0: parser cache: try to match 'show debug' in exec mode
debug parser cache enabled at level 1
debug sequence  enabled at level 1
1: parser cache: hit at index 8
hostname# 

���È�¯�Ú�ï�Å �¯�Ú�ï�Å 
†�Ì

show debug �q�O�w�Ã�Ì�¿�¬  �¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï�›
¯�Ô�`�‡�b�{
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debug session-command
SSM �•�w�·�¿�³�ã�ï�t�0�b�”�Ã�Ì�¿�¬  �Ý�¿�·�”�´�›
¯�Ô�b�”�t�x�z�›�V  EXEC �Þ�”�Å�p  debug
session-command �¯�Ú�ï�Å�›�–�;�`�‡�b�{�·�¿�³�ã�ï�t���b�”�Ã�Ì�¿�¬  �Ý�¿�·�”�´�w
¯�Ô�›���­�b
�”�t�x�z�\�w�¯�Ú�ï�Å�w  no ���Ü�›�–�;�`�‡�b�{

debug session-command [level]

no debug session-command [level]

�³�ï�»�¿�«�µ�w
†�Ì

�Ã�Ñ�¥�ç�Ä �Ã�Ñ�¥�ç�Ä�w�è�Õ�ç�x  1 �p�b�{

�¯�Ú�ï�Å  �Þ�”�Å �Í�w
¯�x�z�\�w�¯�Ú�ï�Å�›�Ö�—�p�V�”�Þ�”�Å�›�Ô�`�o�M�‡�b�{

�¯�Ú�ï�Å�d�º

�–�;	Í�w�̈ � �Å�å� �ï debug �¯�Ú�ï�Å�›�–�;�b�”�q�z�è	ô�”�w���M�É�¿�Ä�ë�”�«�w�Ä�å�Ñ�Ÿ�¿�«�U�—�X�s�”�D�ó
Q�U�K�“
�‡�b�{

�« �Í�w�«�p�x�z�·�¿�³�ã�ï�w�Ã�Ì�¿�¬  �Ý�¿�·�”�´�›� �É�”�Ò�ç�t�`�‡�b�{

hostname# debug session-command

���È�¯�Ú�ï�Å

level �¢�¦�Ó�³�ã�ï�£
¯�Ô�b�”�Ã�Ì�¿�¬  �Ý�¿�·�”�´�w�è�Õ�ç�¢ 1 �™ 255�£�›
ƒ���`
�‡�b�{�Ã�Ñ�¥�ç�Ä�x  1 �p�b�{�ô�è�Õ�ç�w�å�C�Ý�¿�·�”�´�›
¯�Ô�b�”�t�x�z
�è�Õ�ç�›�ô�M
:�‹�t
ƒ���`�‡�b�{

�¯�Ú�ï�Å  �Þ�”�Å

�Ñ�•� �ž�¢�¥�”�ç  �Þ�”�Å �·�©�á�æ�Â�Ÿ  �¯�ï�Â�©�µ�Ä

�ç�”�Â�¿�Å �•�a �³�ï�¬�ç

�Ú�ç�½

�¯�ï�Â�©�µ�Ä �³�µ�Â�Ü

�›�V  EXEC • • • — •

�æ�æ�”�µ �!�Ë�º�0

7.0(1) �\�w�¯�Ú�ï�Å�U�‹�Ö�^�•�‡�`�h�{

�¯�Ú�ï�Å 
†�Ì

session SSM �•�w�·�¿�³�ã�ï�p�b�{
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debug sip
SIP �ž�Ó�æ�­�”�³�ã�ï�U�*�t���b�”�Ã�Ì�¿�¬  �Ý�¿�·�”�´�›
¯�Ô�b�”�t�x�z�›�V  EXEC �Þ�”�Å�p
debug sip �¯�Ú�ï�Å�›�–�;�`�‡�b�{ SIP �ž�Ó�æ�­�”�³�ã�ï�U�*�t���b�”�Ã�Ì�¿�¬  �Ý�¿�·�”�´�w
¯�Ô�›
���­�b�”�t�x�z�\�w�¯�Ú�ï�Å�w  no ���Ü�›�–�;�`�‡�b�{

debug sip [level]

no debug sip [level]

�³�ï�»�¿�«�µ�w
†�Ì

�Ã�Ñ�¥�ç�Ä level �w�Ã�Ñ�¥�ç�Ä�‹�x  1 �p�b�{

�¯�Ú�ï�Å  �Þ�”�Å �Í�w
¯�x�z�\�w�¯�Ú�ï�Å�›�Ö�—�p�V�”�Þ�”�Å�›�Ô�`�o�M�‡�b�{

�¯�Ú�ï�Å�d�º

�–�;	Í�w�̈ � �Å�å� �ï debug �¯�Ú�ï�Å�w�q�O�w
ƒ���›
¯�Ô�b�”�t�x�z show debug �¯�Ú�ï�Å�›�Ö�—�`�‡�b�{�Ã�Ì�¿�¬	Z�—�›
���­�b�”�t�x�z no debug �¯�Ú�ï�Å�›�Ö�—�`�‡�b�{�Ã�Ì�¿�¬  �Ý�¿�·�”�´�U�b�‚�o
¯�Ô�^�•�s�M�‘�O
�t�b�”�t�x�z no debug all �¯�Ú�ï�Å�›�Ö�—�`�‡�b�{

�¢�«�£ debug sip �¯�Ú�ï�Å�›� �É�”�Ò�ç�t�b�”�q�z�è	ô�”�w���M�É�¿�Ä�ë�”�«�p�x�z�Ä�å�Ñ�Ÿ�¿�«�w���S
�U�—�X�s�“�‡�b�{

�« �Í�w�«�p�x�z SIP �ž�Ó�æ�­�”�³�ã�ï�U�*�t�0�b�”�Ã�Ì�¿�¬  �Ý�¿�·�”�´�›�Ã�Ñ�¥�ç�Ä�w�è�Õ�ç�¢ 1�£�p
� �É�”�Ò�ç�t�`�‡�b�{

hostname# debug sip

level �¢�¦�Ó�³�ã�ï�£
¯�Ô�b�”�Ã�Ì�¿�¬  �Ý�¿�·�”�´�w�è�Õ�ç�¢ 1 �™ 255�£�›
ƒ���`
�‡�b�{�Ã�Ñ�¥�ç�Ä�x  1 �p�b�{�ô�è�Õ�ç�w�å�C�Ý�¿�·�”�´�›
¯�Ô�b�”�t�x�z
�è�Õ�ç�›�ô�M
:�‹�t
ƒ���`�‡�b�{

�¯�Ú�ï�Å  �Þ�”�Å

�Ñ�•� �ž�¢�¥�”�ç  �Þ�”�Å �·�©�á�æ�Â�Ÿ  �¯�ï�Â�©�µ�Ä

�ç�”�Â�¿�Å �•�a �³�ï�¬�ç

�Ú�ç�½

�¯�ï�Â�©�µ�Ä �³�µ�Â�Ü

�›�V  EXEC • • • • —

�æ�æ�”�µ �!�Ë�º�0

�7�� �\�w�¯�Ú�ï�Å�x�7���w�‹�w�p�b�{
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���È�¯�Ú�ï�Å

debug skinny
SCCP�¢ Skinny�£�ž�Ó�æ�­�”�³�ã�ï�U�*�t���b�”�Ã�Ì�¿�¬  �Ý�¿�·�”�´�›
¯�Ô�b�”�t�x�z�›�V  EXEC
�Þ�”�Å�p  debug skinny �¯�Ú�ï�Å�›�–�;�`�‡�b�{ SCCP �ž�Ó�æ�­�”�³�ã�ï�U�*�t���b�”�Ã�Ì�¿�¬  �Ý�¿
�·�”�´�w
¯�Ô�›���­�b�”�t�x�z�\�w�¯�Ú�ï�Å�w  no ���Ü�›�–�;�`�‡�b�{

debug skinny [level]

no debug skinny [level]

�³�ï�»�¿�«�µ�w
†�Ì

�Ã�Ñ�¥�ç�Ä level �w�Ã�Ñ�¥�ç�Ä�‹�x  1 �p�b�{

�¯�Ú�ï�Å  �Þ�”�Å �Í�w
¯�x�z�\�w�¯�Ú�ï�Å�›�Ö�—�p�V�”�Þ�”�Å�›�Ô�`�o�M�‡�b�{

�¯�Ú�ï�Å�d�º

�–�;	Í�w�̈ � �Å�å� �ï debug �¯�Ú�ï�Å�w�q�O�w
ƒ���›
¯�Ô�b�”�t�x�z show debug �¯�Ú�ï�Å�›�Ö�—�`�‡�b�{�Ã�Ì�¿�¬	Z�—�›
���­�b�”�t�x�z no debug �¯�Ú�ï�Å�›�Ö�—�`�‡�b�{�Ã�Ì�¿�¬  �Ý�¿�·�”�´�U�b�‚�o
¯�Ô�^�•�s�M�‘�O
�t�b�”�t�x�z no debug all �¯�Ú�ï�Å�›�Ö�—�`�‡�b�{

�¢�«�£ debug skinny �¯�Ú�ï�Å�›� �É�”�Ò�ç�t�b�”�q�z�è	ô�”�w���M�É�¿�Ä�ë�”�«�p�x�z�Ä�å�Ñ�Ÿ�¿�«�w��
�S�U�—�X�s�“�‡�b�{

�¯�Ú�ï�Å 
†�Ì

class-map �·�©�á�æ�Â�Ÿ  �ž�«�³�ã�ï�›�&�;�b�”
Œ�w�Ä�å�Ñ�Ÿ�¿�«  �«�å�µ�›���[�`�‡
�b�{  

inspect sip SIP �ž�Ó�æ�­�”�³�ã�ï�U�*�›� �É�”�Ò�ç�t�`�‡�b�{

show conn �^�‡�_�‡�s
€���»� �Ó�w
€��	Ý�6�›
¯�Ô�`�‡�b�{

show sip �·�©�á�æ�Â�Ÿ  �ž�Ó�å� �ž�ï�µ�›�p�`�o�¬�q�^�•�h  SIP �·�¿�³�ã�ï�t���b
�”	Ø�C�›
¯�Ô�`�‡�b�{

timeout �^�‡�_�‡�s�Ó�é�Ä�¯�ç�S�‘�|�·�¿�³�ã�ï  �»� �Ó�w�ž� �Å�ç	Ý�6�w�7�G�'
���Ì���›
ƒ���`�‡�b�{  

level �¢�¦�Ó�³�ã�ï�£
¯�Ô�b�”�Ã�Ì�¿�¬  �Ý�¿�·�”�´�w�è�Õ�ç�¢ 1 �™ 255�£�›
ƒ���`
�‡�b�{�Ã�Ñ�¥�ç�Ä�x  1 �p�b�{�ô�è�Õ�ç�w�å�C�Ý�¿�·�”�´�›
¯�Ô�b�”�t�x�z
�è�Õ�ç�›�ô�M
:�‹�t
ƒ���`�‡�b�{

�¯�Ú�ï�Å  �Þ�”�Å

�Ñ�•� �ž�¢�¥�”�ç  �Þ�”�Å �·�©�á�æ�Â�Ÿ  �¯�ï�Â�©�µ�Ä

�ç�”�Â�¿�Å �•�a �³�ï�¬�ç

�Ú�ç�½

�¯�ï�Â�©�µ�Ä �³�µ�Â�Ü

�›�V  EXEC • • • • —

�æ�æ�”�µ �!�Ë�º�0

�7�� �\�w�¯�Ú�ï�Å�x�7���w�‹�w�p�b�{
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�« �Í�w�«�p�x�z SCCP �ž�Ó�æ�­�”�³�ã�ï�U�*�t���b�”�Ã�Ì�¿�¬  �Ý�¿�·�”�´�›�Ã�Ñ�¥�ç�Ä�w�è�Õ�ç�¢ 1�£
�p� �É�”�Ò�ç�t�`�‡�b�{

hostname# debug skinny

���È�¯�Ú�ï�Å �¯�Ú�ï�Å 
†�Ì

class-map �·�©�á�æ�Â�Ÿ  �ž�«�³�ã�ï�›�&�;�b�”
Œ�w�Ä�å�Ñ�Ÿ�¿�«  �«�å�µ�›���[�`�‡
�b�{  

inspect skinny SCCP �ž�Ó�æ�­�”�³�ã�ï�U�*�›� �É�”�Ò�ç�t�`�‡�b�{  

show skinny �·�©�á�æ�Â�Ÿ  �ž�Ó�å� �ž�ï�µ�›�p�`�o�¬�q�^�•�h  SCCP �·�¿�³�ã�ï�t��
�b�”	Ø�C�›
¯�Ô�`�‡�b�{

show conn �^�‡�_�‡�s
€���»� �Ó�w
€��	Ý�6�›
¯�Ô�`�‡�b�{

timeout �^�‡�_�‡�s�Ó�é�Ä�¯�ç�S�‘�|�·�¿�³�ã�ï  �»� �Ó�w�ž� �Å�ç	Ý�6�w�7�G�'
���Ì���›
ƒ���`�‡�b�{  
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debug sla monitor
SLA �Þ�Ç�»  �¦�Ö�è�”�³�ã�ï�w�Ã�Ì�¿�¬  �Ý�¿�·�”�´�›
¯�Ô�b�”�t�x�z�›�V  EXEC �Þ�”�Å�p  debug sla
monitor  �¯�Ú�ï�Å�›�–�;�`�‡�b�{�Ã�Ì�¿�¬�›�Ã�Ÿ�·�”�Ò�ç�t�b�”�t�x�z�\�w�¯�Ú�ï�Å�w  no ���Ü�›�–
�;�`�‡�b�{

debug sla monitor [error | trace] [sla-id]

no debug sla monitor [sla-id]

�³�ï�»�¿�«�µ�w
†�Ì

�Ã�Ñ�¥�ç�Ä �¤�å�”  �Ý�¿�·�”�´�q�Ä�è�”�µ  �Ý�¿�·�”�´�x�Ã�Ñ�¥�ç�Ä�p
¯�Ô�^�•�‡�b�{

�¯�Ú�ï�Å  �Þ�”�Å �Í�w
¯�x�z�\�w�¯�Ú�ï�Å�›�Ö�—�p�V�”�Þ�”�Å�›�Ô�`�o�M�‡�b�{

�¯�Ú�ï�Å�d�º

�–�;	Í�w�̈ � �Å�å� �ï �°�S�t�Ã�Ì�¿�¬�p�V�”�w�x  32 �w SLA �¦�Ö�è�”�³�ã�ï�w�ˆ�p�b�{  

�Ã�Ì�¿�¬	Z�—�x  CPU �Ó�é�·�µ�p�ô��
Œ	q�•�U�Â�“�p�o�’�•�o�M�”�h�Š�z�Ã�Ì�¿�¬	Z�—�›�æ�O�q�³
�µ�Â�Ü�U�–�;�p�V�s�X�s�”�\�q�U�K�“�‡�b�{�\�w�h�Š�z�›���w�ð�J�w�Ä�å�Ò�ç�³�á�”�Â�Ÿ�ï�¬�›�æ
�O	Ô�ù�•�z Cisco TAC �q�w�Ä�å�Ò�ç�³�á�”�Â�Ÿ�ï�¬  �·�¿�³�ã�ï�w���t�v�“  debug �¯�Ú�ï�Å�›�–�;�`
�o�X�i�^�M�{�^�’�t�z�É�¿�Ä�ë�”�«  �Ä�å�Ñ�Ÿ�¿�«�”�•�â�”�²
:�U	—�s�M�8���t  debug �¯�Ú�ï�Å�›
�–�;�b�”�\�q�›�S�ç�Š�`�‡�b�{�\�w�‘�O�s�8���t�Ã�Ì�¿�¬�›�î�æ�b�”�q�z debug �¯�Ú�ï�Å�w	r�g
�¦�”�Ì�”�Ô�¿�Å�w
ÿ�C�t�‘�l�o�³�µ�Â�Ü�w�–�;�t�è�¹�U
\�a�”�D�ó
Q�U�ÿ�X�s�“�‡�b�{

�« �Í�w�«�p�x�z SLA �¦�Ö�è�”�³�ã�ï  �¤�å�”�w�Ã�Ì�¿�¬�›� �É�”�Ò�ç�t�`�‡�b�{

hostname(config)# debug sla monitor error

�Í�w�«�p�x�z �¦���^�•�h  SLA �¦�Ö�è�”�³�ã�ï�w  SLA �¦�Ö�è�”�³�ã�ï  �Ä�è�”�µ  �Ý�¿�·�”�´�w
¯�Ô�M
�O�›�Ô�`�‡�b�{

hostname(config)# debug sla monitor trace 123

error �¢�¦�Ó�³�ã�ï�£ IP SLA �Þ�Ç�»  �¤�å�”  �Ý�¿�·�”�´�›	Z�—�`�‡�b�{

sla-id �¢�¦�Ó�³�ã�ï�£�Ã�Ì�¿�¬�b�”  SLA �w ID �›�¦���`�‡�b�{

trace �¢�¦�Ó�³�ã�ï�£ IP SLA �Þ�Ç�»  �Ä�è�”�µ  �Ý�¿�·�”�´�›	Z�—�`�‡�b�{

�¯�Ú�ï�Å  �Þ�”�Å

�Ñ�•� �ž�¢�¥�”�ç  �Þ�”�Å �·�©�á�æ�Â�Ÿ  �¯�ï�Â�©�µ�Ä

�ç�”�Â�¿�Å �•�a �³�ï�¬�ç

�Ú�ç�½

�¯�ï�Â�©�µ�Ä �³�µ�Â�Ü

�›�V  EXEC • — • — —

�æ�æ�”�µ �!�Ë�º�0

7.2(1) �\�w�¯�Ú�ï�Å�U�‹�Ö�^�•�‡�`�h�{
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���È�¯�Ú�ï�Å

debug sqlnet
SQL*Net �ž�Ó�æ�­�”�³�ã�ï�U�*�t���b�”�Ã�Ì�¿�¬  �Ý�¿�·�”�´�›
¯�Ô�b�”�t�x�z�›�V  EXEC �Þ�”�Å
�p  debug sqlnet �¯�Ú�ï�Å�›�–�;�`�‡�b�{ SQL*Net �ž�Ó�æ�­�”�³�ã�ï�U�*�t���b�”�Ã�Ì�¿�¬  �Ý�¿�·�”
�´�w
¯�Ô�›���­�b�”�t�x�z�\�w�¯�Ú�ï�Å�w  no ���Ü�›�–�;�`�‡�b�{

debug sqlnet [level]

no debug sqlnet [level]

�³�ï�»�¿�«�µ�w
†�Ì

�Ã�Ñ�¥�ç�Ä level �w�Ã�Ñ�¥�ç�Ä�‹�x  1 �p�b�{

�¯�Ú�ï�Å  �Þ�”�Å �Í�w
¯�x�z�\�w�¯�Ú�ï�Å�›�Ö�—�p�V�”�Þ�”�Å�›�Ô�`�o�M�‡�b�{

�¯�Ú�ï�Å�d�º

�–�;	Í�w�̈ � �Å�å� �ï debug �¯�Ú�ï�Å�w�q�O�w
ƒ���›
¯�Ô�b�”�t�x�z show debug �¯�Ú�ï�Å�›�Ö�—�`�‡�b�{�Ã�Ì�¿�¬	Z�—�›
���­�b�”�t�x�z no debug �¯�Ú�ï�Å�›�Ö�—�`�‡�b�{�Ã�Ì�¿�¬  �Ý�¿�·�”�´�U�b�‚�o
¯�Ô�^�•�s�M�‘�O
�t�b�”�t�x�z no debug all �¯�Ú�ï�Å�›�Ö�—�`�‡�b�{

�¢�«�£ debug sqlnet �¯�Ú�ï�Å�›� �É�”�Ò�ç�t�b�”�q�z�è	ô�”�w���M�É�¿�Ä�ë�”�«�p�x�z�Ä�å�Ñ�Ÿ�¿�«�w��
�S�U�—�X�s�“�‡�b�{

�¯�Ú�ï�Å 
†�Ì

clear configure route �µ�»�Â�Ÿ�¿�«�t
ƒ���^�•�h  route �¯�Ú�ï�Å�›�_	†�`�‡�b�{

clear route RIP �s�r�w�¼� �Æ�Û�¿�«  �ç�”�Â�Ÿ�ï�¬  �Ó�é�Ä�¯�ç�›�è�a�o
�å�”�Ç�ï�¬�^�•�h�ç�”�Ä�›�_	†�`�‡�b�{

show route �ç�”�Ä	Ø�C�›
¯�Ô�`�‡�b�{

show running-config route 
ƒ���^�•�o�M�”�ç�”�Ä�›
¯�Ô�`�‡�b�{

level �¢�¦�Ó�³�ã�ï�£
¯�Ô�b�”�Ã�Ì�¿�¬  �Ý�¿�·�”�´�w�è�Õ�ç�¢ 1 �™ 255�£�›
ƒ���`
�‡�b�{�Ã�Ñ�¥�ç�Ä�x  1 �p�b�{�ô�è�Õ�ç�w�å�C�Ý�¿�·�”�´�›
¯�Ô�b�”�t�x�z
�è�Õ�ç�›�ô�M
:�‹�t
ƒ���`�‡�b�{

�¯�Ú�ï�Å  �Þ�”�Å

�Ñ�•� �ž�¢�¥�”�ç  �Þ�”�Å �·�©�á�æ�Â�Ÿ  �¯�ï�Â�©�µ�Ä

�ç�”�Â�¿�Å �•�a �³�ï�¬�ç

�Ú�ç�½

�¯�ï�Â�©�µ�Ä �³�µ�Â�Ü

�›�V  EXEC • • • • —

�æ�æ�”�µ �!�Ë�º�0

�7�� �\�w�¯�Ú�ï�Å�x�7���w�‹�w�p�b�{
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�« �Í�w�«�p�x�z SQL*Net �ž�Ó�æ�­�”�³�ã�ï�U�*�t�0�b�”�Ã�Ì�¿�¬  �Ý�¿�·�”�´�›�Ã�Ñ�¥�ç�Ä�w�è�Õ�ç
�¢ 1�£�p� �É�”�Ò�ç�t�`�‡�b�{

hostname# debug sqlnet

���È�¯�Ú�ï�Å

debug ssh
SSH �t���È�b�”�Ã�Ì�¿�¬	Ø�C�S�‘�|�¤�å�”  �Ý�¿�·�”�´�›
¯�Ô�b�”�t�x�z �›�V  EXEC �Þ�”�Å�p  debug
ssh �¯�Ú�ï�Å�›�–�;�`�‡�b�{�Ã�Ì�¿�¬	Ø�C�w
¯�Ô�›�Ã�Ÿ�·�”�Ò�ç�t�b�”�t�x�z�\�w�¯�Ú�ï�Å�w  no ��
�Ü�›�–�;�`�‡�b�{  

debug ssh [level]

no debug ssh [level]

�³�ï�»�¿�«�µ�w
†�Ì

�Ã�Ñ�¥�ç�Ä �Ã�Ñ�¥�ç�Ä�w�è�Õ�ç�x  1 �p�b�{

�¯�Ú�ï�Å  �Þ�”�Å �Í�w
¯�x�z�\�w�¯�Ú�ï�Å�›�Ö�—�p�V�”�Þ�”�Å�›�Ô�`�o�M�‡�b�{

�¯�Ú�ï�Å�d�º

�–�;	Í�w�̈ � �Å�å� �ï �Ã�Ì�¿�¬	Z�—�x  CPU �Ó�é�·�µ�p�ô��
Œ	q�•�U�Â�“�p�o�’�•�o�M�”�h�Š�z�Ã�Ì�¿�¬	Z�—�›�æ�O�q�³
�µ�Â�Ü�U�–�;�p�V�s�X�s�”�\�q�U�K�“�‡�b�{�\�w�h�Š�z�›���w�ð�J�w�Ä�å�Ò�ç�³�á�”�Â�Ÿ�ï�¬�›�æ
�O	Ô�ù�•�z�³�µ�¯�w�Â�«�Ç�§�ç  �±�Ù�”�Ä  �µ�»�¿�Ñ�q�w�Ä�å�Ò�ç�³�á�”�Â�Ÿ�ï�¬  �·�¿�³�ã�ï�w���t
�v�“  debug �¯�Ú�ï�Å�›�–�;�`�o�X�i�^�M�{�^�’�t�z�É�¿�Ä�ë�”�«  �Ä�å�Ñ�Ÿ�¿�«�”�•�â�”�²
:�U	—
�s�M�8���t  debug �¯�Ú�ï�Å�›�–�;�b�”�\�q�›�S�ç�Š�`�‡�b�{ �\�w�‘�O�s�8���t�Ã�Ì�¿�¬�›�î�æ�b�”
�q�z debug �¯�Ú�ï�Å�w	r�g�¦�”�Ì�”�Ô�¿�Å�w
ÿ�C�t�‘�l�o�³�µ�Â�Ü�w�–�;�t�è�¹�U
\�a�”�D�ó
Q�U
�ÿ�X�s�“�‡�b�{

�¯�Ú�ï�Å 
†�Ì

class-map �·�©�á�æ�Â�Ÿ  �ž�«�³�ã�ï�›�&�;�b�”
Œ�w�Ä�å�Ñ�Ÿ�¿�«  �«�å�µ�›���[�`�‡
�b�{  

inspect sqlnet SQL*Net �ž�Ó�æ�­�”�³�ã�ï�U�*�›� �É�”�Ò�ç�t�`�‡�b�{

policy-map �«�å�µ  �Ú�¿�Ó�›�›���w�·�©�á�æ�Â�Ÿ  �ž�«�³�ã�ï�t���È
Ç�Z�‡�b�{

service-policy 1 �m�‡�h�x
ó
:�w� �ï�»�”�Ñ�£� �µ�t�Ù�æ�³�”  �Ú�¿�Ó�›�&�;�`�‡�b�{

show conn SQL*Net �s�r�z�^�‡�_�‡�s
€���»� �Ó�w
€��	Ý�6�›
¯�Ô�`�‡�b�{

level �¢�¦�Ó�³�ã�ï�£�Ã�Ì�¿�¬�w�¦�Ó�³�ã�ï  �è�Õ�ç�›�¦���`�‡�b�{

�¯�Ú�ï�Å  �Þ�”�Å

�Ñ�•� �ž�¢�¥�”�ç  �Þ�”�Å �·�©�á�æ�Â�Ÿ  �¯�ï�Â�©�µ�Ä

�ç�”�Â�¿�Å �•�a �³�ï�¬�ç

�Ú�ç�½

�¯�ï�Â�©�µ�Ä �³�µ�Â�Ü

�›�V  EXEC • • • • —

�æ�æ�”�µ �!�Ë�º�0

�7�� �\�w�¯�Ú�ï�Å�x�7���w�‹�w�p�b�{
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�« �Í�t�z debug ssh 255 �¯�Ú�ï�Å�w	Z�—�«�›�Ô�`�‡�b�{

hostname# debug ssh 255
debug ssh  enabled at level 255
SSH2 0: send: len 64 (includes padlen 17)
SSH2 0: done calc MAC out #239
SSH2 0: send: len 32 (includes padlen 7)
SSH2 0: done calc MAC out #240
SSH2 0: send: len 64 (includes padlen 15)
SSH2 0: done calc MAC out #241
SSH2 0: send: len 32 (includes padlen 16)
SSH2 0: done calc MAC out #242
SSH2 0: send: len 64 (includes padlen 7)
SSH2 0: done calc MAC out #243
SSH2 0: send: len 64 (includes padlen 18)
SSH2 0: done calc MAC out #244
SSH2 0: send: len 64 (includes padlen 8)
SSH2 0: done calc MAC out #245
SSH2 0: send: len 64 (includes padlen 18)
SSH2 0: done calc MAC out #246
SSH2 0: send: len 64 (includes padlen 7)
SSH2 0: done calc MAC out #247
SSH2 0: send: len 64 (includes padlen 18)
SSH2 0: done calc MAC out #248
SSH2 0: send: len 64 (includes padlen 7)
SSH2 0: done calc MAC out #249
SSH2 0: send: len 64 (includes padlen 18)
SSH2 0: done calc MAC out #250
SSH2 0: send: len 64 (includes padlen 8)
SSH2 0: done calc MAC out #251
SSH2 0: send: len 64 (includes padlen 18)
SSH2 0: done calc MAC out #252
SSH2 0: send: len 64 (includes padlen 7)
SSH2 0: done calc MAC out #253
SSH2 0: send: len 64 (includes padlen 18)
SSH2 0: done calc MAC out #254
SSH2 0: send: len 64 (includes padlen 8)
SSH2 0: done calc MAC out #255
SSH2 0: send: len 64 (includes padlen 18)
SSH2 0: done calc MAC out #256
SSH2 0: send: len 64 (includes padlen 7)
SSH2 0: done calc MAC out #257
SSH2 0: send: len 64 (includes padlen 18)
SSH2 0: done calc MAC out #258

���È�¯�Ú�ï�Å �¯�Ú�ï�Å 
†�Ì

clear configure ssh �î�æ�¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï�T�’�b�‚�o�w  SSH �¯�Ú�ï�Å�›	«�ˆ�`
�‡�b�{

show running-config ssh �î�æ�¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï�º�w�q�O�w  SSH �¯�Ú�ï�Å�›
¯�Ô�`�‡
�b�{

show ssh sessions �·�©�á�æ�Â�Ÿ  �ž�Ó�å� �ž�ï�µ	Í�w�ž�«�Â�Ÿ�Ò�s  SSH �·�¿�³�ã�ï�t
���b�”	Ø�C�›
¯�Ô�`�‡�b�{

ssh �¦���`�h�«�å� �ž�ï�Ä�‡�h�x�É�¿�Ä�ë�”�«�T�’�·�©�á�æ�Â�Ÿ  �ž�Ó
�å� �ž�ï�µ�•�w  SSH 
€���›�•�D�`�‡�b�{
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debug ssl
SSL �w�Ã�Ì�¿�¬	Ø�C�›
¯�Ô�b�”�t�x�z �›�V  EXEC �Þ�”�Å�p  debug ssl �¯�Ú�ï�Å�›�–�;�`�‡�b�{ SSL �Ã
�Ì�¿�¬	Ø�C�w
¯�Ô�›�Ã�Ÿ�·�”�Ò�ç�t�b�”�t�x�z�\�w�¯�Ú�ï�Å�w  no ���Ü�›�–�;�`�‡�b�{

debug ssl {cipher | device} [ level]

no debug ssl { cipher | device}

�³�ï�»�¿�«�µ�w
†�Ì

�Ã�Ñ�¥�ç�Ä level �w�Ã�Ñ�¥�ç�Ä�‹�x  1 �p�b�{

�¯�Ú�ï�Å  �Þ�”�Å �Í�w
¯�x�z�\�w�¯�Ú�ï�Å�›�Ö�—�p�V�”�Þ�”�Å�›�Ô�`�o�M�‡�b�{

�¯�Ú�ï�Å�d�º

�–�;	Í�w�̈ � �Å�å� �ï �Ã�Ì�¿�¬	Z�—�x  CPU �Ó�é�·�µ�p�ô��
Œ	q�•�U�Â�“�p�o�’�•�o�M�”�h�Š�z�Ã�Ì�¿�¬	Z�—�›�æ�O�q�³
�µ�Â�Ü�U�–�;�p�V�s�X�s�”�\�q�U�K�“�‡�b�{�\�w�h�Š�z�›���w�ð�J�w�Ä�å�Ò�ç�³�á�”�Â�Ÿ�ï�¬�›�æ
�O	Ô�ù�•�z�³�µ�¯�w�Â�«�Ç�§�ç  �±�Ù�”�Ä  �µ�»�¿�Ñ�q�w�Ä�å�Ò�ç�³�á�”�Â�Ÿ�ï�¬  �·�¿�³�ã�ï�w���t
�v�“  debug �¯�Ú�ï�Å�›�–�;�`�o�X�i�^�M�{�^�’�t�z�É�¿�Ä�ë�”�«  �Ä�å�Ñ�Ÿ�¿�«�”�•�â�”�²
:�U	—
�s�M�8���t  debug �¯�Ú�ï�Å�›�–�;�b�”�\�q�›�S�ç�Š�`�‡�b�{ �\�w�‘�O�s�8���t�Ã�Ì�¿�¬�›�î�æ�b�”
�q�z debug �¯�Ú�ï�Å�w	r�g�¦�”�Ì�”�Ô�¿�Å�w
ÿ�C�t�‘�l�o�³�µ�Â�Ü�w�–�;�t�è�¹�U
\�a�”�D�ó
Q�U
�ÿ�X�s�“�‡�b�{

�« �Í�w�«�p�x�z�›�t�‰�ø�É�°�³�¤�”�³�ã�ï�t�0�b�”  SSL �Ã�Ì�¿�¬  �Ý�¿�·�”�´�›� �É�”�Ò�ç�t�`�‡�b�{
show debug �¯�Ú�ï�Å�x�z SSL �Ã�Ì�¿�¬  �Ý�¿�·�”�´�U� �É�”�Ò�ç�t�s�l�o�M�”�\�q�›�Ô�`�‡�b�{

hostname# debug ssl cipher
debug ssl cipher enabled at level 1
hostname# show debug
debug ssl cipher enabled at level 1
hostname#

���È�¯�Ú�ï�Å

cipher HTTP �±�”�Ì�q�«�å� �ž�ï�Ä���w�‰�ø�É�°�³�¤�”�³�ã�ï�t���b�”	Ø�C�›
¯
�Ô�`�‡�b�{

device �·�¿�³�ã�ï�w�‰�•�q
��æ�¤�w�µ�Â�”�»�µ�›���‰  SSL �Ã�Ì� �µ�t���b�”	Ø
�C�›
¯�Ô�`�‡�b�{

level �¢�¦�Ó�³�ã�ï�£
¯�Ô�b�”�Ã�Ì�¿�¬  �Ý�¿�·�”�´�w�è�Õ�ç�¢ 1 �™ 255�£�›
ƒ���`
�‡�b�{�Ã�Ñ�¥�ç�Ä�x  1 �p�b�{�ô�è�Õ�ç�w�å�C�Ý�¿�·�”�´�›
¯�Ô�b�”�t�x�z
�è�Õ�ç�›�ô�M
:�‹�t
ƒ���`�‡�b�{

�¯�Ú�ï�Å  �Þ�”�Å

�Ñ�•� �ž�¢�¥�”�ç  �Þ�”�Å �·�©�á�æ�Â�Ÿ  �¯�ï�Â�©�µ�Ä

�ç�”�Â�¿�Å �•�a �³�ï�¬�ç

�Ú�ç�½

�¯�ï�Â�©�µ�Ä �³�µ�Â�Ü

�›�V  EXEC • — • — —

�æ�æ�”�µ �!�Ë�º�0

�7�� �\�w�¯�Ú�ï�Å�x�7���w�‹�w�p�b�{

�¯�Ú�ï�Å 
†�Ì

show debug �q�O�w�Ã�Ì�¿�¬  �¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï�›
¯�Ô�`�‡�b�{
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debug sunrpc
RPC �ž�Ó�æ�­�”�³�ã�ï�U�*�t���b�”�Ã�Ì�¿�¬  �Ý�¿�·�”�´�›
¯�Ô�b�”�t�x�z�›�V  EXEC �Þ�”�Å�p
debug sunrpc �¯�Ú�ï�Å�›�–�;�`�‡�b�{ RPC �ž�Ó�æ�­�”�³�ã�ï�U�*�t���b�”�Ã�Ì�¿�¬  �Ý�¿�·�”�´�w

¯�Ô�›���­�b�”�t�x�z�\�w�¯�Ú�ï�Å�w  no ���Ü�›�–�;�`�‡�b�{

debug sunrpc [level]

no debug sunrpc [level]

�³�ï�»�¿�«�µ�w
†�Ì

�Ã�Ñ�¥�ç�Ä level �w�Ã�Ñ�¥�ç�Ä�‹�x  1 �p�b�{

�¯�Ú�ï�Å  �Þ�”�Å �Í�w
¯�x�z�\�w�¯�Ú�ï�Å�›�Ö�—�p�V�”�Þ�”�Å�›�Ô�`�o�M�‡�b�{

�¯�Ú�ï�Å�d�º

�–�;	Í�w�̈ � �Å�å� �ï debug �¯�Ú�ï�Å�w�q�O�w
ƒ���›
¯�Ô�b�”�t�x�z show debug �¯�Ú�ï�Å�›�Ö�—�`�‡�b�{�Ã�Ì�¿�¬	Z�—�›
���­�b�”�t�x�z no debug �¯�Ú�ï�Å�›�Ö�—�`�‡�b�{�Ã�Ì�¿�¬  �Ý�¿�·�”�´�U�b�‚�o
¯�Ô�^�•�s�M�‘�O
�t�b�”�t�x�z no debug all �¯�Ú�ï�Å�›�Ö�—�`�‡�b�{

�¢�«�£ debug sunrpc �¯�Ú�ï�Å�›� �É�”�Ò�ç�t�b�”�q�z�è	ô�”�w���M�É�¿�Ä�ë�”�«�p�x�z�Ä�å�Ñ�Ÿ�¿�«�w��
�S�U�—�X�s�“�‡�b�{

�« �Í�w�«�p�x�z RPC �ž�Ó�æ�­�”�³�ã�ï�U�*�t�0�b�”�Ã�Ì�¿�¬  �Ý�¿�·�”�´�›�Ã�Ñ�¥�ç�Ä�w�è�Õ�ç�¢ 1�£
�p� �É�”�Ò�ç�t�`�‡�b�{

hostname# debug sunrpc

level �¢�¦�Ó�³�ã�ï�£
¯�Ô�b�”�Ã�Ì�¿�¬  �Ý�¿�·�”�´�w�è�Õ�ç�¢ 1 �™ 255�£�›
ƒ���`
�‡�b�{�Ã�Ñ�¥�ç�Ä�x  1 �p�b�{�ô�è�Õ�ç�w�å�C�Ý�¿�·�”�´�›
¯�Ô�b�”�t�x�z
�è�Õ�ç�›�ô�M
:�‹�t
ƒ���`�‡�b�{

�¯�Ú�ï�Å  �Þ�”�Å

�Ñ�•� �ž�¢�¥�”�ç  �Þ�”�Å �·�©�á�æ�Â�Ÿ  �¯�ï�Â�©�µ�Ä

�ç�”�Â�¿�Å �•�a �³�ï�¬�ç

�Ú�ç�½

�¯�ï�Â�©�µ�Ä �³�µ�Â�Ü

�›�V  EXEC • • • • —

�æ�æ�”�µ �!�Ë�º�0

�7�� �\�w�¯�Ú�ï�Å�x�7���w�‹�w�p�b�{
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���È�¯�Ú�ï�Å �¯�Ú�ï�Å 
†�Ì

class-map �·�©�á�æ�Â�Ÿ  �ž�«�³�ã�ï�›�&�;�b�”
Œ�w�Ä�å�Ñ�Ÿ�¿�«  �«�å�µ�›���[�`�‡
�b�{  

inspect sunrpc Sun RPC �ž�Ó�æ�­�”�³�ã�ï�U�*�›� �É�”�Ò�ç�t�`�‡�b�{

policy-map �«�å�µ  �Ú�¿�Ó�›�›���w�·�©�á�æ�Â�Ÿ  �ž�«�³�ã�ï�t���È
Ç�Z�‡�b�{

show conn RPC �s�r�z�^�‡�_�‡�s
€���»� �Ó�w
€��	Ý�6�›
¯�Ô�`�‡�b�{

timeout �^�‡�_�‡�s�Ó�é�Ä�¯�ç�S�‘�|�·�¿�³�ã�ï  �»� �Ó�w�ž� �Å�ç	Ý�6�w�7�G�'
���Ì���›
ƒ���`�‡�b�{  
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debug switch ilpm
ASA 5505 �&� ���·�©�á�æ�Â�Ÿ  �ž�Ó�å� �ž�ï�µ�s�r�w�º���µ� �¿�½�U�e�L�^�•�h�Þ�Ã�ç�w	Ô�ù�z�›
�V EXEC �Þ�”�Å�p  debug switch ilpm �¯�Ú�ï�Å�›�–�;�`�o  PoE �w�Ã�Ì�¿�¬  �Ý�¿�·�”�´�›
¯�Ô�`�‡�b�{
PoE �t���b�”�Ã�Ì�¿�¬  �Ý�¿�·�”�´�w
¯�Ô�›���­�b�”�t�x�z�\�w�¯�Ú�ï�Å�w  no ���Ü�›�–�;�`�‡�b�{

debug switch ilpm [events | errors] [ level]

no debug switch ilpm [events | errors] [level]

�³�ï�»�¿�«�µ�w
†�Ì

�Ã�Ñ�¥�ç�Ä �©�”�ë�”�Å�›�¦���`�s�M	Ô�ù�z�Ã�Ñ�¥�ç�Ä�p�x� �Õ�ï�Ä�q�¤�å�”�w�†�M�U
¯�Ô�^�•�‡�b�{�Ã�Ñ�¥�ç
�Ä�w�è�Õ�ç�x  1 �p�b�{

�¯�Ú�ï�Å  �Þ�”�Å �Í�w
¯�x�z�\�w�¯�Ú�ï�Å�›�Ö�—�p�V�”�Þ�”�Å�›�Ô�`�o�M�‡�b�{

�¯�Ú�ï�Å�d�º

�–�;	Í�w�̈ � �Å�å� �ï debug �¯�Ú�ï�Å�›�–�;�b�”�q�z�è	ô�”�w���M�É�¿�Ä�ë�”�«�w�Ä�å�Ñ�Ÿ�¿�«�U�—�X�s�”�D�ó
Q�U�K�“
�‡�b�{

�« �Í�w�«�p�x�z PoE �Ù�”�Ä�w�Ã�Ì�¿�¬  �Ý�¿�·�”�´�›� �É�”�Ò�ç�t�`�‡�b�{

hostname# debug switch ilpm

���È�¯�Ú�ï�Å

errors �¢�¦�Ó�³�ã�ï�£�¤�å�”�U�K�”	Ô�ù�t�z�Ä�å�Ò�ç�³�á�”�Â�Ÿ�ï�¬	Ø�C�›
¯�Ô
�`�‡�b�{

events �¢�¦�Ó�³�ã�ï�£ PoE � �Õ�ï�Ä�›
¯�Ô�`�‡�b�{

level �¢�¦�Ó�³�ã�ï�£
¯�Ô�b�”�Ã�Ì�¿�¬  �Ý�¿�·�”�´�w�è�Õ�ç�¢ 1 �™ 255�£�›
ƒ���`
�‡�b�{�Ã�Ñ�¥�ç�Ä�x  1 �p�b�{�ô�è�Õ�ç�w�å�C�Ý�¿�·�”�´�›
¯�Ô�b�”�t�x�z
�è�Õ�ç�›�ô�M
:�‹�t
ƒ���`�‡�b�{

�¯�Ú�ï�Å  �Þ�”�Å

�Ñ�•� �ž�¢�¥�”�ç  �Þ�”�Å �·�©�á�æ�Â�Ÿ  �¯�ï�Â�©�µ�Ä

�ç�”�Â�¿�Å �•�a �³�ï�¬�ç

�Ú�ç�½

�¯�ï�Â�©�µ�Ä �³�µ�Â�Ü

�›�V  EXEC • • • — —

�æ�æ�”�µ �!�Ë�º�0

7.2(1) �\�w�¯�Ú�ï�Å�U�‹�Ö�^�•�‡�`�h�{

�¯�Ú�ï�Å 
†�Ì

interface vlan VLAN � �ï�»�”�Ñ�£� �µ�›�å�C�`�‡�b�{

debug switch manager VLAN �Â�“�p�o�w�Ã�Ì�¿�¬  �Ý�¿�·�”�´�q  switchport �¯�Ú�ï�Å�t�‘
�“
C
\�`�h� �Õ�ï�Ä�q�¤�å�”�›
¯�Ô�`�‡�b�{

show debug � �É�”�Ò�ç�s�Ã�Ì�¿�¨�›�b�‚�o
¯�Ô�`�‡�b�{
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debug switch manager
ASA 5505 �&� ���·�©�á�æ�Â�Ÿ  �ž�Ó�å� �ž�ï�µ�s�r�w�º���µ� �¿�½�U�e�L�^�•�h�Þ�Ã�ç�w	Ô�ù�z�›
�V EXEC �Þ�”�Å�p  debug switch manager �¯�Ú�ï�Å�›�–�;�`�o�z VLAN �Â�“�p�o�w�Ã�Ì�¿�¬  �Ý�¿�·�”
�´�q  switchport �¯�Ú�ï�Å�t�‘�“
C
\�`�h� �Õ�ï�Ä�q�¤�å�”�›
¯�Ô�`�‡�b�{ �µ� �¿�½  �Ù�”�Ä�t���b�”
�Ã�Ì�¿�¬  �Ý�¿�·�”�´�w
¯�Ô�›���­�b�”�t�x�z�\�w�¯�Ú�ï�Å�w  no ���Ü�›�–�;�`�‡�b�{

debug switch manager [events | errors] [level]

no debug switch manager [events | errors] [level]

�³�ï�»�¿�«�µ�w
†�Ì

�Ã�Ñ�¥�ç�Ä �©�”�ë�”�Å�›�¦���`�s�M	Ô�ù�z�Ã�Ñ�¥�ç�Ä�p�x� �Õ�ï�Ä�q�¤�å�”�w�†�M�U
¯�Ô�^�•�‡�b�{�Ã�Ñ�¥�ç
�Ä�w�è�Õ�ç�x  1 �p�b�{

�¯�Ú�ï�Å  �Þ�”�Å �Í�w
¯�x�z�\�w�¯�Ú�ï�Å�›�Ö�—�p�V�”�Þ�”�Å�›�Ô�`�o�M�‡�b�{

�¯�Ú�ï�Å�d�º

�–�;	Í�w�̈ � �Å�å� �ï debug �¯�Ú�ï�Å�›�–�;�b�”�q�z�è	ô�”�w���M�É�¿�Ä�ë�”�«�w�Ä�å�Ñ�Ÿ�¿�«�U�—�X�s�”�D�ó
Q�U�K�“
�‡�b�{

�« �Í�w�«�p�x�z�µ� �¿�½  �Ù�”�Ä�w�Ã�Ì�¿�¬  �Ý�¿�·�”�´�›� �É�”�Ò�ç�t�`�‡�b�{

hostname# debug switch manager

���È�¯�Ú�ï�Å

errors �¢�¦�Ó�³�ã�ï�£�¤�å�”�U�K�”	Ô�ù�t�z�Ä�å�Ò�ç�³�á�”�Â�Ÿ�ï�¬	Ø�C�›
¯�Ô
�`�‡�b�{

events �¢�¦�Ó�³�ã�ï�£�µ� �¿�½  �Ú�É�”�´�ß  � �Õ�ï�Ä�›
¯�Ô�`�‡�b�{

level �¢�¦�Ó�³�ã�ï�£
¯�Ô�b�”�Ã�Ì�¿�¬  �Ý�¿�·�”�´�w�è�Õ�ç�¢ 1 �™ 255�£�›
ƒ���`
�‡�b�{�Ã�Ñ�¥�ç�Ä�x  1 �p�b�{�ô�è�Õ�ç�w�å�C�Ý�¿�·�”�´�›
¯�Ô�b�”�t�x�z
�è�Õ�ç�›�ô�M
:�‹�t
ƒ���`�‡�b�{

�¯�Ú�ï�Å  �Þ�”�Å

�Ñ�•� �ž�¢�¥�”�ç  �Þ�”�Å �·�©�á�æ�Â�Ÿ  �¯�ï�Â�©�µ�Ä

�ç�”�Â�¿�Å �•�a �³�ï�¬�ç

�Ú�ç�½

�¯�ï�Â�©�µ�Ä �³�µ�Â�Ü

�›�V  EXEC • • • — —

�æ�æ�”�µ �!�Ë�º�0

7.2(1) �\�w�¯�Ú�ï�Å�U�‹�Ö�^�•�‡�`�h�{

�¯�Ú�ï�Å 
†�Ì

interface vlan VLAN � �ï�»�”�Ñ�£� �µ�›�å�C�`�‡�b�{

debug switch ilpm PoE �t���b�”�Ã�Ì�¿�¬  �Ý�¿�·�”�´�›
¯�Ô�`�‡�b�{

show debug � �É�”�Ò�ç�s�Ã�Ì�¿�¨�›�b�‚�o
¯�Ô�`�‡�b�{
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debug tacacs
TACACS+ �w�Ã�Ì�¿�¬	Ø�C�›
¯�Ô�b�”�t�x�z�›�V  EXEC �Þ�”�Å�p  debug tacacs �¯�Ú�ï�Å�›�–�;�`�‡
�b�{ TACACS+ �Ã�Ì�¿�¬	Ø�C�w
¯�Ô�›�Ã�Ÿ�·�”�Ò�ç�t�b�”�t�x�z�\�w�¯�Ú�ï�Å�w  no ���Ü�›�–�;�`�‡
�b�{

debug tacacs [session | user username]

no debug tacacs [session | user username]

�³�ï�»�¿�«�µ�w
†�Ì

�Ã�Ñ�¥�ç�Ä �Ã�Ñ�¥�ç�Ä�w�ˆ�^�•�‹�x�K�“�‡�d�œ�{

�¯�Ú�ï�Å  �Þ�”�Å �Í�w
¯�x�z�\�w�¯�Ú�ï�Å�›�Ö�—�p�V�”�Þ�”�Å�›�Ô�`�o�M�‡�b�{

�¯�Ú�ï�Å�d�º

�–�;	Í�w�̈ � �Å�å� �ï �Ã�Ì�¿�¬	Z�—�x  CPU �Ó�é�·�µ�p�ô��
Œ	q�•�U�Â�“�p�o�’�•�o�M�”�h�Š�z�Ã�Ì�¿�¬	Z�—�›�æ�O�q�³
�µ�Â�Ü�U�–�;�p�V�s�X�s�”�\�q�U�K�“�‡�b�{�\�w�h�Š�z�›���w�ð�J�w�Ä�å�Ò�ç�³�á�”�Â�Ÿ�ï�¬�›�æ
�O	Ô�ù�•�z�³�µ�¯�w�Â�«�Ç�§�ç  �±�Ù�”�Ä  �µ�»�¿�Ñ�q�w�Ä�å�Ò�ç�³�á�”�Â�Ÿ�ï�¬  �·�¿�³�ã�ï�w���t
�v�“  debug �¯�Ú�ï�Å�›�–�;�`�o�X�i�^�M�{�^�’�t�z�É�¿�Ä�ë�”�«  �Ä�å�Ñ�Ÿ�¿�«�”�•�â�”�²
:�U	—
�s�M�8���t  debug �¯�Ú�ï�Å�›�–�;�b�”�\�q�›�S�ç�Š�`�‡�b�{ �\�w�‘�O�s�8���t�Ã�Ì�¿�¬�›�î�æ�b�”
�q�z debug �¯�Ú�ï�Å�w	r�g�¦�”�Ì�”�Ô�¿�Å�w
ÿ�C�t�‘�l�o�³�µ�Â�Ü�w�–�;�t�è�¹�U
\�a�”�D�ó
Q�U
�ÿ�X�s�“�‡�b�{

�« �Í�w�«�p�x�z TACACS+ �Ã�Ì�¿�¬  �Ý�¿�·�”�´�›� �É�”�Ò�ç�t�`�‡�b�{ show debug �¯�Ú�ï�Å�x�z
TACACS+ �Ã�Ì�¿�¬  �Ý�¿�·�”�´�U� �É�”�Ò�ç�t�s�l�o�M�”�\�q�›�Ô�`�‡�b�{

hostname# debug tacacs user admin342
hostname# show debug
debug tacacs user admin342
hostname#

���È�¯�Ú�ï�Å

session �·�¿�³�ã�ï���È�w  TACACS+ �Ã�Ì�¿�¬  �Ý�¿�·�”�´�›
¯�Ô�`�‡�b�{

user �â�”�²�{���w  TACACS+ �Ã�Ì�¿�¬  �Ý�¿�·�”�´�›
¯�Ô�`�‡�b�{ �°�S�t  1 
��w
�â�”�²�w  TACACS+ �Ã�Ì�¿�¬  �Ý�¿�·�”�´�i�Z
¯�Ô�p�V�‡�b�{

username TACACS+ �Ã�Ì�¿�¬  �Ý�¿�·�”�´�›
¯�Ô�b�”�â�”�²�›�¦���`�‡�b�{

�¯�Ú�ï�Å  �Þ�”�Å

�Ñ�•� �ž�¢�¥�”�ç  �Þ�”�Å �·�©�á�æ�Â�Ÿ  �¯�ï�Â�©�µ�Ä

�ç�”�Â�¿�Å �•�a �³�ï�¬�ç

�Ú�ç�½

�¯�ï�Â�©�µ�Ä �³�µ�Â�Ü

�›�V  EXEC • • • • •

�æ�æ�”�µ �!�Ë�º�0

7.0(1) �\�w�¯�Ú�ï�Å�U�‹�Ö�^�•�‡�`�h�{

�¯�Ú�ï�Å 
†�Ì

show debug �q�O�w�Ã�Ì�¿�¬  �¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï�›
¯�Ô�`�‡�b�{
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debug tcp-map
TCP �ž�Ó�æ�­�”�³�ã�ï�U�*�Ú�¿�Ó�t���b�”�Ã�Ì�¿�¬  �Ý�¿�·�”�´�›
¯�Ô�b�”�t�x�z�›�V  EXEC �Þ�”
�Å�p  debug tcp-map �¯�Ú�ï�Å�›�–�;�`�‡�b�{ TCP �ž�Ó�æ�­�”�³�ã�ï�U�*�t���b�”�Ã�Ì�¿�¬  �Ý�¿�·�”
�´�w
¯�Ô�›���­�b�”�t�x�z�\�w�¯�Ú�ï�Å�w  no ���Ü�›�–�;�`�‡�b�{

debug tcp-map

no debug tcp-map

�³�ï�»�¿�«�µ�w
†�Ì �\�w�¯�Ú�ï�Å�t�x�z�¾
:�‹�©�”�ë�”�Å�‹�K�“�‡�d�œ�{

�Ã�Ñ�¥�ç�Ä �Ã�Ñ�¥�ç�Ä�w�ˆ�^�•�‹�x�K�“�‡�d�œ�{

�¯�Ú�ï�Å  �Þ�”�Å �Í�w
¯�x�z�\�w�¯�Ú�ï�Å�›�Ö�—�p�V�”�Þ�”�Å�›�Ô�`�o�M�‡�b�{

�¯�Ú�ï�Å�d�º

�–�;	Í�w�̈ � �Å�å� �ï �Ã�Ì�¿�¬	Z�—�x  CPU �Ó�é�·�µ�p�ô��
Œ	q�•�U�Â�“�p�o�’�•�o�M�”�h�Š�z�Ã�Ì�¿�¬	Z�—�›�æ�O�q�³
�µ�Â�Ü�U�–�;�p�V�s�X�s�”�\�q�U�K�“�‡�b�{�\�w�h�Š�z�›���w�ð�J�w�Ä�å�Ò�ç�³�á�”�Â�Ÿ�ï�¬�›�æ
�O	Ô�ù�•�z�³�µ�¯�w�Â�«�Ç�§�ç  �±�Ù�”�Ä  �µ�»�¿�Ñ�q�w�Ä�å�Ò�ç�³�á�”�Â�Ÿ�ï�¬  �·�¿�³�ã�ï�w���t
�v�“  debug �¯�Ú�ï�Å�›�–�;�`�o�X�i�^�M�{�^�’�t�z�É�¿�Ä�ë�”�«  �Ä�å�Ñ�Ÿ�¿�«�”�•�â�”�²
:�U	—
�s�M�8���t  debug �¯�Ú�ï�Å�›�–�;�b�”�\�q�›�S�ç�Š�`�‡�b�{ �\�w�‘�O�s�8���t�Ã�Ì�¿�¬�›�î�æ�b�”
�q�z debug �¯�Ú�ï�Å�w	r�g�¦�”�Ì�”�Ô�¿�Å�w
ÿ�C�t�‘�l�o�³�µ�Â�Ü�w�–�;�t�è�¹�U
\�a�”�D�ó
Q�U
�ÿ�X�s�“�‡�b�{

�« �Í�w�«�p�x�z TCP �ž�Ó�æ�­�”�³�ã�ï�U�*�Ú�¿�Ó�t�0�b�”�Ã�Ì�¿�¬  �Ý�¿�·�”�´�›� �É�”�Ò�ç�t�`�‡
�b�{ show debug �¯�Ú�ï�Å�x�z TCP �ž�Ó�æ�­�”�³�ã�ï�U�*�Ú�¿�Ó�w�Ã�Ì�¿�¬  �Ý�¿�·�”�´�U� �É�”�Ò
�ç�t�s�l�o�M�”�\�q�›�Ô�`�‡�b�{

hostname# debug tcp-map
debug tcp-map enabled at level 1.
hostname# show debug
debug tcp-map enabled at level 1.
hostname#

���È�¯�Ú�ï�Å

�¯�Ú�ï�Å  �Þ�”�Å

�Ñ�•� �ž�¢�¥�”�ç  �Þ�”�Å �·�©�á�æ�Â�Ÿ  �¯�ï�Â�©�µ�Ä

�ç�”�Â�¿�Å �•�a �³�ï�¬�ç

�Ú�ç�½

�¯�ï�Â�©�µ�Ä �³�µ�Â�Ü

�›�V  EXEC • • • • •

�æ�æ�”�µ �!�Ë�º�0

7.0(1) �\�w�¯�Ú�ï�Å�U�‹�Ö�^�•�‡�`�h�{

�¯�Ú�ï�Å 
†�Ì

show debug �q�O�w�Ã�Ì�¿�¬  �¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï�›
¯�Ô�`�‡�b�{
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debug timestamps
�b�‚�o�w�Ã�Ì�¿�¬  �Ý�¿�·�”�´�w�7	s�t�»� �Ü�µ�»�ï�Ó	Ø�C�›�å�C�b�”�t�x�z�›�V  EXEC �Þ�”�Å�p
debug timestamps �¯�Ú�ï�Å�›�–�;�`�‡�b�{ �Ã�Ì�¿�¬  �»� �Ü�µ�»�ï�Ó�w�–�;�›�Ã�Ÿ�·�”�Ò�ç�t�b�”�t
�x�z�\�w�¯�Ú�ï�Å�w  no ���Ü�›�–�;�`�‡�b�{

debug timestamps [level]

no debug timestamps

�³�ï�»�¿�«�µ�w
†�Ì

�Ã�Ñ�¥�ç�Ä �Ã�Ñ�¥�ç�Ä�x�Í�w�q�S�“�p�b�{

• �Ã�Ì�¿�¬  �»� �Ü�µ�»�ï�Ó	Ø�C�x�Ã�Ÿ�·�”�Ò�ç�p�b�{

• level �w�Ã�Ñ�¥�ç�Ä�‹�x  1 �p�b�{

�¯�Ú�ï�Å  �Þ�”�Å �Í�w
¯�x�z�\�w�¯�Ú�ï�Å�›�Ö�—�p�V�”�Þ�”�Å�›�Ô�`�o�M�‡�b�{

�¯�Ú�ï�Å�d�º

�–�;	Í�w�̈ � �Å�å� �ï �Ã�Ì�¿�¬	Z�—�x  CPU �Ó�é�·�µ�p�ô��
Œ	q�•�U�Â�“�p�o�’�•�o�M�”�h�Š�z�Ã�Ì�¿�¬	Z�—�›�æ�O�q�³
�µ�Â�Ü�U�–�;�p�V�s�X�s�”�\�q�U�K�“�‡�b�{�\�w�h�Š�z�›���w�ð�J�w�Ä�å�Ò�ç�³�á�”�Â�Ÿ�ï�¬�›�æ
�O	Ô�ù�•�z�³�µ�¯�w�Â�«�Ç�§�ç  �±�Ù�”�Ä  �µ�»�¿�Ñ�q�w�Ä�å�Ò�ç�³�á�”�Â�Ÿ�ï�¬  �·�¿�³�ã�ï�w���t
�v�“  debug �¯�Ú�ï�Å�›�–�;�`�o�X�i�^�M�{�^�’�t�z�É�¿�Ä�ë�”�«  �Ä�å�Ñ�Ÿ�¿�«�”�•�â�”�²
:�U	—
�s�M�8���t  debug �¯�Ú�ï�Å�›�–�;�b�”�\�q�›�S�ç�Š�`�‡�b�{ �\�w�‘�O�s�8���t�Ã�Ì�¿�¬�›�î�æ�b�”
�q�z debug �¯�Ú�ï�Å�w	r�g�¦�”�Ì�”�Ô�¿�Å�w
ÿ�C�t�‘�l�o�³�µ�Â�Ü�w�–�;�t�è�¹�U
\�a�”�D�ó
Q�U
�ÿ�X�s�“�‡�b�{

level �¢�¦�Ó�³�ã�ï�£
¯�Ô�b�”�Ã�Ì�¿�¬  �Ý�¿�·�”�´�w�è�Õ�ç�¢ 1 �™ 255�£�›
ƒ���`
�‡�b�{�Ã�Ñ�¥�ç�Ä�x  1 �p�b�{�ô�è�Õ�ç�w�å�C�Ý�¿�·�”�´�›
¯�Ô�b�”�t�x�z
�è�Õ�ç�›�ô�M
:�‹�t
ƒ���`�‡�b�{

�¯�Ú�ï�Å  �Þ�”�Å

�Ñ�•� �ž�¢�¥�”�ç  �Þ�”�Å �·�©�á�æ�Â�Ÿ  �¯�ï�Â�©�µ�Ä

�ç�”�Â�¿�Å �•�a �³�ï�¬�ç

�Ú�ç�½

�¯�ï�Â�©�µ�Ä �³�µ�Â�Ü

�›�V  EXEC • • • • •

�æ�æ�”�µ �!�Ë�º�0

7.0(1) �\�w�¯�Ú�ï�Å�U�‹�Ö�^�•�‡�`�h�{
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�« �Í�w�«�p�x�z�Ã�Ì�¿�¬  �Ý�¿�·�”�´�w�»� �Ü�µ�»�ï�Ó�›� �É�”�Ò�ç�t�`�‡�b�{ debug parser cache �¯
�Ú�ï�Å�x�z CLI �Í�”�±�”  �Ã�Ì�¿�¬  �Ý�¿�·�”�´�›� �É�”�Ò�ç�t�`�‡�b�{ show debug �¯�Ú�ï�Å�x�z�q
�O�w�Ã�Ì�¿�¬  �¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï�›
¯�Ô�`�‡�b�{
¯�Ô�^�•�o�M�”  CLI �Í�”�±�”  �Ã�Ì�¿�¬  �Ý�¿
�·�”�´�t�x�z�¤�Ý�¿�·�”�´�w
²�t�»� �Ü�µ�»�ï�Ó�U���‡�•�o�M�‡�b�{

hostname# debug timestamps
debug timestamps  enabled at level 1
hostname# debug parser cache
debug parser cache enabled at level 1
hostname# show debug
1982769.770000000: parser cache: try to match 'show debug' in exec mode
1982769.770000000: parser cache: hit at index 8
hostname# 

���È�¯�Ú�ï�Å �¯�Ú�ï�Å 
†�Ì

show debug �q�O�w�Ã�Ì�¿�¬  �¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï�›
¯�Ô�`�‡�b�{
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debug vpn-sessiondb
VPN � · �¿�³ �ã � ï  �Ã�” �»�Õ�” �µ�w�Ã� Ì �¿�¬ 	Ø�C�› 
 ¯ �Ô�b�” � t �x�z� › �V  EXEC �Þ�” �Å�p  debug
vpn-sessiondb �¯�Ú�ï�Å�›�–�;�`�‡�b�{ VPN �·�¿�³�ã�ï  �Ã�”�»�Õ�”�µ�t���b�”�Ã�Ì�¿�¬	Ø�C�w
¯�Ô
�›�Ã�Ÿ�·�”�Ò�ç�t�b�”�t�x�z�\�w�¯�Ú�ï�Å�w  no ���Ü�›�–�;�`�‡�b�{

debug vpn-sessiondb [level]

no debug vpn-sessiondb

�³�ï�»�¿�«�µ�w
†�Ì

�Ã�Ñ�¥�ç�Ä level �w�Ã�Ñ�¥�ç�Ä�‹�x  1 �p�b�{

�¯�Ú�ï�Å  �Þ�”�Å �Í�w
¯�x�z�\�w�¯�Ú�ï�Å�›�Ö�—�p�V�”�Þ�”�Å�›�Ô�`�o�M�‡�b�{

�¯�Ú�ï�Å�d�º

�–�;	Í�w�̈ � �Å�å� �ï �Ã�Ì�¿�¬	Z�—�x  CPU �Ó�é�·�µ�p�ô��
Œ	q�•�U�Â�“�p�o�’�•�o�M�”�h�Š�z�Ã�Ì�¿�¬	Z�—�›�æ�O�q�³
�µ�Â�Ü�U�–�;�p�V�s�X�s�”�\�q�U�K�“�‡�b�{�\�w�h�Š�z�›���w�ð�J�w�Ä�å�Ò�ç�³�á�”�Â�Ÿ�ï�¬�›�æ
�O	Ô�ù�•�z�³�µ�¯�w�Â�«�Ç�§�ç  �±�Ù�”�Ä  �µ�»�¿�Ñ�q�w�Ä�å�Ò�ç�³�á�”�Â�Ÿ�ï�¬  �·�¿�³�ã�ï�w���t
�v�“  debug �¯�Ú�ï�Å�›�–�;�`�o�X�i�^�M�{�^�’�t�z�É�¿�Ä�ë�”�«  �Ä�å�Ñ�Ÿ�¿�«�”�•�â�”�²
:�U	—
�s�M�8���t  debug �¯�Ú�ï�Å�›�–�;�b�”�\�q�›�S�ç�Š�`�‡�b�{ �\�w�‘�O�s�8���t�Ã�Ì�¿�¬�›�î�æ�b�”
�q�z debug �¯�Ú�ï�Å�w	r�g�¦�”�Ì�”�Ô�¿�Å�w
ÿ�C�t�‘�l�o�³�µ�Â�Ü�w�–�;�t�è�¹�U
\�a�”�D�ó
Q�U
�ÿ�X�s�“�‡�b�{

�« �Í�w�«�p�x�z VPN �·�¿�³�ã�ï  �Ã�”�»�Õ�”�µ�w�Ã�Ì�¿�¬  �Ý�¿�·�”�´�›� �É�”�Ò�ç�t�`�‡�b�{ show
debug �¯�Ú�ï�Å�x�z VPN �·�¿�³�ã�ï  �Ã�”�»�Õ�”�µ�w�Ã�Ì�¿�¬  �Ý�¿�·�”�´�U� �É�”�Ò�ç�t�s�l�o�M
�”�\�q�›�Ô�`�‡�b�{

hostname# debug vpn-sessiondb
debug vpn-sessiondb  enabled at level 1
hostname# show debug
debug vpn-sessiondb  enabled at level 1
hostname#

���È�¯�Ú�ï�Å

level �¢�¦�Ó�³�ã�ï�£
¯�Ô�b�”�Ã�Ì�¿�¬  �Ý�¿�·�”�´�w�è�Õ�ç�¢ 1 �™ 255�£�›
ƒ���`
�‡�b�{�Ã�Ñ�¥�ç�Ä�x  1 �p�b�{�ô�è�Õ�ç�w�å�C�Ý�¿�·�”�´�›
¯�Ô�b�”�t�x�z
�è�Õ�ç�›�ô�M
:�‹�t
ƒ���`�‡�b�{

�¯�Ú�ï�Å  �Þ�”�Å

�Ñ�•� �ž�¢�¥�”�ç  �Þ�”�Å �·�©�á�æ�Â�Ÿ  �¯�ï�Â�©�µ�Ä

�ç�”�Â�¿�Å �•�a �³�ï�¬�ç

�Ú�ç�½

�¯�ï�Â�©�µ�Ä �³�µ�Â�Ü

�›�V  EXEC • • • • •

�æ�æ�”�µ �!�Ë�º�0

7.0(1)(1) �\�w�¯�Ú�ï�Å�U�‹�Ö�^�•�‡�`�h�{

�¯�Ú�ï�Å 
†�Ì

show debug �q�O�w�Ã�Ì�¿�¬  �¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï�›
¯�Ô�`�‡�b�{
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debug wccp
WCCP � �Õ�ï�Ä�w�é�ª�ï�¬�›� �É�”�Ò�ç�t�b�”�t�x�z�›�V  EXEC �Þ�”�Å�p  debug wccp �¯�Ú�ï�Å�›
�–�;�`�‡�b�{ WCCP �Ã�Ì�¿�¬  �Ý�¿�·�”�´�w�é�ª�ï�¬�›�Ã�Ÿ�·�”�Ò�ç�t�b�”�t�x�z�\�w�¯�Ú�ï�Å�w
no ���Ü�›�–�;�`�‡�b�{  

debug wccp {events | packets | subblocks}

no debug wccp {events | packets | subblocks}

�³�ï�»�¿�«�µ�w
†�Ì

�Ã�Ñ�¥�ç�Ä �Ã�Ñ�¥�ç�Ä�w�ˆ�^�•�‹�x�K�“�‡�d�œ�{

�¯�Ú�ï�Å  �Þ�”�Å �Í�w
¯�x�z�\�w�¯�Ú�ï�Å�›�Ö�—�p�V�”�Þ�”�Å�›�Ô�`�o�M�‡�b�{

�¯�Ú�ï�Å�d�º

�–�;	Í�w�̈ � �Å�å� �ï �Ã�Ì�¿�¬	Z�—�t�ô��
Œ	q�•�›�Â�“�p�o�”�\�q�p�z�³�µ�Â�Ü�U�–�;�p�V�s�X�s�”�\�q�U�K�“�‡�b�{�\
�w�h�Š�z �›���w�ð�J�w�Ä�å�Ò�ç�³�á�”�Â�Ÿ�ï�¬�›�æ�O	Ô�ù�•�z �³�µ�¯�w�Â�«�Ç�§�ç  �±�Ù�”�Ä  �µ�»�¿
�Ñ�q�w�Ä�å�Ò�ç�³�á�”�Â�Ÿ�ï�¬  �·�¿�³�ã�ï�w���t�v�“  debug �¯�Ú�ï�Å�›�–�;�`�o�X�i�^�M�{�^�’
�t�z�É�¿�Ä�ë�”�«  �Ä�å�Ñ�Ÿ�¿�«�”�•�â�”�²
:�U	—�s�M�8���t  debug �¯�Ú�ï�Å�›�–�;�b�”�\�q�›�S
�ç�Š�`�‡�b�{�\�w�‘�O�s�8���t�Ã�Ì�¿�¬�›�î�æ�b�”�q�z debug �¯�Ú�ï�Å�w	r�g�¦�”�Ì�”�Ô�¿�Å�w
ÿ
�C�t�‘�l�o�³�µ�Â�Ü�w�–�;�t�è�¹�U
\�a�”�D�ó
Q�U�ÿ�X�s�“�‡�b�{

�« �Í�w�«�p�x�z�b�‚�o�w  WCCP �·�¿�³�ã�ï  � �Õ�ï�Ä�w�é�ª�ï�¬�›� �É�”�Ò�ç�t�`�‡�b�{

hostname# debug wccp events
hostname# 

�Í�w�«�p�x�z WCCP �Í�­�¿�Ä  �Ã�Ì�¿�¬  �Ý�¿�·�”�´�w�é�ª�ï�¬�›� �É�”�Ò�ç�t�`�‡�b�{

hostname# debug wccp packets
hostname# 

�Í�w�«�p�x�z WCCP �Ã�Ì�¿�¬  �Ý�¿�·�”�´�w�é�ª�ï�¬�›�Ã�Ÿ�·�”�Ò�ç�t�`�‡�b�{

hostname# no debug wccp
hostname# 

events WCCP �·�¿�³�ã�ï  � �Õ�ï�Ä�w�é�ª�ï�¬�›� �É�”�Ò�ç�t�`�‡�b�{

packets WCCP �Í�­�¿�Ä	Ø�C�t���b�”�Ã�Ì�¿�¬  �Ý�¿�·�”�´�w�é�ª�ï�¬�›� �É�”�Ò
�ç�t�`�‡�b�{

subblocks WCCP �±�Ò�Ò�é�¿�«�t���b�”�Ã�Ì�¿�¬  �Ý�¿�·�”�´�w�é�ª�ï�¬�›� �É�”�Ò
�ç�t�`�‡�b�{

�¯�Ú�ï�Å  �Þ�”�Å

�Ñ�•� �ž�¢�¥�”�ç  �Þ�”�Å �·�©�á�æ�Â�Ÿ  �¯�ï�Â�©�µ�Ä

�ç�”�Â�¿�Å �•�a �³�ï�¬�ç

�Ú�ç�½

�¯�ï�Â�©�µ�Ä �³�µ�Â�Ü

�›�V  EXEC • • • — •

�æ�æ�”�µ �!�Ë�º�0

7.2(1) �\�w�¯�Ú�ï�Å�U�‹�Ö�^�•�‡�`�h�{
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���È�¯�Ú�ï�Å

debug webvpn
WebVPN �Ã�Ì�¿�¬  �Ý�¿�·�”�´�›�é�¬�t�G�å�b�”�t�x�z �›�V  EXEC �Þ�”�Å�p  debug webvpn �¯�Ú�ï�Å
�›�–�;�`�‡�b�{ WebVPN �Ã�Ì�¿�¬  �Ý�¿�·�”�´�w�é�ª�ï�¬�›�Ã�Ÿ�·�”�Ò�ç�t�b�”�t�x�z�\�w�¯�Ú�ï
�Å�w no ���Ü�›�–�;�`�‡�b�{  

debug webvpn [chunk | cifs | citrix | failover | html | javascript | request | response | svc | transformation 
| url | util | xml] [ level]

no debug webvpn [chunk | cifs | citrix | failover | html | javascript | request | response | svc | 
transformation | url | util | xml] [ level]

�³�ï�»�¿�«�µ�w
†�Ì

�¯�Ú�ï�Å 
†�Ì

wccp WCCP �w�±�Ù�”�Ä�›� �É�”�Ò�ç�t�`�‡�b�{

show debug �q�O�w�Ã�Ì�¿�¬  �¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï�›
¯�Ô�`�‡�b�{

chunk WebVPN 
€���w�±�Ù�”�Ä�t�–�;�^�•�”�Ý�Þ�æ  �Ò�é�¿�«�w�Ã�Ì�¿�¬  �Ý�¿�·�”
�´�›
¯�Ô�`�‡�b�{

cifs Common Internet File System�¢ CIFS�£�±�”�Ì�q  WebVPN �â�”�²�w���w
€���w
�Ã�Ì�¿�¬  �Ý�¿�·�”�´�›
¯�Ô�`�‡�b�{

citrix Citrix Metaframe �±�”�Ì�q  Citrix ICA �«�å� �ž�ï�Ä�w���w�z WebVPN �›�è�`�h

€���w�Ã�Ì�¿�¬  �Ý�¿�·�”�´�›
¯�Ô�`�‡�b�{

failover WebVPN 
€���t�è�¹�›�)�Q�”�;�+�w�Ñ�£�”�ç�¦�”�Ì�”�w�Ã�Ì�¿�¬  �Ý�¿�·�”
�´�›
¯�Ô�`�‡�b�{

html WebVPN 
€���›�è�`�o
ù	ô�^�•�”  HTML �Ö�”�´�w�Ã�Ì�¿�¬  �Ý�¿�·�”�´�›
¯
�Ô�`�‡�b�{

javascript WebVPN 
€���›�è�`�o
ù	ô�^�•�”  JavaScript �w�Ã�Ì�¿�¬  �Ý�¿�·�”�´�›
¯�Ô�`
�‡�b�{

request WebVPN 
€���›�è�`�o
ù	ô�^�•�”�A�{�w�Ã�Ì�¿�¬  �Ý�¿�·�”�´�›
¯�Ô�`�‡�b�{

response WebVPN 
€���›�è�`�o
ù	ô�^�•�”� �t�w�Ã�Ì�¿�¬  �Ý�¿�·�”�´�›
¯�Ô�`�‡�b�{

svc WebVPN �›�è�`�h  SSL VPN �«�å� �ž�ï�Ä�•�w
€���t���b�”�Ã�Ì�¿�¬  �Ý�¿
�·�”�´�›
¯�Ô�`�‡�b�{

transformation WebVPN �w�º�0�w�!�õ�t���b�”�Ã�Ì�¿�¬  �Ý�¿�·�”�´�›
¯�Ô�`�‡�b�{

url WebVPN 
€���›�è�`�o
ù	ô�^�•�”  Web �±� �Ä�A�{�t���b�”�Ã�Ì�¿�¬  �Ý�¿
�·�”�´�›
¯�Ô�`�‡�b�{

util WebVPN �æ�Þ�”�Ä  �â�”�²�•�w
€���w�±�Ù�”�Ä�i�Z�t�–�;�^�•�”  CPU �w�b�;
�p�t���b�”�Ã�Ì�¿�¬  �Ý�¿�·�”�´�›
¯�Ô�`�‡�b�{

xml WebVPN 
€���›�è�`�o
ù	ô�^�•�”  JavaScript �w�Ã�Ì�¿�¬  �Ý�¿�·�”�´�›
¯�Ô�`
�‡�b�{

level �¢�¦�Ó�³�ã�ï�£
¯�Ô�b�”�Ã�Ì�¿�¬  �Ý�¿�·�”�´�w�è�Õ�ç�¢ 1 �™ 255�£�›
ƒ���`�‡
�b�{�Ã�Ñ�¥�ç�Ä�x  1 �p�b�{�ô�è�Õ�ç�w�å�C�Ý�¿�·�”�´�›
¯�Ô�b�”�t�x�z�è�Õ
�ç�›�ô�M
:�‹�t
ƒ���`�‡�b�{
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�Ã�Ñ�¥�ç�Ä level �w�Ã�Ñ�¥�ç�Ä�‹�x  1 �p�b�{

�Í�w
¯�x�z�\�w�¯�Ú�ï�Å�›�Ö�—�p�V�”�Þ�”�Å�›�Ô�`�o�M�‡�b�{

�¯�Ú�ï�Å�d�º

�–�;	Í�w�̈ � �Å�å� �ï �Ã�Ì�¿�¬	Z�—�t�ô��
Œ	q�•�›�Â�“�p�o�”�\�q�p�z�³�µ�Â�Ü�U�–�;�p�V�s�X�s�”�\�q�U�K�“�‡�b�{�\
�w�h�Š�z �›���w�ð�J�w�Ä�å�Ò�ç�³�á�”�Â�Ÿ�ï�¬�›�æ�O	Ô�ù�•�z �³�µ�¯�w�Â�«�Ç�§�ç  �±�Ù�”�Ä  �µ�»�¿
�Ñ�q�w�Ä�å�Ò�ç�³�á�”�Â�Ÿ�ï�¬  �·�¿�³�ã�ï�w���t�v�“  debug �¯�Ú�ï�Å�›�–�;�`�o�X�i�^�M�{�^�’
�t�z�É�¿�Ä�ë�”�«  �Ä�å�Ñ�Ÿ�¿�«�”�•�â�”�²
:�U	—�s�M�8���t  debug �¯�Ú�ï�Å�›�–�;�b�”�\�q�›�S
�ç�Š�`�‡�b�{�\�w�‘�O�s�8���t�Ã�Ì�¿�¬�›�î�æ�b�”�q�z debug �¯�Ú�ï�Å�w	r�g�¦�”�Ì�”�Ô�¿�Å�w
ÿ
�C�t�‘�l�o�³�µ�Â�Ü�w�–�;�t�è�¹�U
\�a�”�D�ó
Q�U�ÿ�X�s�“�‡�b�{

�« �Í�w�«�p�x�z�›�t  CIFS �t�0�b�”  WebVPN �Ã�Ì�¿�¬  �Ý�¿�·�”�´�›� �É�”�Ò�ç�t�`�‡�b�{ show debug
�¯�Ú�ï�Å�x�z CIFS �w�Ã�Ì�¿�¬  �Ý�¿�·�”�´�U� �É�”�Ò�ç�t�s�l�o�M�”�\�q�›�Ô�`�‡�b�{

hostname# debug webvpn cifs
INFO: debug webvpn cifs enabled at level 1.
hostname# show debug
debug webvpn cifs enabled at level 1
hostname# 

���È�¯�Ú�ï�Å

�¯�Ú�ï�Å  �Þ�”�Å

�Ñ�•� �ž�¢�¥�”�ç  �Þ�”�Å �·�©�á�æ�Â�Ÿ  �¯�ï�Â�©�µ�Ä

�ç�”�Â�¿�Å �•�a �³�ï�¬�ç

�Ú�ç�½

�¯�ï�Â�©�µ�Ä �³�µ�Â�Ü

�›�V  EXEC • • • — •

�æ�æ�”�µ �!�Ë�º�0

7.0(1) �\�w�¯�Ú�ï�Å�U�‹�Ö�^�•�‡�`�h�{

�¯�Ú�ï�Å 
†�Ì

show debug �q�O�w�Ã�Ì�¿�¬  �¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï�›
¯�Ô�`�‡�b�{
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debug xdmcp
XDMCP �ž�Ó�æ�­�”�³�ã�ï�U�*�t���b�”�Ã�Ì�¿�¬  �Ý�¿�·�”�´�›
¯�Ô�b�”�t�x�z �›�V  EXEC �Þ�”�Å�p
debug xdmcp �¯�Ú�ï�Å�›�–�;�`�‡�b�{ XDMCP �ž�Ó�æ�­�”�³�ã�ï�U�*�t���b�”�Ã�Ì�¿�¬  �Ý�¿�·�”�´
�w
¯�Ô�›���­�b�”�t�x�z�\�w�¯�Ú�ï�Å�w  no ���Ü�›�–�;�`�‡�b�{

debug xdmcp [level]

no debug xdmcp [level]

�³�ï�»�¿�«�µ�w
†�Ì

�Ã�Ñ�¥�ç�Ä level �w�Ã�Ñ�¥�ç�Ä�‹�x  1 �p�b�{

�¯�Ú�ï�Å  �Þ�”�Å �Í�w
¯�x�z�\�w�¯�Ú�ï�Å�›�Ö�—�p�V�”�Þ�”�Å�›�Ô�`�o�M�‡�b�{

�¯�Ú�ï�Å�d�º

�–�;	Í�w�̈ � �Å�å� �ï debug �¯�Ú�ï�Å�w�q�O�w
ƒ���›
¯�Ô�b�”�t�x�z show debug �¯�Ú�ï�Å�›�Ö�—�`�‡�b�{�Ã�Ì�¿�¬	Z�—�›
���­�b�”�t�x�z no debug �¯�Ú�ï�Å�›�Ö�—�`�‡�b�{�Ã�Ì�¿�¬  �Ý�¿�·�”�´�U�b�‚�o
¯�Ô�^�•�s�M�‘�O
�t�b�”�t�x�z no debug all �¯�Ú�ï�Å�›�Ö�—�`�‡�b�{

�¢�«�£ debug xdmcp �¯�Ú�ï�Å�›� �É�”�Ò�ç�t�b�”�q�z�è	ô�”�w���M�É�¿�Ä�ë�”�«�p�x�z�Ä�å�Ñ�Ÿ�¿�«�w��
�S�U�—�X�s�“�‡�b�{

�« �Í�w�«�p�x�z XDMCP �ž�Ó�æ�­�”�³�ã�ï�U�*�t�0�b�”�Ã�Ì�¿�¬  �Ý�¿�·�”�´�›�Ã�Ñ�¥�ç�Ä�w�è�Õ�ç
�¢ 1�£�p� �É�”�Ò�ç�t�`�‡�b�{

hostname# debug xdmcp

���È�¯�Ú�ï�Å

level �¢�¦�Ó�³�ã�ï�£
¯�Ô�b�”�Ã�Ì�¿�¬  �Ý�¿�·�”�´�w�è�Õ�ç�¢ 1 �™ 255�£�›
ƒ���`
�‡�b�{�Ã�Ñ�¥�ç�Ä�x  1 �p�b�{�ô�è�Õ�ç�w�å�C�Ý�¿�·�”�´�›
¯�Ô�b�”�t�x�z
�è�Õ�ç�›�ô�M
:�‹�t
ƒ���`�‡�b�{

�¯�Ú�ï�Å  �Þ�”�Å

�Ñ�•� �ž�¢�¥�”�ç  �Þ�”�Å �·�©�á�æ�Â�Ÿ  �¯�ï�Â�©�µ�Ä

�ç�”�Â�¿�Å �•�a �³�ï�¬�ç

�Ú�ç�½

�¯�ï�Â�©�µ�Ä �³�µ�Â�Ü

�›�V  EXEC • • • • —

�æ�æ�”�µ �!�Ë�º�0

�7�� �\�w�¯�Ú�ï�Å�x�7���w�‹�w�p�b�{

�¯�Ú�ï�Å 
†�Ì

class-map �·�©�á�æ�Â�Ÿ  �ž�«�³�ã�ï�›�&�;�b�”
Œ�w�Ä�å�Ñ�Ÿ�¿�«  �«�å�µ�›���[�`�‡
�b�{  

inspect xdmcp XDMCP �ž�Ó�æ�­�”�³�ã�ï�U�*�›� �É�”�Ò�ç�t�`�‡�b�{

policy-map �«�å�µ  �Ú�¿�Ó�›�›���w�·�©�á�æ�Â�Ÿ  �ž�«�³�ã�ï�t���È
Ç�Z�‡�b�{

service-policy 1 �m�‡�h�x
ó
:�w� �ï�»�”�Ñ�£� �µ�t�Ù�æ�³�”  �Ú�¿�Ó�›�&�;�`�‡�b�{
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11

default �¯�Ú�ï�Å�™  duplex �¯�Ú�ï�Å

default
time-range �¯�Ú�ï�Å�w  absolute �©�”�ë�”�Å�S�‘�|  periodic �©�”�ë�”�Å�w�Ã�Ñ�¥�ç�Ä
ƒ���›
î�i�b�”
�t�x�z�Ì��
c�“�¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï  �Þ�”�Å�p  default �¯�Ú�ï�Å�›�–�;�`�‡�b�{  

default {absolute | periodic days-of-the-week time to [days-of-the-week] time}

�³�ï�»�¿�«�µ�w
†�Ì

�Ã�Ñ�¥�ç�Ä �Ã�Ñ�¥�ç�Ä�w�ˆ�^�•�‹�x�K�“�‡�d�œ�{

absolute �Ì��
c�“�U���®�p�K�”
ˆ�0�Ì���›���[�`�‡�b�{

days-of-the-week �¢�¦�Ó�³�ã�ï�£�7	s�w  days-of-the-week �¾
:�x�z���È
Ç�Z�’�•�o�M�”�Ì��
c
�“�U���®�t�s�”�Ô�‡�h�x�5�Ô�p�b�{ 2 
j�è�w  days-of-the-week �¾
:�x�z���È

Ç�Z�’�•�o�M�”���w���®�8���U	4�ƒ�b�”�Ô�‡�h�x�5�Ô�p�b�{  

�\�w�¾
:�x�z�Ú�™�w  1 �m�w�5�Ô�‡�h�x�5�Ô�w
Ê�ˆ�ù�d�p�b�¢ monday�¢�D�5
�Ô�£�z tuesday�¢�P�5�Ô�£ �z wednesday�¢
+�5�Ô�£ �z thursday�¢�æ�5�Ô�£�z friday

�¢�Ú�5�Ô�£�z saturday�¢�T�5�Ô�£ �z�S�‘�|  sunday�¢�Ô�5�Ô�£�£�{���t�¦���p�V�”
�‹�x�z�Í�w�q�S�“�p�b�{

• daily�•�D�5�Ô�™�Ô�5�Ô

• weekdays�•�D�5�Ô�™�Ú�5�Ô

• weekend�•�T�5�Ô�q�Ô�5�Ô

	4�ƒ�w�5�Ô�U�‰�•�w�5�Ô�q�‰�a	Ô�ù�x�z	4�ƒ�w�5�Ô�›	²�t�p�V�‡�b�{  

periodic �Ì��
c�“�;�ó�›�±�Ù�”�Ä�b�”�;�ó�t�0�`�o�z���8�$�s�¢	?�o�•�w�£�Ì��
c
�“�›�¦���`�‡�b�{

time �Ì���›  HH:MM ���Ü�p�¦���`�‡�b�{�h�q�Q�y�z�•
²  8 �Ì�x  8:00�z�•�™  8 �Ì
�x  20:00 �q�`�‡�b�{

to �®�‰�•�Ì���T�’	4�ƒ�Ì���‡�p�¯�w
c�“�›�ì
R�^�d�”�t�x�z to �©�”�ë�”�Å�›
�Ö�—�b�”
ž�A�U�K�“�‡�b�{
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�¯�Ú�ï�Å  �Þ�”�Å �Í�w
¯�x�z�\�w�¯�Ú�ï�Å�›�Ö�—�p�V�”�Þ�”�Å�›�Ô�`�o�M�‡�b�{

�¯�Ú�ï�Å�d�º

�–�;	Í�w�̈ � �Å�å� �ï 	4�ƒ�w  days-of-the-week �‹�U�‰�•�w  days-of-the-week �‹�q�‰�a�p�K�”	Ô�ù�x�z 	4�ƒ�w  days-of-the-week
�‹�›	²�t�p�V�‡�b�{  

time-range �¯�Ú�ï�Å�t  absolute �‹�q  periodic �‹�w�†�M�U�¦���^�•�o�M�”	Ô�ù�z periodic �¯�Ú�ï�Å�x
absolute start �Ì���t�a�`�h�™�t�i�Z
°�A�^�•�z absolute end �Ì���t�a�`�h�™�x�f�•�Ž	Í
°�A�^�•�‡�d
�œ�{ 

time-range �;�ó�x�·�©�á�æ�Â�Ÿ  �ž�Ó�å� �ž�ï�µ�w�³�µ�Â�Ü  �«�é�¿�«�t�‘���`�o�M�‡�b�{�`�T�`�z�\
�w�;�ó�x�z NTP �‰�8�=�t�‘�“�7�&�t�ˆ�^�`�‡�b�{  

�« �Í�w�«�x�z absolute �©�”�ë�”�Å�w�Ã�Ñ�¥�ç�Ä�ˆ�^�›
î�i�b�”�M�O�›�Ô�`�o�M�‡�b�{

hostname(config-time-range)# default absolute

���È�¯�Ú�ï�Å

�¯�Ú�ï�Å  �Þ�”�Å

�Ñ�•� �ž�¢�¥�”�ç  �Þ�”�Å �·�©�á�æ�Â�Ÿ  �¯�ï�Â�©�µ�Ä

�ç�”�Â�¿�Å �•�a �³�ï�¬�ç

�Ú�ç�½

�¯�ï�Â�©�µ�Ä �³�µ�Â�Ü

� Ì � � 
 c � “ � ¯ � ï � Ñ � Ÿ � ª � á � è � ”
�³�ã�ï

• • • • —

�æ�æ�”�µ �!�Ë�º�0

7.0(1) �\�w�¯�Ú�ï�Å�U�‹�Ö�^�•�‡�`�h�{

�¯�Ú�ï�Å 
†�Ì

absolute �Ì��
c�“�U���®�p�K�”
ˆ�0�Ì���›���[�`�‡�b�{

periodic �Ì��
c�“�;�ó�›�±�Ù�”�Ä�b�”�;�ó�t�0�`�o�z���8�$�s�¢	?�o�•�w�£�Ì��
c
�“�›�¦���`�‡�b�{

time-range �Ì���t�,�n�M�o�·�©�á�æ�Â�Ÿ  �ž�Ó�å� �ž�ï�µ�w�ž�«�·�µ  �¯�ï�Ä�é�”�ç�›
���[�`�‡�b�{
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default�¢ crl 
ƒ���£
�b�‚�o�w  CRL �Í�å�Ý�”�»�›�³�µ�Â�Ü�w�Ã�Ñ�¥�ç�Ä�‹�t�í�b�t�x�z crl 
ƒ���¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï
�Þ�”�Å�p  default �¯�Ú�ï�Å�›�–�;�`�‡�b�{ crl 
ƒ���¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï  �Þ�”�Å�t�x�z�‰�ø  CA �Ä
�å�µ�Ä�Ù� �ï�Ä  �¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï  �Þ�”�Å�T�’�ž�«�·�µ�p�V�‡�b�{�\�•�’�w�Í�å�Ý�”�»�x�z
LDAP �±�”�Ì�U
ž�A�q�b�”	Ô�ù�t�i�Z�–�;�^�•�‡�b�{

default

�³�ï�»�¿�«�µ�w
†�Ì �\�w�¯�Ú�ï�Å�t�x�z�¾
:�‹�©�”�ë�”�Å�‹�K�“�‡�d�œ�{

�Ã�Ñ�¥�ç�Ä �Ã�Ñ�¥�ç�Ä�w�ˆ�^�•�‹�x�K�“�‡�d�œ�{

�¯�Ú�ï�Å  �Þ�”�Å �Í�w
¯�x�z�\�w�¯�Ú�ï�Å�›�Ö�—�p�V�”�Þ�”�Å�›�Ô�`�o�M�‡�b�{

�¯�Ú�ï�Å�d�º

�–�;	Í�w�̈ � �Å�å� �ï �\�w�¯�Ú�ï�Å�w�z�|	Z�`�x�z�ž�«�Â�Ÿ�Ò�s�¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï�w�°
æ�t�s�“�‡�d�œ�{

�« �Í�w�«�p�x�z ca-crl �¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï  �Þ�”�Å�t�Ö�“�z CRL �¯�Ú�ï�Å�‹�›�Ã�Ñ�¥�ç�Ä�t�í�`�‡
�b�{

hostname(config)# crypto ca trustpoint central
hostname(ca-trustpoint)# crl configure
hostname(ca-crl)# default
hostname(ca-crl)# 

���È�¯�Ú�ï�Å

�¯�Ú�ï�Å  �Þ�”�Å

�Ñ�•� �ž�¢�¥�”�ç  �Þ�”�Å �·�©�á�æ�Â�Ÿ  �¯�ï�Â�©�µ�Ä

�ç�”�Â�¿�Å �•�a �³�ï�¬�ç

�Ú�ç�½

�¯�ï�Â�©�µ�Ä �³�µ�Â�Ü

crl 
ƒ���¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã
�ï

• •

�æ�æ�”�µ �!�Ë�º�0

7.0(1) �\�w�¯�Ú�ï�Å�U�‹�Ö�^�•�‡�`�h�{

�¯�Ú�ï�Å 
†�Ì

crl configure crl 
ƒ���¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï  �Þ�”�Å�t�Ö�“�‡�b�{

crypto ca trustpoint �Ä�å�µ�Ä�Ù� �ï�Ä  �¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï  �Þ�”�Å�t�Ö�“�‡�b�{

protocol ldap CRL �w	��˜�M�O�q�`�o  LDAP �›�¦���`�‡�b�{
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c�“�£

11-4
Cisco �·�©�á�æ�Â�Ÿ  �ž�Ó�å� �ž�ï�µ  �¯�Ú�ï�Å  �æ�Ñ�•�è�ï�µ

OL-10086-02-J

default�¢�Ì��
c�“�£
absolute �¯�Ú�ï�Å�S�‘�|  periodic �¯�Ú�ï�Å�w�Ã�Ñ�¥�ç�Ä
ƒ���›
î�i�b�”�t�x�z �Ì��
c�“�¯�ï�Ñ�Ÿ�ª�á
�è�”�³�ã�ï  �Þ�”�Å�p  default �¯�Ú�ï�Å�›�–�;�`�‡�b�{  

default {absolute | periodic days-of-the-week time to [days-of-the-week] time}

�³�ï�»�¿�«�µ�w
†�Ì

�Ã�Ñ�¥�ç�Ä �\�w�¯�Ú�ï�Å�t�x�z�Ã�Ñ�¥�ç�Ä
ƒ���x�K�“�‡�d�œ�{

�¯�Ú�ï�Å  �Þ�”�Å �Í�w
¯�x�z�\�w�¯�Ú�ï�Å�›�Ö�—�p�V�”�Þ�”�Å�›�Ô�`�o�M�‡�b�{

�¯�Ú�ï�Å�d�º

�–�;	Í�w�̈ � �Å�å� �ï 	4�ƒ�w  days-of-the-week �‹�U�‰�•�w  days-of-the-week �‹�q�‰�a�p�K�”	Ô�ù�x�z 	4�ƒ�w  days-of-the-week
�‹�›	²�t�p�V�‡�b�{  

time-range �¯�Ú�ï�Å�t  absolute �‹�q  periodic �‹�w�†�M�U�¦���^�•�o�M�”	Ô�ù�z periodic �¯�Ú�ï�Å�x
absolute start �Ì���t�a�`�h�™�t�i�Z
°�A�^�•�z absolute end �Ì���t�a�`�h�™�x�f�•�Ž	Í
°�A�^�•�‡�d
�œ�{ 

absolute �Ì��
c�“�U���®�p�K�”
ˆ�0�Ì���›���[�`�‡�b�{

days-of-the-week �7	s�w  days-of-the-week �¾
:�x�z���È
Ç�Z�’�•�o�M�”�Ì��
c�“�U���®�t�s
�”�Ô�‡�h�x�5�Ô�p�b�{ 2 
j�è�w  days-of-the-week �¾
:�x�z���È
Ç�Z�’�•�o�M
�”���w���®�8���U	4�ƒ�b�”�Ô�‡�h�x�5�Ô�p�b�{  

�\�w�¾
:�x�z�Ú�™�w  1 �m�w�5�Ô�‡�h�x�5�Ô�w
Ê�ˆ�ù�d�p�b�¢ monday�¢�D�5
�Ô�£�z tuesday�¢�P�5�Ô�£ �z wednesday�¢
+�5�Ô�£ �z thursday�¢�æ�5�Ô�£�z friday

�¢�Ú�5�Ô�£�z saturday�¢�T�5�Ô�£ �z�S�‘�|  sunday�¢�Ô�5�Ô�£�£�{���t�¦���p�V�”
�‹�x�z�Í�w�q�S�“�p�b�{

• daily�•�D�5�Ô�™�Ô�5�Ô

• weekdays�•�D�5�Ô�™�Ú�5�Ô

• weekend�•�T�5�Ô�q�Ô�5�Ô

	4�ƒ�w�5�Ô�U�‰�•�w�5�Ô�q�‰�a	Ô�ù�x�z	4�ƒ�w�5�Ô�›	²�t�p�V�‡�b�{  

periodic �Ì��
c�“�;�ó�›�±�Ù�”�Ä�b�”�;�ó�t�0�`�o�z���8�$�s�¢	?�o�•�w�£�Ì��
c
�“�›�¦���`�‡�b�{

time �Ì���›  HH:MM ���Ü�p�¦���`�‡�b�{�h�q�Q�y�z�•
²  8 �Ì�x  8:00�z�•�™  8 �Ì
�x  20:00 �q�`�‡�b�{

to �®�‰�•�Ì���T�’	4�ƒ�Ì���‡�p�¯�w
c�“�›�ì
R�^�d�”�t�x�z to �©�”�ë�”�Å�›
�Ö�—�b�”
ž�A�U�K�“�‡�b�{

�¯�Ú�ï�Å  �Þ�”�Å

�Ñ�•� �ž�¢�¥�”�ç  �Þ�”�Å �·�©�á�æ�Â�Ÿ  �¯�ï�Â�©�µ�Ä

�ç�”�Â�¿�Å �•�a �³�ï�¬�ç

�Ú�ç�½

�¯�ï�Â�©�µ�Ä �³�µ�Â�Ü

� Ì � � 
 c � “ � ¯ � ï � Ñ � Ÿ � ª � á � è � ”
�³�ã�ï

• • • •

�æ�æ�”�µ �!�Ë�º�0

7.0(1) �\�w�¯�Ú�ï�Å�U�‹�Ö�^�•�‡�`�h�{
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time-range �;�ó�x�·�©�á�æ�Â�Ÿ  �ž�Ó�å� �ž�ï�µ�w�³�µ�Â�Ü  �«�é�¿�«�t�‘���`�o�M�‡�b�{�`�T�`�z�\
�w�;�ó�x�z NTP �‰�8�=�t�‘�“�7�&�t�ˆ�^�`�‡�b�{  

�« �Í�w�«�x�z absolute �©�”�ë�”�Å�w�Ã�Ñ�¥�ç�Ä�ˆ�^�›
î�i�b�”�M�O�›�Ô�`�o�M�‡�b�{

hostname(config-time-range)# default absolute

���È�¯�Ú�ï�Å �¯�Ú�ï�Å 
†�Ì

absolute �Ì��
c�“�U���®�p�K�”
ˆ�0�Ì���›���[�`�‡�b�{

periodic �Ì��
c�“�;�ó�›�±�Ù�”�Ä�b�”�;�ó�t�0�`�o�z���8�$�s�¢	?�o�•�w�£�Ì��
c
�“�›�¦���`�‡�b�{

time-range �Ì���t�,�n�M�o�·�©�á�æ�Â�Ÿ  �ž�Ó�å� �ž�ï�µ�w�ž�«�·�µ  �¯�ï�Ä�é�”�ç�›
���[�`�‡�b�{
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default enrollment
�b�‚�o�w�J�å�Í�å�Ý�”�»�›�³�µ�Â�Ü�w�Ã�Ñ�¥�ç�Ä�‹�t�í�b�t�x�z�‰�ø  CA �Ä�å�µ�Ä�Ù� �ï�Ä  �¯�ï
�Ñ�Ÿ�ª�á�è�”�³�ã�ï  �Þ�”�Å�p  default enrollment �¯�Ú�ï�Å�›�–�;�`�‡�b�{

default enrollment

�³�ï�»�¿�«�µ�w
†�Ì

�Ã�Ñ�¥�ç�Ä �Ã�Ñ�¥�ç�Ä�w�ˆ�^�•�‹�x�K�“�‡�d�œ�{

�¯�Ú�ï�Å  �Þ�”�Å �Í�w
¯�x�z�\�w�¯�Ú�ï�Å�›�Ö�—�p�V�”�Þ�”�Å�›�Ô�`�o�M�‡�b�{

�¯�Ú�ï�Å�d�º

�–�;	Í�w�̈ � �Å�å� �ï �\�w�¯�Ú�ï�Å�w�z�|	Z�`�x�z�ž�«�Â�Ÿ�Ò�s�¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï�w�°
æ�t�s�“�‡�d�œ�{  

�« �Í�w�«�p�x�z�Ä�å�µ�Ä�Ù� �ï�Ä  central �w�‰�ø CA �Ä�å�µ�Ä�Ù� �ï�Ä  �¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï  �Þ�”
�Å�t�Ö�“�z�b�‚�o�w�J�å�Í�å�Ý�”�»�›�Ä�å�µ�Ä�Ù� �ï�Ä  central �º�w�Ã�Ñ�¥�ç�Ä�‹�t�í�`�‡�b�{

hostname<config># crypto ca trustpoint central
hostname<ca-trustpoint># default enrollment
hostname<ca-trustpoint># 

���È�¯�Ú�ï�Å

�\�w�¯�Ú�ï�Å�t�x�z�¾
:�‹�©�”�ë�”�Å�‹�K�“�‡�d�œ�{

�¯�Ú�ï�Å  �Þ�”�Å

�Ñ�•� �ž�¢�¥�”�ç  �Þ�”�Å �·�©�á�æ�Â�Ÿ  �¯�ï�Â�©�µ�Ä

�ç�”�Â�¿�Å �•�a �³�ï�¬�ç

�Ú�ç�½

�¯�ï�Â�©�µ�Ä �³�µ�Â�Ü

�‰�ø CA �Ä�å�µ�Ä�Ù� �ï�Ä  �¯
�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï

• • • • •

�æ�æ�”�µ �!�Ë�º�0

7.0(1) �\�w�¯�Ú�ï�Å�U�‹�Ö�^�•�‡�`�h�{

�¯�Ú�ï�Å 
†�Ì

clear configure crypto ca trustpoint �b�‚�o�w�Ä�å�µ�Ä�Ù� �ï�Ä�›�_	†�`�‡�b�{

crl configure crl �¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï  �Þ�”�Å�t�Ö�“�‡�b�{

crypto ca trustpoint �Ä�å�µ�Ä�Ù� �ï�Ä  �¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï  �Þ�”�Å�t�Ö�“
�‡�b�{
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default-domain
�¬�ç�”�Ó  �Ù�æ�³�”�w�â�”�²�t�0�`�o�Ã�Ñ�¥�ç�Ä�w�Å�Ý� �ï�Ê�›
ƒ���b�”�t�x�z�¬�ç�”�Ó  �Ù�æ�³�”
�¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï  �Þ�”�Å�p  default-domain �¯�Ú�ï�Å�›�–�;�`�‡�b�{ �Å�Ý� �ï�Ê�›�_	†�b�”�t
�x�z�\�w�¯�Ú�ï�Å�w  no ���Ü�›�–�;�`�‡�b�{

�Ã�Ñ�¥�ç�Ä�w�Å�Ý� �ï�Ê�›�b�‚�o�_	†�b�”�t�x�z �¾
:�s�`�p  no default-domain �¯�Ú�ï�Å�›�–�;�`�‡
�b�{ default-domain none �¯�Ú�ï�Å�›
C�æ�`�o�^
R�^�•�h  null �æ�µ�Ä�›���‰
ƒ���A�ˆ�w�Ã�Ñ�¥�ç�Ä�w
�Å�Ý� �ï�Ê�U�b�‚�o�_	†�^�•�‡�b�{�â�”�²�U�Å�Ý� �ï�Ê�›�'	•�`�s�M�‘�O�t�b�”�t�x�z
default-domain none �¯�Ú�ï�Å�›�–�;�`�‡�b�{

�·�©�á�æ�Â�Ÿ  �ž�Ó�å� �ž�ï�µ�x�z �Å�Ý� �ï  �Ñ�Ÿ�”�ç�Å�›	²�t�`�h  DNS �«�¤�æ�”�t
Ç�C�b�”�h�Š�t�z
�Ã�Ñ�¥�ç�Ä  �Å�Ý� �ï�Ê�›  IPSec �«�å� �ž�ï�Ä�t�I�`�‡�b�{�\�w�Å�Ý� �ï�Ê�x�z�Ä�ï�É�ç  �Í�­�¿�Ä�t
�i�Z�&�;�^�•�‡�b�{�Ã�Ñ�¥�ç�Ä  �Å�Ý� �ï�Ê�U�s�M	Ô�ù�z�â�”�²�x�Ã�Ñ�¥�ç�Ä  �¬�ç�”�Ó  �Ù�æ�³�”�w
�Ã�Ñ�¥�ç�Ä  �Å�Ý� �ï�Ê�›�'	•�`�‡�b�{  

default-domain {value domain-name | none}

no default-domain [domain-name]

�³�ï�»�¿�«�µ�w
†�Ì

�Ã�Ñ�¥�ç�Ä �Ã�Ñ�¥�ç�Ä�w�ˆ�^�•�‹�x�K�“�‡�d�œ�{

�¯�Ú�ï�Å  �Þ�”�Å �Í�w
¯�x�z�\�w�¯�Ú�ï�Å�›�Ö�—�p�V�”�Þ�”�Å�›�Ô�`�o�M�‡�b�{

�¯�Ú�ï�Å�d�º

�–�;	Í�w�̈ � �Å�å� �ï �Ã�Ñ�¥�ç�Ä�w�Å�Ý� �ï�Ê�t�–�;�p�V�”�w�x�z�ó
:�È�z�Ë� �Ñ�ï�¢ -�£�z�S�‘�|�Ð�æ�¦�Å�¢ .�£�i�Z�p�b�{

�« �Í�w�«�x�z FirstGroup �q�M�O�Ê
²�w�¬�ç�”�Ó  �Ù�æ�³�”�t�0�`�o  FirstDomain �w�Ã�Ñ�¥�ç�Ä  �Å�Ý� �ï
�Ê�›
ƒ���b�”�M�O�›�Ô�`�o�M�‡�b�{

hostname(config)#  group-policy FirstGroup attributes
hostname(config-group-policy)# default-domain value FirstDomain

none �Ã�Ñ�¥�ç�Ä  �Å�Ý� �ï�Ê�U�s�M�\�q�›�¦���`�‡�b�{�Ã�Ñ�¥�ç�Ä  �Å�Ý� �ï�Ê
�t�È�ç�‹�›
ƒ���`�o�z�Ã�Ñ�¥�ç�Ä  �Å�Ý� �ï�Ê�›�‹
q�`�‡�b�{�Ã�Ñ�¥�ç�Ä�w
�¬�ç�”�Ó  �Ù�æ�³�”�‡�h�x�¦���^�•�o�M�”�¬�ç�”�Ó  �Ù�æ�³�”�T�’�Ã�Ñ�¥�ç
�Ä�w�Å�Ý� �ï�Ê�›�'	•�`�s�M�‘�O�t�`�‡�b�{

value domain-name �¬�ç�”�Ó�w�Ã�Ñ�¥�ç�Ä  �Å�Ý� �ï�Ê�›�¦���`�‡�b�{

�¯�Ú�ï�Å  �Þ�”�Å

�Ñ�•� �ž�¢�¥�”�ç  �Þ�”�Å �·�©�á�æ�Â�Ÿ  �¯�ï�Â�©�µ�Ä

�ç�”�Â�¿�Å �•�a �³�ï�¬�ç

�Ú�ç�½

�¯�ï�Â�©�µ�Ä �³�µ�Â�Ü

�¬�ç�”�Ó  �Ù�æ�³�” • — • — —

�æ�æ�”�µ �!�Ë�º�0

7.0(1) �\�w�¯�Ú�ï�Å�U�‹�Ö�^�•�‡�`�h�{
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���È�¯�Ú�ï�Å

default-group-policy
�Ã�Ñ�¥�ç�Ä�p�â�”�²�U�'	•�b�”�ž�Ä�æ�Ï�á�”�Ä�w�·�¿�Ä�›�¦���b�”�t�x�z �Ä�ï�É�ç  �¬�ç�”�Ó�°
`�ž
�Ä�æ�Ï�á�”�Ä  �¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï  �Þ�”�Å�p  default-group-policy �¯�Ú�ï�Å�›�–�;�`�‡�b�{�Ã
�Ñ�¥�ç�Ä�w�¬�ç�”�Ó  �Ù�æ�³�”�Ê�›�_	†�b�”�t�x�z�\�w�¯�Ú�ï�Å�w  no ���Ü�›�–�;�`�‡�b�{

default-group-policy group-name

no default-group-policy group-name

�³�ï�»�¿�«�µ�w
†�Ì

�Ã�Ñ�¥�ç�Ä �Ã�Ñ�¥�ç�Ä  �¬�ç�”�Ó�Ê�x�z DfltGrpPolicy �p�b�{

�¯�Ú�ï�Å  �Þ�”�Å �Í�w
¯�x�z�\�w�¯�Ú�ï�Å�›�Ö�—�p�V�”�Þ�”�Å�›�Ô�`�o�M�‡�b�{

�¯�Ú�ï�Å�d�º

�–�;	Í�w�̈ � �Å�å� �ï �æ�æ�”�µ  7.1(1) �p�x�z�\�w�¯�Ú�ï�Å�›  webvpn �¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï  �Þ�”�Å�p�Ö�—�b�”�q�z�Ä�ï
�É�ç  �¬�ç�”�Ó�°
`�ž�Ä�æ�Ï�á�”�Ä  �Þ�”�Å�w�‰�s�w�¯�Ú�ï�Å�t�!�õ�^�•�‡�b�{  

�Ã�Ñ�¥�ç�Ä�w�¬�ç�”�Ó  �Ù�æ�³�”  DfltGrpPolicy �p�x�z�·�©�á�æ�Â�Ÿ  �ž�Ó�å� �ž�ï�µ�U	s�8
ƒ���^�•
�o�M�‡�b�{�b�‚�o�w�Ä�ï�É�ç  �¬�ç�”�Ó  �»� �Ó�t�\�w�ž�Ä�æ�Ï�á�”�Ä�›�&�;�p�V�‡�b�{

�¯�Ú�ï�Å 
†�Ì

split-dns �µ�Ó�æ�¿�Ä  �Ä�ï�É�ç�›�p�`�o�r�>�^�•�”�Å�Ý� �ï�w�æ�µ�Ä�›���™
�`�‡�b�{

split-tunnel-network-list �Ä�ï�É�æ�ï�¬�U
ž�A�s�É�¿�Ä�ë�”�«�q
Æ�A�s�É�¿�Ä�ë�”�«�›�à��
�b�”�h�Š�t�z�·�©�á�æ�Â�Ÿ  �ž�Ó�å� �ž�ï�µ�U�–�;�b�”�ž�«�·�µ  �æ
�µ�Ä�›�¦���`�‡�b�{

split-tunnel-policy IPSec �«�å� �ž�ï�Ä�U�z	Ú�E�t� �a�o�z�Í�­�¿�Ä�›�‰�ø�=�^�•�h��
�Ü�p  IPSec �Ä�ï�É�ç�›�p�`�o� �‹�`�h�“�z�«�æ�ž�Â�©�µ�Ä���Ü�p
�É�¿�Ä�ë�”�«  � �ï�»�”�Ñ�£� �µ�t� �‹�`�h�“�p�V�”�‘�O�t�`�‡�b�{

group-name �Ã�Ñ�¥�ç�Ä  �¬�ç�”�Ó�w�Ê
²�›�¦���`�‡�b�{

�¯�Ú�ï�Å  �Þ�”�Å

�Ñ�•� �ž�¢�¥�”�ç  �Þ�”�Å �·�©�á�æ�Â�Ÿ  �¯�ï�Â�©�µ�Ä

�ç�”�Â�¿�Å �•�a �³�ï�¬�ç

�Ú�ç�½

�¯�ï�Â�©�µ�Ä �³�µ�Â�Ü

�Ä�ï�É�ç  �¬�ç�”�Ó�°
`�ž�Ä�æ
�Ï �á� ” �Ä  � ¯ � ï �Ñ�Ÿ�ª �á�è�”
�³�ã�ï

• — • — —

�æ�æ�”�µ �!�Ë�º�0

7.0(1) �\�w�¯�Ú�ï�Å�U�‹�Ö�^�•�‡�`�h�{

7.1(1) webvpn �¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï  �Þ�”�Å�w  default-group-policy �¯�Ú�ï�Å�x

 � � ­ �^ � • �‡ � ` �h� {�Ä � ï �É�ç  �¬�ç � ” �Ó�° 
 ` �ž �Ä�æ�Ï �á� ” �Ä  �Þ�” �Å�w
default-group-policy �¯�Ú�ï�Å�p�”�V�õ�Q�’�•�o�M�‡�b�{
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�« �Í�w�«�p�x�z Config-general �¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï  �Þ�”�Å�t�Ö�“�z �®standard-policy� �̄q�M�O�Ê
²�w
IPSec LAN-to-LAN �Ä�ï�É�ç  �¬�ç�”�Ó�p�z�â�”�²�U�Ã�Ñ�¥�ç�Ä�p�'	•�b�”�ž�Ä�æ�Ï�á�”�Ä�w�·�¿�Ä
�›�¦���`�‡�b�{�\�w�¯�Ú�ï�Å�w�·�¿�Ä�x�z�ž�§�¢�ï�Â�Ÿ�ï�¬  �±�”�Ì�z�Ý	Â�±�”�Ì�z�Ý�D�±�”�Ì�S�‘
�|�ž�Å�è�µ  �Ó�”�ç�›���[�`�‡�b�{

hostname(config)# tunnel-group standard-policy type ipsec-ra
hostname(config)# tunnel-group standard-policy general-attributes
hostname(config-tunnel-general)# default-group-policy first-policy
hostname(config-tunnel-general)# accounting-server-group aaa-server123
hostname(config-tunnel-general)# address-pool (inside) addrpool1 addrpool2 addrpool3
hostname(config-tunnel-general)# authentication-server-group aaa-server456
hostname(config-tunnel-general)# authorization-server-group aaa-server78
hostname(config-tunnel-general)# 

���È�¯�Ú�ï�Å �¯�Ú�ï�Å 
†�Ì

clear-configure tunnel-group 
ƒ���^�•�o�M�”�b�‚�o�w�Ä�ï�É�ç  �¬�ç�”�Ó�›	«�ˆ�`�‡�b�{

group-policy �¬�ç�”�Ó  �Ù�æ�³�”�›�^
R�‡�h�x�$	B�`�‡�b�{

show running-config tunnel group �b�‚�o�w�Ä�ï�É�ç  �¬�ç�”�Ó�‡�h�x�›���w�Ä�ï�É�ç  �¬�ç�”�Ó
�w�Ä�ï�É�ç  �¬�ç�”�Ó  �¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï�›
¯�Ô�`�‡
�b�{

tunnel-group general-attributes �Ê
²
Ç�V�w�Ä�ï�É�ç  �¬�ç�”�Ó�w�°
`�ž�Ä�æ�Ï�á�”�Ä�›�¦��
�`�‡�b�{
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default-group-policy�¢ webvpn�£
WebVPN �‡�h�x�?� �Ý�”�ç�w�Ó�é�©�³  �¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï�U�¬�ç�”�Ó  �Ù�æ�³�”�›�¦���`�o�M
�s�M	Ô�ù�t�z�–�;�b�”�¬�ç�”�Ó  �Ù�æ�³�”�Ê�›�¦���b�”�t�x�z default-group-policy �¯�Ú�ï�Å�›�–�;�`
�‡�b�{ WebVPN�z IMAP4S�z POP3S�z�S�‘�|  SMTPS �·�¿�³�ã�ï�x�z�¦���^�•�h�¬�ç�”�Ó  �Ù�æ�³�”�‡
�h�x�Ã�Ñ�¥�ç�Ä�w�¬�ç�”�Ó  �Ù�æ�³�”�w�M�c�•�T�›
ž�A�q�`�‡�b�{ WebVPN �w	Ô�ù�z�\�w�¯�Ú�ï�Å
�x  webvpn �Þ�”�Å�p�–�;�`�‡�b�{�?� �Ý�”�ç�w	Ô�ù�z�\�w�¯�Ú�ï�Å�x�z�˜�p�b�”�?� �Ý�”�ç  �Ó�é�©
�³  �Þ�”�Å�p�–�;�`�‡�b�{�ž�Ä�æ�Ï�á�”�Ä�›�¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï�T�’�_	†�b�”�t�x�z�\�w�¯�Ú�ï
�Å�w no ���Ü�›�–�;�`�‡�b�{

default-group-policy groupname

no default-group-policy

�³�ï�»�¿�«�µ�w
†�Ì

�Ã�Ñ�¥�ç�Ä DfltGrpPolicy �q�M�O�Ê
²�w�Ã�Ñ�¥�ç�Ä  �¬�ç�”�Ó  �Ù�æ�³�”�x�z	×�t�·�©�á�æ�Â�Ÿ  �ž�Ó�å� �ž�ï�µ�t
���O�`�‡�b�{ default-group-policy �¯�Ú�ï�Å�›�–�;�b�”�q�z�^
R�`�h�¬�ç�”�Ó  �Ù�æ�³�”�›�z WebVPN
�S�‘�|�?� �Ý�”�ç  �Ó�é�©�³  �·�¿�³�ã�ï�;�w�Ã�Ñ�¥�ç�Ä�w�¬�ç�”�Ó  �Ù�æ�³�”�q�`�o�”�V�õ�Q�”�\�q
�U�p�V�‡�b�{���w�M�O�q�`�o�z DfltGrpPolicy �›�$	B�b�”�\�q�‹�p�V�‡�b�{

�¯�Ú�ï�Å  �Þ�”�Å �Í�w
¯�x�z�\�w�¯�Ú�ï�Å�›�Ö�—�p�V�”�Þ�”�Å�›�Ô�`�o�M�‡�b�{

�¯�Ú�ï�Å�d�º

�–�;	Í�w�̈ � �Å�å� �ï �æ�æ�”�µ  7.1(1) �p�x�z�\�w�¯�Ú�ï�Å�›  webvpn �¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï  �Þ�”�Å�p�Ö�—�b�”�q�z�Ä�ï
�É�ç  �¬�ç�”�Ó�°
`�ž�Ä�æ�Ï�á�”�Ä  �Þ�”�Å�w�‰�s�w�¯�Ú�ï�Å�t�!�õ�^�•�‡�b�{  

�³�µ�Â�Ü�w  DefaultGroupPolicy �x�$	B�p�V�‡�b�U�z�_	†�p�V�‡�d�œ�{ DefaultGroupPolicy �w AVP �x
�Í�w�q�S�“�p�b�{

groupname �Ã�Ñ�¥�ç�Ä�w�¬�ç�”�Ó  �Ù�æ�³�”�q�`�o�–�;�b�”
ƒ���A�ˆ�w�¬�ç�”�Ó  �Ù�æ
�³�”�›�¦���`�‡�b�{ �¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï  �Þ�”�Å�p  group-policy �¯�Ú�ï
�Å�›�–�;�`�z�¬�ç�”�Ó  �Ù�æ�³�”�›
ƒ���`�‡�b�{

�¯�Ú�ï�Å  �Þ�”�Å

�Ñ�•� �ž�¢�¥�”�ç  �Þ�”�Å �·�©�á�æ�Â�Ÿ  �¯�ï�Â�©�µ�Ä

�ç�”�Â�¿�Å �•�a �³�ï�¬�ç

�Ú�ç�½

�¯�ï�Â�©�µ�Ä �³�µ�Â�Ü

Webvpn • — • — —

Imap4s • — • — —

Pop3s • — • — —

Smtps • — • — —

�æ�æ�”�µ �!�Ë�º�0

7.0(1) �\�w�¯�Ú�ï�Å�U�‹�Ö�^�•�‡�`�h�{

7.1(1) �\�w�¯�Ú�ï�Å�x�z webvpn �¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï  �Þ�”�Å�p�x
��­�^�•�z
�Ä�ï�É�ç  �¬�ç�”�Ó�°
`�ž�Ä�æ�Ï�á�”�Ä  �¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï  �Þ�”�Å�t
�”�V�õ�Q�’�•�‡�`�h�{
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�« �Í�w�«�x�z WebVPN �t  WebVPN7 �q�M�O�Ê
²�w�Ã�Ñ�¥�ç�Ä  �¬�ç�”�Ó  �Ù�æ�³�”�›�¦���b�”�M�O�›�Ô
�`�o�M�‡�b�{

hostname(config)#  webvpn
hostname(config-webvpn)# default-group-policy WebVPN7

�ž�Ä�æ�Ï�á�”�Ä �Ã�Ñ�¥�ç�Ä�‹

wins-server none

dns-server none

dhcp-network-scope none

vpn-access-hours unrestricted

vpn-simultaneous-logins 3

vpn-idle-timeout 30 minutes

vpn-session-timeout none

vpn-filter none

vpn-tunnel-protocol WebVPN

ip-comp disable

re-xauth disable

group-lock none

pfs disable

client-access-rules none

banner none

password-storage disabled

ipsec-udp disabled

ipsec-udp-port 0

backup-servers keep-client-config

split-tunnel-policy tunnelall

split-tunnel-network-list none

default-domain none

split-dns none

intercept-dhcp disable

client-firewall none

secure-unit-authentication disabled

user-authentication disabled

user-authentication-idle-timeout none

ip-phone-bypass disabled

leap-bypass disabled

nem disabled

webvpn �ž�Ä�æ�Ï�á�”�Ä�•

filter none

functions disabled

homepage none

html-content-filter none

port-forward disabled

port-forward-name none

url-list mpme
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default-idle-timeout
WebVPN �â�”�²�t�0�b�”�Ã�Ñ�¥�ç�Ä�w�ž� �Å�ç  �»� �Ü�ž�¢�Ä�‹�›
ƒ���b�”�t�x�z webvpn �Þ�”�Å�p
default-idle-timeout �¯�Ú�ï�Å�›�–�;�`�‡�b�{�Ã�Ñ�¥�ç�Ä�w�ž� �Å�ç  �»� �Ü�ž�¢�Ä�‹�›�¯�ï�Ñ�Ÿ�ª�á
�è�”�³�ã�ï�T�’�_	†�`�o�Ã�Ñ�¥�ç�Ä�t�æ�·�¿�Ä�b�”�t�x�z�\�w�¯�Ú�ï�Å�w  no ���Ü�›�–�;�`�‡�b�{  

�Ã�Ñ�¥�ç�Ä�w�ž� �Å�ç  �»� �Ü�ž�¢�Ä�›�–�;�b�”�q�z�·�¿�³�ã�ï�w�æ�®�›�w�Y�\�q�U�p�V�‡�b�{  

default-idle-timeout seconds

no default-idle-timeout

�³�ï�»�¿�«�µ�w
†�Ì

�Ã�Ñ�¥�ç�Ä 1,800 
µ�¢ 30 
ü�£�p�b�{

�¯�Ú�ï�Å  �Þ�”�Å �Í�w
¯�x�z�\�w�¯�Ú�ï�Å�›�Ö�—�p�V�”�Þ�”�Å�›�Ô�`�o�M�‡�b�{

�¯�Ú�ï�Å�d�º

�–�;	Í�w�̈ � �Å�å� �ï �â�”�²�w�ž� �Å�ç  �»� �Ü�ž�¢�Ä�U���[�^�•�o�M�s�M	Ô�ù�z�‹�U  0 �w	Ô�ù�z�‡�h�x�‹�U���®�s
c�“�Ž
�p�K�”	Ô�ù�z�·�©�á�æ�Â�Ÿ  �ž�Ó�å� �ž�ï�µ�x�\�\�p
ƒ���^�•�h�‹�›�–�;�`�‡�b�{

�\�w�¯�Ú�ï�Å�t�z�y�M�Ì���›
ƒ���b�”�\�q�›�S�ç�Š�`�‡�b�{�g���x�z�«�¿�©�”�U�Ã�Ÿ�·�”�Ò�ç�t�^
�•�o�M�”�¢�‡�h�x�«�¿�©�”�›�A�{�^�•�z�f�•�›�‹
q�b�”�£
ƒ���w�Ò�å�¢�²�t�‘�“�z�â�”�²�U
€���`
�o�M�s�X�o�‹�·�¿�³�ã�ï  �Ã�”�»�Õ�”�µ�t
¯�Ô�^�•�”	Ô�ù�U�K�”�T�’�p�b�{ �•�0�b�”
€���w�7�G
:�U
1 �t
ƒ���^�•�o�M�”	Ô�ù�x�¢ vpn-simultaneous-logins �¯�Ú�ï�Å�£ �z�b�p�t
€���w�7�G
:�t�a�`�o�M�”
�\�q�›�Ã�”�»�Õ�”�µ�U�Ô�b�h�Š�z�â�”�²�x�é�¬� �ï�`�Ú�b�\�q�U�p�V�‡�d�œ�{�ž� �Å�ç  �»� �Ü�ž�¢
�Ä�›�ÿ�X
ƒ���b�”�q�z�f�w�‘�O�s�î�.�w�s�M�·�¿�³�ã�ï�›
����t�_	†�`�z�â�”�²�x�6�S�é�¬� �ï�p
�V�‡�b�{  

�« �Í�w�«�x�z �Ã�Ñ�¥�ç�Ä�w�ž� �Å�ç  �»� �Ü�ž�¢�Ä�›  1,200 
µ�¢ 20 
ü�£�t
ƒ���b�”�M�O�›�Ô�`�o�M�‡�b�{

hostname(config)# webvpn
hostname(config-webvpn)# default-idle-timeout 1200

���È�¯�Ú�ï�Å

seconds �ž� �Å�ç  �»� �Ü�ž�¢�Ä�w
µ
:�›�¦���`�‡�b�{�7	–�‹�x  60 
µ�z�7�G�‹�x  1
�Ô�¢ 86,400 
µ�£�p�b�{

�¯�Ú�ï�Å  �Þ�”�Å

�Ñ�•� �ž�¢�¥�”�ç  �Þ�”�Å �·�©�á�æ�Â�Ÿ  �¯�ï�Â�©�µ�Ä

�ç�”�Â�¿�Å �•�a �³�ï�¬�ç

�Ú�ç�½

�¯�ï�Â�©�µ�Ä �³�µ�Â�Ü

Webvpn • — • — —

�æ�æ�”�µ �!�Ë�º�0

7.0(1) �\�w�¯�Ú�ï�Å�U�‹�Ö�^�•�‡�`�h�{

�¯�Ú�ï�Å 
†�Ì

vpn-simultaneous-logins �•�0�b�”�‰�Ì  VPN �·�¿�³�ã�ï�w�7�G
:�›
ƒ���`�‡�b�{�¬�ç�”�Ó  �Ù
�æ�³�”�‡�h�x�â�”�²�Ê�Þ�”�Å�p�–�;�`�‡�b�{



�H 11 	·       default �¯�Ú�ï�Å�™  duplex �¯�Ú�ï�Å
  default-information originate �¢ OSPF�£

11-13
Cisco �·�©�á�æ�Â�Ÿ  �ž�Ó�å� �ž�ï�µ  �¯�Ú�ï�Å  �æ�Ñ�•�è�ï�µ

OL-10086-02-J

default-informati on originate�¢ OSPF�£
OSPF �ç�”�Â�Ÿ�ï�¬  �Å�Ý� �ï�•�w�Ã�Ñ�¥�ç�Ä�w�Ž
æ�ç�”�Ä�›
\
R�b�”�t�x�z�ç�”�»  �¯�ï�Ñ�Ÿ�ª�á
�è�”�³�ã�ï  �Þ�”�Å�p  default-information originate  �¯�Ú�ï�Å�›�–�;�`�‡�b�{ �\�w�;�ó�›�Ã�Ÿ�·�”�Ò�ç
�t�b�”�t�x�z�\�w�¯�Ú�ï�Å�w  no ���Ü�›�–�;�`�‡�b�{  

default-information originate [always] [metric value] [metric-type {1 | 2}] [ route-map name]

no default-information originate [[always] [metric value] [metric-type {1 | 2}] [ route-map name]]

�³�ï�»�¿�«�µ�w
†�Ì

�Ã�Ñ�¥�ç�Ä �Ã�Ñ�¥�ç�Ä�‹�x�Í�w�q�S�“�p�b�{

• metric value �x  1 �p�b�{

• metric-type �x  2 �p�b�{

�¯�Ú�ï�Å  �Þ�”�Å �Í�w
¯�x�z�\�w�¯�Ú�ï�Å�›�Ö�—�p�V�”�Þ�”�Å�›�Ô�`�o�M�‡�b�{

�¯�Ú�ï�Å�d�º

�–�;	Í�w�̈ � �Å�å� �ï �\�w�¯�Ú�ï�Å�w  no ���Ü�›�¦�Ó�³�ã�ï�w�©�”�ë�”�Å�S�‘�|�¾
:�q�ž�t�–�;�b�”�q�z�¯�Ú�ï�Å�T�’�¦
�Ó�³�ã�ï�w	Ø�C�i�Z�U�_	†�^�•�‡�b�{�h�q�Q�y�z no default-information originate metric 3 �›�Ö�—�b
�”�q�z�î�æ�¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï�w�¯�Ú�ï�Å�T�’  metric 3 �¦�Ó�³�ã�ï�U�_	†�^�•�‡�b�{�î�æ�¯�ï
�Ñ�Ÿ�ª�á�è�”�³�ã�ï�T�’�¯�Ú�ï�Å
¶�.�›�_	†�b�”�t�x�z�\�w�¯�Ú�ï�Å�w  no ���Ü�›�¦�Ó�³�ã�ï�s�`
�p�–�;�`�‡�b�{�m�‡�“  no default-information originate �q�s�“�‡�b�{  

always �¢�¦�Ó�³�ã�ï�£�¹�Ñ�Ä�¢�£�ž�p�Ã�Ñ�¥�ç�Ä  �ç�”�Ä�U
ƒ���^�•�o�M�”�T�r�O
�T�T�T�˜�’�c�z	×�t�Ã�Ñ�¥�ç�Ä  �ç�”�Ä�›�ž�Å�Ì�»� �¶�`�‡�b�{

metric value �¢� ¦ �Ó�³ �ã � ï�£ OSPF �Ã�Ñ�¥�ç�Ä  �Ý�Ä�æ�¿�«�‹ � › � ¦ � � � ` �‡ �b�¢ 0 �™
16777214�£�{

metric-type {1 | 2} �¢�¦�Ó�³�ã�ï�£ OSPF �ç�”�Â�Ÿ�ï�¬  �Å�Ý� �ï�t�ž�Å�Ì�»� �¶�^�•�h�Ã�Ñ�¥
�ç�Ä  �ç�”�Ä�t���È�b�”�Ž
æ�æ�ï�«  �»� �Ó�p�b�{���®�s�‹�x�Í�w�q�S�“�p
�b�{

• 1�•�»� �Ó  1 �Ž
æ�ç�”�Ä

• 2�•�»� �Ó  2 �Ž
æ�ç�”�Ä

route-map name �¢�¦�Ó�³�ã�ï�£�&�;�b�”�ç�”�Ä�Ú�¿�Ó�w�Ê
²�{

�¯�Ú�ï�Å  �Þ�”�Å

�Ñ�•� �ž�¢�¥�”�ç  �Þ�”�Å �·�©�á�æ�Â�Ÿ  �¯�ï�Â�©�µ�Ä

�ç�”�Â�¿�Å �•�a �³�ï�¬�ç

�Ú�ç�½

�¯�ï�Â�©�µ�Ä �³�µ�Â�Ü

�ç�”�»  �¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã
�ï

• — • — —

�æ�æ�”�µ �!�Ë�º�0

�7�� �\�w�¯�Ú�ï�Å�x�7���w�‹�w�p�b�{
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�« �Í�w�«�x�z �¦�Ó�³�ã�ï�w�Ý�Ä�æ�¿�«�S�‘�|�Ý�Ä�æ�¿�«  �»� �Ó�q�ž�t  default-information originate  �¯
�Ú�ï�Å�›�–�;�b�”�M�O�›�Ô�`�o�M�‡�b�{

hostname(config-router)# default-information originate always metric 3 metric-type 2
hostname(config-router)#

���È�¯�Ú�ï�Å �¯�Ú�ï�Å 
†�Ì

router ospf �ç�”�»  �¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï  �Þ�”�Å�t�Ö�“�‡�b�{

show running-config router �¬�é�”�Ì�ç  �ç�”�»  �¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï�º�w�¯�Ú�ï�Å�›
¯�Ô�`
�‡�b�{
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default-informati on originate�¢ RIP�£
RIP �•�w�Ã�Ñ�¥�ç�Ä�w�ç�”�Ä�›
\
R�b�”�t�x�z�ç�”�»  �¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï  �Þ�”�Å�p  
default-information originate  �¯�Ú�ï�Å�›�–�;�`�‡�b�{�\�w�;�ó�›�Ã�Ÿ�·�”�Ò�ç�t�b�”�t�x�z�\�w�¯
�Ú�ï�Å�w  no ���Ü�›�–�;�`�‡�b�{  

default-information originate  [route-map name]

no default-information originate [route-map name]

�³�ï�»�¿�«�µ�w
†�Ì

�Ã�Ñ�¥�ç�Ä �\�w�¯�Ú�ï�Å�x�z�Ã�Ñ�¥�ç�Ä�p�x�Ã�Ÿ�·�”�Ò�ç�t�s�l�o�M�‡�b�{

�¯�Ú�ï�Å  �Þ�”�Å �Í�w
¯�x�z�\�w�¯�Ú�ï�Å�›�Ö�—�p�V�”�Þ�”�Å�›�Ô�`�o�M�‡�b�{

�¯�Ú�ï�Å�d�º

�–�;	Í�w�̈ � �Å�å� �ï default-information originate  �¯�Ú�ï�Å�p�€	°�^�•�”�ç�”�Ä�Ú�¿�Ó�x�¦�Á�ž�«�·�µ  �æ�µ�Ä�›�–�;�p�V
�‡�d�œ�{
ª	j�w�ž�«�·�µ  �æ�µ�Ä�›�–�;�`�‡�b�{

�« �Í�w�«�p�x�z�Ã�Ñ�¥�ç�Ä  �ç�”�Ä�›  RIP �t
\
R�b�”�M�O�›�Ô�`�‡�b�{

hostname(config)# router rip
hostname(config-router)# network 10.0.0.0
hostname(config-router)# default-information originate

���È�¯�Ú�ï�Å

route-map name �¢�¦�Ó�³�ã�ï�£�&�;�b�”�ç�”�Ä�Ú�¿�Ó�w�Ê
²�{�ç�”�Ä�Ú�¿�Ó�U�¬�h�^�•�”
�q�z�ç�”�Â�Ÿ�ï�¬  �Ó�é�·�µ�x�Ã�Ñ�¥�ç�Ä�w�ç�”�Ä�›
\
R�`�‡�b�{

�¯�Ú�ï�Å  �Þ�”�Å

�Ñ�•� �ž�¢�¥�”�ç  �Þ�”�Å �·�©�á�æ�Â�Ÿ  �¯�ï�Â�©�µ�Ä

�ç�”�Â�¿�Å �•�a �³�ï�¬�ç

�Ú�ç�½

�¯�ï�Â�©�µ�Ä �³�µ�Â�Ü

�ç�”�»  �¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã
�ï

• — • — —

�æ�æ�”�µ �!�Ë�º�0

7.2(1) �\�w�¯�Ú�ï�Å�U�‹�Ö�^�•�‡�`�h�{

�¯�Ú�ï�Å 
†�Ì

router rip RIP �ç�”�Â�Ÿ�ï�¬  �Ó�é�·�µ�w�ç�”�»  �¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï  �Þ�”
�Å�t�Ö�“�‡�b�{

show running-config router �¬�é�”�Ì�ç  �ç�”�»  �¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï�º�w�¯�Ú�ï�Å�›
¯�Ô�`
�‡�b�{
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delete
�Ã�Ÿ�µ�«  �Í�”�Â�Ÿ�³�ã�ï�w�Ñ�•� �ç�›�_	†�b�”�t�x�z �›�V  EXEC �Þ�”�Å�p  delete �¯�Ú�ï�Å�›�–�;�`
�‡�b�{

delete [/noconfirm] [ /recursive] [flash:]filename 

�³�ï�»�¿�«�µ�w
†�Ì

�Ã�Ñ�¥�ç�Ä �Ã�Ÿ�è�«�Ä�æ�›�¦���`�s�M	Ô�ù�w�Ã�Ñ�¥�ç�Ä�w�Ã�Ÿ�è�«�Ä�æ�x�z�q�O�w�^�À�Ã�Ÿ�è�«�Ä�æ�p�b�{

�¯�Ú�ï�Å  �Þ�”�Å �Í�w
¯�x�z�\�w�¯�Ú�ï�Å�›�Ö�—�p�V�”�Þ�”�Å�›�Ô�`�o�M�‡�b�{

�¯�Ú�ï�Å�d�º

�–�;	Í�w�̈ � �Å�å� �ï �Í�µ�›�¦���`�s�M	Ô�ù�z�Ñ�•� �ç�x�q�O�w�^�À�Ã�Ÿ�è�«�Ä�æ�T�’�_	†�^�•�‡�b�{�Ñ�•� �ç�w�_	†�p
�x�z�ë� �ç�Å�§�”�Å�U�±�Ù�”�Ä�^�•�o�M�‡�b�{�Ñ�•� �ç�›�_	†�b�”	Ô�ù�z�Ñ�•� �ç�Ê�w�Ó�é�ï�Ó�Ä
�U
¯�Ô�^�•�z�_	†�›�¬�Ý�b�”
ž�A�U�K�“�‡�b�{

�Í�w�«�x�z�q�O�w�^�À�Ã�Ÿ�è�«�Ä�æ�t�K�”  test.cfg �q�M�O�Ê
²�w�Ñ�•� �ç�›�_	†�b�”�M�O�›�Ô�`�o
�M�‡�b�{

hostname#  delete test.cfg

���È�¯�Ú�ï�Å

/noconfirm �¢�¦�Ó�³�ã�ï�£�¬�Ý�w�h�Š�w�Ó�é�ï�Ó�Ä�›
¯�Ô�`�s�M�‘�O�t�¦���`�‡�b�{

/recursive �¢�¦�Ó�³�ã�ï�£�¦���^�•�h�Ñ�•� �ç�›�b�‚�o�w�±�Ò�Ã�Ÿ�è�«�Ä�æ�p�6�<�$
�t�_	†�`�‡�b�{

filename �_	†�b�”�Ñ�•� �ç�w�Ê
²�›�¦���`�‡�b�{

flash: 	��“�Ž�`�p�V�s�M�º���Ñ�å�¿�³�á�›�¦���`�o�z���Z�o�¯�é�ï�¢ :�£�›�Ö�—
�`�‡�b�{

�¯�Ú�ï�Å  �Þ�”�Å

�Ñ�•� �ž�¢�¥�”�ç  �Þ�”�Å �·�©�á�æ�Â�Ÿ  �¯�ï�Â�©�µ�Ä

�ç�”�Â�¿�Å �•�a �³�ï�¬�ç

�Ú�ç�½

�¯�ï�Â�©�µ�Ä �³�µ�Â�Ü

�›�V  EXEC • • • — •

�æ�æ�”�µ �!�Ë�º�0

�7�� �\�w�¯�Ú�ï�Å�x�7���w�‹�w�p�b�{

�¯�Ú�ï�Å 
†�Ì

cd �q�O�w�^�À�Ã�Ÿ�è�«�Ä�æ�T�’�z�¦���`�h�Ã�Ÿ�è�«�Ä�æ�t� �ˆ�`�‡�b�{

rmdir �Ñ�•� �ç�‡�h�x�Ã�Ÿ�è�«�Ä�æ�›�_	†�`�‡�b�{

show file �¦���^�•�h�Ñ�•� �ç�›
¯�Ô�`�‡�b�{
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deny-message�¢�¬�ç�”�Ó  �Ù�æ�³�”  webvpn �¯�ï�Ñ�Ÿ�ª�á�è�”
�³�ã�ï  �Þ�”�Å�£

WebVPN �t
Y	×�t�é�¬� �ï�`�o�M�”�U�z VPN �V�v�›�Ë�h�s�M�æ�Þ�”�Ä  �â�”�²�t
�	ô�^�•�”�Ý�¿
�·�”�´�›�!�Ë�b�”�t�x�z �Ä�ï�É�ç  �¬�ç�”�Ó  webvpn �¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï  �Þ�”�Å�p  deny-message
value �¯�Ú�ï�Å�›�–�;�`�‡�b�{

no deny-message value �¯�Ú�ï�Å�x�z���È�»�›�_	†�b�”�w�p�z�æ�Þ�”�Ä  �â�”�²�x�Ý�¿�·�”�´�›	!	ô�p
�V�‡�d�œ�{

no deny-message none �¯�Ú�ï�Å�x�z�Ä�ï�É�ç  �¬�ç�”�Ó  �Ù�æ�³�”  �¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï�T�’�ž�Ä
�æ�Ï�á�”�Ä�›�_	†�`�‡�b�{�Ù�æ�³�”�x�ž�Ä�æ�Ï�á�”�Ä�‹�›�'	•�`�‡�b�{

deny-message value "string"

no deny-message value

no deny-message none

�³�ï�»�¿�«�µ�w
†�Ì

�Ã�Ñ�¥�ç�Ä �Ã�Ñ�¥�ç�Ä�w�‹
q�Ý�¿�·�”�´�x�Í�w�q�S�“�p�b�{ �®�é�¬� �ï�t�x
R�­�`�‡�b�U�z�›���w�,	j�t�&�ù
�`�s�T�l�h�“�z�°
æ�w�›���w�¬�ç�”�Ó  �Ù�æ�³�”�U�K�l�h�“�b�”�è�¹�p�z VPN �;�ó�w�M�c�•�‹�–�;
�b�”�V�v�x�)�Q�’�•�‡�d�œ�{	Ä�I�t�m�M�o�x�z IT ���g	��t�S�ð�M�ù�d�X�i�^�M�{ �¯

�¯�Ú�ï�Å  �Þ�”�Å �Í�w
¯�x�z�\�w�¯�Ú�ï�Å�›�Ö�—�p�V�”�Þ�”�Å�›�Ô�`�o�M�‡�b�{

�¯�Ú�ï�Å�d�º

�–�;	Í�w�̈ � �Å�å� �ï �\�w�¯�Ú�ï�Å�›�Ö�—�b�”
²�t�z�¬�é�”�Ì�ç  �¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï  �Þ�”�Å�p  group-policy name
attributes �›�Ö�—�`�z webvpn �¯�Ú�ï�Å�›�Ö�—�`�‡�b�¢�b�p�t  policy name �›�^
R�`�o�M�”�\�q�›
²
���q�`�o�M�‡�b�£ �{

deny-message value �¯�Ú�ï�Å�p���È�»�›�Ö�—�b�”	Ô�ù�x�z�¯�Ú�ï�Å�U
‚�“�&�`�o�‹���Z�o�Ö�—�`�‡
�b�{

VPN �·�¿�³�ã�ï�p�–�;�^�•�”�Ä�ï�É�ç  �Ù�æ�³�”�q�x���t�z�é�¬� �ï�w�M�t�æ�Þ�”�Ä  �â�”�²�w�Ò�å
�¢�²�t�\�w�Â�©�µ�Ä�U
¯�Ô�^�•�‡�b�{

string �7�G  491 ���È�w�ó
:�È�p�z�›	����È�z�µ�Ö�”�µ�z�S�‘�|�ß�¡�:�›���ˆ�‡�b�{

�¯�Ú�ï�Å  �Þ�”�Å

�Ñ�•� �ž�¢�¥�”�ç  �Þ�”�Å �·�©�á�æ�Â�Ÿ  �¯�ï�Â�©�µ�Ä

�ç�”�Â�¿�Å �•�a �³�ï�¬�ç

�Ú�ç�½

�¯�ï�Â�©�µ�Ä �³�µ�Â�Ü

�¬�ç�”�Ó  �Ù�æ�³�”  WebVPN �¯
�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï

• — • — —

�æ�æ�”�µ �!�Ë�º�0

7.0(1) �\�w�¯�Ú�ï�Å�U�‹�Ö�^�•�‡�`�h�{

7.1(1) �\�w�¯�Ú�ï�Å�x�Ä�ï�É�ç  �¬�ç�”�Ó  webvpn �¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï  �Þ�”
�Å�T�’�¬�ç�”�Ó  �Ù�æ�³�”  webvpn �¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï  �Þ�”�Å�t� �æ
�`�‡�`�h�{
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�« �Í�w�«�w�7	s�w�¯�Ú�ï�Å�x  group2 �q�z�y�•�”�º
æ�¬�ç�”�Ó  �Ù�æ�³�”�›�^
R�`�‡�b�{�™���w�¯�Ú�ï
�Å�x�z�f�w�Ù�æ�³�”�t���È�`�h�‹
q�Ý�¿�·�”�´�›�!�Ë�`�‡�b�{

hostname(config)# group-policy group2 internal
hostname(config)# group-policy group2 attributes
hostname(config-group-policy)# webvpn
hostname(config-group-webvpn)# deny-message value "Your login credentials are OK. 
However, you have not been granted rights to use the VPN features. Contact your 
administrator for more information."
hostname(config-group-webvpn)

���È�¯�Ú�ï�Å �¯�Ú�ï�Å 
†�Ì

clear configure group-policy �b�‚�o�w�¬�ç�”�Ó  �Ù�æ�³�”  �¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï
�›�_	†�`�‡�b�{

group-policy �¬�ç�”�Ó  �Ù�æ�³�”�›�^
R�`�‡�b�{

group-policy attributes �¬�ç�”�Ó  �Ù�æ�³�”  �¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï  �Þ�”�Å�t
�Ö�“�‡�b�{

show running-config group-policy [name] �î�æ�¤�w�¬�ç�”�Ó  �Ù�æ�³�”  �¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï
�›
¯�Ô�`�‡�b�¢�Ê
²�w
Ç�M�h�Ù�æ�³�”�t�0�`�o�£ �{

webvpn�¢�¬�ç�”�Ó  �Ù�æ�³�”�‡�h�x�â�”�²
�Ê�¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï  �Þ�”�Å�£

�¬�ç�”�Ó  �Ù�æ�³�”  webvpn �¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï
�Þ�”�Å�t�Ö�“�‡�b�{
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deny version
SNMP �Ä�å�Ñ�Ÿ�¿�«�w�›���w�Ì�”�´�ã�ï�›�‹
q�b�”�t�x�z SNMP �Ú�¿�Ó �¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï
�Þ�”�Å�p  deny version �¯�Ú�ï�Å�›�–�;�`�‡�b�{�\�w�Þ�”�Å�t�x�z�¬�é�”�Ì�ç  �¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã
�ï  �Þ�”�Å�T�’  snmp-map �¯�Ú�ï�Å�›�Ö�—�`�o�ž�«�·�µ�p�V�‡�b�{�\�w�¯�Ú�ï�Å�›�Ã�Ÿ�·�”�Ò�ç�t�b
�”�t�x�z�\�w�¯�Ú�ï�Å�w  no ���Ü�›�–�;�`�‡�b�{  

deny version version

no deny version version

�³�ï�»�¿�«�µ�w
†�Ì

�Ã�Ñ�¥�ç�Ä �Ã�Ñ�¥�ç�Ä�w�ˆ�^�•�‹�x�K�“�‡�d�œ�{

�¯�Ú�ï�Å  �Þ�”�Å �Í�w
¯�x�z�\�w�¯�Ú�ï�Å�›�Ö�—�p�V�”�Þ�”�Å�›�Ô�`�o�M�‡�b�{

�¯�Ú�ï�Å�d�º

�–�;	Í�w�̈ � �Å�å� �ï deny version �¯�Ú�ï�Å�›�–�;�`�o�z SNMP �Ä�å�Ñ�Ÿ�¿�«�›�z SNMP �w�›���w�Ì�”�´�ã�ï�t
M�v�`�‡
�b�{ SNMP �w�Ž
²�w�Ì�”�´�ã�ï�x�·�©�á�æ�Â�Ÿ�U�ÿ�M�h�Š�z�·�©�á�æ�Â�Ÿ  �Ù�æ�³�”�p  SNMP �Ä�å
�Ñ�Ÿ�¿�«�›  Version 2 �t
M�v�b�”�\�q�U�p�V�‡�b�{ snmp-map �¯�Ú�ï�Å�›�–�;�`�o
ƒ���b�”  SNMP
�Ú�¿�Ó�º�p  deny version �¯�Ú�ï�Å�›�–�;�`�‡�b�{ SNMP �Ú�¿�Ó�›�^
R�`�h�™�p�z inspect snmp �¯�Ú
�ï�Å�›�–�;�`�o�Ú�¿�Ó�›� �É�”�Ò�ç�t�`�z �Í�t  service-policy �¯�Ú�ï�Å�›�–�;�`�o  1 �m�‡�h�x
ó
:�w
� �ï�»�”�Ñ�£� �µ�t�&�;�`�‡�b�{  

version �·�©�á�æ�Â�Ÿ  �ž�Ó�å� �ž�ï�µ�U�Å�é�¿�Ó�b�”  SNMP �Ä�å�Ñ�Ÿ�¿�«�w�Ì�”
�´�ã�ï�›�¦���`�‡�b�{�•�D�^�•�”�‹�x  1�z 2�z 2c�z�S�‘�|  3 �p�b�{  

�¯�Ú�ï�Å  �Þ�”�Å

�Ñ�•� �ž�¢�¥�”�ç  �Þ�”�Å �·�©�á�æ�Â�Ÿ  �¯�ï�Â�©�µ�Ä

�ç�”�Â�¿�Å �•�a �³�ï�¬�ç

�Ú�ç�½

�¯�ï�Â�©�µ�Ä �³�µ�Â�Ü

SNMP �Ú�¿�Ó � ¯ � ï �Ñ�Ÿ�ª �á
�è�”�³�ã�ï

• • • • —

�æ�æ�”�µ �!�Ë�º�0

7.0(1) �\�w�¯�Ú�ï�Å�U�‹�Ö�^�•�‡�`�h�{
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�« �Í�w�«�x�z SNMP �Ä�å�Ñ�Ÿ�¿�«�›�Ý���`�z SNMP �Ú�¿�Ó�›���[�`�z�Ù�æ�³�”�›���[�`�o�z�f�w�Ù�æ
�³�”�›�Ž
æ� �ï�»�”�Ñ�£� �µ�t�&�;�b�”�M�O�›�Ô�`�o�M�‡�b�{

hostname(config)# access-list snmp-acl permit tcp any any eq 161  
hostname(config)# access-list snmp-acl permit tcp any any eq 162
hostname(config)# class-map snmp-port  
hostname(config-cmap)# match access-list snmp-acl
hostname(config-cmap)# exit
hostname(config)# snmp-map inbound_snmp
hostname(config-snmp-map)# deny version 1
hostname(config-snmp-map)# exit
hostname(config)# policy-map inbound_policy  
hostname(config-pmap)# class snmp-port
hostname(config-pmap-c)# inspect snmp inbound_snmp  
hostname(config-pmap-c)# exit
hostname(config-pmap)# exit
hostname(config)# service-policy inbound_policy interface outside

���È�¯�Ú�ï�Å �¯�Ú�ï�Å 
†�Ì

class-map �·�©�á�æ�Â�Ÿ  �ž�«�³�ã�ï�›�&�;�b�”
Œ�w�Ä�å�Ñ�Ÿ�¿�«  �«�å�µ�›���[�`�‡
�b�{  

inspect snmp SNMP �ž�Ó�æ�­�”�³�ã�ï�U�*�›� �É�”�Ò�ç�t�`�‡�b�{

policy-map �«�å�µ  �Ú�¿�Ó�›�›���w�·�©�á�æ�Â�Ÿ  �ž�«�³�ã�ï�t���È
Ç�Z�‡�b�{

snmp-map SNMP �Ú�¿�Ó�›���[�`�z SNMP �Ú�¿�Ó �¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï  �Þ�”�Å�›
� �É�”�Ò�ç�t�`�‡�b�{  

service-policy 1 �m�‡�h�x
ó
:�w� �ï�»�”�Ñ�£� �µ�t�Ù�æ�³�”  �Ú�¿�Ó�›�&�;�`�‡�b�{
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description
�¦���`�h�¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï  �â�Ç�¿�Ä�¢�h�q�Q�y�z�¯�ï�Â�©�µ�Ä�‡�h�x�¦�Ò�´�£�«�Ä  �¬�ç�”
�Ó�£�t�0�b�”
†�Ì�›�å�C�b�”�t�x�z�^�‡�_�‡�s�¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï  �Þ�”�Å�p  description �¯�Ú
�ï�Å�›�–�;�`�‡�b�{�\�w
†�Ì�›�_	†�b�”�t�x�z�\�w�¯�Ú�ï�Å�w  no ���Ü�›�–�;�`�‡�b�{
†�Ì�t�‘�“�z
�þ�q�m	Ø�C�U�¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï�t�å�C�^�•�‡�b�{

description text

no description

�³�ï�»�¿�«�µ�w
†�Ì

�Ã�Ñ�¥�ç�Ä �Ã�Ñ�¥�ç�Ä�w�ˆ�^�•�‹�x�K�“�‡�d�œ�{

�¯�Ú�ï�Å  �Þ�”�Å �Í�w
¯�x�z�\�w�¯�Ú�ï�Å�›�Ö�—�p�V�”�Þ�”�Å�›�Ô�`�o�M�‡�b�{

�¯�Ú�ï�Å�d�º

�« �Í�w�«�x�z �®�ž�Å�Û�Ç�µ�Ä�è�”�³�ã�ï�¯�¯�ï�Â�©�µ�Ä  �¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï�t
†�Ì�›�å�C�`�h�‹
�w�p�b�{

hostname(config)#  context  administrator
hostname(config-context)# description This is the admin context.
hostname(config-context)# allocate-interface gigabitethernet0/0.1
hostname(config-context)# allocate-interface gigabitethernet0/1.1
hostname(config-context)# config-url  flash://admin.cfg

text 
†�Ì�t�z�7�G  200 ���È�w�Â�©�µ�Ä���È�»�›
ƒ���`�‡�b�{���È�»�t�Y�ð
Ö
�¢ ?�£�›���Š�”	Ô�ù�x�z 
Æ�«�™�T�’  CLI �Ô�ç�Ó�›�z�|	Z�^�s�M�‘�O�t�z Ctrl+V
�›�Ö�—�`�o�T�’�Y�ð
Ö�›�Ö�—�b�”
ž�A�U�K�“�‡�b�{

�¯�Ú�ï�Å  �Þ�”�Å

�Ñ�•� �ž�¢�¥�”�ç  �Þ�”�Å �·�©�á�æ�Â�Ÿ  �¯�ï�Â�©�µ�Ä

�ç�”�Â�¿�Å �•�a �³�ï�¬�ç

�Ú�ç�½

�¯�ï�Â�©�µ�Ä �³�µ�Â�Ü

�«�å�µ  �Ú�¿�Ó �¯�ï �Ñ�Ÿ�ª�á
�è�”�³�ã�ï

• • • • —

�¯ � ï �Â�©�µ�Ä  � ¯ � ï �Ñ�Ÿ�ª �á
�è�”�³�ã�ï

• • — — •

Gtp �Ú�¿�Ó �¯�ï�Ñ�Ÿ�ª�á�è�”
�³�ã�ï

• • • • —

�  � ï �» � ” �Ñ�£�   �µ  � ¯ � ï �Ñ�Ÿ
�ª�á�è�”�³�ã�ï

• • • • •

�¦�Ò�´�£�«�Ä  �¬�ç�”�Ó  �¯�ï
�Ñ�Ÿ�ª�á�è�”�³�ã�ï

• • • • —

�Ù�æ�³�”  �Ú�¿�Ó  �¯�ï�Ñ�Ÿ�ª�á
�è�”�³�ã�ï

• • • • —

�æ�æ�”�µ �!�Ë�º�0

7.0(1) �\�w�¯�Ú�ï�Å�U�z 
ó
:�w	ý�`�M�¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï  �Þ�”�Å�t�å�C�^�•
�‡�`�h�{
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���È�¯�Ú�ï�Å

dhcp client route distance
DHCP �›�è�a�o�å�”�Ç�ï�¬�`�h�ç�”�Ä�w���g�Ã�Ÿ�µ�»�ï�µ�›
ƒ���b�”�t�x�z � �ï�»�”�Ñ�£� �µ  �¯�ï
�Ñ�Ÿ�ª�á�è�”�³�ã�ï  �Þ�”�Å�p  dhcp client route distance �¯�Ú�ï�Å�›�–�;�`�‡�b�{�Ã�Ñ�¥�ç�Ä
ƒ���t
�í�b�t�x�z�\�w�¯�Ú�ï�Å�w  no ���Ü�›�–�;�`�‡�b�{

dhcp client route distance distance

no dhcp client route distance distance

�³�ï�»�¿�«�µ�w
†�Ì

�Ã�Ñ�¥�ç�Ä DHCP �›�è�a�o�å�”�Ç�ï�¬�`�h�ç�”�Ä�t�x�z �Ã�Ñ�¥�ç�Ä�p���g�Ã�Ÿ�µ�»�ï�µ  1 �U�Â�“�p�o�’�•�‡�b�{

�¯�Ú�ï�Å  �Þ�”�Å �Í�w
¯�x�z�\�w�¯�Ú�ï�Å�›�Ö�—�p�V�”�Þ�”�Å�›�Ô�`�o�M�‡�b�{

�¯�Ú�ï�Å�d�º

�–�;	Í�w�̈ � �Å�å� �ï dhcp client route distance �¯�Ú�ï�Å�x�z �ç�”�Ä�U  DHCP �›�è�a�o�å�”�Ç�ï�¬�^�•�”	Ô�ù�t�w�ˆ�½�£�¿
�«�^�•�‡�b�{ DHCP �›�è�a�o�ç�”�Ä�›�å�”�Ç�ï�¬�`�h�™�t  dhcp client route distance �¯�Ú�ï�Å�›�Ö
�—�`�h	Ô�ù�z�¦���^�•�h���g�Ã�Ÿ�µ�»�ï�µ�x�å�”�Ç�ï�¬�A�ˆ�w�7���w�ç�”�Ä�t�x�è�¹�`�‡�d�œ�{�¦
���`�h���g�Ã�Ÿ�µ�»�ï�µ�U�)�Q�’�•�”�w�x�z�\�w�¯�Ú�ï�Å�w�Ö�—�™�t�å�”�Ç�ï�¬�^�•�h�ç�”�Ä�i�Z
�p�b�{

DHCP �›�b�;�`�o�ç�”�Ä�›	��˜�b�”�t�x�z ip address dhcp �¯�Ú�ï�Å�t  setroute �¦�Ó�³�ã�ï�›�¦���b
�”
ž�A�U�K�“�‡�b�{

�¯�Ú�ï�Å 
†�Ì

class-map policy-map �¯�Ú�ï�Å�p�ž�«�³�ã�ï�›�&�;�b�”�Ä�å�Ñ�Ÿ�¿�«�›�¦���`�‡�b�{

context �³�µ�Â�Ü  �¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï�t�·�©�á�æ�Â�Ÿ  �¯�ï�Â�©�µ�Ä�›�^
R
�`�z�¯�ï�Â�©�µ�Ä  �¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï  �Þ�”�Å�t�Ö�“�‡�b�{

gtp-map GTP �U�*�¤�ï�´�ï�w�Í�å�Ý�”�»�›
M�š�`�‡�b�{

interface � �ï�»�”�Ñ�£� �µ�›
ƒ���`�z� �ï�»�”�Ñ�£� �µ  �¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï
�Þ�”�Å�t�Ö�“�‡�b�{

object-group access-list �¯�Ú�ï�Å�t���Š�”�Ä�å�Ñ�Ÿ�¿�«�›�¦���`�‡�b�{

policy-map class-map �¯�Ú�ï�Å�p�¦���^�•�h�Ä�å�Ñ�Ÿ�¿�«�t�&�;�b�”�ž�«�³�ã�ï�›�¦
���`�‡�b�{

distance DHCP �›�è�a�o�å�”�Ç�ï�¬�`�h�ç�”�Ä�t�&�;�b�”���g�Ã�Ÿ�µ�»�ï�µ�{���®
�s�‹�x  1 �™ 255 �p�b�{

�¯�Ú�ï�Å  �Þ�”�Å

�Ñ�•� �ž�¢�¥�”�ç  �Þ�”�Å �·�©�á�æ�Â�Ÿ  �¯�ï�Â�©�µ�Ä

�ç�”�Â�¿�Å �•�a �³�ï�¬�ç

�Ú�ç�½

�¯�ï�Â�©�µ�Ä �³�µ�Â�Ü

�  � ï �» � ” �Ñ�£�   �µ  � ¯ � ï �Ñ�Ÿ
�ª�á�è�”�³�ã�ï

• — • — —

�æ�æ�”�µ �!�Ë�º�0

7.2(1) �\�w�¯�Ú�ï�Å�U�‹�Ö�^�•�‡�`�h�{
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ó
:�w� �ï�»�”�Ñ�£� �µ�p  DHCP �›
ƒ���`�h	Ô�ù�x�z �¤� �ï�»�”�Ñ�£� �µ�t�m�M�o  dhcp client route
distance �¯�Ú�ï�Å�›�–�;�`�o�z� �ï�µ�Ä�”�ç�A�ˆ�ç�”�Ä�w��
Œ	q�•�›�¦���b�”
ž�A�U�K�“�‡�b�{

�« �Í�w�«�p�x�z GigabitEthernet0/2 	Í�p  DHCP �›�b�;�`�o�Ã�Ñ�¥�ç�Ä  �ç�”�Ä�›	��˜�`�‡�b�{�\�w�ç�”�Ä
�x�z�Ä�å�¿�©�ï�¬  �¤�ï�Ä�æ  �¦�Ò�´�£�«�Ä  1 �t�‘�l�o�å
{�^�•�‡�b�{ SLA �¦�Ö�è�”�³�ã�ï�t�‘�l�o�z
�Ž
æ� �ï�»�”�Ñ�£� �µ�T�’�w  10.1.1.1 �®�”�Ä�¢�£� �w�D�;
Q�U���¹�^�•�‡�b�{�\�w  SLA �¦�Ö�è�”
�³�ã�ï�U�æ

�`�h	Ô�ù�x�z GigabitEthernet0/3 	Í�p  DHCP �›�è�a�o	��˜�`�h�Ì�¿�«�ž�¿�Ó  �ç�”�Ä�U�–
�;�^�•�‡�b�{�Ì�¿�«�ž�¿�Ó  �ç�”�Ä�t�x�z���g�Ã�Ÿ�µ�»�ï�µ  254 �U�Â�“�p�o�’�•�o�M�‡�b�{

hostname(config)# sla monitor 123
hostname(config-sla-monitor)# type echo protocol ipIcmpEcho 10.1.1.1 interface outside  
hostname(config-sla-monitor-echo)# timeout 1000
hostname(config-sla-monitor-echo)# frequency 3
hostname(config)# sla monitor schedule 123 life forever start-time now
hostname(config)# track 1 rtr 123 reachability
hostname(config)# interface GigabitEthernet0/2
hostname(config-if)# dhcp client route track 1
hostname(config-if)# ip address dhcp setroute
hostname(config)# interface GigabitEthernet0/3
hostname(config-if)# dhcp client route track 1
hostname(config-if)# dhcp client route distance 254
hostname(config-if)# ip address dhcp setroute

���È�¯�Ú�ï�Å �¯�Ú�ï�Å 
†�Ì

dhcp client route track DHCP �›�è�a�o�å�”�Ç�ï�¬�`�h�ç�”�Ä�›�z�Ä�å�¿�©�ï�¬  �¤�ï�Ä�æ
�¦�Ò�´�£�«�Ä�t���È
Ç�Z�‡�b�{

ip address dhcp DHCP �›�è�a�o	��˜�`�h  IP �ž�Å�è�µ�›�–�;�`�o�z �¦���`�h� �ï�»�”
�Ñ�£� �µ�›
ƒ���`�‡�b�{

sla monitor SLA ���¹�¦�Ö�è�”�³�ã�ï�›���[�`�‡�b�{

track rtr SLA �›�Ù�”�æ�ï�¬�b�”�h�Š�w�Ä�å�¿�©�ï�¬  �¤�ï�Ä�æ�›�^
R�`�‡�b�{
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  dhcp client route track

11-24
Cisco �·�©�á�æ�Â�Ÿ  �ž�Ó�å� �ž�ï�µ  �¯�Ú�ï�Å  �æ�Ñ�•�è�ï�µ

OL-10086-02-J

dhcp client route track
�å�C�ç�”�Ä�›�Ä�å�¿�©�ï�¬�A�ˆ�w�¦���¦�Ò�´�£�«�Ä
j�ø�t���È
Ç�Z�”�‘�O�t  DHCP �«�å� �ž�ï�Ä
�›
ƒ���b�”�t�x�z� �ï�»�”�Ñ�£� �µ  �¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï  �Þ�”�Å�p  dhcp client route track �¯�Ú
�ï�Å�›�–�;�`�‡�b�{ DHCP �«�å� �ž�ï�Ä  �ç�”�Ä  �Ä�å�¿�©�ï�¬�›�Ã�Ÿ�·�”�Ò�ç�t�b�”�t�x�z�\�w�¯
�Ú�ï�Å�w  no ���Ü�›�–�;�`�‡�b�{

dhcp client route track number

no dhcp client route track

�³�ï�»�¿�«�µ�w
†�Ì

�Ã�Ñ�¥�ç�Ä �Ã�Ñ�¥�ç�Ä�w�ˆ�^�•�‹�x�K�“�‡�d�œ�{

�¯�Ú�ï�Å  �Þ�”�Å �Í�w
¯�x�z�\�w�¯�Ú�ï�Å�›�Ö�—�p�V�”�Þ�”�Å�›�Ô�`�o�M�‡�b�{

�¯�Ú�ï�Å�d�º

�–�;	Í�w�̈ � �Å�å� �ï dhcp client route track �¯�Ú�ï�Å�x�z DHCP �›�è�a�o�ç�”�Ä�›�å�”�Ç�ï�¬�b�”	Ô�ù�t�w�ˆ�½�£�¿�«�^
�•�‡�b�{ DHCP �›�è�a�o�ç�”�Ä�›�å�”�Ç�ï�¬�`�h�™�t  dhcp client route track �¯�Ú�ï�Å�›�Ö�—�`�h	Ô
�ù�z�å�”�Ç�ï�¬�`�h�7���w�ç�”�Ä�x�z�Ä�å�¿�©�ï�¬  �¦�Ò�´�£�«�Ä�t�x���È
Ç�Z�’�•�‡�d�œ�{�¦���`
�h�Ä�å�¿�©�ï�¬  �¦�Ò�´�£�«�Ä�t���È
Ç�Z�’�•�”�w�x�z�\�w�¯�Ú�ï�Å�w�Ö�—�™�t�å�”�Ç�ï�¬�^�•�h
�ç�”�Ä�i�Z�p�b�{

DHCP �›�b�;�`�o�ç�”�Ä�›	��˜�b�”�t�x�z ip address dhcp �¯�Ú�ï�Å�t  setroute �¦�Ó�³�ã�ï�›�¦���b
�”
ž�A�U�K�“�‡�b�{


ó
:�w� �ï�»�”�Ñ�£� �µ�p  DHCP �›
ƒ���`�h	Ô�ù�x�z �¤� �ï�»�”�Ñ�£� �µ�t�m�M�o  dhcp client route
distance �¯�Ú�ï�Å�›�–�;�`�o�z� �ï�µ�Ä�”�ç�A�ˆ�ç�”�Ä�w��
Œ	q�•�›�¦���b�”
ž�A�U�K�“�‡�b�{

number �Ä�å�¿�©�ï�¬  �¤�ï�Ä�æ�w�¦�Ò�´�£�«�Ä  ID�{���®�s�‹�x  1 �™ 500 �p�b�{

�¯�Ú�ï�Å  �Þ�”�Å

�Ñ�•� �ž�¢�¥�”�ç  �Þ�”�Å �·�©�á�æ�Â�Ÿ  �¯�ï�Â�©�µ�Ä

�ç�”�Â�¿�Å �•�a �³�ï�¬�ç

�Ú�ç�½

�¯�ï�Â�©�µ�Ä �³�µ�Â�Ü

�  � ï �» � ” �Ñ�£�   �µ  � ¯ � ï �Ñ�Ÿ
�ª�á�è�”�³�ã�ï

• — • — —

�æ�æ�”�µ �!�Ë�º�0

7.2(1) �\�w�¯�Ú�ï�Å�U�‹�Ö�^�•�‡�`�h�{
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�« �Í�w�«�p�x�z GigabitEthernet0/2 	Í�p  DHCP �›�b�;�`�o�Ã�Ñ�¥�ç�Ä  �ç�”�Ä�›	��˜�`�‡�b�{�\�w�ç�”�Ä
�x�z�Ä�å�¿�©�ï�¬  �¤�ï�Ä�æ  �¦�Ò�´�£�«�Ä  1 �t�‘�l�o�å
{�^�•�‡�b�{ SLA �¦�Ö�è�”�³�ã�ï�t�‘�l�o�z
�Ž
æ� �ï�»�”�Ñ�£� �µ�T�’�w  10.1.1.1 �®�”�Ä�¢�£� �w�D�;
Q�U���¹�^�•�‡�b�{�\�w  SLA �¦�Ö�è�”
�³�ã�ï�U�æ

�`�h	Ô�ù�x�z GigabitEthernet0/3 	Í�p  DHCP �›�è�a�o	��˜�`�h�Ì�¿�«�ž�¿�Ó  �ç�”�Ä�U�–
�;�^�•�‡�b�{�Ì�¿�«�ž�¿�Ó  �ç�”�Ä�t�x�z���g�Ã�Ÿ�µ�»�ï�µ  254 �U�Â�“�p�o�’�•�o�M�‡�b�{

hostname(config)# sla monitor 123
hostname(config-sla-monitor)# type echo protocol ipIcmpEcho 10.1.1.1 interface outside  
hostname(config-sla-monitor-echo)# timeout 1000
hostname(config-sla-monitor-echo)# frequency 3
hostname(config)# sla monitor schedule 123 life forever start-time now
hostname(config)# track 1 rtr 123 reachability
hostname(config)# interface GigabitEthernet0/2
hostname(config-if)# dhcp client route track 1
hostname(config-if)# ip address dhcp setroute
hostname(config)# interface GigabitEthernet0/3
hostname(config-if)# dhcp client route track 1
hostname(config-if)# dhcp client route distance 254
hostname(config-if)# ip address dhcp setroute

���È�¯�Ú�ï�Å �¯�Ú�ï�Å 
†�Ì

dhcp client route distance DHCP �›�è�a�o�å�”�Ç�ï�¬�`�h�ç�”�Ä�t���g�Ã�Ÿ�µ�»�ï�µ�›�Â�“
�p�o�‡�b�{

ip address dhcp DHCP �›�è�a�o	��˜�`�h  IP �ž�Å�è�µ�›�–�;�`�o�z �¦���`�h� �ï�»�”
�Ñ�£� �µ�›
ƒ���`�‡�b�{

sla monitor SLA ���¹�¦�Ö�è�”�³�ã�ï�›���[�`�‡�b�{

track rtr SLA �›�Ù�”�æ�ï�¬�b�”�h�Š�w�Ä�å�¿�©�ï�¬  �¤�ï�Ä�æ�›�^
R�`�‡�b�{
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dhcp-client update dns
DHCP �«�å� �ž�ï�Ä�U  DHCP �±�”�Ì�t�I�b�ž�¿�Ó�Ã�”�Ä  �Í�å�Ý�”�»�›
ƒ���b�”�t�x�z�¬�é�”�Ì�ç
�¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï  �Þ�”�Å�p  dhcp-client update dns �¯�Ú�ï�Å�›�–�;�`�‡�b�{ DHCP �«�å� �ž
�ï�Ä�U  DHCP �±�”�Ì�t�I�b�Í�å�Ý�”�»�›�_	†�b�”�t�x�z�\�w�¯�Ú�ï�Å�w  no ���Ü�›�–�;�`�‡�b�{

dhcp-client update dns [server { both | none}]

no dhcp-client update dns [server { both | none}]

�³�ï�»�¿�«�µ�w
†�Ì

�Ã�Ñ�¥�ç�Ä �Ã�Ñ�¥�ç�Ä�p�x�z �·�©�á�æ�Â�Ÿ  �ž�Ó�å� �ž�ï�µ�x  DHCP �±�”�Ì�U  PTR RR �ž�¿�Ó�Ã�”�Ä�w�ˆ�›�î�æ
�b�”�‘�O�t�A�{�`�‡�b�{�«�å� �ž�ï�Ä�x�±�”�Ì�t  FQDN �¦�Ó�³�ã�ï�›
ù	ô�`�‡�d�œ�{

�¯�Ú�ï�Å  �Þ�”�Å �Í�w
¯�x�z�\�w�¯�Ú�ï�Å�›�Ö�—�p�V�”�Þ�”�Å�›�Ô�`�o�M�‡�b�{

�¯�Ú�ï�Å�d�º

�–�;	Í�w�̈ � �Å�å� �ï �\�w�¯�Ú�ï�Å�x� �ï�»�”�Ñ�£� �µ  �¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï  �Þ�”�Å�p�‹�Ö�—�p�V�‡�b�U�z�Ë� �Ñ�ï
�x�–�;�`�‡�d�œ�{ dhcp client update dns �›�€	°�`�o�X�i�^�M�{� �ï�»�”�Ñ�£� �µ  �Þ�”�Å�p�Ö�—�`�h
	Ô�ù�z dhcp client update dns �¯�Ú�ï�Å�x�¬�é�”�Ì�ç  �¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï  �Þ�”�Å�p�\�w�¯�Ú�ï
�Å�p
ƒ���`�h
ƒ���‹�›	Í	{�V�`�‡�b�{

�« �Í�w�«�p�x�z DHCP �±�”�Ì�U  A RR �q  PTR RR �w�r�j�’�‹�ž�¿�Ó�Ã�”�Ä�`�s�M�\�q�›�«�å� �ž�ï�Ä
�U�A�{�b�”�‘�O
ƒ���`�‡�b�{

hostname(config)# dhcp-client update dns server none

�Í�w�«�p�x�z�±�”�Ì�U  A RR �q  PTR RR �›�ž�¿�Ó�Ã�”�Ä�b�”�\�q�›�«�å� �ž�ï�Ä�U�A�{�b�”�‘�O
ƒ
���`�‡�b�{

hostname(config)# dhcp-client update dns server both

both �«�å� �ž�ï�Ä�x  DHCP �±�”�Ì�U  DNS A �S�‘�|  PTR �æ�¹�”�µ  �è�¯�”�Å�›
�ž�¿�Ó�Ã�”�Ä�b�”�‘�O�A�{�`�‡�b�{

none �«�å� �ž�ï�Ä�x  DHCP �±�”�Ì�U  DDNS �ž�¿�Ó�Ã�”�Ä�›�î�æ�`�s�M�‘�O�A
�{�`�‡�b�{

server �«�å� �ž�ï�Ä�w�A�{�›	!	ô�b�”  DHCP �±�”�Ì�›�¦���`�‡�b�{

�¯�Ú�ï�Å  �Þ�”�Å

�Ñ�•� �ž�¢�¥�”�ç  �Þ�”�Å �·�©�á�æ�Â�Ÿ  �¯�ï�Â�©�µ�Ä

�ç�”�Â�¿�Å �•�a �³�ï�¬�ç

�Ú�ç�½

�¯�ï�Â�©�µ�Ä �³�µ�Â�Ü

�¬�é�”�Ì�ç  �¯�ï�Ñ�Ÿ�ª�á�è�”
�³�ã�ï

• — • • —

�æ�æ�”�µ �!�Ë�º�0

7.2(1) �\�w�¯�Ú�ï�Å�U�‹�Ö�^�•�‡�`�h�{



�H 11 	·       default �¯�Ú�ï�Å�™  duplex �¯�Ú�ï�Å
  dhcp-client update dns

11-27
Cisco �·�©�á�æ�Â�Ÿ  �ž�Ó�å� �ž�ï�µ  �¯�Ú�ï�Å  �æ�Ñ�•�è�ï�µ

OL-10086-02-J

���È�¯�Ú�ï�Å �¯�Ú�ï�Å 
†�Ì

ddns�¢ DDNS �ž�¿�Ó�Ã�”�Ä�M�Ü�Þ�”�Å�£ �^
R�A�ˆ�w  DDNS �M�Ü�t�0�`�o�z DDNS �ž�¿�Ó�Ã�”�Ä
�M�Ü�w�»� �Ó�›�¦���`�‡�b�{

ddns update�¢� �ï�»�”�Ñ�£� �µ  �¯�ï�Ñ�Ÿ
�ª�á�è�”�³�ã�ï  �Þ�”�Å�£

�¼� �Æ�Û�¿�«  DNS�¢ DDNS�£�w�ž�¿�Ó�Ã�”�Ä�M�Ü�›�z
�·�©�á�æ�Â�Ÿ  �ž�Ó�å� �ž�ï�µ  � �ï�»�”�Ñ�£� �µ�‡�h
�x  DDNS �ž�¿�Ó�Ã�”�Ä  �×�µ�Ä�Ê�t���È
Ç�Z�‡�b�{

ddns update method�¢�¬�é�”�Ì�ç  �¯�ï
�Ñ�Ÿ�ª�á�è�”�³�ã�ï  �Þ�”�Å�£

DNS �w�æ�¹�”�µ  �è�¯�”�Å�›�ˆ�$�t�ž�¿�Ó�Ã�”�Ä�b�”
�h�Š�w�M�Ü�›�^
R�`�‡�b�{

dhcp-client update dns

dhcpd update dns DHCP �±�”�Ì�t�‘�”  DDNS �ž�¿�Ó�Ã�”�Ä�w�î�æ�›� 
�É�”�Ò�ç�t�`�‡�b�{

interval maximum DDNS �ž�¿�Ó�Ã�”�Ä�M�Ü�t�‘�”�ž�¿�Ó�Ã�”�Ä�¼�æ�w
�7�G���´�›
ƒ���`�‡�b�{
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dhcpd address
DHCP �±�”�Ì�p�–�;�^�•�”  IP �ž�Å�è�µ  �Ó�”�ç�›���[�b�”�t�x�z�¬�é�”�Ì�ç  �¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã
�ï  �Þ�”�Å�p  dhcpd address �¯�Ú�ï�Å�›�–�;�`�‡�b�{�7���w  DHCP �ž�Å�è�µ  �Ó�”�ç�›�_	†�b�”�t�x�z
�\�w�¯�Ú�ï�Å�w  no ���Ü�›�–�;�`�‡�b�{  

dhcpd address IP_address1[-IP_address2] interface_name

no dhcpd address interface_name

�³�ï�»�¿�«�µ�w
†�Ì

�Ã�Ñ�¥�ç�Ä �Ã�Ñ�¥�ç�Ä�w�ˆ�^�•�‹�x�K�“�‡�d�œ�{

�¯�Ú�ï�Å  �Þ�”�Å �Í�w
¯�x�z�\�w�¯�Ú�ï�Å�›�Ö�—�p�V�”�Þ�”�Å�›�Ô�`�o�M�‡�b�{

�¯�Ú�ï�Å�d�º

�–�;	Í�w�̈ � �Å�å� �ï dhcpd address ip1[-ip2] interface_name �¯�Ú�ï�Å�x�z DHCP �±�”�Ì�w�ž�Å�è�µ  �Ó�”�ç�›�¦���`�‡�b�{
�·�©�á�æ�Â�Ÿ  �ž�Ó�å� �ž�ï�µ  DHCP �±�”�Ì�w�ž�Å�è�µ  �Ó�”�ç�x�z�f�w�Ó�”�ç�U� �É�”�Ò�ç�t�^�•
�h � · �©�á�æ�Â�Ÿ  �ž �Ó�å�   �ž � ï �µ  �   � ï �» � ” �Ñ�£�   �µ �q�‰�a�±�Ò�É�¿�Ä�º � t �K�” 
ž �A�U�K�“�z
interface_name �›�–�;�`�o���È�b�”�·�©�á�æ�Â�Ÿ  �ž�Ó�å� �ž�ï�µ  � �ï�»�”�Ñ�£� �µ�›�¦���b�”
ž�A
�U�K�“�‡�b�{  

�ž�Å�è�µ  �Ó�”�ç�w�±� �¶�x�z�·�©�á�æ�Â�Ÿ  �ž�Ó�å� �ž�ï�µ�p�Ó�”�ç�K�h�“  256 �t
M�v�^�•�o�M�‡
�b�{�ž�Å�è�µ  �Ó�”�ç�w
c�“�U  253 �ž�Å�è�µ�‘�“�‹�G�V�M	Ô�ù�z�·�©�á�æ�Â�Ÿ  �ž�Ó�å� �ž�ï�µ  � �ï
�»�”�Ñ�£� �µ�w�É�¿�Ä�Ú�µ�«�x�z�«�å�µ  C �ž�Å�è�µ�¢�h�q�Q�y�z 255.255.255.0�£�t�x�p�V�s�M�h�Š�z
�f�•�‘�“�M�X�’�T�G�V�X�z�h�q�Q�y�z 255.255.254.0 �t�b�”
ž�A�U�K�“�‡�b�{

DHCP �«�å� �ž�ï�Ä�x�z
ú�g�$�t�·�©�á�æ�Â�Ÿ  �ž�Ó�å� �ž�ï�µ  DHCP �±�”�Ì  � �ï�»�”�Ñ�£� �µ�w
�±�Ò�É�¿�Ä�t
€���^�•�o�M�”
ž�A�U�K�“�‡�b�{

dhcpd address �¯�Ú�ï�Å�p�x�z �®-� �̄¢�¼�¿�³�á�£���È�U�¦�Ò�´�£�«�Ä�Ê�w�°
æ�p�x�s�X
c�“�¦��� �q
�r	
�^�•�”�h�Š�z �®-�¯���È�›���‰� �ï�»�”�Ñ�£� �µ�Ê�x�–�;�p�V�‡�d�œ�{

no dhcpd address interface_name �¯�Ú�ï�Å�x�z �¦���^�•�h� �ï�»�”�Ñ�£� �µ�t
ƒ���^�•�o�M�”  DHCP
�±�”�Ì  �ž�Å�è�µ  �Ó�”�ç�›�_	†�`�‡�b�{

DHCP �±�”�Ì�;�ó�›�·�©�á�æ�Â�Ÿ  �ž�Ó�å� �ž�ï�µ�t�î
÷�b�”�M�O�t�m�M�o�x�z �° Cisco Security
Appliance Command Line Configuration Guide�±�›�€	°�`�o�X�i�^�M�{

interface_name �ž�Å�è�µ  �Ó�”�ç�w�Â�“�p�o
Œ�w� �ï�»�”�Ñ�£� �µ�p�b�{

IP_address1 DHCP �ž�Å�è�µ  �Ó�”�ç�w�‰�•�ž�Å�è�µ�p�b�{  

IP_address2 DHCP �ž�Å�è�µ  �Ó�”�ç�w	4�ƒ�ž�Å�è�µ�p�b�{

�¯�Ú�ï�Å  �Þ�”�Å

�Ñ�•� �ž�¢�¥�”�ç  �Þ�”�Å �·�©�á�æ�Â�Ÿ  �¯�ï�Â�©�µ�Ä

�ç�”�Â�¿�Å �•�a �³�ï�¬�ç

�Ú�ç�½

�¯�ï�Â�©�µ�Ä �³�µ�Â�Ü

�¬�é�”�Ì�ç  �¯�ï�Ñ�Ÿ�ª�á�è�”
�³�ã�ï

• • • • —

�æ�æ�”�µ �!�Ë�º�0

�7�� �\�w�¯�Ú�ï�Å�x�7���w�‹�w�p�b�{
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�« �Í�w�«�x�z�·�©�á�æ�Â�Ÿ  �ž�Ó�å� �ž�ï�µ�w  dmz � �ï�»�”�Ñ�£� �µ�t  DHCP �«�å� �ž�ï�Ä�t�0�b�”
�ž�Å�è�µ  �Ó�”�ç�S�‘�|  DNS �±�”�Ì�›
ƒ���b�”�h�Š�z dhcpd address �¯�Ú�ï�Å�z dhcpd dns �¯�Ú�ï�Å�z
�S�‘�|  dhcpd enable interface_name �¯�Ú�ï�Å�›�–�;�b�”�M�O�›�Ô�`�o�M�‡�b�{

hostname(config)# dhcpd address 10.0.1.100-10.0.1.108 dmz
hostname(config)# dhcpd dns 209.165.200.226
hostname(config)# dhcpd enable dmz

�Í�w�«�x�z�º
æ� �ï�»�”�Ñ�£� �µ�t  DHCP �±�”�Ì�›
ƒ���b�”�M�O�›�Ô�`�o�M�‡�b�{�f�w�º
æ� �ï
�»�”�Ñ�£� �µ�w  DHCP �±�”�Ì�t  IP �ž�Å�è�µ  10 �x�w�Ó�”�ç�›�Â�“�p�o�”�h�Š�z dhcpd address �¯�Ú
�ï�Å�›�–�;�`�‡�b�{

hostname(config)# dhcpd address 10.0.1.101-10.0.1.110 inside
hostname(config)# dhcpd dns 198.162.1.2 198.162.1.3
hostname(config)# dhcpd wins 198.162.1.4
hostname(config)# dhcpd lease 3000
hostname(config)# dhcpd ping_timeout 1000
hostname(config)# dhcpd domain example.com
hostname(config)# dhcpd enable inside

���È�¯�Ú�ï�Å �¯�Ú�ï�Å 
†�Ì

clear configure dhcpd DHCP �±�”�Ì�w
ƒ���›�b�‚�o�_	†�`�‡�b�{

dhcpd enable �¦���`�h� �ï�»�”�Ñ�£� �µ	Í�p�z DHCP �±�”�Ì�›� �É�”�Ò�ç�t
�`�‡�b�{

show dhcpd DHCP �w�Ì� �ï�Ã�Ÿ�ï�¬�z�w�-	Ø�C�z�‡�h�x	Ý�6	Ø�C�›
¯�Ô�`
�‡�b�{

show running-config dhcpd �q�O�w  DHCP �±�”�Ì  �¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï�›
¯�Ô�`�‡�b�{
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dhcpd auto_config
DHCP �‡�h�x  PPPoE �«�å� �ž�ï�Ä�›�î�æ�`�o�M�”� �ï�»�”�Ñ�£� �µ�T�’	��˜�`�h�‹�t�,�n�M�o�z �·
�©�á�æ�Â�Ÿ  �ž�Ó�å� �ž�ï�µ�U  DHCP �±�”�Ì�t�0�`�o  DNS�z WINS �S�‘�|�Å�Ý� �ï�Ê�›�×�ˆ�$�t
ƒ
� � �b � ” �w�› �   �É�” �Ò�ç� t �b � ” � t �x�z�¬�é�” � Ì �ç  � ¯ � ï �Ñ�Ÿ�ª �á �è�” � ³ �ã � ï  �Þ�” �Å�p  dhcpd
auto_config �¯�Ú�ï�Å�›�–�;�`�‡�b�{ DHCP �Í�å�Ý�”�»�w�×�ˆ
ƒ���›�r	†�b�”�t�x�z�\�w�¯�Ú�ï�Å�w
no ���Ü�›�–�;�`�‡�b�{  

dhcpd auto_config client_if_name [[vpnclient-wins-override] interface if_name]

no dhcpd auto_config client_if_name [[vpnclient-wins-override] interface if_name]

�³�ï�»�¿�«�µ�w
†�Ì

�Ã�Ñ�¥�ç�Ä �Ã�Ñ�¥�ç�Ä�w�ˆ�^�•�‹�x�K�“�‡�d�œ�{

�¯�Ú�ï�Å  �Þ�”�Å �Í�w
¯�x�z�\�w�¯�Ú�ï�Å�›�Ö�—�p�V�”�Þ�”�Å�›�Ô�`�o�M�‡�b�{

�¯�Ú�ï�Å�d�º

�–�;	Í�w�̈ � �Å�å� �ï CLI �¯�Ú�ï�Å�›�–�;�`�o  DNS�z WINS�z�‡�h�x�Å�Ý� �ï�Ê�Í�å�Ý�”�»�›�¦���`�h	Ô�ù�z�×�ˆ
ƒ���t
�‘�l�o	��˜�^�•�h�Í�å�Ý�”�»�x�z CLI �t�‘�“
ƒ���^�•�h�Í�å�Ý�”�»�t	Í	{�V�^�•�‡�b�{

�« �Í�w�«�x�z�º
æ� �ï�»�”�Ñ�£� �µ	Í�p  DHCP �›
ƒ���b�”�M�O�›�Ô�`�o�M�‡�b�{�Ž
æ� �ï�»�”�Ñ�£� 
�µ	Í�w  DHCP �«�å� �ž�ï�Ä�T�’	��˜�`�h  DNS�z WINS�z�S�‘�|�Å�Ý� �ï	Ø�C�›�z�º
æ� �ï�»�”�Ñ�£
� �µ	Í�w  DHCP �«�å� �ž�ï�Ä�t�I�b�t�x  dhcpd auto_config �¯�Ú�ï�Å�›�–�;�`�‡�b�{

hostname(config)# dhcpd address 10.0.1.101-10.0.1.110 inside
hostname(config)# dhcpd autoconfig outside
hostname(config)# dhcpd enable inside

client_if_name DNS�z WINS�z�S�‘�|�Å�Ý� �ï�Ê�Í�å�Ý�”�»�›���™�b�”  DHCP �«�å
� �ž�ï�Ä�›�î�æ�`�o�M�”�z� �ï�»�”�Ñ�£� �µ�›�¦���`�‡�b�{  

interface if_name �ž�«�³�ã�ï�U�&�;�^�•�”� �ï�»�”�Ñ�£� �µ�›�¦���`�‡�b�{

vpnclient-wins-override vpnclient �Í�å�Ý�”�»�t�‘�“�z � �ï�»�”�Ñ�£� �µ  DHCP �‡�h�x  PPPoE
�«�å� �ž�ï�Ä  WINS �Í�å�Ý�”�»�›	Í	{�V�`�‡�b�{

�¯�Ú�ï�Å  �Þ�”�Å

�Ñ�•� �ž�¢�¥�”�ç  �Þ�”�Å �·�©�á�æ�Â�Ÿ  �¯�ï�Â�©�µ�Ä

�ç�”�Â�¿�Å �•�a �³�ï�¬�ç

�Ú�ç�½

�¯�ï�Â�©�µ�Ä �³�µ�Â�Ü

�¬�é�”�Ì�ç  �¯�ï�Ñ�Ÿ�ª�á�è�”
�³�ã�ï

• — • • —

�æ�æ�”�µ �!�Ë�º�0

�7�� �\�w�¯�Ú�ï�Å�x�7���w�‹�w�p�b�{
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���È�¯�Ú�ï�Å

dhcpd dns
DHCP �«�å� �ž�ï�Ä�t�0�`�o  DNS �±�”�Ì�›���[�b�”�t�x�z�¬�é�”�Ì�ç  �¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï
�Þ�”�Å�p  dhcpd dns �¯�Ú�ï�Å�›�–�;�`�‡�b�{���[�^�•�h�±�”�Ì�›	«�ˆ�b�”�t�x�z�\�w�¯�Ú�ï�Å�w  no
���Ü�›�–�;�`�‡�b�{  

dhcpd dns dnsip1 [dnsip2] [ interface if_name]

no dhcpd dns [dnsip1 [dnsip2]] [ interface if_name]

�³�ï�»�¿�«�µ�w
†�Ì

�Ã�Ñ�¥�ç�Ä �Ã�Ñ�¥�ç�Ä�w�ˆ�^�•�‹�x�K�“�‡�d�œ�{

�¯�Ú�ï�Å  �Þ�”�Å �Í�w
¯�x�z�\�w�¯�Ú�ï�Å�›�Ö�—�p�V�”�Þ�”�Å�›�Ô�`�o�M�‡�b�{

�¯�Ú�ï�Å�d�º

�–�;	Í�w�̈ � �Å�å� �ï dhcpd dns �¯�Ú�ï�Å�x�z DHCP �«�å� �ž�ï�Ä�t�0�b�”  DNS �±�”�Ì�w  IP �ž�Å�è�µ�›�¦���`�‡�b�{ 2 �m
�w DNS �±�”�Ì�›�¦���p�V�‡�b�{ no dhcpd dns �¯�Ú�ï�Å�x�z�¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï�T�’  DNS IP �ž
�Å�è�µ�›�_	†�`�‡�b�{

�¯�Ú�ï�Å 
†�Ì

clear configure dhcpd DHCP �±�”�Ì�w
ƒ���›�b�‚�o�_	†�`�‡�b�{

dhcpd enable �¦���`�h� �ï�»�”�Ñ�£� �µ	Í�p�z DHCP �±�”�Ì�›� �É�”�Ò�ç�t�`�‡
�b�{

show ip address dhcp server DHCP �«�å� �ž�ï �Ä�q�`�o�ˆ �^�b�” �   � ï �»�” �Ñ�£�  �µ�t  DHCP
�±�”�Ì�T�’���™�^�•�”�z DHCP �¦�Ó�³�ã�ï�t���b�”	Ä�I	Ø�C�›
¯�Ô
�`�‡�b�{

show running-config dhcpd �q�O�w  DHCP �±�”�Ì  �¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï�›
¯�Ô�`�‡�b�{

dnsip1 DHCP �«�å� �ž�ï�Ä�t�0�b�”�Ó�å� �Ú�æ  DNS �±�”�Ì�w  IP �ž�Å�è�µ�p�b�{  

dnsip2 �¢�¦�Ó�³�ã�ï�£ DHCP �«�å� �ž�ï�Ä�w�E�8  DNS �±�”�Ì�w  IP �ž�Å�è�µ�p�b�{  

interface if_name �±�”�Ì�t�0�`�o�Ö�—�`�h�‹�w�&�;�0	Å�q�s�”� �ï�»�”�Ñ�£� �µ�›�¦���`
�‡�b�{� �ï�»�”�Ñ�£� �µ�›�¦���`�s�M	Ô�ù�z�‹�x�b�‚�o�w�±�”�Ì�t�&�;�^
�•�‡�b�{

�¯�Ú�ï�Å  �Þ�”�Å

�Ñ�•� �ž�¢�¥�”�ç  �Þ�”�Å �·�©�á�æ�Â�Ÿ  �¯�ï�Â�©�µ�Ä

�ç�”�Â�¿�Å �•�a �³�ï�¬�ç

�Ú�ç�½

�¯�ï�Â�©�µ�Ä �³�µ�Â�Ü

�¬�é�”�Ì�ç  �¯�ï�Ñ�Ÿ�ª�á�è�”
�³�ã�ï

• • • • —

�æ�æ�”�µ �!�Ë�º�0

�7�� �\�w�¯�Ú�ï�Å�x�7���w�‹�w�p�b�{
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�« �Í�w�«�x�z�·�©�á�æ�Â�Ÿ  �ž�Ó�å� �ž�ï�µ�w  dmz � �ï�»�”�Ñ�£� �µ�t  DHCP �«�å� �ž�ï�Ä�t�0�b�”
�ž�Å�è�µ  �Ó�”�ç�S�‘�|  DNS �±�”�Ì�›
ƒ���b�”�h�Š�z dhcpd address �¯�Ú�ï�Å�z dhcpd dns �¯�Ú�ï�Å�z
�S�‘�|  dhcpd enable interface_name �¯�Ú�ï�Å�›�–�;�b�”�M�O�›�Ô�`�o�M�‡�b�{

hostname(config)# dhcpd address 10.0.1.100-10.0.1.108 dmz
hostname(config)# dhcpd dns 192.168.1.2
hostname(config)# dhcpd enable dmz

���È�¯�Ú�ï�Å �¯�Ú�ï�Å 
†�Ì

clear configure dhcpd DHCP �±�”�Ì�w
ƒ���›�b�‚�o�_	†�`�‡�b�{

dhcpd address �¦���`�h� �ï�»�”�Ñ�£� �µ	Í�p  DHCP �±�”�Ì�U�–�;�b�”�ž�Å�è
�µ  �Ó�”�ç�›�¦���`�‡�b�{

dhcpd enable �¦���`�h� �ï�»�”�Ñ�£� �µ	Í�p�z DHCP �±�”�Ì�›� �É�”�Ò�ç�t�`
�‡�b�{

dhcpd wins DHCP �«�å� �ž�ï�Ä�t�0�`�o  WINS �±�”�Ì�›���[�`�‡�b�{

show running-config dhcpd �q�O�w  DHCP �±�”�Ì  �¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï�›
¯�Ô�`�‡�b�{
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dhcpd domain
DHCP �«�å� �ž�ï�Ä�t�0�`�o  DNS �Å�Ý� �ï�Ê�›���[�b�”�t�x�z�¬�é�”�Ì�ç  �¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã
�ï  �Þ�”�Å�p  dhcpd domain �¯�Ú�ï�Å�›�–�;�`�‡�b�{ DNS �Å�Ý� �ï�Ê�›	«�ˆ�b�”�t�x�z�\�w�¯�Ú�ï�Å
�w no ���Ü�›�–�;�`�‡�b�{  

dhcpd domain domain_name [interface if_name]

no dhcpd domain [domain_name] [ interface if_name]

�³�ï�»�¿�«�µ�w
†�Ì

�Ã�Ñ�¥�ç�Ä �Ã�Ñ�¥�ç�Ä�w�ˆ�^�•�‹�x�K�“�‡�d�œ�{

�¯�Ú�ï�Å  �Þ�”�Å �Í�w
¯�x�z�\�w�¯�Ú�ï�Å�›�Ö�—�p�V�”�Þ�”�Å�›�Ô�`�o�M�‡�b�{

�¯�Ú�ï�Å�d�º

�–�;	Í�w�̈ � �Å�å� �ï dhcpd domain �¯�Ú�ï�Å�x�z DHCP �«�å� �ž�ï�Ä�t�0�b�”  DNS �Å�Ý� �ï�Ê�›�¦���`�‡�b�{ no dhcpd
domain �¯�Ú�ï�Å�x�z�¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï�T�’  DNS �Å�Ý� �ï  �±�”�Ì�›�_	†�`�‡�b�{

�« �Í�w�«�x�z�·�©�á�æ�Â�Ÿ  �ž�Ó�å� �ž�ï�µ�p  DHCP �±�”�Ì�t�‘�“  DHCP �«�å� �ž�ï�Ä�t���™�^�•�”
�Å�Ý� �ï�Ê�›
ƒ���b�”�h�Š�t  dhcpd domain �¯�Ú�ï�Å�›�–�;�b�”�M�O�›�Ô�`�o�M�‡�b�{

hostname(config)# dhcpd address 10.0.1.101-10.0.1.110 inside
hostname(config)# dhcpd dns 198.162.1.2 198.162.1.3
hostname(config)# dhcpd wins 198.162.1.4
hostname(config)# dhcpd lease 3000
hostname(config)# dhcpd ping_timeout 1000
hostname(config)# dhcpd domain example.com
hostname(config)# dhcpd enable inside

���È�¯�Ú�ï�Å

domain_name example.com �s�r�w  DNS �Å�Ý� �ï�Ê�{

interface if_name �±�”�Ì�t�0�`�o�Ö�—�`�h�‹�w�&�;�0	Å�q�s�”� �ï�»�”�Ñ�£� �µ�›�¦���`
�‡�b�{� �ï�»�”�Ñ�£� �µ�›�¦���`�s�M	Ô�ù�z�‹�x�b�‚�o�w�±�”�Ì�t�&�;�^
�•�‡�b�{

�¯�Ú�ï�Å  �Þ�”�Å

�Ñ�•� �ž�¢�¥�”�ç  �Þ�”�Å �·�©�á�æ�Â�Ÿ  �¯�ï�Â�©�µ�Ä

�ç�”�Â�¿�Å �•�a �³�ï�¬�ç

�Ú�ç�½

�¯�ï�Â�©�µ�Ä �³�µ�Â�Ü

�¬�é�”�Ì�ç  �¯�ï�Ñ�Ÿ�ª�á�è�”
�³�ã�ï

• • • • —

�æ�æ�”�µ �!�Ë�º�0

�7�� �\�w�¯�Ú�ï�Å�x�7���w�‹�w�p�b�{

�¯�Ú�ï�Å 
†�Ì

clear configure dhcpd DHCP �±�”�Ì�w
ƒ���›�b�‚�o�_	†�`�‡�b�{

show running-config dhcpd �q�O�w  DHCP �±�”�Ì  �¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï�›
¯�Ô�`�‡�b�{
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dhcpd enable
DHCP �±�”�Ì�›� �É�”�Ò�ç�t�b�”�t�x�z �¬�é�”�Ì�ç  �¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï  �Þ�”�Å�p  dhcpd enable
�¯�Ú�ï�Å�›�–�;�`�‡�b�{ DHCP �±�”�Ì�›�Ã�Ÿ�·�”�Ò�ç�t�b�”�t�x�z�\�w�¯�Ú�ï�Å�w  no ���Ü�›�–�;
�`�‡�b�{ DHCP �±�”�Ì�x�z�É�¿�Ä�ë�”�«  �¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï  �Í�å�Ý�”�»�›  DHCP �«�å� �ž�ï
�Ä�t���™�`�‡�b�{�·�©�á�æ�Â�Ÿ  �ž�Ó�å� �ž�ï�µ�º�p  DHCP �±�”�Ì�›�±�Ù�”�Ä�b�”�\�q �x�z�·�©�á
�æ�Â�Ÿ �ž�Ó�å� �ž�ï�µ�U  DHCP �›�–�;�`�o�z
€���^�•�o�M�”�«�å� �ž�ï�Ä�›
ƒ���p�V�”�\�q�›�™
�¯�`�‡�b�{

dhcpd enable interface

no dhcpd enable interface

�³�ï�»�¿�«�µ�w
†�Ì

�Ã�Ñ�¥�ç�Ä �Ã�Ñ�¥�ç�Ä�w�ˆ�^�•�‹�x�K�“�‡�d�œ�{

�¯�Ú�ï�Å  �Þ�”�Å �Í�w
¯�x�z�\�w�¯�Ú�ï�Å�›�Ö�—�p�V�”�Þ�”�Å�›�Ô�`�o�M�‡�b�{

�¯�Ú�ï�Å�d�º

�–�;	Í�w�̈ � �Å�å� �ï dhcpd enable interface �¯�Ú�ï�Å�›�–�;�b�”�q�z DHCP �Ã�”�Þ�ï�U  DHCP �0� �w� �ï�»�”�Ñ�£� �µ	Í
�p  DHCP �«�å� �ž�ï�Ä�w�A�{�w�æ�¿�µ�ï�›�‰�•�`�‡�b�{ no dhcpd enable �¯�Ú�ï�Å�x�z�¦���`�h� 
�ï�»�”�Ñ�£� �µ	Í�w  DHCP �±�”�Ì�;�ó�›�Ã�Ÿ�·�”�Ò�ç�t�`�‡�b�{

�¢�«�£ �Ú�ç�½  �¯�ï�Â�©�µ�Ä  �Þ�”�Å�w	Ô�ù�z
ó
:�w�¯�ï�Â�©�µ�Ä�t�‘�“�–�;�^�•�o�M�”� �ï�»�”�Ñ�£� �µ
�¢�ž��  VLAN�£�p  DHCP �±�”�Ì�›� �É�”�Ò�ç�t�b�”�\�q�x�p�V�‡�d�œ�{

�·�©�á�æ�Â�Ÿ  �ž�Ó�å� �ž�ï�µ�U  DHCP �«�å� �ž�ï�Ä�A�{�t� �t�b�”	Ô�ù�z �A�{�›	!	ô�`�h� �ï�»�”
�Ñ�£� �µ�w  IP �ž�Å�è�µ�q�±�Ò�É�¿�Ä  �Ú�µ�«�›�z �Ã�Ñ�¥�ç�Ä  �®�”�Ä�¢�£� �w  IP �ž�Å�è�µ�q�±�Ò�É�¿
�Ä �Ú�µ�«�q�`�o� �t�p�–�;�`�‡�b�{  

�¢�«�£ �·�©�á�æ�Â�Ÿ  �ž�Ó�å� �ž�ï�µ  DHCP �±�”�Ì  �Ã�”�Þ�ï�x�z�Ú
€�·�©�á�æ�Â�Ÿ  �ž�Ó�å� �ž�ï�µ  � �ï
�»�”�Ñ�£� �µ�t
€���^�•�o�M�s�M�«�å� �ž�ï�Ä�x�±�Ù�”�Ä�`�‡�d�œ�{  

interface DHCP �±�”�Ì�›� �É�”�Ò�ç�t�b�”� �ï�»�”�Ñ�£� �µ�›�¦���`�‡�b�{

�¯�Ú�ï�Å  �Þ�”�Å

�Ñ�•� �ž�¢�¥�”�ç  �Þ�”�Å �·�©�á�æ�Â�Ÿ  �¯�ï�Â�©�µ�Ä

�ç�”�Â�¿�Å �•�a �³�ï�¬�ç

�Ú�ç�½

�¯�ï�Â�©�µ�Ä �³�µ�Â�Ü

�¬�é�”�Ì�ç  �¯�ï�Ñ�Ÿ�ª�á�è�”
�³�ã�ï

• • • • —

�æ�æ�”�µ �!�Ë�º�0

�7�� �\�w�¯�Ú�ï�Å�x�7���w�‹�w�p�b�{



�H 11 	·       default �¯�Ú�ï�Å�™  duplex �¯�Ú�ï�Å
  dhcpd enable

11-35
Cisco �·�©�á�æ�Â�Ÿ  �ž�Ó�å� �ž�ï�µ  �¯�Ú�ï�Å  �æ�Ñ�•�è�ï�µ

OL-10086-02-J

DHCP �±�”�Ì�;�ó�›�·�©�á�æ�Â�Ÿ  �ž�Ó�å� �ž�ï�µ�t�î
÷�b�”�M�O�t�m�M�o�x�z �° Cisco Security
Appliance Command Line Configuration Guide�±�›�€	°�`�o�X�i�^�M�{

�« �Í�w�«�x�z DHCP �±�”�Ì�›�º
æ� �ï�»�”�Ñ�£� �µ	Í�p� �É�”�Ò�ç�t�b�”�h�Š�t  dhcpd enable �¯�Ú�ï
�Å�›�–�;�b�”�M�O�›�Ô�`�o�M�‡�b�{

hostname(config)# dhcpd address 10.0.1.101-10.0.1.110 inside
hostname(config)# dhcpd dns 198.162.1.2 198.162.1.3
hostname(config)# dhcpd wins 198.162.1.4
hostname(config)# dhcpd lease 3000
hostname(config)# dhcpd ping_timeout 1000
hostname(config)# dhcpd domain example.com
hostname(config)# dhcpd enable inside

���È�¯�Ú�ï�Å �¯�Ú�ï�Å 
†�Ì

debug dhcpd DHCP �±�”�Ì�t�0�b�”�Ã�Ì�¿�¬	Ø�C�›
¯�Ô�`�‡�b�{

dhcpd address �¦���`�h� �ï�»�”�Ñ�£� �µ	Í�p  DHCP �±�”�Ì�U�–�;�b�”�ž�Å�è�µ
�Ó�”�ç�›�¦���`�‡�b�{

show dhcpd DHCP �w�Ì� �ï�Ã�Ÿ�ï�¬�z �w�-	Ø�C�z �‡�h�x	Ý�6	Ø�C�›
¯�Ô�`�‡�b�{

show running-config dhcpd �q�O�w  DHCP �±�”�Ì  �¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï�›
¯�Ô�`�‡�b�{
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dhcpd lease
DHCP �æ�”�µ�8���›�¦���b�”�t�x�z�¬�é�”�Ì�ç  �¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï  �Þ�”�Å�p  dhcpd lease �¯�Ú
�ï�Å�›�–�;�`�‡�b�{�æ�”�µ�w�Ã�Ñ�¥�ç�Ä�‹�t�í�b�t�x�z�\�w�¯�Ú�ï�Å�w  no ���Ü�›�–�;�`�‡�b�{  

dhcpd lease lease_length [interface if_name]

no dhcpd lease [lease_length] [interface if_name]

�³�ï�»�¿�«�µ�w
†�Ì

�Ã�Ñ�¥�ç�Ä �Ã�Ñ�¥�ç�Ä�w  lease_length �x  3,600 
µ�p�b�{

�¯�Ú�ï�Å  �Þ�”�Å �Í�w
¯�x�z�\�w�¯�Ú�ï�Å�›�Ö�—�p�V�”�Þ�”�Å�›�Ô�`�o�M�‡�b�{

�¯�Ú�ï�Å�d�º

�–�;	Í�w�̈ � �Å�å� �ï dhcpd lease �¯�Ú�ï�Å�x�z DHCP �«�å� �ž�ï�Ä�t�)�Q�”�æ�”�µ�8���›
µ�o�•�p�¦���`�‡�b�{�\�w�æ�”
�µ�8���x�z DHCP �±�”�Ì�U�Â�“�p�o�h  IP �ž�Å�è�µ�›  DHCP �«�å� �ž�ï�Ä�U�–�;�p�V�”�8���›�Ô�`
�‡�b�{  

no dhcpd lease �¯�Ú�ï�Å�x�z�¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï�T�’�¦���`�h�æ�”�µ�Õ�›�_	†�`�o�z�\�w�‹�›
�Ã�Ñ�¥�ç�Ä�‹�w  3,600 
µ�t�”�V�õ�Q�‡�b�{

�« �Í�w�«�x�z DHCP �«�å� �ž�ï�Ä�t�0�b�”  DHCP 	Ø�C�w�æ�”�µ�8���›�¦���b�”�h�Š�t  dhcpd lease �¯
�Ú�ï�Å�›�–�;�b�”�M�O�›�Ô�`�o�M�‡�b�{

hostname(config)# dhcpd address 10.0.1.101-10.0.1.110 inside
hostname(config)# dhcpd dns 198.162.1.2 198.162.1.3
hostname(config)# dhcpd wins 198.162.1.4
hostname(config)# dhcpd lease 3000
hostname(config)# dhcpd ping_timeout 1000
hostname(config)# dhcpd domain example.com
hostname(config)# dhcpd enable inside

���È�¯�Ú�ï�Å

interface if_name �±�”�Ì�t�0�`�o�Ö�—�`�h�‹�w�&�;�0	Å�q�s�”� �ï�»�”�Ñ�£� �µ�›�¦���`
�‡�b�{� �ï�»�”�Ñ�£� �µ�›�¦���`�s�M	Ô�ù�z�‹�x�b�‚�o�w�±�”�Ì�t�&�;�^
�•�‡�b�{

lease_length DHCP �±�”�Ì�T�’  DHCP �«�å� �ž�ï�Ä�t�)�Q�’�•�”�z
µ�o�•�w�z IP �ž�Å�è
�µ�w�æ�”�µ�8���p�b�{���®�‹�x  300 �™ 1,048,575 
µ�p�b�{

�¯�Ú�ï�Å  �Þ�”�Å

�Ñ�•� �ž�¢�¥�”�ç  �Þ�”�Å �·�©�á�æ�Â�Ÿ  �¯�ï�Â�©�µ�Ä

�ç�”�Â�¿�Å �•�a �³�ï�¬�ç

�Ú�ç�½

�¯�ï�Â�©�µ�Ä �³�µ�Â�Ü

�¬�é�”�Ì�ç  �¯�ï�Ñ�Ÿ�ª�á�è�”
�³�ã�ï

• • • • —

�æ�æ�”�µ �!�Ë�º�0

�7�� �\�w�¯�Ú�ï�Å�x�7���w�‹�w�p�b�{

�¯�Ú�ï�Å 
†�Ì

clear configure dhcpd DHCP �±�”�Ì�w
ƒ���›�b�‚�o�_	†�`�‡�b�{

show running-config dhcpd �q�O�w  DHCP �±�”�Ì  �¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï�›
¯�Ô�`�‡�b�{
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dhcpd option
DHCP �¦�Ó�³�ã�ï�›
ƒ���b�”�t�x�z�¬�é�”�Ì�ç  �¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï  �Þ�”�Å�p  dhcpd option �¯
�Ú�ï�Å�›�–�;�`�‡�b�{�¦�Ó�³�ã�ï�›	«�ˆ�b�”�t�x�z�\�w�¯�Ú�ï�Å�w  no ���Ü�›�–�;�`�‡�b�{ dhcpd
option �¯�Ú�ï�Å�›�–�;�`�o�z TFTP �±�”�Ì	Ø�C�›  Cisco IP Phone �S�‘�|�ç�”�»�t���™�b�”�\�q�U�p�V
�‡�b�{

dhcpd option code { ascii string}  | { ip IP_address [IP_address]} | { hex hex_string} [ interface if_name]

no dhcpd option code [interface if_name]

�³�ï�»�¿�«�µ�w
†�Ì

�Ã�Ñ�¥�ç�Ä �Ã�Ñ�¥�ç�Ä�w�ˆ�^�•�‹�x�K�“�‡�d�œ�{

�¯�Ú�ï�Å  �Þ�”�Å �Í�w
¯�x�z�\�w�¯�Ú�ï�Å�›�Ö�—�p�V�”�Þ�”�Å�›�Ô�`�o�M�‡�b�{

�¯�Ú�ï�Å�d�º

�–�;	Í�w�̈ � �Å�å� �ï DHCP �¦�Ó�³�ã�ï�A�{�U�·�©�á�æ�Â�Ÿ  �ž�Ó�å� �ž�ï�µ  DHCP �±�”�Ì�t�x�£�b�”�q�z�·�©�á�æ�Â�Ÿ
�ž�Ó�å� �ž�ï�µ�x  dhcpd option �¯�Ú�ï�Å�p�¦���^�•�h�‹�›�z�«�å� �ž�ï�Ä�t�0�b�”� �t�t�Ö�•�‡
�b�{

dhcpd option 66 �¯�Ú�ï�Å�S�‘�|  dhcpd option 150 �¯�Ú�ï�Å�x�z Cisco IP Phone �S�‘�|�ç�”�»�U�¯�ï
�Ñ�Ÿ�ª�á�è�”�³�ã�ï  �Ñ�•� �ç�›�¼�¢�ï�é�”�Å�b�”�q�V�t�–�;�b�”  TFTP �±�”�Ì�›�¦���`�‡�b�{�Í�w
�‘�O�t�¯�Ú�ï�Å�›�–�;�`�‡�b�{

ascii �¦�Ó�³�ã�ï  �Í�å�Ý�”�»�U  ASCII ���È�»�p�K�”�\�q�›�¦���`�‡�b�{

code 
ƒ���^�•�h  DHCP �¦�Ó�³�ã�ï�w
j�ø�›
¯�`�‡�b�{���®�‹�x  0 �™ 255 �p�z�M
�X�m�T�w�«�Ž�U�K�“�‡�b�{�±�Ù�”�Ä�`�o�M�s�M  DHCP �¦�Ó�³�ã�ï  �¯�”�Å
�w�æ�µ�Ä�t�m�M�o�x�z�<�w�® �–�;	Í�w�¨� �Å�å� �ï � �̄w�ò�›�€	°�`�o�X�i
�^�M�{

hex �¦�Ó�³�ã�ï  �Í�å�Ý�”�»�U  16 
����È�»�p�K�”�\�q�›�¦���`�‡�b�{

hex_string 16 
����È�»�›�z�µ�Ö�”�µ�w�s�M�î
:�;�p�¦���`�‡�b�{ 0x �Ó�è�Ñ�Ÿ�¿�«�µ
�›�–�;�b�”
ž�A�x�K�“�‡�d�œ�{

interface if_name �±�”�Ì�t�0�`�o�Ö�—�`�h�‹�w�&�;�0	Å�q�s�”� �ï�»�”�Ñ�£� �µ�›�¦���`
�‡�b�{� �ï�»�”�Ñ�£� �µ�›�¦���`�s�M	Ô�ù�z�‹�x�b�‚�o�w�±�”�Ì�t�&�;�^
�•�‡�b�{

ip �¦�Ó�³�ã�ï  �Í�å�Ý�”�»�U  IP �ž�Å�è�µ�p�K�”�\�q�›�¦���`�‡�b�{�7�G  2 �m
�w IP �ž�Å�è�µ�›  ip �©�”�ë�”�Å�t�¦���p�V�‡�b�{

IP_address 10 
�
:�w  IP �ž�Å�è�µ�›�¦���`�‡�b�{  

string �µ�Ö�”�µ�s�`�w  ASCII ���È�»�›�¦���`�‡�b�{

�¯�Ú�ï�Å  �Þ�”�Å

�Ñ�•� �ž�¢�¥�”�ç  �Þ�”�Å �·�©�á�æ�Â�Ÿ  �¯�ï�Â�©�µ�Ä

�ç�”�Â�¿�Å �•�a �³�ï�¬�ç

�Ú�ç�½

�¯�ï�Â�©�µ�Ä �³�µ�Â�Ü

�¬�é�”�Ì�ç  �¯�ï�Ñ�Ÿ�ª�á�è�”
�³�ã�ï

• • • • —

�æ�æ�”�µ �!�Ë�º�0

�7�� �\�w�¯�Ú�ï�Å�x�7���w�‹�w�p�b�{
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• dhcpd option 66 ascii string�{�\�\�p�z string �x  TFTP �±�”�Ì�w  IP �ž�Å�è�µ�‡�h�x�×�µ�Ä�Ê�p�b�{
�¦�Ó�³�ã�ï  66 �t�x�z TFTP �±�”�Ì�›  1 �m�i�Z�¦���p�V�‡�b�{

• dhcpd option 150 ip IP_address [IP_address]�{�\�\�p�z IP_address �x  TFTP �±�”�Ì�w  IP �ž�Å�è�µ
�p�b�{�¦�Ó�³�ã�ï  150 �t�x�z�7�G  2 �m�w IP �ž�Å�è�µ�›�¦���p�V�‡�b�{

�¢�«�£ dhcpd option 66 �¯�Ú�ï�Å�x  ascii �Í�å�Ý�”�»�w�ˆ	!�Z
Ç�Z�z dhcpd option 150 �¯�Ú�ï�Å�x  ip �Í�å�Ý�”
�»�w�ˆ	!�Z
Ç�Z�‡�b�{

dhcpd option 66 | 150 �¯�Ú�ï�Å�t  IP �ž�Å�è�µ�›�¦���b�”�q�V�t�x�z�Í�w�¨� �Å�å� �ï�t	H�l�o�X�i
�^�M�{

• TFTP �±�”�Ì�U  DHCP �±�”�Ì  � �ï�»�”�Ñ�£� �µ	Í�t�K�”	Ô�ù�z TFTP �±�”�Ì�w�é�”�§�ç  IP �ž�Å
�è�µ�›�–�;�`�‡�b�{

• TFTP �±�”�Ì�U  DHCP �±�”�Ì  � �ï�»�”�Ñ�£� �µ�‘�“�‹�·�©�á�æ�Â�Ÿ�U�ÿ�M� �ï�»�”�Ñ�£� �µ	Í
�t�K�”	Ô�ù�x�z�°
`�w
C	ô�F���U�&�;�^�•�‡�b�{ DHCP �«�å� �ž�ï�Ä�;�w  NAT �¤�ï�Ä�æ�z�¬
�é�”�Ì�ç  �¤�ï�Ä�æ�z�S�‘�|  access-list �¤�ï�Ä�æ�›�^
R�`�z TFTP �±�”�Ì�w�î�M�w  IP �ž�Å�è�µ�›
�–�;�`�‡�b�{

• TFTP �±�”�Ì�U�‘�“�·�©�á�æ�Â�Ÿ�w�ô�M� �ï�»�”�Ñ�£� �µ	Í�t�K�”	Ô�ù�x�z�°
`�w	!	ô�F���U
�&�;�^�•�‡�b�{ TFTP �±�”�Ì�;�w�µ�»�Â�Ÿ�¿�«���q  access-list ���w�¬�ç�”�Ó�›�^
R�`�z TFTP �±�”
�Ì�w�¬�é�”�Ì�ç  IP �ž�Å�è�µ�›�–�;�`�‡�b�{

�f�w���w  DHCP �¦�Ó�³�ã�ï�w	Ä�I�t�m�M�o�x�z RFC2132 �›�€	°�`�o�X�i�^�M�{

�¢�«�£ �·�©�á�æ�Â�Ÿ  �ž�Ó�å� �ž�ï�µ�x�z �)�Q�’�•�h�¦�Ó�³�ã�ï  �»� �Ó�S�‘�|�‹�U  RFC 2132 �t���[�^�•�o
�M�”�¦�Ó�³�ã�ï  �¯�”�Å�w
Ý���»� �Ó�S�‘�|
Ý���‹�q�°�•�`�o�M�”�\�q�›�¬�Ý�`�‡�d�œ�{�h�q�Q�y�z
dhcpd option 46 ascii hello �q�Ö�—�`�h	Ô�ù�z�·�©�á�æ�Â�Ÿ  �ž�Ó�å� �ž�ï�µ�x�f�w
ƒ���›	!�Z�Ö�•�‡
�b�U�z option 46 �x  1 �;�w  16 
��‹�q�`�o  RFC 2132 �t���[�^�•�‡�b�{  

dhcpd option �¯�Ú�ï�Å�p�Í�w  DHCP �¦�Ó�³�ã�ï�x
ƒ���p�V�‡�d�œ�{

�¦�Ó�³�ã�ï  �¯�”�Å 
†�Ì

0 DHCPOPT_PAD

1 HCPOPT_SUBNET_MASK

12 DHCPOPT_HOST_NAME

50 DHCPOPT_REQUESTED_ADDRESS

51 DHCPOPT_LEASE_TIME

52 DHCPOPT_OPTION_OVERLOAD

53 DHCPOPT_MESSAGE_TYPE

54 DHCPOPT_SERVER_IDENTIFIER

58 DHCPOPT_RENEWAL_TIME

59 DHCPOPT_REBINDING_TIME

61 DHCPOPT_CLIENT_IDENTIFIER

67 DHCPOPT_BOOT_FILE_NAME

82 DHCPOPT_RELAY_INFORMATION

255 DHCPOPT_END
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�« �Í�w�«�x�z DHCP �¦�Ó�³�ã�ï  66 �t  TFTP �±�”�Ì�›�¦���b�”�M�O�›�Ô�`�o�M�‡�b�{

hostname(config)# dhcpd option 66 ascii MyTftpServer

���È�¯�Ú�ï�Å

dhcpd ping_timeout
DHCP PING �w�Ã�Ñ�¥�ç�Ä  �»� �Ü�ž�¢�Ä�›�!�Ë�b�”�t�x�z �¬�é�”�Ì�ç  �¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï  �Þ�”
�Å�p  dhcpd ping_timeout �¯�Ú�ï�Å�›�–�;�`�‡�b�{�Ã�Ñ�¥�ç�Ä�‹�t�í�b�t�x�z�\�w�¯�Ú�ï�Å�w  no ��
�Ü�›�–�;�`�‡�b�{�ž�Å�è�µ�w�•�ù�›
†�Z�”�h�Š�z DHCP �±�”�Ì�x�z�ž�Å�è�µ�›  DHCP �«�å� �ž�ï�Ä
�t�Â�“�p�o�”
²�t  2 �m�w ICMP PING �Í�­�¿�Ä�›�ž�Å�è�µ�t
ù	ô�`�‡�b�{�\�w�¯�Ú�ï�Å�x�z PING �»
� �Ü�ž�¢�Ä�›�Û�æ
µ�p�¦���`�‡�b�{

dhcpd ping_timeout number [interface if_name]

no dhcpd ping_timeout [interface if_name]

�³�ï�»�¿�«�µ�w
†�Ì

�Ã�Ñ�¥�ç�Ä number �w�Ã�Ñ�¥�ç�Ä�w�Û�æ
µ�x  50 �p�b�{

�¯�Ú�ï�Å  �Þ�”�Å �Í�w
¯�x�z�\�w�¯�Ú�ï�Å�›�Ö�—�p�V�”�Þ�”�Å�›�Ô�`�o�M�‡�b�{

�¯�Ú�ï�Å�d�º

�¯�Ú�ï�Å 
†�Ì

clear configure dhcpd DHCP �±�”�Ì�w
ƒ���›�b�‚�o�_	†�`�‡�b�{

show running-config dhcpd �q�O�w  DHCP �±�”�Ì  �¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï�›
¯�Ô�`�‡�b�{

interface if_name �±�”�Ì�t�0�`�o�Ö�—�`�h�‹�w�&�;�0	Å�q�s�”� �ï�»�”�Ñ�£� �µ�›�¦���`
�‡�b�{� �ï�»�”�Ñ�£� �µ�›�¦���`�s�M	Ô�ù�z�‹�x�b�‚�o�w�±�”�Ì�t�&�;�^
�•�‡�b�{

number �Û�æ
µ�o�•�w  PING �»� �Ü�ž�¢�Ä�‹�p�b�{ �7	–�‹�x  10�z�7�G�‹�x  10,000 �p
�b�{�Ã�Ñ�¥�ç�Ä�x  50 �p�b�{

�¯�Ú�ï�Å  �Þ�”�Å

�Ñ�•� �ž�¢�¥�”�ç  �Þ�”�Å �·�©�á�æ�Â�Ÿ  �¯�ï�Â�©�µ�Ä

�ç�”�Â�¿�Å �•�a �³�ï�¬�ç

�Ú�ç�½

�¯�ï�Â�©�µ�Ä �³�µ�Â�Ü

�¬�é�”�Ì�ç  �¯�ï�Ñ�Ÿ�ª�á�è�”
�³�ã�ï

• • • • —

�æ�æ�”�µ �!�Ë�º�0

�7�� �\�w�¯�Ú�ï�Å�x�7���w�‹�w�p�b�{
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�–�;	Í�w�̈ � �Å�å� �ï �·�©�á�æ�Â�Ÿ  �ž�Ó�å� �ž�ï�µ�x�z DHCP �«�å� �ž�ï�Ä�t  IP �ž�Å�è�µ�›�Â�“�p�o�”
²�t�z�†�M�w
ICMP PING �Í�­�¿�Ä�U�»� �Ü�ž�¢�Ä�t�s�”�w�›�4�j�‡�b�{�h�q�Q�y�z�Ã�Ñ�¥�ç�Ä�‹�U�–�;�^�•�h	Ô
�ù�z�·�©�á�æ�Â�Ÿ  �ž�Ó�å� �ž�ï�µ�x  IP �ž�Å�è�µ�›�Â�“�p�o�”
²�t�z 1,500 �Û�æ
µ�¢�¤  ICMP PING
�Í�­�¿�Ä�t�0�`�o  750 �Û�æ
µ�£�4�j�‡�b�{  

PING �w�»� �Ü�ž�¢�Ä�‹�U�Õ�M�q�z DHCP �±�”�Ì�w�Í�Ñ�¥�”�Ú�ï�µ�t�q�è�¹�›�t�…�b	Ô�ù�U�K�“�‡
�b�{

�« �Í�w�«�x�z dhcpd ping_timeout �¯�Ú�ï�Å�›�–�;�`�o�z DHCP �±�”�Ì�w  PING �»� �Ü�ž�¢�Ä�‹�›�!�Ë
�b�”�M�O�›�Ô�`�o�M�‡�b�{

hostname(config)# dhcpd address 10.0.1.101-10.0.1.110 inside
hostname(config)# dhcpd dns 198.162.1.2 198.162.1.3
hostname(config)# dhcpd wins 198.162.1.4
hostname(config)# dhcpd lease 3000
hostname(config)# dhcpd ping_timeout 1000
hostname(config)# dhcpd domain example.com
hostname(config)# dhcpd enable inside

���È�¯�Ú�ï�Å �¯�Ú�ï�Å 
†�Ì

clear configure dhcpd DHCP �±�”�Ì�w
ƒ���›�b�‚�o�_	†�`�‡�b�{

show running-config dhcpd �q�O�w  DHCP �±�”�Ì  �¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï�›
¯�Ô�`�‡�b�{
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dhcpd update dns
DHCP �±�”�Ì�t�‘�”�¼� �Æ�Û�¿�«  DNS �ž�¿�Ó�Ã�”�Ä�›�î�æ�b�”�t�x�z�¬�é�”�Ì�ç  �¯�ï�Ñ�Ÿ�ª�á
�è�”�³�ã�ï  �Þ�”�Å�p  dhcpd update dns �¯�Ú�ï�Å�›�–�;�`�‡�b�{ DHCP �±�”�Ì�t�‘�”  DDNS �›�Ã�Ÿ
�·�”�Ò�ç�t�b�”�t�x�z�\�w�¯�Ú�ï�Å�w  no ���Ü�›�–�;�`�‡�b�{

dhcpd update dns [both] [override] [interface srv_ifc_name]

no dhcpd update dns [both] [override] [interface srv_ifc_name]

�³�ï�»�¿�«�µ�w
†�Ì

�Ã�Ñ�¥�ç�Ä �Ã�Ñ�¥�ç�Ä�p�x�z DHCP �±�”�Ì�x  PTR RR �ž�¿�Ó�Ã�”�Ä�w�ˆ�›�î�æ�`�‡�b�{

�¯�Ú�ï�Å  �Þ�”�Å �Í�w
¯�x�z�\�w�¯�Ú�ï�Å�›�Ö�—�p�V�”�Þ�”�Å�›�Ô�`�o�M�‡�b�{

�¯�Ú�ï�Å�d�º

�–�;	Í�w�̈ � �Å�å� �ï �¼� �Æ�Û�¿�«  DNS�¢ DDNS�£�x�z DNS �p���g�^�•�o�M�”�Ê
²�T�’�ž�Å�è�µ�•�w�Ú�¿�Ð�ï�¬�z�S�‘�|
�ž�Å�è�µ�T�’�Ê
²�•�w�Ú�¿�Ð�ï�¬�›�ž�¿�Ó�Ã�”�Ä�b�”�‹�w�p�b�{ �ž�¿�Ó�Ã�”�Ä�x  DHCP �±�”�Ì�q�È
���`�o�î�æ�^�•�‡�b�{ dhcpd update dns �¯�Ú�ï�Å�x�±�”�Ì�t�‘�”�ž�¿�Ó�Ã�”�Ä�›� �É�”�Ò�ç�t�`�‡
�b�{

�Ê
²�q�ž�Å�è�µ�w�Ú�¿�Ð�ï�¬�x�z�Í�w  2 �»� �Ó�w�æ�¹�”�µ  �è�¯�”�Å�¢ RR�£�t�-�Ë�^�•�‡�b�{

• A �æ�¹�”�µ  �è�¯�”�Å�x�z�Å�Ý� �ï�Ê�T�’  IP �ž�Å�è�µ�•�w�Ú�¿�Ð�ï�¬�›�-�Ë�`�‡�b�{

• PTR �æ�¹�”�µ  �è�¯�”�Å�x�z IP �ž�Å�è�µ�T�’�Å�Ý� �ï�Ê�•�w�Ú�¿�Ð�ï�¬�›�-�Ë�`�‡�b�{

DDNS �ž�¿�Ó�Ã�”�Ä�›�–�;�b�”�q�z A �»� �Ó�w  RR �t�-�Ë�^�•�”	Ø�C�q�z PTR �»� �Ó�w  RR �t�-�Ë
�^�•�”	Ø�C�q�w�°��
Q�›�¡�Ë�p�V�‡�b�{

dhcpd update dns �¯�Ú�ï�Å�›�–�;�b�”�q�z DHCP �±�”�Ì�U  A RR �q  PRT RR �w�†�M�ž�¿�Ó�Ã�”�Ä�z �‡
�h�x  PTR RR �ž�¿�Ó�Ã�”�Ä�w�ˆ�›�î�æ�b�”�‘�O�t
ƒ���p�V�‡�b�{ DHCP �«�å� �ž�ï�Ä�T�’�w�ž�¿�Ó
�Ã�”�Ä�A�{�›	Í	{�V�b�”�‘�O�t
ƒ���b�”�\�q�‹�p�V�‡�b�{

both DHCP �±�”�Ì�U  A �q  PTR �w�†�M�w  DNS �æ�¹�”�µ  �è�¯�”�Å�¢ RR�£�›�ž�¿
�Ó�Ã�”�Ä�b�”�‘�O�t�¦���`�‡�b�{

interface DDNS �ž�¿�Ó�Ã�”�Ä�U�&�;�^�•�”�·�©�á�æ�Â�Ÿ  �ž�Ó�å� �ž�ï�µ  � �ï�»�”
�Ñ�£� �µ�›�¦���`�‡�b�{

override DHCP �±�”�Ì�U  DHCP �«�å� �ž�ï�Ä�A�{�›	Í	{�V�b�”�‘�O�t�¦���`�‡�b�{

srv_ifc_name �\�w�¦�Ó�³�ã�ï�›�&�;�b�”� �ï�»�”�Ñ�£� �µ�›�¦���`�‡�b�{

�¯�Ú�ï�Å  �Þ�”�Å

�Ñ�•� �ž�¢�¥�”�ç  �Þ�”�Å �·�©�á�æ�Â�Ÿ  �¯�ï�Â�©�µ�Ä

�ç�”�Â�¿�Å �•�a �³�ï�¬�ç

�Ú�ç�½

�¯�ï�Â�©�µ�Ä �³�µ�Â�Ü

�¬�é�”�Ì�ç  �¯�ï�Ñ�Ÿ�ª�á�è�”
�³�ã�ï

• — • • —

�æ�æ�”�µ �!�Ë�º�0

7.2(1) �\�w�¯�Ú�ï�Å�U�‹�Ö�^�•�‡�`�h�{
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�« �Í�w�«�p�x�z DDNS �±�”�Ì�U  DHCP �«�å� �ž�ï�Ä�T�’�w�A�{�›	Í	{�V�b�”�q�‰�Ì�t�z A �q  PTR �w
�†�M�w�ž�¿�Ó�Ã�”�Ä�›�î�æ�b�”�‘�O
ƒ���`�‡�b�{

hostname(config)# dhcpd update dns both override

���È�¯�Ú�ï�Å �¯�Ú�ï�Å 
†�Ì

ddns�¢ DDNS �ž�¿�Ó�Ã�”�Ä�M�Ü�Þ�”�Å�£ �^
R�A�ˆ�w  DDNS �M�Ü�t�0�`�o�z DDNS �ž�¿�Ó�Ã�”�Ä
�M�Ü�w�»� �Ó�›�¦���`�‡�b�{

ddns update�¢� �ï�»�”�Ñ�£� �µ  �¯�ï�Ñ�Ÿ
�ª�á�è�”�³�ã�ï  �Þ�”�Å�£

�¼� �Æ�Û�¿�«  DNS�¢ DDNS�£�w�ž�¿�Ó�Ã�”�Ä�M�Ü�›�z
�·�©�á�æ�Â�Ÿ  �ž�Ó�å� �ž�ï�µ  � �ï�»�”�Ñ�£� �µ�‡�h
�x  DDNS �ž�¿�Ó�Ã�”�Ä  �×�µ�Ä�Ê�t���È
Ç�Z�‡�b�{

ddns update method�¢�¬�é�”�Ì�ç  �¯�ï
�Ñ�Ÿ�ª�á�è�”�³�ã�ï  �Þ�”�Å�£

DNS �w�æ�¹�”�µ  �è�¯�”�Å�›�ˆ�$�t�ž�¿�Ó�Ã�”�Ä�b�”
�h�Š�w�M�Ü�›�^
R�`�‡�b�{

dhcp-client update dns DHCP �«�å�   �ž� ï �Ä�U  DHCP �±�” � Ì � t � I �b �ž �¿�Ó
�Ã�”�Ä  �Í�å�Ý�”�»�›
ƒ���`�‡�b�{

interval maximum DDNS �ž�¿�Ó�Ã�”�Ä�M�Ü�t�‘�”�ž�¿�Ó�Ã�”�Ä�¼�æ�w
�7�G���´�›
ƒ���`�‡�b�{
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dhcpd wins
DHCP �«�å� �ž�ï�Ä�;�w  WINS �±�”�Ì�›���[�b�”�t�x�z�¬�é�”�Ì�ç  �¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï  �Þ�”
�Å�p  dhcpd wins �¯�Ú�ï�Å�›�–�;�`�‡�b�{ DHCP �±�”�Ì�T�’  WINS �±�”�Ì�›�_	†�b�”�t�x�z�\�w�¯�Ú
�ï�Å�w  no ���Ü�›�–�;�`�‡�b�{  

dhcpd wins server1 [server2] [interface if_name]

no dhcpd wins [server1 [server2]] [ interface if_name]

�³�ï�»�¿�«�µ�w
†�Ì

�Ã�Ñ�¥�ç�Ä �Ã�Ñ�¥�ç�Ä�w�ˆ�^�•�‹�x�K�“�‡�d�œ�{

�¯�Ú�ï�Å  �Þ�”�Å �Í�w
¯�x�z�\�w�¯�Ú�ï�Å�›�Ö�—�p�V�”�Þ�”�Å�›�Ô�`�o�M�‡�b�{

�¯�Ú�ï�Å�d�º

�–�;	Í�w�̈ � �Å�å� �ï dhcpd wins �¯�Ú�ï�Å�x�z DHCP �«�å� �ž�ï�Ä�;�w  WINS �±�”�Ì�w�ž�Å�è�µ�›�¦���`�‡�b�{ no dhcpd
wins �¯�Ú�ï�Å�x�z�¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï�T�’  WINS �±�”�Ì�w  IP �ž�Å�è�µ�›�_	†�`�‡�b�{

�« �Í�w�«�x�z dhcpd wins �¯�Ú�ï�Å�›�–�;�`�o�z DHCP �«�å� �ž�ï�Ä�t
ù	ô�^�•�h  WINS �±�”�Ì	Ø�C�›
�¦���b�”�M�O�›�Ô�`�o�M�‡�b�{

hostname(config)# dhcpd address 10.0.1.101-10.0.1.110 inside
hostname(config)# dhcpd dns 198.162.1.2 198.162.1.3
hostname(config)# dhcpd wins 198.162.1.4
hostname(config)# dhcpd lease 3000
hostname(config)# dhcpd ping_timeout 1000
hostname(config)# dhcpd domain example.com
hostname(config)# dhcpd enable inside

interface if_name �±�”�Ì�t�0�`�o�Ö�—�`�h�‹�w�&�;�0	Å�q�s�”� �ï�»�”�Ñ�£� �µ�›�¦���`
�‡�b�{� �ï�»�”�Ñ�£� �µ�›�¦���`�s�M	Ô�ù�z�‹�x�b�‚�o�w�±�”�Ì�t�&�;�^
�•�‡�b�{

server1 �Ó�å� �Ú�æ�w  Microsoft NetBIOS �É�”�Ü  �±�”�Ì�¢ WINS �±�”�Ì�£�w  IP �ž�Å
�è�µ�›�¦���`�‡�b�{

server2 �¢�¦�Ó�³�ã�ï�£�E�8�w  Microsoft NetBIOS �É�”�Ü  �±�”�Ì�¢ WINS �±�”�Ì�£�w
IP �ž�Å�è�µ�›�¦���`�‡�b�{  

�¯�Ú�ï�Å  �Þ�”�Å

�Ñ�•� �ž�¢�¥�”�ç  �Þ�”�Å �·�©�á�æ�Â�Ÿ  �¯�ï�Â�©�µ�Ä

�ç�”�Â�¿�Å �•�a �³�ï�¬�ç

�Ú�ç�½

�¯�ï�Â�©�µ�Ä �³�µ�Â�Ü

�¬�é�”�Ì�ç  �¯�ï�Ñ�Ÿ�ª�á�è�”
�³�ã�ï

• • • • —

�æ�æ�”�µ �!�Ë�º�0

�7�� �\�w�¯�Ú�ï�Å�x�7���w�‹�w�p�b�{
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���È�¯�Ú�ï�Å

dhcprelay enable
DHCP �æ�è�”  �¤�”�´�£�ï�Ä�›� �É�”�Ò�ç�t�b�”�t�x�z�¬�é�”�Ì�ç  �¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï  �Þ�”�Å
�p  dhcprelay enable �¯�Ú�ï�Å�›�–�;�`�‡�b�{ DHCP �æ�è�”  �¤�”�´�£�ï�Ä�›�Ã�Ÿ�·�”�Ò�ç�t�b�”�t�x�z
�\�w�¯�Ú�ï�Å�w  no ���Ü�›�–�;�`�‡�b�{ DHCP �æ�è�”  �¤�”�´�£�ï�Ä�›�–�;�b�”�q�z�¦���`�h�·�©�á
�æ�Â�Ÿ �ž�Ó�å� �ž�ï�µ  � �ï�»�”�Ñ�£� �µ�T�’�¦���`�h  DHCP �±�”�Ì�t  DHCP �A�{�›�8
ù�p�V�‡
�b�{

dhcprelay enable interface_name

no dhcprelay enable interface_name

�³�ï�»�¿�«�µ�w
†�Ì

�Ã�Ñ�¥�ç�Ä DHCP �æ�è�”  �¤�”�´�£�ï�Ä�x�Ã�Ÿ�·�”�Ò�ç�t�s�l�o�M�‡�b�{

�¯�Ú�ï�Å  �Þ�”�Å �Í�w
¯�x�z�\�w�¯�Ú�ï�Å�›�Ö�—�p�V�”�Þ�”�Å�›�Ô�`�o�M�‡�b�{

�¯�Ú�ï�Å�d�º

�¯�Ú�ï�Å 
†�Ì

clear configure dhcpd DHCP �±�”�Ì�w
ƒ���›�b�‚�o�_	†�`�‡�b�{

dhcpd address �¦���`�h� �ï�»�”�Ñ�£� �µ	Í�p  DHCP �±�”�Ì�U�–�;�b�”�ž�Å�è�µ
�Ó�”�ç�›�¦���`�‡�b�{

dhcpd dns DHCP �«�å� �ž�ï�Ä�t�0�`�o  DNS �±�”�Ì�›���[�`�‡�b�{

show dhcpd DHCP �w�Ì� �ï�Ã�Ÿ�ï�¬�z �w�-	Ø�C�z �‡�h�x	Ý�6	Ø�C�›
¯�Ô�`�‡�b�{

show running-config dhcpd �q�O�w  DHCP �±�”�Ì  �¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï�›
¯�Ô�`�‡�b�{

interface_name DHCP �æ�è�”  �¤�”�´�£�ï�Ä�U�«�å� �ž�ï�Ä�A�{�›	!�Z�Ö�•�”� �ï�»�”
�Ñ�£� �µ�Ê�p�b�{

�¯�Ú�ï�Å  �Þ�”�Å

�Ñ�•� �ž�¢�¥�”�ç  �Þ�”�Å �·�©�á�æ�Â�Ÿ  �¯�ï�Â�©�µ�Ä

�ç�”�Â�¿�Å �•�a �³�ï�¬�ç

�Ú�ç�½

�¯�ï�Â�©�µ�Ä �³�µ�Â�Ü

�¬�é�”�Ì�ç  �¯�ï�Ñ�Ÿ�ª�á�è�”
�³�ã�ï

• — • • —

�æ�æ�”�µ �!�Ë�º�0

�7�� �\�w�¯�Ú�ï�Å�x�7���w�‹�w�p�b�{
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�–�;	Í�w�̈ � �Å�å� �ï dhcprelay enable interface_name �¯�Ú�ï�Å�t�‘�l�o�·�©�á�æ�Â�Ÿ  �ž�Ó�å� �ž�ï�µ�U  DHCP �æ�è�”
�¤�”�´�£�ï�Ä�›�‰�•�b�”�‘�O�t�b�”�t�x�z dhcprelay server �¯�Ú�ï�Å�U�¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï�t
�b�p�t���O�`�o�M�”
ž�A�U�K�“�‡�b�{�f�w�¯�Ú�ï�Å�U�s�Z�•�y�z�·�©�á�æ�Â�Ÿ  �ž�Ó�å� �ž�ï�µ�x�Í
�t�Ô�b�‘�O�s�¤�å�”  �Ý�¿�·�”�´�›
¯�Ô�`�‡�b�{

DHCPRA: Warning - There are no DHCP servers configured!
No relaying can be done without a server!
Use the 'dhcprelay server <server_ip> <server_interface>' command

�Í�w	Ú�E�<�p�x�z DHCP �æ�è�”�›� �É�”�Ò�ç�t�p�V�‡�d�œ�{

• �‰�a� �ï�»�”�Ñ�£� �µ	Í�p  DHCP �æ�è�”�q  DHCP �æ�è�”  �±�”�Ì�›� �É�”�Ò�ç�t�b�”�\�q�x�p
�V�‡�d�œ�{

• �‰�a� �ï�»�”�Ñ�£� �µ	Í�p  DHCP �æ�è�”�q  DHCP �±�”�Ì�¢ dhcpd enable�£�›� �É�”�Ò�ç�t�b�”
�\�q�x�p�V�‡�d�œ�{

• 1 �m�w�¯�ï�Â�©�µ�Ä�w  DHCP �æ�è�”�›�z DHCP �±�”�Ì�q�‰�Ì�t� �É�”�Ò�ç�t�b�”�\�q�x�p�V�‡
�d�œ�{

• �Ú�ç�½  �¯�ï�Â�©�µ�Ä  �Þ�”�Å�w	Ô�ù�z
ó
:�w�¯�ï�Â�©�µ�Ä�t�‘�“�–�;�^�•�o�M�”� �ï�»�”�Ñ�£
� �µ�¢�ž��  VLAN�£�p  DHCP �æ�è�”�›� �É�”�Ò�ç�t�b�”�\�q�x�p�V�‡�d�œ�{

no dhcprelay enable interface_name �¯�Ú�ï�Å�x�z interface_name �p�¦���^�•�h� �ï�»�”�Ñ�£� �µ�w
DHCP �æ�è�”  �¤�”�´�£�ï�Ä  �¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï�i�Z�›�_	†�`�‡�b�{  

�« �Í�w�«�x�z 10.1.1.1 �q�M�O IP �ž�Å�è�µ�›�Ë�m  DHCP �±�”�Ì�;�w  DHCP �æ�è�”  �¤�”�´�£�ï�Ä�›�·�©�á
�æ�Â�Ÿ �ž�Ó�å� �ž�ï�µ�w�Ž
æ� �ï�»�”�Ñ�£� �µ	Í�t
ƒ���`�z�«�å� �ž�ï�Ä�A�{�›�·�©�á�æ�Â�Ÿ  �ž
�Ó�å� �ž�ï�µ�w�º
æ� �ï�»�”�Ñ�£� �µ	Í�t
ƒ���`�o�z�^�’�t�»� �Ü�ž�¢�Ä�‹�›  90 
µ�t
ƒ���b�”�M
�O�›�Ô�`�o�M�‡�b�{

hostname(config)# dhcprelay server 10.1.1.1 outside
hostname(config)# dhcprelay timeout 90
hostname(config)# dhcprelay enable inside
hostname(config)# show running-config dhcprelay
dhcprelay server 10.1.1.1 outside
dhcprelay enable inside
dhcprelay timeout 90

�Í�w�«�x�z DHCP �æ�è�”  �¤�”�´�£�ï�Ä�›�Ã�Ÿ�·�”�Ò�ç�t�b�”�M�O�›�Ô�`�o�M�‡�b�{

hostname(config)# no dhcprelay enable inside
hostname(config)# show running-config dhcprelay
dhcprelay server 10.1.1.1 outside
dhcprelay timeout 90

���È�¯�Ú�ï�Å �¯�Ú�ï�Å 
†�Ì

clear configure dhcprelay DHCP �æ�è�”  �¤�”�´�£�ï�Ä�w
ƒ���›�b�‚�o�_	†�`�‡�b�{

debug dhcp relay DHCP �æ�è�”  �¤�”�´�£�ï�Ä�t���b�”�Ã�Ì�¿�¬	Ø�C�›
¯�Ô�`�‡
�b�{

dhcprelay server DHCP �æ�è�”  �¤�”�´�£�ï�Ä�U�z DHCP �A�{�w�8
ù
Œ�t�b�”  DHCP
�±�”�Ì�›�¦���`�‡�b�{

dhcprelay setroute DHCP �æ�è�”  �¤�”�´�£�ï�Ä�U�z DHCP � �t�p�Ã�Ñ�¥�ç�Ä  �ç�”�»
�ž�Å�è�µ�q�`�o�–�;�b�”  IP �ž�Å�è�µ�›���[�`�‡�b�{

show running-config dhcprelay �q�O�w  DHCP �æ�è�”  �¤�”�´�£�ï�Ä  �¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï�›

¯�Ô�`�‡�b�{
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dhcprelay server
DHCP �A�{�U�8
ù�^�•�”  DHCP �±�”�Ì�›�¦���b�”�t�x�z�¬�é�”�Ì�ç  �¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï  �Þ�”
�Å�p  dhcpreplay server �¯�Ú�ï�Å�›�–�;�`�‡�b�{ DHCP �æ�è�”  �¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï�T�’  DHCP
�±�”�Ì�›�_	†�b�”�t�x�z�\�w�¯�Ú�ï�Å�w  no ���Ü�›�–�;�`�‡�b�{ DHCP �æ�è�”  �¤�”�´�£�ï�Ä�›�–�;
�b�”�q�z�¦���`�h�·�©�á�æ�Â�Ÿ  �ž�Ó�å� �ž�ï�µ  � �ï�»�”�Ñ�£� �µ�T�’�¦���`�h  DHCP �±�”�Ì�t
DHCP �A�{�›�8
ù�p�V�‡�b�{

dhcprelay server IP_address interface_name

no dhcprelay server IP_address [interface_name]

�³�ï�»�¿�«�µ�w
†�Ì

�Ã�Ñ�¥�ç�Ä �Ã�Ñ�¥�ç�Ä�w�ˆ�^�•�‹�x�K�“�‡�d�œ�{

�¯�Ú�ï�Å  �Þ�”�Å �Í�w
¯�x�z�\�w�¯�Ú�ï�Å�›�Ö�—�p�V�”�Þ�”�Å�›�Ô�`�o�M�‡�b�{

�¯�Ú�ï�Å�d�º

�–�;	Í�w�̈ � �Å�å� �ï � �ï�»�”�Ñ�£� �µ�K�h�“�7�G  4 �m�w DHCP �æ�è�”  �±�”�Ì�›�å�C�p�V�‡�b�{ dhcprelay enable �¯�Ú�ï
�Å�›�Ö�—�b�”
²�t�z 	—�s�X�q�‹  1 �m�w dhcprelay server �¯�Ú�ï�Å�›�·�©�á�æ�Â�Ÿ  �ž�Ó�å� �ž�ï�µ  �¯
�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï�t�å�C�b�”
ž�A�U�K�“�‡�b�{ DHCP �æ�è�”  �±�”�Ì�U
ƒ���^�•�o�M�”� �ï�»�”
�Ñ�£� �µ	Í�t�z DHCP �«�å� �ž�ï�Ä�›
ƒ���b�”�\�q�x�p�V�‡�d�œ�{

dhcprelay server �¯�Ú�ï�Å�x�z�¦���`�h� �ï�»�”�Ñ�£� �µ	Í�p  UDP �Ù�”�Ä  67 �›�‰�V�z dhcprelay
enable �¯�Ú�ï�Å�U�¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï�t�å�C�^�•�”�q�b�Y�t  DHCP �æ�è�”  �»�µ�«�›�‰�•�`�‡
�b�{  

no dhcprelay server IP_address [interface_name] �¯�Ú�ï�Å�›�–�;�b�”�q�z� �ï�»�”�Ñ�£� �µ�x  DHCP
�Í�­�¿�Ä�w�f�w�±�”�Ì�•�w�8
ù�›���­�`�‡�b�{  

no dhcprelay server IP_address [interface_name] �¯�Ú�ï�Å�›�–�;�b�”�q�z IP_address [interface_name]
�p�¦���^�•�h  DHCP �±�”�Ì�;�w  DHCP �æ�è�”  �¤�”�´�£�ï�Ä  �¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï�i�Z�U�_	†�^
�•�‡�b�{

interface_name DHCP �±�”�Ì�U	×�±�b�”�·�©�á�æ�Â�Ÿ  �ž�Ó�å� �ž�ï�µ  � �ï�»�”�Ñ�£� �µ
�Ê�p�b�{

IP_address DHCP �æ�è�”  �¤�”�´�£�ï�Ä�U�«�å� �ž�ï�Ä  DHCP �A�{�›�8
ù�b�”  DHCP
�±�”�Ì�w  IP �ž�Å�è�µ�p�b�{

�¯�Ú�ï�Å  �Þ�”�Å

�Ñ�•� �ž�¢�¥�”�ç  �Þ�”�Å �·�©�á�æ�Â�Ÿ  �¯�ï�Â�©�µ�Ä

�ç�”�Â�¿�Å �•�a �³�ï�¬�ç

�Ú�ç�½

�¯�ï�Â�©�µ�Ä �³�µ�Â�Ü

�¬�é�”�Ì�ç  �¯�ï�Ñ�Ÿ�ª�á�è�”
�³�ã�ï

• — • • —

�æ�æ�”�µ �!�Ë�º�0

�7�� �\�w�¯�Ú�ï�Å�x�7���w�‹�w�p�b�{
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�« �Í�w�«�x�z 10.1.1.1 �q�M�O IP �ž�Å�è�µ�›�Ë�m  DHCP �±�”�Ì�;�w  DHCP �æ�è�”  �¤�”�´�£�ï�Ä�›�·�©�á
�æ�Â�Ÿ �ž�Ó�å� �ž�ï�µ�w�Ž
æ� �ï�»�”�Ñ�£� �µ	Í�t
ƒ���`�z�«�å� �ž�ï�Ä�A�{�›�·�©�á�æ�Â�Ÿ  �ž
�Ó�å� �ž�ï�µ�w�º
æ� �ï�»�”�Ñ�£� �µ	Í�t
ƒ���`�o�z�^�’�t�»� �Ü�ž�¢�Ä�‹�›  90 
µ�t
ƒ���b�”�M
�O�›�Ô�`�o�M�‡�b�{

hostname(config)# dhcprelay server 10.1.1.1 outside
hostname(config)# dhcprelay timeout 90
hostname(config)# dhcprelay enable inside
hostname(config)# show running-config dhcprelay
dhcprelay server 10.1.1.1 outside
dhcprelay enable inside
dhcprelay timeout 90

���È�¯�Ú�ï�Å �¯�Ú�ï�Å 
†�Ì

clear configure dhcprelay DHCP �æ�è�”  �¤�”�´�£�ï�Ä�w
ƒ���›�b�‚�o�_	†�`�‡�b�{

dhcprelay enable �¦���`�h� �ï�»�”�Ñ�£� �µ	Í�p�z DHCP �æ�è�”  �¤�”�´�£�ï�Ä
�›� �É�”�Ò�ç�t�`�‡�b�{

dhcprelay setroute DHCP �æ�è�”  �¤�”�´�£�ï�Ä�U�z DHCP � �t�p�Ã�Ñ�¥�ç�Ä  �ç�”
�»  �ž�Å�è�µ�q�`�o�–�;�b�”  IP �ž�Å�è�µ�›���[�`�‡�b�{

dhcprelay timeout DHCP �æ�è�”  �¤�”�´�£�ï�Ä�w�»� �Ü�ž�¢�Ä�‹�›�¦���`�‡�b�{

show running-config dhcprelay �q�O�w  DHCP �æ�è�”  �¤�”�´�£�ï�Ä  �¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï�›

¯�Ô�`�‡�b�{
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dhcprelay setroute
DHCP � �t�t�Ã�Ñ�¥�ç�Ä  �®�”�Ä�¢�£�   �ž�Å�è�µ�›
ƒ���b�”�t�x�z�¬�é�”�Ì�ç  �¯�ï�Ñ�Ÿ�ª�á�è�”
�³�ã�ï  �Þ�”�Å�p  dhcprelay setroute �¯�Ú�ï�Å�›�–�;�`�‡�b�{�Ã�Ñ�¥�ç�Ä  �ç�”�»�›�_	†�b�”�t�x�z�\
�w�¯�Ú�ï�Å�w  no ���Ü�›�–�;�`�‡�b�{�\�w�¯�Ú�ï�Å�›�–�;�b�”�q�z DHCP � �t�w�Ã�Ñ�¥�ç�Ä  IP �ž�Å
�è�µ�x�z�¦���^�•�h�·�©�á�æ�Â�Ÿ  �ž�Ó�å� �ž�ï�µ  � �ï�»�”�Ñ�£� �µ�w�ž�Å�è�µ�t�”�V�õ�Q�’�•�‡
�b�{

dhcprelay setroute interface

no dhcprelay setroute interface

�³�ï�»�¿�«�µ�w
†�Ì

�Ã�Ñ�¥�ç�Ä �Ã�Ñ�¥�ç�Ä�w�ˆ�^�•�‹�x�K�“�‡�d�œ�{

�¯�Ú�ï�Å  �Þ�”�Å �Í�w
¯�x�z�\�w�¯�Ú�ï�Å�›�Ö�—�p�V�”�Þ�”�Å�›�Ô�`�o�M�‡�b�{

�¯�Ú�ï�Å�d�º

�–�;	Í�w�̈ � �Å�å� �ï dhcprelay setroute interface �¯�Ú�ï�Å�›�–�;�b�”�q�z DHCP �æ�è�”  �¤�”�´�£�ï�Ä�U�7	s�w�Ã�Ñ�¥�ç�Ä
�ç�”�»  �ž�Å�è�µ�¢ DHCP �±�”�Ì�T�’
ù	ô�^�•�”�Í�­�¿�Ä�º�t�K�”�£�›  interface �w�ž�Å�è�µ�t�!�Ë�b
�”�‘�O�t
ƒ���p�V�‡�b�{  

�Í�­�¿�Ä�º�t�Ã�Ñ�¥�ç�Ä�w�ç�”�»  �¦�Ó�³�ã�ï�U�s�Z�•�y�z�·�©�á�æ�Â�Ÿ  �ž�Ó�å� �ž�ï�µ�x�z
interface �ž�Å�è�µ�›���œ�p�M�”�Ã�Ñ�¥�ç�Ä  �ç�”�»�›�å�C�`�‡�b�{�f�w�A�L�z�«�å� �ž�ï�Ä�x�×
ü�w
�Ã�Ñ�¥�ç�Ä  �ç�”�Ä�U�·�©�á�æ�Â�Ÿ  �ž�Ó�å� �ž�ï�µ�t�²�T�O�‘�O�t
ƒ���p�V�‡�b�{

dhcprelay setroute interface �¯�Ú�ï�Å�›
ƒ���`�s�M	Ô�ù �¢�T�m�Í�­�¿�Ä�º�t�Ã�Ñ�¥�ç�Ä�w�ç�”�»  �¦�Ó
�³�ã�ï�U�K�”	Ô�ù�£ �z�Í�­�¿�Ä�x�z�ç�”�»  �ž�Å�è�µ�U�!�Ë�^�•�s�M�‡�‡�·�©�á�æ�Â�Ÿ  �ž�Ó�å� �ž�ï
�µ�›�è�a�`�‡�b�{

interface �7	s�w�Ã�Ñ�¥�ç�Ä  IP �ž�Å�è�µ�¢ DHCP �±�”�Ì�T�’
ù	ô�^�•�”�Í�­�¿�Ä�º
�t�K�”�£�›  interface �w�ž�Å�è�µ�t�!�Ë�b�”�‘�O�t  DHCP �æ�è�”  �¤�”�´�£
�ï�Ä�›
ƒ���`�‡�b�{

�¯�Ú�ï�Å  �Þ�”�Å

�Ñ�•� �ž�¢�¥�”�ç  �Þ�”�Å �·�©�á�æ�Â�Ÿ  �¯�ï�Â�©�µ�Ä

�ç�”�Â�¿�Å �•�a �³�ï�¬�ç

�Ú�ç�½

�¯�ï�Â�©�µ�Ä �³�µ�Â�Ü

�¬�é�”�Ì�ç  �¯�ï�Ñ�Ÿ�ª�á�è�”
�³�ã�ï

• — • • —

�æ�æ�”�µ �!�Ë�º�0

�7�� �\�w�¯�Ú�ï�Å�x�7���w�‹�w�p�b�{
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�« �Í�w�«�x�z dhcprelay setroute �¯�Ú�ï�Å�›�–�;�`�o�z DHCP � �t�w�Ã�Ñ�¥�ç�Ä  �®�”�Ä�¢�£� �›�Ž
æ
DHCP �±�”�Ì�T�’�·�©�á�æ�Â�Ÿ  �ž�Ó�å� �ž�ï�µ�w�º
æ� �ï�»�”�Ñ�£� �µ�t
ƒ���b�”�M�O�›�Ô�`�o
�M�‡�b�{

hostname(config)# dhcprelay server 10.1.1.1 outside
hostname(config)# dhcprelay timeout 90
hostname(config)# dhcprelay setroute inside
hostname(config)# dhcprelay enable inside

���È�¯�Ú�ï�Å �¯�Ú�ï�Å 
†�Ì

clear configure dhcprelay DHCP �æ�è�”  �¤�”�´�£�ï�Ä�w
ƒ���›�b�‚�o�_	†�`�‡�b�{

dhcprelay enable �¦���`�h� �ï�»�”�Ñ�£� �µ	Í�p�z DHCP �æ�è�”  �¤�”�´�£�ï�Ä
�›� �É�”�Ò�ç�t�`�‡�b�{

dhcprelay server DHCP �æ�è�”  �¤�”�´�£�ï�Ä�U�z DHCP �A�{�w�8
ù
Œ�t�b�”
DHCP �±�”�Ì�›�¦���`�‡�b�{

dhcprelay timeout DHCP �æ�è�”  �¤�”�´�£�ï�Ä�w�»� �Ü�ž�¢�Ä�‹�›�¦���`�‡�b�{

show running-config dhcprelay �q�O�w  DHCP �æ�è�”  �¤�”�´�£�ï�Ä  �¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï�›

¯�Ô�`�‡�b�{
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dhcprelay timeout
DHCP �æ�è�”  �¤�”�´�£�ï�Ä�w�»� �Ü�ž�¢�Ä�‹�›
ƒ���b�”�t�x�z�¬�é�”�Ì�ç  �¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã
�ï  �Þ�”�Å�p  dhcprelay timeout �¯�Ú�ï�Å�›�–�;�`�‡�b�{�»� �Ü�ž�¢�Ä�‹�›�Ã�Ñ�¥�ç�Ä�‹�t�í�b�t�x�z
�\�w�¯�Ú�ï�Å�w  no ���Ü�›�–�;�`�‡�b�{  

dhcprelay timeout seconds

no dhcprelay timeout

�³�ï�»�¿�«�µ�w
†�Ì

�Ã�Ñ�¥�ç�Ä dhcprelay �»� �Ü�ž�¢�Ä�w�Ã�Ñ�¥�ç�Ä�‹�x  60 
µ�p�b�{

�¯�Ú�ï�Å  �Þ�”�Å �Í�w
¯�x�z�\�w�¯�Ú�ï�Å�›�Ö�—�p�V�”�Þ�”�Å�›�Ô�`�o�M�‡�b�{

�¯�Ú�ï�Å�d�º

�–�;	Í�w�̈ � �Å�å� �ï dhcprelay timeout �¯�Ú�ï�Å�x�z DHCP �±�”�Ì�T�’�w� �t�U�æ�è�”  �Ì� �ï�Ã�Ÿ�ï�¬�Ï���›�è�`�o
DHCP �«�å� �ž�ï�Ä�t
��‰�\�q�U�•�^�•�o�M�”�Ì���›
µ�o�•�p
ƒ���`�‡�b�{

�« �Í�w�«�x�z 10.1.1.1 �q�M�O IP �ž�Å�è�µ�›�Ë�m  DHCP �±�”�Ì�;�w  DHCP �æ�è�”  �¤�”�´�£�ï�Ä�›�·�©�á
�æ�Â�Ÿ �ž�Ó�å� �ž�ï�µ�w�Ž
æ� �ï�»�”�Ñ�£� �µ	Í�t
ƒ���`�z�«�å� �ž�ï�Ä�A�{�›�·�©�á�æ�Â�Ÿ  �ž
�Ó�å� �ž�ï�µ�w�º
æ� �ï�»�”�Ñ�£� �µ	Í�t
ƒ���`�o�z�^�’�t�»� �Ü�ž�¢�Ä�‹�›  90 
µ�t
ƒ���b�”�M
�O�›�Ô�`�o�M�‡�b�{

hostname(config)# dhcprelay server 10.1.1.1 outside
hostname(config)# dhcprelay timeout 90
hostname(config)# dhcprelay enable inside
hostname(config)# show running-config dhcprelay
dhcprelay server 10.1.1.1 outside
dhcprelay enable inside
dhcprelay timeout 90

seconds DHCP �æ�è�”  �ž�Å�è�µ  �É�°�³�¤�”�³�ã�ï�;�t�•�D�^�•�o�M�”�Ì�� �¢
µ�£ �›
�¦���`�‡�b�{

�¯�Ú�ï�Å  �Þ�”�Å

�Ñ�•� �ž�¢�¥�”�ç  �Þ�”�Å �·�©�á�æ�Â�Ÿ  �¯�ï�Â�©�µ�Ä

�ç�”�Â�¿�Å �•�a �³�ï�¬�ç

�Ú�ç�½

�¯�ï�Â�©�µ�Ä �³�µ�Â�Ü

�¬�é�”�Ì�ç  �¯�ï�Ñ�Ÿ�ª�á�è�”
�³�ã�ï

• — • • —

�æ�æ�”�µ �!�Ë�º�0

�7�� �\�w�¯�Ú�ï�Å�x�7���w�‹�w�p�b�{
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���È�¯�Ú�ï�Å

dialog
WebVPN �â�”�²�t
¯�Ô�b�”�¼� �ž�é�¬  �Ý�¿�·�”�´�›�§�µ�»�Ú� �¶�b�”�t�x�z webvpn �§�µ�»�Ú� 
�¸�”�³�ã�ï  �Þ�”�Å�p  dialog �¯�Ú�ï�Å�›�–�;�`�‡�b�{

dialog { title  | message | border} style value

[no] dialog { title  | message | border} style value

�\�w�¯�Ú�ï�Å�›�¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï�T�’�_	†�`�z�‹�U�'	•�^�•�”�‘�O�t�b�”�t�x�z�\�w�¯�Ú�ï
�Å�w no ���Ü�›�–�;�`�‡�b�{

�³�ï�»�¿�«�µ�w
†�Ì

�Ã�Ñ�¥�ç�Ä �Ã�Ñ�¥�ç�Ä�w�»� �Ä�ç�w�µ�»� �ç�x  background-color:#669999;color:white �p�b�{

�Ã�Ñ�¥�ç�Ä�w�Ý�¿�·�”�´�w�µ�»� �ç�x  background-color:#99CCCC;color:black �p�b�{

�Ã�Ñ�¥�ç�Ä�w�¥�„
¢�w�µ�»� �ç�x  border:1px solid black;border-collapse:collapse �p�b�{

�¯�Ú�ï�Å  �Þ�”�Å �Í�w
¯�x�z�\�w�¯�Ú�ï�Å�›�Ö�—�p�V�”�Þ�”�Å�›�Ô�`�o�M�‡�b�{

�¯�Ú�ï�Å 
†�Ì

clear configure dhcprelay DHCP �æ�è�”  �¤�”�´�£�ï�Ä�w
ƒ���›�b�‚�o�_	†�`�‡�b�{

dhcprelay enable �¦���`�h� �ï�»�”�Ñ�£� �µ	Í�p�z DHCP �æ�è�”  �¤�”�´�£�ï�Ä�›
� �É�”�Ò�ç�t�`�‡�b�{

dhcprelay server DHCP �æ�è�”  �¤�”�´�£�ï�Ä�U�z DHCP �A�{�w�8
ù
Œ�t�b�”
DHCP �±�”�Ì�›�¦���`�‡�b�{

dhcprelay setroute DHCP �æ�è�”  �¤�”�´�£�ï�Ä�U�z DHCP � �t�p�Ã�Ñ�¥�ç�Ä  �ç�”
�»  �ž�Å�è�µ�q�`�o�–�;�b�”  IP �ž�Å�è�µ�›���[�`�‡�b�{

show running-config dhcprelay �q�O�w  DHCP �æ�è�”  �¤�”�´�£�ï�Ä  �¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï�›

¯�Ô�`�‡�b�{

title �»� �Ä�ç�›�!�Ë�b�”�\�q�›�¦���`�‡�b�{

message �Ý�¿�·�”�´�›�!�Ë�b�”�\�q�›�¦���`�‡�b�{

border �¥�„�›�!�Ë�b�”�\�q�›�¦���`�‡�b�{

style �µ�»� �ç�›�!�Ë�b�”�\�q�›�¦���`�‡�b�{

value �î�M�t
¯�Ô�b�”�Â�©�µ�Ä�¢�7�G  256 ���È�£�z�‡�h�x  Cascading Style Sheet
�¢ CSS�£�Í�å�Ý�”�»�¢�7�G  256 ���È�£�p�b�{

�¯�Ú�ï�Å  �Þ�”�Å

�Ñ�•� �ž�¢�¥�”�ç  �Þ�”�Å �·�©�á�æ�Â�Ÿ  �¯�ï�Â�©�µ�Ä

�ç�”�Â�¿�Å �•�a �³�ï�¬�ç

�Ú�ç�½

�¯�ï�Â�©�µ�Ä �³�µ�Â�Ü

Webvpn �§�µ�»�Ú�  �¸ �” �³ �ã
�ï

• — • — —
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�¯�Ú�ï�Å�d�º

�–�;	Í�w�̈ � �Å�å� �ï style �¦�Ó�³�ã�ï�x�z���®�s  Cascading Style Sheet�¢ CSS�£�Í�å�Ý�”�»�q�`�o
¯�q�^�•�‡�b�{�\�w�Í�å
�Ý�” �»�w
†� Ì �x�z� \ �w�Ú�Ç�á�ž�ç �p�x 	 � � “ � { �M�‡�d�œ�{ CSS � Í �å �Ý�” �»�w	Ä� I � t �m�M�o�x�z
World Wide Web Consortium�¢ W3C�£�w  Web �±� �Ä  www.w3.org �w CSS �“�7�›�€	°�`�o�X�i�^�M�{

�° CSS 2.1 Specification�±�w�® Appendix F�̄ �t�x�z CSS �Í�å�Ý�”�»�w�–�M�•�b�M�æ�µ�Ä�U�K�“�‡�b�{�\
�w
Ç�å�x  www.w3.org/TR/CSS21/propidx.html �p�Ö	��D�ó�p�b�{

�\�\�p�x�z WebVPN �Ö�”�´�t�0�b�”�!�Ë�p�7�‹�‘�X�æ�˜�•�”�Ö�”�´�w
�	í�›�!�Ë�b�”�h�Š�w�Î�ï�Ä
�›	º�p�`�‡�b�{

• �§�ï�Ú�à
~�“�w  RGB �‹�z HTML �w	í�‹�z�‡�h�x	í�w�Ê
²�¢ HTML �p�Ý�Ý�^�•�”	Ô�ù�£�›�–�;
�p�V�‡�b�{  

• RGB ���Ü�x  0,0,0 �p�z�¤	í�¢
z�z�˜�z
h�£�t�m�M�o  0 �™ 255 �w
c�“�p  10 
��‹�›�Ö�—�`�‡�b�{�\
�w�§�ï�Ú�à
~�“�w�¤�ï�Ä�æ�x�z���w  2 	í�q���ù�b�”�¤	í�w�K�S�w�è�Õ�ç�›�Ô�`�o�M�‡�b�{

• HTML ���Ü�x  #000000 �p�z 16 
����Ü�w  6 �;�w
:�‹�p�b�{
Œ�„�q  2 
j�è�x
z�›�z 3 
j�è�q  4 
j�è
�x�˜�›�z 5 
j�è�q  6 
j�è�x
h�›
¯�`�o�M�‡�b�{

�¢�«�£ WebVPN �Ö�”�´�›���o�t�§�µ�»�Ú� �¶�b�”�t�x�z ASDM �›�–�;�b�”�\�q�›�S�ç�Š�`�‡�b�{ ASDM
�t�x�z	í�_�Š�•�Ó�è�Ï�á�”�;�ó�s�r�z�µ�»� �ç�w�A
É�›
ƒ���b�”�w�t�(�b�s�;�ó�U�K�“�‡�b�{

�« �Í�w�«�p�x�z�¼� �ž�é�¬  �Ý�¿�·�”�´�w���È
¯�Ô	í�›
h	í�t�!�Ë�b�”�‘�O�t�§�µ�»�Ú� �¶�`�o�M�‡
�b�{

F1-asa1(config)# webvpn
F1-asa1(config-webvpn)# customization cisco
F1-asa1(config-webvpn-custom)# dialog message style color:blue

���È�¯�Ú�ï�Å

�æ�æ�”�µ �!�Ë�º�0

7.1(1) �\�w�¯�Ú�ï�Å�U�‹�Ö�^�•�‡�`�h�{

�¯�Ú�ï�Å 
†�Ì

application-access WebVPN �×�”�Ü�Ö�”�´�w  Application Access �Ø�¿�«�µ�›�§�µ�»�Ú� �¶�`
�‡�b�{

browse-networks WebVPN �×�”�Ü�Ö�”�´�w  Browse Networks �Ø�¿�«�µ�›�§�µ�»�Ú� �¶�`
�‡�b�{

web-bookmarks WebVPN �×�”�Ü�Ö�”�´�w  Web Bookmarks �»� �Ä�ç�‡�h�x�æ�ï�«�›�§�µ
�»�Ú� �¶�`�‡�b�{

file-bookmarks WebVPN �×�”�Ü�Ö�”�´�w  File Bookmarks �»� �Ä�ç�‡�h�x�æ�ï�«�›�§�µ
�»�Ú� �¶�`�‡�b�{
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dir
�Ã�Ÿ�è�«�Ä�æ�w�º�0�›
¯�Ô�b�”�t�x�z�›�V  EXEC �Þ�”�Å�p  dir  �¯�Ú�ï�Å�›�–�;�`�‡�b�{

dir [/all] [all-filesystems] [ /recursive] [flash: | system:] [path] 

�³�ï�»�¿�«�µ�w
†�Ì

�Ã�Ñ�¥�ç�Ä �Ã�Ÿ�è�«�Ä�æ�›�¦���`�s�M	Ô�ù�w�Ã�Ñ�¥�ç�Ä�w�Ã�Ÿ�è�«�Ä�æ�x�z�q�O�w�^�À�Ã�Ÿ�è�«�Ä�æ�p�b�{

�¯�Ú�ï�Å  �Þ�”�Å �Í�w
¯�x�z�\�w�¯�Ú�ï�Å�›�Ö�—�p�V�”�Þ�”�Å�›�Ô�`�o�M�‡�b�{

�¯�Ú�ï�Å�d�º

�–�;	Í�w�̈ � �Å�å� �ï �©�”�ë�”�Å�‡�h�x�¾
:�w�s�M  dir  �¯�Ú�ï�Å�x�z�q�O�w�Ã�Ÿ�è�«�Ä�æ�w�º�0�›
¯�Ô�`�‡�b�{  

�« �Í�w�«�x�z�Ã�Ÿ�è�«�Ä�æ�w�º�0�›
¯�Ô�b�”�M�O�›�Ô�`�o�M�‡�b�{

hostname# dir
Directory of disk0:/

1      -rw-  1519        10:03:50 Jul 14 2003    my_context.cfg
2      -rw-  1516        10:04:02 Jul 14 2003    my_context.cfg
3      -rw-  1516        10:01:34 Jul 14 2003    admin.cfg
60985344 bytes total (60973056 bytes free)

�Í�w�«�x�z�Ñ�•� �ç  �³�µ�Â�Ü
¶�.�w�º�0�›�6�<�$�t
¯�Ô�b�”�M�O�›�Ô�`�o�M�‡�b�{

hostname# dir /recursive disk0:
Directory of disk0:/*
1      -rw-  1519        10:03:50 Jul 14 2003    my_context.cfg
2      -rw-  1516        10:04:02 Jul 14 2003    my_context.cfg
3      -rw-  1516        10:01:34 Jul 14 2003    admin.cfg
60985344 bytes total (60973056 bytes free)

/all �¢�¦�Ó�³�ã�ï�£�b�‚�o�w�Ñ�•� �ç�›
¯�Ô�`�‡�b�{

all-filesystems �¢�¦�Ó�³�ã�ï�£�b�‚�o�w�Ñ�•� �ç  �³�µ�Â�Ü�w�Ñ�•� �ç�›
¯�Ô�`�‡�b�{

/recursive �¢�¦�Ó�³�ã�ï�£�Ã�Ÿ�è�«�Ä�æ�w�º�0�›�6�<�$�t
¯�Ô�`�‡�b�{

system: �¢�¦�Ó�³�ã�ï�£�Ñ�•� �ç  �³�µ�Â�Ü�w�Ã�Ÿ�è�«�Ä�æ�w�º�0�›
¯�Ô�`�‡�b�{

flash: �¢�¦�Ó�³�ã�ï�£�Ã�Ñ�¥�ç�Ä  �Ñ�å�¿�³�á  �Í�”�Â�Ÿ�³�ã�ï�w�Ã�Ÿ�è�«�Ä�æ�w�º
�0�›
¯�Ô�`�‡�b�{

path �¢�¦�Ó�³�ã�ï�£�›���w�Í�µ�›�¦���`�‡�b�{

�¯�Ú�ï�Å  �Þ�”�Å

�Ñ�•� �ž�¢�¥�”�ç  �Þ�”�Å �·�©�á�æ�Â�Ÿ  �¯�ï�Â�©�µ�Ä

�ç�”�Â�¿�Å �•�a �³�ï�¬�ç

�Ú�ç�½

�¯�ï�Â�©�µ�Ä �³�µ�Â�Ü

�›�V  EXEC • • • — •

�æ�æ�”�µ �!�Ë�º�0

7.0(1) �\�w�¯�Ú�ï�Å�U�‹�Ö�^�•�‡�`�h�{



�H 11 	·       default �¯�Ú�ï�Å�™  duplex �¯�Ú�ï�Å
  disable

11-54
Cisco �·�©�á�æ�Â�Ÿ  �ž�Ó�å� �ž�ï�µ  �¯�Ú�ï�Å  �æ�Ñ�•�è�ï�µ

OL-10086-02-J

���È�¯�Ú�ï�Å

disable
�›�V  EXEC �Þ�”�Å�›	4�ƒ�`�o�â�”�²  EXEC �Þ�”�Å�t�í�”�t�x�z�›�V  EXEC �Þ�”�Å�p  disable �¯�Ú�ï
�Å�›�–�;�`�‡�b�{

disable

�³�ï�»�¿�«�µ�w
†�Ì �\�w�¯�Ú�ï�Å�t�x�z�¾
:�‹�©�”�ë�”�Å�‹�K�“�‡�d�œ�{

�Ã�Ñ�¥�ç�Ä �Ã�Ñ�¥�ç�Ä�w�ˆ�^�•�‹�x�K�“�‡�d�œ�{

�¯�Ú�ï�Å  �Þ�”�Å �Í�w
¯�x�z�\�w�¯�Ú�ï�Å�›�Ö�—�p�V�”�Þ�”�Å�›�Ô�`�o�M�‡�b�{

�¯�Ú�ï�Å�d�º

�–�;	Í�w�̈ � �Å�å� �ï enable �¯�Ú�ï�Å�›�–�;�`�o�z�›�V�Þ�”�Å�t�Ö�“�‡�b�{ disable �¯�Ú�ï�Å�x�z�›�V�Þ�”�Å�›	4�ƒ�`�o�z
�â�”�²  �Þ�”�Å�t�í�“�‡�b�{

�« �Í�w�«�x�z�›�V�Þ�”�Å�t�Ö�”�M�O�›�Ô�`�o�M�‡�b�{

hostname> enable
hostname#

�Í�w�«�x�z�›�V�Þ�”�Å�›	4�ƒ�b�”�M�O�›�Ô�`�o�M�‡�b�{

hostname# disable
hostname>

���È�¯�Ú�ï�Å

�¯�Ú�ï�Å 
†�Ì

cd �q�O�w�^�À�Ã�Ÿ�è�«�Ä�æ�T�’�z�¦���`�h�Ã�Ÿ�è�«�Ä�æ�t� �ˆ�`�‡�b�{

pwd �q�O�w�^�À�Ã�Ÿ�è�«�Ä�æ�›
¯�Ô�`�‡�b�{

mkdir �Ã�Ÿ�è�«�Ä�æ�›�^
R�`�‡�b�{

rmdir �Ã�Ÿ�è�«�Ä�æ�›�_	†�`�‡�b�{

�¯�Ú�ï�Å  �Þ�”�Å

�Ñ�•� �ž�¢�¥�”�ç  �Þ�”�Å �·�©�á�æ�Â�Ÿ  �¯�ï�Â�©�µ�Ä

�ç�”�Â�¿�Å �•�a �³�ï�¬�ç

�Ú�ç�½

�¯�ï�Â�©�µ�Ä �³�µ�Â�Ü

�›�V  EXEC • • • • •

�æ�æ�”�µ �!�Ë�º�0

�7�� �\�w�¯�Ú�ï�Å�x�7���w�‹�w�p�b�{

�¯�Ú�ï�Å 
†�Ì

enable �›�V  EXEC �Þ�”�Å�›� �É�”�Ò�ç�t�`�‡�b�{  
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disable�¢�©�ß�¿�³�á�£
WebVPN �t�0�b�”�©�ß�¿�³�ï�¬�›�Ã�Ÿ�·�”�Ò�ç�t�b�”�t�x�z�©�ß�¿�³�á  �Þ�”�Å�p  disable �¯�Ú�ï�Å
�›�–�;�`�‡�b�{�©�ß�¿�³�ï�¬�›�6�S� �É�”�Ò�ç�t�b�”�t�x�z�\�w�¯�Ú�ï�Å�w  no ���Ü�›�–�;�`�‡�b�{

disable

no disable

�Ã�Ñ�¥�ç�Ä �©�ß�¿�³�ï�¬�x�z �¤�©�ß�¿�³�á  �ž�Ä�æ�Ï�á�”�Ä�t�0�b�”�Ã�Ñ�¥�ç�Ä�w
ƒ���p� �É�”�Ò�ç�t�s�l�o�M
�‡�b�{

�¯�Ú�ï�Å  �Þ�”�Å �Í�w
¯�x�z�\�w�¯�Ú�ï�Å�›�Ö�—�p�V�”�Þ�”�Å�›�Ô�`�o�M�‡�b�{

�¯�Ú�ï�Å�d�º

�–�;	Í�w�̈ � �Å�å� �ï �©�ß�¿�³�ï�¬�x
Ã
_�t�6�b�;�^�•�”�¦�Ò�´�£�«�Ä�›�³�µ�Â�Ü  �©�ß�¿�³�á�t�-���`�‡�b�{ �©�ß�¿�³�á
�t�-���`�o�S�X�\�q�t�‘�“�z�æ�å� �Ä�•�¯�ï�Â�ï�À�w�y	V�›���“�&�`�î�æ�b�”
ž�A�U	—�s�X�s�“�‡
�b�{ WebVPN �q�æ�Þ�”�Ä  �±�”�Ì�w���S�‘�|  WebVPN �q�¤�ï�Å�â�”�²�w�Ò�å�¢�²�q�w���w�†�M�p�Ä
�å�Ñ�Ÿ�¿�«�›�_�n�`�‡�b�{�f�w�A�L�z���X�w�ž�Ó�æ�­�”�³�ã�ï�U�^�’�t�®�p�‘�X�î�æ�^�•�‡�b�{

�« �Í�w�«�x�z�©�ß�¿�³�ï�¬�›�Ã�Ÿ�·�”�Ò�ç�t�b�”�M�O�q�z�f�•�›�6�S� �É�”�Ò�ç�t�b�”�M�O�›�Ô�`�o
�M�‡�b�{

hostname(config)#  webvpn
hostname(config-webvpn)# cache
hostname(config-webvpn-cache)# disable
hostname(config-webvpn-cache)# no disable
hostname(config-webvpn-cache)#

���È�¯�Ú�ï�Å

�¯�Ú�ï�Å  �Þ�”�Å

�Ñ�•� �ž�¢�¥�”�ç  �Þ�”�Å �·�©�á�æ�Â�Ÿ  �¯�ï�Â�©�µ�Ä

�ç�”�Â�¿�Å �•�a �³�ï�¬�ç

�Ú�ç�½

�¯�ï�Â�©�µ�Ä �³�µ�Â�Ü

�©�ß�¿�³�á  �Þ�”�Å • — • — —

�æ�æ�”�µ �!�Ë�º�0

7.1(1) �\�w�¯�Ú�ï�Å�U�‹�Ö�^�•�‡�`�h�{

�¯�Ú�ï�Å 
†�Ì

cache WebVPN �©�ß�¿�³�á  �Þ�”�Å�t�Ö�“�‡�b�{

cache-compressed WebVPN �©�ß�¿�³�á�w�y	V�›
ƒ���`�‡�b�{

expiry-time �¦�Ò�´�£�«�Ä�›�6�U	Â�d�c�t�©�ß�¿�³�á�b�”���®�8�v�›
ƒ���`�‡�b�{

lmfactor �7	4�!�Ë�Ì���w�»� �Ü�µ�»�ï�Ó�i�Z�›�Ë�m�¦�Ò�´�£�«�Ä�w�©�ß�¿�³�ï�¬
�t���b�”�6�¬�Ý�Ù�æ�³�”�›
ƒ���`�‡�b�{

max-object-size �©�ß�¿�³�á�b�”�¦�Ò�´�£�«�Ä�w�7�G�±� �¶�›���[�`�‡�b�{

min-object-size �©�ß�¿�³�á�b�”�¦�Ò�´�£�«�Ä�w�7	–�±� �¶�›���[�`�‡�b�{
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distance ospf
�ç�”�Ä  �»� �Ó�t�,�n�M�o  OSPF �ç�”�Ä�w���g�Ã�Ÿ�µ�»�ï�µ�›���[�b�”�t�x�z�ç�”�»  �¯�ï�Ñ�Ÿ�ª�á
�è�”�³�ã�ï  �Þ�”�Å�p  distance ospf �¯�Ú�ï�Å�›�–�;�`�‡�b�{�Ã�Ñ�¥�ç�Ä�‹�t�í�b�t�x�z�\�w�¯�Ú�ï�Å
�w no ���Ü�›�–�;�`�‡�b�{

distance ospf [intra-area d1] [inter-area d2] [external d3]

no distance ospf

�³�ï�»�¿�«�µ�w
†�Ì

�Ã�Ñ�¥�ç�Ä d1�z d2�z�S�‘�|  d3 �w�Ã�Ñ�¥�ç�Ä�‹�x  110 �p�b�{

�¯�Ú�ï�Å  �Þ�”�Å �Í�w
¯�x�z�\�w�¯�Ú�ï�Å�›�Ö�—�p�V�”�Þ�”�Å�›�Ô�`�o�M�‡�b�{

�¯�Ú�ï�Å�d�º

�–�;	Í�w�̈ � �Å�å� �ï 	—�s�X�q�‹  1 �m�w�©�”�ë�”�Å�q�¾
:�›�¦���b�”
ž�A�U�K�“�‡�b�{���g�Ã�Ÿ�µ�»�ï�µ�w�»� �Ó�]�q�t
�¯�Ú�ï�Å�›�x���t�Ö�—�b�”�\�q�U�p�V�‡�b�U�z�¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï�p�x  1 �m�w�¯�Ú�ï�Å�q�`�o

¯�Ô�^�•�‡�b�{���g�Ã�Ÿ�µ�»�ï�µ�›�6�Ö�—�b�”	Ô�ù�z�0	Å�ç�”�Ä  �»� �Ó�w���g�Ã�Ÿ�µ�»�ï�µ�i�Z�U
�!�Ë�^�•�‡�b�{�f�w���w�ç�”�Ä  �»� �Ó�w���g�Ã�Ÿ�µ�»�ï�µ�x�è�¹�^�•�‡�d�œ�{

�¯�Ú�ï�Å�w  no ���Ü�t�x�z�©�”�ë�”�Å�‹�¾
:�‹�K�“�‡�d�œ�{�¯�Ú�ï�Å�w  no ���Ü�›�–�;�b�”�q�z�b�‚
�o�w�ç�”�Ä  �»� �Ó�w���g�Ã�Ÿ�µ�»�ï�µ�U�Ã�Ñ�¥�ç�Ä�t�í�^�•�‡�b�{
ó
:�w�ç�”�Ä  �»� �Ó�›
ƒ���`
�o�M�”	Ô�ù�z 1 �m�w�ç�”�Ä�»� �Ó�›�Ã�Ñ�¥�ç�Ä�w���g�Ã�Ÿ�µ�»�ï�µ�t�í�b�t�x�z�Í�w�M�c�•�T�›�î
�æ�`�‡�b�{

• �ç�”�Ä  �»� �Ó�›�z	��ˆ�p�Ã�Ñ�¥�ç�Ä�‹�t
ƒ���`�‡�b�{

• �¯�Ú�ï�Å�w  no ���Ü�›�–�;�`�o�¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï
¶�.�›�_	†�`�o�T�’�z�-�Ë�b�”�ç�”�Ä
�»� �Ó�w�¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï�›�6�Ö�—�`�‡�b�{

d1�z d2�z d3 �¤�ç�”�Ä  �»� �Ó�w�‘�m�p�b�{���®�s�‹�x  1 �™ 255 �p�b�{

external �¢�¦�Ó�³�ã�ï�£�6
�
Í�t�‘�l�o	��˜�`�h���w�ç�”�Â�Ÿ�ï�¬  �Å�Ý� �ï�T�’�w
�ç�”�Ä�t�‘�m�›
ƒ���`�‡�b�{

inter-area �¢�¦�Ó�³�ã�ï�£�K�”�¤�æ�ž�T�’���w�¤�æ�ž�‡�p�w�ç�”�Ä�b�‚�o�w�‘�m�›
ƒ
���`�‡�b�{

intra-area �¢�¦�Ó�³�ã�ï�£�K�”�¤�æ�ž�º�w�b�‚�o�w�ç�”�Ä�w�‘�m�›
ƒ���`�‡�b�{

�¯�Ú�ï�Å  �Þ�”�Å

�Ñ�•� �ž�¢�¥�”�ç  �Þ�”�Å �·�©�á�æ�Â�Ÿ  �¯�ï�Â�©�µ�Ä

�ç�”�Â�¿�Å �•�a �³�ï�¬�ç

�Ú�ç�½

�¯�ï�Â�©�µ�Ä �³�µ�Â�Ü

�ç�”�»  �¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã
�ï

• — • — —

�æ�æ�”�µ �!�Ë�º�0

�7�� �\�w�¯�Ú�ï�Å�x�7���w�‹�w�p�b�{
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�« �Í�w�«�p�x�z�Ž
æ�ç�”�Ä�w���g�Ã�Ÿ�µ�»�ï�µ�›  150 �t
ƒ���`�‡�b�{

hostname(config-router)# distance ospf external 105 
hostname(config-router)#

�Í�w�«�x�z�¤�ç�”�Ä  �»� �Ó�t�Ö�—�`�h�x���w�¯�Ú�ï�Å�U�z�ç�”�»  �¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï�p  1 �m
�w�¯�Ú�ï�Å�q�`�o
¯�Ô�^�•�”�M�O�›�Ô�`�o�M�‡�b�{

hostname(config-router)# distance ospf intra-area 105 inter-area 105
hostname(config-router)# distance ospf intra-area 105
hostname(config-router)# distance ospf external 105
hostname(config-router)# exit
hostname(config)# show running-config router ospf 1
!
router ospf 1
 distance ospf intra-area 105 inter-area 105 external 105
!
hostname(config)#

�Í�w�«�x�z�¤���g�Ã�Ÿ�µ�»�ï�µ�›  105 �t
ƒ���`�z�Í�t�Ž
æ���g�Ã�Ÿ�µ�»�ï�µ�i�Z�›  150 �t�!�Ë�b�”
�M�O�›�Ô�`�o�M�‡�b�{ show running-config router ospf �¯�Ú�ï�Å�x�z�Ž
æ�ç�”�Ä  �»� �Ó�w�‹�i�Z�U�!
�Ë�^�•�z�f�w���w�ç�”�Ä  �»� �Ó�p�x�Ž
²�t
ƒ���^�•�h�‹�U�-�Ë�^�•�o�M�”	Ý�¯�›�Ô�`�‡�b�{

hostname(config-router)# distance ospf external 105 intra-area 105 inter-area 105
hostname(config-router)# distance ospf external 150
hostname(config-router)# exit
hostname(config)# show running-config router ospf 1
!
router ospf 1
 distance ospf intra-area 105 inter-area 105 external 150
!
hostname(config)#

���È�¯�Ú�ï�Å �¯�Ú�ï�Å 
†�Ì

router ospf �ç�”�»  �¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï  �Þ�”�Å�t�Ö�“�‡�b�{

show running-config router �¬�é�”�Ì�ç  �ç�”�»  �¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï�º�w�¯�Ú�ï�Å�›
¯
�Ô�`�‡�b�{
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distribute-list in
�ž�¿�Ó�Ã�”�Ä�›	!	ô�`�h�É�¿�Ä�ë�”�«�›�Ñ�Ÿ�ç�»�æ�ï�¬�b�”�t�x�z �ç�”�»  �¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï
�Þ�”�Å�p  distribute-list in  �¯�Ú�ï�Å�›�–�;�`�‡�b�{ �Ñ�Ÿ�ç�»�æ�ï�¬�›�_	†�b�”�t�x�z �\�w�¯�Ú�ï�Å�w
no ���Ü�›�–�;�`�‡�b�{

distribute-list  acl in [interface if_name]

no distribute-list acl in [interface if_name]

�³�ï�»�¿�«�µ�w
†�Ì

�Ã�Ñ�¥�ç�Ä �£	ô�ž�¿�Ó�Ã�”�Ä�w	Ô�ù�z�É�¿�Ä�ë�”�«�x�Ñ�Ÿ�ç�»�æ�ï�¬�^�•�‡�d�œ�{

�¯�Ú�ï�Å  �Þ�”�Å �Í�w
¯�x�z�\�w�¯�Ú�ï�Å�›�Ö�—�p�V�”�Þ�”�Å�›�Ô�`�o�M�‡�b�{

�¯�Ú�ï�Å�d�º

�–�;	Í�w�̈ � �Å�å� �ï � �ï�»�”�Ñ�£� �µ�U�¦���^�•�o�M�s�M	Ô�ù�z �ž�«�·�µ  �æ�µ�Ä�x�b�‚�o�w�£	ô�ž�¿�Ó�Ã�”�Ä�t�&�;�^
�•�‡�b�{

�« �Í�w�«�p�x�z�Ž
æ� �ï�»�”�Ñ�£� �µ�w�ç�”�Â�Ÿ�ï�¬  �ž�¿�Ó�Ã�”�Ä�w�Ñ�Ÿ�ç�»�æ�ï�¬�›
M�v�`�‡�b�{
10.0.0.0 �É�¿�Ä�ë�”�«�w�ç�”�Ä�›	!�Z�Ö�•�z���x�b�‚�o�‹
q�`�‡�b�{

hostname(config)# access-list ripfilter permit 10.0.0.0
hostname(config)# access-list ripfilter deny any
hostname(config)# router rip
hostname(config-router)# network 10.0.0.0
hostname(config-router)# distribute-list ripfilter in interface outside

���È�¯�Ú�ï�Å

acl 
ª	j�ž�«�·�µ  �æ�µ�Ä�w�Ê
²�{

if_name �¢�¦�Ó�³�ã�ï�£ nameif �¯�Ú�ï�Å�p�¦���^�•�h� �ï�»�”�Ñ�£� �µ�w�Ê
²�{� 
�ï�»�”�Ñ�£� �µ�›�¦���b�”�q�z�f�w� �ï�»�”�Ñ�£� �µ	Í�p	!	ô�^�•�h�ç�”
�Â�Ÿ�ï�¬  �ž�¿�Ó�Ã�”�Ä�i�Z�t�ž�«�·�µ  �æ�µ�Ä�U�&�;�^�•�‡�b�{

�¯�Ú�ï�Å  �Þ�”�Å

�Ñ�•� �ž�¢�¥�”�ç  �Þ�”�Å �·�©�á�æ�Â�Ÿ  �¯�ï�Â�©�µ�Ä

�ç�”�Â�¿�Å �•�a �³�ï�¬�ç

�Ú�ç�½

�¯�ï�Â�©�µ�Ä �³�µ�Â�Ü

�ç�”�»  �¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã
�ï

• — • — —

�æ�æ�”�µ �!�Ë�º�0

7.2(1) �\�w�¯�Ú�ï�Å�U�‹�Ö�^�•�‡�`�h�{

�¯�Ú�ï�Å 
†�Ì

distribute-list out RIP �ž�¿�Ó�Ã�”�Ä�p�ž�Å�Ì�»� �¶�^�•�”�É�¿�Ä�ë�”�«�›�Ñ�Ÿ
�ç�»�æ�ï�¬�`�‡�b�{

router rip �ç�”�»  �¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï  �Þ�”�Å�t�Ö�“�‡�b�{

show running-config router �¬�é�”�Ì�ç  �ç�”�»  �¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï�º�w�¯�Ú�ï�Å�›
¯
�Ô�`�‡�b�{
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distribute-list out
RIP �ž�¿�Ó�Ã�”�Ä�p�›���w�É�¿�Ä�ë�”�«�U
ù	ô�^�•�”�w�›�Ñ�Ÿ�ç�»�æ�ï�¬�b�”�t�x�z�ç�”�»  �¯�ï
�Ñ�Ÿ�ª�á�è�”�³�ã�ï  �Þ�”�Å�p  distribute-list out  �¯�Ú�ï�Å�›�–�;�`�‡�b�{ �Ñ�Ÿ�ç�»�æ�ï�¬�›�_	†�b�”
�t�x�z�\�w�¯�Ú�ï�Å�w  no ���Ü�›�–�;�`�‡�b�{

distribute-list  acl out [interface if_name | rip | ospf pid | static | connected]

no distribute-list acl out [interface if_name]

�³�ï�»�¿�«�µ�w
†�Ì

�Ã�Ñ�¥�ç�Ä 
ù	ô�ž�¿�Ó�Ã�”�Ä�w	Ô�ù�z�É�¿�Ä�ë�”�«�x�Ñ�Ÿ�ç�»�æ�ï�¬�^�•�‡�d�œ�{

�¯�Ú�ï�Å  �Þ�”�Å �Í�w
¯�x�z�\�w�¯�Ú�ï�Å�›�Ö�—�p�V�”�Þ�”�Å�›�Ô�`�o�M�‡�b�{

�¯�Ú�ï�Å�d�º

�–�;	Í�w�̈ � �Å�å� �ï � �ï�»�”�Ñ�£� �µ�U�¦���^�•�s�M	Ô�ù�z �ž�«�·�µ  �æ�µ�Ä�x�b�‚�o�w
ù	ô�ž�¿�Ó�Ã�”�Ä�t�&�;�^�•�‡
�b�{

�« �Í�w�«�p�x�z�Ú�™�w� �ï�»�”�Ñ�£� �µ�T�’
ù	ô�^�•�h  RIP �ž�¿�Ó�Ã�”�Ä�p  10.0.0.0 �É�¿�Ä�ë�”�«�U
�ž�Å�Ì�»� �¶�^�•�s�M�‘�O�t�`�‡�b�{

hostname(config)# access-list ripfilter deny 10.0.0.0
hostname(config)# access-list ripfilter permit any
hostname(config)# router rip
hostname(config-router)# network 10.0.0.0
hostname(config-router)# distribute-list ripfilter out

acl 
ª	j�ž�«�·�µ  �æ�µ�Ä�w�Ê
²�{

connected �¢�¦�Ó�³�ã�ï�£
€���^�•�h�ç�”�Ä�w�ˆ�Ñ�Ÿ�ç�»�æ�ï�¬�`�‡�b�{

interface if_name �¢�¦�Ó�³�ã�ï�£ nameif �¯�Ú�ï�Å�p�¦���^�•�h� �ï�»�”�Ñ�£� �µ�w�Ê
²�{� 
�ï�»�”�Ñ�£� �µ�›�¦���b�”�q�z �ž�«�·�µ  �æ�µ�Ä�x�¦���^�•�h� �ï�»�”�Ñ�£
� �µ�t
ù	ô�^�•�h�ç�”�Â�Ÿ�ï�¬  �ž�¿�Ó�Ã�”�Ä�w�ˆ�t�&�;�^�•�‡�b�{

ospf pid �¢�¦�Ó�³�ã�ï�£�¦���`�h  OSPF �Ó�é�·�µ�t�‘�“�U	Z�^�•�h  OSPF �ç�”�Ä�w
�ˆ�Ñ�Ÿ�ç�»�æ�ï�¬�`�‡�b�{

rip �¢�¦�Ó�³�ã�ï�£ RIP �ç�”�Ä�w�ˆ�Ñ�Ÿ�ç�»�æ�ï�¬�`�‡�b�{  

static �¢�¦�Ó�³�ã�ï�£�µ�»�Â�Ÿ�¿�«  �ç�”�Ä�w�ˆ�Ñ�Ÿ�ç�»�æ�ï�¬�`�‡�b�{

�¯�Ú�ï�Å  �Þ�”�Å

�Ñ�•� �ž�¢�¥�”�ç  �Þ�”�Å �·�©�á�æ�Â�Ÿ  �¯�ï�Â�©�µ�Ä

�ç�”�Â�¿�Å �•�a �³�ï�¬�ç

�Ú�ç�½

�¯�ï�Â�©�µ�Ä �³�µ�Â�Ü

�ç�”�»  �¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã
�ï

• — • — —

�æ�æ�”�µ �!�Ë�º�0

7.2(1) �\�w�¯�Ú�ï�Å�U�‹�Ö�^�•�‡�`�h�{
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���È�¯�Ú�ï�Å

dns domain-lookup
�±�Ù�”�Ä�^�•�o�M�”�¯�Ú�ï�Å�t�0�`�o�É�”�Ü  �ç�¿�«�ž�¿�Ó�›�î�æ�b�”�h�Š�t�z�·�©�á�æ�Â�Ÿ  �ž�Ó
�å� �ž�ï�µ�U  DNS �±�”�Ì�t  DNS �A�{�›
ù	ô�b�”�\�q�›� �É�”�Ò�ç�t�b�”�t�x�z�¬�é�”�Ì�ç  �¯�ï
�Ñ�Ÿ�ª�á�è�”�³�ã�ï  �Þ�”�Å�p  dns domain-lookup �¯�Ú�ï�Å�›�–�;�`�‡�b�{ DNS lookup �›�Ã�Ÿ�·�”�Ò
�ç�t�b�”�t�x�z�\�w�¯�Ú�ï�Å�w  no ���Ü�›�–�;�`�‡�b�{

dns domain-lookup interface_name

no dns domain-lookup interface_name

�³�ï�»�¿�«�µ�w
†�Ì

�Ã�Ñ�¥�ç�Ä �Ã�Ñ�¥�ç�Ä�p�x�z DNS lookup �x�Ã�Ÿ�·�”�Ò�ç�t�s�l�o�M�‡�b�{

�¯�Ú�ï�Å  �Þ�”�Å �Í�w
¯�x�z�\�w�¯�Ú�ï�Å�›�Ö�—�p�V�”�Þ�”�Å�›�Ô�`�o�M�‡�b�{

�¯�Ú�ï�Å�d�º

�–�;	Í�w�̈ � �Å�å� �ï DNS �A�{�w
ù	ô
Œ�w  DNS �±�”�Ì  �ž�Å�è�µ�›
ƒ���b�”�t�x�z dns name-server �¯�Ú�ï�Å�›�–�;�`�‡
�b�{ DNS lookup �›�±�Ù�”�Ä�b�”�¯�Ú�ï�Å�w�æ�µ�Ä�t�m�M�o�x�z dns name-server �¯�Ú�ï�Å�›�€	°�`
�o�X�i�^�M�{

�¯�Ú�ï�Å 
†�Ì

distribute-list in RIP �ž�¿�Ó�Ã�”�Ä�p	!	ô�^�•�”�É�¿�Ä�ë�”�«�›�Ñ�Ÿ�ç�»�æ�ï
�¬�`�‡�b�{

router rip �ç�”�»  �¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï  �Þ�”�Å�t�Ö�“�‡�b�{

show running-config router �¬�é�”�Ì�ç  �ç�”�»  �¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï�º�w�¯�Ú�ï�Å�›
¯
�Ô�`�‡�b�{

interface_name DNS lookup �›� �É�”�Ò�ç�t�b�”� �ï�»�”�Ñ�£� �µ�›�¦���`�‡�b�{�\�w�¯
�Ú�ï�Å�›
ó
:�s�Ö�—�`�o�z DNS lookup �›
ó
:�w� �ï�»�”�Ñ�£� �µ	Í�p� 
�É�”�Ò�ç�t�b�”	Ô�ù�z �·�©�á�æ�Â�Ÿ  �ž�Ó�å� �ž�ï�µ�x� �t�›	!	ô�b�”�‡�p
�¤� �ï�»�”�Ñ�£� �µ�›	q
j�t�¼�`�‡�b�{

�¯�Ú�ï�Å  �Þ�”�Å

�Ñ�•� �ž�¢�¥�”�ç  �Þ�”�Å �·�©�á�æ�Â�Ÿ  �¯�ï�Â�©�µ�Ä

�ç�”�Â�¿�Å �•�a �³�ï�¬�ç

�Ú�ç�½

�¯�ï�Â�©�µ�Ä �³�µ�Â�Ü

�¬�é�”�Ì�ç  �¯�ï�Ñ�Ÿ�ª�á�è�”
�³�ã�ï

• • • • —

�æ�æ�”�µ �!�Ë�º�0

7.0(1) �\�w�¯�Ú�ï�Å�U�‹�Ö�^�•�‡�`�h�{
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  dns domain-lookup
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�·�©�á�æ�Â�Ÿ  �ž�Ó�å� �ž�ï�µ�x�z �¼� �Æ�Û�¿�«�t�å�”�Ç�ï�¬�^�•�h�¤�ï�Ä�æ�p�Ï
R�^�•�”�Ê
²�r�>
�w�©�ß�¿�³�á�›���g�`�‡�b�{�·�©�á�æ�Â�Ÿ  �ž�Ó�å� �ž�ï�µ�x�z�×�µ�Ä�Ê�T�’  IP �ž�Å�è�µ�•�w�!�õ
�U
ž�A�t�s�”�h�|�t�Ž
æ  DNS �±�”�Ì�t�«�¤�æ�”�b�”�E�˜�“�t�z�Ž
æ  DNS �A�{�T�’�&�^�•�h	Ø�C�›
�©�ß�¿�³�á�`�‡�b�{�·�©�á�æ�Â�Ÿ  �ž�Ó�å� �ž�ï�µ�x�z�©�ß�¿�³�á�t�s�M�Ê
²�t�0�`�o�w�ˆ�A�{�›�î
�æ�`�‡�b�{�©�ß�¿�³�á�w�¤�ï�Ä�æ�x�z DNS �è�¯�”�Å�w�8�v
~�•�z�‡�h�x  72 �Ì���™�w�M�c�•�T
ã�M
�M�t�×�ˆ�$�t�»� �Ü�ž�¢�Ä�`�‡�b�{

�« �Í�w�«�p�x�z�º
æ� �ï�»�”�Ñ�£� �µ	Í�p  DNS lookup �›� �É�”�Ò�ç�t�`�‡�b�{

hostname(config)# dns domain-lookup inside

���È�¯�Ú�ï�Å �¯�Ú�ï�Å 
†�Ì

dns name-server DNS �±�”�Ì�w�ž�Å�è�µ�›
ƒ���`�‡�b�{

dns retries �·�©�á�æ�Â�Ÿ  �ž�Ó�å� �ž�ï�µ�U� �t�›	!	ô�`�s�M�q�V�t�z�°�È�w  DNS
�±�”�Ì�•�w�ž�«�·�µ�›�6�¼�æ�b�”�s
:�›�¦���`�‡�b�{

dns timeout �Í�w  DNS �±�”�Ì�›�¼�b�‡�p�t�4�m�Ì���›�¦���`�‡�b�{

domain-name �Ã�Ñ�¥�ç�Ä�w�Å�Ý� �ï�Ê�›
ƒ���`�‡�b�{

show dns-hosts DNS �©�ß�¿�³�á�›
¯�Ô�`�‡�b�{



�H 11 	·       default �¯�Ú�ï�Å�™  duplex �¯�Ú�ï�Å
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11-62
Cisco �·�©�á�æ�Â�Ÿ  �ž�Ó�å� �ž�ï�µ  �¯�Ú�ï�Å  �æ�Ñ�•�è�ï�µ

OL-10086-02-J

dns-group�¢�Ä�ï�É�ç  �¬�ç�”�Ó  webvpn �¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã
�ï  �Þ�”�Å�£

WebVPN �Ä�ï�É�ç  �¬�ç�”�Ó�t�–�;�b�”  DNS �±�”�Ì�›�¦���b�”�t�x�z�Ä�ï�É�ç  �¬�ç�”�Ó  WebVPN
�¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï  �Þ�”�Å�p  dns-group �¯�Ú�ï�Å�›�–�;�`�‡�b�{�Ã�Ñ�¥�ç�Ä�w  DNS �¬�ç�”�Ó
�›
î�i�b�”�t�x�z�\�w�¯�Ú�ï�Å�w  no ���Ü�›�–�;�`�‡�b�{

dns-group name

no dns-group

�³�ï�»�¿�«�µ�w
†�Ì

�Ã�Ñ�¥�ç�Ä �Ã�Ñ�¥�ç�Ä�‹�x  DefaultDNS �p�b�{

�¯�Ú�ï�Å  �Þ�”�Å �Í�w
¯�x�z�\�w�¯�Ú�ï�Å�›�Ö�—�p�V�”�Þ�”�Å�›�Ô�`�o�M�‡�b�{

�¯�Ú�ï�Å�d�º

�–�;	Í�w�̈ � �Å�å� �ï �Ê
²�t�x�Ú�™�w  DNS �¬�ç�”�Ó�›�¦���p�V�‡�b�{ dns-group �¯�Ú�ï�Å�x�×�µ�Ä�Ê�›�Ä�ï�É�ç  �¬�ç�”�Ó
�w�&
~�s  DNS �±�”�Ì�t�r�>�`�‡�b�{

dns server-group �¯�Ú�ï�Å�›�–�;�`�o  DNS �¬�ç�”�Ó�›
ƒ���`�‡�b�{

�« �Í�w�«�x�z �®dnsgroup1�¯�q�M�O�Ê
²�w  DNS �¬�ç�”�Ó�w�–�;�›�¦���b�”�§�µ�»�Ú� �¸�”�³�ã�ï  �¯�Ú
�ï�Å�›�Ô�`�o�M�‡�b�{

hostname(config)# tunnel-group test type webvpn
hostname(config)# tunnel-group test webvpn-attributes
hostname(config-tunnel-webvpn)# dns-group dnsgroup1
hostname(config-tunnel-webvpn)# 

name �Ä�ï�É�ç  �¬�ç�”�Ó�t�–�;�b�”  DNS �±�”�Ì  �¬�ç�”�Ó  �¯�ï�Ñ�Ÿ�ª�á�è�”
�³�ã�ï�w�Ê
²�›�¦���`�‡�b�{

�¯�Ú�ï�Å  �Þ�”�Å

�Ñ�•� �ž�¢�¥�”�ç  �Þ�”�Å �·�©�á�æ�Â�Ÿ  �¯�ï�Â�©�µ�Ä

�ç�”�Â�¿�Å �•�a �³�ï�¬�ç

�Ú�ç�½

�¯�ï�Â�©�µ�Ä �³�µ�Â�Ü

�Ä�ï�É�ç  �¬�ç�”�Ó  WebVPN �ž
�Ä�æ�Ï �á� ” �Ä  � ¯ � ï �Ñ�Ÿ�ª �á
�è�”�³�ã�ï

• — • — —

�æ�æ�”�µ �!�Ë�º�0

7.1(1) �\�w�¯�Ú�ï�Å�U�‹�Ö�^�•�‡�`�h�{
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���È�¯�Ú�ï�Å �¯�Ú�ï�Å 
†�Ì

clear configure dns DNS �¯�Ú�ï�Å�›�b�‚�o�_	†�`�‡�b�{

dns server-group DNS �±�”�Ì  �¬�ç�”�Ó�›
ƒ���p�V�”  DNS �±�”�Ì  �¬
�ç�”�Ó  �Þ�”�Å�t�Ö�“�‡�b�{

show running-config dns-server group �7���w  DNS �±�”�Ì  �¬�ç�”�Ó  �¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï
�›  1 �m�‡�h�x�b�‚�o
¯�Ô�`�‡�b�{

tunnel-group webvpn-attributes WebVPN �Ä�ï�É�ç  �¬�ç�”�Ó  �ž�Ä�æ�Ï�á�”�Ä�›
ƒ���b
�”  config-webvpn �Þ�”�Å�t�Ö�“�‡�b�{
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dns-guard
�«�¤�æ�”�]�q�t  1 �m�w DNS � �t�›�î�æ�b�”  DNS Guard �;�ó�›� �É�”�Ò�ç�t�b�”�t�x�z�Í�å�Ý�”�»
�¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï  �Þ�”�Å�p  dns-guard �¯�Ú�ï�Å�›�–�;�`�‡�b�{ �\�w�;�ó�›�Ã�Ÿ�·�”�Ò�ç�t�b
�”�t�x�z�\�w�¯�Ú�ï�Å�w  no ���Ü�›�–�;�`�‡�b�{

dns-guard

no dns-guard

�³�ï�»�¿�«�µ�w
†�Ì �\�w�¯�Ú�ï�Å�t�x�z�¾
:�‹�©�”�ë�”�Å�‹�K�“�‡�d�œ�{

�Ã�Ñ�¥�ç�Ä DNS Guard �x�Ã�Ñ�¥�ç�Ä�p� �É�”�Ò�ç�p�b�{�\�w�¯�Ú�ï�Å�x�z policy-map type inspect dns �›���[�`
�o�M�s�X�o�‹�z inspect dns �›
ƒ���`�o�M�”	Ô�ù�x� �É�”�Ò�ç�t�p�V�‡�b�{ �Ã�Ÿ�·�”�Ò�ç�t�b�”�t�x�z
�Ù�æ�³�”  �Ú�¿�Ó �¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï�p  no dns-guard �›�Ì�Ô�$�t�¦���b�”
ž�A�U�K�“�‡�b�{
inspect dns �U
ƒ���^�•�o�M�s�M	Ô�ù�z�ˆ�^�x  global dns-guard �¯�Ú�ï�Å�t�‘�“�¦���^�•�‡�b�{

�¯�Ú�ï�Å  �Þ�”�Å �Í�w
¯�x�z�\�w�¯�Ú�ï�Å�›�Ö�—�p�V�”�Þ�”�Å�›�Ô�`�o�M�‡�b�{

�¯�Ú�ï�Å�d�º

�–�;	Í�w�̈ � �Å�å� �ï DNS �Ô�¿�¼�”�w� �ï�Ã�¿�«�µ  �Ñ�Ÿ�”�ç�Å�›�–�;�`�o�z DNS � �t�q  DNS �Ô�¿�¼�”�›�°�•�^�d�‡�b�{
�«�¤�æ�”�]�q�t  1 �m�w� �t�U�·�©�á�æ�Â�Ÿ  �ž�Ó�å� �ž�ï�µ�›�p�`�o�•�D�^�•�‡�b�{  

�« �Í�w�«�p�x�z DNS �U�*�Ù�æ�³�”  �Ú�¿�Ó�p  DNS Guard �›� �É�”�Ò�ç�t�b�”�M�O�›�Ô�`�‡�b�{

hostname(config)# policy-map type inspect dns preset_dns_map
hostname(config-pmap)# parameters
hostname(config-pmap-p)# dns-guard

���È�¯�Ú�ï�Å

�¯�Ú�ï�Å  �Þ�”�Å

�Ñ�•� �ž�¢�¥�”�ç  �Þ�”�Å �·�©�á�æ�Â�Ÿ  �¯�ï�Â�©�µ�Ä

�ç�”�Â�¿�Å �•�a �³�ï�¬�ç

�Ú�ç�½

�¯�ï�Â�©�µ�Ä �³�µ�Â�Ü

�Í�å�Ý�”�»  �¯�ï�Ñ�Ÿ�ª�á�è�”
�³�ã�ï

• • • • —

�æ�æ�”�µ �!�Ë�º�0

7.2(1) �\�w�¯�Ú�ï�Å�U�‹�Ö�^�•�‡�`�h�{

�¯�Ú�ï�Å 
†�Ì

class �Ù�æ�³�”  �Ú�¿�Ó�t���Š�”�«�å�µ  �Ú�¿�Ó�Ê�›�¦���`�‡�b�{

class-map type inspect �ž�Ó�æ�­�”�³�ã�ï�{���w�Ä�å�Ñ�Ÿ�¿�«�›	°�ù�b�”�h�Š�w�U�*
�«�å�µ  �Ú�¿�Ó�›�^
R�`�‡�b�{

policy-map �è� �à  3/4 �w�Ù�æ�³�”  �Ú�¿�Ó�›�^
R�`�‡�b�{

show running-config policy-map �q�O�w�b�‚�o�w�Ù�æ�³�”  �Ú�¿�Ó �¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï�›
¯
�Ô�`�‡�b�{
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dns name-server
1 �m�‡�h�x
ó
:�w  DNS �±�”�Ì�›�¦���b�”�t�x�z�¬�é�”�Ì�ç  �¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï  �Þ�”�Å�p  dns
name-server �¯�Ú�ï�Å�›�–�;�`�‡�b�{�±�”�Ì�›�_	†�b�”�t�x�z�\�w�¯�Ú�ï�Å�w  no ���Ü�›�–�;�`�‡
�b�{ �·�©�á�æ�Â�Ÿ  �ž�Ó�å� �ž�ï�µ�x�z WebVPN �¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï�‡�h�x	Â�Ì	{�¯�ï�Ñ�Ÿ�ª�á
�è�”�³�ã�ï�w�±�”�Ì�Ê�›�r�>�b�”�h�Š�t  DNS �›�–�;�`�‡�b�¢�±�Ù�”�Ä�^�•�”�¯�Ú�ï�Å�w�æ�µ�Ä�t
�m�M�o�x�z�®�–�;	Í�w�¨� �Å�å� �ï �¯�›�€	°�`�o�X�i�^ �M�£�{�±�”�Ì�Ê�›���[�b�”�f�w���w�;�ó�x

�¢ AAA �s�r�£ �z DNS �r�>�›�±�Ù�”�Ä�`�o�M�‡�d�œ�{ IP �ž�Å�è�µ�›�Ö�—�b�”�T�z name �¯�Ú�ï�Å�›�–
�;�`�o	��ˆ�t�‘�“�Ê
²�›  IP �ž�Å�è�µ�t�r�>�b�”
ž�A�U�K�“�‡�b�{

dns name-server ip_address [ip_address2] [...] [ ip_address6]

no dns name-server ip_address [ip_address2] [...] [ ip_address6]

�³�ï�»�¿�«�µ�w
†�Ì

�Ã�Ñ�¥�ç�Ä �Ã�Ñ�¥�ç�Ä�w�ˆ�^�•�‹�x�K�“�‡�d�œ�{

�¯�Ú�ï�Å  �Þ�”�Å �Í�w
¯�x�z�\�w�¯�Ú�ï�Å�›�Ö�—�p�V�”�Þ�”�Å�›�Ô�`�o�M�‡�b�{

�¯�Ú�ï�Å�d�º

�–�;	Í�w�̈ � �Å�å� �ï DNS lookup �›� �É�”�Ò�ç�t�b�”�t�x�z DNS �±�”�Ì  �¬�ç�”�Ó  �¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï  �Þ�”�Å�p
domain-name �¯�Ú�ï�Å�›
ƒ���`�‡�b�{ DNS lookup �›� �É�”�Ò�ç�t�`�s�M	Ô�ù�z DNS �±�”�Ì�x�–�;
�^�•�‡�d�œ�{

DNS �r�>�›�±�Ù�”�Ä�b�”  WebVPN �¯�Ú�ï�Å�t�x�z�Í�w�¯�Ú�ï�Å�U���‡�•�‡�b�{

• server (pop3s)

• server (imap4s)

• server (smtps)

• port-forward

• url-list

ip_address DNS �±�”�Ì�w  IP �ž�Å�è�µ�›�¦���`�‡�b�{�7�G  6 �x�w�ž�Å�è�µ�›�x���w�¯
�Ú�ï�Å�q�`�o�¦���b�”�T�z�b�(
Q�w�h�Š�t�z 1 �m�w�¯�Ú�ï�Å�º�p  6 �m�‡�p
�w�ž�Å�è�µ�›�µ�Ö�”�µ�p
ü�Z�o�¦���p�V�‡�b�{ 1 �m�w�¯�Ú�ï�Å�t
ó
:�w
�±�”�Ì�›�Ö�—�b�”	Ô�ù�z�·�©�á�æ�Â�Ÿ  �ž�Ó�å� �ž�ï�µ�x�z�¤�±�”�Ì�›�¯�ï
�Ñ�Ÿ�ª�á�è�”�³�ã�ï�w�x���w�¯�Ú�ï�Å�t�-���`�‡�b�{ �·�©�á�æ�Â�Ÿ  �ž�Ó�å
� �ž�ï�µ�x�z� �t�›	!	ô�b�”�‡�p�¤  DNS �±�”�Ì�›	q
j�t�¼�`�‡�b�{

�¯�Ú�ï�Å  �Þ�”�Å

�Ñ�•� �ž�¢�¥�”�ç  �Þ�”�Å �·�©�á�æ�Â�Ÿ  �¯�ï�Â�©�µ�Ä

�ç�”�Â�¿�Å �•�a �³�ï�¬�ç

�Ú�ç�½

�¯�ï�Â�©�µ�Ä �³�µ�Â�Ü

�¬�é�”�Ì�ç  �¯�ï�Ñ�Ÿ�ª�á�è�”
�³�ã�ï

• • • • —

�æ�æ�”�µ �!�Ë�º�0

7.0(1) �\�w�¯�Ú�ï�Å�U�‹�Ö�^�•�‡�`�h�{

7.1(1) �\�w�¯�Ú�ï�Å�x
��­�^�•�‡�`�h�{ DNS �±�”�Ì  �¬�ç�”�Ó  �¯�ï�Ñ�Ÿ�ª�á�è�”
�³�ã�ï  �Þ�”�Å�w  name-server �¯�Ú�ï�Å�p�”�V�õ�Q�’�•�o�M�‡�b�{
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DNS �r�>�›�±�Ù�”�Ä�b�”  certificate �¯�Ú�ï�Å�t�x�z�Í�w�¯�Ú�ï�Å�U���‡�•�‡�b�{

• enrollment url

• url

name �¯�Ú�ï�Å�›�–�;�b�”�q�z�Ê
²�q  IP �ž�Å�è�µ�›	��ˆ�p�Ö�—�p�V�‡�b�{

�·�©�á�æ�Â�Ÿ  �ž�Ó�å� �ž�ï�µ�U�°�È�w  DNS �±�”�Ì�›�6�¼�æ�b�”�s
:�›
ƒ���b�”�t�x�z retries �¯�Ú
�ï�Å�›�€	°�`�o�X�i�^�M�{

�« �Í�w�«�p�x�z 3 �m�w DNS �±�”�Ì�›�å�C�`�‡�b�{

hostname(config)# dns name-server 10.1.1.1 10.2.3.4 192.168.5.5

�·�©�á�æ�Â�Ÿ  �ž�Ó�å� �ž�ï�µ�x�z �Í�w�‘�O�t�¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï�›�x���w�¯�Ú�ï�Å�q�`�o�-��
�`�‡�b�{

dns name-server 10.1.1.1
dns name-server 10.2.3.4
dns name-server 192.168.5.5

2 �m�w�±�”�Ì�›�å�C�b�”�t�x�z�f�•�’�›  1 �m�w�¯�Ú�ï�Å�q�`�o�Ö�—�p�V�‡�b�{

hostname(config)# dns name-server 10.5.1.1 10.8.3.8
hostname(config)# show running-config dns
dns name-server 10.1.1.1
dns name-server 10.2.3.4
dns name-server 192.168.5.5
dns name-server 10.5.1.1
dns name-server 10.8.3.8
...

�f�•�’�›  2 �m�w�¯�Ú�ï�Å�q�`�o�Ö�—�b�”�\�q�‹�p�V�‡�b�{

hostname(config)# dns name-server 10.5.1.1
hostname(config)# dns name-server 10.8.3.8


ó
:�w�±�”�Ì�›�_	†�b�”�t�x�z�f�•�’�w�±�”�Ì�›�z�Í�w�‘�O�t
ó
:�w�¯�Ú�ï�Å�q�`�o�z�‡�h�x  1 �m
�w�¯�Ú�ï�Å�q�`�o�Ö�—�p�V�‡�b�{

hostname(config)# no dns name-server 10.5.1.1 10.8.3.8

���È�¯�Ú�ï�Å �¯�Ú�ï�Å 
†�Ì

domain-name�¢ DNS �±�”�Ì  �¬�ç�”�Ó  �¯�ï
�Ñ�Ÿ�ª�á�è�”�³�ã�ï  �Þ�”�Å�£

�·�©�á�æ�Â�Ÿ  �ž�Ó�å� �ž�ï�µ�U�É�”�Ü  �ç�¿�«�ž�¿�Ó
�›�î�æ�p�V�”�‘�O�t�`�‡�b�{

name-server�¢ DNS �±�”�Ì  �¬�ç�”�Ó  �¯�ï
�Ñ�Ÿ�ª�á�è�”�³�ã�ï  �Þ�”�Å�£

dns name-server �¯�Ú�ï�Å�w�E�˜�“�t�–�;�`�‡�b�{ 1 �m
�Ž	Í�w  DNS �É�”�Ü  �±�”�Ì�›�Ý���`�‡�b�{

retries�¢ DNS �±�”� Ì  �¬�ç�” �Ó  �¯ � ï �Ñ�Ÿ
�ª�á�è�”�³�ã�ï  �Þ�”�Å�£

�·�©�á�æ�Â�Ÿ  �ž�Ó�å� �ž�ï�µ�U� �t�›	!	ô�`�s�M�q
�V�t�z�°�È�w  DNS �±�”�Ì�•�w�ž�«�·�µ�›�6�¼�æ�b�”
�s
:�›�¦���`�‡�b�{

timeout�¢ DNS �±�”�Ì  �¬�ç�”�Ó  �¯�ï�Ñ�Ÿ
�ª�á�è�”�³�ã�ï  �Þ�”�Å�£

�Í�w  DNS �±�”�Ì�›�¼�b�‡�p�t�4�m�Ì���›�¦���`�‡�b�{
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dns retries
�·�©�á�æ�Â�Ÿ  �ž�Ó�å� �ž�ï�µ�U� �t�›	!	ô�`�s�M�q�V�t�z�°�È�w  DNS �±�”�Ì�•�w�ž�«�·�µ�›�6�¼
�æ�b�”�s
:�›�¦���b�”�t�x�z�¬�é�”�Ì�ç  �¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï  �Þ�”�Å�p  dns retries �¯�Ú�ï�Å�›
�–�;�`�‡�b�{�Ã�Ñ�¥�ç�Ä
ƒ���t�í�b�t�x�z�\�w�¯�Ú�ï�Å�w  no ���Ü�›�–�;�`�‡�b�{

dns retries number

no dns retries [number]

�³�ï�»�¿�«�µ�w
†�Ì

�Ã�Ñ�¥�ç�Ä �Ã�Ñ�¥�ç�Ä�p�x�z�6�¼�æ�w�s
:�x  2 �p�b�{

�¯�Ú�ï�Å  �Þ�”�Å �Í�w
¯�x�z�\�w�¯�Ú�ï�Å�›�Ö�—�p�V�”�Þ�”�Å�›�Ô�`�o�M�‡�b�{

�¯�Ú�ï�Å�d�º

�–�;	Í�w�̈ � �Å�å� �ï dns name-server �¯�Ú�ï�Å�›�–�;�`�o  DNS �±�”�Ì�›�å�C�`�‡�b�{

�« �Í�w�«�p�x�z�6�¼�æ�w�s
:�›  0 �t
ƒ���`�‡�b�{�·�©�á�æ�Â�Ÿ  �ž�Ó�å� �ž�ï�µ�x�¤�±�”�Ì�›  1 �s�c�m
�¼�`�‡�b�{

hostname(config)# dns retries 0
hostname(config)# 

���È�¯�Ú�ï�Å

number �6�¼�æ�w�s
:�›  0 �™ 10 �w���p�¦���`�‡�b�{�Ã�Ñ�¥�ç�Ä�x  2 �p�b�{

�¯�Ú�ï�Å  �Þ�”�Å

�Ñ�•� �ž�¢�¥�”�ç  �Þ�”�Å �·�©�á�æ�Â�Ÿ  �¯�ï�Â�©�µ�Ä

�ç�”�Â�¿�Å �•�a �³�ï�¬�ç

�Ú�ç�½

�¯�ï�Â�©�µ�Ä �³�µ�Â�Ü

�¬�é�”�Ì�ç  �¯�ï�Ñ�Ÿ�ª�á�è�”
�³�ã�ï

• • • • —

�æ�æ�”�µ �!�Ë�º�0

7.0(1) �\�w�¯�Ú�ï�Å�U�‹�Ö�^�•�‡�`�h�{

7.1(1) �\�w�¯�Ú�ï�Å�x�z WebVPN 
€���t�0�`�o
��­�^�•�‡�`�h�{

�¯�Ú�ï�Å 
†�Ì

dns domain-lookup �·�©�á�æ�Â�Ÿ  �ž�Ó�å� �ž�ï�µ�U�É�”�Ü  �ç�¿�«�ž�¿�Ó�›�î�æ�p�V�”�‘�O
�t�`�‡�b�{

dns name-server DNS �±�”�Ì�w�ž�Å�è�µ�›
ƒ���`�‡�b�{

dns timeout �Í�w  DNS �±�”�Ì�›�¼�b�‡�p�t�4�m�Ì���›�¦���`�‡�b�{

domain-name �Ã�Ñ�¥�ç�Ä�w�Å�Ý� �ï�Ê�›
ƒ���`�‡�b�{

show dns-hosts DNS �©�ß�¿�³�á�›
¯�Ô�`�‡�b�{
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dns-server
�Ó�å� �Ú�æ�S�‘�|�·�§�ï�¼�æ�w  DNS �±�”�Ì�w  IP �ž�Å�è�µ�›
ƒ���b�”�t�x�z �¬�ç�”�Ó  �Ù�æ�³�”  �Þ�”
�Å�p  dns-server �¯�Ú�ï�Å�›�–�;�`�‡�b�{�\�w�ž�Ä�æ�Ï�á�”�Ä�›�î�æ�¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï�T�’�_
	†�b�”�t�x�z�\�w�¯�Ú�ï�Å�w  no ���Ü�›�–�;�`�‡�b�{�\�w�¦�Ó�³�ã�ï�›�–�;�b�”�q�z DNS �±�”�Ì�›
���w�¬�ç�”�Ó  �Ù�æ�³�”�T�’�'	•�p�V�‡�b�{�±�”�Ì�›�'	•�`�s�M�‘�O�t�b�”�t�x�z dns-server none �¯
�Ú�ï�Å�›�–�;�`�‡�b�{

dns-server { value ip_address [ip_address] | none}

no dns-server

�³�ï�»�¿�«�µ�w
†�Ì

�Ã�Ñ�¥�ç�Ä �Ã�Ñ�¥�ç�Ä�w�ˆ�^�•�‹�x�K�“�‡�d�œ�{

�¯�Ú�ï�Å  �Þ�”�Å �Í�w
¯�x�z�\�w�¯�Ú�ï�Å�›�Ö�—�p�V�”�Þ�”�Å�›�Ô�`�o�M�‡�b�{

�¯�Ú�ï�Å�d�º

�–�;	Í�w�̈ � �Å�å� �ï dns-server �¯�Ú�ï�Å�›�î�æ�b�”�h�|�t�z �7���w
ƒ���U	Í	{�V�^�•�‡�b�{ �h�q�Q�y�z DNS �±�”�Ì  x.x.x.x
�›
ƒ���`�z�Í�t  DNS �±�”�Ì  y.y.y.y �›
ƒ���`�h	Ô�ù�z 2 
j�è�w�¯�Ú�ï�Å�x�7	s�w�¯�Ú�ï�Å�›	Í	{�V
�`�z y.y.y.y �U�
�°�w  DNS �±�”�Ì�t�s�“�‡�b�{�±�”�Ì�›
ó
:
ƒ���b�”	Ô�ù�‹�‰�7�p�b�{�Ž
²�t
ƒ��
�^�•�h  DNS �±�”�Ì�›	Í	{�V�b�”�E�˜�“�t�±�”�Ì�›�å�C�b�”�t�x�z�\�w�¯�Ú�ï�Å�›�Ö�—�b�”�q�V�t
�b�‚�o�w  DNS �±�”�Ì�w  IP �ž�Å�è�µ�›���Š�‡�b�{

�« �Í�w�«�x�z FirstGroup �q�M�O�Ê
²�w�¬�ç�”�Ó  �Ù�æ�³�”�p�z IP �ž�Å�è�µ�U  10.10.10.15�z 10.10.10.30�z
�S�‘�|  10.10.10.45 �w DNS �±�”�Ì�›
ƒ���b�”�M�O�›�Ô�`�o�M�‡�b�{

hostname(config)# group-policy FirstGroup attributes
hostname(config-group-policy)# dns-server value 10.10.10.15 10.10.10.30 10.10.10.45

none dns �±�”�Ì�t�z�È�ç�‹�›
ƒ���`�o  DNS �±�”�Ì�›�•�D�`�‡�d�œ�{�Ã�Ñ�¥�ç�Ä
�w�¬�ç�”�Ó  �Ù�æ�³�”�‡�h�x�¦���^�•�o�M�”�¬�ç�”�Ó  �Ù�æ�³�”�T�’�‹�›�'
	•�`�s�M�‘�O�t�`�‡�b�{

value ip_address �Ó�å� �Ú�æ�S�‘�|�·�§�ï�¼�æ  DNS �±�”�Ì�w  IP �ž�Å�è�µ�›�¦���`�‡�b�{

�¯�Ú�ï�Å  �Þ�”�Å

�Ñ�•� �ž�¢�¥�”�ç  �Þ�”�Å �·�©�á�æ�Â�Ÿ  �¯�ï�Â�©�µ�Ä

�ç�”�Â�¿�Å �•�a �³�ï�¬�ç

�Ú�ç�½

�¯�ï�Â�©�µ�Ä �³�µ�Â�Ü

�¬�ç�”�Ó  �Ù�æ�³�” • — • — —

�æ�æ�”�µ �!�Ë�º�0

7.0(1) �\�w�¯�Ú�ï�Å�U�‹�Ö�^�•�‡�`�h�{
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dns server-group
�Ä�ï�É�ç  �¬�ç�”�Ó�t�–�;�b�”  DNS �±�”�Ì�w�Å�Ý� �ï�Ê�z�É�”�Ü�±�”�Ì�z�æ�Ä�å� �s
:�z�»� �Ü�ž
�¢�Ä�w�‹�›�¦���p�V�”  dns server-group �Þ�”�Å�t�Ö�”�t�x�z�¬�é�”�Ì�ç  �¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï
�Þ�”�Å�p  dns server-group �¯�Ú�ï�Å�›�–�;�`�‡�b�{ �›���w  DNS �±�”�Ì  �¬�ç�”�Ó�›�_	†�b�”�t�x�z �\
�w�¯�Ú�ï�Å�w  no ���Ü�›�–�;�`�‡�b�{

dns server -group name

no dns server-group

�³�ï�»�¿�«�µ�w
†�Ì

�Ã�Ñ�¥�ç�Ä �Ã�Ñ�¥�ç�Ä�‹�x  DefaultDNS �p�b�{

�¯�Ú�ï�Å  �Þ�”�Å �Í�w
¯�x�z�\�w�¯�Ú�ï�Å�›�Ö�—�p�V�”�Þ�”�Å�›�Ô�`�o�M�‡�b�{

�¯�Ú�ï�Å�d�º

�–�;	Í�w�̈ � �Å�å� �ï �Ê
²�t�x�Ú�™�w  DNS �¬�ç�”�Ó�›�¦���p�V�‡�b�{ dns server-group �¯�Ú�ï�Å�›�–�;�`�o  DNS �¬�ç�”
�Ó�›
ƒ���`�‡�b�{

�« �Í�w�«�p�x�z �®eval�¯�q�M�O�Ê
²�w  DNS �±�”�Ì  �¬�ç�”�Ó�›
ƒ���`�‡�b�{

hostname(config)# dns server-group eval
hostname(config-dns-server-group)# domain-name cisco.com
hostname(config-dns-server-group)# name-server 192.168.10.10
hostname(config-dns-server-group)# retries 5
hostname(config-dns-server-group)# timeout 7
hostname(config-dns-server-group)# 

���È�¯�Ú�ï�Å

name �Ä�ï�É�ç  �¬�ç�”�Ó�t�–�;�b�”  DNS �±�”�Ì  �¬�ç�”�Ó  �¯�ï�Ñ�Ÿ�ª�á�è�”
�³�ã�ï�w�Ê
²�›�¦���`�‡�b�{

�¯�Ú�ï�Å  �Þ�”�Å

�Ñ�•� �ž�¢�¥�”�ç  �Þ�”�Å �·�©�á�æ�Â�Ÿ  �¯�ï�Â�©�µ�Ä

�ç�”�Â�¿�Å �•�a �³�ï�¬�ç

�Ú�ç�½

�¯�ï�Â�©�µ�Ä �³�µ�Â�Ü

�¬�é�”�Ì�ç  �¯�ï�Ñ�Ÿ�ª�á�è�”
�³�ã�ï

• — • — —

�æ�æ�”�µ �!�Ë�º�0

7.0(1) �\�w�¯�Ú�ï�Å�U�‹�Ö�^�•�‡�`�h�{

�¯�Ú�ï�Å 
†�Ì

clear configure dns DNS �¯�Ú�ï�Å�›�b�‚�o�_	†�`�‡�b�{

show running-config dns server-group �q�O�w�î�æ  DNS �±�”�Ì  �¬�ç�”�Ó  �¯�ï�Ñ�Ÿ�ª�á�è�”
�³�ã�ï�›
¯�Ô�`�‡�b�{
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dns timeout
�Í�w  DNS �±�”�Ì�›�¼�b�‡�p�4�;�b�”�Ì���›�¦���b�”�t�x�z�¬�é�”�Ì�ç  �¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï
�Þ�”�Å�p  dns timeout �¯�Ú�ï�Å�›�–�;�`�‡�b�{�Ã�Ñ�¥�ç�Ä�w�»� �Ü�ž�¢�Ä�t�í�b�t�x�z�\�w�¯�Ú�ï
�Å�w no ���Ü�›�–�;�`�‡�b�{

dns timeout seconds

no dns timeout [seconds]

�³�ï�»�¿�«�µ�w
†�Ì

�Ã�Ñ�¥�ç�Ä �Ã�Ñ�¥�ç�Ä�w�»� �Ü�ž�¢�Ä�x  2 
µ�p�b�{

�¯�Ú�ï�Å  �Þ�”�Å �Í�w
¯�x�z�\�w�¯�Ú�ï�Å�›�Ö�—�p�V�”�Þ�”�Å�›�Ô�`�o�M�‡�b�{

�¯�Ú�ï�Å�d�º

�« �Í�w�«�p�x�z�»� �Ü�ž�¢�Ä�›  1 
µ�t
ƒ���`�‡�b�{

hostname(config)# dns timeout 1

���È�¯�Ú�ï�Å

seconds �»� �Ü�ž�¢�Ä�›  1 �™ 30 �w���w
µ�o�•�p�¦���`�‡�b�{�Ã�Ñ�¥�ç�Ä�x  2 
µ�p
�b�{�·�©�á�æ�Â�Ÿ  �ž�Ó�å� �ž�ï�µ�U�°�È�w�±�”�Ì�›�¼�b�h�|�t�z�\�w�»� 
�Ü�ž�¢�Ä�x
�
ÿ�`�‡�b�{�¼�æ�s
:�›
ƒ���b�”�t�x�z dns retries �¯�Ú�ï�Å�›
�€	°�`�o�X�i�^�M�{

�¯�Ú�ï�Å  �Þ�”�Å

�Ñ�•� �ž�¢�¥�”�ç  �Þ�”�Å �·�©�á�æ�Â�Ÿ  �¯�ï�Â�©�µ�Ä

�ç�”�Â�¿�Å �•�a �³�ï�¬�ç

�Ú�ç�½

�¯�ï�Â�©�µ�Ä �³�µ�Â�Ü

�¬�é�”�Ì�ç  �¯�ï�Ñ�Ÿ�ª�á�è�”
�³�ã�ï

• • • • —

�æ�æ�”�µ �!�Ë�º�0

7.0(1) �\�w�¯�Ú�ï�Å�U�‹�Ö�^�•�‡�`�h�{

�¯�Ú�ï�Å 
†�Ì

dns name-server DNS �±�”�Ì�w�ž�Å�è�µ�›
ƒ���`�‡�b�{

dns retries �·�©�á�æ�Â�Ÿ  �ž�Ó�å� �ž�ï�µ�U� �t�›	!	ô�`�s�M�q�V�t�z�°�È�w  DNS
�±�”�Ì�•�w�ž�«�·�µ�›�6�¼�æ�b�”�s
:�›�¦���`�‡�b�{

dns domain-lookup �·�©�á�æ�Â�Ÿ  �ž�Ó�å� �ž�ï�µ�U�É�”�Ü  �ç�¿�«�ž�¿�Ó�›�î�æ�p�V�”�‘�O
�t�`�‡�b�{

domain-name �Ã�Ñ�¥�ç�Ä�w�Å�Ý� �ï�Ê�›
ƒ���`�‡�b�{

show dns-hosts DNS �©�ß�¿�³�á�›
¯�Ô�`�‡�b�{
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domain-name
�Ã�Ñ�¥�ç�Ä�w�Å�Ý� �ï�Ê�›
ƒ���b�”�t�x�z�¬�é�”�Ì�ç  �¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï  �Þ�”�Å�p  
domain-name �¯�Ú�ï�Å�›�–�;�`�‡�b�{�Å�Ý� �ï�Ê�›�_	†�b�”�t�x�z�\�w�¯�Ú�ï�Å�w  no ���Ü�›�–�;
�`�‡�b�{�·�©�á�æ�Â�Ÿ  �ž�Ó�å� �ž�ï�µ�x�z	.	æ� �›�Ë�h�s�M�Ê
²�w�¦�Á� �q�`�o�z�Å�Ý� �ï�Ê�›
Ç
�C�`�‡�b�{�h�q�Q�y�z�Å�Ý� �ï�Ê�›�® example.com� �̄q
ƒ���`�z syslog �±�”�Ì�›�z	.	æ� �›�Ë�h�s�M

�®jupiter� ¯�q �M�O�Ê
² �p� ¦ � � � ` �h 	Ô�ù�z�Ê
² �x�z� · �©�á�æ�Â�Ÿ  �ž �Ó�å �   �ž � ï �µ � t � ‘ � “
�®jupiter.example.com.�¯�q	.	æ�^�•�‡�b�{

domain-name name

no domain-name [name]

�³�ï�»�¿�«�µ�w
†�Ì

�Ã�Ñ�¥�ç�Ä �Ã�Ñ�¥�ç�Ä  �Å�Ý� �ï�Ê�x�z default.domain.invalid �p�b�{

�¯�Ú�ï�Å  �Þ�”�Å �Í�w
¯�x�z�\�w�¯�Ú�ï�Å�›�Ö�—�p�V�”�Þ�”�Å�›�Ô�`�o�M�‡�b�{

�¯�Ú�ï�Å�d�º

�–�;	Í�w�̈ � �Å�å� �ï �Ú�ç�½  �¯�ï�Â�©�µ�Ä  �Þ�”�Å�w	Ô�ù�z�³�µ�Â�Ü�î�æ�µ�Ö�”�µ�º�i�Z�p�s�X�z�¤�¯�ï�Â�©�µ�Ä�p�‹�Å
�Ý� �ï�Ê�›
ƒ���p�V�‡�b�{

�« �Í�w�«�p�x�z�Å�Ý� �ï�›  example.com �t
ƒ���`�‡�b�{

hostname(config)# domain-name example.com

���È�¯�Ú�ï�Å

name �Å�Ý� �ï�Ê�›
ƒ���`�‡�b�{�7�G�Õ�x  63 ���È�p�b�{

�¯�Ú�ï�Å  �Þ�”�Å

�Ñ�•� �ž�¢�¥�”�ç  �Þ�”�Å �·�©�á�æ�Â�Ÿ  �¯�ï�Â�©�µ�Ä

�ç�”�Â�¿�Å �•�a �³�ï�¬�ç

�Ú�ç�½

�¯�ï�Â�©�µ�Ä �³�µ�Â�Ü

�¬�é�”�Ì�ç  �¯�ï�Ñ�Ÿ�ª�á�è�”
�³�ã�ï

• • • • •

�æ�æ�”�µ �!�Ë�º�0

�7�� �\�w�¯�Ú�ï�Å�x�7���w�‹�w�p�b�{

�¯�Ú�ï�Å 
†�Ì

dns domain-lookup �·�©�á�æ�Â�Ÿ  �ž�Ó�å� �ž�ï�µ�U�É�”�Ü  �ç�¿�«�ž�¿�Ó�›
�î�æ�p�V�”�‘�O�t�`�‡�b�{

dns name-server DNS �±�”�Ì�w�ž�Å�è�µ�›
ƒ���`�‡�b�{

hostname �·�©�á�æ�Â�Ÿ  �ž�Ó�å� �ž�ï�µ�w�×�µ�Ä�Ê�›
ƒ���`�‡�b�{

show running-config domain-name �Å�Ý� �ï�Ê�w�¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï�›
¯�Ô�`�‡�b�{
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downgrade
�¦�Ö�è�”�Â�Ÿ�ï�¬  �³�µ�Â�Ü  �¹�Ñ�Ä�¢�£�ž�¢�¹�Ñ�Ä�¢�£�ž  � �Ý�”�´�£�w�Ž
²�w�Ì�”�´�ã�ï�t�¼�¢�ï
�¬�è�”�Å�b�”�t�x�z�›�V  EXEC �Þ�”�Å�p  downgrade �¯�Ú�ï�Å�›�–�;�`�‡�b�{  

�«�™ PIX �·�©�á�æ�Â�Ÿ  �ž�Ó�å� �ž�ï�µ�U�q�O  PIX �Ì�”�´�ã�ï 7.0 �Ž�ñ�›�î�æ�`�o�M�”	Ô�ù�x�z�Ž
²�w
�Ì�”�´�ã�ï�w�¹�Ñ�Ä�¢�£�ž�›�é�”�Å�`�s�M�p�X�i�^�M�{ PIX �Ì�”�´�ã�ï 7.0 �Ñ�•� �ç  �³�µ�Â�Ü�U� 
�ï�µ�Ä�”�ç�^�•�o�M�”  PIX �·�©�á�æ�Â�Ÿ  �ž�Ó�å� �ž�ï�µ�t�z�Þ�Ç�»  �Þ�”�Å�T�’�¹�Ñ�Ä�¢�£�ž  � 
�Ý�”�´�›�é�”�Å�b�”�\�q�x�z�'���p�V�s�M�ˆ�^�›
C
\�^�d�”�h�Š�z�±�Ù�”�Ä�^�•�o�M�‡�d�œ�{�¼�¢
�ï�¬�è�”�Å  �Ó�é�·�µ�›���o�t�æ�O�h�Š�t�;�™�^�•�h�z �î�æ�¤�w  PIX �Ì�”�´�ã�ï 7.0 � �Ý�”�´�T�’�z
downgrade �¯�Ú�ï�Å�›�–�;�b�”�\�q�›�S�ç�Š�`�‡�b�{  

downgrade image_url [activation-key [flash | 4-part_key | file]] [config start_config_url]

�³�ï�»�¿�«�µ�w
†�Ì 4-part_key �¢�¦�Ó�³�ã�ï�£� �Ý�”�´�t	{�V���‰�h�Š�w  4 
ü�Â�ž�«�Â�Ÿ�Õ�”�³�ã�ï  �©�”
�›�¦���`�‡�b�{  

5 
ü�Â�©�”�›�–�;�b�”	Ô�ù�z 4 
ü�Â�©�”�t�í�”�\�q�t�‘�“�æ�˜�•�”�D�ó
Q
�U�K�”�;�ó�w�æ�µ�Ä�q�ž�t�z�/���U
\
R�^�•�‡�b�{  

�³�µ�Â�Ü  �Ñ�å�¿�³�á�U�6�Ñ�¥�”�Ú�¿�Ä�‡�h�x	«�ˆ�^�•�h	Ô�ù�z�¼�¢�ï�¬
�è�”�Å�;�w�Ã�Ñ�¥�ç�Ä  �©�”�x�–�;�p�V�s�X�s�“�‡�b�{�f�w	Ô�ù�z CLI �x�¯
�Ú�ï�Å�å� �ï�t�ž�«�Â�Ÿ�Õ�”�³�ã�ï  �©�”�›�Ö�—�b�”�‘�O�t�{�Š�‡�b�{ �\�•
�x�z activation-key �©�”�ë�”�Å�U�¯�Ú�ï�Å�å� �ï�p�¦���^�•�o�M�s�M	Ô�ù�w
�Ã�Ñ�¥�ç�Ä�w�ˆ�^�p�b�{  

activation-key �¢�¦�Ó�³�ã�ï�£�¼�¢�ï�¬�è�”�Å�^�•�h�¹�Ñ�Ä�¢�£�ž  � �Ý�”�´�p�–�;�b�”�ž
�«�Â�Ÿ�Õ�”�³�ã�ï  �©�”�›�¦���`�‡�b�{

config �¢�¦�Ó�³�ã�ï�£�µ�»�”�Ä�ž�¿�Ó  �¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï  �Ñ�•� �ç�›�¦���`
�‡�b�{

file �¢�¦�Ó�³�ã�ï�£�¼�¢�ï�¬�è�”�Å	�	q�U�ì�ƒ�`�h�™�p�–�;�b�”�Í�µ /URL �S
�‘�|�ž�«�Â�Ÿ�Õ�”�³�ã�ï  �©�”  �Ñ�•� �ç�w�Ê
²�›�¦���`�‡�b�{�ž�¿�Ó�¬
�è�”�Å  �Ó�é�·�µ�¤�t�Ñ�å�¿�³�á�t�-���^�•�h�Ñ�•� �ç�U�z �¹�”�µ�w� �Ý�”
�´  �Ñ�•� �ç�i�l�h	Ô�ù�z�\�w�Ñ�•� �ç�º�w�ž�«�Â�Ÿ�Õ�”�³�ã�ï  �©�”�U�¼
�¢�ï�¬�è�”�Å�p�–�;�^�•�‡�b�{

flash �¢�¦�Ó�³�ã�ï�£ 5 
ü�Â�ž�«�Â�Ÿ�Õ�”�³�ã�ï  �©�”�›�–�;�b�”
²�t�Ã�Ì� �µ�p
�–�;�^�•�o�M�h  4 
ü�Â�ž�«�Â�Ÿ�Õ�”�³�ã�ï  �©�”�›�Ñ�å�¿�³�á  �Ý�Þ�æ�p�U
�g�b�”�‘�O�t�¦���`�‡�b�{�\�•�x�z activation-key �©�”�ë�”�Å�U�¯�Ú�ï�Å�å
� �ï�p�¦���^�•�o�M�s�M	Ô�ù�w�Ã�Ñ�¥�ç�Ä�w�ˆ�^�p�b�{  

image_url �¼�¢�ï�¬�è�”�Å�b�”�¹�Ñ�Ä�¢�£�ž  � �Ý�”�´�w�Í�µ /URL �S�‘�|�Ê
²�›�¦��
�`�‡�b�{�¹�Ñ�Ä�¢�£�ž  � �Ý�”�´�x�z 7.0(1) �Ž
²�w�Ì�”�´�ã�ï�p�K�”
ž�A�U
�K�“�‡�b�{

start_config_url �¢�¦�Ó�³�ã�ï�£�¼�¢�ï�¬�è�”�Å	�	q�U�ì�ƒ�`�h�™�p�–�;�b�”�Í�µ /URL �S
�‘�|�¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï  �Ñ�•� �ç�w�Ê
²�›�¦���`�‡�b�{
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�Ã�Ñ�¥�ç�Ä activation-key �©�”�ë�”�Å�U�¦���^�•�o�M�s�M	Ô�ù�z �·�©�á�æ�Â�Ÿ  �ž�Ó�å� �ž�ï�µ�x�7�™�t�–�;�^�•
�h  4 
ü�Â�ž�«�Â�Ÿ�Õ�”�³�ã�ï  �©�”�›�¼�`�‡�b�{�·�©�á�æ�Â�Ÿ  �ž�Ó�å� �ž�ï�µ�U�Ñ�å�¿�³�á�p  4 
ü
�Â�ž�«�Â�Ÿ�Õ�”�³�ã�ï  �©�”�›�U	Z�p�V�s�T�l�h	Ô�ù�z�¯�Ú�ï�Å�x�‹
q�^�•�z�¤�å�”  �Ý�¿�·�”�´�U

¯�Ô�^�•�‡�b�{�\�w	Ô�ù�z�Í�s�t�¯�Ú�ï�Å�å� �ï�p���®�s  4 
ü�Â�ž�«�Â�Ÿ�Õ�”�³�ã�ï  �©�”�›�¦���b
�”
ž�A�U�K�“�‡�b�{ �Ã�Ñ�¥�ç�Ä�w�ž�«�Â�Ÿ�Õ�”�³�ã�ï  �©�”�‡�h�x�â�”�²�¦���w�ž�«�Â�Ÿ�Õ�”�³�ã�ï
�©�”�U�z �q�O���®�s�ž�«�Â�Ÿ�Õ�”�³�ã�ï  �©�”�q
z�±�^�•�‡�b�{ 
¬�R�^�•�h�ž�«�Â�Ÿ�Õ�”�³�ã�ï  �©�”
�›�–�;�b�”�\�q�p�z�;�ó�›���æ�b�”�D�ó
Q�U�K�”	Ô�ù�z�¼�¢�ï�¬�è�”�Å�™�t�z���æ�b�”�D�ó
Q�w�K
�”�;�ó�w�æ�µ�Ä�q�ž�t�/���U
¯�Ô�^�•�‡�b�{  

�µ�»�”�Ä�ž�¿�Ó  �¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï  �Ñ�•� �ç�U�¦���^�•�o�M�s�M	Ô�ù�z�·�©�á�æ�Â�Ÿ  �ž�Ó�å
� �ž�ï�µ�x�Ã�Ñ�¥�ç�Ä�p  downgrade.cfg �›�–�;�`�‡�b�{

�¯�Ú�ï�Å  �Þ�”�Å �Í�w
¯�x�z�\�w�¯�Ú�ï�Å�›�Ö�—�p�V�”�Þ�”�Å�›�Ô�`�o�M�‡�b�{

�¯�Ú�ï�Å�d�º

�–�;	Í�w�̈ � �Å�å� �ï �\�w�¯�Ú�ï�Å�x�z�¹�Ñ�Ä�¢�£�ž  �æ�æ�”�µ  7.0(1) �Ž�ñ�›�î�æ�`�o�M�”  Cisco PIX Firewall �³�æ�”�¶�w
�·�©�á�æ�Â�Ÿ  �ž�Ó�å� �ž�ï�µ�t�v�“�–�;�p�V�‡�b�{�\�w�¯�Ú�ï�Å�x�z Cisco ASA 5500 �³�æ�”�¶�w�·
�©�á�æ�Â�Ÿ  �ž�Ó�å� �ž�ï�µ�p�x�±�Ù�”�Ä�^�•�o�M�‡�d�œ�{

�«�™ �¼�¢�ï�¬�è�”�Å  �Ó�é�·�µ�¤�t�?�o	Ë�•�U
C
\�b�”�q�z�Ñ�å�¿�³�á  �Ý�Þ�æ�U
����b�”	Ô�ù�U�K�“�‡
�b�{ �'�w�f�q�`�o�z �¼�¢�ï�¬�è�”�Å  �Ó�é�·�µ�›�‰�•�b�”
²�t�z �Ñ�å�¿�³�á  �Ý�Þ�æ	Í�w�b�‚�o�w�Ã�”
�»�›�Ž
æ�Ã�Ì� �µ�t�Ì�¿�«�ž�¿�Ó�`�o�X�i�^�M�{


����`�h�Ñ�å�¿�³�á  �Ý�Þ�æ�›�s
î�b�”�t�x�z�¯�ï�¹�”�ç�•�w�Ú
€�ž�«�·�µ�U
ž�A�p�b�{	Ä�I�t�m
�M�o�x�z format �¯�Ú�ï�Å�›�€	°�`�o�X�i�^�M�{  

�¯�Ú�ï�Å  �Þ�”�Å

�Ñ�•� �ž�¢�¥�”�ç  �Þ�”�Å �·�©�á�æ�Â�Ÿ  �¯�ï�Â�©�µ�Ä

�ç�”�Â�¿�Å �•�a �³�ï�¬�ç

�Ú�ç�½

�¯�ï�Â�©�µ�Ä �³�µ�Â�Ü

�›�V  EXEC • • •

�æ�æ�”�µ �!�Ë�º�0

7.0(1) �\�w�¯�Ú�ï�Å�U�‹�Ö�^�•�‡�`�h�{
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�« �Í�w�«�p�x�z�¹�Ñ�Ä�¢�£�ž�›�æ�æ�”�µ  6.3.3 �t�¼�¢�ï�¬�è�”�Å�`�‡�b�{

hostname# downgrade tftp://17.13.2.25//tftpboot/mananthr/cdisk.6.3.3 activation-key  
32c261f3 062afe24 c94ef2ea 0e299a3f
This command will reformat the flash and automatically reboot the system. 
Do you wish to continue? [confirm] 
Buffering image 
!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!
!!!
!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!
!!!
!!!!

Buffering startup config

All items have been buffered successfully. 
If the flash reformat is interrupted or fails, data in flash will be lost 
and the system might drop to monitor mode. 
Do you wish to continue? [confirm]
Installing the correct file system for the image and saving the buffered data 
!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!
!!!
!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!
!!!
!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!
!!!
!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!
!!!
!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!
!!!
!!!!!!!!!!!!!!!!!!!!!!!!!!!! 
Flash downgrade succeeded

Rebooting....

Enter zero actkey:

�Í�w�«�x�z�Á�®�s�ž�«�Â�Ÿ�Õ�”�³�ã�ï  �©�”�›�Ö�—�`�h	Ô�ù�w�A�L�›�Ô�`�o�M�‡�b�{

hostname# downgrade tftp://17.13.2.25//tftpboot/mananthr/cdisk.6.3.3 activation-key 
0 0 0 0 
This command will reformat the flash and automatically reboot the system. 
Do you wish to continue? [confirm] 
Buffering image 
!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!
!!!
!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!
!!!
!!! 
Error: activation key entered is invalid.

Enter the file option when there is no actkey in the source image (happens if the 
source is in tftp server). 
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�Í�w�«�x�z�¹�”�µ  � �Ý�”�´�w�ž�«�Â�Ÿ�Õ�”�³�ã�ï  �©�”�›�¦���`�h�q�V�t�z�f�•�U���O�`�s�T�l�h
	Ô�ù�w�A�L�›�Ô�`�o�M�‡�b�{

hostname# downgrade tftp://17.13.2.25//tftpboot/mananthr/cdisk.6.3.3 activation-key 
file  
This command will reformat the flash and automatically reboot the system. 
Do you wish to continue? [confirm] 
Buffering image 
!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!
!!!
!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!
!!!
!!!! 
Activation key does not exist in the source image. 
Please use the activation-key option to specify an activation key.

�Í�w�«�x�z�7�™�w�Ó�é�ï�Ó�Ä�p�¼�¢�ï�¬�è�”�Å	�	q�›�¤�­�b�”�M�O�›�Ô�`�o�M�‡�b�{

hostname# downgrade tftp://17.13.2.25//tftpboot/mananthr/cdisk.6.3.3 
This command will reformat the flash and automatically reboot the system. 
Do you wish to continue? [confirm] 
Buffering image 
!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!
!!!
!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!
!!!
!!!!

Buffering startup config

All items have been buffered successfully. 
If the flash reformat is interrupted or fails, data in flash will be lost 
and the system might drop to monitor mode. 
Do you wish to continue? [confirm] ===<typed n here> 
Downgrade process terminated.

�¼�¢�ï�¬�è�”�Å�b�”�t�x�z�¹�Ñ�Ä�¢�£�ž  �Ì�”�´�ã�ï�U  7.0 �°�¬�p�K�”
ž�A�U�K�“�‡�b�{�Í�w�«�x�z
�¹�Ñ�Ä�¢�£�ž�w�¼�¢�ï�¬�è�”�Å�t�æ

�`�h�¼�æ�›�Ô�`�o�M�‡�b�{

hostname# downgrade tftp://17.13.2.25//scratch/views/test/target/sw/cdisk  
This command will reformat the flash and automatically reboot the system. 
Do you wish to continue? [confirm] 
Buffering image 
!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!
!!!
!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!
!!!
!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!
!!!
!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!
!!!
!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!
!!!
!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!
!!!
!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!
!!!
!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!
!!!
!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!
!!!
!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!! 
Error: Need to use an image with version less than 7-0-0-0.
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�Í�w�«�x�z � �Ý�”�´�›�¦���`�h�q�V�t�ž�«�Â�Ÿ�Õ�”�³�ã�ï  �©�”�›�¬�Ý�`�s�T�l�h	Ô�ù�w�A�L�›�Ô�`
�o�M�‡�b�{

hostname# downgrade tftp://17.13.2.25//tftpboot/mananthr/cdisk.4.4.1-rel  
This command will reformat the flash and automatically reboot the system. 
Do you wish to continue? [confirm] 
Buffering image 
!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!
!!!
!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!! 
Image checksum has not been verified 
!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!
!!!!
!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!! 
Warning: Activation key not verified. 
Key 32c261f3 633fe24 c94ef2ea e299a3f might be incompatible with the image version
4-4-1-0. 
Do you wish to continue? [confirm] 
Downgrade process terminated. 
Please enter an activation-key in the command line.

�Í�w�«�x�z 4 
ü�Â�ž�«�Â�Ÿ�Õ�”�³�ã�ï  �©�”�t�z�q�O�w  5 
ü�Â�ž�«�Â�Ÿ�Õ�”�³�ã�ï  �©�”�w�b�‚�o�w�;
�ó�U���‡�•�o�M�s�M	Ô�ù�w�A�L�›�Ô�`�o�M�‡�b�{

hostname# downgrade tftp://17.13.2.25//tftpboot/mananthr/cdisk.6.3.3 
This command will reformat the flash and automatically reboot the system. 
Do you wish to continue? [confirm] 
Buffering image 
!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!
!!!
!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!
!!!
!!!! 
The following features available in current activation key in flash 
are NOT available in 4 tuple activation key in flash: 
VPN-3DES-AES 
GTP/GPRS 
5 Security Contexts 
Failover is different: 
current activation key in flash: UR(estricted) 
4 tuple activation key in flash: R(estricted) 
Some features might not work in the downgraded image if this key is used. 
Do you wish to continue? [confirm] 
Downgrade process terminated. 
Please enter an activation-key in the command line.

���È�¯�Ú�ï�Å �¯�Ú�ï�Å 
†�Ì

copy running-config startup-config �q�O�w�î�æ�¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï�›�Ñ�å�¿�³�á  �Ý
�Þ�æ�t�-���`�‡�b�{
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drop
�Þ�´�á�å  �Ù�æ�³�”  �Ñ�è�”�Ü�ë�”�«�›�–�;�b�”	Ô�ù�x�z�°�•�‡�h�x�«�å�µ  �¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï
�Þ�”�Å�p  drop �¯�Ú�ï�Å�›�–�;�`�o�z match �¯�Ú�ï�Å�‡�h�x�«�å�µ  �Ú�¿�Ó�q�°�•�b�”�Í�­�¿�Ä�›�Å
�é�¿�Ó�`�‡�b�{�\�w  drop �ž�«�³�ã�ï�x�z�ž�Ó�æ�­�”�³�ã�ï  �Ä�å�Ñ�Ÿ�¿�«�w�U�*�Ù�æ�³�”  �Ú�¿�Ó

�¢ policy-map type inspect �¯�Ú�ï�Å�£ �p���®�p�b�{ �h�i�`�z �b�‚�o�w�ž�Ó�æ�­�”�³�ã�ï�p�\�w�ž�«�³�ã
�ï�U�•�D�^�•�o�M�”�˜�Z�p�x�K�“�‡�d�œ�{�\�w�ž�«�³�ã�ï�›�Ã�Ÿ�·�”�Ò�ç�t�b�”�t�x�z�\�w�¯�Ú�ï
�Å�w no ���Ü�›�–�;�`�‡�b�{

drop [send-protocol-error] [ log]

no drop [send-protocol-error] [ log]

�³�ï�»�¿�«�µ�w
†�Ì

�Ã�Ñ�¥�ç�Ä �Ã�Ñ�¥�ç�Ä�w�ˆ�^�•�‹�x�K�“�‡�d�œ�{

�¯�Ú�ï�Å  �Þ�”�Å �Í�w
¯�x�z�\�w�¯�Ú�ï�Å�›�Ö�—�p�V�”�Þ�”�Å�›�Ô�`�o�M�‡�b�{

�¯�Ú�ï�Å�d�º

�–�;	Í�w�̈ � �Å�å� �ï �U�*�Ù�æ�³�”  �Ú�¿�Ó�x�z 1 �m�Ž	Í�w  match �¯�Ú�ï�Å�q  class �¯�Ú�ï�Å�p�Ï
R�^�•�‡�b�{ �U�*�Ù�æ�³�”
�Ú�¿�Ó�p�–�;�p�V�”�¯�Ú�ï�Å�×�.�x�z�ž�Ó�æ�­�”�³�ã�ï�t�‘�l�o�Ÿ�s�“�‡�b�{ match �¯�Ú�ï�Å�‡�h
�x  class �¯�Ú�ï�Å�›�Ö�—�`�o�ž�Ó�æ�­�”�³�ã�ï  �Ä�å�Ñ�Ÿ�¿�«�›�Ý���¢ class �¯�Ú�ï�Å�x�z match �¯�Ú
�ï�Å�›���‰�7���w  class-map type inspect �¯�Ú�ï�Å�›�¦�b�£�`�h�™�x�z drop �¯�Ú�ï�Å�›�Ö�—�`�o
match �¯�Ú�ï�Å�‡�h�x  class �¯�Ú�ï�Å�q�°�•�b�”�b�‚�o�w�Í�­�¿�Ä�›�Å�é�¿�Ó�p�V�‡�b�{

�Í�­�¿�Ä�›�Å�é�¿�Ó�b�”�q�z�U�*�Ù�æ�³�”  �Ú�¿�Ó�p�Ž�ñ�w�ž�«�³�ã�ï�x�î�æ�^�•�‡�d�œ�{�h�q�Q
�y�z�7	s�w�ž�«�³�ã�ï�p�Í�­�¿�Ä�›�Å�é�¿�Ó�`�h	Ô�ù�x�z�f�•�Ž�ñ�z match �¯�Ú�ï�Å�‡�h�x  class �¯
�Ú�ï�Å�q�°�•�`�‡�d�œ�{�7	s�w�ž�«�³�ã�ï�U�Í�­�¿�Ä�w�é�ª�ï�¬�p�K�”	Ô�ù�x�z�Í�­�¿�Ä�w�Å�é�¿
�Ó�s�r�w  2 
j�è�w�ž�«�³�ã�ï�U
C
\�b�”�D�ó
Q�U�K�“�‡�b�{�‰�a  match �¯�Ú�ï�Å�‡�h�x  class �¯�Ú
�ï�Å�t�0�`�o  drop �ž�«�³�ã�ï�q  log �ž�«�³�ã�ï�w�†�M�›
ƒ���p�V�‡�b�{�f�w	Ô�ù�z�Í�­�¿�Ä�x	t��
�w�°�•�U	t�p�Å�é�¿�Ó�^�•�”
²�t�é�ª�ï�¬�^�•�‡�b�{

�è� �à  3/4 �Ù�æ�³�”  �Ú�¿�Ó�¢ policy-map �¯�Ú�ï�Å�£�p  inspect �¯�Ú�ï�Å�›�–�;�`�o�ž�Ó�æ�­�”�³�ã
�ï�U�*�›� �É�”�Ò�ç�t�b�”�q�V�x�z �\�w�ž�«�³�ã�ï�›���œ�p�M�”�U�*�Ù�æ�³�”  �Ú�¿�Ó�›� �É�”�Ò�ç
�t�`�‡�b�{�h�q�Q�y�z inspect http http_policy_map �¯�Ú�ï�Å�›�Ö�—�`�‡�b�{ http_policy_map �x�U�*
�Ù�æ�³�”  �Ú�¿�Ó�w�Ê
²�p�b�{

send-protocol-error �Ó�é�Ä�¯�ç  �¤�å�”  �Ý�¿�·�”�´�›
ù	ô�`�‡�b�{

log �°�•�›�é�¬�t�G�å�`�‡�b�{ �³�µ�Â�Ü  �é�¬  �Ý�¿�·�”�´�w
j�ø�x�z �ž�Ó�æ�­�”
�³�ã�ï�t�‘�l�o�Ÿ�s�“�‡�b�{

�¯�Ú�ï�Å  �Þ�”�Å

�Ñ�•� �ž�¢�¥�”�ç  �Þ�”�Å �·�©�á�æ�Â�Ÿ  �¯�ï�Â�©�µ�Ä

�ç�”�Â�¿�Å �•�a �³�ï�¬�ç

�Ú�ç�½

�¯�ï�Â�©�µ�Ä �³�µ�Â�Ü

�°�•�¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï
�S� ‘ � | �« �å�µ  � ¯ � ï �Ñ�Ÿ�ª �á
�è�”�³�ã�ï

• • • • —

�æ�æ�”�µ �!�Ë�º�0

7.2(1) �\�w�¯�Ú�ï�Å�U�‹�Ö�^�•�‡�`�h�{
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�« �Í�w�«�p�x�z�Í�­�¿�Ä�›�Å�é�¿�Ó�`�z http-traffic �«�å�µ  �Ú�¿�Ó�q�°�•�`�h�M�t�é�¬�›
ù	ô�`�‡�b�{
�‰�a�Í�­�¿�Ä�U  2 
j�è�w  match �¯�Ú�ï�Å�t�‹�°�•�b�”	Ô�ù�z �f�w�Í�­�¿�Ä�x�b�p�t�Å�é�¿�Ó�^�•�o
�M�”�h�Š�z	r�g�^�•�‡�d�œ�{

hostname(config-cmap)# policy-map type inspect http http-map1
hostname(config-pmap)# class http-traffic
hostname(config-pmap-c)# drop log
hostname(config-pmap-c)# match req-resp content-type mismatch
hostname(config-pmap-c)# reset log

���È�¯�Ú�ï�Å �¯�Ú�ï�Å 
†�Ì

class �Ù�æ�³�”  �Ú�¿�Ó�t���Š�”�«�å�µ  �Ú�¿�Ó�Ê�›�¦���`�‡�b�{

class-map type inspect �ž�Ó�æ�­�”�³�ã�ï�{���w�Ä�å�Ñ�Ÿ�¿�«�›	°�ù�b�”�h�Š�w�U�*
�«�å�µ  �Ú�¿�Ó�›�^
R�`�‡�b�{

policy-map �è� �à  3/4 �w�Ù�æ�³�”  �Ú�¿�Ó�›�^
R�`�‡�b�{

policy-map type inspect �ž�Ó�æ�­�”�³�ã�ï�U�*�w�h�Š�w�›���s�ž�«�³�ã�ï�›���[�`�‡
�b�{

show running-config policy-map �q�O�w�b�‚�o�w�Ù�æ�³�”  �Ú�¿�Ó �¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï�›
¯
�Ô�`�‡�b�{
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drop-connection
�Þ�´�á�å  �Ù�æ�³�”  �Ñ�è�”�Ü�ë�”�«�›�–�;�b�”	Ô�ù�x�z�°�•�‡�h�x�«�å�µ  �¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï
�Þ�”�Å�p  drop-connection �¯�Ú�ï�Å�›�–�;�`�o�Í�­�¿�Ä�›�Å�é�¿�Ó�`�z match �¯�Ú�ï�Å�‡�h�x�«�å
�µ  �Ú�¿�Ó�q�°�•�b�”�Ä�å�Ñ�Ÿ�¿�«�w
€���›���a�‡�b�{
€���x�z�·�©�á�æ�Â�Ÿ  �ž�Ó�å� �ž�ï�µ	Í�w

€���Ã�”�»�Õ�”�µ�T�’�_	†�^�•�‡�b�{
€���U�Å�é�¿�Ó�^�•�h�™�p�z�¾�V���V�·�©�á�æ�Â�Ÿ  �ž�Ó�å� 
�ž�ï�µ�t�Ö�”�Í�­�¿�Ä�x
��:�^�•�‡�b�{�\�w  drop-connection �ž�«�³�ã�ï�x�ž�Ó�æ�­�”�³�ã�ï  �Ä�å
�Ñ�Ÿ�¿�«�w�U�*�Ù�æ�³�”  �Ú�¿�Ó�¢ policy-map type inspect �¯�Ú�ï�Å�£�p���®�p�b�{�h�i�`�z�b�‚�o
�w�ž�Ó�æ�­�”�³�ã�ï�p�z�\�w�ž�«�³�ã�ï�U�•�D�^�•�”�˜�Z�p�x�K�“�‡�d�œ�{�\�w�ž�«�³�ã�ï�›�Ã�Ÿ
�·�”�Ò�ç�t�b�”�t�x�z�\�w�¯�Ú�ï�Å�w  no ���Ü�›�–�;�`�‡�b�{

drop-connection [send-protocol-error] [ log]

no drop-connection [send-protocol-error] [ log]

�³�ï�»�¿�«�µ�w
†�Ì

�Ã�Ñ�¥�ç�Ä �Ã�Ñ�¥�ç�Ä�w�ˆ�^�•�‹�x�K�“�‡�d�œ�{

�¯�Ú�ï�Å  �Þ�”�Å �Í�w
¯�x�z�\�w�¯�Ú�ï�Å�›�Ö�—�p�V�”�Þ�”�Å�›�Ô�`�o�M�‡�b�{

�¯�Ú�ï�Å�d�º

�–�;	Í�w�̈ � �Å�å� �ï �U�*�Ù�æ�³�”  �Ú�¿�Ó�x�z 1 �m�Ž	Í�w  match �¯�Ú�ï�Å�q  class �¯�Ú�ï�Å�p�Ï
R�^�•�‡�b�{ �U�*�Ù�æ�³�”
�Ú�¿�Ó�p�–�;�p�V�”�¯�Ú�ï�Å�×�.�x�z�ž�Ó�æ�­�”�³�ã�ï�t�‘�l�o�Ÿ�s�“�‡�b�{ match �¯�Ú�ï�Å�‡�h
�x  class �¯�Ú�ï�Å�›�Ö�—�`�o�ž�Ó�æ�­�”�³�ã�ï  �Ä�å�Ñ�Ÿ�¿�«�›�Ý���¢ class �¯�Ú�ï�Å�x�z match �¯�Ú
�ï�Å�›���‰�7���w  class-map type inspect �¯�Ú�ï�Å�›�¦�b�£�`�h�™�x�z drop-connection �¯�Ú�ï�Å�›�Ö
�—�`�o�Í�­�¿�Ä�›�Å�é�¿�Ó�`�z match �¯�Ú�ï�Å�‡�h�x  class �¯�Ú�ï�Å�q�°�•�b�”�Ä�å�Ñ�Ÿ�¿�«�w
€
���›���a�‡�b�{

�Í�­�¿�Ä�›�Å�é�¿�Ó�`�h�“
€���›���a�”�q�z �f�•�Ž�ñ�x�U�*�Ù�æ�³�”  �Ú�¿�Ó�p�x�ž�«�³�ã�ï�x�î�æ
�^�•�‡�d�œ�{�h�q�Q�y�z�7	s�w�ž�«�³�ã�ï�U�Í�­�¿�Ä�›�Å�é�¿�Ó�`
€���›���a�”�\�q�p�K�”	Ô�ù�z
�f�•�Ž�ñ�x  match �¯�Ú�ï�Å�‡�h�x  class �¯�Ú�ï�Å�t�0� �`�‡�d�œ�{�7	s�w�ž�«�³�ã�ï�U�Í�­�¿�Ä�w
�é�ª�ï�¬�p�K�”	Ô�ù�x�z�Í�­�¿�Ä�w�Å�é�¿�Ó�s�r�w  2 
j�è�w�ž�«�³�ã�ï�U
C
\�b�”�D�ó
Q�U�K�“�‡
�b�{�‰�a  match �¯�Ú�ï�Å�‡�h�x  class �¯�Ú�ï�Å�t�0�`�o  drop-connection �ž�«�³�ã�ï�q  log �ž�«�³�ã
�ï�w�†�M�›
ƒ���p�V�‡�b�{�f�w	Ô�ù�z�Í�­�¿�Ä�x	t���w�°�•�U	t�p�Å�é�¿�Ó�^�•�”
²�t�é�ª�ï�¬�^
�•�‡�b�{

send-protocol-error �Ó�é�Ä�¯�ç  �¤�å�”  �Ý�¿�·�”�´�›
ù	ô�`�‡�b�{

log �°�•�›�é�¬�t�G�å�`�‡�b�{ �³�µ�Â�Ü  �é�¬  �Ý�¿�·�”�´�w
j�ø�x�z �ž�Ó�æ�­�”
�³�ã�ï�t�‘�l�o�Ÿ�s�“�‡�b�{

�¯�Ú�ï�Å  �Þ�”�Å

�Ñ�•� �ž�¢�¥�”�ç  �Þ�”�Å �·�©�á�æ�Â�Ÿ  �¯�ï�Â�©�µ�Ä

�ç�”�Â�¿�Å �•�a �³�ï�¬�ç

�Ú�ç�½

�¯�ï�Â�©�µ�Ä �³�µ�Â�Ü

�°�•�¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï
�S� ‘ � | �« �å�µ  � ¯ � ï �Ñ�Ÿ�ª �á
�è�”�³�ã�ï

• • • • —

�æ�æ�”�µ �!�Ë�º�0

7.2(1) �\�w�¯�Ú�ï�Å�U�‹�Ö�^�•�‡�`�h�{
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�è� �à  3/4 �Ù�æ�³�”  �Ú�¿�Ó�¢ policy-map �¯�Ú�ï�Å�£�p  inspect �¯�Ú�ï�Å�›�–�;�`�o�ž�Ó�æ�­�”�³�ã
�ï�U�*�›� �É�”�Ò�ç�t�b�”�q�V�x�z �\�w�ž�«�³�ã�ï�›���œ�p�M�”�U�*�Ù�æ�³�”  �Ú�¿�Ó�›� �É�”�Ò�ç
�t�`�‡�b�{�h�q�Q�y�z inspect http http_policy_map �¯�Ú�ï�Å�›�Ö�—�`�‡�b�{ http_policy_map �x�U�*
�Ù�æ�³�”  �Ú�¿�Ó�w�Ê
²�p�b�{

�« �Í�w�«�p�x�z http-traffic �«�å�µ  �Ú�¿�Ó�q�°�•�b�”�M�t�x�z�Í�­�¿�Ä�›�Å�é�¿�Ó�`�z
€���›���a�o�é
�¬�›
ù	ô�`�‡�b�{�‰�a�Í�­�¿�Ä�U  2 
j�è�w  match �¯�Ú�ï�Å�t�‹�°�•�b�”	Ô�ù�z�f�w�Í�­�¿�Ä�x�b�p
�t�Å�é�¿�Ó�^�•�o�M�”�h�Š�z	r�g�^�•�‡�d�œ�{

hostname(config-cmap)# policy-map type inspect http http-map1
hostname(config-pmap)# class http-traffic
hostname(config-pmap-c)# drop-connection log
hostname(config-pmap-c)# match req-resp content-type mismatch
hostname(config-pmap-c)# reset log

���È�¯�Ú�ï�Å �¯�Ú�ï�Å 
†�Ì

class �Ù�æ�³�”  �Ú�¿�Ó�t���Š�”�«�å�µ  �Ú�¿�Ó�Ê�›�¦���`�‡�b�{

class-map type inspect �ž�Ó�æ�­�”�³�ã�ï�{���w�Ä�å�Ñ�Ÿ�¿�«�›	°�ù�b�”�h�Š�w�U�*
�«�å�µ  �Ú�¿�Ó�›�^
R�`�‡�b�{

policy-map �è� �à  3/4 �w�Ù�æ�³�”  �Ú�¿�Ó�›�^
R�`�‡�b�{

policy-map type inspect �ž�Ó�æ�­�”�³�ã�ï�U�*�w�h�Š�w�›���s�ž�«�³�ã�ï�›���[�`�‡
�b�{

show running-config policy-map �q�O�w�b�‚�o�w�Ù�æ�³�”  �Ú�¿�Ó �¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï�›
¯
�Ô�`�‡�b�{
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duplex
�”
¢� �”�±�É�¿�Ä  � �ï�»�”�Ñ�£� �µ �¢ RJ-45�£�w�Ã�á�Ó�è�¿�«�µ�M�Ü�›
ƒ���b�”�t�x�z � �ï�»�”�Ñ�£
� �µ  �¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï  �Þ�”�Å�p  duplex �¯�Ú�ï�Å�›�–�;�`�‡�b�{�Ã�á�Ó�è�¿�«�µ
ƒ���›�Ã
�Ñ�¥�ç�Ä�t�í�b�t�x�z�\�w�¯�Ú�ï�Å�w  no ���Ü�›�–�;�`�‡�b�{

duplex {auto | full  | half}

no duplex

�³�ï�»�¿�«�µ�w
†�Ì

�Ã�Ñ�¥�ç�Ä �Ã�Ñ�¥�ç�Ä�x  auto �U	Z�p�b�{

�¯�Ú�ï�Å  �Þ�”�Å �Í�w
¯�x�z�\�w�¯�Ú�ï�Å�›�Ö�—�p�V�”�Þ�”�Å�›�Ô�`�o�M�‡�b�{

�¯�Ú�ï�Å�d�º

�–�;	Í�w�̈ � �Å�å� �ï �Ã�á�Ó�è�¿�«�µ  �Þ�”�Å�x�z
ú�g� �ï�»�”�Ñ�£� �µ	Í�t�i�Z
ƒ���`�‡�b�{

duplex �¯�Ú�ï�Å�x�z�Ñ�•� �Ì  �Ý�Ã�Ÿ�ž�p�x�–�;�p�V�‡�d�œ�{

�É�¿�Ä�ë�”�«�U�×�ˆ�U	Z�›�±�Ù�”�Ä�`�o�M�s�M	Ô�ù�x�z �Ã�á�Ó�è�¿�«�µ  �Þ�”�Å�›�›���w�‹�t
ƒ���`
�‡�b�{

ASA 5500 �³�æ�”�¶�&� ���·�©�á�æ�Â�Ÿ  �ž�Ó�å� �ž�ï�µ�w  RJ-45 � �ï�»�”�Ñ�£� �µ�p�x�z�Ã�Ñ�¥�ç
�Ä�w�¦�”�Ä�É�°�³�¤�”�³�ã�ï
ƒ���t  Auto-MDI/MDIX �;�ó�‹���‡�•�o�M�‡�b�{ Auto-MDI/MDIX �x�z
�¦�”�Ä�É�°�³�¤�”�³�ã�ï  �Ñ�£�”�¶�p�µ�Ä�è�”�Ä  �­�”�Ò�ç�U�U	Z�^�•�”�q�z�º
æ�«�é�µ�¦�”�Ì�”�›
�î�æ�`�o�z�«�é�µ  �­�”�Ò�ç�t�‘�”
€���›
Æ�A�t�`�‡�b�{� �ï�»�”�Ñ�£� �µ�p  Auto-MDI/MDIX �›� 
�É�”�Ò�ç�t�b�”�t�x�z���S�‡�h�x�Ã�á�Ó�è�¿�«�µ�M�Ü�w�M�c�•�T�›�¦�”�Ä�É�°�³�¤�”�³�ã�ï�t
ƒ��
�b�”
ž�A�U�K�“�‡�b�{���S�q�Ã�á�Ó�è�¿�«�µ�M�Ü�w�†�M�t�Ì�Ô�$�t�{���‹�›
ƒ���`�o�z�†�M�w
ƒ��
�t���b�”�¦�”�Ä�É�°�³�¤�”�³�ã�ï�›�Ã�Ÿ�·�”�Ò�ç�t�b�”�q�z Auto-MDI/MDIX �‹�Ã�Ÿ�·�”�Ò�ç�t�s
�“�‡�b�{

PoE �Ù�”�Ä	Í�p�Ã�á�Ó�è�¿�«�µ�›  auto �Ž�Ž�t
ƒ���`�h	Ô�ù�x�z IEEE 802.3af �›�±�Ù�”�Ä�`�s�M  Cisco
IP Phone �S�‘�|�³�µ�¯�w�Á
¢�ž�«�·�µ  �Ù� �ï�Ä�x�U	Z�^�•�c�z�?�o�U�™�…�^�•�‡�d�œ�{

auto �Ã�á�Ó�è�¿�«�µ  �Þ�”�Å�›�×�ˆ�U	Z�`�‡�b�{

full �Ã�á�Ó�è�¿�«�µ  �Þ�”�Å�›
¶�Ë	O�t
ƒ���`�‡�b�{

half �Ã�á�Ó�è�¿�«�µ  �Þ�”�Å�›
R�Ë	O�t
ƒ���`�‡�b�{

�¯�Ú�ï�Å  �Þ�”�Å

�Ñ�•� �ž�¢�¥�”�ç  �Þ�”�Å �·�©�á�æ�Â�Ÿ  �¯�ï�Â�©�µ�Ä

�ç�”�Â�¿�Å �•�a �³�ï�¬�ç

�Ú�ç�½

�¯�ï�Â�©�µ�Ä �³�µ�Â�Ü

�  � ï �» � ” �Ñ�£�   �µ  � ¯ � ï �Ñ�Ÿ
�ª�á�è�”�³�ã�ï

• • • — •

�æ�æ�”�µ �!�Ë�º�0

7.0(1) �\�w�¯�Ú�ï�Å�U�z interface �¯�Ú�ï�Å�w�©�”�ë�”�Å�T�’� �ï�»�”�Ñ�£� �µ  �¯
�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï  �Þ�”�Å�w�¯�Ú�ï�Å�t�!�Ë�^�•�‡�`�h�{
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�« �Í�w�«�p�x�z�Ã�á�Ó�è�¿�«�µ  �Þ�”�Å�›
¶�Ë	O�t
ƒ���`�‡�b�{

hostname(config)# interface gigabitethernet0/1
hostname(config-if)# speed 1000
hostname(config-if)# duplex full
hostname(config-if)# nameif inside
hostname(config-if)# security-level 100
hostname(config-if)# ip address 10.1.1.1 255.255.255.0
hostname(config-if)# no shutdown

���È�¯�Ú�ï�Å �¯�Ú�ï�Å 
†�Ì

clear configure interface � �ï�»�”�Ñ�£� �µ�w�¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï�›�b�‚�o	«�ˆ�`
�‡�b�{

interface � �ï�»�”�Ñ�£� �µ�›
ƒ���`�z� �ï�»�”�Ñ�£� �µ  �¯�ï�Ñ�Ÿ�ª�á
�è�”�³�ã�ï  �Þ�”�Å�t�Ö�“�‡�b�{

show interface � �ï�»�”�Ñ�£� �µ�w�å�ï�»� �Ü  �µ�Â�”�»�µ�q�w�-	Ø�C�›
¯�Ô
�`�‡�b�{

show running-config interface � �ï�»�”�Ñ�£� �µ�w�¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï�›
¯�Ô�`�‡�b�{

speed � �ï�»�”�Ñ�£� �µ�w���S�›
ƒ���`�‡�b�{
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12

email �¯�Ú�ï�Å�™  functions �¯�Ú�ï�Å

email
�J�å�¤�t�z�¦���^�•�h�?� �Ý�”�ç  �ž�Å�è�µ�›	Â�Ì	{�w�±�Ò�´�£�«�Ä�E�8�Ê�w�¦�Á�t���Š�”�t�x�z�‰
�ø  CA �Ä�å�µ�Ä�Ù� �ï�Ä  �¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï  �Þ�”�Å�p  email �¯�Ú�ï�Å�›�–�;�`�‡�b�{ �Ã�Ñ�¥�ç
�Ä
ƒ���t�í�b�t�x�z�\�w�¯�Ú�ï�Å�w  no ���Ü�›�–�;�`�‡�b�{

email address

no email 

�³�ï�»�¿�«�µ�w
†�Ì

�Ã�Ñ�¥�ç�Ä �Ã�Ñ�¥�ç�Ä�‹�x
ƒ���^�•�o�M�‡�d�œ�{

�¯�Ú�ï�Å  �Þ�”�Å �Í�w
¯�x�z�\�w�¯�Ú�ï�Å�›�Ö�—�p�V�”�Þ�”�Å�›�Ô�`�o�M�‡�b�{

�¯�Ú�ï�Å�d�º

�« �Í�w�«�p�x�z�Ä�å�µ�Ä�Ù� �ï�Ä  central �w�‰�ø CA �Ä�å�µ�Ä�Ù� �ï�Ä  �¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï  �Þ�”
�Å�t�Ö�“�z�Ä�å�µ�Ä�Ù� �ï�Ä  central �w�J�å�A�{�t�?� �Ý�”�ç�ž�Å�è�µ�w  jjh@nhf.net �›���Š�‡�b�{

hostname(config)# crypto ca trustpoint central
hostname(ca-trustpoint)# email jjh@nhf.net
hostname(ca-trustpoint)# 

���È�¯�Ú�ï�Å

address �?� �Ý�”�ç  �ž�Å�è�µ�›�¦���`�‡�b�{ address �w�7�G�Õ�x  64 ���È�p�b�{

�¯�Ú�ï�Å  �Þ�”�Å

�Ñ�•� �ž�¢�¥�”�ç  �Þ�”�Å �·�©�á�æ�Â�Ÿ  �¯�ï�Â�©�µ�Ä

�ç�”�Â�¿�Å �•�a �³�ï�¬�ç

�Ú�ç�½

�¯�ï�Â�©�µ�Ä �³�µ�Â�Ü

�‰�ø CA �Ä�å�µ�Ä�Ù� �ï�Ä  �¯
�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï

• • •

�æ�æ�”�µ �!�Ë�º�0

7.0(1) �\�w�¯�Ú�ï�Å�U�‹�Ö�^�•�‡�`�h�{

�¯�Ú�ï�Å 
†�Ì

crypto ca trustpoint �Ä�å�µ�Ä�Ù� �ï�Ä  �¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï  �Þ�”�Å�t�Ö�“�‡�b�{
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enable
�›�V  EXEC �Þ�”�Å�t�Ö�”�t�x�z�â�”�²  EXEC �Þ�”�Å�p  enable �¯�Ú�ï�Å�›�–�;�`�‡�b�{

enable [level]

�³�ï�»�¿�«�µ�w
†�Ì

�Ã�Ñ�¥�ç�Ä �›�V�è�Õ�ç  15 �›�Ö�—�`�‡�b�{�h�i�`�z�¯�Ú�ï�Å�w�Ý�D�›�–�;�`�o�M�”	Ô�ù�x�z�Ã�Ñ�¥�ç�Ä�w�è�Õ
�ç�x�â�”�²�Ê�t
ƒ���^�•�h�è�Õ�ç�t�‘�l�o�Ÿ�s�“�‡�b�{

�¯�Ú�ï�Å  �Þ�”�Å �Í�w
¯�x�z�\�w�¯�Ú�ï�Å�›�Ö�—�p�V�”�Þ�”�Å�›�Ô�`�o�M�‡�b�{

�¯�Ú�ï�Å�d�º

�–�;	Í�w�̈ � �Å�å� �ï �Ã�Ñ�¥�ç�Ä�w� �É�”�Ò�ç  �Í�µ�ë�”�Å�x�Ò�å�ï�«�p�b�{�Í�µ�ë�”�Å�›
ƒ���b�”�t�x�z enable password
�¯�Ú�ï�Å�›�€	°�`�o�X�i�^�M�{

�Ã�Ñ�¥�ç�Ä�p�K�”  15 �Ž�Ž�w�›�V�è�Õ�ç�›�–�;�b�”�t�x�z�é�”�§�ç  �¯�Ú�ï�Å�Ý�D�›
ƒ���`�¢ aaa
authorization command �¯�Ú�ï�Å�›�€	°�{ LOCAL �©�”�ë�”�Å�›�¦���b�”�£ �z privilege �¯�Ú�ï�Å�›�–
�;�`�o�z�¯�Ú�ï�Å�›���w�›�V�è�Õ�ç�t
ƒ���`�‡�b�{�é�”�§�ç  �¯�Ú�ï�Å�Ý�D�›
ƒ���`�s�M	Ô�ù�x�z� 
�É�”�Ò�ç  �è�Õ�ç�U�Á�¹�^�•�z
ƒ���`�h�è�Õ�ç�t�T�T�˜�’�c�è�Õ�ç  15 �t�ž�«�·�µ�p�V�‡�b�{�q�O�w
�›�V�è�Õ�ç�›
¯�Ô�b�”�t�x�z show curpriv �¯�Ú�ï�Å�›�–�;�`�‡�b�{

�è�Õ�ç  2 �Ž	Í�x�›�V  EXEC �Þ�”�Å�t�Ö�“�‡�b�{�è�Õ�ç  0 �S�‘�|�è�Õ�ç  1 �x�z�â�”�²  EXEC �Þ�”�Å�t
�Ö�“�‡�b�{

disable �¯�Ú�ï�Å�›�Ö�—�`�o�z�›�V  EXEC �Þ�”�Å�›	4�ƒ�`�‡�b�{

�« �Í�w�«�p�x�z�›�V  EXEC �Þ�”�Å�t�Ö�“�‡�b�{

hostname> enable
Password: Pa$$w0rd
hostname#

�Í�w�«�p�x�z�è�Õ�ç  10 �w�›�V  EXEC �Þ�”�Å�t�Ö�“�‡�b�{

hostname> enable 10
Password: Pa$$w0rd10
hostname#

level �¢�¦�Ó�³�ã�ï�£�›�V�è�Õ�ç�x  0 �™ 15 �w���p�b�{

�¯�Ú�ï�Å  �Þ�”�Å

�Ñ�•� �ž�¢�¥�”�ç  �Þ�”�Å �·�©�á�æ�Â�Ÿ  �¯�ï�Â�©�µ�Ä

�ç�”�Â�¿�Å �•�a �³�ï�¬�ç

�Ú�ç�½

�¯�ï�Â�©�µ�Ä �³�µ�Â�Ü

�â�”�²  EXEC • • • • •

�æ�æ�”�µ �!�Ë�º�0

�7�� �\�w�¯�Ú�ï�Å�x�7���w�‹�w�p�b�{
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���È�¯�Ú�ï�Å �¯�Ú�ï�Å 
†�Ì

enable password � �É�”�Ò�ç  �Í�µ�ë�”�Å�›
ƒ���`�‡�b�{

disable �›�V  EXEC �Þ�”�Å�›	4�ƒ�`�‡�b�{

aaa authorization command �¯�Ú�ï�Å�Ý�D�›
ƒ���`�‡�b�{

privilege �é�”�§�ç  �¯�Ú�ï�Å�Ý�D�w�h�Š�w�¯�Ú�ï�Å�›�V�è�Õ�ç�›
ƒ���`
�‡�b�{

show curpriv �q�O�é�¬� �ï�`�o�M�”�â�”�²�w�Ê
²�S�‘�|�›�V�è�Õ�ç�›
¯�Ô
�`�‡�b�{
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enable gprs
RADIUS �ž�§�¢�ï�Â�Ÿ�ï�¬�t�‘�“  GPRS �›� �É�”�Ò�ç�t�b�”�t�x�z RADIUS �ž�§�¢�ï�Â�Ÿ�ï�¬  �Í�å
�Ý�”�»  �¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï  �Þ�”�Å�p  enable gprs �¯�Ú�ï�Å�›�–�;�`�‡�b�{�\�w�Þ�”�Å�t�x�z
inspect radius-accounting �¯�Ú�ï�Å�›�–�;�`�o�ž�«�·�µ�p�V�‡�b�{�·�©�á�æ�Â�Ÿ  �ž�Ó�å� �ž�ï�µ�x�z
�·�§�ï�¼�æ  PDP �¯�ï�Â�©�µ�Ä�›�&
~�t	r�g�b�”�h�Š�t�z�ž�§�¢�ï�Â�Ÿ�ï�¬�A�{���­�Ý�¿�·�”�´�w
3GPP VSA 26-10415 �›�½�£�¿�«�`�‡�b�{

�\�w�¦�Ó�³�ã�ï�x�z�Ã�Ñ�¥�ç�Ä�p�x�Ã�Ÿ�·�”�Ò�ç�t�s�l�o�M�‡�b�{�\�w�;�ó�›� �É�”�Ò�ç�t�b�”�t
�x�z GTP �å� �·�ï�µ�U
ž�A�p�b�{

enable gprs

no enable gprs

�³�ï�»�¿�«�µ�w
†�Ì �\�w�¯�Ú�ï�Å�t�x�z�¾
:�‹�©�”�ë�”�Å�‹�K�“�‡�d�œ�{

�Ã�Ñ�¥�ç�Ä �Ã�Ñ�¥�ç�Ä�w�ˆ�^�•�‹�x�K�“�‡�d�œ�{

�¯�Ú�ï�Å  �Þ�”�Å �Í�w
¯�x�z�\�w�¯�Ú�ï�Å�›�Ö�—�p�V�”�Þ�”�Å�›�Ô�`�o�M�‡�b�{

�¯�Ú�ï�Å�d�º

�« �Í�w�«�p�x�z RADIUS �ž�§�¢�ï�Â�Ÿ�ï�¬�t�‘�“  GPRS �›� �É�”�Ò�ç�t�b�”�M�O�›�Ô�`�o�M�‡�b�{

hostname(config)# policy-map type inspect radius-accounting ra
hostname(config-pmap)# parameters
hostname(config-pmap-p)# enable gprs

���È�¯�Ú�ï�Å

�¯�Ú�ï�Å  �Þ�”�Å

�Ñ�•� �ž�¢�¥�”�ç  �Þ�”�Å �·�©�á�æ�Â�Ÿ  �¯�ï�Â�©�µ�Ä

�ç�”�Â�¿�Å �•�a �³�ï�¬�ç

�Ú�ç�½

�¯�ï�Â�©�µ�Ä �³�µ�Â�Ü

RADIUS �ž�§�¢�ï�Â�Ÿ�ï�¬  �Í
�å �Ý�” �»  � ¯ � ï �Ñ�Ÿ�ª �á�è�”
�³�ã�ï

• • • • —

�æ�æ�”�µ �!�Ë�º�0

7.2(1) �\�w�¯�Ú�ï�Å�U�‹�Ö�^�•�‡�`�h�{

�¯�Ú�ï�Å 
†�Ì

inspect radius-accounting RADIUS �ž�§�¢�ï�Â�Ÿ�ï�¬�w�U�*�›
ƒ���`�‡�b�{

parameters �U�*�Ù�æ�³�”  �Ú�¿�Ó�w�Í�å�Ý�”�»�›
ƒ���`�‡�b�{
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enable password
�›�V  EXEC �Þ�”�Å�w� �É�”�Ò�ç  �Í�µ�ë�”�Å�›
ƒ���b�”�t�x�z�¬�é�”�Ì�ç  �¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï
�Þ�”�Å�p  enable password �¯�Ú�ï�Å�›�–�;�`�‡�b�{ 15 �Ž�Ž�w�è�Õ�ç�w�Í�µ�ë�”�Å�›�_	†�b�”�t�x�z
�\�w�¯�Ú�ï�Å�w  no ���Ü�›�–�;�`�‡�b�{�è�Õ�ç  15 �w�Í�µ�ë�”�Å�x�_	†�p�V�‡�d�œ�{

enable password password [level level] [encrypted]

no enable password level level

�³�ï�»�¿�«�µ�w
†�Ì

�Ã�Ñ�¥�ç�Ä �Ã�Ñ�¥�ç�Ä�w�Í�µ�ë�”�Å�x�Ò�å�ï�«�p�b�{�Ã�Ñ�¥�ç�Ä�w�è�Õ�ç�x  15 �p�b�{

�¯�Ú�ï�Å  �Þ�”�Å �Í�w
¯�x�z�\�w�¯�Ú�ï�Å�›�Ö�—�p�V�”�Þ�”�Å�›�Ô�`�o�M�‡�b�{

�¯�Ú�ï�Å�d�º

�–�;	Í�w�̈ � �Å�å� �ï � �É�”�Ò�ç  �è�Õ�ç  15�¢�Ã�Ñ�¥�ç�Ä�w�è�Õ�ç�£�w�Ã�Ñ�¥�ç�Ä�w�Í�µ�ë�”�Å�x�z�Ò�å�ï�«�p�b�{�Í�µ
�ë�”�Å�›�Ò�å�ï�«�t�æ�·�¿�Ä�b�”	Ô�ù�x�z password �t�Â�©�µ�Ä�›�Ö�—�`�s�M�p�X�i�^�M�{

�Ú�ç�½  �¯�ï�Â�©�µ�Ä  �Þ�”�Å�p�x�z�¤�¯�ï�Â�©�µ�Ä�i�Z�p�s�X�z�³�µ�Â�Ü  �¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï
�t�‹� �É�”�Ò�ç  �Í�µ�ë�”�Å�›�^
R�p�V�‡�b�{

�Ã�Ñ�¥�ç�Ä�p�K�”  15 �Ž�Ž�w�›�V�è�Õ�ç�›�–�;�b�”�t�x�z�é�”�§�ç  �¯�Ú�ï�Å�Ý�D�›
ƒ���`�¢ aaa
authorization command �¯�Ú�ï�Å�›�€	°�{ LOCAL �©�”�ë�”�Å�›�¦���b�”�£ �z privilege �¯�Ú�ï�Å�›�–
�;�`�o�z�¯�Ú�ï�Å�›���w�›�V�è�Õ�ç�t
ƒ���`�‡�b�{�é�”�§�ç  �¯�Ú�ï�Å�Ý�D�›
ƒ���`�s�M	Ô�ù�x�z� 
�É�”�Ò�ç  �è�Õ�ç�U�Á�¹�^�•�z
ƒ���`�h�è�Õ�ç�t�T�T�˜�’�c�è�Õ�ç  15 �t�ž�«�·�µ�p�V�‡�b�{�q�O�w
�›�V�è�Õ�ç�›
¯�Ô�b�”�t�x�z show curpriv �¯�Ú�ï�Å�›�–�;�`�‡�b�{

encrypted �¢�¦�Ó�³�ã�ï�£ �Í�µ�ë�”�Å�U�‰�ø�=�^�•�h���Ü�p�K�”�\�q�›�¦���`�‡�b�{ �Í
�µ�ë�”�Å�x�‰�ø�=�^�•�h���Ü�p�¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï�t�-���^�•�”�h
�Š�z�Í�µ�ë�”�Å�w�Ö�—�™�t�i�w�Í�µ�ë�”�Å�›
¯�Ô�b�”�\�q�x�p�V�‡�d�œ�{
�?�’�T�w�g���p�Í�µ�ë�”�Å�›���w�·�©�á�æ�Â�Ÿ  �ž�Ó�å� �ž�ï�µ�t�¯�Ð�”
�b�”
ž�A�U�K�”�U�z�i�w�Í�µ�ë�”�Å�›�Œ�’�s�M	Ô�ù�z�‰�ø�=�^�•�h�Í�µ
�ë�”�Å�q�\�w�©�”�ë�”�Å�›�¦���`�o�z enable password �¯�Ú�ï�Å�›�Ö�—�`
�‡�b�{�è	×�z�\�w�©�”�ë�”�Å�x�z show running-config enable �¯�Ú�ï�Å�›�Ö
�—�`�h�q�V�t�i�Z
¯�Ô�^�•�‡�b�{

level level �¢�¦�Ó�³�ã�ï�£�›�V�è�Õ�ç  0 �™ 15 �w�Í�µ�ë�”�Å�›
ƒ���`�‡�b�{

password �Í�µ�ë�”�Å�t�z�G���È�q	–���È�U�à���^�•�”�7�G  16 ���È�w�ó
:�È�S�‘�|
�›	����È�w���È�»�›
ƒ���`�‡�b�{�Í�µ�ë�”�Å�t�x�Y�ð
Ö�¢ ?�£�q�µ�Ö�”�µ
�›	†�X�Ú�™�w���È�›�–�;�p�V�‡�b�{

�¯�Ú�ï�Å  �Þ�”�Å

�Ñ�•� �ž�¢�¥�”�ç  �Þ�”�Å �·�©�á�æ�Â�Ÿ  �¯�ï�Â�©�µ�Ä

�ç�”�Â�¿�Å �•�a �³�ï�¬�ç

�Ú�ç�½

�¯�ï�Â�©�µ�Ä �³�µ�Â�Ü

�¬�é�”�Ì�ç  �¯�ï�Ñ�Ÿ�ª�á�è�”
�³�ã�ï

• • • • •

�æ�æ�”�µ �!�Ë�º�0

�7�� �\�w�¯�Ú�ï�Å�x�7���w�‹�w�p�b�{
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�è�Õ�ç  2 �Ž	Í�x�›�V  EXEC �Þ�”�Å�t�Ö�“�‡�b�{�è�Õ�ç  0 �S�‘�|�è�Õ�ç  1 �x�z�â�”�²  EXEC �Þ�”�Å�t
�Ö�“�‡�b�{

�« �Í�w�«�p�x�z� �É�”�Ò�ç  �Í�µ�ë�”�Å�›  Pa$$w0rd �t
ƒ���`�‡�b�{

hostname(config)# enable password Pa$$w0rd

�Í�w�«�p�x�z�è�Õ�ç  10 �w� �É�”�Ò�ç  �Í�µ�ë�”�Å�›  Pa$$w0rd10 �t
ƒ���`�‡�b�{

hostname(config)# enable password Pa$$w0rd10 level 10

�Í�w�«�p�x�z� �É�”�Ò�ç  �Í�µ�ë�”�Å�›���w�·�©�á�æ�Â�Ÿ  �ž�Ó�å� �ž�ï�µ�T�’�¯�Ð�”�`�h�‰�ø�=�^
�•�h�Í�µ�ë�”�Å�t
ƒ���`�‡�b�{

hostname(config)# enable password jMorNbK0514fadBh encrypted

���È�¯�Ú�ï�Å �¯�Ú�ï�Å 
†�Ì

aaa authorization command �¯�Ú�ï�Å�Ý�D�›
ƒ���`�‡�b�{

enable �›�V  EXEC �Þ�”�Å�t�Ö�“�‡�b�{

privilege �é�”�§�ç  �¯�Ú�ï�Å�Ý�D�w�h�Š�w�¯�Ú�ï�Å�›�V�è�Õ�ç�›
ƒ���`�‡
�b�{

show curpriv �q�O�é�¬� �ï�`�o�M�”�â�”�²�w�Ê
²�S�‘�|�›�V�è�Õ�ç�›
¯�Ô�`
�‡�b�{

show running-config enable � �É�”�Ò�ç  �Í�µ�ë�”�Å�›�‰�ø�=�^�•�h���Ü�p
¯�Ô�`�‡�b�{
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encryption
IKE �Ù�æ�³�”�º�w�‰�ø�=�ž�ç�°�æ�¶�Ü�›�¦���b�”�t�x�z �‰�ø isakmp �Ù�æ�³�”  �¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã
�ï  �Þ�”�Å�p  encryption �¯�Ú�ï�Å�›�–�;�`�‡�b�{ �‰�ø�=�ž�ç�°�æ�¶�Ü�›�Ã�Ñ�¥�ç�Ä�‹�w  des �t�æ�·�¿
�Ä�b�”�t�x�z�\�w�¯�Ú�ï�Å�w  no ���Ü�›�–�;�`�‡�b�{  

encryption { aes | aes-192| aes-256 | des | 3des}

no encryption { aes | aes-192| aes-256 | des | 3des}

�³�ï�»�¿�«�µ�w
†�Ì

�Ã�Ñ�¥�ç�Ä �Ã�Ñ�¥�ç�Ä�w  ISAKMP �Ù�æ�³�”�‰�ø�=�x  3des �p�b�{

�¯�Ú�ï�Å  �Þ�”�Å �Í�w
¯�x�z�\�w�¯�Ú�ï�Å�›�Ö�—�p�V�”�Þ�”�Å�›�Ô�`�o�M�‡�b�{

�¯�Ú�ï�Å�d�º

�« �Í�w�«�x�z �¬�é�”�Ì�ç  �¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï  �Þ�”�Å�p�z encryption �¯�Ú�ï�Å�›�–�;�b�”�M�O�›�Ô
�`�o�M�‡�b�{�\�w�«�p�x�z��
Œ	q�•
j�ø  25 �w IKE �Ù�æ�³�”�t  128 �Ï�¿�Ä  �©�”�w  AES �‰�ø�=�ž�ç�°
�æ�¶�Ü�›�–�;�b�”�‘�O�t
ƒ���`�‡�b�{

hostname(config)# crypto isakmp policy  25 
hostname(config-isakmp-policy)#  encryption aes

3des IKE �Ù�æ�³�”�p�z Triple DES �‰�ø�=�ž�ç�°�æ�¶�Ü�›�–�;�b�”�\�q�›�¦���`�‡
�b�{

aes IKE �Ù�æ�³�”�p�–�;�b�”�‰�ø�=�ž�ç�°�æ�¶�Ü�U�z 128 �Ï�¿�Ä  �©�”�›�–�;�b�”
AES �p�K�”�\�q�›�¦���`�‡�b�{

aes-192 IKE �Ù�æ�³�”�p�–�;�b�”�‰�ø�=�ž�ç�°�æ�¶�Ü�U�z 192 �Ï�¿�Ä  �©�”�›�–�;�b�”
AES �p�K�”�\�q�›�¦���`�‡�b�{

aes-256 IKE �Ù�æ�³�”�p�–�;�b�”�‰�ø�=�ž�ç�°�æ�¶�Ü�U�z 256 �Ï�¿�Ä  �©�”�›�–�;�b�”
AES �p�K�”�\�q�›�¦���`�‡�b�{

des IKE �Ù�æ�³�”�p�–�;�b�”�‰�ø�=�ž�ç�°�æ�¶�Ü�U�z 56 �Ï�¿�Ä  DES-CBC �p�K�”
�\�q�›�¦���`�‡�b�{

priority Internet Key Exchange�¢ IKE�£�Ù�æ�³�”�›�°�™�t�Ý���`�z�f�w�Ù�æ�³�”�t��
Œ
	q�•�›�Â�“�p�o�‡�b�{ 1 �™ 65534 �w
T
:�›�–�;�`�‡�b�{ 1 �x��
Œ	q�•�U�7�‹�ô
�X�z 65534 �U�7�‹�ÿ�X�s�“�‡�b�{

�¯�Ú�ï�Å  �Þ�”�Å

�Ñ�•� �ž�¢�¥�”�ç  �Þ�”�Å �·�©�á�æ�Â�Ÿ  �¯�ï�Â�©�µ�Ä

�ç�”�Â�¿�Å �•�a �³�ï�¬�ç

�Ú�ç�½

�¯�ï�Â�©�µ�Ä �³�µ�Â�Ü

�‰�ø isakmp �Ù�æ�³�”  �¯�ï�Ñ�Ÿ
�ª�á�è�”�³�ã�ï

• — • — —

�æ�æ�”�µ �!�Ë�º�0

7.0(1)(1) isakmp policy encryption �¯�Ú�ï�Å�x�7���w�‹�w�p�b�{

7.2.(1) isakmp policy encryption �¯�Ú�ï�Å�U�z encryption �¯�Ú�ï�Å�t�”�V�õ�Q�’�•
�‡�`�h�{
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�Í�w�«�p�x�z�¬�é�”�Ì�ç  �¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï  �Þ�”�Å�p�z��
Œ	q�•
j�ø  40 �w IKE �Ù�æ�³�”�t
3DES �ž�ç�°�æ�¶�Ü�›�–�;�b�”�‘�O�t
ƒ���`�‡�b�{

hostname(config)# crypto isakmp policy  40 
hostname(config-isakmp-policy)# encryption 3des

���È�¯�Ú�ï�Å �¯�Ú�ï�Å 
†�Ì

clear configure crypto isakmp �b�‚�o�w  ISAKMP �¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï�›	«�ˆ�`�‡
�b�{

clear configure crypto isakmp policy ISAKMP �Ù�æ�³�”  �¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï�›�b�‚�o	«�ˆ
�`�‡�b�{

clear crypto isakmp sa IKE �å�ï�»� �Ü  SA �Ã�”�»�Õ�”�µ�›	«�ˆ�`�‡�b�{

show running-config crypto isakmp �ž�«�Â�Ÿ�Ò�s�¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï�›�b�‚�o
¯�Ô�`�‡
�b�{
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endpoint
H.323 �Ó�é�Ä�¯�ç�U�*�w�h�Š�t  HSI �¬�ç�”�Ó�t�¤�ï�Å�Ù� �ï�Ä�›�å�C�b�”�t�x�z hsi �¬�ç�”�Ó  �¯�ï
�Ñ�Ÿ�ª�á�è�”�³�ã�ï  �Þ�”�Å�p  endpoint �¯�Ú�ï�Å�›�–�;�`�‡�b�{�\�w�;�ó�›�Ã�Ÿ�·�”�Ò�ç�t�b�”�t
�x�z�\�w�¯�Ú�ï�Å�w  no ���Ü�›�–�;�`�‡�b�{

endpoint ip_address if_name

no endpoint ip_address if_name

�³�ï�»�¿�«�µ�w
†�Ì

�Ã�Ñ�¥�ç�Ä �Ã�Ñ�¥�ç�Ä�w�ˆ�^�•�‹�x�K�“�‡�d�œ�{  

�¯�Ú�ï�Å  �Þ�”�Å �Í�w
¯�x�z�\�w�¯�Ú�ï�Å�›�Ö�—�p�V�”�Þ�”�Å�›�Ô�`�o�M�‡�b�{

�¯�Ú�ï�Å�d�º

�« �Í�w�«�p�x�z H.323 �U�*�Ù�æ�³�”  �Ú�¿�Ó�p�¤�ï�Å�Ù� �ï�Ä�›  HSI �¬�ç�”�Ó�t�å�C�b�”�M�O�›�Ô�`�o
�M�‡�b�{

hostname(config-pmap-p)# hsi-group 10
hostname(config-h225-map-hsi-grp)# endpoint 10.3.6.1 inside
hostname(config-h225-map-hsi-grp)# endpoint 10.10.25.5 outside

���È�¯�Ú�ï�Å

ip_address �å�C�b�”�¤�ï�Å�Ù� �ï�Ä�w  IP �ž�Å�è�µ�{ HSI �¬�ç�”�Ó�K�h�“�7�G�p  10 �w
�¤�ï�Å�Ù� �ï�Ä�U�•�D�^�•�‡�b�{

if_name �¤�ï�Å�Ù� �ï�Ä�U�·�©�á�æ�Â�Ÿ  �ž�Ó�å� �ž�ï�µ�t
€���^�•�”� �ï�»�”
�Ñ�£� �µ�{

�¯�Ú�ï�Å  �Þ�”�Å

�Ñ�•� �ž�¢�¥�”�ç  �Þ�”�Å �·�©�á�æ�Â�Ÿ  �¯�ï�Â�©�µ�Ä

�ç�”�Â�¿�Å �•�a �³�ï�¬�ç

�Ú�ç�½

�¯�ï�Â�©�µ�Ä �³�µ�Â�Ü

HSI �¬�ç � ” �Ó  � ¯ � ï �Ñ�Ÿ�ª �á
�è�”�³�ã�ï

• • • • —

�æ�æ�”�µ �!�Ë�º�0

7.2(1) �\�w�¯�Ú�ï�Å�U�‹�Ö�^�•�‡�`�h�{

�¯�Ú�ï�Å 
†�Ì

class-map �è� �à  3/4 �w�«�å�µ  �Ú�¿�Ó�›�^
R�`�‡�b�{

hsi-group HSI �¬�ç�”�Ó�›�^
R�`�‡�b�{

hsi HSI �›  HSI �¬�ç�”�Ó�t�å�C�`�‡�b�{

policy-map �è� �à  3/4 �w�Ù�æ�³�”  �Ú�¿�Ó�›�^
R�`�‡�b�{

show running-config policy-map �q�O�w�b�‚�o�w�Ù�æ�³�”  �Ú�¿�Ó �¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï�›
¯
�Ô�`�‡�b�{
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endpoint-mapper
DCERPC �U�*�w�h�Š�t�¤�ï�Å�Ù� �ï�Ä  �Ú�¿�Í�”  �¦�Ó�³�ã�ï�›
ƒ���b�”�t�x�z�Í�å�Ý�”�»  �¯�ï�Ñ�Ÿ
�ª�á�è�”�³�ã�ï  �Þ�”�Å�p  endpoint-mapper �¯�Ú�ï�Å�›�–�;�`�‡�b�{ �\�w�;�ó�›�Ã�Ÿ�·�”�Ò�ç�t�b�”
�t�x�z�\�w�¯�Ú�ï�Å�w  no ���Ü�›�–�;�`�‡�b�{

endpoint-mapper [epm-service only] [ lookup-operation [timeout value]]

no endpoint-mapper [epm-service only] [ lookup-operation [timeout value]]

�³�ï�»�¿�«�µ�w
†�Ì

�Ã�Ñ�¥�ç�Ä �Ã�Ñ�¥�ç�Ä�w�ˆ�^�•�‹�x�K�“�‡�d�œ�{  

�¯�Ú�ï�Å  �Þ�”�Å �Í�w
¯�x�z�\�w�¯�Ú�ï�Å�›�Ö�—�p�V�”�Þ�”�Å�›�Ô�`�o�M�‡�b�{

�¯�Ú�ï�Å�d�º

�« �Í�w�«�p�x�z DCERPC �Ù�æ�³�”  �Ú�¿�Ó�t�¤�ï�Å�Ù� �ï�Ä  �Ú�¿�Í�”�›
ƒ���b�”�M�O�›�Ô�`�o�M�‡�b�{

hostname(config)# policy-map type inspect dcerpc dcerpc_map
hostname(config-pmap)# parameters
hostname(config-pmap-p)# endpoint-mapper epm-service-only

���È�¯�Ú�ï�Å

epm-service only �Ì� �ï�Ã�Ÿ�ï�¬�Ì�t�¤�ï�Å�Ù� �ï�Ä  �Ú�¿�Í�”  �±�”�Ï�µ�›�&�;�`�‡�b�{

lookup-operation �¤�ï�Å�Ù� �ï�Ä  �Ú�¿�Í�”  �±�”�Ï�µ�w�ç�¿�«�ž�¿�Ó  �¦�Ö�è�”�³�ã�ï�›� 
�É�”�Ò�ç�t�`�‡�b�{

timeout value �ç�¿�«�ž�¿�Ó  �¦�Ö�è�”�³�ã�ï�T�’�w�Ð�ï�×�”�ç�w�»� �Ü�ž�¢�Ä�›�¦���`
�‡�b�{
c�“�x  0:0:1 �™ 1193:0:0 �p�b�{

�¯�Ú�ï�Å  �Þ�”�Å

�Ñ�•� �ž�¢�¥�”�ç  �Þ�”�Å �·�©�á�æ�Â�Ÿ  �¯�ï�Â�©�µ�Ä

�ç�”�Â�¿�Å �•�a �³�ï�¬�ç

�Ú�ç�½

�¯�ï�Â�©�µ�Ä �³�µ�Â�Ü

�Í�å�Ý�”�»  �¯�ï�Ñ�Ÿ�ª�á�è�”
�³�ã�ï

• • • • —

�æ�æ�”�µ �!�Ë�º�0

7.2(1) �\�w�¯�Ú�ï�Å�U�‹�Ö�^�•�‡�`�h�{

�¯�Ú�ï�Å 
†�Ì

class �Ù�æ�³�”  �Ú�¿�Ó�t���Š�”�«�å�µ  �Ú�¿�Ó�Ê�›�¦���`�‡�b�{

class-map type inspect �ž�Ó�æ�­�”�³�ã�ï�{���w�Ä�å�Ñ�Ÿ�¿�«�›	°�ù�b�”�h�Š�w�U�*
�«�å�µ  �Ú�¿�Ó�›�^
R�`�‡�b�{

policy-map �è� �à  3/4 �w�Ù�æ�³�”  �Ú�¿�Ó�›�^
R�`�‡�b�{

show running-config policy-map �q�O�w�b�‚�o�w�Ù�æ�³�”  �Ú�¿�Ó �¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï�›
¯
�Ô�`�‡�b�{
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enforcenextupdate
NextUpdate CRL �Ñ�Ÿ�”�ç�Å�w	r�g�M�O�›�¦���b�”�t�x�z ca-crl �¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï  �Þ�”�Å�p
enforcenextupdate � ¯ �Ú� ï �Å�› �–� ; � ` �‡ �b�{� \ � • �U
ƒ� � �^ � • �h 	Ô�ù�z� \ �w�¯ �Ú� ï �Å�x  CRL �w
NextUpdate �Ñ�Ÿ�”�ç�Å�›�Á�®�t�`�s�M�\�q�›�A�{�`�‡�b�{�–�;�^�•�s�M	Ô�ù�z�·�©�á�æ�Â�Ÿ  �ž�Ó�å
� �ž�ï�µ�x�z
Æ�Ì�‡�h�x�Á�®�s  CRL �w NextUpdate �Ñ�Ÿ�”�ç�Å�›�•�D�`�‡�b�{

�Á�®�‡�h�x
Æ�Ì�s  NextUpdate �Ñ�Ÿ�”�ç�Å�›�•�D�b�”�t�x�z�\�w�¯�Ú�ï�Å�w  no ���Ü�›�–�;�`�‡�b�{

enforcenextupdate

no enforcenextupdate

�³�ï�»�¿�«�µ�w
†�Ì

�Ã�Ñ�¥�ç�Ä �Ã�Ñ�¥�ç�Ä
ƒ���x�î�æ�¢�¦�ï�£�p�b�{

�¯�Ú�ï�Å  �Þ�”�Å �Í�w
¯�x�z�\�w�¯�Ú�ï�Å�›�Ö�—�p�V�”�Þ�”�Å�›�Ô�`�o�M�‡�b�{

�¯�Ú�ï�Å�d�º

�« �Í�w�«�p�x�z ca-crl �¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï  �Þ�”�Å�t�Ö�“�z CRL �w NextUpdate �Ñ�Ÿ�”�ç�Å�›�Ä�å�µ
�Ä�Ù� �ï�Ä  central �t�0�`�o�8�v
~�•�t�`�s�M�\�q�›�A�{�`�‡�b

hostname(config)#  crypto ca trustpoint central
hostname(ca-trustpoint)#  crl configure
hostname(ca-crl)#  enforcenextupdate
hostname(ca-crl)# 

���È�¯�Ú�ï�Å

�\�w�¯�Ú�ï�Å�t�x�z�¾
:�‹�©�”�ë�”�Å�‹�K�“�‡�d�œ�{

�¯�Ú�ï�Å  �Þ�”�Å

�Ñ�•� �ž�¢�¥�”�ç  �Þ�”�Å �·�©�á�æ�Â�Ÿ  �¯�ï�Â�©�µ�Ä

�ç�”�Â�¿�Å �•�a �³�ï�¬�ç

�Ú�ç�½

�¯�ï�Â�©�µ�Ä �³�µ�Â�Ü

CRL �¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï • • • • •

�æ�æ�”�µ �!�Ë�º�0

7.0(1) �\�w�¯�Ú�ï�Å�U�‹�Ö�^�•�‡�`�h�{

�¯�Ú�ï�Å 
†�Ì

cache-time �©�ß�¿�³�á�w�æ�Ñ�è�¿�³�á�Ì���›
ü�o�•�p�¦���`�‡�b�{

crl configure ca-crl �¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï  �Þ�”�Å�t�Ö�“�‡�b�{

crypto ca trustpoint �Ä�å�µ�Ä�Ù� �ï�Ä  �¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï  �Þ�”�Å�t�Ö�“�‡�b�{
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enrollment retry count
�æ�Ä�å� �s
:�›�¦���b�”�t�x�z�‰�ø  CA �Ä�å�µ�Ä�Ù� �ï�Ä  �¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï  �Þ�”�Å�p
enrollment retry count �¯�Ú�ï�Å�›�–�;�`�‡�b�{�·�©�á�æ�Â�Ÿ  �ž�Ó�å� �ž�ï�µ�x�z	Â�Ì	{�›�A�{�`�h
�™�zCA �T�’	Â�Ì	{�›	!	ô�b�”�‡�p�4�;�`�‡�b�{
ƒ���^�•�h�æ�Ä�å� �8���º�t�·�©�á�æ�Â�Ÿ  �ž�Ó�å
� �ž�ï�µ�U	Â�Ì	{�›	!	ô�`�s�M	Ô�ù�z���w	Â�Ì	{�A�{�U
ù	ô�^�•�‡�b�{�·�©�á�æ�Â�Ÿ  �ž�Ó�å� �ž�ï
�µ�U� �t�›	!	ô�b�”�T�z�æ�Ä�å� �s
:�U
ƒ���s
:�t�a�b�”�‡�p�z�A�{�x���“�&�^�•�‡�b�{

�æ�Ä�å� �s
:�w�Ã�Ñ�¥�ç�Ä
ƒ���t�í�b�t�x�z�\�w�¯�Ú�ï�Å�w  no ���Ü�›�–�;�`�‡�b�{

enrollment retry count number 

no enrollment retry count

�³�ï�»�¿�«�µ�w
†�Ì

�Ã�Ñ�¥�ç�Ä number �w�Ã�Ñ�¥�ç�Ä
ƒ���x�z 0�¢�Á
M�v�£�p�b�{

�¯�Ú�ï�Å  �Þ�”�Å �Í�w
¯�x�z�\�w�¯�Ú�ï�Å�›�Ö�—�p�V�”�Þ�”�Å�›�Ô�`�o�M�‡�b�{

�¯�Ú�ï�Å�d�º

�–�;	Í�w�̈ � �Å�å� �ï �\�w�¯�Ú�ï�Å�x�¦�Ó�³�ã�ï�p�K�“�z�×�ˆ�J�å�›
ƒ���`�o�M�”	Ô�ù�w�ˆ�&�;�^�•�‡�b�{

�« �Í�w�«�p�x�z�Ä�å�µ�Ä�Ù� �ï�Ä  central �w�‰�ø CA �Ä�å�µ�Ä�Ù� �ï�Ä  �¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï  �Þ�”
�Å�t�Ö�“�z�Ä�å�µ�Ä�Ù� �ï�Ä  central �º�p�J�å�w�æ�Ä�å� �s
:�›  20 �æ�Ä�å� �t
ƒ���`�‡�b�{

hostname(config)# crypto ca trustpoint central
hostname(ca-trustpoint)# enrollment retry count 20
hostname(ca-trustpoint)# 

���È�¯�Ú�ï�Å

number �J�å�A�{�w
ù	ô�›�6�¼�æ�b�”�7�G�s
:�p�b�{���®�s
c�“�x  0�z 1 �™ 100 �æ
�Ä�å� �p�b�{

�¯�Ú�ï�Å  �Þ�”�Å

�Ñ�•� �ž�¢�¥�”�ç  �Þ�”�Å �·�©�á�æ�Â�Ÿ  �¯�ï�Â�©�µ�Ä

�ç�”�Â�¿�Å �•�a �³�ï�¬�ç

�Ú�ç�½

�¯�ï�Â�©�µ�Ä �³�µ�Â�Ü

�‰�ø CA �Ä�å�µ�Ä�Ù� �ï�Ä  �¯
�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï

• • • • —

�æ�æ�”�µ �!�Ë�º�0

7.0(1) �\�w�¯�Ú�ï�Å�U�‹�Ö�^�•�‡�`�h�{

�¯�Ú�ï�Å 
†�Ì

crypto ca trustpoint �Ä�å�µ�Ä�Ù� �ï�Ä  �¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï  �Þ�”�Å�t�Ö�“�‡�b�{

default enrollment �J�å�Í�å�Ý�”�»�›�Ã�Ñ�¥�ç�Ä�t�í�`�‡�b�{

enrollment retry period �J�å�A�{�›�6
ù	ô�b�”�‡�p�w�4�;�Ì���›�z
ü�o�•�p�¦���`�‡�b�{



�H 12 	·       email �¯�Ú�ï�Å�™  functions �¯�Ú�ï�Å
  enrollment retry period

12-13
Cisco �·�©�á�æ�Â�Ÿ  �ž�Ó�å� �ž�ï�µ  �¯�Ú�ï�Å  �æ�Ñ�•�è�ï�µ

OL-10086-02-J

enrollment retry period
�æ�Ä�å� �8���›�¦���b�”�t�x�z�‰�ø  CA �Ä�å�µ�Ä�Ù� �ï�Ä  �¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï  �Þ�”�Å�p
enrollment retry period �¯�Ú�ï�Å�›�–�;�`�‡�b�{�·�©�á�æ�Â�Ÿ  �ž�Ó�å� �ž�ï�µ�x�z	Â�Ì	{�›�A�{�`
�h�™�z CA �T�’	Â�Ì	{�›	!	ô�b�”�‡�p�4�;�`�‡�b�{�¦���^�•�h�æ�Ä�å� �8���º�t�·�©�á�æ�Â�Ÿ  �ž�Ó
�å� �ž�ï�µ�U	Â�Ì	{�›	!	ô�`�s�M	Ô�ù�z���w	Â�Ì	{�A�{�U
ù	ô�^�•�‡�b�{

�æ�Ä�å� �8���w�Ã�Ñ�¥�ç�Ä
ƒ���t�í�b�t�x�z�\�w�¯�Ú�ï�Å�w  no ���Ü�›�–�;�`�‡�b�{

enrollment retry period minutes 

no enrollment retry period

�³�ï�»�¿�«�µ�w
†�Ì

�Ã�Ñ�¥�ç�Ä �Ã�Ñ�¥�ç�Ä
ƒ���x  1 
ü�p�b�{

�¯�Ú�ï�Å  �Þ�”�Å �Í�w
¯�x�z�\�w�¯�Ú�ï�Å�›�Ö�—�p�V�”�Þ�”�Å�›�Ô�`�o�M�‡�b�{

�¯�Ú�ï�Å�d�º

�–�;	Í�w�̈ � �Å�å� �ï �\�w�¯�Ú�ï�Å�x�¦�Ó�³�ã�ï�p�K�“�z�×�ˆ�J�å�›
ƒ���`�o�M�”	Ô�ù�w�ˆ�&�;�^�•�‡�b�{

�« �Í�w�«�p�x�z�Ä�å�µ�Ä�Ù� �ï�Ä  central �w�‰�ø CA �Ä�å�µ�Ä�Ù� �ï�Ä  �¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï  �Þ�”
�Å�t�Ö�“�z�Ä�å�µ�Ä�Ù� �ï�Ä  central �º�p�J�å�w�æ�Ä�å� �8���›  10 
ü�t
ƒ���`�‡�b�{

hostname(config)# crypto ca trustpoint central
hostname(ca-trustpoint)# enrollment retry period 10
hostname(ca-trustpoint)# 

���È�¯�Ú�ï�Å

minutes �J�å�A�{�w
ù	ô�›�¼�æ�b�”
ü�o�•�w���´�p�b�{���®�s
c�“�x  1 �™ 60 
ü�p
�b�{

�¯�Ú�ï�Å  �Þ�”�Å

�Ñ�•� �ž�¢�¥�”�ç  �Þ�”�Å �·�©�á�æ�Â�Ÿ  �¯�ï�Â�©�µ�Ä

�ç�”�Â�¿�Å �•�a �³�ï�¬�ç

�Ú�ç�½

�¯�ï�Â�©�µ�Ä �³�µ�Â�Ü

�‰�ø CA �Ä�å�µ�Ä�Ù� �ï�Ä  �¯
�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï

• • • • •

�æ�æ�”�µ �!�Ë�º�0

7.0(1) �\�w�¯�Ú�ï�Å�U�‹�Ö�^�•�‡�`�h�{

�¯�Ú�ï�Å 
†�Ì

crypto ca trustpoint �Ä�å�µ�Ä�Ù� �ï�Ä  �¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï  �Þ�”�Å�t�Ö�“�‡�b�{

default enrollment �b�‚�o�w�J�å�Í�å�Ý�”�»�›�³�µ�Â�Ü�w�Ã�Ñ�¥�ç�Ä�‹�t�í�`�‡�b�{

enrollment retry count �J�å�›�A�{�b�”�æ�Ä�å� �w�s
:�›���[�`�‡�b�{
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enrollment terminal
�\�w�Ä�å�µ�Ä�Ù� �ï�Ä�p�w�§�¿�Ä  �ž�ï�Å  �Ö�”�µ�Ä�J�å�›�¦���b�”�t�x�¢	��ˆ�J�å�q�‹�z�y�•�”�£ �z
�‰�ø CA �Ä�å�µ�Ä�Ù� �ï�Ä  �¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï  �Þ�”�Å�p  enrollment terminal �¯�Ú�ï�Å�›�–�;
�`�‡�b�{�\�w�¯�Ú�ï�Å�w�Ã�Ñ�¥�ç�Ä
ƒ���t�í�b�t�x�z�\�w�¯�Ú�ï�Å�w  no ���Ü�›�–�;�`�‡�b�{

enrollment terminal

no enrollment terminal

�³�ï�»�¿�«�µ�w
†�Ì

�Ã�Ñ�¥�ç�Ä �Ã�Ñ�¥�ç�Ä
ƒ���x�¦�Ñ�p�b�{

�¯�Ú�ï�Å  �Þ�”�Å �Í�w
¯�x�z�\�w�¯�Ú�ï�Å�›�Ö�—�p�V�”�Þ�”�Å�›�Ô�`�o�M�‡�b�{

�¯�Ú�ï�Å�d�º

�« �Í�w�«�p�x�z�Ä�å�µ�Ä�Ù� �ï�Ä  central �w�‰�ø CA �Ä�å�µ�Ä�Ù� �ï�Ä  �¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï  �Þ�”
�Å�t�Ö�“�z�Ä�å�µ�Ä�Ù� �ï�Ä  central �w CA �J�å�w�§�¿�Ä  �ž�ï�Å  �Ö�”�µ�Ä�M�Ü�›�¦���`�‡�b�{

hostname(config)# crypto ca trustpoint central
hostname(ca-trustpoint)# enrollment terminal
hostname(ca-trustpoint)# 

���È�¯�Ú�ï�Å

�\�w�¯�Ú�ï�Å�t�x�z�¾
:�‹�©�”�ë�”�Å�‹�K�“�‡�d�œ�{

�¯�Ú�ï�Å  �Þ�”�Å

�Ñ�•� �ž�¢�¥�”�ç  �Þ�”�Å �·�©�á�æ�Â�Ÿ  �¯�ï�Â�©�µ�Ä

�ç�”�Â�¿�Å �•�a �³�ï�¬�ç

�Ú�ç�½

�¯�ï�Â�©�µ�Ä �³�µ�Â�Ü

�‰�ø CA �Ä�å�µ�Ä�Ù� �ï�Ä  �¯
�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï

• • • • —

�æ�æ�”�µ �!�Ë�º�0

7.0(1) �\�w�¯�Ú�ï�Å�U�‹�Ö�^�•�‡�`�h�{

�¯�Ú�ï�Å 
†�Ì

crypto ca trustpoint �Ä�å�µ�Ä�Ù� �ï�Ä  �¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï  �Þ�”�Å�t�Ö�“�‡�b�{

default enrollment �J�å�Í�å�Ý�”�»�›�Ã�Ñ�¥�ç�Ä�t�í�`�‡�b�{

enrollment retry count �J�å�A�{�w
ù	ô�›�6�¼�æ�b�”�s
:�›�¦���`�‡�b�{

enrollment retry period �J�å�A�{�›�6
ù	ô�b�”�‡�p�w�4�;�Ì���›�z
ü�o�•�p�¦���`�‡�b�{

enrollment url �\�w�Ä�å�µ�Ä�Ù� �ï�Ä�p�w�×�ˆ�J�å�¢ SCEP�£�›�¦���`�z URL �›
ƒ
���`�‡�b�{
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enrollment url
�\�w�Ä�å�µ�Ä�Ù� �ï�Ä�p�J�å�`�z�J�å  URL �›
ƒ���b�”�h�Š�t�×�ˆ�J�å�¢ SCEP�£�›�¦���b�”�t�x�z
�‰�ø CA �Ä�å�µ�Ä�Ù� �ï�Ä  �¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï  �Þ�”�Å�p  enrollment url  �¯�Ú�ï�Å�›�–�;�`�‡
�b�{�\�w�¯�Ú�ï�Å�w�Ã�Ñ�¥�ç�Ä
ƒ���t�í�b�t�x�z�\�w�¯�Ú�ï�Å�w  no ���Ü�›�–�;�`�‡�b�{

enrollment url url

no enrollment url

�³�ï�»�¿�«�µ�w
†�Ì

�Ã�Ñ�¥�ç�Ä �Ã�Ñ�¥�ç�Ä
ƒ���x�¦�Ñ�p�b�{

�¯�Ú�ï�Å  �Þ�”�Å �Í�w
¯�x�z�\�w�¯�Ú�ï�Å�›�Ö�—�p�V�”�Þ�”�Å�›�Ô�`�o�M�‡�b�{

�¯�Ú�ï�Å�d�º

�« �Í�w�«�p�x�z�Ä�å�µ�Ä�Ù� �ï�Ä  central �w�‰�ø CA �Ä�å�µ�Ä�Ù� �ï�Ä  �¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï  �Þ�”
�Å�t�Ö�“�z�Ä�å�µ�Ä�Ù� �ï�Ä  central �w SCEP �J�å�›  URL https://enrollsite �p�¦���`�‡�b�{

hostname(config)# crypto ca trustpoint central
hostname(ca-trustpoint)# enrollment url https://enrollsite
hostname(ca-trustpoint)# 

���È�¯�Ú�ï�Å

url �×�ˆ�J�å�p�–�;�b�”  URL �w�Ê
²�›�¦���`�‡�b�{�7�G�Õ�x  1,000 ���È�¢�î�í
	Í�w�Á
M�v�£�p�b�{

�¯�Ú�ï�Å  �Þ�”�Å

�Ñ�•� �ž�¢�¥�”�ç  �Þ�”�Å �·�©�á�æ�Â�Ÿ  �¯�ï�Â�©�µ�Ä

�ç�”�Â�¿�Å �•�a �³�ï�¬�ç

�Ú�ç�½

�¯�ï�Â�©�µ�Ä �³�µ�Â�Ü

�‰�ø CA �Ä�å�µ�Ä�Ù� �ï�Ä  �¯
�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï

• • • • •

�æ�æ�”�µ �!�Ë�º�0

7.0(1) �\�w�¯�Ú�ï�Å�U�‹�Ö�^�•�‡�`�h�{

�¯�Ú�ï�Å 
†�Ì

crypto ca trustpoint �Ä�å�µ�Ä�Ù� �ï�Ä  �¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï  �Þ�”�Å�t�Ö�“�‡�b�{

default enrollment �J�å�Í�å�Ý�”�»�›�Ã�Ñ�¥�ç�Ä�t�í�`�‡�b�{

enrollment retry count �J�å�A�{�w
ù	ô�›�6�¼�æ�b�”�s
:�›�¦���`�‡�b�{

enrollment retry period �J�å�A�{�›�6
ù	ô�b�”�‡�p�w�4�;�Ì���›�z
ü�o�•�p�¦���`�‡�b�{

enrollment terminal �\�w�Ä�å�µ�Ä�Ù� �ï�Ä�›�–�;�`�h�§�¿�Ä  �ž�ï�Å  �Ö�”�µ�Ä�J�å�›�¦
���`�‡�b�{
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eou allow
�«�å� �ž�ï�Ä�è�µ�Ý	Â�›� �É�”�Ò�ç�t�b�”�t�x�z�¬�é�”�Ì�ç  �¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï  �Þ�”�Å�p
eou allow �¯�Ú�ï�Å�›�–�;�`�‡�b�{�«�å� �ž�ï�Ä�è�µ�Ý	Â�›�Ã�Ÿ�·�”�Ò�ç�t�b�”�t�x�z�\�w�¯�Ú�ï�Å
�w no ���Ü�›�–�;�`�‡�b�{

eou allow clientless

no eou allow clientless

�³�ï�»�¿�«�µ�w
†�Ì �\�w�¯�Ú�ï�Å�t�x�z�¾
:�‹�©�”�ë�”�Å�‹�K�“�‡�d�œ�{

�Ã�Ñ�¥�ç�Ä �«�å� �ž�ï�Ä�è�µ�Ý	Â�x�Ã�Ñ�¥�ç�Ä�p� �É�”�Ò�ç�t�s�“�‡�b�{

�¯�Ú�ï�Å  �Þ�”�Å �Í�w
¯�x�z�\�w�¯�Ú�ï�Å�›�Ö�—�p�V�”�Þ�”�Å�›�Ô�`�o�M�‡�b�{

�¯�Ú�ï�Å�d�º

�–�;	Í�w�̈ � �Å�å� �ï �\�w�¯�Ú�ï�Å�x  EAPoUDP �A�{�t� �t�`�s�M�×�µ�Ä�t�w�ˆ�&�;�^�•�‡�b�{�\�w�¯�Ú�ï�Å�U���®�t�s
�”�w�x�z�Í�w	Ú�E�›�b�‚�o�¬�h�`�o�M�”	Ô�ù�i�Z�p�b�{

• �«�å� �ž�ï�Ä�è�µ�Ý	Â�›�±�Ù�”�Ä�b�”�h�Š�t�z�É�¿�Ä�ë�”�«	Í�t�ž�«�·�µ  �¯�ï�Ä�é�”�ç  �±�”
�Ì�U
ƒ���^�•�o�M�”�{

• �·�©�á�æ�Â�Ÿ  �ž�Ó�å� �ž�ï�µ	Í�t�É�¿�Ä�ë�”�«  �ž�Å�Û�¿�³�ã�ï  �¯�ï�Ä�é�”�ç�U
ƒ���^�•�o�M
�”�{  

�« �Í�w�«�x�«�å� �ž�ï�Ä�è�µ�Ý	Â�›� �É�”�Ò�ç�t�`�‡�b�{

hostname(config)# eou allow clientless
hostname(config)# 

�Í�w�«�x�«�å� �ž�ï�Ä�è�µ�Ý	Â�›�Ã�Ÿ�·�”�Ò�ç�t�`�‡�b�{

hostname(config)# no eou allow clientless
hostname(config)# 

���È�¯�Ú�ï�Å

�¯�Ú�ï�Å  �Þ�”�Å

�Ñ�•� �ž�¢�¥�”�ç  �Þ�”�Å �·�©�á�æ�Â�Ÿ  �¯�ï�Â�©�µ�Ä

�ç�”�Â�¿�Å �•�a �³�ï�¬�ç

�Ú�ç�½

�¯�ï�Â�©�µ�Ä �³�µ�Â�Ü

�¬�é�”�Ì�ç  �¯�ï�Ñ�Ÿ�ª�á�è�”
�³�ã�ï

• — • — —

�æ�æ�”�µ �!�Ë�º�0

7.2(1) �\�w�¯�Ú�ï�Å�U�‹�Ö�^�•�‡�`�h�{

�¯�Ú�ï�Å 
†�Ì

debug eap NAC �Ý�¿�·�”�´�›�Ã�Ì�¿�¬�b�”�h�Š�w  EAP � �Õ�ï�Ä�w�é�ª�ï�¬�›� �É�”
�Ò�ç�t�`�‡�b�{

debug eou NAC �Ý�¿�·�”�´�›�Ã�Ì�¿�¬�b�”�h�Š�w  EAP over UDP�¢ EAPoUDP�£� �Õ�ï
�Ä�w�é�ª�ï�¬�›� �É�”�Ò�ç�t�`�‡�b�{

debug nac NAC � �Õ�ï�Ä�w�é�ª�ï�¬�›� �É�”�Ò�ç�t�`�‡�b�{  

eou clientless �«�å� �ž�ï�Ä�è�µ�Ý	Â�t�–�;�b�”�â�”�²�Ê�q�Í�µ�ë�”�Å�›�!�Ë�`�‡�b�{
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eou clientless
�«�å� �ž�ï�Ä�è�µ�Ý	Â�;�t�ž�«�·�µ  �¯�ï�Ä�é�”�ç  �±�”�Ì�t
ù	ô�b�”�â�”�²�Ê�q�Í�µ�ë�”�Å�›�!�Ë
�b�”�t�x�z�¬�é�”�Ì�ç  �¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï  �Þ�”�Å�p  eou clientless �¯�Ú�ï�Å�›�–�;�`�‡�b�{�Ã
�Ñ�¥�ç�Ä�‹�›�–�;�b�”�t�x�z�\�w�¯�Ú�ï�Å�w  no ���Ü�›�–�;�`�‡�b�{

eou clientless username username

eou clientless password password

�Ã�Ñ�¥�ç�Ä�‹�›�–�;�b�”�t�x�z�\�w�¯�Ú�ï�Å�w  no ���Ü�›�–�;�`�‡�b�{

no eou clientless username

no eou clientless password

�³�ï�»�¿�«�µ�w
†�Ì

�Ã�Ñ�¥�ç�Ä �â�”�²�Ê�S�‘�|�Í�µ�ë�”�Å  �ž�Ä�æ�Ï�á�”�Ä�w�Ã�Ñ�¥�ç�Ä�‹�x  clientless �p�b�{

�¯�Ú�ï�Å  �Þ�”�Å �Í�w
¯�x�z�\�w�¯�Ú�ï�Å�›�Ö�—�p�V�”�Þ�”�Å�›�Ô�`�o�M�‡�b�{

�¯�Ú�ï�Å�d�º

�–�;	Í�w�̈ � �Å�å� �ï �\�w�¯�Ú�ï�Å�U���®�t�s�”�w�x�z�Í�w	Ú�E�›�b�‚�o�¬�h�`�o�M�”	Ô�ù�w�ˆ�p�b�{

• �«�å� �ž�ï�Ä�è�µ�Ý	Â�›�±�Ù�”�Ä�b�”�h�Š�t�z�É�¿�Ä�ë�”�«	Í�t�ž�«�·�µ  �¯�ï�Ä�é�”�ç  �±�”
�Ì�U
ƒ���^�•�o�M�”�{

• �·�©�á�æ�Â�Ÿ  �ž�Ó�å� �ž�ï�µ	Í�p�«�å� �ž�ï�Ä�è�µ�Ý	Â�U� �É�”�Ò�ç�t�s�l�o�M�”�{

• �·�©�á�æ�Â�Ÿ  �ž�Ó�å� �ž�ï�µ	Í�t�É�¿�Ä�ë�”�«  �ž�Å�Û�¿�³�ã�ï  �¯�ï�Ä�é�”�ç�U
ƒ���^�•�o�M
�”�{  

username EAPoUDP �A�{�t� �t�`�s�M�æ�Þ�”�Ä�×�µ�Ä�w�«�å� �ž�ï�Ä�è�µ�Ý	Â�›�˜�”
�h�Š�t�ž�«�·�µ  �¯�ï�Ä�é�”�ç  �±�”�Ì�t
ù	ô�`�h�â�”�²�Ê�›�!�Ë�`�‡�b�{  

username �«�å� �ž�ï�Ä�è�µ  �×�µ�Ä�›�±�Ù�”�Ä�b�”�h�Š�t�z �ž�«�·�µ  �¯�ï�Ä�é�”�ç  �±�”
�Ì�t
ƒ���`�h�â�”�²�Ê�›�Ö�—�`�‡�b�{ 1 �™ 64 ���È�w  ASCII ���È�›�Ö�—�`�‡�b�{

²�™�w�µ�Ö�”�µ�z�Ù�ï�Å�G�ø�¢ #�£�z�Y�ð
Ö�¢ ?�£�z�¾�;
Ö�¢ "�£�z�ž�µ�Â�æ�µ�«

�¢ * �£�z�¯�Å�€�¢ < �q  >�£�x	†�V�‡�b�{

password EAPoUDP �A�{�t� �t�`�s�M�æ�Þ�”�Ä  �×�µ�Ä�w�«�å� �ž�ï�Ä�è�µ�Ý	Â�›�˜�”
�h�Š�t�ž�«�·�µ  �¯�ï�Ä�é�”�ç  �±�”�Ì�t
ù	ô�`�h�Í�µ�ë�”�Å�›�!�Ë�`�‡�b�{  

password �«�å� �ž�ï�Ä�è�µ  �×�µ�Ä�›�±�Ù�”�Ä�b�”�h�Š�t�z �ž�«�·�µ  �¯�ï�Ä�é�”�ç  �±�”
�Ì�t
ƒ���`�h�Í�µ�ë�”�Å�›�Ö�—�`�‡�b�{ 4 �™ 32 ���È�w  ASCII ���È�›�Ö�—�`�‡
�b�{

�¯�Ú�ï�Å  �Þ�”�Å

�Ñ�•� �ž�¢�¥�”�ç  �Þ�”�Å �·�©�á�æ�Â�Ÿ  �¯�ï�Â�©�µ�Ä

�ç�”�Â�¿�Å �•�a �³�ï�¬�ç

�Ú�ç�½

�¯�ï�Â�©�µ�Ä �³�µ�Â�Ü

�¬�é�”�Ì�ç  �¯�ï�Ñ�Ÿ�ª�á�è�”
�³�ã�ï

• — • — —

�æ�æ�”�µ �!�Ë�º�0

7.2(1) �\�w�¯�Ú�ï�Å�U�‹�Ö�^�•�‡�`�h�{
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�« �Í�w�«�x�«�å� �ž�ï�Ä�è�µ�Ý	Â�w�â�”�²�Ê�›  sherlock �t�!�Ë�`�‡�b�{

hostname(config)# eou clientless username sherlock
hostname(config)# 

�Í�w�«�x�«�å� �ž�ï�Ä�è�µ�Ý	Â�w�â�”�²�Ê�›�Ã�Ñ�¥�ç�Ä�‹�p�K�”  clientless �t�!�Ë�`�‡�b�{

hostname(config)# no eou clientless username
hostname(config)# 

�Í�w�«�x�«�å� �ž�ï�Ä�è�µ�Ý	Â�w�Í�µ�ë�”�Å�›  secret �t�!�Ë�`�‡�b�{

hostname(config)# eou clientless password secret
hostname(config)# 

�Í�w�«�x�«�å� �ž�ï�Ä�è�µ�Ý	Â�w�Í�µ�ë�”�Å�›�Ã�Ñ�¥�ç�Ä�‹�p�K�”  clientless �t�!�Ë�`�‡�b�{

hostname(config)# no eou clientless password
hostname(config)# 

���È�¯�Ú�ï�Å �¯�Ú�ï�Å 
†�Ì

debug eap NAC �Ý�¿�·�”�´�›�Ã�Ì�¿�¬�b�”�h�Š�w  EAP � �Õ�ï�Ä�w�é�ª�ï�¬�›� �É�”
�Ò�ç�t�`�‡�b�{

debug eou NAC �Ý�¿�·�”�´�›�Ã�Ì�¿�¬�b�”�h�Š�w  EAP over UDP�¢ EAPoUDP�£� �Õ�ï
�Ä�w�é�ª�ï�¬�›� �É�”�Ò�ç�t�`�‡�b�{

debug nac NAC � �Õ�ï�Ä�w�é�ª�ï�¬�›� �É�”�Ò�ç�t�`�‡�b�{  

eou allow �«�å� �ž�ï�Ä�è�µ�Ý	Â�›� �É�”�Ò�ç�t�`�‡�b�{
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eou initialize
1 �m�Ž	Í�w�É�¿�Ä�ë�”�«  �ž�Å�Û�¿�³�ã�ï  �¯�ï�Ä�é�”�ç  �·�¿�³�ã�ï�t�Â�“�p�o�’�•�h�æ�¹�”�µ�›	«
�ˆ�`�z �·�¿�³�ã�ï�]�q�t	ý�`�M�Á	Ú�E�w�Ù�µ�½�ß�¬�Ý�›�‰�•�b�”�t�x�z EXEC �Þ�”�Å�p  eou initialize
�¯�Ú�ï�Å�›�–�;�`�‡�b�{

eou initialize {all | group tunnel-group | ip ip-address}

�³�ï�»�¿�«�µ�w
†�Ì

�Ã�Ñ�¥�ç�Ä �Ã�Ñ�¥�ç�Ä�w�ˆ�^�•�‹�x�K�“�‡�d�œ�{

�¯�Ú�ï�Å  �Þ�”�Å �Í�w
¯�x�z�\�w�¯�Ú�ï�Å�›�Ö�—�p�V�”�Þ�”�Å�›�Ô�`�o�M�‡�b�{

�¯�Ú�ï�Å�d�º

�–�;	Í�w�̈ � �Å�å� �ï �æ�Þ�”�Ä  �Ð�ž�w�Ù�µ�½�ß�U�!�Ë�^�•�h�“�z�Â�“�p�o�’�•�h�ž�«�·�µ  �Ù�æ�³�”�¢�¼�¢�ï�é�”�Å�^�•
�h  ACL�£�U�!�Ë�^�•�h	Ô�ù�t�z�·�¿�³�ã�ï�t�Â�“�p�o�’�•�h�æ�¹�”�µ�›	«�ˆ�b�”�t�x�z�\�w�¯�Ú�ï
�Å�›�–�;�`�‡�b�{�\�w�¯�Ú�ï�Å�›�Ö�—�b�”�q�z EAPoUDP �ž�¹�³�¤�”�³�ã�ï�q�Ù�µ�½�ß�¬�Ý�t�–�;
�b�”�ž�«�·�µ  �Ù�æ�³�”�¢�¼�¢�ï�é�”�Å�^�•�h  ACL�£�U	«�ˆ�^�•�‡�b�{ NAC �Ã�Ñ�¥�ç�Ä  ACL �x�6�¬
�Ý�Ì�t�x���®�p�b�{�f�w�h�Š�·�¿�³�ã�ï�›	s�8�=�b�”�q�z�â�”�²�w�Ä�å�Ñ�Ÿ�¿�«�U�f�[�’�•�”�D�ó

Q�U�K�“�‡�b�{�\�w�¯�Ú�ï�Å�x�z�Ù�µ�½�ß�¬�Ý�T�’�Ô	†�^�•�o�M�”�Ð�ž�t�x�^�;�`�‡�d�œ�{

�« �Í�w�«�p�x�z�b�‚�o�w  NAC �·�¿�³�ã�ï�›	s�8�=�`�‡�b�{

hostname# eou initialize all
hostname

�Í�w�«�p�x�z tg1 �q�M�O�Ä�ï�É�ç  �¬�ç�”�Ó�t�Â�“�p�o�’�•�h�b�‚�o�w  NAC �·�¿�³�ã�ï�›	s�8�=�`
�‡�b�{

hostname# eou initialize group tg1
hostname

all �\�w�·�©�á�æ�Â�Ÿ  �ž�Ó�å� �ž�ï�µ	Í�w�b�‚�o�w  NAC �·�¿�³�ã�ï�›�6�¬�Ý
�`�‡�b�{

group �Ä�ï�É�ç  �¬�ç�”�Ó�t�Â�“�p�o�’�•�o�M�”�b�‚�o�w  NAC �·�¿�³�ã�ï�›�6�¬
�Ý�`�‡�b�{

ip �o�°�w  NAC �·�¿�³�ã�ï�›�6�¬�Ý�`�‡�b�{

ip-address �Ä�ï�É�ç�w�æ�Þ�”�Ä  �Ð�ž���w  IP �ž�Å�è�µ�{

tunnel-group �Ä�ï�É�ç�›�·�¿�Ä�ž�¿�Ó�b�”�Í�å�Ý�”�»�w�É�°�³�¤�”�³�ã�ï�t�–�;�^�•
�”�Ä�ï�É�ç  �¬�ç�”�Ó�w�Ê
²�{

�¯�Ú�ï�Å  �Þ�”�Å

�Ñ�•� �ž�¢�¥�”�ç  �Þ�”�Å �·�©�á�æ�Â�Ÿ  �¯�ï�Â�©�µ�Ä

�ç�”�Â�¿�Å �•�a �³�ï�¬�ç

�Ú�ç�½

�¯�ï�Â�©�µ�Ä �³�µ�Â�Ü

EXEC • — • — —

�æ�æ�”�µ �!�Ë�º�0

7.2(1) �\�w�¯�Ú�ï�Å�U�‹�Ö�^�•�‡�`�h�{
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�Í�w�«�p�x�z IP �ž�Å�è�µ  209.165.200.225 �U
ƒ���^�•�o�M�”�¤�ï�Å�Ù� �ï�Ä�w  NAC �·�¿�³�ã�ï�›	s
�8�=�`�‡�b�{

hostname# eou initialize 209.165.200.225
hostname

���È�¯�Ú�ï�Å �¯�Ú�ï�Å 
†�Ì

eou revalidate 1 �m�‡�h�x�f�•�Ž	Í�w  NAC �·�¿�³�ã�ï�w�Ù�µ�½�ß�6�¬�Ý�›�h�i�j�t�§
M
�`�‡�b�{

nac-reval-period �É�¿�Ä�ë�”�«  �ž�Å�Û�¿�³�ã�ï  �¯�ï�Ä�é�”�ç  �·�¿�³�ã�ï�p
Y	×�t�ì�ƒ�`�h
�¤�Ù�µ�½�ß�¬�Ý�w���´�›�¦���`�‡�b�{

nac-sq-period �É�¿�Ä�ë�”�«  �ž�Å�Û�¿�³�ã�ï  �¯�ï�Ä�é�”�ç  �·�¿�³�ã�ï�p
Y	×�t�ì�ƒ�`�h
�Ù�µ�½�ß�¬�Ý�q�z �×�µ�Ä  �Ù�µ�½�ß�w�!�=�›�Ð�‚�”�Í�s�w�«�¤�æ�”�q�w���´
�›�¦���`�‡�b�{
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eou max-retry
�·�©�á�æ�Â�Ÿ  �ž�Ó�å� �ž�ï�µ�U  EAP over UDP �Ý�¿�·�”�´�›�æ�Þ�”�Ä  �¯�ï�Ð�á�”�»�t�6
ù	ô�b�”�s

:�›�!�Ë�b�”�t�x�z�¬�é�”�Ì�ç  �¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï  �Þ�”�Å�p  eou max-retry �¯�Ú�ï�Å�›�–�;�`
�‡�b�{�Ã�Ñ�¥�ç�Ä�‹�›�–�;�b�”�t�x�z�\�w�¯�Ú�ï�Å�w  no ���Ü�›�–�;�`�‡�b�{

eou max-retry retries

no eou max-retry

�³�ï�»�¿�«�µ�w
†�Ì

�Ã�Ñ�¥�ç�Ä �Ã�Ñ�¥�ç�Ä�‹�x  3 �p�b�{

�¯�Ú�ï�Å  �Þ�”�Å �Í�w
¯�x�z�\�w�¯�Ú�ï�Å�›�Ö�—�p�V�”�Þ�”�Å�›�Ô�`�o�M�‡�b�{

�¯�Ú�ï�Å�d�º

�–�;	Í�w�̈ � �Å�å� �ï �\�w�¯�Ú�ï�Å�U���®�t�s�”�w�x�z�Í�w	Ú�E�›�b�‚�o�¬�h�`�o�M�”	Ô�ù�w�ˆ�p�b�{

• �«�å� �ž�ï�Ä�è�µ�Ý	Â�›�±�Ù�”�Ä�b�”�h�Š�t�z�É�¿�Ä�ë�”�«	Í�t�ž�«�·�µ  �¯�ï�Ä�é�”�ç  �±�”
�Ì�U
ƒ���^�•�o�M�”�{

• �·�©�á�æ�Â�Ÿ  �ž�Ó�å� �ž�ï�µ	Í�p�«�å� �ž�ï�Ä�è�µ�Ý	Â�U� �É�”�Ò�ç�t�s�l�o�M�”�{

• �·�©�á�æ�Â�Ÿ  �ž�Ó�å� �ž�ï�µ	Í�t�É�¿�Ä�ë�”�«  �ž�Å�Û�¿�³�ã�ï  �¯�ï�Ä�é�”�ç�U
ƒ���^�•�o�M
�”�{  

�« �Í�w�«�p�x�z EAP over UDP �6
ù	ô�w�s
:�›  1 �s�t
M�v�`�‡�b�{

hostname(config)# eou max-retry 1
hostname(config)# 

�Í�w�«�p�x�z EAP over UDP �6
ù	ô�w�s
:�›�Ã�Ñ�¥�ç�Ä�‹�w  3 �s�t�!�Ë�`�‡�b�{

hostname(config)# no eou max-retry
hostname(config)# 

���È�¯�Ú�ï�Å

retries �6
ù	ô�8�v
~�•�w� �t�p
ù	ô�^�•�h�6�¼�æ�w�s
:�›
M�v�`�‡�b�{ 1 �™ 3 �w
�‹�›�Ö�—�`�‡�b�{

�¯�Ú�ï�Å  �Þ�”�Å

�Ñ�•� �ž�¢�¥�”�ç  �Þ�”�Å �·�©�á�æ�Â�Ÿ  �¯�ï�Â�©�µ�Ä

�ç�”�Â�¿�Å �•�a �³�ï�¬�ç

�Ú�ç�½

�¯�ï�Â�©�µ�Ä �³�µ�Â�Ü

�¬�é�”�Ì�ç  �¯�ï�Ñ�Ÿ�ª�á�è�”
�³�ã�ï

• — • — —

�æ�æ�”�µ �!�Ë�º�0

7.2(1) �\�w�¯�Ú�ï�Å�U�‹�Ö�^�•�‡�`�h�{

debug eap NAC �Ý�¿�·�”�´�›�Ã�Ì�¿�¬�b�”�h�Š�w  EAP � �Õ�ï�Ä�w�é�ª�ï�¬�›� �É�”
�Ò�ç�t�`�‡�b�{

debug eou NAC �Ý�¿�·�”�´�›�Ã�Ì�¿�¬�b�”�h�Š�w  EAP over UDP�¢ EAPoUDP�£� �Õ�ï
�Ä�w�é�ª�ï�¬�›� �É�”�Ò�ç�t�`�‡�b�{

debug nac NAC � �Õ�ï�Ä�w�é�ª�ï�¬�›� �É�”�Ò�ç�t�`�‡�b�{  
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eou port
Cisco Trust Agent �q�è	ô�b�”  EAP over UDP �w�Ù�”�Ä
j�ø�›�!�Ë�b�”�t�x�z �¬�é�”�Ì�ç  �¯�ï�Ñ�Ÿ�ª�á
�è�”�³�ã�ï  �Þ�”�Å�p  eou port �¯�Ú�ï�Å�›�–�;�`�‡�b�{�Ã�Ñ�¥�ç�Ä�‹�›�–�;�b�”�t�x�z�\�w�¯�Ú�ï�Å
�w no ���Ü�›�–�;�`�‡�b�{

eou port port_number

no eou port

�³�ï�»�¿�«�µ�w
†�Ì

�Ã�Ñ�¥�ç�Ä �Ã�Ñ�¥�ç�Ä�‹�x  21862 �p�b�{

�¯�Ú�ï�Å  �Þ�”�Å �Í�w
¯�x�z�\�w�¯�Ú�ï�Å�›�Ö�—�p�V�”�Þ�”�Å�›�Ô�`�o�M�‡�b�{

�¯�Ú�ï�Å�d�º

�« �Í�w�«�p�x�z EAP over UDP �è	ô�;�Ù�”�Ä
j�ø�›  62445 �t�!�Ë�`�‡�b�{

hostname(config)# eou port 62445
hostname(config)# 

�Í�w�«�p�x�z EAP over UDP �è	ô�;�Ù�”�Ä
j�ø�›�Ã�Ñ�¥�ç�Ä�‹�t�!�Ë�`�‡�b�{

hostname(config)# no eou port
hostname(config)# 

���È�¯�Ú�ï�Å

port_number EAP over UDP �è	ô�;�t�¦���^�•�”�z�«�å� �ž�ï�Ä  �¤�ï�Å�Ù� �ï�Ä	Í�w
�Ù�”�Ä
j�ø�{ �\�w
j�ø�x  Cisco Trust Agent 	Í�p
ƒ���^�•�”�Ù�”�Ä
j�ø�p�b�{
1024 �™ 65535 �w�‹�›�Ö�—�`�‡�b�{

�¯�Ú�ï�Å  �Þ�”�Å

�Ñ�•� �ž�¢�¥�”�ç  �Þ�”�Å �·�©�á�æ�Â�Ÿ  �¯�ï�Â�©�µ�Ä

�ç�”�Â�¿�Å �•�a �³�ï�¬�ç

�Ú�ç�½

�¯�ï�Â�©�µ�Ä �³�µ�Â�Ü

�¬�é�”�Ì�ç  �¯�ï�Ñ�Ÿ�ª�á�è�”
�³�ã�ï

• — • — —

�æ�æ�”�µ �!�Ë�º�0

7.2(1) �\�w�¯�Ú�ï�Å�U�‹�Ö�^�•�‡�`�h�{

debug eap NAC �Ý�¿�·�”�´�›�Ã�Ì�¿�¬�b�”�h�Š�w  EAP � �Õ�ï�Ä�w�é�ª�ï�¬�›� �É�”
�Ò�ç�t�`�‡�b�{

debug eou NAC �Ý�¿�·�”�´�›�Ã�Ì�¿�¬�b�”�h�Š�w  EAP over UDP�¢ EAPoUDP�£� �Õ�ï
�Ä�w�é�ª�ï�¬�›� �É�”�Ò�ç�t�`�‡�b�{

debug nac NAC � �Õ�ï�Ä�w�é�ª�ï�¬�›� �É�”�Ò�ç�t�`�‡�b�{  

eou initialize 1 �m�‡�h�x�f�•�Ž	Í�w  NAC �·�¿�³�ã�ï�t�Â�“�p�o�’�•�o�M�”�æ�¹�”�µ�›
	«�ˆ�`�z	ý�`�M�Á	Ú�E�w�Ù�µ�½�ß�¬�Ý�›�·�¿�³�ã�ï�]�q�t�‰�•�`�‡�b�{

eou revalidate 1 �m�‡�h�x�f�•�Ž	Í�w  NAC �·�¿�³�ã�ï�w�Ù�µ�½�ß�6�¬�Ý�›�h�i�j�t�§
M
�`�‡�b�{
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eou revalidate
1 �m�‡�h�x
ó
:�w�É�¿�Ä�ë�”�«  �ž�Å�Û�¿�³�ã�ï  �¯�ï�Ä�é�”�ç  �·�¿�³�ã�ï�t�m�M�o�Ù�µ�½�ß�w���Ì
�6�¬�Ý�›�§
M�b�”�t�x�z EXEC �Þ�”�Å�p  eou revalidate �¯�Ú�ï�Å�›�–�;�`�‡�b�{

eou revalidate {all | group tunnel-group | ip ip-address}

�³�ï�»�¿�«�µ�w
†�Ì

�Ã�Ñ�¥�ç�Ä �Ã�Ñ�¥�ç�Ä�w�ˆ�^�•�‹�x�K�“�‡�d�œ�{

�¯�Ú�ï�Å  �Þ�”�Å �Í�w
¯�x�z�\�w�¯�Ú�ï�Å�›�Ö�—�p�V�”�Þ�”�Å�›�Ô�`�o�M�‡�b�{

�¯�Ú�ï�Å�d�º

�–�;	Í�w�̈ � �Å�å� �ï �Ð�ž�w�Ù�µ�½�ß�‡�h�x�Â�“�p�o�’�•�h�ž�«�·�µ  �Ù�æ�³�”�¢�¼�¢�ï�é�”�Å�^�•�h  ACL�£�U�!�Ë�^�•
�h	Ô�ù�z�\�w�¯�Ú�ï�Å�›�–�;�`�‡�b�{�\�w�¯�Ú�ï�Å�x	ý�`�M�z�Á	Ú�E�w�Ù�µ�½�ß�¬�Ý�›�‰�•�`�‡�b�{
�¯�Ú�ï�Å�›�Ö�—�b�”
²�t���®�p�K�l�h�Ù�µ�½�ß�¬�Ý�q�Â�“�p�o�’�•�h�ž�«�·�µ  �Ù�æ�³�”�x�z 	ý�`�M
�Ù�µ�½�ß�¬�Ý�U
R�­�b�”�T�æ

�b�”�‡�p���®�w�‡�‡�p�b�{�\�w�¯�Ú�ï�Å�x�z�Ù�µ�½�ß�¬�Ý�T�’�Ô	†
�^�•�o�M�”�Ð�ž�t�x�^�;�`�‡�d�œ�{

�« �Í�w�«�p�x�z�b�‚�o�w  NAC �·�¿�³�ã�ï�›�6�¬�Ý�`�‡�b�{

hostname# eou revalidate all
hostname

�Í�w�«�p�x�z tg-1 �q�M�O�Ä�ï�É�ç  �¬�ç�”�Ó�t�Â�“�p�o�’�•�h�b�‚�o�w  NAC �·�¿�³�ã�ï�›�6�¬�Ý�`
�‡�b�{

hostname# eou revalidate group tg-1
hostname

all �\�w�·�©�á�æ�Â�Ÿ  �ž�Ó�å� �ž�ï�µ	Í�w�b�‚�o�w  NAC �·�¿�³�ã�ï�›�6�¬�Ý
�`�‡�b�{

group �Ä�ï�É�ç  �¬�ç�”�Ó�t�Â�“�p�o�’�•�o�M�”�b�‚�o�w  NAC �·�¿�³�ã�ï�›�6�¬
�Ý�`�‡�b�{

ip �o�°�w  NAC �·�¿�³�ã�ï�›�6�¬�Ý�`�‡�b�{

ip-address �Ä�ï�É�ç�w�æ�Þ�”�Ä  �Ð�ž���w  IP �ž�Å�è�µ�{

tunnel-group �Ä�ï�É�ç�›�·�¿�Ä�ž�¿�Ó�b�”�Í�å�Ý�”�»�w�É�°�³�¤�”�³�ã�ï�t�–�;�^�•
�”�Ä�ï�É�ç  �¬�ç�”�Ó�w�Ê
²�{

�¯�Ú�ï�Å  �Þ�”�Å

�Ñ�•� �ž�¢�¥�”�ç  �Þ�”�Å �·�©�á�æ�Â�Ÿ  �¯�ï�Â�©�µ�Ä

�ç�”�Â�¿�Å �•�a �³�ï�¬�ç

�Ú�ç�½

�¯�ï�Â�©�µ�Ä �³�µ�Â�Ü

EXEC • — • — —

�æ�æ�”�µ �!�Ë�º�0

7.2(1) �\�w�¯�Ú�ï�Å�U�‹�Ö�^�•�‡�`�h�{
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�Í�w�«�p�x�z IP �ž�Å�è�µ  209.165.200.225 �U
ƒ���^�•�o�M�”�¤�ï�Å�Ù� �ï�Ä�w  NAC �·�¿�³�ã�ï�›�6
�¬�Ý�`�‡�b�{

hostname# eou revalidate ip 209.165.200.225
hostname

���È�¯�Ú�ï�Å �¯�Ú�ï�Å 
†�Ì

eou initialize 1 �m�‡�h�x�f�•�Ž	Í�w  NAC �·�¿�³�ã�ï�t�Â�“�p�o�’�•�o�M�”�æ�¹�”�µ�›
	«�ˆ�`�z	ý�`�M�Á	Ú�E�w�Ù�µ�½�ß�¬�Ý�›�·�¿�³�ã�ï�]�q�t�‰�•�`�‡�b�{

nac-reval-period �É�¿�Ä�ë�”�«  �ž�Å�Û�¿�³�ã�ï  �¯�ï�Ä�é�”�ç  �·�¿�³�ã�ï�p
Y	×�t�ì�ƒ�`�h
�¤�Ù�µ�½�ß�¬�Ý�w���´�›�¦���`�‡�b�{

nac-sq-period �É�¿�Ä�ë�”�«  �ž�Å�Û�¿�³�ã�ï  �¯�ï�Ä�é�”�ç  �·�¿�³�ã�ï�p
Y	×�t�ì�ƒ�`�h
�Ù�µ�½�ß�¬�Ý�q�z �×�µ�Ä  �Ù�µ�½�ß�w�!�=�›�Ð�‚�”�Í�s�w�«�¤�æ�”�q�w���´
�›�¦���`�‡�b�{
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eou timeout
EAPoUDP �Ý�¿�·�”�´�›�æ�Þ�”�Ä  �×�µ�Ä�t
ù	ô�`�h�™�w�4�;
µ
:�›�!�Ë�b�”�t�x�z �¬�é�”�Ì�ç  �¯�ï
�Ñ�Ÿ�ª�á�è�”�³�ã�ï  �Þ�”�Å�p  eou timeout �¯�Ú�ï�Å�›�–�;�`�‡�b�{�Ã�Ñ�¥�ç�Ä�‹�›�–�;�b�”�t�x�z
�\�w�¯�Ú�ï�Å�w  no ���Ü�›�–�;�`�‡�b�{

eou timeout { hold-period | retransmit} seconds

no eou timeout { hold-period | retransmit}

�³�ï�»�¿�«�µ�w
†�Ì

�Ã�Ñ�¥�ç�Ä hold-period �ž�Ä�æ�Ï�á�”�Ä�w�Ã�Ñ�¥�ç�Ä�‹�x  180 �p�b�{

retransmit �ž�Ä�æ�Ï�á�”�Ä�w�Ã�Ñ�¥�ç�Ä�‹�x  3 �p�b�{

�¯�Ú�ï�Å  �Þ�”�Å �Í�w
¯�x�z�\�w�¯�Ú�ï�Å�›�Ö�—�p�V�”�Þ�”�Å�›�Ô�`�o�M�‡�b�{

�¯�Ú�ï�Å�d�º

�« �Í�w�«�p�x�z	ý�`�M  EAP over UDP �ž�¹�³�¤�”�³�ã�ï�›�‰�•�b�”�‡�p�w�4�;�Ì���›  120 
µ�t�!�Ë�`
�‡�b�{

hostname(config)# eou timeout hold-period 120
hostname(config)# 

hold-period EAPoUDP �Ý�¿�·�”�´
ù	ô�™�w�7�Õ�4�;�Ì���x  EAPoUDP �6�¼�æ
:�q�‰�a
�p�b�{ eou initialize �¯�Ú�ï�Å�‡�h�x  eou revalidate �¯�Ú�ï�Å�›�î�æ�b�”�q�z
�\�w
ƒ���Ì���‹	«�ˆ�^�•�‡�b�{�\�w
ƒ���Ì���U�&�a�b�”�q�z�·�©�á�æ�Â�Ÿ
�ž�Ó�å� �ž�ï�µ�x  EAP over UDP �q�æ�Þ�”�Ä  �×�µ�Ä�q�w���È
Ç�Z�›	ý�h�t
�‰�•�`�‡�b�{

retransmit EAPoUDP �Ý�¿�·�”�´
ù	ô�™�w�7�Õ�4�;�Ì���{�æ�Þ�”�Ä  �×�µ�Ä�T�’�w� �t
�t�‘�“�z�\�w
ƒ���Ì���x	«�ˆ�^�•�‡�b�{ eou initialize �¯�Ú�ï�Å�‡�h�x  eou
revalidate �¯�Ú�ï�Å�›�î�æ�b�”�q�z�\�w
ƒ���Ì���‹	«�ˆ�^�•�‡�b�{
ƒ���Ì
���U�&�a�b�”�q�z �·�©�á�æ�Â�Ÿ  �ž�Ó�å� �ž�ï�µ�x  EAPoUDP �Ý�¿�·�”�´�›
�æ�Þ�”�Ä  �×�µ�Ä�t�6
ù�`�‡�b�{

seconds �·�©�á�æ�Â�Ÿ  �ž�Ó�å� �ž�ï�µ�U�4�;�b�”
µ
:�{ hold-period �ž�Ä�æ�Ï�á�”�Ä
�t�x�z
c�“  60 �™ 86400 �w�‹�z retransmit �ž�Ä�æ�Ï�á�”�Ä�t�x�z
c�“  1 �™ 60
�w�‹�›�f�•�g�•�Ö�—�`�‡�b�{

�¯�Ú�ï�Å  �Þ�”�Å

�Ñ�•� �ž�¢�¥�”�ç  �Þ�”�Å �·�©�á�æ�Â�Ÿ  �¯�ï�Â�©�µ�Ä

�ç�”�Â�¿�Å �•�a �³�ï�¬�ç

�Ú�ç�½

�¯�ï�Â�©�µ�Ä �³�µ�Â�Ü

�¬�é�”�Ì�ç  �¯�ï�Ñ�Ÿ�ª�á�è�”
�³�ã�ï

• — • — —

�æ�æ�”�µ �!�Ë�º�0

7.2(1) �\�w�¯�Ú�ï�Å�U�‹�Ö�^�•�‡�`�h�{
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�Í�w�«�p�x�z	ý�`�M  EAP over UDP �ž�¹�³�¤�”�³�ã�ï�›�‰�•�b�”�‡�p�w�4�;�Ì���›�Ã�Ñ�¥�ç�Ä�‹�t
�!�Ë�`�‡�b�{

hostname(config)# no eou timeout hold-period
hostname(config)# 

�Í�w�«�p�x�z�6
ù�4�;�Ì���›  6 
µ�t�!�Ë�`�‡�b�{

hostname(config)# eou timeout retransmit 6
hostname(config)# 

�Í�w�«�p�x�z�6
ù�4�;�Ì���›�Ã�Ñ�¥�ç�Ä�‹�t�!�Ë�`�‡�b�{

hostname(config)# no eou timeout retransmit
hostname(config)# 

���È�¯�Ú�ï�Å �¯�Ú�ï�Å 
†�Ì

debug eap NAC �Ý�¿�·�”�´�›�Ã�Ì�¿�¬�b�”�h�Š�w  EAP � �Õ�ï�Ä�w�é�ª�ï�¬�›� �É�”
�Ò�ç�t�`�‡�b�{

debug eou NAC �Ý�¿�·�”�´�›�Ã�Ì�¿�¬�b�”�h�Š�w  EAP over UDP�¢ EAPoUDP�£� �Õ�ï
�Ä�w�é�ª�ï�¬�›� �É�”�Ò�ç�t�`�‡�b�{

debug nac NAC � �Õ�ï�Ä�w�é�ª�ï�¬�›� �É�”�Ò�ç�t�`�‡�b�{  

eou max-retry �·�©�á�æ�Â�Ÿ  �ž�Ó�å� �ž�ï�µ�U  EAP over UDP �Ý�¿�·�”�´�›�æ�Þ�”�Ä  �¯
�ï�Ð�á�”�»�t�6
ù�b�”�s
:�›�!�Ë�`�‡�b�{
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erase
�Ñ�•� �ç  �³�µ�Â�Ü�›	«�ˆ�`�o�6�Ñ�¥�”�Ú�¿�Ä�b�”�t�x�z�›�V  EXEC �Þ�”�Å�p  erase �¯�Ú�ï�Å�›�–�;
�`�‡�b�{�\�w�¯�Ú�ï�Å�x�z
‡
¯�Ô�w�³�µ�Â�Ü  �Ñ�•� �ç�›���‰�b�‚�o�w�Ñ�•� �ç�›	Í	{�V�`�z�Ñ�•� 
�ç  �³�µ�Â�Ü�›	«�ˆ�`�o�T�’�Ñ�•� �ç  �³�µ�Â�Ü�›�6� �ï�µ�Ä�”�ç�`�‡�b�{

erase [disk0: | disk1: | flash:] 

�³�ï�»�¿�«�µ�w
†�Ì

�Ã�Ñ�¥�ç�Ä �\�w�¯�Ú�ï�Å�t�Ã�Ñ�¥�ç�Ä
ƒ���x�K�“�‡�d�œ�{

�¯�Ú�ï�Å  �Þ�”�Å �Í�w
¯�x�z�\�w�¯�Ú�ï�Å�›�Ö�—�p�V�”�Þ�”�Å�›�Ô�`�o�M�‡�b�{

�¯�Ú�ï�Å�d�º

�–�;	Í�w�̈ � �Å�å� �ï erase �¯�Ú�ï�Å�x�z OxFF �Í�»�”�ï�›�–�;�`�o�Ñ�å�¿�³�á  �Ý�Þ�æ	Í�w�b�‚�o�w�Ã�”�»�›	«�ˆ�`�z�í�w
�Ñ�•� �ç  �³�µ�Â�Ü�Â�“�p�o�Â�”�Ò�ç�›�Ã�Ì� �µ�t	{�V�Ú�`�‡�b�{  

�b�‚�o�w�D�¹�Ñ�•� �ç�¢
‡
¯�Ô�w�³�µ�Â�Ü  �Ñ�•� �ç�›	†�X�£�›�_	†�b�”�t�x�z erase �¯�Ú�ï�Å�p�x
�s�X�z delete /recursive �¯�Ú�ï�Å�›�–�;�`�‡�b�{

�¢�«�£ Cisco PIX �·�©�á�æ�Â�Ÿ  �ž�Ó�å� �ž�ï�µ�p�x�z erase �¯�Ú�ï�Å�q  format �¯�Ú�ï�Å�x�‰�a	r�g�›�î�æ
�`�‡�b�{�â�”�²  �Ã�”�»�›  0xFF �Í�»�”�ï�›�–�;�`�o
��:�`�‡�b�{

disk0: �¢�¦�Ó�³�ã�ï�£�º���Ñ�å�¿�³�á  �Ý�Þ�æ�›�¦���`�z���Z�o�¯�é�ï�¢ :�£�›�Ö�—�`
�‡�b�{  

disk1: �¢�¦�Ó�³�ã�ï�£�Ž
æ�w�¯�ï�Í�«�Ä  �Ñ�å�¿�³�á  �Ý�Þ�æ �§�”�Å�›�¦���`�z���Z�o
�¯�é�ï�¢ :�£�›�Ö�—�`�‡�b�{  

flash: �¢�¦�Ó�³�ã�ï�£�º���Ñ�å�¿�³�á  �Ý�Þ�æ�›�¦���`�z���Z�o�¯�é�ï�¢ :�£�›�Ö�—�`
�‡�b�{

�«�™ �Ñ�å�¿�³�á  �Ý�Þ�æ�›	«�ˆ�b�”�q�z�Ñ�å�¿�³�á  �Ý�Þ�æ�t�-���^�•�o
�M�”�å� �·�ï�µ	Ø�C�‹�_	†�^�•�‡�b�{ �Ñ�å�¿�³�á  �Ý�Þ�æ�›	«�ˆ�b�”

²�t�z�å� �·�ï�µ	Ø�C�›�-���`�o�X�i�^�M�{  

ASA 5500 �³�æ�”�¶�p�x�z flash �©�”�ë�”�Å�x  disk0 �w�¤� �æ�ž�µ�p�b�{

�¯�Ú�ï�Å  �Þ�”�Å

�Ñ�•� �ž�¢�¥�”�ç  �Þ�”�Å �·�©�á�æ�Â�Ÿ  �¯�ï�Â�©�µ�Ä

�ç�”�Â�¿�Å �•�a �³�ï�¬�ç

�Ú�ç�½

�¯�ï�Â�©�µ�Ä �³�µ�Â�Ü

�›�V  EXEC • • • — •

�æ�æ�”�µ �!�Ë�º�0

7.0(1) �\�w�¯�Ú�ï�Å�U�‹�Ö�^�•�‡�`�h�{
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�¢�«�£ Cisco ASA 5500 �³�æ�”�¶�w�·�©�á�æ�Â�Ÿ  �ž�Ó�å� �ž�ï�µ�p�x�z erase �¯�Ú�ï�Å�›�î�æ�b�”�q�z�Ã�Ÿ
�µ�«	Í�w�b�‚�o�w�â�”�²  �Ã�”�»�U  0xFF �Í�»�”�ï�›�–�;�`�o
��:�^�•�‡�b�{�°�M�z format �¯�Ú�ï�Å
�x�Ñ�•� �ç  �³�µ�Â�Ü�w
M�š�Ï���›�æ�·�¿�Ä�b�”�i�Z�p�b�{
\�Ã�Ÿ�µ�«�¡�ˆ	��“�À�”�ç�›�–�;�b�”
�q�z�\�w	Ø�C�x�‡�i�€	°�p�V�”�D�ó
Q�U�K�“�‡�b�{

�« �Í�w�«�p�x�z�Ñ�•� �ç  �³�µ�Â�Ü�›	«�ˆ�`�o�6�Ñ�¥�”�Ú�¿�Ä�`�‡�b�{

hostname# erase flash:

���È�¯�Ú�ï�Å �¯�Ú�ï�Å 
†�Ì

delete 
‡
¯�Ô�w�³�µ�Â�Ü  �Ñ�•� �ç�›	†�X�z�b�‚�o�w�D�¹�Ñ�•� �ç�›�_	†�`�‡�b�{

format �b�‚�o�w�Ñ�•� �ç�¢
‡
¯�Ô�w�³�µ�Â�Ü  �Ñ�•� �ç�›���‰�£�›	«�ˆ�`�o�z�Ñ�•
� �ç  �³�µ�Â�Ü�›�Ñ�¥�”�Ú�¿�Ä�`�‡�b�{
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esp
IPSec Pass Thru �U�*�;�t  esp �Ä�ï�É�ç�q  AH �Ä�ï�É�ç�w�Í�å�Ý�”�»�›�¦���b�”�t�x�z�Í�å�Ý�”�»  �¯
�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï  �Þ�”�Å�p  esp �¯�Ú�ï�Å�›�–�;�`�‡�b�{�Í�å�Ý�”�»  �¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï
�Þ�”�Å�t�x�z�Ù�æ�³�”  �Ú�¿�Ó �¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï  �Þ�”�Å�T�’�ž�«�·�µ�p�V�‡�b�{�\�w�;�ó�›
�Ã�Ÿ�·�”�Ò�ç�t�b�”�t�x�z�\�w�¯�Ú�ï�Å�w  no ���Ü�›�–�;�`�‡�b�{

{ esp | ah} [ per-client-max num] [timeout time]

no { esp | ah} [ per-client-max num] [timeout time]

�³�ï�»�¿�«�µ�w
†�Ì

�Ã�Ñ�¥�ç�Ä �\�w�¯�Ú�ï�Å�x�z�Ã�Ñ�¥�ç�Ä�p�x�Ã�Ÿ�·�”�Ò�ç�t�s�l�o�M�‡�b�{  

�¯�Ú�ï�Å  �Þ�”�Å �Í�w
¯�x�z�\�w�¯�Ú�ï�Å�›�Ö�—�p�V�”�Þ�”�Å�›�Ô�`�o�M�‡�b�{

�¯�Ú�ï�Å�d�º

�« �Í�w�«�p�x�z UDP 500 �Ä�å�Ñ�Ÿ�¿�«�›�•�D�b�”�M�O�›�Ô�`�o�M�‡�b�{

hostname(config)# access-list test-udp-acl extended permit udp any any eq 500
hostname(config)# class-map test-udp-class
hostname(config-pmap-c)# match access-list test-udp-acl

hostname(config)# policy-map type inspect ipsec-pass-thru ipsec-map
hostname(config-pmap)# parameters
hostname(config-pmap-p)# esp per-client-max 32 timeout 00:06:00
hostname(config-pmap-p)# ah per-client-max 16 timeout 00:05:00

hostname(config)# policy-map test-udp-policy
hostname(config-pmap)# class test-udp-class
hostname(config-pmap-c)# inspect ipsec-pass-thru ipsec-map

esp esp �Ä�ï�É�ç�w�Í�å�Ý�”�»�›�¦���`�‡�b�{

ah AH �Ä�ï�É�ç�w�Í�å�Ý�”�»�›�¦���`�‡�b�{

per-client-max n 1 �m�w�«�å� �ž�ï�Ä�T�’�7�G�Ä�ï�É�ç�›�¦���`�‡�b�{

timeout time esp �Ä�ï�É�ç�t�ž� �Å�ç�»� �Ü�›�¦���`�‡�b�{

�¯�Ú�ï�Å  �Þ�”�Å

�Ñ�•� �ž�¢�¥�”�ç  �Þ�”�Å �·�©�á�æ�Â�Ÿ  �¯�ï�Â�©�µ�Ä

�ç�”�Â�¿�Å �•�a �³�ï�¬�ç

�Ú�ç�½

�¯�ï�Â�©�µ�Ä �³�µ�Â�Ü

�Í�å�Ý�”�»  �¯�ï�Ñ�Ÿ�ª�á�è�”
�³�ã�ï

• • • • —

�æ�æ�”�µ �!�Ë�º�0

7.2(1) �\�w�¯�Ú�ï�Å�U�‹�Ö�^�•�‡�`�h�{
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���È�¯�Ú�ï�Å

established
�¬�q�^�•�o�M�”
€���t�,�n�X�Ù�”�Ä	Í�w�æ�»�”�ï
€���›�•�D�b�”�t�x�z�¬�é�”�Ì�ç  �¯�ï�Ñ�Ÿ�ª�á
�è�”�³�ã�ï  �Þ�”�Å�p  established �¯�Ú�ï�Å�›�–�;�`�‡�b�{ established �;�ó�›�Ã�Ÿ�·�”�Ò�ç�t�b�”�t
�x�z�\�w�¯�Ú�ï�Å�w  no ���Ü�›�–�;�`�‡�b�{

established est_protocol dport [sport] [permitto protocol port [-port]]  [permitfrom protocol port[-port]]

no established est_protocol dport [sport] [permitto protocol port [-port]]  [permitfrom protocol 
port[-port]]

�³�ï�»�¿�«�µ�w
†�Ì

�Ã�Ñ�¥�ç�Ä �Ã�Ñ�¥�ç�Ä�x�Í�w�q�S�“�p�b�{

• dport�• 0�¢�ë� �ç�Å�§�”�Å�£

• sport�• 0�¢�ë� �ç�Å�§�”�Å�£

�¯�Ú�ï�Å  �Þ�”�Å �Í�w
¯�x�z�\�w�¯�Ú�ï�Å�›�Ö�—�p�V�”�Þ�”�Å�›�Ô�`�o�M�‡�b�{

�¯�Ú�ï�Å 
†�Ì

class �Ù�æ�³�”  �Ú�¿�Ó�t���Š�”�«�å�µ  �Ú�¿�Ó�Ê�›�¦���`�‡�b�{

class-map type inspect �ž�Ó�æ�­�”�³�ã�ï�{���w�Ä�å�Ñ�Ÿ�¿�«�›	°�ù�b�”�h�Š�w�U
�*�«�å�µ  �Ú�¿�Ó�›�^
R�`�‡�b�{

policy-map �è� �à  3/4 �w�Ù�æ�³�”  �Ú�¿�Ó�›�^
R�`�‡�b�{

show running-config policy-map �q�O�w�b�‚�o�w�Ù�æ�³�”  �Ú�¿�Ó �¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï�›

¯�Ô�`�‡�b�{

est_protocol �¬�q�^�•�o�M�”
€���w�ç�¿�«�ž�¿�Ó�t�–�;�b�”  IP �Ó�é�Ä�¯�ç�¢ UDP �‡�h�x
TCP�£�›�¦���`�‡�b�{  

dport �¬�q�^�•�o�M�”
€���w�ç�¿�«�ž�¿�Ó�t�–�;�b�”�|
Œ�Ù�”�Ä�›�¦���`�‡�b�{  

permitfrom �¢�¦�Ó�³�ã�ï�£ �¦���^�•�h�Ù�”�Ä�T�’
C	ô�^�•�”�æ�»�”�ï  �Ó�é�Ä�¯�ç
€���›�•
�D�`�‡�b�{  

permitto �¢�¦�Ó�³�ã�ï�£�¦���^�•�h�Ù�”�Ä�|�w�æ�»�”�ï  �Ó�é�Ä�¯�ç
€���›�•�D�`�‡�b�{  

port [-port] �¢�¦�Ó�³�ã�ï�£�æ�»�”�ï
€���w�¢ UDP �‡�h�x  TCP�£�|
Œ�Ù�”�Ä�›�¦���`�‡�b�{  

protocol �¢�¦�Ó�³�ã�ï�£�æ�»�”�ï
€���t�‘�“�–�;�^�•�”  IP �Ó�é�Ä�¯�ç�¢ UDP �‡�h�x
TCP�£�p�b�{

sport �¢�¦�Ó�³�ã�ï�£�¬�q�^�•�o�M�”
€���w�ç�¿�«�ž�¿�Ó�t�–�;�b�”
ù	ô�i�Ù�”�Ä�›
�¦���`�‡�b�{  

�¯�Ú�ï�Å  �Þ�”�Å

�Ñ�•� �ž�¢�¥�”�ç  �Þ�”�Å �·�©�á�æ�Â�Ÿ  �¯�ï�Â�©�µ�Ä

�ç�”�Â�¿�Å �•�a �³�ï�¬�ç

�Ú�ç�½

�¯�ï�Â�©�µ�Ä �³�µ�Â�Ü

�¬�é�”�Ì�ç  �¯�ï�Ñ�Ÿ�ª�á�è�”
�³�ã�ï

• • • • —
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�¯�Ú�ï�Å�d�º

�–�;	Í�w�̈ � �Å�å� �ï established �¯�Ú�ï�Å�x�z
C	ô
€���t�0�b�”�æ�»�”�ï  �ž�«�·�µ�U�·�©�á�æ�Â�Ÿ  �ž�Ó�å� �ž�ï�µ�›�è
�”�w�›�•�D�`�‡�b�{�\�w�¯�Ú�ï�Å�x�z�É�¿�Ä�ë�”�«�T�’�w
C	ô�p�z�·�©�á�æ�Â�Ÿ  �ž�Ó�å� �ž�ï�µ�t
�‘�l�o�-�¢�^�•�o�M�”�i�w
€���z�S�‘�|�Ž
æ�×�µ�Ä	Í�w�‰�a  2 �m�w�Ã�Ì� �µ���w�£	ô�p�K�”�æ�»�”
�ï
€���›�{�M�‡�b�{ established �¯�Ú�ï�Å�›�–�;�b�”�q�z
€���w�ç�¿�«�ž�¿�Ó�t�–�;�b�”�|
Œ�Ù�”�Ä
�›�¦���p�V�‡�b�{�\�w�å�C�t�‘�l�o�z�¯�Ú�ï�Å�›�^�’�t
M�š�p�V�”�‘�O�t�s�“�z�|
Œ�Ù�”�Ä�x�7�Œ
�p�K�” �U�z
ù	ô� i �Ù�” �Ä�x�° �Œ�w�Ó�é�Ä�¯ �ç � › �±�Ù�” �Ä�p �V�‡�b�{ permitto �©�” �ë� ” �Å�q
permitfrom  �©�”�ë�”�Å�x�z�æ�»�”�ï�£	ô
€���›���[�`�‡�b�{

�«�™ established �¯�Ú�ï�Å�t�x	×�t  permitto �©�”�ë�”�Å�q  permitfrom  �©�”�ë�”�Å�›�¦���b�”�\�q�›
*	‘
�`�‡�b�{�\�w  2 �m�w�©�”�ë�”�Å�›�¦���d�c�t  established �¯�Ú�ï�Å�›�–�;�b�”�q�z�Ž
æ�³�µ�Â�Ü�t

€���`�h�q�V�t�z�f�w�Ž
æ�³�µ�Â�Ü�U
€���t�����b�”�º
æ�×�µ�Ä�t�Á
M�v�t
€���p�V�”�h�Š�z�·
�©�á�æ�Â�Ÿ  �æ�µ�«�t�s�”�S�f�•�U�K�“�‡�b�{�\�w	Ý�¯�x�z�º
æ�³�µ�Â�Ü�•�w�È�8�t�b�;�^�•�”�D
�ó
Q�U�K�“�‡�b�{

�Í�w�«�x�z established �¯�Ú�ï�Å�›
Y�`�X�–�;�`�s�T�l�h	Ô�ù�t
C
\�b�”�D�ó
Q�w�K�”�·�©�á�æ�Â�Ÿ
�§
S�›�Ô�`�o�M�‡�b�{

�\�w�«�x�z�º
æ�³�µ�Â�Ü�U�Ù�”�Ä  4000 	Í�w�Ž
æ�×�µ�Ä�t  TCP 
€���›�^
R�`�h	Ô�ù�z�Ž
æ�×�µ�Ä�x�z
�Ú�™�w�Ó�é�Ä�¯�ç�›�–�;�`�o�Ú�™�w�Ù�”�Ä	Í�t�í�•�”�\�q�›�Ô�`�o�M�‡�b�{

hostname(config)# established tcp 0 4000

�–�;�b�”�Ù�”�Ä�›�Ó�é�Ä�¯�ç�U�¦���`�s�M	Ô�ù�z
ù	ô�i�Ù�”�Ä�S�‘�|�|
Œ�Ù�”�Ä�›  0 �t�¦���p�V�‡
�b�{
ž�A�s	Ô�ù�t�v�“�z�ë� �ç�Å�§�”�Å  �Ù�”�Ä�¢ 0�£�›�–�;�`�‡�b�{

hostname(config)# established tcp 0 0 

�¢�«�£ established �¯�Ú�ï�Å�U
Y�`�X�ˆ�^�b�”�t�x�z �«�å� �ž�ï�Ä�U  permitto �©�”�ë�”�Å�p�¦���`�h�Ù�”�Ä
	Í�p�æ�¿�µ�ï�`�o�M�”
ž�A�U�K�“�‡�b�{

established �¯�Ú�ï�Å�x�z nat 0 �¯�Ú�ï�Å�¢ global �¯�Ú�ï�Å�U�s�M�£�›
Ç�Z�o�–�;�p�V�‡�b�{

�¢�«�£ established �¯�Ú�ï�Å�›�z PAT �q�ž�t�–�;�b�”�\�q�x�p�V�‡�d�œ�{

�·�©�á�æ�Â�Ÿ  �ž�Ó�å� �ž�ï�µ�x�z established �¯�Ú�ï�Å�q�È���`�o  XDMCP �›�±�Ù�”�Ä�`�o�M�‡�b�{

�«�™ �·�©�á�æ�Â�Ÿ  �ž�Ó�å� �ž�ï�µ�›�p�`�o  XWindows �³�µ�Â�Ü  �ž�Ó�æ�­�”�³�ã�ï�›�–�;�b�”�q�z�·
�©�á�æ�Â�Ÿ  �æ�µ�«�t�s�”�ª�•�U�K�“�‡�b�{

�æ�æ�”�µ �!�Ë�º�0

7.0(1) to �S�‘�|  from �©�”�ë�”�Å�U�z CLI �T�’�_	†�^�•�‡�`�h�{�E�˜�“�t  permitto
�S�‘�|  permitfrom �©�”�ë�”�Å�›�–�;�`�o�X�i�^�M�{
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XDMCP �x�z�Ã�Ñ�¥�ç�Ä�p�¦�ï�t�s�l�o�M�‡�b�U�z established �¯�Ú�ï�Å�›�Í�w�‘�O�t�Ö�—�b�”�‡�p
�·�¿�³�ã�ï�x�¬�q�^�•�‡�d�œ�{

hostname(config)# established tcp 0 6000 to tcp 6000 from tcp 1024-65535

established �¯�Ú�ï�Å�›�Ö�—�b�”�q�z�º
æ�w  XDMCP�¢ UNIX �‡�h�x  ReflectionX�£�e�L�×�µ�Ä�U�z�Ž

æ�w XDMCP �e�L  XWindows �±�”�Ì�t�ž�«�·�µ�p�V�‡�b�{ UDP/177 �Õ�”�µ�w  XDMCP �U TCP �Õ�”
�µ�w  XWindows �·�¿�³�ã�ï�›�É�°�³�¤�”�Ä�`�z�f�•�t���X  TCP �æ�»�”�ï
€���U�•�D�^�•�‡�b�{�æ
�»�”�ï  �Ä�å�Ñ�Ÿ�¿�«�w
ù	ô�i�Ù�”�Ä�U
Æ�Ì�p�K�”�h�Š�z sport �Ñ�Ÿ�”�ç�Å�x  0�¢�ë� �ç�Å�§�”�Å�£�q
�¦���b�”
ž�A�U�K�“�‡�b�{ dport �x�z 6000 + n �p�K�”
ž�A�U�K�“�‡�b�{�\�\�p�z n �x�z�é�”�§�ç  �Ã�Ÿ
�µ�Ó�è� 
j�ø�p�b�{ UNIX �¯�Ú�ï�Å�›�–�;�`�o�z�\�w�‹�›�!�Ë�`�‡�b�{

hostname(config)# setenv DISPLAY  hostname:displaynumber.screennumber

established �¯�Ú�ï�Å�U
ž�A�s�g���x�z���X�w  TCP 
€���U
\
R�^�•�¢�â�”�²�q�w�0�é�t�,�n�V�£ �z�\
�•�’�w
€���t�–�;�^�•�”
ù	ô�i�Ù�”�Ä�U
Æ�Ì�p�K�”�h�Š�p�b�{�|
Œ�Ù�”�Ä�i�Z�U�µ�»�Â�Ÿ�¿�«�p
�b�{�·�©�á�æ�Â�Ÿ  �ž�Ó�å� �ž�ï�µ�x�z XDMCP �Ñ�Ÿ�¿�«�µ�ž�¿�Ó�›�•�a�$�t�æ�M�‡�b�{
ƒ���x
Æ�A
�p�b�U�z TCP �·�¿�³�ã�ï�t�0� �b�”�t�x  established �¯�Ú�ï�Å�w�Ö�—�U
ž�A�p�b�{

�« �Í�w�«�p�x�z 2 �m�w�×�µ�Ä���w�z�Ó�é�Ä�¯�ç  A �›�–�;�`�h  SRC �Ù�”�Ä  B �T�’�Ù�”�Ä C �›�|
Œ�q�b
�”
€���›�Ô�`�o�M�‡�b�{�·�©�á�æ�Â�Ÿ  �ž�Ó�å� �ž�ï�µ�›�è�a�b�”�æ�»�”�ï
€���p�Ó�é�Ä�¯�ç  D�¢�Ó
�é�Ä�¯�ç  A �x�Ó�é�Ä�¯�ç  D �q�Ÿ�s�”�D�ó
Q�U�K�”�£�›�•�D�b�”�t�x�z
ù	ô�i�Ù�”�Ä�x�Ù�”�Ä F �t
�0� �`�z�|
Œ�Ù�”�Ä�x�Ù�”�Ä E �t�0� �`�o�M�”
ž�A�U�K�“�‡�b�{

hostname(config)# established A B  C permitto D E permitfrom D F

�\�w�«�x�z�º
æ�×�µ�Ä�T�’�Ž
æ�×�µ�Ä�t�0�`�z TCP 
ù	ô�i�Ù�”�Ä  6060 �q�Ú�™�w�|
Œ�Ù�”�Ä�›�–�;
�`�o
€���›�‰�•�b�”�M�O�›�Ô�`�o�M�‡�b�{�·�©�á�æ�Â�Ÿ  �ž�Ó�å� �ž�ï�µ�x�z�\�w�×�µ�Ä���t  TCP
�|
Œ�Ù�”�Ä  6061 �q  TCP 
ù	ô�i�Ù�”�Ä  6059 �›�&���b�”�æ�»�”�ï  �Ä�å�Ñ�Ÿ�¿�«�›�•�D�`�‡�b�{

hostname(config)# established tcp 6060 0 permitto tcp 6061 permitfrom tcp 6059

�\�w�«�x�z�º
æ�×�µ�Ä�T�’�Ž
æ�×�µ�Ä�t�0�`�z UPD �|
Œ�Ù�”�Ä  6060 �q�Ú�™�w
ù	ô�i�Ù�”�Ä�›�–�;
�`�o
€���›�‰�•�b�”�M�O�›�Ô�`�o�M�‡�b�{�·�©�á�æ�Â�Ÿ  �ž�Ó�å� �ž�ï�µ�x�z�\�w�×�µ�Ä���t  TCP
�|
Œ�Ù�”�Ä  6061 �q  TCP 
ù	ô�i�Ù�”�Ä  1024-65535 �›�&���b�”�æ�»�”�ï  �Ä�å�Ñ�Ÿ�¿�«�›�•�D�`�‡�b�{

hostname(config)# established udp 0 6060 permitto tcp 6061 permitfrom tcp 1024-65535

�Í�w�«�x�z�é�”�§�ç  �×�µ�Ä  10.1.1.1 �U�Ž
æ�w�×�µ�Ä  209.165.201.1 �t�0�`�o�Ù�”�Ä  9999 	Í�p  TCP 
€
���›�‰�•�b�”�M�O�›�Ô�`�o�M�‡�b�{�\�w�«�p�x�z�Ž
æ�×�µ�Ä  209.165.201.1 �w�Ù�”�Ä  4242 �T�’�w�Í
�­�¿�Ä�U�é�”�§�ç  �×�µ�Ä  10.1.1.1 �w�Ù�”�Ä  5454 �t�í�”�\�q�U�•�D�^�•�‡�b�{

hostname(config)# established tcp 9999 permitto tcp 5454 permitfrom tcp 4242

�Í�w�«�x�z�Ž
æ�×�µ�Ä  209.165.201.1 �w�Ú�™�w�Ù�”�Ä�T�’�é�”�§�ç  �×�µ�Ä  10.1.1.1 �w�Ù�”�Ä  5454 �t
�í�”�Í�­�¿�Ä�›�•�D�b�”�M�O�›�Ô�`�o�M�‡�b�{

hostname(config)# established tcp 9999 permitto tcp 5454

���È�¯�Ú�ï�Å �¯�Ú�ï�Å 
†�Ì

clear configure established �¬�q�^�•�h�¯�Ú�ï�Å�›�b�‚�o�_	†�`�‡�b�{

show running-config established �¬�q�^�•�o�M�”
€���t�,�n�X�z�•�D�A�ˆ�w�£	ô
€���›
¯�Ô�`
�‡�b�{
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exceed-mss
�µ�æ�”�¢�£�   �Ë�ï�Å�³�£� �«�w���t�Ð�ž�t�‘�l�o
ƒ���^�•�h  TCP �w�7�G�·�¬�Ý�ï�Ä  �±� �¶�›�Ò�Q
�”�Ã�”�»�Õ�w�Í�­�¿�Ä�›�•�D�‡�h�x�Å�é�¿�Ó�b�”�t�x�z tcp �Ú�¿�Ó  �¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï  �Þ�”�Å
�p  exceed-mss �¯�Ú�ï�Å�›�–�;�`�‡�b�{�\�w�¦���›�_	†�b�”�t�x�z�\�w�¯�Ú�ï�Å�w  no ���Ü�›�–�;�`
�‡�b�{

exceed-mss { allow | drop}

no exceed-mss { allow | drop}

�³�ï�»�¿�«�µ�w
†�Ì

�Ã�Ñ�¥�ç�Ä �Ã�Ñ�¥�ç�Ä�p�x�z�Í�­�¿�Ä�x�Å�é�¿�Ó�^�•�‡�b�{

�¯�Ú�ï�Å  �Þ�”�Å �Í�w
¯�x�z�\�w�¯�Ú�ï�Å�›�Ö�—�p�V�”�Þ�”�Å�›�Ô�`�o�M�‡�b�{

�¯�Ú�ï�Å�d�º

�–�;	Í�w�̈ � �Å�å� �ï tcp-map �¯�Ú�ï�Å�›�Þ�´�á�å  �Ù�æ�³�”  �Ñ�è�”�Ü�ë�”�«  � �ï�Ñ�å�µ�Ä�å�«�½�ß�q�ž�t�–�;�`�‡�b�{ �Ä
�å�Ñ�Ÿ�¿�«�w�«�å�µ�›  class-map �¯�Ú�ï�Å�›�–�;�`�o���[�`�z TCP �U�*�›  tcp-map �¯�Ú�ï�Å�›�–�;
�`�o�§�µ�»�Ú� �¶�`�‡�b�{�f�w	ý�`�M  TCP �Ú�¿�Ó�›  policy-map �¯�Ú�ï�Å�›�–�;�`�o�&�;�`�‡�b�{
TCP �U�*�›  service-policy �¯�Ú�ï�Å�›�–�;�`�o���®�t�`�‡�b�{

tcp-map �¯�Ú�ï�Å�›�–�;�`�o�z tcp �Ú�¿�Ó  �¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï  �Þ�”�Å�t�Ö�“�‡�b�{�µ�æ�”�¢�£
�   �Ë�ï�Å�³�£� �«�w���t�Ð�ž�t�‘�l�o
ƒ���^�•�h  TCP �w�7�G�·�¬�Ý�ï�Ä  �±� �¶�›�Ò�Q�”�Ã�”�»�Õ
�w TCP �Í�­�¿�Ä�›�Å�é�¿�Ó�b�”�t�x�z tcp �Ú�¿�Ó  �¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï  �Þ�”�Å�w  exceed-mss �¯
�Ú�ï�Å�›�–�;�`�‡�b�{  

�« �Í�w�«�p�x�z�Ù�”�Ä  21 �p  MSS �›�Ò�a�b�”�Í�­�¿�Ä�›
ù	ô�b�”�Ñ�é�”�›�•�D�`�‡�b�{

hostname(config)# tcp-map tmap
hostname(config-tcp-map)# exceed-mss allow
hostname(config)# class-map cmap
hostname(config-cmap)# match port tcp eq ftp
hostname(config)# policy-map pmap
hostname(config-pmap)# class cmap
hostname(config-pmap)# set connection advanced-options tmap
hostname(config)# service-policy pmap global

allow MSS �›�Ò�Q�”�Í�­�¿�Ä�›�•�D�`�‡�b�{

drop MSS �›�Ò�Q�”�Í�­�¿�Ä�›�Å�é�¿�Ó�`�‡�b�{

�¯�Ú�ï�Å  �Þ�”�Å

�Ñ�•� �ž�¢�¥�”�ç  �Þ�”�Å �·�©�á�æ�Â�Ÿ  �¯�ï�Â�©�µ�Ä

�ç�”�Â�¿�Å �•�a �³�ï�¬�ç

�Ú�ç�½

�¯�ï�Â�©�µ�Ä �³�µ�Â�Ü

tcp �Ú�¿�Ó �¯�ï�Ñ�Ÿ�ª�á�è�”
�³�ã�ï

• • • • —

�æ�æ�”�µ �!�Ë�º�0

7.0(1) �\�w�¯�Ú�ï�Å�U�‹�Ö�^�•�‡�`�h�{
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���È�¯�Ú�ï�Å �¯�Ú�ï�Å 
†�Ì

class �Ä�å�Ñ�Ÿ�¿�«
ü�¨�t�–�;�b�”�«�å�µ  �Ú�¿�Ó�›�¦���`�‡�b�{

help policy-map �¯�Ú�ï�Å�z class �¯�Ú�ï�Å�z�S�‘�|  description �¯�Ú�ï�Å  �³�ï
�»�¿�«�µ�w�Ô�ç�Ó�›
¯�Ô�`�‡�b�{

policy-map �Ù�æ�³�”�¢�Ä�å�Ñ�Ÿ�¿�«  �«�å�µ�q  1 �m�‡�h�x
ó
:�w�ž�«�³�ã�ï�w�ž�¹�³
�¤�”�³�ã�ï�£�›
ƒ���`�‡�b�{

set connection 
€���‹�›
ƒ���`�‡�b�{

tcp-map TCP �Ú�¿�Ó�›�^
R�`�z tcp �Ú�¿�Ó  �¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï  �Þ�”�Å�t�ž�«�·
�µ�p�V�”�‘�O�t�`�‡�b�{
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exit
�q�O�w�¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï  �Þ�”�Å�›	4�ƒ�b�”�T�z�›�V  EXEC �Þ�”�Å�‡�h�x�â�”�²  EXEC �Þ�”
�Å�T�’�é�¬�ž�¢�Ä�b�”�t�x�z exit �¯�Ú�ï�Å�›�–�;�`�‡�b�{

exit

�³�ï�»�¿�«�µ�w
†�Ì �\�w�¯�Ú�ï�Å�t�x�z�¾
:�‹�©�”�ë�”�Å�‹�K�“�‡�d�œ�{

�Ã�Ñ�¥�ç�Ä �Ã�Ñ�¥�ç�Ä�w�ˆ�^�•�‹�x�K�“�‡�d�œ�{

�¯�Ú�ï�Å  �Þ�”�Å �Í�w
¯�x�z�\�w�¯�Ú�ï�Å�›�Ö�—�p�V�”�Þ�”�Å�›�Ô�`�o�M�‡�b�{

�¯�Ú�ï�Å�d�º

�–�;	Í�w�̈ � �Å�å� �ï �©�”  �³�”�­�ï�µ  Ctrl+Z �›�–�;�`�o�‹�z�¬�é�”�Ì�ç  �¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï�¢�S�‘�|�f�•�‘�“	Í�•
�w�£�Þ�”�Å�›	4�ƒ�p�V�‡�b�{�\�w�©�”  �³�”�­�ï�µ�x�z�›�V  EXEC �Þ�”�Å�S�‘�|�â�”�²  EXEC �Þ�”
�Å�p�x�;�ó�`�‡�d�œ�{

�›�V  EXEC �Þ�”�Å�‡�h�x�â�”�²  EXEC �Þ�”�Å�p  exit �¯�Ú�ï�Å�›�Ö�—�b�”�q�z�·�©�á�æ�Â�Ÿ  �ž�Ó�å
� �ž�ï�µ�T�’�é�¬�ž�¢�Ä�`�‡�b�{ �›�V  EXEC �Þ�”�Å�T�’�â�”�²  EXEC �Þ�”�Å�t�í�”�t�x�z disable �¯
�Ú�ï�Å�›�–�;�`�‡�b�{

�« �Í�w�«�x�z exit �¯�Ú�ï�Å�›�–�;�`�o�z�¬�é�”�Ì�ç  �¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï  �Þ�”�Å�›	4�ƒ�`�o�·�¿
�³�ã�ï�T�’�é�¬�ž�¢�Ä�b�”�M�O�›�Ô�`�o�M�‡�b�{

hostname(config)# exit
hostname# exit

Logoff

�Í�w�«�x�z exit �¯�Ú�ï�Å�›�–�;�`�o�¬�é�”�Ì�ç  �¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï  �Þ�”�Å�›	4�ƒ�b�”�M�O�q�z
disable �¯�Ú�ï�Å�›�–�;�`�o�›�V  EXEC �Þ�”�Å�›	4�ƒ�b�”�M�O�›�Ô�`�o�M�‡�b�{

hostname(config)# exit
hostname# disable
hostname>

���È�¯�Ú�ï�Å

�¯�Ú�ï�Å  �Þ�”�Å

�Ñ�•� �ž�¢�¥�”�ç  �Þ�”�Å �·�©�á�æ�Â�Ÿ  �¯�ï�Â�©�µ�Ä

�ç�”�Â�¿�Å �•�a �³�ï�¬�ç

�Ú�ç�½

�¯�ï�Â�©�µ�Ä �³�µ�Â�Ü

�â�”�²  EXEC • • • • •

�æ�æ�”�µ �!�Ë�º�0

�7�� �\�w�¯�Ú�ï�Å�x�7���w�‹�w�p�b�{

�¯�Ú�ï�Å 
†�Ì

quit �¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï  �Þ�”�Å�›	4�ƒ�`�‡�b�{�‡�h�x�z�›�V  EXEC �Þ�”
�Å�‡�h�x�â�”�²  EXEC �Þ�”�Å�T�’�é�¬�ž�¢�Ä�`�‡�b�{
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expiry-time
�¦�Ò�´�£�«�Ä�w�©�ß�¿�³�ï�¬�U�z�¦�Ò�´�£�«�Ä�w�6�¬�Ý�s�`�p�8�v
~�•�t�s�”�Ì���›
ƒ���b�”�t
�x�z�©�ß�¿�³�á  �Þ�”�Å�p  expiry-time �¯�Ú�ï�Å�›�–�;�`�‡�b�{���®�8�v�›	ý�`�M�‹�p�6
ƒ���b�”�t
�x�z�‹�O�°�S�\�w�¯�Ú�ï�Å�›�–�;�`�‡�b�{���®�8�v�›�¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï�T�’�_	†�`�o�Ã�Ñ�¥
�ç�Ä�‹�w  1 
ü�t�æ�·�¿�Ä�b�”�t�x�z�\�w�¯�Ú�ï�Å�w  no ���Ü�›�–�;�`�‡�b�{  

expiry-time time

no expiry-time

�³�ï�»�¿�«�µ�w
†�Ì

�Ã�Ñ�¥�ç�Ä 1 
ü�{

�¯�Ú�ï�Å  �Þ�”�Å �Í�w
¯�x�z�\�w�¯�Ú�ï�Å�›�Ö�—�p�V�”�Þ�”�Å�›�Ô�`�o�M�‡�b�{

�¯�Ú�ï�Å�d�º

�–�;	Í�w�̈ � �Å�å� �ï ���®�8�v�x�z �·�©�á�æ�Â�Ÿ  �ž�Ó�å� �ž�ï�µ�U�¦�Ò�´�£�«�Ä�›�6�¬�Ý�d�c�t�©�ß�¿�³�á�b�”	Ô�ù�t
ž
�A�s�Ì���›
ü�o�•�p
¯�`�h�‹�w�p�b�{�6�¬�Ý�x�z�¯�ï�Â�ï�À�›�6�|�¬�Ý�b�”�\�q�t�‘�l�o�æ�˜�•�‡
�b�{

�« �Í�w�«�p�x�z���®�8�v�›  13 
ü�t
ƒ���b�”�M�O�›�Ô�`�‡�b�{

hostname(config)#  webvpn
hostname(config-webvpn)# cache
hostname(config-webvpn-cache)# expiry-time 13
hostname(config-webvpn-cache)#

���È�¯�Ú�ï�Å

time �·�©�á�æ�Â�Ÿ  �ž�Ó�å� �ž�ï�µ�U�¦�Ò�´�£�«�Ä�›�6�¬�Ý�d�c�t�©�ß�¿�³�á
�b�”	Ô�ù�t
ž�A�s�Ì���›
ü�o�•�p
¯�`�‡�b�{

�¯�Ú�ï�Å  �Þ�”�Å

�Ñ�•� �ž�¢�¥�”�ç  �Þ�”�Å �·�©�á�æ�Â�Ÿ  �¯�ï�Â�©�µ�Ä

�ç�”�Â�¿�Å �•�a �³�ï�¬�ç

�Ú�ç�½

�¯�ï�Â�©�µ�Ä �³�µ�Â�Ü

�©�ß�¿�³�á  �Þ�”�Å • — • — —

�æ�æ�”�µ �!�Ë�º�0

7.1(1) �\�w�¯�Ú�ï�Å�U�‹�Ö�^�•�‡�`�h�{

�¯�Ú�ï�Å 
†�Ì

cache WebVPN �©�ß�¿�³�á  �Þ�”�Å�t�Ö�“�‡�b�{

cache-compressed WebVPN �©�ß�¿�³�á�w�y	V�›
ƒ���`�‡�b�{

disable �©�ß�¿�³�ï�¬�›�Ã�Ÿ�·�”�Ò�ç�t�`�‡�b�{

lmfactor �7	4�!�Ë�Ì���w�»� �Ü�µ�»�ï�Ó�i�Z�›�Ë�m�¦�Ò�´�£�«�Ä�w�©�ß�¿
�³�ï�¬�t���b�”�6�¬�Ý�Ù�æ�³�”�›
ƒ���`�‡�b�{

max-object-size �©�ß�¿�³�á�b�”�¦�Ò�´�£�«�Ä�w�7�G�±� �¶�›���[�`�‡�b�{

min-object-size �©�ß�¿�³�á�b�”�¦�Ò�´�£�«�Ä�w�7	–�±� �¶�›���[�`�‡�b�{
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failover
�Ñ�£�”�ç�¦�”�Ì�”�›� �É�”�Ò�ç�t�b�”�t�x�z�¬�é�”�Ì�ç  �¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï  �Þ�”�Å�p  failover
�¯�Ú�ï�Å�›�–�;�`�‡�b�{�Ñ�£�”�ç�¦�”�Ì�”�›�Ã�Ÿ�·�”�Ò�ç�t�b�”�t�x�z�\�w�¯�Ú�ï�Å�w  no ���Ü�›
�–�;�`�‡�b�{  

failover

no failover 

�³�ï�»�¿�«�µ�w
†�Ì �\�w�¯�Ú�ï�Å�t�x�z�¾
:�‹�©�”�ë�”�Å�‹�K�“�‡�d�œ�{

�Ã�Ñ�¥�ç�Ä �Ñ�£�”�ç�¦�”�Ì�”�x�Ã�Ÿ�·�”�Ò�ç�t�s�l�o�M�‡�b�{

�¯�Ú�ï�Å  �Þ�”�Å �Í�w
¯�x�z�\�w�¯�Ú�ï�Å�›�Ö�—�p�V�”�Þ�”�Å�›�Ô�`�o�M�‡�b�{

�¯�Ú�ï�Å�d�º

�–�;	Í�w�̈ � �Å�å� �ï �Ñ�£�”�ç�¦�”�Ì�”�›�Ã�Ÿ�·�”�Ò�ç�t�b�”�t�x�z�\�w�¯�Ú�ï�Å�w  no ���Ü�›�–�;�`�‡�b�{

�«�™ �Ñ�£�”�ç�¦�”�Ì�”  �æ�ï�«�S�‘�|�µ�Â�”�Ä�Ñ�ç  �Ñ�£�”�ç�¦�”�Ì�”  �æ�ï�«�&���p
ù	ô�^�•�”	Ø�C�x�z
�Ñ�£�”�ç�¦�”�Ì�”  �©�”�›�–�;�`�o�è	ô�›�·�©�á�æ�Â�Ÿ�p�-�¢�`�s�M�v�“�z�b�‚�o�«�æ�ž  �Â�©�µ�Ä
�p
ù	ô�^�•�‡�b�{ VPN �Ä�ï�É�ç�w	4�z�t�·�©�á�æ�Â�Ÿ  �ž�Ó�å� �ž�ï�µ�›�–�;�b�”	Ô�ù�z�\�w	Ø�C
�t�x�z�Ä�ï�É�ç�w�¬�q�t�–�;�^�•�h�b�‚�o�w�â�”�²�Ê�z�Í�µ�ë�”�Å�z�S�‘�|�Ä
²�ž���©�”�U���‡�•
�o�M�‡�b�{�\�w�;�µ�Ã�”�»�›�«�æ�ž  �Â�©�µ�Ä�p�8
ù�b�”�\�q�x�z
‡	×�t�G�V�s�·�©�á�æ�Â�Ÿ  �æ�µ
�«�t�s�”�ª�•�U�K�“�‡�b�{�·�©�á�æ�Â�Ÿ  �ž�Ó�å� �ž�ï�µ�›�–�;�`�o  VPN �Ä�ï�É�ç�›	4�z�b�”	Ô�ù
�x�z�Ñ�£�”�ç�¦�”�Ì�”�è	ô�›�Ñ�£�”�ç�¦�”�Ì�”  �©�”�t�‘�l�o�·�©�á�æ�Â�Ÿ�p�-�¢�b�”�\�q�›�S�ç
�Š�`�‡�b�{

ASA 5505 �Ã�Ì� �µ�p�x�µ�Â�”�Ä�è�µ  �Ñ�£�”�ç�¦�”�Ì�”�w�ˆ�•�D�^�•�‡�b�{�^�’�t�z Easy VPN �Ë�”
�Å�¢�£�ž  �«�å� �ž�ï�Ä�q�`�o�;�ó�`�o�M�s�M	Ô�ù�t�v�“�‡�b�{

�¯�Ú�ï�Å  �Þ�”�Å

�Ñ�•� �ž�¢�¥�”�ç  �Þ�”�Å �·�©�á�æ�Â�Ÿ  �¯�ï�Â�©�µ�Ä

�ç�”�Â�¿�Å �•�a �³�ï�¬�ç

�Ú�ç�½

�¯�ï�Â�©�µ�Ä �³�µ�Â�Ü

�¬�é�”�Ì�ç  �¯�ï�Ñ�Ÿ�ª�á�è�”
�³�ã�ï

• • • — •

�æ�æ�”�µ �!�Ë�º�0

7.0(1) �\�w�¯�Ú�ï�Å�x�z�¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï�p�Ñ�£�”�ç�¦�”�Ì�”�›� �É�”�Ò
�ç�‡�h�x�Ã�Ÿ�·�”�Ò�ç�t�b�”�\�q�t
M�v�^�•�o�M�‡�b �¢ failover active �¯�Ú
�ï�Å�›�€	°�`�o�X�i�^�M�£ �{

7.2(1) ASA 5505 �Ã�Ì� �µ�t�{���w�Ñ�£�”�ç�¦�”�Ì�”�;�ó�w�±�Ù�”�Ä�U�å�C�^�•
�‡�`�h�{
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�« �Í�w�«�p�x�z�Ñ�£�”�ç�¦�”�Ì�”�›�Ã�Ÿ�·�”�Ò�ç�t�`�‡�b�{

hostname(config)# no failover
hostname(config)#

���È�¯�Ú�ï�Å �¯�Ú�ï�Å 
†�Ì

clear configure failover failover �¯ �Ú�ï �Å�› � î �æ�¯� ï �Ñ�Ÿ�ª �á�è�” �³ �ã�ï �T� ’ 	«�ˆ �`�z
�Ñ�£�”�ç�¦�”�Ì�”�w�Ã�Ñ�¥�ç�Ä�‹�t�í�`�‡�b�{

failover active �ž�«�Â�Ÿ�Ò�t�b�”�µ�»�ï�Ì� 
÷�”�›
~�“�8�Q�‡�b�{

show failover 
÷�”�w�Ñ�£�”�ç�¦�”�Ì�”  �µ�Â�”�»�µ�t���b�”	Ø�C�›
¯�Ô�`�‡�b�{

show running-config failover �î�æ�¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï�º�w  failover �¯�Ú�ï�Å�›
¯�Ô�`�‡�b�{
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failover active
�µ�»�ï�Ì�   �·�©�á�æ�Â�Ÿ  �ž�Ó�å� �ž�ï�µ�‡�h�x�Ñ�£�”�ç�¦�”�Ì�”  �¬�ç�”�Ó�›�ž�«�Â�Ÿ�Ò	Ý�6�t�b
�”�t�x�z�›�V  EXEC �Þ�”�Å�p  failover active �¯�Ú�ï�Å�›�–�;�`�‡�b�{�ž�«�Â�Ÿ�Ò�s�·�©�á�æ�Â�Ÿ  �ž
�Ó�å� �ž�ï�µ�‡�h�x�Ñ�£�”�ç�¦�”�Ì�”  �¬�ç�”�Ó�›�µ�»�ï�Ì� �t
~�“�8�Q�”�t�x�z�\�w�¯�Ú�ï�Å�w
no ���Ü�›�–�;�`�‡�b�{  

failover active [group group_id]

no failover active [group group_id]

�³�ï�»�¿�«�µ�w
†�Ì

�Ã�Ñ�¥�ç�Ä �Ã�Ñ�¥�ç�Ä�w�ˆ�^�•�‹�x�K�“�‡�d�œ�{

�¯�Ú�ï�Å  �Þ�”�Å �Í�w
¯�x�z�\�w�¯�Ú�ï�Å�›�Ö�—�p�V�”�Þ�”�Å�›�Ô�`�o�M�‡�b�{

�¯�Ú�ï�Å�d�º

�–�;	Í�w�̈ � �Å�å� �ï failover active �¯�Ú�ï�Å�›�–�;�`�o�z�µ�»�ï�Ì� 
÷�”�T�’�Ñ�£�”�ç�¦�”�Ì�”  �µ� �¿�½�›�I�ˆ�`�‡�b�{
�‡�h�x�z�ž�«�Â�Ÿ�Ò
÷�”�T�’  no failover active �¯�Ú�ï�Å�›�–�;�`�o�z�Ñ�£�”�ç�¦�”�Ì�”  �µ� �¿�½�›
�I�ˆ�`�‡�b�{�\�w�;�ó�›�–�;�`�o�z	Ë�•�U
C
\�`�h
÷�”�›�±�”�Ï�µ�t�í�`�z�Ý�ï�Â�Æ�ï�µ�w�h�Š�z
�ž�«�Â�Ÿ�Ò
÷�”�›�§
M�$�t�¦�Ñ�å� �ï�t�`�‡�b�{ �µ�Â�”�Ä�Ñ�ç  �Ñ�£�”�ç�¦�”�Ì�”�›�–�;�`�o�M�s�M
	Ô�ù�z�b�‚�o�w�ž�«�Â�Ÿ�Ò�s
€���x�Å�é�¿�Ó�^�•�‡�b�{�Ñ�£�”�ç�¦�”�Ì�”�U
C
\�`�h�™�z�«�å� �ž
�ï�Ä�x�f�•�’�w
€���›�6�S�¬�q�b�”
ž�A�U�K�“�‡�b�{

�Ñ�£�”�ç�¦�”�Ì�”  �¬�ç�”�Ó�w
~�“�8�Q�x�z Active/Active �Ñ�£�”�ç�¦�”�Ì�”�p�w�ˆ�b�;�D�ó�p�b�{
�Ñ�£�”�ç�¦�”�Ì�”  �¬�ç�”�Ó�›�¦���d�c�t  Active/Active �Ñ�£�”�ç�¦�”�Ì�”
÷�”�t  failover active �¯�Ú
�ï�Å�›�Ö�—�`�h	Ô�ù�z
÷�”	Í�w�b�‚�o�w�¬�ç�”�Ó�U�ž�«�Â�Ÿ�Ò�t�s�“�‡�b�{

�« �Í�w�«�p�x�z�µ�»�ï�Ì�   �¬�ç�”�Ó  1 �›�ž�«�Â�Ÿ�Ò�t�`�o�M�‡�b�{

hostname# failover active group 1

���È�¯�Ú�ï�Å

group group_id �¢�¦�Ó�³�ã�ï�£ �ž�«�Â�Ÿ�Ò�t�b�”�Ñ�£�”�ç�¦�”�Ì�”  �¬�ç�”�Ó�›�¦���`�‡�b�{

�¯�Ú�ï�Å  �Þ�”�Å

�Ñ�•� �ž�¢�¥�”�ç  �Þ�”�Å �·�©�á�æ�Â�Ÿ  �¯�ï�Â�©�µ�Ä

�ç�”�Â�¿�Å �•�a �³�ï�¬�ç

�Ú�ç�½

�¯�ï�Â�©�µ�Ä �³�µ�Â�Ü

�›�V  EXEC • • • — •

�æ�æ�”�µ �!�Ë�º�0

7.0(1) �\�w�¯�Ú�ï�Å�x�z 	ý�`�M�Ñ�£�”�ç�¦�”�Ì�”  �¬�ç�”�Ó�›���Š�”�‘�O�t	.
Y�^
�•�‡�`�h�{

�¯�Ú�ï�Å 
†�Ì

failover reset �·�©�á�æ�Â�Ÿ  �ž�Ó�å� �ž�ï�µ�›�z 	Ë�•�U
C
\�`�h	Ý�6�T�’�µ�»�ï�Ì� �t�!
�Ë�`�‡�b�{
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failover group
Active/Active �Ñ�£�”�ç�¦�”�Ì�”  �¬�ç�”�Ó�›
ƒ���b�”�t�x�z �¬�é�”�Ì�ç  �¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï  �Þ�”
�Å�p  failover group �¯�Ú�ï�Å�›�–�;�`�‡�b�{�Ñ�£�”�ç�¦�”�Ì�”  �¬�ç�”�Ó�›�_	†�b�”�t�x�z�\�w�¯�Ú
�ï�Å�w  no ���Ü�›�–�;�`�‡�b�{  

failover group num

no failover group num

�³�ï�»�¿�«�µ�w
†�Ì

�Ã�Ñ�¥�ç�Ä �Ã�Ñ�¥�ç�Ä�w�ˆ�^�•�‹�x�K�“�‡�d�œ�{

�¯�Ú�ï�Å  �Þ�”�Å �Í�w
¯�x�z�\�w�¯�Ú�ï�Å�›�Ö�—�p�V�”�Þ�”�Å�›�Ô�`�o�M�‡�b�{

�¯�Ú�ï�Å�d�º

�–�;	Í�w�̈ � �Å�å� �ï �7�G  2 �m�w�Ñ�£�”�ç�¦�”�Ì�”  �¬�ç�”�Ó�›���[�p�V�‡�b�{ failover group �¯�Ú�ï�Å�x�z�Ú�ç�½  �¯�ï�Â
�©�µ�Ä  �Þ�”�Å�;�t
ƒ���^�•�h�Ã�Ì� �µ�w�³�µ�Â�Ü  �¯�ï�Â�©�µ�Ä�t�i�Z�å�C�p�V�‡�b�{�Ñ�£�”�ç
�¦�”�Ì�”  �¬�ç�”�Ó�w�^
R�q�J�å�x�z �Ñ�£�”�ç�¦�”�Ì�”�U�Ã�Ÿ�·�”�Ò�ç�t�^�•�o�M�”	Ô�ù�w�ˆ�D�ó�p
�b�{

�\�w�¯�Ú�ï�Å�›�Ö�—�b�”�q�z�Ñ�£�”�ç�¦�”�Ì�”  �¬�ç�”�Ó  �¯�Ú�ï�Å  �Þ�”�Å�t�Ö�“�‡�b�{ primary �z
secondary�z preempt�z replication http �z interface-policy�z mac address�z�S�‘�|  polltime interface �¯
�Ú�ï�Å�x�z�Ñ�£�”�ç�¦�”�Ì�”  �¬�ç�”�Ó  �¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï  �Þ�”�Å�p�–�;�p�V�‡�b�{�¬�é�”�Ì
�ç  �¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï  �Þ�”�Å�t�í�”�t�x�z exit �¯�Ú�ï�Å�›�–�;�`�‡�b�{

�¢�«�£ failover polltime interface�z failover interface-policy�z failover replication http �z�S�‘�|  failover mac
address �¯�Ú�ï�Å�x�z Active/Active �Ñ�£�”�ç�¦�”�Ì�”  �¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï�t�è�¹�›�)�Q�‡�d�œ�{
�f�•�’�w�¯�Ú�ï�Å�x�z�Ñ�£�”�ç�¦�”�Ì�”  �¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï  �Þ�”�Å�w  polltime interface�z
interface-policy�z replication http �z�S�‘�|  mac address �¯�Ú�ï�Å�t�‘�l�o	Í	{�V�^�•�‡�b�{

�Ñ�£�”�ç�¦�”�Ì�”  �¬�ç�”�Ó�›�_	†�b�”�q�V�x�z�Ñ�£�”�ç�¦�”�Ì�”  �¬�ç�”�Ó  1 �›�7�™�t�_	†�b�”
ž
�A�U�K�“�‡�b�{ �Ñ�£�”�ç�¦�”�Ì�”  �¬�ç�”�Ó  1 �t�x�z 	×�t���g�¯�ï�Â�©�µ�Ä�U���‡�•�o�M�‡�b�{ �Ñ�£�”
�ç�¦�”�Ì�”  �¬�ç�”�Ó�t�Â�“�p�o�’�•�o�M�s�M�¯�ï�Â�©�µ�Ä�x�z �Ã�Ñ�¥�ç�Ä�t�‘�“�Ñ�£�”�ç�¦�”�Ì�”
�¬�ç�”�Ó  1 �t�Â�“�p�o�’�•�‡�b�{ �¯�ï�Â�©�µ�Ä�U�Ì�Ô�$�t�Â�“�p�o�’�•�o�M�”�Ñ�£�”�ç�¦�”�Ì�”  �¬
�ç�”�Ó�x�_	†�p�V�‡�d�œ�{

num �Ñ�£�”�ç�¦�”�Ì�”  �¬�ç�”�Ó�w
j�ø�{���®�‹�x�z 1 �‡�h�x  2 �p�b�{

�¯�Ú�ï�Å  �Þ�”�Å

�Ñ�•� �ž�¢�¥�”�ç  �Þ�”�Å �·�©�á�æ�Â�Ÿ  �¯�ï�Â�©�µ�Ä

�ç�”�Â�¿�Å �•�a �³�ï�¬�ç

�Ú�ç�½

�¯�ï�Â�©�µ�Ä �³�µ�Â�Ü

�¬�é�”�Ì�ç  �¯�ï�Ñ�Ÿ�ª�á�è�”
�³�ã�ï

• • — — •

�æ�æ�”�µ �!�Ë�º�0

7.0(1) �\�w�¯�Ú�ï�Å�U�‹�Ö�^�•�‡�`�h�{
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�¢�«�£ �‰�a�É�¿�Ä�ë�”�«	Í�t  Active/Active �Ñ�£�”�ç�¦�”�Ì�”  �Ö�ž�U
ó
:�K�”	Ô�ù�x�z �K�”�Ö�ž�w� �ï�»�”
�Ñ�£� �µ�t�Â�“�p�o�’�•�o�M�”�‹�w�q�‰�a�Ã�Ñ�¥�ç�Ä�>
Ý  MAC �ž�Å�è�µ�U�z���w�Ö�ž�w� �ï�»�”
�Ñ�£� �µ�t�Â�“�p�o�’�•�”�\�q�U�K�“�‡�b�{�\�•�x�z�Ã�Ñ�¥�ç�Ä�>
Ý  MAC �ž�Å�è�µ�w�>���M�O�t
�,�n�M�h�ˆ�^�p�b�{�É�¿�Ä�ë�”�«	Í�w  MAC �ž�Å�è�µ�›	O
ó�^�d�s�M�h�Š�t�x�z mac address �¯�Ú
�ï�Å�›�–�;�`�o�z�¤
ú�g� �ï�»�”�Ñ�£� �µ�t
ž�c�ž�«�Â�Ÿ�Ò�q�µ�»�ï�Ì� �w�>
Ý  MAC �ž�Å�è�µ�›
�Â�“�p�o�”�‘�O�t�`�o�X�i�^�M�{

�« �Í�w�«�¢
H
.�£�x�z 2 �m�w�Ñ�£�”�ç�¦�”�Ì�”  �¬�ç�”�Ó�t�0�`�o�&�;�D�ó�s�¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï
�›�Ô�`�o�M�‡�b�{

hostname(config)# failover group 1  
hostname(config-fover-group)# primary
hostname(config-fover-group)# preempt 100
hostname(config-fover-group)# exit
hostname(config)# failover group 2
hostname(config-fover-group)# secondary
hostname(config-fover-group)# preempt 100
hostname(config-fover-group)# exit
hostname(config)#

���È�¯�Ú�ï�Å �¯�Ú�ï�Å 
†�Ì

asr-group 
‡�0	¶�w�ç�”�Â�Ÿ�ï�¬  � �ï�»�”�Ñ�£� �µ  �¬�ç�”�Ó  ID �›�¦���`�‡�b�{

interface-policy �Þ�Ç�»�æ�ï�¬�U� �ï�»�”�Ñ�£� �µ	Ë�•�›�U	Z�`�h�q�V�w�Ñ�£�”�ç�¦�”
�Ì�”  �Ù�æ�³�”�›�¦���`�‡�b�{

join-failover-group �Ñ�£�”�ç�¦�”�Ì�”  �¬�ç�”�Ó�t�¯�ï�Â�©�µ�Ä�›�Â�“�p�o�‡�b�{

mac address �Ñ�£�”�ç�¦�”�Ì�”  �¬�ç�”�Ó�º�w�¯�ï�Â�©�µ�Ä�w�>
Ý  MAC �ž�Å�è�µ�›��
�[�`�‡�b�{

polltime interface ���¹�^�•�o�M�”� �ï�»�”�Ñ�£� �µ�t
ù	ô�^�•�”  hello �Ý�¿�·�”�´�w���´�›
�¦���`�‡�b�{

preempt �æ�Ò�”�Ä�™�z��
Œ	q�•�U�‘�“�ô�M
÷�”�U�ž�«�Â�Ÿ�Ò
÷�”�t�s�”�‘�O�t�¦��
�`�‡�b�{

primary �Ó�å� �Ú�æ
÷�”�t�z �Ñ�£�”�ç�¦�”�Ì�”  �¬�ç�”�Ó�t�0�b�”�‘�“�ô�M��
Œ	q�•
�›�¦���`�‡�b�{

replication http 
¬�R�^�•�h�Ñ�£�”�ç�¦�”�Ì�”  �¬�ç�”�Ó�t�0�`�o  HTTP �·�¿�³�ã�ï�w
ó
a
�›�¦���`�‡�b�{

secondary �·�§�ï�¼�æ
÷�”�t�z �Ñ�£�”�ç�¦�”�Ì�”  �¬�ç�”�Ó�t�0�b�”�‘�“�ô�M��
Œ	q�•
�›�¦���`�‡�b�{
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failover interface ip
�Ñ�£�”�ç�¦�”�Ì�”  � �ï�»�”�Ñ�£� �µ�q�µ�Â�”�Ä�Ñ�ç  �Ñ�£�”�ç�¦�”�Ì�”  � �ï�»�”�Ñ�£� �µ�t�0�`�o
IP �ž�Å�è�µ�q�Ú�µ�«�›�¦���b�”�t�x�z�¬�é�”�Ì�ç  �¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï  �Þ�”�Å�p  failover
interface ip �¯�Ú�ï�Å�›�–�;�`�‡�b�{ IP �ž�Å�è�µ�›�_	†�b�”�t�x�z�\�w�¯�Ú�ï�Å�w  no ���Ü�›�–�;�`
�‡�b�{  

failover interface ip if_name ip_address mask standby ip_address

no failover interface ip if_name ip_address mask standby ip_address

�³�ï�»�¿�«�µ�w
†�Ì

�Ã�Ñ�¥�ç�Ä �Ã�Ñ�¥�ç�Ä�w�ˆ�^�•�‹�x�K�“�‡�d�œ�{

�¯�Ú�ï�Å  �Þ�”�Å �Í�w
¯�x�z�\�w�¯�Ú�ï�Å�›�Ö�—�p�V�”�Þ�”�Å�›�Ô�`�o�M�‡�b�{

�¯�Ú�ï�Å�d�º

�–�;	Í�w�̈ � �Å�å� �ï �Ñ�£�”�ç�¦�”�Ì�”�S�‘�|�µ�Â�”�Ä�Ñ�ç  �Ñ�£�”�ç�¦�”�Ì�”  � �ï�»�”�Ñ�£� �µ�x�z�è� �à  3 �w�;�ó�p
�b�{�f�w�\�q�x�z�·�©�á�æ�Â�Ÿ  �ž�Ó�å� �ž�ï�µ�U�•�a�$�s�Ñ�•� �ž�¢�¥�”�ç  �Þ�”�Å�p�ˆ�^�`�o�M
�o�‹�z� �ï�»�”�Ñ�£� �µ�U�³�µ�Â�Ü�t�¬�é�”�Ì�ç�p�K�l�o�‹�!�˜�“�‡�d�œ�{  

�Ú�ç�½ �¯ �ï�Â�©�µ�Ä  �Þ�”�Å�p�x�z�³ �µ�Â�Ü  �¯�ï �Â�©�µ�Ä�p�Ñ�£�”�ç�¦ �”�Ì �”�›
ƒ���` �‡�b
�¢ monitor-interface �¯�Ú�ï�Å�›	†�X�£ �{

�\�w�¯�Ú�ï�Å�x�z�·�©�á�æ�Â�Ÿ  �ž�Ó�å� �ž�ï�µ�›  LAN �Ñ�£�”�ç�¦�”�Ì�”�;�t�Ò�”�Ä�µ�Ä�å�¿�Ó�b
�”�q�V�t�¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï�t���Š�”
ž�A�U�K�“�‡�b�{

�« �Í�w�«�x�z�Ñ�£�”�ç�¦�”�Ì�”  � �ï�»�”�Ñ�£� �µ�t�0�`�o  IP �ž�Å�è�µ�q�Ú�µ�«�›�¦���b�”�M�O�›�Ô
�`�o�M�‡�b�{

hostname(config)#  failover interface ip lanlink 172.27.48.1 255.255.255.0 standby 
172.27.48.2 

if_name �Ñ�£�”�ç�¦�”�Ì�”�‡�h�x�µ�Â�”�Ä�Ñ�ç  �Ñ�£�”�ç�¦�”�Ì�”  � �ï�»�”�Ñ�£� 
�µ�w� �ï�»�”�Ñ�£� �µ�Ê�p�b�{

ip_address mask �Ó�å� �Ú�æ  �Þ�´�á�”�ç	Í�w�Ñ�£�”�ç�¦�”�Ì�”�‡�h�x�µ�Â�”�Ä�Ñ�ç  �Ñ�£�”
�ç�¦�”�Ì�”  � �ï�»�”�Ñ�£� �µ�t�0�`�o�z IP �ž�Å�è�µ�q�Ú�µ�«�›�¦���`�‡
�b�{

standby ip_address �·�§�ï�¼�æ  �Þ�´�á�”�ç�U�Ó�å� �Ú�æ  �Þ�´�á�”�ç�q�w�è	ô�t�–�;�b�”  IP �ž
�Å�è�µ�›�¦���`�‡�b�{  

�¯�Ú�ï�Å  �Þ�”�Å

�Ñ�•� �ž�¢�¥�”�ç  �Þ�”�Å �·�©�á�æ�Â�Ÿ  �¯�ï�Â�©�µ�Ä

�ç�”�Â�¿�Å �•�a �³�ï�¬�ç

�Ú�ç�½

�¯�ï�Â�©�µ�Ä �³�µ�Â�Ü

�¬�é�”�Ì�ç  �¯�ï�Ñ�Ÿ�ª�á�è�”
�³�ã�ï

• • • — •

�æ�æ�”�µ �!�Ë�º�0

7.0(1) �\�w�¯�Ú�ï�Å�U�‹�Ö�^�•�‡�`�h�{
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���È�¯�Ú�ï�Å �¯�Ú�ï�Å 
†�Ì

clear configure failover failover � ¯ �Ú� ï �Å�›� î �æ�¯ � ï �Ñ�Ÿ�ª�á�è�” � ³ �ã � ï �T� ’ 	«� ˆ � `�z
�Ñ�£�”�ç�¦�”�Ì�”�w�Ã�Ñ�¥�ç�Ä�‹�t�í�`�‡�b�{

failover lan interface �Ñ�£�”�ç�¦�”�Ì�”�è	ô�t�–�;�b�”� �ï�»�”�Ñ�£� �µ�›�¦���`�‡
�b�{

failover link �µ�Â�”�Ä�Ñ�ç  �Ñ�£�”�ç�¦�”�Ì�”�t�–�;�b�”� �ï�»�”�Ñ�£� �µ�›�¦
���`�‡�b�{

monitor-interface �¦���^�•�h� �ï�»�”�Ñ�£� �µ�w�Ô�ç�µ�›���¹�`�‡�b�{

show running-config failover �î�æ�¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï�º�w  failover �¯�Ú�ï�Å�›
¯�Ô�`�‡�b�{
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failover interface-policy
�Þ�Ç�»�æ�ï�¬�U� �ï�»�”�Ñ�£� �µ	Ë�•�›�U	Z�`�h�q�V�w�Ñ�£�”�ç�¦�”�Ì�”�w�Ù�æ�³�”�›�¦���b�”
�t�x�z�¬�é�”�Ì�ç  �¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï  �Þ�”�Å�p  failover interface-policy �¯�Ú�ï�Å�›�–�;�`�‡
�b�{�Ã�Ñ�¥�ç�Ä�t�í�b�t�x�z�\�w�¯�Ú�ï�Å�w  no ���Ü�›�–�;�`�‡�b�{  

failover interface-policy num[%]

no failover interface-policy num[%]

�³�ï�»�¿�«�µ�w
†�Ì

�Ã�Ñ�¥�ç�Ä �Ã�Ñ�¥�ç�Ä�x�Í�w�q�S�“�p�b�{

• num �x  1 �p�b�{

• 
ú�g� �ï�»�”�Ñ�£� �µ�w�Þ�Ç�»�æ�ï�¬�x�z�Ã�Ñ�¥�ç�Ä�p� �É�”�Ò�ç�t�s�l�o�M�‡�b�{�æ�g� �ï
�»�”�Ñ�£� �µ�w�Þ�Ç�»�æ�ï�¬�x�z�Ã�Ñ�¥�ç�Ä�p�x�Ã�Ÿ�·�”�Ò�ç�p�b�{

�¯�Ú�ï�Å  �Þ�”�Å �Í�w
¯�x�z�\�w�¯�Ú�ï�Å�›�Ö�—�p�V�”�Þ�”�Å�›�Ô�`�o�M�‡�b�{

�¯�Ú�ï�Å�d�º

�–�;	Í�w�̈ � �Å�å� �ï num �¾
:�q�¦�Ó�³�ã�ï�w  % �©�”�ë�”�Å�w���t�µ�Ö�”�µ�›���Š�s�M�p�X�i�^�M�{

	Ë�•�U
C
\�`�h� �ï�»�”�Ñ�£� �µ�w
:�U
ƒ���A�ˆ�Ù�æ�³�”�w�,	j�›�¬�h�`�h	Ô�ù�z���w�·�©�á�æ
�Â�Ÿ  �ž�Ó�å� �ž�ï�µ�U
Y	×�t�;�ó�`�o�M�”�q�V�x�z�·�©�á�æ�Â�Ÿ  �ž�Ó�å� �ž�ï�µ�x�×
��›	Ë�•�q
�`�o�Ú�”�«�`�z	Ô�ù�t�‘�l�o�x�Ñ�£�”�ç�¦�”�Ì�”�U
C
\�`�‡�b�¢�ž�«�Â�Ÿ�Ò�s�·�©�á�æ�Â�Ÿ  �ž�Ó�å
� �ž�ï�µ�t	Ë�•�U
C
\�`�h	Ô�ù�£ �{�Ù�æ�³�”�p�§�¢�ï�Ä�^�•�”�w�x�z monitor-interface �¯�Ú�ï�Å�p��
�¹�0	Å�q�`�o�¦���`�h� �ï�»�”�Ñ�£� �µ�w�ˆ�p�b�{

�¢�«�£ �\�w�¯�Ú�ï�Å�U�&�;�^�•�”�w�x�z Active/Standby �Ñ�£�”�ç�¦�”�Ì�”�w�ˆ�p�b�{ Active/Active �Ñ�£�”
�ç�¦�”�Ì�”�p�x�z�Ñ�£�”�ç�¦�”�Ì�”  �¬�ç�”�Ó  �¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï  �Þ�”�Å�w  interface-policy �¯
�Ú�ï�Å�›�–�;�`�o�z�¤�Ñ�£�”�ç�¦�”�Ì�”  �¬�ç�”�Ó�w� �ï�»�”�Ñ�£� �µ  �Ù�æ�³�”�›
ƒ���`�‡�b�{

num �Í�”�·�ï�Â�”�´�q�`�o�–�;�^�•�”�q�V�x  1 �™ 100 �w
:�È�›�¦���`�z
j�ø�q�`
�o�–�;�^�•�”�q�V�x  1 �T�’� �ï�»�”�Ñ�£� �µ�w�7�G
:�w
:�È�›�¦���`�‡�b�{

% �¢�¦�Ó�³�ã�ï�£ num �w
:�U���¹�0	Å� �ï�»�”�Ñ�£� �µ�w�Í�”�·�ï�Â�”�´�p�K�”
�\�q�›�¦���`�‡�b�{

�¯�Ú�ï�Å  �Þ�”�Å

�Ñ�•� �ž�¢�¥�”�ç  �Þ�”�Å �·�©�á�æ�Â�Ÿ  �¯�ï�Â�©�µ�Ä

�ç�”�Â�¿�Å �•�a �³�ï�¬�ç

�Ú�ç�½

�¯�ï�Â�©�µ�Ä �³�µ�Â�Ü

�¬�é�”�Ì�ç  �¯�ï�Ñ�Ÿ�ª�á�è�”
�³�ã�ï

• • • — •

�æ�æ�”�µ �!�Ë�º�0

7.0(1) �\�w�¯�Ú�ï�Å�U�‹�Ö�^�•�‡�`�h�{
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�« �Í�w�«�p�x�z�Ñ�£�”�ç�¦�”�Ì�”  �Ù�æ�³�”�›�¦���b�”  2 �m�w�M�O�›�Ô�`�o�M�‡�b�{

hostname(config)# failover interface-policy 20%

hostname(config)# failover interface-policy 5

���È�¯�Ú�ï�Å �¯�Ú�ï�Å 
†�Ì

failover polltime 
÷�”�q� �ï�»�”�Ñ�£� �µ�w�Ù�”�æ�ï�¬�s
:�›�¦���`�‡�b�{

failover reset 	Ë�•�U
C
\�`�h
÷�”�›�z	Ë�•�U
C
\�b�”
²�w	Ý�6�t�í�`�‡�b�{

monitor-interface �Ñ�£�”�ç�¦�”�Ì�”�w�h�Š�t���¹�0	Å�t�b�”� �ï�»�”�Ñ�£� �µ�›�¦
���`�‡�b�{

show failover 
÷�”�w�Ñ�£�”�ç�¦�”�Ì�”	Ý�6�t���b�”	Ø�C�›
¯�Ô�`�‡�b�{
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failover key
�Ñ�£�”�ç�¦�”�Ì�”  �Ö�ž�w
÷�”���p�‰�ø�=�S�‘�|�Ý	Â�^�•�h�è	ô�w�©�”�›�¦���b�”�t�x�z �¬�é�”�Ì�ç
�¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï  �Þ�”�Å�p  failover key �¯�Ú�ï�Å�›�–�;�`�‡�b�{�©�”�›�_	†�b�”�t�x�z�\�w
�¯�Ú�ï�Å�w  no ���Ü�›�–�;�`�‡�b�{  

failover key { secret | hex key}

no failover key

�³�ï�»�¿�«�µ�w
†�Ì

�Ã�Ñ�¥�ç�Ä �Ã�Ñ�¥�ç�Ä�w�ˆ�^�•�‹�x�K�“�‡�d�œ�{

�¯�Ú�ï�Å  �Þ�”�Å �Í�w
¯�x�z�\�w�¯�Ú�ï�Å�›�Ö�—�p�V�”�Þ�”�Å�›�Ô�`�o�M�‡�b�{

�¯�Ú�ï�Å�d�º

�–�;	Í�w�̈ � �Å�å� �ï 
÷�”���w�Ñ�£�”�ç�¦�”�Ì�”�è	ô�›�‰�ø�=�`�o�Ý	Â�b�”�t�x�z�ž��
•�µ�‡�h�x  16 
��©�”�›�–�;�`�o
�†�M�w
÷�”�›
ƒ���b�”
ž�A�U�K�“�‡�b�{�Ñ�£�”�ç�¦�”�Ì�”  �©�”�›�¦���`�s�M	Ô�ù�z�Ñ�£�”�ç�¦�”
�Ì�”�è	ô�x�«�æ�ž�p
ù	ô�^�•�‡�b�{

�¢�«�£ PIX �·�©�á�æ�Â�Ÿ  �ž�Ó�å� �ž�ï�µ  �Ó�å�¿�Ä�Ñ�¥�”�Ü�p�x�z
÷�”�›
€���b�”�h�Š�t
•�;�w�³�æ�ž�ç
�Ñ�£�”�ç�¦�”�Ì�”  �­�”�Ò�ç�›�–�;�`�o�M�”	Ô�ù�z�Ñ�£�”�ç�¦�”�Ì�”  �©�”�U
ƒ���^�•�o�M�o�‹�z�\
�w�Ñ�£�”�ç�¦�”�Ì�”  �æ�ï�«�&���w�è	ô�x�‰�ø�=�^�•�‡�d�œ�{ �Ñ�£�”�ç�¦�”�Ì�”  �©�”�x  LAN �Õ�”�µ
�w�Ñ�£�”�ç�¦�”�Ì�”�è	ô�i�Z�›�‰�ø�=�`�‡�b�{

hex key �‰�ø�©�”�;�w  16 
��‹�›�¦���`�‡�b�{�©�”�x�z 32 �x�w  16 
����È�¢ 0-9�z a-f�£
�t�b�”
ž�A�U�K�“�‡�b�{

secret �ó
:�È�w�ž��
•�µ�›�¦���`�‡�b�{ 
•�µ�t�x  1 �™ 63 ���È�›
ƒ���p�V�‡�b�{ ��
�®�s���È�x�z
j�ø�z���È�z�‡�h�x�ß�¡�:�w�Ú�™�w
Ê�ˆ�ù�d�p�b�{�ž��
•�µ
�x�z�‰�ø�©�”�›
\
R�b�”�h�Š�t�–�;�`�‡�b�{

�¯�Ú�ï�Å  �Þ�”�Å

�Ñ�•� �ž�¢�¥�”�ç  �Þ�”�Å �·�©�á�æ�Â�Ÿ  �¯�ï�Â�©�µ�Ä

�ç�”�Â�¿�Å �•�a �³�ï�¬�ç

�Ú�ç�½

�¯�ï�Â�©�µ�Ä �³�µ�Â�Ü

�¬�é�”�Ì�ç  �¯�ï�Ñ�Ÿ�ª�á�è�”
�³�ã�ï

• • • — •

�æ�æ�”�µ �!�Ë�º�0

7.0(1)(1) �\�w�¯�Ú�ï�Å�x�z failover lan key �T�’  failover key �t	.
Y�^�•�‡�`�h�{

7.0(4) �\�w�¯�Ú�ï�Å�x�z hex key �©�”�ë�”�Å�S�‘�|�¾
:�›���Š�”�‘�O�t�!�Ë�^�•
�‡�`�h�{
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�«�™ �Ñ�£�”�ç�¦�”�Ì�”  �æ�ï�«�S�‘�|�µ�Â�”�Ä�Ñ�ç  �Ñ�£�”�ç�¦�”�Ì�”  �æ�ï�«�&���p
ù	ô�^�•�”	Ø�C�x�z
�Ñ�£�”�ç�¦�”�Ì�”  �©�”�›�–�;�`�o�è	ô�›�·�©�á�æ�Â�Ÿ�p�-�¢�`�s�M�v�“�z�b�‚�o�«�æ�ž  �Â�©�µ�Ä
�p
ù	ô�^�•�‡�b�{ VPN �Ä�ï�É�ç�w	4�z�t�·�©�á�æ�Â�Ÿ  �ž�Ó�å� �ž�ï�µ�›�–�;�b�”	Ô�ù�z�\�w	Ø�C
�t�x�z�Ä�ï�É�ç�w�¬�q�t�–�;�^�•�h�b�‚�o�w�â�”�²�Ê�z�Í�µ�ë�”�Å�z�S�‘�|�Ä
²�ž���©�”�U���‡�•
�o�M�‡�b�{�\�w�;�µ�Ã�”�»�›�«�æ�ž  �Â�©�µ�Ä�p�8
ù�b�”�\�q�x�z
‡	×�t�G�V�s�·�©�á�æ�Â�Ÿ  �æ�µ
�«�t�s�”�ª�•�U�K�“�‡�b�{�·�©�á�æ�Â�Ÿ  �ž�Ó�å� �ž�ï�µ�›�–�;�`�o  VPN �Ä�ï�É�ç�›	4�z�b�”	Ô�ù
�x�z�Ñ�£�”�ç�¦�”�Ì�”�è	ô�›�Ñ�£�”�ç�¦�”�Ì�”  �©�”�t�‘�l�o�·�©�á�æ�Â�Ÿ�p�-�¢�b�”�\�q�›�S�ç
�Š�`�‡�b�{

�« �Í�w�«�x�z �Ñ�£�”�ç�¦�”�Ì�”  �Ö�ž�w
÷�”���w�Ñ�£�”�ç�¦�”�Ì�”�è	ô�›�-�¢�b�”�h�Š�t�ž��
•�µ�›�¦
���b�”�M�O�›�Ô�`�o�M�‡�b�{

hostname(config)# failover key abcdefg

�Í�w�«�x�z�Ñ�£�”�ç�¦�”�Ì�”  �Ö�ž�w
÷�”���w�Ñ�£�”�ç�¦�”�Ì�”�è	ô�›�-�¢�b�”�h�Š�t  16 
��©�”�›
�¦���b�”�M�O�›�Ô�`�o�M�‡�b�{

hostname(config)# failover key hex 6a1ed228381cf5c68557cb0c32e614dc

���È�¯�Ú�ï�Å �¯�Ú�ï�Å 
†�Ì

show running-config failover �î�æ�¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï�º�w  failover �¯�Ú�ï�Å�›
¯�Ô�`�‡�b�{
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failover lan enable
LAN �Õ�”�µ�w�Ñ�£�”�ç�¦�”�Ì�”�›  PIX �·�©�á�æ�Â�Ÿ  �ž�Ó�å� �ž�ï�µ	Í�p� �É�”�Ò�ç�t�b�”�t�x�z
�¬�é�”�Ì�ç  �¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï  �Þ�”�Å�p  failover lan enable �¯�Ú�ï�Å�›�–�;�`�‡�b�{ LAN �Õ�”
�µ�w�Ñ�£�”�ç�¦�”�Ì�”�›�Ã�Ÿ�·�”�Ò�ç�t�b�”�t�x�z�\�w�¯�Ú�ï�Å�w  no ���Ü�›�–�;�`�‡�b�{  

failover lan enable

no failover lan enable

�³�ï�»�¿�«�µ�w
†�Ì �\�w�¯�Ú�ï�Å�t�x�z�¾
:�‹�©�”�ë�”�Å�‹�K�“�‡�d�œ�{

�Ã�Ñ�¥�ç�Ä � �É�”�Ò�ç�t�s�l�o�M�‡�d�œ�{

�¯�Ú�ï�Å  �Þ�”�Å �Í�w
¯�x�z�\�w�¯�Ú�ï�Å�›�Ö�—�p�V�”�Þ�”�Å�›�Ô�`�o�M�‡�b�{

�¯�Ú�ï�Å�d�º

�–�;	Í�w�̈ � �Å�å� �ï �\�w�¯�Ú�ï�Å�w  no ���Ü�›�–�;�`�o  LAN �Õ�”�µ�w�Ñ�£�”�ç�¦�”�Ì�”�›�Ã�Ÿ�·�”�Ò�ç�t�`�h	Ô�ù�z
�Ñ�£�”�ç�¦�”�Ì�”  �­�”�Ò�ç�U� �ï�µ�Ä�”�ç�^�•�o�M�”	Ô�ù�x�­�”�Ò�ç  �Õ�”�µ�w�Ñ�£�”�ç�¦�”�Ì�”
�U�–�;�^�•�‡�b�{�\�w�¯�Ú�ï�Å�x�z PIX �·�©�á�æ�Â�Ÿ  �ž�Ó�å� �ž�ï�µ�p�w�ˆ�–�;�p�V�‡�b�{

�«�™ �Ñ�£�”�ç�¦�”�Ì�”  �æ�ï�«�S�‘�|�µ�Â�”�Ä�Ñ�ç  �Ñ�£�”�ç�¦�”�Ì�”  �æ�ï�«�&���p
ù	ô�^�•�”	Ø�C�x�z
�Ñ�£�”�ç�¦�”�Ì�”  �©�”�›�–�;�`�o�è	ô�›�·�©�á�æ�Â�Ÿ�p�-�¢�`�s�M�v�“�z�b�‚�o�«�æ�ž  �Â�©�µ�Ä
�p
ù	ô�^�•�‡�b�{ VPN �Ä�ï�É�ç�w	4�z�t�·�©�á�æ�Â�Ÿ  �ž�Ó�å� �ž�ï�µ�›�–�;�b�”	Ô�ù�z�\�w	Ø�C
�t�x�z�Ä�ï�É�ç�w�¬�q�t�–�;�^�•�h�b�‚�o�w�â�”�²�Ê�z�Í�µ�ë�”�Å�z�S�‘�|�Ä
²�ž���©�”�U���‡�•
�o�M�‡�b�{�\�w�;�µ�Ã�”�»�›�«�æ�ž  �Â�©�µ�Ä�p�8
ù�b�”�\�q�x�z
‡	×�t�G�V�s�·�©�á�æ�Â�Ÿ  �æ�µ
�«�t�s�”�ª�•�U�K�“�‡�b�{�·�©�á�æ�Â�Ÿ  �ž�Ó�å� �ž�ï�µ�›�–�;�`�o  VPN �Ä�ï�É�ç�›	4�z�b�”	Ô�ù
�x�z�Ñ�£�”�ç�¦�”�Ì�”�è	ô�›�Ñ�£�”�ç�¦�”�Ì�”  �©�”�t�‘�l�o�·�©�á�æ�Â�Ÿ�p�-�¢�b�”�\�q�›�S�ç
�Š�`�‡�b�{

�« �Í�w�«�p�x�z LAN �Õ�”�µ�w�Ñ�£�”�ç�¦�”�Ì�”�›� �É�”�Ò�ç�t�`�‡�b�{

hostname(config)# failover lan enable

�¯�Ú�ï�Å  �Þ�”�Å

�Ñ�•� �ž�¢�¥�”�ç  �Þ�”�Å �·�©�á�æ�Â�Ÿ  �¯�ï�Â�©�µ�Ä

�ç�”�Â�¿�Å �•�a �³�ï�¬�ç

�Ú�ç�½

�¯�ï�Â�©�µ�Ä �³�µ�Â�Ü

�¬�é�”�Ì�ç  �¯�ï�Ñ�Ÿ�ª�á�è�”
�³�ã�ï

• • • — •

�æ�æ�”�µ �!�Ë�º�0

�7�� �\�w�¯�Ú�ï�Å�x�7���w�‹�w�p�b�{



�H 12 	·       email �¯�Ú�ï�Å�™  functions �¯�Ú�ï�Å
  failover lan enable

12-49
Cisco �·�©�á�æ�Â�Ÿ  �ž�Ó�å� �ž�ï�µ  �¯�Ú�ï�Å  �æ�Ñ�•�è�ï�µ

OL-10086-02-J

���È�¯�Ú�ï�Å �¯�Ú�ï�Å 
†�Ì

failover lan interface �Ñ�£�”�ç�¦�”�Ì�”�è	ô�t�–�;�b�”� �ï�»�”�Ñ�£� �µ�›�¦���`�‡
�b�{

failover lan unit LAN �Õ�”�µ�w�Ñ�£�”�ç�¦�”�Ì�”�p�w�z�Ó�å� �Ú�æ
÷�”�‡�h�x�·�§
�ï�¼�æ
÷�”�›�¦���`�‡�b�{

show failover 
÷�”�w�Ñ�£�”�ç�¦�”�Ì�”  �µ�Â�”�»�µ�t���b�”	Ø�C�›
¯�Ô�`�‡�b�{

show running-config failover �î�æ�¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï�º�w  failover �¯�Ú�ï�Å�›
¯�Ô�`�‡�b�{
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failover lan interface
�Ñ�£�”�ç�¦�”�Ì�”�è	ô�t�–�;�^�•�”� �ï�»�”�Ñ�£� �µ�›�¦���b�”�t�x�z�¬�é�”�Ì�ç  �¯�ï�Ñ�Ÿ�ª�á
�è�”�³�ã�ï  �Þ�”�Å�p  failover lan interface �¯�Ú�ï�Å�›�–�;�`�‡�b�{�Ñ�£�”�ç�¦�”�Ì�”  � �ï�»�”�Ñ�£
� �µ�›�_	†�b�”�t�x�z�\�w�¯�Ú�ï�Å�w  no ���Ü�›�–�;�`�‡�b�{  

failover lan interface if_name { phy_if[.sub_if] | vlan_if]}

no failover lan interface [if_name { phy_if[.sub_if] | vlan_if]}]

�³�ï�»�¿�«�µ�w
†�Ì

�Ã�Ñ�¥�ç�Ä 
ƒ���^�•�o�M�‡�d�œ�{

�¯�Ú�ï�Å  �Þ�”�Å �Í�w
¯�x�z�\�w�¯�Ú�ï�Å�›�Ö�—�p�V�”�Þ�”�Å�›�Ô�`�o�M�‡�b�{

�¯�Ú�ï�Å�d�º

�–�;	Í�w�̈ � �Å�å� �ï LAN �Ñ�£�”�ç�¦�”�Ì�”�p�x�z�Ñ�£�”�ç�¦�”�Ì�”  �Ä�å�Ñ�Ÿ�¿�«�›
ù	ô�b�”�h�Š�w
•�;�w� �ï�»�”
�Ñ�£� �µ�U
ž�A�p�b�{�h�i�`�z�µ�Â�”�Ä�Ñ�ç  �Ñ�£�”�ç�¦�”�Ì�”  �æ�ï�«�t�0�`�o�x�z LAN �Ñ�£�”�ç
�¦�”�Ì�”  � �ï�»�”�Ñ�£� �µ�›�–�;�b�”�\�q�‹�p�V�‡�b�{  

�¢�«�£ LAN �Ñ�£�”�ç�¦�”�Ì�”�q�µ�Â�”�Ä�Ñ�ç  �Ñ�£�”�ç�¦�”�Ì�”�w�†�M�t�0�`�o�‰�a� �ï�»�”�Ñ�£� �µ�›
�–�;�b�”	Ô�ù�z� �ï�»�”�Ñ�£� �µ�t�x  LAN �Õ�”�µ�w�Ñ�£�”�ç�¦�”�Ì�”�q�µ�Â�”�Ä�Ñ�ç  �Ñ�£�”�ç
�¦�”�Ì�”�w�†�M�w�Ä�å�Ñ�Ÿ�¿�«�›	r�g�b�”�h�Š�w	G
ü�s�0�”�U
ž�A�p�b�{

�Ã�Ì� �µ	Í�w�–�;�^�•�o�M�s�M�Ú�™�w� �”�±�É�¿�Ä  � �ï�»�”�Ñ�£� �µ�›�z�Ñ�£�”�ç�¦�”�Ì�”  � �ï
�»�”�Ñ�£� �µ�q�`�o�–�;�p�V�‡�b�{�q�O�Ê
²�p
ƒ���^�•�o�M�”� �ï�»�”�Ñ�£� �µ�x�¦���p�V�‡�d
�œ�{�Ñ�£�”�ç�¦�”�Ì�”  � �ï�»�”�Ñ�£� �µ�x�z�è	×�w�É�¿�Ä�ë�”�«  � �ï�»�”�Ñ�£� �µ�q�`�o�x
ƒ��
�^�•�‡�d�œ�{�Ñ�£�”�ç�¦�”�Ì�”�è	ô
•�;�p�b�{�\�w� �ï�»�”�Ñ�£� �µ�x�z�Ñ�£�”�ç�¦�”�Ì�”  �æ�ï�«
�w�h�Š�t�¢�S�‘�|�¦�Ó�³�ã�ï�p	Ý�6�æ�ï�«�w�h�Š�t�£�i�Z�–�;�b�”
ž�A�U�K�“�‡�b�{ LAN �Õ�”�µ�w
�Ñ�£�”�ç�¦�”�Ì�”  �æ�ï�«�x�z�æ�ï�«�t�×�µ�Ä�‡�h�x�ç�”�»�w�s�M
•�;�µ� �¿�½�›�–�;�b�”�T�z
÷�”
�›�Ú
€�æ�ï�«�b�”�h�Š�w�«�é�µ�¦�”�Ì�”  � �”�±�É�¿�Ä  �­�”�Ò�ç�›�–�;�`�o
€���p�V�‡�b�{

if_name �Ñ�£�”�ç�¦�”�Ì�”
•�;�w�·�©�á�æ�Â�Ÿ  �ž�Ó�å� �ž�ï�µ  � �ï�»�”�Ñ�£� �µ
�w�Ê
²�›�¦���`�‡�b�{

phy_if 
ú�g� �ï�»�”�Ñ�£� �µ�›�¦���`�‡�b�{

sub_if �¢�¦�Ó�³�ã�ï�£�±�Ò� �ï�»�”�Ñ�£� �µ
j�ø�›�¦���`�‡�b�{

vlan_if ASA 5505 �&� ���·�©�á�æ�Â�Ÿ  �ž�Ó�å� �ž�ï�µ	Í�p�–�;�^�•�z�Ñ�£�”�ç
�¦�”�Ì�”  �æ�ï�«�q�`�o  VLAN � �ï�»�”�Ñ�£� �µ�›�¦���`�‡�b�{  

�¯�Ú�ï�Å  �Þ�”�Å

�Ñ�•� �ž�¢�¥�”�ç  �Þ�”�Å �·�©�á�æ�Â�Ÿ  �¯�ï�Â�©�µ�Ä

�ç�”�Â�¿�Å �•�a �³�ï�¬�ç

�Ú�ç�½

�¯�ï�Â�©�µ�Ä �³�µ�Â�Ü

�¬�é�”�Ì�ç  �¯�ï�Ñ�Ÿ�ª�á�è�”
�³�ã�ï

• • • — •

�æ�æ�”�µ �!�Ë�º�0

�7�� �\�w�¯�Ú�ï�Å�U�z phy_if �¾
:�›���Š�”�‘�O�t	.
Y�^�•�‡�`�h�{

7.2(1) �\�w�¯�Ú�ï�Å�U�z vlan_if �¾
:�›���Š�”�‘�O�t	.
Y�^�•�‡�`�h�{
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�¢�«�£ VLAN �›�–�;�b�”	Ô�ù�x�z�Ñ�£�”�ç�¦�”�Ì�”  �æ�ï�«�w�h�Š�w
•�;  VLAN �›�–�;�`�‡�b�{�Ñ�£�”�ç
�¦�”�Ì�”  �æ�ï�«  VLAN �›���w  VLAN �q�ž���b�”�q�z�…���$�s�Ä�å�Ñ�Ÿ�¿�«	Ë�•�•  PING �S�‘�|
ARP 	Ë�•�U
C
\�b�”	Ô�ù�U�K�“�‡�b�{�µ� �¿�½�›�–�;�`�o�Ñ�£�”�ç�¦�”�Ì�”  �æ�ï�«�t
€���b�”	Ô
�ù�z�µ� �¿�½	Í�w
•�;� �ï�»�”�Ñ�£� �µ�q�z�·�©�á�æ�Â�Ÿ  �ž�Ó�å� �ž�ï�µ	Í�w
•�;� �ï�»�”�Ñ�£
� �µ�›�Ñ�£�”�ç�¦�”�Ì�”  �æ�ï�«�;�t�–�;�`�o�X�i�^�M�{�è	×�w�É�¿�Ä�ë�”�«  �Ä�å�Ñ�Ÿ�¿�«�›�;
ù
�b�”�±�Ò� �ï�»�”�Ñ�£� �µ�›�Ë�m� �ï�»�”�Ñ�£� �µ�›�ž���`�s�M�p�X�i�^�M�{

�Ú�ç�½  �¯�ï�Â�©�µ�Ä  �Þ�”�Å�›�î�æ�`�o�M�”�³�µ�Â�Ü	Í�p�x�z�Ñ�£�”�ç�¦�”�Ì�”  �æ�ï�«�x�³�µ�Â�Ü
�¯�ï�Â�©�µ�Ä�º�t�K�“�‡�b�{�\�w� �ï�»�”�Ñ�£� �µ�q	Ý�6�æ�ï�«�¢�–�;�^�•�o�M�”	Ô�ù�£�U�z�³�µ
�Â�Ü �¯�ï�Â�©�µ�Ä�º�t�K�”
ƒ���D�ó�s�
�°�w� �ï�»�”�Ñ�£� �µ�p�b�{���w� �ï�»�”�Ñ�£� �µ�x�z�b
�‚�o�·�©�á�æ�Â�Ÿ  �¯�ï�Â�©�µ�Ä�t�Â�“�p�o�’�•�z�·�©�á�æ�Â�Ÿ  �¯�ï�Â�©�µ�Ä�º�T�’
ƒ���^�•�‡�b�{

�¢�«�£ �Ñ�£�”�ç�¦�”�Ì�”  �æ�ï�«�w  IP �ž�Å�è�µ�S�‘�|  MAC �ž�Å�è�µ�x�z�Ñ�£�”�ç�¦�”�Ì�”�Ì�t�!�Ë�^�•
�‡�d�œ�{

�\�w�¯�Ú�ï�Å�w  no ���Ü�p�x�z �Ñ�£�”�ç�¦�”�Ì�”  � �ï�»�”�Ñ�£� �µ�w  IP �ž�Å�è�µ
ƒ���‹	«�ˆ�^�•�‡
�b�{

�\�w�¯�Ú�ï�Å�x�z�·�©�á�æ�Â�Ÿ  �ž�Ó�å� �ž�ï�µ�›  LAN �Ñ�£�”�ç�¦�”�Ì�”�;�t�Ò�”�Ä�µ�Ä�å�¿�Ó�b
�”�q�V�t�¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï�t���Š�”
ž�A�U�K�“�‡�b�{

�« �Í�w�«�p�x�z PIX 500 �³�æ�”�¶�·�©�á�æ�Â�Ÿ  �ž�Ó�å� �ž�ï�µ	Í�t�Ñ�£�”�ç�¦�”�Ì�”  LAN � �ï�»�”
�Ñ�£� �µ�›
ƒ���`�‡�b�{

hostname(config)# failover lan interface folink Ethernet4

�Í�w�«�p�x�z ASA 5500 �³�æ�”�¶�&� ���·�©�á�æ�Â�Ÿ  �ž�Ó�å� �ž�ï�µ�¢ ASA 5505 �&� ���·�©�á�æ
�Â�Ÿ �ž�Ó�å� �ž�ï�µ�›	†�X�£	Í�t�±�Ò� �ï�»�”�Ñ�£� �µ�›�–�;�`�o�Ñ�£�”�ç�¦�”�Ì�”  LAN � �ï
�»�”�Ñ�£� �µ�›
ƒ���`�‡�b�{

hostname(config)# failover lan interface folink GigabitEthernet0/3.1

�Í�w�«�p�x�z ASA 5505 �&� ���·�©�á�æ�Â�Ÿ  �ž�Ó�å� �ž�ï�µ	Í�t�Ñ�£�”�ç�¦�”�Ì�”  LAN � �ï�»�”
�Ñ�£� �µ�›
ƒ���`�‡�b�{

hostname(config)# failover lan interface folink Vlan6

���È�¯�Ú�ï�Å �¯�Ú�ï�Å 
†�Ì

failover lan enable PIX �·�©�á�æ�Â�Ÿ  �ž�Ó�å� �ž�ï�µ	Í�p�z LAN �Õ�”�µ�w�Ñ�£�”�ç�¦�”�Ì�”
�›� �É�”�Ò�ç�t�`�‡�b�{

failover lan unit LAN �Õ�”�µ�w�Ñ�£�”�ç�¦�”�Ì�”�p�w�z�Ó�å� �Ú�æ
÷�”�‡�h�x�·�§�ï�¼�æ

÷�”�›�¦���`�‡�b�{

failover link �µ�Â�”�Ä�Ñ�ç  �Ñ�£�”�ç�¦�”�Ì�”  � �ï�»�”�Ñ�£� �µ�›�¦���`�‡�b�{
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failover lan unit
LAN �Ñ�£�”�ç�¦�”�Ì�”
ƒ���p�·�©�á�æ�Â�Ÿ  �ž�Ó�å� �ž�ï�µ�›�Ó�å� �Ú�æ
÷�”�‡�h�x�·�§�ï�¼�æ
÷
�”�w�M�c�•�T�t
ƒ���b�”�t�x�z�¬�é�”�Ì�ç  �¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï  �Þ�”�Å�p  failover lan unit  �¯�Ú
�ï�Å�›�–�;�`�‡�b�{�Ã�Ñ�¥�ç�Ä
ƒ���t�í�b�t�x�z�\�w�¯�Ú�ï�Å�w  no ���Ü�›�–�;�`�‡�b�{  

failover lan unit  { primary | secondary}

no failover lan unit {primary | secondary}

�³�ï�»�¿�«�µ�w
†�Ì

�Ã�Ñ�¥�ç�Ä �·�§�ï�¼�æ�p�b�{

�¯�Ú�ï�Å  �Þ�”�Å �Í�w
¯�x�z�\�w�¯�Ú�ï�Å�›�Ö�—�p�V�”�Þ�”�Å�›�Ô�`�o�M�‡�b�{

�¯�Ú�ï�Å�d�º

�–�;	Í�w�̈ � �Å�å� �ï Active/Standby �Ñ�£�”�ç�¦�”�Ì�”�w	Ô�ù�z�Ñ�£�”�ç�¦�”�Ì�”
÷�”�w�Ó�å� �Ú�æ�|
Œ�S�‘�|�·�§�ï�¼
�æ�|
Œ�x�z�Ò�”�Ä�Ì�t�r�j�’�w
÷�”�U�ž�«�Â�Ÿ�Ò�t�s�”�T�›�¦���`�‡�b�{�Í�w	Ý�6�U
C
\�b�”�q�z
�Ó�å� �Ú�æ
÷�”�U�Ò�”�Ä�Ì�t�ž�«�Â�Ÿ�Ò
÷�”�t�s�“�‡�b�{

• �Ó�å� �Ú�æ
÷�”�S�‘�|�·�§�ï�¼�æ
÷�”�w�†�M�U�z�7	s�w�Ñ�£�”�ç�¦�”�Ì�”  �Ù�”�æ�ï�¬  �½�£�¿
�«�º�t�Ò�”�Ä  �³�”�­�ï�µ�›�ì�ƒ�`�h�{  

• �Ó�å� �Ú�æ
÷�”�U�·�§�ï�¼�æ
÷�”�w
²�t�Ò�”�Ä�`�h�{

�Ó�å� �Ú�æ
÷�”�U�Ò�”�Ä�b�”�q�V�t�·�§�ï�¼�æ
÷�”�U�b�p�t�ž�«�Â�Ÿ�Ò�p�K�l�h	Ô�ù�z�Ó�å� �Ú�æ

÷�”�x�ž�«�Â�Ÿ�Ò�p�x�s�X�µ�»�ï�Ì� 
÷�”�t�s�“�‡�b�{�\�w	Ô�ù�z�§
M�$�t�Ó�å� �Ú�æ
÷�”�›�ž�«
�Â�Ÿ�Ò  �µ�Â�”�»�µ�t�í�b�h�Š�t�z no failover active �¯�Ú�ï�Å�›�·�§�ï�¼�æ�¢�ž�«�Â�Ÿ�Ò�£
÷�”�t
C
�æ�b�”
ž�A�U�K�“�‡�b�{

Active/Active �Ñ�£�”�ç�¦�”�Ì�”�t�0�`�o�z �¤�Ñ�£�”�ç�¦�”�Ì�”  �¬�ç�”�Ó�t�x�Ó�å� �Ú�æ
÷�”�‡�h�x
�·�§�ï�¼�æ
÷�”�w�Ó�æ�Ñ�•�è�ï�µ�U�Â�“�p�o�’�•�‡�b�{�\�w�Ó�æ�Ñ�•�è�ï�µ�x�z�†�M�w
÷�”�U�‰�Ì
�t�I�ˆ�b�”	Ô�ù�¢�Ñ�£�”�ç�¦�”�Ì�”  �Ù�”�æ�ï�¬�8���º�p�£ �z�Ñ�£�”�ç�¦�”�Ì�”  �¬�ç�”�Ó�w�¯�ï�Â�©
�µ�Ä�w�Ñ�£�”�ç�¦�”�Ì�”  �Ö�ž�w�r�w
÷�”�›�ž�«�Â�Ÿ�Ò�t�b�”�T�›�>���`�‡�b�{  

�\�w�¯�Ú�ï�Å�x�z�·�©�á�æ�Â�Ÿ  �ž�Ó�å� �ž�ï�µ�›  LAN �Ñ�£�”�ç�¦�”�Ì�”�;�t�Ò�”�Ä�µ�Ä�å�¿�Ó�b
�”�q�V�t�¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï�t���Š�”
ž�A�U�K�“�‡�b�{

primary �·�©�á�æ�Â�Ÿ  �ž�Ó�å� �ž�ï�µ�›�Ó�å� �Ú�æ
÷�”�q�`�o�¦���`�‡�b�{

secondary �·�©�á�æ�Â�Ÿ  �ž�Ó�å� �ž�ï�µ�›�·�§�ï�¼�æ
÷�”�q�`�o�¦���`�‡�b�{

�¯�Ú�ï�Å  �Þ�”�Å

�Ñ�•� �ž�¢�¥�”�ç  �Þ�”�Å �·�©�á�æ�Â�Ÿ  �¯�ï�Â�©�µ�Ä

�ç�”�Â�¿�Å �•�a �³�ï�¬�ç

�Ú�ç�½

�¯�ï�Â�©�µ�Ä �³�µ�Â�Ü

�¬�é�”�Ì�ç  �¯�ï�Ñ�Ÿ�ª�á�è�”
�³�ã�ï

• • • — •

�æ�æ�”�µ �!�Ë�º�0

�7�� �\�w�¯�Ú�ï�Å�x�7���w�‹�w�p�b�{
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�« �Í�w�«�p�x�z LAN �Õ�”�µ�w�Ñ�£�”�ç�¦�”�Ì�”�p�·�©�á�æ�Â�Ÿ  �ž�Ó�å� �ž�ï�µ�›�Ó�å� �Ú�æ
÷�”�q
�`�o
ƒ���`�‡�b�{

hostname(config)# failover lan unit primary

���È�¯�Ú�ï�Å �¯�Ú�ï�Å 
†�Ì

failover lan enable PIX �·�©�á�æ�Â�Ÿ  �ž�Ó�å� �ž�ï�µ	Í�p�z LAN �Õ�”�µ�w�Ñ�£�”�ç�¦�”
�Ì�”�›� �É�”�Ò�ç�t�`�‡�b�{

failover lan interface �Ñ�£�”�ç�¦�”�Ì�”�è	ô�t�–�;�b�”� �ï�»�”�Ñ�£� �µ�›�¦���`�‡�b�{
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failover link
�µ�Â�”�Ä�Ñ�ç  �Ñ�£�”�ç�¦�”�Ì�”  � �ï�»�”�Ñ�£� �µ�›�¦���b�”�t�x�z�¬�é�”�Ì�ç  �¯�ï�Ñ�Ÿ�ª�á�è�”
�³�ã�ï  �Þ�”�Å�p  failover link  �¯�Ú�ï�Å�›�–�;�`�‡�b�{ �µ�Â�”�Ä�Ñ�ç  �Ñ�£�”�ç�¦�”�Ì�”  � �ï�»�”�Ñ�£
� �µ�›�_	†�b�”�t�x�z�\�w�¯�Ú�ï�Å�w  no ���Ü�›�–�;�`�‡�b�{  

failover link if_name [phy_if]

no failover link 

�³�ï�»�¿�«�µ�w
†�Ì

�Ã�Ñ�¥�ç�Ä �Ã�Ñ�¥�ç�Ä�w�ˆ�^�•�‹�x�K�“�‡�d�œ�{

�¯�Ú�ï�Å  �Þ�”�Å �Í�w
¯�x�z�\�w�¯�Ú�ï�Å�›�Ö�—�p�V�”�Þ�”�Å�›�Ô�`�o�M�‡�b�{

�¯�Ú�ï�Å�d�º

�–�;	Í�w�̈ � �Å�å� �ï �\�w�¯�Ú�ï�Å�x�µ�Â�”�Ä�Ñ�ç  �Ñ�£�”�ç�¦�”�Ì�”�›�±�Ù�”�Ä�`�s�M  ASA 5505 �³�æ�”�¶�&� ���·�©�á
�æ�Â�Ÿ �ž�Ó�å� �ž�ï�µ�p�x�b�;�p�V�‡�d�œ�{


ú�g� �ï�»�”�Ñ�£� �µ�‡�h�x�æ�g� �ï�»�”�Ñ�£� �µ�w�¾
:�x�z�Ñ�£�”�ç�¦�”�Ì�”�è	ô�‡�h�x
ª	j
�Ñ�•� �ž�¢�¥�”�ç  � �ï�»�”�Ñ�£� �µ�›�ž���`�o�M�s�M	Ô�ù�t
ž�A�p�b�{

failover link  �¯�Ú�ï�Å�x�z�µ�Â�”�Ä�Ñ�ç  �Ñ�£�”�ç�¦�”�Ì�”�›� �É�”�Ò�ç�t�`�‡�b�{�µ�Â�”�Ä�Ñ�ç
�Ñ�£�”�ç�¦�”�Ì�”�›�Ã�Ÿ�·�”�Ò�ç�t�b�”�t�x�z no failover link  �¯�Ú�ï�Å�›�Ö�—�`�‡�b�{ 
•�;�w�µ�Â�”
�Ä�Ñ�ç  �Ñ�£�”�ç�¦�”�Ì�”  � �ï�»�”�Ñ�£� �µ�›�–�;�`�o�M�”	Ô�ù�z no failover link �¯�Ú�ï�Å�›�î�æ�b
�”�q�z�µ�Â�”�Ä�Ñ�ç  �Ñ�£�”�ç�¦�”�Ì�”  � �ï�»�”�Ñ�£� �µ�w  IP �ž�Å�è�µ
ƒ���‹	«�ˆ�^�•�‡�b�{  

�µ�Â�”�Ä�Ñ�ç  �Ñ�£�”�ç�¦�”�Ì�”�›�–�;�b�”�t�x�z�b�‚�o�w	Ý�6	Ø�C�›�I�b�‘�O�t�µ�Â�”�Ä�Ñ�ç
�Ñ�£�”�ç�¦�”�Ì�”  �æ�ï�«�›
ƒ���b�”
ž�A�U�K�“�‡�b�{�µ�Â�”�Ä�Ñ�ç  �Ñ�£�”�ç�¦�”�Ì�”  �æ�ï�«�w
ƒ
���t�x�z�Í�w  3 �m�w�¦�Ó�³�ã�ï�U�K�“�‡�b�{

• �µ�Â�”�Ä�Ñ�ç  �Ñ�£�”�ç�¦�”�Ì�”  �æ�ï�«
•�;�w� �”�±�É�¿�Ä  � �ï�»�”�Ñ�£� �µ�›�–�;�p�V�‡�b�{

if_name �µ�Â�”�Ä�Ñ�ç  �Ñ�£�”�ç�¦�”�Ì�”
•�;�w�·�©�á�æ�Â�Ÿ  �ž�Ó�å� �ž�ï�µ  � �ï
�»�”�Ñ�£� �µ�w�Ê
²�›�¦���`�‡�b�{

phy_if �¢�¦�Ó�³�ã�ï�£
ú�g� �ï�»�”�Ñ�£� �µ�‡�h�x�æ�g� �ï�»�”�Ñ�£� �µ�w�Ù�”
�Ä�›�¦���`�‡�b�{�µ�Â�”�Ä�Ñ�ç  �Ñ�£�”�ç�¦�”�Ì�”  � �ï�»�”�Ñ�£� �µ�U�z
�Ñ�£�”�ç�¦�”�Ì�”�è	ô�t�Â�“�p�o�’�•�h� �ï�»�”�Ñ�£� �µ�‡�h�x
ª	j
�Ñ�•� �ž�¢�¥�”�ç  � �ï�»�”�Ñ�£� �µ�›�ž���`�o�M�”	Ô�ù�z �\�w�¾
:�x
ž�A
�K�“�‡�d�œ�{

�¯�Ú�ï�Å  �Þ�”�Å

�Ñ�•� �ž�¢�¥�”�ç  �Þ�”�Å �·�©�á�æ�Â�Ÿ  �¯�ï�Â�©�µ�Ä

�ç�”�Â�¿�Å �•�a �³�ï�¬�ç

�Ú�ç�½

�¯�ï�Â�©�µ�Ä �³�µ�Â�Ü

�¬�é�”�Ì�ç  �¯�ï�Ñ�Ÿ�ª�á�è�”
�³�ã�ï

• • • — •

�æ�æ�”�µ �!�Ë�º�0

�7�� �\�w�¯�Ú�ï�Å�U�z phy_if �¾
:�›���Š�”�‘�O�t	.
Y�^�•�‡�`�h�{

7.0(4) �\�w�¯�Ú�ï�Å�x�z 
ª	j�Ñ�•� �ž�¢�¥�”�ç  � �ï�»�”�Ñ�£� �µ�›	!�Z�Ö�•�”�‘
�O�t	.
Y�^�•�‡�`�h�{
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• LAN �Õ�”�µ�w�Ñ�£�”�ç�¦�”�Ì�”�›�–�;�`�o�M�”	Ô�ù�z�Ñ�£�”�ç�¦�”�Ì�”  �æ�ï�«�›�ž���p�V�‡
�b�{

• �º
æ� �ï�»�”�Ñ�£� �µ�s�r�w�è	×�w�Ã�”�»  � �ï�»�”�Ñ�£� �µ�›�ž���p�V�‡�b�{�h�i�`�z�\�w�¦
�Ó�³�ã�ï�x
*	‘�^�•�o�M�‡�d�œ�{  

�µ�Â�”�Ä�Ñ�ç  �Ñ�£�”�ç�¦�”�Ì�”  �æ�ï�«
•�;�w� �”�±�É�¿�Ä  � �ï�»�”�Ñ�£� �µ�›�–�;�`�o�M�”	Ô
�ù�z �µ� �¿�½�‡�h�x
÷�”�›�Ú
€
€���b�”�«�é�µ�­�”�Ò�ç�›�–�;�p�V�‡�b�{ �µ� �¿�½�›�–�;�b�”	Ô�ù�z
�\�w�æ�ï�«	Í�t���w�×�µ�Ä�‡�h�x�ç�”�»�x
ƒ���p�V�‡�d�œ�{

�¢�«�£ �·�©�á�æ�Â�Ÿ  �ž�Ó�å� �ž�ï�µ�t�Ú
€
€���b�”�³�µ�¯  �µ� �¿�½  �Ù�”�Ä	Í�p  PortFast �¦�Ó�³�ã�ï�›� 
�É�”�Ò�ç�t�`�‡�b�{

�Ñ�£�”�ç�¦�”�Ì�”  �æ�ï�«�›�µ�Â�”�Ä�Ñ�ç  �Ñ�£�”�ç�¦�”�Ì�”  �æ�ï�«�q�`�o�–�;�`�o�M�”	Ô�ù�z�b�;
�D�ó�s�7���w� �”�±�É�¿�Ä  � �ï�»�”�Ñ�£� �µ�›�–�;�b�”
ž�A�U�K�“�‡�b�{ � �ï�»�”�Ñ�£� �µ	Í�p�Í
�Ñ�¥�”�Ú�ï�µ�w�ÿ�<�U�_�’�•�”	Ô�ù�x�z���w� �ï�»�”�Ñ�£� �µ�›�µ�Â�”�Ä�Ñ�ç  �Ñ�£�”�ç�¦�”�Ì�”
� �ï�»�”�Ñ�£� �µ
•�;�t�b�”�\�q�›�U�|�`�o�X�i�^�M�{

�µ�Â�”�Ä�Ñ�ç  �Ñ�£�”�ç�¦�”�Ì�”  �æ�ï�«�q�`�o�Ã�”�»  � �ï�»�”�Ñ�£� �µ�›�–�;�b�”	Ô�ù�x�z�f�w� 
�ï�»�”�Ñ�£� �µ�›�µ�Â�”�Ä�Ñ�ç  �Ñ�£�”�ç�¦�”�Ì�”  �æ�ï�«�q�`�o�¦���`�‘�O�q�b�”�q�Í�w�/���U
¯
�Ô�^�•�‡�b�{

******* WARNING ***** WARNING ******* WARNING ****** WARNING  *********
  Sharing Stateful failover interface with regular data interface is not
  a recommended configuration due to performance and security concerns.
******* WARNING ***** WARNING ******* WARNING ****** WARNING  *********

�Ã�”�»  � �ï�»�”�Ñ�£� �µ�›�µ�Â�”�Ä�Ñ�ç  �Ñ�£�”�ç�¦�”�Ì�”  � �ï�»�”�Ñ�£� �µ�q�ž���b�”�q�z�æ�Ó
�è�   �ž�»�¿�«�›	!�Z�•�b�X�s�“�‡�b�{ �^�’�t�z �G�0�”�w�µ�Â�”�Ä�Ñ�ç  �Ñ�£�”�ç�¦�”�Ì�”  �Ä�å�Ñ�Ÿ�¿
�«�U� �ï�»�”�Ñ�£� �µ�t
ù	ô�^�•�”�D�ó
Q�U�K�“�z �f�w�É�¿�Ä�ë�”�«  �·�¬�Ý�ï�Ä�p�Í�Ñ�¥�”�Ú�ï�µ
�U�ÿ�<�b�”�ª�•�U�K�“�‡�b�{

�¢�«�£ �µ�Â�”�Ä�Ñ�ç  �Ñ�£�”�ç�¦�”�Ì�”  � �ï�»�”�Ñ�£� �µ�q�`�o�Ã�”�»  � �ï�»�”�Ñ�£� �µ�›�–�;�b�”�\�q
�x�z�³�ï�¬�ç  �¯�ï�Â�©�µ�w�ç�”�Â�¿�Å  �Þ�”�Å�w�ˆ�p�±�Ù�”�Ä�^�•�o�M�‡�b�{

�Ú�ç�½  �¯�ï�Â�©�µ�Ä  �Þ�”�Å�p�x�z �µ�Â�”�Ä�Ñ�ç  �Ñ�£�”�ç�¦�”�Ì�”  �æ�ï�«�x�³�µ�Â�Ü  �¯�ï�Â�©�µ�Ä
�º�t�K�“�‡�b�{�\�w� �ï�»�”�Ñ�£� �µ�q�Ñ�£�”�ç�¦�”�Ì�”  � �ï�»�”�Ñ�£� �µ�U�z�³�µ�Â�Ü  �¯�ï�Â
�©�µ�Ä�º�t�K�”�
�°�w� �ï�»�”�Ñ�£� �µ�p�b�{���w� �ï�»�”�Ñ�£� �µ�x�z�b�‚�o�·�©�á�æ�Â�Ÿ  �¯�ï
�Â�©�µ�Ä�t�Â�“�p�o�’�•�z�·�©�á�æ�Â�Ÿ  �¯�ï�Â�©�µ�Ä�º�T�’
ƒ���^�•�‡�b�{

�Ú�ç�½  �¯�ï�Â�©�µ�Ä  �Þ�”�Å�p�x�z �µ�Â�”�Ä�Ñ�ç  �Ñ�£�”�ç�¦�”�Ì�”  � �ï�»�”�Ñ�£� �µ�x�³�µ�Â�Ü  �¯
�ï�Â�©�µ�Ä�º�t�K�“�‡�b�{�\�w� �ï�»�”�Ñ�£� �µ�q�Ñ�£�”�ç�¦�”�Ì�”  � �ï�»�”�Ñ�£� �µ�U�z�³�µ�Â
�Ü �¯�ï�Â�©�µ�Ä�º�t�K�”�
�°�w� �ï�»�”�Ñ�£� �µ�p�b�{���w� �ï�»�”�Ñ�£� �µ�x�z�b�‚�o�·�©�á�æ
�Â�Ÿ  �¯�ï�Â�©�µ�Ä�t�Â�“�p�o�’�•�z�·�©�á�æ�Â�Ÿ  �¯�ï�Â�©�µ�Ä�º�T�’
ƒ���^�•�‡�b�{  

�¢�«�£ �µ�Â�”�Ä�Ñ�ç  �Ñ�£�”�ç�¦�”�Ì�”  �æ�ï�«�U�è	×�w�Ã�”�»  � �ï�»�”�Ñ�£� �µ�p
ƒ���^�•�o�M�”	Ô�ù�›
	†�V�z�µ�Â�”�Ä�Ñ�ç  �Ñ�£�”�ç�¦�”�Ì�”  �æ�ï�«�w  IP �ž�Å�è�µ�S�‘�|  MAC �ž�Å�è�µ�x�z �Ñ�£�”�ç�¦�”
�Ì�”�p�!�Ë�^�•�‡�d�œ�{
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�«�™ �Ñ�£�”�ç�¦�”�Ì�”  �æ�ï�«�S�‘�|�µ�Â�”�Ä�Ñ�ç  �Ñ�£�”�ç�¦�”�Ì�”  �æ�ï�«�&���p
ù	ô�^�•�”	Ø�C�x�z
�Ñ�£�”�ç�¦�”�Ì�”  �©�”�›�–�;�`�o�è	ô�›�·�©�á�æ�Â�Ÿ�p�-�¢�`�s�M�v�“�z�b�‚�o�«�æ�ž  �Â�©�µ�Ä
�p
ù	ô�^�•�‡�b�{ VPN �Ä�ï�É�ç�w	4�z�t�·�©�á�æ�Â�Ÿ  �ž�Ó�å� �ž�ï�µ�›�–�;�b�”	Ô�ù�z�\�w	Ø�C
�t�x�z�Ä�ï�É�ç�w�¬�q�t�–�;�^�•�h�b�‚�o�w�â�”�²�Ê�z�Í�µ�ë�”�Å�z�S�‘�|�Ä
²�ž���©�”�U���‡�•
�o�M�‡�b�{�\�w�;�µ�Ã�”�»�›�«�æ�ž  �Â�©�µ�Ä�p�8
ù�b�”�\�q�x�z
‡	×�t�G�V�s�·�©�á�æ�Â�Ÿ  �æ�µ
�«�t�s�”�ª�•�U�K�“�‡�b�{�·�©�á�æ�Â�Ÿ  �ž�Ó�å� �ž�ï�µ�›�–�;�`�o  VPN �Ä�ï�É�ç�›	4�z�b�”	Ô�ù
�x�z�Ñ�£�”�ç�¦�”�Ì�”�è	ô�›�Ñ�£�”�ç�¦�”�Ì�”  �©�”�t�‘�l�o�·�©�á�æ�Â�Ÿ�p�-�¢�b�”�\�q�›�S�ç
�Š�`�‡�b�{

�« �Í�w�«�x�z�µ�Â�”�Ä�Ñ�ç  �Ñ�£�”�ç�¦�”�Ì�”  � �ï�»�”�Ñ�£� �µ�q�`�o
•�;� �ï�»�”�Ñ�£� �µ�›�¦��
�b�”�M�O�›�Ô�`�o�M�‡�b�{�Í�w�«�w� �ï�»�”�Ñ�£� �µ�t�x�z�7���w�¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï�x�K�“
�‡�d�œ�{

hostname(config)# failover link stateful_if e4
INFO: Non-failover interface config is cleared on Ethernet4 and its sub-interfaces

���È�¯�Ú�ï�Å �¯�Ú�ï�Å 
†�Ì

failover interface ip failover �¯�Ú�ï�Å�S�‘�|�µ�Â�”�Ä�Ñ�ç  �Ñ�£�”�ç�¦�”�Ì�”  � �ï�»�”
�Ñ�£� �µ�w  IP �ž�Å�è�µ�›
ƒ���`�‡�b�{

failover lan interface �Ñ�£�”�ç�¦�”�Ì�”�è	ô�t�–�;�b�”� �ï�»�”�Ñ�£� �µ�›�¦���`�‡�b�{

mtu � �ï�»�”�Ñ�£� �µ�w�7�G�;
ù�â�Ç�¿�Ä�›�¦���`�‡�b�{
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failover mac address

ú�g� �ï�»�”�Ñ�£� �µ�w�h�Š�w�Ñ�£�”�ç�¦�”�Ì�”�>
Ý  MAC �ž�Å�è�µ�›�¦���b�”�t�x�z�¬�é�”�Ì�ç
�¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï  �Þ�”�Å�p  failover mac address �¯�Ú�ï�Å�›�–�;�`�‡�b�{ �>
Ý  MAC �ž�Å�è�µ
�›�_	†�b�”�t�x�z�\�w�¯�Ú�ï�Å�w  no ���Ü�›�–�;�`�‡�b�{  

failover mac address phy_if active_mac standby_mac

no failover mac address phy_if active_mac standby_mac

�³�ï�»�¿�«�µ�w
†�Ì

�Ã�Ñ�¥�ç�Ä 
ƒ���^�•�o�M�‡�d�œ�{

�¯�Ú�ï�Å  �Þ�”�Å �Í�w
¯�x�z�\�w�¯�Ú�ï�Å�›�Ö�—�p�V�”�Þ�”�Å�›�Ô�`�o�M�‡�b�{

�¯�Ú�ï�Å�d�º

�–�;	Í�w�̈ � �Å�å� �ï failover mac address �¯�Ú�ï�Å�x�z Active/Standby �Ñ�£�”�ç�¦�”�Ì�”  �Ö�ž�;�w�>
Ý  MAC �ž�Å�è�µ�›

ƒ���`�‡�b�{�>
Ý  MAC �ž�Å�è�µ�U���[�^�•�o�M�s�M	Ô�ù�z�¤�Ñ�£�”�ç�¦�”�Ì�”
÷�”�x�Ò�”�Ä�Ì�t
� �ï�»�”�Ñ�£� �µ�q�`�o�Ì�”�ï�Å� �ï  MAC �ž�Å�è�µ�›�–�;�`�z�f�•�’�w�ž�Å�è�µ�›�Ñ�£�”�ç�¦�”
�Ì�”  �Ð�ž�q�¦�õ�`�‡�b�{�Ó�å� �Ú�æ
÷�”	Í�w� �ï�»�”�Ñ�£� �µ�w  MAC �ž�Å�è�µ�x�z�ž�«�Â�Ÿ�Ò
÷
�”�w� �ï�»�”�Ñ�£� �µ�t�–�;�^�•�‡�b�{

�h�i�`�z�†�M�w
÷�”�U�‰�Ì�t�¦�ï�å� �ï�t�s�’�c�z�·�§�ï�¼�æ
÷�”�U�7	s�t�Ò�”�Ä�`�o�ž�«�Â�Ÿ�Ò
�t�s�l�h	Ô�ù�x�z� �×�w� �ï�»�”�Ñ�£� �µ�q�`�o�Ì�”�ï�Å� �ï  MAC �ž�Å�è�µ�›�–�;�`�‡�b�{�Ó�å
� �Ú�æ
÷�”�U�¦�ï�å� �ï�t�s�”�q�z�·�§�ï�¼�æ
÷�”�x�Ó�å� �Ú�æ
÷�”�T�’  MAC �ž�Å�è�µ�›	��˜�`
�‡�b�{�\�w�!�Ë�x�É�¿�Ä�ë�”�«  �Ä�å�Ñ�Ÿ�¿�«�›�f�[�”�D�ó
Q�U�K�“�‡�b�{� �ï�»�”�Ñ�£� �µ�t�>
Ý
MAC �ž�Å�è�µ�›
ƒ���b�”�q�z�·�§�ï�¼�æ
÷�”�U�Ó�å� �Ú�æ
÷�”�w
²�t�¦�ï�å� �ï�t�s�”	Ô�ù�p�‹�z
�·�§�ï�¼�æ
÷�”�U�ž�«�Â�Ÿ�Ò
÷�”�p�K�”�q�V�t
Y�`�M  MAC �ž�Å�è�µ�U�–�;�^�•�‡�b�{  

phy_if MAC �ž�Å�è�µ�›
ƒ���b�”� �ï�»�”�Ñ�£� �µ�w
ú�g�Ê�{

active_mac �ž�«�Â�Ÿ�Ò�s�·�©�á�æ�Â�Ÿ  �ž�Ó�å� �ž�ï�µ�w�z �¦���^�•�h� �ï�»�”�Ñ�£� 
�µ�t�Â�“�p�o�’�•�h  MAC �ž�Å�è�µ�{ MAC �ž�Å�è�µ�x�z h.h.h ���Ü�p�Ö�—
�b�”
ž�A�U�K�“�‡�b�{ h �x�z 16 �Ï�¿�Ä�w  16 
�
:�‹�p�b�{

standby_mac �µ�»�ï�Ì�   �·�©�á�æ�Â�Ÿ  �ž�Ó�å� �ž�ï�µ�w�¦���^�•�h� �ï�»�”�Ñ�£� �µ
�t�Â�“�p�o�’�•�h  MAC �ž�Å�è�µ�{ MAC �ž�Å�è�µ�x�z h.h.h ���Ü�p�Ö�—�b
�”
ž�A�U�K�“�‡�b�{ h �x�z 16 �Ï�¿�Ä�w  16 
�
:�‹�p�b�{

�¯�Ú�ï�Å  �Þ�”�Å

�Ñ�•� �ž�¢�¥�”�ç  �Þ�”�Å �·�©�á�æ�Â�Ÿ  �¯�ï�Â�©�µ�Ä

�ç�”�Â�¿�Å �•�a �³�ï�¬�ç

�Ú�ç�½

�¯�ï�Â�©�µ�Ä �³�µ�Â�Ü

�¬�é�”�Ì�ç  �¯�ï�Ñ�Ÿ�ª�á�è�”
�³�ã�ï

• • • — •

�æ�æ�”�µ �!�Ë�º�0

�7�� �\�w�¯�Ú�ï�Å�x�7���w�‹�w�p�b�{



�H 12 	·       email �¯�Ú�ï�Å�™  functions �¯�Ú�ï�Å
  failover mac address

12-58
Cisco �·�©�á�æ�Â�Ÿ  �ž�Ó�å� �ž�ï�µ  �¯�Ú�ï�Å  �æ�Ñ�•�è�ï�µ

OL-10086-02-J

LAN �Õ�”�µ�w�Ñ�£�”�ç�¦�”�Ì�”�;�t
ƒ���^�•�o�M�”� �ï�»�”�Ñ�£� �µ�t�x�z failover mac address �¯
�Ú�ï�Å�x�z
ž�A�K�“�‡�d�œ�¢�`�h�U�l�o�z�\�w�¯�Ú�ï�Å�x�–�;�p�V�‡�d�œ�£�{ failover lan interface
�¯�Ú�ï�Å�x�z �Ñ�£�”�ç�¦�”�Ì�”�U
C
\�`�h�q�V�t  IP �ž�Å�è�µ�S�‘�|  MAC �ž�Å�è�µ�w�r�j�’�‹�!�Ë
�`�s�M�h�Š�p�b�{ �·�©�á�æ�Â�Ÿ  �ž�Ó�å� �ž�ï�µ�U  Active/Active �Ñ�£�”�ç�¦�”�Ì�”�t�0�`�o
ƒ���^�•
�o�M�”	Ô�ù�z�\�w�¯�Ú�ï�Å�x�Á�®�p�b�{

failover mac address �¯�Ú�ï�Å�›�¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï�t�å�C�b�”	Ô�ù�x�z�>
Ý  MAC �ž�Å�è�µ�›

ƒ���`�z�f�w�¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï�›�Ñ�å�¿�³�á  �Ý�Þ�æ�t�-���`�z�Í�t�Ñ�£�”�ç�¦�”�Ì�”  �Ö�ž
�›�æ�é�”�Å�b�”�\�q�U�7�‹�‘�M�M�O�p�b�{�ž�«�Â�Ÿ�Ò
€���U�K�”�q�V�t�>
Ý  MAC �ž�Å�è�µ�U�å�C
�^�•�”�q�z�f�w�ž�«�Â�Ÿ�Ò
€���x���­�`�‡�b�{�‡�h�z failover mac address �¯�Ú�ï�Å�›���‰�ì
¶�s�¯
�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï�›�·�§�ï�¼�æ  �·�©�á�æ�Â�Ÿ  �ž�Ó�å� �ž�ï�µ�w�Ñ�å�¿�³�á  �Ý�Þ�æ�t	{�V���œ
�p�z�>
Ý  MAC �ž�Å�è�¿�³�ï�¬�›���®�t�b�”
ž�A�U�K�“�‡�b�{  

failover mac address �U�Ó�å� �Ú�æ
÷�”�w�¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï�p�¦���^�•�h	Ô�ù�z�f�•�›�·�§�ï
�¼�æ
÷�”�w�Ò�”�Ä�µ�Ä�å�¿�Ó  �¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï�p�‹�¦���b�”
ž�A�U�K�“�‡�b�{

�¢�«�£ �\�w�¯�Ú�ï�Å�U�&�;�^�•�”�w�x�z Active/Standby �Ñ�£�”�ç�¦�”�Ì�”�w�ˆ�p�b�{ Active/Active �Ñ�£�”
�ç�¦�”�Ì�”�p�x�z�Ñ�£�”�ç�¦�”�Ì�”  �¬�ç�”�Ó  �¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï  �Þ�”�Å�w  mac address �¯�Ú
�ï�Å�›�–�;�`�o�z �Ñ�£�”�ç�¦�”�Ì�”  �¬�ç�”�Ó�w� �ï�»�”�Ñ�£� �µ�]�q�t�>
Ý  MAC �ž�Å�è�µ�›
ƒ��
�`�‡�b�{

�« �Í�w�«�p�x�z intf2 �q�M�O�Ê
²�w� �ï�»�”�Ñ�£� �µ�t�0�`�o�ž�«�Â�Ÿ�Ò�S�‘�|�µ�»�ï�Ì�   MAC �ž�Å
�è�µ�›
ƒ���`�‡�b�{

hostname(config)# failover mac address Ethernet0/2 00a0.c969.87c8 00a0.c918.95d8

���È�¯�Ú�ï�Å �¯�Ú�ï�Å 
†�Ì

show interface � �ï�»�”�Ñ�£� �µ  �µ�Â�”�»�µ�z 
ƒ���z �S�‘�|�w�-	Ø�C�›
¯�Ô�`�‡�b�{
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failover polltime
�Ñ�£�”�ç�¦�”�Ì�”
÷�”�w�Ù�”�æ�ï�¬�8���S�‘�|�4�;�8���›�¦���b�”�t�x�z �¬�é�”�Ì�ç  �¯�ï�Ñ�Ÿ�ª�á
�è�”�³�ã�ï  �Þ�”�Å�p  failover polltime �¯�Ú�ï�Å�›�–�;�`�‡�b�{�Ã�Ñ�¥�ç�Ä�w�Ù�”�æ�ï�¬�8���S�‘�|
�4�;�8���t�í�b�t�x�z�\�w�¯�Ú�ï�Å�w  no ���Ü�›�–�;�`�‡�b�{  

failover polltime [unit] [msec] time [holdtime [msec] time]

no failover polltime [unit] [msec] time [holdtime [msec] time]

�³�ï�»�¿�«�µ�w
†�Ì

�Ã�Ñ�¥�ç�Ä PIX �·�©�á�æ�Â�Ÿ  �ž�Ó�å� �ž�ï�µ	Í�w�Ã�Ñ�¥�ç�Ä�‹�x�Í�w�q�S�“�p�b�{

• �Ù�”�æ�ï�¬�w  time �x  15 
µ�p�b�{

• holdtime time �x  45 
µ�p�b�{

ASA �·�©�á�æ�Â�Ÿ  �ž�Ó�å� �ž�ï�µ	Í�w�Ã�Ñ�¥�ç�Ä�‹�x�Í�w�q�S�“�p�b�{

• �Ù�”�æ�ï�¬�w  time �x  1 
µ�p�b�{

• holdtime time �x  15 
µ�p�b�{

�¯�Ú�ï�Å  �Þ�”�Å �Í�w
¯�x�z�\�w�¯�Ú�ï�Å�›�Ö�—�p�V�”�Þ�”�Å�›�Ô�`�o�M�‡�b�{

holdtime time �¢�¦�Ó�³�ã�ï�£ �z
÷�”�U�Ñ�£�”�ç�¦�”�Ì�”  �æ�ï�«�p  hello �Ý�¿�·�”�´�›	!	ô
�b�”�8���›
ƒ���`�‡�b�{�\�w�8���U�&�a�b�”�q�z�Ð�ž
÷�”�x	Ë�•	Ý�6�p�K
�”�q
•�t�^�•�‡�b�{  

���®�s�‹�w
c�“�x  3 �™ 45 
µ�p�b�U�z �¦�Ó�³�ã�ï�w  msec �©�”�ë�”�Å�U�¦��
�^�•�o�M�”	Ô�ù�x  800 �™ 999 �Û�æ
µ�q�s�“�‡�b�{

msec �¢�¦�Ó�³�ã�ï�£�¦���b�”�Ì���U�Û�æ
µ�o�•�p�K�”�\�q�›�¦���`�‡�b�{  

time hello �Ý�¿�·�”�´�w���´�{  

���®�s�‹�w
c�“�x  1 �™ 15 
µ�p�b�U�z �¦�Ó�³�ã�ï�w  msec �©�”�ë�”�Å�U�¦��
�^�•�o�M�”	Ô�ù�x  200 �™ 999 �Û�æ
µ�q�s�“�‡�b�{

unit �¢�¦�Ó�³�ã�ï�£
÷�”�w�Ù�”�æ�ï�¬�8���S�‘�|�4�;�8���t�¯�Ú�ï�Å�›�–�;�b
�”�\�q�›�¦���`�‡�b�{

�¯�Ú�ï�Å�t�\�w�©�”�ë�”�Å�›�å�C�`�o�‹�¯�Ú�ï�Å�t�è�¹�`�‡�d�œ�U�z�¯�ï
�Ñ�Ÿ�ª�á�è�”�³�ã�ï�p�\�w�¯�Ú�ï�Å�q  failover polltime interface �¯�Ú�ï�Å
�q�w�Ý���U�0�›�t�s�“�‡�b�{

�¯�Ú�ï�Å  �Þ�”�Å

�Ñ�•� �ž�¢�¥�”�ç  �Þ�”�Å �·�©�á�æ�Â�Ÿ  �¯�ï�Â�©�µ�Ä

�ç�”�Â�¿�Å �•�a �³�ï�¬�ç

�Ú�ç�½

�¯�ï�Â�©�µ�Ä �³�µ�Â�Ü

�¬�é�”�Ì�ç  �¯�ï�Ñ�Ÿ�ª�á�è�”
�³�ã�ï

• • • — •
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�¯�Ú�ï�Å�d�º

�–�;	Í�w�̈ � �Å�å� �ï 
÷�”�w�Ù�”�æ�ï�¬�Ì���w  3 
��°�¬�w  holdtime �‹�x�Ö�—�p�V�‡�d�œ�{�Ù�”�æ�ï�¬�Ì���U�y�M�„�r�z�·
�©�á�æ�Â�Ÿ  �ž�Ó�å� �ž�ï�µ�x�z�f�•�i�Z���X	Ë�•�›�U	Z�`�o�z�Ñ�£�”�ç�¦�”�Ì�”�›�I�ˆ�p�V�‡�b�{
�h�i�`�z�U	Z�U���b�W�”�q�z�É�¿�Ä�ë�”�«�U�°�Ì�$�t�Ô�Ó�`�h�q�V�t
Æ�A�s
~�“�8�Q�U
C
\�b�”�D
�ó
Q�U�K�“�‡�b�{

hello �Í�­�¿�Ä�U�z �K�”�Ù�”�æ�ï�¬�8���t�Ñ�£�”�ç�¦�”�Ì�”�è	ô� �ï�»�”�Ñ�£� �µ�‡�h�x�­�”�Ò�ç�p
	!	ô�^�•�s�M	Ô�ù�z�å�C�Â�µ�Ä�U�’�“�w� �ï�»�”�Ñ�£� �µ
¶�.�p�î�ª�^�•�‡�b�{�4�;�8���º�t�Ð�ž

÷�”�T�’� �t�U�s�M	Ô�ù�z�\�w
÷�”�t	Ë�•�U
C
\�`�h�q�_�s�^�•�z	Ë�•�U
C
\�`�h
÷�”�U�ž�«�Â�Ÿ
�Ò
÷�”�p�K�”�q�z�µ�»�ï�Å�Ì� 
÷�”�U�E�˜�l�o�ž�«�Â�Ÿ�Ò
÷�”�t�s�“�‡�b�{  

failover polltime [unit ] �¯�Ú�ï�Å�q  failover polltime interface �¯�Ú�ï�Å�w�†�M�›�¯�ï�Ñ�Ÿ�ª�á�è�”
�³�ã�ï�t���Š�”�\�q�U�p�V�‡�b�{

�¢�«�£ CTIQBE �Ä�å�Ñ�Ÿ�¿�«�U�Ñ�£�”�ç�¦�”�Ì�”  �¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï�w�·�©�á�æ�Â�Ÿ  �ž�Ó�å� �ž�ï
�µ�›�è�a�b�”�q�V�x�z�·�©�á�æ�Â�Ÿ  �ž�Ó�å� �ž�ï�µ�w�Ñ�£�”�ç�¦�”�Ì�”�4�;�Ì���›  30 
µ�‘�“�ÿ�X

ƒ���b�”
ž�A�U�K�“�‡�b�{ CTIQBE �©�”�Ó�ž�å� �Ò  �»� �Ü�ž�¢�Ä�x  30 
µ�p�z�Ñ�£�”�ç�¦�”�Ì�”�w
	Ý�¯�p�x�Ñ�£�”�ç�¦�”�Ì�”�U
C
\�b�”
²�t�»� �Ü�ž�¢�Ä�b�”�D�ó
Q�U�K�“�‡�b�{ CTIQBE �U�»� �Ü
�ž�¢�Ä�`�h	Ô�ù�z Cisco CallManager �•�w  Cisco IP SoftPhone �w
€���x�Å�é�¿�Ó�^�•�z IP SoftPhone �«
�å� �ž�ï�Ä�x  CallManager �›�–�;�`�o�6�J�å�b�”
ž�A�U�K�“�‡�b�{

�« �Í�w�«�p�x�z
÷�”�w�Ù�”�æ�ï�¬���´�›  3 
µ�t
ƒ���`�‡�b�{

hostname(config)# failover polltime 3

�Í�w�«�p�x�z hello �Í�­�¿�Ä�U�f�w�Ì���º�t�Ñ�£�”�ç�¦�”�Ì�”  � �ï�»�”�Ñ�£� �µ�p	!	ô�^�•�s�M	Ô
�ù�z �·�©�á�æ�Â�Ÿ  �ž�Ó�å� �ž�ï�µ�U  200 �Û�æ
µ�]�q�t  hello �Í�­�¿�Ä�›
ù	ô�`�z 800 �Û�æ
µ�p�Ñ�£�”
�ç�¦�”�Ì�”�b�”�‘�O
ƒ���`�‡�b�{�Í�w�¯�Ú�ï�Å�t�x�z�¦�Ó�³�ã�ï�w  unit �©�”�ë�”�Å�U���‡�•�‡�b�{

hostname(config)# failover polltime unit msec 200 holdtime msec 800

���È�¯�Ú�ï�Å

�æ�æ�”�µ �!�Ë�º�0

7.0(1) �\�w�¯�Ú�ï�Å�x�z failover poll �¯�Ú�ï�Å�T�’  failover polltime �¯�Ú�ï�Å�t�!
�Ë�^�•�z unit�z interface�z�S�‘�|  holdtime �q�M�O�©�”�ë�”�Å�›���‰�‘�O�t
�s�“�‡�`�h�{

7.2(1) msec �©�”�ë�”�Å�U  holdtime �©�”�ë�”�Å�t�å�C�^�•�‡�`�h�{ polltime �7�y�‹
�U 500 �Û�æ
µ�T�’  200 �Û�æ
µ�t�y	V�^�•�‡�`�h�{ holdtime �7�y�‹�U  3 
µ�T
�’  800 �Û�æ
µ�t�y	V�^�•�‡�`�h�{

�¯�Ú�ï�Å 
†�Ì

failover polltime interface Active/Standby �Ñ�£�”�ç�¦�”�Ì�”  �¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï�w� �ï
�»�”�Ñ�£� �µ  �Ù�”�æ�ï�¬�8���S�‘�|�4�;�8���›�¦���`�‡�b�{

polltime interface Active/Active �Ñ�£�”�ç�¦�”�Ì�”  �¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï�w� �ï
�»�”�Ñ�£� �µ  �Ù�”�æ�ï�¬�8���S�‘�|�4�;�8���›�¦���`�‡�b�{

show failover �Ñ�£�”�ç�¦�”�Ì�”  �¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï�w	Ø�C�›
¯�Ô�`�‡�b�{
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failover polltime interface
Active/Standby �Ñ�£�”�ç�¦�”�Ì�”  �¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï�p�Ã�”�»  � �ï�»�”�Ñ�£� �µ�w�Ù�”�æ�ï�¬
�8���q�4�;�8���›�¦���b�”�t�x�z�¬�é�”�Ì�ç  �¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï  �Þ�”�Å�p  failover polltime
interface �¯�Ú�ï�Å�›�–�;�`�‡�b�{�Ã�Ñ�¥�ç�Ä�w�Ù�”�æ�ï�¬�8���S�‘�|�4�;�8���t�í�b�t�x�z�\�w�¯
�Ú�ï�Å�w  no ���Ü�›�–�;�`�‡�b�{  

failover polltime interface [msec] time [holdtime time]

no failover polltime interface [msec] time [holdtime time]

�³�ï�»�¿�«�µ�w
†�Ì

�Ã�Ñ�¥�ç�Ä �Ã�Ñ�¥�ç�Ä�‹�x�Í�w�q�S�“�p�b�{

• �Ù�”�æ�ï�¬�w  time �x  5 
µ�p�b�{

• holdtime time �x�z�Ù�”�æ�ï�¬�w  time �w 5 
��w�‹�p�b�{

�¯�Ú�ï�Å  �Þ�”�Å �Í�w
¯�x�z�\�w�¯�Ú�ï�Å�›�Ö�—�p�V�”�Þ�”�Å�›�Ô�`�o�M�‡�b�{

�¯�Ú�ï�Å�d�º

�–�;	Í�w�̈ � �Å�å� �ï  failover polltime interface �¯�Ú�ï�Å�›�–�;�`�o�z hello �Í�­�¿�Ä�›�Ã�”�»  � �ï�»�”�Ñ�£� �µ�p
ù	ô�b
�”
Ã�S�›�!�Ë�`�‡�b�{ �\�w�¯�Ú�ï�Å�x�z Active/Active �Ñ�£�”�ç�¦�”�Ì�”�t�0�`�o�w�ˆ�–�;�p�V�‡�b�{
Active/Active �Ñ�£�”�ç�¦�”�Ì�”�w	Ô�ù�z�Ñ�£�”�ç�¦�”�Ì�”  �¬�ç�”�Ó  �¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï  �Þ�”
�Å�w polltime interface �¯�Ú�ï�Å�›�z failover polltime interface �¯�Ú�ï�Å�w�E�˜�“�t�–�;�`�‡�b�{

holdtime time �¢�¦�Ó�³�ã�ï�£ �Ã�”�»  � �ï�»�”�Ñ�£� �µ�U�Ã�”�»  � �ï�»�”�Ñ�£� �µ�p  hello
�Ý�¿�·�”�´�›	!	ô�b�”�8���›
ƒ���`�‡�b�{�\�w�8���U�&�a�b�”�q�z�Ð�ž�x
	Ë�•	Ý�6�p�K�”�q
•�t�^�•�‡�b�{���®�s�‹�x  5 �™ 75 
µ�p�b�{  

interface time � �ï�»�”�Ñ�£� �µ  �Þ�Ç�»�æ�ï�¬�w�Ù�”�æ�ï�¬�Ì���›�¦���`�‡�b�{ ���®�q�s
�”�‹�w
c�“�x�z 3 �™ 15 
µ�p�b�{�¦�Ó�³�ã�ï�w  msec �©�”�ë�”�Å�›�–�;�`�h
	Ô�ù�z���®�q�s�”�‹�x  500 �™ 999 �Û�æ
µ�p�b�{

msec �¢�¦�Ó�³�ã�ï�£�¦���b�”�Ì���U�Û�æ
µ�o�•�p�K�”�\�q�›�¦���`�‡�b�{  

�¯�Ú�ï�Å  �Þ�”�Å

�Ñ�•� �ž�¢�¥�”�ç  �Þ�”�Å �·�©�á�æ�Â�Ÿ  �¯�ï�Â�©�µ�Ä

�ç�”�Â�¿�Å �•�a �³�ï�¬�ç

�Ú�ç�½

�¯�ï�Â�©�µ�Ä �³�µ�Â�Ü

�¬�é�”�Ì�ç  �¯�ï�Ñ�Ÿ�ª�á�è�”
�³�ã�ï

• • • — •

�æ�æ�”�µ �!�Ë�º�0

7.0(1) �\�w�¯�Ú�ï�Å�x�z failover poll �¯�Ú�ï�Å�T�’  failover polltime �¯�Ú�ï�Å�t�!
�Ë�^�•�z unit�z interface�z�S�‘�|  holdtime �q�M�O�©�”�ë�”�Å�›���‰�‘�O�t
�s�“�‡�`�h�{

7.2(1) �¦�Ó�³�ã�ï�w  holdtime time �q�Û�æ
µ�p�Ù�”�æ�ï�¬�8���›�¦���b�”�;�ó�U
�å�C�^�•�‡�`�h�{
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� �ï�»�”�Ñ�£� �µ�w�Ù�”�æ�ï�¬�Ì���w  5 
��°�¬�w  holdtime �‹�x�Ö�—�p�V�‡�d�œ�{ �Ù�”�æ�ï�¬�Ì���U
�y�M�„�r�z�·�©�á�æ�Â�Ÿ  �ž�Ó�å� �ž�ï�µ�x�z�f�•�i�Z���X	Ë�•�›�U	Z�`�o�z�Ñ�£�”�ç�¦�”�Ì�”�›�I
�ˆ�p�V�‡�b�{�h�i�`�z�U	Z�U���b�W�”�q�z�É�¿�Ä�ë�”�«�U�°�Ì�$�t�Ô�Ó�`�h�q�V�t
Æ�A�s
~�“�8�Q
�U
C
\�b�”�D�ó
Q�U�K�“�‡�b�{� �ï�»�”�Ñ�£� �µ�w�Â�µ�Ä�U�‰�•�^�•�”�w�x�z�4�;�8���w
R
ü�U�&
�a�`�h�q�V�t�z� �ï�»�”�Ñ�£� �µ	Í�p  hello �Í�­�¿�Ä�U	!	ô�^�•�o�M�s�M	Ô�ù�p�b�{

failover polltime unit  �S�‘�|  failover polltime interface �¯�Ú�ï�Å�w�†�M�›�¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï�t
���Š�”�\�q�U�p�V�‡�b�{

�¢�«�£ CTIQBE �Ä�å�Ñ�Ÿ�¿�«�U�Ñ�£�”�ç�¦�”�Ì�”  �¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï�w�·�©�á�æ�Â�Ÿ  �ž�Ó�å� �ž�ï
�µ�›�è�a�b�”�q�V�x�z�·�©�á�æ�Â�Ÿ  �ž�Ó�å� �ž�ï�µ�w�Ñ�£�”�ç�¦�”�Ì�”�4�;�Ì���›  30 
µ�‘�“�ÿ�X

ƒ���b�”
ž�A�U�K�“�‡�b�{ CTIQBE �©�”�Ó�ž�å� �Ò  �»� �Ü�ž�¢�Ä�x  30 
µ�p�z�Ñ�£�”�ç�¦�”�Ì�”�w
	Ý�¯�p�x�Ñ�£�”�ç�¦�”�Ì�”�U
C
\�b�”
²�t�»� �Ü�ž�¢�Ä�b�”�D�ó
Q�U�K�“�‡�b�{ CTIQBE �U�»� �Ü
�ž�¢�Ä�`�h	Ô�ù�z Cisco CallManager �•�w  Cisco IP SoftPhone �w
€���x�Å�é�¿�Ó�^�•�z IP SoftPhone �«
�å� �ž�ï�Ä�x  CallManager �›�–�;�`�o�6�J�å�b�”
ž�A�U�K�“�‡�b�{

�« �Í�w�«�p�x�z� �ï�»�”�Ñ�£� �µ�w�Ù�”�æ�ï�¬���´�›  15 
µ�t
ƒ���`�‡�b�{

hostname(config)# failover polltime interface 15

�Í�w�«�p�x�z� �ï�»�”�Ñ�£� �µ�w�Ù�”�æ�ï�¬���´�›  500 �Û�æ
µ�z�4�;�8���›  5 
µ�t�f�•�g�•
ƒ���`
�‡�b�{

hostname(config)# failover polltime interface msec 500 holdtime 5

���È�¯�Ú�ï�Å �¯�Ú�ï�Å 
†�Ì

failover polltime 
÷�”�w�Ñ�£�”�ç�¦�”�Ì�”  �Ù�”�æ�ï�¬�8���q�4�;�8���›�¦���`�‡�b�{

polltime interface Active/Active �Ñ�£�”�ç�¦�”�Ì�”  �¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï�w� �ï
�»�”�Ñ�£� �µ  �Ù�”�æ�ï�¬�8���›�¦���`�‡�b�{

show failover �Ñ�£�”�ç�¦�”�Ì�”  �¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï�w	Ø�C�›
¯�Ô�`�‡�b�{
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failover reload-standby
�µ�»�ï�Ì� 
÷�”�›�§
M�$�t�æ�Ò�”�Ä�b�”�t�x�z�›�V  EXEC �Þ�”�Å�p  failover reload-standby �¯�Ú�ï
�Å�›�–�;�`�‡�b�{  

failover reload-standby

�³�ï�»�¿�«�µ�w
†�Ì �\�w�¯�Ú�ï�Å�t�x�z�¾
:�‹�©�”�ë�”�Å�‹�K�“�‡�d�œ�{

�Ã�Ñ�¥�ç�Ä �Ã�Ñ�¥�ç�Ä�w�ˆ�^�•�‹�x�K�“�‡�d�œ�{

�¯�Ú�ï�Å  �Þ�”�Å �Í�w
¯�x�z�\�w�¯�Ú�ï�Å�›�Ö�—�p�V�”�Þ�”�Å�›�Ô�`�o�M�‡�b�{

�¯�Ú�ï�Å�d�º

�–�;	Í�w�̈ � �Å�å� �ï �\�w�¯�Ú�ï�Å�x�z�Ñ�£�”�ç�¦�”�Ì�”
÷�”�U�‰�8�`�s�M	Ô�ù�t�–�;�`�‡�b�{�µ�»�ï�Ì� 
÷�”�x�z�Ò�”
�Â�Ÿ�ï�¬�U	4�ƒ�`�h�™�p�z�6�I�ˆ�`�o�ž�«�Â�Ÿ�Ò
÷�”�t�6�S�‰�8�`�‡�b�{

�« �Í�w�«�x�z �µ�»�ï�Ì� 
÷�”�›�§
M�$�t�æ�Ò�”�Ä�b�”�h�Š�t�z �ž�«�Â�Ÿ�Ò
÷�”�p  failover reload-standby
�¯�Ú�ï�Å�›�–�;�b�”�M�O�›�Ô�`�o�M�‡�b�{

hostname# failover reload-standby

���È�¯�Ú�ï�Å

�¯�Ú�ï�Å  �Þ�”�Å

�Ñ�•� �ž�¢�¥�”�ç  �Þ�”�Å �·�©�á�æ�Â�Ÿ  �¯�ï�Â�©�µ�Ä

�ç�”�Â�¿�Å �•�a �³�ï�¬�ç

�Ú�ç�½

�¯�ï�Â�©�µ�Ä �³�µ�Â�Ü

�›�V  EXEC • • • — •

�æ�æ�”�µ �!�Ë�º�0

7.0(1) �\�w�¯�Ú�ï�Å�U�‹�Ö�^�•�‡�`�h�{

�¯�Ú�ï�Å 
†�Ì

write standby �î�æ�¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï�›�z�µ�»�ï�Ì� 
÷�”�w�Ý�Þ�æ�t	{�V���ˆ�‡
�b�{
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failover replication http
HTTP�¢�Ù�”�Ä  80�£
€���w
ó
a�›� �É�”�Ò�ç�t�b�”�t�x�z�¬�é�”�Ì�ç  �¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï  �Þ�”
�Å�p  failover replication http  �¯�Ú�ï�Å�›�–�;�`�‡�b�{ HTTP 
€���w
ó
a�›�Ã�Ÿ�·�”�Ò�ç�t�b�”�t�x�z
�\�w�¯�Ú�ï�Å�w  no ���Ü�›�–�;�`�‡�b�{  

failover replication http  

no failover replication http

�³�ï�»�¿�«�µ�w
†�Ì �\�w�¯�Ú�ï�Å�t�x�z�¾
:�‹�©�”�ë�”�Å�‹�K�“�‡�d�œ�{

�Ã�Ñ�¥�ç�Ä �Ã�Ÿ�·�”�Ò�ç�p�b�{

�¯�Ú�ï�Å  �Þ�”�Å �Í�w
¯�x�z�\�w�¯�Ú�ï�Å�›�Ö�—�p�V�”�Þ�”�Å�›�Ô�`�o�M�‡�b�{

�¯�Ú�ï�Å�d�º

�–�;	Í�w�̈ � �Å�å� �ï �Ã�Ñ�¥�ç�Ä�p�x�z�µ�Â�”�Ä�Ñ�ç  �Ñ�£�”�ç�¦�”�Ì�”�U� �É�”�Ò�ç�w	Ô�ù�z�·�©�á�æ�Â�Ÿ  �ž�Ó�å� �ž
�ï�µ�x  HTTP �·�¿�³�ã�ï	Ø�C�›
ó
a�`�‡�d�œ�{ HTTP �·�¿�³�ã�ï�x�è	×�x�����8���U�y�X�z HTTP
�«�å� �ž�ï�Ä�x
€���¼�æ�U�æ

�b�”�q�è	×�x�æ�Ä�å� �b�”�h�Š�z HTTP �·�¿�³�ã�ï�w
ó
a�›�`�s�M
�\�q�p�³�µ�Â�Ü�w�Í�Ñ�¥�”�Ú�ï�µ�U�²	Í�`�‡�b�{
ó
a�›�`�s�X�o�‹	O�A�s�Ã�”�»�•
€���x�æ�˜�•�‡
�d�œ�{failover replication http  �¯�Ú�ï�Å�x�z �µ�Â�”�Ä�Ñ�ç  �Ñ�£�”�ç�¦�”�Ì�”�w���¥�p  HTTP �·�¿�³�ã
�ï�w�µ�Â�”�Ä�Ñ�ç
ó
a�›� �É�”�Ò�ç�t�`�‡�b�U�z�³�µ�Â�Ü�w�Í�Ñ�¥�”�Ú�ï�µ�t�q�è�¹�›�t�…�b�D�ó

Q�U�K�“�‡�b�{

Active/Active �Ñ�£�”�ç�¦�”�Ì�”  �¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï�p�x�z �Ñ�£�”�ç�¦�”�Ì�”  �¬�ç�”�Ó  �¯�ï�Ñ�Ÿ
�ª�á�è�”�³�ã�ï  �Þ�”�Å�w  replication http  �¯�Ú�ï�Å�›�–�;�`�o�z�¤�Ñ�£�”�ç�¦�”�Ì�”  �¬�ç�”�Ó�w
HTTP �·�¿�³�ã�ï�w
ó
a�›
ƒ���`�‡�b�{

�« �Í�w�«�x�z HTTP 
€���w
ó
a�›� �É�”�Ò�ç�t�b�”�M�O�›�Ô�`�o�M�‡�b�{

hostname(config)# failover replication http

���È�¯�Ú�ï�Å

�¯�Ú�ï�Å  �Þ�”�Å

�Ñ�•� �ž�¢�¥�”�ç  �Þ�”�Å �·�©�á�æ�Â�Ÿ  �¯�ï�Â�©�µ�Ä

�ç�”�Â�¿�Å �•�a �³�ï�¬�ç

�Ú�ç�½

�¯�ï�Â�©�µ�Ä �³�µ�Â�Ü

�¬�é�”�Ì�ç  �¯�ï�Ñ�Ÿ�ª�á�è�”
�³�ã�ï

• • • — •

�æ�æ�”�µ �!�Ë�º�0

�7�� �\�w�¯�Ú�ï�Å�U�z failover replicate http �T�’  failover replication http  �t�!�Ë
�^�•�‡�`�h�{

�¯�Ú�ï�Å 
†�Ì

replication http �›���w�Ñ�£�”�ç�¦�”�Ì�”  �¬�ç�”�Ó�p�w  HTTP �·�¿�³�ã�ï�w
ó
a�›
� �É�”�Ò�ç�t�`�‡�b�{

show running-config failover �î�æ�¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï�º�w  failover �¯�Ú�ï�Å�›
¯�Ô�`�‡�b�{
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failover reset
	Ë�•�U
C
\�`�h�·�©�á�æ�Â�Ÿ  �ž�Ó�å� �ž�ï�µ�›	Ë�•�U
C
\�b�”
²�w	Ý�6�t�í�b�t�x�z�›�V  EXEC
�Þ�”�Å�p  failover reset �¯�Ú�ï�Å�›�–�;�`�‡�b�{  

failover reset [group group_id]

�³�ï�»�¿�«�µ�w
†�Ì

�Ã�Ñ�¥�ç�Ä �Ã�Ñ�¥�ç�Ä�w�ˆ�^�•�‹�x�K�“�‡�d�œ�{

�¯�Ú�ï�Å  �Þ�”�Å �Í�w
¯�x�z�\�w�¯�Ú�ï�Å�›�Ö�—�p�V�”�Þ�”�Å�›�Ô�`�o�M�‡�b�{

�¯�Ú�ï�Å�d�º

�–�;	Í�w�̈ � �Å�å� �ï failover reset �¯�Ú�ï�Å�t�‘�“�z	Ë�•�U
C
\�`�h
÷�”�‡�h�x�¬�ç�”�Ó�›	Ë�•�U
C
\�b�”
²�w	Ý�6�t�!
�Ë�p�V�‡�b�{ failover reset �¯�Ú�ï�Å�x�z�r�j�’�w
÷�”�T�’�p�‹�Ö�—�p�V�‡�b�U�z	×�t�ž�«�Â�Ÿ�Ò
÷
�”�p�¯�Ú�ï�Å�›�Ö�—�b�”�\�q�›�S�ç�Š�`�‡�b�{�ž�«�Â�Ÿ�Ò
÷�”�p  failover reset �¯�Ú�ï�Å�›�Ö�—�b�”
�q�z�µ�»�ï�Ì� 
÷�”�›�® unfail�¯�t�`�‡�b�{


÷�”�w�Ñ�£�”�ç�¦�”�Ì�”  �µ�Â�”�»�µ�x�z show failover �‡�h�x  show failover state �¯�Ú�ï�Å�p
¯�Ô�p
�V�‡�b�{

�\�w�¯�Ú�ï�Å�w  no ���Ü�x�K�“�‡�d�œ�{

Active/Active �Ñ�£�”�ç�¦�”�Ì�”�p  failover reset �›�Ö�—�b�”�q�z
÷�”
¶�.�U�æ�·�¿�Ä�^�•�‡�b�{�¯�Ú
�ï�Å�p�Ñ�£�”�ç�¦�”�Ì�”  �¬�ç�”�Ó�›�¦���b�”�q�z�¦���^�•�h�¬�ç�”�Ó�i�Z�U�æ�·�¿�Ä�^�•�‡�b�{

�« �Í�w�«�x�z	Ë�•�U
C
\�`�h
÷�”�›�z	Ë�•�U
C
\�b�”
²�w	Ý�6�t�!�Ë�b�”�M�O�›�Ô�`�o�M�‡�b�{

hostname# failover reset

���È�¯�Ú�ï�Å

group �¢�¦�Ó�³�ã�ï�£�Ñ�£�”�ç�¦�”�Ì�”  �¬�ç�”�Ó�›�¦���`�‡�b�{  

group_id �Ñ�£�”�ç�¦�”�Ì�”  �¬�ç�”�Ó�w
j�ø�{

�¯�Ú�ï�Å  �Þ�”�Å

�Ñ�•� �ž�¢�¥�”�ç  �Þ�”�Å �·�©�á�æ�Â�Ÿ  �¯�ï�Â�©�µ�Ä

�ç�”�Â�¿�Å �•�a �³�ï�¬�ç

�Ú�ç�½

�¯�ï�Â�©�µ�Ä �³�µ�Â�Ü

�›�V  EXEC • • • — •

�æ�æ�”�µ �!�Ë�º�0

7.0(1) �\�w�¯�Ú�ï�Å�x�z�¦�Ó�³�ã�ï�w�Ñ�£�”�ç�¦�”�Ì�”  �¬�ç�”�Ó  ID �›�•�D�b�”
�‘�O�t	.
Y�^�•�‡�`�h�{

�¯�Ú�ï�Å 
†�Ì

failover interface-policy �Þ�Ç�»�æ�ï�¬�U� �ï�»�”�Ñ�£� �µ	Ë�•�›�U	Z�b�”�q�V�w�Ñ�£�”�ç
�¦�”�Ì�”  �Ù�æ�³�”�›�¦���`�‡�b�{

show failover 
÷�”�w�Ñ�£�”�ç�¦�”�Ì�”  �µ�Â�”�»�µ�t���b�”	Ø�C�›
¯�Ô�`�‡�b�{
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failover timeout

‡�0	¶�ç�”�Â�¿�Å  �·�¿�³�ã�ï�w�Ñ�£�”�ç�¦�”�Ì�”�w�6
€���»� �Ü�ž�¢�Ä�‹�›�¦���b�”�t�x�z �¬�é�”
�Ì�ç  �¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï  �Þ�”�Å�p  failover timeout �¯�Ú�ï�Å�›�–�;�`�‡�b�{�Ã�Ñ�¥�ç�Ä�w�»� 
�Ü�ž�¢�Ä�‹�t�í�b�t�x�z�\�w�¯�Ú�ï�Å�w  no ���Ü�›�–�;�`�‡�b�{  

failover timeout hh[:mm:[:ss]]

no failover timeout [hh[:mm:[:ss]]

�³�ï�»�¿�«�µ�w
†�Ì

�Ã�Ñ�¥�ç�Ä �Ã�Ñ�¥�ç�Ä�p�x�z hh�z mm�z�S�‘�|  ss �x  0 �p�b�{�\�w
ƒ���p�x�z�6
€���x�æ�˜�•�‡�d�œ�{

�¯�Ú�ï�Å  �Þ�”�Å �Í�w
¯�x�z�\�w�¯�Ú�ï�Å�›�Ö�—�p�V�”�Þ�”�Å�›�Ô�`�o�M�‡�b�{

�¯�Ú�ï�Å�d�º

�–�;	Í�w�̈ � �Å�å� �ï �\�w�¯�Ú�ï�Å�x�z nailed �¦�Ó�³�ã�ï�›�¦���`�h  static �¯�Ú�ï�Å�q�ž�t�–�;�`�‡�b�{ nailed �¦�Ó�³�ã
�ï�›�–�;�b�”�q�z�Ò�”�Ä�ž�¿�Ó�™�‡�h�x�³�µ�Â�Ü�U�ž�«�Â�Ÿ�Ò�t�s�l�h�™�t�z�¦���^�•�h�Ì���º�p

€���›�6�¬�q�p�V�‡�b�{ failover timeout �¯�Ú�ï�Å�x�z�f�w�Ì���›�¦���`�‡�b�{
ƒ���`�s�M	Ô�ù�x�z

€���›�6�¬�q�p�V�‡�d�œ�{ failover timeout �¯�Ú�ï�Å�x�z asr-group �¯�Ú�ï�Å�t�è�¹�`�‡�d�œ�{

hh �»� �Ü�ž�¢�Ä�‹�›�Ì���o�•�p�¦���`�‡�b�{���®�q�s�”�‹�w
c�“�x�z -1 �™ 1,193
�p�b�{�Ã�Ñ�¥�ç�Ä�p�x�z�\�w�‹�x  0 �t
ƒ���^�•�o�M�‡�b�{

�\�w�‹�›  -1 �t
ƒ���b�”�q�z�»� �Ü�ž�¢�Ä�U�Ã�Ÿ�·�”�Ò�ç�t�^�•�z�Ú�™�w�Ì��
�U�&�a�`�h�™�p�‹
€���›�6�‰�p�V�‡�b�{  

���w�»� �Ü�ž�¢�Ä�‹�›�¦���`�s�M�p�\�w�‹�›  0 �t
ƒ���b�”�q�z�¯�Ú�ï�Å�x�Ã
�Ñ�¥�ç�Ä�‹�t�í�“�z 
€���w�6�‰�x�p�V�‡�d�œ�{ no failover timeout �¯�Ú�ï�Å�‹�z
�\�w�‹�›�Ã�Ñ�¥�ç�Ä�¢ 0�£�t
ƒ���`�‡�b�{

�¢�«�£ �Ã�Ñ�¥�ç�Ä�‹�t
ƒ���^�•�o�M�”	Ô�ù�z�\�w�¯�Ú�ï�Å�x�î�æ�¯�ï�Ñ�Ÿ
�ª�á�è�”�³�ã�ï�º�t
¯�Ô�^�•�‡�d�œ�{

mm �¢�¦�Ó�³�ã�ï�£ �»� �Ü�ž�¢�Ä�‹�›
ü�o�•�p�¦���`�‡�b�{ ���®�q�s�”�‹�w
c�“�x�z
0 �™ 59 �p�b�{�Ã�Ñ�¥�ç�Ä�p�x�z�\�w�‹�x  0 �t
ƒ���^�•�o�M�‡�b�{

ss �¢�¦�Ó�³�ã�ï�£ �»� �Ü�ž�¢�Ä�‹�›
µ�o�•�p�¦���`�‡�b�{ ���®�q�s�”�‹�w
c�“�x�z
0 �™ 59 �p�b�{�Ã�Ñ�¥�ç�Ä�p�x�z�\�w�‹�x  0 �t
ƒ���^�•�o�M�‡�b�{

�¯�Ú�ï�Å  �Þ�”�Å

�Ñ�•� �ž�¢�¥�”�ç  �Þ�”�Å �·�©�á�æ�Â�Ÿ  �¯�ï�Â�©�µ�Ä

�ç�”�Â�¿�Å �•�a �³�ï�¬�ç

�Ú�ç�½

�¯�ï�Â�©�µ�Ä �³�µ�Â�Ü

�¬�é�”�Ì�ç  �¯�ï�Ñ�Ÿ�ª�á�è�”
�³�ã�ï

• • • — •

�æ�æ�”�µ �!�Ë�º�0

7.0(1) �\�w�¯�Ú�ï�Å�U�¯�Ú�ï�Å  �æ�µ�Ä�t
¯�Ô�^�•�”�‘�O�t	.
Y�^�•�‡�`�h�{
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�¢�«�£ nailed �¦�Ó�³�ã�ï�›  static �¯�Ú�ï�Å�t�å�C�b�”�q�z�f�w
€���t�m�M�o�z TCP �w�µ�Â�”�Ä  �Ä�å�¿�©�ï
�¬�S�‘�|�³�”�­�ï�µ  �½�£�¿�©�ï�¬�U�µ�©�¿�Ó�^�•�‡�b�{

�\�w�¯�Ú�ï�Å�w  no ���Ü�›�Ö�—�b�”�q�z�Ã�Ñ�¥�ç�Ä�‹�t�í�“�‡�b�{ failover timeout 0 �›�Ö�—�`�o�‹�z
�Ã�Ñ�¥�ç�Ä�‹�t�í�“�‡�b�{�Ã�Ñ�¥�ç�Ä�‹�t
ƒ���^�•�o�M�”	Ô�ù�z�\�w�¯�Ú�ï�Å�x�î�æ�¯�ï�Ñ�Ÿ�ª�á
�è�”�³�ã�ï�º�t
¯�Ô�^�•�‡�d�œ�{

�« �Í�w�«�p�x�z�µ�»�ï�Ì�   �¬�ç�”�Ó  1 �›�ž�«�Â�Ÿ�Ò�t�`�o�M�‡�b�{

hostname(config)# failover timeout 12:30
hostname(config)# show running-config failover
no failover
failover timeout 12:30:00

���È�¯�Ú�ï�Å �¯�Ú�ï�Å 
†�Ì

static �é�”�§�ç  IP �ž�Å�è�µ�›�¬�é�”�Ì�ç  IP �ž�Å�è�µ�t�Ú�¿�Ð�ï�¬�b�”�\�q�t
�‘�l�o�z�{���w  1 �0  1 �w�ž�Å�è�µ�!�õ�F���›
ƒ���`�‡�b�{
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file-bookmarks
�Ý	Â�^�•�h  WebVPN �â�”�²�t�0�`�o
¯�Ô�^�•�”  WebVPN �×�”�Ü�Ö�”�´�w  File Bookmarks �»� �Ä�ç
�‡�h�x  File Bookmarks �æ�ï�«�›�§�µ�»�Ú� �¶�b�”�t�x�z webvpn �§�µ�»�Ú� �¸�”�³�ã�ï  �Þ�”�Å�p
file-bookmarks �¯�Ú�ï�Å�›�–�;�`�‡�b�{

file-bookmarks { link { style value}  | title { style value | text value}}

[no] file-bookmarks { link { style value}  | title { style value | text value}}

�\�w�¯�Ú�ï�Å�›�¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï�T�’�_	†�`�z�‹�U�'	•�^�•�”�‘�O�t�b�”�t�x�z�\�w�¯�Ú�ï
�Å�w no ���Ü�›�–�;�`�‡�b�{

�³�ï�»�¿�«�µ�w
†�Ì

�Ã�Ñ�¥�ç�Ä �Ã�Ñ�¥�ç�Ä�w�æ�ï�«�w�µ�»� �ç�x  color:#669999;border-bottom: 1px solid #669999;text-decoration:none
�p�b�{

�Ã�Ñ�¥�ç�Ä�w�»� �Ä�ç�w�µ�»� �ç�x  color:#669999;background-color:#99CCCC;font-weight:bold �p�b�{

�Ã�Ñ�¥�ç�Ä�w�»� �Ä�ç�w�Â�©�µ�Ä�x�® File Folder Bookmarks�¯�p�b�{

�¯�Ú�ï�Å  �Þ�”�Å �Í�w
¯�x�z�\�w�¯�Ú�ï�Å�›�Ö�—�p�V�”�Þ�”�Å�›�Ô�`�o�M�‡�b�{

�¯�Ú�ï�Å�d�º

�–�;	Í�w�̈ � �Å�å� �ï style �¦�Ó�³�ã�ï�x�z���®�s  Cascading Style Sheet�¢ CSS�£�Í�å�Ý�”�»�q�`�o
¯�q�^�•�‡�b�{�\�w�Í�å
�Ý�”�»�w
†�Ì�x�z�\�w�Ú�Ç�á�ž�ç�p�x	��“�{�M�‡�d�œ�{ CSS �Í�å�Ý�”�»�w	Ä�I�t�m�M�o�x�z World
Wide Web Consortium�¢ W3C�£�w  Web �±� �Ä  www.w3.org �w CSS �“�7�›�€	°�`�o�X�i�^�M�{ �° CSS 2.1
Specification�±�w�® Appendix F� �̄t�x�z CSS �Í�å�Ý�”�»�w�–�M�•�b�M�æ�µ�Ä�U�K�“�‡�b�{�\�w
Ç�å�x
www.w3.org/TR/CSS21/propidx.html �p�Ö	��D�ó�p�b�{

�\�\�p�x�z WebVPN �Ö�”�´�t�0�b�”�!�Ë�p�7�‹�‘�X�æ�˜�•�”�Ö�”�´�w
�	í�›�!�Ë�b�”�h�Š�w�Î�ï�Ä
�›	º�p�`�‡�b�{

• �§�ï�Ú�à
~�“�w  RGB �‹�z HTML �w	í�‹�z�‡�h�x	í�w�Ê
²�¢ HTML �p�Ý�Ý�^�•�”	Ô�ù�£�›�–�;
�p�V�‡�b�{  

link �æ�ï�«�›�!�Ë�b�”�\�q�›�¦���`�‡�b�{

title �»� �Ä�ç�›�!�Ë�b�”�\�q�›�¦���`�‡�b�{

style HTML �µ�»� �ç�›�!�Ë�b�”�\�q�›�¦���`�‡�b�{

text �Â�©�µ�Ä�›�!�Ë�b�”�\�q�›�¦���`�‡�b�{

value �î�M�t
¯�Ô�b�”�Â�©�µ�Ä�¢�7�G  256 ���È�£ �z�‡�h�x  Cascading Style Sheet�¢ CSS�£
�Í�å�Ý�”�»�¢�7�G  256 ���È�£�p�b�{

�¯�Ú�ï�Å  �Þ�”�Å

�Ñ�•� �ž�¢�¥�”�ç  �Þ�”�Å �·�©�á�æ�Â�Ÿ  �¯�ï�Â�©�µ�Ä

�ç�”�Â�¿�Å �•�a �³�ï�¬�ç

�Ú�ç�½

�¯�ï�Â�©�µ�Ä �³�µ�Â�Ü

Webvpn �§�µ�»�Ú�  �¸ �” �³ �ã
�ï

• — • — —

�æ�æ�”�µ �!�Ë�º�0

7.1(1) �\�w�¯�Ú�ï�Å�U�‹�Ö�^�•�‡�`�h�{
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• RGB ���Ü�x  0,0,0 �p�z�¤	í�¢
z�z�˜�z
h�£�t�m�M�o  0 �™ 255 �w
c�“�p  10 
��‹�›�Ö�—�`�‡�b�{�\
�w�§�ï�Ú�à
~�“�w�¤�ï�Ä�æ�x�z���w  2 	í�q���ù�b�”�¤	í�w�K�S�w�è�Õ�ç�›�Ô�`�o�M�‡�b�{

• HTML ���Ü�x  #000000 �p�z 16 
����Ü�w  6 �;�w
:�‹�p�b�{
Œ�„�q  2 
j�è�x
z�›�z 3 
j�è�q  4 
j�è
�x�˜�›�z 5 
j�è�q  6 
j�è�x
h�›
¯�`�o�M�‡�b�{

�¢�«�£ WebVPN �Ö�”�´�›���o�t�§�µ�»�Ú� �¶�b�”�t�x�z ASDM �›�–�;�b�”�\�q�›�S�ç�Š�`�‡�b�{ ASDM
�t�x�z	í�_�Š�•�Ó�è�Ï�á�”�;�ó�s�r�z�µ�»� �ç�w�A
É�›
ƒ���b�”�w�t�(�b�s�;�ó�U�K�“�‡�b�{

�« �Í�w�«�p�x�z File Bookmarks �w�»� �Ä�ç�›�® Corporate File Bookmarks�¯�t�§�µ�»�Ú� �¶�`�‡�b�{

F1-asa1(config)# webvpn
F1-asa1(config-webvpn)# customization cisco
F1-asa1(config-webvpn-custom)# file-bookmarks title text Corporate File Bookmarks

���È�¯�Ú�ï�Å �¯�Ú�ï�Å 
†�Ì

application-access WebVPN �×�”�Ü�Ö�”�´�w  Application Access �Ø�¿�«�µ�›�§�µ�»�Ú� �¶�`�‡
�b�{

browse-networks WebVPN �×�”�Ü�Ö�”�´�w  Browse Networks �Ø�¿�«�µ�›�§�µ�»�Ú� �¶�`�‡�b�{

web-applications WebVPN �×�”�Ü�Ö�”�´�w  Web Application �Ø�¿�«�µ�›�§�µ�»�Ú� �¶�`�‡�b�{

web-bookmarks WebVPN �×�”�Ü�Ö�”�´�w  Web Bookmarks �»� �Ä�ç�‡�h�x�æ�ï�«�›�§�µ�»
�Ú� �¶�`�‡�b�{
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file-encoding
Common Internet File System �±�”�Ì�T�’�w�Ö�”�´�t�0�b�”���È�¤�ï�¯�”�Ã�Ÿ�ï�¬�›�¦���b�”�t�x�z
webvpn � ¯ � ï �Ñ�Ÿ�ª �á�è�” � ³ �ã � ï  �Þ�” �Å�p  file-encoding � ¯ �Ú� ï �Å�› �–� ; � ` �‡ �b�{ no � � �Ü�x�z
file-encoding �ž�Ä�æ�Ï�á�”�Ä�w�‹�›�_	†�`�‡�b�{

file-encoding {server-name | server-ip-addr} charset

no file-encoding {server-name | server-ip-addr}

�³�ï�»�¿�«�µ�w
†�Ì

�Ã�Ñ�¥�ç�Ä WebVPN �¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï�t  file-encoding �¤�ï�Ä�æ�›�Ì�Ô�$�t�Ë�h�s�M�b�‚�o�w  CIFS �±�”
�Ì�T�’�w�Ö�”�´�x�z character-encoding �ž�Ä�æ�Ï�á�”�Ä�T�’���È�¤�ï�¯�”�Ã�Ÿ�ï�¬�‹�›�'	•�`�‡�b�{

�¯�Ú�ï�Å  �Þ�”�Å �Í�w
¯�x�z�\�w�¯�Ú�ï�Å�›�Ö�—�p�V�”�Þ�”�Å�›�Ô�`�o�M�‡�b�{

�¯�Ú�ï�Å�d�º

�–�;	Í�w�̈ � �Å�å� �ï webvpn character-encoding �ž�Ä�æ�Ï�á�”�Ä�w�‹�q�x�Ÿ�s�”���È�¤�ï�¯�”�Ã�Ÿ�ï�¬�U
ž�A�s�b�‚�o�w
CIFS �±�”�Ì�t�0�b�”  file-encoding �¤�ï�Ä�æ�›�Ö�—�`�‡�b�{

CIFS �±�”�Ì�T�’  WebVPN �â�”�²�t�¼�¢�ï�é�”�Å�^�•�h  WebVPN �Ù�”�»�ç  �Ö�”�´�x�z�±�”�Ì�›�Ý
���b�”  WebVPN file-encoding �ž�Ä�æ�Ï�á�”�Ä�w�‹�›
Ö�ø�=�`�‡�b�{ 
Ö�ø�=�U�æ�˜�•�s�T�l�h	Ô�ù�x�z
character-encoding �ž�Ä�æ�Ï�á�”�Ä�w�‹�›�'	•�`�‡�b�{�æ�Þ�”�Ä  �â�”�²�w�Ò�å�¢�²�x�z�\�w�‹�›���È
�¤�ï�¯�”�Ã�Ÿ�ï�¬  �·�¿�Ä�w�¤�ï�Ä�æ�t�Ú�¿�Ð�ï�¬�`�o�z�–�;�b�”�&
~�s���È�·�¿�Ä�›�>���`�‡�b�{
WebVPN �¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï�p  CIFS �±�”�Ì�;�w  file-encoding �¤�ï�Ä�æ�U�¦���^�•�o�s�X�z
character-encoding �ž�Ä�æ�Ï�á�”�Ä�‹
ƒ���^�•�o�M�s�M	Ô�ù�z WebVPN �Ù�”�»�ç  �Ö�”�´�x�‹�›�¦���`

charset �7�G  40 ���È�T�’
R�”���È�»�p�z http://www.iana.org/assignments/character-sets
�p�›���^�•�o�M�”���®�s���È�·�¿�Ä�w�M�c�•�T�t
ì�p�b�”�‹�w�{ 	Í�G�w�Ö�”
�´�t�Ô�^�•�o�M�”���È�·�¿�Ä�w�Ê
²�‡�h�x�¤� �æ�ž�µ�w�M�c�•�T�›�–�;�p
�V�‡�b�{�h�q�Q�y�z iso-8859-1�z shift_jis�z ibm850 �s�r�p�b�{

�\�w���È�»�x�z�G���È�q	–���È�U�à���^�•�‡�d�œ�{�¯�Ú�ï�Å  � �ï�»�Ó�æ�»
�x�z�·�©�á�æ�Â�Ÿ  �ž�Ó�å� �ž�ï�µ  �¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï�p�z�G���È�›	–
���È�t�!�õ�`�‡�b�{

server-ip-addr ���È�¤�ï�¯�”�Ã�Ÿ�ï�¬�›�¦���b�”  CIFS �±�”�Ì�w  IP �ž�Å�è�µ�¢�Å�¿�Ä  10 
�

¯�G�£�{

server-name ���È�¤�ï�¯�”�Ã�Ÿ�ï�¬�›�¦���b�”  CIFS �±�”�Ì�w�Ê
²�{

�·�©�á�æ�Â�Ÿ  �ž�Ó�å� �ž�ï�µ�x�¦���`�h�G���È�•	–���È�›�-�Ë�`�‡�b�U�z
�Ê
²�›�±�”�Ì�q	°�ù�b�”	Ô�ù�x�G���È�q	–���È�w�à���›�Á�¹�`�‡�b�{

�¯�Ú�ï�Å  �Þ�”�Å

�Ñ�•� �ž�¢�¥�”�ç  �Þ�”�Å �·�©�á�æ�Â�Ÿ  �¯�ï�Â�©�µ�Ä

�ç�”�Â�¿�Å �•�a �³�ï�¬�ç

�Ú�ç�½

�¯�ï�Â�©�µ�Ä �³�µ�Â�Ü

WebVPN �¯ � ï �Ñ�Ÿ�ª �á�è�”
�³�ã�ï

• — • — —

�æ�æ�”�µ �!�Ë�º�0

7.1(1) �\�w�¯�Ú�ï�Å�U�‹�Ö�^�•�‡�`�h�{
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�‡�d�œ�{ WebVPN �Ù�”�»�ç  �Ö�”�´�U���È�¤�ï�¯�”�Ã�Ÿ�ï�¬�›�¦���`�s�M	Ô�ù�z�‡�h�x�Ò�å�¢�²�U
�±�Ù�”�Ä�`�o�M�s�M���È�¤�ï�¯�”�Ã�Ÿ�ï�¬�‹�›�¦���`�h	Ô�ù�z �æ�Þ�”�Ä  �Ò�å�¢�²�x�Ò�å�¢�²�×
��w
�Ã�Ñ�¥�ç�Ä  �¤�ï�¯�”�Ã�Ÿ�ï�¬�›�–�;�`�‡�b�{  

CIFS �±�”�Ì�t�&
~�s���È�¤�ï�¯�”�Ã�Ÿ�ï�¬�›�z�¿�¬�$�t�x  webvpn character-encoding �ž�Ä�æ�Ï�á�”
�Ä�t�‘�l�o�z �x���$�t�x  file-encoding �w	Í	{�V�t�‘�l�o�Ú�¿�Ð�ï�¬�b�”�\�q�p�z �Ö�”�´�q�‰�7�t�Ñ�•
� �ç�Ê�•�Ã�Ÿ�è�«�Ä�æ  �Í�µ�›�&
~�t�è�ï�¼�æ�ï�¬�b�”�\�q�U
ž�A�s	Ô�ù�t�x�z CIFS �Ö�”�´�w
Y�¬
�s	r�g�q
¯�Ô�U�D�ó�t�s�“�‡�b�{

�¢�«�£ character-encoding �w�‹�S�‘�|  file-encoding �w�‹�x�z �Ò�å�¢�²�t�‘�l�o�–�;�^�•�”�Ñ�¥�ï�Ä  �Ñ�•�Û�æ
�›
		†�b�”�‹�w�p�x�K�“�‡�d�œ�{ �Ô�Š�   Shift_JIS ���È�¤�ï�¯�”�Ã�Ÿ�ï�¬�›�–�;�`�o�M�”	Ô�ù�z �Ñ�¥
�ï�Ä  �Ñ�•�Û�æ�›�Ö�•�8�Q�”�t�x�z �Í�w�«�p�Ô�b�‘�O�t  webvpn �§�µ�»�Ú� �¸�”�³�ã�ï  �¯�Ú�ï�Å  �Þ�”
�Å�p  page style �¯�Ú�ï�Å�›�–�;�`�o�\�•�’�w�‹�w
ƒ���›���Š�”�T�z webvpn �§�µ�»�Ú� �¸�”�³�ã�ï
�¯�Ú�ï�Å  �Þ�”�Å�p  no page style �¯�Ú�ï�Å�›�Ö�—�`�o�z�Ñ�¥�ï�Ä  �Ñ�•�Û�æ�›�_	†�b�”
ž�A�U�K�“�‡
�b�{

�« �Í�w�«�p�x�z �®CISCO-server-jp�¯�q�M�O�Ê
²�w  CIFS �±�”�Ì�w  file-encoding �ž�Ä�æ�Ï�á�”�Ä�U�Ô�Š� 
Shift_JIS ���È�›�±�Ù�”�Ä�b�”�‘�O�t
ƒ���`�z�Ñ�¥�ï�Ä  �Ñ�•�Û�æ�›�_	†�`�z�Ã�Ñ�¥�ç�Ä�w
�� 	í�›�-
�Ë�`�o�M�‡�b�{

hostname(config)# webvpn
hostname(config-webvpn)# file-encoding CISCO-server-jp shift_jis
F1-asa1(config-webvpn)# customization DfltCustomization
F1-asa1(config-webvpn-custom)# page style background-color:white
F1-asa1(config-webvpn-custom)# 

� Í �w�«�p�x�z CIFS �±�” � Ì  10.86.5.174 �w file-encoding �ž �Ä�æ�Ï �á� ” �Ä�U  IBM860�¢�¤�   �æ�ž�µ
�®CP860� �̄£�©�ß�å�«�»�›�±�Ù�”�Ä�b�”�‘�O�t
ƒ���`�‡�b�{

hostname(config)# webvpn
hostname(config-webvpn)# file-encoding 10.86.5.174 cp860
hostname(config-webvpn)

���È�¯�Ú�ï�Å �¯�Ú�ï�Å 
†�Ì

character-encoding �b�‚�o�w  WebVPN �Ù�”�»�ç  �Ö�”�´�¢ WebVPN �¯�ï�Ñ�Ÿ�ª�á
�è�”�³�ã�ï�w  file-encoding �¤�ï�Ä�æ�p�¦���^�•�h�±�”�Ì�T�’
�w�Ö�”�´�›	†�X�£�p�–�;�^�•�”�¬�é�”�Ì�ç�s���È�¤�ï�¯�”
�Ã�Ÿ�ï�¬�›�¦���`�‡�b�{

show running-config [all] webvpn WebVPN �w�î�æ�¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï�›
¯�Ô�`�‡�b�{�Ã
�Ñ�¥�ç�Ä�w�¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï�›���Š�”�t�x�z all �©�”
�ë�”�Å�›�–�;�`�‡�b�{

debug webvpn cifs Common Internet File System �t���b�”�Ã�Ì�¿�¬  �Ý�¿�·�”�´�›

¯�Ô�`�‡�b�{
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filter
�\�w�¬�ç�”�Ó  �Ù�æ�³�”�‡�h�x�â�”�²�Ê�w  WebVPN 
€���t�–�;�b�”�ž�«�·�µ  �æ�µ�Ä�w�Ê
²�›�¦���b
�”�t�x�z webvpn �Þ�”�Å�p  filter  �¯�Ú�ï�Å�›�–�;�`�‡�b�{ filter none �¯�Ú�ï�Å�›
C�æ�`�o�^
R�^�•�h
�È�ç�‹�›���‰�ž�«�·�µ  �æ�µ�Ä�›�_	†�b�”�t�x�z�\�w�¯�Ú�ï�Å�w  no ���Ü�›�–�;�`�‡�b�{ no �¦�Ó�³�ã
�ï�›�–�;�b�”�q�z�‹�›���w�¬�ç�”�Ó  �Ù�æ�³�”�T�’�'	•�p�V�‡�b�{�Ñ�Ÿ�ç�»�‹�›�'	•�`�s�M�‘�O�t�b
�”�t�x�z filter value none �¯�Ú�ï�Å�›�–�;�`�‡�b�{  

ACL �›
ƒ���`�o�z�\�w�â�”�²�‡�h�x�¬�ç�”�Ó  �Ù�æ�³�”�t�m�M�o�z�^�‡�_�‡�s�»� �Ó�w�Ä�å�Ñ�Ÿ�¿
�«�›�•�D�‡�h�x�‹
q�`�‡�b�{ �Í�t�z filter  �¯�Ú�ï�Å�›�–�;�`�o�z �\�•�’�w  ACL �›  WebVPN �Ä�å�Ñ�Ÿ�¿
�«�t�&�;�`�‡�b�{

filter { value ACLname | none}

no filter

�³�ï�»�¿�«�µ�w
†�Ì

�Ã�Ñ�¥�ç�Ä WebVPN �ž�«�·�µ  �æ�µ�Ä�x�z filter  �¯�Ú�ï�Å�›�–�;�`�o�¦���b�”�‡�p�&�;�^�•�‡�d�œ�{

�¯�Ú�ï�Å  �Þ�”�Å �Í�w
¯�x�z�\�w�¯�Ú�ï�Å�›�Ö�—�p�V�”�Þ�”�Å�›�Ô�`�o�M�‡�b�{

�¯�Ú�ï�Å�d�º

�–�;	Í�w�̈ � �Å�å� �ï WebVPN �x�z vpn-filter  �¯�Ú�ï�Å�p���[�^�•�h  ACL �›�–�;�`�‡�d�œ�{

�« �Í�w�«�x�z FirstGroup �q�M�O�Ê
²�w�¬�ç�”�Ó  �Ù�æ�³�”�w  acl_in �q�M�O�Ê
²�w�ž�«�·�µ  �æ�µ�Ä�›�z�|
	Z�b�Ñ�Ÿ�ç�»�›
ƒ���b�”�M�O�›�Ô�`�o�M�‡�b�{

hostname(config)#  group-policy FirstGroup attributes
hostname(config-group-policy)# webvpn
hostname(config-group-webvpn)#  filter acl_in

none webvpntype �ž�«�·�µ  �æ�µ�Ä�U�s�M�\�q�›�Ô�`�‡�b�{�È�ç�‹�›
ƒ���`�o�z
�ž�«�·�µ  �æ�µ�Ä�›�‹
q�`�‡�b�{�ž�«�·�µ  �æ�µ�Ä�›���w�¬�ç�”�Ó  �Ù�æ�³�”
�T�’�'	•�`�s�M�‘�O�t�`�‡�b�{

value ACLname 
ƒ���A�ˆ�ž�«�·�µ  �æ�µ�Ä�w�Ê
²�›�¦���`�‡�b�{

�¯�Ú�ï�Å  �Þ�”�Å

�Ñ�•� �ž�¢�¥�”�ç  �Þ�”�Å �·�©�á�æ�Â�Ÿ  �¯�ï�Â�©�µ�Ä

�ç�”�Â�¿�Å �•�a �³�ï�¬�ç

�Ú�ç�½

�¯�ï�Â�©�µ�Ä �³�µ�Â�Ü

WebVPN �Þ�”�Å • • — — •

�æ�æ�”�µ �!�Ë�º�0

7.0(1)(1) �\�w�¯�Ú�ï�Å�U�‹�Ö�^�•�‡�`�h�{
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���È�¯�Ú�ï�Å �¯�Ú�ï�Å 
†�Ì

access-list �ž�«�·�µ  �æ�µ�Ä�›�^
R�`�‡�b�{�‡�h�x�z�¼�¢�ï�é�”�Å�D�ó�s�ž�«�·�µ  �æ
�µ�Ä�›�–�;�`�‡�b�{

webvpn �¬�ç�”�Ó  �Ù�æ�³�”  �¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï  �Þ�”�Å�‡�h�x�â�”�²�Ê�¯�ï
�Ñ�Ÿ�ª�á�è�”�³�ã�ï  �Þ�”�Å�p�–�;�`�‡�b�{ WebVPN �Þ�”�Å�t�Ö�l�o�z�¬
�ç�”�Ó  �Ù�æ�³�”�‡�h�x�â�”�²�Ê�t�&�;�b�”�Í�å�Ý�”�»�›
ƒ���p�V�”�‘�O
�t�`�‡�b�{  

webvpn �¬�é�”�Ì�ç  �¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï  �Þ�”�Å�p�–�;�`�‡�b�{ WebVPN �w�¬
�é�”�Ì�ç  �¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï�‹�›
ƒ���p�V�‡�b�{
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filter activex
�·�©�á�æ�Â�Ÿ  �ž�Ó�å� �ž�ï�µ�›�è�a�b�”  HTTP �Ä�å�Ñ�Ÿ�¿�«�w  ActiveX �¦�Ò�´�£�«�Ä�›�_	†�b�”�t
�x�z�¬�é�”�Ì�ç  �¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï  �Þ�”�Å�p  filter activex �¯�Ú�ï�Å�›�–�;�`�‡�b�{�\�w�¯�ï
�Ñ�Ÿ�ª�á�è�”�³�ã�ï�›�_	†�b�”�t�x�z�\�w�¯�Ú�ï�Å�w  no ���Ü�›�–�;�`�‡�b�{  

filter activex | java <port> [-<port>] | except <local_ip> <mask> <foreign_ip> <foreign_mask>

no filter activex | java <port> [-<port>] | except <local_ip> <mask> <foreign_ip> <foreign_mask>

�³�ï�»�¿�«�µ�w
†�Ì

�Ã�Ñ�¥�ç�Ä �\�w�¯�Ú�ï�Å�x�z�Ã�Ñ�¥�ç�Ä�p�x�Ã�Ÿ�·�”�Ò�ç�t�s�l�o�M�‡�b�{

�¯�Ú�ï�Å  �Þ�”�Å �Í�w
¯�x�z�\�w�¯�Ú�ï�Å�›�Ö�—�p�V�”�Þ�”�Å�›�Ô�`�o�M�‡�b�{

�¯�Ú�ï�Å�d�º

�–�;	Í�w�̈ � �Å�å� �ï ActiveX �¦�Ò�´�£�«�Ä�x�z�-�¢�^�•�h�É�¿�Ä�ë�”�«	Í�w�×�µ�Ä�•�±�”�Ì�›�È�8�b�”�\�q�›�è�$�q�`
�h�¯�”�Å�›���œ�p�M�”	Ô�ù�U�K�”�h�Š�z�·�©�á�æ�Â�Ÿ  �æ�µ�«�t�s�”�ª�•�U�K�“�‡�b�{ filter  activex
�¯�Ú�ï�Å�›�–�;�`�o�z ActiveX �¦�Ò�´�£�«�Ä�›�Ã�Ÿ�·�”�Ò�ç�t�p�V�‡�b�{  

ActiveX �¯�ï�Ä�é�”�ç�x�z�Ž
²�x  OLE �¯�ï�Ä�é�”�ç�‡�h�x  OCX �¯�ï�Ä�é�”�ç�q�z�y�•�o�S�“�z web
�Ö�”�´�‡�h�x���w�ž�Ó�æ�­�”�³�ã�ï�t
à�Ö�p�V�”�¯�ï�Ù�”�É�ï�Ä�p�b�{�\�•�’�w�¯�ï�Ä�é�”�ç�t
�x�z	Ø�C�w	)	B�•
¯�Ô�t�–�;�b�”�h�Š�w�§�µ�»�Ü  �Ñ�¥�”�Ü�•�z�§�è�ï�¼�z��
:�w�±�”�Å�Í�”�Â�Ÿ

port �Ñ�Ÿ�ç�»�æ�ï�¬�w�&�;�0	Å�q�s�”  TCP �Ù�”�Ä�{�°
`�$�t�z�\�•�x�Ù�”�Ä
21 �p�b�U�z���w�‹�p�‹	!�Z�Ö�•�’�•�‡�b�{ http  �‡�h�x  url  �æ�Â�å�ç�›�Ù�”
�Ä 21 �t�–�;�p�V�‡�b�{�•�D�^�•�”�‹�w
c�“�x  0 �™ 65535 �p�b�{

-port �¢�¦�Ó�³�ã�ï�£�Ù�”�Ä�w
c�“�›�¦���`�‡�b�{

except 
Œ�æ�w filter  	Ú�E�t�0�b�”�«�Ž�›�^
R�`�‡�b�{

local_ip �·�©�á�æ�Â�Ÿ  �è�Õ�ç�U�7�‹�ô�M�z �ž�«�·�µ�U�A�{�^�•�o�M�”� �ï�»�”�Ñ�£
� �µ�w  IP �ž�Å�è�µ�{�\�w�ž�Å�è�µ�t  0.0.0.0�¢�y	V���x  0�£�›
ƒ���`�o�z�b
�‚�o�w�×�µ�Ä�›�¦���p�V�‡�b�{  

mask local_ip �w�É�¿�Ä�ë�”�«  �Ú�µ�«�{ 0.0.0.0�¢�y	V���x  0�£�›�–�;�`�o�z�b�‚�o
�w�×�µ�Ä�›�¦���p�V�‡�b�{

foreign_ip �·�©�á�æ�Â�Ÿ  �è�Õ�ç�U�7�‹�ÿ�M�z �ž�«�·�µ�U�A�{�^�•�o�M�”� �ï�»�”�Ñ�£
� �µ�w  IP �ž�Å�è�µ�{ 0.0.0.0�¢�y	V���x  0�£�›�–�;�`�o�z�b�‚�o�w�×�µ�Ä�›
�¦���p�V�‡�b�{

foreign_mask foreign_ip �w�É�¿�Ä�ë�”�«  �Ú�µ�«�{	×�t�›���w�Ú�µ�«�‹�›�¦���`�‡�b�{
0.0.0.0�¢�y	V���x  0�£�›�–�;�`�o�z�b�‚�o�w�×�µ�Ä�›�¦���p�V�‡�b�{

�¯�Ú�ï�Å  �Þ�”�Å

�Ñ�•� �ž�¢�¥�”�ç  �Þ�”�Å �·�©�á�æ�Â�Ÿ  �¯�ï�Â�©�µ�Ä

�ç�”�Â�¿�Å �•�a �³�ï�¬�ç

�Ú�ç�½

�¯�ï�Â�©�µ�Ä �³�µ�Â�Ü

�¬�é�”�Ì�ç  �¯�ï�Ñ�Ÿ�ª�á�è�”
�³�ã�ï

• • • • •

�æ�æ�”�µ �!�Ë�º�0

�7�� �\�w�¯�Ú�ï�Å�x�7���w�‹�w�p�b�{
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�Ñ�¥�”�Ü�U�K�“�‡�b�{�U	[�q�`�o�x�z ActiveX �t�x�z�É�¿�Ä�ë�”�«  �«�å� �ž�ï�Ä�t�0�`�o�I�\�”�D
�ó
Q�w�K�”�ð�J�z�h�q�Q�y�z�ë�”�«�µ�Â�”�³�ã�ï	Ë�•�w
C
\�z�É�¿�Ä�ë�”�«  �·�©�á�æ�Â�Ÿ�ð�J�w�‹
�Ö�z�‡�h�x�±�”�Ì�•�w�È�8�q�M�O�‘�O�s�ð�J�U
:���X
\�a�o�M�‡�b�{  

filter  activex �¯�Ú�ï�Å�x�z HTML Web �Ö�”�´�º�p�¯�Ý�ï�Ä  �ž�¢�Ä�b�”�\�q�t�‘�“  HTML <object> �¯
�Ú�ï�Å�›�Ò�é�¿�«�`�‡�b�{ HTML �Ñ�•� �ç�w  ActiveX �Ñ�Ÿ�ç�»�æ�ï�¬�x�z <APPLET> �q  </APPLET>
�S�‘�|  <OBJECT CLASSID> �q  </OBJECT> �»�¬�›�¯�Ý�ï�Ä�p
¬�R�$�t�”�V�õ�Q�”�\�q�t�‘�“�î�æ
�^�•�‡�b�{�Ö�•� �»�¬�w�Ñ�Ÿ�ç�»�æ�ï�¬�x�z�Ä�¿�Ó  �è�Õ�ç�w�»�¬�›�¯�Ý�ï�Ä�t�!�õ�b�”�\�q�p�±
�Ù�”�Ä�^�•�o�M�‡�b�{  

�«�™ <object> �»�¬�x�z Java �ž�Ó�è�¿�Ä�z� �Ý�”�´  �Ñ�•� �ç�z�S�‘�|�Ú�ç�½�Ý�Ã�Ÿ�ž  �¦�Ò�´�£�«�Ä�p�‹
�–�;�^�•�‡�b�U�z�\�•�’�‹�z�\�w�¯�Ú�ï�Å�t�‘�l�o�Ò�é�¿�«�^�•�‡�b�{

<object> �»�¬�‡�h�x  </object> HTML �»�¬�U�É�¿�Ä�ë�”�«  �Í�­�¿�Ä���p
ü�Â�^�•�o�M�”	Ô�ù�z�‡�h
�x�»�¬�º�w�¯�”�Å�U  MTU �º�w�Ì� �Ä
:�‘�“�‹�Õ�M	Ô�ù�z�·�©�á�æ�Â�Ÿ  �ž�Ó�å� �ž�ï�µ�x�»�¬�›�Ò
�é�¿�«�p�V�‡�d�œ�{  

ActiveX �Ò�é�¿�©�ï�¬�x�z alias �¯�Ú�ï�Å�p�€	°�^�•�o�M�”  IP �ž�Å�è�µ�t�â�”�²�U�ž�«�·�µ�`�h	Ô
�ù�z�‡�h�x  WebVPN �Ä�å�Ñ�Ÿ�¿�«�w	Ô�ù�x�î�æ�^�•�‡�d�œ�{

�¢�«�£ �Ù�”�Ä  80 �t�0�`�o  filter activex �¯�Ú�ï�Å�›  inspect im �¯�Ú�ï�Å�q�ž�t
ƒ���b�”�q�z inspect im �¯�Ú
�ï�Å�x�Ã�Ÿ�·�”�Ò�ç�t�s�“�‡�b�{

�« �Í�w�«�p�x�z�b�‚�o�w
C	ô
€���p  Activex �¦�Ò�´�£�«�Ä�U�Ò�é�¿�«�^�•�”�‘�O�t�¦���`�‡�b�{

hostname(config)# filter activex 80 0 0 0 0

�\�w�¯�Ú�ï�Å�x�z�Ù�”�Ä  80 	Í�t�S�M�o�z�K�’�•�”�é�”�§�ç  �×�µ�Ä�T�’�R�o�z�K�’�•�”�Ž
æ�×�µ�Ä

€���•�²�T�O  Web �Ä�å�Ñ�Ÿ�¿�«�t  ActiveX �¦�Ò�´�£�«�Ä�w�Ò�é�¿�©�ï�¬�U�&�;�^�•�”�\�q�›�¦��
�`�‡�b�{  

���È�¯�Ú�ï�Å �¯�Ú�ï�Å 
†�Ì

filter url �Ä�å�Ñ�Ÿ�¿�«�›  URL �Ñ�Ÿ�ç�»�æ�ï�¬  �±�”�Ì�t�²�Z�o
ù�“�‡�b�{

filter java �·�©�á�æ�Â�Ÿ  �ž�Ó�å� �ž�ï�µ�›�è�a�b�”  HTTP �Ä�å�Ñ�Ÿ�¿�«�T�’
Java �ž�Ó�è�¿�Ä�›�_	†�`�‡�b�{

show running-config filter �Ñ�Ÿ�ç�»�æ�ï�¬  �¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï�›
¯�Ô�`�‡�b�{

url-block �Ñ�Ÿ�ç�»�æ�ï�¬  �±�”�Ì�T�’�w�Ñ�Ÿ�ç�»�æ�ï�¬�>���›�4�l�o�M�”���z
Web �±�”�Ì�w� �t�t�–�;�^�•�”  URL �Ì�¿�Ñ�•�›���g�`�‡�b�{

url-server filter  �¯�Ú�ï�Å�p�–�;�b�”  N2H2 �±�”�Ì�‡�h�x  Websense �±�”�Ì�›�¦
���`�‡�b�{  
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filter ftp
Websense �±�”�Ì�‡�h�x  N2H2 �±�”�Ì�t�‘�“�Ñ�Ÿ�ç�»�æ�ï�¬�^�•�”  FTP �Ä�å�Ñ�Ÿ�¿�«�›�¦���b�”�t
�x�z�¬�é�”�Ì�ç  �¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï  �Þ�”�Å�p  filter  ftp  �¯�Ú�ï�Å�›�–�;�`�‡�b�{�\�w�¯�ï�Ñ�Ÿ
�ª�á�è�”�³�ã�ï�›�_	†�b�”�t�x�z�\�w�¯�Ú�ï�Å�w  no ���Ü�›�–�;�`�‡�b�{  

filter ftp  <port> [-<port>] | except <local_ip> <mask> <foreign_ip> <foreign_mask> [allow] 
[interact-block]

no filter ftp  <port> [-<port>] | except <local_ip> <mask> <foreign_ip> <foreign_mask> [allow] 
[interact-block]

�³�ï�»�¿�«�µ�w
†�Ì

�Ã�Ñ�¥�ç�Ä �\�w�¯�Ú�ï�Å�x�z�Ã�Ñ�¥�ç�Ä�p�x�Ã�Ÿ�·�”�Ò�ç�t�s�l�o�M�‡�b�{

�¯�Ú�ï�Å  �Þ�”�Å �Í�w
¯�x�z�\�w�¯�Ú�ï�Å�›�Ö�—�p�V�”�Þ�”�Å�›�Ô�`�o�M�‡�b�{

�¯�Ú�ï�Å�d�º

port �Ñ�Ÿ�ç�»�æ�ï�¬�w�&�;�0	Å�q�s�”  TCP �Ù�”�Ä�{�°
`�$�t�z�\�•�x�Ù�”�Ä  21
�p�b�U�z���w�‹�p�‹	!�Z�Ö�•�’�•�‡�b�{�Ù�”�Ä  80 �w�E�˜�“�t�z ftp  �æ�Â�å
�ç�›�–�;�p�V�‡�b�{

-port �¢�¦�Ó�³�ã�ï�£�Ù�”�Ä�w
c�“�›�¦���`�‡�b�{

except 
Œ�æ�w filter  	Ú�E�t�0�b�”�«�Ž�›�^
R�`�‡�b�{

local_ip �·�©�á�æ�Â�Ÿ  �è�Õ�ç�U�7�‹�ô�M�z�ž�«�·�µ�U�A�{�^�•�o�M�”� �ï�»�”�Ñ�£
� �µ�w  IP �ž�Å�è�µ�{�\�w�ž�Å�è�µ�t  0.0.0.0�¢�y	V���x  0�£�›
ƒ���`�o�z�b
�‚�o�w�×�µ�Ä�›�¦���p�V�‡�b�{  

mask local_ip �w�É�¿�Ä�ë�”�«  �Ú�µ�«�{ 0.0.0.0�¢�y	V���x  0�£�›�–�;�`�o�z�b�‚�o
�w�×�µ�Ä�›�¦���p�V�‡�b�{

foreign_ip �·�©�á�æ�Â�Ÿ  �è�Õ�ç�U�7�‹�ÿ�M�z�ž�«�·�µ�U�A�{�^�•�o�M�”� �ï�»�”�Ñ�£
� �µ�w  IP �ž�Å�è�µ�{ 0.0.0.0�¢�y	V���x  0�£�›�–�;�`�o�z�b�‚�o�w�×�µ�Ä�›
�¦���p�V�‡�b�{

foreign_mask foreign_ip �w�É�¿�Ä�ë�”�«  �Ú�µ�«�{ 	×�t�›���w�Ú�µ�«�‹�›�¦���`�‡�b�{ 0.0.0.0
�¢�y	V���x  0�£�›�–�;�`�o�z�b�‚�o�w�×�µ�Ä�›�¦���p�V�‡�b�{

allow �¢�¦�Ó�³�ã�ï�£�±�”�Ì�U�b�;�p�V�s�Z�•�y�z
C	ô
€���x�Ñ�Ÿ�ç�»�æ�ï�¬�s�`
�p�·�©�á�æ�Â�Ÿ  �ž�Ó�å� �ž�ï�µ�›�è�a�`�‡�b�{�\�w�¦�Ó�³�ã�ï�›	²�t�`�h
	Ô�ù�z�S�‘�|  N2H2 �±�”�Ì�‡�h�x  Websense �±�”�Ì�U�¦�Ñ�å� �ï�w	Ô�ù�z�·
�©�á�æ�Â�Ÿ  �ž�Ó�å� �ž�ï�µ�x
C	ô�Ù�”�Ä  80�¢ Web�£�Ä�å�Ñ�Ÿ�¿�«�›�z N2H2
�±�”�Ì�‡�h�x  Websense �±�”�Ì�U�¦�ï�å� �ï�t�í�”�‡�p�z���­�`�‡�b�{

interact-block �¢�¦�Ó�³�ã�ï�£�â�”�²�U�0�é���w  FTP �Ó�é�¬�å�Ü�›�–�;�`�o  FTP �±�”�Ì�t

€���`�s�M�‘�O�t�`�‡�b�{

�¯�Ú�ï�Å  �Þ�”�Å

�Ñ�•� �ž�¢�¥�”�ç  �Þ�”�Å �·�©�á�æ�Â�Ÿ  �¯�ï�Â�©�µ�Ä

�ç�”�Â�¿�Å �•�a �³�ï�¬�ç

�Ú�ç�½

�¯�ï�Â�©�µ�Ä �³�µ�Â�Ü

�¬�é�”�Ì�ç  �¯�ï�Ñ�Ÿ�ª�á�è�”
�³�ã�ï

• • • • •

�æ�æ�”�µ �!�Ë�º�0

�7�� �\�w�¯�Ú�ï�Å�x�7���w�‹�w�p�b�{
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�–�;	Í�w�̈ � �Å�å� �ï filter ftp  �¯�Ú�ï�Å�x�z Websense �±�”�Ì�‡�h�x  N2H2 �±�”�Ì�t�‘�l�o�Ñ�Ÿ�ç�»�æ�ï�¬�^�•�”  FTP �Ä�å
�Ñ�Ÿ�¿�«�›�›���`�‡�b�{  

�\�w�;�ó�›� �É�”�Ò�ç�t�`�h�™�p�z�â�”�²�U  FTP GET �A�{�›�±�”�Ì�t
C�æ�b�”�q�z�·�©�á�æ�Â�Ÿ
�ž�Ó�å� �ž�ï�µ�x  FTP �±�”�Ì�q  Websense �±�”�Ì�‡�h�x  N2H2 �±�”�Ì�t�‰�Ì�t�A�{�›
ù	ô�`�‡�b�{
Websense �±�”�Ì�‡�h�x  N2H2 �±�”�Ì�U
€���›�•�D�b�”	Ô�ù�z�·�©�á�æ�Â�Ÿ  �ž�Ó�å� �ž�ï�µ�x
Y	×
�s  FTP �w�í�“�¯�”�Å�U�!�Ë�^�•�c�t�â�”�²�t�x�a�b�”�\�q�›�•�`�‡�b�{�h�q�Q�y�z
Y	×�s�í�“�¯�”
�Å�x�® 250: CWD command successful�¯�p�b�{

Websense �±�”�Ì�‡�h�x  N2H2 �±�”�Ì�U
€���›�‹
q�b�”	Ô�ù�z�·�©�á�æ�Â�Ÿ  �ž�Ó�å� �ž�ï�µ�x�z FTP
�w�í�“�¯�”�Å�›
€���U�‹
q�^�•�h�\�q�›
¯�Ô�b�”�‘�O�t�!�Ë�`�‡�b�{�h�q�Q�y�z�·�©�á�æ�Â�Ÿ  �ž�Ó
�å� �ž�ï�µ�x�¯�”�Å  250 �›�® 550 Requested file is prohibited by URL filtering policy�¯�t�!�Ë�`�‡�b

�¢ Websense �x  FTP GET �¯�Ú�ï�Å�i�Z�›�Ñ�Ÿ�ç�»�æ�ï�¬�`�z PUT �¯�Ú�ï�Å�x�Ñ�Ÿ�ç�»�æ�ï�¬�`�‡�d
�œ�£�{

interactive-block �¦�Ó�³�ã�ï�›�–�;�`�o�z�Ã�Ÿ�è�«�Ä�æ  �Í�µ
¶�.�›���™�`�s�M�0�é��  FTP �·�¿�³�ã
�ï�›�w�W�‡�b�{�0�é��  FTP �«�å� �ž�ï�Ä�p�x�z�â�”�²�x�Í�µ
¶�.�›�Ö�—�d�c�t�Ã�Ÿ�è�«�Ä�æ�›�!�Ë
�p�V�‡�b�{�h�q�Q�y�z�â�”�²�x  cd /public/files �w�E�˜�“�t  cd ./files �›�Ö�—�b�”�D�ó
Q�U�K�“�‡�b�{
�\�•�’�w�¯�Ú�ï�Å�›�–�;�b�”
²�t�z URL �Ñ�Ÿ�ç�»�æ�ï�¬  �±�”�Ì�›�¦���`�o� �É�”�Ò�ç�t�b�”
ž�A
�U�K�“�‡�b�{  

�« �Í�w�«�x�z FTP �Ñ�Ÿ�ç�»�æ�ï�¬�›� �É�”�Ò�ç�t�b�”�M�O�›�Ô�`�o�M�‡�b�{

hostname(config)# url-server (perimeter) host 10.0.1.1
hostname(config)# filter ftp 21 0 0 0 0
hostname(config)# filter ftp except 10.0.2.54 255.255.255.255 0 0

���È�¯�Ú�ï�Å �¯�Ú�ï�Å 
†�Ì

filter https Websense �±�”�Ì�‡�h�x  N2H2 �±�”�Ì�t�‘�l�o�Ñ�Ÿ�ç�»�æ�ï�¬�^�•
�”  HTTPS �Ä�å�Ñ�Ÿ�¿�«�›�¦���`�‡�b�{

filter java �·�©�á�æ�Â�Ÿ  �ž�Ó�å� �ž�ï�µ�›�è�a�b�”  HTTP �Ä�å�Ñ�Ÿ�¿�«�T�’
Java �ž�Ó�è�¿�Ä�›�_	†�`�‡�b�{

filter url �Ä�å�Ñ�Ÿ�¿�«�›  URL �Ñ�Ÿ�ç�»�æ�ï�¬  �±�”�Ì�t�²�Z�o
ù�“�‡�b�{

show running-config filter �Ñ�Ÿ�ç�»�æ�ï�¬  �¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï�›
¯�Ô�`�‡�b�{

url-block �Ñ�Ÿ�ç�»�æ�ï�¬  �±�”�Ì�T�’�w�Ñ�Ÿ�ç�»�æ�ï�¬�>���›�4�l�o�M�”���z
Web �±�”�Ì�w� �t�t�–�;�^�•�”  URL �Ì�¿�Ñ�•�›���g�`�‡�b�{

url-server filter  �¯�Ú�ï�Å�p�–�;�b�”  N2H2 �±�”�Ì�‡�h�x  Websense �±�”�Ì�›�¦
���`�‡�b�{  
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filter https
N2H2 �±�”�Ì�‡�h�x  Websense �±�”�Ì�t�‘�“�Ñ�Ÿ�ç�»�æ�ï�¬�^�•�”  HTTPS �Ä�å�Ñ�Ÿ�¿�«�›�¦���b�”
�t�x�z�¬�é�”�Ì�ç  �¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï  �Þ�”�Å�p  filter  https �¯�Ú�ï�Å�›�–�;�`�‡�b�{�\�w�¯�ï
�Ñ�Ÿ�ª�á�è�”�³�ã�ï�›�_	†�b�”�t�x�z�\�w�¯�Ú�ï�Å�w  no ���Ü�›�–�;�`�‡�b�{  

filter https  <port> [-<port>] | except <local_ip> <mask> <foreign_ip> <foreign_mask> [allow]

no filter https <port> [-<port>] | except <local_ip> <mask> <foreign_ip> <foreign_mask> [allow]

�³�ï�»�¿�«�µ�w
†�Ì

�Ã�Ñ�¥�ç�Ä �\�w�¯�Ú�ï�Å�x�z�Ã�Ñ�¥�ç�Ä�p�x�Ã�Ÿ�·�”�Ò�ç�t�s�l�o�M�‡�b�{

�¯�Ú�ï�Å  �Þ�”�Å �Í�w
¯�x�z�\�w�¯�Ú�ï�Å�›�Ö�—�p�V�”�Þ�”�Å�›�Ô�`�o�M�‡�b�{

�¯�Ú�ï�Å�d�º

port �Ñ�Ÿ�ç�»�æ�ï�¬�w�&�;�0	Å�q�s�”  TCP �Ù�”�Ä�{�°
`�$�t�z�\�•�x�Ù�”�Ä
443 �p�b�U�z���w�‹�p�‹	!�Z�Ö�•�’�•�‡�b�{�Ù�”�Ä  443 �w�E�˜�“�t�z https
�æ�Â�å�ç�›�–�;�p�V�‡�b�{

-port �¢�¦�Ó�³�ã�ï�£�Ù�”�Ä�w
c�“�›�¦���`�‡�b�{

except �¢�¦�Ó�³�ã�ï�£
Œ�æ�w  filter  	Ú�E�t�0�b�”�«�Ž�›�^
R�`�‡�b�{

local_ip �·�©�á�æ�Â�Ÿ  �è�Õ�ç�U�7�‹�ô�M�z �ž�«�·�µ�U�A�{�^�•�o�M�”� �ï�»�”�Ñ�£
� �µ�w  IP �ž�Å�è�µ�{�\�w�ž�Å�è�µ�t  0.0.0.0�¢�y	V���x  0�£�›
ƒ���`�o�z�b
�‚�o�w�×�µ�Ä�›�¦���p�V�‡�b�{  

mask local_ip �w�É�¿�Ä�ë�”�«  �Ú�µ�«�{ 0.0.0.0�¢�y	V���x  0�£�›�–�;�`�o�z�b�‚�o
�w�×�µ�Ä�›�¦���p�V�‡�b�{

foreign_ip �·�©�á�æ�Â�Ÿ  �è�Õ�ç�U�7�‹�ÿ�M�z �ž�«�·�µ�U�A�{�^�•�o�M�”� �ï�»�”�Ñ�£
� �µ�w  IP �ž�Å�è�µ�{ 0.0.0.0�¢�y	V���x  0�£�›�–�;�`�o�z�b�‚�o�w�×�µ�Ä�›
�¦���p�V�‡�b�{

foreign_mask foreign_ip �w�É�¿�Ä�ë�”�«  �Ú�µ�«�{	×�t�›���w�Ú�µ�«�‹�›�¦���`�‡�b�{
0.0.0.0�¢�y	V���x  0�£�›�–�;�`�o�z�b�‚�o�w�×�µ�Ä�›�¦���p�V�‡�b�{

allow �¢�¦�Ó�³�ã�ï�£�±�”�Ì�U�b�;�p�V�s�Z�•�y�z
C	ô
€���x�Ñ�Ÿ�ç�»�æ�ï�¬�s
�`�p�·�©�á�æ�Â�Ÿ  �ž�Ó�å� �ž�ï�µ�›�è�a�`�‡�b�{ �\�w�¦�Ó�³�ã�ï�›	²�t�`
�h	Ô�ù�z�S�‘�|  N2H2 �±�”�Ì�‡�h�x  Websense �±�”�Ì�U�¦�Ñ�å� �ï�w	Ô�ù�z
�·�©�á�æ�Â�Ÿ  �ž�Ó�å� �ž�ï�µ�x
C	ô�Ù�”�Ä  443 �Ä�å�Ñ�Ÿ�¿�«�›�z N2H2
�±�”�Ì�‡�h�x  Websense �±�”�Ì�U�¦�ï�å� �ï�t�í�”�‡�p�z���­�`�‡�b�{

�¯�Ú�ï�Å  �Þ�”�Å

�Ñ�•� �ž�¢�¥�”�ç  �Þ�”�Å �·�©�á�æ�Â�Ÿ  �¯�ï�Â�©�µ�Ä

�ç�”�Â�¿�Å �•�a �³�ï�¬�ç

�Ú�ç�½

�¯�ï�Â�©�µ�Ä �³�µ�Â�Ü

�¬�é�”�Ì�ç  �¯�ï�Ñ�Ÿ�ª�á�è�”
�³�ã�ï

• • • • •

�æ�æ�”�µ �!�Ë�º�0

�7�� �\�w�¯�Ú�ï�Å�x�7���w�‹�w�p�b�{
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�–�;	Í�w�̈ � �Å�å� �ï �·�©�á�æ�Â�Ÿ  �ž�Ó�å� �ž�ï�µ�x�z�Ž
æ  Websense �‡�h�x  N2H2 �Ñ�Ÿ�ç�»�æ�ï�¬  �±�”�Ì�›�–�;�`�o�z
HTTPS �±� �Ä�S�‘�|  FTP �±� �Ä�w�Ñ�Ÿ�ç�»�æ�ï�¬�›�±�Ù�”�Ä�`�‡�b�{

HTTPS �Ñ�Ÿ�ç�»�æ�ï�¬�x�z�±� �Ä�U�•�D�^�•�s�M	Ô�ù�t  SSL 
€���É�°�³�¤�”�³�ã�ï�w�ì�ƒ�›�w�Y
�\�q�t�‘�“�ˆ�^�`�‡�b�{�Ò�å�¢�²�t�x�z �®The Page or the content cannot be displayed�¯�s�r�w�¤�å�”
�Ý�¿�·�”�´�U
¯�Ô�^�•�‡�b�{

HTTPS �w�¯�ï�Â�ï�À�x�‰�ø�=�^�•�o�M�”�h�Š�z�·�©�á�æ�Â�Ÿ  �ž�Ó�å� �ž�ï�µ�x�Ã�Ÿ�è�«�Ä�æ�S�‘
�|�Ñ�•� �ç�Ê�w	Ø�C�s�`�p  URL �ç�¿�«�ž�¿�Ó�›
ù	ô�`�‡�b�{

�« �Í�w�«�p�x�z 10.0.2.54 �×�µ�Ä�T�’�w
€���›	†�X�z�b�‚�o�w
C	ô  HTTPS 
€���›�Ñ�Ÿ�ç�»�æ�ï�¬�`�‡
�b�{

hostname(config)# url-server (perimeter) host 10.0.1.1
hostname(config)# filter https 443 0 0 0 0
hostname(config)# filter https except 10.0.2.54 255.255.255.255 0 0

���È�¯�Ú�ï�Å �¯�Ú�ï�Å 
†�Ì

filter activex �·�©�á�æ�Â�Ÿ  �ž�Ó�å� �ž�ï�µ�›�è�a�b�”  HTTP �Ä�å�Ñ�Ÿ�¿�«�T�’
ActiveX �¦�Ò�´�£�«�Ä�›�_	†�`�‡�b�{

filter java �·�©�á�æ�Â�Ÿ  �ž�Ó�å� �ž�ï�µ�›�è�a�b�”  HTTP �Ä�å�Ñ�Ÿ�¿�«�T�’
Java �ž�Ó�è�¿�Ä�›�_	†�`�‡�b�{

filter url �Ä�å�Ñ�Ÿ�¿�«�›  URL �Ñ�Ÿ�ç�»�æ�ï�¬  �±�”�Ì�t�²�Z�o
ù�“�‡�b�{

show running-config filter �Ñ�Ÿ�ç�»�æ�ï�¬  �¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï�›
¯�Ô�`�‡�b�{

url-block �Ñ�Ÿ�ç�»�æ�ï�¬  �±�”�Ì�T�’�w�Ñ�Ÿ�ç�»�æ�ï�¬�>���›�4�l�o�M�”���z
Web �±�”�Ì�w� �t�t�–�;�^�•�”  URL �Ì�¿�Ñ�•�›���g�`�‡�b�{

url-server filter  �¯�Ú�ï�Å�p�–�;�b�”  N2H2 �±�”�Ì�‡�h�x  Websense �±�”�Ì�›�¦
���`�‡�b�{  
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filter java
�·�©�á�æ�Â�Ÿ  �ž�Ó�å� �ž�ï�µ�›�è�a�b�”  HTTP �Ä�å�Ñ�Ÿ�¿�«�T�’  Java �ž�Ó�è�¿�Ä�›�_	†�b�”�t�x�z
�¬�é�”�Ì�ç  �¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï  �Þ�”�Å�p  filter  java �¯�Ú�ï�Å�›�–�;�`�‡�b�{ �\�w�¯�ï�Ñ�Ÿ�ª�á
�è�”�³�ã�ï�›�_	†�b�”�t�x�z�\�w�¯�Ú�ï�Å�w  no ���Ü�›�–�;�`�‡�b�{  

filter java  {[ port[-port]  | except } local_ip local_mask foreign_ip foreign_mask]

no filter java {[ port[-port]  | except } local_ip local_mask foreign_ip foreign_mask]

�³�ï�»�¿�«�µ�w
†�Ì

�Ã�Ñ�¥�ç�Ä �\�w�¯�Ú�ï�Å�x�z�Ã�Ñ�¥�ç�Ä�p�x�Ã�Ÿ�·�”�Ò�ç�t�s�l�o�M�‡�b�{

�¯�Ú�ï�Å  �Þ�”�Å �Í�w
¯�x�z�\�w�¯�Ú�ï�Å�›�Ö�—�p�V�”�Þ�”�Å�›�Ô�`�o�M�‡�b�{

�¯�Ú�ï�Å�d�º

�–�;	Í�w�̈ � �Å�å� �ï Java �ž�Ó�è�¿�Ä�x�z�-�¢�^�•�h�É�¿�Ä�ë�”�«	Í�w�×�µ�Ä�•�±�”�Ì�›�È�8�b�”�\�q�›�è�$�q�`�h�¯�”
�Å�›���œ�p�M�”	Ô�ù�U�K�”�h�Š�z�·�©�á�æ�Â�Ÿ  �æ�µ�«�t�s�”�ª�•�U�K�“�‡�b�{ filter java  �¯�Ú�ï�Å
�›�–�;�`�o�z Java �ž�Ó�è�¿�Ä�›�_	†�p�V�‡�b�{  

filter java  �¯�Ú�ï�Å�x�z
C	ô
€���T�’�·�©�á�æ�Â�Ÿ  �ž�Ó�å� �ž�ï�µ�t�&�”  Java �ž�Ó�è�¿�Ä�›�Ñ�Ÿ�ç
�»�æ�ï�¬�`�‡�b�{�â�”�²�x�z�¾�V���V  HTML �Ö�”�´�›	!	ô�p�V�‡�b�U�z�ž�Ó�è�¿�Ä�t�0�b�”  Web
�Ö�”�´�w�¹�”�µ�U�¯�Ý�ï�Ä  �ž�¢�Ä�^�•�”�h�Š�z�ž�Ó�è�¿�Ä�x�î�æ�p�V�‡�d�œ�{ filter java  �¯�Ú�ï�Å
�x  WebVPN �Ä�å�Ñ�Ÿ�¿�«�›�Ñ�Ÿ�ç�»�æ�ï�¬�`�‡�d�œ�{

port �Ñ�Ÿ�ç�»�æ�ï�¬�w�&�;�0	Å�q�s�”  TCP �Ù�”�Ä�{�°
`�$�t�z�\�•�x�Ù�”�Ä
80 �p�b�U�z���w�‹�p�‹	!�Z�Ö�•�’�•�‡�b�{�Ù�”�Ä  80 �w�E�˜�“�t�z http  �‡
�h�x  url  �æ�Â�å�ç�›�–�;�p�V�‡�b�{

port-port �¢�¦�Ó�³�ã�ï�£�Ù�”�Ä�w
c�“�›�¦���`�‡�b�{

except �¢�¦�Ó�³�ã�ï�£
Œ�æ�w  filter  	Ú�E�t�0�b�”�«�Ž�›�^
R�`�‡�b�{

local_ip �·�©�á�æ�Â�Ÿ  �è�Õ�ç�U�7�‹�ô�M�z �ž�«�·�µ�U�A�{�^�•�o�M�”� �ï�»�”�Ñ�£
� �µ�w  IP �ž�Å�è�µ�{�\�w�ž�Å�è�µ�t  0.0.0.0�¢�y	V���x  0�£�›
ƒ���`�o�z�b
�‚�o�w�×�µ�Ä�›�¦���p�V�‡�b�{  

local_mask local_ip �w�É�¿�Ä�ë�”�«  �Ú�µ�«�{ 0.0.0.0�¢�y	V���x  0�£�›�–�;�`�o�z�b�‚�o
�w�×�µ�Ä�›�¦���p�V�‡�b�{

foreign_ip �·�©�á�æ�Â�Ÿ  �è�Õ�ç�U�7�‹�ÿ�M�z �ž�«�·�µ�U�A�{�^�•�o�M�”� �ï�»�”�Ñ�£
� �µ�w  IP �ž�Å�è�µ�{ 0.0.0.0�¢�y	V���x  0�£�›�–�;�`�o�z�b�‚�o�w�×�µ�Ä�›
�¦���p�V�‡�b�{

foreign_mask foreign_ip �w�É�¿�Ä�ë�”�«  �Ú�µ�«�{	×�t�›���w�Ú�µ�«�‹�›�¦���`�‡�b�{
0.0.0.0�¢�y	V���x  0�£�›�–�;�`�o�z�b�‚�o�w�×�µ�Ä�›�¦���p�V�‡�b�{

�¯�Ú�ï�Å  �Þ�”�Å

�Ñ�•� �ž�¢�¥�”�ç  �Þ�”�Å �·�©�á�æ�Â�Ÿ  �¯�ï�Â�©�µ�Ä

�ç�”�Â�¿�Å �•�a �³�ï�¬�ç

�Ú�ç�½

�¯�ï�Â�©�µ�Ä �³�µ�Â�Ü

�¬�é�”�Ì�ç  �¯�ï�Ñ�Ÿ�ª�á�è�”
�³�ã�ï

• • • • •

�æ�æ�”�µ �!�Ë�º�0

�7�� �\�w�¯�Ú�ï�Å�x�7���w�‹�w�p�b�{
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applet �‡�h�x  /applet HTML �»�¬�U�É�¿�Ä�ë�”�«  �Í�­�¿�Ä���p
ü�Â�^�•�o�M�”	Ô�ù�z �‡�h�x�»�¬�º�w
�¯�”�Å�U  MTU �º�w�Ì� �Ä
:�‘�“�‹�Õ�M	Ô�ù�z�·�©�á�æ�Â�Ÿ  �ž�Ó�å� �ž�ï�µ�x�»�¬�›�Ò�é�¿�«�p�V
�‡�d�œ�{ Java �ž�Ó�è�¿�Ä�x�z <object> �»�¬�t���‡�•�o�M�”�\�q�U
ü�T�l�o�M�•�y�z filter activex �¯
�Ú�ï�Å�›�–�;�`�o�_	†�`�‡�b�{  

�¢�«�£ �Ù�”�Ä  80 �t�0�`�o  filter java  �¯�Ú�ï�Å�›  inspect im �¯�Ú�ï�Å�q�ž�t
ƒ���b�”�q�z inspect im �¯�Ú�ï
�Å�x�Ã�Ÿ�·�”�Ò�ç�t�s�“�‡�b�{

�« �Í�w�«�p�x�z�b�‚�o�w
C	ô
€���p  Java �ž�Ó�è�¿�Ä�U�Ò�é�¿�«�^�•�”�‘�O�t�¦���`�‡�b�{

hostname(config)#  filter java 80 0 0 0 0

�\�w�¯�Ú�ï�Å�x�z�Ù�”�Ä  80 	Í�t�S�M�o�z�K�’�•�”�é�”�§�ç  �×�µ�Ä�T�’�R�o�z�K�’�•�”�Ž
æ�×�µ�Ä

€���•�²�T�O  Web �Ä�å�Ñ�Ÿ�¿�«�t  Java �Ò�é�¿�©�ï�¬�U�&�;�^�•�”�\�q�›�¦���`�‡�b�{  

�Í�w�«�p�x�z�-�¢�^�•�h�É�¿�Ä�ë�”�«	Í�w�×�µ�Ä�t  Java �ž�Ó�è�¿�Ä�›�¼�¢�ï�é�”�Å�b�”�\�q�›�Ò
�é�¿�«�`�‡�b�{

hostname(config)# filter java http 192.168.3.3 255.255.255.255 0 0

�\�w�¯�Ú�ï�Å�x�z�×�µ�Ä  192.168.3.3 �U Java �ž�Ó�è�¿�Ä�›�¼�¢�ï�é�”�Å�`�s�M�‘�O�t�`�‡�b�{

���È�¯�Ú�ï�Å �¯�Ú�ï�Å 
†�Ì

filter activex �·�©�á�æ�Â�Ÿ  �ž�Ó�å� �ž�ï�µ�›�è�a�b�”  HTTP �Ä�å�Ñ�Ÿ�¿�«�T�’
ActiveX �¦�Ò�´�£�«�Ä�›�_	†�`�‡�b�{

filter url �Ä�å�Ñ�Ÿ�¿�«�›  URL �Ñ�Ÿ�ç�»�æ�ï�¬  �±�”�Ì�t�²�Z�o
ù�“�‡�b�{

show running-config filter �Ñ�Ÿ�ç�»�æ�ï�¬  �¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï�›
¯�Ô�`�‡�b�{

url-server filter  �¯�Ú�ï�Å�p�–�;�b�”  N2H2 �±�”�Ì�‡�h�x  Websense �±�”�Ì�›�¦
���`�‡�b�{  
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filter url
�Ä�å�Ñ�Ÿ�¿�«�›  URL �Ñ�Ÿ�ç�»�æ�ï�¬  �±�”�Ì�t�²�Z�o
ù�”�t�x�z�¬�é�”�Ì�ç  �¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã
�ï  �Þ�”�Å�p  filter  url  �¯�Ú�ï�Å�›�–�;�`�‡�b�{�\�w�¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï�›�_	†�b�”�t�x�z�\�w
�¯�Ú�ï�Å�w  no ���Ü�›�–�;�`�‡�b�{  

filter url  <port> [-<port>] | except <local_ip> <mask> <foreign_ip> <foreign_mask> [allow] 
[cgi-truncate] [longurl-truncate | longurl-deny] [proxy-block]

no filter url  <port> [-<port>] | except <local_ip> <mask> <foreign_ip> <foreign_mask> [allow] 
[cgi-truncate] [longurl-truncate | longurl-deny] [proxy-block]

�³�ï�»�¿�«�µ�w
†�Ì

�Ã�Ñ�¥�ç�Ä �\�w�¯�Ú�ï�Å�x�z�Ã�Ñ�¥�ç�Ä�p�x�Ã�Ÿ�·�”�Ò�ç�t�s�l�o�M�‡�b�{

allow �±�”�Ì�U�b�;�p�V�s�Z�•�y�z
C	ô
€���x�Ñ�Ÿ�ç�»�æ�ï�¬�s�`�p�·�©�á�æ
�Â�Ÿ  �ž�Ó�å� �ž�ï�µ�›�è�a�`�‡�b�{�\�w�¦�Ó�³�ã�ï�›	²�t�`�h	Ô�ù�z�S�‘
�|  N2H2 �±�”�Ì�‡�h�x  Websense �±�”�Ì�U�¦�Ñ�å� �ï�w	Ô�ù�z �·�©�á�æ�Â�Ÿ
�ž�Ó�å� �ž�ï�µ�x
C	ô�Ù�”�Ä  80�¢ Web�£�Ä�å�Ñ�Ÿ�¿�«�›�z N2H2 �±�”�Ì�‡
�h�x  Websense �±�”�Ì�U�¦�ï�å� �ï�t�í�”�‡�p�z���­�`�‡�b�{

cgi_truncate URL �w�Í�å�Ý�”�»  �æ�µ�Ä�t  CGI �µ�«�æ�Ó�Ä�s�r�w�Y�ð
Ö�¢ ?�£�T�’�•�‡�”
�æ�µ�Ä�U�K�”	Ô�ù�x�z�Y�ð
Ö�›���‰�Y�ð
Ö�Ž�ñ�w�b�‚�o�w���È�›�_	†�b�”
�\�q�t�‘�“�z�Ñ�Ÿ�ç�»�æ�ï�¬  �±�”�Ì�t
ù	ô�^�•�h  URL �›
~�“�ú�o�‡�b�{  

except 
Œ�æ�w filter  	Ú�E�t�0�b�”�«�Ž�›�^
R�`�‡�b�{

foreign_ip �·�©�á�æ�Â�Ÿ  �è�Õ�ç�U�7�‹�ÿ�M�z �ž�«�·�µ�U�A�{�^�•�o�M�”� �ï�»�”�Ñ�£
� �µ�w  IP �ž�Å�è�µ�{ 0.0.0.0�¢�y	V���x  0�£�›�–�;�`�o�z�b�‚�o�w�×�µ�Ä�›
�¦���p�V�‡�b�{

foreign_mask foreign_ip �w�É�¿�Ä�ë�”�«  �Ú�µ�«�{	×�t�›���w�Ú�µ�«�‹�›�¦���`�‡�b�{
0.0.0.0�¢�y	V���x  0�£�›�–�;�`�o�z�b�‚�o�w�×�µ�Ä�›�¦���p�V�‡�b�{

http �Ù�”�Ä  80 �›�¦���`�‡�b �¢�Ù�”�Ä  80 �›�Ô�b  80 �w�E�˜�“�t  http  �‡�h�x  www
�›�Ö�—�p�V�‡�b�£ �{

local_ip �·�©�á�æ�Â�Ÿ  �è�Õ�ç�U�7�‹�ô�M�z �ž�«�·�µ�U�A�{�^�•�o�M�”� �ï�»�”�Ñ�£
� �µ�w  IP �ž�Å�è�µ�{�\�w�ž�Å�è�µ�t  0.0.0.0�¢�y	V���x  0�£�›
ƒ���`�o�z�b
�‚�o�w�×�µ�Ä�›�¦���p�V�‡�b�{  

local_mask local_ip �w�É�¿�Ä�ë�”�«  �Ú�µ�«�{ 0.0.0.0�¢�y	V���x  0�£�›�–�;�`�o�z�b�‚�o
�w�×�µ�Ä�›�¦���p�V�‡�b�{

longurl-deny URL �U URL �Ì�¿�Ñ�•  �±� �¶�w
M�v�›�Ò�Q�o�M�”	Ô�ù�z�‡�h�x  URL �Ì�¿
�Ñ�•�U�b�;�p�V�s�M	Ô�ù�t�z URL �A�{�›�‹
q�`�‡�b�{

longurl-truncate URL �U URL �Ì�¿�Ñ�•�w
M�v�›�Ò�Q�o�M�”	Ô�ù�z
C	ô�×�µ�Ä�Ê�‡�h�x
C	ô
IP �ž�Å�è�µ�i�Z�›  N2H2 �‡�h�x  Websense �±�”�Ì�t
ù	ô�`�‡�b�{

mask �Ú�™�w�Ú�µ�«�{

-port �¢�¦�Ó�³�ã�ï�£�Ñ�Ÿ�ç�»�æ�ï�¬�w�&�;�0	Å�q�s�”  TCP �Ù�”�Ä�{�°
`�$�t�z
�\�•�x�Ù�”�Ä  80 �p�b�U�z���w�‹�p�‹	!�Z�Ö�•�’�•�‡�b�{�Ù�”�Ä  80 �w�E�˜
�“�t�z http �‡�h�x  url  �æ�Â�å�ç�›�–�;�p�V�‡�b�{�Ë� �Ñ�ï�w�™�t  2 
j�è�w
�Ù�”�Ä�›�å�C�b�”�q�z�¦�Ó�³�ã�ï�p�Ù�”�Ä�w
c�“�›�¦���`�‡�b�{

proxy-block �â�”�²�U  HTTP �Ó�é�©�³  �±�”�Ì�t
€���p�V�s�M�‘�O�t�`�‡�b�{

url �·�©�á�æ�Â�Ÿ  �ž�Ó�å� �ž�ï�µ�›�è�a�b�”�Ã�”�»�T�’  URL �›�Ñ�Ÿ�ç�»�æ�ï
�¬�`�‡�b�{
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�¯�Ú�ï�Å  �Þ�”�Å �Í�w
¯�x�z�\�w�¯�Ú�ï�Å�›�Ö�—�p�V�”�Þ�”�Å�›�Ô�`�o�M�‡�b�{

�¯�Ú�ï�Å�d�º

�–�;	Í�w�̈ � �Å�å� �ï filter url  �¯�Ú�ï�Å�›�–�;�b�”�\�q�p�z N2H2 �‡�h�x  Websense �Ñ�Ÿ�ç�»�æ�ï�¬  �ž�Ó�æ�­�”�³�ã�ï�›
�–�;�`�o�¦�Ô�`�h  World Wide Web URL �t�z
C	ô�â�”�²�U�ž�«�·�µ�`�s�M�‘�O�t�`�‡�b�{

�¢�«�£ filter  url  �¯�Ú�ï�Å�›�î�æ�b�”�t�x�z�Ä
²�t  url-server �¯�Ú�ï�Å�›
ƒ���b�”
ž�A�U�K�“�‡�b�{  

filter  url  �¯�Ú�ï�Å�w  allow �¦�Ó�³�ã�ï�x�z N2H2 �±�”�Ì�‡�h�x  Websense �±�”�Ì�U�¦�Ñ�å� �ï�t�s�l
�h	Ô�ù�w�·�©�á�æ�Â�Ÿ  �ž�Ó�å� �ž�ï�µ�w�ˆ�^�›�>���`�‡�b�{ filter  url  �¯�Ú�ï�Å�p  allow �¦�Ó�³�ã�ï
�›�–�;�`�o�M�”	Ô�ù�z N2H2 �±�”�Ì�‡�h�x  Websense �±�”�Ì�U�¦�Ñ�å� �ï�t�s�”�q�z�Ù�”�Ä  80 �Ä�å
�Ñ�Ÿ�¿�«�x�Ñ�Ÿ�ç�»�æ�ï�¬�s�`�p�·�©�á�æ�Â�Ÿ  �ž�Ó�å� �ž�ï�µ�›�è�a�`�‡�b�{ allow �¦�Ó�³�ã�ï�s
�`�w	Ô�ù�z�±�”�Ì�U�¦�Ñ�å� �ï�t�s�”�q�z�·�©�á�æ�Â�Ÿ  �ž�Ó�å� �ž�ï�µ�x�±�”�Ì�U�¦�ï�å� �ï�t�í
�”�‡�p
C	ô�Ù�”�Ä  80�¢ Web�£�w�Ä�å�Ñ�Ÿ�¿�«�›���­�b�”�T�z�‡�h�x���w  URL �±�”�Ì�U�b�;�p�V�”
	Ô�ù�x�z�Í�w  URL �±�”�Ì�t
M�š�›�I�`�‡�b�{  

�¢�«�£ allow �¦�Ó�³�ã�ï�U
ƒ���^�•�o�M�”	Ô�ù�z N2H2 �±�”�Ì�‡�h�x  Websense �±�”�Ì�U�¦�Ñ�å� �ï�t�s�”
�q�z�·�©�á�æ�Â�Ÿ  �ž�Ó�å� �ž�ï�µ�x
M�š�›�E�8�±�”�Ì�t�I�`�‡�b�{

N2H2 �±�”�Ì�‡�h�x  Websense �±�”�Ì�x�z�·�©�á�æ�Â�Ÿ  �ž�Ó�å� �ž�ï�µ�q�ž�t�ˆ�^�`�o�z�'�À�w�·
�©�á�æ�Â�Ÿ  �Ù�æ�³�”�t�,�n�M�o�z�â�”�²�U  Web �±� �Ä�t�ž�«�·�µ�b�”�\�q�›�‹
q�`�‡�b�{

�Ñ�Ÿ�ç�»�æ�ï�¬  �±�”�Ì�w�–�;

Websense �Ó�é�Ä�¯�ç  Version 4 �x�z�¬�ç�”�Ó�q�â�”�²�Ê�w�Ý	Â�›�z�×�µ�Ä�q�·�©�á�æ�Â�Ÿ  �ž�Ó�å� 
�ž�ï�µ�w���p� �É�”�Ò�ç�t�`�‡�b�{ �·�©�á�æ�Â�Ÿ  �ž�Ó�å� �ž�ï�µ�U�â�”�²�Ê�w�ç�¿�«�ž�¿�Ó�›�î�æ
�`�z�Í�t�z Websense �±�”�Ì�U  URL �Ñ�Ÿ�ç�»�æ�ï�¬�q�â�”�²�Ê�é�ª�ï�¬�›	r�g�`�‡�b�{  

N2H2 �±�”�Ì�x�z IFP Server �›�î�æ�`�o�M�”  Windows �ë�”�«�µ�Â�”�³�ã�ï�¢ 2000�z NT�z�‡�h�x  XP�£
�p�K�“�z
*	‘�b�”�7	–�Ý�Þ�æ�q�`�o  512 MB RAM �›�e�L�`�o�M�”
ž�A�U�K�“�‡�b�{�‡�h�z N2H2
�±�”�Ï�µ�;�w�Õ�M  URL �w�±�Ù�”�Ä�x�z Websense �w	Í�v�‘�“�‹	—�s�M  3 KB �t
M�v�^�•�‡�b�{

Websense �Ó�é�Ä�¯�ç�w  Version 4 �t�x�z�Í�w�;�ó�¦�Á�U�K�“�‡�b�{

• URL �Ñ�Ÿ�ç�»�æ�ï�¬�›�–�;�b�”�q�z�·�©�á�æ�Â�Ÿ  �ž�Ó�å� �ž�ï�µ�x�z
C	ô  URL �A�{�›  
Websense �±�”�Ì	Í�t���[�^�•�o�M�”�Ù�æ�³�”�q	°�ù�`�o�½�£�¿�«�`�‡�b�{

• �â�”�²�Ê�é�ª�ï�¬�x�z Websense �±�”�Ì	Í�w�â�”�²�Ê�z�¬�ç�”�Ó�z�S�‘�|�Å�Ý� �ï�Ê�›�å
{�`�‡
�b�{

�¯�Ú�ï�Å  �Þ�”�Å

�Ñ�•� �ž�¢�¥�”�ç  �Þ�”�Å �·�©�á�æ�Â�Ÿ  �¯�ï�Â�©�µ�Ä

�ç�”�Â�¿�Å �•�a �³�ï�¬�ç

�Ú�ç�½

�¯�ï�Â�©�µ�Ä �³�µ�Â�Ü

�¬�é�”�Ì�ç  �¯�ï�Ñ�Ÿ�ª�á�è�”
�³�ã�ï

• • • • •

�æ�æ�”�µ �!�Ë�º�0

�7�� �\�w�¯�Ú�ï�Å�x�7���w�‹�w�p�b�{
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• �â�”�²�Ê�ç�¿�«�ž�¿�Ó�›�–�;�b�”�q�z �·�©�á�æ�Â�Ÿ  �ž�Ó�å� �ž�ï�µ�U�â�”�²�Ý	Â�Â�”�Ò�ç�›�–
�;�`�o�z�×�µ�Ä�w  IP �ž�Å�è�µ�›�â�”�²�Ê�t�Ú�¿�Ð�ï�¬�p�V�‡�b�{

Websense �t���b�”	Ø�C�x�z�Í�w  Web �±� �Ä�p�b�;�p�V�‡�b�{

http://www.websense.com/


ƒ��	�	q

�Í�w	�	q�›�î�æ�`�o�z URL �Ñ�Ÿ�ç�»�æ�ï�¬�›�æ�M�‡�b�{

�µ�Â�¿�Ó  1 N2H2 �±�”�Ì�‡�h�x  Websense �±�”�Ì�t  url-server �¯�Ú�ï�Å�w�˜�p�b�”�Õ�ï�¼�”�{���w���Ü�›�¦�Ô�`
�‡�b�{

�µ�Â�¿�Ó  2 filter  �¯�Ú�ï�Å�p�Ñ�Ÿ�ç�»�æ�ï�¬�›� �É�”�Ò�ç�t�`�‡�b�{

�µ�Â�¿�Ó  3 
ž�A�t� �a�o�z url-cache �¯�Ú�ï�Å�›�–�;�`�o�z�µ�ç�”�Ó�¿�Ä�›�~
³�`�‡�b�{�h�i�`�z�\�w�¯�Ú�ï�Å
�x  Websense �é�¬�›�ž�¿�Ó�Ã�”�Ä�`�s�M�h�Š�z Websense �ž�§�¢�ï�Â�Ÿ�ï�¬  �è�Ù�”�Ä�t�è�¹�›�)�Q�”
�D�ó
Q�U�K�“�‡�b�{ url-cache �¯�Ú�ï�Å�›�–�;�b�”
²�t  Websense �î�æ�é�¬�›	B�Š�‡�b�{

�µ�Â�¿�Ó  4 show url-cache statistics �¯�Ú�ï�Å�S�‘�|  show perfmon �¯�Ú�ï�Å�›�–�;�`�o�z �î�æ	Ø�C�›
¯�Ô�`�‡�b�{

�Õ�M URL �w�{�M

Websense �Ñ�Ÿ�ç�»�æ�ï�¬  �±�”�Ì�p�x�7�G  4 KB �w URL�z N2H2 �Ñ�Ÿ�ç�»�æ�ï�¬  �±�”�Ì�p�x�7�G  3
KB �w URL �U�±�Ù�”�Ä�^�•�o�M�‡�b�{

�7�G�w�•�D�±� �¶�‘�“�‹�Õ�M  URL �A�{�›	r�g�p�V�”�‘�O�t�b�”�t�x�z longurl-truncate �S�‘�|
cgi-truncate �¦�Ó�³�ã�ï�›�–�;�`�‡�b�{  

�7�G�±� �¶�‘�“�‹  URL �U�Õ�M	Ô�ù�z longurl-truncate �¦�Ó�³�ã�ï�‡�h�x  longurl-deny �¦�Ó�³�ã�ï�U
� �É�”�Ò�ç�t�s�l�o�M�s�M�q�z�Í�­�¿�Ä�x�·�©�á�æ�Â�Ÿ  �ž�Ó�å� �ž�ï�µ�t�‘�“�Å�é�¿�Ó�^�•�‡�b�{

longurl-truncate �¦�Ó�³�ã�ï�›�–�;�b�”�q�z �•�D�^�•�h�7�G�Õ�‘�“�‹  URL �U�Õ�M	Ô�ù�z�·�©�á�æ�Â�Ÿ
�ž�Ó�å� �ž�ï�µ�x  URL �w�×�µ�Ä�Ê�‡�h�x  IP �ž�Å�è�µ�w
æ
ü�i�Z�›
°�A�w�h�Š�t�Ñ�Ÿ�ç�»�æ�ï�¬
�±�”�Ì�t
ù	ô�`�‡�b�{�•�D�^�•�h�7�G�Õ�‘�“�‹  URL �U�Õ�M	Ô�ù�t
C	ô  URL �Ä�å�Ñ�Ÿ�¿�«�›�‹
q�b
�”�t�x�z longurl-deny �¦�Ó�³�ã�ï�›�–�;�`�‡�b�{

�Í�å�Ý�”�»�s�`�p  CGI �µ�«�æ�Ó�Ä�w	Ô	t�q�µ�«�æ�Ó�Ä�Ê�i�Z�U���‡�•�”�‘�O�t  CGI URL �›
~�“�ú
�o�”�t�x�z cgi-truncate �¦�Ó�³�ã�ï�›�–�;�`�‡�b�{ �Õ�M HTTP �A�{�w���X�x  CGI �A�{�p�b�{ �Í�å�Ý�”
�»  �æ�µ�Ä�U
‡	×�t�Õ�M	Ô�ù�z�Í�å�Ý�”�»  �æ�µ�Ä�›���‰�ì
¶�s  CGI �A�{�›�4�;�S�‘�|
ù	ô�b�”�q�z
�Ý�Þ�æ �æ�¹�”�µ�U�b�‚�o�–�˜�•�o�·�©�á�æ�Â�Ÿ  �ž�Ó�å� �ž�ï�µ�w�Í�Ñ�¥�”�Ú�ï�µ�t�è�¹�`�‡�b�{

HTTP � �t�w�Ì�¿�Ñ�•�æ�ï�¬

�Ã�Ñ�¥�ç�Ä�p�x�z�â�”�²�U�›���w  Web �±� �Ä�t
€���b�”�A�{�›
C�æ�b�”�q�z�·�©�á�æ�Â�Ÿ  �ž�Ó�å
� �ž�ï�µ�x  Web �±�”�Ì�q�Ñ�Ÿ�ç�»�æ�ï�¬  �±�”�Ì�t�‰�Ì�t�A�{�›
ù	ô�`�‡�b�{�Ñ�Ÿ�ç�»�æ�ï�¬  �±�”
�Ì�U  Web �¯�ï�Â�ï�À  �±�”�Ì�w
²�t� �t�`�s�M	Ô�ù�z Web �±�”�Ì�T�’�w� �t�x�Å�é�¿�Ó�^�•�‡�b�{
�\�•�U�j�¼�p�z Web �«�å� �ž�ï�Ä�T�’�x  Web �±�”�Ì�w� �t�U�—�•�o�M�”�‘�O�t�_�Q�‡�b�{

HTTP � �t�Ì�¿�Ñ�•�›� �É�”�Ò�ç�t�b�”�\�q�t�‘�“�z Web �¯�ï�Â�ï�À  �±�”�Ì�T�’�w� �t�x�Ì�¿�Ñ�•
�^�•�z�Ñ�Ÿ�ç�»�æ�ï�¬  �±�”�Ì�U
€���›�•�D�b�”�q�z� �t�x�A�{�`�h�â�”�²�t�8
ù�^�•�‡�b�{�\�•�t
�‘�“�z
C
\�b�”�D�ó
Q�w�K�”�—���›�w�W�‡�b�{
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HTTP �w� �t�Ì�¿�Ñ�•�›� �É�”�Ò�ç�t�b�”�t�x�z�Í�w�¯�Ú�ï�Å�›�Ö�—�`�‡�b�{

url-block block  block-buffer-limit

block-buffer �›�Ì�¿�Ñ�•�^�•�”�Ò�é�¿�«�w�7�G
:�p�”�V�õ�Q�‡�b�{�•�D�^�•�”�‹�x�z 1 �™ 128 �p�z�°
�S�t�Ì�¿�Ñ�•�^�•�”�\�q�U�D�ó�s  1,550 �Ì� �Ä�w�Ò�é�¿�«
:�›�¦���`�‡�b�{

�¢�«�£ �Ù�”�Ä  80 �t�0�`�o  filter url  �¯�Ú�ï�Å�›  inspect im �¯�Ú�ï�Å�q�ž�t
ƒ���b�”�q�z inspect im �¯�Ú�ï
�Å�x�Ã�Ÿ�·�”�Ò�ç�t�s�“�‡�b�{

�« �Í�w�«�p�x�z 10.0.2.54 �×�µ�Ä�T�’�w
€���›	†�X�z �b�‚�o�w
C	ô  HTTP 
€���›�Ñ�Ÿ�ç�»�æ�ï�¬�`�‡�b�{

hostname(config)# url-server (perimeter) host 10.0.1.1
hostname(config)# filter url 80 0 0 0 0
hostname(config)# filter url except 10.0.2.54 255.255.255.255 0 0

�Í�w�«�p�x�z�Ù�”�Ä  8080 	Í�p�æ�¿�µ�ï�b�”�Ó�é�©�³  �±�”�Ì�t�²�T�O
C	ô  HTTP 
€���›�b�‚�o�Ò
�é�¿�«�`�‡�b�{

hostname(config)# filter url 8080 0 0 0 0 proxy-block

���È�¯�Ú�ï�Å �¯�Ú�ï�Å 
†�Ì

filter activex �·�©�á�æ�Â�Ÿ  �ž�Ó�å� �ž�ï�µ�›�è�a�b�”  HTTP �Ä�å�Ñ�Ÿ�¿�«�T�’  ActiveX
�¦�Ò�´�£�«�Ä�›�_	†�`�‡�b�{

filter java �·�©�á�æ�Â�Ÿ  �ž�Ó�å� �ž�ï�µ�›�è�a�b�”  HTTP �Ä�å�Ñ�Ÿ�¿�«�T�’  Java �ž
�Ó�è�¿�Ä�›�_	†�`�‡�b�{

url-block  �Ñ�Ÿ�ç�»�æ�ï�¬  �±�”�Ì�T�’�w�Ñ�Ÿ�ç�»�æ�ï�¬�>���›�4�l�o�M�”���z Web
�±�”�Ì�w� �t�t�–�;�^�•�”  URL �Ì�¿�Ñ�•�›���g�`�‡�b�{

url-cache N2H2 �±�”�Ì�‡�h�x  Websense �±�”�Ì�T�’�w� �t�›�-�y�`�o�M�”���w  URL
�©�ß�¿�³�ï�¬�›� �É�”�Ò�ç�t�`�z�©�ß�¿�³�á�w�±� �¶�›
ƒ���`�‡�b�{

url-server filter  �¯�Ú�ï�Å�p�–�;�b�”  N2H2 �±�”�Ì�‡�h�x  Websense �±�”�Ì�›�¦���`�‡
�b�{  
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fips enable
�³�µ�Â�Ü�‡�h�x�Þ�´�á�”�ç�p  FIPS �t	j�Œ�b�”�h�Š�w�Ù�æ�³�”  �½�£�¿�«�›� �É�”�Ò�ç�‡�h�x�Ã�Ÿ
�·�”�Ò�ç�t�b�”�t�x�z fips enable �¯�Ú�ï�Å�‡�h�x  [no] fips enable �¯�Ú�ï�Å�›�–�;�`�‡�b�{

fips enable

[no] fips enable

�³�ï�»�¿�«�µ�w
†�Ì

�Ã�Ñ�¥�ç�Ä �\�w�¯�Ú�ï�Å�t�Ã�Ñ�¥�ç�Ä
ƒ���x�K�“�‡�d�œ�{

�¯�Ú�ï�Å  �Þ�”�Å �Í�w
¯�x�z�\�w�¯�Ú�ï�Å�›�Ö�—�p�V�”�Þ�”�Å�›�Ô�`�o�M�‡�b�{

�¯�Ú�ï�Å�d�º

�–�;	Í�w�̈ � �Å�å� �ï FIPS 	j�Œ�w�ˆ�^�Þ�”�Å�p�î�æ�b�”�t�x�z fips enable �¯�Ú�ï�Å�q�z�·�©�á�æ�Â�Ÿ  �Ù�æ�³�”�t�¦���^�•
�h
Y�`�M
ƒ���q�w�†�M�›�&�;�b�”
ž�A�U�K�“�‡�b�{�º
æ  API �x�z�î�æ�Ì�t
Y�`�M
ƒ���›�§
M�b�”�h
�Š�t�Ã�Ì� �µ�U� �æ�b�”�\�q�›�•�D�`�‡�b�{

�®fips enable� �̄U�µ�»�”�Ä�ž�¿�Ó  �¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï�t�K�”	Ô�ù�z FIPS POST �U�î�æ�^�•�o�z�Í
�w�¯�ï�¹�”�ç  �Ý�¿�·�”�´�U
¯�Ô�^�•�‡�b�{

Copyright (c) 1996-2005 by Cisco Systems, Inc.
Restricted Rights Legend

Use, duplication, or disclosure by the Government is subject to restrictions as set 
forth in subparagraph (c) of the Commercial Computer Software - Restricted Rights 
clause at FAR sec. 52.227-19 and subparagraph (c) (1) (ii) of the Rights in Technical 
Data and Computer Software clause at DFARS sec. 252.227-7013.
 
                Cisco Systems, Inc.
                170 West Tasman Drive
                San Jose, California 95134-1706
 
....
Cryptochecksum (unchanged): 6c6d2f77 ef13898e 682c9f94 9c2d5ba9
 
INFO: FIPS Power-On Self-Test in process.  Estimated completion in 90 seconds.
......................................................
INFO: FIPS Power-On Self-Test complete.
Type help or '?' for a list of available commands.
sw8-5520>

enable FIPS �t	j�Œ�b�”�h�Š�w�Ù�æ�³�”  �½�£�¿�«�›� �É�”�Ò�ç�‡�h�x�Ã�Ÿ�·�”�Ò
�ç�`�‡�b�{

�¯�Ú�ï�Å  �Þ�”�Å

�Ñ�•� �ž�¢�¥�”�ç  �Þ�”�Å �·�©�á�æ�Â�Ÿ  �¯�ï�Â�©�µ�Ä

�ç�”�Â�¿�Å �•�a �³�ï�¬�ç

�Ú�ç�½

�¯�ï�Â�©�µ�Ä �³�µ�Â�Ü

�¬�é�”�Ì�ç  �¯�ï�Ñ�Ÿ�ª�á�è�”
�³�ã�ï

— — • — —

�æ�æ�”�µ �!�Ë�º�0

7.0(4) �\�w�¯�Ú�ï�Å�U�‹�Ö�^�•�‡�`�h�{
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�« sw8-ASA(config)# fips enable

���È�¯�Ú�ï�Å �¯�Ú�ï�Å 
†�Ì

clear configure fips NVRAM �t�¨�ò�^�•�o�M�”�³�µ�Â�Ü�‡�h�x�Þ�´�á�”�ç�w  FIPS �¯�ï
�Ñ�Ÿ�ª�á�è�”�³�ã�ï	Ø�C�›	«�ˆ�`�‡�b�{

crashinfo console disable �Ñ�å�¿�³�á�t�0�b�”�«�å�¿�³�á	{�V���ˆ	Ø�C�w�¡�ˆ	��“�z	{�V��
�ˆ�z�S�‘�|
ƒ���›�Ã�Ÿ�·�”�Ò�ç�t�`�‡�b�{

fips self-test poweron �Í�ë�”�¦�ï  �·�ç�Ñ�Â�µ�Ä�›�î�æ�`�‡�b�{

show crashinfo console �Ñ�å�¿�³�á�t�0�b�”�«�å�¿�³�á	{�V���ˆ�w�¡�ˆ	��“�z	{�V���ˆ�z�S
�‘�|
ƒ���›�æ�M�‡�b�{  

show running-config fips �·�©�á�æ�Â�Ÿ  �ž�Ó�å� �ž�ï�µ	Í�p�î�æ�^�•�o�M�”  FIPS �¯�ï�Ñ�Ÿ
�ª�á�è�”�³�ã�ï�›
¯�Ô�`�‡�b�{
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fips self-test poweron
�Í�ë�”�¦�ï  �·�ç�Ñ�Â�µ�Ä�›�î�æ�b�”�t�x�z fips self-test powereon �¯�Ú�ï�Å�›�–�;�`�‡�b�{  

fips self-test poweron

�³�ï�»�¿�«�µ�w
†�Ì

�Ã�Ñ�¥�ç�Ä �\�w�¯�Ú�ï�Å�t�Ã�Ñ�¥�ç�Ä
ƒ���x�K�“�‡�d�œ�{

�¯�Ú�ï�Å  �Þ�”�Å �Í�w
¯�x�z�\�w�¯�Ú�ï�Å�›�Ö�—�p�V�”�Þ�”�Å�›�Ô�`�o�M�‡�b�{

�¯�Ú�ï�Å�d�º

�–�;	Í�w�̈ � �Å�å� �ï �\�w�¯�Ú�ï�Å�›�î�æ�b�”�q�z�Ã�Ì� �µ�x  FIPS 140-2 	j�Œ�t�A�{�^�•�”�b�‚�o�w�·�ç�Ñ�Â�µ�Ä�›�î�æ
�`�‡�b�{�Â�µ�Ä�x�z�‰�ø�ž�ç�°�æ�¶�Ü  �Â�µ�Ä�z�¹�Ñ�Ä�¢�£�ž
T�ù
Q�Â�µ�Ä�z�S�‘�|�«�æ�Â�Ÿ�§�ç�;
�ó�Â�µ�Ä�p�Ï
R�^�•�o�M�‡�b�{

�« sw8-5520(config)# fips self-test poweron

���È�¯�Ú�ï�Å

poweron �Í�ë�”�¦�ï  �·�ç�Ñ�Â�µ�Ä�›�î�æ�`�‡�b�{

�¯�Ú�ï�Å  �Þ�”�Å

�Ñ�•� �ž�¢�¥�”�ç  �Þ�”�Å �·�©�á�æ�Â�Ÿ  �¯�ï�Â�©�µ�Ä

�ç�”�Â�¿�Å �•�a �³�ï�¬�ç

�Ú�ç�½

�¯�ï�Â�©�µ�Ä �³�µ�Â�Ü

�›�V  EXEC • — • — —

�æ�æ�”�µ �!�Ë�º�0

7.0(4) �\�w�¯�Ú�ï�Å�U�‹�Ö�^�•�‡�`�h�{

�¯�Ú�ï�Å 
†�Ì

clear configure fips NVRAM �t�¨�ò�^�•�o�M�”�³�µ�Â�Ü�‡�h�x�Þ�´�á�”�ç�w  FIPS �¯�ï
�Ñ�Ÿ�ª�á�è�”�³�ã�ï	Ø�C�›	«�ˆ�`�‡�b�{

crashinfo console disable �Ñ�å�¿�³�á�t�0�b�”�«�å�¿�³�á	{�V���ˆ	Ø�C�w�¡�ˆ	��“�z	{�V��
�ˆ�z�S�‘�|
ƒ���›�Ã�Ÿ�·�”�Ò�ç�t�`�‡�b�{

fips enable �³�µ�Â�Ü�‡�h�x�Þ�´ �á�” �ç �p  FIPS �t 	 j �Œ�b�”�h�Š�w�Ù�æ�³�”
�½�£�¿�«�›� �É�”�Ò�ç�‡�h�x�Ã�Ÿ�·�”�Ò�ç�t�`�‡�b�{

show crashinfo console �Ñ�å�¿�³�á�t�0�b�”�«�å�¿�³�á	{�V���ˆ�w�¡�ˆ	��“�z	{�V���ˆ�z�S
�‘�|
ƒ���›�æ�M�‡�b�{  

show running-config fips �·�©�á�æ�Â�Ÿ  �ž�Ó�å� �ž�ï�µ	Í�p�î�æ�^�•�o�M�”  FIPS �¯�ï�Ñ�Ÿ
�ª�á�è�”�³�ã�ï�›
¯�Ô�`�‡�b�{
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firewall transparent
�Ñ�•� �ž�¢�¥�”�ç  �Þ�”�Å�›�•�a�Þ�”�Å�t
ƒ���b�”�t�x�z�¬�é�”�Ì�ç  �¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï  �Þ�”
�Å�p  firewall transparent  �¯�Ú�ï�Å�›�–�;�`�‡�b�{�ç�”�Â�¿�Å  �Þ�”�Å�t�í�b�t�x�z�\�w�¯�Ú�ï�Å�w
no ���Ü�›�–�;�`�‡�b�{�•�a�$�s�Ñ�•� �ž�¢�¥�”�ç�x�z �®bump in the wire� �̄‡�h�x�® stealth firewall�̄�w
�;�ó�›�L�h�b�è� �à  2 �w�Ñ�•� �ž�¢�¥�”�ç�p�z 
€��
÷�”�t�0�b�”�ç�”�»  �×�¿�Ó�q�`�o�x�_�’�•�‡�d
�œ�{ 

firewall  transparent

no firewall transparent

�³�ï�»�¿�«�µ�w
†�Ì �\�w�¯�Ú�ï�Å�t�x�z�¾
:�‹�©�”�ë�”�Å�‹�K�“�‡�d�œ�{

�Ã�Ñ�¥�ç�Ä �Ã�Ñ�¥�ç�Ä�w�ˆ�^�•�‹�x�K�“�‡�d�œ�{

�¯�Ú�ï�Å  �Þ�”�Å �Í�w
¯�x�z�\�w�¯�Ú�ï�Å�›�Ö�—�p�V�”�Þ�”�Å�›�Ô�`�o�M�‡�b�{

�¯�Ú�ï�Å�d�º

�–�;	Í�w�̈ � �Å�å� �ï �Ú�ç�½  �¯�ï�Â�©�µ�Ä  �Þ�”�Å�p�x�z�b�‚�o�w�¯�ï�Â�©�µ�Ä�t�0�`�o  1 �m�w�Ñ�•� �ž�¢�¥�”�ç  �Þ�”�Å
�i�Z�›�–�;�p�V�‡�b�{  �³�µ�Â�Ü  �¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï�p�Þ�”�Å�›
ƒ���b�”
ž�A�U�K�“�‡�b�{�\�w
�¯�Ú�ï�Å�x�z 	Ø�C���™�i�Z�›�è�$�q�`�o�¤�¯�ï�Â�©�µ�Ä  �¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï�p�‹
¯�Ô�^�•�‡�b
�U�z�¯�ï�Â�©�µ�Ä�t�\�w�¯�Ú�ï�Å�›�Ö�—�b�”�\�q�x�p�V�‡�d�œ�{

�¯�Ú�ï�Å�w���X�x�†�M�w�Þ�”�Å�p�x�±�Ù�”�Ä�^�•�o�M�s�M�h�Š�z�Þ�”�Å�›�!�Ë�b�”�q�z�·�©�á�æ
�Â�Ÿ  �ž�Ó�å� �ž�ï�µ�t�‘�l�o�¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï�U	«�ˆ�^�•�‡�b�{�Ã�”�»�U�Ö�—�^�•�h�¯�ï
�Ñ�Ÿ�ª�á�è�”�³�ã�ï�U�K�”	Ô�ù�z�Þ�”�Å�›�!�Ë�b�”
²�t�¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï�›�Ì�¿�«�ž�¿�Ó�`
�o�X�i�^�M�{	ý�`�M�¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï�›�^
R�b�”�q�V�t�z�\�w�Ì�¿�«�ž�¿�Ó�›�€	°�q�`�o�–
�;�p�V�‡�b�{

firewall transparent  �¯�Ú�ï�Å�›�–�;�`�o�Þ�”�Å�›�!�Ë�b�”�‘�O�t
ƒ���^�•�o�M�”�·�©�á�æ�Â�Ÿ  �ž
�Ó�å� �ž�ï�µ�t�z�Â�©�µ�Ä  �¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï�›�¼�¢�ï�é�”�Å�b�”	Ô�ù�x�z�f�w�¯�Ú�ï�Å�›�¯
�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï�w
Œ�„�t�”�X�‘�O�t�`�o�X�i�^�M�{ �·�©�á�æ�Â�Ÿ  �ž�Ó�å� �ž�ï�µ�x�¯�Ú�ï�Å
�›�¡�ˆ���‰�q�b�Y�t�Þ�”�Å�›�!�Ë�`�o�T�’�z�¼�¢�ï�é�”�Å�`�h�¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï�w�¡�ˆ���ˆ
�›�'���`�‡�b�{�\�w�¯�Ú�ï�Å�U�¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï�w�™�–�w�M�t�”�T�•�o�M�”�q�z�¯�ï�Ñ�Ÿ
�ª�á�è�”�³�ã�ï�p�¯�Ú�ï�Å�‘�“
²�t�”�T�•�o�M�”�å� �ï�x�·�©�á�æ�Â�Ÿ  �ž�Ó�å� �ž�ï�µ�t�‘�“�b
�‚�o	«�ˆ�^�•�‡�b�{

�¯�Ú�ï�Å  �Þ�”�Å

�Ñ�•� �ž�¢�¥�”�ç  �Þ�”�Å �·�©�á�æ�Â�Ÿ  �¯�ï�Â�©�µ�Ä

�ç�”�Â�¿�Å �•�a �³�ï�¬�ç

�Ú�ç�½

�¯�ï�Â�©�µ�Ä �³�µ�Â�Ü

�¬�é�”�Ì�ç  �¯�ï�Ñ�Ÿ�ª�á�è�”
�³�ã�ï

• • • — •

�æ�æ�”�µ �!�Ë�º�0

7.0(1) �\�w�¯�Ú�ï�Å�U�‹�Ö�^�•�‡�`�h�{
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�« �Í�w�«�p�x�z�Ñ�•� �ž�¢�¥�”�ç  �Þ�”�Å�›�•�a�$�s�Þ�”�Å�t�!�Ë�`�‡�b�{

hostname(config)# firewall transparent

���È�¯�Ú�ï�Å �¯�Ú�ï�Å 
†�Ì

arp-inspection ARP �U�*�›� �É�”�Ò�ç�t�`�o�z ARP �Í�­�¿�Ä�›�µ�»�Â�Ÿ�¿�«  ARP
�¤�ï�Ä�æ�q
z�±�`�‡�b�{

mac-address-table static MAC �ž�Å�è�µ  �Â�”�Ò�ç�t�µ�»�Â�Ÿ�¿�«  MAC �ž�Å�è�µ  �¤�ï�Ä�æ�›
�å�C�`�‡�b�{

mac-learn MAC �ž�Å�è�µ  �å�”�Ç�ï�¬�›�Ã�Ÿ�·�”�Ò�ç�t�`�‡�b�{

show firewall �Ñ�•� �ž�¢�¥�”�ç  �Þ�”�Å�›�Ô�`�‡�b�{

show mac-address-table �¼� �Æ�Û�¿�«  �¤�ï�Ä�æ�q�µ�»�Â�Ÿ�¿�«  �¤�ï�Ä�æ�›���Š�z MAC �ž�Å
�è�µ  �Â�”�Ò�ç�›
¯�Ô�`�‡�b�{
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format
�b�‚�o�w�Ñ�•� �ç�›	«�ˆ�`�o�Ñ�•� �ç  �³�µ�Â�Ü�›�Ñ�¥�”�Ú�¿�Ä�b�”�t�x�z�›�V  EXEC �Þ�”�Å�p
format �¯�Ú�ï�Å�›�–�;�`�‡�b�{�\�w�¯�Ú�ï�Å�x�z
‡
¯�Ô�w�³�µ�Â�Ü  �Ñ�•� �ç�›���‰�Ñ�•� �ç  �³�µ
�Â�Ü	Í�w�b�‚�o�w�Ñ�•� �ç�›	«�ˆ�`�z�Ñ�•� �ç  �³�µ�Â�Ü�›�6� �ï�µ�Ä�”�ç�`�‡�b�{

format {disk0: | disk1: | flash:} 

�³�ï�»�¿�«�µ�w
†�Ì

�Ã�Ñ�¥�ç�Ä �Ã�Ñ�¥�ç�Ä�w�ˆ�^�•�‹�x�K�“�‡�d�œ�{

�¯�Ú�ï�Å  �Þ�”�Å �Í�w
¯�x�z�\�w�¯�Ú�ï�Å�›�Ö�—�p�V�”�Þ�”�Å�›�Ô�`�o�M�‡�b�{

�¯�Ú�ï�Å�d�º

�–�;	Í�w�̈ � �Å�å� �ï format �¯�Ú�ï�Å�x�z�¦���^�•�h�Ñ�•� �ç  �³�µ�Â�Ü	Í�w�b�‚�o�w�Ã�”�»�›	«�ˆ�`�z�Ã�Ì� �µ�t  FAT
	Ø�C�›�6�S	{�V���ˆ�‡�b�{  

�«�™ format �¯�Ú�ï�Å�x�z
����`�h�Ñ�å�¿�³�á  �Ý�Þ�æ�›�«�æ�”�ï  �ž�¿�Ó�b�”�w�t
ž�A�s	Ô�ù�w�ˆ�z�I	ú
�w�«�™�›
÷�l�o�–�;�`�o�X�i�^�M�{

�b�‚�o�w�D�¹�Ñ�•� �ç�¢
‡
¯�Ô�w�³�µ�Â�Ü  �Ñ�•� �ç�›	†�X�£�›�_	†�b�”�t�x�z format �¯�Ú�ï�Å�p�x
�s�X�z delete /recursive �¯�Ú�ï�Å�›�–�;�`�‡�b�{

�¢�«�£ Cisco PIX �·�©�á�æ�Â�Ÿ  �ž�Ó�å� �ž�ï�µ�p�x�z erase �¯�Ú�ï�Å�q  format �¯�Ú�ï�Å�x�‰�a	r�g�›�î�æ
�`�‡�b�{�â�”�²  �Ã�”�»�›  0xFF �Í�»�”�ï�›�–�;�`�o
��:�`�‡�b�{


����`�h�Ñ�•� �ç  �³�µ�Â�Ü�›	.
î�b�”	Ô�ù�x�z format �¯�Ú�ï�Å�›�Ö�—�b�”
²�t  fsck �¯�Ú�ï�Å�›�Ö
�—�`�o�ˆ�o�X�i�^�M�{

disk0: �™�–�t�¯�é�ï�›
Ç�Z�o�º���Ñ�å�¿�³�á  �Ý�Þ�æ�›�¦���`�‡�b�{  

disk1: �Ž
æ�Ñ�å�¿�³�á  �Ý�Þ�æ �§�”�Å�›�¦���`�z ���Z�o�¯�é�ï �¢ :�£�›�Ö�—�`�‡�b�{  

flash: �™�–�t�¯�é�ï�›
Ç�Z�o�º���Ñ�å�¿�³�á  �Ý�Þ�æ�›�¦���`�‡�b�{ ASA 5500 �³
�æ�”�¶�p�x�z flash �©�”�ë�”�Å�x  disk0 �w�¤� �æ�ž�µ�p�b�{

�¯�Ú�ï�Å  �Þ�”�Å

�Ñ�•� �ž�¢�¥�”�ç  �Þ�”�Å �·�©�á�æ�Â�Ÿ  �¯�ï�Â�©�µ�Ä

�ç�”�Â�¿�Å �•�a �³�ï�¬�ç

�Ú�ç�½

�¯�ï�Â�©�µ�Ä �³�µ�Â�Ü

�›�V  EXEC • • • — •

�æ�æ�”�µ �!�Ë�º�0

7.0(1) �\�w�¯�Ú�ï�Å�U�‹�Ö�^�•�‡�`�h�{
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�¢�«�£ Cisco ASA 5500 �³�æ�”�¶�w�·�©�á�æ�Â�Ÿ  �ž�Ó�å� �ž�ï�µ�p�x�z erase �¯�Ú�ï�Å�›�î�æ�b�”�q�z�Ã�Ÿ
�µ�«	Í�w�b�‚�o�w�â�”�²  �Ã�”�»�U  0xFF �Í�»�”�ï�›�–�;�`�o
��:�^�•�‡�b�{�°�M�z format �¯�Ú�ï�Å
�x�Ñ�•� �ç  �³�µ�Â�Ü�w
M�š�Ï���›�æ�·�¿�Ä�b�”�i�Z�p�b�{
\�Ã�Ÿ�µ�«�¡�ˆ	��“�À�”�ç�›�–�;�b�”
�q�z�\�w	Ø�C�x�‡�i�€	°�p�V�”�D�ó
Q�U�K�“�‡�b�{  


����`�h�Ñ�•� �ç  �³�µ�Â�Ü�›	.
î�b�”	Ô�ù�x�z format �¯�Ú�ï�Å�›�Ö�—�b�”
²�t  fsck �¯�Ú�ï�Å�›�Ö
�—�`�o�ˆ�o�X�i�^�M�{

�« �\�w�«�x�z�Ñ�å�¿�³�á  �Ý�Þ�æ�›�Ñ�¥�”�Ú�¿�Ä�b�”�M�O�›�Ô�`�o�M�‡�b�{

hostname# format flash:

���È�¯�Ú�ï�Å �¯�Ú�ï�Å 
†�Ì

delete �â�”�²�T�’�_�Q�”�b�‚�o�w�Ñ�•� �ç�›�_	†�`�‡�b�{

erase �b�‚�o�w�Ñ�•� �ç�›�_	†�`�z�Ñ�å�¿�³�á  �Ý�Þ�æ�›�Ñ�¥�”�Ú�¿�Ä�`�‡�b�{

fsck 
����`�h�Ñ�•� �ç  �³�µ�Â�Ü�›	.
î�`�‡�b�{
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forward interface
�µ� �¿�½�U
Ê�ˆ���‡�•�h�Þ�Ã�ç�¢ ASA 5505 �&� ���·�©�á�æ�Â�Ÿ  �ž�Ó�å� �ž�ï�µ�s�r�£�p�x�z� �ï
�»�”�Ñ�£� �µ  �¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï  �Þ�”�Å�p  no forward interface �¯�Ú�ï�Å�›�–�;�`�o�z�K�”
VLAN �U���w  VLAN �t�ž�«�·�µ�b�”�\�q�›
M�v�`�‡�b�{�\�w�¯�Ú�ï�Å�›�Ö�—�p�V�”�w�x�z VLAN � 
�ï�»�”�Ñ�£� �µ�w� �ï�»�”�Ñ�£� �µ  �¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï  �Þ�”�Å�i�Z�p�b�{
€���p�V�”�‘�O�t
�í�b�t�x�z forward interface �¯�Ú�ï�Å�›�–�;�`�‡�b�{�å� �·�ï�µ�t�‘�l�o�±�Ù�”�Ä�^�•�”  VLAN �w

:�t�‘�l�o�x�z 1 �m�w VLAN �i�Z�t
M�v�`�s�Z�•�y�s�’�s�M�\�q�U�K�“�‡�b�{

forward interface vlan number

no forward interface vlan number

�³�ï�»�¿�«�µ�w
†�Ì

�Ã�Ñ�¥�ç�Ä �Ã�Ñ�¥�ç�Ä�p�x�z�b�‚�o�w� �ï�»�”�Ñ�£� �µ�x���w�M�c�•�w� �ï�»�”�Ñ�£� �µ�t�0�`�o�‹�Ä�å
�Ñ�Ÿ�¿�«�›�‰�•�p�V�‡�b�{

�¯�Ú�ï�Å  �Þ�”�Å �Í�w
¯�x�z�\�w�¯�Ú�ï�Å�›�Ö�—�p�V�”�Þ�”�Å�›�Ô�`�o�M�‡�b�{

�¯�Ú�ï�Å�d�º

�–�;	Í�w�̈ � �Å�å� �ï �ç�”�Â�¿�Å  �Þ�”�Å�p�x�z ASA 5505 �&� ���·�©�á�æ�Â�Ÿ  �ž�Ó�å� �ž�ï�µ�w  Base �å� �·�ï�µ�w	Ô�ù�z
�ž�«�Â�Ÿ�Ò�s  VLAN �›  3 �m�‡�p�zSecurity Plus �å� �·�ï�µ�w	Ô�ù�x  5 �m�‡�p
ƒ���p�V�‡�b�{ �ž�«�Â�Ÿ
�Ò�s  VLAN �q�x�z nameif �¯�Ú�ï�Å�U
ƒ���^�•�o�M�”  VLAN �p�b�{�r�j�’�w�å� �·�ï�µ�p�‹�z
‡�ž
�«�Â�Ÿ�Ò�s  VLAN �›  ASA 5505 �&� ���·�©�á�æ�Â�Ÿ  �ž�Ó�å� �ž�ï�µ	Í�t  5 �m�‡�p
ƒ���p�V�‡�b�U�z
�f�•�’�w  VLAN �›�ž�«�Â�Ÿ�Ò�t�b�”	Ô�ù�x�z �å� �·�ï�µ�t���b�”�Í�w�¨� �Å�å� �ï�›	o	��`�o�X�i
�^�M�{

Base �å� �·�ï�µ�w	Ô�ù�z 3 �m�è�w  VLAN �›  no forward interface �¯�Ú�ï�Å�p
ƒ���`�z�\�w  VLAN �t
�‘�”���w  VLAN �•�w�ž�«�·�µ�›
M�v�b�”
ž�A�U�K�“�‡�b�{

�h�q�Q�y�z� �ï�»�”�É�¿�Ä  �ž�«�·�µ�;�t�Ž
æ�t�Â�“�p�o�h  VLAN �U 1 �m�z�º
æ�ë�”�«  �É�¿�Ä�ë�”
�«�;�t�Â�“�p�o�h  VLAN �U 1 �m�z�^�’�t�×�”�Ü�É�¿�Ä�ë�”�«�;�t�Â�“�p�o�h  3 �m�è�w  VLAN �U�K
�”�q�`�‡�b�{�×�”�Ü  �É�¿�Ä�ë�”�«�x�ë�”�«  �É�¿�Ä�ë�”�«�t�ž�«�·�µ�b�”
ž�A�x�K�“�‡�d�œ�{�f�w
�h�Š�×�”�Ü  VLAN �t�x  no forward interface �¯�Ú�ï�Å�›�–�;�`�‡�b�{�ë�”�«  �É�¿�Ä�ë�”�«�x�×�”�Ü
�É�¿�Ä�ë�”�«�t�ž�«�·�µ�p�V�‡�b�U�z �×�”�Ü�É�¿�Ä�ë�”�«�x�ë�”�«  �É�¿�Ä�ë�”�«�t�ž�«�·�µ�p�V�‡
�d�œ�{

vlan number �\�w  VLAN � �ï�»�”�Ñ�£� �µ�U�Ä�å�Ñ�Ÿ�¿�«�›�‰�•�p�V�s�M  VLAN ID �›
�¦���`�‡�b�{

�¯�Ú�ï�Å  �Þ�”�Å

�Ñ�•� �ž�¢�¥�”�ç  �Þ�”�Å �·�©�á�æ�Â�Ÿ  �¯�ï�Â�©�µ�Ä

�ç�”�Â�¿�Å �•�a �³�ï�¬�ç

�Ú�ç�½

�¯�ï�Â�©�µ�Ä �³�µ�Â�Ü

�  � ï �» � ” �Ñ�£�   �µ  � ¯ � ï �Ñ�Ÿ
�ª�á�è�”�³�ã�ï

• — • — —

�æ�æ�”�µ �!�Ë�º�0

7.2(1) �\�w�¯�Ú�ï�Å�U�‹�Ö�^�•�‡�`�h�{
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nameif �¯�Ú�ï�Å�p
ƒ���`�h  VLAN � �ï�»�”�Ñ�£� �µ�U�b�p�t  2 �m�K�”	Ô�ù�z no forward interface
�¯�Ú�ï�Å�›�Ö�—�`�o�T�’�z 3 �m�è�w� �ï�»�”�Ñ�£� �µ�p  nameif �¯�Ú�ï�Å�›�Ö�—�`�‡�b�{�·�©�á�æ
�Â�Ÿ  �ž�Ó�å� �ž�ï�µ�p�x�z ASA 5505 �&� ���·�©�á�æ�Â�Ÿ  �ž�Ó�å� �ž�ï�µ�p  Base �å� �·�ï�µ�w	Ô
�ù�z 3 �m�w VLAN � �ï�»�”�Ñ�£� �µ�U�ì
¶�t�;�ó�b�”�\�q�›�•�D�`�‡�d�œ�{

�« �Í�w�«�p�x�z 3 �m�w LAN � �ï�»�”�Ñ�£� �µ�›
ƒ���`�o�M�‡�b�{ 3 �m�è�w�×�”�Ü  � �ï�»�”�Ñ�£� �µ�x
�Ä�å�Ñ�Ÿ�¿�«�›�ë�”�«  � �ï�»�”�Ñ�£� �µ�t�8
ù�p�V�‡�d�œ�{

hostname(config)# interface vlan 100
hostname(config-if)# nameif outside
hostname(config-if)# security-level 0
hostname(config-if)# ip address dhcp
hostname(config-if)# no shutdown

hostname(config-if)# interface vlan 200
hostname(config-if)# nameif work
hostname(config-if)# security-level 100
hostname(config-if)# ip address 10.1.1.1 255.255.255.0
hostname(config-if)# no shutdown

hostname(config-if)# interface vlan 300
hostname(config-if)# no forward interface vlan 200
hostname(config-if)# nameif home
hostname(config-if)# security-level 50
hostname(config-if)# ip address 10.2.1.1 255.255.255.0
hostname(config-if)# no shutdown

hostname(config-if)# interface ethernet 0/0
hostname(config-if)#  switchport access vlan 100
hostname(config-if)# no shutdown

hostname(config-if)# interface ethernet 0/1
hostname(config-if)#  switchport access vlan 200
hostname(config-if)# no shutdown

hostname(config-if)# interface ethernet 0/2
hostname(config-if)#  switchport access vlan 200
hostname(config-if)# no shutdown

hostname(config-if)# interface ethernet 0/3
hostname(config-if)#  switchport access vlan 200
hostname(config-if)# no shutdown

hostname(config-if)# interface ethernet 0/4
hostname(config-if)#  switchport access vlan 300
hostname(config-if)# no shutdown

...

���È�¯�Ú�ï�Å �¯�Ú�ï�Å 
†�Ì

backup interface �h�q�Q�y�z � �ï�»�”�Ñ�£� �µ�›�Ì�¿�«�ž�¿�Ó  �æ�ï�«�q�`�o  ISP �t�Â
�“�p�o�‡�b�{

clear interface show interface �¯�Ú�ï�Å�w�§�¢�ï�»�›	«�ˆ�`�‡�b�{

interface vlan VLAN � �ï�»�”�Ñ�£� �µ�›�^
R�`�z � �ï�»�”�Ñ�£� �µ  �¯�ï�Ñ�Ÿ�ª�á
�è�”�³�ã�ï  �Þ�”�Å�t�Ö�“�‡�b�{

show interface � �ï�»�”�Ñ�£� �µ�w�å�ï�»� �Ü  �µ�Â�”�»�µ�q�w�-	Ø�C�›
¯�Ô�`�‡
�b�{

switchport access vlan �µ� �¿�½  �Ù�”�Ä�›  VLAN �t�Â�“�p�o�‡�b�{
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fqdn
�J�å�¤�t�z�¦���^�•�h  FQDN �›	Â�Ì	{�w�±�Ò�´�£�«�Ä�E�8�Ê�w�¦�Á�t���Š�”�t�x�z�‰�ø  CA �Ä�å�µ
�Ä�Ù� �ï�Ä  �¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï  �Þ�”�Å�p  fqdn �¯�Ú�ï�Å�›�–�;�`�‡�b�{ fqdn �w�Ã�Ñ�¥�ç�Ä
ƒ��
�t�í�b�t�x�z�\�w�¯�Ú�ï�Å�w  no ���Ü�›�–�;�`�‡�b�{

fqdn [fqdn | none]

no fqdn

�³�ï�»�¿�«�µ�w
†�Ì

�Ã�Ñ�¥�ç�Ä �Ã�Ñ�¥�ç�Ä
ƒ���p�x�z FQDN �x���‡�•�‡�d�œ�{

�¯�Ú�ï�Å  �Þ�”�Å �Í�w
¯�x�z�\�w�¯�Ú�ï�Å�›�Ö�—�p�V�”�Þ�”�Å�›�Ô�`�o�M�‡�b�{

�¯�Ú�ï�Å�d�º

�–�;	Í�w�̈ � �Å�å� �ï 	Â�Ì	{�›�–�;�b�”  Nokia VPN �«�å� �ž�ï�Ä�w�Ý	Â�›�±�Ù�”�Ä�b�”�·�©�á�æ�Â�Ÿ  �ž�Ó�å� �ž�ï�µ�›

ƒ���b�”	Ô�ù�z none �©�”�ë�”�Å�›�–�;�`�‡�b�{ Nokia VPN �«�å� �ž�ï�Ä�w	Â�Ì	{�Ý	Â�t���b�”	Ä�I
�x�z crypto isakmp identity �¯�Ú�ï�Å�‡�h�x  isakmp identity �¯�Ú�ï�Å�›�€	°�`�o�X�i�^�M�{

�« �Í�w�«�p�x�z�Ä�å�µ�Ä�Ù� �ï�Ä  central �w�‰�ø CA �Ä�å�µ�Ä�Ù� �ï�Ä  �¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï  �Þ�”
�Å�t�Ö�“�z�Ä�å�µ�Ä�Ù� �ï�Ä  central �w�J�å�A�{�t  FQDN �¤�ï�´�Ç�ž�æ�ï�¬�›���Š�‡�b�{

hostname(config)# crypto ca trustpoint central
hostname(config-ca-trustpoint)# fqdn engineering
hostname(config-ca-trustpoint)#

���È�¯�Ú�ï�Å

fqdn �ì
¶	.	æ�Å�Ý� �ï�Ê�›�¦���`�‡�b�{ fqdn �w�7�G�Õ�x  64 ���È�p�b�{

none 
‡�ì
¶	.	æ�Å�Ý� �ï�Ê�›�¦���`�‡�b�{

�¯�Ú�ï�Å  �Þ�”�Å

�Ñ�•� �ž�¢�¥�”�ç  �Þ�”�Å �·�©�á�æ�Â�Ÿ  �¯�ï�Â�©�µ�Ä

�ç�”�Â�¿�Å �•�a �³�ï�¬�ç

�Ú�ç�½

�¯�ï�Â�©�µ�Ä �³�µ�Â�Ü

�‰�ø CA �Ä�å�µ�Ä�Ù� �ï�Ä  �¯
�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï

• • • • •

�æ�æ�”�µ �!�Ë�º�0

7.0(1) �\�w�¯�Ú�ï�Å�U�‹�Ö�^�•�‡�`�h�{

�¯�Ú�ï�Å 
†�Ì

crypto ca trustpoint �Ä�å�µ�Ä�Ù� �ï�Ä  �¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï  �Þ�”�Å�t�Ö�“�‡�b�{

default enrollment �J�å�Í�å�Ý�”�»�›�Ã�Ñ�¥�ç�Ä�t�í�`�‡�b�{

enrollment retry count �J�å�A�{�w
ù	ô�›�6�¼�æ�b�”�s
:�›�¦���`�‡�b�{

enrollment retry period �J�å�A�{�w
ù	ô�›�¼�æ�b�”�‡�p�w�4�;�Ì���›�z
ü�o�•�p�¦���`�‡
�b�{

enrollment terminal �\�w�Ä�å�µ�Ä�Ù� �ï�Ä�›�–�;�`�h�§�¿�Ä  �ž�ï�Å  �Ö�”�µ�Ä�J�å�›�¦
���`�‡�b�{
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fragment
�›���s�Í�­�¿�Ä  �Ñ�å�¬�Ý�ï�Ä�=�w���g�›���™�`�o  NFS �q�w�“�õ
Q�›�²	Í�^�d�”�t�x�z�¬�é�”�Ì�ç
�¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï  �Þ�”�Å�p  fragment �¯�Ú�ï�Å�›�–�;�`�‡�b�{

fragment { size | chain | timeout limit}  [interface]

no fragment { size | chain | timeout limit}  interface

�³�ï�»�¿�«�µ�w
†�Ì

�Ã�Ñ�¥�ç�Ä �Ã�Ñ�¥�ç�Ä�x�Í�w�q�S�“�p�b�{

• chain �x  24 �Í�­�¿�Ä�p�b�{

• interface �x�b�‚�o�w� �ï�»�”�Ñ�£� �µ�p�b�{

• size �x  200 �p�b�{

• timeout �x  5 
µ�p�b�{

�¯�Ú�ï�Å  �Þ�”�Å �Í�w
¯�x�z�\�w�¯�Ú�ï�Å�›�Ö�—�p�V�”�Þ�”�Å�›�Ô�`�o�M�‡�b�{

�¯�Ú�ï�Å�d�º

�–�;	Í�w�̈ � �Å�å� �ï �Ã�Ñ�¥�ç�Ä�p�x�z�·�©�á�æ�Â�Ÿ  �ž�Ó�å� �ž�ï�µ�x�z�ì
¶�s  IP �Í�­�¿�Ä�w�6�Ï�™�›�b�”�h�Š�t�z�7
�G 24 �x�w�Ñ�å�¬�Ý�ï�Ä�›	!�Z�Ö�•�‡�b�{�É�¿�Ä�ë�”�«  �·�©�á�æ�Â�Ÿ  �Ù�æ�³�”�t�,�n�M�o�z�¤� �ï
�»�”�Ñ�£� �µ�t�m�M�o  fragment chain 1 interface �¯�Ú�ï�Å�›�Ö�—�b�”�\�q�p�z�Ñ�å�¬�Ý�ï�Ä�=�^�•
�h�Í�­�¿�Ä�U�·�©�á�æ�Â�Ÿ  �ž�Ó�å� �ž�ï�µ�›�è�a�p�V�s�X�b�”�‘�O�t�·�©�á�æ�Â�Ÿ  �ž�Ó�å� �ž�ï
�µ�w
ƒ���›�U�|�b�”
ž�A�U�K�“�‡�b�{
M�v�t  1 �›
ƒ���b�”�q�z�b�‚�o�w�Í�­�¿�Ä�U�i�w�‡�‡�z�m�‡
�“�z�Ñ�å�¬�Ý�ï�Ä�=�^�•�o�M�s�M	Ý�6�p�K�”
ž�A�U�K�“�‡�b�{

chain limit �ì
¶�s  IP �Í�­�¿�Ä�U�Ñ�å�¬�Ý�ï�Ä�=�^�•�”�Í�­�¿�Ä
:�w�7�G�‹�›�Ô�b�{  

interface �¢�¦�Ó�³�ã�ï�£�·�©�á�æ�Â�Ÿ  �ž�Ó�å� �ž�ï�µ�w� �ï�»�”�Ñ�£� �µ�›�¦���`
�‡�b�{� �ï�»�”�Ñ�£� �µ�U�¦���^�•�o�M�s�Z�•�y�z�\�w�¯�Ú�ï�Å�x�b�‚�o
�w� �ï�»�”�Ñ�£� �µ�t�&�;�^�•�‡�b�{

size limit �6�Ï
R�w�h�Š�t�4�;�`�o�M�”  IP �6�Ï
R�Ã�”�»�Õ�”�µ�t���Š�”�\�q�U�p�V
�”�z�Í�­�¿�Ä�w�7�G
:�›
ƒ���`�‡�b�{  

timeout limit �Ñ�å�¬�Ý�ï�Ä�=�^�•�h�Í�­�¿�Ä
¶�.�w�x�£�›�4�m�7�G
µ
:�›�¦���`�‡�b�{
�»� �Ú�”�x�z�Í�­�¿�Ä�w�7	s�w�Ñ�å�¬�Ý�ï�Ä�U�x�£�b�”�q�•�ˆ�`�‡�b�{�¦
���`�h
µ
:�Ž�º�t�Í�­�¿�Ä�w�b�‚�o�w�Ñ�å�¬�Ý�ï�Ä�U�x�£�`�s�M	Ô�ù�z�f
�•�‡�p�t	!	ô�`�h�Í�­�¿�Ä  �Ñ�å�¬�Ý�ï�Ä�x�b�‚�o
��:�^�•�‡�b�{

�¯�Ú�ï�Å  �Þ�”�Å

�Ñ�•� �ž�¢�¥�”�ç  �Þ�”�Å �·�©�á�æ�Â�Ÿ  �¯�ï�Â�©�µ�Ä

�ç�”�Â�¿�Å �•�a �³�ï�¬�ç

�Ú�ç�½

�¯�ï�Â�©�µ�Ä �³�µ�Â�Ü

�¬�é�”�Ì�ç  �¯�ï�Ñ�Ÿ�ª�á�è�”
�³�ã�ï

• • • • —

�æ�æ�”�µ �!�Ë�º�0

7.0(1) �\�w�¯�Ú�ï�Å�x�z chain�z size�z�‡�h�x  timeout �w�M�c�•�T�w�¾
:�›
ž�c
¬
�R�b�”�‘�O�t�!�Ë�^�•�‡�`�h�{�¹�Ñ�Ä�¢�£�ž�w�Ž
²�w�æ�æ�”�µ�p�±�Ù�”�Ä
�^�•�o�M�h�z�\�•�’�w�¾
:�›�Ö�—�`�s�M  fragment �¯�Ú�ï�Å�x�z�Ö�—�p�V
�s�X�s�“�‡�`�h�{
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�·�©�á�æ�Â�Ÿ  �ž�Ó�å� �ž�ï�µ�›�è�a�b�”�É�¿�Ä�ë�”�«  �Ä�å�Ñ�Ÿ�¿�«�w�„�q�œ�r�U  NFS �p�K�”	Ô
�ù�z�Ã�”�»�Õ�”�µ�w�¦�”�Ì�”�Ñ�é�”�›�w�Y�h�Š�z�^�’�t�Ð
T�U
ž�A�t�s�”�D�ó
Q�U�K�“�‡�b�{  

WAN � �ï�»�”�Ñ�£� �µ�s�r�w�‘�O�t  NFS �±�”�Ì�q�«�å� �ž�ï�Ä�w���w  MTU �±� �¶�U	–�^�s���¥
�p�x�z chain �©�”�ë�”�Å�›�^�’�t�Ð
T�b�”
ž�A�U�K�“�‡�b�{ �\�w	Ô�ù�z �®�p�›�~
³�b�”�t�x  NFS over
TCP �w�–�;�›
*	‘�`�‡�b�{

size limit �t�G�V�s�‹�›
ƒ���b�”�q�z�·�©�á�æ�Â�Ÿ  �ž�Ó�å� �ž�ï�µ�x�z�^�’�t�Ñ�å�¬�Ý�ï�Ä  �Ñ�å�¿
�Ã�Ÿ�ï�¬�t�‘�”  DoS �È�8�›	!�Z�•�b�X�s�“�‡�b�{ size limit �t  1550 �Ó�”�ç�‡�h�x  16384 �Ó�”�ç�º�w
�Ò�é�¿�«�w
ï
:�Ž	Í�w�‹�›
ƒ���`�s�M�p�X�i�^�M�{  

�Ã�Ñ�¥�ç�Ä�‹�p�x�z�Ñ�å�¬�Ý�ï�Ä  �Ñ�å�¿�Ã�Ÿ�ï�¬�t�‘�l�o
C
\�b�”  DoS �È�8�U
M�v�^�•�‡�b�{

�« �Í�w�«�x�z�Ñ�å�¬�Ý�ï�Ä�=�`�h�Í�­�¿�Ä�›�Ž
æ�S�‘�|�º
æ�w� �ï�»�”�Ñ�£� �µ�p�w�Y�M�O�›�Ô�`�o
�M�‡�b�{

hostname(config)# fragment chain 1 outside
hostname(config)# fragment chain 1 inside

�Í�­�¿�Ä�w�Ñ�å�¬�Ý�ï�Ä�=�›�^�d�s�M�å�C� �ï�»�”�Ñ�£� �µ�f�•�g�•�t�0�`�o�z���Z�o  fragment
chain 1 interface �¯�Ú�ï�Å�›�Ö�—�`�‡�b�{

�Í�w�«�p�x�z�Ž
æ� �ï�»�”�Ñ�£� �µ�w�Ñ�å�¬�Ý�ï�Ä  �Ã�”�»�Õ�”�µ�›�z�7�G�±� �¶  2000�z�7�G�½�£
� �ï�Õ  45�z�4�j�Ì��  10 
µ�t
ƒ���b�”�M�O�›�Ô�`�o�M�‡�b�{

hostname(config)# fragment size 2000 outside
hostname(config)# fragment chain 45 outside
hostname(config)# fragment timeout 10 outside

���È�¯�Ú�ï�Å �¯�Ú�ï�Å 
†�Ì

clear configure fragment �b�‚�o�w  IP �Ñ�å�¬�Ý�ï�Ä�6�Ï
R�¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï�›�z
�Ã�Ñ�¥�ç�Ä�t�æ�·�¿�Ä�`�‡�b�{

clear fragment IP �Ñ�å�¬�Ý�ï�Ä�6�Ï
R�Þ�´�á�”�ç�w�á�;�Ã�”�»�›	«�ˆ�`�‡�b�{

show fragment IP �Ñ�å�¬�Ý�ï�Ä�6�Ï
R�Þ�´�á�”�ç�w�á�;�Ã�”�»�›
¯�Ô�`�‡�b�{

show running-config fragment IP �Ñ�å�¬�Ý�ï�Ä�6�Ï
R�¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï�›
¯�Ô�`�‡�b�{
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frequency

¬�R�`�h  SLA �¦�Ö�è�”�³�ã�ï�U���“�&�^�•�”
Ã�S�›
ƒ���b�”�t�x�z SLA �Þ�Ç�»  �Ó�é�Ä�¯�ç  �¯�ï
�Ñ�Ÿ�ª�á�è�”�³�ã�ï  �Þ�”�Å�p  frequency �¯�Ú�ï�Å�›�–�;�`�‡�b�{�Ã�Ñ�¥�ç�Ä�‹�t�í�b�t�x�z�\�w�¯
�Ú�ï�Å�w  no ���Ü�›�–�;�`�‡�b�{

frequency seconds

no frequency

�³�ï�»�¿�«�µ�w
†�Ì

�Ã�Ñ�¥�ç�Ä �Ã�Ñ�¥�ç�Ä�w���´�x  60 
µ�p�b�{

�¯�Ú�ï�Å  �Þ�”�Å �Í�w
¯�x�z�\�w�¯�Ú�ï�Å�›�Ö�—�p�V�”�Þ�”�Å�›�Ô�`�o�M�‡�b�{

�¯�Ú�ï�Å�d�º

�–�;	Í�w�̈ � �Å�å� �ï SLA �¦�Ö�è�”�³�ã�ï�x�ˆ�^�¤�z�¦���w
Ã�S�p���“�&�`�î�æ�^�•�‡�b�{�h�q�Q�y�z 60 
µ�w
Ã�S�t
ƒ
���`�h  ipIcmpEcho �¦�Ö�è�”�³�ã�ï�x�ˆ�^�¤�z�¤�¯�”�A�{�Í�­�¿�Ä�w
ù	ô�›  60 
µ�]�q�t  1 �S���“�&
�`�î�æ�`�‡�b�{�h�q�Q�y�z�¤�¯�”  �¦�Ö�è�”�³�ã�ï�w�Ã�Ñ�¥�ç�Ä�w�Í�­�¿�Ä
:�x  1 �p�b�{�\�w�Í�­�¿
�Ä�x�z�¦�Ö�è�”�³�ã�ï�w�‰�•�Ì�t
ù	ô�^�•�z 60 
µ�™�t�6�S
ù	ô�^�•�‡�b�{

�x�‘�w  SLA �¦�Ö�è�”�³�ã�ï�p�z�¦���`�h
Ã�S�‹�‘�“�î�æ�t�Ì���U�T�T�”	Ô�ù�z busy �q�M�O�w�-�§
�¢�ï�»�w�‹�U
ÿ�Q�z�¦�Ö�è�”�³�ã�ï�x�b�Y�t���“�&�^�•�‡�d�œ�{  

frequency �¯�Ú�ï�Å�t�¦���b�”�‹�x�z timeout �¯�Ú�ï�Å�t�¦���`�h�‹�°�¬�t�x�p�V�‡�d�œ�{  

�« �Í�w�«�p�x�z ID �U 123 �w SLA �¦�Ö�è�”�³�ã�ï�›
ƒ���`�z ID �U 1 �w�Ä�å�¿�©�ï�¬  �¤�ï�Ä�æ�›�^
R�`
�o�z SLA �w�x�a�D�ó
Q�›�å
{�`�o�M�‡�b�{ SLA �¦�Ö�è�”�³�ã�ï�w
Ã�S�x  3 
µ�z�»� �Ü�ž�¢�Ä�‹�x
1000 �Û�æ
µ�t
ƒ���^�•�‡�b�{

hostname(config)# sla monitor 123
hostname(config-sla-monitor)# type echo protocol ipIcmpEcho 10.1.1.1 interface outside  
hostname(config-sla-monitor-echo)# timeout 1000
hostname(config-sla-monitor-echo)# frequency 3
hostname(config)# sla monitor schedule 123 life forever start-time now
hostname(config)# track 1 rtr 123 reachability

���È�¯�Ú�ï�Å

seconds SLA �Ó�é�”�Ò���w
µ
:�{ ���®�s�‹�x  1 �™ 604,800 
µ�p�b�{ �\�w�‹�x  timeout
�‹�°�¬�t�x�p�V�‡�d�œ�{

�¯�Ú�ï�Å  �Þ�”�Å

�Ñ�•� �ž�¢�¥�”�ç  �Þ�”�Å �·�©�á�æ�Â�Ÿ  �¯�ï�Â�©�µ�Ä

�ç�”�Â�¿�Å �•�a �³�ï�¬�ç

�Ú�ç�½

�¯�ï�Â�©�µ�Ä �³�µ�Â�Ü

SLA �Þ�Ç�» �Ó�é�Ä�¯�ç  �¯�ï
�Ñ�Ÿ�ª�á�è�”�³�ã�ï

• — • — —

�æ�æ�”�µ �!�Ë�º�0

7.2(1) �\�w�¯�Ú�ï�Å�U�‹�Ö�^�•�‡�`�h�{

�¯�Ú�ï�Å 
†�Ì

sla monitor SLA ���¹�¦�Ö�è�”�³�ã�ï�›���[�`�‡�b�{

timeout SLA �¦�Ö�è�”�³�ã�ï�U� �t�›�4�;�b�”�8���›���[�`�‡�b�{
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fsck
�Ñ�•� �ç  �³�µ�Â�Ü�w�½�£�¿�«�›�î�æ�`�z
����›	.
î�b�”�t�x�z�›�V  EXEC �Þ�”�Å�p  fsck �¯�Ú�ï�Å
�›�–�;�`�‡�b�{

fsck [/no confirm]{ disk0: | disk1: | flash:}

�³�ï�»�¿�«�µ�w
†�Ì

�Ã�Ñ�¥�ç�Ä �Ã�Ñ�¥�ç�Ä�w�ˆ�^�•�‹�x�K�“�‡�d�œ�{

�¯�Ú�ï�Å  �Þ�”�Å �Í�w
¯�x�z�\�w�¯�Ú�ï�Å�›�Ö�—�p�V�”�Þ�”�Å�›�Ô�`�o�M�‡�b�{

�¯�Ú�ï�Å�d�º

�–�;	Í�w�̈ � �Å�å� �ï fsck �¯�Ú�ï�Å�x
����`�h�Ñ�•� �ç  �³�µ�Â�Ü�›�½�£�¿�«�`�z	.
î�›�¼�ˆ�‡�b�{���w�M�O�›�;�M�”
²
�t�z�‡�c�\�w�¯�Ú�ï�Å�›�–�;�`�o�X�i�^�M�{

/noconfirm �©�”�ë�”�Å�x�z�7	s�t�¬�Ý�›�{�Š�c�t
����›�×�ˆ�$�t	.
î�`�‡�b�{

�« �Í�w�«�p�x�z�Ñ�å�¿�³�á  �Ý�Þ�æ�w�Ñ�•� �ç  �³�µ�Â�Ü�w�½�£�¿�«�M�O�›�Ô�`�o�M�‡�b�{

hostname# fsck flash:

���È�¯�Ú�ï�Å

/noconfirm �¦�Ó�³�ã�ï�{	.
î�¬�Ý�w�h�Š�w�Ó�é�ï�Ó�Ä�›
¯�Ô�`�‡�d�œ�{

disk0: �™�–�t�¯�é�ï�›
Ç�Z�o�º���Ñ�å�¿�³�á  �Ý�Þ�æ�›�¦���`�‡�b�{  

disk1: �Ž
æ�Ñ�å�¿�³�á  �Ý�Þ�æ �§�”�Å�›�¦���`�z ���Z�o�¯�é�ï �¢ :�£�›�Ö�—�`�‡�b�{  

flash: �™�–�t�¯�é�ï�›
Ç�Z�o�º���Ñ�å�¿�³�á  �Ý�Þ�æ�›�¦���`�‡�b�{ ASA 5500 �³
�æ�”�¶�p�x�z flash �©�”�ë�”�Å�x  disk0 �w�¤� �æ�ž�µ�p�b�{

�¯�Ú�ï�Å  �Þ�”�Å

�Ñ�•� �ž�¢�¥�”�ç  �Þ�”�Å �·�©�á�æ�Â�Ÿ  �¯�ï�Â�©�µ�Ä

�ç�”�Â�¿�Å �•�a �³�ï�¬�ç

�Ú�ç�½

�¯�ï�Â�©�µ�Ä �³�µ�Â�Ü

�›�V  EXEC • • • — •

�æ�æ�”�µ �!�Ë�º�0

7.0(1) �\�w�¯�Ú�ï�Å�U�‹�Ö�^�•�‡�`�h�{

�¯�Ú�ï�Å 
†�Ì

delete �â�”�²�T�’�_�Q�”�b�‚�o�w�Ñ�•� �ç�›�_	†�`�‡�b�{

erase �b�‚�o�w�Ñ�•� �ç�›�_	†�`�z�Ñ�å�¿�³�á  �Ý�Þ�æ�›�Ñ�¥�”�Ú�¿�Ä�`�‡�b�{

format �Ñ�•� �ç  �³�µ�Â�Ü	Í�t�K�”
‡
¯�Ô�w�³�µ�Â�Ü  �Ñ�•� �ç�›���‰�b�‚�o�w
�Ñ�•� �ç�›�_	†�`�z�Ñ�•� �ç  �³�µ�Â�Ü�›�6� �ï�µ�Ä�”�ç�`�‡�b�{
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ftp mode passive
FTP �Þ�”�Å�›�Í�¿�³�Ò�t
ƒ���b�”�t�x�z�¬�é�”�Ì�ç  �¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï  �Þ�”�Å�p  ftp mode
passive �¯�Ú�ï�Å�›�–�;�`�‡�b�{ FTP �«�å� �ž�ï�Ä�›�ž�«�Â�Ÿ�Ò  �Þ�”�Å�t�æ�·�¿�Ä�b�”�t�x�z�\�w
�¯�Ú�ï�Å�w  no ���Ü�›�–�;�`�‡�b�{  

ftp  mode passive

no ftp mode passive

�Ã�Ñ�¥�ç�Ä �\�w�¯�Ú�ï�Å�x�z�Ã�Ñ�¥�ç�Ä�p�x�Ã�Ÿ�·�”�Ò�ç�t�s�l�o�M�‡�b�{

�¯�Ú�ï�Å  �Þ�”�Å �Í�w
¯�x�z�\�w�¯�Ú�ï�Å�›�Ö�—�p�V�”�Þ�”�Å�›�Ô�`�o�M�‡�b�{

�¯�Ú�ï�Å�d�º

�–�;	Í�w�̈ � �Å�å� �ï ftp mode passive �¯�Ú�ï�Å�x�z FTP �Þ�”�Å�›�Í�¿�³�Ò�t
ƒ���`�‡�b�{�·�©�á�æ�Â�Ÿ  �ž�Ó�å� �ž�ï�µ
�x�z� �Ý�”�´  �Ñ�•� �ç�‡�h�x�¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï  �Ñ�•� �ç�w  FTP �±�”�Ì�•�w�ž�¿�Ó�é�”�Å�•
FTP �±�”�Ì�T�’�w�¼�¢�ï�é�”�Å�t  FTP �›�–�;�p�V�‡�b�{ ftp mode passive �¯�Ú�ï�Å�x�z �·�©�á�æ�Â�Ÿ
�ž�Ó�å� �ž�ï�µ	Í�w  FTP �«�å� �ž�ï�Ä�U  FTP �±�”�Ì�q�0�é�b�”�M�O�›
ƒ���`�‡�b�{  

�Í�¿�³�Ò  FTP �p�x�z�«�å� �ž�ï�Ä�U
M�š
€���q�Ã�”�»
€���w�†�M�›�‰�•�`�‡�b�{�Í�¿�³�Ò  �Þ�”�Å
�x�±�”�Ì	Ý�6�›�€	°�`�‡�b�{�m�‡�“�z�±�”�Ì�x�z�«�å� �ž�ï�Ä�t�‘�l�o�‰�•�^�•�h
M�š
€���q�Ã�”
�»
€���w�†�M�›	!�ˆ�$�t	!�Z�Ö�•�‡�b�{  

�Í�¿�³�Ò  �Þ�”�Å�p�x�z�|
Œ�Ù�”�Ä�q
ù	ô�i�Ù�”�Ä�w�†�M�U�°�Ì�Ù�”�Ä�p�b�¢ 1023 �‘�“�G�V�M�£ �{�«
�å� �ž�ï�Ä�U  passive �¯�Ú�ï�Å�›
C�æ�`�o�Í�¿�³�Ò�s�Ã�”�»
€���w
ƒ���›�‰�•�b�”�h�Š�z�\�w�Þ�”
�Å�x�«�å� �ž�ï�Ä�t�‘�“
ƒ���^�•�‡�b�{�Í�¿�³�Ò  �Þ�”�Å�p�w�Ã�”�»
€���w	!	ô	��p�K�”�±�”�Ì�x�z
�›���w
€���›�æ�¿�µ�ï�`�o�M�”�Ù�”�Ä
j�ø�p� �t�`�‡�b�{

�« �Í�w�«�p�x�z FTP �Þ�”�Å�›�Í�¿�³�Ò�t
ƒ���`�‡�b�{

hostname(config)# ftp mode passive

���È�¯�Ú�ï�Å

�¯�Ú�ï�Å  �Þ�”�Å

�Ñ�•� �ž�¢�¥�”�ç  �Þ�”�Å �·�©�á�æ�Â�Ÿ  �¯�ï�Â�©�µ�Ä

�ç�”�Â�¿�Å �•�a �³�ï�¬�ç

�Ú�ç�½

�¯�ï�Â�©�µ�Ä �³�µ�Â�Ü

�¬�é�”�Ì�ç  �¯�ï�Ñ�Ÿ�ª�á�è�”
�³�ã�ï

• • • — •

�æ�æ�”�µ �!�Ë�º�0

7.0(1) �\�w�¯�Ú�ï�Å�U�‹�Ö�^�•�‡�`�h�{

copy � �Ý�”�´  �Ñ�•� �ç�‡�h�x�¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï  �Ñ�•� �ç�›
FTP �±�”�Ì�q�w���p�ž�¿�Ó�é�”�Å�‡�h�x�¼�¢�ï�é�”�Å�`�‡�b�{

debug ftp client FTP �«�å� �ž�ï�Ä�w�ž�«�Â�Ÿ�Ï�Â�Ÿ�t���b�”	Ä�I�s	Ø�C�›
¯�Ô
�`�‡�b�{

show running-config ftp mode FTP �«�å� �ž�ï�Ä�w�¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï�›
¯�Ô�`�‡�b�{  
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functions
�\�w�â�”�²�‡�h�x�¬�ç�”�Ó  �Ù�æ�³�”�t�0�`�o�z WebVPN �&���p�Ù�”�Ä  �Ñ�¥�ë�”�Ã�Ÿ�ï�¬  java �ž�Ó
�è�¿�Ä�z Citrix �±�Ù�”�Ä�z�Ñ�•� �ç  �ž�«�·�µ�z�Ñ�•� �ç �Ò�å�¢�´�ï�¬�z�Ñ�•� �ç  �±�”�Ì  �¤�ï�Ä�æ�z
webtype ACL �w�ž�Ó�æ�­�”�³�ã�ï�z HTTP �Ó�é�©�³�z MAPI �Ó�é�©�³�z�Ù�”�Ä  �Ñ�¥�ë�”�Ã�Ÿ�ï�¬�z
�‡�h�x  URL �¤�ï�Ä�æ�t���b�”�×�ˆ�¼�¢�ï�é�”�Å�›
ƒ���b�”�t�x�z�¬�ç�”�Ó  �Ù�æ�³�”�‡�h�x�â�”�²
�Ê�Þ�”�Å�T�’�Ö�—�b�”  webvpn �Þ�”�Å�p  functions �¯�Ú�ï�Å�›�–�;�`�‡�b�{ 
ƒ���A�ˆ�;�ó�›�_	†�b�”
�t�x�z�\�w�¯�Ú�ï�Å�w  no ���Ü�›�–�;�`�‡�b�{  

functions none �¯�Ú�ï�Å�›
C�æ�`�o�^
R�^�•�h�È�ç�‹�›���‰�b�‚�o�w
ƒ���A�ˆ�;�ó�›�_	†�b�”�t
�x�z�\�w�¯�Ú�ï�Å�w  no ���Ü�›�¾
:�s�`�p�–�;�`�‡�b�{ no �¦�Ó�³�ã�ï�›�–�;�b�”�q�z�‹�›���w�¬
�ç�”�Ó  �Ù�æ�³�”�T�’�'	•�p�V�‡�b�{�;�ó�w�‹�›�'	•�`�s�M�‘�O�t�b�”�t�x�z functions none �¯�Ú�ï
�Å�›�–�;�`�‡�b�{  

functions { auto-download | citrix | file-access | file-browsing | file-entry | filter | http-proxy | url-entry 
| mapi | port-forward | none}

no functions [auto-download | citrix | file-access | file-browsing | file-entry | filter | url-entry | mapi | 
port-forward ]

�³�ï�»�¿�«�µ�w
†�Ì auto-download WebVPN �é�¬� �ï�w�M�t�z�Ù�”�Ä  �Ñ�¥�ë�”�Ã�Ÿ�ï�¬  java �ž�Ó�è�¿�Ä�w�×�ˆ
�¼�¢�ï�é�”�Å�›� �É�”�Ò�ç�‡�h�x�Ã�Ÿ�·�”�Ò�ç�t�`�‡�b�{ �7	s�t�Ù�”�Ä  �Ñ�¥
�ë�”�Ã�Ÿ�ï�¬�z Outlook/Exchange �Ó�é�©�³�z�‡�h�x  HTTP �Ó�é�©�³�›� �É�”
�Ò�ç�t�b�”
ž�A�U�K�“�‡�b�{

citrix MetaFrame �ž�Ó�æ�­�”�³�ã�ï  �±�”�Ì�T�’�æ�Þ�”�Ä  �â�”�²�•�w�z�¤�±�”�Ï�µ
�w�±�Ù�”�Ä�›�z� �É�”�Ò�ç�‡�h�x�Ã�Ÿ�·�”�Ò�ç�t�`�‡�b�{�\�w�©�”�ë�”�Å�›
�–�;�b�”�q�z�·�©�á�æ�Â�Ÿ  �ž�Ó�å� �ž�ï�µ�U�·�©�á�æ�Â�Ÿ�w�ô�M  Citrix �¯�ï
�Ñ�Ÿ�ª�á�è�”�³�ã�ï�º�p�·�©�á�ž�s�®�”�Ä�¢�£� �q�`�o�ˆ�^�p�V�‡�b�{�\�•
�’�w�±�”�Ï�µ�t�‘�“�z�â�”�²�x
ª	j�w  Web �Ò�å�¢�²�T�’  MetaFrame �ž�Ó�æ
�­�”�³�ã�ï�t�ž�«�·�µ�p�V�‡�b�{

file-access �Ñ�•� �ç  �ž�«�·�µ�›� �É�”�Ò�ç�‡�h�x�Ã�Ÿ�·�”�Ò�ç�t�`�‡�b�{ � �É�”�Ò�ç�w
	Ô�ù�z WebVPN �w�×�”�Ü�Ö�”�´�t�x�±�”�Ì  �æ�µ�Ä�º�w�Ñ�•� �ç  �±�”�Ì�U�°
�a
¯�Ô�^�•�‡�b�{�Ñ�•� �ç  �Ò�å�¢�´�ï�¬�‡�h�x�Ñ�•� �ç  �¤�ï�Ä�æ�›� �É�”
�Ò�ç�t�b�”�t�x�z�Ñ�•� �ç  �ž�«�·�µ�›� �É�”�Ò�ç�t�b�”
ž�A�U�K�“�‡�b�{

file-browsing �Ñ�•� �ç  �±�”�Ì�S�‘�|�ž���w�Ò�å�¢�´�ï�¬�›� �É�”�Ò�ç�‡�h�x�Ã�Ÿ�·�”�Ò
�ç�t�`�‡�b�{�Ñ�•� �ç  �±�”�Ì�w�â�”�²  �¤�ï�Ä�æ�›�•�D�b�”�t�x�z�Ñ�•� �ç
�Ò�å�¢�´�ï�¬�›� �É�”�Ò�ç�t�b�”
ž�A�U�K�“�‡�b�{  

file-entry �Ñ�•� �ç  �±�”�Ì�w�Ê
²�›�Ö�—�b�”�â�”�²�;�ó�›� �É�”�Ò�ç�‡�h�x�Ã�Ÿ�·�”
�Ò�ç�t�`�‡�b�{

filter webtype ACL �›�&�;�`�‡�b�{� �É�”�Ò�ç�t�b�”�q�z�·�©�á�æ�Â�Ÿ  �ž�Ó�å� �ž
�ï�µ�x  webvpn �w filter  �¯�Ú�ï�Å�p���[�^�•�h  webtype ACL �›�&�;�`�‡�b�{

http-proxy �æ�Þ�”�Ä  �â�”�²�•�w  HTTP �ž�Ó�è�¿�Ä  �Ó�é�©�³�w�8
ù�›� �É�”�Ò�ç�‡�h�x
�Ã�Ÿ�·�”�Ò�ç�t�`�‡�b�{�Ó�é�©�³�x�z Java�z ActiveX�z�S�‘�|  Flash �s�r�w� 
�›�w�Ú�ï�¬�æ�ï�¬�t�ï	¬�b�”�Â�«�Ê�é�´�”�t�®�L�$�p�b�{�Ó�é�©�³�›�–�;�b
�”�q�Ú�ï�¬�æ�ï�¬�x�Ì� �Í�µ�^�•�‡�b�U�z �·�©�á�æ�Â�Ÿ  �ž�Ó�å� �ž�ï�µ�w�–
�;�x�¬�î�t�'���^�•�‡�b�{�8
ù�^�•�h�Ó�é�©�³�x�Ò�å�¢�²�w�y�M�Ó�é�©�³
ƒ
���›�×�ˆ�$�t�!�Ë�`�z�b�‚�o�w  HTTP �S�‘�|  HTTPS �A�{�›	ý�`�M�Ó�é�©�³

ƒ���t�æ�¼� �è�«�Ä�`�‡�b�{ HTML�z CSS�z JavaScript�z VBScript�z ActiveX�z
�S�‘�|  Java �›���‰�z�b�‚�o�w�«�å� �ž�ï�Ä���w�Â�«�Ê�é�´�”�›�î�í�$�t�±
�Ù�”�Ä�`�‡�b�{�±�Ù�”�Ä�`�o�M�”�Ò�å�¢�²�x�z Microsoft Internet Explorer �i�Z
�p�b�{
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�Ã�Ñ�¥�ç�Ä �Ã�Ñ�¥�ç�Ä�p�x�z�\�w�;�ó�x�Ã�Ÿ�·�”�Ò�ç�t�s�l�o�M�‡�b�{

�¯�Ú�ï�Å  �Þ�”�Å �Í�w
¯�x�z�\�w�¯�Ú�ï�Å�›�Ö�—�p�V�”�Þ�”�Å�›�Ô�`�o�M�‡�b�{

�¯�Ú�ï�Å�d�º

�« �Í�w�«�x�z FirstGroup �q�M�O�Ê
²�w�¬�ç�”�Ó  �Ù�æ�³�”�t�0�`�o�Ñ�•� �ç  �ž�«�·�µ�z�Ñ�•� �ç  �Ò�å
�¢�´�ï�¬�z�S�‘�|  MAPI �Ó�é�©�³�›
ƒ���b�”�M�O�›�Ô�`�o�M�‡�b�{

hostname(config)#  group-policy FirstGroup attributes
hostname(config-group-policy)# webvpn
hostname(config-group-webvpn)#  functions file-access file-browsing MAPI

���È�¯�Ú�ï�Å

mapi Microsoft Outlook/Exchange �w�Ù�”�Ä�8
ù�›� �É�”�Ò�ç�‡�h�x�Ã�Ÿ�·�”�Ò�ç�t
�`�‡�b�{

none �b�‚�o�w  WebVPN functions �t�È�ç�‹�›
ƒ���`�‡�b�{�Ã�Ñ�¥�ç�Ä�w�¬�ç�”�Ó
�Ù�æ�³�”�‡�h�x�¦���^�•�o�M�”�¬�ç�”�Ó  �Ù�æ�³�”�T�’�;�ó�›�'	•�`�s�M�‘
�O�t�`�‡�b�{

port-forward �Ù�”�Ä�8
ù�›� �É�”�Ò�ç�t�`�‡�b�{� �É�”�Ò�ç�t�b�”�q�z�·�©�á�æ�Â�Ÿ  �ž�Ó
�å� �ž�ï�µ�x  webvpn �w port-forward  �¯�Ú�ï�Å�p���[�^�•�h�Ù�”�Ä  �Ñ�¥�ë�”
�Ã�Ÿ�ï�¬  �æ�µ�Ä�›�–�;�`�‡�b�{

url-entry URL �w�â�”�²  �¤�ï�Ä�æ�›� �É�”�Ò�ç�‡�h�x�Ã�Ÿ�·�”�Ò�ç�t�`�‡�b�{� �É�”
�Ò�ç�t�s�l�o�‹�z�·�©�á�æ�Â�Ÿ  �ž�Ó�å� �ž�ï�µ�x�‘
µ�q�`�o  URL �›�Ú�™�w

ƒ���^�•�h  URL �‡�h�x�É�¿�Ä�ë�”�«  ACL �t
M�v�`�‡�b�{ URL �¤�ï�Ä�æ�›
�Ã�Ÿ�·�”�Ò�ç�t�b�”�q�z�·�©�á�æ�Â�Ÿ  �ž�Ó�å� �ž�ï�µ�x  WebVPN �â�”�²�›
�×�”�Ü�ƒ�”�´	Í�w  URL �t
M�v�`�‡�b�{

�¯�Ú�ï�Å  �Þ�”�Å

�Ñ�•� �ž�¢�¥�”�ç  �Þ�”�Å �·�©�á�æ�Â�Ÿ  �¯�ï�Â�©�µ�Ä

�ç�”�Â�¿�Å �•�a �³�ï�¬�ç

�Ú�ç�½

�¯�ï�Â�©�µ�Ä �³�µ�Â�Ü

WebVPN �Þ�”�Å • — • — —

�æ�æ�”�µ �!�Ë�º�0

7.1(1) auto-download �©�”�ë�”�Å�q  citrix �©�”�ë�”�Å�U�å�C�^�•�‡�`�h�{

7.0(1) �\�w�¯�Ú�ï�Å�U�‹�Ö�^�•�‡�`�h�{

�¯�Ú�ï�Å 
†�Ì

webvpn �¬�ç�”�Ó  �Ù�æ�³�”  �¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï  �Þ�”�Å�‡�h�x�â�”�²�Ê�¯�ï
�Ñ�Ÿ�ª�á�è�”�³�ã�ï  �Þ�”�Å�p�–�;�`�‡�b�{ WebVPN �Þ�”�Å�t�Ö�l�o�z�¬
�ç�”�Ó  �Ù�æ�³�”�‡�h�x�â�”�²�Ê�t�&�;�b�”�Í�å�Ý�”�»�›
ƒ���p�V�”�‘�O
�t�`�‡�b�{  

webvpn �¬�é�”�Ì�ç  �¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï  �Þ�”�Å�p�–�;�`�‡�b�{ WebVPN �w�¬
�é�”�Ì�ç  �¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï�‹�›
ƒ���p�V�‡�b�{
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gateway �¯�Ú�ï�Å�™  hw-module 
module shutdown �¯�Ú�ï�Å

gateway
�›���w�®�”�Ä�¢�£� �›���g�`�o�M�”�¯�”�ç  �¤�”�´�£�ï�Ä�w�¬�ç�”�Ó�›�¦���b�”�t�x�z MGCP �Ú�¿�Ó
�¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï  �Þ�”�Å�p  gateway �¯�Ú�ï�Å�›�–�;�`�‡�b�{ �\�w�¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï�›
�_	†�b�”�t�x�z�\�w�¯�Ú�ï�Å�w  no ���Ü�›�–�;�`�‡�b�{  

gateway ip_address [group_id]

�³�ï�»�¿�«�µ�w
†�Ì

�Ã�Ñ�¥�ç�Ä �\�w�¯�Ú�ï�Å�x�z�Ã�Ñ�¥�ç�Ä�p�x�Ã�Ÿ�·�”�Ò�ç�t�s�l�o�M�‡�b�{

�¯�Ú�ï�Å  �Þ�”�Å �Í�w
¯�x�z�\�w�¯�Ú�ï�Å�›�Ö�—�p�V�”�Þ�”�Å�›�Ô�`�o�M�‡�b�{

�¯�Ú�ï�Å�d�º

gateway �›���w�®�”�Ä�¢�£� �›���g�`�o�M�”�¯�”�ç  �¤�”�´�£�ï�Ä�w�¬�ç�”�Ó�›�¦
���`�‡�b�{

ip_address �®�”�Ä�¢�£� �w  IP �ž�Å�è�µ�{

group_id �¯�”�ç  �¤�”�´�£�ï�Ä  �¬�ç�”�Ó�w  ID�¢ 0 �™ 2147483647�£�{

�¯�Ú�ï�Å  �Þ�”�Å

�Ñ�•� �ž�¢�¥�”�ç  �Þ�”�Å �·�©�á�æ�Â�Ÿ  �¯�ï�Â�©�µ�Ä

�ç�”�Â�¿�Å �•�a �³�ï�¬�ç

�Ú�ç�½

�¯�ï�Â�©�µ�Ä �³�µ�Â�Ü

MGCP �Ú�¿�Ó � ¯ � ï �Ñ�Ÿ�ª �á
�è�”�³�ã�ï

• • • • —

�æ�æ�”�µ �!�Ë�º�0

7.0(1) �\�w�¯�Ú�ï�Å�U�‹�Ö�^�•�‡�`�h�{
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�–�;	Í�w�̈ � �Å�å� �ï gateway �¯�Ú�ï�Å�x�z�›���w�®�”�Ä�¢�£� �›���g�`�o�M�”�¯�”�ç  �¤�”�´�£�ï�Ä�w�¬�ç�”�Ó�›�¦���b
�”�h�Š�t�–�;�`�‡�b�{ ip_address �¦�Ó�³�ã�ï�›�–�;�`�o�z �®�”�Ä�¢�£� �w  IP �ž�Å�è�µ�›�¦���`�‡�b�{
group_id �¦�Ó�³�ã�ï�x  0 �™ 4294967295 �w
:�È�p�b�{ �\�w
:�È�x�z �®�”�Ä�¢�£� �›���g�`�o�M�”�¯�”
�ç  �¤�”�´�£�ï�Ä�w  group_id �t�0� �`�o�M�”
ž�A�U�K�“�‡�b�{ 1 �m�w�®�”�Ä�¢�£� �x  1 �m�w�¬�ç�”�Ó
�i�Z�t	t���p�V�‡�b�{

�« �Í�w�«�p�x�z�¯�”�ç  �¤�”�´�£�ï�Ä  10.10.11.5 �q  10.10.11.6 �U�®�”�Ä�¢�£�   10.10.10.115 �›
M�š�p�V
�” � ‘ �O� t � `�z� ¯ � ” �ç  �¤ � ” � ´ �£ � ï �Ä  10.10.11.7 �q  10.10.11.8 �U�®�” �Ä�¢�£�    10.10.10.116 �q
10.10.10.117 �w�†�M�›
M�š�p�V�”�‘�O�t�`�o�M�‡�b�{

hostname(config)# mgcp-map mgcp_policy
hostname(config-mgcp-map)#  call-agent 10.10.11.5 101
hostname(config-mgcp-map)# call-agent 10.10.11.6 101
hostname(config-mgcp-map)# call-agent 10.10.11.7 102
hostname(config-mgcp-map)# call-agent 10.10.11.8 102
hostname(config-mgcp-map)# gateway 10.10.10.115 101
hostname(config-mgcp-map)# gateway 10.10.10.116 102
hostname(config-mgcp-map)# gateway 10.10.10.117 102

���È�¯�Ú�ï�Å �¯�Ú�ï�Å 
†�Ì

debug mgcp MGCP �t���b�”�Ã�Ì�¿�¬	Ø�C�w
¯�Ô�›� �É�”�Ò�ç�t�`�‡�b�{

mgcp-map MGCP �Ú�¿�Ó�›���[�`�z MGCP �Ú�¿�Ó  �¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï  �Þ�”�Å�›
� �É�”�Ò�ç�t�`�‡�b�{

show mgcp MGCP �w�¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï�S�‘�|�·�¿�³�ã�ï	Ø�C�›
¯�Ô�`�‡�b�{
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global
NAT �;�w�Ú�¿�Ð�ï�¬  �ž�Å�è�µ�w�Ó�”�ç�›�^
R�b�”�t�x�z�¬�é�”�Ì�ç  �¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï  �Þ�”
�Å�p  global �¯�Ú�ï�Å�›�–�;�`�‡�b�{�ž�Å�è�µ�w�Ó�”�ç�›�_	†�b�”�t�x�z�\�w�¯�Ú�ï�Å�w  no ���Ü�›
�–�;�`�‡�b�{

global (mapped_ifc) nat_id {mapped_ip[-mapped_ip] [netmask mask] | interface}

no global (mapped_ifc) nat_id {mapped_ip[-mapped_ip] [netmask mask] | interface}

�³�ï�»�¿�«�µ�w
†�Ì

�Ã�Ñ�¥�ç�Ä �Ã�Ñ�¥�ç�Ä�w�ˆ�^�•�‹�x�K�“�‡�d�œ�{

interface � �ï�»�”�Ñ�£� �µ�w  IP �ž�Å�è�µ�›�z �Ú�¿�Ð�ï�¬  �ž�Å�è�µ�q�`�o�–�;�`
�‡�b�{�\�w�©�”�ë�”�Å�›�–�;�b�”�w�x�z� �ï�»�”�Ñ�£� �µ  �ž�Å�è�µ�›
�–�;�`�‘�O�q�b�”	Ô�ù�t�z�ž�Å�è�µ�U  DHCP �›�–�;�`�o�ˆ�$�t�Â�“�p
�o�’�•�o�M�”�q�V�p�b�{

mapped_ifc �Ú�¿�Ð�ï�¬  IP �ž�Å�è�µ  �É�¿�Ä�ë�”�«�t
€���^�•�o�M�”� �ï�»�”�Ñ�£
� �µ�w�Ê
²�›�¦���`�‡�b�{

mapped_ip[-mapped_ip] �Ú�¿�Ð�ï�¬�^�•�o�M�”� �ï�»�”�Ñ�£� �µ�w	4�ƒ�Ì�t�î�M�w�ž�Å�è�µ�›
�!�õ�b�”	Ô�ù�w�!�õ
Œ�Ú�¿�Ð�ï�¬  �ž�Å�è�µ�¢
ó
:�D�£�›�¦���`�‡�b�{
�o�°�w�ž�Å�è�µ�›�¦���b�”	Ô�ù�x�z PAT �›
ƒ���`�‡�b�{�ž�Å�è�µ�w
c
�“�›�¦���b�”	Ô�ù�x�z�¼� �Æ�Û�¿�«  NAT �›
ƒ���`�‡�b�{

�Ž
æ�É�¿�Ä�ë�”�«�U� �ï�»�”�É�¿�Ä�t
€���^�•�o�M�”	Ô�ù�x�z�¤�¬
�é�”�Ì�ç  IP �ž�Å�è�µ�U  Network Information Center�¢ NIC�£�t�J�å�^�•
�o�M�”
ž�A�U�K�“�‡�b�{  

nat_id NAT ID �w
T
:�›�¦���`�‡�b�{�\�w  ID �x�z�!�õ�0	Å�w�î�M�w�ž�Å�è�µ
�t�Ú�¿�Ð�ï�¬  �Ó�”�ç�›���È
Ç�Z�”�q�V�t  nat �¯�Ú�ï�Å�t�‘�l�o�€	°�^
�•�‡�b�{

�è	×�w  NAT �w	Ô�ù�z�\�w
T
:�w
c�“�x  1 �™ 2147483647 �q�s�“�‡�b�{
�Ù�æ�³�”  NAT�¢ nat id access-list�£�w	Ô�ù�z
T
:�w
c�“�x  1 �™ 65535 �q
�s�“�‡�b�{

global �¯�Ú�ï�Å�p  NAT ID �t  0 �›�¦���`�s�M�p�X�i�^�M�{ 0 �x�z global
�¯�Ú�ï�Å�›�–�;�`�s�M�ž� �Ã�ï�Â�Ÿ�Â�Ÿ  NAT �S�‘�|  NAT �Ô	†�;�t�'
�ÿ�^�•�o�M�‡�b�{  

netmask mask �¢�¦�Ó�³�ã�ï�£ mapped_ip �w�É�¿�Ä�ë�”�«  �Ú�µ�«�›�¦���`�‡�b�{�\�w�Ú
�µ�«�x�z mapped_ip �q
Ê�ˆ�ù�d�h	Ô�ù�z�É�¿�Ä�ë�”�«�›�¦���`�‡�d�œ�{
�\�w	Ô�ù�x�z mapped_ip �›�×�µ�Ä�t�Â�“�p�o�”�q�V�t  mapped_ip �t�Â�“
�p�o�h�±�Ò�É�¿�Ä  �Ú�µ�«�›�¦���`�‡�b�{�ž�Å�è�µ�w
c�“�›
ƒ���b�”	Ô
�ù�x�z mapped_ip-mapped_ip �›�¦���b�”
ž�A�U�K�“�‡�b�{

�Ú�µ�«�›�¦���`�s�M	Ô�ù�x�z�ž�Å�è�µ  �«�å�µ�w�Ã�Ñ�¥�ç�Ä  �Ú�µ�«�U�–
�;�^�•�‡�b�{



�H 13 	·       gateway �¯�Ú�ï�Å�™  hw-module module shutdown �¯�Ú�ï�Å
  global

13-4
Cisco �·�©�á�æ�Â�Ÿ  �ž�Ó�å� �ž�ï�µ  �¯�Ú�ï�Å  �æ�Ñ�•�è�ï�µ

OL-10086-02-J

�¯�Ú�ï�Å  �Þ�”�Å �Í�w
¯�x�z�\�w�¯�Ú�ï�Å�›�Ö�—�p�V�”�Þ�”�Å�›�Ô�`�o�M�‡�b�{

�¯�Ú�ï�Å�d�º

�–�;	Í�w�̈ � �Å�å� �ï �¼� �Æ�Û�¿�«  NAT �S�‘�|  PAT �w	Ô�ù�x�z�7	s�t�z�!�õ�0	Å�q�s�”� �ï�»�”�Ñ�£� �µ	Í�w�î�M�w�ž
�Å�è�µ�›�¦���b�”  nat �¯�Ú�ï�Å�›
ƒ���`�‡�b�{�Í�t�z���w� �ï�»�”�Ñ�£� �µ�w	4�ƒ�Ì�t�Ú�¿�Ð�ï�¬
�ž�Å�è�µ�›�¦���b�”�h�Š�w  global �¯�Ú�ï�Å�›���M
ƒ���`�‡�b�¢ PAT �w	Ô�ù�z�Ú�¿�Ð�ï�¬  �ž�Å�è�µ
�x  1 �m�p�b�£ �{�¤  nat �¯�Ú�ï�Å�x�z�¤�¯�Ú�ï�Å�t�Â�“�p�o�’�•�h
j�ø�p�K�”  NAT ID �w
z�±�t�‘�l
�o�z global �¯�Ú�ï�Å�q�°�•�`�‡�b�{

�¼� �Æ�Û�¿�«  NAT �S�‘�|  PAT �w	Ä�I�t�m�M�o�x�z nat �¯�Ú�ï�Å�›�€	°�`�o�X�i�^�M�{

NAT �¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï�›�!�Ë�b�”	Ô�ù�z �7���w�!�õ�U�»� �Ü�ž�¢�Ä�b�”�w�›�4�h�c�t	ý�`�M
NAT 	Ø�C�›�–�;�b�”�q�V�x�z clear xlate �¯�Ú�ï�Å�›�–�;�`�o�!�õ�Â�”�Ò�ç�›	«�ˆ�`�o�‹�T�‡�M�‡�d
�œ�{�h�i�`�z�!�õ�Â�”�Ò�ç�›	«�ˆ�b�”�q�q�O�w
€���U�b�‚�o
~�…�^�•�‡�b�{

�« �h�q�Q�y�z�º
æ� �ï�»�”�Ñ�£� �µ	Í�w  10.1.1.0/24 �É�¿�Ä�ë�”�«�›�!�õ�b�”�t�x�z�Í�w�¯�Ú�ï�Å�›�Ö
�—�`�‡�b�{

hostname(config)# nat (inside) 1 10.1.1.0 255.255.255.0
hostname(config)# global (outside) 1 209.165.201.1-209.165.201.30

�¼� �Æ�Û�¿�«  NAT �;�w�ž�Å�è�µ  �Ó�”�ç�›�z NAT �Ó�”�ç�›�–�M�L�h�`�h�q�V�w�h�Š�w  PAT �ž�Å�è
�µ�q�ž�t�¦���b�”�t�x�z�Í�w�¯�Ú�ï�Å�›�Ö�—�`�‡�b�{

hostname(config)# nat (inside) 1 10.1.1.0 255.255.255.0
hostname(config)# global (outside) 1 209.165.201.5
hostname(config)# global (outside) 1 209.165.201.10-209.165.201.20

�ç�”�Â�Ÿ�ï�¬�w���t�=�s�r�w�h�Š�t�z�·�©�á�æ�Â�Ÿ�w�ÿ�M  DMZ�¢
‡
â
÷�•�3�£�w�É�¿�Ä�ë�”�«  �ž
�Å�è�µ�›�!�õ�`�o�º
æ�É�¿�Ä�ë�”�«�¢ 10.1.1.0�£�q�‰�a�É�¿�Ä�ë�”�«	Í�t
¯�Ô�b�”�t�x�z�Í�w�¯�Ú�ï
�Å�›�Ö�—�`�‡�b�{

hostname(config)# nat (dmz) 1 10.1.2.0 255.255.255.0 outside dns
hostname(config)# global (inside) 1 10.1.1.45

�¯�Ú�ï�Å  �Þ�”�Å

�Ñ�•� �ž�¢�¥�”�ç  �Þ�”�Å �·�©�á�æ�Â�Ÿ  �¯�ï�Â�©�µ�Ä

�ç�”�Â�¿�Å �•�a �³�ï�¬�ç

�Ú�ç�½

�¯�ï�Â�©�µ�Ä �³�µ�Â�Ü

�¬�é�”�Ì�ç  �¯�ï�Ñ�Ÿ�ª�á�è�”
�³�ã�ï

• — • • —

�æ�æ�”�µ �!�Ë�º�0

�7�� �\�w�¯�Ú�ï�Å�x�7���w�‹�w�p�b�{
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�Ù�æ�³�”  NAT �›�–�;�`�o�z 1 �m�w�î�M�w�ž�Å�è�µ�t  2 �m�w�Ÿ�s�”�|
Œ�ž�Å�è�µ�›�¦���b�”�t�x�z�Í
�w�¯�Ú�ï�Å�›�Ö�—�`�‡�b�{

hostname(config)# access-list NET1 permit ip 10.1.2.0 255.255.255.0 209.165.201.0 
255.255.255.224
hostname(config)# access-list NET2 permit ip 10.1.2.0 255.255.255.0 209.165.200.224 
255.255.255.224
hostname(config)# nat (inside) 1 access-list NET1 tcp 0 2000 udp 10000
hostname(config)# global (outside) 1 209.165.202.129
hostname(config)# nat (inside) 2 access-list NET2 tcp 1000 500 udp 2000
hostname(config)# global (outside) 2 209.165.202.130

�Ù�æ�³�”  NAT �›�–�;�`�o�z�f�•�g�•�U�Ÿ�s�”�Ù�”�Ä�›�–�;�b�”�z 1 �m�w�î�M�w�ž�Å�è�µ�q�|
Œ�ž�Å
�è�µ�w�Ö�ž�›�¦���b�”�t�x�z�Í�w�¯�Ú�ï�Å�›�Ö�—�`�‡�b�{

hostname(config)# access-list WEB permit tcp 10.1.2.0 255.255.255.0 209.165.201.11 
255.255.255.255 eq 80
hostname(config)# access-list TELNET permit tcp 10.1.2.0 255.255.255.0 209.165.201.11 
255.255.255.255 eq 23
hostname(config)# nat (inside) 1 access-list WEB
hostname(config)# global (outside) 1 209.165.202.129
hostname(config)# nat (inside) 2 access-list TELNET
hostname(config)# global (outside) 2 209.165.202.130

���È�¯�Ú�ï�Å �¯�Ú�ï�Å 
†�Ì

clear configure global global �¯�Ú�ï�Å�›�¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï�T�’�_	†�`�‡�b�{

nat �!�õ�0	Å�q�s�”�î�M�w�ž�Å�è�µ�›�¦���`�‡�b�{

show running-config global �¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï�º�w  global �¯�Ú�ï�Å�›
¯�Ô�`�‡�b�{

static 1 �0  1 �w�!�õ�›
ƒ���`�‡�b�{
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group
IKE �Ù�æ�³�”�w  Diffie-Hellman �¬�ç�”�Ó�›�¦���b�”�t�x�z�‰�ø  isakmp �Ù�æ�³�”  �¯�ï�Ñ�Ÿ�ª�á�è�”
�³�ã�ï  �Þ�”�Å�p  group �¯�Ú�ï�Å�›�–�;�`�‡�b�{ IKE �Ù�æ�³�”�x�z IKE �É�°�³�¤�”�³�ã�ï�Ì�t�–�;�b
�”�Í�å�Ý�”�»�w�·�¿�Ä�›���[�`�h�‹�w�p�b�{ Diffie-Hellman �¬�ç�”�Ó�Ý��� �›�Ã�Ñ�¥�ç�Ä�‹�t�æ�·�¿
�Ä�b�”�t�x�z�\�w�¯�Ú�ï�Å�w  no ���Ü�›�–�;�`�‡�b�{

group { 1 | 2 | 5 | 7}

no group

�³�ï�»�¿�«�µ�w
†�Ì

�Ã�Ñ�¥�ç�Ä �Ã�Ñ�¥�ç�Ä�w�¬�ç�”�Ó  �Ù�æ�³�”�x�z group 2 �p�b�{

�¯�Ú�ï�Å  �Þ�”�Å �Í�w
¯�x�z�\�w�¯�Ú�ï�Å�›�Ö�—�p�V�”�Þ�”�Å�›�Ô�`�o�M�‡�b�{

�¯�Ú�ï�Å�d�º

�–�;	Í�w�̈ � �Å�å� �ï �¬�ç�”�Ó  �¦�Ó�³�ã�ï�t�x�z 768 �Ï�¿�Ä�¢ DH Group 1�£�z 1,024 �Ï�¿�Ä�¢ DH Group 2�£�z 1,536 �Ï�¿�Ä
�¢ DH Group 5�£�z�S�‘�|  DH Group 7 �w 4 �m�U�K�“�‡�b�{ 1,024 �Ï�¿�Ä�q  1,536 �Ï�¿�Ä�w  Diffie-Hellman
�¬�ç�”�Ó�x�z�·�©�á�æ�Â�Ÿ�U�ô�X�s�“�‡�b�U�z CPU �w	r�g�Ì���x�Õ�X�s�“�‡�b�{  

group 1 IKE �Ù�æ�³�”�p�z 768 �Ï�¿�Ä�w  Diffie-Hellman �¬�ç�”�Ó�›�–�;�b�”�\�q�›�¦��
�`�‡�b�{ 768 �Ï�¿�Ä�x�z�Ã�Ñ�¥�ç�Ä�‹�p�b�{

group 2 IKE �Ù�æ�³�”�p�z 1024 �Ï�¿�Ä�w  Diffie-Hellman �¬�ç�”�Ó  2 �›�–�;�b�”�\�q�›
�¦���`�‡�b�{

group 5 IKE �Ù�æ�³�”�p�z 1,536 �Ï�¿�Ä�w  Diffie-Hellman �¬�ç�”�Ó  5 �U�–�;�^�•�”�‘�O
�t�¦���`�‡�b�{

group 7 IKE �Ù�æ�³�”�p�z Diffie-Hellman Group 7 �›�–�;�b�”�\�q�›�¦���`�‡�b�{ Group
7 �x  IPSec SA �©�”�›
\
R�`�‡�b�{�*���Â
¢�Ñ�Ÿ�”�ç�Å�w�±� �¶�x  163 �Ï�¿�Ä
�p�b�{  

priority Internet Key Exchange�¢ IKE�£�Ù�æ�³�”�›�°�™�t�Ý���`�z�f�w�Ù�æ�³�”�t��
Œ
	q�•�›�Â�“�p�o�‡�b�{ 1 �™ 65534 �w
T
:�›�–�;�`�‡�b�{ 1 �x��
Œ	q�•�U�7�‹�ô
�X�z 65534 �U�7�‹�ÿ�X�s�“�‡�b�{

�¯�Ú�ï�Å  �Þ�”�Å

�Ñ�•� �ž�¢�¥�”�ç  �Þ�”�Å �·�©�á�æ�Â�Ÿ  �¯�ï�Â�©�µ�Ä

�ç�”�Â�¿�Å �•�a �³�ï�¬�ç

�Ú�ç�½

�¯�ï�Â�©�µ�Ä �³�µ�Â�Ü

�‰�ø isakmp �Ù�æ�³�”  �¯�ï�Ñ�Ÿ
�ª�á�è�”�³�ã�ï

• — • — —

�æ�æ�”�µ �!�Ë�º�0

7.0(1)(1) isakmp policy group �¯�Ú�ï�Å�U�‹�Ö�^�•�‡�`�h�{

7.2.(1) isakmp policy group �¯�Ú�ï�Å�U�z group �¯�Ú�ï�Å�t�”�V�õ�Q�’�•�‡�`�h�{
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�¢�«�£ Cisco VPN �«�å� �ž�ï�Ä�w�Ì�”�´�ã�ï  3.x �Ž	Í�p�x�z ISAKMP �Ù�æ�³�”�p  DH �¬�ç�”�Ó  2 �›�–�;�b
�”
ž�A�U�K�“�‡�b�¢ DH �¬�ç�”�Ó  1 �t
ƒ���b�”�q
€���p�V�‡�d�œ�£ �{

AES �x�z VPN-3DES �w�å� �·�ï�µ�U�K�”�·�©�á�æ�Â�Ÿ  �ž�Ó�å� �ž�ï�µ�t�v�“�±�Ù�”�Ä�^�•�‡�b�{
AES �w�©�”�w�±� �¶�x
‡	×�t�G�V�M�w�p�z ISAKMP �É�°�³�¤�”�³�ã�ï�p  Diffie-Hellman�¢ DH�£�¬
�ç�”�Ó  1 �•  2 �p�x�s�X�z�¬�ç�”�Ó  5 �›�–�;�b�”
ž�A�U�K�“�‡�b�{�\�w
ƒ���›�æ�O�t�x�z group 5 �¯
�Ú�ï�Å�›�–�;�`�‡�b�{  

�« �Í�w�«�x�z�¬�é�”�Ì�ç  �¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï  �Þ�”�Å�p�z group �¯�Ú�ï�Å�›�–�;�b�”�M�O�›�Ô�`�o
�M�‡�b�{�\�w�«�p�x�z��
Œ	q�•
j�ø  40 �w IKE �Ù�æ�³�”�t�z�¬�ç�”�Ó  2�z 1024 �Ï�¿�Ä  Diffie Hellman
�›�–�;�b�”�‘�O�t
ƒ���`�‡�b�{

hostname(config)# crypto isakmp policy  40 
hostname(config-isakmp-policy)# group 2

���È�¯�Ú�ï�Å �¯�Ú�ï�Å 
†�Ì

clear configure crypto isakmp �b�‚�o�w  ISAKMP �¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï�›	«�ˆ�`�‡
�b�{

clear configure crypto isakmp policy ISAKMP �Ù�æ�³�”  �¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï�›�b�‚�o	«�ˆ
�`�‡�b�{

clear crypto isakmp sa IKE �å�ï�»� �Ü  SA �Ã�”�»�Õ�”�µ�›	«�ˆ�`�‡�b�{

show running-config crypto isakmp �ž�«�Â�Ÿ�Ò�s�¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï�›�b�‚�o
¯�Ô�`�‡
�b�{



�H 13 	·       gateway �¯�Ú�ï�Å�™  hw-module module shutdown �¯�Ú�ï�Å
  group-alias

13-8
Cisco �·�©�á�æ�Â�Ÿ  �ž�Ó�å� �ž�ï�µ  �¯�Ú�ï�Å  �æ�Ñ�•�è�ï�µ

OL-10086-02-J

group-alias
�â�”�²�U�Ä�ï�É�ç  �¬�ç�”�Ó�›�€	°�p�V�”�‘�O�t  1 �m�‡�h�x
ó
:�w�E�8�Ê�›�^
R�b�”�t�x�z �Ä�ï�É�ç
�¬�ç�”�Ó  webvpn �¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï  �Þ�”�Å�p  group-alias �¯�Ú�ï�Å�›�–�;�`�‡�b�{ �æ�µ�Ä�T�’
�¤� �æ�ž�µ�›�_	†�b�”�t�x�z�\�w�¯�Ú�ï�Å�w  no ���Ü�›�–�;�`�‡�b�{

group-alias name [enable | disable] 

no group-alias name

�³�ï�»�¿�«�µ�w
†�Ì

�Ã�Ñ�¥�ç�Ä �Ã�Ñ�¥�ç�Ä�w�¬�ç�”�Ó  �¤� �æ�ž�µ�x�K�“�‡�d�œ�U�z�¬�ç�”�Ó  �¤� �æ�ž�µ�›�¦���b�”�q�z�f�w�¤� 
�æ�ž�µ�U�Ã�Ñ�¥�ç�Ä�p� �É�”�Ò�ç�t�s�“�‡�b�{

�¯�Ú�ï�Å  �Þ�”�Å �Í�w
¯�x�z�\�w�¯�Ú�ï�Å�›�Ö�—�p�V�”�Þ�”�Å�›�Ô�`�o�M�‡�b�{

�¯�Ú�ï�Å�d�º

�–�;	Í�w�̈ � �Å�å� �ï �\�\�p�¦���`�h�¬�ç�”�Ó  �¤� �æ�ž�µ�x�z �é�¬� �ï  �Ö�”�´�w�Å�é�¿�Ó�¼�¢�ï  �æ�µ�Ä�t
¯�Ô�^�•�‡�b�{
�¤�¬�ç�”�Ó�x�¤� �æ�ž�µ�›
ó
:�Ë�l�o�‹�‘�M�`�z�‡�l�h�X�Ë�h�s�X�o�‹�T�‡�M�‡�d�œ�{�\�w�¯�Ú�ï
�Å�x�z�‰�a�¬�ç�”�Ó�U�® Devtest�¯�•�® QA�¯�s�r�w
ó
:�w�è	×�Ê�p�Œ�’�•�o�M�”	Ô�ù�t���;�p�b�{

�« �Í�w�«�x�z �®devtest� �̄q�M�O�Ê
²�w  webvpn �Ä�ï�É�ç  �¬�ç�”�Ó�›
ƒ���`�z�f�w�¬�ç�”�Ó�t�0�`�o�¤� 
�æ�ž�µ�® QA�¯�S�‘�|�® Fra-QA�¯�›�¬�q�b�”�¯�Ú�ï�Å�›�Ô�`�o�M�‡�b�{

hostname(config)# tunnel-group devtest type webvpn
hostname(config)# tunnel-group devtest webvpn-attributes
hostname(config-tunnel-webvpn)# group-alias QA
hostname(config-tunnel-webvpn)# group-alias Fra-QA
hostname(config-tunnel-webvpn)# 

disable �¬�ç�”�Ó  �¤� �æ�ž�µ�›�Ã�Ÿ�·�”�Ò�ç�t�`�‡�b�{

enable �Ž
²�t�Ã�Ÿ�·�”�Ò�ç�t�`�h�¬�ç�”�Ó  �¤� �æ�ž�µ�›� �É�”�Ò�ç�t�`�‡�b�{

name �Ä�ï�É�ç  �¬�ç�”�Ó  �¤� �æ�ž�µ�w�Ê
²�›�¦���`�‡�b�{�Ê
²�t�x�z�µ�Ö�”�µ
�x�–�;�p�V�‡�d�œ�U�z�f�•�Ž�Ž�x�Ú�™�w���È�»�›
¬�R�p�V�‡�b�{

�¯�Ú�ï�Å  �Þ�”�Å

�Ñ�•� �ž�¢�¥�”�ç  �Þ�”�Å �·�©�á�æ�Â�Ÿ  �¯�ï�Â�©�µ�Ä

�ç�”�Â�¿�Å �•�a �³�ï�¬�ç

�Ú�ç�½

�¯�ï�Â�©�µ�Ä �³�µ�Â�Ü

�Ä�ï�É�ç  �¬�ç�”�Ó  webvpn �¯
�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï

• — • — —

�æ�æ�”�µ �!�Ë�º�0

7.1(1) �\�w�¯�Ú�ï�Å�U�‹�Ö�^�•�‡�`�h�{
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���È�¯�Ú�ï�Å �¯�Ú�ï�Å 
†�Ì

clear configure tunnel-group �Ä�ï�É�ç  �¬�ç�”�Ó  �Ã�”�»�Õ�”�µ
¶�.�z�‡�h�x�Ê
²�w
Ç�M�h
�Ä�ï�É�ç  �¬�ç�”�Ó  �¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï�›	«�ˆ�`�‡�b�{

show webvpn group-alias �¦���`�h�Ä�ï�É�ç  �¬�ç�”�Ó�‡�h�x�b�‚�o�w�Ä�ï�É�ç  �¬�ç�”
�Ó�t�0�b�”�¤� �æ�ž�µ�›
¯�Ô�`�‡�b�{

tunnel-group webvpn-attributes WebVPN �Ä�ï�É�ç  �¬�ç�”�Ó  �ž�Ä�æ�Ï�á�”�Ä�›
ƒ���b�”�Ä�ï
�É�ç  �¬�ç�”�Ó  webvpn �¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï  �Þ�”�Å�t�Ö
�“�‡�b�{
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group-delimiter
�¬�ç�”�Ó�Ê�w�r
s�›� �É�”�Ò�ç�t�`�z�Ä�ï�É�ç�w�É�°�³�¤�”�³�ã�ï�¤�t	!	ô�`�h�â�”�²�Ê�T�’�¬
�ç�”�Ó�Ê�›�r
s�b�”�q�V�t�–�;�b�”�Ã�æ�Û�»�›�¦���b�”�t�x�z �¬�é�”�Ì�ç  �¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï
�Þ�”�Å�p  group-delimiter  �¯�Ú�ï�Å�›�–�;�`�‡�b�{�\�w�¬�ç�”�Ó�Ê�w�r
s�›�Ã�Ÿ�·�”�Ò�ç�t�b�”�t
�x�z�\�w�¯�Ú�ï�Å�w  no ���Ü�›�–�;�`�‡�b�{

group-delimiter delimiter

no group-delimiter

�³�ï�»�¿�«�µ�w
†�Ì

�Ã�Ñ�¥�ç�Ä �Ã�Ñ�¥�ç�Ä�p�x�z �Ã�æ�Û�»�x�¦���^�•�o�S�’�c�z �¬�ç�”�Ó�Ê�w�r
s�x�Ã�Ÿ�·�”�Ò�ç�t�s�l�o�M�‡�b�{

�¯�Ú�ï�Å  �Þ�”�Å �Í�w
¯�x�z�\�w�¯�Ú�ï�Å�›�Ö�—�p�V�”�Þ�”�Å�›�Ô�`�o�M�‡�b�{

�¯�Ú�ï�Å�d�º

�–�;	Í�w�̈ � �Å�å� �ï �\�w�Ã�æ�Û�»�x�z�Ä�ï�É�ç�w�É�°�³�¤�”�³�ã�ï�¤�t�z�â�”�²�Ê�T�’�Ä�ï�É�ç  �¬�ç�”�Ó�Ê�›�r
s�b�”
�h�Š�t�–�;�^�•�‡�b�{�Ã�Ñ�¥�ç�Ä�p�x�z�Ã�æ�Û�»�x�¦���^�•�o�S�’�c�z�¬�ç�”�Ó�Ê�w�r
s�x�Ã�Ÿ
�·�”�Ò�ç�t�s�l�o�M�‡�b�{

�« �Í�w�«�x�z�¬�ç�”�Ó  �Ã�æ�Û�»�›
j�ø�G�ø�¢ #�£�t�!�Ë�b�”�h�Š�w  group-delimiter  �¯�Ú�ï�Å�›�Ô�`�o
�M�‡�b�{

hostname(config)# group-delimiter #

���È�¯�Ú�ï�Å

delimiter �¬�ç�”�Ó�Ê�w�Ã�æ�Û�»�q�`�o�–�;�b�”���È�›�¦���`�‡�b�{
���®�‹�x�z @�z #�z�S�‘�|  !  �p�b�{

�¯�Ú�ï�Å  �Þ�”�Å

�Ñ�•� �ž�¢�¥�”�ç  �Þ�”�Å �·�©�á�æ�Â�Ÿ  �¯�ï�Â�©�µ�Ä

�ç�”�Â�¿�Å �•�a �³�ï�¬�ç

�Ú�ç�½

�¯�ï�Â�©�µ�Ä �³�µ�Â�Ü

�¬�é�”�Ì�ç  �¯�ï�Ñ�Ÿ�ª�á�è�”
�³�ã�ï

• — • — —

�æ�æ�”�µ �!�Ë�º�0

7.0(1) �\�w�¯�Ú�ï�Å�U�‹�Ö�^�•�‡�`�h�{

�¯�Ú�ï�Å 
†�Ì

clear config group-delimiter 
ƒ���A�ˆ�w�¬�ç�”�Ó  �Ã�æ�Û�»�›	«�ˆ�`�‡�b�{

show running-config group-delimiter �q�O�w  group-delimiter �w�‹�›
¯�Ô�`�‡�b�{

strip-group strip-group �w	r�g�›� �É�”�Ò�ç�‡�h�x�Ã�Ÿ�·�”�Ò�ç
�t�`�‡�b�{
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group-lock
�æ�Þ�”�Ä  �â�”�²�U�Ä�ï�É�ç  �¬�ç�”�Ó�i�Z�T�’�ž�«�·�µ�p�V�”�‘�O�t�b�”�t�x�z�¬�ç�”�Ó  �Ù�æ�³�”
�¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï  �Þ�”�Å�‡�h�x�â�”�²�Ê�¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï  �Þ�”�Å�p  group-lock �¯�Ú
�ï�Å�›
C�æ�`�‡�b�{  

group-lock �ž�Ä�æ�Ï�á�”�Ä�›�î�æ�¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï�T�’�_	†�b�”�t�x�z �\�w�¯�Ú�ï�Å�w  no ��
�Ü�›�–�;�`�‡�b�{�\�w�¦�Ó�³�ã�ï�›�–�;�b�”�q�z�‹�›���w�¬�ç�”�Ó  �Ù�æ�³�”�T�’�'	•�p�V�‡�b�{
group-lock �›�Ã�Ÿ�·�”�Ò�ç�t�b�”�t�x�z group-lock none �¯�Ú�ï�Å�›�–�;�`�‡�b�{  

group-lock �x�â�”�²�›
M�v�b�”�q�V�t�z VPN Client �t
ƒ���^�•�o�M�”�¬�ç�”�Ó�U�z�â�”�²�w�Â�“�p
�o
Œ�w�Ä�ï�É�ç  �¬�ç�”�Ó�q�‰�a�T�r�O�T�›�¬�Ý�`�‡�b�{�‰�a�p�s�M	Ô�ù�z�·�©�á�æ�Â�Ÿ  �ž�Ó�å� 
�ž�ï�µ�x�z�â�”�²�U
€���p�V�s�M�‘�O�t�`�‡�b�{ group-lock �›
ƒ���`�s�M	Ô�ù�z�·�©�á�æ�Â�Ÿ  �ž�Ó
�å� �ž�ï�µ�x�Â�“�p�o�’�•�o�M�”�¬�ç�”�Ó�›�ß�€�d�c�t�â�”�²�›�Ý	Â�`�‡�b�{  

group-lock {value tunnel-grp-name | none}

no group-lock

�³�ï�»�¿�«�µ�w
†�Ì

�Ã�Ñ�¥�ç�Ä �Ã�Ñ�¥�ç�Ä�w�ˆ�^�•�‹�x�K�“�‡�d�œ�{

�¯�Ú�ï�Å  �Þ�”�Å �Í�w
¯�x�z�\�w�¯�Ú�ï�Å�›�Ö�—�p�V�”�Þ�”�Å�›�Ô�`�o�M�‡�b�{

�¯�Ú�ï�Å�d�º

�« �Í�w�«�x�z FirstGroup �q�M�O�¬�ç�”�Ó  �Ù�æ�³�”�t�¬�ç�”�Ó  �é�¿�«�›
ƒ���b�”�M�O�›�Ô�`�o�M�‡�b�{

hostname(config)#  group-policy FirstGroup attributes
hostname(config-group-policy)# group-lock value tunnel group name

none group-lock �›�È�ç�‹�t
ƒ���`�o�z group-lock �w
M�v�›�‹
q�`�‡�b�{ �Ã�Ñ�¥
�ç�Ä�w�¬�ç�”�Ó  �Ù�æ�³�”�‡�h�x�¦���^�•�o�M�”�¬�ç�”�Ó  �Ù�æ�³�”�T�’
group-lock �w�‹�›�'	•�`�s�M�‘�O�t�`�‡�b�{

value tunnel-grp-name 
€���`�‘�O�q�b�”�â�”�²�;�t�·�©�á�æ�Â�Ÿ  �ž�Ó�å� �ž�ï�µ�U
ž�A�q�b
�”�7���w�Ä�ï�É�ç  �¬�ç�”�Ó�w�Ê
²�›�¦���`�‡�b�{

�¯�Ú�ï�Å  �Þ�”�Å

�Ñ�•� �ž�¢�¥�”�ç  �Þ�”�Å �·�©�á�æ�Â�Ÿ  �¯�ï�Â�©�µ�Ä

�ç�”�Â�¿�Å �•�a �³�ï�¬�ç

�Ú�ç�½

�¯�ï�Â�©�µ�Ä �³�µ�Â�Ü

�¬�ç�”�Ó  �Ù�æ�³�” • — • — —

�â�”�²�Ê • — • — —

�æ�æ�”�µ �!�Ë�º�0

7.0(1) �\�w�¯�Ú�ï�Å�U�‹�Ö�^�•�‡�`�h�{
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group-object
�É�¿�Ä�ë�”�«  �¦�Ò�´�£�«�Ä  �¬�ç�”�Ó�›�å�C�b�”�t�x�z�Ó�é�Ä�¯�ç�z�É�¿�Ä�ë�”�«�z�±�”�Ï�µ�z�S
�‘�|  icmp-type �¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï  �Þ�”�Å�p  group-object �¯�Ú�ï�Å�›�–�;�`�‡�b�{�É�¿�Ä�ë�”
�«  �¦�Ò�´�£�«�Ä  �¬�ç�”�Ó�›�_	†�b�”�t�x�z�\�w�¯�Ú�ï�Å�w  no ���Ü�›�–�;�`�‡�b�{

group-object obj_grp_id

no group-object obj_grp_id

�³�ï�»�¿�«�µ�w
†�Ì

�Ã�Ñ�¥�ç�Ä �Ã�Ñ�¥�ç�Ä�w�ˆ�^�•�‹�x�K�“�‡�d�œ�{

�¯�Ú�ï�Å  �Þ�”�Å �Í�w
¯�x�z�\�w�¯�Ú�ï�Å�›�Ö�—�p�V�”�Þ�”�Å�›�Ô�`�o�M�‡�b�{

�¯�Ú�ï�Å�d�º

�–�;	Í�w�̈ � �Å�å� �ï group-object �¯�Ú�ï�Å�x�z object-group �¯�Ú�ï�Å�q
Ê�ˆ�ù�d�”�\�q�p�z�f�•�×
��U�¦�Ò�´�£�«�Ä  �¬
�ç�”�Ó�p�K�”�¦�Ò�´�£�«�Ä�›���[�`�‡�b�{�\�w�¯�Ú�ï�Å�x�z�Ó�é�Ä�¯�ç�z�É�¿�Ä�ë�”�«�z�±�”�Ï�µ�z
�S�‘�|  icmp-type �¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï  �Þ�”�Å�p�–�;�^�•�‡�b�{ �\�w�±�Ò�¯�Ú�ï�Å�›�–�;�b�”�q�z
�‰�a�»� �Ó�w�¦�Ò�´�£�«�Ä�›�æ�g�$�t�¬�ç�”�Ó�=�b�”�\�q�•�z�Ï���=�¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï�w�Š

Ú���¦�Ò�´�£�«�Ä  �¬�ç�”�Ó�›�Ï�™�b�”�\�q�U�p�V�‡�b�{

�¬�ç�”�Ó  �¦�Ò�´�£�«�Ä�t�v�“�z�¦�Ò�´�£�«�Ä�›�¦�Ò�´�£�«�Ä  �¬�ç�”�Ó�º�p	O
ó�^�d�”�\�q�U�p�V
�‡�b�{�h�q�Q�y�z�¦�Ò�´�£�«�Ä  1 �U�¬�ç�”�Ó  A �q�¬�ç�”�Ó  B �w�†�M�t�K�”	Ô�ù�z A �q  B �›�†�M��
�‰�¬�ç�”�Ó  C �›���[�p�V�‡�b�{�h�i�`�z�¬�ç�”�Ó  �¦�Ò�´�£�«�Ä�t���Š�”�\�q�t�‘�l�o�¬�ç�”�Ó�Š

Ú�U	e�����t�s�”	Ô�ù�x�z���Š�”�\�q�U�p�V�‡�d�œ�{�h�q�Q�y�z�¬�ç�”�Ó  A �›�¬�ç�”�Ó  B �t���Š�z
�‰�Ì�t�¬�ç�”�Ó  B �›�¬�ç�”�Ó  A �t���Š�”�\�q�x�p�V�‡�d�œ�{

�Š
Ú���¦�Ò�´�£�«�Ä  �¬�ç�”�Ó�w�7�G�•�0�è�Õ�ç�x  10 �p�b�{

obj_grp_id �¦�Ò�´�£�«�Ä  �¬�ç�”�Ó�¢ 1 �™ 64 ���È�£�›�¦���`�‡�b�{�ž�ç�Ñ�•�Õ�¿�Ä�z
:
�È�z�ž�ï�¼�”�µ�¯�ž�¢ _�£�z�Ë� �Ñ�ï�¢ -�£�z�S�‘�|�Ð�æ�¦�Å�¢ .�£�›�Ú�™�t
Ê
�ˆ�ù�d�”�\�q�U�p�V�‡�b�{

�¯�Ú�ï�Å  �Þ�”�Å

�Ñ�•� �ž�¢�¥�”�ç  �Þ�”�Å �·�©�á�æ�Â�Ÿ  �¯�ï�Â�©�µ�Ä

�ç�”�Â�¿�Å �•�a �³�ï�¬�ç

�Ú�ç�½

�¯�ï�Â�©�µ�Ä �³�µ�Â�Ü

�Ó�é �Ä� ¯ �ç�z�É �¿ �Ä�ë � ” �«�z
�±�”�Ï�µ�z�S�‘�|  icmp-type �¯
�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï

• • • • —

�æ�æ�”�µ �!�Ë�º�0

�7�� �\�w�¯�Ú�ï�Å�x�7���w�‹�w�p�b�{
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�« �Í�w�«�x�z �×�µ�Ä�›	O
ó�^�d�”
ž�A�U�s�X�s�”�‘�O�t�z �É�¿�Ä�ë�”�«  �¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï  �Þ�”
�Å�p  group-object �¯�Ú�ï�Å�›�–�;�b�”�M�O�›�Ô�`�o�M�‡�b�{  

hostname(config)# object-group network host_grp_1
hostname(config-network)# network-object host 192.168.1.1
hostname(config-network)# network-object host 192.168.1.2 
hostname(config-network)# exit
hostname(config)# object-group network host_grp_2
hostname(config-network)# network-object host 172.23.56.1
hostname(config-network)# network-object host 172.23.56.2
hostname(config-network)# exit
hostname(config)# object-group network all_hosts
hostname(config-network)# group-object host_grp_1
hostname(config-network)# group-object host_grp_2
hostname(config-network)# exit
hostname(config)# access-list grp_1 permit tcp object-group host_grp_1 any eq ftp
hostname(config)# access-list grp_2 permit tcp object-group host_grp_2 any eq smtp
hostname(config)# access-list all permit tcp object-group all-hosts any eq w

���È�¯�Ú�ï�Å �¯�Ú�ï�Å 
†�Ì

clear configure object-group �b�‚�o�w  object-group �¯�Ú�ï�Å�›�¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã
�ï�T�’�_	†�`�‡�b�{

network-object �É�¿�Ä�ë�”�«  �¦�Ò�´�£�«�Ä  �¬�ç�”�Ó�t�É�¿�Ä�ë�”�«  �¦
�Ò�´�£�«�Ä�›�å�C�`�‡�b�{

object-group �¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï�›�7�&�=�b�”�h�Š�w�¦�Ò�´�£�«
�Ä �¬�ç�”�Ó�›���[�`�‡�b�{

port-object �±�”�Ï�µ  �¦�Ò�´�£�«�Ä  �¬�ç�”�Ó�t�Ù�”�Ä  �¦�Ò�´�£�«�Ä
�›�å�C�`�‡�b�{

show running-config object-group �q�O�w�¦�Ò�´�£�«�Ä  �¬�ç�”�Ó�›
¯�Ô�`�‡�b�{
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group-policy
�¬�ç�”�Ó  �Ù�æ�³�”�›�^
R�‡�h�x�$	B�b�”�t�x�z�¬�é�”�Ì�ç  �¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï  �Þ�”�Å�p
group-policy �¯�Ú�ï�Å�›�–�;�`�‡�b�{�¬�ç�”�Ó  �Ù�æ�³�”�›�¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï�T�’�_	†�b�”�t
�x�z�\�w�¯�Ú�ï�Å�w  no ���Ü�›�–�;�`�‡�b�{

group-policy name { internal [from group-policy_name] | external server-group server_group 
password server_password}

no group-policy name

�³�ï�»�¿�«�µ�w
†�Ì

�Ã�Ñ�¥�ç�Ä �Ã�Ñ�¥�ç�Ä�w�ˆ�^�•�‹�x�K�“�‡�d�œ�{�–�;	Í�w�¨� �Å�å� �ï�›�€	°�`�o�X�i�^�M�{

�¯�Ú�ï�Å  �Þ�”�Å �Í�w
¯�x�z�\�w�¯�Ú�ï�Å�›�Ö�—�p�V�”�Þ�”�Å�›�Ô�`�o�M�‡�b�{

�¯�Ú�ï�Å�d�º

�–�;	Í�w�̈ � �Å�å� �ï �®DefaultGroupPolicy� �̄q�M�O�Ã�Ñ�¥�ç�Ä�w�¬�ç�”�Ó  �Ù�æ�³�”�x�z	×�t�·�©�á�æ�Â�Ÿ  �ž�Ó�å� �ž�ï�µ
	Í�t���O�`�‡�b�{�`�T�`�z�\�w�Ã�Ñ�¥�ç�Ä�w�¬�ç�”�Ó  �Ù�æ�³�”�›���®�t�b�”�t�x�z�\�w�Ù�æ�³�”�›
�–�;�b�”�‘�O�t�·�©�á�æ�Â�Ÿ  �ž�Ó�å� �ž�ï�µ�›
ƒ���b�”
ž�A�U�K�“�‡�b�{
ƒ���M�O�t�m�M�o�x�z

�° Cisco Security Appliance Command Line Configuration Guide�±�›�€	°�`�o�X�i�^�M�{

group-policy attributes �¯�Ú�ï�Å�›�–�;�`�o�z�Ú�™�w�¬�ç�”�Ó  �Ù�æ�³�”  �ž�Ä�æ�Ï�á�”�Ä�‹�Ö�ž�›
ƒ
���p�V�”  config-group-policy �Þ�”�Å�t�Ö�“�‡�b�{ DefaultGroupPolicy �t�x�z�Í�w�ž�Ä�æ�Ï�á�”�Ä�‹�Ö
�ž�U���‡�•�o�M�‡�b�{

external server-group 
server_group

�¬�ç�”�Ó  �Ù�æ�³�”�›�Ž
æ�q�`�o�¦���`�z�·�©�á�æ�Â�Ÿ  �ž�Ó�å� �ž
�ï�µ�U�ž�Ä�æ�Ï�á�”�Ä�›�«�¤�æ�”�b�”�h�Š�w  AAA �±�”�Ì  �¬�ç�”�Ó
�›�¦���`�‡�b�{

from group-policy_name �\�w�º
æ�¬�ç�”�Ó  �Ù�æ�³�”�w�ž�Ä�æ�Ï�á�”�Ä�›�z�7���w�¬�ç�”�Ó
�Ù�æ�³�”�w�‹�t	s�8�=�`�‡�b�{

internal �¬�ç�”�Ó  �Ù�æ�³�”�›�º
æ�q�`�o�¦���`�‡�b�{

name �¬�ç�”�Ó  �Ù�æ�³�”�w�Ê
²�›�¦���`�‡�b�{�\�w�Ê
²�x�7�G  64 ���È�p
�b�{�µ�Ö�”�µ�›���Š�”�\�q�x�p�V�‡�d�œ�{

password server_password �Ž
æ AAA �±�”�Ì  �¬�ç�”�Ó�T�’�ž�Ä�æ�Ï�á�”�Ä�›	��˜�b�”�q�V�t�–
�;�b�”�Í�µ�ë�”�Å�›�¦���`�‡�b�{�\�w�Í�µ�ë�”�Å�x�7�G  128 ���È�p
�b�{�µ�Ö�”�µ�›���Š�”�\�q�x�p�V�‡�d�œ�{

�¯�Ú�ï�Å  �Þ�”�Å

�Ñ�•� �ž�¢�¥�”�ç  �Þ�”�Å �·�©�á�æ�Â�Ÿ  �¯�ï�Â�©�µ�Ä

�ç�”�Â�¿�Å �•�a �³�ï�¬�ç

�Ú�ç�½

�¯�ï�Â�©�µ�Ä �³�µ�Â�Ü

�¬�é�”�Ì�ç  �¯�ï�Ñ�Ÿ�ª�á�è�”
�³�ã�ï

• — • — —

�æ�æ�”�µ �!�Ë�º�0

7.0.1 �\�w�¯�Ú�ï�Å�U�‹�Ö�^�•�‡�`�h�{
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�^�’�t�z config-group-policy �Þ�”�Å�p  webvpn �¯�Ú�ï�Å�›�Ö�—�b�”�T�z group-policy attributes �¯�Ú�ï
�Å�›�Ö�—�`�h�™�z config-group-webvpn �Þ�”�Å�p  webvpn �¯�Ú�ï�Å�›�Ö�—�b�”�\�q�p�z�¬�ç�”�Ó  �Ù�æ
�³ � ” � t �0 �b �”  webvpn-mode �ž �Ä�æ�Ï �á� ” �Ä�U
ƒ� � �p �V�‡�b�{	Ä� I � t �m�M�o�x�z group-policy
attributes �¯�Ú�ï�Å�w
†�Ì�›�€	°�`�o�X�i�^�M�{

�« �Í�w�«�x�z �®FirstGroup�¯�q�M�O�º
æ�¬�ç�”�Ó  �Ù�æ�³�”�›�^
R�b�”�M�O�›�Ô�`�o�M�‡�b�{

hostname(config)#  group-policy FirstGroup internal

�Í�w�«�x�z �®ExternalGroup�¯�q�M�O�Ž
æ�¬�ç�”�Ó  �Ù�æ�³�”�z �®BostonAAA�¯�q�M�O  AAA �±�”�Ì  �¬
�ç�”�Ó�z�S�‘�|�® 12345678�¯�q�M�O�Í�µ�ë�”�Å�›�^
R�b�”�M�O�›�Ô�`�o�M�‡�b�{

hostname(config)# group-policy ExternalGroup external server-group BostonAAA password 
12345678

�ž�Ä�æ�Ï�á�”�Ä �Ã�Ñ�¥�ç�Ä�‹

backup-servers keep-client-config

banner none

client-access-rules none

client-firewall none

default-domain none

dns-server none

group-lock none

ip-comp disable

ip-phone-bypass disabled

ipsec-udp disabled

ipsec-udp-port 10000

leap-bypass disabled

nem disabled

password-storage disabled

pfs disable

re-xauth disable

secure-unit-authentication disabled

split-dns none

split-tunnel-network-list none

split-tunnel-policy tunnelall

user-authentication disabled

user-authentication-idle-timeout none

vpn-access-hours unrestricted

vpn-filter none

vpn-idle-timeout 30 minutes

vpn-session-timeout none

vpn-simultaneous-logins 3

vpn-tunnel-protocol IPSec WebVPN

wins-server none
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���È�¯�Ú�ï�Å �¯�Ú�ï�Å 
†�Ì

clear configure group-policy �›���w�¬�ç�”�Ó  �Ù�æ�³�”�‡�h�x�b�‚�o�w�¬�ç�”�Ó  �Ù�æ�³�”
�w�¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï�›�_	†�`�‡�b�{

group-policy attributes config-group-policy �Þ�”�Å�t�Ö�“�‡�b�{�\�w�Þ�”�Å�p�x�z�¦
���`�h�¬�ç�”�Ó  �Ù�æ�³�”�w�ž�Ä�æ�Ï�á�”�Ä�q�‹�›
ƒ���`�h
�“�z�¬�ç�”�Ó�w  webvpn �ž�Ä�æ�Ï�á�”�Ä�›
ƒ���b�”  webvpn
�Þ�”�Å�t�Ö�l�h�“�p�V�‡�b�{

show running-config group-policy �›���w�¬�ç�”�Ó  �Ù�æ�³�”�‡�h�x�b�‚�o�w�¬�ç�”�Ó  �Ù�æ�³�”
�w�î�æ�¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï�›
¯�Ô�`�‡�b�{

webvpn config-group-webvpn �Þ�”�Å�t�Ö�“�‡�b�{�\�w�Þ�”�Å�p�z�¦��
�`�h�¬�ç�”�Ó�t�0�b�”  WebVPN �ž�Ä�æ�Ï�á�”�Ä�›
ƒ���p�V
�‡�b�{



�H 13 	·       gateway �¯�Ú�ï�Å�™  hw-module module shutdown �¯�Ú�ï�Å
  group-policy attributes

13-17
Cisco �·�©�á�æ�Â�Ÿ  �ž�Ó�å� �ž�ï�µ  �¯�Ú�ï�Å  �æ�Ñ�•�è�ï�µ

OL-10086-02-J

group-policy attributes
config-group-policy �Þ�”�Å�t�Ö�”�t�x�z�¬�é�”�Ì�ç  �¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï  �Þ�”�Å�p  group-policy
attributes �¯�Ú�ï�Å�›�–�;�`�‡�b�{ �¬�ç�”�Ó  �Ù�æ�³�”�T�’�b�‚�o�w�ž�Ä�æ�Ï�á�”�Ä�›�_	†�b�”�t�x�z
�\�w�¯�Ú�ï�Å�w  no ���Ü�›�–�;�`�‡�b�{ config-group-policy �Þ�”�Å�p�z�¦���`�h�¬�ç�”�Ó  �Ù�æ�³�”�w
�ž�Ä�æ�Ï�á�”�Ä�‹�Ö�ž�w
ƒ���z �‡�h�x�¬�ç�”�Ó  �Ù�æ�³�”  webvpn �¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï  �Þ�”�Å�p
�w�¬�ç�”�Ó�w  webvpn �ž�Ä�æ�Ï�á�”�Ä�w
ƒ���U�p�V�‡�b�{

group-policy name attributes

no group-policy name attributes

�³�ï�»�¿�«�µ�w
†�Ì

�Ã�Ñ�¥�ç�Ä �Ã�Ñ�¥�ç�Ä�w�ˆ�^�•�‹�x�K�“�‡�d�œ�{

�¯�Ú�ï�Å  �Þ�”�Å �Í�w
¯�x�z�\�w�¯�Ú�ï�Å�›�Ö�—�p�V�”�Þ�”�Å�›�Ô�`�o�M�‡�b�{

�¯�Ú�ï�Å�d�º

�–�;	Í�w�̈ � �Å�å� �ï �ž�Ä�æ�Ï�á�”�Ä  �Þ�”�Å�w�¯�Ú�ï�Å�w�³�ï�»�¿�«�µ�t�x�z�ž�è�b�”�Í�w�›
Q�U�K�“�‡�b�{

• no ���Ü�x�z�ž�Ä�æ�Ï�á�”�Ä�›�î�æ�¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï�T�’�_	†�`�z�‹�›���w�¬�ç�”�Ó  �Ù
�æ�³�”�T�’�'	•�p�V�”�‘�O�t�`�‡�b�{

• none �©�”�ë�”�Å�x�z�î�æ�¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï�w�ž�Ä�æ�Ï�á�”�Ä�›�È�ç�‹�t
ƒ���`�o�z�‹�›
�'	•�p�V�s�M�‘�O�t�`�‡�b�{

• �Ò�”�ç  �ž�Ä�æ�Ï�á�”�Ä�t�x�z � �É�”�Ò�ç�‡�h�x�Ã�Ÿ�·�”�Ò�ç�t�s�l�o�M�”
ƒ���w�h�Š�w�Ì�Ô�$
�s�³�ï�»�¿�«�µ�U�K�“�‡�b�{

DefaultGroupPolicy �q�M�O�Ê
²�w�Ã�Ñ�¥�ç�Ä  �¬�ç�”�Ó  �Ù�æ�³�”�x�z	×�t�·�©�á�æ�Â�Ÿ  �ž�Ó�å� �ž�ï
�µ�t���O�`�‡�b�{�`�T�`�z�\�w�Ã�Ñ�¥�ç�Ä�w�¬�ç�”�Ó  �Ù�æ�³�”�›���®�t�b�”�t�x�z�\�w�Ù�æ�³�”�›
�–�;�b�”�‘�O�t�·�©�á�æ�Â�Ÿ  �ž�Ó�å� �ž�ï�µ�›
ƒ���b�”
ž�A�U�K�“�‡�b�{
ƒ���M�O�t�m�M�o�x�z

�° Cisco Security Appliance Command Line Configuration Guide�±�›�€	°�`�o�X�i�^�M�{

name �¬�ç�”�Ó  �Ù�æ�³�”�w�Ê
²�›�¦���`�‡�b�{

�¯�Ú�ï�Å  �Þ�”�Å

�Ñ�•� �ž�¢�¥�”�ç  �Þ�”�Å �·�©�á�æ�Â�Ÿ  �¯�ï�Â�©�µ�Ä

�ç�”�Â�¿�Å �•�a �³�ï�¬�ç

�Ú�ç�½

�¯�ï�Â�©�µ�Ä �³�µ�Â�Ü

�¬�é�”�Ì�ç  �¯�ï�Ñ�Ÿ�ª�á�è�”
�³�ã�ï

• — • — —

�æ�æ�”�µ �!�Ë�º�0

7.0.1 �\�w�¯�Ú�ï�Å�U�‹�Ö�^�•�‡�`�h�{
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group-policy attributes �¯�Ú�ï�Å�x�z�Ú�™�w�¬�ç�”�Ó  �Ù�æ�³�”  �ž�Ä�æ�Ï�á�”�Ä�‹�Ö�ž�›
ƒ���p�V�”
config-group-policy �Þ�”�Å�t�Ö�“�‡�b�{ DefaultGroupPolicy �t�x�z�Í�w�ž�Ä�æ�Ï�á�”�Ä�‹�Ö�ž�U���‡
�•�o�M�‡�b�{

�^�’�t�z group-policy attributes �¯�Ú�ï�Å�›�Ö�—�`�h�™�z config-group-policy �Þ�”�Å�p  webvpn �¯�Ú�ï
�Å�›�Ö�—�b�”�\�q�p�z�¬�ç�”�Ó  �Ù�æ�³�”�w  webvpn-mode �ž�Ä�æ�Ï�á�”�Ä�U
ƒ���p�V�‡�b�{	Ä�I�t
�m�M�o�x�z webvpn �¯�Ú�ï�Å�¢�¬�ç�”�Ó  �Ù�æ�³�”  �ž�Ä�æ�Ï�á�”�Ä�S�‘�|�â�”�²�Ê�ž�Ä�æ�Ï�á�”�Ä
�Þ�”�Å�£�w
†�Ì�›�€	°�`�o�X�i�^�M�{

�« �Í�w�«�x�z FirstGroup �q�M�O�¬�ç�”�Ó  �Ù�æ�³�”�w�¬�ç�”�Ó  �Ù�æ�³�”  �ž�Ä�æ�Ï�á�”�Ä  �Þ�”�Å�t�Ö�”
�M�O�›�Ô�`�o�M�‡�b�{

hostname(config)#  group-policy FirstGroup attributes
hostname(config-group-policy)#

�ž�Ä�æ�Ï�á�”�Ä �Ã�Ñ�¥�ç�Ä�‹

backup-servers keep-client-config

banner none

client-access-rule none

client-firewall none

default-domain none

dns-server none

group-lock none

ip-comp disable

ip-phone-bypass disabled

ipsec-udp disabled

ipsec-udp-port 10000

leap-bypass disabled

nem disabled

password-storage disabled

pfs disable

re-xauth disable

secure-unit-authentication disabled

split-dns none

split-tunnel-network-list none

split-tunnel-policy tunnelall

user-authentication disabled

user-authentication-idle-timeout none

vpn-access-hours unrestricted

vpn-filter none

vpn-idle-timeout 30 minutes

vpn-session-timeout none

vpn-simultaneous-logins 3

vpn-tunnel-protocol IPSec WebVPN

wins-server none
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���È�¯�Ú�ï�Å

group-prompt
WebVPN �â�”�²�t�0�`�o�z�·�©�á�æ�Â�Ÿ  �ž�Ó�å� �ž�ï�µ�t
€���b�”�q�V�t
¯�Ô�^�•�”  WebVPN
�Ö�”�´  �é�¬� �ï  �Ø�¿�«�µ�w�¬�ç�”�Ó  �Ó�é�ï�Ó�Ä�›�§�µ�»�Ú� �¶�b�”�t�x�z webvpn �§�µ�»�Ú� �¸�”
�³�ã�ï  �Þ�”�Å�p  group-prompt �¯�Ú�ï�Å�›�–�;�`�‡�b�{

group-prompt { text | style} value

[no] group-prompt { text | style} value

�\�w�¯�Ú�ï�Å�›�¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï�T�’�_	†�`�z�‹�U�'	•�^�•�”�‘�O�t�b�”�t�x�z�\�w�¯�Ú�ï
�Å�w no ���Ü�›�–�;�`�‡�b�{

�³�ï�»�¿�«�µ�w
†�Ì

�Ã�Ñ�¥�ç�Ä �¬�ç�”�Ó  �Ó�é�ï�Ó�Ä�w�Ã�Ñ�¥�ç�Ä�w�Â�©�µ�Ä�x�® GROUP:�¯�p�b�{

�¬�ç�”�Ó  �Ó�é�ï�Ó�Ä�w�Ã�Ñ�¥�ç�Ä�w�µ�»� �ç�x�z color:black;font-weight:bold;text-align:right �p�b�{

�¯�Ú�ï�Å  �Þ�”�Å �Í�w
¯�x�z�\�w�¯�Ú�ï�Å�›�Ö�—�p�V�”�Þ�”�Å�›�Ô�`�o�M�‡�b�{

�¯�Ú�ï�Å�d�º

�¯�Ú�ï�Å 
†�Ì

clear configure group-policy �›���w�¬�ç�”�Ó  �Ù�æ�³�”�‡�h�x�b�‚�o�w�¬�ç�”�Ó  �Ù�æ
�³�”�w�¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï�›�_	†�`�‡�b�{

group-policy �¬�ç�”�Ó  �Ù�æ�³�”�›�^
R�z�$	B�z�‡�h�x�_	†�`�‡�b�{

show running-config group-policy �›���w�¬�ç�”�Ó  �Ù�æ�³�”�‡�h�x�b�‚�o�w�¬�ç�”�Ó  �Ù�æ
�³�”�w�î�æ�¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï�›
¯�Ô�`�‡�b�{

webvpn�¢�¬�ç�”�Ó  �Ù�æ�³�”  �ž�Ä�æ
�Ï�á�”�Ä  �Þ�”�Å�£

config-group-webvpn �Þ�”�Å�t�Ö�“�‡�b�{ �\�w�Þ�”�Å�p�z �¦
���`�h�¬�ç�”�Ó�t�0�b�”  WebVPN �ž�Ä�æ�Ï�á�”�Ä�›
ƒ��
�p�V�‡�b�{

text �Â�©�µ�Ä�›�!�Ë�b�”�\�q�›�¦���`�‡�b�{

style �µ�»� �ç�›�!�Ë�b�”�\�q�›�¦���`�‡�b�{

value �î�M�t
¯�Ô�b�”�Â�©�µ�Ä�¢�7�G  256 ���È�£�z�‡�h�x  Cascading Style Sheet
�¢ CSS�£�Í�å�Ý�”�»�¢�7�G  256 ���È�£�p�b�{

�¯�Ú�ï�Å  �Þ�”�Å

�Ñ�•� �ž�¢�¥�”�ç  �Þ�”�Å �·�©�á�æ�Â�Ÿ  �¯�ï�Â�©�µ�Ä

�ç�”�Â�¿�Å �•�a �³�ï�¬�ç

�Ú�ç�½

�¯�ï�Â�©�µ�Ä �³�µ�Â�Ü

Webvpn �§�µ�»�Ú�  �¸ �” �³ �ã
�ï

• — • — —

�æ�æ�”�µ �!�Ë�º�0

7.1(1) �\�w�¯�Ú�ï�Å�U�‹�Ö�^�•�‡�`�h�{
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�–�;	Í�w�̈ � �Å�å� �ï style �¦�Ó�³�ã�ï�x�z���®�s  Cascading Style Sheet�¢ CSS�£�Í�å�Ý�”�»�q�`�o
¯�q�^�•�‡�b�{�\�w�Í�å
�Ý�” �»�w
†� Ì �x�z� \ �w�Ú�Ç�á�ž�ç �p�x 	 � � “ � { �M�‡�d�œ�{ CSS � Í �å �Ý�” �»�w	Ä� I � t �m�M�o�x�z
World Wide Web Consortium�¢ W3C�£�w  Web �±� �Ä  www.w3.org �w CSS �“�7�›�€	°�`�o�X�i�^�M�{

�° CSS 2.1 Specification�±�w�® Appendix F�̄ �t�x�z CSS �Í�å�Ý�”�»�w�–�M�•�b�M�æ�µ�Ä�U�K�“�‡�b�{�\
�w
Ç�å�x  www.w3.org/TR/CSS21/propidx.html �p�Ö	��D�ó�p�b�{

�\�\�p�x�z WebVPN �Ö�”�´�t�0�b�”�!�Ë�p�7�‹�‘�X�æ�˜�•�”�Ö�”�´�w
�	í�›�!�Ë�b�”�h�Š�w�Î�ï�Ä
�›	º�p�`�‡�b�{

• �§�ï�Ú�à
~�“�w  RGB �‹�z HTML �w	í�‹�z�‡�h�x	í�w�Ê
²�¢ HTML �p�Ý�Ý�^�•�”	Ô�ù�£�›�–�;
�p�V�‡�b�{  

• RGB ���Ü�x  0,0,0 �p�z�¤	í�¢
z�z�˜�z
h�£�t�m�M�o  0 �™ 255 �w
c�“�p  10 
��‹�›�Ö�—�`�‡�b�{�\
�w�§�ï�Ú�à
~�“�w�¤�ï�Ä�æ�x�z���w  2 	í�q���ù�b�”�¤	í�w�K�S�w�è�Õ�ç�›�Ô�`�o�M�‡�b�{

• HTML ���Ü�x  #000000 �p�z 16 
����Ü�w  6 �;�w
:�‹�p�b�{
Œ�„�q  2 
j�è�x
z�›�z 3 
j�è�q  4 
j�è
�x�˜�›�z 5 
j�è�q  6 
j�è�x
h�›
¯�`�o�M�‡�b�{

�¢�«�£ WebVPN �Ö�”�´�›���o�t�§�µ�»�Ú� �¶�b�”�t�x�z ASDM �›�–�;�b�”�\�q�›�S�ç�Š�`�‡�b�{ ASDM
�t�x�z	í�_�Š�•�Ó�è�Ï�á�”�;�ó�s�r�z�µ�»� �ç�w�A
É�›
ƒ���b�”�w�t�(�b�s�;�ó�U�K�“�‡�b�{

�« �Í�w�«�p�x�z�Â�©�µ�Ä�›�® Corporate Group:�¯�t�!�Ë�`�z�Ã�Ñ�¥�ç�Ä  �µ�»� �ç�w�Ñ�¥�ï�Ä  �¢�£� �Ä
�›  bolder �t�!�Ë�`�o�M�‡�b�{

F1-asa1(config)# webvpn
F1-asa1(config-webvpn)# customization cisco
F1-asa1(config-webvpn-custom)# group-prompt text Corporate Group:
F1-asa1(config-webvpn-custom)# group-prompt style font-weight:bolder

���È�¯�Ú�ï�Å �¯�Ú�ï�Å 
†�Ì

password-prompt WebVPN �Ö�”�´�w�Í�µ�ë�”�Å  �Ó�é�ï�Ó�Ä�›�§�µ�»�Ú� �¶�`�‡�b�{

username-prompt WebVPN �Ö�”�´�w�â�”�²�Ê�Ó�é�ï�Ó�Ä�›�§�µ�»�Ú� �¶�`�‡�b�{
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group-url
�¬�ç�”�Ó�t�0�b�”�£	ô  URL �‡�h�x  IP �ž�Å�è�µ�›�¦���b�”�t�x�z�Ä�ï�É�ç  �¬�ç�”�Ó  WebVPN �¯�ï
�Ñ�Ÿ�ª�á�è�”�³�ã�ï  �Þ�”�Å�p  group-url  �¯�Ú�ï�Å�›�–�;�`�‡�b�{�æ�µ�Ä�T�’  URL �›�_	†�b�”�t�x�z
�\�w�¯�Ú�ï�Å�w  no ���Ü�›�–�;�`�‡�b�{

group-url url [enable | disable ]

no group-url url

�³�ï�»�¿�«�µ�w
†�Ì

�Ã�Ñ�¥�ç�Ä �Ã�Ñ�¥�ç�Ä�w  URL �‡�h�x  IP �ž�Å�è�µ�x�K�“�‡�d�œ�U�z URL �‡�h�x  IP �ž�Å�è�µ�›�¦���b�”�q�z�Ã
�Ñ�¥�ç�Ä�p� �É�”�Ò�ç�t�s�“�‡�b�{

�¯�Ú�ï�Å  �Þ�”�Å �Í�w
¯�x�z�\�w�¯�Ú�ï�Å�›�Ö�—�p�V�”�Þ�”�Å�›�Ô�`�o�M�‡�b�{

�¯�Ú�ï�Å�d�º

�–�;	Í�w�̈ � �Å�å� �ï �¬�ç�”�Ó  URL �‡�h�x  IP �ž�Å�è�µ�›�¦���b�”�\�q�p�z�é�¬� �ï�Ì�t�â�”�²�U�¬�ç�”�Ó�›
¬�R�b�”
ž
�A�U�s�X�s�“�‡�b�{�â�”�²�U�é�¬� �ï�b�”�q�z�·�©�á�æ�Â�Ÿ  �ž�Ó�å� �ž�ï�µ�x  tunnel-group-policy
�Â�”�Ò�ç�º�w�â�”�²�w�£	ô  URL �‡�h�x�ž�Å�è�µ�›�s�`�‡�b�{ �£	ô  URL �‡�h�x�ž�Å�è�µ�U�U	Z�^�•�z
�^�’�t�Ä�ï�É�ç  �¬�ç�”�Ó�p  group-url �U� �É�”�Ò�ç�p�K�”	Ô�ù�z�·�©�á�æ�Â�Ÿ  �ž�Ó�å� �ž�ï�µ�x��
�È�b�”�Ä�ï�É�ç  �¬�ç�”�Ó�›�×�ˆ�$�t
¬�R�`�z�â�”�²�t�0�`�o�é�¬� �ï  �¢�Ÿ�ï�Å�¢�p�â�”�²�Ê
�Ñ�Ÿ�”�ç�Å�q�Í�µ�ë�”�Å  �Ñ�Ÿ�”�ç�Å�i�Z�›
¯�Ô�`�‡�b�{�\�w�‘�O�t
¯�Ô�b�”�\�q�p�z�â�”�²  � �ï
�»�”�Ñ�£� �µ�U��
É�=�^�•�z�¬�ç�”�Ó�w�æ�µ�Ä�U�â�”�²�w�è�t	î�•�s�M�‘�O�t�s�”�q�M�O�b�:�U�C
�˜�“�‡�b�{�â�”�²�U�_�”�é�¬� �ï  �¢�Ÿ�ï�Å�¢�x�z�Ä�ï�É�ç  �¬�ç�”�Ó�t�0�`�o
ƒ���^�•�h�§�µ�»�Ú
� �¸�”�³�ã�ï�›�–�;�`�‡�b�{  

�£	ô  URL �‡�h�x�ž�Å�è�µ�U�Ã�Ÿ�·�”�Ò�ç�p�z�¬�ç�”�Ó  �¤� �æ�ž�µ�U
ƒ���^�•�o�M�”	Ô�ù�z�¬�ç�”
�Ó�w�Å�é�¿�Ó�¼�¢�ï  �æ�µ�Ä�‹
¯�Ô�^�•�”�w�p�z�â�”�²�x
¬�R�›�æ�O
ž�A�U�K�“�‡�b�{  

1 �m�w�¬�ç�”�Ó�t�0�`�o�z
ó
:�w  URL �‡�h�x�ž�Å�è�µ�U
ƒ���p�V�‡�b�¢�K�”�M�x�z�?�‹
ƒ���`�s�X
�o�‹�T�‡�M�‡�d�œ�£ �{ �¤  URL �‡�h�x�ž�Å�è�µ�x�z �x���t� �É�”�Ò�ç�‡�h�x�Ã�Ÿ�·�”�Ò�ç�t�p�V�‡�b�{
�¦���`�h  URL �S�‘�|�ž�Å�è�µ�f�•�g�•�t�0�`�o�z ���x�w  group-url  �¯�Ú�ï�Å�›�–�;�b�”
ž�A�U�K�“
�‡�b�{ http �Ó�é�Ä�¯�ç�T  https �Ó�é�Ä�¯�ç�›���‰�z URL 
¶�.�‡�h�x�ž�Å�è�µ
¶�.�›�¦���`�o�X�i�^�M�{

disable URL �›�Ã�Ÿ�·�”�Ò�ç�t�`�‡�b�U�z�æ�µ�Ä�T�’�_	†�x�`�‡�d�œ�{

enable URL �›� �É�”�Ò�ç�t�`�‡�b�{

url �\�w�Ä�ï�É�ç  �¬�ç�”�Ó�w  URL �‡�h�x  IP �ž�Å�è�µ�›�¦���`�‡�b�{

�¯�Ú�ï�Å  �Þ�”�Å

�Ñ�•� �ž�¢�¥�”�ç  �Þ�”�Å �·�©�á�æ�Â�Ÿ  �¯�ï�Â�©�µ�Ä

�ç�”�Â�¿�Å �•�a �³�ï�¬�ç

�Ú�ç�½

�¯�ï�Â�©�µ�Ä �³�µ�Â�Ü

�Ä�ï�É�ç  �¬�ç�”�Ó  webvpn �¯
�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï

• — • — —

�æ�æ�”�µ �!�Ë�º�0

7.1(1) �\�w�¯�Ú�ï�Å�U�‹�Ö�^�•�‡�`�h�{
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�‰�a URL �S�‘�|�ž�Å�è�µ�›�z
ó
:�w�¬�ç�”�Ó�t���È
Ç�Z�”�\�q�x�p�V�‡�d�œ�{�·�©�á�æ�Â�Ÿ  �ž�Ó
�å� �ž�ï�µ�x�z�Ä�ï�É�ç  �¬�ç�”�Ó�t�0�b�”  URL �‡�h�x�ž�Å�è�µ�›	!�Z�Ö�•�”
²�t�z URL �S�‘�|�ž
�Å�è�µ�w�°�™
Q�›�¬�Ý�`�‡�b�{

�Í�w�«�x�z �®test�¯�q�M�O�Ê
²�w  webvpn �Ä�ï�É�ç  �¬�ç�”�Ó�›
ƒ���`�z�f�w�¬�ç�”�Ó�t�0�`�o  2 �m�w
�¬�ç�”�Ó  URL�z�®http://www.cisco.com�¯�S�‘�|�® https://supplier.com�¯�›�¬�q�b�”�¯�Ú�ï�Å�›�Ô�`�o
�M�‡�b�{

hostname(config)# tunnel-group test type webvpn
hostname(config)# tunnel-group test webvpn-attributes
hostname(config-tunnel-webvpn)# group-url http://www.cisco.com
hostname(config-tunnel-webvpn)# group-url https://supplier.company.com
hostname(config-tunnel-webvpn)# 

�Í�w�«�p�x�z RadiusServer �q�M�O�Ê
²�w�Ä�ï�É�ç  �¬�ç�”�Ó�t�0�`�o�¬�ç�”�Ó  URL �w 
http://www.cisco.com �S�‘�|  http://192.168.10.10 �›� �É�”�Ò�ç�t�`�‡�b�{

hostname(config)# tunnel-group RadiusServer type webvpn
hostname(config)# tunnel-group RadiusServer general-attributes
hostname(config-tunnel-general)# authentication server-group RADIUS
hostname(config-tunnel-general)# accounting-server-group RADIUS
hostname(config-tunnel-general)# tunnel-group RadiusServer webvpn-attributes
hostname(config-tunnel-webvpn)# group-alias “Cisco Remote Access” enable
hostname(config-tunnel-webvpn)# group-url http://www.cisco.com enable
hostname(config-tunnel-webvpn)# group-url http://192.168.10.10 enable
hostname(config-tunnel-webvpn)# 

���È�¯�Ú�ï�Å �¯�Ú�ï�Å 
†�Ì

clear configure tunnel-group �Ä�ï�É�ç  �¬�ç�”�Ó  �Ã�”�»�Õ�”�µ
¶�.�z�‡�h�x�Ê
²�w
Ç�M�h
�Ä�ï�É�ç  �¬�ç�”�Ó  �¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï�›	«�ˆ�`�‡�b�{

show webvpn group-url �¦���`�h�Ä�ï�É�ç  �¬�ç�”�Ó�‡�h�x�b�‚�o�w�Ä�ï�É�ç  �¬�ç�”
�Ó�t�0�b�”  URL �›
¯�Ô�`�‡�b�{

tunnel-group webvpn-attributes WebVPN �Ä� ï �É�ç  �¬�ç � ” �Ó  �ž �Ä�æ�Ï �á� ” �Ä�› 
ƒ� � �b � ”
config-webvpn �Þ�”�Å�t�Ö�“�‡�b�{
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h245-tunnel-block
H.323 �w H.245 �Ä�ï�É�æ�ï�¬�›�Ò�é�¿�«�b�”�t�x�z�Í�å�Ý�”�»  �¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï  �Þ�”�Å�p
h245-tunnel-block �¯�Ú�ï�Å�›�–�;�`�‡�b�{�\�w�;�ó�›�Ã�Ÿ�·�”�Ò�ç�t�b�”�t�x�z�\�w�¯�Ú�ï�Å�w  no
���Ü�›�–�;�`�‡�b�{

h245-tunnel-block action [drop-connection | log]

no h245-tunnel-block action [drop-connection | log]

�³�ï�»�¿�«�µ�w
†�Ì

�Ã�Ñ�¥�ç�Ä �Ã�Ñ�¥�ç�Ä�w�ˆ�^�•�‹�x�K�“�‡�d�œ�{  

�¯�Ú�ï�Å  �Þ�”�Å �Í�w
¯�x�z�\�w�¯�Ú�ï�Å�›�Ö�—�p�V�”�Þ�”�Å�›�Ô�`�o�M�‡�b�{

�¯�Ú�ï�Å�d�º

�« �Í�w�«�p�x�z H.323 �¯�”�ç�w  H.245 �Ä�ï�É�æ�ï�¬�›�Ò�é�¿�«�b�”�M�O�›�Ô�`�o�M�‡�b�{

hostname(config)# policy-map type inspect h323 h323_map
hostname(config-pmap)# parameters
hostname(config-pmap-p)# h245-tunnel-block action drop-connection

���È�¯�Ú�ï�Å

drop-connection H.245 �Ä�ï�É�ç�U�U	Z�^�•�h�q�V�t�¯�”�ç  �·�¿�Ä�ž�¿�Ó
€���›�Å�é�¿�Ó
�`�‡�b�{

log H.245 �Ä�ï�É�ç�U�U	Z�^�•�h�q�V�t�é�¬�›
C�æ�`�‡�b�{

�¯�Ú�ï�Å  �Þ�”�Å

�Ñ�•� �ž�¢�¥�”�ç  �Þ�”�Å �·�©�á�æ�Â�Ÿ  �¯�ï�Â�©�µ�Ä

�ç�”�Â�¿�Å �•�a �³�ï�¬�ç

�Ú�ç�½

�¯�ï�Â�©�µ�Ä �³�µ�Â�Ü

�Í�å�Ý�”�»  �¯�ï�Ñ�Ÿ�ª�á�è�”
�³�ã�ï

• • • • —

�æ�æ�”�µ �!�Ë�º�0

7.2(1) �\�w�¯�Ú�ï�Å�U�‹�Ö�^�•�‡�`�h�{

�¯�Ú�ï�Å 
†�Ì

class �Ù�æ�³�”  �Ú�¿�Ó�t���Š�”�«�å�µ  �Ú�¿�Ó�Ê�›�¦���`�‡�b�{

class-map type inspect �ž�Ó�æ�­�”�³�ã�ï�{���w�Ä�å�Ñ�Ÿ�¿�«�›	°�ù�b�”�h�Š�w�U
�*�«�å�µ  �Ú�¿�Ó�›�^
R�`�‡�b�{

policy-map �è� �à  3/4 �w�Ù�æ�³�”  �Ú�¿�Ó�›�^
R�`�‡�b�{

show running-config policy-map �q�O�w�b�‚�o�w�Ù�æ�³�”  �Ú�¿�Ó �¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï�›

¯�Ô�`�‡�b�{
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hash
IKE �Ù�æ�³�”�w�Ë�¿�³�á  �ž�ç�°�æ�¶�Ü�›�¦���b�”�t�x�z�‰�ø  isakmp �Ù�æ�³�”  �¯�ï�Ñ�Ÿ�ª�á�è�”
�³�ã�ï  �Þ�”�Å�p  hash �¯�Ú�ï�Å�›�–�;�`�‡�b�{ IKE �Ù�æ�³�”�x�z IKE �É�°�³�¤�”�³�ã�ï�Ì�t�–�;�b
�”�Í�å�Ý�”�»�w�·�¿�Ä�›���[�`�h�‹�w�p�b�{  

�Ë�¿�³�á  �ž�ç�°�æ�¶�Ü�›�Ã�Ñ�¥�ç�Ä�‹�w  SHA-1 �t�æ�·�¿�Ä�b�”�t�x�z �\�w�¯�Ú�ï�Å�w  no ���Ü�›�–
�;�`�‡�b�{

hash { md5 | sha}

no hash

�³�ï�»�¿�«�µ�w
†�Ì

�Ã�Ñ�¥�ç�Ä �Ã�Ñ�¥�ç�Ä�w�Ë�¿�³�á  �ž�ç�°�æ�¶�Ü�x  SHA-1�¢ HMAC �Ì�æ�ž�ï�Ä�£�p�b�{

�¯�Ú�ï�Å  �Þ�”�Å �Í�w
¯�x�z�\�w�¯�Ú�ï�Å�›�Ö�—�p�V�”�Þ�”�Å�›�Ô�`�o�M�‡�b�{

�¯�Ú�ï�Å�d�º

�–�;	Í�w�̈ � �Å�å� �ï �Ë�¿�³�á  �ž�ç�°�æ�¶�Ü�w�¦�Ó�³�ã�ï�t�x�z SHA-1 �q  MD5 �w 2 �m�U�K�“�‡�b�{ MD5 �x�z SHA-1 �‘
�“�‹�¼� �´�£�µ�Ä�U	–�^�X�z�˜�c�T�t���M�q�^�•�o�M�‡�b�{

�« �Í�w�«�x�z�¬�é�”�Ì�ç  �¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï  �Þ�”�Å�p�z hash �¯�Ú�ï�Å�›�–�;�b�”�M�O�›�Ô�`�o
�M�‡�b�{�\�w�«�p�x�z��
Œ	q�•
j�ø  40 �w IKE �Ù�æ�³�”�p  MD5 �Ë�¿�³�á  �ž�ç�°�æ�¶�Ü�›�–�;�b�”
�\�q�›�¦���`�‡�b�{

hostname(config)# crypto isakmp policy  40 
hostname(config-isakmp-policy)# hash md5

md5 IKE �Ù�æ�³�”�w�Ë�¿�³�á  �ž�ç�°�æ�¶�Ü�›  MD5�¢ HMAC �Ì�æ�ž�ï�Ä�£�t�¦
���`�‡�b�{

priority �Ù�æ�³�”�w��
Œ	q�•�›�Ô�b�{���w
j�ø�{ 1 �™ 65534 �w
T
:�›�–�;�`�‡�b�{ 1
�x��
Œ	q�•�U�7�‹�ô�X�z 65534 �U�7�‹�ÿ�X�s�“�‡�b�{

sha IKE �Ù�æ�³�”�w�Ë�¿�³�á  �ž�ç�°�æ�¶�Ü�›  SHA-1�¢ HMAC �Ì�æ�ž�ï�Ä�£�t
�¦���`�‡�b�{

�¯�Ú�ï�Å  �Þ�”�Å

�Ñ�•� �ž�¢�¥�”�ç  �Þ�”�Å �·�©�á�æ�Â�Ÿ  �¯�ï�Â�©�µ�Ä

�ç�”�Â�¿�Å �•�a �³�ï�¬�ç

�Ú�ç�½

�¯�ï�Â�©�µ�Ä �³�µ�Â�Ü

�‰�ø isakmp �Ù�æ�³�”  �¯�ï�Ñ�Ÿ
�ª�á�è�”�³�ã�ï

• — • — —

�æ�æ�”�µ �!�Ë�º�0

7.0(1)(1) isakmp policy hash �¯�Ú�ï�Å�x�7���w�‹�w�p�b�{

7.2.(1) isakmp policy hash �¯�Ú�ï�Å�U�z hash �¯�Ú�ï�Å�t�”�V�õ�Q�’�•�‡�`�h�{
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���È�¯�Ú�ï�Å

help
�¦���`�h�¯�Ú�ï�Å�w�Ô�ç�Ó	Ø�C�›
¯�Ô�b�”�t�x�z�â�”�²  EXEC �Þ�”�Å�p  help �¯�Ú�ï�Å�›�–�;�`�‡
�b�{

help { command | ?}

�³�ï�»�¿�«�µ�w
†�Ì

�Ã�Ñ�¥�ç�Ä �Ã�Ñ�¥�ç�Ä�w�ˆ�^�•�‹�x�K�“�‡�d�œ�{

�¯�Ú�ï�Å  �Þ�”�Å �Í�w
¯�x�z�\�w�¯�Ú�ï�Å�›�Ö�—�p�V�”�Þ�”�Å�›�Ô�`�o�M�‡�b�{

�¯�Ú�ï�Å�d�º

�–�;	Í�w�̈ � �Å�å� �ï help �¯�Ú�ï�Å�x�z�b�‚�o�w�¯�Ú�ï�Å�t�m�M�o�Ô�ç�Ó	Ø�C�›
¯�Ô�`�‡�b�{�x�‘�w�¯�Ú�ï�Å�t�m�M�o�w
�Ô�ç�Ó�x�z help �¯�Ú�ï�Å�w�™�t�¯�Ú�ï�Å�Ê�›�Ö�—�b�”�\�q�p�z
¯�Ô�p�V�‡�b�{�¯�Ú�ï�Å�Ê�›�¦���`
�s�M�p�z�E�˜�“�t  ? �›�Ö�—�b�”�q�z�q�O�w�›�V�è�Õ�ç�q�Þ�”�Å�p�–�;�D�ó�s�¯�Ú�ï�Å�U�b�‚�o
¯�Ô
�^�•�‡�b�{

pager �¯�Ú�ï�Å�U� �É�”�Ò�ç�t�s�l�o�M�”	Ô�ù�x�z 24 �æ�U
¯�Ô�^�•�h�q�V�t�z
¯�Ô�U�°�Ì���­�`�o
�Í�w�Ó�é�ï�Ó�Ä�U
¯�Ô�^�•�‡�b�{

<--- More --->

More �Ó�é�ï�Ó�Ä�x  UNIX �w more �¯�Ú�ï�Å�q�‰�7�w�³�ï�»�¿�«�µ�›�–�;�`�‡�b�{ �\�w�³�ï�»�¿�«�µ
�›�Í�t�Ô�`�‡�b�{  

• �Í�w�Â�©�µ�Ä�h�Ø�›
¯�Ô�b�”�t�x�z Space �©�”�›�!�b�{

• �Í�w�æ�›
¯�Ô�b�”�t�x�z Enter �©�”�›�!�b�{

• �¯�Ú�ï�Å�å� �ï�t�í�”�t�x�z q �©�”�›�!�b�{

�¯�Ú�ï�Å 
†�Ì

clear configure crypto isakmp �b�‚�o�w  ISAKMP �¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï�›	«�ˆ�`�‡�b�{

clear configure crypto isakmp policy ISAKMP �Ù�æ�³�”  �¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï�›�b�‚�o	«�ˆ�`
�‡�b�{

clear crypto isakmp sa IKE �å�ï�»� �Ü  SA �Ã�”�»�Õ�”�µ�›	«�ˆ�`�‡�b�{

show running-config crypto isakmp �ž�«�Â�Ÿ�Ò�s�¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï�›�b�‚�o
¯�Ô�`�‡
�b�{

command CLI �Ô�ç�Ó�w
¯�Ô�0	Å�q�s�”�¯�Ú�ï�Å�›�¦���`�‡�b�{

? �q�O�w�›�V�è�Õ�ç�q�Þ�”�Å�p�b�;�p�V�”�¯�Ú�ï�Å�›�b�‚�o
¯�Ô�`�‡�b�{

�¯�Ú�ï�Å  �Þ�”�Å

�Ñ�•� �ž�¢�¥�”�ç  �Þ�”�Å �·�©�á�æ�Â�Ÿ  �¯�ï�Â�©�µ�Ä

�ç�”�Â�¿�Å �•�a �³�ï�¬�ç

�Ú�ç�½

�¯�ï�Â�©�µ�Ä �³�µ�Â�Ü

�â�”�²  EXEC • • • • •

�æ�æ�”�µ �!�Ë�º�0

�7�� �\�w�¯�Ú�ï�Å�x�7���w�‹�w�p�b�{
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�« �Í�w�«�x�z rename �¯�Ú�ï�Å�w�Ô�ç�Ó�›
¯�Ô�b�”�M�O�›�Ô�`�o�M�‡�b�{

hostname# help rename

USAGE:

        rename /noconfirm [{disk0:|disk1:|flash:}] <source path> [{disk0:|disk1:
|flash:}] <destination path>

DESCRIPTION:

rename          Rename a file

SYNTAX:

/noconfirm                      No confirmation
{disk0:|disk1:|flash:} Optional parameter that specifies the filesystem
<source path>           Source file path
<destination path>      Destination file path

hostname#

�Í�w�«�x�z�¯�Ú�ï�Å�Ê�q�Y�ð
Ö�›�Ö�—�`�o�Ô�ç�Ó�›
¯�Ô�b�”�M�O�›�Ô�`�o�M�‡�b�{

hostname(config)# enable ?
usage: enable password <pwd> [encrypted]

�¯�ž  �¯�Ú�ï�Å�¢ show�z no�z clear �Ž�Ž�w�¯�Ú�ï�Å�£�t�m�M�o�w�Ô�ç�Ó�x�z�¯�Ú�ï�Å  �Ó�é�ï�Ó�Ä�p  ?
�›�Ö�—�`�‡�b�{

hostname(config)# ?
aaa Enable, disable, or view TACACS+ or RADIUS

user authentication, authorization and accounting
…

���È�¯�Ú�ï�Å �¯�Ú�ï�Å 
†�Ì

show version �¦�Ö�è�”�Â�Ÿ�ï�¬  �³�µ�Â�Ü  �¹�Ñ�Ä�¢�£�ž�t���b�”	Ø�C�›
¯�Ô�`�‡�b�{
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hic-fail-group-policy
�¬�ç�”�Ó  �Ù�æ�³�”�›�¦���`�o�z �Ã�Ñ�¥�ç�Ä�w�¬�ç�”�Ó  �Ù�æ�³�”�q�x�Ÿ�s�”  WebVPN �â�”�²  �ž�«�·
�µ �V�v�› � • �D�b�” � t �x�z�Ä� ï �É�ç  �¬�ç � ” �Ó  webvpn � ¯ � ï �Ñ�Ÿ�ª �á�è�” � ³ �ã � ï  �Þ�” �Å�p
hic-fail-group-policy �¯�Ú�ï�Å�›�–�;�`�‡�b�{ �\�w�¯�Ú�ï�Å�w  no ���Ü�x�z �¬�ç�”�Ó  �Ù�æ�³�”�t�Ã�Ñ�¥
�ç�Ä�w�¬�ç�”�Ó  �Ù�æ�³�”�›�–�;�`�‡�b�{

hic-fail-group-policy name

no hic-fail-group-policy

�³�ï�»�¿�«�µ�w
†�Ì

�Ã�Ñ�¥�ç�Ä DfltGrpPolicy

�¯�Ú�ï�Å  �Þ�”�Å �Í�w
¯�x�z�\�w�¯�Ú�ï�Å�›�Ö�—�p�V�”�Þ�”�Å�›�Ô�`�o�M�‡�b�{

�¯�Ú�ï�Å�d�º

�–�;	Í�w�̈ � �Å�å� �ï �\�w�¯�Ú�ï�Å�x�z Cisco Secure Desktop �U� �ï�µ�Ä�”�ç�^�•�h�·�©�á�æ�Â�Ÿ  �ž�Ó�å� �ž�ï�µ�i�Z�p��
�®�p�b�{�×�µ�Ä�w
T�ù
Q�¬�Ý�¢ System Detection �q�‹�z�y�•�”�£�t�x�z VPN �;�ó�Ù�æ�³�”�›�&�;�b
�”�h�Š�t�¬�h�b
ž�A�U�K�”�,	j�w�7	–�·�¿�Ä�t�0�b�”�æ�Þ�”�Ä  PC �w�½�£�¿�«�U���‡�•�‡�b�{�·
�©�á�æ�Â�Ÿ �ž �Ó�å �   �ž � ï �µ �x�z�æ�Þ�” �Ä  CSD �â�” � ² � • �w�ž�« � · �µ �V�v�› 
M�v�b�” �h�Š� t�z
hic-fail-group-policy �ž�Ä�æ�Ï�á�”�Ä�w�‹�›�Í�w�‘�O�t�–�;�`�‡�b�{

• VPN �;�ó�Ù�æ�³�”�›�® Use Failure Group-Policy� �̄¢�æ

�¬�ç�”�Ó  �Ù�æ�³�”�›�–�;�b�”�£�t
ƒ���`
�o�M�”	Ô�ù�x�z	×�t�\�w�‹�›�–�;�`�‡�b�{

• VPN �;�ó�Ù�æ�³�”�›�® Use Success Group-Policy, if criteria match� �̄¢�,	j�U�°�•�b�”	Ô�ù�t
R�­�¬
�ç�”�Ó  �Ù�æ�³�”�›�–�;�b�”�£�t
ƒ���`�o�M�”	Ô�ù�x�z�,	j�U�°�•�`�s�T�l�h�Ì�t�\�w�‹�›�–�;
�`�‡�b�{

�\�w�ž�Ä�æ�Ï�á�”�Ä�x�z�æ

�¬�ç�”�Ó  �Ù�æ�³�”�w�Ê
²�›�&�;�b�”�‘�O�¦���`�‡�b�{�¬�ç�”�Ó  �Ù�æ
�³�”�›�–�;�`�o�z�ž�«�·�µ�V�v�›�z�Ã�Ñ�¥�ç�Ä�w�¬�ç�”�Ó  �Ù�æ�³�”�t���È
Ç�Z�’�•�o�M�”�ž�«�·�µ
�V�v�q�à���`�‡�b�{

�¢�«�£ VPN �;�ó�Ù�æ�³�”�›�® Always use Success Group-Policy� �̄¢	×�t
R�­�¬�ç�”�Ó  �Ù�æ�³�”�›�–�;�b�”�£
�t
ƒ���`�o�M�”	Ô�ù�z�·�©�á�æ�Â�Ÿ  �ž�Ó�å� �ž�ï�µ�x�z�\�w�ž�Ä�æ�Ï�á�”�Ä�›�–�;�`�‡�d�œ�{

name �¬�ç�”�Ó  �Ù�æ�³�”�w�Ê
²�›�¦���`�‡�b�{

�¯�Ú�ï�Å  �Þ�”�Å

�Ñ�•� �ž�¢�¥�”�ç  �Þ�”�Å �·�©�á�æ�Â�Ÿ  �¯�ï�Â�©�µ�Ä

�ç�”�Â�¿�Å �•�a �³�ï�¬�ç

�Ú�ç�½

�¯�ï�Â�©�µ�Ä �³�µ�Â�Ü

�Ä�ï�É�ç  �¬�ç�”�Ó  WebVPN �¯
�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï

• — • — —

�æ�æ�”�µ �!�Ë�º�0

7.1(1) �\�w�¯�Ú�ï�Å�U�‹�Ö�^�•�‡�`�h�{
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	Ä�I�t�m�M�o�x�z �° Cisco Secure Desktop Configuration Guide for Cisco ASA 5500 Series Administrators�±
�›�€	°�`�o�X�i�^�M�{

�« �Í�w�«�x�z �®FirstGroup�¯�q�M�O�Ê
²�w  WebVPN �Ä�ï�É�ç  �¬�ç�”�Ó�›�^
R�`�z �®group2�¯�q�M�O�Ê
²
�w�æ

�¬�ç�”�Ó  �Ù�æ�³�”�›�¦���`�o�M�‡�b�{

hostname(config)#  tunnel-group FirstGroup webvpn
hostname(config)#  tunnel-group FirstGroup webvpn-attributes
hostname(config-tunnel-webvpn)# hic-fail-group-policy group2
hostname(config-tunnel-webvpn)# 

���È�¯�Ú�ï�Å �¯�Ú�ï�Å 
†�Ì

clear configure group-policy �›���w�¬�ç�”�Ó  �Ù�æ�³�”�‡�h�x�b�‚�o�w�¬�ç�”�Ó  �Ù�æ�³�”
�w�¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï�›�_	†�`�‡�b�{

show running-config group-policy �›���w�¬�ç�”�Ó  �Ù�æ�³�”�‡�h�x�b�‚�o�w�¬�ç�”�Ó  �Ù�æ�³�”
�w�î�æ�¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï�›
¯�Ô�`�‡�b�{

tunnel-group webvpn-attributes �Ê
²
Ç�V�w�Ä�ï�É�ç  �¬�ç�”�Ó�w  WebVPN �ž�Ä�æ�Ï�á�”�Ä�›
�¦���`�‡�b�{
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hidden-parameter
�·�©�á�æ�Â�Ÿ  �ž�Ó�å� �ž�ï�µ�U  SSO �Ý	Â�;�w�Ý	Â  Web �±�”�Ì�t
ù	ô�b�”  HTTP POST �A�{�t
‡
¯
�Ô�Í�å�Ý�”�»�›�¦���b�”�t�x�z aaa-server-host �¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï  �Þ�”�Å�p  hidden-parameter
�¯�Ú�ï�Å�›�–�;�`�‡�b�{  

�b�‚�o�w
‡
¯�Ô�Í�å�Ý�”�»�›�î�æ�¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï�T�’�_	†�b�”�t�x�z�\�w�¯�Ú�ï�Å�w  no
���Ü�›�–�;�`�‡�b�{

�\�•�x  HTTP Forms �¯�Ú�ï�Å�›�–�;�`�h  SSO �p�b�{

hidden-parameter string

no hidden-parameter

�¢�«�£ HTTP �Ó�é�Ä�¯�ç�p  SSO �›�&
~�t
ƒ���b�”�t�x�z �Ý	Â�q  HTTP �Ó�é�Ä�¯�ç�¦�õ�t�m�M�o�w	G
ü�s�î
�;�Œ�Ý�U
ž�A�p�b�{

�³�ï�»�¿�«�µ�w
†�Ì

�Ã�Ñ�¥�ç�Ä �Ã�Ñ�¥�ç�Ä�w�‹�•�ˆ�^�x�K�“�‡�d�œ�{

�¯�Ú�ï�Å  �Þ�”�Å �Í�w
¯�x�z�\�w�¯�Ú�ï�Å�›�Ö�—�p�V�”�Þ�”�Å�›�Ô�`�o�M�‡�b�{

�¯�Ú�ï�Å�d�º

�–�;	Í�w�̈ � �Å�å� �ï �·�©�á�æ�Â�Ÿ  �ž�Ó�å� �ž�ï�µ�w  WebVPN �±�”�Ì�x�z �Ý	Â  Web �±�”�Ì�t�0�`�o�³�ï�¬�ç  �±� �ï�¦�ï
�Ý	Â�A�{�›
ù	ô�b�”�h�Š�t  HTTP POST �A�{�›�–�;�`�‡�b�{�f�w�A�{�t�x�z�â�”�²�t�_�Q�s�M  SSO
HTML ���Ü�t�,�n�X�{���w
‡
¯�Ô�Í�å�Ý�”�»�U�z�â�”�²�Ê�q�Í�µ�ë�”�Å�Ž�Ž�t�z
ž�A�s	Ô�ù�U�K�“
�‡�b�{ Web �±�”�Ì�T�’	!	ô�`�h�Ñ�¥�”�Ü�t�0�`�o  HTTP �Ô�¿�¼�”  �ž�Æ�å� �²�›�–�;�b�”�\�q�p�z
POST �A�{�t���‡�•�”�q  Web �±�”�Ì�U�'�8�`�o�M�”
‡
¯�Ô�Í�å�Ý�”�»�›�U	Z�p�V�‡�b�{

�¯�Ú�ï�Å  hidden-parameter �›�–�;�b�”�q�z Web �±�”�Ì�U
ž�A�q�b�”
‡
¯�Ô�Í�å�Ý�”�»�›�Ý	Â  POST
�A�{�t�¦���p�V�‡�b�{�Ô�¿�¼�”  �ž�Æ�å� �²�›�–�;�b�”�q�z�Ú�™�w
Ö�ø�=  URL �Í�å�Ý�”�»�›���‰
‡

¯�Ô�Í�å�Ý�”�»���È�»
¶�.�›�¯�Ð�”  �ž�ï�Å  �Ö�”�µ�Ä�p�V�‡�b�{

string �Ñ�¥�”�Ü�t
Ê�ˆ���‡�•�z SSO �±�”�Ì�t
ù	ô�^�•�”
‡
¯�Ô�Í�å�Ý�”�»�p�b�{
ó

:�w�æ�t�Ö�—�p�V�‡�b�{�¤�æ�w�7�G���È
:�x�z 255 ���È�p�b�{�b�‚�o�w�æ�›�°
�.�q�`�h�z�m�‡�“�ì
¶�s
‡
¯�Ô�Í�å�Ý�”�»�w�7�G���È
:�x�z 2048 ���È�p�b�{

�¯�Ú�ï�Å  �Þ�”�Å

�Ñ�•� �ž�¢�¥�”�ç  �Þ�”�Å �·�©�á�æ�Â�Ÿ  �¯�ï�Â�©�µ�Ä

�ç�”�Â�¿�Å �•�a �³�ï�¬�ç

�Ú�ç�½

�¯�ï�Â�©�µ�Ä �³�µ�Â�Ü

AAA �±�”�Ì  �×�µ�Ä  �¯�ï�Ñ�Ÿ
�ª�á�è�”�³�ã�ï

• — • — —

�æ�æ�”�µ �!�Ë�º�0

7.1(1) �\�w�¯�Ú�ï�Å�U�‹�Ö�^�•�‡�`�h�{
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�Ö�—�›���o�t�b�”�h�Š�z 1 �m�w
‡
¯�Ô�Í�å�Ý�”�»�›
ó
:�w�È���`�h�æ�t�Ö�—�p�V�‡�b�{ �·�©�á�æ�Â�Ÿ
�ž�Ó�å� �ž�ï�µ�x�z�f�w
ó
:�w�æ�›  1 �m�w
‡
¯�Ô�Í�å�Ý�”�»�t�È�A�`�‡�b�{
‡
¯�Ô�Í�å�Ý�”�»  1 �æ
�w�7�G���È
:�x  255 ���È�p�b�U�z�¤�æ�t�x�f�•�‘�“	—�s�M
:�w���È�›�Ö�—�p�V�‡�b�{  

�¢�«�£ ���È�»�t�Y�ð
Ö�›���Š�”	Ô�ù�x�z�Y�ð
Ö�w
²�t  Ctrl+V �w�¤�µ�­�”�Ó  �³�”�­�ï�µ�›�–�;�b�”
ž�A�U
�K�“�‡�b�{  

�« �Í�w�«�x�z & �p�à
~�’�•�h  4 �m�w�Ñ�¥�”�Ü  �¤�ï�Ä�æ�z�S�‘�|�f�w�‹�p�Ï
R�^�•�”  1 �m�w
‡
¯�Ô�Í�å
�Ý�”�»�›�Ô�`�o�M�‡�b�{ POST �A�{�T�’
H�V	Z�`�h  4 �m�w�¤�ï�Ä�æ�q�f�w�‹�›�Í�t�Ô�`�‡�b�{

• �‹�U  ISO-8859-1 �w SMENC

• �‹�U  US-EN �w SMLOCALE

• �‹�U  https%3A%2F%2Ftools.cisco.com%2Femco%2Fappdir%2FAreaRoot.do%3FEMCOPageCode%3
DENG �w�»�”�®�¿�Ä

• �‹�U  0 �w smauthreason

SMENC=ISO-8859-1&SMLOCALE=US-EN&target=https%3A%2F%2Ftools.cisco.com%2Femco%2Fapp
dir%2FAreaRoot.do%3FEMCOPageCode%3DENG&smauthreason=0

hostname(config)# aaa-server testgrp1 host example.com
hostname(config-aaa-server-host)# hidden-parameter 
SMENC=ISO-8859-1&SMLOCALE=US-EN&targe
hostname(config-aaa-server-host)# hidden-parameter 
t=https%3A%2F%2Ftools.cisco.com%2Femc
hostname(config-aaa-server-host)# hidden-parameter 
o%2Fappdir%2FAreaRoot.do%3FEMCOPageCo
hostname(config-aaa-server-host)# hidden-parameter de%3DENG&smauthreason=0
hostname(config-aaa-server-host)# 

���È�¯�Ú�ï�Å �¯�Ú�ï�Å 
†�Ì

action-uri �³�ï�¬�ç  �±� �ï�¦�ï�Ý	Â�;�w�â�”�²�Ê�q�Í�µ�ë�”�Å�›	!	ô�b�”  Web
�±�”�Ì  URI �›�¦���`�‡�b�{  

auth-cookie-name �Ý	Â�«�¿�©�”�w�Ê
²�›�¦���`�‡�b�{

password-parameter SSO �Ý	Â�;�t�â�”�²  �Í�µ�ë�”�Å�›
ù	ô�b�”
ž�A�U�K�”  HTTP POST �A
�{�w�Í�å�Ý�”�»�w�Ê
²�›�¦���`�‡�b�{

start-url �Ä
²�é�¬� �ï  �«�¿�©�”�w	��˜
Œ  URL �›�¦���`�‡�b�{

user-parameter SSO �Ý	Â�;�t�â�”�²�Ê�›
ù	ô�b�”
ž�A�U�K�”  HTTP POST �A�{�w�Í�å
�Ý�”�»�w�Ê
²�›�¦���`�‡�b�{
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homepage
�\�w  WebVPN �â�”�²�‡�h�x�¬�ç�”�Ó  �Ù�æ�³�”�t�0�`�o�z�é�¬� �ï�™�b�Y�t
¯�Ô�b�”  Web �Ö�”�´�w
URL �›�¦���b�”�t�x�z WebVPN �Þ�”�Å�p  homepage �¯�Ú�ï�Å�›�–�;�`�‡�b�{ WebVPN �Þ�”�Å�t�x�z
�¬�ç�”�Ó  �Ù�æ�³�”  �Þ�”�Å�‡�h�x�â�”�²�Ê�Þ�”�Å�T�’�Ö�“�‡�b�{
ƒ���A�ˆ�w�×�”�Ü  �Ö�”�´

�¢ homepage none �¯�Ú�ï�Å�›
C�æ�`�o�^
R�^�•�h�È�ç�‹�›���‰�£�›�_	†�b�”�t�x�z�\�w�¯�Ú�ï�Å�w
no ���Ü�›�–�;�`�‡�b�{ no �¦�Ó�³�ã�ï�›�–�;�b�”�q�z �‹�›���w�¬�ç�”�Ó  �Ù�æ�³�”�T�’�'	•�p�V�‡�b�{
�×�”�Ü  �Ö�”�´�›�'	•�`�s�M�‘�O�t�b�”�t�x�z homepage none �¯�Ú�ï�Å�›�–�;�`�‡�b�{  

homepage {value url-string | none}

no homepage

�³�ï�»�¿�«�µ�w
†�Ì

�Ã�Ñ�¥�ç�Ä �Ã�Ñ�¥�ç�Ä�w�×�”�Ü  �Ö�”�´�x�K�“�‡�d�œ�{

�¯�Ú�ï�Å  �Þ�”�Å �Í�w
¯�x�z�\�w�¯�Ú�ï�Å�›�Ö�—�p�V�”�Þ�”�Å�›�Ô�`�o�M�‡�b�{

�¯�Ú�ï�Å�d�º

�« �Í�w�«�x�z FirstGroup �q�M�O�¬�ç�”�Ó  �Ù�æ�³�”�w�×�”�Ü  �Ö�”�´�q�`�o  www.example.com �›�¦���b
�”�M�O�›�Ô�`�o�M�‡�b�{

hostname(config)#  group-policy FirstGroup attributes
hostname(config-group-policy)# webvpn
hostname(config-group-webvpn)#  homepage value http://www.example.com

���È�¯�Ú�ï�Å

none WebVPN �×�”�Ü  �Ö�”�´�›�–�;�`�s�M�\�q�›�¦���`�‡�b�{ �È�ç�‹�›
ƒ���`�o�z
�×�”�Ü  �Ö�”�´�›�‹
q�`�‡�b�{�×�”�Ü  �Ö�”�´�›�'	•�`�s�M�‘�O�t�`�‡�b�{

value url-string �×�”�Ü  �Ö�”�´�w  URL �›�¦���`�‡�b�{���È�»�x�z http:// �‡�h�x  https:// �p�•�‡
�”
ž�A�U�K�“�‡�b�{

�¯�Ú�ï�Å  �Þ�”�Å

�Ñ�•� �ž�¢�¥�”�ç  �Þ�”�Å �·�©�á�æ�Â�Ÿ  �¯�ï�Â�©�µ�Ä

�ç�”�Â�¿�Å �•�a �³�ï�¬�ç

�Ú�ç�½

�¯�ï�Â�©�µ�Ä �³�µ�Â�Ü

WebVPN �Þ�”�Å • — • — —

�æ�æ�”�µ �!�Ë�º�0

7.0(1) �\�w�¯�Ú�ï�Å�U�‹�Ö�^�•�‡�`�h�{

�¯�Ú�ï�Å 
†�Ì

webvpn �¬�ç�”�Ó  �Ù�æ�³�”  �¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï  �Þ�”�Å�‡�h�x�â�”�²�Ê�¯�ï
�Ñ�Ÿ�ª�á�è�”�³�ã�ï  �Þ�”�Å�p�–�;�`�‡�b�{ WebVPN �Þ�”�Å�t�Ö�l�o�z�¬
�ç�”�Ó  �Ù�æ�³�”�‡�h�x�â�”�²�Ê�t�&�;�b�”�Í�å�Ý�”�»�›
ƒ���p�V�”�‘�O
�t�`�‡�b�{
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host
RADIUS �ž�§�¢�ï�Â�Ÿ�ï�¬�›�–�;�`�o�0�é�b�”�×�µ�Ä�›�¦���b�”�t�x�z RADIUS �ž�§�¢�ï�Â�Ÿ�ï�¬
�Í�å�Ý�”�»  �¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï  �Þ�”�Å�p  host �¯�Ú�ï�Å�›�–�;�`�‡�b�{�\�w�Þ�”�Å�t�x�z�Ù�æ
�³�”  �Ú�¿�Ó  �»� �Ó�w�U�*  RADIUS �ž�§�¢�ï�Ä  �±�Ò�Þ�”�Å�p  parameters �¯�Ú�ï�Å�›�–�;�`�o�ž�«
�·�µ�p�V�‡�b�{  

�\�w�¦�Ó�³�ã�ï�x�z�Ã�Ñ�¥�ç�Ä�p�x�Ã�Ÿ�·�”�Ò�ç�t�s�l�o�M�‡�b�{

host address [key secret]

no host address [key secret] 

�³�ï�»�¿�«�µ�w
†�Ì

�Ã�Ñ�¥�ç�Ä �Ã�Ñ�¥�ç�Ä�w�ˆ�^�•�‹�x�K�“�‡�d�œ�{

�¯�Ú�ï�Å  �Þ�”�Å �Í�w
¯�x�z�\�w�¯�Ú�ï�Å�›�Ö�—�p�V�”�Þ�”�Å�›�Ô�`�o�M�‡�b�{

�¯�Ú�ï�Å�d�º

�–�;	Í�w�̈ � �Å�å� �ï �\�w�¯�Ú�ï�Å�x�z� �ï�µ�»�ï�µ�›
ó
:
ƒ���b�”�\�q�U�p�V�‡�b�{

�« �Í�w�«�p�x�z RADIUS �ž�§�¢�ï�Â�Ÿ�ï�¬�t�‘�”�×�µ�Ä�w�¦���M�O�›�Ô�`�o�M�‡�b�{

hostname(config)# policy-map type inspect radius-accounting ra
hostname(config-pmap)# parameters
hostname(config-pmap-p)# host 209.165.202.128 key cisco123

���È�¯�Ú�ï�Å

host RADIUS �ž�§�¢�ï�Â�Ÿ�ï�¬  �Ý�¿�·�”�´�›
ù	ô�b�”�o�°�w�¤�ï�Å�Ù� �ï�Ä�›�¦
���`�‡�b�{

address RADIUS �ž�§�¢�ï�Â�Ÿ�ï�¬  �Ý�¿�·�”�´�›
ù	ô�b�”�«�å� �ž�ï�Ä�‡�h�x�±�”�Ì
�w IP �ž�Å�è�µ�{

key �ž�§�¢�ï�Â�Ÿ�ï�¬  �Ý�¿�·�”�´�w�Á�‰�¯�Ð�”�›
ù	ô�b�”�h�Š�t�z �¤�ï�Å�Ù� �ï�Ä
�w
•�µ�d�›�¦���b�”�¦�Ó�³�ã�ï�w�©�”�ë�”�Å�{

secret �Ý�¿�·�”�´�w�U	Â�t�–�;�^�•�”�z �ž�§�¢�ï�Â�Ÿ�ï�¬  �Ý�¿�·�”�´�›
ù	ô�b�”�¤�ï
�Å�Ù� �ï�Ä�w�ž��
•�µ�d�{�\�w�d�t�x�7�G  128 ���È�w�ó
:�È�›
ƒ���p�V�‡�b�{

�¯�Ú�ï�Å  �Þ�”�Å

�Ñ�•� �ž�¢�¥�”�ç  �Þ�”�Å �·�©�á�æ�Â�Ÿ  �¯�ï�Â�©�µ�Ä

�ç�”�Â�¿�Å �•�a �³�ï�¬�ç

�Ú�ç�½

�¯�ï�Â�©�µ�Ä �³�µ�Â�Ü

RADIUS �ž�§�¢�ï�Â�Ÿ�ï�¬  �Í
�å �Ý�” �»  � ¯ � ï �Ñ�Ÿ�ª �á�è�”
�³�ã�ï

• • • • —

�æ�æ�”�µ �!�Ë�º�0

7.2(1) �\�w�¯�Ú�ï�Å�U�‹�Ö�^�•�‡�`�h�{

�¯�Ú�ï�Å 
†�Ì

inspect radius-accounting RADIUS �ž�§�¢�ï�Â�Ÿ�ï�¬�w�U�*�›
ƒ���`�‡�b�{

parameters �U�*�Ù�æ�³�”  �Ú�¿�Ó�w�Í�å�Ý�”�»�›
ƒ���`�‡�b�{
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hostname
�·�©�á�æ�Â�Ÿ  �ž�Ó�å� �ž�ï�µ�w�×�µ�Ä�Ê�›
ƒ���b�”�t�x�z�¬�é�”�Ì�ç  �¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï
�Þ�”�Å�p  hostname �¯�Ú�ï�Å�›�–�;�`�‡�b�{�Ã�Ñ�¥�ç�Ä�w�×�µ�Ä�Ê�t�í�b�t�x�z�\�w�¯�Ú�ï�Å�w  no
���Ü�›�–�;�`�‡�b�{�×�µ�Ä�Ê�x�¯�Ú�ï�Å�å� �ï  �Ó�é�ï�Ó�Ä�q�`�o
¯�Ô�^�•�‡�b�{
ó
:�w�Ã�Ì� �µ�t
�0�`�o�·�¿�³�ã�ï�›�¬�q�`�o�M�”	Ô�ù�x�z�×�µ�Ä�Ê�›�_�”�\�q�p�¯�Ú�ï�Å�w�Ö�—	Ô	t�›�ú�r�p�V�‡
�b�{

hostname name

no hostname [name]

�³�ï�»�¿�«�µ�w
†�Ì

�Ã�Ñ�¥�ç�Ä �Ã�Ñ�¥�ç�Ä�w�×�µ�Ä�Ê�x�Ó�å�¿�Ä�Ñ�¥�”�Ü�t�‘�l�o�Ÿ�s�“�‡�b�{

�¯�Ú�ï�Å  �Þ�”�Å �Í�w
¯�x�z�\�w�¯�Ú�ï�Å�›�Ö�—�p�V�”�Þ�”�Å�›�Ô�`�o�M�‡�b�{

�¯�Ú�ï�Å�d�º

�–�;	Í�w�̈ � �Å�å� �ï �Ú�ç�½  �¯�ï�Â�©�µ�Ä  �Þ�”�Å�w	Ô�ù�z�³�µ�Â�Ü�î�æ�µ�Ö�”�µ�t
ƒ���`�h�×�µ�Ä�Ê�x�z�b�‚�o�w�¯�ï
�Â�©�µ�Ä�w�¯�Ú�ï�Å�å� �ï  �Ó�é�ï�Ó�Ä�t
¯�Ô�^�•�‡�b�{

�¯�ï�Â�©�µ�Ä�º�t�¦�Ó�³�ã�ï�p
ƒ���`�h�×�µ�Ä�Ê�x�z�¯�Ú�ï�Å�å� �ï�t
¯�Ô�^�•�‡�d�œ�U�z banner
�¯�Ú�ï�Å�w  $(hostname) �Ä�”�«�ï�t�–�;�p�V�‡�b�{

�« �Í�w�«�p�x�z�×�µ�Ä�Ê�›  firewall1 �t
ƒ���`�‡�b�{

hostname(config)# hostname firewall1
firewall1(config)# 

���È�¯�Ú�ï�Å

name �7�G  63 ���È�w�×�µ�Ä�Ê�›�¦���`�‡�b�{�×�µ�Ä�Ê�w
Œ�„�q�¤
Œ�x�ž�ç�Ñ�•
�Õ�¿�Ä�‡�h�x
:�È�t�b�”
ž�A�U�K�“�‡�b�{�f�•�Ž�Ž�w
æ
ü�t�–�;�p�V�”��
�È�x�ž�ç�Ñ�•�Õ�¿�Ä�z
:�È�z�‡�h�x�Ë� �Ñ�ï�w�ˆ�p�b�{

�¯�Ú�ï�Å  �Þ�”�Å

�Ñ�•� �ž�¢�¥�”�ç  �Þ�”�Å �·�©�á�æ�Â�Ÿ  �¯�ï�Â�©�µ�Ä

�ç�”�Â�¿�Å �•�a �³�ï�¬�ç

�Ú�ç�½

�¯�ï�Â�©�µ�Ä �³�µ�Â�Ü

�¬�é�”�Ì�ç  �¯�ï�Ñ�Ÿ�ª�á�è�”
�³�ã�ï

• • • • •

�æ�æ�”�µ �!�Ë�º�0

7.0(1) �ž�ç�Ñ�•�Õ�¿�Ä�Ž�Ž�w���È�¢�Ë� �Ñ�ï�›	†�X�£�U�–�;
Æ�D�t�s�“�‡�`�h�{

�¯�Ú�ï�Å 
†�Ì

banner �é�¬� �ï  �Ì�Æ�”�z �®���Ô�w�S�Œ�’�d� �̄Ì�Æ�”�z�‡�h�x� �É�”�Ò�ç  �Ì�Æ�”�›

ƒ���`�‡�b�{

domain-name �Ã�Ñ�¥�ç�Ä�w�Å�Ý� �ï�Ê�›
ƒ���`�‡�b�{
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hsi
H.323 �Ó�é�Ä�¯�ç�w�U�*�w�h�Š�t  HSI �›  HSI �¬�ç�”�Ó�t�å�C�b�”�t�x�z hsi �¬�ç�”�Ó  �¯�ï�Ñ�Ÿ�ª�á
�è�”�³�ã�ï  �Þ�”�Å�p  hsi �¯�Ú�ï�Å�›�–�;�`�‡�b�{�\�w�;�ó�›�Ã�Ÿ�·�”�Ò�ç�t�b�”�t�x�z�\�w�¯�Ú�ï
�Å�w no ���Ü�›�–�;�`�‡�b�{

hsi ip_address

no hsi ip_address

�³�ï�»�¿�«�µ�w
†�Ì

�Ã�Ñ�¥�ç�Ä �Ã�Ñ�¥�ç�Ä�w�ˆ�^�•�‹�x�K�“�‡�d�œ�{  

�¯�Ú�ï�Å  �Þ�”�Å �Í�w
¯�x�z�\�w�¯�Ú�ï�Å�›�Ö�—�p�V�”�Þ�”�Å�›�Ô�`�o�M�‡�b�{

�¯�Ú�ï�Å�d�º

�« �Í�w�«�p�x�z H.323 �U�*�Ù�æ�³�”  �Ú�¿�Ó�p  HSI �›  HSI �¬�ç�”�Ó�t�å�C�b�”�M�O�›�Ô�`�o�M�‡�b�{

hostname(config-pmap-p)# hsi-group 10
hostname(config-h225-map-hsi-grp)# hsi 10.10.15.11

���È�¯�Ú�ï�Å

ip_address �å�C�b�”�×�µ�Ä�w  IP �ž�Å�è�µ�{ 1 �m�w HSI �¬�ç�”�Ó�p�h�“�7�G  5 �m�w HSI
�U�•�D�^�•�‡�b�{

�¯�Ú�ï�Å  �Þ�”�Å

�Ñ�•� �ž�¢�¥�”�ç  �Þ�”�Å �·�©�á�æ�Â�Ÿ  �¯�ï�Â�©�µ�Ä

�ç�”�Â�¿�Å �•�a �³�ï�¬�ç

�Ú�ç�½

�¯�ï�Â�©�µ�Ä �³�µ�Â�Ü

HSI �¬�ç � ” �Ó  � ¯ � ï �Ñ�Ÿ�ª �á
�è�”�³�ã�ï

• • • • —

�æ�æ�”�µ �!�Ë�º�0

7.2(1) �\�w�¯�Ú�ï�Å�U�‹�Ö�^�•�‡�`�h�{

�¯�Ú�ï�Å 
†�Ì

class-map �è� �à  3/4 �w�«�å�µ  �Ú�¿�Ó�›�^
R�`�‡�b�{

endpoint HSI �¬�ç�”�Ó�t�¤�ï�Å�Ù� �ï�Ä�›�å�C�`�‡�b�{

hsi-group HSI �¬�ç�”�Ó�›�^
R�`�‡�b�{

policy-map �è� �à  3/4 �w�Ù�æ�³�”  �Ú�¿�Ó�›�^
R�`�‡�b�{

show running-config policy-map �q�O�w�b�‚�o�w�Ù�æ�³�”  �Ú�¿�Ó �¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï�›

¯�Ô�`�‡�b�{
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hsi-group
H.323 �Ó�é�Ä�¯�ç�U�*�;�t  HSI �¬�ç�”�Ó�›���[�`�z hsi �¬�ç�”�Ó  �¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï  �Þ�”�Å�t
�Ö�”�t�x�z�Í�å�Ý�”�»  �¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï  �Þ�”�Å�p  hsi-group �¯�Ú�ï�Å�›�–�;�`�‡�b�{�\�w�;
�ó�›�Ã�Ÿ�·�”�Ò�ç�t�b�”�t�x�z�\�w�¯�Ú�ï�Å�w  no ���Ü�›�–�;�`�‡�b�{

hsi-group group_id

no hsi-group group_id

�³�ï�»�¿�«�µ�w
†�Ì

�Ã�Ñ�¥�ç�Ä �Ã�Ñ�¥�ç�Ä�w�ˆ�^�•�‹�x�K�“�‡�d�œ�{  

�¯�Ú�ï�Å  �Þ�”�Å �Í�w
¯�x�z�\�w�¯�Ú�ï�Å�›�Ö�—�p�V�”�Þ�”�Å�›�Ô�`�o�M�‡�b�{

�¯�Ú�ï�Å�d�º

�« �Í�w�«�p�x�z H.323 �U�*�Ù�æ�³�”  �Ú�¿�Ó�p  HSI �¬�ç�”�Ó�›
ƒ���b�”�M�O�›�Ô�`�‡�b�{

hostname(config-pmap-p)# hsi-group 10
hostname(config-h225-map-hsi-grp)# hsi 10.10.15.11
hostname(config-h225-map-hsi-grp)# endpoint 10.3.6.1 inside
hostname(config-h225-map-hsi-grp)# endpoint 10.10.25.5 outside

���È�¯�Ú�ï�Å

group_id HSI �¬�ç�”�Ó  ID 
j�ø�¢ 0 �™ 2147483647�£�{

�¯�Ú�ï�Å  �Þ�”�Å

�Ñ�•� �ž�¢�¥�”�ç  �Þ�”�Å �·�©�á�æ�Â�Ÿ  �¯�ï�Â�©�µ�Ä

�ç�”�Â�¿�Å �•�a �³�ï�¬�ç

�Ú�ç�½

�¯�ï�Â�©�µ�Ä �³�µ�Â�Ü

�Í�å�Ý�”�»  �¯�ï�Ñ�Ÿ�ª�á�è�”
�³�ã�ï

• • • • —

�æ�æ�”�µ �!�Ë�º�0

7.2(1) �\�w�¯�Ú�ï�Å�U�‹�Ö�^�•�‡�`�h�{

�¯�Ú�ï�Å 
†�Ì

class-map �è� �à  3/4 �w�«�å�µ  �Ú�¿�Ó�›�^
R�`�‡�b�{

endpoint HSI �¬�ç�”�Ó�t�¤�ï�Å�Ù� �ï�Ä�›�å�C�`�‡�b�{

hsi HSI �›  HSI �¬�ç�”�Ó�t�å�C�`�‡�b�{

policy-map �è� �à  3/4 �w�Ù�æ�³�”  �Ú�¿�Ó�›�^
R�`�‡�b�{

show running-config policy-map �q�O�w�b�‚�o�w�Ù�æ�³�”  �Ú�¿�Ó �¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï�›

¯�Ô�`�‡�b�{
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html-content-filter
�\�w�â�”�²�‡�h�x�¬�ç�”�Ó  �Ù�æ�³�”�t�0�`�o�z WebVPN �·�¿�³�ã�ï�w  Java�z ActiveX�z� �Ý�”�´�z
�µ�«�æ�Ó�Ä�z�«�¿�©�”�›�Ñ�Ÿ�ç�»�æ�ï�¬�b�”�t�x�z WebVPN �Þ�”�Å�p  html-content-filter  �¯�Ú�ï�Å
�›�–�;�`�‡�b�{ WebVPN �Þ�”�Å�t�x�z�¬�ç�”�Ó  �Ù�æ�³�”  �Þ�”�Å�‡�h�x�â�”�²�Ê�Þ�”�Å�T�’�Ö�“�‡
�b�{�¯�ï�Â�ï�À  �Ñ�Ÿ�ç�»�›�_	†�b�”�t�x�z�\�w�¯�Ú�ï�Å�w  no ���Ü�›�–�;�`�‡�b�{�b�‚�o�w�¯�ï�Â
�ï�À  �Ñ�Ÿ�ç�»�¢ html-content-filter none �¯�Ú�ï�Å�›
C�æ�`�o�^
R�^�•�h�È�ç�‹�›���‰�£�›�_	†�b�”
�t�x�z�¾
:�›�¦���`�s�M�p�\�w�¯�Ú�ï�Å�w  no ���Ü�›�–�;�`�‡�b�{ no �¦�Ó�³�ã�ï�›�–�;�b�”�q�z�‹
�›���w�¬�ç�”�Ó  �Ù�æ�³�”�T�’�'	•�p�V�‡�b�{ html �¯�ï�Â�ï�À  �Ñ�Ÿ�ç�»�›�'	•�`�s�M�‘�O�t�b�”�t
�x�z html-content-filter none �¯�Ú�ï�Å�›�–�;�`�‡�b�{

html-content-filter { java | images | scripts | cookies | none}

no html-content-filter [java | images | scripts | cookies | none]

�³�ï�»�¿�«�µ�w
†�Ì

�Ã�Ñ�¥�ç�Ä �Ñ�Ÿ�ç�»�æ�ï�¬�x�æ�˜�•�‡�d�œ�{

�¯�Ú�ï�Å  �Þ�”�Å �Í�w
¯�x�z�\�w�¯�Ú�ï�Å�›�Ö�—�p�V�”�Þ�”�Å�›�Ô�`�o�M�‡�b�{

�¯�Ú�ï�Å�d�º

�–�;	Í�w�̈ � �Å�å� �ï �¯�Ú�ï�Å�›  2 �s�–�;�b�”�q�z
Œ�æ�b�”
ƒ���‹�U	Í	{�V�^�•�‡�b�{

�« �Í�w�«�x�z FirstGroup �q�M�O�¬�ç�”�Ó  �Ù�æ�³�”�t�0�`�o�z JAVA�zActiveX�z�«�¿�©�”�z�S�‘�|� �Ý�”
�´�w�Ñ�Ÿ�ç�»�æ�ï�¬�›
ƒ���b�”�M�O�›�Ô�`�o�M�‡�b�{

hostname(config)#  group-policy FirstGroup attributes
hostname(config-group-policy)# webvpn
hostname(config-group-webvpn)# html- content-filter java cookies images

cookies � �Ý�”�´�T�’�«�¿�©�”�›�_	†�`�o�z�v���$�s�¿���Ñ�Ÿ�ç�»�æ�ï�¬�q�Ó�å� �Ì
�³�”�›�î�q�`�‡�b�{

images � �Ý�”�´�•�w�€	°�›�_	†�`�‡�b�¢ <IMG> �»�¬�›�_	†�`�‡�b�£ �{

java Java �q  ActiveX �• �w�€	° � › �_ 	†�` �‡�b�¢ <EMBED>�z <APPLET>�z�S�‘ �|
<OBJECT> �»�¬�›�_	†�`�‡�b�£ �{

none �Ñ�Ÿ�ç�»�æ�ï�¬�›�î�æ�`�s�M�\�q�›�¦���`�‡�b�{�È�ç�‹�›
ƒ���`�o�z�Ñ�Ÿ�ç
�»�æ�ï�¬�›�‹
q�`�‡�b�{�Ñ�Ÿ�ç�»�æ�ï�¬�w�‹�›�'	•�`�s�M�‘�O�t�`�‡�b�{

scripts �µ�«�æ�Ó�Ä�•�w�€	°�›�_	†�`�‡�b�¢ <SCRIPT> �»�¬�›�_	†�`�‡�b�£ �{

�¯�Ú�ï�Å  �Þ�”�Å

�Ñ�•� �ž�¢�¥�”�ç  �Þ�”�Å �·�©�á�æ�Â�Ÿ  �¯�ï�Â�©�µ�Ä

�ç�”�Â�¿�Å �•�a �³�ï�¬�ç

�Ú�ç�½

�¯�ï�Â�©�µ�Ä �³�µ�Â�Ü

WebVPN �Þ�”�Å • — • — —

�æ�æ�”�µ �!�Ë�º�0

7.0(1) �\�w�¯�Ú�ï�Å�U�‹�Ö�^�•�‡�`�h�{
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���È�¯�Ú�ï�Å

http
�·�©�á�æ�Â�Ÿ  �ž�Ó�å� �ž�ï�µ�w�º
æ�t�K�”  HTTP �±�”�Ì�t�ž�«�·�µ�p�V�”�×�µ�Ä�›�¦���b�”�t�x�z
�¬�é�”�Ì�ç  �¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï  �Þ�”�Å�p  http  �¯�Ú�ï�Å�›�–�;�`�‡�b�{ 1 �m�‡�h�x
ó
:�w�×�µ
�Ä�›�_	†�b�”�t�x�z �\�w�¯�Ú�ï�Å�w  no ���Ü�›�–�;�`�‡�b�{ �\�w�ž�Ä�æ�Ï�á�”�Ä�›�¯�ï�Ñ�Ÿ�ª�á�è�”
�³�ã�ï�T�’�_	†�b�”�t�x�z�¾
:�›�¦���`�s�M�p�\�w�¯�Ú�ï�Å�w  no ���Ü�›�–�;�`�‡�b�{

http ip_address subnet_mask interface_name

no http

�³�ï�»�¿�«�µ�w
†�Ì

�Ã�Ñ�¥�ç�Ä HTTP �±�”�Ì�t�ž�«�·�µ�p�V�”�×�µ�Ä�x�¦���^�•�o�M�‡�d�œ�{

�¯�Ú�ï�Å  �Þ�”�Å �Í�w
¯�x�z�\�w�¯�Ú�ï�Å�›�Ö�—�p�V�”�Þ�”�Å�›�Ô�`�o�M�‡�b�{

�¯�Ú�ï�Å�d�º

�« �Í�w�«�x�z IP �ž�Å�è�µ  10.10.99.1 �S�‘�|�±�Ò�É�¿�Ä  �Ú�µ�«  255.255.255.255 �w�×�µ�Ä�U�Ž
æ� �ï�»�”
�Ñ�£� �µ�&���p  HTTP �±�”�Ì�t�ž�«�·�µ�p�V�”�‘�O�t�b�”�M�O�›�Ô�`�o�M�‡�b�{

hostname(config)#  http 10.10.99.1 255.255.255.255 outside

�¯�Ú�ï�Å 
†�Ì

webvpn�¢�¬�ç�”�Ó  �Ù�æ�³�”�z
�â�”�²�Ê�£

�¬�ç�”�Ó  �Ù�æ�³�”  �¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï  �Þ�”�Å�‡�h�x�â�”
�²�Ê�¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï  �Þ�”�Å�p�–�;�`�‡�b�{ WebVPN
�Þ�”�Å�t�Ö�l�o�z�¬�ç�”�Ó  �Ù�æ�³�”�‡�h�x�â�”�²�Ê�t�&�;�b�”
�Í�å�Ý�”�»�›
ƒ���p�V�”�‘�O�t�`�‡�b�{  

webvpn �¬�é�”� Ì�ç  �¯� ï �Ñ�Ÿ�ª�á�è�”�³ �ã�ï  �Þ�”�Å�p�–�;�` �‡�b�{
WebVPN �w�¬�é�”�Ì�ç  �¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï�‹�›
ƒ���p�V
�‡�b�{

interface_name �×�µ�Ä�U  HTTP �±�”�Ì�t�ž�«�·�µ�b�”�q�V�t�è�a�b�”�·�©�á�æ�Â�Ÿ  �ž�Ó
�å� �ž�ï�µ  � �ï�»�”�Ñ�£� �µ�w�Ê
²�›�¦���`�‡�b�{

ip_address HTTP �±�”�Ì�t�ž�«�·�µ�p�V�”�×�µ�Ä�w  IP �ž�Å�è�µ�›�¦���`�‡�b�{

subnet_mask HTTP �±�”�Ì�t�ž�«�·�µ�p�V�”�×�µ�Ä�w�±�Ò�É�¿�Ä  �Ú�µ�«�›�¦���`�‡�b�{

�¯�Ú�ï�Å  �Þ�”�Å

�Ñ�•� �ž�¢�¥�”�ç  �Þ�”�Å �·�©�á�æ�Â�Ÿ  �¯�ï�Â�©�µ�Ä

�ç�”�Â�¿�Å �•�a �³�ï�¬�ç

�Ú�ç�½

�¯�ï�Â�©�µ�Ä �³�µ�Â�Ü

�¬�é�”�Ì�ç  �¯�ï�Ñ�Ÿ�ª�á�è�”
�³�ã�ï

• — • — —

�æ�æ�”�µ �!�Ë�º�0

�7�� �\�w�¯�Ú�ï�Å�x�7���w�‹�w�p�b�{
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�Í�w�«�x�z�b�‚�o�w�×�µ�Ä�U�Ž
æ� �ï�»�”�Ñ�£� �µ�&���p  HTTP �±�”�Ì�t�ž�«�·�µ�p�V�”�‘�O�t�b
�”�M�O�›�Ô�`�o�M�‡�b�{

hostname(config)# http 0.0.0.0 0.0.0.0 outside

���È�¯�Ú�ï�Å �¯�Ú�ï�Å 
†�Ì

clear configure http HTTP �¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï�›�_	†�`�‡�b�{ HTTP �±�”�Ì
�›�Ã�Ÿ�·�”�Ò�ç�t�`�z HTTP �±�”�Ì�t�ž�«�·�µ�p�V�”�×�µ�Ä
�›�_	†�`�‡�b�{

http authentication-certificate �·�©�á�æ�Â�Ÿ  �ž�Ó�å� �ž�ï�µ�•�w  HTTPS 
€���›�¬�q�b�”
�â�”�²�t	Â�Ì	{�t�‘�”�Ý	Â�›�A�{�`�‡�b�{

http redirect �·�©�á�æ�Â�Ÿ  �ž�Ó�å� �ž�ï�µ�U  HTTP 
€���›  HTTPS �t�æ�¼
� �è�«�Ä�b�”�‘�O�t�¦���`�‡�b�{

http server enable HTTP �±�”�Ì�›� �É�”�Ò�ç�t�`�‡�b�{

show running-config http HTTP �±�” � Ì � t �ž �«� · �µ �p�V�” �×�µ�Ä�› 
 ¯ �Ô�`�z�^ � ’ � t
HTTP �±�”�Ì�U� �É�”�Ò�ç�p�K�”�T�r�O�T�›
¯�Ô�`�‡�b�{
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http authentication-certificate
HTTPS 
€���›�¬�q�`�‘�O�q�b�”�â�”�²�t�z 	Â�Ì	{�t�‘�”�Ý	Â�›�A�{�b�”�t�x�z �¬�é�”�Ì�ç  �¯�ï�Ñ�Ÿ
�ª�á�è�”�³�ã�ï  �Þ�”�Å�p  http authentication-certificate �¯�Ú�ï�Å�›�–�;�`�‡�b�{�ž�Ä�æ�Ï�á�”�Ä�›
�¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï�T�’�_	†�b�”�t�x�z�\�w�¯�Ú�ï�Å�w  no ���Ü�›�–�;�`�‡�b�{�¯�ï�Ñ�Ÿ�ª�á
�è�”�³�ã�ï�T�’�b�‚�o�w  http authentication-certificate �¯�Ú�ï�Å�›�_	†�b�”�t�x�z �¾
:�›�¦���`�s�M
�p  no ���Ü�›�–�;�`�‡�b�{  

�·�©�á�æ�Â�Ÿ  �ž�Ó�å� �ž�ï�µ�x�z PKI �Ä�å�µ�Ä�Ù� �ï�Ä�t�0�`�o	Â�Ì	{�›�U	Â�`�‡�b�{	Â�Ì	{�U�U
	Â�t�ù�¨�`�s�T�l�h	Ô�ù�z�·�©�á�æ�Â�Ÿ  �ž�Ó�å� �ž�ï�µ�x  SSL 
€���›���a�‡�b�{  

http authentication-certificate interface

no http authentication-certificate [interface]

�³�ï�»�¿�«�µ�w
†�Ì

�Ã�Ñ�¥�ç�Ä HTTP 	Â�Ì	{�Ý	Â�x�Ã�Ÿ�·�”�Ò�ç�t�s�l�o�M�‡�b�{

�¯�Ú�ï�Å  �Þ�”�Å �Í�w
¯�x�z�\�w�¯�Ú�ï�Å�›�Ö�—�p�V�”�Þ�”�Å�›�Ô�`�o�M�‡�b�{

�¯�Ú�ï�Å�d�º

�–�;	Í�w�̈ � �Å�å� �ï 	Â�Ì	{�Ý	Â�x� �ï�»�”�Ñ�£� �µ�]�q�t
ƒ���p�V�‡�b�{�f�w�A�L�z	ô�T�p�V�”� �ï�»�”�Ñ�£� �µ�‡�h
�x�º
æ� �ï�»�”�Ñ�£� �µ	Í�w
€���t�m�M�o�x	Â�Ì	{�w���Ô�U
Æ�A�t�s�“�‡�b�{�¯�Ú�ï�Å�›
ó
:�s�–
�;�b�•�y�z
ó
:�w� �ï�»�”�Ñ�£� �µ	Í�p	Â�Ì	{�Ý	Â�›� �É�”�Ò�ç�t�p�V�‡�b�{

URL �x�U	Â�™�t
Q�Ì�`�‡�b�{�f�w�h�Š�z�U	Â�x  WebVPN �q  ASDM �ž�«�·�µ�w�†�M�t�è�¹�`�‡�b�{

ASDM �x�z�\�w�‹�w�„�T�t�z� �×�w�Ý	Â�M�Ü�›�–�;�`�‡�b�{�m�‡�“�z	Â�Ì	{�Ý	Â�q�â�”�²�Ê / �Í�µ
�ë�”�Å�Ý	Â�w�†�M�U
ƒ���^�•�o�M�”	Ô�ù�x�z�†�M�w�Ý	Â�›�A�{�`�z	Â�Ì	{�Ý	Â�U�Ã�Ÿ�·�”�Ò�ç�w	Ô
�ù�x�z�â�”�²�Ê / �Í�µ�ë�”�Å�Ý	Â�w�ˆ�›�A�{�`�‡�b�{

�« �Í�w�«�x�z outside �q  external �q�M�O� �ï�»�”�Ñ�£� �µ�t
€���`�‘�O�q�b�”�«�å� �ž�ï�Ä�t	Â�Ì	{�Ý
	Â�›�A�{�b�”�M�O�›�Ô�`�o�M�‡�b�{

hostname(config)# http authentication-certificate inside
hostname(config)# http authentication-certificate external

interface 	Â�Ì	{�Ý	Â�›�A�{�b�”�·�©�á�æ�Â�Ÿ  �ž�Ó�å� �ž�ï�µ	Í�w� �ï�»�”�Ñ�£� 
�µ�›�¦���`�‡�b�{

�¯�Ú�ï�Å  �Þ�”�Å

�Ñ�•� �ž�¢�¥�”�ç  �Þ�”�Å �·�©�á�æ�Â�Ÿ  �¯�ï�Â�©�µ�Ä

�ç�”�Â�¿�Å �•�a �³�ï�¬�ç

�Ú�ç�½

�¯�ï�Â�©�µ�Ä �³�µ�Â�Ü

�¬�é�”�Ì�ç  �¯�ï�Ñ�Ÿ�ª�á�è�”
�³�ã�ï

• — • — —

�æ�æ�”�µ �!�Ë�º�0

7.0(1) �\�w�¯�Ú�ï�Å�U�‹�Ö�^�•�‡�`�h�{



�H 13 	·       gateway �¯�Ú�ï�Å�™  hw-module module shutdown �¯�Ú�ï�Å
  http authentication-certificate

13-40
Cisco �·�©�á�æ�Â�Ÿ  �ž�Ó�å� �ž�ï�µ  �¯�Ú�ï�Å  �æ�Ñ�•�è�ï�µ

OL-10086-02-J

���È�¯�Ú�ï�Å �¯�Ú�ï�Å 
†�Ì

clear configure http HTTP �¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï�›�_	†�`�‡�b�{ HTTP �±�”�Ì�›�Ã�Ÿ
�·�”�Ò�ç�t�`�z HTTP �±�”�Ì�t�ž�«�·�µ�p�V�”�×�µ�Ä�›�_	†�`�‡�b�{

http IP �ž�Å�è�µ�q�±�Ò�É�¿�Ä  �Ú�µ�«�t�‘�l�o�z HTTP �±�”�Ì�t�ž�«�·�µ
�p�V�”�×�µ�Ä�›�¦���`�‡�b�{ �×�µ�Ä�U  HTTP �±�”�Ì�t�ž�«�·�µ�b�”
�q�V�t�è�a�b�”�·�©�á�æ�Â�Ÿ  �ž�Ó�å� �ž�ï�µ  � �ï�»�”�Ñ�£� �µ�›
�¦���`�‡�b�{

http redirect �·�©�á�æ�Â�Ÿ  �ž�Ó�å� �ž�ï�µ�U  HTTP 
€���›  HTTPS �t�æ�¼� �è�«
�Ä�b�”�‘�O�t�¦���`�‡�b�{

http server enable HTTP �±�”�Ì�›� �É�”�Ò�ç�t�`�‡�b�{

show running-config http HTTP �±�”�Ì�t�ž�«�·�µ�p�V�”�×�µ�Ä�›
¯�Ô�`�z�^�’�t  HTTP �±�”
�Ì�U� �É�”�Ò�ç�p�K�”�T�r�O�T�›
¯�Ô�`�‡�b�{
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http-comp
�›���w�¬�ç�”�Ó�‡�h�x�â�”�²�t�0�`�o  WebVPN 
€���›�è�`�o  http �Ã�”�»�w�y	V�›� �É�”�Ò�ç�t�b
�”�t�x�z�¬�ç�”�Ó  �Ù�æ�³�”�‡�h�x�â�”�²�Ê�w  webvpn �Þ�”�Å�p  http-comp �¯�Ú�ï�Å�›�–�;�`�‡�b�{

�\�w�¯�Ú�ï�Å�›�¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï�T�’�_	†�`�z�‹�U�'	•�^�•�”�‘�O�t�b�”�t�x�z�\�w�¯�Ú�ï
�Å�w no ���Ü�›�–�;�`�‡�b�{

http-comp {gzip | none}

no http-comp {gzip | none}

�³�ï�»�¿�«�µ�w
†�Ì

�Ã�Ñ�¥�ç�Ä �Ã�Ñ�¥�ç�Ä�p�x�z�y	V�x  gzip �t
ƒ���^�•�o�M�‡�b�{

�¯�Ú�ï�Å  �Þ�”�Å �Í�w
¯�x�z�\�w�¯�Ú�ï�Å�›�Ö�—�p�V�”�Þ�”�Å�›�Ô�`�o�M�‡�b�{

�¯�Ú�ï�Å�d�º

�–�;	Í�w�̈ � �Å�å� �ï WebVPN 
€���p�x�z�¬�é�”�Ì�ç  �¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï  �Þ�”�Å�p
ƒ���^�•�h  compression �¯�Ú�ï
�Å�x�z�¬�ç�”�Ó  �Ù�æ�³�”�‡�h�x�â�”�²�Ê�w  webvpn �Þ�”�Å�p
ƒ���^�•�h  http-comp �¯�Ú�ï�Å�›	Í	{
�V�`�‡�b�{

�« �Í�w�«�p�x�z�¬�ç�”�Ó  �Ù�æ�³�”  sales �t�0�`�o�y	V�U�Ã�Ÿ�·�”�Ò�ç�t�^�•�‡�b�{

hostname(config)# group-policy sales attributes
hostname(config-group-policy)# webvpn
hostname(config-group-webvpn)# http-comp none

���È�¯�Ú�ï�Å

gzip �¬�ç�”�Ó�‡�h�x�â�”�²�t�0�`�o�y	V�›� �É�”�Ò�ç�t�b�”�\�q�›�¦���`�‡�b�{

none �¬�ç�”�Ó�‡�h�x�â�”�²�t�0�`�o�y	V�›�Ã�Ÿ�·�”�Ò�ç�t�b�”�\�q�›�¦���`�‡
�b�{

�¯�Ú�ï�Å  �Þ�”�Å

�Ñ�•� �ž�¢�¥�”�ç  �Þ�”�Å �·�©�á�æ�Â�Ÿ  �¯�ï�Â�©�µ�Ä

�ç�”�Â�¿�Å �•�a �³�ï�¬�ç

�Ú�ç�½

�¯�ï�Â�©�µ�Ä �³�µ�Â�Ü

�¬�ç�”�Ó  �Ù�æ�³�”�w  WebVPN • — • — —

�â�”�²�Ê�w  WebVPN • — • — —

�æ�æ�”�µ �!�Ë�º�0

7.1.1 �\�w�¯�Ú�ï�Å�U�‹�Ö�^�•�‡�`�h�{

�¯�Ú�ï�Å 
†�Ì

compression �b�‚�o�w  SVC 
€���z WebVPN 
€���z IPSec VPN 
€���t�0�`�o�y	V�›� �É�”
�Ò�ç�t�`�‡�b�{
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http-proxy
HTTP �Ó�é�©�³  �±�”�Ì�›
ƒ���b�”�t�x�z WebVPN �Þ�”�Å�p  http-proxy  �¯�Ú�ï�Å�›�–�;�`�‡�b�{ HTTP
�Ó�é�©�³  �±�”�Ì�›�¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï�T�’�_	†�b�”�t�x�z�\�w�¯�Ú�ï�Å�w  no ���Ü�›�–�;�`�‡
�b�{  

�\�w�Ó�é�©�³  �±�”�Ì�x�z�·�©�á�æ�Â�Ÿ  �ž�Ó�å� �ž�ï�µ�U  HTTP �A�{�t�–�;�b�”�Ž
æ�Ó�é�©�³  �±�”
�Ì�p�b�{

http-proxy address [port]

no http-proxy

�³�ï�»�¿�«�µ�w
†�Ì

�Ã�Ñ�¥�ç�Ä HTTP �Ó�é�©�³  �±�”�Ì�x�z�Ã�Ñ�¥�ç�Ä�p�x
ƒ���^�•�o�M�‡�d�œ�{

�¯�Ú�ï�Å  �Þ�”�Å �Í�w
¯�x�z�\�w�¯�Ú�ï�Å�›�Ö�—�p�V�”�Þ�”�Å�›�Ô�`�o�M�‡�b�{

�¯�Ú�ï�Å�d�º

�« �Í�w�«�x�z�Ù�”�Ä  80 �›�–�;�b�”  IP �ž�Å�è�µ  10.10.10.7 �w HTTP �Ó�é�©�³  �±�”�Ì�›
ƒ���b�”�M�O�›
�Ô�`�o�M�‡�b�{

hostname(config)# webvpn
hostname(config-webvpn)# http-proxy 10.10.10.7
hostname(config-webvpn)

address �Ž
æ HTTP �Ó�é�©�³  �±�”�Ì�w  IP �ž�Å�è�µ�›�¦���`�‡�b�{

port HTTP �Ó�é�©�³  �±�”�Ì�U�–�;�b�”�Ù�”�Ä�›�¦���`�‡�b�{ �Ã�Ñ�¥�ç�Ä  �Ù�”�Ä
�x  80 �p�b�{ �‹�›�¦���`�s�M	Ô�ù�z �·�©�á�æ�Â�Ÿ  �ž�Ó�å� �ž�ï�µ�x�\�w�Ù�”
�Ä�›�–�;�`�‡�b�{

�¯�Ú�ï�Å  �Þ�”�Å

�Ñ�•� �ž�¢�¥�”�ç  �Þ�”�Å �·�©�á�æ�Â�Ÿ  �¯�ï�Â�©�µ�Ä

�ç�”�Â�¿�Å �•�a �³�ï�¬�ç

�Ú�ç�½

�¯�ï�Â�©�µ�Ä �³�µ�Â�Ü

Webvpn • — • — —

�æ�æ�”�µ �!�Ë�º�0

7.0(1) �\�w�¯�Ú�ï�Å�U�‹�Ö�^�•�‡�`�h�{
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http redirect
�·�©�á�æ�Â�Ÿ  �ž�Ó�å� �ž�ï�µ�U  HTTP 
€���›  HTTPS �t�æ�¼� �è�«�Ä�b�”�‘�O�t�¦���b�”�t�x�z�¬
�é�”�Ì�ç  �¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï  �Þ�”�Å�p  http redirect  �¯�Ú�ï�Å�›�–�;�`�‡�b�{�¦���`�h  http
redirect �¯�Ú�ï�Å�›�¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï�T�’�_	†�b�”�t�x�z�\�w�¯�Ú�ï�Å�w  no ���Ü�›�–�;�`�‡
�b�{�b�‚�o�w  http redirect �¯�Ú�ï�Å�›�¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï�T�’�_	†�b�”�t�x�z�¾
:�›�¦���`�s�M
�p�\�w�¯�Ú�ï�Å�w  no ���Ü�›�–�;�`�‡�b�{

http redirect interface [port]

no http redirect [interface]

�³�ï�»�¿�«�µ�w
†�Ì

�Ã�Ñ�¥�ç�Ä HTTP �æ�¼� �è�«�Ä�x�Ã�Ÿ�·�”�Ò�ç�t�s�l�o�M�‡�b�{

�¯�Ú�ï�Å  �Þ�”�Å �Í�w
¯�x�z�\�w�¯�Ú�ï�Å�›�Ö�—�p�V�”�Þ�”�Å�›�Ô�`�o�M�‡�b�{

�¯�Ú�ï�Å�d�º

�–�;	Í�w�̈ � �Å�å� �ï �\�w� �ï�»�”�Ñ�£� �µ�U�z HTTP �›�•�D�b�”�ž�«�·�µ  �æ�µ�Ä�›�A�{�`�‡�b�{�ž�«�·�µ  �æ�µ�Ä�U�s�M
	Ô�ù�z�·�©�á�æ�Â�Ÿ  �ž�Ó�å� �ž�ï�µ�x�z�Ù�”�Ä  80 �‹�z HTTP �;�t
ƒ���`�h���w�r�w�Ù�”�Ä�‹�æ�¿
�µ�ï�`�‡�d�œ�{

�« �Í�w�«�x�z�Ã�Ñ�¥�ç�Ä  �Ù�”�Ä  80 �w�‡�‡�p�z�º
æ� �ï�»�”�Ñ�£� �µ�w  HTTP �æ�¼� �è�«�Ä�›
ƒ���b
�”�M�O�›�Ô�`�o�M�‡�b�{

hostname(config)#  http redirect inside

interface �·�©�á�æ�Â�Ÿ  �ž�Ó�å� �ž�ï�µ�U  HTTPS �t�æ�¼� �è�«�Ä�b�”  HTTP �A�{�›
	!	ô�b�”� �ï�»�”�Ñ�£� �µ�›�¦���`�‡�b�{

port �·�©�á�æ�Â�Ÿ  �ž�Ó�å� �ž�ï�µ�U  HTTP �A�{�›�æ�¿�µ�ï�b�”�Ù�”�Ä�›�¦��
�`�‡�b�{ HTTP �A�{�x�™�p  HTTPS �t�æ�¼� �è�«�Ä�^�•�‡�b�{�Ã�Ñ�¥�ç�Ä
�p�x�z�Ù�”�Ä  80 	Í�p�æ�¿�µ�ï�`�‡�b�{

�¯�Ú�ï�Å  �Þ�”�Å

�Ñ�•� �ž�¢�¥�”�ç  �Þ�”�Å �·�©�á�æ�Â�Ÿ  �¯�ï�Â�©�µ�Ä

�ç�”�Â�¿�Å �•�a �³�ï�¬�ç

�Ú�ç�½

�¯�ï�Â�©�µ�Ä �³�µ�Â�Ü

�¬�é�”�Ì�ç  �¯�ï�Ñ�Ÿ�ª�á�è�”
�³�ã�ï

• — • — —

�æ�æ�”�µ �!�Ë�º�0

7.0(1) �\�w�¯�Ú�ï�Å�U�‹�Ö�^�•�‡�`�h�{
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���È�¯�Ú�ï�Å �¯�Ú�ï�Å 
†�Ì

clear configure http HTTP �¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï�›�_	†�`�‡�b�{ HTTP �±�”�Ì
�›�Ã�Ÿ�·�”�Ò�ç�t�`�z HTTP �±�”�Ì�t�ž�«�·�µ�p�V�”�×�µ�Ä
�›�_	†�`�‡�b�{

http IP �ž�Å�è�µ�q�±�Ò�É�¿�Ä  �Ú�µ�«�t�‘�l�o�z HTTP �±�”�Ì�t�ž
�«�·�µ�p�V�”�×�µ�Ä�›�¦���`�‡�b�{�×�µ�Ä�U  HTTP �±�”�Ì�t
�ž�«�·�µ�b�”�q�V�t�è�a�b�”�·�©�á�æ�Â�Ÿ  �ž�Ó�å� �ž�ï�µ
� �ï�»�”�Ñ�£� �µ�›�¦���`�‡�b�{

http authentication-certificate �·�©�á�æ�Â�Ÿ  �ž�Ó�å� �ž�ï�µ�•�w  HTTPS 
€���›�¬�q�b�”
�â�”�²�t	Â�Ì	{�t�‘�”�Ý	Â�›�A�{�`�‡�b�{

http server enable HTTP �±�”�Ì�›� �É�”�Ò�ç�t�`�‡�b�{

show running-config http HTTP �±�” � Ì � t �ž �«� · �µ �p�V�” �×�µ�Ä�› 
 ¯ �Ô�`�z�^ � ’ � t
HTTP �±�”�Ì�U� �É�”�Ò�ç�p�K�”�T�r�O�T�›
¯�Ô�`�‡�b�{
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http server enable
�·�©�á�æ�Â�Ÿ  �ž�Ó�å� �ž�ï�µ  HTTP �±�”�Ì�›� �É�”�Ò�ç�t�b�”�t�x�z �¬�é�”�Ì�ç  �¯�ï�Ñ�Ÿ�ª�á�è�”
�³�ã�ï  �Þ�”�Å�p  http server enable �¯�Ú�ï�Å�›�–�;�`�‡�b�{ HTTP �±�”�Ì�›�Ã�Ÿ�·�”�Ò�ç�t�b�”�t
�x�z�\�w�¯�Ú�ï�Å�w  no ���Ü�›�–�;�`�‡�b�{  

http server enable [port]

�³�ï�»�¿�«�µ�w
†�Ì n

�Ã�Ñ�¥�ç�Ä HTTP �±�”�Ì�x�Ã�Ÿ�·�”�Ò�ç�t�s�l�o�M�‡�b�{

�¯�Ú�ï�Å  �Þ�”�Å �Í�w
¯�x�z�\�w�¯�Ú�ï�Å�›�Ö�—�p�V�”�Þ�”�Å�›�Ô�`�o�M�‡�b�{

�¯�Ú�ï�Å�d�º

�« �Í�w�«�x�z HTTP �±�”�Ì�›� �É�”�Ò�ç�t�b�”�M�O�›�Ô�`�o�M�‡�b�{

hostname(config)#  http server enable

���È�¯�Ú�ï�Å

port HTTP 
€���t�–�;�b�”�Ù�”�Ä�{
c�“�x  1 �™ 65535 �p�b�{�Ã�Ñ�¥�ç�Ä  �Ù�”�Ä
�x  443 �p�b�{

�¯�Ú�ï�Å  �Þ�”�Å

�Ñ�•� �ž�¢�¥�”�ç  �Þ�”�Å �·�©�á�æ�Â�Ÿ  �¯�ï�Â�©�µ�Ä

�ç�”�Â�¿�Å �•�a �³�ï�¬�ç

�Ú�ç�½

�¯�ï�Â�©�µ�Ä �³�µ�Â�Ü

�¬�é�”�Ì�ç  �¯�ï�Ñ�Ÿ�ª�á�è�”
�³�ã�ï

• — • — —

�æ�æ�”�µ �!�Ë�º�0

�7�� �\�w�¯�Ú�ï�Å�x�7���w�‹�w�p�b�{

�¯�Ú�ï�Å 
†�Ì

clear configure http HTTP �¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï�›�_	†�`�‡�b�{ HTTP �±�”�Ì
�›�Ã�Ÿ�·�”�Ò�ç�t�`�z HTTP �±�”�Ì�t�ž�«�·�µ�p�V�”�×�µ�Ä
�›�_	†�`�‡�b�{

http IP �ž�Å�è�µ�q�±�Ò�É�¿�Ä  �Ú�µ�«�t�‘�l�o�z HTTP �±�”�Ì�t�ž
�«�·�µ�p�V�”�×�µ�Ä�›�¦���`�‡�b�{�×�µ�Ä�U  HTTP �±�”�Ì�t
�ž�«�·�µ�b�”�q�V�t�è�a�b�”�·�©�á�æ�Â�Ÿ  �ž�Ó�å� �ž�ï�µ
� �ï�»�”�Ñ�£� �µ�›�¦���`�‡�b�{

http authentication-certificate �·�©�á�æ�Â�Ÿ  �ž�Ó�å� �ž�ï�µ�•�w  HTTPS 
€���›�¬�q�b�”
�â�”�²�t	Â�Ì	{�t�‘�”�Ý	Â�›�A�{�`�‡�b�{

http redirect �·�©�á�æ�Â�Ÿ  �ž�Ó�å� �ž�ï�µ�U  HTTP 
€���›  HTTPS �t�æ�¼
� �è�«�Ä�b�”�‘�O�t�¦���`�‡�b�{

show running-config http HTTP �±�” � Ì � t �ž �«� · �µ �p�V�” �×�µ�Ä�› 
 ¯ �Ô�`�z�^ � ’ � t
HTTP �±�”�Ì�U� �É�”�Ò�ç�p�K�”�T�r�O�T�›
¯�Ô�`�‡�b�{
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https-proxy
HTTPS �Ó�é�©�³  �±�”�Ì�›
ƒ���b�”�t�x�z WebVPN �Þ�”�Å�p  https-proxy �¯�Ú�ï�Å�›�–�;�`�‡�b�{
HTTPS �Ó�é�©�³  �±�”�Ì�›�¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï�T�’�_	†�b�”�t�x�z�\�w�¯�Ú�ï�Å�w  no ���Ü�›�–
�;�`�‡�b�{  

�\�w�Ó�é�©�³  �±�”�Ì�x�z �·�©�á�æ�Â�Ÿ  �ž�Ó�å� �ž�ï�µ�U  HTTPS �A�{�t�–�;�b�”�Ž
æ�Ó�é�©�³  �±�”
�Ì�p�b�{

https-proxy address [port]

no https-proxy

�³�ï�»�¿�«�µ�w
†�Ì

�Ã�Ñ�¥�ç�Ä HTTPS �Ó�é�©�³  �±�”�Ì�x�z�Ã�Ñ�¥�ç�Ä�p�x
ƒ���^�•�o�M�‡�d�œ�{

�¯�Ú�ï�Å  �Þ�”�Å �Í�w
¯�x�z�\�w�¯�Ú�ï�Å�›�Ö�—�p�V�”�Þ�”�Å�›�Ô�`�o�M�‡�b�{

�¯�Ú�ï�Å�d�º

�« �Í�w�«�x�z�Ù�”�Ä  443 �›�–�;�b�”  IP �ž�Å�è�µ  10.10.10.1 �w HTTPS �Ó�é�©�³  �±�”�Ì�›
ƒ���b�”�M�O
�›�Ô�`�o�M�‡�b�{

hostname(config)# webvpn
hostname(config-webvpn)# https-proxy 10.10.10.1 443

address �Ž
æ HTTPS �Ó�é�©�³  �±�”�Ì�w  IP �ž�Å�è�µ�›�¦���`�‡�b�{

port HTTPS �Ó�é�©�³  �±�”�Ì�U�–�;�b�”�Ù�”�Ä�›�¦���`�‡�b�{�Ã�Ñ�¥�ç�Ä  �Ù�”
�Ä�x  443 �p�b�{�‹�›�¦���`�s�M	Ô�ù�z�·�©�á�æ�Â�Ÿ  �ž�Ó�å� �ž�ï�µ�x�\�w
�Ù�”�Ä�›�–�;�`�‡�b�{

�¯�Ú�ï�Å  �Þ�”�Å

�Ñ�•� �ž�¢�¥�”�ç  �Þ�”�Å �·�©�á�æ�Â�Ÿ  �¯�ï�Â�©�µ�Ä

�ç�”�Â�¿�Å �•�a �³�ï�¬�ç

�Ú�ç�½

�¯�ï�Â�©�µ�Ä �³�µ�Â�Ü

Webvpn • — • — —

�æ�æ�”�µ �!�Ë�º�0

7.0.1 �\�w�¯�Ú�ï�Å�U�‹�Ö�^�•�‡�`�h�{
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hw-module module password-reset
�Ë�”�Å�¢�£�ž  �Þ�´�á�”�ç�w�Í�µ�ë�”�Å�›�Ã�Ñ�¥�ç�Ä�‹�® cisco�¯�t�æ�·�¿�Ä�b�”�t�x�z�›�V  EXEC
�Þ�”�Å�p  hw-module module password reset �¯�Ú�ï�Å�›�–�;�`�‡�b�{

hw-module module slot# password-reset

�³�ï�»�¿�«�µ�w
†�Ì

�Ã�Ñ�¥�ç�Ä �Ã�Ñ�¥�ç�Ä�w�ˆ�^�•�‹�x�K�“�‡�d�œ�{

�¯�Ú�ï�Å  �Þ�”�Å �Í�w
¯�x�z�\�w�¯�Ú�ï�Å�›�Ö�—�p�V�”�Þ�”�Å�›�Ô�`�o�M�‡�b�{

�¯�Ú�ï�Å�d�º

�–�;	Í�w�̈ � �Å�å� �ï �\�w�¯�Ú�ï�Å�U���®�q�s�”�w�x�z�Ë�”�Å�¢�£�ž  �Þ�´�á�”�ç�U  Up 	Ý�6�t�K�“�z�Í�µ�ë�”�Å  �æ�·�¿�Ä
�›�±�Ù�”�Ä�`�o�M�”	Ô�ù�w�ˆ�p�b�{ AIP SSM �t�0�`�o�\�w�¯�Ú�ï�Å�›�î�æ�b�”�q�z AIP SSM �x�æ
�Ò�”�Ä�`�‡�b�{�\�w�Þ�´�á�”�ç�x�æ�Ò�”�Ä�U�ì�ƒ�b�”�‡�p�¦�Ñ�å� �ï�t�s�“�‡�b�{�\�•�t�x
:
ü��
�T�T�”	Ô�ù�U�K�“�‡�b�{ show module �¯�Ú�ï�Å�›�î�æ�b�”�q�z�Þ�´�á�”�ç�w	Ý�6�›���¹�p�V�‡�b�{  

�\�w�¯�Ú�ï�Å�x�z�¬�Ý�w�h�Š�w�Ó�é�ï�Ó�Ä�›	×�t
¯�Ô�`�‡�b�{�¯�Ú�ï�Å�U
Y	×�t�ì�ƒ�`�h	Ô�ù�z�f
�w���w	Z�—�x
¯�Ô�^�•�‡�d�œ�{�¯�Ú�ï�Å�U�æ

�`�h	Ô�ù�z	Ë�•�U
C
\�`�h�g���›
†�Ì�b�”�¤�å�”
�Ý�¿�·�”�´�U
¯�Ô�^�•�‡�b�{
¯�Ô�^�•�”�¤�å�”  �Ý�¿�·�”�´�›�Í�t�Ô�`�‡�b�{

Unable to reset the password on the module in slot 1

Unable to reset the password on the module in slot 1 - unknown module state

Unable to reset the password on the module in slot 1 - no module installed

Failed to reset the password on the module in slot 1 - module not in Up state

Unable to reset the password on the module in slot 1 - unknown module type

The module is slot [n] does not support password reset

Unable to reset the password on the module in slot 1 - no application found

The SSM application version does not support password reset

Failed to reset the password on the module in slot 1

�« �Í�w�«�p�x�z slot 1 �w�Ë�”�Å�¢�£�ž  �Þ�´�á�”�ç�w�Í�µ�ë�”�Å�›�æ�·�¿�Ä�`�‡�b�{

hostname (config)# hw-module module 1 password-reset
Reset the password on module in slot 1? [confirm] y

slot# �µ�é�¿�Ä
j�ø�›�¦���`�‡�b�{

�¯�Ú�ï�Å  �Þ�”�Å

�Ñ�•� �ž�¢�¥�”�ç  �Þ�”�Å �·�©�á�æ�Â�Ÿ  �¯�ï�Â�©�µ�Ä

�ç�”�Â�¿�Å �•�a �³�ï�¬�ç

�Ú�ç�½

�¯�ï�Â�©�µ�Ä �³�µ�Â�Ü

�›�V  EXEC • • • • —

�æ�æ�”�µ �!�Ë�º�0

7.2(2) �\�w�¯�Ú�ï�Å�U�‹�Ö�^�•�‡�`�h�{
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���È�¯�Ú�ï�Å

hw-module module recover
TFTP �±�”�Ì�T�’� �ï�Â�æ�´�£�ï�Ä  SSM�¢�h�q�Q�y�z AIP SSM�£�t�æ�§�Ì�æ  �¹�Ñ�Ä�¢�£�ž  � �Ý�”�´
�›�é�”�Å�b�”	Ô�ù�•�z TFTP �±�”�Ì�t�ž�«�·�µ�b�”�h�Š�w�É�¿�Ä�ë�”�«
ƒ���‹�›
ƒ���b�”	Ô�ù�x�z �›
�V EXEC �Þ�”�Å�p  hw-module module recover �¯�Ú�ï�Å�›�–�;�`�‡�b�{ SSM �p�é�”�§�ç  � �Ý�”�´�›
�é�”�Å�p�V�s�M�‘�O�s	Ô�ù�x�z�\�w�¯�Ú�ï�Å�›�–�;�`�o  SSM �›�s
î�b�”�\�q�U
ž�A�q�s�”	Ô�ù�U
�K�“�‡�b�{ �\�w�¯�Ú�ï�Å�x�z � �ï�»�”�Ñ�£� �µ�w  SSM�¢ 4GE SSM �s�r�£ �t�0�`�o�x�–�;�p�V�‡�d�œ�{

hw-module module 1 recover {boot | stop | configure [url  tfp_url | ip port_ip_address | 
gatewaygateway_ip_address | vlan vlan_id]}

�³�ï�»�¿�«�µ�w
†�Ì

�Ã�Ñ�¥�ç�Ä �Ã�Ñ�¥�ç�Ä�w�ˆ�^�•�‹�x�K�“�‡�d�œ�{

�¯�Ú�ï�Å 
†�Ì

hw-module module recover �æ�§�Ì�æ  � �Ý�”�´�›  TFTP �±�”�Ì�T�’�é�”�Å�`�o�z � �ï�Â�æ
�´�£�ï�Ä  SSM �›�s
î�`�‡�b�{

hw-module module reload � �ï�Â�æ�´�£�ï�Ä  SSM �¹�Ñ�Ä�¢�£�ž�›�æ�é�”�Å�`�‡�b�{

hw-module module reset SSM �Ë�”�Å�¢�£�ž�›�³�ß�¿�Ä�¼�¢�ï�`�z�æ�·�¿�Ä�`�‡�b�{

hw-module module shutdown �¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï  �Ã�”�»�›�æ�˜�c�t�?�o�›
~�”�h�Š�z
SSM �¹�Ñ�Ä�¢�£�ž�›�³�ß�¿�Ä�¼�¢�ï�`�‡�b�{

show module SSM 	Ø�C�›
¯�Ô�`�‡�b�{

1 �µ�é�¿�Ä
j�ø�›�¦���`�‡�b�{�\�•�x�z	×�t  1 �p�b�{

boot �\�w  SSM �w�æ�§�Ì�æ�›�‰�•�`�z configure 
ƒ���t� �a�o�æ�§�Ì�æ  � �Ý�”�´
�›�¼�¢�ï�é�”�Å�`�‡�b�{�f�w�™�z SSM �U	ý�`�M� �Ý�”�´�T�’�æ�Ò�”�Ä�^�•
�‡�b�{

configure �æ�§�Ì�æ  � �Ý�”�´�›�¼�¢�ï�é�”�Å�b�”�h�Š�w�É�¿�Ä�ë�”�«  �Í�å�Ý�”�»�›

ƒ���`�‡�b�{ configure �©�”�ë�”�Å�w�™�–�t�É�¿�Ä�ë�”�«  �Í�å�Ý�”�»�›�Ö
�—�`�s�M	Ô�ù�x�z	Ø�C�›�Ö�—�b�”�‘�O�{�Š�’�•�‡�b�{

gateway 
gateway_ip_address

�¢�¦�Ó�³�ã�ï�£ SSM ���g� �ï�»�”�Ñ�£� �µ�›�è�a�o  TFTP �±�”�Ì�t�ž�«�·
�µ�b�”�h�Š�w�®�”�Ä�¢�£�   IP �ž�Å�è�µ�{

ip port_ip_address �¢�¦�Ó�³�ã�ï�£ SSM ���g� �ï�»�”�Ñ�£� �µ�w  IP �ž�Å�è�µ�{

stop �æ�§�Ì�æ  �ž�«�³�ã�ï�›���­�`�z�æ�§�Ì�æ  � �Ý�”�´�w�¼�¢�ï�é�”�Å�›���­
� ` �‡ �b�{ SSM �x� i �w �   �Ý�” � ´ �T� ’ �Ò�” �Ä�` �‡ �b�{� \ �w�¯ �Ú� ï �Å�x�z
hw-module module boot �¯�Ú�ï�Å�›�–�;�`�o�æ�§�Ì�æ�›�‰�•�`�o�T�’  30 �™
45 
µ�Ž�º�t�Ö�—�b�”
ž�A�U�K�“�‡�b�{�\�w�8���›�a�W�o�T�’  stop �¯�Ú�ï
�Å�›
C�æ�b�”�q�z SSM �U� �t�`�s�X�s�”�s�r�z�'�8�`�s�M�A�L�U
\�a�”	Ô
�ù�U�K�“�‡�b�{

url  tfp_url �¢�¦�Ó�³�ã�ï�£ TFTP �±�”�Ì	Í�w� �Ý�”�´�w  URL�{�\�w���Ü�x�Í�w�q�S�“
�p�b�{

tftp://server/[path/]filename

vlan vlan_id �¢�¦�Ó�³�ã�ï�£���g� �ï�»�”�Ñ�£� �µ�w  VLAN ID �›
ƒ���`�‡�b�{
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�¯�Ú�ï�Å  �Þ�”�Å �Í�w
¯�x�z�\�w�¯�Ú�ï�Å�›�Ö�—�p�V�”�Þ�”�Å�›�Ô�`�o�M�‡�b�{

�¯�Ú�ï�Å�d�º

�–�;	Í�w�̈ � �Å�å� �ï �\�w�¯�Ú�ï�Å�›�–�;�p�V�”�w�x�z SSM �U Up�z Down�z Unresponsive�z�‡�h�x  Recovery 	Ý�6�t�K�”	Ô
�ù�w�ˆ�p�b�{	Ý�6�t�m�M�o�x�z show module �¯�Ú�ï�Å�›�€	°�`�o�X�i�^�M�{

�« �Í�w�«�p�x�z TFTP �±�”�Ì�T�’� �Ý�”�´�›�¼�¢�ï�é�”�Å�b�”�‘�O�t  SSM �›
ƒ���`�‡�b�{

hostname# hw-module module 1 recover configure
Image URL [tftp://127.0.0.1/myimage]: tftp://10.1.1.1/ids-newimg
Port IP Address [127.0.0.2]: 10.1.2.10
Port Mask [255.255.255.254]: 255.255.255.0
Gateway IP Address [1.1.2.10]: 10.1.2.254
VLAN ID [0]: 100

�Í�w�«�p�x�z SSM �›�s
î�`�‡�b�{

hostname# hw-module module 1 recover boot
The module in slot 1 will be recovered.  This may
erase all configuration and all data on that device and
attempt to download a new image for it.
Recover module in slot 1? [confirm]

���È�¯�Ú�ï�Å

�¯�Ú�ï�Å  �Þ�”�Å

�Ñ�•� �ž�¢�¥�”�ç  �Þ�”�Å �·�©�á�æ�Â�Ÿ  �¯�ï�Â�©�µ�Ä

�ç�”�Â�¿�Å �•�a �³�ï�¬�ç

�Ú�ç�½

�¯�ï�Â�©�µ�Ä �³�µ�Â�Ü

�›�V  EXEC • • • — •

�æ�æ�”�µ �!�Ë�º�0

7.0(1) �\�w�¯�Ú�ï�Å�U�‹�Ö�^�•�‡�`�h�{

�¯�Ú�ï�Å 
†�Ì

debug module-boot SSM �w�Ò�”�Ä  �Ó�é�·�µ�t���b�”�Ã�Ì�¿�¬  �Ý�¿�·�”�´�›
¯�Ô
�`�‡�b�{

hw-module module reset SSM �›�³�ß�¿�Ä�¼�¢�ï�`�z�Ë�”�Å�¢�£�ž  �æ�·�¿�Ä�›�î�æ�`
�‡�b�{

hw-module module reload � �ï�Â�æ�´�£�ï�Ä  SSM �¹�Ñ�Ä�¢�£�ž�›�æ�é�”�Å�`�‡�b�{

hw-module module shutdown �¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï  �Ã�”�»�›�æ�˜�c�t�?�o�›
~�”�h�Š�z
SSM �¹�Ñ�Ä�¢�£�ž�›�³�ß�¿�Ä�¼�¢�ï�`�‡�b�{

show module SSM 	Ø�C�›
¯�Ô�`�‡�b�{
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hw-module module reload
� �ï�Â�æ�´�£�ï�Ä  SSM �¹�Ñ�Ä�¢�£�ž�¢�h�q�Q�y�z AIP SSM�£�›�æ�é�”�Å�b�”�t�x�z�›�V  EXEC �Þ�”
�Å�p  hw-module module reload �¯�Ú�ï�Å�›�–�;�`�‡�b�{�\�w�¯�Ú�ï�Å�x�z� �ï�»�”�Ñ�£� �µ�w  SSM

�¢ 4GE SSM �s�r�£�t�0�`�o�x�–�;�p�V�‡�d�œ�{

hw-module module 1 reload

�³�ï�»�¿�«�µ�w
†�Ì

�Ã�Ñ�¥�ç�Ä �Ã�Ñ�¥�ç�Ä�w�ˆ�^�•�‹�x�K�“�‡�d�œ�{

�¯�Ú�ï�Å  �Þ�”�Å �Í�w
¯�x�z�\�w�¯�Ú�ï�Å�›�Ö�—�p�V�”�Þ�”�Å�›�Ô�`�o�M�‡�b�{

�¯�Ú�ï�Å�d�º

�–�;	Í�w�̈ � �Å�å� �ï �\�w�¯�Ú�ï�Å�U���®�q�s�”�w�x�z SSM �w	Ý�6�U  Up �w	Ô�ù�w�ˆ�p�b�{	Ý�6�t�m�M�o�x�z show module
�¯�Ú�ï�Å�›�€	°�`�o�X�i�^�M�{

�\�w�¯�Ú�ï�Å�x�z �‰�a�X�Ë�”�Å�¢�£�ž  �æ�·�¿�Ä�›�î�æ�b�”  hw-module module reset �¯�Ú�ï�Å�q�x�Ÿ
�s�“�‡�b�{

�« �Í�w�«�p�x�z�µ�é�¿�Ä  1 �w SSM �›�æ�é�”�Å�`�‡�b�{

hostname# hw-module module 1 reload
Reload module in slot 1? [confirm] y
Reload issued for module in slot 1
%XXX-5-505002: Module in slot 1 is reloading.  Please wait...
%XXX-5-505006: Module in slot 1 is Up.

���È�¯�Ú�ï�Å

1 �µ�é�¿�Ä
j�ø�›�¦���`�‡�b�{�\�•�x�z	×�t  1 �p�b�{

�¯�Ú�ï�Å  �Þ�”�Å

�Ñ�•� �ž�¢�¥�”�ç  �Þ�”�Å �·�©�á�æ�Â�Ÿ  �¯�ï�Â�©�µ�Ä

�ç�”�Â�¿�Å �•�a �³�ï�¬�ç

�Ú�ç�½

�¯�ï�Â�©�µ�Ä �³�µ�Â�Ü

�›�V  EXEC • • • — •

�æ�æ�”�µ �!�Ë�º�0

7.0(1) �\�w�¯�Ú�ï�Å�U�‹�Ö�^�•�‡�`�h�{

�¯�Ú�ï�Å 
†�Ì

debug module-boot SSM �w�Ò�”�Ä  �Ó�é�·�µ�t���b�”�Ã�Ì�¿�¬  �Ý�¿�·�”�´�›
¯�Ô
�`�‡�b�{

hw-module module recover �æ�§�Ì�æ  � �Ý�”�´�›  TFTP �±�”�Ì�T�’�é�”�Å�`�o�z � �ï�Â�æ
�´�£�ï�Ä  SSM �›�s
î�`�‡�b�{

hw-module module reset SSM �›�³�ß�¿�Ä�¼�¢�ï�`�z�Ë�”�Å�¢�£�ž  �æ�·�¿�Ä�›�î�æ�`
�‡�b�{

hw-module module shutdown �¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï  �Ã�”�»�›�æ�˜�c�t�?�o�›
~�”�h�Š�z
SSM �¹�Ñ�Ä�¢�£�ž�›�³�ß�¿�Ä�¼�¢�ï�`�‡�b�{

show module SSM 	Ø�C�›
¯�Ô�`�‡�b�{
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hw-module module reset
SSM �Ë�”�Å�¢�£�ž�›�³�ß�¿�Ä�¼�¢�ï�`�z �æ�·�¿�Ä�b�”�t�x�z �›�V  EXEC �Þ�”�Å�p  hw-module module
reset �¯�Ú�ï�Å�›�–�;�`�‡�b�{

hw-module module 1 reset

�³�ï�»�¿�«�µ�w
†�Ì

�Ã�Ñ�¥�ç�Ä �Ã�Ñ�¥�ç�Ä�w�ˆ�^�•�‹�x�K�“�‡�d�œ�{

�¯�Ú�ï�Å  �Þ�”�Å �Í�w
¯�x�z�\�w�¯�Ú�ï�Å�›�Ö�—�p�V�”�Þ�”�Å�›�Ô�`�o�M�‡�b�{

�¯�Ú�ï�Å�d�º

�–�;	Í�w�̈ � �Å�å� �ï �\�w�¯�Ú�ï�Å�U���®�q�s�”�w�x�z SSM �w	Ý�6�U  Up�z Down�z Unresponsive�z�‡�h�x  Recover �w	Ô�ù
�w�ˆ�p�b�{	Ý�6�t�m�M�o�x�z show module �¯�Ú�ï�Å�›�€	°�`�o�X�i�^�M�{

SSM �U Up 	Ý�6�t�K�”	Ô�ù�z hw-module module reset �¯�Ú�ï�Å�›�–�;�b�”�q�z�æ�·�¿�Ä�b�”
²�t�¹
�Ñ�Ä�¢�£�ž�›�³�ß�¿�Ä�¼�¢�ï�b�”�‘�O�{�Š�’�•�‡�b�{

� �ï�Â�æ�´�£�ï�Ä  SSM�¢�h�q�Q�y�z AIP SSM�£�›�s
î�b�”�t�x�z hw-module module recover �¯�Ú�ï
�Å�›�–�;�`�‡�b�{ SSM �U Recover 	Ý�6�t�K�”�q�V�t  hw-module module reset �›�Ö�—�`�o�‹�z SSM �x
�æ�§�Ì�æ  �Ó�é�·�µ�›�¤�…�`�‡�d�œ�{ hw-module module reset �¯�Ú�ï�Å�x�z SSM �w�Ë�”�Å�¢�£�ž  �æ
�·�¿�Ä�›�î�æ�`�‡�b�{�Ë�”�Å�¢�£�ž  �æ�·�¿�Ä�™�t�z SSM �w�æ�§�Ì�æ�U���æ�^�•�‡�b�{ SSM �U�Ë�ï
�¬�`�h	Ô�ù�x�z�æ�§�Ì�æ�¤�p�‹  SSM �›�æ�·�¿�Ä�p�V�‡�b�{�Ë�”�Å�¢�£�ž  �æ�·�¿�Ä�t�‘�“�z�ð�J�U
�r�>�b�”	Ô�ù�U�K�“�‡�b�{

�\�w�¯�Ú�ï�Å�x�z �¹�Ñ�Ä�¢�£�ž�w�æ�é�”�Å�w�ˆ�›�æ�M�Ë�”�Å�¢�£�ž  �æ�·�¿�Ä�›�æ�˜�s�M  hw-module
module reload �¯�Ú�ï�Å�q�x�Ÿ�s�“�‡�b�{

�« �Í�w�«�p�x�z Up 	Ý�6�t�K�”�µ�é�¿�Ä  1 �w SSM �›�æ�·�¿�Ä�`�‡�b�{

hostname# hw-module module 1 reset
The module in slot 1 should be shut down before
resetting it or loss of configuration may occur.
Reset module in slot 1? [confirm] y
Reset issued for module in slot 1
%XXX-5-505001: Module in slot 1 is shutting down.  Please wait...
%XXX-5-505004: Module in slot 1 shutdown is complete.
%XXX-5-505003: Module in slot 1 is resetting.  Please wait...
%XXX-5-505006: Module in slot 1 is Up.

1 �µ�é�¿�Ä
j�ø�›�¦���`�‡�b�{�\�•�x�z	×�t  1 �p�b�{

�¯�Ú�ï�Å  �Þ�”�Å

�Ñ�•� �ž�¢�¥�”�ç  �Þ�”�Å �·�©�á�æ�Â�Ÿ  �¯�ï�Â�©�µ�Ä

�ç�”�Â�¿�Å �•�a �³�ï�¬�ç

�Ú�ç�½

�¯�ï�Â�©�µ�Ä �³�µ�Â�Ü

�›�V  EXEC • • • — •

�æ�æ�”�µ �!�Ë�º�0

7.0(1) �\�w�¯�Ú�ï�Å�U�‹�Ö�^�•�‡�`�h�{
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���È�¯�Ú�ï�Å �¯�Ú�ï�Å 
†�Ì

debug module-boot SSM �w�Ò�”�Ä  �Ó�é�·�µ�t���b�”�Ã�Ì�¿�¬  �Ý�¿�·�”�´�›
¯�Ô
�`�‡�b�{

hw-module module recover �æ�§�Ì�æ  � �Ý�”�´�›  TFTP �±�”�Ì�T�’�é�”�Å�`�o�z � �ï�Â�æ
�´�£�ï�Ä  SSM �›�s
î�`�‡�b�{

hw-module module reload � �ï�Â�æ�´�£�ï�Ä  SSM �¹�Ñ�Ä�¢�£�ž�›�æ�é�”�Å�`�‡�b�{

hw-module module shutdown �¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï  �Ã�”�»�›�æ�˜�c�t�?�o�›
~�”�h�Š�z
SSM �¹�Ñ�Ä�¢�£�ž�›�³�ß�¿�Ä�¼�¢�ï�`�‡�b�{

show module SSM 	Ø�C�›
¯�Ô�`�‡�b�{
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hw-module module shutdown
SSM �¹�Ñ�Ä�¢�£�ž�›�³�ß�¿�Ä�¼�¢�ï�b�”�t�x�z �›�V EXEC �Þ�”�Å�p  hw-module module shutdown �¯
�Ú�ï�Å�›�–�;�`�‡�b�{

hw-module module 1 shutdown

�³�ï�»�¿�«�µ�w
†�Ì

�Ã�Ñ�¥�ç�Ä �Ã�Ñ�¥�ç�Ä�w�ˆ�^�•�‹�x�K�“�‡�d�œ�{

�¯�Ú�ï�Å  �Þ�”�Å �Í�w
¯�x�z�\�w�¯�Ú�ï�Å�›�Ö�—�p�V�”�Þ�”�Å�›�Ô�`�o�M�‡�b�{

�¯�Ú�ï�Å�d�º

�–�;	Í�w�̈ � �Å�å� �ï SSM �¹�Ñ�Ä�¢�£�ž�›�³�ß�¿�Ä�¼�¢�ï�b�”�q�z�¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï  �Ã�”�»�›�æ�˜�c�t  SSM �w�?
�o�›�†
¶�t�¦�Ñ�t�p�V�”	Ý�6�t�s�“�‡�b�{

�\�w�¯�Ú�ï�Å�U���®�q�s�”�w�x�z SSM �w	Ý�6�U  Up �‡�h�x  Unresponsive �w	Ô�ù�w�ˆ�p�b�{	Ý�6�t�m
�M�o�x�z show module �¯�Ú�ï�Å�›�€	°�`�o�X�i�^�M�{

�« �Í�w�«�p�x�z�µ�é�¿�Ä  1 �w SSM �›�³�ß�¿�Ä�¼�¢�ï�`�‡�b�{

hostname# hw-module module 1 shutdown
Shutdown module in slot 1? [confirm] y
Shutdown issued for module in slot 1
hostname#
%XXX-5-505001: Module in slot 1 is shutting down.  Please wait...
%XXX-5-505004: Module in slot 1 shutdown is complete.

���È�¯�Ú�ï�Å

1 �µ�é�¿�Ä
j�ø�›�¦���`�‡�b�{�\�•�x�z	×�t  1 �p�b�{

�¯�Ú�ï�Å  �Þ�”�Å

�Ñ�•� �ž�¢�¥�”�ç  �Þ�”�Å �·�©�á�æ�Â�Ÿ  �¯�ï�Â�©�µ�Ä

�ç�”�Â�¿�Å �•�a �³�ï�¬�ç

�Ú�ç�½

�¯�ï�Â�©�µ�Ä �³�µ�Â�Ü

�›�V  EXEC • • • — •

�æ�æ�”�µ �!�Ë�º�0

7.0(1) �\�w�¯�Ú�ï�Å�U�‹�Ö�^�•�‡�`�h�{

�¯�Ú�ï�Å 
†�Ì

debug module-boot SSM �w�Ò�”�Ä  �Ó�é�·�µ�t���b�”�Ã�Ì�¿�¬  �Ý�¿�·�”�´�›
¯�Ô
�`�‡�b�{

hw-module module recover �æ�§�Ì�æ  � �Ý�”�´�›  TFTP �±�”�Ì�T�’�é�”�Å�`�o�z � �ï�Â�æ
�´�£�ï�Ä  SSM �›�s
î�`�‡�b�{

hw-module module reload � �ï�Â�æ�´�£�ï�Ä  SSM �¹�Ñ�Ä�¢�£�ž�›�æ�é�”�Å�`�‡�b�{

hw-module module reset SSM �›�³�ß�¿�Ä�¼�¢�ï�`�z�Ë�”�Å�¢�£�ž  �æ�·�¿�Ä�›�î�æ�`
�‡�b�{

show module SSM 	Ø�C�›
¯�Ô�`�‡�b�{
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14

icmp �¯�Ú�ï�Å�™  imap4s �¯�Ú�ï�Å

icmp
�·�©�á�æ�Â�Ÿ  �ž�Ó�å� �ž�ï�µ  � �ï�»�”�Ñ�£� �µ�p	4�z�b�”  ICMP �Ä�å�Ñ�Ÿ�¿�«�t�0�`�o�ž�«�·�µ
�F���›
ƒ���b�”�t�x�z icmp �¯�Ú�ï�Å�›�–�;�`�‡�b�{�\�w�¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï�›�_	†�b�”�t�x�z
�\�w�¯�Ú�ï�Å�w  no ���Ü�›�–�;�`�‡�b�{

icmp { permit | deny}  ip_address net_mask [icmp_type] if_name

no icmp { permit | deny}  ip_address net_mask [icmp_type] if_name

�³�ï�»�¿�«�µ�w
†�Ì

�Ã�Ñ�¥�ç�Ä �Ã�Ñ�¥�ç�Ä�p�x�z�·�©�á�æ�Â�Ÿ  �ž�Ó�å� �ž�ï�µ�x�z�·�©�á�æ�Â�Ÿ  �ž�Ó�å� �ž�ï�µ  � �ï�»�”�Ñ�£� 
�µ �•�w  ICMP �Ä�å�Ñ�Ÿ�¿�«�›�b�‚�o�•�D�`�‡�b�{�`�T�`�z�Ã�Ñ�¥�ç�Ä�p�x�z�·�©�á�æ�Â�Ÿ  �ž�Ó�å� 
�ž�ï�µ�x�Ò�é�”�Å�©�ß�µ�Ä  �ž�Å�è�µ�|�o�w  ICMP �¤�¯�”�A�{�t�x� �t�`�‡�d�œ�{�‡�h�z�·�©�á�æ
�Â�Ÿ  �ž�Ó�å� �ž�ï�µ�x�z�-�¢�^�•�h� �ï�»�”�Ñ�£� �µ	Í�w�|
Œ�t�0�b�”�z�Ž
æ� �ï�»�”�Ñ�£� �µ�p
	!	ô�`�h  ICMP �Ý�¿�·�”�´�‹�‹
q�`�‡�b�{

�¯�Ú�ï�Å  �Þ�”�Å �Í�w
¯�x�z�\�w�¯�Ú�ï�Å�›�Ö�—�p�V�”�Þ�”�Å�›�Ô�`�o�M�‡�b�{

deny 	Ú�E�t�ù�•�`�o�M�”	Ô�ù�z�ž�«�·�µ�›�‹
q�`�‡�b�{

icmp_type �¢�¦�Ó�³�ã�ï�£ ICMP �Ý�¿�·�”�´  �»� �Ó�¢ 
¯ 14-1 �›�€	°�£ �{

if_name � �ï�»�”�Ñ�£� �µ�Ê�{

ip_address ICMP �Ý�¿�·�”�´�›� �ï�»�”�Ñ�£� �µ�t
ù	ô�b�”�×�µ�Ä�w  IP �ž�Å�è�µ�{

net_mask ip_address �t�&�;�^�•�”�Ú�µ�«�{

permit 	Ú�E�t�ù�•�`�o�M�”	Ô�ù�z�ž�«�·�µ�›�•�D�`�‡�b�{

�¯�Ú�ï�Å  �Þ�”�Å

�Ñ�•� �ž�¢�¥�”�ç  �Þ�”�Å �·�©�á�æ�Â�Ÿ  �¯�ï�Â�©�µ�Ä

�ç�”�Â�¿�Å �•�a �³�ï�¬�ç

�Ú�ç�½

�¯�ï�Â�©�µ�Ä �³�µ�Â�Ü

�¬�é�”�Ì�ç  �¯�ï�Ñ�Ÿ�ª�á�è�”
�³�ã�ï

• • • • •
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�¯�Ú�ï�Å�d�º

�–�;	Í�w�̈ � �Å�å� �ï icmp �¯�Ú�ï�Å�x�z�b�‚�o�w�·�©�á�æ�Â�Ÿ  �ž�Ó�å� �ž�ï�µ  � �ï�»�”�Ñ�£� �µ�p	4�z�b�”  ICMP �Ä�å
�Ñ�Ÿ�¿�«�›
M�š�`�‡�b�{ ICMP �¯�ï�Ä�é�”�ç  �æ�µ�Ä�U
ƒ���^�•�o�M�s�M	Ô�ù�z�·�©�á�æ�Â�Ÿ  �ž�Ó�å
� �ž�ï�µ�x�z�b�‚�o�w� �ï�»�”�Ñ�£� �µ�¢�Ž
æ� �ï�»�”�Ñ�£� �µ�›���‰�£�p	4�z�b�”  ICMP �Ä�å
�Ñ�Ÿ�¿�«�›�b�‚�o	!�Z�Ö�•�‡�b�{�`�T�`�z�Ã�Ñ�¥�ç�Ä�p�x�z�·�©�á�æ�Â�Ÿ  �ž�Ó�å� �ž�ï�µ�x�Ò�é�”
�Å�©�ß�µ�Ä  �ž�Å�è�µ�|�o�w  ICMP �¤�¯�”�A�{�t�x� �t�`�‡�d�œ�{

icmp deny �¯�Ú�ï�Å�x�z� �ï�»�”�Ñ�£� �µ�•�w  ping �›�Ã�Ÿ�·�”�Ò�ç�t�`�z icmp permit �¯�Ú�ï�Å�x�z
� �ï�»�”�Ñ�£� �µ�•�w  ping �›� �É�”�Ò�ç�t�`�‡�b�{ ping �›�Ã�Ÿ�·�”�Ò�ç�t�b�”�q�z�·�©�á�æ�Â�Ÿ
�ž�Ó�å� �ž�ï�µ�U�É�¿�Ä�ë�”�«	Í�p�U	Z�p�V�s�X�s�“�‡�b�{�\�•�x�z
ƒ���D�ó�s�Ó�é�©�³  ping �q�‹
�z�y�•�‡�b�{

�-�¢�^�•�h� �ï�»�”�Ñ�£� �µ	Í�w�|
Œ�t�²�Z�o�·�©�á�æ�Â�Ÿ  �ž�Ó�å� �ž�ï�µ �&���p �ç�”�Â�Ÿ�ï�¬
�^�•�”  ICMP �Ä�å�Ñ�Ÿ�¿�«�t�0�`�o�x�z access-list extended �‡�h�x  access-group �¯�Ú�ï�Å�›�–�;�`
�‡�b�{  

ICMP �x�a
Æ�ó�Ý�¿�·�”�´  �»� �Ó�¢�»� �Ó  3�£�x�z�•�D�b�”�\�q�›
*	‘�`�‡�b�{ ICMP �x�a
Æ�ó�Ý�¿
�·�”�´�›�‹
q�b�”�q�z Path MTU Discovery �U�Ã�Ÿ�·�”�Ò�ç�t�s�”�h�Š�z IPSec �Ä�å�Ñ�Ÿ�¿�«�q  PPTP
�w�Ä�å�Ñ�Ÿ�¿�«�U���­�^�•�”	Ô�ù�U�K�“�‡�b�{ Path MTU Discovery �w	Ä�I�t�m�M�o�x�z RFC 1195 �q
RFC 1435 �›�€	°�`�o�X�i�^�M�{

ICMP �¯�ï�Ä�é�”�ç  �æ�µ�Ä�U� �ï�»�”�Ñ�£� �µ�t
ƒ���^�•�o�M�”	Ô�ù�z �·�©�á�æ�Â�Ÿ  �ž�Ó�å� �ž�ï
�µ�x�z �¦���^�•�h  ICMP �Ä�å�Ñ�Ÿ�¿�«�›�7	s�t	°�ù�`�z �f�w� �ï�»�”�Ñ�£� �µ	Í�w�f�•�Ž�Ž�w  ICMP
�Ä�å�Ñ�Ÿ�¿�«�›�b�‚�o�‰�ç�$�t�‹
q�`�‡�b�{�m�‡�“�z�7	s�t�°�•�`�h�¤�ï�Ä�æ�U�•�D�¤�ï�Ä�æ�w	Ô
�ù�z�f�w  ICMP �Í�­�¿�Ä�x	r�g�U���Z�’�•�‡�b�{�7	s�t�°�•�`�h�¤�ï�Ä�æ�U�‹
q�¤�ï�Ä�æ�w	Ô�ù�z
�‡�h�x�¤�ï�Ä�æ�U�°�•�`�s�T�l�h	Ô�ù�x�z �·�©�á�æ�Â�Ÿ  �ž�Ó�å� �ž�ï�µ�x�f�w  ICMP �Í�­�¿�Ä�›
�
�:�`�z syslog �Ý�¿�·�”�´�›
\
R�`�‡�b�{�«�Ž�x�z ICMP �¯�ï�Ä�é�”�ç  �æ�µ�Ä�U
ƒ���^�•�o�M�s�M	Ô
�ù�p�z�f�w	Ô�ù�x�z permit  �µ�Â�”�Ä�Ý�ï�Ä�U�K�”�‹�w�q�_�s�^�•�‡�b�{


¯ 14-1�t�z�–�;�p�V�”  ICMP �»� �Ó�‹�›�Ô�`�‡�b�{

�æ�æ�”�µ �!�Ë�º�0

6.0 �\�w�¯�Ú�ï�Å�U�‹�Ö�^�•�‡�`�h�{


¯ 14-1 ICMP �»� �Ó�w�æ�Â�å�ç

ICMP �»� �Ó �æ�Â�å�ç

0 echo-reply

3 unreachable

4 source-quench

5 redirect

6 alternate-address

8 echo

9 router-advertisement

10 router-solicitation

11 time-exceeded

12 parameter-problem

13 timestamp-request

14 timestamp-reply

15 information-request

16 information-reply
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�« �Í�w�«�p�x�z�Ž
æ� �ï�»�”�Ñ�£� �µ�p�z�b�‚�o�w  ping �A�{�›�‹
q�`�z�b�‚�o�w�x�a
Æ�ó�Ý�¿�·�”�´
�›�•�D�`�‡�b�{

hostname(config)# icmp permit any unreachable outside

ICMP �Ä�å�Ñ�Ÿ�¿�«�›�‹
q�b�”�å�C� �ï�»�”�Ñ�£� �µ�f�•�g�•�t�0�`�o�z���Z�o  icmp deny any
interface �¯�Ú�ï�Å�›�Ö�—�`�‡�b�{

�Í�w�«�p�x�z�×�µ�Ä  172.16.2.15 �‡�h�x�±�Ò�É�¿�Ä  172.22.1.0/16 	Í�w�×�µ�Ä�t�z�Ž
æ� �ï�»�”�Ñ�£� 
�µ�•�w  ping �›�•�D�`�‡�b�{

hostname(config)# icmp permit host 172.16.2.15 echo-reply outside 
hostname(config)# icmp permit 172.22.1.0 255.255.0.0 echo-reply outside 
hostname(config)# icmp permit any unreachable outside

���È�¯�Ú�ï�Å

17 mask-request

18 mask-reply

31 conversion-error

32 mobile-redirect


¯ 14-1 ICMP �»� �Ó�w�æ�Â�å�ç�¢���V�£

ICMP �»� �Ó �æ�Â�å�ç

�¯�Ú�ï�Å 
†�Ì

clear configure icmp ICMP �¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï�›	«�ˆ�`�‡�b�{

debug icmp ICMP �t���b�”�Ã�Ì�¿�¬	Ø�C�w
¯�Ô�›� �É�”�Ò�ç�t�`�‡�b�{

show icmp ICMP �¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï�›
¯�Ô�`�‡�b�{

timeout icmp ICMP �w�ž� �Å�ç  �»� �Ü�ž�¢�Ä�›
ƒ���`�‡�b�{
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icmp-object
icmp-type �¦�Ò�´�£�«�Ä  �¬�ç�”�Ó�›�å�C�b�”�t�x�z icmp-type �¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï  �Þ�”�Å�p
icmp-object �¯�Ú�ï�Å�›�–�;�`�‡�b�{�É�¿�Ä�ë�”�«  �¦�Ò�´�£�«�Ä  �¬�ç�”�Ó�›�_	†�b�”�t�x�z�\�w�¯
�Ú�ï�Å�w  no ���Ü�›�–�;�`�‡�b�{

icmp-object icmp_type

no group-object icmp_type

�³�ï�»�¿�«�µ�w
†�Ì

�Ã�Ñ�¥�ç�Ä �Ã�Ñ�¥�ç�Ä�w�ˆ�^�•�‹�x�K�“�‡�d�œ�{

�¯�Ú�ï�Å  �Þ�”�Å �Í�w
¯�x�z�\�w�¯�Ú�ï�Å�›�Ö�—�p�V�”�Þ�”�Å�›�Ô�`�o�M�‡�b�{

�¯�Ú�ï�Å�d�º

�–�;	Í�w�̈ � �Å�å� �ï icmp-object �¯�Ú�ï�Å�x�z object-group �¯�Ú�ï�Å�q
Ê�ˆ�ù�d�”�\�q�p�z icmp-type �¦�Ò�´�£�«�Ä�›���[
�`�‡�b�{�\�w�¯�Ú�ï�Å�x�z icmp-type �¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï  �Þ�”�Å�p�–�;�^�•�‡�b�{  

ICMP �»� �Ó�w
j�ø�q�Ê
²�t�x�z�Í�w�‹�w�U�K�“�‡�b�{

icmp_type icmp-type �w�Ê
²�›�¦���`�‡�b�{

�¯�Ú�ï�Å  �Þ�”�Å

�Ñ�•� �ž�¢�¥�”�ç  �Þ�”�Å �·�©�á�æ�Â�Ÿ  �¯�ï�Â�©�µ�Ä

�ç�”�Â�¿�Å �•�a �³�ï�¬�ç

�Ú�ç�½

�¯�ï�Â�©�µ�Ä �³�µ�Â�Ü

Icmp-type � ¯ � ï �Ñ�Ÿ�ª �á�è�”
�³�ã�ï

• • • • —

�æ�æ�”�µ �!�Ë�º�0

�7�� �\�w�¯�Ú�ï�Å�x�7���w�‹�w�p�b�{


j�ø ICMP �»� �Ó�w�Ê
²

0 echo-reply

3 unreachable

4 source-quench

5 redirect

6 alternate-address

8 echo

9 router-advertisement

10 router-solicitation

11 time-exceeded

12 parameter-problem

13 timestamp-request

14 timestamp-reply

15 information-request
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�« �Í�w�«�x�z icmp-type �¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï  �Þ�”�Å�p  icmp-object �¯�Ú�ï�Å�›�–�;�b�”�M�O�›�Ô�`
�o�M�‡�b�{

hostname(config)# object-group icmp-type icmp_allowed
hostname(config-icmp-type)#  icmp-object echo
hostname(config-icmp-type)# icmp-object time-exceeded
hostname(config-icmp-type)# exit

���È�¯�Ú�ï�Å

16 information-reply

17 address-mask-request

18 address-mask-reply

31 conversion-error

32 mobile-redirect


j�ø ICMP �»� �Ó�w�Ê
²

�¯�Ú�ï�Å 
†�Ì

clear configure object-group �b�‚�o�w  object-group �¯�Ú�ï�Å�›�¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï
�T�’�_	†�`�‡�b�{

network-object �É�¿�Ä�ë�”�«  �¦�Ò�´�£�«�Ä  �¬�ç�”�Ó�t�É�¿�Ä�ë�”�«  �¦�Ò
�´�£�«�Ä�›�å�C�`�‡�b�{

object-group �¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï�›�7�&�=�b�”�h�Š�w�¦�Ò�´�£�«�Ä
�¬�ç�”�Ó�›���[�`�‡�b�{

port-object �±�”�Ï�µ  �¦�Ò�´�£�«�Ä  �¬�ç�”�Ó�t�Ù�”�Ä  �¦�Ò�´�£�«�Ä�›�å
�C�`�‡�b�{

show running-config object-group �q�O�w�¦�Ò�´�£�«�Ä  �¬�ç�”�Ó�›
¯�Ô�`�‡�b�{
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id-cert-issuer
�\�w�Ä�å�µ�Ä�Ù� �ï�Ä�t���È
Ç�Z�’�•�o�M�”  CA �T�’
C�æ�^�•�h�Ð�ž	Â�Ì	{�›�³�µ�Â�Ü�p	!�Z�Ö�•
�”�T�r�O�T�›�Ô�b�t�x�z �‰�ø CA �Ä�å�µ�Ä�Ù� �ï�Ä  �¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï  �Þ�”�Å�p  id-cert-issuer
�¯�Ú�ï�Å�›�–�;�`�‡�b�{�Ä�å�µ�Ä�Ù� �ï�Ä�t���È
Ç�Z�’�•�o�M�”  CA �T�’
C�æ�^�•�h	Â�Ì	{�›�‹
q
�b�”�t�x�z�\�w�¯�Ú�ï�Å�w  no ���Ü�›�–�;�`�‡�b�{�\�w�¯�Ú�ï�Å�x�z�¿�X�–�;�^�•�”�ç�”�Ä  CA �›

¯�b�Ä�å�µ�Ä�Ù� �ï�Ä�t�0�`�o���;�p�b�{

id-cert-issuer 

no id-cert-issuer 

�³�ï�»�¿�«�µ�w
†�Ì �\�w�¯�Ú�ï�Å�t�x�z�¾
:�‹�©�”�ë�”�Å�‹�K�“�‡�d�œ�{

�Ã�Ñ�¥�ç�Ä �Ã�Ñ�¥�ç�Ä
ƒ���x� �É�”�Ò�ç�p�b�¢ ID 	Â�Ì	{�x	!�Z�Ö�•�’�•�‡�b�£ �{

�¯�Ú�ï�Å  �Þ�”�Å �Í�w
¯�x�z�\�w�¯�Ú�ï�Å�›�Ö�—�p�V�”�Þ�”�Å�›�Ô�`�o�M�‡�b�{

�¯�Ú�ï�Å�d�º

�–�;	Í�w�̈ � �Å�å� �ï �\�w�¯�Ú�ï�Å�x�z�¿�X�–�;�^�•�”�ç�”�Ä  CA �w�<�•  CA �T�’
C�æ�^�•�h	Â�Ì	{�w�ˆ�›	!�Z�Ö�•�”�‘
�O�t�b�”	Ô�ù�t�–�;�`�‡�b�{�\�w�;�ó�›�–�;�D�ó�t�`�s�M	Ô�ù�x�z�·�©�á�æ�Â�Ÿ  �ž�Ó�å� �ž�ï�µ
�U�z�\�w
C�æ	��t�‘�l�o	z�Ê�^�•�h  IKE �Ð�ž	Â�Ì	{�›�b�‚�o�‹
q�`�‡�b�{

�« �Í�w�«�p�x�z central �Ä�å�µ�Ä�Ù� �ï�Ä�w�‰�ø  CA �Ä�å�µ�Ä�Ù� �ï�Ä  �¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï  �Þ�”�Å
�t�Ö�“�z central �Ä�å�µ�Ä�Ù� �ï�Ä�w
C�æ	��t�‘�l�o	z�Ê�^�•�h  ID 	Â�Ì	{�w	!�Z�Ö�•�›���g	��t�•
�D�`�‡�b�{

hostname(config)# crypto ca trustpoint central
hostname(ca-trustpoint)# id-cert-issuer
hostname(ca-trustpoint)# 

���È�¯�Ú�ï�Å

�¯�Ú�ï�Å  �Þ�”�Å

�Ñ�•� �ž�¢�¥�”�ç  �Þ�”�Å �·�©�á�æ�Â�Ÿ  �¯�ï�Â�©�µ�Ä

�ç�”�Â�¿�Å �•�a �³�ï�¬�ç

�Ú�ç�½

�¯�ï�Â�©�µ�Ä �³�µ�Â�Ü

�‰�ø CA �Ä�å�µ�Ä�Ù� �ï�Ä  �¯
�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï

• • • • —

�æ�æ�”�µ �!�Ë�º�0

7.0(1) �\�w�¯�Ú�ï�Å�U�‹�Ö�^�•�‡�`�h�{

�¯�Ú�ï�Å 
†�Ì

crypto ca trustpoint �Ä�å�µ�Ä�Ù� �ï�Ä  �±�Ò�Þ�”�Å�t�Ö�“�‡�b�{

default enrollment �J�å�Í�å�Ý�”�»�›�Ã�Ñ�¥�ç�Ä�t�í�`�‡�b�{

enrollment retry count �J�å�A�{�w
ù	ô�›�6�¼�æ�b�”�s
:�›�¦���`�‡�b�{

enrollment retry period �J�å�A�{�w
ù	ô�›�¼�æ�b�”�‡�p�w�4�;�Ì���›�z
ü�o�•�p�¦���`�‡�b�{

enrollment terminal �\�w�Ä�å�µ�Ä�Ù� �ï�Ä�›�–�;�`�h�§�¿�Ä  �ž�ï�Å  �Ö�”�µ�Ä�J�å�›�¦��
�`�‡�b�{



�H 14 	·       icmp �¯�Ú�ï�Å�™  imap4s �¯�Ú�ï�Å
  id-mismatch

14-7
Cisco �·�©�á�æ�Â�Ÿ  �ž�Ó�å� �ž�ï�µ  �¯�Ú�ï�Å  �æ�Ñ�•�è�ï�µ

OL-10086-02-J

id-mismatch
�a�S�w  DNS ID �Û�µ�Ú�¿�½�w�é�ª�ï�¬�›� �É�”�Ò�ç�t�b�”�t�x�z�Í�å�Ý�”�»  �¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã
�ï  �Þ�”�Å�p  id-mismatch �¯�Ú�ï�Å�›�–�;�`�‡�b�{�\�w�;�ó�›�Ã�Ÿ�·�”�Ò�ç�t�b�”�t�x�z�\�w�¯�Ú�ï
�Å�w no ���Ü�›�–�;�`�‡�b�{

id-mismatch [count number duration seconds] action log

no id-mismatch [count number duration seconds] [action log] 

�³�ï�»�¿�«�µ�w
†�Ì

�Ã�Ñ�¥�ç�Ä �\�w�¯�Ú�ï�Å�x�z�Ã�Ñ�¥�ç�Ä�p�x�Ã�Ÿ�·�”�Ò�ç�t�s�l�o�M�‡�b�{�¯�Ú�ï�Å�U� �É�”�Ò�ç�p�z�¦�Ó
�³�ã�ï�U�¦���^�•�o�M�s�M	Ô�ù�z�Ã�Ñ�¥�ç�Ä  �è�”�Ä�x�7�G
:�U  30 �p�z�8���x  3 
µ���p�b�{

�¯�Ú�ï�Å  �Þ�”�Å �Í�w
¯�x�z�\�w�¯�Ú�ï�Å�›�Ö�—�p�V�”�Þ�”�Å�›�Ô�`�o�M�‡�b�{

�¯�Ú�ï�Å�d�º

�–�;	Í�w�̈ � �Å�å� �ï �Ë� �è�”�Ä�w  DNS ID �Û�µ�Ú�¿�½�x�©�ß�¿�³�á  �Ù� �¶�Ç�ï�¬�È�8�›�Ô�b	Ô�ù�U�K�“�‡�b�{�\�w�¯�Ú
�ï�Å�›� �É�”�Ò�ç�t�b�”�q�z�f�O�`�h�¼�ˆ�›���¹�`�o�/���`�‡�b�{�Û�µ�Ú�¿�½  �è�”�Ä�U
ƒ���‹�›�Ò
�Q�”�q�z�³�µ�Â�Ü  �Ý�¿�·�”�´�w�A�ÿ�é�¬�U	Z�—�^�•�‡�b�{ id-mismatch �¯�Ú�ï�Å�x�è	×�w� �Õ�ï�Ä
�Õ�”�µ�w�³�µ�Â�Ü  �Ý�¿�·�”�´  �é�¬�t���b�”	Ä�I�›�³�µ�Â�Ü���g	��t���™�`�‡�b�{

�« �Í�w�«�p�x�z DNS �U�*�Ù�æ�³�”  �Ú�¿�Ó�p  ID �Û�µ�Ú�¿�½�›� �É�”�Ò�ç�t�b�”�M�O�›�Ô�`�o�M�‡�b�{

hostname(config)# policy-map type inspect dns preset_dns_map
hostname(config-pmap)# parameters
hostname(config-pmap-p)# id-mismatch action log

���È�¯�Ú�ï�Å

count number �³�µ�Â�Ü  �Ý�¿�·�”�´  �é�¬�U
ù	ô�^�•�”
²�w�Û�µ�Ú�¿�½  � �ï�µ�»�ï�µ�w�7
�G
:�{

duration seconds ���¹�b�”�8���¢
µ�£ �{

�¯�Ú�ï�Å  �Þ�”�Å

�Ñ�•� �ž�¢�¥�”�ç  �Þ�”�Å �·�©�á�æ�Â�Ÿ  �¯�ï�Â�©�µ�Ä

�ç�”�Â�¿�Å �•�a �³�ï�¬�ç

�Ú�ç�½

�¯�ï�Â�©�µ�Ä �³�µ�Â�Ü

�Í�å�Ý�”�»  �¯�ï�Ñ�Ÿ�ª�á�è�”
�³�ã�ï

• • • • —

�æ�æ�”�µ �!�Ë�º�0

7.2(1) �\�w�¯�Ú�ï�Å�U�‹�Ö�^�•�‡�`�h�{

�¯�Ú�ï�Å 
†�Ì

class �Ù�æ�³�”  �Ú�¿�Ó�t���Š�”�«�å�µ  �Ú�¿�Ó�Ê�›�¦���`�‡�b�{

class-map type inspect �ž�Ó�æ�­�”�³�ã�ï�{���w�Ä�å�Ñ�Ÿ�¿�«�›	°�ù�b�”�h�Š�w�U
�*�«�å�µ  �Ú�¿�Ó�›�^
R�`�‡�b�{

policy-map �è� �à  3/4 �w�Ù�æ�³�”  �Ú�¿�Ó�›�^
R�`�‡�b�{

show running-config policy-map �q�O�w�b�‚�o�w�Ù�æ�³�”  �Ú�¿�Ó �¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï�›

¯�Ô�`�‡�b�{
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id-randomization
DNS �«�¤�æ�”�w  DNS ID �›�å�ï�¼�Ü�=�b�”�t�x�z�Í�å�Ý�”�»  �¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï  �Þ�”�Å�p
id-randomization �¯�Ú�ï�Å�›�–�;�`�‡�b�{�\�w�;�ó�›�Ã�Ÿ�·�”�Ò�ç�t�b�”�t�x�z�\�w�¯�Ú�ï�Å�w  no
���Ü�›�–�;�`�‡�b�{

id-randomization

no id-randomization

�³�ï�»�¿�«�µ�w
†�Ì �\�w�¯�Ú�ï�Å�t�x�z�¾
:�‹�©�”�ë�”�Å�‹�K�“�‡�d�œ�{

�Ã�Ñ�¥�ç�Ä �Ã�Ñ�¥�ç�Ä�p�x�Ã�Ÿ�·�”�Ò�ç�p�b�{ DNS �«�¤�æ�”�T�’�w  DNS ID �x�!�Ë�^�•�‡�d�œ�{

�¯�Ú�ï�Å  �Þ�”�Å �Í�w
¯�x�z�\�w�¯�Ú�ï�Å�›�Ö�—�p�V�”�Þ�”�Å�›�Ô�`�o�M�‡�b�{

�¯�Ú�ï�Å�d�º

�–�;	Í�w�̈ � �Å�å� �ï ID �w�å�ï�¼�Ü�=�x�z�©�ß�¿�³�á  �Ù� �¶�Ç�ï�¬�È�8�t�0�b�”�-�¢�t�þ�q�j�‡�b�{  

�« �Í�w�«�p�x�z DNS �U�*�Ù�æ�³�”  �Ú�¿�Ó�p  ID �w�å�ï�¼�Ü�=�›� �É�”�Ò�ç�t�b�”�M�O�›�Ô�`�o�M�‡�b�{

hostname(config)# policy-map type inspect dns preset_dns_map
hostname(config-pmap)# parameters
hostname(config-pmap-p)# id-randomization

���È�¯�Ú�ï�Å

�¯�Ú�ï�Å  �Þ�”�Å

�Ñ�•� �ž�¢�¥�”�ç  �Þ�”�Å �·�©�á�æ�Â�Ÿ  �¯�ï�Â�©�µ�Ä

�ç�”�Â�¿�Å �•�a �³�ï�¬�ç

�Ú�ç�½

�¯�ï�Â�©�µ�Ä �³�µ�Â�Ü

�Í�å�Ý�”�»  �¯�ï�Ñ�Ÿ�ª�á�è�”
�³�ã�ï

• • • • —

�æ�æ�”�µ �!�Ë�º�0

7.2(1) �\�w�¯�Ú�ï�Å�U�‹�Ö�^�•�‡�`�h�{

�¯�Ú�ï�Å 
†�Ì

class �Ù�æ�³�”  �Ú�¿�Ó�t���Š�”�«�å�µ  �Ú�¿�Ó�Ê�›�¦���`�‡�b�{

class-map type inspect �ž�Ó�æ�­�”�³�ã�ï�{���w�Ä�å�Ñ�Ÿ�¿�«�›	°�ù�b�”�h�Š�w�U
�*�«�å�µ  �Ú�¿�Ó�›�^
R�`�‡�b�{

policy-map �è� �à  3/4 �w�Ù�æ�³�”  �Ú�¿�Ó�›�^
R�`�‡�b�{

show running-config policy-map �q�O�w�b�‚�o�w�Ù�æ�³�”  �Ú�¿�Ó �¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï�›

¯�Ô�`�‡�b�{
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igmp
� �ï�»�”�Ñ�£� �µ	Í�p  IGMP 	r�g�›	s�8�=�b�”�t�x�z� �ï�»�”�Ñ�£� �µ  �¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï
�Þ�”�Å�p  igmp �¯�Ú�ï�Å�›�–�;�`�‡�b�{� �ï�»�”�Ñ�£� �µ	Í�p  IGMP 	r�g�›�Ã�Ÿ�·�”�Ò�ç�t�b�”�t
�x�z�\�w�¯�Ú�ï�Å�w  no ���Ü�›�–�;�`�‡�b�{  

igmp

no igmp

�³�ï�»�¿�«�µ�w
†�Ì �\�w�¯�Ú�ï�Å�t�x�z�¾
:�‹�©�”�ë�”�Å�‹�K�“�‡�d�œ�{

�Ã�Ñ�¥�ç�Ä � �É�”�Ò�ç�t�s�l�o�M�‡�b�{

�¯�Ú�ï�Å  �Þ�”�Å �Í�w
¯�x�z�\�w�¯�Ú�ï�Å�›�Ö�—�p�V�”�Þ�”�Å�›�Ô�`�o�M�‡�b�{

�¯�Ú�ï�Å�d�º

�–�;	Í�w�̈ � �Å�å� �ï �î�æ�¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï�t
¯�Ô�^�•�”�w�x�z�\�w�¯�Ú�ï�Å�w  no ���Ü�w�ˆ�p�b�{

�« �Í�w�«�p�x�z
¬�R�`�h� �ï�»�”�Ñ�£� �µ	Í�p  IGMP 	r�g�›�Ã�Ÿ�·�”�Ò�ç�t�`�‡�b�{

hostname(config-if)# no igmp

���È�¯�Ú�ï�Å

�¯�Ú�ï�Å  �Þ�”�Å

�Ñ�•� �ž�¢�¥�”�ç  �Þ�”�Å �·�©�á�æ�Â�Ÿ  �¯�ï�Â�©�µ�Ä

�ç�”�Â�¿�Å �•�a �³�ï�¬�ç

�Ú�ç�½

�¯�ï�Â�©�µ�Ä �³�µ�Â�Ü

�  � ï �» � ” �Ñ�£�   �µ  � ¯ � ï �Ñ�Ÿ
�ª�á�è�”�³�ã�ï

• — • — —

�æ�æ�”�µ �!�Ë�º�0

7.0(1) �\�w�¯�Ú�ï�Å�U�‹�Ö�^�•�‡�`�h�{

�¯�Ú�ï�Å 
†�Ì

show igmp groups �·�©�á�æ�Â�Ÿ  �ž�Ó�å� �ž�ï�µ�t�Ú
€
€���^�•�o�M�”	!	ô	��z �S�‘�|
IGMP �›�è�a�o�å�”�Ç�ï�¬�^�•�h	!	ô	��›�Ë�m�Ú�ç�½�©�ß�µ�Ä  �¬
�ç�”�Ó�›
¯�Ô�`�‡�b�{

show igmp interface � �ï�»�”�Ñ�£� �µ�w�Ú�ç�½�©�ß�µ�Ä	Ø�C�›
¯�Ô�`�‡�b�{



�H 14 	·       icmp �¯�Ú�ï�Å�™  imap4s �¯�Ú�ï�Å
  igmp access-group

14-10
Cisco �·�©�á�æ�Â�Ÿ  �ž�Ó�å� �ž�ï�µ  �¯�Ú�ï�Å  �æ�Ñ�•�è�ï�µ

OL-10086-02-J

igmp access-group
� �ï�»�”�Ñ�£� �µ�›�b�;�b�”�±�Ò�É�¿�Ä	Í�w�×�µ�Ä�U�C�Ö�p�V�”�Ú�ç�½�©�ß�µ�Ä  �¬�ç�”�Ó�›
M�š
�b�”�t�x�z� �ï�»�”�Ñ�£� �µ  �¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï  �Þ�”�Å�p  igmp access-group �¯�Ú�ï�Å�›�–�;
�`�‡�b�{� �ï�»�”�Ñ�£� �µ	Í�p�¬�ç�”�Ó�›�Ã�Ÿ�·�”�Ò�ç�t�b�”�t�x�z�\�w�¯�Ú�ï�Å�w  no ���Ü�›�–
�;�`�‡�b�{

igmp access-group acl

no igmp access-group acl

�³�ï�»�¿�«�µ�w
†�Ì

�Ã�Ñ�¥�ç�Ä � �ï�»�”�Ñ�£� �µ	Í�p�b�‚�o�w�¬�ç�”�Ó�t�C�Ö�p�V�‡�b�{

�¯�Ú�ï�Å  �Þ�”�Å �Í�w
¯�x�z�\�w�¯�Ú�ï�Å�›�Ö�—�p�V�”�Þ�”�Å�›�Ô�`�o�M�‡�b�{

�¯�Ú�ï�Å�d�º

�« �Í�w�«�p�x�z�ž�«�·�µ  �æ�µ�Ä  1 �p�•�D�^�•�h�×�µ�Ä�i�Z�U�¬�ç�”�Ó�t�C�Ö�p�V�”�‘�O�t�`�‡�b�{

hostname(config)# interface gigabitethernet 0/0
hostname(config-if)# igmp access-group 1

���È�¯�Ú�ï�Å

acl IP �ž�«�·�µ  �æ�µ�Ä�w�Ê
²�{
ª	j�ž�«�·�µ  �æ�µ�Ä�z�¦�Á�ž�«�·�µ  �æ�µ�Ä�z
�‡�h�x�f�w�†�M�›�¦���p�V�‡�b�{�`�T�`�z�¦�Á�ž�«�·�µ  �æ�µ�Ä�›�¦���`�h
	Ô�ù�z	°�ù�^�•�”�w�x�|
Œ�ž�Å�è�µ�w�ˆ�p�b�{�f�w�h�Š�z
ù	ô�i�t�x  any
�›�¦���b�”
ž�A�U�K�“�‡�b�{

�¯�Ú�ï�Å  �Þ�”�Å

�Ñ�•� �ž�¢�¥�”�ç  �Þ�”�Å �·�©�á�æ�Â�Ÿ  �¯�ï�Â�©�µ�Ä

�ç�”�Â�¿�Å �•�a �³�ï�¬�ç

�Ú�ç�½

�¯�ï�Â�©�µ�Ä �³�µ�Â�Ü

�  � ï �» � ” �Ñ�£�   �µ  � ¯ � ï �Ñ�Ÿ
�ª�á�è�”�³�ã�ï

• — • — —

�æ�æ�”�µ �!�Ë�º�0

7.0(1) �\�w�¯�Ú�ï�Å�U�z� �ï�»�”�Ñ�£� �µ  �¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï  �Þ�”�Å�t�!
�Ë�^�•�‡�`�h�{�Ž
²�w�Ì�”�´�ã�ï�p�x�z�Ú�ç�½�©�ß�µ�Ä  � �ï�»�”�Ñ�£� �µ
�¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï  �Þ�”�Å�t�Ö�”
ž�A�U�K�“�‡�`�h�U�z �\�w�Þ�”�Å�x
�–�;�p�V�s�X�s�“�‡�`�h�{

�¯�Ú�ï�Å 
†�Ì

show igmp interface � �ï�»�”�Ñ�£� �µ�w�Ú�ç�½�©�ß�µ�Ä	Ø�C�›
¯�Ô�`�‡�b�{
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igmp forward interface
�b�‚�o�w  IGMP �×�µ�Ä  �è�Ù�”�Ä�w�8
ù�›� �É�”�Ò�ç�t�`�z �¦���`�h� �ï�»�”�Ñ�£� �µ�p�Ý�¿�·�”�´
�U	!	ô�^�•�”	Ý�6�t�b�”�t�x�z� �ï�»�”�Ñ�£� �µ  �¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï  �Þ�”�Å�p  igmp forward
interface �¯�Ú�ï�Å�›�–�;�`�‡�b�{�8
ù�›�r	†�b�”�t�x�z�\�w�¯�Ú�ï�Å�w  no ���Ü�›�–�;�`�‡�b�{  

igmp forward interface if-name

no igmp forward interface if-name

�³�ï�»�¿�«�µ�w
†�Ì

�Ã�Ñ�¥�ç�Ä �Ã�Ñ�¥�ç�Ä�w�ˆ�^�•�‹�x�K�“�‡�d�œ�{

�¯�Ú�ï�Å  �Þ�”�Å �Í�w
¯�x�z�\�w�¯�Ú�ï�Å�›�Ö�—�p�V�”�Þ�”�Å�›�Ô�`�o�M�‡�b�{

�¯�Ú�ï�Å�d�º

�–�;	Í�w�̈ � �Å�å� �ï �\�w�¯�Ú�ï�Å�›�Ö�—� �ï�»�”�Ñ�£� �µ	Í�p�Ö�—�`�‡�b�{�\�w�¯�Ú�ï�Å�x�µ�»�Ò  �Ú�ç�½�©�ß�µ�Ä
�ç�”�Â�Ÿ�ï�¬�;�p�K�”�h�Š�z�\�w�¯�Ú�ï�Å�t  PIM �›�‰�Ì�t
ƒ���b�”�\�q�x�p�V�‡�d�œ�{

�« �Í�w�«�p�x�z IGMP �×�µ�Ä  �è�Ù�”�Ä�›�q�O�w� �ï�»�”�Ñ�£� �µ�T�’�¦���w� �ï�»�”�Ñ�£� �µ�t�8
ù
�`�‡�b�{

hostname(config)# interface gigabitethernet 0/0
hostname(config-if)# igmp forward interface outside

���È�¯�Ú�ï�Å

if-name � �ï�»�”�Ñ�£� �µ�w�æ�g�Ê�{

�¯�Ú�ï�Å  �Þ�”�Å

�Ñ�•� �ž�¢�¥�”�ç  �Þ�”�Å �·�©�á�æ�Â�Ÿ  �¯�ï�Â�©�µ�Ä

�ç�”�Â�¿�Å �•�a �³�ï�¬�ç

�Ú�ç�½

�¯�ï�Â�©�µ�Ä �³�µ�Â�Ü

�  � ï �» � ” �Ñ�£�   �µ  � ¯ � ï �Ñ�Ÿ
�ª�á�è�”�³�ã�ï

• — • — —

�æ�æ�”�µ �!�Ë�º�0

7.0(1) �\�w�¯�Ú�ï�Å�U�z� �ï�»�”�Ñ�£� �µ  �¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï  �Þ�”�Å�t�!
�Ë�^�•�‡�`�h�{�Ž
²�w�Ì�”�´�ã�ï�p�x�z�Ú�ç�½�©�ß�µ�Ä  � �ï�»�”�Ñ�£� �µ
�¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï  �Þ�”�Å�t�Ö�”
ž�A�U�K�“�‡�`�h�U�z �\�w�Þ�”�Å�x
�–�;�p�V�s�X�s�“�‡�`�h�{

�¯�Ú�ï�Å 
†�Ì

show igmp interface � �ï�»�”�Ñ�£� �µ�w�Ú�ç�½�©�ß�µ�Ä	Ø�C�›
¯�Ô�`�‡�b�{
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igmp join-group
� �ï�»�”�Ñ�£� �µ�›�z�¦���`�h�¬�ç�”�Ó�w�é�”�§�ç�t
€���^�•�h�Ý�ï�Ì�”�q�`�o
ƒ���b�”�t�x�z� 
�ï�»�”�Ñ�£� �µ  �¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï  �Þ�”�Å�p  igmp join-group �¯�Ú�ï�Å�›�–�;�`�‡�b�{�¬�ç�”
�Ó�w�Ý�ï�Ì�”�³�¿�Ó�›�©�ß�ï�·�ç�b�”�t�x�z�\�w�¯�Ú�ï�Å�w  no ���Ü�›�–�;�`�‡�b�{  

igmp join-group group-address

no igmp join-group group-address

�³�ï�»�¿�«�µ�w
†�Ì

�Ã�Ñ�¥�ç�Ä �Ã�Ñ�¥�ç�Ä�w�ˆ�^�•�‹�x�K�“�‡�d�œ�{

�¯�Ú�ï�Å  �Þ�”�Å �Í�w
¯�x�z�\�w�¯�Ú�ï�Å�›�Ö�—�p�V�”�Þ�”�Å�›�Ô�`�o�M�‡�b�{

�¯�Ú�ï�Å�d�º

�–�;	Í�w�̈ � �Å�å� �ï �\�w�¯�Ú�ï�Å�x�z�·�©�á�æ�Â�Ÿ  �ž�Ó�å� �ž�ï�µ  � �ï�»�”�Ñ�£� �µ�›�Ú�ç�½�©�ß�µ�Ä  �¬�ç�”�Ó�w�Ý
�ï�Ì�”�q�`�o
ƒ���`�‡�b�{ igmp join-group �¯�Ú�ï�Å�›�–�;�b�”�q�z�·�©�á�æ�Â�Ÿ  �ž�Ó�å� �ž�ï�µ
�x�z�¦���^�•�h�Ú�ç�½�©�ß�µ�Ä  �¬�ç�”�Ó�|�o�w�Ú�ç�½�©�ß�µ�Ä  �Í�­�¿�Ä�›	!�Z�Ö�•�o�z�8
ù�`�‡
�b�{

�Ú�ç�½�©�ß�µ�Ä  �¬�ç�”�Ó�w�Ý�ï�Ì�”�t�`�s�M�p�z�·�©�á�æ�Â�Ÿ  �ž�Ó�å� �ž�ï�µ�U�Ú�ç�½�©�ß�µ�Ä
�Ä�å�Ñ�Ÿ�¿�«�›�8
ù�b�”�‘�O�t
ƒ���b�”�t�x�z igmp static-group �¯�Ú�ï�Å�›�–�;�`�‡�b�{

�« �Í�w�«�p�x�z
¬�R�`�h� �ï�»�”�Ñ�£� �µ�U  IGMP �¬�ç�”�Ó  255.2.2.2 �t�C�Ö�b�”�‘�O�t
ƒ���`�‡�b�{

hostname(config)# interface gigabitethernet 0/0
hostname(config-if)# igmp join-group 225.2.2.2

���È�¯�Ú�ï�Å

group-address �Ú�ç�½�©�ß�µ�Ä  �¬�ç�”�Ó�w  IP �ž�Å�è�µ�{

�¯�Ú�ï�Å  �Þ�”�Å

�Ñ�•� �ž�¢�¥�”�ç  �Þ�”�Å �·�©�á�æ�Â�Ÿ  �¯�ï�Â�©�µ�Ä

�ç�”�Â�¿�Å �•�a �³�ï�¬�ç

�Ú�ç�½

�¯�ï�Â�©�µ�Ä �³�µ�Â�Ü

�  � ï �» � ” �Ñ�£�   �µ  � ¯ � ï �Ñ�Ÿ
�ª�á�è�”�³�ã�ï

• — • — —

�æ�æ�”�µ �!�Ë�º�0

7.0(1) �\�w�¯�Ú�ï�Å�U�z� �ï�»�”�Ñ�£� �µ  �¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï  �Þ�”�Å�t�!
�Ë�^�•�‡�`�h�{�Ž
²�w�Ì�”�´�ã�ï�p�x�z�Ú�ç�½�©�ß�µ�Ä  � �ï�»�”�Ñ�£� �µ
�¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï  �Þ�”�Å�t�Ö�”
ž�A�U�K�“�‡�`�h�U�z �\�w�Þ�”�Å�x
�–�;�p�V�s�X�s�“�‡�`�h�{

�¯�Ú�ï�Å 
†�Ì

igmp static-group � �ï�»�”�Ñ�£� �µ�›�z�¦���`�h�Ú�ç�½�©�ß�µ�Ä  �¬�ç�”�Ó�w�µ�»
�Â�Ÿ�¿�«�t
€���^�•�h�Ý�ï�Ì�”�q�`�o
ƒ���`�‡�b�{
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igmp limit
IGMP �w	Ý�6�w
:�›� �ï�»�”�Ñ�£� �µ�]�q�t
M�v�b�”�t�x�z� �ï�»�”�Ñ�£� �µ  �¯�ï�Ñ�Ÿ�ª�á�è�”
�³�ã�ï  �Þ�”�Å�p  igmp limit  �¯�Ú�ï�Å�›�–�;�`�‡�b�{�Ã�Ñ�¥�ç�Ä�w
M�v�t�í�b�t�x�z�\�w�¯�Ú�ï�Å�w
no ���Ü�›�–�;�`�‡�b�{  

igmp limit number

no igmp limit [number]

�³�ï�»�¿�«�µ�w
†�Ì

�Ã�Ñ�¥�ç�Ä �Ã�Ñ�¥�ç�Ä�x  500 �p�b�{

�¯�Ú�ï�Å  �Þ�”�Å �Í�w
¯�x�z�\�w�¯�Ú�ï�Å�›�Ö�—�p�V�”�Þ�”�Å�›�Ô�`�o�M�‡�b�{

�¯�Ú�ï�Å�d�º

�« �Í�w�«�p�x�z� �ï�»�”�Ñ�£� �µ�t�S�Z�”  IGMP �w	Ý�6�w
:�›  250 �t
M�v�`�‡�b�{

hostname(config)# interface gigabitethernet 0/0
hostname(config-if)# igmp limit 250

���È�¯�Ú�ï�Å

number � �ï�»�”�Ñ�£� �µ	Í�p�•�D�b�”  IGMP �w	Ý�6�w
:�{���®�‹�w
c�“�x  0 �™
500 �p�b�{�Ã�Ñ�¥�ç�Ä�‹�x  500 �p�b�{�‹�›  0 �t
ƒ���b�”�q�z�å�”�Ç�ï�¬�^
�•�h�¬�ç�”�Ó�U�å�C�^�•�s�X�s�“�‡�b�{�h�i�`�z�Ý�ï�Ì�”�³�¿�Ó�›	��ˆ�p
� � � [ �b � ” � \ �q �x �¾�V� � �V �D�ó�p�b�¢ igmp join-group � ¯ �Ú� ï �Å�q  igmp
static-group �¯�Ú�ï�Å�›�–�;�`�‡�b�£ �{

�¯�Ú�ï�Å  �Þ�”�Å

�Ñ�•� �ž�¢�¥�”�ç  �Þ�”�Å �·�©�á�æ�Â�Ÿ  �¯�ï�Â�©�µ�Ä

�ç�”�Â�¿�Å �•�a �³�ï�¬�ç

�Ú�ç�½

�¯�ï�Â�©�µ�Ä �³�µ�Â�Ü

�  � ï �» � ” �Ñ�£�   �µ  � ¯ � ï �Ñ�Ÿ
�ª�á�è�”�³�ã�ï

• — • — —

�æ�æ�”�µ �!�Ë�º�0

7.0(1) �\�w�¯�Ú�ï�Å�U�‹�Ö�^�•�‡�`�h�{�\�w�¯�Ú�ï�Å�t�‘�“�z igmp max-groups
�¯�Ú�ï�Å�x�”�V�õ�Q�’�•�‡�`�h�{

�¯�Ú�ï�Å 
†�Ì

igmp � �ï�»�”�Ñ�£� �µ	Í�p  IGMP 	r�g�›	s�8�=�`�‡�b�{

igmp join-group � �ï�»�”�Ñ�£� �µ�›�z�¦���`�h�¬�ç�”�Ó�w�é�”�§�ç�t
€���^�•�h�Ý
�ï�Ì�”�q�`�o
ƒ���`�‡�b�{

igmp static-group � �ï�»�”�Ñ�£� �µ�›�z�¦���`�h�Ú�ç�½�©�ß�µ�Ä  �¬�ç�”�Ó�w�µ�»
�Â�Ÿ�¿�«�t
€���^�•�h�Ý�ï�Ì�”�q�`�o
ƒ���`�‡�b�{
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igmp query-interval
� �ï�»�”�Ñ�£� �µ�U  IGMP �×�µ�Ä  �«�¤�æ�”  �Ý�¿�·�”�´�›
ù	ô�b�”
Ã�S�›
ƒ���b�”�t�x�z� �ï�»�”
�Ñ�£� �µ  �¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï  �Þ�”�Å�p  igmp query-interval �¯�Ú�ï�Å�›�–�;�`�‡�b�{�Ã�Ñ�¥�ç
�Ä�w
Ã�S�t�í�b�t�x�z�\�w�¯�Ú�ï�Å�w  no ���Ü�›�–�;�`�‡�b�{  

igmp query-interval seconds

no igmp query-interval seconds

�³�ï�»�¿�«�µ�w
†�Ì

�Ã�Ñ�¥�ç�Ä �Ã�Ñ�¥�ç�Ä�w�«�¤�æ�”���´�x  125 
µ�p�b�{

�¯�Ú�ï�Å  �Þ�”�Å �Í�w
¯�x�z�\�w�¯�Ú�ï�Å�›�Ö�—�p�V�”�Þ�”�Å�›�Ô�`�o�M�‡�b�{

�¯�Ú�ï�Å�d�º

�–�;	Í�w�̈ � �Å�å� �ï �Ú�ç�½�©�ß�µ�Ä  �ç�”�»�x�z�×�µ�Ä  �«�¤�æ�”  �Ý�¿�·�”�´�›
ù	ô�`�o�z� �ï�»�”�Ñ�£� �µ�t
€���^�•
�h�É�¿�Ä�ë�”�«	Í�w�Ý�ï�Ì�”�›���‰�Ú�ç�½�©�ß�µ�Ä  �¬�ç�”�Ó�›�U	Z�`�‡�b�{�×�µ�Ä�x�z�›���w�¬
�ç�”�Ó�|�o�w�Ú�ç�½�©�ß�µ�Ä  �Í�­�¿�Ä�›	!	ô�b�”
ž�A�U�K�”�\�q�›�Ô�b  IGMP �è�Ù�”�Ä  �Ý�¿�·�”
�´�›�–�;�`�o� �t�`�‡�b�{�×�µ�Ä  �«�¤�æ�”  �Ý�¿�·�”�´�x�z�ž�Å�è�µ  224.0.0.1 �S�‘�|  TTL �‹  1 �w
all-hosts �Ú�ç�½�©�ß�µ�Ä  �¬�ç�”�Ó�t�|
Œ�¦���^�•�‡�b�{

IGMP �×�µ�Ä  �«�¤�æ�”  �Ý�¿�·�”�´�›
ù	ô�b�”�ç�”�»�x�z LAN �w�¦���ç�”�»�w�ˆ�p�b�{

• IGMP �Ì�”�´�ã�ï  1 �w	Ô�ù�z �¦���ç�”�»�x�z LAN 	Í�p�ˆ�^�b�”�Ú�ç�½�©�ß�µ�Ä  �ç�”�Â�Ÿ�ï�¬  �Ó
�é�Ä�¯�ç�t� �a�o
¬���^�•�‡�b�{

• IGMP �Ì�”�´�ã�ï  2 �w	Ô�ù�z�¦���ç�”�»�x�z�±�Ò�É�¿�Ä	Í�p�7�‹�ÿ�M  IP �ž�Å�è�µ�›�Ë�m�Ú�ç�½
�©�ß�µ�Ä  �ç�”�»�t�s�“�‡�b�{

�ç�”�»�U�»� �Ü�ž�¢�Ä�8���¢�8���x  igmp query-timeout �¯�Ú�ï�Å�p
M�š�^�•�”�£�t�«�¤�æ�”�›	!	ô
�`�s�T�l�h	Ô�ù�x�z�f�w�ç�”�»�U�«�¤�æ�”
C�æ	��t�s�“�‡�b�{

�«�™ �\�w�‹�›�!�Ë�b�”�q�z�Ú�ç�½�©�ß�µ�Ä�8
ù�t	O�G�s�è�¹�›�t�…�b	Ô�ù�U�K�“�‡�b�{

seconds IGMP �×�µ�Ä  �«�¤�æ�”  �Ý�¿�·�”�´�›
ù	ô�b�”
Ã�S�¢
µ�o�•�£ �{���®�q�s�”
�‹�w
c�“�x�z 1 �™ 3,600 
µ�p�b�{�Ã�Ñ�¥�ç�Ä�x  125 
µ�p�b�{

�¯�Ú�ï�Å  �Þ�”�Å

�Ñ�•� �ž�¢�¥�”�ç  �Þ�”�Å �·�©�á�æ�Â�Ÿ  �¯�ï�Â�©�µ�Ä

�ç�”�Â�¿�Å �•�a �³�ï�¬�ç

�Ú�ç�½

�¯�ï�Â�©�µ�Ä �³�µ�Â�Ü

�  � ï �» � ” �Ñ�£�   �µ  � ¯ � ï �Ñ�Ÿ
�ª�á�è�”�³�ã�ï

• — • — —

�æ�æ�”�µ �!�Ë�º�0

7.0(1) �\�w�¯�Ú�ï�Å�U�z� �ï�»�”�Ñ�£� �µ  �¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï  �Þ�”�Å�t�!
�Ë�^�•�‡�`�h�{�Ž
²�w�Ì�”�´�ã�ï�p�x�z�Ú�ç�½�©�ß�µ�Ä  � �ï�»�”�Ñ�£� �µ
�¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï  �Þ�”�Å�t�Ö�”
ž�A�U�K�“�‡�`�h�U�z �\�w�Þ�”�Å�x
�–�;�p�V�s�X�s�“�‡�`�h�{
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�« �Í�w�«�p�x�z IGMP �«�¤�æ�”���´�›  120 
µ�t�!�Ë�`�‡�b�{

hostname(config)# interface gigabitethernet 0/0
hostname(config-if)# igmp query-interval 120

���È�¯�Ú�ï�Å �¯�Ú�ï�Å 
†�Ì

igmp query-max-response-time IGMP �«�¤�æ�”�p�ž�Å�Ì�»� �¶�^�•�”�7�Õ� �t�8���›
ƒ���`
�‡�b�{

igmp query-timeout 
²�w�«�¤�æ�”
C�æ	��U�«�¤�æ�”�›���­�`�o�T�’�z�ç�”�»�U� 
�ï�»�”�Ñ�£� �µ�w�«�¤�æ�”
C�æ	��›�¾�V�'�Y�‡�p�w�»� �Ü�ž
�¢�Ä�8���›
ƒ���`�‡�b�{
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igmp query-max-response-time
IGMP �«�¤�æ�”�p�ž�Å�Ì�»� �¶�^�•�”�7�Õ� �t�8���›�¦���b�”�t�x�z� �ï�»�”�Ñ�£� �µ  �¯�ï�Ñ�Ÿ
�ª�á�è�”�³�ã�ï  �Þ�”�Å�p  igmp query-max-response-time �¯�Ú�ï�Å�›�–�;�`�‡�b�{� �t�8���›�Ã�Ñ�¥
�ç�Ä�‹�t�í�b�t�x�z�\�w�¯�Ú�ï�Å�w  no ���Ü�›�–�;�`�‡�b�{  

igmp query-max-response-time seconds

no igmp query-max-response-time [seconds]

�³�ï�»�¿�«�µ�w
†�Ì

�Ã�Ñ�¥�ç�Ä 10 
µ�{

�¯�Ú�ï�Å  �Þ�”�Å �Í�w
¯�x�z�\�w�¯�Ú�ï�Å�›�Ö�—�p�V�”�Þ�”�Å�›�Ô�`�o�M�‡�b�{

�¯�Ú�ï�Å�d�º

�–�;	Í�w�̈ � �Å�å� �ï �\�w�¯�Ú�ï�Å�U���®�q�s�”�w�x�z IGMP �Ì�”�´�ã�ï  2 �‡�h�x  3 �U�ˆ�^�`�o�M�”	Ô�ù�w�ˆ�p�b�{

�\�w�¯�Ú�ï�Å�x�z� �t	��U  IGMP �«�¤�æ�”  �Ý�¿�·�”�´�t� �t�p�V�”�8���›
M�š�`�‡�b�{�\�w�8���›
�a�W�”�q�z�ç�”�»�U�¬�ç�”�Ó�›�_	†�`�‡�b�{

�« �Í�w�«�p�x�z�7�Õ�«�¤�æ�”� �t�8���›  8 
µ�t�!�Ë�`�‡�b�{

hostname(config)# interface gigabitethernet 0/0
hostname(config-if)# igmp query-max-response-time 8

���È�¯�Ú�ï�Å

seconds IGMP �«�¤�æ�”�p�ž�Å�Ì�»� �¶�^�•�”�7�Õ� �t�8���¢
µ�o�•�£ �{���®�s�‹�x
1 �™ 25 
µ�p�b�{�Ã�Ñ�¥�ç�Ä�‹�x  10 
µ�p�b�{

�¯�Ú�ï�Å  �Þ�”�Å

�Ñ�•� �ž�¢�¥�”�ç  �Þ�”�Å �·�©�á�æ�Â�Ÿ  �¯�ï�Â�©�µ�Ä

�ç�”�Â�¿�Å �•�a �³�ï�¬�ç

�Ú�ç�½

�¯�ï�Â�©�µ�Ä �³�µ�Â�Ü

�  � ï �» � ” �Ñ�£�   �µ  � ¯ � ï �Ñ�Ÿ
�ª�á�è�”�³�ã�ï

• — • — —

�æ�æ�”�µ �!�Ë�º�0

7.0(1) �\�w�¯�Ú�ï�Å�U�z� �ï�»�”�Ñ�£� �µ  �¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï  �Þ�”�Å�t�!
�Ë�^�•�‡�`�h�{�Ž
²�w�Ì�”�´�ã�ï�p�x�z�Ú�ç�½�©�ß�µ�Ä  � �ï�»�”�Ñ�£� �µ
�¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï  �Þ�”�Å�t�Ö�”
ž�A�U�K�“�‡�`�h�U�z �\�w�Þ�”�Å�x
�–�;�p�V�s�X�s�“�‡�`�h�{

�¯�Ú�ï�Å 
†�Ì

igmp query-interval � �ï�»�”�Ñ�£� �µ�U  IGMP �×�µ�Ä  �«�¤�æ�”  �Ý�¿�·�”�´�›
ù	ô�b�”

Ã�S�›
ƒ���`�‡�b�{

igmp query-timeout 
²�w�«�¤�æ�”
C�æ	��U�«�¤�æ�”�›���­�`�o�T�’�z�ç�”�»�U� �ï�»�”
�Ñ�£� �µ�w�«�¤�æ�”
C�æ	��›�¾�V�'�Y�‡�p�w�»� �Ü�ž�¢�Ä�8���›

ƒ���`�‡�b�{
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igmp query-timeout

²�w�«�¤�æ�”
C�æ	��U�«�¤�æ�”�›���­�`�o�T�’�z� �ï�»�”�Ñ�£� �µ�U�«�¤�æ�”
C�æ	��›�¾�V�'�Y�‡
�p�w�»� �Ü�ž�¢�Ä�8���›
ƒ���b�”�t�x�z� �ï�»�”�Ñ�£� �µ  �¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï  �Þ�”�Å�p  igmp
query-timeout �¯�Ú�ï�Å�›�–�;�`�‡�b�{�Ã�Ñ�¥�ç�Ä�‹�t�í�b�t�x�z�\�w�¯�Ú�ï�Å�w  no ���Ü�›�–�;�`
�‡�b�{

igmp query-timeout seconds

no igmp query-timeout [seconds]

�³�ï�»�¿�«�µ�w
†�Ì

�Ã�Ñ�¥�ç�Ä �Ã�Ñ�¥�ç�Ä�w�«�¤�æ�”���´�x  255 
µ�p�b�{

�¯�Ú�ï�Å  �Þ�”�Å �Í�w
¯�x�z�\�w�¯�Ú�ï�Å�›�Ö�—�p�V�”�Þ�”�Å�›�Ô�`�o�M�‡�b�{

�¯�Ú�ï�Å�d�º

�–�;	Í�w�̈ � �Å�å� �ï �\�w�¯�Ú�ï�Å�t�x  IGMP �Ì�”�´�ã�ï  2 �‡�h�x  3 �U
ž�A�p�b�{

�« �Í�w�«�p�x�z�7�™�t�«�¤�æ�”�›	!	ô�`�o�T�’�z� �ï�»�”�Ñ�£� �µ�w�«�¤�æ�”
C�æ	��›�¾�V�'�Y�‡�p
200 
µ�4�;�b�”�‘�O�ç�”�»�›
ƒ���`�‡�b�{

hostname(config)# interface gigabitethernet 0/0
hostname(config-if)# igmp query-timeout 200

���È�¯�Ú�ï�Å

seconds 
²�w�«�¤�æ�”
C�æ	��U�«�¤�æ�”�›���­�`�o�T�’�z�ç�”�»�U�«�¤�æ�”
C�æ	�
�›�¾�V�'�Y�‡�p�4�;�b�”
µ
:�{���®�s�‹�x  60 �™ 300 
µ�p�b�{�Ã�Ñ�¥�ç�Ä
�‹�x  255 
µ�p�b�{

�¯�Ú�ï�Å  �Þ�”�Å

�Ñ�•� �ž�¢�¥�”�ç  �Þ�”�Å �·�©�á�æ�Â�Ÿ  �¯�ï�Â�©�µ�Ä

�ç�”�Â�¿�Å �•�a �³�ï�¬�ç

�Ú�ç�½

�¯�ï�Â�©�µ�Ä �³�µ�Â�Ü

�  � ï �» � ” �Ñ�£�   �µ  � ¯ � ï �Ñ�Ÿ
�ª�á�è�”�³�ã�ï

• — • — —

�æ�æ�”�µ �!�Ë�º�0

7.0(1) �\�w�¯�Ú�ï�Å�U�‹�Ö�^�•�‡�`�h�{

�¯�Ú�ï�Å 
†�Ì

igmp query-interval � �ï�»�”�Ñ�£� �µ�U  IGMP �×�µ�Ä  �«�¤�æ�”  �Ý�¿�·�”�´�›
ù
	ô�b�”
Ã�S�›
ƒ���`�‡�b�{

igmp query-max-response-time IGMP �«�¤�æ�”�p�ž�Å�Ì�»� �¶�^�•�”�7�Õ� �t�8���›
ƒ���`
�‡�b�{
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igmp static-group
� �ï�»�”�Ñ�£� �µ�›�z �¦���`�h�Ú�ç�½�©�ß�µ�Ä  �¬�ç�”�Ó�w�µ�»�Â�Ÿ�¿�«�t
€���^�•�h�Ý�ï�Ì�”�q�`
�o
ƒ���b�”�t�x�z� �ï�»�”�Ñ�£� �µ  �¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï  �Þ�”�Å�p  igmp static-group �¯�Ú�ï�Å
�›�–�;�`�‡�b�{�µ�»�Â�Ÿ�¿�«  �¬�ç�”�Ó  �¤�ï�Ä�æ�›�_	†�b�”�t�x�z�\�w�¯�Ú�ï�Å�w  no ���Ü�›�–�;�`
�‡�b�{  

igmp static-group group

no igmp static-group group

�³�ï�»�¿�«�µ�w
†�Ì

�Ã�Ñ�¥�ç�Ä �Ã�Ñ�¥�ç�Ä�w�ˆ�^�•�‹�x�K�“�‡�d�œ�{

�¯�Ú�ï�Å  �Þ�”�Å �Í�w
¯�x�z�\�w�¯�Ú�ï�Å�›�Ö�—�p�V�”�Þ�”�Å�›�Ô�`�o�M�‡�b�{

�¯�Ú�ï�Å�d�º

�–�;	Í�w�̈ � �Å�å� �ï igmp static-group �¯�Ú�ï�Å�›�–�;�`�o
ƒ���b�”�q�z �·�©�á�æ�Â�Ÿ  �ž�Ó�å� �ž�ï�µ  � �ï�»�”�Ñ�£� �µ
�x�z�¦���^�•�h�¬�ç�”�Ó�f�w�‹�w�›�|
Œ�q�b�”�Ú�ç�½�©�ß�µ�Ä  �Í�­�¿�Ä�›	!�Z�Ö�•�c�t�z�8
ù�`�‡
�b�{�¦���^�•�h�Ú�ç�½�©�ß�µ�Ä  �¬�ç�”�Ó�|�o�w�Ú�ç�½�©�ß�µ�Ä  �Í�­�¿�Ä�›	!�Z�Ö�•�o�z�8
ù�b�”
�‘�O�t�·�©�á�æ�Â�Ÿ  �ž�Ó�å� �ž�ï�µ�›
ƒ���b�”�t�x�z igmp join-group �¯�Ú�ï�Å�›�–�;�`�‡�b�{ igmp
join-group �¯�Ú�ï�Å�t  igmp static-group �¯�Ú�ï�Å�q�‰�a�¬�ç�”�Ó  �ž�Å�è�µ�›
ƒ���`�h	Ô�ù�x�z igmp
join-group �¯�Ú�ï�Å�U��
Œ�^�•�z �¬�ç�”�Ó�x�é�”�§�ç�t�C�Ö�`�o�M�”�¬�ç�”�Ó�w�‘�O�t�ˆ�^�`�‡�b�{

�« �Í�w�«�p�x�z
¬�R�`�h� �ï�»�”�Ñ�£� �µ�›�Ú�ç�½�©�ß�µ�Ä  �¬�ç�”�Ó  239.100.100.101 �t�å�C�`�‡�b�{

hostname(config)# interface gigabitethernet 0/0
hostname(config-if)# igmp static-group 239.100.100.101

���È�¯�Ú�ï�Å

group IP �Ú�ç�½�©�ß�µ�Ä  �¬�ç�”�Ó  �ž�Å�è�µ�{

�¯�Ú�ï�Å  �Þ�”�Å

�Ñ�•� �ž�¢�¥�”�ç  �Þ�”�Å �·�©�á�æ�Â�Ÿ  �¯�ï�Â�©�µ�Ä

�ç�”�Â�¿�Å �•�a �³�ï�¬�ç

�Ú�ç�½

�¯�ï�Â�©�µ�Ä �³�µ�Â�Ü

�  � ï �» � ” �Ñ�£�   �µ  � ¯ � ï �Ñ�Ÿ
�ª�á�è�”�³�ã�ï

• — • — —

�æ�æ�”�µ �!�Ë�º�0

7.0(1) �\�w�¯�Ú�ï�Å�U�‹�Ö�^�•�‡�`�h�{

�¯�Ú�ï�Å 
†�Ì

igmp join-group � �ï�»�”�Ñ�£� �µ�›�z�¦���`�h�¬�ç�”�Ó�w�é�”�§�ç�t
€���^�•�h�Ý
�ï�Ì�”�q�`�o
ƒ���`�‡�b�{
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igmp version
� �ï�»�”�Ñ�£� �µ�U�–�;�b�”  IGMP �w�Ì�”�´�ã�ï�›
ƒ���b�”�t�x�z � �ï�»�”�Ñ�£� �µ  �¯�ï�Ñ�Ÿ�ª�á
�è�”�³�ã�ï  �Þ�”�Å�p  igmp version �¯�Ú�ï�Å�›�–�;�`�‡�b�{�Ì�”�´�ã�ï�›�Ã�Ñ�¥�ç�Ä�t�í�b�t�x�z�\
�w�¯�Ú�ï�Å�w  no ���Ü�›�–�;�`�‡�b�{  

igmp version { 1 | 2}

no igmp version [1 | 2]

�³�ï�»�¿�«�µ�w
†�Ì

�Ã�Ñ�¥�ç�Ä IGMP �Ì�”�´�ã�ï  2�{

�¯�Ú�ï�Å  �Þ�”�Å �Í�w
¯�x�z�\�w�¯�Ú�ï�Å�›�Ö�—�p�V�”�Þ�”�Å�›�Ô�`�o�M�‡�b�{

�¯�Ú�ï�Å�d�º

�–�;	Í�w�̈ � �Å�å� �ï �±�Ò�É�¿�Ä	Í�w�ç�”�»�x�b�‚�o�z�‰�a�Ì�”�´�ã�ï�w  IGMP �›�±�Ù�”�Ä�b�”
ž�A�U�K�“�‡�b�{�×�µ�Ä
�x�Ú�™�w IGMP �Ì�”�´�ã�ï�¢ 1 �‡�h�x  2�£�›�–�;�p�V�‡�b�{�‡�h�z�·�©�á�æ�Â�Ÿ  �ž�Ó�å� �ž�ï�µ�x�z
�×�µ�Ä�w���O�›�U	Z�`�o�z�&
~�t�«�¤�æ�”�`�‡�b�{

igmp query-max-response-time �¯�Ú�ï�Å�•  igmp query-timeout �¯�Ú�ï�Å�s�r�z�°
æ�w�¯�Ú�ï�Å�p�x
IGMP �Ì�”�´�ã�ï  2 �U
ž�A�p�b�{

�« �Í�w�«�p�x�z
¬�R�`�h� �ï�»�”�Ñ�£� �µ�U  IGMP �Ì�”�´�ã�ï  1 �›�–�;�b�”�‘�O�t
ƒ���`�‡�b�{

hostname(config)# interface gigabitethernet 0/0
hostname(config-if)# igmp version 1

���È�¯�Ú�ï�Å

1 IGMP �Ì�”�´�ã�ï  1�{

2 IGMP �Ì�”�´�ã�ï  2�{

�¯�Ú�ï�Å  �Þ�”�Å

�Ñ�•� �ž�¢�¥�”�ç  �Þ�”�Å �·�©�á�æ�Â�Ÿ  �¯�ï�Â�©�µ�Ä

�ç�”�Â�¿�Å �•�a �³�ï�¬�ç

�Ú�ç�½

�¯�ï�Â�©�µ�Ä �³�µ�Â�Ü

�  � ï �» � ” �Ñ�£�   �µ  � ¯ � ï �Ñ�Ÿ
�ª�á�è�”�³�ã�ï

• — • — —

�æ�æ�”�µ �!�Ë�º�0

7.0(1) �\�w�¯�Ú�ï�Å�U�z� �ï�»�”�Ñ�£� �µ  �¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï  �Þ�”�Å�t�!
�Ë�^�•�‡�`�h�{�Ž
²�w�Ì�”�´�ã�ï�p�x�z�Ú�ç�½�©�ß�µ�Ä  � �ï�»�”�Ñ�£� �µ
�¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï  �Þ�”�Å�t�Ö�”
ž�A�U�K�“�‡�`�h�U�z �\�w�Þ�”�Å�x
�–�;�p�V�s�X�s�“�‡�`�h�{

�¯�Ú�ï�Å 
†�Ì

igmp query-max-response-time IGMP �«�¤�æ�”�p�ž�Å�Ì�»� �¶�^�•�”�7�Õ� �t�8���›
ƒ���`
�‡�b�{

igmp query-timeout 
²�w�«�¤�æ�”
C�æ	��U�«�¤�æ�”�›���­�`�o�T�’�z�ç�”�»�U� 
�ï�»�”�Ñ�£� �µ�w�«�¤�æ�”
C�æ	��›�¾�V�'�Y�‡�p�w�»� �Ü
�ž�¢�Ä�8���›
ƒ���`�‡�b�{
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ignore lsa mospf
�ç�”�»�U  link-state advertisement�¢ LSA; �æ�ï�«�µ�Â�”�Ä  �ž�Å�Ì�»� �¶�Ý�ï�Ä�£�w�»� �Ó  6 Multicast
OSPF�¢ MOSPF�£�Í�­�¿�Ä�›	!	ô�`�h�M�t�z syslog �Ý�¿�·�”�´�›
ù	ô�`�s�M�‘�O�t�b�”�t�x�z�ç�”
�»  �¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï  �Þ�”�Å�p  ignore lsa mospf �¯�Ú�ï�Å�›�–�;�`�‡�b�{ syslog �Ý�¿�·�”�´�›

ù	ô�b�”
ƒ���t�í�b�t�x�z�\�w�¯�Ú�ï�Å�w  no ���Ü�›�–�;�`�‡�b�{  

ignore lsa mospf

no ignore lsa mospf

�³�ï�»�¿�«�µ�w
†�Ì �\�w�¯�Ú�ï�Å�t�x�z�¾
:�‹�©�”�ë�”�Å�‹�K�“�‡�d�œ�{

�Ã�Ñ�¥�ç�Ä �Ã�Ñ�¥�ç�Ä�w�ˆ�^�•�‹�x�K�“�‡�d�œ�{

�¯�Ú�ï�Å  �Þ�”�Å �Í�w
¯�x�z�\�w�¯�Ú�ï�Å�›�Ö�—�p�V�”�Þ�”�Å�›�Ô�`�o�M�‡�b�{

�¯�Ú�ï�Å�d�º

�–�;	Í�w�̈ � �Å�å� �ï �»� �Ó  6 MOSPF �Í�­�¿�Ä�x�±�Ù�”�Ä�0	Å�Ž�p�b�{  

�« �Í�w�«�p�x�z LSA �»� �Ó  6 MOSPF �Í�­�¿�Ä�U�Á�¹�^�•�”�‘�O�t�`�‡�b�{

hostname(config-router)# ignore lsa mospf

���È�¯�Ú�ï�Å

�¯�Ú�ï�Å  �Þ�”�Å

�Ñ�•� �ž�¢�¥�”�ç  �Þ�”�Å �·�©�á�æ�Â�Ÿ  �¯�ï�Â�©�µ�Ä

�ç�”�Â�¿�Å �•�a �³�ï�¬�ç

�Ú�ç�½

�¯�ï�Â�©�µ�Ä �³�µ�Â�Ü

�ç�”�»  �¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã
�ï

• — • — —

�æ�æ�”�µ �!�Ë�º�0

�7�� �\�w�¯�Ú�ï�Å�x�7���w�‹�w�p�b�{

�¯�Ú�ï�Å 
†�Ì

show running-config router ospf OSPF �ç�”�»  �¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï�›
¯�Ô�`�‡�b�{
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im
SIP �&���w� �ï�µ�»�ï�Ä  �Ý�¿�·�”�´�›� �É�”�Ò�ç�t�b�”�t�x�z �Í�å�Ý�”�»  �¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï
�Þ�”�Å�p  im �¯�Ú�ï�Å�›�–�;�`�‡�b�{�Í�å�Ý�”�»  �¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï  �Þ�”�Å�t�x�z�Ù�æ�³�”
�Ú�¿�Ó �¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï  �Þ�”�Å�T�’�ž�«�·�µ�p�V�‡�b�{�\�w�;�ó�›�Ã�Ÿ�·�”�Ò�ç�t�b�”�t
�x�z�\�w�¯�Ú�ï�Å�w  no ���Ü�›�–�;�`�‡�b�{

im

no im

�³�ï�»�¿�«�µ�w
†�Ì �\�w�¯�Ú�ï�Å�t�x�z�¾
:�‹�©�”�ë�”�Å�‹�K�“�‡�d�œ�{

�Ã�Ñ�¥�ç�Ä �\�w�¯�Ú�ï�Å�x�z�Ã�Ñ�¥�ç�Ä�p�x�Ã�Ÿ�·�”�Ò�ç�t�s�l�o�M�‡�b�{

�¯�Ú�ï�Å  �Þ�”�Å �Í�w
¯�x�z�\�w�¯�Ú�ï�Å�›�Ö�—�p�V�”�Þ�”�Å�›�Ô�`�o�M�‡�b�{

�¯�Ú�ï�Å�d�º

�« �Í�w�«�p�x�z SIP �U�*�Ù�æ�³�”  �Ú�¿�Ó�p  SIP �&���w� �ï�µ�»�ï�Ä  �Ý�¿�·�”�´�›� �É�”�Ò�ç�t�b�”�M
�O�›�Ô�`�‡�b�{

hostname(config)# policy-map type inspect sip sip_map
hostname(config-pmap)# parameters
hostname(config-pmap-p)# im

���È�¯�Ú�ï�Å

�¯�Ú�ï�Å  �Þ�”�Å

�Ñ�•� �ž�¢�¥�”�ç  �Þ�”�Å �·�©�á�æ�Â�Ÿ  �¯�ï�Â�©�µ�Ä

�ç�”�Â�¿�Å �•�a �³�ï�¬�ç

�Ú�ç�½

�¯�ï�Â�©�µ�Ä �³�µ�Â�Ü

�Í�å�Ý�”�»  �¯�ï�Ñ�Ÿ�ª�á�è�”
�³�ã�ï

• • • • —

�æ�æ�”�µ �!�Ë�º�0

7.2(1) �\�w�¯�Ú�ï�Å�U�‹�Ö�^�•�‡�`�h�{

�¯�Ú�ï�Å 
†�Ì

class �Ù�æ�³�”  �Ú�¿�Ó�t���Š�”�«�å�µ  �Ú�¿�Ó�Ê�›�¦���`�‡�b�{

class-map type inspect �ž�Ó�æ�­�”�³�ã�ï�{���w�Ä�å�Ñ�Ÿ�¿�«�›	°�ù�b�”�h�Š�w�U
�*�«�å�µ  �Ú�¿�Ó�›�^
R�`�‡�b�{

policy-map �è� �à  3/4 �w�Ù�æ�³�”  �Ú�¿�Ó�›�^
R�`�‡�b�{

show running-config policy-map �q�O�w�b�‚�o�w�Ù�æ�³�”  �Ú�¿�Ó �¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï�›

¯�Ô�`�‡�b�{
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imap4s
IMAP4S �¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï  �Þ�”�Å�t�Ö�”�t�x�z�¬�é�”�Ì�ç  �¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï  �Þ�”�Å
�p  imap4s �¯�Ú�ï�Å�›�–�;�`�‡�b�{ IMAP4S �¯�Ú�ï�Å  �Þ�”�Å�p�Ö�—�`�h�¯�Ú�ï�Å�›�b�‚�o�_	†�b�”
�t�x�z�\�w�¯�Ú�ï�Å�w  no ���Ü�›�–�;�`�‡�b�{

IMAP4 �x�z� �ï�»�”�É�¿�Ä  �±�”�Ì�U�â�”�²�|�o�w�?� �Ý�”�ç�›	!	ô�S�‘�|�-���b�”�h�Š�w�«�å� 
�ž�ï�Ä / �±�”�Ì  �Ó�é�Ä�¯�ç�p�b�{�â�”�²�¢�‡�h�x�?� �Ý�”�ç  �«�å� �ž�ï�Ä�£�x�z�Ý�”�ç�w�Ô�¿�¼�”
�S�‘�|
ù	ô	��w�ˆ�›
¯�Ô�`�o�z �Ý�”�ç�›�¼�¢�ï�é�”�Å�b�”�T�r�O�T�›�>�Š�”�\�q�U�p�V�‡�b�{ �‡�h�z
�±�”�Ì	Í�t
ó
:�w�Ñ�¥�ç�¼�•�Ý�”�ç�Ø�¿�«�µ�›�^
R�`�o
â�^�b�”�z�Ý�¿�·�”�´�›�_	†�b�”�z�‡�h�x
�›��
æ
ü�•�Ý�¿�·�”�´
¶�.�›�U�g�b�”�\�q�‹�p�V�‡�b�{�Ý�”�ç�›
â�^�b�”���z IMAP �x�±�”�Ì�t�'
���$�t�ž�«�·�µ�b�”
ž�A�U�K�“�‡�b�{ IMAP4S �›�–�;�b�”�q�z SSL 
€��	Í�p�?� �Ý�”�ç�›	!	ô�p�V
�‡�b�{

imap4s

no imap4s

�³�ï�»�¿�«�µ�w
†�Ì �\�w�¯�Ú�ï�Å�t�x�z�¾
:�‹�©�”�ë�”�Å�‹�K�“�‡�d�œ�{

�Ã�Ñ�¥�ç�Ä �Ã�Ñ�¥�ç�Ä�w�ˆ�^�•�‹�x�K�“�‡�d�œ�{

�¯�Ú�ï�Å  �Þ�”�Å �Í�w
¯�x�z�\�w�¯�Ú�ï�Å�›�Ö�—�p�V�”�Þ�”�Å�›�Ô�`�o�M�‡�b�{

�¯�Ú�ï�Å�d�º

�« �Í�w�«�x�z IMAP4S �¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï  �Þ�”�Å�t�Ö�”�M�O�›�Ô�`�o�M�‡�b�{

hostname(config)#  imap4s
hostname(config-imap4s)#

���È�¯�Ú�ï�Å

�¯�Ú�ï�Å  �Þ�”�Å

�Ñ�•� �ž�¢�¥�”�ç  �Þ�”�Å �·�©�á�æ�Â�Ÿ  �¯�ï�Â�©�µ�Ä

�ç�”�Â�¿�Å �•�a �³�ï�¬�ç

�Ú�ç�½

�¯�ï�Â�©�µ�Ä �³�µ�Â�Ü

�¬�é�”�Ì�ç  �¯�ï�Ñ�Ÿ�ª�á�è�”
�³�ã�ï

• • — — •

�æ�æ�”�µ �!�Ë�º�0

7.0(1) �\�w�¯�Ú�ï�Å�U�‹�Ö�^�•�‡�`�h�{

�¯�Ú�ï�Å 
†�Ì

clear configure imap4s IMAP4S �¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï�›�_	†�`�‡�b�{

show running-config imap4s IMAP4S �w�î�æ�¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï�›
¯�Ô�`�‡�b�{  
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inspect ctiqbe �¯�Ú�ï�Å�™  
inspect xdmcp �¯�Ú�ï�Å

inspect ctiqbe
CTIQBE �Ó�é�Ä�¯�ç�U�*�›� �É�”�Ò�ç�t�b�”�t�x�z �«�å�µ  �¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï  �Þ�”�Å�p  inspect
ctiqbe �¯�Ú�ï�Å�›�–�;�`�‡�b�{�«�å�µ  �¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï  �Þ�”�Å�t�x�z�Ù�æ�³�”  �Ú�¿�Ó  �¯�ï
�Ñ�Ÿ�ª�á�è�”�³�ã�ï  �Þ�”�Å�T�’�ž�«�·�µ�p�V�‡�b�{�U�*�›�Ã�Ÿ�·�”�Ò�ç�t�b�”�t�x�z�\�w�¯�Ú�ï�Å
�w no ���Ü�›�–�;�`�‡�b�{  

inspect ctiqbe

no inspect ctiqbe

�Ã�Ñ�¥�ç�Ä �\�w�¯�Ú�ï�Å�x�z�Ã�Ñ�¥�ç�Ä�p�x�Ã�Ÿ�·�”�Ò�ç�t�s�l�o�M�‡�b�{

�¯�Ú�ï�Å  �Þ�”�Å �Í�w
¯�x�z�\�w�¯�Ú�ï�Å�›�Ö�—�p�V�”�Þ�”�Å�›�Ô�`�o�M�‡�b�{

�¯�Ú�ï�Å�d�º

�–�;	Í�w�̈ � �Å�å� �ï inspect ctiqbe �¯�Ú�ï�Å�x�z NAT�z PAT�z�S�‘�|
Ò�M�²  NAT �›�±�Ù�”�Ä�b�”  CTIQBE �Ó�é�Ä�¯�ç�U
�*�›� �É�”�Ò�ç�t�`�‡�b�{� �É�”�Ò�ç�t�b�”�q�z Cisco IP SoftPhone �q���w  Cisco TAPI/JTAPI �ž�Ó�æ
�­�”�³�ã�ï�U  Cisco CallManager �q
Y	×�t�È���ˆ�^�`�o�z �·�©�á�æ�Â�Ÿ  �ž�Ó�å� �ž�ï�µ�›�è�a�o�¯�”
�ç  �·�¿�Ä�ž�¿�Ó�›�î�æ�p�V�”�‘�O�t�s�“�‡�b�{

�¯�Ú�ï�Å  �Þ�”�Å

�Ñ�•� �ž�¢�¥�”�ç  �Þ�”�Å �·�©�á�æ�Â�Ÿ  �¯�ï�Â�©�µ�Ä

�ç�”�Â�¿�Å �•�a �³�ï�¬�ç

�Ú�ç�½

�¯�ï�Â�©�µ�Ä �³�µ�Â�Ü

�«�å�µ  �¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã
�ï

• • • • —

�æ�æ�”�µ �!�Ë�º�0

7.0(1) �\�w�¯�Ú�ï�Å�x  7.0(1) �p�‹�Ö�^�•�‡�`�h�{�\�w�¯�Ú�ï�Å�t�‘�“�z�7���w
fixup  �¯�Ú�ï�Å�x�”�V�õ�Q�’�•�o
��­�^�•�‡�`�h�{  
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Telephony Application Programming Interface�¢ TAPI�£�q  Java Telephony Application Programming Interface
�¢ JTAPI�£�x�z���X�w  Cisco VoIP �ž�Ó�æ�­�”�³�ã�ï�p�–�;�^�•�‡�b�{ Computer Telephony Interface
Quick Buffer Encoding�¢ CTIQBE�£�x�z Cisco TAPI Service Provider�¢ TSP�£�U  Cisco CallManager �q�è
	ô�b�”�h�Š�t�–�;�`�‡�b�{

�Í�t�z CTIQBE �ž�Ó�æ�­�”�³�ã�ï�U�*�›�–�;�b�”�q�V�t�&�;�^�•�”
M�v�›�A�ÿ�`�‡�b�{

• CTIQBE �ž�Ó�æ�­�”�³�ã�ï�U�*�p�x�z alias �¯�Ú�ï�Å�›�–�;�`�h�¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï�x�±
�Ù�”�Ä�^�•�‡�d�œ�{

• CTIQBE �¯�”�ç�w�µ�Â�”�Ä�Ñ�ç  �Ñ�£�”�ç�¦�”�Ì�”�x�±�Ù�”�Ä�^�•�o�M�‡�d�œ�{

• debug ctiqbe �¯�Ú�ï�Å�›�–�;�b�”�q�z�Ý�¿�·�”�´�;
ù�U�—���b�”	Ô�ù�U�K�“�‡�b�{�f�w�A�L�z
�æ�ž�ç�»� �Ü���¥�p�x�Í�Ñ�¥�”�Ú�ï�µ�t�è�¹�U�t�•	Ô�ù�U�K�“�‡�b�{�\�w�Ã�Ì�¿�¬�‡�h�x�é�ª
�ï�¬�›� �É�”�Ò�ç�t�`�h�A�L�z Cisco IP SoftPhone �t�S�M�o�·�©�á�æ�Â�Ÿ  �ž�Ó�å� �ž�ï�µ�T�’�w
�¯�”�ç  �·�¿�Ä�ž�¿�Ó�›�ì�ƒ�p�V�s�X�s�l�h�q�¥�˜�•�”	Ô�ù�x�z Cisco IP SoftPhone �›�î�æ�b�”�³
�µ�Â�Ü	Í�p  Cisco TSP 
ƒ���w�»� �Ü�ž�¢�Ä�‹�›
ÿ�•�`�‡�b�{

• CTIQBE �ž�Ó�æ�­�”�³�ã�ï�U�*�p�x�z
ó
:�w  TCP �Í�­�¿�Ä�t�Ñ�å�¬�Ý�ï�Ä�=�^�•�h  CTIQBE
�Ý�¿�·�”�´�x�±�Ù�”�Ä�^�•�o�M�‡�d�œ�{

�Í�t�z�›���w�³�Æ�æ�¦�p  CTIQBE �ž�Ó�æ�­�”�³�ã�ï�U�*�›�–�;�b�”	Ô�ù�t�›�t�ß�€�U
ž�A�s�Ä�ò�›
�A�ÿ�`�‡�b�{

• 2 �m�w Cisco IP SoftPhone �U�Ÿ�s�”  Cisco CallManager �t�J�å�^�•�o�M�”	Ô�ù�z �¤  Cisco CallManager
�x�·�©�á�æ�Â�Ÿ  �ž�Ó�å� �ž�ï�µ�w�Ÿ�s�”� �ï�»�”�Ñ�£� �µ�t
€���^�•�o�M�”�h�Š�z �\�•�’  2 �m
�w�?�é���w�¯�”�ç�x�æ

�`�‡�b�{

• Cisco CallManager �U Cisco IP SoftPhone �‘�“�‹�·�©�á�æ�Â�Ÿ�w�ô�M� �ï�»�”�Ñ�£� �µ	Í�t�K�“�z
Cisco CallManager IP �ž�Å�è�µ�w  NAT �‡�h�x�Ž
æ  NAT �U
ž�A�t�s�”	Ô�ù�z Cisco IP SoftPhone �p
�x�z Cisco CallManager IP �ž�Å�è�µ�›  PC 	Í�w  Cisco TSP �¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï�p�Ì�Ô�$�t�¦
���b�”
ž�A�U�K�”�h�Š�z�Ú�¿�Ð�ï�¬�x�µ�»�Â�Ÿ�¿�«�t�b�”
ž�A�U�K�“�‡�b�{

• PAT �‡�h�x�Ž
æ  PAT �›�–�;�`�o�z Cisco CallManager IP �ž�Å�è�µ�›�!�õ�b�”	Ô�ù�z Cisco IP
SoftPhone �w�J�å�›
R�­�^�d�”�t�x�z�f�w  TCP �Ù�”�Ä  2748 �›  PAT�¢� �ï�»�”�Ñ�£� �µ�£�ž�Å�è
�µ�w �‰�a�Ù�”�Ä �t�µ�»�Â�Ÿ�¿�«�t�Ú�¿�Ð�ï�¬�b�”
ž�A�U�K�“�‡�b�{ CTIQBE �æ�µ�Ç�ï�¬  �Ù�”�Ä

�¢ TCP 2748�£�x�{���^�•�o�S�“�z Cisco CallManager�z Cisco IP SoftPhone�z�‡�h�x  Cisco TSP 	Í�p
�â�”�²�U
ƒ���!�Ë�b�”�\�q�x�p�V�‡�d�œ�{

�³�¬�Æ�æ�ï�¬  �Ý�¿�·�”�´�w�U�*

�³�¬�Æ�æ�ï�¬  �Ý�¿�·�”�´�›�U�*�b�”	Ô�ù�z inspect ctiqbe �¯�Ú�ï�Å�p�x�z���X�w	Ô�ù�z�Ý�Ã�Ÿ�ž  �¤
�ï�Å�Ù� �ï�Ä�¢�h�q�Q�y�z IP �?�é�£�w	Ô	t�›
Y�¬�t�Œ�”
ž�A�U�K�“�‡�b�{

�\�w	Ø�C�x�z�Ý�Ã�Ÿ�ž  �Ä�å�Ñ�Ÿ�¿�«�w�h�Š�w�ž�«�·�µ
M�š�q  NAT 	Ý�6�›	j
‹�`�o�z	��^�À�p�w
ƒ
���s�`�p�Ý�Ã�Ÿ�ž  �Ä�å�Ñ�Ÿ�¿�«�›�•�a�$�t�Ñ�•� �ž�¢�¥�”�ç�›�è�a�^�d�”�h�Š�t�–�;�^�•�‡�b�{

�\�w	Ô	t�›�Ð�‚�”	Ô�ù�z inspect ctiqbe �¯�Ú�ï�Å�x�z�Ä�ï�É�ç  �Ã�Ñ�¥�ç�Ä  �®�”�Ä�¢�£� �w�ç�”�Ä�›
�–�;�`�‡�d�œ �{�Ä�ï�É�ç  �Ã�Ñ�¥�ç�Ä  �®�”�Ä�¢�£� �w�ç�”�Ä�x�z route interface 0 0 metric tunneled �q
�M�O���Ü�w�ç�”�Ä�p�b�{�\�w�ç�”�Ä�x�z IPSec �Ä�ï�É�ç�T�’	Z�—�^�•�”�Í�­�¿�Ä�w�Ã�Ñ�¥�ç�Ä  �ç�”
�Ä�›	Í	{�V�`�‡�b�{�f�w�h�Š�z VPN �Ä�å�Ñ�Ÿ�¿�«�t�0�`�o  inspect ctiqbe �¯�Ú�ï�Å�U
ž�A�q�s�”	Ô
�ù�x�z�Ä�ï�É�ç  �Ã�Ñ�¥�ç�Ä  �®�”�Ä�¢�£� �w�ç�”�Ä�›
ƒ���`�s�M�p�X�i�^�M�{�E�˜�“�t�z���w�µ�»
�Â�Ÿ�¿�«  �ç�”�Â�Ÿ�ï�¬�‡�h�x�¼� �Æ�Û�¿�«  �ç�”�Â�Ÿ�ï�¬�›�–�;�`�‡�b�{
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�« �Í�w�«�t�Ô�b�‘�O�t�z CTIQBE �U�*�¤�ï�´�ï�›� �É�”�Ò�ç�t�`�‡�b�{�\�w�«�p�x�z�Ã�Ñ�¥�ç�Ä  �Ù�”
�Ä�¢ 2748�£	Í�w  CTIQBE �Ä�å�Ñ�Ÿ�¿�«�t�°�•�b�”�«�å�µ  �Ú�¿�Ó�›�^
R�`�‡�b�{�\�w�±�”�Ï�µ  �Ù�æ
�³�”�U�z�Ž
æ� �ï�»�”�Ñ�£� �µ�t�&�;�^�•�‡�b�{  

hostname(config)# class-map ctiqbe-port
hostname(config-cmap)# match port tcp eq 2748
hostname(config-cmap)# exit
hostname(config)# policy-map ctiqbe_policy  
hostname(config-pmap)# class ctiqbe-port
hostname(config-pmap-c)# inspect ctiqbe
hostname(config-pmap-c)# exit
hostname(config)# service-policy ctiqbe_policy interface outside

�b�‚�o�w� �ï�»�”�Ñ�£� �µ�t�0�`�o  CTIQBE �U�*�›� �É�”�Ò�ç�t�b�”�t�x�z interface outside �w�E
�˜�“�t  global �Í�å�Ý�”�»�›�–�;�`�‡�b�{

���È�¯�Ú�ï�Å �¯�Ú�ï�Å 
†�Ì

class-map �·�©�á�æ�Â�Ÿ  �ž�«�³�ã�ï�›�&�;�b�”
Œ�w�Ä�å�Ñ�Ÿ�¿�«  �«�å�µ�›���[�`�‡
�b�{  

show conn �^�‡�_�‡�s
€���»� �Ó�w
€��	Ý�6�›
¯�Ô�`�‡�b�{

show ctiqbe �·�©�á�æ�Â�Ÿ  �ž�Ó�å� �ž�ï�µ�›�ý�Q�o�¬�q�^�•�h  CTIQBE �·�¿�³�ã�ï�t
���b�”	Ø�C�›
¯�Ô�`�‡�b�{ CTIQBE �U�*�¤�ï�´�ï�t�‘�l�o�Â�“�p�o�’�•�h
�Ý�Ã�Ÿ�ž
€���t���b�”	Ø�C�›
¯�Ô�`�‡�b�{

timeout �^�‡�_�‡�s�Ó�é�Ä�¯�ç�S�‘�|�·�¿�³�ã�ï  �»� �Ó�w�ž� �Å�ç	Ý�6�w�7�G�'
���Ì���›
ƒ���`�‡�b�{  



�H 15 	·       inspect ctiqbe �¯�Ú�ï�Å�™  inspect xdmcp �¯�Ú�ï�Å
  inspect dcerpc

15-4
Cisco �·�©�á�æ�Â�Ÿ  �ž�Ó�å� �ž�ï�µ  �¯�Ú�ï�Å  �æ�Ñ�•�è�ï�µ

OL-10086-02-J

inspect dcerpc
�¤�ï�Å�Ù� �ï�Ä  �Ú�¿�Í�”�|�w  DCERPC �Ä�å�Ñ�Ÿ�¿�«�w�U�*�›� �É�”�Ò�ç�t�b�”�t�x�z�«�å�µ  �¯�ï
�Ñ�Ÿ�ª�á�è�”�³�ã�ï  �Þ�”�Å�p  inspect dcerpc �¯�Ú�ï�Å�›�–�;�`�‡�b�{ �«�å�µ  �¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã
�ï  �Þ�”�Å�t�x�z�Ù�æ�³�”  �Ú�¿�Ó  �¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï  �Þ�”�Å�T�’�ž�«�·�µ�p�V�‡�b�{�\�w�¯�ï
�Ñ�Ÿ�ª�á�è�”�³�ã�ï�›�_	†�b�”�t�x�z�\�w�¯�Ú�ï�Å�w  no ���Ü�›�–�;�`�‡�b�{  

inspect dcerpc [map_name]

no inspect dceprc [map_name]

�³�ï�»�¿�«�µ�w
†�Ì

�Ã�Ñ�¥�ç�Ä �\�w�¯�Ú�ï�Å�x�z�Ã�Ñ�¥�ç�Ä�p�x�Ã�Ÿ�·�”�Ò�ç�t�s�l�o�M�‡�b�{

�¯�Ú�ï�Å  �Þ�”�Å �Í�w
¯�x�z�\�w�¯�Ú�ï�Å�›�Ö�—�p�V�”�Þ�”�Å�›�Ô�`�o�M�‡�b�{

�¯�Ú�ï�Å�d�º

�–�;	Í�w�̈ � �Å�å� �ï inspect dcerpc �¯�Ú�ï�Å�x�z DCERPC �Ó�é�Ä�¯�ç�w�ž�Ó�æ�­�”�³�ã�ï�U�*�›� �É�”�Ò�ç�‡�h�x�Ã�Ÿ
�·�”�Ò�ç�t�`�‡�b�{

�« �Í�w�«�p�x�z DCERPC �Ð�ï�×�”�ç�t
ƒ���^�•�h�»� �Ü�ž�¢�Ä�›�¦���`�o�z DCERPC �U�*�Ù�æ�³�”�›
���[�b�”�M�O�›�Ô�`�‡�b�{  

hostname(config)# policy-map type inspect dcerpc dcerpc_map
hostname(config-pmap)# timeout pinhole 0:10:00

hostname(config)# class-map dcerpc
hostname(config-cmap)# match port tcp eq 135

hostname(config)# policy-map global-policy
hostname(config-pmap)# class dcerpc
hostname(config-pmap-c)# inspect dcerpc dcerpc_map

hostname(config)# service-policy global-policy global

map_name �¢�¦�Ó�³�ã�ï�£ DCERPC �Ú�¿�Ó�w�Ê
²�{

�¯�Ú�ï�Å  �Þ�”�Å

�Ñ�•� �ž�¢�¥�”�ç  �Þ�”�Å �·�©�á�æ�Â�Ÿ  �¯�ï�Â�©�µ�Ä

�ç�”�Â�¿�Å �•�a �³�ï�¬�ç

�Ú�ç�½

�¯�ï�Â�©�µ�Ä �³�µ�Â�Ü

�«�å�µ  �¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã
�ï

• • • • —

�æ�æ�”�µ �!�Ë�º�0

7.2(1) �\�w�¯�Ú�ï�Å�U�‹�Ö�^�•�‡�`�h�{
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���È�¯�Ú�ï�Å �¯�Ú�ï�Å 
†�Ì

class �Ù�æ�³�”  �Ú�¿�Ó�t���Š�”�«�å�µ  �Ú�¿�Ó�Ê�›�¦���`�‡�b�{

class-map type inspect �ž�Ó�æ�­�”�³�ã�ï�{���w�Ä�å�Ñ�Ÿ�¿�«�›	°�ù�b�”�h�Š�w�U
�*�«�å�µ  �Ú�¿�Ó�›�^
R�`�‡�b�{

policy-map �è� �à  3/4 �w�Ù�æ�³�”  �Ú�¿�Ó�›�^
R�`�‡�b�{

show running-config policy-map �q�O�w�b�‚�o�w�Ù�æ�³�”  �Ú�¿�Ó �¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï�›

¯�Ô�`�‡�b�{

timeout pinhole DCERPC �Ð�ï�×�”�ç�w�»� �Ü�ž�¢�Ä�›
ƒ���`�z �¬�é�”�Ì�ç  �³
�µ�Â�Ü  �Ð�ï�×�”�ç  �»� �Ü�ž�¢�Ä�›	Í	{�V�`�‡�b�{
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inspect dns
DNS �U�*�›� �É�”�Ò�ç�t�b�”�t�x�¢�Ž
²�t�Ã�Ÿ�·�”�Ò�ç�t�`�h	Ô�ù�£�z�‡�h�x�z DNS �U�*�w�Í�å
�Ý�”�»�›
ƒ���b�”�t�x�z�«�å�µ  �¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï  �Þ�”�Å�p  inspect dns �¯�Ú�ï�Å�›�–�;�`�‡
�b�{�«�å�µ  �¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï  �Þ�”�Å�t�x�z�Ù�æ�³�”  �Ú�¿�Ó  �¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï  �Þ�”�Å
�T�’�ž�«�·�µ�p�V�‡�b�{ DNS �U�*�›�Ã�Ÿ�·�”�Ò�ç�t�b�”�t�x�z�\�w�¯�Ú�ï�Å�w  no ���Ü�›�–�;�`�‡
�b�{  

inspect dns [map_name]

no inspect dns [map_name]

�³�ï�»�¿�«�µ�w
†�Ì

�Ã�Ñ�¥�ç�Ä �\�w�¯�Ú�ï�Å�x�z�Ã�Ñ�¥�ç�Ä�p�x� �É�”�Ò�ç�t�s�l�o�M�‡�b�{

�¯�Ú�ï�Å  �Þ�”�Å �Í�w
¯�x�z�\�w�¯�Ú�ï�Å�›�Ö�—�p�V�”�Þ�”�Å�›�Ô�`�o�M�‡�b�{

�¯�Ú�ï�Å�d�º

�–�;	Í�w�̈ � �Å�å� �ï DNS guard �x�z DNS � �t�U�·�©�á�æ�Â�Ÿ  �ž�Ó�å� �ž�ï�µ�t�‘�l�o�8
ù�^�•�”�q�z DNS �«�¤�æ�”�t
���È
Ç�Z�’�•�h  DNS �·�¿�³�ã�ï�›�h�i�j�t���­�`�‡�b�{ DNS guard �x�z�‡�h�z DNS � �t�w  ID �U
DNS �«�¤�æ�”�w  ID �q�°�•�`�o�M�”�\�q�›�¬�Ý�b�”�h�Š�t�z�Ý�¿�·�”�´�¦�õ�›���¹�`�‡�b�{

DNS �U�*�U� �É�”�Ò�ç�w	Ô�ù�¢�Ã�Ñ�¥�ç�Ä�£ �z�·�©�á�æ�Â�Ÿ  �ž�Ó�å� �ž�ï�µ�x�Í�w�å�C�»�µ�«�›�î
�æ�`�‡�b�{

• alias �¯�Ú�ï�Å�z static �¯�Ú�ï�Å�z �S�‘�|  nat �¯�Ú�ï�Å�›�–�;�`�o�ì
R�`�h�¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã
�ï�t�,�n�M�o�z DNS �è�¯�”�Å�›�!�õ�b�”�¢ DNS �æ�å� �Ä�£ �{�!�õ�U�&�;�^�•�”�w�x�z DNS � �t
�w A �è�¯�”�Å�w�ˆ�p�b�{�f�w�h�Š�z PTR �è�¯�”�Å�›�A�{�b�”�o�ç�¿�«�ž�¿�Ó�x�z DNS �æ�å� 
�Ä�w�è�¹�›	!�Z�‡�d�œ�{

�¢�«�£ DNS �æ�å� �Ä�x  PAT �t�x�&�;�p�V�‡�d�œ�{�\�•�x�z A �è�¯�”�Å�]�q�t
ó
:�w  PAT �F���U
�&�;�D�ó�p�K�“�z�–�;�^�•�”  PAT �F���U�K�M�‡�M�t�s�”�h�Š�p�b�{

map_name �¢�¦�Ó�³�ã�ï�£ DNS �Ú�¿�Ó�w�Ê
²�{

�¯�Ú�ï�Å  �Þ�”�Å

�Ñ�•� �ž�¢�¥�”�ç  �Þ�”�Å �·�©�á�æ�Â�Ÿ  �¯�ï�Â�©�µ�Ä

�ç�”�Â�¿�Å �•�a �³�ï�¬�ç

�Ú�ç�½

�¯�ï�Â�©�µ�Ä �³�µ�Â�Ü

�«�å�µ  �¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã
�ï

• • • • —

�æ�æ�”�µ �!�Ë�º�0

7.0(1) �\�w�¯�Ú�ï�Å�U�‹�Ö�^�•�z fixup �¯�Ú�ï�Å�x�”�V�õ�Q�’�•�o
��­�^�•�‡�`
�h�{  

7.2(1) �^�’�t���X�w  DNS �U�*�Í�å�Ý�”�»�›
ƒ���p�V�”�‘�O�t�z�\�w�¯�Ú�ï�Å�U
	.
Y�^�•�‡�`�h�{
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• DNS �Ý�¿�·�”�´�w�7�G�Õ�›�&�;�b�”�¢�Ã�Ñ�¥�ç�Ä�x  512 �Ì� �Ä�z�7�G�Õ�x  65,535 �Ì� �Ä�£ �{
ž
�A�t� �a�o�6�Ï
R�U�î�æ�^�•�z�Í�­�¿�Ä�Õ�U
ƒ���`�h�7�G�Õ�›�Ò�Q�o�M�s�M�\�q�U�¬�Ý�^�•�‡
�b�{�7�G�Õ�›�Ò�Q�o�M�”	Ô�ù�z�f�w�Í�­�¿�Ä�x�Å�é�¿�Ó�^�•�‡�b�{  

• �Å�Ý� �ï�Ê�w�Õ�^�q�`�o  255 �Ì� �Ä�›�z�å�Õ�ç�w�Õ�^�q�`�o  63 �Ì� �Ä�›�&�;�b�”�{

• DNS �Ý�¿�·�”�´�t�y	V�Ù� �ï�»�U	Z�q�b�”	Ô�ù�z �Ù� �ï�»�t�‘�l�o�€	°�^�•�”�Å�Ý� �ï�Ê�w�ì

¶
Q�›�¬�Ý�b�”�{

• �y	V�Ù� �ï�»�w�ç�”�Ó�U���O�b�”�T�r�O�T�›�¬�Ý�b�”�{


ó
:�w  DNS �·�¿�³�ã�ï�U�‰�a  2 �m�w�×�µ�Ä���p
C
\�`�z�f�•�’�w�·�¿�³�ã�ï�w  5 �m�w�»�Ó�ç�¢
ù
	ô�i / �|
Œ  IP �ž�Å�è�µ�z
ù	ô�i / �|
Œ�Ù�”�Ä�z�S�‘�|�Ó�é�Ä�¯�ç�£�U�‰�a�‹�w�p�K�”	Ô�ù�z�f�•�’
�w�·�¿�³�ã�ï�t�0�`�o�x
€���U  1 �m�w�ˆ�^
R�^�•�‡�b�{ DNS �w�Ý��	Ø�C�x�z app_id �t�‘�l�o�å
{�^
�•�z�¤  app_id �w�ž� �Å�ç  �»� �Ú�”�x�f�•�g�•� �q�`�o�ˆ�^�`�‡�b�{  

app_id �w���®�8�v�x�f�•�g�•� �q�`�o�¬�ƒ�b�”�h�Š�z
Y�p�s  DNS � �t�U�·�©�á�æ�Â�Ÿ  �ž�Ó�å� �ž
�ï�µ�›�è�a�p�V�”�w�x�z�v�’�•�h�8���º�w�ˆ�p�K�“�z�æ�¹�”�µ�w�'���–�;�x�p�V�‡�d�œ�{�`�T�`�z
show conn �¯�Ú�ï�Å�›�Ö�—�b�”�q�z DNS 
€���w�ž� �Å�ç  �»� �Ú�”�U	ý�`�M  DNS �·�¿�³�ã�ï�t�‘�l
�o�æ�·�¿�Ä�^�•�”�\�q�U�Ô�^�•�‡�b�{�\�•�x�ž��  DNS 
€���w
Q�í�t�‘�”�‹�w�p�K�“�z�“�7�p�b�{

DNS �æ�å� �Ä�w�ˆ�^

DNS �U�*�U� �É�”�Ò�ç�w	Ô�ù�z DNS �æ�å� �Ä�x�z�Ú�™�w� �ï�»�”�Ñ�£� �µ�T�’
C	ô�^�•�”  DNS
�Ý�¿�·�”�´�w  NAT �›�Ñ�ç  �±�Ù�”�Ä�`�‡�b�{  

�º
æ�É�¿�Ä�ë�”�«	Í�w�«�å� �ž�ï�Ä�U�º
æ�ž�Å�è�µ�w  DNS �r�>�›�Ž
æ� �ï�»�”�Ñ�£� �µ	Í�w  DNS
�±�”�Ì�t�A�{�`�h	Ô�ù�z DNS A �è�¯�”�Å�x
Y�`�X�!�õ�^�•�‡�b�{ DNS �U�*�¤�ï�´�ï�U�Ã�Ÿ�·�”�Ò
�ç�w	Ô�ù�z A �è�¯�”�Å�x�!�õ�^�•�‡�d�œ�{

DNS �æ�å� �Ä�x�z�Í�w  2 �m�w�;�ó�›�î�æ�`�‡�b�{

• DNS �«�å� �ž�ï�Ä�U�Ó�å� �Õ�”�Ä  � �ï�»�”�Ñ�£� �µ	Í�t�K�”	Ô�ù�z DNS � �t �º�w�Í�Ò�æ�¿�«
�ž�Å�è�µ�¢�ç�”�Â�Ÿ�ï�¬�D�ó�s�ž�Å�è�µ�‡�h�x�®�Ú�¿�Ð�ï�¬�^�•�h�¯�ž�Å�è �µ�£�›�z�Ó�å� 
�Õ�”�Ä  �ž�Å�è�µ�¢ �®�î�¯�ž�Å�è�µ�£�t�!�õ�b�”�{  

• DNS �«�å� �ž�ï�Ä�U�Í�Ò�æ�¿�«  � �ï�»�”�Ñ�£� �µ	Í�t�K�”	Ô�ù�z�Ó�å� �Õ�”�Ä  �ž�Å�è�µ�›�Í
�Ò�æ�¿�«  �ž�Å�è�µ�t�!�õ�b�”�{

DNS �U�*�U� �É�”�Ò�ç�p�K�•�y�z alias �¯�Ú�ï�Å�z static �¯�Ú�ï�Å�z�‡�h�x  nat �¯�Ú�ï�Å�›�–�;�`�o
DNS �æ�å� �Ä�›
ƒ���p�V�‡�b�{�\�•�’�w�¯�Ú�ï�Å�w�³�ï�»�¿�«�µ�•�;�ó�w	Ä�I�t�m�M�o�x�z�˜�p�b
�”�¯�Ú�ï�Å�w�Ö�”�´�›�€	°�`�o�X�i�^�M�{

�«�•�ž�¿�Ó�¬�è�”�Å�Ì�t�z�¯�Ú�ï�Å  �³�ï�»�¿�«�µ�x�q�O�w�³�ï�»�¿�«�µ�t�!�õ�^�•�‡�b�{

�« �Í�w�«�p�x�z DNS �Ý�¿�·�”�´�w�7�G�Õ�›
ƒ���b�”�M�O�›�Ô�`�o�M�‡�b�{

hostname(config)# policy-map type inspect dns dns-inspect
hostname(config-pmap)# parameters
hostname(config-pmap-p)# message-length maximum 1024

���È�¯�Ú�ï�Å �¯�Ú�ï�Å 
†�Ì

class-map �·�©�á�æ�Â�Ÿ  �ž�«�³�ã�ï�›�&�;�b�”
Œ�w�Ä�å�Ñ�Ÿ�¿�«  �«�å�µ�›���[�`�‡
�b�{  

debug dns DNS �w�Ã�Ì�¿�¬	Ø�C�›� �É�”�Ò�ç�t�`�‡�b�{

policy-map �«�å�µ  �Ú�¿�Ó�›�›���w�·�©�á�æ�Â�Ÿ  �ž�«�³�ã�ï�t���È
Ç�Z�‡�b�{

service-policy 1 �m�‡�h�x
ó
:�w� �ï�»�”�Ñ�£� �µ�t�Ù�æ�³�”  �Ú�¿�Ó�›�&�;�`�‡�b�{
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inspect esmtp
SMTP �ž�Ó�æ�­�”�³�ã�ï�U�*�›� �É�”�Ò�ç�t�b�”	Ô�ù�z �‡�h�x�·�©�á�æ�Â�Ÿ  �ž�Ó�å� �ž�ï�µ�U�æ�¿
�µ�ï�b�”�Ù�”�Ä�›�!�Ë�b�”	Ô�ù�x�z�«�å�µ  �¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï  �Þ�”�Å�p  inspect esmtp �¯�Ú�ï
�Å�›�–�;�`�‡�b�{�«�å�µ  �¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï  �Þ�”�Å�t�x�z�Ù�æ�³�”  �Ú�¿�Ó  �¯�ï�Ñ�Ÿ�ª�á�è�”
�³�ã�ï  �Þ�”�Å�T�’�ž�«�·�µ�p�V�‡�b�{�\�w�¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï�›�_	†�b�”�t�x�z�\�w�¯�Ú�ï�Å
�w no ���Ü�›�–�;�`�‡�b�{  

inspect esmtp 

no inspect esmtp 

�³�ï�»�¿�«�µ�w
†�Ì �\�w�¯�Ú�ï�Å�t�x�z�¾
:�‹�©�”�ë�”�Å�‹�K�“�‡�d�œ�{

�Ã�Ñ�¥�ç�Ä �\�w�¯�Ú�ï�Å�x�z�Ã�Ñ�¥�ç�Ä�p�x�Ã�Ÿ�·�”�Ò�ç�t�s�l�o�M�‡�b�{

�¯�Ú�ï�Å  �Þ�”�Å �Í�w
¯�x�z�\�w�¯�Ú�ï�Å�›�Ö�—�p�V�”�Þ�”�Å�›�Ô�`�o�M�‡�b�{

�¯�Ú�ï�Å�d�º

�–�;	Í�w�̈ � �Å�å� �ï ESMTP �ž�Ó�æ�­�”�³�ã�ï�U�*�p�x�z SMTP �Õ�”�µ�w�È�8�T�’�w�-�¢�›�§�=�b�”�h�Š�z�·�©�á�æ�Â�Ÿ
�ž�Ó�å� �ž�ï�µ�›�è�a�p�V�”  SMTP �¯�Ú�ï�Å�w�»� �Ó�›
M�v�`�z �Þ�Ç�»�æ�ï�¬�;�ó�›�å�C�`�o�M�‡
�b�{  

�¢�«�£ ESMTP �U�*�Ù�æ�³�”�x�z�ÿ�·�©�á�æ�Â�Ÿ�w� �ï�»�”�Ñ�£� �µ�T�’�ô�·�©�á�æ�Â�Ÿ�w� �ï
�»�”�Ñ�£� �µ�t�Ö�l�o�X�”�Ä�å�Ñ�Ÿ�¿�«  �Ñ�é�”�t�w�ˆ�&�;�^�•�‡�b�{�ô�·�©�á�æ�Â�Ÿ�w� 
�ï�»�”�Ñ�£� �µ�T�’�ÿ�·�©�á�æ�Â�Ÿ�w� �ï�»�”�Ñ�£� �µ�•�w�Ñ�é�”�w	Ô�ù�x�z�U�*�x�î�æ
�^�•�‡�d�œ�{

ESMTP �x  SMTP �Ó�é�Ä�¯�ç�w�;�ó�¦�Á�p�K�“�z�K�’�•�”�:�p  SMTP �q�¨�Å�`�o�M�‡�b�{�(�S	Í�z
�\�w�Å�©�á�Ý�ï�Ä�p�x�z SMTP �q�M�O�;� �x  SMTP �q  ESMTP �w�†�M�›�¦�`�‡�b�{�¦�Á  SMTP �w�ž
�Ó�æ�­�”�³�ã�ï�U�*�Ó�é�·�µ�x�z SMTP �ž�Ó�æ�­�”�³�ã�ï�U�*�q�¨�Å�`�o�S�“�z SMTP �·�¿�³�ã�ï
�w�±�Ù�”�Ä�›
‹�Q�o�M�‡�b�{ �¦�Á  SMTP �·�¿�³�ã�ï�p�–�;�^�•�”�¯�Ú�ï�Å�w�„�q�œ�r�x�z SMTP �·�¿
�³�ã�ï�p�–�;�^�•�”�‹�w�q�‰�a�p�b�U�z ESMTP �·�¿�³�ã�ï�x�z�ˆ�^�U�x�”�T�t�ô���p�z
�	ô�è�Œ
�µ�Â�”�»�µ�s�r�z	ô�T
Q�q�·�©�á�æ�Â�Ÿ�t���b�”�¦�Ó�³�ã�ï�›�‘�“���X
‹�Q�o�M�‡�b�{  

�¯�Ú�ï�Å  �Þ�”�Å

�Ñ�•� �ž�¢�¥�”�ç  �Þ�”�Å �·�©�á�æ�Â�Ÿ  �¯�ï�Â�©�µ�Ä

�ç�”�Â�¿�Å �•�a �³�ï�¬�ç

�Ú�ç�½

�¯�ï�Â�©�µ�Ä �³�µ�Â�Ü

�«�å�µ  �¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã
�ï

• • • • —

�æ�æ�”�µ �!�Ë�º�0

7.0(1) �\�w�¯�Ú�ï�Å�U�‹�Ö�^�•�z fixup �¯�Ú�ï�Å�x�”�V�õ�Q�’�•�o
��­�^�•�‡�`
�h�{  
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inspect esmtp �¯�Ú�ï�Å�t�x�z fixup smtp �¯�Ú�ï�Å�p���™�^�•�o�M�h�;�ó�U���‡�•�o�M�‡�b�{�‡�h�z
�°
æ�w�¦�Á  SMTP �¯�Ú�ï�Å�t�0�b�”�å�C�±�Ù�”�Ä�‹���‡�•�o�M�‡�b�{ �¦�Á  SMTP �ž�Ó�æ�­�”�³�ã�ï
�U�*�p�x�z 8 �m�w�¦�Á  SMTP �¯�Ú�ï�Å�¢ AUTH�z EHLO�z ETRN�z HELP�z SAML�z SEND�z SOML�z�S
�‘�|  VRFY�£�t�0�b�”�±�Ù�”�Ä�U�å�C�^�•�o�M�‡�b�{ 7 �m�w RFC 821 �¯�Ú�ï�Å�¢ DATA�z HELO�z
MAIL �z NOOP�z QUIT�z RCPT�z�S�‘�|  RSET�£�t�0�b�”�±�Ù�”�Ä�›�ù�d�”�q�z�·�©�á�æ�Â�Ÿ  �ž�Ó�å
� �ž�ï�µ�x�ù�-  15 �w SMTP �¯�Ú�ï�Å�›�±�Ù�”�Ä�`�o�M�‡�b�{  

���w�¦�Á  SMTP �¯�Ú�ï�Å�¢ ATRN�z STARTLS�z ONEX�z VERB�z CHUNKING �s�r�£�•�Ó�å� �Õ�”�Ä
�¦�Á�x�±�Ù�”�Ä�^�•�o�M�‡�d�œ�{�±�Ù�”�Ä�0	Å�Ž�w�¯�Ú�ï�Å�x�z�º
æ�±�”�Ì�t�‘�“�‹
q�^�•�”  X �t
�!�õ�^�•�‡�b�{�\�w�A�L�x�z �®500 Command unknown: 'XXX'�¯�w�‘�O�s�Ý�¿�·�”�´�p
¯�Ô�^�•�‡�b�{

Æ�ì
¶�s�¯�Ú�ï�Å�x�z
��:�^�•�‡�b�{

inspect esmtp �¯�Ú�ï�Å�x�z SMTP �Ì�Æ�”�w���È�›�z �®2� �̄z�®0� �̄z�®0�¯�w���È�›	†�M�o�z�ž�µ�»�æ�µ�«
�t�!�Ë�`�‡�b�{
î�<�¢ CR�£�q�~�æ�¢ LF�£�x�z�Á�¹�^�•�‡�b�{

SMTP �U�*�U� �É�”�Ò�ç�w	Ô�ù�z�Í�w�F���U	q	��^�•�o�M�s�M�q�V�x�z�0�é���w  SMTP �t�–�;�^�•
�”  Telnet �·�¿�³�ã�ï�x���®�s�¯�Ú�ï�Å�›�4�;�`�z�Ñ�•� �ž�¢�¥�”�ç  esmtp �µ�Â�”�Ä  �Ú�³�ï�x�·�¿
�³�ã�ï�›
Y�`�M	Ý�6�t�-�j�‡�b�{�\�w�F���q�x�z SMTP �¯�Ú�ï�Å�x	—�s�X�q�‹  4 ���È�w�Õ�^�U
ž�A
�p�K�”�z SMTP �¯�Ú�ï�Å�x�~�æ�q
î�<�p	4�ƒ�b�”
ž�A�U�K�”�z�Í�w�&	ô�›
C�æ�b�”
²�t� �t�›�4�m

ž�A�U�K�”�z�q�M�O�‹�w�p�b�{

SMTP �±�”�Ì�x�z
:�‹�w� �t�¯�”�Å�q
��U�¡�Š�”�¦�Ó�³�ã�ï�w���È�»�t�‘�l�o�z�«�å� �ž�ï�Ä�w�A
�{�t� �t�`�‡�b�{ SMTP �ž�Ó�æ�­�”�³�ã�ï�U�*�x�z�â�”�²�U�–�;�p�V�”�¯�Ú�ï�Å�•�z�±�”�Ì�U�&�b
�Ý�¿�·�”�´�›
M�š�S�‘�|�_�n�`�‡�b�{ SMTP �U�*�x�z�Í�w  3 �m�w	��A�s�»�µ�«�›�î�æ�`�‡�b�{

• SMTP �A�{�›  7 �m�w�,�Š�$�s  SMTP �¯�Ú�ï�Å�q  8 �m�w�¦�Á�¯�Ú�ï�Å�t
M�v�b�”�{

• SMTP �¯�Ú�ï�Å� �t�³�”�­�ï�µ�›���¹�b�”�{

• ���*	Â
{�›
\
R�b�”�{�Ý�”�ç  �ž�Å�è�µ�t�’�Š���‡�•�o�M�h�Á�®�s���È�U�”�V�õ�Q�’�•�h	Ô�ù�z
���*�è�¯�”�Å  108002 �U
\
R�^�•�‡�b�{	Ä�I�t�m�M�o�x�z RFC 821 �›�€	°�`�o�X�i�^�M�{

SMTP �U�*�x�z�¯�Ú�ï�Å�q� �t�w�³�”�­�ï�µ�›���¹�`�o�z�Í�w�Ÿ	×�s�³�¬�Ç�½�ß�›�U	Z�`�‡�b�{

• 
Æ�ì
¶�s�¯�Ú�ï�Å�{

• �¯�Ú�ï�Å�w
Æ
Y�s	4�ƒ�¢ <CR><LR> �p	4�ƒ�`�o�M�s�M�£ �{

• PIPE �³�¬�Ç�½�ß�U  MAIL from �¯�Ú�ï�Å�‡�h�x  RCPT to �¯�Ú�ï�Å�•�w�Í�å�Ý�”�»�q�`�o�U	Z�^
�•�h	Ô�ù�z�·�¿�³�ã�ï�x���a�’�•�‡�b�{�â�”�²�x
ƒ���p�V�‡�d�œ�{

• SMTP �±�”�Ì�t�‘�”�'�8�`�s�M� �æ�{

• �°�Œ�w�¯�Ú�ï�Å�U�K�”�q�z�·�©�á�æ�Â�Ÿ  �ž�Ó�å� �ž�ï�µ�x�Í�­�¿�Ä�º�w�b�‚�o�w���È�›  X �t
�!�Ë�`�‡�b�{�\�w	Ô�ù�z�±�”�Ì�x�z�«�å� �ž�ï�Ä�t�0�`�o�¤�å�”  �¯�”�Å�›
\
R�`�‡�b�{�Í�­�¿
�Ä�º�U�!�Ë�^�•�”�h�Š�z TCP �½�£�¿�«�±�Ü�w�6�-�‰�‡�h�x�Ð
T�U
ž�A�t�s�“�‡�b�{

• TCP �µ�Ä�æ�”�Ü�w�$	B�{

• �¯�Ú�ï�Å�w�Í� �Ó�å� �ï�=�{

�« �Í�w�«�t�Ô�b�‘�O�t�z SMTP �U�*�¤�ï�´�ï�›� �É�”�Ò�ç�t�`�‡�b�{�\�w�«�p�x�z�Ã�Ñ�¥�ç�Ä  �Ù�”�Ä
�¢ 25�£	Í�w  SMTP �Ä�å�Ñ�Ÿ�¿�«�t�°�•�b�”�«�å�µ  �Ú�¿�Ó�›�^
R�`�‡�b�{�\�w�±�”�Ï�µ  �Ù�æ�³�”�U�z
�Ž
æ� �ï�»�”�Ñ�£� �µ�t�&�;�^�•�‡�b�{  

hostname(config)# class-map smtp-port
hostname(config-cmap)# match port tcp eq 25
hostname(config-cmap)# exit
hostname(config)# policy-map smtp_policy  
hostname(config-pmap)# class smtp-port
hostname(config-pmap-c)# inspect esmtp
hostname(config-pmap-c)# exit
hostname(config)# service-policy smtp_policy interface outside
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�b�‚�o�w� �ï�»�”�Ñ�£� �µ�t�0�`�o  SMTP �U�*�›� �É�”�Ò�ç�t�b�”�t�x�z interface outside �w�E�˜
�“�t  global �Í�å�Ý�”�»�›�–�;�`�‡�b�{

���È�¯�Ú�ï�Å �¯�Ú�ï�Å 
†�Ì

class-map �·�©�á�æ�Â�Ÿ  �ž�«�³�ã�ï�›�&�;�b�”
Œ�w�Ä�å�Ñ�Ÿ�¿�«  �«�å�µ�›���[�`�‡
�b�{  

debug esmtp SMTP �w�Ã�Ì�¿�¬	Ø�C�›� �É�”�Ò�ç�t�`�‡�b�{

policy-map �«�å�µ  �Ú�¿�Ó�›�›���w�·�©�á�æ�Â�Ÿ  �ž�«�³�ã�ï�t���È
Ç�Z�‡�b�{

service-policy 1 �m�‡�h�x
ó
:�w� �ï�»�”�Ñ�£� �µ�t�Ù�æ�³�”  �Ú�¿�Ó�›�&�;�`�‡�b�{

show conn SMTP �s�r�z�^�‡�_�‡�s
€���»� �Ó�w
€��	Ý�6�›
¯�Ô�`�‡�b�{
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inspect ftp
FTP �U�*�;�w�Ù�”�Ä�›
ƒ���b�”	Ô�ù�z�‡�h�x�ô�S�s�U�*�›� �É�”�Ò�ç�t�b�”	Ô�ù�x�z�«�å�µ  �¯�ï
�Ñ�Ÿ�ª�á�è�”�³�ã�ï  �Þ�”�Å�p  inspect ftp �¯�Ú�ï�Å�›�–�;�`�‡�b�{�«�å�µ  �¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï
�Þ�”�Å�t�x�z �Ù�æ�³�”  �Ú�¿�Ó  �¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï  �Þ�”�Å�T�’�ž�«�·�µ�p�V�‡�b�{ �\�w�¯�ï�Ñ�Ÿ
�ª�á�è�”�³�ã�ï�›�_	†�b�”�t�x�z�\�w�¯�Ú�ï�Å�w  no ���Ü�›�–�;�`�‡�b�{  

inspect ftp [strict  [map_name]]

no inspect ftp [strict  [map_name]]

�³�ï�»�¿�«�µ�w
†�Ì

�«�™ FTP �›	Í�•�w�Ù�”�Ä�t� �ˆ�b�”	Ô�ù�x�z�«�™�U
ž�A�p�b�{�h�q�Q�y�z FTP �Ù�”�Ä�›  2021 �t
ƒ���`
�h	Ô�ù�z�Ù�”�Ä  2021 �t�²�Z�o�‰�•�b�”
€���x�b�‚�o�z�Ã�”�»  �Ö� �é�”�Å�U  FTP �¯�Ú�ï�Å�q�`�o�r
	
�^�•�‡�b�{

�Ã�Ñ�¥�ç�Ä �·�©�á�æ�Â�Ÿ  �ž�Ó�å� �ž�ï�µ�x�z�Ã�Ñ�¥�ç�Ä�p�x�z�Ù�”�Ä  21 �p  FTP �U�K�”�T�r�O�T�æ�¿�µ�ï�`�‡
�b�{

�¯�Ú�ï�Å  �Þ�”�Å �Í�w
¯�x�z�\�w�¯�Ú�ï�Å�›�Ö�—�p�V�”�Þ�”�Å�›�Ô�`�o�M�‡�b�{

�¯�Ú�ï�Å�d�º

�–�;	Í�w�̈ � �Å�å� �ï FTP �ž�Ó�æ�­�”�³�ã�ï�U�*�x�z FTP �·�¿�³�ã�ï�›�U�*�`�z�Í�w  4 �m�w�»�µ�«�›�î�æ�`�‡�b�{

• �¼� �Æ�Û�¿�«�s�·�§�ï�¼�æ  �Ã�”�»
€���›	j
‹�b�”�{

• ftp �¯�Ú�ï�Å� �t�³�”�­�ï�µ�›�å
{�b�”�{

• ���*	Â
{�›
\
R�b�”�{

• �’�Š���ˆ  IP �ž�Å�è�µ�w  NAT �›�î�æ�b�”�{

�¢�«�£ �Ì�Æ�”�›	†�V�z inspect ftp �x  FTP �¯�Ú�ï�Å�‡�h�x� �t�›�·�¬�Ý�ï�Ä�=�b�”  FTP �±�”�Ì�›�±�Ù�”�Ä�`
�o�M�‡�d�œ�{

map_name FTP �Ú�¿�Ó�w�Ê
²�{

strict �¢�¦�Ó�³�ã�ï�£ FTP �Ä�å�Ñ�Ÿ�¿�«�w�ô�S�s�U�*�›� �É�”�Ò�ç�t�`�z�§
M�$
�t  RFC 
ª	j�t	j�Œ�^�d�‡�b�{

�¯�Ú�ï�Å  �Þ�”�Å

�Ñ�•� �ž�¢�¥�”�ç  �Þ�”�Å �·�©�á�æ�Â�Ÿ  �¯�ï�Â�©�µ�Ä

�ç�”�Â�¿�Å �•�a �³�ï�¬�ç

�Ú�ç�½

�¯�ï�Â�©�µ�Ä �³�µ�Â�Ü

�«�å�µ  �¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã
�ï

• • • • —

�æ�æ�”�µ �!�Ë�º�0

7.0(1) �\�w�¯�Ú�ï�Å�U�‹�Ö�^�•�z fixup �¯�Ú�ï�Å�x�”�V�õ�Q�’�•�o
��­�^�•�‡�`
�h�{ map_name �¦�Ó�³�ã�ï�U�å�C�^�•�‡�`�h�{
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FTP �ž�Ó�æ�­�”�³�ã�ï�U�*�x�z FTP �Ã�”�»�8
ù�;�t�·�§�ï�¼�æ  �½�ß�É�ç�›	j
‹�`�‡�b�{�½�ß�É�ç
�x�z�Ñ�•� �ç�w�ž�¿�Ó�é�”�Å�z�Ñ�•� �ç�w�¼�¢�ï�é�”�Å�z�‡�h�x�Ã�Ÿ�è�«�Ä�æ�°�a� �Õ�ï�Ä�w� �t
�q�`�o�Â�“�p�o�’�•�‡�b�{�h�i�`�z�Ä
²�t�É�°�³�¤�”�Ä�^�•�o�M�”
ž�A�U�K�“�‡�b�{�Ù�”�Ä�x�z
PORT �¯�Ú�ï�Å�‡�h�x  PASV �¯�Ú�ï�Å�t�‘�l�o�É�°�³�¤�”�Ä�^�•�‡�b�{

�¢�«�£ no inspect ftp �¯�Ú�ï�Å�›�–�;�`�o�z FTP �U�*�¤�ï�´�ï�›�Ã�Ÿ�·�”�Ò�ç�t�b�”�q�z
C	ô�â�”�²�x�Í�¿
�³�Ò  �Þ�”�Å�i�Z�p
€���›�‰�•�p�V�z�£	ô  FTP �x�b�‚�o�Ã�Ÿ�·�”�Ò�ç�t�s�“�‡�b�{

strict �¦�Ó�³�ã�ï�w�–�;�M�O

strict  �¦�Ó�³�ã�ï�x�z Web �Ò�å�¢�²�U  FTP �A�{�º�w�’�Š���ˆ�¯�Ú�ï�Å�›
ù	ô�`�s�M�‘�O�t�`�‡�b�{
�¤  ftp �¯�Ú�ï�Å�x�z	ý�`�M�¯�Ú�ï�Å�U�•�D�^�•�”
²�t�¬�Ý�^�•�”
ž�A�U�K�“�‡�b�{�’�Š���ˆ�¯�Ú�ï
�Å�›
ù	ô�b�”
€���x�z�Å�é�¿�Ó�^�•�‡�b�{ strict  �¦�Ó�³�ã�ï�x�z FTP �±�”�Ì�U  227 �¯�Ú�ï�Å�›
\
R
�b�”�\�q�i�Z�›�•�D�`�z FTP �«�å� �ž�ï�Ä�U  PORT �¯�Ú�ï�Å�›
\
R�b�”�\�q�i�Z�›�•�D�`�‡�b�{ 227
�¯�Ú�ï�Å�q  PORT �¯�Ú�ï�Å�x�½�£�¿�«�`�o�z�¤�å�”���È�»�º�t
¯�Ô�^�•�s�M�‘�O�t�`�‡�b�{  

�«�™ strict �¦�Ó�³�ã�ï�›�–�;�b�”�q�z RFC 
ª	j�t	j�Œ�`�o�M�s�M  FTP �«�å� �ž�ï�Ä�U	��…�^�•�”�\�q�U
�K�“�‡�b�{

strict �¦�Ó�³�ã�ï�U� �É�”�Ò�ç�w	Ô�ù�z�Í�w�Ÿ	×�s�ž�«�Â�Ÿ�Ï�Â�Ÿ�t�m�M�o�z�¤  ftp �¯�Ú�ï�Å�q� �t
�³�”�­�ï�µ�U�å
{�^�•�‡�b�{

• 
Æ�ì
¶�s�¯�Ú�ï�Å�• PORT �S�‘�|  PASV � �t�¯�Ú�ï�Å�º�w�§�ï�Ú�w
:�U  5 �m�T�r�O�T�U�¬�Ý�^
�•�‡�b�{ 5 �m�Ž�Ž�w	Ô�ù�z PORT �¯�Ú�ï�Å�x
Æ�ì
¶�p�K�”�q�_�s�^�•�z TCP 
€���x	4�ƒ�`�‡�b�{

• 
Æ
Y�s�¯�Ú�ï�Å�• RFC �t�F���^�•�o�M�”�‘�O�t�z ftp �¯�Ú�ï�Å�U  <CR><LF> ���È�p	4�ƒ�`�o�M
�”�T�r�O�T�U�¬�Ý�^�•�‡�b�{�Ÿ�s�l�o�M�”	Ô�ù�z
€���x	4�ƒ�`�‡�b�{

• RETR �¯�Ú�ï�Å�q  STOR �¯�Ú�ï�Å�w�±� �¶�•�{���‹�t�s�l�o�M�”�T�r�O�T�U�¬�Ý�^�•�‡�b�{�±
� �¶�U�{���‹�‘�“�G�V�M	Ô�ù�z�¤�å�”  �Ý�¿�·�”�´�U�é�¬�t�G�å�^�•�z
€���x	4�ƒ�`�‡�b�{

• �¯�Ú�ï�Å  �µ�Ó�”�Ñ�Ÿ�ï�¬ �• PORT �¯�Ú�ï�Å�x	×�t�«�å� �ž�ï�Ä�T�’
ù	ô�^�•�”
ž�A�U�K�“�‡�b�{
PORT �¯�Ú�ï�Å�U�±�”�Ì�T�’
ù	ô�^�•�o�M�”	Ô�ù�z TCP 
€���x�‹
q�^�•�‡�b�{  

• � �t�µ�Ó�”�Ñ�Ÿ�ï�¬�• PASV � �t�¯�Ú�ï�Å�¢ 227�£�x	×�t�±�”�Ì�T�’
ù	ô�^�•�”
ž�A�U�K�“�‡
�b�{ PASV � �t�¯�Ú�ï�Å�U�«�å� �ž�ï�Ä�T�’
ù	ô�^�•�o�M�”	Ô�ù�z TCP 
€���x�‹
q�^�•�‡�b�{
�\�w�‹
q�t�‘�“�z �â�”�²�U �®227 xxxxx a1, a2, a3, a4, p1, p2�¯�›�î�æ�`�h	Ô�ù�w�·�©�á�æ�Â�Ÿ  �×�”
�ç�U�w�­�^�•�‡�b�{

• TCP �µ�Ä�æ�”�Ü�w�$	B�{

• �Á�®�s�Ù�”�Ä�w�É�°�³�¤�”�³�ã�ï�•�É�°�³�¤�”�Ä�^�•�h�¼� �Æ�Û�¿�«  �Ù�”�Ä�w�‹�U  1024 �°�¬
�T�r�O�T�U�¬�Ý�^�•�‡�b�{ 1 �™ 1024 �w
c�“�w�Ù�”�Ä
j�ø�x�7�Œ�w
€���;�t�'�ÿ�^�•�o�M�”�h
�Š�z�É�°�³�¤�”�Ä�^�•�h�Ù�”�Ä�U�\�w
c�“�º�w	Ô�ù�x�z TCP 
€���x�‰�L�^�•�‡�b�{

• �¯�Ú�ï�Å�w�Í� �Ó�å� �ï�=�• PORT �S�‘�|  PASV � �t�¯�Ú�ï�Å�º�w�Ù�”�Ä
j�ø�w�™�t�K�”���È

:�U��
:�w  8 �p�K�”�T�r�O�T�U
ì�“�¬�Ý�^�•�‡�b�{ 9 �Ž	Í�w	Ô�ù�z TCP 
€���x	4�ƒ�`�‡�b�{

• �·�©�á�æ�Â�Ÿ  �ž�Ó�å� �ž�ï�µ�U�z SYST �¯�Ú�ï�Å�t�0�b�”  FTP �±�”�Ì�w� �t�›�°�È�w  X �t�”�V
�õ�Q�z �±�”�Ì�w�³�µ�Â�Ü  �»� �Ó�U  FTP �«�å� �ž�ï�Ä�t�Œ�’�•�”�\�q�›�w�­�`�‡�b�{ �\�w�Ã�Ñ�¥
�ç�Ä�ˆ�^�›�Á�®�t�b�”�t�x�z FTP �Ú�¿�Ó  �¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï  �Þ�”�Å�p  no mask-syst-reply
�¯�Ú�ï�Å�›�–�;�`�‡�b�{  
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�¢�«�£ �·�©�á�æ�Â�Ÿ  �ž�Ó�å� �ž�ï�µ�›�è�a�^�d�s�M�›���w  FTP �¯�Ú�ï�Å�›�¦���b�”�t�x�z FTP �Ú�¿�Ó�›
�¦���`�z request-command deny �¯�Ú�ï�Å�›�–�;�`�‡�b�{	Ä�I�t�m�M�o�x�z ftp-map �¯�Ú�ï�Å�q
request-command deny �¯�Ú�ï�Å�w�Ö�”�´�›�€	°�`�o�X�i�^�M�{  

FTP �é�¬  �Ý�¿�·�”�´

FTP �ž�Ó�æ�­�”�³�ã�ï�U�*�x�z�Í�w�é�¬  �Ý�¿�·�”�´�›
\
R�`�‡�b�{

• 	��˜�‡�h�x�ž�¿�Ó�é�”�Å�^�•�h�¤�Ñ�•� �ç�t�m�M�o�z���*�è�¯�”�Å  302002 �U
\
R�^�•�‡�b�{  

• ftp  �¯�Ú�ï�Å�U  RETR �‡�h�x  STOR �p�K�”�T�U�¬�Ý�^�•�z	��˜�¯�Ú�ï�Å�q�¨�ò�¯�Ú�ï�Å�U�é�¬
�t�G�å�^�•�‡�b�{  

• �â�”�²�Ê�x�z IP �ž�Å�è�µ�›���™�b�”�Â�”�Ò�ç�›�U�g�b�”�\�q�p	��˜�^�•�‡�b�{

• �â�”�²�Ê�z
ù	ô�i  IP �ž�Å�è�µ�z�|
Œ  IP �ž�Å�è�µ�z NAT �ž�Å�è�µ�z�S�‘�|�Ñ�•� �ç
â�^�U�é�¬
�t�G�å�^�•�‡�b�{

• �Ý�Þ�æ
Æ�
�t�‘�l�o�·�§�ï�¼�æ  �¼� �Æ�Û�¿�«  �½�ß�É�ç�w	j
‹�t�æ

�`�h	Ô�ù�z���*�è�¯�”�Å
201005 �U
\
R�^�•�‡�b�{

FTP �ž�Ó�æ�­�”�³�ã�ï�U�*�x�z NAT �q�È���`�o�z�ž�Ó�æ�­�”�³�ã�ï  �Ö� �é�”�Å�º�w  IP �ž�Å�è�µ�›
�!�õ�`�‡�b�{	Ä�I�t�m�M�o�x�z RFC 959 �›�€	°�`�o�X�i�^�M�{

�« �Í�w�«�p�x�z FTP �Ä�å�Ñ�Ÿ�¿�«�›�Ý���`�z FTP �Ú�¿�Ó�›���[�`�z�Ù�æ�³�”�›���[�`�z�k�µ�s  FTP �U
�*�›� �É�”�Ò�ç�t�`�o�z�f�w�Ù�æ�³�”�›�Ž
æ� �ï�»�”�Ñ�£� �µ�t�&�;�`�‡�b�{

hostname(config)# class-map ftp-port  
hostname(config-cmap)# match port tcp eq 21
hostname(config-cmap)# exit
hostname(config)# ftp-map inbound_ftp
hostname(config-inbound_ftp)# request-command deny put stou appe
hostname(config-ftp-map)# exit
hostname(config)# policy-map inbound_policy  
hostname(config-pmap)# class ftp-port
hostname(config-pmap-c)# inspect ftp strict inbound_ftp  
hostname(config-pmap-c)# exit
hostname(config-pmap)# exit
hostname(config)# service-policy inbound_policy interface outside

�b�‚�o�w� �ï�»�”�Ñ�£� �µ�t�0�`�o�k�µ�s  FTP �ž�Ó�æ�­�”�³�ã�ï�U�*�›� �É�”�Ò�ç�t�b�”�t�x�z
interface outside �w�E�˜�“�t  global �Í�å�Ý�”�»�›�–�;�`�‡�b�{

�¢�«�£ FTP 
M�š
€���;�w�Ù�”�Ä�i�Z�›�¦���`�o�z�Ã�”�»
€���;�x�¦���`�‡�d�œ�{�·�©�á�æ�Â�Ÿ  �ž�Ó�å� 
�ž�ï�µ  �µ�Â�”�Ä�Ñ�ç�U�*�¤�ï�´�ï�x�z
ž�A�t� �a�o�z�¼� �Æ�Û�¿�«�t�Ã�”�»
€���›�;�™�`�‡�b�{  

���È�¯�Ú�ï�Å �¯�Ú�ï�Å 
†�Ì

class-map �·�©�á�æ�Â�Ÿ  �ž�«�³�ã�ï�›�&�;�b�”
Œ�w�Ä�å�Ñ�Ÿ�¿�«  �«�å�µ�›���[
�`�‡�b�{  

mask-syst-reply FTP �±�”�Ì� �t�›�«�å� �ž�ï�Ä�T�’�_�Q�s�M�‘�O�t�`�‡�b�{

policy-map �«�å�µ  �Ú�¿�Ó�›�›���w�·�©�á�æ�Â�Ÿ  �ž�«�³�ã�ï�t���È
Ç�Z�‡�b�{

request-command deny �Ð�­�b�”  FTP �¯�Ú�ï�Å�›�¦���`�‡�b�{  

service-policy 1 �m�‡�h�x
ó
:�w� �ï�»�”�Ñ�£� �µ�t�Ù�æ�³�”  �Ú�¿�Ó�›�&�;�`�‡�b�{
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inspect gtp
GTP �U�*�›� �É�”�Ò�ç�‡�h�x�Ã�Ÿ�·�”�Ò�ç�t�b�”	Ô�ù�z�‡�h�x  GTP �Ä�å�Ñ�Ÿ�¿�«�‡�h�x�Ä�ï�É�ç
�›
M�š�b�”�h�Š�w  GTP �Ú�¿�Ó�›���[�b�”	Ô�ù�x�z �«�å�µ  �¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï  �Þ�”�Å�p  inspect
gtp �¯�Ú�ï�Å�›�–�;�`�‡�b�{ �«�å�µ  �¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï  �Þ�”�Å�t�x�z �Ù�æ�³�”  �Ú�¿�Ó  �¯�ï�Ñ�Ÿ
�ª�á�è�”�³�ã�ï  �Þ�”�Å�T�’�ž�«�·�µ�p�V�‡�b�{�¯�Ú�ï�Å�›�_	†�b�”�t�x�z�\�w�¯�Ú�ï�Å�w  no ���Ü
�›�–�;�`�‡�b�{   

inspect gtp [map_name]

no inspect gtp [map_name] 

�¢�«�£ GTP �U�*�t�x�z�›���s�å� �·�ï�µ�U
ž�A�p�b�{�·�©�á�æ�Â�Ÿ  �ž�Ó�å� �ž�ï�µ	Í�p  inspect gtp �¯�Ú
�ï�Å�›�Ö�—�b�”	Ô�ù�z
ž�A�s�å� �·�ï�µ�›�Ë�l�o�M�s�M�q�V�x�z�·�©�á�æ�Â�Ÿ  �ž�Ó�å� �ž�ï�µ�t
�‘�l�o�¤�å�”  �Ý�¿�·�”�´�U
¯�Ô�^�•�‡�b�{  

�³�ï�»�¿�«�µ�w
†�Ì

�Ã�Ñ�¥�ç�Ä �\�w�¯�Ú�ï�Å�x�z�Ã�Ñ�¥�ç�Ä�p�x�Ã�Ÿ�·�”�Ò�ç�t�s�l�o�M�‡�b�{  

�¯�Ú�ï�Å  �Þ�”�Å �Í�w
¯�x�z�\�w�¯�Ú�ï�Å�›�Ö�—�p�V�”�Þ�”�Å�›�Ô�`�o�M�‡�b�{

�¯�Ú�ï�Å�d�º

�–�;	Í�w�̈ � �Å�å� �ï GTP �x�z GPRS �;�w�Ä�ï�É�æ�ï�¬  �Ó�é�Ä�¯�ç�p�z�Á
¢�É�¿�Ä�ë�”�«	Í�w�·�©�á�ž�s�ž�«�·�µ�›�D�ó
�t�`�‡�b�{ GPRS �x�z�7���w  GSM �É�¿�Ä�ë�”�«�›�w�ù�b�”�h�Š�t
ƒ�-�^�•�h�Ã�”�»  �É�¿�Ä�ë�”�«
�ž�”�©�Â�«�½�ß�p�b�{�Þ�Ì� �ç  �â�”�²�t�0�`�o�z�'�À�É�¿�Ä�ë�”�«�q� �ï�»�”�É�¿�Ä�t�ž�«�·�µ�b
�”�h�Š�w�Í�­�¿�Ä  �µ� �¿�½  �Ã�”�»  �±�”�Ï�µ�›�¤�…�s�X���™�`�‡�b�{ GTP �w�“�A�t�m�M�o�x�z

�° Cisco Security Appliance Command Line Configuration Guide�±�w�®�ž�Ó�æ�­�”�³�ã�ï
Ú�Ó�é�Ä�¯�ç�U
�*�w�&�;�¯�w	·�›�€	°�`�o�X�i�^�M�{

GTP �w�Í�å�Ý�”�»�w���[�t�–�;�b�”�›���w�Ú�¿�Ó�›�¦���b�”�t�x�z gtp-map �¯�Ú�ï�Å�›�–�;�`�‡
�b�{�\�w�¯�Ú�ï�Å�›�Ö�—�b�”�q�z�³�µ�Â�Ü�U�¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï  �Þ�”�Å�t�Ö�l�o�z�x�‘�w�Ú�¿
�Ó�›���[�b�”�h�Š�w�^�‡�_�‡�s�¯�Ú�ï�Å�›�Ö�—�p�V�”�‘�O�t�s�“�‡�b�{�,	j�›�¬�h�^�s�M�Ý�¿�·�”
�´�t�0�`�o�¦���p�V�”�ž�«�³�ã�ï�x�z drop �q  rate-limit  �s�r�w�^�‡�_�‡�s�¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï
�¯�Ú�ï�Å�›�–�;�`�o
ƒ���`�‡�b�{�\�•�’�w�ž�«�³�ã�ï�t�C�Q�o�z� �Õ�ï�Ä�›�é�¬�t�G�å�b�”�T�r�O
�T�‹�¦���p�V�‡�b�{  

map_name �¢�¦�Ó�³�ã�ï�£ GTP �Ú�¿�Ó�w�Ê
²�{

�¯�Ú�ï�Å  �Þ�”�Å

�Ñ�•� �ž�¢�¥�”�ç  �Þ�”�Å �·�©�á�æ�Â�Ÿ  �¯�ï�Â�©�µ�Ä

�ç�”�Â�¿�Å �•�a �³�ï�¬�ç

�Ú�ç�½

�¯�ï�Â�©�µ�Ä �³�µ�Â�Ü

�«�å�µ  �¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã
�ï

• • • • —

�æ�æ�”�µ �!�Ë�º�0

7.0(1) �\�w�¯�Ú�ï�Å�U�‹�Ö�^�•�‡�`�h�{
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GTP �Ú�¿�Ó�›���[�`�h�’�z inspect gtp �¯�Ú�ï�Å�›�–�;�`�o�Ú�¿�Ó�›� �É�”�Ò�ç�t�`�‡�b�{ class-map�z
policy-map�z�S�‘�|  service-policy �w�¤�¯�Ú�ï�Å�›�–�;�`�o�z �Ä�å�Ñ�Ÿ�¿�«�w�«�å�µ�›���[�`�z inspect
�¯�Ú�ï�Å�›�«�å�µ�t�&�;�`�z�Ù�æ�³�”�›  1 �m�‡�h�x�f�•�Ž	Í�w� �ï�»�”�Ñ�£� �µ�t�&�;�`�‡�b�{

GTP �w�7�Œ�w�Ù�”�Ä�x�z�Í�w�q�S�“�p�b�{

• 3386

• 2123

�Í�w�;�ó�x  7.0(1) �p�x�±�Ù�”�Ä�^�•�o�M�‡�d�œ�{

• NAT�z PAT�z�Ž
æ  NAT�z�¤� �æ�ž�µ�z�S�‘�|�Ù�æ�³�”  NAT

• 3386�z 2123�z�S�‘�|  2152 �Ž�Ž�w�Ù�”�Ä

• �Ä�ï�É�æ�ï�¬  IP �Í�­�¿�Ä�q�f�w�º�0�w�U	Â

�³�¬�Æ�æ�ï�¬  �Ý�¿�·�”�´�w�U�*

�³�¬�Æ�æ�ï�¬  �Ý�¿�·�”�´�›�U�*�b�”	Ô�ù�z inspect gtp �¯�Ú�ï�Å�p�x�z���X�w	Ô�ù�z�Ý�Ã�Ÿ�ž  �¤�ï
�Å�Ù� �ï�Ä�¢�h�q�Q�y�z IP �?�é�£�w	Ô	t�›
Y�¬�t�Œ�”
ž�A�U�K�“�‡�b�{

�\�w	Ø�C�x�z�Ý�Ã�Ÿ�ž  �Ä�å�Ñ�Ÿ�¿�«�w�h�Š�w�ž�«�·�µ
M�š�q  NAT 	Ý�6�›	j
‹�`�o�z	��^�À�p�w
ƒ
���s�`�p�Ý�Ã�Ÿ�ž  �Ä�å�Ñ�Ÿ�¿�«�›�•�a�$�t�Ñ�•� �ž�¢�¥�”�ç�›�è�a�^�d�”�h�Š�t�–�;�^�•�‡�b�{

�\�w	Ô	t�›�Ð�‚�”	Ô�ù�z inspect gtp �¯�Ú�ï�Å�x�z�Ä�ï�É�ç  �Ã�Ñ�¥�ç�Ä  �®�”�Ä�¢�£� �w�ç�”�Ä�› �–
�;�`�‡�d�œ �{�Ä�ï�É�ç  �Ã�Ñ�¥�ç�Ä  �®�”�Ä�¢�£� �w�ç�”�Ä�x�z route interface 0 0 metric tunneled �q�M
�O���Ü�w�ç�”�Ä�p�b�{�\�w�ç�”�Ä�x�z IPSec �Ä�ï�É�ç�T�’	Z�—�^�•�”�Í�­�¿�Ä�w�Ã�Ñ�¥�ç�Ä  �ç�”�Ä
�›	Í	{�V�`�‡�b�{�f�w�h�Š�z VPN �Ä�å�Ñ�Ÿ�¿�«�t�0�`�o  inspect gtp �¯�Ú�ï�Å�U
ž�A�q�s�”	Ô�ù�x�z
�Ä�ï�É�ç  �Ã�Ñ�¥�ç�Ä  �®�”�Ä�¢�£� �w�ç�”�Ä�›
ƒ���`�s�M�p�X�i�^�M�{�E�˜�“�t�z���w�µ�»�Â�Ÿ�¿
�«  �ç�”�Â�Ÿ�ï�¬�‡�h�x�¼� �Æ�Û�¿�«  �ç�”�Â�Ÿ�ï�¬�›�–�;�`�‡�b�{

�« �Í�w�«�x�z �ž�«�·�µ  �æ�µ�Ä�›�–�;�`�o  GTP �Ä�å�Ñ�Ÿ�¿�«�›�Ý���`�z GTP �Ú�¿�Ó�›���[�`�z �Ù�æ�³�”
�›���[�`�o�z�f�w�Ù�æ�³�”�›�Ž
æ� �ï�»�”�Ñ�£� �µ�t�&�;�b�”�M�O�›�Ô�`�o�M�‡�b�{

hostname(config)# access-list gtp-acl permit udp any any eq 3386  
hostname(config)# access-list gtp-acl permit udp any any eq 2123
hostname(config)# class-map gtp-traffic  
hostname(config)# match access-list gtp-acl  
hostname(config)# gtp-map gtp-policy
hostname(config)# policy-map inspection_policy  
hostname(config-pmap)# class gtp-traffic  
hostname(config-pmap-c)# inspect gtp gtp-policy  
hostname(config)# service-policy inspection_policy interface outside

�¢�«�£ �Í�w�«�p�x�z�Ã�Ñ�¥�ç�Ä�‹�›�–�;�`�o  GTP �U�*�›� �É�”�Ò�ç�t�`�‡�b�{�Ã�Ñ�¥�ç�Ä�‹�›�!�Ë�b�”
�t�x�z gtp-map �¯�Ú�ï�Å�w�Ö�”�´�q�z GTP �Ú�¿�Ó  �¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï  �Þ�”�Å�T�’�Ö�—�b�”�¤
�¯�Ú�ï�Å�w�Ö�”�´�›�€	°�`�o�X�i�^�M�{  

���È�¯�Ú�ï�Å �¯�Ú�ï�Å 
†�Ì

class-map �·�©�á�æ�Â�Ÿ  �ž�«�³�ã�ï�›�&�;�b�”
Œ�w�Ä�å�Ñ�Ÿ�¿�«  �«�å
�µ�›���[�`�‡�b�{  

clear service-policy inspect gtp �¬�é�”�Ì�ç  GTP �w�-	Ø�C�›	«�ˆ�`�‡�b�{

debug gtp GTP �U�*�t���b�”	Ä�I	Ø�C�›
¯�Ô�`�‡�b�{

service-policy 1 �m�‡�h�x
ó
:�w� �ï�»�”�Ñ�£� �µ�t�Ù�æ�³�”  �Ú�¿�Ó�›�&
�;�`�‡�b�{

show service-policy inspect gtp  inspect gtp �Ù�æ�³�”�w�µ�Â�”�»�µ�q�w�-�›�Ô�`�‡�b�{



�H 15 	·       inspect ctiqbe �¯�Ú�ï�Å�™  inspect xdmcp �¯�Ú�ï�Å
  inspect h323

15-16
Cisco �·�©�á�æ�Â�Ÿ  �ž�Ó�å� �ž�ï�µ  �¯�Ú�ï�Å  �æ�Ñ�•�è�ï�µ

OL-10086-02-J

inspect h323
H.323 �ž�Ó�æ�­�”�³�ã�ï�U�*�›� �É�”�Ò�ç�t�b�”	Ô�ù�z�‡�h�x�·�©�á�æ�Â�Ÿ  �ž�Ó�å� �ž�ï�µ�U�æ�¿
�µ�ï�b�”�Ù�”�Ä�›�!�Ë�b�”	Ô�ù�x�z �«�å�µ  �¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï  �Þ�”�Å�p  inspect h323 �¯�Ú�ï�Å
�›�–�;�`�‡�b�{�«�å�µ  �¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï  �Þ�”�Å�t�x�z�Ù�æ�³�”  �Ú�¿�Ó �¯�ï�Ñ�Ÿ�ª�á�è�”
�³�ã�ï  �Þ�”�Å�T�’�ž�«�·�µ�p�V�‡�b�{�\�w�¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï�›�_	†�b�”�t�x�z�\�w�¯�Ú�ï�Å
�w no ���Ü�›�–�;�`�‡�b�{  

inspect h323 { h225 | ras}

no inspect h323 { h225 | ras}

�³�ï�»�¿�«�µ�w
†�Ì

�Ã�Ñ�¥�ç�Ä �Ã�Ñ�¥�ç�Ä�w�Ù�”�Ä�Â�“�p�o�x�Í�w�q�S�“�p�b�{

• h323 h225 1720

• h323 ras 1718-1719

�¯�Ú�ï�Å  �Þ�”�Å �Í�w
¯�x�z�\�w�¯�Ú�ï�Å�›�Ö�—�p�V�”�Þ�”�Å�›�Ô�`�o�M�‡�b�{

�¯�Ú�ï�Å�d�º

�–�;	Í�w�̈ � �Å�å� �ï inspect h323 �¯�Ú�ï�Å�x�z Cisco CallManager �S�‘�|  VocalTec Gatekeeper �s�r�w  H.323 �t	j�Œ�`�h�ž
�Ó�æ�­�”�³�ã�ï�›�±�Ù�”�Ä�`�o�M�‡�b�{ H.323 �x�z International Telecommunication Union�¢ ITU; ���M
�?�>�è	ô�È�ù�£�U���[�`�h  LAN 	Í�w�Ú�ç�½�Ý�Ã�Ÿ�ž�q�^�;�w�Ó�é�Ä�¯�ç  �µ� �”�Ä�p�b�{�·�©�á�æ
�Â�Ÿ  �ž�Ó�å� �ž�ï�µ�x�z One Call Signaling Channel 	Í�w  Multiple Calls �w H.323 v3 �;�ó�s�r�z�Ì�”
�´�ã�ï  4 �‡�p�w  H.323 �›�±�Ù�”�Ä�`�o�M�‡�b�{  

H.323 �U�*�U� �É�”�Ò�ç�w	Ô�ù�z�·�©�á�æ�Â�Ÿ  �ž�Ó�å� �ž�ï�µ�x�z H.323 �Ì�”�´�ã�ï  3 �p�‹�Ö�^�•
�h�;�ó�p�K�”�z�‰�°�w�¯�”�ç  �³�¬�Æ�æ�ï�¬  �½�ß�É�ç	Í�w
ó
:�w�¯�”�ç�›�±�Ù�”�Ä�`�‡�b�{�\�w�;
�ó�›�–�;�b�”�q�z�¯�”�ç  �·�¿�Ä�ž�¿�Ó�Ì���U�y	V�^�•�z�·�©�á�æ�Â�Ÿ  �ž�Ó�å� �ž�ï�µ	Í�w�Ù�”�Ä
�w�–�;�‹�_�n�^�•�‡�b�{  

H.323 �U�*�t�x�z�Í�w  2 �m�w	��A�s�;�ó�U�K�“�‡�b�{

• H.225 �S�‘�|  H.245 �Ý�¿�·�”�´�º�w
ž�A�s�’�Š���ˆ  IPv4 �ž�Å�è�µ�w  NAT �›�î�æ�b�”�{ H.323
�Ý�¿�·�”�´�x  PER 
Ö�ø�=�Ñ�¥�”�Ú�¿�Ä�p
Ö�ø�=�^�•�o�M�”�h�Š�z�·�©�á�æ�Â�Ÿ  �ž�Ó�å� �ž�ï
�µ�x�z ASN.1 �Ã�¯�”�¼�›�–�;�`�o  H.323 �Ý�¿�·�”�´�›�Ã�¯�”�Å�`�‡�b�{  

• �É�°�³�¤�”�Ä�^�•�h  H.245 
€���S�‘�|  RTP/RTCP 
€���›�¼� �Æ�Û�¿�«�t�Â�“�p�o�”�{  

h225 H.225 �³�¬�Æ�æ�ï�¬�U�*�›� �É�”�Ò�ç�t�`�‡�b�{

ras RAS �U�*�›� �É�”�Ò�ç�t�`�‡�b�{  

�¯�Ú�ï�Å  �Þ�”�Å

�Ñ�•� �ž�¢�¥�”�ç  �Þ�”�Å �·�©�á�æ�Â�Ÿ  �¯�ï�Â�©�µ�Ä

�ç�”�Â�¿�Å �•�a �³�ï�¬�ç

�Ú�ç�½

�¯�ï�Â�©�µ�Ä �³�µ�Â�Ü

�«�å�µ  �¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã
�ï

• • • • —

�æ�æ�”�µ �!�Ë�º�0

7.0(1) �\�w�¯�Ú�ï�Å�U�‹�Ö�^�•�z fixup �¯�Ú�ï�Å�x�”�V�õ�Q�’�•�o
��­�^�•�‡�`
�h�{  
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H.323 �w�ˆ�^

H.323 �w�Ó�é�Ä�¯�ç  �¯�è�«�³�ã�ï�p�x�z	B�ù�$�t�z 2 �m�‡�p�w  TCP 
€���q  4 �™ 6 �w UDP 
€���›�–
�;�p�V�‡�b�{ FastStart �x  TCP 
€���›  1 �m�i�Z�–�;�`�z RAS �x�J�å�z�•�D�z�S�‘�|�µ�Â�”�»�µ�;�t  1
�m�w UDP 
€���›�–�;�`�‡�b�{

H.323 �«�å� �ž�ï�Ä�p�x�z�7	s�t�z TCP �Ù�”�Ä  1720 �›�–�;�`�o  H.323 �±�”�Ì�•�w  TCP 
€���›�¬�q
�`�z Q.931 �¯�”�ç�w�·�¿�Ä�ž�¿�Ó�›�A�{�p�V�‡�b�{�¯�”�ç  �·�¿�Ä�ž�¿�Ó  �Ó�é�·�µ�w�°
æ�q�`�o�z
H.323 �z�¤�x�z H.245 TCP 
€���t�–�;�b�”�Ù�”�Ä
j�ø�›�«�å� �ž�ï�Ä�t���™�`�‡�b�{ H.245 
€���x�z
�¯�”�ç  �É�°�³�¤�”�³�ã�ï�q�Ý�Ã�Ÿ�ž  �½�ß�É�ç�w�·�¿�Ä�ž�¿�Ó�t�–�;�^�•�‡�b�{ H.323 �®�”�Ä�©�”
�Í�”�›�–�;�`�o�M�”���¥�p�x�z�7	s�w�Í�­�¿�Ä�x  UDP �›�–�;�`�o
ù	ô�^�•�‡�b�{

H.323 �U�*�x�z Q.931 TCP 
€���›���¹�`�o�z H.245 �Ù�”�Ä
j�ø�›
Q���`�‡�b�{ H.323 �z�¤�U  FastStart
�›�–�;�`�o�M�s�M	Ô�ù�z�·�©�á�æ�Â�Ÿ  �ž�Ó�å� �ž�ï�µ�x�z H.225 �Ý�¿�·�”�´�w�U�*�t�,�n�M�o�z
H.245 
€���›�¼� �Æ�Û�¿�«�t�Â�“�p�o�‡�b�{

�¢�«�£ H.225 
€���x�z RAS �›�–�;�`�o�¼� �Æ�Û�¿�«�t�Â�“�p�o�”�\�q�‹�p�V�‡�b�{

�¤  H.245 �Ý�¿�·�”�´�º�p�z H.323 �¤�ï�Å�Ù� �ï�Ä�x�z �Ž�ñ�w  UDP �Ã�”�»  �µ�Ä�æ�”�Ü�t�–�;�b�”�Ù�”
�Ä
j�ø�›�¦�õ�`�‡�b�{ H.323 �U�*�x�z H.245 �Ý�¿�·�”�´�›�U�*�`�o�\�•�’�w�Ù�”�Ä�›�Ý���`�z�Ý�Ã�Ÿ
�ž�¦�õ�;�w
€���›�¼� �Æ�Û�¿�«�t�^
R�`�‡�b�{ Real-Time Transport Protocol�¢ RTP�£�x�z�É�°�³�¤�”
�Ä�^�•�h�Ù�”�Ä
j�ø�›�–�;�`�‡�b�U�z RTP Control Protocol�¢ RTCP�£�x�z�Í�w	Í�•�Ù�”�Ä
j�ø�›�–�;
�`�‡�b�{

H.323 �¯�ï�Ä�é�”�ç  �½�ß�É�ç�x�z H.225�z H.245�z�S�‘�|  H.323 RAS �›	r�g�`�‡�b�{ H.323 �U�*�x�z
�Í�w�Ù�”�Ä�›�–�;�`�‡�b�{

• 1718�•�®�”�Ä�©�”�Í�”�U	Z�t�–�;�^�•�”  UDP �Ù�”�Ä

• 1719�• RAS �S�‘�|�®�”�Ä�©�”�Í�”�U	Z�t�–�;�^�•�”  UDP �Ù�”�Ä

• 1720�• TCP 
M�š�Ù�”�Ä

�®�”�Ä�©�”�Í�”�T�’�w  ACF �Ý�¿�·�”�´�U�·�©�á�æ�Â�Ÿ  �ž�Ó�å� �ž�ï�µ�›�è�a�b�”	Ô�ù�x�z H.225 
€
���;�w�Ð�ï�×�”�ç�U�í�Z�’�•�‡�b�{ H.245 �³�¬�Æ�æ�ï�¬  �Ù�”�Ä�x�z H.225 �³�¬�Æ�æ�ï�¬�w�¤�ï�Å�Ù
� �ï�Ä���p�É�°�³�¤�”�Ä�^�•�‡�b�{ H.323 �®�”�Ä�©�”�Í�”�U�–�;�^�•�”	Ô�ù�z�·�©�á�æ�Â�Ÿ  �ž�Ó�å
� �ž�ï�µ�x�z ACF �Ý�¿�·�”�´�w�U�*�t�,�n�M�o�z H.225 
€���›�‰�V�‡�b�{�·�©�á�æ�Â�Ÿ  �ž�Ó�å� �ž
�ï�µ�t  ACF �Ý�¿�·�”�´�U
¯�Ô�^�•�s�M	Ô�ù�x�z H.225 �¯�”�ç  �³�¬�Æ�æ�ï�¬�;�t�7�Œ�w  H.323 �Ù�”
�Ä 1720 �w�ž�«�·�µ  �æ�µ�Ä�›�‰�X�\�q�U
ž�A�q�s�”	Ô�ù�U�K�“�‡�b�{

�·�©�á�æ�Â�Ÿ  �ž�Ó�å� �ž�ï�µ�x�z H.225 �Ý�¿�·�”�´�›�U�*�`�h�™�p�z H.245 �½�ß�É�ç�›�¼� �Æ�Û�¿
�«�t�Â�“�p�o�z�‰�7�t�U�*�b�”  H.245 �½�ß�É�ç�t
€���`�‡�b�{�\�•�x�z�·�©�á�æ�Â�Ÿ  �ž�Ó�å� �ž�ï
�µ�›�è�a�`�h  H.245 �Ý�¿�·�”�´�x�b�‚�o�z H.245 �ž�Ó�æ�­�”�³�ã�ï�U�*�›�è�a�`�z�’�Š���ˆ  IP �ž�Å
�è�µ�w  NAT �U�î�æ�^�•�z�É�°�³�¤�”�Ä�^�•�h�Ý�Ã�Ÿ�ž  �½�ß�É�ç�U�‰�T�•�”�\�q�›�™�¯�`�‡�b�{  

H.323 ITU 
ª	j�p�x�z	ô�T�p�V�”
€���t
ù	ô�b�”
²�t�z�Ý�¿�·�”�´�Õ�›���[�b�”  TPKT �Ô�¿�¼�”�›
H.225 �S�‘�|  H.245 �w
²�t
��”�b�”�\�q�U�F���^�•�o�M�‡�b�{ TPKT �Ô�¿�¼�”�x  H.225/H.245 �Ý�¿
�·�”�´�q�‰�a  TCP �Í�­�¿�Ä�p
ù	ô�^�•�s�M	Ô�ù�‹�K�”�h�Š�z �Ý�¿�·�”�´�›
Y�`�X	r�g�S�‘�|�Ã�¯�”
�Å�b�”�t�x�z�·�©�á�æ�Â�Ÿ  �ž�Ó�å� �ž�ï�µ�p  TPKT �Õ�›�-�Ë�`�o�S�X
ž�A�U�K�“�‡�b�{�·�©�á�æ
�Â�Ÿ  �ž�Ó�å� �ž�ï�µ�x�z�¤
€���w�Ã�”�»�Ï���›�-�Ë�`�z�\�w�Ã�”�»�Ï���t�x�z�Í�t	!	ô�^�•�”�Ý�¿
�·�”�´�w  TPKT �Õ�U���‡�•�‡�b�{  
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�·�©�á�æ�Â�Ÿ  �ž�Ó�å� �ž�ï�µ�p�Ú�™�w  IP �ž�Å�è�µ�w  NAT �›�î�æ�b�”
ž�A�U�K�”	Ô�ù�x�z �½�£�¿�«
�±�Ü�z UUIE�¢ user-user information element�£�w�Õ�^�z�S�‘�|  TPKT�¢ H.225 �Ý�¿�·�”�´�w  TCP �Í�­�¿
�Ä�t���‡�•�o�M�”	Ô�ù�£ �›�!�Ë�b�”
ž�A�U�K�“�‡�b�{ TPKT �U���w  TCP �Í�­�¿�Ä�p
ù	ô�^�•�”	Ô�ù�z
�·�©�á�æ�Â�Ÿ  �ž�Ó�å� �ž�ï�µ�x  TPKT �w�Ó�é�©�³  ACK �›�î�æ�`�z H.245 �Ý�¿�·�”�´�t	ý�`�M�Õ�^
�w	ý�`�M  TPKT �›
Ç�C�`�‡�b�{

�¢�«�£ �·�©�á�æ�Â�Ÿ  �ž�Ó�å� �ž�ï�µ�t�‘�”  TPKT �w�Ó�é�©�³  ACK �p�x�z TCP �¦�Ó�³�ã�ï�x�±�Ù�”�Ä�^�•
�‡�d�œ�{

H.323 �U�*�›�è�a�b�”�Í�­�¿�Ä�›�–�;�b�”�¤  UDP 
€���x�z H.323 
€���q�`�o�Ú�”�«�^�•�z timeout �¯
�Ú�ï�Å�›�–�;�`�o
ƒ���^�•�h  H.323 �»� �Ü�ž�¢�Ä�p�»� �Ü�ž�¢�Ä�`�‡�b�{


M�v�q
M�ÿ�Ä�ò

�Í�t�z H.323 �ž�Ó�æ�­�”�³�ã�ï�U�*�›�–�;�b�”	Í�p�w�7�Œ�w�ð�J�S�‘�|
M�v�w�°
æ�›�Ô�`�‡�b�{

• �µ�»�Â�Ÿ�¿�«  PAT �x�z H.323 �Ý�¿�·�”�´�º�w�¦�Ó�³�ã�ï  �Ñ�Ÿ�”�ç�Å�t�’�Š���‡�•�h  IP �ž�Å�è
�µ�›
Y�`�X�!�õ�`�s�M	Ô�ù�U�K�“�‡�b�{�\�w	��w�ð�J�U
C
\�`�h	Ô�ù�x�z H.323 �t�0�`�o�µ�»
�Â�Ÿ�¿�«  PAT �›�–�;�`�s�M�p�X�i�^�M�{

• H.323 �ž�Ó�æ�­�”�³�ã�ï�U�*�x�z�·�©�á�æ�Â�Ÿ  �è�Õ�ç�w�s�`�M� �ï�»�”�Ñ�£� �µ���w  NAT �p
�x�±�Ù�”�Ä�^�•�o�M�‡�d�œ�{

• NetMeeting �«�å� �ž�ï�Ä�U�z H.323 �®�”�Ä�©�”�Í�”�t�J�å�^�•�o�M�”	Ý�6�p�z �‰�a�X H.323 �®�”
�Ä�©�”�Í�”�t�J�å�^�•�o�M�”  H.323 �®�”�Ä�¢�£� �t�¯�”�ç�›
C	ô�`�‘�O�q�b�”	Ô�ù�z
€���x�¬
�q�^�•�‡�b�U�z�;
`�U
Ò�M�²�p�	�\�Q�s�M�q	Å�U�C���^�•�o�M�‡�b�{�\�w�ð�J�x�z�·�©�á�æ
�Â�Ÿ  �ž�Ó�å� �ž�ï�µ�q�x�Á�����p�b�{

•  �É�¿�Ä�ë�”�«  �µ�»�Â�Ÿ�¿�«�›
ƒ���b�”	Ô�ù�z�f�w�É�¿�Ä�ë�”�«  �µ�»�Â�Ÿ�¿�«�U�±�”�Å�Í�”
�Â�Ÿ�w�É�¿�Ä�Ú�µ�«�S�‘�|�ž�Å�è�µ�q�‰�a�p�K�”�q�V�x�z�b�‚�o�w
C	ô  H.323 
€���U�æ

�`�‡
�b�{

�³�¬�Æ�æ�ï�¬  �Ý�¿�·�”�´�w�U�*

�³�¬�Æ�æ�ï�¬  �Ý�¿�·�”�´�›�U�*�b�”	Ô�ù�z inspect h323 �¯�Ú�ï�Å�p�x�z���X�w	Ô�ù�z�Ý�Ã�Ÿ�ž  �¤�ï
�Å�Ù� �ï�Ä�¢�h�q�Q�y�z IP �?�é�£�w	Ô	t�›
Y�¬�t�Œ�”
ž�A�U�K�“�‡�b�{

�\�w	Ø�C�x�z�Ý�Ã�Ÿ�ž  �Ä�å�Ñ�Ÿ�¿�«�w�h�Š�w�ž�«�·�µ
M�š�q  NAT 	Ý�6�›	j
‹�`�o�z	��^�À�p�w
ƒ
���s�`�p�Ý�Ã�Ÿ�ž  �Ä�å�Ñ�Ÿ�¿�«�›�•�a�$�t�Ñ�•� �ž�¢�¥�”�ç�›�è�a�^�d�”�h�Š�t�–�;�^�•�‡�b�{

�\�w	Ô	t�›�Ð�‚�”	Ô�ù�z inspect h323 �¯�Ú�ï�Å�x�z�Ä�ï�É�ç  �Ã�Ñ�¥�ç�Ä  �®�”�Ä�¢�£� �w�ç�”�Ä�› �–
�;�`�‡�d�œ �{�Ä�ï�É�ç  �Ã�Ñ�¥�ç�Ä  �®�”�Ä�¢�£� �w�ç�”�Ä�x�z route interface 0 0 metric tunneled �q�M
�O���Ü�w�ç�”�Ä�p�b�{�\�w�ç�”�Ä�x�z IPSec �Ä�ï�É�ç�T�’	Z�—�^�•�”�Í�­�¿�Ä�w�Ã�Ñ�¥�ç�Ä  �ç�”�Ä
�›	Í	{�V�`�‡�b�{ �f�w�h�Š�z VPN �Ä�å�Ñ�Ÿ�¿�«�t�0�`�o  inspect h323 �¯�Ú�ï�Å�U
ž�A�q�s�”	Ô�ù�x�z
�Ä�ï�É�ç  �Ã�Ñ�¥�ç�Ä  �®�”�Ä�¢�£� �w�ç�”�Ä�›
ƒ���`�s�M�p�X�i�^�M�{�E�˜�“�t�z���w�µ�»�Â�Ÿ�¿
�«  �ç�”�Â�Ÿ�ï�¬�‡�h�x�¼� �Æ�Û�¿�«  �ç�”�Â�Ÿ�ï�¬�›�–�;�`�‡�b�{
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�« �Í�w�«�t�Ô�b�‘�O�t�z H.323 �U�*�¤�ï�´�ï�›� �É�”�Ò�ç�t�`�‡�b�{�\�w�«�p�x�z�Ã�Ñ�¥�ç�Ä  �Ù�”�Ä
�¢ 1720�£	Í�w  H.323 �Ä�å�Ñ�Ÿ�¿�«�t�°�•�b�”�«�å�µ  �Ú�¿�Ó�›�^
R�`�‡�b�{ �\�w�±�”�Ï�µ  �Ù�æ�³�”�U�z
�Ž
æ� �ï�»�”�Ñ�£� �µ�t�&�;�^�•�‡�b�{  

hostname(config)# class-map h323-port
hostname(config-cmap)# match port tcp eq 1720
hostname(config-cmap)# exit
hostname(config)# policy-map h323_policy  
hostname(config-pmap)# class h323-port
hostname(config-pmap-c)# inspect h323
hostname(config-pmap-c)# exit
hostname(config)# service-policy h323_policy interface outside

�b�‚�o�w� �ï�»�”�Ñ�£� �µ�t�0�`�o  H.323 �U�*�›� �É�”�Ò�ç�t�b�”�t�x�z interface outside �w�E�˜�“
�t  global �Í�å�Ý�”�»�›�–�;�`�‡�b�{

���È�¯�Ú�ï�Å �¯�Ú�ï�Å 
†�Ì

debug h323 H.323 �w�Ã�Ì�¿�¬	Ø�C�w
¯�Ô�›� �É�”�Ò�ç�t�`�‡�b�{

show h225 �·�©�á�æ�Â�Ÿ  �ž�Ó�å� �ž�ï�µ�›�ý�Q�o�¬�q�^�•�h  H.225 �·�¿�³�ã
�ï�w	Ø�C�›
¯�Ô�`�‡�b�{

show h245 �µ�é�”�µ�»�”�Ä�›�–�;�`�o�M�”�¤�ï�Å�Ù� �ï�Ä�U�·�©�á�æ�Â�Ÿ  �ž
�Ó�å� �ž�ï�µ�›�ý�Q�o�¬�q�`�h  H.245 �·�¿�³�ã�ï�w	Ø�C�›
¯�Ô�`
�‡�b�{

show h323-ras �·�©�á�æ�Â�Ÿ  �ž�Ó�å� �ž�ï�µ�›�ý�Q�o�¬�q�^�•�h  H.323 RAS �·�¿
�³�ã�ï�w	Ø�C�›
¯�Ô�`�‡�b�{

timeout {h225 | h323} H.225 �³�¬�Æ�æ�ï�¬
€���‡�h�x  H.323 
M�š
€���U	4�ƒ�b�”�‡�p�w�ž
� �Å�ç�Ì���›
ƒ���`�‡�b�{
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inspect http
HTTP �ž�Ó�æ�­�”�³�ã�ï�U�*�›� �É�”�Ò�ç�t�b�”	Ô�ù�z�‡�h�x�·�©�á�æ�Â�Ÿ  �ž�Ó�å� �ž�ï�µ�U�æ�¿
�µ�ï�b�”�Ù�”�Ä�›�!�Ë�b�”	Ô�ù�x�z�«�å�µ  �¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï  �Þ�”�Å�p  inspect http  �¯�Ú�ï�Å
�›�–�;�`�‡�b�{�«�å�µ  �¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï  �Þ�”�Å�t�x�z�Ù�æ�³�”  �Ú�¿�Ó �¯�ï�Ñ�Ÿ�ª�á�è�”
�³�ã�ï  �Þ�”�Å�T�’�ž�«�·�µ�p�V�‡�b�{�\�w�¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï�›�_	†�b�”�t�x�z�\�w�¯�Ú�ï�Å
�w no ���Ü�›�–�;�`�‡�b�{  

inspect http [map_name]

no inspect http [map_name]

�³�ï�»�¿�«�µ�w
†�Ì

�Ã�Ñ�¥�ç�Ä HTTP �w�Ã�Ñ�¥�ç�Ä  �Ù�”�Ä�x  80 �p�b�{

�ô�S�s  HTTP �U�*�x�z�Ã�Ñ�¥�ç�Ä�p�x�Ã�Ÿ�·�”�Ò�ç�t�s�l�o�M�‡�b�{

�¯�Ú�ï�Å  �Þ�”�Å �Í�w
¯�x�z�\�w�¯�Ú�ï�Å�›�Ö�—�p�V�”�Þ�”�Å�›�Ô�`�o�M�‡�b�{

�¯�Ú�ï�Å�d�º

�–�;	Í�w�̈ � �Å�å� �ï inspect http �¯�Ú�ï�Å�x�z HTTP �Ä�å�Ñ�Ÿ�¿�«�t���È�b�”�D�ó
Q�w�K�”�›���w�È�8�•�f�w���w�´�–�T
�’�-�¢�`�‡�b�{ HTTP �U�*�p�x�z�ô�S�s  HTTP �U�*�U�î�æ�^�•�‡�b�{

�ô�S�s  HTTP �U�*�x�z HTTP �Ý�¿�·�”�´�U  RFC 2616 �t	j�Œ�`�o�M�”�\�q�z RFC �p���[�^�•�o�M�”
�M�Ü�•�±�Ù�”�Ä�^�•�o�M�”�¦�Á�M�Ü�›�–�;�`�o�M�”�\�q�z�S�‘�|���w�^�‡�_�‡�s�,	j�›�¬�h�`�o�M
�”�\�q�›�¬�Ý�`�‡�b�{���X�w	Ô�ù�z�\�•�’�w�,	j�q�z�f�w�,	j�U�¬�h�^�•�s�M�q�V�w�³�µ�Â�Ü�w� 
�t�›
ƒ���p�V�‡�b�{�,	j�›�¬�h�^�s�M�Ý�¿�·�”�´�t�0�`�o�¦���p�V�”�ž�«�³�ã�ï�x�z allow�z reset�z
drop �s�r�w�^�‡�_�‡�s�¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï  �¯�Ú�ï�Å�›�–�;�`�o
ƒ���`�‡�b�{�\�•�’�w�ž�«
�³�ã�ï�t�C�Q�o�z� �Õ�ï�Ä�›�é�¬�t�G�å�b�”�T�r�O�T�‹�¦���p�V�‡�b�{  

HTTP �Ý�¿�·�”�´�t�&�;�p�V�”�,	j�t�x�z�Í�w�‹�w�U�K�“�‡�b�{

• �æ�µ�Ä�¢
ƒ���D�ó�£�t�•�[�’�•�o�M�”�Ý�¹�¿�Å�›���œ�p�M�s�M�{

• �›���w�8
ù
Ö�ø�=�M�Ü�‡�h�x�ž�Ó�æ�­�”�³�ã�ï  �»� �Ó�{

• HTTP �Ä�å�ï�²�«�³�ã�ï�U  RFC �“�7�t�
�l�o�M�”�{  

• �Ý�¿�·�”�´�Š���w�±� �¶�U�z
M�v�‹�¢
ƒ���D�ó�£�Ž�<�p�K�”�{

• �A�{�q� �t�w�Ý�¿�·�”�´  �Ô�¿�¼�”�w�±� �¶�U�z
M�v�‹�¢
ƒ���D�ó�£�Ž�<�p�K�”�{

• URI �w�Õ�^�U
M�v�‹�¢
ƒ���D�ó�£�Ž�<�p�K�”�{

map_name �¢�¦�Ó�³�ã�ï�£ HTTP �Ú�¿�Ó�w�Ê
²�{

�¯�Ú�ï�Å  �Þ�”�Å

�Ñ�•� �ž�¢�¥�”�ç  �Þ�”�Å �·�©�á�æ�Â�Ÿ  �¯�ï�Â�©�µ�Ä

�ç�”�Â�¿�Å �•�a �³�ï�¬�ç

�Ú�ç�½

�¯�ï�Â�©�µ�Ä �³�µ�Â�Ü

�«�å�µ  �¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã
�ï

• • • • —

�æ�æ�”�µ �!�Ë�º�0

7.0(1) �\�w�¯�Ú�ï�Å�U�‹�Ö�^�•�z fixup �¯�Ú�ï�Å�x�”�V�õ�Q�’�•�o
��­�^�•�‡�`
�h�{  



�H 15 	·       inspect ctiqbe �¯�Ú�ï�Å�™  inspect xdmcp �¯�Ú�ï�Å
  inspect http

15-21
Cisco �·�©�á�æ�Â�Ÿ  �ž�Ó�å� �ž�ï�µ  �¯�Ú�ï�Å  �æ�Ñ�•�è�ï�µ

OL-10086-02-J

• �Ý�¿�·�”�´�Š���w  content-type �U�z�Ô�¿�¼�”�q�°�•�`�o�M�”�{

• � �t�Ý�¿�·�”�´�w  content-type �U�z�A�{�Ý�¿�·�”�´�w  accept-type �Ñ�Ÿ�”�ç�Å�q�°�•�`�o�M�”�{

• �Ý�¿�·�”�´�w  content-type �U�z�Ä
²���[�A�ˆ�w�º
æ�æ�µ�Ä�t�•�[�’�•�o�M�”�{

• �Ý�¿�·�”�´�U�z RFC �t�‘�”  HTTP ���Ü�w�,	j�›�¬�h�`�o�M�”�{

• 
¬�R�`�h�±�Ù�”�Ä�D�ó�ž�Ó�æ�­�”�³�ã�ï�U���O�`�o�M�”�¢�‡�h�x�z���O�`�o�M�s�M�£ �{

• 
¬�R�`�h
Ö�ø�=�»� �Ó�U���O�`�o�M�”�¢�‡�h�x�z���O�`�o�M�s�M�£ �{

�¢�«�£ �,	j�›�¬�h�^�s�M�Ý�¿�·�”�´�t�0�`�o�¦���p�V�”�ž�«�³�ã�ï�x�z allow�z reset�z drop �s�r�w�^�‡�_
�‡�s�¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï  �¯�Ú�ï�Å�›�–�;�`�o
ƒ���`�‡�b�{�\�•�’�w�ž�«�³�ã�ï�t�C�Q�o�z� 
�Õ�ï�Ä�›�é�¬�t�G�å�b�”�T�r�O�T�‹�¦���p�V�‡�b�{  

�ô�S�s  HTTP �U�*�›� �É�”�Ò�ç�t�b�”�t�x�z inspect http http-map �¯�Ú�ï�Å�›�–�;�`�‡�b�{�\�w�¯�Ú
�ï�Å�U  HTTP �Ä�å�Ñ�Ÿ�¿�«�t�&�;�b�”�F���x�z�›���w  HTTP �Ú�¿�Ó�p���[�^�•�‡�b�{�\�w  HTTP
�Ú�¿�Ó�›
ƒ���b�”�t�x�z http-map �¯�Ú�ï�Å�q  HTTP �Ú�¿�Ó  �¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï  �Þ�”�Å�w�¯�Ú
�ï�Å�›�Ö�—�`�‡�b�{  

�¢�«�£ HTTP �Ú�¿�Ó�›�–�;�`�o  HTTP �U�*�›� �É�”�Ò�ç�t�b�”�q�z�Ã�Ñ�¥�ç�Ä�p�x�z�ž�«�³�ã�ï  reset �S�‘
�|  log �›�–�;�`�h�k�µ�s  HTTP �U�*�U� �É�”�Ò�ç�t�s�“�‡�b�{�U�*�t�ù�¨�`�s�M	Ô�ù�t�î�æ�^�•�”
�ž�«�³�ã�ï�x�!�Ë�p�V�‡�b�U�z HTTP �Ú�¿�Ó�U� �É�”�Ò�ç�w�‡�‡�p�K�”�v�“�z�k�µ�s�U�*�›�Ã�Ÿ
�·�”�Ò�ç�t�b�”�\�q�x�p�V�‡�d�œ�{  

inspect http �¯�Ú�ï�Å�x  syslog �Ý�¿�·�”�´  304001 �›�p�`�o�z GET �A�{�w�é�ª�ï�¬�›� �É�”�Ò�ç�‡�h
�x�Ã�Ÿ�·�”�Ò�ç�t�`�‡�b�{

�¢�«�£ inspect http �¯�Ú�ï�Å�›  inspect im �¯�Ú�ï�Å�q�ž�t
ƒ���b�”�q�z inspect im �¯�Ú�ï�Å�x�Ã�Ÿ�·�”�Ò�ç
�t�s�“�‡�b�{

�« �Í�w�«�x�z HTTP �Ä�å�Ñ�Ÿ�¿�«�›�Ý���`�z HTTP �Ú�¿�Ó�›���[�`�z�Ù�æ�³�”�›���[�`�o�z�f�w�Ù�æ
�³�”�›�Ž
æ� �ï�»�”�Ñ�£� �µ�t�&�;�b�”�M�O�›�Ô�`�o�M�‡�b�{

hostname(config)# class-map http-port  
hostname(config-cmap)# match port tcp eq 80
hostname(config-cmap)# exit
hostname(config)# http-map inbound_http
hostname(config-http-map)# content-length min 100 max 2000 action reset log
hostname(config-http-map)# content-type-verification match-req-rsp reset log
hostname(config-http-map)# max-header-length request bytes 100 action log reset
hostname(config-http-map)# max-uri-length 100 action reset log
hostname(config-http-map)# exit
hostname(config)# policy-map inbound_policy  
hostname(config-pmap)# class http-port
hostname(config-pmap-c)# inspect http inbound_http  
hostname(config-pmap-c)# exit
hostname(config-pmap)# exit
hostname(config)# service-policy inbound_policy interface outside
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�\�w�«�p�x�z �Í�w�¯�ï�Â�ï�À�›���œ�p�M�”�Ä�å�Ñ�Ÿ�¿�«�›�·�©�á�æ�Â�Ÿ  �ž�Ó�å� �ž�ï�µ�U�U	Z�`�h
�q�V�t�z
€���›�æ�·�¿�Ä�`�o  syslog �¤�ï�Ä�æ�›�^
R�`�‡�b�{

• 100 �Ì� �Ä�°�¬�‡�h�x  2,000 �Ì� �Ä�›�Ò�Q�”�Ý�¿�·�”�´

• �±�Ù�”�Ä�^�•�o�M�s�M�¯�ï�Â�ï�À  �»� �Ó

• 100 �Ì� �Ä�›�Ò�Q�”  HTTP �Ô�¿�¼�”

• 100 �Ì� �Ä�›�Ò�Q�”  URI

���È�¯�Ú�ï�Å �¯�Ú�ï�Å 
†�Ì

class-map �·�©�á�æ�Â�Ÿ  �ž�«�³�ã�ï�›�&�;�b�”
Œ�w�Ä�å�Ñ�Ÿ�¿�«  �«�å�µ�›���[�`�‡
�b�{  

debug appfw HTTP �ž�Ó�æ�­�”�³�ã�ï�U�*�t���b�”	Ä�I	Ø�C�›
¯�Ô�`�‡�b�{

debug http-map HTTP �Ú�¿�Ó�t���È
Ç�Z�’�•�o�M�”�Ä�å�Ñ�Ÿ�¿�«�t���b�”	Ä�I	Ø�C�›
¯�Ô
�`�‡�b�{

http-map �ô�S�s  HTTP �U�*�›
ƒ���b�”�h�Š�w  HTTP �Ú�¿�Ó�›���[�`�‡�b�{

policy-map �«�å�µ  �Ú�¿�Ó�›�›���w�·�©�á�æ�Â�Ÿ  �ž�«�³�ã�ï�t���È
Ç�Z�‡�b�{
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inspect icmp
ICMP �U�*�¤�ï�´�ï�›
ƒ���b�”�t�x�z�«�å�µ  �¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï  �Þ�”�Å�p  inspect icmp �¯�Ú�ï
�Å�›�–�;�`�‡�b�{�«�å�µ  �¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï  �Þ�”�Å�t�x�z�Ù�æ�³�”  �Ú�¿�Ó  �¯�ï�Ñ�Ÿ�ª�á�è�”
�³�ã�ï  �Þ�”�Å�T�’�ž�«�·�µ�p�V�‡�b�{

inspect icmp

no inspect icmp 

�Ã�Ñ�¥�ç�Ä �\�w�¯�Ú�ï�Å�x�z�Ã�Ñ�¥�ç�Ä�p�x�Ã�Ÿ�·�”�Ò�ç�t�s�l�o�M�‡�b�{

�¯�Ú�ï�Å  �Þ�”�Å �Í�w
¯�x�z�\�w�¯�Ú�ï�Å�›�Ö�—�p�V�”�Þ�”�Å�›�Ô�`�o�M�‡�b�{

�¯�Ú�ï�Å�d�º

�–�;	Í�w�̈ � �Å�å� �ï ICMP �U�*�¤�ï�´�ï�›�–�;�b�”�q�z ICMP �Ä�å�Ñ�Ÿ�¿�«�›  TCP �Ä�å�Ñ�Ÿ�¿�«�S�‘�|  UDP �Ä�å�Ñ�Ÿ�¿
�«�q�‰�7�t�U�*�p�V�‡�b�{ ICMP �U�*�¤�ï�´�ï�›�–�;�`�s�M	Ô�ù�x�z ACL �t�‘�“  ICMP �U�·�©�á�æ
�Â�Ÿ  �ž�Ó�å� �ž�ï�µ�›�è�a�`�s�M�‘�O�t�b�”�\�q�›�S�ç�Š�`�‡�b�{ �µ�Â�”�Ä�Ñ�ç�U�*�U�î�æ�^�•�s
�M	Ô�ù�z ICMP �x�É�¿�Ä�ë�”�«�w�È�8�t�b�;�^�•�”�\�q�U�K�“�‡�b�{ ICMP �U�*�¤�ï�´�ï�x�z�¤�A
�{�t�0�b�”� �t�U  1 �m�i�Z�p�K�“�z�³�”�­�ï�µ
j�ø�U
Y�`�M�\�q�›�¬�Ý�`�‡�b�{

ICMP �U�*�¤�ï�´�ï�U�Ã�Ÿ�·�”�Ò�ç�w	Ô�ù�¢�Ã�Ñ�¥�ç�Ä
ƒ���£�z�ÿ�·�©�á�æ�Â�Ÿ  � �ï�»�”�Ñ�£� �µ
�T�’�ô�·�©�á�æ�Â�Ÿ  � �ï�»�”�Ñ�£� �µ�•�w  ICMP �¤�¯�”� �t�Ý�¿�·�”�´�x�‹
q�^�•�‡�b�{ �\�w�Ý�¿
�·�”�´�U  ICMP �¤�¯�”�A�{�•�w� �t�p�K�”	Ô�ù�‹�‰�7�p�b�{

�« �Í�w�«�t�Ô�b�‘�O�t�z ICMP �ž�Ó�æ�­�”�³�ã�ï�U�*�›� �É�”�Ò�ç�t�`�‡�b�{�\�w�«�p�x�z ICMP �Ó
�é�Ä�¯�ç  ID�¢ IPv4 �x  1�z IPv6 �x  58�£�›�–�;�`�o�z ICMP �Ä�å�Ñ�Ÿ�¿�«�t�°�•�b�”�«�å�µ  �Ú�¿�Ó�›
�^
R�`�‡�b�{�\�w�±�”�Ï�µ  �Ù�æ�³�”�U�z�Ž
æ� �ï�»�”�Ñ�£� �µ�t�&�;�^�•�‡�b�{  

hostname(config)# class-map icmp-class
hostname(config-cmap)# match default-inspection-traffic
hostname(config-cmap)# exit
hostname(config)# policy-map icmp_policy  
hostname(config-pmap)# class icmp-class
hostname(config-pmap-c)# inspect icmp 
hostname(config-pmap-c)# exit
hostname(config)# service-policy icmp_policy interface outside

�b�‚�o�w� �ï�»�”�Ñ�£� �µ�t�0�`�o  ICMP �U�*�›� �É�”�Ò�ç�t�b�”�t�x�z interface outside �w�E�˜�“
�t  global �Í�å�Ý�”�»�›�–�;�`�‡�b�{

�¯�Ú�ï�Å  �Þ�”�Å

�Ñ�•� �ž�¢�¥�”�ç  �Þ�”�Å �·�©�á�æ�Â�Ÿ  �¯�ï�Â�©�µ�Ä

�ç�”�Â�¿�Å �•�a �³�ï�¬�ç

�Ú�ç�½

�¯�ï�Â�©�µ�Ä �³�µ�Â�Ü

�«�å�µ  �¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã
�ï

• • • • —

�æ�æ�”�µ �!�Ë�º�0

7.0(1)
�\�w�¯�Ú�ï�Å�U�‹�Ö�^�•�z fixup �¯�Ú�ï�Å�x�”�V�õ�Q�’�•�o
��­�^�•�‡�`
�h�{  
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���È�¯�Ú�ï�Å

inspect icmp error
ICMP �¤�å�”  �Ý�¿�·�”�´�t�0�b�”�ž�Ó�æ�­�”�³�ã�ï�U�*�›� �É�”�Ò�ç�t�b�”�t�x�z �«�å�µ  �¯�ï�Ñ�Ÿ
�ª�á�è�”�³�ã�ï  �Þ�”�Å�p  inspect icmp error  �¯�Ú�ï�Å�›�–�;�`�‡�b�{�«�å�µ  �¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã
�ï  �Þ�”�Å�t�x�z�Ù�æ�³�”  �Ú�¿�Ó  �¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï  �Þ�”�Å�T�’�ž�«�·�µ�p�V�‡�b�{  

inspect icmp error

no inspect icmp error

�Ã�Ñ�¥�ç�Ä �\�w�¯�Ú�ï�Å�x�z�Ã�Ñ�¥�ç�Ä�p�x�Ã�Ÿ�·�”�Ò�ç�t�s�l�o�M�‡�b�{

�¯�Ú�ï�Å  �Þ�”�Å �Í�w
¯�x�z�\�w�¯�Ú�ï�Å�›�Ö�—�p�V�”�Þ�”�Å�›�Ô�`�o�M�‡�b�{

�¯�Ú�ï�Å�d�º

�–�;	Í�w�̈ � �Å�å� �ï inspect icmp error �¯�Ú�ï�Å�x�z�µ�»�Â�Ÿ�¿�« /NAT �w�¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï�t�,�n�M�o�z ICMP
�¤�å�”  �Ý�¿�·�”�´�›
ù	ô�b�”�¤���×�¿�Ó�w  xlate �›�^
R�b�”	Ô�ù�t�–�;�`�‡�b�{�Ã�Ñ�¥�ç�Ä�p�x�z
�·�©�á�æ�Â�Ÿ  �ž�Ó�å� �ž�ï�µ�x�¤���×�¿�Ó�w  IP �ž�Å�è�µ�›
¯�Ô�`�‡�d�œ�{�h�i�`�z inspect icmp
error  �¯�Ú�ï�Å�›�–�;�b�”�q�z�¤���×�¿�Ó�w  IP �ž�Å�è�µ�U
¯�Ô�^�•�‡�b�{�·�©�á�æ�Â�Ÿ  �ž�Ó�å� �ž
�ï�µ�x�z�Í�­�¿�Ä�›�!�õ�™�w  IP �ž�Å�è�µ�p	Í	{�V�`�‡�b�{

� �É�”�Ò�ç�w	Ô�ù�z ICMP �¤�å�”�U�*�¤�ï�´�ï�x�z ICMP �Í�­�¿�Ä�t�Í�w�!�Ë�›�C�Q�‡�b�{

• IP �Ô�¿�¼�”�p�z NAT IP �U Client IP�¢�|
Œ�ž�Å�è�µ�S�‘�|�¤���×�¿�Ó  �ž�Å�è�µ�£�t�!�Ë�^�•�z IP
�½�£�¿�«�±�Ü�U�!�Ë�^�•�‡�b�{  

• ICMP �Ô�¿�¼�”�p�z ICMP �½�£�¿�«�±�Ü�U  ICMP �Í�­�¿�Ä�w�!�Ë�t� �a�o�!�Ë�^�•�‡�b�{  

�¯�Ú�ï�Å 
†�Ì

class-map �·�©�á�æ�Â�Ÿ  �ž�«�³�ã�ï�›�&�;�b�”
Œ�w�Ä�å�Ñ�Ÿ�¿�«  �«�å�µ�›���[�`�‡
�b�{  

icmp �·�©�á�æ�Â�Ÿ  �ž�Ó�å� �ž�ï�µ  � �ï�»�”�Ñ�£� �µ�p	4�z�b�”  ICMP �Ä�å
�Ñ�Ÿ�¿�«�t�0�`�o�z�ž�«�·�µ�F���›
ƒ���`�‡�b�{

policy-map �·�©�á�æ�Â�Ÿ  �ž�«�³�ã�ï�›  1 �m�‡�h�x�f�•�Ž	Í�w�Ä�å�Ñ�Ÿ�¿�«  �«�å�µ�t
���È
Ç�Z�”�h�Š�w�Ù�æ�³�”�›���[�`�‡�b�{

service-policy 1 �m�‡�h�x
ó
:�w� �ï�»�”�Ñ�£� �µ�t�Ù�æ�³�”  �Ú�¿�Ó�›�&�;�`�‡�b�{

�¯�Ú�ï�Å  �Þ�”�Å

�Ñ�•� �ž�¢�¥�”�ç  �Þ�”�Å �·�©�á�æ�Â�Ÿ  �¯�ï�Â�©�µ�Ä

�ç�”�Â�¿�Å �•�a �³�ï�¬�ç

�Ú�ç�½

�¯�ï�Â�©�µ�Ä �³�µ�Â�Ü

�«�å�µ  �¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã
�ï

• • • • —

�æ�æ�”�µ �!�Ë�º�0

7.0(1) �\�w�¯�Ú�ï�Å�U�‹�Ö�^�•�z fixup �¯�Ú�ï�Å�x�”�V�õ�Q�’�•�o
��­�^�•�‡�`
�h�{  
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• �Ö� �é�”�Å�p�x�z�Í�w�!�Ë�U�C�Q�’�•�‡�b�{

�µ �i�w�Í�­�¿�Ä�w  NAT IP �U Client IP �t�!�Ë�^�•�‡�b�{

�µ �i�w�Í�­�¿�Ä�w  NAT �Ù�”�Ä�U  Client Port �t�!�Ë�^�•�‡�b�{

�µ �i�w�Í�­�¿�Ä�w  IP �½�£�¿�«�±�Ü�U�6�-�‰�^�•�‡�b�{

ICMP �¤�å�”  �Ý�¿�·�”�´�U	��˜�^�•�”�q�z ICMP �¤�å�”�U�*�U� �É�”�Ò�ç�T�r�O�T�t�����s�X�z
ICMP �Ö� �é�”�Å�U�µ�©�ß�ï�^�•�z�i�w�Í�­�¿�Ä�T�’  5 �m�w�»�Ó�ç�¢ src ip�z dest ip�z src port�z dest
port�z�S�‘�|  ip �Ó�é�Ä�¯�ç�£�U	��˜�^�•�‡�b�{	��˜�^�•�h  5 �m�w�»�Ó�ç�›�–�;�`�o�U�g�U�î�æ�^�•�z
�«�å� �ž�ï�Ä�w�i�w�ž�Å�è�µ�U
Q���^�•�z�›���w  5 �m�w�»�Ó�ç�t���È
Ç�Z�’�•�h�7���w�·�¿�³�ã�ï
�U�U	Z�^�•�‡�b�{�·�¿�³�ã�ï�U�U	Z�^�•�s�M	Ô�ù�z ICMP �¤�å�”  �Ý�¿�·�”�´�x�Å�é�¿�Ó�^�•�‡�b�{

�« �Í�w�«�t�Ô�b�‘�O�t�z ICMP �¤�å�”  �ž�Ó�æ�­�”�³�ã�ï�U�*�›� �É�”�Ò�ç�t�`�‡�b�{�\�w�«�p�x�z
ICMP �Ó�é�Ä�¯�ç  ID�¢ IPv4 �x  1�z IPv6 �x  58�£�›�–�;�`�o�z ICMP �Ä�å�Ñ�Ÿ�¿�«�t�°�•�b�”�«�å�µ
�Ú�¿�Ó�›�^
R�`�‡�b�{�\�w�±�”�Ï�µ  �Ù�æ�³�”�U�z�Ž
æ� �ï�»�”�Ñ�£� �µ�t�&�;�^�•�‡�b�{  

hostname(config)# class-map icmp-class
hostname(config-cmap)# match default-inspection-traffic
hostname(config-cmap)# exit
hostname(config)# policy-map icmp_policy  
hostname(config-pmap)# class icmp-class
hostname(config-pmap-c)# inspect icmp error
hostname(config-pmap-c)# exit
hostname(config)# service-policy icmp_policy interface outside

�b�‚�o�w� �ï�»�”�Ñ�£� �µ�t�0�`�o  ICMP �¤�å�”�U�*�›� �É�”�Ò�ç�t�b�”�t�x�z interface outside �w
�E�˜�“�t  global �Í�å�Ý�”�»�›�–�;�`�‡�b�{

���È�¯�Ú�ï�Å �¯�Ú�ï�Å 
†�Ì

class-map �·�©�á�æ�Â�Ÿ  �ž�«�³�ã�ï�›�&�;�b�”
Œ�w�Ä�å�Ñ�Ÿ�¿�«  �«�å�µ�›���[�`�‡
�b�{  

icmp �·�©�á�æ�Â�Ÿ  �ž�Ó�å� �ž�ï�µ  � �ï�»�”�Ñ�£� �µ�p	4�z�b�”  ICMP �Ä�å
�Ñ�Ÿ�¿�«�t�0�`�o�z�ž�«�·�µ�F���›
ƒ���`�‡�b�{

inspect icmp ICMP �U�*�¤�ï�´�ï�›� �É�”�Ò�ç�‡�h�x�Ã�Ÿ�·�”�Ò�ç�t�`�‡�b�{

policy-map �·�©�á�æ�Â�Ÿ  �ž�«�³�ã�ï�›  1 �m�‡�h�x�f�•�Ž	Í�w�Ä�å�Ñ�Ÿ�¿�«  �«�å�µ�t
���È
Ç�Z�”�h�Š�w�Ù�æ�³�”�›���[�`�‡�b�{

service-policy 1 �m�‡�h�x
ó
:�w� �ï�»�”�Ñ�£� �µ�t�Ù�æ�³�”  �Ú�¿�Ó�›�&�;�`�‡�b�{
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inspect ils
ILS �ž�Ó�æ�­�”�³�ã�ï�U�*�›� �É�”�Ò�ç�t�b�”�t�x�z�«�å�µ  �¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï  �Þ�”�Å�p
inspect ils �¯�Ú�ï�Å�›�–�;�`�‡�b�{ �«�å�µ  �¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï  �Þ�”�Å�t�x�z �Ù�æ�³�”  �Ú�¿�Ó  �¯
�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï  �Þ�”�Å�T�’�ž�«�·�µ�p�V�‡�b�{�\�w�¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï�›�_	†�b�”�t
�x�z�\�w�¯�Ú�ï�Å�w  no ���Ü�›�–�;�`�‡�b�{  

inspect ils  

no inspect ils  

�Ã�Ñ�¥�ç�Ä �\�w�¯�Ú�ï�Å�x�z�Ã�Ñ�¥�ç�Ä�p�x�Ã�Ÿ�·�”�Ò�ç�t�s�l�o�M�‡�b�{

�¯�Ú�ï�Å  �Þ�”�Å �Í�w
¯�x�z�\�w�¯�Ú�ï�Å�›�Ö�—�p�V�”�Þ�”�Å�›�Ô�`�o�M�‡�b�{

�¯�Ú�ï�Å�d�º

�–�;	Í�w�̈ � �Å�å� �ï inspect ils �¯�Ú�ï�Å�x�z LDAP �›�–�;�`�o  ILS �±�”�Ì�q�Ã�Ÿ�è�«�Ä�æ	Ø�C�›�¦�õ�b�”  Microsoft
NetMeeting�z SiteServer�z�S�‘�|  Active Directory 
a
¼�;�w  NAT �›�±�Ù�”�Ä�`�‡�b�{

�·�©�á�æ�Â�Ÿ  �ž�Ó�å� �ž�ï�µ�x  ILS �w NAT �›�±�Ù�”�Ä�`�o�M�‡�b�{ ILS �x�z ILS �‡�h�x  SiteServer
Directory �w�¤�ï�Å�Ù� �ï�Ä�w�J�å�S�‘�|�U	Z�t�–�;�^�•�‡�b�{ LDAP �Ã�”�»�Õ�”�µ�t�x  IP �ž�Å�è�µ
�i�Z�U�-���^�•�”�h�Š�z PAT �x�±�Ù�”�Ä�p�V�‡�d�œ�{  

LDAP �±�”�Ì�U�Ž
æ�t�K�”	Ô�ù�z�U�g� �t�›�î�æ�b�”�t�x�z NAT �›�–�;�`�o�z�Ž
æ  LDAP �±�”�Ì�t
�J�å�^�•�o�M�”�º
æ�Ð�ž���w�é�”�§�ç�è	ô�›�D�ó�t�b�”�\�q�›�ß�€�b�”
ž�A�U�K�“�‡�b�{�\�w�‘�O
�s�U�g� �t�p�x�z xlate�z DNAT �¤�ï�Ä�æ�w	q�t�U�g�^�•�z
Y�`�M�ž�Å�è�µ�U	��˜�^�•�‡�b�{�†�M�w
�U�g�t�æ

�`�h	Ô�ù�z�ž�Å�è�µ�x�!�Ë�^�•�‡�d�œ�{ NAT 0 �›�–�;�`�o�M�”�¢ NAT �›�–�;�`�o�M�s
�M�£�±� �Ä�•�z DNAT �0�é�›
Ý���`�o�M�s�M�±� �Ä�t�m�M�o�x�z�Í�Ñ�¥�”�Ú�ï�µ�›�²	Í�^�d�”�h�Š
�t�z�U�*�¤�ï�´�ï�›�¦�Ñ�t�b�”�\�q�›�S�ç�Š�`�‡�b�{

ILS �±�”�Ì�U�·�©�á�æ�Â�Ÿ  �ž�Ó�å� �ž�ï�µ�¥�„�w�º���t�K�”	Ô�ù�x�z�å�C�w
ƒ���U
ž�A�t�s�”�\�q
�U�K�“�‡�b�{�\�w	Ô�ù�x�z�¦���Ù�”�Ä�¢�è	×�x  TCP 389�£	Í�p  LDAP �±�”�Ì�t�ž�«�·�µ�b�”�Ž
æ�«
�å� �ž�ï�Ä�;�w�×�”�ç�U
ž�A�p�b�{

ILS �Ä�å�Ñ�Ÿ�¿�«�x�·�§�ï�¼�æ  UDP �½�ß�É�ç�i�Z�p
C
\�b�”�h�Š�z TCP 
€���x�z TCP 
‡�ž�«�Â�Ÿ
�Ï�Â�Ÿ���´�U�&�a�b�”�q
~�…�^�•�‡�b�{�Ã�Ñ�¥�ç�Ä�p�x�z�\�w���´�x  60 
ü�p�b�{���´�›�Ð
T�b�”
�t�x�z timeout �¯�Ú�ï�Å�›�–�;�`�‡�b�{

ILS/LDAP �x�z�«�å� �ž�ï�Ä / �±�”�Ì  �Þ�Ã�ç�t�,�n�M�o�z�o�°  TCP 
€��	Í�w�·�¿�³�ã�ï�›	r�g�`�‡
�b�{ �\�•�’�w�·�¿�³�ã�ï�w�°
æ�x�z �«�å� �ž�ï�Ä�w�ž�«�³�ã�ï�t� �a�o�^
R�^�•�”	Ô�ù�U�K�“�‡�b�{

�¯�Ú�ï�Å  �Þ�”�Å

�Ñ�•� �ž�¢�¥�”�ç  �Þ�”�Å �·�©�á�æ�Â�Ÿ  �¯�ï�Â�©�µ�Ä

�ç�”�Â�¿�Å �•�a �³�ï�¬�ç

�Ú�ç�½

�¯�ï�Â�©�µ�Ä �³�µ�Â�Ü

�«�å�µ  �¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã
�ï

• • • • —

�æ�æ�”�µ �!�Ë�º�0

7.0(1) �\�w�¯�Ú�ï�Å�U�‹�Ö�^�•�z fixup �¯�Ú�ï�Å�x�”�V�õ�Q�’�•�o
��­�^�•�‡�`
�h�{  
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€���w�É�°�³�¤�”�³�ã�ï�¤�t�z�«�å� �ž�ï�Ä�T�’�±�”�Ì�t�0�`�o  BIND PDU �U
ù	ô�^�•�‡�b�{�±�”
�Ì�T�’  BIND RESPONSE �›
Y	×�t	!	ô�b�”�q�z���w
â�^�Ý�¿�·�”� �́¢ ADD�z DEL�z SEARCH�z�‡�h
�x  MODIFY �s�r�£�U�¦�õ�^�•�z ILS Directory 	Í�p	r�g�U�î�æ�^�•�‡�b�{ ADD REQUEST �S�‘�|
SEARCH RESPONSE PDU �t�x�z NetMeeting �·�¿�³�ã�ï�›�¬�q�b�”�h�Š�t  H.323�¢ SETUP �S�‘�|
CONNECT �Ý�¿�·�”�´�£�t�‘�l�o�–�;�^�•�”  NetMeeting �Ð�ž�w  IP �ž�Å�è�µ�U���‡�•�”	Ô�ù�U�K�“
�‡�b�{ Microsoft NetMeeting v2.X �S�‘�|  v3.X �p�x�z ILS �U�±�Ù�”�Ä�^�•�o�M�‡�b�{

ILS �U�*�x�z�Í�w	r�g�›�î�æ�`�‡�b�{

• BER �Ã�¯�”�Å�;�ó�›�–�;�`�o�z LDAP REQUEST/RESPONSE PDU �›�Ã�¯�”�Å�b�”�{

• LDAP �Í�­�¿�Ä�›�r
s�b�”�{

• IP �ž�Å�è�µ�›�¨	Z�b�”�{

• 
ž�A�t� �a�o  IP �ž�Å�è�µ�›�!�õ�b�”�{

• BER 
Ö�ø�=�;�ó�›�–�;�`�o�z�!�õ�™�w�ž�Å�è�µ�p  PDU �›
Ö�ø�=�b�”�{

• 	ý�`�X
Ö�ø�=�`�h  PDU �›  TCP �Í�­�¿�Ä�t�¯�Ð�”�b�”�{

• TCP �½�£�¿�«�±�Ü�q�³�”�­�ï�µ
j�ø�›�)
ü�$�t�Ð
T�b�”�{

ILS �U�*�t�x�z�Í�w
M�v�U�K�“�‡�b�{

• 	°�q�w�A�{�S�‘�|� �t�x�±�Ù�”�Ä�^�•�‡�d�œ�{

• 
ó
:�w�Ã�Ÿ�è�«�Ä�æ�w�â�”�²�x�w�ù�^�•�‡�d�œ�{

• 
ó
:�w�Ã�Ÿ�è�«�Ä�æ�t���‘�w  ID �›�Ë�m�o�°�â�”�²�x�z NAT �p�x�Ý�Ý�p�V�‡�d�œ�{

�¢�«�£ H225 �¯�”�ç  �³�¬�Æ�æ�ï�¬  �Ä�å�Ñ�Ÿ�¿�«�x�·�§�ï�¼�æ  UDP �½�ß�É�ç�i�Z�p
C
\�b�”�h�Š�z TCP 
€
���x�z TCP timeout �¯�Ú�ï�Å�p�¦���^�•�h���´�U�&�a�b�”�q
~�…�^�•�‡�b�{�\�w���´�x�z�Ã�Ñ�¥�ç
�Ä�p�x  60 
ü�t
ƒ���^�•�o�M�‡�b�{

�« �Í�w�«�t�Ô�b�‘�O�t�z ILS �U�*�¤�ï�´�ï�›� �É�”�Ò�ç�t�`�‡�b�{�\�w�«�p�x�z�Ã�Ñ�¥�ç�Ä  �Ù�”�Ä
�¢ 389�£	Í�w  ILS �Ä�å�Ñ�Ÿ�¿�«�t�°�•�b�”�«�å�µ  �Ú�¿�Ó�›�^
R�`�‡�b�{�\�w�±�”�Ï�µ  �Ù�æ�³�”�U�z�Ž

æ� �ï�»�”�Ñ�£� �µ�t�&�;�^�•�‡�b�{  

hostname(config)# class-map ils-port
hostname(config-cmap)# match port tcp eq 389
hostname(config-cmap)# exit
hostname(config)# policy-map ils_policy  
hostname(config-pmap)# class ils-port
hostname(config-pmap-c)# inspect ils
hostname(config-pmap-c)# exit
hostname(config)# service-policy ils_policy interface outside

�b�‚�o�w� �ï�»�”�Ñ�£� �µ�t�0�`�o  ILS �U�*�›� �É�”�Ò�ç�t�b�”�t�x�z interface outside �w�E�˜�“�t
global �Í�å�Ý�”�»�›�–�;�`�‡�b�{

���È�¯�Ú�ï�Å �¯�Ú�ï�Å 
†�Ì

class-map �·�©�á�æ�Â�Ÿ  �ž�«�³�ã�ï�›�&�;�b�”
Œ�w�Ä�å�Ñ�Ÿ�¿�«  �«�å�µ�›���[�`�‡
�b�{  

debug ils ILS �w�Ã�Ì�¿�¬	Ø�C�›� �É�”�Ò�ç�t�`�‡�b�{

policy-map �«�å�µ  �Ú�¿�Ó�›�›���w�·�©�á�æ�Â�Ÿ  �ž�«�³�ã�ï�t���È
Ç�Z�‡�b�{

service-policy 1 �m�‡�h�x
ó
:�w� �ï�»�”�Ñ�£� �µ�t�Ù�æ�³�”  �Ú�¿�Ó�›�&�;�`�‡�b�{
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inspect im
IM �Ä�å�Ñ�Ÿ�¿�«�w�U�*�›� �É�”�Ò�ç�t�b�”�t�x�z �«�å�µ  �¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï  �Þ�”�Å�p  inspect
im �¯�Ú�ï�Å�›�–�;�`�‡�b�{�«�å�µ  �¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï  �Þ�”�Å�t�x�z �Ù�æ�³�”  �Ú�¿�Ó  �¯�ï�Ñ�Ÿ
�ª�á�è�”�³�ã�ï  �Þ�”�Å�T�’�ž�«�·�µ�p�V�‡�b�{�\�w�¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï�›�_	†�b�”�t�x�z�\�w
�¯�Ú�ï�Å�w  no ���Ü�›�–�;�`�‡�b�{  

inspect im [map_name]

no inspect im [map_name]

�³�ï�»�¿�«�µ�w
†�Ì

�Ã�Ñ�¥�ç�Ä �\�w�¯�Ú�ï�Å�x�z�Ã�Ñ�¥�ç�Ä�p�x�Ã�Ÿ�·�”�Ò�ç�t�s�l�o�M�‡�b�{

�¯�Ú�ï�Å  �Þ�”�Å �Í�w
¯�x�z�\�w�¯�Ú�ï�Å�›�Ö�—�p�V�”�Þ�”�Å�›�Ô�`�o�M�‡�b�{

�¯�Ú�ï�Å�d�º

�–�;	Í�w�̈ � �Å�å� �ï inspect im �¯�Ú�ï�Å�x�z IM �Ó�é�Ä�¯�ç�w�ž�Ó�æ�­�”�³�ã�ï�U�*�›� �É�”�Ò�ç�‡�h�x�Ã�Ÿ�·�”�Ò�ç�t
�`�‡�b�{

�¢�«�£ inspect im �¯�Ú�ï�Å�x�z inspect http �¯�Ú�ï�Å�q�ž�t
ƒ���`�h	Ô�ù�z�‡�h�x�Ù�”�Ä  80 �t�0�`�o  filter
activex�zfilter java �z�‡�h�x  filter url  �w�¤  filter  �¯�Ú�ï�Å�q�ž�t
ƒ���`�h	Ô�ù�t�Ã�Ÿ�·�”�Ò�ç�t�s�“
�‡�b�{

map_name �¢�¦�Ó�³�ã�ï�£ IM �Ú�¿�Ó�w�Ê
²�{

�¯�Ú�ï�Å  �Þ�”�Å

�Ñ�•� �ž�¢�¥�”�ç  �Þ�”�Å �·�©�á�æ�Â�Ÿ  �¯�ï�Â�©�µ�Ä

�ç�”�Â�¿�Å �•�a �³�ï�¬�ç

�Ú�ç�½

�¯�ï�Â�©�µ�Ä �³�µ�Â�Ü

�«�å�µ  �¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã
�ï

• • • • —

�æ�æ�”�µ �!�Ë�º�0

7.2(1) �\�w�¯�Ú�ï�Å�U�‹�Ö�^�•�‡�`�h�{
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�« �Í�w�«�p�x�z IM �U�*�Ù�æ�³�”  �Ú�¿�Ó�›���[�b�”�M�O�›�Ô�`�‡�b�{

hostname(config)# regex loginname1 “ying\@yahoo.com”
hostname(config)# regex loginname2 “Kevin\@yahoo.com”
hostname(config)# regex loginname3 “rahul\@yahoo.com”
hostname(config)# regex loginname3 “darshant\@yahoo.com”
hostname(config)# regex yhoo_version_regex “1\.0”

hostname(config)# class-map type regex match-any yahoo_src_login_name_regex
hostname(config-cmap)# match regex loginname1
hostname(config-cmap)# match regex loginname2

hostname(config)# class-map type regex match-any yahoo_dst_login_name_regex
hostname(config-cmap)# match regex loginname3
hostname(config-cmap)# match regex loginname4

hostname(config)# class-map type regex match-any yhoo_file_block_list
hostname(config-cmap)# match regex “.*\.gif”
hostname(config-cmap)# match regex “.*\.exe”

hostname(config)# class-map type regex match-any new_im_regexp 
hostname(config-cmap)# match regexp “new_im_regexp”

hostname(config)# class-map type inspect im match-all yahoo_im_policy
hostname(config-cmap)# match login-name regex class yhoo_src_login_name_regex
hostname(config-cmap)# match peer-login-name regex class yhoo_dst_login_name_regex

hostname(config)# class-map type inspect im yahoo_im_policy2
hostname(config-cmap)# match version regex yahoo_version_regex

hostname(config)# class-map im_inspect_class_map
hostname(config-cmap)# match default-inspection-traffic

hostname(config)# policy-map type im im_policy_all
hostname(config-pmap)# class yahoo_in_file_xfer_policy
hostname(config-pmap-c)# drop-connection
hostname(config-pmap)# class yhoo_im_policy
hostname(config-pmap-c)# drop-connection
hostname(config-pmap)# class yhoo_im_policy2
hostname(config-pmap-c)# reset
hostname(config-pmap)# match im-pattern regex class new_im_regexp
hostname(config-pmap-c)# action log
hostname(config)# policy-map global_policy_name
hostname(config-pmap)# class im_inspection_class_map
hostname(config-pmap-c)# inspect im im_policy_all

���È�¯�Ú�ï�Å �¯�Ú�ï�Å 
†�Ì

class �Ù�æ�³�”  �Ú�¿�Ó�t���Š�”�«�å�µ  �Ú�¿�Ó�Ê�›�¦���`�‡�b�{

class-map type inspect �ž�Ó�æ�­�”�³�ã�ï�{���w�Ä�å�Ñ�Ÿ�¿�«�›	°�ù�b�”�h�Š�w�U
�*�«�å�µ  �Ú�¿�Ó�›�^
R�`�‡�b�{

policy-map �è� �à  3/4 �w�Ù�æ�³�”  �Ú�¿�Ó�›�^
R�`�‡�b�{

show running-config policy-map �q�O�w�b�‚�o�w�Ù�æ�³�”  �Ú�¿�Ó �¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï�›

¯�Ô�`�‡�b�{

match protocol �U�*�«�å�µ  �Ú�¿�Ó�‡�h�x�U�*�Ù�æ�³�”  �Ú�¿�Ó�t���‡�•�o�M
�”�z�›���w  IM �Ó�é�Ä�¯�ç�t�°�•�b�”�T�r�O�T�›�Ð�‚�‡�b�{
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inspect ipsec-pass-thru
IPSec Pass Thru �U�*�›� �É�”�Ò�ç�t�b�”�t�x�z�«�å�µ  �Ú�¿�Ó �¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï  �Þ�”�Å�p
inspect ipsec-pass-thru �¯�Ú�ï�Å�›�–�;�`�‡�b�{�«�å�µ  �¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï  �Þ�”�Å�t�x�z�Ù�æ
�³�”  �Ú�¿�Ó  �¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï  �Þ�”�Å�T�’�ž�«�·�µ�p�V�‡�b�{�\�w�¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï
�›�_	†�b�”�t�x�z�\�w�¯�Ú�ï�Å�w  no ���Ü�›�–�;�`�‡�b�{  

inspect ipsec-pass-thru [map_name]

no inspect ipsec-pass-thru [map_name]

�³�ï�»�¿�«�µ�w
†�Ì

�Ã�Ñ�¥�ç�Ä �\�w�¯�Ú�ï�Å�x�z�Ã�Ñ�¥�ç�Ä�p�x�Ã�Ÿ�·�”�Ò�ç�t�s�l�o�M�‡�b�{

�¯�Ú�ï�Å  �Þ�”�Å �Í�w
¯�x�z�\�w�¯�Ú�ï�Å�›�Ö�—�p�V�”�Þ�”�Å�›�Ô�`�o�M�‡�b�{

�¯�Ú�ï�Å�d�º

�–�;	Í�w�̈ � �Å�å� �ï inspect ipsec-pass-thru �¯�Ú�ï�Å�x�ž�Ó�æ�­�”�³�ã�ï�U�*�›� �É�”�Ò�ç�‡�h�x�Ã�Ÿ�·�”�Ò�ç�t�`�‡
�b�{ IPSec Pass Through �ž�Ó�æ�­�”�³�ã�ï�U�*�p�x�z IKE UDP �Ù�”�Ä  500 
€���t���È
Ç�Z�’�•�h  ESP

�¢ IP �Ó�é�Ä�¯�ç  50�£�Ä�å�Ñ�Ÿ�¿�«�q  AH�¢ IP �Ó�é�Ä�¯�ç  51�£�Ä�å�Ñ�Ÿ�¿�«�w�(�b�s  Traversal �U���™
�^�•�‡�b�{�\�•�t�‘�“�z ESP �Ä�å�Ñ�Ÿ�¿�«�q  AH �Ä�å�Ñ�Ÿ�¿�«�›�•�D�b�”�h�Š�w�ž�«�·�µ  �æ�µ�Ä
ƒ
���U�Õ�X�s�”�\�q�›�s
†�p�V�z�»� �Ü�ž�¢�Ä�q�7�G
€��
:�›�–�;�`�h�·�©�á�æ�Â�Ÿ�‹�î�q�p�V�‡
�b�{

�U�*�w�Í�å�Ý�”�»�›���[�b�”�h�Š�t�–�;�b�”�›���w�Ú�¿�Ó�›�¦���b�”�t�x�z IPSec Pass Through �Í�å
�Ý�”�»  �Ú�¿�Ó�›�–�;�`�‡�b�{�Í�å�Ý�”�»  �¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï�t�ž�«�·�µ�b�”�t�x�z policy-map
type inspect �¯�Ú�ï�Å�›�–�;�`�‡�b�{�f�w�™�z ESP �Ä�å�Ñ�Ÿ�¿�«�‡�h�x  AH �Ä�å�Ñ�Ÿ�¿�«�t�0�b�”
M
�ÿ�›�¦���p�V�‡�b�{�Í�å�Ý�”�»  �¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï�p�x�z�«�å� �ž�ï�Ä�]�q�w�7�G
€��
:�z�S
�‘�|�ž� �Å�ç  �»� �Ü�ž�¢�Ä�›
ƒ���p�V�‡�b�{

class-map�zpolicy-map�z�S�‘�|  service-policy �w�¤�¯�Ú�ï�Å�›�–�;�`�o�z�Ä�å�Ñ�Ÿ�¿�«�w�«�å�µ�›��
�[�`�z inspect �¯�Ú�ï�Å�›�«�å�µ�t�&�;�`�z�Ù�æ�³�”�›  1 �m�‡�h�x�f�•�Ž	Í�w� �ï�»�”�Ñ�£� �µ�t�&
�;�`�‡�b�{���[�`�h�Í�å�Ý�”�»  �Ú�¿�Ó�x�z inspect IPSec-pass-thru �¯�Ú�ï�Å�q�ž�t�–�;�^�•�h�q�V
�t� �É�”�Ò�ç�t�s�“�‡�b�{

NAT �Ä�å�Ñ�Ÿ�¿�«�S�‘�|
‡  NAT �Ä�å�Ñ�Ÿ�¿�«�U�•�D�^�•�‡�b�{�h�i�`�z PAT �x�±�Ù�”�Ä�^�•�o�M
�‡�d�œ�{

map_name �¢�¦�Ó�³�ã�ï�£ IPSec Pass Thru �Ú�¿�Ó�w�Ê
²�{

�¯�Ú�ï�Å  �Þ�”�Å

�Ñ�•� �ž�¢�¥�”�ç  �Þ�”�Å �·�©�á�æ�Â�Ÿ  �¯�ï�Â�©�µ�Ä

�ç�”�Â�¿�Å �•�a �³�ï�¬�ç

�Ú�ç�½

�¯�ï�Â�©�µ�Ä �³�µ�Â�Ü

�«�å�µ  �¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã
�ï

• • • • —

�æ�æ�”�µ �!�Ë�º�0

7.0(1) �\�w�¯�Ú�ï�Å�U�‹�Ö�^�•�‡�`�h�{
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�¢�«�£ ASA 7.0 �p�x�z inspect ipsec-pass-thru �¯�Ú�ï�Å�x�z ESP �Ä�å�Ñ�Ÿ�¿�«�i�Z�t�è�a�›�•�D�`�o�M�‡�`
�h�{�Ž�ñ�w�Ì�”�´�ã�ï�p�‹�‰�a�ˆ�^�U�-�Ë�^�•�”�‘�O�t�z�¾
:�s�`�p  inspect ipsec-pass-thru �¯�Ú
�ï�Å�›�¦���`�h	Ô�ù�x�z ESP �›�•�D�b�”�Ã�Ñ�¥�ç�Ä�w�Ú�¿�Ó�U�^
R�^�•�o�0� 
Ç�Z�’�•�‡�b�{�\�w
�Ú�¿�Ó�x�z show running-config all �¯�Ú�ï�Å�w	Z�—�p�¬�Ý�p�V�‡�b�{

�« �Í�w�«�x�z �ž�«�·�µ  �æ�µ�Ä�›�–�;�`�o  IKE �Ä�å�Ñ�Ÿ�¿�«�›�Ý���`�z IPSec Pass Thru �Í�å�Ý�”�»  �Ú�¿
�Ó�›���[�`�z�Ù�æ�³�”�›���[�`�o�z�f�w�Ù�æ�³�”�›�Ž
æ� �ï�»�”�Ñ�£� �µ�t�&�;�b�”�M�O�›�Ô�`�o
�M�‡�b�{

hostname(config)# access-list ipsecpassthruacl permit udp any any eq 500
hostname(config)# class-map ipsecpassthru-traffic
hostname(config-cmap)# match access-list ipsecpassthruacl
hostname(config)# policy-map type inspect ipsec-pass-thru iptmap
hostname(config-pmap)# parameters
hostname(config-pmap-p)# esp per-client-max 10 timeout 0:11:00
hostname(config-pmap-p)# ah per-client-max 5 timeout 0:06:00
hostname(config)# policy-map inspection_policy
hostname(config-pmap)# class ipsecpassthru-traffic
hostname(config-pmap-c)# inspect ipsec-pass-thru iptmap
hostname(config)# service-policy inspection_policy interface outside

���È�¯�Ú�ï�Å �¯�Ú�ï�Å 
†�Ì

class �Ù�æ�³�”  �Ú�¿�Ó�t���Š�”�«�å�µ  �Ú�¿�Ó�Ê�›�¦���`�‡�b�{

class-map type inspect �ž�Ó�æ�­�”�³�ã�ï�{���w�Ä�å�Ñ�Ÿ�¿�«�›	°�ù�b�”�h�Š�w�U
�*�«�å�µ  �Ú�¿�Ó�›�^
R�`�‡�b�{

policy-map �è� �à  3/4 �w�Ù�æ�³�”  �Ú�¿�Ó�›�^
R�`�‡�b�{

show running-config policy-map �q�O�w�b�‚�o�w�Ù�æ�³�”  �Ú�¿�Ó �¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï�›

¯�Ô�`�‡�b�{

match protocol �U�*�«�å�µ  �Ú�¿�Ó�‡�h�x�U�*�Ù�æ�³�”  �Ú�¿�Ó�t���‡�•�o�M
�”�z�›���w  IM �Ó�é�Ä�¯�ç�t�°�•�b�”�T�r�O�T�›�Ð�‚�‡�b�{
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inspect mgcp
MGCP �ž�Ó�æ�­�”�³�ã�ï�U�*�›� �É�”�Ò�ç�t�b�”	Ô�ù�z �‡�h�x�·�©�á�æ�Â�Ÿ  �ž�Ó�å� �ž�ï�µ�U�æ�¿
�µ�ï�b�”�Ù�”�Ä�›�!�Ë�b�”	Ô�ù�x�z�«�å�µ  �¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï  �Þ�”�Å�p  inspect mgcp �¯�Ú�ï
�Å�›�–�;�`�‡�b�{�«�å�µ  �¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï  �Þ�”�Å�t�x�z�Ù�æ�³�”  �Ú�¿�Ó  �¯�ï�Ñ�Ÿ�ª�á�è�”
�³�ã�ï  �Þ�”�Å�T�’�ž�«�·�µ�p�V�‡�b�{�\�w�¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï�›�_	†�b�”�t�x�z�\�w�¯�Ú�ï�Å
�w no ���Ü�›�–�;�`�‡�b�{  

inspect mgcp [map_name]

no inspect mgcp [map_name]

�³�ï�»�¿�«�µ�w
†�Ì

�Ã�Ñ�¥�ç�Ä �\�w�¯�Ú�ï�Å�x�z�Ã�Ñ�¥�ç�Ä�p�x�Ã�Ÿ�·�”�Ò�ç�t�s�l�o�M�‡�b�{

�¯�Ú�ï�Å  �Þ�”�Å �Í�w
¯�x�z�\�w�¯�Ú�ï�Å�›�Ö�—�p�V�”�Þ�”�Å�›�Ô�`�o�M�‡�b�{

�¯�Ú�ï�Å�d�º

�–�;	Í�w�̈ � �Å�å� �ï MGCP �›�–�;�b�”	Ô�ù�z�è	×�z	—�s�X�q�‹  2 �m�w inspect �¯�Ú�ï�Å�›
ƒ���b�”
ž�A�U�K�“�‡�b�{ 1 �m
�x�®�”�Ä�¢�£� �U�¯�Ú�ï�Å�›	!	ô�b�”�Ù�”�Ä�;�p�z�‹�O  1 �m�x  Call Agent �U�¯�Ú�ï�Å�›	!	ô�b�”
�Ù�”�Ä�;�p�b�{�è	×�z Call Agent �x�z�®�”�Ä�¢�£� �w�Ã�Ñ�¥�ç�Ä�w  MGCP �Ù�”�Ä  2427 �t�¯�Ú�ï�Å
�›
ù	ô�`�z�®�”�Ä�¢�£� �x�z Call Agents �w�Ã�Ñ�¥�ç�Ä�w  MGCP �Ù�”�Ä  2727 �t�¯�Ú�ï�Å�›
ù	ô�`�‡
�b�{

MGCP �x�z�Ý�Ã�Ÿ�ž  �®�”�Ä�¢�£�   �¯�ï�Ä�é�”�å�‡�h�x�¯�”�ç  �¤�”�´�£�ï�Ä�q�z�y�•�”�Ž
æ�w�¯�”
�ç
M�š�A
É�T�’�Ý�Ã�Ÿ�ž  �®�”�Ä�¢�£� �›
M�š�b�”�h�Š�t�–�;�^�•�‡�b�{�Ý�Ã�Ÿ�ž  �®�”�Ä�¢�£� �x�z
�°
`�$�t�z�?�é�s
¢	Í�p�;
ù�^�•�”�¦�”�Ã�Ÿ�¦	ô�ø�q�z� �ï�»�”�É�¿�Ä�‡�h�x���w�Í�­�¿�Ä  �É�¿�Ä
�ë�”�«	Í�p�;
ù�^�•�”�Ã�”�»  �Í�­�¿�Ä�q�w�!�õ�›�æ�O�É�¿�Ä�ë�”�«�A
É�p�b�{ MGCP �p  NAT �S�‘
�|  PAT �›�–�;�b�”�q�z�v�’�•�h
:�w�Ž
æ�¢�¬�é�”�Ì�ç�£�ž�Å�è�µ�p�z�º
æ�É�¿�Ä�ë�”�«	Í�w��
:
�w�Ã�Ì� �µ�›�±�Ù�”�Ä�p�V�‡�b�{  

�Í�t�z�Ý�Ã�Ÿ�ž  �®�”�Ä�¢�£� �w�«�›�Ô�`�‡�b�{

• �Ä�å�ï�©�ï�¬  �®�”�Ä�¢�£� �{�\�•�x�z�?�é�â�q  Voice over IP �É�¿�Ä�ë�”�«���w� �ï�»�”�Ñ�£� 
�µ�p�b�{�\�w�®�”�Ä�¢�£� �x�z�°
`�$�t�z��
:�w�Ã�´�»�ç�s
¢�›���g�`�‡�b�{

• �è�´�Ã�ï�³�ß�ç  �®�”�Ä�¢�£� �{�\�•�x�z Voice over IP �É�¿�Ä�ë�”�«�t	H�R�w�ž�Æ�é�¬�¢ RJ11�£
� �ï�»�”�Ñ�£� �µ�›���™�`�‡�b�{�è�´�Ã�ï�³�ß�ç  �®�”�Ä�¢�£� �w�«�t�x�z�­�”�Ò�ç  �Þ�Ã�Ü /
�­�”�Ò�ç  �·�¿�Ä�Ä�¿�Ó  �Ø�¿�«�µ�z xDSL �Ã�Ì� �µ�z�Ò�é�”�Å�Ì�ï�Å�Á
¢�Ã�Ì� �µ�s�r�U�K�“�‡
�b�{

map_name �¢�¦�Ó�³�ã�ï�£ MGCP �Ú�¿�Ó�w�Ê
²�{

�¯�Ú�ï�Å  �Þ�”�Å

�Ñ�•� �ž�¢�¥�”�ç  �Þ�”�Å �·�©�á�æ�Â�Ÿ  �¯�ï�Â�©�µ�Ä

�ç�”�Â�¿�Å �•�a �³�ï�¬�ç

�Ú�ç�½

�¯�ï�Â�©�µ�Ä �³�µ�Â�Ü

�«�å�µ  �¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã
�ï

• • • • —

�æ�æ�”�µ �!�Ë�º�0

7.0(1) �\�w�¯�Ú�ï�Å�U�‹�Ö�^�•�z fixup �¯�Ú�ï�Å�x�”�V�õ�Q�’�•�o
��­�^�•�‡�`
�h�{  
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• �Ï�´�É�µ  �®�”�Ä�¢�£� �{�\�•�x�z Voice over IP �É�¿�Ä�ë�”�«�t	H�R�w�Ã�´�»�ç  PBX � �ï�»�”
�Ñ�£� �µ�‡�h�x�w�ù  soft PBX � �ï�»�”�Ñ�£� �µ�›���™�`�‡�b�{

MGCP �Ý�¿�·�”�´�x�z UDP 	Í�p�8
ù�^�•�‡�b�{� �t�x�z�¯�Ú�ï�Å�w
ù	ô�i�ž�Å�è�µ�¢ IP �ž�Å�è�µ
�S�‘�|  UDP �Ù�”�Ä
j�ø�£�t�&
ù�^�•�‡�b�U�z�¯�Ú�ï�Å�w�|
Œ�q�‰�a�ž�Å�è�µ�T�’�&
ù�^�•�s�M	Ô
�ù�U�K�“�‡�b�{ �\�w	Ý�¯�U
C
\�b�”�w�x�z 
ó
:�w�¯�”�ç  �¤�”�´�£�ï�Ä�U�Ñ�£�”�ç�¦�”�Ì�”  �¯�ï�Ñ�Ÿ
�ª�á�è�”�³�ã�ï�p�–�;�^�•�z�¯�Ú�ï�Å�›	!	ô�`�h�¯�”�ç  �¤�”�´�£�ï�Ä�T�’�Ì�¿�«�ž�¿�Ó  �¯�”�ç
�¤�”�´�£�ï�Ä�t
M�š�U�I�^�•�h�™�p�z�Ì�¿�«�ž�¿�Ó  �¯�”�ç  �¤�”�´�£�ï�Ä�U� �t�›�&
ù�b�”	Ô�ù�p
�b�{

�¢�«�£ MGCP �¯�”�ç  �¤�”�´�£�ï�Ä�x�z AUEP �Ý�¿�·�”�´�›
ù	ô�`�o�z MGCP �¤�ï�Å�Ù� �ï�Ä�U���O�b�”
�T�r�O�T�›
Q���`�‡�b�{�\�w�A�L�z�·�©�á�æ�Â�Ÿ  �ž�Ó�å� �ž�ï�µ�T�’�w�Ñ�é�”�U�¬�q�^�•�z MGCP
�¤�ï�Å�Ù� �ï�Ä�U�¯�”�ç  �¤�”�´�£�ï�Ä�t�J�å�p�V�”�‘�O�t�s�“�‡�b�{  

1 �m�Ž	Í�w�¯�”�ç  �¤�”�´�£�ï�Ä�S�‘�|�®�”�Ä�¢�£� �w  IP �ž�Å�è�µ�›
ƒ���b�”�t�x�z MGCP �Ú�¿�Ó
�¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï  �Þ�”�Å�p  call-agent �¯�Ú�ï�Å�q  gateway �¯�Ú�ï�Å�›�–�;�`�‡�b�{�¯�Ú�ï�Å
�©�á�”�t�°�S�t�Ö�•�”�\�q�U�p�V�”  MGCP �¯�Ú�ï�Å�w�7�G
:�›�¦���b�”�t�x�z MGCP �Ú�¿�Ó  �¯�ï
�Ñ�Ÿ�ª�á�è�”�³�ã�ï  �Þ�”�Å�p  command-queue �¯�Ú�ï�Å�›�–�;�`�‡�b�{  

�³�¬�Æ�æ�ï�¬  �Ý�¿�·�”�´�w�U�*

�³�¬�Æ�æ�ï�¬  �Ý�¿�·�”�´�›�U�*�b�”	Ô�ù�z inspect mgcp �¯�Ú�ï�Å�p�x�z���X�w	Ô�ù�z�Ý�Ã�Ÿ�ž  �¤�ï
�Å�Ù� �ï�Ä�¢�h�q�Q�y�z IP �?�é�£�w	Ô	t�›
Y�¬�t�Œ�”
ž�A�U�K�“�‡�b�{

�\�w	Ø�C�x�z�Ý�Ã�Ÿ�ž  �Ä�å�Ñ�Ÿ�¿�«�w�h�Š�w�ž�«�·�µ
M�š�q  NAT 	Ý�6�›	j
‹�`�o�z	��^�À�p�w
ƒ
���s�`�p�Ý�Ã�Ÿ�ž  �Ä�å�Ñ�Ÿ�¿�«�›�•�a�$�t�Ñ�•� �ž�¢�¥�”�ç�›�è�a�^�d�”�h�Š�t�–�;�^�•�‡�b�{

�\�w	Ô	t�›�Ð�‚�”	Ô�ù�z inspect mgcp �¯�Ú�ï�Å�x�z�Ä�ï�É�ç  �Ã�Ñ�¥�ç�Ä  �®�”�Ä�¢�£� �w�ç�”�Ä�› �–
�;�`�‡�d�œ �{�Ä�ï�É�ç  �Ã�Ñ�¥�ç�Ä  �®�”�Ä�¢�£� �w�ç�”�Ä�x�z route interface 0 0 metric tunneled �q�M
�O���Ü�w�ç�”�Ä�p�b�{�\�w�ç�”�Ä�x�z IPSec �Ä�ï�É�ç�T�’	Z�—�^�•�”�Í�­�¿�Ä�w�Ã�Ñ�¥�ç�Ä  �ç�”�Ä
�›	Í	{�V�`�‡�b�{�f�w�h�Š�z VPN �Ä�å�Ñ�Ÿ�¿�«�t�0�`�o  inspect mgcp �¯�Ú�ï�Å�U
ž�A�q�s�”	Ô�ù
�x�z�Ä�ï�É�ç  �Ã�Ñ�¥�ç�Ä  �®�”�Ä�¢�£� �w�ç�”�Ä�›
ƒ���`�s�M�p�X�i�^�M�{�E�˜�“�t�z���w�µ�»
�Â�Ÿ�¿�«  �ç�”�Â�Ÿ�ï�¬�‡�h�x�¼� �Æ�Û�¿�«  �ç�”�Â�Ÿ�ï�¬�›�–�;�`�‡�b�{
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�« �Í�w�«�x�z MGCP �Ä�å�Ñ�Ÿ�¿�«�›�Ý���`�z MGCP �Ú�¿�Ó�›���[�`�z�Ù�æ�³�”�›���[�`�o�z�f�w�Ù�æ
�³�”�›�Ž
æ� �ï�»�”�Ñ�£� �µ�t�&�;�b�”�M�O�›�Ô�`�o�M�‡�b�{ �\�w�«�p�x�z �Ã�Ñ�¥�ç�Ä  �Ù�”�Ä�¢ 2427
�S�‘�|  2727�£	Í�w  MGCP �Ä�å�Ñ�Ÿ�¿�«�t�°�•�b�”�«�å�µ  �Ú�¿�Ó�›�^
R�`�‡�b�{�\�w�±�”�Ï�µ  �Ù�æ
�³�”�U�z�Ž
æ� �ï�»�”�Ñ�£� �µ�t�&�;�^�•�‡�b�{  

hostname(config)# access-list mgcp_acl permit tcp any any eq 2427  
hostname(config)# access-list mgcp_acl permit tcp any any eq 2727
hostname(config)# class-map mgcp_port
hostname(config-cmap)# match access-list mgcp_acl
hostname(config-cmap)# exit
hostname(config)# mgcp-map inbound_mgcp
hostname(config-mgcp-map)#  call-agent 10.10.11.5 101
hostname(config-mgcp-map)# call-agent 10.10.11.6 101
hostname(config-mgcp-map)# call-agent 10.10.11.7 102
hostname(config-mgcp-map)# call-agent 10.10.11.8 102
hostname(config-mgcp-map)# gateway 10.10.10.115 101
hostname(config-mgcp-map)# gateway 10.10.10.116 102
hostname(config-mgcp-map)# gateway 10.10.10.117 102
hostname(config-mgcp-map)# command-queue 150
hostname(config-mgcp-map)# exit
hostname(config)# policy-map inbound_policy
hostname(config-pmap)# class mgcp_port
hostname(config-pmap-c)# inspect mgcp mgcp-map inbound_mgcp
hostname(config-pmap-c)# exit
hostname(config)# service-policy inbound_policy interface outside

�\�w�¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï�t�‘�“�z�¯�”�ç  �¤�”�´�£�ï�Ä  10.10.11.5 �q  10.10.11.6 �U�®�”�Ä�¢�£� 
10.10.10.115 �›
M�š�p�V�”�‘�O�t�s�“�z �¯�”�ç  �¤�”�´�£�ï�Ä  10.10.11.7 �q  10.10.11.8 �U�®�”�Ä�¢�£� 
10.10.10.116 �q  10.10.10.117 �w�†�M�›
M�š�p�V�”�‘�O�t�s�“�‡�b�{�©�á�”�t�Ö�•�”�\�q�U�p�V�”
MGCP �¯�Ú�ï�Å�w�7�G
:�x�z 150 �p�b�{

�b�‚�o�w� �ï�»�”�Ñ�£� �µ�w  MGCP �U�*�›� �É�”�Ò�ç�t�b�”�t�x�z interface outside �w�E�˜�“�t
global �Í�å�Ý�”�»�›�–�;�`�‡�b�{

���È�¯�Ú�ï�Å �¯�Ú�ï�Å 
†�Ì

class-map �·�©�á�æ�Â�Ÿ  �ž�«�³�ã�ï�›�&�;�b�”
Œ�w�Ä�å�Ñ�Ÿ�¿�«  �«�å�µ�›���[�`�‡
�b�{  

debug mgcp MGCP �Ã�Ì�¿�¬	Ø�C�›� �É�”�Ò�ç�t�`�‡�b�{

mgcp-map MGCP �Ú�¿�Ó�›���[�`�z MGCP �Ú�¿�Ó  �¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï  �Þ�”�Å�›
� �É�”�Ò�ç�t�`�‡�b�{

show mgcp �·�©�á�æ�Â�Ÿ  �ž�Ó�å� �ž�ï�µ�›�p�`�o�¬�q�^�•�h  MGCP �·�¿�³�ã�ï�t��
�b�”	Ø�C�›
¯�Ô�`�‡�b�{

timeout �^�‡�_�‡�s�Ó�é�Ä�¯�ç�S�‘�|�·�¿�³�ã�ï  �»� �Ó�w�ž� �Å�ç	Ý�6�w�7�G�'
���Ì���›
ƒ���`�‡�b�{  
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inspect netbios
NetBIOS �ž�Ó�æ�­�”�³�ã�ï�U�*�›� �É�”�Ò�ç�t�b�”	Ô�ù�z�‡�h�x�·�©�á�æ�Â�Ÿ  �ž�Ó�å� �ž�ï�µ�U
�æ�¿�µ�ï�b�”�Ù�”�Ä�›�!�Ë�b�”	Ô�ù�x�z �«�å�µ  �¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï  �Þ�”�Å�p  inspect netbios �¯
�Ú�ï�Å �›�–�;�`�‡�b�{�«�å�µ  �¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï  �Þ�”�Å�t�x�z�Ù�æ�³�”  �Ú�¿�Ó  �¯�ï�Ñ�Ÿ�ª�á
�è�”�³�ã�ï  �Þ�”�Å�T�’�ž�«�·�µ�p�V�‡�b�{�\�w�¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï�›�_	†�b�”�t�x�z�\�w�¯�Ú
�ï�Å�w  no ���Ü�›�–�;�`�‡�b�{  

inspect netbios [map_name] 

no inspect netbios [map_name]

�³�ï�»�¿�«�µ�w
†�Ì

�Ã�Ñ�¥�ç�Ä �\�w�¯�Ú�ï�Å�x�z�Ã�Ñ�¥�ç�Ä�p�x�Ã�Ÿ�·�”�Ò�ç�t�s�l�o�M�‡�b�{

�¯�Ú�ï�Å  �Þ�”�Å �Í�w
¯�x�z�\�w�¯�Ú�ï�Å�›�Ö�—�p�V�”�Þ�”�Å�›�Ô�`�o�M�‡�b�{

�¯�Ú�ï�Å�d�º

�–�;	Í�w�̈ � �Å�å� �ï inspect netbios �¯�Ú�ï�Å�x�z NetBIOS �Ó�é�Ä�¯�ç�w�ž�Ó�æ�­�”�³�ã�ï�U�*�›� �É�”�Ò�ç�‡�h�x�Ã�Ÿ
�·�”�Ò�ç�t�`�‡�b�{

�« �Í�w�«�p�x�z NetBIOS �U�*�Ù�æ�³�”  �Ú�¿�Ó�›���[�b�”�M�O�›�Ô�`�o�M�‡�b�{

hostname(config)# policy-map type inspect netbios netbios_map
hostname(config-pmap)# parameters
hostname(config-pmap-p)# protocol-violation drop

���È�¯�Ú�ï�Å

map_name �¢�¦�Ó�³�ã�ï�£ NetBIOS �Ú�¿�Ó�w�Ê
²�{

�¯�Ú�ï�Å  �Þ�”�Å

�Ñ�•� �ž�¢�¥�”�ç  �Þ�”�Å �·�©�á�æ�Â�Ÿ  �¯�ï�Â�©�µ�Ä

�ç�”�Â�¿�Å �•�a �³�ï�¬�ç

�Ú�ç�½

�¯�ï�Â�©�µ�Ä �³�µ�Â�Ü

�«�å�µ  �¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã
�ï

• • • • —

�æ�æ�”�µ �!�Ë�º�0

7.0(1) �\�w�¯�Ú�ï�Å�U�‹�Ö�^�•�z fixup �¯�Ú�ï�Å�x�”�V�õ�Q�’�•�o
��­�^�•�‡�`
�h�{  

�¯�Ú�ï�Å 
†�Ì

class-map �·�©�á�æ�Â�Ÿ  �ž�«�³�ã�ï�›�&�;�b�”
Œ�w�Ä�å�Ñ�Ÿ�¿�«  �«�å�µ�›���[�`�‡
�b�{  

policy-map �«�å�µ  �Ú�¿�Ó�›�›���w�·�©�á�æ�Â�Ÿ  �ž�«�³�ã�ï�t���È
Ç�Z�‡�b�{

service-policy 1 �m�‡�h�x
ó
:�w� �ï�»�”�Ñ�£� �µ�t�Ù�æ�³�”  �Ú�¿�Ó�›�&�;�`�‡�b�{
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inspect pptp
PPTP �ž�Ó�æ�­�”�³�ã�ï�U�*�›� �É�”�Ò�ç�t�b�”	Ô�ù�z�‡�h�x�·�©�á�æ�Â�Ÿ  �ž�Ó�å� �ž�ï�µ�U�æ�¿
�µ�ï�b�”�Ù�”�Ä�›�!�Ë�b�”	Ô�ù�x�z �«�å�µ  �¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï  �Þ�”�Å�p  inspect pptp �¯�Ú�ï�Å
�›�–�;�`�‡�b�{�«�å�µ  �¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï  �Þ�”�Å�t�x�z�Ù�æ�³�”  �Ú�¿�Ó �¯�ï�Ñ�Ÿ�ª�á�è�”
�³�ã�ï  �Þ�”�Å�T�’�ž�«�·�µ�p�V�‡�b�{�\�w�¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï�›�_	†�b�”�t�x�z�\�w�¯�Ú�ï�Å
�w no ���Ü�›�–�;�`�‡�b�{  

inspect pptp 

no inspect pptp

�³�ï�»�¿�«�µ�w
†�Ì �\�w�¯�Ú�ï�Å�t�x�z�¾
:�‹�©�”�ë�”�Å�‹�K�“�‡�d�œ�{

�Ã�Ñ�¥�ç�Ä �\�w�¯�Ú�ï�Å�x�z�Ã�Ñ�¥�ç�Ä�p�x�Ã�Ÿ�·�”�Ò�ç�t�s�l�o�M�‡�b�{

�¯�Ú�ï�Å  �Þ�”�Å �Í�w
¯�x�z�\�w�¯�Ú�ï�Å�›�Ö�—�p�V�”�Þ�”�Å�›�Ô�`�o�M�‡�b�{

�¯�Ú�ï�Å�d�º

�–�;	Í�w�̈ � �Å�å� �ï Point-to-Point Tunneling Protocol�¢ PPTP�£�x�z PPP �Ä�å�Ñ�Ÿ�¿�«�›�Ä�ï�É�æ�ï�¬�b�”�h�Š�w�Ó�é�Ä�¯
�ç�p�b�{ PPTP �·�¿�³�ã�ï�›�Ï
R�b�”�w�x�z 1 �m�w TCP �½�ß�É�ç�q�z�è	×  2 �m�w PPTP GRE �Ä�ï�É
�ç�p�b�{ TCP �½�ß�É�ç�x�z PPTP GRE �Ä�ï�É�ç�›�É�°�³�¤�”�Ä�S�‘�|���g�b�”�h�Š�w�¯�ï�Ä�é�”�ç
�½�ß�É�ç�p�b�{ GRE �Ä�ï�É�ç�x�z 2 �m�w�×�µ�Ä���p  PPP �·�¿�³�ã�ï�›�;
ù�`�‡�b�{

� �É�”�Ò�ç�w	Ô�ù�z PPTP �ž�Ó�æ�­�”�³�ã�ï�U�*�x�z PPTP �Ó�é�Ä�¯�ç  �Í�­�¿�Ä�›�U�*�`�z PPTP �Ä
�å�Ñ�Ÿ�¿�«�›�•�D�b�”�w�t
ž�A�s  GRE 
€���q  xlate �›�¼� �Æ�Û�¿�«�t�^
R�`�‡�b�{ RFC 2637 �t���[
�^�•�o�M�”�Ì�”�´�ã�ï  1 �i�Z�U�±�Ù�”�Ä�^�•�‡�b�{  

PAT �x�z PPTP TCP �¯�ï�Ä�é�”�ç  �½�ß�É�ç�›�ý�Q�o�É�°�³�¤�”�Ä�^�•�”	Ô�ù�z GRE [RFC 2637] �w	.

Y
[�t�0�`�o�i�Z�î�æ�^�•�‡�b�{ Port Address Translation�¢ PAT; �Ù�”�Ä  �ž�Å�è�µ�!�õ�£�x�z	.
Y
²
�w�Ì�”�´�ã�ï�w  GRE [RFC 1701�z RFC 1702] �t�0�`�o�x �î�æ�^�•�‡�d�œ �{

�›�t�z�·�©�á�æ�Â�Ÿ  �ž�Ó�å� �ž�ï�µ�x�z PPTP �Ì�”�´�ã�ï�w�ž�Æ�¢�ï�µ�Ý�ï�Ä�q
C	ô�¯�”�ç�w�A�{
/ � �t�³�”�­�ï�µ�›�U�*�`�‡�b�{ RFC 2637 �t���[�^�•�o�M�”  PPTP �Ì�”�´�ã�ï  1 �i�Z�U�U�*�^�•�‡
�b�{�r�j�’�T�w���p�ž�Æ�¢�ï�µ�^�•�h�Ì�”�´�ã�ï�U�Ì�”�´�ã�ï  1 �p�s�Z�•�y�z TCP �¯�ï�Ä�é�”�ç
�½�ß�É�ç�x�f�•�Ž	Í�U�*�^�•�‡�d�œ�{�^�’�t�z
C	ô�¯�”�ç�A�{�q� �t�³�”�­�ï�µ�U�å
{�^�•�‡�b�{

€���q  xlate �x�z
ž�A�t� �a�o�¼� �Æ�Û�¿�«�t�Â�“�p�o�’�•�o�z�f�•�Ž�™�w�·�§�ï�¼�æ  GRE �Ã�”�»
�Ä�å�Ñ�Ÿ�¿�«�›
ù�”�\�q�U�D�ó�t�s�“�‡�b�{

�¯�Ú�ï�Å  �Þ�”�Å

�Ñ�•� �ž�¢�¥�”�ç  �Þ�”�Å �·�©�á�æ�Â�Ÿ  �¯�ï�Â�©�µ�Ä

�ç�”�Â�¿�Å �•�a �³�ï�¬�ç

�Ú�ç�½

�¯�ï�Â�©�µ�Ä �³�µ�Â�Ü

�«�å�µ  �¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã
�ï

• • • • —

�æ�æ�”�µ �!�Ë�º�0

7.0(1) �\�w�¯�Ú�ï�Å�U�‹�Ö�^�•�z fixup �¯�Ú�ï�Å�x�”�V�õ�Q�’�•�o
��­�^�•�‡�`
�h�{  



�H 15 	·       inspect ctiqbe �¯�Ú�ï�Å�™  inspect xdmcp �¯�Ú�ï�Å
  inspect pptp

15-37
Cisco �·�©�á�æ�Â�Ÿ  �ž�Ó�å� �ž�ï�µ  �¯�Ú�ï�Å  �æ�Ñ�•�è�ï�µ

OL-10086-02-J

PPTP �U�*�¤�ï�´�ï�x�z PPTP �Ä�å�Ñ�Ÿ�¿�«�›  PAT �p�!�õ�b�”�h�Š�t� �É�”�Ò�ç�t�b�”
ž�A�U�K�“
�‡�b�{�^�’�t�z PAT �x�z GRE�¢ RFC2637�£�w	.
Y
[�t�0�`�o�i�Z�p�î�æ�^�•�‡�b�{�\�•�x�z PPTP
TCP �¯�ï�Ä�é�”�ç  �½�ß�É�ç�›�ý�Q�o�É�°�³�¤�”�Ä�^�•�”	Ô�ù�i�Z�p�b�{ PAT �x�z 	.
Y
²�w�Ì�”�´�ã
�ï�w  GRE�¢ RFC 1701 �q  RFC 1702�£�t�0�`�o�x�î�æ�^�•�‡�d�œ�{

RFC 2637 �p�F���^�•�o�M�”�‘�O�t�z PPTP �Ó�é�Ä�¯�ç�x�z	��t�z�Þ�Ã�Ü  �Ì�ï�«  PPTP Access 
Concentrator�¢ PAC; PPTP �ž�«�·�µ  �¯�ï�·�ï�Ä�è�”�»�£�T�’�‰�•�^�•�h  PPP �·�¿�³�ã�ï�›�Ô�¿�Å�¤
�ï�Å  PPTP Network Server�¢ PNS; PPTP �É�¿�Ä�ë�”�«  �±�”�Ì�£�•�Ä�ï�É�æ�ï�¬�b�”�h�Š�t�–�;�^�•�‡
�b�{�\�w�–�;�M�O�p�x�z PAC �x�æ�Þ�”�Ä  �«�å� �ž�ï�Ä�q�s�“�z PNS �x�±�”�Ì�q�s�“�‡�b�{

�h�i�`�z Windows �t�‘�l�o  VPN �;�t�–�;�^�•�”	Ô�ù�z�0�é�����x�o�t�s�“�‡�b�{ PNS �x�z�Ô�¿�Å
�¤�ï�Å  PAC �•�w
€���›�‰�•�`�o�¤���É�¿�Ä�ë�”�«�t�ž�«�·�µ�b�”�æ�Þ�”�Ä  �³�ï�¬�ç�â�”�²  PC �p
�b�{

�« �Í�w�«�t�Ô�b�‘�O�t�z PPTP �U�*�¤�ï�´�ï�›� �É�”�Ò�ç�t�`�‡�b�{�\�w�«�p�x�z�Ã�Ñ�¥�ç�Ä  �Ù�”�Ä
�¢ 1723�£	Í�w  PPTP �Ä�å�Ñ�Ÿ�¿�«�t�°�•�b�”�«�å�µ  �Ú�¿�Ó�›�^
R�`�‡�b�{�\�w�±�”�Ï�µ  �Ù�æ�³�”�U�z
�Ž
æ� �ï�»�”�Ñ�£� �µ�t�&�;�^�•�‡�b�{  

hostname(config)# class-map pptp-port
hostname(config-cmap)# match port tcp eq 1723
hostname(config-cmap)# exit
hostname(config)# policy-map pptp_policy
hostname(config-pmap)# class pptp-port
hostname(config-pmap-c)# inspect pptp
hostname(config-pmap-c)# exit
hostname(config)# service-policy pptp_policy interface outside

�b�‚�o�w� �ï�»�”�Ñ�£� �µ�t�0�`�o  PPTP �U�*�›� �É�”�Ò�ç�t�b�”�t�x�z interface outside �w�E�˜�“
�t  global �Í�å�Ý�”�»�›�–�;�`�‡�b�{

���È�¯�Ú�ï�Å �¯�Ú�ï�Å 
†�Ì

class-map �·�©�á�æ�Â�Ÿ  �ž�«�³�ã�ï�›�&�;�b�”
Œ�w�Ä�å�Ñ�Ÿ�¿�«  �«�å�µ�›���[�`�‡
�b�{  

debug pptp PPTP �w�Ã�Ì�¿�¬	Ø�C�›� �É�”�Ò�ç�t�`�‡�b�{

policy-map �«�å�µ  �Ú�¿�Ó�›�›���w�·�©�á�æ�Â�Ÿ  �ž�«�³�ã�ï�t���È
Ç�Z�‡�b�{

service-policy 1 �m�‡�h�x
ó
:�w� �ï�»�”�Ñ�£� �µ�t�Ù�æ�³�”  �Ú�¿�Ó�›�&�;�`�‡�b�{
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inspect radius-accouting
RADIUS �ž�§�¢�ï�Â�Ÿ�ï�¬�U�*�›� �É�”�Ò�ç�‡�h�x�Ã�Ÿ�·�”�Ò�ç�t�b�”	Ô�ù�z�‡�h�x�Ä�å�Ñ�Ÿ�¿�«
�‡�h�x�Ä�ï�É�ç�›
M�š�b�”�h�Š�w�Ú�¿�Ó�›���[�b�”	Ô�ù�x�z�«�å�µ  �¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï  �Þ�”
�Å�p  inspect radius-accounting �¯�Ú�ï�Å�›�–�;�`�‡�b�{ �«�å�µ  �¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï  �Þ�”�Å�t�x�z
�Ù�æ�³�”  �Ú�¿�Ó  �¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï  �Þ�”�Å�T�’�ž�«�·�µ�p�V�‡�b�{ �¯�Ú�ï�Å�›�_	†�b�”�t�x�z
�\�w�¯�Ú�ï�Å�w  no ���Ü�›�–�;�`�‡�b�{  

inspect radius-accounting [map_name]

no inspect radius-accounting [map_name] 

�³�ï�»�¿�«�µ�w
†�Ì

�Ã�Ñ�¥�ç�Ä �\�w�¯�Ú�ï�Å�x�z�Ã�Ñ�¥�ç�Ä�p�x�Ã�Ÿ�·�”�Ò�ç�t�s�l�o�M�‡�b�{  

�¯�Ú�ï�Å  �Þ�”�Å �Í�w
¯�x�z�\�w�¯�Ú�ï�Å�›�Ö�—�p�V�”�Þ�”�Å�›�Ô�`�o�M�‡�b�{

�¯�Ú�ï�Å�d�º

�–�;	Í�w�̈ � �Å�å� �ï RADIUS �ž�§�¢�ï�Â�Ÿ�ï�¬�w�Í�å�Ý�”�»�w���[�t�–�;�b�”�›���w�Ú�¿�Ó�›�¦���b�”�t�x�z
radius-accounting �¯�Ú�ï�Å�›�–�;�`�‡�b�{�\�w�¯�Ú�ï�Å�›�Ö�—�b�”�q�z�³�µ�Â�Ü�U�¯�ï�Ñ�Ÿ�ª�á
�è�”�³�ã�ï  �Þ�”�Å�t�Ö�l�o�z �x�‘�w�Ú�¿�Ó�›���[�b�”�h�Š�w�^�‡�_�‡�s�¯�Ú�ï�Å�›�Ö�—�p�V�”�‘�O
�t�s�“�‡�b�{�^�‡�_�‡�s�¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï  �¯�Ú�ï�Å�›�–�;�`�o
ƒ���`�h�,	j�›�¬�h�^�s�M
�Ý�¿�·�”�´�t�0�`�o�¦���p�V�”�ž�«�³�ã�ï�x�z send�zhost�z validate-attribute�zenable gprs�z timeout
users �s�r�p�b�{ parameter �Þ�”�Å�T�’�\�•�’�w�¯�Ú�ï�Å�t�ž�«�·�µ�p�V�‡�b�{

RADIUS �ž�§�¢�ï�Â�Ÿ�ï�¬  �Ú�¿�Ó�›���[�`�h�’�z inspect gtp �¯�Ú�ï�Å�›�–�;�`�o�Ú�¿�Ó�›� �É�”�Ò
�ç�t�`�‡�b�{ class-map�zpolicy-map�z�S�‘�|  service-policy �w�¤�¯�Ú�ï�Å�›�–�;�`�o�z�Ä�å�Ñ�Ÿ�¿�«
�w�«�å�µ�›���[�`�z inspect �¯�Ú�ï�Å�›�«�å�µ�t�&�;�`�z�Ù�æ�³�”�›  1 �m�‡�h�x�f�•�Ž	Í�w� �ï�»�”
�Ñ�£� �µ�t�&�;�`�‡�b�{

�¢�«�£ inspect radius-accounting �¯�Ú�ï�Å�q�ž�t�–�;�p�V�”�w�x  class-map type management �¯�Ú�ï�Å�i�Z
�p�b�{

map_name �¢�¦�Ó�³�ã�ï�£ RADIUS �ž�§�¢�ï�Â�Ÿ�ï�¬  �Ú�¿�Ó�w�Ê
²�{

�¯�Ú�ï�Å  �Þ�”�Å

�Ñ�•� �ž�¢�¥�”�ç  �Þ�”�Å �·�©�á�æ�Â�Ÿ  �¯�ï�Â�©�µ�Ä

�ç�”�Â�¿�Å �•�a �³�ï�¬�ç

�Ú�ç�½

�¯�ï�Â�©�µ�Ä �³�µ�Â�Ü

�«�å�µ  �¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã
�ï

• • • • —

�æ�æ�”�µ �!�Ë�º�0

7.2(1) �\�w�¯�Ú�ï�Å�U�‹�Ö�^�•�‡�`�h�{
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�« �Í�w�«�x�z �ž�«�·�µ  �æ�µ�Ä�›�–�;�`�o  RADIUS �ž�§�¢�ï�Â�Ÿ�ï�¬  �Ä�å�Ñ�Ÿ�¿�«�›�Ý���`�z RADIUS
�ž�§�¢�ï�Â�Ÿ�ï�¬�›���[�`�z�Ù�æ�³�”�›���[�`�o�z�f�w�Ù�æ�³�”�›�Ž
æ� �ï�»�”�Ñ�£� �µ�t�&�;�b
�”�M�O�›�Ô�`�o�M�‡�b�{

hostname(config)# policy-map type inspect radius-accountin ra

�¢�«�£ �Í�w�«�p�x�z�Ã�Ñ�¥�ç�Ä�‹�›�–�;�`�o  RADIUS �ž�§�¢�ï�Â�Ÿ�ï�¬�U�*�›� �É�”�Ò�ç�t�`�‡�b�{�Ã
�Ñ�¥�ç�Ä�‹�›�!�Ë�b�”�t�x�z parameters �¯�Ú�ï�Å�w�Ö�”�´�q�z RADIUS �ž�§�¢�ï�Â�Ÿ�ï�¬  �¯�ï�Ñ�Ÿ
�ª�á�è�”�³�ã�ï  �Þ�”�Å�T�’�Ö�—�b�”�¤�¯�Ú�ï�Å�w�Ö�”�´�›�€	°�`�o�X�i�^�M�{  

���È�¯�Ú�ï�Å �¯�Ú�ï�Å 
†�Ì

parameters �·�©�á�æ�Â�Ÿ  �ž�«�³�ã�ï�›�&�;�b�”
Œ�w�Ä�å�Ñ�Ÿ�¿�«  �«�å
�µ�›���[�`�‡�b�{  

class-map type management �ž�«�³�ã�ï�›�&�;�b�”�·�©�á�æ�Â�Ÿ  �ž�Ó�å� �ž�ï�µ�t�|�o
�h�è� �à  3 �‡�h�x�è� �à  4 �w���g�Ä�å�Ñ�Ÿ�¿�«�›�Ý���`�‡
�b�{

show �S�‘�|  clear service-policy �±�”�Ï�µ  �Ù�æ�³�”�w
ƒ���›
¯�Ô�S�‘�|	«�ˆ�`�‡�b�{

debug inspect radius-accounting RADIUS �ž�§�¢�ï�Â�Ÿ�ï�¬�U�*�›�Ã�Ì�¿�¬�`�‡�b�{

service-policy 1 �m�‡�h�x
ó
:�w� �ï�»�”�Ñ�£� �µ�t�Ù�æ�³�”  �Ú�¿�Ó�›�&
�;�`�‡�b�{
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inspect rsh
RSH �ž�Ó�æ�­�”�³�ã�ï�U�*�›� �É�”�Ò�ç�t�b�”	Ô�ù�z�‡�h�x�·�©�á�æ�Â�Ÿ  �ž�Ó�å� �ž�ï�µ�U�æ�¿
�µ�ï�b�”�Ù�”�Ä�›�!�Ë�b�”	Ô�ù�x�z�«�å�µ  �¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï  �Þ�”�Å�p  inspect rsh �¯�Ú�ï�Å
�›�–�;�`�‡�b�{�«�å�µ  �¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï  �Þ�”�Å�t�x�z�Ù�æ�³�”  �Ú�¿�Ó �¯�ï�Ñ�Ÿ�ª�á�è�”
�³�ã�ï  �Þ�”�Å�T�’�ž�«�·�µ�p�V�‡�b�{�\�w�¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï�›�_	†�b�”�t�x�z�\�w�¯�Ú�ï�Å
�w no ���Ü�›�–�;�`�‡�b�{  

inspect rsh 

no inspect rsh 

�³�ï�»�¿�«�µ�w
†�Ì �\�w�¯�Ú�ï�Å�t�x�z�¾
:�‹�©�”�ë�”�Å�‹�K�“�‡�d�œ�{

�Ã�Ñ�¥�ç�Ä �\�w�¯�Ú�ï�Å�x�z�Ã�Ñ�¥�ç�Ä�p�x�Ã�Ÿ�·�”�Ò�ç�t�s�l�o�M�‡�b�{

�¯�Ú�ï�Å  �Þ�”�Å �Í�w
¯�x�z�\�w�¯�Ú�ï�Å�›�Ö�—�p�V�”�Þ�”�Å�›�Ô�`�o�M�‡�b�{

�¯�Ú�ï�Å�d�º

�–�;	Í�w�̈ � �Å�å� �ï RSH �Ó�é�Ä�¯�ç�x�z TCP �Ù�”�Ä  514 	Í�p�z RSH �«�å� �ž�ï�Ä�T�’  RSH �±�”�Ì�•�w  TCP 
€���›�–�;
�`�‡�b�{�«�å� �ž�ï�Ä�q�±�”�Ì�x�z�«�å� �ž�ï�Ä�U  STDERR 	Z�—�µ�Ä�æ�”�Ü�›�æ�¿�µ�ï�b�”  TCP
�Ù�”�Ä
j�ø�›�É�°�³�¤�”�Ä�`�‡�b�{ RSH �U�*�x�z
ž�A�t� �a�o�z�É�°�³�¤�”�Ä�^�•�h�Ù�”�Ä
j�ø�w
NAT �›�±�Ù�”�Ä�`�‡�b�{

�« �Í�w�«�t�Ô�b�‘�O�t�z RSH �U�*�¤�ï�´�ï�›� �É�”�Ò�ç�t�`�‡�b�{�\�w�«�p�x�z�Ã�Ñ�¥�ç�Ä  �Ù�”�Ä
�¢ 514�£	Í�w  RSH �Ä�å�Ñ�Ÿ�¿�«�t�°�•�b�”�«�å�µ  �Ú�¿�Ó�›�^
R�`�‡�b�{�\�w�±�”�Ï�µ  �Ù�æ�³�”�U�z
�Ž
æ� �ï�»�”�Ñ�£� �µ�t�&�;�^�•�‡�b�{  

hostname(config)# class-map rsh-port
hostname(config-cmap)# match port tcp eq 514
hostname(config-cmap)# exit
hostname(config)# policy-map rsh_policy  
hostname(config-pmap)# class rsh-port
hostname(config-pmap-c)# inspect rsh
hostname(config-pmap-c)# exit
hostname(config)# service-policy rsh_policy interface outside

�b�‚�o�w� �ï�»�”�Ñ�£� �µ�t�0�`�o  RSH �U�*�›� �É�”�Ò�ç�t�b�”�t�x�z interface outside �w�E�˜�“
�t  global �Í�å�Ý�”�»�›�–�;�`�‡�b�{

�¯�Ú�ï�Å  �Þ�”�Å

�Ñ�•� �ž�¢�¥�”�ç  �Þ�”�Å �·�©�á�æ�Â�Ÿ  �¯�ï�Â�©�µ�Ä

�ç�”�Â�¿�Å �•�a �³�ï�¬�ç

�Ú�ç�½

�¯�ï�Â�©�µ�Ä �³�µ�Â�Ü

�«�å�µ  �¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã
�ï

• • • • —

�æ�æ�”�µ �!�Ë�º�0

7.0(1) �\�w�¯�Ú�ï�Å�U�‹�Ö�^�•�z fixup �¯�Ú�ï�Å�x�”�V�õ�Q�’�•�o
��­�^�•�‡�`
�h�{  
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���È�¯�Ú�ï�Å

inspect rtsp
RTSP �ž�Ó�æ�­�”�³�ã�ï�U�*�›� �É�”�Ò�ç�t�b�”	Ô�ù�z�‡�h�x�·�©�á�æ�Â�Ÿ  �ž�Ó�å� �ž�ï�µ�U�æ�¿
�µ�ï�b�”�Ù�”�Ä�›�!�Ë�b�”	Ô�ù�x�z�«�å�µ  �¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï  �Þ�”�Å�p  inspect rtsp �¯�Ú�ï�Å
�›�–�;�`�‡�b�{�«�å�µ  �¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï  �Þ�”�Å�t�x�z�Ù�æ�³�”  �Ú�¿�Ó �¯�ï�Ñ�Ÿ�ª�á�è�”
�³�ã�ï  �Þ�”�Å�T�’�ž�«�·�µ�p�V�‡�b�{�\�w�¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï�›�_	†�b�”�t�x�z�\�w�¯�Ú�ï�Å
�w no ���Ü�›�–�;�`�‡�b�{  

inspect rtsp  

no inspect rtsp  

�³�ï�»�¿�«�µ�w
†�Ì �\�w�¯�Ú�ï�Å�t�x�z�¾
:�‹�©�”�ë�”�Å�‹�K�“�‡�d�œ�{

�Ã�Ñ�¥�ç�Ä �\�w�¯�Ú�ï�Å�x�z�Ã�Ñ�¥�ç�Ä�p�x�Ã�Ÿ�·�”�Ò�ç�t�s�l�o�M�‡�b�{

�¯�Ú�ï�Å  �Þ�”�Å �Í�w
¯�x�z�\�w�¯�Ú�ï�Å�›�Ö�—�p�V�”�Þ�”�Å�›�Ô�`�o�M�‡�b�{

�¯�Ú�ï�Å�d�º

�–�;	Í�w�̈ � �Å�å� �ï inspect rtsp �¯�Ú�ï�Å�›�–�;�b�”�q�z �·�©�á�æ�Â�Ÿ  �ž�Ó�å� �ž�ï�µ�U  RTSP �Í�­�¿�Ä�›�è�a�^�d�”�\
�q�U�p�V�‡�b�{ RTSP �x�z RealAudio�z RealNetworks�z Apple QuickTime 4�z RealPlayer�z�S�‘�|  Cisco
IP/TV 
€���U�–�;�`�‡�b�{  

�¢�«�£ Cisco IP/TV �w	Ô�ù�x�z RTSP TCP �Ù�”�Ä  554 �q  TCP 8554 �›�–�;�`�‡�b�{

�¯�Ú�ï�Å 
†�Ì

class-map �·�©�á�æ�Â�Ÿ  �ž�«�³�ã�ï�›�&�;�b�”
Œ�w�Ä�å�Ñ�Ÿ�¿�«  �«�å�µ�›���[�`�‡
�b�{  

policy-map �«�å�µ  �Ú�¿�Ó�›�›���w�·�©�á�æ�Â�Ÿ  �ž�«�³�ã�ï�t���È
Ç�Z�‡�b�{

service-policy 1 �m�‡�h�x
ó
:�w� �ï�»�”�Ñ�£� �µ�t�Ù�æ�³�”  �Ú�¿�Ó�›�&�;�`�‡�b�{

�¯�Ú�ï�Å  �Þ�”�Å

�Ñ�•� �ž�¢�¥�”�ç  �Þ�”�Å �·�©�á�æ�Â�Ÿ  �¯�ï�Â�©�µ�Ä

�ç�”�Â�¿�Å �•�a �³�ï�¬�ç

�Ú�ç�½

�¯�ï�Â�©�µ�Ä �³�µ�Â�Ü

�«�å�µ  �¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã
�ï

• • • • —

�æ�æ�”�µ �!�Ë�º�0

7.0(1) �\�w�¯�Ú�ï�Å�U�‹�Ö�^�•�z fixup �¯�Ú�ï�Å�x�”�V�õ�Q�’�•�o
��­�^�•�‡�`
�h�{  
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RTSP �ž�Ó�æ�­�”�³�ã�ï�x�z�¯�ï�Ä�é�”�ç  �½�ß�É�ç�q�`�o�z�7�Œ�Ù�”�Ä  554 �q  TCP�¢�‡�•�t  UDP�£
�›�–�;�`�‡�b�{�·�©�á�æ�Â�Ÿ  �ž�Ó�å� �ž�ï�µ�x�z RFC 2326 �t	j�Œ�`�o�z TCP �i�Z�›�±�Ù�”�Ä�`�o
�M�‡�b�{�\�w  TCP �¯�ï�Ä�é�”�ç  �½�ß�É�ç�x�z�«�å� �ž�ï�Ä	Í�p
ƒ���^�•�h�8
ù�Þ�”�Å�t� �a�o�z
�¦�”�Ã�Ÿ�¦ / �Ï�Ã�¦  �Ä�å�Ñ�Ÿ�¿�«�w�;
ù�t�–�;�b�”�Ã�”�»  �½�ß�É�ç�›�É�°�³�¤�”�Ä�b�”�h�Š�t�–�;
�^�•�‡�b�{

�±�Ù�”�Ä�^�•�”  RDT �8
ù�x�z rtp/avp�zrtp/avp/udp�zx-real-rdt�zx-real-rdt/udp�z�S�‘�|  x-pn-tng/udp �p�b�{

�·�©�á�æ�Â�Ÿ  �ž�Ó�å� �ž�ï�µ�x�z Setup � �t�Ý�¿�·�”�´�›�µ�Â�”�»�µ  �¯�”�Å  200 �t�‘�l�o�r
s�`�‡
�b�{� �t�Ý�¿�·�”�´�U�º���•
��œ�p�M�”	Ô�ù�z�±�”�Ì�x�·�©�á�æ�Â�Ÿ  �ž�Ó�å� �ž�ï�µ�w�Ž���t�K�”
�h�Š�z�±�”�Ì�T�’�º���•�R�”
€���;�t�¼� �Æ�Û�¿�«  �½�ß�É�ç�›�‰�X
ž�A�U�K�“�‡�b�{� �t�Ý�¿�·�”
�´�U
C	ô�w	Ô�ù�z �·�©�á�æ�Â�Ÿ  �ž�Ó�å� �ž�ï�µ�p�¼� �Æ�Û�¿�«  �½�ß�É�ç�›�‰�X
ž�A�x�K�“�‡�d�œ�{  

RFC 2326 �p�x�z SETUP � �t�Ý�¿�·�”�´�t�«�å� �ž�ï�Ä  �Ù�”�Ä�q�±�”�Ì�w�Ù�”�Ä�›���Š�”�\�q�›�F
���`�o�M�s�M�h�Š�z�·�©�á�æ�Â�Ÿ  �ž�Ó�å� �ž�ï�µ�p	Ý�6�›�-�Ë�`�z SETUP �Ý�¿�·�”�´�º�w�«�å� 
�ž�ï�Ä  �Ù�”�Ä�›�G�1�`�o�S�X
ž�A�U�K�“�‡�b�{ QuickTime �p�x�z SETUP �Ý�¿�·�”�´�t�«�å� �ž�ï�Ä
�Ù�”�Ä�U
ƒ���^�•�z�±�”�Ì�x�±�”�Ì  �Ù�”�Ä�p�w�ˆ� �t�`�‡�b�{  

RealPlayer �w�–�;�M�O

RealPlayer �›�–�;�`�o�M�”	Ô�ù�z�8
ù�Þ�”�Å�›
Y�`�X
ƒ���b�”�\�q�U	O�A�p�b�{�·�©�á�æ�Â�Ÿ  �ž�Ó
�å� �ž�ï�µ�p�x�z access-list �¯�Ú�ï�Å���x�z�±�”�Ì�T�’�«�å� �ž�ï�Ä�•�q�z�‡�h�x�f�w�o�p�å�C�^
�•�‡�b�{ RealPlayer �w	Ô�ù�z Options>Preferences>Transport>RTSPSettings �›�«�æ�¿�«�b�”�\�q�p�z
�8
ù�Þ�”�Å�›�!�Ë�`�‡�b�{

RealPlayer 	Í�p  TCP �Þ�”�Å�›�–�;�`�o�M�”	Ô�ù�z Use TCP to Connect to Server �½�£�¿�«�Ø�¿�«�µ�q
Attempt to use TCP for all content �½�£�¿�«�Ø�¿�«�µ�›�¦�ï�t�`�‡�b�{ �·�©�á�æ�Â�Ÿ  �ž�Ó�å� �ž�ï�µ
	Í�p�x�z�U�*�¤�ï�´�ï�›
ƒ���b�”
ž�A�x�K�“�‡�d�œ�{  

RealPlayer 	Í�p  UDP �Þ�”�Å�›�–�;�`�o�M�”	Ô�ù�z Use TCP to Connect to Server �½�£�¿�«�Ø�¿�«�µ�q
Attempt to use UDP for all content �½�£�¿�«�Ø�¿�«�µ�›�¦�ï�t�`�‡�b�{�Ú�ç�½�©�ß�µ�Ä�&���p�Ö	��p
�V�s�M�å� �Ò  �¯�ï�Â�ï�À�t�0�`�o�‹�‰�7�p�b�{ �·�©�á�æ�Â�Ÿ  �ž�Ó�å� �ž�ï�µ	Í�p�z inspect rtsp port
�¯�Ú�ï�Å���›�å�C�`�‡�b�{


M�ÿ�Ä�ò�q
M�v

inspect rtsp �¯�Ú�ï�Å�t�x�z�Í�w
M�ÿ�Ä�ò�U�&�;�^�•�‡�b�{

• �·�©�á�æ�Â�Ÿ  �ž�Ó�å� �ž�ï�µ�x�z UDP �›�p�`�h�Ú�ç�½�©�ß�µ�Ä  RTSP �Ý�¿�·�”�´�‹  RTSP �Ý�¿
�·�”�´�‹�±�Ù�”�Ä�`�o�M�‡�d�œ�{

• inspect rtsp �¯�Ú�ï�Å�x�z PAT �›�±�Ù�”�Ä�`�o�M�‡�d�œ�{

• �·�©�á�æ�Â�Ÿ  �ž�Ó�å� �ž�ï�µ�t�x�z RTSP �Ý�¿�·�”�´�U  HTTP �Ý�¿�·�”�´�º�t�Å�^�•�o�M�”
HTTP �«�é�”�©�ï�¬�›�Ý�Ý�b�”�;�ó�x�K�“�‡�d�œ�{  

• �·�©�á�æ�Â�Ÿ  �ž�Ó�å� �ž�ï�µ�x�z RTSP �Ý�¿�·�”�´�t�m�M�o  NAT �x�î�æ�p�V�‡�d�œ�{�f�w�g��
�x�z�’�Š���ˆ  IP �ž�Å�è�µ�U  HTTP �Ý�¿�·�”�´�‡�h�x  RTSP �Ý�¿�·�”�´�w�°
æ�q�`�o�z SDP �Ñ�•
� �ç�t���‡�•�o�M�”�T�’�p�b�{�Í�­�¿�Ä�x�Ñ�å�¬�Ý�ï�Ä�=�^�•�”�D�ó
Q�U�K�“�z�·�©�á�æ�Â�Ÿ
�ž�Ó�å� �ž�ï�µ�x�z�Ñ�å�¬�Ý�ï�Ä�=�^�•�h�Í�­�¿�Ä�t�m�M�o  NAT �x�î�æ�p�V�‡�d�œ�{  

• Cisco IP/TV �p�x�z�Ý�¿�·�”�´�w  SDP 
æ
ü�t�m�M�o�·�©�á�æ�Â�Ÿ  �ž�Ó�å� �ž�ï�µ�U�î�æ�b�”
NAT �w
:�x�z Content Manager �t�K�”�Ó�é�¬�å�Ü  �æ�µ�Ä�w
:�t
z�«�`�‡�b�¢�¤�Ó�é�¬�å�Ü  �æ�µ
�Ä�t�x�z	—�s�X�q�‹  6 �x�w�’�Š���ˆ  IP �ž�Å�è�µ�›���Š�”�\�q�U�p�V�‡�b�£ �{ 

• Apple QuickTime 4 �‡�h�x  RealPlayer �;�w  NAT �›
ƒ���p�V�‡�b�{ Viewer �q  Content Manager �U�Ž

æ�É�¿�Ä�ë�”�«�t�z�±�”�Ì�U�º
æ�É�¿�Ä�ë�”�«�t�K�”	Ô�ù�z Cisco IP/TV �x�z NAT �U�–�;�p�V
�”	Ô�ù�t�v�“�ˆ�^�`�‡�b�{

• HTTP �›�p�`�o
�	ô�^�•�”�Ý�Ã�Ÿ�ž  �µ�Ä�æ�”�Ü�x�z RTSP �ž�Ó�æ�­�”�³�ã�ï�U�*�p�x�±�Ù�”�Ä
�^�•�‡�d�œ�{�\�•�x�z RTSP �U�*�U  HTTP �«�é�”�©�ï�¬�¢ HTTP �p�å�¿�Ó�^�•�h  RTSP�£�›�±
�Ù�”�Ä�`�o�M�s�M�h�Š�p�b�{  
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�« �Í�w�«�t�Ô�b�‘�O�t�z RTSP �U�*�¤�ï�´�ï�›� �É�”�Ò�ç�t�`�‡�b�{�\�w�«�p�x�z�Ã�Ñ�¥�ç�Ä  �Ù�”�Ä
�¢ 554 �S�‘�|  8554�£	Í�w  RTSP �Ä�å�Ñ�Ÿ�¿�«�t�°�•�b�”�«�å�µ  �Ú�¿�Ó�›�^
R�`�‡�b�{�\�w�±�”�Ï�µ
�Ù�æ�³�”�U�z�Ž
æ� �ï�»�”�Ñ�£� �µ�t�&�;�^�•�‡�b�{  

hostname(config)# access-list rtsp-acl permit tcp any any eq 554  
hostname(config)# access-list rtsp-acl permit tcp any any eq 8554
hostname(config)# class-map rtsp-traffic  
hostname(config-cmap)# match access-list rtsp-acl  
hostname(config-cmap)# exit
hostname(config)# policy-map rtsp_policy  
hostname(config-pmap)# class rtsp-port
hostname(config-pmap-c)# inspect rtsp 
hostname(config-pmap-c)# exit
hostname(config)# service-policy rtsp_policy interface outside

�b�‚�o�w� �ï�»�”�Ñ�£� �µ�t�0�`�o  RTSP �U�*�›� �É�”�Ò�ç�t�b�”�t�x�z interface outside �w�E�˜�“
�t  global �Í�å�Ý�”�»�›�–�;�`�‡�b�{

���È�¯�Ú�ï�Å �¯�Ú�ï�Å 
†�Ì

class-map �·�©�á�æ�Â�Ÿ  �ž�«�³�ã�ï�›�&�;�b�”
Œ�w�Ä�å�Ñ�Ÿ�¿�«  �«�å�µ�›���[�`�‡
�b�{  

debug rtsp RTSP �w�Ã�Ì�¿�¬	Ø�C�›� �É�”�Ò�ç�t�`�‡�b�{

policy-map �«�å�µ  �Ú�¿�Ó�›�›���w�·�©�á�æ�Â�Ÿ  �ž�«�³�ã�ï�t���È
Ç�Z�‡�b�{

service-policy 1 �m�‡�h�x
ó
:�w� �ï�»�”�Ñ�£� �µ�t�Ù�æ�³�”  �Ú�¿�Ó�›�&�;�`�‡�b�{
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inspect sip
SIP �ž�Ó�æ�­�”�³�ã�ï�U�*�›� �É�”�Ò�ç�t�b�”	Ô�ù�z�‡�h�x�·�©�á�æ�Â�Ÿ  �ž�Ó�å� �ž�ï�µ�U�æ�¿�µ
�ï�b�”�Ù�”�Ä�›�!�Ë�b�”	Ô�ù�x�z�«�å�µ  �¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï  �Þ�”�Å�p  inspect sip �¯�Ú�ï�Å�›
�–�;�`�‡�b�{�«�å�µ  �¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï  �Þ�”�Å�t�x�z�Ù�æ�³�”  �Ú�¿�Ó  �¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã
�ï  �Þ�”�Å�T�’�ž�«�·�µ�p�V�‡�b�{�\�w�¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï�›�_	†�b�”�t�x�z�\�w�¯�Ú�ï�Å�w
no ���Ü�›�–�;�`�‡�b�{  

inspect sip 

no inspect sip

�³�ï�»�¿�«�µ�w
†�Ì �\�w�¯�Ú�ï�Å�t�x�z�¾
:�‹�©�”�ë�”�Å�‹�K�“�‡�d�œ�{

�Ã�Ñ�¥�ç�Ä �\�w�¯�Ú�ï�Å�x�z�Ã�Ñ�¥�ç�Ä�p�x�Ã�Ÿ�·�”�Ò�ç�t�s�l�o�M�‡�b�{

SIP �t�0�b�”�Ã�Ñ�¥�ç�Ä�w�Ù�”�Ä�Â�“�p�o�x  5060 �p�b�{

�¯�Ú�ï�Å  �Þ�”�Å �Í�w
¯�x�z�\�w�¯�Ú�ï�Å�›�Ö�—�p�V�”�Þ�”�Å�›�Ô�`�o�M�‡�b�{

�¯�Ú�ï�Å�d�º

�–�;	Í�w�̈ � �Å�å� �ï SIP �x�z IETF �p���[�^�•�o�M�”�‘�O�t�z VoIP �¯�”�ç�›� �É�”�Ò�ç�t�`�‡�b�{ SIP �x  SDP �q�È���`
�o�z�¯�”�ç  �³�¬�Æ�æ�ï�¬�›	r�g�`�‡�b�{ SDP �x�z�Ý�Ã�Ÿ�ž  �µ�Ä�æ�”�Ü�w	Ä�I�›�¦���`�‡�b�{ SIP �›
�–�;�b�”�q�z�·�©�á�æ�Â�Ÿ  �ž�Ó�å� �ž�ï�µ�x�z�K�’�•�”  SIP Voice over IP�¢ VoIP�£�®�”�Ä�¢�£� �S
�‘�|  VoIP �Ó�é�©�³  �±�”�Ì�›�±�Ù�”�Ä�p�V�‡�b�{ SIP �q  SDP �x�z�Í�w  RFC �t���[�^�•�o�M�‡�b�{

• SIP�• Session Initiation Protocol�z RFC 2543

• SDP�• Session Description Protocol�z RFC 2327

�·�©�á�æ�Â�Ÿ  �ž�Ó�å� �ž�ï�µ�&���w  SIP �¯�”�ç�›�±�Ù�”�Ä�b�”�t�x�z �Ý�Ã�Ÿ�ž
€���ž�Å�è�µ�|�w�³
�¬�Æ�æ�ï�¬  �Ý�¿�·�”�´�z�Ý�Ã�Ÿ�ž  �Ù�”�Ä�z�S�‘�|�Ý�Ã�Ÿ�ž�w	s�8
€���›�U�*�b�”
ž�A�U�K�“�‡�b�{
�\�•�x�z�³�¬�Æ�æ�ï�¬�U�7�Œ�w�|
Œ�Ù�”�Ä�¢ UDP/TCP 5060�£�›�è�a�o
ù	ô�^�•�o�M�”���t�z�Ý�Ã�Ÿ
�ž  �µ�Ä�æ�”�Ü�U�¼� �Æ�Û�¿�«�t�Â�“�p�o�’�•�”�h�Š�p�b�{�‡�h�z SIP �x�z IP �Í�­�¿�Ä�w�â�”�²�Ã�”
�»
æ
ü�t  IP �ž�Å�è�µ�›�’�Š���ˆ�‡�b�{ SIP �U�*�x�z�\�•�’�w�’�Š���ˆ  IP �ž�Å�è�µ�t  NAT �›�&�;�`
�‡�b�{

�¯�Ú�ï�Å  �Þ�”�Å

�Ñ�•� �ž�¢�¥�”�ç  �Þ�”�Å �·�©�á�æ�Â�Ÿ  �¯�ï�Â�©�µ�Ä

�ç�”�Â�¿�Å �•�a �³�ï�¬�ç

�Ú�ç�½

�¯�ï�Â�©�µ�Ä �³�µ�Â�Ü

�«�å�µ  �¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã
�ï

• • • • —

�æ�æ�”�µ �!�Ë�º�0

7.0(1) �\�w�¯�Ú�ï�Å�U�‹�Ö�^�•�z fixup �¯�Ú�ï�Å�x�”�V�õ�Q�’�•�o
��­�^�•�‡�`
�h�{  
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�¢�«�£ �æ�Þ�”�Ä  �¤�ï�Å�Ù� �ï�Ä�T�’�z�·�©�á�æ�Â�Ÿ  �ž�Ó�å� �ž�ï�µ�t�‘�l�o�-�¢�^�•�h�É�¿�Ä�ë�”�«	Í
�w SIP �Ó�é�©�³�t�J�å�b�”	Ô�ù�z�]�X�›	��s	Ú�E�t�ù�•�b�”�q�J�å�U�æ

�`�‡�b�{�\�w	Ú�E�q�x�z
PAT �U�æ�Þ�”�Ä  �¤�ï�Å�Ù� �ï�Ä�t�0�`�o
ƒ���^�•�o�M�”	Ô�ù�z SIP �è�´�µ�Ä�å  �±�”�Ì�U�Ž
æ�É�¿
�Ä�ë�”�«	Í�t�K�”	Ô�ù�z�S�‘�|�¤�ï�Å�Ù� �ï�Ä�T�’�Ó�é�©�³  �±�”�Ì�t
ù	ô�^�•�”  REGISTER �Ý�¿
�·�”�´�w  contact �Ñ�Ÿ�”�ç�Å�t�Ù�”�Ä�U�¦���^�•�o�M�s�M	Ô�ù�p�b�{

� �ï�µ�»�ï�Ä  �Ý�¿�·�”�´

� �ï�µ�»�ï�Ä  �Ý�¿�·�”�´�q�x�z�„�…�æ�ž�ç�»� �Ü�p�æ�˜�•�”�â�”�²���w�Ý�¿�·�”�´�8
ù�›�¦�`�‡
�b�{ MESSAGE/INFO �M�Ü�q 202 Accept � �t�x�z�Í�w  RFC �p���[�^�•�o�M�”  IM �›�±�Ù�”�Ä�b�”�h
�Š�t�–�;�^�•�‡�b�{

• Session Initiation Protocol (SIP)-Specific Event Notification�z RFC 3265

• Session Initiation Protocol (SIP) Extension for Instant Messaging�z RFC 3428

MESSAGE/INFO �A�{�x�z�J�å / �C�Ö�U�ì�ƒ�b�”�q�M�m�p�‹	!	ô�p�V�‡�b�{�h�q�Q�y�z 2 �m�w�â�”�²
�x�M�m�p�‹�¦�ï�å� �ï�t�p�V�‡�b�U�z�?�Ì���‹�½�ß�¿�Ä�b�”�\�q�x�p�V�‡�d�œ�{�f�w�h�Š�z SIP �U
�*�¤�ï�´�ï�x�z
ƒ���^�•�h  SIP �»� �Ü�ž�¢�Ä�‹�t	H�l�o�»� �Ü�ž�¢�Ä�b�”�Ð�ï�×�”�ç�›�í�Z�‡�b�{
�\�w�‹�t�x�z�C�Ö�8���‘�“  5 
ü�Ž	Í�Õ�M�‹�›
ƒ���b�”
ž�A�U�K�“�‡�b�{�C�Ö�8���x�z Contact Expires
�‹�p���[�^�•�‡�b�{�è	×�x�z 30 
ü�t�`�‡�b�{

MESSAGE/INFO �A�{�x�z�è	×�z�¼� �Æ�Û�¿�«�t�Â�“�p�o�’�•�h�Ù�”�Ä�¢�Ù�”�Ä  5060 �›	†�X�£�›�–
�;�`�o
ù	ô�^�•�”�h�Š�z SIP �U�*�¤�ï�´�ï�›�è�a�b�”
ž�A�U�K�“�‡�b�{

�¢�«�£ �q�O�±�Ù�”�Ä�^�•�o�M�”�w�x�z�½�ß�¿�Ä�;�ó�w�ˆ�p�b�{�×�ë� �Ä�Ø�”�Å�z�Ñ�•� �ç�8
ù�z�S�‘�|�ž
�Ó�æ�­�”�³�ã�ï�ž���x�±�Ù�”�Ä�^�•�o�M�‡�d�œ�{ RTC Client 5.0 �x�±�Ù�”�Ä�^�•�o�M�‡�d�œ�{

�U	[�$	Ä�I

SIP �U�*�x�z SIP �w�Â�©�µ�Ä�Õ�”�µ�w�Ý�¿�·�”�´�t�m�M�o  NAT �›�î�æ�`�z�Ý�¿�·�”�´�w  SDP 
æ
ü�t
���b�”�¯�ï�Â�ï�À�w�Õ�^�›�6�-�‰�`�z�Í�­�¿�Ä�Õ�q�½�£�¿�«�±�Ü�›�6�-�‰�`�‡�b�{�‡�h�z�¤�ï�Å�Ù
� �ï�Ä�U�æ�¿�µ�ï�b�”�ž�Å�è�µ / �Ù�”�Ä�q�`�o  SIP �Ý�¿�·�”�´�w  SDP 
æ
ü�p�¦���^�•�h�Ù�”�Ä�t�0
�`�o�z�Ý�Ã�Ÿ�ž
€���›�¼� �Æ�Û�¿�«�t�‰�V�‡�b�{

SIP �U�*�t�x�z �¯�”�ç�•
ù	ô�i / �|
Œ�›�Ý���b�”  SIP �Ö� �é�”�Å�T�’�w  CALL_ID/FROM/TO � �ï�Ã�¿
�«�µ�t���b�”�Ã�”�»�Õ�”�µ�U�K�“�‡�b�{�\�w�Ã�”�»�Õ�”�µ�t�x�z SDP �Ý�Ã�Ÿ�ž	Ø�C�Ñ�Ÿ�”�ç�Å�t��
�‡�•�o�M�h�Ý�Ã�Ÿ�ž  �ž�Å�è�µ�q�Ý�Ã�Ÿ�ž  �Ù�”�Ä�z�S�‘�|�Ý�Ã�Ÿ�ž  �»� �Ó�U�-���^�•�‡�b�{ 1 �m�w
�·�¿�³�ã�ï�t�0�`�o
ó
:�w�Ý�Ã�Ÿ�ž  �ž�Å�è�µ�q�Ù�”�Ä�›�¦���p�V�‡�b�{ RTP/RTCP 
€���x�z�\�•�’
�w�Ý�Ã�Ÿ�ž  �ž�Å�è�µ / �Ù�”�Ä�›�–�;�`�o  2 �m�w�¤�ï�Å�Ù� �ï�Ä���p�‰�T�•�‡�b�{  

	s�s�w�¯�”�ç  �·�¿�Ä�ž�¿�Ó�¢ INVITE�£�Ý�¿�·�”�´�t�x�z�7�Œ�Ù�”�Ä  5060 �›�–�;�b�”
ž�A�U�K�“�‡
�b�{�h�i�`�z�Ž�ñ�w�Ý�¿�·�”�´�t�x�z�\�w�Ù�”�Ä
j�ø�›�–�;�`�s�X�o�‹�T�‡�M�‡�d�œ�{ SIP �U�*�¤
�ï�´�ï�x�z�³�¬�Æ�æ�ï�¬
€���w�Ð�ï�×�”�ç�›�í�Z�z�\�•�’�w
€���›  SIP 
€���q�`�o�Ú�”�«�`�‡�b�{
�\�•�x�z�Ý�¿�·�”�´�›  SIP �ž�Ó�æ�­�”�³�ã�ï�t�x�a�^�d�z�Ý�¿�·�”�´�t  NAT �›�&�;�b�”�h�Š�p�b�{  

�¯�”�ç�U�·�¿�Ä�ž�¿�Ó�^�•�”�q�z SIP �·�¿�³�ã�ï�x�®�°�Ì�$�s�¯	Ý�6�t�K�”�q�_�s�^�•�‡�b�{�\�w
	Ý�6�x�z�|
Œ�¤�ï�Å�Ù� �ï�Ä�U�æ�¿�µ�ï�`�o�M�”  RTP �Ý�Ã�Ÿ�ž  �ž�Å�è�µ�S�‘�|�Ù�”�Ä�›�Ô�b
Response �Ý�¿�·�”�´�U	!	ô�^�•�”�‡�p�¡�Ë�^�•�‡�b�{ 1 
ü�Ž�º�t� �t�Ý�¿�·�”�´�U	!	ô�^�•�s�T�l
�h	Ô�ù�z�³�¬�Æ�æ�ï�¬
€���x
~�…�^�•�‡�b�{
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�7�™�w�Ë�ï�Å�³�£� �«�U�ì�ƒ�b�”�q�z�¯�”�ç�w	Ý�6�U�ž�«�Â�Ÿ�Ò�t� �æ�`�z BYE �Ý�¿�·�”�´�›	!	ô
�b�”�‡�p�³�¬�Æ�æ�ï�¬
€���U�¡�Ë�^�•�‡�b�{

�º
æ�¤�ï�Å�Ù� �ï�Ä�T�’�Ž
æ�¤�ï�Å�Ù� �ï�Ä�t�¯�”�ç�›�‰�•�b�”	Ô�ù�x�z�º
æ�¤�ï�Å�Ù� �ï�Ä�T�’
�w INVITE �Ý�¿�·�”�´�t�¦���^�•�”�º
æ�¤�ï�Å�Ù� �ï�Ä�w�Ý�Ã�Ÿ�ž  �ž�Å�è�µ�S�‘�|�Ý�Ã�Ÿ�ž  �Ù�”
�Ä�t  RTP/RTCP UDP �Í�­�¿�Ä�U�8
ù�^�•�”�‘�O�t�z�Ž
æ� �ï�»�”�Ñ�£� �µ�t�0�`�o�Ý�Ã�Ÿ�ž  �×�”
�ç�U�í�Z�’�•�‡�b�{�º
æ� �ï�»�”�Ñ�£� �µ�•�w
‡
ù	ô
e�{  RTP/RTCP UDP �Í�­�¿�Ä�x�z�·�©�á�æ
�Â�Ÿ  �ž�Ó�å� �ž�ï�µ  �¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï�p�›���t�•�D�^�•�o�M�”	Ô�ù�›	†�V�z�·�©�á�æ�Â�Ÿ
�ž�Ó�å� �ž�ï�µ�›�è�a�`�‡�d�œ�{  

�Ý�Ã�Ÿ�ž
€���x�z
€���U�ž� �Å�ç	Ý�6�t�s�l�o�T�’  2 
ü�Ž�º�t
~�…�^�•�‡�b�{�h�i�`�z�\�w�»� �Ü
�ž�¢�Ä�x
ƒ���!�Ë�p�V�”�h�Š�z�8���›
ÿ�n�`�o
ƒ���p�V�‡�b�{

�³�¬�Æ�æ�ï�¬  �Ý�¿�·�”�´�w�U�*

�³�¬�Æ�æ�ï�¬  �Ý�¿�·�”�´�›�U�*�b�”	Ô�ù�z inspect sip �¯�Ú�ï�Å�p�x�z���X�w	Ô�ù�z�Ý�Ã�Ÿ�ž  �¤�ï�Å
�Ù� �ï�Ä�¢�h�q�Q�y�z IP �?�é�£�w	Ô	t�›
Y�¬�t�Œ�”
ž�A�U�K�“�‡�b�{

�\�w	Ø�C�x�z�Ý�Ã�Ÿ�ž  �Ä�å�Ñ�Ÿ�¿�«�w�h�Š�w�ž�«�·�µ
M�š�q  NAT 	Ý�6�›	j
‹�`�o�z	��^�À�p�w
ƒ
���s�`�p�Ý�Ã�Ÿ�ž  �Ä�å�Ñ�Ÿ�¿�«�›�•�a�$�t�Ñ�•� �ž�¢�¥�”�ç�›�è�a�^�d�”�h�Š�t�–�;�^�•�‡�b�{

�\�w	Ô	t�›�Ð�‚�”	Ô�ù�z inspect sip �¯�Ú�ï�Å�x�z�Ä�ï�É�ç  �Ã�Ñ�¥�ç�Ä  �®�”�Ä�¢�£� �w�ç�”�Ä�› �–�;
�`�‡�d�œ �{�Ä�ï�É�ç  �Ã�Ñ�¥�ç�Ä  �®�”�Ä�¢�£� �w�ç�”�Ä�x�z route interface 0 0 metric tunneled �q�M�O
���Ü�w�ç�”�Ä�p�b�{�\�w�ç�”�Ä�x�z IPSec �Ä�ï�É�ç�T�’	Z�—�^�•�”�Í�­�¿�Ä�w�Ã�Ñ�¥�ç�Ä  �ç�”�Ä�›
	Í	{�V�`�‡�b�{�f�w�h�Š�z VPN �Ä�å�Ñ�Ÿ�¿�«�t�0�`�o  inspect sip �¯�Ú�ï�Å�U
ž�A�q�s�”	Ô�ù�x�z�Ä
�ï�É�ç  �Ã�Ñ�¥�ç�Ä  �®�”�Ä�¢�£� �w�ç�”�Ä�›
ƒ���`�s�M�p�X�i�^�M�{�E�˜�“�t�z���w�µ�»�Â�Ÿ�¿�«
�ç�”�Â�Ÿ�ï�¬�‡�h�x�¼� �Æ�Û�¿�«  �ç�”�Â�Ÿ�ï�¬�›�–�;�`�‡�b�{

�« �Í�w�«�t�Ô�b�‘�O�t�z SIP �U�*�¤�ï�´�ï�›� �É�”�Ò�ç�t�`�‡�b�{�\�w�«�p�x�z�Ã�Ñ�¥�ç�Ä  �Ù�”�Ä
�¢ 5060�£	Í�w  SIP �Ä�å�Ñ�Ÿ�¿�«�t�°�•�b�”�«�å�µ  �Ú�¿�Ó�›�^
R�`�‡�b�{�\�w�±�”�Ï�µ  �Ù�æ�³�”�U�z
�Ž
æ� �ï�»�”�Ñ�£� �µ�t�&�;�^�•�‡�b�{  

hostname(config)# class-map sip-port
hostname(config-cmap)# match port tcp eq 5060
hostname(config-cmap)# exit
hostname(config)# policy-map sip_policy  
hostname(config-pmap)# class sip-port
hostname(config-pmap-c)# inspect sip
hostname(config-pmap-c)# exit
hostname(config)# service-policy sip_policy interface outside

�b�‚�o�w� �ï�»�”�Ñ�£� �µ�t�0�`�o  SIP �U�*�›� �É�”�Ò�ç�t�b�”�t�x�z interface outside �w�E�˜�“�t
global �Í�å�Ý�”�»�›�–�;�`�‡�b�{

���È�¯�Ú�ï�Å �¯�Ú�ï�Å 
†�Ì

class-map �·�©�á�æ�Â�Ÿ  �ž�«�³�ã�ï�›�&�;�b�”
Œ�w�Ä�å�Ñ�Ÿ�¿�«  �«�å�µ�›���[�`�‡
�b�{  

show sip �·�©�á�æ�Â�Ÿ  �ž�Ó�å� �ž�ï�µ�›�p�`�o�¬�q�^�•�h  SIP �·�¿�³�ã�ï�t���b
�”	Ø�C�›
¯�Ô�`�‡�b�{

debug sip SIP �w�Ã�Ì�¿�¬	Ø�C�›� �É�”�Ò�ç�t�`�‡�b�{

show conn �^�‡�_�‡�s
€���»� �Ó�w
€��	Ý�6�›
¯�Ô�`�‡�b�{

timeout �^�‡�_�‡�s�Ó�é�Ä�¯�ç�S�‘�|�·�¿�³�ã�ï  �»� �Ó�w�ž� �Å�ç	Ý�6�w�7�G�'
���Ì���›
ƒ���`�‡�b�{  
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inspect skinny
SCCP�¢ Skinny�£�ž�Ó�æ�­�”�³�ã�ï�U�*�›� �É�”�Ò�ç�t�b�”	Ô�ù�z�‡�h�x�·�©�á�æ�Â�Ÿ  �ž�Ó�å� �ž
�ï�µ�U�æ�¿�µ�ï�b�”�Ù�”�Ä�›�!�Ë�b�”	Ô�ù�x�z�«�å�µ  �¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï  �Þ�”�Å�p  inspect
skinny �¯�Ú�ï�Å�›�–�;�`�‡�b�{�«�å�µ  �¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï  �Þ�”�Å�t�x�z�Ù�æ�³�”  �Ú�¿�Ó  �¯�ï
�Ñ�Ÿ�ª�á�è�”�³�ã�ï  �Þ�”�Å�T�’�ž�«�·�µ�p�V�‡�b�{�\�w�¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï�›�_	†�b�”�t�x�z
�\�w�¯�Ú�ï�Å�w  no ���Ü�›�–�;�`�‡�b�{  

inspect skinny 

no inspect skinny 

�³�ï�»�¿�«�µ�w
†�Ì �\�w�¯�Ú�ï�Å�t�x�z�¾
:�‹�©�”�ë�”�Å�‹�K�“�‡�d�œ�{

�Ã�Ñ�¥�ç�Ä �\�w�¯�Ú�ï�Å�x�z�Ã�Ñ�¥�ç�Ä�p�x�Ã�Ÿ�·�”�Ò�ç�t�s�l�o�M�‡�b�{

�¯�Ú�ï�Å  �Þ�”�Å �Í�w
¯�x�z�\�w�¯�Ú�ï�Å�›�Ö�—�p�V�”�Þ�”�Å�›�Ô�`�o�M�‡�b�{

�¯�Ú�ï�Å�d�º

�–�;	Í�w�̈ � �Å�å� �ï Skinny�¢�‡�h�x  Simple�£ Client Control Protocol�¢ SCCP�£�x�z VoIP �É�¿�Ä�ë�”�«�p�–�;�^�•�”���›�Ó
�é�Ä�¯�ç�p�b�{ SCCP �›�–�;�b�”  Cisco IP Phone �x�z H.323 ���¥�p�ž���p�V�‡�b�{ Cisco CallManager
�›���;�b�”�\�q�p�z SCCP �«�å� �ž�ï�Ä�x�z H.323 	j�Œ�z�¤�q
ì�“�á�;�p�V�‡�b�{�·�©�á�æ�Â�Ÿ  �ž
�Ó�å� �ž�ï�µ�w�ž�Ó�æ�­�”�³�ã�ï  �è� �à�;�ó�x�z SCCP �Ì�”�´�ã�ï  3.3 �›�Ý�Ý�`�‡�b�{�ž�Ó�æ�­�”
�³�ã�ï  �è� �à  �¹�Ñ�Ä�¢�£�ž�w�;�ó�t�‘�“�z SCCP �³�¬�Æ�æ�ï�¬  �Í�­�¿�Ä�w  NAT �›�î�æ�`�o�z�b�‚
�o�w  SCCP �³�¬�Æ�æ�ï�¬�S�‘�|�Ý�Ã�Ÿ�ž  �Í�­�¿�Ä�U�·�©�á�æ�Â�Ÿ  �ž�Ó�å� �ž�ï�µ�›�è�a�p�V�”�\
�q�U�-	Â�^�•�‡�b�{

SCCP �Ó�é�Ä�¯�ç�w�Ì�”�´�ã�ï�t�x�z 2.4�z3.0.4�z3.1.1�z3.2�z�S�‘�|  3.3.2 �w 5 �m�U�K�“�‡�b�{�·�©�á
�æ�Â�Ÿ �ž�Ó�å� �ž�ï�µ�x�z �Ì�”�´�ã�ï  3.3.2 �‡�p�w�Ì�”�´�ã�ï�›�b�‚�o�±�Ù�”�Ä�`�‡�b�{ �‡�h�z SCCP
�w PAT �S�‘�|  NAT �›�†�M�±�Ù�”�Ä�`�‡�b�{ IP Phone �p�–�;�b�”�¬�é�”�Ì�ç  IP �ž�Å�è�µ�w
:�›
M�v
�`�o�M�”	Ô�ù�x�z PAT �U
ž�A�p�b�{

Cisco CallManager �q  Cisco IP Phone ���w�è	×�w�Ä�å�Ñ�Ÿ�¿�«�x�z SCCP �›�–�;�`�‡�b�{�‡�h�z�›�t
ƒ
���`�s�M�v�“�z SCCP �U�*�t�‘�l�o	r�g�^�•�‡�b�{�·�©�á�æ�Â�Ÿ  �ž�Ó�å� �ž�ï�µ�x�z DHCP option
150 �S�‘�|  DHCP option 66 �‹�±�Ù�”�Ä�`�o�M�”�h�Š�z TFTP �±�”�Ì�w	Ô	t�›  Cisco IP Phone �•���w
DHCP �«�å� �ž�ï�Ä�t
ù	ô�p�V�‡�b�{	Ä�I�t�m�M�o�x�z dhcp-server �¯�Ú�ï�Å�›�€	°�`�o�X�i�^�M�{  

�¯�Ú�ï�Å  �Þ�”�Å

�Ñ�•� �ž�¢�¥�”�ç  �Þ�”�Å �·�©�á�æ�Â�Ÿ  �¯�ï�Â�©�µ�Ä

�ç�”�Â�¿�Å �•�a �³�ï�¬�ç

�Ú�ç�½

�¯�ï�Â�©�µ�Ä �³�µ�Â�Ü

�«�å�µ  �¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã
�ï

• • • • —

�æ�æ�”�µ �!�Ë�º�0

7.0(1) �\�w�¯�Ú�ï�Å�U�‹�Ö�^�•�z fixup �¯�Ú�ï�Å�x�”�V�õ�Q�’�•�o
��­�^�•�‡�`
�h�{  
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Cisco IP Phone �w�±�Ù�”�Ä

Cisco CallManager �U Cisco IP Phone �‘�“�‹�·�©�á�æ�Â�Ÿ�w�ô�M� �ï�»�”�Ñ�£� �µ	Í�t�K�”�Ä�Ù�é�´
� t �S�M�o�z Cisco CallManager IP �ž �Å�è�µ�w  NAT �U
ž�A�t �s�” 	Ô�ù�z Cisco IP Phone �p�x  Cisco
CallManager IP �ž�Å�è�µ�›�f�w�¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï�p�Ì�Ô�$�t�¦���b�”
ž�A�U�K�”�h�Š�z�Ú�¿
�Ð�ï�¬�x �µ�»�Â�Ÿ�¿�« �t�b�”
ž�A�U�K�“�‡�b�{ ID �µ�»�Â�Ÿ�¿�«  �¤�ï�Ä�æ�›�–�;�`�h	Ô�ù�z �ô�·�©�á
�æ�Â�Ÿ � �ï�»�”�Ñ�£� �µ	Í�w  Cisco CallManager �x  Cisco IP Phone �T�’�w�J�å�›	!�Z�Ö�•�”�\�q�U�p
�V�‡�b�{

Cisco IP Phone �x�z TFTP �±�”�Ì�t�ž�«�·�µ�`�o�z Cisco CallManager �±�”�Ì�•�w
€���Ì�t
ž�A�q�s�”
�¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï	Ø�C�¼�¢�ï�é�”�Å�b�”
ž�A�U�K�“�‡�b�{

Cisco IP Phone �U TFTP �±�”�Ì�‘�“�‹�·�©�á�æ�Â�Ÿ�w�ÿ�M� �ï�»�”�Ñ�£� �µ	Í�t�K�”	Ô�ù�x�z �ž�«�·
�µ  �æ�µ�Ä�›�–�;�`�o�z UDP �Ù�”�Ä  69 	Í�p�-�¢�^�•�h  TFTP �±�”�Ì�t
€���b�”
ž�A�U�K�“�‡�b�{ TFTP
�±�”�Ì�t�x�µ�»�Â�Ÿ�¿�«  �¤�ï�Ä�æ�U
ž�A�p�b�U�z �®ID� �̄µ�»�Â�Ÿ�¿�«  �¤�ï�Ä�æ�t�b�”
ž�A�x�K�“�‡
�d�œ�{ NAT �›�–�;�b�”	Ô�ù�z ID �µ�»�Â�Ÿ�¿�«  �¤�ï�Ä�æ�x�‰�a  IP �ž�Å�è�µ�t�Ú�¿�Ð�ï�¬�^�•�‡�b�{
PAT �›�–�;�b�”	Ô�ù�x�z�‰�a  IP �ž�Å�è�µ�S�‘�|�Ù�”�Ä�t�Ú�¿�Ð�ï�¬�^�•�‡�b�{

Cisco IP Phone �U TFTP �±�”�Ì�S�‘�|  Cisco CallManager �‘�“�‹�·�©�á�æ�Â�Ÿ�w �ô�M� �ï�»�”�Ñ�£� 
�µ	Í�t�K�”	Ô�ù�z Cisco IP Phone �p
€���›�‰�•�p�V�”�‘�O�t�b�”�h�Š�w�ž�«�·�µ  �æ�µ�Ä�‡�h�x�µ�»
�Â�Ÿ�¿�«  �¤�ï�Ä�æ�x
ž�A�K�“�‡�d�œ�{  


M�ÿ�Ä�ò�q
M�v

�Í�t�z SCCP �t�0�b�”�q�æ�Ì�”�´�ã�ï�w  PAT �S�‘�|  NAT �±�Ù�”�Ä�t�&�;�^�•�”
M�v�›�Ô�`�‡�b�{

• PAT �x�z alias �¯�Ú�ï�Å�›�–�;�b�”�¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï�x�{�M�‡�d�œ�{  

• �Ž
æ NAT �‡�h�x  PAT �x �±�Ù�”�Ä�^�•�‡�d�œ �{

�¢�«�£ �q�O�z SCCP �¯�”�ç�w�µ�Â�”�Ä�Ñ�ç  �Ñ�£�”�ç�¦�”�Ì�”�x�z�¯�”�ç  �·�¿�Ä�ž�¿�Ó�¤�w�¯�”�ç�›	†�M
�o�z�±�Ù�”�Ä�^�•�o�M�‡�b�{

�º
æ�w  Cisco CallManager �w�ž�Å�è�µ�U  NAT �‡�h�x  PAT �;�t���w  IP �ž�Å�è�µ�T�Ù�”�Ä�›
ƒ���`�o
�M�”	Ô�ù�z�·�©�á�æ�Â�Ÿ  �ž�Ó�å� �ž�ï�µ�x�z�q�O�w�q�\�–  TFTP �›�&���`�o�8
ù�b�”�Ñ�•� �ç�w�º
�0�t�0�`�o  NAT �‡�h�x  PAT �›�±�Ù�”�Ä�`�o�M�s�M�h�Š�z�Ž
æ�w  Cisco IP Phone �;�w�J�å�x�æ

�`
�‡�b�{�·�©�á�æ�Â�Ÿ  �ž�Ó�å� �ž�ï�µ�x�z TFTP �Ý�¿�·�”�´�w  NAT �›�±�Ù�”�Ä�`�o�S�“�z TFTP �Ñ�•
� �ç�;�w�Ð�ï�×�”�ç�›�í�Z�o�z�·�©�á�æ�Â�Ÿ  �ž�Ó�å� �ž�ï�µ�›�è�a�b�”�‘�O�t�`�‡�b�U�z�?�é�;�w
�J�å�¤�t  TFTP �›�–�;�`�o�8
ù�^�•�”  Cisco IP Phone �w�¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï  �Ñ�•� �ç�t�’�Š��
�‡�•�o�M�”  Cisco CallManager IP �ž�Å�è�µ�q�Ù�”�Ä�x�!�õ�p�V�‡�d�œ�{

�³�¬�Æ�æ�ï�¬  �Ý�¿�·�”�´�w�U�*

�³�¬�Æ�æ�ï�¬  �Ý�¿�·�”�´�›�U�*�b�”	Ô�ù�z inspect skinny �¯�Ú�ï�Å�p�x�z���X�w	Ô�ù�z�Ý�Ã�Ÿ�ž  �¤
�ï�Å�Ù� �ï�Ä�¢�h�q�Q�y�z IP �?�é�£�w	Ô	t�›
Y�¬�t�Œ�”
ž�A�U�K�“�‡�b�{

�\�w	Ø�C�x�z�Ý�Ã�Ÿ�ž  �Ä�å�Ñ�Ÿ�¿�«�w�h�Š�w�ž�«�·�µ
M�š�q  NAT 	Ý�6�›	j
‹�`�o�z	��^�À�p�w
ƒ
���s�`�p�Ý�Ã�Ÿ�ž  �Ä�å�Ñ�Ÿ�¿�«�›�•�a�$�t�Ñ�•� �ž�¢�¥�”�ç�›�è�a�^�d�”�h�Š�t�–�;�^�•�‡�b�{

�\�w	Ô	t�›�Ð�‚�”	Ô�ù�z inspect skinny �¯�Ú�ï�Å�x�z�Ä�ï�É�ç  �Ã�Ñ�¥�ç�Ä  �®�”�Ä�¢�£� �w�ç�”�Ä�›
�–�;�`�‡�d�œ �{�Ä�ï�É�ç  �Ã�Ñ�¥�ç�Ä  �®�”�Ä�¢�£� �w�ç�”�Ä�x�z route interface 0 0 metric tunneled �q
�M�O���Ü�w�ç�”�Ä�p�b�{�\�w�ç�”�Ä�x�z IPSec �Ä�ï�É�ç�T�’	Z�—�^�•�”�Í�­�¿�Ä�w�Ã�Ñ�¥�ç�Ä  �ç�”
�Ä�›	Í	{�V�`�‡�b�{�f�w�h�Š�z VPN �Ä�å�Ñ�Ÿ�¿�«�t�0�`�o  inspect skinny �¯�Ú�ï�Å�U
ž�A�q�s�”	Ô
�ù�x�z�Ä�ï�É�ç  �Ã�Ñ�¥�ç�Ä  �®�”�Ä�¢�£� �w�ç�”�Ä�›
ƒ���`�s�M�p�X�i�^�M�{�E�˜�“�t�z���w�µ�»
�Â�Ÿ�¿�«  �ç�”�Â�Ÿ�ï�¬�‡�h�x�¼� �Æ�Û�¿�«  �ç�”�Â�Ÿ�ï�¬�›�–�;�`�‡�b�{
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�« �Í�w�«�t�Ô�b�‘�O�t�z SCCP �U�*�¤�ï�´�ï�›� �É�”�Ò�ç�t�`�‡�b�{�\�w�«�p�x�z�Ã�Ñ�¥�ç�Ä  �Ù�”�Ä
�¢ 2000�£	Í�w  SCCP �Ä�å�Ñ�Ÿ�¿�«�t�°�•�b�”�«�å�µ  �Ú�¿�Ó�›�^
R�`�‡�b�{ �\�w�±�”�Ï�µ  �Ù�æ�³�”�U�z
�Ž
æ� �ï�»�”�Ñ�£� �µ�t�&�;�^�•�‡�b�{  

hostname(config)# class-map skinny-port
hostname(config-cmap)# match port tcp eq 2000
hostname(config-cmap)# exit
hostname(config)# policy-map skinny_policy  
hostname(config-pmap)# class skinny-port
hostname(config-pmap-c)# inspect skinny
hostname(config-pmap-c)# exit
hostname(config)# service-policy skinny_policy interface outside

�b�‚�o�w� �ï�»�”�Ñ�£� �µ�t�0�`�o  SCCP �U�*�›� �É�”�Ò�ç�t�b�”�t�x�z interface outside �w�E�˜�“
�t  global �Í�å�Ý�”�»�›�–�;�`�‡�b�{

���È�¯�Ú�ï�Å �¯�Ú�ï�Å 
†�Ì

class-map �·�©�á�æ�Â�Ÿ  �ž�«�³�ã�ï�›�&�;�b�”
Œ�w�Ä�å�Ñ�Ÿ�¿�«  �«�å�µ�›���[�`�‡
�b�{  

debug skinny SCCP �w�Ã�Ì�¿�¬	Ø�C�›� �É�”�Ò�ç�t�`�‡�b�{  

show skinny �·�©�á�æ�Â�Ÿ  �ž�Ó�å� �ž�ï�µ�›�p�`�o�¬�q�^�•�h  SCCP �·�¿�³�ã�ï�t��
�b�”	Ø�C�›
¯�Ô�`�‡�b�{

show conn �^�‡�_�‡�s
€���»� �Ó�w
€��	Ý�6�›
¯�Ô�`�‡�b�{

timeout �^�‡�_�‡�s�Ó�é�Ä�¯�ç�S�‘�|�·�¿�³�ã�ï  �»� �Ó�w�ž� �Å�ç	Ý�6�w�7�G�'
���Ì���›
ƒ���`�‡�b�{  
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inspect snmp
SNMP �ž�Ó�æ�­�”�³�ã�ï�U�*�›� �É�”�Ò�ç�t�b�”	Ô�ù�z �‡�h�x�·�©�á�æ�Â�Ÿ  �ž�Ó�å� �ž�ï�µ�U�æ�¿
�µ�ï�b�”�Ù�”�Ä�›�!�Ë�b�”	Ô�ù�x�z�«�å�µ  �¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï  �Þ�”�Å�p  inspect snmp �¯�Ú�ï
�Å�›�–�;�`�‡�b�{�«�å�µ  �¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï  �Þ�”�Å�t�x�z�Ù�æ�³�”  �Ú�¿�Ó  �¯�ï�Ñ�Ÿ�ª�á�è�”
�³�ã�ï  �Þ�”�Å�T�’�ž�«�·�µ�p�V�‡�b�{�\�w�¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï�›�_	†�b�”�t�x�z�\�w�¯�Ú�ï�Å
�w no ���Ü�›�–�;�`�‡�b�{  

inspect snmp map_name 

no inspect snmp map_name 

�³�ï�»�¿�«�µ�w
†�Ì

�Ã�Ñ�¥�ç�Ä �\�w�¯�Ú�ï�Å�x�z�Ã�Ñ�¥�ç�Ä�p�x�Ã�Ÿ�·�”�Ò�ç�t�s�l�o�M�‡�b�{

�¯�Ú�ï�Å  �Þ�”�Å �Í�w
¯�x�z�\�w�¯�Ú�ï�Å�›�Ö�—�p�V�”�Þ�”�Å�›�Ô�`�o�M�‡�b�{

�¯�Ú�ï�Å�d�º

�–�;	Í�w�̈ � �Å�å� �ï inspect snmp �¯�Ú�ï�Å�x�z SNMP �Ú�¿�Ó�t���b�”
ƒ���‹�›�–�;�`�o  SNMP �U�*�›� �É�”�Ò�ç�t�b�”
�h�Š�t�–�;�`�‡�b�{ SNMP �Ú�¿�Ó�›�^
R�b�”�t�x�z snmp-map �¯�Ú�ï�Å�›�–�;�`�‡�b�{ SNMP �Ä�å
�Ñ�Ÿ�¿�«�›�›���w�Ì�”�´�ã�ï�w  SNMP �t
M�v�b�”�t�x�z SNMP �Ú�¿�Ó �¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï
�Þ�”�Å�p  deny version �¯�Ú�ï�Å�›�–�;�`�‡�b�{  

�Ž
²�w�Ì�”�´�ã�ï�w  SNMP �x�·�©�á�æ�Â�Ÿ  �è�Õ�ç�U�ÿ�M�h�Š�z�·�©�á�æ�Â�Ÿ  �Ù�æ�³�”�p  SNMP �Ä
�å�Ñ�Ÿ�¿�«�›�Ì�”�´�ã�ï  2 �t
M�v�b�”�\�q�U
ž�A�q�s�”	Ô�ù�U�K�“�‡�b�{�›���w�Ì�”�´�ã�ï�w
SNMP �›�‹
q�b�”�t�x�z SNMP �Ú�¿�Ó�º�p  deny version �¯�Ú�ï�Å�›�–�;�`�‡�b�{ SNMP �Ú�¿�Ó�›�^

R�b�”�t�x�z snmp-map �¯�Ú�ï�Å�›�–�;�`�‡�b�{ SNMP �Ú�¿�Ó�›
ƒ���`�h�’�z inspect snmp �¯�Ú�ï
�Å�›�–�;�`�o�Ú�¿�Ó�›� �É�”�Ò�ç�t�`�‡�b�{�Í�t�z service-policy �¯�Ú�ï�Å�›�–�;�`�o�z 1 �m�‡�h�x

ó
:�w� �ï�»�”�Ñ�£� �µ�t�Ú�¿�Ó�›�&�;�`�‡�b�{  

map_name SNMP �Ú�¿�Ó�w�Ê
²�{

�¯�Ú�ï�Å  �Þ�”�Å

�Ñ�•� �ž�¢�¥�”�ç  �Þ�”�Å �·�©�á�æ�Â�Ÿ  �¯�ï�Â�©�µ�Ä

�ç�”�Â�¿�Å �•�a �³�ï�¬�ç

�Ú�ç�½

�¯�ï�Â�©�µ�Ä �³�µ�Â�Ü

�«�å�µ  �¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã
�ï

• • • • —

�æ�æ�”�µ �!�Ë�º�0

7.0(1) �\�w�¯�Ú�ï�Å�U�‹�Ö�^�•�‡�`�h�{
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�« �Í�w�«�p�x�z SNMP �Ä�å�Ñ�Ÿ�¿�«�›�Ý���`�z SNMP �Ú�¿�Ó�›���[�`�z�Ù�æ�³�”�›���[�`�z SNMP �U
�*�›� �É�”�Ò�ç�t�`�o�z�f�w�Ù�æ�³�”�›�Ž
æ� �ï�»�”�Ñ�£� �µ�t�&�;�`�‡�b�{

hostname(config)# access-list snmp-acl permit tcp any any eq 161  
hostname(config)# access-list snmp-acl permit tcp any any eq 162
hostname(config)# class-map snmp-port  
hostname(config-cmap)# match access-list snmp-acl
hostname(config-cmap)# exit
hostname(config)# snmp-map inbound_snmp
hostname(config-snmp-map)# deny version 1
hostname(config-snmp-map)# exit
hostname(config)# policy-map inbound_policy  
hostname(config-pmap)# class snmp-port
hostname(config-pmap-c)# inspect snmp inbound_snmp  
hostname(config-pmap-c)# exit

�b�‚�o�w� �ï�»�”�Ñ�£� �µ�t�0�`�o�k�µ�s  SNMP �ž�Ó�æ�­�”�³�ã�ï�U�*�›� �É�”�Ò�ç�t�b�”�t�x�z
interface outside �w�E�˜�“�t  global �Í�å�Ý�”�»�›�–�;�`�‡�b�{

���È�¯�Ú�ï�Å �¯�Ú�ï�Å 
†�Ì

class-map �·�©�á�æ�Â�Ÿ  �ž�«�³�ã�ï�›�&�;�b�”
Œ�w�Ä�å�Ñ�Ÿ�¿�«  �«�å�µ�›���[�`�‡
�b�{  

deny version �›���w�Ì�”�´�ã�ï�w  SNMP �›�–�;�b�”�Ä�å�Ñ�Ÿ�¿�«�›�‹
q�`�‡�b�{

snmp-map SNMP �Ú�¿�Ó�›���[�`�z SNMP �Ú�¿�Ó �¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï  �Þ�”�Å�›
� �É�”�Ò�ç�t�`�‡�b�{  

policy-map �«�å�µ  �Ú�¿�Ó�›�›���w�·�©�á�æ�Â�Ÿ  �ž�«�³�ã�ï�t���È
Ç�Z�‡�b�{

service-policy 1 �m�‡�h�x
ó
:�w� �ï�»�”�Ñ�£� �µ�t�Ù�æ�³�”  �Ú�¿�Ó�›�&�;�`�‡�b�{
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inspect sqlnet
Oracle SQL*Net �ž�Ó�æ�­�”�³�ã�ï�U�*�›� �É�”�Ò�ç�t�b�”�t�x�z�«�å�µ  �¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï
�Þ�”�Å�p  inspect sqlnet �¯�Ú�ï�Å�›�–�;�`�‡�b�{�«�å�µ  �¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï  �Þ�”�Å�t�x�z�Ù�æ
�³�”  �Ú�¿�Ó  �¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï  �Þ�”�Å�T�’�ž�«�·�µ�p�V�‡�b�{�\�w�¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï
�›�_	†�b�”�t�x�z�\�w�¯�Ú�ï�Å�w  no ���Ü�›�–�;�`�‡�b�{  

inspect sqlnet 

no inspect sqlnet 

�³�ï�»�¿�«�µ�w
†�Ì �\�w�¯�Ú�ï�Å�t�x�z�¾
:�‹�©�”�ë�”�Å�‹�K�“�‡�d�œ�{

�Ã�Ñ�¥�ç�Ä �\�w�¯�Ú�ï�Å�x�z�Ã�Ñ�¥�ç�Ä�p�x� �É�”�Ò�ç�t�s�l�o�M�‡�b�{

�Ã�Ñ�¥�ç�Ä�w�Ù�”�Ä�Â�“�p�o�x  1521 �p�b�{

�¯�Ú�ï�Å  �Þ�”�Å �Í�w
¯�x�z�\�w�¯�Ú�ï�Å�›�Ö�—�p�V�”�Þ�”�Å�›�Ô�`�o�M�‡�b�{

�¯�Ú�ï�Å�d�º

�–�;	Í�w�̈ � �Å�å� �ï SQL*Net �Ó�é�Ä�¯�ç�x	��‘�w�Í�­�¿�Ä  �»� �Ó�p�Ï
R�^�•�o�M�‡�b�{�·�©�á�æ�Â�Ÿ  �ž�Ó�å� �ž�ï�µ
�x�z�·�©�á�æ�Â�Ÿ  �ž�Ó�å� �ž�ï�µ�w�†���p�Ã�”�»  �µ�Ä�æ�”�Ü�U  Oracle �ž�Ó�æ�­�”�³�ã�ï�t�‰�°�t
�_�Q�”�‘�O�t�z�\�•�’�w�Í�­�¿�Ä  �»� �Ó�›	r�g�`�‡�b�{  

SQL*Net �w�Ã�Ñ�¥�ç�Ä�w�Ù�”�Ä�Â�“�p�o�x  1521 �p�b�{�\�w�‹�x�z Oracle for SQL*Net �p�–�;�^�•�”
�‹�w�p�b�U�z Structured Query Language�¢ SQL; �Ï���=	°�q�t� �£�w  IANA �Ù�”�Ä�Â�“�p�o�q�x�°�•
�`�‡�d�œ�{ class-map �¯�Ú�ï�Å�›�–�;�`�o�z�°��
c�“�w�Ù�”�Ä
j�ø�t  SQL*Net �U�*�›�&�;�`�‡�b�{  

�·�©�á�æ�Â�Ÿ  �ž�Ó�å� �ž�ï�µ�x�z�b�‚�o�w�ž�Å�è�µ�w  NAT �›�î�æ�`�z�Í�­�¿�Ä�º�w�’�Š���ˆ�Ù�”
�Ä�›�b�‚�o�U�g�`�o�z SQL*Net �Ì�”�´�ã�ï  1 �;�t�‰�V�‡�b�{

SQL*Net �Ì�”�´�ã�ï  2 �p�x�z�Ã�”�»�Õ�U  0 �w REDIRECT �Í�­�¿�Ä�w�Ú�™�t���X�b�‚�o�w  DATA �‡
�h�x  REDIRECT �Í�­�¿�Ä�U�Ñ�Ÿ�¿�«�µ�ž�¿�Ó�^�•�‡�b�{  

�Ñ�Ÿ�¿�«�µ�ž�¿�Ó�›
ž�A�q�b�”�Í�­�¿�Ä�t�x�z�’�Š���ˆ�×�µ�Ä / �Ù�”�Ä  �ž�Å�è�µ�U�Í�w���Ü�p���‡
�•�o�M�‡�b�{

(ADDRESS=(PROTOCOL=tcp)(DEV=6)( HOST=a.b.c. d)( PORT=a))

�¯�Ú�ï�Å  �Þ�”�Å

�Ñ�•� �ž�¢�¥�”�ç  �Þ�”�Å �·�©�á�æ�Â�Ÿ  �¯�ï�Â�©�µ�Ä

�ç�”�Â�¿�Å �•�a �³�ï�¬�ç

�Ú�ç�½

�¯�ï�Â�©�µ�Ä �³�µ�Â�Ü

�«�å�µ  �¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã
�ï

• • • • —

�æ�æ�”�µ �!�Ë�º�0

7.0(1) �\�w�¯�Ú�ï�Å�U�‹�Ö�^�•�z�7���w  fixup �¯�Ú�ï�Å�x�”�V�õ�Q�’�•�o
��­�^
�•�‡�`�h�{  
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SQL*Net �Ì�”�´�ã�ï  2 �w TNSFrame �»� �Ó�¢ Connect�z Accept�z Refuse�z Resend�z�S�‘�|  Marker�£�p
�x�z NAT �0	Å�w�ž�Å�è�µ�›�U	Z�b�”�h�Š�w�µ�©�ß�ï�x�î�æ�^�•�‡�d�œ�{�‡�h�z�U�*�t�‘�l�o�Í�­�¿
�Ä�º�w�’�Š���ˆ�Ù�”�Ä�t�0�`�o�¼� �Æ�Û�¿�«
€���U�‰�T�•�”�\�q�‹�K�“�‡�d�œ�{  

SQL*Net �Ì�”�´�ã�ï  2 �w TNSFrames �Í�­�¿�Ä�z Redirect �Í�­�¿�Ä�z�S�‘�|  Data �Í�­�¿�Ä�x�z�Ú
²
�t�z�Ö� �é�”�Å�w�Ã�”�»�Õ�U  0 �p�K�”  REDIRECT TNSFrame �»� �Ó�U�K�”	Ô�ù�x�z�‰�X�Ù�”�Ä�S�‘
�|  NAT �0	Å�w�ž�Å�è�µ�›�U	Z�b�”�h�Š�t�µ�©�ß�ï�^�•�‡�b�{�Ã�”�»�Õ�U  0 �w Redirect �Ý�¿�·�”�´
�U�·�©�á�æ�Â�Ÿ  �ž�Ó�å� �ž�ï�µ�›�è�a�b�”�q�z�Í�t�x�£�b�”  Data �‡�h�x  Redirect �Ý�¿�·�”�´�U
NAT �0	Å�p�z�Ù�”�Ä�U�¼� �Æ�Û�¿�«�t�‰�T�•�”�\�q�›�Ô�b�h�Š�t�z
€���Ã�”�»�Ï���t�Ñ�å�¬�U
ƒ��
�^�•�‡�b�{
²	\�w  TNS �Ñ�è�”�Ü�w�M�c�•�T�U  Redirect �Ý�¿�·�”�´�w�™�t�x�£�`�h	Ô�ù�z�Ñ�å�¬�x�æ
�·�¿�Ä�^�•�‡�b�{

SQL*Net �U�*�¤�ï�´�ï�x�z	ý�`�M�Ý�¿�·�”�´�q�y�M�Ý�¿�·�”�´�w�Õ�^�w�Ã�”�»�›�–�;�`�o�z�½�£�¿
�«�±�Ü�›�6�-�‰�`�z IP/TCP �w�Õ�^�›�!�Ë�`�z�³�”�­�ï�µ
j�ø�q�¬�Ý� �t
j�ø�›�6�Ð
T�`�‡�b�{  

�f�w���b�‚�o�w�­�”�µ�p�x�z SQL*Net �Ì�”�´�ã�ï  1 �w�–�;�U
²���q�s�l�o�M�‡�b�{ TNSFrame �»� 
�Ó�¢ Connect�z Accept�z Refuse�z Resend�z Marker�z Redirect�z�S�‘�|  Data�£�q�b�‚�o�w�Í�­�¿�Ä�U�µ
�©�ß�ï�^�•�z�Ù�”�Ä�q�ž�Å�è�µ�U�U	Z�^�•�‡�b�{�ž�Å�è�µ�t  NAT �U�&�;�^�•�z�Ù�”�Ä
€���U�‰�T
�•�‡�b�{

�« �Í�w�«�t�Ô�b�‘�O�t�z SQL*Net �U�*�¤�ï�´�ï�›� �É�”�Ò�ç�t�`�‡�b�{�\�w�«�p�x�z�Ã�Ñ�¥�ç�Ä  �Ù�”
�Ä�¢ 1521�£	Í�w  SQL*Net �Ä�å�Ñ�Ÿ�¿�«�t�°�•�b�”�«�å�µ  �Ú�¿�Ó�›�^
R�`�‡�b�{�\�w�±�”�Ï�µ  �Ù�æ
�³�”�U�z�Ž
æ� �ï�»�”�Ñ�£� �µ�t�&�;�^�•�‡�b�{  

hostname(config)# class-map sqlnet-port
hostname(config-cmap)# match port tcp eq 1521
hostname(config-cmap)# exit
hostname(config)# policy-map sqlnet_policy  
hostname(config-pmap)# class sqlnet-port
hostname(config-pmap-c)# inspect sqlnet
hostname(config-pmap-c)# exit
hostname(config)# service-policy sqlnet_policy interface outside

�b�‚�o�w� �ï�»�”�Ñ�£� �µ�t�0�`�o  SQL*Net �U�*�›� �É�”�Ò�ç�t�b�”�t�x�z interface outside �w�E
�˜�“�t  global �Í�å�Ý�”�»�›�–�;�`�‡�b�{

���È�¯�Ú�ï�Å �¯�Ú�ï�Å 
†�Ì

class-map �·�©�á�æ�Â�Ÿ  �ž�«�³�ã�ï�›�&�;�b�”
Œ�w�Ä�å�Ñ�Ÿ�¿�«  �«�å�µ�›���[�`�‡
�b�{  

debug sqlnet SQL*Net �w�Ã�Ì�¿�¬	Ø�C�›� �É�”�Ò�ç�t�`�‡�b�{

policy-map �«�å�µ  �Ú�¿�Ó�›�›���w�·�©�á�æ�Â�Ÿ  �ž�«�³�ã�ï�t���È
Ç�Z�‡�b�{

service-policy 1 �m�‡�h�x
ó
:�w� �ï�»�”�Ñ�£� �µ�t�Ù�æ�³�”  �Ú�¿�Ó�›�&�;�`�‡�b�{

show conn SQL*Net �s�r�z�^�‡�_�‡�s
€���»� �Ó�w
€��	Ý�6�›
¯�Ô�`�‡�b�{
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inspect sunrpc
Sun RPC �ž�Ó�æ�­�”�³�ã�ï�U�*�›� �É�”�Ò�ç�t�b�”	Ô�ù�z�‡�h�x�·�©�á�æ�Â�Ÿ  �ž�Ó�å� �ž�ï�µ�U
�æ�¿�µ�ï�b�”�Ù�”�Ä�›�!�Ë�b�”	Ô�ù�x�z �«�å�µ  �¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï  �Þ�”�Å�p  inspect sunrpc �¯
�Ú�ï�Å�›�–�;�`�‡�b�{�«�å�µ  �¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï  �Þ�”�Å�t�x�z�Ù�æ�³�”  �Ú�¿�Ó  �¯�ï�Ñ�Ÿ�ª�á
�è�”�³�ã�ï  �Þ�”�Å�T�’�ž�«�·�µ�p�V�‡�b�{�\�w�¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï�›�_	†�b�”�t�x�z�\�w�¯�Ú
�ï�Å�w  no ���Ü�›�–�;�`�‡�b�{

inspect sunrpc

no inspect sunrpc

�³�ï�»�¿�«�µ�w
†�Ì �\�w�¯�Ú�ï�Å�t�x�z�¾
:�‹�©�”�ë�”�Å�‹�K�“�‡�d�œ�{

�Ã�Ñ�¥�ç�Ä �\�w�¯�Ú�ï�Å�x�z�Ã�Ñ�¥�ç�Ä�p�x�Ã�Ÿ�·�”�Ò�ç�t�s�l�o�M�‡�b�{

�¯�Ú�ï�Å  �Þ�”�Å �Í�w
¯�x�z�\�w�¯�Ú�ï�Å�›�Ö�—�p�V�”�Þ�”�Å�›�Ô�`�o�M�‡�b�{

�¯�Ú�ï�Å�d�º

�–�;	Í�w�̈ � �Å�å� �ï Sun RPC �ž�Ó�æ�­�”�³�ã�ï�U�*�›� �É�”�Ò�ç�t�b�”	Ô�ù�z�‡�h�x�·�©�á�æ�Â�Ÿ  �ž�Ó�å� �ž�ï�µ�U
�æ�¿�µ�ï�b�”�Ù�”�Ä�›�!�Ë�b�”	Ô�ù�x�z�Ù�æ�³�”  �Ú�¿�Ó �«�å�µ  �¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï  �Þ�”�Å�p
inspect sunrpc �¯�Ú�ï�Å�›�–�;�`�‡�b�{�\�w�Þ�”�Å�t�x�z�Ù�æ�³�”  �Ú�¿�Ó  �¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï
�Þ�”�Å�p  class �¯�Ú�ï�Å�›�–�;�`�o�ž�«�·�µ�p�V�‡�b�{�\�w�¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï�›�_	†�b�”�t
�x�z�\�w�¯�Ú�ï�Å�w  no ���Ü�›�–�;�`�‡�b�{

inspect sunrpc �¯�Ú�ï�Å�x�z Sun RPC �Ó�é�Ä�¯�ç�w�ž�Ó�æ�­�”�³�ã�ï�U�*�›� �É�”�Ò�ç�‡�h�x�Ã�Ÿ
�·�”�Ò�ç�t�`�‡�b�{ Sun RPC �x�z NFS �S�‘�|  NIS �p�–�;�^�•�‡�b�{ Sun RPC �±�”�Ï�µ�x�z�³�µ�Â�Ü
	Í�w�r�w�Ù�”�Ä�p�‹�ˆ�^�D�ó�p�b�{ �«�å� �ž�ï�Ä�T�’�±�”�Ì	Í�w  Sun RPC �±�”�Ï�µ�t�ž�«�·�µ�b�”
	Ô�ù�x�z�±�”�Ï�µ�U�ˆ�^�`�o�M�”�Ù�”�Ä�›�U	Z�b�”
ž�A�U�K�“�‡�b�{�U	Z�b�”�t�x�z�7�Œ�Ù�”�Ä
111 	Í�w�Ù�”�Ä�Ú�¿�Í�”  �Ó�é�·�µ�t�«�¤�æ�”�`�‡�b�{

�«�å� �ž�ï�Ä�x�z�±�”�Ï�µ�w  Sun RPC �Ó�é�¬�å�Ü
j�ø�›
ù	ô�`�o�z�Ù�”�Ä
j�ø�›	��˜�`�‡�b�{�\�w
�Ì�:�p�z�«�å� �ž�ï�Ä  �Ó�é�¬�å�Ü�x�f�w	ý�`�M�Ù�”�Ä�t  Sun RPC �«�¤�æ�”�›
ù	ô�`�‡�b�{�±�”�Ì
�T�’� �t�U
ù	ô�^�•�”�q�z�·�©�á�æ�Â�Ÿ  �ž�Ó�å� �ž�ï�µ�x�\�w�Í�­�¿�Ä�›�E�æ	!	ô�`�z�f�w�Ù�”�Ä
	Í�p  TCP �S�‘�|  UDP �w�†�M�w	s�8
€���›�‰�V�‡�b�{

�¢�«�£ Sun RPC �Ö� �é�”�Å	Ø�C�w  NAT �‡�h�x  PAT �x�±�Ù�”�Ä�^�•�o�M�‡�d�œ�{

�¯�Ú�ï�Å  �Þ�”�Å

�Ñ�•� �ž�¢�¥�”�ç  �Þ�”�Å �·�©�á�æ�Â�Ÿ  �¯�ï�Â�©�µ�Ä

�ç�”�Â�¿�Å �•�a �³�ï�¬�ç

�Ú�ç�½

�¯�ï�Â�©�µ�Ä �³�µ�Â�Ü

�«�å�µ  �¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã
�ï

• • • • —

�æ�æ�”�µ �!�Ë�º�0

7.0(1) �\�w�¯�Ú�ï�Å�U�‹�Ö�^�•�z fixup �¯�Ú�ï�Å�x�”�V�õ�Q�’�•�o
��­�^�•�‡�`
�h�{  
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�« �Í�w�«�t�Ô�b�‘�O�t�z RPC �U�*�¤�ï�´�ï�›� �É�”�Ò�ç�t�`�‡�b�{�\�w�«�p�x�z�Ã�Ñ�¥�ç�Ä  �Ù�”�Ä
�¢ 111�£	Í�w  RPC �Ä�å�Ñ�Ÿ�¿�«�t�°�•�b�”�«�å�µ  �Ú�¿�Ó�›�^
R�`�‡�b�{�\�w�±�”�Ï�µ  �Ù�æ�³�”�U�z
�Ž
æ� �ï�»�”�Ñ�£� �µ�t�&�;�^�•�‡�b�{

hostname(config)# class-map sunrpc-port
hostname(config-cmap)# match port tcp eq 111
hostname(config-cmap)# exit
hostname(config)# policy-map sample_policy
hostname(config-pmap)# class sunrpc-port
hostname(config-pmap-c)# inspect sunrpc
hostname(config-pmap-c)# exit
hostname(config)# service-policy sample_policy interface outside

�b�‚�o�w� �ï�»�”�Ñ�£� �µ�t�0�`�o  RPC �U�*�›� �É�”�Ò�ç�t�b�”�t�x�z interface outside �w�E�˜�“
�t  global �Í�å�Ý�”�»�›�–�;�`�‡�b�{

���È�¯�Ú�ï�Å �¯�Ú�ï�Å 
†�Ì

clear configure sunrpc_server sunrpc-server �¯�Ú�ï�Å�›�–�;�`�o�î�æ�^�•�h�¯�ï�Ñ�Ÿ�ª�á
�è�”�³�ã�ï�›�_	†�`�‡�b�{

clear sunrpc-server active NFS �•  NIS �s�r�z �›���w�±�”�Ï�µ�w  Sun RPC �ž�Ó�æ�­�”�³�ã
�ï�U�*�p�í�Z�’�•�h�Ð�ï�×�”�ç�›	«�ˆ�`�‡�b�{

show running-config sunrpc-server Sun RPC �±�”�Ï�µ  �Â�”�Ò�ç  �¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï�t���b
�”	Ø�C�›
¯�Ô�`�‡�b�{

sunrpc-server NFS �•  NIS �s�r�w  Sun RPC �±�”�Ï�µ�t�0�`�o�z�»� �Ü�ž�¢
�Ä�›�¦���`�o�Ð�ï�×�”�ç�›�^
R�p�V�”�‘�O�t�`�‡�b�{

show sunrpc-server active Sun RPC �±�”�Ï�µ�t�0�`�o�í�Z�’�•�h�Ð�ï�×�”�ç�›
¯�Ô�`
�‡�b�{
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inspect tftp
TFTP �ž�Ó�æ�­�”�³�ã�ï�U�*�›�Ã�Ÿ�·�”�Ò�ç�t�b�”	Ô�ù�z�‡�h�x�Ã�Ÿ�·�”�Ò�ç�w	Ý�6�T�’� �É�”�Ò
�ç�t�b�”	Ô�ù�x�z�«�å�µ  �¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï  �Þ�”�Å�p  inspect tftp  �¯�Ú�ï�Å�›�–�;�`�‡�b�{�«
�å�µ  �¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï  �Þ�”�Å�t�x�z �Ù�æ�³�”  �Ú�¿�Ó  �¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï  �Þ�”�Å�T�’�ž
�«�·�µ�p�V�‡�b�{�\�w�¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï�›�_	†�b�”�t�x�z�\�w�¯�Ú�ï�Å�w  no ���Ü�›�–�;�`
�‡�b�{  

inspect ftp 

no inspect tftp 

�³�ï�»�¿�«�µ�w
†�Ì �\�w�¯�Ú�ï�Å�t�x�z�¾
:�‹�©�”�ë�”�Å�‹�K�“�‡�d�œ�{

�Ã�Ñ�¥�ç�Ä �\�w�¯�Ú�ï�Å�x�z�Ã�Ñ�¥�ç�Ä�p�x� �É�”�Ò�ç�t�s�l�o�M�‡�b�{

�Ã�Ñ�¥�ç�Ä�w�Ù�”�Ä�Â�“�p�o�x  69 �p�b�{

�¯�Ú�ï�Å  �Þ�”�Å �Í�w
¯�x�z�\�w�¯�Ú�ï�Å�›�Ö�—�p�V�”�Þ�”�Å�›�Ô�`�o�M�‡�b�{

�¯�Ú�ï�Å�d�º

�–�;	Í�w�̈ � �Å�å� �ï RFC 1350 �p�F���^�•�o�M�”  Trivial File Transfer Protocol�¢ TFTP�£�x�z TFTP �±�”�Ì�q�«�å� �ž�ï�Ä��
�p�Ñ�•� �ç�w�¡�ˆ	{�V�›�æ�O�h�Š�w���›�Ó�é�Ä�¯�ç�p�b�{  

�·�©�á�æ�Â�Ÿ  �ž�Ó�å� �ž�ï�µ�x�z TFTP �Ä�å�Ñ�Ÿ�¿�«�›�U�*�`�z
ž�A�t� �a�o
€���q�!�õ�›�¼� �Æ
�Û�¿�«�t�^
R�`�o�z TFTP �«�å� �ž�ï�Ä�q�±�”�Ì���w�Ñ�•� �ç�8
ù�›�•�D�`�‡�b�{�›�t�z�U�*�¤�ï
�´�ï�x�z TFTP �¡�ˆ	��“�A�{ �¢ RRQ�£�z	{�V���ˆ�A�{ �¢ WRQ�£�S�‘�|�¤�å�”�è�Œ �¢ ERROR�£�›�U�*�`�‡�b�{

���®�s�¡�ˆ	��“�¢ RRQ�£�A�{�‡�h�x	{�V���ˆ�¢ WRQ�£�A�{�U	!	ô�^�•�”�q�z
ž�A�t� �a�o�z�¼� 
�Æ�Û�¿�« �·�§�ï�¼�æ  �½�ß�É�ç�q  PAT �!�õ�U�Â�“�p�o�’�•�‡�b�{�\�w�·�§�ï�¼�æ  �½�ß�É�ç�x�z�™�p
TFTP �t�‘�l�o�Ñ�•� �ç�8
ù�‡�h�x�¤�å�”�è�Œ�t�–�;�^�•�‡�b�{

�·�§�ï�¼�æ  �½�ß�É�ç	Í�p�Ä�å�Ñ�Ÿ�¿�«�›�‰�•�p�V�”�w�x�z TFTP �±�”�Ì�w�ˆ�p�b�{�‡�h�z TFTP �«
�å� �ž�ï�Ä�q�±�”�Ì���t���O�p�V�”
Æ�ì
¶�s�·�§�ï�¼�æ  �½�ß�É�ç�x�7�G�p  1 �m�p�b�{ �±�”�Ì�T�’�¤
�å�”�è�Œ�U
ù	ô�^�•�”�q�z�·�§�ï�¼�æ  �½�ß�É�ç�x���a�’�•�‡�b�{

TFTP �Ä�å�Ñ�Ÿ�¿�«�w�æ�¼� �è�«�Ä�t�µ�»�Â�Ÿ�¿�«  PAT �U�–�;�^�•�”	Ô�ù�x�z TFTP �U�*�›� �É�”
�Ò�ç�t�b�”
ž�A�U�K�“�‡�b�{

�¯�Ú�ï�Å  �Þ�”�Å

�Ñ�•� �ž�¢�¥�”�ç  �Þ�”�Å �·�©�á�æ�Â�Ÿ  �¯�ï�Â�©�µ�Ä

�ç�”�Â�¿�Å �•�a �³�ï�¬�ç

�Ú�ç�½

�¯�ï�Â�©�µ�Ä �³�µ�Â�Ü

�«�å�µ  �¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã
�ï

• • • • —

�æ�æ�”�µ �!�Ë�º�0

7.0(1) �\�w�¯�Ú�ï�Å�U�‹�Ö�^�•�z�7���w  fixup �¯�Ú�ï�Å�x�”�V�õ�Q�’�•�o
��­�^
�•�‡�`�h�{  
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�« �Í�w�«�t�Ô�b�‘�O�t�z TFTP �U�*�¤�ï�´�ï�›� �É�”�Ò�ç�t�`�‡�b�{�\�w�«�p�x�z�Ã�Ñ�¥�ç�Ä  �Ù�”�Ä
�¢ 69�£	Í�w  TFTP �Ä�å�Ñ�Ÿ�¿�«�t�°�•�b�”�«�å�µ  �Ú�¿�Ó�›�^
R�`�‡�b�{�\�w�±�”�Ï�µ  �Ù�æ�³�”�U�z
�Ž
æ� �ï�»�”�Ñ�£� �µ�t�&�;�^�•�‡�b�{  

hostname(config)# class-map tftp-port
hostname(config-cmap)# match port udp eq 69
hostname(config-cmap)# exit
hostname(config)# policy-map tftp_policy  
hostname(config-pmap)# class tftp-port
hostname(config-pmap-c)# inspect tftp
hostname(config-pmap-c)# exit
hostname(config)# service-policy tftp_policy interface outside

�b�‚�o�w� �ï�»�”�Ñ�£� �µ�t�0�`�o  TFTP �U�*�›� �É�”�Ò�ç�t�b�”�t�x�z interface outside �w�E�˜�“
�t  global �Í�å�Ý�”�»�›�–�;�`�‡�b�{

���È�¯�Ú�ï�Å �¯�Ú�ï�Å 
†�Ì

class-map �·�©�á�æ�Â�Ÿ  �ž�«�³�ã�ï�›�&�;�b�”
Œ�w�Ä�å�Ñ�Ÿ�¿�«  �«�å�µ�›���[�`�‡
�b�{  

policy-map �«�å�µ  �Ú�¿�Ó�›�›���w�·�©�á�æ�Â�Ÿ  �ž�«�³�ã�ï�t���È
Ç�Z�‡�b�{

service-policy 1 �m�‡�h�x
ó
:�w� �ï�»�”�Ñ�£� �µ�t�Ù�æ�³�”  �Ú�¿�Ó�›�&�;�`�‡�b�{
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inspect xdmcp
XDMCP �ž�Ó�æ�­�”�³�ã�ï�U�*�›� �É�”�Ò�ç�t�b�”	Ô�ù�z�‡�h�x�·�©�á�æ�Â�Ÿ  �ž�Ó�å� �ž�ï�µ�U
�æ�¿�µ�ï�b�”�Ù�”�Ä�›�!�Ë�b�”	Ô�ù�x�z �«�å�µ  �¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï  �Þ�”�Å�p  inspect xdmcp �¯
�Ú�ï�Å�›�–�;�`�‡�b�{�«�å�µ  �¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï  �Þ�”�Å�t�x�z�Ù�æ�³�”  �Ú�¿�Ó  �¯�ï�Ñ�Ÿ�ª�á
�è�”�³�ã�ï  �Þ�”�Å�T�’�ž�«�·�µ�p�V�‡�b�{�\�w�¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï�›�_	†�b�”�t�x�z�\�w�¯�Ú
�ï�Å�w  no ���Ü�›�–�;�`�‡�b�{  

inspect xdmcp

no inspect xdmcp 

�³�ï�»�¿�«�µ�w
†�Ì �\�w�¯�Ú�ï�Å�t�x�z�¾
:�‹�©�”�ë�”�Å�‹�K�“�‡�d�œ�{

�Ã�Ñ�¥�ç�Ä �\�w�¯�Ú�ï�Å�x�z�Ã�Ñ�¥�ç�Ä�p�x�Ã�Ÿ�·�”�Ò�ç�t�s�l�o�M�‡�b�{

�¯�Ú�ï�Å  �Þ�”�Å �Í�w
¯�x�z�\�w�¯�Ú�ï�Å�›�Ö�—�p�V�”�Þ�”�Å�›�Ô�`�o�M�‡�b�{

�¯�Ú�ï�Å�d�º

�–�;	Í�w�̈ � �Å�å� �ï inspect xdmcp �¯�Ú�ï�Å�x�z XDMCP �Ó�é�Ä�¯�ç�w�ž�Ó�æ�­�”�³�ã�ï�U�*�›� �É�”�Ò�ç�‡�h�x�Ã�Ÿ
�·�”�Ò�ç�t�`�‡�b�{

XDMCP �x�z UDP �Ù�”�Ä  177 �›�–�;�`�o  X �·�¿�³�ã�ï�›�É�°�³�¤�”�Ä�b�”�Ó�é�Ä�¯�ç�p�b�{ X �·�¿
�³�ã�ï�x�z�¬�q�™�x  TCP �›�–�;�`�‡�b�{

�É�°�³�¤�”�³�ã�ï�›
R�­�^�d�z XWindows �·�¿�³�ã�ï�›
Y	×�t�I�ˆ�b�”�t�x�z�·�©�á�æ�Â�Ÿ  �ž�Ó�å
� �ž�ï�µ�x�z Xhosted �¯�ï�Ð�á�”�»�T�’�w  TCP �Ì�¿�«
€���›�•�D�b�”
ž�A�U�K�“�‡�b�{�Ì�¿�«
€��
�›�•�D�b�”�t�x�z�·�©�á�æ�Â�Ÿ  �ž�Ó�å� �ž�ï�µ	Í�p  established �¯�Ú�ï�Å�›�–�;�`�‡�b�{ XDMCP �U
�Ã�Ÿ�µ�Ó�è� 
ù	ô�;�Ù�”�Ä�›�É�°�³�¤�”�Ä�b�”�q�z established �¯�Ú�ï�Å�U�€	°�^�•�z�\�w�Ì�¿�«
€
���›�•�D�b�”
ž�A�U�K�”�T�r�O�T�U�¬�Ý�^�•�‡�b�{

XWindows �·�¿�³�ã�ï�¤�x�z���g	��x�7�Œ�Ù�”�Ä  6000 | n 	Í�p  Xserver �Ã�Ÿ�µ�Ó�è� �q�è	ô�`�‡�b�{
�Í�w�z�¤
ƒ���›�æ�O�q�z�¤�Ã�Ÿ�µ�Ó�è� �U  Xserver �t�x���t
€���^�•�‡�b�{

setenv DISPLAY Xserver:n

�\�\�p�z n �x�z�Ã�Ÿ�µ�Ó�è� �w
j�ø�p�b�{

XDMCP �›�–�;�b�”�q�z�Ã�Ÿ�µ�Ó�è� �U  IP �ž�Å�è�µ�›�–�;�`�o�É�°�³�¤�”�Ä�^�•�‡�b�{�\�w  IP �ž
�Å�è�µ�x�z�·�©�á�æ�Â�Ÿ  �ž�Ó�å� �ž�ï�µ�U
ž�A�t� �a�o  NAT �›�î�æ�p�V�”�‹�w�p�b�{ XDCMP �U
�*�x�z PAT �›�±�Ù�”�Ä�`�o�M�‡�d�œ�{  

�¯�Ú�ï�Å  �Þ�”�Å

�Ñ�•� �ž�¢�¥�”�ç  �Þ�”�Å �·�©�á�æ�Â�Ÿ  �¯�ï�Â�©�µ�Ä

�ç�”�Â�¿�Å �•�a �³�ï�¬�ç

�Ú�ç�½

�¯�ï�Â�©�µ�Ä �³�µ�Â�Ü

�«�å�µ  �¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã
�ï

• • • • —

�æ�æ�”�µ �!�Ë�º�0

7.0(1) �\�w�¯�Ú�ï�Å�U�‹�Ö�^�•�z�7���w  fixup �¯�Ú�ï�Å�x�”�V�õ�Q�’�•�o
��­�^
�•�‡�`�h�{  
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�« �Í�w�«�t�Ô�b�‘�O�t�z XDMCP �U�*�¤�ï�´�ï�›� �É�”�Ò�ç�t�`�‡�b�{�\�w�«�p�x�z�Ã�Ñ�¥�ç�Ä  �Ù�”
�Ä�¢ 177�£	Í�w  XDMCP �Ä�å�Ñ�Ÿ�¿�«�t�°�•�b�”�«�å�µ  �Ú�¿�Ó�›�^
R�`�‡�b�{�\�w�±�”�Ï�µ  �Ù�æ
�³�”�U�z�Ž
æ� �ï�»�”�Ñ�£� �µ�t�&�;�^�•�‡�b�{  

hostname(config)# class-map xdmcp-port
hostname(config-cmap)# match port tcp eq 177
hostname(config-cmap)# exit
hostname(config)# policy-map xdmcp_policy  
hostname(config-pmap)# class xdmcp-port
hostname(config-pmap-c)# inspect xdmcp
hostname(config-pmap-c)# exit
hostname(config)# service-policy xdmcp_policy interface outside

�b�‚�o�w� �ï�»�”�Ñ�£� �µ�t�0�`�o  XDMCP �U�*�›� �É�”�Ò�ç�t�b�”�t�x�z interface outside �w�E
�˜�“�t  global �Í�å�Ý�”�»�›�–�;�`�‡�b�{

���È�¯�Ú�ï�Å �¯�Ú�ï�Å 
†�Ì

class-map �·�©�á�æ�Â�Ÿ  �ž�«�³�ã�ï�›�&�;�b�”
Œ�w�Ä�å�Ñ�Ÿ�¿�«  �«�å�µ�›���[�`�‡
�b�{  

debug xdmcp XDMCP �w�Ã�Ì�¿�¬	Ø�C�›� �É�”�Ò�ç�t�`�‡�b�{

policy-map �«�å�µ  �Ú�¿�Ó�›�›���w�·�©�á�æ�Â�Ÿ  �ž�«�³�ã�ï�t���È
Ç�Z�‡�b�{

service-policy 1 �m�‡�h�x
ó
:�w� �ï�»�”�Ñ�£� �µ�t�Ù�æ�³�”  �Ú�¿�Ó�›�&�;�`�‡�b�{
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16

interface-dhcp �¯�Ú�ï�Å�™  
issuer-name �¯�Ú�ï�Å

intercept-dhcp
DHCP �E�æ	!	ô�›� �É�”�Ò�ç�t�b�”�t�x�z�¬�ç�”�Ó  �Ù�æ�³�”  �¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï  �Þ�”�Å�p
intercept-dhcp enable � ¯ �Ú� ï �Å �› �–� ; � ` �‡ �b�{ DHCP �E�æ	! 	ô � › �Ã�Ÿ� · � ” �Ò�ç� t �b � ” � t �x�z
intercept-dhcp disable �¯�Ú�ï�Å�›�–�;�`�‡�b�{  

intercept-dhcp �ž�Ä�æ�Ï�á�”�Ä�›�î�æ�¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï�T�’�_	†�b�”�t�x�z no intercept-dhcp
�¯�Ú�ï�Å�›�–�;�`�‡�b�{�\�w�¯�Ú�ï�Å�›�–�;�b�”�q�z�â�”�²�x�z�Ã�Ñ�¥�ç�Ä  �¬�ç�”�Ó  �Ù�æ�³�”�‡
�h�x���w�¬�ç�”�Ó  �Ù�æ�³�”�T�’  DHCP �E�æ	!	ô�¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï�›�'	•�p�V�‡�b�{

DHCP �E�æ	!	ô�›�–�;�b�”�q�z Microsoft XP �«�å� �ž�ï�Ä�x�z�·�©�á�æ�Â�Ÿ  �ž�Ó�å� �ž�ï�µ�t�0�`
�o�µ�Ó�æ�¿�Ä  �Ä�ï�É�æ�ï�¬�›�–�;�p�V�‡�b�{�·�©�á�æ�Â�Ÿ  �ž�Ó�å� �ž�ï�µ�x�z Microsoft Windows
XP �«�å� �ž�ï�Ä�w  DHCP Inform �Ý�¿�·�”�´�t�Ú
€� �t�`�z�f�w�«�å� �ž�ï�Ä�t�Ä�ï�É�ç  IP �ž�Å�è
�µ�w�±�Ò�É�¿�Ä  �Ú�µ�«�z�Å�Ý� �ï�Ê�z�S�‘�|�«�å�µ�è�µ  �µ�»�Â�Ÿ�¿�«  �ç�”�Ä�›���™�`�‡�b�{ XP �Ž

²�w  Windows �«�å� �ž�ï�Ä�t�0�`�o�x�z DHCP �E�æ	!	ô�x�z�Å�Ý� �ï�Ê�q�±�Ò�É�¿�Ä  �Ú�µ�«�›��
�™�`�‡�b�{�\�w�;�ó�x�z DHCP �±�”�Ì�›�–�;�b�”�\�q�t�b�:�U�s�M���¥�t���;�p�b�{

intercept-dhcp netmask { enable | disable}

no intercept-dhcp

�³�ï�»�¿�«�µ�w
†�Ì

�Ã�Ñ�¥�ç�Ä DHCP �E�æ	!	ô�x�Ã�Ÿ�·�”�Ò�ç�t�s�l�o�M�‡�b�{

disable DHCP �E�æ	!	ô�›�Ã�Ÿ�·�”�Ò�ç�t�`�‡�b�{

enable DHCP �E�æ	!	ô�›� �É�”�Ò�ç�t�`�‡�b�{

netmask �Ä�ï�É�ç  IP �ž�Å�è�µ�w�±�Ò�É�¿�Ä  �Ú�µ�«�›���™�`�‡�b�{



�H 16 	·       interface-dhcp �¯�Ú�ï�Å�™  issuer-name �¯�Ú�ï�Å
  intercept-dhcp

16-2
Cisco �·�©�á�æ�Â�Ÿ  �ž�Ó�å� �ž�ï�µ  �¯�Ú�ï�Å  �æ�Ñ�•�è�ï�µ

OL-10086-02-J

�¯�Ú�ï�Å  �Þ�”�Å �Í�w
¯�x�z�\�w�¯�Ú�ï�Å�›�Ö�—�p�V�”�Þ�”�Å�›�Ô�`�o�M�‡�b�{

�¯�Ú�ï�Å�d�º

�–�;	Í�w�̈ � �Å�å� �ï �µ�Ó�æ�¿�Ä  �Ä�ï�É�ç  �¦�Ó�³�ã�ï�U  225 �Ì� �Ä�›�Ò�Q�o�M�”�q�z Microsoft XP �t�Ÿ	×�U
C
\�`�z�Å�Ý
� �ï�Ê�U
����`�‡�b�{�\�w�ð�J�›�s
†�b�”�t�x�z�·�©�á�æ�Â�Ÿ  �ž�Ó�å� �ž�ï�µ�p
ù	ô�ç�”�Ä�w
:�›
27 �™ 40 �ç�”�Ä�t
M�v�`�‡�b�{�ç�”�Ä�w
:�x�z�ç�”�Ä�w�«�å�µ�t�‘�l�o�Ÿ�s�“�‡�b�{

�« �Í�w�«�x�z FirstGroup �q�M�O�¬�ç�”�Ó  �Ù�æ�³�”�t  DHCP �E�æ	!	ô�›
ƒ���b�”�M�O�›�Ô�`�o�M�‡�b�{

hostname(config)#  group-policy FirstGroup attributes
hostname(config-group-policy)# intercept-dhcp enable

�¯�Ú�ï�Å  �Þ�”�Å

�Ñ�•� �ž�¢�¥�”�ç  �Þ�”�Å �·�©�á�æ�Â�Ÿ  �¯�ï�Â�©�µ�Ä

�ç�”�Â�¿�Å �•�a �³�ï�¬�ç

�Ú�ç�½

�¯�ï�Â�©�µ�Ä �³�µ�Â�Ü

�¬�ç�”�Ó  �Ù�æ�³�”  �¯�ï �Ñ�Ÿ
�ª�á�è�”�³�ã�ï

• — • — —

�æ�æ�”�µ �!�Ë�º�0

7.0(1) �\�w�¯�Ú�ï�Å�U�‹�Ö�^�•�‡�`�h�{
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interface
� �ï�»�”�Ñ�£� �µ�›
ƒ���`�z � �ï�»�”�Ñ�£� �µ  �¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï  �Þ�”�Å�t�Ö�”�t�x�z �¬�é�”
�Ì�ç  �¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï  �Þ�”�Å�p  interface �¯�Ú�ï�Å�›�–�;�`�‡�b�{� �ï�»�”�Ñ�£� �µ  �¯�ï
�Ñ�Ÿ�ª�á�è�”�³�ã�ï  �Þ�”�Å�p�x�z� �ï�»�”�Ñ�£� �µ�w�»� �Ó�q�·�©�á�æ�Â�Ÿ  �¯�ï�Â�©�µ�Ä  �Þ�”�Å
�t� �a�o�z�Ë�”�Å�¢�£�ž
ƒ���‹�›
ƒ���`�z�Ê
²�z VLAN �z�S�‘�|  IP �ž�Å�è�µ�›�Â�“�p�o�z�f�w����

:�w
ƒ���‹�›
ƒ���b�”�\�q�U�p�V�‡�b�{

�b�‚�o�w�Þ�Ã�ç�p�z
ú�g� �ï�»�”�Ñ�£� �µ�t�0� �`�h�Í�å�Ý�”�»�›
ƒ���p�V�‡�b�{ ASA 5505 �&� 
���·�©�á�æ�Â�Ÿ  �ž�Ó�å� �ž�ï�µ�q�M�l�h
Ê�ˆ���ˆ�µ� �¿�½�U�K�”�Þ�Ã�ç�›	†�M�o�z �b�‚�o�w�Þ�Ã�ç
�x�z VLAN �t�Â�“�p�o�’�•�”�æ�g�±�Ò� �ï�»�”�Ñ�£� �µ�›�^
R�p�V�‡�b�{
Ê�ˆ���ˆ�µ� �¿�½�U�K�”
�Þ�Ã�ç�t�x�z VLAN � �ï�»�”�Ñ�£� �µ�t�Â�“�p�o�”�\�q�U�p�V�”�µ� �¿�½  �Ù�”�Ä�¢�\�w�¯�Ú�ï�Å�w

ú�g� �ï�»�”�Ñ�£� �µ�q�z�y�•�”�£�U�;�™�^�•�o�M�‡�b�{�\�w	Ô�ù�z VLAN �w�±�Ò� �ï�»�”�Ñ�£� 
�µ�x�^
R�`�‡�d�œ�U�z
ú�g� �ï�»�”�Ñ�£� �µ�q�x���t  VLAN � �ï�»�”�Ñ�£� �µ�›�^
R�`�‡�b�{
VLAN � �ï�»�”�Ñ�£� �µ�t�x�z 1 �m�‡�h�x
ó
:�w
ú�g� �ï�»�”�Ñ�£� �µ�›�Â�“�p�o�”�\�q�U�p�V�‡
�b�{�±�Ò� �ï�»�”�Ñ�£� �µ�‡�h�x  VLAN � �ï�»�”�Ñ�£� �µ�›�_	†�b�”�t�x�z�\�w�¯�Ú�ï�Å�w  no ��
�Ü�›�–�;�`�‡�b�{
ú�g� �ï�»�”�Ñ�£� �µ�x�_	†�p�V�‡�d�œ�{


ú�g� �ï�»�”�Ñ�£� �µ�w	Ô�ù�¢�b�‚�o�w�Þ�Ã�ç�£ �•

interface { physical_interface | mapped_name}

�±�Ò� �ï�»�”�Ñ�£� �µ�w	Ô�ù�¢
Ê�ˆ���ˆ�µ� �¿�½�U�K�”�Þ�Ã�ç�t�x�–�;�p�V�‡�d�œ�£ �•

interface { physical_interface.subinterface | mapped_name}

no interface physical_interface.subinterface

VLAN � �ï�»�”�Ñ�£� �µ�w	Ô�ù�¢
Ê�ˆ���ˆ�µ� �¿�½�w�K�”�Þ�Ã�ç�£ �•

interface vlan number

no interface vlan number
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�³�ï�»�¿�«�µ�w
†�Ì

�Ã�Ñ�¥�ç�Ä �Ã�Ñ�¥�ç�Ä�p�x�z�·�©�á�æ�Â�Ÿ  �ž�Ó�å� �ž�ï�µ�x�z�b�‚�o�w
ú�g� �ï�»�”�Ñ�£� �µ�t�0�`�o  
interface �¯�Ú�ï�Å�›�×�ˆ�$�t
\
R�`�‡�b�{

�Ú�ç�½  �¯�ï�Â�©�µ�Ä  �Þ�”�Å�p�x�z�·�©�á�æ�Â�Ÿ  �ž�Ó�å� �ž�ï�µ�x�z allocate-interface �¯�Ú�ï�Å�›
�–�;�`�o�¯�ï�Â�©�µ�Ä�t�Â�“�p�o�’�•�h� �ï�»�”�Ñ�£� �µ�b�‚�o�t�0�`�o�z interface �¯�Ú�ï�Å�›�×
�ˆ�$�t
\
R�`�‡�b�{

mapped_name �Ú�ç�½  �¯�ï�Â�©�µ�Ä  �Þ�”�Å�p�z�Ú�¿�Ð�ï�¬�Ê�›  allocate-interface �¯�Ú�ï
�Å�›�–�;�`�o�Â�“�p�o�h	Ô�ù�z�f�w�Ê
²�›�¦���`�‡�b�{

physical_interface 
ú�g� �ï�»�”�Ñ�£� �µ�w�»� �Ó�z�µ�é�¿�Ä�z�S�‘�|�Ù�”�Ä
j�ø�p�z
type[slot/]port �q�`�o�¦���`�‡�b�{�»� �Ó�q�µ�é�¿�Ä / �Ù�”�Ä�w���t�µ�Ö�”
�µ�›�Ö�•�”�T�r�O�T�x�Ú�™�p�b�{


ú�g� �ï�»�”�Ñ�£� �µ�w�»� �Ó�t�x�z�Í�w�‹�w�U�K�“�‡�b�{

• ethernet

• gigabitethernet

PIX 500 �³�æ�”�¶  �·�©�á�æ�Â�Ÿ  �ž�Ó�å� �ž�ï�µ�w	Ô�ù�x�z �»� �Ó�t���Z�o
�Ù�”�Ä
j�ø�›�Ö�—�`�‡�b�¢�h�q�Q�y�z ethernet0�£�{

ASA 5500 �³�æ�”�¶�&� ���·�©�á�æ�Â�Ÿ  �ž�Ó�å� �ž�ï�µ�w	Ô�ù�x�z�»� �Ó
�t���Z�o�µ�é�¿�Ä / �Ù�”�Ä�›�Ö�—�`�‡�b�¢�h�q�Q�y�z gigabitethernet0/1�£�{
�³�ß�”�³�t
Ê�ˆ���‡�•�h� �ï�»�”�Ñ�£� �µ�x�µ�é�¿�Ä  0 �t�Â�“�p�o�’�•�z
4GE SSM 	Í�w� �ï�»�”�Ñ�£� �µ �¢�‡�h�x
Ê�ˆ���‡�•�h  4GE SSM�£�x�µ�é�¿
�Ä 1 �t�Â�“�p�o�’�•�‡�b�{

ASA 5510 �Ž�ñ�w�&� ���·�©�á�æ�Â�Ÿ  �ž�Ó�å� �ž�ï�µ�t�x�z�Í�w�»� �Ó�‹
�K�“�‡�b�{

• management

���g� �ï�»�”�Ñ�£� �µ�x�z���g�Ä�å�Ñ�Ÿ�¿�«
•�;�t
ƒ�-�^�•�h�Ñ�•�”
�µ�Ä  � �”�±�É�¿�Ä  � �ï�»�”�Ñ�£� �µ�p�z management0/0 �q�`�o�¦��
�^�•�‡�b�{�h�i�`�z
ž�A�t� �a�o�z�è�a�Ä�å�Ñ�Ÿ�¿�«�t�–�;�b�”�\�q
�‹�p�V�‡�b �¢ management-only �¯�Ú�ï�Å�›�€	°�£ �{ �•�a�Ñ�•� �ž�¢�¥�”
�ç  �Þ�”�Å�p�x�z �è�a�Ä�å�Ñ�Ÿ�¿�«�;�w  2 �m�w� �ï�»�”�Ñ�£� �µ�w�„�T
�t�z���g� �ï�»�”�Ñ�£� �µ�›�–�;�p�V�‡�b�{�‡�h�z���g� �ï�»�”�Ñ�£
� �µ�t�±�Ò� �ï�»�”�Ñ�£� �µ�›�å�C�`�o�z�Ú�ç�½  �¯�ï�Â�©�µ�Ä  �Þ�”
�Å�w�·�©�á�æ�Â�Ÿ  �¯�ï�Â�©�µ�Ä�]�q�t���g�b�”�\�q�U�p�V�‡�b�{

� �ï�»�”�Ñ�£� �µ  �»� �Ó�z�µ�é�¿�Ä�z�S�‘�|�Ù�”�Ä
j�ø�›�›���b�”�t�x�z
�–�;�¤�w�Þ�Ã�ç�t
Ç���`�o�M�”�Ë�”�Å�¢�£�ž  �Å�©�á�Ý�ï�Ä�›�€	°�`�o�X
�i�^�M�{

subinterface �¢�¦�Ó�³�ã�ï�£�æ�g�±�Ò� �ï�»�”�Ñ�£� �µ�›�Ô�b  1 �™ 4294967293 �w
T
:�›
�¦���`�‡�b�{�±�Ò� �ï�»�”�Ñ�£� �µ�w�7�G
:�x�z�·�©�á�æ�Â�Ÿ  �ž�Ó�å� �ž
�ï�µ�w�Þ�Ã�ç�t�‘�l�o�Ÿ�s�“�‡�b�{�±�Ò� �ï�»�”�Ñ�£� �µ�x  ASA 5505 �&
� ���·�©�á�æ�Â�Ÿ  �ž�Ó�å� �ž�ï�µ�q�M�l�h
Ê�ˆ���ˆ�µ� �¿�½�U�K�”�Þ�Ã
�ç�t�x�–�;�p�V�‡�d�œ�{�Ó�å�¿�Ä�Ñ�¥�”�Ü�]�q�w�±�Ò� �ï�»�”�Ñ�£� �µ

�¢�‡�h�x  VLAN�£�w�7�G
:�t�m�M�o�x�z �° Cisco Security Appliance Command
Line Configuration Guide�±�›�€	°�`�o�X�i�^�M�{ 1 �m�‡�h�x
ó
:�w  VLAN
�±�Ò� �ï�»�”�Ñ�£� �µ�›�Ë�m� �ï�»�”�Ñ�£� �µ�x�z�×�ˆ�$�t  802.1Q �Ä�å
�ï�«�q�`�o
ƒ���^�•�‡�b�{

vlan number 
Ê�ˆ���ˆ�µ� �¿�½�U�K�”�Þ�Ã�ç�w	Ô�ù�z VLAN ID 
j�ø�›  1 �™ 1001 �w
c�“
�p�¦���`�‡�b�{
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ú�g� �ï�»�”�Ñ�£� �µ�x�z�Ã�Ñ�¥�ç�Ä�p�x�b�‚�o�³�ß�¿�Ä�¼�¢�ï�^�•�‡�b�{�¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã
�ï�p�x�z�¯�ï�Â�©�µ�Ä�º�w�Â�“�p�o�A�ˆ� �ï�»�”�Ñ�£� �µ�x�³�ß�¿�Ä�¼�¢�ï�^�•�‡�d�œ�{ VLAN � 
�ï�»�”�Ñ�£� �µ�x�Ã�Ñ�¥�ç�Ä�p�x�³�ß�¿�Ä�¼�¢�ï�^�•�‡�d�œ�{

�¯�Ú�ï�Å  �Þ�”�Å �Í�w
¯�x�z�\�w�¯�Ú�ï�Å�›�Ö�—�p�V�”�Þ�”�Å�›�Ô�`�o�M�‡�b�{

�¯�Ú�ï�Å�d�º

�–�;	Í�w�̈ � �Å�å� �ï 
ú�g� �ï�»�”�Ñ�£� �µ�x�z�Ã�Ñ�¥�ç�Ä�p�x�b�‚�o�³�ß�¿�Ä�¼�¢�ï�^�•�‡�b�{� �É�”�Ò�ç�t�s�l�o�M
�”�±�Ò� �ï�»�”�Ñ�£� �µ�›�Ä�å�Ñ�Ÿ�¿�«�U�è�a�p�V�”�‘�O�t�b�”�t�x�z
ú�g� �ï�»�”�Ñ�£� �µ�›�Ä

²�t� �É�”�Ò�ç�t�`�o�S�X
ž�A�U�K�“�‡�b�{ �Ú�ç�½  �¯�ï�Â�©�µ�Ä  �Þ�”�Å�w	Ô�ù�z 
ú�g� �ï�»�”�Ñ�£
� �µ�‡�h�x�±�Ò� �ï�»�”�Ñ�£� �µ�›�¯�ï�Â�©�µ�Ä�t�Â�“�p�o�”�q�z� �ï�»�”�Ñ�£� �µ�x�Ã�Ñ�¥�ç�Ä
�p�x�f�w�¯�ï�Â�©�µ�Ä�º�p� �É�”�Ò�ç�t�s�“�‡�b�{�h�i�`�z�Ä�å�Ñ�Ÿ�¿�«�U�¯�ï�Â�©�µ�Ä  � �ï�»�”
�Ñ�£� �µ�›�è�a�b�”�h�Š�t�x�z�f�w� �ï�»�”�Ñ�£� �µ�›�³�µ�Â�Ü  �¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï�p�‹� 
�É�”�Ò�ç�t�b�”
ž�A�U�K�“�‡�b�{� �ï�»�”�Ñ�£� �µ�›�³�µ�Â�Ü�î�æ�µ�Ö�”�µ�p�³�ß�¿�Ä�¼�¢�ï�b�”
�q�z�f�w� �ï�»�”�Ñ�£� �µ�x�z�f�w� �ï�»�”�Ñ�£� �µ�›�ž���`�o�M�”�b�‚�o�w�¯�ï�Â�©�µ�Ä�p�¼�¢
�ï�`�‡�b�{ VLAN � �ï�»�”�Ñ�£� �µ�x�Ã�Ñ�¥�ç�Ä�p�x� �É�”�Ò�ç�p�b�{

� �É�”�Ò�ç�t�s�l�o�M�”� �ï�»�”�Ñ�£� �µ�›�Ä�å�Ñ�Ÿ�¿�«�U�è�a�p�V�”�‘�O�t�b�”�t�x�z� �ï�»�”
�Ñ�£� �µ  �¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï  �Þ�”�Å�w�¯�Ú�ï�Å�p�K�”  nameif �S�‘�|  ip address�¢�ç�”�Â�¿�Å
�Þ�”�Å�;�£�›
ƒ���`�‡�b�{�±�Ò� �ï�»�”�Ñ�£� �µ�w	Ô�ù�x�z vlan �¯�Ú�ï�Å�›
ƒ���`�‡�b�{�µ� �¿�½

ú�g� �ï�»�”�Ñ�£� �µ�w	Ô�ù�z switchport access vlan �¯�Ú�ï�Å�¢�ž�«�·�µ  �Ù�”�Ä�;�£�‡�h�x  switch
trunk allowed vlan �¯�Ú�ï�Å�¢�Ä�å�ï�«  �Ù�”�Ä�;�£�›�–�;�`�o�z
ú�g� �ï�»�”�Ñ�£� �µ�›  VLAN � 
�ï�»�”�Ñ�£� �µ�t�Â�“�p�o�‡�b�{�·�©�á�æ�Â�Ÿ  �è�Õ�ç�x�z�Ã�Ñ�¥�ç�Ä�p�x  0�¢�7�ÿ�è�Õ�ç�£�t�s�l
�o�M�‡�b�{� �ï�»�”�Ñ�£� �µ�w�Ã�Ñ�¥�ç�Ä  �è�Õ�ç�t�m�M�o�Ð�‚�”	Ô�ù�•�z� �ï�»�”�Ñ�£� �µ�w
ì�“
�è	ô�›�D�ó�t�b�”�h�Š�t�Ã�Ñ�¥�ç�Ä�w  0 �T�’�!�Ë�b�”	Ô�ù�x�z security-level �¯�Ú�ï�Å�›�€	°�`�o�X
�i�^�M�{

�Ú�ç�½  �¯�ï�Â�©�µ�Ä  �Þ�”�Å�p�x�z
ú�g�Í�å�Ý�”�»�z�±�Ò� �ï�»�”�Ñ�£� �µ�z�S�‘�|  VLAN �Â�“�p
�o�x�z�³�µ�Â�Ü  �¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï�w�ˆ�t
ƒ���`�‡�b�{�f�•�Ž�Ž�w�Í�å�Ý�”�»�x�b�‚�o�z�¯�ï
�Â�©�µ�Ä  �¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï�w�ˆ�t
ƒ���`�‡�b�{


Ê�ˆ���ˆ�µ� �¿�½�w�K�”�Þ�Ã�ç�w	Ô�ù�z
ú�g�Í�å�Ý�”�»�q�µ� �¿�½  �Í�å�Ý�”�»�¢ VLAN �Â�“�p�o�›
���‰�£�›
ú�g� �ï�»�”�Ñ�£� �µ�w�ˆ�t
ƒ���p�V�‡�b�{�f�w���b�‚�o�w�Í�å�Ý�”�»�›  VLAN � �ï�»�”
�Ñ�£� �µ�t
ƒ���p�V�‡�b�{

�•�a�Ñ�•� �ž�¢�¥�”�ç  �Þ�”�Å�p�x�z ASA 5505 �&� ���·�©�á�æ�Â�Ÿ  �ž�Ó�å� �ž�ï�µ�w	Ô�ù�z Base �å
� �·�ï�µ�p�ž�«�Â�Ÿ�Ò�s  VLAN �›  2 �m�‡�p�z Security Plus �å� �·�ï�µ�p�ž�«�Â�Ÿ�Ò�s  VLAN �›  3 �m
�‡�p
ƒ���p�V�‡�b�{�f�w�º�w�M�c�•�T�x�Ñ�£�”�ç�¦�”�Ì�”�;�t�b�”
ž�A�U�K�“�‡�b�{�ç�”�Â�¿�Å

�¯�Ú�ï�Å  �Þ�”�Å

�Ñ�•� �ž�¢�¥�”�ç  �Þ�”�Å �·�©�á�æ�Â�Ÿ  �¯�ï�Â�©�µ�Ä

�ç�”�Â�¿�Å �•�a �³�ï�¬�ç

�Ú�ç�½

�¯�ï�Â�©�µ�Ä �³�µ�Â�Ü

�¬�é�”�Ì�ç  �¯�ï�Ñ�Ÿ�ª�á�è�”
�³�ã�ï

• • • • •

�æ�æ�”�µ �!�Ë�º�0

7.0(1) �\�w�¯�Ú�ï�Å�x�z	ý�`�M�±�Ò� �ï�»�”�Ñ�£� �µ�w�Ë�Ê�F���U�&�;�p�V�”�‘
�O�t�z�‡�h�z� �ï�»�”�Ñ�£� �µ  �¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï  �Þ�”�Å�p�¾
:�U
� �q�`�h�¯�Ú�ï�Å�q�s�”�‘�O�t�!�Ë�^�•�‡�`�h�{

7.2(1) interface vlan �¯�Ú�ï�Å�U�z ASA 5505 �&� ���·�©�á�æ�Â�Ÿ  �ž�Ó�å� �ž�ï�µ
�p�w
Ê�ˆ���ˆ�µ� �¿�½�›�±�Ù�”�Ä�b�”�h�Š�t�å�C�^�•�‡�`�h�{
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�Þ�”�Å�p�x�z Base �å� �·�ï�µ�w	Ô�ù�x�ž�«�Â�Ÿ�Ò�s  VLAN �›  3 �m�‡�p�z Security Plus �å� �·�ï�µ�w
	Ô�ù�x  20 �‡�p
ƒ���p�V�‡�b�{�ž�«�Â�Ÿ�Ò�s  VLAN �q�x�z nameif �¯�Ú�ï�Å�U
ƒ���^�•�o�M�”  VLAN
�p�b�{ Base �å� �·�ï�µ�w	Ô�ù�z 3 �m�è�w  VLAN �w�ˆ�U���w  VLAN �•�w�Ä�å�Ñ�Ÿ�¿�«�›�‰�•�b�”�‘
�O�t
ƒ���p�V�‡�b�{ no forward interface �¯�Ú�ï�Å�›�–�;�`�o  3 �m�Š�w VLAN �›
M�v�`�‡�b�{

ASA �Ž�ñ�w�&� ���·�©�á�æ�Â�Ÿ  �ž�Ó�å� �ž�ï�µ�t�x�z Management 0/0 �q�z�y�•�”
•�;�w���g� �ï
�»�”�Ñ�£� �µ�U���‡�•�o�S�“�z �\�w� �ï�»�”�Ñ�£� �µ�t�‘�l�o�·�©�á�æ�Â�Ÿ  �ž�Ó�å� �ž�ï�µ�•�w�Ä
�å�Ñ�Ÿ�¿�«�›�±�Ù�”�Ä�`�‡�b�{�h�i�`�z management-only �¯�Ú�ï�Å�›�–�;�b�”�\�q�p�z�Ú�™�w� �ï
�»�”�Ñ�£� �µ�›���g
•�;� �ï�»�”�Ñ�£� �µ�q�`�o
ƒ���p�V�‡�b�{�‡�h�z Management 0/0 �w���g
•�;
�Þ�”�Å�›�Ã�Ÿ�·�”�Ò�ç�t�`�o�z���w� �ï�»�”�Ñ�£� �µ�q�‰�7�t�Ä�å�Ñ�Ÿ�¿�«�›�è�a�^�d�”�\�q�‹�p
�V�‡�b�{

�¢�«�£ �•�a�Ñ�•� �ž�¢�¥�”�ç  �Þ�”�Å�p�x�z 2 �m�w� �ï�»�”�Ñ�£� �µ�w�ˆ�U�Ä�å�Ñ�Ÿ�¿�«�›�è�a�^�d�”�\�q
�U�p�V�‡�b�{�h�i�`�z ASA 5510 �Ž�ñ�w�&� ���·�©�á�æ�Â�Ÿ  �ž�Ó�å� �ž�ï�µ�p�x�z
•�;�w���g� �ï
�»�”�Ñ�£� �µ�¢
ú�g� �ï�»�”�Ñ�£� �µ�‡�h�x�±�Ò� �ï�»�”�Ñ�£� �µ�£�›���g�Ä�å�Ñ�Ÿ�¿�«�;�w�H  3
�w� �ï�»�”�Ñ�£� �µ�q�`�o�–�;�p�V�‡�b�{�Þ�”�Å�x�\�w	Ô�ù
ƒ��
Æ�ó�p�K�“�z	×�t���g
•�;�t�b�”

ž�A�U�K�“�‡�b�{

� �ï�»�”�Ñ�£� �µ
ƒ���›�!�Ë�b�”	Ô�ù�z�7���w
€���U�»� �Ü�ž�¢�Ä�b�”�w�›�4�h�c�t	ý�`�M�·�©�á
�æ�Â�Ÿ	Ø�C�›�–�;�b�”�q�V�x�z clear local-host �¯�Ú�ï�Å�›�–�;�`�o
€���›	«�ˆ�`�o�‹�T�‡�M�‡�d�œ�{

�« �Í�w�«�p�x�z�³�ï�¬�ç�Þ�”�Å�p�z
ú�g� �ï�»�”�Ñ�£� �µ�w�Í�å�Ý�”�»�›
ƒ���`�‡�b�{

hostname(config)# interface gigabitethernet0/1
hostname(config-if)# speed 1000
hostname(config-if)# duplex full
hostname(config-if)# nameif inside
hostname(config-if)# security-level 100
hostname(config-if)# ip address 10.1.1.1 255.255.255.0
hostname(config-if)# no shutdown

�Í�w�«�p�x�z�³�ï�¬�ç�Þ�”�Å�p�z�±�Ò� �ï�»�”�Ñ�£� �µ�w�Í�å�Ý�”�»�›
ƒ���`�‡�b�{

hostname(config)# interface gigabitethernet0/1.1
hostname(config-subif)# vlan 101
hostname(config-subif)# nameif dmz1
hostname(config-subif)# security-level 50
hostname(config-subif)# ip address 10.1.2.1 255.255.255.0
hostname(config-subif)# no shutdown

�Í�w�«�p�x�z�Ú�ç�½  �¯�ï�Â�©�µ�Ä  �Þ�”�Å�p�z�³�µ�Â�Ü  �¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï�w� �ï�»�”�Ñ�£� 
�µ  �Í�å�Ý�”�»�›
ƒ���`�z gigabitethernet 0/1.1 �±�Ò� �ï�»�”�Ñ�£� �µ�›  contextA �t�Â�“�p�o�‡�b�{

hostname(config)# interface gigabitethernet0/1
hostname(config-if)# speed 1000
hostname(config-if)# duplex full
hostname(config-if)# no shutdown
hostname(config-if)# interface gigabitethernet0/1.1
hostname(config-subif)# vlan 101
hostname(config-subif)# no shutdown
hostname(config-subif)# context contextA
hostname(config-ctx)# ...
hostname(config-ctx)# allocate-interface gigabitethernet0/1.1
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�Í�w�«�p�x�z�Ú�ç�½  �¯�ï�Â�©�µ�Ä  �Þ�”�Å�p�z�¯�ï�Â�©�µ�Ä  �¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï�w�Í�å�Ý�”�»
�›
ƒ���`�‡�b�{

hostname/contextA(config)# interface gigabitethernet0/1.1
hostname/contextA(config-if)# nameif inside
hostname/contextA(config-if)# security-level 100
hostname/contextA(config-if)# ip address 10.1.2.1 255.255.255.0
hostname/contextA(config-if)# no shutdown

�Í�w�«�p�x�z 3 �m�w LAN � �ï�»�”�Ñ�£� �µ�›
ƒ���`�o�M�‡�b�{ 3 �m�è�w�×�”�Ü  � �ï�»�”�Ñ�£� �µ�x
�Ä�å�Ñ�Ÿ�¿�«�›�ë�”�«  � �ï�»�”�Ñ�£� �µ�t�8
ù�p�V�‡�d�œ�{

hostname(config)# interface vlan 100
hostname(config-if)# nameif outside
hostname(config-if)# security-level 0
hostname(config-if)# ip address dhcp
hostname(config-if)# no shutdown

hostname(config-if)# interface vlan 200
hostname(config-if)# nameif work
hostname(config-if)# security-level 100
hostname(config-if)# ip address 10.1.1.1 255.255.255.0
hostname(config-if)# no shutdown

hostname(config-if)# interface vlan 300
hostname(config-if)# no forward interface vlan 200
hostname(config-if)# nameif home
hostname(config-if)# security-level 50
hostname(config-if)# ip address 10.2.1.1 255.255.255.0
hostname(config-if)# no shutdown

hostname(config-if)# interface ethernet 0/0
hostname(config-if)#  switchport access vlan 100
hostname(config-if)# no shutdown

hostname(config-if)# interface ethernet 0/1
hostname(config-if)#  switchport access vlan 200
hostname(config-if)# no shutdown

hostname(config-if)# interface ethernet 0/2
hostname(config-if)#  switchport access vlan 200
hostname(config-if)# no shutdown

hostname(config-if)# interface ethernet 0/3
hostname(config-if)#  switchport access vlan 200
hostname(config-if)# no shutdown

hostname(config-if)# interface ethernet 0/4
hostname(config-if)#  switchport access vlan 300
hostname(config-if)# no shutdown

...
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�Í�w�«�p�x�z 5 �m�w VLAN � �ï�»�”�Ñ�£� �µ�¢ failover lan �¯�Ú�ï�Å�›�–�;�`�o���‘�t
ƒ���^�•�h
�Ñ�£�”�ç�¦�”�Ì�”  � �ï�»�”�Ñ�£� �µ�›���‰�£�›
ƒ���`�o�M�‡�b�{

hostname(config)# interface vlan 100
hostname(config-if)# nameif outside
hostname(config-if)# security-level 0
hostname(config-if)# ip address 10.1.1.1 255.255.255.0
hostname(config-if)# no shutdown

hostname(config-if)# interface vlan 200
hostname(config-if)# nameif inside
hostname(config-if)# security-level 100
hostname(config-if)# ip address 10.2.1.1 255.255.255.0
hostname(config-if)# no shutdown

hostname(config-if)# interface vlan 300
hostname(config-if)# nameif dmz
hostname(config-if)# security-level 50
hostname(config-if)# ip address 10.3.1.1 255.255.255.0
hostname(config-if)# no shutdown

hostname(config-if)# interface vlan 400
hostname(config-if)# nameif backup-isp
hostname(config-if)# security-level 50
hostname(config-if)# ip address 10.1.2.1 255.255.255.0
hostname(config-if)# no shutdown

hostname(config-if)# failover lan faillink vlan500
hostname(config)# failover interface ip faillink 10.4.1.1 255.255.255.0 standby 
10.4.1.2 255.255.255.0

hostname(config)# interface ethernet 0/0
hostname(config-if)#  switchport access vlan 100
hostname(config-if)# no shutdown

hostname(config-if)# interface ethernet 0/1
hostname(config-if)#  switchport access vlan 200
hostname(config-if)# no shutdown

hostname(config-if)# interface ethernet 0/2
hostname(config-if)#  switchport access vlan 300
hostname(config-if)# no shutdown

hostname(config-if)# interface ethernet 0/3
hostname(config-if)#  switchport access vlan 400
hostname(config-if)# no shutdown

hostname(config-if)# interface ethernet 0/4
hostname(config-if)#  switchport access vlan 500
hostname(config-if)# no shutdown

���È�¯�Ú�ï�Å �¯�Ú�ï�Å 
†�Ì

allocate-interface �·�©�á�æ�Â�Ÿ  �¯�ï�Â�©�µ�Ä�t� �ï�»�”�Ñ�£� �µ�S�‘�|�±�Ò
� �ï�»�”�Ñ�£� �µ�›�Â�“�p�o�‡�b�{

clear configure interface � �ï�»�”�Ñ�£� �µ�w�¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï�›�b�‚�o	«�ˆ
�`�‡�b�{

clear interface show interface �¯�Ú�ï�Å�w�§�¢�ï�»�›	«�ˆ�`�‡�b�{

show interface � �ï�»�”�Ñ�£� �µ�w�å�ï�»� �Ü  �µ�Â�”�»�µ�q�w�-	Ø�C�›
¯
�Ô�`�‡�b�{

show running-config interface �î�æ�¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï�w� �ï�»�”�Ñ�£� �µ  �¯�ï�Ñ�Ÿ
�ª�á�è�”�³�ã�ï�›
¯�Ô�`�‡�b�{
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interface�¢ VPN �é�”�Å�Ì�å�ï�³�ï�¬�£
VPN �é�”�Å�Ì�å�ï�³�ï�¬�>
Ý�«�å�µ�»�p  VPN �é�”�Å�Ì�å�ï�³�ï�¬�w�Ã�Ñ�¥�ç�Ä�Ž�Ž�w�Í�Ò�æ�¿�«
�‡�h�x�Ó�å�  �Õ�”�Ä  �  � ï�»�” �Ñ�£� �µ�› � ¦� � �b�” � t �x�z VPN �é�”�Å�Ì �å�ï �³� ï �¬  �Þ�”�Å�p
interface �¯�Ú�ï�Å�›�–�;�`�‡�b�{� �ï�»�”�Ñ�£� �µ�w�¦���›�_	†�`�o�z�Ã�Ñ�¥�ç�Ä  � �ï�»�”�Ñ�£� 
�µ�t�í�b�t�x�z�\�w�¯�Ú�ï�Å�w  no ���Ü�›�–�;�`�‡�b�{

interface { lbprivate | lbpublic} interface-name]

no interface { lbprivate | lbpublic }

�³�ï�»�¿�«�µ�w
†�Ì

�Ã�Ñ�¥�ç�Ä interface �¯�Ú�ï�Å�›	²�t�`�h	Ô�ù�z�Ã�Ñ�¥�ç�Ä�p�x�z lbprivate � �ï�»�”�Ñ�£� �µ�x �º
æ �t�z lbpublic
� �ï�»�”�Ñ�£� �µ�x �Ž
æ�t
ƒ���^�•�‡�b�{

�¯�Ú�ï�Å  �Þ�”�Å �Í�w
¯�x�z�\�w�¯�Ú�ï�Å�›�Ö�—�p�V�”�Þ�”�Å�›�Ô�`�o�M�‡�b�{

�¯�Ú�ï�Å�d�º

�–�;	Í�w�̈ � �Å�å� �ï �‡�c�z vpn load-balancing �¯�Ú�ï�Å�›�–�;�`�o�z VPN �é�”�Å�Ì�å�ï�³�ï�¬  �Þ�”�Å�t�Ö�”
ž�A�U�K�“
�‡�b�{

�‡�h�z�Ä
²�t  interface�z ip address�z�S�‘�|  nameif �¯�Ú�ï�Å�›�–�;�`�o�z�\�w�¯�Ú�ï�Å�p�¦���b�”
� �ï�»�”�Ñ�£� �µ�›
ƒ���`�z�Ê
²�›�Â�“�p�o�o�S�X
ž�A�U�K�“�‡�b�{

�\�w�¯�Ú�ï�Å�w  no ���Ü�›�–�;�b�”�q�z� �ï�»�”�Ñ�£� �µ�U�Ã�Ñ�¥�ç�Ä�t�í�“�‡�b�{

interface-name VPN �é�”�Å�Ì�å�ï�³�ï�¬  �«�å�µ�»�w�Í�Ò�æ�¿�«�‡�h�x�Ó�å� �Õ�”�Ä  � �ï
�»�”�Ñ�£� �µ�q�`�o
ƒ���b�”� �ï�»�”�Ñ�£� �µ�w�Ê
²�{

lbprivate �\�w�¯�Ú�ï�Å�U  VPN �é�”�Å�Ì�å�ï�³�ï�¬�w�Ó�å� �Õ�”�Ä  � �ï�»�”�Ñ�£� 
�µ�›
ƒ���b�”�‘�O�t�¦���`�‡�b�{

lbpublic �\�w�¯�Ú�ï�Å�U  VPN �é�”�Å�Ì�å�ï�³�ï�¬�w�Í�Ò�æ�¿�«  � �ï�»�”�Ñ�£� �µ
�›
ƒ���b�”�‘�O�t�¦���`�‡�b�{

�¯�Ú�ï�Å  �Þ�”�Å

�Ñ�•� �ž�¢�¥�”�ç  �Þ�”�Å �·�©�á�æ�Â�Ÿ  �¯�ï�Â�©�µ�Ä

�ç�”�Â�¿�Å �•�a �³�ï�¬�ç

�Ú�ç�½

�¯�ï�Â�©�µ�Ä �³�µ�Â�Ü

VPN �é�”�Å�Ì�å�ï�³�ï�¬ • — • — —

�æ�æ�”�µ �!�Ë�º�0

7.0(1) �\�w�¯�Ú�ï�Å�U�‹�Ö�^�•�‡�`�h�{
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�« �Í�t�z vpn load-balancing �¯�Ú�ï�Å  �³�”�­�ï�µ�w�«�›�Ô�`�‡�b�{�\�w�¯�Ú�ï�Å  �³�”�­�ï�µ�t�x�z�«
�å�µ�»�w�Í�Ò�æ�¿�«  � �ï�»�”�Ñ�£� �µ�›�® test�¯�q�`�o�¦���b�”  interface �¯�Ú�ï�Å�q�z�«�å�µ�»�w
�Ó�å� �Õ�”�Ä  � �ï�»�”�Ñ�£� �µ�›�Ã�Ñ�¥�ç�Ä�¢�º
æ�£�t�í�b  interface �¯�Ú�ï�Å�U���‡�•�o�M�‡�b�{

hostname(config)# interface GigabitEthernet 0/1
hostname(config-if)# ip address 209.165.202.159 255.255.255.0
hostname(config)#  nameif test
hostname(config)# interface GigabitEthernet 0/2
hostname(config-if)# ip address 209.165.201.30 255.255.255.0
hostname(config)#  nameif foo
hostname(config)# vpn load-balancing
hostname(config-load-balancing)# interface lbpublic test
hostname(config-load-balancing)# no interface lbprivate
hostname(config-load-balancing)# cluster ip address 209.165.202.224
hostname(config-load-balancing)# participate

���È�¯�Ú�ï�Å �¯�Ú�ï�Å 
†�Ì

vpn load-balancing VPN �é�”�Å�Ì�å�ï�³�ï�¬  �Þ�”�Å�t�Ö�“�‡�b�{
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interface-policy
���¹�¤�t� �ï�»�”�Ñ�£� �µ�w	Ë�•�U�U	Z�^�•�h	Ô�ù�w�Ñ�£�”�ç�¦�”�Ì�”�w�Ù�æ�³�”�›�¦���b�”�t
�x�z�Ñ�£�”�ç�¦�”�Ì�”  �¬�ç�”�Ó  �¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï  �Þ�”�Å�p  interface-policy �¯�Ú�ï�Å�›�–�;
�`�‡�b�{�Ã�Ñ�¥�ç�Ä�‹�t�í�b�t�x�z�\�w�¯�Ú�ï�Å�w  no ���Ü�›�–�;�`�‡�b�{  

interface-policy num[%]

no interface-policy num[%]

�³�ï�»�¿�«�µ�w
†�Ì

�Ã�Ñ�¥�ç�Ä 
÷�”�t�0�`�o  failover interface-policy �¯�Ú�ï�Å�U
ƒ���^�•�o�M�”	Ô�ù�x�z�f�w�‹�U  interface-policy
�Ñ�£�”�ç�¦�”�Ì�”  �¬�ç�”�Ó  �¯�Ú�ï�Å�w�Ã�Ñ�¥�ç�Ä�q�_�s�^�•�‡�b�{ 
ƒ���^�•�o�M�s�Z�•�y�z num �x
1 �t�s�l�o�M�‡�b�{

�¯�Ú�ï�Å  �Þ�”�Å �Í�w
¯�x�z�\�w�¯�Ú�ï�Å�›�Ö�—�p�V�”�Þ�”�Å�›�Ô�`�o�M�‡�b�{

�¯�Ú�ï�Å�d�º

�–�;	Í�w�̈ � �Å�å� �ï num �¾
:�q�¦�Ó�³�ã�ï�w  % �©�”�ë�”�Å�w���t�µ�Ö�”�µ�›���Š�s�M�p�X�i�^�M�{

	Ë�•�U
C
\�`�h� �ï�»�”�Ñ�£� �µ�w
:�U
ƒ���A�ˆ�Ù�æ�³�”�w�,	j�›�¬�h�`�h	Ô�ù�z���w�·�©�á�æ
�Â�Ÿ  �ž�Ó�å� �ž�ï�µ�U
Y	×�t�;�ó�`�o�M�”�q�V�x�z�·�©�á�æ�Â�Ÿ  �ž�Ó�å� �ž�ï�µ�x�×
��›	Ë�•�q
�`�o�Ú�”�«�`�z	Ô�ù�t�‘�l�o�x�Ñ�£�”�ç�¦�”�Ì�”�U
C
\�`�‡�b�¢�ž�«�Â�Ÿ�Ò�s�·�©�á�æ�Â�Ÿ  �ž�Ó�å
� �ž�ï�µ�t	Ë�•�U
C
\�`�h	Ô�ù�£ �{�Ù�æ�³�”�p�§�¢�ï�Ä�^�•�”�w�x�z monitor-interface �¯�Ú�ï�Å�p��
�¹�0	Å�q�`�o�¦���`�h� �ï�»�”�Ñ�£� �µ�w�ˆ�p�b�{

�« �Í�w�«�¢
H
.�£�x�z�Ñ�£�”�ç�¦�”�Ì�”  �¬�ç�”�Ó�t�0�`�o�&�;�D�ó�s�¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï�›�Ô�`
�o�M�‡�b�{

hostname(config)# failover group 1  
hostname(config-fover-group)# primary
hostname(config-fover-group)# preempt 100
hostname(config-fover-group)# interface-policy 25%
hostname(config-fover-group)# exit
hostname(config)#

num 1 �™ 100 �w
:�›�¦���b�”�T�¢�Í�”�·�ï�Â�”�´�q�`�o�–�;�b�”	Ô�ù�£ �z�‡�h�x
1 �T�’� �ï�»�”�Ñ�£� �µ�w�7�G
:�‡�p�w
:�›�¦���`�‡�b�{

% �¢�¦�Ó�³�ã�ï�£ num �w
:�U���¹�0	Å� �ï�»�”�Ñ�£� �µ�w�Í�”�·�ï�Â�”�´�p
�K�”�\�q�›�¦���`�‡�b�{

�¯�Ú�ï�Å  �Þ�”�Å

�Ñ�•� �ž�¢�¥�”�ç  �Þ�”�Å �·�©�á�æ�Â�Ÿ  �¯�ï�Â�©�µ�Ä

�ç�”�Â�¿�Å �•�a �³�ï�¬�ç

�Ú�ç�½

�¯�ï�Â�©�µ�Ä �³�µ�Â�Ü

�Ñ�£�”�ç�¦�”�Ì�”  �¬�ç�”�Ó  �¯
�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï

• • — — •

�æ�æ�”�µ �!�Ë�º�0

7.0(1) �\�w�¯�Ú�ï�Å�U�‹�Ö�^�•�‡�`�h�{
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���È�¯�Ú�ï�Å �¯�Ú�ï�Å 
†�Ì

failover group Active/Active �Ñ�£�”�ç�¦�”�Ì�”�w�h�Š�w�Ñ�£�”�ç�¦�”�Ì�”
�¬�ç�”�Ó�›���[�`�‡�b�{

failover interface-policy � �ï�»�”�Ñ�£� �µ  �Þ�Ç�»�æ�ï�¬  �Ù�æ�³�”�›
ƒ���`�‡�b�{

monitor-interface �Ñ�£�”�ç�¦�”�Ì�”�w�h�Š�t���¹�0	Å�t�b�”� �ï�»�”�Ñ�£� 
�µ�›�¦���`�‡�b�{
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interval maximum
DDNS �ž�¿�Ó�Ã�”�Ä�M�Ü�t�‘�”�ž�¿�Ó�Ã�”�Ä�¼�æ���w�7�G���´�›
ƒ���b�”�t�x�z DDNS �ž�¿�Ó�Ã�”
�Ä�M�Ü�Þ�”�Å�p  interval  �¯�Ú�ï�Å�›�–�;�`�‡�b�{�î�æ�¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï�T�’  DDNS �ž�¿�Ó
�Ã�”�Ä�M�Ü�w���´�›�_	†�b�”�t�x�z�\�w�¯�Ú�ï�Å�w  no ���Ü�›�–�;�`�‡�b�{

interval maximum days hours minutes seconds

no interval maximum days hours minutes seconds

�³�ï�»�¿�«�µ�w
†�Ì

�Ã�Ñ�¥�ç�Ä �Ã�Ñ�¥�ç�Ä�w�ˆ�^�•�‹�x�K�“�‡�d�œ�{

�¯�Ú�ï�Å  �Þ�”�Å �Í�w
¯�x�z�\�w�¯�Ú�ï�Å�›�Ö�—�p�V�”�Þ�”�Å�›�Ô�`�o�M�‡�b�{

�¯�Ú�ï�Å�d�º

�–�;	Í�w�̈ � �Å�å� �ï �Ô
:�z�Ì��
:�z
ü
:�z
µ
:�U�‡�q�Š�o�C�‰�^�•�o�ù�-���´�U�Ô�^�•�‡�b�{  

�« �Í�w�«�p�x  3 
ü  15 
µ�]�q�t�ž�¿�Ó�Ã�”�Ä�^�•�”  ddns-2 �q�M�O�M�Ü�U
ƒ���^�•�‡�b�{

hostname(config)# ddns update method ddns-2
hostname(DDNS-update-method)# interval maximum 0 0 3 15

���È�¯�Ú�ï�Å

days �ž�¿�Ó�Ã�”�Ä�¼�æ���w�Ô
:�›  0 �™ 364 �w
c�“�t�¦���`�‡�b�{

hours �ž�¿�Ó�Ã�”�Ä�¼�æ���w�Ì��
:�›  0 �™ 23 �w
c�“�t�¦���`�‡�b�{

minutes �ž�¿�Ó�Ã�”�Ä�¼�æ���w
ü
:�›  0 �™ 59 �w
c�“�t�¦���`�‡�b�{

seconds �ž�¿�Ó�Ã�”�Ä�¼�æ���w
µ
:�›  0 �™ 59 �w
c�“�t�¦���`�‡�b�{

�¯�Ú�ï�Å  �Þ�”�Å

�Ñ�•� �ž�¢�¥�”�ç  �Þ�”�Å �·�©�á�æ�Â�Ÿ  �¯�ï�Â�©�µ�Ä

�ç�”�Â�¿�Å �•�a �³�ï�¬�ç

�Ú�ç�½

�¯�ï�Â�©�µ�Ä �³�µ�Â�Ü

DDNS �ž�¿�Ó�Ã�”�Ä�M�Ü�¯�ï
�Ñ�Ÿ�ª�á�è�”�³�ã�ï

• — • • —

�æ�æ�”�µ �!�Ë�º�0

7.2(1) �\�w�¯�Ú�ï�Å�U�‹�Ö�^�•�‡�`�h�{

�¯�Ú�ï�Å 
†�Ì

ddns�¢ DDNS �ž�¿�Ó�Ã�”�Ä

�M�Ü�Þ�”�Å�£

�^
R�A�ˆ�w  DDNS �M�Ü�t�0�`�o�z DDNS �ž�¿�Ó�Ã�”�Ä�M�Ü�w
�»� �Ó�›�¦���`�‡�b�{

ddns update�¢� �ï�»�”�Ñ�£� �µ  
�¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï  �Þ�”�Å�£

�¼� �Æ�Û�¿�«  DNS�¢ DDNS�£�w�ž�¿�Ó�Ã�”�Ä�M�Ü�›�z�·�©�á
�æ�Â�Ÿ �ž�Ó�å� �ž�ï�µ  � �ï�»�”�Ñ�£� �µ�‡�h�x  DDNS �ž�¿
�Ó�Ã�”�Ä  �×�µ�Ä�Ê�t���È
Ç�Z�‡�b�{

ddns update method�¢�¬�é�”�Ì�ç  
�¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï  �Þ�”�Å�£

DNS �w�æ�¹�”�µ  �è�¯�”�Å�›�ˆ�$�t�ž�¿�Ó�Ã�”�Ä�b�”�h�Š�w
�M�Ü�›�^
R�`�‡�b�{

dhcp-client update dns DHCP �«�å� �ž�ï�Ä�U  DHCP �±�”�Ì�t�I�b�ž�¿�Ó�Ã�”�Ä  �Í
�å�Ý�”�»�›
ƒ���`�‡�b�{

dhcpd update dns DHCP �±�”�Ì�t�‘�”�¼� �Æ�Û�¿�«  DNS �ž�¿�Ó�Ã�”�Ä�w�î�æ
�›� �É�”�Ò�ç�t�`�‡�b�{
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ip address
� �ï�»�”�Ñ�£� �µ�w  IP �ž�Å�è�µ�¢�ç�”�Â�¿�Å  �Þ�”�Å�£�‡�h�x���g�ž�Å�è�µ�w  IP �ž�Å�è�µ�¢�•�a
�Þ�”�Å�£�›
ƒ���b�”�t�x�z ip address �¯�Ú�ï�Å�›�–�;�`�‡�b�{�ç�”�Â�¿�Å  �Þ�”�Å�w	Ô�ù�x�z� �ï
�»�”�Ñ�£� �µ  �¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï  �Þ�”�Å�p�\�w�¯�Ú�ï�Å�›�Ö�—�`�‡�b�{�•�a�Þ�”�Å�w	Ô�ù�x�z
�¬�é�”�Ì�ç  �¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï  �Þ�”�Å�p�\�w�¯�Ú�ï�Å�›�Ö�—�`�‡�b�{ IP �ž�Å�è�µ�›�_	†�b�”
�t�x�z�\�w�¯�Ú�ï�Å�w  no ���Ü�›�–�;�`�‡�b�{�\�w�¯�Ú�ï�Å�x�z�‡�h�z�Ñ�£�”�ç�¦�”�Ì�”�;�w�µ�»
�ï�Ì�   �ž�Å�è�µ�›
ƒ���`�‡�b�{

ip address ip_address [mask] [standby ip_address]

no ip address [ip_address]

�³�ï�»�¿�«�µ�w
†�Ì

�Ã�Ñ�¥�ç�Ä �Ã�Ñ�¥�ç�Ä�w�ˆ�^�•�‹�x�K�“�‡�d�œ�{

�¯�Ú�ï�Å  �Þ�”�Å �Í�w
¯�x�z�\�w�¯�Ú�ï�Å�›�Ö�—�p�V�”�Þ�”�Å�›�Ô�`�o�M�‡�b�{

�¯�Ú�ï�Å�d�º

�–�;	Í�w�̈ � �Å�å� �ï �³�ï�¬�ç  �¯�ï�Â�©�µ�Ä  �ç�”�Â�¿�Å  �Ñ�•� �ž�¢�¥�”�ç  �Þ�”�Å�p�x�z �¤� �ï�»�”�Ñ�£� �µ  �ž�Å�è�µ�x
�°�™�w�±�Ò�É�¿�Ä	Í�t�K�”
ž�A�U�K�“�‡�b�{�Ú�ç�½  �¯�ï�Â�©�µ�Ä  �Þ�”�Å�p�x�z�\�w� �ï�»�”�Ñ�£
� �µ�U�ž��� �ï�»�”�Ñ�£� �µ	Í�t�K�”	Ô�ù�z�¤  IP �ž�Å�è�µ�x�°�™�p�z�‰�a�±�Ò�É�¿�Ä	Í�t�K�”
ž
�A�U�K�“�‡�b�{� �ï�»�”�Ñ�£� �µ�U�°�™�w	Ô�ù�z�\�w  IP �ž�Å�è�µ�x�z
ž�A�t� �a�o���w�¯�ï�Â�©
�µ�Ä�p�–�;�b�”�\�q�U�p�V�‡�b�{

ip_address � �ï�»�”�Ñ�£� �µ�w  IP �ž�Å�è�µ�¢�ç�”�Â�¿�Å  �Þ�”�Å�£ �z�‡�h�x���g  IP �ž
�Å�è�µ�¢�•�a�Þ�”�Å�£ �{ 

mask �¢�¦�Ó�³�ã�ï�£ IP �ž�Å�è�µ�w�±�Ò�É�¿�Ä  �Ú�µ�«�{ �Ú�µ�«�›
ƒ���`�s�M	Ô�ù�z
�·�©�á�æ�Â�Ÿ  �ž�Ó�å� �ž�ï�µ�x  IP �ž�Å�è�µ  �«�å�µ�w�Ã�Ñ�¥�ç�Ä  �Ú�µ�«
�›�–�;�`�‡�b�{

standby ip_address �¢�¦�Ó�³�ã�ï�£�Ñ�£�”�ç�¦�”�Ì�”�;�w�µ�»�ï�Ì� 
÷�”�w  IP �ž�Å�è�µ�{

�¯�Ú�ï�Å  �Þ�”�Å

�Ñ�•� �ž�¢�¥�”�ç  �Þ�”�Å �·�©�á�æ�Â�Ÿ  �¯�ï�Â�©�µ�Ä

�ç�”�Â�¿�Å �•�a �³�ï�¬�ç

�Ú�ç�½

�¯�ï�Â�©�µ�Ä �³�µ�Â�Ü

�  � ï �» � ” �Ñ�£�   �µ  � ¯ � ï �Ñ�Ÿ
�ª�á�è�”�³�ã�ï

• — • • —

�¬�é�”�Ì�ç  �¯�ï�Ñ�Ÿ�ª�á�è�”
�³�ã�ï

— • • • —

�æ�æ�”�µ �!�Ë�º�0

7.0(1) �ç�”�Â�¿�Å  �Þ�”�Å�t���`�o�z�\�w�¯�Ú�ï�Å�U�z�¬�é�”�Ì�ç  �¯�ï�Ñ�Ÿ�ª�á
�è�”�³�ã�ï  �¯�Ú�ï�Å�T�’� �ï�»�”�Ñ�£� �µ  �¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï  �Þ�”
�Å�w�¯�Ú�ï�Å�t�!�Ë�^�•�‡�`�h�{
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�•�a�Ñ�•� �ž�¢�¥�”�ç�x�z IP �ç�”�Â�Ÿ�ï�¬�t�x�€�C�`�‡�d�œ�{�·�©�á�æ�Â�Ÿ  �ž�Ó�å� �ž�ï�µ�t
ž
�A�s�
�°�w  IP �¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï�x�z���g  IP �ž�Å�è�µ�›
ƒ���b�”�\�q�p�b�{�\�w�ž�Å�è�µ�U

ž�A�s�g���x�z�·�©�á�æ�Â�Ÿ  �ž�Ó�å� �ž�ï�µ�U�·�©�á�æ�Â�Ÿ  �ž�Ó�å� �ž�ï�µ	Í�p
C	ô�b�”�Ä�å
�Ñ�Ÿ�¿�«�¢�³�µ�Â�Ü  �Ý�¿�·�”�´�•  AAA �±�”�Ì�q�w�è	ô�s�r�£�w
ù	ô�i�ž�Å�è�µ�q�`�o�z�\�w�ž�Å
�è�µ�›�–�;�b�”�h�Š�p�b�{�‡�h�z�\�w�ž�Å�è�µ�x�z�æ�Þ�”�Ä���g�ž�«�·�µ�t�–�;�b�”�\�q�‹�p�V�‡
�b�{�\�w�ž�Å�è�µ�x�z�ž�¿�Ó�µ�Ä�æ�”�Ü  �ç�”�»�S�‘�|�¼�¢�ï�µ�Ä�æ�”�Ü  �ç�”�»�q�‰�a�±�Ò�É�¿�Ä
	Í�t�K�”
ž�A�U�K�“�‡�b�{�Ú�ç�½  �¯�ï�Â�©�µ�Ä  �Þ�”�Å�w	Ô�ù�x�z�¤�¯�ï�Â�©�µ�Ä�º�p���g  IP �ž�Å
�è�µ�›
ƒ���`�‡�b�{

�µ�»�ï�Ì�   IP �ž�Å�è�µ�x�z�Ý� �ï  IP �ž�Å�è�µ�q�‰�a�±�Ò�É�¿�Ä	Í�t�K�”
ž�A�U�K�“�‡�b�{

�« �Í�w�«�p�x�z 2 �m�w� �ï�»�”�Ñ�£� �µ�w  IP �ž�Å�è�µ�q�µ�»�ï�Ì�   �ž�Å�è�µ�›
ƒ���`�‡�b�{

hostname(config)# interface gigabitethernet0/2
hostname(config-if)# nameif inside
hostname(config-if)# security-level 100
hostname(config-if)# ip address 10.1.1.1 255.255.255.0 standby 10.1.1.2
hostname(config-if)# no shutdown
hostname(config-if)# interface gigabitethernet0/3
hostname(config-if)# nameif outside
hostname(config-if)# security-level 0
hostname(config-if)# ip address 10.1.2.1 255.255.255.0 standby 10.1.2.2
hostname(config-if)# no shutdown

�Í�w�«�p�x�z�•�a�Ñ�•� �ž�¢�¥�”�ç�w���g�ž�Å�è�µ�q�µ�»�ï�Ì�   �ž�Å�è�µ�›
ƒ���`�‡�b�{

hostname(config)# ip address 10.1.1.1 255.255.255.0 standby 10.1.1.2

���È�¯�Ú�ï�Å �¯�Ú�ï�Å 
†�Ì

interface � �ï�»�”�Ñ�£� �µ�›
ƒ���`�z � �ï�»�”�Ñ�£� �µ  �¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï
�Þ�”�Å�t�Ö�“�‡�b�{

ip address dhcp DHCP �±�”�Ì�T�’  IP �ž�Å�è�µ�›	��˜�b�”�‘�O�t� �ï�»�”�Ñ�£� �µ�›
ƒ
���`�‡�b�{

show ip address � �ï�»�”�Ñ�£� �µ�t�Â�“�p�o�’�•�h  IP �ž�Å�è�µ�›
¯�Ô�`�‡�b�{
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ip address dhcp
DHCP �›�–�;�`�o� �ï�»�”�Ñ�£� �µ�w  IP �ž�Å�è�µ�›	��˜�b�”�t�x�z � �ï�»�”�Ñ�£� �µ  �¯�ï�Ñ�Ÿ�ª�á
�è�”�³�ã�ï  �Þ�”�Å�p  ip address dhcp �¯�Ú�ï�Å�›�–�;�`�‡�b�{�\�w� �ï�»�”�Ñ�£� �µ�w  DHCP �«�å
� �ž�ï�Ä�›�Ã�Ÿ�·�”�Ò�ç�t�b�”�t�x�z�\�w�¯�Ú�ï�Å�w  no ���Ü�›�–�;�`�‡�b�{

ip address dhcp [setroute]

no ip address dhcp

�³�ï�»�¿�«�µ�w
†�Ì

�Ã�Ñ�¥�ç�Ä �Ã�Ñ�¥�ç�Ä�w�ˆ�^�•�‹�x�K�“�‡�d�œ�{

�¯�Ú�ï�Å  �Þ�”�Å �Í�w
¯�x�z�\�w�¯�Ú�ï�Å�›�Ö�—�p�V�”�Þ�”�Å�›�Ô�`�o�M�‡�b�{

�¯�Ú�ï�Å�d�º

�–�;	Í�w�̈ � �Å�å� �ï DHCP �æ�”�µ�›�æ�·�¿�Ä�`�o	ý�`�M�æ�”�µ�›�A�{�b�”�t�x�z�\�w�¯�Ú�ï�Å�›�6�Ö�—�`�‡�b�{

no shutdown �¯�Ú�ï�Å�›�–�;�`�o� �ï�»�”�Ñ�£� �µ�›� �É�”�Ò�ç�t�`�s�M�p  ip address dhcp �¯�Ú�ï
�Å�›�Ö�—�b�”�q�z�°
æ�w  DHCP �A�{�U
ù	ô�^�•�s�M	Ô�ù�U�K�“�‡�b�{

�« �Í�w�«�p�x�z gigabitethernet0/1 � �ï�»�”�Ñ�£� �µ	Í�p  DHCP �›� �É�”�Ò�ç�t�`�‡�b�{

hostname(config)# interface gigabitethernet0/1
hostname(config-if)# nameif inside
hostname(config-if)# security-level 100
hostname(config-if)# no shutdown
hostname(config-if)# ip address dhcp

���È�¯�Ú�ï�Å

setroute �¢�¦�Ó�³�ã�ï�£ DHCP �±�”�Ì�T�’���™�^�•�”�Ã�Ñ�¥�ç�Ä  �ç�”�Ä�›�·�©�á�æ
�Â�Ÿ  �ž�Ó�å� �ž�ï�µ�U�–�;�p�V�”�‘�O�t�`�‡�b�{

�¯�Ú�ï�Å  �Þ�”�Å

�Ñ�•� �ž�¢�¥�”�ç  �Þ�”�Å �·�©�á�æ�Â�Ÿ  �¯�ï�Â�©�µ�Ä

�ç�”�Â�¿�Å �•�a �³�ï�¬�ç

�Ú�ç�½

�¯�ï�Â�©�µ�Ä �³�µ�Â�Ü

�  � ï �» � ” �Ñ�£�   �µ  � ¯ � ï �Ñ�Ÿ
�ª�á�è�”�³�ã�ï

• — • • —

�æ�æ�”�µ �!�Ë�º�0

7.0(1) �\�w�¯�Ú�ï�Å�U�z�¬�é�”�Ì�ç  �¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï  �¯�Ú�ï�Å�T�’� �ï
�»�”�Ñ�£� �µ  �¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï  �Þ�”�Å�w�¯�Ú�ï�Å�t�!�Ë�^�•�‡�`
�h�{�‡�h�z�\�w�¯�Ú�ï�Å�U�z�Ž
æ� �ï�»�”�Ñ�£� �µ�i�Z�p�s�X�z�b�‚�o�w
� �ï�»�”�Ñ�£� �µ	Í�p� �É�”�Ò�ç�t�p�V�”�‘�O�t�s�“�‡�`�h�{

�¯�Ú�ï�Å 
†�Ì

interface � �ï�»�”�Ñ�£� �µ�›
ƒ���`�z� �ï�»�”�Ñ�£� �µ  �¯�ï�Ñ�Ÿ�ª�á�è�”
�³�ã�ï  �Þ�”�Å�t�Ö�“�‡�b�{

ip address � �ï�»�”�Ñ�£� �µ�w  IP �ž�Å�è�µ�›
ƒ���`�‡�b�{�‡�h�x�z�•�a�Ñ�•
� �ž�¢�¥�”�ç�w���g  IP �ž�Å�è�µ�›
ƒ���`�‡�b�{

show ip address dhcp DHCP �±�”�Ì�T�’	��˜�`�h  IP �ž�Å�è�µ�›
¯�Ô�`�‡�b�{
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ip address pppoe
PPPoE �›� �É�”�Ò�ç�t�b�”�t�x�z� �ï�»�”�Ñ�£� �µ  �¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï  �Þ�”�Å�p  ip address
pppoe �¯�ï�Å�›�–�;�`�‡�b�{ PPPoE �›�Ã�Ÿ�·�”�Ò�ç�t�b�”�t�x�z�\�w�¯�Ú�ï�Å�w  no ���Ü�›�–�;�`
�‡�b�{  

ip address [ip_address [mask]]  pppoe [setroute]

no ip address [ip_address [mask]]  pppoe

�³�ï�»�¿�«�µ�w
†�Ì

�Ã�Ñ�¥�ç�Ä �Ã�Ñ�¥�ç�Ä�w�ˆ�^�•�‹�x�K�“�‡�d�œ�{

�¯�Ú�ï�Å  �Þ�”�Å �Í�w
¯�x�z�\�w�¯�Ú�ï�Å�›�Ö�—�p�V�”�Þ�”�Å�›�Ô�`�o�M�‡�b�{

�¯�Ú�ï�Å�d�º

�–�;	Í�w�̈ � �Å�å� �ï PPPoE �p�x�¿�X
Ó�t�`�o�M�”�F�¨�p�K�”  Ethernet �q  PPP �›
Ê�ˆ�ù�d�o�z �«�å� �ž�ï�Ä  �³�µ�Â�Ü�t�Ý
	Â�M�Ü�p  IP �ž�Å�è�µ�›�Â�“�p�o�‡�b�{ ISP �U PPPoE �›�‹�Ö�`�o�M�”�g���x�z PPPoE �U�7���w�æ�Þ�”
�Ä �ž�«�·�µ  � �ï�Ñ�å�µ�Ä�å�«�½�ß�›�–�;�b�”�ô���Ò�é�”�Å�Ì�ï�Å  �ž�«�·�µ�›�±�Ù�”�Ä�`�o�S�“�z
�•�l�U���o�t�–�;�p�V�”�h�Š�p�b�{

PPPoE �›�–�;�`�o  IP �ž�Å�è�µ�›
ƒ���b�”
²�t�z vpdn �¯�Ú�ï�Å�›�–�;�`�o�â�”�²�Ê�z�Í�µ�ë�”�Å�z
�Ý	Â�Ó�é�Ä�¯�ç�›
ƒ���`�‡�b�{
ó
:�w� �ï�»�”�Ñ�£� �µ�p�z�h�q�Q�y�z ISP �•�w�Ì�¿�«�ž�¿�Ó  �æ�ï
�«�q�`�o�z�\�w�¯�Ú�ï�Å�›� �É�”�Ò�ç�t�b�”	Ô�ù�z
ž�A�t� �a�o  pppoe client vpdn group �¯�Ú�ï�Å
�›�–�;�`�o�z�Ÿ�s�”�¬�ç�”�Ó�t�¤� �ï�»�”�Ñ�£� �µ�›�Â�“�p�o�”�\�q�U�p�V�‡�b�{

Maximum Transmission Unit�¢ MTU; �7�G�;
ù�â�Ç�¿�Ä�£�±� �¶�x�×�ˆ�$�t  1492 �Ì� �Ä�t
ƒ���^�•�‡
�b�{�\�w�‹�x�z� �”�±�É�¿�Ä  �Ñ�è�”�Ü�º�p  PPPoE �;
ù�›�•�D�b�”
Y�`�M�‹�p�b�{

PPPoE �·�¿�³�ã�ï�›�æ�·�¿�Ä�`�6�I�ˆ�b�”�t�x�z�\�w�¯�Ú�ï�Å�›�6�S�Ö�—�`�‡�b�{

�\�w�¯�Ú�ï�Å�x  ip address �¯�Ú�ï�Å�‡�h�x  ip address dhcp �¯�Ú�ï�Å�q�‰�Ì�t
ƒ���p�V�‡�d�œ�{

ip_address PPPoE �±�”�Ì�T�’�ž�Å�è�µ�›	!	ô�d�c�t�z IP �ž�Å�è�µ�›	��^�À�p
ƒ���`�‡�b�{

mask IP �ž�Å�è�µ�w�±�Ò�É�¿�Ä  �Ú�µ�«�›�¦���`�‡�b�{�Ú�µ�«�›
ƒ���`�s�M	Ô�ù�z�·
�©�á�æ�Â�Ÿ  �ž�Ó�å� �ž�ï�µ�x  IP �ž�Å�è�µ  �«�å�µ�w�Ã�Ñ�¥�ç�Ä  �Ú�µ�«�›�–�;
�`�‡�b�{

setroute �·�©�á�æ�Â�Ÿ  �ž�Ó�å� �ž�ï�µ�p�x�z PPPoE �±�”�Ì�T�’���™�^�•�”�Ã�Ñ�¥�ç�Ä
�ç�”�Ä�U�–�;�^�•�‡�b�{ PPPoE �±�”�Ì�U�Ã�Ñ�¥�ç�Ä  �ç�”�Ä�›
ù	ô�`�s�M	Ô�ù�z
�·�©�á�æ�Â�Ÿ  �ž�Ó�å� �ž�ï�µ�x�®�”�Ä�¢�£� �q�`�o�ž�«�·�µ  �¯�ï�·�ï�Ä
�è�”�»�w�ž�Å�è�µ�t�‘�“�Ã�Ñ�¥�ç�Ä  �ç�”�Ä�›�^
R�`�‡�b�{  

�¯�Ú�ï�Å  �Þ�”�Å

�Ñ�•� �ž�¢�¥�”�ç  �Þ�”�Å �·�©�á�æ�Â�Ÿ  �¯�ï�Â�©�µ�Ä

�ç�”�Â�¿�Å �•�a �³�ï�¬�ç

�Ú�ç�½

�¯�ï�Â�©�µ�Ä �³�µ�Â�Ü

�  � ï �» � ” �Ñ�£�   �µ  � ¯ � ï �Ñ�Ÿ
�ª�á�è�”�³�ã�ï

• • • • —

�æ�æ�”�µ �!�Ë�º�0

7.2(1) �\�w�¯�Ú�ï�Å�U�‹�Ö�^�•�‡�`�h�{
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�« �Í�w�«�p�x�z Gigabitethernet 0/1 � �ï�»�”�Ñ�£� �µ	Í�p  PPPoE �›� �É�”�Ò�ç�t�`�‡�b�{

hostname(config)# interface gigabitethernet0/1
hostname(config-if)# nameif outside
hostname(config-if)# security-level 0
hostname(config-if)# ip address pppoe
hostname(config-if)# no shutdown

�Í�w�«�p�x�z PPPoE � �ï�»�”�Ñ�£� �µ�t�0�`�o  IP �ž�Å�è�µ�›	��ˆ�p
ƒ���`�‡�b�{

hostname(config)# interface gigabitethernet0/1
hostname(config-if)# nameif outside
hostname(config-if)# security-level 0
hostname(config-if)# ip address 10.1.1.1 255.255.255.0 pppoe
hostname(config-if)# no shutdown

���È�¯�Ú�ï�Å �¯�Ú�ï�Å 
†�Ì

interface � �ï�»�”�Ñ�£� �µ�›
ƒ���`�z� �ï�»�”�Ñ�£� �µ  �¯�ï�Ñ�Ÿ�ª�á
�è�”�³�ã�ï  �Þ�”�Å�t�Ö�“�‡�b�{

ip address � �ï�»�”�Ñ�£� �µ�w  IP �ž�Å�è�µ�›
ƒ���`�‡�b�{

pppoe client vpdn group �\�w� �ï�»�”�Ñ�£� �µ�›�›���w  VPDN �¬�ç�”�Ó�t�Â�“�p�o�‡
�b�{

show ip address pppoe PPPoE �±�”�Ì�T�’	��˜�`�h  IP �ž�Å�è�µ�›
¯�Ô�`�‡�b�{

vpdn group
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ip-address-privacy
IP �ž�Å�è�µ�w�Ó�å� �Ì�³�”�›� �É�”�Ò�ç�t�b�”�t�x�z�Í�å�Ý�”�»  �¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï  �Þ�”�Å
�p  ip-address-privacy �¯�Ú�ï�Å�›�–�;�`�‡�b�{�Í�å�Ý�”�»  �¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï  �Þ�”�Å�t�x�z�Ù
�æ�³�”  �Ú�¿�Ó  �¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï  �Þ�”�Å�T�’�ž�«�·�µ�p�V�‡�b�{�\�w�;�ó�›�Ã�Ÿ�·�”�Ò�ç�t
�b�”�t�x�z�\�w�¯�Ú�ï�Å�w  no ���Ü�›�–�;�`�‡�b�{

ip-address-privacy

no ip-address-privacy

�³�ï�»�¿�«�µ�w
†�Ì �\�w�¯�Ú�ï�Å�t�x�z�¾
:�‹�©�”�ë�”�Å�‹�K�“�‡�d�œ�{

�Ã�Ñ�¥�ç�Ä �\�w�¯�Ú�ï�Å�x�z�Ã�Ñ�¥�ç�Ä�p�x�Ã�Ÿ�·�”�Ò�ç�t�s�l�o�M�‡�b�{

�¯�Ú�ï�Å  �Þ�”�Å �Í�w
¯�x�z�\�w�¯�Ú�ï�Å�›�Ö�—�p�V�”�Þ�”�Å�›�Ô�`�o�M�‡�b�{

�¯�Ú�ï�Å�d�º

�« �Í�w�«�p�x�z SIP �U�*�Ù�æ�³�”  �Ú�¿�Ó�t�S�M�o�z SIP 	Í�p�w  IP �ž�Å�è�µ�w�Ó�å� �Ì�³�”�›� �É�”�Ò
�ç�t�b�”�M�O�›�Ô�`�‡�b�{

hostname(config)# policy-map type inspect sip sip_map
hostname(config-pmap)# parameters
hostname(config-pmap-p)# ip-address-privacy

���È�¯�Ú�ï�Å

�¯�Ú�ï�Å  �Þ�”�Å

�Ñ�•� �ž�¢�¥�”�ç  �Þ�”�Å �·�©�á�æ�Â�Ÿ  �¯�ï�Â�©�µ�Ä

�ç�”�Â�¿�Å �•�a �³�ï�¬�ç

�Ú�ç�½

�¯�ï�Â�©�µ�Ä �³�µ�Â�Ü

�Í�å�Ý�”�»  �¯�ï�Ñ�Ÿ�ª�á�è�”
�³�ã�ï

• • • • —

�æ�æ�”�µ �!�Ë�º�0

7.2(1) �\�w�¯�Ú�ï�Å�U�‹�Ö�^�•�‡�`�h�{

�¯�Ú�ï�Å 
†�Ì

class �Ù�æ�³�”  �Ú�¿�Ó�t���Š�”�«�å�µ  �Ú�¿�Ó�Ê�›�¦���`�‡�b�{

class-map type inspect �ž�Ó�æ�­�”�³�ã�ï�{���w�Ä�å�Ñ�Ÿ�¿�«�›	°�ù�b�”�h�Š�w�U
�*�«�å�µ  �Ú�¿�Ó�›�^
R�`�‡�b�{

policy-map �è� �à  3/4 �w�Ù�æ�³�”  �Ú�¿�Ó�›�^
R�`�‡�b�{

show running-config policy-map �q�O�w�b�‚�o�w�Ù�æ�³�”  �Ú�¿�Ó �¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï�›

¯�Ô�`�‡�b�{
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ip audit attack
�È�8�³�¬�Ç�½�ß�t�°�•�b�”�Í�­�¿�Ä�t�0�b�”�Ã�Ñ�¥�ç�Ä  �ž�«�³�ã�ï�›
ƒ���b�”�t�x�z�¬�é�”�Ì�ç
�¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï  �Þ�”�Å�p  ip audit attack �¯�Ú�ï�Å�›�–�;�`�‡�b�{ �Ã�Ñ�¥�ç�Ä  �ž�«�³�ã�ï�t
�í�b�¢
€���›�æ�·�¿�Ä�b�”�£�t�x�z�\�w�¯�Ú�ï�Å�w  no ���Ü�›�–�;�`�‡�b�{�ž�«�³�ã�ï�x
ó
:�¦��
�b�”�\�q�‹�z�°
~�¦���`�s�M�\�q�‹�p�V�‡�b�{

ip audit attack [action [alarm] [drop] [reset]]

no ip audit attack

�³�ï�»�¿�«�µ�w
†�Ì

�Ã�Ñ�¥�ç�Ä �Ã�Ñ�¥�ç�Ä  �ž�«�³�ã�ï�x�z�ž�å�”�Ü�w
ù	ô�p�b�{

�¯�Ú�ï�Å  �Þ�”�Å �Í�w
¯�x�z�\�w�¯�Ú�ï�Å�›�Ö�—�p�V�”�Þ�”�Å�›�Ô�`�o�M�‡�b�{

�¯�Ú�ï�Å�d�º

�–�;	Í�w�̈ � �Å�å� �ï �\�w�¯�Ú�ï�Å�p
ƒ���b�”�ž�«�³�ã�ï�x�z ip audit name �¯�Ú�ï�Å�›�–�;�`�o���*�Ù�æ�³�”�›
ƒ���b�”
�q	Í	{�V�p�V�‡�b�{ ip audit name �¯�Ú�ï�Å�t�ž�«�³�ã�ï�›�¦���`�s�M	Ô�ù�x�z�\�w�¯�Ú�ï�Å�p
ƒ��
�b�”�ž�«�³�ã�ï�U�–�;�^�•�‡�b�{

�³�¬�Ç�½�ß�w�æ�µ�Ä�t�m�M�o�x�z ip audit signature �¯�Ú�ï�Å�›�€	°�`�o�X�i�^�M�{

action �¢�¦�Ó�³�ã�ï�£�°�È�w�Ã�Ñ�¥�ç�Ä  �ž�«�³�ã�ï�›���[�b�”�\�q�›�¦���`�‡�b�{�\
�w�©�”�ë�”�Å�w�™�t�?�‹�ž�«�³�ã�ï�›�¦���`�s�M	Ô�ù�z�·�©�á�æ�Â�Ÿ  �ž�Ó�å
� �ž�ï�µ�x�ž�«�³�ã�ï�›�î�æ�`�‡�d�œ�{ action �©�”�ë�”�Å�›�Ö�—�`�s�M	Ô�ù�z
�·�©�á�æ�Â�Ÿ  �ž�Ó�å� �ž�ï�µ�x�Ö�—�`�h�‹�w�q�_�s�`�o  action �©�”�ë�”�Å�›
�¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï�t�G	\�`�‡�b�{

alarm �¢�Ã�Ñ�¥�ç�Ä�£ �Í�­�¿�Ä�U�³�¬�Ç�½�ß�t�°�•�`�h�\�q�›�Ô�b�³�µ�Â�Ü  �Ý�¿�·�”
�´�›
\
R�`�‡�b�{

drop �¢�¦�Ó�³�ã�ï�£�Í�­�¿�Ä�›�Å�é�¿�Ó�`�‡�b�{

reset �¢�¦�Ó�³�ã�ï�£�Í�­�¿�Ä�›�Å�é�¿�Ó�`�z
€���›���a�‡�b�{

�¯�Ú�ï�Å  �Þ�”�Å

�Ñ�•� �ž�¢�¥�”�ç  �Þ�”�Å �·�©�á�æ�Â�Ÿ  �¯�ï�Â�©�µ�Ä

�ç�”�Â�¿�Å �•�a �³�ï�¬�ç

�Ú�ç�½

�¯�ï�Â�©�µ�Ä �³�µ�Â�Ü

�¬�é�”�Ì�ç  �¯�ï�Ñ�Ÿ�ª�á�è�”
�³�ã�ï

• • • • —

�æ�æ�”�µ �!�Ë�º�0

�7�� �\�w�¯�Ú�ï�Å�x�7���w�‹�w�p�b�{
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�« �Í�w�«�p�x�z�È�8�³�¬�Ç�½�ß�t�°�•�b�”�Í�­�¿�Ä�t�0�b�”�Ã�Ñ�¥�ç�Ä  �ž�«�³�ã�ï�›�z alarm �S�‘�|
reset �t
ƒ���`�‡�b�{�º
æ� �ï�»�”�Ñ�£� �µ�w���*�Ù�æ�³�”�x�z�\�w�Ã�Ñ�¥�ç�Ä�›�Á�®�t�`�o  alarm
�w�ˆ�t
ƒ���`�‡�b�{�°�M�z�Ž
æ� �ï�»�”�Ñ�£� �µ�w�Ù�æ�³�”�x�z ip audit attack �¯�Ú�ï�Å�p
ƒ���^
�•�h�Ã�Ñ�¥�ç�Ä
ƒ���›�–�;�`�‡�b�{

hostname(config)# ip audit attack action alarm reset
hostname(config)# ip audit name insidepolicy attack action alarm
hostname(config)# ip audit name outsidepolicy attack
hostname(config)# ip audit interface inside insidepolicy
hostname(config)# ip audit interface outside outsidepolicy

���È�¯�Ú�ï�Å �¯�Ú�ï�Å 
†�Ì

ip audit name �Í�­�¿�Ä�U�È�8�³�¬�Ç�½�ß�‡�h�x	Ø�C�³�¬�Ç�½�ß�t�°�•
�`�h	Ô�ù�t�î�æ�b�”�ž�«�³�ã�ï�›�¦���b�”�z�Ê
²
Ç�V���*
�Ù�æ�³�”�›�^
R�`�‡�b�{

ip audit info 	Ø�C�³�¬�Ç�½�ß�t�°�•�b�”�Í�­�¿�Ä�w�Ã�Ñ�¥�ç�Ä  �ž�«
�³�ã�ï�›
ƒ���`�‡�b�{

ip audit interface � �ï�»�”�Ñ�£� �µ�t���*�Ù�æ�³�”�›�Â�“�p�o�‡�b�{

ip audit signature �³�¬�Ç�½�ß�›�Ã�Ÿ�·�”�Ò�ç�t�`�‡�b�{

show running-config ip audit attack ip audit attack �¯�Ú�ï�Å�w�¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï�›
¯�Ô
�`�‡�b�{
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ip audit info
	Ø�C�³�¬�Ç�½�ß�t�°�•�b�”�Í�­�¿�Ä�t�0�b�”�Ã�Ñ�¥�ç�Ä  �ž�«�³�ã�ï�›
ƒ���b�”�t�x�z�¬�é�”�Ì�ç
�¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï  �Þ�”�Å�p  ip audit info �¯�Ú�ï�Å�›�–�;�`�‡�b�{ �Ã�Ñ�¥�ç�Ä  �ž�«�³�ã�ï�t�í
�b�¢�ž�å�”�Ü�›
\
R�b�”�£�t�x�z�\�w�¯�Ú�ï�Å�w  no ���Ü�›�–�;�`�‡�b�{�ž�«�³�ã�ï�x
ó
:�¦���b
�”�\�q�‹�z�°
~�¦���`�s�M�\�q�‹�p�V�‡�b�{

ip audit info [action [alarm] [drop] [reset]]

no ip audit info

�³�ï�»�¿�«�µ�w
†�Ì

�Ã�Ñ�¥�ç�Ä �Ã�Ñ�¥�ç�Ä  �ž�«�³�ã�ï�x�z�ž�å�”�Ü�w
\
R�p�b�{

�¯�Ú�ï�Å  �Þ�”�Å �Í�w
¯�x�z�\�w�¯�Ú�ï�Å�›�Ö�—�p�V�”�Þ�”�Å�›�Ô�`�o�M�‡�b�{

�¯�Ú�ï�Å�d�º

�–�;	Í�w�̈ � �Å�å� �ï �\�w�¯�Ú�ï�Å�p
ƒ���b�”�ž�«�³�ã�ï�x�z ip audit name �¯�Ú�ï�Å�›�–�;�`�o���*�Ù�æ�³�”�›
ƒ���b�”
�q	Í	{�V�p�V�‡�b�{ ip audit name �¯�Ú�ï�Å�t�ž�«�³�ã�ï�›�¦���`�s�M	Ô�ù�x�z�\�w�¯�Ú�ï�Å�p
ƒ��
�b�”�ž�«�³�ã�ï�U�–�;�^�•�‡�b�{

�³�¬�Ç�½�ß�w�æ�µ�Ä�t�m�M�o�x�z ip audit signature �¯�Ú�ï�Å�›�€	°�`�o�X�i�^�M�{

action �¢�¦�Ó�³�ã�ï�£�°�È�w�Ã�Ñ�¥�ç�Ä  �ž�«�³�ã�ï�›���[�b�”�\�q�›�¦���`�‡�b�{�\
�w�©�”�ë�”�Å�w�™�t�?�‹�ž�«�³�ã�ï�›�¦���`�s�M	Ô�ù�z�·�©�á�æ�Â�Ÿ  �ž�Ó�å
� �ž�ï�µ�x�ž�«�³�ã�ï�›�î�æ�`�‡�d�œ�{ action �©�”�ë�”�Å�›�Ö�—�`�s�M	Ô�ù�z
�·�©�á�æ�Â�Ÿ  �ž�Ó�å� �ž�ï�µ�x�Ö�—�`�h�‹�w�q�_�s�`�o  action �©�”�ë�”�Å�›
�¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï�t�G	\�`�‡�b�{

alarm �¢�Ã�Ñ�¥�ç�Ä�£ �Í�­�¿�Ä�U�³�¬�Ç�½�ß�t�°�•�`�h�\�q�›�Ô�b�³�µ�Â�Ü  �Ý�¿�·�”
�´�›
\
R�`�‡�b�{

drop �¢�¦�Ó�³�ã�ï�£�Í�­�¿�Ä�›�Å�é�¿�Ó�`�‡�b�{

reset �¢�¦�Ó�³�ã�ï�£�Í�­�¿�Ä�›�Å�é�¿�Ó�`�z
€���›���a�‡�b�{

�¯�Ú�ï�Å  �Þ�”�Å

�Ñ�•� �ž�¢�¥�”�ç  �Þ�”�Å �·�©�á�æ�Â�Ÿ  �¯�ï�Â�©�µ�Ä

�ç�”�Â�¿�Å �•�a �³�ï�¬�ç

�Ú�ç�½

�¯�ï�Â�©�µ�Ä �³�µ�Â�Ü

�¬�é�”�Ì�ç  �¯�ï�Ñ�Ÿ�ª�á�è�”
�³�ã�ï

• • • • —

�æ�æ�”�µ �!�Ë�º�0

�7�� �\�w�¯�Ú�ï�Å�x�7���w�‹�w�p�b�{
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�« �Í�w�«�p�x�z	Ø�C�³�¬�Ç�½�ß�t�°�•�b�”�Í�­�¿�Ä�t�0�b�”�Ã�Ñ�¥�ç�Ä  �ž�«�³�ã�ï�›�z alarm �S�‘�|
reset �t
ƒ���`�‡�b�{�º
æ� �ï�»�”�Ñ�£� �µ�w���*�Ù�æ�³�”�x�z�\�w�Ã�Ñ�¥�ç�Ä�›�Á�®�t�`�o  alarm
�S�‘�|  drop �t
ƒ���`�‡�b�{�°�M�z�Ž
æ� �ï�»�”�Ñ�£� �µ�w�Ù�æ�³�”�x�z ip audit info  �¯�Ú�ï�Å�p
ƒ
���^�•�h�Ã�Ñ�¥�ç�Ä
ƒ���›�–�;�`�‡�b�{

hostname(config)# ip audit info action alarm reset
hostname(config)# ip audit name insidepolicy info action alarm drop
hostname(config)# ip audit name outsidepolicy info
hostname(config)# ip audit interface inside insidepolicy
hostname(config)# ip audit interface outside outsidepolicy

���È�¯�Ú�ï�Å �¯�Ú�ï�Å 
†�Ì

ip audit name �Í�­�¿�Ä�U�È�8�³�¬�Ç�½�ß�‡�h�x	Ø�C�³�¬�Ç�½�ß�t�°�•�`
�h	Ô�ù�t�î�æ�b�”�ž�«�³�ã�ï�›�¦���b�”�z�Ê
²
Ç�V���*�Ù�æ
�³�”�›�^
R�`�‡�b�{

ip audit attack �È�8�³�¬�Ç�½�ß�t�°�•�b�”�Í�­�¿�Ä�w�Ã�Ñ�¥�ç�Ä  �ž�«�³�ã
�ï�›
ƒ���`�‡�b�{

ip audit interface � �ï�»�”�Ñ�£� �µ�t���*�Ù�æ�³�”�›�Â�“�p�o�‡�b�{

ip audit signature �³�¬�Ç�½�ß�›�Ã�Ÿ�·�”�Ò�ç�t�`�‡�b�{

show running-config ip audit info ip audit info �¯�Ú�ï�Å�w�¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï�›
¯�Ô�`�‡
�b�{
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ip audit interface
� �ï�»�”�Ñ�£� �µ�t���*�Ù�æ�³�”�›�Â�“�p�o�”�t�x�z�¬�é�”�Ì�ç  �¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï  �Þ�”�Å
�p  ip audit interface �¯�Ú�ï�Å�›�–�;�`�‡�b�{�Ù�æ�³�”�›� �ï�»�”�Ñ�£� �µ�T�’�_	†�b�”�t�x�z�\�w
�¯�Ú�ï�Å�w  no ���Ü�›�–�;�`�‡�b�{

ip audit interface interface_name policy_name

no ip audit interface interface_name policy_name

�³�ï�»�¿�«�µ�w
†�Ì

�Ã�Ñ�¥�ç�Ä �Ã�Ñ�¥�ç�Ä�w�ˆ�^�•�‹�x�K�“�‡�d�œ�{

�¯�Ú�ï�Å  �Þ�”�Å �Í�w
¯�x�z�\�w�¯�Ú�ï�Å�›�Ö�—�p�V�”�Þ�”�Å�›�Ô�`�o�M�‡�b�{

�¯�Ú�ï�Å�d�º

�« �Í�w�«�p�x�z���*�Ù�æ�³�”�›�º
æ� �ï�»�”�Ñ�£� �µ�q�Ž
æ� �ï�»�”�Ñ�£� �µ�t�&�;�`�‡�b�{

hostname(config)# ip audit name insidepolicy1 attack action alarm
hostname(config)# ip audit name insidepolicy2 info action alarm
hostname(config)# ip audit name outsidepolicy1 attack action reset
hostname(config)# ip audit name outsidepolicy2 info action alarm
hostname(config)# ip audit interface inside insidepolicy1
hostname(config)# ip audit interface inside insidepolicy2
hostname(config)# ip audit interface outside outsidepolicy1
hostname(config)# ip audit interface outside outsidepolicy2

���È�¯�Ú�ï�Å

interface_name � �ï�»�”�Ñ�£� �µ�Ê�›�¦���`�‡�b�{

policy_name ip audit name �¯�Ú�ï�Å�p�å�C�`�h�Ù�æ�³�”�w�Ê
²�{ �¤� �ï�»�”�Ñ�£� �µ�t
info �Ù�æ�³�”�q  attack �Ù�æ�³�”�›�Â�“�p�o�”�\�q�U�p�V�‡�b�{

�¯�Ú�ï�Å  �Þ�”�Å

�Ñ�•� �ž�¢�¥�”�ç  �Þ�”�Å �·�©�á�æ�Â�Ÿ  �¯�ï�Â�©�µ�Ä

�ç�”�Â�¿�Å �•�a �³�ï�¬�ç

�Ú�ç�½

�¯�ï�Â�©�µ�Ä �³�µ�Â�Ü

�¬�é�”�Ì�ç  �¯�ï�Ñ�Ÿ�ª�á�è�”
�³�ã�ï

• • • • —

�æ�æ�”�µ �!�Ë�º�0

�7�� �\�w�¯�Ú�ï�Å�x�7���w�‹�w�p�b�{

�¯�Ú�ï�Å 
†�Ì

ip audit attack �È�8�³�¬�Ç�½�ß�t�°�•�b�”�Í�­�¿�Ä�w�Ã�Ñ�¥�ç�Ä  �ž�«
�³�ã�ï�›
ƒ���`�‡�b�{

ip audit info 	Ø�C�³�¬�Ç�½�ß�t�°�•�b�”�Í�­�¿�Ä�w�Ã�Ñ�¥�ç�Ä  �ž�«
�³�ã�ï�›
ƒ���`�‡�b�{

ip audit name �Í�­�¿�Ä�U�È�8�³�¬�Ç�½�ß�‡�h�x	Ø�C�³�¬�Ç�½�ß�t�°�•
�`�h	Ô�ù�t�î�æ�b�”�ž�«�³�ã�ï�›�¦���b�”�z�Ê
²
Ç�V��
�*�Ù�æ�³�”�›�^
R�`�‡�b�{

ip audit signature �³�¬�Ç�½�ß�›�Ã�Ÿ�·�”�Ò�ç�t�`�‡�b�{

show running-config ip audit interface ip audit interface �¯�Ú�ï�Å�w�¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï�›

¯�Ô�`�‡�b�{
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ip audit name
�Í�­�¿�Ä�U���[�A�ˆ�w�È�8�³�¬�Ç�½�ß�‡�h�x	Ø�C�³�¬�Ç�½�ß�t�°�•�b�”	Ô�ù�t�î�æ�b�”�ž�«�³�ã
�ï�›�Ý���b�”�z�Ê
²
Ç�V���*�Ù�æ�³�”�›�^
R�b�”�t�x�z�¬�é�”�Ì�ç  �¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï  �Þ�”
�Å�p  ip audit name �¯�Ú�ï�Å�›�–�;�`�‡�b�{ �³�¬�Ç�½�ß�x�z �7�Œ�w�È�8�Í�»�”�ï�t�°�•�b�”�ž�«�Â�Ÿ
�Ï�Â�Ÿ�p�b�{�h�q�Q�y�z DoS �È�8�¢�±�”�Ï�µ�‹
ˆ�È�8�£�t�°�•�b�”�³�¬�Ç�½�ß�U�K�“�‡�b�{�Ù�æ
�³�”�›�_	†�b�”�t�x�z�\�w�¯�Ú�ï�Å�w  no ���Ü�›�–�;�`�‡�b�{

ip audit name name { info | attack} [ action [alarm] [drop] [reset]]

no ip audit name name { info | attack} [ action [alarm] [drop] [reset]]

�³�ï�»�¿�«�µ�w
†�Ì

�Ã�Ñ�¥�ç�Ä ip audit attack �¯�Ú�ï�Å�q  ip audit info  �¯�Ú�ï�Å�›�–�;�`�o�Ã�Ñ�¥�ç�Ä  �ž�«�³�ã�ï�›�!�Ë�`�o�M�s
�Z�•�y�z�È�8�³�¬�Ç�½�ß�q	Ø�C�³�¬�Ç�½�ß�t�0�b�”�Ã�Ñ�¥�ç�Ä  �ž�«�³�ã�ï�x�z�ž�å�”�Ü�w
\
R�t
�s�l�o�M�‡�b�{

�¯�Ú�ï�Å  �Þ�”�Å �Í�w
¯�x�z�\�w�¯�Ú�ï�Å�›�Ö�—�p�V�”�Þ�”�Å�›�Ô�`�o�M�‡�b�{

�¯�Ú�ï�Å�d�º

action �¢�¦�Ó�³�ã�ï�£�°�È�w�ž�«�³�ã�ï�›���[�b�”�\�q�›�¦���`�‡�b�{�\�w�©�”�ë�”
�Å�w�™�t�?�‹�ž�«�³�ã�ï�›�¦���`�s�M	Ô�ù�z�·�©�á�æ�Â�Ÿ  �ž�Ó�å� �ž�ï�µ�x
�ž�«�³�ã�ï�›�î�æ�`�‡�d�œ�{ action �©�”�ë�”�Å�›�Ö�—�`�s�M	Ô�ù�z�·�©�á�æ
�Â�Ÿ  �ž�Ó�å� �ž�ï�µ�x�z ip audit attack �¯�Ú�ï�Å�q  ip audit info  �¯�Ú�ï�Å�p
ƒ
���^�•�h�Ã�Ñ�¥�ç�Ä  �ž�«�³�ã�ï�›�–�;�`�‡�b�{

alarm �¢�¦�Ó�³�ã�ï�£ �Í�­�¿�Ä�U�³�¬�Ç�½�ß�t�°�•�`�h�\�q�›�Ô�b�³�µ�Â�Ü  �Ý�¿�·�”
�´�›
\
R�`�‡�b�{

attack �È�8�³�¬�Ç�½�ß�w���*�Ù�æ�³�”�›�^
R�`�‡�b�{�Í�­�¿�Ä�x�z DoS �È�8�•
Æ
Y
�s  FTP �¯�Ú�ï�Å�s�r�z�É�¿�Ä�ë�”�«�t�0�b�”�È�8�w�°
æ�p�K�”�D�ó
Q�U�K�“
�‡�b�{

drop �¢�¦�Ó�³�ã�ï�£�Í�­�¿�Ä�›�Å�é�¿�Ó�`�‡�b�{

info 	Ø�C�³�¬�Ç�½�ß�w���*�Ù�æ�³�”�›�^
R�`�‡�b�{�Í�­�¿�Ä�x�z�q�O�w�q�\�–�z
�É�¿�Ä�ë�”�«�›�È�8�b�”�\�q�x�K�“�‡�d�œ�U�z�Ù�”�Ä  �µ�Ÿ�”�Ó�s�r�z	Ø�C	)
	B�ž�«�Â�Ÿ�Ï�Â�Ÿ�w�°
æ�p�K�”�D�ó
Q�U�K�“�‡�b�{

name �Ù�æ�³�”�w�Ê
²�›
ƒ���`�‡�b�{

reset �¢�¦�Ó�³�ã�ï�£�Í�­�¿�Ä�›�Å�é�¿�Ó�`�z
€���›���a�‡�b�{

�¯�Ú�ï�Å  �Þ�”�Å

�Ñ�•� �ž�¢�¥�”�ç  �Þ�”�Å �·�©�á�æ�Â�Ÿ  �¯�ï�Â�©�µ�Ä

�ç�”�Â�¿�Å �•�a �³�ï�¬�ç

�Ú�ç�½

�¯�ï�Â�©�µ�Ä �³�µ�Â�Ü

�¬�é�”�Ì�ç  �¯�ï�Ñ�Ÿ�ª�á�è�”
�³�ã�ï

• • • • —

�æ�æ�”�µ �!�Ë�º�0

�7�� �\�w�¯�Ú�ï�Å�x�7���w�‹�w�p�b�{
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�–�;	Í�w�̈ � �Å�å� �ï �Ù�æ�³�”�›�&�;�b�”�t�x�z ip audit interface �¯�Ú�ï�Å�›�–�;�`�o� �ï�»�”�Ñ�£� �µ�t�Ù�æ�³�”�›�Â
�“�p�o�‡�b�{�¤� �ï�»�”�Ñ�£� �µ�t  info �Ù�æ�³�”�q  attack �Ù�æ�³�”�›�Â�“�p�o�”�\�q�U�p�V�‡�b�{

�³�¬�Ç�½�ß�w�æ�µ�Ä�t�m�M�o�x�z ip audit signature �¯�Ú�ï�Å�›�€	°�`�o�X�i�^�M�{

�Ä�å�Ñ�Ÿ�¿�«�U�³�¬�Ç�½�ß�t�°�•�b�”	Ô�ù�z�f�w�Ä�å�Ñ�Ÿ�¿�«�t�0�`�o�ž�«�³�ã�ï�›�î�æ�b�”�q�V
�x�z shun �¯�Ú�ï�Å�›�–�;�`�o�z�È�8�×�µ�Ä�T�’�w	ý�`�M
€���›�w�­�`�z�7���w
€���T�’�w�Í�­�¿�Ä
�›�‹
q�`�‡�b�{

�« �Í�w�«�p�x�z�È�8�³�¬�Ç�½�ß�q	Ø�C�³�¬�Ç�½�ß�t�0�`�o�ž�å�”�Ü�›
\
R�b�”�‘�O�t�z�º
æ� �ï�»�”
�Ñ�£� �µ�w���*�Ù�æ�³�”�›
ƒ���`�‡�b�{�°�M�z�Ž
æ� �ï�»�”�Ñ�£� �µ�w�Ù�æ�³�”�p�x�z�È�8�w
€��
�›�æ�·�¿�Ä�`�‡�b�{

hostname(config)# ip audit name insidepolicy1 attack action alarm
hostname(config)# ip audit name insidepolicy2 info action alarm
hostname(config)# ip audit name outsidepolicy1 attack action reset
hostname(config)# ip audit name outsidepolicy2 info action alarm
hostname(config)# ip audit interface inside insidepolicy1
hostname(config)# ip audit interface inside insidepolicy2
hostname(config)# ip audit interface outside outsidepolicy1
hostname(config)# ip audit interface outside outsidepolicy2

���È�¯�Ú�ï�Å �¯�Ú�ï�Å 
†�Ì

ip audit attack �È�8�³�¬�Ç�½�ß�t�°�•�b�”�Í�­�¿�Ä�w�Ã�Ñ�¥�ç�Ä  �ž�«�³�ã�ï�›
ƒ���`
�‡�b�{

ip audit info 	Ø�C�³�¬�Ç�½�ß�t�°�•�b�”�Í�­�¿�Ä�w�Ã�Ñ�¥�ç�Ä  �ž�«�³�ã�ï�›
ƒ���`
�‡�b�{

ip audit interface � �ï�»�”�Ñ�£� �µ�t���*�Ù�æ�³�”�›�Â�“�p�o�‡�b�{

ip audit signature �³�¬�Ç�½�ß�›�Ã�Ÿ�·�”�Ò�ç�t�`�‡�b�{

shun �›���w
ù	ô�i�ž�Å�è�µ�q�|
Œ�ž�Å�è�µ�U�¦���^�•�h�Í�­�¿�Ä�›�Ò�é�¿
�«�`�‡�b�{
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ip audit signature
���*�Ù�æ�³�”�w�³�¬�Ç�½�ß�›�Ã�Ÿ�·�”�Ò�ç�t�b�”�t�x�z�¬�é�”�Ì�ç  �¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï  �Þ�”
�Å�p  ip audit signature �¯�Ú�ï�Å�›�–�;�`�‡�b�{�³�¬�Ç�½�ß�›�6�S� �É�”�Ò�ç�t�b�”�t�x�z�\�w�¯�Ú
�ï�Å�w  no ���Ü�›�–�;�`�‡�b�{
Y�p�s�Ä�å�Ñ�Ÿ�¿�«�U�³�¬�Ç�½�ß�t�'���$�t�°�•�b�”	Ô�ù�z�³�¬�Ç
�½�ß�›�Ã�Ÿ�·�”�Ò�ç�t�b�”�æ�µ�«�U�K�l�o�‹��
:�w�ž�å�”�Ü�›�s
†�b�”�\�q�›�ß�Q�o�M�”�q�V�x�z
�Ã�Ÿ�·�”�Ò�ç�t�`�o�‹�T�‡�M�‡�d�œ�{

ip audit signature signature_number disable

no ip audit signature signature_number

�³�ï�»�¿�«�µ�w
†�Ì

�Ã�Ñ�¥�ç�Ä �Ã�Ñ�¥�ç�Ä�w�ˆ�^�•�‹�x�K�“�‡�d�œ�{

�¯�Ú�ï�Å  �Þ�”�Å �Í�w
¯�x�z�\�w�¯�Ú�ï�Å�›�Ö�—�p�V�”�Þ�”�Å�›�Ô�`�o�M�‡�b�{

�¯�Ú�ï�Å�d�º

�–�;	Í�w�̈ � �Å�å� �ï 
¯ 16-1 �t�z�±�Ù�”�Ä�^�•�o�M�”�³�¬�Ç�½�ß�q�³�µ�Â�Ü  �Ý�¿�·�”�´
j�ø�›�Ô�`�‡�b�{

signature_number �Ã�Ÿ�·�”�Ò�ç�t�b�”�³�¬�Ç�½�ß�w
j�ø�›�¦���`�‡�b�{�±�Ù�”�Ä�^�•�o�M�”
�³�¬�Ç�½�ß�w�æ�µ�Ä�t�m�M�o�x�z 
¯ 16-1 �›�€	°�`�o�X�i�^�M�{

disable �³�¬�Ç�½�ß�›�Ã�Ÿ�·�”�Ò�ç�t�`�‡�b�{

�¯�Ú�ï�Å  �Þ�”�Å

�Ñ�•� �ž�¢�¥�”�ç  �Þ�”�Å �·�©�á�æ�Â�Ÿ  �¯�ï�Â�©�µ�Ä

�ç�”�Â�¿�Å �•�a �³�ï�¬�ç

�Ú�ç�½

�¯�ï�Â�©�µ�Ä �³�µ�Â�Ü

�¬�é�”�Ì�ç  �¯�ï�Ñ�Ÿ�ª�á�è�”
�³�ã�ï

• • • • —

�æ�æ�”�µ �!�Ë�º�0

�7�� �\�w�¯�Ú�ï�Å�x�7���w�‹�w�p�b�{


¯ 16-1 �³�¬�Ç�½�ß  ID �q�³�µ�Â�Ü  �Ý�¿�·�”�´
j�ø

�³�¬�Ç�½�ß
ID

�Ý�¿�·�”�´

j�ø �³�¬�Ç�½�ß  �»� �Ä�ç

�³�¬�Ç�½�ß
�»� �Ó 
†�Ì

1000 400000 IP �¦�Ó�³�ã�ï�•
Æ�‘�¦�Ó�³�ã�ï
�æ�µ�Ä

	Ø�C 	!	ô�`�h  IP �Ã�”�»�¬�å�Ü�w  IP �Ã�”�»�¬�å�Ü  �Ô�¿
�¼�”�t�K�”  IP �¦�Ó�³�ã�ï�w�æ�µ�Ä�U
Æ�ì
¶�s	Ô�ù
�•�!���^�•�o�M�”	Ô�ù�t�Ä�æ�¨�”�^�•�‡�b�{ IP �¦
�Ó�³�ã�ï�w�æ�µ�Ä�t�x�z 	��‘�w�É�¿�Ä�ë�”�«���g�»
�µ�«�•�Ã�Ì�¿�¬  �»�µ�«�›�î�æ�b�”�¦�Ó�³�ã�ï�U  1
�m�Ž	Í���‡�•�o�M�‡�b�{

1001 400001 IP � ¦ �Ó�³�ã� ï� •�G�å� Í � ­ �¿�Ä
�ç�”�Ä

	Ø�C 	!	ô�`�h  IP �Ã�”�»�¬�å�Ü�w  IP �¦�Ó�³�ã�ï  �æ�µ�Ä
�t�¦�Ó�³�ã�ï  7�¢�G�å�Í�­�¿�Ä  �ç�”�Ä�£�U���‡�•�o
�M�”	Ô�ù�t�Ä�æ�¨�”�^�•�‡�b�{

1002 400002 IP �¦�Ó�³�ã�ï�•�»� �Ü�µ�»�ï�Ó 	Ø�C 	!	ô�`�h  IP �Ã�”�»�¬�å�Ü�w  IP �¦�Ó�³�ã�ï  �æ�µ�Ä
�t�¦�Ó�³�ã�ï  4�¢�»� �Ü�µ�»�ï�Ó�£�U���‡�•�o�M�”
	Ô�ù�t�Ä�æ�¨�”�^�•�‡�b�{
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1003 400003 IP �¦�Ó�³�ã�ï�•�·�©�á�æ�Â�Ÿ 	Ø�C 	!	ô�`�h  IP �Ã�”�»�¬�å�Ü�w  IP �¦�Ó�³�ã�ï  �æ�µ�Ä
�t�¦�Ó�³�ã�ï  2�¢�·�©�á�æ�Â�Ÿ  �¦�Ó�³�ã�ï�£�U���‡
�•�o�M�”	Ô�ù�t�Ä�æ�¨�”�^�•�‡�b�{

1004 400004 IP �¦�Ó�³�ã�ï�•
C	ô�i�ç�”�Ä�w
���æ

	Ø�C 	!	ô�`�h  IP �Ã�”�»�¬�å�Ü�w  IP �¦�Ó�³�ã�ï  �æ�µ�Ä
�t�¦�Ó�³�ã�ï  3�¢
C	ô�i�ç�”�Ä�w���æ�£�U���‡�•�o
�M�”	Ô�ù�t�Ä�æ�¨�”�^�•�‡�b�{

1005 400005 IP �¦�Ó�³�ã�ï�• SATNET ID 	Ø�C 	!	ô�`�h  IP �Ã�”�»�¬�å�Ü�w  IP �¦�Ó�³�ã�ï  �æ�µ�Ä
�t�¦�Ó�³�ã�ï  8�¢ SATNET �µ�Ä�æ�”�Ü  ID�£�U���‡
�•�o�M�”	Ô�ù�t�Ä�æ�¨�”�^�•�‡�b�{

1006 400006 IP �¦�Ó�³�ã�ï�•�ì
¶
C	ô�i�ç�”
�Ä

	Ø�C 	!	ô�`�h  IP �Ã�”�»�¬�å�Ü�w  IP �¦�Ó�³�ã�ï  �æ�µ�Ä
�t�¦�Ó�³�ã�ï  2�¢�ì
¶
C	ô�ç�”�Â�Ÿ�ï�¬�£�U���‡�•
�o�M�”	Ô�ù�t�Ä�æ�¨�”�^�•�‡�b�{

1100 400007 IP �Ñ�å�¬�Ý�ï�Ä�È�8 �È�8 	!	ô�`�h  IP �Ã�”�»�¬�å�Ü�w�¦�Ñ�·�¿�Ä  �Ñ�Ÿ�”�ç�Å
�t���‡�•�o�M�”�¦�Ñ�·�¿�Ä�‹�U  0 �‘�“�G�V�X  5 �‘
�“	–�^�M	Ô�ù�t�Ä�æ�¨�”�^�•�‡�b�{

1102 400008 IP 
Æ�D�ó�Í�­�¿�Ä �È�8 �x�£�`�h  IP �Í�­�¿�Ä�w
ù	ô�i�ž�Å�è�µ�q�|
Œ�ž�Å
�è�µ�U�°�•�`�o�M�”	Ô�ù�t�Ä�æ�¨�”�^�•�‡�b�{ �\�w
�³�¬�Ç�½�ß�x�z�M�˜�•�”  Land �È�8�›�1�
�`�‡�b�{

1103 400009 IP �Ñ�å�¬�Ý�ï�Ä	O
ó
�¢ Teardrop�£

�È�8 �‰�a  IP �Ã�”�»�¬�å�Ü�t���‡�•�o�M�”  2 �m�w�Ñ�å�¬
�Ý�ï�Ä�U�z �Ã�”�»�¬�å�Ü�º�p�†�Ñ�å�¬�Ý�ï�Ä�U�•�”
�>�Š�›�ž���`�o�M�”�\�q�›�Ô�b�¦�Ñ�·�¿�Ä�›�Ë�l
�o�M�”	Ô�ù�t�Ä�æ�¨�”�^�•�‡�b�{�\�•�x�z�Ñ�å�¬�Ý
�ï�Ä  A �U�Ñ�å�¬�Ý�ï�Ä  B �t�‘�l�o�ì
¶�t	Í	{�V�^
�•�”�\�q�z�‡�h�x�Ñ�å�¬�Ý�ï�Ä  A �U�Ñ�å�¬�Ý�ï�Ä
B �t�‘�l�o
æ
ü�$�t	Í	{�V�^�•�”�\�q�›�™�¯�b�”
	Ô�ù�U�K�“�‡�b�{�°
æ�w�¦�Ö�è�”�Â�Ÿ�ï�¬  �³�µ�Â
�Ü�x�z �\�w�‘�O�t	O
ó�b�”�Ñ�å�¬�Ý�ï�Ä�›
Y�`�X	r
�g�`�s�M�h�Š�z	O
ó�Ñ�å�¬�Ý�ï�Ä�›	!	ô�`�h�q�V
�t�z�«�Ž�›�d�[�h�“�z
Æ�&
~�t�ˆ�^�`�h�“�b�”	Ô�ù
�U�K�“�‡�b�{�\�w�‘�O�t�`�o�z Teardrop �È�8�T�’
DoS �U�¾�V�I�\�^�•�‡�b�{

2000 400010 ICMP �¤�¯�”� �t 	Ø�C 	!	ô�`�h  IP �Ã�”�»�¬�å�Ü�w  IP �Ô�¿�¼�”�w�Ó�é�Ä�¯
�ç  �Ñ�Ÿ�”�ç�Å�U  1�¢ ICMP�£�t
ƒ���^�•�z ICMP �Ô�¿
�¼�”�w�»� �Ó  �Ñ�Ÿ�”�ç�Å�U  0�¢�¤�¯�”� �t�£�t
ƒ��
�^�•�o�M�”	Ô�ù�t�Ä�æ�¨�”�^�•�‡�b�{

2001 400011 ICMP �×�µ�Ä�x�a
Æ�ó 	Ø�C 	!	ô�`�h  IP �Ã�”�»�¬�å�Ü�w  IP �Ô�¿�¼�”�w�Ó�é�Ä�¯
�ç  �Ñ�Ÿ�”�ç�Å�U  1�¢ ICMP�£�t
ƒ���^�•�z ICMP �Ô�¿
�¼�”�w�»� �Ó  �Ñ�Ÿ�”�ç�Å�U  3�¢�×�µ�Ä�x�a
Æ�ó�£�t

ƒ���^�•�o�M�”	Ô�ù�t�Ä�æ�¨�”�^�•�‡�b�{

2002 400012 ICMP Source Quench 	Ø�C 	!	ô�`�h  IP �Ã�”�»�¬�å�Ü�w  IP �Ô�¿�¼�”�w�Ó�é�Ä�¯
�ç  �Ñ�Ÿ�”�ç�Å�U  1�¢ ICMP�£�t
ƒ���^�•�z ICMP �Ô�¿
�¼�”�w�»� �Ó  �Ñ�Ÿ�”�ç�Å�U  4�¢ Source Quench�£�t

ƒ���^�•�o�M�”	Ô�ù�t�Ä�æ�¨�”�^�•�‡�b�{


¯ 16-1 �³�¬�Ç�½�ß  ID �q�³�µ�Â�Ü  �Ý�¿�·�”�´
j�ø�¢���V�£

�³�¬�Ç�½�ß
ID

�Ý�¿�·�”�´

j�ø �³�¬�Ç�½�ß  �»� �Ä�ç

�³�¬�Ç�½�ß
�»� �Ó 
†�Ì
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2003 400013 ICMP �æ�¼� �è�«�Ä 	Ø�C 	!	ô�`�h  IP �Ã�”�»�¬�å�Ü�w  IP �Ô�¿�¼�”�w�Ó�é�Ä�¯
�ç  �Ñ�Ÿ�”�ç�Å�U  1�¢ ICMP�£�t
ƒ���^�•�z ICMP �Ô�¿
�¼�”�w�»� �Ó  �Ñ�Ÿ�”�ç�Å�U  5�¢�æ�¼� �è�«�Ä�£�t
ƒ
���^�•�o�M�”	Ô�ù�t�Ä�æ�¨�”�^�•�‡�b�{

2004 400014 ICMP �¤�¯�”�A�{ 	Ø�C 	!	ô�`�h  IP �Ã�”�»�¬�å�Ü�w  IP �Ô�¿�¼�”�w�Ó�é�Ä�¯
�ç  �Ñ�Ÿ�”�ç�Å�U  1�¢ ICMP�£�t
ƒ���^�•�z ICMP �Ô�¿
�¼�”�w�»� �Ó  �Ñ�Ÿ�”�ç�Å�U  8�¢�¤�¯�”�A�{�£�t
ƒ��
�^�•�o�M�”	Ô�ù�t�Ä�æ�¨�”�^�•�‡�b�{

2005 400015 �Ã�”�»�¬�å�Ü�w  ICMP �»� �Ü�Ò
�a

	Ø�C 	!	ô�`�h  IP �Ã�”�»�¬�å�Ü�w  IP �Ô�¿�¼�”�w�Ó�é�Ä�¯
�ç  �Ñ�Ÿ�”�ç�Å�U  1�¢ ICMP�£�t
ƒ���^�•�z ICMP �Ô�¿
�¼�”�w�»� �Ó  �Ñ�Ÿ�”�ç�Å�U  11�¢�Ã�”�»�¬�å�Ü�w�»
� �Ü�Ò�a�£ �t
ƒ���^�•�o�M�”	Ô�ù�t�Ä�æ�¨�”�^�•�‡
�b�{

2006 400016 �Ã�” �»�¬�å�Ü	 Í �w  ICMP � Í �å
�Ý�”�»�ð�J

	Ø�C 	!	ô�`�h  IP �Ã�”�»�¬�å�Ü�w  IP �Ô�¿�¼�”�w�Ó�é�Ä�¯
�ç  �Ñ�Ÿ�”�ç�Å�U  1�¢ ICMP�£�t
ƒ���^�•�z ICMP �Ô�¿
�¼�”�w�»� �Ó  �Ñ�Ÿ�”�ç�Å�U  12�¢�Ã�”�»�¬�å�Ü	Í�w
�Í�å�Ý�”�»�ð�J�£ �t
ƒ���^�•�o�M�”	Ô�ù�t�Ä�æ�¨�”
�^�•�‡�b�{

2007 400017 ICMP �»� �Ü�µ�»�ï�Ó�A�{ 	Ø�C 	!	ô�`�h  IP �Ã�”�»�¬�å�Ü�w  IP �Ô�¿�¼�”�w�Ó�é�Ä�¯
�ç  �Ñ�Ÿ�”�ç�Å�U  1�¢ ICMP�£�t
ƒ���^�•�z ICMP �Ô�¿
�¼�”�w�»� �Ó  �Ñ�Ÿ�”�ç�Å�U  13�¢�»� �Ü�µ�»�ï�Ó�A
�{�£�t
ƒ���^�•�o�M�”	Ô�ù�t�Ä�æ�¨�”�^�•�‡�b�{

2008 400018 ICMP �»� �Ü�µ�»�ï�Ó� �t 	Ø�C 	!	ô�`�h  IP �Ã�”�»�¬�å�Ü�w  IP �Ô�¿�¼�”�w�Ó�é�Ä�¯
�ç  �Ñ�Ÿ�”�ç�Å�U  1�¢ ICMP�£�t
ƒ���^�•�z ICMP �Ô�¿
�¼�”�w�»� �Ó  �Ñ�Ÿ�”�ç�Å�U  14�¢�»� �Ü�µ�»�ï�Ó� 
�t�£�t
ƒ���^�•�o�M�”	Ô�ù�t�Ä�æ�¨�”�^�•�‡�b�{

2009 400019 ICMP 	Ø�C�A�{ 	Ø�C 	!	ô�`�h  IP �Ã�”�»�¬�å�Ü�w  IP �Ô�¿�¼�”�w�Ó�é�Ä�¯
�ç  �Ñ�Ÿ�”�ç�Å�U  1�¢ ICMP�£�t
ƒ���^�•�z ICMP �Ô�¿
�¼�”�w�»� �Ó  �Ñ�Ÿ�”�ç�Å�U  15�¢	Ø�C�A�{�£�t
ƒ��
�^�•�o�M�”	Ô�ù�t�Ä�æ�¨�”�^�•�‡�b�{

2010 400020 ICMP 	Ø�C� �t 	Ø�C 	!	ô�`�h  IP �Ã�”�»�¬�å�Ü�w  IP �Ô�¿�¼�”�w�Ó�é�Ä�¯
�ç  �Ñ�Ÿ�”�ç�Å�U  1�¢ ICMP�£�t
ƒ���^�•�z ICMP �Ô�¿
�¼�”�w�»� �Ó  �Ñ�Ÿ�”�ç�Å�U  16�¢ ICMP 	Ø�C� �t�£ �t

ƒ���^�•�o�M�”	Ô�ù�t�Ä�æ�¨�”�^�•�‡�b�{

2011 400021 ICMP �ž�Å�è�µ  �Ú�µ�«�A�{ 	Ø�C 	!	ô�`�h  IP �Ã�”�»�¬�å�Ü�w  IP �Ô�¿�¼�”�w�Ó�é�Ä�¯
�ç  �Ñ�Ÿ�”�ç�Å�U  1�¢ ICMP�£�t
ƒ���^�•�z ICMP �Ô�¿
�¼�”�w�»� �Ó  �Ñ�Ÿ�”�ç�Å�U  17�¢�ž�Å�è�µ  �Ú�µ�«�A
�{�£�t
ƒ���^�•�o�M�”	Ô�ù�t�Ä�æ�¨�”�^�•�‡�b�{

2012 400022 ICMP �ž�Å�è�µ  �Ú�µ�«� �t 	Ø�C 	!	ô�`�h  IP �Ã�”�»�¬�å�Ü�w  IP �Ô�¿�¼�”�w�Ó�é�Ä�¯
�ç  �Ñ�Ÿ�”�ç�Å�U  1�¢ ICMP�£�t
ƒ���^�•�z ICMP �Ô�¿
�¼�”�w�»� �Ó  �Ñ�Ÿ�”�ç�Å�U  18�¢�ž�Å�è�µ  �Ú�µ�«� 
�t�£�t
ƒ���^�•�o�M�”	Ô�ù�t�Ä�æ�¨�”�^�•�‡�b�{


¯ 16-1 �³�¬�Ç�½�ß  ID �q�³�µ�Â�Ü  �Ý�¿�·�”�´
j�ø�¢���V�£

�³�¬�Ç�½�ß
ID

�Ý�¿�·�”�´

j�ø �³�¬�Ç�½�ß  �»� �Ä�ç

�³�¬�Ç�½�ß
�»� �Ó 
†�Ì
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2150 400023 �Ñ�å�¬�Ý�ï�Ä�=�^�•�h  ICMP �Ä
�å�Ñ�Ÿ�¿�«

�È�8 	!	ô�`�h  IP �Ã�”�»�¬�å�Ü�w  IP �Ô�¿�¼�”�w�Ó�é�Ä�¯
�ç  �Ñ�Ÿ�”�ç�Å�U  1�¢ ICMP�£�t
ƒ���^�•�o�M�”�„�T�z
�f�•�Ž�Ž�t�‹  1�¢ ICMP�£�t
ƒ���^�•�h�Ñ�å�¬�Ý�ï
�Ä �Ñ�å�¬�U�K�”�T�z�‡�h�x�¦�Ñ�·�¿�Ä  �Ñ�Ÿ�”�ç�Å
�t�¦�Ñ�·�¿�Ä�U���‡�•�o�M�”	Ô�ù�t�Ä�æ�¨�”�^�•
�‡�b�{

2151 400024 �G�V�M ICMP �Ä�å�Ñ�Ÿ�¿�« �È�8 	!	ô�`�h  IP �Ã�”�»�¬�å�Ü�w  IP �Ô�¿�¼�”�w�Ó�é�Ä�¯
�ç  �Ñ�Ÿ�”�ç�Å�U  1�¢ ICMP�£�t
ƒ���^�•�z IP �w�Õ�^
�U 1024 �‘�“�G�V�M	Ô�ù�t�Ä�æ�¨�”�^�•�‡�b�{

2154 400025 Ping of Death �È�8 �È�8 	!	ô�`�h  IP �Ã�”�»�¬�å�Ü�w  IP �Ô�¿�¼�”�w�Ó�é�Ä�¯
�ç  �Ñ�Ÿ�”�ç�Å�U  1�¢ ICMP�£�t
ƒ���^�•�z Last Fragment
�Ï�¿�Ä�U
ƒ���^�•�z �¢ IP �¦�Ñ�·�¿�Ä  * 8�£+�¢ IP �Ã�”
�»�Õ�£ > 65,535 �w�Ü�U
R�“�q�m	Ô�ù�t�Ä�æ�¨�”�^�•
�‡�b�{�\�w�Ü�x�z IP �¦�Ñ�·�¿�Ä�¢�i�w�Í�­�¿�Ä�t
�S�Z�”�\�w�Ñ�å�¬�Ý�ï�Ä�w�‰�•�•�”�p�z 8 �Ì� �Ä�o
�•�£�q�’�“�w�Í�­�¿�Ä�w�ù�-�U  IP �Í�­�¿�Ä�w�7�G
�±� �¶�›�Ò�Q�o�M�”�\�q�›�™�¯�`�‡�b�{

3040 400026 TCP NULL �Ñ�å�¬ �È�8 SYN�zFIN�zACK�z�‡�h�x  RST �Ñ�å�¬�U�M�c�•�‹
ƒ
���^�•�o�M�s�M�o�°�w  TCP �Í�­�¿�Ä�U�z�›���w�×
�µ�Ä�t
ù	ô�^�•�h	Ô�ù�t�Ä�æ�¨�”�^�•�‡�b�{

3041 400027 TCP SYN+FIN �Ñ�å�¬ �È�8 SYN �S�‘�|  FIN �Ñ�å�¬�U
ƒ���^�•�o�M�”�o�°�w
TCP �Í�­�¿�Ä�U�z �›���w�×�µ�Ä�t
ù	ô�^�•�h	Ô�ù�t
�Ä�æ�¨�”�^�•�‡�b�{

3042 400028 TCP FIN �w�ˆ�w�Ñ�å�¬ �È�8 �o�°�w
��i
Æ�Ì  TCP FIN �Í�­�¿�Ä�U�z�›���w�×�µ
�Ä	Í�w�›�V�Ù�”�Ä �¢�Ù�”�Ä
j�ø�x  1024 �‘�“	–�^�M�£
�t
ù	ô�^�•�h	Ô�ù�t�Ä�æ�¨�”�^�•�‡�b�{

3153 400029 FTP �t�¡�l�h�ž�Å�è�µ�›�¦�� 	Ø�C �Ù�”�Ä  �¯�Ú�ï�Å�U�z�A�{�i�×�µ�Ä�q�x�Ÿ�s�”�ž�Å
�è�µ�›�–�;�`�o
C�æ�^�•�h	Ô�ù�t�Ä�æ�¨�”�^�•�‡
�b�{

3154 400030 FTP �t�¡�l�h�Ù�”�Ä�›�¦�� 	Ø�C �Ù�”�Ä  �¯�Ú�ï�Å�U�z 1024 �°�¬�‡�h�x  65535 �›�Ò�Q
�”�Ã�”�»  �Ù�”�Ä�›�¦���`�o
C�æ�^�•�h	Ô�ù�t�Ä�æ
�¨�”�^�•�‡�b�{

4050 400031 UDP Bomb �È�8 �È�8 �¦���^�•�h  UDP �w�Õ�^�U�z �¦���^�•�h  IP �w�Õ�^�‘
�“	–�^�M	Ô�ù�t�Ä�æ�¨�”�^�•�‡�b�{ �\�w�!���Í�­�¿
�Ä �»� �Ó�x�z DoS �È�8�t���È
Ç�Z�’�•�o�M�‡�b�{

4051 400032 UDP Snork �È�8 �È�8 �U	Z�^�•�h  UDP �Í�­�¿�Ä�w
ù	ô�i�Ù�”�Ä�U  135�z7�z
�‡�h�x  19 �w�M�c�•�T�p�z�|
Œ�Ù�”�Ä�U  135 �w	Ô�ù
�t�Ä�æ�¨�”�^�•�‡�b�{

4052 400033 UDP Chargen DoS �È�8 �È�8 �\�w�³�¬�Ç�½�ß�U�Ä�æ�¨�”�^�•�”�w�x�z �U	Z�^�•�h
UDP �Í�­�¿�Ä�w
ù	ô�i�Ù�”�Ä�U  7 �p�z�|
Œ�Ù�”�Ä
�U 19 �w	Ô�ù�p�b�{

6050 400034 DNS HINFO �A�{ 	Ø�C DNS �±�”�Ì�w  HINFO �è�¯�”�Å�t�ž�«�·�µ�b�”�È�8
�U
C
\�`�h	Ô�ù�t�Ä�æ�¨�”�^�•�‡�b�{

6051 400035 DNS �º�”�ï�8
ù 	Ø�C �è	×�w  DNS �º�”�ï�8
ù�¢
ù	ô�i�Ù�”�Ä�x  53�£�U
C

\�`�h	Ô�ù�t�Ä�æ�¨�”�^�•�‡�b�{
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�« �Í�w�«�p�x�z�³�¬�Ç�½�ß  6100 �›�Ã�Ÿ�·�”�Ò�ç�t�`�‡�b�{

hostname(config)# ip audit signature 6100 disable

6052 400036 �Ë�   �Ù�”�Ä�T�’�w  DNS �º�”�ï
�8
ù

	Ø�C 
Æ
Y�s DNS �º�”�ï�8
ù�¢
ù	ô�i�Ù�”�Ä�x  53 �Ž�Ž�£
�U
C
\�`�h	Ô�ù�t�Ä�æ�¨�”�^�•�‡�b�{

6053 400037 �b�‚�o�w�G�å�w  DNS �A�{ �È�8 �b�‚�o�w�G�å�w  DNS �A�{�›	!	ô�`�h	Ô�ù�t�Ä�æ
�¨�”�^�•�‡�b�{

6100 400038 RPC �Ù�”�Ä�J�å 	Ø�C �»�”�®�¿�Ä  �×�µ�Ä�t�0�`�o	ý�`�M  RPC �±�”�Ï�µ�›
�J�å�b�”�È�8�U
C
\�`�h	Ô�ù�t�Ä�æ�¨�”�^�•�‡�b�{

6101 400039 RPC �Ù�”�Ä
‡�J�å 	Ø�C �»�”�®�¿�Ä  �×�µ�Ä�t�0�`�o�7���w  RPC �±�”�Ï�µ�›
�J�å�r	†�b�”�È�8�U
C
\�`�h	Ô�ù�t�Ä�æ�¨�”�^�•
�‡�b�{

6102 400040 RPC Dump 	Ø�C �»�”�®�¿�Ä  �×�µ�Ä�t  RPC �¼�ï�Ó�A�{�U
C�æ�^�•�h
	Ô�ù�t�Ä�æ�¨�”�^�•�‡�b�{

6103 400041 �Ó�é�©�³�w  RPC �A�{ �È�8 �»�”�®�¿�Ä  �×�µ�Ä�w�Ù�”�Ä�Ú�¿�Í�”�t�Ó�é�©�³�w
RPC �A�{�U
ù	ô�^�•�h	Ô�ù�t�Ä�æ�¨�”�^�•�‡�b�{

6150 400042 ypserv�¢ YP �±�” � Ì  �Ã�” �Þ � ï�£
Portmap �A�{

	Ø�C YP �±�”�Ì  �Ã�”�Þ�ï�¢ ypserv�£�Ù�”�Ä�w�Ù�”�Ä�Ú�¿
�Í�”�t�A�{�U
ù	ô�^�•�h	Ô�ù�t�Ä�æ�¨�”�^�•�‡�b�{

6151 400043 ypbind�¢ YP �Ì� �ï�Å  �Ã�”�Þ�ï�£
Portmap �A�{

	Ø�C YP �Ì� �ï�Å  �Ã�”�Þ�ï �¢ ypbind�£�Ù�”�Ä�w�Ù�”�Ä�Ú�¿
�Í�”�t�A�{�U
ù	ô�^�•�h	Ô�ù�t�Ä�æ�¨�”�^�•�‡�b�{

6152 400044 yppasswdd�¢ YP �Í�µ�ë�”�Å  �Ã�”
�Þ�ï�£ Portmap �A�{

	Ø�C YP �Í�µ�ë�”�Å  �Ã�”�Þ�ï �¢ yppasswdd�£�Ù�”�Ä�w�Ù�”
�Ä�Ú�¿�Í�”�t�A�{�U
ù	ô�^�•�h	Ô�ù�t�Ä�æ�¨�”�^
�•�‡�b�{

6153 400045 ypupdated�¢ YP �ž�¿�Ó�Ã�”�Ä  
�Ã�”�Þ�ï�£ Portmap �A�{

�È�8 YP �ž�¿�Ó�Ã�”�Ä  �Ã�”�Þ�ï�¢ ypupdated�£�Ù�”�Ä�w
�Ù�”�Ä�Ú�¿�Í �”� t �A�{�U
ù	ô�^�• �h	Ô�ù�t �Ä�æ
�¨�”�^�•�‡�b�{

6154 400046 ypxfrd�¢ YP �8
ù�Ã�”�Þ�ï�£
Portmap �A�{

�È�8 YP �8
ù�Ã�”�Þ�ï �¢ ypxfrd�£�Ù�”�Ä�w�Ù�”�Ä�Ú�¿�Í�”
�t�A�{�U
ù	ô�^�•�h	Ô�ù�t�Ä�æ�¨�”�^�•�‡�b�{

6155 400047 mountd�¢�Ú�¢�ï�Ä  �Ã�”�Þ�ï�£
Portmap �A�{

	Ø�C �Ú�¢�ï�Ä  �Ã�”�Þ�ï�¢ mountd�£�Ù�”�Ä�w�Ù�”�Ä�Ú�¿
�Í�”�t�A�{�U
ù	ô�^�•�h	Ô�ù�t�Ä�æ�¨�”�^�•�‡�b�{

6175 400048 rexd�¢�æ�Þ�”�Ä�î�æ�Ã�”�Þ�ï�£
Portmap �A�{

	Ø�C �æ�Þ�”�Ä�î�æ�Ã�”�Þ�ï�¢ rexd�£�Ù�”�Ä�w�Ù�”�Ä�Ú�¿
�Í�”�t�A�{�U
ù	ô�^�•�h	Ô�ù�t�Ä�æ�¨�”�^�•�‡�b�{

6180 400049 rexd�¢�æ�Þ�”�Ä�î�æ�Ã�”�Þ�ï�£ �È
�8

	Ø�C rexd �Ó�é�¬�å�Ü�U�z�|	Z�^�•�h	Ô�ù�t�Ä�æ�¨�”�^
�•�‡�b�{�æ�Þ�”�Ä�î�æ�Ã�”�Þ�ï�x�z�æ�Þ�”�Ä  �Ó�é
�¬�å�Ü�w�î�æ�›�r�p�b�”�±�”�Ì�p�b�{�\�•�x�z�³�µ
�Â�Ü �æ�¹�”�µ�t
Æ
Y�ž�«�·�µ�b�”�È�8�w�¹�©�p�K
�”�D�ó
Q�U�K�“�‡�b�{

6190 400050 statd �Ì�¿�Ñ�•  �¦�”�Ì�”�Ñ�é�” �È�8 �G�F�Û�s  statd �A�{�U
ù	ô�^�•�h	Ô�ù�t�Ä�æ�¨�”�^
�•�‡�b�{�\�•�x�z�Ì�¿�Ñ�•�›�¦�”�Ì�”�Ñ�é�”�^�d�z
�³�µ�Â�Ü  �æ�¹�”�µ�t�ž�«�·�µ�b�”�È�8�p�K�”�D�ó

Q�U�K�“�‡�b�{
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���È�¯�Ú�ï�Å �¯�Ú�ï�Å 
†�Ì

ip audit attack �È�8�³�¬�Ç�½�ß�t�°�•�b�”�Í�­�¿�Ä�w�Ã�Ñ�¥�ç�Ä  �ž�«
�³�ã�ï�›
ƒ���`�‡�b�{

ip audit info 	Ø�C�³�¬�Ç�½�ß�t�°�•�b�”�Í�­�¿�Ä�w�Ã�Ñ�¥�ç�Ä  �ž�«
�³�ã�ï�›
ƒ���`�‡�b�{

ip audit interface � �ï�»�”�Ñ�£� �µ�t���*�Ù�æ�³�”�›�Â�“�p�o�‡�b�{

ip audit name �Í�­�¿�Ä�U�È�8�³�¬�Ç�½�ß�‡�h�x	Ø�C�³�¬�Ç�½�ß�t�°�•
�`�h	Ô�ù�t�î�æ�b�”�ž�«�³�ã�ï�›�¦���b�”�z�Ê
²
Ç�V��
�*�Ù�æ�³�”�›�^
R�`�‡�b�{

show running-config ip audit signature ip audit signature �¯�Ú�ï�Å�w�¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï�›

¯�Ô�`�‡�b�{
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ip-comp
LZS IP �y	V�›� �É�”�Ò�ç�t�b�”�t�x�z �¬�ç�”�Ó  �Ù�æ�³�”  �¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï  �Þ�”�Å�p  ip-comp
enable �¯�Ú�ï�Å�›�–�;�`�‡�b�{ IP �y	V�›�Ã�Ÿ�·�”�Ò�ç�t�b�”�t�x�z ip-comp disable �¯�Ú�ï�Å�›�–�;
�`�‡�b�{

ip-comp �ž�Ä�æ�Ï�á�”�Ä�›�î�æ�¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï�T�’�_	†�b�”�t�x�z �\�w�¯�Ú�ï�Å�w  no ���Ü
�›�–�;�`�‡�b�{�\�w�¦�Ó�³�ã�ï�›�–�;�b�”�q�z�‹�›���w�¬�ç�”�Ó  �Ù�æ�³�”�T�’�'	•�p�V�‡�b�{

ip-comp {enable | disable}

no ip-comp

�³�ï�»�¿�«�µ�w
†�Ì

�Ã�Ñ�¥�ç�Ä IP �y	V�x�Ã�Ÿ�·�”�Ò�ç�t�s�l�o�M�‡�b�{

�¯�Ú�ï�Å  �Þ�”�Å �Í�w
¯�x�z�\�w�¯�Ú�ï�Å�›�Ö�—�p�V�”�Þ�”�Å�›�Ô�`�o�M�‡�b�{

�¯�Ú�ï�Å�d�º

�–�;	Í�w�̈ � �Å�å� �ï �Ã�”�»�y	V�›� �É�”�Ò�ç�t�b�”�q�z�Þ�Ã�Ü�p
€���`�o�M�”�æ�Þ�”�Ä  �¼� �à�ç� �ï  �â�”�²�w�Ã�”�»
�;
ù���S�U�²	Í�b�”	Ô�ù�U�K�“�‡�b�{

�«�™ �Ã�”�»�y	V�›�æ�O�q�z�¤�â�”�²  �·�¿�³�ã�ï�w�Ý�Þ�æ�A�E�q  CPU �–�;�p�U
ÿ�C�b�”�h�Š�z�·�©�á�æ
�Â�Ÿ  �ž�Ó�å� �ž�ï�µ�w�µ�ç�”�Ó�¿�Ä
¶�.�U�ÿ�<�`�‡�b�{�\�w�h�Š�z�Ã�”�»�y	V�x�z�Þ�Ã�Ü�p
€��
�`�o�M�”�æ�Þ�”�Ä  �â�”�²�t�0�`�o�w�ˆ� �É�”�Ò�ç�t�b�”�\�q�›�S�ç�Š�`�‡�b�{�Þ�Ã�Ü  �â�”�²�t�{
���w�¬�ç�”�Ó  �Ù�æ�³�”�›
ƒ�-�`�z�\�w�â�”�²�t�0�`�o�w�ˆ�y	V�›� �É�”�Ò�ç�t�`�‡�b�{

�« �Í�w�«�x�z �®FirstGroup�¯�q�M�O�¬�ç�”�Ó  �Ù�æ�³�”�t�0�`�o  IP �y	V�›� �É�”�Ò�ç�t�b�”�M�O�›�Ô�`
�o�M�‡�b�{

hostname(config)#  group-policy FirstGroup attributes
hostname(config-group-policy)# ip-comp enable

disable IP �y	V�›�Ã�Ÿ�·�”�Ò�ç�t�`�‡�b�{

enable IP �y	V�›� �É�”�Ò�ç�t�`�‡�b�{

�¯�Ú�ï�Å  �Þ�”�Å

�Ñ�•� �ž�¢�¥�”�ç  �Þ�”�Å �·�©�á�æ�Â�Ÿ  �¯�ï�Â�©�µ�Ä

�ç�”�Â�¿�Å �•�a �³�ï�¬�ç

�Ú�ç�½

�¯�ï�Â�©�µ�Ä �³�µ�Â�Ü

�¬�ç�”�Ó  �Ù�æ�³�”  �¯�ï �Ñ�Ÿ
�ª�á�è�”�³�ã�ï

• — • — —

�æ�æ�”�µ �!�Ë�º�0

7.0(1) �\�w�¯�Ú�ï�Å�U�‹�Ö�^�•�‡�`�h�{
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ip local pool
VPN �æ�Þ�”�Ä�ž�«�·�µ  �Ä�ï�É�ç�t�–�;�b�”  IP �ž�Å�è�µ  �Ó�”�ç�›
ƒ���b�”�t�x�z�¬�é�”�Ì�ç  �¯�ï
�Ñ�Ÿ�ª�á�è�”�³�ã�ï  �Þ�”�Å�p  ip local pool �¯�Ú�ï�Å�›�–�;�`�‡�b�{�ž�Å�è�µ  �Ó�”�ç�›�_	†�b�”�t
�x�z�\�w�¯�Ú�ï�Å�w  no ���Ü�›�–�;�`�‡�b�{  

ip local pool poolname first-address—last-address [mask mask]

no ip local pool poolname

�³�ï�»�¿�«�µ�w
†�Ì

�Ã�Ñ�¥�ç�Ä �Ã�Ñ�¥�ç�Ä�w�ˆ�^�•�‹�x�K�“�‡�d�œ�{

�¯�Ú�ï�Å  �Þ�”�Å �Í�w
¯�x�z�\�w�¯�Ú�ï�Å�›�Ö�—�p�V�”�Þ�”�Å�›�Ô�`�o�M�‡�b�{

�¯�Ú�ï�Å�d�º

�–�;	Í�w�̈ � �Å�å� �ï VPN �«�å� �ž�ï�Ä�t�Â�“�p�o�’�•�h  IP �ž�Å�è�µ�U
‡
ª	j�w�É�¿�Ä�ë�”�«�t���b�”	Ô�ù�x�z�Ú�µ�«
�‹�›�¦���b�”
ž�A�U�K�“�‡�b�{�Ã�Ñ�¥�ç�Ä  �Ú�µ�«�›�–�;�b�”�q�z�Ã�”�»�U�¡�l�o�ç�”�Â�Ÿ�ï�¬�^�•
�”�D�ó
Q�U�K�“�‡�b�{ �°
`�$�s�«�q�`�o�z �Ã�Ñ�¥�ç�Ä�p�«�å�µ  A �É�¿�Ä�ë�”�«�t�s�l�o�M�”  IP �é�”
�§�ç  �Ó�”�ç�t  10.10.10.0/255.255.255.0 �w�ž�Å�è�µ�U���‡�•�o�M�”	Ô�ù�›�ß�Q�‡�b�{�\�w	Ô�ù�z VPN
�«�å� �ž�ï�Ä�U
ó
:�w� �ï�»�”�Ñ�£� �µ	Í�p  10 �É�¿�Ä�ë�”�«�º�w
ó
:�w�±�Ò�É�¿�Ä�t�ž�«�·�µ�`
�‘�O�q�b�”�q�z�ç�”�Â�Ÿ�ï�¬�w�ð�J�U
C
\�b�”�D�ó
Q�U�K�“�‡�b�{�h�q�Q�y�z�ž�Å�è�µ  
10.10.100.1/255.255.255.0 �w�Ó�æ�ï�»�U� �ï�»�”�Ñ�£� �µ  2 �&���p�–�;�D�ó�p�z 10.10.10.0 �É�¿�Ä�ë�”
�«�U  VPN �Ä�ï�É�ç	Í�S�‘�|� �ï�»�”�Ñ�£� �µ  1 �&���p�–�;�D�ó�s	Ô�ù�z VPN �«�å� �ž�ï�Ä�p�x�z
�Ó�æ�ï�»�|�w�Ã�”�»�w�ç�”�Â�Ÿ�ï�¬
Œ�t�m�M�o���Z�U
\�a�‡�b�{ 10.10.10.0 �q  10.10.100.0 �w�±�Ò
�É�¿�Ä�x�†�M�q�‹  10.0.0.0 �«�å�µ  A �É�¿�Ä�ë�”�«�t�˜�p�b�”�h�Š�z�Ó�æ�ï�»�w�Ã�”�»�x  VPN �Ä�ï
�É�ç	Í�p
ù	ô�^�•�”	Ô�ù�U�K�“�‡�b�{

�« �Í�w�«�p�x�z firstpool �q�M�O IP �ž�Å�è�µ  �Ó�”�ç�›
ƒ���`�‡�b�{�‰�•�ž�Å�è�µ�x  10.20.30.40 �p�z	4
�ƒ�ž�Å�è�µ�x  10.20.30.50 �p�b�{�É�¿�Ä�ë�”�«  �Ú�µ�«�x  255.255.255.0 �p�b�{

hostname(config)# ip local pool firstpool 10.20.30.40-10.20.30.50 mask 255.255.255.0

first-address IP �ž�Å�è�µ�w
c�“�w�‰�•�ž�Å�è�µ�›�¦���`�‡�b�{

last-address IP �ž�Å�è�µ�w
c�“�w�7	4�ž�Å�è�µ�›�¦���`�‡�b�{

mask mask �¢�¦�Ó�³�ã�ï�£�ž�Å�è�µ  �Ó�”�ç�w�±�Ò�É�¿�Ä  �Ú�µ�«�›�¦���`�‡�b�{

poolname IP �ž�Å�è�µ  �Ó�”�ç�w�Ê
²�›�¦���`�‡�b�{

�¯�Ú�ï�Å  �Þ�”�Å

�Ñ�•� �ž�¢�¥�”�ç  �Þ�”�Å �·�©�á�æ�Â�Ÿ  �¯�ï�Â�©�µ�Ä

�ç�”�Â�¿�Å �•�a �³�ï�¬�ç

�Ú�ç�½

�¯�ï�Â�©�µ�Ä �³�µ�Â�Ü

�¬�é�”�Ì�ç  �¯�ï�Ñ�Ÿ�ª�á�è�”
�³�ã�ï

• — • — —

�æ�æ�”�µ �!�Ë�º�0

7.0(1) �\�w�¯�Ú�ï�Å�U�‹�Ö�^�•�‡�`�h�{
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���È�¯�Ú�ï�Å �¯�Ú�ï�Å 
†�Ì

clear configure ip local pool �b�‚�o�w  IP �é�”�§�ç  �Ó�”�ç�›�_	†�`�‡�b�{

show running-config ip local pool ip �Ó�”�ç  �¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï�›
¯�Ô�`�‡�b�{�›���w  IP
�ž�Å�è�µ  �Ó�”�ç�›�¦���b�”�t�x�z �f�w�Ê
²�›�¯�Ú�ï�Å�t���Š
�‡�b�{
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ip-phone-bypass
IP Phone Bypass �›� �É�”�Ò�ç�t�b�”�t�x�z�¬�ç�”�Ó  �Ù�æ�³�”  �¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï  �Þ�”�Å�p  
ip-phone-bypass enable �¯�Ú�ï�Å�›�–�;�`�‡�b�{ IP Phone Bypass �›�Ã�Ÿ�·�”�Ò�ç�t�b�”�t�x�z
ip-phone-bypass disable �¯�Ú�ï�Å�›�–�;�`�‡�b�{ IP phone Bypass �ž�Ä�æ�Ï�á�”�Ä�›�î�æ�¯�ï�Ñ�Ÿ�ª�á
�è�”�³�ã�ï�T�’�_	†�b�”�t�x�z�\�w�¯�Ú�ï�Å�w  no ���Ü�›�–�;�`�‡�b�{�\�w�¦�Ó�³�ã�ï�›�–�;�b�”
�q�z IP Phone Bypass �w�‹�›���w�¬�ç�”�Ó  �Ù�æ�³�”�T�’�'	•�p�V�‡�b�{

IP Phone Bypass �›�–�;�b�”�q�z �Ë�”�Å�¢�£�ž  �«�å� �ž�ï�Ä�w
��™�t�K�”  IP �?�é�›
€���b�”�q�V�t�z
�â�”�²�Ý	Â�Ó�é�·�µ�U
Æ�A�t�s�“�‡�b�{� �É�”�Ò�ç�w	Ô�ù�z Secure Unit Authentication �x���®�s�‡�‡
�t�s�“�‡�b�{

ip-phone-bypass { enable | disable}

no ip-phone-bypass

�³�ï�»�¿�«�µ�w
†�Ì

�Ã�Ñ�¥�ç�Ä IP Phone Bypass �x�Ã�Ÿ�·�”�Ò�ç�t�s�l�o�M�‡�b�{

�¯�Ú�ï�Å  �Þ�”�Å �Í�w
¯�x�z�\�w�¯�Ú�ï�Å�›�Ö�—�p�V�”�Þ�”�Å�›�Ô�`�o�M�‡�b�{

�¯�Ú�ï�Å�d�º

�–�;	Í�w�̈ � �Å�å� �ï IP Phone Bypass �›
ƒ���b�”
ž�A�U�K�”�w�x�z�â�”�²�Ý	Â�›� �É�”�Ò�ç�t�`�h	Ô�ù�w�ˆ�p�b�{

�« �Í�w�«�x�z FirstGroup �q�M�O�¬�ç�”�Ó  �Ù�æ�³�”�t�0�`�o  IP Phone Bypass �›� �É�”�Ò�ç�t�b�”�M�O�›
�Ô�`�o�M�‡�b�{

hostname(config)#  group-policy FirstGroup attributes
hostname(config-group-policy)# ip-phone-bypass enable

���È�¯�Ú�ï�Å

disable IP Phone Bypass �›�Ã�Ÿ�·�”�Ò�ç�t�`�‡�b�{

enable IP Phone Bypass �›� �É�”�Ò�ç�t�`�‡�b�{

�¯�Ú�ï�Å  �Þ�”�Å

�Ñ�•� �ž�¢�¥�”�ç  �Þ�”�Å �·�©�á�æ�Â�Ÿ  �¯�ï�Â�©�µ�Ä

�ç�”�Â�¿�Å �•�a �³�ï�¬�ç

�Ú�ç�½

�¯�ï�Â�©�µ�Ä �³�µ�Â�Ü

�¬�ç�”�Ó  �Ù�æ�³�”  �¯�ï �Ñ�Ÿ
�ª�á�è�”�³�ã�ï

• — • — —

�æ�æ�”�µ �!�Ë�º�0

7.0(1) �\�w�¯�Ú�ï�Å�U�‹�Ö�^�•�‡�`�h�{

�¯�Ú�ï�Å 
†�Ì

user-authentication �Ë�”�Å�¢�£�ž  �«�å� �ž�ï�Ä�w
��™�t�M�”�â�”�²�t�0�`�o�z
€��
²�t�·
�©�á�æ�Â�Ÿ  �ž�Ó�å� �ž�ï�µ�t�Ý��	Ø�C�›�Ô�b�‘�O�t�A�{�`�‡�b�{
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ips
ASA 5500 �³�æ�”�¶�&� ���·�©�á�æ�Â�Ÿ  �ž�Ó�å� �ž�ï�µ�x�z AIP SSM �›�±�Ù�”�Ä�`�o�M�‡�b�{ AIP
SSM �x�¦�Á  IPS�¹�Ñ�Ä�¢�£�ž�›�î�æ�`�o�z� �ï�å� �ï  �Þ�”�Å�‡�h�x�Ó�é�Û�µ�©�ß�µ  �Þ�”�Å�p	Ä�I
�s�·�©�á�æ�Â�Ÿ�U�*�›�î�æ�`�‡�b�{�·�©�á�æ�Â�Ÿ  �ž�Ó�å� �ž�ï�µ�U  AIP SSM �t�Í�­�¿�Ä�›�8
ù�b
�”�w�x�z�Í�­�¿�Ä�U	Z�—� �ï�»�”�Ñ�£� �µ�›�è�a�b�”�Ú
²�¢�‡�h�x  VPN �‰�ø�=�U
ƒ���^�•�o�M�”
	Ô�ù�x�‰�ø�=�U�æ�˜�•�”
²�£�q�z���w�Ñ�•� �ž�¢�¥�”�ç  �Ù�æ�³�”�U�&�;�^�•�h�™�p�b�{�h�q�Q�y�z
�ž�«�·�µ  �æ�µ�Ä�t�‘�l�o�Ò�é�¿�«�^�•�h�Í�­�¿�Ä�x�z AIP SSM �t�8
ù�^�•�‡�d�œ�{

�·�©�á�æ�Â�Ÿ  �ž�Ó�å� �ž�ï�µ�T�’�w�Ä�å�Ñ�Ÿ�¿�«�›  AIP SSM �t�Â�“�p�o�”�t�x�z�«�å�µ  �¯�ï�Ñ�Ÿ
�ª�á�è�”�³�ã�ï  �Þ�”�Å�p  ips �¯�Ú�ï�Å�›�–�;�`�‡�b�{�\�w�¯�Ú�ï�Å�›�_	†�b�”�t�x�z�\�w�¯�Ú�ï�Å
�w no ���Ü�›�–�;�`�‡�b�{

ips { inline | promiscuous} { fail-close | fail-open}

no ips { inline | promiscuous} { fail-close | fail-open}

�³�ï�»�¿�«�µ�w
†�Ì

�Ã�Ñ�¥�ç�Ä �Ã�Ñ�¥�ç�Ä�w�ˆ�^�•�‹�x�K�“�‡�d�œ�{

�¯�Ú�ï�Å  �Þ�”�Å �Í�w
¯�x�z�\�w�¯�Ú�ï�Å�›�Ö�—�p�V�”�Þ�”�Å�›�Ô�`�o�M�‡�b�{

�¯�Ú�ï�Å�d�º

�–�;	Í�w�̈ � �Å�å� �ï ips �¯�Ú�ï�Å�›
ƒ���b�”�t�x�z�7	s�t�z class-map �¯�Ú�ï�Å�z policy-map �¯�Ú�ï�Å�z�S�‘�|  class �¯
�Ú�ï�Å�›
ƒ���b�”
ž�A�U�K�“�‡�b�{

AIP SSM �t�Ä�å�Ñ�Ÿ�¿�«�›�8
ù�b�”�‘�O�t�·�©�á�æ�Â�Ÿ  �ž�Ó�å� �ž�ï�µ�›
ƒ���`�h�’�z AIP SSM �w
�U�*�q�-�¢�Ù�æ�³�”�›
ƒ���`�‡�b�{�\�w�Ù�æ�³�”�x�z�Ä�å�Ñ�Ÿ�¿�«�w�U�*�M�O�q�z
��Ö�U�U�Œ�^�•
�h�q�V�w	r�g�›�>���`�‡�b�{�·�©�á�æ�Â�Ÿ  �ž�Ó�å� �ž�ï�µ�T�’  AIP SSM �•�w�·�¿�³�ã�ï�›�¬�q�b
�”�T�¢ session �¯�Ú�ï�Å�£ �z�‡�h�x���g� �ï�»�”�Ñ�£� �µ	Í�p  SSH �•  Telnet �›�–�;�`�o  AIP SSM �t
�Ú
€
€���b�”�\�q�U�p�V�‡�b�{���w�M�O�q�`�o�z ASDM �›�–�;�b�”�\�q�‹�p�V�‡�b�{ AIP SSM �w
ƒ
���w	Ä�I�t�m�M�o�x�z �° Configuring the Cisco Intrusion Prevention System Sensor Using the Command Line
Interface�±�›�€	°�`�o�X�i�^�M�{

fail-close AIP SSM �t	Ë�•�U
C
\�`�h	Ô�ù�t�Ä�å�Ñ�Ÿ�¿�«�›�Ò�é�¿�«�`�‡�b�{

fail-open AIP SSM �t	Ë�•�U
C
\�`�h	Ô�ù�t�Ä�å�Ñ�Ÿ�¿�«�›�•�D�`�‡�b�{

inline AIP SSM �t�Í�­�¿�Ä�›�8
ù�`�‡�b�{�Í�­�¿�Ä�x�z IPS �ˆ�^�w�A�L�q�`�o�Å
�é�¿�Ó�^�•�”	Ô�ù�U�K�“�‡�b�{

promiscuous AIP SSM �t�0�b�”�Í�­�¿�Ä�›
ó
a�`�‡�b�{�i�w�Í�­�¿�Ä�›  AIP SSM �p�Å
�é�¿�Ó�b�”�\�q�x�p�V�‡�d�œ�{

�¯�Ú�ï�Å  �Þ�”�Å

�Ñ�•� �ž�¢�¥�”�ç  �Þ�”�Å �·�©�á�æ�Â�Ÿ  �¯�ï�Â�©�µ�Ä

�ç�”�Â�¿�Å �•�a �³�ï�¬�ç

�Ú�ç�½

�¯�ï�Â�©�µ�Ä �³�µ�Â�Ü

�«�å�µ  �¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã
�ï

• • — — •

�æ�æ�”�µ �!�Ë�º�0

7.0(1) �\�w�¯�Ú�ï�Å�U�‹�Ö�^�•�‡�`�h�{
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�« �Í�w�«�p�x�z�Ó�é�Û�µ�©�ß�µ  �Þ�”�Å�p�b�‚�o�w  IP �Ä�å�Ñ�Ÿ�¿�«�›  AIP SSM �t�8
ù�`�z�?�’�T�w�g
���p  AIP SSM �§�”�Å�t	Ë�•�U
C
\�`�h	Ô�ù�t�x�z�b�‚�o�w  IP �Ä�å�Ñ�Ÿ�¿�«�›�Ò�é�¿�«�`�‡�b�{

hostname(config)# access-list IPS permit ip any any
hostname(config)# class-map my-ips-class
hostname(config-cmap)# match access-list IPS
hostname(config-cmap)# policy-map my-ips-policy
hostname(config-pmap)# class my-ips-class
hostname(config-pmap-c)# ips promiscuous fail-close
hostname(config-pmap-c)# service-policy my-ips-policy global

���È�¯�Ú�ï�Å �¯�Ú�ï�Å 
†�Ì

class �Ä�å�Ñ�Ÿ�¿�«
ü�¨�t�–�;�b�”�«�å�µ  �Ú�¿�Ó�›�¦���`�‡�b�{

class-map �Ù�æ�³�”  �Ú�¿�Ó�p�–�;�b�”�Ä�å�Ñ�Ÿ�¿�«�›�¦���`�‡�b�{

clear configure policy-map �b�‚�o�w �Ù�æ�³�”  �Ú�¿�Ó  �¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï�›�_	†�`
�‡�b�{�h�i�`�z�Ù�æ�³�”  �Ú�¿�Ó�U  service-policy �¯�Ú�ï�Å�º
�p�–�;�^�•�o�M�”	Ô�ù�z �f�w�Ù�æ�³�”  �Ú�¿�Ó�x�_	†�^�•�‡�d
�œ�{

policy-map �Ù�æ�³�” �¢�Ä�å�Ñ�Ÿ�¿�«  �«�å�µ�q  1 �m�‡�h�x
ó
:�w�ž�«�³�ã
�ï�w�ž�¹�³�¤�”�³�ã�ï�£�›
ƒ���`�‡�b�{

show running-config policy-map �q�O�w�b�‚�o�w �Ù�æ�³�”  �Ú�¿�Ó �¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï�›

¯�Ô�`�‡�b�{
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ipsec-udp
IPSec over UDP �›� �É�”�Ò�ç�t�b�”�t�x�z�¬�ç�”�Ó  �Ù�æ�³�”  �¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï  �Þ�”�Å�p
ipsec-udp enable �¯�Ú�ï�Å�›�–�;�`�‡�b�{ IPSec over UDP �›�Ã�Ÿ�·�”�Ò�ç�t�b�”�t�x�z ipsec-udp
disable �¯�Ú�ï�Å�›�–�;�`�‡�b�{ IPSec over UDP �ž�Ä�æ�Ï�á�”�Ä�›�î�æ�¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï�T�’
�_	†�b�”�t�x�z�\�w�¯�Ú�ï�Å�w  no ���Ü�›�–�;�`�‡�b�{�\�w�¦�Ó�³�ã�ï�›�–�;�b�”�q�z IPSec over
UDP �w�‹�›���w�¬�ç�”�Ó  �Ù�æ�³�”�T�’�'	•�p�V�‡�b�{

IPSec over UDP�¢ IPSec through NAT �q�z�y�•�”	Ô�ù�‹�K�”�£�›�–�;�b�”�q�z Cisco VPN Client �‡�h�x
�Ë�”�Å�¢�£�ž  �«�å� �ž�ï�Ä�T�’�z NAT �›�î�æ�`�o�M�”�·�©�á�æ�Â�Ÿ  �ž�Ó�å� �ž�ï�µ�t  UDP �›�p�`
�o
€���p�V�‡�b�{

ipsec-udp {enable | disable}

no ipsec-udp

�³�ï�»�¿�«�µ�w
†�Ì

�Ã�Ñ�¥�ç�Ä IPSec over UDP �x�Ã�Ÿ�·�”�Ò�ç�t�s�l�o�M�‡�b�{

�¯�Ú�ï�Å  �Þ�”�Å �Í�w
¯�x�z�\�w�¯�Ú�ï�Å�›�Ö�—�p�V�”�Þ�”�Å�›�Ô�`�o�M�‡�b�{

�¯�Ú�ï�Å�d�º

�–�;	Í�w�̈ � �Å�å� �ï IPSec over UDP �›�–�;�b�”�t�x�z ipsec-udp-port �¯�Ú�ï�Å�›
ƒ���b�”
ž�A�‹�K�“�‡�b�{

�‡�h�z Cisco VPN Client �p�‹�z IPSec over UDP �›�–�;�b�”�‘�O�t
ƒ���b�”
ž�A�U�K�“�‡�b�¢�Ã�Ñ�¥�ç
�Ä�p�x�z�–�;�b�”�‘�O�t
ƒ���^�•�o�M�‡�b�£ �{ VPN 3002 �p�x�z IPSec over UDP �›�–�;�b�”�‘�O�t
ƒ
���b�”
ž�A�x�K�“�‡�d�œ�{

IPSec over UDP �x� �×�w�M�Ü�p�z�æ�Þ�”�Ä�ž�«�·�µ
€���w�ˆ�t�&�;�^�•�z�Þ�”�Å  �¯�ï�Ñ�Ÿ�ª�á�è�”
�³�ã�ï�›
ž�A�q�`�‡�b�{�\�•�x�z SA �w�É�°�³�¤�”�Ä�¤�t�·�©�á�æ�Â�Ÿ  �ž�Ó�å� �ž�ï�µ�U�«�å� �ž
�ï�Ä�q�¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï  �Í�å�Ý�”�»�›�¦�õ�b�”�\�q�›�™�¯�`�‡�b�{

IPSec over UDP �›�–�;�b�”�q�z�³�µ�Â�Ü  �Í�Ñ�¥�”�Ú�ï�µ�U�˜�c�T�t�ÿ�<�b�”	Ô�ù�U�K�“�‡�b�{

�« �Í�w�«�x�z FirstGroup �q�M�O�¬�ç�”�Ó  �Ù�æ�³�”�t  IPSec over UDP �›
ƒ���b�”�M�O�›�Ô�`�o�M�‡�b�{

hostname(config)#  group-policy FirstGroup attributes
hostname(config-group-policy)# ipsec-udp enable

disable IPSec over UDP �›�Ã�Ÿ�·�”�Ò�ç�t�`�‡�b�{

enable IPSec over UDP �›� �É�”�Ò�ç�t�`�‡�b�{

�¯�Ú�ï�Å  �Þ�”�Å

�Ñ�•� �ž�¢�¥�”�ç  �Þ�”�Å �·�©�á�æ�Â�Ÿ  �¯�ï�Â�©�µ�Ä

�ç�”�Â�¿�Å �•�a �³�ï�¬�ç

�Ú�ç�½

�¯�ï�Â�©�µ�Ä �³�µ�Â�Ü

�¬�ç�”�Ó  �Ù�æ�³�”  �¯�ï �Ñ�Ÿ
�ª�á�è�”�³�ã�ï

• — • — —

�æ�æ�”�µ �!�Ë�º�0

7.0(1) �\�w�¯�Ú�ï�Å�U�‹�Ö�^�•�‡�`�h�{
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���È�¯�Ú�ï�Å

ipsec-udp-port
IPSec over UDP �w UDP �Ù�”�Ä
j�ø�›
ƒ���b�”�t�x�z�¬�ç�”�Ó  �Ù�æ�³�”  �¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï
�Þ�”�Å�p  ipsec-udp-port �¯�Ú�ï�Å�›�–�;�`�‡�b�{ UDP �Ù�”�Ä�›�Ã�Ÿ�·�”�Ò�ç�t�b�”�t�x�z�\�w�¯�Ú
�ï�Å�w  no ���Ü�›�–�;�`�‡�b�{�\�w�¦�Ó�³�ã�ï�›�–�;�b�”�q�z IPSec over UDP �Ù�”�Ä�w�‹�›���w�¬
�ç�”�Ó  �Ù�æ�³�”�T�’�'	•�p�V�‡�b�{

IPSec �É�°�³�¤�”�³�ã�ï�p�x�z�·�©�á�æ�Â�Ÿ  �ž�Ó�å� �ž�ï�µ�x�z
ƒ���A�ˆ�w�Ù�”�Ä	Í�p�æ�¿�µ�ï�`�z
�f�w�Ù�”�Ä�t�0�b�”  UDP �Ä�å�Ñ�Ÿ�¿�«�›�8
ù�`�‡�b�{�\�•�x�z���w�Ñ�Ÿ�ç�»�F���t�‘�l�o  UDP �Ä
�å�Ñ�Ÿ�¿�«�U�Å�é�¿�Ó�^�•�”	Ô�ù�p�‹�‰�7�p�b�{  

ipsec-udp-port port

no ipsec-udp-port 

�³�ï�»�¿�«�µ�w
†�Ì

�Ã�Ñ�¥�ç�Ä �Ã�Ñ�¥�ç�Ä  �Ù�”�Ä�x  10000 �p�b�{

�¯�Ú�ï�Å  �Þ�”�Å �Í�w
¯�x�z�\�w�¯�Ú�ï�Å�›�Ö�—�p�V�”�Þ�”�Å�›�Ô�`�o�M�‡�b�{

�¯�Ú�ï�Å�d�º

�–�;	Í�w�̈ � �Å�å� �ï �\�w�;�ó�›� �É�”�Ò�ç�t�`�h
ó
:�w�¬�ç�”�Ó  �Ù�æ�³�”�›
ƒ���p�V�‡�b�{�¬�ç�”�Ó  �Ù�æ�³�”�]�q�t�z
���‘�w�Ù�”�Ä
j�ø�›�–�;�p�V�‡�b�{

�« �Í�w�«�x�z FirstGroup �q�M�O�¬�ç�”�Ó  �Ù�æ�³�”�w  IPSec UDP �Ù�”�Ä�›�Ù�”�Ä  4025 �t
ƒ���b�”�M�O
�›�Ô�`�o�M�‡�b�{

hostname(config)#  group-policy FirstGroup attributes
hostname(config-group-policy)# ipsec-udp-port 4025

���È�¯�Ú�ï�Å

�¯�Ú�ï�Å 
†�Ì

ipsec-udp-port �·�©�á�æ�Â�Ÿ  �ž�Ó�å� �ž�ï�µ�U  UDP �Ä�å�Ñ�Ÿ�¿�«�›�æ�¿�µ�ï�b�”�Ù�”
�Ä�›�¦���`�‡�b�{

port 4001 �™ 49151 �w
T
:�›�–�;�`�o�z UDP �Ù�”�Ä
j�ø�›�¦���`�‡�b�{

�¯�Ú�ï�Å  �Þ�”�Å

�Ñ�•� �ž�¢�¥�”�ç  �Þ�”�Å �·�©�á�æ�Â�Ÿ  �¯�ï�Â�©�µ�Ä

�ç�”�Â�¿�Å �•�a �³�ï�¬�ç

�Ú�ç�½

�¯�ï�Â�©�µ�Ä �³�µ�Â�Ü

�¬�ç�”�Ó  �Ù�æ�³�”  �¯�ï �Ñ�Ÿ
�ª�á�è�”�³�ã�ï

• — • — —

�æ�æ�”�µ �!�Ë�º�0

7.0(1) �\�w�¯�Ú�ï�Å�U�‹�Ö�^�•�‡�`�h�{

�¯�Ú�ï�Å 
†�Ì

ipsec-udp Cisco VPN Client �‡�h�x�Ë�”�Å�¢�£�ž  �«�å� �ž�ï�Ä�T�’�z NAT �›�î�æ�`�o�M
�”�·�©�á�æ�Â�Ÿ  �ž�Ó�å� �ž�ï�µ�t  UDP �›�p�`�o
€���p�V�”�‘�O�t�`�‡�b�{
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ip verify reverse-path
Unicast RPF �›� �É�”�Ò�ç�t�b�”�t�x�z�¬�é�”�Ì�ç  �¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï  �Þ�”�Å�p  ip verify
reverse-path �¯�Ú�ï�Å�›�–�;�`�‡�b�{�\�w�;�ó�›�Ã�Ÿ�·�”�Ò�ç�t�b�”�t�x�z�\�w�¯�Ú�ï�Å�w  no ���Ü
�›�–�;�`�‡�b�{ Unicast RPF �x�z IP �µ�Ó�”�Ñ�Ÿ�ï�¬�¢�Í�­�¿�Ä�U
Æ
Y�s
ù	ô�i  IP �ž�Å�è�µ�›�–�;�`
�o�î�M�w
ù	ô�i�›�Å�b�£�T�’�-�¢�`�‡�b�{�\�w�;�ó�t�‘�“�z�b�‚�o�w�Í�­�¿�Ä�w
ù	ô�i  IP �ž�Å�è
�µ�U�z�ç�”�Â�Ÿ�ï�¬  �Â�”�Ò�ç�t	H�l�o�z
Y�`�M
ù	ô�i� �ï�»�”�Ñ�£� �µ�t�°�•�b�”�\�q�U�-	Â�^�•
�‡�b�{

ip verify reverse-path interface interface_name

no ip verify reverse-path interface interface_name

�³�ï�»�¿�«�µ�w
†�Ì

�Ã�Ñ�¥�ç�Ä �\�w�;�ó�x�z�Ã�Ñ�¥�ç�Ä�p�x�Ã�Ÿ�·�”�Ò�ç�t�s�l�o�M�‡�b�{

�¯�Ú�ï�Å  �Þ�”�Å �Í�w
¯�x�z�\�w�¯�Ú�ï�Å�›�Ö�—�p�V�”�Þ�”�Å�›�Ô�`�o�M�‡�b�{

�¯�Ú�ï�Å�d�º

�–�;	Í�w�̈ � �Å�å� �ï �è	×�z�·�©�á�æ�Â�Ÿ  �ž�Ó�å� �ž�ï�µ�x�z�Í�­�¿�Ä�w�8
ù
Œ�›�>���b�”�q�V�x�|
Œ�ž�Å�è�µ�i�Z�›�€
	°�`�‡�b�{ Unicast RPF �x�z
ù	ô�i�ž�Å�è�µ�‹�€	°�b�”�‘�O�t�·�©�á�æ�Â�Ÿ  �ž�Ó�å� �ž�ï�µ�t�¦�Ô
�`�‡�b�{�\�w�;�ó�U  Reverse Path Forwarding�¢ RPF�£�q�z�y�•�”�w�x�\�w�h�Š�p�b�{�·�©�á�æ�Â�Ÿ  �ž
�Ó�å� �ž�ï�µ�›�è�a�p�V�”�‘�O�t�b�”�b�‚�o�w�Ä�å�Ñ�Ÿ�¿�«�t�m�M�o�z
ù	ô�i�ž�Å�è�µ�t�í�”�ç�”
�Ä�›�·�©�á�æ�Â�Ÿ  �ž�Ó�å� �ž�ï�µ  �ç�”�Â�Ÿ�ï�¬  �Â�”�Ò�ç�t���Š�”
ž�A�U�K�“�‡�b�{	Ä�I�t�m�M�o
�x�z RFC 2267 �›�€	°�`�o�X�i�^�M�{

�h�q�Q�y�z�Ž
æ�Ä�å�Ñ�Ÿ�¿�«�t�m�M�o�x�z�·�©�á�æ�Â�Ÿ  �ž�Ó�å� �ž�ï�µ�x�Ã�Ñ�¥�ç�Ä  �ç�”�Ä�›�–
�;�`�o  Unicast RPF �-�¢�›�;�ó�^�d�”�\�q�U�p�V�‡�b�{�Ž
æ� �ï�»�”�Ñ�£� �µ�T�’�Ä�å�Ñ�Ÿ�¿�«�U
�£	ô�`�h	Ô�ù�z
ù	ô�i�ž�Å�è�µ�U�ç�”�Â�Ÿ�ï�¬  �Â�”�Ò�ç�t�S�M�o�°�Œ�w�q�V�x�z�·�©�á�æ�Â�Ÿ  �ž
�Ó�å� �ž�ï�µ�x�Ã�Ñ�¥�ç�Ä  �ç�”�Ä�›�–�;�`�o�z �Ž
æ� �ï�»�”�Ñ�£� �µ�›
ù	ô�i� �ï�»�”�Ñ�£� �µ�q
�`�o
Y�`�X�Ý���`�‡�b�{

�ç�”�Â�Ÿ�ï�¬  �Â�”�Ò�ç�t�S�M�o�7�Œ�w�ž�Å�è�µ�T�’�Ž
æ� �ï�»�”�Ñ�£� �µ�t�Ä�å�Ñ�Ÿ�¿�«�U�£	ô
�`�h	Ô�ù�z�f�w�ž�Å�è�µ�U�º
æ� �ï�»�”�Ñ�£� �µ�t���È
Ç�Z�’�•�o�M�”�q�V�x�z�·�©�á�æ�Â�Ÿ  �ž�Ó
�å� �ž�ï�µ�x�Í�­�¿�Ä�›�Å�é�¿�Ó�`�‡�b�{�‰�7�t�z�°�Œ�w
ù	ô�i�ž�Å�è�µ�T�’�º
æ� �ï�»�”�Ñ�£� 
�µ�t�Ä�å�Ñ�Ÿ�¿�«�U�£	ô�`�h	Ô�ù�z�°�•�`�h�ç�”�Ä�¢�Ã�Ñ�¥�ç�Ä  �ç�”�Ä�£�x�Ž
æ� �ï�»�”�Ñ�£� �µ
�›�Ô�b�h�Š�z�·�©�á�æ�Â�Ÿ  �ž�Ó�å� �ž�ï�µ�x�Í�­�¿�Ä�›�Å�é�¿�Ó�`�‡�b�{

interface_name Unicast RPF �›� �É�”�Ò�ç�t�b�”� �ï�»�”�Ñ�£� �µ�{

�¯�Ú�ï�Å  �Þ�”�Å

�Ñ�•� �ž�¢�¥�”�ç  �Þ�”�Å �·�©�á�æ�Â�Ÿ  �¯�ï�Â�©�µ�Ä

�ç�”�Â�¿�Å �•�a �³�ï�¬�ç

�Ú�ç�½

�¯�ï�Â�©�µ�Ä �³�µ�Â�Ü

�¬�é�”�Ì�ç  �¯�ï�Ñ�Ÿ�ª�á�è�”
�³�ã�ï

• — • • —

�æ�æ�”�µ �!�Ë�º�0

�7�� �\�w�¯�Ú�ï�Å�x�7���w�‹�w�p�b�{
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Unicast RPF �x�z�Í�w�‘�O�t�î
÷�^�•�‡�b�{

• ICMP �Í�­�¿�Ä�t�x�·�¿�³�ã�ï�U�s�M�h�Š�z�x�‘�w�Í�­�¿�Ä�x�½�£�¿�«�^�•�‡�d�œ�{

• UDP �q  TCP �t�x�·�¿�³�ã�ï�U�K�”�h�Š�z �7	s�w�Í�­�¿�Ä�x�o�ç�”�Ä  �ç�¿�«�ž�¿�Ó�U
ž�A�p�b�{
�·�¿�³�ã�ï�¤�t�x�£�b�”�™���w�Í�­�¿�Ä�x�z�·�¿�³�ã�ï�w�°
æ�q�`�o�-�Ë�^�•�o�M�”�7���w	Ý
�6�›�–�;�`�o�½�£�¿�«�^�•�‡�b�{�7	s�w�Í�­�¿�Ä�Ž�Ž�w�Í�­�¿�Ä�x�z�7	s�w�Í�­�¿�Ä�q�‰�a� 
�ï�»�”�Ñ�£� �µ�t�x�£�`�h�\�q�›�-	Â�b�”�h�Š�t�½�£�¿�«�^�•�‡�b�{

�« �Í�w�«�p�x�z�Ž
æ� �ï�»�”�Ñ�£� �µ	Í�p  Unicast RPF �›� �É�”�Ò�ç�t�`�‡�b�{

hostname(config)# ip verify reverse-path interface outside

���È�¯�Ú�ï�Å �¯�Ú�ï�Å 
†�Ì

clear configure ip verify reverse-path ip verify reverse-path �¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï�›	«
�ˆ�`�‡�b�{

clear ip verify statistics Unicast RPF �w�w�-	Ø�C�›	«�ˆ�`�‡�b�{

show ip verify statistics Unicast RPF �w�w�-	Ø�C�›
¯�Ô�`�‡�b�{

show running-config ip verify reverse-path ip verify reverse-path �¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï�›
¯
�Ô�`�‡�b�{
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ipv6 access-list
IPv6 �ž�«�·�µ  �æ�µ�Ä�›
ƒ���b�”�t�x�z �¬�é�”�Ì�ç  �¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï  �Þ�”�Å�p  ipv6 access-list
�¯�Ú�ï�Å�›�–�;�`�‡�b�{ ACE �›�_	†�b�”�t�x�z�\�w�¯�Ú�ï�Å�w  no ���Ü�›�–�;�`�‡�b�{�ž�«�·�µ  �æ
�µ�Ä�x�z�·�©�á�æ�Â�Ÿ  �ž�Ó�å� �ž�ï�µ�U�è�a�^�d�”�z�‡�h�x�Ò�é�¿�«�b�”�Ä�å�Ñ�Ÿ�¿�«�›���[�`�‡
�b�{

ipv6 access-list id [line line-num] { deny | permit} { protocol | object-group protocol_obj_grp_id} 
{ source-ipv6-prefix/prefix-length | any | host source-ipv6-address | object-group 
network_obj_grp_id} [ operator { port [port] | object-group service_obj_grp_id}] 
{ destination-ipv6-prefix/prefix-length | any | host destination-ipv6-address | object-group 
network_obj_grp_id} [{ operator port [port] | object-group service_obj_grp_id}] [ log [[level] 
[interval  secs] | disable | default]]

no ipv6 access-list id [line line-num] { deny | permit} { protocol | object-group protocol_obj_grp_id} 
{ source-ipv6-prefix/prefix-length | any | host source-ipv6-address | object-group 
network_obj_grp_id} [ operator {port [port] | object-group service_obj_grp_id}] 
{ destination-ipv6-prefix/prefix-length | any | host destination-ipv6-address | object-group 
network_obj_grp_id} [{ operator port [port] | object-group service_obj_grp_id}] [ log [[level] 
[interval  secs] | disable | default]]

ipv6 access-list id [line line-num] { deny | permit} icmp6 {source-ipv6-prefix/prefix-length | any | host 
source-ipv6-address | object-group network_obj_grp_id} { destination-ipv6-prefix/prefix-length | any 
| host destination-ipv6-address | object-group network_obj_grp_id} [ icmp_type | object-group 
icmp_type_obj_grp_id] [ log [[level] [ interval  secs] | disable | default]]

no ipv6 access-list id [line line-num] { deny | permit} icmp6 {source-ipv6-prefix/prefix-length | any | host 
source-ipv6-address | object-group network_obj_grp_id} { destination-ipv6-prefix/prefix-length | any 
| host destination-ipv6-address | object-group network_obj_grp_id} [ icmp_type | object-group 
icmp_type_obj_grp_id] [ log [[level] [ interval  secs] | disable | default]]

�³�ï�»�¿�«�µ�w
†�Ì any IPv6 �Ó�è�Ñ�Ÿ�¿�«�µ  ::/0 �w�y	V���p�z �Ú�™�w IPv6 �ž�Å�è�µ�›�Ô�`�‡�b�{

default �¢�¦�Ó�³�ã�ï�£ ACE �;�t  syslog �Ý�¿�·�”�´  106100 �U
\
R�^�•�”�‘�O�t
�¦���`�‡�b�{  

deny 	Ú�E�t�ù�•�`�o�M�”	Ô�ù�z�ž�«�·�µ�›�‹
q�`�‡�b�{

destination-ipv6-address �Ä�å�Ñ�Ÿ�¿�«�›	!	ô�b�”�×�µ�Ä�w  IPv6 �ž�Å�è�µ�{

destination-ipv6-prefix �Ä�å�Ñ�Ÿ�¿�«�w�|
Œ�q�s�”  IPv6 �É�¿�Ä�ë�”�«  �ž�Å�è�µ�{  

disable �¢�¦�Ó�³�ã�ï�£ syslog �Ý�¿�·�”�´�ï�¬�›�Ã�Ÿ�·�”�Ò�ç�t�`�‡�b�{  

host �ž�Å�è�µ�U�›���w�×�µ�Ä�›�¦�`�o�M�”�\�q�›�¦���`�‡�b�{

icmp6 �·�©�á�æ�Â�Ÿ  �ž�Ó�å� �ž�ï�µ�›�è�a�b�”  ICMPv6 �Ä�å�Ñ�Ÿ�¿�«�t�ž�«
�·�µ�F���U�&�;�^�•�”�‘�O�t�¦���`�‡�b�{
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icmp_type �ž�«�·�µ�F���t�‘�l�o�Ñ�Ÿ�ç�»�æ�ï�¬�^�•�”  ICMP �Ý�¿�·�”�´  �»� �Ó
�›�¦���`�‡�b�{�‹�x�z���®�s  ICMP �»� �Ó
j�ø�¢ 0 �™ 255�£�‡�h�x�Í�w
ICMP �»� �Ó  �æ�Â�å�ç�w�M�c�•�T�t�p�V�‡�b�{

• destination-unreachable

• packet-too-big

• time-exceeded

• parameter-problem

• echo-request

• echo-reply

• membership-query

• membership-report

• membership-reduction

• router-renumbering

• router-solicitation

• router-advertisement

• neighbor-solicitation

• neighbor-advertisement

• neighbor-redirect

icmp_type �¾
:�›	²�t�b�”�q�z�b�‚�o�w  ICMP �»� �Ó�›�Ô�`�‡�b�{

icmp_type_obj_grp_id �¢�¦�Ó�³�ã�ï�£ �¦�Ò�´�£�«�Ä  �¬�ç�”�Ó�w  ICMP �»� �Ó  ID �›�¦���`�‡�b�{

id �ž�«�·�µ  �æ�µ�Ä�w�Ê
²�‡�h�x
j�ø�{

interval secs �¢�¦�Ó�³�ã�ï�£ syslog �Ý�¿�·�”�´  106100 �›
\
R�b�”�Ì�����´�›�¦���`�‡
�b�{���®�‹�w
c�“�x  1 �™ 600 
µ�p�b�{�Ã�Ñ�¥�ç�Ä�w���´�x  300 
µ�p�b�{
�\�w�‹�x�z
‡�ž�«�Â�Ÿ�Ò�w�Ñ�é�”�›�_	†�b�”�h�Š�w�»� �Ü�ž�¢�Ä�‹�q
�`�o�‹�–�;�^�•�‡�b�{

level �¢�¦�Ó�³�ã�ï�£�Ý�¿�·�”�´  106100 �w syslog �è�Õ�ç�›�¦���`�‡�b�{���®
�‹�w
c�“�x  0 �™ 7 �p�b�{�Ã�Ñ�¥�ç�Ä  �è�Õ�ç�x  6�¢	Ø�C�£�p�b�{

line line-num �¢�¦�Ó�³�ã�ï�£�ž�«�·�µ�F���›
à�Ö�b�”�æ�µ�Ä�º�w�æ
j�ø�{�æ
j�ø�›�¦
���`�s�M	Ô�ù�z ACE �x�ž�«�·�µ  �æ�µ�Ä�w�¤
Œ�t�å�C�^�•�‡�b�{

log �¢�¦�Ó�³�ã�ï�£ ACE �w�é�ª�ï�¬  �ž�«�³�ã�ï�›�¦���`�‡�b�{ log �©�”�ë�”
�Å�›�¦���`�s�M	Ô�ù�•�z log default �©�”�ë�”�Å�›�¦���`�h	Ô�ù�z ACE
�t�‘�l�o�Í�­�¿�Ä�U�‹
q�^�•�”�q�z�Ý�¿�·�”�´  106023 �U
\
R�^�•�‡
�b�{ log �©�”�ë�”�Å�›�o� �p�¦���`�h	Ô�ù�•�z�è�Õ�ç�‡�h�x���´�q�°	y
�t�¦���`�h	Ô�ù�z ACE �t�‘�l�o�Í�­�¿�Ä�U�‹
q�^�•�”�q�z�Ý�¿�·�”�´
106100 �U
\
R�^�•�‡�b�{�ž�«�·�µ  �æ�µ�Ä�w�¤
Œ�t�K�”�‰�ç�$�s�‹
q�t
�‘�l�o�‹
q�^�•�”�Í�­�¿�Ä�t�m�M�o�x�z�é�¬�t�G�å�^�•�‡�d�œ�{�é�ª
�ï�¬�›� �É�”�Ò�ç�t�b�”�t�x�z ACE �p�Í�­�¿�Ä�›�Ì�Ô�$�t�‹
q�b�”
ž
�A�U�K�“�‡�b�{

network_obj_grp_id �7���w�É�¿�Ä�ë�”�«  �¦�Ò�´�£�«�Ä  �¬�ç�”�Ó�w  ID�{

object-group �¢�¦�Ó�³�ã�ï�£�¦�Ò�´�£�«�Ä  �¬�ç�”�Ó�›�¦���`�‡�b�{  

operator �¢�¦�Ó�³�ã�ï�£
ù	ô�i  IP �ž�Å�è�µ�›�|
Œ  IP �ž�Å�è�µ�q
z�±�b�”�h�Š�w
���‰� �›�¦���`�‡�b�{ operator �x�z
ù	ô�i  IP �ž�Å�è�µ�‡�h�x�|
Œ  IP �ž
�Å�è�µ�w�Ù�”�Ä�›
z�±�`�‡�b�{�–�;�p�V�”���‰� �x�z lt �¢	–�s�“�£�z gt

�¢�G�s�“�£ eq�¢�‰�‹�£�z neq�¢
‡�‰�‹�£ �z�S�‘�|  range�¢
c�“�£�p�b�{�b�‚
�o�w�Ù�”�Ä�›���Š�”�t�x�¢�Ã�Ñ�¥�ç�Ä�£ �z���‰� �S�‘�|�Ù�”�Ä�›�–�;�d
�c�t  ipv6 access-list �¯�Ú�ï�Å�›�–�;�`�‡�b�{
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�Ã�Ñ�¥�ç�Ä log �©�”�ë�”�Å�›�¦���`�h�q�V�w  syslog �Ý�¿�·�”�´  106100 �w�Ã�Ñ�¥�ç�Ä  �è�Õ�ç�x�z 6�¢	Ø�C�£�p�b�{

�Ã�Ñ�¥�ç�Ä�w�é�ª�ï�¬���´�x  300 
µ�p�b�{

�¯�Ú�ï�Å  �Þ�”�Å �Í�w
¯�x�z�\�w�¯�Ú�ï�Å�›�Ö�—�p�V�”�Þ�”�Å�›�Ô�`�o�M�‡�b�{

�¯�Ú�ï�Å�d�º

�–�;	Í�w�̈ � �Å�å� �ï ipv6 access-list �¯�Ú�ï�Å�›�–�;�b�”�q�z IPv6 �ž�Å�è�µ�U�Ù�”�Ä�‡�h�x�Ó�é�Ä�¯�ç�t�ž�«�·�µ�b�”�\
�q�›�•�D�‡�h�x�‹
q�b�”�T�r�O�T�›�¦���p�V�‡�b�{�¤�¯�Ú�ï�Å�x�z ACE �q�z�y�•�‡�b�{�‰�a�ž�«�·
�µ  �æ�µ�Ä�Ê�›�Ë�m  1 �m�‡�h�x
ó
:�w  ACE �x�z�ž�«�·�µ  �æ�µ�Ä�q�z�y�•�‡�b�{�ž�«�·�µ  �æ�µ�Ä�›� 
�ï�»�”�Ñ�£� �µ�t�&�;�b�”�t�x�z access-group �¯�Ú�ï�Å�›�–�;�`�‡�b�{

permit 	Ú�E�t�ù�•�`�o�M�”	Ô�ù�z�ž�«�·�µ�›�•�D�`�‡�b�{

port �¢�¦�Ó�³�ã�ï�£ �ž�«�·�µ�›�•�D�‡�h�x�‹
q�b�”�Ù�”�Ä�›�¦���`�‡�b�{ port
�¾
:�›�Ö�—�b�”	Ô�ù�x�z 0 �™ 65535 �w
:�›�–�;�b�”�T�z protocol �U tcp
�‡�h�x  udp �p�K�•�y�æ�Â�å�ç�Ê�›�–�;�`�o�z�Ù�”�Ä�›�¦���`�‡�b�{

�–�;�D�ó�s  TCP �æ�Â�å�ç�Ê�x�z aol�z bgp�z chargen�z cifc�z citrix-ica �z
cmd�zctiqbe�zdaytime�zdiscard�zdomain�zecho�zexec�zfinger�zftp �zftp-data�z
gopher�z h323�z hostname�z http �z https�z ident�z irc �z kerberos�z klogin�z
kshell�z ldap�z ldaps�z login�z lotusnotes�z lpd�z netbios-ssn�z nntp�z pop2�z
pop3�zpptp�zrsh�zrtsp�zsmtp�zsqlnet�zssh�zsunrpc�ztacacs�ztalk �ztelnet�z
uucp�z whois�z�S�‘�|  www �p�b�{  

�–�;�D�ó�s  UDP �æ�Â�å�ç�Ê�x�z biff �z bootpc�z bootps�z cifs�z discard�z
dnsix�zdomain�zecho�zhttp �zisakmp�zkerberos�zmobile-ip�znameserver�z
netbios-dgm�znetbios-ns�zntp�zpcanywhere-status�zpim-auto-rp �zradius�z
radius-acct�zrip �zsecureid-udp�zsnmp�zsnmptrap�zsunrpc�zsyslog�ztacacs�z
talk �z tftp �z time�z who�z www�z�S�‘�|  xdmcp �p�b�{

prefix-length �ž�Å�è�µ�w�ô�Í�w�È���Ï�¿�Ä�w�O�j�z �?�x�U  IPv6 �Ó�è�Ñ�Ÿ�¿�«�µ �¢ IPv6
�ž�Å�è�µ�w�É�¿�Ä�ë�”�«
æ
ü�£�›�Ï
R�`�o�M�”�T�›�¦���`�‡�b�{  

protocol IP �Ó�é�Ä�¯�ç�w�Ê
²�‡�h�x
j�ø�{���®�‹�x�z icmp�z ip�z tcp�z udp �w�M
�c�•�T�z�‡�h�x  IP �Ó�é�Ä�¯�ç
j�ø�›
¯�b  1 �™ 254 �‡�p�w
T
:�p�b�{  

protocol_obj_grp_id �7���w�Ó�é�Ä�¯�ç  �¦�Ò�´�£�«�Ä  �¬�ç�”�Ó�w  ID�{

service_obj_grp_id �¢�¦�Ó�³�ã�ï�£�¦�Ò�´�£�«�Ä  �¬�ç�”�Ó�›�¦���`�‡�b�{

source-ipv6-address �Ä�å�Ñ�Ÿ�¿�«�›
ù	ô�b�”�×�µ�Ä�w  IPv6 �ž�Å�è�µ�{

source-ipv6-prefix �É�¿�Ä�ë�”�«  �Ä�å�Ñ�Ÿ�¿�«�w
C	ô�i�w  IPv6 �É�¿�Ä�ë�”�«  �ž�Å�è�µ�{  

�¯�Ú�ï�Å  �Þ�”�Å

�Ñ�•� �ž�¢�¥�”�ç  �Þ�”�Å �·�©�á�æ�Â�Ÿ  �¯�ï�Â�©�µ�Ä

�ç�”�Â�¿�Å �•�a �³�ï�¬�ç

�Ú�ç�½

�¯�ï�Â�©�µ�Ä �³�µ�Â�Ü

�¬�é�”�Ì�ç  �¯�ï�Ñ�Ÿ�ª�á�è�”
�³�ã�ï

• — • • —

�æ�æ�”�µ �!�Ë�º�0

7.0(1) �\�w�¯�Ú�ï�Å�U�‹�Ö�^�•�‡�`�h�{
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�ž�«�·�µ  �æ�µ�Ä�›�–�;�`�o�ž�«�·�µ�›�›���t�•�D�`�s�M�v�“�z �·�©�á�æ�Â�Ÿ  �ž�Ó�å� �ž�ï�µ�x�z �Ž

æ� �ï�»�”�Ñ�£� �µ�T�’�º
æ� �ï�»�”�Ñ�£� �µ�•�w�Í�­�¿�Ä�›�b�‚�o�‹
q�`�‡�b�{�º
æ� �ï�»�”
�Ñ�£� �µ�T�’�Ž
æ� �ï�»�”�Ñ�£� �µ�•�w�b�‚�o�w�Í�­�¿�Ä�x�z�›�t�ž�«�·�µ�›�‹
q�`�s�M�v�“�z�Ã
�Ñ�¥�ç�Ä�p�•�D�^�•�‡�b�{

ipv6 access-list �¯�Ú�ï�Å�x�z IPv6 
•�;�p�K�”�q�M�O�:�›	†�V�z access-list �¯�Ú�ï�Å�q�¨�Å�`�o�M�‡
�b�{�ž�«�·�µ  �æ�µ�Ä�w	Ä�I�t�m�M�o�x�z access-list extended �¯�Ú�ï�Å�›�€	°�`�o�X�i�^�M�{

ipv6 access-list icmp �¯�Ú�ï�Å�x�z�·�©�á�æ�Â�Ÿ  �ž�Ó�å� �ž�ï�µ�›�è�a�b�”  ICMPv6 �Ý�¿�·�”�´�›
�Ñ�Ÿ�ç�»�æ�ï�¬�b�”�h�Š�t�–�;�^�•�‡�b�{�›���w� �ï�»�”�Ñ�£� �µ�p�w
C	ô�S�‘�|�£	ô�›�•�D�b�”
ICMPv6 �Ä�å�Ñ�Ÿ�¿�«�›
ƒ���b�”�t�x�z ipv6 icmp �¯�Ú�ï�Å�›�–�;�`�‡�b�{

�¦�Ò�´�£�«�Ä  �¬�ç�”�Ó�w
ƒ���M�O�t�m�M�o�x�z object-group �¯�Ú�ï�Å�w�ò�›�€	°�`�o�X�i�^�M�{

�« �Í�w�«�p�x�z TCP �›�–�;�b�”�b�‚�o�w�×�µ�Ä�U  3001:1::203:A0FF:FED6:162D �w�±�”�Ì�t�ž�«�·�µ�p
�V�”�‘�O�t�`�‡�b�{

hostname(config)# ipv6 access-list acl_grp permit tcp any host 
3001:1::203:A0FF:FED6:162D

�Í�w�«�p�x�z eq �q�Ù�”�Ä�›�–�;�`�o�z FTP �•�w�ž�«�·�µ�w�ˆ�›�‹
q�`�‡�b�{

hostname(config)# ipv6 access-list acl_out deny tcp any host 
3001:1::203:A0FF:FED6:162D eq ftp 
hostname(config)# access-group acl_out in interface inside

�Í�w�«�p�x�z lt  �›�–�;�`�o�z�Ù�”�Ä  2025 �‘�“	–�^�M�b�‚�o�w�Ù�”�Ä�•�w�ž�«�·�µ�›�•�D�`�‡�b�{�f
�w�A�L�z�7�Œ�Ù�”�Ä�¢ 1 �™ 1024�£�•�w�ž�«�·�µ�U�•�D�^�•�‡�b�{

hostname(config)# ipv6 access-list acl_dmz1 permit tcp any host 
3001:1::203:A0FF:FED6:162D lt 1025
hostname(config)# access-group acl_dmz1 in interface dmz1

���È�¯�Ú�ï�Å �¯�Ú�ï�Å 
†�Ì

access-group �ž�«�·�µ  �æ�µ�Ä�›� �ï�»�”�Ñ�£� �µ�t�Â�“�p�o�‡�b�{

ipv6 icmp �·�©�á�æ�Â�Ÿ  �ž�Ó�å� �ž�ï�µ�w� �ï�»�”�Ñ�£� �µ�t�£	ô�b�”  ICMP
�Ý�¿�·�”�´�t�0�`�o�z�ž�«�·�µ�F���›
ƒ���`�‡�b�{

object-group �¦�Ò�´�£�«�Ä  �¬�ç�”�Ó�¢�ž�Å�è�µ�z ICMP �»� �Ó�z�S�‘�|�±�”�Ï�µ�£�›
�^
R�`�‡�b�{  
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ipv6 address
IPv6 �›� �É�”�Ò�ç�t�`�z� �ï�»�”�Ñ�£� �µ	Í�p  IPv6 �ž�Å�è�µ�›
ƒ���b�”�t�x�z� �ï�»�”�Ñ�£� �µ
�¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï  �Þ�”�Å�p  ipv6 address �¯�Ú�ï�Å�›�–�;�`�‡�b�{ IPv6 �ž�Å�è�µ�›�_	†�b�”�t
�x�z�\�w�¯�Ú�ï�Å�w  no ���Ü�›�–�;�`�‡�b�{  

ipv6 address { autoconfig | ipv6-prefix/prefix-length [eui-64] | ipv6-address link-local}

no ipv6 address { autoconfig | ipv6-prefix/prefix-length [eui-64] | ipv6-address link-local}

�³�ï�»�¿�«�µ�w
†�Ì

�Ã�Ñ�¥�ç�Ä IPv6 �x�Ã�Ÿ�·�”�Ò�ç�p�b�{

�¯�Ú�ï�Å  �Þ�”�Å �Í�w
¯�x�z�\�w�¯�Ú�ï�Å�›�Ö�—�p�V�”�Þ�”�Å�›�Ô�`�o�M�‡�b�{

�¯�Ú�ï�Å�d�º

�–�;	Í�w�̈ � �Å�å� �ï � �ï�»�”�Ñ�£� �µ	Í�p  IPv6 �ž�Å�è�µ�›
ƒ���b�”�q�z IPv6 �U�f�w� �ï�»�”�Ñ�£� �µ	Í�p� �É�”�Ò�ç
�t�s�“�‡�b�{ IPv6 �ž�Å�è�µ�w�¦���™�t  ipv6 enable �¯�Ú�ï�Å�›�–�;�b�”
ž�A�x�K�“�‡�d�œ�{

ipv6 address autoconfig �¯�Ú�ï�Å�x�z �µ�Â�”�Ä�è�µ�×�ˆ
ƒ���›�–�;�`�o�z � �ï�»�”�Ñ�£� �µ	Í�p  IPv6
�ž�Å�è�µ�w�×�ˆ
ƒ���›� �É�”�Ò�ç�t�b�”�h�Š�t�–�;�^�•�‡�b�{�ž�Å�è�µ�x�z�ç�”�»  �ž�Å�Ì�»� �¶�Ý
�ï�Ä  �Ý�¿�·�”�´�p	!	ô�^�•�h�Ó�è�Ñ�Ÿ�¿�«�µ�t�,�n�M�o
ƒ���^�•�‡�b�{�æ�ï�«  �é�”�§�ç  �ž�Å�è�µ
�U
ƒ���^�•�o�M�s�Z�•�y�z�\�w� �ï�»�”�Ñ�£� �µ�;�t�×�ˆ�$�t
\
R�^�•�‡�b�{�f�w�æ�ï�«  �é�”�§�ç
�ž�Å�è�µ�›���w�×�µ�Ä�U�–�;�`�o�M�”	Ô�ù�x�z�¤�å�”  �Ý�¿�·�”�´�U
¯�Ô�^�•�‡�b�{

ipv6 address eui-64 �¯�Ú�ï�Å�x�z � �ï�»�”�Ñ�£� �µ�w  IPv6 �ž�Å�è�µ�›
ƒ���b�”�h�Š�t�–�;�^�•�‡�b�{
�¦�Ó�³�ã�ï�w  eui-64 �U�¦���^�•�o�M�”	Ô�ù�x�z �ž�Å�è�µ�w�<�•  64 �Ï�¿�Ä�t  EUI-64 � �ï�»�”�Ñ�£� 
�µ  ID �U�–�;�^�•�‡�b�{ prefix-length �¾
:�t�¦���`�h�‹�U  64 �Ï�¿�Ä�‘�“�G�V�M	Ô�ù�x�z�Ó�è�Ñ�Ÿ�¿
�«�µ  �Ï�¿�Ä�U� �ï�»�”�Ñ�£� �µ  ID �t��
Œ�`�‡�b�{�¦���^�•�h�ž�Å�è�µ�›���w�×�µ�Ä�U�–�;�`�o�M
�”	Ô�ù�x�z�¤�å�”  �Ý�¿�·�”�´�U
¯�Ô�^�•�‡�b�{

autoconfig � �ï�»�”�Ñ�£� �µ	Í�p�µ�Â�”�Ä�è�µ�×�ˆ
ƒ���›�–�;�`�o�z IPv6 �ž�Å�è�µ�w
�×�ˆ
ƒ���›� �É�”�Ò�ç�t�`�‡�b�{

eui-64 �¢�¦�Ó�³�ã�ï�£ IPv6 �ž�Å�è�µ�w�<�•  64 �Ï�¿�Ä�t� �ï�»�”�Ñ�£� �µ  ID �›�¦
���`�‡�b�{  

ipv6-address � �ï�»�”�Ñ�£� �µ�t�Â�“�p�o�’�•�h  IPv6 �æ�ï�«  �é�”�§�ç  �ž�Å�è�µ�{  

ipv6-prefix � �ï�»�”�Ñ�£� �µ�t�Â�“�p�o�’�•�h  IPv6 �É�¿�Ä�ë�”�«  �ž�Å�è�µ�{  

link-local �ž�Å�è�µ�U�æ�ï�«  �é�”�§�ç  �ž�Å�è�µ�p�K�”�\�q�›�¦���`�‡�b�{  

prefix-length �ž�Å�è�µ�w�ô�Í�w�È���Ï�¿�Ä�w�O�j�z�?�x�U  IPv6 �Ó�è�Ñ�Ÿ�¿�«�µ�¢ IPv6
�ž�Å�è�µ�w�É�¿�Ä�ë�”�«
æ
ü�£�›�Ï
R�`�o�M�”�T�›�¦���`�‡�b�{  

�¯�Ú�ï�Å  �Þ�”�Å

�Ñ�•� �ž�¢�¥�”�ç  �Þ�”�Å �·�©�á�æ�Â�Ÿ  �¯�ï�Â�©�µ�Ä

�ç�”�Â�¿�Å �•�a �³�ï�¬�ç

�Ú�ç�½

�¯�ï�Â�©�µ�Ä �³�µ�Â�Ü

�  � ï �» � ” �Ñ�£�   �µ  � ¯ � ï �Ñ�Ÿ
�ª�á�è�”�³�ã�ï

• — • • —

�æ�æ�”�µ �!�Ë�º�0

7.0(1) �\�w�¯�Ú�ï�Å�U�‹�Ö�^�•�‡�`�h�{
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Modified EUI-64 ���Ü�w� �ï�»�”�Ñ�£� �µ  ID �x�z�æ�ï�«  �è� �à  �ž�Å�è�µ�w	Í�•  3 �Ì� �Ä �¢ OUI �Ñ�Ÿ�”
�ç�Å�£�q�<�•  3 �Ì� �Ä�¢�³�æ�ž�ç
j�ø�£�w���t  16 
�
:�w  FFFE �›
à�Ö�b�”�\�q�p�z 48 �Ï�¿�Ä  �æ�ï
�«  �è� �à�¢ MAC�£�ž�Å�è�µ�T�’
\
R�^�•�‡�b�{
¬�R�^�•�h�ž�Å�è�µ�U�°�™�w� �”�±�É�¿�Ä  MAC �ž
�Å�è�µ�T�’
\
R�^�•�”�\�q�›�-	Â�b�”�h�Š�z	Í�•�Ì� �Ä�w�<�•�T�’  2 
j�è�w�Ï�¿�Ä�¢�â�Ç�Ì�”�±�ç
/ �é�”�§�ç  �Ï�¿�Ä�£�U
S�8�^�•�z 48 �Ï�¿�Ä  �ž�Å�è�µ�w�°�™
Q�U�Ô�^�•�‡�b�{�h�q�Q�y�z MAC �ž�Å
�è�µ  00E0.B601.3B7A �w� �ï�»�”�Ñ�£� �µ�t�x�z 02E0:B6FF:FE01:3B7A �w 64 �Ï�¿�Ä  � �ï�»�”�Ñ�£
� �µ  ID �U�¦���^�•�‡�b�{

ipv6 address link-local �¯�Ú�ï�Å�x�z� �ï�»�”�Ñ�£� �µ�w  IPv6 �æ�ï�«  �é�”�§�ç  �ž�Å�è�µ�›
ƒ���b�”
�h�Š�t�–�;�^�•�‡�b�{�\�w�¯�Ú�ï�Å�p�¦���b�”  ipv6-address �x�z� �ï�»�”�Ñ�£� �µ�;�t�×�ˆ�$�t
\

R�^�•�”�æ�ï�«  �é�”�§�ç  �ž�Å�è�µ�›	Í	{�V�`�‡�b�{�æ�ï�«  �é�”�§�ç  �ž�Å�è�µ�x�z�æ�ï�«  �é�”�§�ç
�Ó�è�Ñ�Ÿ�¿�«�µ  FE80::/64 �q�z Modified EUI-64 ���Ü�w� �ï�»�”�Ñ�£� �µ  ID �p�Ï
R�^�•�‡�b�{ MAC
�ž�Å�è�µ  00E0.B601.3B7A �w� �ï�»�”�Ñ�£� �µ�t�x�z�æ�ï�«  �é�”�§�ç  �ž�Å�è�µ  
FE80::2E0:B6FF:FE01:3B7A �U�¦���^�•�‡�b�{ �¦���^�•�h�ž�Å�è�µ�›���w�×�µ�Ä�U�–�;�`�o�M�”	Ô�ù
�x�z�¤�å�”  �Ý�¿�·�”�´�U
¯�Ô�^�•�‡�b�{

�« �Í�w�«�p�x�z
¬�R�`�h� �ï�»�”�Ñ�£� �µ�w�¬�é�”�Ì�ç  �ž�Å�è�µ�q�`�o  3FFE:C00:0:1::576/64 �›�Â�“
�p�o�‡�b�{

hostname(config)# interface gigabitethernet 0/0
hostname(config-if)# ipv6 address 3ffe:c00:0:1::576/64

�Í�w�«�p�x�z
¬�R�`�h� �ï�»�”�Ñ�£� �µ�t  IPv6 �ž�Å�è�µ�›�×�ˆ�$�t�Â�“�p�o�‡�b�{

hostname(config)# interface gigabitethernet 0/1
hostname(config-if)# ipv6 address autoconfig

�Í�w�«�p�x�z
¬�R�`�h� �ï�»�”�Ñ�£� �µ�t  IPv6 �ž�Å�è�µ  3FFE:C00:0:1::/64 �›�Â�“�p�o�z�ž�Å�Ì� 
�²�”�w�<�•  64 �Ï�¿�Ä�t  EUI-64 � �ï�»�”�Ñ�£� �µ  ID �›�¦���`�‡�b�{

hostname(config)# interface gigabitethernet 0/2
hostname(onfig-if)# ipv6 address 3FFE:C00:0:1::/64 eui-64

�Í�w�«�p�x�z 
¬�R�`�h� �ï�»�”�Ñ�£� �µ�w�æ�ï�«  �è�Õ�ç  �ž�Å�è�µ�q�`�o  FE80::260:3EFF:FE11:6670
�›�Â�“�p�o�‡�b�{

hostname(config)# interface gigabitethernet 0/3
hostname(config-if)# ipv6 address FE80::260:3EFF:FE11:6670 link-local

���È�¯�Ú�ï�Å �¯�Ú�ï�Å 
†�Ì

debug ipv6 interface IPv6 � �ï�»�”�Ñ�£� �µ�t���b�”�Ã�Ì�¿�¬	Ø�C�›
¯�Ô�`�‡�b�{  

show ipv6 interface IPv6 �;�t
ƒ���`�h� �ï�»�”�Ñ�£� �µ�w�µ�Â�”�»�µ�›
¯�Ô�`�‡�b�{
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ipv6 enable
�Ì�Ô�$�s  IPv6 �ž�Å�è�µ�U
ƒ���^�•�o�M�s�M� �ï�»�”�Ñ�£� �µ	Í�p  IPv6 	r�g�›� �É�”�Ò�ç�t�b�”�t
�x�z� �ï�»�”�Ñ�£� �µ  �¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï  �Þ�”�Å�p  ipv6 enable �¯�Ú�ï�Å�›�–�;�`�‡�b�{�Ì�Ô
�$�s  IPv6 �ž�Å�è�µ�U
ƒ���^�•�o�M�s�M� �ï�»�”�Ñ�£� �µ	Í�p  IPv6 	r�g�›�Ã�Ÿ�·�”�Ò�ç�t�b�”�t
�x�z�\�w�¯�Ú�ï�Å�w  no ���Ü�›�–�;�`�‡�b�{  

ipv6 enable

no ipv6 enable

�³�ï�»�¿�«�µ�w
†�Ì �\�w�¯�Ú�ï�Å�t�x�z�¾
:�‹�©�”�ë�”�Å�‹�K�“�‡�d�œ�{

�Ã�Ñ�¥�ç�Ä IPv6 �x�Ã�Ÿ�·�”�Ò�ç�p�b�{

�¯�Ú�ï�Å  �Þ�”�Å �Í�w
¯�x�z�\�w�¯�Ú�ï�Å�›�Ö�—�p�V�”�Þ�”�Å�›�Ô�`�o�M�‡�b�{

�¯�Ú�ï�Å�d�º

�–�;	Í�w�̈ � �Å�å� �ï ipv6 enable �¯�Ú�ï�Å�x�z � �ï�»�”�Ñ�£� �µ	Í�p  IPv6 �æ�ï�«  �é�”�§�ç  �â�Ç�©�ß�µ�Ä  �ž�Å�è�µ�›�×�ˆ
�$�t
ƒ���`�z� �ï�»�”�Ñ�£� �µ�w  IPv6 	r�g�›� �É�”�Ò�ç�t�`�‡�b�{  

no ipv6 enable �¯�Ú�ï�Å�x�z�Ì�Ô�$�s  IPv6 �ž�Å�è�µ�U�¦���^�•�o�M�”� �ï�»�”�Ñ�£� �µ	Í�p�x  IPv6
	r�g�›�Ã�Ÿ�·�”�Ò�ç�t�`�‡�d�œ�{

�« �Í�w�«�p�x�z
¬�R�`�h� �ï�»�”�Ñ�£� �µ	Í�p  IPv6 	r�g�›� �É�”�Ò�ç�t�`�‡�b�{

hostname(config)# interface gigabitethernet 0/0
hostname(config-if)# ipv6 enable

���È�¯�Ú�ï�Å

�¯�Ú�ï�Å  �Þ�”�Å

�Ñ�•� �ž�¢�¥�”�ç  �Þ�”�Å �·�©�á�æ�Â�Ÿ  �¯�ï�Â�©�µ�Ä

�ç�”�Â�¿�Å �•�a �³�ï�¬�ç

�Ú�ç�½

�¯�ï�Â�©�µ�Ä �³�µ�Â�Ü

�  � ï �» � ” �Ñ�£�   �µ  � ¯ � ï �Ñ�Ÿ
�ª�á�è�”�³�ã�ï

• — • • —

�æ�æ�”�µ �!�Ë�º�0

7.0(1) �\�w�¯�Ú�ï�Å�U�‹�Ö�^�•�‡�`�h�{

�¯�Ú�ï�Å 
†�Ì

ipv6 address � �ï�»�”�Ñ�£� �µ�w  IPv6 �ž�Å�è�µ�›
ƒ���`�z� �ï�»�”�Ñ�£� �µ	Í�p
IPv6 	r�g�›� �É�”�Ò�ç�t�`�‡�b�{

show ipv6 interface IPv6 �;�t
ƒ���`�h� �ï�»�”�Ñ�£� �µ�w�â�”�²�Ï�æ�Â�Ÿ  �µ�Â�”�»�µ�›
¯
�Ô�`�‡�b�{  
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ipv6 enforce-eui64
�é�”�§�ç  �æ�ï�«	Í�p  IPv6 �ž�Å�è�µ�t  Modified EUI-64 ���Ü� �ï�»�”�Ñ�£� �µ  ID �›�&�;�b�”�t�x�z
�¬�é�”�Ì�ç  �¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï  �Þ�”�Å�p  ipv6 enforce-eui64 �¯�Ú�ï�Å�›�–�;�`�‡�b�{ Modified
EUI-64 �ž�Å�è�µ���Ü�w�&�;�›�Ã�Ÿ�·�”�Ò�ç�t�b�”�t�x�z�\�w�¯�Ú�ï�Å�w  no ���Ü�›�–�;�`�‡�b�{  

ipv6 enforce-eui64 if_name

no ipv6 enforce-eui64 if_name

�³�ï�»�¿�«�µ�w
†�Ì

�Ã�Ñ�¥�ç�Ä Modified EUI-64 ���Ü�w�&�;�x�Ã�Ÿ�·�”�Ò�ç�p�b�{

�¯�Ú�ï�Å  �Þ�”�Å �Í�w
¯�x�z�\�w�¯�Ú�ï�Å�›�Ö�—�p�V�”�Þ�”�Å�›�Ô�`�o�M�‡�b�{

�¯�Ú�ï�Å�d�º

�–�;	Í�w�̈ � �Å�å� �ï �\�w�¯�Ú�ï�Å�U�K�”� �ï�»�”�Ñ�£� �µ	Í�p� �É�”�Ò�ç�w	Ô�ù�z�f�w� �ï�»�”�Ñ�£� �µ�p	!	ô�`�h
IPv6 �Í�­�¿�Ä�w
ù	ô�i�ž�Å�è�µ�U
ù	ô�i  MAC �ž�Å�è�µ�q	°�ù�^�•�z� �ï�»�”�Ñ�£� �µ  ID �t
Modified EUI-64 ���Ü�U�–�;�^�•�o�M�”�\�q�U�¬�Ý�^�•�‡�b�{ IPv6 �Í�­�¿�Ä�U� �ï�»�”�Ñ�£� �µ  ID
�t  Modified EUI-64 ���Ü�›�–�;�`�o�M�s�M	Ô�ù�z�Í�­�¿�Ä�x�Å�é�¿�Ó�^�•�z�Í�w�³�µ�Â�Ü  �é�¬  �Ý�¿
�·�”�´�U
\
R�^�•�‡�b�{

%PIX|ASA-3-325003: EUI-64 source address check failed.

�ž�Å�è�µ���Ü�w�¬�Ý�x�z�Ñ�é�”�U
\
R�^�•�h	Ô�ù�t�v�“�æ�˜�•�‡�b�{�7���w�Ñ�é�”�T�’�w�Í�­�¿�Ä
�x�½�£�¿�«�^�•�‡�d�œ�{�f�w���t�z�ž�Å�è�µ�w�¬�Ý�x�é�”�§�ç  �æ�ï�«	Í�w�×�µ�Ä�t�v�“�æ�˜�•�‡
�b�{�ç�”�»�w
��™�t�K�”�×�µ�Ä�T�’	!	ô�`�h�Í�­�¿�Ä�x�ž�Å�è�µ���Ü�w�¬�Ý�t�æ

�`�z�Å�é�¿�Ó�^
�•�‡�b�{�f�w
ù	ô�i  MAC �ž�Å�è�µ�U�ç�”�»�w  MAC �ž�Å�è�µ�p�K�“�z�×�µ�Ä�w  MAC �ž�Å�è�µ�p�x
�s�M�h�Š�p�b�{  

Modified EUI-64 ���Ü�w� �ï�»�”�Ñ�£� �µ  ID �x�z�æ�ï�«  �è� �à  �ž�Å�è�µ�w	Í�•  3 �Ì� �Ä �¢ OUI �Ñ�Ÿ�”
�ç�Å�£�q�<�•  3 �Ì� �Ä�¢�³�æ�ž�ç
j�ø�£�w���t  16 
�
:�w  FFFE �›
à�Ö�b�”�\�q�p�z 48 �Ï�¿�Ä  �æ�ï
�«  �è� �à�¢ MAC�£�ž�Å�è�µ�T�’
\
R�^�•�‡�b�{
¬�R�^�•�h�ž�Å�è�µ�U�°�™�w� �”�±�É�¿�Ä  MAC �ž
�Å�è�µ�T�’
\
R�^�•�”�\�q�›�-	Â�b�”�h�Š�z	Í�•�Ì� �Ä�w�<�•�T�’  2 
j�è�w�Ï�¿�Ä�¢�â�Ç�Ì�”�±�ç
/ �é�”�§�ç  �Ï�¿�Ä�£�U
S�8�^�•�z 48 �Ï�¿�Ä  �ž�Å�è�µ�w�°�™
Q�U�Ô�^�•�‡�b�{�h�q�Q�y�z MAC �ž�Å
�è�µ  00E0.B601.3B7A �w� �ï�»�”�Ñ�£� �µ�t�x�z 02E0:B6FF:FE01:3B7A �w 64 �Ï�¿�Ä  � �ï�»�”�Ñ�£
� �µ  ID �U�¦���^�•�‡�b�{

if_name nameif �¯�Ú�ï�Å�p�¦���`�h�q�S�“�t�z� �ï�»�”�Ñ�£� �µ�w�Ê
²�›�¦���`
�o�z Modified EUI-64 �ž�Å�è�µ���Ü�w�&�;�›� �É�”�Ò�ç�t�`�‡�b�{

�¯�Ú�ï�Å  �Þ�”�Å

�Ñ�•� �ž�¢�¥�”�ç  �Þ�”�Å �·�©�á�æ�Â�Ÿ  �¯�ï�Â�©�µ�Ä

�ç�”�Â�¿�Å �•�a �³�ï�¬�ç

�Ú�ç�½

�¯�ï�Â�©�µ�Ä �³�µ�Â�Ü

�¬�é�”�Ì�ç  �¯�ï�Ñ�Ÿ�ª�á�è�”
�³�ã�ï

• — • • —

�æ�æ�”�µ �!�Ë�º�0

7.2(1) �\�w�¯�Ú�ï�Å�U�‹�Ö�^�•�‡�`�h�{
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�« �Í�w�«�p�x�z�º
æ� �ï�»�”�Ñ�£� �µ�p	!	ô�`�h  IPv6 �ž�Å�è�µ�t�0�`�o  Modified EUI-64 ���Ü�w�&�;
�›� �É�”�Ò�ç�t�`�‡�b�{

hostname(config)# ipv6 enforce-eui64 inside

���È�¯�Ú�ï�Å �¯�Ú�ï�Å 
†�Ì

ipv6 address � �ï�»�”�Ñ�£� �µ�p  IPv6 �ž�Å�è�µ�›
ƒ���`�‡�b�{

ipv6 enable � �ï�»�”�Ñ�£� �µ�p  IPv6 �›� �É�”�Ò�ç�t�`�‡�b�{
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ipv6 icmp
� �ï�»�”�Ñ�£� �µ�w  ICMP �ž�«�·�µ�F���›
ƒ���b�”�t�x�z �¬�é�”�Ì�ç  �¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï  �Þ�”
�Å�p  ipv6 icmp �¯�Ú�ï�Å�›�–�;�`�‡�b�{ ICMP �ž�«�·�µ�F���›�_	†�b�”�t�x�z�\�w�¯�Ú�ï�Å�w  no ��
�Ü�›�–�;�`�‡�b�{  

ipv6 icmp { permit | deny} { ipv6-prefix/prefix-length | any | host ipv6-address} [ icmp-type] if-name

no ipv6 icmp { permit | deny} { ipv6-prefix/prefix-length | any | host ipv6-address} [ icmp-type] if-name

�³�ï�»�¿�«�µ�w
†�Ì

�Ã�Ñ�¥�ç�Ä ICMP �ž�«�·�µ�F���U���[�^�•�o�M�s�M	Ô�ù�z ICMP �Ä�å�Ñ�Ÿ�¿�«�x�b�‚�o�•�D�^�•�‡�b�{

any �Ú�™�w IPv6 �ž�Å�è�µ�›�¦���b�”�©�”�ë�”�Å�{ IPv6 �Ó�è�Ñ�Ÿ�¿�«�µ  ::/0 �w�y	V
���{

deny 
¬�R�`�h� �ï�»�”�Ñ�£� �µ	Í�p�z�¦���`�h  ICMP �Ä�å�Ñ�Ÿ�¿�«�›�‹
q�`�‡�b�{

host �ž�Å�è�µ�U�›���w�×�µ�Ä�›�¦�`�o�M�”�\�q�›�¦���`�‡�b�{

icmp-type �ž�«�·�µ�F���t�‘�l�o�Ñ�Ÿ�ç�»�æ�ï�¬�^�•�”  ICMP �Ý�¿�·�”�´  �»� �Ó�›�¦��
�`�‡�b�{�‹�x�z���®�s  ICMP �»� �Ó
j�ø�¢ 0 �™ 255�£�‡�h�x�Í�w  ICMP �»� �Ó
�æ�Â�å�ç�w�M�c�•�T�t�p�V�‡�b�{

• destination-unreachable

• packet-too-big

• time-exceeded

• parameter-problem

• echo-request

• echo-reply

• membership-query

• membership-report

• membership-reduction

• router-renumbering

• router-solicitation

• router-advertisement

• neighbor-solicitation

• neighbor-advertisement

• neighbor-redirect

if-name �ž�«�·�µ�F���w�&�;
Œ�q�s�”� �ï�»�”�Ñ�£� �µ�w�Ê
²�¢ nameif �¯�Ú�ï�Å�p�¦
���`�h�‹�w�£ �{

ipv6-address ICMPv6 �Ý�¿�·�”�´�›� �ï�»�”�Ñ�£� �µ�t
ù	ô�b�”�×�µ�Ä�w  IPv6 �ž�Å�è�µ�{

ipv6-prefix ICMPv6 �Ý�¿�·�”�´�›� �ï�»�”�Ñ�£� �µ�t
ù	ô�b�”  IPv6 �É�¿�Ä�ë�”�«�{

permit 
¬�R�`�h� �ï�»�”�Ñ�£� �µ	Í�p�z�¦���`�h  ICMP �Ä�å�Ñ�Ÿ�¿�«�›�•�D�`�‡�b�{

prefix-length IPv6 �Ó�è�Ñ�Ÿ�¿�«�µ�w�Õ�^�{�\�w�‹�x�z�ž�Å�è�µ�w�ô�Í�w�È���Ï�¿�Ä�w�O�j�z
�?�x�U�Ó�è�Ñ�Ÿ�¿�«�µ�¢�É�¿�Ä�ë�”�«
æ
ü�£�›�Ï
R�`�o�M�”�T�›�¦���`�‡�b�{
�Ó�è�Ñ�Ÿ�¿�«�µ�w�Õ�^�‹�w
²�t�z�µ�å�¿�³�á�¢ /�£�›�Ö�—�b�”
ž�A�U�K�“�‡�b�{
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�¯�Ú�ï�Å  �Þ�”�Å �Í�w
¯�x�z�\�w�¯�Ú�ï�Å�›�Ö�—�p�V�”�Þ�”�Å�›�Ô�`�o�M�‡�b�{

�¯�Ú�ï�Å�d�º

�–�;	Í�w�̈ � �Å�å� �ï IPv6 �;�ó�w  ICMP �x�z IPv4 �w ICMP �q�‰�a�p�b�{ ICMPv6 �x�z ICMP �¤�¯�”�A�{�Ý�¿�·�”�´�S�‘�|
� �t�Ý�¿�·�”�´�t�¨�Å�`�h  ICMP �|
Œ�x�a
Æ�ó�Ý�¿�·�”�´�S�‘�|	Ø�C�Ý�¿�·�”�´�s�r�w�¤�å�”
�Ý�¿�·�”�´�›
\
R�`�‡�b�{�‡�h�z IPv6 �w ICMP �Í�­�¿�Ä�x�z IPv6 �Ù�¡�s�g�Ó�é�·�µ�q�Í�µ  MTU �s
�g�p�–�;�^�•�‡�b�{

� �ï�»�”�Ñ�£� �µ�t  ICMP �F���U���[�^�•�o�M�s�M	Ô�ù�z IPv6 ICMP �Ä�å�Ñ�Ÿ�¿�«�x�b�‚�o�•�D�^
�•�‡�b�{  

� �ï�»�”�Ñ�£� �µ�t  ICMP �F���U���[�^�•�o�M�”	Ô�ù�x�z�7	s�t�°�•�`�h�F���U	r�g�^�•�z�f�•�Ž
�ñ�w�F���x�b�‚�o�‰�ç�$�t�‹
q�^�•�‡�b�{�h�q�Q�y�z�7	s�t�°�•�`�h�F���U�•�D�F���w	Ô�ù�z�f�w
ICMP �Í�­�¿�Ä�x	r�g�^�•�‡�b�{�7	s�t�°�•�`�h�F���U�‹
q�F���w	Ô�ù�•�z ICMP �Í�­�¿�Ä�U�f�w
� �ï�»�”�Ñ�£� �µ	Í�w�r�w�F���t�‹�°�•�`�s�T�l�h	Ô�ù�z�·�©�á�æ�Â�Ÿ  �ž�Ó�å� �ž�ï�µ�x�f�w
ICMP �Í�­�¿�Ä�›
��:�`�z syslog �Ý�¿�·�”�´�›
\
R�`�‡�b�{  

�\�w�h�Š�z ICMP �F���t�Ö�—�b�”	q	‚�U	O�A�t�s�“�‡�b�{�›���w�É�¿�Ä�ë�”�«�T�’�w  ICMP �Ä�å
�Ñ�Ÿ�¿�«�›�b�‚�o�‹
q�b�”�F���›�Ö�—�`�o�T�’�z�f�w�É�¿�Ä�ë�”�«	Í�t�K�”�›���w�×�µ�Ä�T�’�w
ICMP �Ä�å�Ñ�Ÿ�¿�«�›�•�D�b�”�F���›�Ö�—�`�h	Ô�ù�z�f�w�×�µ�Ä�F���U	r�g�^�•�”�\�q�x�K�“�‡�d
�œ�{ ICMP �Ä�å�Ñ�Ÿ�¿�«�x�z�É�¿�Ä�ë�”�«�F���t�‘�l�o�Ò�é�¿�«�^�•�‡�b�{�h�i�`�z�×�µ�Ä�F���›
�Ö�—�`�o�T�’�z �É�¿�Ä�ë�”�«�F���›�Ö�—�`�h	Ô�ù�z �×�µ�Ä�w  ICMP �Ä�å�Ñ�Ÿ�¿�«�x�•�D�^�•�‡�b�U�z
�f�•�Ž�Ž�w�p�˜�É�¿�Ä�ë�”�«�T�’�w  ICMP �Ä�å�Ñ�Ÿ�¿�«�x�b�‚�o�Ò�é�¿�«�^�•�‡�b�{

ipv6 icmp �¯�Ú�ï�Å�x�z�·�©�á�æ�Â�Ÿ  �ž�Ó�å� �ž�ï�µ  � �ï�»�”�Ñ�£� �µ�t�£	ô�b�”  ICMP �Ä�å
�Ñ�Ÿ�¿�«�w�ž�«�·�µ�F���›
ƒ���`�‡�b�{�Í�µ�µ�ç�”  ICMP �Ä�å�Ñ�Ÿ�¿�«�w�ž�«�·�µ�F���›
ƒ���b�”
�t�x�z ipv6 access-list �¯�Ú�ï�Å�›�€	°�`�o�X�i�^�M�{

�« �Í�w�«�p�x�z�Ž
æ� �ï�»�”�Ñ�£� �µ�p�z�b�‚�o�w  ping �A�{�›�‹
q�`�z�b�‚�o�w  Packet Too Big �Ý�¿
�·�”�´�›�•�D�`�‡�b�¢�Í�µ  MTU �s�g�›�±�Ù�”�Ä�b�”�h�Š�£ �{

hostname(config)# ipv6 icmp deny any echo-reply outside
hostname(config)# ipv6 icmp permit any packet-too-big outside

�Í�w�«�p�x�z�×�µ�Ä  2000:0:0:4::2 �‡�h�x�Ó�è�Ñ�Ÿ�¿�«�µ  2001::/64 	Í�w�×�µ�Ä�t�z�Ž
æ� �ï�»�”�Ñ�£
� �µ�•�w  ping �›�•�D�`�‡�b�{

hostname(config)# ipv6 icmp permit host 2000:0:0:4::2 echo-reply outside
hostname(config)# ipv6 icmp permit 2001::/64 echo-reply outside
hostname(config)# ipv6 icmp permit any packet-too-big outside

���È�¯�Ú�ï�Å

�¯�Ú�ï�Å  �Þ�”�Å

�Ñ�•� �ž�¢�¥�”�ç  �Þ�”�Å �·�©�á�æ�Â�Ÿ  �¯�ï�Â�©�µ�Ä

�ç�”�Â�¿�Å �•�a �³�ï�¬�ç

�Ú�ç�½

�¯�ï�Â�©�µ�Ä �³�µ�Â�Ü

�¬�é�”�Ì�ç  �¯�ï�Ñ�Ÿ�ª�á�è�”
�³�ã�ï

• — • • —

�æ�æ�”�µ �!�Ë�º�0

7.0(1) �\�w�¯�Ú�ï�Å�U�‹�Ö�^�•�‡�`�h�{

�¯�Ú�ï�Å 
†�Ì

ipv6 access-list �ž�«�·�µ  �æ�µ�Ä�›
ƒ���`�‡�b�{
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ipv6 nd dad attempts
	O
ó�ž�Å�è�µ�w�U	Z�¤�t� �ï�»�”�Ñ�£� �µ	Í�p
ù	ô�^�•�”�È���$�s�É� �Ì�”
ù	ô�A�{�Ý�¿�·�”�´
�w
:�›
ƒ���b�”�t�x�z� �ï�»�”�Ñ�£� �µ  �¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï  �Þ�”�Å�p  ipv6 nd dad attempts �¯
�Ú�ï�Å�›�–�;�`�‡�b�{
ù	ô�^�•�”	O
ó�ž�Å�è�µ�U	Z�Ý�¿�·�”�´�w
:�›�Ã�Ñ�¥�ç�Ä�t�í�b�t�x�z�\�w
�¯�Ú�ï�Å�w  no ���Ü�›�–�;�`�‡�b�{  

ipv6 nd dad attempts value

no ipv6 nd dad [attempts value]

�³�ï�»�¿�«�µ�w
†�Ì

�Ã�Ñ�¥�ç�Ä �Ã�Ñ�¥�ç�Ä�w�¼�æ�s
:�x  1 �p�b�{

�¯�Ú�ï�Å  �Þ�”�Å �Í�w
¯�x�z�\�w�¯�Ú�ï�Å�›�Ö�—�p�V�”�Þ�”�Å�›�Ô�`�o�M�‡�b�{

�¯�Ú�ï�Å�d�º

�–�;	Í�w�̈ � �Å�å� �ï �ž�Å�è�µ�U� �ï�»�”�Ñ�£� �µ�t�Â�“�p�o�’�•�”
²�t�z	O
ó�ž�Å�è�µ�U	Z�t�‘�l�o�z	ý�`�M�â�Ç�©�ß
�µ�Ä  IPv6 �ž�Å�è�µ�w�°�™
Q�U�¬�Ý�^�•�‡�b�¢	O
ó�ž�Å�è�µ�U	Z�w�î�æ�¤�z	ý�`�M�ž�Å�è�µ�x�°�Ì
�$�s	Ý�6�t�s�“�‡�b�£ �{	O
ó�ž�Å�è�µ�U	Z�p�x�z�É� �Ì�”
ù	ô�A�{�Ý�¿�·�”�´�›�–�;�`�o�z�â�Ç�©�ß
�µ�Ä  IPv6 �ž�Å�è�µ�w�°�™
Q�›�¬�Ý�`�‡�b�{�É� �Ì�”
ù	ô�A�{�Ý�¿�·�”�´�w
ù	ô
Ã�S�›
ƒ���b�”�t
�x�z ipv6 nd ns-interval �¯�Ú�ï�Å�›�–�;�`�‡�b�{

���g	Í�w�¼�¢�ï	Ý�6�t�K�”� �ï�»�”�Ñ�£� �µ�p�x�z	O
ó�ž�Å�è�µ�U	Z�x�°�Ì���­�^�•�‡�b�{� �ï
�»�”�Ñ�£� �µ�U���g	Í�w�¼�¢�ï	Ý�6�t�K�”	Ô�ù�z�f�w� �ï�»�”�Ñ�£� �µ�t�Â�“�p�o�’�•�h�â�Ç�©�ß
�µ�Ä  IPv6 �ž�Å�è�µ�x�-�y	Ý�6�t
ƒ���^�•�‡�b�{

� �ï�»�”�Ñ�£� �µ�U���g	Í�w�ž�¿�Ó	Ý�6�t�í�”�q�z� �ï�»�”�Ñ�£� �µ	Í�p	O
ó�ž�Å�è�µ�U	Z�U�×�ˆ
�$�t�6�‰�^�•�‡�b�{���g	Í�w�ž�¿�Ó	Ý�6�t�í�l�o�M�”� �ï�»�”�Ñ�£� �µ�p�x�z� �ï�»�”�Ñ�£� �µ	Í
�w�b�‚�o�w�â�Ç�©�ß�µ�Ä  IPv6 �ž�Å�è�µ�t�0�`�o	O
ó�ž�Å�è�µ�U	Z�U�6�‰�^�•�‡�b�{

�¢�«�£ � �ï�»�”�Ñ�£� �µ�w�æ�ï�«  �é�”�§�ç  �ž�Å�è�µ�t�0�`�o	O
ó�ž�Å�è�µ�U	Z�U�î�æ�^�•�o�M�”���z��
�w IPv6 �ž�Å�è�µ�x�¾�V���V�°�Ì�$�s	Ý�6�t
ƒ���^�•�‡�b�{�æ�ï�«  �é�”�§�ç  �ž�Å�è�µ�t�0�b�”	O
ó
�ž�Å�è�µ�U	Z�U�ì�ƒ�b�”�q�z�’�“�w  IPv6 �ž�Å�è�µ�t�0�`�o	O
ó�ž�Å�è�µ�U	Z�U�î�æ�^�•�‡�b�{

value 0 �™ 600 �w
:�{ 0 �›�Ö�—�b�”�q�z�¦���^�•�h� �ï�»�”�Ñ�£� �µ	Í�p	O
ó�ž
�Å�è�µ�U	Z�U�Ã�Ÿ�·�”�Ò�ç�t�s�“�‡�b�{ 1 �›�Ö�—�b�”�q�z 1 �s�i�Z
ù	ô�b
�”�‘�O�t
ƒ���^�•�‡�b�{�Ã�Ñ�¥�ç�Ä�‹�x  1 �m�w�Ý�¿�·�”�´�p�b�{

�¯�Ú�ï�Å  �Þ�”�Å

�Ñ�•� �ž�¢�¥�”�ç  �Þ�”�Å �·�©�á�æ�Â�Ÿ  �¯�ï�Â�©�µ�Ä

�ç�”�Â�¿�Å �•�a �³�ï�¬�ç

�Ú�ç�½

�¯�ï�Â�©�µ�Ä �³�µ�Â�Ü

�  � ï �» � ” �Ñ�£�   �µ  � ¯ � ï �Ñ�Ÿ
�ª�á�è�”�³�ã�ï

• — • • —

�æ�æ�”�µ �!�Ë�º�0

7.0(1) �\�w�¯�Ú�ï�Å�U�‹�Ö�^�•�‡�`�h�{
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	O
ó�ž�Å�è�µ�U	Z�t�‘�l�o	O
ó�ž�Å�è�µ�U�›���^�•�h	Ô�ù�z�f�w�ž�Å�è�µ�w	Ý�6�x  DUPLICATE �t

ƒ���^�•�z�ž�Å�è�µ�x�–�;�^�•�s�X�s�“�‡�b�{	O
ó�ž�Å�è�µ�U� �ï�»�”�Ñ�£� �µ�w�æ�ï�«  �é�”�§�ç
�ž�Å�è�µ�w	Ô�ù�x�z�f�w� �ï�»�”�Ñ�£� �µ	Í�p  IPv6 �Í�­�¿�Ä�w	r�g�U�Ã�Ÿ�·�”�Ò�ç�t�s�“�z�Í�w
�‘�O�s�¤�å�”  �Ý�¿�·�”�´�U
C�æ�^�•�‡�b�{

%PIX-4-DUPLICATE: Duplicate address FE80::1 on outside

	O
ó�ž�Å�è�µ�U� �ï�»�”�Ñ�£� �µ�w�¬�é�”�Ì�ç  �ž�Å�è�µ�w	Ô�ù�z�f�w�ž�Å�è�µ�x�–�;�^�•�s�X�s
�“�z�Í�w�‘�O�s�¤�å�”  �Ý�¿�·�”�´�U
C�æ�^�•�‡�b�{

%PIX-4-DUPLICATE: Duplicate address 3000::4 on outside

	O
ó�ž�Å�è�µ�t���È
Ç�Z�’�•�o�M�”�¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï  �¯�Ú�ï�Å�x�b�‚�o
ƒ���A�ˆ�w�‡�‡�t
�s�“�‡�b�U�z�ž�Å�è�µ�w	Ý�6�x  DUPLICATE �t
ƒ���^�•�‡�b�{

� �ï�»�”�Ñ�£� �µ�w�æ�ï�«  �é�”�§�ç  �ž�Å�è�µ�U�!�Ë�^�•�h	Ô�ù�x�z	ý�`�M�æ�ï�«  �é�”�§�ç  �ž�Å�è
�µ�t�0�`�o	O
ó�ž�Å�è�µ�U	Z�U�î�æ�^�•�z �f�w� �ï�»�”�Ñ�£� �µ�t���È
Ç�Z�’�•�o�M�”���w  IPv6 �ž
�Å�è�µ�U�b�‚�o�6
\
R�^�•�‡�b�¢	O
ó�ž�Å�è�µ�U	Z�x	ý�`�M�æ�ï�«  �é�”�§�ç  �ž�Å�è�µ�t�0�`�o�w
�ˆ�î�æ�^�•�‡�b�£ �{

�« �Í�w�«�p�x�z� �ï�»�”�Ñ�£� �µ�w�°�Ì�$�s�â�Ç�©�ß�µ�Ä  IPv6 �ž�Å�è�µ�t�0�`�o	O
ó�ž�Å�è�µ�U	Z
�U�î�æ�^�•�o�M�”���t  5 �m�w�È���`�h�É� �Ì�”
ù	ô�A�{�Ý�¿�·�”�´�U
ù	ô�^�•�”�‘�O�t
ƒ���`�‡
�b�{

hostname(config)# interface gigabitethernet 0/0
hostname(config-if)# ipv6 nd dad attempts 5

�Í�w�«�p�x�z
¬�R�`�h� �ï�»�”�Ñ�£� �µ	Í�p	O
ó�ž�Å�è�µ�U	Z�›�Ã�Ÿ�·�”�Ò�ç�t�`�‡�b�{

hostname(config)# interface gigabitethernet 0/1
hostname(config-if)# ipv6 nd dad attempts 0

���È�¯�Ú�ï�Å �¯�Ú�ï�Å 
†�Ì

ipv6 nd ns-interval � �ï�»�”�Ñ�£� �µ	Í�p�É� �Ì�”
ù	ô�A�{�Ý�¿�·�”�´�w
ù	ô���´�›
ƒ��
�`�‡�b�{  

show ipv6 interface IPv6 �;�t
ƒ���`�h� �ï�»�”�Ñ�£� �µ�w�â�”�²�Ï�æ�Â�Ÿ  �µ�Â�”�»�µ�›
¯
�Ô�`�‡�b�{
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ipv6 nd ns-interval
� �ï�»�”�Ñ�£� �µ	Í�p  IPv6 �É� �Ì�”
ù	ô�A�{�Ý�¿�·�”�´�w�6
ù	ô���´�›
ƒ���b�”�t�x�z� �ï�»�”
�Ñ�£� �µ  �¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï  �Þ�”�Å�p  ipv6 nd ns-interval �¯�Ú�ï�Å�›�–�;�`�‡�b�{�Ã�Ñ�¥�ç�Ä
�‹�t�í�b�t�x�z�\�w�¯�Ú�ï�Å�w  no ���Ü�›�–�;�`�‡�b�{

ipv6 nd ns-interval value

no ipv6 nd ns-interval [value]

�³�ï�»�¿�«�µ�w
†�Ì

�Ã�Ñ�¥�ç�Ä �É� �Ì�”
ù	ô�A�{�Ý�¿�·�”�´�w
ù	ô���´�x  1,000 �Û�æ
µ�t�s�l�o�M�‡�b�{

�¯�Ú�ï�Å  �Þ�”�Å �Í�w
¯�x�z�\�w�¯�Ú�ï�Å�›�Ö�—�p�V�”�Þ�”�Å�›�Ô�`�o�M�‡�b�{

�¯�Ú�ï�Å�d�º

�–�;	Í�w�̈ � �Å�å� �ï �\�w�‹�x�z�\�w� �ï�»�”�Ñ�£� �µ�T�’
ù	ô�^�•�”�b�‚�o�w  IPv6 �ç�”�»  �ž�Å�Ì�»� �¶�Ý�ï�Ä�t���‡
�•�‡�b�{

�« �Í�w�«�p�x�z Gigabitethernet 0/0 �t�0�`�o  IPv6 �É� �Ì�”
ù	ô�A�{�Ý�¿�·�”�´�w
ù	ô���´�›  9,000 �Û�æ

µ�t
ƒ���`�‡�b�{

hostname(config)# interface gigabitethernet 0/0
hostname(config-if)# ipv6 nd ns-interval 9000

���È�¯�Ú�ï�Å

value IPv6 �É� �Ì�”
ù	ô�A�{�Ý�¿�·�”�´�w
ù	ô��� �́¢�Û�æ
µ�o�•�£ �{���®�q�s�”�‹�w

c�“�x  1,000 �™ 3,600,000 �Û�æ
µ�p�b�{�Ã�Ñ�¥�ç�Ä�‹�x  1,000 �Û�æ
µ�p�b�{

�¯�Ú�ï�Å  �Þ�”�Å

�Ñ�•� �ž�¢�¥�”�ç  �Þ�”�Å �·�©�á�æ�Â�Ÿ  �¯�ï�Â�©�µ�Ä

�ç�”�Â�¿�Å �•�a �³�ï�¬�ç

�Ú�ç�½

�¯�ï�Â�©�µ�Ä �³�µ�Â�Ü

�  � ï �» � ” �Ñ�£�   �µ  � ¯ � ï �Ñ�Ÿ
�ª�á�è�”�³�ã�ï

• — • • —

�æ�æ�”�µ �!�Ë�º�0

7.0(1) �\�w�¯�Ú�ï�Å�U�‹�Ö�^�•�‡�`�h�{

�¯�Ú�ï�Å 
†�Ì

show ipv6 interface IPv6 �;�t
ƒ���`�h� �ï�»�”�Ñ�£� �µ�w�â�”�²�Ï�æ�Â�Ÿ  �µ�Â�”�»�µ�›
¯
�Ô�`�‡�b�{  
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ipv6 nd prefix
IPv6 �ç�”�»  �ž�Å�Ì�»� �¶�Ý�ï�Ä�t���Š�”  IPv6 �Ó�è�Ñ�Ÿ�¿�«�µ�›
ƒ���b�”�t�x�z� �ï�»�”�Ñ�£� �µ
�¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï  �Þ�”�Å�p  ipv6 nd prefix �¯�Ú�ï�Å�›�–�;�`�‡�b�{�Ó�è�Ñ�Ÿ�¿�«�µ�›�_	†�b
�”�t�x�z�\�w�¯�Ú�ï�Å�w  no ���Ü�›�–�;�`�‡�b�{

ipv6 nd prefix ipv6-prefix/prefix-length | default [[valid-lifetime preferred-lifetime] | [at valid-date 
preferred-date] | infinite | no-advertise | off-link  | no-autoconfig]

no ipv6 nd prefix ipv6-prefix/prefix-length | default [[valid-lifetime preferred-lifetime] | [at valid-date 
preferred-date] | infinite | no-advertise | off-link  | no-autoconfig]

�³�ï�»�¿�«�µ�w
†�Ì

�Ã�Ñ�¥�ç�Ä IPv6 �ç�”�»  �ž�Å�Ì�»� �¶�Ý�ï�Ä�›
C	ô�b�”� �ï�»�”�Ñ�£� �µ	Í�p
ƒ���^�•�h�b�‚�o�w�Ó�è�Ñ�Ÿ�¿
�«�µ�U�ž�Å�Ì�»� �¶�^�•�”	Ô�ù�z ���®�å� �Ñ�»� �Ü  2,592,000 
µ�¢ 30 �Ô�£�q��
Œ�å� �Ñ�»� �Ü  604,800

µ�¢ 7 �Ô�£�U�–�;�^�•�z �®onlink�¯�Ñ�å�¬�q�® autoconfig�¯�Ñ�å�¬�w�†�M�U
ƒ���^�•�‡�b�{  

at valid-date 
preferred-date

�å� �Ñ�»� �Ü�q��
Œ	q�•�U�8�v
~�•�t�s�”�Ô
Ç�q�Ì���{�Ó�è�Ñ�Ÿ�¿�«�µ�x�z
�\�w�¦���^�•�h�Ô
Ç�q�Ì���t�x�a�b�”�‡�p���®�t�s�“�‡�b�{���®�8�v�w��
�Ü�x�z date-valid-expire month-valid-expire hh:mm-valid-expire date-prefer-expire
month-prefer-expire hh:mm-prefer-expire �p�b�{  

default �Ã�Ñ�¥�ç�Ä�‹�U�–�;�^�•�‡�b�{

infinite �¢�¦�Ó�³�ã�ï�£�\�w���®�å� �Ñ�»� �Ü�x�8�v
~�•�t�s�“�‡�d�œ�{

ipv6-prefix �ç�”�»  �ž�Å�Ì�»� �¶�Ý�ï�Ä�t���Š�”  IPv6 �É�¿�Ä�ë�”�«
j�ø�{

�\�w�¾
:�x�z RFC 2373 �t�G	\�^�•�o�M�”���Ü�t�b�”
ž�A�U�K�“�‡�b�{�¯�é
�ï�à
~�“�w  16 �Ï�¿�Ä�‹�›�–�;�`�o�z�ž�Å�è�µ�›  16 
�
:�p�¦���`�‡�b�{  

no-advertise �¢�¦�Ó�³�ã�ï�£�é�”�§�ç  �æ�ï�«	Í�w�×�µ�Ä�t�0�`�o�z�¦���^�•�h�Ó�è�Ñ�Ÿ�¿
�«�µ�U  IPv6 �×�ˆ
ƒ���t�–�;�^�•�s�M�\�q�›�Ô�`�‡�b�{

no-autoconfig �¢�¦�Ó�³�ã�ï�£�é�”�§�ç  �æ�ï�«	Í�w�×�µ�Ä�t�0�`�o�z�¦���^�•�h�Ó�è�Ñ�Ÿ�¿
�«�µ�U  IPv6 �×�ˆ
ƒ���t�–�;
Æ�ó�p�K�”�\�q�›�Ô�`�‡�b�{

off-link �¢�¦�Ó�³�ã�ï�£�¦���^�•�h�Ó�è�Ñ�Ÿ�¿�«�µ�U�¦�ï�æ�ï�«�w
Q���t�–�;�^�•�s
�M�\�q�›�Ô�`�‡�b�{  

preferred-lifetime �¦���^�•�h  IPv6 �Ó�è�Ñ�Ÿ�¿�«�µ�U��
Œ�^�•�h�‹�w�q�`�o�ž�Å�Ì�»� �¶�^�•
�”�8���¢
µ�o�•�£ �{���®�q�s�”�‹�w
c�“�x�z 0 �™ 4294967295 
µ�p�b�{�7�G�‹
�x�z�Á�v�›�™�¯�`�‡�b�{ infinite �p�¦���b�”�\�q�‹�p�V�‡�b�{�Ã�Ñ�¥�ç�Ä�x
604,800�¢ 7 �Ô�£�p�b�{

prefix-length IPv6 �Ó�è�Ñ�Ÿ�¿�«�µ�w�Õ�^�{�\�w�‹�x�z�ž�Å�è�µ�w�ô�Í�w�È���Ï�¿�Ä�w�O
�j�z�?�x�U�Ó�è�Ñ�Ÿ�¿�«�µ�¢�É�¿�Ä�ë�”�«
æ
ü�£�›�Ï
R�`�o�M�”�T�›�¦��
�`�‡�b�{�Ó�è�Ñ�Ÿ�¿�«�µ�w�Õ�^�‹�w
²�t�z�µ�å�¿�³�á�¢ /�£�›�Ö�—�b�”
ž�A
�U�K�“�‡�b�{

valid-lifetime �¦���^�•�h  IPv6 �Ó�è�Ñ�Ÿ�¿�«�µ�U���®�s�‹�w�q�`�o�ž�Å�Ì�»� �¶�^�•�”�8
���{���®�q�s�”�‹�w
c�“�x�z 0 �™ 4294967295 
µ�p�b�{�7�G�‹�x�z�Á�v�›�™
�¯�`�‡�b�{ infinite  �q�`�o�¦���b�”�\�q�‹�p�V�‡�b�{�Ã�Ñ�¥�ç�Ä�x  2,592,000

�¢ 30 �Ô�£�p�b�{
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�¯�Ú�ï�Å  �Þ�”�Å �Í�w
¯�x�z�\�w�¯�Ú�ï�Å�›�Ö�—�p�V�”�Þ�”�Å�›�Ô�`�o�M�‡�b�{

�¯�Ú�ï�Å�d�º

�–�;	Í�w�̈ � �Å�å� �ï �\�w�¯�Ú�ï�Å�›�–�;�b�”�q�z�Ó�è�Ñ�Ÿ�¿�«�µ�›�ž�Å�Ì�»� �¶�b�”�T�r�O�T�s�r�z�x���w�Í�å�Ý�”�»
�›�Ó�è�Ñ�Ÿ�¿�«�µ�]�q�t
M�š�p�V�‡�b�{  

�Ã�Ñ�¥�ç�Ä�p�x�z ipv6 address �¯�Ú�ï�Å�›�–�;�`�o� �ï�»�”�Ñ�£� �µ	Í�w�ž�Å�è�µ�q�`�o
ƒ���^�•
�h�Ó�è�Ñ�Ÿ�¿�«�µ�x�z�ç�”�»  �ž�Å�Ì�»� �¶�Ý�ï�Ä�p�ž�Å�Ì�»� �¶�^�•�‡�b�{ ipv6 nd prefix �¯�Ú�ï
�Å�›�–�;�`�o�ž�Å�Ì�»� �¶�Ý�ï�Ä�w�Ó�è�Ñ�Ÿ�¿�«�µ�›
ƒ���b�”�q�z�f�w�Ó�è�Ñ�Ÿ�¿�«�µ�i�Z�U�ž�Å
�Ì�»� �¶�^�•�‡�b�{

default �©�”�ë�”�Å�›�–�;�b�”�q�z�b�‚�o�w�Ó�è�Ñ�Ÿ�¿�«�µ�w�Ã�Ñ�¥�ç�Ä  �Í�å�Ý�”�»�›
ƒ���p�V�‡
�b�{

�Ô
Ç�›
ƒ���`�o�Ó�è�Ñ�Ÿ�¿�«�µ�w���®�8�v�›�¦���b�”�\�q�U�p�V�‡�b�{���®�å� �Ñ�»� �Ü�q��
Œ�å
� �Ñ�»� �Ü�x�z�æ�ž�ç�»� �Ü�p�§�¢�ï�Ä�¼�¢�ï�^�•�‡�b�{���®�8�v�t�x�a�b�”�q�z�Ó�è�Ñ�Ÿ�¿�«�µ
�x�ž�Å�Ì�»� �¶�^�•�s�X�s�“�‡�b�{

onlink �U�®�¦�ï�¯ �¢�Ã�Ñ�¥�ç�Ä�£�w	Ô�ù�z�¦���^�•�h�Ó�è�Ñ�Ÿ�¿�«�µ�x�æ�ï�«�t�Â�“�p�o�’�•�‡�b�{
�¦���^�•�h�Ó�è�Ñ�Ÿ�¿�«�µ�›���‰�ž�Å�è�µ�t�Ä�å�Ñ�Ÿ�¿�«�›
ù	ô�b�”�Ê�”�Å�p�x�z�|
Œ�›�æ�ï�«	Í
�p�é�”�§�ç�t�x�a�D�ó�s�‹�w�q�_�s�`�‡�b�{

autoconfig �U�®�¦�ï�¯ �¢�Ã�Ñ�¥�ç�Ä�£ �w	Ô�ù�z �é�”�§�ç  �æ�ï�«	Í�w�×�µ�Ä�t�x�z �¦���^�•�h�Ó�è�Ñ�Ÿ�¿
�«�µ�U  IPv6 �×�ˆ
ƒ���t�–�;�D�ó�p�K�”�\�q�U�Ô�^�•�‡�b�{

�« �Í�w�«�p�x�z�¦���^�•�h� �ï�»�”�Ñ�£� �µ�T�’
ù	ô�^�•�”�ç�”�»  �ž�Å�Ì�»� �¶�Ý�ï�Ä�t�z IPv6 �Ó
�è�Ñ�Ÿ�¿�«�µ  2001:200::/35�z���®�å� �Ñ�»� �Ü  1,000 
µ�z�S�‘�|��
Œ�å� �Ñ�»� �Ü  900 
µ�›���Š�‡�b�{

hostname(config)# interface gigabitethernet 0/0
hostname(config-if)# ipv6 nd prefix 2001:200::/35 1000 900

���È�¯�Ú�ï�Å

�¯�Ú�ï�Å  �Þ�”�Å

�Ñ�•� �ž�¢�¥�”�ç  �Þ�”�Å �·�©�á�æ�Â�Ÿ  �¯�ï�Â�©�µ�Ä

�ç�”�Â�¿�Å �•�a �³�ï�¬�ç

�Ú�ç�½

�¯�ï�Â�©�µ�Ä �³�µ�Â�Ü

�  � ï �» � ” �Ñ�£�   �µ  � ¯ � ï �Ñ�Ÿ
�ª�á�è�”�³�ã�ï

• — • • —

�æ�æ�”�µ �!�Ë�º�0

7.0(1) �\�w�¯�Ú�ï�Å�U�‹�Ö�^�•�‡�`�h�{

�¯�Ú�ï�Å 
†�Ì

ipv6 address IPv6 �ž�Å�è�µ�›
ƒ���`�z� �ï�»�”�Ñ�£� �µ	Í�p  IPv6 	r�g�›� �É�”�Ò�ç
�t�`�‡�b�{

show ipv6 interface IPv6 �;�t
ƒ���`�h� �ï�»�”�Ñ�£� �µ�w�â�”�²�Ï�æ�Â�Ÿ  �µ�Â�”�»�µ�›
¯
�Ô�`�‡�b�{
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ipv6 nd ra-interval
� �ï�»�”�Ñ�£� �µ	Í�p  IPv6 �ç�”�»  �ž�Å�Ì�»� �¶�Ý�ï�Ä�w
ù	ô���´�›
ƒ���b�”�t�x�z� �ï�»�”�Ñ�£
� �µ  �¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï  �Þ�”�Å�p  ipv6 nd ra-interval �¯�Ú�ï�Å�›�–�;�`�‡�b�{�Ã�Ñ�¥�ç�Ä�w��
�´�t�í�b�t�x�z�\�w�¯�Ú�ï�Å�w  no ���Ü�›�–�;�`�‡�b�{

ipv6 nd ra-interval  [msec] value

no ipv6 nd ra-interval [[msec] value]

�³�ï�»�¿�«�µ�w
†�Ì

�Ã�Ñ�¥�ç�Ä 200 
µ�{

�¯�Ú�ï�Å  �Þ�”�Å �Í�w
¯�x�z�\�w�¯�Ú�ï�Å�›�Ö�—�p�V�”�Þ�”�Å�›�Ô�`�o�M�‡�b�{

�¯�Ú�ï�Å�d�º

�–�;	Í�w�̈ � �Å�å� �ï ipv6 nd ra-lifetime �¯�Ú�ï�Å�›�–�;�`�o�·�©�á�æ�Â�Ÿ  �ž�Ó�å� �ž�ï�µ�›�Ã�Ñ�¥�ç�Ä  �ç�”�»�q�`�o
ƒ
���`�h	Ô�ù�z
ù	ô���´�x  IPv6 �ç�”�»  �ž�Å�Ì�»� �¶�Ý�ï�Ä�w�å� �Ñ�»� �Ü�Ž�<�t�b�”
ž�A�U�K�“�‡
�b�{���w  IPv6 �Ê�”�Å�q�‰�8�^�d�s�M�‘�O�t�b�”�t�x�z�–�;�b�”�î�M�w�‹�›�z�¦���^�•�h�‹�w  20%
�Ž�º�p�å�ï�¼�Ü�t�Ð
T�`�‡�b�{

�« �Í�w�«�p�x�z 
¬�R�`�h� �ï�»�”�Ñ�£� �µ�t�0�`�o  IPv6 �ç�”�»  �ž�Å�Ì�»� �¶�Ý�ï�Ä�w
ù	ô���´�›  201

µ�t
ƒ���`�‡�b�{

hostname(config)# interface gigabitethernet 0/0
hostname(config-if)# ipv6 nd ra-interval 201

���È�¯�Ú�ï�Å

msec �¢�¦�Ó�³�ã�ï�£ �¦���^�•�h�‹�U�Û�æ
µ�o�•�p�K�”�\�q�›�Ô�`�‡�b�{ �\�w�©�”
�ë�”�Å�U�s�M	Ô�ù�z�¦���^�•�h�‹�x
µ�o�•�q�s�“�‡�b�{

value IPv6 �ç�”�»  �ž�Å�Ì�»� �¶�Ý�ï�Ä�w
ù	ô���´�{���®�s�‹�w
c�“�x  3 �™ 1,800

µ�p�b�U�z msec �©�”�ë�”�Å�U�¦���^�•�o�M�”	Ô�ù�x  500 �™ 1,800,000 �Û�æ

µ�q�s�“�‡�b�{�Ã�Ñ�¥�ç�Ä�x  200 
µ�p�b�{

�¯�Ú�ï�Å  �Þ�”�Å

�Ñ�•� �ž�¢�¥�”�ç  �Þ�”�Å �·�©�á�æ�Â�Ÿ  �¯�ï�Â�©�µ�Ä

�ç�”�Â�¿�Å �•�a �³�ï�¬�ç

�Ú�ç�½

�¯�ï�Â�©�µ�Ä �³�µ�Â�Ü

�  � ï �» � ” �Ñ�£�   �µ  � ¯ � ï �Ñ�Ÿ
�ª�á�è�”�³�ã�ï

• — • • —

�æ�æ�”�µ �!�Ë�º�0

7.0(1) �\�w�¯�Ú�ï�Å�U�‹�Ö�^�•�‡�`�h�{

�¯�Ú�ï�Å 
†�Ì

ipv6 nd ra-lifetime IPv6 �ç�”�»  �ž�Å�Ì�»� �¶�Ý�ï�Ä�w�å� �Ñ�»� �Ü�›
ƒ���`�‡�b�{

show ipv6 interface IPv6 �;�t
ƒ���`�h� �ï�»�”�Ñ�£� �µ�w�â�”�²�Ï�æ�Â�Ÿ  �µ�Â�”�»�µ�›
¯
�Ô�`�‡�b�{  
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ipv6 nd ra-lifetime
� �ï�»�”�Ñ�£� �µ	Í�p  IPv6 �ç�”�»  �ž�Å�Ì�»� �¶�Ý�ï�Ä�w �®�ç�”�»  �å� �Ñ�»� �Ü�¯ �›
ƒ���b�”�t�x�z
� �ï�»�”�Ñ�£� �µ  �¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï  �Þ�”�Å�p  ipv6 nd ra-lifetime �¯�Ú�ï�Å�›�–�;�`�‡�b�{�Ã
�Ñ�¥�ç�Ä�‹�t�í�b�t�x�z�\�w�¯�Ú�ï�Å�w  no ���Ü�›�–�;�`�‡�b�{  

ipv6 nd ra-lifetime seconds

no ipv6 nd ra-lifetime [seconds]

�³�ï�»�¿�«�µ�w
†�Ì

�Ã�Ñ�¥�ç�Ä 1800 
µ�{

�¯�Ú�ï�Å  �Þ�”�Å �Í�w
¯�x�z�\�w�¯�Ú�ï�Å�›�Ö�—�p�V�”�Þ�”�Å�›�Ô�`�o�M�‡�b�{

�¯�Ú�ï�Å�d�º

�–�;	Í�w�̈ � �Å�å� �ï �®�ç�”�»  �å� �Ñ�»� �Ü�¯�‹�x�z� �ï�»�”�Ñ�£� �µ�T�’
ù	ô�^�•�”�b�‚�o�w  IPv6 �ç�”�»  �ž�Å�Ì�»� 
�¶�Ý�ï�Ä�t���‡�•�‡�b�{�\�w�‹�x�z�\�w� �ï�»�”�Ñ�£� �µ�t�S�Z�”�Ã�Ñ�¥�ç�Ä  �ç�”�»�q�`�o�w�·
�©�á�æ�Â�Ÿ  �ž�Ó�å� �ž�ï�µ�w���®�8���›�Ô�`�‡�b�{  

�‹�›  0 �Ž�Ž�w�‹�t
ƒ���b�”�\�q�x�z�·�©�á�æ�Â�Ÿ  �ž�Ó�å� �ž�ï�µ�›�\�w� �ï�»�”�Ñ�£� �µ	Í�w�Ã
�Ñ�¥�ç�Ä  �ç�”�»�q�_�s�b
ž�A�U�K�”�\�q�›�Ô�`�‡�b�{ �®�ç�”�»  �å� �Ñ�»� �Ü� �̄‹�›  0 �Ž�Ž�w�‹�t
ƒ
���b�”	Ô�ù�x�z�ç�”�»  �ž�Å�Ì�»� �¶�Ý�ï�Ä�w
ù	ô���´�‘�“	–�^�X�`�s�M�p�X�i�^�M�{  

�‹�›  0 �t
ƒ���b�”�\�q�x�z�·�©�á�æ�Â�Ÿ  �ž�Ó�å� �ž�ï�µ�›�\�w� �ï�»�”�Ñ�£� �µ	Í�w�Ã�Ñ�¥�ç�Ä
�ç�”�»�q�_�s�`�o�x�s�’�s�M�\�q�›�Ô�`�‡�b�{  

�« �Í�w�«�p�x�z
¬�R�`�h� �ï�»�”�Ñ�£� �µ�t�0�`�o  IPv6 �ç�”�»  �ž�Å�Ì�»� �¶�Ý�ï�Ä�w�å� �Ñ�»� �Ü
�›  1,801 
µ�t
ƒ���`�‡�b�{

hostname(config)# interface gigabitethernet 0/0
hostname(config-if)# ipv6 nd ra-lifetime 1801

seconds �\�w� �ï�»�”�Ñ�£� �µ�t�S�Z�”�Ã�Ñ�¥�ç�Ä  �ç�”�»�q�`�o�w�·�©�á�æ�Â�Ÿ  �ž
�Ó�å� �ž�ï�µ�w���®�8���{���®�q�s�”�‹�w
c�“�x�z 0 �™ 9000 
µ�p�b�{�Ã�Ñ�¥
�ç�Ä�x  1800 
µ�p�b�{ 0 �x�z�·�©�á�æ�Â�Ÿ  �ž�Ó�å� �ž�ï�µ�›�z
¬�R�`�h� �ï
�»�”�Ñ�£� �µ	Í�w�Ã�Ñ�¥�ç�Ä  �ç�”�»�q�_�s�`�o�x�s�’�s�M�\�q�›�Ô�`�‡�b�{

�¯�Ú�ï�Å  �Þ�”�Å

�Ñ�•� �ž�¢�¥�”�ç  �Þ�”�Å �·�©�á�æ�Â�Ÿ  �¯�ï�Â�©�µ�Ä

�ç�”�Â�¿�Å �•�a �³�ï�¬�ç

�Ú�ç�½

�¯�ï�Â�©�µ�Ä �³�µ�Â�Ü

�  � ï �» � ” �Ñ�£�   �µ  � ¯ � ï �Ñ�Ÿ
�ª�á�è�”�³�ã�ï

• — • • —

�æ�æ�”�µ �!�Ë�º�0

7.0(1) �\�w�¯�Ú�ï�Å�U�‹�Ö�^�•�‡�`�h�{
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���È�¯�Ú�ï�Å �¯�Ú�ï�Å 
†�Ì

ipv6 nd ra-interval � �ï�»�”�Ñ�£� �µ	Í�p  IPv6 �ç�”�»  �ž�Å�Ì�»� �¶�Ý�ï�Ä�w
ù	ô���´�›

ƒ���`�‡�b�{

show ipv6 interface IPv6 �;�t
ƒ���`�h� �ï�»�”�Ñ�£� �µ�w�â�”�²�Ï�æ�Â�Ÿ  �µ�Â�”�»�µ�›
¯
�Ô�`�‡�b�{  
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ipv6 nd reachable-time
�x�a�D�ó
Q�w�¬�Ý� �Õ�ï�Ä�U
C
\�`�h�™�p�æ�Þ�”�Ä  IPv6 �Ê�”�Å�›�x�a�D�ó�q�_�s�b�8���›
ƒ���b
�”�t�x�z� �ï�»�”�Ñ�£� �µ  �¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï  �Þ�”�Å�p  ipv6 nd reachable-time �¯�Ú�ï�Å�›�–
�;�`�‡�b�{�Ã�Ñ�¥�ç�Ä�8���t�í�b�t�x�z�\�w�¯�Ú�ï�Å�w  no ���Ü�›�–�;�`�‡�b�{  

ipv6 nd reachable-time value

no ipv6 nd reachable-time [value]

�³�ï�»�¿�«�µ�w
†�Ì

�Ã�Ñ�¥�ç�Ä 0 �Û�æ
µ�{

�¯�Ú�ï�Å  �Þ�”�Å �Í�w
¯�x�z�\�w�¯�Ú�ï�Å�›�Ö�—�p�V�”�Þ�”�Å�›�Ô�`�o�M�‡�b�{

�¯�Ú�ï�Å�d�º

�–�;	Í�w�̈ � �Å�å� �ï �8���›
ƒ���b�”�q�z�–�;
Æ�D�ó�s�É� �Ì�”�›�U	Z�p�V�‡�b�{
ƒ���8���›�y�X�b�”�q�z�–�;
Æ�D�ó�s
�É� �Ì�”�›�‘�“
����t�U	Z�p�V�‡�b�{�h�i�`�z�8���›�y�X�b�”�„�r�z IPv6 �É�¿�Ä�ë�”�«�w�3�¬
ï�w
	«
…�”�q�z IPv6 �É�¿�Ä�ë�”�«  �Ã�Ì� �µ�b�‚�o�w	r�g�æ�¹�”�µ�w	«
…�”�U
ÿ�C�`�‡�b�{�è	×�w  IPv6
�ˆ�^�t�S�M�o�z
ƒ���8���›�G
ï�t�y�X�b�”�\�q�x�S�ç�Š�p�V�‡�d�œ�{

�\�w�¯�Ú�ï�Å�›  0 �t
ƒ���`�h	Ô�ù�t�·�©�á�æ�Â�Ÿ  �ž�Ó�å� �ž�ï�µ�p�–�;�^�•�”�î�M�w�‹�›���œ�i
�x�a�D�ó�Ì���›�¬�Ý�b�”�t�x�z show ipv6 interface �¯�Ú�ï�Å�›�–�;�`�o�z�&�;�^�•�”  ND �x�a�D�ó
�Ì���s�r�w  IPv6 � �ï�»�”�Ñ�£� �µ�w	Ø�C�›
¯�Ô�`�‡�b�{

�« �Í�w�«�p�x�z
¬�R�`�h� �ï�»�”�Ñ�£� �µ�t�0�`�o  IPv6 �x�a�D�ó�8���›  1,700,000 �Û�æ
µ�t
ƒ���`�‡
�b�{

hostname(config)# interface gigabitethernet 0/0
hostname(config-if)# ipv6 nd reachable-time 1700000

���È�¯�Ú�ï�Å

value �æ�Þ�”�Ä  IPv6 �Ê�”�Å�›�x�a�D�ó�q�_�s�b�8���¢�Û�æ
µ�o�•�£ �{���®�q�s�”
�‹�w
c�“�x  0 �™ 3,600,000 �Û�æ
µ�p�b�{�Ã�Ñ�¥�ç�Ä�‹�x  0 �p�b�{

value �t  0 �›
ƒ���`�h	Ô�ù�z�x�a�D�ó�s�Ì���x
Æ�¬���q�`�o
ù	ô�^�•�‡�b�{
	!	ô���w�Ã�Ì� �µ�U�z�x�a�D�ó�Ì���‹�›
ƒ���`�o�å
{�`�‡�b�{  

�¯�Ú�ï�Å  �Þ�”�Å

�Ñ�•� �ž�¢�¥�”�ç  �Þ�”�Å �·�©�á�æ�Â�Ÿ  �¯�ï�Â�©�µ�Ä

�ç�”�Â�¿�Å �•�a �³�ï�¬�ç

�Ú�ç�½

�¯�ï�Â�©�µ�Ä �³�µ�Â�Ü

�  � ï �» � ” �Ñ�£�   �µ  � ¯ � ï �Ñ�Ÿ
�ª�á�è�”�³�ã�ï

• — • • —

�æ�æ�”�µ �!�Ë�º�0

7.0(1) �\�w�¯�Ú�ï�Å�U�‹�Ö�^�•�‡�`�h�{

�¯�Ú�ï�Å 
†�Ì

show ipv6 interface IPv6 �;�t
ƒ���`�h� �ï�»�”�Ñ�£� �µ�w�â�”�²�Ï�æ�Â�Ÿ  �µ�Â�”�»�µ�›
¯
�Ô�`�‡�b�{  
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ipv6 nd suppress-ra
LAN � �ï�»�”�Ñ�£� �µ	Í�p  IPv6 �ç�”�»  �ž�Å�Ì�»� �¶�Ý�ï�Ä�›
ù	ô�`�s�M�‘�O�t�b�”�t�x�z� �ï
�»�”�Ñ�£� �µ  �¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï  �Þ�”�Å�p  ipv6 nd suppress-ra �¯�Ú�ï�Å�›�–�;�`�‡�b�{ LAN
� �ï�»�”�Ñ�£� �µ	Í�p  IPv6 �ç�”�»  �ž�Å�Ì�»� �¶�Ý�ï�Ä�w
ù	ô�›�6�S� �É�”�Ò�ç�t�b�”�t�x�z�\�w
�¯�Ú�ï�Å�w  no ���Ü�›�–�;�`�‡�b�{  

ipv6 nd suppress-ra

no ipv6 nd suppress-ra 

�³�ï�»�¿�«�µ�w
†�Ì �\�w�¯�Ú�ï�Å�t�x�z�¾
:�‹�©�”�ë�”�Å�‹�K�“�‡�d�œ�{

�Ã�Ñ�¥�ç�Ä IPv6 �â�Ç�©�ß�µ�Ä  �ç�”�Â�Ÿ�ï�¬�U� �É�”�Ò�ç�w	Ô�ù�x�z LAN � �ï�»�”�Ñ�£� �µ	Í�p�ç�”�»  �ž�Å�Ì
�»� �¶�Ý�ï�Ä�U�×�ˆ�$�t
ù	ô�^�•�‡�b�{

�¯�Ú�ï�Å  �Þ�”�Å �Í�w
¯�x�z�\�w�¯�Ú�ï�Å�›�Ö�—�p�V�”�Þ�”�Å�›�Ô�`�o�M�‡�b�{

�¯�Ú�ï�Å�d�º

�–�;	Í�w�̈ � �Å�å� �ï LAN �Ž�Ž�w�»� �Ó�w� �ï�»�”�Ñ�£� �µ �¢�h�q�Q�y�z �³�æ�ž�ç  � �ï�»�”�Ñ�£� �µ�•�Ä�ï�É�ç  � �ï�»�”
�Ñ�£�  �µ�£	Í �p  IPv6 �ç�” �»  �ž�Å�Ì �»�  �¶�Ý�ï�Ä�w
ù	ô�›�   �É�”�Ò�ç�t�b�”� t �x�z no ipv6 nd
suppress-ra �¯�Ú�ï�Å�›�–�;�`�‡�b�{  

�« �Í�w�«�p�x�z
¬�R�`�h� �ï�»�”�Ñ�£� �µ	Í�p  IPv6 �ç�”�»  �ž�Å�Ì�»� �¶�Ý�ï�Ä�›
ù	ô�`�s�M�‘�O�t
�`�‡�b�{

hostname(config)# interface gigabitethernet 0/0
hostname(config-if)# ipv6 nd suppress-ra

���È�¯�Ú�ï�Å

�¯�Ú�ï�Å  �Þ�”�Å

�Ñ�•� �ž�¢�¥�”�ç  �Þ�”�Å �·�©�á�æ�Â�Ÿ  �¯�ï�Â�©�µ�Ä

�ç�”�Â�¿�Å �•�a �³�ï�¬�ç

�Ú�ç�½

�¯�ï�Â�©�µ�Ä �³�µ�Â�Ü

�  � ï �» � ” �Ñ�£�   �µ  � ¯ � ï �Ñ�Ÿ
�ª�á�è�”�³�ã�ï

• — • • —

�æ�æ�”�µ �!�Ë�º�0

7.0(1) �\�w�¯�Ú�ï�Å�U�‹�Ö�^�•�‡�`�h�{

�¯�Ú�ï�Å 
†�Ì

show ipv6 interface IPv6 �;�t
ƒ���`�h� �ï�»�”�Ñ�£� �µ�w�â�”�²�Ï�æ�Â�Ÿ  �µ�Â�”�»�µ�›
¯
�Ô�`�‡�b�{
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ipv6 neighbor
IPv6 �Ù�¡�s�g�©�ß�¿�³�á�t�µ�»�Â�Ÿ�¿�«  �¤�ï�Ä�æ�›
ƒ���b�”�t�x�z�¬�é�”�Ì�ç  �¯�ï�Ñ�Ÿ�ª�á�è�”
�³�ã�ï  �Þ�”�Å�p  ipv6 neighbor �¯�Ú�ï�Å�›�–�;�`�‡�b�{�Ù�¡�s�g�©�ß�¿�³�á�T�’�µ�»�Â�Ÿ�¿�«  �¤�ï
�Ä�æ�›�_	†�b�”�t�x�z�\�w�¯�Ú�ï�Å�w  no ���Ü�›�–�;�`�‡�b�{

ipv6 neighbor ipv6_address if_name mac_address

no ipv6 neighbor ipv6_address if_name [mac_address]

�³�ï�»�¿�«�µ�w
†�Ì

�Ã�Ñ�¥�ç�Ä IPv6 �Ù�¡�s�g�©�ß�¿�³�á�t�µ�»�Â�Ÿ�¿�«  �¤�ï�Ä�æ�x
ƒ���^�•�o�M�‡�d�œ�{  

�¯�Ú�ï�Å  �Þ�”�Å �Í�w
¯�x�z�\�w�¯�Ú�ï�Å�›�Ö�—�p�V�”�Þ�”�Å�›�Ô�`�o�M�‡�b�{

�¯�Ú�ï�Å�d�º

�–�;	Í�w�̈ � �Å�å� �ï ipv6 neighbor �¯�Ú�ï�Å�x�z arp �¯�Ú�ï�Å�q�¨�Å�`�o�M�‡�b�{�¦���^�•�h  IPv6 �ž�Å�è�µ�w�¤�ï�Ä�æ�U
�Ù�¡�s�g�©�ß�¿�³�á�t�b�p�t���O�b�”�¢ IPv6 �Ù�¡�s�g�Ó�é�·�µ�T�’�å�”�Ç�ï�¬�^�•�h�£	Ô�ù�z�f�w
�¤�ï�Ä�æ�x�µ�»�Â�Ÿ�¿�«  �¤�ï�Ä�æ�t�×�ˆ�$�t�!�õ�^�•�‡�b�{ copy �¯�Ú�ï�Å�›�–�;�`�o�¯�ï�Ñ�Ÿ
�ª�á�è�”�³�ã�ï�›�¨�ò�b�”�q�z�\�w�¤�ï�Ä�æ�U�¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï�t�¨�ò�^�•�‡�b�{  

IPv6 �Ù�¡�s�g�©�ß�¿�³�á�w�µ�»�Â�Ÿ�¿�«  �¤�ï�Ä�æ�›
¯�Ô�b�”�t�x�z show ipv6 neighbor �¯�Ú�ï�Å�›
�–�;�`�‡�b�{  

clear ipv6 neighbors �¯�Ú�ï�Å�x�z IPv6 �Ù�¡�s�g�©�ß�¿�³�á�w�b�‚�o�w�¤�ï�Ä�æ�›�z�µ�»�Â�Ÿ�¿�«  �¤
�ï�Ä�æ�›	†�M�o�_	†�`�‡�b�{ no ipv6 neighbor �¯�Ú�ï�Å�x�z�¦���`�h�µ�»�Â�Ÿ�¿�«  �¤�ï�Ä�æ�›�Ù�¡
�s�g�©�ß�¿�³�á�T�’�_	†�`�‡�b�{�\�w�¯�Ú�ï�Å�t�‘�l�o�¼� �Æ�Û�¿�«  �¤�ï�Ä�æ�¢ IPv6 �Ù�¡�s�g�Ó
�é�·�µ�T�’�å�”�Ç�ï�¬�^�•�h�¤�ï�Ä�æ�£�U�©�ß�¿�³�á�T�’�_	†�^�•�”�\�q�x�K�“�‡�d�œ�{ no ipv6
enable �¯�Ú�ï�Å�›�–�;�`�o� �ï�»�”�Ñ�£� �µ	Í�p  IPv6 �›�Ã�Ÿ�·�”�Ò�ç�t�b�”�q�z �f�w� �ï�»�”�Ñ�£
� �µ�t
ƒ���^�•�h  IPv6 �Ù�¡�s�g�©�ß�¿�³�á�w�b�‚�o�w�¤�ï�Ä�æ�U�z�µ�»�Â�Ÿ�¿�«  �¤�ï�Ä�æ�›	†�M
�o�_	†�^�•�‡�b�¢�¤�ï�Ä�æ�w	Ý�6�x  INCMP [Incomplete] �t�!�Ë�^�•�‡�b�£ �{ 

�Ù�¡�s�g�Ó�é�·�µ�t�‘�l�o  IPv6 �Ù�¡�s�g�©�ß�¿�³�á�w�µ�»�Â�Ÿ�¿�«  �¤�ï�Ä�æ�U�!�Ë�^�•�”�\�q�x
�K�“�‡�d�œ�{  

if_name nameif �¯�Ú�ï�Å�t�‘�l�o�¦���^�•�”�º
æ� �ï�»�”�Ñ�£� �µ�Ê�‡�h�x�Ž
æ
� �ï�»�”�Ñ�£� �µ�Ê�{

ipv6_address �é�”�§�ç�w�Ã�”�»�æ�ï�«  �ž�Å�è�µ�t�0� �b�”  IPv6 �ž�Å�è�µ�{

mac_address �é�”�§�ç�w�Ã�”�»�å� �ï�¢�Ë�”�Å�¢�£�ž  MAC�£�ž�Å�è�µ�{

�¯�Ú�ï�Å  �Þ�”�Å

�Ñ�•� �ž�¢�¥�”�ç  �Þ�”�Å �·�©�á�æ�Â�Ÿ  �¯�ï�Â�©�µ�Ä

�ç�”�Â�¿�Å �•�a �³�ï�¬�ç

�Ú�ç�½

�¯�ï�Â�©�µ�Ä �³�µ�Â�Ü

�¬�é�”�Ì�ç  �¯�ï�Ñ�Ÿ�ª�á�è�”
�³�ã�ï

• — • • —

�æ�æ�”�µ �!�Ë�º�0

7.0(1) �\�w�¯�Ú�ï�Å�U�‹�Ö�^�•�‡�`�h�{
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�« �Í�w�«�p�x�z IPv6 �ž�Å�è�µ  3001:1::45A �S�‘�|  MAC �ž�Å�è�µ  0002.7D1A.9472 �w�º
æ�×�µ�Ä�w�µ�»
�Â�Ÿ�¿�«  �¤�ï�Ä�æ�›�Ù�¡�s�g�©�ß�¿�³�á�t�å�C�`�‡�b�{

hostname(config)# ipv6 neighbor 3001:1::45A inside 0002.7D1A.9472  

���È�¯�Ú�ï�Å �¯�Ú�ï�Å 
†�Ì

clear ipv6 neighbors IPv6 �Ù�¡�s�g�©�ß�¿�³�á�w�b�‚�o�w�¤�ï�Ä�æ�›�z�µ�»�Â�Ÿ�¿�«  �¤�ï�Ä
�æ�›	†�M�o�_	†�`�‡�b�{

show ipv6 neighbor IPv6 �Ù�¡�©�ß�¿�³�á	Ø�C�›
¯�Ô�`�‡�b�{
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ipv6 route
IPv6 �ç�”�Â�Ÿ�ï�¬  �Â�”�Ò�ç�t  IPv6 �ç�”�Ä�›�å�C�b�”�t�x�z�¬�é�”�Ì�ç  �¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï
�Þ�”�Å�p  ipv6 route �¯�Ú�ï�Å�›�–�;�`�‡�b�{ IPv6 �Ã�Ñ�¥�ç�Ä  �ç�”�Ä�›�_	†�b�”�t�x�z�\�w�¯�Ú�ï�Å
�w no ���Ü�›�–�;�`�‡�b�{

ipv6 route if_name ipv6-prefix/prefix-length ipv6-address [administrative-distance]

no ipv6 route if_name ipv6-prefix/prefix-length ipv6-address [administrative-distance]

�³�ï�»�¿�«�µ�w
†�Ì

�Ã�Ñ�¥�ç�Ä �Ã�Ñ�¥�ç�Ä�p�x�z administrative-distance �x  1 �t�s�l�o�M�‡�b�{

�¯�Ú�ï�Å  �Þ�”�Å �Í�w
¯�x�z�\�w�¯�Ú�ï�Å�›�Ö�—�p�V�”�Þ�”�Å�›�Ô�`�o�M�‡�b�{

�¯�Ú�ï�Å�d�º

�–�;	Í�w�̈ � �Å�å� �ï IPv6 �ç�”�Â�Ÿ�ï�¬  �Â�”�Ò�ç�w�º�0�›
¯�Ô�b�”�t�x�z show ipv6 route �¯�Ú�ï�Å�›�–�;�`�‡�b�{

�« �Í�w�«�p�x�z�É�¿�Ä�ë�”�«  7fff::0/32 �t�0�b�”�Í�­�¿�Ä�›�z���g�Ã�Ÿ�µ�»�ï�µ  110 �p�z
3FFE:1100:0:CC00::1 �t�K�”�º
æ� �ï�»�”�Ñ�£� �µ	Í�w�É�¿�Ä�ë�”�©�ï�¬  �Ã�Ì� �µ�t�ç�”�Â�Ÿ�ï�¬
�`�‡�b�{

hostname(config)# ipv6 route inside 7fff::0/32 3FFE:1100:0:CC00::1 110

administrative-distance �¢�¦�Ó�³�ã�ï�£�ç�”�Ä�w���g�Ã�Ÿ�µ�»�ï�µ�{�Ã�Ñ�¥�ç�Ä�‹�x  1 �p�b�{�\
�w	Ô�ù�z�µ�»�Â�Ÿ�¿�«  �ç�”�Ä�x�z
€���A�ˆ�ç�”�Ä�›	†�X���w�K�’�•�”�»
� �Ó�w�ç�”�Ä�t��
Œ�`�‡�b�{

if_name �ç�”�Ä�w
ƒ���0	Å�q�s�”� �ï�»�”�Ñ�£� �µ�w�Ê
²�{

ipv6-address �›���w�É�¿�Ä�ë�”�«�t�x�a�b�”�h�Š�t�–�;�p�V�”�É�«�µ�Ä�×�¿�Ó�w
IPv6 �ž�Å�è�µ�{

ipv6-prefix �µ�»�Â�Ÿ�¿�«  �ç�”�Ä�w�|
Œ�q�s�”  IPv6 �É�¿�Ä�ë�”�«�{

�\�w�¾
:�x�z RFC 2373 �t�G	\�^�•�o�M�”���Ü�t�b�”
ž�A�U�K�“�‡�b�{ �¯
�é�ï�à
~�“�w  16 �Ï�¿�Ä�‹�›�–�;�`�o�z �ž�Å�è�µ�›  16 
�
:�p�¦���`�‡�b�{  

prefix-length IPv6 �Ó�è�Ñ�Ÿ�¿�«�µ�w�Õ�^�{�\�w�‹�x�z�ž�Å�è�µ�w�ô�Í�w�È���Ï�¿�Ä�w
�O�j�z�?�x�U�Ó�è�Ñ�Ÿ�¿�«�µ�¢�É�¿�Ä�ë�”�«
æ
ü�£�›�Ï
R�`�o�M�”�T�›
�¦���`�‡�b�{�Ó�è�Ñ�Ÿ�¿�«�µ�w�Õ�^�‹�w
²�t�z�µ�å�¿�³�á�¢ /�£�›�Ö�—�b
�”
ž�A�U�K�“�‡�b�{

�¯�Ú�ï�Å  �Þ�”�Å

�Ñ�•� �ž�¢�¥�”�ç  �Þ�”�Å �·�©�á�æ�Â�Ÿ  �¯�ï�Â�©�µ�Ä

�ç�”�Â�¿�Å �•�a �³�ï�¬�ç

�Ú�ç�½

�¯�ï�Â�©�µ�Ä �³�µ�Â�Ü

�¬�é�”�Ì�ç  �¯�ï�Ñ�Ÿ�ª�á�è�”
�³�ã�ï

• — • • —

�æ�æ�”�µ �!�Ë�º�0

7.0(1) �\�w�¯�Ú�ï�Å�U�‹�Ö�^�•�‡�`�h�{
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���È�¯�Ú�ï�Å

isakmp am-disable
�ž�¬�è�¿�³�Ò  �Þ�”�Å�w�£	ô
€���›�Ã�Ÿ�·�”�Ò�ç�t�b�”�t�x�z�¬�é�”�Ì�ç  �¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï
�Þ�”�Å�p  isakmp am-disable �¯�Ú�ï�Å�›�–�;�`�‡�b�{�ž�¬�è�¿�³�Ò  �Þ�”�Å�w�£	ô
€���›� �É�”�Ò�ç
�t�b�”�t�x�z�\�w�¯�Ú�ï�Å�w  no ���Ü�›�–�;�`�‡�b�{

isakmp am-disable

no isakmp am-disable

�³�ï�»�¿�«�µ�w
†�Ì �\�w�¯�Ú�ï�Å�t�x�z�¾
:�‹�©�”�ë�”�Å�‹�K�“�‡�d�œ�{

�Ã�Ñ�¥�ç�Ä �Ã�Ñ�¥�ç�Ä�‹�x� �É�”�Ò�ç�p�b�{

�¯�Ú�ï�Å  �Þ�”�Å �Í�w
¯�x�z�\�w�¯�Ú�ï�Å�›�Ö�—�p�V�”�Þ�”�Å�›�Ô�`�o�M�‡�b�{

�¯�Ú�ï�Å�d�º

�« �Í�w�«�p�x�z �¬�é�”�Ì�ç  �¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï  �Þ�”�Å�p�z �ž�¬�è�¿�³�Ò  �Þ�”�Å�w�£	ô
€���›�Ã�Ÿ
�·�”�Ò�ç�t�`�‡�b�{

hostname(config)# isakmp am-disable

���È�¯�Ú�ï�Å

�¯�Ú�ï�Å 
†�Ì

debug ipv6 route IPv6 �w�ç�”�Â�Ÿ�ï�¬  �Â�”�Ò�ç  �ž�¿�Ó�Ã�”�Ä�S�‘�|�ç�”�Ä  �©�ß�¿�³�á
�ž�¿�Ó�Ã�”�Ä�t���b�”�Ã�Ì�¿�¬	Ø�C�›
¯�Ô�`�‡�b�{

show ipv6 route IPv6 �ç�”�Â�Ÿ�ï�¬  �Â�”�Ò�ç�w�q�O�w�º�0�›
¯�Ô�`�‡�b�{  

�¯�Ú�ï�Å  �Þ�”�Å

�Ñ�•� �ž�¢�¥�”�ç  �Þ�”�Å �·�©�á�æ�Â�Ÿ  �¯�ï�Â�©�µ�Ä

�ç�”�Â�¿�Å �•�a �³�ï�¬�ç

�Ú�ç�½

�¯�ï�Â�©�µ�Ä �³�µ�Â�Ü

�¬�é�”�Ì�ç  �¯�ï�Ñ�Ÿ�ª�á�è�”
�³�ã�ï

• — • — —

�æ�æ�”�µ �!�Ë�º�0

7.0(1) �\�w�¯�Ú�ï�Å�U�‹�Ö�^�•�‡�`�h�{  

7.2(1) �\�w�¯�Ú�ï�Å�x
��­�^�•�‡�`�h�{ crypto isakmp am-disable �¯�Ú�ï�Å�t�”
�V�õ�Q�’�•�‡�`�h�{

�¯�Ú�ï�Å 
†�Ì

clear configure isakmp �b�‚�o�w  ISAKMP �¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï�›	«�ˆ�`�‡�b�{

clear configure isakmp policy ISAKMP �Ù�æ�³�”  �¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï�›�b�‚�o	«�ˆ�`
�‡�b�{

clear isakmp sa IKE �å�ï�»� �Ü  SA �Ã�”�»�Õ�”�µ�›	«�ˆ�`�‡�b�{

show running-config isakmp �ž�«�Â�Ÿ�Ò�s�¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï�›�b�‚�o
¯�Ô�`�‡�b�{
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isakmp disconnect-notify
�Ð�ž�t�0�b�”
~�…�è�Œ�›� �É�”�Ò�ç�t�b�”�t�x�z�¬�é�”�Ì�ç  �¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï  �Þ�”�Å�p
isakmp disconnect-notify �¯�Ú�ï�Å�›�–�;�`�‡�b�{
~�…�è�Œ�›�Ã�Ÿ�·�”�Ò�ç�t�b�”�t�x�z�\�w�¯�Ú�ï
�Å�w no ���Ü�›�–�;�`�‡�b�{

isakmp disconnect-notify

no isakmp disconnect-notify

�³�ï�»�¿�«�µ�w
†�Ì �\�w�¯�Ú�ï�Å�t�x�z�¾
:�‹�©�”�ë�”�Å�‹�K�“�‡�d�œ�{

�Ã�Ñ�¥�ç�Ä �Ã�Ñ�¥�ç�Ä�‹�x�Ã�Ÿ�·�”�Ò�ç�p�b�{

�¯�Ú�ï�Å  �Þ�”�Å �Í�w
¯�x�z�\�w�¯�Ú�ï�Å�›�Ö�—�p�V�”�Þ�”�Å�›�Ô�`�o�M�‡�b�{

�¯�Ú�ï�Å�d�º

�« �Í�w�«�p�x�z�¬�é�”�Ì�ç  �¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï  �Þ�”�Å�p�z�Ð�ž�t�0�b�”
~�…�è�Œ�›� �É�”�Ò�ç
�t�`�‡�b�{

hostname(config)# isakmp disconnect-notify

���È�¯�Ú�ï�Å

�¯�Ú�ï�Å  �Þ�”�Å

�Ñ�•� �ž�¢�¥�”�ç  �Þ�”�Å �·�©�á�æ�Â�Ÿ  �¯�ï�Â�©�µ�Ä

�ç�”�Â�¿�Å �•�a �³�ï�¬�ç

�Ú�ç�½

�¯�ï�Â�©�µ�Ä �³�µ�Â�Ü

�¬�é�”�Ì�ç  �¯�ï�Ñ�Ÿ�ª�á�è�”
�³�ã�ï

• — • — —

�æ�æ�”�µ �!�Ë�º�0

7.0(1)(1) �\�w�¯�Ú�ï�Å�U�‹�Ö�^�•�‡�`�h�{

7.2(1) �\�w�¯�Ú�ï�Å�x
��­�^�•�‡�`�h�{ crypto isakmp disconnect-notify �¯�Ú�ï�Å
�t�”�V�õ�Q�’�•�‡�`�h�{

�¯�Ú�ï�Å 
†�Ì

clear configure isakmp �b�‚�o�w  ISAKMP �¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï�›	«�ˆ�`�‡�b�{

clear configure isakmp policy ISAKMP �Ù�æ�³�”  �¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï�›�b�‚�o	«�ˆ�`
�‡�b�{

clear isakmp sa IKE �å�ï�»� �Ü  SA �Ã�”�»�Õ�”�µ�›	«�ˆ�`�‡�b�{

show running-config isakmp �ž�«�Â�Ÿ�Ò�s�¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï�›�b�‚�o
¯�Ô�`�‡�b�{
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isakmp enable
IPSec �Ð�ž�U�·�©�á�æ�Â�Ÿ  �ž�Ó�å� �ž�ï�µ�q�è	ô�b�”� �ï�»�”�Ñ�£� �µ	Í�p  ISAKMP �É�°�³�¤�”
�³�ã�ï�›� �É�”�Ò�ç�t�b�”�t�x�z �¬�é�”�Ì�ç  �¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï  �Þ�”�Å�p  isakmp enable �¯�Ú
�ï�Å�›�–�;�`�‡�b�{� �ï�»�”�Ñ�£� �µ	Í�p  ISAKMP �Ã�Ÿ�·�”�Ò�ç�t�b�”�t�x�z�\�w�¯�Ú�ï�Å�w  no
���Ü�›�–�;�`�‡�b�{

isakmp enable interface-name

no isakmp enable interface-name

�³�ï�»�¿�«�µ�w
†�Ì

�Ã�Ñ�¥�ç�Ä �Ã�Ñ�¥�ç�Ä�w�ˆ�^�•�‹�x�K�“�‡�d�œ�{

�¯�Ú�ï�Å  �Þ�”�Å �Í�w
¯�x�z�\�w�¯�Ú�ï�Å�›�Ö�—�p�V�”�Þ�”�Å�›�Ô�`�o�M�‡�b�{

�¯�Ú�ï�Å�d�º

�« �Í�w�«�x�z�¬�é�”�Ì�ç  �¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï  �Þ�”�Å�p�z�º
æ� �ï�»�”�Ñ�£� �µ	Í�p  ISAKMP �›
�Ã�Ÿ�·�”�Ò�ç�t�b�”�M�O�›�Ô�`�o�M�‡�b�{

hostname(config)# no isakmp enable  inside

���È�¯�Ú�ï�Å

interface-name ISAKMP �É�°�³�¤�”�³�ã�ï�›� �É�”�Ò�ç�‡�h�x�Ã�Ÿ�·�”�Ò�ç�t�b�”� �ï
�»�”�Ñ�£� �µ�w�Ê
²�›�¦���`�‡�b�{

�¯�Ú�ï�Å  �Þ�”�Å

�Ñ�•� �ž�¢�¥�”�ç  �Þ�”�Å �·�©�á�æ�Â�Ÿ  �¯�ï�Â�©�µ�Ä

�ç�”�Â�¿�Å �•�a �³�ï�¬�ç

�Ú�ç�½

�¯�ï�Â�©�µ�Ä �³�µ�Â�Ü

�¬�é�”�Ì�ç  �¯�ï�Ñ�Ÿ�ª�á�è�”
�³�ã�ï

• — • — —

�æ�æ�”�µ �!�Ë�º�0

�7�� �\�w�¯�Ú�ï�Å�x�7���w�‹�w�p�b�{

7.2(1) �\�w�¯�Ú�ï�Å�x
��­�^�•�‡�`�h�{ crypto isakmp enable �¯�Ú�ï�Å�t�”�V�õ
�Q�’�•�‡�`�h�{

�¯�Ú�ï�Å 
†�Ì

clear configure isakmp �b�‚�o�w  ISAKMP �¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï�›	«�ˆ�`�‡�b�{

clear configure isakmp policy ISAKMP �Ù�æ�³�”  �¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï�›�b�‚�o	«�ˆ�`
�‡�b�{

clear isakmp sa IKE �å�ï�»� �Ü  SA �Ã�”�»�Õ�”�µ�›	«�ˆ�`�‡�b�{

show running-config isakmp �ž�«�Â�Ÿ�Ò�s�¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï�›�b�‚�o
¯�Ô�`�‡�b�{
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isakmp identity
�Ñ�£�”�¶  2 ID �›�Ð�ž�t
ù	ô�b�”�‘�O�t
ƒ���b�”�t�x�z�¬�é�”�Ì�ç  �¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï  �Þ�”�Å
�p  isakmp identity �¯�Ú�ï�Å�›�–�;�`�‡�b�{�Ã�Ñ�¥�ç�Ä
ƒ���t�í�b�t�x�z�\�w�¯�Ú�ï�Å�w  no ���Ü�›
�–�;�`�‡�b�{

isakmp identity {address | hostname | key-id key-id-string | auto}

no isakmp identity {address | hostname | key-id key-id-string | auto}

�³�ï�»�¿�«�µ�w
†�Ì

�Ã�Ñ�¥�ç�Ä �Ã�Ñ�¥�ç�Ä�w  ISAKMP ID �x�z isakmp identity hostname �p�b�{

�¯�Ú�ï�Å  �Þ�”�Å �Í�w
¯�x�z�\�w�¯�Ú�ï�Å�›�Ö�—�p�V�”�Þ�”�Å�›�Ô�`�o�M�‡�b�{

�¯�Ú�ï�Å�d�º

�« �Í�w�«�p�x�z�¬�é�”�Ì�ç  �¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï  �Þ�”�Å�p�z IPSec �Ð�ž�q�è	ô�b�”�h�Š�w� �ï�»�”
�Ñ�£� �µ	Í�p  ISAKMP �É�°�³�¤�”�³�ã�ï�›�z
€���»� �Ó�t� �a�o� �É�”�Ò�ç�t�`�‡�b�{

hostname(config)# isakmp identity auto

���È�¯�Ú�ï�Å

address ISAKMP �w�Ý��	Ø�C�›�¦�õ�b�”�×�µ�Ä�w  IP �ž�Å�è�µ�›�–�;�`�‡�b�{

auto ISKMP �É�°�³�¤�”�³�ã�ï�›�z 
€���»� �Ó�‘�l�o
Q���`�‡�b �¢�Ä
²�ž���©�”
�w IP �ž�Å�è�µ�z�‡�h�x	Â�Ì	{�Ý	Â�;�w	Â�Ì	{  DN�£�{

hostname ISAKMP �w�Ý��	Ø�C�›�¦�õ�b�”�×�µ�Ä�w�ì
¶	.	æ�Å�Ý� �ï�Ê�›�–�;�`�‡
�b�¢�Ã�Ñ�¥�ç�Ä�£ �{�\�w�Ê
²�x�z�×�µ�Ä�Ê�q�Å�Ý� �ï�Ê�p�Ï
R�^�•�‡�b�{

key-id key_id_string �æ�Þ�”�Ä  �Ð�ž�U�Ä
²�ž���©�”�›�U�g�b�”�h�Š�t�–�;�b�”���È�»�›�¦���`
�‡�b�{  

�¯�Ú�ï�Å  �Þ�”�Å

�Ñ�•� �ž�¢�¥�”�ç  �Þ�”�Å �·�©�á�æ�Â�Ÿ  �¯�ï�Â�©�µ�Ä

�ç�”�Â�¿�Å �•�a �³�ï�¬�ç

�Ú�ç�½

�¯�ï�Â�©�µ�Ä �³�µ�Â�Ü

�¬�é�”�Ì�ç  �¯�ï�Ñ�Ÿ�ª�á�è�”
�³�ã�ï

• — • — —

�æ�æ�”�µ �!�Ë�º�0

�7�� �\�w�¯�Ú�ï�Å�x�7���w�‹�w�p�b�{

7.2(1) �\�w�¯�Ú�ï�Å�x
��­�^�•�‡�`�h�{ crypto isakmp identity �¯�Ú�ï�Å�t�”�V�õ
�Q�’�•�‡�`�h�{

�¯�Ú�ï�Å 
†�Ì

clear configure isakmp �b�‚�o�w  ISAKMP �¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï�›	«�ˆ�`�‡�b�{

clear configure isakmp policy ISAKMP �Ù�æ�³�”  �¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï�›�b�‚�o	«�ˆ�`
�‡�b�{

clear isakmp sa IKE �å�ï�»� �Ü  SA �Ã�”�»�Õ�”�µ�›	«�ˆ�`�‡�b�{

show running-config isakmp �ž�«�Â�Ÿ�Ò�s�¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï�›�b�‚�o
¯�Ô�`�‡�b�{
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isakmp ikev1-user-authentication
IKE �¤�t�Ë� �Ò�æ�¿�Å�Ý	Â�›
ƒ���b�”�t�x�z�Ä�ï�É�ç  �¬�ç�”�Ó  ipsec �ž�Ä�æ�Ï�á�”�Ä  �¯�ï�Ñ�Ÿ�ª�á
�è�”�³�ã�ï  �Þ�”�Å�p  isakmp ikev1-user-authentication �¯�Ú�ï�Å�›�–�;�`�‡�b�{�Ë� �Ò�æ�¿�Å�Ý	Â�›
�Ã�Ÿ�·�”�Ò�ç�t�b�”�t�x�z�\�w�¯�Ú�ï�Å�w  no ���Ü�›�–�;�`�‡�b�{

isakmp ikev1-user-authentication [interface] { none | xauth | hybrid }

no isakmp ikev1-user-authentication [interface] { none | xauth | hybrid }

�³�ï�»�¿�«�µ�w
†�Ì

�Ã�Ñ�¥�ç�Ä �Ã�Ñ�¥�ç�Ä�w�Ý	Â�M�Ü�x  XAUTH�¢�¦�Á�â�”�²�Ý	Â�£�p�b�{�Ã�Ñ�¥�ç�Ä�w  interface �x�b�‚�o�w� �ï
�»�”�Ñ�£� �µ�p�b�{

�¯�Ú�ï�Å  �Þ�”�Å �Í�w
¯�x�z�\�w�¯�Ú�ï�Å�›�Ö�—�p�V�”�Þ�”�Å�›�Ô�`�o�M�‡�b�{

�¯�Ú�ï�Å�d�º

�–�;	Í�w�̈ � �Å�å� �ï �·�©�á�æ�Â�Ÿ  �ž�Ó�å� �ž�ï�µ�Ý	Â�•  RADIUS�z TACACS+�z�‡�h�x  SecurID �q�M�l�h�æ�Þ�”�Ä  VPN
�â�”�²�Ý	Â�;�w	H�R�w	��O�t�Ã�´�»�ç	Â�Ì	{�›�–�;�b�”	Ô�ù�x�z�\�w�¯�Ú�ï�Å�›�–�;�`�‡�b�{�\�w
�¯�Ú�ï�Å�x�z IKE �w�Ñ�£�”�¶  1 �›�Í�w  2 �µ�Â�¿�Ó�t
ü�Z�‡�b�{ 2 �m�w�µ�Â�¿�Ó�›�ù�d�o�Ë� �Ò�æ�¿
�Å�Ý	Â�q�z�|�‡�b�{

1. �·�©�á�æ�Â�Ÿ  �ž�Ó�å� �ž�ï�µ�x�z�æ�Þ�”�Ä  VPN �â�”�²�t�0�`�o
ª	j�w�¬�‰�©�”�U	[�›�–�;�`
�o�Ý	Â�›�æ�M�‡�b�{ �\�w�Ý	Â�t�‘�“�o�M�²�p�Ý	Â�^�•�”  IKE �·�©�á�æ�Â�Ÿ  �ž�¹�³�¤�”�³�ã�ï�›
�¬�q�`�‡�b�{  

2. �f�`�o�z XAUTH �¦�õ�p�z�æ�Þ�”�Ä  VPN �â�”�²�U�Ý	Â�^�•�‡�b�{�\�w�¦�Á�Ý	Â�p�x�z�±�Ù�”�Ä
�^�•�o�M�”	H�R�w�Ý	Â�M�Ü�w�M�c�•�T�U�–�;�^�•�‡�b�{

�¢�«�£ �Ý	Â�»� �Ó�›�Ë� �Ò�æ�¿�Å�t
ƒ���b�”�t�x�z�Ý	Â�±�”�Ì�›
ƒ���`�z�Ä
²�ž���©�”�›�^
R�`�o�z�Ä�å
�µ�Ä�Ù� �ï�Ä�›
ƒ���b�”
ž�A�U�K�“�‡�b�{

hybrid IKE �w�–�;�Ì�t�Ë� �Ò�æ�¿�Å  XAUTH �Ý	Â�›�¦���`�‡�b�{

interface �¢�¦�Ó�³�ã�ï�£�â�”�²�Ý	Â�M�Ü�›
ƒ���b�”� �ï�»�”�Ñ�£� �µ�›�¦���`�‡�b�{

none IKE �w�–�;�Ì�t�â�”�²�Ý	Â�›�Ã�Ÿ�·�”�Ò�ç�t�`�‡�b�{

xauth XAUTH�¢�¦�Á�â�”�²�Ý	Â�q�‹�z�y�•�”�£�›�¦���`�‡�b�{

�¯�Ú�ï�Å  �Þ�”�Å

�Ñ�•� �ž�¢�¥�”�ç  �Þ�”�Å �·�©�á�æ�Â�Ÿ  �¯�ï�Â�©�µ�Ä

�ç�”�Â�¿�Å �•�a �³�ï�¬�ç

�Ú�ç�½

�¯�ï�Â�©�µ�Ä �³�µ�Â�Ü

�Ä�ï�É�ç  �¬�ç�”�Ó  ipsec �ž�Ä
�æ�Ï�á�”�Ä  �¯�ï�Ñ�Ÿ�ª�á�è�”
�³�ã�ï

• — • — —

�æ�æ�”�µ �!�Ë�º�0

7.2(1) �\�w�¯�Ú�ï�Å�U�‹�Ö�^�•�‡�`�h�{
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�¦�Ó�³�ã�ï�w  interface �Í�å�Ý�”�»�›	²�t�b�”�q�z�¯�Ú�ï�Å�x�b�‚�o�w� �ï�»�”�Ñ�£� �µ�t�&�;�^
�•�z� �ï�»�”�Ñ�£� �µ�]�q�t�¯�Ú�ï�Å�U�¦���^�•�o�M�s�M�M�t�x�Ì�¿�«�ž�¿�Ó�q�`�o�;�ó�`�‡�b�{
�Ä�ï�É�ç  �¬�ç�”�Ó�t  2 �m�w isakmp ikev1-user-authentication �¯�Ú�ï�Å�›�¦���`�h	Ô�ù�z 1 �m�x
interface �Í�å�Ý�”�»�›�–�;�`�z 2 �m�è�x�f�•�›�–�;�`�‡�d�œ�{� �ï�»�”�Ñ�£� �µ�›�¦���b�”�¯�Ú�ï
�Å�x�f�w�›���w� �ï�»�”�Ñ�£� �µ�›��
Œ�`�‡�b�{

�« �Í�w�¯�Ú�ï�Å�«�x�z example-group �q�z�y�•�”�Ä�ï�É�ç  �¬�ç�”�Ó�w�º
æ� �ï�»�”�Ñ�£� �µ�p�Ë� �Ò
�æ�¿�Å XAUTH �›� �É�”�Ò�ç�t�`�‡�b�{

hostname(config)# tunnel-group example-group type ipsec-ra
hostname(config)# tunnel-group example-group ipsec-attributes
hostname(config-tunnel-ipsec)# isakmp ikev1-u ser-authentication (inside) hybrid
hostname(config-tunnel-ipsec)# 

���È�¯�Ú�ï�Å �¯�Ú�ï�Å 
†�Ì

aaa-server AAA �±�”�Ì�›���[�`�‡�b�{

pre-shared-key IKE 
€���›�±�Ù�”�Ä�b�”�Ä
²�ž���©�”�›�^
R�`�‡�b�{

tunnel-group IPSec�z L2TP/IPSec�z�S�‘�|  WebVPN 
€���t�{���w�è�¯�”�Å�›���‰�Ã�”�»
�Õ�”�µ�›�^
R�S�‘�|���g�`�‡�b�{
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isakmp ipsec-over-tcp
IPSec over TCP �›� �É�”�Ò�ç�t�b�”�t�x�z�¬�é�”�Ì�ç  �¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï  �Þ�”�Å�p  isakmp
ipsec-over-tcp �¯�Ú�ï�Å�›�–�;�`�‡�b�{ IPSec over TCP �›�Ã�Ÿ�·�”�Ò�ç�t�b�”�t�x�z�\�w�¯�Ú�ï�Å�w
no ���Ü�›�–�;�`�‡�b�{

isakmp ipsec-over-tcp [port port1...port10]

no isakmp ipsec-over-tcp [port port1...port10]

�³�ï�»�¿�«�µ�w
†�Ì

�Ã�Ñ�¥�ç�Ä �Ã�Ñ�¥�ç�Ä�‹�x�Ã�Ÿ�·�”�Ò�ç�p�b�{

�¯�Ú�ï�Å  �Þ�”�Å �Í�w
¯�x�z�\�w�¯�Ú�ï�Å�›�Ö�—�p�V�”�Þ�”�Å�›�Ô�`�o�M�‡�b�{

�¯�Ú�ï�Å�d�º

�« �Í�w�«�p�x�z�¬�é�”�Ì�ç  �¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï  �Þ�”�Å�p�z�Ù�”�Ä  45 	Í�p  IPSec over TCP �›� 
�É�”�Ò�ç�t�`�‡�b�{

hostname(config)# isakmp ipsec-over-tcp port 45

���È�¯�Ú�ï�Å

port port1...port10 �¢�¦�Ó�³�ã�ï�£�Ã�Ì� �µ�U  IPSec over TCP 
€���›	!�Z�Ö�•�”�Ù�”�Ä�›�¦��
�`�‡�b�{�7�G  10 �w�Ù�”�Ä�›�¦���p�V�‡�b�{�Ù�”�Ä
j�ø�w
c�“�x  1 �™ 65535
�p�b�{�Ã�Ñ�¥�ç�Ä�w�Ù�”�Ä
j�ø�x  10000 �p�b�{

�¯�Ú�ï�Å  �Þ�”�Å

�Ñ�•� �ž�¢�¥�”�ç  �Þ�”�Å �·�©�á�æ�Â�Ÿ  �¯�ï�Â�©�µ�Ä

�ç�”�Â�¿�Å �•�a �³�ï�¬�ç

�Ú�ç�½

�¯�ï�Â�©�µ�Ä �³�µ�Â�Ü

�¬�é�”�Ì�ç  �¯�ï�Ñ�Ÿ�ª�á�è�”
�³�ã�ï

• — • — —

�æ�æ�”�µ �!�Ë�º�0

7.0(1)(1) �\�w�¯�Ú�ï�Å�U�‹�Ö�^�•�‡�`�h�{

7.2(1) �\�w�¯�Ú�ï�Å�x
��­�^�•�‡�`�h�{ crypto isakmp ipsec-over-tcp �¯�Ú�ï�Å�t
�”�V�õ�Q�’�•�‡�`�h�{

�¯�Ú�ï�Å 
†�Ì

clear configure isakmp �b�‚�o�w  ISAKMP �¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï�›	«�ˆ�`�‡�b�{

clear configure isakmp policy ISAKMP �Ù�æ�³�”  �¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï�›�b�‚�o	«�ˆ�`
�‡�b�{

clear isakmp sa IKE �å�ï�»� �Ü  SA �Ã�”�»�Õ�”�µ�›	«�ˆ�`�‡�b�{

show running-config isakmp �ž�«�Â�Ÿ�Ò�s�¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï�›�b�‚�o
¯�Ô�`�‡�b�{
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isakmp keepalive
IKE DPD �›
ƒ���b�”�t�x�z�Ä�ï�É�ç  �¬�ç�”�Ó  ipsec �ž�Ä�æ�Ï�á�”�Ä  �¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï  �Þ�”
�Å�p  isakmp keepalive �¯�Ú�ï�Å�›�–�;�`�‡�b�{�Ã�Ñ�¥�ç�Ä�p�x�z�b�‚�o�w�Ä�ï�É�ç  �¬�ç�”�Ó�p  IKE
�©�”�Ó�ž�å� �Ò�U�z�Ã�Ñ�¥�ç�Ä�w�`�V�M�‹�S�‘�|�æ�Ä�å� �‹�›�–�;�`�o� �É�”�Ò�ç�t�s�l�o�M�‡
�b�{�©�”�Ó�ž�å� �Ò  �Í�å�Ý�”�»�›�z�Ã�Ñ�¥�ç�Ä�w�`�V�M�‹�S�‘�|�æ�Ä�å� �‹�›�–�;�`�o� �É�”�Ò�ç
�t�`�h	Ý�6�t�í�b�t�x�z�\�w�¯�Ú�ï�Å�w  no ���Ü�›�–�;�`�‡�b�{

isakmp keepalive [threshold seconds] [retry seconds] [disable]

no isakmp keepalive disable

�³�ï�»�¿�«�µ�w
†�Ì

�Ã�Ñ�¥�ç�Ä �æ�Þ�”�Ä�ž�«�·�µ  �¬�ç�”�Ó�w�Ã�Ñ�¥�ç�Ä�x�z�`�V�M�‹�U  300 
µ�p�z�æ�Ä�å� �U  2 
µ�p�b�{

LAN-to-LAN �¬�ç�”�Ó�w�Ã�Ñ�¥�ç�Ä�x�z�`�V�M�‹�U  10 
µ�p�z�æ�Ä�å� �U  2 
µ�p�b�{

�¯�Ú�ï�Å  �Þ�”�Å �Í�w
¯�x�z�\�w�¯�Ú�ï�Å�›�Ö�—�p�V�”�Þ�”�Å�›�Ô�`�o�M�‡�b�{

�¯�Ú�ï�Å�d�º

�–�;	Í�w�̈ � �Å�å� �ï �\�w�ž�Ä�æ�Ï�á�”�Ä�x�z IPSec �æ�Þ�”�Ä�ž�«�·�µ�S�‘�|  IPSec LAN-to-LAN �Ä�ï�É�ç  �¬�ç�”�Ó  �»� 
�Ó�i�Z�t�&�;�p�V�‡�b�{

�« �Í�w�«�p�x�z config-ipsec �¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï  �Þ�”�Å�p�z 209.165.200.225 �q�M�O IP �ž�Å�è�µ�›
�Ë�m IPSec LAN-to-LAN �Ä�ï�É�ç  �¬�ç�”�Ó�t�0�`�o�z IKE DPD �›
ƒ���`�z�`�V�M�‹�›  15 �t
ƒ���`�z
�æ�Ä�å� ���´�›  10 �t�¦���`�‡�b�{

hostname(config)# tunnel-group 209.165.200.225 type IPSec_L2L
hostname(config)# tunnel-group 209.165.200.225 ipsec-attributes
hostname(config-tunnel-ipsec)# isakmp keepalive threshold 15 retry 10
hostname(config-tunnel-ipsec)# 

disable IKE �©�”�Ó�ž�å� �Ò	r�g�›�Ã�Ÿ�·�”�Ò�ç�t�`�‡�b�{�Ã�Ñ�¥�ç�Ä�p�x� �É�”
�Ò�ç�t�s�l�o�M�‡�b�{

retry seconds �©�”�Ó�ž�å� �Ò� �t�U	!	ô�^�•�s�X�s�l�h�™�w�æ�Ä�å� ���w���´�›
µ�o
�•�p�¦���`�‡�b�{
c�“�x  2 �™ 10 
µ�p�b�{�Ã�Ñ�¥�ç�Ä�x  2 
µ�p�b�{

threshold seconds �©�”�Ó�ž�å� �Ò�w�Þ�Ç�»�æ�ï�¬�›�‰�•�b�”�‡�p�Ð�ž�U�ž� �Å�ç	Ý�6�›�¡
�Ë�p�V�”
µ
:�›�¦���`�‡�b�{
c�“�x  10 �™ 3,600 
µ�p�b�{ LAN-to-LAN �¬
�ç�”�Ó�w�Ã�Ñ�¥�ç�Ä�x  10 
µ�p�z�æ�Þ�”�Ä�ž�«�·�µ  �¬�ç�”�Ó�w�Ã�Ñ�¥�ç�Ä
�x  300 
µ�p�b�{

�¯�Ú�ï�Å  �Þ�”�Å

�Ñ�•� �ž�¢�¥�”�ç  �Þ�”�Å �·�©�á�æ�Â�Ÿ  �¯�ï�Â�©�µ�Ä

�ç�”�Â�¿�Å �•�a �³�ï�¬�ç

�Ú�ç�½

�¯�ï�Â�©�µ�Ä �³�µ�Â�Ü

�Ä�ï�É�ç  �¬�ç�”�Ó  ipsec �ž�Ä
�æ�Ï�á�”�Ä  �¯�ï�Ñ�Ÿ�ª�á�è�”
�³�ã�ï

• — • — —

�æ�æ�”�µ �!�Ë�º�0

7.0(1) �\�w�¯�Ú�ï�Å�U�‹�Ö�^�•�‡�`�h�{
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���È�¯�Ú�ï�Å

isakmp nat-traversal
NAT Traversal �›�¬�é�”�Ì�ç�t� �É�”�Ò�ç�t�b�”�t�x�z�¬�é�”�Ì�ç  �¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï  �Þ�”�Å
�p  ISAKMP �›� �É�”�Ò�ç�t�`�h�\�q�›�¬�Ý� �̀¢� �É�”�Ò�ç�t�b�”�t�x  isakmp enable �¯�Ú�ï�Å�›�–
�;�`�‡�b�£�z�Í�t  isakmp nat-traversal �¯�Ú�ï�Å�›�–�;�`�‡�b�{ NAT Traversal �U� �É�”�Ò�ç�w�q�V
�t�z�\�•�›�Ã�Ÿ�·�”�Ò�ç�t�b�”�t�x�z�\�w�¯�Ú�ï�Å�w  no ���Ü�›�–�;�`�‡�b�{

isakmp nat-traversal natkeepalive

no isakmp nat-traversal natkeepalive

�³�ï�»�¿�«�µ�w
†�Ì

�Ã�Ñ�¥�ç�Ä �Ã�Ñ�¥�ç�Ä�p�z NAT Traversal�¢ isakmp nat-traversal�£�x�Ã�Ÿ�·�”�Ò�ç�t�s�l�o�M�‡�b�{

�¯�Ú�ï�Å  �Þ�”�Å �Í�w
¯�x�z�\�w�¯�Ú�ï�Å�›�Ö�—�p�V�”�Þ�”�Å�›�Ô�`�o�M�‡�b�{

�¯�Ú�ï�Å�d�º

�–�;	Í�w�̈ � �Å�å� �ï Network Address Translation�¢ NAT; �É�¿�Ä�ë�”�«  �ž�Å�è�µ�!�õ�£�x�z Port Address Translation�¢ PAT;
�Ù�”�Ä  �ž�Å�è�µ�!�õ�£�‹���Š�z IPSec �‹�–�;�`�o�M�”���X�w�É�¿�Ä�ë�”�«�p�–�;�^�•�o�M�‡�b�U�z
IPSec �Í�­�¿�Ä�U  NAT �Ã�Ì� �µ�›�ð�J�s�X�è�a�b�”�\�q�›�f�[�”
‡�“�õ
Q�U
:���X�K�“�‡�b�{ NAT
Traversal �›�–�;�b�”�q�z ESP �Í�­�¿�Ä�U  1 �m�‡�h�x
ó
:�w  NAT �Ã�Ì� �µ�›�è�a�p�V�”�‘�O�t�s�“
�‡�b�{

�¯�Ú�ï�Å 
†�Ì

clear-configure tunnel-group 
ƒ���^�•�o�M�”�b�‚�o�w�Ä�ï�É�ç  �¬�ç�”�Ó�›	«�ˆ�`�‡�b�{

show running-config tunnel-group �b�‚�o�w�Ä�ï�É�ç  �¬�ç�”�Ó�‡�h�x�›���w�Ä�ï�É�ç  �¬�ç�”�Ó
�w�Ä�ï�É�ç  �¬�ç�”�Ó  �¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï�›
¯�Ô�`�‡
�b�{

tunnel-group ipsec-attributes �\�w�¬�ç�”�Ó�w�Ä�ï�É�ç  �¬�ç�”�Ó  ipsec �ž�Ä�æ�Ï�á�”�Ä�›
ƒ
���`�‡�b�{

natkeepalive NAT �©�”�Ó�ž�å� �Ò���´�›  10 �™ 3,600 
µ�w
c�“�p
ƒ���`�‡�b�{�Ã�Ñ�¥�ç
�Ä�x  20 
µ�p�b�{

�¯�Ú�ï�Å  �Þ�”�Å

�Ñ�•� �ž�¢�¥�”�ç  �Þ�”�Å �·�©�á�æ�Â�Ÿ  �¯�ï�Â�©�µ�Ä

�ç�”�Â�¿�Å �•�a �³�ï�¬�ç

�Ú�ç�½

�¯�ï�Â�©�µ�Ä �³�µ�Â�Ü

�¬�é�”�Ì�ç  �¯�ï�Ñ�Ÿ�ª�á�è�”
�³�ã�ï

• — • — —

�æ�æ�”�µ �!�Ë�º�0

�7�� �\�w�¯�Ú�ï�Å�x�7���w�‹�w�p�b�{

7.2(1) �\�w�¯�Ú�ï�Å�x
��­�^�•�‡�`�h�{ crypto isakmp nat-traversal �¯�Ú�ï�Å�t�”
�V�õ�Q�’�•�‡�`�h�{
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�·�©�á�æ�Â�Ÿ  �ž�Ó�å� �ž�ï�µ�x�z IETF �w�® UDP Encapsulation of IPsec Packets� �̄Å�å�Ñ�Ä�w�Ì�”�´�ã
�ï  2 �q�Ì�”�´�ã�ï  3�¢ http://www.ietf.org/html.charters/ipsec-charter.html �T�’�Ö	��D�ó�£�t�G	\�^�•�o
�M�”�q�S�“  NAT Traversal �›�±�Ù�”�Ä�`�o�M�‡�b�{ NAT Traversal �x�z�¼� �Æ�Û�¿�«�q�µ�»�Â�Ÿ�¿�«
�w�†�M�w�‰�ø�Ú�¿�Ó�t�m�M�o�±�Ù�”�Ä�^�•�o�M�‡�b�{

�\�w�¯�Ú�ï�Å�x�z�·�©�á�æ�Â�Ÿ  �ž�Ó�å� �ž�ï�µ	Í�p  NAT-T �›�¬�é�”�Ì�ç�t� �É�”�Ò�ç�t�`�‡�b�{
�‰�ø�Ú�¿�Ó �¤�ï�Ä�æ�p�Ã�Ÿ�·�”�Ò�ç�t�b�”�t�x�z crypto map set nat-t-disable �¯�Ú�ï�Å�›�–�;�`�‡
�b�{

�« �Í�w�«�p�x�z�¬�é�”�Ì�ç  �¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï  �Þ�”�Å�p�z ISAKMP �›� �É�”�Ò�ç�t�`�z 30 
µ��
�´�p  NAT Traversal �›� �É�”�Ò�ç�t�`�‡�b�{

hostname(config)# isakmp enable
hostname(config)# isakmp nat-traversal 30

���È�¯�Ú�ï�Å �¯�Ú�ï�Å 
†�Ì

clear configure isakmp �b�‚�o�w  ISAKMP �¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï�›	«�ˆ�`�‡�b�{

clear configure isakmp policy ISAKMP �Ù�æ�³�”  �¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï�›�b�‚�o	«�ˆ�`
�‡�b�{

clear isakmp sa IKE �å�ï�»� �Ü  SA �Ã�”�»�Õ�”�µ�›	«�ˆ�`�‡�b�{

show running-config isakmp �ž�«�Â�Ÿ�Ò�s�¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï�›�b�‚�o
¯�Ô�`�‡�b�{
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isakmp policy authentication
IKE �Ù�æ�³�”�º�w�Ý	Â�M�Ü�›�¦���b�”�t�x�z�¬�é�”�Ì�ç  �¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï  �Þ�”�Å�p  isakmp
policy authentication �¯�Ú�ï�Å�›�–�;�`�‡�b�{ IKE �Ù�æ�³�”�x�z IKE �É�°�³�¤�”�³�ã�ï�;�w�Í�å�Ý�”
�»�w�·�¿�Ä�›���[�`�h�‹�w�p�b�{ ISAKMP �Ý	Â�M�Ü�›�_	†�b�”�t�x�z���È�b�”  clear configure �¯�Ú
�ï�Å�›�–�;�`�‡�b�{

isakmp policy priority authentication { crack | pre-share | rsa-sig}

�³�ï�»�¿�«�µ�w
†�Ì

�Ã�Ñ�¥�ç�Ä �Ã�Ñ�¥�ç�Ä�w  ISAKMP �Ù�æ�³�”�Ý	Â�x�z pre-share �p�b�{

�¯�Ú�ï�Å  �Þ�”�Å �Í�w
¯�x�z�\�w�¯�Ú�ï�Å�›�Ö�—�p�V�”�Þ�”�Å�›�Ô�`�o�M�‡�b�{

�¯�Ú�ï�Å�d�º

�–�;	Í�w�̈ � �Å�å� �ï RSA �³�¬�Ç�½�ß�›�¦���b�”	Ô�ù�x�z�Ý	Â�Á�¢ CA�£�T�’	Â�Ì	{�›	��˜�b�”�‘�O�t�·�©�á�æ�Â�Ÿ  �ž�Ó
�å� �ž�ï�µ�q�f�w�Ð�ž�›
ƒ���b�”
ž�A�U�K�“�‡�b�{�Ä
²�ž���©�”�›�¦���b�”	Ô�ù�x�z�·�©�á�æ�Â�Ÿ
�ž�Ó�å� �ž�ï�µ�q�f�w�Ð�ž�t�z�Ä
²�ž���©�”�›���‘�t
ƒ���b�”
ž�A�U�K�“�‡�b�{

�« �Í�w�«�x�z�¬�é�”�Ì�ç  �¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï  �Þ�”�Å�p�z isakmp policy authentication �¯�Ú�ï�Å�›
�–�;�b�”�M�O�›�Ô�`�o�M�‡�b�{�\�w�«�p�x�z��
Œ	q�•
j�ø  40 �w IKE �Ù�æ�³�”�t  RSA �³�¬�Ç�½�ß�w
�Ý	Â�M�Ü�›�–�;�b�”�‘�O�t
ƒ���`�‡�b�{

hostname(config)# isakmp policy  40 authentication rsa-sig

crack �Ý	Â�M�Ü�q�` �o�z IKE Challenge/Response for Authenticated Cryptographic
Keys�¢ CRACK�£�›�¦���`�‡�b�{

pre-share �Ý	Â�M�Ü�q�`�o�z�Ä
²�ž���©�”�›�¦���`�‡�b�{

priority IKE �Ù�æ�³�”�›�°�™�t�Ý���`�z�f�w�Ù�æ�³�”�t��
Œ	q�•�›�Â�“�p�o�‡�b�{
1 �™ 65534 �w
T
:�›�–�;�`�‡�b�{ 1 �x��
Œ	q�•�U�7�‹�ô�X�z 65534 �U�7�‹�ÿ
�X�s�“�‡�b�{

rsa-sig �Ý	Â�M�Ü�q�`�o�z RSA �³�¬�Ç�½�ß�›�¦���`�‡�b�{

RSA �³�¬�Ç�½�ß�x�z IKE �É�°�³�¤�”�³�ã�ï�t�0�b�”
q�Ý�w�­�U�p�V�‡�b�{
�\�•�x�z �,�Š�$�t�â�”�²�U�Ð�ž�q�w  IKE �É�°�³�¤�”�³�ã�ï�›�æ�l�h�T�r�O
�T�›�z�H�~	��t	Â�Ì�p�V�”�\�q�›�™�¯�`�‡�b�{

�¯�Ú�ï�Å  �Þ�”�Å

�Ñ�•� �ž�¢�¥�”�ç  �Þ�”�Å �·�©�á�æ�Â�Ÿ  �¯�ï�Â�©�µ�Ä

�ç�”�Â�¿�Å �•�a �³�ï�¬�ç

�Ú�ç�½

�¯�ï�Â�©�µ�Ä �³�µ�Â�Ü

�¬�é�”�Ì�ç  �¯�ï�Ñ�Ÿ�ª�á�è�”
�³�ã�ï

• — • — —

�æ�æ�”�µ �!�Ë�º�0

�7�� �\�w�¯�Ú�ï�Å�x�7���w�‹�w�p�b�{ DSA-Sig �U 7.0 �p�å�C�^�•�‡�`�h�{
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���È�¯�Ú�ï�Å

isakmp policy encryption
IKE �Ù�æ�³�”�º�w�‰�ø�=�ž�ç�°�æ�¶�Ü�›�¦���b�”�t�x�z�¬�é�”�Ì�ç  �¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï  �Þ�”
�Å�p  isakmp policy encryption �¯�Ú�ï�Å�›�–�;�`�‡�b�{ �‰�ø�=�ž�ç�°�æ�¶�Ü�›�Ã�Ñ�¥�ç�Ä�‹�w  des �t
�æ�·�¿�Ä�b�”�t�x�z�\�w�¯�Ú�ï�Å�w  no ���Ü�›�–�;�`�‡�b�{  

isakmp policy priority encryption { aes | aes-192| aes-256 | des | 3des}

no isakmp policy priority encryption { aes | aes-192| aes-256 | des | 3des}

�³�ï�»�¿�«�µ�w
†�Ì

�Ã�Ñ�¥�ç�Ä �Ã�Ñ�¥�ç�Ä�w  ISAKMP �Ù�æ�³�”�‰�ø�=�x  3des �p�b�{

�¯�Ú�ï�Å  �Þ�”�Å �Í�w
¯�x�z�\�w�¯�Ú�ï�Å�›�Ö�—�p�V�”�Þ�”�Å�›�Ô�`�o�M�‡�b�{

�¯�Ú�ï�Å 
†�Ì

clear configure isakmp �b�‚�o�w  ISAKMP �¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï�›	«�ˆ�`�‡�b�{

clear configure isakmp policy ISAKMP �Ù�æ�³�”  �¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï�›�b�‚�o	«�ˆ�`
�‡�b�{

clear isakmp sa IKE �å�ï�»� �Ü  SA �Ã�”�»�Õ�”�µ�›	«�ˆ�`�‡�b�{

show running-config isakmp �ž�«�Â�Ÿ�Ò�s�¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï�›�b�‚�o
¯�Ô�`�‡�b�{

3des IKE �Ù�æ�³�”�p�z Triple DES �‰�ø�=�ž�ç�°�æ�¶�Ü�›�–�;�b�”�\�q�›�¦���`�‡
�b�{

aes IKE �Ù�æ�³�”�p�–�;�b�”�‰�ø�=�ž�ç�°�æ�¶�Ü�U�z 128 �Ï�¿�Ä  �©�”�›�–�;�b�”
AES �p�K�”�\�q�›�¦���`�‡�b�{

aes-192 IKE �Ù�æ�³�”�p�–�;�b�”�‰�ø�=�ž�ç�°�æ�¶�Ü�U�z 192 �Ï�¿�Ä  �©�”�›�–�;�b�”
AES �p�K�”�\�q�›�¦���`�‡�b�{

aes-256 IKE �Ù�æ�³�”�p�–�;�b�”�‰�ø�=�ž�ç�°�æ�¶�Ü�U�z 256 �Ï�¿�Ä  �©�”�›�–�;�b�”
AES �p�K�”�\�q�›�¦���`�‡�b�{

des IKE �Ù�æ�³�”�p�–�;�b�”�‰�ø�=�ž�ç�°�æ�¶�Ü�U�z 56 �Ï�¿�Ä  DES-CBC �p�K�”
�\�q�›�¦���`�‡�b�{

priority Internet Key Exchange�¢ IKE�£�Ù�æ�³�”�›�°�™�t�Ý���`�z�f�w�Ù�æ�³�”�t��
Œ
	q�•�›�Â�“�p�o�‡�b�{ 1 �™ 65534 �w
T
:�›�–�;�`�‡�b�{ 1 �x��
Œ	q�•�U�7�‹�ô
�X�z 65534 �U�7�‹�ÿ�X�s�“�‡�b�{

�¯�Ú�ï�Å  �Þ�”�Å

�Ñ�•� �ž�¢�¥�”�ç  �Þ�”�Å �·�©�á�æ�Â�Ÿ  �¯�ï�Â�©�µ�Ä

�ç�”�Â�¿�Å �•�a �³�ï�¬�ç

�Ú�ç�½

�¯�ï�Â�©�µ�Ä �³�µ�Â�Ü

�¬�é�”�Ì�ç  �¯�ï�Ñ�Ÿ�ª�á�è�”
�³�ã�ï

• — • — —
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�¯�Ú�ï�Å�d�º

�« �Í�w�«�x�z�¬�é�”�Ì�ç  �¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï  �Þ�”�Å�p�z isakmp policy encryption �¯�Ú�ï�Å�›�–
�;�b�”�M�O�›�Ô�`�o�M�‡�b�{�\�w�«�p�x�z��
Œ	q�•
j�ø  25 �w IKE �Ù�æ�³�”�t  128 �Ï�¿�Ä  �©�”�w
AES �‰�ø�=�ž�ç�°�æ�¶�Ü�›�–�;�b�”�‘�O�t
ƒ���`�‡�b�{

hostname(config)# isakmp policy  25 encryption aes

�Í�w�«�p�x�z�¬�é�”�Ì�ç  �¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï  �Þ�”�Å�p�z��
Œ	q�•
j�ø  40 �w IKE �Ù�æ�³�”�t
3DES �ž�ç�°�æ�¶�Ü�›�–�;�b�”�‘�O�t
ƒ���`�‡�b�{

hostname(config)# isakmp policy  40 encryption 3des
hostname(config)#

���È�¯�Ú�ï�Å

�æ�æ�”�µ �!�Ë�º�0

�7�� �\�w�¯�Ú�ï�Å�x�7���w�‹�w�p�b�{

7.2(1) �\�w�¯�Ú�ï�Å�x
��­�^�•�‡�`�h�{ crypto isakmp policy encryption �t�”�V�õ
�Q�’�•�‡�`�h�{

�¯�Ú�ï�Å 
†�Ì

clear configure isakmp �b�‚�o�w  ISAKMP �¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï�›	«�ˆ�`�‡�b�{

clear configure isakmp policy ISAKMP �Ù�æ�³�”  �¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï�›�b�‚�o	«�ˆ�`
�‡�b�{

clear isakmp sa IKE �å�ï�»� �Ü  SA �Ã�”�»�Õ�”�µ�›	«�ˆ�`�‡�b�{

show running-config isakmp �ž�«�Â�Ÿ�Ò�s�¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï�›�b�‚�o
¯�Ô�`�‡�b�{
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isakmp policy group
IKE �Ù�æ�³�”�w  Diffie-Hellman �¬�ç�”�Ó�›�¦���b�”�t�x�z�¬�é�”�Ì�ç  �¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï  �Þ�”
�Å�p  isakmp policy group �¯�Ú�ï�Å�›�–�;�`�‡�b�{ IKE �Ù�æ�³�”�x�z IKE �É�°�³�¤�”�³�ã�ï�Ì�t�–�;
�b�”�Í�å�Ý�”�»�w�·�¿�Ä�›���[�`�h�‹�w�p�b�{ Diffie-Hellman �¬�ç�”�Ó�Ý��� �›�Ã�Ñ�¥�ç�Ä�‹�t�æ
�·�¿�Ä�b�”�t�x�z�\�w�¯�Ú�ï�Å�w  no ���Ü�›�–�;�`�‡�b�{

isakmp policy priority group { 1 | 2 | 5 | 7}

no isakmp policy priority group

�³�ï�»�¿�«�µ�w
†�Ì

�Ã�Ñ�¥�ç�Ä �Ã�Ñ�¥�ç�Ä�x�¬�ç�”�Ó  2 �p�b�{

�¯�Ú�ï�Å  �Þ�”�Å �Í�w
¯�x�z�\�w�¯�Ú�ï�Å�›�Ö�—�p�V�”�Þ�”�Å�›�Ô�`�o�M�‡�b�{

�¯�Ú�ï�Å�d�º

�–�;	Í�w�̈ � �Å�å� �ï �¬�ç�”�Ó  �¦�Ó�³�ã�ï�t�x�z 768 �Ï�¿�Ä�¢ DH Group 1�£�z 1,024 �Ï�¿�Ä�¢ DH Group 2�£�z 1,536 �Ï�¿�Ä
�¢ DH Group 5�£�z�S�‘�|  DH Group 7 �w 4 �m�U�K�“�‡�b�{ 1,024 �Ï�¿�Ä�q  1,536 �Ï�¿�Ä�w  Diffie-Hellman
�¬�ç�”�Ó�x�z�·�©�á�æ�Â�Ÿ�U�ô�X�s�“�‡�b�U�z CPU �w	r�g�Ì���x�Õ�X�s�“�‡�b�{  

group 1 IKE �Ù�æ�³�”�p�z 768 �Ï�¿�Ä�w  Diffie-Hellman �¬�ç�”�Ó�›�–�;�b�”�\�q�›�¦��
�`�‡�b�{ 768 �Ï�¿�Ä�x�z�Ã�Ñ�¥�ç�Ä�‹�p�b�{

group 2 IKE �Ù�æ�³�”�p�z 1024 �Ï�¿�Ä�w  Diffie-Hellman �¬�ç�”�Ó  2 �U�–�;�^�•�”�‘�O
�t�¦���`�‡�b�{

group 5 IKE �Ù�æ�³�”�p�z 1536 �Ï�¿�Ä�w  Diffie-Hellman �¬�ç�”�Ó  5 �›�–�;�b�”�\�q�›
�¦���`�‡�b�{

group 7 IKE �Ù�æ�³�”�p�z Diffie-Hellman Group 7 �›�–�;�b�”�\�q�›�¦���`�‡�b�{ Group
7 �x  IPSec SA �©�”�›
\
R�`�‡�b�{�*���Â
¢�Ñ�Ÿ�”�ç�Å�w�±� �¶�x  163 �Ï�¿�Ä
�p�b�{  

priority Internet Key Exchange�¢ IKE�£�Ù�æ�³�”�›�°�™�t�Ý���`�z�f�w�Ù�æ�³�”�t��
Œ
	q�•�›�Â�“�p�o�‡�b�{ 1 �™ 65534 �w
T
:�›�–�;�`�‡�b�{ 1 �x��
Œ	q�•�U�7�‹�ô
�X�z 65534 �U�7�‹�ÿ�X�s�“�‡�b�{

�¯�Ú�ï�Å  �Þ�”�Å

�Ñ�•� �ž�¢�¥�”�ç  �Þ�”�Å �·�©�á�æ�Â�Ÿ  �¯�ï�Â�©�µ�Ä

�ç�”�Â�¿�Å �•�a �³�ï�¬�ç

�Ú�ç�½

�¯�ï�Â�©�µ�Ä �³�µ�Â�Ü

�¬�é�”�Ì�ç  �¯�ï�Ñ�Ÿ�ª�á�è�”
�³�ã�ï

• — • — —

�æ�æ�”�µ �!�Ë�º�0

�7�� �\�w�¯�Ú�ï�Å�x�7���w�‹�w�p�b�{ Group 7 �U�å�C�^�•�‡�`�h�{

7.2(1) �\�w�¯�Ú�ï�Å�x
��­�^�•�‡�`�h�{ crypto isakmp policy group �¯�Ú�ï�Å�t�”
�V�õ�Q�’�•�‡�`�h�{
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�¢�«�£ Cisco VPN Client Version 3.x �Ž�ñ�p�x�z isakmp policy �p  DH group 2 �›
ƒ���b�”
ž�A�U�K�“�‡�b �¢ DH
group 1 �›
ƒ���`�h	Ô�ù�z Cisco VPN Client �x
€���p�V�‡�d�œ�£ �{

AES �x�z VPN-3DES �w�å� �·�ï�µ�U�K�”�·�©�á�æ�Â�Ÿ  �ž�Ó�å� �ž�ï�µ�t�v�“�±�Ù�”�Ä�^�•�‡�b�{
AES �U���™�b�”�©�”�x�±� �¶�U�G�V�M�h�Š�z ISAKMP �É�°�³�¤�”�³�ã�ï�t�x�z group 1 �•  group 2
�p�x�s�X�z Diffie-Hellman�¢ DH�£group 5 �›�–�;�b�”
ž�A�U�K�“�‡�b�{�\�w
ƒ���t�x�z isakmp policy
priority group 5  �¯�Ú�ï�Å�›�–�;�`�‡�b�{  

�« �Í�w�«�x�z�¬�é�”�Ì�ç  �¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï  �Þ�”�Å�p�z isakmp policy group �¯�Ú�ï�Å�›�–�;�b
�”�M�O�›�Ô�`�o�M�‡�b�{�\�w�«�p�x�z��
Œ	q�•
j�ø  40 �w IKE �Ù�æ�³�”�t�z�¬�ç�”�Ó  2�z 1024 �Ï�¿
�Ä Diffie Hellman �›�–�;�b�”�‘�O�t
ƒ���`�‡�b�{

hostname(config)# isakmp policy  40 group 2

���È�¯�Ú�ï�Å �¯�Ú�ï�Å 
†�Ì

clear configure isakmp �b�‚�o�w  ISAKMP �¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï�›	«�ˆ�`�‡�b�{

clear configure isakmp policy ISAKMP �Ù�æ�³�”  �¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï�›�b�‚�o	«�ˆ�`
�‡�b�{

clear isakmp sa IKE �å�ï�»� �Ü  SA �Ã�”�»�Õ�”�µ�›	«�ˆ�`�‡�b�{

show running-config isakmp �ž�«�Â�Ÿ�Ò�s�¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï�›�b�‚�o
¯�Ô�`�‡�b�{
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isakmp policy hash
IKE �Ù�æ�³�”�w�Ë�¿�³�á  �ž�ç�°�æ�¶�Ü�›�¦���b�”�t�x�z�¬�é�”�Ì�ç  �¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï  �Þ�”
�Å�p  isakmp policy hash �¯�Ú�ï�Å�›�–�;�`�‡�b�{ IKE �Ù�æ�³�”�x�z IKE �É�°�³�¤�”�³�ã�ï�Ì�t�–�;
�b�”�Í�å�Ý�”�»�w�·�¿�Ä�›���[�`�h�‹�w�p�b�{  

�Ë�¿�³�á  �ž�ç�°�æ�¶�Ü�›�Ã�Ñ�¥�ç�Ä�‹�w  SHA-1 �t�æ�·�¿�Ä�b�”�t�x�z �\�w�¯�Ú�ï�Å�w  no ���Ü�›�–
�;�`�‡�b�{

isakmp policy priority hash { md5 | sha}

no isakmp policy priority hash

�³�ï�»�¿�«�µ�w
†�Ì

�Ã�Ñ�¥�ç�Ä �Ã�Ñ�¥�ç�Ä�w�Ë�¿�³�á  �ž�ç�°�æ�¶�Ü�x  SHA-1�¢ HMAC �Ì�æ�ž�ï�Ä�£�p�b�{

�¯�Ú�ï�Å  �Þ�”�Å �Í�w
¯�x�z�\�w�¯�Ú�ï�Å�›�Ö�—�p�V�”�Þ�”�Å�›�Ô�`�o�M�‡�b�{

�¯�Ú�ï�Å�d�º

�–�;	Í�w�̈ � �Å�å� �ï �Ë�¿�³�á  �ž�ç�°�æ�¶�Ü�w�¦�Ó�³�ã�ï�t�x�z SHA-1 �q  MD5 �w 2 �m�U�K�“�‡�b�{ MD5 �x�z SHA-1 �‘
�“�‹�¼� �´�£�µ�Ä�U	–�^�X�z�˜�c�T�t���M�q�^�•�o�M�‡�b�{

�« �Í�w�«�x�z�¬�é�”�Ì�ç  �¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï  �Þ�”�Å�p�z isakmp policy hash �¯�Ú�ï�Å�›�–�;�b�”
�M�O�›�Ô�`�o�M�‡�b�{�\�w�«�p�x�z��
Œ	q�•
j�ø  40 �w IKE �Ù�æ�³�”�t  MD5 �Ë�¿�³�á  �ž�ç�°�æ�¶
�Ü�›�–�;�b�”�\�q�›�¦���`�‡�b�{

hostname(config)# isakmp policy  40 hash md5

md5 IKE �Ù�æ�³�”�p�–�;�b�”�Ë�¿�³�á  �ž�ç�°�æ�¶�Ü�q�`�o�z MD5�¢ HMAC �Ì
�æ�ž�ï�Ä�£�›�¦���`�‡�b�{

priority Internet Key Exchange�¢ IKE�£�Ù�æ�³�”�›�°�™�t�Ý���`�z�f�w�Ù�æ�³�”�t��

Œ	q�•�›�Â�“�p�o�‡�b�{ 1 �™ 65534 �w
T
:�›�–�;�`�‡�b�{ 1 �x��
Œ	q�•�U
�7�‹�ô�X�z 65534 �U�7�‹�ÿ�X�s�“�‡�b�{

sha IKE �Ù�æ�³�”�p�–�;�b�”�Ë�¿�³�á  �ž�ç�°�æ�¶�Ü�q�`�o�z SHA-1�¢ HMAC �Ì
�æ�ž�ï�Ä�£�›�¦���`�‡�b�{

�¯�Ú�ï�Å  �Þ�”�Å

�Ñ�•� �ž�¢�¥�”�ç  �Þ�”�Å �·�©�á�æ�Â�Ÿ  �¯�ï�Â�©�µ�Ä

�ç�”�Â�¿�Å �•�a �³�ï�¬�ç

�Ú�ç�½

�¯�ï�Â�©�µ�Ä �³�µ�Â�Ü

�¬�é�”�Ì�ç  �¯�ï�Ñ�Ÿ�ª�á�è�”
�³�ã�ï

• — • — —

�æ�æ�”�µ �!�Ë�º�0

�7�� �\�w�¯�Ú�ï�Å�x�7���w�‹�w�p�b�{

7.2(1) �\�w�¯�Ú�ï�Å�x
��­�^�•�‡�`�h�{ crypto isakmp policy hash �¯�Ú�ï�Å�t�”
�V�õ�Q�’�•�‡�`�h�{
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���È�¯�Ú�ï�Å

isakmp policy lifetime
IKE �·�©�á�æ�Â�Ÿ  �ž�¹�³�¤�”�³�ã�ï�w�8�v�U�¬�ƒ�b�”�‡�p�w�å� �Ñ�»� �Ü�›�¦���b�”�t�x�z �¬�é�”
�Ì�ç  �¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï  �Þ�”�Å�p  isakmp policy lifetime �¯�Ú�ï�Å�›�–�;�`�‡�b�{�Ð�ž�U�å� 
�Ñ�»� �Ü�›���Ô�`�o�M�s�Z�•�y�z�Á�v�w�å� �Ñ�»� �Ü�›�¦���p�V�‡�b�{�·�©�á�æ�Â�Ÿ  �ž�¹�³�¤�”
�³�ã�ï�w�å� �Ñ�»� �Ü�›�Ã�Ñ�¥�ç�Ä�‹�w  86,400 
µ�¢ 1 �Ô�£�t�æ�·�¿�Ä�b�”�t�x�z�\�w�¯�Ú�ï�Å�w  no
���Ü�›�–�;�`�‡�b�{

isakmp policy priority lifetime seconds

no isakmp policy priority lifetime

�³�ï�»�¿�«�µ�w
†�Ì

�Ã�Ñ�¥�ç�Ä �Ã�Ñ�¥�ç�Ä�‹�x  86,400 
µ�¢ 1 �Ô�£�p�b�{

�¯�Ú�ï�Å  �Þ�”�Å �Í�w
¯�x�z�\�w�¯�Ú�ï�Å�›�Ö�—�p�V�”�Þ�”�Å�›�Ô�`�o�M�‡�b�{

�¯�Ú�ï�Å�d�º

�¯�Ú�ï�Å 
†�Ì

clear configure isakmp �b�‚�o�w  ISAKMP �¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï�›	«�ˆ�`�‡�b�{

clear configure isakmp policy ISAKMP �Ù�æ�³�”  �¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï�›�b�‚�o	«�ˆ�`
�‡�b�{

clear isakmp sa IKE �å�ï�»� �Ü  SA �Ã�”�»�Õ�”�µ�›	«�ˆ�`�‡�b�{

show running-config isakmp �ž�«�Â�Ÿ�Ò�s�¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï�›�b�‚�o
¯�Ô�`�‡�b�{

priority Internet Key Exchange�¢ IKE�£�Ù�æ�³�”�›�°�™�t�Ý���`�z�f�w�Ù�æ�³�”�t��

Œ	q�•�›�Â�“�p�o�‡�b�{ 1 �™ 65534 �w
T
:�›�–�;�`�‡�b�{ 1 �x��
Œ	q�•�U
�7�‹�ô�X�z 65534 �U�7�‹�ÿ�X�s�“�‡�b�{

seconds �¤�·�©�á�æ�Â�Ÿ  �ž�¹�³�¤�”�³�ã�ï�U�8�v�¬�ƒ�b�”�‡�p�w
µ
:�›�¦���`�‡
�b�{���v�w�å� �Ñ�»� �Ü�›���Ô�b�”�t�x�z 120 �™ 2,147,483,647 
µ�w
T
:�›
�–�;�`�‡�b�{�Á�v�w�å� �Ñ�»� �Ü�›���Ô�b�”�t�x�z 0 
µ�›�–�;�`�‡�b�{

�¯�Ú�ï�Å  �Þ�”�Å

�Ñ�•� �ž�¢�¥�”�ç  �Þ�”�Å �·�©�á�æ�Â�Ÿ  �¯�ï�Â�©�µ�Ä

�ç�”�Â�¿�Å �•�a �³�ï�¬�ç

�Ú�ç�½

�¯�ï�Â�©�µ�Ä �³�µ�Â�Ü

�¬�é�”�Ì�ç  �¯�ï�Ñ�Ÿ�ª�á�è�”
�³�ã�ï

• — • — —

�æ�æ�”�µ �!�Ë�º�0

�7�� �\�w�¯�Ú�ï�Å�x�7���w�‹�w�p�b�{

7.2(1) �\�w�¯�Ú�ï�Å�x
��­�^�•�‡�`�h�{ crypto isakmp policy lifetime �¯�Ú�ï�Å�t
�”�V�õ�Q�’�•�‡�`�h�{
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�–�;	Í�w�̈ � �Å�å� �ï IKE �x�z�É�°�³�¤�”�³�ã�ï�›�‰�•�b�”�q�V�z�×
��w�·�¿�³�ã�ï�;�w�·�©�á�æ�Â�Ÿ  �Í�å�Ý�”�»�›�ù�™
�`�‘�O�q�`�‡�b�{�Í�t�z�¤�Ð�ž�w�·�©�á�æ�Â�Ÿ  �ž�¹�³�¤�”�³�ã�ï�U�z�ù�™�^�•�h�Í�å�Ý�”�»�›�€	°
�`�‡�b�{�Ð�ž�x�z�å� �Ñ�»� �Ü�U�8�v�¬�ƒ�b�”�‡�p�z�·�©�á�æ�Â�Ÿ  �ž�¹�³�¤�”�³�ã�ï�›�-�Ë�`�‡
�b�{�·�©�á�æ�Â�Ÿ  �ž�¹�³�¤�”�³�ã�ï�x�z�8�v�¬�ƒ�b�”�‡�p�f�w�™�w  IKE �É�°�³�¤�”�³�ã�ï�p�b�;
�p�V�”�h�Š�z	ý�`�M  IPSec �·�©�á�æ�Â�Ÿ  �ž�¹�³�¤�”�³�ã�ï�›
ƒ���b�”�q�V�t�Ì���›
…�ÿ�p�V�‡�b�{
�Ð�ž�x�z�q�O�w�·�©�á�æ�Â�Ÿ  �ž�¹�³�¤�”�³�ã�ï�U�8�v�¬�ƒ�b�”
²�t�z	ý�`�M�·�©�á�æ�Â�Ÿ  �ž�¹�³
�¤�”�³�ã�ï�›�É�°�³�¤�”�Ä�`�‡�b�{  

�å� �Ñ�»� �Ü�›�Õ�X�b�”�„�r�z�·�©�á�æ�Â�Ÿ  �ž�Ó�å� �ž�ï�µ�p�Ž�ñ�w  IPSec �·�©�á�æ�Â�Ÿ  �ž�¹�³
�¤�”�³�ã�ï�›
ƒ���b�”�Ì���U
…�ÿ�^�•�‡�b�{�‰�ø�=�§�S�x	G
ü�s�è�Õ�ç�t�K�”�h�Š�z�©�”�w�6
\
R
���´�›�Ã�z�t�y�X�¢�ÿ  2 �™ 3 
ü�]�q�t�£�`�s�X�o�‹�·�©�á�æ�Â�Ÿ�x�-	Â�^�•�‡�b�{�Ã�Ñ�¥�ç�Ä�›�f
�w�‡�‡�–�;�b�”�\�q�›�S�ç�Š�`�‡�b�{

�¢�«�£ IKE �·�©�á�æ�Â�Ÿ  �ž�¹�³�¤�”�³�ã�ï�U�Á�v�w�å� �Ñ�»� �Ü�t
ƒ���^�•�o�M�”	Ô�ù�z �Ð�ž�U���v�w�å
� �Ñ�»� �Ü�›���Ô�`�h�q�V�x�z�Ð�ž�T�’�w�É�°�³�¤�”�Ä�^�•�h���v�w�å� �Ñ�»� �Ü�U�–�;�^�•�‡
�b�{
�Í�w�«�x�z�¬�é�”�Ì�ç  �¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï  �Þ�”�Å�p�z isakmp policy lifetime �¯�Ú�ï�Å�›�–�;�b
�”�M�O�›�Ô�`�‡�b�{�\�w�«�p�x�z��
Œ	q�•
j�ø  40 �w IKE �Ù�æ�³�”�º�t  IKE �·�©�á�æ�Â�Ÿ  �ž�¹�³
�¤�”�³�ã�ï�w�å� �Ñ�»� �Ü�›  50,400 
µ�¢ 14 �Ì���£�t
ƒ���`�‡�b�{

�« �\�w�«�p�x�z�¬�é�”�Ì�ç  �¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï  �Þ�”�Å�p�z��
Œ	q�•
j�ø  40 �w IKE �Ù�æ�³�”�º�t
IKE �·�©�á�æ�Â�Ÿ  �ž�¹�³�¤�”�³�ã�ï�w�å� �Ñ�»� �Ü�›  50,400 
µ�¢ 14 �Ì���£�t
ƒ���`�‡�b�{

hostname(config)# isakmp policy 40 lifetime 50400

�Í�w�«�p�x�z�¬�é�”�Ì�ç  �¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï  �Þ�”�Å�p�z IKE �·�©�á�æ�Â�Ÿ  �ž�¹�³�¤�”�³�ã�ï
�›�Á�v�w�å� �Ñ�»� �Ü�t
ƒ���`�‡�b�{

hostname(config)# isakmp policy 40 lifetime 0

���È�¯�Ú�ï�Å clear configure isakmp �b�‚�o�w  ISAKMP �¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï�›	«�ˆ�`�‡�b�{

clear configure isakmp policy ISAKMP �Ù�æ�³�”  �¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï�›�b�‚�o	«�ˆ�`
�‡�b�{

clear isakmp sa IKE �å�ï�»� �Ü  SA �Ã�”�»�Õ�”�µ�›	«�ˆ�`�‡�b�{

show running-config isakmp �ž�«�Â�Ÿ�Ò�s�¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï�›�b�‚�o
¯�Ô�`�‡�b�{
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isakmp reload-wait
�b�‚�o�w�ž�«�Â�Ÿ�Ò�s�·�¿�³�ã�ï�U�×	��$�t	4�ƒ�b�”�‡�p�4�;�`�o�T�’�·�©�á�æ�Â�Ÿ  �ž�Ó�å� �ž
�ï�µ�›�æ�Ò�”�Ä�p�V�”�‘�O�t�b�”�t�x�z�¬�é�”�Ì�ç  �¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï  �Þ�”�Å�p  isakmp
reload-wait �¯�Ú�ï�Å�›�–�;�`�‡�b�{ �ž�«�Â�Ÿ�Ò�s�·�¿�³�ã�ï�U	4�ƒ�b�”�‡�p�4�;�`�s�M�p�·�©�á�æ
�Â�Ÿ  �ž�Ó�å� �ž�ï�µ�w�æ�Ò�”�Ä�›
��Š�”�t�x�z�\�w�¯�Ú�ï�Å�w  no ���Ü�›�–�;�`�‡�b�{

isakmp reload-wait

no isakmp reload-wait

�³�ï�»�¿�«�µ�w
†�Ì �\�w�¯�Ú�ï�Å�t�x�z�¾
:�‹�©�”�ë�”�Å�‹�K�“�‡�d�œ�{

�Ã�Ñ�¥�ç�Ä �Ã�Ñ�¥�ç�Ä�w�ˆ�^�•�‹�x�K�“�‡�d�œ�{

�¯�Ú�ï�Å  �Þ�”�Å �Í�w
¯�x�z�\�w�¯�Ú�ï�Å�›�Ö�—�p�V�”�Þ�”�Å�›�Ô�`�o�M�‡�b�{

�¯�Ú�ï�Å�d�º

�« �Í�w�«�p�x�z�¬�é�”�Ì�ç  �¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï  �Þ�”�Å�p�z�b�‚�o�w�ž�«�Â�Ÿ�Ò�s�·�¿�³�ã�ï�U
	4�ƒ�b�”�‡�p�4�;�`�o�T�’�æ�Ò�”�Ä�b�”�‘�O�t�z�·�©�á�æ�Â�Ÿ  �ž�Ó�å� �ž�ï�µ�t�è�Œ�`�‡�b�{

hostname(config)# isakmp reload-wait

���È�¯�Ú�ï�Å

�¯�Ú�ï�Å  �Þ�”�Å

�Ñ�•� �ž�¢�¥�”�ç  �Þ�”�Å �·�©�á�æ�Â�Ÿ  �¯�ï�Â�©�µ�Ä

�ç�”�Â�¿�Å �•�a �³�ï�¬�ç

�Ú�ç�½

�¯�ï�Â�©�µ�Ä �³�µ�Â�Ü

�¬�é�”�Ì�ç  �¯�ï�Ñ�Ÿ�ª�á�è�”
�³�ã�ï

• — • — —

�æ�æ�”�µ �!�Ë�º�0

7.0(1) �\�w�¯�Ú�ï�Å�U�‹�Ö�^�•�‡�`�h�{

7.2(1) �\�w�¯�Ú�ï�Å�x
��­�^�•�‡�`�h�{ crypto isakmp reload-wait �¯�Ú�ï�Å�t�”
�V�õ�Q�’�•�‡�`�h�{

�¯�Ú�ï�Å 
†�Ì

clear configure isakmp �b�‚�o�w  ISAKMP �¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï�›	«�ˆ�`�‡�b�{

clear configure isakmp policy ISAKMP �Ù�æ�³�”  �¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï�›�b�‚�o	«�ˆ�`
�‡�b�{

clear isakmp sa IKE �å�ï�»� �Ü  SA �Ã�”�»�Õ�”�µ�›	«�ˆ�`�‡�b�{

show running-config isakmp �ž�«�Â�Ÿ�Ò�s�¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï�›�b�‚�o
¯�Ô�`�‡�b�{
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issuer-name
�F���¤�ï�Ä�æ���È�»�q�w
z�±�0	Å�q�s�”  CA 	Â�Ì	{�w  DN �›�¦���b�”�t�x�z CA 	Â�Ì	{�Ú�¿�Ó  �¯�ï
�Ñ�Ÿ�ª�á�è�”�³�ã�ï  �Þ�”�Å�p  issuer-name �¯�Ú�ï�Å�›�–�;�`�‡�b�{
C�æ	��Ê�›�_	†�b�”�t�x�z�¯�Ú
�ï�Å�w  no ���Ü�›�–�;�`�‡�b�{

issuer-name [attr tag] { eq | ne | co | nc}  string

no issuer-name [attr tag] { eq | ne | co | nc}  string

�³�ï�»�¿�«�µ�w
†�Ì

�Ã�Ñ�¥�ç�Ä �Ã�Ñ�¥�ç�Ä�w�ˆ�^�•�‹�x�K�“�‡�d�œ�{

�¯�Ú�ï�Å  �Þ�”�Å �Í�w
¯�x�z�\�w�¯�Ú�ï�Å�›�Ö�—�p�V�”�Þ�”�Å�›�Ô�`�o�M�‡�b�{

attr tag 	Â�Ì	{�w  DN ���È�»�p�z�¦���^�•�o�M�”�ž�Ä�æ�Ï�á�”�Ä�‹�i�Z�U�F���¤�ï�Ä
�æ���È�»�q
z�±�^�•�”�\�q�›�Ô�`�‡�b�{�»�¬�w�‹�›�Í�t�Ô�`�‡�b�{

DNQ = DN 	.	æ� 
GENQ = 
H�E	.	æ� 
I = � �Ç�³�ß�ç
GN = �Ê
N = �Ê
²
SN = 
O
IP = IP �ž�Å�è�µ
SER = �³�æ�ž�ç
j�ø
UNAME = 
‡�Ï���=�Ê
EA = �?� �Ý�”�ç  �ž�Å�è�µ
T = �þ	ì
O = 
Ê	ë�Ê
L = �•�Ê
SP = 	-�‡�h�x�N�“
Î�]
C = ���‡�h�x�•�¬
OU = 
Ê	ë�â�Ç�¿�Ä
CN = �è	×�Ê

co DN ���È�»�‡�h�x�¦���^�•�o�M�”�ž�Ä�æ�Ï�á�”�Ä�U�z �F���¤�ï�Ä�æ���È�»�w
æ

ü���È�»�q�°�•�b�”
ž�A�U�K�”�\�q�›�¦���`�‡�b�{

eq DN ���È�»�‡�h�x�¦���^�•�o�M�”�ž�Ä�æ�Ï�á�”�Ä�U�z �F���w���È�»
¶�.�q�°�•
�b�”
ž�A�U�K�”�\�q�›�¦���`�‡�b�{

nc DN ���È�»�‡�h�x�¦���^�•�o�M�”�ž�Ä�æ�Ï�á�”�Ä�U�z �F���¤�ï�Ä�æ���È�»�w
æ

ü���È�»�q�°�•�`�s�M
ž�A�U�K�”�\�q�›�¦���`�‡�b�{

ne DN ���È�»�‡�h�x�¦���^�•�o�M�”�ž�Ä�æ�Ï�á�”�Ä�U�z �F���w���È�»
¶�.�q�°�•
�`�s�M
ž�A�U�K�”�\�q�›�¦���`�‡�b�{

string �F���¤�ï�Ä�æ	Ø�C�›�¦���`�‡�b�{

�¯�Ú�ï�Å  �Þ�”�Å

�Ñ�•� �ž�¢�¥�”�ç  �Þ�”�Å �·�©�á�æ�Â�Ÿ  �¯�ï�Â�©�µ�Ä

�ç�”�Â�¿�Å �•�a �³�ï�¬�ç

�Ú�ç�½

�¯�ï�Â�©�µ�Ä �³�µ�Â�Ü

�‰�ø CA �Ä�å�µ�Ä�Ù� �ï�Ä  �¯
�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï

• • • • •
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�¯�Ú�ï�Å�d�º

�« �Í�w�«�p�x�z	Â�Ì	{�Ú�¿�Ó  4 �w CA 	Â�Ì	{�Ú�¿�Ó  �Þ�”�Å�t�Ö�“�z
C�æ	��Ê�›  O = central �q�`�o
ƒ��
�`�‡�b�{

hostname(config)# crypto ca certificate map 4
hostname(ca-certificate-map)# issuer-name attr o eq central
hostname(ca-certificate-map)# exit

���È�¯�Ú�ï�Å

�æ�æ�”�µ �!�Ë�º�0

7.0(1) �\�w�¯�Ú�ï�Å�U�‹�Ö�^�•�‡�`�h�{

�¯�Ú�ï�Å 
†�Ì

crypto ca certificate map CA 	Â�Ì	{�Ú�¿�Ó  �Þ�”�Å�t�Ö�“�‡�b�{

subject-name�¢�‰�ø CA 	Â�Ì	{�Ú�¿�Ó�£ �F���¤�ï�Ä�æ���È�»�q�w
z�±�0	Å�q�s�”�z CA 	Â�Ì	{�t
���‡�•�o�M�”  DN �›�¦���`�‡�b�{
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17

java-trustpoint �¯�Ú�ï�Å�™  
kill �¯�Ú�ï�Å

java-trustpoint
�¦���`�h�Ä�å�µ�Ä�Ù� �ï�Ä�w	Ô	t�T�’  PKCS12 	Â�Ì	{�q�©�”���È	Ø�C�›�–�;�b�”  WebVPN Java �¦
�Ò�´�£�«�Ä	z�Ê�;�ó�›
ƒ���b�”�t�x�z Webvpn �¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï  �Þ�”�Å�p  java-trustpoint  �¯
�Ú�ï�Å�›�–�;�`�‡�b�{

Java �¦�Ò�´�£�«�Ä	z�Ê�w�Ä�å�µ�Ä�Ù� �ï�Ä�›�_	†�b�”�t�x�z�\�w�¯�Ú�ï�Å�w  no ���Ü�›�–�;�`�‡�b�{

java-trustpoint  trustpoint

no java-trustpoint

�³�ï�»�¿�«�µ�w
†�Ì

�Ã�Ñ�¥�ç�Ä �Ã�Ñ�¥�ç�Ä�p�x�z Java �¦�Ò�´�£�«�Ä	z�Ê�w�Ä�å�µ�Ä�Ù� �ï�Ä�x  none �t
ƒ���^�•�o�M�‡�b�{

�¯�Ú�ï�Å  �Þ�”�Å �Í�w
¯�x�z�\�w�¯�Ú�ï�Å�›�Ö�—�p�V�”�Þ�”�Å�›�Ô�`�o�M�‡�b�{

�¯�Ú�ï�Å�d�º

trustpoint crypto ca import �¯�Ú�ï�Å�t�‘�l�o
ƒ���^�•�h�Ä�å�µ�Ä�Ù� �ï�Ä�w	Ô	t�›
�¦���`�‡�b�{

�¯�Ú�ï�Å  �Þ�”�Å

�Ñ�•� �ž�¢�¥�”�ç  �Þ�”�Å �·�©�á�æ�Â�Ÿ  �¯�ï�Â�©�µ�Ä

�ç�”�Â�¿�Å �•�a �³�ï�¬�ç

�Ú�ç�½

�¯�ï�Â�©�µ�Ä �³�µ�Â�Ü

WebVPN �¯ � ï �Ñ�Ÿ�ª �á�è�”
�³�ã�ï

• — • — —

�æ�æ�”�µ �!�Ë�º�0

7.1(2) �\�w�¯�Ú�ï�Å�U�‹�Ö�^�•�‡�`�h�{



�H 17 	·       java-trustpoint �¯�Ú�ï�Å�™  kill �¯�Ú�ï�Å
  java-trustpoint

17-2
Cisco �·�©�á�æ�Â�Ÿ  �ž�Ó�å� �ž�ï�µ  �¯�Ú�ï�Å  �æ�Ñ�•�è�ï�µ

OL-10086-02-J

�–�;	Í�w�̈ � �Å�å� �ï �Ä�å�µ�Ä�Ù� �ï�Ä�x�z certificate authority�¢ CA; �Ý	Â�Á�£�‡�h�x  ID �©�”  �Ö�ž�›
¯�`�‡�b�{ java-trustpoint
�¯�Ú�ï�Å�w	Ô�ù�z�¦���`�h�Ä�å�µ�Ä�Ù� �ï�Ä�t�x�ž�Ó�æ�­�”�³�ã�ï	z�Ê�¤�ï�Â�Ÿ�Â�Ÿ�w  X.509 	Â�Ì
	{�z�f�w	Â�Ì	{�t�0� �b�”  RSA 
•�µ�d�z�ç�”�Ä  CA �‡�p�w�Ý	Â�Á�½�£�”�ï�›���Š�”
ž�A�U�K�“�‡
�b�{�f�w�h�Š�t�x�è	×�z crypto ca import �¯�Ú�ï�Å�›�–�;�`�o  PKCS12 ���Ü�w�Ì�ï�Å�ç�›� �ï�Ù�”
�Ä�`�‡�b�{ PKCS12 �Ì�ï�Å�ç�x�z	ô�T�p�V�”  CA �Ý	Â�Á�T�’�Ö	��b�”�T�z openssl �q�M�l�h�¦�”�Ó�ï
�¹�”�µ  �À�”�ç�›�–�;�`�o�7���w  X.509 	Â�Ì	{�q  RSA 
•�µ�d�T�’	��^�À�p�^
R�p�V�‡�b�{

�« �Í�w�«�p�x�z�7	s�t	ý�`�M�Ä�å�µ�Ä�Ù� �ï�Ä�›
ƒ���`�o�T�’�z�f�w�Ä�å�µ�Ä�Ù� �ï�Ä�›  WebVPN
Java �¦�Ò�´�£�«�Ä	z�Ê�;�t
ƒ���`�‡�b�{�Í�w�¯�Ú�ï�Å�x�z mytrustpoint �q�M�O	ý�`�M�Ä�å�µ�Ä�Ù� 
�ï�Ä�›�^
R�`�‡�b�{

hostname(config)# crypto ca import mytrustpoint pkcs12 mypassphrase
Enter the base 64 encoded PKCS12.
End with the word “quit” on a line by itself.
[ PKCS12 data omitted ]
quit
INFO: Import PKCS12 operation completed successfully.
hostname(config)#

�Í�w�«�x�z WebVPN Java �¦�Ò�´�£�«�Ä�t	z�Ê�b�”	ý�`�M�Ä�å�µ�Ä�Ù� �ï�Ä�›
ƒ���`�‡�b�{

hostname(config)# webvpn
hostname(config)# java-trustpoint mytrustpoint
hostname(config)# 

���È�¯�Ú�ï�Å �¯�Ú�ï�Å 
†�Ì

crypto ca import PKCS12 �Ã�”�»�›�–�;�`�o�Ä�å�µ�Ä�Ù� �ï�Ä�w	Â�Ì	{�q�©�”
�Ö�ž�›� �ï�Ù�”�Ä�`�‡�b�{
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join-failover-group
�¯�ï�Â�©�µ�Ä�›�Ñ�£�”�ç�¦�”�Ì�”  �¬�ç�”�Ó�t�Â�“�p�o�”�t�x�z�¯�ï�Â�©�µ�Ä  �¯�ï�Ñ�Ÿ�ª�á�è�”
�³�ã�ï  �Þ�”�Å�p  join-failover-group  �¯�Ú�ï�Å�›�–�;�`�‡�b�{�Ã�Ñ�¥�ç�Ä
ƒ���t�í�b�t�x�z�\�w�¯�Ú
�ï�Å�w  no ���Ü�›�–�;�`�‡�b�{  

join-failover-group group_num

no join-failover-group group_num

�³�ï�»�¿�«�µ�w
†�Ì

�Ã�Ñ�¥�ç�Ä �Ñ�£�”�ç�¦�”�Ì�”  �¬�ç�”�Ó  1�{

�¯�Ú�ï�Å  �Þ�”�Å �Í�w
¯�x�z�\�w�¯�Ú�ï�Å�›�Ö�—�p�V�”�Þ�”�Å�›�Ô�`�o�M�‡�b�{

�¯�Ú�ï�Å�d�º

�–�;	Í�w�̈ � �Å�å� �ï ���g�¯�ï�Â�©�µ�Ä�x�z	×�t�Ñ�£�”�ç�¦�”�Ì�”  �¬�ç�”�Ó  1 �t�Â�“�p�o�’�•�‡�b�{�Ñ�£�”�ç�¦�”�Ì�”
�¬�ç�”�Ó�q�¯�ï�Â�©�µ�Ä�w���È
Ç�Z�›
¯�Ô�b�”�t�x�z show context detail �¯�Ú�ï�Å�›�–�;�`�‡�b�{

�¯�ï�Â�©�µ�Ä�›�Ñ�£�”�ç�¦�”�Ì�”  �¬�ç�”�Ó�t�Â�“�p�o�”
²�t�z failover group �¯�Ú�ï�Å�›�–�;�`�o�z
�Ñ�£�”�ç�¦�”�Ì�”  �¬�ç�”�Ó�›�³�µ�Â�Ü  �¯�ï�Â�©�µ�Ä�º�t�^
R�b�”
ž�A�U�K�“�‡�b�{�\�w�¯�Ú�ï�Å
�x�z�¯�ï�Â�©�µ�Ä�U�ž�«�Â�Ÿ�Ò�s	Ý�6�t�s�l�o�M�”
÷�”	Í�p�Ö�—�`�‡�b�{�Ã�Ñ�¥�ç�Ä�p�x�z�°�Â�“
�p�o�w�¯�ï�Â�©�µ�Ä�x�z�Ñ�£�”�ç�¦�”�Ì�”  �¬�ç�”�Ó  1 �w�Ý�ï�Ì�”�t�s�l�o�M�‡�b�{�f�w�h�Š�z�¯�ï
�Â�©�µ�Ä�U�‡�i�Ñ�£�”�ç�¦�”�Ì�”  �¬�ç�”�Ó�t�Â�“�p�o�’�•�o�M�s�M	Ô�ù�x�z�Ñ�£�”�ç�¦�”�Ì�”  �¬
�ç�”�Ó  1 �U�ž�«�Â�Ÿ�Ò	Ý�6�t�s�l�o�M�”
÷�”	Í�p�z�\�w�¯�Ú�ï�Å�›�Ö�—�b�”
ž�A�U�K�“�‡�b�{

�³�µ�Â�Ü�T�’�Ñ�£�”�ç�¦�”�Ì�”  �¬�ç�”�Ó�›�_	†�b�”�t�x�z �Ä
²�t  no join-failover-group �¯�Ú�ï�Å�›
�–�;�`�o�z�Ñ�£�”�ç�¦�”�Ì�”  �¬�ç�”�Ó�T�’�¯�ï�Â�©�µ�Ä�›�b�‚�o�_	†�`�o�S�X
ž�A�U�K�“�‡�b�{

�« �Í�w�«�p�x�z ctx1 �q�M�O�¯�ï�Â�©�µ�Ä�›�Ñ�£�”�ç�¦�”�Ì�”  �¬�ç�”�Ó  2 �t�Â�“�p�o�‡�b�{

hostname(config)# context ctx1
hostname(config-context)# join-failover-group 2
hostname(config-context)# exit

group_num �Ñ�£�”�ç�¦�”�Ì�”  �¬�ç�”�Ó�w
j�ø�›�¦���`�‡�b�{

�¯�Ú�ï�Å  �Þ�”�Å

�Ñ�•� �ž�¢�¥�”�ç  �Þ�”�Å �·�©�á�æ�Â�Ÿ  �¯�ï�Â�©�µ�Ä

�ç�”�Â�¿�Å �•�a �³�ï�¬�ç

�Ú�ç�½

�¯�ï�Â�©�µ�Ä �³�µ�Â�Ü

�¯ � ï �Â�©�µ�Ä  � ¯ � ï �Ñ�Ÿ�ª �á
�è�”�³�ã�ï

• • — • —

�æ�æ�”�µ �!�Ë�º�0

7.0(1) �\�w�¯�Ú�ï�Å�U�‹�Ö�^�•�‡�`�h�{
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���È�¯�Ú�ï�Å

kerberos-realm
�\�w  Kerberos �±�”�Ì�w�è�ç�Ü�Ê�›�¦���b�”�t�x�z AAA �±�”�Ì  �×�µ�Ä  �¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï  �Þ�”
�Å�p  kerberos-realm �¯�Ú�ï�Å�›�–�;�`�‡�b�{�è�ç�Ü�Ê�›�_	†�b�”�t�x�z�\�w�¯�Ú�ï�Å�w  no ���Ü�›
�–�;�`�‡�b�{

kerberos-realm string

no kerberos-realm

�³�ï�»�¿�«�µ�w
†�Ì

�Ã�Ñ�¥�ç�Ä �Ã�Ñ�¥�ç�Ä�w�ˆ�^�•�‹�x�K�“�‡�d�œ�{

�¯�Ú�ï�Å  �Þ�”�Å �Í�w
¯�x�z�\�w�¯�Ú�ï�Å�›�Ö�—�p�V�”�Þ�”�Å�›�Ô�`�o�M�‡�b�{

�¯�Ú�ï�Å�d�º

�¯�Ú�ï�Å 
†�Ì

context �¦���`�h�¯�ï�Â�©�µ�Ä�w�¯�ï�Â�©�µ�Ä  �¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï
�Þ�”�Å�t�Ö�“�‡�b�{

failover group Active/Active �Ñ�£�”�ç�¦�”�Ì�”�w�h�Š�w�Ñ�£�”�ç�¦�”�Ì�”  �¬�ç�”
�Ó�›���[�`�‡�b�{

show context detail �¯�ï�Â�©�µ�Ä�w	Ä�I	Ø�C �¢�Ê
²�z �«�å�µ�z � �ï�»�”�Ñ�£� �µ�z �Ñ�£�”
�ç�¦�”�Ì�”  �¬�ç�”�Ó�w���È
Ç�Z�z�S�‘�|�¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï
�Ñ�•� �ç�w  URL �s�r�£�›
¯�Ô�`�‡�b�{

string �G���È�q	–���È�U�à���^�•�”�7�G  64 ���È�w�ó
:�È�w���È�»�{���È�»�t�µ�Ö�”
�µ�x�–�;�p�V�‡�d�œ�{

�¢�«�£ Kerberos �è�ç�Ü�Ê�t�–�;�p�V�”�w�x�z
:�È�q�G���È�w�ž�ç�Ñ�•�Õ�¿�Ä
�w�ˆ�p�b�{�·�©�á�æ�Â�Ÿ  �ž�Ó�å� �ž�ï�µ�p�x�z string �¾
:�t	–���È�w
�ž�ç�Ñ�•�Õ�¿�Ä�›�–�;�p�V�‡�b�U�z	–���È�x�G���È�t�!�õ�^�•�‡�d
�œ�{
ž�c�G���È�w�ž�ç�Ñ�•�Õ�¿�Ä�i�Z�›�–�;�`�o�X�i�^�M�{

�¯�Ú�ï�Å  �Þ�”�Å

�Ñ�•� �ž�¢�¥�”�ç  �Þ�”�Å �·�©�á�æ�Â�Ÿ  �¯�ï�Â�©�µ�Ä

�ç�”�Â�¿�Å �•�a �³�ï�¬�ç

�Ú�ç�½

�¯�ï�Â�©�µ�Ä �³�µ�Â�Ü

AAA �±�”�Ì  �×�µ�Ä  �¯�ï�Ñ�Ÿ
�ª�á�è�”�³�ã�ï

• • • • —

�æ�æ�”�µ �!�Ë�º�0

7.0(1) �\�w�æ�æ�”�µ�p�‹�Ö�^�•�‡�`�h�{
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�–�;	Í�w�̈ � �Å�å� �ï �\�w�¯�Ú�ï�Å�x�z Kerberos �±�”�Ì�t�0�`�o�w�ˆ���®�p�b�{

Microsoft Windows �w set USERDNSDOMAIN �¯�Ú�ï�Å�›  Kerberos �è�ç�Ü�w  Windows 2000 Active
Directory �±�”�Ì	Í�p�î�æ�b�”	Ô�ù�x�z string �¾
:�w�‹�›�\�w�¯�Ú�ï�Å�w	Z�—�q�°�•�^�d�”
ž�A�U�K
�“�‡�b�{�Í�w�«�p�x�z EXAMPLE.COM �U Kerberos �è�ç�Ü�Ê�p�b�{

C:\>set USERDNSDOMAIN
USERDNSDOMAIN=EXAMPLE.COM

string �¾
:�t�x�z 
:�È�q�G���È�w�ž�ç�Ñ�•�Õ�¿�Ä�w�ˆ�›�–�;�b�”
ž�A�U�K�“�‡�b�{ kerberos-realm �¯
�Ú�ï�Å�p�x�z�G���È�q	–���È�U�à���^�•�‡�b�{�‡�h�z�·�©�á�æ�Â�Ÿ  �ž�Ó�å� �ž�ï�µ�p�x�z	–���È�x
�G���È�t�!�õ�^�•�‡�d�œ�{

�« �Í�w�³�”�­�ï�µ�x�z AAA �±�”�Ì  �×�µ�Ä�w
ƒ���t���b�”�¯�ï�Â�©�µ�Ä�p  Kerberos �è�ç�Ü�›
�®EXAMPLE.COM�¯�t
ƒ���b�”�h�Š�w  kerberos-realm �¯�Ú�ï�Å�›�Ô�`�o�M�‡�b�{

hostname(config)# aaa-server svrgrp1 protocol kerberos
hostname(config-aaa-server-group)# aaa-server svrgrp1 host 1.2.3.4
hostname(config-aaa-server-host)# timeout 9
hostname(config-aaa-server-host)# retry 7
hostname(config-aaa-server-host)# kerberos-realm EXAMPLE.COM
hostname(config-aaa-server-host)# exit
hostname(config)#

���È�¯�Ú�ï�Å �¯�Ú�ï�Å 
†�Ì

aaa-server host AAA �±�”�Ì  �×�µ�Ä  �¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï  �±�Ò�Þ�”�Å�t
�Ö�l�o�z�×�µ�Ä�{���w  AAA �±�”�Ì  �Í�å�Ý�”�»�›
ƒ���p�V�”
�‘�O�t�`�‡�b�{

clear configure aaa-server �b�‚�o�w  AAA �¯�Ú�ï�Å���›�¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï�T�’�_
	†�`�‡�b�{

show running-config aaa-server �b�‚�o�w  AAA �±�”�Ì�z�›���w�±�”�Ì  �¬�ç�”�Ó�z�›���w�¬
�ç�”�Ó�º�w�›���w�±�”�Ì�z�‡�h�x�›���w�Ó�é�Ä�¯�ç�w  AAA
�±�”�Ì�w�-	Ø�C�›
¯�Ô�`�‡�b�{
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key
AAA �±�”�Ì�t�0�`�o  NAS �›�Ý	Â�b�”�h�Š�t�–�;�^�•�”�±�”�Ì  �³�”�«�è�¿�Ä�w�‹�›�¦���b�”�t�x�z
AAA �±�”�Ì  �×�µ�Ä  �Þ�”�Å�p  key �¯�Ú�ï�Å�›�–�;�`�‡�b�{ AAA �±�”�Ì  �×�µ�Ä  �¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã
�ï  �Þ�”�Å�t�x�z AAA �±�”�Ì  �Ó�é�Ä�¯�ç  �¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï  �Þ�”�Å�T�’�ž�«�·�µ�p�V�‡�b�{
�©�”�›�_	†�b�”�t�x�z�\�w�¯�Ú�ï�Å�w  no ���Ü�›�–�;�`�‡�b�{�©�”�¢�±�”�Ì  �³�”�«�è�¿�Ä�£�w�‹�t
�‘�l�o�z�·�©�á�æ�Â�Ÿ  �ž�Ó�å� �ž�ï�µ�U  AAA �±�”�Ì�t�0�`�o�Ý	Â�^�•�‡�b�{

key key

no key

�³�ï�»�¿�«�µ�w
†�Ì

�Ã�Ñ�¥�ç�Ä �Ã�Ñ�¥�ç�Ä�w�ˆ�^�•�‹�x�K�“�‡�d�œ�{

�¯�Ú�ï�Å  �Þ�”�Å �Í�w
¯�x�z�\�w�¯�Ú�ï�Å�›�Ö�—�p�V�”�Þ�”�Å�›�Ô�`�o�M�‡�b�{

�¯�Ú�ï�Å�d�º

�–�;	Í�w�̈ � �Å�å� �ï key �w�‹�x�z 127 ���È�‡�p�w�ó
:�È�p�Ï
R�^�•�o�M�”�©�”�ë�”�Å�p�z TACACS+ �±�”�Ì	Í�w�©�”�q�‰
�a�‹�t�`�‡�b�{�ž�ç�Ñ�•�Õ�¿�Ä�w�G���È�q	–���È�x�à���^�•�‡�b�{ 128 ���È�Ž�ñ�t�Ö�—�^�•�h���È
�x�z�b�‚�o�Á�¹�^�•�‡�b�{�\�w�©�”�x�z�«�å� �ž�ï�Ä�q�±�”�Ì�w���p�•�“	��“�b�”�Ã�”�»�›�‰�ø�=
�b�”�h�Š�t�–�;�^�•�‡�b�{�©�”�x�z�«�å� �ž�ï�Ä  �³�µ�Â�Ü�q�±�”�Ì  �³�µ�Â�Ü�w�†�M�p�‰�°�p�K�”

ž�A�U�K�“�‡�b�{�©�”�t�µ�Ö�”�µ�x�–�;�p�V�‡�d�œ�U�z�f�w���w�›	����È�x�–�;�p�V�‡�b�{

�\�w�¯�Ú�ï�Å�x�z RADIUS �±�”�Ì�q  TACACS+ �±�”�Ì�t�0�`�o�w�ˆ���®�p�b�{

�Ž
²�w  PIX Firewall �w�Ì�”�´�ã�ï�p�–�;�^�•�o�M�h  aaa-server �¯�Ú�ï�Å�w  key �Í�å�Ý�”�»�x�z�0� 
�b�”  key �¯�Ú�ï�Å�t�×�ˆ�$�t�!�õ�^�•�‡�b�{

�« �Í�w�«�p�x�z�×�µ�Ä�® 1.2.3.4�̄ 	Í�p�® srvgrp1� �̄q�M�O  TACACS+ AAA �±�”�Ì�›
ƒ���`�z�»� �Ü�ž�¢
�Ä�›  9 
µ�t
ƒ���`�z�æ�Ä�å� ���´�›  7 
µ�t
ƒ���`�z�©�”�›�® myexclusivemumblekey�¯�q�`�o
ƒ���`
�‡�b�{

hostname(config)# aaa-server svrgrp1 protocol tacacs+
hostname(config-aaa-server-group)# aaa-server svrgrp1 host 1.2.3.4
hostname(config-aaa-server-host)# timeout 9
hostname(config-aaa-server-host)# retry-interval 7
hostname(config-aaa-server-host)# key myexclusivemumblekey

key �7�G  127 ���È�w�ó
:�È�©�”�ë�”�Å�{

�¯�Ú�ï�Å  �Þ�”�Å

�Ñ�•� �ž�¢�¥�”�ç  �Þ�”�Å �·�©�á�æ�Â�Ÿ  �¯�ï�Â�©�µ�Ä

�ç�”�Â�¿�Å �•�a �³�ï�¬�ç

�Ú�ç�½

�¯�ï�Â�©�µ�Ä �³�µ�Â�Ü

AAA �±�”�Ì  �×�µ�Ä • • • • —

�æ�æ�”�µ �!�Ë�º�0

7.0(1) �\�w�¯�Ú�ï�Å�U�‹�Ö�^�•�‡�`�h�{
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���È�¯�Ú�ï�Å

keypair
	Â�Ì�b�”�¬�‰�©�”�w�©�”  �Ö�ž�›�¦���b�”�t�x�z�‰�ø  CA �Ä�å�µ�Ä�Ù� �ï�Ä  �¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã
�ï  �Þ�”�Å�p  keypair �¯�Ú�ï�Å�›�–�;�`�‡�b�{�Ã�Ñ�¥�ç�Ä
ƒ���t�í�b�t�x�z�\�w�¯�Ú�ï�Å�w  no ���Ü
�›�–�;�`�‡�b�{

keypair name

no keypair 

�³�ï�»�¿�«�µ�w
†�Ì

�Ã�Ñ�¥�ç�Ä �Ã�Ñ�¥�ç�Ä
ƒ���p�x�z�©�”  �Ö�ž�x���‡�•�‡�d�œ�{

�¯�Ú�ï�Å  �Þ�”�Å �Í�w
¯�x�z�\�w�¯�Ú�ï�Å�›�Ö�—�p�V�”�Þ�”�Å�›�Ô�`�o�M�‡�b�{

�¯�Ú�ï�Å�d�º

�« �Í�w�«�p�x�z central �Ä�å�µ�Ä�Ù� �ï�Ä�w�‰�ø  CA �Ä�å�µ�Ä�Ù� �ï�Ä  �¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï  �Þ�”�Å
�t�Ö�“�z central �Ä�å�µ�Ä�Ù� �ï�Ä�;�t	Â�Ì�b�”�©�”  �Ö�ž�›�¦���`�‡�b�{

hostname(config)# crypto ca trustpoint central
hostname(ca-trustpoint)# keypair exchange

���È�¯�Ú�ï�Å

�¯�Ú�ï�Å 
†�Ì

aaa-server host AAA �±�”�Ì  �×�µ�Ä  �¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï  �Þ�”�Å�t�Ö�l
�o�z�×�µ�Ä�{���w  AAA �±�”�Ì  �Í�å�Ý�”�»�›
ƒ���p�V�”�‘�O
�t�`�‡�b�{

clear configure aaa-server �b�‚�o�w  AAA �¯�Ú�ï�Å���›�¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï�T�’�_
	†�`�‡�b�{

show running-config aaa-server AAA �±�”�Ì�w�¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï�›
¯�Ô�`�‡�b�{

name �©�”  �Ö�ž�w�Ê
²�›�¦���`�‡�b�{

�¯�Ú�ï�Å  �Þ�”�Å

�Ñ�•� �ž�¢�¥�”�ç  �Þ�”�Å �·�©�á�æ�Â�Ÿ  �¯�ï�Â�©�µ�Ä

�ç�”�Â�¿�Å �•�a �³�ï�¬�ç

�Ú�ç�½

�¯�ï�Â�©�µ�Ä �³�µ�Â�Ü

�‰�ø CA �Ä�å�µ�Ä�Ù� �ï�Ä  �¯
�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï

• • • • —

�æ�æ�”�µ �!�Ë�º�0

7.0(1) �\�w�¯�Ú�ï�Å�U�‹�Ö�^�•�‡�`�h�{

�¯�Ú�ï�Å 
†�Ì

crypto ca trustpoint �Ä�å�µ�Ä�Ù� �ï�Ä  �¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï  �Þ�”�Å�t�Ö�“�‡�b�{

crypto key generate dsa DSA �©�”�›
\
R�`�‡�b�{

crypto key generate rsa RSA �©�”�›
\
R�`�‡�b�{

default enrollment �J�å�Í�å�Ý�”�»�›�Ã�Ñ�¥�ç�Ä�t�í�`�‡�b�{
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kill
Telnet �·�¿�³�ã�ï�›	4�ƒ�b�”�t�x�z�›�V  EXEC �Þ�”�Å�p  kill  �¯�Ú�ï�Å�›�–�;�`�‡�b�{

kill telnet_id

�³�ï�»�¿�«�µ�w
†�Ì

�Ã�Ñ�¥�ç�Ä �Ã�Ñ�¥�ç�Ä�w�ˆ�^�•�‹�x�K�“�‡�d�œ�{

�¯�Ú�ï�Å  �Þ�”�Å �Í�w
¯�x�z�\�w�¯�Ú�ï�Å�›�Ö�—�p�V�”�Þ�”�Å�›�Ô�`�o�M�‡�b�{

�¯�Ú�ï�Å�d�º

�–�;	Í�w�̈ � �Å�å� �ï kill  �¯�Ú�ï�Å�›�–�;�b�”�q�z Telnet �·�¿�³�ã�ï�›	4�ƒ�p�V�‡�b�{ Telnet �·�¿�³�ã�ï�w  ID �›
¯�Ô�b�”
�t�x�z who �¯�Ú�ï�Å�›�–�;�`�‡�b�{ Telnet �·�¿�³�ã�ï�›	4�ƒ�b�”�q�z�·�©�á�æ�Â�Ÿ  �ž�Ó�å� �ž�ï�µ
�x�z�/���b�”�\�q�s�X�z�b�‚�o�w�ž�«�Â�Ÿ�Ò�s�¯�Ú�ï�Å�›	4�ƒ�`�o
€���›�Å�é�¿�Ó�`�‡�b�{  

�« �Í�w�«�x�z ID�®2�¯�w  Telnet �·�¿�³�ã�ï�›	4�ƒ�b�”�M�O�›�Ô�`�o�M�‡�b�{�7	s�t�z�ž�«�Â�Ÿ�Ò�s
Telnet �·�¿�³�ã�ï�w�æ�µ�Ä�›
¯�Ô�b�”�h�Š�z who �¯�Ú�ï�Å�›�Ö�—�`�‡�b�{�Í�t�z ID�®2�¯�w  Telnet
�·�¿�³�ã�ï�›	4�ƒ�b�”�h�Š�z kill 2  �¯�Ú�ï�Å�›�Ö�—�`�‡�b�{

hostname# who
2: From 10.10.54.0 

hostname# kill 2

���È�¯�Ú�ï�Å

telnet_id  Telnet �·�¿�³�ã�ï�w  ID �›�¦���`�‡�b�{

�¯�Ú�ï�Å  �Þ�”�Å

�Ñ�•� �ž�¢�¥�”�ç  �Þ�”�Å �·�©�á�æ�Â�Ÿ  �¯�ï�Â�©�µ�Ä

�ç�”�Â�¿�Å �•�a �³�ï�¬�ç

�Ú�ç�½

�¯�ï�Â�©�µ�Ä �³�µ�Â�Ü

�›�V  EXEC • • • • —

�æ�æ�”�µ �!�Ë�º�0

�7�� �\�w�¯�Ú�ï�Å�x�7���w�‹�w�p�b�{

�¯�Ú�ï�Å 
†�Ì

telnet �·�©�á�æ�Â�Ÿ  �ž�Ó�å� �ž�ï�µ�•�w  Telnet �ž�«�·�µ�›
ƒ���`�‡�b�{

who �ž�«�Â�Ÿ�Ò�s  Telnet �·�¿�³�ã�ï�w�æ�µ�Ä�›
¯�Ô�`�‡�b�{
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18

l2tp tunnel hello �¯�Ú�ï�Å�™  
log-adj-changes �¯�Ú�ï�Å

l2tp tunnel hello
L2TP over IPSec 
€���w  hello �Ý�¿�·�”�´���w���´�›�¦���b�”�t�x�z�¬�é�”�Ì�ç  �¯�ï�Ñ�Ÿ�ª�á�è�”
�³�ã�ï  �Þ�”�Å�p  l2tp tunnel hello �¯�Ú�ï�Å�›�–�;�`�‡�b�{�¯�Ú�ï�Å�›�¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï�T�’
�_	†�`�o�Ã�Ñ�¥�ç�Ä�›
ƒ���b�”�t�x�z�\�w�¯�Ú�ï�Å�w  no ���Ü�›�–�;�`�‡�b�{

l2tp tunnel hello interval

no l2tp tunnel hello interval

�³�ï�»�¿�«�µ�w
†�Ì

�Ã�Ñ�¥�ç�Ä �Ã�Ñ�¥�ç�Ä�x  60 
µ�p�b�{

�¯�Ú�ï�Å  �Þ�”�Å �Í�w
¯�x�z�\�w�¯�Ú�ï�Å�›�Ö�—�p�V�”�Þ�”�Å�›�Ô�`�o�M�‡�b�{

�¯�Ú�ï�Å�d�º

�–�;	Í�w�̈ � �Å�å� �ï  l2tp tunnel hello �¯�Ú�ï�Å�x�z�·�©�á�æ�Â�Ÿ  �ž�Ó�å� �ž�ï�µ�t�‘�”  L2TP 
€���w
ú�g�è� �à�t���b
�”�ð�J�w�U	Z�›� �É�”�Ò�ç�t�`�‡�b�{�Ã�Ñ�¥�ç�Ä�x  60 
µ�p�b�{�f�•�›�‘�“�ÿ�M�‹�t
ƒ���b�”�q�z�ð
�J�w
C
\�`�h
€���x�‘�“
ã�X�r	†�^�•�‡�b�{

interval hello �Ý�¿�·�”�´���w��� �́¢
µ�£ �{�Ã�Ñ�¥�ç�Ä�x  60 
µ�p�b�{
c�“�x  10 �™ 300

µ�p�b�{

�¯�Ú�ï�Å  �Þ�”�Å

�Ñ�•� �ž�¢�¥�”�ç  �Þ�”�Å �·�©�á�æ�Â�Ÿ  �¯�ï�Â�©�µ�Ä

�ç�”�Â�¿�Å �•�a �³�ï�¬�ç

�Ú�ç�½

�¯�ï�Â�©�µ�Ä �³�µ�Â�Ü

�¬�é�”�Ì�ç  �¯�ï�Ñ�Ÿ�ª�á�è�”
�³�ã�ï

• • • — —

�æ�æ�”�µ �!�Ë�º�0

7.2(1) �\�w�¯�Ú�ï�Å�U�‹�Ö�^�•�‡�`�h�{
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�« �Í�w�«�p�x�z hello �Ý�¿�·�”�´���w���´�›  30 
µ�t
ƒ���`�‡�b�{

hostname(config)# l2tp tunnel hello 30

���È�¯�Ú�ï�Å

ldap-attribute-map�¢ AAA �±�”�Ì  �×�µ�Ä  �Þ�”�Å�£
�7���w�Ú�¿�Ð�ï�¬  �¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï�›  LDAP �×�µ�Ä�t�Ì� �ï�Å�b�”�t�x�z AAA �±�”�Ì  �×�µ
�Ä �Þ�”�Å�p  ldap-attribute-map �¯�Ú�ï�Å�›�–�;�`�‡�b�{  

�Ì� �ï�Ã�Ÿ�ï�¬�›�_	†�b�”�t�x�z�\�w�¯�Ú�ï�Å�w  no ���Ü�›�–�;�`�‡�b�{

ldap-attribute-map map-name

no ldap-attribute-map map-name

�³�ï�»�¿�«�µ�w
†�Ì

�Ã�Ñ�¥�ç�Ä �Ã�Ñ�¥�ç�Ä�w�ˆ�^�•�‹�x�K�“�‡�d�œ�{

�¯�Ú�ï�Å  �Þ�”�Å �Í�w
¯�x�z�\�w�¯�Ú�ï�Å�›�Ö�—�p�V�”�Þ�”�Å�›�Ô�`�o�M�‡�b�{

�¯�Ú�ï�Å�d�º

�–�;	Í�w�̈ � �Å�å� �ï �³�µ�¯���[�w  LDAP �ž�Ä�æ�Ï�á�”�Ä�Ê�U�–�M	‰	��U�q�M�z�‡�h�x���w�A�E�t�ù�•�`�s�M	Ô�ù�x�z� 
�×�w�ž�Ä�æ�Ï�á�”�Ä�Ê�›�^
R�`�z Cisco �ž�Ä�æ�Ï�á�”�Ä�t�Ú�¿�Ð�ï�¬�`�o�T�’�z�˜�’�•�h�ž�Ä�æ
�Ï�á�”�Ä  �¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï�›  LDAP �±�”�Ì�t�Ì� �ï�Å�b�”�\�q�U�p�V�‡�b�{�è	×�w	�	q�x�z
�Í�w�q�S�“�p�b�{

1. �¬�é�”�Ì�ç  �¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï  �Þ�”�Å�p  ldap attribute-map �¯�Ú�ï�Å�›�–�;�`�o�z�?�‹�Ö
�—�^�•�o�M�s�M�ž�Ä�æ�Ï�á�”�Ä  �Ú�¿�Ó�›�^
R�`�‡�b�{�\�w�¯�Ú�ï�Å�t�‘�“�z ldap-attribute-map
�Þ�”�Å�t�Ö�“�‡�b�{�\�w�¯�Ú�ï�Å�p�x�z �®ldap�¯ �w�™�t�Ë� �Ñ�ï�U�s�M�\�q�t�«�™�`�o�X�i�^�M�{

�¯�Ú�ï�Å 
†�Ì

show vpn-sessiondbdetail remote filter 
protocol L2TPOverIPSec

L2TP 
€���w	Ä�I�›
¯�Ô�`�‡�b�{

vpn-tunnel-protocol l2tp-ipsec �›���w�Ä�ï�É�ç  �¬�ç�”�Ó�w�Ä�ï�É�æ�ï�¬  �Ó�é�Ä�¯�ç
�q�`�o  L2TP �›� �É�”�Ò�ç�t�`�‡�b�{

map-name LDAP �ž�Ä�æ�Ï�á�”�Ä  �Ú�¿�Ð�ï�¬  �¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï�›�¦���`�‡�b�{

�¯�Ú�ï�Å  �Þ�”�Å

�Ñ�•� �ž�¢�¥�”�ç  �Þ�”�Å �·�©�á�æ�Â�Ÿ  �¯�ï�Â�©�µ�Ä

�ç�”�Â�¿�Å �•�a �³�ï�¬�ç

�Ú�ç�½

�¯�ï�Â�©�µ�Ä �³�µ�Â�Ü

AAA �±�”�Ì  �×�µ�Ä  �¯�ï�Ñ�Ÿ
�ª�á�è�”�³�ã�ï

• • • • —

�æ�æ�”�µ �!�Ë�º�0

7.1(1) �\�w�¯�Ú�ï�Å�U�‹�Ö�^�•�‡�`�h�{
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2. ldap-attribute-map �Þ�”�Å�p  map-name �¯�Ú�ï�Å�S�‘�|  map-value �¯�Ú�ï�Å�›�–�;�`�o�z�ž�Ä�æ
�Ï�á�”�Ä  �Ú�¿�Ð�ï�¬  �¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï�t	Ø�C�›�Ö�—�`�‡�b�{  

3. AAA �±�”�Ì  �×�µ�Ä  �Þ�”�Å�p  ldap-attribute-map �¯�Ú�ï�Å�›�–�;�`�o�z�ž�Ä�æ�Ï�á�”�Ä  �Ú�¿�Ó
�¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï�›  LDAP �±�”�Ì�t�Ì� �ï�Å�`�‡�b�{

�« �Í�w�¯�Ú�ï�Å�«�p�x�z AAA �±�”�Ì  �×�µ�Ä  �¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï  �Þ�”�Å�t�Ö�“�z myldapmap �q�M
�O�Ê
²�w�7���w�ž�Ä�æ�Ï�á�”�Ä  �Ú�¿�Ó�›  ldapsvr1 �q�M�O�Ê
²�w  LDAP �±�”�Ì�t�Ì� �ï�Å�`�‡�b�{

hostname(config)# aaa-server ldapsvr1 host 10.10.0.1
hostname(config-aaa-server-host)#  ldap-attribute-map myldapmap
hostname(config-aaa-server-host)#

���È�¯�Ú�ï�Å �¯�Ú�ï�Å 
†�Ì

ldap attribute-map�¢�¬�é�”�Ì�ç  �¯�ï�Ñ�Ÿ
�ª�á�è�”�³�ã�ï  �Þ�”�Å�£

�â�”�²���[�w�ž�Ä�æ�Ï�á�”�Ä�Ê�›  Cisco LDAP �ž�Ä�æ
�Ï�á�”�Ä�Ê�t�Ú�¿�Ð�ï�¬�b�”�h�Š�t�z LDAP �ž�Ä�æ
�Ï�á�”�Ä  �Ú�¿�Ó�›�^
R�`�z�Ê
²�›
Ç�Z�‡�b�{

map-name �â�”�²���[�w  LDAP �ž�Ä�æ�Ï�á�”�Ä�Ê�›�z Cisco LDAP
�ž�Ä�æ�Ï�á�”�Ä�Ê�t�Ú�¿�Ð�ï�¬�`�‡�b�{

map-value �â�” � ² � � � [ �w�ž�Ä�æ�Ï �á� ” �Ä�‹ � ›�z Cisco �ž �Ä�æ
�Ï�á�”�Ä�t�Ú�¿�Ð�ï�¬�`�‡�b�{

show running-config ldap attribute-map �›���w�î�æ  ldap �ž�Ä�æ�Ï�á�”�Ä  �Ú�¿�Ð�ï�¬  �¯�ï�Ñ�Ÿ
�ª�á�è�”�³�ã�ï�z�‡�h�x�b�‚�o�w�î�æ�ž�Ä�æ�Ï�á�”�Ä
�Ú�¿�Ð�ï�¬  �¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï�›
¯�Ô�`�‡�b�{

clear configure ldap attribute-map �b�‚�o�w  LDAP �ž�Ä�æ�Ï�á�”�Ä  �Ú�¿�Ó�›�_	†�`�‡�b�{
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ldap attribute-map�¢�¬�é�”�Ì�ç  �¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï  
�Þ�”�Å�£

�â�”�²���[�w�ž�Ä�æ�Ï�á�”�Ä�Ê�›  Cisco LDAP �ž�Ä�æ�Ï�á�”�Ä�Ê�t�Ú�¿�Ð�ï�¬�b�”�h�Š�t  LDAP �ž
�Ä�æ�Ï�á�”�Ä  �Ú�¿�Ó�›�^
R�`�o�Ê
²�›�m�Z�”�t�x�z�¬�é�”�Ì�ç  �¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï  �Þ�”�Å�p
ldap attribute-map �¯�Ú�ï�Å�›�–�;�`�‡�b�{  

�Ú�¿�Ó�›�_	†�b�”�t�x�z�\�w�¯�Ú�ï�Å�w  no ���Ü�›�–�;�`�‡�b�{

ldap attribute-map map-name

no ldap attribute-map map-name

�³�ï�»�¿�«�µ�w
†�Ì

�Ã�Ñ�¥�ç�Ä �Ã�Ñ�¥�ç�Ä�w�ˆ�^�•�‹�x�K�“�‡�d�œ�{

�¯�Ú�ï�Å  �Þ�”�Å �Í�w
¯�x�z�\�w�¯�Ú�ï�Å�›�Ö�—�p�V�”�Þ�”�Å�›�Ô�`�o�M�‡�b�{

�¯�Ú�ï�Å�d�º

�–�;	Í�w�̈ � �Å�å� �ï ldap attribute-map �¯�Ú�ï�Å�›�–�;�b�”�q�z � �×�w�ž�Ä�æ�Ï�á�”�Ä�Ê�q�‹�›  Cisco �ž�Ä�æ�Ï�á�”�Ä�Ê
�t�Ú�¿�Ð�ï�¬�p�V�‡�b�{�^
R�^�•�h�ž�Ä�æ�Ï�á�”�Ä  �Ú�¿�Ó�x�z LDAP �±�”�Ì�t�Ì� �ï�Å�b�”�\�q�U
�p�V�‡�b�{�è	×�w	�	q�x�z�Í�w�q�S�“�p�b�{

1. �¬�é�”�Ì�ç  �¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï  �Þ�”�Å�p  ldap attribute-map �¯�Ú�ï�Å�›�–�;�`�o�z�?�‹�Ö
�—�^�•�o�M�s�M�ž�Ä�æ�Ï�á�”�Ä  �Ú�¿�Ó�›�^
R�`�‡�b�{�\�w�¯�Ú�ï�Å�t�‘�“�z LDAP �ž�Ä�æ
�Ï�á�”�Ä  �Ú�¿�Ó  �¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï  �Þ�”�Å�t�Ö�“�‡�b�{

2. LDAP �ž�Ä�æ�Ï�á�”�Ä  �Ú�¿�Ó  �¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï  �Þ�”�Å�p  map-name �¯�Ú�ï�Å�S�‘�|
map-value �¯�Ú�ï�Å�›�–�;�`�o�z�ž�Ä�æ�Ï�á�”�Ä  �Ú�¿�Ó�t	Ø�C�›�Ö�—�`�‡�b�{  

3. AAA �±�”�Ì  �×�µ�Ä  �Þ�”�Å�p  ldap-attribute-map �¯�Ú�ï�Å�›�–�;�`�o�z LDAP �±�”�Ì�t�ž�Ä�æ
�Ï�á�”�Ä  �Ú�¿�Ó�›�Ì� �ï�Å�`�‡�b�{�\�w�¯�Ú�ï�Å�p�x�z �®ldap�¯�w�™�t�Ë� �Ñ�ï�›�Ö�—�`�o�X
�i�^�M�{

�¢�«�£ �ž�Ä�æ�Ï�á�”�Ä  �Ú�¿�Ð�ï�¬�;�ó�›
Y�`�X�–�;�b�”�t�x�z Cisco LDAP �ž�Ä�æ�Ï�á�”�Ä�w�Ê
²�q�‹�z
�S�‘�|�â�”�²���[�ž�Ä�æ�Ï�á�”�Ä�w�Ê
²�q�‹�›�g�r�`�o�S�X
ž�A�U�K�“�‡�b�{

map-name LDAP �ž�Ä�æ�Ï�á�”�Ä  �Ú�¿�Ó�t�â�”�²���[�w�Ê
²�›�¦���`�‡�b�{

�¯�Ú�ï�Å  �Þ�”�Å

�Ñ�•� �ž�¢�¥�”�ç  �Þ�”�Å �·�©�á�æ�Â�Ÿ  �¯�ï�Â�©�µ�Ä

�ç�”�Â�¿�Å �•�a �³�ï�¬�ç

�Ú�ç�½

�¯�ï�Â�©�µ�Ä �³�µ�Â�Ü

�¬�é�”�Ì�ç  �¯�ï�Ñ�Ÿ�ª�á�è�”
�³�ã�ï

• • • • —

�æ�æ�”�µ �!�Ë�º�0

7.1(1) �\�w�¯�Ú�ï�Å�U�‹�Ö�^�•�‡�`�h�{
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�« �Í�w�«�p�x�z�¯�Ú�ï�Å�›�¬�é�”�Ì�ç  �¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï  �Þ�”�Å�p�Ö�—�`�z myldapmap �q�M�O
�Ê
²�w  LDAP �ž�Ä�æ�Ï�á�”�Ä  �Ú�¿�Ó�›�^
R�`�o�T�’�z	Ø�C�w�Ö�—�z�‡�h�x  LDAP �±�”�Ì�•�w�Ì� 
�ï�Å�›�æ�M�‡�b�{

hostname(config)#  ldap attribute-map myldapmap
hostname(config-ldap-attribute-map)#

���È�¯�Ú�ï�Å �¯�Ú�ï�Å 
†�Ì

ldap-attribute-map�¢ AAA �±�”�Ì  �×�µ�Ä  
�Þ�”�Å�£

LDAP �ž�Ä�æ�Ï�á�”�Ä  �Ú�¿�Ó�›  LDAP �±�”�Ì�t�Ì� 
�ï�Å�`�‡�b�{

map-name �â�”�²���[�w  LDAP �ž�Ä�æ�Ï�á�”�Ä�Ê�›�z Cisco LDAP
�ž�Ä�æ�Ï�á�”�Ä�Ê�t�Ú�¿�Ð�ï�¬�`�‡�b�{

map-value �â�” � ² � � � [ �w�ž�Ä�æ�Ï �á� ” �Ä�‹ � ›�z Cisco �ž �Ä�æ
�Ï�á�”�Ä�Ê�t�Ú�¿�Ð�ï�¬�`�‡�b�{

show running-config ldap attribute-map �›���w�î�æ  LDAP �ž�Ä�æ�Ï�á�”�Ä  �Ú�¿�Ó�‡�h�x�b�‚
�o�w�î�æ�ž�Ä�æ�Ï�á�”�Ä  �Ú�¿�Ó�›
¯�Ô�`�‡�b�{

clear configure ldap attribute-map �b�‚�o�w  LDAP �ž�Ä�æ�Ï�á�”�Ä  �Ú�¿�Ó�›�_	†�`�‡�b�{
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ldap-base-dn
�Ý�D�A�{�›	!	ô�`�h�q�V�t�z�±�”�Ì�U�U�g�›�‰�•�b�”  LDAP �Š
Ú�º�w�•�”�›�¦���b�”�t�x�z AAA
�±�”�Ì  �×�µ�Ä  �¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï  �Þ�”�Å�p  ldap-base-dn �¯�Ú�ï�Å�›�–�;�`�‡�b�{ AAA �±�”�Ì
�×�µ�Ä  �¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï  �Þ�”�Å�t�x�z AAA �±�”�Ì  �Ó�é�Ä�¯�ç  �¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï  �Þ�”
�Å�T�’�ž�«�·�µ�p�V�‡�b�{�\�w�¦���›�_	†�`�o�z�U�g�w�‰�•�•�”�›�æ�µ�Ä�w
Œ�„�t�æ�·�¿�Ä�b�”�t
�x�z�\�w�¯�Ú�ï�Å�w  no ���Ü�›�–�;�`�‡�b�{

ldap-base-dn string

no ldap-base-dn

�³�ï�»�¿�«�µ�w
†�Ì

�Ã�Ñ�¥�ç�Ä �U�g�x�æ�µ�Ä�w
Œ�„�T�’�‰�•�^�•�‡�b�{

�¯�Ú�ï�Å  �Þ�”�Å �Í�w
¯�x�z�\�w�¯�Ú�ï�Å�›�Ö�—�p�V�”�Þ�”�Å�›�Ô�`�o�M�‡�b�{

�¯�Ú�ï�Å�d�º

�–�;	Í�w�̈ � �Å�å� �ï �\�w�¯�Ú�ï�Å�x�z LDAP �±�”�Ì�t�0�`�o�w�ˆ���®�p�b�{

�« �Í�w�«�p�x�z�×�µ�Ä�® 1.2.3.4�̄ 	Í�p�® srvgrp1� �̄q�M�O  LDAP AAA �±�”�Ì�›
ƒ���`�z�»� �Ü�ž�¢�Ä�›
9 
µ�t
ƒ���`�z�æ�Ä�å� ���´�›  7 
µ�t
ƒ���`�z LDAP �Õ�”�µ  DN �›�® starthere�¯�q�`�o
ƒ���`�‡�b�{

hostname(config)# aaa-server svrgrp1 protocol ldap
hostname(config-aaa-server-group)# aaa-server svrgrp1 host 1.2.3.4
hostname(config-aaa-server-host)# timeout 9
hostname(config-aaa-server-host)# retry 7
hostname(config-aaa-server-host)# ldap-base-dn starthere
hostname(config-aaa-server-host)# exit

string �Ý�D�A�{�›	!	ô�`�h�q�V�t�z �±�”�Ì�U�U�g�›�‰�•�b�”  LDAP �Š
Ú�º�w�•�”
�›�¦���b�”�7�G  128 ���È�w���È�»�p�z�G���È�q	–���È�U�à���^�•�‡�b�¢�h
�q�Q�y�z OU=Cisco�£�{���È�»�t�µ�Ö�”�µ�x�–�;�p�V�‡�d�œ�U�z�f�w���w�›
	����È�x�–�;�p�V�‡�b�{

�¯�Ú�ï�Å  �Þ�”�Å

�Ñ�•� �ž�¢�¥�”�ç  �Þ�”�Å �·�©�á�æ�Â�Ÿ  �¯�ï�Â�©�µ�Ä

�ç�”�Â�¿�Å �•�a �³�ï�¬�ç

�Ú�ç�½

�¯�ï�Â�©�µ�Ä �³�µ�Â�Ü

AAA �±�”�Ì  �×�µ�Ä • • • • —

�æ�æ�”�µ �!�Ë�º�0

7.0(1) �7���w�¯�Ú�ï�Å�p�b�{�\�w�æ�æ�”�µ�p	.
Y�^�•�‡�`�h�{
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���È�¯�Ú�ï�Å �¯�Ú�ï�Å 
†�Ì

aaa-server host AAA �±�”�Ì  �×�µ�Ä  �¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï  �Þ�”�Å�t�Ö�l�o�z �×�µ�Ä
�{���w  AAA �±�”�Ì  �Í�å�Ý�”�»�›
ƒ���p�V�”�‘�O�t�`�‡�b�{

ldap-scope �Ý�D�A�{�›	!	ô�`�h�q�V�t�z �±�”�Ì�U�î�æ�b�”  LDAP �Š
Ú�º�U�g�w
c
�“�›�¦���`�‡�b�{

ldap-naming-attribute LDAP �±�”�Ì	Í�w�¤�ï�Ä�æ�›�°�™�t�Ý���b�”�h�Š�w�z
ì�0�Ý��	��Ê�ž
�Ä�æ�Ï�á�”�Ä�¢
ó
:�D�£�›�¦���`�‡�b�{  

ldap-login-dn �Ã�Ÿ�è�«�Ä�æ  �¦�Ò�´�£�«�Ä�w�Ê
²�›�¦���`�‡�b�{�³�µ�Â�Ü�x�z�¦�Ò
�´�£�«�Ä�›�\�w�Ê
²�p�Ì� �ï�Å�`�‡�b�{  

ldap-login-password �é�¬� �ï  DN �w�Í�µ�ë�”�Å�›�¦���`�‡�b�{
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ldap-defaults
LDAP �w�Ã�Ñ�¥�ç�Ä�‹�›���[�b�”�t�x�z crl 
ƒ���¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï  �Þ�”�Å�p  ldap-defaults �¯
�Ú�ï�Å�›�–�;�`�‡�b�{ crl 
ƒ���¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï  �Þ�”�Å�t�x�z�‰�ø  CA �Ä�å�µ�Ä�Ù� �ï�Ä  �¯
�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï  �Þ�”�Å�T�’�ž�«�·�µ�p�V�‡�b�{�\�•�’�w�Ã�Ñ�¥�ç�Ä�‹�x�z LDAP �±�”�Ì�U
ž
�A�q�b�”	Ô�ù�t�i�Z�–�;�^�•�‡�b�{ LDAP �Ã�Ñ�¥�ç�Ä�›�¦���`�s�M	Ô�ù�x�z�\�w�¯�Ú�ï�Å�w  no ��
�Ü�›�–�;�`�‡�b�{

ldap-defaults server [port]

no ldap-defaults

�³�ï�»�¿�«�µ�w
†�Ì

�Ã�Ñ�¥�ç�Ä �Ã�Ñ�¥�ç�Ä�‹�x
ƒ���^�•�o�M�‡�d�œ�{

�¯�Ú�ï�Å  �Þ�”�Å �Í�w
¯�x�z�\�w�¯�Ú�ï�Å�›�Ö�—�p�V�”�Þ�”�Å�›�Ô�`�o�M�‡�b�{

�¯�Ú�ï�Å�d�º

�« �Í�w�«�p�x�z�Ã�Ñ�¥�ç�Ä  �Ù�”�Ä�¢ 389�£	Í�p  LDAP �Ã�Ñ�¥�ç�Ä�‹�›���[�`�‡�b�{

hostname(config)# crypto ca trustpoint central
hostname(ca-trustpoint)# crl configure
hostname(ca-crl)# ldap-defaults ldapdomain4 8389

���È�¯�Ú�ï�Å

port �¢�¦�Ó�³�ã�ï�£ LDAP �±�”�Ì  �Ù�”�Ä�›�¦���`�‡�b�{�\�w�Í�å�Ý�”�»�U�¦��
�^�•�o�M�s�M	Ô�ù�z�·�©�á�æ�Â�Ÿ  �ž�Ó�å� �ž�ï�µ�x
ª	j�w  LDAP �Ù�”�Ä

�¢ 389�£�›�–�;�`�‡�b�{

server LDAP �±�”�Ì�w  IP �ž�Å�è�µ�‡�h�x�Å�Ý� �ï�Ê�›�¦���`�‡�b�{ CRL 
�
Í�Ù
� �ï�Ä�º�t�±�”�Ì�U���O�b�”	Ô�ù�z�\�w�‹�x�f�w�±�”�Ì�t�‘�l�o	Í	{�V�^
�•�‡�b�{

�¯�Ú�ï�Å  �Þ�”�Å

�Ñ�•� �ž�¢�¥�”�ç  �Þ�”�Å �·�©�á�æ�Â�Ÿ  �¯�ï�Â�©�µ�Ä

�ç�”�Â�¿�Å �•�a �³�ï�¬�ç

�Ú�ç�½

�¯�ï�Â�©�µ�Ä �³�µ�Â�Ü

crl 
ƒ���¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã
�ï

• • • • •

�æ�æ�”�µ �!�Ë�º�0

7.0(1) �\�w�¯�Ú�ï�Å�U�‹�Ö�^�•�‡�`�h�{

�¯�Ú�ï�Å 
†�Ì

crl configure ca-crl �¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï  �Þ�”�Å�t�Ö�“�‡�b�{

crypto ca trustpoint �Ä�å�µ�Ä�Ù� �ï�Ä  �¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï  �Þ�”�Å�t�Ö�“�‡�b�{

protocol ldap LDAP �›  CRL 	��˜�M�O�q�`�o�¦���`�‡�b�{
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ldap-dn
CRL �w	��˜�Ì�t�Ý	Â�›�A�{�b�”  LDAP �±�”�Ì�t  X.500 �Ý��	��Ê�q�Í�µ�ë�”�Å�›�I�b�t�x�z crl 
ƒ��
�¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï  �Þ�”�Å�p  ldap-dn �¯�Ú�ï�Å�›�–�;�`�‡�b�{ crl 
ƒ���¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã
�ï  �Þ�”�Å�t�x�z �‰�ø CA �Ä�å�µ�Ä�Ù� �ï�Ä  �¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï  �Þ�”�Å�T�’�ž�«�·�µ�p�V�‡�b�{
�\�•�’�w�Í�å�Ý�”�»�x�z LDAP �±�”�Ì�U
ž�A�q�b�”	Ô�ù�t�i�Z�–�;�^�•�‡�b�{

LDAP DN �›�¦���`�s�M	Ô�ù�x�z�\�w�¯�Ú�ï�Å�w  no ���Ü�›�–�;�`�‡�b�{

ldap-dn x.500-name password

no ldap-dn

�³�ï�»�¿�«�µ�w
†�Ì

�Ã�Ñ�¥�ç�Ä �Ã�Ñ�¥�ç�Ä�‹�x
ƒ���^�•�o�M�‡�d�œ�{

�¯�Ú�ï�Å  �Þ�”�Å �Í�w
¯�x�z�\�w�¯�Ú�ï�Å�›�Ö�—�p�V�”�Þ�”�Å�›�Ô�`�o�M�‡�b�{

�¯�Ú�ï�Å�d�º

�« �Í�w�«�p�x�z X.500 �w�Ê
²�t  CN=admin,OU=devtest,O=engineering �›�¦���`�z central �Ä�å�µ�Ä�Ù� �ï
�Ä�w�Í�µ�ë�”�Å�t  xxzzyy �›�¦���`�‡�b�{

hostname(config)# crypto ca trustpoint central
hostname(ca-trustpoint)# crl configure
hostname(ca-crl)# ldap-dn cn=admin,ou=devtest,o=engineering xxzzyy

���È�¯�Ú�ï�Å

password �\�w�Ý��	��Ê�w�Í�µ�ë�”�Å�›���[�`�‡�b�{�Ñ�Ÿ�”�ç�Å�w�7�G�Õ�x  128 ���È
�p�b�{

x.500-name �\�w  CRL �Ã�”�»�Õ�”�µ�t�ž�«�·�µ�b�”�h�Š�w�Ã�Ÿ�è�«�Ä�æ  �Í�µ�›���[�`
�‡�b�¢�h�q�Q�y�z cn=crl,ou=certs,o=CAName,c=US�£�{�Ñ�Ÿ�”�ç�Å�w�7�G�Õ
�x  128 ���È�p�b�{

�¯�Ú�ï�Å  �Þ�”�Å

�Ñ�•� �ž�¢�¥�”�ç  �Þ�”�Å �·�©�á�æ�Â�Ÿ  �¯�ï�Â�©�µ�Ä

�ç�”�Â�¿�Å �•�a �³�ï�¬�ç

�Ú�ç�½

�¯�ï�Â�©�µ�Ä �³�µ�Â�Ü

crl 
ƒ���¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã
�ï

• — • — —

�æ�æ�”�µ �!�Ë�º�0

7.0(1) �\�w�¯�Ú�ï�Å�U�‹�Ö�^�•�‡�`�h�{

�¯�Ú�ï�Å 
†�Ì

crl configure crl 
ƒ���¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï  �Þ�”�Å�t�Ö�“�‡�b�{

crypto ca trustpoint CA �Ä�å�µ�Ä�Ù� �ï�Ä  �¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï  �Þ�”�Å�t�Ö�“�‡�b�{

protocol ldap CRL �w	��˜�M�O�q�`�o  LDAP �›�¦���`�‡�b�{
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ldap-login-dn
�³�µ�Â�Ü�U�Ì� �ï�Å�b�”�Ã�Ÿ�è�«�Ä�æ  �¦�Ò�´�£�«�Ä�w�Ê
²�›�¦���b�”�t�x�z AAA �±�”�Ì  �×�µ�Ä
�Þ�”�Å�p  ldap-login-dn �¯�Ú�ï�Å�›�–�;�`�‡�b�{ AAA �±�”�Ì  �×�µ�Ä  �¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï  �Þ�”
�Å�t�x�z AAA �±�”�Ì  �Ó�é�Ä�¯�ç  �¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï  �Þ�”�Å�T�’�ž�«�·�µ�p�V�‡�b�{�\�w�¦��
�›�_	†�b�”�t�x�z�\�w�¯�Ú�ï�Å�w  no ���Ü�›�–�;�`�‡�b�{

ldap-login-dn string

no ldap-login-dn

�³�ï�»�¿�«�µ�w
†�Ì

�Ã�Ñ�¥�ç�Ä �Ã�Ñ�¥�ç�Ä�w�ˆ�^�•�‹�x�K�“�‡�d�œ�{

�¯�Ú�ï�Å  �Þ�”�Å �Í�w
¯�x�z�\�w�¯�Ú�ï�Å�›�Ö�—�p�V�”�Þ�”�Å�›�Ô�`�o�M�‡�b�{

�¯�Ú�ï�Å�d�º

�–�;	Í�w�̈ � �Å�å� �ï �\�w�¯�Ú�ï�Å�x�z LDAP �±�”�Ì�t�0�`�o�w�ˆ���®�p�b�{�±�Ù�”�Ä�^�•�”���È�»�w�7�G�Õ�x  128 ���È
�p�b�{

Microsoft Active Directory �±�”�Ì�s�r�w  LDAP �±�”�Ì�p�x�z���w�b�‚�o�w  LDAP �ˆ�^�t���b�”�A�{
�›	!�Z�Ö�•�”
²�t�z �·�©�á�æ�Â�Ÿ  �ž�Ó�å� �ž�ï�µ�U�Ý	Â�A�ˆ�Ì� �ï�Ã�Ÿ�ï�¬�›�p�`�o�Ë�ï�Å�³�£� 
�«�›�¬�q�`�o�M�”
ž�A�U�K�“�‡�b�{�·�©�á�æ�Â�Ÿ  �ž�Ó�å� �ž�ï�µ�x�z�Ý	Â�A�ˆ�Ì� �ï�Ã�Ÿ�ï�¬�t�0
�`�o�Ý��	Ø�C�›�Ô�b�q�V�t�z �â�”�²�Ý	Â�A�{�t  Login DN �Ñ�Ÿ�”�ç�Å�›
Ç�C�`�‡�b�{ Login DN �Ñ�Ÿ�”
�ç�Å�x�z�·�©�á�æ�Â�Ÿ  �ž�Ó�å� �ž�ï�µ�w�Ý	Â�›
Q�›
†�Ì�`�‡�b�{�\�w�›
Q�x�z���g	��›�V�›�Ë�m
�â�”�²�w�›
Q�t�0� �`�o�M�”
ž�A�U�K�“�‡�b�{

string �!
:�t�x�z VPN �¯�ï�·�ï�Ä�è�”�»�w�Ý	Â�A�ˆ�Ì� �ï�Ã�Ÿ�ï�¬�t���b�”�Ã�Ÿ�è�«�Ä�æ  �¦�Ò�´�£
�«�Ä�w�Ê
²�›�Ö�—�`�‡�b�¢�h�q�Q�y�z cn=Administrator�z cn=users�z ou=people�z dc=XYZ Corporation�z
dc=com�£�{�—�Ê�ž�«�·�µ�w	Ô�ù�z�\�w�Ñ�Ÿ�”�ç�Å�x�Ò�å�ï�«�w�‡�‡�t�`�‡�b�{  

string LDAP �Š
Ú�º�w�Ã�Ÿ�è�«�Ä�æ  �¦�Ò�´�£�«�Ä�w�Ê
²�›�¦���b�”�7�G  128 ��
�È�w���È�»�p�z�G���È�q	–���È�U�à���^�•�‡�b�{���È�»�t�µ�Ö�”�µ�x�–�;
�p�V�‡�d�œ�U�z�f�w���w�›	����È�x�–�;�p�V�‡�b�{

�¯�Ú�ï�Å  �Þ�”�Å

�Ñ�•� �ž�¢�¥�”�ç  �Þ�”�Å �·�©�á�æ�Â�Ÿ  �¯�ï�Â�©�µ�Ä

�ç�”�Â�¿�Å �•�a �³�ï�¬�ç

�Ú�ç�½

�¯�ï�Â�©�µ�Ä �³�µ�Â�Ü

AAA �±�”�Ì  �×�µ�Ä • • • • —

�æ�æ�”�µ �!�Ë�º�0

7.0

(1)

�\�w�¯�Ú�ï�Å�U�‹�Ö�^�•�‡�`�h�{
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�« �Í�w�«�p�x�z�×�µ�Ä�® 1.2.3.4�̄ 	Í�p�® srvgrp1� �̄q�M�O  LDAP AAA �±�”�Ì�›
ƒ���`�z�»� �Ü�ž�¢�Ä�›
9 
µ�t
ƒ���`�z�æ�Ä�å� ���´�›  7 
µ�t
ƒ���`�z LDAP �é�¬� �ï  DN �›�® myobjectname�¯�q�`�o
ƒ��
�`�‡�b�{

hostname(config)# aaa-server svrgrp1 protocol ldap
hostname(config-aaa-server-group)# aaa-server svrgrp1 host 1.2.3.4
hostname(config-aaa-server-host)# timeout 9
hostname(config-aaa-server-host)# retry 7
hostname(config-aaa-server-host)# ldap-login-dn myobjectname
hostname(config-aaa-server-host)#

���È�¯�Ú�ï�Å �¯�Ú�ï�Å 
†�Ì

aaa-server host AAA �±�”�Ì  �×�µ�Ä  �¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï  �Þ�”�Å�t�Ö�l�o�z �×�µ
�Ä�{���w  AAA �±�”�Ì  �Í�å�Ý�”�»�›
ƒ���p�V�”�‘�O�t�`�‡�b�{

ldap-base-dn �Ý�D�A�{�›	!	ô�`�h�q�V�t�z �±�”�Ì�U�U�g�›�‰�•�b�”  LDAP �Š
Ú�º
�w�•�”�›�¦���`�‡�b�{

ldap-login-password �é�¬� �ï  DN �w�Í�µ�ë�”�Å�›�¦���`�‡�b�{�\�w�¯�Ú�ï�Å�x�z LDAP
�±�”�Ì�t�0�`�o�w�ˆ���®�p�b�{

ldap-naming-attribute LDAP �±�”�Ì	Í�w�¤�ï�Ä�æ�›�°�™�t�Ý���b�”�h�Š�w�z
ì�0�Ý��	��Ê
�ž�Ä�æ�Ï�á�”�Ä�¢
ó
:�D�£�›�¦���`�‡�b�{

ldap-scope �Ý�D�A�{�›	!	ô�`�h�q�V�t�z �±�”�Ì�U�î�æ�b�”  LDAP �Š
Ú�º�U�g�w

c�“�›�¦���`�‡�b�{  
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ldap-login-password
LDAP �±�”�Ì�w�é�¬� �ï  �Í�µ�ë�”�Å�›�¦���b�”�t�x�z AAA �±�”�Ì  �×�µ�Ä  �Þ�”�Å�p  
ldap-login-password �¯�Ú�ï�Å�›�–�;�`�‡�b�{ AAA �±�”�Ì  �×�µ�Ä  �¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï  �Þ�”�Å�t
�x�z AAA �±�”�Ì  �Ó�é�Ä�¯�ç  �¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï  �Þ�”�Å�T�’�ž�«�·�µ�p�V�‡�b�{�\�w�Í�µ�ë�”
�Å�¦���›�_	†�b�”�t�x�z�\�w�¯�Ú�ï�Å�w  no ���Ü�›�–�;�`�‡�b�{

ldap-login-password string

no ldap-login-password

�³�ï�»�¿�«�µ�w
†�Ì

�Ã�Ñ�¥�ç�Ä �Ã�Ñ�¥�ç�Ä�w�ˆ�^�•�‹�x�K�“�‡�d�œ�{

�¯�Ú�ï�Å  �Þ�”�Å �Í�w
¯�x�z�\�w�¯�Ú�ï�Å�›�Ö�—�p�V�”�Þ�”�Å�›�Ô�`�o�M�‡�b�{

�¯�Ú�ï�Å�d�º

�–�;	Í�w�̈ � �Å�å� �ï �\�w�¯�Ú�ï�Å�x�z LDAP �±�”�Ì�t�0�`�o�w�ˆ���®�p�b�{�Í�µ�ë�”�Å���È�»�w�7�G�Õ�x  64 ���È�p�b�{

�« �Í�w�«�p�x�z�×�µ�Ä�® 1.2.3.4�̄ 	Í�p�® srvgrp1� �̄q�M�O  LDAP AAA �±�”�Ì�›
ƒ���`�z�»� �Ü�ž�¢�Ä�›
9 
µ�t
ƒ���`�z�æ�Ä�å� ���´�›  7 
µ�t
ƒ���`�z LDAP �é�¬� �ï  �Í�µ�ë�”�Å�›�® obscurepassword�¯�q
�`�o
ƒ���`�‡�b�{

hostname(config)# aaa-server svrgrp1 protocol ldap
hostname(config)# aaa-server svrgrp1 host 1.2.3.4
hostname(config-aaa-server)# timeout 9
hostname(config-aaa-server)# retry 7
hostname(config-aaa-server)# ldap-login-password obscurepassword
hostname(config-aaa-server)#

���È�¯�Ú�ï�Å

string �G���È�q	–���È�U�à���^�•�”�7�G  64 ���È�w�ó
:�È�w�Í�µ�ë�”�Å�{�Í�µ
�ë�”�Å�t�µ�Ö�”�µ�x�–�;�p�V�‡�d�œ�{

�¯�Ú�ï�Å  �Þ�”�Å

�Ñ�•� �ž�¢�¥�”�ç  �Þ�”�Å �·�©�á�æ�Â�Ÿ  �¯�ï�Â�©�µ�Ä

�ç�”�Â�¿�Å �•�a �³�ï�¬�ç

�Ú�ç�½

�¯�ï�Â�©�µ�Ä �³�µ�Â�Ü

AAA �±�”�Ì  �×�µ�Ä • • • • —

�æ�æ�”�µ �!�Ë�º�0

7.0(1) �\�w�¯�Ú�ï�Å�U�‹�Ö�^�•�‡�`�h�{

�¯�Ú�ï�Å 
†�Ì

aaa-server host AAA �±�”�Ì  �×�µ�Ä  �¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï  �Þ�”�Å�t�Ö�l�o�z �×�µ
�Ä�{���w  AAA �±�”�Ì  �Í�å�Ý�”�»�›
ƒ���p�V�”�‘�O�t�`�‡�b�{

ldap-base-dn �Ý�D�A�{�›	!	ô�`�h�q�V�t�z �±�”�Ì�U�U�g�›�‰�•�b�”  LDAP �Š
Ú�º
�w�•�”�›�¦���`�‡�b�{

ldap-login-dn �Ã�Ÿ�è�«�Ä�æ  �¦�Ò�´�£�«�Ä�w�Ê
²�›�¦���`�‡�b�{�³�µ�Â�Ü�x�z�¦�Ò
�´�£�«�Ä�›�\�w�Ê
²�p�Ì� �ï�Å�`�‡�b�{  
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ldap-naming-attribute

ì�0�Ý��	��Ê�ž�Ä�æ�Ï�á�”�Ä�›�¦���b�”�t�x�z AAA �±�”�Ì  �×�µ�Ä  �Þ�”�Å�p  ldap-naming-attribute
�¯�Ú�ï�Å�›�–�;�`�‡�b�{ AAA �±�”�Ì  �×�µ�Ä  �¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï  �Þ�”�Å�t�x�z AAA �±�”�Ì  �Ó
�é�Ä�¯�ç  �¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï  �Þ�”�Å�T�’�ž�«�·�µ�p�V�‡�b�{�\�w�¦���›�_	†�b�”�t�x�z�\�w
�¯�Ú�ï�Å�w  no ���Ü�›�–�;�`�‡�b�{

ldap-naming-attribute string

no ldap-naming-attribute

�³�ï�»�¿�«�µ�w
†�Ì

�Ã�Ñ�¥�ç�Ä �Ã�Ñ�¥�ç�Ä�w�ˆ�^�•�‹�x�K�“�‡�d�œ�{

�¯�Ú�ï�Å  �Þ�”�Å �Í�w
¯�x�z�\�w�¯�Ú�ï�Å�›�Ö�—�p�V�”�Þ�”�Å�›�Ô�`�o�M�‡�b�{

�¯�Ú�ï�Å�d�º

�–�;	Í�w�̈ � �Å�å� �ï LDAP �±�”�Ì	Í�w�¤�ï�Ä�æ�›�°�™�t�Ý���b�”�h�Š�w�z
ì�0�Ý��	��Ê�ž�Ä�æ�Ï�á�”�Ä�›�Ö�—�`�‡�b�{
�ž�è�w�Ë�Ê�ž�Ä�æ�Ï�á�”�Ä�x�z�è	×�Ê�¢ cn�£�q�â�”�²  ID�¢ uid�£�p�b�{  

�\�w�¯�Ú�ï�Å�x�z LDAP �±�”�Ì�t�0�`�o�w�ˆ���®�p�b�{�±�Ù�”�Ä�^�•�”���È�»�w�7�G�Õ�x  128 ���È
�p�b�{

ldap-naming-attribute LDAP �±�”�Ì	Í�w�¤�ï�Ä�æ�›�°�™�t�Ý���b�”�h�Š�w�z
ì�0�Ý��	��Ê
�ž�Ä�æ�Ï�á�”�Ä�¢
ó
:�D�£�›�¦���`�‡�b�{

ldap-scope �Ý�D�A�{�›	!	ô�`�h�q�V�t�z �±�”�Ì�U�î�æ�b�”  LDAP �Š
Ú�º�U�g�w

c�“�›�¦���`�‡�b�{  

string LDAP �±�”�Ì	Í�w�¤�ï�Ä�æ�›�°�™�t�Ý���b�”�h�Š�w
ì�0�Ý��	��Ê�ž�Ä�æ
�Ï�á�”�Ä�p�z�G���È�q	–���È�U�à���^�•�”�7�G  128 ���È�w�ó
:�È�p�b�{��
�È�»�t�µ�Ö�”�µ�x�–�;�p�V�‡�d�œ�U�z�f�w���w�›	����È�x�–�;�p�V�‡�b�{

�¯�Ú�ï�Å  �Þ�”�Å

�Ñ�•� �ž�¢�¥�”�ç  �Þ�”�Å �·�©�á�æ�Â�Ÿ  �¯�ï�Â�©�µ�Ä

�ç�”�Â�¿�Å �•�a �³�ï�¬�ç

�Ú�ç�½

�¯�ï�Â�©�µ�Ä �³�µ�Â�Ü

aaa-server host • • • • —

�æ�æ�”�µ �!�Ë�º�0

7.0(1) �\�w�¯�Ú�ï�Å�U�‹�Ö�^�•�‡�`�h�{
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�« �Í�w�«�p�x�z�×�µ�Ä�® 1.2.3.4�̄ 	Í�p�® srvgrp1� �̄q�M�O  LDAP AAA �±�”�Ì�›
ƒ���`�z�»� �Ü�ž�¢�Ä�›
9 
µ�t
ƒ���`�z �æ�Ä�å� ���´�›  7 
µ�t
ƒ���`�z LDAP �Ë�Ê�ž�Ä�æ�Ï�á�”�Ä�› �®cn�¯ �q�`�o
ƒ���`�‡�b�{

hostname(config)# aaa-server svrgrp1 protocol ldap
hostname(config-aaa-server-group)# aaa-server svrgrp1 host 1.2.3.4
hostname(config-aaa-server-host)# timeout 9
hostname(config-aaa-server-host)# retry 7
hostname(config-aaa-server-host)# ldap-naming-attribute cn
hostname(config-aaa-server-host)#

���È�¯�Ú�ï�Å �¯�Ú�ï�Å 
†�Ì

aaa-server host AAA �±�”�Ì  �×�µ�Ä  �¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï  �Þ�”�Å�t�Ö�l�o�z �×�µ
�Ä�{���w  AAA �±�”�Ì  �Í�å�Ý�”�»�›
ƒ���p�V�”�‘�O�t�`�‡�b�{

ldap-base-dn �Ý�D�A�{�›	!	ô�`�h�q�V�t�z �±�”�Ì�U�U�g�›�‰�•�b�”  LDAP �Š
Ú�º
�w�•�”�›�¦���`�‡�b�{

ldap-login-dn �Ã�Ÿ�è�«�Ä�æ  �¦�Ò�´�£�«�Ä�w�Ê
²�›�¦���`�‡�b�{�³�µ�Â�Ü�x�z�¦�Ò
�´�£�«�Ä�›�\�w�Ê
²�p�Ì� �ï�Å�`�‡�b�{  

ldap-login-password �é�¬� �ï  DN �w�Í�µ�ë�”�Å�›�¦���`�‡�b�{�\�w�¯�Ú�ï�Å�x�z LDAP
�±�”�Ì�t�0�`�o�w�ˆ���®�p�b�{

ldap-scope �Ý�D�A�{�›	!	ô�`�h�q�V�t�z �±�”�Ì�U�î�æ�b�”  LDAP �Š
Ú�º�U�g�w

c�“�›�¦���`�‡�b�{  
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ldap-over-ssl
�·�©�á�æ�Â�Ÿ  �ž�Ó�å� �ž�ï�µ�q  LDAP �±�”�Ì�w���t�·�©�á�ž�s  SSL 
€���›�¬�q�b�”�t�x�z AAA
�±�”�Ì  �×�µ�Ä  �¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï  �Þ�”�Å�p  ldap-over-ssl �¯�Ú�ï�Å�›�–�;�`�‡�b�{


€���t�0�`�o  SSL �›�Ã�Ÿ�·�”�Ò�ç�t�b�”�t�x�z�\�w�¯�Ú�ï�Å�w  no ���Ü�›�–�;�`�‡�b�{

ldap-over-ssl enable

no ldap-over-ssl enable

�³�ï�»�¿�«�µ�w
†�Ì

�Ã�Ñ�¥�ç�Ä �Ã�Ñ�¥�ç�Ä�w�ˆ�^�•�‹�x�K�“�‡�d�œ�{

�¯�Ú�ï�Å  �Þ�”�Å �Í�w
¯�x�z�\�w�¯�Ú�ï�Å�›�Ö�—�p�V�”�Þ�”�Å�›�Ô�`�o�M�‡�b�{

�¯�Ú�ï�Å�d�º

�–�;	Í�w�̈ � �Å�å� �ï �\�w�¯�Ú�ï�Å�x�z�·�©�á�æ�Â�Ÿ  �ž�Ó�å� �ž�ï�µ�q  LDAP �±�”�Ì���w
€���›  SSL �p�-�¢�b�”�\�q�›
�¦���b�”�h�Š�t�–�;�`�‡�b�{  

�¢�«�£ �����Ý	Â�›�–�;�`�o�M�”	Ô�ù�x�z�\�w�;�ó�›� �É�”�Ò�ç�t�b�”�\�q�›
*	‘�`�‡�b�{ sasl-mechanism
�¯�Ú�ï�Å�›�€	°�`�o�X�i�^�M�{

�« �Í�w�¯�Ú�ï�Å�›�z AAA �±�”�Ì  �×�µ�Ä  �¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï  �Þ�”�Å�p�Ö�—�`�o�z �·�©�á�æ�Â�Ÿ  �ž
�Ó�å� �ž�ï�µ�q�z IP �ž�Å�è�µ�U  10.10.0.1 �w ldapsvr1 �q�M�O LDAP �±�”�Ì�q�w���w
€���t�0�`�o  SSL
�›� �É�”�Ò�ç�t�`�‡�b�{�‡�h�z PLAIN SASL �Ý	Â�Ý�§�Ç�¶�Ü�‹
ƒ���`�‡�b�{

hostname(config)#  aaa-server ldapsvr1 protocol ldap
hostname(config-aaa-server-host)# aaa-server ldapsvr1 host 10.10.0.1
hostname(config-aaa-server-host)# ldap-over-ssl enable
hostname(config-aaa-server-host)#

enable SSL �t�‘�“  LDAP �±�”�Ì�•�w
€���U�-�¢�^�•�”�\�q�›�¦���`�‡�b�{  

�¯�Ú�ï�Å  �Þ�”�Å

�Ñ�•� �ž�¢�¥�”�ç  �Þ�”�Å �·�©�á�æ�Â�Ÿ  �¯�ï�Â�©�µ�Ä

�ç�”�Â�¿�Å �•�a �³�ï�¬�ç

�Ú�ç�½

�¯�ï�Â�©�µ�Ä �³�µ�Â�Ü

AAA �±�”�Ì  �×�µ�Ä  �¯�ï�Ñ�Ÿ
�ª�á�è�”�³�ã�ï

• • • • —

�æ�æ�”�µ �!�Ë�º�0

7.1(1) �\�w�¯�Ú�ï�Å�U�‹�Ö�^�•�‡�`�h�{
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���È�¯�Ú�ï�Å

ldap-scope
�Ý�D�A�{�›	!	ô�`�h�q�V�t�z�±�”�Ì�U�U�g�b�”  LDAP �Š
Ú�º�w
c�“�›�¦���b�”�t�x�z AAA �±�”�Ì
�×�µ�Ä  �¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï  �Þ�”�Å�p  ldap-scope �¯�Ú�ï�Å�›�–�;�`�‡�b�{ AAA �±�”�Ì  �×�µ�Ä  �¯
�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï  �Þ�”�Å�t�x�z AAA �±�”�Ì  �Ó�é�Ä�¯�ç  �¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï  �Þ�”�Å�T�’
�ž�«�·�µ�p�V�‡�b�{�\�w�¦���›�_	†�b�”�t�x�z�\�w�¯�Ú�ï�Å�w  no ���Ü�›�–�;�`�‡�b�{

ldap-scope scope

no ldap-scope

�³�ï�»�¿�«�µ�w
†�Ì

�Ã�Ñ�¥�ç�Ä �Ã�Ñ�¥�ç�Ä�‹�x�z onelevel �p�b�{

�¯�Ú�ï�Å  �Þ�”�Å �Í�w
¯�x�z�\�w�¯�Ú�ï�Å�›�Ö�—�p�V�”�Þ�”�Å�›�Ô�`�o�M�‡�b�{

�¯�Ú�ï�Å�d�º

�–�;	Í�w�̈ � �Å�å� �ï �µ�¯�”�Ó�›  onelevel �q�`�o�¦���b�”�q�z�U�g���S�U�²	Í�`�‡�b�{�\�•�x�z�Õ�”�µ  DN �w 1 �m�<�w�è
�Õ�ç�i�Z�U�U�g�^�•�”�h�Š�p�b�{ subtree �›�¦���b�”�q���S�U�ÿ�<�`�‡�b�{�\�•�x�z�Õ�”�µ  DN �w�<
�t�K�”�b�‚�o�w�è�Õ�ç�U�U�g�^�•�”�h�Š�p�b�{

�\�w�¯�Ú�ï�Å�x�z LDAP �±�”�Ì�t�0�`�o�w�ˆ���®�p�b�{

�¯�Ú�ï�Å 
†�Ì

sasl-mechanism LDAP �«�å� �ž�ï�Ä�q�±�”�Ì�w���t  SASL �Ý	Â�›�¦���`
�‡�b�{

server-type LDAP �±�”�Ì�w�Õ�ï�¼�”�›  Microsoft �‡�h�x  Sun �q�`�o�¦
���`�‡�b�{

ldap attribute-map�¢�¬�é�”�Ì�ç  �¯�ï
�Ñ�Ÿ�ª�á�è�”�³�ã�ï  �Þ�”�Å�£

�â�” � ² � � � [ �w�ž�Ä�æ�Ï �á� ” �Ä�Ê�›  Cisco LDAP �ž�Ä�æ
�Ï�á�”�Ä�Ê�t�Ú�¿�Ð�ï�¬�b�”�h�Š�t�z LDAP �ž�Ä�æ�Ï�á�”
�Ä �Ú�¿�Ó�›�^
R�`�z�Ê
²�›
Ç�Z�‡�b�{

scope �Ý�D�A�{�›	!	ô�`�h�q�V�t�z �±�”�Ì�U�U�g�b�”  LDAP �Š
Ú�w�è�Õ�ç
j�ø�›
�¦���`�‡�b�{���®�‹�x�z�Í�w�q�S�“�p�b�{

• onelevel�•�Õ�”�µ  DN �w 1 �m�<�w�è�Õ�ç�w�ˆ�›�U�g�`�‡�b�{

• subtree�•�Õ�”�µ  DN �w�<�t�K�”�b�‚�o�w�è�Õ�ç�›�U�g�`�‡�b�{

�¯�Ú�ï�Å  �Þ�”�Å

�Ñ�•� �ž�¢�¥�”�ç  �Þ�”�Å �·�©�á�æ�Â�Ÿ  �¯�ï�Â�©�µ�Ä

�ç�”�Â�¿�Å �•�a �³�ï�¬�ç

�Ú�ç�½

�¯�ï�Â�©�µ�Ä �³�µ�Â�Ü

AAA �±�”�Ì  �×�µ�Ä • • • • —

�æ�æ�”�µ �!�Ë�º�0

7.0(1) �7���w�¯�Ú�ï�Å�p�b�{�\�w�æ�æ�”�µ�p	.
Y�^�•�‡�`�h�{
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�« �Í�w�«�p�x�z�×�µ�Ä�® 1.2.3.4�̄ 	Í�p�® srvgrp1� �̄q�M�O  LDAP AAA �±�”�Ì�›
ƒ���`�z�»� �Ü�ž�¢�Ä�›
9 
µ�t
ƒ���`�z�æ�Ä�å� ���´�›  7 
µ�t
ƒ���`�z LDAP �µ�¯�”�Ó�U�±�Ò�À�æ�”  �è�Õ�ç�›���‰�‘�O�t
ƒ
���`�‡�b�{

hostname(config)# aaa-server svrgrp1 protocol ldap
hostname(config-aaa-server-group)# aaa-server svrgrp1 host 1.2.3.4
hostname(config-aaa-server-host)# timeout 9
hostname(config-aaa-server-host)# retry 7
hostname(config-aaa-server-host)# ldap-scope subtree
hostname(config-aaa-server-host)#

���È�¯�Ú�ï�Å �¯�Ú�ï�Å 
†�Ì

aaa-server host AAA �±�”�Ì  �×�µ�Ä  �¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï  �Þ�”�Å�t�Ö�l�o�z �×�µ
�Ä�{���w  AAA �±�”�Ì  �Í�å�Ý�”�»�›
ƒ���p�V�”�‘�O�t�`�‡�b�{

ldap-base-dn �Ý�D�A�{�›	!	ô�`�h�q�V�t�z �±�”�Ì�U�U�g�›�‰�•�b�”  LDAP �Š
Ú�º
�w�•�”�›�¦���`�‡�b�{

ldap-login-dn �Ã�Ÿ�è�«�Ä�æ  �¦�Ò�´�£�«�Ä�w�Ê
²�›�¦���`�‡�b�{�³�µ�Â�Ü�x�z�¦�Ò
�´�£�«�Ä�›�\�w�Ê
²�p�Ì� �ï�Å�`�‡�b�{  

ldap-login-password �é�¬� �ï  DN �w�Í�µ�ë�”�Å�›�¦���`�‡�b�{�\�w�¯�Ú�ï�Å�x�z LDAP
�±�”�Ì�t�0�`�o�w�ˆ���®�p�b�{

ldap-naming-attribute LDAP �±�”�Ì	Í�w�¤�ï�Ä�æ�›�°�™�t�Ý���b�”�h�Š�w�z
ì�0�Ý��	��Ê
�ž�Ä�æ�Ï�á�”�Ä�¢
ó
:�D�£�›�¦���`�‡�b�{
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leap-bypass
LEAP Bypass �›� �É�”�Ò�ç�t�b�”�t�x�z�¬�ç�”�Ó  �Ù�æ�³�”  �¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï  �Þ�”�Å�p
leap-bypass enable �¯�Ú�ï�Å�›�–�;�`�‡�b�{ LEAP Bypass �›�Ã�Ÿ�·�”�Ò�ç�t�b�”�t�x�z leap-bypass
disable �¯�Ú�ï�Å�›�–�;�`�‡�b�{ LEAP Bypass �ž�Ä�æ�Ï�á�”�Ä�›�î�æ�¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï�T�’�_
	†�b�”�t�x�z�\�w�¯�Ú�ï�Å�w  no ���Ü�›�–�;�`�‡�b�{�\�w�¦�Ó�³�ã�ï�›�–�;�b�”�q�z LEAP Bypass �w
�‹�›���w�¬�ç�”�Ó  �Ù�æ�³�”�T�’�'	•�p�V�‡�b�{

LEAP Bypass �›� �É�”�Ò�ç�t�b�”�q�z VPN �Ë�”�Å�¢�£�ž  �«�å� �ž�ï�Ä�w
��™�t�K�”�Á
¢�Ã�Ì� �µ
�T�’�w  LEAP �Í�­�¿�Ä�U�z�â�”�²�Ý	Â�w
²�t  VPN �Ä�ï�É�ç�›�è�a�p�V�”�‘�O�t�s�“�‡�b�{�\�•�t
�‘�“�z�³�µ�¯�w�Á
¢�ž�«�·�µ  �Ù� �ï�Ä  �Ã�Ì� �µ�›�–�;�b�”�ë�”�«�µ�Â�”�³�ã�ï�p  LEAP �Ý	Â�›�¬
�q�p�V�‡�b�{�¬�q�™�z�ë�”�«�µ�Â�”�³�ã�ï�x�â�”�²�]�q�w�Ý	Â�›�‹�O�°�S�î�æ�`�‡�b�{  

leap-bypass { enable | disable}

no leap-bypass

�³�ï�»�¿�«�µ�w
†�Ì

�Ã�Ñ�¥�ç�Ä LEAP Bypass �x�Ã�Ÿ�·�”�Ò�ç�t�s�l�o�M�‡�b�{

�¯�Ú�ï�Å  �Þ�”�Å �Í�w
¯�x�z�\�w�¯�Ú�ï�Å�›�Ö�—�p�V�”�Þ�”�Å�›�Ô�`�o�M�‡�b�{

�¯�Ú�ï�Å�d�º

�–�;	Í�w�̈ � �Å�å� �ï �0�é���w�Ë�”�Å�¢�£�ž  �«�å� �ž�ï�Ä�Ý	Â�U� �É�”�Ò�ç�t�s�l�o�M�”�q�z �\�w�;�ó�x
Y	×�t�ˆ�^�`�‡
�d�œ�{

	Ä�I�t�m�M�o�x�z �° Cisco Security Appliance Command Line Configuration Guide�±�›�€	°�`�o�X�i�^�M�{

�¢�«�£ �Ý	Â�^�•�o�M�s�M�Ä�å�Ñ�Ÿ�¿�«�U�Ä�ï�É�ç�›�è�a�p�V�”�‘�O�t�b�”�q�z�·�©�á�æ�Â�Ÿ  �æ�µ�«�U
\
�a�”	Ô�ù�U�K�“�‡�b�{

�« �Í�w�«�x�z �®FirstGroup�¯�q�M�O�¬�ç�”�Ó  �Ù�æ�³�”�t  LEAP Bypass �›
ƒ���b�”�M�O�›�Ô�`�o�M�‡�b�{

hostname(config)#  group-policy FirstGroup attributes
hostname(config-group-policy)# leap-bypass enable

disable LEAP Bypass �›�Ã�Ÿ�·�”�Ò�ç�t�`�‡�b�{

enable LEAP Bypass �›� �É�”�Ò�ç�t�`�‡�b�{

�¯�Ú�ï�Å  �Þ�”�Å

�Ñ�•� �ž�¢�¥�”�ç  �Þ�”�Å �·�©�á�æ�Â�Ÿ  �¯�ï�Â�©�µ�Ä

�ç�”�Â�¿�Å �•�a �³�ï�¬�ç

�Ú�ç�½

�¯�ï�Â�©�µ�Ä �³�µ�Â�Ü

�¬�ç�”�Ó  �Ù�æ�³�”  �¯�ï �Ñ�Ÿ
�ª�á�è�”�³�ã�ï

• — • — —

�æ�æ�”�µ �!�Ë�º�0

7.0(1) �\�w�¯�Ú�ï�Å�U�‹�Ö�^�•�‡�`�h�{
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���È�¯�Ú�ï�Å

lifetime
IKE �·�©�á�æ�Â�Ÿ  �ž�¹�³�¤�”�³�ã�ï�w�8�v�U
~�•�”�‡�p�w�å� �Ñ�»� �Ü�›�¦���b�”�t�x�z�‰�ø
isakmp �Ù�æ�³�”  �¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï  �Þ�”�Å�p  lifetime �¯�Ú�ï�Å�›�–�;�`�‡�b�{ �Ð�ž�U�å� �Ñ�»
� �Ü�›���Ô�`�o�M�s�Z�•�y�z�Á�v�w�å� �Ñ�»� �Ü�›�¦���p�V�‡�b�{�·�©�á�æ�Â�Ÿ  �ž�¹�³�¤�”�³�ã�ï
�w�å� �Ñ�»� �Ü�›�Ã�Ñ�¥�ç�Ä�‹�w  86,400 
µ�¢ 1 �Ô�£�t�æ�·�¿�Ä�b�”�t�x�z�\�w�¯�Ú�ï�Å�w  no ���Ü
�›�–�;�`�‡�b�{

lifetime seconds

no lifetime

�³�ï�»�¿�«�µ�w
†�Ì

�Ã�Ñ�¥�ç�Ä �Ã�Ñ�¥�ç�Ä�‹�x  86,400 
µ�¢ 1 �Ô�£�p�b�{

�¯�Ú�ï�Å  �Þ�”�Å �Í�w
¯�x�z�\�w�¯�Ú�ï�Å�›�Ö�—�p�V�”�Þ�”�Å�›�Ô�`�o�M�‡�b�{

�¯�Ú�ï�Å�d�º

�¯�Ú�ï�Å 
†�Ì

 secure-unit-authentication VPN �Ë�”�Å�¢�£�ž  �«�å� �ž�ï�Ä�U�Ä�ï�É�ç�›�‰�•�b�”�h�|�t�z�«
�å� �ž�ï�Ä�t�â�”�²�Ê�q�Í�µ�ë�”�Å�t�‘�”�Ý	Â�›�A�{�`�‡�b�{  

 user-authentication VPN �Ë�”�Å�¢�£�ž  �«�å� �ž�ï�Ä�w
��™�t�M�”�â�”�²�t�0�`�o�z
€
��
²�t�·�©�á�æ�Â�Ÿ  �ž�Ó�å� �ž�ï�µ�t�Ý��	Ø�C�›�Ô�b�‘�O�t�A�{
�`�‡�b�{

priority Internet Key Exchange�¢ IKE�£�Ù�æ�³�”�›�°�™�t�Ý���`�z�f�w�Ù�æ�³�”�t��

Œ	q�•�›�Â�“�p�o�‡�b�{ 1 �™ 65534 �w
T
:�›�–�;�`�‡�b�{ 1 �x��
Œ	q�•�U
�7�‹�ô�X�z 65534 �U�7�‹�ÿ�X�s�“�‡�b�{

seconds �¤�·�©�á�æ�Â�Ÿ  �ž�¹�³�¤�”�³�ã�ï�U�8�v�¬�ƒ�b�”�‡�p�w
µ
:�›�¦���`�‡
�b�{���v�w�å� �Ñ�»� �Ü�›���Ô�b�”�t�x�z 120 �™ 2,147,483,647 
µ�w
T
:�›
�–�;�`�‡�b�{�Á�v�w�å� �Ñ�»� �Ü�›���Ô�b�”�t�x�z 0 
µ�›�–�;�`�‡�b�{

�¯�Ú�ï�Å  �Þ�”�Å

�Ñ�•� �ž�¢�¥�”�ç  �Þ�”�Å �·�©�á�æ�Â�Ÿ  �¯�ï�Â�©�µ�Ä

�ç�”�Â�¿�Å �•�a �³�ï�¬�ç

�Ú�ç�½

�¯�ï�Â�©�µ�Ä �³�µ�Â�Ü

�‰�ø isakmp �Ù�æ�³�”  �¯�ï�Ñ�Ÿ
�ª�á�è�”�³�ã�ï

• — • — —

�æ�æ�”�µ �!�Ë�º�0

7.0(1)(1) isakmp policy lifetime �¯�Ú�ï�Å�x�7���w�‹�w�p�b�{

7.2.(1) isakmp policy lifetime �¯�Ú�ï�Å�U�z lifetime �¯�Ú�ï�Å�t�”�V�õ�Q�’�•�‡�`
�h�{
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�–�;	Í�w�̈ � �Å�å� �ï IKE �x�z�É�°�³�¤�”�³�ã�ï�›�‰�•�b�”�q�V�z�×
��w�·�¿�³�ã�ï�;�w�·�©�á�æ�Â�Ÿ  �Í�å�Ý�”�»�›�ù�™
�`�‘�O�q�`�‡�b�{�Í�t�z�¤�Ð�ž�w�·�©�á�æ�Â�Ÿ  �ž�¹�³�¤�”�³�ã�ï�U�z�ù�™�^�•�h�Í�å�Ý�”�»�›�€	°
�`�‡�b�{�Ð�ž�x�z�å� �Ñ�»� �Ü�U�8�v�¬�ƒ�b�”�‡�p�z�·�©�á�æ�Â�Ÿ  �ž�¹�³�¤�”�³�ã�ï�›�-�Ë�`�‡
�b�{�·�©�á�æ�Â�Ÿ  �ž�¹�³�¤�”�³�ã�ï�x�z�8�v�¬�ƒ�b�”�‡�p�f�w�™�w  IKE �É�°�³�¤�”�³�ã�ï�p�b�;
�p�V�”�h�Š�z	ý�`�M  IPSec �·�©�á�æ�Â�Ÿ  �ž�¹�³�¤�”�³�ã�ï�›
ƒ���b�”�q�V�t�Ì���›
…�ÿ�p�V�‡�b�{
�Ð�ž�x�z�q�O�w�·�©�á�æ�Â�Ÿ  �ž�¹�³�¤�”�³�ã�ï�U�8�v�¬�ƒ�b�”
²�t�z	ý�`�M�·�©�á�æ�Â�Ÿ  �ž�¹�³
�¤�”�³�ã�ï�›�É�°�³�¤�”�Ä�`�‡�b�{  

�å� �Ñ�»� �Ü�›�Õ�X�b�”�„�r�z�·�©�á�æ�Â�Ÿ  �ž�Ó�å� �ž�ï�µ�p�Ž�ñ�w  IPSec �·�©�á�æ�Â�Ÿ  �ž�¹�³
�¤�”�³�ã�ï�›
ƒ���b�”�Ì���U
…�ÿ�^�•�‡�b�{�‰�ø�=�§�S�x	G
ü�s�è�Õ�ç�t�K�”�h�Š�z�©�”�w�6
\
R
���´�›�Ã�z�t�y�X�¢�ÿ  2 �™ 3 
ü�]�q�t�£�`�s�X�o�‹�·�©�á�æ�Â�Ÿ�x�-	Â�^�•�‡�b�{�Ã�Ñ�¥�ç�Ä�›�f
�w�‡�‡�–�;�b�”�\�q�›�S�ç�Š�`�‡�b�{

�¢�«�£ IKE �·�©�á�æ�Â�Ÿ  �ž�¹�³�¤�”�³�ã�ï�U�Á�v�w�å� �Ñ�»� �Ü�t
ƒ���^�•�o�M�”	Ô�ù�z �Ð�ž�U���v�w�å
� �Ñ�»� �Ü�›���Ô�`�h�q�V�x�z�Ð�ž�T�’�w�É�°�³�¤�”�Ä�^�•�h���v�w�å� �Ñ�»� �Ü�U�–�;�^�•�‡
�b�{

�« �\�w�«�p�x�z�¬�é�”�Ì�ç  �¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï  �Þ�”�Å�p�z��
Œ	q�•
j�ø  40 �w IKE �Ù�æ�³�”�º�t
IKE �·�©�á�æ�Â�Ÿ  �ž�¹�³�¤�”�³�ã�ï�w�å� �Ñ�»� �Ü�›  50,400 
µ�¢ 14 �Ì���£�t
ƒ���`�‡�b�{

hostname(config)# crypto isakmp policy 40 
hostname(config-isakmp-policy)# lifetime 50400

�Í�w�«�p�x�z�¬�é�”�Ì�ç  �¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï  �Þ�”�Å�p�z IKE �·�©�á�æ�Â�Ÿ  �ž�¹�³�¤�”�³�ã�ï
�›�Á�v�w�å� �Ñ�»� �Ü�t
ƒ���`�‡�b�{

hostname(config)# crypto isakmp policy 40 
hostname(config-isakmp-policy)# lifetime 0

���È�¯�Ú�ï�Å clear configure crypto isakmp �b�‚�o�w  ISAKMP �¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï�›	«�ˆ�`�‡
�b�{

clear configure crypto isakmp policy ISAKMP �Ù�æ�³�”  �¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï�›�b�‚�o	«�ˆ
�`�‡�b�{

clear crypto isakmp sa IKE �å�ï�»� �Ü  SA �Ã�”�»�Õ�”�µ�›	«�ˆ�`�‡�b�{

show running-config crypto isakmp �ž�«�Â�Ÿ�Ò�s�¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï�›�b�‚�o
¯�Ô�`�‡
�b�{
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limit-resource
�Ú�ç�½ �¯�ï�Â�©�µ�Ä  �Þ�”�Å�p�«�å�µ�t�æ�¹�”�µ
M�v�›�¦���b�”�t�x�z�«�å�µ  �¯�ï�Ñ�Ÿ�ª�á�è�”
�³�ã�ï  �Þ�”�Å�p  limit-resource �¯�Ú�ï�Å�›�–�;�`�‡�b�{
M�v�›�Ã�Ñ�¥�ç�Ä�t�í�b�t�x�z�\�w�¯�Ú�ï
�Å�w no ���Ü�›�–�;�`�‡�b�{�·�©�á�æ�Â�Ÿ  �ž�Ó�å� �ž�ï�µ�p�x�z�¯�ï�Â�©�µ�Ä�›�æ�¹�”�µ  �«�å�µ�t
�Â�“�p�o�”�\�q�p�æ�¹�”�µ�›���g�`�‡�b�{�¤�¯�ï�Â�©�µ�Ä�x�z�«�å�µ�t�‘�l�o
ƒ���^�•�”�æ�¹�”�µ

M�v�‹�›�–�;�`�‡�b�{

limit-resource {all 0 | [rate] resource_name number[%]}

no limit-resource {all | [rate] resource_name}

�³�ï�»�¿�«�µ�w
†�Ì

�Ã�Ñ�¥�ç�Ä �b�‚�o�w�æ�¹�”�µ�x�z�Í�t�Ô�b
M�v�›	†�M�o�Á
M�v�t
ƒ���^�•�o�M�‡�b�{�\�•�’�w
M�v�x�z�Ã�Ñ�¥
�ç�Ä�p�x�¯�ï�Â�©�µ�Ä�]�q�t�•�D�^�•�”�7	Í�v�t
ƒ���^�•�o�M�‡�b�{

• Telnet �·�¿�³�ã�ï�• 5 �·�¿�³�ã�ï�{

• SSH �·�¿�³�ã�ï�• 5 �·�¿�³�ã�ï�{

• IPSec �·�¿�³�ã�ï�• 5 �·�¿�³�ã�ï�{

• MAC �ž�Å�è�µ�• 65,535 �¤�ï�Ä�æ�{

�¯�Ú�ï�Å  �Þ�”�Å �Í�w
¯�x�z�\�w�¯�Ú�ï�Å�›�Ö�—�p�V�”�Þ�”�Å�›�Ô�`�o�M�‡�b�{

�¯�Ú�ï�Å�d�º

�–�;	Í�w�̈ � �Å�å� �ï �«�å�µ�t�0�`�o�æ�¹�”�µ
M�v�›
ƒ���b�”	Ô�ù�z �·�©�á�æ�Â�Ÿ  �ž�Ó�å� �ž�ï�µ�x�«�å�µ�t�Â�“�p�o�’
�•�h�¤�¯�ï�Â�©�µ�Ä�t�æ�¹�”�µ�w�°
æ�›�¬�-�b�”�w�p�x�s�X�z �·�©�á�æ�Â�Ÿ  �ž�Ó�å� �ž�ï�µ�x�¯�ï
�Â�©�µ�Ä�t	Í�v�›
ƒ���`�‡�b�{�æ�¹�”�µ�›�¦�”�Ì�”�±�Ò�µ�«�å� �Ò�`�h	Ô�ù�•�z�°
æ�w�æ�¹�”�µ�›
�Á
M�v�t�•�D�`�h	Ô�ù�x�z�M�X�m�T�w�¯�ï�Â�©�µ�Ä�U�f�•�’�w�æ�¹�”�µ�›�–�M�L�h�`�o�z���w�¯�ï
�Â�©�µ�Ä�•�w�±�”�Ï�µ�t�è�¹�›�t�…�b�D�ó
Q�U�K�“�‡�b�{

all 0 �b�‚�o�w�æ�¹�”�µ�t�0�`�o
M�v�›�Á
M�v�q�`�o
ƒ���`�‡�b�{

number[%] �æ�¹�”�µ
M�v�›  1 �Ž	Í�w�{��
:�q�`�o�¦���`�‡�b�{�K�”�M�x�z�Í�”�·�ï�Ä
�G�ø�¢ %�£�›�–�;�`�o�z 1 �™ 100 �‡�p�w�³�µ�Â�Ü
M�v�w�Í�”�·�ï�Â�”�´�q
�`�o�¦���`�‡�b�{ �Á
M�v�w�æ�¹�”�µ�›�Ô�b	Ô�ù�x�z 
M�v�›  0 �t
ƒ���`�‡�b�{
�³�µ�Â�Ü
M�v�›�Ë�h�s�M�æ�¹�”�µ�w	Ô�ù�x�Í�”�·�ï�Â�”�´�¢ %�£�›
ƒ���p
�V�‡�d�œ�{
ˆ�0�‹�w�ˆ
ƒ���p�V�‡�b�{

rate �æ�¹�”�µ�t�0�`�o
µ�o�•�p�è�”�Ä�›
ƒ���b�”�\�q�›�¦���`�‡�b�{
µ�o�•�p
�è�”�Ä�›
ƒ���D�ó�s�æ�¹�”�µ�t�m�M�o�x�z 
¯ 18-1 �›�€	°�`�o�X�i�^�M�{

resource_name 
M�v�›
ƒ���b�”�æ�¹�”�µ�Ê�›�¦���`�‡�b�{�\�w
M�v�x�z all �t
ƒ���^�•�o
�M�”
M�v�›	Í	{�V�`�‡�b�{

�¯�Ú�ï�Å  �Þ�”�Å

�Ñ�•� �ž�¢�¥�”�ç  �Þ�”�Å �·�©�á�æ�Â�Ÿ  �¯�ï�Â�©�µ�Ä

�ç�”�Â�¿�Å �•�a �³�ï�¬�ç

�Ú�ç�½

�¯�ï�Â�©�µ�Ä �³�µ�Â�Ü

�«�å�µ  �¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã
�ï

• • — — •

�æ�æ�”�µ �!�Ë�º�0

7.2(1) �\�w�¯�Ú�ï�Å�U�‹�Ö�^�•�‡�`�h�{
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¯ 18-1 �t�x�z�æ�¹�”�µ�w�»� �Ó�q
M�v�U�æ�µ�Ä�^�•�o�M�‡�b�{  show resource types �¯�Ú�ï�Å�‹�€	°
�`�o�X�i�^�M�{

�« �Í�w�«�p�x�z conns �t���b�”�Ã�Ñ�¥�ç�Ä  �«�å�µ�w
M�v�‹�›�z �Á
M�v�T�’  10% �t
ƒ���`�Ú�`�o�M�‡�b�{

hostname(config)# class default
hostname(config-class)# limit-resource conns 10%

���w�æ�¹�”�µ�x�z�b�‚�o�Á
M�v�w�‡�‡�p�b�{


¯ 18-1 �æ�¹�”�µ�Ê�q
M�v

�æ�¹�”�µ�Ê
�è�”�Ä�‡�h�x
�‰�Ì
€��
:

�¯�ï�Â�©�µ�Ä�o�•
�w�7	—
:�q�7�G
: �³�µ�Â�Ü
M�v 1

1. �\�w�§�å�Ü�‹�U�˜�p�s�`�w	Ô�ù�z�æ�¹�”�µ�t�Ë�”�Å  �³�µ�Â�Ü
M�v�U�s�M�h�Š�z�æ�¹�”�µ�w�Í�”�·�ï�Â�”�´�›
ƒ���p�V�‡�d�œ�{


†�Ì

mac-addresses �‰�Ì
€��
: �˜�p�s�` 65,535 �•�a�Ñ�•� �ž�¢�¥�”�ç  �Þ�”�Å�p�z MAC �ž
�Å�è�µ  �Â�”�Ò�ç�t���Š�’�•�”  MAC �ž�Å
�è�µ�w
:�{

conns �‰�Ì
€��
:�‡
�h�x�è�”�Ä

� ˜�p�s� ` �‰� Ì 
€ � � 
 :� •�Ó �å �¿ �Ä
�Ñ�¥�” �Ü�w
€�� 
M�v�t
�m�M�o�x�z�° Cisco Security
Appliance Command Line
Configuration Guide�±�›�€
	°�`�o�X�i�^�M�{

�è�”�Ä�•�˜�p�s�`

1 �m�w�×�µ�Ä�q
ó
:�w���w�×�µ�Ä�q�w��
�w
€���›���‰�z 2 �m�w�×�µ�Ä���w  TCP �‡
�h�x  UDP 
€���{

inspects 
z�p �˜�p�s�` �˜�p�s�` �ž�Ó�æ�­�”�³�ã�ï�U�*�{

hosts �‰�Ì
€��
: �˜�p�s�` �˜�p�s�` �·�©�á�æ�Â�Ÿ  �ž�Ó�å� �ž�ï�µ�›�è�a�o
€
���D�ó�s�×�µ�Ä�{

asdm �‰�Ì
€��
: �7	–�‹�• 1

�7�G�‹�• 5

32 ASDM ���g�·�¿�³�ã�ï�{

�¢�«�£ ASDM �·�¿�³�ã�ï�p�x  2 �m�w 
HTTPS 
€���U�–�;�^�•�‡�b�{ 1 �m
�x	×�t
ž�A�s���¹�;�z�‹�O  1 �m�x
�!�Ë�›�C�Q�h�q�V�t�w�ˆ
ž�A�q�s
�”
ƒ���w�!�Ë�;�p�b�{�h�q�Q�y�z
ASDM �·�¿�³�ã�ï�w�³�µ�Â�Ü
M
�v�U  32 �p�K�”	Ô�ù�x�z HTTPS 
�·�¿�³�ã�ï
:�U  64�t
M�v�^�•�”
�\�q�›�Ô�`�‡�b�{

ssh �‰�Ì
€��
: �7	–�‹�• 1

�7�G�‹�• 5

100 SSH �·�¿�³�ã�ï�{

syslogs 
z�p �˜�p�s�` �˜�p�s�` System �é�¬  �Ý�¿�·�”�´�{

telnet �‰�Ì
€��
: �7	–�‹�• 1

�7�G�‹�• 5

100 Telnet �·�¿�³�ã�ï�{

xlates �‰�Ì
€��
: �˜�p�s�` �˜�p�s�` �ž�Å�è�µ�!�õ�{
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gold �q�M�O�«�å�µ�›�å�C�b�”�t�x�z�Í�w�¯�Ú�ï�Å�›�Ö�—�`�‡�b�{

hostname(config)#  class gold
hostname(config-class)#  limit-resource mac-addresses 10000
hostname(config-class)#  limit-resource conns 15%
hostname(config-class)#  limit-resource rate conns 1000
hostname(config-class)#  limit-resource rate inspects 500
hostname(config-class)#  limit-resource hosts 9000
hostname(config-class)#  limit-resource asdm 5
hostname(config-class)#  limit-resource ssh 5
hostname(config-class)#  limit-resource rate syslogs 5000
hostname(config-class)#  limit-resource telnet 5
hostname(config-class)#  limit-resource xlates 36000

���È�¯�Ú�ï�Å �¯�Ú�ï�Å 
†�Ì

class �æ�¹�”�µ  �«�å�µ�›�^
R�`�‡�b�{

context �·�©�á�æ�Â�Ÿ  �¯�ï�Â�©�µ�Ä�›
ƒ���`�‡�b�{

member �æ�¹�”�µ  �«�å�µ�t�¯�ï�Â�©�µ�Ä�›�Â�“�p�o�‡�b�{

show resource allocation �æ�¹�”�µ�›�¤�«�å�µ�t�r�w�‘�O�t�Â�“�p�o�h�T�›
¯�Ô�`�‡�b�{

show resource types 
M�v�›
ƒ���p�V�”�æ�¹�”�µ  �»� �Ó�›
¯�Ô�`�‡�b�{
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lmfactor
���w�±�”�Ì�t�‘�l�o
ƒ���^�•�h���®�8�v�‹�p�x�s�X�z�7�™�t�!�Ë�^�•�h�»� �Ü�µ�»�ï�Ó�w�ˆ�›�Ë�m
�¦�Ò�´�£�«�Ä�›�©�ß�¿�³�á�b�”�‘�O�t�6�U	Â�Ù�æ�³�”�›
ƒ���b�”�t�x�z�©�ß�¿�³�á  �Þ�”�Å�p
lmfactor  �¯�Ú�ï�Å�›�–�;�`�‡�b�{�\�w�‘�O�s�¦�Ò�´�£�«�Ä�›�6�U	Â�b�”�h�Š�t	ý�`�M�Ù�æ�³�”�›
ƒ
���b�”�t�x�z�\�w�¯�Ú�ï�Å�›�6�S�–�;�`�‡�b�{�\�w�ž�Ä�æ�Ï�á�”�Ä�›�Ã�Ñ�¥�ç�Ä�‹�w  20 �t�æ�·�¿
�Ä�b�”�t�x�z�\�w�¯�Ú�ï�Å�w  no ���Ü�›�Ö�—�`�‡�b�{

lmfactor value

no lmfactor

�³�ï�»�¿�«�µ�w
†�Ì

�Ã�Ñ�¥�ç�Ä �Ã�Ñ�¥�ç�Ä�‹�x  20 �p�b�{

�¯�Ú�ï�Å  �Þ�”�Å �Í�w
¯�x�z�\�w�¯�Ú�ï�Å�›�Ö�—�p�V�”�Þ�”�Å�›�Ô�`�o�M�‡�b�{

�¯�Ú�ï�Å�d�º

�–�;	Í�w�̈ � �Å�å� �ï �·�©�á�æ�Â�Ÿ  �ž�Ó�å� �ž�ï�µ�x�z lmfactor �w�‹�›�–�;�`�o�z�©�ß�¿�³�á�^�•�h�¦�Ò�´�£�«�Ä�t�!�=
�U�s�M�q�_�s�b�Ì���w�Õ�^�›
*���`�‡�b�{�\�•�U���®�8�v�q�`�o�Ý�Ý�^�•�‡�b�{�·�©�á�æ�Â�Ÿ  �ž�Ó
�å� �ž�ï�µ�x���®�8�v�›�z�7�™�w�!�Ë�T�’�&�a�`�h�Ì���t  lmfactor �›	Ð�‰�`�o
*���`�‡�b�{  

lmfactor �›�¸�é�t
ƒ���b�”�q�z�6�U	Â�›�h�i�j�t�§
M�b�”�\�q�t�s�“�‡�b�{�‡�h�\�•�›  100 �t
ƒ��
�b�”�q�z�6�U	Â�U�§
M�^�•�”�‡�p�w�•�0�Ì���U�7�Õ�t�s�“�‡�b�{

�« �Í�w�«�x�z lmfactor �›  30 �t
ƒ���b�”�M�O�›�Ô�`�o�M�‡�b�{

hostname(config)#  webvpn
hostname(config-webvpn)# cache 
hostname(config-webvpn-cache)# lmfactor 30
hostname(config-webvpn-cache)#

���È�¯�Ú�ï�Å

value 0 �™ 100 �w
c�“�w
T
:�{

�¯�Ú�ï�Å  �Þ�”�Å

�Ñ�•� �ž�¢�¥�”�ç  �Þ�”�Å �·�©�á�æ�Â�Ÿ  �¯�ï�Â�©�µ�Ä

�ç�”�Â�¿�Å �•�a �³�ï�¬�ç

�Ú�ç�½

�¯�ï�Â�©�µ�Ä �³�µ�Â�Ü

�©�ß�¿�³�á  �Þ�”�Å • — • — —

�æ�æ�”�µ �!�Ë�º�0

7.1(1) �\�w�¯�Ú�ï�Å�U�‹�Ö�^�•�‡�`�h�{

�¯�Ú�ï�Å 
†�Ì

cache WebVPN �©�ß�¿�³�á  �Þ�”�Å�t�Ö�“�‡�b�{

cache-compressed WebVPN �©�ß�¿�³�á�w�y	V�›
ƒ���`�‡�b�{

disable �©�ß�¿�³�ï�¬�›�Ã�Ÿ�·�”�Ò�ç�t�`�‡�b�{

expiry-time �¦�Ò�´�£�«�Ä�›�6�U	Â�d�c�t�©�ß�¿�³�á�b�”���®�8�v�›
ƒ���`�‡�b�{

max-object-size �©�ß�¿�³�á�b�”�¦�Ò�´�£�«�Ä�w�7�G�±� �¶�›���[�`�‡�b�{

min-object-size �©�ß�¿�³�á�b�”�¦�Ò�´�£�«�Ä�w�7	–�±� �¶�›���[�`�‡�b�{
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log
�Þ�´�á�å  �Ù�æ�³�”  �Ñ�è�”�Ü�ë�”�«�›�–�;�b�”	Ô�ù�x�z�°�•�‡�h�x�«�å�µ  �¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï
�Þ�”�Å�p  log �¯�Ú�ï�Å�›�–�;�`�o  match �¯�Ú�ï�Å�‡�h�x�«�å�µ  �Ú�¿�Ó�t�°�•�b�”�Í�­�¿�Ä�›�é�¬
�t�G�å�`�‡�b�{�\�w�é�¬  �ž�«�³�ã�ï�x�z�ž�Ó�æ�­�”�³�ã�ï  �Ä�å�Ñ�Ÿ�¿�«�w�U�*�Ù�æ�³�”  �Ú�¿�Ó�p
�–�;�p�V�‡�b�¢ policy-map type inspect �¯�Ú�ï�Å�£ �{�\�w�ž�«�³�ã�ï�›�Ã�Ÿ�·�”�Ò�ç�t�b�”�t�x�z�\
�w�¯�Ú�ï�Å�w  no ���Ü�›�–�;�`�‡�b�{

log

no log

�³�ï�»�¿�«�µ�w
†�Ì �\�w�¯�Ú�ï�Å�t�x�z�¾
:�‹�©�”�ë�”�Å�‹�K�“�‡�d�œ�{

�Ã�Ñ�¥�ç�Ä �Ã�Ñ�¥�ç�Ä�w�ˆ�^�•�‹�x�K�“�‡�d�œ�{

�¯�Ú�ï�Å  �Þ�”�Å �Í�w
¯�x�z�\�w�¯�Ú�ï�Å�›�Ö�—�p�V�”�Þ�”�Å�›�Ô�`�o�M�‡�b�{

�¯�Ú�ï�Å�d�º

�–�;	Í�w�̈ � �Å�å� �ï �U�*�Ù�æ�³�”  �Ú�¿�Ó�x�z 1 �m�Ž	Í�w  match �¯�Ú�ï�Å�q  class �¯�Ú�ï�Å�p�Ï
R�^�•�‡�b�{ �U�*�Ù�æ�³�”
�Ú�¿�Ó�p�–�;�p�V�”�¯�Ú�ï�Å�×�.�x�z �ž�Ó�æ�­�”�³�ã�ï�t�‘�l�o�Ÿ�s�“�‡�b�{ match �‡�h�x  class �¯
�Ú�ï�Å�›�Ö�—�`�o�ž�Ó�æ�­�”�³�ã�ï  �Ä�å�Ñ�Ÿ�¿�«�›�Ý���`�o�T�’�¢ class �¯�Ú�ï�Å�x�z match �¯�Ú
�ï�Å�›���‰�7���w  class-map type inspect �¯�Ú�ï�Å�›�¦�b�£ �z log �¯�Ú�ï�Å�›�Ö�—�`�z match �¯�Ú�ï�Å
�‡�h�x  class �¯�Ú�ï�Å�t�°�•�b�”�Í�­�¿�Ä�›�b�‚�o�é�¬�t�G�å�`�‡�b�{

�è� �à  3/4 �Ù�æ�³�”  �Ú�¿�Ó�¢ policy-map �¯�Ú�ï�Å�£�p  inspect �¯�Ú�ï�Å�›�–�;�`�o�ž�Ó�æ�­�”�³�ã
�ï�U�*�›� �É�”�Ò�ç�t�b�”�q�V�x�z �\�w�ž�«�³�ã�ï�›���œ�p�M�”�U�*�Ù�æ�³�”  �Ú�¿�Ó�›� �É�”�Ò�ç
�t�`�‡�b�{�h�q�Q�y�z inspect http http_policy_map �¯�Ú�ï�Å�›�Ö�—�`�‡�b�{ http_policy_map �x�U�*
�Ù�æ�³�”  �Ú�¿�Ó�w�Ê
²�p�b�{

�« �Í�w�«�p�x�z�Í�­�¿�Ä�U  http-traffic �«�å�µ  �Ú�¿�Ó�t�°�•�b�”	Ô�ù�t�é�¬�›
ù	ô�`�‡�b�{

hostname(config-cmap)# policy-map type inspect http http-map1
hostname(config-pmap)# class http-traffic
hostname(config-pmap-c)# log

�¯�Ú�ï�Å  �Þ�”�Å

�Ñ�•� �ž�¢�¥�”�ç  �Þ�”�Å �·�©�á�æ�Â�Ÿ  �¯�ï�Â�©�µ�Ä

�ç�”�Â�¿�Å �•�a �³�ï�¬�ç

�Ú�ç�½

�¯�ï�Â�©�µ�Ä �³�µ�Â�Ü

�°�•�¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï
�S� ‘ � | �« �å�µ  � ¯ � ï �Ñ�Ÿ�ª �á
�è�”�³�ã�ï

• • • • —

�æ�æ�”�µ �!�Ë�º�0

7.2(1) �\�w�¯�Ú�ï�Å�U�‹�Ö�^�•�‡�`�h�{
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���È�¯�Ú�ï�Å �¯�Ú�ï�Å 
†�Ì

class �Ù�æ�³�”  �Ú�¿�Ó�t���Š�”�«�å�µ  �Ú�¿�Ó�Ê�›�¦���`�‡�b�{

class-map type inspect �ž�Ó�æ�­�”�³�ã�ï�{���w�Ä�å�Ñ�Ÿ�¿�«�›	°�ù�b�”�h�Š�w�U
�*�«�å�µ  �Ú�¿�Ó�›�^
R�`�‡�b�{

policy-map �è� �à  3/4 �w�Ù�æ�³�”  �Ú�¿�Ó�›�^
R�`�‡�b�{

policy-map type inspect �ž�Ó�æ�­�”�³�ã�ï�U�*�w�h�Š�w�›���s�ž�«�³�ã�ï�›���[�`
�‡�b�{

show running-config policy-map �q�O�w�b�‚�o�w�Ù�æ�³�”  �Ú�¿�Ó �¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï�›

¯�Ô�`�‡�b�{
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log-adj-changes
OSPF �¡
€�ç�”�»�U�ž�¿�Ó	Ý�6�‡�h�x�¼�¢�ï	Ý�6�t�s�”�q  syslog �Ý�¿�·�”�´�›
ù	ô�b�”�‘�O�t�ç�”
�»�›
ƒ���b�”�t�x�z�ç�”�»  �¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï  �Þ�”�Å�p  log-adj-changes �¯�Ú�ï�Å�›�–�;�`�‡
�b�{�\�w�;�ó�›�¦�Ñ�t�b�”�t�x�z�\�w�¯�Ú�ï�Å�w  no ���Ü�›�–�;�`�‡�b�{  

log-adj-changes [detail]

no log-adj-changes [detail]

�³�ï�»�¿�«�µ�w
†�Ì

�Ã�Ñ�¥�ç�Ä �\�w�¯�Ú�ï�Å�x�z�Ã�Ñ�¥�ç�Ä�p�x� �É�”�Ò�ç�t�s�l�o�M�‡�b�{

�¯�Ú�ï�Å  �Þ�”�Å �Í�w
¯�x�z�\�w�¯�Ú�ï�Å�›�Ö�—�p�V�”�Þ�”�Å�›�Ô�`�o�M�‡�b�{

�¯�Ú�ï�Å�d�º

�–�;	Í�w�̈ � �Å�å� �ï log-adj-changes �¯�Ú�ï�Å�x�z�Ã�Ñ�¥�ç�Ä�p� �É�”�Ò�ç�t�s�l�o�S�“�z�¯�Ú�ï�Å�w  no ���Ü�›�–�;�`
�o�_	†�`�s�M�v�“�z�î�æ�¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï�t
¯�Ô�^�•�‡�b�{  

�« �Í�w�«�p�x�z OSPF �¡
€�ç�”�»�U�ž�¿�Ó	Ý�6�‡�h�x�¼�¢�ï	Ý�6�t�s�l�h�q�V�t  syslog �Ý�¿�·�”�´�›

ù	ô�`�s�M�‘�O�t�`�‡�b�{

hostname(config)# router ospf 5
hostname(config-router)# no log-adj-changes

���È�¯�Ú�ï�Å

detail �¢�¦�Ó�³�ã�ï�£�¡
€�ç�”�»�U�ž�¿�Ó	Ý�6�‡�h�x�¼�¢�ï	Ý�6�t�s�”�q�V�i�Z
�p�s�X�z	Ý�6�U�!�=�b�”�h�|�t  syslog �Ý�¿�·�”�´�›
ù	ô�`�‡�b�{

�¯�Ú�ï�Å  �Þ�”�Å

�Ñ�•� �ž�¢�¥�”�ç  �Þ�”�Å �·�©�á�æ�Â�Ÿ  �¯�ï�Â�©�µ�Ä

�ç�”�Â�¿�Å �•�a �³�ï�¬�ç

�Ú�ç�½

�¯�ï�Â�©�µ�Ä �³�µ�Â�Ü

�ç�”�»  �¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã
�ï

• — • — —

�æ�æ�”�µ �!�Ë�º�0

�7�� �\�w�¯�Ú�ï�Å�x�7���w�‹�w�p�b�{

�¯�Ú�ï�Å 
†�Ì

router ospf �ç�”�»  �¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï  �Þ�”�Å�t�Ö�“�‡�b�{

show ospf OSPF �ç�”�Â�Ÿ�ï�¬  �Ó�é�·�µ�t���b�”�°
`	Ø�C�›
¯�Ô�`�‡�b�{
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19

logging asdm �¯�Ú�ï�Å�™  
logout message �¯�Ú�ï�Å

logging asdm
ASDM �é�¬  �Ì�¿�Ñ�•�t�³�µ�Â�Ü  �é�¬  �Ý�¿�·�”�´�›
ù	ô�b�”�t�x�z�¬�é�”�Ì�ç  �¯�ï�Ñ�Ÿ�ª�á�è�”
�³�ã�ï  �Þ�”�Å�p  logging asdm �¯�Ú�ï�Å�›�–�;�`�‡�b�{ ASDM �é�¬  �Ì�¿�Ñ�•�•�w�é�ª�ï�¬�›�Ã�Ÿ
�·�”�Ò�ç�t�b�”�t�x�z�\�w�¯�Ú�ï�Å�w  no ���Ü�›�–�;�`�‡�b�{

logging asdm [logging_list | level]

no logging asdm [logging_list | level]

�³�ï�»�¿�«�µ�w
†�Ì

�Ã�Ñ�¥�ç�Ä ASDM �w�é�ª�ï�¬�x�z�Ã�Ñ�¥�ç�Ä�p�x�Ã�Ÿ�·�”�Ò�ç�t�s�l�o�M�‡�b�{

�¯�Ú�ï�Å  �Þ�”�Å �Í�w
¯�x�z�\�w�¯�Ú�ï�Å�›�Ö�—�p�V�”�Þ�”�Å�›�Ô�`�o�M�‡�b�{

level �³�µ�Â�Ü  �é�¬  �Ý�¿�·�”�´�w�7�G�è�Õ�ç�›
ƒ���`�‡�b�{�h�q�Q�y�z�è�Õ�ç�›  3
�t
ƒ���b�”�q�z�·�©�á�æ�Â�Ÿ  �ž�Ó�å� �ž�ï�µ�x�è�Õ�ç  3�z 2�z 1�z�S�‘�|  0 �w
�³�µ�Â�Ü  �é�¬  �Ý�¿�·�”�´�›
\
R�`�‡�b�{�Í�w
:�‹�‡�h�x�Ê
²�p�¦���p�V�‡
�b�{

• 0 �‡�h�x  emergencies�•�³�µ�Â�Ü�U�–�;
Æ�ó

• 1 �‡�h�x  alerts�•�h�i�j�t	r�”�U
ž�A

• 2 �‡�h�x  critical �•�«�æ�Â�Ÿ�§�ç�s	Ý�6

• 3 �‡�h�x  errors�•�¤�å�”

• 4 �‡�h�x  warnings�•�/��

• 5 �‡�h�x  notifications�•
Y	×�i�U�z�«�™�U
ž�A�s	Ý�6

• 6 �‡�h�x  informational �•	Ø�C

• 7 �‡�h�x  debugging�• �Ã�Ì�¿�¬  �Ý�¿�·�”�´�z �é�¬  FTP �¯�Ú�ï�Å�z WWW URL

logging_list ASDM �é�¬  �Ì�¿�Ñ�•�t
ù	ô�b�”�Ý�¿�·�”�´�›�Ý���b�”�æ�µ�Ä�›�¦���`�‡�b�{
�æ�µ�Ä�w�^
R�t�m�M�o�x�z logging list �¯�Ú�ï�Å�›�€	°�`�o�X�i�^�M�{
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�¯�Ú�ï�Å�d�º

�–�;	Í�w�̈ � �Å�å� �ï ASDM �é�¬  �Ì�¿�Ñ�•�t�Ý�¿�·�”�´�U
ù	ô�^�•�”
²�t�z logging enable �¯�Ú�ï�Å�›�–�;�`�o�z�é�ª�ï
�¬�›� �É�”�Ò�ç�t�`�o�S�X
ž�A�U�K�“�‡�b�{

ASDM �w�é�¬  �Ì�¿�Ñ�•�U�M�l�z�M�p�K�”	Ô�ù�z�·�©�á�æ�Â�Ÿ  �ž�Ó�å� �ž�ï�µ�x�7�‹�y�M�Ý�¿�·�”
�´�›�_	†�`�o�z 	ý�`�M�Ý�¿�·�”�´�;�w�í�V�–�¬�›�Ì�¿�Ñ�•�º�t�¬�-�`�‡�b�{ ASDM �w�é�¬  �Ì�¿�Ñ�•
�t�-�Ë�^�•�”�³�µ�Â�Ü  �é�¬  �Ý�¿�·�”�´�w
:�›
M�š�b�”�t�x�z logging asdm-buffer-size �¯�Ú�ï�Å�›�–
�;�`�‡�b�{

ASDM �w�é�¬  �Ì�¿�Ñ�•�x�z logging buffered �¯�Ú�ï�Å�p� �É�”�Ò�ç�t�b�”�é�¬  �Ì�¿�Ñ�•�q�x���w
�Ì�¿�Ñ�•�p�b�{

�« �Í�w�«�x�z�é�ª�ï�¬�›� �É�”�Ò�ç�t�`�o�z ASDM �é�¬  �Ì�¿�Ñ�•�t	O�G�S  0�z1�z�S�‘�|  2 �w�Ý�¿�·�”
�´�›
ù	ô�b�”�M�O�›�Ô�`�o�M�‡�b�{�‡�h�z ASDM �é�¬  �Ì�¿�Ñ�•�w�±� �¶�›  200 �Ý�¿�·�”�´�t
ƒ��
�b�”�M�O�‹�Ô�`�o�M�‡�b�{

hostname(config)# logging enable
hostname(config)# logging asdm 2
hostname(config)# logging asdm-buffer-size 200
hostname(config)# show logging
Syslog logging: enabled
    Facility: 20
    Timestamp logging: disabled
    Standby logging: disabled
    Deny Conn when Queue Full: disabled
    Console logging: disabled
    Monitor logging: disabled
    Buffer logging: disabled
    Trap logging: disabled
    History logging: disabled
    Device ID: disabled
    Mail logging: disabled
    ASDM logging: level critical, 48 messages logged

���È�¯�Ú�ï�Å

�¯�Ú�ï�Å  �Þ�”�Å

�Ñ�•� �ž�¢�¥�”�ç  �Þ�”�Å �·�©�á�æ�Â�Ÿ  �¯�ï�Â�©�µ�Ä

�ç�”�Â�¿�Å �•�a �³�ï�¬�ç

�Ú�ç�½

�¯�ï�Â�©�µ�Ä �³�µ�Â�Ü

�¬�é�”�Ì�ç  �¯�ï�Ñ�Ÿ�ª�á�è�”
�³�ã�ï

• • • • •

�æ�æ�”�µ �!�Ë�º�0

7.0(1)(1) �\�w�¯�Ú�ï�Å�U�‹�Ö�^�•�‡�`�h�{

�¯�Ú�ï�Å 
†�Ì

clear logging asdm ASDM �é�¬  �Ì�¿�Ñ�•�U�-�Ë�`�o�M�”�Ý�¿�·�”�´�›�b�‚�o	«�ˆ�`�‡
�b�{

logging asdm-buffer-size ASDM �é�¬  �Ì�¿�Ñ�•�t�-�Ë�^�•�”  ASDM �Ý�¿�·�”�´�w
:�›�¦���`
�‡�b�{

logging enable �é�ª�ï�¬�›� �É�”�Ò�ç�t�`�‡�b�{

logging list �6�–�;�D�ó�s�Ý�¿�·�”�´
¬�R�,	j�æ�µ�Ä�›�^
R�`�‡�b�{

show logging � �É�”�Ò�ç�s�é�ª�ï�¬  �¦�Ó�³�ã�ï�›
¯�Ô�`�‡�b�{

show running-config logging �é�ª�ï�¬�w�¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï�›
¯�Ô�`�‡�b�{
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logging asdm-buffer-size
ASDM �w�é�¬  �Ì�¿�Ñ�•�t�-�Ë�^�•�”�³�µ�Â�Ü  �é�¬  �Ý�¿�·�”�´�w
:�›�¦���b�”�t�x�z �¬�é�”�Ì�ç  �¯
�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï  �Þ�”�Å�p  logging asdm-buffer-size �¯�Ú�ï�Å�›�–�;�`�‡�b�{ ASDM �é�¬  �Ì�¿
�Ñ�•�›�Ã�Ñ�¥�ç�Ä  �±� �¶�w  100 �Ý�¿�·�”�´�t�æ�·�¿�Ä�b�”�t�x�z�\�w�¯�Ú�ï�Å�w  no ���Ü�›�–�;�`
�‡�b�{

logging asdm-buffer-size num_of_msgs

no logging asdm-buffer-size num_of_msgs

�³�ï�»�¿�«�µ�w
†�Ì

�Ã�Ñ�¥�ç�Ä �Ã�Ñ�¥�ç�Ä�w  ASDM syslog �Ì�¿�Ñ�•  �±� �¶�x  100 �Ý�¿�·�”�´�p�b�{

�¯�Ú�ï�Å  �Þ�”�Å �Í�w
¯�x�z�\�w�¯�Ú�ï�Å�›�Ö�—�p�V�”�Þ�”�Å�›�Ô�`�o�M�‡�b�{

�¯�Ú�ï�Å�d�º

�–�;	Í�w�̈ � �Å�å� �ï ASDM �w�é�¬  �Ì�¿�Ñ�•�U�M�l�z�M�p�K�”	Ô�ù�z�·�©�á�æ�Â�Ÿ  �ž�Ó�å� �ž�ï�µ�x�7�‹�y�M�Ý�¿�·�”
�´�›�_	†�`�o�z	ý�`�M�Ý�¿�·�”�´�;�w�í�V�–�¬�›�Ì�¿�Ñ�•�º�t�¬�-�`�‡�b�{ ASDM �é�¬  �Ì�¿�Ñ�•
�•�w�é�ª�ï�¬�›� �É�”�Ò�ç�t�b�”�T�r�O�T�›
M�š�b�”	Ô�ù�•�z ASDM �é�¬  �Ì�¿�Ñ�•�t�-�Ë�^�•�”
�³�µ�Â�Ü  �é�¬  �Ý�¿�·�”�´�w	��¨�›
M�š�b�”	Ô�ù�x�z logging asdm �¯�Ú�ï�Å�›�–�;�`�‡�b�{

ASDM �w�é�¬  �Ì�¿�Ñ�•�x�z logging buffered �¯�Ú�ï�Å�p� �É�”�Ò�ç�t�b�”�é�¬  �Ì�¿�Ñ�•�q�x���w
�Ì�¿�Ñ�•�p�b�{

num_of_msgs �·�©�á�æ�Â�Ÿ  �ž�Ó�å� �ž�ï�µ�U  ASDM �é�¬  �Ì�¿�Ñ�•�t�-�Ë�b�”�³�µ�Â�Ü
�é�¬  �Ý�¿�·�”�´�w
:�›�¦���`�‡�b�{

�¯�Ú�ï�Å  �Þ�”�Å

�Ñ�•� �ž�¢�¥�”�ç  �Þ�”�Å �·�©�á�æ�Â�Ÿ  �¯�ï�Â�©�µ�Ä

�ç�”�Â�¿�Å �•�a �³�ï�¬�ç

�Ú�ç�½

�¯�ï�Â�©�µ�Ä �³�µ�Â�Ü

�¬�é�”�Ì�ç  �¯�ï�Ñ�Ÿ�ª�á�è�”
�³�ã�ï

• • • • —

�æ�æ�”�µ �!�Ë�º�0

7.0(1)(1) �\�w�¯�Ú�ï�Å�U�‹�Ö�^�•�‡�`�h�{
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�« �Í�w�«�x�z�é�ª�ï�¬�›� �É�”�Ò�ç�t�`�o�z ASDM �é�¬  �Ì�¿�Ñ�•�t	O�G�S  0�z1�z�S�‘�|  2 �w�Ý�¿�·�”
�´�›
ù	ô�b�”�M�O�›�Ô�`�o�M�‡�b�{�‡�h�z ASDM �é�¬  �Ì�¿�Ñ�•�w�±� �¶�›  200 �Ý�¿�·�”�´�t
ƒ��
�b�”�M�O�‹�Ô�`�o�M�‡�b�{

hostname(config)# logging enable
hostname(config)# logging asdm 2
hostname(config)# logging asdm-buffer-size 200
hostname(config)# show logging
Syslog logging: enabled
    Facility: 20
    Timestamp logging: disabled
    Standby logging: disabled
    Deny Conn when Queue Full: disabled
    Console logging: disabled
    Monitor logging: disabled
    Buffer logging: disabled
    Trap logging: disabled
    History logging: disabled
    Device ID: disabled
    Mail logging: disabled
    ASDM logging: level critical, 48 messages logged

���È�¯�Ú�ï�Å �¯�Ú�ï�Å 
†�Ì

clear logging asdm ASDM �é�¬  �Ì�¿�Ñ�•�U�-�Ë�`�o�M�”�Ý�¿�·�”�´�›�b�‚�o	«�ˆ�`�‡
�b�{

logging asdm ASDM �é�¬  �Ì�¿�Ñ�•�•�w�é�ª�ï�¬�›� �É�”�Ò�ç�t�`�‡�b�{

logging enable �é�ª�ï�¬�›� �É�”�Ò�ç�t�`�‡�b�{

show logging � �É�”�Ò�ç�s�é�ª�ï�¬  �¦�Ó�³�ã�ï�›
¯�Ô�`�‡�b�{

show running-config logging �q�O�ˆ�^�`�o�M�”�é�ª�ï�¬  �¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï�›
¯�Ô�`�‡�b�{
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logging buffered
�·�©�á�æ�Â�Ÿ  �ž�Ó�å� �ž�ï�µ�U�³�µ�Â�Ü  �é�¬  �Ý�¿�·�”�´�›�é�¬  �Ì�¿�Ñ�•�t
ù	ô�p�V�”�‘�O�t�b�”
�t�x�z�¬�é�”�Ì�ç  �¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï  �Þ�”�Å�p  logging buffered �¯�Ú�ï�Å�›�–�;�`�‡�b�{�é�¬
�Ì�¿�Ñ�•�•�w�é�ª�ï�¬�›�Ã�Ÿ�·�”�Ò�ç�t�b�”�t�x�z�\�w�¯�Ú�ï�Å�w  no ���Ü�›�–�;�`�‡�b�{

logging buffered [logging_list | level]

no logging buffered [logging_list | level]

�³�ï�»�¿�«�µ�w
†�Ì

�Ã�Ñ�¥�ç�Ä �Ã�Ñ�¥�ç�Ä�x�Í�w�q�S�“�p�b�{

• �Ì�¿�Ñ�•�•�w�é�ª�ï�¬�x�Ã�Ÿ�·�”�Ò�ç�p�b�{

• �Ì�¿�Ñ�•�w�±� �¶�x  4 KB �p�b�{

�¯�Ú�ï�Å  �Þ�”�Å �Í�w
¯�x�z�\�w�¯�Ú�ï�Å�›�Ö�—�p�V�”�Þ�”�Å�›�Ô�`�o�M�‡�b�{

�¯�Ú�ï�Å�d�º

level �³�µ�Â�Ü  �é�¬  �Ý�¿�·�”�´�w�7�G�è�Õ�ç�›
ƒ���`�‡�b�{�h�q�Q�y�z�è�Õ�ç�›  3
�t
ƒ���b�”�q�z�·�©�á�æ�Â�Ÿ  �ž�Ó�å� �ž�ï�µ�x�è�Õ�ç  3�z 2�z 1�z�S�‘�|  0 �w
�³�µ�Â�Ü  �é�¬  �Ý�¿�·�”�´�›
\
R�`�‡�b�{�Í�w
:�‹�‡�h�x�Ê
²�p�¦���p�V�‡
�b�{

• 0 �‡�h�x  emergencies�•�³�µ�Â�Ü�U�–�;
Æ�ó

• 1 �‡�h�x  alerts�•�h�i�j�t	r�”�U
ž�A

• 2 �‡�h�x  critical �•�«�æ�Â�Ÿ�§�ç�s	Ý�6

• 3 �‡�h�x  errors�•�¤�å�”

• 4 �‡�h�x  warnings�•�/��

• 5 �‡�h�x  notifications�•
Y	×�i�U�z�«�™�U
ž�A�s	Ý�6

• 6 �‡�h�x  informational �•	Ø�C

• 7 �‡�h�x  debugging�• �Ã�Ì�¿�¬  �Ý�¿�·�”�´�z �é�¬  FTP �¯�Ú�ï�Å�z WWW URL

logging_list �é�¬  �Ì�¿�Ñ�•�t
ù	ô�b�”�Ý�¿�·�”�´�›�Ý���b�”�æ�µ�Ä�›�¦���`�‡�b�{�æ�µ�Ä
�w�^
R�t�m�M�o�x�z logging list �¯�Ú�ï�Å�›�€	°�`�o�X�i�^�M�{

�¯�Ú�ï�Å  �Þ�”�Å

�Ñ�•� �ž�¢�¥�”�ç  �Þ�”�Å �·�©�á�æ�Â�Ÿ  �¯�ï�Â�©�µ�Ä

�ç�”�Â�¿�Å �•�a �³�ï�¬�ç

�Ú�ç�½

�¯�ï�Â�©�µ�Ä �³�µ�Â�Ü

�¬�é�”�Ì�ç  �¯�ï�Ñ�Ÿ�ª�á�è�”
�³�ã�ï

• • • • •

�æ�æ�”�µ �!�Ë�º�0

�7�� �\�w�¯�Ú�ï�Å�x�7���w�‹�w�p�b�{



�H 19 	·       logging asdm �¯�Ú�ï�Å�™  logout message �¯�Ú�ï�Å
  logging buffered

19-6
Cisco �·�©�á�æ�Â�Ÿ  �ž�Ó�å� �ž�ï�µ  �¯�Ú�ï�Å  �æ�Ñ�•�è�ï�µ

OL-10086-02-J

�–�;	Í�w�̈ � �Å�å� �ï �é�¬  �Ì�¿�Ñ�•�t�Ý�¿�·�”�´�U
ù	ô�^�•�”
²�t�z logging enable �¯�Ú�ï�Å�›�–�;�`�o�é�ª�ï�¬�›� 
�É�”�Ò�ç�t�`�o�S�X
ž�A�U�K�“�‡�b�{

	ý�`�M�Ý�¿�·�”�´�x�z�Ì�¿�Ñ�•�w�7�™�t�å�C�^�•�‡�b�{�Ì�¿�Ñ�•�U�M�l�z�M�t�s�”�q�z�·�©�á�æ
�Â�Ÿ  �ž�Ó�å� �ž�ï�µ�x�Ì�¿�Ñ�•�›	«�ˆ�`�o�T�’�z�Ý�¿�·�”�´�w�å�C�›���æ�`�‡�b�{�é�¬  �Ì�¿�Ñ�•
�U�M�l�z�M�p�K�”	Ô�ù�z�·�©�á�æ�Â�Ÿ  �ž�Ó�å� �ž�ï�µ�x�7�‹�y�M�Ý�¿�·�”�´�›�_	†�`�o�z	ý�`�M
�Ý�¿�·�”�´�;�w�í�V�–�¬�›�Ì�¿�Ñ�•�º�t�¬�-�`�‡�b�{�Ì�¿�Ñ�•�w�º�0�U�®�å�¿�Ó�¯�^�•�”�h�|�t
�Ì�¿�Ñ�•�w�º�0�›�×�ˆ�$�t�-���b�”�\�q�U�p�V�‡�b�{�\�•�x�z�7�™�t�-���^�•�o�T�’�å�C�^�•�h�b
�‚�o�w�Ý�¿�·�”�´�U	ý�`�M�Ý�¿�·�”�´�t�”�V�õ�Q�’�•�”�\�q�›�™�¯�`�‡�b�{	Ä�I�t�m�M�o�x�z
logging flash-bufferwrap �¯�Ú�ï�Å�q  logging ftp-bufferwrap  �¯�Ú�ï�Å�›�€	°�`�o�X�i�^�M�{

�Ì�¿�Ñ�•�w�º�0�x�z�M�m�p�‹�Ñ�å�¿�³�á  �Ý�Þ�æ�t�-���p�V�‡�b�{	Ä�I�t�m�M�o�x�z logging savelog
�¯�Ú�ï�Å�›�€	°�`�o�X�i�^�M�{

�Ì�¿�Ñ�•�t
ù	ô�^�•�h�³�µ�Â�Ü  �é�¬  �Ý�¿�·�”�´�x�z show logging �¯�Ú�ï�Å�p
¯�Ô�p�V�‡�b�{

�« �Í�w�«�p�x�z�è�Õ�ç  0 �S�‘�|�è�Õ�ç  1 �w� �Õ�ï�Ä�t�0�`�o�z�Ì�¿�Ñ�•�•�w�é�ª�ï�¬�›
ƒ���`�‡�b�{

hostname(config)# logging buffered alerts
hostname(config)#

�Í�w�«�p�x�z�7�G�é�ª�ï�¬  �è�Õ�ç  7 �w notif-list �q�M�O�æ�µ�Ä�›�^
R�`�z notif-list �æ�µ�Ä�p�Ý���^�•
�”�³�µ�Â�Ü  �é�¬  �Ý�¿�·�”�´�t�0�`�o�z�Ì�¿�Ñ�•�•�w�é�ª�ï�¬�›
ƒ���`�‡�b�{

hostname(config)# logging list notif-list level 7
hostname(config)# logging buffered notif-list
hostname(config)#

���È�¯�Ú�ï�Å �¯�Ú�ï�Å 
†�Ì

clear logging buffer �é�¬  �Ì�¿�Ñ�•�U�-�Ë�`�o�M�”�³�µ�Â�Ü  �é�¬  �Ý�¿�·�”�´�›�b�‚�o	«
�ˆ�`�‡�b�{

logging buffer-size �é�¬  �Ì�¿�Ñ�•�w�±� �¶�›�¦���`�‡�b�{

logging enable �é�ª�ï�¬�›� �É�”�Ò�ç�t�`�‡�b�{

logging flash-bufferwrap �é�¬  �Ì�¿�Ñ�•�U�M�l�z�M�t�s�l�h�q�V�t�z�é�¬  �Ì�¿�Ñ�•�›�Ñ�å�¿
�³�á  �Ý�Þ�æ�t	{�V���ˆ�‡�b�{

logging ftp-bufferwrap �é�¬  �Ì�¿�Ñ�•�U�M�l�z�M�t�s�l�h�q�V�t�z�é�¬  �Ì�¿�Ñ�•�›  FTP
�±�”�Ì�t
ù	ô�`�‡�b�{

logging list �6�–�;�D�ó�s�Ý�¿�·�”�´
¬�R�,	j�æ�µ�Ä�›�^
R�`�‡�b�{

logging savelog �é�¬  �Ì�¿�Ñ�•�w�º�0�›�Ñ�å�¿�³�á  �Ý�Þ�æ�t�-���`�‡�b�{

show logging � �É�”�Ò�ç�s�é�ª�ï�¬  �¦�Ó�³�ã�ï�›
¯�Ô�`�‡�b�{

show running-config logging �q�O�ˆ�^�`�o�M�”�é�ª�ï�¬  �¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï�›
¯�Ô�`�‡�b�{
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logging buffer-size
�é�¬  �Ì�¿�Ñ�•�w�±� �¶�›�¦���b�”�t�x�z�¬�é�”�Ì�ç  �¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï  �Þ�”�Å�p  logging
buffer-size �¯�Ú�ï�Å�›�–�;�`�‡�b�{ �é�¬  �Ì�¿�Ñ�•�›�Ã�Ñ�¥�ç�Ä  �±� �¶�w  4 KB �t�æ�·�¿�Ä�b�”�t�x�z
�\�w�¯�Ú�ï�Å�w  no ���Ü�›�–�;�`�‡�b�{

logging buffer-size bytes 

no logging buffer-size bytes

�³�ï�»�¿�«�µ�w
†�Ì

�Ã�Ñ�¥�ç�Ä �é�¬  �Ì�¿�Ñ�•�w�Ý�Þ�æ  �±� �¶�x  4KB �p�b�{

�¯�Ú�ï�Å  �Þ�”�Å �Í�w
¯�x�z�\�w�¯�Ú�ï�Å�›�Ö�—�p�V�”�Þ�”�Å�›�Ô�`�o�M�‡�b�{

�¯�Ú�ï�Å�d�º

�–�;	Í�w�̈ � �Å�å� �ï �·�©�á�æ�Â�Ÿ  �ž�Ó�å� �ž�ï�µ�U�–�;�`�o�M�”�é�¬  �Ì�¿�Ñ�•�w�±� �¶�U�Ã�Ñ�¥�ç�Ä�w�Ì�¿�Ñ�•  �±� 
�¶�q�Ÿ�s�l�o�M�”�T�r�O�T�›�¬�Ý�b�”�t�x�z show running-config logging �¯�Ú�ï�Å�›�–�;�`�‡�b�{
logging buffer-size �¯�Ú�ï�Å�U
¯�Ô�^�•�s�M	Ô�ù�z�·�©�á�æ�Â�Ÿ  �ž�Ó�å� �ž�ï�µ�U�–�;�b�”�é�¬
�Ì�¿�Ñ�•�w�±� �¶�x  4 KB �p�b�{

�·�©�á�æ�Â�Ÿ  �ž�Ó�å� �ž�ï�µ�t�‘�”�Ì�¿�Ñ�•�w�–�;�M�O�w	Ä�I�t�m�M�o�x�z logging buffered �¯�Ú
�ï�Å�›�€	°�`�o�X�i�^�M�{

�« �Í�w�«�p�x�z�é�ª�ï�¬�q�é�ª�ï�¬  �Ì�¿�Ñ�•�›� �É�”�Ò�ç�t�`�z�·�©�á�æ�Â�Ÿ  �ž�Ó�å� �ž�ï�µ�U�é
�¬  �Ì�¿�Ñ�•�;�t  16 KB �w�Ý�Þ�æ�›�–�;�b�”�‘�O�t�¦���`�‡�b�{

hostname(config)# logging enable
hostname(config)# logging buffered
hostname(config)# logging buffer-size 16384
hostname(config)# 

bytes �é�¬  �Ì�¿�Ñ�•�t�–�;�b�”�Ý�Þ�æ�”�›�Ì� �Ä�o�•�p
ƒ���`�‡�b�{�h�q�Q�y�z
8,192 �›�¦���`�h	Ô�ù�z�·�©�á�æ�Â�Ÿ  �ž�Ó�å� �ž�ï�µ�x�é�¬  �Ì�¿�Ñ�•�t  8
KB �w�Ý�Þ�æ�›�–�;�`�‡�b�{

�¯�Ú�ï�Å  �Þ�”�Å

�Ñ�•� �ž�¢�¥�”�ç  �Þ�”�Å �·�©�á�æ�Â�Ÿ  �¯�ï�Â�©�µ�Ä

�ç�”�Â�¿�Å �•�a �³�ï�¬�ç

�Ú�ç�½

�¯�ï�Â�©�µ�Ä �³�µ�Â�Ü

�¬�é�”�Ì�ç  �¯�ï�Ñ�Ÿ�ª�á�è�”
�³�ã�ï

• • • • •

�æ�æ�”�µ �!�Ë�º�0

7.0(1)(1) �\�w�¯�Ú�ï�Å�U�‹�Ö�^�•�‡�`�h�{
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���È�¯�Ú�ï�Å �¯�Ú�ï�Å 
†�Ì

clear logging buffer �é�¬  �Ì�¿�Ñ�•�U�-�Ë�`�o�M�”�³�µ�Â�Ü  �é�¬  �Ý�¿�·�”�´�›�b�‚�o	«
�ˆ�`�‡�b�{

logging buffered �é�¬  �Ì�¿�Ñ�•�•�w�é�ª�ï�¬�›� �É�”�Ò�ç�t�`�‡�b�{

logging enable �é�ª�ï�¬�›� �É�”�Ò�ç�t�`�‡�b�{

logging flash-bufferwrap �é�¬  �Ì�¿�Ñ�•�U�M�l�z�M�t�s�l�h�q�V�t�z�é�¬  �Ì�¿�Ñ�•�›�Ñ�å�¿
�³�á  �Ý�Þ�æ�t	{�V���ˆ�‡�b�{

logging savelog �é�¬  �Ì�¿�Ñ�•�w�º�0�›�Ñ�å�¿�³�á  �Ý�Þ�æ�t�-���`�‡�b�{

show logging � �É�”�Ò�ç�s�é�ª�ï�¬  �¦�Ó�³�ã�ï�›
¯�Ô�`�‡�b�{

show running-config logging �q�O�ˆ�^�`�o�M�”�é�ª�ï�¬  �¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï�›
¯�Ô�`�‡�b�{
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logging class
�Ý�¿�·�”�´  �«�å�µ�t�0�`�o�z�é�ª�ï�¬
Œ�]�q�w�7�G�é�ª�ï�¬  �è�Õ�ç�›
ƒ���b�”�t�x�z�¬�é�”�Ì�ç
�¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï  �Þ�”�Å�p  logging class �¯�Ú�ï�Å�›�–�;�`�‡�b�{ �Ý�¿�·�”�´  �«�å�µ�w�é�ª�ï
�¬  �è�Õ�ç  �¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï�›�_	†�b�”�t�x�z�\�w�¯�Ú�ï�Å�w  no ���Ü�›�–�;�`�‡�b�{

logging class class destination level [destination level . . .]

no logging class class

�³�ï�»�¿�«�µ�w
†�Ì

�Ã�Ñ�¥�ç�Ä �Ã�Ñ�¥�ç�Ä�p�x�z�·�©�á�æ�Â�Ÿ  �ž�Ó�å� �ž�ï�µ�x�z�é�ª�ï�¬
Œ�S�‘�|�Ý�¿�·�”�´  �«�å�µ�]�q�t�é
�ª�ï�¬  �è�Õ�ç�›�&�;�`�s�M�‘�O�t�s�l�o�M�‡�b�{�E�˜�“�t�z� �É�”�Ò�ç�t�s�l�o�M�”�¤�é�ª�ï�¬
Œ
�x�z�é�ª�ï�¬  �æ�µ�Ä�p�¦���^�•�h�é�ª�ï�¬  �è�Õ�ç�z�‡�h�x�é�ª�ï�¬
Œ�›� �É�”�Ò�ç�t�b�”�q�V�t
�¦���^�•�h�è�Õ�ç�p�z�b�‚�o�w�«�å�µ�t�0�b�”�Ý�¿�·�”�´�›	!	ô�`�‡�b�{

�¯�Ú�ï�Å  �Þ�”�Å �Í�w
¯�x�z�\�w�¯�Ú�ï�Å�›�Ö�—�p�V�”�Þ�”�Å�›�Ô�`�o�M�‡�b�{

�¯�Ú�ï�Å�d�º

class 
ƒ���b�”�é�ª�ï�¬
Œ�]�q�w�7�G�é�ª�ï�¬  �è�Õ�ç�w�0	Å�q�s�”�Ý�¿�·�”�´  �«
�å�µ�›�¦���`�‡�b�{�«�å�µ�w���®�‹�t�m�M�o�x�z�™	\�b�”�®�–�;	Í�w�¨� �Å
�å� �ï�¯�w�ò�›�€	°�`�o�X�i�^�M�{

destination class � t �0 � ` �o �é�ª � ï �¬ 
Œ�› � ¦ � � � ` �‡ �b�{� \ �w�é�ª � ï �¬
Œ�t �m�M�o�w�z
destination �t
ù	ô�^�•�”�7�G�é�ª�ï�¬  �è�Õ�ç�x�z level �t�‘�l�o�>�‡�“�‡�b�{
destination �w���®�‹�t�m�M�o�x�z�™	\�b�”�®�–�;	Í�w�¨� �Å�å� �ï� �̄w�ò�›�€
	°�`�o�X�i�^�M�{

level �³�µ�Â�Ü  �é�¬  �Ý�¿�·�”�´�w�7�G�è�Õ�ç�›
ƒ���`�‡�b�{�h�q�Q�y�z�è�Õ�ç�›  3
�t
ƒ���b�”�q�z�·�©�á�æ�Â�Ÿ  �ž�Ó�å� �ž�ï�µ�x�è�Õ�ç  3�z 2�z 1�z�S�‘�|  0 �w
�³�µ�Â�Ü  �é�¬  �Ý�¿�·�”�´�›
\
R�`�‡�b�{�Í�w
:�‹�‡�h�x�Ê
²�p�¦���p�V�‡
�b�{

• 0 �‡�h�x  emergencies�•�³�µ�Â�Ü�U�–�;
Æ�ó

• 1 �‡�h�x  alerts�•�h�i�j�t	r�”�U
ž�A

• 2 �‡�h�x  critical �•�«�æ�Â�Ÿ�§�ç�s	Ý�6

• 3 �‡�h�x  errors�•�¤�å�”

• 4 �‡�h�x  warnings�•�/��

• 5 �‡�h�x  notifications�•
Y	×�i�U�z�«�™�U
ž�A�s	Ý�6

• 6 �‡�h�x  informational �•	Ø�C

• 7 �‡�h�x  debugging�• �Ã�Ì�¿�¬  �Ý�¿�·�”�´�z �é�¬  FTP �¯�Ú�ï�Å�z WWW URL

�¯�Ú�ï�Å  �Þ�”�Å

�Ñ�•� �ž�¢�¥�”�ç  �Þ�”�Å �·�©�á�æ�Â�Ÿ  �¯�ï�Â�©�µ�Ä

�ç�”�Â�¿�Å �•�a �³�ï�¬�ç

�Ú�ç�½

�¯�ï�Â�©�µ�Ä �³�µ�Â�Ü

�¬�é�”�Ì�ç  �¯�ï�Ñ�Ÿ�ª�á�è�”
�³�ã�ï

• • • • •

�æ�æ�”�µ �!�Ë�º�0

7.2(1) �\�w�¯�Ú�ï�Å�U�‹�Ö�^�•�‡�`�h�{
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�–�;	Í�w�̈ � �Å�å� �ï class �w���®�‹�x�z�Í�w�q�S�“�p�b�{

• auth�•�â�”�²�Ý	Â�{

• bridge�•�•�a�Ñ�•� �ž�¢�¥�”�ç�{

• ca�• PKI �Ý	Â�Á�{

• config�•�¯�Ú�ï�Å  � �ï�»�”�Ñ�£� �µ�{

• eap�• Extensible Authentication Protocol�¢ EAP�£�{�É�¿�Ä�ë�”�«  �ž�Å�Û�¿�³�ã�ï  �¯�ï�Ä�é�”�ç�›�±
�Ù�”�Ä�b�”�h�Š�t�z EAP �·�¿�³�ã�ï�w	Ý�6�!�=�z EAP �µ�Â�”�»�µ  �«�¤�æ�”  � �Õ�ï�Ä�z�S�‘�|
EAP �Ô�¿�¼�”�q�Í�­�¿�Ä�º�0�w  16 
��¼�ï�Ó�›�é�¬�t�G�å�`�‡�b�{

• eapoudp�• Extensible Authentication Protocol�¢ EAP�£ over UDP�{�É�¿�Ä�ë�”�«  �ž�Å�Û�¿�³�ã�ï  �¯
�ï�Ä�é�”�ç�›�±�Ù�”�Ä�b�”�h�Š�w  EAPoUDP � �Õ�ï�Ä�›�é�¬�t�G�å�`�z EAPoUDP �Ô�¿�¼�”�q
�Í�­�¿�Ä�º�0�w�ì
¶�s�è�¯�”�Å�›
\
R�`�‡�b�{

• email�•�?� �Ý�”�ç  �Ó�é�©�³�{

• ha�•�Ñ�£�”�ç�¦�”�Ì�”�{

• ids�•	õ�Ö�U�Œ�³�µ�Â�Ü�{

• ip�• IP �µ�»�¿�«�{

• nac�•�É�¿�Ä�ë�”�«  �ž�Å�Û�¿�³�ã�ï  �¯�ï�Ä�é�”�ç�{	s�8�=�z�«�Ž�æ�µ�Ä�°�•�z ACS �Ä�å�ï�²�«
�³�ã�ï�z�«�å� �ž�ï�Ä�è�µ�Ý	Â�z�Ã�Ñ�¥�ç�Ä  ACL �w�&�;�z�S�‘�|�6�U	Â�w�¤� �Õ�ï�Ä�›�é�¬
�t�G�å�`�‡�b�{

• np�•�É�¿�Ä�ë�”�«  �Ó�é�·�¿�±�{

• ospf�• OSPF �ç�”�Â�Ÿ�ï�¬�{

• rip �• RIP �ç�”�Â�Ÿ�ï�¬�{

• session�•�â�”�²  �·�¿�³�ã�ï�{

• snmp�• SNMP�{

• sys�•�³�µ�Â�Ü�{

• vpn�• IKE �S�‘�|  IPSec�{

• vpnc�• VPN �«�å� �ž�ï�Ä�{

• vpnfo�• VPN �Ñ�£�”�ç�¦�”�Ì�”�{

• vpnlb�• VPN �é�”�Å  �Ì�å�ï�³�ï�¬�{

���®�s�é�ª�ï�¬
Œ�x�z�Í�w�q�S�“�p�b�{

• asdm�•�\�w�é�ª�ï�¬
Œ�t�m�M�o�x�z logging asdm �¯�Ú�ï�Å�›�€	°�`�o�X�i�^�M�{

• buffered�•�\�w�é�ª�ï�¬
Œ�t�m�M�o�x�z logging buffered �¯�Ú�ï�Å�›�€	°�`�o�X�i�^�M�{

• console�•�\�w�é�ª�ï�¬
Œ�t�m�M�o�x�z logging console �¯�Ú�ï�Å�›�€	°�`�o�X�i�^�M�{

• history�•�\�w�é�ª�ï�¬
Œ�t�m�M�o�x�z logging history �¯�Ú�ï�Å�›�€	°�`�o�X�i�^�M�{

• mail�•�\�w�é�ª�ï�¬
Œ�t�m�M�o�x�z logging mail �¯�Ú�ï�Å�›�€	°�`�o�X�i�^�M�{

• monitor �•�\�w�é�ª�ï�¬
Œ�t�m�M�o�x�z logging monitor  �¯�Ú�ï�Å�›�€	°�`�o�X�i�^�M�{

• trap�•�\�w�é�ª�ï�¬
Œ�t�m�M�o�x�z logging trap �¯�Ú�ï�Å�›�€	°�`�o�X�i�^�M�{

�« �Í�w�«�p�x�z�Ñ�£�”�ç�¦�”�Ì�”���È�w�Ý�¿�·�”�´�t�0�`�o�z ASDM �é�¬  �Ì�¿�Ñ�•�w�7�G�é�ª�ï�¬
�è�Õ�ç�U  2 �p�z�³�µ�Â�Ü  �é�¬  �Ì�¿�Ñ�•�w�7�G�é�ª�ï�¬  �è�Õ�ç�U  7 �p�K�”�\�q�›�¦���`�‡�b�{

hostname(config)# logging class ha asdm 2 buffered 7
hostname(config)# 
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���È�¯�Ú�ï�Å

logging console
�·�©�á�æ�Â�Ÿ  �ž�Ó�å� �ž�ï�µ�U�³�µ�Â�Ü  �é�¬  �Ý�¿�·�”�´�›�¯�ï�¹�”�ç  �·�¿�³�ã�ï�t
¯�Ô�p�V�”�‘
�O�t�b�”�t�x�z�¬�é�”�Ì�ç  �¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï  �Þ�”�Å�p  logging console �¯�Ú�ï�Å�›�–�;�`�‡
�b�{�³�µ�Â�Ü  �é�¬  �Ý�¿�·�”�´�›�¯�ï�¹�”�ç  �·�¿�³�ã�ï�t
¯�Ô�`�s�M�‘�O�t�b�”�t�x�z�\�w�¯�Ú�ï
�Å�w no ���Ü�›�–�;�`�‡�b�{

logging console [logging_list | level]

no logging console

�¢�«�£ �\�w�¯�Ú�ï�Å�›�–�;�b�”�q�z�Ì�¿�Ñ�•  �¦�”�Ì�”�Ñ�é�”�t�‘�l�o��
:�w�³�µ�Â�Ü  �é�¬  �Ý�¿�·�”�´�U
�Å�é�¿�Ó�^�•�”�D�ó
Q�U�K�”�h�Š�z�\�w�¯�Ú�ï�Å�w�–�;�x�S�ç�Š�p�V�‡�d�œ�{	Ä�I�t�m�M�o�x�z�™
	\�b�”�®�–�;	Í�w�¨� �Å�å� �ï�¯�w�ò�›�€	°�`�o�X�i�^�M�{

�³�ï�»�¿�«�µ�w
†�Ì

�Ã�Ñ�¥�ç�Ä �·�©�á�æ�Â�Ÿ  �ž�Ó�å� �ž�ï�µ�x�z�Ã�Ñ�¥�ç�Ä�p�x�z�³�µ�Â�Ü  �é�¬  �Ý�¿�·�”�´�›�¯�ï�¹�”�ç  �·�¿
�³�ã�ï�t
¯�Ô�`�‡�d�œ�{

�¯�Ú�ï�Å 
†�Ì

logging enable �é�ª�ï�¬�›� �É�”�Ò�ç�t�`�‡�b�{

show logging � �É�”�Ò�ç�s�é�ª�ï�¬  �¦�Ó�³�ã�ï�›
¯�Ô�`�‡�b�{

show running-config logging �î�æ�¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï�w�é�ª�ï�¬���È�w
æ
ü�›
¯�Ô�`�‡�b�{

level �³�µ�Â�Ü  �é�¬  �Ý�¿�·�”�´�w�7�G�è�Õ�ç�›
ƒ���`�‡�b�{�h�q�Q�y�z�è�Õ�ç�›  3
�t
ƒ���b�”�q�z�·�©�á�æ�Â�Ÿ  �ž�Ó�å� �ž�ï�µ�x�è�Õ�ç  3�z 2�z 1�z�S�‘�|  0 �w
�³�µ�Â�Ü  �é�¬  �Ý�¿�·�”�´�›
\
R�`�‡�b�{�Í�w
:�‹�‡�h�x�Ê
²�p�¦���p�V�‡
�b�{

• 0 �‡�h�x  emergencies�•�³�µ�Â�Ü�U�–�;
Æ�ó

• 1 �‡�h�x  alerts�•�h�i�j�t	r�”�U
ž�A

• 2 �‡�h�x  critical �•�«�æ�Â�Ÿ�§�ç�s	Ý�6

• 3 �‡�h�x  errors�•�¤�å�”

• 4 �‡�h�x  warnings�•�/��

• 5 �‡�h�x  notifications�•
Y	×�i�U�z�«�™�U
ž�A�s	Ý�6

• 6 �‡�h�x  informational �•	Ø�C

• 7 �‡�h�x  debugging�• �Ã�Ì�¿�¬  �Ý�¿�·�”�´�z �é�¬  FTP �¯�Ú�ï�Å�z WWW URL

logging_list �¯�ï�¹�”�ç  �·�¿�³�ã�ï�t
ù	ô�b�”�Ý�¿�·�”�´�›�Ý���b�”�æ�µ�Ä�›�¦���`�‡
�b�{�æ�µ�Ä�w�^
R�t�m�M�o�x�z logging list �¯�Ú�ï�Å�›�€	°�`�o�X�i�^�M�{
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�¯�Ú�ï�Å  �Þ�”�Å �Í�w
¯�x�z�\�w�¯�Ú�ï�Å�›�Ö�—�p�V�”�Þ�”�Å�›�Ô�`�o�M�‡�b�{

�¯�Ú�ï�Å�d�º

�–�;	Í�w�̈ � �Å�å� �ï �¯�ï�¹�”�ç�t�Ý�¿�·�”�´�U
ù	ô�^�•�”
²�t�z logging enable �¯�Ú�ï�Å�›�–�;�`�o�é�ª�ï�¬�›� �É�”
�Ò�ç�t�`�o�S�X
ž�A�U�K�“�‡�b�{

�«�™ logging console �¯�Ú�ï�Å�›�–�;�b�”�q�z �³�µ�Â�Ü  �Í�Ñ�¥�”�Ú�ï�µ�U�G
ï�t�ÿ�<�b�”�D�ó
Q�U�K�“�‡
�b�{�E�˜�“�t�z logging buffered �›�–�;�`�o�é�ª�ï�¬�›�‰�•�`�z show logging �¯�Ú�ï�Å�›�–�;�`�o
�Ý�¿�·�”�´�›
¯�Ô�`�o�X�i�^�M�{ �7	ý�w�Ý�¿�·�”�´�›�‘�“���o�t
¯�Ô�b�”�t�x�z clear logging buffer
�¯�Ú�ï�Å�›�–�;�`�o�Ì�¿�Ñ�•�›	«�ˆ�`�‡�b�{

�« �Í�w�«�x�z�è�Õ�ç  0�z 1�z 2�z�S�‘�|  3 �w�³�µ�Â�Ü  �é�¬  �Ý�¿�·�”�´�›�¯�ï�¹�”�ç  �·�¿�³�ã�ï�t
¯�Ô
�p�V�”�‘�O�t�b�”�M�O�›�Ô�`�o�M�‡�b�{

hostname(config)# logging enable
hostname(config)# logging console errors
hostname(config)# 

���È�¯�Ú�ï�Å

�¯�Ú�ï�Å  �Þ�”�Å

�Ñ�•� �ž�¢�¥�”�ç  �Þ�”�Å �·�©�á�æ�Â�Ÿ  �¯�ï�Â�©�µ�Ä

�ç�”�Â�¿�Å �•�a �³�ï�¬�ç

�Ú�ç�½

�¯�ï�Â�©�µ�Ä �³�µ�Â�Ü

�¬�é�”�Ì�ç  �¯�ï�Ñ�Ÿ�ª�á�è�”
�³�ã�ï

• • • • •

�æ�æ�”�µ �!�Ë�º�0

�7�� �\�w�¯�Ú�ï�Å�x�7���w�‹�w�p�b�{  

�¯�Ú�ï�Å 
†�Ì

logging enable �é�ª�ï�¬�›� �É�”�Ò�ç�t�`�‡�b�{

logging list �6�–�;�D�ó�s�Ý�¿�·�”�´
¬�R�,	j�æ�µ�Ä�›�^
R�`�‡�b�{

show logging � �É�”�Ò�ç�s�é�ª�ï�¬  �¦�Ó�³�ã�ï�›
¯�Ô�`�‡�b�{

show running-config logging �î�æ�¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï�w�é�ª�ï�¬���È�w
æ
ü�›
¯�Ô�`�‡�b�{
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logging debug-trace
�Ã�Ì�¿�¬  �Ý�¿�·�”�´�›�z	O�G�S  7 �p
C�æ�^�•�h  syslog �Ý�¿�·�”�´  711001 �q�`�o�é�¬�t�æ�¼� �è�«
�Ä�b�”�t�x�z�¬�é�”�Ì�ç  �¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï  �Þ�”�Å�p  logging debug-trace �¯�Ú�ï�Å�›�–�;�`
�‡�b�{�é�¬�•�w�Ã�Ì�¿�¬  �Ý�¿�·�”�´�w
ù	ô�›���­�b�”�t�x�z�\�w�¯�Ú�ï�Å�w  no ���Ü�›�–�;�`�‡�b�{

logging debug-trace

no logging debug-trace

�³�ï�»�¿�«�µ�w
†�Ì �\�w�¯�Ú�ï�Å�t�x�z�¾
:�‹�©�”�ë�”�Å�‹�K�“�‡�d�œ�{

�Ã�Ñ�¥�ç�Ä �Ã�Ñ�¥�ç�Ä�p�x�z�·�©�á�æ�Â�Ÿ  �ž�Ó�å� �ž�ï�µ�x�Ã�Ì�¿�¬	Z�—�›�³�µ�Â�Ü  �é�¬  �Ý�¿�·�”�´�t���Š
�‡�d�œ�{

�¯�Ú�ï�Å  �Þ�”�Å �Í�w
¯�x�z�\�w�¯�Ú�ï�Å�›�Ö�—�p�V�”�Þ�”�Å�›�Ô�`�o�M�‡�b�{

�¯�Ú�ï�Å�d�º

�–�;	Í�w�̈ � �Å�å� �ï �Ã�Ì�¿�¬  �Ý�¿�·�”�´�x�z	O�G�S  7 �w�Ý�¿�·�”�´�q�`�o
\
R�^�•�‡�b�{�\�w�Ý�¿�·�”�´�x�z syslog
�Ý�¿�·�”�´
j�ø  711001 �q�°	y�t�é�¬�t
¯�Ô�^�•�‡�b�{

�« �Í�w�«�x�z �é�ª�ï�¬�›� �É�”�Ò�ç�t�`�z �é�¬  �Ý�¿�·�”�´�›�³�µ�Â�Ü  �é�¬  �Ì�¿�Ñ�•�t
ù	ô�`�z �Ã�Ì�¿
�¬	Z�—�›�é�¬�t�æ�¼� �è�«�Ä�`�z �Ã�Ÿ�µ�«  �ž�«�Â�Ÿ�Ï�Â�Ÿ�w�Ã�Ì�¿�¬�›�¦�ï�t�b�”�M�O�›�Ô�`�o�M
�‡�b�{

hostname(config)# logging enable
hostname(config)# logging buffered
hostname(config)# logging debug-trace
hostname(config)# debug disk filesystem

�é�¬�t
¯�Ô�p�V�”�Ã�Ì�¿�¬  �Ý�¿�·�”�´�w�«�›�Í�t�Ô�`�‡�b�{

%PIX-7-711001: IFS: Read: fd 3, bytes 4096

���È�¯�Ú�ï�Å

�¯�Ú�ï�Å  �Þ�”�Å

�Ñ�•� �ž�¢�¥�”�ç  �Þ�”�Å �·�©�á�æ�Â�Ÿ  �¯�ï�Â�©�µ�Ä

�ç�”�Â�¿�Å �•�a �³�ï�¬�ç

�Ú�ç�½

�¯�ï�Â�©�µ�Ä �³�µ�Â�Ü

�¬�é�”�Ì�ç  �¯�ï�Ñ�Ÿ�ª�á�è�”
�³�ã�ï

• • • • •

�æ�æ�”�µ �!�Ë�º�0

7.0(1)(1) �\�w�¯�Ú�ï�Å�U�‹�Ö�^�•�‡�`�h�{

�¯�Ú�ï�Å 
†�Ì

logging enable �é�ª�ï�¬�›� �É�”�Ò�ç�t�`�‡�b�{

show logging � �É�”�Ò�ç�s�é�ª�ï�¬  �¦�Ó�³�ã�ï�›
¯�Ô�`�‡�b�{

show running-config logging �î�æ�¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï�w�é�ª�ï�¬���È�w
æ
ü�›
¯�Ô�`�‡�b�{
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logging device-id
EMBLEM ���Ü�p�s�M�³�µ�Â�Ü  �é�¬  �Ý�¿�·�”�´�t�Ã�Ì� �µ  ID �›���Š�”�‘�O�t�·�©�á�æ�Â�Ÿ  �ž�Ó�å
� �ž�ï�µ�›
ƒ���b�”�t�x�z �¬�é�”�Ì�ç  �¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï  �Þ�”�Å�p  logging device-id �¯�Ú�ï�Å
�›�–�;�`�‡�b�{�Ã�Ì� �µ  ID �w�–�;�›�Ã�Ÿ�·�”�Ò�ç�t�b�”�t�x�z�\�w�¯�Ú�ï�Å�w  no ���Ü�›�–�;�`�‡
�b�{

logging device-id {context-name | hostname | ipaddress interface_name | string text}

no logging device-id { context-name | hostname | ipaddress interface_name | string text}

�³�ï�»�¿�«�µ�w
†�Ì

�Ã�Ñ�¥�ç�Ä �³�µ�Â�Ü  �é�¬  �Ý�¿�·�”�´�t�Ã�Ñ�¥�ç�Ä�w�Ã�Ì� �µ  ID �x�–�;�^�•�‡�d�œ�{

�¯�Ú�ï�Å  �Þ�”�Å �Í�w
¯�x�z�\�w�¯�Ú�ï�Å�›�Ö�—�p�V�”�Þ�”�Å�›�Ô�`�o�M�‡�b�{

�¯�Ú�ï�Å�d�º

context-name �Ã�Ì� �µ  ID �q�`�o�z�q�O�w�¯�ï�Â�©�µ�Ä�w�Ê
²�›�–�;�`�‡�b�{

hostname �Ã�Ì� �µ  ID �q�`�o�z�·�©�á�æ�Â�Ÿ  �ž�Ó�å� �ž�ï�µ�w�×�µ�Ä�Ê�›�–�;
�`�‡�b�{

ipaddress interface_name �Ã�Ì� �µ  ID �q�`�o�z interface_name �p�¦���^�•�h� �ï�»�”�Ñ�£� �µ�w
IP �ž�Å�è�µ�›�–�;�`�‡�b�{ ipaddress �©�”�ë�”�Å�›�–�;�b�”�q�z�·�©�á
�æ�Â�Ÿ �ž�Ó�å� �ž�ï�µ�U�é�¬  �Ã�”�»�›�Ž
æ�±�”�Ì�t
ù	ô�b�”�h�Š�t
�–�;�b�”� �ï�»�”�Ñ�£� �µ�t�����s�X�z�Ž
æ�±�”�Ì�t
ù	ô�^�•�”�³�µ
�Â�Ü �é�¬  �Ý�¿�·�”�´�t�z�¦���^�•�h� �ï�»�”�Ñ�£� �µ�w  IP �ž�Å�è�µ
�U���‡�•�‡�b�{

string text �Ã�Ì� �µ  ID �q�`�o�z text �t���‡�•�o�M�”�7�G  16 ���È�w���È�›�–�;�`�‡
�b�{ text �t�µ�Ö�”�µ�•�Í�w���È�x�–�;�p�V�‡�d�œ�{

• &�•�ž�ï�Í�±�ï�Å

• '�•�°	O�¾�;
Ö

• "�•�Ë	O�¾�;
Ö

• <�•	–�s�“

• >�•�G�s�“

• ?�•�Y�ð
Ö

�¯�Ú�ï�Å  �Þ�”�Å

�Ñ�•� �ž�¢�¥�”�ç  �Þ�”�Å �·�©�á�æ�Â�Ÿ  �¯�ï�Â�©�µ�Ä

�ç�”�Â�¿�Å �•�a �³�ï�¬�ç

�Ú�ç�½

�¯�ï�Â�©�µ�Ä �³�µ�Â�Ü

�¬�é�”�Ì�ç  �¯�ï�Ñ�Ÿ�ª�á�è�”
�³�ã�ï

• • • • •

�æ�æ�”�µ �!�Ë�º�0

�7�� �\�w�¯�Ú�ï�Å�x�7���w�‹�w�p�b�{  
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33

urgent-flag �¯�Ú�ï�Å�™  zonelabs 
integrity ssl-cli ent-authentication 
�¯�Ú�ï�Å

urgent-flag
TCP �Ê�”�Ú�å� �²�›�è�`�o  URG �Ù� �ï�»�›�•�D�‡�h�x	«�ˆ�b�”�t�x�z tcp �Ú�¿�Ó �¯�ï�Ñ�Ÿ�ª�á�è�”
�³�ã�ï  �Þ�”�Å�p  urgent-flag �¯�Ú�ï�Å�›�–�;�`�‡�b�{�\�w�¦���›�_	†�b�”�t�x�z�\�w�¯�Ú�ï�Å�w  no
���Ü�›�–�;�`�‡�b�{

urgent-flag { allow | clear}

no urgent-flag { allow | clear}

�³�ï�»�¿�«�µ�w
†�Ì

�Ã�Ñ�¥�ç�Ä �Ó�x�Ñ�å�¬�S�‘�|�Ó�x�¦�Ñ�·�¿�Ä�x�Ã�Ñ�¥�ç�Ä�p	«�ˆ�^�•�‡�b�{

�¯�Ú�ï�Å  �Þ�”�Å �Í�w
¯�x�z�\�w�¯�Ú�ï�Å�›�Ö�—�p�V�”�Þ�”�Å�›�Ô�`�o�M�‡�b�{

�¯�Ú�ï�Å�d�º

allow TCP �Ê�”�Ú�å� �²�›�è�`�o  URG �Ù� �ï�»�›�•�D�`�‡�b�{

clear TCP �Ê�”�Ú�å� �²�›�è�`�o  URG �Ù� �ï�»�›	«�ˆ�`�‡�b�{

�¯�Ú�ï�Å  �Þ�”�Å

�Ñ�•� �ž�¢�¥�”�ç  �Þ�”�Å �·�©�á�æ�Â�Ÿ  �¯�ï�Â�©�µ�Ä

�ç�”�Â�¿�Å �•�a �³�ï�¬�ç

�Ú�ç�½

�¯�ï�Â�©�µ�Ä �³�µ�Â�Ü

tcp �Ú�¿�Ó � ¯ � ï �Ñ�Ÿ�ª �á�è�”
�³�ã�ï

• • • • —

�æ�æ�”�µ �!�Ë�º�0

7.0(1) �\�w�¯�Ú�ï�Å�U�‹�Ö�^�•�‡�`�h�{































































































































































































































�H 33 	·       urgent-flag �¯�Ú�ï�Å�™  zonelabs integrity ssl-client-authentication �¯�Ú�ï�Å
  zonelabs-integrity ssl-client-authentication

33-112
Cisco �·�©�á�æ�Â�Ÿ  �ž�Ó�å� �ž�ï�µ  �¯�Ú�ï�Å  �æ�Ñ�•�è�ï�µ

OL-10086-02-J

zonelabs-integrity ssl-client-authentication
Zone Labs Integrity �Ñ�•� �ž�¢�¥�”�ç  �±�”�Ì�w  SSL 	Â�Ì	{�›�·�©�á�æ�Â�Ÿ  �ž�Ó�å� �ž�ï�µ�p�Ý	Â�p
�V�” � ‘ �O� t �b � ” � t �x�z�¬�é�” � Ì �ç  � ¯ � ï �Ñ�Ÿ�ª �á�è�” � ³ �ã � ï  �Þ�” �Å�p  zonelabs-integrity
ssl-client-authentication �¯�Ú�ï�Å�›  enable �¾
:�›�¦���`�o�–�;�`�‡�b�{ Zone Labs �w SSL 	Â�Ì	{�w�Ý
	Â�›�Ã�Ÿ�·�”�Ò�ç�t�b�”�t�x�z disable �¾
:�›�–�;�b�”�T�z�¾
:�›�¦���d�c�t�\�w�¯�Ú�ï�Å�w  no ��
�Ü�›�–�;�`�‡�b�{

zonelabs-integrity ssl-client-authentication { enable | disable}

no zonelabs-integrity ssl-client-authentication

�³�ï�»�¿�«�µ�w
†�Ì

�Ã�Ñ�¥�ç�Ä �Ã�Ñ�¥�ç�Ä�p�x�z Zone Labs Integrity �Ñ�•� �ž�¢�¥�”�ç  �±�”�Ì�w  SSL 	Â�Ì	{�w�·�©�á�æ�Â�Ÿ  �ž�Ó�å
� �ž�ï�µ�t�‘�”�Ý	Â�x�z�Ã�Ÿ�·�”�Ò�ç�p�b�{

�¯�Ú�ï�Å  �Þ�”�Å �Í�w
¯�x�z�\�w�¯�Ú�ï�Å�›�Ö�—�p�V�”�Þ�”�Å�›�Ô�`�o�M�‡�b�{

�¯�Ú�ï�Å�d�º

�–�;	Í�w�̈ � �Å�å� �ï �·�©�á�æ�Â�Ÿ  �ž�Ó�å� �ž�ï�µ�q  Zone Labs Integrity �Ñ�•� �ž�¢�¥�”�ç  �±�”�Ì�q�w  SSL 
€���p�x�z �·
�©�á�æ�Â�Ÿ  �ž�Ó�å� �ž�ï�µ�U  SSL �±�”�Ì�p�K�“�z Zone Labs �±�”�Ì�x  SSL �«�å� �ž�ï�Ä�p�b�{ SSL

€���›�‰�•�b�”�q�V�x�z SSL �±�”�Ì �¢�·�©�á�æ�Â�Ÿ  �ž�Ó�å� �ž�ï�µ�£ �w	Â�Ì	{�U�«�å� �ž�ï�Ä �¢ Zone
Labs �±�”�Ì�£�t�‘�l�o�Ý	Â�^�•�”
ž�A�U�K�“�‡�b�{�h�i�`�z�«�å� �ž�ï�Ä	Â�Ì	{�w�Ý	Â�x�¦�Ó�³�ã
�ï�p�b�{ Zone Lab �±�”�Ì�¢ SSL �«�å� �ž�ï�Ä�£	Â�Ì	{�w�·�©�á�æ�Â�Ÿ  �ž�Ó�å� �ž�ï�µ�Ý	Â�›� �É�”
�Ò�ç�‡�h�x�Ã�Ÿ�·�”�Ò�ç�t�b�”�t�x�z zonelabs-integrity ssl-client-authentication �¯�Ú�ï�Å�›�–�;�`
�‡�b�{

�« �Í�w�«�p�x�z Zone Labs Integrity �Ñ�•� �ž�¢�¥�”�ç  �±�”�Ì�w  SSL 	Â�Ì	{�›�Ý	Â�b�”�‘�O�t�·�©�á�æ
�Â�Ÿ  �ž�Ó�å� �ž�ï�µ�›
ƒ���`�‡�b�{

hostname(config)# zonelabs-integrity ssl-client-authentication enable
hostname(config)# 

enable �·�©�á�æ�Â�Ÿ  �ž�Ó�å� �ž�ï�µ�p  Zone Labs Integrity �Ñ�•� �ž�¢�¥�”�ç  �±�”
�Ì�w  SSL 	Â�Ì	{�›�Ý	Â�b�”�\�q�›�¦���`�‡�b�{

disable Zone Labs Integrity �Ñ�•� �ž�¢�¥�”�ç  �±�”�Ì�w  IP �ž�Å�è�µ�›�¦���`�‡�b�{

�¯�Ú�ï�Å  �Þ�”�Å

�Ñ�•� �ž�¢�¥�”�ç  �Þ�”�Å �·�©�á�æ�Â�Ÿ  �¯�ï�Â�©�µ�Ä

�ç�”�Â�¿�Å �•�a �³�ï�¬�ç

�Ú�ç�½

�¯�ï�Â�©�µ�Ä �³�µ�Â�Ü

�¬�é�”�Ì�ç  �¯�ï�Ñ�Ÿ�ª�á�è�”
�³�ã�ï

• — • — —

�æ�æ�”�µ �!�Ë�º�0

7.2(1) �\�w�¯�Ú�ï�Å�U�‹�Ö�^�•�‡�`�h�{







I N D E X

1
Cisco �·�©�á�æ�Â�Ÿ  �ž�Ó�å� �ž�ï�µ  �¯�Ú�ï�Å  �æ�Ñ�•�è�ï�µ

OL-10086-02-J

Symbols

?

help�y�y 1-5

�¯�Ú�ï�Å���È�»�y�y 1-5

Numerics

802.1Q �Ä�å�ï�«�y�y 16-4

A

AAA

�ž�§�¢�ï�Â�Ÿ�ï�¬�w
ƒ���y�y 2-5

�Ý�D�©�ß�¿�³�á�w�_	†�y�y 7-53, 30-37

ACL �w�§�µ�­�”�Å	r�g�y�y 9-54

ARP �µ�Ó�”�Ñ�Ÿ�ï�¬�y�y 3-36

C

Cisco IP Phone

�ž�Ó�æ�­�”�³�ã�ï�U�*�y�y 15-47

clear

auth-prompt�y�y 6-12, 6-114, 7-41, 27-84, 28-15, 29-22,
29-27, 29-28, 29-29, 29-65

CLI

help�y�y 1-5

�¯�Ú�ï�Å	Z�—�w�Ö�”�´�ï�¬�y�y 1-7

�¯�Ú�ï�Å�å� �ï�w�$	B�y�y 1-4

�¯�Ý�ï�Ä�w�å�C�y�y 1-7

	²�t�Ö�—�z�¯�Ú�ï�Å�y�y 1-4

�³�ï�»�¿�«�µ�w	{�Ü�y�y 1-4


¯�Ô�y�y 1-7

�Ö�”�´�ï�¬�y�y 1-7

CTIQBE�y�y 15-1

D

deny-message value �¯�Ú�ï�Å�y�y 11-17

Diffie-Hellman

�¬�ç�”�Ó�w
¬�R�y�y 9-64

Diffie-Hellman �¬�ç�”�Ó

�¬�ç�”�Ó  1�y�y 13-6, 16-80

�¬�ç�”�Ó  2�y�y 13-6, 16-80

�¬�ç�”�Ó  5�y�y 13-6, 16-80


ƒ���y�y 13-6, 16-80

DNS HINFO �A�{�È�8�y�y 16-30

DNS �º�”�ï�8
ù�È�8�y�y 16-30

E

EMBLEM�z syslog �Ý�¿�·�”�´�w�Ñ�¥�”�Ú�¿�Â�Ÿ�ï�¬�y
�y 19-34

established �¯�Ú�ï�Å

�·�©�á�æ�Â�Ÿ  �è�Õ�ç�w�A�E�y�y 24-12

F

fixup protocol

CTIQBE�y�y 15-1

H.323�y�y 26-34

VoIP�y�y 26-34

H

H.225


€���Ñ�å�¬�y�y 25-79

�Ä�å�Ò�ç�³�á�”�Â�Ÿ�ï�¬�y�y 26-34

H.245

�Ä�å�Ò�ç�³�á�”�Â�Ÿ�ï�¬�y�y 26-32

H.323

fixup protocol�y�y 26-34

�Ä�å�Ò�ç�³�á�”�Â�Ÿ�ï�¬�y�y 26-30, 26-34














	Cisco セキュリティ アプライアンス コマンド リファレンス
	目次
	このマニュアルについて
	マニュアルの目的
	対象読者

	第1章　コマンドライン インターフェイスの使用方法
	ファイアウォール モードとセキュリティ コンテキスト モード

	第2章　aaa accounting command コマンド～accounting-server-group コマンド

