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  1™�Ì
1™�Ì
#'�~�b1™�Ì�_���†/²&g�M�•�_�c�
 Cisco.com �b  Bug Toolkit �†�Q#Ý�K�Z�C�T�I�8�����b  URL �?�}�
 Bug 
Toolkit �_�”�¡�­�«�[�A�r�M��

https://tools.cisco.com/Support/BugToolKit/action.do

�§�Ï�î�º�I�€�Z�8�^�8�¥�Ð�å�»
�G�b8o�[�c�
���b�º�Æ�µ�¡�_�X�8�Z�v�~�V�F�r�M��

• ��!“0i�I�€�•/²&g�S#Ý�¥�Ð�å�»�� >&P.1-2>'

• ���§�Ï�î�º�P1ß�¥�b�¥�Ð�å�»�_�|�•�s8j�� >&P.1-3>'

4:�Â�º ASDM �b�¥�Ð�å�»�c�o�\�‡�]�M�m�Z  �­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«  �[�§�Ï�î�º�I�€�r�M�@�
�¤
�Ñ�b�¥�å�Ç�•� �×�Þ�î�©�Ù�å�b�¥�Ð�å�»�b�M4Š�c  ASDM �[!“0i�I�€�•���œ�@�6�~�r�M���G�€�}�b�¥�Ð
�å�»�b�o�\�‡�]�@�
�¥�å�Ç�•� �×�Þ�î�©�Ù�å�_�g�W�Z�8�•�•+��ö�@�6�~�r�M��0ò(ý�_�X�8�Z�c�
 Show 
Commands Ignored by ASDM on Device�†�g!·�K�Z�C�T�I�8��

�r�S�
 ASDM �[�c�
 255.255.0.255 �b�|�:�_4�)F�K�Z�8�^�8�§�È�¿�µ�º  �Ð�«�¡�c�§�Ï�î�º�I�€�Z�8�r
�O�‡���S�\�<�d�
���b�|�:�_�Q#Ý�M�•�G�\�c�6�~�r�O�‡��

ip address inside 192.168.2.1 255.255.0.255

!“0i�I�€�•/²&g�S#Ý�¥�Ð�å�»

/² 1-1 �_�c�
 CLI �[3ã�•�K�S���œ�_  ASDM �b�¥�å�Ç�•� �×�Þ�î�©�Ù�å�[�§�Ï�î�º�K�Z�8�•�v�b�b�

ASDM �[3ã�•�r�S�c)…7Ÿ�@�[�A�^�8�¥�Ð�å�»�b�Ü�«�º�@/²&g�I�€�Z�8�r�M�� ASDM �[!“0i�I�€�•�¥�Ð
�å�»�c  ASDM �b  GUI �_�M�)/²&g�I�€�r�O�‡��/²&g�S#Ý�¥�Ð�å�»�c  GUI �_/²&g�I�€�r�M�@�
)…7Ÿ�c�[
�A�r�O�‡��

/² 1-1 �§�Ï�î�º�P1ß�¥�b�¥�Ð�å�»  �Ü�«�º

�§�Ï�î�º�I�€�Z�8�^�8�¥�Ð�å�» ASDM �b�·�8

access-list �•�Q#Ý�b���œ�c!“0i

capture !“0i�I�€�r�M

dns-guard !“0i�I�€�r�M

eject �§�Ï�î�º�I�€�Z�8�r�O�‡

established !“0i�I�€�r�M

failover timeout !“0i�I�€�r�M

icmp-unreachable rate-limit !“0i�I�€�r�M

ipv6�
�M�m�Z�b  IPv6 �”�»�Þ�« !“0i�I�€�r�M

pager !“0i�I�€�r�M

pim accept-register route-map !“0i�I�€�r�M�� ASDM �[�c  list �œ�É�©�Ù�å�T�E0¿
���•��

prefix-list OSPF 8•�æ�[�Q#Ý�I�€�Z�8�^�8���œ�c!“0i

route-map !“0i�I�€�r�M
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  ASDM �–�å�±�î�Ç�™�–�«�_�X�8�Z
�§�Ï�î�º�P1ß�¥�b�¥�Ð�å�»�_�|�•�s8j

ASDM �@�¤�Ñ�b��/œ�¥�å�Ç�•� �×�Þ�î�©�Ù�å�†�ß�î�»�K�
 IPv6 6õ4��b�¥�Ð�å�»�†�è���K�S���œ�

ASDM �c  IPv6 �†�§�Ï�î�º�K�Z�8�^�8�G�\�†���<�•�²�–�”�ß�¢�Î�µ�¡�«�†/²&g�K�r�M�� ASDM �[�c  
IPv6 �¥�Ð�å�»�†0¿���[�A�r�O�‡�@�
�Q�b�Ú�b�¥�å�Ç�•� �×�Þ�î�©�Ù�å�c�Q#Ý�[�A�r�M��

�¤�Ñ�b��/œ�¥�å�Ç�•� �×�Þ�î�©�Ù�å�†  ASDM �_�ß�î�»�K�S���œ�
�Q�G�_�§�Ï�î�º�P1ß�¥�b�¥�Ð�å�»�@
�6�W�Z�v�
 ASDM �b�ï�8�_�c�s8j�K�r�O�‡���§�Ï�î�º�P1ß�¥�b�¥�Ð�å�»�b�Ü�«�º�†/²&g�M�•�_�c�

[Tools] > [Show Commands Ignored by ASDM on Device] �†4E�¥�K�r�M��

alias �¥�Ð�å�»�@�µ�r�€�•�¤�Ñ�b��/œ�¥�å�Ç�•� �×�Þ�î�©�Ù�å�†�ß�î�»�M�•�\�
 ASDM �c�Ô�½�±�Ü�å�¢
�S#Ý�Ô�î�»�_�^�~�r�M���G�b�Ô�î�»�[�c�
���b�µ+��_�”�¡�­�«�[�A�r�M��

• �Ô�½�±�Ü�å�¢  �š�Ü�”

• CLI �¶�î�Ý�� CLI �¶�î�Ý�_�”�¡�­�«�M�•�_�c�
 [Tools] > [Command Line Interface] �†4E�¥�K�r�M��

�Ô�½�±�Ü�å�¢�S#Ý�Ô�î�»�†)
�¢�I�O�•�_�c�
 CLI �¶�î�Ý�†�Q#Ý�M�•�?�
4:�Â�º�­�Ÿ�×�Ü�¸�•  �”�É�Û�–
�”�å�«  �¥�å�¯�î�Ý�_�”�¡�­�«�K�Z  alias �¥�Ð�å�»�†�P7V�K�r�M�� alias �¥�Ð�å�»�b�æ�ƒ�~�_�¥4Š  NAT �†
�Q#Ý�[�A�r�M��0ò(ý�_�X�8�Z�c�
 �� Cisco Security Appliance Command Reference���†�g!·�K�Z�C�T�I
�8��

>&�@>' �Ô�½�±�Ü�å�¢�S#Ý�Ô�î�»�_�^�•���œ�@�Ú�_�v�6�~�r�M�� ASDM �b�Ó�–�å  �˜�•�å�»�˜�W4Š�b�«�¸�î�±�«
�Â�î�_/²&g�I�€�Z�8�•�Ø�î�¨  �”�•�˜�å�º�’7H�Þ�Ë�Ý�†�
�©�«�¸�Ò'ö#.*…�@  3 �è�W�_0¿���K�S���œ�[�M��
0ò(ý�_�X�8�Z�c�
 [Configuration] > [Properties] > [Device Administration] > [User Accounts] �†4E�¥
�K�
 [Configuration] > [Device Access] > [AAA Access] �†4E�¥�K�r�M��

ASDM �–�å�±�î�Ç�™�–�«�_�X�8�Z
ASDM �–�å�±�î�Ç�™�–�«�c�
4:�Â�º�­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�@�§�Ï�î�º�K�Z�8�•�I�r�J�r�^�µ+�
�_(F�"�_�”�¡�­�«�[�A�•�|�:�_0¿0£�I�€�Z�8�r�M�� ASDM �–�å�±�î�Ç�™�–�«�_�c���b�¥�å�Ï�î�¿�å�º
�@�µ�r�€�r�M��

• �Ó�½�×�î  �Â�î>8�Ç�“�–�Ý�
�¶�î�Ý�
�˜�•�¨�î�»�
�>�|�g�Ê�Ý�É�_�M�d�x�C�”�¡�­�«�[�A�r�M���Ó
�½�×�î8o% �b�¨�C�_�c�Ÿ�î�Î�î�»  �©�Ù�î�º�•�µ�º�v�6�~�r�M��

service-policy global match access-list �¡�Û�«�[�Q#Ý�I�€�Z�8�•���œ�c
!“0i�����_�[�†&g�K�r�M��

access-list myacl line 1 extended permit ip 
any any
class-map mycm
match access-list mycl
policy-map mypm
class mycm
inspect ftp
service-policy mypm global

sysopt nodnsalias !“0i�I�€�r�M

sysopt uauth allow-http-cache !“0i�I�€�r�M

terminal !“0i�I�€�r�M

/² 1-1 �§�Ï�î�º�P1ß�¥�b�¥�Ð�å�»  �Ü�«�º  >&)F�A>'

�§�Ï�î�º�I�€�Z�8�^�8�¥�Ð�å�» ASDM �b�·�8
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  ASDM �–�å�±�î�Ç�™�–�«�_�X�8�Z
• �¶�î�Ý�Â�î>8 ASDM �b�¼�Å�¤�î�©�Ù�å�†/œ�8�r�M���¶�î�Ý�Â�î�?�}�Í�î�Ò  �Ì�–�å�
�¥�å�Ç�•� �×
�Þ�î�©�Ù�å  �Ì�–�å�
�>�|�g�Ô�½�±�Ü�å�¢  �Ì�–�å�_�”�¡�­�«�[�A�r�M���r�S�
�Ê�Ý�É�b�g!·�x�Ì�–
�å6ë�b�¼�Å�¤�î�©�Ù�å�v�[�A�r�M��

• �«�¸�î�±�«  �Â�î>8�ì�I�
�K)F�«�¸�î�±�«�
�Ø�î�¨�
�>�|�g�’7H�Þ�Ë�Ý�†/²&g�K�r�M��

• [Device List]>8ASDM �?�}�”�¡�­�«�[�A�•�¹�Â�–�«�b�Ü�«�º�†/²&g�K�r�M��0ò(ý�_�X�8�Z�c�
 ���¹
�Â�–�«  �Ü�«�º�� >&P.1-10>' �†�g!·�K�Z�C�T�I�8��

• [Addresses/Services/Time Ranges]>8�”�¡�­�«�
�Ç�•�Ý�±�
�>�|�g�§�î�Å�«  �Ý�î�Ý�b�8�B�ì�_�

�Ý�î�Ý  �¸�î�È�Ý�[�Q#Ý�[�A�•�I�r�J�r�^�œ�È�ª�™�¡�º�†&g�M�
�»�µ�Ÿ�å�¢�•+��^�Ì�–�å�†/²&g�K
�r�M��

• [Navigation]>8�¥�å�Ç�•� �×�Þ�î�©�Ù�å#ì8��\�Ô�½�±�Ü�å�¢#ì8��b�¼�Å�¤�î�©�Ù�å�†/œ�:�»�µ�Ÿ�å
�¢�•+��^�Ì�–�å�†/²&g�K�r�M��

>&�@>' �˜�•�¨�î�»�
�¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ì�–�å�
�>�|�g�Ô�½�±�Ü�å�¢  �Ì�–�å�^�]�
 GUI �b�I�r�J�r�^4Š
�(�_�¶�î�Ý�b�Ä�å�º�@3ã�•�I�€�r�K�S��

�G�b8o�[�c�
���b�º�Æ�µ�¡�_�X�8�Z�v�~�V�F�r�M��

• ���Ó�½�×�î�� >&P.1-4>'

• ���¶�î�Ý�Â�î�� >&P.1-8>'

• ���«�¸�î�±�«�Â�î�� >&P.1-9>'

• ��
¹3û�Î�±�å�� >&P.1-11>'

• ���Ÿ�î�Î�î�»  �©�Ù�î�º�•�µ�º�� >&P.1-11>'

• ���Ñ�G�«�¡�Ü�î�å  �Ü�î�²  �§�Ï�î�º�b�–�¿�î�È�Ý�ì�� >&P.1-13>'

�Ó�½�×�î

ASDM �b�Ó�½�×�î�_�c�
�Ð�˜�«�r�S�c�Ÿ�î�Î�î�»�†�Q#Ý�K�Z�”�¡�­�«�[�A�r�M���Ÿ�î�Î�î�»�†�Q#Ý�K
�S�Ó�½�×�î  �Â�î�l�b�”�¡�­�«�b0ò(ý�_�X�8�Z�c�
 ���Ÿ�î�Î�î�»  �©�Ù�î�º�•�µ�º�� >&P.1-11>' �†�g!·�K�Z
�C�T�I�8�� ASDM �_�c���b�Ó�½�×�î�@�6�~�r�M��

• �� [File] �Ó�½�×�î�� >&P.1-4>'

• �� [View] �Ó�½�×�î�� >&P.1-5>'

• �� [Tools] �Ó�½�×�î�� >&P.1-6>'

• �� [Wizards] �Ó�½�×�î�� >&P.1-7>'

• �� [Window] �Ó�½�×�î�� >&P.1-7>'

• [Help] �Ó�½�×�î

[File] �Ó�½�×�î

[File] �Ó�½�×�î�[�c�
4:�Â�º�­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«  �¥�å�Ç�•� �×�Þ�î�©�Ù�å�†'ö#.�K�r�M����
�b8o% �@�µ�r�€�r�M��

• [Refresh ASDM with the Running Configuration on the Device]>8��/œ�¥�å�Ç�•� �×�Þ�î�©�Ù�å�b�¥
�Æ�î�†  ASDM �_�ß�î�»�K�r�M�� ASDM �_#'�~�b��/œ�¥�å�Ç�•� �×�Þ�î�©�Ù�å�b�¥�Æ�î�@�6�•�?�]
�:�?�†&�1��M�•�_�c�
 [Refresh] �†�¡�Ü�µ�¡�K�r�M��
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  ASDM �–�å�±�î�Ç�™�–�«�_�X�8�Z
• [Reset Device to the Factory Default Configuration]>8�¥�å�Ç�•� �×�Þ�î�©�Ù�å�†��,´�ì�b�6�‡"g�Â
�_�`�K�r�M��0ò(ý�_�X�8�Z�c�
 [Reset Device to the Factory Default Configuration] �²�–�”�ß�¢�Î�µ
�¡�«�†�g!·�K�Z�C�T�I�8��

• [Show Running Configuration in New Window]>8#'�~�b��/œ�¥�å�Ç�•� �×�Þ�î�©�Ù�å�†�‚�K�8�˜�•
�å�»�˜�_/²&g�K�r�M��

• [Save Running Configuration to Flash]>8��/œ�¥�å�Ç�•� �×�Þ�î�©�Ù�å�b�¥�Æ�î�†�Ç�Û�µ�©�×  �Ó�Ô
�Ü�_�i�A3¸�s�r�M��

• [Save Running Configuration to TFTP Server]>8#'�~�b��/œ�¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ç�“�–�Ý�b�¥
�Æ�î�†  TFTP �§�î�Â�_�–�Ñ�K�r�M��0ò(ý�_�X�8�Z�c�
 [Save Running Configuration to TFTP 
Server] �²�–�”�ß�¢�Î�µ�¡�«�†�g!·�K�Z�C�T�I�8��

• [Save Running Configuration to Standby Unit]>8�É�Û�–�Ð�Ü/æ*(�b��/œ�¥�å�Ç�•� �×�Þ�î�©�Ù�å  
�Ç�“�–�Ý�b�¥�Æ�î�†�
�Ç�™�î�Ý�œ�î�Â�î  �«�±�å�Â�–/æ*(�b��/œ�¥�å�Ç�•� �×�Þ�î�©�Ù�å�_3æ�™�K
�r�M��

• [Save Internal Log Buffer to Flash]>8
Æ4Š�ß�¢ �Â�µ�Ç�“�†�Ç�Û�µ�©�×  �Ó�Ô�Ü�_�–�Ñ�K�r�M��

• [Print]>8#'�~�b�Ì�î�ª�†�3�E�K�r�M���Ý�î�Ý�†�3�E�M�•���œ�
�Ì�î�ª�†�“�‰�¥�_�M�•�G�\�†�>�È�u
�K�r�M�� Internet Explorer �†�Q#Ý�K�Z�8�•���œ�c�
*+�¡�Ü�A�”�É�Þ�µ�º�†�q�6�_�Ž1��K�S�ì!l�[�3
�E�’7H�@�Z�<�}�€�Z�8�r�M��

• [Clear ASDM Cache]>8ASDM �b�ß�î�•�Ý  �–�Ó�î�ª�†�P7V�K�r�M�� ASDM �_�K)F�M�•�\�
  ASDM 
�_�|�~�–�Ó�î�ª�@�ß�î�•�Ý�_�²�˜�å�ß�î�»�I�€�r�M��

• [Clear Internal Log Buffer]>8�©�«�¸�Ò  �ß�¢  �Ó�µ�­�î�ª  �Â�µ�Ç�“�†'5�_�K�r�M��

• [Exit] >8ASDM �†6â�L�r�M��

[View] �Ó�½�×�î

[View] �Ó�½�×�î�[�c�
 ASDM �–�å�±�î�Ç�™�–�«�b�I�r�J�r�^4Š�(�†/²&g�[�A�r�M��#'�~�b�Å�×�î�_�Â
�L�S"I���b8o% �@/²&g�I�€�r�M��#'�~�b�Å�×�î�_/²&g�[�A�^�88o% �c4E�¥�[�A�r�O�‡���S�\�<�d�

[Latest ASDM Syslog Messages] �Ì�–�å�c�
�Í�î�Ò  �Å�×�î�@/²&g�I�€�Z�8�•���œ�b�s�Q#Ý�[�A�r�M��

• [Home]>8�Í�î�Ò  �Å�×�î�†/²&g�K�r�M��

• [Configuration]>8�¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Å�×�î�†/²&g�K�r�M��

• [Monitoring]>8�Ô�½�±�Ü�å�¢  �Å�×�î�†/²&g�K�r�M��

• [Device List]>8�»�µ�Ÿ�å�¢�•+��^�Ì�–�å�_�6�•�¹�Â�–�«�b�Ü�«�º�†/²&g�K�r�M��0ò(ý�_�X�8�Z�c�

���¹�Â�–�«  �Ü�«�º�� >&P.1-10>' �†�g!·�K�Z�C�T�I�8��

• [Navigation]>8�¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Å�×�î�>�|�g�Ô�½�±�Ü�å�¢  �Å�×�î�[�¼�Å�¤�î�©�Ù�å  �Ì�–
�å�†/²&g�r�S�c8�/²&g�_�K�r�M��

• [Latest ASDM Syslog Messages]>8�Í�î�Ò  �Å�×�î�b  [Latest ASDM Syslog Messages] �Ì�–�å�†/²&g
�r�S�c8�/²&g�_�K�r�M��

• [Addresses]>8[Addresses] �Ì�–�å�†/²&g�r�S�c8�/²&g�_�K�r�M�� [Addresses] �Ì�–�å�c�
�¥�å�Ç�•
� �×�Þ�î�©�Ù�å  �Å�×�î�b  [Access Rules]�
 [NAT Rules]�
 [Service Policy Rules]�
 [AAA Rules]�

�>�|�g  [Filter Rules] �Ì�–�å�[�T�E�Q#Ý�[�A�r�M��

• [Services]>8[Services] �Ì�–�å�†/²&g�r�S�c8�/²&g�_�K�r�M�� [Services] �Ì�–�å�c�
�¥�å�Ç�•� �×
�Þ�î�©�Ù�å  �Å�×�î�b  [Access Rules]�
 [NAT Rules]�
 [Service Policy Rules]�
 [AAA Rules]�
�>�|
�g  [Filter Rules] �Ì�–�å�[�T�E�Q#Ý�[�A�r�M��

• [Time Ranges]>8[Time Ranges] �Ì�–�å�†/²&g�r�S�c8�/²&g�_�K�r�M�� [Time Ranges] �Ì�–�å�c�
�¥
�å�Ç�•� �×�Þ�î�©�Ù�å  �Å�×�î�b  [Access Rules]�
 [Service Policy Rules]�
 [AAA Rules]�
�>�|�g  
[Filter Rules] �Ì�–�å�[�T�E�Q#Ý�[�A�r�M��
1-5
ASDM �Ø�î�¨  �ž�–�»

OL-14981-01-J



'¨  1 'v       ASDM �b�+0[
  ASDM �–�å�±�î�Ç�™�–�«�_�X�8�Z
• [Global Pools]>8[Global Pools] �Ì�–�å�†/²&g�r�S�c8�/²&g�_�K�r�M�� [Global Pools] �Ì�–�å�c�
�¥
�å�Ç�•� �×�Þ�î�©�Ù�å  �Å�×�î�b  [NAT Rules] �Ì�–�å�[�T�E�Q#Ý�[�A�r�M��

• [Find]>8�µ+��x  ASDM Assistant �^�]�b8o% �†�è(ô�K�r�M��

• [Back]>80ò(ý�_�X�8�Z�c�
 
¹3û�Î�±�å �†�g!·�K�Z�C�T�I�8��

• [Forward]>80ò(ý�_�X�8�Z�c�
 
¹3û�Î�±�å �†�g!·�K�Z�C�T�I�8��

• [Reset Layout]>8�Þ�–�”�˜�º�†�¹�Ç�›�Ý�º0¿���_�`�K�r�M��

• [Office Look and Feel]>8#ì8��b�Ç�›�å�º�\,
�†  Microsoft Office 0¿���_�š�f�K�r�M��

[Tools] �Ó�½�×�î

[Tools] �Ó�½�×�î�_�c  ASDM �[�Q#Ý�M�•���b�M4��b�¶�î�Ý�@�6�~�r�M��

• [Command Line Interface]>8�¥�Ð�å�»�†4:�Â�º�­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�_3æ�™�K�
)��Ý�†/²&g
�M�•�¸�Ÿ�«�º  �Ë�î�«�b�¶�î�Ý�†�f�j�K�r�M��0ò(ý�_�X�8�Z�c�
 [ �¥�Ð�å�»�Û�–�å  �–�å�±�î�Ç�™�–�«
] �²�–�”�ß�¢�Î�µ�¡�«�†�g!·�K�Z�C�T�I�8��

• [Show Commands Ignored by ASDM on Device]>8ASDM �[*ƒ�Ö�I�€�Z�8�^�8�
�§�Ï�î�º�P1ß�¥�b
�¥�Ð�å�»�†/²&g�K�r�M��0ò(ý�_�X�8�Z�c�
 [Show Commands Ignored by ASDM on Device] �²�–�”
�ß�¢�Î�µ�¡�«�†�g!·�K�Z�C�T�I�8��

• [Packet Tracer]>8�æ���K�S3æ�™
–�”�»�Þ�«�\�–�å�±�î�Ç�™�–�«�?�}��
›�r�[�
�Ã�£�µ�º�†�º�Þ�î�«
�[�A�r�M���É�ß�º�¥�Ý�>�|�g�Ï�î�º�†�¹�î�±  �±�–�É�_6õ�ƒ�~�^�C�æ���[�A�
�Q�G�[��/œ�I�€�S��
#.�b0ò(ý�¹�î�±�†�µ�t�Ã�£�µ�º�b�M4Š��)
�†/²&g�[�A�r�M��0ò(ý�_�X�8�Z�c�
 [Packet Tracer] �²�–
�”�ß�¢�Î�µ�¡�«�†�g!·�K�Z�C�T�I�8��

• [Ping]>84:�Â�º�­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�>�|�g6õ�€�M�•3û�™�Ü�å�¡�b�¥�å�Ç�•� �×�Þ�î�©�Ù�å
�x�·�8�†�è0É�K�
�Ú�b�¿�µ�º�á�î�¡  �¹�Â�–�«�b�ö�•$×�^�¸�«�º�†��/œ�[�A�r�M��0ò(ý�_�X�8�Z�c�

[ping] �²�–�”�ß�¢�Î�µ�¡�«�†�g!·�K�Z�C�T�I�8��

• [Traceroute]>8�Ã�£�µ�º�@��
›�_�?4)�M�•�r�[�b�Ý�î�º�†"I���K�r�M��0ò(ý�_�X�8�Z�c�

[traceroute] �²�–�”�ß�¢�Î�µ�¡�«�†�g!·�K�Z�C�T�I�8��

• [File Management]>8�Ç�Û�µ�©�×  �Ó�Ô�Ü�_�–�Ñ�I�€�S�Ç�“�–�Ý�†/²&g�
&ã�·�
�¥�Æ�î�
�>�|�g�P7V
�[�A�r�M���r�S�
�Ç�Û�µ�©�×  �Ó�Ô�Ü�_�¹�•�Þ�¡�º�Ü�†�8�B�M�•�G�\�v�[�A�r�M��0ò(ý�_�X�8�Z�c�

[File Management] �²�–�”�ß�¢�Î�µ�¡�«�†�g!·�K�Z�C�T�I�8���r�S�
 [File Transfer] �²�–�”�ß�¢
�Î�µ�¡�«�†/²&g�K�Z�
 TFTP�
�Ç�Û�µ�©�×  �Ó�Ô�Ü�
�ß�î�•�Ý  PC �^�]�
�I�r�J�r�^�Ç�“�–�Ý  �©�«�¸
�Ò6ë�[�Ç�“�–�Ý�†3?3æ�[�A�r�M��

• [Upgrade Software from Local Computer]>84:�Â�º�­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«  �–�Ó�î�ª�
 ASDM 
�–�Ó�î�ª�
�r�S�c  PC �V�b�9�b�–�Ó�î�ª�†4E�¥�K�Z�
�Q�b�Ç�“�–�Ý�†�Ç�Û�µ�©�×  �Ó�Ô�Ü�_�”�µ�É
�ß�î�»�[�A�r�M��0ò(ý�_�X�8�Z�c�
 [Upgrade Software from Local Computer] �²�–�”�ß�¢�Î�µ�¡�«
�†�g!·�K�Z�C�T�I�8��

• [Upgrade Software from Cisco.com]>8�˜�•�¨�î�»�†�Q#Ý�K�Z4:�Â�º�­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«  
�¯�Ç�º�˜�™�”�>�|�g  ASDM �¯�Ç�º�˜�™�”�†�”�µ�É�¢�Þ�î�»�[�A�r�M��0ò(ý�_�X�8�Z�c�
 Upgrade 
Software from Cisco.com Wizard�†�g!·�K�Z�C�T�I�8��

• [Upload ASDM Assistant Guide]>8ASDM Assistant �[�Q#Ý�M�•�_���†�µ�t  XML �Ç�“�–�Ý�†�Ç�Û�µ
�©�×  �Ó�Ô�Ü�_�”�µ�É�ß�î�»�[�A�r�M���G�€�}�b�Ç�“�–�Ý�c  Cisco.com �?�}�²�˜�å�ß�î�»�[�A�r�M��
0ò(ý�_�X�8�Z�c�
 [Upload ASDM Assistant Guide] �²�–�”�ß�¢�Î�µ�¡�«�†�g!·�K�Z�C�T�I�8��

• [System Reload]>8ASDM �†
Ì2s�·�K�
�–�Ñ�K�S�¥�å�Ç�•� �×�Þ�î�©�Ù�å�†�Ó�Ô�Ü�_�Ü�ß�î�»�M�•
�G�\�@�[�A�r�M��0ò(ý�_�X�8�Z�c�
 [System Reload] �²�–�”�ß�¢�Î�µ�¡�«�†�g!·�K�Z�C�T�I�8��

• [Administrator's Alerts to Clientless SSL VPN Users]>8'ö#.*…�@�
�¡�Û�–�”�å�º�Þ�«  SSL VPN 
�Ø�î�¨�_�”�Û�î�º  �Ó�µ�­�î�ª�†3æ�™�[�A�•�|�:�_�K�r�M��0ò(ý�_�X�8�Z�c�
 [ 'ö#.*…�_�|�•�¡�Û�–
�”�å�º�Þ�«  SSL VPN �Ø�î�¨�l�b�”�Û�î�º ] �²�–�”�ß�¢�Î�µ�¡�«�†�g!·�K�Z�C�T�I�8��
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  ASDM �–�å�±�î�Ç�™�–�«�_�X�8�Z
• [Preferences]>8�­�µ�©�Ù�å6ë�[�b"I���b  ASDM �µ+��b�·�8�†�š�f�K�r�M��0ò(ý�_�X�8�Z�c�

[Preferences] �²�–�”�ß�¢�Î�µ�¡�«�†�g!·�K�Z�C�T�I�8��

• [ASDM Java Console]>8Java �¥�å�¯�î�Ý�†/²&g�K�r�M��0ò(ý�_�X�8�Z�c�
 [ASDM Java Console] 
�²�–�”�ß�¢�Î�µ�¡�«�†�g!·�K�Z�C�T�I�8��

[Wizards] �Ó�½�×�î

[Wizards] �Ó�½�×�î�_�|�~�
�I�r�J�r�^�µ+��†0¿���M�•�˜�•�¨�î�»�†��/œ�[�A�r�M��

• [Startup Wizard]>8�G�b�˜�•�¨�î�»�[�c�
4:�Â�º�­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�b�6�‡0¿���†8p�†
3ã�W�Z4
�u�r�M��0ò(ý�_�X�8�Z�c�
 �� Startup Wizard �b�Q#Ý���†�g!·�K�Z�C�T�I�8��

• [IPSec VPN Wizard]>8�G�b�˜�•�¨�î�»�[�c�
4:�Â�º�­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�_  IPSec VPN �Ï
�Ü�©�î�†0¿���[�A�r�M��0ò(ý�_�X�8�Z�c�
 VPN Wizard�†�g!·�K�Z�C�T�I�8��

• [SSL VPN Wizard]>8�G�b�˜�•�¨�î�»�[�c�
4:�Â�º�­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�_  SSL VPN �Ï�Ü
�©�î�†0¿���[�A�r�M��0ò(ý�_�X�8�Z�c�
 VPN Wizard�†�g!·�K�Z�C�T�I�8��

• [High Availability and Scalability Wizard]>8�G�b�˜�•�¨�î�»�[�c�
4:�Â�º�­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”
�å�«�_�Ç�™�î�Ý�œ�î�Â�î�†0¿���[�A�r�M��0ò(ý�_�X�8�Z�c�
 �� �Á�–  �”�Ë�–�Û�Å�Ü�¸�• ���†�g!·�K�Z
�C�T�I�8��

• [Packet Capture Wizard]>8�G�b�˜�•�¨�î�»�[�c�
4:�Â�º�­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�_�Ã�£�µ�º  
�Ÿ�Õ�É�³�Õ�†0¿���[�A�r�M���G�b�˜�•�¨�î�»�c�

°���Š�–�å�±�î�Ç�™�–�«�b�Q�€�R�€�[�Ã�£�µ�º  
�Ÿ�Õ�É�³�Õ�†  1 �G��/œ�K�r�M���Ÿ�Õ�É�³�Õ�b��/œ�‹�
�Ÿ�Õ�É�³�Õ�†�¥�å�Æ�×�î�±�_�–�Ñ�K�
�Ã�£�µ
�º  �”�¼�Û�–�¨�†�Q#Ý�K�Z�Ÿ�Õ�É�³�Õ�†1*���>�|�g�(�Ò�[�A�r�M��0ò(ý�_�X�8�Z�c�
 �� Packet 
Capture Wizard���†�g!·�K�Z�C�T�I�8��

[Window] �Ó�½�×�î

[Window] �Ó�½�×�î�†�Q#Ý�K�Z�
 ASDM �b�˜�•�å�»�˜6ë�†&ã�·�[�A�r�M���”�¡�¸�•�È�^�˜�•�å�»�˜�@
4E�¥�I�€�S�˜�•�å�»�˜�\�K�Z/²&g�I�€�r�M��

[Help] �Ó�½�×�î

[Help] �Ó�½�×�î�[�c�
�œ�å�Û�–�å  �Ê�Ý�É�l�b�Ü�å�¡�b�Ú�_�
 ASDM �\4:�Â�º�­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”
�å�«�b�_���v�f�j�I�€�r�M��

• [Help Topics]>8�‚�K�8�È�Û�˜�¨  �˜�•�å�»�˜�†6ä�8�Z�
�e
��b�Ç�Þ�î�Ò�_% ���
#ì8��¡�
�>�|�g(ô
�,�[�S�B�I�€�S�Ê�Ý�É�†/²&g�K�r�M���G�€�}�b�‰�2�†�Q#Ý�K�Z�
�õ�–�b�º�Æ�µ�¡�b�Ê�Ý�É�†�è(ô�M
�•�?�
 [Search] �±�È�†�Q#Ý�K�Z�è(ô�K�r�M��

• [Help for Current Screen]>8�Q�b#ì8��_6õ�M�•"g�#�k�Ñ�Ê�Ý�É�†6ä�A�r�M���˜�•�¨�î�»�c�
#'�~6ä
�8�Z�8�•#ì8��
�Ì�–�å�
�r�S�c�²�–�”�ß�¢�Î�µ�¡�«�b�Ê�Ý�É�†/²&g�K�r�M���r�S�
$2�e'¢>& ?>'�b
�Ê�Ý�É  �”�–�¥�å�†�¡�Ü�µ�¡�K�Z�
"g�#�k�Ñ�Ê�Ý�É�†/²&g�M�•�G�\�v�[�A�r�M��

• [Release Notes]>8Cisco.com �_�6�•�q�‚�Â�î�ª�Ù�å�b�� Cisco ASDM Release Notes���†6ä�A�r�M��
�Ü�Ü�î�«  �À�î�º�_�c�
 ASDM �b�¯�Ç�º�˜�™�”�\�Á�î�»�˜�™�”0[�ó�b�q�‚�_���
�>�|�g�¯�Ç�º�˜�™
�”�š�f�_6õ�M�•�q�‚�_���@0°3U�I�€�Z�8�r�M��

• [Getting Started]>8Getting Started �Ê�Ý�É8o% �@6ä�A�
ASDM �b�Q#Ý�†�M�D�_6ä���[�A�r�M��

• [VPN 3000 Migration Guide]>8Cisco.com �_�6�•�G�b�Ð�½�×�”�Ý�@6ä�A�
�Â�î�ª�Ù�å  7.2 �?�}�Â�î
�ª�Ù�å  8.0(2) �l�b�”�µ�É�¢�Þ�î�»�_�<#Ý�[�A�r�M��

• [Glossary]>8#Ý1��\$�1��b��*O�@�µ�r�€�r�M��
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• [Feature Search]>8ASDM �b�µ+��†�è(ô�[�A�r�M���è(ô�µ+��c�
�›�Ì�–�å�b�±�–�º�Ý�†�M�m�Z�è(ô
�K�Z�M+´8o% �†/²&g�K�r�M���Á�–�Ã�î�Ü�å�¡�†�¡�Ü�µ�¡�M�•�\�
0ñ�\�Ì�–�å�@�S�T�U�_/²&g�I�€�r
�M���è���I�€�S$��^�•  2 '�8®�b�Ì�–�å�†�M�d�x�C�)�~�p�<�•�_�c�
 [Back] �>�|�g  [Forward] �Î�±�å
�†�¡�Ü�µ�¡�K�r�M�� ASDM �b ���¶�î�Ý�Â�î�� >&P.1-8>' �[  [Search] �”�–�¥�å�†�¡�Ü�µ�¡�M�•�G�\�v
�[�A�r�M��

• [How Do I?]>8ASDM Assistant �@6ä�A�
"I���b�±�«�¡�b��/œ�_6õ�M�•0ò(ý�_�X�8�Z�
 Cisco.com �?
�}�²�˜�å�ß�î�»�•+��^�¥�å�¸�å�¶�†�è(ô�[�A�r�M��

• [Icon Legend]>8ASDM �[�Q#Ý�M�•�”�–�¥�å�\�Q�€�}�b�µ+��†1��Â�K�S�Ü�«�º�†/²&g�K�r�M��

• [About Cisco Adaptive Security Appliance (ASA)]>8�¯�Ç�º�˜�™�”  �Â�î�ª�Ù�å�
�Á�î�»�˜�™�”�S�B�

�«�±�î�º�”�µ�É�ì�_�ß�î�»�I�€�•�¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ç�“�–�Ý�x�¯�Ç�º�˜�™�”  �–�Ó�î�ª�^�]�

4:�Â�º�­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�_6õ�M�•�_���†/²&g�K�r�M���G�€�}�c�º�Û�È�Ý�©�×�î�¸�•�å
�¢�b7•�_�z'g�X�_���[�M��

• [About Cisco ASDM 6.0]>8�¯�Ç�º�˜�™�”  �Â�î�ª�Ù�å�
�Í�«�º�¡�
�’7H�Þ�Ë�Ý�
�œ�Ì�Þ�î�¸�•�å�¢  
�©�«�¸�Ò�
�¹�Â�–�«  �±�–�É�
 Java �b�Â�î�ª�Ù�å�^�]�
 ASDM �_6õ�M�•�_���†/²&g�K�r�M��

�¶�î�Ý�Â�î

�Ó�½�×�î�Â�î�b�W�_�6�•�¶�î�Ý�Â�î�?�}�
�Í�î�Ò  �Å�×�î�
�¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Å�×�î�
�>�|�g�Ô
�½�±�Ü�å�¢  �Å�×�î�_�”�¡�­�«�[�A�r�M���r�S�
�Ð�Ý�³  �¥�å�¸�Ÿ�«�º  �Ô�î�»�[�©�«�¸�Ò�\�­�Ÿ�×�Ü�¸�•  
�¥�å�¸�Ÿ�«�º�†4E�¥�K�S�~�
�¼�Å�¤�î�©�Ù�å�>�|�g�Q�b�Ú�|�C�Q#Ý�M�•�µ+��†��/œ�[�A�r�M��

• [System/Contexts]>8�e
��b�Ì�–�å�b�¥�å�¸�Ÿ�«�º�b�Ü�«�º�†6ä�C�_�c�
�W%®�3�†�¡�Ü�µ�¡�K�
�¥
�å�¸�Ÿ�«�º�b�»�ß�µ�É�²�˜�å  �Ü�«�º�†
–�_�`�M�_�c�
�V%®�3�†�¡�Ü�µ�¡�K�r�M���G�b�Ü�«�º�@�Ž
6ä�I�€�Z�8�•�\�A�_�e%®�3�†�¡�Ü�µ�¡�M�•�\�Ì�–�å�c�¡�~�S�S�r�€�
�‘%®�3�†�¡�Ü�µ�¡�M�•�\�Ì�–
�å�@
–�_�`�~�r�M���©�«�¸�Ò�†'ö#.�M�•�_�c�
�Ü�«�º�?�}  [System] �†4E�¥�K�r�M���¥�å�¸�Ÿ�«�º
�†'ö#.�M�•�_�c�
�Ü�«�º�?�}0ñ�\�M�•�¥�å�¸�Ÿ�«�º�†4E�¥�K�r�M��

• [Home]>8�–�å�±�î�Ç�™�–�«�b�«�¸�î�±�«�
��/œ�p�b�Â�î�ª�Ù�å�
�Û�–�­�å�«�_���
�Ã�Ç�›�î�Ð�å
�«�^�]�
4:�Â�º�­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�b5�0[�^�_���†/²&g�[�A�• [Home] �Ì�–�å �†/²&g�K�r
�M��0ò(ý�_�X�8�Z�c�
 �� [Home] �Ì�–�å���†�g!·�K�Z�C�T�I�8���Ð�Ý�³  �Ô�î�»�b���œ�
 [Home] �Ì�–
�å�c�6�~�r�O�‡��

• [Configuration]>84:�Â�º�­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�†0¿���K�r�M���e
��b�Ì�–�å�[�
�Q�b�µ+�
�†0¿���M�•�µ+��Î�±�å�†4E�¥�K�r�M��

• [Monitoring]>84:�Â�º�­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�†�Ô�½�±�K�r�M���e
��b�Ì�–�å�[�
�Q�b�µ+��†
�Ô�½�±�M�•�µ+��Î�±�å�†4E�¥�K�r�M��

• [Back]>8%$�S�_/²&g�K�S ASDM �Ì�–�å�_�`�~�r�M��

• [Forward]>8%$�S�_/²&g�K�S ASDM �Ì�–�å�_4
�s�r�M��

• [Search]>8ASDM �b�µ+��†�è(ô�[�A�r�M���è(ô�µ+��c�
�›�Ì�–�å�b�±�–�º�Ý�†�M�m�Z�è(ô�K�Z�M+´
8o% �†/²&g�K�r�M���Á�–�Ã�î�Ü�å�¡�†�¡�Ü�µ�¡�M�•�\�
0ñ�\�Ì�–�å�@�S�T�U�_/²&g�I�€�r�M���è(ô
�I�€�S$��^�•  2 '�8®�b�Ì�–�å�†�M�d�x�C�)�~�p�<�•�_�c�
 [Back] �r�S�c  [Forward] �Î�±�å�†�¡�Ü�µ
�¡�K�r�M��0ò(ý�_�X�8�Z�c�
 ASDM Assistant�†�g!·�K�Z�C�T�I�8��

• [Refresh]>8#'�~�b��/œ�¥�å�Ç�•� �×�Þ�î�©�Ù�å�[  ASDM �†�Ü�Ç�Þ�µ�©�×�K�r�M���S�T�K�
�Ô�½�±
�Ü�å�¢  �¢�Û�Ç�c�8�N�€�v�Ü�Ç�Þ�µ�©�×�K�r�O�‡��

• [Save]>8�i�A3¸�s�”�¡�­�«�@�•+��^�¥�å�¸�Ÿ�«�º�_7H�~�
��/œ�¥�å�Ç�•� �×�Þ�î�©�Ù�å�†�«�±�î�º
�”�µ�É  �¥�å�Ç�•� �×�Þ�î�©�Ù�å�\�K�Z�–�Ñ�K�r�M��

• [Help]>8�Q�b�ì!l�[/²&g�I�€�Z�8�•#ì8��b"g�#�k�Ñ�Ê�Ý�É�†/²&g�K�r�M��
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ASDM Assistant

[ASDM Assistant] �²�–�”�ß�¢�Î�µ�¡�«�[�c�
�±�«�¡�_�Â�L�S  ASDM �b�Q#Ý�‰�2�b�Ê�Ý�É�†�è(ô�[�A�r
�M���q�6�_�
 [Tools] �Ó�½�×�î�?�}  ASDM Assistant Guide �†�”�µ�É�ß�î�»�K�Z�
�Ê�Ý�É�†�Q#Ý�[�A�•�|�:
�_�M�•�²0[�@�6�~�r�M��0ò(ý�_�X�8�Z�c�
 [Upload ASDM Assistant Guide] �²�–�”�ß�¢�Î�µ�¡�«�†�g!·�K
�Z�C�T�I�8��

�G�b�²�–�”�ß�¢�Î�µ�¡�«�_�c�
 2 �X�b�Ì�–�å�[�S�B�I�€�•�˜�•�å�»�˜�@/²&g�I�€�r�M���e
��b�Ì�–�å�[
�c�¡�š�Ü�î�†
°�Š�[�A�
�Q�b�¡�š�Ü�î�_�|�W�Z�“�}�€�S�_���l�b�Ü�å�¡�@�M0t/²&g�I�€�r�M���‘
��b�Ì
�–�å�_�c�
4E�¥�K�S�_���x�Q�b�Ú�b�Ü�å�¡�@/²&g�I�€�r�M��

[How Do I?]  �±�È�[�c�
�è(ô�P1ß�b"I���b8•�æ�†4E�¥�[�A�r�M�� [Search] �±�È�[�c�
0ò(ý�_���@�²0[�^
#Ý1��x�µ+��†
°�Š�K�
�²0[�\�M�•)��Ý�b�±�–�É�†�æ���K�r�M��

[How Do I?]  �±�È

�Ç�•�î�Ý�»

• [Show tasks]>8�²0[�^�_���b�±�–�É�†�»�ß�µ�É�²�˜�å  �Ü�«�º�?�}4E�¥�K�r�M��4E�¥�[�A�•�±�–�É
�c�
 [Security Policy]�
 [ASDM] �
 [Administration]�
�>�|�g  [All] �[�M��

[Search] �±�È

�Ç�•�î�Ý�»

• [For]>80ò(ý�_���@�²0[�^#Ý1��†
°�Š�K�r�M��

• [How Do I?]>8"I���b�±�«�¡�b��/œ�_6õ�M�•0ò(ý�_�X�8�Z�
 Cisco.com �?�}�²�˜�å�ß�î�»�•+��^�¥
�å�¸�å�¶�†�µ�u�•�_�c�
�G�b�³�™�µ�¡�Î�µ�¡�«�†�œ�å�_�K�r�M��

• [Features]>80ò(ý�_���@�²0[�^�µ+��†�µ�u�•���œ�c�œ�å�_�K�r�M��

• [Include]>8�µ�u�•�_���b�œ�É�©�Ù�å�†  [Exact Phrase]�
 [Any Word]�
�r�S�c  [All Words] �?�}4E�¥
�K�r�M��

• [Exclude]>87V�¥�M�•�_���†�æ���K�r�M��

• [Search]>8�¡�š�Ü�î�†6ä���M�•���œ�c�¡�Ü�µ�¡�K�r�M��

�«�¸�î�±�«�Â�î  
�«�¸�î�±�«  �Â�î�c  [ASDM] �˜�•�å�»�˜�b�W�_/²&g�I�€�
�e�?�}�‘�_���b8•�æ�@/²&g�I�€�r�M��

• [Status]>8�¥�å�Ç�•� �×�Þ�î�©�Ù�å�b�«�¸�î�±�«>& �� Device configuration loaded successfully���^
�]>'�†/²&g�K�r�M��

• [User Name]>8ASDM �Ø�î�¨�b�Ø�î�¨�¡�†/²&g�K�r�M���Ø�î�¨�¡�^�K�[�ß�¢�–�å�M�•�\�Ø�î�¨�¡�c
�� admin���_�^�~�r�M��

• [User Privilege]>8ASDM �Ø�î�¨�b"I�’�†&g�K�r�M��

• [Commands Ignored by ASDM]>8ASDM �[��#.�I�€�^�?�W�S�¥�å�Ç�•� �×�Þ�î�©�Ù�å�b�¥�Ð�å�»
�b�Ü�«�º�†/²&g�M�•�_�c�
�”�–�¥�å�†�¡�Ü�µ�¡�K�r�M���G�€�}�b�¥�Ð�å�»�c�¥�å�Ç�•� �×�Þ�î�©�Ù
�å�?�}�P7V�I�€�r�O�‡��0ò(ý�_�X�8�Z�c�
 �� Show Commands Ignored by ASDM on Device���†�g
!·�K�Z�C�T�I�8��

• [Status of Connection to Device]>8 �\4:�Â�º�­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�_�P�M�•  ASDM �b�K)F
�«�¸�î�±�«�†&g�K�r�M��0ò(ý�_�X�8�Z�c�
 �� Connection to Device���†�g!·�K�Z�C�T�I�8��
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• [Save to Flash Needed]>8ASDM �[�¥�å�Ç�•� �×�Þ�î�©�Ù�å�†�š�f�K�S�@�
�r�T��/œ�¥�å�Ç�•� �×
�Þ�î�©�Ù�å�†�«�±�î�º�”�µ�É  �¥�å�Ç�•� �×�Þ�î�©�Ù�å�_�–�Ñ�M�•�²0[�@�6�•�G�\�†&g�K�r�M��

• [Refresh Needed]>84:�Â�º�­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�[�¥�å�Ç�•� �×�Þ�î�©�Ù�å�@�š�f�I�€�S�S
�u>&CLI �†�Q#Ý�K�Z�¥�å�Ç�•� �×�Þ�î�©�Ù�å�†�š�f�K�S���œ�^�]>' �
4:�Â�º�­�Ÿ�×�Ü�¸�•  �”�É�Û�–
�”�å�«�?�}  ASDM �_�¥�å�Ç�•� �×�Þ�î�©�Ù�å�†�Ü�Ç�Þ�µ�©�×�M�•�²0[�@�6�•�G�\�†&g�K�r�M��

• [SSL Secure]>8SSL �†�Q#Ý�K�Z�8�•�S�u�
 ASDM �l�b�K)F�@�ó
²�[�6�•�G�\�†&g�K�r�M��

• [Time]>84:�Â�º�­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�†�µ�t�«�–�µ�³�[0¿���I�€�S�ì�I�†&g�K�r�M��

Connection to Device

ASDM �c4:�Â�º�­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�\�b�K)F�†�–�_�–�U�
�q�‚�b�Ô�½�±�Ü�å�¢  �¹�î�±�>�|�g
�Í�î�Ò  �Ì�–�å  �¹�î�±�†/²&g�K�r�M���G�b�²�–�”�ß�¢�Î�µ�¡�«�_�K)F�«�¸�î�±�«�@/²&g�I�€�r�M���¥�å
�Ç�•� �×�Þ�î�©�Ù�å�†�š�f�M�•���œ�
�š�f�K�Z�8�•6ë  ASDM �c�K)F�†�v�:�M�X6ä�A�
�š�f�@)
�ƒ�•�\
�Q�b�K)F�†6â�L�r�M�@�
�G�b�²�–�”�ß�¢�Î�µ�¡�«�_�c  2 �X% �b�K)F�c/²&g�I�€�r�O�‡��

�¹�Â�–�«  �Ü�«�º

[Device List] �c�»�µ�Ÿ�å�¢�•+��^�Ì�–�å�[�M���Ê�µ�²�î�_�6�•  4 �X�b�Î�±�å�c�
�Q�€�R�€�¡�Ü�µ�¡�M�•
�\�
�Ì�–�å�†�q�±�ì�r�S�c�Ÿ
–�
&ã�·�•+��^�Ç�ß�î�¸�•�å�¢  �Ì�–�å�_�š�f�
�Ì�–�å�†8�/²&g�
�r�S�c
�Ì�–�å�†6â�L�•�G�\�@�[�A�r�M���G�b�Ì�–�å�c�Í�î�Ò�
�¥�å�Ç�•� �×�Þ�î�©�Ù�å�
�Ô�½�±�Ü�å�¢�
�>�|
�g�©�«�¸�Ò�b�›�Å�×�î�[�Q#Ý�[�A�r�M���G�b�Ì�–�å�†�Q#Ý�K�Z�
�9�b�¹�Â�–�«�_�)�~�p�<�•�G�\�@�[�A
�r�M�@�
�Q�b�¹�Â�–�«�[�v#'�~��/œ�K�Z�8�•�v�b�\� �L�Â�î�ª�Ù�å�b  ASDM �@��/œ�I�€�Z�8�•�²0[�@
�6�~�r�M���Ì�–�å�†�ö
²�_/²&g�M�•�_�c�
�a�^�C�\�v  2 �X�b�¹�Â�–�«�@�Ü�«�º�_/²&g�I�€�Z�8�•�²0[�@
�6�~�r�M��

>&�@>' $��^�•�Â�î�ª�Ù�å�b  ASDM �†��/œ�K�Z�8�•�9�b�¹�Â�–�«�_�)�~�p�<�•�G�\�c�[�A�r�O�‡��

�G�b�Ì�–�å�†�Q#Ý�K�Z�9�b�¹�Â�–�«�_�K)F�M�•�_�c�
���b�m8p�†��/œ�K�r�M��

�«�¸�µ�É 1 [Add] �†�¡�Ü�µ�¡�K�Z�Ü�«�º�_�9�b�¹�Â�–�«�†3ã�•�K�r�M��

[Add Device] �²�–�”�ß�¢�Î�µ�¡�«�@/²&g�I�€�r�M��

�«�¸�µ�É 2 [Device/IP Address/Name] �Ç�•�î�Ý�»�[�
�¹�Â�–�«�¡�r�S�c�¹�Â�–�«�b  IP �”�»�Þ�«�†
°�Š�K�
 [OK]  
�†�¡�Ü�µ�¡�K�r�M��

�«�¸�µ�É 3 �Ü�«�º�?�}4E�¥�K�S�¹�Â�–�«�†�P7V�M�•�_�c�
 [Delete] �†�¡�Ü�µ�¡�K�r�M��

�«�¸�µ�É 4 [Connect] �†�¡�Ü�µ�¡�K�Z�9�b�¹�Â�–�«�_�K)F�K�r�M��

[Enter Network Password] �²�–�”�ß�¢�Î�µ�¡�«�@/²&g�I�€�r�M��

�«�¸�µ�É 5 �Ø�î�¨�¡�\�Ã�«�á�î�»�†0ñ�\�M�•�Ç�•�î�Ý�»�_
°�Š�K�
 [Login] �†�¡�Ü�µ�¡�K�r�M��

�Ô�î�»

���b/²�c�
�G�b�µ+��†�Q#Ý�[�A�•�Ô�î�»�†&g�K�S�v�b�[�M��
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¹3û�Î�±�å

�G�€�}�b�Î�±�å�c�
�¨�C�b  ASDM �Ì�–�å�_/²&g�I�€�r�M��

• [Apply]>8ASDM �[�b�š�f
Æ���†4:�Â�º�­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�_3æ�™�K�
��/œ�¥�å�Ç�•� �×
�Þ�î�©�Ù�å�_4:#Ý�K�r�M��

• [Save]>8��/œ�¥�å�Ç�•� �×�Þ�î�©�Ù�å�b�¥�Æ�î�†�Ç�Û�µ�©�×  �Ó�Ô�Ü�_�i�A3¸�s�r�M��

• [Reset]>8�š�f
Æ���†%Ú� �K�Z�
�š�f�S�_/²&g�I�€�Z�8�S�_���
�r�S�c  [Refresh] �x  [Apply]  �†�q�‹
�_�¡�Ü�µ�¡�K�S�ì!l�b/²&g�_���_�`�K�r�M�� [Reset] �†�¡�Ü�µ�¡�K�S�‹�
 [Refresh] �†�¡�Ü�µ�¡�K
�Z�
#'�~�b��/œ�¥�å�Ç�•� �×�Þ�î�©�Ù�å�b�_���@/²&g�I�€�Z�8�•�G�\�†&�1��K�r�M��

• [Restore Default]>84E�¥�K�S0¿���†�¡�Ü�”�K�Z�¹�Ç�›�Ý�º0¿���_�`�K�r�M��

• [Cancel]>8�š�f
Æ���†%Ú� �K�Z�
�S�b�Ì�–�å�_�`�~�r�M��  

• [Enable]>8�µ+��_�X�8�Z1��s�v�~�S#Ý�b)+0£�_���†/²&g�K�r�M��  

• [Close]>86ä�8�Z�8�•�²�–�”�ß�¢�Î�µ�¡�«�†6â�L�r�M��  

• [Clear]>8�Ç�•�î�Ý�»�r�S�c�Î�µ�¡�«�?�}�_���†�P7V�K�r�M���r�S�c�
�³�™�µ�¡�Î�µ�¡�«�†�œ�Ç�_
�K�r�M��  

• [Back]>8�S�b�Ì�–�å�_�`�~�r�M��  

• [Forward]>8���b�Ì�–�å�_4
�s�r�M��  

• [Help]>84E�¥�K�S�Ì�–�å�b�Ê�Ý�É�†/²&g�K�r�M��  

�Ÿ�î�Î�î�»  �©�Ù�î�º�•�µ�º

�Ÿ�î�Î�î�»�†�Q#Ý�K�Z  ASDM �–�å�±�î�Ç�™�–�«�†�¼�Å�¤�î�º�[�A�r�M��

/² 1-2 �_�
 ASDM �–�å�±�î�Ç�™�–�«�b  3 �X�b�z0[�^8•�æ6ë�†&ã�·�M�•�S�u�_�Q#Ý�[�A�•�Ÿ�î�Î�î�»  
�©�Ù�î�º�•�µ�º�†&g�K�r�M��

�Ç�“�–�”�˜�›�î�Ý  �Ô�î�» �­�Ÿ�×�Ü�¸�•  �¥�å�¸�Ÿ�«�º

�Ý�î�¸�µ�» 3ñ4# �©�å�¢�Ý

�Ð�Ý�³

�¥�å�¸�Ÿ�«
�º �©�«�¸�Ò

• • • • •

/² 1-2 ASDM �b�¼�Å�¤�î�©�Ù�å

/²&g�P1ß Windows/Linux MacOS

Home Page Ctrl+H Shift+Command+H

�¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ì�î�ª Ctrl+G Shift+Command+G

�Ô�½�±�Ü�å�¢  �Ì�î�ª Ctrl+M Shift+Command+M

Help F1 Command+?

�`�• Alt+ �e%®�3 Command+[

4
�t Alt+ �‘%®�3 Command+]

/²&g�b�Ü�Ç�Þ�µ�©�× F5 Command+R
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/² 1-3 �c�
�Ì�–�å
Æ4Š�b�¼�Å�¤�î�©�Ù�å�_�Q#Ý�[�A�•�Ÿ�î�Î�î�»  �©�Ù�î�º�•�µ�º�b�M0t�[�M��

/² 1-4 �c�
 Log Viewer �[�Q#Ý�[�A�•�Ÿ�î�Î�î�»  �©�Ù�î�º�•�µ�º�b�M0t�[�M��

/² 1-5 �c�
�Ó�½�×�î8o% �l�b�”�¡�­�«�_�Q#Ý�[�A�•�Ÿ�î�Î�î�»  �©�Ù�î�º�•�µ�º�b�M0t�[�M��

�)�~�v�~ Ctrl+X Command+X

�¥�Æ�î Ctrl+C Command+C

2��~�Ü�E Ctrl+V Command+V

�¥�å�Ç�•� �×�Þ�î�©�Ù�å�b�–�Ñ Ctrl+S Command+S

�Ï�µ�É�”�µ�É  �Ó�½�×�î Shift+F10 —

�­�•�å�²�Ü  �˜�•�å�»�˜�†6â�L�• Alt+F4 Command+W

�è(ô Ctrl+F Command+F

)
�¢  Alt+F4 Command+Q

�¸�î�È�Ý�r�S�c�¸�Ÿ�«�º8•�æ�b)
�¢ Ctrl_Shift �r�S�c  
Ctrl+Shift+Tab

Ctril+Shift �r�S�c  
Ctrl+Shift+Tab

/² 1-2 ASDM �b�¼�Å�¤�î�©�Ù�å  >&)F�A>'

/²&g�P1ß Windows/Linux MacOS

/² 1-3 �Ç�›�î�•�«�b&ã�·

�Ç�›�î�•�«�b&ã�·
› �Ÿ�î

���b�Ç�•�î�Ý�» Tab

�S�b�Ç�•�î�Ý�» Shift+Tab

���b�Ç�•�î�Ý�»>&�¸�î�È�Ý
Æ�_�Ç�›�î�•�«�@�6�•���œ>' Ctrl+Tab

�S�b�Ç�•�î�Ý�»>&�¸�î�È�Ý
Æ�_�Ç�›�î�•�«�@�6�•���œ>' Shift+Ctrl+Tab

���b�±�È>&�±�È�_�Ç�›�î�•�«�@�6�•���œ>' �‘%®�3

�S�b�±�È>&�±�È�_�Ç�›�î�•�«�@�6�•���œ>' �e%®�3

�¸�î�È�Ý
Æ�b���b�­�Ý Tab

�¸�î�È�Ý
Æ�b�S�b�­�Ý Shift+Tab

���b�Ì�–�å>&0
�X�b�Ì�–�å�@/²&g�I�€�Z�8�•���œ>' F6

�S�b�Ì�–�å>&0
�X�b�Ì�–�å�@/²&g�I�€�Z�8�•���œ>' Shift+F6

/² 1-4 Log Viewer �b�Ÿ�î�Î�î�»  �©�Ù�î�º�•�µ�º

/²&g�P1ß Windows/Linux MacOS

Real-Time Log Viewer �b�M�ì�õ�F�>�|�g
Ì6ä Ctrl+U Command+.

�ß�¢  �Â�µ�Ç�“  �˜�•�å�»�˜�b�Ü�Ç�Þ�µ�©�× F5 Command+R


Æ4Š�ß�¢ �Â�µ�Ç�“�b�¡�Ü�” Ctrl+Delete Command+Delete

4E�¥�K�S�ß�¢  �š�å�º�Ü�b�¥�Æ�î Ctrl+C Command+C

�ß�¢�b�–�Ñ Ctrl+S Command+S

�3�E Ctrl+P Command+P

�­�•�å�²�Ü  �˜�•�å�»�˜�†6â�L�• Alt+F4 Command+W
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  �Ê�Ý�É  �˜�•�å�»�˜�_�X�8�Z
�Ñ�G�«�¡�Ü�î�å  �Ü�î�²  �§�Ï�î�º�b�–�¿�î�È�Ý�ì

�¹�Ç�›�Ý�º�[�c�
 Tab �Ÿ�î�†�²�K�Z�Ì�–�å
Æ�†8p�_&ã�·�M�•�\�A�
�Û�Ë�Ý�\1��Â�_�c�±�È�c&ã�·�K�r�O
�‡�� JAWS �b�|�:�^�M4Š�b�«�¡�Ü�î�å  �Ü�î�²�T�E�@�
�Ç�›�î�•�«�b�6�•#ì8��œ�È�ª�™�¡�º�†1��s�v�~
�r�M���Ñ�G�«�¡�Ü�î�å  �Ü�î�²  �§�Ï�î�º�†�–�¿�î�È�Ý�_�M�•�\�
�Û�Ë�Ý�\1��Â�_�v�±�È�†&ã�·�I�O�•�G
�\�@�[�A�r�M��

�Ñ�G�«�¡�Ü�î�å  �Ü�î�²  �§�Ï�î�º�†�–�¿�î�È�Ý�_�M�•�_�c�
���b�m8p�†��/œ�K�r�M��

�«�¸�µ�É 1 ASDM �”�É�Ü�£�î�©�Ù�å�b�Ó�–�å  �˜�•�å�»�˜�[�
 [Tools] > [Preferences] �†4E�¥�K�r�M��

[Preferences] �²�–�”�ß�¢�Î�µ�¡�«�@/²&g�I�€�r�M��

�«�¸�µ�É 2 [General] �±�È�[�
 [Enable screen reader support] �³�™�µ�¡�Î�µ�¡�«�†�œ�å�_�K�r�M��

�«�¸�µ�É 3 [OK]  �†�¡�Ü�µ�¡�K�r�M��

�«�¸�µ�É 4 �«�¡�Ü�î�å  �Ü�î�²  �§�Ï�î�º�†�”�¡�¸�•�È�_�M�•�_�c�
 ASDM �†
Ì2s�·�K�r�M��

�Ç�›�Ý�²�b�Z#.

�¥�å�Ç�•� �×�Þ�î�©�Ù�å#ì8��>�|�g�Ô�½�±�Ü�å�¢#ì8��b�¼�Å�¤�î�©�Ù�å  �¶�Ü�î�_�µ�r�€�•�M4Š�b�À�î
�»�_�c�
6õ4��Ü�E�}�€�S�¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ì�–�å�x�Ô�½�±�Ü�å�¢  �Ì�–�å�@�6�~�r�O�‡���G�€�}
�c�
6õ4��M�•�¥�å�Ç�•� �×�Þ�î�©�Ù�å8o% �x�Ô�½�±�Ü�å�¢8o% �†�Z#.�M�•�S�u�_�Q#Ý�K�r�M���G�€�}�b
�Ç�›�Ý�²�†�¡�Ü�µ�¡�M�•�\�
�‘
��b�Ì�–�å�_�§�È8o% �b�Ü�«�º�@/²&g�I�€�r�M���§�È8o% �b�¡�S�†�¡
�Ü�µ�¡�M�•�\�Q�b8o% �_&ã�·�[�A�r�M��

�Ê�Ý�É  �˜�•�å�»�˜�_�X�8�Z
�G�b8o�[�c�
���b�º�Æ�µ�¡�_�X�8�Z�v�~�V�F�r�M��

• ���Ê�µ�²�î  �Î�±�å�� >&P.1-14>'

• ���È�Û�˜�¨  �˜�•�å�»�˜�� >&P.1-14>'

/² 1-5 Log Viewer �b�Ÿ�î�Î�î�»  �©�Ù�î�º�•�µ�º

�”�¡�­�«�P1ß Windows/Linux

�Ó�½�×�î  �Â�î Alt

���b�Ó�½�×�î �‘%®�3

�S�b�Ó�½�×�î �e%®�3

���b�Ó�½�×�î  �œ�É�©�Ù�å �W%®�3

�S�b�Ó�½�×�î  �œ�É�©�Ù�å �V%®�3

4E�¥�K�S�Ó�½�×�î  �œ�É�©�Ù�å Enter
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  [Home] �Ì�–�å
�Ê�µ�²�î  �Î�±�å

0ñ�\�M�•�Î�±�å�†�¡�Ü�µ�¡�K�Z�
�²0[�^�_���†�v�“�K�r�M��

• [About ASDM]>8ASDM �_6õ�M�•�_���†/²&g�K�r�M���Í�«�º�¡�
�Â�î�ª�Ù�å$��•�
�¹�Â�–�«  �±�–
�É�
4:�Â�º�­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�b�¯�Ç�º�˜�™�”  �Â�î�ª�Ù�å$��•�
�’7H�Þ�Ë�Ý�
�Ø�î�¨�¡�

�Q#Ý�M�•�œ�Ì�Þ�î�¸�•�å�¢  �©�«�¸�Ò�^�]�@�µ�r�€�r�M��

• [Search]>8�œ�å�Û�–�å  �Ê�Ý�É8o% �?�}�_���†�è(ô�K�r�M��

• [Using Help]>8�œ�å�Û�–�å  �Ê�Ý�É�b�q�v� "á$×�^�Q#Ý�‰�2�_�X�8�Z1��Â�K�r�M��

• [Glossary]>8ASDM �>�|�g4:�Â�º�­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«  �¹�Â�–�«�[�Q#Ý�I�€�Z�8�•#Ý1��b
�Ü�«�º�†/²&g�K�r�M��

• �e
��b�Ì�–�å�b�Ü�å�¡>8�œ�å�Û�–�å  �Ê�Ý�É8o% 6ë�†&ã�·�K�r�M��

• [Contents]>8% ���†/²&g�K�r�M��

• [Screens]>8�Ê�Ý�É �Ç�“�–�Ý�b�Ü�«�º�†#ì8��b�¡�S�H�\�_/²&g�K�r�M��

• [Index]>8ASDM �b�œ�å�Û�–�å  �Ê�Ý�É�_�6�•�Ê�Ý�É8o% �b(ô�,�†/²&g�K�r�M��

• �‘
��b�Ì�–�å�b�Ê�Ý�É8o% >84E�¥�K�S8o% �b�Ê�Ý�É�†/²&g�K�r�M��

�È�Û�˜�¨  �˜�•�å�»�˜

�Ê�Ý�É�†6ä�8�Z�
�M�[�_�Ê�Ý�É  �Ì�î�ª�†/²&g�K�Z�8�•���œ�
� �L�È�Û�˜�¨  �˜�•�å�»�˜�_�‚�K�8�Ê�Ý�É  
�Ì�î�ª�@/²&g�I�€�r�M���Ê�Ý�É  �Ì�î�ª�@/²&g�p�[�^�E�€�d�
�‚�K�8�È�Û�˜�¨  �˜�•�å�»�˜�_�Ê�Ý�É  �Ì�î
�ª�@/²&g�I�€�r�M��

Internet Explorer �@�¹�Ç�›�Ý�º  �È�Û�˜�¨�b���œ�
�È�Û�˜�¨�b0¿���_�Â�L�Z�
�Ê�Ý�É  �Ì�î�ª�@%$�S�_�Q
#Ý�K�Z�8�S�˜�•�å�»�˜�_/²&g�I�€�•���œ�\�
�‚�K�8�˜�•�å�»�˜�@6ä�8�Z/²&g�I�€�•���œ�@�6�~�r�M���G
�b  Internet Explorer �b�·�8�c�
 [Tools] > [Internet Options] > [Advanced] > [Reuse windows for 
launching shortcuts] �b8p�_4E�¥�K�Z0¿���[�A�r�M��

[Home] �Ì�–�å
ASDM �Í�î�Ò  �Ì�–�å�[�c�
4:�Â�º�­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�_6õ�M�•5�0[�^�_���†/²&g�[�A�r�M��
�Í�î�Ò  �Ì�–�å�b�«�¸�î�±�«�_���c  10 &Ê6ë7x�[�f�‚�I�€�r�M���G�b�Ì�–�å�_�c3û�–�
 [Device 
Dashboard] �\  [Firewall Dashboard] �b  2 �X�b�±�È�@�6�~�r�M��

4:�Â�º�­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�_  CSC SSM �@�–�å�«�º�î�Ý�I�€�Z�8�•���œ�
�Í�î�Ò  �Ì�–�å�_�c  
[Content Security] �±�È�v/²&g�I�€�r�M���G�b3ã�•�I�€�S�±�È�_�c�
 CSC SSM �b�¯�Ç�º�˜�™�”�_6õ�M
�•�«�¸�î�±�«�_���@/²&g�I�€�r�M��

4:�Â�º�­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�_  IPS �¯�Ç�º�˜�™�”�@�–�å�«�º�î�Ý�I�€�Z�8�•���œ�
�Í�î�Ò  �Ì�–
�å�_�c  [Intrusion Prevention] �±�È�v/²&g�I�€�r�M���G�b3ã�•�I�€�S�±�È�_�c�
 IPS �¯�Ç�º�˜�™�”�_6õ�M
�•�«�¸�î�±�«�_���@/²&g�I�€�r�M��

�G�b8o�[�c�
���b�º�Æ�µ�¡�_�X�8�Z�v�~�V�F�r�M��

• �� [Device Dashboard] �±�È�� >&P.1-15>'

• �� [Firewall Dashboard] �±�È�� >&P.1-17>'

• �� [Content Security] �±�È�� >&P.1-19>'

• �� [Intrusion Prevention] �±�È�� >&P.1-21>'
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  [Home] �Ì�–�å
�Ç�•�î�Ý�»

• [Latest ASDM Syslog Messages]>84:�Â�º�­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�@#Õ�B�K�S�q�‚�b�©�«�¸�Ò  
�Ó�µ�­�î�ª�@  100 �ó�r�[/²&g�I�€�r�M��

�ß� �å�¢  �Ì�–�å�†�Ž6ä�M�•�_�c�
�Ê�µ�²�î�_�6�•�G�‰�g�b�”�–�¥�å�†�¡�Ü�µ�¡�K�r�M���¹�Ç�›�Ý
�º�b�§�–�¬�_�`�M�_�c�
�Ê�µ�²�î�_�6�•�§5��G�‰�g�b�”�–�¥�å�†�¡�Ü�µ�¡�K�r�M���Ì�–�å�b�§�–�¬
�†�š�f�M�•�_�c�
�C#ú)z�†�V�r�S�c�W�_�»�Û�µ�¢�K�r�M���r�S�
�–�Ë�å�º�†�‘�¡�Ü�µ�¡�K�Z���b�ï
�8�†��/œ�[�A�r�M�� [Clear Content] �†�¡�Ü�µ�¡�M�•�\#'�~�b�Ó�µ�­�î�ª�†�¡�Ü�”�K�r�M�� [Save 
Content] �†�¡�Ü�µ�¡�M�•�\#'�~�b�Ó�µ�­�î�ª�†  PC �V�b�Ç�“�–�Ý�_�–�Ñ�K�r�M�� [Copy] �†�¡�Ü�µ
�¡�M�•�\
Æ���†�¥�Æ�î�K�r�M�� [Color Settings] �†�¡�Ü�µ�¡�M�•�\�
�©�«�¸�Ò  �Ó�µ�­�î�ª�b*ü���\
�S���b,
�†5��±�Ø�_�Â�L�Z�š�f�[�A�r�M���Ê�µ�²�î�b�‘
��_�6�•  4 �X�b�Î�±�å�c�
�Q�€�R�€�¡�Ü�µ
�¡�M�•�\�
�Ì�–�å�†�q�±�ì�r�S�c�Ÿ
–�
&ã�·�•+��^�Ç�ß�î�¸�•�å�¢  �Ì�–�å�_�š�f�
�Ì�–�å�†8�/²
&g�
�r�S�c�Ì�–�å�†6â�L�•�G�\�@�[�A�r�M��

• [Enable Logging]>8�ß� �å�¢�†�–�¿�î�È�Ý�_�K�
�©�«�¸�Ò  �ß�¢  �Ó�µ�­�î�ª�†/²&g�M�•���œ�_�¡
�Ü�µ�¡�K�r�M��

• [Stop message display]>8�©�«�¸�Ò  �ß�¢  �Ó�µ�­�î�ª�b/²&g�f�‚�†�õ�F�M�•���œ�c�
�‘
��_�6�•2e�8
�”�–�¥�å�†�¡�Ü�µ�¡�K�r�M��

• [Resume message display]>8�©�«�̧ �Ò  �ß�¢  �Ó�µ�­�î�ª�b/²&g�f�‚�†)F/œ�M�•���œ�c�
�‘
��_�6�•)s
�b�”�–�¥�å�†�¡�Ü�µ�¡�K�r�M��

• [Configure ASDM Syslog Filters]>8�‘
��_�6�•�Ç�•�Ý�±  �”�–�¥�å�†�¡�Ü�µ�¡�M�•�\�
 [Logging 
Filters] �Ì�–�å�@6ä�A�r�M��

�Ô�î�»

���b/²�c�
�G�b�µ+��†�Q#Ý�[�A�•�Ô�î�»�†&g�K�S�v�b�[�M��

[Device Dashboard] �±�È

[Device Dashboard] �±�È�[�c�
�–�å�±�î�Ç�™�–�«�b�«�¸�î�±�«�
��/œ�p�b�Â�î�ª�Ù�å�
�Û�–�­�å�«�_
���
�Ã�Ç�›�î�Ð�å�«�^�]�
4:�Â�º�­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�b5�0[�^�_���†�M% �[&�1��[�A�r�M��

�Ç�•�î�Ý�»

• [Device Information]>8�¹�Â�–�«�_���†/²&g�M�•  2 �X�b�±�È�@�µ�r�€�r�M��

– [General]>8���b�_���@/²&g�I�€�r�M��

[Host Name]>8/²&g�S#Ý��4:�Â�º�­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�b�Í�«�º�¡�†&g�K�r�M���Í�«�º
�¡�b0¿���‰�2�_�X�8�Z�c�
 �� Device Name/Password���†�g!·�K�Z�C�T�I�8��

[ASA Version]>8/²&g�S#Ý��4:�Â�º�­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«  �¯�Ç�º�˜�™�”�b�Â�î�ª�Ù�å�†
&g�K�r�M��

[Device Uptime]>8/²&g�S#Ý��4:�Â�º�­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�b��/œ)�4#�ì6ë�†&g�K�r�M��

[ASDM Version]>8/²&g�S#Ý�� ASDM �Â�î�ª�Ù�å�†&g�K�r�M��

[Device Type]>8/²&g�S#Ý��4:�Â�º�­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�b�Ô�¹�Ý�†&g�K�r�M��

�Ç�“�–�”�˜�›�î�Ý  �Ô�î�» �­�Ÿ�×�Ü�¸�•  �¥�å�¸�Ÿ�«�º

�Ý�î�¸�µ�» 3ñ4# �©�å�¢�Ý

�Ð�Ý�³

�¥�å�¸�Ÿ�«
�º �©�«�¸�Ò

• • • • —
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[Firewall Mode]>8/²&g�S#Ý���Ç�“�–�”�˜�›�î�Ý  �Ô�î�»>&���Ý�î�¸�µ�»���r�S�c���º�Û�å�«�Ì�”
�Þ�å�º�� >'�†&g�K�r�M��0ò(ý�_�X�8�Z�c�
 �� �Ç�“�–�”�˜�›�î�Ý  �Ô�î�»�b�+0[ ���†�g!·�K�Z�C�T
�I�8��

[Total Flash]>8/²&g�S#Ý���Q#Ý�•+��^�Ç�Û�µ�©�×  �Ó�Ô�Ü�b)r��5��†&g�K�r�M��

[Context Mode]>8/²&g�S#Ý���¥�å�¸�Ÿ�«�º  �Ô�î�»>&�©�å�¢�Ý�r�S�c�Ð�Ý�³>'�†/²&g�K�r�M��
0ò(ý�_�X�8�Z�c�
 �� �­�Ÿ�×�Ü�¸�•  �¥�å�¸�Ÿ�«�º�b�+0[ ���†�g!·�K�Z�C�T�I�8��

[Total Memory]>8/²&g�S#Ý���Q#Ý�•+��^  RAM �b)r��5��†&g�K�r�M��

– [License]>8/²&g�S#Ý��4:�Â�º�­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�b�Û�–�­�å�«�I�€�S�µ+��b�§�Ï�î
�º  �Þ�Ë�Ý�†&g�K�r�M�����b�_���@/²&g�I�€�r�M��

[License]>8/²&g�S#Ý���Û�–�­�å�«�b�±�–�É>& Base �r�S�c  Premium>'�†&g�K�r�M��

�ì6ë�Ë�î�«�b�Û�–�­�å�«�b�w� �‡7H�¥�X>&0ñ�\�M�•���œ>' ��

[Inside Hosts]>8/²&g�S#Ý��
Æ4Š�Í�«�º>& ASA 5505 �S#Ý>'�†&g�K�r�M��

[Max VLANs]>8/²&g�S#Ý�� VLAN �b�q�±0Á���X�†&g�K�r�M��

[Failover]>8/²&g�S#Ý���Ç�™�î�Ý�œ�î�Â�î  �¥�å�Ç�•� �×�Þ�î�©�Ù�å>& Active/Active �r�S�c  
Active/Standby>'�†&g�K�r�M��

[Security Contexts]>8/²&g�S#Ý���­�Ÿ�×�Ü�¸�•  �¥�å�¸�Ÿ�«�º�b�q�±0Á���X�†&g�K�r�M��

[Dual ISP Support]>8/²&g�S#Ý���¹�×�”�Ý  ISP �§�Ï�î�º>&�–�¿�î�È�Ý�b���œ�� ASA 5505 �S#Ý>'
�†&g�K�r�M��

[GTP/GPRS]>8/²&g�S#Ý�� GTP/GPRS �@�–�¿�î�È�Ý�?�¹�•�­�î�È�Ý�?�†&g�K�r�M��

[Encryption]>8/²&g�S#Ý���–�¿�î�È�Ý�_�^�W�Z�8�•�/�•�ì�b�±�–�É�†&g�K�r�M��

[VPN Peers]>8/²&g�S#Ý�� VPN �Æ�”�b0Á���X�†&g�K�r�M�� VPN �Æ�”�@�§�Ï�î�º�I�€�Z�8�^�8
���œ�
�G�b�š�å�º�Ü�c'5$Ñ�_�^�~�r�M��

[Clientless SSL VPN Peers]>8/²&g�S#Ý���¡�Û�–�”�å�º�Þ�«  SSL VPN �Æ�”�b0Á���X�†&g�K�r
�M��

• [VPN Tunnels Status]>8�Ý�î�¸�µ�»�
�©�å�¢�Ý  �Ô�î�»�b�s�����b�_���@/²&g�I�€�r�M��

– [IKE] >8/²&g�S#Ý���K)F�I�€�Z�8�•  IKE �º�å�¿�Ý�X�†&g�K�r�M��

– [IPSec]>8/²&g�S#Ý���K)F�I�€�Z�8�•  IPSec �º�å�¿�Ý�X�†&g�K�r�M��

– [Clientless SSL VPN]>8/²&g�S#Ý���K)F�I�€�Z�8�•�¡�Û�–�”�å�º�Þ�«  SSL VPN �º�å�¿�Ý�X�†
&g�K�r�M��

– [SSL VPN Client]>8/²&g�S#Ý���K)F�I�€�Z�8�•  SSL VPN �¡�Û�–�”�å�º  �º�å�¿�Ý�X�†&g�K�r
�M��

• [System Resources Status]>8CPU �>�|�g�Ó�Ô�Ü�b�Q#Ý"g�#�_6õ�M�•���b)+0£�_���†&g�K�r�M��

– [CPU]>8/²&g�S#Ý��#'�~�b  CPU �Q#Ý"á�†&g�K�r�M��

– [CPU Usage (percent)]>8/²&g�S#Ý��%$�S 5 �(6ë�b  CPU �Q#Ý"g�#�†&g�K�r�M��

– [Memory]>8/²&g�S#Ý��#'�~�b�Ó�Ô�Ü�Q#Ý5�>& MB �"�)>'�†&g�K�r�M��

– [Memory Usage (MB)]>8/²&g�S#Ý��%$�S 5 �(6ë�b�Ó�Ô�Ü�Q#Ý"g�#>&MB �"�)>'�†&g�K�r�M��

• [Interface Status]>8�–�å�±�î�Ç�™�–�«�H�\�b�«�¸�î�±�«�†&g�K�r�M���–�å�±�î�Ç�™�–�«�b/œ�†4E�¥
�M�•�\�

°�Š�>�|�g���Š�«�Ý�î�É�µ�º�@  Kbps �"�)�[�¸�î�È�Ý�b�W�_/²&g�I�€�r�M��

– [Interface]>8/²&g�S#Ý���–�å�±�î�Ç�™�–�«�¡�†&g�K�r�M��

– [IP Address/Mask]>8/²&g�S#Ý���Ý�î�¸�µ�»  �Ô�î�»�T�E���–�å�±�î�Ç�™�–�«�b  IP �”�»�Þ�«�>�|
�g�§�È�¿�µ�º  �Ð�«�¡�†&g�K�r�M��
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'¨  1 'v       ASDM �b�+0[
  [Home] �Ì�–�å
– [Line]>8/²&g�S#Ý���–�å�±�î�Ç�™�–�«�b'ö#.�«�¸�î�±�«�†&g�K�r�M���”�–�¥�å�@2e�b���œ�c�G
)z�@�²�˜�å�
)s�b���œ�c�G)z�@�”�µ�É�K�Z�8�r�M��

– [Link] >8/²&g�S#Ý���–�å�±�î�Ç�™�–�«�b�Ü�å�¡  �«�¸�î�±�«�†&g�K�r�M���”�–�¥�å�@2e�b���œ�c
�Ü�å�¡�@�²�˜�å�
)s�b���œ�c�Ü�å�¡�@�”�µ�É�K�Z�8�r�M��

– [Kbps]>8/²&g�S#Ý���–�å�±�î�Ç�™�–�«�†3û4#�M�•#'�~�b�«�Ý�î�É�µ�º�b�Í>& Kbps �"�)>'�†&g
�K�r�M��

• [Traffic Status]>8�M�m�Z�b�–�å�±�î�Ç�™�–�«�_�>�E�•�K)F�X / &Ê�
�>�|�g�­�Ÿ�×�Ü�¸�•�@�q�v�*�8
�–�å�±�î�Ç�™�–�«�_�>�E�•�º�Û�Ç�•�µ�¡  �«�Ý�î�É�µ�º�b�¢�Û�Ç�†&g�K�r�M��

– [Connections per Second Usage]>8/²&g�S#Ý��%$�S  5 �(6ë�b  UDP �>�|�g  TCP �b�K)F�X / &Ê�†&g
�K�r�M���G�b�¢�Û�Ç�_�c�
#'�~�b�K)F�X�@  UDP �\  TCP �b�±�–�É�H�\�_/²&g�I�€�
�r�S�œ0£�Í
�v/²&g�I�€�r�M��

– [Name Interface Traffic Usage (Kbps)]>8/²&g�S#Ý���q�v�*�8�­�Ÿ�×�Ü�¸�•  �–�å�±�î�Ç�™�–�«�b
�º�Û�Ç�•�µ�¡  �«�Ý�î�É�µ�º�†&g�K�r�M��� �L�Þ�Ë�Ý�b�–�å�±�î�Ç�™�–�«�@0
�X�6�•���œ�

ASDM �_�c�”�Ý�Ç�“�Ë�µ�º8p�[
›8Œ�b�–�å�±�î�Ç�™�–�«�@/²&g�I�€�r�M���G�b�¢�Û�Ç�_�c�

#'�~�b�«�Ý�î�É�µ�º�@
°�Š  Kbps �\���Š  Kbps �b�±�–�É�H�\�_/²&g�I�€�r�M��

• [Latest ASDM Syslog Messages]>84:�Â�º�­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�@#Õ�B�K�S�q�‚�b�©�«�¸�Ò  
�Ó�µ�­�î�ª�†&g�K�r�M��

– [Stop Message Display]>8ASDM �l�b�ß� �å�¢�†�õ�F�K�r�M��

– [Resume Message Display]>8ASDM �l�b�ß� �å�¢�†)F/œ�K�r�M��

– [Configure ASDM Filters]>8�ß� �å�¢  �Ç�•�Ý�±�†0¿���K�r�M��

�Ô�î�»

���b/²�c�
�G�b�µ+��†�Q#Ý�[�A�•�Ô�î�»�†&g�K�S�v�b�[�M��

[Firewall Dashboard] �±�È

[Firewall Dashboard] �±�È�[�c�
�K)F�X�
 NAT �š�n�X�
�»�ß�µ�É�I�€�S�Ã�£�µ�º�X�
�7�Á�X�
�Q#Ý"g�#
�Û�å�Ÿ�å�¢�b)+0£�_���^�]�
�­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�†3û4#�M�•�º�Û�Ç�•�µ�¡�_6õ�M�•5�0[�^�_
���†&�1��[�A�r�M��

Traffic Overview �b)+0£�_���c�¹�Ç�›�Ý�º�[�–�¿�î�È�Ý�[�M���ö�•+#�>�è���†�¹�•�­�î�È�Ý�_�M�•�\
>&���ö�•+#�>�è���b0¿���� >&P.27-1>' �†�g!·>' �
�G�b�±�È�_�c  [Enable] �Î�±�å�@/²&g�I�€�r�M�� [Enable] 
�Î�±�å�†�Q#Ý�K�Z�ö�•+#�>�è���†�–�¿�î�È�Ý�_�[�A�r�M��

Top 10 Access Rules �v�¹�Ç�›�Ý�º�[�–�¿�î�È�Ý�_�^�W�Z�8�r�M���”�¡�­�«  �Ý�î�Ý�b+#�>�è��)+0£�_��
�†�¹�•�­�î�È�Ý�_�M�•�\>& ��+#�>)+0£�_���b0¿���� >&P.27-4>' �†�g!·>' �
�G�b�±�È�_�c  [Enable] �Î�±�å�@
/²&g�I�€�r�M�� [Enable] �Î�±�å�†�Q#Ý�K�Z�”�¡�­�«  �Ý�î�Ý�b)+0£�_���†�–�¿�î�È�Ý�_�[�A�r�M��

Top Usage Status �b)+0£�_���c�¹�Ç�›�Ý�º�[�¹�•�­�î�È�Ý�[�M�� �G�b�±�È�_/²&g�I�€�Z�8�•  [Enable] �Î
�±�å�†�Q#Ý�K�Z�
�G�b�µ+��†�–�¿�î�È�Ý�_�[�A�r�M���r�S�c�
 ��+#�>)+0£�_���b0¿���� >&P.27-4>' �_�‘�W
�Z�–�¿�î�È�Ý�_�M�•�G�\�v�[�A�r�M�� [Top 10 Services Enable] �Î�±�å�†�Q#Ý�M�•�\�
�Ï�î�º�\�É�ß�º

�Ç�“�–�”�˜�›�î�Ý  �Ô�î�» �­�Ÿ�×�Ü�¸�•  �¥�å�¸�Ÿ�«�º

�Ý�î�¸�µ�» 3ñ4# �©�å�¢�Ý

�Ð�Ý�³

�¥�å�¸�Ÿ�«
�º �©�«�¸�Ò
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'¨  1 'v       ASDM �b�+0[
  [Home] �Ì�–�å
�¥�Ý�b�g�‰�b)+0£�_���@�–�¿�î�È�Ý�_�^�~�r�M>&�]�U�}�v/²&g#Ý�_�–�¿�î�È�Ý�_�M�•�²0[�@�6�~�r�M>' ��
[Top 10 Sources] �Î�±�å�>�|�g  [Top 10 Destinations Enable] �Î�±�å�†�Q#Ý�M�•�\�
 �Í�«�º�b)+0£�_���@
�–�¿�î�È�Ý�_�^�~�r�M��

�@�– )+0£�_���†�–�¿�î�È�Ý�_�M�•�\�
�–�¿�î�È�Ý�_�M�•)+0£�_���b�±�–�É�_�Â�L�Z�
�­�Ÿ�×�Ü�¸�•  �”�É
�Û�–�”�å�«�b�Ã�Ç�›�î�Ð�å�«�@�s8j�†�w�E�r�M���Í�«�º�b)+0£�_���†�–�¿�î�È�Ý�_�M�•�\�
�Ã
�Ç�›�î�Ð�å�«�_�±�A�^�s8j�@�6�~�r�M���º�Û�Ç�•�µ�¡�b2�,´�@9×�8���œ�c�
�G�b�±�–�É�b)+0£�_��
�c�M�ì$×�_�–�¿�î�È�Ý�_�M�•�G�\�†�è0¦�K�Z�C�T�I�8���Ï�î�º�b)+0£�_���†�–�¿�î�È�Ý�_�K�Z�v�s
8j�c�Q�€�o�]�6�~�r�O�‡��

�Ç�•�î�Ý�»

• [Traffic Overview]>8/²&g�S#Ý���K)F�X�
 NAT �š�n�X�
�»�ß�µ�É�I�€�S�Ã�£�µ�º�X�^�]�
��/œ�ì�b
)+0£�_���†&g�K�r�M��

– [Connection Statistics]>8/²&g�S#Ý���K)F�X�\  NAT �š�n�X�†&g�K�r�M��

– [Dropped Packets Rate]>8/²&g�S#Ý���”�¡�­�«  �Ü�«�º�_�|�•�Ä�°�>�|�g�”�É�Ü�£�î�©�Ù�å  �–�å
�«�Ì�¡�©�Ù�å�_�|�W�Z�»�ß�µ�É�I�€�S�Ã�£�µ�º�X / &Ê�†&g�K�r�M��

– [Possible Scan and SYN Attack Rates]>8/²&g�S#Ý���»�ß�µ�É  �Ã�£�µ�º�X / &Ê�†&g�K�r�M���G�€
�c�
�«�Ÿ�Õ�å�7�Á�b�M4Š�\�K�Z"I���I�€�•���œ�\�
�Y�ö
²�^�­�µ�©�Ù�å�\�K�Z�è���I�€�•���œ

>&TCP SYN �7�Á�x�¹�î�±�^�K  UDP �­�µ�©�Ù�å�7�Á�†�è���K�S���œ�^�]>'�@�6�~�r�M��

• [Top 10 Access Rules]>8/²&g�S#Ý���q�v�”�¡�¸�•�È�^�”�¡�­�«  �Ý�î�Ý�†&g�K�r�M��

– [Interval]>84E�¥�K�S6ë7x�_�ö�Y�8�Z�_���†/²&g�[�A�r�M��4E�¥�[�A�•�Í�c�
 Last 1 hour�
 Last 
8 hours�
�>�|�g  Last 24 hours �[�M��

– [Based on]>8/²&g�S#Ý��)+0£�_���_�Ã�£�µ�º�b�Ä�µ�º�X�T�E�@/²&g�I�€�Z�8�•�G�\�†&g�K�r
�M��

– [Display]>8� �L�_���†  3 �X�b$��^�•�g�'>&�¸�î�È�Ý�

Ç�¢�Û�Ç�
�¬�¢�Û�Ç>'�[/²&g�[�A�r�M��

– [Interface]>8�Ý�î�Ý�@4:#Ý�I�€�•�–�å�±�î�Ç�™�–�«�†&g�K�r�M��

– [Rule#]>8�Q#Ý�I�€�Z�8�•�Ý�î�Ý$��•�†&g�K�r�M��

– [Hits]>8$Î#Õ�K�S�Ã�£�µ�º  �Ä�µ�º�X�†&g�K�r�M��

– [Source]>83æ�™
– IP �”�»�Þ�«�†&g�K�r�M��

– [Dest]>8��
›  IP �”�»�Þ�«�†&g�K�r�M��

– [Service]>8�K)F�b�§�î�Å�«>&�É�ß�º�¥�Ý�r�S�c�Ï�î�º>'�†&g�K�r�M��

– [Action]>8�Ý�î�Ý�@0Á�•�Ý�î�Ý�[�6�•�?�Ä�°�Ý�î�Ý�[�6�•�?�†&g�K�r�M��

�¸�î�È�Ý  �Å�×�î�[�c�
�Ü�«�º�?�}�Ý�î�Ý�†4E�¥�K�Z�‘�¡�Ü�µ�¡�K�
�Ï�µ�É�”�µ�É  �Ó�½�×�î8o% �b  
[Show Rule] �†/²&g�[�A�r�M���G�b8o% �†4E�¥�K�Z  [Access Rules] �¸�î�È�Ý�_&ã�·�K�
�¸�î�È�Ý
Æ
�_�6�•�Q�b�Ý�î�Ý�†4E�¥�K�r�M��

• [Top Usage Status]>8�Í�«�º>&3æ�™
–�\��
›>'�>�|�g�Ï�î�º�\�É�ß�º�¥�Ý�b�Q#Ý�«�¸�î�±�«�†/²&g
�K�r�M��

– [Interval]>84E�¥�K�S6ë7x�_�ö�Y�8�Z�_���†/²&g�[�A�r�M��4E�¥�[�A�•�Í�c�
 Last 1 hour�
 Last 
8 hours�
�>�|�g  Last 24 hours �[�M��

– [Based On]>8)+0£�_���†�Ã�£�µ�º  �Ä�µ�º�X�r�S�c�Â�–�º�"�)�[&g�K�r�M��

– [Display]>8� �L�_���†  3 �X�b$��^�•�g�'>&�¸�î�È�Ý�

Ç�¢�Û�Ç�
�¬�¢�Û�Ç>'�[/²&g�[�A�r�M��

– [Top 10 Services]>8TCP/UDP �Ï�î�º�\  IP �É�ß�º�¥�Ý  �±�–�É�†�œ0£�K�S)+0£�_���†�µ�t�
 �V�)  
10 �)�r�[�b�§�î�Å�«�b)+0£�_���†&g�K�r�M��
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'¨  1 'v       ASDM �b�+0[
  [Home] �Ì�–�å
– [Top 10 Sources]>8�V�)  10 �)�r�[�b�Í�«�º3æ�™
–�”�»�Þ�«�†&g�K�r�M��

– [Top 10 Destinations]>8�V�)  10 �)�r�[�b�Í�«�º��
›�”�»�Þ�«�†&g�K�r�M��

�Ô�î�»

���b/²�c�
�G�b�µ+��†�Q#Ý�[�A�•�Ô�î�»�†&g�K�S�v�b�[�M��

[Content Security] �±�È

[Content Security] �±�È�[�c�
 CSC>&Content Security and Control>' SSM �_6õ�M�•5�0[�^�_���†&�1��[
�A�r�M���G�b�Ì�–�å�c�
�­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�_  CSC SSM �@�–�å�«�º�î�Ý�I�€�Z�8�^�8�\/²
&g�I�€�r�O�‡��

CSC SSM �b�+0[�_�X�8�Z�c�
 �� CSC SSM �_�X�8�Z ���†�g!·�K�Z�C�T�I�8��

>&�@>' [Configuration] > [Trend Micro Content Security] > [CSC Setup] �†4E�¥�K�Z  CSC Setup Wizard �†�ö�¢
�K�Z�8�^�8�\�
 [Home] > [Content Security] �b�W�_�6�•�Ì�–�å�_�”�¡�­�«�[�A�r�O�‡���æ�ƒ�~�_�²�–�”
�ß�¢�Î�µ�¡�«�@/²&g�I�€�
�G�b���d�?�}  Setup Wizard �_%$�K�”�¡�­�«�[�A�r�M��

�Ç�•�î�Ý�»

• [Device Information]>8���b0ò(ý�_���@/²&g�I�€�r�M��

– [Model]>8/²&g�S#Ý��4:�Â�º�­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�_�–�å�«�º�î�Ý�I�€�Z�8�•  SSM �b
�±�–�É�†&g�K�r�M��

– [Mgmt IP]>8/²&g�S#Ý�� CSC SSM �b'ö#.�–�å�±�î�Ç�™�–�«�b  IP �”�»�Þ�«�†&g�K�r�M��

– [Version]>8/²&g�S#Ý�� CSC SSM �¯�Ç�º�˜�™�”�b�Â�î�ª�Ù�å�†&g�K�r�M��

– [Last Update]>8/²&g�S#Ý�� Trend Micro �?�}�v�“�K�S�q�‹�b�¯�Ç�º�˜�™�”  �”�µ�É�¹�î�º�b�¥�Ü
�†&g�K�r�M��

– [Daily Node #]>8/²&g�S#Ý��4#�d  24 �ì6ë�b6ë�_  CSC SSM �b�§�î�Å�«�P1ß�_�^�W�S�¿�µ�º�á�î
�¡  �¹�Â�–�«�X�†&g�K�r�M�� ASDM �_�|�W�Z�Ý�ª  0 �ì�_�f�‚�I�€�r�M��

– [Base License]>8/²&g�S#Ý���”�å�³�˜�–�Ý�«�
�”�å�³�«�Ã�–�˜�™�”�
 FTP �Ç�“�–�Ý  �È�ß�µ�Ÿ�å
�¢�^�]�
 CSC SSM �b�ö�•�µ+��_6õ�M�•�Û�–�­�å�«  �«�¸�î�±�«�†&g�K�r�M���Û�–�­�å�«�b�w� 
�‡7H�@/²&g�I�€�r�M���Û�–�­�å�«�b�w� �‡7H�@�)�€�Z�8�•���œ�
�‡7H�@�)�€�S�¥�@/²&g�I�€�r
�M���Û�–�­�å�«�@0¿���I�€�Z�8�^�8���œ�
�G�b�Ç�•�î�Ý�»�_�c�� Not Available���\/²&g�I�€�r
�M��

– [Plus License]>8/²&g�S#Ý���”�å�³�«�Ã�Ò�
�”�å�³�Ç�•�µ�©�å�¢�
7Á�Ê�Ó�î�Ý  �¥�å�¸�å�¶  �Ç�•
�Ý�±�Ü�å�¢�
 URL �È�ß�µ�Ÿ�å�¢�\  URL �Ç�•�Ý�±�Ü�å�¢�^�]�
 CSC SSM �b9×�Ø�^�µ+��_6õ�M
�•�Û�–�­�å�«  �«�¸�î�±�«�†&g�K�r�M���Û�–�­�å�«�b�w� �‡7H�@/²&g�I�€�r�M���Û�–�­�å�«�b
�w� �‡7H�@�)�€�Z�8�•���œ�
�‡7H�@�)�€�S�¥�@/²&g�I�€�r�M���Û�–�­�å�«�@0¿���I�€�Z�8�^�8
���œ�
�G�b�Ç�•�î�Ý�»�_�c�� Not Available���\/²&g�I�€�r�M��

�Ç�“�–�”�˜�›�î�Ý  �Ô�î�» �­�Ÿ�×�Ü�¸�•  �¥�å�¸�Ÿ�«�º

�Ý�î�¸�µ�» 3ñ4# �©�å�¢�Ý

�Ð�Ý�³

�¥�å�¸�Ÿ�«
�º �©�«�¸�Ò
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  [Home] �Ì�–�å
– [Licensed Nodes]>8/²&g�S#Ý�� CSC SSM �@�Û�–�­�å�«�_�|�W�Z�§�î�Å�«�f�j�•+��^�¿�µ�º
�á�î�¡  �¹�Â�–�«�b�q�±�X�†&g�K�r�M��

• [System Resources Status]>8CSC SSM �b  CPU �>�|�g�Ó�Ô�Ü�b�Q#Ý"g�#�_6õ�M�•���b)+0£�_���†&g
�K�r�M��

– [CPU]>8/²&g�S#Ý��#'�~�b  CPU �Q#Ý"á�†&g�K�r�M��

– [CSC SSM CPU Usage (percent)]>8/²&g�S#Ý��%$�S 5 �(6ë�b  CPU �Q#Ý"g�#�†&g�K�r�M��

– [Memory]>8/²&g�S#Ý��#'�~�b�Ó�Ô�Ü�Q#Ý5�>& MB �"�)>'�†&g�K�r�M��

– [CSC SSM Memory Usage (MB)]>8/²&g�S#Ý��%$�S 5 �(6ë�b�Ó�Ô�Ü�Q#Ý"g�#>&MB �"�)>'�†&g
�K�r�M��

• [Threat Summary]>8CSC SSM �_�|�~�è���I�€�S+#�>�b7Ÿ(Ù�¹�î�±�†&g�K�r�M��

– [Threat Type]>8/²&g�S#Ý�� 5 �X�b+#�>�±�–�É>&�˜�–�Ý�«�
�«�Ã�–�˜�™�”�
�È�ß�µ�¡�I�€�S  
URL�
�Ç�•�Ý�±�Ü�å�¢�I�€�S  URL�
�>�|�g�«�Ã�Ò>'�†&g�K�r�M��

– [Today]>8/²&g�S#Ý��4#�d  24 �ì6ë�_�è���I�€�S+#�>�±�–�É�H�\�b+#�>�b�X�†&g�K�r�M��

– [Last 7 Days]>8/²&g�S#Ý��4#�d  7 �¥6ë�_�è���I�€�S+#�>�±�–�É�H�\�b+#�>�b�X�†&g�K�r�M��

– [Last 30 Days]>8/²&g�S#Ý��4#�d  30 �¥6ë�è
Æ�_�è���I�€�S+#�>�±�–�É�H�\�b+#�>�b�X�†&g�K�r
�M��

• [Email Scan]>8�«�Ÿ�Õ�å�I�€�S7Á�Ê�Ó�î�Ý�
�>�|�g�è���I�€�S7Á�Ê�Ó�î�Ý  �˜�–�Ý�«�\�«�Ã�–�˜�™�”
�b�¢�Û�Ç�†&g�K�r�M��

– [Email Scanned Count]>8/²&g�S#Ý���«�Ÿ�Õ�å�I�€�S7Á�Ê�Ó�î�Ý�X�†�
7Á�Ê�Ó�î�Ý  �É�ß�º�¥�Ý
>&SMTP �r�S�c  POP3>'�H�\�b�Q�€�R�€�b�¢�Û�Ç�\�
�§�Ï�î�º�I�€�Z�8�•7Á�Ê�Ó�î�Ý  �É�ß�º�¥
�Ý�b�g�‰�†�œ0£�K�S�¢�Û�Ç�†&g�K�r�M���¢�Û�Ç�_�c�
 10 &Ê6ë7x�[�¹�î�±�@/²&g�I�€�r�M��

– [Email Virus and Spyware]>8/²&g�S#Ý��+#�>�±�–�É>&�˜�–�Ý�«�r�S�c�«�Ã�–�˜�™�”>'�H�\�b�¢
�Û�Ç�\�K�Z�b7Á�Ê�Ó�î�Ý  �«�Ÿ�Õ�å�[�è���I�€�S�˜�–�Ý�«�\7Á�Ê�Ó�î�Ý�b�X�†&g�K�r�M���¢�Û
�Ç�_�c�
 10 &Ê6ë7x�[�¹�î�±�@/²&g�I�€�r�M��

• [Latest CSC Security Events]>8CSC SSM �?�}�w�™�K�S�­�Ÿ�×�Ü�¸�•  �–�Ë�å�º  �Ó�µ�­�î�ª�†�Ü�”�Ý
�±�–�Ò�_/²&g�K�r�M��

– [Time]>8/²&g�S#Ý���–�Ë�å�º�b$Î#Õ�ì�I�†&g�K�r�M��

– [Source]>8/²&g�S#Ý��+#�>�@�è���I�€�S  IP �”�»�Þ�«�r�S�c�Í�«�º�¡�†&g�K�r�M��

– [Threat/Filter]>8/²&g�S#Ý��+#�>�b�±�–�É�
�r�S�c�
 URL �Ç�•�Ý�±  �–�Ë�å�º�b���œ�c�
�–�Ë�å
�º�†�º�Ü�ž�î�K�S�Ç�•�Ý�±�†&g�K�r�M��

– [Subject/File/URL]>8/²&g�S#Ý��+#�>�@�µ�r�€�•7Á�Ê�Ó�î�Ý�b�ó�¡�
+#�>�@�µ�r�€�•  FTP �Ç�“
�–�Ý�b�¡�S�
�r�S�c�È�ß�µ�¡�I�€�S�?�Ç�•�Ý�±�Ü�å�¢�I�€�S  URL �†&g�K�r�M��

– [Receiver/Host]>8/²&g�S#Ý��+#�>�@�µ�r�€�•7Á�Ê�Ó�î�Ý�b�w�™*…�
�r�S�c+#�>�_�I�}�I�€�S
�À�î�»�b  IP �”�»�Þ�«�x�Í�«�º�¡�†&g�K�r�M��

– [Sender]>8/²&g�S#Ý��+#�>�@�µ�r�€�•7Á�Ê�Ó�î�Ý�b3æ�™*…�†&g�K�r�M��

– [Content Action]>8/²&g�S#Ý���¥�å�¸�å�¶�†�š�f�O�N�_4Ä�™�
�ç�Ü�Ç�“�–�Ý�†�P7V�
�ç�Ü�Ç�“
�–�Ý�†�¡�Ü�î�½�å�¢�K�Z�?�}4Ä�™�M�•�^�]�
�Ó�µ�­�î�ª�x�Ç�“�–�Ý�b�¥�å�¸�å�¶�_�P�K�Z��/œ
�M�•�”�¡�©�Ù�å�†&g�K�r�M��

– [Msg Action]>8/²&g�S#Ý���Ó�µ�­�î�ª�†�š�f�O�N�_4Ä�™�
�ç�Ü�Ç�“�–�Ý�†�P7V�K�Z�?�}�Ó�µ
�­�î�ª�†4Ä�™�
�Ó�µ�­�î�ª�b4Ä�™�†�õ�F�M�•�^�]�
�Ó�µ�­�î�ª�_�P�K�Z��/œ�M�•�”�¡�©�Ù�å�†
&g�K�r�M��

�Ô�î�»

���b/²�c�
�G�b�µ+��†�Q#Ý�[�A�•�Ô�î�»�†&g�K�S�v�b�[�M��
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'¨  1 'v       ASDM �b�+0[
  [Home] �Ì�–�å
[Intrusion Prevention] �±�È

[Intrusion Prevention] �±�È�[�c�
 IPS �_6õ�M�•5�0[�^�_���†&�1��[�A�r�M���G�b�±�È�c�
4:�Â�º�­�Ÿ�×
�Ü�¸�•  �”�É�Û�–�”�å�«�_�–�å�«�º�î�Ý�I�€�Z�8�•  AIP SSM �[  IPS �¯�Ç�º�˜�™�”�@��/œ�I�€�Z�8�•���œ
�_�T�E/²&g�I�€�r�M��

�u
°75�š�b0ò(ý�_�X�8�Z�c�
 �� IPS �b0¿�� ���†�g!·�K�Z�C�T�I�8��

IPS �l�b�K)F

AIP SSM �V�b  IPS �¯�Ç�º�˜�™�”�_�K)F�M�•�_�c�
���b�m8p�†��/œ�K�r�M��

�«�¸�µ�É 1 ASDM �”�É�Ü�£�î�©�Ù�å�b�Ó�–�å  �˜�•�å�»�˜�[�
 [Intrusion Prevention] �±�È�†�¡�Ü�µ�¡�K�r�M��

�«�¸�µ�É 2 [Connecting to IPS] �²�–�”�ß�¢�Î�µ�¡�«�[�
���b�œ�É�©�Ù�å�b�8�N�€�?�†4E�¥�K�r�M��

• [Management IP Address]>8SSM �b'ö#.�Ï�î�º�b  IP �”�»�Þ�«�_�K)F�K�r�M��

• [Other IP Address or Hostname]>8SSM �b�æ�p  IP �”�»�Þ�«�r�S�c�Í�«�º�¡�_�K)F�K�r�M��

�«�¸�µ�É 3 [Port] �Ç�•�î�Ý�»�_�Ï�î�º$��•�†
°�Š�K�
 [Continue] �†�¡�Ü�µ�¡�K�r�M��

�«�¸�µ�É 4 [Enter Network Password] �²�–�”�ß�¢�Î�µ�¡�«�[�
�Ø�î�¨�¡�\�Ã�«�á�î�»�†0ñ�\�M�•�Ç�•�î�Ý�»�_
°�Š
�K�
 [Login] �†�¡�Ü�µ�¡�K�r�M��

�Ç�•�î�Ý�»

• [Device Information]>8���b�_���@/²&g�I�€�r�M��

– [Host Name]>8/²&g�S#Ý�� IPS �b�Í�«�º�¡�†&g�K�r�M��

– [IPS Version]>8/²&g�S#Ý�� IPS �¯�Ç�º�˜�™�”�b�Â�î�ª�Ù�å�†&g�K�r�M��

– [IDM Version]>8/²&g�S#Ý�� IDM �¯�Ç�º�˜�™�”�b�Â�î�ª�Ù�å�†&g�K�r�M��

– [Bypass Mode]>8/²&g�S#Ý���Â�–�Ã�«  �Ô�î�»�†&g�K�r�M�� [On] �r�S�c  [Off] �_0¿���[�A�r�M��

– [Missed Packets Percentage]>8/²&g�S#Ý���»�ƒ�€�S�Ã�£�µ�º�b�m�œ�†&g�K�r�M��

– [IP Address]>8/²&g�S#Ý��4:�Â�º�­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�b  IP �”�»�Þ�«�†&g�K�r�M��

– [Device Type]>8/²&g�S#Ý��4:�Â�º�­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�b�±�–�É�\�Ô�¹�Ý�†&g�K�r�M��

– [Total Data Storage]>8/²&g�S#Ý���Q#Ý�•+��^�¹�î�±  �«�º�Þ�î�ª�b)r��5��†  MB �"�)�[&g�K�r
�M��

– [Total Sensing Interface]>8/²&g�S#Ý���è%±�–�å�±�î�Ç�™�–�«�b)r�X�†&g�K�r�M��

• [System Resources Status]>8IPS �¯�Ç�º�˜�™�”�b  CPU �>�|�g�Ó�Ô�Ü�b�Q#Ý"g�#�_6õ�M�•���b)+0£�_
���†/²&g�K�r�M��

�Ç�“�–�”�˜�›�î�Ý  �Ô�î�» �­�Ÿ�×�Ü�¸�•  �¥�å�¸�Ÿ�«�º

�Ý�î�¸�µ�» 3ñ4# �©�å�¢�Ý

�Ð�Ý�³

�¥�å�¸�Ÿ�«
�º �©�«�¸�Ò
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'¨  1 'v       ASDM �b�+0[
  [System Home] �Ì�–�å
– /²&g�b�s ��#'�~�b  CPU �Ü�¯�î�«�Q#Ý"á��

– /²&g�b�s ���¹�’  CPU �Ü�¯�î�«�Q#Ý"á��

– /²&g�b�s ��#'�~�b�Ó�Ô�Ü�Q#Ý5���

– /²&g�b�s ���¹�’�Ó�Ô�Ü�Q#Ý5���

– /²&g�b�s ��'5�A�Ó�Ô�Ü��5��\�Q#Ý�•+��^)r�Ó�Ô�Ü��5���

• [Interface Status]>8���b�_���†/²&g�K�r�M��

– [Interface]>8/²&g�S#Ý���K)F�K�Z�8�•�–�å�±�î�Ç�™�–�«�b�±�–�É�†/²&g�K�r�M��3æ�w�™�Ã�£�µ
�º�X�†/²&g�M�•�_�c�
�–�å�±�î�Ç�™�–�«�†4E�¥�K�r�M��

– [Link] >8/²&g�S#Ý���Ü�å�¡  �«�¸�î�±�«�†&g�K�r�M�� Up �r�S�c  Down �b���œ�@�6�~�r�M��

– [Enabled]>8/²&g�S#Ý��#'�~�b�K)F�«�¸�î�±�«�†&g�K�r�M�� Yes>&�–�¿�î�È�Ý>'�r�S�c  No>&�–
�¿�î�È�Ý�[�c�^�8>'�b���œ�@�6�~�r�M��

– [Speed]>8/²&g�S#Ý��#'�~�b�K)F3ÿ�Ø�†&g�K�r�M��

– [Mode]>8/²&g�S#Ý��#'�~�b�Ô�î�»�†&g�K�r�M�� Management �r�S�c  Paired �b���œ�@�6�~�r�M��

• [Alert Summary]>8/²&g�S#Ý���”�Û�î�º�b�Ü�«�º�†�
�m�~�\�Z�}�€�S�Í>& High�
 Med�
 Low�
 Info>'
�\�m�~�\�Z�}�€�S+#�>�b�Û�å�¡�\�\�v�_&g�K�r�M��

• [Alert Profile]>8/²&g�S#Ý���w�™�K�S�”�Û�î�º�†,
�(�E�K�S�¢�Û�Ç�[/²&g�K�r�M���m�~�\�Z�}�€�S
�Í�b  High>&2e>'�
 Med>&;ä>'�
 Low>&)s>'�
 Info>&7÷>'�\�
�m�~�\�Z�}�€�S+#�>�b�Û�å�¡>&�Ð�®�å
�±>'�†�Q#Ý�K�r�M��

• [Auto-Refresh every 10 seconds]>8#'�~�b�Ì�–�å�†  10 &Ê6ë7x�[+¬�·$×�_�Ü�Ç�Þ�µ�©�×�M�•�_�c�
�G
�b�³�™�µ�¡�Î�µ�¡�«�†�œ�å�_�K�r�M��

• [Refresh Page]>8#'�~6ä�8�Z�8�•�Ì�–�å�†�m�·�[�Ü�Ç�Þ�µ�©�×�K�r�M��

�Ô�î�»

���b/²�c�
�G�b�µ+��†�Q#Ý�[�A�•�Ô�î�»�†&g�K�S�v�b�[�M��

[System Home] �Ì�–�å
ASDM �©�«�¸�Ò  �Í�î�Ò  �Ì�–�å�[�c�
4:�Â�º�­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�_6õ�M�•5�0[�^�«�¸�î�±�«�_
���†/²&g�[�A�r�M�� ASDM �©�«�¸�Ò  �Í�î�Ò  �Ì�–�å�_/²&g�I�€�•0ò(ý�b�o�\�‡�]�c�
 ASDM �b�Ú�b��
�d�[�v�g!·�[�A�r�M�@�
�G�b�Ì�–�å�[�c4:�Â�º�­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�b�·�8"g�Â�†�M% �[&�1�
�[�A�r�M�� [System Home] �Ì�–�å�b�«�¸�î�±�«�_���c  10 &Ê6ë7x�[�f�‚�I�€�r�M��

>&�@>' �G�b�Ì�–�å�c�
�­�Ÿ�×�Ü�¸�•  �¥�å�¸�Ÿ�«�º
Æ�T�E�[�Q#Ý�[�A�r�M��

�Ç�“�–�”�˜�›�î�Ý  �Ô�î�» �­�Ÿ�×�Ü�¸�•  �¥�å�¸�Ÿ�«�º

�Ý�î�¸�µ�» 3ñ4# �©�å�¢�Ý

�Ð�Ý�³

�¥�å�¸�Ÿ�«
�º �©�«�¸�Ò
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'¨  1 'v       ASDM �b�+0[
  [System Home] �Ì�–�å
�Ç�•�î�Ý�»

• [Device List]>8�Ø�î�¨�@�K)F�[�A�•�¹�Â�–�«�b�Ü�«�º�†/²&g�K�r�M��0ò(ý�_�X�8�Z�c�
 ���¹�Â�–�«  
�Ü�«�º�� >&P.1-10>' �†�g!·�K�Z�C�T�I�8��

• [Interface Status]>8���b�_���†/²&g�K�r�M��

– [Interface]>8/²&g�S#Ý���K)F�K�Z�8�•�–�å�±�î�Ç�™�–�«�b�±�–�É�†/²&g�K�r�M���–�å�±�î�Ç�™
�–�«�†3û4#�M�•�º�Û�Ç�•�µ�¡�b)r�X�†/²&g�M�•�_�c�
�–�å�±�î�Ç�™�–�«�†4E�¥�K�r�M��

– [Contexts]>8/²&g�b�s ���Ø�î�¨�b#'�~�b�¥�å�¸�Ÿ�«�º>& admin �^�]>'�†&g�K�r�M��

– [Line]>8/²&g�S#Ý���G)z�«�¸�î�±�«�†&g�K�r�M�� Up �r�S�c  Down �b���œ�@�6�~�r�M��

– [Link] >8/²&g�S#Ý���Ü�å�¡  �«�¸�î�±�«�†&g�K�r�M�� Up �r�S�c  Down �b���œ�@�6�~�r�M��

– [Kbps]>8/²&g�S#Ý��#'�~�b�K)F3ÿ�Ø>&�Ÿ�ß�Å�µ�º / &Ê>'�†&g�K�r�M��

• [CPU Status]>8CPU �>�|�g�¥�å�¸�Ÿ�«�º�b�Q#Ý"g�#�_6õ�M�•���b)+0£�_���†&g�K�r�M��

– [Total Usage] �±�È>8/²&g�S#Ý�� CPU �b�œ0£�Q#Ý"á�>�|�g  CPU �œ0£�Q#Ý"á�b�š�T>&&Ê�"�)>'�†
&g�K�r�M��

– [Context Usage] �±�È>8/²&g�S#Ý�� 3 �X�b�g�'>&�¸�î�È�Ý�

Ç�¢�Û�Ç�
�r�S�c�¬�¢�Û�Ç>'�[/²&g
�M�•�¥�å�¸�Ÿ�«�º�b�œ0£�Q#Ý"á�†&g�K�r�M���¸�î�È�Ý  �Å�×�î�[�c�
"I���b�Ü�¯�î�«�b�V�)  5 
�Ø�î�¨�r�S�c�V�)  10 �Ø�î�¨�T�E�†/²&g�M�•�Ç�•�Ý�±�Ü�å�¢�µ+��@�f�j�I�€�r�M���I�}�_�
�G
�b�Å�×�î�_�c�Æ�î�¡�ì�b�Q#Ý"g�#�v/²&g�[�A�r�M��

• [Connection Status]>8�K)F�>�|�g�¥�å�¸�Ÿ�«�º�K)F�b�Q#Ý"g�#�_6õ�M�•���b)+0£�_���†&g�K�r�M��

– [Total Connections] �±�È>8/²&g�S#Ý���K)F�b�œ0£�X�†/²&g�K�r�M��

– [Context Connections] �±�È>8/²&g�S#Ý�� 3 �X�b�g�'>&�¸�î�È�Ý�

Ç�¢�Û�Ç�
�r�S�c�¬�¢�Û�Ç>'
�[/²&g�M�•�¥�å�¸�Ÿ�«�º�K)F�b)r�X�†&g�K�r�M���¸�î�È�Ý  �Å�×�î�[�c�
"I���b�Ü�¯�î�«�b�V
�)  5 �Ø�î�¨�r�S�c�V�)  10 �Ø�î�¨�T�E�†/²&g�M�•�Ç�•�Ý�±�Ü�å�¢�µ+��@�f�j�I�€�r�M���I�}�_�

�G�b�Å�×�î�_�c�Æ�î�¡�ì�b�Q#Ý"g�#�v/²&g�[�A�r�M��

• [Memory Status]>8CPU �>�|�g�¥�å�¸�Ÿ�«�º�b�Q#Ý"g�#�_6õ�M�•���b)+0£�_���†&g�K�r�M��

– [Total Usage] �±�È>8/²&g�S#Ý���Ó�Ô�Ü�œ0£�Q#Ý5�>&MB �"�)>'�>�|�g�Ó�Ô�Ü�œ0£�Q#Ý5��b�š�T
>&MB �"�)>'�†&g�K�r�M��

– [Context Usage] �±�È>8/²&g�S#Ý�� 3 �X�b�g�'>&�¸�î�È�Ý�

Ç�¢�Û�Ç�
�r�S�c�¬�¢�Û�Ç>'�[/²&g
�I�€�S�I�r�J�r�^�¥�å�¸�Ÿ�«�º�[�b�Ó�Ô�Ü�œ0£�Q#Ý5�>& MB �"�)>'�†&g�K�r�M���¸�î�È�Ý  
�Å�×�î�[�c�
"I���b�Ü�¯�î�«�b�V�)  5 �Ø�î�¨�r�S�c�V�)  10 �Ø�î�¨�T�E�†/²&g�M�•�Ç�•�Ý�±�Ü
�å�¢�µ+��@�f�j�I�€�r�M���I�}�_�
�G�b�Å�×�î�_�c�Æ�î�¡�ì�b�Q#Ý"g�#�v/²&g�[�A�r�M��

�Ô�î�»

���b/²�c�
�G�b�µ+��†�Q#Ý�[�A�•�Ô�î�»�†&g�K�S�v�b�[�M��

�Ç�“�–�”�˜�›�î�Ý  �Ô�î�» �­�Ÿ�×�Ü�¸�•  �¥�å�¸�Ÿ�«�º

�Ý�î�¸�µ�» 3ñ4# �©�å�¢�Ý

�Ð�Ý�³

�¥�å�¸�Ÿ�«
�º �©�«�¸�Ò
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C H A P T E R 2

�É�Ü�Ç�“�Þ�å�«�b��*O�>�|�g�¥�å�Ç�•� �×
�Þ�î�©�Ù�å�
0Ç�•�
�Ç�“�–�Ý'ö#.�¶�î�Ý�b�Q
#Ý

�G�b'v�[�c�
�É�Ü�Ç�“�Þ�å�«�_�X�8�Z�
�>�|�g�¥�å�Ç�•� �×�Þ�î�©�Ù�å�
�e8Ÿ0Ç�•�
�Ç�“�–�Ý'ö#.�[�Q
#Ý�•+��^�¶�î�Ý�_�X�8�Z1��Â�K�r�M���G�b8o�[�c�
���b�º�Æ�µ�¡�_�X�8�Z�v�~�V�F�r�M��

• ���É�Ü�Ç�“�Þ�å�«�� >&P.2-1>'

• ���¥�å�Ç�•� �×�Þ�î�©�Ù�å  �¶�î�Ý�� >&P.2-3>'

• ��0Ç�•�¶�î�Ý�� >&P.2-7>'

• ���Ç�“�–�Ý'ö#.�¶�î�Ý�� >&P.2-18>'

�É�Ü�Ç�“�Þ�å�«
�G�b�µ+��_�|�~�
�­�µ�©�Ù�å6ë�[�b�M4Š�b  ASDM �µ+��b�·�8�†�š�f�[�A�r�M��

ASDM �b�I�r�J�r�^0¿���†�š�f�M�•�_�c�
���b�m8p�†��/œ�K�r�M��

�«�¸�µ�É 1 ASDM �”�É�Ü�£�î�©�Ù�å�b�Ó�–�å  �˜�•�å�»�˜�[�
 [Tools] > [Preferences] �b8p�_4E�¥�K�r�M��

[General]�
 [Rules Table]�
�>�|�g  [Syslog Colors] �b  3 �X�b�±�È�b�6�•  [Preferences] �²�–�”�ß�¢�Î�µ�¡
�«�@/²&g�I�€�r�M��

�«�¸�µ�É 2 �G�€�}�b�±�È�b  1 �X�†�¡�Ü�µ�¡�K�Z���b�|�:�_0¿���†��*O�K�r�M�� [General] �±�È�[�c�×#Ý�É�Ü�Ç�“�Þ
�å�«�†�æ���K�
 [Rules Tables] �±�È�[�c  Rules �¸�î�È�Ý�b�É�Ü�Ç�“�Þ�å�«�†�æ���K�
 [Syslog Colors] �±
�È�[�c�
 [Home] �Ì�–�å�_/²&g�I�€�•�©�«�¸�Ò  �ß�¢  �Ó�µ�­�î�ª�b*ü��,
�
�S��,
�
�>�|�g�Ç�›�å�º�b
,
�†�æ���K�r�M��

�«�¸�µ�É 3 [General] �±�È�[�c�
���b8o% �†�æ���K�r�M��

a. ASDM �_�|�W�Z#Õ�B�I�€�•  CLI �¥�Ð�å�»�†/²&g�M�•�_�c�
 [Preview commands before sending 
them to the device] �³�™�µ�¡�Î�µ�¡�«�†�œ�å�_�K�r�M��

b. 4:�Â�º�­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�_0
�X�b�¥�Ð�å�»�†  1 �X�b�¢�Ý�î�É�\�K�Z3æ�™�M�•�_�c�

[Enable cumulative (batch) CLI delivery] �³�™�µ�¡�Î�µ�¡�«�†�œ�å�_�K�r�M��

c. ASDM �†6â�L�•�\�A�_)
�¢�†&�1��M�•�É�ß�å�É�º�@/²&g�I�€�•�|�:�_�M�•�_�c�
 [Confirm before 
exiting ASDM] �³�™�µ�¡�Î�µ�¡�«�†�œ�å�_�K�r�M���G�b�œ�É�©�Ù�å�c�
�¹�Ç�›�Ý�º�[�œ�å�[�M��

d. 2s�·�ì�_  read-only �Ø�î�¨�_�P�K�Z���b�Ó�µ�­�î�ª�†/²&g�M�•�_�c�
 [Show configuration 
restriction message to read-only user] �³�™�µ�¡�Î�µ�¡�«�†�œ�å�_�K�r�M���G�b�œ�É�©�Ù�å�c�
�¹
�Ç�›�Ý�º�[�œ�å�[�M��
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'¨  2 'v       �É�Ü�Ç�“�Þ�å�«�b��*O�>�|�g�¥�å�Ç�•� �×�Þ�î�©�Ù�å�
0Ç�•�
�Ç�“�–�Ý'ö#.�¶�î�Ý�b�Q#Ý
  �É�Ü�Ç�“�Þ�å�«
“You are not allowed to modify the ASA configuration, because you do not have 
sufficient privileges.”

e. �«�¡�Ü�î�å  �Ü�î�²�î�†�–�¿�î�È�Ý�_�M�•�_�c�
 [Enable screen reader support (requires ASDM 
restart)] �³�™�µ�¡�Î�µ�¡�«�†�œ�å�_�K�r�M���G�b�œ�É�©�Ù�å�†�–�¿�î�È�Ý�_�M�•�_�c�
 ASDM �†
Ì
2s�·�M�•�²0[�@�6�~�r�M��

f. �Ø�î�¨�@  VPN �K)F�_�|�W�Z  ASDM �_�”�¡�­�«�M�•�\�A�_1™�Ì�Ó�µ�­�î�ª�†/²&g�M�•�_�c�
 [Warn 
that Easy VPN is enabled when visiting VPN section] �³�™�µ�¡�Î�µ�¡�«�†�œ�å�_�K�r�M���G�b�œ�É
�©�Ù�å�c�
 ASA 5505 �[�T�E�Q#Ý�•+��[�M��

g. Packet Capture Wizard �[�
�Ÿ�Õ�É�³�Õ�I�€�S�Ã�£�µ�º�@/²&g�I�€�•�|�:�_�M�•�_�c�
�¿�µ�º�á�î
�¡  �«�½�Ç�“  �”�É�Ü�£�î�©�Ù�å�b�¡�S�†
°�Š�M�•�?�
�r�S�c  [Browse] �†�¡�Ü�µ�¡�K�Z�æ���K�r�M��

�«�¸�µ�É 4 [Rules Tables] �±�È�[�
���b8o% �†�æ���K�r�M��

a. [Display settings] �[�c�
 [Rules] �¸�î�È�Ý�[�b�Ý�î�Ý�b/²&g�‰�2�†�š�f�[�A�r�M��

– Auto-Expand Prefix �_�ö�Y�8�Z+¬�·�Ž6ä�I�€�S�¿�µ�º�á�î�¡�>�|�g�§�î�Å�«  �œ�È�ª�™�¡�º  �¢
�Ý�î�É�†/²&g�M�•�_�c�
 [Auto-expand network and service object groups with specified prefix] 
�³�™�µ�¡�Î�µ�¡�«�†�œ�å�_�K�r�M��

– [Auto-Expand Prefix] �Ç�•�î�Ý�»�[�
/²&g�I�€�•�\�A�_+¬�·�[�Ž6ä�I�€�•�¿�µ�º�á�î�¡�>�|�g
�§�î�Å�«  �œ�È�ª�™�¡�º  �¢�Ý�î�É�b�É�Þ�Ç�•�µ�¡�«�†�æ���K�r�M��

– �¿�µ�º�á�î�¡�>�|�g�§�î�Å�«  �œ�È�ª�™�¡�º  �¢�Ý�î�É�b�Ó�å�Â�î�\�Q�b�¢�Ý�î�É�¡�†  [Rules] 
�¸�î�È�Ý�_/²&g�M�•�_�c�
 [Show members of network and service object groups] �³�™�µ�¡�Î�µ
�¡�«�†�œ�å�_�K�r�M���³�™�µ�¡�Î�µ�¡�«�@�œ�Ç�b���œ�c�
�¢�Ý�î�É�¡�T�E�@/²&g�I�€�r�M��

– [Limit Members To] �Ç�•�î�Ý�»�_�
/²&g�M�•�¿�µ�º�á�î�¡�>�|�g�§�î�Å�«  �œ�È�ª�™�¡�º  �¢
�Ý�î�É�b�X�†
°�Š�K�r�M���œ�È�ª�™�¡�º  �¢�Ý�î�É  �Ó�å�Â�@/²&g�I�€�•�\�A�_�c�
�q�6�b  n �¶
�b�Ó�å�Â�T�E�@/²&g�I�€�r�M��

– [Rules] �¸�î�È�Ý�_�M�m�Z�b�”�¡�©�Ù�å�†/²&g�M�•�_�c�
 [Show all actions for service policy 
rules] �³�™�µ�¡�Î�µ�¡�«�†�œ�å�_�K�r�M���œ�Ç�b���œ�c�
�§�Ð�Ü�î�@/²&g�I�€�r�M��

b. [Deployment Settings] �[�c�
 [Rules] �¸�î�È�Ý�_�š�f
Æ���†4:#Ý�M�•�\�A�b�­�Ÿ�×�Ü�¸�•  �”�É�Û�–
�”�å�«�b�·�8�†0¿���[�A�r�M��

– �‚�K�8�”�¡�­�«  �Ü�«�º�†4:#Ý�M�•�\�A�_  [NAT] �¸�î�È�Ý�†�¡�Ü�”�M�•�_�c�
 [Issue "clear 
xlate" command when deploying access lists] �³�™�µ�¡�Î�µ�¡�«�†�œ�å�_�K�r�M�� �G�b0¿���_�|
�~�
�­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�[0¿���I�€�•�”�¡�­�«  �Ü�«�º�@�
�M�m�Z�b�š�n�”�»�Þ�«�_
�P�K�Z&����_4:#Ý�I�€�•�|�:�_�K�r�M��

c. [Access Rule Hit Count Settings] �[�c�
 [Access Rules] �¸�î�È�Ý�b�Ä�µ�º�X�†�”�µ�É�¹�î�º�M�•8–
�Ø�†0¿���[�A�r�M���Ä�µ�º�X�c�
�Â&g$×�^�Ý�î�Ý�_�T�E4:#Ý�I�€�r�M���/;ò$×�^�Ý�î�Ý�b�Ä�µ�º�X
�c�
 [Access Rules] �¸�î�È�Ý�_�c/²&g�I�€�r�O�‡��

– [Access Rules] �¸�î�È�Ý�[�Ä�µ�º�X�@+¬�·$×�_�”�µ�É�¹�î�º�I�€�•�|�:�_�M�•�_�c�
 [Update 
access rule hit counts automatically] �³�™�µ�¡�Î�µ�¡�«�†�œ�å�_�K�r�M��

– [Update Frequency] �Ç�•�î�Ý�»�[�
 [Access Rules] �¸�î�È�Ý�b�Ä�µ�º�X�•�Û�Ò�†�”�µ�É�¹�î�º
�M�•8–�Ø�†&Ê�"�)�[�æ���K�r�M���w� �Í�b(
�V�c  10 >|  86400 &Ê�[�M��

�«�¸�µ�É 5 [Syslog Colors] �±�È�[�
���b8o% �†�æ���K�r�M��

• �›5��±�Ø�Þ�Ë�Ý�[�Ó�µ�­�î�ª�b*ü���¸�Ÿ�«�º�r�S�c�S���¸�Ÿ�«�º�b,
�†�š�f�M�•�_�c�
�P�Â�M�•�•
�Û�Ò�†�¡�Ü�µ�¡�K�r�M�� [Pick a Color] �²�–�”�ß�¢�Î�µ�¡�«�@/²&g�I�€�r�M�����b�8�N�€�?�b�±�È
�†4E�¥�K�r�M��

– [Swatches] �±�È�[�c�
�Ã�Þ�µ�º�?�},
�†4E�¥�K�Z  [OK] �†�¡�Ü�µ�¡�K�r�M��

– [HSB] �±�È�[�c�
 [H] �
 [S]�
�>�|�g  [B] 0¿���†�æ���K�Z  [OK] �†�¡�Ü�µ�¡�K�r�M��

– [RGB] �±�È�[�c�
 [Red]�
 [Green]�
�>�|�g  [Blue] 0¿���†�æ���K�Z  [OK] �†�¡�Ü�µ�¡�K�r�M��
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'¨  2 'v       �É�Ü�Ç�“�Þ�å�«�b��*O�>�|�g�¥�å�Ç�•� �×�Þ�î�©�Ù�å�
0Ç�•�
�Ç�“�–�Ý'ö#.�¶�î�Ý�b�Q#Ý
  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �¶�î�Ý
[Severity] �•�Û�Ò�c)…7Ÿ�[�A�r�O�‡���G�b�•�Û�Ò�_�c�
�¡�S�\$��•�H�\�b�›5��±�Ø�Þ�Ë�Ý�@�M0t/²&g�I
�€�r�M��

>&�@>' �É�Ü�Ç�“�Þ�å�«�b�³�™�µ�¡�Î�µ�¡�«�b�œ�å / �œ�Ç�†�)�~�p�<�•�\�
�Q�b�S�g�_�š�f)��Ý�@  .conf �Ç�“�–
�Ý�_�–�Ñ�I�€�
�Q�b�ì!l�[�á�î�¡�«�¸�î�©�Ù�å�[��/œ�p�b�Ú�b�M�m�Z�b  ASDM �­�µ�©�Ù�å�[�Q#Ý�•+�
�_�^�~�r�M���M�m�Z�b�š�f�†�w� �_�M�•�_�c�
 ASDM �†
Ì2s�·�M�•�²0[�@�6�~�r�M��

�Ô�î�»

���b/²�c�
�G�b�µ+��†�Q#Ý�[�A�•�Ô�î�»�†&g�K�S�v�b�[�M��

�¥�å�Ç�•� �×�Þ�î�©�Ù�å  �¶�î�Ý
�G�b8o�[�c�
���b�º�Æ�µ�¡�_�X�8�Z�v�~�V�F�r�M��

• �� Reset Device to the Factory Default Configuration��>&P.2-3>'

• �� Save Running Configuration to TFTP Server��>&P.2-4>'

• �� Save Internal Log Buffer to Flash��>&P.2-5>'

• ���¥�Ð�å�»�Û�–�å  �–�å�±�î�Ç�™�–�«�� >&P.2-5>'

• �� Show Commands Ignored by ASDM on Device��>&P.2-7>'

Reset Device to the Fact ory Default Configuration

�¹�Ç�›�Ý�º  �¥�å�Ç�•� �×�Þ�î�©�Ù�å�_�c�
 ASDM �†�Q#Ý�K�Z4:�Â�º�­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�_�K
)F�M�•�S�u�_�²0[�^�q�`7H�b�¥�Ð�å�»�@�µ�r�€�Z�8�r�M��

>&�@>' �G�b�µ+��c�
�Ý�î�¸�µ�»  �Ç�“�–�”�˜�›�î�Ý  �Ô�î�»�[�b�s�Q#Ý�[�A�r�M���º�Û�å�«�Ì�”�Þ�å�º  �Ô�î�»�b
���œ�
�–�å�±�î�Ç�™�–�«�b  IP �”�»�Þ�«�@�§�Ï�î�º�I�€�r�O�‡���I�}�_�
�G�b�µ+��c�©�å�¢�Ý  �¥�å�¸�Ÿ
�«�º  �Ô�î�»�[�b�s�Q#Ý�[�A�r�M���¥�å�Ç�•� �×�Þ�î�©�Ù�å�@�¡�Ü�”�I�€�S�­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å
�«�_�c�
�G�b�µ+��†�Q#Ý�K�Z+¬�·$×�_0¿���M�•��*O�í�s�b�¥�å�¸�Ÿ�«�º�@�6�~�r�O�‡��

4:�Â�º�­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�†�d����,´�ì�b�¹�Ç�›�Ý�º  �¥�å�Ç�•� �×�Þ�î�©�Ù�å�_�Ü�­�µ�º�M
�•�_�c�
���b�m8p�†��/œ�K�r�M��

�«�¸�µ�É 1 �Ó�–�å  ASDM �”�É�Ü�£�î�©�Ù�å  �˜�•�å�»�˜�[�
 [File] > [Reset Device to the Factory Default 
Configuration] �b8p�_4E�¥�K�r�M��

[Reset Device to the Default Configuration] �²�–�”�ß�¢�Î�µ�¡�«�@/²&g�I�€�r�M��

�Ç�“�–�”�˜�›�î�Ý  �Ô�î�» �­�Ÿ�×�Ü�¸�•  �¥�å�¸�Ÿ�«�º

�Ý�î�¸�µ�» 3ñ4# �©�å�¢�Ý

�Ð�Ý�³

�¥�å�¸�Ÿ�«
�º �©�«�¸�Ò

• • • • •
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'¨  2 'v       �É�Ü�Ç�“�Þ�å�«�b��*O�>�|�g�¥�å�Ç�•� �×�Þ�î�©�Ù�å�
0Ç�•�
�Ç�“�–�Ý'ö#.�¶�î�Ý�b�Q#Ý
  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �¶�î�Ý

] 

 

�«�¸�µ�É 2 �¹�Ç�›�Ý�º  �”�»�Þ�«�b  192.168.1.1 �†�Q#Ý�M�•�æ�ƒ�~�_�
'ö#.�–�å�±�î�Ç�™�–�«�b'ö#.  IP �”�»�Þ�«�†

°�Š�K�r�M���S#Ý'ö#.�–�å�±�î�Ç�™�–�«�†
��<�•4:�Â�º�­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�b���œ�
�Q�b�–
�å�±�î�Ç�™�–�«�c�� Management0/0���\�ç�d�€�r�M���Ú�b4:�Â�º�­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�b���œ�

0¿���í�s�–�å�±�î�Ç�™�–�«�c  Ethernet 1 �[�
 �� inside���\�ç�d�€�r�M��

�«�¸�µ�É 3 �»�ß�µ�É�²�˜�å  �Ü�«�º�?�}  [Management>&�r�S�c  Inside>' Subnet Mask] �†4E�¥�K�r�M��

�«�¸�µ�É 4 �G�b0¿���†
Æ4Š�Ç�Û�µ�©�×  �Ó�Ô�Ü�_�–�Ñ�M�•�_�c�
 [File] > [Save Running Configuration to Flash] �†
4E�¥�K�r�M���G�b�œ�É�©�Ù�å�†4E�¥�M�•�\�
�è�S�_ �©�«�¸�Ò�ì�I �[�9�b���d�†0¿���K�Z�8�•���œ�[�v�

��/œ�¥�å�Ç�•� �×�Þ�î�©�Ù�å�@�«�±�î�º�”�µ�É  �¥�å�Ç�•� �×�Þ�î�©�Ù�å�b�¹�Ç�›�Ý�º�b���d�_�–�Ñ�I
�€�r�M���¥�å�Ç�•� �×�Þ�î�©�Ù�å�†�¡�Ü�”�K�S���œ�c�
�G�b�Ã�«�v�¡�Ü�”�I�€�Z�8�r�M���d����,´�ì�b
�¥�å�Ç�•� �×�Þ�î�©�Ù�å�b�Ÿ
–�‹�
4:�Â�º�­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�†���G�_�Ü�ß�î�»�M�•�\�A�_�


Æ4Š�Ç�Û�µ�©�× �Ó�Ô�Ü�b�q�6�b�–�Ó�î�ª�?�}�G�b�¹�Â�–�«�@�È�î�º�K�r�M��
Æ4Š�Ç�Û�µ�©�×  �Ó�Ô�Ü�_
�–�Ó�î�ª�@�^�8���œ�
4:�Â�º�­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�c�È�î�º�K�r�O�‡��

�Ô�î�»

���b/²�c�
�G�b�µ+��†�Q#Ý�[�A�•�Ô�î�»�†&g�K�S�v�b�[�M��

Save Running Configuration to TFTP Server

�G�b�µ+��_�|�~�
#'�~�b��/œ�¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ç�“�–�Ý�b�¥�Æ�î�†  TFTP �§�î�Â�_�–�Ñ�K�r�M��

��/œ�¥�å�Ç�•� �×�Þ�î�©�Ù�å�†  TFTP �§�î�Â�_�–�Ñ�M�•�_�c�
���b�m8p�†��/œ�K�r�M��

�«�¸�µ�É 1 �Ó�–�å  ASDM �”�É�Ü�£�î�©�Ù�å  �˜�•�å�»�˜�[�
 [File] > [Save Running Configuration to TFTP Server
�b8p�_4E�¥�K�r�M��

[Save Running Configuration to TFTP Server] �²�–�”�ß�¢�Î�µ�¡�«�@/²&g�I�€�r�M��

�«�¸�µ�É 2 TFTP �§�î�Â�b  IP �”�»�Þ�«�\�
�¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ç�“�–�Ý�b�–�Ñ
›�\�^�•  TFTP �§�î�Â�V�b
�Ç�“�–�Ý  �Ã�«�†
°�Š�K�Z�
 [Save Configuration] �†�¡�Ü�µ�¡�K�r�M��

>&�@>' �¹�Ç�›�Ý�º�b  TFTP 0¿���†/œ�:�_�c�
 [Configuration] > [Device Management] > [Management
Access] > [File Access] > [TFTP Client] �b8p�_4E�¥�K�r�M���G�b0¿���†/œ�W�S�‹�c�
�G�b�²�–
�”�ß�¢�Î�µ�¡�«�_�
 TFTP �§�î�Â�b  IP �”�»�Þ�«�\  TFTP �§�î�Â�V�[�b�Ç�“�–�Ý  �Ã�«�@+¬�·$×�_
/²&g�I�€�r�M��

�Ô�î�»

���b/²�c�
�G�b�µ+��†�Q#Ý�[�A�•�Ô�î�»�†&g�K�S�v�b�[�M��

�Ç�“�–�”�˜�›�î�Ý  �Ô�î�» �­�Ÿ�×�Ü�¸�•  �¥�å�¸�Ÿ�«�º

�Ý�î�¸�µ�» 3ñ4# �©�å�¢�Ý

�Ð�Ý�³

�¥�å�¸�Ÿ�«
�º �©�«�¸�Ò
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'¨  2 'v       �É�Ü�Ç�“�Þ�å�«�b��*O�>�|�g�¥�å�Ç�•� �×�Þ�î�©�Ù�å�
0Ç�•�
�Ç�“�–�Ý'ö#.�¶�î�Ý�b�Q#Ý
  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �¶�î�Ý
Save Internal Log Buffer to Flash

�G�b�µ+��_�|�~�

Æ4Š�ß�¢  �Â�µ�Ç�“�†�Ç�Û�µ�©�×  �Ó�Ô�Ü�_�–�Ñ�[�A�r�M��


Æ4Š�ß�¢ �Â�µ�Ç�“�†�Ç�Û�µ�©�×  �Ó�Ô�Ü�_�–�Ñ�M�•�_�c�
���b�m8p�†��/œ�K�r�M��

�«�¸�µ�É 1 �Ó�–�å  ASDM �”�É�Ü�£�î�©�Ù�å  �˜�•�å�»�˜�[�
 [File] > [Save Internal Log Buffer to Flash] �b8p�_4E
�¥�K�r�M��

[Enter Log File Name] �²�–�”�ß�¢�Î�µ�¡�«�@/²&g�I�€�r�M��

�«�¸�µ�É 2 �q�6�b�œ�É�©�Ù�å�†4E�¥�K�
 LOG-YYYY-MM-DD-hhmmss.txt �g�'�b�¹�Ç�›�Ý�º  �Ç�“�–�Ý�¡�[�ß�¢  
�Â�µ�Ç�“�†�–�Ñ�K�r�M��

�«�¸�µ�É 3 2 $�% �b�œ�É�©�Ù�å�†4E�¥�K�
�Q�b�ß�¢  �Â�µ�Ç�“�b�Ç�“�–�Ý�¡�†�æ���K�r�M��

�«�¸�µ�É 4 �ß�¢  �Â�µ�Ç�“�b�Ç�“�–�Ý�¡�†
°�Š�K�Z  [OK] �†�¡�Ü�µ�¡�K�r�M��

�¥�Ð�å�»�Û�–�å  �–�å�±�î�Ç�™�–�«

�G�b�µ+��_�c�
�¥�Ð�å�»�†4:�Â�º�­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�_3æ�™�K�Z)��Ý�†/²&g�M�•�
�¸�Ÿ�«�º
�Ë�î�«�b�¶�î�Ý�@#Ý�–�I�€�Z�8�r�M��

CLI �¶�î�Ý�_�|�W�Z
°�Š�•+��^�¥�Ð�å�»�c�
�Ø�î�¨�’7H�_�|�W�Z$��^�~�r�M��0ò(ý�_�X�8�Z�c�
 [ �©�«
�¸�Ò'ö#.*…#Ý AAA �b0¿��  ] �Ì�–�å�†�g!·�K�Z�C�T�I�8��    �Ó�–�å  ASDM �”�É�Ü�£�î�©�Ù�å  �˜�•�å�»�˜
�b�W4Š�_�6�•�«�¸�î�±�«�Â�î�b�’7H�Þ�Ë�Ý�†0b�Z�
 CLI "I�’�¥�Ð�å�»�†��/œ�M�•�S�u�_�²0[�^"I�’�@�6
�•�?�]�:�?�†&�1��K�Z�C�T�I�8��

>&�@>' ASDM �b  CLI �¶�î�Ý�?�}
°�Š�K�S�¥�Ð�å�»�c�
4:�Â�º�­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�b�K)F�±�î�Ñ�¼�Ý
�?�}
°�Š�K�S�¥�Ð�å�»�\$��^�•�·�8�†�M�•���œ�@�6�~�r�M��

CLI �¶�î�Ý�†�Q#Ý�M�•�_�c�
���b�m8p�†��/œ�K�r�M��

�«�¸�µ�É 1 �Ó�–�å  ASDM �”�É�Ü�£�î�©�Ù�å  �˜�•�å�»�˜�[�
 [Tools] > [Command Line Interface] �b8p�_4E�¥�K�r
�M��

[Command Line Interface] �²�–�”�ß�¢�Î�µ�¡�«�@/²&g�I�€�r�M��

�«�¸�µ�É 2 �²0[�^�¥�Ð�å�»�b�±�–�É>& 1 /œ�r�S�c0
�X/œ>'�†4E�¥�K�
�»�ß�µ�É�²�˜�å  �Ü�«�º�?�}�¥�Ð�å�»�†4E�¥�M
�•�?�
�r�S�c/²&g�I�€�S�Ç�•�î�Ý�»�_�¥�Ð�å�»�†
°�Š�K�r�M��

�«�¸�µ�É 3 [Send] �†�¡�Ü�µ�¡�K�Z�¥�Ð�å�»�†��/œ�K�r�M��

�Ç�“�–�”�˜�›�î�Ý  �Ô�î�» �­�Ÿ�×�Ü�¸�•  �¥�å�¸�Ÿ�«�º

�Ý�î�¸�µ�» 3ñ4# �©�å�¢�Ý

�Ð�Ý�³

�¥�å�¸�Ÿ�«
�º �©�«�¸�Ò

• • • • •
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'¨  2 'v       �É�Ü�Ç�“�Þ�å�«�b��*O�>�|�g�¥�å�Ç�•� �×�Þ�î�©�Ù�å�
0Ç�•�
�Ç�“�–�Ý'ö#.�¶�î�Ý�b�Q#Ý
  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �¶�î�Ý
�«�¸�µ�É 4 �‚�K�8�¥�Ð�å�»�†
°�Š�M�•�_�c�
 [Clear Response] �†�¡�Ü�µ�¡�K�Z�?�}�
��/œ�M�•�9�b�¥�Ð�å�»�†4E�¥
>&�r�S�c
°�Š>'�K�r�M��

�«�¸�µ�É 5 �G�b�µ+��b"g�#�k�Ñ�Ê�Ý�É�†/²&g�M�•�_�c�
 [Enable context-sensitive help (?)] �³�™�µ�¡�Î�µ�¡�«�†�œ
�å�_�K�r�M���e+&�k�Ñ�Ê�Ý�É�†�¹�•�­�î�È�Ý�_�M�•�_�c�
�G�b�³�™�µ�¡�Î�µ�¡�«�†�œ�Ç�_�K�r�M��

�«�¸�µ�É 6 0¿���†�š�f�K�S���œ�c�
 [Command Line Interface] �²�–�”�ß�¢�Î�µ�¡�«�†6â�L�S�‹�_�
 [Refresh] �†�¡
�Ü�µ�¡�K�Z  ASDM �[�b�š�f
Æ���†/²&g�K�r�M��

�Ô�î�»

���b/²�c�
�G�b�µ+��†�Q#Ý�[�A�•�Ô�î�»�†&g�K�S�v�b�[�M��

�¥�Ð�å�»  �š�Û�î

1��W�S
°�Š�¥�Ð�å�»�_�|�W�Z�š�Û�î�@$Î#Õ�K�S���œ�
�Q�b1��W�S�¥�Ð�å�»�c�«�Ÿ�µ�É�I�€�
�Q�b�Ú�b�¥
�Ð�å�»�c��#.�I�€�r�M�� [Response] 8•�æ�_�c�
�Ú�b6õ4��_���\�\�v�_�
�š�Û�î�@$Î#Õ�K�S�?�]�:�?�_
�X�8�Z�b�_���†&g�M�Ó�µ�­�î�ª�@/²&g�I�€�r�M��

>&�@>' ASDM �c�
�o�\�‡�]�M�m�Z�b  CLI �¥�Ð�å�»�†�§�Ï�î�º�K�Z�8�r�M���¥�Ð�å�»�b�Ü�«�º�_�X�8�Z�c�

�� Cisco Security Appliance Command Reference���†�g!·�K�Z�C�T�I�8��

�–�å�±�Û�¡�¸�•�È  �¥�Ð�å�»

�–�å�±�Û�¡�¸�•�È  �¥�Ð�å�»�c�
 CLI �¶�î�Ý�[�c�§�Ï�î�º�I�€�Z�8�r�O�‡���G�€�}�b�¥�Ð�å�»�†  ASDM 
�[�Q#Ý�M�•�_�c�
���b�¥�Ð�å�»�_&g�M�|�:�_�
 noconfirm �Ÿ�î�á�î�»>&�Q#Ý�[�A�•���œ>'�†�Q#Ý�K�r
�M��

crypto key generate rsa modulus 1024 noconfirm

'ö#.*…6ë�b'‡�œ�b�G4J

'ö#.*…�’7H�†�â�X0
�X�b�Ø�î�¨�@�
4:�Â�º�­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�b��/œ�¥�å�Ç�•� �×�Þ�î�©�Ù
�å�†�”�µ�É�¹�î�º�[�A�r�M�� ASDM �b  CLI �¶�î�Ý�[�¥�å�Ç�•� �×�Þ�î�©�Ù�å�†�š�f�M�•���œ�c�
�”�¡
�¸�•�È�^'ö#.�­�µ�©�Ù�å�@�Ú�_�^�8�G�\�†�¦�S�_&�1��K�Z�C�T�I�8��0
�X�b�Ø�î�¨�@� �ì�_4:�Â�º�­
�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�†0¿���M�•���œ�c�
�q�‚�b�š�f�@�w� �_�^�~�r�M��

� �L4:�Â�º�­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�[#'�~�”�¡�¸�•�È�^�Ú�b'ö#.�­�µ�©�Ù�å�†/²&g�M�•�_�c�

[Monitoring] > [Properties] > [Device Access] �b8p�_4E�¥�K�r�M��

�Ç�“�–�”�˜�›�î�Ý  �Ô�î�» �­�Ÿ�×�Ü�¸�•  �¥�å�¸�Ÿ�«�º

�Ý�î�¸�µ�» 3ñ4# �©�å�¢�Ý

�Ð�Ý�³

�¥�å�¸�Ÿ�«
�º �©�«�¸�Ò
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'¨  2 'v       �É�Ü�Ç�“�Þ�å�«�b��*O�>�|�g�¥�å�Ç�•� �×�Þ�î�©�Ù�å�
0Ç�•�
�Ç�“�–�Ý'ö#.�¶�î�Ý�b�Q#Ý
  0Ç�•�¶�î�Ý
Show Commands Ignored  by ASDM on Device

�G�b�µ+��_�|�~�
 ASDM �@�§�Ï�î�º�K�Z�8�^�8�¥�Ð�å�»�b�M0t�†/²&g�[�A�r�M��3û�–  ASDM �c�
�G�€
�}�b�¥�Ð�å�»�†!“0i�K�r�M�� ASDM �c�
�Ø�î�¨�b��/œ�¥�å�Ç�•� �×�Þ�î�©�Ù�å�b�¥�Ð�å�»�†�š�f�
�P
7V�M�•�G�\�c�6�~�r�O�‡��0ò(ý�_�X�8�Z�c�
 �� �§�Ï�î�º�I�€�Z�8�^�8�¥�Ð�å�» ���†�g!·�K�Z�C�T�I�8��

ASDM �[�§�Ï�î�º�I�€�Z�8�^�8�¥�Ð�å�»�b�M0t�†/²&g�M�•�_�c�
���b�m8p�†��/œ�K�r�M��

�«�¸�µ�É 1 �Ó�–�å  ASDM �”�É�Ü�£�î�©�Ù�å  �˜�•�å�»�˜�[�
 [Tools] > [Show Commands Ignored by ASDM on 
Device] �b8p�_4E�¥�K�r�M��

�«�¸�µ�É 2 �ö�¢�K�S�}�
 [OK]  �†�¡�Ü�µ�¡�K�r�M��

�Ô�î�»

���b/²�c�
�G�b�µ+��†�Q#Ý�[�A�•�Ô�î�»�†&g�K�S�v�b�[�M��

0Ç�•�¶�î�Ý
ASDM �_�c�
�e8Ÿ�b�º�Û�È�Ý�©�×�î�¸�•�å�¢�[�Q#Ý�[�A�•0Ç�•�¶�î�Ý  �­�µ�º�@�6�~�r�M���G�b8o�[
�c�
���b�º�Æ�µ�¡�_�X�8�Z�v�~�V�F�r�M��

• �� Packet Tracer��>&P.2-7>'

• �� ping��>&P.2-8>'

• �� traceroute��>&P.2-11>'

• ��'ö#.*…�_�|�•�¡�Û�–�”�å�º�Þ�«  SSL VPN �Ø�î�¨�l�b�”�Û�î�º�� >&P.2-12>'

• �� ASDM Java �¥�å�¯�î�Ý�� >&P.2-13>'

• �� Packet Capture Wizard��>&P.2-13>'

Packet Tracer

�Ã�£�µ�º  �º�Þ�î�§  �¶�î�Ý�c�
�Ã�£�µ�º  �«�½�Ç�•�å�¢�\�¿�µ�º�á�î�¡7€��'à�d"I���b�S�u�b�Ã�£�µ�º3ã
2§�†��#'�M�•�\�\�v�_�
�Ã�£�µ�º�_6õ�M�•0ò(ý�_���\4:�Â�º�­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�_�|�•�Ã
�£�µ�º�b��#.�‰�2�†&g�K�r�M���¥�å�Ç�•� �×�Þ�î�©�Ù�å  �¥�Ð�å�»�_�|�W�Z�Ã�£�µ�º�@�»�ß�µ�É�I�€�S
�b�[�c�^�8���œ�
�Ã�£�µ�º  �º�Þ�î�§  �¶�î�Ý�c�
�Q�b�N�I�_6õ�M�•�_���†�ƒ�?�~�x�M�C�f�j�K�r�M���S
�\�<�d�
!“� �^�Ê�µ�²�î�è0É�@�N�I�[�Ã�£�µ�º�@�»�ß�µ�É�I�€�S���œ�c�
���b�Ó�µ�­�î�ª�@/²&g�I�€�r
�M��

“packet dropped due to bad ip header (reason).”

�Ç�“�–�”�˜�›�î�Ý  �Ô�î�» �­�Ÿ�×�Ü�¸�•  �¥�å�¸�Ÿ�«�º

�Ý�î�¸�µ�» 3ñ4# �©�å�¢�Ý

�Ð�Ý�³

�¥�å�¸�Ÿ�«
�º �©�«�¸�Ò
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'¨  2 'v       �É�Ü�Ç�“�Þ�å�«�b��*O�>�|�g�¥�å�Ç�•� �×�Þ�î�©�Ù�å�
0Ç�•�
�Ç�“�–�Ý'ö#.�¶�î�Ý�b�Q#Ý
  0Ç�•�¶�î�Ý
�Ã�£�µ�º�†�Ÿ�Õ�É�³�Õ�M�•�T�E�[�^�C�
4:�Â�º�­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�†�Q#Ý�K�Z�Ã�£�µ�º�b�M
4Š��)
�†�º�Þ�î�«�K�
�Ã�£�µ�º�@�•���]�>�~�·�8�M�•�?�]�:�?�†&�1��[�A�r�M���Ã�£�µ�º  �º�Þ�î�§  
�¶�î�Ý�[�c���b�G�\�@�[�A�r�M��

• �¿�µ�º�á�î�¡
Æ�_�»�ß�µ�É�M�•�M�m�Z�b�Ã�£�µ�º�†�¹�Â�µ�¢�M�•��

• �¥�å�Ç�•� �×�Þ�î�©�Ù�å�@�–�W�K�S�\�>�~�_�µ+��K�Z�8�•�?�†&�1��M�•��

• �Ã�£�µ�º�_4:�)�^�Ý�î�Ý�\�
�Ý�î�Ý�†3ã�•�M�•  CLI /œ�b/²&g

• �¹�î�±  �Ã�«
Æ�[�b�Ã�£�µ�º�š�ì�†�ì(Ô�4�[/²&g�M�•��

• �¹�î�±  �Ã�«�[�Ã�£�µ�º�†�º�Þ�î�«�K�r�M��

�Ã�£�µ�º  �º�Þ�î�§�†6ä�C�_�c�
���b�m8p�†��/œ�K�r�M��

�«�¸�µ�É 1 �Ó�–�å  ASDM �”�É�Ü�£�î�©�Ù�å  �˜�•�å�»�˜�[�
 [Tools] > [Packet Tracer] �b8p�_4E�¥�K�r�M��

[Cisco ASDM Packet Tracer] �²�–�”�ß�¢�Î�µ�¡�«�@/²&g�I�€�r�M��

�«�¸�µ�É 2 �»�ß�µ�É�²�˜�å  �Ü�«�º�?�}�Ã�£�µ�º  �º�Þ�î�«�b3æ�™
–�–�å�±�î�Ç�™�–�«�†4E�¥�K�r�M��

�«�¸�µ�É 3 �Ã�£�µ�º  �º�Þ�î�«�b�É�ß�º�¥�Ý  �±�–�É�†�æ���K�r�M���æ���[�A�•�É�ß�º�¥�Ý  �±�–�É�c�
 ICMP�
 IP�

TCP�
�>�|�g  UDP �[�M��

�«�¸�µ�É 4 [Source IP Address] �Ç�•�î�Ý�»�_�Ã�£�µ�º  �º�Þ�î�«�b3æ�™
–�”�»�Þ�«�†
°�Š�K�r�M��

�«�¸�µ�É 5 �»�ß�µ�É�²�˜�å  �Ü�«�º�?�}�Ã�£�µ�º  �º�Þ�î�«�b3æ�™
–�Ï�î�º�†4E�¥�K�r�M��

�«�¸�µ�É 6 [Destination IP Address] �Ç�•�î�Ý�»�_�
�Ã�£�µ�º  �º�Þ�î�«�b��
›  IP �”�»�Þ�«�†
°�Š�K�r�M��

�«�¸�µ�É 7 �»�ß�µ�É�²�˜�å  �Ü�«�º�?�}�Ã�£�µ�º  �º�Þ�î�«�b��
›�Ï�î�º�†4E�¥�K�r�M��

�«�¸�µ�É 8 [Start] �†�¡�Ü�µ�¡�K�Z�
�Ã�£�µ�º�†�º�Þ�î�«�K�r�M��

[Information Display Area] �_�
�Ã�£�µ�º  �º�Þ�î�«�b0ò(ý�_���@/²&g�I�€�r�M��

>&�@>' �Ã�£�µ�º  �º�Þ�î�«�†�¢�Û�Ç�•�•�Ý�_/²#'�M�•�_�c�
 [Show animation] �³�™�µ�¡�Î�µ�¡�«�†�œ�å�_�K�r
�M��

�Ô�î�»

���b/²�c�
�G�b�µ+��†�Q#Ý�[�A�•�Ô�î�»�†&g�K�S�v�b�[�M��

ping

ping �¶�î�Ý�c�
4:�Â�º�­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�>�|�g6õ�€�M�•3û�™�Ü�å�¡�b�¥�å�Ç�•� �×�Þ�î
�©�Ù�å�>�|�g�·�8�†�è0É�M�•���œ�
�r�S�Ú�b�¿�µ�º�á�î�¡  �¹�Â�–�«�†�¸�«�º�M�•���œ�_�}�<�[�M��

�Ç�“�–�”�˜�›�î�Ý  �Ô�î�» �­�Ÿ�×�Ü�¸�•  �¥�å�¸�Ÿ�«�º

�Ý�î�¸�µ�» 3ñ4# �©�å�¢�Ý

�Ð�Ý�³

�¥�å�¸�Ÿ�«
�º �©�«�¸�Ò
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'¨  2 'v       �É�Ü�Ç�“�Þ�å�«�b��*O�>�|�g�¥�å�Ç�•� �×�Þ�î�©�Ù�å�
0Ç�•�
�Ç�“�–�Ý'ö#.�¶�î�Ý�b�Q#Ý
  0Ç�•�¶�î�Ý
ping �@ IP �”�»�Þ�«�_3æ�™�I�€�•�\�
�Â'Å�@3É�I�€�r�M���G�b�É�ß�­�«�†�Q#Ý�K�Z�
�¿�µ�º�á�î�¡  �¹�Â
�–�«�c�
%&�«�_�è���
1‘�9�
�>�|�g�¸�«�º�M�•�G�\�@�[�A�r�M��

ping �¶�î�Ý�[�c�
 ICMP>&RFC-777 �>�|�g  RFC-792 �_0°3U>'�†�Q#Ý�K�Z�
 2 �X�b�¿�µ�º�á�î�¡  �¹�Â�–
�«6ë�[�b�š�¥�î0[�Ó�\�š�¥�î�Â'Å�b�º�Û�å�¨�¡�©�Ù�å�†��*O�K�r�M���š�¥�î0[�Ó�Ã�£�µ�º�c�
�¿�µ�º
�á�î�¡  �¹�Â�–�«�b  IP �”�»�Þ�«�l3æ�™�I�€�r�M���w�™
��b�¹�Â�–�«�c3æ�™
–�\��
›�b�”�»�Þ�«�†3ë�_�K
�Z�?�}�
�Q�b�Ã�£�µ�º�†�š�¥�î�Â'Å�\�K�Z3æ�~3É�K�r�M��

ping �¶�î�Ý�†�Q#Ý�M�•�_�c�
���b�m8p�†��/œ�K�r�M��

�«�¸�µ�É 1 �Ó�–�å  ASDM �”�É�Ü�£�î�©�Ù�å  �˜�•�å�»�˜�[�
 [Tools] > [Ping] �b8p�_4E�¥�K�r�M��

[Ping] �²�–�”�ß�¢�Î�µ�¡�«�@/²&g�I�€�r�M��

�«�¸�µ�É 2 [IP Address] �Ç�•�î�Ý�»�_�
 ICMP �š�¥�î0[�Ó�Ã�£�µ�º�b��
›  IP �”�»�Þ�«�†
°�Š�K�r�M��

>&�@>' [Configuration] > [Firewall] > [Objects] > [Network Objects/Groups] �Ì�–�å�[�Í�«�º�¡�@�m�~
�\�Z�}�€�Z�8�•���œ�c�
 IP �”�»�Þ�«�b�æ�ƒ�~�_�Í�«�º�¡�†�Q#Ý�[�A�r�M��

�«�¸�µ�É 3 >&�õ�–>'�»�ß�µ�É�²�˜�å  �Ü�«�º�?�}�
�š�¥�î0[�Ó�Ã�£�µ�º�†3æ�™�M�•�­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�b�–
�å�±�î�Ç�™�–�«�†4E�¥�K�r�M���æ���K�^�8���œ�
�­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�c�Ý�î�¸�•�å�¢  �¸�î�È
�Ý�†1*�m�
��
›�”�»�Þ�«�†0b�X�E�Z�²0[�^�–�å�±�î�Ç�™�–�«�†�Q#Ý�K�r�M��

�«�¸�µ�É 4 [Ping] �†�¡�Ü�µ�¡�K�Z�
�æ���K�S�–�å�±�î�Ç�™�–�«�r�S�c�¹�Ç�›�Ý�º�b�–�å�±�î�Ç�™�–�«�?�}�
�æ���K
�S IP �”�»�Þ�«�_  ICMP �š�¥�î0[�Ó�Ã�£�µ�º�†3æ�™�K�
�Â'Å�±�–�Ð�î�†6ä���K�r�M��

�Â'Å�c  [Ping Output] 8•�æ�_/²&g�I�€�r�M�� IP �”�»�Þ�«�l�b  ping �c  3 �G3æ�™�I�€�
)��Ý�c���b�Ç�•�î
�Ý�»�_/²&g�I�€�r�M��

• ping �@3æ�™�I�€�S�¹�Â�–�«�b  IP �”�»�Þ�«�r�S�c�¹�Â�–�«�¡>&0¿���I�€�Z�8�•���œ>' ���Í�«�º�x�¿�µ
�º�á�î�¡�_�m�~�\�Z�S�¹�Â�–�«�¡�c�
)��Ý�@�� NO response���[�v/²&g�I�€�•���œ�@�6�~�r�M��

• ping �@3æ�™�I�€�•�\�
�æ���K�S�q�±�Í�X�r�~�±�–�Ò�”�˜�º�Í�[�Ñ�Ü&Ê�±�–�Ð�î�@�8�·�K�r�M���G
�b�±�–�Ð�î�c�
$��^�•�Ý�î�º�x�”�¡�¸�•�Å�¸�•  �Þ�Ë�Ý�b%&�P�Â'Å�ì6ë�†�¸�«�º�M�•�b�_�}�<�[�M��

• ping �b��/œ)��Ý�b�[>8

Sending 5, 100-byte ICMP Echos to out-pc, timeout is 2 seconds:
!!!!!
Success rate is 100 percent (5/5), round-trip min/avg/max = 1/1/1 ms
If the ping fails, the output is as follows:
Sending 5, 100-byte ICMP Echos to 10.132.80.101, timeout is 2 seconds:
?????
Success rate is 0 percent (0/5)

�«�¸�µ�É 5 �‚�K�8  IP �”�»�Þ�«�†
°�Š�M�•�_�c�
 [Clear Screen] �†�¡�Ü�µ�¡�K�Z�
 [Ping Output] 8•�æ�?�}�S�b�Â'Å
�†�P7V�K�r�M��

�Ô�î�»

���b/²�c�
�G�b�µ+��†�Q#Ý�[�A�•�Ô�î�»�†&g�K�S�v�b�[�M��
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'¨  2 'v       �É�Ü�Ç�“�Þ�å�«�b��*O�>�|�g�¥�å�Ç�•� �×�Þ�î�©�Ù�å�
0Ç�•�
�Ç�“�–�Ý'ö#.�¶�î�Ý�b�Q#Ý
  0Ç�•�¶�î�Ý
ping �¶�î�Ý�b�Q�8�‰

'ö#.*…�c�
���b�‰�2�[  ASDM �b  ping �–�å�±�Û�¡�¸�•�È0Ç�•�¶�î�Ý�†�Q#Ý�[�A�r�M��

• 2 �X�b�–�å�±�î�Ç�™�–�«6ë�b�Ý�î�É�Â�µ�¡  �¸�«�º>8� �L�­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�[�M�‰�b�–
�å�±�î�Ç�™�–�«�?�}%&�m
��b�–�å�±�î�Ç�™�–�«�_  ping �†�¥4Š�Ý�î�É�Â�µ�¡  �¸�«�º�\�K�Z2s�·�M�•
�\�
�n�‰�b�–�å�±�î�Ç�™�–�«�b�ö�•$×�^���”�µ�É���«�¸�î�±�«�>�|�g�·�8�†�è0É�[�A�r�M��

• �­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�l�b  ping 3æ�™>8ping �¶�î�Ý�_�|�~�
�9�b�­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å
�«�b�–�å�±�î�Ç�™�–�«�_  ping �†3æ�™�K�
�Q�b�–�å�±�î�Ç�™�–�«�@�”�µ�É�K�Z�8�Z�Â'Å�M�•�G�\�†
&�1��[�A�r�M��

• �­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�†3û4#�M�•  ping 3æ�™>8ping �¶�î�Ý�?�}$Î�™�K�S  ping �Ã�£�µ�º�c�

�¹�Â�–�«�_�¥�?�:3õ�p�
�p6ë�_�6�•�­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�†3û4#�M�•���œ�@�6�~�r�M���š
�¥�î  �Ã�£�µ�º�c�
3É�I�€�•�\�A�_�Q�b�–�å�±�î�Ç�™�–�«�†�g�‰�\�v3û4#�K�r�M���G�b�m8p�_�|�W
�Z�
�p6ë�_�6�•/æ*(�b�–�å�±�î�Ç�™�–�«�
�·�8�
�Â'Å�ì6ë�_�X�8�Z�b�ö�•$×�^�¸�«�º�@�[�A�r�M��

• �¿�µ�º�á�î�¡  �¹�Â�–�«�b$2�ƒ�K�8�·�8�†�¸�«�º�M�•�S�u�b  ping 3æ�™>8�G�–�_�µ+��K�Z�8�^�8�\�î
�ƒ�€�•�¿�µ�º�á�î�¡  �¹�Â�–�«�_�P�K�Z�
4:�Â�º�­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�b�–�å�±�î�Ç�™�–�«
�?�}  ping �†3æ�™�[�A�r�M���–�å�±�î�Ç�™�–�«�@�G�K�C0¿���I�€�Z�8�•�_�v�?�?�ƒ�}�N�š�¥�î�†�w
�™�K�^�8���œ�c�
�¹�Â�–�«�_�e8Ÿ�@�6�•�\*ƒ�<�}�€�r�M��

• �p6ë�b3û�™"g�Â�†�¸�«�º�M�•���œ�b  ping 3æ�™>8�G�–�_�µ+��K�
�š�¥�î0[�Ó�†3É�M�G�\�@�ƒ�?�W�Z
�8�•�¿�µ�º�á�î�¡  �¹�Â�–�«�_�P�K�Z�
4:�Â�º�­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�b�–�å�±�î�Ç�™�–�«�?
�}  ping �†3æ�™�[�A�r�M���š�¥�î�†�w�™�K�S���œ�
�p6ë�_�6�•�¹�Â�–�«�@�M�m�Z�G�–�_�·�8�K�
"@
#.$×�_�G�K�C�K)F�I�€�Z�8�•�G�\�@&�1��I�€�S�G�\�_�^�~�r�M��

ping �¶�î�Ý�b�º�Û�È�Ý�©�×�î�¸�•�å�¢

ping �†3æ�™�K�Z�š�¥�î�†�w�™�K�^�8���œ�c�
4:�Â�º�­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�b�¥�å�Ç�•� �×�Þ�î
�©�Ù�å�r�S�c�·�8�_�š�Û�î�@�6�•�G�\�v�N�I�\�K�Z*ƒ�<�}�€�r�M���²�N�K�v  ping �†3æ�™�K�S IP �”�»�Þ
�«�?�}�Â'Å�@�^�8�G�\�@�N�I�[�6�•�\�c7H�~�r�O�‡�� ping �¶�î�Ý�†�Q#Ý�K�Z�
4:�Â�º�­�Ÿ�×�Ü�¸�•  �”
�É�Û�–�”�å�«�b�–�å�±�î�Ç�™�–�«�?�}�
�–�å�±�î�Ç�™�–�«�_�
�r�S�c�–�å�±�î�Ç�™�–�«�†3û4#�I�O�Z  
ping �†3æ�™�M�•�S�_�
���b�ö�•$×�^&�1��†/œ�W�Z�C�T�I�8��

• [Configuration] > [Device Setup] > [Interfaces] �b8p�_4E�¥�K�Z�
 �–�å�±�î�Ç�™�–�«�@0¿���I�€�Z�8
�•�G�\�†&�1��K�r�M��

• �«�–�µ�³�x�Ý�î�±�^�]3û�™�Ã�«�b�p6ë�¹�Â�–�«�[�
�Ú�b�±�–�É�b�¿�µ�º�á�î�¡  �º�Û�Ç�•�µ�¡�@�G
�–�_4Ä�™�I�€�Z�8�•�G�\�†&�1��K�r�M��

• [Monitoring] > [Interfaces] > [Interface Graphs] �b8p�_4E�¥�K�Z�
 ���¤%±�b�G�–�^��3æ�™
–�?�}�b�Ú
�b�±�–�É�b�º�Û�Ç�•�µ�¡�@3û4#�M�•�G�\�†&�1��K�r�M��

�Ç�“�–�”�˜�›�î�Ý  �Ô�î�» �­�Ÿ�×�Ü�¸�•  �¥�å�¸�Ÿ�«�º

�Ý�î�¸�µ�» 3ñ4# �©�å�¢�Ý

�Ð�Ý�³

�¥�å�¸�Ÿ�«
�º �©�«�¸�Ò

• • • • •
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'¨  2 'v       �É�Ü�Ç�“�Þ�å�«�b��*O�>�|�g�¥�å�Ç�•� �×�Þ�î�©�Ù�å�
0Ç�•�
�Ç�“�–�Ý'ö#.�¶�î�Ý�b�Q#Ý
  0Ç�•�¶�î�Ý
�­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�b�–�å�±�î�Ç�™�–�«�?�}�b  ping 3æ�™

�–�å�±�î�Ç�™�–�«�b�ö�•$×�^�¸�«�º�†/œ�:���œ�c�
�G�–�_�µ+��K�
�p6ë3û�™�Ã�«�†)�#ä�K�Z�Â'Å�†3É�M
�G�\�@�ƒ�?�W�Z�8�•�¿�µ�º�á�î�¡  �¹�Â�–�«�_�P�K�Z�
4:�Â�º�­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�b�–�å�±�î
�Ç�™�–�«�?�}  ping 3æ�™�†6ä���[�A�r�M���ö�•$×�^�¸�«�º�b���œ�c�
���b�m8p�†�²�N��/œ�K�Z�C�T�I�8��

• ���¤%±�b�G�–�^���¹�Â�–�«�@�
4:�Â�º�­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�b�–�å�±�î�Ç�™�–�«�?�}3æ�™�I
�€�S  ping �†�w�™�M�•�G�\�†&�1��K�r�M�� ping �†�w�™�K�^�8���œ�c�
3æ�™�Á�î�»�˜�™�”�r�S�c�–�å
�±�î�Ç�™�–�«�b�¥�å�Ç�•� �×�Þ�î�©�Ù�å�_�e8Ÿ�@�6�•�•+��ö�@�6�~�r�M��

• 4:�Â�º�­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�b�–�å�±�î�Ç�™�–�«�@�G�K�C0¿���I�€�Z�8�•�_�v�?�?�ƒ�}�N�

���¤%±�b�G�–�^���¹�Â�–�«�?�}�š�¥�î�Â'Å�†�w�™�K�^�8���œ�c�
�–�å�±�î�Ç�™�–�«  �Á�î�»�˜�™�”�b
�w�™�µ+��_�e8Ÿ�@�6�•�\*ƒ�<�}�€�r�M�� ���¤%±�b�G�–�^���w�™�µ+��†�â�X�9�b�–�å�±�î�Ç�™�–�«�[�

� �L���¤%±�b�G�–�^���¹�Â�–�«�_�P�K�Z  ping �†3æ�™�K�Z�š�¥�î�†�w�™�[�A�•���œ�
�q�6�b�–�å
�±�î�Ç�™�–�«�b�Á�î�»�˜�™�”�b�w�™�µ+��_�e8Ÿ�@�6�•�\&�1��I�€�S�G�\�_�^�~�r�M��

�­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�b�–�å�±�î�Ç�™�–�«�l�b  ping 3æ�™

4:�Â�º�­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�b�–�å�±�î�Ç�™�–�«�_  ping �†3æ�™�K�|�:�\�M�•���œ�c�
 [Tools] > 
[Ping] �b8p�_4E�¥�K�Z�
�Q�b�–�å�±�î�Ç�™�–�«�[  ping �Â'Å>&ICMP �š�¥�î�Â'Å >' �@�–�¿�î�È�Ý�_�^�W
�Z�8�•�G�\�†&�1��K�Z�C�T�I�8�� ping �µ+��@�¹�•�­�î�È�Ý�_�^�W�Z�8�•�\�
4:�Â�º�­�Ÿ�×�Ü�¸�•  �”�É
�Û�–�”�å�«�c�Ú�b�¹�Â�–�«�x�¯�Ç�º�˜�™�”  �”�É�Ü�£�î�©�Ù�å�?�}�è���I�€�N�
 ASDM �b  ping �¶�î�Ý�_
�Â'Å�K�r�O�‡��

�­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«)�#ä�b  ping �b��/œ  

���¤%±�b�G�–�^��3æ�™
–�?�}�b�Ú�b�±�–�É�b�¿�µ�º�á�î�¡  �º�Û�Ç�•�µ�¡�@4:�Â�º�­�Ÿ�×�Ü�¸�•  �”�É�Û�–
�”�å�«�†3û4#�K�Z�8�•�G�\�†&�1��M�•�_�c�
 [Monitoring] > [Interfaces] > [Interface Graphs] �r�S�c  
SNMP 'ö#.�«�¸�î�©�Ù�å�†4E�¥�K�r�M��


Æ4Š�Í�«�º�?�}�¥4Š�Í�«�º�l�b  ping 3æ�™�†�–�¿�î�È�Ý�_�M�•�_�c�
 [Configuration] > [Firewall] > 
[Objects] > [Network Objects/Groups] �b8p�_4E�¥�K�Z�

Æ4Š�>�|�g�¥4Š�–�å�±�î�Ç�™�–�«�b�g�‰�b  
ICMP �”�¡�­�«�†�G�K�C0¿���K�r�M��

traceroute

Traceroute �¶�î�Ý�_�|�~�
�Ã�£�µ�º�@��
›�_�?%T�M�•�r�[�b�Ý�î�º�†�8�•�[�A�r�M���G�b�¶�î�Ý�c�
3æ
�™�I�€�•�›�É�ß�î�È�b)��Ý�†���Š�K�r�M�����Š�b�›/œ�@  1 �X�b  TTL �Í�_�P�Â�K�r�M>&�¼8p>' �����b/²
�_�
�G�b�¶�î�Ý�_�|�W�Z���Š�I�€�•0°�•�b�M0t�†&g�K�r�M��

Traceroute �¶�î�Ý�†�Q#Ý�M�•�_�c�
���b�m8p�†��/œ�K�r�M��

���Š0°�• 1��Â

* �±�–�Ò�”�˜�º�b�‡6ë
Æ�_�É�ß�î�È�l�b�Â'Å�†�w�™�K�r�O�‡�[�K�S��

nn msec �›�À�î�»�[�
�æ���K�S�X�b�É�ß�î�È�b�Û�˜�å�»�º�Ü�µ�É�_�?�?�•�ì6ë>&�Ñ�Ü&Ê>' ��

!N. ICMP �¿�µ�º�á�î�¡�_�?4)�[�A�r�O�‡��

!H ICMP �Í�«�º�_�?4)�[�A�r�O�‡��

!P ICMP �É�ß�º�¥�Ý�_�?4)�[�A�r�O�‡��

!A ICMP �@0¿���_�|�W�Z&—�F�I�€�Z�8�r�M��

? ICMP �b�N�I�Y�Â�b�š�Û�î�@$Î#Õ�K�r�K�S��
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'¨  2 'v       �É�Ü�Ç�“�Þ�å�«�b��*O�>�|�g�¥�å�Ç�•� �×�Þ�î�©�Ù�å�
0Ç�•�
�Ç�“�–�Ý'ö#.�¶�î�Ý�b�Q#Ý
  0Ç�•�¶�î�Ý
�«�¸�µ�É 1 �Ó�–�å  ASDM �”�É�Ü�£�î�©�Ù�å  �˜�•�å�»�˜�[�
 [Tools] > [Traceroute] �b8p�_4E�¥�K�r�M��

[Traceroute] �²�–�”�ß�¢�Î�µ�¡�«�@/²&g�I�€�r�M��

�«�¸�µ�É 2 �Ý�î�º  �º�Þ�î�«�b�P1ß�\�^�•�Í�«�º�b�¡�S�†
°�Š�K�r�M���Í�«�º�¡�@�æ���I�€�Z�8�•���œ�c�

[Configuration] > [Firewall] > [Objects] > [Network Objects/Groups] �b8p�_4E�¥�K�Z�¡�S�†��*O�M�•
�?�
�r�S�c�G�b�¶�î�Ý�†�–�¿�î�È�Ý�_�M�•�|�:�_  DNS �§�î�Â�†0¿���K�Z�
�Í�«�º�¡�†  IP �”�»�Þ�«�_0Ž
�ô�K�r�M��

�«�¸�µ�É 3 �Â'Å�†�…�µ�K�Z�8�•�\�A�b�K)F�±�–�Ò�”�˜�º�ì6ë�†&Ê�"�)�[
°�Š�K�r�M���¹�Ç�›�Ý�º�c  3 &Ê�[�M��

�«�¸�µ�É 4 UDP �É�ß�î�È  �Ó�µ�­�î�ª�[�Q#Ý�I�€�•��
›�Ï�î�º�†
°�Š�K�r�M���¹�Ç�›�Ý�º�Í�c  33434 �[�M��

�«�¸�µ�É 5 �›  TTL �Þ�Ë�Ý�[3æ�™�I�€�•�É�ß�î�È�X�†
°�Š�K�r�M���¹�Ç�›�Ý�º�c  3 �[�M��

�«�¸�µ�É 6 �q�6�b�É�ß�î�È�b�q�`�>�|�g�q�±  TTL �Í�†�æ���K�r�M���¹�Ç�›�Ý�º�b�q�`�Í�c  1 �[�M���Í�†�±�A�C�M
�•�\�
���u�_/²&g�I�€�•�¤%±�b�Í�µ�É�@�a�^�C�^�~�r�M���¹�Ç�›�Ý�º�b�q�±�Í�c  30 �[�M���º�Þ�î�«
�Ý�î�º�c�
�Ã�£�µ�º�@��
›�_�?4)�M�•�?�
�r�S�c�q�±�Í�_4)�M�•�\)
�¢�K�r�M��

�«�¸�µ�É 7 UDP �É�ß�î�È  �Ó�µ�­�î�ª�[�Q#Ý�I�€�•��
›�Ï�î�º�†
°�Š�K�r�M���¹�Ç�›�Ý�º�Í�c  33434 �[�M��

�«�¸�µ�É 8 �»�ß�µ�É�²�˜�å  �Ü�«�º�?�}�
�Ã�£�µ�º  �º�Þ�î�«�b3æ�™
–�–�å�±�î�Ç�™�–�«�r�S�c  IP �”�»�Þ�«�†4E�¥�K
�r�M���G�b  IP �”�»�Þ�«�c�8�N�€�?�b�–�å�±�î�Ç�™�–�«�b  IP �”�»�Þ�«�_�M�•�²0[�@�6�~�r�M���º�Û�å�«
�Ì�”�Þ�å�º  �Ô�î�»�[�c�
4:�Â�º�­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�b'ö#.  IP �”�»�Þ�«�_�M�•�²0[�@�6�~�r
�M��

�«�¸�µ�É 9 �¡�S0Ž�ô�@0¿���I�€�Z�8�•���œ�
�Q#Ý�I�€�S�Í�µ�É�¡�†���Š)��Ý�_/²&g�M�•�_�c�
 [Reverse Resolve] 
�³�™�µ�¡�Î�µ�¡�«�†�œ�å�_�K�r�M�����Š)��Ý�_  IP �”�»�Þ�«�†/²&g�M�•�_�c�
�G�b�³�™�µ�¡�Î�µ�¡�«�†
�œ�Ç�_�K�r�M��

�«�¸�µ�É 10 UDP �É�ß�î�È  �Ã�£�µ�º�b�æ�ƒ�~�_  ICMP �É�ß�î�È  �Ã�£�µ�º�†�Q#Ý�M�•�|�:�æ���M�•�_�c�
 [Use 
ICMP] �³�™�µ�¡�Î�µ�¡�«�†�œ�å�_�K�r�M��

�«�¸�µ�É 11 [Trace Route] �†�¡�Ü�µ�¡�K�Z�º�Þ�î�«�Ý�î�º�†6ä���K�r�M��

[Traceroute Output] 8•�æ�_�
�º�Þ�î�«�Ý�î�º�b)��Ý�_�X�8�Z�b0ò(ý�^�Ó�µ�­�î�ª�@/²&g�I�€�r�M��

�«�¸�µ�É 12 [Clear Output] �†�¡�Ü�µ�¡�K�Z�‚�K�8�º�Þ�î�«�Ý�î�º�†6ä���K�r�M��

�Ô�î�»

���b/²�c�
�G�b�µ+��†�Q#Ý�[�A�•�Ô�î�»�†&g�K�S�v�b�[�M��

'ö#.*…�_�|�•�¡�Û�–�”�å�º�Þ�«  SSL VPN �Ø�î�¨�l�b�”�Û�î�º

�G�b�µ+��_�|�~�
�¡�Û�–�”�å�º�Þ�«  SSL VPN �Ø�î�¨�_�”�Û�î�º  �Ó�µ�­�î�ª>&�S�\�<�d�
�K)F�«�¸�î�±
�«�_�X�8�Z>'�†3æ�™�[�A�r�M��

�”�Û�î�º  �Ó�µ�­�î�ª�†3æ�™�M�•�_�c�
���b�m8p�†��/œ�K�r�M��

�Ç�“�–�”�˜�›�î�Ý  �Ô�î�» �­�Ÿ�×�Ü�¸�•  �¥�å�¸�Ÿ�«�º

�Ý�î�¸�µ�» 3ñ4# �©�å�¢�Ý

�Ð�Ý�³

�¥�å�¸�Ÿ�«
�º �©�«�¸�Ò
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0Ç�•�
�Ç�“�–�Ý'ö#.�¶�î�Ý�b�Q#Ý
  0Ç�•�¶�î�Ý

 
�«�¸�µ�É 1 �Ó�–�å  ASDM �”�É�Ü�£�î�©�Ù�å  �˜�•�å�»�˜�[�
 [Tools] >  [Administrator's Alert Message to Clientless
SSL VPN Users] �b8p�_4E�¥�K�r�M��

[Administrator's Alert Message to Clientless SSL VPN Users] �²�–�”�ß�¢�Î�µ�¡�«�@/²&g�I�€�r�M��

�«�¸�µ�É 2 3æ�™�M�•�‚0d�r�S�c)…7Ÿ�í�s�b�”�Û�î�º
Æ���†
°�Š�K�Z�
 [Post Alert] �†�¡�Ü�µ�¡�K�r�M��

�«�¸�µ�É 3 #'�~�b�”�Û�î�º
Æ���†�P7V�K�Z�‚�K�8�”�Û�î�º
Æ���†
°�Š�M�•�_�c�
 [Cancel Alert] �†�¡�Ü�µ�¡�K�r�M��

�Ô�î�»

���b/²�c�
�G�b�µ+��†�Q#Ý�[�A�•�Ô�î�»�†&g�K�S�v�b�[�M��

ASDM Java �¥�å�¯�î�Ý

ASDM Java �¥�å�¯�î�Ý�†�Q#Ý�K�Z�
 ASDM �š�Û�î�b�º�Û�È�Ý�©�×�î�¸�•�å�¢�_�z'g�X�
0°6��I�€�S�š
�å�º�Ü�†�¸�Ÿ�«�º�g�'�[/²&g�>�|�g�¥�Æ�î�[�A�r�M���G�b�¶�î�Ý�_�”�¡�­�«�M�•�_�c�
�Ó�–�å  ASDM 
�”�É�Ü�£�î�©�Ù�å  �˜�•�å�»�˜�[�
 [Tools] > [ASDM Java Console] �b8p�_4E�¥�K�r�M��

�Ô�î�»

���b/²�c�
�G�b�µ+��†�Q#Ý�[�A�•�Ô�î�»�†&g�K�S�v�b�[�M��

Packet Capture Wizard

Packet Capture Wizard �†�Q#Ý�K�Z�
�š�Û�î�b�º�Û�È�Ý�©�×�î�¸�•�å�¢�†/œ�:���œ�b�Ÿ�Õ�É�³�Õ�†0¿��
�>�|�g��/œ�[�A�r�M���Ÿ�Õ�É�³�Õ�[�c�
�”�¡�­�«  �Ü�«�º�†�Q#Ý�K�Z�
3æ�™
–�\��
›�b�”�»�Þ�«�\�Ï�î
�º�
�>�|�g  1 �X�è�V�b�–�å�±�î�Ç�™�–�«�_�Ÿ�Õ�É�³�Õ�I�€�•�º�Û�Ç�•�µ�¡�b�±�–�É�†�D7H�[�A�r�M���G
�b�˜�•�¨�î�»�c�

°���Š�–�å�±�î�Ç�™�–�«�b�Q�€�R�€�[�Ÿ�Õ�É�³�Õ�†  1 �G��/œ�K�r�M���Ÿ�Õ�É�³�Õ�K�S
�Ã�£�µ�º�c�
 PC �_�–�Ñ�K�Z�Ã�£�µ�º  �”�¼�Û�–�¨�[�(�Ò�[�A�r�M��

>&�@>' �G�b�¶�î�Ý�c�
�¡�Û�–�”�å�º�Þ�«  SSL VPN �Ÿ�Õ�É�³�Õ�†�§�Ï�î�º�K�Z�8�r�O�‡��

�Ÿ�Õ�É�³�Õ�†0¿���>�|�g��/œ�M�•�_�c�
���b�m8p�†��/œ�K�r�M��

�Ç�“�–�”�˜�›�î�Ý  �Ô�î�» �­�Ÿ�×�Ü�¸�•  �¥�å�¸�Ÿ�«�º

�Ý�î�¸�µ�» 3ñ4# �©�å�¢�Ý

�Ð�Ý�³

�¥�å�¸�Ÿ�«
�º �©�«�¸�Ò

• • • • •

�Ç�“�–�”�˜�›�î�Ý  �Ô�î�» �­�Ÿ�×�Ü�¸�•  �¥�å�¸�Ÿ�«�º

�Ý�î�¸�µ�» 3ñ4# �©�å�¢�Ý

�Ð�Ý�³

�¥�å�¸�Ÿ�«
�º �©�«�¸�Ò

• • • • •
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0Ç�•�
�Ç�“�–�Ý'ö#.�¶�î�Ý�b�Q#Ý
  0Ç�•�¶�î�Ý
�«�¸�µ�É 1 �Ó�–�å  ASDM �”�É�Ü�£�î�©�Ù�å  �˜�•�å�»�˜�[�
 [Wizards] > [Packet Capture Wizard] �b8p�_4E�¥�K�r
�M��

[Overview of Packet Capture] #ì8��_�c�
�˜�•�¨�î�»�†�ö�¢�M�•�r�[�_/œ�:�±�«�¡�b�M0t�@/²&g�I�€�r
�M��

�«�¸�µ�É 2 [Next] �†�¡�Ü�µ�¡�K�Z  [Ingress Traffic Selector] #ì8��†/²&g�K�r�M��

�«�¸�µ�É 3 �»�ß�µ�É�²�˜�å  �Ü�«�º�?�}�

°�Š�–�å�±�î�Ç�™�–�«>&
Æ4Š�r�S�c�¥4Š>'�†4E�¥�K�r�M��

�«�¸�µ�É 4 3æ�™
–�Í�«�º�b  IP �”�»�Þ�«�†
°�Š�K�
�»�ß�µ�É�²�˜�å  �Ü�«�º�?�}�¿�µ�º�á�î�¡  IP �”�»�Þ�«�†4E�¥�K
�r�M��

�«�¸�µ�É 5 �»�ß�µ�É�²�˜�å  �Ü�«�º�?�}�É�ß�º�¥�Ý�†4E�¥�K�r�M��

�«�¸�µ�É 6 4E�¥�K�S�É�ß�º�¥�Ý�_�|�W�Z�c�
3æ�™
–�Ï�î�º�b�§�î�Å�«�\��
›�Ï�î�º�b�§�î�Å�«�b�g�‰�†��*O�M�•�²
0[�v�6�~�r�M�����b�8�N�€�?�b�œ�É�©�Ù�å�†4E�¥�K�r�M��

• All Services

• Service group>&�»�ß�µ�É�²�˜�å  �Ü�«�º�?�}4E�¥>'

• Service>&�¦�S��*O�í�s�Ã�Û�Ó�î�±�b�­�µ�º�_�‘�W�Z4E�¥>'

�«�¸�µ�É 7 [Next] �†�¡�Ü�µ�¡�K�Z�
 [Egress Traffic Selector] #ì8��†/²&g�K�r�M��

�«�¸�µ�É 8 �»�ß�µ�É�²�˜�å  �Ü�«�º�?�}���Š�–�å�±�î�Ç�™�–�«�†4E�¥�K�r�M��

�«�¸�µ�É 9 3æ�™
–�Í�«�º�b  IP �”�»�Þ�«�†
°�Š�K�
�»�ß�µ�É�²�˜�å  �Ü�«�º�?�}�¿�µ�º�á�î�¡  IP �”�»�Þ�«�†4E�¥�K
�r�M��

>&�@>' 3æ�™
–�Ï�î�º�b�§�î�Å�«�>�|�g��
›�Ï�î�º�b�§�î�Å�«�c�
 [Ingress Traffic Selector] #ì8��[�b4E
�¥�_�ö�Y�8�Z1��s�v�~�S#Ý�_�^�~�r�M��

�«�¸�µ�É 10 [Next] �†�¡�Ü�µ�¡�K�Z  [Buffers] #ì8��†/²&g�K�r�M���Â�µ�Ç�“  �§�–�¬�c�
�Ÿ�Õ�É�³�Õ�@�Ã�£�µ�º�†�–�Ñ
�M�•�S�u�_�Q#Ý�•+��^�Ó�Ô�Ü�b�q�±��5��[�M���Ã�£�µ�º  �§�–�¬�c�
�Ÿ�Õ�É�³�Õ�@�–�â�[�A�•�q6×�b�Ã
�£�µ�º�[�M���[�A�•7H�~�¨�C�b�_���†�Ÿ�Õ�É�³�Õ�M�•�S�u�
�q6×�Ã�£�µ�º  �§�–�¬�†�Q#Ý�M�•�G�\�†�N
�á�K�r�M��

�«�¸�µ�É 11 �Ã�£�µ�º  �§�–�¬�†
°�Š�K�r�M���w� �^�§�–�¬(
�V�c  14 >|  1522 �Â�–�º�[�M��

�«�¸�µ�É 12 �Â�µ�Ç�“  �§�–�¬�†
°�Š�K�r�M���w� �^�§�–�¬(
�V�c  1534 >|  33554432 �Â�–�º�[�M��

�«�¸�µ�É 13 �Ÿ�Õ�É�³�Õ�I�€�S�Ã�£�µ�º�†�–�Ñ�M�•�_�c�
 [Use circular buffer] �³�™�µ�¡�Î�µ�¡�«�†�œ�å�_�K�r�M��

>&�@>' �G�b0¿���†4E�¥�M�•�\�
�M�m�Z�b�Â�µ�Ç�“  �«�º�Þ�î�ª�@�Q#Ý�I�€�Z�8�•���œ�
�Ÿ�Õ�É�³�Õ�c�q
�v�‚�8�Ã�£�µ�º�l�b�V�i�A�†���u�r�M��

�«�¸�µ�É 14 [Next] �†�¡�Ü�µ�¡�K�Z  [Summary] #ì8��†/²&g�K�r�M��#ì8��_�

°�Š�K�S�º�Û�Ç�•�µ�¡  �­�Þ�¡�±�\�Â�µ
�Ç�“  �Ã�Û�Ó�î�±�@/²&g�I�€�r�M��

�«�¸�µ�É 15 [Next] �†�¡�Ü�µ�¡�K�Z  [Run Capture] #ì8��†/²&g�K�
���_  [Start] �†�¡�Ü�µ�¡�K�Z�Ã�£�µ�º�b�Ÿ�Õ�É
�³�Õ�†6ä���K�r�M�� [Stop] �†�¡�Ü�µ�¡�K�Z�Ÿ�Õ�É�³�Õ�†)
�¢�K�r�M��

�«�¸�µ�É 16 �g�~�b�Â�µ�Ç�“  �«�Ì�î�«�†&�1��M�•�_�c�
 [Get Capture Buffer] �†�¡�Ü�µ�¡�K�r�M��#'�~�b�Ã�£�µ�º�b

Æ���†�P7V�K�Z�
�Â�µ�Ç�“�_�9�b�Ã�£�µ�º�†�Ÿ�Õ�É�³�Õ�M�•�«�Ì�î�«�†&��–�M�•�_�c�
 [Clear Buffer 
on Device] �†�¡�Ü�µ�¡�K�r�M��

�«�¸�µ�É 17 [Save captures] �†�¡�Ü�µ�¡�K�Z�
 [Save Capture] �²�–�”�ß�¢�Î�µ�¡�«�†/²&g�K�r�M���Ÿ�Õ�É�³�Õ�K�S�Ã
�£�µ�º�†�–�Ñ�M�•�\�A�b�g�'�\�K�Z�
 [ASCII]  �r�S�c  [PCAP] �†4E�¥�K�r�M��
°�Š�Ÿ�Õ�É�³�Õ�
���Š
�Ÿ�Õ�É�³�Õ�
�r�S�c�Q�b�g�‰�†�–�Ñ�M�•�œ�É�©�Ù�å�†4E�¥�[�A�r�M��
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0Ç�•�
�Ç�“�–�Ý'ö#.�¶�î�Ý�b�Q#Ý
  0Ç�•�¶�î�Ý
�«�¸�µ�É 18 
°�Š�Ã�£�µ�º  �Ÿ�Õ�É�³�Õ�†�–�Ñ�M�•�_�c�
 [Save Ingress Capture] �†�¡�Ü�µ�¡�K�Z  [Save capture file] �²
�–�”�ß�¢�Î�µ�¡�«�†/²&g�K�r�M�� PC �V�[�b�«�º�Þ�î�ª�b���d�†�æ���K�
 [Save] �†�¡�Ü�µ�¡�K�r�M��

�«�¸�µ�É 19 ���Š�Ã�£�µ�º  �Ÿ�Õ�É�³�Õ�†�–�Ñ�M�•�_�c�
 [Save Egress Capture] �†�¡�Ü�µ�¡�K�Z  [Save capture file] �²
�–�”�ß�¢�Î�µ�¡�«�†/²&g�K�r�M�� PC �V�[�b�«�º�Þ�î�ª�b���d�†�æ���K�
 [Save] �†�¡�Ü�µ�¡�K�r�M��

�«�¸�µ�É 20 [Close] �†�¡�Ü�µ�¡�K�
���_  [Finish] �†�¡�Ü�µ�¡�K�Z�˜�•�¨�î�»�†)
�¢�K�r�M��

�Ô�î�»

���b/²�c�
�G�b�µ+��†�Q#Ý�[�A�•�Ô�î�»�†&g�K�S�v�b�[�M��

Packet Capture Wizard �b�Ç�•�î�Ý�»�_��

�G�G�[�c�
���b
Æ���_�X�8�Z1��Â�K�r�M��

• �� Ingress Traffic Selector��>&P.2-15>'

• �� Egress Traffic Selector��>&P.2-16>'

• �� Buffers��>&P.2-16>'

• �� Summary��>&P.2-17>'

• ���Ÿ�Õ�É�³�Õ�b��/œ�� >&P.2-17>'

• ���Ÿ�Õ�É�³�Õ�b�–�Ñ�� >&P.2-18>'

Ingress Traffic Selector

[Ingress Traffic Selector] �²�–�”�ß�¢�Î�µ�¡�«�[�c�
�Ã�£�µ�º  �Ÿ�Õ�É�³�Õ�b
°�Š�–�å�±�î�Ç�™�–�«�
3æ
�™
–�\��
›�b�Í�«�º / �¿�µ�º�á�î�¡�
�>�|�g�É�ß�º�¥�Ý�†0¿���[�A�r�M��

�Ç�•�î�Ý�»

• [Ingress Interface]>8
°�Š�–�å�±�î�Ç�™�–�«�¡�†�æ���K�r�M��

• [Source Host/Network]>8
°�Š3æ�™
–�Í�«�º�>�|�g�¿�µ�º�á�î�¡�†�æ���K�r�M��

• [Destination Host/Network]>8
°�Š��
›�Í�«�º�>�|�g�¿�µ�º�á�î�¡�†�æ���K�r�M��

• [Protocol]>8�Ÿ�Õ�É�³�Õ�M�•�É�ß�º�¥�Ý  �±�–�É�†�æ���K�r�M>& ah�
 eigrp�
 esp�
 gre�
 icmp�

icmp6�
 igmp�
 igrp�
 ip�
 ipinip�
 nos�
 ospf�
 pcp�
 pim�
 snp�
 tcp�
�r�S�c  udp>'��

– [ICMP type]>8ICMP �É�ß�º�¥�Ý�b�s�b  ICMP �±�–�É�†�æ���K�r�M>& all�
 alternate address�

conversion-error�
 echo�
 echo-reply�
 information-reply�
 information-request�
 mask-reply�

mask-request�
 mobile-redirect�
 parameter-problem�
 redirect�
 router-advertisement�

router-solicitation�
 source-quench�
 time-exceeded�
 timestamp-reply�
 timestamp-request�

traceroute�
�r�S�c  unreachable>'��

– [Source/Destination Port Services]>8TCP �>�|�g  UDP �É�ß�º�¥�Ý�b�s�b3æ�™
–�>�|�g��
›�Ï�î
�º�b�§�î�Å�«�†�æ���K�r�M��

�Ç�“�–�”�˜�›�î�Ý  �Ô�î�» �­�Ÿ�×�Ü�¸�•  �¥�å�¸�Ÿ�«�º

�Ý�î�¸�µ�» 3ñ4# �©�å�¢�Ý

�Ð�Ý�³

�¥�å�¸�Ÿ�«
�º �©�«�¸�Ò

• • • • •
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[All Services]>8�M�m�Z�b�§�î�Å�«�†�æ���K�r�M��

[Service Group]>8�§�î�Å�«  �¢�Ý�î�É�†�æ���K�r�M��

[Service]>8�§�î�Å�«�†�æ���K�r�M>& aol�
 bgp�
 chargen�
 cifx�
 citrix-ica�
 ctiqbe�
 daytime�

discard�
 domain�
 echo�
 exec�
 finger�
 ftp�
 ftp-data�
 gopher�
 h323�
 hostname�
 http�

https�
 ident�
 imap4�
 irc�
 kerberos�
 klogin�
 kshell�
 ldap�
 ldaps�
 login�
 lotusnotes�
 lpd�

netbios-ssn�
 nntp�
 pcanywhere-data�
 pim-auto-rp�
 pop2�
 pop3�
 pptp�
 rsh�
 rtsp�
 sip�

smtp�
 sqlnet�
 ssh�
 sunrpc�
 tacacs�
 talk�
 telnet�
 uucp�
�r�S�c  whois>'��

�Ô�î�»

���b/²�c�
�G�b�µ+��†�Q#Ý�[�A�•�Ô�î�»�†&g�K�S�v�b�[�M��

Egress Traffic Selector

[Egress Traffic Selector] �²�–�”�ß�¢�Î�µ�¡�«�[�c�
�Ã�£�µ�º  �Ÿ�Õ�É�³�Õ�b���Š�–�å�±�î�Ç�™�–�«�
3æ
�™
–�\��
›�b�Í�«�º / �¿�µ�º�á�î�¡�
�>�|�g3æ�™
–�\��
›�Ï�î�º�b�§�î�Å�«�†0¿���[�A�r�M��

�Ç�•�î�Ý�»

• [Egress Interface]>8���Š�–�å�±�î�Ç�™�–�«�¡�†�æ���K�r�M��

• [Source Host/Network]>8���Š3æ�™
–�Í�«�º�>�|�g�¿�µ�º�á�î�¡�†�æ���K�r�M��

• [Destination Host/Network]>8���Š��
›�Í�«�º�>�|�g�¿�µ�º�á�î�¡�†�æ���K�r�M��

• [Protocol]>8
°�Š0¿���ì�_4E�¥�K�S�É�ß�º�¥�Ý  �±�–�É�†�æ���K�r�M��

�Ô�î�»

���b/²�c�
�G�b�µ+��†�Q#Ý�[�A�•�Ô�î�»�†&g�K�S�v�b�[�M��

Buffers

[Buffers] �²�–�”�ß�¢�Î�µ�¡�«�[�c�
�Ã�£�µ�º  �Ÿ�Õ�É�³�Õ�b�Ã�£�µ�º  �§�–�¬�
�Â�µ�Ç�“  �§�–�¬�
�>�|�g
� #”�Â�µ�Ç�“�†�Q#Ý�M�•�?�]�:�?�†0¿���[�A�r�M��

�Ç�•�î�Ý�»

• [Packet Size]>8�Ÿ�Õ�É�³�Õ�@�–�â�[�A�•�q6×�b�Ã�£�µ�º�†�æ���K�r�M���[�A�•�T�E�¨�C�b�_���†
�Ÿ�Õ�É�³�Õ�M�•�S�u�_�
�æ���•+��^�q6×�§�–�¬�†�Q#Ý�K�Z�C�T�I�8��

�Ç�“�–�”�˜�›�î�Ý  �Ô�î�» �­�Ÿ�×�Ü�¸�•  �¥�å�¸�Ÿ�«�º

�Ý�î�¸�µ�» 3ñ4# �©�å�¢�Ý

�Ð�Ý�³

�¥�å�¸�Ÿ�«
�º �©�«�¸�Ò

• • • • —

�Ç�“�–�”�˜�›�î�Ý  �Ô�î�» �­�Ÿ�×�Ü�¸�•  �¥�å�¸�Ÿ�«�º

�Ý�î�¸�µ�» 3ñ4# �©�å�¢�Ý

�Ð�Ý�³

�¥�å�¸�Ÿ�«
�º �©�«�¸�Ò

• • • • —
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'¨  2 'v       �É�Ü�Ç�“�Þ�å�«�b��*O�>�|�g�¥�å�Ç�•� �×�Þ�î�©�Ù�å�
0Ç�•�
�Ç�“�–�Ý'ö#.�¶�î�Ý�b�Q#Ý
  0Ç�•�¶�î�Ý
• [Buffer Size]>8�Ã�£�µ�º�†�–�Ñ�M�•�S�u�_�Ÿ�Õ�É�³�Õ�@�Q#Ý�[�A�•�Ó�Ô�Ü�b�q�±��5��†�æ���K�r
�M��

• [Use circular buffer]>8�Ã�£�µ�º�b�–�Ñ�_� #”�Â�µ�Ç�“�†�Q#Ý�M�•�?�]�:�?�†�æ���K�r�M��� #”�Â�µ
�Ç�“�b�Â�µ�Ç�“  �«�º�Þ�î�ª�@�M�m�Z�Q�8�~�C�I�€�•�\�
�Ÿ�Õ�É�³�Õ�c�q�v�‚�8�Ã�£�µ�º�?�}�V�i
�A�†���u�r�M��

�Ô�î�»

���b/²�c�
�G�b�µ+��†�Q#Ý�[�A�•�Ô�î�»�†&g�K�S�v�b�[�M��

Summary

[Summary] �²�–�”�ß�¢�Î�µ�¡�«�_�c�
�Ã�£�µ�º  �Ÿ�Õ�É�³�Õ�b�º�Û�Ç�•�µ�¡  �­�Þ�¡�±�>�|�g�Â�µ�Ç�“  �Ã
�Û�Ó�î�±�@/²&g�I�€�r�M��

�Ç�•�î�Ý�»

• [Traffic Selectors]>8�S�b�m8p�[�æ���K�S�Ÿ�Õ�É�³�Õ�>�|�g�”�¡�­�«  �Ü�«�º�b�¥�å�Ç�•� �×�Þ�î
�©�Ù�å�†/²&g�K�r�M��

• [Buffer Parameters]>8�S�b�m8p�[�æ���K�S�Â�µ�Ç�“  �Ã�Û�Ó�î�±�†/²&g�K�r�M��

�Ô�î�»

���b/²�c�
�G�b�µ+��†�Q#Ý�[�A�•�Ô�î�»�†&g�K�S�v�b�[�M��

�Ÿ�Õ�É�³�Õ�b��/œ

[Run Captures] �²�–�”�ß�¢�Î�µ�¡�«�[�c�
�Ÿ�Õ�É�³�Õ  �­�µ�©�Ù�å�†6ä���>�|�g�õ�F�[�A�r�M���r�S�

�Ÿ�Õ�É�³�Õ  �Â�µ�Ç�“�b/²&g�
�¿�µ�º�á�î�¡  �”�¼�Û�–�¨  �”�É�Ü�£�î�©�Ù�å�b2s�·�
�Ã�£�µ�º  �Ÿ�Õ�É�³�Õ
�b�–�Ñ�
�>�|�g�Â�µ�Ç�“�b�¡�Ü�”�v��/œ�[�A�r�M��

�Ç�•�î�Ý�»

• [Start]>84E�¥�K�S�–�å�±�î�Ç�™�–�«�[�Ã�£�µ�º  �Ÿ�Õ�É�³�Õ  �­�µ�©�Ù�å�†6ä���K�r�M��

• [Stop]>84E�¥�K�S�–�å�±�î�Ç�™�–�«�[�Ÿ�Õ�É�³�Õ  �­�µ�©�Ù�å�†�õ�F�K�r�M��

• [Get Capture Buffer]>8�–�å�±�î�Ç�™�–�«�[�Ÿ�Õ�É�³�Õ�I�€�S�Ã�£�µ�º�b�«�¼�µ�É�©�Ù�µ�º�†/²&g
�M�•�|�:�æ���K�r�M��

• [Ingress]>8
°�Š�–�å�±�î�Ç�™�–�«�[�b�Ÿ�Õ�É�³�Õ  �Â�µ�Ç�“�†/²&g�K�r�M��

�Ç�“�–�”�˜�›�î�Ý  �Ô�î�» �­�Ÿ�×�Ü�¸�•  �¥�å�¸�Ÿ�«�º

�Ý�î�¸�µ�» 3ñ4# �©�å�¢�Ý

�Ð�Ý�³

�¥�å�¸�Ÿ�«
�º �©�«�¸�Ò

• • • • —

�Ç�“�–�”�˜�›�î�Ý  �Ô�î�» �­�Ÿ�×�Ü�¸�•  �¥�å�¸�Ÿ�«�º

�Ý�î�¸�µ�» 3ñ4# �©�å�¢�Ý

�Ð�Ý�³

�¥�å�¸�Ÿ�«
�º �©�«�¸�Ò

• • • • —
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'¨  2 'v       �É�Ü�Ç�“�Þ�å�«�b��*O�>�|�g�¥�å�Ç�•� �×�Þ�î�©�Ù�å�
0Ç�•�
�Ç�“�–�Ý'ö#.�¶�î�Ý�b�Q#Ý
  �Ç�“�–�Ý'ö#.�¶�î�Ý
– [Launch Network Sniffer Application]>8
°�Š�Ÿ�Õ�É�³�Õ�†�(�Ò�M�•���œ�_�
 [Tools] > 
[Preferences] �[�æ���K�S�Ã�£�µ�º�(�Ò�”�É�Ü�£�î�©�Ù�å�†2s�·�K�r�M��

• [Egress]>8���Š�–�å�±�î�Ç�™�–�«�[�b�Ÿ�Õ�É�³�Õ  �Â�µ�Ç�“�†/²&g�K�r�M��

– [Launch Network Sniffer Application]>8���Š�Ÿ�Õ�É�³�Õ�†�(�Ò�M�•���œ�_�
 [Tools] > 
[Preferences] �[�æ���K�S�Ã�£�µ�º�(�Ò�”�É�Ü�£�î�©�Ù�å�†2s�·�K�r�M��

• [Save Captures]>8
°�Š�Ÿ�Õ�É�³�Õ�\���Š�Ÿ�Õ�É�³�Õ�†  ASCII �r�S�c  PCAP �g�'�[�–�Ñ�[�A�r�M��

• [Clear Buffer on Device]>8�¹�Â�–�«�b�Â�µ�Ç�“�†�¡�Ü�”�K�r�M��

�Ô�î�»

���b/²�c�
�G�b�µ+��†�Q#Ý�[�A�•�Ô�î�»�†&g�K�S�v�b�[�M��

�Ÿ�Õ�É�³�Õ�b�–�Ñ

[Save Captures] �²�–�”�ß�¢�Î�µ�¡�«�[�c�
�Ã�£�µ�º�†�I�}�_�(�Ò�M�•�S�u�_�

°�Š�>�|�g���Š�Ã�£�µ
�º  �Ÿ�Õ�É�³�Õ�†  ASCII �r�S�c  PCAP �Ç�“�–�Ý�g�'�[�–�Ñ�[�A�r�M��

�Ç�•�î�Ý�»

• [ASCII] >8�Ÿ�Õ�É�³�Õ  �Â�µ�Ç�“�†  ASCII �g�'�[�–�Ñ�M�•���œ�_�æ���K�r�M��

• [PCAP]>8�Ÿ�Õ�É�³�Õ  �Â�µ�Ç�“�†  PCAP �g�'�[�–�Ñ�M�•���œ�_�æ���K�r�M��

• [Save ingress capture]>8
°�Š�Ã�£�µ�º  �Ÿ�Õ�É�³�Õ�†�–�Ñ�M�•�Ç�“�–�Ý�†�æ���K�r�M��

• [Save egress capture]>8���Š�Ã�£�µ�º  �Ÿ�Õ�É�³�Õ�†�–�Ñ�M�•�Ç�“�–�Ý�†�æ���K�r�M��

�Ô�î�»

���b/²�c�
�G�b�µ+��†�Q#Ý�[�A�•�Ô�î�»�†&g�K�S�v�b�[�M��

�Ç�“�–�Ý'ö#.�¶�î�Ý
ASDM �_�c�
�ö�•$×�^�Ç�“�–�Ý'ö#.�±�«�¡�†��/œ�M�•�b�_�}�<�^�Ç�“�–�Ý'ö#.�¶�î�Ý  �­�µ�º�@#Ý�–�I
�€�Z�8�r�M���G�b8o�[�c�
���b�º�Æ�µ�¡�_�X�8�Z�v�~�V�F�r�M��

• �� File Management��>&P.2-19>'

• �� Manage Mount Points��>&P.2-20>'

�Ç�“�–�”�˜�›�î�Ý  �Ô�î�» �­�Ÿ�×�Ü�¸�•  �¥�å�¸�Ÿ�«�º

�Ý�î�¸�µ�» 3ñ4# �©�å�¢�Ý

�Ð�Ý�³

�¥�å�¸�Ÿ�«
�º �©�«�¸�Ò

• • • • —

�Ç�“�–�”�˜�›�î�Ý  �Ô�î�» �­�Ÿ�×�Ü�¸�•  �¥�å�¸�Ÿ�«�º

�Ý�î�¸�µ�» 3ñ4# �©�å�¢�Ý

�Ð�Ý�³

�¥�å�¸�Ÿ�«
�º �©�«�¸�Ò

• • • • —
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'¨  2 'v       �É�Ü�Ç�“�Þ�å�«�b��*O�>�|�g�¥�å�Ç�•� �×�Þ�î�©�Ù�å�
0Ç�•�
�Ç�“�–�Ý'ö#.�¶�î�Ý�b�Q#Ý
  �Ç�“�–�Ý'ö#.�¶�î�Ý
• �� CIFS/FTP �Ð�˜�å�º  �Ï�–�å�º�b3ã�• / )…7Ÿ��>&P.2-20>'

• �� CIFS �Ð�˜�å�º  �Ï�–�å�º�b�”�¡�­�«�� >&P.2-21>'

• �� Upgrade Software from Local Computer��>&P.2-22>'

• �� File Transfer��>&P.2-23>'

• �� Upgrade Software from Cisco.com Wizard��>&P.2-24>'

• �� Upload ASDM Assistant Guide��>&P.2-26>'

• �� System Reload��>&P.2-27>'

File Management

�Ç�“�–�Ý'ö#.�¶�î�Ý�_�|�~�
�Ç�Û�µ�©�×  �Ó�Ô�Ü�_�–�Ñ�I�€�Z�8�•�Ç�“�–�Ý�b/²&g�
&ã�·�
�¥�Æ�î�
�>
�|�g�P7V�
�Ç�“�–�Ý�b3?3æ�
�>�|�g�Ü�Ô�î�º  �«�º�Þ�î�ª  �¹�Â�–�«>&�Ð�˜�å�º  �Ï�–�å�º>'�b�Ç�“�–�Ý�b
'ö#.�†/œ�:�G�\�@�[�A�r�M��

>&�@>' �Ð�Ý�³�¥�å�¸�Ÿ�«�º  �Ô�î�»�b���œ�
�G�b�¶�î�Ý�c�©�«�¸�Ò�b�­�Ÿ�×�Ü�¸�•  �¥�å�¸�Ÿ�«�º�[�T�E�Q#Ý�[
�A�r�M��

�Ç�“�–�Ý'ö#.�¶�î�Ý�†�Q#Ý�M�•�_�c�
���b�m8p�†��/œ�K�r�M��

�«�¸�µ�É 1 �Ó�–�å  ASDM �”�É�Ü�£�î�©�Ù�å  �˜�•�å�»�˜�[�
 [Tools] > [File Management] �b8p�_4E�¥�K�r�M��

[File Management] �²�–�”�ß�¢�Î�µ�¡�«�@/²&g�I�€�r�M��

• [Folders] �Ì�–�å�_�c�
�¹�•�«�¡�V�_�6�•�Ç�›�Ý�²�@/²&g�I�€�r�M��

• [Flash Space] �c�
�Ç�Û�µ�©�×  �Ó�Ô�Ü�b�œ0£��5��\�
�Q#Ý�•+��^�Ó�Ô�Ü��5��†&g�K�r�M��

• [Files] 8•�æ�_�c�
4E�¥�K�S�Ç�›�Ý�²�b�Ç�“�–�Ý�_�X�8�Z���b�_���@/²&g�I�€�r�M��

– �Ã�«

– �Ç�“�–�Ý�¡

– �§�–�¬>&�Â�–�º�"�)>'

– �Ÿ�G�ì�I

– 4E�¥�K�S�Ç�“�–�Ý�b'�8®>&�È�î�º  �¥�å�Ç�•� �×�Þ�î�©�Ù�å�
�È�î�º  �–�Ó�î�ª  �Ç�“�–�Ý�

ASDM �–�Ó�î�ª  �Ç�“�–�Ý�
 SVC �–�Ó�î�ª  �Ç�“�–�Ý�
 CSD �–�Ó�î�ª  �Ç�“�–�Ý�
�r�S�c  APCF 
�–�Ó�î�ª  �Ç�“�–�Ý>'�†&g�M�
�«�¸�î�±�«

�«�¸�µ�É 2 4E�¥�K�S�Ç�“�–�Ý�†�È�Û�˜�¨�_/²&g�M�•�_�c�
 [View]  �†�¡�Ü�µ�¡�K�r�M��

�«�¸�µ�É 3 4E�¥�K�S�Ç�“�–�Ý�†�)�~�v�W�Z�9�b�¹�•�Þ�¡�º�Ü�_2��~�Ü�E�•�_�c�
 [Cut] �†�¡�Ü�µ�¡�K�r�M��

�«�¸�µ�É 4 4E�¥�K�S�Ç�“�–�Ý�†�¥�Æ�î�K�Z�9�b�¹�•�Þ�¡�º�Ü�_2��~�Ü�E�•�_�c�
 [Copy] �†�¡�Ü�µ�¡�K�r�M��

�«�¸�µ�É 5 �¥�Æ�î�K�S�Ç�“�–�Ý�†4E�¥�K�S���d�_2��~�Ü�E�•�_�c�
 [Paste] �†�¡�Ü�µ�¡�K�r�M��

�«�¸�µ�É 6 4E�¥�K�S�Ç�“�–�Ý�†�Ç�Û�µ�©�×  �Ó�Ô�Ü�?�}�P7V�M�•�_�c�
 [Delete] �†�¡�Ü�µ�¡�K�r�M��

�«�¸�µ�É 7 �Ç�“�–�Ý�b�¡�S�†�š�f�M�•�_�c�
 [Rename] �†�¡�Ü�µ�¡�K�r�M��

�«�¸�µ�É 8 �Ç�“�–�Ý�†�–�Ñ�M�•�¹�•�Þ�¡�º�Ü�†�‚0d�8�B�M�•�_�c�
 [New Directory] �†�¡�Ü�µ�¡�K�r�M��

�«�¸�µ�É 9 [File Transfer] �²�–�”�ß�¢�Î�µ�¡�«�†6ä�C�_�c�
 [File Transfer] �†�¡�Ü�µ�¡�K�r�M��0ò(ý�_�X�8�Z�c�

�� File Transfer��>&P.2-23>' �†�g!·�K�Z�C�T�I�8��
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'¨  2 'v       �É�Ü�Ç�“�Þ�å�«�b��*O�>�|�g�¥�å�Ç�•� �×�Þ�î�©�Ù�å�
0Ç�•�
�Ç�“�–�Ý'ö#.�¶�î�Ý�b�Q#Ý
  �Ç�“�–�Ý'ö#.�¶�î�Ý
�«�¸�µ�É 10 [Manage Points] �²�–�”�ß�¢�Î�µ�¡�«�†6ä�C�_�c�
 [Mount Points] �†�¡�Ü�µ�¡�K�r�M��0ò(ý�_�X�8�Z�c�

�� Manage Mount Points��>&P.2-20>' �†�g!·�K�Z�C�T�I�8��

�Ô�î�»

���b/²�c�
�G�b�µ+��†�Q#Ý�[�A�•�Ô�î�»�†&g�K�S�v�b�[�M��

Manage Mount Points

�G�b�µ+��_�|�~�
 CIFS �r�S�c  FTP �K)F�†�Q#Ý�K�Z�
�¿�µ�º�á�î�¡  �Ç�“�–�Ý  �©�«�¸�Ò�b�Ü�Ô�î�º  �«�º
�Þ�î�ª>&�Ð�˜�å�º  �Ï�–�å�º>'�†0¿���[�A�r�M���G�b�²�–�”�ß�¢�Î�µ�¡�«�_�c�
�Ð�˜�å�º  �Ï�–�å�º�
�K
)F�±�–�É�
�§�î�Â�¡�r�S�c  IP �”�»�Þ�«�
�>�|�g�–�¿�î�È�Ý�_�I�€�S0¿��>& yes �r�S�c  no>'�b�M0t�@/²
&g�I�€�r�M���Ð�˜�å�º  �Ï�–�å�º�c�
3ã�•�
)…7Ÿ�
�r�S�c�P7V�[�A�r�M��0ò(ý�_�X�8�Z�c�
 �� CIFS/FTP 
�Ð�˜�å�º  �Ï�–�å�º�b3ã�• / )…7Ÿ��>&P.2-20>' �†�g!·�K�Z�C�T�I�8���8�B�‹�_�
 CIFS �Ð�˜�å�º  �Ï�–�å�º�_
�”�¡�­�«�[�A�r�M��0ò(ý�_�X�8�Z�c�
 �� CIFS �Ð�˜�å�º  �Ï�–�å�º�b�”�¡�­�«�� >&P.2-21>' �†�g!·�K�Z�C�T
�I�8��

>&�@>' �©�å�¢�Ý  �Ý�î�¸�µ�»  �Ô�î�»�b  PIX 535 �­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�[�c�
 Manage Mount Point �µ+�
�†�Q#Ý�[�A�r�O�‡��

CIFS/FTP �Ð�˜�å�º  �Ï�–�å�º�b3ã�• / )…7Ÿ

CIFS �Ð�˜�å�º  �Ï�–�å�º�†3ã�•�M�•�_�c�
���b�m8p�†��/œ�K�r�M��

�«�¸�µ�É 1 [Add] �†�¡�Ü�µ�¡�K�
 [CIFS Mount Point] �†4E�¥�K�r�M��

[Add CIFS Mount Point] �²�–�”�ß�¢�Î�µ�¡�«�@/²&g�I�€�r�M��

[Enable mount point] �³�™�µ�¡�Î�µ�¡�«�c�
�¹�Ç�›�Ý�º�[+¬�·$×�_�œ�å�_�^�~�r�M��

�«�¸�µ�É 2 0ñ�\�M�•�Ç�•�î�Ý�»�_�
�Ð�˜�å�º  �Ï�–�å�º�
�§�î�Â�¡�r�S�c  IP �”�»�Þ�«�
�>�|�g
¹�w�¡�†
°�Š�K�r
�M��

�«�¸�µ�É 3 [Authentication] �­�¡�©�Ù�å�[�
 NT �»�Ó�–�å�
�Ø�î�¨�¡�
�>�|�g�Ã�«�á�î�»�†
°�Š�K�
)F�8�Z�Ã�«
�á�î�»�†&�1��K�r�M��

�«�¸�µ�É 4 [OK]  �†�¡�Ü�µ�¡�K�r�M��

FTP �Ð�˜�å�º  �Ï�–�å�º�†3ã�•�M�•�_�c�
���b�m8p�†��/œ�K�r�M��

�«�¸�µ�É 1 [Add] �†�¡�Ü�µ�¡�K�
 [FTP Mount Point] �†4E�¥�K�r�M��

�Ç�“�–�”�˜�›�î�Ý  �Ô�î�» �­�Ÿ�×�Ü�¸�•  �¥�å�¸�Ÿ�«�º

�Ý�î�¸�µ�» 3ñ4# �©�å�¢�Ý

�Ð�Ý�³

�¥�å�¸�Ÿ�«
�º �©�«�¸�Ò

• • • — •
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'¨  2 'v       �É�Ü�Ç�“�Þ�å�«�b��*O�>�|�g�¥�å�Ç�•� �×�Þ�î�©�Ù�å�
0Ç�•�
�Ç�“�–�Ý'ö#.�¶�î�Ý�b�Q#Ý
  �Ç�“�–�Ý'ö#.�¶�î�Ý
[Add FTP Mount Point] �²�–�”�ß�¢�Î�µ�¡�«�@/²&g�I�€�r�M��

[Enable mount point] �³�™�µ�¡�Î�µ�¡�«�c�
�¹�Ç�›�Ý�º�[+¬�·$×�_�œ�å�_�^�~�r�M��

�«�¸�µ�É 2 0ñ�\�M�•�Ç�•�î�Ý�»�_�
�Ð�˜�å�º  �Ï�–�å�º�¡�\�
�§�î�Â�¡�r�S�c  IP �”�»�Þ�«�†
°�Š�K�r�M��

�«�¸�µ�É 3 [FTP Mount Options] �­�¡�©�Ù�å�[�
 [Active Mode] �r�S�c  [Passive Mode] �œ�É�©�Ù�å�†4E�¥�K�r�M��

�«�¸�µ�É 4 �Ü�Ô�î�º  �«�º�Þ�î�ª�†�Ð�˜�å�º�M�•�Ã�«�†
°�Š�K�r�M��

�«�¸�µ�É 5 [Authentication] �­�¡�©�Ù�å�[�
 NT �»�Ó�–�å�
�Ø�î�¨�¡�
�>�|�g�Ã�«�á�î�»�†
°�Š�K�
)F�8�Z�Ã�«
�á�î�»�†&�1��K�r�M��

�«�¸�µ�É 6 [OK]  �†�¡�Ü�µ�¡�K�r�M��

CIFS �Ð�˜�å�º  �Ï�–�å�º�†)…7Ÿ�M�•�_�c�
���b�m8p�†��/œ�K�r�M��

�«�¸�µ�É 1 �š�f�M�•  CIFS �Ð�˜�å�º  �Ï�–�å�º�†4E�¥�K�
 [Edit] �†�¡�Ü�µ�¡�K�r�M��

[Edit CIFS Mount Point] �²�–�”�ß�¢�Î�µ�¡�«�@/²&g�I�€�r�M��

>&�@>' CIFS �Ð�˜�å�º  �Ï�–�å�º�c�š�f�[�A�r�O�‡��

�«�¸�µ�É 2 �g�~�b0¿���_�š�f�†�•�<�
�š�f�@�í�‡�T�}  [OK] �†�¡�Ü�µ�¡�K�r�M��

FTP �Ð�˜�å�º  �Ï�–�å�º�†)…7Ÿ�M�•�_�c�
���b�m8p�†��/œ�K�r�M��

�«�¸�µ�É 1 �š�f�M�•  FTP �Ð�˜�å�º  �Ï�–�å�º�†4E�¥�K�
 [Edit] �†�¡�Ü�µ�¡�K�r�M��

[Edit FTP Mount Point] �²�–�”�ß�¢�Î�µ�¡�«�@/²&g�I�€�r�M��

>&�@>' FTP �Ð�˜�å�º  �Ï�–�å�º�c�š�f�[�A�r�O�‡��

�«�¸�µ�É 2 �g�~�b0¿���_�š�f�†�•�<�
�š�f�@�í�‡�T�}  [OK] �†�¡�Ü�µ�¡�K�r�M��

CIFS �Ð�˜�å�º  �Ï�–�å�º�b�”�¡�­�«

�8�B�‹�_  CIFS �Ð�˜�å�º  �Ï�–�å�º�_�”�¡�­�«�M�•�_�c�
���b�m8p�†��/œ�K�r�M��

�«�¸�µ�É 1 �­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«  CLI �†2s�·�K�r�M��

�«�¸�µ�É 2 mount <name of mount> type cifs �¥�Ð�å�»�†
°�Š�K�
�Ð�˜�å�º�†�8�B�K�r�M��

�«�¸�µ�É 3 show run mount �¥�Ð�å�»�†
°�Š�K�r�M��

���b���Š�@/²&g�I�€�r�M��

>&�@>' �G�b�[�[�c�
�Ð�˜�å�º�¡�c  win2003 �[�M��
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'¨  2 'v       �É�Ü�Ç�“�Þ�å�«�b��*O�>�|�g�¥�å�Ç�•� �×�Þ�î�©�Ù�å�
0Ç�•�
�Ç�“�–�Ý'ö#.�¶�î�Ý�b�Q#Ý
  �Ç�“�–�Ý'ö#.�¶�î�Ý
server kmmwin2003
share sharefolder
username webvpnuser2
password ********
status enable

�«�¸�µ�É 4 dir  �¥�Ð�å�»�†
°�Š�K�
�–�¿�î�È�Ý�_�^�W�Z�8�•�M�m�Z�b�Ð�˜�å�º�†�§�È�¹�•�Þ�¡�º�Ü�\�K�Z/²&g�K�r
�M���G�€�c�
 Windows PC �[�»�Û�–�È�†�Ð�˜�å�º�M�•�b�_���Z�8�r�M���S�\�<�d�
���b���Š)��Ý  
FTP2003:�
 FTPLINUX:�
 win2K: �c0¿���I�€�S�Ð�˜�å�º�[�M��

���_�
 dir  �¥�Ð�å�»�b���Š�[�†&g�K�r�M��

FTP2003: Directory or file name
FTPLINUX: Directory or file name
WIN2003: Directory or file name
all-filesystems List files on all filesystems
disk0: Directory or file name
disk1: Directory or file name
flash: Directory or file name
system: Directory or file name
win2K: Directory or file name

�«�¸�µ�É 5 �Q�b�Ð�˜�å�º�_�P�K�Z  dir  �¥�Ð�å�»�†
°�Š�K�r�M>&�S�\�<�d�
 dir WIN2003>'���Q�K�Z�
�Ç�Û�µ�©�×  �Ó
�Ô�Ü>&disk0:>'�?�}�Ü�«�º�I�€�S�Ð�˜�å�º�b�8�N�€�?�l�
�r�S�c�Ð�˜�å�º�?�}�Ç�Û�µ�©�×�Ó�Ô�Ü�l�Ç�“
�–�Ý�†�¥�Æ�î�K�r�M��

���_�
 dir WIN2003 �¥�Ð�å�»�b���Š�[�†&g�K�r�M��

Directory of WIN2003:/ 
---- 14920928 08:33:36 Apr 03 2009 1_5_0_01-windows-i586-p.exe
---- 33 11:27:16 Jun 07 2007 AArenameIE70
---- 28213021 15:15:22 Apr 03 2009 atest2(3).bin
---- 61946730 12:09:40 Mar 17 2009 atest2.bin
---- 5398366 14:52:10 Jul 28 2008 atest222.bin
---- 2587728 10:07:44 Dec 06 2005 cCITRIXICA32t.exe
---- 1499578 15:26:50 Dec 02 2005 ccore.exe
---- 61946728 11:40:36 Dec 09 2005 CIFSTESTT.bin
---- 2828 13:46:04 May 11 2009 ClientCert.pfx
d--- 16384 14:48:28 Mar 20 2007 cookiefolder
---- 4399 15:58:46 Jan 06 2006 Cookies.plist
---- 2781710 12:35:00 Dec 12 2006 coreftplite1.3.exe
---- 0 10:22:52 Jul 13 2007 coreftplite1.3.exe.download
---- 245760 15:13:38 Dec 21 2005 Dbgview.exe
---- 1408249 11:01:34 Dec 08 2005 expect-5.21r1b1-setup.exe
d--- 16384 14:49:14 Jul 28 2008 folder157
---- 101 09:33:48 Dec 12 2005 FxSasser.log
---- 2307104 09:54:12 Dec 12 2005 ica32t.exe
---- 8732552 10:14:32 Apr 29 2009 iclientSetup_IFen_flex51.exe
d--- 16384 08:32:46 Apr 03 2009 IE8withVistaTitan
---- 15955208 08:34:18 Aug 14 2007 j2re.exe
---- 16781620 13:38:22 Jul 23 2008 jre-1_5_0_06-windows-i586-p.exe
<--- More --->

Upgrade Software from Local Computer

Upgrade Software from Local Computer �¶�î�Ý�_�|�~�
 PC �?�}�Ç�Û�µ�©�×  �Ç�“�–�Ý  �©�«�¸�Ò�_�–�Ó�î
�ª  �Ç�“�–�Ý�†�”�µ�É�ß�î�»�K�
4:�Â�º�­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�†�”�µ�É�¢�Þ�î�»�[�A�r�M��

PC �?�}�¯�Ç�º�˜�™�”�†�”�µ�É�¢�Þ�î�»�M�•�_�c�
���b�m8p�†��/œ�K�r�M��
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'¨  2 'v       �É�Ü�Ç�“�Þ�å�«�b��*O�>�|�g�¥�å�Ç�•� �×�Þ�î�©�Ù�å�
0Ç�•�
�Ç�“�–�Ý'ö#.�¶�î�Ý�b�Q#Ý
  �Ç�“�–�Ý'ö#.�¶�î�Ý
�«�¸�µ�É 1 �Ó�–�å  ASDM �”�É�Ü�£�î�©�Ù�å  �˜�•�å�»�˜�[�
 [Tools] > [Upgrade Software from Local Computer] �b
8p�_4E�¥�K�r�M��

[Upgrade Software from Local Computer] �²�–�”�ß�¢�Î�µ�¡�«�@/²&g�I�€�r�M��

�«�¸�µ�É 2 �»�ß�µ�É�²�˜�å  �Ü�«�º�?�}�
�”�µ�É�ß�î�»�M�•�–�Ó�î�ª  �Ç�“�–�Ý�†4E�¥�K�r�M��

�«�¸�µ�É 3 PC �V�b�Ç�“�–�Ý�l�b�ß�î�•�Ý  �Ã�«�†
°�Š�M�•�?�
�r�S�c  [Browse Local Files] �†�¡�Ü�µ�¡�K�Z  PC �V
�b�Ç�“�–�Ý�†�æ���K�r�M��

�«�¸�µ�É 4 �Ç�Û�µ�©�×  �Ç�“�–�Ý  �©�«�¸�Ò�l�b�Ã�«�†
°�Š�M�•�?�
�r�S�c  [Browse Flash] �†�¡�Ü�µ�¡�K�Z�Ç�Û�µ
�©�×  �Ç�“�–�Ý  �©�«�¸�Ò�b�¹�•�Þ�¡�º�Ü�r�S�c�Ç�“�–�Ý�†�æ���K�r�M��

�«�¸�µ�É 5 [Image to Upload] �†�¡�Ü�µ�¡�K�r�M���”�µ�É�¢�Þ�î�»  �É�ß�­�«�_�c�X�(�?�?�•���œ�@�6�~�r�M���²�N
)
�¢�M�•�r�[�>�…�U�C�T�I�8��

�Ô�î�»

���b/²�c�
�G�b�µ+��†�Q#Ý�[�A�•�Ô�î�»�†&g�K�S�v�b�[�M��

File Transfer

File Transfer �¶�î�Ý�_�|�~�
 HTTP�
 HTTP over SSL�
 TFTP�
 FTP�
�r�S�c  SMB �†�Q#Ý�K�Z�
 PC �r
�S�c�Ç�Û�µ�©�×  �Ç�“�–�Ý  �©�«�¸�Ò�b�ß�î�•�Ý  �Ç�“�–�Ý�†�­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�\�b6ë�[�¥�Æ�î
�[�A�r�M��

�Ç�“�–�Ý�†3?3æ�M�•�_�c�
���b�m8p�†��/œ�K�r�M��

�«�¸�µ�É 1 �Ü�Ô�î�º  �§�î�Â�?�}�Ç�“�–�Ý�†3?3æ�M�•�_�c�
 [Remote server] �œ�É�©�Ù�å�†4E�¥�K�r�M��

�«�¸�µ�É 2 3?3æ�P1ß�_�^�•�¯�î�«  �Ç�“�–�Ý�†��*O�K�r�M��

a. �§�î�Â�b  IP �”�»�Þ�«�†�µ�u�S�Ç�“�–�Ý�b���d�l�b�Ã�«�†4E�¥�K�r�M��

b. �Ü�Ô�î�º  �§�î�Â�b�Ï�î�º$��•�r�S�c�±�–�É>& FTP �b���œ>'�†
°�Š�K�r�M���w� �^  FTP �±�–�É�c��
�b�\�>�~�[�M��

– ap>8�Ã�µ�©�È  �Ô�î�»�b  ASCII �Ç�“�–�Ý

– an>88��Ã�µ�©�È  �Ô�î�»�b  ASCII �Ç�“�–�Ý

– ip>8�Ã�µ�©�È �Ô�î�»�b�Â�–�¼�Ü  �–�Ó�î�ª  �Ç�“�–�Ý

– in>88��Ã�µ�©�È  �Ô�î�»�b�Â�–�¼�Ü  �–�Ó�î�ª  �Ç�“�–�Ý

�«�¸�µ�É 3 �Ç�Û�µ�©�×  �Ç�“�–�Ý  �©�«�¸�Ò�?�}�Ç�“�–�Ý�†�¥�Æ�î�M�•�_�c�
 [Flash file system] �œ�É�©�Ù�å�†4E�¥�K
�r�M��

�«�¸�µ�É 4 �Ç�“�–�Ý�b���d�l�b�Ã�«�†
°�Š�M�•�?�
 [Browse Flash] �†�¡�Ü�µ�¡�K�Z�Ç�“�–�Ý�b���d�†�æ���K�r�M��

�«�¸�µ�É 5 �ß�î�•�Ý  PC �?�}�Ç�“�–�Ý�†�¥�Æ�î�M�•�_�c�
 [Local computer] �œ�É�©�Ù�å�†4E�¥�K�r�M��

�Ç�“�–�”�˜�›�î�Ý  �Ô�î�» �­�Ÿ�×�Ü�¸�•  �¥�å�¸�Ÿ�«�º

�Ý�î�¸�µ�» 3ñ4# �©�å�¢�Ý

�Ð�Ý�³

�¥�å�¸�Ÿ�«
�º �©�«�¸�Ò

• • • • •
2-23
ASDM �Ø�î�¨  �ž�–�»

OL-14981-01-J



'¨  2 'v       �É�Ü�Ç�“�Þ�å�«�b��*O�>�|�g�¥�å�Ç�•� �×�Þ�î�©�Ù�å�
0Ç�•�
�Ç�“�–�Ý'ö#.�¶�î�Ý�b�Q#Ý
  �Ç�“�–�Ý'ö#.�¶�î�Ý
�«�¸�µ�É 6 �Ç�“�–�Ý�b���d�l�b�Ã�«�†
°�Š�M�•�?�
 [Browse Local Files] �†�¡�Ü�µ�¡�K�Z�Ç�“�–�Ý�b���d�†�æ���K
�r�M��

�«�¸�µ�É 7 �r�S�
 CLI �_�|�~�
�«�±�î�º�”�µ�É  �¥�å�Ç�•� �×�Þ�î�©�Ù�å�
��/œ�¥�å�Ç�•� �×�Þ�î�©�Ù�å�
�r�S�c  
SMB �Ç�“�–�Ý  �©�«�¸�Ò�?�}�Ç�“�–�Ý�†�¥�Æ�î�M�•�G�\�v�[�A�r�M�� copy �¥�Ð�å�»�b�Q#Ý�‰�2�_�X�8
�Z�c�
 �� Cisco Security Appliance Command Line Configuration Guide���†�g!·�K�Z�C�T�I�8��

�«�¸�µ�É 8 3?3æ�M�•�Ç�“�–�Ý�b��
›�†��*O�K�r�M��

a. �Ç�Û�µ�©�×  �Ç�“�–�Ý  �©�«�¸�Ò�_�Ç�“�–�Ý�†3?3æ�M�•�_�c�
 [Flash file system] �œ�É�©�Ù�å�†4E�¥�K
�r�M��

b. �Ç�“�–�Ý�b���d�l�b�Ã�«�†
°�Š�M�•�?�
 [Browse Flash] �†�¡�Ü�µ�¡�K�Z�Ç�“�–�Ý�b���d�†�æ���K�r
�M��

�«�¸�µ�É 9 �Ü�Ô�î�º  �§�î�Â�_�Ç�“�–�Ý�†3?3æ�M�•�_�c�
 [Remote server] �œ�É�©�Ù�å�†4E�¥�K�r�M��

a. �Ç�“�–�Ý�b���d�l�b�Ã�«�†
°�Š�K�r�M��

b. FTP 3?3æ�b���œ�c�±�–�É�†
°�Š�K�r�M���w� �^�±�–�É�c���b�\�>�~�[�M��

– ap>8�Ã�µ�©�È  �Ô�î�»�b  ASCII �Ç�“�–�Ý

– an>88��Ã�µ�©�È  �Ô�î�»�b  ASCII �Ç�“�–�Ý

– ip>8�Ã�µ�©�È �Ô�î�»�b�Â�–�¼�Ü  �–�Ó�î�ª  �Ç�“�–�Ý

– in>88��Ã�µ�©�È  �Ô�î�»�b�Â�–�¼�Ü  �–�Ó�î�ª  �Ç�“�–�Ý

�«�¸�µ�É 10 [Transfer File] �†�¡�Ü�µ�¡�K�Z�Ç�“�–�Ý3?3æ�†6ä���K�r�M���Ç�“�–�Ý3?3æ�É�ß�­�«�_�c�X�(�?�?�•���œ
�@�6�~�r�M���²�N)
�¢�M�•�r�[�>�…�U�C�T�I�8��

�Ô�î�»

���b/²�c�
�G�b�µ+��†�Q#Ý�[�A�•�Ô�î�»�†&g�K�S�v�b�[�M��

Upgrade Software from Cisco.com Wizard

Upgrade Software from Cisco.com Wizard �_�|�~�
 ASDM �>�|�g4:�Â�º�­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«
�†�q�‚�b�Â�î�ª�Ù�å�_+¬�·$×�_�”�µ�É�¢�Þ�î�»�[�A�r�M��

>&�@>' �G�b�µ+��c�
�¥�å�¸�Ÿ�«�º  �Ô�î�»�[�c�Q#Ý�[�A�r�O�‡��

�G�b�˜�•�¨�î�»�[�c�
���b�ï�8�†��/œ�[�A�r�M��

• Cisco.com �?�}�Q#Ý�•+��^�Ü�Ü�î�«�b�Ü�«�º�†�²�˜�å�ß�î�»�M�•��

• �”�µ�É�¢�Þ�î�»#Ý�b  ASDM �–�Ó�î�ª  �Ç�“�–�Ý�r�S�c  ASA �–�Ó�î�ª  �Ç�“�–�Ý�†4E�¥�M�•��

• 4E�¥�K�S�–�Ó�î�ª�†�”�µ�É�¢�Þ�î�»�M�•��

• ASA �–�Ó�î�ª�†�”�µ�É�¢�Þ�î�»�K�S���œ�c�Ç�“�–�”�˜�›�î�Ý�†�Ü�ß�î�»�M�•>&�õ�–>' ��

�Ç�“�–�”�˜�›�î�Ý  �Ô�î�» �­�Ÿ�×�Ü�¸�•  �¥�å�¸�Ÿ�«�º

�Ý�î�¸�µ�» 3ñ4# �©�å�¢�Ý

�Ð�Ý�³

�¥�å�¸�Ÿ�«
�º �©�«�¸�Ò
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'¨  2 'v       �É�Ü�Ç�“�Þ�å�«�b��*O�>�|�g�¥�å�Ç�•� �×�Þ�î�©�Ù�å�
0Ç�•�
�Ç�“�–�Ý'ö#.�¶�î�Ý�b�Q#Ý
  �Ç�“�–�Ý'ö#.�¶�î�Ý
>&�@>' 1 �X�b�Â�î�ª�Ù�å�?�}���b�Â�î�ª�Ù�å�_�
8p���”�µ�É�¢�Þ�î�»�M�•�²0[�@�6�~�r�M>&�S�\�<�d�
�Â�î
�ª�Ù�å  5.1 �?�}  5.2�
�Â�î�ª�Ù�å  5.2 �?�}  6.0(2) �^�]>' ���Â�î�ª�Ù�å  5.1 �?�}  6.0(2) �l�c�”�µ�É�¢�Þ�î
�»�[�A�r�O�‡��

Upgrade Software from Cisco.com Wizard �†�ö�¢�M�•�_�c�
���b�m8p�†��/œ�K�r�M��

�«�¸�µ�É 1 �Ó�–�å  ASDM �”�É�Ü�£�î�©�Ù�å  �˜�•�å�»�˜�[�
 [Tools] > [Upgrade Software from Cisco.com] �b8p�_
4E�¥�K�r�M��

[Upgrade Software from Cisco.com Wizard] �@/²&g�I�€�r�M�� [Overview] #ì8��_�
�–�Ó�î�ª  �”�µ�É�¢
�Þ�î�»  �É�ß�­�«�b�m8p�@/²&g�I�€�r�M��

�«�¸�µ�É 2 [Next] �†�¡�Ü�µ�¡�K�Z)F/œ�K�r�M��

[Authentication] #ì8��@/²&g�I�€�r�M��

�«�¸�µ�É 3 �m�~�\�Z�}�€�Z�8�•  Cisco.com �Ø�î�¨�¡�
�>�|�g  Cisco.com �Ã�«�á�î�»�†
°�Š�K�
 [Next] �†�¡�Ü�µ�¡
�K�r�M��

[Image Selection] #ì8��@/²&g�I�€�r�M��

�«�¸�µ�É 4 �Ü�«�º�_�6�•  2 �X�b�œ�É�©�Ù�å�b�M�‰�r�S�c�g�‰�†4E�¥�K�r�M��

• �”�µ�É�¢�Þ�î�»�M�•�q�‚�b4:�Â�º�­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«  �–�Ó�î�ª�†�æ���M�•�_�c�

[Upgrade the ASA version] �³�™�µ�¡�Î�µ�¡�«�†�œ�å�_�K�r�M��

• �”�µ�É�¢�Þ�î�»�M�•�q�‚�b  ASDM �Â�î�ª�Ù�å�†�æ���M�•�_�c�
 [Upgrade the ASDM version] 
�³�™�µ�¡�Î�µ�¡�«�†�œ�å�_�K�r�M��

>&�@>' ASA �Â�î�ª�Ù�å  �Ü�«�º�r�S�c  ASDM �Â�î�ª�Ù�å  �Ü�«�º�@'5�b���œ�c�
 �”�µ�É�¢�Þ�î�»�•+��^
�‚�K�8  ASA �r�S�c  ASDM �–�Ó�î�ª�c�^�8�G�\�†&g�M�e�@/²&g�I�€�r�M���G�b�e�@/²&g�I�€�S
�}�
�˜�•�¨�î�»�†)
�¢�[�A�r�M��

�«�¸�µ�É 5 [Next] �†�¡�Ü�µ�¡�K�Z)F/œ�K�r�M��

[Selected Images] #ì8��@/²&g�I�€�r�M��

�«�¸�µ�É 6 4E�¥�K�S�–�Ó�î�ª  �Ç�“�–�Ý�@�G�K�8�G�\�†&�1��K�
 [Next] �†�¡�Ü�µ�¡�K�Z�”�µ�É�¢�Þ�î�»�†6ä���K�r
�M��

�”�µ�É�¢�Þ�î�»�_�X�(�?�?�•�G�\�†&g�M�Ó�µ�­�î�ª�@�˜�•�¨�î�»�_/²&g�I�€�r�M���”�µ�É�¢�Þ�î�»�b4

/œ"g�#�†&g�M�«�¸�î�±�«�†/²&g�[�A�r�M��

[Results] #ì8��@/²&g�I�€�r�M���G�b#ì8��_�c�
�”�µ�É�¢�Þ�î�»�_�»�K�K�S�?�]�:�?�
�r�S�c�¥�å�Ç�•
� �×�Þ�î�©�Ù�å�†�–�Ñ�K�Z4:�Â�º�­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�†�Ü�ß�î�»�M�•�?�]�:�?�^�]�b�
0ò(ý
�^�_���@/²&g�I�€�r�M��

4:�Â�º�­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�b�Â�î�ª�Ù�å�†�”�µ�É�¢�Þ�î�»�K�
�Q�b�”�µ�É�¢�Þ�î�»�_�B�Œ�K
�S���œ�c�
�¥�å�Ç�•� �×�Þ�î�©�Ù�å�†�–�Ñ�K�Z4:�Â�º�­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�†�Ü�ß�î�»�M�•�œ
�É�©�Ù�å�@/²&g�I�€�r�M��

�«�¸�µ�É 7 [Yes] �†�¡�Ü�µ�¡�K�r�M��

�”�µ�É�¢�Þ�î�»  �Â�î�ª�Ù�å�†�w� �_�M�•�_�c�
�¥�å�Ç�•� �×�Þ�î�©�Ù�å�†�–�Ñ�K�
4:�Â�º�­�Ÿ�×�Ü
�¸�•  �”�É�Û�–�”�å�«�†�Ü�ß�î�»�K�
�Q�€�?�}  ASDM �†
Ì2s�·�M�•�²0[�@�6�~�r�M��
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'¨  2 'v       �É�Ü�Ç�“�Þ�å�«�b��*O�>�|�g�¥�å�Ç�•� �×�Þ�î�©�Ù�å�
0Ç�•�
�Ç�“�–�Ý'ö#.�¶�î�Ý�b�Q#Ý
  �Ç�“�–�Ý'ö#.�¶�î�Ý
>&�@>' ���b�Â�î�ª�Ù�å�l�b  1 �G�b�”�µ�É�¢�Þ�î�»�†�ö�¢�K�S�‹�_�˜�•�¨�î�»�†
Ì2s�·�M�•�²0[�c�6�~
�r�O�‡�����b�Â�î�ª�Ù�å�@�6�•���œ�_�c�
�˜�•�¨�î�»�b�m8p  3 �_�`�~�
�Q�b�Â�î�ª�Ù�å�l�b
�”�µ�É�¢�Þ�î�»�†��/œ�[�A�r�M��

�«�¸�µ�É 8 �”�µ�É�¢�Þ�î�»�@)
�¢�K�S���œ�c�
 [Finish] �†�¡�Ü�µ�¡�K�Z�˜�•�¨�î�»�†)
�¢�K�r�M��

�Ô�î�»

���b/²�c�
�G�b�µ+��†�Q#Ý�[�A�•�Ô�î�»�†&g�K�S�v�b�[�M��

Upload ASDM Assistant Guide

Upload ASDM Assistant Guide �¶�î�Ý�_�|�~�
"I���b�±�«�¡�_�X�8�Z�b�}�<�^  ASDM �b�Q#Ý�‰�2�b�Ê
�Ý�É�†�µ�t  XML �Ç�“�–�Ý�†�
�Ç�Û�µ�©�×  �Ó�Ô�Ü�_�”�µ�É�ß�î�»�[�A�r�M�� Cisco.com �?�}�Ç�“�–�Ý�†
�v�“�[�A�r�M��

�Ç�“�–�Ý�†�”�µ�É�ß�î�»�K�S�‹�c�
�Ó�½�×�î  �Â�î�b  [Look For] �Ç�•�î�Ý�»�?�}  [Help] > [ASDM 
Assistant] > [How Do I?] �†4E�¥�K�Z�
�Ç�“�–�Ý�b�_���_�”�¡�­�«�[�A�r�M�� [Find]  �»�ß�µ�É�²�˜�å  �Ü
�«�º�[�
 [How Do I?] �†4E�¥�K�Z�è(ô�†6ä���K�r�M��

ASDM Assistant Guide �†�”�µ�É�ß�î�»�M�•�_�c�
���b�m8p�†��/œ�K�r�M��

�«�¸�µ�É 1 �Ó�–�å  ASDM �”�É�Ü�£�î�©�Ù�å  �˜�•�å�»�˜�[�
 [Tools] > [Upload ASDM Assistant Guide] �b8p�_4E�¥
�K�r�M��

[Upload ASDM Assistant Guide] �²�–�”�ß�¢�Î�µ�¡�«�@/²&g�I�€�r�M��

�«�¸�µ�É 2 [File to Upload] �Ç�•�î�Ý�»�_�
 PC �V�b  XML �Ç�“�–�Ý�b�¡�S�†
°�Š�M�•�?�
�r�S�c  [Browse Local] �†
�¡�Ü�µ�¡�K�Z�”�µ�É�ß�î�»�M�•  PC �V�b  XML �Ç�“�–�Ý�†�æ���K�r�M��

�«�¸�µ�É 3 [Flash File System Path] �Ç�•�î�Ý�»�b�»�ß�µ�É�²�˜�å  �Ü�«�º�?�}�
 XML �Ç�“�–�Ý�b�¥�Æ�î
›�\�^�•�Ã
�«�†4E�¥>&�r�S�c
°�Š>'�K�r�M��

�«�¸�µ�É 4 �”�µ�É�ß�î�»�†6ä���M�•�_�c�
 [Upload File] �†�¡�Ü�µ�¡�K�r�M��

>&�@>' �G�b�µ+��c�
 PIX �­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�[�c�Q#Ý�[�A�r�O�‡��

�Ô�î�»

���b/²�c�
�G�b�µ+��†�Q#Ý�[�A�•�Ô�î�»�†&g�K�S�v�b�[�M��

�Ç�“�–�”�˜�›�î�Ý  �Ô�î�» �­�Ÿ�×�Ü�¸�•  �¥�å�¸�Ÿ�«�º

�Ý�î�¸�µ�» 3ñ4# �©�å�¢�Ý

�Ð�Ý�³

�¥�å�¸�Ÿ�«
�º �©�«�¸�Ò

• • • • •
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'¨  2 'v       �É�Ü�Ç�“�Þ�å�«�b��*O�>�|�g�¥�å�Ç�•� �×�Þ�î�©�Ù�å�
0Ç�•�
�Ç�“�–�Ý'ö#.�¶�î�Ý�b�Q#Ý
  �Ç�“�–�Ý'ö#.�¶�î�Ý
System Reload

System Reload �¶�î�Ý�_�|�~�
�©�«�¸�Ò�b�Ü�ß�î�»�†�«�£�ª�×�î�Ý�K�S�~�
�–$��p�b�Ü�ß�î�»�†�Ÿ�Õ�å
�­�Ý�K�S�~�[�A�r�M��

�Ü�ß�î�»�b�«�£�ª�×�î�Ý�†0¿���M�•�_�c�
���b�m8p�†��/œ�K�r�M��

�«�¸�µ�É 1 [Reload Scheduling] �­�¡�©�Ù�å�[�
���b�Ü�ß�î�»  �«�£�ª�×�î�Ü�å�¢0¿���†��*O�K�r�M��

a. [Configuration State] �[�c�
�Ü�ß�î�»�ì�_��/œ�¥�å�Ç�•� �×�Þ�î�©�Ù�å�†�–�Ñ�M�•�?�
�r�S�c�Ü
�ß�î�»�ì�_��/œ�¥�å�Ç�•� �×�Þ�î�©�Ù�å�_�P�M�•�¥�å�Ç�•� �×�Þ�î�©�Ù�å�š�f�†%Ú� �M�•�?�b�]�U
�}�?�†4E�¥�K�r�M��

b. [Reload Start Time] �[�c�
���b�œ�É�©�Ù�å�?�}4E�¥�[�A�r�M��

– �Ü�ß�î�»�†�S�T�U�_��/œ�M�•�_�c�
 [Now] �†�¡�Ü�µ�¡�K�r�M��

– �æ���K�S�ì6ë�T�E�Ü�ß�î�»�†4��}�O�•�_�c�
 [Delay by] �†�¡�Ü�µ�¡�K�r�M���Ü�ß�î�»6ä���r�[
�b)�4#�ì6ë�†�
�ì6ë�\�(�"�)�
�r�S�c�(�"�)�T�E�[
°�Š�K�r�M��

– �æ���K�S�ì�I�\�¥�Ü�_�Ü�ß�î�»�†��/œ�M�•�|�:�_�«�£�ª�×�î�Ý�M�•�_�c�
 [Schedule at] �†�¡
�Ü�µ�¡�K�r�M���Ü�ß�î�»�b��/œ�ì�I�†
°�Š�K�
�Ü�ß�î�»�b�«�£�ª�×�î�Ý�¥�†4E�¥�K�r�M��

c. [Reload Message] �Ç�•�î�Ý�»�_�
�Ü�ß�î�»�ì�_  ASDM �b6ä�8�Z�8�•�–�å�«�±�å�«�_3æ�™�M�•�Ó�µ
�­�î�ª�†
°�Š�K�r�M��

d. �Ü�ß�î�»�†
Ì0è/œ�M�•�r�[�b)�4#�ì6ë�†�ì6ë�\�(�"�)�[�
�r�S�c�(�"�)�T�E�[/²&g�M�•�_�c�
 [On 
reload failure force immediate reload after] �³�™�µ�¡�Î�µ�¡�«�†�œ�å�_�K�r�M��

e. 0¿���_�‘�W�Z�Ü�ß�î�»�†�«�£�ª�×�î�Ý�M�•�_�c�
 [Schedule Reload] �†�¡�Ü�µ�¡�K�r�M��

�«�¸�µ�É 2 [Reload Status] 8•�æ�_�c�
�Ü�ß�î�»�b�«�¸�î�±�«�@/²&g�I�€�r�M��

• �«�£�ª�×�î�Ý�I�€�S�Ü�ß�î�»�†�õ�F�M�•�_�c�
 [Cancel Reload] �†�¡�Ü�µ�¡�K�r�M��

• �«�£�ª�×�î�Ý�I�€�S�Ü�ß�î�»�b)
�¢�‹�_  [Reload Status] /²&g�†�Ü�Ç�Þ�µ�©�×�M�•�_�c�
 [Refresh] 
�†�¡�Ü�µ�¡�K�r�M��

• �«�£�ª�×�î�Ý�I�€�S�Ü�ß�î�»�b0ò(ý�†/²&g�M�•�_�c�
 [Details] �†�¡�Ü�µ�¡�K�r�M��

�Ô�î�»

���b/²�c�
�G�b�µ+��†�Q#Ý�[�A�•�Ô�î�»�†&g�K�S�v�b�[�M��

�Ç�“�–�”�˜�›�î�Ý  �Ô�î�» �­�Ÿ�×�Ü�¸�•  �¥�å�¸�Ÿ�«�º

�Ý�î�¸�µ�» 3ñ4# �©�å�¢�Ý

�Ð�Ý�³

�¥�å�¸�Ÿ�«
�º �©�«�¸�Ò

• • • — •
2-27
ASDM �Ø�î�¨  �ž�–�»

OL-14981-01-J



'¨  2 'v       �É�Ü�Ç�“�Þ�å�«�b��*O�>�|�g�¥�å�Ç�•� �×�Þ�î�©�Ù�å�
0Ç�•�
�Ç�“�–�Ý'ö#.�¶�î�Ý�b�Q#Ý
  �Ç�“�–�Ý'ö#.�¶�î�Ý
�Ç�“�–�”�˜�›�î�Ý  �Ô�î�» �­�Ÿ�×�Ü�¸�•  �¥�å�¸�Ÿ�«�º

�Ý�î�¸�µ�» 3ñ4# �©�å�¢�Ý

�Ð�Ý�³

�¥�å�¸�Ÿ�«
�º �©�«�¸�Ò

• • • — •
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C H A P T E R 3

�c�L�u�•�S�_

�G�b8o�[�c�
 ASDM �†�Q#Ý�M�•�S�_��/œ�M�•�²0[�@�6�•�±�«�¡�_�X�8�Z1��Â�K�r�M�����b8o% �†�v�~
�V�F�r�M��

• ���d����,´�ì�b�¹�Ç�›�Ý�º  �¥�å�Ç�•� �×�Þ�î�©�Ù�å�� >&P.3-1>'

• �� ASDM �”�¡�­�«�_�P�M�•�­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�b0¿���� >&P.3-4>'

• �� CLI �_�|�•�º�Û�å�«�Ì�”�Þ�å�º  �Ç�“�–�”�˜�›�î�Ý  �Ô�î�»�r�S�c�Ý�î�¸�µ�»  �Ç�“�–�”�˜�›�î�Ý  
�Ô�î�»�b0¿���� >&P.3-5>'

• �� ASDM �b2s�·�� >&P.3-6>'

• ��0¿���b�+0[�� >&P.3-9>'

�d����,´�ì�b�¹�Ç�›�Ý�º  �¥�å�Ç�•� �×�Þ�î�©�Ù�å
�d����,´�ì�b�¹�Ç�›�Ý�º  �¥�å�Ç�•� �×�Þ�î�©�Ù�å�c�
 PIX 525 �>�|�g  PIX 535 �Ô�¹�Ý�†7V�A�
�M�m�Z
�b�­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�[�§�Ï�î�º�I�€�Z�8�r�M��

ASA 5505 �Ô�¹�Ý�b���œ�
�M�D�_4:�Â�º�­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�†�¿�µ�º�á�î�¡�[�<#Ý�[�A�•�|�:
�_�
�d����,´�ì�b�¹�Ç�›�Ý�º  �¥�å�Ç�•� �×�Þ�î�©�Ù�å�_�¦�S��*O�í�s�b�–�å�±�î�Ç�™�–�«�\  NAT �@�µ
�r�€�Z�8�r�M��

PIX 515�
 PIX 515E�
�>�|�g  ASA 5510 �è7F�b�Â�î�ª�Ù�å�b�Ô�¹�Ý�b���œ�
�d����,´�ì�b�¹�Ç�›�Ý�º  
�¥�å�Ç�•� �×�Þ�î�©�Ù�å�['ö#.�–�å�±�î�Ç�™�–�«�@�f�j�I�€�Z�>�~�
 ASDM �†�Q#Ý�K�Z�­�Ÿ�×�Ü�¸�•  
�”�É�Û�–�”�å�«�_�K)F�K�
0¿���†�ö�¢�[�A�r�M��

�d����,´�ì�b�¹�Ç�›�Ý�º  �¥�å�Ç�•� �×�Þ�î�©�Ù�å�c�
�Ý�î�¸�µ�»  �Ç�“�–�”�˜�›�î�Ý  �Ô�î�»�>�|�g�©�å
�¢�Ý�¥�å�¸�Ÿ�«�º  �Ô�î�»�[�T�E�<#Ý�•+��[�M���Ð�Ý�³  �¥�å�¸�Ÿ�«�º  �Ô�î�»�b0ò(ý�_�X�8�Z�c�
 �­�Ÿ�×
�Ü�¸�•  �¥�å�¸�Ÿ�«�º�b0¿�� �†�g!·�K�Z�C�T�I�8���Ý�î�¸�µ�»�>�|�g�º�Û�å�«�Ì�”�Þ�å�º  �Ç�“�–�”
�˜�›�î�Ý  �Ô�î�»�b0ò(ý�_�X�8�Z�c�
 �Ç�“�–�”�˜�›�î�Ý  �Ô�î�»�b�+0[ �†�g!·�K�Z�C�T�I�8��

�G�b8o�[�c�
���b�º�Æ�µ�¡�_�X�8�Z�v�~�V�F�r�M��

• ���d����,´�ì�b�¹�Ç�›�Ý�º  �¥�å�Ç�•� �×�Þ�î�©�Ù�å�b�Ÿ
–�� >&P.3-2>'

• �� ASA 5505 �b�¹�Ç�›�Ý�º  �¥�å�Ç�•� �×�Þ�î�©�Ù�å�� >&P.3-2>'

• �� ASA 5510 �è7F�b�Â�î�ª�Ù�å�b�¹�Ç�›�Ý�º  �¥�å�Ç�•� �×�Þ�î�©�Ù�å�� >&P.3-3>'

• �� PIX 515/515E �b�¹�Ç�›�Ý�º  �¥�å�Ç�•� �×�Þ�î�©�Ù�å�� >&P.3-4>'
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'¨  3 'v       �c�L�u�•�S�_
  �d����,´�ì�b�¹�Ç�›�Ý�º  �¥�å�Ç�•� �×�Þ�î�©�Ù�å

d 
�d����,´�ì�b�¹�Ç�›�Ý�º  �¥�å�Ç�•� �×�Þ�î�©�Ù�å�b�Ÿ
–

�d����,´�ì�b�¹�Ç�›�Ý�º  �¥�å�Ç�•� �×�Þ�î�©�Ù�å�†�Ÿ
–�M�•�_�c�
���b�m8p�†��/œ�K�r�M��

�«�¸�µ�É 1 [File] > [Reset Device to the Factory Default Configuration] �b8p�_4E�¥�K�r�M��

�«�¸�µ�É 2 �¹�Ç�›�Ý�º�b  IP �”�»�Þ�«�†�š�f�M�•�_�c�
���b�8�N�€�?�b�ï�8�†��/œ�K�r�M��

• ASA 5500 �©�Ü�î�¬�b���œ�
 [Use this address for the Management 0/0 interface that will be name
as management] �³�™�µ�¡�Î�µ�¡�«�†�œ�å�_�K�
 [Management IP Address] �Ç�•�î�Ý�»�_�‚�K�8  IP 
�”�»�Þ�«�†
°�Š�K�Z�
 [Management Subnet Mask] �»�ß�µ�É�²�˜�å  �Ü�«�º�?�}�‚�K�8�§�È�¿�µ�º  �Ð
�«�¡�†4E�¥�K�r�M��

• PIX �©�Ü�î�¬�b���œ�
 [Use this address for the Ethernet 1 interface, which will be named inside] 
�³�™�µ�¡�Î�µ�¡�«�†�œ�å�_�K�
 [Inside IP Address] �Ç�•�î�Ý�»�_�‚�K�8
Æ4Š  IP �”�»�Þ�«�†
°�Š�K
�Z�
 [Inside Subnet Mask] �»�ß�µ�É�²�˜�å  �Ü�«�º�?�}�‚�K�8
Æ4Š�§�È�¿�µ�º  �Ð�«�¡�†4E�¥�K�r�M��

�«�¸�µ�É 3 [OK]  �†�¡�Ü�µ�¡�K�r�M��

>&�@>' �d����,´�ì�b�¹�Ç�›�Ý�º  �¥�å�Ç�•� �×�Þ�î�©�Ù�å�†�Ÿ
–�M�•�\�
4:�Â�º�­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«
�c���_�Ü�ß�î�»�M�•�\�A�_�

Æ4Š�Ç�Û�µ�©�×  �Ó�Ô�Ü�b�q�6�b�–�Ó�î�ª�†�Q#Ý�K�Z�È�î�º�K�r�M��
Æ4Š
�Ç�Û�µ�©�×  �Ó�Ô�Ü�_�–�Ó�î�ª�@�^�8���œ�
4:�Â�º�­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�c�È�î�º�K�r�O�‡��

ASA 5505 �b�¹�Ç�›�Ý�º  �¥�å�Ç�•� �×�Þ�î�©�Ù�å

ASA 5505 4:�Â�º�­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�b�d����,´�ì�b�¹�Ç�›�Ý�º  �¥�å�Ç�•� �×�Þ�î�©�Ù�å�c�

���b�|�:�_0¿���I�€�Z�8�r�M��

• �–�î�§�¿�µ�º  0/1 >|  0/7 �«�–�µ�³  �Ï�î�º�†�µ�t
Æ4Š  VLAN 1 �–�å�±�î�Ç�™�–�«�� configure 
factory-default �¥�Ð�å�»�[  IP �”�»�Þ�«�†0¿���K�Z�8�^�8���œ�
 VLAN 1 �b  IP �”�»�Þ�«�\�Ð�«�¡
�c�
�Q�€�R�€  192.168.1.1 �\  255.255.255.0 �_�^�~�r�M��

• �–�î�§�¿�µ�º  0/0 �«�–�µ�³  �Ï�î�º�†�µ�t�¥4Š  VLAN 2 �–�å�±�î�Ç�™�–�«�� VLAN 2 �c�
 DHCP �†
�Q#Ý�K�Z�Q�b IP �”�»�Þ�«�†�v�“�K�r�M��

• �¹�Ç�›�Ý�º�b�Ý�î�º�v  DHCP �?�}�v�“�I�€�r�M��

• �M�m�Z�b
Æ4Š IP �”�»�Þ�«�c�
�¥4Š�–�å�±�î�Ç�™�–�«�_�”�¡�­�«�M�•�\�A�_  PAT �†�Q#Ý�K�Z�š�n�I
�€�r�M��

• �¹�Ç�›�Ý�º�[�c�

Æ4Š�Ø�î�¨�c�”�¡�­�«  �Ü�«�º�†�Q#Ý�K�Z�¥4Š�_�”�¡�­�«�[�A�
�¥4Š�Ø�î�¨�c
Æ
4Š�_�”�¡�­�«�[�A�r�O�‡��

• DHCP �§�î�Â�c4:�Â�º�­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�V�[�–�¿�î�È�Ý�_�^�W�Z�8�•�b�[�
 VLAN 1 
�–�å�±�î�Ç�™�–�«�_�K)F�K�Z�8�•�¥�å�Æ�×�î�±�c  192.168.1.2 >|  192.168.1.254 �b  IP �”�»�Þ�«�†�w
�™�K�r�M��

• ASDM #Ý�_ HTTP �§�î�Â�@�–�¿�î�È�Ý�_�I�€�Z�>�~�
 192.168.1.0 �¿�µ�º�á�î�¡�V�b�Ø�î�¨�?�}�”
�¡�­�«�[�A�r�M��

�G�b�¥�å�Ç�•� �×�Þ�î�©�Ù�å�c���b�¥�Ð�å�»�[�S�B�I�€�Z�8�r�M��

interface Ethernet 0/0
switchport access vlan 2
no shutdown

interface Ethernet 0/1
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  �d����,´�ì�b�¹�Ç�›�Ý�º  �¥�å�Ç�•� �×�Þ�î�©�Ù�å
switchport access vlan 1
no shutdown

interface Ethernet 0/2
switchport access vlan 1
no shutdown

interface Ethernet 0/3
switchport access vlan 1
no shutdown

interface Ethernet 0/4
switchport access vlan 1
no shutdown

interface Ethernet 0/5
switchport access vlan 1
no shutdown

interface Ethernet 0/6
switchport access vlan 1
no shutdown

interface Ethernet 0/7
switchport access vlan 1
no shutdown

interface vlan2
nameif outside
no shutdown
ip address dhcp setroute

interface vlan1
nameif inside
ip address 192.168.1.1 255.255.255.0
security-level 100
no shutdown

global (outside) 1 interface
nat (inside) 1 0 0
http server enable
http 192.168.1.0 255.255.255.0 inside
dhcpd address 192.168.1.2-192.168.1.254 inside
dhcpd auto_config outside
dhcpd enable inside
logging asdm informational

ASA 5510 �è7F�b�Â�î�ª�Ù�å�b�¹�Ç�›�Ý�º  �¥�å�Ç�•� �×�Þ�î�©�Ù�å

ASA 5510 �è7F�b�Â�î�ª�Ù�å�b4:�Â�º�­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�[�c�
�d����,´�ì�b�¹�Ç�›�Ý�º  �¥
�å�Ç�•� �×�Þ�î�©�Ù�å�c���b�|�:�_0¿���I�€�Z�8�r�M��

• 'ö#.�–�å�±�î�Ç�™�–�«�c  Management 0/0 �[�M�� configure factory-default �¥�Ð�å�»�[  IP �”�»�Þ
�«�†0¿���K�^�?�W�S���œ�
 IP �”�»�Þ�«�>�|�g�Ð�«�¡�c  192.168.1.1 �>�|�g  255.255.255.0 �[�M��

• DHCP �§�î�Â�c4:�Â�º�­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�V�[�–�¿�î�È�Ý�_�^�W�Z�8�•�b�[�
�–�å�±�î
�Ç�™�–�«�_�K)F�K�Z�8�•�¥�å�Æ�×�î�±�c  192.168.1.2 >|  192.168.1.254 �b�”�»�Þ�«�†�w�™�K�r�M��

• ASDM #Ý�_ HTTP �§�î�Â�@�–�¿�î�È�Ý�_�I�€�Z�>�~�
 192.168.1.0 �¿�µ�º�á�î�¡�V�b�Ø�î�¨�?�}�”
�¡�­�«�[�A�r�M��

�G�b�¥�å�Ç�•� �×�Þ�î�©�Ù�å�c���b�¥�Ð�å�»�[�S�B�I�€�Z�8�r�M��

interface management 0/0
   ip address 192.168.1.1 255.255.255.0
   nameif management
   security-level 100

no shutdown
asdm logging informational 100
asdm history enable
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  ASDM �”�¡�­�«�_�P�M�•�­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�b0¿��
http server enable
http 192.168.1.0 255.255.255.0 management
dhcpd address 192.168.1.2-192.168.1.254 management
dhcpd lease 3600
dhcpd ping_timeout 750
dhcpd enable management

PIX 515/515E �b�¹�Ç�›�Ý�º  �¥�å�Ç�•� �×�Þ�î�©�Ù�å

PIX 515/515E �­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�b�d����,´�ì�b�¹�Ç�›�Ý�º  �¥�å�Ç�•� �×�Þ�î�©�Ù�å�c�
��
�b�|�:�_0¿���I�€�Z�8�r�M��

• 
Æ4Š Ethernet1 �–�å�±�î�Ç�™�–�«�� configure factory-default �¥�Ð�å�»�[  IP �”�»�Þ�«�†0¿���K�Z�8
�^�8���œ�c�
 IP �”�»�Þ�«�\�§�È�¿�µ�º  �Ð�«�¡�c  192.168.1.1 �\  255.255.255.0 �[�M��

• DHCP �§�î�Â�c�­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�V�[�–�¿�î�È�Ý�_�^�W�Z�8�•�b�[�
�–�å�±�î�Ç�™�–
�«�_�K)F�K�Z�8�•�¥�å�Æ�×�î�±�c  192.168.1.2 >|  192.168.1.254 �b�”�»�Þ�«�†�w�™�K�r�M��

• ASDM #Ý�_ HTTP �§�î�Â�@�–�¿�î�È�Ý�_�I�€�Z�>�~�
 192.168.1.0 �¿�µ�º�á�î�¡�V�b�Ø�î�¨�?�}�”
�¡�­�«�[�A�r�M��

�G�b�¥�å�Ç�•� �×�Þ�î�©�Ù�å�c���b�¥�Ð�å�»�[�S�B�I�€�Z�8�r�M��

interface ethernet 1
   ip address 192.168.1.1 255.255.255.0
   nameif management
   security-level 100

no shutdown
asdm logging informational 100
asdm history enable
http server enable
http 192.168.1.0 255.255.255.0 management
dhcpd address 192.168.1.2-192.168.1.254 management
dhcpd lease 3600
dhcpd ping_timeout 750
dhcpd enable management

ASDM �”�¡�­�«�_�P�M�•�­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�b0¿
��

CLI �[�c�^�C  ASDM �†�Q#Ý�K�Z�­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�†0¿���M�•���œ�
�d����,´�ì�b�¹�Ç�›�Ý
�º0¿���@�6�€�d�
�È�Û�˜�¨�[  https://192.168.1.1 �_&ã�·�M�•�\�¹�Ç�›�Ý�º�b'ö#.�”�»�Þ�«�_�K)F�[�A�r
�M���r�S�c�
 Cisco ASDM Launcher �@�–�å�«�º�î�Ý�I�€�Z�8�€�d�
�Q�€�†�Q#Ý�K�Z  ASDM �_�K)F�[
�A�r�M��0ò(ý�_�X�8�Z�c�
 ���d����,´�ì�b�¹�Ç�›�Ý�º  �¥�å�Ç�•� �×�Þ�î�©�Ù�å�� >&P.3-1>' �†�g!·�K�Z�C
�T�I�8��

ASA 5505 4:�Â�º�­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�[�c�
 ASDM �l�b�K)F�_�Q#Ý�M�•�«�–�µ�³  �Ï�î�º�c  
Ethernet 0/0 �è�¥�[�6�€�d�]�b�Ï�î�º�[�v�?�r�8�r�O�‡�� ASA 5510 �è7F�b�Â�î�ª�Ù�å�b4:�Â�º�­�Ÿ�×
�Ü�¸�•  �”�É�Û�–�”�å�«�[�c�
 ASDM �_�K)F�M�•�–�å�±�î�Ç�™�–�«�c  Management 0/0 �[�M�� PIX 
515/515E �­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�[�c�
 ASDM �_�K)F�M�•�–�å�±�î�Ç�™�–�«�c  Ethernet 1 �[�M��

�d����,´�ì�b�¹�Ç�›�Ý�º0¿���[�^�8���œ�
 CLI �_�”�¡�­�«�M�•�m8p�_�X�8�Z�c�
 �� Cisco Security 
Appliance Command Line Configuration Guide���†�g!·�K�Z�C�T�I�8��
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  CLI �_�|�•�º�Û�å�«�Ì�”�Þ�å�º  �Ç�“�–�”�˜�›�î�Ý  �Ô�î�»�r�S�c�Ý�î�¸�µ�»  �Ç�“�–�”�˜�›�î�Ý  �Ô�î�»�b0¿��
CLI �_�|�•�º�Û�å�«�Ì�”�Þ�å�º  �Ç�“�–�”�˜�›�î�Ý  �Ô�î�»�r
�S�c�Ý�î�¸�µ�»  �Ç�“�–�”�˜�›�î�Ý  �Ô�î�»�b0¿��

�¹�Ç�›�Ý�º�b�Ý�î�¸�µ�»  �Ç�“�–�”�˜�›�î�Ý  �Ô�î�»�r�S�c�º�Û�å�«�Ì�”�Þ�å�º  �Ç�“�–�”�˜�›�î�Ý  �Ô�î�»
�['�
>�M�•�|�:�_�
4:�Â�º�­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�†0¿���[�A�r�M���Ç�“�–�”�˜�›�î�Ý  �Ô�î�»�b
0ò(ý�_�X�8�Z�c�
 �Ç�“�–�”�˜�›�î�Ý  �Ô�î�»�b�+0[ �†�g!·�K�Z�C�T�I�8���Ð�Ý�³  �¥�å�¸�Ÿ�«�º  �Ô�î�»�[
�c�
�M�m�Z�b�¥�å�¸�Ÿ�«�º�_�P�K�Z  1 �X�b�Ç�“�–�”�˜�›�î�Ý  �Ô�î�»�b�s�†�Q#Ý�[�A�r�M���Ô�î�»�b0¿
���c�
�©�«�¸�Ò��/œ�«�Ì�î�«�[/œ�:�²0[�@�6�~�r�M��

�Ô�î�»�†�š�f�M�•�\�
4:�Â�º�­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�c0¿���†�¡�Ü�”�K�r�M���G�€�c�
�¨�C�b�¥
�Ð�å�»�@�g�‰�b�Ô�î�»�[�§�Ï�î�º�I�€�Z�8�^�8�S�u�[�M���M�[�_�¹�î�±�@
°�Š�I�€�S0¿���@#Ý�–�I�€�Z
�8�•���œ�
�Ô�î�»�†�š�f�M�•�S�_�²�N�Q�b0¿���†�Â�µ�¡�”�µ�É�K�Z�C�T�I�8���‚�K�80¿���†�8�B�M�•7•
�_�
�G�b�Â�µ�¡�”�µ�É0¿���†�g!·#Ý�_�Q#Ý�[�A�r�M��

�Ð�Ý�³  �¥�å�¸�Ÿ�«�º  �Ô�î�»�b���œ�c�
�©�«�¸�Ò0¿���@�˜�d�I�€�
�]�b�¥�å�¸�Ÿ�«�º�v�P7V�I�€�r�M��
1��W�S�Ô�î�»#Ý�_�8�B�I�€�S�¤�Ñ�b0¿���†�µ�t�¥�å�¸�Ÿ�«�º�†
Ì�Ø3ã�•�M�•���œ�
�¥�å�¸�Ÿ�«�º0¿���c
�G�K�C�·�8�K�r�O�‡��

>&�@>' �²�N�G�K�8�Ô�î�»#Ý�b�¥�å�¸�Ÿ�«�º0¿���†�8�B�K�Z�?�}�

Ì3ã�•�†/œ�W�Z�C�T�I�8���Q�:�K�^�8���œ
�c�
�‚�K�80¿��#Ý�b�‚�K�8�Ã�«�†�Q#Ý�K�Z�‚�K�8�¥�å�¸�Ÿ�«�º�†3ã�•�K�r�M��

firewall transparent  �¥�Ð�å�»�†�Q#Ý�K�Z�Ô�î�»�†�š�f�M�•�¸�Ÿ�«�º  �¥�å�Ç�•� �×�Þ�î�©�Ù�å�†�­�Ÿ�×
�Ü�¸�•  �”�É�Û�–�”�å�«�_�²�˜�å�ß�î�»�M�•���œ�c�
�G�b�¥�Ð�å�»�†�¥�å�Ç�•� �×�Þ�î�©�Ù�å�b
›8Œ�_
4Ä*(�K�r�M��
›8Œ�_4Ä*(�M�•�G�\�_�|�W�Z�
4:�Â�º�­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�[�G�b�¥�Ð�å�»�@1�
�s3¸�r�€�•�\�M�D�_�Ô�î�»�@�š�f�I�€�
�Q�b�‹�,�A)F�A�²�˜�å�ß�î�»�I�€�S�¥�å�Ç�•� �×�Þ�î�©�Ù�å�@
1��s3¸�r�€�r�M���G�b�¥�Ð�å�»�@�¥�å�Ç�•� �×�Þ�î�©�Ù�å�b�‹�•�b�‰�_�6�•�\�
4:�Â�º�­�Ÿ�×�Ü�¸�•  
�”�É�Û�–�”�å�«�c�Q�€�è�S�_0°3Ù�I�€�Z�8�•�¥�å�Ç�•� �×�Þ�î�©�Ù�å�b/œ�†�M�m�Z�¡�Ü�”�K�r�M��

�Ç�“�–�”�˜�›�î�Ý  �Ô�î�»�†0¿���M�•�_�c�
���b�m8p�†��/œ�K�r�M��

>&�@>' �Ð�Ý�³  �¥�å�¸�Ÿ�«�º  �Ô�î�»�b���œ�c�
�©�«�¸�Ò��/œ�«�Ì�î�«�[�G�€�}�b�m8p�†��/œ�M�•�²0[�@�6�~�r
�M��

�«�¸�µ�É 1 �‚�K�8�¥�å�Ç�•� �×�Þ�î�©�Ù�å�†�8�B�M�•�S�_�
�²�N�«�±�î�º�”�µ�É  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ç�“�–
�Ý�r�S�c��/œ�¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ç�“�–�Ý�†�Â�µ�¡�”�µ�É�K�Z�‹�[�g!·�[�A�•�|�:�_�K�Z�C�T�I
�8�����b�8�N�€�?�b�¥�Ð�å�»�†�Q#Ý�K�Z�
�©�å�¢�Ý�¥�å�¸�Ÿ�«�º  �Ô�î�»�r�S�c�Ð�Ý�³�Ô�î�»�b�©�«�¸
�Ò �¥�å�Ç�•� �×�Þ�î�©�Ù�å�?�}�
�«�±�î�º�”�µ�É  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ç�“�–�Ý�r�S�c��/œ�¥�å
�Ç�•� �×�Þ�î�©�Ù�å  �Ç�“�–�Ý�†�¥4Š�§�î�Â�x�ß�î�•�Ý  �Ç�Û�µ�©�×  �Ó�Ô�Ü�_�¥�Æ�î�[�A�r�M��

• TFTP �§�î�Â�_�¥�Æ�î�M�•�_�c�
���b�¥�Ð�å�»�†
°�Š�K�r�M��

hostname# copy  { startup-config |  running-config }  tftp:// server [ / path ] / filename

�G�G�[�
 server �c  TFTP �§�î�Â�b�¡�S�
 path �c�¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ç�“�–�Ý�l�b�¹�•�Þ�¡�º
�Ü �Ã�«�
 filename �c�¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ç�“�–�Ý�b�¡�S�[�M��

• FTP �§�î�Â�_�¥�Æ�î�M�•�_�c�
���b�¥�Ð�å�»�†
°�Š�K�r�M��

hostname# copy  { startup-config |  running-config }  
ftp:// [ user [ : password ] @] server [ / path ] / filename

�G�G�[�
 user �c�Q#Ý�M�•�Ø�î�¨�¡�
 password �c  FTP �§�î�Â�l�b�Ã�«�á�î�»�
 server �c  FTP �§�î
�Â�b�¡�S�
 path �c�¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ç�“�–�Ý�l�b�¹�•�Þ�¡�º�Ü  �Ã�«�
 filename �c�¥�å�Ç�•
� �×�Þ�î�©�Ù�å  �Ç�“�–�Ý�b�¡�S�[�M��
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  ASDM �b2s�·
• �ß�î�•�Ý  �Ç�Û�µ�©�×  �Ó�Ô�Ü�_�¥�Æ�î�M�•�_�c�
���b�¥�Ð�å�»�†
°�Š�K�r�M��

hostname# copy  { startup-config |  running-config }  { flash:/ |  disk0:/  |  
disk1:/ }[ path / ] filename

�G�G�[�
 path �c�¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ç�“�–�Ý�l�b�¹�•�Þ�¡�º�Ü  �Ã�«�
 filename �c�¥�å�Ç�•
� �×�Þ�î�©�Ù�å  �Ç�“�–�Ý�b�¡�S�[�M��

>&�@>' ��
›�¹�•�Þ�¡�º�Ü�@�Ñ�~�M�•�G�\�†&�1��K�Z�C�T�I�8���Ñ�~�K�^�8���œ�c�
 mkdir  �¥�Ð�å�»�†
�Q#Ý�K�Z��
›�¹�•�Þ�¡�º�Ü�†�8�B�K�r�M��

�«�¸�µ�É 2 �Ô�î�»�†�š�f�M�•�_�c�
���b�¥�Ð�å�»�b�8�N�€�?�†
°�Š�K�r�M��

• �Ô�î�»�†�º�Û�å�«�Ì�”�Þ�å�º�_0¿���M�•�_�c�
���b�¥�Ð�å�»�†
°�Š�K�r�M��

hostname(config)# firewall transparent

�G�b�¥�Ð�å�»�c�
�›�¥�å�¸�Ÿ�«�º�b�¥�å�Ç�•� �×�Þ�î�©�Ù�å�_�v�_���f�j�b% $×�[/²&g�I�€�r�M
�@�
�G�b�¥�Ð�å�»�†�¥�å�¸�Ÿ�«�º�[
°�Š�M�•�G�\�c�[�A�r�O�‡��

• �Ô�î�»�†�Ý�î�¸�µ�»�_0¿���M�•�_�c�
���b�¥�Ð�å�»�†
°�Š�K�r�M��

hostname(config)# no firewall transparent

ASDM �b2s�·
�G�b8o�[�c�
 ASDM �†2s�·�M�•�‰�2�_�X�8�Z1��Â�K�r�M��2s�·�M�•�_�c���b�‰�2�@�6�~�r�M��

• �� ASDM �Û�å�³�Õ�b�²�˜�å�ß�î�»�� >&P.3-6>'

• �� ASDM �Û�å�³�Õ�_�|�•  ASDM �b2s�·�� >&P.3-7>'

• ���¹�Ô  �Ô�î�»�[�b  ASDM �b�Q#Ý��>&P.3-7>'

• �� Web �È�Û�˜�¨�_�|�•  ASDM �b2s�·�� >&P.3-8>'

ASDM �Û�å�³�Õ�b�²�˜�å�ß�î�»

ASDM �Û�å�³�Õ�c  Windows �S#Ý�[�M��5�0
�M�•1�0É�\0É�Â�i�²�–�”�ß�¢�Î�µ�¡�«�@�^�C�^�~�
2s�·�@
9×3ÿ�ì�K�Z�

°�Š�í�s�b  IP �”�»�Þ�«�\�Ø�î�¨�¡�†�Ÿ�Õ�µ�©�×�K�r�M��

ASDM �Û�å�³�Õ�†�²�˜�å�ß�î�»�M�•�_�c�
���b�m8p�†��/œ�K�r�M��

�«�¸�µ�É 1 [ASDM Welcome] #ì8��[�
4:�)�^�Î�±�å�†�¡�Ü�µ�¡�K�Z  ASDM �Û�å�³�Õ�b�–�å�«�º�î�Ý  �Ç�“�–�Ý�†
�²�˜�å�ß�î�»�K�r�M��

�«�¸�µ�É 2 asdm-launcher.exe �Ç�“�–�Ý�†�²�È�Ý�¡�Ü�µ�¡�K�r�M��

>&�@>' �º�Û�å�«�Ì�”�Þ�å�º  �Ç�“�–�”�˜�›�î�Ý  �Ô�î�»�[�
'ö#.  IP �”�»�Þ�«�†
°�Š�K�r�M���²�N  https  �†
°�Š�K
�Z�C�T�I�8�� http  �[�c�6�~�r�O�‡��

�«�¸�µ�É 3 �M�m�Z�b�É�ß�å�É�º�[  [OK] �r�S�c  [Yes] �†�¡�Ü�µ�¡�K�r�M���¡�S�\�Ã�«�á�î�»�b�É�ß�å�É�º�[�v� �]
�[�M���¡�S�\�Ã�«�á�î�»�c'5$Ñ�_�K�r�M��
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  ASDM �b2s�·
�–�å�«�º�î�Û�@�¥�å�Æ�×�î�±�_�²�˜�å�ß�î�»�I�€�r�M��

�«�¸�µ�É 4 �–�å�«�º�î�Û�†��/œ�K�Z  ASDM �Û�å�³�Õ�†�–�å�«�º�î�Ý�K�r�M��

ASDM �Û�å�³�Õ�_�|�•  ASDM �b2s�·

ASDM �Û�å�³�Õ�?�}  ASDM �†2s�·�M�•�_�c�
���b�m8p�†��/œ�K�r�M��

�«�¸�µ�É 1 �¹�«�¡�º�µ�É�V�b  Cisco ASDM Launcher �b�©�Ù�î�º�•�µ�º�†�²�È�Ý�¡�Ü�µ�¡�M�•�?�
�r�S�c�
 [Start] 
�Ó�½�×�î�?�}6ä�A�r�M���r�S�c�
 [ASDM Welcome] #ì8��?�}�
 [Run Startup Wizard] �†�¡�Ü�µ�¡�K�Z  
ASDM �†0¿���[�A�r�M��

�«�¸�µ�É 2 �K)F
›�\�K�Z4:�Â�º�­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�b  IP �”�»�Þ�«�r�S�c�Í�«�º�¡�†
°�Š�M�•�?4E�¥�K�r
�M�� IP �”�»�Þ�«�b�Ü�«�º�†�¡�Ü�”�M�•�_�c�
 [Device/IP Address/Name] �Ç�•�î�Ý�»�b�“�_�6�•�¦�Ñ'ý
�”�–�¥�å�†�¡�Ü�µ�¡�K�r�M��

�«�¸�µ�É 3 �Ø�î�¨�¡�\�Ã�«�á�î�»�†
°�Š�K�
 [OK]  �†�¡�Ü�µ�¡�K�r�M��

�‚�K�8�Â�î�ª�Ù�å�b  ASDM �@4:�Â�º�­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�_�6�•���œ�
 ASDM �Û�å�³�Õ�c+¬
�·$×�_�‚�K�8�Â�î�ª�Ù�å�†�²�˜�å�ß�î�»�K�
 ASDM �†2s�·�M�•�S�_#'�~�b�Â�î�ª�Ù�å�†�”�µ�É�¹�î�º
�M�•�|�:�_�Ø�î�¨�_0[�Ó�K�r�M��

�¹�Ô  �Ô�î�»�[�b  ASDM �b�Q#Ý

�”�É�Ü�£�î�©�Ù�å  ASDM Demo Mode �†�93õ�–�å�«�º�î�Ý�K�Z�Q#Ý�M�•�\�
���¹�Â�–�«�†�Q#Ý�O�N�_  
ASDM �†��/œ�[�A�r�M���G�b�Ô�î�»�[�c�
���b�ï�8�†��/œ�[�A�r�M��

• ���¹�Â�–�«�K)F�ì�\� �L�|�:�_�
 ASDM �?�}0¿���\4E�¥�K�S%�0i�±�«�¡�†��/œ�M�•��

• ASDM �–�å�±�î�Ç�™�–�«�_�|�•  ASDM �r�S�c�­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�µ+��b�¹�Ô�†��/œ�M
�•��

• CSC SSM �†�Q#Ý�K�Z0¿���>�|�g%�0i�±�«�¡�†��/œ�M�•��

• �Ü�”�Ý�±�–�Ò�b�©�«�¸�Ò  �ß�¢  �Ó�µ�­�î�ª�†�µ�t�
�©�Ñ�×�Þ�î�©�Ù�å�K�S%�0i�¹�î�±�x�ß�¢  �¹�î�±
�†�v�“�M�•��/²&g�¹�î�±�c�Û�å�²�Ò�_#Õ�B�I�€�r�M�@�
���¹�Â�–�«�_�K)F�K�Z�8�•�|�:�^�/9‚�@�[
�A�r�M��

�G�b�Ô�î�»�[�c�
���b�µ+��c�§�Ï�î�º�I�€�r�O�‡��

• GUI �_/²&g�I�€�S�¥�å�Ç�•� �×�Þ�î�©�Ù�å�_�•�<�S�š�f
Æ���b�–�Ñ

• �Ç�“�–�Ý�r�S�c�¹�•�«�¡�b�ï�8  

• �š�T�Ô�½�±�Ü�å�¢�¹�î�±

• 8�'ö#.�Ø�î�¨

• ���b�µ+�

– [File] �Ó�½�×�î

Save Running Configuration to Flash

Save Running Configuration to TFTP Server

Save Running Configuration to Standby Unit
3-7
ASDM �Ø�î�¨  �ž�–�»

OL-14981-01-J
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  ASDM �b2s�·
Save Internal Log Buffer to Flash

Clear Internal Log Buffer

– [Tools] �Ó�½�×�î

Command Line Interface

ping

File Management

Update Software

File Transfer

Upload image from Local PC

System Reload

– �¶�î�Ý�Â�î / �«�¸�î�±�«�Â�î  > [Save]

– [Configuration] > [Interface] > [Edit Interface] > [Renew DHCP Lease]

– �Ç�™�î�Ý�œ�î�Â�î�‹�b�«�±�å�Â�–  �¹�Â�–�«�b0¿��

• �¥�å�Ç�•� �×�Þ�î�©�Ù�å�b
Ì1��s3¸�s�@$Î#Õ�M�•�ï�8��
Ì1��s3¸�s�@/œ�ƒ�€�•�\  GUI �@
–�b�¥�å
�Ç�•� �×�Þ�î�©�Ù�å�_�`�~�r�M��

– �¥�å�¸�Ÿ�«�º�b�)�~�n�<

– [Interface] �Ì�–�å�b�š�f

– [NAT] �Ì�–�å�b�š�f

– [Clock] �Ì�–�å�b�š�f

ASDM �b�¹�Ô  �Ô�î�»�†��/œ�M�•�_�c�
���b�m8p�†��/œ�K�r�M��

�«�¸�µ�É 1 ASDM Demo Mode �–�å�«�º�î�Û�b  asdm-demo-version.msi �†���b���d�?�}�²�˜�å�ß�î�»�K�r�M��

http://www.cisco.com/cisco/software/navigator.html

�«�¸�µ�É 2 �–�å�«�º�î�Û�†�²�È�Ý�¡�Ü�µ�¡�K�Z�
�¯�Ç�º�˜�™�”�†�–�å�«�º�î�Ý�K�r�M��

�«�¸�µ�É 3 �¹�«�¡�º�µ�É�V�b  Cisco ASDM Launcher �b�©�Ù�î�º�•�µ�º�†�²�È�Ý�¡�Ü�µ�¡�M�•�?�
�r�S�c�
 [Start] 
�Ó�½�×�î�?�}6ä�A�r�M��

�«�¸�µ�É 4 [Run in Demo Mode] �³�™�µ�¡�Î�µ�¡�«�†�œ�å�_�K�r�M��

[Demo Mode] �˜�•�å�»�˜�@/²&g�I�€�r�M��

Web �È�Û�˜�¨�_�|�•  ASDM �b2s�·

Web �È�Û�˜�¨�?�}  ASDM �†2s�·�M�•�_�c�
���b�m8p�†��/œ�K�r�M��

�«�¸�µ�É 1 �­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«  �¿�µ�º�á�î�¡�V�b�§�Ï�î�º�I�€�•  Web �È�Û�˜�¨�[�
���b  URL �†
°�Š�K
�r�M��

https:// interface_ip_address

�G�G�[�
 interface_ip_address �c�
4:�Â�º�­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«  �¿�µ�º�á�î�¡�V�b  ASDM �b  IP 
�”�»�Þ�«�[�M��
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  0¿���b�+0[
>&�@>' �º�Û�å�«�Ì�”�Þ�å�º  �Ç�“�–�”�˜�›�î�Ý  �Ô�î�»�[�
'ö#.  IP �”�»�Þ�«�†
°�Š�K�r�M���²�N  https  �†
°�Š�K
�Z�C�T�I�8�� http  �[�c�6�~�r�O�‡��

�«�¸�µ�É 2 �M�m�Z�b�È�Û�˜�¨�b�É�ß�å�É�º�[  [OK] �r�S�c  [Yes] �†�¡�Ü�µ�¡�K�r�M���Ø�î�¨�¡�\�Ã�«�á�î�»�b�É�ß
�å�É�º�[�v� �]�[�M>&'5$Ñ�b�r�r�_�K�r�M>' ��

[Cisco ASDM 6.0(3) Welcome] �Ì�î�ª�_���b�Î�±�å�@/²&g�I�€�r�M��

• Install ASDM Launcher and Run ASDM

• Run ASDM 

• Run Startup Wizard

�«�¸�µ�É 3 [Run ASDM] �†�¡�Ü�µ�¡�K�r�M��

�«�¸�µ�É 4 �M�m�Z�b�È�Û�˜�¨�b�É�ß�å�É�º�[  [OK] �r�S�c  [Yes] �†�¡�Ü�µ�¡�K�r�M��

0¿���b�+0[
4:�Â�º�­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�†0¿���>�|�g%�0i�M�•�_�c�
���b�m8p�†��/œ�K�r�M��

�«�¸�µ�É 1 Startup Wizard �b�Q#Ý�_�|�•�6�‡0¿���†/œ�:�_�c�
 [Wizards] > [Startup Wizard] �†4E�¥�K�r�M��

�«�¸�µ�É 2 IPSec VPN Wizard �†�Q#Ý�K�Z IPSec VPN �K)F�†0¿���M�•�_�c�
 [Wizards] > [IPSec VPN Wizard] �†
4E�¥�K�Z�
/²&g�I�€�•�›#ì8��[0¿���†/œ�8�r�M��

�«�¸�µ�É 3 SSL VPN Wizard �†�Q#Ý�K�Z SSL VPN �K)F�†0¿���M�•�_�c�
 [Wizards] > [SSL VPN Wizard] �†4E�¥�K
�Z�
/²&g�I�€�•�›#ì8��[0¿���†/œ�8�r�M��

�«�¸�µ�É 4 9×�•#Ý�ö�\�«�£�î�Û�Å�Ü�¸�•�_6õ�M�•0¿���Í�†0¿���M�•�_�c�
 [Wizards] > [High Availability and 
Scalability Wizard] �†4E�¥�K�r�M��0ò(ý�_�X�8�Z�c�
 �� High Availability and Scalability Wizard �†�Q#Ý
�K�S�Ç�™�î�Ý�œ�î�Â�î�b0¿�� ���†�g!·�K�Z�C�T�I�8��

�«�¸�µ�É 5 Packet Capture Wizard �†�Q#Ý�K�Z�Ã�£�µ�º  �Ÿ�Õ�É�³�Õ�†0¿���M�•�_�c�
 [Wizards] > [Packet Capture 
Wizard] �†4E�¥�K�r�M��

�«�¸�µ�É 6 ASDM GUI �[�Q#Ý�[�A�•�I�r�J�r�^,
�\�«�±�–�Ý�†/²&g�M�•�_�c�
 [View] > [Office Look and Feel] �†
4E�¥�K�r�M��

�«�¸�µ�É 7 �µ+��†0¿���M�•�_�c�
�¶�î�Ý�Â�î�[  [Configuration] �Î�±�å�†�¡�Ü�µ�¡�K�
 [Device Setup]�
 [Device 
Management]�
 [Firewall]�
 [Remote Access VPN]�
 [Site-to-Site VPN]�
 [IPS]�
 [Trend Micro Content 
Security] �b�8�N�€�?�b�Î�±�å�†�¡�Ü�µ�¡�K�Z6õ4��M�•0¿���Ì�–�å�†/²&g�K�r�M��

>&�@>' [Configuration] #ì8��@'5$Ñ�b���œ�c�
�¶�î�Ý�Â�î�[  [Refresh] �†�¡�Ü�µ�¡�K�Z�
#ì8��b�¥�å�¸�å�¶�†/²
&g�K�r�M��

• [Device Setup] �Ì�–�å�[�c���b�ï�8�†��/œ�[�A�r�M��

– [Startup Wizard] �†2s�·�K�Z�­�Ÿ�×�Ü�¸�•  �Ï�Ü�©�î�†�8�B�M�•��

– IP �”�»�Þ�«�
�¡�S�
�­�Ÿ�×�Ü�¸�•  �Þ�Ë�Ý�
�º�Û�å�«�Ì�”�Þ�å�º  �Ô�î�»�b�È�Ü�µ�ª  �¢�Ý�î�É�^
�]�
�–�å�±�î�Ç�™�–�«�b�ö�•�Ã�Û�Ó�î�±�†0¿���M�•��0ò(ý�_�X�8�Z�c�
 �� �–�å�±�î�Ç�™�–�«�b
0¿�� ���†�g!·�K�Z�C�T�I�8��
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  0¿���b�+0[
– OSPF�
 RIP�
�«�±�¸�•�µ�¡  �Ý�î�¸�•�å�¢�
8��P&à�Ý�î�¸�•�å�¢�†0¿���M�•>&�©�å�¢�Ý  �Ô�î�»
�b�s>' ��0ò(ý�_�X�8�Z�c�
 �� �²�–�¼�Ñ�µ�¡  �Ý�î�¸�•�å�¢�>�|�g�«�±�¸�•�µ�¡  �Ý�î�¸�•�å�¢�b0¿
�� ���†�g!·�K�Z�C�T�I�8��

– AAA �§�î�Å�«�†0¿���M�•��

– �¹�ª�±�Ý0É�Â�i�†0¿���M�•��

– �¹�Â�–�«�¡�\�¹�Â�–�«  �Ã�«�á�î�»�†0¿���M�•��

– DHCP �§�î�Å�«�†0¿���M�•��

– DNS �§�î�Å�«�†0¿���M�•��

• [Firewall] �Ì�–�å�[�c�
�”�¡�­�«  �Ý�î�Ý�
 AAA �Ý�î�Ý�
�Ç�•�Ý�±  �Ý�î�Ý�
�§�î�Å�«  �Ï�Ü�©�î  �Ý�î
�Ý�^�]�b�­�Ÿ�×�Ü�¸�•  �Ï�Ü�©�î�\
¹�_�
 NAT �Ý�î�Ý�
 URL �Ç�•�Ý�±�Ü�å�¢  �§�î�Â�
�¢�ß�î�Â�Ý  
�œ�È�ª�™�¡�º�†0¿���[�A�r�M���r�S�
���b9×�Ø�^0¿���†/œ�:�G�\�v�[�A�r�M��

– �”�¡�­�«  �Ý�î�Ý�[�c�
 IP �º�Û�Ç�•�µ�¡�@�­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�_�”�¡�­�«�[�A�•�?�]
�:�?�†�ô���K�r�M���º�Û�å�«�Ì�”�Þ�å�º  �Ç�“�–�”�˜�›�î�Ý  �Ô�î�»�[�c�
8�  IP �º�Û�Ç�•�µ�¡�†
0Á�•�M�•�S�u�b  EtherType �”�¡�­�«  �Ü�«�º�v4:#Ý�[�A�r�M��

– Ethertype �Ý�î�Ý>&�º�Û�å�«�Ì�”�Þ�å�º  �Ô�î�»�b�s>'�[�c�
8�  IP �º�Û�Ç�•�µ�¡�@�­�Ÿ�×�Ü�¸�•  
�”�É�Û�–�”�å�«�_�”�¡�­�«�[�A�•�?�]�:�?�†�ô���K�r�M��

– �”�¡�­�«  �Ý�î�Ý�[�c�
 HTTP �^�]"I���b�±�–�É�b�º�Û�Ç�•�µ�¡�_�P�K�Z�
1�0É�\0Á�•�b�8�N�€
�?�
�r�S�c�g�‰�†/œ�:�?�]�:�?�†�ô���K�r�M���­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�c�
 RADIUS 
�§�î�Â�r�S�c  TACACS+ �§�î�Â�_�”�•�˜�å�¸�•�å�¢�_���†3æ�™�M�•�G�\�v�6�~�r�M��

– �� Filter Rules���[�c�
"I���b  Web �§�–�º�r�S�c  FTP �§�î�Â�l�b$Î�™�”�¡�­�«�†&—�F�K�r�M��
�­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�c�
 Websense Enterprise �r�S�c  Sentian �†  N2H2 �[��/œ�M�•�9
�b�§�î�Â�\4�� �K�Z�·�8�K�r�M�� [Configuration] > [Properties] > [URL Filtering] �†4E�¥�K�Z  
URL �Ç�•�Ý�±�Ü�å�¢  �§�î�Â�†0¿���K�Z�?�}�
�Ý�î�Ý�†3ã�•�M�•�²0[�@�6�~�r�M��

– �� �§�î�Å�«  �Ï�Ü�©�î  �Ý�î�Ý�b0¿�� ���_�|�~�
�”�É�Ü�£�î�©�Ù�å  �–�å�«�Ì�¡�©�Ù�å�
�K)F�b�D
7H�
 TCP �G0d�ì�†4:#Ý�K�r�M���–�å�«�Ì�¡�©�Ù�å  �š�å�ª�å�c�
�Ø�î�¨�b�¹�î�±  �Ã�£�µ�º
Æ�_  
IP �”�»�Þ�µ�©�å�¢�_���†�Ù�u3¸�t�§�î�Å�«�x�
�²�–�¼�Ñ�µ�¡�_�m�~�\�Z�}�€�•�Ï�î�º�V�[�­�•
�å�²�Ü  �³�Õ�¿�Ý�†6ä�C�§�î�Å�«�_�²0[�[�M���G�€�}�b�É�ß�º�¥�Ý�c�
4:�Â�º�­�Ÿ�×�Ü�¸�•  �”
�É�Û�–�”�å�«�@0ò(ý�^�Ã�£�µ�º  �–�å�«�Ì�¡�©�Ù�å�†/œ�:�G�\�†0[�Ó�K�r�M�� TCP �K)F�
 UDP 
�K)F�
�>�|�g�6�‡�K)F�†�D7H�M�•�G�\�v�[�A�r�M���K)F�\�6�‡�K)F�b�X�†�D7H�M�•�G�\�[�

DoS �7�Á>&�§�î�Å�«�Ä)/�7�Á>'�?�}�–1¤�I�€�r�M���6�‡�K)F�\�c�
3æ�™
–�\��
›�b6ë�[�²0[�_
�^�•�Á�å�»�©�™�–�¡�†�ö�¢�K�Z�8�^�8�K)F0[�Ó�b�G�\�[�M�� TCP �G0d�ì�c�
�G�–�_0b�<�^�8
�Ã�£�µ�º�†�»�ß�µ�É�K�r�M��

– �� NAT�� �c�
�–1¤�I�€�S�¿�µ�º�á�î�¡�[�Q#Ý�M�•�”�»�Þ�«�†�Ã�È�Ü�µ�¡  �–�å�±�î�¿�µ�º�[�Q#Ý
�M�•�”�»�Þ�«�_�š�n�K�r�M���G�b0¿���_�|�W�Z�
�É�Û�–�Ë�î�º  �”�»�Þ�«�†
Æ4Š�¿�µ�º�á�î�¡
�[�Q#Ý�[�A�r�M���É�Û�–�Ë�î�º  �”�»�Þ�«�c�
�–�å�±�î�¿�µ�º�_�Ý�î�¸�•�å�¢�[�A�r�O�‡��

– �� �¢�ß�î�Â�Ý  �œ�È�ª�™�¡�º�b3ã�• ���[�c�
4:#Ý�º�­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�_�Ï�Ü�©�î�†)�
�s3¸�t7•�_�Y�•���^
Ì�<#Ý�•+��¥�å�Ï�î�¿�å�º�b0¿���
/²&g�
�Ÿ�G�@�M�m�Z�[�A�r�M��
Ì�<#Ý
�•+��¥�å�Ï�î�¿�å�º�r�S�c�œ�È�ª�™�¡�º�_�c�
���b�v�b�@�6�~�r�M��

�¿�µ�º�á�î�¡  �œ�È�ª�™�¡�º / �¢�Ý�î�É

�§�î�Å�«  �¢�Ý�î�É

�¡�Û�«  �Ð�µ�É

�–�å�«�Ì�¡�©�Ù�å  �Ð�µ�É

�G0d/²#'

TCP �Ð�µ�É

�¢�ß�î�Â�Ý  �É�î�Ý

�ì6ë(
�V
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  0¿���b�+0[
• [Remote Access VPN] �Ì�–�å�[�c�
�¿�µ�º�á�î�¡  �¡�Û�–�”�å�º  �”�¡�­�«�
�¡�Û�–�”�å�º�Þ�«  SSL 
VPN �È�Û�˜�¨  �”�¡�­�«�\9×�Ø�^  Web 6õ4��b0¿���Í�
 AAA 0¿���
0É�Â�i'ö#.�
�ß�î�»�Â�Û�å�©�å
�¢�†0¿���[�A�r�M���r�S�
���b�|�:�^9×�Ø�^3ã�•�b0¿���†��/œ�[�A�r�M��

– VPN �º�å�¿�Ý�b  IPSec �K)F�†0¿���M�•��

– �¡�Û�–�”�å�º�Þ�«  SSL VPN �K)F�b0¿���� ��  �¡�Û�–�”�å�º�Þ�«  SSL VPN���_�|�~�Ø�î�¨�c�

Web �È�Û�˜�¨�†�Q#Ý�K�Z�­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�l�b�­�Ÿ�×�”�^�Ü�Ô�î�º�”�¡�­�«  VPN 
�º�å�¿�Ý�†&�'g�[�A�r�M��

– �� IKE���[�
�¡�Û�–�”�å�º�@  VPN �º�å�¿�Ý�?�}�K)F�K�S�‹�_�¡�Û�–�”�å�º�b  IP �”�»�Þ�«�†0¿
���M�•��

– �� Load Balancing���[  VPN �K)F�b�ß�î�»�Â�Û�å�©�å�¢�†0¿���M�•��

– �� 7Á�Ê�Ó�î�Ý  �É�ß�Ÿ�© ���[7Á�Ê�Ó�î�Ý  �É�ß�Ÿ�©�†0¿���M�•��7Á�Ê�Ó�î�Ý  �É�ß�Ÿ�©�†0¿���M�•
�\�
�Ü�Ô�î�º7Á�Ê�Ó�î�Ý�µ+��†�¡�Û�–�”�å�º�Þ�«  SSL VPN �Ø�î�¨�_�Ñ�G�[�A�r�M��

• [Site-to-Site VPN] �Ì�–�å�[�c�
�§�–�º6ë  VPN �K)F�
�¢�Ý�î�É  �Ï�Ü�©�î�
0É�Â�i'ö#.�†0¿���[�A
�r�M���r�S�
���b�|�:�^9×�Ø�^0¿���†��/œ�[�A�r�M��

– IKE �Ï�Ü�©�î�\  IKE �Ã�Û�Ó�î�±>& ISAKMP �\�v�ç�d�€�•>' �� 2 �Ž�b�Í�«�º�[  IPSec �­�Ÿ�×�Ü
�¸�•  �”�¯�©�š�î�©�Ù�å�b�S(��‰�2�†�M+´�I�O�•�S�u�b�¿�¦�©�š�î�©�Ù�å  �É�ß�º�¥�Ý�†�f�j�K
�r�M��

• [Device Management] �Ì�–�å�[�c�
���b�|�:�^�”�¡�­�«�\'ö#.�b�S�u�b0¿���†��/œ�[�A�r�M��

– ASDM �\  HTTP over SSL �b'ö#.�­�µ�©�Ù�å��

– FTP �>�|�g  TFTP �¡�Û�–�”�å�º��

– CLI��

– SNMP �>�|�g  ICMP��

– 7Á�Ê�Ó�î�Ý�
�–�Ë�å�º  �Ü�«�º�
�Ç�•�Ý�±�
�Þ�î�º�D7H�
 syslog �§�î�Â�
 SMTP �^�]�b�ß� �å
�¢��0ò(ý�_�X�8�Z�c�
 ���ß� �å�¢�b0¿���� �†�g!·�K�Z�C�T�I�8��

– �Ø�î�¨�>�|�g  AAA 1�0É��

– High Availability and Scalability Wizard �>�|�g�Ç�™�î�Ý�œ�î�Â�î��

– 9×�Ø�^0¿����

>&�@>' CSC SSM �•�î�»�r�S�c  IPS �¯�Ç�º�˜�™�”�@�–�å�«�º�î�Ý�I�€�Z�8�•���œ�
 [Trend Micro Content 
Security] �r�S�c  [IPS] �µ+��Î�±�å�v/²&g�I�€�r�M��

• [IPS] �Ì�–�å�[�c�
 IPS �­�å�§�î�†0¿���[�A�r�M��0ò(ý�_�X�8�Z�c�
 �� IPS �b0¿�� ���†�g!·�K�Z�C�T
�I�8��

• [Trend Micro Content Security] �Ì�–�å�[�c�
 CSC SSM �†0¿���[�A�r�M>& ASA 5500 �©�Ü�î�¬4:�Â
�º�­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�[�Q#Ý�•+�>' ��0ò(ý�_�X�8�Z�c�
 �� Trend Micro Content Security �b
0¿�� ���†�g!·�K�Z�C�T�I�8��

�«�¸�µ�É 8 4:�Â�º�­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�†%�0i�M�•�_�c�
�¶�î�Ý�Â�î�b  [Monitoring] �Î�±�å�†�¡�Ü�µ�¡�K�

)F�8�Z  [Interfaces]�
 [VPN]�
 [Trend Micro Content Security]�
 [Routing]�
 [Properties]�
 [Logging] �b
�8�N�€�?�b�µ+��Î�±�å�†�¡�Ü�µ�¡�K�Z6õ4��M�•%�0i�Ì�–�å�†/²&g�K�r�M��

• [Interfaces] �Ì�–�å�[�c�
 ARP �¸�î�È�Ý�
 DHCP �§�î�Å�«�
�²�–�¼�Ñ�µ�¡  �”�¡�­�«  �Ü�«�º�

PPPoE �¡�Û�–�”�å�º�
�K)F�«�¸�î�±�«�
�>�|�g�–�å�±�î�Ç�™�–�«�b)+0£�_���†%�0i�[�A�r�M��0ò
(ý�_�X�8�Z�c�
 �� �–�å�±�î�Ç�™�–�«�b�Ô�½�±�Ü�å�¢ ���†�g!·�K�Z�C�T�I�8��

• [VPN] �Ì�–�å�[�c�
 VPN �K)F�†%�0i�[�A�r�M��0ò(ý�_�X�8�Z�c�
 �� VPN �b�Ô�½�±�Ü�å�¢�� �†�g!·
�K�Z�C�T�I�8��
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• [Routing] �Ì�–�å�[�c�
�Ý�î�º�
 OSPF LSA�
�>�|�g  OSPF �¿�–�Â�î�†%�0i�[�A�r�M��0ò(ý�_�X�8
�Z�c�
 �� �Ý�î�¸�•�å�¢�b�Ô�½�±�Ü�å�¢ ���†�g!·�K�Z�C�T�I�8��

• [Properties] �Ì�–�å�[�c�
'ö#.�­�µ�©�Ù�å�
 AAA �§�î�Â�
�Ç�™�î�Ý�œ�î�Â�î�
 CRL�
 DNS �Ÿ�Õ�µ
�©�×�
�©�«�¸�Ò�b)+0£�_���†%�0i�[�A�r�M��0ò(ý�_�X�8�Z�c�
 �� �É�ß�Ã�¸�•�b�Ô�½�±�Ü�å�¢ ���†�g
!·�K�Z�C�T�I�8��

• [Logging] �Ì�–�å�[�c�
�©�«�¸�Ò  �ß�¢  �Ó�µ�­�î�ª�
 Real-Time Log Viewer�
�>�|�g�ß�¢  �Â�µ�Ç�“
�†%�0i�[�A�r�M��0ò(ý�_�X�8�Z�c�
 �� �ß� �å�¢�b�Ô�½�±�Ü�å�¢ ���†�g!·�K�Z�C�T�I�8��

• [Trend Micro Content Security] �Ì�–�å�[�c�
 CSC SSM �K)F�†%�0i�[�A�r�M��0ò(ý�_�X�8�Z�c�

�� Trend Micro Content Security �b�Ô�½�±�Ü�å�¢�� �†�g!·�K�Z�C�T�I�8��
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C H A P T E R 4

Startup Wizard �b�Q#Ý

ASDM Startup Wizard �b�L
Æ�_�‘�W�Z4:�Â�º�­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�b�6�‡0¿���†/œ�8�
4:�Â�º
�­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�b���b0¿���†��*O�[�A�r�M��

• �Í�«�º�¡

• �»�Ó�–�å�¡

• ASDM �r�S�c  CLI �?�}�b'ö#.�”�¡�­�«�†�D7H�M�•�S�u�b�Ã�«�á�î�»

• �¥4Š�–�å�±�î�Ç�™�–�«�b  IP �”�»�Þ�«�_��

• 
Æ4Š�–�å�±�î�Ç�™�–�«�x  DMZ �–�å�±�î�Ç�™�–�«�^�]�b�Q�b�Ú�b�–�å�±�î�Ç�™�–�«

• NAT �r�S�c  PAT �Ý�î�Ý

• DHCP �§�î�Â�[�Q#Ý�M�•���œ�b
Æ4Š�–�å�±�î�Ç�™�–�«�b  DHCP 0¿��

�Ó�–�å  ASDM �”�É�Ü�£�î�©�Ù�å  �˜�•�å�»�˜�[�G�b�µ+��_�”�¡�­�«�M�•�_�c�
���b�8�N�€�?�b�‰�2�†4E
�¥�K�r�M��

• [Wizards] > [Startup Wizard] �†4E�¥�M�•��

• [Configuration] > [Device Setup] > [Startup Wizard] �†4E�¥�K�Z�
 [Launch Startup Wizard] �†�¡
�Ü�µ�¡�M�•��

0ò(ý�_��

• �� Web �È�Û�˜�¨�_�|�•  ASDM �b2s�·�� >&P.3-8>' �†�g!·�K�Z�C�T�I�8��  

• �� Cisco ASA 5500 Series Adaptive Security Appliance Getting Started Guide���>�|�g�� Cisco ASA 
5505 Getting Started Guide���†�g!·�K�Z�C�T�I�8��

�G�b8o�[�c�
���b�º�Æ�µ�¡�_�X�8�Z�v�~�V�F�r�M��

• �� ASA 5500 �©�Ü�î�¬�>�|�g  PIX 500 �©�Ü�î�¬  �­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�b  Startup Wizard #ì
8��� >&P.4-2>'

• �� ASA 5505 4:�Â�º�­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�b  Startup Wizard #ì8��� >&P.4-3>'

�Ô�î�»

���b/²�c�
�G�b�µ+��†�Q#Ý�[�A�•�Ô�î�»�†&g�K�S�v�b�[�M��
4-1
ASDM �Ø�î�¨  �ž�–�»
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  ASA 5500 �©�Ü�î�¬�>�|�g  PIX 500 �©�Ü�î�¬  �­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�b  Startup Wizard #ì8�
ASA 5500 �©�Ü�î�¬�>�|�g  PIX 500 �©�Ü�î�¬  �­�Ÿ�×�Ü�¸�•  
�”�É�Û�–�”�å�«�b  Startup Wizard #ì8�

/² 4-1 �_�
 ASA 5500 �©�Ü�î�¬4:�Â�º�­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�>�|�g  PIX 500 �©�Ü�î�¬  �­�Ÿ�×�Ü
�¸�•  �”�É�Û�–�”�å�«�b�s�†0¿���M�•���œ�_�²0[�^  Startup Wizard �b#ì8��†�M0t/²&g�K�r�M��#ì8��b��
7•�b8p�Î�c�
0¿���ì�b4E�¥�_�|�W�Z�ô�r�~�r�M��&g�I�€�•8p�Î�c�
 ASA 5505 4:�Â�º�­�Ÿ�×�Ü�¸�•  �”�É
�Û�–�”�å�«�_�b�s4:#Ý�I�€�r�M�� ���Q#Ý�[�A�•�Ô�î�»���4�_�c�
�›#ì8��@/²&g�I�€�•�\�A�b�Ô�î�»�>�|
�g3ã�•�b0¿���_���@�M0t/²&g�I�€�r�M��4E�¥�K�S#ì8��b�_���†/²&g�M�•�_�c�
�¡�S�†�¡�Ü�µ�¡�K�Z�C�T
�I�8��

�Ç�“�–�”�˜�›�î�Ý  �Ô�î�» �­�Ÿ�×�Ü�¸�•  �¥�å�¸�Ÿ�«�º

�Ý�î�¸�µ�» 3ñ4# �©�å�¢�Ý

�Ð�Ý�³

�¥�å�¸�Ÿ�«
�º �©�«�¸�Ò

• • • • —

/² 4-1 ASA 5500 �©�Ü�î�¬�>�|�g  PIX 500 �©�Ü�î�¬  �­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�b  Startup Wizard 
#ì8�

#ì8��¡ �Q#Ý�•+�"g�#

�� Step 1 - Starting Point or Welcome��>&P.4-3>' �M�m�Z�b�Ô�î�»�� Step 1 �b�d����,´�ì�b�¹�Ç�›�Ý
�º  �œ�É�©�Ù�å�c  PIX �­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å
�«�[�c�Q#Ý�[�A�r�O�‡��

�� Step 2 - Basic Configuration��>&P.4-4>'

�� Step 3 - Auto Update Server��>&P.4-5>' �©�å�¢�Ý  �Ý�î�¸�µ�»�>�|�g�©�å�¢�Ý  �º�Û�å�«�Ì�”
�Þ�å�º  �Ô�î�»���©�å�¢�Ý  �º�Û�å�«�Ì�”�Þ�å�º  
�Ô�î�»�[�–�¿�î�È�Ý�_�M�•�\�
 �–�å�±�î�Ç�™�–�«  
�¥�å�Ç�•� �×�Þ�î�©�Ù�å  #ì8��\  Step 13 - DHCP 
Server #ì8��c/²&g�I�€�r�O�‡��

�� Step 4 - Management IP Address Configuration��
>&P.4-6>'

�©�å�¢�Ý  �º�Û�å�«�Ì�”�Þ�å�º  �Ô�î�»�b�s��

���¥4Š�–�å�±�î�Ç�™�–�«�b�¥�å�Ç�•� �×�Þ�î�©�Ù
�å�� >&P.4-23>'

�©�å�¢�Ý  �Ý�î�¸�µ�»  �Ô�î�»�b�s��

���¥4Š�–�å�±�î�Ç�™�–�«�b�¥�å�Ç�•� �×�Þ�î�©�Ù
�å>8PPPoE��>&P.4-22>'

���–�å�±�î�Ç�™�–�«  �¥�å�Ç�•� �×�Þ�î�©�Ù�å��
>&P.4-22>'

�©�å�¢�Ý  �º�Û�å�«�Ì�”�Þ�å�º  �Ô�î�»�b�s��

���Q�b�Ú�b�–�å�±�î�Ç�™�–�«�b0¿���� >&P.4-20>' �M�m�Z�b�Ô�î�»��

�� Step 12 - Static Routes��>&P.4-14>'

�� Step 13 - DHCP Server��>&P.4-14>'

�� Step 14 - Address Translation (NAT/PAT)��
>&P.4-15>'

�©�å�¢�Ý  �Ý�î�¸�µ�»  �Ô�î�»�b�s��

�� Step 15 - Administrative Access��>&P.4-16>' �M�m�Z�b�Ô�î�»��

�� Step 17 - Startup Wizard Summary��>&P.4-20>'
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'¨  4 'v       Startup Wizard �b�Q#Ý
  ASA 5505 4:�Â�º�­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�b  Startup Wizard #ì8�
ASA 5505 4:�Â�º�­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�b  Startup 
Wizard #ì8�

/² 4-2 �_�
 ASA 5505 4:�Â�º�­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�b�s�†0¿���M�•���œ�_�²0[�^  Startup Wizard 
�b�M�m�Z�b#ì8��†�M0t/²&g�K�r�M���M0t�[�b#ì8��b8p�Î�c�
�©�å�¢�Ý  �Ý�î�¸�µ�»  �Ô�î�»�[�b0¿���†/²
�K�r�M�� ���Q#Ý�[�A�•�Ô�î�»���4�_�c�
�›#ì8��@/²&g�I�€�•�\�A�b�Ô�î�»�>�|�g3ã�•�b0¿���_���@�M0t
/²&g�I�€�r�M��4E�¥�K�S#ì8��b�_���†/²&g�M�•�_�c�
�¡�S�†�¡�Ü�µ�¡�K�Z�C�T�I�8��

Step 1 - Starting Point or Welcome

�Ó�–�å  ASDM �”�É�Ü�£�î�©�Ù�å  �˜�•�å�»�˜�?�}�G�b�µ+��_�”�¡�­�«�M�•>&�Ð�Ý�³�Ô�î�»�b���œ�†7V
�C>'�_�c�
 [File] > [Reset Device to the Factory Default Configuration] �†4E�¥�K�r�M��

�Ç�•�î�Ý�»

• [Modify existing configuration]>8�¤�Ñ�b0¿���†�š�f�M�•�_�c�
�G�b�œ�É�©�Ù�å�†4E�¥�K�r�M��

/² 4-2 ASA 5505 4:�Â�º�­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�b  Startup Wizard #ì8�

#ì8��¡�>�|�g8p�Î �Q#Ý�•+�"g�#

�� Step 1 - Starting Point or Welcome��>&P.4-3>' �M�m�Z�b�Ô�î�»�� Step 2 �b  Teleworker �œ�É
�©�Ù�å�c  ASA 5505 �[�T�E4E�¥�[�A�r�M���� Step 2 - Basic Configuration��>&P.4-4>'

�� Step 3 - Auto Update Server��>&P.4-5>' �©�å�¢�Ý  �Ý�î�¸�µ�»�>�|�g�©�å�¢�Ý  �º�Û�å
�«�Ì�”�Þ�å�º  �Ô�î�»�� Teleworker �†�Q#Ý�M
�•0¿���b���œ�_�T�E�–�¿�î�È�Ý�_�I�€�r�M��

�� Step 4 - Management IP Address Configuration��
>&P.4-6>'

�©�å�¢�Ý  �º�Û�å�«�Ì�”�Þ�å�º  �Ô�î�»�b�s��

�� Step 5 - Interface Selection��>&P.4-6>' �©�å�¢�Ý  �Ý�î�¸�µ�»  �Ô�î�»�b�s��

�� Step 6 - Switch Port Allocation��>&P.4-7>'

�� Step 7 - Interface IP Address Configuration��>&P.4-8>'

�� Step 8 - Internet Interface Configuration - PPoE��
>&P.4-9>'

�� Step 9 - Business Interface Configuration - PPoE��
>&P.4-10>'

�� Step 10 - Home Interface Configuration - PPoE��
>&P.4-12>'

�� Step 11 - General Interface Configuration��>&P.4-13>'

�� Step 12 - Static Routes��>&P.4-14>' �M�m�Z�b�Ô�î�»�� Teleworker �†�Q#Ý�M�•0¿
���b���œ�_�T�E�–�¿�î�È�Ý�_�I�€�r�M��

�� Step 13 - DHCP Server��>&P.4-14>' �M�m�Z�b�Ô�î�»��

�� Step 14 - Address Translation (NAT/PAT)��>&P.4-15>' �©�å�¢�Ý  �Ý�î�¸�µ�»  �Ô�î�»�b�s��

�� Step 15 - Administrative Access��>&P.4-16>' �M�m�Z�b�Ô�î�»��

�� Step 16 - Easy VPN Remote Configuration��>&P.4-18>' �©�å�¢�Ý  �Ý�î�¸�µ�»  �Ô�î�»�� Teleworker 
�†�Q#Ý�M�•���œ�_�T�E�–�¿�î�È�Ý�_�I�€�r
�M��

�� Step 17 - Startup Wizard Summary��>&P.4-20>' �M�m�Z�b�Ô�î�»��
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• [Reset configuration to factory defaults]>80¿���†
Æ4Š�–�å�±�î�Ç�™�–�«�b�d����,´�ì�b�¹�Ç�›�Ý�º
�Í�_�`�M�_�c�
�G�b�œ�É�©�Ù�å�†4E�¥�K�r�M��

• [Configure the IP address of the management interface]>8'ö#.�–�å�±�î�Ç�™�–�«�b  IP �”�»�Þ�«�\�§
�È�¿�µ�º  �Ð�«�¡�†0¿���M�•�_�c�
�G�b�³�™�µ�¡�Î�µ�¡�«�†�œ�å�_�K�r�M��

• [IP Address]>8'ö#.�–�å�±�î�Ç�™�–�«�b  IP �”�»�Þ�«�†�æ���K�r�M��

• [Subnet Mask]>8�»�ß�µ�É�²�˜�å  �Ü�«�º�?�}'ö#.�–�å�±�î�Ç�™�–�«�b�§�È�¿�µ�º  �Ð�«�¡�†4E�¥�K�r
�M��

>&�@>' 0¿���†�d����,´�ì�b�¹�Ç�›�Ý�º�Í�_�Ü�­�µ�º�M�•�\�
 [Cancel] �†�¡�Ü�µ�¡�K�S�~�
�G�b#ì8��†6â�L�S�~
�K�Z�v�
�š�f�†
–�_�`�O�r�O�‡��
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���b/²�c�
�G�b�µ+��†�Q#Ý�[�A�•�Ô�î�»�†&g�K�S�v�b�[�M��

Step 2 - Basic Configuration

�Ó�–�å  ASDM �”�É�Ü�£�î�©�Ù�å  �˜�•�å�»�˜�[�G�b�µ+��_�”�¡�­�«�M�•�_�c�
���b�8�N�€�?�b�‰�2�†4E
�¥�K�r�M��

• [Configuration] > [Properties] > [Device Administration] > [Device] 

• [Configuration] > [Properties] > [Device Administration] > [Password] 

�Ç�•�î�Ý�»

• [Configure the device for Teleworker usage]>8�Ü�Ô�î�º  �á�î�•�î�†�P1ß�\�K�S�M*L�b0¿���Í�†�æ��
�M�•�_�c�
�G�b�³�™�µ�¡�Î�µ�¡�«�†�œ�å�_�K�r�M��0ò(ý�_�X�8�Z�c�
 �� Step 16 - Easy VPN Remote
Configuration��>&P.4-18>' �†�g!·�K�Z�C�T�I�8��

• [Host Name]>84:�Â�º�­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�b�Í�«�º�¡�†�æ���K�r�M���Í�«�º�¡�c�
�±�e�Ð
�\�`�e�Ð�†�µ�t�q�±  63 �e�Ð�b,e�X�Ð�[�æ���[�A�r�M���Q#Ý�M�•�­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�_�Â
�L�Z�
�¹�Â�–�«  �±�–�É�@�� ASA���r�S�c�� PIX���\/²&g�I�€�r�M��

• [Domain Name]>80É�Â�i�[�Q#Ý�[�A�•�
4:�Â�º�­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�b  IPSec �»�Ó�–�å�¡
�†�æ���K�r�M���»�Ó�–�å�¡�c�
"I�f�e�Ð�x�«�Ì�î�«�†�µ�r�^�8�
�q�±  63 �e�Ð�b,e�X�Ð�[�æ���[�A
�r�M��

• [Privileged Mode (Enable) Password section]>8ASDM �r�S�c  CLI �?�}�b4:�Â�º�­�Ÿ�×�Ü�¸�•  �”�É
�Û�–�”�å�«�l�b'ö#.�”�¡�­�«�†�D7H�[�A�r�M��

�Ç�“�–�”�˜�›�î�Ý  �Ô�î�» �­�Ÿ�×�Ü�¸�•  �¥�å�¸�Ÿ�«�º

�Ý�î�¸�µ�» 3ñ4# �©�å�¢�Ý

�Ð�Ý�³

�¥�å�¸�Ÿ�«
�º �©�«�¸�Ò

• • • — —
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>&�@>' �Ã�«�á�î�»  �Ç�•�î�Ý�»�†'5$Ñ�_�M�•�\�
8��–�_�±�A�^�­�Ÿ�×�Ü�¸�•  �Ü�«�¡�[�6�•�G�\�†1™�Ì�M�•  
[Password Confirmation] �²�–�”�ß�¢�Î�µ�¡�«�@/²&g�I�€�r�M��

– [Change privileged mode (enable) password]>8#'�~�b"I�’�Ô�î�»>&�–�¿�î�È�Ý>'�Ã�«�á�î�»�†
�š�f�M�•�_�c�
�G�b�³�™�µ�¡�Î�µ�¡�«�†�œ�å�_�K�r�M��

– [Old Password]>8�š�f�S�b�–�¿�î�È�Ý  �Ã�«�á�î�»�@�6�•���œ�c�
�Q�b�Ã�«�á�î�»�†�æ���K�r
�M��

– [New Password]>8�‚�K�8�–�¿�î�È�Ý  �Ã�«�á�î�»�†�æ���K�r�M���Ã�«�á�î�»�c�q�±  32 �e�Ð�b,e
�X�Ð�[�
�±�e�Ð�\�`�e�Ð�†�
�9�K�r�M��

– [Confirm New Password]>8�‚�K�8�–�¿�î�È�Ý  �Ã�«�á�î�»�†
Ì
°�Š�K�r�M��
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�G�b�µ+��†�Q#Ý�[�A�•�Ô�î�»�†&g�K�S�v�b�[�M��

Step 3 - Auto Update Server

�G�b#ì8��[�c�
 Auto Update �§�î�Â�?�}4:�Â�º�­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�†�Ü�Ô�î�º�['ö#.�M�•�G�\
�@�[�A�r�M���Ó�–�å  ASDM �”�É�Ü�£�î�©�Ù�å  �˜�•�å�»�˜�?�}�G�b�µ+��_�”�¡�­�«�M�•�_�c�

[Configuration] > [Interfaces] �†4E�¥�K�r�M��

�Ç�•�î�Ý�»

• [Enable Auto Update]>8�­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�\  Auto Update �§�î�Â6ë�b3û�™�†�–�¿�î�È�Ý
�_�M�•�_�c�
�G�b�³�™�µ�¡�Î�µ�¡�«�†�œ�å�_�K�r�M��

• [Server URL]>8�»�ß�µ�É�²�˜�å  �Ü�«�º�?�}�
 [HTTPS] �r�S�c  [HTTP] �†4E�¥�K�Z�
 Auto Update 
�§�î�Â�b  URL �b
›8Œ�†��*O�K�r�M��

• [Verify Server SSL certificate]>8SSL 0É�Â�i�@ Auto Update �§�î�Â�[�–�¿�î�È�Ý�[�6�•�G�\�†&�1�
�M�•�_�c�
�G�b�³�™�µ�¡�Î�µ�¡�«�†�œ�å�_�K�r�M��

• [Username]>8Auto Update �§�î�Â�_�ß�¢�–�å�M�•�S�u�b�Ø�î�¨�¡�†�æ���K�r�M��

• [Password]>8Auto Update �§�î�Â�_�ß�¢�–�å�M�•�S�u�b�Ã�«�á�î�»�†�æ���K�r�M��

• [Confirm Password]>8&�1��b�S�u�_�Ã�«�á�î�»�†
Ì
°�Š�K�r�M��

• [Device ID Type]>8�»�ß�µ�É�²�˜�å  �Ü�«�º�†�¡�Ü�µ�¡�K�
4:�Â�º�­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�†�M
�–�_1‘�9�M�•  ID �±�–�É�†4E�¥�K�r�M�� [User-defined name] �†4E�¥�K�
�M�–�b  ID �†�æ���M�•�S�u
�b  [Device ID] �Ç�•�î�Ý�»�†�–�¿�î�È�Ý�_�K�r�M��

�Ç�“�–�”�˜�›�î�Ý  �Ô�î�» �­�Ÿ�×�Ü�¸�•  �¥�å�¸�Ÿ�«�º

�Ý�î�¸�µ�» 3ñ4# �©�å�¢�Ý

�Ð�Ý�³

�¥�å�¸�Ÿ�«
�º �©�«�¸�Ò

• • • • —
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• [Device ID]>84:�Â�º�­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«  ID �\�K�Z�Q#Ý�M�•�M�–�b�e�Ð�4�†�æ���K�r�M��
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���b/²�c�
�G�b�µ+��†�Q#Ý�[�A�•�Ô�î�»�†&g�K�S�v�b�[�M��

Step 4 - Management IP  Address Configuration

�G�b#ì8��[�c�
�G�b�¥�å�¸�Ÿ�«�º�[�b�Í�«�º�b'ö#.  IP �”�»�Þ�«�†0¿���[�A�r�M���Ó�–�å  ASDM �”�É�Ü
�£�î�©�Ù�å  �˜�•�å�»�˜�?�}�G�b�µ+��_�”�¡�­�«�M�•�_�c�
 [Configuration] > [Properties] > 
[Management IP] �†4E�¥�K�r�M��

�Ç�•�î�Ý�»

• [Management IP Address]>8ASDM �r�S�c�­�µ�©�Ù�å  �É�ß�º�¥�Ý�†�Q#Ý�K�
'ö#.% $×�[�G�b�¥�å�¸
�Ÿ�«�º�_�”�¡�­�«�[�A�•�Í�«�º�b  IP �”�»�Þ�«�†�æ���K�r�M��

• [Subnet Mask]>8'ö#.  IP �”�»�Þ�«�b�§�È�¿�µ�º  �Ð�«�¡�†�æ���K�r�M��

0ò(ý�_��
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���b/²�c�
�G�b�µ+��†�Q#Ý�[�A�•�Ô�î�»�†&g�K�S�v�b�[�M��

Step 5 - Interface Selection

�G�b#ì8��[�c�
 ASA 5505 �b  8 �X�b�Ç�“�«�º  �–�î�§�¿�µ�º  �«�–�µ�³  �Ï�î�º�†  3 �X�b  VLAN �_�¢�Ý�î
�É�ì�[�A�r�M���G�€�}�b  VLAN �c�
�9�b�Þ�–�Ö  3 �¿�µ�º�á�î�¡�\�K�Z�µ+��K�r�M���¢�Ý�î�É�ì�‹�
�¥
4Š>&Internet>'�

Æ4Š>&Business>'�
�r�S�c  DMZ>&Home>'�[�S�B�I�€�•�–�å�±�î�Ç�™�–�«�H�\�_�
�¿�µ

�Ç�“�–�”�˜�›�î�Ý  �Ô�î�» �­�Ÿ�×�Ü�¸�•  �¥�å�¸�Ÿ�«�º

�Ý�î�¸�µ�» 3ñ4# �©�å�¢�Ý

�Ð�Ý�³

�¥�å�¸�Ÿ�«
�º �©�«�¸�Ò

• • • • —

�Ç�“�–�”�˜�›�î�Ý  �Ô�î�» �­�Ÿ�×�Ü�¸�•  �¥�å�¸�Ÿ�«�º

�Ý�î�¸�µ�» 3ñ4# �©�å�¢�Ý

�Ð�Ý�³

�¥�å�¸�Ÿ�«
�º �©�«�¸�Ò

— • — — —
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�º�á�î�¡�†��*O�M�•  VLAN �†  1 �X�N�X4E�¥�r�S�c�8�B�[�A�r�M�� DMZ �c�
�½�×�î�º�Û�Ý  �°�î�å�_�6
�•�9�b�¿�µ�º�á�î�¡�[�
�É�Û�–�Ë�î�º>&
Æ4Š>'�¿�µ�º�á�î�¡�\�Ã�È�Ü�µ�¡>&�¥4Š>'�¿�µ�º�á�î�¡�b6ë�_
�6�~�r�M��

�Ç�•�î�Ý�»

[Outside VLAN] �r�S�c  [Internet VLAN] �­�¡�©�Ù�å

• [Choose a VLAN]>8�»�ß�µ�É�²�˜�å  �Ü�«�º�?�}�¦�S��*O�í�s�b�¥4Š  VLAN �†$��•�[4E�¥�K�r�M��

• [Create a VLAN]>8�‚�K�8�¥4Š  VLAN �†�8�B�M�•�_�c�
�G�b�³�™�µ�¡�Î�µ�¡�«�†�œ�å�_�K�r�M��

• [Enable VLAN]>8�¥4Š VLAN �†�–�¿�î�È�Ý�_�M�•�_�c�
�G�b�³�™�µ�¡�Î�µ�¡�«�†�œ�å�_�K�r�M��

[Inside VLAN] �r�S�c  [Business VLAN] �­�¡�©�Ù�å

• [Choose a VLAN]>8�»�ß�µ�É�²�˜�å  �Ü�«�º�?�}�¦�S��*O�í�s�b
Æ4Š  VLAN �†$��•�[4E�¥�K�r�M��

• [Create a VLAN]>8�‚�K�8
Æ4Š VLAN �†�8�B�M�•�_�c�
�G�b�³�™�µ�¡�Î�µ�¡�«�†�œ�å�_�K�r�M��

• [Enable VLAN]>8
Æ4Š VLAN �†�–�¿�î�È�Ý�_�M�•�_�c�
�G�b�³�™�µ�¡�Î�µ�¡�«�†�œ�å�_�K�r�M��

[DMZ VLAN] �r�S�c  [Home VLAN (Optional)] �­�¡�©�Ù�å

• [Choose a VLAN]>8�»�ß�µ�É�²�˜�å  �Ü�«�º�?�}�¦�S��*O�í�s�b  VLAN �†$��•�[4E�¥�K�r�M��

• [Create a VLAN]>8�‚�K�8  VLAN �†�8�B�M�•�_�c�
�G�b�³�™�µ�¡�Î�µ�¡�«�†�œ�å�_�K�r�M��

• [Do not configure]>8�G�b VLAN �b0¿���†�¹�•�­�î�È�Ý�_�M�•�_�c�
�G�b�³�™�µ�¡�Î�µ�¡�«�†�œ�å
�_�K�r�M��
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�G�b�µ+��†�Q#Ý�[�A�•�Ô�î�»�†&g�K�S�v�b�[�M��

Step 6 - Switch Port Allocation 

�G�b#ì8��[�c�
�¥4Š>& Internet>'�

Æ4Š>&Business>'�
�r�S�c  DMZ>&Home>'�–�å�±�î�Ç�™�–�«�_�«�–�µ
�³  �Ï�î�º�†�m�~�\�Z�•�G�\�@�[�A�r�M�� DMZ �–�å�±�î�Ç�™�–�«�c�º�Û�å�«�Ì�”�Þ�å�º  �Ô�î�»�[�c�Q
#Ý�[�A�r�O�‡��6õ4��Ü�E�}�€�S  VLAN �_�Ï�î�º�†3ã�•�M�•�²0[�@�6�~�r�M���¹�Ç�›�Ý�º�[�c�
�«�–�µ
�³  �Ï�î�º�c�M�m�Z  VLAN1 �[���r�~�r�M�� �Ó�–�å  ASDM �”�É�Ü�£�î�©�Ù�å  �˜�•�å�»�˜�?�}�G�b�µ+��_
�”�¡�­�«�M�•�_�c�
 [Configuration] > [Interfaces] �†4E�¥�K�r�M��

�Ç�•�î�Ý�»

[Switch Ports for Outside VLAN (vlanid)] �r�S�c  [Switch Ports for Internet VLAN (vlanid)] �­�¡�©�Ù�å

• [Available Ports]>8�Q#Ý�[�A�•�Ï�î�º�b�Ü�«�º�?�}�
3ã�•�r�S�c�P7V�M�•�Ï�î�º�†4E�¥�K�r�M��

• [Allocated Ports]>8�m�~�\�Z�}�€�S�Ï�î�º�b�Ü�«�º�?�}�
3ã�•�r�S�c�P7V�M�•�Ï�î�º�†4E�¥�K�r�M��

�Ç�“�–�”�˜�›�î�Ý  �Ô�î�» �­�Ÿ�×�Ü�¸�•  �¥�å�¸�Ÿ�«�º

�Ý�î�¸�µ�» 3ñ4# �©�å�¢�Ý

�Ð�Ý�³

�¥�å�¸�Ÿ�«
�º �©�«�¸�Ò

• — • • —
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• [Add]>8�Q#Ý�[�A�•�Ï�î�º�b�Ü�«�º�
�r�S�c�m�~�\�Z�}�€�S�Ï�î�º�b�Ü�«�º�_�Ï�î�º�†3ã�•�K�r
�M��

• [Remove]>8�Q#Ý�[�A�•�Ï�î�º�b�Ü�«�º�
�r�S�c�m�~�\�Z�}�€�S�Ï�î�º�b�Ü�«�º�?�}�Ï�î�º�†�P7V
�K�r�M��

[Switch Ports for Inside VLAN (vlanid)] �r�S�c  [Switch Ports for Business VLAN (vlanid)] �­�¡�©�Ù�å

• [Available Ports]>8�Q#Ý�[�A�•�Ï�î�º�b�Ü�«�º�?�}�
3ã�•�r�S�c�P7V�M�•�Ï�î�º�†4E�¥�K�r�M��

• [Allocated Ports]>8�m�~�\�Z�}�€�S�Ï�î�º�b�Ü�«�º�?�}�
3ã�•�r�S�c�P7V�M�•�Ï�î�º�†4E�¥�K�r�M��

• [Add]>8�Q#Ý�[�A�•�Ï�î�º�b�Ü�«�º�
�r�S�c�m�~�\�Z�}�€�S�Ï�î�º�b�Ü�«�º�_�Ï�î�º�†3ã�•�K�r
�M��

• [Remove]>8�Q#Ý�[�A�•�Ï�î�º�b�Ü�«�º�
�r�S�c�m�~�\�Z�}�€�S�Ï�î�º�b�Ü�«�º�?�}�Ï�î�º�†�P7V
�K�r�M��

[Switch Ports for DMZ VLAN (vlanid)] �r�S�c  [Switch Ports for Home VLAN (vlanid)] �­�¡�©�Ù�å

• [Available Ports]>8�Q#Ý�[�A�•�Ï�î�º�b�Ü�«�º�?�}�
3ã�•�r�S�c�P7V�M�•�Ï�î�º�†4E�¥�K�r�M��

• [Allocated Ports]>8�m�~�\�Z�}�€�S�Ï�î�º�b�Ü�«�º�?�}�
3ã�•�r�S�c�P7V�M�•�Ï�î�º�†4E�¥�K�r�M��

• [Add]>8�Q#Ý�[�A�•�Ï�î�º�b�Ü�«�º�
�r�S�c�m�~�\�Z�}�€�S�Ï�î�º�b�Ü�«�º�_�Ï�î�º�†3ã�•�K�r
�M��

• [Remove]>8�Q#Ý�[�A�•�Ï�î�º�b�Ü�«�º�
�r�S�c�m�~�\�Z�}�€�S�Ï�î�º�b�Ü�«�º�?�}�Ï�î�º�†�P7V
�K�r�M��
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���b/²�c�
�G�b�µ+��†�Q#Ý�[�A�•�Ô�î�»�†&g�K�S�v�b�[�M��

Step 7 - Interface IP Address Configuration

�G�b#ì8��[�c�
 PPPoE �§�î�Â�r�S�c  DHCP �§�î�Â�?�}  IP �”�»�Þ�«�†�v�“�M�•�?�
�r�S�c  IP �”�»�Þ�«
�\�§�È�¿�µ�º  �Ð�«�¡�†�æ���M�•�G�\�_�|�W�Z�
�–�å�±�î�Ç�™�–�«�†0¿���[�A�r�M��

�Ç�•�î�Ý�»

[Outside IP Address] �r�S�c  [Internet IP Address] �­�¡�©�Ù�å

• [Use the following IP address]>8�¥4Š IP �”�»�Þ�«�†�æ���M�•�_�c�
�G�b�œ�É�©�Ù�å�†4E�¥�K�r�M��

• [IP Address/Mask]>8"I���b  IP �”�»�Þ�«�†
°�Š�K�
�»�ß�µ�É�²�˜�å  �Ü�«�º�?�}�§�È�¿�µ�º  �Ð�«�¡
�†4E�¥�K�r�M��

• [Use DHCP]>8DHCP �§�î�Â�?�}�¥4Š  IP �”�»�Þ�«�†�v�“�M�•�_�c�
�G�b�œ�É�©�Ù�å�†4E�¥�K�r�M��

�Ç�“�–�”�˜�›�î�Ý  �Ô�î�» �­�Ÿ�×�Ü�¸�•  �¥�å�¸�Ÿ�«�º

�Ý�î�¸�µ�» 3ñ4# �©�å�¢�Ý

�Ð�Ý�³

�¥�å�¸�Ÿ�«
�º �©�«�¸�Ò
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'¨  4 'v       Startup Wizard �b�Q#Ý
  ASA 5505 4:�Â�º�­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�b  Startup Wizard #ì8�
• [Obtain default rote using DHCP]>8DHCP �§�î�Â�?�}�¥4Š  IP �”�»�Þ�«�b�¹�Ç�›�Ý�º  �Ý�î�º�†�v�“
�M�•�_�c�
�G�b�³�™�µ�¡�Î�µ�¡�«�†�œ�å�_�K�r�M��

• [Use PPoE]>8PPoE �§�î�Â�?�}�¥4Š  IP �”�»�Þ�«�†�v�“�M�•�_�c�
�G�b�œ�É�©�Ù�å�†4E�¥�K�r�M��

[Inside IP Address] �r�S�c  [Business IP Address] �­�¡�©�Ù�å

• [Use the following IP address]>8
Æ4Š IP �”�»�Þ�«�†�æ���M�•�_�c�
�G�b�œ�É�©�Ù�å�†4E�¥�K�r�M��

• [IP Address/Mask]>8"I���b
Æ4Š  IP �”�»�Þ�«�†
°�Š�K�
�»�ß�µ�É�²�˜�å  �Ü�«�º�?�}�§�È�¿�µ�º  �Ð
�«�¡�†4E�¥�K�r�M��

• [Use DHCP]>8DHCP �§�î�Â�?�}
Æ4Š  IP �”�»�Þ�«�†�v�“�M�•�_�c�
�G�b�œ�É�©�Ù�å�†4E�¥�K�r�M��

• [Use PPoE]>8PPoE �§�î�Â�?�}
Æ4Š  IP �”�»�Þ�«�†�v�“�M�•�_�c�
�G�b�œ�É�©�Ù�å�†4E�¥�K�r�M��

[DMZ IP Address] �r�S�c  [Home IP Address] �­�¡�©�Ù�å

• [Use the following IP address]>8DMZ IP �”�»�Þ�«�†�æ���M�•�_�c�
�G�b�œ�É�©�Ù�å�†4E�¥�K�r�M��

• [IP Address/Mask]>8"I���b  DMZ IP �”�»�Þ�«�†
°�Š�K�
�»�ß�µ�É�²�˜�å  �Ü�«�º�?�}�§�È�¿�µ�º  �Ð
�«�¡�†4E�¥�K�r�M��

• [Use DHCP]>8DHCP �§�î�Â�?�}  DMZ IP �”�»�Þ�«�†�v�“�M�•�_�c�
�G�b�œ�É�©�Ù�å�†4E�¥�K�r
�M��

• [Use PPoE]>8PPoE �§�î�Â�?�}  DMZ IP �”�»�Þ�«�†�v�“�M�•�_�c�
�G�b�œ�É�©�Ù�å�†4E�¥�K�r�M��

0ò(ý�_��
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���b/²�c�
�G�b�µ+��†�Q#Ý�[�A�•�Ô�î�»�†&g�K�S�v�b�[�M��

Step 8 - Internet Interface Configuration - PPoE 

�G�b#ì8��[�c�
 PPPoE �§�î�Â�?�}  IP �”�»�Þ�«�†�v�“�M�•�G�\�_�|�W�Z�
�æ���I�€�S�¥4Š�–�å�±�î�Ç�™
�–�«�†0¿���[�A�r�M���Ó�–�å  ASDM �”�É�Ü�£�î�©�Ù�å  �˜�•�å�»�˜�?�}�G�b�µ+��_�”�¡�­�«�M�•�_�c�

[Configuration] > [Interfaces] �†4E�¥�K�r�M��

>&�@>' ASA 5505 �è�¥�b�M�m�Z�b  ASA 5500 �©�Ü�î�¬  �Ô�¹�Ý�b���œ�
�Ç�Ý  �Û�–�­�å�«�b4:�Â�º�­�Ÿ�×�Ü�¸�•  
�”�É�Û�–�”�å�«�c�
�q�±�[  3 �X�b�¥4Š�–�å�±�î�Ç�™�–�«�†�µ�t  5 �X�b�–�å�±�î�Ç�™�–�«�†�§�Ï�î�º�K�r
�M���D7H�Ô�î�»�b4:�Â�º�­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�c�–�å�±�î�Ç�™�–�«�†�q�±�[  3 �X�
�º�Û�å�«�Ì
�”�Þ�å�º  �Ô�î�»�b4:�Â�º�­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�c�–�å�±�î�Ç�™�–�«�†�q�±�[  2 �X�§�Ï�î�º�K�r
�M���q�±�X�b�–�å�±�î�Ç�™�–�«�†�8�B�K�S�‹�
�r�S�c�q�±�X�b�–�å�±�î�Ç�™�–�«�_�¡�S�†�Ü�E�S�‹�c�

VLAN �†�‚0d�8�B�[�A�^�C�^�~�
�¤�Ñ�b  VLAN �†4E�¥�M�•�G�\�@�²0[�_�^�~�r�M��

�Ç�“�–�”�˜�›�î�Ý  �Ô�î�» �­�Ÿ�×�Ü�¸�•  �¥�å�¸�Ÿ�«�º

�Ý�î�¸�µ�» 3ñ4# �©�å�¢�Ý

�Ð�Ý�³

�¥�å�¸�Ÿ�«
�º �©�«�¸�Ò
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  ASA 5505 4:�Â�º�­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�b  Startup Wizard #ì8�
�Ç�•�î�Ý�»

• [Group Name]>8PPoE �§�î�Â�_�6�•�¢�Ý�î�É�b�¡�S�†�æ���K�r�M�����_4
�t�_�c�
�¢�Ý�î�É�¡�†�æ
���M�•�²0[�@�6�~�r�M��

[User Authentication] �­�¡�©�Ù�å

• [PPoE Username]>8PPoE �§�î�Â�[�b�Ø�î�¨�¡�†�æ���K�r�M��

• [PPoE Password]>8PPoE �§�î�Â�[�b�Ã�«�á�î�»�†�æ���K�r�M��

• [Confirm PPoE Password]>8�q�6�_
°�Š�K�S  PPoE �Ã�«�á�î�»�†�æ���K�r�M��

[Authentication Method] �­�¡�©�Ù�å

• [PAP]>8PAP 1�0É�†�Q#Ý�M�•���œ�_�¡�Ü�µ�¡�K�r�M��

• [CHAP]>8CHAP 1�0É�†�Q#Ý�M�•���œ�_�¡�Ü�µ�¡�K�r�M��

• [MSCHAP]>8MSCHAP 1�0É�†�Q#Ý�M�•���œ�_�¡�Ü�µ�¡�K�r�M��

[IP Address] �­�¡�©�Ù�å

• [Obtain an IP address using PPoE]>8PPoE �§�î�Â�?�}�–�å�±�î�Ç�™�–�«�b  IP �”�»�Þ�«�†�v�“�M�•
�_�c�
�G�b�œ�É�©�Ù�å�†4E�¥�K�r�M���G�b�Ç�•�î�Ý�»�c�º�Û�å�«�Ì�”�Þ�å�º  �Ô�î�»�b���œ�_�c/²
&g�I�€�r�O�‡��

• [Specify an IP Address]>8�–�å�±�î�¿�µ�º  �–�å�±�î�Ç�™�–�«�b  IP �”�»�Þ�«�†�æ���K�r�M���G�b
�Ç�•�î�Ý�»�c�º�Û�å�«�Ì�”�Þ�å�º  �Ô�î�»�b���œ�_�c/²&g�I�€�r�O�‡��

– [IP Address]>8�–�å�±�î�¿�µ�º  �–�å�±�î�Ç�™�–�«�[�Q#Ý�M�•  IP �”�»�Þ�«�†�æ���K�r�M��

– [Subnet Mask]>8�»�ß�µ�É�²�˜�å  �Ü�«�º�?�}�–�å�±�î�¿�µ�º  �–�å�±�î�Ç�™�–�«�b�§�È�¿�µ�º  �Ð
�«�¡�†4E�¥�K�r�M��

• [Obtain default route using PPoE]>8PPoE �§�î�Â�†�Q#Ý�K�Z�¹�Ç�›�Ý�º�b�Ý�î�¸�•�å�¢�†0¿���M�•
�_�c�
�G�b�³�™�µ�¡�Î�µ�¡�«�†�œ�å�_�K�r�M��
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Step 9 - Business Interf ace Configuration - PPoE

�G�b#ì8��[�c�
 PPPoE �§�î�Â�?�}  IP �”�»�Þ�«�†�v�“�M�•�G�\�_�|�W�Z�

Æ4Š�–�å�±�î�Ç�™�–�«�†0¿��
�[�A�r�M���Ó�–�å  ASDM �”�É�Ü�£�î�©�Ù�å  �˜�•�å�»�˜�?�}�G�b�µ+��_�”�¡�­�«�M�•�_�c�

[Configuration] > [Interfaces] �†4E�¥�K�r�M��

�Ç�“�–�”�˜�›�î�Ý  �Ô�î�» �­�Ÿ�×�Ü�¸�•  �¥�å�¸�Ÿ�«�º

�Ý�î�¸�µ�» 3ñ4# �©�å�¢�Ý

�Ð�Ý�³

�¥�å�¸�Ÿ�«
�º �©�«�¸�Ò
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'¨  4 'v       Startup Wizard �b�Q#Ý
  ASA 5505 4:�Â�º�­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�b  Startup Wizard #ì8�
>&�@>' ASA 5505 �è�¥�b�M�m�Z�b  ASA 5500 �©�Ü�î�¬  �Ô�¹�Ý�b���œ�
�Ç�Ý  �Û�–�­�å�«�b4:�Â�º�­�Ÿ�×�Ü�¸�•  
�”�É�Û�–�”�å�«�c�
�q�±�[  3 �X�b�¥4Š�–�å�±�î�Ç�™�–�«�†�µ�t  5 �X�b�–�å�±�î�Ç�™�–�«�†�§�Ï�î�º�K�r
�M���D7H�Ô�î�»�b4:�Â�º�­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�c�–�å�±�î�Ç�™�–�«�†�q�±�[  3 �X�
�º�Û�å�«�Ì
�”�Þ�å�º  �Ô�î�»�b4:�Â�º�­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�c�–�å�±�î�Ç�™�–�«�†�q�±�[  2 �X�§�Ï�î�º�K�r
�M���q�±�X�b�–�å�±�î�Ç�™�–�«�†�8�B�K�S�‹�
�r�S�c�q�±�X�b�–�å�±�î�Ç�™�–�«�_�¡�S�†�Ü�E�S�‹�c�

VLAN �†�‚0d�8�B�[�A�^�C�^�~�
�¤�Ñ�b  VLAN �†4E�¥�M�•�G�\�@�²0[�_�^�~�r�M��

�Ç�•�î�Ý�»

• [Group Name]>8PPoE �§�î�Â�_�6�•�¢�Ý�î�É�b�¡�S�†�æ���K�r�M�����_4
�t�_�c�
�¢�Ý�î�É�¡�†�æ
���M�•�²0[�@�6�~�r�M��

[User Authentication] �­�¡�©�Ù�å

• [PPoE Username]>8PPoE �§�î�Â�[�b�Ø�î�¨�¡�†�æ���K�r�M��

• [PPoE Password]>8PPoE �§�î�Â�[�b�Ã�«�á�î�»�†�æ���K�r�M��

• [Confirm PPoE Password]>8�q�6�_
°�Š�K�S  PPoE �Ã�«�á�î�»�†�æ���K�r�M��

[Authentication Method] �­�¡�©�Ù�å

• [PAP]>8PAP 1�0É�†�Q#Ý�M�•���œ�_�¡�Ü�µ�¡�K�r�M��

• [CHAP]>8CHAP 1�0É�†�Q#Ý�M�•���œ�_�¡�Ü�µ�¡�K�r�M��

• [MSCHAP]>8MSCHAP 1�0É�†�Q#Ý�M�•���œ�_�¡�Ü�µ�¡�K�r�M��

[IP Address] �­�¡�©�Ù�å

• [Obtain an IP address using PPoE]>8PPoE �§�î�Â�?�}�–�å�±�î�Ç�™�–�«�b  IP �”�»�Þ�«�†�v�“�M�•
�_�c�
�G�b�œ�É�©�Ù�å�†4E�¥�K�r�M���G�b�Ç�•�î�Ý�»�c�º�Û�å�«�Ì�”�Þ�å�º  �Ô�î�»�b���œ�_�c/²
&g�I�€�r�O�‡��

• [Specify an IP Address]>8
Æ4Š�–�å�±�î�Ç�™�–�«�b  IP �”�»�Þ�«�†�æ���K�r�M���G�b�Ç�•�î�Ý�»�c�º
�Û�å�«�Ì�”�Þ�å�º  �Ô�î�»�b���œ�_�c/²&g�I�€�r�O�‡��

– [IP Address]>8
Æ4Š�–�å�±�î�Ç�™�–�«�[�Q#Ý�M�•  IP �”�»�Þ�«�†�æ���K�r�M��

– [Subnet Mask]>8�»�ß�µ�É�²�˜�å  �Ü�«�º�?�}�–�å�±�î�¿�µ�º  �–�å�±�î�Ç�™�–�«�b�§�È�¿�µ�º  �Ð
�«�¡�†4E�¥�K�r�M��

• [Obtain default route using PPoE]>8PPoE �§�î�Â�†�Q#Ý�K�Z�¹�Ç�›�Ý�º�b�Ý�î�¸�•�å�¢�†0¿���M�•
�_�c�
�G�b�³�™�µ�¡�Î�µ�¡�«�†�œ�å�_�K�r�M��
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�Ç�“�–�”�˜�›�î�Ý  �Ô�î�» �­�Ÿ�×�Ü�¸�•  �¥�å�¸�Ÿ�«�º

�Ý�î�¸�µ�» 3ñ4# �©�å�¢�Ý
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'¨  4 'v       Startup Wizard �b�Q#Ý
  ASA 5505 4:�Â�º�­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�b  Startup Wizard #ì8�
Step 10 - Home Interface Configuration - PPoE

�G�b#ì8��[�c�
 PPPoE �§�î�Â�?�}  IP �”�»�Þ�«�†�v�“�M�•�G�\�_�|�W�Z�
 DMZ �–�å�±�î�Ç�™�–�«�†0¿
���[�A�r�M���Ó�–�å  ASDM �”�É�Ü�£�î�©�Ù�å  �˜�•�å�»�˜�?�}�G�b�µ+��_�”�¡�­�«�M�•�_�c�

[Configuration] > [Interfaces] �†4E�¥�K�r�M��

>&�@>' ASA 5505 �è�¥�b�M�m�Z�b  ASA 5500 �©�Ü�î�¬  �Ô�¹�Ý�b���œ�
�Ç�Ý  �Û�–�­�å�«�b4:�Â�º�­�Ÿ�×�Ü�¸�•  
�”�É�Û�–�”�å�«�c�
�q�±�[  3 �X�b�¥4Š�–�å�±�î�Ç�™�–�«�†�µ�t  5 �X�b�–�å�±�î�Ç�™�–�«�†�§�Ï�î�º�K�r
�M���D7H�Ô�î�»�b4:�Â�º�­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�c�–�å�±�î�Ç�™�–�«�†�q�±�[  3 �X�
�º�Û�å�«�Ì
�”�Þ�å�º  �Ô�î�»�b4:�Â�º�­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�c�–�å�±�î�Ç�™�–�«�†�q�±�[  2 �X�§�Ï�î�º�K�r
�M���q�±�X�b�–�å�±�î�Ç�™�–�«�†�8�B�K�S�‹�
�r�S�c�q�±�X�b�–�å�±�î�Ç�™�–�«�_�¡�S�†�Ü�E�S�‹�c�

VLAN �†�‚0d�8�B�[�A�^�C�^�~�
�¤�Ñ�b  VLAN �†4E�¥�M�•�G�\�@�²0[�_�^�~�r�M��

�Ç�•�î�Ý�»

• [Group Name]>8PPoE �§�î�Â�_�6�•�¢�Ý�î�É�b�¡�S�†�æ���K�r�M�����_4
�t�_�c�
�¢�Ý�î�É�¡�†�æ
���M�•�²0[�@�6�~�r�M��

[User Authentication] �­�¡�©�Ù�å

• [PPoE Username]>8PPoE �§�î�Â�[�b�Ø�î�¨�¡�†�æ���K�r�M��

• [PPoE Password]>8PPoE �§�î�Â�[�b�Ã�«�á�î�»�†�æ���K�r�M��

• [Confirm PPoE Password]>8�q�6�_
°�Š�K�S  PPoE �Ã�«�á�î�»�†�æ���K�r�M��

[Authentication Method] �­�¡�©�Ù�å

• [PAP]>8PAP 1�0É�†�Q#Ý�M�•���œ�_�¡�Ü�µ�¡�K�r�M��

• [CHAP]>8CHAP 1�0É�†�Q#Ý�M�•���œ�_�¡�Ü�µ�¡�K�r�M��

• [MSCHAP]>8MSCHAP 1�0É�†�Q#Ý�M�•���œ�_�¡�Ü�µ�¡�K�r�M��

[IP Address] �­�¡�©�Ù�å

• [Obtain an IP address using PPoE]>8PPoE �§�î�Â�?�}�–�å�±�î�Ç�™�–�«�b  IP �”�»�Þ�«�†�v�“�M�•
�_�c�
�G�b�œ�É�©�Ù�å�†4E�¥�K�r�M���G�b�Ç�•�î�Ý�»�c�º�Û�å�«�Ì�”�Þ�å�º  �Ô�î�»�b���œ�_�c/²
&g�I�€�r�O�‡��

• [Specify an IP Address]>8DMZ �–�å�±�î�Ç�™�–�«�b  IP �”�»�Þ�«�†�æ���K�r�M���G�b�Ç�•�î�Ý�»�c
�º�Û�å�«�Ì�”�Þ�å�º  �Ô�î�»�b���œ�_�c/²&g�I�€�r�O�‡��

– [IP Address]>8DMZ �–�å�±�î�Ç�™�–�«�[�Q#Ý�M�•  IP �”�»�Þ�«�†�æ���K�r�M��

– [Subnet Mask]>8�»�ß�µ�É�²�˜�å  �Ü�«�º�?�}�–�å�±�î�¿�µ�º  �–�å�±�î�Ç�™�–�«�b�§�È�¿�µ�º  �Ð
�«�¡�†4E�¥�K�r�M��

• [Obtain default route using PPoE]>8PPoE �§�î�Â�†�Q#Ý�K�Z�¹�Ç�›�Ý�º�b�Ý�î�¸�•�å�¢�†0¿���M�•
�_�c�
�G�b�³�™�µ�¡�Î�µ�¡�«�†�œ�å�_�K�r�M��

0ò(ý�_��
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'¨  4 'v       Startup Wizard �b�Q#Ý
  ASA 5505 4:�Â�º�­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�b  Startup Wizard #ì8�
Step 11 - General Interface Configuration

�G�b#ì8��[�c�
�–�å�±�î�Ç�™�–�«6ë�b�º�Û�Ç�•�µ�¡�
�>�|�g� �L�–�å�±�î�Ç�™�–�«�_�K)F�I�€�S�Í�«�º
6ë�b�º�Û�Ç�•�µ�¡�†�
�–�¿�î�È�Ý�_�K�S�~�D7H�K�S�~�[�A�r�M��

�º�Û�Ç�•�µ�¡�D7H�c�
�œ�É�©�Ù�å�b0¿���[�c�6�~�r�O�‡���D7H�Ü�A�b�Û�–�­�å�«�K�?�â�W�Z�8�^�8���œ
�c�
 1 �X�b�–�å�±�î�Ç�™�–�«�?�}�Ú�b�M�m�Z�b�–�å�±�î�Ç�™�–�«�l�b�º�Û�Ç�•�µ�¡�†�D7H�M�•�²0[�@�6
�~�r�M���Ç�Ý  �Û�–�­�å�«�r�S�c�¹�Â�–�«�@�º�Û�å�«�Ì�”�Þ�å�º  �Ô�î�»�b���œ�
 [Restrict Traffic] �š�Ü
�”�b�Ç�•�î�Ý�»�c/²&g�I�€�r�O�‡��

�Ç�•�î�Ý�»

• [Enable traffic between two or more interfaces with the same security level]>8� �L�­�Ÿ�×�Ü�¸�•  �Þ
�Ë�Ý�_�6�•0
�X�b�–�å�±�î�Ç�™�–�«6ë�b�º�Û�Ç�•�µ�¡�†�–�¿�î�È�Ý�_�M�•�_�c�
�G�b�³�™�µ�¡�Î�µ
�¡�«�†�œ�å�_�K�r�M��

• [Enable traffic between two or more hosts connected to the same interface]>8� �L�–�å�±�î�Ç�™�–�«
�_�K)F�I�€�S0
�X�b�Í�«�º6ë�b�º�Û�Ç�•�µ�¡�†�–�¿�î�È�Ý�_�M�•�_�c�
�G�b�³�™�µ�¡�Î�µ�¡�«�†�œ
�å�_�K�r�M��

[Restrict traffic] �š�Ü�”

• [From interface]>8�»�ß�µ�É�²�˜�å  �Ü�«�º�?�}�–�å�±�î�Ç�™�–�«�†4E�¥�M�•�G�\�_�|�W�Z�
�Q�b�–
�å�±�î�Ç�™�–�«�?�}�b�º�Û�Ç�•�µ�¡�†�D7H�[�A�r�M��

• [To interface]>8�»�ß�µ�É�²�˜�å  �Ó�½�×�î�?�}�–�å�±�î�Ç�™�–�«�†4E�¥�M�•�G�\�_�|�W�Z�
�Q�b�–
�å�±�î�Ç�™�–�«�l�b�º�Û�Ç�•�µ�¡�†�D7H�[�A�r�M��

0ò(ý�_��

�� Cisco ASA 5505 Getting Started Guide���†�g!·�K�Z�C�T�I�8��
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���b/²�c�
�G�b�µ+��†�Q#Ý�[�A�•�Ô�î�»�†&g�K�S�v�b�[�M��

�Ç�“�–�”�˜�›�î�Ý  �Ô�î�» �­�Ÿ�×�Ü�¸�•  �¥�å�¸�Ÿ�«�º

�Ý�î�¸�µ�» 3ñ4# �©�å�¢�Ý

�Ð�Ý�³

�¥�å�¸�Ÿ�«
�º �©�«�¸�Ò

• — • • —

�Ç�“�–�”�˜�›�î�Ý  �Ô�î�» �­�Ÿ�×�Ü�¸�•  �¥�å�¸�Ÿ�«�º

�Ý�î�¸�µ�» 3ñ4# �©�å�¢�Ý

�Ð�Ý�³

�¥�å�¸�Ÿ�«
�º �©�«�¸�Ò
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  ASA 5505 4:�Â�º�­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�b  Startup Wizard #ì8�
Step 12 - Static Routes

�G�b#ì8��[�c�
�õ�–�b�–�å�±�î�Ç�™�–�«�b�Ý�î�±�_�K)F�I�€�S�¿�µ�º�á�î�¡�_�”�¡�­�«�M�•�«�±�¸�•�µ
�¡  �Ý�î�º�†�8�B�
)…7Ÿ�
�>�|�g�P7V�[�A�r�M��

0ò(ý�_��

• �� Static Routes��>&P.16-43>'

• �� Add/Edit Static Routes��>&P.4-14>'

• �� Cisco ASA 5500 Series Adaptive Security Appliance Getting Started Guide���>�|�g�� Cisco ASA 
5505 Getting Started Guide��

�Ô�î�»

���b/²�c�
�G�b�µ+��†�Q#Ý�[�A�•�Ô�î�»�†&g�K�S�v�b�[�M��

Add/Edit Static Routes

�G�b�²�–�”�ß�¢�Î�µ�¡�«�[�c�
�«�±�¸�•�µ�¡  �Ý�î�º�†3ã�•�r�S�c)…7Ÿ�[�A�r�M��0ò(ý�_�X�8�Z�c�

�� Add/Edit Static Route��>&P.16-46>' �†�g!·�K�Z�C�T�I�8��

Step 13 - DHCP Server 

�G�b#ì8��[�c�

Æ4Š�–�å�±�î�Ç�™�–�«�[�Í�«�º�M�•  DHCP �§�î�Â�\�K�Z4:�Â�º�­�Ÿ�×�Ü�¸�•  �”�É�Û�–
�”�å�«�†0¿���[�A�r�M���Ó�–�å  ASDM �”�É�Ü�£�î�©�Ù�å  �˜�•�å�»�˜�?�}�Ú�b�–�å�±�î�Ç�™�–�«�b  
DHCP �§�î�Â�†0¿���M�•�_�c�
 [Configuration] > [Properties] > [DHCP Services] > [DHCP Server] �†
4E�¥�K�r�M��0ò(ý�_�X�8�Z�c�
 �� DHCP �§�î�Â�� >&P.11-4>' �†�g!·�K�Z�C�T�I�8��

�Ç�•�î�Ý�»

• [Enable DHCP server on the inside interface]>8
Æ4Š�–�å�±�î�Ç�™�–�«�?�}  DHCP �§�î�Â�l�b�K)F
�†0Á�•�M�•�_�c�
�G�b�³�™�µ�¡�Î�µ�¡�«�†�œ�å�_�K�r�M��

[DHCP Address Pool] �­�¡�©�Ù�å

• [Starting IP Address]>8DHCP �§�î�Â  �É�î�Ý�b6ä��(
�V�†�
 IP �”�»�Þ�«  �È�ß�µ�¡�\�K�Z�q�W�)�?�}
�q�V�)�b8p�_�æ���K�r�M��

>&�@>' 4:�Â�º�­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�c�
�q�±�[  256 �b  IP �”�»�Þ�«�†�§�Ï�î�º�K�r�M��

• [Ending IP Address]>8DHCP �§�î�Â  �É�î�Ý�b)
�¢(
�V�†�
 IP �”�»�Þ�«  �È�ß�µ�¡�\�K�Z�q�W�)�?�}
�q�V�)�b8p�_�æ���K�r�M��

[DHCP Parameters] �­�¡�©�Ù�å

�Ç�“�–�”�˜�›�î�Ý  �Ô�î�» �­�Ÿ�×�Ü�¸�•  �¥�å�¸�Ÿ�«�º

�Ý�î�¸�µ�» 3ñ4# �©�å�¢�Ý

�Ð�Ý�³

�¥�å�¸�Ÿ�«
�º �©�«�¸�Ò

• • • • —
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  ASA 5505 4:�Â�º�­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�b  Startup Wizard #ì8�
• [Enable auto-configuration]>8DNS �§�î�Â�
 WINS �§�î�Â�
�Ü�î�«�‡6ë�
�>�|�g  ping �±�–�Ò�”�˜�º
�b0¿���b+¬�·�¥�å�Ç�•� �×�Þ�î�©�Ù�å�†0Á�•�M�•�_�c�
�G�b�³�™�µ�¡�Î�µ�¡�«�†�œ�å�_�K�r�M��

• [DNS Server 1]>8DNS �§�î�Â�b  IP �”�»�Þ�«�†�æ���K�r�M��

• [WINS Server 1]>8WINS �§�î�Â�b  IP �”�»�Þ�«�†�æ���K�r�M��

• [DNS Server 2]>8�æ�p DNS �§�î�Â�b  IP �”�»�Þ�«�†�æ���K�r�M��

• [WINS Server 2]>8�æ�p WINS �§�î�Â�b  IP �”�»�Þ�«�†�æ���K�r�M��

• [Lease Length (secs)]>8�Ü�î�«�b�‡6ë�@)
�¢�M�•�S�_�
�m�~�\�Z  IP �”�»�Þ�«�†�¡�Û�–�”�å�º�@�Q#Ý
�[�A�•�ì6ë�†&Ê�"�)�[�æ���K�r�M���¹�Ç�›�Ý�º�Í�c  3600 &Ê>&1 �ì6ë>'�[�M��

• [Ping Timeout]>8ping �b�±�–�Ò�”�˜�º�Í�b�Ã�Û�Ó�î�±�†�Ñ�Ü&Ê�"�)�[�æ���K�r�M��

• [Domain Name]>8DNS �†�Q#Ý�M�•  DNS �§�î�Â�b�»�Ó�–�å�¡�†�æ���K�r�M��

• [Enable auto-configuration from interface]>8DHCP +¬�·�¥�å�Ç�•� �×�Þ�î�©�Ù�å�†�–�¿�î�È�Ý�_
�K�
�Ó�½�×�î�?�}�–�å�±�î�Ç�™�–�«�†4E�¥�M�•�_�c�
�G�b�³�™�µ�¡�Î�µ�¡�«�†�œ�å�_�K�r�M��#ì8�
�b�S�b�­�¡�©�Ù�å�[�æ���M�•�Í�c�
+¬�·0¿���_�|�•0¿���Í�|�~�v
ƒ
›�I�€�r�M��

0ò(ý�_��
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���b/²�c�
�G�b�µ+��†�Q#Ý�[�A�•�Ô�î�»�†&g�K�S�v�b�[�M��

Step 14 - Address Translation (NAT/PAT) 

�G�b#ì8��[�c�
�Q#Ý�M�•�­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�[�b  NAT �>�|�g  PAT �†0¿���M�•�G�\�@�[�A�r
�M���Ó�–�å  ASDM �”�É�Ü�£�î�©�Ù�å  �˜�•�å�»�˜�?�}�G�b�µ+��_�”�¡�­�«�M�•�_�c�
 [Configuration] > 
[NAT] �†4E�¥�K�r�M��

PAT �_�|�~�
0¿���K�S  IP �”�»�Þ�«�b  1 �X�T�E�@�¢�ß�î�Â�Ý  �”�»�Þ�«�\�K�Z�Q#Ý�I�€�r�M���r�S�
0
�X
�b$Î�™�­�µ�©�Ù�å�@  1 �X�b  IP �”�»�Þ�«�?�}6ä���I�€�S�?�b�|�:�_0b�O�•�G�\�@�[�A�r�M�� PAT �[�c�

�q�±  65,535 �b�Í�«�º�@  1 �X�b�¥4Š  IP �”�»�Þ�«�[�K)F�†6ä���[�A�r�M��

NAT �†�Q#Ý�M�•���œ�c�

Æ4Š�–�å�±�î�Ç�™�–�«�b�M�m�Z�b�”�»�Þ�«�†�¥4Š�–�å�±�î�Ç�™�–�«�b�”�»�Þ
�«�_�š�n�M�•�\�A�_�Q#Ý�M�•�”�»�Þ�«(
�V�†
°�Š�K�r�M���É�î�Ý�b�¢�ß�î�Â�Ý  �”�»�Þ�«�c�
�›$Î�™�K
)F�[�Q#Ý�I�€�•  IP �”�»�Þ�«�\�
$Î�™�K)F�@%T�™�K)F�_�^�W�S���œ�b  IP �”�»�Þ�«�_�Q#Ý�I�€�r�M��

PAT �†�Q#Ý�M�•���œ�c�
�è�W�b!l�_�@�–�K�Z�C�T�I�8��

• PAT �c�
�Ÿ�Õ�µ�©�å�¢  �¿�î�Ò  �§�î�Â�[�c�·�8�K�r�O�‡��

• �Ð�Ý�³�Ó�¹�•�”  �”�É�Ü�£�î�©�Ù�å  �É�ß�º�¥�Ý�@�­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�†3û4#�M�•�_�c�
0ñ
�\�M�•�–�å�«�Ì�¡�©�Ù�å  �š�å�ª�å�†�–�¿�î�È�Ý�_�M�•�²0[�@�6�~�r�M��

• PAT �c�
 established �¥�Ð�å�»�[�c�·�8�K�r�O�‡��

�Ç�“�–�”�˜�›�î�Ý  �Ô�î�» �­�Ÿ�×�Ü�¸�•  �¥�å�¸�Ÿ�«�º

�Ý�î�¸�µ�» 3ñ4# �©�å�¢�Ý

�Ð�Ý�³

�¥�å�¸�Ÿ�«
�º �©�«�¸�Ò

• • • • —
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  ASA 5505 4:�Â�º�­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�b  Startup Wizard #ì8�
• �Ã�µ�©�È  FTP �†�Q#Ý�M�•���œ�c�
 inspect protocol ftp strict �¥�Ð�å�»�†  access-list �¥�Ð�å�»�\�M
)t�_�Q#Ý�K�Z�
$Î�™  FTP �º�Û�Ç�•�µ�¡�†0Á�•�K�r�M��

• �V�)�Þ�Ë�Ý�b�­�Ÿ�×�Ü�¸�•  �–�å�±�î�Ç�™�–�«�V�b  DNS �§�î�Â�[�c�
 PAT �†�Q#Ý�[�A�r�O�‡��

�Ç�•�î�Ý�»

• [Use Network Address Translation (NAT)]>8NAT �>�|�g�š�n�_�Q#Ý�I�€�•  IP �”�»�Þ�«(
�V�†�–
�¿�î�È�Ý�_�M�•���œ�_4E�¥�K�r�M��

• [Starting Global IP Address]>8�š�n�_�Q#Ý�I�€�•  IP �”�»�Þ�«(
�V�b�q�6�b  IP �”�»�Þ�«�†�æ���K�r
�M��

• [Ending Global IP Address]>8�š�n�_�Q#Ý�I�€�•  IP �”�»�Þ�«(
�V�b�q�‹�b  IP �”�»�Þ�«�†�æ���K�r
�M��

• [Subnet Mask (optional)]>8�š�n�_�Q#Ý�I�€�•  IP �”�»�Þ�«(
�V�b�§�È�¿�µ�º  �Ð�«�¡�†�æ���K�r�M��

• [Use Port Address Translation (PAT)]>8PAT �†�–�¿�î�È�Ý�_�M�•���œ�_4E�¥�K�r�M���G�b�œ�É�©�Ù
�å�†4E�¥�K�S���œ�c�
���b�8�N�€�?�†4E�¥�K�Z�C�T�I�8��

>&�@>' IPSec �_  PAT �†�Q#Ý�M�•�\�G�K�C�·�8�K�^�8���œ�@�6�~�r�M���G�€�c�
�¥4Š�b�º�å�¿�Ý  �š�å�»
�Ï�–�å�º  �¹�Â�–�«�@�
� �L  IP �”�»�Þ�«�b0
�X�b�º�å�¿�Ý�†��#.�[�A�^�8�S�u�[�M��

– [Use the IP address on the outside interface]>8PAT �[�¥4Š�–�å�±�î�Ç�™�–�«�b  IP �”�»�Þ�«�†�Q
#Ý�M�•���œ�_4E�¥�K�r�M��

– [Specify an IP address]>8PAT �[�Q#Ý�M�•  IP �”�»�Þ�«�†
°�Š�K�r�M��

[IP Address]>8PAT �b�¥4Š�–�å�±�î�Ç�™�–�«�b  IP �”�»�Þ�«�†�æ���K�r�M��

[Subnet Mask (optional)]>8�»�ß�µ�É�²�˜�å  �Ü�«�º�?�}�§�È�¿�µ�º  �Ð�«�¡�†4E�¥�K�r�M��

• [Enable traffic through the firewall without translation]>8�º�Û�Ç�•�µ�¡�†�š�n�K�^�8�[�Ç�“�–�”
�˜�›�î�Ý�†3û4#�I�O�•���œ�_4E�¥�K�r�M��

0ò(ý�_��
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Step 15 - Administrative Access 

�G�b#ì8��[�c�
�­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�[�b'ö#.�”�¡�­�«�†0¿���[�A�r�M��

�Ç�“�–�”�˜�›�î�Ý  �Ô�î�» �­�Ÿ�×�Ü�¸�•  �¥�å�¸�Ÿ�«�º

�Ý�î�¸�µ�» 3ñ4# �©�å�¢�Ý

�Ð�Ý�³

�¥�å�¸�Ÿ�«
�º �©�«�¸�Ò
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�Ç�•�î�Ý�»

• [Type]>8�Í�«�º�r�S�c�¿�µ�º�á�î�¡�@�­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�_�”�¡�­�«�M�•�\�A�_�

ASDM �b  HTTP over SSL�
 SSH�
�r�S�c  Telnet �b�]�€�†�Q#Ý�M�•�?�†�æ���K�r�M��

• [Interface]>8�Í�«�º�r�S�c�¿�µ�º�á�î�¡�¡�†/²&g�K�r�M��  

• [IP address]>8�Í�«�º�r�S�c�¿�µ�º�á�î�¡�b  IP �”�»�Þ�«�†/²&g�K�r�M��

• [Mask]>8�Í�«�º�r�S�c�¿�µ�º�á�î�¡�b�§�È�¿�µ�º  �Ð�«�¡�†/²&g�K�r�M��

• [Enable HTTP server for HTTPS/ASDM access]>8ASDM �_�”�¡�­�«�M�•�S�u�b  HTTP �§�î�Â�l�b
�­�Ÿ�×�”�^�K)F�†�–�¿�î�È�Ý�_�M�•�_�c�
�G�b�³�™�µ�¡�Î�µ�¡�«�†�œ�å�_�K�r�M��

• [Add]>8�”�¡�­�«  �±�–�É�\�–�å�±�î�Ç�™�–�«�†3ã�•�K�
���_'ö#.% $×�[�b�s�Q�b�–�å�±�î�Ç�™�–�«
�_�K)F�M�•�Í�«�º  �¿�µ�º�á�î�¡�b  IP �”�»�Þ�«�\�¿�µ�º�Ð�«�¡�†�æ���K�r�M��0ò(ý�_�X�8�Z�c�


�� Add/Edit Administrative Access Entry���†�g!·�K�Z�C�T�I�8��

• [Edit]>8�–�å�±�î�Ç�™�–�«�†�š�f�K�r�M��0ò(ý�_�X�8�Z�c�
 �� Add/Edit Administrative Access 
Entry���†�g!·�K�Z�C�T�I�8��

• [Delete]>8�–�å�±�î�Ç�™�–�«�†�P7V�K�r�M��

• [Enable ASDM history metrics]>8ASDM �[)+0£�†�p7Ÿ�>�|�g/²&g�[�A�•�|�:�_�M�•�_�c�
�G�b
�³�™�µ�¡�Î�µ�¡�«�†�œ�å�_�K�r�M��

0ò(ý�_��

�� Cisco ASA 5500 Series Adaptive Security Appliance Getting Started Guide���>�|�g�� Cisco ASA 5505 
Getting Started Guide���†�g!·�K�Z�C�T�I�8��

�Ô�î�»

���b/²�c�
�G�b�µ+��†�Q#Ý�[�A�•�Ô�î�»�†&g�K�S�v�b�[�M��

Add/Edit Administrative Access Entry

�G�b�²�–�”�ß�¢�Î�µ�¡�«�[�c�
�Í�«�º�†0¿���[�A�r�M���Ó�–�å  ASDM �”�É�Ü�£�î�©�Ù�å  �˜�•�å�»�˜�[
�G�b�µ+��_�”�¡�­�«�M�•�_�c�
���b�8�N�€�?�b�‰�2�†4E�¥�K�r�M��

• [Configuration] > [Properties] > [Device Access] > [HTTPS/ASDM]

• [Configuration] > [Properties] > [Device Access] > [Telnet]

• [Configuration] > [Properties] > [Device Access] > [SSH]

• [Configuration] > [Properties] > [History Metrics]

�Ç�•�î�Ý�»

• [Access Type]>8�»�ß�µ�É�²�˜�å  �Ü�«�º�[�
���_&g�M  CLI �¥�å�¯�î�Ý  �­�µ�©�Ù�å�b�¦�S0¿���I�€�S
�K)F�±�–�É�b  1 �X�†4E�¥�K�r�M��

– ASDM/HTTPS

– SSH

�Ç�“�–�”�˜�›�î�Ý  �Ô�î�» �­�Ÿ�×�Ü�¸�•  �¥�å�¸�Ÿ�«�º

�Ý�î�¸�µ�» 3ñ4# �©�å�¢�Ý

�Ð�Ý�³

�¥�å�¸�Ÿ�«
�º �©�«�¸�Ò

• • • • —
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– Telnet

>&�@>' ASDM �c�
�­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�\�b�M�m�Z�b3û�™�[  HTTP over SSL �†�Q#Ý�K�r�M��

• [Interface Name]>8�¦�S0¿���I�€�S�–�å�±�î�Ç�™�–�«�b�Ü�«�º�?�}4E�¥�K�r�M��

• [IP Address]>8�–�å�±�î�Ç�™�–�«�b  IP �”�»�Þ�«�†�æ���K�r�M��

• [Subnet Mask]>8�§�È�¿�µ�º  �Ð�«�¡�b  IP �”�»�Þ�«�b4E�¥*å�?�}�
�–�å�±�î�Ç�™�–�«�b�§�È�¿�µ�º  
�Ð�«�¡�†�æ���K�r�M��

�Ô�î�»

���b/²�c�
�G�b�µ+��†�Q#Ý�[�A�•�Ô�î�»�†&g�K�S�v�b�[�M��

Step 16 - Easy VPN Remote Configuration

�G�b#ì8��[�c�
4:�Â�º�­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�\�
�Ü�Ô�î�º  Cisco VPN 3000 �¥�å�­�å�º�Þ�î�±�

Cisco �Ý�î�±�
�r�S�c  Easy VPN �§�î�Â�\�K�Z�·�8�K�Z�8�•4:�Â�º�­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�\�b6ë
�_�
�­�Ÿ�×�”�^  VPN �º�å�¿�Ý�†0¿���[�A�r�M��4:�Â�º�­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�c  Easy VPN �Ü
�Ô�î�º  �¹�Â�–�«�\�K�Z�·�8�M�•�S�u�
7³�€�S���d�_  VPN �†�Ž6ä�[�A�r�M��

>&�@>' �G�b#ì8��_�”�¡�­�«�M�•�_�c�
 Step 2 - Basic Configuration�b  [Configure the device for Teleworker 
usage] �³�™�µ�¡�Î�µ�¡�«�†�œ�å�_�K�
 �–�å�±�î�Ç�™�–�«  �¥�å�Ç�•� �×�Þ�î�©�Ù�å �b  [Enable Auto 
Update] �³�™�µ�¡�Î�µ�¡�«�†�œ�Ç�_�M�•�²0[�@�6�~�r�M��

���b  2 �X�b�·�8�Ô�î�»�†�Q#Ý�[�A�r�M��

• �¡�Û�–�”�å�º  �Ô�î�»

• �¿�µ�º�á�î�¡�Ñ�G�Ô�î�»

�¡�Û�–�”�å�º  �Ô�î�»�[�c�
4:�Â�º�­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�c
Æ4Š�¿�µ�º�á�î�¡�b�¡�Û�–�”�å�º�b  
IP �”�»�Þ�«�†
¶6ä�K�r�O�‡���æ�ƒ�~�_�
4:�Â�º�­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�c�
 NAT �†�Q#Ý�K�Z�É�Û
�–�Ë�î�º  �¿�µ�º�á�î�¡�b  IP �”�»�Þ�«�†�"�M�b�m�~�\�Z�í�s  IP �”�»�Þ�«�_�š�n�K�r�M���G�b�Ô�î�»�[
�c�
�É�Û�–�Ë�î�º  �¿�µ�º�á�î�¡�b�¥4Š�?�}�¹�Â�–�«�_  ping �†��/œ�K�S�~�
�¹�Â�–�«�_�”�¡�­�«�K�S�~
�[�A�r�O�‡��

�¿�µ�º�á�î�¡�Ñ�G�Ô�î�»�[�c�
4:�Â�º�­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�@�
�m�~�\�Z�}�€�S  IP �”�»�Þ�«�†
*(�A�n�<�•�G�\�_�|�W�Z�ß�î�•�Ý  �Í�«�º�b  IP �”�»�Þ�«�†�–1¤�M�•�G�\�c�6�~�r�O�‡���K�S�@�W�Z�

VPN �K)F�b%&�m
��Í�«�º�c�
�ß�î�•�Ý  �¿�µ�º�á�î�¡�b�Í�«�º�\%$�K3û�™�[�A�r�M��

4:�Â�º�­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�†�G�€�}�b  2 �X�b�Ô�î�»�b�8�N�€�?�_0¿���M�•�_�c�
���b�ž�–�»
�Û�–�å�_�‘�W�Z�C�T�I�8��

���b���œ�c�¡�Û�–�”�å�º  �Ô�î�»�†�Q#Ý�K�r�M��

• VPN �K)F�†�¡�Û�–�”�å�º  �º�Û�Ç�•�µ�¡�[6ä���M�•���œ

�Ç�“�–�”�˜�›�î�Ý  �Ô�î�» �­�Ÿ�×�Ü�¸�•  �¥�å�¸�Ÿ�«�º

�Ý�î�¸�µ�» 3ñ4# �©�å�¢�Ý

�Ð�Ý�³

�¥�å�¸�Ÿ�«
�º �©�«�¸�Ò

• • • • —
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• �ß�î�•�Ý  �Í�«�º�b  IP �”�»�Þ�«�†�Ü�Ô�î�º  �¿�µ�º�á�î�¡�[8�/²&g�_�M�•���œ

• ASA 5505 �b  DHCP �?�}�ß�î�•�Ý  �Í�«�º�_  IP �”�»�Þ�«�†�û�M���œ

���b���œ�c�¿�µ�º�á�î�¡�Ñ�G�Ô�î�»�†�Q#Ý�K�r�M��

• �º�Û�Ç�•�µ�¡3?3æ�b�²0[�@�^�C�Z�v  VPN �K)F�†6ä�8�Z�>�C���œ

• �Ü�Ô�î�º  �Í�«�º�†�ß�î�•�Ý  �¿�µ�º�á�î�¡�?�}%$�K3û�™�†�•+��_�M�•���œ

• �ß�î�•�Ý  �¿�µ�º�á�î�¡�b�Í�«�º�@�«�±�¸�•�µ�¡  IP �”�»�Þ�«�b���œ

�Ç�•�î�Ý�»

• [Enable Easy VPN remote]>84:�Â�º�­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�@  Easy VPN �Ü�Ô�î�º  �¹�Â�–�«
�\�K�Z�·�8�[�A�•�|�:�_�M�•�_�c�
�G�b�³�™�µ�¡�Î�µ�¡�«�†�œ�å�_�K�r�M���G�b�µ+��†�–�¿�î�È�Ý
�_�K�^�8���œ�
 VPN �º�å�¿�Ý�?�}�–�å�±�î�Ç�™�–�«�¥4Š�b4:�Â�º�­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�_
�”�¡�­�«�[�A�•�Í�«�º�c�
�Q�b4:�Â�º�­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�†�Ü�Ô�î�º'ö#.�[�A�r�M��

[Mode] �­�¡�©�Ù�å  

• [Client Mode]>8DHCP �§�î�Â�†�Q#Ý�K�Z�

Æ4Š�¿�µ�º�á�î�¡�V�b�Í�«�º�b�²�–�¼�Ñ�µ�¡  IP �”�»�Þ
�«�†#Õ�B�M�•���œ�_�¡�Ü�µ�¡�K�r�M��

• [Network extension]>8
Æ4Š�¿�µ�º�á�î�¡�b�Í�«�º�_�«�±�¸�•�µ�¡  IP �”�»�Þ�«�@�6�•���œ�_�¡�Ü�µ
�¡�K�r�M��

[Group Settings] �­�¡�©�Ù�å

• [Use X.509 Certificate]>8X.509 0É�Â�i�†�Q#Ý�K�Z�
 IPSec Main �Ô�î�»�†�–�¿�î�È�Ý�_�M�•���œ�_
�¡�Ü�µ�¡�K�r�M���»�ß�µ�É�²�˜�å  �Ü�«�º�?�}�º�Û�«�º�Ï�–�å�º�†4E�¥�M�•�?�
�r�S�c
°�Š�K�r�M��

• [Use group password]>8�Ø�î�¨  �¢�Ý�î�É�b�Ã�«�á�î�»�†
°�Š�K�r�M��

– [Group Name]>8�Ø�î�¨  �¢�Ý�î�É�b�¡�S�†
°�Š�K�r�M��

– [Password]>8�Ø�î�¨  �¢�Ý�î�É�b�Ã�«�á�î�»�†
°�Š�K�r�M��

– [Confirm password]>8�Ã�«�á�î�»�†&�1��M�•�²0[�@�6�~�r�M��

[User Settings] �­�¡�©�Ù�å

• [Username]>80¿���b�Ø�î�¨�¡�†
°�Š�K�r�M��

• [Password]>80¿���b�Ã�«�á�î�»�†
°�Š�K�r�M��

• [Confirm Password]>80¿���b�Ã�«�á�î�»�†&�1��M�•�²0[�@�6�~�r�M��

[Easy VPN Server] �­�¡�©�Ù�å

• [Primary server]>8�É�Û�–�Ð�Ü Easy VPN �§�î�Â�b  IP �”�»�Þ�«�†
°�Š�K�r�M��

• [Secondary server]>8�­�•�å�²�Ü  Easy VPN �§�î�Â�b  IP �”�»�Þ�«�†
°�Š�K�r�M��

>&�@>' 4:�Â�º�­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�c�
 1 �Ž�b�É�Û�–�Ð�Ü  �§�î�Â�\  10 �Ž�r�[�b�­�•�å�²�Ü  �§�î�Â�[�S
�B�I�€�•�
�q�±�[  11 �Ž�b  Easy VPN �§�î�Â�†�§�Ï�î�º�K�r�M�� ASA �b  Easy VPN �Ü�Ô�î�º  �¹�Â�–�«
�†  Easy VPN �§�î�Â�_�K)F�[�A�•�|�:�_�M�•�_�c�
 ISP �†�<#Ý�K�Z�g�‰�b�¹�Â�–�«6ë�b�¿�µ�º�á�î�¡�K
)F�†&�'g�K�Z�>�C�²0[�@�6�~�r�M�� ASA 5500 �©�Ü�î�¬4:�Â�º�­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�†  DSL �r
�S�c�£�î�È�Ý  �Ô�¹�Ò�_�K)F�K�S�‹�c�
 ISP �b�æ&g�_�‘�W�Z�¿�µ�º�á�î�¡�K)F0¿���†�ö�¢�K�Z�C�T�I�8��
IP �”�»�Þ�«�c�
 PPPoE �§�î�Â�
 DHCP �§�î�Â�
�r�S�c�«�±�¸�•�µ�¡  �¥�å�Ç�•� �×�Þ�î�©�Ù�å�?�}�v�“
�[�A�r�M��

0ò(ý�_��

�� Cisco ASA 5505 Getting Started Guide���†�g!·�K�Z�C�T�I�8��
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�Ô�î�»

���b/²�c�
�G�b�µ+��†�Q#Ý�[�A�•�Ô�î�»�†&g�K�S�v�b�[�M��

Step 17 - Startup Wizard Summary

�G�b#ì8��_�c�
�­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�_�P�K�Z/œ�W�S�M�m�Z�b0¿���b�+0[�@/²&g�I�€�r�M��  

• �S�b#ì8��[�b0¿���†�š�f�M�•�_�c�
 [Back] �†�¡�Ü�µ�¡�K�r�M��

• Startup Wizard �†�È�Û�˜�¨�?�}%$�K2s�·�K�S���œ�c�
 [Finish] �†�¡�Ü�µ�¡�M�•�\�
�˜�•�¨�î�»�[�8
�B�I�€�S0¿���@4:�Â�º�­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�_+¬�·$×�_3æ�™�I�€�
�Ç�Û�µ�©�×  �Ó�Ô�Ü�_�–
�Ñ�I�€�r�M��

• ASDM 
Æ�[  Startup Wizard �†��/œ�K�S���œ�c�
�Q�b0¿���†�Â&g$×�_�Ç�Û�µ�©�×  �Ó�Ô�Ü�_�–�Ñ�M�•
�²0[�@�6�~�r�M��

0ò(ý�_��

�� Cisco ASA 5500 Series Adaptive Security Appliance Getting Started Guide���>�|�g�� Cisco ASA 5505 
Getting Started Guide���†�g!·�K�Z�C�T�I�8��

�Ô�î�»

���b/²�c�
�G�b�µ+��†�Q#Ý�[�A�•�Ô�î�»�†&g�K�S�v�b�[�M��

�Q�b�Ú�b�–�å�±�î�Ç�™�–�«�b0¿��

�G�b#ì8��[�c�
�g�~�b�–�å�±�î�Ç�™�–�«�†0¿���[�A�r�M��

�Ç�•�î�Ý�»

• [Interface]>8
–�b�Í�«�º�r�S�c�¿�µ�º�á�î�¡�@�Ñ�~�M�•�¿�µ�º�á�î�¡  �–�å�±�î�Ç�™�–�«�†/²&g�K�r
�M��

• [Name]>80¿���P1ß�\�^�•�–�å�±�î�Ç�™�–�«�b�¡�S�†/²&g�K�r�M��  

• [Security Level]>8�–�å�±�î�Ç�™�–�«�b�­�Ÿ�×�Ü�¸�•  �Þ�Ë�Ý(
�V�†  0 >|  100 �[/²&g�K�r�M�� 100 �c

Æ4Š�–�å�±�î�Ç�™�–�«�
 0 �c�¥4Š�–�å�±�î�Ç�™�–�«�_�m�~�\�Z�}�€�r�M���C#ú�–�å�±�î�Ç�™�–�«�_
�c�
 1 >|  99 �b(
�V�b$��•�@�Q#Ý�[�A�r�M�� 0 >|  100 �b�­�Ÿ�×�Ü�¸�•  �Þ�Ë�Ý�c�
�¹�Ç�›�Ý�º�[�c0¿
���I�€�r�O�‡��

�Ç�“�–�”�˜�›�î�Ý  �Ô�î�» �­�Ÿ�×�Ü�¸�•  �¥�å�¸�Ÿ�«�º

�Ý�î�¸�µ�» 3ñ4# �©�å�¢�Ý

�Ð�Ý�³

�¥�å�¸�Ÿ�«
�º �©�«�¸�Ò

• — • • —

�Ç�“�–�”�˜�›�î�Ý  �Ô�î�» �­�Ÿ�×�Ü�¸�•  �¥�å�¸�Ÿ�«�º

�Ý�î�¸�µ�» 3ñ4# �©�å�¢�Ý

�Ð�Ý�³

�¥�å�¸�Ÿ�«
�º �©�«�¸�Ò
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• [Enable traffic between two or more interfaces with same security levels]>8� �L�­�Ÿ�×�Ü�¸�•  �Þ�Ë
�Ý�†0
�X�b�–�å�±�î�Ç�™�–�«�_0¿���K�
�Q�€�}�b�–�å�±�î�Ç�™�–�«6ë�b�º�Û�Ç�•�µ�¡�†�–�¿�î�È�Ý
�_�M�•�_�c�
�G�b�³�™�µ�¡�Î�µ�¡�«�†�œ�å�_�K�r�M��

• [Enable traffic between two or more hosts connected to the same interface]>80
�X�b�Í�«�º�_�6�•�–
�å�±�î�Ç�™�–�«�[�º�Û�Ç�•�µ�¡�†�–�¿�î�È�Ý�_�M�•�_�c�
�G�b�³�™�µ�¡�Î�µ�¡�«�†�œ�å�_�K�r�M��

• [Edit]>8[ �–�å�±�î�Ç�™�–�«�b)…7Ÿ ] �²�–�”�ß�¢�Î�µ�¡�«�[�–�å�±�î�Ç�™�–�«�b0¿���†�š�f�M�•���œ
�_�¡�Ü�µ�¡�K�r�M��

0ò(ý�_��

�� Cisco ASA 5500 Series Adaptive Security Appliance Getting Started Guide���†�g!·�K�Z�C�T�I�8��

�Ô�î�»

���b/²�c�
�G�b�µ+��†�Q#Ý�[�A�•�Ô�î�»�†&g�K�S�v�b�[�M��

�–�å�±�î�Ç�™�–�«�b)…7Ÿ

�Ó�–�å  ASDM �”�É�Ü�£�î�©�Ù�å  �˜�•�å�»�˜�?�}�G�b�µ+��_�”�¡�­�«�M�•�_�c�
 [Configuration] > 
[Interfaces] �†4E�¥�K�r�M��

�Ç�•�î�Ý�»

• [Interface]>8)…7Ÿ�P1ß�\�K�Z4E�¥�K�S�–�å�±�î�Ç�™�–�«�b�¡�S�†/²&g�K�r�M��  

• [Interface Name]>84E�¥�K�S�–�å�±�î�Ç�™�–�«�b�¡�S�†/²&g�K�r�M���G�b�–�å�±�î�Ç�™�–�«�b�¡�S
�c�š�f�[�A�r�M��

• [Security Level]>84E�¥�K�S�–�å�±�î�Ç�™�–�«�b�­�Ÿ�×�Ü�¸�•  �Þ�Ë�Ý�†/²&g�K�r�M���–�å�±�î�Ç�™
�–�«�b�­�Ÿ�×�Ü�¸�•  �Þ�Ë�Ý�c4E�¥�[�A�r�M���–�å�±�î�Ç�™�–�«�b�­�Ÿ�×�Ü�¸�•  �Þ�Ë�Ý�†�W�F�•�\�

1™�Ì�Ó�µ�­�î�ª�@/²&g�I�€�r�M��

• [Use PPPoE]>8�¥4Š�–�å�±�î�Ç�™�–�«�_  IP �”�»�Þ�«�†�m�~�\�Z�•���œ�_  PPPoE �†1�0É�‰�'�\�K�Z
�Q#Ý�M�•�_�c�
�G�b�³�™�µ�¡�Î�µ�¡�«�†�œ�å�_�K�r�M��

>&�@>' PPPoE �c0
�X�b�–�å�±�î�Ç�™�–�«�[�Q#Ý�[�A�•�b�[�
 PPPoE �¡�Û�–�”�å�º�b�›�–�å�«�±�å�«�[�c�
�9
�b�Ø�î�¨�¡�\�Ã�«�á�î�»�†�â�X$��^�•1�0É�Þ�Ë�Ý�†�²0[�\�M�•���œ�@�6�~�r�M��

• [Use DHCP]>84:�Â�º�­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�†  DHCP �§�î�Â�\�K�Z�Q#Ý�M�•�_�c�
�G�b
�³�™�µ�¡�Î�µ�¡�«�†�œ�å�_�K�r�M��

• [Uses the following IP address]>8�–�å�±�î�Ç�™�–�«�b"I���b  IP �”�»�Þ�«�†
°�Š�M�•�_�c�
�G�b
�³�™�µ�¡�Î�µ�¡�«�†�œ�å�_�K�r�M��

• [IP Address]>8�–�å�±�î�Ç�™�–�«�b  IP �”�»�Þ�«�†)…7Ÿ�K�r�M��

• [Subnet Mask]>8�»�ß�µ�É�²�˜�å  �Ü�«�º�?�}�¤�Ñ�b�§�È�¿�µ�º  �Ð�«�¡�†4E�¥�K�r�M��

�Ç�“�–�”�˜�›�î�Ý  �Ô�î�» �­�Ÿ�×�Ü�¸�•  �¥�å�¸�Ÿ�«�º

�Ý�î�¸�µ�» 3ñ4# �©�å�¢�Ý

�Ð�Ý�³

�¥�å�¸�Ÿ�«
�º �©�«�¸�Ò
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  ASA 5505 4:�Â�º�­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�b  Startup Wizard #ì8�
�Ô�î�»

���b/²�c�
�G�b�µ+��†�Q#Ý�[�A�•�Ô�î�»�†&g�K�S�v�b�[�M��

�–�å�±�î�Ç�™�–�«  �¥�å�Ç�•� �×�Þ�î�©�Ù�å

�G�b#ì8��[�c�
�g�~�b�–�å�±�î�Ç�™�–�«�†0¿���K�
0
�X�b�–�å�±�î�Ç�™�–�«6ë�b�º�Û�Ç�•�µ�¡�†�–�¿�î
�È�Ý�_�M�•�G�\�@�[�A�r�M��

�Ç�•�î�Ý�»

• [Edit]>8[ �–�å�±�î�Ç�™�–�«�b)…7Ÿ ] �²�–�”�ß�¢�Î�µ�¡�«�[�–�å�±�î�Ç�™�–�«�b0¿���†�š�f�M�•���œ
�_�¡�Ü�µ�¡�K�r�M��

• [Enable traffic between two or more interfaces with the same security level]>8� �L�­�Ÿ�×�Ü�¸�•  �Þ
�Ë�Ý�_�6�•0
�X�b�–�å�±�î�Ç�™�–�«6ë�b�º�Û�Ç�•�µ�¡�†�–�¿�î�È�Ý�_�M�•�_�c�
�G�b�³�™�µ�¡�Î�µ
�¡�«�†�œ�å�_�K�r�M��

>&�@>' IP 6õ4��b�Ç�•�î�Ý�»�c�
�º�Û�å�«�Ì�”�Þ�å�º  �Ô�î�»�[�c/²&g�I�€�r�O�‡��

0ò(ý�_��
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�Ô�î�»

���b/²�c�
�G�b�µ+��†�Q#Ý�[�A�•�Ô�î�»�†&g�K�S�v�b�[�M��

�¥4Š�–�å�±�î�Ç�™�–�«�b�¥�å�Ç�•� �×�Þ�î�©�Ù�å>8 PPPoE
�G�b#ì8��[�c�
 PPPoE �§�î�Â�?�}  IP �”�»�Þ�«�†�v�“�M�•�G�\�_�|�W�Z�
�¥4Š�–�å�±�î�Ç�™�–�«�†0¿��
�[�A�r�M���Ó�–�å  ASDM �”�É�Ü�£�î�©�Ù�å  �˜�•�å�»�˜�?�}�G�b�µ+��_�”�¡�­�«�M�•�_�c�

[Configuration] > [Interfaces] �†4E�¥�K�r�M��

�Ç�•�î�Ý�»

• [Group Name]>8�–�å�±�î�Ç�™�–�«�b�¡�S�†�æ���K�r�M�����_4
�t�_�c�
�¢�Ý�î�É�¡�†�æ���M�•�²
0[�@�6�~�r�M��

�Ç�“�–�”�˜�›�î�Ý  �Ô�î�» �­�Ÿ�×�Ü�¸�•  �¥�å�¸�Ÿ�«�º

�Ý�î�¸�µ�» 3ñ4# �©�å�¢�Ý

�Ð�Ý�³

�¥�å�¸�Ÿ�«
�º �©�«�¸�Ò

• • • • —
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  ASA 5505 4:�Â�º�­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�b  Startup Wizard #ì8�
• [User Authentication] �š�Ü�”

– [PPPoE Username]>81�0É�_�²0[�^  PPPoE �Ø�î�¨�¡�†�æ���K�r�M��

– [PPPoE Password]>81�0É�_�²0[�^  PPPoE �Ã�«�á�î�»�†�æ���K�r�M��

– [Confirm PPPoE Password]>8PPPoE �Ã�«�á�î�»�†&�1��K�r�M��

• [Authentication Method] �š�Ü�”

PPPoE �b�¹�Ç�›�Ý�º�b1�0É�‰�'�c  PAP �[�M�� CHAP �r�S�c  MS-CHAP �†�m�·�[0¿���M�•�œ�É�©�Ù
�å�v4E�¥�[�A�r�M��

– [PAP]>81�0É�‰�'�\�K�Z  PAP �†4E�¥�M�•���œ�c�G�b�³�™�µ�¡�Î�µ�¡�«�†�œ�å�_�K�r�M���G�b�‰
�'�[�c�
�Ø�î�¨�¡�\�Ã�«�á�î�»�c�/�•�ì�I�€�r�O�‡��

– [CHAP]>8CHAP 1�0É�†4E�¥�M�•���œ�c�G�b�³�™�µ�¡�Î�µ�¡�«�†�œ�å�_�K�r�M�� CHAP �c�Ü
�Ô�î�º  �š�å�»�†1‘�9�M�•�T�E�[�
�Y�G�”�¡�­�«�†75�F�M�•�ƒ�E�[�c�6�~�r�O�‡���Q�b�‹�
�”
�¡�­�«  �§�î�Â�c�Ø�î�¨�_�”�¡�­�«�’7H�@�6�•�?�]�:�?�†�8�•�K�r�M��

– [MSCHAP]>8Windows �œ�Ì�Þ�î�¸�•�å�¢  �©�«�¸�Ò�†�Q#Ý�M�•�¥�å�Æ�×�î�±�\�”�¡�­�«  �§�î�Â
6ë�b PPP �K)F#Ý�_ MS-CHAP 1�0É�†4E�¥�M�•�_�c�
�G�b�³�™�µ�¡�Î�µ�¡�«�†�œ�å�_�K�r�M��

• [IP Address] �š�Ü�”

PPPoE �b�¹�Ç�›�Ý�º�b1�0É�‰�'�c  PAP �[�M�� CHAP �r�S�c  MS-CHAP �†�m�·�[0¿���M�•�œ�É�©�Ù
�å�v4E�¥�[�A�r�M��

– [Obtain IP Address using PPPoE]>8PPPoE �§�î�Â�†�Q#Ý�K�Z  IP �”�»�Þ�«�†�v�“�M�•���œ�_�¡
�Ü�µ�¡�K�r�M��

– [Specify an IP address]>8�–�å�±�î�Ç�™�–�«�b  IP �”�»�Þ�«�†�æ���M�•���œ�_�¡�Ü�µ�¡�K�r�M��

[IP Address]>8�–�å�±�î�Ç�™�–�«�b  IP �”�»�Þ�«�†
°�Š�K�r�M��

[Subnet Mask]>8�»�ß�µ�É�²�˜�å  �Ü�«�º�?�}�–�å�±�î�Ç�™�–�«�b�§�È�¿�µ�º  �Ð�«�¡�†
°�Š�r�S
�c4E�¥�K�r�M��

– [Obtain default route using PPPoE]>8PPPoE �§�î�Â�\  PPPoE �¡�Û�–�”�å�º6ë�b�¹�Ç�›�Ý�º  
�Ý�î�º�†�v�“�M�•���œ�_�¡�Ü�µ�¡�K�r�M��

0ò(ý�_��
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�Ô�î�»

���b/²�c�
�G�b�µ+��†�Q#Ý�[�A�•�Ô�î�»�†&g�K�S�v�b�[�M��

�¥4Š�–�å�±�î�Ç�™�–�«�b�¥�å�Ç�•� �×�Þ�î�©�Ù�å

�G�b#ì8��[�c�
 IP �”�»�Þ�«�†�æ���M�•�?�
 PPPoE �§�î�Â�r�S�c  DHCP �§�î�Â�?�}  IP �”�»�Þ�«�†�v�“
�M�•�G�\�_�|�W�Z�
�¥4Š�–�å�±�î�Ç�™�–�«�†0¿���[�A�r�M���Ó�–�å  ASDM �”�É�Ü�£�î�©�Ù�å  �˜�•�å�»
�˜�?�}�G�b�µ+��_�”�¡�­�«�M�•�_�c�
 [Configuration] > [Interfaces] �†4E�¥�K�r�M��

�Ç�“�–�”�˜�›�î�Ý  �Ô�î�» �­�Ÿ�×�Ü�¸�•  �¥�å�¸�Ÿ�«�º
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'¨  4 'v       Startup Wizard �b�Q#Ý
  ASA 5505 4:�Â�º�­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�b  Startup Wizard #ì8�
>&�@>' ASA 5505 �è�¥�b�M�m�Z�b  ASA 5500 �©�Ü�î�¬  �Ô�¹�Ý�b���œ�
�Ç�Ý  �Û�–�­�å�«�b4:�Â�º�­�Ÿ�×�Ü�¸�•  
�”�É�Û�–�”�å�«�c�
�q�±�[  3 �X�b�¥4Š�–�å�±�î�Ç�™�–�«�†�µ�t  5 �X�b�–�å�±�î�Ç�™�–�«�†�§�Ï�î�º�K�r
�M���D7H�Ô�î�»�b4:�Â�º�­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�c�–�å�±�î�Ç�™�–�«�†�q�±�[  3 �X�
�º�Û�å�«�Ì
�”�Þ�å�º  �Ô�î�»�b4:�Â�º�­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�c�–�å�±�î�Ç�™�–�«�†�q�±�[  2 �X�§�Ï�î�º�K�r
�M���q�±�X�b�–�å�±�î�Ç�™�–�«�†�8�B�K�S�‹�
�r�S�c�q�±�X�b�–�å�±�î�Ç�™�–�«�_�¡�S�†�Ü�E�S�‹�c�

VLAN �†�‚0d�8�B�[�A�^�C�^�~�
�¤�Ñ�b  VLAN �†4E�¥�M�•�G�\�@�²0[�_�^�~�r�M��

�Ç�•�î�Ý�»

• [Interface]>8�–�å�±�î�Ç�™�–�«�†�»�ß�µ�É�²�˜�å  �Ü�«�º�?�}4E�¥�K�r�M��

• [Interface Name]>8�‚�K�8�–�å�±�î�Ç�™�–�«�_�¡�S�†3ã�•�M�•�?�
�r�S�c�¤�Ñ�b�–�å�±�î�Ç�™�–�«
�_6õ4��Ü�E�}�€�S�¡�S�†/²&g�K�r�M��

• [Enable interface]>8�–�å�±�î�Ç�™�–�«�†"I�’�Ô�î�»�[�”�¡�¸�•�È�_�M�•�_�c�
�G�b�³�™�µ�¡�Î�µ�¡
�«�†�œ�å�_�K�r�M��

• [Security Level]>8�–�å�±�î�Ç�™�–�«�b�­�Ÿ�×�Ü�¸�•  �Þ�Ë�Ý(
�V�†  0 >|  100 �[/²&g�K�r�M�� 100 �c

Æ4Š�–�å�±�î�Ç�™�–�«�
 0 �c�¥4Š�–�å�±�î�Ç�™�–�«�_�m�~�\�Z�}�€�r�M���C#ú�–�å�±�î�Ç�™�–�«�_
�c�
 1 >|  99 �b(
�V�b$��•�@�Q#Ý�[�A�r�M�� 0 >|  100 �b�­�Ÿ�×�Ü�¸�•  �Þ�Ë�Ý�c�
�¹�Ç�›�Ý�º�[�c0¿
���I�€�r�O�‡��

• [Use PPPoE]>8PPPoE �§�î�Â�?�}  IP �”�»�Þ�«�†�v�“�M�•���œ�_�¡�Ü�µ�¡�K�r�M��

• [Use DHCP]>8DHCP �§�î�Â�?�}  IP �”�»�Þ�«�†�v�“�M�•���œ�_�¡�Ü�µ�¡�K�r�M��

• [Obtain default route using DHCP]>8DHCP �†�Q#Ý�K�Z�¹�Ç�›�Ý�º  �¤�î�º�˜�™�–�b  IP �”�»�Þ�«�†�v
�“�M�•�_�c�
�G�b�³�™�µ�¡�Î�µ�¡�«�†�œ�å�_�K�r�M��

• [Use the following IP address]>8�–�å�±�î�Ç�™�–�«�b  IP �”�»�Þ�«�†�m�·�[�æ���M�•�_�c�
�G�b�œ�É
�©�Ù�å�†4E�¥�K�r�M���G�b�Ç�•�î�Ý�»�c�º�Û�å�«�Ì�”�Þ�å�º  �Ô�î�»�b���œ�_�c/²&g�I�€�r�O�‡��

• [IP Address]>8�¥4Š�–�å�±�î�Ç�™�–�«�b  IP �”�»�Þ�«�†�æ���K�r�M���G�b�Ç�•�î�Ý�»�c�º�Û�å�«�Ì�”
�Þ�å�º  �Ô�î�»�b���œ�_�c/²&g�I�€�r�O�‡��

• [Subnet Mask]>8�»�ß�µ�É�²�˜�å  �Ü�«�º�?�}�¥4Š�–�å�±�î�Ç�™�–�«�b�§�È�¿�µ�º  �Ð�«�¡�†4E�¥�K�r
�M��

0ò(ý�_��
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�Ô�î�»

���b/²�c�
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C H A P T E R 5

�–�å�±�î�Ç�™�–�«�b0¿��

�G�b'v�[�c�
"@#.�–�î�§�¿�µ�º  �–�å�±�î�Ç�™�–�«�†0¿���K�Z�–�¿�î�È�Ý�_�M�•�‰�2�

Õ6×�–�å�±�î
�Ç�™�–�« �Ì�”�†�8�B�M�•�‰�2�
�>�|�g�§�È�–�å�±�î�Ç�™�–�«�†3ã�•�M�•�‰�2�_�X�8�Z1��Â�K�r�M��
�Ç�“�–�Â�\5¡)z�b�g�‰�b�–�î�§�¿�µ�º  �Ï�î�º�@�6�•���œ>& ASA 5510 �è7F�b�©�Ü�î�¬�b4:�Â�º�­�Ÿ�×�Ü
�¸�•  �”�É�Û�–�”�å�«�_�š3U�I�€�Z�8�•  4GE SSM �^�]>' �
 �G�b'v�[�c�–�å�±�î�Ç�™�–�«  �Ó�¹�•�”  �±�–�É
�b0¿���‰�2�_�X�8�Z1��Â�K�r�M���›�–�å�±�î�Ç�™�–�«>&"@#.�

Õ6×�
�r�S�c�§�È�–�å�±�î�Ç�™�–�«>'�[
�c�
�¡�S�
�­�Ÿ�×�Ü�¸�•  �Þ�Ë�Ý�
�>�|�g  IP �”�»�Þ�«>&�Ý�î�¸�µ�»  �Ô�î�»�b�s>'�†0¿���M�•�²0[�v�6�~
�r�M��

>&�@>' ASA 5505 4:�Â�º�­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�b�–�å�±�î�Ç�™�–�«�†0¿���M�•�_�c�
 '¨ 7 'v�� Cisco 
ASA 5505 4:�Â�º�­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«#Ý�«�–�µ�³  �Ï�î�º�>�|�g  VLAN �–�å�±�î�Ç�™�–�«�b0¿
���� �†�g!·�K�Z�C�T�I�8��

�Ð�Ý�³  �¥�å�¸�Ÿ�«�º  �Ô�î�»�[�–�å�±�î�Ç�™�–�«�†0¿���M�•�_�c�
 '¨ 6 'v���Ð�Ý�³  �Ô�î�»�b�–�å�±�î
�Ç�™�–�«�b0¿���� �†�g!·�K�Z�C�T�I�8��

�G�b'v�c�
���b8o�[�S�B�I�€�Z�8�r�M��

• ���–�å�±�î�Ç�™�–�«�b�+0[�� >&P.5-1>'

• ���–�å�±�î�Ç�™�–�«�b0¿���� >&P.5-5>'

• ��� �L�­�Ÿ�×�Ü�¸�•  �Þ�Ë�Ý�b3û�™�b�–�¿�î�È�Ý�ì�� >&P.5-9>'

• �� [Interface] �Ç�•�î�Ý�»�b1��Â�� >&P.5-10>'

�–�å�±�î�Ç�™�–�«�b�+0[
�G�b8o�[�c�
"@#.�–�å�±�î�Ç�™�–�«�

Õ6×�–�å�±�î�Ç�™�–�«�
�>�|�g�§�È�–�å�±�î�Ç�™�–�«�_�X�8�Z1�
�Â�K�r�M�����b8o% �†�v�~�V�F�r�M��

• ��"@#.�–�å�±�î�Ç�™�–�«�b�+0[�� >&P.5-2>'

• ��
Õ6×�–�å�±�î�Ç�™�–�«�b�+0[�� >&P.5-2>'

• �� VLAN �§�È�–�å�±�î�Ç�™�–�«�\  802.1Q �º�Û�å�Ÿ�å�¢�b�+0[�� >&P.5-4>'

• ���–�å�±�î�Ç�™�–�«�b�¹�Ç�›�Ý�º�b"g�Â�� >&P.5-4>'

• ���¹�Ç�›�Ý�º�b�­�Ÿ�×�Ü�¸�•  �Þ�Ë�Ý�� >&P.5-4>'
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'¨  5 'v       �–�å�±�î�Ç�™�–�«�b0¿��
  �–�å�±�î�Ç�™�–�«�b�+0[
"@#.�–�å�±�î�Ç�™�–�«�b�+0[

�G�b8o�[�c�
"@#.�–�å�±�î�Ç�™�–�«�_�X�8�Z1��Â�K�r�M�����b8o% �†�v�~�V�F�r�M��

• ��"@#.�–�å�±�î�Ç�™�–�«�b�¹�Ç�›�Ý�º0¿���� >&P.5-2>'

• ���¥�¿�¡�±  �±�–�É�� >&P.5-2>'

• �� Auto-MDI/MDIX �µ+��� >&P.5-2>'

"@#.�–�å�±�î�Ç�™�–�«�b�¹�Ç�›�Ý�º0¿��

�¹�Ç�›�Ý�º�[�c�
5¡)z>& RJ-45>'�–�å�±�î�Ç�™�–�«�b3ÿ�Ø�\�§5�3û�™�c�
�œ�î�º�¿�¦�©�š�î�©�Ù�å�_0¿
���I�€�r�M��

�¥�¿�¡�±  �±�–�É

ASA 5550 4:�Â�º�­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�\�
 ASA 5510 �è7F�b4:�Â�º�­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”
�å�«�b  4GE SSM �_�c�
5¡)z  RJ-45 �\�Ç�“�–�Â  SFP �b  2 �X�b�¥�¿�¡�±  �±�–�É�@�6�~�r�M�� RJ-45 �@�¹
�Ç�›�Ý�º�[�M��

�Ç�“�–�Â  SFP �¥�¿�¡�±�†�Q#Ý�M�•�_�c�
�Ó�¹�•�”  �±�–�É�†  SFP �_0¿���M�•�²0[�@�6�~�r�M���Ç�“�–�Â  
�–�å�±�î�Ç�™�–�«�[�c�
3ÿ�Ø�c�[���[�6�~�
�§5�3û�™�c�§�Ï�î�º�I�€�Z�8�r�O�‡�@�
�–�å�±�î�Ç�™�–�«
�†�Ü�å�¡  �Ã�Û�Ó�î�±  �¿�¦�©�š�î�©�Ù�å�6�~>&�¹�Ç�›�Ý�º>'�r�S�c�¿�¦�©�š�î�©�Ù�å�^�K�_0¿���M�•�G
�\�@�[�A�r�M��

Auto-MDI/MDIX �µ+�

ASA 5500 �©�Ü�î�¬4:�Â�º�­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�b  RJ-45 �–�å�±�î�Ç�™�–�«�[�c�
�¹�Ç�›�Ý�º
�b�œ�î�º�¿�¦�©�š�î�©�Ù�å0¿���_  Auto-MDI/MDIX �µ+��v�µ�r�€�Z�8�r�M�� Auto-MDI/MDIX �c�

�œ�î�º�¿�¦�©�š�î�©�Ù�å  �Ç�™�î�¬�[�«�º�Þ�î�º  �£�î�È�Ý�†�è���M�•�\�

Æ4Š�¡�ß�«�œ�î�Â�î�†��/œ�M
�•�G�\�[�¡�ß�«  �£�î�È�Ý�_�|�•�K)F�†�Y0[�_�K�r�M���–�å�±�î�Ç�™�–�«�b  Auto-MDI/MDIX �†�–�¿�î
�È�Ý�_�M�•�_�c�
3ÿ�Ø�\�¹�×�É�Þ�µ�¡�«�b�8�N�€�?�†�œ�î�º�¿�¦�©�š�î�©�Ù�å�_0¿���M�•�²0[�@�6�~�r
�M��3ÿ�Ø�\�¹�×�É�Þ�µ�¡�«�b�g�‰�_�Â&g$×�_�[���Í�†�æ���M�•�\�
�g�‰�b0¿���[�œ�î�º�¿�¦�©�š�î�©�Ù
�å�@�¹�•�­�î�È�Ý�_�I�€�
 Auto-MDI/MDIX �v�¹�•�­�î�È�Ý�_�^�~�r�M��


Õ6×�–�å�±�î�Ç�™�–�«�b�+0[

1=#.
Õ6×�–�å�±�î�Ç�™�–�«�c�
�”�¡�¸�•�È�\�«�±�å�Â�–�b"@#.�–�å�±�î�Ç�™�–�«�?�}�^�•�Ì�”�[�M���”
�¡�¸�•�È  �–�å�±�î�Ç�™�–�«�[7€���@$Î#Õ�M�•�\�
�«�±�å�Â�–  �–�å�±�î�Ç�™�–�«�@�”�¡�¸�•�È�_�^�W�Z�

�º�Û�Ç�•�µ�¡�†3û4#�I�O���u�r�M��
Õ6×�–�å�±�î�Ç�™�–�«�†0¿���K�Z�­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�b
�™8—�ö�†9×�u�•�G�\�@�[�A�r�M���G�b�µ+��c�
�¹�Â�–�«�Þ�Ë�Ý�b�Ç�™�î�Ý�œ�î�Â�î�\�c�9�¶�b�v�b�[�M
�@�
�²0[�^���œ�c�Ç�™�î�Ý�œ�î�Â�î�\�\�v�_
Õ6×�–�å�±�î�Ç�™�–�«�v0¿���[�A�r�M���q�±  8 �¶�b
Õ6×�–
�å�±�î�Ç�™�–�«  �Ì�”�†0¿���[�A�r�M��

�Q�b�‹�b�M�m�Z�b�­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«  �¥�å�Ç�•� �×�Þ�î�©�Ù�å�c�
�Ó�å�Â"@#.�–�å�±�î�Ç�™
�–�«�[�c�^�C1=#.
Õ6×�–�å�±�î�Ç�™�–�«�†�g!·�K�r�M��

�G�b8o�[�c�

Õ6×�–�å�±�î�Ç�™�–�«�b�+0[�†1��Â�K�r�M�����b8o% �†�v�~�V�F�r�M��

• ��
Õ6×�–�å�±�î�Ç�™�–�«�\�Ç�™�î�Ý�œ�î�Â�î�b�ž�–�»�Û�–�å�� >&P.5-3>'

• ��
Õ6×�–�å�±�î�Ç�™�–�«�b  MAC �”�»�Þ�«�� >&P.5-3>'

• ��
Õ6×�–�å�±�î�Ç�™�–�«�[�Q#Ý�M�•���œ�b"@#.�–�å�±�î�Ç�™�–�«�b�ž�–�»�Û�–�å�� >&P.5-3>'
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  �–�å�±�î�Ç�™�–�«�b�+0[

Õ6×�–�å�±�î�Ç�™�–�«�\�Ç�™�î�Ý �œ�î�Â�î�b�ž�–�»�Û�–�å

�Ó�å�Â�î  �–�å�±�î�Ç�™�–�«�†3ã�•�M�•���œ�c���b�ž�–�»�Û�–�å�_�‘�8�r�M��

• �Ç�™�î�Ý�œ�î�Â�î�r�S�c�«�¸�î�º  �Ü�å�¡#Ý�_
Õ6×�–�å�±�î�Ç�™�–�«�†�Q#Ý�M�•���œ�c�
�É�Û�–�Ð
�Ü �Ø�½�µ�º�_�•�<�Z�­�•�å�²�Ü  �Ø�½�µ�º�V�b�ö�•$×�^�¥�å�Ç�•� �×�Þ�î�©�Ù�å�b�M4Š�\�K�Z
Õ6×
�–�å�±�î�Ç�™�–�«�†0¿���M�•�²0[�@�6�~�r�M��

• �Ç�™�î�Ý�œ�î�Â�î�r�S�c�«�¸�î�º  �Ü�å�¡#Ý�_
Õ6×�–�å�±�î�Ç�™�–�«�†�Q#Ý�M�•���œ�c�
 2 �X�b�Ø
�½�µ�º6ë�_�«�–�µ�³�r�S�c�Á�È�†4Ä*(�M�•�²0[�@�6�~�r�M���g�Ø�½�µ�º�c%$�K�K)F�[�A�r�O�‡���«
�–�µ�³�x�Á�È�@�^�C�Z�v�
�É�Û�–�Ð�Ü  �Ø�½�µ�º�V�b�”�¡�¸�•�È  �Ï�î�º�†�­�•�å�²�Ü  �Ø�½�µ�º�V�b
�«�±�å�Â�–  �Ï�î�º�_%$�K�K)F�[�A�•���œ�v�6�~�r�M��

• �Ç�™�î�Ý�œ�î�Â�î�@$Î#Õ�K�Z�8�•�?�]�:�?
Õ6×�–�å�±�î�Ç�™�–�«�†�Ô�½�±�[�A�r�M���²�N1=#.
Õ6×
�–�å�±�î�Ç�™�–�«�¡�†�g!·�K�Z�C�T�I�8��

• �”�¡�¸�•�È  �–�å�±�î�Ç�™�–�«�@�«�±�å�Â�–  �–�å�±�î�Ç�™�–�«�_�Ç�™�î�Ý�œ�î�Â�î�K�S���œ�
�¹�Â
�–�«�Þ�Ë�Ý�b�Ç�™�î�Ý�œ�î�Â�î�†�Ô�½�±�K�Z�8�•�\�A�_�c�

Õ6×�–�å�±�î�Ç�™�–�«�[7€���@$Î#Õ�K
�Z�8�•�|�:�_0b�<�r�O�‡��
Õ6×�–�å�±�î�Ç�™�–�«�[7€���@$Î#Õ�K�Z�8�•�|�:�_0b�<�•�b�c�
�g�‰�b
"@#.�–�å�±�î�Ç�™�–�«�[7€���@$Î#Õ�K�S�\�A�T�E�[�M��


Õ6×�–�å�±�î�Ç�™�–�«�b  MAC �”�»�Þ�«


Õ6×�–�å�±�î�Ç�™�–�«�c�
�q�6�_3ã�•�I�€�S"@#.�–�å�±�î�Ç�™�–�«�b  MAC �”�»�Þ�«�†�Q#Ý�K�r�M���¥
�å�Ç�•� �×�Þ�î�©�Ù�å�[�Ó�å�Â  �–�å�±�î�Ç�™�–�«�b8p�Î�†�š�f�M�•�\�
 MAC �”�»�Þ�«�c�
�Ü�«�º�b�q
�6�_�^�W�S�–�å�±�î�Ç�™�–�«�b  MAC �”�»�Þ�«�\�M+´�M�•�|�:�_�š�f�I�€�r�M���r�S�c�

Õ6×�–�å�±�î
�Ç�™�–�«�_  MAC �”�»�Þ�«�†�m�~�\�Z�•�G�\�@�[�A�r�M�� �G�€�c�Ó�å�Â  �–�å�±�î�Ç�™�–�«�b  MAC �”�»
�Þ�«�_6õ�€�^�C�Q#Ý�I�€�r�M>& ���–�å�±�î�Ç�™�–�«�b0¿���� >&P.5-5>' �r�S�c  ���­�Ÿ�×�Ü�¸�•  �¥�å�¸�Ÿ�«
�º�b0¿���� >&P.9-20>' �†�g!·>' ���”�¡�¸�•�È  �–�å�±�î�Ç�™�–�«�@�«�±�å�Â�–  �–�å�±�î�Ç�™�–�«�_�Ç�™�î
�Ý�œ�î�Â�î�M�•�\�
�º�Û�Ç�•�µ�¡�@�p�•�K�^�8�|�:�_� �L  MAC �”�»�Þ�«�@)T�â�I�€�r�M��


Õ6×�–�å�±�î�Ç�™�–�«�[�Q#Ý�M�•���œ�b"@ #.�–�å�±�î�Ç�™�–�«�b�ž�–�»�Û�–�å

�Ó�å�Â�î  �–�å�±�î�Ç�™�–�«�†3ã�•�M�•���œ�c���b�ž�–�»�Û�–�å�_�‘�8�r�M��

• �g�‰�b�Ó�å�Â  �–�å�±�î�Ç�™�–�«�@� �L"@#.�±�–�É�[�6�•�²0[�@�6�~�r�M���S�\�<�d�
�g�‰�\�v
�–�î�§�¿�µ�º�_�M�•�²0[�@�6�~�r�M��

• "@#.�–�å�±�î�Ç�™�–�«�†
Õ6×�–�å�±�î�Ç�™�–�«�_3ã�•�M�•�\�
�¡�S�
 IP �”�»�Þ�«�
�>�|�g�­�Ÿ�×
�Ü�¸�•  �Þ�Ë�Ý�c�P7V�I�€�r�M��

�@�– �¥�å�Ç�•� �×�Þ�î�©�Ù�å
Æ�["@#.�–�å�±�î�Ç�™�–�«�†�M�[�_�Q#Ý�K�Z�8�•���œ�
�¡�S�†�P7V�M�•�\�

�G�b�–�å�±�î�Ç�™�–�«�†�g!·�K�Z�8�•�M�m�Z�b�¥�å�Ç�•� �×�Þ�î�©�Ù�å�@�˜�d�I�€�r�M��

• 
Õ6×�–�å�±�î�Ç�™�–�«  �Ì�”�†�S�B�M�•"@#.�–�å�±�î�Ç�™�–�«�[0¿���[�A�•�b�c"@#.�Ã�Û�Ó�î�±�T
�E�[�M��

• �”�¡�¸�•�È  �–�å�±�î�Ç�™�–�«�†�©�Õ�µ�º�²�˜�å�M�•�\�
�«�±�å�Â�–  �–�å�±�î�Ç�™�–�«�@�”�¡�¸�•
�È�_�^�~�r�M��
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  �–�å�±�î�Ç�™�–�«�b�+0[
VLAN �§�È�–�å�±�î�Ç�™�–�«�\  802.1Q �º�Û�å�Ÿ�å�¢�b�+0[

�§�È�–�å�±�î�Ç�™�–�«�†�Q#Ý�M�•�\�
 1 �X�b"@#.�–�å�±�î�Ç�™�–�«�r�S�c
Õ6×�–�å�±�î�Ç�™�–�«�†�
$�
�^�•  VLAN ID �[�±�¢�Ü�E�I�€�S0
�X�b1=#.�–�å�±�î�Ç�™�–�«�_�(�m�[�A�r�M�� VLAN �§�È�–�å�±�î
�Ç�™�–�«�@ 1 �X�è�V�6�•�–�å�±�î�Ç�™�–�«�c�
+¬�·$×�_  802.1Q �º�Û�å�¡�\�K�Z0¿���I�€�r�M�� VLAN 
�[�c�
�d���b"@#.�–�å�±�î�Ç�™�–�«�V�[�º�Û�Ç�•�µ�¡�†�(7³�K�Z�>�C�G�\�@�[�A�•�S�u�
"@#.�–�å�±�î
�Ç�™�–�«�r�S�c�­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�†3ã�•�K�^�C�Z�v�
�¿�µ�º�á�î�¡�V�[�Q#Ý�[�A�•�–�å
�±�î�Ç�™�–�«�b�X�†�Q�x�M�G�\�@�[�A�r�M��

�G�b8o�[�c�
���b�º�Æ�µ�¡�_�X�8�Z�v�~�V�F�r�M��

• ���q�±�§�È�–�å�±�î�Ç�™�–�«�X�� >&P.5-4>'

• ��"@#.�–�å�±�î�Ç�™�–�«�V�b�±�¢�^�K�Ã�£�µ�º�b&—�F�� >&P.5-4>'

�q�±�§�È�–�å�±�î�Ç�™�–�«�X

�É�Û�µ�º�Ç�›�î�Ò�_0Á���I�€�•�§�È�–�å�±�î�Ç�™�–�«�b�X�†�ô���M�•�_�c�
 �Ü6�  A���µ+��b�Û�–�­�å�«
�\�Ù�]�� �†�g!·�K�Z�C�T�I�8��

"@#.�–�å�±�î�Ç�™�–�«�V�b�±�¢�^�K�Ã�£�µ�º�b&—�F

"@#.�–�å�±�î�Ç�™�–�«�c�±�¢�b�Ü�8�Z�8�^�8�Ã�£�µ�º�†3û4#�I�O�•�S�u�
�§�È�–�å�±�î�Ç�™�–�«�†�Q#Ý
�M�•���œ�
3û�–�c"@#.�–�å�±�î�Ç�™�–�«�[�º�Û�Ç�•�µ�¡�†3û4#�I�O�^�8�|�:�_�K�r�M���G�b"I�ö�c�

Õ
6×�–�å�±�î�Ç�™�–�«  �Ì�”�b�”�¡�¸�•�È�^"@#.�–�å�±�î�Ç�™�–�«�_�v�\�Z�c�r�~�r�M���§�È�–�å�±�î
�Ç�™�–�«�[�º�Û�Ç�•�µ�¡�†3û4#�I�O�•�_�c"@#.$×�–�å�±�î�Ç�™�–�«�r�S�c
Õ6×�–�å�±�î�Ç�™�–�«�†�–
�¿�î�È�Ý�_�M�•�²0[�@�6�•�S�u�
"@#.�–�å�±�î�Ç�™�–�«�r�S�c
Õ6×�–�å�±�î�Ç�™�–�«�[�c�
�º�Û�Ç�•�µ
�¡�†�¡�S�æ���K�^�8�G�\�[3û4#�I�O�^�8�|�:�_�K�r�M��"@#.�–�å�±�î�Ç�™�–�«�r�S�c
Õ6×�–�å�±�î�Ç�™
�–�«�[�±�¢�^�K�Ã�£�µ�º�†3û4#�I�O�•���œ�c�
3û�–�]�>�~  name �¥�Ð�å�»�†0¿���[�A�r�M��

�–�å�±�î�Ç�™�–�«�b�¹�Ç�›�Ý�º�b"g�Â

�–�å�±�î�Ç�™�–�«�_�c�
���b�¹�Ç�›�Ý�º"g�Â�@�6�~�r�M��

• "@#.�–�å�±�î�Ç�™�–�«>8�¹�•�­�î�È�Ý��

• 
Õ6×�–�å�±�î�Ç�™�–�«>8�–�¿�î�È�Ý���S�T�K�
�º�Û�Ç�•�µ�¡�@
Õ6×�–�å�±�î�Ç�™�–�«�†3û4#�M�•�S
�u�_�c�
�Ó�å�Â"@#.�–�å�±�î�Ç�™�–�«�v�–�¿�î�È�Ý�_�^�W�Z�8�•�²0[�@�6�~�r�M��

• �§�È�–�å�±�î�Ç�™�–�«>8�–�¿�î�È�Ý���S�T�K�
�º�Û�Ç�•�µ�¡�@�§�È�–�å�±�î�Ç�™�–�«�†3û4#�M�•�S
�u�_�c�
"@#.�–�å�±�î�Ç�™�–�«�v�–�¿�î�È�Ý�_�^�W�Z�8�•�²0[�@�6�~�r�M��

�¹�Ç�›�Ý�º�b�­�Ÿ�×�Ü�¸�•  �Þ�Ë�Ý

�¹�Ç�›�Ý�º�b�­�Ÿ�×�Ü�¸�•  �Þ�Ë�Ý�c  0 �[�M���–�å�±�î�Ç�™�–�«�_�¡�S�� inside���†�Ü�E�Z�
�Â&g$×�_�­
�Ÿ�×�Ü�¸�•  �Þ�Ë�Ý�†0¿���K�^�8�\�
�­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�c�­�Ÿ�×�Ü�¸�•  �Þ�Ë�Ý�†  100 �_0¿��
�K�r�M��

�›�–�å�±�î�Ç�™�–�«�_�c�
 0>&�q�W�)>'>|  100>&�q�V�)>'�b�­�Ÿ�×�Ü�¸�•  �Þ�Ë�Ý�†0¿���M�•�²0[�@�6�~
�r�M���S�\�<�d�

Æ4Š�Í�«�º  �¿�µ�º�á�î�¡�^�]�
�q�v�­�Ÿ�×�”�^�¿�µ�º�á�î�¡�_�c�Þ�Ë�Ý  100 �†�m�~
�\�Z�•�²0[�@�6�~�r�M���M�‰�
�–�å�±�î�¿�µ�º�^�]�_�K)F�M�•�¥4Š�¿�µ�º�á�î�¡�_�c�Þ�Ë�Ý  0 �@�m�~�\
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'¨  5 'v       �–�å�±�î�Ç�™�–�«�b0¿��
  �–�å�±�î�Ç�™�–�«�b0¿��
�Z�}�€�•���œ�@�6�~�r�M�� DMZ �^�]�
�Q�b�Ú�b�¿�µ�º�á�î�¡�c�Q�b�p6ë�_0¿���[�A�r�M��0
�X�b�–�å
�±�î�Ç�™�–�«�†� �L�­�Ÿ�×�Ü�¸�•  �Þ�Ë�Ý�_�m�~�\�Z�•�G�\�@�[�A�r�M��0ò(ý�_�X�8�Z�c�
 ��� �L�­�Ÿ�×
�Ü�¸�•  �Þ�Ë�Ý�b3û�™�b�–�¿�î�È�Ý�ì�� >&P.5-9>' �†�g!·�K�Z�C�T�I�8��

�Þ�Ë�Ý�_�|�W�Z�
���b�·�8�@�D�š�I�€�r�M��

• �¿�µ�º�á�î�¡  �”�¡�­�«>8�¹�Ç�›�Ý�º�[�
9×�8�­�Ÿ�×�Ü�¸�•  �Þ�Ë�Ý�b�–�å�±�î�Ç�™�–�«�?�}�*�8�­
�Ÿ�×�Ü�¸�•  �Þ�Ë�Ý�b�–�å�±�î�Ç�™�–�«�l�b3û�™>&$Î�™>'�c�/;ò$×�_0Á�•�I�€�r�M��9×�8�­�Ÿ�×�Ü
�¸�•  �Þ�Ë�Ý�b�–�å�±�î�Ç�™�–�«�V�b�Í�«�º�c�
�*�8�­�Ÿ�×�Ü�¸�•  �Þ�Ë�Ý�b�–�å�±�î�Ç�™�–�«�V�b
�õ�–�b�Í�«�º�_�”�¡�­�«�[�A�r�M���–�å�±�î�Ç�™�–�«�_�”�¡�­�«  �Ü�«�º�†4:#Ý�M�•�G�\�_�|�W�Z�

�”�¡�­�«�†�D7H�[�A�r�M��

� �L�­�Ÿ�×�Ü�¸�•  �Þ�Ë�Ý�b�–�å�±�î�Ç�™�–�«6ë�[�c�
� �L�­�Ÿ�×�Ü�¸�•  �Þ�Ë�Ý�è�W�b�Ú�b�–�å
�±�î�Ç�™�–�«�l�b�”�¡�­�«�@�/;ò$×�_0Á�•�I�€�r�M��

• �–�å�«�Ì�¡�©�Ù�å  �š�å�ª�å>8�M4Š�b�”�É�Ü�£�î�©�Ù�å  �–�å�«�Ì�¡�©�Ù�å  �š�å�ª�å�c�­�Ÿ�×�Ü�¸�•  
�Þ�Ë�Ý�_�k�Ñ�K�r�M��� �L�­�Ÿ�×�Ü�¸�•  �Þ�Ë�Ý�b�–�å�±�î�Ç�™�–�«6ë�[�c�
�–�å�«�Ì�¡�©�Ù�å  �š
�å�ª�å�c$Î�™�\%T�™�b�8�N�€�b�º�Û�Ç�•�µ�¡�_�P�K�Z�v4:#Ý�I�€�r�M��

– NetBIOS �–�å�«�Ì�¡�©�Ù�å  �š�å�ª�å>8$Î�™�K)F�_�P�K�Z�b�s4:#Ý�I�€�r�M��

– SQL*Net �–�å�«�Ì�¡�©�Ù�å  �š�å�ª�å>8 SQL*Net>&�§&à OraServ>'�Ï�î�º�\�b�D�š�K)F�@�M�P
�b�Í�«�º6ë�_�Ñ�~�M�•���œ�
%T�™�¹�î�±�K)F�T�E�@�­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�†3û4#�M�•
�G�\�@0Á�•�I�€�r�M��

• �Ç�•�Ý�±�Ü�å�¢>8 HTTP(S) �>�|�g  FTP �Ç�•�Ý�±�Ü�å�¢�c�
 >&9×�8�Þ�Ë�Ý�?�}�*�8�Þ�Ë�Ý�l�b>'$Î
�™�K)F�_�b�s4:#Ý�I�€�r�M��

� �L�­�Ÿ�×�Ü�¸�•  �Þ�Ë�Ý�b�–�å�±�î�Ç�™�–�«6ë�[�c�
$Î�™�\%T�™�b�8�N�€�b�º�Û�Ç�•�µ�¡�v�Ç�•
�Ý�±�Ü�å�¢�[�A�r�M��

• NAT �¥�å�º�ß�î�Ý>8 NAT �¥�å�º�ß�î�Ý�†�–�¿�î�È�Ý�_�M�•���œ�
9×�8�­�Ÿ�×�Ü�¸�•  �Þ�Ë�Ý�b�–�å
�±�î�Ç�™�–�«>&
Æ4Š>'�V�b�Í�«�º�?�}�*�8�­�Ÿ�×�Ü�¸�•  �Þ�Ë�Ý�b�–�å�±�î�Ç�™�–�«>&�¥4Š>'�V�b
�Í�«�º�_�”�¡�­�«�M�•�\�A�c�

Æ4Š�–�å�±�î�Ç�™�–�«�b�Í�«�º�_  NAT �†0¿���M�•�²0[�@�6�~�r�M��

NAT �¥�å�º�ß�î�Ý�†�–�¿�î�È�Ý�_�K�^�8���œ�
�r�S�c� �L�­�Ÿ�×�Ü�¸�•  �Þ�Ë�Ý�b�–�å�±�î�Ç�™�–
�«6ë�_�>�8�Z�c�
�õ�–�b�–�å�±�î�Ç�™�–�«6ë�[  NAT �†�Q#Ý�M�•�G�\�v�
�Q#Ý�K�^�8�G�\�v�[�A�r
�M���¥4Š�–�å�±�î�Ç�™�–�«�_  NAT �†0¿���M�•���œ�c�
"I�9�^�Ÿ�î�á�î�»�@�²0[�_�^�•�G�\�@�6�~
�r�M��

• established �¥�Ð�å�»>8�G�b�¥�Ð�å�»�†�Q#Ý�M�•�\�
9×�8�Þ�Ë�Ý�b�Í�«�º�?�}�*�8�Þ�Ë�Ý�b�Í�«�º
�l�b�K)F�@�M�[�_&�'g�I�€�Z�8�•���œ�
�*�8�­�Ÿ�×�Ü�¸�•  �Þ�Ë�Ý�b�Í�«�º�?�}9×�8�­�Ÿ�×�Ü�¸�•  
�Þ�Ë�Ý�b�Í�«�º�l�b�`�~�K)F�@0Á�•�I�€�r�M��

� �L�­�Ÿ�×�Ü�¸�•  �Þ�Ë�Ý�b�–�å�±�î�Ç�™�–�«6ë�[�c�
$Î�™�\%T�™�b�g�‰�b�K)F�_�P�K�Z  
established �¥�Ð�å�»�†0¿���[�A�r�M��

�–�å�±�î�Ç�™�–�«�b0¿��
�–�å�±�î�Ç�™�–�«�†0¿���M�•�_�c�
���b�m8p�†��/œ�K�r�M���+0[�_�X�8�Z�c�
 ���–�å�±�î�Ç�™�–�«�b�+
0[�� >&P.5-1>' �†�g!·�K�Z�C�T�I�8��

>&�@>' �Ç�™�î�Ý�œ�î�Â�î�†�Q#Ý�K�Z�8�•���œ�c�
�Ç�™�î�Ý�œ�î�Â�î3û�™�>�|�g�«�¸�î�º�Ç�Ý  �Ç�™�î�Ý�œ�î
�Â�î3û�™�_�£(Ù�I�€�Z�8�•�–�å�±�î�Ç�™�–�«�_�c�
�G�b�‰�2�[�¡�S�†�Ü�E�^�8�[�C�T�I�8���Ç�™�î�Ý
�œ�î�Â�î�>�|�g�«�¸�î�º  �Ü�å�¡�b0¿���_�X�8�Z�c�
 '¨ 14 'v���Á�–  �”�Ë�–�Û�Å�Ü�¸�•�� �†�g!·�K�Z�C�T
�I�8���S�T�K�
�G�b�m8p�†�Q#Ý�K�Z3ÿ�Ø�x�¹�×�É�Þ�µ�¡�«�^�]�b"@#.�–�å�±�î�Ç�™�–�«�b�É�ß�Ã�¸�•�†
0¿���[�A�r�M��
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'¨  5 'v       �–�å�±�î�Ç�™�–�«�b0¿��
  �–�å�±�î�Ç�™�–�«�b0¿��
�«�¸�µ�É 1 [Configuration] > [Device Setup] > [Interfaces] �Ì�–�å�_&ã�·�K�r�M��

�¹�Ç�›�Ý�º�[�c�
�M�m�Z�b"@#.�–�å�±�î�Ç�™�–�«�@�M0t/²&g�I�€�r�M��"@#.�–�å�±�î�Ç�™�–�«�†)…7Ÿ�M
�•�?�
�§�È�–�å�±�î�Ç�™�–�«�r�S�c
Õ6×�–�å�±�î�Ç�™�–�«�†3ã�•�[�A�r�M��

• "@#.�–�å�±�î�Ç�™�–�«�r�S�c�Q�b�Ú�b�¤�Ñ�b�–�å�±�î�Ç�™�–�«�†)…7Ÿ�M�•�_�c�
�Q�b�–�å�±�î�Ç�™
�–�«/œ�†4E�¥�K�Z�
 [Edit] �†�¡�Ü�µ�¡�K�r�M��

[Edit Interface] �²�–�”�ß�¢�Î�µ�¡�«�@�
 [General] �±�È�@4E�¥�I�€�S"g�Â�[/²&g�I�€�r�M��

• �§�È�–�å�±�î�Ç�™�–�«�†3ã�•�>�|�g0¿���M�•�_�c�
���b�m8p�†��/œ�K�r�M��

a. [Add] > [Interface] �†�¡�Ü�µ�¡�K�r�M��

[Add Interface] �²�–�”�ß�¢�Î�µ�¡�«�@�
 [General] �±�È�@4E�¥�I�€�S"g�Â�[/²&g�I�€�r�M��

b. [Hardware Port] �»�ß�µ�É�²�˜�å  �Ü�«�º�?�}�
�§�È�–�å�±�î�Ç�™�–�«�†3ã�•�M�•"@#.�–�å�±�î
�Ç�™�–�«�†4E�¥�K�r�M��

c. [VLAN ID] �Ç�•�î�Ý�»�_�
 1 >|  4095 �b  VLAN ID �†
°�Š�K�r�M��

�M4Š�b VLAN ID �c�K)F�«�–�µ�³#Ý�_�£(Ù�I�€�Z�8�•���œ�@�6�~�r�M��0ò(ý�_�X�8�Z�c�
�«
�–�µ�³�b�Ð�½�×�”�Ý�†&�1��K�Z�C�T�I�8��

d. [Subinterface ID] �Ç�•�î�Ý�»�_�
�§�È�–�å�±�î�Ç�™�–�«  ID �†  1 >|  4294967293 �b�Z�X�[
°�Š
�K�r�M��

0Á�•�I�€�•�§�È�–�å�±�î�Ç�™�–�«�b$��•�c�
�É�Û�µ�º�Ç�›�î�Ò�_�|�W�Z$��^�~�r�M��0¿���‹�c  
ID �†�š�f�[�A�r�O�‡��

e. �«�¸�µ�É 2 �_�‘�W�Z�–�å�±�î�Ç�™�–�«�b0¿���†)F/œ�K�r�M��

• 
Õ6×�–�å�±�î�Ç�™�–�«�†3ã�•�>�|�g0¿���M�•�_�c�
���b�m8p�†��/œ�K�r�M��

a. [Add] > [Redundant Interface] �†�¡�Ü�µ�¡�K�r�M��

[Add Redundant Interface] �²�–�”�ß�¢�Î�µ�¡�«�@�
 [General] �±�È�@4E�¥�I�€�S"g�Â�[/²&g�I
�€�r�M��

b. [Redundant ID] �Ç�•�î�Ý�»�[�
 1 >|  8 �b�Z�X�†
°�Š�K�r�M��

c. [Primary Interface] �»�ß�µ�É�²�˜�å  �Ü�«�º�?�}�
�É�Û�–�Ð�Ü�_�M�•"@#.�–�å�±�î�Ç�™�–�«�†4E
�¥�K�r�M��

�§�È�–�å�±�î�Ç�™�–�«�†�â�S�N�
�r�T�¥�å�¸�Ÿ�«�º�_�m�~�\�Z�}�€�Z�8�^�8�–�å�±�î�Ç�™�–�«
�†�²�N4E�¥�K�Z�C�T�I�8��

d. [Secondary Interface] �»�ß�µ�É�²�˜�å  �Ü�«�º�?�}�
�­�•�å�²�Ü�_�M�•"@#.�–�å�±�î�Ç�™�–�«�†
4E�¥�K�r�M��

e. �«�¸�µ�É 2 �_�‘�W�Z�–�å�±�î�Ç�™�–�«�b0¿���†)F/œ�K�r�M��

�«�¸�µ�É 2 [Interface Name] �Ç�•�î�Ý�»�_�
�¡�S�†  48 �e�Ð�è
Æ�[
°�Š�K�r�M��

�«�¸�µ�É 3 [Security level] �Ç�•�î�Ý�»�_�
 0>&�q�*>'>|  100>&�q9×>'�b�Þ�Ë�Ý�†
°�Š�K�r�M��

0ò(ý�_�X�8�Z�c�
 ���¹�Ç�›�Ý�º�b�­�Ÿ�×�Ü�¸�•  �Þ�Ë�Ý�� >&P.5-4>' �†�g!·�K�Z�C�T�I�8��

�«�¸�µ�É 4 >&�õ�–>'�G�b�–�å�±�î�Ç�™�–�«�†'ö#.�S#Ý�–�å�±�î�Ç�™�–�«�\�K�Z0¿���M�•�_�c�
 [Dedicate this 
interface to management-only] �†�œ�å�_�K�r�M��

'ö#.�S#Ý�–�å�±�î�Ç�™�–�«�[�c�
3û4#�º�Û�Ç�•�µ�¡�c�w�E
°�€�}�€�r�O�‡��

�«�¸�µ�É 5 �–�å�±�î�Ç�™�–�«�@�r�T�–�¿�î�È�Ý�[�^�8���œ�c�
 [Enable interface] �†�œ�å�_�K�r�M��

�«�¸�µ�É 6 IP �”�»�Þ�«�†0¿���M�•�_�c�
���b�8�N�€�?�b�œ�É�©�Ù�å�†�Q#Ý�K�r�M��
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'¨  5 'v       �–�å�±�î�Ç�™�–�«�b0¿��
  �–�å�±�î�Ç�™�–�«�b0¿��
�Ý�î�¸�µ�»  �Ç�“�–�”�˜�›�î�Ý  �Ô�î�»�[�c�
�M�m�Z�b�–�å�±�î�Ç�™�–�«�_�P�M�•  IP �”�»�Þ�«�†0¿���K�r
�M���º�Û�å�«�Ì�”�Þ�å�º  �Ç�“�–�”�˜�›�î�Ý  �Ô�î�»�[�c�
�–�å�±�î�Ç�™�–�«�H�\�_  IP �”�»�Þ�«�†0¿���M
�•�b�[�c�^�C�

²�/  �­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«  �r�S�c�¥�å�¸�Ÿ�«�º
²�/�_  IP �”�»�Þ�«�†0¿���K�r
�M���º�Û�Ç�•�µ�¡�†3û4#�I�O�^�8  Management 0/0 'ö#.�S#Ý�–�å�±�î�Ç�™�–�«�b���œ�c�[�¥�\�^�~�r
�M���º�Û�å�«�Ì�”�Þ�å�º  �Ç�“�–�”�˜�›�î�Ý  �Ô�î�»�b�­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«
²�/�r�S�c�¥�å�¸�Ÿ
�«�º
²�/�b'ö#.  IP �”�»�Þ�«�†0¿���M�•�_�c�
 [ 'ö#.  IP �”�»�Þ�«  ] �Ì�–�å�†�g!·�K�Z�C�T�I�8��
Management 0/0 �–�å�±�î�Ç�™�–�«�r�S�c�§�È�–�å�±�î�Ç�™�–�«�b  IP �”�»�Þ�«�†0¿���M�•�_�c�
�G�b�m
8p�†�Q#Ý�K�r�M��

�Ç�™�î�Ý�œ�î�Â�î�[�Q#Ý�M�•���œ�
 IP �”�»�Þ�«�\�«�±�å�Â�–  �”�»�Þ�«�†�m�·�[0¿���M�•�²0[�@�6�~�r
�M�� DHCP �>�|�g  PPPoE �c�§�Ï�î�º�I�€�r�O�‡�� [Configuration] > [Device Management] > [High 
Availability] > [Failover] > [Interfaces] �±�È�[�
�«�±�å�Â�–  IP �”�»�Þ�«�†0¿���K�r�M��

• IP �”�»�Þ�«�†�m�·�[0¿���M�•�_�c�
 [Use Static IP] �†�¡�Ü�µ�¡�K�Z  IP �”�»�Þ�«�\�Ð�«�¡�†
°�Š�K
�r�M��

• DHCP �§�î�Â�?�}  IP �”�»�Þ�«�†�v�“�M�•�_�c�
 [Obtain Address via DHCP] �†�¡�Ü�µ�¡�K�r�M��

a. >&�õ�–>'�œ�É�©�Ù�å  61 #Ý�_�
�¹�Ç�›�Ý�º�b
Æ4Š#Õ�B�e�Ð�4�[�c�^�C  MAC �”�»�Þ�«�†�I�D$×�_  
DHCP 0[�Ó�Ã�£�µ�º
Æ�_�–�Ñ�M�•�_�c�
 [For the client identifier in DHCP option 61] > [Use 
MAC address] �†�¡�Ü�µ�¡�K�r�M���M4Š�b  ISP �[�c�
�œ�É�©�Ù�å  61 �@�–�å�±�î�Ç�™�–�«�b  
MAC �”�»�Þ�«�[�6�•�\�•���K�Z�8�r�M�� MAC �”�»�Þ�«�@  DHCP 0[�Ó�Ã�£�µ�º�_�µ�r�€�Z�8
�^�8���œ�
 IP �”�»�Þ�«�c�m�~�\�Z�}�€�r�O�‡���¹�Ç�›�Ý�º�b�e�Ð�4�†�Q#Ý�M�•�_�c�
 [Use 
"Cisco-<MAC>-<interface_name>-<host>"] �†�¡�Ü�µ�¡�K�r�M��

b. >&�õ�–>' DHCP �§�î�Â�?�}�¹�Ç�›�Ý�º  �Ý�î�º�†�v�“�M�•�_�c�
 [Obtain Default Route Using 
DHCP] �†�œ�å�_�K�r�M��

c. >&�õ�–>'�”�»�Ñ�½�«�º�Þ�î�¸�•�È  �¹�•�«�±�å�«�†�¤%±�b�Ý�î�º�_�m�~�\�Z�•�_�c�
 [DHCP 
Learned Route Metric] �Ç�•�î�Ý�»�_  1 >|  255 �b�Í�†
°�Š�K�r�M���G�b�Ç�•�î�Ý�»�†'5$Ñ�b�r
�r�_�M�•�\�
�¤%±�b�Ý�î�º�b�”�»�Ñ�½�«�º�Þ�î�¸�•�È  �¹�•�«�±�å�«�c  1 �_�^�~�r�M��

d. >&�õ�–>' DHCP �b�¤%±�b�Ý�î�º�b�º�Û�µ�Ÿ�å�¢�†�–�¿�î�È�Ý�_�M�•�_�c�
 [Enable Tracking for 
DHCP Learned Routes] �†�œ�å�_�K�r�M�����b�Í�†0¿���K�r�M��

[Track ID]>8�Ý�î�º  �º�Û�µ�Ÿ�å�¢  �É�ß�­�«�_�Q#Ý�I�€�•�M�–�b1‘�9�Ê���w� �^�Í�c�
 1 >|  500 
�[�M��

[Track IP Address]>8�º�Û�µ�Ÿ�å�¢�b�P1ß  IP �”�»�Þ�«�†
°�Š�K�r�M��3û�–�
�Ý�î�º�b�¿�¡�«�º  
�Í�µ�É�c�¤�î�º�˜�™�–  IP �”�»�Þ�«�[�M���S�T�K�
�Q�b�–�å�±�î�Ç�™�–�«�b
›�_�¿�µ�º�á�î�¡  
�œ�È�ª�™�¡�º�@�6�€�d/²&g�I�€�r�M��

>&�@>' �Ý�î�º  �º�Û�µ�Ÿ�å�¢�c�
�©�å�¢�Ý  �Ý�î�¸�µ�»  �Ô�î�»�[�T�E�Q#Ý�[�A�r�M��

[SLA ID]>8SLA �Ô�½�±�Ü�å�¢  �É�ß�­�«�b�M�–�b  ID �[�M���w� �^�Í�c  1 >|  2147483647 �[�M��

[Monitoring Options]>8[Route Monitoring Options] �²�–�”�ß�¢�Î�µ�¡�«�†6ä�C�_�c�
�G�b�Î�±
�å�†�¡�Ü�µ�¡�K�r�M�� [Route Monitoring Options] �²�–�”�ß�¢�Î�µ�¡�«�[�
�º�Û�µ�Ÿ�å�¢�P1ß
�œ�È�ª�™�¡�º�b�Ô�½�±�Ü�å�¢  �É�ß�­�«�b�Ã�Û�Ó�î�±�†0¿���[�A�r�M��

e. >&�õ�–>'�Ü�î�«�†�f�‚�M�•�_�c�
 [Renew DHCP Lease] �†�¡�Ü�µ�¡�K�r�M��

f. >&�õ�–>'�­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�@  DHCP �¡�Û�–�”�å�º  �Ã�£�µ�º�_�È�ß�î�»�Ÿ�Õ�«�º  �Ç
�Û�¢�†0¿���[�A�•�|�:�_�M�•�_�c�
  [Enable DHCP Broadcast flag for DHCP request and 
discover messages] �†�¡�Ü�µ�¡�K�r�M���G�b�œ�É�©�Ù�å�_�|�~�
 DHCP �¡�Û�–�”�å�º�@  IP �”
�»�Þ�«�†0[�Ó�M�•  Discover �†3æ�™�M�•�\  DHCP �Ã�£�µ�º  �Ê�µ�²�î�b�È�ß�î�»�Ÿ�Õ�«�º  �Ç�Û�¢
�@ 1 �_0¿���I�€�r�M�� DHCP �§�î�Â�c�G�b�È�ß�î�»�Ÿ�Õ�«�º  �Ç�Û�¢�†�Ü�µ�«�å�K�
�Ç�Û�¢�@  1 
�_0¿���I�€�Z�8�•���œ�c�Â'Å�Ã�£�µ�º�†�È�ß�î�»�Ÿ�Õ�«�º�K�r�M���G�b�œ�É�©�Ù�å�†4E�¥�K�^
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'¨  5 'v       �–�å�±�î�Ç�™�–�«�b0¿��
  �–�å�±�î�Ç�™�–�«�b0¿��
�8�\�
�È�ß�î�»�Ÿ�Õ�«�º  �Ç�Û�¢�c  0 �_0¿���I�€�
 DHCP �§�î�Â�c�f�j�I�€�S  IP �”�»�Þ�«�†�Q
#Ý�K�Z�¡�Û�–�”�å�º�_�Â'Å�Ã�£�µ�º�†�Ø�½�Ÿ�Õ�«�º�K�r�M�� DHCP �¡�Û�–�”�å�º�c�
 DHCP 
�§�î�Â�?�}�È�ß�î�»�Ÿ�Õ�«�º  �œ�Ç�“�î�\�Ø�½�Ÿ�Õ�«�º  �œ�Ç�“�î�b�g�‰�†�w�™�[�A�r�M��

• PPPoE �†�Q#Ý�K�Z IP �”�»�Þ�«�†�v�“�M�•�_�c�
 [Use PPPoE] �†�œ�å�_�K�r�M��

a. [Group Name] �Ç�•�î�Ý�»�[�
�¢�Ý�î�É�¡�†�æ���K�r�M��

b. [PPPoE Username] �Ç�•�î�Ý�»�[�
 ISP �?�}�f�j�I�€�S�Ø�î�¨�¡�†�æ���K�r�M��

c. [PPPoE Password] �Ç�•�î�Ý�»�[�
 ISP �?�}�f�j�I�€�S�Ã�«�á�î�»�†�æ���K�r�M��

d. [Confirm Password] �Ç�•�î�Ý�»�_�
�Ã�«�á�î�»�†
Ì
°�Š�K�r�M��

e. PPP 1�0É�b���œ�c�
 [PAP]�
 [CHAP]�
�r�S�c  [MSCHAP] �b�8�N�€�?�†�¡�Ü�µ�¡�K�r�M��

PAP �c1�0É�ì�_�¡�Ü�”�¸�Ÿ�«�º�b�Ø�î�¨�¡�\�Ã�«�á�î�»�†�û�M�S�u�
�­�Ÿ�×�”�[�c�6�~�r�O
�‡�� CHAP �[�c�
�§�î�Â�b�³�Õ�Þ�å�ª�_�P�K�Z�
�¡�Û�–�”�å�º�c�/�•�ì�I�€�S���³�Õ�Þ�å�ª�\
�Ã�«�á�î�»���>�|�g�¡�Ü�”�¸�Ÿ�«�º�b�Ø�î�¨�¡�†3É�K�r�M�� CHAP �c  PAP �|�~�­�Ÿ�×�”�[�M
�@�
�¹�î�±�†�/�•�ì�K�r�O�‡�� MSCHAP �c  CHAP �_���Z�8�r�M�@�
�§�î�Â�@  CHAP �b�|�:
�_�¡�Ü�”  �¸�Ÿ�«�º  �Ã�«�á�î�»�†�…�ƒ�N�
�/�•�ì�I�€�S�Ã�«�á�î�»�T�E�†�–�Ñ�
�š3Q�M�•�S�u�

CHAP �|�~�­�Ÿ�×�”�[�M���r�S�
 MSCHAP �[�c  MPPE �_�|�•�¹�î�±�b�/�•�ì�b�S�u�b�Ÿ�î�†
#Õ�B�K�r�M��

f. >&�õ�–>'�Ç�Û�µ�©�×  �Ó�Ô�Ü�_�Ø�î�¨�¡�\�Ã�«�á�î�»�†�–�Ñ�M�•�_�c�
 [Store Username and 
Password in Local Flash] �†�œ�å�_�K�r�M��

�­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�c�
 NVRAM �b"I���b���d�_�Ø�î�¨�¡�\�Ã�«�á�î�»�†�–�Ñ�K�r
�M�� Auto Update Server �@ clear config �¥�Ð�å�»�†�­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�_3æ�™�K�Z�

�K)F�@�p�•�I�€�•�\�
�­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�c  NVRAM �?�}�Ø�î�¨�¡�\�Ã�«�á�î�»�†
1��s�v�~�
�”�¡�­�«  �¥�å�­�å�º�Þ�î�±�_�P�K�Z
Ì�Ø1�0É�[�A�r�M��

g. >&�õ�–>' [PPPoE IP Address and Route Settings] �²�–�”�ß�¢�Î�µ�¡�«�†/²&g�K�
�”�»�Þ�µ�©�å�¢
�>�|�g�º�Û�µ�Ÿ�å�¢�b�œ�É�©�Ù�å�†4E�¥�M�•�_�c�
 [IP Address and Route Settings] �†�¡�Ü�µ
�¡�K�r�M��0ò(ý�_�X�8�Z�c�
 �� PPPoE IP Address and Route Settings��>&P.5-19>' �†�g!·�K�Z�C
�T�I�8��

�«�¸�µ�É 7 >&�õ�–>' [Description] �Ç�•�î�Ý�»�_�
�G�b�–�å�±�î�Ç�™�–�«�b1��Â�†
°�Š�K�r�M��

1��Â�c  240 �e�Ð�è
Æ�[
°�Š�[�A�r�M���5/œ�†
°�€�N�_  1 /œ�[
°�Š�K�r�M���Ç�™�î�Ý�œ�î�Â�î�r�S�c�«
�¸�î�º  �Ü�å�¡�b���œ�
1��Â�c�
 �� LAN Failover Interface���
�� STATE Failover Interface���


�� LAN/STATE Failover Interface���^�]�b�[���b�Í�_�^�~�r�M���G�b1��Â�c)…7Ÿ�[�A�r�O�‡���G�b�–�å
�±�î�Ç�™�–�«�†�Ç�™�î�Ý�œ�î�Â�î�r�S�c�«�¸�î�º  �Ü�å�¡�_�K�S���œ�
�G�G�[
°�Š�K�S�M�m�Z�b1��Â�@�

�G�b�[���b1��Â�[�V�i�A�I�€�r�M��

�«�¸�µ�É 8 >&�õ�–>'�Ó�¹�•�”  �±�–�É�
�¹�×�É�Þ�µ�¡�«�
�>�|�g3ÿ�Ø�†0¿���M�•�_�c�
 [Configure Hardware 
Properties] �Î�±�å�†�¡�Ü�µ�¡�K�r�M��

a. ASA 5550 4:�Â�º�­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�r�S�c  4GE SSM �†�Q#Ý�K�Z�8�•���œ�c�
 [Media 
Type] �»�ß�µ�É�²�˜�å  �Ü�«�º�?�}  [RJ-45] �r�S�c  [SFP] �†4E�¥�[�A�r�M��

RJ-45 �@�¹�Ç�›�Ý�º�[�M��

b. RJ-45 �–�å�±�î�Ç�™�–�«�_�§5�3û�™�†0¿���M�•�_�c�
 [Duplex] �»�ß�µ�É�²�˜�å  �Ü�«�º�?�}�–�å
�±�î�Ç�™�–�«  �±�–�É�_�Â�L�Z  [Full] �
 [Half] �
�r�S�c  [Auto] �†4E�¥�K�r�M��

c. 3ÿ�Ø�†0¿���M�•�_�c�
 [Speed] �»�ß�µ�É�²�˜�å  �Ü�«�º�?�}�Í�†4E�¥�K�r�M��

�Q#Ý�[�A�•3ÿ�Ø�c�
�–�å�±�î�Ç�™�–�«  �±�–�É�_�|�W�Z$��^�~�r�M���–�_  1000 Mbps �[�6�•  SFP �–
�å�±�î�Ç�™�–�«�[�c�
3ÿ�Ø�†  [Negotiate] �r�S�c  [Nonegotiate] �_0¿���[�A�r�M�� [Negotiate]>&�¹
�Ç�›�Ý�º>'�[�c�Ü�å�¡  �¿�¦�©�š�î�©�Ù�å�†�–�¿�î�È�Ý�_�K�Z�
�Ç�ß�î�D�š�Ã�Û�Ó�î�±�\�Ü�Ô�î�º
7€���_���†�º�n�K�r�M�� [Nonegotiate] �[�c�
�Ü�å�¡  �Ã�Û�Ó�î�±�b�¿�¦�©�š�î�©�Ù�å�†/œ�8�r�O�‡��
ASA 5500 �©�Ü�î�¬�b4:�Â�º�­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�b  RJ-45 �–�å�±�î�Ç�™�–�«�[�c�
 �¹�Ç�›
�Ý�º�b�œ�î�º�¿�¦�©�š�î�©�Ù�å0¿���_  Auto-MDI/MDIX �µ+��v�µ�r�€�Z�8�r�M��
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'¨  5 'v       �–�å�±�î�Ç�™�–�«�b0¿��
  � �L�­�Ÿ�×�Ü�¸�•  �Þ�Ë�Ý�b3û�™�b�–�¿�î�È�Ý�ì
Auto-MDI/MDIX �c�
�œ�î�º�¿�¦�©�š�î�©�Ù�å  �Ç�™�î�¬�[�«�º�Þ�î�º  �£�î�È�Ý�†�è���M�•�\�

Æ
4Š�¡�ß�«�œ�î�Â�î�†��/œ�M�•�G�\�[�¡�ß�«  �£�î�È�Ý�_�|�•�K)F�†�Y0[�_�K�r�M���–�å�±�î�Ç�™�–
�«�b  Auto-MDI/MDIX �†�–�¿�î�È�Ý�_�M�•�_�c�
3ÿ�Ø�\�¹�×�É�Þ�µ�¡�«�b�8�N�€�?�†�œ�î�º�¿�¦
�©�š�î�©�Ù�å�_0¿���M�•�²0[�@�6�~�r�M��3ÿ�Ø�\�¹�×�É�Þ�µ�¡�«�b�g�‰�_�Â&g$×�_�[���Í�†�æ���M
�•�\�
�g�‰�b0¿���[�œ�î�º�¿�¦�©�š�î�©�Ù�å�@�¹�•�­�î�È�Ý�_�I�€�
 Auto-MDI/MDIX �v�¹�•
�­�î�È�Ý�_�^�~�r�M��

d. [OK]  �†�¡�Ü�µ�¡�K�Z  [Hardware Properties] �b�š�f�†�w�E
°�€�r�M��

�«�¸�µ�É 9 >&�õ�–>' MTU �†0¿���M�•�_�c�
 [Advanced] �±�È�†�¡�Ü�µ�¡�K�Z�
 [MTU] �Ç�•�î�Ý�»�_  300 >|  65,535 
�Â�–�º�b�Í�†
°�Š�K�r�M��

�¹�Ç�›�Ý�º�c  1500 �Â�–�º�[�M��

�«�¸�µ�É 10 >&�õ�–>' MAC �”�»�Þ�«�†�G�b�–�å�±�î�Ç�™�–�«�_�m�·�[�m�~�\�Z�•�_�c�
 [Advanced] �±�È�[�
 [Active 
Mac Address] �Ç�•�î�Ý�»�_  MAC �”�»�Þ�«�†  H.H.H �g�'>& H �c  16 �Å�µ�º�b  16 4
�X>'�[
°�Š�K�r�M��
�S�\�<�d�
 MAC �”�»�Þ�«�@  00-0C-F1-42-4C-DE �[�6�€�d�
 000C.F142.4CDE �\
°�Š�K�r�M��

�Ç�™�î�Ý�œ�î�Â�î�†�Q#Ý�M�•���œ�
 [Standby Mac Address] �Ç�•�î�Ý�»�_�«�±�å�Â�–  MAC �”�»�Þ�«�†

°�Š�K�r�M���”�¡�¸�•�È/æ*(�@�Ç�™�î�Ý�œ�î�Â�î�K�
�«�±�å�Â�–/æ*(�@�”�¡�¸�•�È�_�^�•�\�
�‚�K�8�”
�¡�¸�•�È/æ*(�c�”�¡�¸�•�È�^  MAC �”�»�Þ�«�b�Q#Ý�†6ä���K�Z�
�¿�µ�º�á�î�¡�b�)�•�†�q�`7H�_�š�<�r
�M���M�‰�
�‚�8�”�¡�¸�•�È/æ*(�c�«�±�å�Â�–  �”�»�Þ�«�†�Q#Ý�K�r�M��

�¹�Ç�›�Ý�º�[�c�
"@#.�–�å�±�î�Ç�™�–�«�c�Â�î�å�»�–�å  MAC �”�»�Þ�«�†�Q#Ý�K�
"@#.�–�å�±�î�Ç�™�–
�«�b�M�m�Z�b�§�È�–�å�±�î�Ç�™�–�«�c� �L�Â�î�å�»�–�å  MAC �”�»�Þ�«�†�Q#Ý�K�r�M��
Õ6×�–�å�±�î
�Ç�™�–�«�c�
3ã�•�K�S�q�6�b"@#.�–�å�±�î�Ç�™�–�«�b  MAC �”�»�Þ�«�†�Q#Ý�K�r�M���¥�å�Ç�•� �×�Þ�î
�©�Ù�å�[�Ó�å�Â  �–�å�±�î�Ç�™�–�«�b8p�Î�†�š�f�M�•�\�
 MAC �”�»�Þ�«�c�
�Ü�«�º�b�q�6�_�^�W�S�–�å
�±�î�Ç�™�–�«�b  MAC �”�»�Þ�«�\�M+´�M�•�|�:�_�š�f�I�€�r�M���G�b�Ç�•�î�Ý�»�†�Q#Ý�K�Z
Õ6×�–�å
�±�î�Ç�™�–�«�_  MAC �”�»�Þ�«�†�m�~�\�Z�•�\�
�Ó�å�Â  �–�å�±�î�Ç�™�–�«�b  MAC �”�»�Þ�«�_6õ�€�^
�C�
�m�~�\�Z�S  MAC �”�»�Þ�«�@�Q#Ý�I�€�r�M��

�§�È�–�å�±�î�Ç�™�–�«�_�M�–�b  MAC �”�»�Þ�«�†�m�~�\�Z�•�G�\�@�²0[�_�^�•���œ�@�6�~�r�M���S�\�<
�d�
�§�î�Å�«  �É�ß�Â�–�²�î�_�|�W�Z�c�
 MAC �”�»�Þ�«�_�ö�Y�8�Z�”�¡�­�«  �¥�å�º�ß�î�Ý�†��/œ�M�•
���œ�@�6�~�r�M��

�«�¸�µ�É 11 [OK]  �†�¡�Ü�µ�¡�K�r�M��

� �L�­�Ÿ�×�Ü�¸�•  �Þ�Ë�Ý�b3û�™�b�–�¿�î�È�Ý�ì
�¹�Ç�›�Ý�º�[�c�
�­�Ÿ�×�Ü�¸�•  �Þ�Ë�Ý�@� �L�–�å�±�î�Ç�™�–�«� �ˆ�c3û�™�[�A�r�O�‡��� �M�­�Ÿ�×�Ü
�¸�•  �Þ�Ë�Ý�b�–�å�±�î�Ç�™�–�«6ë�[�b3û�™�†0Á�•�M�•�\�
 101 �†2x�<�•3û�™�–�å�±�î�Ç�™�–�«�†0¿��
�[�A�r�M���–�å�±�î�Ç�™�–�«�H�\�_$��^�•�Þ�Ë�Ý�†�Q#Ý�K�
� �L�­�Ÿ�×�Ü�¸�•  �Þ�Ë�Ý�_�–�å�±�î�Ç�™
�–�«�†�m�~�\�Z�^�8�|�:�_�M�•�\�
 1 �Þ�Ë�Ý�_�X�A  1 �X�b�–�å�±�î�Ç�™�–�«�K�?0¿���[�A�r�O�‡>& 0 >|  
100>'��

>&�@>' NAT �D�š�†�–�¿�î�È�Ý�_�M�•���œ�
� �M�­�Ÿ�×�Ü�¸�•  �Þ�Ë�Ý�b�–�å�±�î�Ç�™�–�«6ë�[�c  NAT �†0¿��
�M�•�²0[�@�6�~�r�O�‡��

� �L�­�Ÿ�×�Ü�¸�•  �–�å�±�î�Ç�™�–�«3û�™�†�–�¿�î�È�Ý�_�K�S���œ�[�v�
$��^�•�­�Ÿ�×�Ü�¸�•  �Þ�Ë�Ý�[
3û�–�]�>�~�–�å�±�î�Ç�™�–�«�†0¿���[�A�r�M��

� �L�–�å�±�î�Ç�™�–�«�_�K)F�I�€�Z�8�•�Í�«�º6ë�b3û�™�†�–�¿�î�È�Ý�_�M�•�G�\�v�[�A�r�M��
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'¨  5 'v       �–�å�±�î�Ç�™�–�«�b0¿��
  [Interface] �Ç�•�î�Ý�»�b1��Â
• � �L�­�Ÿ�×�Ü�¸�•  �Þ�Ë�Ý�b�–�å�±�î�Ç�™�–�«6ë�b3û�™�†�–�¿�î�È�Ý�_�M�•�_�c�
 [Configuration] > 
[Interfaces] �Ì�–�å�[�
 [Enable traffic between two or more interfaces which are configured with 
same security level] �†�œ�å�_�K�r�M��

• � �L�–�å�±�î�Ç�™�–�«�_�K)F�I�€�Z�8�•�Í�«�º6ë�b3û�™�†�–�¿�î�È�Ý�_�M�•�_�c�
 [Enable traffic 
between two or more hosts connected to the same interface] �†�œ�å�_�K�r�M��

[Interface] �Ç�•�î�Ý�»�b1��Â
�G�b8o�[�c�
���b�º�Æ�µ�¡�_�X�8�Z�v�~�V�F�r�M��

• �� Interfaces��>&P.5-10>'

• �� [Edit Interface] > [General (Physical Interface)]��>&P.5-11>'

• �� [Add/Edit Interface] > [General (Subinterface)]��>&P.5-13>'

• �� [Add/Edit Interface] > [General (Redundant Interface)]��>&P.5-16>'

• �� [Add/Edit Interface] > [Advanced]��>&P.5-18>'

• �� Hardware Properties��>&P.5-19>'

• �� PPPoE IP Address and Route Settings��>&P.5-19>'

Interfaces

�Ç�•�î�Ý�»

• [Interface]>8�–�å�±�î�Ç�™�–�«  ID �†/²&g�K�r�M���m�~�\�Z�}�€�Z�8�•�M�m�Z�b�–�å�±�î�Ç�™�–�«
�@+¬�·$×�_/²&g�I�€�r�M���§�È�–�å�±�î�Ç�™�–�«�c�
�–�å�±�î�Ç�™�–�«  ID �\�Q�€�_)F�C  .n �[&g�I
�€�r�M�� n �c�§�È�–�å�±�î�Ç�™�–�«$��•�[�M��
Õ6×�–�å�±�î�Ç�™�–�«�c�
 Redundant n �\�ç�d�€�r
�M��

• [Name]>8�–�å�±�î�Ç�™�–�«�¡�†/²&g�K�r�M��

• [Enabled]>8�–�å�±�î�Ç�™�–�«�@�–�¿�î�È�Ý�[�6�•�?�]�:�?>& [Yes] �r�S�c  [No]>'�†&g�K�r�M���¹
�Ç�›�Ý�º�[�c�
�M�m�Z�b�–�å�±�î�Ç�™�–�«�c�¥�å�¸�Ÿ�«�º
Æ�[�–�¿�î�È�Ý�_�^�~�r�M���S�T�K�
�º
�Û�Ç�•�µ�¡�@�¥�å�¸�Ÿ�«�º  �–�å�±�î�Ç�™�–�«�†3û4#�M�•�S�u�_�c�
�Q�b�–�å�±�î�Ç�™�–�«�†�©�«
�¸�Ò  �¥�å�Ç�•� �×�Þ�î�©�Ù�å�[�v�–�¿�î�È�Ý�_�M�•�²0[�@�6�~�r�M���–�å�±�î�Ç�™�–�«�†�©�«�¸
�Ò��/œ�«�Ì�î�«�[�©�Õ�µ�º�²�˜�å�M�•�\�
�Q�b�–�å�±�î�Ç�™�–�«�c�
�Q�€�†
¹�w�K�Z�8�•�M�m�Z�b
�¥�å�¸�Ÿ�«�º�[�²�˜�å�K�r�M��

• [Security Level]>8�–�å�±�î�Ç�™�–�«�b�­�Ÿ�×�Ü�¸�•  �Þ�Ë�Ý�†  0 >|  100 �b(
�V�[&g�K�r�M���¹�Ç�›
�Ý�º�b�­�Ÿ�×�Ü�¸�•  �Þ�Ë�Ý�c  0 �[�M��

• [IP Address]>8IP �”�»�Þ�«�@/²&g�I�€�r�M���º�Û�å�«�Ì�”�Þ�å�º  �Ô�î�»�b���œ�� native���@/²&g�I
�€�r�M���º�Û�å�«�Ì�”�Þ�å�º  �Ô�î�»�b�–�å�±�î�Ç�™�–�«�c  IP �”�»�Þ�«�†�Q#Ý�K�r�O�‡�� IP �”�»�Þ
�«�†�¥�å�¸�Ÿ�«�º�r�S�c�­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�_0¿���M�•�_�c�
 [ 'ö#.  IP �”�»�Þ�« ] �Ì�–�å
�†�g!·�K�Z�C�T�I�8��

• [Subnet Mask]>8�Ý�î�¸�µ�»  �Ô�î�»�b���œ�b�s���§�È�¿�µ�º  �Ð�«�¡�†/²&g�K�r�M��

• [Redundant]>8�–�å�±�î�Ç�™�–�«�@
Õ6×�–�å�±�î�Ç�™�–�«�[�6�•�?�]�:�?>& [Yes] �r�S�c  [No]>'�†
&g�K�r�M��

• [Member]>8�G�b�–�å�±�î�Ç�™�–�«�@
Õ6×�–�å�±�î�Ç�™�–�«�b�Ó�å�Â�[�6�•�?�]�:�?>& [Yes] �r�S�c  
[No]>'�†&g�K�r�M��
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'¨  5 'v       �–�å�±�î�Ç�™�–�«�b0¿��
  [Interface] �Ç�•�î�Ý�»�b1��Â
• [Management Only]>8�–�å�±�î�Ç�™�–�«�[�­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�l�b�º�Û�Ç�•�µ�¡�@0Á�•�I
�€�•�?�
�r�S�c'ö#.�b�S�u�T�E�?�†&g�K�r�M��

• [MTU] >8MTU �†/²&g�K�r�M���¹�Ç�›�Ý�º�[�c�
 MTU �c  1500 �[�M��

• [Active MAC Address]>8�”�¡�¸�•�È�^  MAC �”�»�Þ�«�†&g�K�r�M�� [Add/Edit Interface] > 
[Advanced] �±�È�[�m�·�[�m�~�\�Z�•�\/²&g�I�€�r�M��

• [Standby MAC Address]>8�«�±�å�Â�–  MAC �”�»�Þ�«>&�Ç�™�î�Ý�œ�î�Â�î#Ý>'�†&g�K�r�M���m�·�[
0¿���M�•�\/²&g�I�€�r�M��

• [Description]>81��Â�†/²&g�K�r�M��

• [Add] > [Interface]>8�§�È�–�å�±�î�Ç�™�–�«�†3ã�•�K�r�M��

• [Add] > [Redundant Interface]>8
Õ6×�–�å�±�î�Ç�™�–�«�†3ã�•�K�r�M��

• [Edit]>84E�¥�K�S�–�å�±�î�Ç�™�–�«�†)…7Ÿ�K�r�M��

• [Delete]>84E�¥�K�S�§�È�–�å�±�î�Ç�™�–�«�r�S�c
Õ6×�–�å�±�î�Ç�™�–�«�†�P7V�K�r�M��"@#.�–�å
�±�î�Ç�™�–�«�c�P7V�[�A�r�O�‡���Ç�™�î�Ý�œ�î�Â�î  �Ü�å�¡�r�S�c�«�¸�î�º  �Ü�å�¡�\�K�Z�–�å�±�î
�Ç�™�–�«�†�m�~�\�Z�S���œ>& [[Failover]: [Setup]] �±�È�†�g!·>'�c�
�Q�b�–�å�±�î�Ç�™�–�«�†�G�b
�Ì�–�å�[�P7V�M�•�G�\�c�[�A�r�O�‡��

• [Enable traffic between two or more interfaces which are configured with same security levels]>8� 
�L�­�Ÿ�×�Ü�¸�•  �Þ�Ë�Ý�b�–�å�±�î�Ç�™�–�«6ë�b3û�™�†�–�¿�î�È�Ý�_�K�r�M��� �L�­�Ÿ�×�Ü�¸�•  �–
�å�±�î�Ç�™�–�«3û�™�†�–�¿�î�È�Ý�_�K�S���œ�[�v�
$��^�•�­�Ÿ�×�Ü�¸�•  �Þ�Ë�Ý�[3û�–�]�>�~�–�å
�±�î�Ç�™�–�«�†0¿���[�A�r�M��

• [Enable traffic between two or more hosts connected to the same interface]>8� �M�–�å�±�î�Ç�™�–�«
�†��
°�~�M�•�º�Û�Ç�•�µ�¡�†�–�¿�î�È�Ý�_�K�r�M��

�Ô�î�»

���b/²�c�
�G�b�µ+��†�Q#Ý�[�A�•�Ô�î�»�†&g�K�S�v�b�[�M��

[Edit Interface] > [General  (Physical Interface)]

�Ç�•�î�Ý�»

• [Hardware Port]>8/²&g�S#Ý���–�å�±�î�Ç�™�–�«  ID �†/²&g�K�r�M��

• [Configure Hardware Properties]>8"@#.�–�å�±�î�Ç�™�–�«�[�c�
 [Hardware Properties] �²�–�”�ß�¢
�Î�µ�¡�«�@6ä�A�
�Ó�¹�•�”  �±�–�É�
3ÿ�Ø�
�>�|�g�¹�×�É�Þ�µ�¡�«�†0¿���[�A�r�M��

• [Interface Name]>8�–�å�±�î�Ç�™�–�«�¡�†  48 �e�Ð�è
Æ�[0¿���K�r�M��

• [Security Level]>8�­�Ÿ�×�Ü�¸�•  �Þ�Ë�Ý�†  0>&�q�*>'>|  100>&�q9×>'�b(
�V�[0¿���K�r�M���­�Ÿ�×�Ü
�¸�•  �”�É�Û�–�”�å�«�c�

Æ4Š�¿�µ�º�á�î�¡�?�}�¥4Š�¿�µ�º�á�î�¡>&�*�8�­�Ÿ�×�Ü�¸�•  �Þ�Ë�Ý>'�_
�º�Û�Ç�•�µ�¡�†+¬#ä�_�v�M�G�\�†0Á�•�K�r�M���Ú�b�¨�C�b�­�Ÿ�×�Ü�¸�•�µ+��@�
 2 �X�b�–�å�±�î
�Ç�™�–�«�b%&�P$×�^�­�Ÿ�×�Ü�¸�•  �Þ�Ë�Ý�_�|�•�s8j�†�w�E�r�M��

�Ç�“�–�”�˜�›�î�Ý  �Ô�î�» �­�Ÿ�×�Ü�¸�•  �¥�å�¸�Ÿ�«�º

�Ý�î�¸�µ�» 3ñ4# �©�å�¢�Ý

�Ð�Ý�³

�¥�å�¸�Ÿ�«
�º �©�«�¸�Ò

• • • — —
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'¨  5 'v       �–�å�±�î�Ç�™�–�«�b0¿��
  [Interface] �Ç�•�î�Ý�»�b1��Â
• [Dedicate this interface to management only]>8�–�å�±�î�Ç�™�–�«�†0¿���K�Z�­�Ÿ�×�Ü�¸�•  �”�É�Û�–
�”�å�«�l�b�º�Û�Ç�•�µ�¡�T�E�†0Á�•�K�r�M��3û4#�º�Û�Ç�•�µ�¡�c0Á�•�K�r�O�‡��

• [Enable Interface]>8�–�å�±�î�Ç�™�–�«�†�–�¿�î�È�Ý�_�M�•�\�
�º�Û�Ç�•�µ�¡�@3û4#�[�A�•�|�:�_�^
�~�r�M��

• [IP Address]>8�Ý�î�¸�µ�»  �Ô�î�»�b���œ�b�s���Ð�Ý�³  �¥�å�¸�Ÿ�«�º  �Ô�î�»�b���œ�c�
�¥�å�¸�Ÿ�«
�º0¿���[  IP �”�»�Þ�«�†0¿���K�r�M��

– [Use Static IP]>8IP �”�»�Þ�«�†�m�·�[0¿���K�r�M��

[IP address]>8IP �”�»�Þ�«�†0¿���K�r�M��

[Subnet Mask]>8�§�È�¿�µ�º  �Ð�«�¡�†0¿���K�r�M��

– [Obtain Address via DHCP]>8DHCP �?�}  IP �”�»�Þ�«�†�·$×�_0¿���K�r�M��

[For the client identifier in DHCP option 61]>8�œ�É�©�Ù�å 61 #Ý�_�¹�Ç�›�Ý�º�b
Æ4Š#Õ�B�e�Ð�4
�[�c�^�C  MAC �”�»�Þ�«�†�I�D$×�_  DHCP 0[�Ó�Ã�£�µ�º
Æ�_�–�Ñ�M�•�_�c�
 [Use MAC 
address] �†�¡�Ü�µ�¡�K�r�M���M4Š�b  ISP �[�c�
�œ�É�©�Ù�å  61 �@�–�å�±�î�Ç�™�–�«�b  MAC �”
�»�Þ�«�[�6�•�\�•���K�Z�8�r�M�� MAC �”�»�Þ�«�@  DHCP 0[�Ó�Ã�£�µ�º�_�µ�r�€�Z�8�^�8��
�œ�
 IP �”�»�Þ�«�c�m�~�\�Z�}�€�r�O�‡���¹�Ç�›�Ý�º�b�e�Ð�4�†�Q#Ý�M�•�_�c�
 [Use 
"Cisco-<MAC>-<interface_name>-<host>"] �†�¡�Ü�µ�¡�K�r�M��

[Obtain Default Route Using DHCP]>8�¹�Ç�›�Ý�º  �Ý�î�º�†  DHCP �§�î�Â�?�}�v�“�K�r�M���¹
�Ç�›�Ý�º�b�«�±�¸�•�µ�¡  �Ý�î�º�b0¿���@�Y0[�_�^�~�r�M��

[Retry Count]>84 >|  16 �b(
�V�[�G�X�†0¿���K�r�M���­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�c�q�6�b0è
/œ�‹�_  DHCP 0[�Ó�_�Â'Å�@�^�8���œ�
0[�Ó�†
Ì3æ�™�K�r�M���œ0£0è/œ�G�X�c�

Ì0è/œ�G�X�_
�q�6�b0è/œ�†�•�<�S�v�b�_�^�~�r�M���S�\�<�d�

Ì0è/œ�G�X�†  4 �_0¿���M�•�\�
�­�Ÿ�×�Ü�¸�•  
�”�É�Û�–�”�å�«�c  DHCP 0[�Ó�†  5 �G�r�[3æ�™�K�r�M��

[DHCP Learned Route Metric]>8�”�»�Ñ�½�«�º�Þ�î�¸�•�È  �¹�•�«�±�å�«�†�¤%±�b�Ý�î�º�_�m�~
�\�Z�r�M���w� �^�Í�c�
 1 >|  255 �[�M���G�b�Ç�•�î�Ý�»�†'5$Ñ�b�r�r�_�M�•�\�
�¤%±�b�Ý�î�º
�b�”�»�Ñ�½�«�º�Þ�î�¸�•�È  �¹�•�«�±�å�«�c  1 �_�^�~�r�M��

[Enable tracking]>8DHCP �b�¤%±�b�Ý�î�º�b�Ý�î�º  �º�Û�µ�Ÿ�å�¢�†�–�¿�î�È�Ý�_�M�•�_�c�
�G
�b�³�™�µ�¡�Î�µ�¡�«�†�œ�å�_�K�r�M��

>&�@>' �Ý�î�º  �º�Û�µ�Ÿ�å�¢�c�
�©�å�¢�Ý  �Ý�î�¸�µ�»  �Ô�î�»�[�T�E�Q#Ý�[�A�r�M��

[Track ID]>8�Ý�î�º  �º�Û�µ�Ÿ�å�¢  �É�ß�­�«�_�Q#Ý�I�€�•�M�–�b1‘�9�Ê���w� �^�Í�c�
 1 >|  500 
�[�M��

[Track IP Address]>8�º�Û�µ�Ÿ�å�¢�b�P1ß  IP �”�»�Þ�«�†
°�Š�K�r�M��3û�–�
�Ý�î�º�b�¿�¡�«�º  
�Í�µ�É�c�¤�î�º�˜�™�–  IP �”�»�Þ�«�[�M���S�T�K�
�Q�b�–�å�±�î�Ç�™�–�«�b
›�_�¿�µ�º�á�î�¡  
�œ�È�ª�™�¡�º�@�6�€�d/²&g�I�€�r�M��

[SLA ID]>8SLA �Ô�½�±�Ü�å�¢  �É�ß�­�«�b�M�–�b  ID �[�M���w� �^�Í�c  1 >|  2147483647 �[�M��

[Monitoring Options]>8[Route Monitoring Options] �²�–�”�ß�¢�Î�µ�¡�«�†6ä�C�_�c�
�G�b�Î�±
�å�†�¡�Ü�µ�¡�K�r�M�� [Route Monitoring Options] �²�–�”�ß�¢�Î�µ�¡�«�[�
�º�Û�µ�Ÿ�å�¢�P1ß
�œ�È�ª�™�¡�º�b�Ô�½�±�Ü�å�¢  �É�ß�­�«�b�Ã�Û�Ó�î�±�†0¿���[�A�r�M��

[Enable DHCP Broadcast flag for DHCP request and discover messages]>8�­�Ÿ�×�Ü�¸�•  �”�É�Û
�–�”�å�«�@  DHCP �¡�Û�–�”�å�º  �Ã�£�µ�º�_�È�ß�î�»�Ÿ�Õ�«�º  �Ç�Û�¢�†0¿���[�A�•�|�:�_�K�r
�M���G�b�œ�É�©�Ù�å�_�|�~�
 DHCP �¡�Û�–�”�å�º�@  IP �”�»�Þ�«�†0[�Ó�M�•  Discover �†3æ�™�M
�•�\  DHCP �Ã�£�µ�º  �Ê�µ�²�î�b�È�ß�î�»�Ÿ�Õ�«�º  �Ç�Û�¢�@ 1 �_0¿���I�€�r�M�� DHCP �§�î�Â
�c�G�b�È�ß�î�»�Ÿ�Õ�«�º  �Ç�Û�¢�†�Ü�µ�«�å�K�
�Ç�Û�¢�@  1 �_0¿���I�€�Z�8�•���œ�c�Â'Å�Ã�£�µ
�º�†�È�ß�î�»�Ÿ�Õ�«�º�K�r�M���G�b�œ�É�©�Ù�å�†4E�¥�K�^�8�\�
�È�ß�î�»�Ÿ�Õ�«�º  �Ç�Û�¢�c  0 
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'¨  5 'v       �–�å�±�î�Ç�™�–�«�b0¿��
  [Interface] �Ç�•�î�Ý�»�b1��Â
�_0¿���I�€�
 DHCP �§�î�Â�c�f�j�I�€�S  IP �”�»�Þ�«�†�Q#Ý�K�Z�¡�Û�–�”�å�º�_�Â'Å�Ã�£�µ�º
�†�Ø�½�Ÿ�Õ�«�º�K�r�M�� DHCP �¡�Û�–�”�å�º�c�
 DHCP �§�î�Â�?�}�È�ß�î�»�Ÿ�Õ�«�º  �œ
�Ç�“�î�\�Ø�½�Ÿ�Õ�«�º  �œ�Ç�“�î�b�g�‰�†�w�™�[�A�r�M��

[Renew DHCP Lease]>8DHCP �Ü�î�«�†�f�‚�K�r�M��

– [Use PPPoE]>8PPPoE �†�Q#Ý�K�Z IP �”�»�Þ�«�†�·$×�_0¿���K�r�M��

[Group Name]>8�¢�Ý�î�É�¡�†�æ���K�r�M��

[PPPoE Username]>8ISP �_�|�W�Z�f�j�I�€�S�Ø�î�¨�¡�†�æ���K�r�M��

[PPPoE Password]>8ISP �_�|�W�Z�f�j�I�€�S�Ã�«�á�î�»�†�æ���K�r�M��

[Confirm Password]>8ISP �_�|�W�Z�f�j�I�€�S�Ã�«�á�î�»�†�æ���K�r�M��

[PPP Authentication]>8[PAP]�
 [CHAP]�
�r�S�c  [MSCHAP] �b�8�N�€�?�†4E�¥�K�r�M�� PAP 
�c1�0É�ì�_�¡�Ü�”�¸�Ÿ�«�º�b�Ø�î�¨�¡�\�Ã�«�á�î�»�†�û�M�S�u�
�­�Ÿ�×�”�[�c�6�~�r�O�‡��
CHAP �[�c�
�§�î�Â�b�³�Õ�Þ�å�ª�_�P�K�Z�
�¡�Û�–�”�å�º�c�/�•�ì�I�€�S���³�Õ�Þ�å�ª�\�Ã�«
�á�î�»���>�|�g�¡�Ü�”�¸�Ÿ�«�º�b�Ø�î�¨�¡�†3É�K�r�M�� CHAP �c  PAP �|�~�­�Ÿ�×�”�[�M�@�

�¹�î�±�†�/�•�ì�K�r�O�‡�� MSCHAP �c  CHAP �_���Z�8�r�M�@�
�§�î�Â�@  CHAP �b�|�:�_�¡
�Ü�”  �¸�Ÿ�«�º  �Ã�«�á�î�»�†�…�ƒ�N�
�/�•�ì�I�€�S�Ã�«�á�î�»�T�E�†�–�Ñ�
�š3Q�M�•�S�u�

CHAP �|�~�­�Ÿ�×�”�[�M���r�S�
 MSCHAP �[�c  MPPE �_�|�•�¹�î�±�b�/�•�ì�b�S�u�b�Ÿ�î�†
#Õ�B�K�r�M��

[Store Username and Password in Local Flash]>8�Ø�î�¨�¡�\�Ã�«�á�î�»�†�
�­�Ÿ�×�Ü�¸�•  �”�É
�Û�–�”�å�«�V�b  NVRAM �b"I���b���d�_�–�Ñ�K�r�M�� Auto Update Server �@ clear configure 
�¥�Ð�å�»�†�­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�_3æ�™�K�
�K)F�@�p�•�I�€�•�\�
�­�Ÿ�×�Ü�¸�•  �”�É
�Û�–�”�å�«�c  NVRAM �?�}�Ø�î�¨�¡�\�Ã�«�á�î�»�†1��s�v�~�
�”�¡�­�«  �¥�å�­�å�º�Þ�î�±�_
�P�K�Z
Ì1�0É�[�A�r�M��

[IP Address and Route Settings]>8[PPPoE IP Address and Route Settings] �²�–�”�ß�¢�@/²&g�I
�€�
�”�»�Þ�µ�©�å�¢�>�|�g�º�Û�µ�Ÿ�å�¢�b�œ�É�©�Ù�å�†4E�¥�[�A�r�M��

• [Description]>8�œ�É�©�Ù�å�b1��Â�†  240 �e�Ð�è
Æ�[
°�Š�K�r�M���5/œ�†
°�€�N�_  1 /œ�[
°�Š�K�r
�M���Ç�™�î�Ý�œ�î�Â�î�r�S�c�«�¸�î�º  �Ü�å�¡�b���œ�
1��Â�c�
 �� LAN Failover Interface���


�� STATE Failover Interface���
�� LAN/STATE Failover Interface���^�]�b�[���b�Í�_�^�~�r�M���G�b
1��Â�c)…7Ÿ�[�A�r�O�‡���G�b�–�å�±�î�Ç�™�–�«�†�Ç�™�î�Ý�œ�î�Â�î�r�S�c�«�¸�î�º  �Ü�å�¡�_�K�S
���œ�
�G�G�[
°�Š�K�S�M�m�Z�b1��Â�@�
�G�b�[���b1��Â�[�V�i�A�I�€�r�M��

�Ô�î�»

���b/²�c�
�G�b�µ+��†�Q#Ý�[�A�•�Ô�î�»�†&g�K�S�v�b�[�M��

[Add/Edit Interface] > [General (Subinterface)]

�Ç�•�î�Ý�»

• [Hardware Port]>8�§�È�–�å�±�î�Ç�™�–�«�†3ã�•�M�•���œ�
�–�¿�î�È�Ý"g�Â�b�õ�–�b"@#.�–�å�±�î
�Ç�™�–�«�†�§�È�–�å�±�î�Ç�™�–�«�b3ã�•
›�\�K�Z4E�¥�[�A�r�M���–�å�±�î�Ç�™�–�«  ID �@/²&g�I�€
�^�8���œ�
�–�å�±�î�Ç�™�–�«�@�–�¿�î�È�Ý�_�^�W�Z�8�•�?�]�:�?�†&�1��K�Z�C�T�I�8��

�Ç�“�–�”�˜�›�î�Ý  �Ô�î�» �­�Ÿ�×�Ü�¸�•  �¥�å�¸�Ÿ�«�º

�Ý�î�¸�µ�» 3ñ4# �©�å�¢�Ý

�Ð�Ý�³

�¥�å�¸�Ÿ�«
�º �©�«�¸�Ò

• • • — —
5-13
ASDM �Ø�î�¨  �ž�–�»

OL-14981-01-J



'¨  5 'v       �–�å�±�î�Ç�™�–�«�b0¿��
  [Interface] �Ç�•�î�Ý�»�b1��Â
• [VLAN ID] >8�§�È�–�å�±�î�Ç�™�–�«�[�c�
 1 >|  4095 �b(
�V�b$��•�[  VLAN ID �†0¿���K�r�M���M
4Š�b VLAN ID �c�K)F�«�–�µ�³#Ý�_�£(Ù�I�€�Z�8�•���œ�@�6�~�r�M��0ò(ý  �_�X�8�Z�c�
�«�–�µ�³�b
�Ð�½�×�”�Ý�†&�1��K�Z�C�T�I�8���Ð�Ý�³  �¥�å�¸�Ÿ�«�º  �Ô�î�»�b���œ�
 VLAN �c�©�«�¸�Ò0¿���[�K
�?0¿���[�A�r�O�‡��

• [Subinterface ID]>8�§�È�–�å�±�î�Ç�™�–�«  ID �†  1 >|  4294967293 �b(
�V�b�Z�X�[0¿���K�r�M��0Á
�•�I�€�•�§�È�–�å�±�î�Ç�™�–�«�b$��•�c�
�É�Û�µ�º�Ç�›�î�Ò�_�|�W�Z$��^�~�r�M��0¿���‹�c  ID �†
�š�f�[�A�r�O�‡��

• [Interface Name]>8�–�å�±�î�Ç�™�–�«�¡�†  48 �e�Ð�è
Æ�[0¿���K�r�M��

• [Security Level]>8�­�Ÿ�×�Ü�¸�•  �Þ�Ë�Ý�†  0>&�q�*>'>|  100>&�q9×>'�b(
�V�[0¿���K�r�M���­�Ÿ�×�Ü
�¸�•  �”�É�Û�–�”�å�«�c�

Æ4Š�¿�µ�º�á�î�¡�?�}�¥4Š�¿�µ�º�á�î�¡>&�*�8�­�Ÿ�×�Ü�¸�•  �Þ�Ë�Ý>'�_
�º�Û�Ç�•�µ�¡�†+¬#ä�_�v�M�G�\�†0Á�•�K�r�M���Ú�b�¨�C�b�­�Ÿ�×�Ü�¸�•�µ+��@�
 2 �X�b�–�å�±�î
�Ç�™�–�«�b%&�P$×�^�­�Ÿ�×�Ü�¸�•  �Þ�Ë�Ý�_�|�•�s8j�†�w�E�r�M��

• [Dedicate this interface to management only]>8�–�å�±�î�Ç�™�–�«�†0¿���K�Z�­�Ÿ�×�Ü�¸�•  �”�É�Û�–
�”�å�«�l�b�º�Û�Ç�•�µ�¡�T�E�†0Á�•�K�r�M��3û4#�º�Û�Ç�•�µ�¡�c0Á�•�K�r�O�‡��

• [Enable Interface]>8�–�å�±�î�Ç�™�–�«�†�–�¿�î�È�Ý�_�M�•�\�
�º�Û�Ç�•�µ�¡�@3û4#�[�A�•�|�:�_�^
�~�r�M��

• [IP Address]>8�Ý�î�¸�µ�»  �Ô�î�»�b���œ�b�s���Ð�Ý�³  �¥�å�¸�Ÿ�«�º  �Ô�î�»�b���œ�c�
�¥�å�¸�Ÿ�«
�º0¿���[  IP �”�»�Þ�«�†0¿���K�r�M��

– [Use Static IP]>8IP �”�»�Þ�«�†�m�·�[0¿���K�r�M��

[IP address]>8IP �”�»�Þ�«�†0¿���K�r�M��

[Subnet Mask]>8�§�È�¿�µ�º  �Ð�«�¡�†0¿���K�r�M��

– [Obtain Address via DHCP]>8DHCP �?�}  IP �”�»�Þ�«�†�·$×�_0¿���K�r�M��

[For the client identifier in DHCP option 61]>8�œ�É�©�Ù�å 61 #Ý�_�¹�Ç�›�Ý�º�b
Æ4Š#Õ�B�e�Ð�4
�[�c�^�C  MAC �”�»�Þ�«�†�I�D$×�_  DHCP 0[�Ó�Ã�£�µ�º
Æ�_�–�Ñ�M�•�_�c�
 [Use MAC 
address] �†�¡�Ü�µ�¡�K�r�M���M4Š�b  ISP �[�c�
�œ�É�©�Ù�å  61 �@�–�å�±�î�Ç�™�–�«�b  MAC �”
�»�Þ�«�[�6�•�\�•���K�Z�8�r�M�� MAC �”�»�Þ�«�@  DHCP 0[�Ó�Ã�£�µ�º�_�µ�r�€�Z�8�^�8��
�œ�
 IP �”�»�Þ�«�c�m�~�\�Z�}�€�r�O�‡���¹�Ç�›�Ý�º�b�e�Ð�4�†�Q#Ý�M�•�_�c�
 [Use 
"Cisco-<MAC>-<interface_name>-<host>"] �†�¡�Ü�µ�¡�K�r�M��

[Obtain Default Route Using DHCP]>8�¹�Ç�›�Ý�º  �Ý�î�º�†  DHCP �§�î�Â�?�}�v�“�K�r�M���¹
�Ç�›�Ý�º�b�«�±�¸�•�µ�¡  �Ý�î�º�b0¿���@�Y0[�_�^�~�r�M��

[Retry Count]>84 >|  16 �b(
�V�[�G�X�†0¿���K�r�M���­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�c�q�6�b0è
/œ�‹�_  DHCP 0[�Ó�_�Â'Å�@�^�8���œ�
0[�Ó�†
Ì3æ�™�K�r�M���œ0£0è/œ�G�X�c�

Ì0è/œ�G�X�_
�q�6�b0è/œ�†�•�<�S�v�b�_�^�~�r�M���S�\�<�d�

Ì0è/œ�G�X�†  4 �_0¿���M�•�\�
�­�Ÿ�×�Ü�¸�•  
�”�É�Û�–�”�å�«�c  DHCP 0[�Ó�†  5 �G�r�[3æ�™�K�r�M��

[DHCP Learned Route Metric]>8�”�»�Ñ�½�«�º�Þ�î�¸�•�È  �¹�•�«�±�å�«�†�¤%±�b�Ý�î�º�_�m�~
�\�Z�r�M���w� �^�Í�c�
 1 >|  255 �[�M���G�b�Ç�•�î�Ý�»�†'5$Ñ�b�r�r�_�M�•�\�
�¤%±�b�Ý�î�º
�b�”�»�Ñ�½�«�º�Þ�î�¸�•�È  �¹�•�«�±�å�«�c  1 �_�^�~�r�M��

[Enable tracking]>8DHCP �b�¤%±�b�Ý�î�º�b�Ý�î�º  �º�Û�µ�Ÿ�å�¢�†�–�¿�î�È�Ý�_�M�•�_�c�
�G
�b�³�™�µ�¡�Î�µ�¡�«�†�œ�å�_�K�r�M��

>&�@>' �Ý�î�º  �º�Û�µ�Ÿ�å�¢�c�
�©�å�¢�Ý  �Ý�î�¸�µ�»  �Ô�î�»�[�T�E�Q#Ý�[�A�r�M��

[Track ID]>8�Ý�î�º  �º�Û�µ�Ÿ�å�¢  �É�ß�­�«�_�Q#Ý�I�€�•�M�–�b1‘�9�Ê���w� �^�Í�c�
 1 >|  500 
�[�M��
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'¨  5 'v       �–�å�±�î�Ç�™�–�«�b0¿��
  [Interface] �Ç�•�î�Ý�»�b1��Â
[Track IP Address]>8�º�Û�µ�Ÿ�å�¢�b�P1ß  IP �”�»�Þ�«�†
°�Š�K�r�M��3û�–�
�Ý�î�º�b�¿�¡�«�º  
�Í�µ�É�c�¤�î�º�˜�™�–  IP �”�»�Þ�«�[�M���S�T�K�
�Q�b�–�å�±�î�Ç�™�–�«�b
›�_�¿�µ�º�á�î�¡  
�œ�È�ª�™�¡�º�@�6�€�d/²&g�I�€�r�M��

[SLA ID]>8SLA �Ô�½�±�Ü�å�¢  �É�ß�­�«�b�M�–�b  ID �[�M���w� �^�Í�c  1 >|  2147483647 �[�M��

[Monitoring Options]>8[Route Monitoring Options] �²�–�”�ß�¢�Î�µ�¡�«�†6ä�C�_�c�
�G�b�Î�±
�å�†�¡�Ü�µ�¡�K�r�M�� [Route Monitoring Options] �²�–�”�ß�¢�Î�µ�¡�«�[�
�º�Û�µ�Ÿ�å�¢�P1ß
�œ�È�ª�™�¡�º�b�Ô�½�±�Ü�å�¢  �É�ß�­�«�b�Ã�Û�Ó�î�±�†0¿���[�A�r�M��

[Enable DHCP Broadcast flag for DHCP request and discover messages]>8�­�Ÿ�×�Ü�¸�•  �”�É�Û
�–�”�å�«�@  DHCP �¡�Û�–�”�å�º  �Ã�£�µ�º�_�È�ß�î�»�Ÿ�Õ�«�º  �Ç�Û�¢�†0¿���[�A�•�|�:�_�K�r
�M���G�b�œ�É�©�Ù�å�_�|�~�
 DHCP �¡�Û�–�”�å�º�@  IP �”�»�Þ�«�†0[�Ó�M�•  Discover �†3æ�™�M
�•�\  DHCP �Ã�£�µ�º  �Ê�µ�²�î�b�È�ß�î�»�Ÿ�Õ�«�º  �Ç�Û�¢�@ 1 �_0¿���I�€�r�M�� DHCP �§�î�Â
�c�G�b�È�ß�î�»�Ÿ�Õ�«�º  �Ç�Û�¢�†�Ü�µ�«�å�K�
�Ç�Û�¢�@  1 �_0¿���I�€�Z�8�•���œ�c�Â'Å�Ã�£�µ
�º�†�È�ß�î�»�Ÿ�Õ�«�º�K�r�M���G�b�œ�É�©�Ù�å�†4E�¥�K�^�8�\�
�È�ß�î�»�Ÿ�Õ�«�º  �Ç�Û�¢�c  0 
�_0¿���I�€�
 DHCP �§�î�Â�c�f�j�I�€�S  IP �”�»�Þ�«�†�Q#Ý�K�Z�¡�Û�–�”�å�º�_�Â'Å�Ã�£�µ�º
�†�Ø�½�Ÿ�Õ�«�º�K�r�M�� DHCP �¡�Û�–�”�å�º�c�
 DHCP �§�î�Â�?�}�È�ß�î�»�Ÿ�Õ�«�º  �œ
�Ç�“�î�\�Ø�½�Ÿ�Õ�«�º  �œ�Ç�“�î�b�g�‰�†�w�™�[�A�r�M��

[Renew DHCP Lease]>8DHCP �Ü�î�«�†�f�‚�K�r�M��

– [Use PPPoE]>8PPPoE �†�Q#Ý�K�Z IP �”�»�Þ�«�†�·$×�_0¿���K�r�M��

[Group Name]>8�¢�Ý�î�É�¡�†�æ���K�r�M��

[PPPoE Username]>8ISP �_�|�W�Z�f�j�I�€�S�Ø�î�¨�¡�†�æ���K�r�M��

[PPPoE Password]>8ISP �_�|�W�Z�f�j�I�€�S�Ã�«�á�î�»�†�æ���K�r�M��

[Confirm Password]>8ISP �_�|�W�Z�f�j�I�€�S�Ã�«�á�î�»�†�æ���K�r�M��

[PPP Authentication]>8[PAP]�
 [CHAP]�
�r�S�c  [MSCHAP] �b�8�N�€�?�†4E�¥�K�r�M�� PAP 
�c1�0É�ì�_�¡�Ü�”�¸�Ÿ�«�º�b�Ø�î�¨�¡�\�Ã�«�á�î�»�†�û�M�S�u�
�­�Ÿ�×�”�[�c�6�~�r�O�‡��
CHAP �[�c�
�§�î�Â�b�³�Õ�Þ�å�ª�_�P�K�Z�
�¡�Û�–�”�å�º�c�/�•�ì�I�€�S���³�Õ�Þ�å�ª�\�Ã�«
�á�î�»���>�|�g�¡�Ü�”�¸�Ÿ�«�º�b�Ø�î�¨�¡�†3É�K�r�M�� CHAP �c  PAP �|�~�­�Ÿ�×�”�[�M�@�

�¹�î�±�†�/�•�ì�K�r�O�‡�� MSCHAP �c  CHAP �_���Z�8�r�M�@�
�§�î�Â�@  CHAP �b�|�:�_�¡
�Ü�”  �¸�Ÿ�«�º  �Ã�«�á�î�»�†�…�ƒ�N�
�/�•�ì�I�€�S�Ã�«�á�î�»�T�E�†�–�Ñ�
�š3Q�M�•�S�u�

CHAP �|�~�­�Ÿ�×�”�[�M���r�S�
 MSCHAP �[�c  MPPE �_�|�•�¹�î�±�b�/�•�ì�b�S�u�b�Ÿ�î�†
#Õ�B�K�r�M��

[Store Username and Password in Local Flash]>8�Ø�î�¨�¡�\�Ã�«�á�î�»�†�
�­�Ÿ�×�Ü�¸�•  �”�É
�Û�–�”�å�«�V�b  NVRAM �b"I���b���d�_�–�Ñ�K�r�M�� Auto Update Server �@ clear configure 
�¥�Ð�å�»�†�­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�_3æ�™�K�
�K)F�@�p�•�I�€�•�\�
�­�Ÿ�×�Ü�¸�•  �”�É
�Û�–�”�å�«�c  NVRAM �?�}�Ø�î�¨�¡�\�Ã�«�á�î�»�†1��s�v�~�
�”�¡�­�«  �¥�å�­�å�º�Þ�î�±�_
�P�K�Z
Ì1�0É�[�A�r�M��

[IP Address and Route Settings]>8[PPPoE IP Address and Route Settings] �²�–�”�ß�¢�@/²&g�I
�€�
�”�»�Þ�µ�©�å�¢�>�|�g�º�Û�µ�Ÿ�å�¢�b�œ�É�©�Ù�å�†4E�¥�[�A�r�M��

• [Description]>8�œ�É�©�Ù�å�b1��Â�†  240 �e�Ð�è
Æ�[
°�Š�K�r�M���5/œ�†
°�€�N�_  1 /œ�[
°�Š�K�r
�M���Ç�™�î�Ý�œ�î�Â�î�r�S�c�«�¸�î�º  �Ü�å�¡�b���œ�
1��Â�c�
 �� LAN Failover Interface���


�� STATE Failover Interface���
�� LAN/STATE Failover Interface���^�]�b�[���b�Í�_�^�~�r�M���G�b
1��Â�c)…7Ÿ�[�A�r�O�‡���G�b�–�å�±�î�Ç�™�–�«�†�Ç�™�î�Ý�œ�î�Â�î�r�S�c�«�¸�î�º  �Ü�å�¡�_�K�S
���œ�
�G�G�[
°�Š�K�S�M�m�Z�b1��Â�@�
�G�b�[���b1��Â�[�V�i�A�I�€�r�M��
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'¨  5 'v       �–�å�±�î�Ç�™�–�«�b0¿��
  [Interface] �Ç�•�î�Ý�»�b1��Â
�Ô�î�»

���b/²�c�
�G�b�µ+��†�Q#Ý�[�A�•�Ô�î�»�†&g�K�S�v�b�[�M��

[Add/Edit Interface] > [General (Redundant Interface)]

�Ç�•�î�Ý�»

• [Redundant ID]>8
Õ6×�–�å�±�î�Ç�™�–�«  ID �†  1 >|  8 �b(
�V�[0¿���K�r�M��

• [Primary Interface]>8�É�Û�–�Ð�Ü  �–�å�±�î�Ç�™�–�«�†0¿���K�r�M���G�b�–�å�±�î�Ç�™�–�«�c�¹�Ç�›
�Ý�º�[�”�¡�¸�•�È�_�^�~�r�M��

• [Secondary Interface]>8�­�•�å�²�Ü  �–�å�±�î�Ç�™�–�«�†0¿���K�r�M��

• [Interface Name]>8�–�å�±�î�Ç�™�–�«�¡�†  48 �e�Ð�è
Æ�[0¿���K�r�M��

• [Security Level]>8�­�Ÿ�×�Ü�¸�•  �Þ�Ë�Ý�†  0>&�q�*>'>|  100>&�q9×>'�b(
�V�[0¿���K�r�M���­�Ÿ�×�Ü
�¸�•  �”�É�Û�–�”�å�«�c�

Æ4Š�¿�µ�º�á�î�¡�?�}�¥4Š�¿�µ�º�á�î�¡>&�*�8�­�Ÿ�×�Ü�¸�•  �Þ�Ë�Ý>'�_
�º�Û�Ç�•�µ�¡�†+¬#ä�_�v�M�G�\�†0Á�•�K�r�M���Ú�b�¨�C�b�­�Ÿ�×�Ü�¸�•�µ+��@�
 2 �X�b�–�å�±�î
�Ç�™�–�«�b%&�P$×�^�­�Ÿ�×�Ü�¸�•  �Þ�Ë�Ý�_�|�•�s8j�†�w�E�r�M��

• [Dedicate this interface to management only]>8�–�å�±�î�Ç�™�–�«�†0¿���K�Z�­�Ÿ�×�Ü�¸�•  �”�É�Û�–
�”�å�«�l�b�º�Û�Ç�•�µ�¡�T�E�†0Á�•�K�r�M��3û4#�º�Û�Ç�•�µ�¡�c0Á�•�K�r�O�‡��

• [Enable Interface]>8�–�å�±�î�Ç�™�–�«�†�–�¿�î�È�Ý�_�M�•�\�
�º�Û�Ç�•�µ�¡�@3û4#�[�A�•�|�:�_�^
�~�r�M��

�¹�Ç�›�Ý�º�[�c�

Õ6×�–�å�±�î�Ç�™�–�«�c�–�¿�î�È�Ý�_�^�W�Z�8�r�M���–�¿�î�È�Ý�_�^�W�Z�8�•
Õ
6×�–�å�±�î�Ç�™�–�«�†�º�Û�Ç�•�µ�¡�@3û4#�[�A�•�|�:�_�M�•�_�c�
"@#.�–�å�±�î�Ç�™�–�«�†�¦�S�_
�–�¿�î�È�Ý�_�K�Z�>�C�²0[�@�6�~�r�M��

• [IP Address]>8�Ý�î�¸�µ�»  �Ô�î�»�b���œ�b�s���Ð�Ý�³  �¥�å�¸�Ÿ�«�º  �Ô�î�»�b���œ�c�
�¥�å�¸�Ÿ�«
�º0¿���[  IP �”�»�Þ�«�†0¿���K�r�M��

– [Use Static IP]>8IP �”�»�Þ�«�†�m�·�[0¿���K�r�M��

[IP address]>8IP �”�»�Þ�«�†0¿���K�r�M��

[Subnet Mask]>8�§�È�¿�µ�º  �Ð�«�¡�†0¿���K�r�M��

– [Obtain Address via DHCP]>8DHCP �?�}  IP �”�»�Þ�«�†�·$×�_0¿���K�r�M��

[For the client identifier in DHCP option 61]>8�œ�É�©�Ù�å 61 #Ý�_�¹�Ç�›�Ý�º�b
Æ4Š#Õ�B�e�Ð�4
�[�c�^�C  MAC �”�»�Þ�«�†�I�D$×�_  DHCP 0[�Ó�Ã�£�µ�º
Æ�_�–�Ñ�M�•�_�c�
 [Use MAC 
address] �†�¡�Ü�µ�¡�K�r�M���M4Š�b  ISP �[�c�
�œ�É�©�Ù�å  61 �@�–�å�±�î�Ç�™�–�«�b  MAC �”
�»�Þ�«�[�6�•�\�•���K�Z�8�r�M�� MAC �”�»�Þ�«�@  DHCP 0[�Ó�Ã�£�µ�º�_�µ�r�€�Z�8�^�8��
�œ�
 IP �”�»�Þ�«�c�m�~�\�Z�}�€�r�O�‡���¹�Ç�›�Ý�º�b�e�Ð�4�†�Q#Ý�M�•�_�c�
 [Use 
"Cisco-<MAC>-<interface_name>-<host>"] �†�¡�Ü�µ�¡�K�r�M��

[Obtain Default Route Using DHCP]>8�¹�Ç�›�Ý�º  �Ý�î�º�†  DHCP �§�î�Â�?�}�v�“�K�r�M���¹
�Ç�›�Ý�º�b�«�±�¸�•�µ�¡  �Ý�î�º�b0¿���@�Y0[�_�^�~�r�M��

�Ç�“�–�”�˜�›�î�Ý  �Ô�î�» �­�Ÿ�×�Ü�¸�•  �¥�å�¸�Ÿ�«�º

�Ý�î�¸�µ�» 3ñ4# �©�å�¢�Ý

�Ð�Ý�³

�¥�å�¸�Ÿ�«
�º �©�«�¸�Ò
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[Retry Count]>84 >|  16 �b(
�V�[�G�X�†0¿���K�r�M���­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�c�q�6�b0è
/œ�‹�_  DHCP 0[�Ó�_�Â'Å�@�^�8���œ�
0[�Ó�†
Ì3æ�™�K�r�M���œ0£0è/œ�G�X�c�

Ì0è/œ�G�X�_
�q�6�b0è/œ�†�•�<�S�v�b�_�^�~�r�M���S�\�<�d�

Ì0è/œ�G�X�†  4 �_0¿���M�•�\�
�­�Ÿ�×�Ü�¸�•  
�”�É�Û�–�”�å�«�c  DHCP 0[�Ó�†  5 �G�r�[3æ�™�K�r�M��

[DHCP Learned Route Metric]>8�”�»�Ñ�½�«�º�Þ�î�¸�•�È  �¹�•�«�±�å�«�†�¤%±�b�Ý�î�º�_�m�~
�\�Z�r�M���w� �^�Í�c�
 1 >|  255 �[�M���G�b�Ç�•�î�Ý�»�†'5$Ñ�b�r�r�_�M�•�\�
�¤%±�b�Ý�î�º
�b�”�»�Ñ�½�«�º�Þ�î�¸�•�È  �¹�•�«�±�å�«�c  1 �_�^�~�r�M��

[Enable tracking]>8DHCP �b�¤%±�b�Ý�î�º�b�Ý�î�º  �º�Û�µ�Ÿ�å�¢�†�–�¿�î�È�Ý�_�M�•�_�c�
�G
�b�³�™�µ�¡�Î�µ�¡�«�†�œ�å�_�K�r�M��

>&�@>' �Ý�î�º  �º�Û�µ�Ÿ�å�¢�c�
�©�å�¢�Ý  �Ý�î�¸�µ�»  �Ô�î�»�[�T�E�Q#Ý�[�A�r�M��

[Track ID]>8�Ý�î�º  �º�Û�µ�Ÿ�å�¢  �É�ß�­�«�_�Q#Ý�I�€�•�M�–�b1‘�9�Ê���w� �^�Í�c�
 1 >|  500 
�[�M��

[Track IP Address]>8�º�Û�µ�Ÿ�å�¢�b�P1ß  IP �”�»�Þ�«�†
°�Š�K�r�M��3û�–�
�Ý�î�º�b�¿�¡�«�º  
�Í�µ�É�c�¤�î�º�˜�™�–  IP �”�»�Þ�«�[�M���S�T�K�
�Q�b�–�å�±�î�Ç�™�–�«�b
›�_�¿�µ�º�á�î�¡  
�œ�È�ª�™�¡�º�@�6�€�d/²&g�I�€�r�M��

[SLA ID]>8SLA �Ô�½�±�Ü�å�¢  �É�ß�­�«�b�M�–�b  ID �[�M���w� �^�Í�c  1 >|  2147483647 �[�M��

[Monitoring Options]>8[Route Monitoring Options] �²�–�”�ß�¢�Î�µ�¡�«�†6ä�C�_�c�
�G�b�Î�±
�å�†�¡�Ü�µ�¡�K�r�M�� [Route Monitoring Options] �²�–�”�ß�¢�Î�µ�¡�«�[�
�º�Û�µ�Ÿ�å�¢�P1ß
�œ�È�ª�™�¡�º�b�Ô�½�±�Ü�å�¢  �É�ß�­�«�b�Ã�Û�Ó�î�±�†0¿���[�A�r�M��

[Enable DHCP Broadcast flag for DHCP request and discover messages]>8�­�Ÿ�×�Ü�¸�•  �”�É�Û
�–�”�å�«�@  DHCP �¡�Û�–�”�å�º  �Ã�£�µ�º�_�È�ß�î�»�Ÿ�Õ�«�º  �Ç�Û�¢�†0¿���[�A�•�|�:�_�K�r
�M���G�b�œ�É�©�Ù�å�_�|�~�
 DHCP �¡�Û�–�”�å�º�@  IP �”�»�Þ�«�†0[�Ó�M�•  Discover �†3æ�™�M
�•�\  DHCP �Ã�£�µ�º  �Ê�µ�²�î�b�È�ß�î�»�Ÿ�Õ�«�º  �Ç�Û�¢�@ 1 �_0¿���I�€�r�M�� DHCP �§�î�Â
�c�G�b�È�ß�î�»�Ÿ�Õ�«�º  �Ç�Û�¢�†�Ü�µ�«�å�K�
�Ç�Û�¢�@  1 �_0¿���I�€�Z�8�•���œ�c�Â'Å�Ã�£�µ
�º�†�È�ß�î�»�Ÿ�Õ�«�º�K�r�M���G�b�œ�É�©�Ù�å�†4E�¥�K�^�8�\�
�È�ß�î�»�Ÿ�Õ�«�º  �Ç�Û�¢�c  0 
�_0¿���I�€�
 DHCP �§�î�Â�c�f�j�I�€�S  IP �”�»�Þ�«�†�Q#Ý�K�Z�¡�Û�–�”�å�º�_�Â'Å�Ã�£�µ�º
�†�Ø�½�Ÿ�Õ�«�º�K�r�M�� DHCP �¡�Û�–�”�å�º�c�
 DHCP �§�î�Â�?�}�È�ß�î�»�Ÿ�Õ�«�º  �œ
�Ç�“�î�\�Ø�½�Ÿ�Õ�«�º  �œ�Ç�“�î�b�g�‰�†�w�™�[�A�r�M��

[Renew DHCP Lease]>8DHCP �Ü�î�«�†�f�‚�K�r�M��

– [Use PPPoE]>8PPPoE �†�Q#Ý�K�Z IP �”�»�Þ�«�†�·$×�_0¿���K�r�M��

[Group Name]>8�¢�Ý�î�É�¡�†�æ���K�r�M��

[PPPoE Username]>8ISP �_�|�W�Z�f�j�I�€�S�Ø�î�¨�¡�†�æ���K�r�M��

[PPPoE Password]>8ISP �_�|�W�Z�f�j�I�€�S�Ã�«�á�î�»�†�æ���K�r�M��

[Confirm Password]>8ISP �_�|�W�Z�f�j�I�€�S�Ã�«�á�î�»�†�æ���K�r�M��

[PPP Authentication]>8[PAP]�
 [CHAP]�
�r�S�c  [MSCHAP] �b�8�N�€�?�†4E�¥�K�r�M�� PAP 
�c1�0É�ì�_�¡�Ü�”�¸�Ÿ�«�º�b�Ø�î�¨�¡�\�Ã�«�á�î�»�†�û�M�S�u�
�­�Ÿ�×�”�[�c�6�~�r�O�‡��
CHAP �[�c�
�§�î�Â�b�³�Õ�Þ�å�ª�_�P�K�Z�
�¡�Û�–�”�å�º�c�/�•�ì�I�€�S���³�Õ�Þ�å�ª�\�Ã�«
�á�î�»���>�|�g�¡�Ü�”�¸�Ÿ�«�º�b�Ø�î�¨�¡�†3É�K�r�M�� CHAP �c  PAP �|�~�­�Ÿ�×�”�[�M�@�

�¹�î�±�†�/�•�ì�K�r�O�‡�� MSCHAP �c  CHAP �_���Z�8�r�M�@�
�§�î�Â�@  CHAP �b�|�:�_�¡
�Ü�”  �¸�Ÿ�«�º  �Ã�«�á�î�»�†�…�ƒ�N�
�/�•�ì�I�€�S�Ã�«�á�î�»�T�E�†�–�Ñ�
�š3Q�M�•�S�u�

CHAP �|�~�­�Ÿ�×�”�[�M���r�S�
 MSCHAP �[�c  MPPE �_�|�•�¹�î�±�b�/�•�ì�b�S�u�b�Ÿ�î�†
#Õ�B�K�r�M��
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[Store Username and Password in Local Flash]>8�Ø�î�¨�¡�\�Ã�«�á�î�»�†�
�­�Ÿ�×�Ü�¸�•  �”�É
�Û�–�”�å�«�V�b  NVRAM �b"I���b���d�_�–�Ñ�K�r�M�� Auto Update Server �@ clear configure 
�¥�Ð�å�»�†�­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�_3æ�™�K�
�K)F�@�p�•�I�€�•�\�
�­�Ÿ�×�Ü�¸�•  �”�É
�Û�–�”�å�«�c  NVRAM �?�}�Ø�î�¨�¡�\�Ã�«�á�î�»�†1��s�v�~�
�”�¡�­�«  �¥�å�­�å�º�Þ�î�±�_
�P�K�Z
Ì1�0É�[�A�r�M��

[IP Address and Route Settings]>8[PPPoE IP Address and Route Settings] �²�–�”�ß�¢�@/²&g�I
�€�
�”�»�Þ�µ�©�å�¢�>�|�g�º�Û�µ�Ÿ�å�¢�b�œ�É�©�Ù�å�†4E�¥�[�A�r�M��

• [Description]>8�œ�É�©�Ù�å�b1��Â�†  240 �e�Ð�è
Æ�[
°�Š�K�r�M���5/œ�†
°�€�N�_  1 /œ�[
°�Š�K�r
�M���Ç�™�î�Ý�œ�î�Â�î�r�S�c�«�¸�î�º  �Ü�å�¡�b���œ�
1��Â�c�
 �� LAN Failover Interface���


�� STATE Failover Interface���
�� LAN/STATE Failover Interface���^�]�b�[���b�Í�_�^�~�r�M���G�b
1��Â�c)…7Ÿ�[�A�r�O�‡���G�b�–�å�±�î�Ç�™�–�«�†�Ç�™�î�Ý�œ�î�Â�î�r�S�c�«�¸�î�º  �Ü�å�¡�_�K�S
���œ�
�G�G�[
°�Š�K�S�M�m�Z�b1��Â�@�
�G�b�[���b1��Â�[�V�i�A�I�€�r�M��

�Ô�î�»

���b/²�c�
�G�b�µ+��†�Q#Ý�[�A�•�Ô�î�»�†&g�K�S�v�b�[�M��

[Add/Edit Interface] > [Advanced]

�Ç�•�î�Ý�»

• [MTU]>8300 >|  65,535 �Â�–�º�b(
�V�[  MTU �†0¿���K�r�M���¹�Ç�›�Ý�º�c  1500 �Â�–�º�[�M���Ð�Ý
�³  �¥�å�¸�Ÿ�«�º  �Ô�î�»�b���œ�c�
�¥�å�¸�Ÿ�«�º0¿���[  MTU �†0¿���K�r�M��

• [Mac Address Cloning]>8�m�·�[  MAC �”�»�Þ�«�†�m�~�\�Z�r�M��

�¹�Ç�›�Ý�º�[�c�
"@#.�–�å�±�î�Ç�™�–�«�c�Â�î�å�»�–�å  MAC �”�»�Þ�«�†�Q#Ý�K�
"@#.�–�å�±�î
�Ç�™�–�«�b�M�m�Z�b�§�È�–�å�±�î�Ç�™�–�«�c� �L�Â�î�å�»�–�å  MAC �”�»�Þ�«�†�Q#Ý�K�r�M��

�§�È�–�å�±�î�Ç�™�–�«�_�M�–�b  MAC �”�»�Þ�«�†�m�~�\�Z�•�G�\�@�²0[�_�^�•���œ�@�6�~�r�M���S
�\�<�d�
�§�î�Å�«  �É�ß�Â�–�²�î�_�|�W�Z�c�
 MAC �”�»�Þ�«�_�ö�Y�8�Z�”�¡�­�«  �¥�å�º�ß�î�Ý�†��
/œ�M�•���œ�@�6�~�r�M��

– [Active Mac Address]>8MAC �”�»�Þ�«�†  H.H.H �g�'�[�–�å�±�î�Ç�™�–�«�_�m�~�\�Z�r�M�� H 
�c  16 �Å�µ�º�b  16 4
�X�[�M���S�\�<�d�
 MAC �”�»�Þ�«�@  00-0C-F1-42-4C-DE �[�6�€�d�

000C.F142.4CDE �\
°�Š�K�r�M��

– [Standby Mac Address]>8�Ç�™�î�Ý�œ�î�Â�î�†�Q#Ý�M�•���œ�c�
�«�±�å�Â�–  MAC �”�»�Þ�«�†
0¿���K�r�M���”�¡�¸�•�È/æ*(�@�Ç�™�î�Ý�œ�î�Â�î�K�
�«�±�å�Â�–/æ*(�@�”�¡�¸�•�È�_�^�•�\�

�‚�K�8�”�¡�¸�•�È/æ*(�c�”�¡�¸�•�È�^  MAC �”�»�Þ�«�b�Q#Ý�†6ä���K�Z�
�¿�µ�º�á�î�¡�b�)�•
�†�q�`7H�_�š�<�r�M���M�‰�
�‚�8�”�¡�¸�•�È/æ*(�c�«�±�å�Â�–  �”�»�Þ�«�†�Q#Ý�K�r�M��

�Ç�“�–�”�˜�›�î�Ý  �Ô�î�» �­�Ÿ�×�Ü�¸�•  �¥�å�¸�Ÿ�«�º

�Ý�î�¸�µ�» 3ñ4# �©�å�¢�Ý

�Ð�Ý�³

�¥�å�¸�Ÿ�«
�º �©�«�¸�Ò
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�Ô�î�»

���b/²�c�
�G�b�µ+��†�Q#Ý�[�A�•�Ô�î�»�†&g�K�S�v�b�[�M��

Hardware Properties

�Ç�•�î�Ý�»

• [Hardware Port]>8/²&g�S#Ý���–�å�±�î�Ç�™�–�«  ID �†/²&g�K�r�M��

• [Media Type]>8�Ó�¹�•�”  �±�–�É�†  RJ45 �r�S�c  SFP �_0¿���K�r�M���¹�Ç�›�Ý�º�b0¿���c  RJ45 �[
�M��

• [Duplex]>8�–�å�±�î�Ç�™�–�«�b�¹�×�É�Þ�µ�¡�«  �œ�É�©�Ù�å�@�M0t/²&g�I�€�r�M���–�å�±�î�Ç�™�–
�«  �±�–�É�_�Â�L�Z  [Full] �
 [Half] �
�r�S�c  [Auto] �@�6�~�r�M��

• [Speed]>8�–�å�±�î�Ç�™�–�«�b3ÿ�Ø�œ�É�©�Ù�å�@/²&g�I�€�r�M���Q#Ý�[�A�•3ÿ�Ø�c�
�–�å�±�î�Ç�™
�–�«  �±�–�É�_�|�W�Z$��^�~�r�M���–�_  1000 Mbps �[�6�•  SFP �–�å�±�î�Ç�™�–�«�[�c�
3ÿ�Ø�†  
[Negotiate] �r�S�c  [Nonegotiate] �_0¿���[�A�r�M�� [Negotiate]>&�¹�Ç�›�Ý�º>'�[�c�Ü�å�¡  �¿�¦�©
�š�î�©�Ù�å�†�–�¿�î�È�Ý�_�K�Z�
�Ç�ß�î�D�š�Ã�Û�Ó�î�±�\�Ü�Ô�î�º7€���_���†�º�n�K�r�M��
[Nonegotiate] �[�c�
�Ü�å�¡  �Ã�Û�Ó�î�±�b�¿�¦�©�š�î�©�Ù�å�†/œ�8�r�O�‡�� ASA 5500 �©�Ü�î�¬�b
4:�Â�º�­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�b  RJ-45 �–�å�±�î�Ç�™�–�«�[�c�
�¹�Ç�›�Ý�º�b�œ�î�º�¿�¦�©
�š�î�©�Ù�å0¿���_  Auto-MDI/MDIX �µ+��v�µ�r�€�Z�8�r�M�� Auto-MDI/MDIX �c�
�œ�î�º�¿�¦�©
�š�î�©�Ù�å  �Ç�™�î�¬�[�«�º�Þ�î�º  �£�î�È�Ý�†�è���M�•�\�

Æ4Š�¡�ß�«�œ�î�Â�î�†��/œ�M�•�G�\�[
�¡�ß�«  �£�î�È�Ý�_�|�•�K)F�†�Y0[�_�K�r�M���–�å�±�î�Ç�™�–�«�b  Auto-MDI/MDIX �†�–�¿�î�È�Ý
�_�M�•�_�c�
3ÿ�Ø�\�¹�×�É�Þ�µ�¡�«�b�8�N�€�?�†�œ�î�º�¿�¦�©�š�î�©�Ù�å�_0¿���M�•�²0[�@�6�~�r
�M��3ÿ�Ø�\�¹�×�É�Þ�µ�¡�«�b�g�‰�_�Â&g$×�_�[���Í�†�æ���M�•�\�
�g�‰�b0¿���[�œ�î�º�¿�¦�©�š�î
�©�Ù�å�@�¹�•�­�î�È�Ý�_�I�€�
 Auto-MDI/MDIX �v�¹�•�­�î�È�Ý�_�^�~�r�M��

�Ô�î�»

���b/²�c�
�G�b�µ+��†�Q#Ý�[�A�•�Ô�î�»�†&g�K�S�v�b�[�M��

PPPoE IP Address and Route Settings

[PPPoE IP Address and Route Settings] �²�–�”�ß�¢�[�c�
 PPPoE �K)F�b�”�»�Þ�µ�©�å�¢�>�|�g�º�Û�µ�Ÿ
�å�¢  �œ�É�©�Ù�å�†4E�¥�[�A�r�M��

�Ç�“�–�”�˜�›�î�Ý  �Ô�î�» �­�Ÿ�×�Ü�¸�•  �¥�å�¸�Ÿ�«�º

�Ý�î�¸�µ�» 3ñ4# �©�å�¢�Ý

�Ð�Ý�³

�¥�å�¸�Ÿ�«
�º �©�«�¸�Ò

• • • — —
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�Ý�î�¸�µ�» 3ñ4# �©�å�¢�Ý

�Ð�Ý�³

�¥�å�¸�Ÿ�«
�º �©�«�¸�Ò
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�–�å�±�î�Ç�™�–�«�[�b  PPPoE �b�Q#Ý�b0ò(ý�_�X�8�Z�c�
 ���–�å�±�î�Ç�™�–�«�b0¿���� >&P.5-5>' �†�g!·�K
�Z�C�T�I�8��

�Ç�•�î�Ý�»

• [IP Address] �š�Ü�”>8 IP �”�»�Þ�«�†  PPP �?�}�v�“�M�•�‰�2�r�S�c  IP �”�»�Þ�«�†�æ���M�•�‰�2�†4E
�¥�K�r�M�����b�Ç�•�î�Ý�»�@�6�~�r�M��

– [Obtain IP Address using PPP]>8�­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�†4E�¥�K�Z�–�¿�î�È�Ý�_�K�

PPP �†�Q#Ý�K�Z IP �”�»�Þ�«�†�v�“�K�r�M��

– [Specify an IP Address]>8�­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�c�
 PPPoE �§�î�Â�\�¿�¦�©�š�î�º�M�•
�b�[�c�^�C�
 IP �”�»�Þ�«�\�Ð�«�¡�†�æ���K�Z�”�»�Þ�«�†�·$×�_�m�~�\�Z�r�M��

• [Route Settings] �š�Ü�”>8�Ý�î�º�>�|�g�º�Û�µ�Ÿ�å�¢�b0¿���†/œ�8�r�M�����b�Ç�•�î�Ý�»�@�6�~�r
�M��

– [Obtain default route using PPPoE]>8PPPoE �¡�Û�–�”�å�º�@�r�T�K)F�†&�'g�K�Z�8�^�8���œ�_�

�¹�Ç�›�Ý�º  �Ý�î�º�†0¿���K�r�M���G�b�œ�É�©�Ù�å�†�Q#Ý�M�•���œ�c�
�«�±�¸�•�µ�¡�_��*O�I
�€�S�Ý�î�º�†0¿���_�µ�u�•�G�\�@�[�A�r�O�‡��

[PPPoE learned route metric]>8�”�»�Ñ�½�«�º�Þ�î�¸�•�È  �¹�•�«�±�å�«�†�¤%±�b�Ý�î�º�_�m�~�\
�Z�r�M���w� �^�Í�c�
 1 >|  255 �[�M���G�b�Ç�•�î�Ý�»�†'5$Ñ�b�r�r�_�M�•�\�
�¤%±�b�Ý�î�º�b
�”�»�Ñ�½�«�º�Þ�î�¸�•�È  �¹�•�«�±�å�«�c  1 �_�^�~�r�M��

– [Enable tracking]>8PPPoE �b�¤%±�b�Ý�î�º�b�Ý�î�º  �º�Û�µ�Ÿ�å�¢�†�–�¿�î�È�Ý�_�M�•�_�c�
�G
�b�³�™�µ�¡�Î�µ�¡�«�†�œ�å�_�K�r�M��

>&�@>' �Ý�î�º  �º�Û�µ�Ÿ�å�¢�c�
�©�å�¢�Ý  �Ý�î�¸�µ�»  �Ô�î�»�[�T�E�Q#Ý�[�A�r�M��

– [Primary Track]>8�É�Û�–�Ð�Ü PPPoE �Ý�î�º  �º�Û�µ�Ÿ�å�¢�†0¿���M�•�_�c�
�G�b�œ�É�©�Ù�å�†
4E�¥�K�r�M��

– [Track ID]>8�Ý�î�º  �º�Û�µ�Ÿ�å�¢  �É�ß�­�«�_�Q#Ý�I�€�•�M�–�b1‘�9�Ê���w� �^�Í�c�
 1 >|  500 
�[�M��

– [Track IP Address]>8�º�Û�µ�Ÿ�å�¢�b�P1ß  IP �”�»�Þ�«�†
°�Š�K�r�M��3û�–�
�Ý�î�º�b�¿�¡�«�º  
�Í�µ�É�c�¤�î�º�˜�™�–  IP �”�»�Þ�«�[�M���S�T�K�
�Q�b�–�å�±�î�Ç�™�–�«�b
›�_�¿�µ�º�á�î�¡  
�œ�È�ª�™�¡�º�@�6�€�d/²&g�I�€�r�M��

– [SLA ID]>8SLA �Ô�½�±�Ü�å�¢  �É�ß�­�«�b�M�–�b  ID �[�M���w� �^�Í�c  1 >|  2147483647 �[�M��

– [Monitor Options]>8[Route Monitoring Options] �²�–�”�ß�¢�Î�µ�¡�«�†6ä�C�_�c�
�G�b�Î�±�å
�†�¡�Ü�µ�¡�K�r�M�� [Route Monitoring Options] �²�–�”�ß�¢�Î�µ�¡�«�[�
�º�Û�µ�Ÿ�å�¢�P1ß�œ
�È�ª�™�¡�º�b�Ô�½�±�Ü�å�¢  �É�ß�­�«�b�Ã�Û�Ó�î�±�†0¿���[�A�r�M��

– [Secondary Track]>8�­�•�å�²�Ü  PPPoE �Ý�î�º  �º�Û�µ�Ÿ�å�¢�†0¿���M�•�_�c�
�G�b�œ�É�©�Ù�å
�†4E�¥�K�r�M��

– [Secondary Track ID]>8�Ý�î�º  �º�Û�µ�Ÿ�å�¢  �É�ß�­�«�_�Q#Ý�I�€�•�M�–�b1‘�9�Ê���w� �^�Í
�c�
 1 >|  500 �[�M��
5-20
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C H A P T E R 6

�Ð�Ý�³  �Ô�î�»�b�–�å�±�î�Ç�™�–�«�b0¿��

�G�b'v�[�c�
"@#.�–�î�§�¿�µ�º  �–�å�±�î�Ç�™�–�«�†0¿���K�Z�–�¿�î�È�Ý�_�M�•�‰�2�

Õ6×�–�å�±�î
�Ç�™�–�« �Ì�”�†�8�B�M�•�‰�2�
�>�|�g�©�«�¸�Ò0¿���_�§�È�–�å�±�î�Ç�™�–�«�†3ã�•�M�•�‰�2�_�X�8�Z
1��Â�K�r�M���Ç�“�–�Â�\5¡)z�b�g�‰�b�–�î�§�¿�µ�º  �Ï�î�º�@�6�•���œ>& ASA 5510 �è7F�b�©�Ü�î�¬�b4:
�Â�º�­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�_�š3U�I�€�Z�8�•  4GE SSM �^�]>' �
�G�b'v�[�c�–�å�±�î�Ç�™�–�«  �Ó
�¹�•�”  �±�–�É�b0¿���‰�2�_�X�8�Z1��Â�K�r�M��

�G�b'v�[�c�
�¥�å�¸�Ÿ�«�º�_�m�~�\�Z�}�€�Z�8�•�›�–�å�±�î�Ç�™�–�«>&"@#.�

Õ6×�
�r�S�c�§�È�–�å
�±�î�Ç�™�–�«>'�H�\�_�
�¡�S�
�­�Ÿ�×�Ü�¸�•  �Þ�Ë�Ý�
�>�|�g  IP �”�»�Þ�«>&�Ý�î�¸�µ�»  �Ç�“�–�”�˜�›�î
�Ý �Ô�î�»�b�s>'�b0¿���‰�2�†1��Â�K�r�M��

>&�@>' �©�å�¢�Ý  �¥�å�¸�Ÿ�«�º  �Ô�î�»�[�–�å�±�î�Ç�™�–�«�†0¿���M�•�_�c�
 '¨ 5 'v���–�å�±�î�Ç�™�–�«�b0¿����
�†�g!·�K�Z�C�T�I�8��

�G�b'v�c�
���b8o�[�S�B�I�€�Z�8�r�M��

• ���©�«�¸�Ò0¿���b�–�å�±�î�Ç�™�–�«�b0¿���� >&P.6-1>'

• ���¥�å�¸�Ÿ�«�º�l�b�–�å�±�î�Ç�™�–�«�b�m�~�\�Z�� >&P.6-11>'

• ���›�¥�å�¸�Ÿ�«�º
Æ�[�b�–�å�±�î�Ç�™�–�«  �Ã�Û�Ó�î�±�b0¿���� >&P.6-11>'

�©�«�¸�Ò0¿���b�–�å�±�î�Ç�™�–�«�b0¿��
�Ð�Ý�³  �¥�å�¸�Ÿ�«�º  �Ô�î�»�[�c�
"@#.�–�å�±�î�Ç�™�–�«  �Ã�Û�Ó�î�±�†0¿���K�
�©�«�¸�Ò��/œ�«�Ì�î�«
�_
Õ6×�–�å�±�î�Ç�™�–�«�\�§�È�–�å�±�î�Ç�™�–�«�†3ã�•�K�r�M��

�G�b'v�c�
���b8o�[�S�B�I�€�Z�8�r�M��

• ��"@#.�–�å�±�î�Ç�™�–�«�b0¿���� >&P.6-2>'

• ��
Õ6×�–�å�±�î�Ç�™�–�«�b0¿���� >&P.6-3>'

• �� VLAN �§�È�–�å�±�î�Ç�™�–�«�\  802.1Q �º�Û�å�Ÿ�å�¢�b0¿���� >&P.6-6>'

• �� Interface (System) �b�Ç�•�î�Ý�»�b1��Â�� >&P.6-7>'

>&�@>' �Ç�™�î�Ý�œ�î�Â�î�†�Q#Ý�M�•���œ�
 [[Failover]: [Setup]] �±�È�[�
�S#Ý�b�–�å�±�î�Ç�™�–�«�†�Ç�™�î�Ý
�œ�î�Â�î  �Ü�å�¡�\�K�Z�m�~�\�Z�•�²0[�@�6�~�r�M���r�S�
�œ�É�©�Ù�å�[�«�¸�î�º�Ç�Ý  �Ç�™�î�Ý�œ�î
�Â�î#Ý�b�–�å�±�î�Ç�™�–�«�†�m�~�\�Z�r�M�� >&�Ç�™�î�Ý�œ�î�Â�î�\�«�¸�î�º  �º�Û�Ç�•�µ�¡�_�c� �L�–�å
�±�î�Ç�™�–�«�†�Q#Ý�[�A�r�M�@�
�(�E�•�G�\�†�>�È�u�K�r�M>' ��"@#.�–�å�±�î�Ç�™�–�«�
�§�È�–�å�±�î
6-1
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'¨  6 'v       �Ð�Ý�³  �Ô�î�»�b�–�å�±�î�Ç�™�–�«�b0¿��
  �©�«�¸�Ò0¿���b�–�å�±�î�Ç�™�–�«�b0¿��
�Ç�™�–�«�
�r�S�c
Õ6×�–�å�±�î�Ç�™�–�«�c�
�¥�å�¸�Ÿ�«�º�_�m�~�\�Z�}�€�Z�8�^�E�€�d�
�Ç�™�î�Ý�œ�î
�Â�î�\�«�¸�î�º  �Ü�å�¡�_�Q#Ý�[�A�r�M���§�È�–�å�±�î�Ç�™�–�«�†�Q#Ý�M�•�_�c�
"@#.�–�å�±�î�Ç�™�–
�«�†�¥�å�¸�Ÿ�«�º�_�m�~�\�Z�^�8�[�C�T�I�8��

"@#.�–�å�±�î�Ç�™�–�«�b0¿��

�G�b8o�[�c�
"@#.�–�å�±�î�Ç�™�–�«0¿���Í�†0¿���M�•�‰�2�_�X�8�Z1��Â�K�r�M�����b8o% �†�v�~�V�F�r
�M��

• ��"@#.�–�å�±�î�Ç�™�–�«�b�+0[�� >&P.6-2>'

• ��"@#.�–�å�±�î�Ç�™�–�«�b0¿���>�|�g�–�¿�î�È�Ý�ì�� >&P.6-3>'

"@#.�–�å�±�î�Ç�™�–�«�b�+0[

�G�b8o�[�c�
"@#.�–�å�±�î�Ç�™�–�«�_�X�8�Z1��Â�K�r�M�����b8o% �†�v�~�V�F�r�M��

• ��"@#.�–�å�±�î�Ç�™�–�«�b�¹�Ç�›�Ý�º�b"g�Â�� >&P.6-2>'

• ���¥�¿�¡�±  �±�–�É�� >&P.6-2>'

• �� Auto-MDI/MDIX �µ+��� >&P.6-2>'

"@#.�–�å�±�î�Ç�™�–�«�b�¹�Ç�›�Ý�º�b"g�Â

"@#.�–�å�±�î�Ç�™�–�«�c�
�¹�Ç�›�Ý�º�[�c�M�m�Z�©�Õ�µ�º�²�˜�å�I�€�r�M���º�Û�Ç�•�µ�¡�@"@#.�–�å
�±�î�Ç�™�–�«>&�""‚�?
Õ6×�–�å�±�î�Ç�™�–�«  �Ì�”�b�M4Š>'�r�S�c�§�È�–�å�±�î�Ç�™�–�«�†3û4#�[�A�•
�|�:�_�M�•�_�c�
"@#.�–�å�±�î�Ç�™�–�«�†�¦�S�_�–�¿�î�È�Ý�_�K�Z�>�C�²0[�@�6�~�r�M���Ð�Ý�³  �¥�å
�¸�Ÿ�«�º  �Ô�î�»�b���œ�
�–�å�±�î�Ç�™�–�«>&"@#.�

Õ6×�
�r�S�c�§�È�–�å�±�î�Ç�™�–�«>'�†�¥�å�¸�Ÿ
�«�º�_�m�~�\�Z�•�\�
�–�å�±�î�Ç�™�–�«�c�¹�Ç�›�Ý�º�[�c�Q�b�¥�å�¸�Ÿ�«�º
Æ�[�–�¿�î�È�Ý�_�^�~�r
�M���S�T�K�
�º�Û�Ç�•�µ�¡�@�¥�å�¸�Ÿ�«�º  �–�å�±�î�Ç�™�–�«�†3û4#�M�•�S�u�_�c�
�r�N�G�b�m8p�_
�‘�W�Z"@#.�–�å�±�î�Ç�™�–�«�†�©�«�¸�Ò  �¥�å�Ç�•� �×�Þ�î�©�Ù�å�[�–�¿�î�È�Ý�_�M�•�²0[�@�6�~�r�M��

�¹�Ç�›�Ý�º�[�c�
5¡)z>& RJ-45>'�–�å�±�î�Ç�™�–�«�b3ÿ�Ø�\�§5�3û�™�c�
�œ�î�º�¿�¦�©�š�î�©�Ù�å�_0¿
���I�€�r�M��

�¥�¿�¡�±  �±�–�É

ASA 5550 4:�Â�º�­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�\�
 ASA 5510 �è7F�b4:�Â�º�­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”
�å�«�b  4GE SSM �_�c�
5¡)z  RJ-45 �\�Ç�“�–�Â  SFP �b  2 �X�b�¥�¿�¡�±  �±�–�É�@�6�~�r�M�� RJ-45 �@�¹
�Ç�›�Ý�º�[�M��

�Ç�“�–�Â  SFP �¥�¿�¡�±�†�Q#Ý�M�•�_�c�
�Ó�¹�•�”  �±�–�É�†  SFP �_0¿���M�•�²0[�@�6�~�r�M���Ç�“�–�Â  
�–�å�±�î�Ç�™�–�«�[�c�
3ÿ�Ø�c�[���[�6�~�
�§5�3û�™�c�§�Ï�î�º�I�€�Z�8�r�O�‡�@�
�–�å�±�î�Ç�™�–�«
�†�Ü�å�¡  �Ã�Û�Ó�î�±  �¿�¦�©�š�î�©�Ù�å�6�~>&�¹�Ç�›�Ý�º>'�r�S�c�¿�¦�©�š�î�©�Ù�å�^�K�_0¿���M�•�G
�\�@�[�A�r�M��

Auto-MDI/MDIX �µ+�

ASA 5500 �©�Ü�î�¬4:�Â�º�­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�b  RJ-45 �–�å�±�î�Ç�™�–�«�[�c�
�¹�Ç�›�Ý�º
�b�œ�î�º�¿�¦�©�š�î�©�Ù�å0¿���_  Auto-MDI/MDIX �µ+��v�µ�r�€�Z�8�r�M�� Auto-MDI/MDIX �c�

�œ�î�º�¿�¦�©�š�î�©�Ù�å  �Ç�™�î�¬�[�«�º�Þ�î�º  �£�î�È�Ý�†�è���M�•�\�

Æ4Š�¡�ß�«�œ�î�Â�î�†��/œ�M
�•�G�\�[�¡�ß�«  �£�î�È�Ý�_�|�•�K)F�†�Y0[�_�K�r�M���–�å�±�î�Ç�™�–�«�b  Auto-MDI/MDIX �†�–�¿�î
6-2
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'¨  6 'v       �Ð�Ý�³  �Ô�î�»�b�–�å�±�î�Ç�™�–�«�b0¿��
  �©�«�¸�Ò0¿���b�–�å�±�î�Ç�™�–�«�b0¿��
�È�Ý�_�M�•�_�c�
3ÿ�Ø�\�¹�×�É�Þ�µ�¡�«�b�8�N�€�?�†�œ�î�º�¿�¦�©�š�î�©�Ù�å�_0¿���M�•�²0[�@�6�~�r
�M��3ÿ�Ø�\�¹�×�É�Þ�µ�¡�«�b�g�‰�_�Â&g$×�_�[���Í�†�æ���M�•�\�
�g�‰�b0¿���[�œ�î�º�¿�¦�©�š�î�©�Ù
�å�@�¹�•�­�î�È�Ý�_�I�€�
 Auto-MDI/MDIX �v�¹�•�­�î�È�Ý�_�^�~�r�M��

"@#.�–�å�±�î�Ç�™�–�«�b0¿���>�|�g�–�¿�î�È�Ý�ì

"@#.�–�å�±�î�Ç�™�–�«�†0¿���K�Z�–�¿�î�È�Ý�_�M�•�_�c�
���b�m8p�†��/œ�K�r�M��

�«�¸�µ�É 1 [Configuration] > [Device List] �Ì�–�å�[�
 �”�¡�¸�•�È�^�¹�Â�–�«�b  IP �”�»�Þ�«�b�W�_�6�•  [System] �†
�²�È�Ý�¡�Ü�µ�¡�K�r�M��

�«�¸�µ�É 2 [Context Management] > [Interfaces] �Ì�–�å�[�
0¿���M�•"@#.�–�å�±�î�Ç�™�–�«�†�¡�Ü�µ�¡�K�
 [Edit] 
�†�¡�Ü�µ�¡�K�r�M��

�«�¸�µ�É 3 �–�å�±�î�Ç�™�–�«�†�–�¿�î�È�Ý�_�M�•�_�c�
 [Enable Interface] �³�™�µ�¡�Î�µ�¡�«�†�œ�å�_�K�r�M��

�«�¸�µ�É 4 1��Â�†3ã�•�M�•�_�c�
 [Description] �Ç�•�î�Ý�»�_�¸�Ÿ�«�º�†
°�Š�K�r�M��

�«�¸�µ�É 5 >&�õ�–>'�Ó�¹�•�”  �±�–�É�
�¹�×�É�Þ�µ�¡�«�
�>�|�g3ÿ�Ø�†0¿���M�•�_�c�
 [Configure Hardware 
Properties] �Î�±�å�†�¡�Ü�µ�¡�K�r�M��

a. ASA 5550 4:�Â�º�­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�r�S�c  4GE SSM �†�Q#Ý�K�Z�8�•���œ�c�
 [Media 
Type] �»�ß�µ�É�²�˜�å  �Ü�«�º�?�}  [RJ-45] �r�S�c  [SFP] �†4E�¥�[�A�r�M��

RJ-45 �@�¹�Ç�›�Ý�º�[�M��

b. RJ-45 �–�å�±�î�Ç�™�–�«�_�§5�3û�™�†0¿���M�•�_�c�
 [Duplex] �»�ß�µ�É�²�˜�å  �Ü�«�º�?�}�–�å
�±�î�Ç�™�–�«  �±�–�É�_�Â�L�Z  [Full] �
 [Half] �
�r�S�c  [Auto] �†4E�¥�K�r�M��

c. 3ÿ�Ø�†0¿���M�•�_�c�
 [Speed] �»�ß�µ�É�²�˜�å  �Ü�«�º�?�}�Í�†4E�¥�K�r�M��

�Q#Ý�[�A�•3ÿ�Ø�c�
�–�å�±�î�Ç�™�–�«  �±�–�É�_�|�W�Z$��^�~�r�M���–�_  1000 Mbps �[�6�•  SFP �–
�å�±�î�Ç�™�–�«�[�c�
3ÿ�Ø�†  [Negotiate] �r�S�c  [Nonegotiate] �_0¿���[�A�r�M�� [Negotiate]>&�¹
�Ç�›�Ý�º>'�[�c�Ü�å�¡  �¿�¦�©�š�î�©�Ù�å�†�–�¿�î�È�Ý�_�K�Z�
�Ç�ß�î�D�š�Ã�Û�Ó�î�±�\�Ü�Ô�î�º
7€���_���†�º�n�K�r�M�� [Nonegotiate] �[�c�
�Ü�å�¡  �Ã�Û�Ó�î�±�b�¿�¦�©�š�î�©�Ù�å�†/œ�8�r�O�‡��
ASA 5500 �©�Ü�î�¬�b4:�Â�º�­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�b  RJ-45 �–�å�±�î�Ç�™�–�«�[�c�
 �¹�Ç�›
�Ý�º�b�œ�î�º�¿�¦�©�š�î�©�Ù�å0¿���_  Auto-MDI/MDIX �µ+��v�µ�r�€�Z�8�r�M��
Auto-MDI/MDIX �c�
�œ�î�º�¿�¦�©�š�î�©�Ù�å  �Ç�™�î�¬�[�«�º�Þ�î�º  �£�î�È�Ý�†�è���M�•�\�

Æ
4Š�¡�ß�«�œ�î�Â�î�†��/œ�M�•�G�\�[�¡�ß�«  �£�î�È�Ý�_�|�•�K)F�†�Y0[�_�K�r�M���–�å�±�î�Ç�™�–
�«�b  Auto-MDI/MDIX �†�–�¿�î�È�Ý�_�M�•�_�c�
3ÿ�Ø�\�¹�×�É�Þ�µ�¡�«�b�8�N�€�?�†�œ�î�º�¿�¦
�©�š�î�©�Ù�å�_0¿���M�•�²0[�@�6�~�r�M��3ÿ�Ø�\�¹�×�É�Þ�µ�¡�«�b�g�‰�_�Â&g$×�_�[���Í�†�æ���M
�•�\�
�g�‰�b0¿���[�œ�î�º�¿�¦�©�š�î�©�Ù�å�@�¹�•�­�î�È�Ý�_�I�€�
 Auto-MDI/MDIX �v�¹�•
�­�î�È�Ý�_�^�~�r�M��

d. [OK]  �†�¡�Ü�µ�¡�K�Z  [Hardware Properties] �b�š�f�†�w�E
°�€�r�M��

�«�¸�µ�É 6 [OK]  �†�¡�Ü�µ�¡�K�Z  [Interface] �b�š�f�†�w�E
°�€�r�M��


Õ6×�–�å�±�î�Ç�™�–�«�b0¿��

1=#.
Õ6×�–�å�±�î�Ç�™�–�«�c�
�”�¡�¸�•�È�\�«�±�å�Â�–�b"@#.�–�å�±�î�Ç�™�–�«�?�}�^�•�Ì�”�[�M���”
�¡�¸�•�È  �–�å�±�î�Ç�™�–�«�[7€���@$Î#Õ�M�•�\�
�«�±�å�Â�–  �–�å�±�î�Ç�™�–�«�@�”�¡�¸�•�È�_�^�W�Z�

�º�Û�Ç�•�µ�¡�†3û4#�I�O���u�r�M��
Õ6×�–�å�±�î�Ç�™�–�«�†0¿���K�Z�­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�b
�™8—�ö�†9×�u�•�G�\�@�[�A�r�M���G�b�µ+��c�
�¹�Â�–�«�Þ�Ë�Ý�b�Ç�™�î�Ý�œ�î�Â�î�\�c�9�¶�b�v�b�[�M
�@�
�²0[�^���œ�c�Ç�™�î�Ý�œ�î�Â�î�\�\�v�_
Õ6×�–�å�±�î�Ç�™�–�«�v0¿���[�A�r�M���q�±  8 �¶�b
Õ6×�–
�å�±�î�Ç�™�–�«  �Ì�”�†0¿���[�A�r�M��
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'¨  6 'v       �Ð�Ý�³  �Ô�î�»�b�–�å�±�î�Ç�™�–�«�b0¿��
  �©�«�¸�Ò0¿���b�–�å�±�î�Ç�™�–�«�b0¿��
�Q�b�‹�b�M�m�Z�b�­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«  �¥�å�Ç�•� �×�Þ�î�©�Ù�å�c�
�Ó�å�Â"@#.�–�å�±�î�Ç�™
�–�«�[�c�^�C1=#.
Õ6×�–�å�±�î�Ç�™�–�«�†�g!·�K�r�M��

�G�b8o�[�c�

Õ6×�–�å�±�î�Ç�™�–�«�†0¿���M�•�‰�2�_�X�8�Z1��Â�K�r�M�����b8o% �†�v�~�V�F�r�M��

• ��
Õ6×�–�å�±�î�Ç�™�–�«�b�+0[�� >&P.6-4>'

• ��
Õ6×�–�å�±�î�Ç�™�–�«�b3ã�•�� >&P.6-5>'


Õ6×�–�å�±�î�Ç�™�–�«�b�+0[

�G�b8o�[�c�

Õ6×�–�å�±�î�Ç�™�–�«�b�+0[�†1��Â�K�r�M�����b8o% �†�v�~�V�F�r�M��

• ��
Õ6×�–�å�±�î�Ç�™�–�«�b�¹�Ç�›�Ý�º�b"g�Â�� >&P.6-4>'

• ��
Õ6×�–�å�±�î�Ç�™�–�«�\�Ç�™�î�Ý�œ�î�Â�î�b�ž�–�»�Û�–�å�� >&P.6-4>'

• ��
Õ6×�–�å�±�î�Ç�™�–�«�b  MAC �”�»�Þ�«�� >&P.6-4>'

• ��
Õ6×�–�å�±�î�Ç�™�–�«�[�Q#Ý�M�•���œ�b"@#.�–�å�±�î�Ç�™�–�«�b�ž�–�»�Û�–�å�� >&P.6-5>'


Õ6×�–�å�±�î�Ç�™�–�«�b�¹�Ç�›�Ý�º�b"g�Â

3ã�•�I�€�S
Õ6×�–�å�±�î�Ç�™�–�«�c�
�¹�Ç�›�Ý�º�[�–�¿�î�È�Ý�_�^�W�Z�8�r�M���S�T�K�
�º�Û�Ç�•�µ�¡
�†3û4#�I�O�•�_�c�
�Ó�å�Â�î  �–�å�±�î�Ç�™�–�«�v�–�¿�î�È�Ý�_�M�•�²0[�@�6�~�r�M��


Õ6×�–�å�±�î�Ç�™�–�«�\�Ç�™�î�Ý�œ�î�Â�î�b�ž�–�»�Û�–�å

�Ó�å�Â�î  �–�å�±�î�Ç�™�–�«�†3ã�•�M�•���œ�c���b�ž�–�»�Û�–�å�_�‘�8�r�M��

• �Ç�™�î�Ý�œ�î�Â�î�r�S�c�«�¸�î�º  �Ü�å�¡#Ý�_
Õ6×�–�å�±�î�Ç�™�–�«�†�Q#Ý�M�•���œ�c�
�É�Û�–�Ð
�Ü �Ø�½�µ�º�_�•�<�Z�­�•�å�²�Ü  �Ø�½�µ�º�V�b�ö�•$×�^�¥�å�Ç�•� �×�Þ�î�©�Ù�å�b�M4Š�\�K�Z
Õ6×
�–�å�±�î�Ç�™�–�«�†0¿���M�•�²0[�@�6�~�r�M��

• �Ç�™�î�Ý�œ�î�Â�î�r�S�c�«�¸�î�º  �Ü�å�¡#Ý�_
Õ6×�–�å�±�î�Ç�™�–�«�†�Q#Ý�M�•���œ�c�
 2 �X�b�Ø
�½�µ�º6ë�_�«�–�µ�³�r�S�c�Á�È�†4Ä*(�M�•�²0[�@�6�~�r�M���g�Ø�½�µ�º�c%$�K�K)F�[�A�r�O�‡���«
�–�µ�³�x�Á�È�@�^�C�Z�v�
�É�Û�–�Ð�Ü  �Ø�½�µ�º�V�b�”�¡�¸�•�È  �Ï�î�º�†�­�•�å�²�Ü  �Ø�½�µ�º�V�b
�«�±�å�Â�–  �Ï�î�º�_%$�K�K)F�[�A�•���œ�v�6�~�r�M��

• �Ç�™�î�Ý�œ�î�Â�î�@$Î#Õ�K�Z�8�•�?�]�:�?
Õ6×�–�å�±�î�Ç�™�–�«�†�Ô�½�±�[�A�r�M���²�N1=#.
Õ6×
�–�å�±�î�Ç�™�–�«�¡�†�g!·�K�Z�C�T�I�8��

• �”�¡�¸�•�È  �–�å�±�î�Ç�™�–�«�@�«�±�å�Â�–  �–�å�±�î�Ç�™�–�«�_�Ç�™�î�Ý�œ�î�Â�î�K�S���œ�
�¹�Â
�–�«�Þ�Ë�Ý�b�Ç�™�î�Ý�œ�î�Â�î�†�Ô�½�±�K�Z�8�•�\�A�_�c�

Õ6×�–�å�±�î�Ç�™�–�«�[7€���@$Î#Õ�K
�Z�8�•�|�:�_0b�<�r�O�‡��
Õ6×�–�å�±�î�Ç�™�–�«�[7€���@$Î#Õ�K�Z�8�•�|�:�_0b�<�•�b�c�
�g�‰�b
"@#.�–�å�±�î�Ç�™�–�«�[7€���@$Î#Õ�K�S�\�A�T�E�[�M��


Õ6×�–�å�±�î�Ç�™�–�«�b  MAC �”�»�Þ�«


Õ6×�–�å�±�î�Ç�™�–�«�c�
�q�6�_3ã�•�I�€�S"@#.�–�å�±�î�Ç�™�–�«�b  MAC �”�»�Þ�«�†�Q#Ý�K�r�M���¥
�å�Ç�•� �×�Þ�î�©�Ù�å�[�Ó�å�Â  �–�å�±�î�Ç�™�–�«�b8p�Î�†�š�f�M�•�\�
 MAC �”�»�Þ�«�c�
�Ü�«�º�b�q
�6�_�^�W�S�–�å�±�î�Ç�™�–�«�b  MAC �”�»�Þ�«�\�M+´�M�•�|�:�_�š�f�I�€�r�M���r�S�c�

Õ6×�–�å�±�î
�Ç�™�–�«�_  MAC �”�»�Þ�«�†�m�~�\�Z�•�G�\�@�[�A�r�M�� �G�€�c�Ó�å�Â  �–�å�±�î�Ç�™�–�«�b  MAC �”�»
�Þ�«�_6õ�€�^�C�Q#Ý�I�€�r�M>& ���–�å�±�î�Ç�™�–�«  �Ã�Û�Ó�î�±�b0¿���� >&P.6-12>' �r�S�c  ���­�Ÿ�×�Ü
�¸�•  �¥�å�¸�Ÿ�«�º�b0¿���� >&P.9-20>' �†�g!·>' ���”�¡�¸�•�È  �–�å�±�î�Ç�™�–�«�@�«�±�å�Â�–  �–�å�±�î
�Ç�™�–�«�_�Ç�™�î�Ý�œ�î�Â�î�M�•�\�
�º�Û�Ç�•�µ�¡�@�p�•�K�^�8�|�:�_� �L  MAC �”�»�Þ�«�@)T�â�I�€
�r�M��
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'¨  6 'v       �Ð�Ý�³  �Ô�î�»�b�–�å�±�î�Ç�™�–�«�b0¿��
  �©�«�¸�Ò0¿���b�–�å�±�î�Ç�™�–�«�b0¿��

Õ6×�–�å�±�î�Ç�™�–�«�[�Q#Ý�M�•���œ�b"@#.�–�å�±�î�Ç�™�–�«�b�ž�–�»�Û�–�å

�Ó�å�Â�î  �–�å�±�î�Ç�™�–�«�†3ã�•�M�•���œ�c���b�ž�–�»�Û�–�å�_�‘�8�r�M��

• �g�‰�b�Ó�å�Â  �–�å�±�î�Ç�™�–�«�@� �L"@#.�±�–�É�[�6�•�²0[�@�6�~�r�M���S�\�<�d�
�g�‰�\�v
�–�î�§�¿�µ�º�_�M�•�²0[�@�6�~�r�M��

• "@#.�–�å�±�î�Ç�™�–�«�†
Õ6×�–�å�±�î�Ç�™�–�«�_3ã�•�M�•�\�
�¡�S�
 IP �”�»�Þ�«�
�>�|�g�­�Ÿ�×
�Ü�¸�•  �Þ�Ë�Ý�c�P7V�I�€�r�M��

�@�– �¥�å�Ç�•� �×�Þ�î�©�Ù�å
Æ�["@#.�–�å�±�î�Ç�™�–�«�†�M�[�_�Q#Ý�K�Z�8�•���œ�
�¡�S�†�P7V�M�•�\�

�G�b�–�å�±�î�Ç�™�–�«�†�g!·�K�Z�8�•�M�m�Z�b�¥�å�Ç�•� �×�Þ�î�©�Ù�å�@�˜�d�I�€�r�M��

• �”�¡�¸�•�È  �–�å�±�î�Ç�™�–�«�†�©�Õ�µ�º�²�˜�å�M�•�\�
�«�±�å�Â�–  �–�å�±�î�Ç�™�–�«�@�”�¡�¸�•
�È�_�^�~�r�M��


Õ6×�–�å�±�î�Ç�™�–�«�b3ã�•

�q�±  8 �¶�b
Õ6×�–�å�±�î�Ç�™�–�«  �Ì�”�†0¿���[�A�r�M��
Õ6×�–�å�±�î�Ç�™�–�«�†0¿���M�•�_�c�
���b
�m8p�†��/œ�K�r�M��

�«�¸�µ�É 1 �r�T�©�«�¸�Ò  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ô�î�»�_
°�W�Z�8�^�8���œ�
 [Configuration] > [Device List] �Ì
�–�å�[�
�”�¡�¸�•�È�^�¹�Â�–�«�b  IP �”�»�Þ�«�b�W�_�6�•  [System] �†�²�È�Ý�¡�Ü�µ�¡�K�r�M��

�«�¸�µ�É 2 [Context Management] > [Interfaces] �Ì�–�å�[�
 [Add] > [Redundant Interface] �†�¡�Ü�µ�¡�K�r�M��

�«�¸�µ�É 3 [Redundant ID] �Ç�•�î�Ý�»�[�
 1 >|  8 �b�Z�X�†
°�Š�K�r�M��

�«�¸�µ�É 4 [Primary Interface] �»�ß�µ�É�²�˜�å  �Ü�«�º�?�}�
�É�Û�–�Ð�Ü�_�M�•"@#.�–�å�±�î�Ç�™�–�«�†4E�¥�K�r
�M��

�§�È�–�å�±�î�Ç�™�–�«�†�â�S�N�
�r�T�¥�å�¸�Ÿ�«�º�_�m�~�\�Z�}�€�Z�8�^�8�–�å�±�î�Ç�™�–�«�†�²�N4E
�¥�K�Z�C�T�I�8��

�«�¸�µ�É 5 [Secondary Interface] �»�ß�µ�É�²�˜�å  �Ü�«�º�?�}�
�­�•�å�²�Ü�_�M�•"@#.�–�å�±�î�Ç�™�–�«�†4E�¥�K�r
�M��

�«�¸�µ�É 6 �–�å�±�î�Ç�™�–�«�@�r�T�–�¿�î�È�Ý�[�^�8���œ�c�
 [Enable interface] �†�œ�å�_�K�r�M��

�–�å�±�î�Ç�™�–�«�c�¹�Ç�›�Ý�º�[�–�¿�î�È�Ý�_�^�W�Z�8�r�M���¹�•�­�î�È�Ý�_�M�•�_�c�
�G�b�Î�µ�¡�«
�†�œ�Ç�_�K�r�M��

�«�¸�µ�É 7 1��Â�†3ã�•�M�•�_�c�
 [Description] �Ç�•�î�Ý�»�_�¸�Ÿ�«�º�†
°�Š�K�r�M��

1��Â�c  240 �e�Ð�è
Æ�[
°�Š�[�A�r�M���5/œ�†
°�€�N�_  1 /œ�[
°�Š�K�r�M���Ð�Ý�³  �¥�å�¸�Ÿ�«�º  �Ô�î�»
�b���œ�
�©�«�¸�Ò�b1��Â�\�¥�å�¸�Ÿ�«�º�b1��Â�_6õ�€�c�6�~�r�O�‡���Ç�™�î�Ý�œ�î�Â�î�r�S�c�«�¸�î�º  
�Ü�å�¡�b���œ�
1��Â�c�
 �� LAN Failover Interface���
�� STATE Failover Interface���
�� LAN/STATE 
Failover Interface���^�]�b�[���b�Í�_�^�~�r�M���G�b1��Â�c)…7Ÿ�[�A�r�O�‡���G�b�–�å�±�î�Ç�™�–�«�†
�Ç�™�î�Ý�œ�î�Â�î�r�S�c�«�¸�î�º  �Ü�å�¡�_�K�S���œ�
�G�G�[
°�Š�K�S�M�m�Z�b1��Â�@�
�G�b�[���b1�
�Â�[�V�i�A�I�€�r�M��

�«�¸�µ�É 8 [OK]  �†�¡�Ü�µ�¡�K�r�M��
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'¨  6 'v       �Ð�Ý�³  �Ô�î�»�b�–�å�±�î�Ç�™�–�«�b0¿��
  �©�«�¸�Ò0¿���b�–�å�±�î�Ç�™�–�«�b0¿��
VLAN �§�È�–�å�±�î�Ç�™�–�«�\  802.1Q �º�Û�å�Ÿ�å�¢�b0¿��

�G�b8o�[�c�
�§�È�–�å�±�î�Ç�™�–�«�†0¿���M�•�‰�2�_�X�8�Z1��Â�K�r�M�����b8o% �†�v�~�V�F�r�M��

• ���§�È�–�å�±�î�Ç�™�–�«�b�+0[�� >&P.6-6>'

• ���§�È�–�å�±�î�Ç�™�–�«�b3ã�•�� >&P.6-6>'

�§�È�–�å�±�î�Ç�™�–�«�b�+0[

�§�È�–�å�±�î�Ç�™�–�«�†�Q#Ý�M�•�\�
 1 �X�b"@#.�–�å�±�î�Ç�™�–�«�r�S�c
Õ6×�–�å�±�î�Ç�™�–�«�†�
$�
�^�•  VLAN ID �[�±�¢�Ü�E�I�€�S0
�X�b1=#.�–�å�±�î�Ç�™�–�«�_�(�m�[�A�r�M�� VLAN �§�È�–�å�±�î
�Ç�™�–�«�@ 1 �X�è�V�6�•�–�å�±�î�Ç�™�–�«�c�
+¬�·$×�_  802.1Q �º�Û�å�¡�\�K�Z0¿���I�€�r�M�� VLAN 
�[�c�
�d���b"@#.�–�å�±�î�Ç�™�–�«�V�[�º�Û�Ç�•�µ�¡�†�(7³�K�Z�>�C�G�\�@�[�A�•�S�u�
"@#.�–�å�±�î
�Ç�™�–�«�r�S�c�­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�†3ã�•�K�^�C�Z�v�
�¿�µ�º�á�î�¡�V�[�Q#Ý�[�A�•�–�å
�±�î�Ç�™�–�«�b�X�†�Q�x�M�G�\�@�[�A�r�M���G�b�µ+��c�
�›�¥�å�¸�Ÿ�«�º�_�[�w�b�–�å�±�î�Ç�™�–�«�†
�m�~�\�Z�•�G�\�@�[�A�•�b�[�
�Ð�Ý�³  �¥�å�¸�Ÿ�«�º  �Ô�î�»�["I�_�}�<�[�M��

�G�b8o�[�c�
���b�º�Æ�µ�¡�_�X�8�Z�v�~�V�F�r�M��

• ���§�È�–�å�±�î�Ç�™�–�«�b�¹�Ç�›�Ý�º�b"g�Â�� >&P.6-6>'

• ���q�±�§�È�–�å�±�î�Ç�™�–�«�X�� >&P.6-6>'

�§�È�–�å�±�î�Ç�™�–�«�b�¹�Ç�›�Ý�º�b"g�Â

3ã�•�I�€�S�§�È�–�å�±�î�Ç�™�–�«�c�
�¹�Ç�›�Ý�º�[�–�¿�î�È�Ý�_�^�W�Z�8�r�M���S�T�K�
�º�Û�Ç�•�µ�¡
�†3û4#�I�O�•�S�u�_�c"@#.�–�å�±�î�Ç�™�–�«�r�S�c
Õ6×�–�å�±�î�Ç�™�–�«�v�–�¿�î�È�Ý�_�M�•�²0[�@�6
�~�r�M>&"@#.�–�å�±�î�Ç�™�–�«�b�–�¿�î�È�Ý�ì�_�X�8�Z�c�
 ��"@#.�–�å�±�î�Ç�™�–�«�b0¿���� >&P.6-2>'
�†�g!·�K�Z�C�T�I�8��
Õ6×�–�å�±�î�Ç�™�–�«�b�–�¿�î�È�Ý�ì�_�X�8�Z�c�
 ��
Õ6×�–�å�±�î�Ç�™�–�«�b0¿
���� >&P.6-3>' �†�g!·�K�Z�C�T�I�8>' ��

�q�±�§�È�–�å�±�î�Ç�™�–�«�X

�É�Û�µ�º�Ç�›�î�Ò�_0Á���I�€�•�§�È�–�å�±�î�Ç�™�–�«�b�X�†�ô���M�•�_�c�
 �Ü6�  A���µ+��b�Û�–�­�å�«
�\�Ù�]�� �†�g!·�K�Z�C�T�I�8��

�§�È�–�å�±�î�Ç�™�–�«�b3ã�•

�§�È�–�å�±�î�Ç�™�–�«�†3ã�•�K�Z�
�Q�b�§�È�–�å�±�î�Ç�™�–�«�_  VLAN �†�m�~�\�Z�•�_�c�
���b�m8p
�†��/œ�K�r�M��

�«�¸�µ�É 1 �r�T�©�«�¸�Ò  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ô�î�»�_
°�W�Z�8�^�8���œ�
 [Configuration] > [Device List] �Ì
�–�å�[�
�”�¡�¸�•�È�^�¹�Â�–�«�b  IP �”�»�Þ�«�b�W�_�6�•  [System] �†�²�È�Ý�¡�Ü�µ�¡�K�r�M��

�«�¸�µ�É 2 [Context Management] > [Interfaces] �Ì�–�å�[�
 [Add] > [Interface] �†�¡�Ü�µ�¡�K�r�M��

�«�¸�µ�É 3 [Hardware Port] �»�ß�µ�É�²�˜�å  �Ü�«�º�?�}�
�§�È�–�å�±�î�Ç�™�–�«�†3ã�•�M�•"@#.�–�å�±�î�Ç�™�–�«
�†4E�¥�K�r�M��

�«�¸�µ�É 4 �–�å�±�î�Ç�™�–�«�@�r�T�–�¿�î�È�Ý�[�^�8���œ�c�
 [Enable interface] �†�œ�å�_�K�r�M��

�–�å�±�î�Ç�™�–�«�c�¹�Ç�›�Ý�º�[�–�¿�î�È�Ý�_�^�W�Z�8�r�M���¹�•�­�î�È�Ý�_�M�•�_�c�
�G�b�Î�µ�¡�«
�†�œ�Ç�_�K�r�M��

�«�¸�µ�É 5 [VLAN ID] �Ç�•�î�Ý�»�_�
 1 >|  4095 �b  VLAN ID �†
°�Š�K�r�M��
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'¨  6 'v       �Ð�Ý�³  �Ô�î�»�b�–�å�±�î�Ç�™�–�«�b0¿��
  �©�«�¸�Ò0¿���b�–�å�±�î�Ç�™�–�«�b0¿��
�M4Š�b VLAN ID �c�K)F�«�–�µ�³#Ý�_�£(Ù�I�€�Z�8�•���œ�@�6�~�r�M��0ò(ý  �_�X�8�Z�c�
�«�–�µ�³�b�Ð
�½�×�”�Ý�†&�1��K�Z�C�T�I�8���Ð�Ý�³  �¥�å�¸�Ÿ�«�º  �Ô�î�»�b���œ�
 VLAN �c�©�«�¸�Ò0¿���[�K�?0¿��
�[�A�r�O�‡��

�«�¸�µ�É 6 [Subinterface ID] �Ç�•�î�Ý�»�_�
�§�È�–�å�±�î�Ç�™�–�«  ID �†  1 >|  4294967293 �b�Z�X�[
°�Š�K�r�M��

0Á�•�I�€�•�§�È�–�å�±�î�Ç�™�–�«�b$��•�c�
�É�Û�µ�º�Ç�›�î�Ò�_�|�W�Z$��^�~�r�M��0¿���‹�c  ID �†�š
�f�[�A�r�O�‡��

�«�¸�µ�É 7 >&�õ�–>' [Description] �Ç�•�î�Ý�»�_�
�G�b�–�å�±�î�Ç�™�–�«�b1��Â�†
°�Š�K�r�M��

1��Â�c  240 �e�Ð�è
Æ�[
°�Š�[�A�r�M���5/œ�†
°�€�N�_  1 /œ�[
°�Š�K�r�M���Ð�Ý�³  �¥�å�¸�Ÿ�«�º  �Ô�î�»
�b���œ�
�©�«�¸�Ò�b1��Â�\�¥�å�¸�Ÿ�«�º�b1��Â�_6õ�€�c�6�~�r�O�‡���Ç�™�î�Ý�œ�î�Â�î�r�S�c�«�¸�î�º  
�Ü�å�¡�b���œ�
1��Â�c�
 �� LAN Failover Interface���
�� STATE Failover Interface���
�� LAN/STATE 
Failover Interface���^�]�b�[���b�Í�_�^�~�r�M���G�b1��Â�c)…7Ÿ�[�A�r�O�‡���G�b�–�å�±�î�Ç�™�–�«�†
�Ç�™�î�Ý�œ�î�Â�î�r�S�c�«�¸�î�º  �Ü�å�¡�_�K�S���œ�
�G�G�[
°�Š�K�S�M�m�Z�b1��Â�@�
�G�b�[���b1�
�Â�[�V�i�A�I�€�r�M��

�«�¸�µ�É 8 [OK]  �†�¡�Ü�µ�¡�K�r�M��

Interface (System) �b�Ç�•�î�Ý�»�b1��Â

�G�b8o�[�c�
���b�º�Æ�µ�¡�_�X�8�Z�v�~�V�F�r�M��

• �� Interfaces (System)��>&P.6-7>'

• �� Add/Edit Interface (System)��>&P.6-8>'

• �� Add/Edit Redundant Interface (System)��>&P.6-9>'

• �� Hardware Properties (System)��>&P.6-10>'

Interfaces (System)

�Ç�•�î�Ý�»

• [Interface]>8�–�å�±�î�Ç�™�–�«  ID �†/²&g�K�r�M���M�m�Z�b"@#.�–�å�±�î�Ç�™�–�«�@+¬�·$×�_/²&g
�I�€�r�M���§�È�–�å�±�î�Ç�™�–�«�c�
�–�å�±�î�Ç�™�–�«  ID �\�Q�€�_)F�C  .n �[&g�I�€�r�M�� n �c�§
�È�–�å�±�î�Ç�™�–�«$��•�[�M��

• [Enabled]>8�–�å�±�î�Ç�™�–�«�@�–�¿�î�È�Ý�[�6�•�?�]�:�?>& [Yes] �r�S�c  [No]>'�†&g�K�r�M��

"@#.�–�å�±�î�Ç�™�–�«�c�
�¹�Ç�›�Ý�º�[�c�M�m�Z�©�Õ�µ�º�²�˜�å�I�€�r�M���–�¿�î�È�Ý�_�^�W�Z�8
�•�§�È�–�å�±�î�Ç�™�–�«�r�S�c
Õ6×�–�å�±�î�Ç�™�–�«�†�º�Û�Ç�•�µ�¡�@3û4#�[�A�•�|�:�_�M�•�_
�c�
"@#.�–�å�±�î�Ç�™�–�«�†�¦�S�_�–�¿�î�È�Ý�_�K�Z�>�C�²0[�@�6�~�r�M���Ð�Ý�³  �¥�å�¸�Ÿ�«�º  
�Ô�î�»�b���œ�
�–�å�±�î�Ç�™�–�«�†�¥�å�¸�Ÿ�«�º�_�m�~�\�Z�•�\�
�–�å�±�î�Ç�™�–�«�c�¹�Ç�›�Ý�º
�[�c�Q�b�¥�å�¸�Ÿ�«�º
Æ�[�–�¿�î�È�Ý�_�^�~�r�M���S�T�K�
�º�Û�Ç�•�µ�¡�@�¥�å�¸�Ÿ�«�º  �–�å
�±�î�Ç�™�–�«�†3û4#�M�•�S�u�_�c�
�Q�b�–�å�±�î�Ç�™�–�«�†�©�«�¸�Ò  �¥�å�Ç�•� �×�Þ�î�©�Ù�å�[
�v�–�¿�î�È�Ý�_�M�•�²0[�@�6�~�r�M���–�å�±�î�Ç�™�–�«�†�©�«�¸�Ò��/œ�«�Ì�î�«�[�©�Õ�µ�º�²�˜�å
�M�•�\�
�Q�b�–�å�±�î�Ç�™�–�«�c�
�Q�€�†
¹�w�K�Z�8�•�M�m�Z�b�¥�å�¸�Ÿ�«�º�[�²�˜�å�K�r�M��

• [Redundant]>8�–�å�±�î�Ç�™�–�«�@
Õ6×�–�å�±�î�Ç�™�–�«�[�6�•�?�]�:�?>& [Yes] �r�S�c  [No]>'�†
&g�K�r�M��

• [Member]>8�G�b�–�å�±�î�Ç�™�–�«�@
Õ6×�–�å�±�î�Ç�™�–�«�b�Ó�å�Â�[�6�•�?�]�:�?>& [Yes] �r�S�c  
[No]>'�†&g�K�r�M��
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'¨  6 'v       �Ð�Ý�³  �Ô�î�»�b�–�å�±�î�Ç�™�–�«�b0¿��
  �©�«�¸�Ò0¿���b�–�å�±�î�Ç�™�–�«�b0¿��
• [VLAN] >8�§�È�–�å�±�î�Ç�™�–�«�_�m�~�\�Z�}�€�S  VLAN �†&g�K�r�M��"@#.�–�å�±�î�Ç�™�–�«�>
�|�g
Õ6×�–�å�±�î�Ç�™�–�«�_�c�� native���@/²&g�I�€�r�M���G�€�c�
�±�¢�@�^�8�–�å�±�î�Ç�™�–�«
�\�8�:�–�á�[�M��

• [Description]>81��Â�†/²&g�K�r�M���Ç�™�î�Ý�œ�î�Â�î�r�S�c�«�¸�î�º  �Ü�å�¡�b���œ�
1��Â�c�

�� LAN Failover Interface���
�� STATE Failover Interface���
�� LAN/STATE Failover Interface���̂ �]�b
�[���b�Í�_�^�~�r�M���G�b1��Â�c)…7Ÿ�[�A�r�O�‡��

• [Add] > [Interface]>8�§�È�–�å�±�î�Ç�™�–�«�†3ã�•�K�r�M��0ò(ý�_�X�8�Z�c�
 �� VLAN �§�È�–�å�±�î
�Ç�™�–�«�\  802.1Q �º�Û�å�Ÿ�å�¢�b0¿���� >&P.6-6>' �†�g!·�K�Z�C�T�I�8��

• [Add] > [Redundant Interface]>8
Õ6×�–�å�±�î�Ç�™�–�«�†3ã�•�K�r�M��0ò(ý�_�X�8�Z�c�
 ��
Õ6×�–�å
�±�î�Ç�™�–�«�b0¿���� >&P.6-3>' �†�g!·�K�Z�C�T�I�8��

• [Edit]>84E�¥�K�S�–�å�±�î�Ç�™�–�«�†)…7Ÿ�K�r�M��

• [Delete]>84E�¥�K�S�§�È�–�å�±�î�Ç�™�–�«�r�S�c
Õ6×�–�å�±�î�Ç�™�–�«�†�P7V�K�r�M��"@#.�–�å
�±�î�Ç�™�–�«�r�S�c�¥�å�¸�Ÿ�«�º�[�m�~�\�Z�S�–�å�±�î�Ç�™�–�«�c�P7V�[�A�r�O�‡���Ç�™�î�Ý�œ�î
�Â�î  �Ü�å�¡�r�S�c�«�¸�î�º  �Ü�å�¡�\�K�Z�–�å�±�î�Ç�™�–�«�†�m�~�\�Z�S���œ>& [[Failover]: 
[Setup]] �±�È�†�g!·>'�c�
�Q�b�–�å�±�î�Ç�™�–�«�†�G�b�Ì�–�å�[�P7V�M�•�G�\�c�[�A�r�O�‡��

�Ô�î�»

���b/²�c�
�G�b�µ+��†�Q#Ý�[�A�•�Ô�î�»�†&g�K�S�v�b�[�M��

Add/Edit Interface (System)

�Ç�•�î�Ý�»

• [Hardware Port]>8�§�È�–�å�±�î�Ç�™�–�«�†3ã�•�M�•���œ�
�–�¿�î�È�Ý"g�Â�b�õ�–�b"@#.�–�å�±�î
�Ç�™�–�«�†�§�È�–�å�±�î�Ç�™�–�«�b3ã�•
›�\�K�Z4E�¥�[�A�r�M���–�å�±�î�Ç�™�–�«  ID �@/²&g�I�€
�^�8���œ�
�–�å�±�î�Ç�™�–�«�@�–�¿�î�È�Ý�_�^�W�Z�8�•�?�]�:�?�†&�1��K�Z�C�T�I�8��

• [Configure Hardware Properties]>8"@#.�–�å�±�î�Ç�™�–�«�[�c�
 [Hardware Properties (System)] �²
�–�”�ß�¢�Î�µ�¡�«�@6ä�A�
�Ó�¹�•�”  �±�–�É�
3ÿ�Ø�
�>�|�g�¹�×�É�Þ�µ�¡�«�†0¿���[�A�r�M��

• [Enable Interface]>8�–�å�±�î�Ç�™�–�«�†�–�¿�î�È�Ý�_�M�•�\�
�º�Û�Ç�•�µ�¡�@3û4#�[�A�•�|�:�_�^
�~�r�M��

"@#.�–�å�±�î�Ç�™�–�«�c�
�¹�Ç�›�Ý�º�[�c�M�m�Z�©�Õ�µ�º�²�˜�å�I�€�r�M���–�¿�î�È�Ý�_�^�W�Z�8
�•�§�È�–�å�±�î�Ç�™�–�«�r�S�c
Õ6×�–�å�±�î�Ç�™�–�«�†�º�Û�Ç�•�µ�¡�@3û4#�[�A�•�|�:�_�M�•�_
�c�
"@#.�–�å�±�î�Ç�™�–�«�†�¦�S�_�–�¿�î�È�Ý�_�K�Z�>�C�²0[�@�6�~�r�M���Ð�Ý�³  �¥�å�¸�Ÿ�«�º  
�Ô�î�»�b���œ�
�–�å�±�î�Ç�™�–�«�†�¥�å�¸�Ÿ�«�º�_�m�~�\�Z�•�\�
�–�å�±�î�Ç�™�–�«�c�¹�Ç�›�Ý�º
�[�c�Q�b�¥�å�¸�Ÿ�«�º
Æ�[�–�¿�î�È�Ý�_�^�~�r�M���S�T�K�
�º�Û�Ç�•�µ�¡�@�¥�å�¸�Ÿ�«�º  �–�å
�±�î�Ç�™�–�«�†3û4#�M�•�S�u�_�c�
�Q�b�–�å�±�î�Ç�™�–�«�†�©�«�¸�Ò  �¥�å�Ç�•� �×�Þ�î�©�Ù�å�[
�v�–�¿�î�È�Ý�_�M�•�²0[�@�6�~�r�M���–�å�±�î�Ç�™�–�«�†�©�«�¸�Ò��/œ�«�Ì�î�«�[�©�Õ�µ�º�²�˜�å
�M�•�\�
�Q�b�–�å�±�î�Ç�™�–�«�c�
�Q�€�†
¹�w�K�Z�8�•�M�m�Z�b�¥�å�¸�Ÿ�«�º�[�²�˜�å�K�r�M��

�Ç�“�–�”�˜�›�î�Ý  �Ô�î�» �­�Ÿ�×�Ü�¸�•  �¥�å�¸�Ÿ�«�º

�Ý�î�¸�µ�» 3ñ4# �©�å�¢�Ý

�Ð�Ý�³

�¥�å�¸�Ÿ�«
�º �©�«�¸�Ò

• • — — •
6-8
ASDM �Ø�î�¨  �ž�–�»

OL-14981-01-J



'¨  6 'v       �Ð�Ý�³  �Ô�î�»�b�–�å�±�î�Ç�™�–�«�b0¿��
  �©�«�¸�Ò0¿���b�–�å�±�î�Ç�™�–�«�b0¿��
• [VLAN ID] >8�§�È�–�å�±�î�Ç�™�–�«�[�c�
 1 >|  4095 �b(
�V�b$��•�[  VLAN ID �†0¿���K�r�M���M
4Š�b VLAN ID �c�K)F�«�–�µ�³#Ý�_�£(Ù�I�€�Z�8�•���œ�@�6�~�r�M��0ò(ý  �_�X�8�Z�c�
�«�–�µ�³�b
�Ð�½�×�”�Ý�†&�1��K�Z�C�T�I�8���Ð�Ý�³  �¥�å�¸�Ÿ�«�º  �Ô�î�»�b���œ�
 VLAN �c�©�«�¸�Ò0¿���[�K
�?0¿���[�A�r�O�‡��

• [Subinterface ID]>8�§�È�–�å�±�î�Ç�™�–�«  ID �†  1 >|  4294967293 �b(
�V�b�Z�X�[0¿���K�r�M��0Á
�•�I�€�•�§�È�–�å�±�î�Ç�™�–�«�b$��•�c�
�É�Û�µ�º�Ç�›�î�Ò�_�|�W�Z$��^�~�r�M��0¿���‹�c  ID �†
�š�f�[�A�r�O�‡��

• [Description]>8�œ�É�©�Ù�å�b1��Â�†  240 �e�Ð�è
Æ�[
°�Š�K�r�M���5/œ�†
°�€�N�_  1 /œ�[
°�Š�K�r
�M���©�«�¸�Ò�b1��Â�c�¥�å�¸�Ÿ�«�º�b1��Â�_�k�Ñ�K�r�O�‡���Ç�™�î�Ý�œ�î�Â�î�r�S�c�«�¸�î�º  �Ü
�å�¡�b���œ�
1��Â�c�
 �� LAN Failover Interface���
�� STATE Failover Interface���
�� LAN/STATE 
Failover Interface���^�]�b�[���b�Í�_�^�~�r�M���G�b1��Â�c)…7Ÿ�[�A�r�O�‡���G�b�–�å�±�î�Ç�™�–
�«�†�Ç�™�î�Ý�œ�î�Â�î�r�S�c�«�¸�î�º  �Ü�å�¡�_�K�S���œ�
�G�G�[
°�Š�K�S�M�m�Z�b1��Â�@�
�G�b
�[���b1��Â�[�V�i�A�I�€�r�M��

�Ô�î�»

���b/²�c�
�G�b�µ+��†�Q#Ý�[�A�•�Ô�î�»�†&g�K�S�v�b�[�M��

Add/Edit Redundant Interface (System)

�Ç�•�î�Ý�»

• [Redundant ID]>8
Õ6×�–�å�±�î�Ç�™�–�«  ID �†  1 >|  8 �b(
�V�[0¿���K�r�M��

• [Primary Interface]>8�É�Û�–�Ð�Ü  �–�å�±�î�Ç�™�–�«�†0¿���K�r�M���G�b�–�å�±�î�Ç�™�–�«�c�¹�Ç�›
�Ý�º�[�”�¡�¸�•�È�_�^�~�r�M��

• [Secondary Interface]>8�­�•�å�²�Ü  �–�å�±�î�Ç�™�–�«�†0¿���K�r�M��

• [Enable Interface]>8�–�å�±�î�Ç�™�–�«�†�–�¿�î�È�Ý�_�M�•�\�
�º�Û�Ç�•�µ�¡�@3û4#�[�A�•�|�:�_�^
�~�r�M��

�¹�Ç�›�Ý�º�[�c�

Õ6×�–�å�±�î�Ç�™�–�«�c�–�¿�î�È�Ý�_�^�W�Z�8�r�M���–�¿�î�È�Ý�_�^�W�Z�8�•
Õ
6×�–�å�±�î�Ç�™�–�«�†�º�Û�Ç�•�µ�¡�@3û4#�[�A�•�|�:�_�M�•�_�c�
"@#.�–�å�±�î�Ç�™�–�«�†�¦�S�_
�–�¿�î�È�Ý�_�K�Z�>�C�²0[�@�6�~�r�M���Ð�Ý�³  �¥�å�¸�Ÿ�«�º  �Ô�î�»�b���œ�
�–�å�±�î�Ç�™�–�«�†
�¥�å�¸�Ÿ�«�º�_�m�~�\�Z�•�\�
�–�å�±�î�Ç�™�–�«�c�¹�Ç�›�Ý�º�[�c�Q�b�¥�å�¸�Ÿ�«�º
Æ�[�–�¿�î�È
�Ý�_�^�~�r�M���S�T�K�
�º�Û�Ç�•�µ�¡�@�¥�å�¸�Ÿ�«�º  �–�å�±�î�Ç�™�–�«�†3û4#�M�•�S�u�_�c�
�Q
�b�–�å�±�î�Ç�™�–�«�†�©�«�¸�Ò  �¥�å�Ç�•� �×�Þ�î�©�Ù�å�[�v�–�¿�î�È�Ý�_�M�•�²0[�@�6�~�r�M��
�–�å�±�î�Ç�™�–�«�†�©�«�¸�Ò��/œ�«�Ì�î�«�[�©�Õ�µ�º�²�˜�å�M�•�\�
�Q�b�–�å�±�î�Ç�™�–�«�c�
�Q
�€�†
¹�w�K�Z�8�•�M�m�Z�b�¥�å�¸�Ÿ�«�º�[�²�˜�å�K�r�M��

• [Description]>8�œ�É�©�Ù�å�b1��Â�†  240 �e�Ð�è
Æ�[
°�Š�K�r�M���5/œ�†
°�€�N�_  1 /œ�[
°�Š�K�r
�M���©�«�¸�Ò�b1��Â�c�¥�å�¸�Ÿ�«�º�b1��Â�_�k�Ñ�K�r�O�‡���Ç�™�î�Ý�œ�î�Â�î�r�S�c�«�¸�î�º  �Ü
�å�¡�b���œ�
1��Â�c�
 �� LAN Failover Interface���
�� STATE Failover Interface���
�� LAN/STATE 

�Ç�“�–�”�˜�›�î�Ý  �Ô�î�» �­�Ÿ�×�Ü�¸�•  �¥�å�¸�Ÿ�«�º

�Ý�î�¸�µ�» 3ñ4# �©�å�¢�Ý

�Ð�Ý�³

�¥�å�¸�Ÿ�«
�º �©�«�¸�Ò

• • — — •
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'¨  6 'v       �Ð�Ý�³  �Ô�î�»�b�–�å�±�î�Ç�™�–�«�b0¿��
  �©�«�¸�Ò0¿���b�–�å�±�î�Ç�™�–�«�b0¿��
Failover Interface���^�]�b�[���b�Í�_�^�~�r�M���G�b1��Â�c)…7Ÿ�[�A�r�O�‡���G�b�–�å�±�î�Ç�™�–
�«�†�Ç�™�î�Ý�œ�î�Â�î�r�S�c�«�¸�î�º  �Ü�å�¡�_�K�S���œ�
�G�G�[
°�Š�K�S�M�m�Z�b1��Â�@�
�G�b
�[���b1��Â�[�V�i�A�I�€�r�M��

�Ô�î�»

���b/²�c�
�G�b�µ+��†�Q#Ý�[�A�•�Ô�î�»�†&g�K�S�v�b�[�M��

Hardware Properties (System)

�Ç�•�î�Ý�»

• [Hardware Port]>8/²&g�S#Ý���–�å�±�î�Ç�™�–�«  ID �†/²&g�K�r�M��

• [Media Type]>8�Ó�¹�•�”  �±�–�É�†  RJ45 �r�S�c  SFP �_0¿���K�r�M���¹�Ç�›�Ý�º�b0¿���c  RJ45 �[
�M��

• [Duplex]>8�–�å�±�î�Ç�™�–�«�b�¹�×�É�Þ�µ�¡�«  �œ�É�©�Ù�å�@�M0t/²&g�I�€�r�M���–�å�±�î�Ç�™�–
�«  �±�–�É�_�Â�L�Z  [Full] �
 [Half] �
�r�S�c  [Auto] �@�6�~�r�M��

• [Speed]>8�–�å�±�î�Ç�™�–�«�b3ÿ�Ø�œ�É�©�Ù�å�@/²&g�I�€�r�M���Q#Ý�[�A�•3ÿ�Ø�c�
�–�å�±�î�Ç�™
�–�«  �±�–�É�_�|�W�Z$��^�~�r�M���–�_  1000 Mbps �[�6�•  SFP �–�å�±�î�Ç�™�–�«�[�c�
3ÿ�Ø�†  
[Negotiate] �r�S�c  [Nonegotiate] �_0¿���[�A�r�M�� [Negotiate]>&�¹�Ç�›�Ý�º>'�[�c�Ü�å�¡  �¿�¦�©
�š�î�©�Ù�å�†�–�¿�î�È�Ý�_�K�Z�
�Ç�ß�î�D�š�Ã�Û�Ó�î�±�\�Ü�Ô�î�º7€���_���†�º�n�K�r�M��
[Nonegotiate] �[�c�
�Ü�å�¡  �Ã�Û�Ó�î�±�b�¿�¦�©�š�î�©�Ù�å�†/œ�8�r�O�‡�� ASA 5500 �©�Ü�î�¬�b
4:�Â�º�­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�b  RJ-45 �–�å�±�î�Ç�™�–�«�[�c�
�¹�Ç�›�Ý�º�b�œ�î�º�¿�¦�©
�š�î�©�Ù�å0¿���_  Auto-MDI/MDIX �µ+��v�µ�r�€�Z�8�r�M�� Auto-MDI/MDIX �c�
�œ�î�º�¿�¦�©
�š�î�©�Ù�å  �Ç�™�î�¬�[�«�º�Þ�î�º  �£�î�È�Ý�†�è���M�•�\�

Æ4Š�¡�ß�«�œ�î�Â�î�†��/œ�M�•�G�\�[
�¡�ß�«  �£�î�È�Ý�_�|�•�K)F�†�Y0[�_�K�r�M���–�å�±�î�Ç�™�–�«�b  Auto-MDI/MDIX �†�–�¿�î�È�Ý
�_�M�•�_�c�
3ÿ�Ø�\�¹�×�É�Þ�µ�¡�«�b�8�N�€�?�†�œ�î�º�¿�¦�©�š�î�©�Ù�å�_0¿���M�•�²0[�@�6�~�r
�M��3ÿ�Ø�\�¹�×�É�Þ�µ�¡�«�b�g�‰�_�Â&g$×�_�[���Í�†�æ���M�•�\�
�g�‰�b0¿���[�œ�î�º�¿�¦�©�š�î
�©�Ù�å�@�¹�•�­�î�È�Ý�_�I�€�
 Auto-MDI/MDIX �v�¹�•�­�î�È�Ý�_�^�~�r�M��

�Ô�î�»

���b/²�c�
�G�b�µ+��†�Q#Ý�[�A�•�Ô�î�»�†&g�K�S�v�b�[�M��

�Ç�“�–�”�˜�›�î�Ý  �Ô�î�» �­�Ÿ�×�Ü�¸�•  �¥�å�¸�Ÿ�«�º

�Ý�î�¸�µ�» 3ñ4# �©�å�¢�Ý

�Ð�Ý�³

�¥�å�¸�Ÿ�«
�º �©�«�¸�Ò

• • — — •

�Ç�“�–�”�˜�›�î�Ý  �Ô�î�» �­�Ÿ�×�Ü�¸�•  �¥�å�¸�Ÿ�«�º

�Ý�î�¸�µ�» 3ñ4# �©�å�¢�Ý

�Ð�Ý�³

�¥�å�¸�Ÿ�«
�º �©�«�¸�Ò

• • — — •
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'¨  6 'v       �Ð�Ý�³  �Ô�î�»�b�–�å�±�î�Ç�™�–�«�b0¿��
  �¥�å�¸�Ÿ�«�º�l�b�–�å�±�î�Ç�™�–�«�b�m�~�\�Z
�¥�å�¸�Ÿ�«�º�l�b�–�å�±�î�Ç�™�–�«�b�m�~�\�Z
�–�å�±�î�Ç�™�–�«�†�¥�å�¸�Ÿ�«�º�_�m�~�\�Z�•�_�c�
 ���­�Ÿ�×�Ü�¸�•  �¥�å�¸�Ÿ�«�º�b0¿���� >&P.9-20>' �†
�g!·�K�Z�C�T�I�8��

�›�¥�å�¸�Ÿ�«�º
Æ�[�b�–�å�±�î�Ç�™�–�«  �Ã�Û�Ó�î�±�b0¿��
�›�¥�å�¸�Ÿ�«�º
Æ�[�
�›�–�å�±�î�Ç�™�–�«�b�¡�S�
�­�Ÿ�×�Ü�¸�•  �Þ�Ë�Ý�
�>�|�g  IP �”�»�Þ�«�†0¿���K
�r�M��� �L�­�Ÿ�×�Ü�¸�•  �Þ�Ë�Ý�b3û�™�†�–�¿�î�È�Ý�_�M�•�G�\�v�[�A�r�M���G�b8o�[�c�
���b�º�Æ�µ
�¡�_�X�8�Z�v�~�V�F�r�M��

• ���–�å�±�î�Ç�™�–�«  �Ã�Û�Ó�î�±�b�+0[�� >&P.6-11>'

• ���–�å�±�î�Ç�™�–�«  �Ã�Û�Ó�î�±�b0¿���� >&P.6-12>'

• ��� �L�­�Ÿ�×�Ü�¸�•  �Þ�Ë�Ý�b3û�™�b�–�¿�î�È�Ý�ì�� >&P.6-14>'

�–�å�±�î�Ç�™�–�«  �Ã�Û�Ó�î�±�b�+0[

�G�b8o�[�c�
�–�å�±�î�Ç�™�–�«  �Ã�Û�Ó�î�±�_�X�8�Z1��Â�K�r�M�����b8o% �†�v�~�V�F�r�M��

• ���–�å�±�î�Ç�™�–�«�b�¹�Ç�›�Ý�º�b"g�Â�� >&P.6-11>'

• ���¹�Ç�›�Ý�º�b�­�Ÿ�×�Ü�¸�•  �Þ�Ë�Ý�� >&P.6-11>'

�–�å�±�î�Ç�™�–�«�b�¹�Ç�›�Ý�º�b"g�Â

�Ð�Ý�³  �¥�å�¸�Ÿ�«�º  �Ô�î�»�[�c�
�©�«�¸�Ò��/œ�«�Ì�î�«
Æ�[�b�–�å�±�î�Ç�™�–�«�b"g�Â�_�?�?�ƒ�}�N�

�M�m�Z�b�m�~�\�Z�í�s�b�–�å�±�î�Ç�™�–�«�@�¹�Ç�›�Ý�º�[�–�¿�î�È�Ý�_�^�W�Z�8�r�M���S�T�K�
�º�Û
�Ç�•�µ�¡�@�–�å�±�î�Ç�™�–�«�†3û4#�M�•�S�u�_�c�
�Q�b�–�å�±�î�Ç�™�–�«�v�©�«�¸�Ò��/œ�«�Ì�î�«
Æ�[
�–�¿�î�È�Ý�_�^�W�Z�8�•�²0[�@�6�~�r�M���–�å�±�î�Ç�™�–�«�†�©�«�¸�Ò��/œ�«�Ì�î�«�[�©�Õ�µ�º�²�˜�å
�M�•�\�
�Q�b�–�å�±�î�Ç�™�–�«�c�
�Q�€�†
¹�w�K�Z�8�•�M�m�Z�b�¥�å�¸�Ÿ�«�º�[�²�˜�å�K�r�M��

�©�å�¢�Ý  �Ô�î�»�r�S�c�©�«�¸�Ò��/œ�«�Ì�î�«�[�c�
�–�å�±�î�Ç�™�–�«�b�¹�Ç�›�Ý�º�b"g�Â�c���b�\�>
�~�[�M��

• "@#.�–�å�±�î�Ç�™�–�«>8�¹�•�­�î�È�Ý��

• 
Õ6×�–�å�±�î�Ç�™�–�«>8�–�¿�î�È�Ý���S�T�K�
�º�Û�Ç�•�µ�¡�@
Õ6×�–�å�±�î�Ç�™�–�«�†3û4#�M�•�S
�u�_�c�
�Ó�å�Â"@#.�–�å�±�î�Ç�™�–�«�v�–�¿�î�È�Ý�_�^�W�Z�8�•�²0[�@�6�~�r�M��

• �§�È�–�å�±�î�Ç�™�–�«>8�–�¿�î�È�Ý���S�T�K�
�º�Û�Ç�•�µ�¡�@�§�È�–�å�±�î�Ç�™�–�«�†3û4#�M�•�S
�u�_�c�
"@#.�–�å�±�î�Ç�™�–�«�v�–�¿�î�È�Ý�_�^�W�Z�8�•�²0[�@�6�~�r�M��

�¹�Ç�›�Ý�º�b�­�Ÿ�×�Ü�¸�•  �Þ�Ë�Ý

�¹�Ç�›�Ý�º�b�­�Ÿ�×�Ü�¸�•  �Þ�Ë�Ý�c  0 �[�M���–�å�±�î�Ç�™�–�«�_�¡�S�� inside���†�Ü�E�Z�
�Â&g$×�_�­
�Ÿ�×�Ü�¸�•  �Þ�Ë�Ý�†0¿���K�^�8�\�
�­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�c�­�Ÿ�×�Ü�¸�•  �Þ�Ë�Ý�†  100 �_0¿��
�K�r�M��
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'¨  6 'v       �Ð�Ý�³  �Ô�î�»�b�–�å�±�î�Ç�™�–�«�b0¿��
  �›�¥�å�¸�Ÿ�«�º
Æ�[�b�–�å�±�î�Ç�™�–�«  �Ã�Û�Ó�î�±�b0¿��
>&�@>' �–�å�±�î�Ç�™�–�«�b�­�Ÿ�×�Ü�¸�•  �Þ�Ë�Ý�†�š�f�K�S�\�A�_�
�¤�Ñ�b�K)F�@�±�–�Ò�”�˜�º�M�•�r�[�…�µ
�O�N�_�‚�K�8�­�Ÿ�×�Ü�¸�•�_���†�Q#Ý�M�•�²0[�@�6�•���œ�c�
 clear local-host �¥�Ð�å�»�†�Q#Ý�K�Z�K
)F�†�¡�Ü�”�[�A�r�M��

�›�–�å�±�î�Ç�™�–�«�_�c�
 0>&�q�W�)>'>|  100>&�q�V�)>'�b�­�Ÿ�×�Ü�¸�•  �Þ�Ë�Ý�†0¿���M�•�²0[�@�6�~
�r�M���S�\�<�d�

Æ4Š�Í�«�º  �¿�µ�º�á�î�¡�^�]�
�q�v�­�Ÿ�×�”�^�¿�µ�º�á�î�¡�_�c�Þ�Ë�Ý  100 �†�m�~
�\�Z�•�²0[�@�6�~�r�M���M�‰�
�–�å�±�î�¿�µ�º�^�]�_�K)F�M�•�¥4Š�¿�µ�º�á�î�¡�_�c�Þ�Ë�Ý  0 �@�m�~�\
�Z�}�€�•���œ�@�6�~�r�M�� DMZ �^�]�
�Q�b�Ú�b�¿�µ�º�á�î�¡�c�Q�b�p6ë�_0¿���[�A�r�M��0
�X�b�–�å
�±�î�Ç�™�–�«�†� �L�­�Ÿ�×�Ü�¸�•  �Þ�Ë�Ý�_�m�~�\�Z�•�G�\�@�[�A�r�M��0ò(ý�_�X�8�Z�c�
 ��� �L�­�Ÿ�×
�Ü�¸�•  �Þ�Ë�Ý�b3û�™�b�–�¿�î�È�Ý�ì�� >&P.6-14>' �†�g!·�K�Z�C�T�I�8��

�Þ�Ë�Ý�_�|�W�Z�
���b�·�8�@�D�š�I�€�r�M��

• �¿�µ�º�á�î�¡  �”�¡�­�«>8�¹�Ç�›�Ý�º�[�
9×�8�­�Ÿ�×�Ü�¸�•  �Þ�Ë�Ý�b�–�å�±�î�Ç�™�–�«�?�}�*�8�­
�Ÿ�×�Ü�¸�•  �Þ�Ë�Ý�b�–�å�±�î�Ç�™�–�«�l�b3û�™>&$Î�™>'�c�/;ò$×�_0Á�•�I�€�r�M��9×�8�­�Ÿ�×�Ü
�¸�•  �Þ�Ë�Ý�b�–�å�±�î�Ç�™�–�«�V�b�Í�«�º�c�
�*�8�­�Ÿ�×�Ü�¸�•  �Þ�Ë�Ý�b�–�å�±�î�Ç�™�–�«�V�b
�õ�–�b�Í�«�º�_�”�¡�­�«�[�A�r�M���–�å�±�î�Ç�™�–�«�_�”�¡�­�«  �Ü�«�º�†4:#Ý�M�•�G�\�_�|�W�Z�

�”�¡�­�«�†�D7H�[�A�r�M��

� �L�­�Ÿ�×�Ü�¸�•  �Þ�Ë�Ý�b�–�å�±�î�Ç�™�–�«6ë�[�c�
� �L�­�Ÿ�×�Ü�¸�•  �Þ�Ë�Ý�è�W�b�Ú�b�–�å
�±�î�Ç�™�–�«�l�b�”�¡�­�«�@�/;ò$×�_0Á�•�I�€�r�M��

• �–�å�«�Ì�¡�©�Ù�å  �š�å�ª�å>8�M4Š�b�”�É�Ü�£�î�©�Ù�å  �–�å�«�Ì�¡�©�Ù�å  �š�å�ª�å�c�­�Ÿ�×�Ü�¸�•  
�Þ�Ë�Ý�_�k�Ñ�K�r�M��� �L�­�Ÿ�×�Ü�¸�•  �Þ�Ë�Ý�b�–�å�±�î�Ç�™�–�«6ë�[�c�
�–�å�«�Ì�¡�©�Ù�å  �š
�å�ª�å�c$Î�™�\%T�™�b�8�N�€�b�º�Û�Ç�•�µ�¡�_�P�K�Z�v4:#Ý�I�€�r�M��

– NetBIOS �–�å�«�Ì�¡�©�Ù�å  �š�å�ª�å>8$Î�™�K)F�_�P�K�Z�b�s4:#Ý�I�€�r�M��

– SQL*Net �–�å�«�Ì�¡�©�Ù�å  �š�å�ª�å>8 SQL*Net>&�§&à OraServ>'�Ï�î�º�\�b�D�š�K)F�@�M�P
�b�Í�«�º6ë�_�Ñ�~�M�•���œ�
%T�™�¹�î�±�K)F�T�E�@�­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�†3û4#�M�•
�G�\�@0Á�•�I�€�r�M��

• �Ç�•�Ý�±�Ü�å�¢>8 HTTP(S) �>�|�g  FTP �Ç�•�Ý�±�Ü�å�¢�c�
 >&9×�8�Þ�Ë�Ý�?�}�*�8�Þ�Ë�Ý�l�b>'$Î
�™�K)F�_�b�s4:#Ý�I�€�r�M��

� �L�­�Ÿ�×�Ü�¸�•  �Þ�Ë�Ý�b�–�å�±�î�Ç�™�–�«6ë�[�c�
$Î�™�\%T�™�b�8�N�€�b�º�Û�Ç�•�µ�¡�v�Ç�•
�Ý�±�Ü�å�¢�[�A�r�M��

• NAT �¥�å�º�ß�î�Ý>8 NAT �¥�å�º�ß�î�Ý�†�–�¿�î�È�Ý�_�M�•���œ�
9×�8�­�Ÿ�×�Ü�¸�•  �Þ�Ë�Ý�b�–�å
�±�î�Ç�™�–�«>&
Æ4Š>'�V�b�Í�«�º�?�}�*�8�­�Ÿ�×�Ü�¸�•  �Þ�Ë�Ý�b�–�å�±�î�Ç�™�–�«>&�¥4Š>'�V�b
�Í�«�º�_�”�¡�­�«�M�•�\�A�c�

Æ4Š�–�å�±�î�Ç�™�–�«�b�Í�«�º�_  NAT �†0¿���M�•�²0[�@�6�~�r�M��

NAT �¥�å�º�ß�î�Ý�†�–�¿�î�È�Ý�_�K�^�8���œ�
�r�S�c� �L�­�Ÿ�×�Ü�¸�•  �Þ�Ë�Ý�b�–�å�±�î�Ç�™�–
�«6ë�_�>�8�Z�c�
�õ�–�b�–�å�±�î�Ç�™�–�«6ë�[  NAT �†�Q#Ý�M�•�G�\�v�
�Q#Ý�K�^�8�G�\�v�[�A�r
�M���¥4Š�–�å�±�î�Ç�™�–�«�_  NAT �†0¿���M�•���œ�c�
"I�9�^�Ÿ�î�á�î�»�@�²0[�_�^�•�G�\�@�6�~
�r�M��

• established �¥�Ð�å�»>8�G�b�¥�Ð�å�»�†�Q#Ý�M�•�\�
9×�8�Þ�Ë�Ý�b�Í�«�º�?�}�*�8�Þ�Ë�Ý�b�Í�«�º
�l�b�K)F�@�M�[�_&�'g�I�€�Z�8�•���œ�
�*�8�­�Ÿ�×�Ü�¸�•  �Þ�Ë�Ý�b�Í�«�º�?�}9×�8�­�Ÿ�×�Ü�¸�•  
�Þ�Ë�Ý�b�Í�«�º�l�b�`�~�K)F�@0Á�•�I�€�r�M��

� �L�­�Ÿ�×�Ü�¸�•  �Þ�Ë�Ý�b�–�å�±�î�Ç�™�–�«6ë�[�c�
$Î�™�\%T�™�b�g�‰�b�K)F�_�P�K�Z  
established �¥�Ð�å�»�†0¿���[�A�r�M��

�–�å�±�î�Ç�™�–�«  �Ã�Û�Ó�î�±�b0¿��

�–�å�±�î�Ç�™�–�«�†3ã�•�r�S�c)…7Ÿ�M�•�_�c�
���b�m8p�†��/œ�K�r�M��
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'¨  6 'v       �Ð�Ý�³  �Ô�î�»�b�–�å�±�î�Ç�™�–�«�b0¿��
  �›�¥�å�¸�Ÿ�«�º
Æ�[�b�–�å�±�î�Ç�™�–�«  �Ã�Û�Ó�î�±�b0¿��
�«�¸�µ�É 1 [Configuration] > [Device List] �Ì�–�å�[�
�”�¡�¸�•�È�^�¹�Â�–�«�b  [IP address] > [Contexts] �b�W�_�6
�•�¥�å�¸�Ÿ�«�º�¡�†�²�È�Ý�¡�Ü�µ�¡�K�r�M��

�«�¸�µ�É 2 [Device Setup] > [Interfaces] �Ì�–�å�[�
0¿���M�•�–�å�±�î�Ç�™�–�«�†�¡�Ü�µ�¡�K�
 [Edit] �†�¡�Ü�µ�¡�K
�r�M��

[Add/Edit Interface] �²�–�”�ß�¢�Î�µ�¡�«�@�
 [General] �±�È�@4E�¥�I�€�S"g�Â�[/²&g�I�€�r�M��

�«�¸�µ�É 3 [Interface Name] �Ç�•�î�Ý�»�_�
�¡�S�†  48 �e�Ð�è
Æ�[
°�Š�K�r�M��

�«�¸�µ�É 4 [Security level] �Ç�•�î�Ý�»�_�
 0>&�q�*>'>|  100>&�q9×>'�b�Þ�Ë�Ý�†
°�Š�K�r�M��

0ò(ý�_�X�8�Z�c�
 ���¹�Ç�›�Ý�º�b�­�Ÿ�×�Ü�¸�•  �Þ�Ë�Ý�� >&P.6-11>' �†�g!·�K�Z�C�T�I�8��

�«�¸�µ�É 5 >&�õ�–>'�G�b�–�å�±�î�Ç�™�–�«�†'ö#.�S#Ý�–�å�±�î�Ç�™�–�«�\�K�Z0¿���M�•�_�c�
 [Dedicate this 
interface to management-only] �†�œ�å�_�K�r�M��

'ö#.�S#Ý�–�å�±�î�Ç�™�–�«�[�c�
3û4#�º�Û�Ç�•�µ�¡�c�w�E
°�€�}�€�r�O�‡��

�«�¸�µ�É 6 �–�å�±�î�Ç�™�–�«�@�r�T�–�¿�î�È�Ý�[�^�8���œ�c�
 [Enable interface] �†�œ�å�_�K�r�M��

�–�å�±�î�Ç�™�–�«�c�¹�Ç�›�Ý�º�[�–�¿�î�È�Ý�_�^�W�Z�8�r�M���¹�•�­�î�È�Ý�_�M�•�_�c�
�G�b�Î�µ�¡�«
�†�œ�Ç�_�K�r�M��

�«�¸�µ�É 7 IP �”�»�Þ�«�†0¿���M�•�_�c�
���b�8�N�€�?�b�œ�É�©�Ù�å�†�Q#Ý�K�r�M��

�Ý�î�¸�µ�»  �Ç�“�–�”�˜�›�î�Ý  �Ô�î�»�[�c�
�M�m�Z�b�–�å�±�î�Ç�™�–�«�_�P�M�•  IP �”�»�Þ�«�†0¿���K�r
�M���º�Û�å�«�Ì�”�Þ�å�º  �Ç�“�–�”�˜�›�î�Ý  �Ô�î�»�[�c�
�–�å�±�î�Ç�™�–�«�H�\�_  IP �”�»�Þ�«�†0¿���M
�•�b�[�c�^�C�

²�/  �­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«  �r�S�c�¥�å�¸�Ÿ�«�º
²�/�_  IP �”�»�Þ�«�†0¿���K�r
�M���º�Û�Ç�•�µ�¡�†3û4#�I�O�^�8  Management 0/0 'ö#.�S#Ý�–�å�±�î�Ç�™�–�«�b���œ�c�[�¥�\�^�~�r
�M���º�Û�å�«�Ì�”�Þ�å�º  �Ç�“�–�”�˜�›�î�Ý  �Ô�î�»�b�­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«
²�/�r�S�c�¥�å�¸�Ÿ
�«�º
²�/�b'ö#.  IP �”�»�Þ�«�†0¿���M�•�_�c�
 [ 'ö#.  IP �”�»�Þ�«  ] �Ì�–�å�†�g!·�K�Z�C�T�I�8��
Management 0/0 �–�å�±�î�Ç�™�–�«�r�S�c�§�È�–�å�±�î�Ç�™�–�«�b  IP �”�»�Þ�«�†0¿���M�•�_�c�
�G�b�m
8p�†�Q#Ý�K�r�M��

�Ç�™�î�Ý�œ�î�Â�î�\�\�v�_�Q#Ý�M�•���œ�c�
 IP �”�»�Þ�«�\�«�±�å�Â�–  �”�»�Þ�«�†�m�·�[0¿���M�•�²0[
�@�6�~�r�M�� DHCP �c�§�Ï�î�º�I�€�r�O�‡�� [Configuration] > [Device Management] > [High 
Availability] > [Failover] > [Interfaces] �±�È�[�
�«�±�å�Â�–  IP �”�»�Þ�«�†0¿���K�r�M��

• IP �”�»�Þ�«�†�m�·�[0¿���M�•�_�c�
 [Use Static IP] �†�¡�Ü�µ�¡�K�Z  IP �”�»�Þ�«�\�Ð�«�¡�†
°�Š�K
�r�M��

• DHCP �§�î�Â�?�}  IP �”�»�Þ�«�†�v�“�M�•�_�c�
 [Obtain Address via DHCP] �†�¡�Ü�µ�¡�K�r�M��

a. >&�õ�–>' DHCP �§�î�Â�?�}�¹�Ç�›�Ý�º  �Ý�î�º�†�v�“�M�•�_�c�
 [Obtain Default Route Using 
DHCP] �†�œ�å�_�K�r�M��

b. >&�õ�–>'�Ü�î�«�†�f�‚�M�•�_�c�
 [Renew DHCP Lease] �†�¡�Ü�µ�¡�K�r�M��

�«�¸�µ�É 8 >&�õ�–>' [Description] �Ç�•�î�Ý�»�_�
�G�b�–�å�±�î�Ç�™�–�«�b1��Â�†
°�Š�K�r�M��

1��Â�c  240 �e�Ð�è
Æ�[
°�Š�[�A�r�M���5/œ�†
°�€�N�_  1 /œ�[
°�Š�K�r�M���©�«�¸�Ò�b1��Â�c�¥�å�¸�Ÿ
�«�º�b1��Â�_�k�Ñ�K�r�O�‡���Ç�™�î�Ý�œ�î�Â�î�r�S�c�«�¸�î�º  �Ü�å�¡�b���œ�
1��Â�c�
 �� LAN Failover 
Interface���
�� STATE Failover Interface���
�� LAN/STATE Failover Interface���^�]�b�[���b�Í�_�^�~�r
�M���G�b1��Â�c)…7Ÿ�[�A�r�O�‡���G�b�–�å�±�î�Ç�™�–�«�†�Ç�™�î�Ý�œ�î�Â�î�r�S�c�«�¸�î�º  �Ü�å�¡�_
�K�S���œ�
�G�G�[
°�Š�K�S�M�m�Z�b1��Â�@�
�G�b�[���b1��Â�[�V�i�A�I�€�r�M��

�«�¸�µ�É 9 >&�õ�–>' MTU �†0¿���M�•�_�c�
 [Advanced] �±�È�†�¡�Ü�µ�¡�K�Z�
 [MTU] �Ç�•�î�Ý�»�_  300 >|  65,535 
�Â�–�º�b�Í�†
°�Š�K�r�M��

�¹�Ç�›�Ý�º�c  1500 �Â�–�º�[�M��

�«�¸�µ�É 10 >&�õ�–>' MAC �”�»�Þ�«�†�G�b�–�å�±�î�Ç�™�–�«�_�m�·�[�m�~�\�Z�•�_�c�
 [Advanced] �±�È�[�
 [Active 
Mac Address] �Ç�•�î�Ý�»�_  MAC �”�»�Þ�«�†  H.H.H �g�'>& H �c  16 �Å�µ�º�b  16 4
�X>'�[
°�Š�K�r�M��
�S�\�<�d�
 MAC �”�»�Þ�«�@  00-0C-F1-42-4C-DE �[�6�€�d�
 000C.F142.4CDE �\
°�Š�K�r�M��
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'¨  6 'v       �Ð�Ý�³  �Ô�î�»�b�–�å�±�î�Ç�™�–�«�b0¿��
  �›�¥�å�¸�Ÿ�«�º
Æ�[�b�–�å�±�î�Ç�™�–�«  �Ã�Û�Ó�î�±�b0¿��
�Ç�™�î�Ý�œ�î�Â�î�†�Q#Ý�M�•���œ�
 [Standby Mac Address] �Ç�•�î�Ý�»�_�«�±�å�Â�–  MAC �”�»�Þ�«�†

°�Š�K�r�M���”�¡�¸�•�È/æ*(�@�Ç�™�î�Ý�œ�î�Â�î�K�
�«�±�å�Â�–/æ*(�@�”�¡�¸�•�È�_�^�•�\�
�‚�K�8�”
�¡�¸�•�È/æ*(�c�”�¡�¸�•�È�^  MAC �”�»�Þ�«�b�Q#Ý�†6ä���K�Z�
�¿�µ�º�á�î�¡�b�)�•�†�q�`7H�_�š�<�r
�M���M�‰�
�‚�8�”�¡�¸�•�È/æ*(�c�«�±�å�Â�–  �”�»�Þ�«�†�Q#Ý�K�r�M��

�¹�Ç�›�Ý�º�[�c�
"@#.�–�å�±�î�Ç�™�–�«�c�Â�î�å�»�–�å  MAC �”�»�Þ�«�†�Q#Ý�K�
"@#.�–�å�±�î�Ç�™�–
�«�b�M�m�Z�b�§�È�–�å�±�î�Ç�™�–�«�c� �L�Â�î�å�»�–�å  MAC �”�»�Þ�«�†�Q#Ý�K�r�M��
Õ6×�–�å�±�î
�Ç�™�–�«�c�
3ã�•�K�S�q�6�b"@#.�–�å�±�î�Ç�™�–�«�b  MAC �”�»�Þ�«�†�Q#Ý�K�r�M���¥�å�Ç�•� �×�Þ�î
�©�Ù�å�[�Ó�å�Â  �–�å�±�î�Ç�™�–�«�b8p�Î�†�š�f�M�•�\�
 MAC �”�»�Þ�«�c�
�Ü�«�º�b�q�6�_�^�W�S�–�å
�±�î�Ç�™�–�«�b  MAC �”�»�Þ�«�\�M+´�M�•�|�:�_�š�f�I�€�r�M���G�b�Ç�•�î�Ý�»�†�Q#Ý�K�Z
Õ6×�–�å
�±�î�Ç�™�–�«�_  MAC �”�»�Þ�«�†�m�~�\�Z�•�\�
�Ó�å�Â  �–�å�±�î�Ç�™�–�«�b  MAC �”�»�Þ�«�_6õ�€�^
�C�
�m�~�\�Z�S  MAC �”�»�Þ�«�@�Q#Ý�I�€�r�M��

�¥�å�¸�Ÿ�«�º6ë�[�–�å�±�î�Ç�™�–�«�†
¹�w�K�Z�8�•���œ�
�[�w�b  MAC �”�»�Þ�«�†�Q�€�R�€�b�¥�å�¸�Ÿ
�«�º�b�–�å�±�î�Ç�™�–�«�_�m�~�\�Z�•�G�\�@�[�A�r�M���G�b�µ+��†�Q#Ý�M�•�\�
�­�Ÿ�×�Ü�¸�•  �”�É�Û
�–�”�å�«�c�Ã�£�µ�º�†4:�)�^�¥�å�¸�Ÿ�«�º�_���Æ�_�(8®�[�A�r�M���[�w�b  MAC �”�»�Þ�«�@�^�C�Z�v
¹
�w�–�å�±�î�Ç�™�–�«�†�Q#Ý�[�A�r�M�@�
�D7H�@�6�~�r�M��0ò(ý�_�X�8�Z�c�
 ���­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”
�å�«�_�|�•�Ã�£�µ�º�b�(8®�‰�2�� >&P.9-3>' �†�g!·�K�Z�C�T�I�8���¥�å�¸�Ÿ�«�º�b
¹�w�–�å�±�î�Ç�™�–�«
�_�c�
�m�·�[�›  MAC �”�»�Þ�«�†�m�~�\�Z�•�G�\�v�
+¬�·#Õ�B�M�•�G�\�v�[�A�r�M�� MAC �”�»�Þ�«�b
+¬�·#Õ�B�_�X�8�Z�c�
 ���­�Ÿ�×�Ü�¸�•  �¥�å�¸�Ÿ�«�º�� >&P.9-23>' �†�g!·�K�Z�C�T�I�8�� MAC �”�»�Þ�«�†
+¬�·#Õ�B�M�•���œ�
�G�b�œ�É�©�Ù�å�†�Q#Ý�K�Z�
#Õ�B�I�€�S�”�»�Þ�«�†�V�i�A�[�A�r�M��


¹�w�K�^�8�–�å�±�î�Ç�™�–�«�_�X�8�Z�c�
�§�È�–�å�±�î�Ç�™�–�«�_�[�w�b  MAC �”�»�Þ�«�†�m�~�\�Z�•
�G�\�@�[�A�r�M���S�\�<�d�
�§�î�Å�«  �É�ß�Â�–�²�î�_�|�W�Z�c�
 MAC �”�»�Þ�«�_�ö�Y�8�Z�”�¡�­�«  
�¥�å�º�ß�î�Ý�†��/œ�M�•���œ�@�6�~�r�M��

�«�¸�µ�É 11 [OK]  �†�¡�Ü�µ�¡�K�r�M��

� �L�­�Ÿ�×�Ü�¸�•  �Þ�Ë�Ý�b3û�™�b�–�¿�î�È�Ý�ì

�¹�Ç�›�Ý�º�[�c�
�­�Ÿ�×�Ü�¸�•  �Þ�Ë�Ý�@� �L�–�å�±�î�Ç�™�–�«� �ˆ�c3û�™�[�A�r�O�‡��� �M�­�Ÿ�×�Ü
�¸�•  �Þ�Ë�Ý�b�–�å�±�î�Ç�™�–�«6ë�[�b3û�™�†0Á�•�M�•�\�
 101 �†2x�<�•3û�™�–�å�±�î�Ç�™�–�«�†0¿��
�[�A�r�M���–�å�±�î�Ç�™�–�«�H�\�_$��^�•�Þ�Ë�Ý�†�Q#Ý�K�
� �L�­�Ÿ�×�Ü�¸�•  �Þ�Ë�Ý�_�–�å�±�î�Ç�™
�–�«�†�m�~�\�Z�^�8�|�:�_�M�•�\�
 1 �Þ�Ë�Ý�_�X�A  1 �X�b�–�å�±�î�Ç�™�–�«�K�?0¿���[�A�r�O�‡>& 0 >|  
100>'��

>&�@>' NAT �D�š�†�–�¿�î�È�Ý�_�M�•���œ�
� �M�­�Ÿ�×�Ü�¸�•  �Þ�Ë�Ý�b�–�å�±�î�Ç�™�–�«6ë�[�c  NAT �†0¿��
�M�•�²0[�@�6�~�r�O�‡��

� �L�­�Ÿ�×�Ü�¸�•  �–�å�±�î�Ç�™�–�«3û�™�†�–�¿�î�È�Ý�_�K�S���œ�[�v�
$��^�•�­�Ÿ�×�Ü�¸�•  �Þ�Ë�Ý�[
3û�–�]�>�~�–�å�±�î�Ç�™�–�«�†0¿���[�A�r�M��

� �L�–�å�±�î�Ç�™�–�«�_�K)F�I�€�Z�8�•�Í�«�º6ë�b3û�™�†�–�¿�î�È�Ý�_�M�•�G�\�v�[�A�r�M��

• � �L�­�Ÿ�×�Ü�¸�•  �Þ�Ë�Ý�b�–�å�±�î�Ç�™�–�«6ë�b3û�™�†�–�¿�î�È�Ý�_�M�•�_�c�
 [Configuration] > 
[Interfaces] �Ì�–�å�[�
 [Enable traffic between two or more interfaces which are configured with 
same security level] �†�œ�å�_�K�r�M��

• � �L�–�å�±�î�Ç�™�–�«�_�K)F�I�€�Z�8�•�Í�«�º6ë�b3û�™�†�–�¿�î�È�Ý�_�M�•�_�c�
 [Enable traffic 
between two or more hosts connected to the same interface] �†�œ�å�_�K�r�M��
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'¨  6 'v       �Ð�Ý�³  �Ô�î�»�b�–�å�±�î�Ç�™�–�«�b0¿��
  �›�¥�å�¸�Ÿ�«�º
Æ�[�b�–�å�±�î�Ç�™�–�«  �Ã�Û�Ó�î�±�b0¿��
[Interface (Context)] �Ç�•�î�Ý�»�b1��Â

�G�b8o�[�c�
���b�º�Æ�µ�¡�_�X�8�Z�v�~�V�F�r�M��

• �� Interfaces (Context)��>&P.6-15>'

• �� [Edit Interface] > [General (Context)]��>&P.6-16>'

• �� [Edit Interface] > [Advanced (Context)]��>&P.6-17>'

Interfaces (Context)

�Ç�•�î�Ý�»

• [Interface]>8�–�å�±�î�Ç�™�–�«  ID �†/²&g�K�r�M���m�~�\�Z�}�€�Z�8�•�M�m�Z�b�–�å�±�î�Ç�™�–�«
�@+¬�·$×�_/²&g�I�€�r�M���§�È�–�å�±�î�Ç�™�–�«�c�
�–�å�±�î�Ç�™�–�«  ID �\�Q�€�_)F�C  .n �[&g�I
�€�r�M�� n �c�§�È�–�å�±�î�Ç�™�–�«$��•�[�M��
Õ6×�–�å�±�î�Ç�™�–�«�c�
 Redundant n �\�ç�d�€�r
�M��

• [Name]>8�–�å�±�î�Ç�™�–�«�¡�†/²&g�K�r�M��

• [Enabled]>8�–�å�±�î�Ç�™�–�«�@�–�¿�î�È�Ý�[�6�•�?�]�:�?>& [Yes] �r�S�c  [No]>'�†&g�K�r�M���¹
�Ç�›�Ý�º�[�c�
�M�m�Z�b�–�å�±�î�Ç�™�–�«�c�¥�å�¸�Ÿ�«�º
Æ�[�–�¿�î�È�Ý�_�^�~�r�M���S�T�K�
�º
�Û�Ç�•�µ�¡�@�¥�å�¸�Ÿ�«�º  �–�å�±�î�Ç�™�–�«�†3û4#�M�•�S�u�_�c�
�Q�b�–�å�±�î�Ç�™�–�«�†�©�«
�¸�Ò  �¥�å�Ç�•� �×�Þ�î�©�Ù�å�[�v�–�¿�î�È�Ý�_�M�•�²0[�@�6�~�r�M���–�å�±�î�Ç�™�–�«�†�©�«�¸
�Ò��/œ�«�Ì�î�«�[�©�Õ�µ�º�²�˜�å�M�•�\�
�Q�b�–�å�±�î�Ç�™�–�«�c�
�Q�€�†
¹�w�K�Z�8�•�M�m�Z�b
�¥�å�¸�Ÿ�«�º�[�²�˜�å�K�r�M��

• [Security Level]>8�–�å�±�î�Ç�™�–�«�b�­�Ÿ�×�Ü�¸�•  �Þ�Ë�Ý�†  0 >|  100 �b(
�V�[&g�K�r�M���¹�Ç�›
�Ý�º�b�­�Ÿ�×�Ü�¸�•  �Þ�Ë�Ý�c  0 �[�M��

• [IP Address]>8IP �”�»�Þ�«�@/²&g�I�€�r�M���º�Û�å�«�Ì�”�Þ�å�º  �Ô�î�»�b���œ�� native���@/²&g�I
�€�r�M���º�Û�å�«�Ì�”�Þ�å�º  �Ô�î�»�b�–�å�±�î�Ç�™�–�«�c  IP �”�»�Þ�«�†�Q#Ý�K�r�O�‡�� IP �”�»�Þ
�«�†�¥�å�¸�Ÿ�«�º�r�S�c�­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�_0¿���M�•�_�c�
 [ 'ö#.  IP �”�»�Þ�« ] �Ì�–�å
�†�g!·�K�Z�C�T�I�8��

• [Subnet Mask]>8�Ý�î�¸�µ�»  �Ô�î�»�b���œ�b�s���§�È�¿�µ�º  �Ð�«�¡�†/²&g�K�r�M��

• [Management Only]>8�–�å�±�î�Ç�™�–�«�[�­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�l�b�º�Û�Ç�•�µ�¡�@0Á�•�I
�€�•�?�
�r�S�c'ö#.�b�S�u�T�E�?�†&g�K�r�M��

• [MTU] >8MTU �†/²&g�K�r�M���¹�Ç�›�Ý�º�[�c�
 MTU �c  1500 �[�M��

• [Active MAC Address]>8�”�¡�¸�•�È�^  MAC �”�»�Þ�«�†&g�K�r�M�� [Edit Interface] > [Advanced 
(Context)] �±�È�[�m�·�[�m�~�\�Z�•�\/²&g�I�€�r�M��

• [Standby MAC Address]>8�«�±�å�Â�–  MAC �”�»�Þ�«>&�Ç�™�î�Ý�œ�î�Â�î#Ý>'�†&g�K�r�M���m�·�[
0¿���M�•�\/²&g�I�€�r�M��

• [Description]>81��Â�†/²&g�K�r�M��

• [Add]>84:#Ý�I�€�r�O�‡ ���§�È�–�å�±�î�Ç�™�–�«�\
Õ6×�–�å�±�î�Ç�™�–�«�c�
�©�«�¸�Ò��/œ�«�Ì�î
�«�[�b�s3ã�•�[�A�r�M��

• [Edit]>84E�¥�K�S�–�å�±�î�Ç�™�–�«�†)…7Ÿ�K�r�M��

• [Delete]>84:#Ý�I�€�r�O�‡ ���§�È�–�å�±�î�Ç�™�–�«�\
Õ6×�–�å�±�î�Ç�™�–�«�c�
�©�«�¸�Ò��/œ�«
�Ì�î�«�[�b�s�P7V�[�A�r�M��
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'¨  6 'v       �Ð�Ý�³  �Ô�î�»�b�–�å�±�î�Ç�™�–�«�b0¿��
  �›�¥�å�¸�Ÿ�«�º
Æ�[�b�–�å�±�î�Ç�™�–�«  �Ã�Û�Ó�î�±�b0¿��
• [Enable traffic between two or more interfaces which are configured with same security levels]>8� 
�L�­�Ÿ�×�Ü�¸�•  �Þ�Ë�Ý�b�–�å�±�î�Ç�™�–�«6ë�b3û�™�†�–�¿�î�È�Ý�_�K�r�M��� �L�­�Ÿ�×�Ü�¸�•  �–
�å�±�î�Ç�™�–�«3û�™�†�–�¿�î�È�Ý�_�K�S���œ�[�v�
$��^�•�­�Ÿ�×�Ü�¸�•  �Þ�Ë�Ý�[3û�–�]�>�~�–�å
�±�î�Ç�™�–�«�†0¿���[�A�r�M��

• [Enable traffic between two or more hosts connected to the same interface]>8� �M�–�å�±�î�Ç�™�–�«
�†��
°�~�M�•�º�Û�Ç�•�µ�¡�†�–�¿�î�È�Ý�_�K�r�M��

�Ô�î�»

���b/²�c�
�G�b�µ+��†�Q#Ý�[�A�•�Ô�î�»�†&g�K�S�v�b�[�M��

[Edit Interface] > [General (Context)]

�Ç�•�î�Ý�»

• [Hardware Port]>8/²&g�S#Ý���–�å�±�î�Ç�™�–�«  ID �†/²&g�K�r�M��

• [Enable Interface]>8�–�å�±�î�Ç�™�–�«�†�–�¿�î�È�Ý�_�M�•�\�
�º�Û�Ç�•�µ�¡�@3û4#�[�A�•�|�:�_�^
�~�r�M���G�b0¿���_�•�<�Z�
�º�Û�Ç�•�µ�¡�@�­�Ÿ�×�Ü�¸�•  �Ï�Ü�©�î�_�‘�W�Z3û4#�[�A�•�|�:�_�

IP �”�»�Þ�«>&�Ý�î�¸�µ�»  �Ô�î�»>'�\�¡�S�†�¦�S�_0¿���M�•�²0[�@�6�~�r�M���¹�Ç�›�Ý�º�[�c�
�–
�å�±�î�Ç�™�–�«�c�¥�å�¸�Ÿ�«�º
Æ�[�–�¿�î�È�Ý�_�^�W�Z�8�r�M���S�T�K�
�º�Û�Ç�•�µ�¡�@�¥�å�¸�Ÿ
�«�º  �–�å�±�î�Ç�™�–�«�†3û4#�M�•�S�u�_�c�
�Q�b�–�å�±�î�Ç�™�–�«�†�©�«�¸�Ò  �¥�å�Ç�•� �×�Þ�î
�©�Ù�å�[�v�–�¿�î�È�Ý�_�M�•�²0[�@�6�~�r�M���–�å�±�î�Ç�™�–�«�†�©�«�¸�Ò��/œ�«�Ì�î�«�[�©�Õ�µ
�º�²�˜�å�M�•�\�
�Q�b�–�å�±�î�Ç�™�–�«�c�
�Q�€�†
¹�w�K�Z�8�•�M�m�Z�b�¥�å�¸�Ÿ�«�º�[�²�˜�å�K
�r�M��

• [Interface Name]>8�–�å�±�î�Ç�™�–�«�¡�†  48 �e�Ð�è
Æ�[0¿���K�r�M��

• [Dedicate this interface to management only]>8�–�å�±�î�Ç�™�–�«�†0¿���K�Z�­�Ÿ�×�Ü�¸�•  �”�É�Û�–
�”�å�«�l�b�º�Û�Ç�•�µ�¡�T�E�†0Á�•�K�r�M��3û4#�º�Û�Ç�•�µ�¡�c0Á�•�K�r�O�‡��

• [Security Level]>8�­�Ÿ�×�Ü�¸�•  �Þ�Ë�Ý�†  0>&�q�*>'>|  100>&�q9×>'�b(
�V�[0¿���K�r�M���­�Ÿ�×�Ü
�¸�•  �”�É�Û�–�”�å�«�c�

Æ4Š�¿�µ�º�á�î�¡�?�}�¥4Š�¿�µ�º�á�î�¡>&�*�8�­�Ÿ�×�Ü�¸�•  �Þ�Ë�Ý>'�_
�º�Û�Ç�•�µ�¡�†+¬#ä�_�v�M�G�\�†0Á�•�K�r�M���Ú�b�¨�C�b�­�Ÿ�×�Ü�¸�•�µ+��@�
 2 �X�b�–�å�±�î
�Ç�™�–�«�b%&�P$×�^�­�Ÿ�×�Ü�¸�•  �Þ�Ë�Ý�_�|�•�s8j�†�w�E�r�M��

• [IP Address]>8�Ý�î�¸�µ�»  �Ô�î�»�b���œ�b�s���Ð�Ý�³  �¥�å�¸�Ÿ�«�º  �Ô�î�»�b���œ�c�
�¥�å�¸�Ÿ�«
�º0¿���[  IP �”�»�Þ�«�†0¿���K�r�M��

– [Use Static IP]>8IP �”�»�Þ�«�†�m�·�[0¿���K�r�M��

[IP address]>8IP �”�»�Þ�«�†0¿���K�r�M��

[Subnet Mask]>8�§�È�¿�µ�º  �Ð�«�¡�†0¿���K�r�M��

– [Obtain Address via DHCP]>8DHCP �?�}  IP �”�»�Þ�«�†�·$×�_0¿���K�r�M��

[Obtain Default Route Using DHCP]>8�¹�Ç�›�Ý�º  �Ý�î�º�†  DHCP �§�î�Â�?�}�v�“�K�r�M���¹
�Ç�›�Ý�º�b�«�±�¸�•�µ�¡  �Ý�î�º�b0¿���@�Y0[�_�^�~�r�M��

[Renew DHCP Lease]>8DHCP �Ü�î�«�†�f�‚�K�r�M��

�Ç�“�–�”�˜�›�î�Ý  �Ô�î�» �­�Ÿ�×�Ü�¸�•  �¥�å�¸�Ÿ�«�º

�Ý�î�¸�µ�» 3ñ4# �©�å�¢�Ý

�Ð�Ý�³

�¥�å�¸�Ÿ�«
�º �©�«�¸�Ò

• • — • —
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'¨  6 'v       �Ð�Ý�³  �Ô�î�»�b�–�å�±�î�Ç�™�–�«�b0¿��
  �›�¥�å�¸�Ÿ�«�º
Æ�[�b�–�å�±�î�Ç�™�–�«  �Ã�Û�Ó�î�±�b0¿��
• [Description]>8�œ�É�©�Ù�å�b1��Â�†  240 �e�Ð�è
Æ�[
°�Š�K�r�M���5/œ�†
°�€�N�_  1 /œ�[
°�Š�K�r
�M���Ð�Ý�³  �¥�å�¸�Ÿ�«�º  �Ô�î�»�b���œ�
�©�«�¸�Ò�b1��Â�\�¥�å�¸�Ÿ�«�º�b1��Â�_6õ�€�c�6�~�r�O
�‡��

�Ô�î�»

���b/²�c�
�G�b�µ+��†�Q#Ý�[�A�•�Ô�î�»�†&g�K�S�v�b�[�M��

[Edit Interface] > [Advanced (Context)]

�Ç�•�î�Ý�»

• [MTU]>8300 >|  65,535 �Â�–�º�b(
�V�[  MTU �†0¿���K�r�M���¹�Ç�›�Ý�º�c  1500 �Â�–�º�[�M���Ð�Ý
�³  �¥�å�¸�Ÿ�«�º  �Ô�î�»�b���œ�c�
�¥�å�¸�Ÿ�«�º0¿���[  MTU �†0¿���K�r�M��

• [Mac Address Cloning]>8�m�·�[  MAC �”�»�Þ�«�†�m�~�\�Z�r�M��

�¹�Ç�›�Ý�º�[�c�
"@#.�–�å�±�î�Ç�™�–�«�c�Â�î�å�»�–�å  MAC �”�»�Þ�«�†�Q#Ý�K�
"@#.�–�å�±�î
�Ç�™�–�«�b�M�m�Z�b�§�È�–�å�±�î�Ç�™�–�«�c� �L�Â�î�å�»�–�å  MAC �”�»�Þ�«�†�Q#Ý�K�r�M��

�Ð�Ý�³  �¥�å�¸�Ÿ�«�º  �Ô�î�»�[�c�
�¥�å�¸�Ÿ�«�º6ë�[�–�å�±�î�Ç�™�–�«�†
¹�w�K�Z�8�•���œ�
�[�w
�b  MAC �”�»�Þ�«�†�Q�€�R�€�b�¥�å�¸�Ÿ�«�º�b�–�å�±�î�Ç�™�–�«�_�m�~�\�Z�•�G�\�@�[�A�r�M���G
�b�µ+��†�Q#Ý�M�•�\�
�­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�c�Ã�£�µ�º�†4:�)�^�¥�å�¸�Ÿ�«�º�_���Æ�_�(
8®�[�A�r�M���[�w�b  MAC �”�»�Þ�«�@�^�C�Z�v
¹�w�–�å�±�î�Ç�™�–�«�†�Q#Ý�[�A�r�M�@�
�D7H�@�6
�~�r�M��0ò(ý�_�X�8�Z�c�
 ���­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�_�|�•�Ã�£�µ�º�b�(8®�‰�2�� >&P.9-3>' �†
�g!·�K�Z�C�T�I�8���¥�å�¸�Ÿ�«�º�b
¹�w�–�å�±�î�Ç�™�–�«�_�c�
�m�·�[�›  MAC �”�»�Þ�«�†�m�~�\
�Z�•�G�\�v�
+¬�·#Õ�B�M�•�G�\�v�[�A�r�M�� MAC �”�»�Þ�«�b+¬�·#Õ�B�_�X�8�Z�c�
 ���­�Ÿ�×�Ü
�¸�•  �¥�å�¸�Ÿ�«�º�� >&P.9-23>' �†�g!·�K�Z�C�T�I�8�� MAC �”�»�Þ�«�†+¬�·#Õ�B�M�•���œ�
�G�b�œ
�É�©�Ù�å�†�Q#Ý�K�Z�
#Õ�B�I�€�S�”�»�Þ�«�†�V�i�A�[�A�r�M��

�©�å�¢�Ý  �¥�å�¸�Ÿ�«�º  �Ô�î�»�
�r�S�c�Ð�Ý�³  �¥�å�¸�Ÿ�«�º  �Ô�î�»�[
¹�w�I�€�^�8�–�å�±�î�Ç�™�–
�«�b���œ�c�
�[�w�b  MAC �”�»�Þ�«�†�§�È�–�å�±�î�Ç�™�–�«�_�m�~�\�Z�•�G�\�†�N�á�K�r�M���S�\
�<�d�
�§�î�Å�«  �É�ß�Â�–�²�î�_�|�W�Z�c�
 MAC �”�»�Þ�«�_�ö�Y�8�Z�”�¡�­�«  �¥�å�º�ß�î�Ý�†��/œ
�M�•���œ�@�6�~�r�M��

– [Active Mac Address]>8MAC �”�»�Þ�«�†  H.H.H �g�'�[�–�å�±�î�Ç�™�–�«�_�m�~�\�Z�r�M�� H 
�c  16 �Å�µ�º�b  16 4
�X�[�M���S�\�<�d�
 MAC �”�»�Þ�«�@  00-0C-F1-42-4C-DE �[�6�€�d�

000C.F142.4CDE �\
°�Š�K�r�M��

– [Standby Mac Address]>8�Ç�™�î�Ý�œ�î�Â�î�†�Q#Ý�M�•���œ�c�
�«�±�å�Â�–  MAC �”�»�Þ�«�†
0¿���K�r�M���”�¡�¸�•�È/æ*(�@�Ç�™�î�Ý�œ�î�Â�î�K�
�«�±�å�Â�–/æ*(�@�”�¡�¸�•�È�_�^�•�\�

�‚�K�8�”�¡�¸�•�È/æ*(�c�”�¡�¸�•�È�^  MAC �”�»�Þ�«�b�Q#Ý�†6ä���K�Z�
�¿�µ�º�á�î�¡�b�)�•
�†�q�`7H�_�š�<�r�M���M�‰�
�‚�8�”�¡�¸�•�È/æ*(�c�«�±�å�Â�–  �”�»�Þ�«�†�Q#Ý�K�r�M��

�Ç�“�–�”�˜�›�î�Ý  �Ô�î�» �­�Ÿ�×�Ü�¸�•  �¥�å�¸�Ÿ�«�º

�Ý�î�¸�µ�» 3ñ4# �©�å�¢�Ý

�Ð�Ý�³

�¥�å�¸�Ÿ�«
�º �©�«�¸�Ò

• • — • —
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'¨  6 'v       �Ð�Ý�³  �Ô�î�»�b�–�å�±�î�Ç�™�–�«�b0¿��
  �›�¥�å�¸�Ÿ�«�º
Æ�[�b�–�å�±�î�Ç�™�–�«  �Ã�Û�Ó�î�±�b0¿��
�Ô�î�»

���b/²�c�
�G�b�µ+��†�Q#Ý�[�A�•�Ô�î�»�†&g�K�S�v�b�[�M��

�Ç�“�–�”�˜�›�î�Ý  �Ô�î�» �­�Ÿ�×�Ü�¸�•  �¥�å�¸�Ÿ�«�º

�Ý�î�¸�µ�» 3ñ4# �©�å�¢�Ý

�Ð�Ý�³

�¥�å�¸�Ÿ�«
�º �©�«�¸�Ò

• • — • —
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OL-14981-01-J
C H A P T E R 7

Cisco ASA 5505 4:�Â�º�­�Ÿ�×�Ü�¸�•  �”�É�Û
�–�”�å�«#Ý�«�–�µ�³  �Ï�î�º�>�|�g  VLAN �–�å
�±�î�Ç�™�–�«�b0¿��

�G�b'v�[�c�
 ASA 5505 4:�Â�º�­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�b�«�–�µ�³  �Ï�î�º�\  VLAN �–�å�±�î�Ç�™
�–�«�†0¿���M�•�‰�2�_�X�8�Z1��Â�K�r�M��

>&�@>' �Ú�b�Ô�¹�Ý�b�–�å�±�î�Ç�™�–�«�†0¿���M�•�_�c�
 '¨ 5 'v���–�å�±�î�Ç�™�–�«�b0¿���� �†�g!·�K�Z�C�T
�I�8��

�G�b'v�c�
���b8o�[�S�B�I�€�Z�8�r�M��

• ���–�å�±�î�Ç�™�–�«�b�+0[�� >&P.7-1>'

• �� VLAN �–�å�±�î�Ç�™�–�«�b0¿���� >&P.7-6>'

• ���«�–�µ�³  �Ï�î�º�b0¿���� >&P.7-12>'

�–�å�±�î�Ç�™�–�«�b�+0[
�G�b8o�[�c�
 ASA 5505 4:�Â�º�­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�b�Ï�î�º�>�|�g�–�å�±�î�Ç�™�–�«�_�X�8�Z
1��Â�K�r�M�����b8o% �†�v�~�V�F�r�M��

• �� ASA 5505 �b�Ï�î�º�>�|�g�–�å�±�î�Ç�™�–�«�_�X�8�Z�� >&P.7-2>'

• ���Û�–�­�å�«�[�Q#Ý�[�A�•�q�±�”�¡�¸�•�È  VLAN �–�å�±�î�Ç�™�–�«�X�� >&P.7-2>'

• ���¹�Ç�›�Ý�º  �–�å�±�î�Ç�™�–�«  �¥�å�Ç�•� �×�Þ�î�©�Ù�å�� >&P.7-4>'

• �� VLAN MAC �”�»�Þ�«�� >&P.7-4>'

• �� Power Over Ethernet��>&P.7-4>'

• �� SPAN �†�Q#Ý�K�S�º�Û�Ç�•�µ�¡�b�Ô�½�±�Ü�å�¢�� >&P.7-4>'

• ���­�Ÿ�×�Ü�¸�•  �Þ�Ë�Ý�b�+0[�� >&P.7-5>'
7-1
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'¨  7 'v       Cisco ASA 5505 4:�Â�º�­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«#Ý�«�–�µ�³  �Ï�î�º�>�|�g  VLAN �–�å�±�î�Ç�™�–�«�b0¿��
  �–�å�±�î�Ç�™�–�«�b�+0[
ASA 5505 �b�Ï�î�º�>�|�g�–�å�±�î�Ç�™�–�«�_�X�8�Z

ASA 5505 4:�Â�º�­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�[�c�
)��s3¸�s�«�–�µ�³�@�§�Ï�î�º�I�€�Z�8�r�M�����b  
2 '�8®�b�Ï�î�º�>�|�g�–�å�±�î�Ç�™�–�«�†0¿���M�•�²0[�@�6�~�r�M��

• "@#.�«�–�µ�³  �Ï�î�º>84:�Â�º�­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�_�c�
�Á�î�»�˜�™�”�b�«�–�µ�³�å�¢�µ
+��†�Q#Ý�K�Z�
�Þ�–�Ö  2 �[�º�Û�Ç�•�µ�¡�†3?3æ�M�•  8 �X�b�Ç�“�«�º  �–�î�§�¿�µ�º  �«�–�µ�³  �Ï�î�º
�@�6�~�r�M���G�€�}�b�Ï�î�º�b�:�U�b  2 �X�c  PoE �Ï�î�º�[�M��0ò(ý�_�X�8�Z�c�
 ��� �L�­�Ÿ�×�Ü
�¸�•  �Þ�Ë�Ý�b�–�å�±�î�Ç�™�–�«6ë�[�c�
$Î�™�\%T�™�b�g�‰�b�K)F�_�P�K�Z  established �¥�Ð�å�»�†
0¿���[�A�r�M�� ��>&P.7-5>' �†�g!·�K�Z�C�T�I�8���G�€�}�b�–�å�±�î�Ç�™�–�«�†�
 PC�
 IP 7Á0ð�
DSL 
�Ô�¹�Ò�^�]�b�Ø�î�¨�µ�þ�_%$�K�K)F�[�A�r�M���r�S�c�
�9�b�«�–�µ�³�_�K)F�[�A�r�M��

• 1=#. VLAN �–�å�±�î�Ç�™�–�«>8�Ý�î�¸�µ�»  �Ô�î�»�[�c�
�G�€�}�b�–�å�±�î�Ç�™�–�«�c�
0¿���í�s
�b�­�Ÿ�×�Ü�¸�•  �Ï�Ü�©�î�†�Q#Ý�K�Z�Ç�“�–�”�˜�›�î�Ý�\  VPN �§�î�Å�«�†4:#Ý�M�•�G�\�_�|�W�Z�

�Þ�–�Ö  3 �b  VLAN �¿�µ�º�á�î�¡6ë�[�º�Û�Ç�•�µ�¡�†3?3æ�K�r�M���º�Û�å�«�Ì�”�Þ�å�º  �Ô�î�»�[
�c�
�G�€�}�b�–�å�±�î�Ç�™�–�«�c�
0¿���í�s�b�­�Ÿ�×�Ü�¸�•  �Ï�Ü�©�î�†�Q#Ý�K�Z�Ç�“�–�”�˜�›�î
�Ý �§�î�Å�«�†4:#Ý�M�•�G�\�_�|�W�Z�
�Þ�–�Ö  2 �b� �L�¿�µ�º�á�î�¡�V�b  VLAN 6ë�[�º�Û�Ç�•�µ�¡
�†3?3æ�K�r�M���q�±  VLAN �–�å�±�î�Ç�™�–�«�X�b0ò(ý�_�X�8�Z�c�
 ���Û�–�­�å�«�[�Q#Ý�[�A�•�q�±
�”�¡�¸�•�È  VLAN �–�å�±�î�Ç�™�–�«�X�� �†�g!·�K�Z�C�T�I�8�� VLAN �–�å�±�î�Ç�™�–�«�†�Q#Ý�M
�•�G�\�_�|�~�
�9���b  VLAN �
�S�\�<�d�Í�î�Ò  VLAN �
�Å�ª�¿�«  VLAN �
�–�å�±�î�¿�µ�º  VLAN 
�^�]�_/æ*(�†�(�E�•�G�\�@�[�A�r�M��

�«�–�µ�³  �Ï�î�º�†�9���b  VLAN �_�(7³�M�•�_�c�
�›�«�–�µ�³  �Ï�î�º�†  VLAN �–�å�±�î�Ç�™�–�«�_�m
�~�\�Z�r�M��� �L  VLAN �V�b�«�–�µ�³  �Ï�î�º�c�
�Á�î�»�˜�™�”  �«�–�µ�³�å�¢�†�Q#Ý�K�Z%&�«�_3û�™�[
�A�r�M���S�T�K�
 VLAN 1 �V�b�«�–�µ�³  �Ï�î�º�@  VLAN 2 �V�b�«�–�µ�³  �Ï�î�º�\3û�™�M�•���œ�
4:�Â
�º�­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�c�­�Ÿ�×�Ü�¸�•  �Ï�Ü�©�î�†�º�Û�Ç�•�µ�¡�_4:#Ý�K�
 2 �X�b  VLAN 6ë�[
�Ý�î�¸�•�å�¢�r�S�c�È�Ü�µ�ª�å�¢�K�r�M��

>&�@>' �§�È�–�å�±�î�Ç�™�–�«�c�
 ASA 5505 4:�Â�º�­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�[�c�Q#Ý�[�A�r�O�‡��

�Û�–�­�å�«�[�Q#Ý�[�A�•�q�±�”�¡�¸�•�È  VLAN �–�å�±�î�Ç�™�–�«�X

�º�Û�å�«�Ì�”�Þ�å�º  �Ç�“�–�”�˜�›�î�Ý  �Ô�î�»�[�c�
�ö�•�Û�–�­�å�«�c�”�¡�¸�•�È  VLAN �†  2 �X�

Security Plus �Û�–�­�å�«�c  3 �X0¿���[�A�r�M���Q�b�:�U�b  1 �X�c�
�Ç�™�î�Ý�œ�î�Â�î#Ý�[�M��

�Ý�î�¸�µ�»  �Ô�î�»�[�c�
�ö�•�Û�–�­�å�«�c�”�¡�¸�•�È  VLAN �†  3 �X�r�[�
 Security Plus �Û�–�­�å�«�c  
20 �r�[0¿���[�A�r�M��

�”�¡�¸�•�È�^  VLAN �\�c�
 nameif �¥�Ð�å�»�@0¿���I�€�S  VLAN �b�G�\�[�M��
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'¨  7 'v       Cisco ASA 5505 4:�Â�º�­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«#Ý�«�–�µ�³  �Ï�î�º�>�|�g  VLAN �–�å�±�î�Ç�™�–�«�b0¿��
  �–�å�±�î�Ç�™�–�«�b�+0[
�ö�•�Û�–�­�å�«�b���œ�
 3 �X�u�b  VLAN �c�Ú�b  1 �X�b  VLAN �_�b�s�º�Û�Ç�•�µ�¡�†6ä���M�•�|�:�_0¿
���[�A�r�M�� �W 7-1 �b�¿�µ�º�á�î�¡�b�[�[�c�
�Í�î�Ò  VLAN �c�–�å�±�î�¿�µ�º�\3û�™�[�A�r�M�@�
�Å
�ª�¿�«  VLAN �\�c�K)F�†6ä���[�A�r�O�‡��

�W 7-1 �ö�•�Û�–�­�å�«�[�b  ASA 5505 4:�Â�º�­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«

Security Plus �Û�–�­�å�«�[�c�
 20 �b  VLAN �–�å�±�î�Ç�™�–�«�†0¿���[�A�r�M���º�Û�å�¡  �Ï�î�º�†0¿��
�K�Z�
 1 �X�b�Ï�î�º�[0
�X�b  VLAN �†�Q#Ý�[�A�r�M��

>&�@>' ASA 5505 4:�Â�º�­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�c�
 Active/Standby �Ç�™�î�Ý�œ�î�Â�î�†�§�Ï�î�º�K�r
�M�@�
�«�¸�î�º�Ç�Ý  �Ç�™�î�Ý�œ�î�Â�î�†�§�Ï�î�º�K�Z�8�r�O�‡��

�¿�µ�º�á�î�¡�b�[�_�X�8�Z�c�
 �W 7-2 �†�g!·�K�Z�C�T�I�8��

�W 7-2 Security Plus �Û�–�­�å�«�[�b  ASA 5505 4:�Â�º�­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«

ASA 5505
�n�Ä�\���.�f�,
ƒ�È


³$ 

���f�2�o�@�6�;

)D�[

15
33

64

Security Plus
�\���.�f�,
ƒ�È

ASA 5505

�H���o�^���o�C�o
ASA 5505

�]1ñ

�C�6�"���6�J  ISP

�J�\���Q�]  ISP

DMZ

�H���o�^���o�C�o  �]�f�"

15
33

65
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'¨  7 'v       Cisco ASA 5505 4:�Â�º�­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«#Ý�«�–�µ�³  �Ï�î�º�>�|�g  VLAN �–�å�±�î�Ç�™�–�«�b0¿��
  �–�å�±�î�Ç�™�–�«�b�+0[
�¹�Ç�›�Ý�º  �–�å�±�î�Ç�™�–�«  �¥�å�Ç�•� �×�Þ�î�©�Ù�å

�H�Q#Ý�b4:�Â�º�­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�_�d����,´�ì�b�¹�Ç�›�Ý�º  �¥�å�Ç�•� �×�Þ�î�©�Ù�å�@�µ
�r�€�Z�8�•���œ�
�–�å�±�î�Ç�™�–�«�c���b�|�:�_0¿���I�€�Z�8�r�M��

• �¥4Š�–�å�±�î�Ç�™�–�«>&�­�Ÿ�×�Ü�¸�•  �Þ�Ë�Ý  0>'�c  VLAN 2 �[�M��

�–�î�§�¿�µ�º  0/0 �@ VLAN 2 �_�m�~�\�Z�}�€�
�–�¿�î�È�Ý�_�^�~�r�M��

VLAN 2 �b  IP �”�»�Þ�«�c  DHCP �§�î�Â�?�}�v�“�K�r�M��

• 
Æ4Š�–�å�±�î�Ç�™�–�«>&�­�Ÿ�×�Ü�¸�•  �Þ�Ë�Ý  100>'�c  VLAN 1 �[�M��

�–�î�§�¿�µ�º  0/1 >|�–�î�§�¿�µ�º  0/7 �@ VLAN 1 �_�m�~�\�Z�}�€�
�–�¿�î�È�Ý�_�^�~�r�M��

VLAN 1 �b  IP �”�»�Þ�«�c  192.168.1.1 �[�M��

configure factory-default �¥�Ð�å�»�†�Q#Ý�K�Z�
�d����,´�ì�b�¹�Ç�›�Ý�º  �¥�å�Ç�•� �×�Þ�î�©�Ù�å�†
�Ÿ
–�K�r�M��

�G�b'v�b�m8p�_�‘�8�
�¹�Ç�›�Ý�º  �¥�å�Ç�•� �×�Þ�î�©�Ù�å�†�š�f�K�r�M���S�\�<�d�
 VLAN �–�å�±�î
�Ç�™�–�«�b3ã�•�†/œ�8�r�M��

�d����,´�ì�b�¹�Ç�›�Ý�º  �¥�å�Ç�•� �×�Þ�î�©�Ù�å�_�^�W�Z�8�^�8���œ�c�
�M�m�Z�b�«�–�µ�³  �Ï�î�º�@  
VLAN 1 �[�M�@�
�Q�b�Ú�b�Ã�Û�Ó�î�±�c�•0¿���[�M��

VLAN MAC �”�»�Þ�«  
�Ý�î�¸�µ�»  �Ç�“�–�”�˜�›�î�Ý  �Ô�î�»�[�c�
�M�m�Z�b  VLAN �–�å�±�î�Ç�™�–�«�@  MAC �”�»�Þ�«�†
¹�w
�K�r�M���K)F�«�–�µ�³�@�]�€�v�G�b�©�¼�Ü�œ�†�§�Ï�î�º�[�A�•�|�:�_�K�r�M���K)F�«�–�µ�³�_�[�w�b  
MAC �”�»�Þ�«�@�²0[�^���œ�
�m�·�[  MAC �”�»�Þ�«�†�m�~�\�Z�•�G�\�@�[�A�r�M��

�º�Û�å�«�Ì�”�Þ�å�º  �Ç�“�–�”�˜�›�î�Ý  �Ô�î�»�[�c�
�›  VLAN �_�[�w�b  MAC �”�»�Þ�«�@�6�~�r�M���²
0[�_�Â�L�Z�
�m�·�[  MAC �”�»�Þ�«�†�m�~�\�Z�Z�
#Õ�B�I�€�S  MAC �”�»�Þ�«�†�V�i�A�[�A�r�M��

Power Over Ethernet

Ethernet 0/6 �>�|�g  Ethernet 0/7 �c�
 IP 7Á0ð�x!“)z�”�¡�­�«  �Ï�–�å�º�^�]�b�¹�Â�–�«#Ý�_  PoE �†�§
�Ï�î�º�K�Z�8�r�M��8�  PoE �¹�Â�–�«�†�–�å�«�º�î�Ý�K�S���œ�x�G�€�}�b�«�–�µ�³  �Ï�î�º�_�K)F�K�^�8
���œ�
4:�Â�º�­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�c�«�–�µ�³  �Ï�î�º�_7Á ;�†�j)%�K�r�O�‡��

[Edit Switch Port] �²�–�”�ß�¢�Î�µ�¡�«�[�«�–�µ�³  �Ï�î�º�†�©�Õ�µ�º�²�˜�å�M�•�\�
�¹�Â�–�«�l�b7Á ;
�@�¹�•�­�î�È�Ý�_�^�~�r�M��
Ì�Ø�–�¿�î�È�Ý�_�M�•�|�:
°�Š�M�€�d�
7Á ;�@�Ÿ
–�K�r�M��

�K)F�I�€�Z�8�•�¹�Â�–�«�b�±�–�É>& Cisco �r�S�c  IEEE 802.3af>'�^�]�
 PoE �«�–�µ�³  �Ï�î�º�b�«�¸�î
�±�«�†&�1��M�•�_�c�
 show power inline �¥�Ð�å�»�†�Q#Ý�K�r�M��

SPAN �†�Q#Ý�K�S�º�Û�Ç�•�µ�¡�b�Ô�½�±�Ü�å�¢

1 �X�r�S�c0
�X�b�«�–�µ�³  �Ï�î�º�†��
°�~�M�•�º�Û�Ç�•�µ�¡�†�Ô�½�±�M�•�_�c�
�«�–�µ�³  �Ï�î�º  �Ô�½
�±�Ü�å�¢�\�v�ç�d�€�•  SPAN �†�–�¿�î�È�Ý�_�K�r�M�� SPAN �†�–�¿�î�È�Ý�_�K�S�Ï�î�º>&��
›�Ï�î�º�\
�ç�d�€�•>'�c�
"I���b3æ�™
–�Ï�î�º�[3æ�w�™�M�•�M�m�Z�b�Ã�£�µ�º�b�¥�Æ�î�†�w�™�K�r�M�� SPAN �µ+�
�†�Q#Ý�M�€�d�
�«�½�Ç�“�†��
›�Ï�î�º�_�ç�Ü�K�Z�
�M�m�Z�b�º�Û�Ç�•�µ�¡�†�Ô�½�±�[�A�r�M�� SPAN �†
�Q#Ý�K�^�8�\�
�Ô�½�±�M�•�Ï�î�º�H�\�_�«�½�Ç�“�†�ç�Ü�K�^�E�€�d�^�~�r�O�‡�� SPAN �†�–�¿�î�È�Ý�_
�M�•�G�\�@�[�A�•�b�c�
 1 �X�b��
›�Ï�î�º�b�s�[�M��
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  �–�å�±�î�Ç�™�–�«�b�+0[
SPAN %�0i�†�–�¿�î�È�Ý�_�M�•�_�c�
 Command Line Interface �¶�î�Ý�†�Q#Ý�K�
 switchport monitor  
�¥�Ð�å�»�†
°�Š�M�•�²0[�@�6�~�r�M��0ò(ý�_�X�8�Z�c�
 �� Cisco Security Appliance Command 
Reference���b  switchport monitor  �¥�Ð�å�»�†�g!·�K�Z�C�T�I�8��

�­�Ÿ�×�Ü�¸�•  �Þ�Ë�Ý�b�+0[

�›  VLAN �–�å�±�î�Ç�™�–�«�_�c�
 0 >|  100>&�q�W�)>|�q�V�)>'�r�[�b�­�Ÿ�×�Ü�¸�•  �Þ�Ë�Ý�†�m�~�\�Z
�•�²0[�@�6�~�r�M���S�\�<�d�

Æ4Š�Å�ª�¿�«  �¿�µ�º�á�î�¡�^�]�
�q�v�­�Ÿ�×�”�^�¿�µ�º�á�î�¡�_�c�Þ
�Ë�Ý  100 �†�m�~�\�Z�•�²0[�@�6�~�r�M���M�‰�
�–�å�±�î�¿�µ�º�^�]�_�K)F�M�•�¥4Š�¿�µ�º�á�î�¡�_�c
�Þ�Ë�Ý  0 �@�m�~�\�Z�}�€�•���œ�@�6�~�r�M���Í�î�Ò  �¿�µ�º�á�î�¡�^�]�Q�b�Ú�b�¿�µ�º�á�î�¡�c�Q�b�p
6ë�_0¿���[�A�r�M��0
�X�b�–�å�±�î�Ç�™�–�«�†� �L�­�Ÿ�×�Ü�¸�•  �Þ�Ë�Ý�_�m�~�\�Z�•�G�\�@�[�A�r�M��

�Þ�Ë�Ý�_�|�W�Z�
���b�·�8�@�D�š�I�€�r�M��

• �¿�µ�º�á�î�¡  �”�¡�­�«>8�¹�Ç�›�Ý�º�[�
9×�8�­�Ÿ�×�Ü�¸�•  �Þ�Ë�Ý�b�–�å�±�î�Ç�™�–�«�?�}�*�8�­
�Ÿ�×�Ü�¸�•  �Þ�Ë�Ý�b�–�å�±�î�Ç�™�–�«�l�b3û�™>&$Î�™>'�c�/;ò$×�_0Á�•�I�€�r�M��9×�8�­�Ÿ�×�Ü
�¸�•  �Þ�Ë�Ý�b�–�å�±�î�Ç�™�–�«�V�b�Í�«�º�c�
�*�8�­�Ÿ�×�Ü�¸�•  �Þ�Ë�Ý�b�–�å�±�î�Ç�™�–�«�V�b
�õ�–�b�Í�«�º�_�”�¡�­�«�[�A�r�M���–�å�±�î�Ç�™�–�«�_�”�¡�­�«  �Ü�«�º�†4:#Ý�M�•�G�\�_�|�W�Z�

�”�¡�­�«�†�D7H�[�A�r�M��

� �L�­�Ÿ�×�Ü�¸�•  �Þ�Ë�Ý�b�–�å�±�î�Ç�™�–�«6ë�[�c�
� �L�­�Ÿ�×�Ü�¸�•  �Þ�Ë�Ý�è�W�b�Ú�b�–�å
�±�î�Ç�™�–�«�l�b�”�¡�­�«�@�/;ò$×�_0Á�•�I�€�r�M��

• �–�å�«�Ì�¡�©�Ù�å  �š�å�ª�å>8�M4Š�b�”�É�Ü�£�î�©�Ù�å  �–�å�«�Ì�¡�©�Ù�å  �š�å�ª�å�c�­�Ÿ�×�Ü�¸�•  
�Þ�Ë�Ý�_�k�Ñ�K�r�M��� �L�­�Ÿ�×�Ü�¸�•  �Þ�Ë�Ý�b�–�å�±�î�Ç�™�–�«6ë�[�c�
�–�å�«�Ì�¡�©�Ù�å  �š
�å�ª�å�c$Î�™�\%T�™�b�8�N�€�b�º�Û�Ç�•�µ�¡�_�P�K�Z�v4:#Ý�I�€�r�M��

– NetBIOS �–�å�«�Ì�¡�©�Ù�å  �š�å�ª�å>8$Î�™�K)F�_�P�K�Z�b�s4:#Ý�I�€�r�M��

– SQL*Net �–�å�«�Ì�¡�©�Ù�å  �š�å�ª�å>8 SQL*Net>&�§&à OraServ>'�Ï�î�º�\�b�D�š�K)F�@�M�P
�b�Í�«�º6ë�_�Ñ�~�M�•���œ�
%T�™�¹�î�±�K)F�T�E�@4:�Â�º�­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�†3û
4#�M�•�G�\�†0Á�•�I�€�r�M��

• �Ç�•�Ý�±�Ü�å�¢>8 HTTP(S) �>�|�g  FTP �Ç�•�Ý�±�Ü�å�¢�c�
 >&9×�8�Þ�Ë�Ý�?�}�*�8�Þ�Ë�Ý�l�b>'$Î
�™�K)F�_�b�s4:#Ý�I�€�r�M��

� �L�­�Ÿ�×�Ü�¸�•  �Þ�Ë�Ý�b�–�å�±�î�Ç�™�–�«6ë�[�c�
$Î�™�\%T�™�b�8�N�€�b�º�Û�Ç�•�µ�¡�v�Ç�•
�Ý�±�Ü�å�¢�[�A�r�M��

• NAT �¥�å�º�ß�î�Ý>8 NAT �¥�å�º�ß�î�Ý�†�–�¿�î�È�Ý�_�M�•���œ�
9×�8�­�Ÿ�×�Ü�¸�•  �Þ�Ë�Ý�b�–�å
�±�î�Ç�™�–�«>&
Æ4Š>'�V�b�Í�«�º�?�}�*�8�­�Ÿ�×�Ü�¸�•  �Þ�Ë�Ý�b�–�å�±�î�Ç�™�–�«>&�¥4Š>'�V�b
�Í�«�º�_�”�¡�­�«�M�•�\�A�c�

Æ4Š�–�å�±�î�Ç�™�–�«�b�Í�«�º�_  NAT �†0¿���M�•�²0[�@�6�~�r�M��

NAT �¥�å�º�ß�î�Ý�†�–�¿�î�È�Ý�_�K�^�8���œ�
�r�S�c� �L�­�Ÿ�×�Ü�¸�•  �Þ�Ë�Ý�b�–�å�±�î�Ç�™�–
�«6ë�_�>�8�Z�c�
�õ�–�b�–�å�±�î�Ç�™�–�«6ë�[  NAT �†�Q#Ý�M�•�G�\�v�
�Q#Ý�K�^�8�G�\�v�[�A�r
�M���¥4Š�–�å�±�î�Ç�™�–�«�_  NAT �†0¿���M�•���œ�c�
"I�9�^�Ÿ�î�á�î�»�@�²0[�_�^�•�G�\�@�6�~
�r�M��

• established �¥�Ð�å�»>8�G�b�¥�Ð�å�»�†�Q#Ý�M�•�\�
9×�)�Þ�Ë�Ý�b�Í�«�º�?�}�*�)�Þ�Ë�Ý�b�Í�«�º
�_�K)F�@�M�[�_&�'g�I�€�Z�8�•���œ�_�
�*�)�b�­�Ÿ�×�Ü�¸�•�b�Í�«�º�?�}9×�)�b�­�Ÿ�×�Ü�¸�•�b�Í
�«�º�l�b�Ü�±�î�å�K)F�@0Á�•�I�€�r�M��

� �L�­�Ÿ�×�Ü�¸�•  �Þ�Ë�Ý�b�–�å�±�î�Ç�™�–�«6ë�[�c�
$Î�™�\%T�™�b�g�‰�b�K)F�_�P�K�Z  
established �¥�Ð�å�»�†0¿���[�A�r�M��
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  VLAN �–�å�±�î�Ç�™�–�«�b0¿��
VLAN �–�å�±�î�Ç�™�–�«�b0¿��
0¿���•+��^  VLAN �X�_�X�8�Z�c�
 ���Û�–�­�å�«�[�Q#Ý�[�A�•�q�±�”�¡�¸�•�È  VLAN �–�å�±�î�Ç�™�–�«
�X��>&P.7-2>' �†�g!·�K�Z�C�T�I�8��

>&�@>' �Ç�™�î�Ý�œ�î�Â�î�†�Q#Ý�K�Z�8�•���œ�
�Ç�™�î�Ý�œ�î�Â�î3û�™�_�£(Ù�I�€�Z�8�•�–�å�±�î�Ç�™�–�«�_
�c�
�G�b�‰�2�[�¡�S�†�Ü�E�^�8�[�C�T�I�8���Ç�™�î�Ý�œ�î�Â�î  �Ü�å�¡�†0¿���M�•�_�c�
 '¨ 14 'v���Á�–  
�”�Ë�–�Û�Å�Ü�¸�•�� �†�g!·�K�Z�C�T�I�8��

Easy VPN �†�–�¿�î�È�Ý�_�M�•�\�
 VLAN �–�å�±�î�Ç�™�–�«�†3ã�•�r�S�c�P7V�[�A�r�O�‡���r�S�
�­
�Ÿ�×�Ü�¸�•  �Þ�Ë�Ý�r�S�c�–�å�±�î�Ç�™�–�«�¡�b�š�f�v�[�A�r�O�‡���–�å�±�î�Ç�™�–�«�†�M�m�Z0¿���K
�Z�?�}  Easy VPN �†�–�¿�î�È�Ý�_�M�•�G�\�†�>�È�u�K�r�M��

�G�b8o�[�c�
���b�º�Æ�µ�¡�_�X�8�Z�v�~�V�F�r�M��

• �� [Interfaces] > [Interfaces]��>&P.7-6>'

• �� [Add/Edit Interface] > [General]��>&P.7-8>'

• �� [Add/Edit Interface] > [Advanced]��>&P.7-11>'

[Interfaces] > [Interfaces]

[Interfaces] �±�È�[�c�
0¿���í�s�b  VLAN �–�å�±�î�Ç�™�–�«�†/²&g�K�r�M�� VLAN �–�å�±�î�Ç�™�–�«
�†3ã�•�r�S�c�P7V�K�S�~�
� �L�­�Ÿ�×�Ü�¸�•  �Þ�Ë�Ý�b�–�å�±�î�Ç�™�–�«6ë�b3û�™�†�–�¿�î�È�Ý�_�K�S
�~�
� �M�–�å�±�î�Ç�™�–�«�†��
°�~�M�•�º�Û�Ç�•�µ�¡�†�–�¿�î�È�Ý�_�M�•�G�\�@�[�A�r�M��

�º�Û�å�«�Ì�”�Þ�å�º  �Ç�“�–�”�˜�›�î�Ý  �Ô�î�»�[�c�
 2 �X�b�–�å�±�î�Ç�™�–�«�b�s�@�º�Û�Ç�•�µ�¡�†3û
4#�[�A�r�M��

�Ç�•�î�Ý�»

• [Name]>8�–�å�±�î�Ç�™�–�«�¡�†/²&g�K�r�M��

• [Switch Ports]>8�G�b VLAN �–�å�±�î�Ç�™�–�«�_�m�~�\�Z�}�€�S�«�–�µ�³  �Ï�î�º�†/²&g�K�r�M��

• [Enabled]>8�–�å�±�î�Ç�™�–�«�@�–�¿�î�È�Ý�[�6�•�?�]�:�?>& [Yes] �r�S�c  [No]>'�†&g�K�r�M��

• [Security Level]>8�–�å�±�î�Ç�™�–�«�b�­�Ÿ�×�Ü�¸�•  �Þ�Ë�Ý�†  0 >|  100 �b(
�V�[&g�K�r�M���¹�Ç�›
�Ý�º�b�­�Ÿ�×�Ü�¸�•  �Þ�Ë�Ý�c  0 �[�M��

• [IP Address]>8IP �”�»�Þ�«�@/²&g�I�€�r�M���º�Û�å�«�Ì�”�Þ�å�º  �Ô�î�»�b���œ�� native���@/²&g�I
�€�r�M���º�Û�å�«�Ì�”�Þ�å�º  �Ô�î�»�b�–�å�±�î�Ç�™�–�«�c  IP �”�»�Þ�«�†�Q#Ý�K�r�O�‡�� IP �”�»�Þ
�«�†�¥�å�¸�Ÿ�«�º�r�S�c�­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�_0¿���M�•�_�c�
 [ 'ö#.  IP �”�»�Þ�« ] �Ì�–�å
�†�g!·�K�Z�C�T�I�8��

• [Subnet Mask]>8�Ý�î�¸�µ�»  �Ô�î�»�b���œ�b�s���§�È�¿�µ�º  �Ð�«�¡�†/²&g�K�r�M��

• [Restrict Traffic Flow]>8�G�b�–�å�±�î�Ç�™�–�«�?�}�9�b  VLAN �l�b�K)F6ä���@�D7H�I�€�Z�8�•�?
�]�:�?�†&g�K�r�M��

�ö�•�Û�–�­�å�«�[�c�
�G�b�œ�É�©�Ù�å�†�Q#Ý�K�Z�D7H�K�S���œ�T�E�
 3 �X% �b VLAN �†0¿���[�A
�r�M��
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'¨  7 'v       Cisco ASA 5505 4:�Â�º�­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«#Ý�«�–�µ�³  �Ï�î�º�>�|�g  VLAN �–�å�±�î�Ç�™�–�«�b0¿��
  VLAN �–�å�±�î�Ç�™�–�«�b0¿��
�S�\�<�d�
 1 �X�b  VLAN �†�–�å�±�î�¿�µ�º  �”�¡�­�«�b�¥4Š�_�
�v�:  1 �X�†
Æ4Š�Å�ª�¿�«  �¿�µ�º
�á�î�¡
Æ�_�
�Q�K�Z  3 �X% �†�Í�î�Ò  �¿�µ�º�á�î�¡�_�Q�€�R�€�m�~�\�Z�r�M���Í�î�Ò  �¿�µ�º�á�î�¡
�c�Å�ª�¿�«  �¿�µ�º�á�î�¡�_�”�¡�­�«�M�•�²0[�@�^�8�b�[�
 �Í�î�Ò  VLAN �[  [Restrict Traffic Flow] 
�œ�É�©�Ù�å�†�Q#Ý�[�A�r�M���Å�ª�¿�«  �¿�µ�º�á�î�¡�c�Í�î�Ò  �¿�µ�º�á�î�¡�_�”�¡�­�«�[�A�r�M�@�

�Q�b�o�P�c�[�A�r�O�‡��

2 �X�b  VLAN �–�å�±�î�Ç�™�–�«�_�¡�S�†�M�[�_0¿���K�Z�8�•���œ�
�²�N  [Restrict Traffic Flow] �œ
�É�©�Ù�å�†�–�¿�î�È�Ý�_�K�Z�?�}  3 $�% �b�–�å�±�î�Ç�™�–�«�_�¡�S�†�Ü�E�Z�C�T�I�8�� ASA 5505 
4:�Â�º�­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�b�ö�•�Û�–�­�å�«�[�c�
 3 �X�b  VLAN �–�å�±�î�Ç�™�–�«�@�Ç
�Ý�µ+��†�â�X�G�\�c0Á�•�I�€�Z�8�r�O�‡��

>&�@>' Security Plus �Û�–�­�å�«�_�”�µ�É�¢�Þ�î�»�M�€�d�
�G�b�œ�É�©�Ù�å�†�P7V�K�Z�
�G�b�–�å
�±�î�Ç�™�–�«�b�Ç�Ý�µ+��†�v�“�[�A�r�M���G�b�œ�É�©�Ù�å�†�–�¿�î�È�Ý�_�K�S�r�r�_�M�•
�\�
�”�µ�É�¢�Þ�î�»�‹�v�–�å�±�î�Ç�™�–�«�b�D7H�c�Q�b�r�r�g�~�r�M��

• [Backup Interface]>8�G�b�–�å�±�î�Ç�™�–�«�_�Q#Ý�I�€�•�Â�µ�¡�”�µ�É  ISP �–�å�±�î�Ç�™�–�«�†&g
�K�r�M���–�å�±�î�Ç�™�–�«�_7€���@$Î#Õ�M�•�\�
�Â�µ�¡�”�µ�É  �–�å�±�î�Ç�™�–�«�_�)�~�p�ƒ�~�r
�M��

�É�Û�–�Ð�Ü  �–�å�±�î�Ç�™�–�«�_�|�•�¹�Ç�›�Ý�º  �Ý�î�º�_7€���@$Î#Õ�K�^�87H�~�
�Â�µ�¡�”�µ�É  �–
�å�±�î�Ç�™�–�«�c�º�Û�Ç�•�µ�¡�†3û4#�I�O�r�O�‡���G�b�œ�É�©�Ù�å�c  Easy VPN �[�}�<�[�M���Â�µ
�¡�”�µ�É  �–�å�±�î�Ç�™�–�«�@�É�Û�–�Ð�Ü�_�^�•�\�
�­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�c�‚�K�8�É�Û�–
�Ð�Ü �–�å�±�î�Ç�™�–�«�_  VPN �Ý�î�Ý�†4:#Ý�K�r�M��

�É�Û�–�Ð�Ü�_7€���@$Î#Õ�K�S���œ�_�
�º�Û�Ç�•�µ�¡�@�Â�µ�¡�”�µ�É  �–�å�±�î�Ç�™�–�«�†3û4#�[�A
�•�|�:�_�M�•�_�c�
�É�Û�–�Ð�Ü�\�Â�µ�¡�”�µ�É�b�g�‰�b�–�å�±�î�Ç�™�–�«�_�¹�Ç�›�Ý�º  �Ý�î�º�†
0¿���K�Z�
�É�Û�–�Ð�Ü�[�b7€��$Î#Õ�ì�_�Â�µ�¡�”�µ�É  �–�å�±�î�Ç�™�–�«�†�Q#Ý�[�A�•�|�:�_�K�r
�M���S�\�<�d�
 2 �X�b�¹�Ç�›�Ý�º  �Ý�î�º�†0¿���K�Z�
 1 �X�c�”�»�Ñ�½�«�º�Þ�î�¸�•�È  �¹�•�«�±�å�«
�@�*�8�É�Û�–�Ð�Ü  �–�å�±�î�Ç�™�–�«#Ý�\�K�
�v�:  1 �X�c�”�»�Ñ�½�«�º�Þ�î�¸�•�È  �¹�•�«�±�å�«�@
9×�8�Â�µ�¡�”�µ�É  �–�å�±�î�Ç�™�–�«#Ý�\�M�•�G�\�@�[�A�r�M���¹�×�”�Ý  ISP �§�Ï�î�º�†0¿���M�•
�_�c�
 ���«�±�¸�•�µ�¡  �Ý�î�º  �º�Û�µ�Ÿ�å�¢�� >&P.16-44>' �†�g!·�K�Z�C�T�I�8��

• [VLAN] >8�G�b�–�å�±�î�Ç�™�–�«�b  VLAN ID �†&g�K�r�M��

• [Management Only]>8�–�å�±�î�Ç�™�–�«�[�­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�l�b�º�Û�Ç�•�µ�¡�@0Á�•�I
�€�•�?�
�r�S�c'ö#.�b�S�u�T�E�?�†&g�K�r�M��

• [MTU] >8MTU �†/²&g�K�r�M���¹�Ç�›�Ý�º�[�c�
 MTU �c  1500 �[�M��

• [Active MAC Address]>8�”�¡�¸�•�È�^  MAC �”�»�Þ�«�†&g�K�r�M�� [Add/Edit Interface] > 
[Advanced] �±�È�[�m�·�[�m�~�\�Z�•�\/²&g�I�€�r�M��

• [Standby MAC Address]>8�«�±�å�Â�–  MAC �”�»�Þ�«>&�Ç�™�î�Ý�œ�î�Â�î#Ý>'�†&g�K�r�M���m�·�[
0¿���M�•�\/²&g�I�€�r�M��

• [Description]>81��Â�†/²&g�K�r�M���Ç�™�î�Ý�œ�î�Â�î�r�S�c�«�¸�î�º  �Ü�å�¡�b���œ�
1��Â�c�

�� LAN Failover Interface���
�� STATE Failover Interface���
�� LAN/STATE Failover Interface���̂ �]�b
�[���b�Í�_�^�~�r�M���G�b1��Â�c)…7Ÿ�[�A�r�O�‡��

• [Add]>8�–�å�±�î�Ç�™�–�«�†3ã�•�K�r�M�� Easy VPN �†�–�¿�î�È�Ý�_�K�Z�8�•���œ�
 VLAN �–�å
�±�î�Ç�™�–�«�†3ã�•�[�A�r�O�‡��

• [Edit]>84E�¥�K�S�–�å�±�î�Ç�™�–�«�†)…7Ÿ�K�r�M���Ç�™�î�Ý�œ�î�Â�î  �Ü�å�¡�r�S�c�«�¸�î�º  �Ü�å�¡
�\�K�Z�–�å�±�î�Ç�™�–�«�†�m�~�\�Z�Z�8�•���œ>& [[Failover]: [Setup]] �±�È�†�g!·>'�c�
�Q�b�–�å
�±�î�Ç�™�–�«�†�G�b�Ì�–�å�[)…7Ÿ�M�•�G�\�c�[�A�r�O�‡�� Easy VPN �†�–�¿�î�È�Ý�_�M�•�\�
�­
�Ÿ�×�Ü�¸�•  �Þ�Ë�Ý�r�S�c�–�å�±�î�Ç�™�–�«�¡�†)…7Ÿ�[�A�r�O�‡��
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'¨  7 'v       Cisco ASA 5505 4:�Â�º�­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«#Ý�«�–�µ�³  �Ï�î�º�>�|�g  VLAN �–�å�±�î�Ç�™�–�«�b0¿��
  VLAN �–�å�±�î�Ç�™�–�«�b0¿��
• [Delete]>84E�¥�K�S�–�å�±�î�Ç�™�–�«�†�P7V�K�r�M���Ç�™�î�Ý�œ�î�Â�î  �Ü�å�¡�r�S�c�«�¸�î�º  �Ü�å
�¡�\�K�Z�–�å�±�î�Ç�™�–�«�†�m�~�\�Z�S���œ>& [[Failover]: [Setup]] �±�È�†�g!·>'�c�
�Q�b�–�å
�±�î�Ç�™�–�«�†�G�b�Ì�–�å�[�P7V�M�•�G�\�c�[�A�r�O�‡�� Easy VPN �†�–�¿�î�È�Ý�_�K�Z�8�•��
�œ�
 VLAN �–�å�±�î�Ç�™�–�«�†�P7V�[�A�r�O�‡��

• [Enable traffic between two or more interfaces which are configured with same security levels]>8� 
�L�­�Ÿ�×�Ü�¸�•  �Þ�Ë�Ý�b�–�å�±�î�Ç�™�–�«6ë�b3û�™�†�–�¿�î�È�Ý�_�K�r�M��� �L�­�Ÿ�×�Ü�¸�•  �–
�å�±�î�Ç�™�–�«3û�™�†�–�¿�î�È�Ý�_�K�S���œ�[�v�
$��^�•�­�Ÿ�×�Ü�¸�•  �Þ�Ë�Ý�[3û�–�]�>�~�–�å
�±�î�Ç�™�–�«�†0¿���[�A�r�M��

• [Enable traffic between two or more hosts connected to the same interface]>8� �M�–�å�±�î�Ç�™�–�«
�†��
°�~�M�•�º�Û�Ç�•�µ�¡�†�–�¿�î�È�Ý�_�K�r�M��

�Ô�î�»

���b/²�c�
�G�b�µ+��†�Q#Ý�[�A�•�Ô�î�»�†&g�K�S�v�b�[�M��

[Add/Edit Interface] > [General]

[Add/Edit Interface] > [General] �±�È�[�c�
 VLAN �–�å�±�î�Ç�™�–�«�†3ã�•�r�S�c)…7Ÿ�[�A�r�M��

�Ç�™�î�Ý�œ�î�Â�î�_�–�å�±�î�Ç�™�–�«�†�Q#Ý�M�•���œ�c�
�G�b�²�–�”�ß�¢�Î�µ�¡�«�[�–�å�±�î�Ç�™�–�«
�†0¿���K�^�8�[�C�T�I�8���æ�ƒ�~�_�
 [[Failover]: [Setup]] �±�È�†�Q#Ý�K�r�M��"I�_�
�–�å�±�î�Ç�™�–
�«�¡�c0¿���K�^�8�[�C�T�I�8���G�b�Ã�Û�Ó�î�±�†0¿���M�•�\�
�–�å�±�î�Ç�™�–�«�†�Ç�™�î�Ý�œ�î�Â�î  
�Ü�å�¡�\�K�Z�Q#Ý�[�A�^�C�^�~�r�M���Q�b�Ú�b�Ã�Û�Ó�î�±�c!“0i�I�€�r�M��

Easy VPN �†�–�¿�î�È�Ý�_�M�•�\�
�­�Ÿ�×�Ü�¸�•  �Þ�Ë�Ý�r�S�c�–�å�±�î�Ç�™�–�«�¡�†)…7Ÿ�[�A�r�O�‡��
�–�å�±�î�Ç�™�–�«�†�M�m�Z0¿���K�Z�?�}  Easy VPN �†�–�¿�î�È�Ý�_�M�•�G�\�†�>�È�u�K�r�M��

�–�å�±�î�Ç�™�–�«�†�Ç�™�î�Ý�œ�î�Â�î  �Ü�å�¡�r�S�c�«�¸�î�º  �Ü�å�¡�\�K�Z�m�~�\�Z�S�‹�[�
�Q�b�–�å
�±�î�Ç�™�–�«�†  [Interfaces] �Ì�–�å�?�})…7Ÿ�r�S�c�P7V�M�•�G�\�c�[�A�r�O�‡���S�T�K�
�O�M�b�[�¥�\
�K�Z�
"@#.�–�å�±�î�Ç�™�–�«�†�«�¸�î�º  �Ü�å�¡�\�K�Z0¿���K�Z�8�•���œ�c�
�Q�b3ÿ�Ø�\�¹�×�É�Þ�µ�¡
�«�†0¿���[�A�r�M��

�Ç�•�î�Ý�»

• [Switch Ports]>8�«�–�µ�³  �Ï�î�º�†  VLAN �–�å�±�î�Ç�™�–�«�_�m�~�\�Z�r�M��

– [Available Switch Ports]>8�Ú�b�–�å�±�î�Ç�™�–�«�_#'�~�m�~�\�Z�}�€�Z�8�•���œ�[�v�
�M�m�Z
�b�«�–�µ�³  �Ï�î�º�†�M0t/²&g�K�r�M��

– [Selected Switch Ports]>8�G�b�–�å�±�î�Ç�™�–�«�_�m�~�\�Z�}�€�Z�8�•�«�–�µ�³  �Ï�î�º�†�M0t
/²&g�K�r�M��

– [Add]>84E�¥�K�S�«�–�µ�³  �Ï�î�º�†�–�å�±�î�Ç�™�–�«�_3ã�•�K�r�M�����b�Ó�µ�­�î�ª�@/²&g�I
�€�r�M��

�� switchport is associated with name interface.Adding it to this interface, will remove it from 
name interface.Do you want to continue?��

[OK]  �†�¡�Ü�µ�¡�K�Z�
�«�–�µ�³  �Ï�î�º�†3ã�•�K�r�M��

�Ç�“�–�”�˜�›�î�Ý  �Ô�î�» �­�Ÿ�×�Ü�¸�•  �¥�å�¸�Ÿ�«�º

�Ý�î�¸�µ�» 3ñ4# �©�å�¢�Ý

�Ð�Ý�³

�¥�å�¸�Ÿ�«
�º �©�«�¸�Ò

• • • — —
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'¨  7 'v       Cisco ASA 5505 4:�Â�º�­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«#Ý�«�–�µ�³  �Ï�î�º�>�|�g  VLAN �–�å�±�î�Ç�™�–�«�b0¿��
  VLAN �–�å�±�î�Ç�™�–�«�b0¿��
�«�–�µ�³  �Ï�î�º�†�–�å�±�î�Ç�™�–�«�_3ã�•�M�•���œ�
�G�b�Ó�µ�­�î�ª�c�–�_/²&g�I�€�r�M��
�¥�å�Ç�•� �×�Þ�î�©�Ù�å�@�^�8���œ�[�v�
�«�–�µ�³  �Ï�î�º�c  VLAN 1 �–�å�±�î�Ç�™�–�«�_�¹
�Ç�›�Ý�º�[�m�~�\�Z�}�€�Z�8�r�M��

– [Remove]>8�–�å�±�î�Ç�™�–�«�?�}�«�–�µ�³  �Ï�î�º�†�P7V�K�r�M���«�–�µ�³  �Ï�î�º�b�¹�Ç�›�Ý
�º  VLAN �–�å�±�î�Ç�™�–�«�c  VLAN 1 �[�6�•�S�u�
�–�å�±�î�Ç�™�–�«�?�}�«�–�µ�³  �Ï�î�º�†
�P7V�M�•�\�
�ö�•$×�_�Q�b�«�–�µ�³  �Ï�î�º�c  VLAN 1 �_�"�_
Ì�m�~�\�Z�I�€�r�M��

• [Enable Interface]>8�–�å�±�î�Ç�™�–�«�†�–�¿�î�È�Ý�_�M�•�\�
�º�Û�Ç�•�µ�¡�@3û4#�[�A�•�|�:�_�^
�~�r�M���G�b0¿���_�•�<�Z�
�º�Û�Ç�•�µ�¡�@�­�Ÿ�×�Ü�¸�•  �Ï�Ü�©�î�_�‘�W�Z3û4#�[�A�•�|�:�_�

IP �”�»�Þ�«>&�Ý�î�¸�µ�»  �Ô�î�»>'�\�¡�S�†�¦�S�_0¿���M�•�²0[�@�6�~�r�M��

• [Dedicate this interface to management only]>8�–�å�±�î�Ç�™�–�«�†0¿���K�Z�­�Ÿ�×�Ü�¸�•  �”�É�Û�–
�”�å�«�l�b�º�Û�Ç�•�µ�¡�T�E�†0Á�•�K�r�M��3û4#�º�Û�Ç�•�µ�¡�c0Á�•�K�r�O�‡���É�Û�–�Ð�Ü�r�S�c
�Â�µ�¡�”�µ�É  ISP �–�å�±�î�Ç�™�–�«�c'ö#.�S#Ý�_0¿���[�A�r�O�‡��

• [Interface Name]>8�–�å�±�î�Ç�™�–�«�¡�†  48 �e�Ð�è
Æ�[0¿���K�r�M��

• [Security Level]>8�­�Ÿ�×�Ü�¸�•  �Þ�Ë�Ý�†  0>&�q�*>'>|  100>&�q9×>'�b(
�V�[0¿���K�r�M���­�Ÿ�×�Ü
�¸�•  �”�É�Û�–�”�å�«�c�

Æ4Š�¿�µ�º�á�î�¡�?�}�¥4Š�¿�µ�º�á�î�¡>&�*�8�­�Ÿ�×�Ü�¸�•  �Þ�Ë�Ý>'�_
�º�Û�Ç�•�µ�¡�†+¬#ä�_�v�M�G�\�†0Á�•�K�r�M���Ú�b�¨�C�b�­�Ÿ�×�Ü�¸�•�µ+��@�
 2 �X�b�–�å�±�î
�Ç�™�–�«�b%&�P$×�^�­�Ÿ�×�Ü�¸�•  �Þ�Ë�Ý�_�|�•�s8j�†�w�E�r�M��

• [IP Address]>8�Ý�î�¸�µ�»  �Ô�î�»�b���œ�b�s�
 IP �”�»�Þ�«�†0¿���K�r�M��

– [Use Static IP]>8IP �”�»�Þ�«�†�m�·�[0¿���K�r�M��

[IP address]>8IP �”�»�Þ�«�†0¿���K�r�M��

[Subnet Mask]>8�§�È�¿�µ�º  �Ð�«�¡�†0¿���K�r�M��

– [Obtain Address via DHCP]>8DHCP �?�}  IP �”�»�Þ�«�†�·$×�_0¿���K�r�M��

[For the client identifier in DHCP option 61]>8�œ�É�©�Ù�å 61 #Ý�_�¹�Ç�›�Ý�º�b
Æ4Š#Õ�B�e�Ð�4
�[�c�^�C  MAC �”�»�Þ�«�†�I�D$×�_  DHCP 0[�Ó�Ã�£�µ�º
Æ�_�–�Ñ�M�•�_�c�
 [Use MAC 
address] �†�¡�Ü�µ�¡�K�r�M���M4Š�b  ISP �[�c�
�œ�É�©�Ù�å  61 �@�–�å�±�î�Ç�™�–�«�b  MAC �”
�»�Þ�«�[�6�•�\�•���K�Z�8�r�M�� MAC �”�»�Þ�«�@  DHCP 0[�Ó�Ã�£�µ�º�_�µ�r�€�Z�8�^�8��
�œ�
 IP �”�»�Þ�«�c�m�~�\�Z�}�€�r�O�‡���¹�Ç�›�Ý�º�b�e�Ð�4�†�Q#Ý�M�•�_�c�
 [Use 
"Cisco-<MAC>-<interface_name>-<host>"] �†�¡�Ü�µ�¡�K�r�M��

[Obtain Default Route Using DHCP]>8�¹�Ç�›�Ý�º  �Ý�î�º�†  DHCP �§�î�Â�?�}�v�“�K�r�M���¹
�Ç�›�Ý�º�b�«�±�¸�•�µ�¡  �Ý�î�º�b0¿���@�Y0[�_�^�~�r�M��

[Retry Count]>84 >|  16 �b(
�V�[�G�X�†0¿���K�r�M���­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�c�q�6�b0è
/œ�‹�_  DHCP 0[�Ó�_�Â'Å�@�^�8���œ�
0[�Ó�†
Ì3æ�™�K�r�M���œ0£0è/œ�G�X�c�

Ì0è/œ�G�X�_
�q�6�b0è/œ�†�•�<�S�v�b�_�^�~�r�M���S�\�<�d�

Ì0è/œ�G�X�†  4 �_0¿���M�•�\�
�­�Ÿ�×�Ü�¸�•  
�”�É�Û�–�”�å�«�c  DHCP 0[�Ó�†  5 �G�r�[3æ�™�K�r�M��

[DHCP Learned Route Metric]>8�”�»�Ñ�½�«�º�Þ�î�¸�•�È  �¹�•�«�±�å�«�†�¤%±�b�Ý�î�º�_�m�~
�\�Z�r�M���w� �^�Í�c�
 1 >|  255 �[�M���G�b�Ç�•�î�Ý�»�†'5$Ñ�b�r�r�_�M�•�\�
�¤%±�b�Ý�î�º
�b�”�»�Ñ�½�«�º�Þ�î�¸�•�È  �¹�•�«�±�å�«�c  1 �_�^�~�r�M��

[Enable tracking]>8DHCP �b�¤%±�b�Ý�î�º�b�Ý�î�º  �º�Û�µ�Ÿ�å�¢�†�–�¿�î�È�Ý�_�M�•�_�c�
�G
�b�³�™�µ�¡�Î�µ�¡�«�†�œ�å�_�K�r�M��

>&�@>' �Ý�î�º  �º�Û�µ�Ÿ�å�¢�c�
�©�å�¢�Ý  �Ý�î�¸�µ�»  �Ô�î�»�[�T�E�Q#Ý�[�A�r�M��

[Track ID]>8�Ý�î�º  �º�Û�µ�Ÿ�å�¢  �É�ß�­�«�_�Q#Ý�I�€�•�M�–�b1‘�9�Ê���w� �^�Í�c�
 1 >|  500 
�[�M��
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'¨  7 'v       Cisco ASA 5505 4:�Â�º�­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«#Ý�«�–�µ�³  �Ï�î�º�>�|�g  VLAN �–�å�±�î�Ç�™�–�«�b0¿��
  VLAN �–�å�±�î�Ç�™�–�«�b0¿��
[Track IP Address]>8�º�Û�µ�Ÿ�å�¢�b�P1ß  IP �”�»�Þ�«�†
°�Š�K�r�M��3û�–�
�Ý�î�º�b�¿�¡�«�º  
�Í�µ�É�c�¤�î�º�˜�™�–  IP �”�»�Þ�«�[�M���S�T�K�
�Q�b�–�å�±�î�Ç�™�–�«�b
›�_�¿�µ�º�á�î�¡  
�œ�È�ª�™�¡�º�@�6�€�d/²&g�I�€�r�M��

[SLA ID]>8SLA �Ô�½�±�Ü�å�¢  �É�ß�­�«�b�M�–�b  ID �[�M���w� �^�Í�c  1 >|  2147483647 �[�M��

[Monitoring Options]>8[Route Monitoring Options] �²�–�”�ß�¢�Î�µ�¡�«�†6ä�C�_�c�
�G�b�Î�±
�å�†�¡�Ü�µ�¡�K�r�M�� [Route Monitoring Options] �²�–�”�ß�¢�Î�µ�¡�«�[�
�º�Û�µ�Ÿ�å�¢�P1ß
�œ�È�ª�™�¡�º�b�Ô�½�±�Ü�å�¢  �É�ß�­�«�b�Ã�Û�Ó�î�±�†0¿���[�A�r�M��

[Enable DHCP Broadcast flag for DHCP request and discover messages]>8�­�Ÿ�×�Ü�¸�•  �”�É�Û
�–�”�å�«�@  DHCP �¡�Û�–�”�å�º  �Ã�£�µ�º�_�È�ß�î�»�Ÿ�Õ�«�º  �Ç�Û�¢�†0¿���[�A�•�|�:�_�K�r
�M���G�b�œ�É�©�Ù�å�_�|�~�
 DHCP �¡�Û�–�”�å�º�@  IP �”�»�Þ�«�†0[�Ó�M�•  Discover �†3æ�™�M
�•�\  DHCP �Ã�£�µ�º  �Ê�µ�²�î�b�È�ß�î�»�Ÿ�Õ�«�º  �Ç�Û�¢�@ 1 �_0¿���I�€�r�M�� DHCP �§�î�Â
�c�G�b�È�ß�î�»�Ÿ�Õ�«�º  �Ç�Û�¢�†�Ü�µ�«�å�K�
�Ç�Û�¢�@  1 �_0¿���I�€�Z�8�•���œ�c�Â'Å�Ã�£�µ
�º�†�È�ß�î�»�Ÿ�Õ�«�º�K�r�M���G�b�œ�É�©�Ù�å�†4E�¥�K�^�8�\�
�È�ß�î�»�Ÿ�Õ�«�º  �Ç�Û�¢�c  0 
�_0¿���I�€�
 DHCP �§�î�Â�c�f�j�I�€�S  IP �”�»�Þ�«�†�Q#Ý�K�Z�¡�Û�–�”�å�º�_�Â'Å�Ã�£�µ�º
�†�Ø�½�Ÿ�Õ�«�º�K�r�M�� DHCP �¡�Û�–�”�å�º�c�
 DHCP �§�î�Â�?�}�È�ß�î�»�Ÿ�Õ�«�º  �œ
�Ç�“�î�\�Ø�½�Ÿ�Õ�«�º  �œ�Ç�“�î�b�g�‰�†�w�™�[�A�r�M��

[Renew DHCP Lease]>8DHCP �Ü�î�«�†�f�‚�K�r�M��

– [Use PPPoE]>8PPPoE �†�Q#Ý�K�Z IP �”�»�Þ�«�†�·$×�_0¿���K�r�M��

[Group Name]>8�¢�Ý�î�É�¡�†�æ���K�r�M��

[PPPoE Username]>8ISP �_�|�W�Z�f�j�I�€�S�Ø�î�¨�¡�†�æ���K�r�M��

[PPPoE Password]>8ISP �_�|�W�Z�f�j�I�€�S�Ã�«�á�î�»�†�æ���K�r�M��

[Confirm Password]>8ISP �_�|�W�Z�f�j�I�€�S�Ã�«�á�î�»�†�æ���K�r�M��

[PPP Authentication]>8[PAP]�
 [CHAP]�
�r�S�c  [MSCHAP] �b�8�N�€�?�†4E�¥�K�r�M�� PAP 
�c1�0É�ì�_�¡�Ü�”�¸�Ÿ�«�º�b�Ø�î�¨�¡�\�Ã�«�á�î�»�†�û�M�S�u�
�­�Ÿ�×�”�[�c�6�~�r�O�‡��
CHAP �[�c�
�§�î�Â�b�³�Õ�Þ�å�ª�_�P�K�Z�
�¡�Û�–�”�å�º�c�/�•�ì�I�€�S���³�Õ�Þ�å�ª�\�Ã�«
�á�î�»���>�|�g�¡�Ü�”�¸�Ÿ�«�º�b�Ø�î�¨�¡�†3É�K�r�M�� CHAP �c  PAP �|�~�­�Ÿ�×�”�[�M�@�

�¹�î�±�†�/�•�ì�K�r�O�‡�� MSCHAP �c  CHAP �_���Z�8�r�M�@�
�§�î�Â�@  CHAP �b�|�:�_�¡
�Ü�”  �¸�Ÿ�«�º  �Ã�«�á�î�»�†�…�ƒ�N�
�/�•�ì�I�€�S�Ã�«�á�î�»�T�E�†�–�Ñ�>�|�g�š3Q�M�•�S�u�

CHAP �|�~�­�Ÿ�×�”�[�M���r�S�
 MSCHAP �[�c  MPPE �_�|�•�¹�î�±�b�/�•�ì�b�S�u�b�Ÿ�î�†
#Õ�B�K�r�M��

[Store Username and Password in Local Flash]>8�Ø�î�¨�¡�\�Ã�«�á�î�»�†�
�­�Ÿ�×�Ü�¸�•  �”�É
�Û�–�”�å�«�V�b  NVRAM �b"I���b���d�_�–�Ñ�K�r�M�� Auto Update Server �@ clear config �¥�Ð
�å�»�†�­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�_3æ�™�K�
�K)F�@�p�•�I�€�•�\�
�­�Ÿ�×�Ü�¸�•  �”�É�Û�–
�”�å�«�c  NVRAM �?�}�Ø�î�¨�¡�\�Ã�«�á�î�»�†1��s�v�~�
�”�¡�­�«  �¥�å�­�å�º�Þ�î�±�_�P�K
�Z
Ì1�0É�[�A�r�M��

[IP Address and Route Settings]>8[PPPoE IP Address and Route Settings] �²�–�”�ß�¢�@/²&g�I
�€�
�”�»�Þ�µ�©�å�¢�>�|�g�º�Û�µ�Ÿ�å�¢�b�œ�É�©�Ù�å�†4E�¥�[�A�r�M�� �� PPPoE IP Address 
and Route Settings��>&P.5-19>' �†�g!·�K�Z�C�T�I�8��

• [Description]>8�œ�É�©�Ù�å�b1��Â�†  240 �e�Ð�è
Æ�[
°�Š�K�r�M���5/œ�†
°�€�N�_  1 /œ�[
°�Š�K�r
�M���Ð�Ý�³  �¥�å�¸�Ÿ�«�º  �Ô�î�»�b���œ�
�©�«�¸�Ò�b1��Â�\�¥�å�¸�Ÿ�«�º�b1��Â�_6õ�€�c�6�~�r�O
�‡���Ç�™�î�Ý�œ�î�Â�î�r�S�c�«�¸�î�º  �Ü�å�¡�b���œ�
1��Â�c�
 �� LAN Failover Interface���


�� STATE Failover Interface���
�� LAN/STATE Failover Interface���^�]�b�[���b�Í�_�^�~�r�M���G�b
1��Â�c)…7Ÿ�[�A�r�O�‡���G�b�–�å�±�î�Ç�™�–�«�†�Ç�™�î�Ý�œ�î�Â�î�r�S�c�«�¸�î�º  �Ü�å�¡�_�K�S
���œ�
�G�G�[
°�Š�K�S�M�m�Z�b1��Â�@�
�G�b�[���b1��Â�[�V�i�A�I�€�r�M��
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'¨  7 'v       Cisco ASA 5505 4:�Â�º�­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«#Ý�«�–�µ�³  �Ï�î�º�>�|�g  VLAN �–�å�±�î�Ç�™�–�«�b0¿��
  VLAN �–�å�±�î�Ç�™�–�«�b0¿��
�Ô�î�»

���b/²�c�
�G�b�µ+��†�Q#Ý�[�A�•�Ô�î�»�†&g�K�S�v�b�[�M��

[Add/Edit Interface] > [Advanced]

[Add/Edit Interface] > [Advanced] �±�È�[�c�
 MTU�
 VLAN ID �
 MAC �”�»�Þ�«�^�]�b�œ�É�©�Ù�å�†0¿
���[�A�r�M��

�Ç�•�î�Ý�»

• [MTU]>8300 >|  65,535 �Â�–�º�b(
�V�[  MTU �†0¿���K�r�M���¹�Ç�›�Ý�º�c  1500 �Â�–�º�[�M���Ð�Ý
�³  �¥�å�¸�Ÿ�«�º  �Ô�î�»�b���œ�c�
�¥�å�¸�Ÿ�«�º0¿���[  MTU �†0¿���K�r�M��

• [VLAN ID] >8�G�b�–�å�±�î�Ç�™�–�«�b  VLAN ID �†  1 >|  4090 �b(
�V�[0¿���K�r�M�� VLAN ID �†
�m�~�\�Z�^�8���œ�
 ASDM �_�|�~  ID �@�Û�å�²�Ò�_�m�~�\�Z�}�€�r�M��

• [Mac Address Cloning]>8�m�·�[  MAC �”�»�Þ�«�†�m�~�\�Z�r�M��

�Ý�î�¸�µ�»  �Ô�î�»�[�c�¹�Ç�›�Ý�º�[�
�M�m�Z�b  VLAN �@� �L  MAC �”�»�Þ�«�†�Q#Ý�K�r�M���º�Û
�å�«�Ì�”�Þ�å�º  �Ô�î�»�[�c�
 VLAN �c�[�w�b  MAC �”�»�Þ�«�†�Q#Ý�K�r�M���«�–�µ�³�_�²0[�^��
�œ�
�r�S�c�”�¡�­�«  �¥�å�º�ß�î�Ý�b% $×�[�
�[�w�b  VLAN �†0¿���K�S�~�
#Õ�B�I�€�S  VLAN �†
�š�f�K�S�~�M�•�G�\�@�[�A�r�M��

– [Active Mac Address]>8MAC �”�»�Þ�«�†  H.H.H �g�'�[�–�å�±�î�Ç�™�–�«�_�m�~�\�Z�r�M�� H 
�c  16 �Å�µ�º�b  16 4
�X�[�M���S�\�<�d�
 MAC �”�»�Þ�«�@  00-0C-F1-42-4C-DE �[�6�€�d�

000C.F142.4CDE �\
°�Š�K�r�M��

– [Standby Mac Address]>8�Ç�™�î�Ý�œ�î�Â�î�†�Q#Ý�M�•���œ�c�
�«�±�å�Â�–  MAC �”�»�Þ�«�†
0¿���K�r�M���”�¡�¸�•�È/æ*(�@�Ç�™�î�Ý�œ�î�Â�î�K�
�«�±�å�Â�–/æ*(�@�”�¡�¸�•�È�_�^�•�\�

�‚�K�8�”�¡�¸�•�È/æ*(�c�”�¡�¸�•�È�^  MAC �”�»�Þ�«�b�Q#Ý�†6ä���K�Z�
�¿�µ�º�á�î�¡�b�)�•
�†�q�`7H�_�š�<�r�M���M�‰�
�‚�8�”�¡�¸�•�È/æ*(�c�«�±�å�Â�–  �”�»�Þ�«�†�Q#Ý�K�r�M��

• [Block Traffic]>8�G�b VLAN �–�å�±�î�Ç�™�–�«�?�}�9�b  VLAN �l�b�K)F6ä���†�D7H�K�r�M��

�ö�•�Û�–�­�å�«�[�c�
�G�b�œ�É�©�Ù�å�†�Q#Ý�K�Z�D7H�K�S���œ�T�E�
 3 �X% �b VLAN �†0¿���[�A
�r�M��

�S�\�<�d�
 1 �X�b  VLAN �†�–�å�±�î�¿�µ�º  �”�¡�­�«�b�¥4Š�_�
�v�:  1 �X�†
Æ4Š�Å�ª�¿�«  �¿�µ�º
�á�î�¡
Æ�_�
�Q�K�Z  3 �X% �†�Í�î�Ò  �¿�µ�º�á�î�¡�_�Q�€�R�€�m�~�\�Z�r�M���Í�î�Ò  �¿�µ�º�á�î�¡
�c�Å�ª�¿�«  �¿�µ�º�á�î�¡�_�”�¡�­�«�M�•�²0[�@�^�8�b�[�
 �Í�î�Ò  VLAN �[  [Restrict Traffic Flow] 
�œ�É�©�Ù�å�†�Q#Ý�[�A�r�M���Å�ª�¿�«  �¿�µ�º�á�î�¡�c�Í�î�Ò  �¿�µ�º�á�î�¡�_�”�¡�­�«�[�A�r�M�@�

�Q�b�o�P�c�[�A�r�O�‡��

2 �X�b  VLAN �–�å�±�î�Ç�™�–�«�_�¡�S�†�M�[�_0¿���K�Z�8�•���œ�
�²�N  [Restrict Traffic Flow] �œ
�É�©�Ù�å�†�–�¿�î�È�Ý�_�K�Z�?�}  3 $�% �b�–�å�±�î�Ç�™�–�«�_�¡�S�†�Ü�E�Z�C�T�I�8�� ASA 5505 
4:�Â�º�­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�b�ö�•�Û�–�­�å�«�[�c�
 3 �X�b  VLAN �–�å�±�î�Ç�™�–�«�@�Ç
�Ý�µ+��†�â�X�G�\�c0Á�•�I�€�Z�8�r�O�‡���K�S�@�W�Z�
�–�å�±�î�Ç�™�–�«�†0¿���[�A�r�O�‡��

�Ç�“�–�”�˜�›�î�Ý  �Ô�î�» �­�Ÿ�×�Ü�¸�•  �¥�å�¸�Ÿ�«�º

�Ý�î�¸�µ�» 3ñ4# �©�å�¢�Ý

�Ð�Ý�³

�¥�å�¸�Ÿ�«
�º �©�«�¸�Ò

• • • — —
7-11
ASDM �Ø�î�¨  �ž�–�»

OL-14981-01-J



'¨  7 'v       Cisco ASA 5505 4:�Â�º�­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«#Ý�«�–�µ�³  �Ï�î�º�>�|�g  VLAN �–�å�±�î�Ç�™�–�«�b0¿��
  �«�–�µ�³  �Ï�î�º�b0¿��
>&�@>' Security Plus �Û�–�­�å�«�_�”�µ�É�¢�Þ�î�»�M�€�d�
�G�b�œ�É�©�Ù�å�†�P7V�K�Z�
�G�b�–�å
�±�î�Ç�™�–�«�b�Ç�Ý�µ+��†�v�“�[�A�r�M���G�b�œ�É�©�Ù�å�†�–�¿�î�È�Ý�_�K�S�r�r�_�M�•
�\�
�”�µ�É�¢�Þ�î�»�‹�v�–�å�±�î�Ç�™�–�«�b�D7H�c�Q�b�r�r�g�~�r�M��

– [Block Traffic from this Interface to]>8�Ü�«�º
Æ�b  VLAN ID �†4E�¥�K�r�M��

• [Select Backup Interface]>8�G�b�–�å�±�î�Ç�™�–�«�b�Â�µ�¡�”�µ�É  ISP �–�å�±�î�Ç�™�–�«�†&g�K�r
�M���–�å�±�î�Ç�™�–�«�_7€���@$Î#Õ�M�•�\�
�Â�µ�¡�”�µ�É  �–�å�±�î�Ç�™�–�«�_�)�~�p�ƒ�~�r�M��
�É�Û�–�Ð�Ü  �–�å�±�î�Ç�™�–�«�_�|�•�¹�Ç�›�Ý�º  �Ý�î�º�_7€���@$Î#Õ�K�^�87H�~�
�Â�µ�¡�”�µ�É  �–
�å�±�î�Ç�™�–�«�c�º�Û�Ç�•�µ�¡�†3û4#�I�O�r�O�‡���G�b�œ�É�©�Ù�å�c  Easy VPN �[�}�<�[�M���Â�µ
�¡�”�µ�É  �–�å�±�î�Ç�™�–�«�@�É�Û�–�Ð�Ü�_�^�•�\�
�­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�c�‚�K�8�É�Û�–
�Ð�Ü �–�å�±�î�Ç�™�–�«�_  VPN �Ý�î�Ý�†4:#Ý�K�r�M��

�É�Û�–�Ð�Ü�_7€���@$Î#Õ�K�S���œ�_�
�º�Û�Ç�•�µ�¡�@�Â�µ�¡�”�µ�É  �–�å�±�î�Ç�™�–�«�†3û4#�[�A
�•�|�:�_�M�•�_�c�
�É�Û�–�Ð�Ü�\�Â�µ�¡�”�µ�É�b�g�‰�b�–�å�±�î�Ç�™�–�«�_�¹�Ç�›�Ý�º  �Ý�î�º�†
0¿���K�Z�
�É�Û�–�Ð�Ü�[�b7€��$Î#Õ�ì�_�Â�µ�¡�”�µ�É  �–�å�±�î�Ç�™�–�«�†�Q#Ý�[�A�•�|�:�_�K�r
�M���S�\�<�d�
 2 �X�b�¹�Ç�›�Ý�º  �Ý�î�º�†0¿���K�Z�
 1 �X�c�”�»�Ñ�½�«�º�Þ�î�¸�•�È  �¹�•�«�±�å�«
�@�*�8�É�Û�–�Ð�Ü  �–�å�±�î�Ç�™�–�«#Ý�\�K�
�v�:  1 �X�c�”�»�Ñ�½�«�º�Þ�î�¸�•�È  �¹�•�«�±�å�«�@
9×�8�Â�µ�¡�”�µ�É  �–�å�±�î�Ç�™�–�«#Ý�\�M�•�G�\�@�[�A�r�M���¹�×�”�Ý  ISP �§�Ï�î�º�†0¿���M�•
�_�c�
 ���«�±�¸�•�µ�¡  �Ý�î�º  �º�Û�µ�Ÿ�å�¢�� >&P.16-44>' �†�g!·�K�Z�C�T�I�8��

– [Backup Interface]>8�Ü�«�º
Æ�b  VLAN ID �†4E�¥�K�r�M��

�Ô�î�»

���b/²�c�
�G�b�µ+��†�Q#Ý�[�A�•�Ô�î�»�†&g�K�S�v�b�[�M��

�«�–�µ�³  �Ï�î�º�b0¿��
�G�b8o�[�c�
�«�–�µ�³  �Ï�î�º�b0¿���‰�2�_�X�8�Z1��Â�K�r�M�����b8o% �†�v�~�V�F�r�M��

• �� [Interfaces] > [Switch Ports]��>&P.7-12>'

• �� Edit Switch Port��>&P.7-13>'

�@�– ASA 5505 4:�Â�º�­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�c�
�¿�µ�º�á�î�¡
Æ�b�Ý�î�É�è��#Ý�b�«�Ã�½�å�¢�¶
�Ü�î  �É�ß�º�¥�Ý�†�§�Ï�î�º�K�Z�8�r�O�‡���K�S�@�W�Z�
4:�Â�º�­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�\�b�M
�m�Z�b�K)F�c�
�¿�µ�º�á�î�¡  �Ý�î�É
Æ�[)
�ƒ�}�^�8�|�:�_�M�•�²0[�@�6�~�r�M��

[Interfaces] > [Switch Ports]

[Switch Ports] �±�È�[�
�«�–�µ�³  �Ï�î�º  �Ã�Û�Ó�î�±�†/²&g�K�r�M��

�Ç�“�–�”�˜�›�î�Ý  �Ô�î�» �­�Ÿ�×�Ü�¸�•  �¥�å�¸�Ÿ�«�º

�Ý�î�¸�µ�» 3ñ4# �©�å�¢�Ý

�Ð�Ý�³

�¥�å�¸�Ÿ�«
�º �©�«�¸�Ò
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'¨  7 'v       Cisco ASA 5505 4:�Â�º�­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«#Ý�«�–�µ�³  �Ï�î�º�>�|�g  VLAN �–�å�±�î�Ç�™�–�«�b0¿��
  �«�–�µ�³  �Ï�î�º�b0¿��
�Ç�•�î�Ý�»

• [Switch Port]>8�­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�b�«�–�µ�³  �Ï�î�º�†�M0t/²&g�K�r�M��

• [Enabled]>8�«�–�µ�³  �Ï�î�º�@�–�¿�î�È�Ý�?�]�:�?>& [Yes] �r�S�c  [No]>'�†&g�K�r�M��

• [Associated VLANs]>8�«�–�µ�³  �Ï�î�º�@�m�~�\�Z�}�€�Z�8�•  VLAN �–�å�±�î�Ç�™�–�«�†�M0t/²&g
�K�r�M���º�Û�å�¡  �«�–�µ�³  �Ï�î�º�c0
�X�b  VLAN �_�m�~�\�Z�•�G�\�@�[�A�r�M��

• [Associated Interface Names]>8VLAN �–�å�±�î�Ç�™�–�«�¡�†�M0t/²&g�K�r�M��

• [Mode]>8�Ô�î�»�c�”�¡�­�«�r�S�c�º�Û�å�¡�[�M���”�¡�­�«  �Ï�î�º�c  1 �X�b  VLAN �_�m�~�\�Z�•�G
�\�@�[�A�r�M���º�Û�å�¡  �Ï�î�º�c�
 802.1Q �±� �å�¢�†�Q#Ý�K�Z0
�X�b  VLAN �†��3æ�[�A�r�M��
�º�Û�å�¡  �Ô�î�»�@�Q#Ý�[�A�•�b�c  Security Plus �Û�–�­�å�«�T�E�[�M��

• [Protected]>8�«�–�µ�³  �Ï�î�º�@�–1¤�I�€�Z�8�•�?�]�:�?>& [Yes] �r�S�c  [No]>'�†&g�K�r�M���G�b�œ
�É�©�Ù�å�_�|�W�Z�
�«�–�µ�³  �Ï�î�º�c� �L  VLAN �V�b�Ú�b�–1¤�I�€�S�«�–�µ�³  �Ï�î�º�\3û�™�[�A
�^�C�^�~�r�M���«�–�µ�³  �Ï�î�º�V�b�¹�Â�–�«�@�z�_�Ú�b  VLAN �?�}�”�¡�­�«�I�€�•���œ�
 VLAN 

Æ�”�¡�­�«�†0Á�•�M�•�²0[�@�^�8���œ�
�>�|�g�¤���x�Q�b�Ú�b�­�Ÿ�×�Ü�¸�•�u���_
��<�Z�¹�Â�–�«
�†%&�«�_�(7³�M�•���œ�_�
�«�–�µ�³  �Ï�î�º�@%&�«�_3û�™�K�^�8�|�:�_�K�r�M���S�\�<�d�
 3 �X�b  
Web �§�î�Â�†�Í�«�º�M�•  DMZ �@�6�•���œ�
�›�«�–�µ�³  �Ï�î�º�_  [Protected] �œ�É�©�Ù�å�†4:#Ý�M
�•�\�
 Web �§�î�Â�†%&�«�_�(7³�[�A�r�M��
Æ4Š�¿�µ�º�á�î�¡�\�¥4Š�¿�µ�º�á�î�¡�c�8�N�€�v  3 �X
�b  Web �§�î�Â�M�m�Z�\3û�™�[�A�
�Q�b3ë�v�•+��[�M�@�
 Web �§�î�Â�c%&�«�_3û�™�[�A�r�O�‡��

• [Edit]>8�«�–�µ�³  �Ï�î�º�†)…7Ÿ�K�r�M��

�Ô�î�»

���b/²�c�
�G�b�µ+��†�Q#Ý�[�A�•�Ô�î�»�†&g�K�S�v�b�[�M��

Edit Switch Port

[Edit Switch Port] �²�–�”�ß�¢�Î�µ�¡�«�[�c�
�Ô�î�»�b0¿���
 VLAN �l�b�«�–�µ�³  �Ï�î�º�m�~�\�Z�
�>
�|�g  [Protected] �œ�É�©�Ù�å�†0¿���[�A�r�M��

�Ç�•�î�Ý�»

• [Switch Port]>8/²&g�S#Ý��4E�¥�K�S�«�–�µ�³  �Ï�î�º  ID �†&g�K�r�M��

• [Enable Switch Port]>8�G�b�«�–�µ�³  �Ï�î�º�†�–�¿�î�È�Ý�_�K�r�M��

• [Mode and VLAN IDs]>8�Ô�î�»�\�m�~�\�Z�S  VLAN �†0¿���K�r�M��

– [Access VLAN ID]>8�Ô�î�»�†�”�¡�­�«  �Ô�î�»�_0¿���K�r�M���G�b�«�–�µ�³  �Ï�î�º�†�m�~�\�Z
�•  VLAN ID �†
°�Š�K�r�M���¹�Ç�›�Ý�º�[�c�
 VLAN ID �† [Interfaces] > [Interfaces]�[0¿���K
�S VLAN �–�å�±�î�Ç�™�–�«  �¥�å�Ç�•� �×�Þ�î�©�Ù�å�?�}�v�“�K�r�M�� VLAN �b�m�~�\�Z�c�G
�b�²�–�”�ß�¢�Î�µ�¡�«�[�š�f�[�A�r�M���š�f�†4:#Ý�M�•���œ�
�²�N  [Interfaces] > [Interfaces] 
�±�È�†�‚�K�8�_���[�f�‚�K�Z�C�T�I�8���r�T3ã�•�K�Z�8�^�8  VLAN �†�æ���M�•���œ�
�G�b�²
�–�”�ß�¢�Î�µ�¡�«�[�æ���M�•�b�[�c�^�C�
 VLAN �†  [Interfaces] > [Interfaces] �±�È�?�}3ã�•

�Ç�“�–�”�˜�›�î�Ý  �Ô�î�» �­�Ÿ�×�Ü�¸�•  �¥�å�¸�Ÿ�«�º

�Ý�î�¸�µ�» 3ñ4# �©�å�¢�Ý

�Ð�Ý�³

�¥�å�¸�Ÿ�«
�º �©�«�¸�Ò
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'¨  7 'v       Cisco ASA 5505 4:�Â�º�­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«#Ý�«�–�µ�³  �Ï�î�º�>�|�g  VLAN �–�å�±�î�Ç�™�–�«�b0¿��
  �«�–�µ�³  �Ï�î�º�b0¿��
�K�
�«�–�µ�³  �Ï�î�º�†  [Add/Edit Interface] > [General] �±�È�[�æ���M�•�G�\�†�>�È�u�K�r�M��
�]�U�}�b���œ�v�
 VLAN �†  [Interfaces] > [Interfaces] �±�È�[3ã�•�K�Z�?�}�«�–�µ�³  �Ï�î�º�†�m
�~�\�Z�•�²0[�@�6�~�r�M��

– [Trunk VLAN IDs]>8�Ô�î�»�†�
 802.1Q �±�¢�Ü�E�†�Q#Ý�M�•�º�Û�å�¡  �Ô�î�»�_0¿���K�r�M���º
�Û�å�¡  �Ô�î�»�@�Q#Ý�[�A�•�b�c  Security Plus �Û�–�­�å�«�T�E�[�M���G�b�«�–�µ�³  �Ï�î�º�_�m
�~�\�Z�•  VLAN ID �†�•�å�Ð�[�
�)�W�Z
°�Š�K�r�M���º�Û�å�¡  �Ï�î�º�[�c�
�±�¢�@�Ü�8�Z�8�^
�8�Ã�£�µ�º�c�§�Ï�î�º�I�€�r�O�‡���¿�–�¸�•�È  VLAN �§�Ï�î�º�c�^�C�
�G�b�¥�Ð�å�»�[�æ��
�I�€�S�±�¢�@�µ�r�€�Z�8�^�8�Ã�£�µ�º�c�M�m�Z�
4:�Â�º�­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�_�|�W
�Z�»�ß�µ�É�I�€�r�M�� VLAN �†0¿���í�s�b���œ�
�š�f�†4:#Ý�M�•�\�
 [Interfaces] > 
[Interfaces] �±�È�[�
�›  VLAN �_3ã�•�I�€�S�G�b�«�–�µ�³  �Ï�î�º�†&�1��[�A�r�M���r�T3ã�•�K
�Z�8�^�8  VLAN �†�æ���M�•���œ�
�G�b�²�–�”�ß�¢�Î�µ�¡�«�[�æ���M�•�b�[�c�^�C�
 VLAN �†  
[Interfaces] > [Interfaces] �±�È�?�}3ã�•�K�
�«�–�µ�³  �Ï�î�º�†  [Add/Edit Interface] > 
[General] �±�È�[�æ���M�•�G�\�†�>�È�u�K�r�M���]�U�}�b���œ�v�
 VLAN �†  [Interfaces] > 
[Interfaces] �±�È�[3ã�•�K�Z�?�}�«�–�µ�³  �Ï�î�º�†�m�~�\�Z�•�²0[�@�6�~�r�M��

• [Isolated]>8�G�b�œ�É�©�Ù�å�_�|�W�Z�
�«�–�µ�³  �Ï�î�º�c� �L  VLAN �V�b�Ú�b�–1¤�I�€�S�«�–�µ�³  
�Ï�î�º�\3û�™�[�A�^�C�^�~�r�M���«�–�µ�³  �Ï�î�º�V�b�¹�Â�–�«�@�z�_�Ú�b  VLAN �?�}�”�¡�­�«�I
�€�•���œ�
 VLAN 
Æ�”�¡�­�«�†0Á�•�M�•�²0[�@�^�8���œ�
�>�|�g�¤���x�Q�b�Ú�b�­�Ÿ�×�Ü�¸�•�u
���_
��<�Z�¹�Â�–�«�†%&�«�_�(7³�M�•���œ�_�
�«�–�µ�³  �Ï�î�º�@%&�«�_3û�™�K�^�8�|�:�_�K�r�M��
�S�\�<�d�
 3 �X�b  Web �§�î�Â�†�Í�«�º�M�•  DMZ �@�6�•���œ�
�›�«�–�µ�³  �Ï�î�º�_  [Protected] �œ
�É�©�Ù�å�†4:#Ý�M�•�\�
 Web �§�î�Â�†%&�«�_�(7³�[�A�r�M��
Æ4Š�¿�µ�º�á�î�¡�\�¥4Š�¿�µ�º�á�î
�¡�c�8�N�€�v  3 �X�b  Web �§�î�Â�M�m�Z�\3û�™�[�A�
�Q�b3ë�v�•+��[�M�@�
 Web �§�î�Â�c%&�«�_3û
�™�[�A�r�O�‡��

– [Isolated]>8�–1¤�Ï�î�º�\�K�Z�G�b�«�–�µ�³  �Ï�î�º�†0¿���K�r�M��

• [Duplex]>8�–�å�±�î�Ç�™�–�«�b�¹�×�É�Þ�µ�¡�«  �œ�É�©�Ù�å�@�M0t/²&g�I�€�r�M�� [Full] �
 [Half] �

�r�S�c  [Auto] �@�6�~�r�M���¹�Ç�›�Ý�º�b0¿���c  Auto �[�M�� PoE �Ï�î�º  Ethernet 0/6 �r�S�c  0/7 �[
�¹�×�É�Þ�µ�¡�«�†  [Auto] �è�¥�_0¿���K�S���œ�
 IEEE 802.3af �†�§�Ï�î�º�K�^�8  Cisco IP Phone �>
�|�g  Cisco �á�–�Ö�Þ�«  �”�¡�­�«  �Ï�–�å�º�c�è���I�€�N�
7Á�Š�c�j)%�I�€�r�O�‡��

• [Speed]>8�¹�Ç�›�Ý�º�b0¿���c  Auto �[�M�� PoE �Ï�î�º  Ethernet 0/6 �r�S�c  0/7 �[3ÿ�Ø�†  [Auto] �è
�¥�_0¿���K�S���œ�
 IEEE 802.3af �†�§�Ï�î�º�K�^�8  Cisco IP Phone �>�|�g  Cisco �á�–�Ö�Þ�«  �”�¡
�­�«  �Ï�–�å�º�c�è���I�€�N�
7Á�Š�c�j)%�I�€�r�O�‡���¹�Ç�›�Ý�º�b  [Auto] 0¿���_�c�

Auto-MDI/MDIX �µ+��v�µ�r�€�Z�8�r�M�� Auto-MDI/MDIX �c�
�œ�î�º�¿�¦�©�š�î�©�Ù�å  �Ç�™�î
�¬�[�«�º�Þ�î�º  �£�î�È�Ý�†�è���M�•�\�

Æ4Š�¡�ß�«�œ�î�Â�î�†��/œ�M�•�G�\�[�¡�ß�«  �£�î�È�Ý�_
�|�•�K)F�†�Y0[�_�K�r�M���–�å�±�î�Ç�™�–�«�b  Auto-MDI/MDIX �†�–�¿�î�È�Ý�_�M�•�_�c�
3ÿ�Ø
�\�¹�×�É�Þ�µ�¡�«�b�8�N�€�?�†  [Auto] �_0¿���M�•�²0[�@�6�~�r�M��3ÿ�Ø�\�¹�×�É�Þ�µ�¡�«�b�g�‰
�_�Â&g$×�_�[���Í�†�æ���M�•�\�
�g�‰�b0¿���[�œ�î�º�¿�¦�©�š�î�©�Ù�å�@�¹�•�­�î�È�Ý�_�I�€�

Auto-MDI/MDIX �v�¹�•�­�î�È�Ý�_�^�~�r�M��

�Ô�î�»

���b/²�c�
�G�b�µ+��†�Q#Ý�[�A�•�Ô�î�»�†&g�K�S�v�b�[�M��

�Ç�“�–�”�˜�›�î�Ý  �Ô�î�» �­�Ÿ�×�Ü�¸�•  �¥�å�¸�Ÿ�«�º

�Ý�î�¸�µ�» 3ñ4# �©�å�¢�Ý

�Ð�Ý�³

�¥�å�¸�Ÿ�«
�º �©�«�¸�Ò
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C H A P T E R 8

�¢�ß�î�Â�Ý  �œ�È�ª�™�¡�º�b3ã�•

[Objects] �Ì�–�å�[�c�
�­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�_�Ï�Ü�©�î�†)��s3¸�t7•�_�Y�•���^
Ì�<#Ý�¥�å
�Ï�î�¿�å�º�b0¿���
/²&g�
�Ÿ�G�@�M�m�Z�[�A�r�M���S�\�<�d�
�­�Ÿ�×�Ü�¸�•  �Ï�Ü�©�î�b�P1ß�Í�«�º�x
�¿�µ�º�á�î�¡�†��*O�M�•�\�
�Í�«�º�x�¿�µ�º�á�î�¡�†4E�¥�M�•�T�E�[�µ+��†4:#Ý�[�A�
4:#Ý�P1ß�†�1�Ø
�v��*O�M�•�²0[�@�^�C�^�~�r�M���Q�b�S�u�
�ì6ë�†%·)°�[�A�•�\� �ì�_�
�M2��ö�b�6�•�­�Ÿ�×�Ü�¸�•  
�Ï�Ü�©�î�†9×�8(­�Ø�[��#'�[�A�r�M���Í�«�º�x�¿�µ�º�á�î�¡�b3ã�•�
�P7V�@�²0[�^���œ�
 [Objects] �Ì
�–�å�†�<#Ý�K�Z  1 'à�d�?�}�š�f�[�A�r�M��

�G�b'v�c�
���b8o�[�S�B�I�€�Z�8�r�M��

• ���¿�µ�º�á�î�¡  �œ�È�ª�™�¡�º�>�|�g�¢�Ý�î�É�b�Q#Ý�� >&P.8-1>'

• ���§�î�Å�«  �¢�Ý�î�É�b0¿���� >&P.8-5>'

• ���¡�Û�«  �Ð�µ�É�b0¿���� >&P.8-8>'

• ���–�å�«�Ì�¡�©�Ù�å  �Ð�µ�É�b0¿���� >&P.8-8>'

• ���G0d/²#'�b0¿���� >&P.8-8>'

• �� TCP �Ð�µ�É�b0¿���� >&P.8-15>'

• ���¢�ß�î�Â�Ý  �É�î�Ý�b0¿���� >&P.8-15>'

• ���ì6ë(
�V�b0¿���� >&P.8-15>'

• ���/�•�ì�º�Û�Ç�•�µ�¡  �–�å�«�Ì�¡�©�Ù�å�� >&P.8-18>'

�¿�µ�º�á�î�¡  �œ�È�ª�™�¡�º�>�|�g�¢�Ý�î�É�b�Q#Ý
�G�b8o�[�c�
�¿�µ�º�á�î�¡  �œ�È�ª�™�¡�º�>�|�g�¢�Ý�î�É�b�Q#Ý�‰�2�_�X�8�Z1��Â�K�r�M�����b8o% �†
�v�~�V�F�r�M��

• ���¿�µ�º�á�î�¡  �œ�È�ª�™�¡�º�b�+0[�� >&P.8-2>'

• ���¿�µ�º�á�î�¡  �œ�È�ª�™�¡�º�b0¿���� >&P.8-2>'

• ���¿�µ�º�á�î�¡  �œ�È�ª�™�¡�º  �¢�Ý�î�É�b0¿���� >&P.8-3>'

• ���Ý�î�Ý�[�b�¿�µ�º�á�î�¡  �œ�È�ª�™�¡�º�>�|�g�¢�Ý�î�É�b�Q#Ý�� >&P.8-4>'

• ���¿�µ�º�á�î�¡  �œ�È�ª�™�¡�º�r�S�c�¢�Ý�î�É�b�Q#Ý"g�#�b/²&g�� >&P.8-5>'
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'¨  8 'v       �¢�ß�î�Â�Ý  �œ�È�ª�™�¡�º�b3ã�•
  �¿�µ�º�á�î�¡  �œ�È�ª�™�¡�º�>�|�g�¢�Ý�î�É�b�Q#Ý
�¿�µ�º�á�î�¡  �œ�È�ª�™�¡�º�b�+0[

�¿�µ�º�á�î�¡  �œ�È�ª�™�¡�º�†�Q#Ý�M�•�\�
�Í�«�º�>�|�g�¿�µ�º�á�î�¡�b  IP �”�»�Þ�«�†�¦�S�_��*O�K
�Z�
�è7F�b0¿���†� "á�|�C/œ�<�r�M���”�¡�­�«  �Ý�î�Ý�x  AAA �Ý�î�Ý�^�]�b�­�Ÿ�×�Ü�¸�•  �Ï�Ü�©�î�†
0¿���M�•�\�
�m�·�[
°�Š�M�•�æ�ƒ�~�_�¦�S��*O�í�s�b�”�»�Þ�«�†4E�¥�[�A�r�M���I�}�_�
�œ�È�ª�™�¡�º
�b��*O�†�š�f�K�S���œ�
�š�f
Æ���c+¬�·$×�_�Q�b�œ�È�ª�™�¡�º�†�Q#Ý�M�•�M�m�Z�b�Ý�î�Ý�_)E�Ž�I�€�r
�M��

�¿�µ�º�á�î�¡  �œ�È�ª�™�¡�º�c�m�·�[3ã�•�[�A�r�M���r�S�c�
 ASDM �_�”�¡�­�«  �Ý�î�Ý�x  AAA �Ý�î�Ý
�b�|�:�^�¤�Ñ�b�¥�å�Ç�•� �×�Þ�î�©�Ù�å�?�}�œ�È�ª�™�¡�º�†+¬�·$×�_�8�B�I�O�•�G�\�v�[�A�r�M���G�b
�|�:�^�t#Õ�K�S�œ�È�ª�™�¡�º�b�8�N�€�?�†)…7Ÿ�K�S���œ�
�‹�[�Q�b�œ�È�ª�™�¡�º�†�Q#Ý�K�Z�8�S�Ý�î�Ý
�†�P7V�K�Z�v�Q�b)…7Ÿ
Æ���c�g�~�r�M��)…7Ÿ�K�^�8���œ�
�Ü�Ç�Þ�µ�©�×�M�•�\�
�t#Õ�K�S�œ�È�ª�™�¡�º
�_�c#'�~�b�¥�å�Ç�•� �×�Þ�î�©�Ù�å�@�o�Î�I�€�•�T�E�[�M��

�¿�µ�º�á�î�¡  �œ�È�ª�™�¡�º  �¢�Ý�î�É�c�
0
�X�b�Í�«�º�\�¿�µ�º�á�î�¡�@�M)t�_�µ�r�€�•�¢�Ý�î�É�[�M��
�¿�µ�º�á�î�¡  �œ�È�ª�™�¡�º  �¢�Ý�î�É�_�c�
�Ú�b�¿�µ�º�á�î�¡  �œ�È�ª�™�¡�º  �¢�Ý�î�É�†�µ�u�•�G�\�v�[
�A�r�M���G�b�S�u�
�¿�µ�º�á�î�¡  �œ�È�ª�™�¡�º  �¢�Ý�î�É�†3æ�™
–�”�»�Þ�«�r�S�c��
›�”�»�Þ�«�\�K�Z
�”�¡�­�«  �Ý�î�Ý�_�æ���[�A�r�M��

�Ý�î�Ý�b0¿���ì�_�
 [ASDM] �˜�•�å�»�˜�b�‘
��_�c  [Addresses] �§�–�»  �Ì�–�å�@�6�~�
�Q#Ý�•+��^�¿�µ
�º�á�î�¡  �œ�È�ª�™�¡�º�\�¿�µ�º�á�î�¡  �œ�È�ª�™�¡�º  �¢�Ý�î�É�@/²&g�I�€�r�M�� [Addresses] �Ì�–�å�[
%$�K�œ�È�ª�™�¡�º�†3ã�•�
)…7Ÿ�
�r�S�c�P7V�[�A�r�M���r�S�
3ã�•�M�•�¿�µ�º�á�î�¡  �œ�È�ª�™�¡�º�>
�|�g�¢�Ý�î�É�†  [Addresses] �Ì�–�å�?�}4E�¥�K�S�”�¡�­�«  �Ý�î�Ý�b3æ�™
–�r�S�c��
›�_�»�Û�µ�¢�[�A�r
�M��

�¿�µ�º�á�î�¡  �œ�È�ª�™�¡�º�b0¿��

�¿�µ�º�á�î�¡  �œ�È�ª�™�¡�º�†0¿���M�•�_�c�
���b�m8p�†��/œ�K�r�M��

�«�¸�µ�É 1 [Configuration] > [Firewall] > [Objects] > [Network Objects/Group] �Ì�–�å�[�
 [Add] > [Network 
Object] �†�¡�Ü�µ�¡�K�Z�‚�K�8�œ�È�ª�™�¡�º  �¢�Ý�î�É�†3ã�•�M�•�?�
�œ�È�ª�™�¡�º�†4E�¥�K�Z  [Edit] �†
�¡�Ü�µ�¡�K�r�M��

�Ý�î�Ý  �˜�•�å�»�˜�b  [Addresses] �§�–�»  �Ì�–�å�[�
�r�S�c�Ý�î�Ý�b3ã�•�ì�_�
�¿�µ�º�á�î�¡  �œ�È�ª�™
�¡�º�†3ã�•�r�S�c)…7Ÿ�M�•�G�\�v�[�A�r�M��

�Ü�«�º
Æ�b�œ�È�ª�™�¡�º�†�è(ô�M�•�_�c�
 [Filter] �Ç�•�î�Ý�»�_�¡�S�r�S�c  IP �”�»�Þ�«�†
°�Š�K�Z
[Filter] �†�¡�Ü�µ�¡�K�r�M���á�–�Ý�»�•�î�»�e�Ð�\�K�Z�”�«�±�Ü�«�¡>& *>'�x$2�e'¢>& ?>'�†�Q#Ý�[�A�r
�M��

[Add/Edit Network Object] �²�–�”�ß�¢�Î�µ�¡�«�@/²&g�I�€�r�M��

�«�¸�µ�É 2 ���b�Í�†
°�Š�K�r�M��

• [Name]>8>&�õ�–>'�œ�È�ª�™�¡�º�¡���Q#Ý�[�A�•�e�Ð�c�
 a >|  z�
 A >|  Z�
 0 >|  9�
�»�µ�º>& .>'�
�²�µ
�©�×>&->'�
�>�|�g�”�å�²�î�«�¥�”>& _>'�[�M���¡�S�c  64 �e�Ð�è�W�_�M�•�²0[�@�6�~�r�M��

• [IP Address]>8IP �”�»�Þ�«>&�Í�«�º�r�S�c�¿�µ�º�á�î�¡  �”�»�Þ�«>' ��

• [Netmask]>8IP �”�»�Þ�«�b�§�È�¿�µ�º  �Ð�«�¡��

• [Description]>8>&�õ�–>'�¿�µ�º�á�î�¡  �œ�È�ª�™�¡�º�b1��Â��

�«�¸�µ�É 3 [OK]  �†�¡�Ü�µ�¡�K�r�M��

�G�€�[�Ý�î�Ý�b�8�B�ì�_�G�b�¿�µ�º�á�î�¡  �œ�È�ª�™�¡�º�†�Q#Ý�[�A�r�M��)…7Ÿ�K�S�œ�È�ª�™�¡�º�b��
�œ�
�š�f
Æ���c+¬�·$×�_�Q�b�œ�È�ª�™�¡�º�†�Q#Ý�M�•�M�m�Z�b�Ý�î�Ý�_)E�Ž�I�€�r�M��
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'¨  8 'v       �¢�ß�î�Â�Ý  �œ�È�ª�™�¡�º�b3ã�•
  �¿�µ�º�á�î�¡  �œ�È�ª�™�¡�º�>�|�g�¢�Ý�î�É�b�Q#Ý
>&�@>' �Q#Ý�p�b�¿�µ�º�á�î�¡  �œ�È�ª�™�¡�º�c�P7V�[�A�r�O�‡��

�Ô�î�»

���b/²�c�
�G�b�µ+��†�Q#Ý�[�A�•�Ô�î�»�†&g�K�S�v�b�[�M��

�¿�µ�º�á�î�¡  �œ�È�ª�™�¡�º  �¢�Ý�î�É�b0¿��

�¿�µ�º�á�î�¡  �œ�È�ª�™�¡�º  �¢�Ý�î�É�†0¿���M�•�_�c�
���b�m8p�†��/œ�K�r�M��

�«�¸�µ�É 1 [Configuration] > [Firewall] > [Objects] > [Network Objects/Group] �Ì�–�å�[�
 [Add] > [Network 
Object Group] �†�¡�Ü�µ�¡�K�Z�‚�K�8�œ�È�ª�™�¡�º  �¢�Ý�î�É�†3ã�•�M�•�?�
�œ�È�ª�™�¡�º  �¢�Ý�î�É�†4E
�¥�K�Z  [Edit] �†�¡�Ü�µ�¡�K�r�M��

�Ý�î�Ý  �˜�•�å�»�˜�b  [Addresses] �§�–�»  �Ì�–�å�[�
�r�S�c�Ý�î�Ý�b3ã�•�ì�_�
�¿�µ�º�á�î�¡  �œ�È�ª�™
�¡�º  �¢�Ý�î�É�†3ã�•�r�S�c)…7Ÿ�[�A�r�M��

�Ü�«�º
Æ�b�œ�È�ª�™�¡�º�†�è(ô�M�•�_�c�
 [Filter] �Ç�•�î�Ý�»�_�¡�S�r�S�c  IP �”�»�Þ�«�†
°�Š�K�Z  
[Filter] �†�¡�Ü�µ�¡�K�r�M���á�–�Ý�»�•�î�»�e�Ð�\�K�Z�”�«�±�Ü�«�¡>& *>'�x$2�e'¢>& ?>'�†�Q#Ý�[�A�r
�M��

[Add/Edit Network Object Group] �²�–�”�ß�¢�Î�µ�¡�«�@/²&g�I�€�r�M��

�«�¸�µ�É 2 [Group Name] �Ç�•�î�Ý�»�[�
�¢�Ý�î�É�¡�†
°�Š�K�r�M��

�Q#Ý�[�A�•�e�Ð�c�
 a >|  z�
 A >|  Z�
 0 >|  9�
�»�µ�º>& .>'�
�²�µ�©�×>& ->'�
�>�|�g�”�å�²�î�«�¥�”>& _>'�[
�M���¡�S�c  64 �e�Ð�è�W�_�M�•�²0[�@�6�~�r�M��

�«�¸�µ�É 3 >&�õ�–>' [Description] �Ç�•�î�Ý�»�[�
1��Â�†6×�I  200 �e�Ð�è
Æ�[
°�Š�K�r�M��

�«�¸�µ�É 4 �¤�Ñ�b�œ�È�ª�™�¡�º�r�S�c�¢�Ý�î�É�†�‚�K�8�¢�Ý�î�É�_3ã�•�K�S�~>&�¢�Ý�î�É�b�¿�«�º�@�•+�>' �
�‚�K
�8�”�»�Þ�«�†�8�B�K�Z�¢�Ý�î�É�_3ã�•�K�S�~�[�A�r�M��

• �¤�Ñ�b�¿�µ�º�á�î�¡  �œ�È�ª�™�¡�º�r�S�c�¢�Ý�î�É�†�‚�K�8�¢�Ý�î�É�_3ã�•�M�•�_�c�
 [Existing 
Network Objects/Groups] �Ì�–�å�[�œ�È�ª�™�¡�º�†�²�È�Ý�¡�Ü�µ�¡�K�r�M��

�r�S�c�
�œ�È�ª�™�¡�º�†4E�¥�K�Z�
 [Add] �†�¡�Ü�µ�¡�K�r�M���œ�È�ª�™�¡�º�r�S�c�¢�Ý�î�É�@�‘
�
�b  [Members in Group] �Ì�–�å�_3ã�•�I�€�r�M��

• �‚�K�8�”�»�Þ�«�†3ã�•�M�•�_�c�
 [Create New Network Object Member] 8•�æ�[�Í�†
°�Š�K�
 [Add] 
�†�¡�Ü�µ�¡�K�r�M��

�œ�È�ª�™�¡�º�r�S�c�¢�Ý�î�É�@�‘
��b  [Members in Group] �Ì�–�å�_3ã�•�I�€�r�M���G�b�”�»�Þ�«
�c�¿�µ�º�á�î�¡  �œ�È�ª�™�¡�º  �Ü�«�º�_�v3ã�•�I�€�r�M��

�œ�È�ª�™�¡�º�†�P7V�M�•�_�c�
 [Members in Group] �Ì�–�å�[�œ�È�ª�™�¡�º�†�²�È�Ý�¡�Ü�µ�¡�M�•�?�

[Remove] �†�¡�Ü�µ�¡�K�r�M��

�«�¸�µ�É 5 �M�m�Z�b�Ó�å�Â  �œ�È�ª�™�¡�º�†3ã�•�K)
�<�S�}�
 [OK]  �†�¡�Ü�µ�¡�K�r�M��

�Ç�“�–�”�˜�›�î�Ý  �Ô�î�» �­�Ÿ�×�Ü�¸�•  �¥�å�¸�Ÿ�«�º

�Ý�î�¸�µ�» 3ñ4# �©�å�¢�Ý

�Ð�Ý�³

�¥�å�¸�Ÿ�«
�º �©�«�¸�Ò

• • • • —
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'¨  8 'v       �¢�ß�î�Â�Ý  �œ�È�ª�™�¡�º�b3ã�•
  �¿�µ�º�á�î�¡  �œ�È�ª�™�¡�º�>�|�g�¢�Ý�î�É�b�Q#Ý
�G�€�[�Ý�î�Ý�b�8�B�ì�_�G�b�¿�µ�º�á�î�¡  �œ�È�ª�™�¡�º  �¢�Ý�î�É�†�Q#Ý�[�A�r�M��)…7Ÿ�K�S�œ�È�ª�™
�¡�º  �¢�Ý�î�É�b���œ�
�š�f
Æ���c+¬�·$×�_�Q�b�¢�Ý�î�É�†�Q#Ý�M�•�M�m�Z�b�Ý�î�Ý�_)E�Ž�I�€�r�M��

>&�@>' �Q#Ý�p�b�¿�µ�º�á�î�¡  �œ�È�ª�™�¡�º  �¢�Ý�î�É�c�P7V�[�A�r�O�‡��

�Ô�î�»

���b/²�c�
�G�b�µ+��†�Q#Ý�[�A�•�Ô�î�»�†&g�K�S�v�b�[�M��

�Ý�î�Ý�[�b�¿�µ�º�á�î�¡  �œ�È�ª�™�¡�º�>�|�g�¢�Ý�î�É�b�Q#Ý

�Ý�î�Ý�b�8�B�ì�_�c�
�m�·�[  IP �”�»�Þ�«�†
°�Š�K�S�~�
�Ý�î�Ý�[�Q#Ý�M�•�¿�µ�º�á�î�¡  �œ�È�ª�™�¡�º
�r�S�c�¢�Ý�î�É�†�g!·�K�S�~�[�A�r�M��

>&�@>' �”�¡�­�«  �Ý�î�Ý�b�s�b���œ�c�
�¿�µ�º�á�î�¡  �œ�È�ª�™�¡�º�>�|�g�¢�Ý�î�É�†  [Addresses] �Ì�–�å�?�}
4E�¥�K�S�”�¡�­�«  �Ý�î�Ý�b3æ�™
–�r�S�c��
›�_�»�Û�µ�¢  �”�å�»  �»�ß�µ�É�[�A�r�M��

�Ý�î�Ý�[�¿�µ�º�á�î�¡  �œ�È�ª�™�¡�º�r�S�c�¢�Ý�î�É�†�Q#Ý�M�•�_�c�
���b�m8p�†��/œ�K�r�M��

�«�¸�µ�É 1 �Ý�î�Ý  �²�–�”�ß�¢�Î�µ�¡�«�[�
3æ�™
–�r�S�c��
›�b�”�»�Þ�«  �Ç�•�î�Ý�»�b�“�_�6�•  [...] �g!·�Î�±�å�†
�¡�Ü�µ�¡�K�r�M��

[Browse Source Address] �r�S�c  [Browse Destination Address] �²�–�”�ß�¢�Î�µ�¡�«�@/²&g�I�€�r�M��

�«�¸�µ�É 2 �‚�K�8�¿�µ�º�á�î�¡  �œ�È�ª�™�¡�º�r�S�c�¢�Ý�î�É�†3ã�•�K�S�~�
�¤�Ñ�b�¿�µ�º�á�î�¡  �œ�È�ª�™�¡�º�r
�S�c�¢�Ý�î�É�†�²�È�Ý�¡�Ü�µ�¡�K�Z4E�¥�K�S�~�[�A�r�M��

�Ü�«�º
Æ�b�œ�È�ª�™�¡�º�†�è(ô�M�•�_�c�
 [Filter] �Ç�•�î�Ý�»�_�¡�S�r�S�c  IP �”�»�Þ�«�†
°�Š�K�Z
[Filter] �†�¡�Ü�µ�¡�K�r�M���á�–�Ý�»�•�î�»�e�Ð�\�K�Z�”�«�±�Ü�«�¡>& *>'�x$2�e'¢>& ?>'�†�Q#Ý�[�A�r
�M��

• �‚�K�8�¿�µ�º�á�î�¡  �œ�È�ª�™�¡�º�†3ã�•�M�•�‰�2�_�X�8�Z�
 ���¿�µ�º�á�î�¡  �œ�È�ª�™�¡�º�b0¿����
>&P.8-2>' �†�g!·�K�Z�C�T�I�8��

• �‚�K�8�¿�µ�º�á�î�¡  �œ�È�ª�™�¡�º  �¢�Ý�î�É�†3ã�•�M�•�‰�2�_�X�8�Z�c�
 ���¿�µ�º�á�î�¡  �œ�È�ª�™
�¡�º  �¢�Ý�î�É�b0¿���� >&P.8-3>' �†�g!·�K�Z�C�T�I�8��

�‚�K�8�œ�È�ª�™�¡�º�†3ã�•�M�•�?�
�¤�Ñ�b�œ�È�ª�™�¡�º�†�²�È�Ý�¡�Ü�µ�¡�M�•�\�
�Q�b�œ�È�ª�™�¡�º�@  
[Selected Source/Destination] �Ç�•�î�Ý�»�_/²&g�I�€�r�M���”�¡�­�«  �Ý�î�Ý�b���œ�
�G�b�Ç�•�î�Ý�»�_
0
�X�b�œ�È�ª�™�¡�º�†�•�å�Ð�[�
�)�W�Z
°�Š�[�A�r�M��

�«�¸�µ�É 3 [OK]  �†�¡�Ü�µ�¡�K�r�M��

�Ç�“�–�”�˜�›�î�Ý  �Ô�î�» �­�Ÿ�×�Ü�¸�•  �¥�å�¸�Ÿ�«�º

�Ý�î�¸�µ�» 3ñ4# �©�å�¢�Ý

�Ð�Ý�³

�¥�å�¸�Ÿ�«
�º �©�«�¸�Ò

• • • • —
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'¨  8 'v       �¢�ß�î�Â�Ý  �œ�È�ª�™�¡�º�b3ã�•
  �§�î�Å�«  �¢�Ý�î�É�b0¿��
�Ý�î�Ý  �²�–�”�ß�¢�Î�µ�¡�«�_�`�~�r�M��

�Ô�î�»

���b/²�c�
�G�b�µ+��†�Q#Ý�[�A�•�Ô�î�»�†&g�K�S�v�b�[�M��

�¿�µ�º�á�î�¡  �œ�È�ª�™�¡�º�r�S�c�¢�Ý�î�É�b�Q#Ý"g�#�b/²&g

�¿�µ�º�á�î�¡  �œ�È�ª�™�¡�º�r�S�c�¢�Ý�î�É�†�Q#Ý�K�Z�8�•�Ý�î�Ý�†/²&g�M�•�_�c�
 [Configuration] > 
[Firewall] > [Objects] > [Network Objects/Group] �Ì�–�å�[�Ñ�±6~�b�g�†�K�S  [Find] �”�–�¥�å�†�¡�Ü�µ
�¡�K�r�M��

[Usages] �²�–�”�ß�¢�Î�µ�¡�«�@/²&g�I�€�
#'�~�¿�µ�º�á�î�¡  �œ�È�ª�™�¡�º�r�S�c�¢�Ý�î�É�†�Q#Ý�K�Z
�8�•�M�m�Z�b�Ý�î�Ý�@�M0t/²&g�I�€�r�M���G�b�²�–�”�ß�¢�Î�µ�¡�«�_�c�
�Q�b�œ�È�ª�™�¡�º�@�µ�r�€�•
�¿�µ�º�á�î�¡  �œ�È�ª�™�¡�º  �¢�Ý�î�É�v�M�m�Z�M0t/²&g�I�€�r�M��

�§�î�Å�«  �¢�Ý�î�É�b0¿��
�G�b8o�[�c�
�§�î�Å�«  �¢�Ý�î�É�†0¿���M�•�‰�2�_�X�8�Z1��Â�K�r�M��1��Â�M�•
Æ���c���b�\�>�~�[�M��

• �� Service Groups��>&P.8-5>'

• �� Add/Edit Service Group��>&P.8-6>'

• �� Browse Service Groups��>&P.8-7>'

Service Groups

[Service Groups] �Ì�–�å�[�c�
�æ���K�S�¢�Ý�î�É�_0
�X�b�§�î�Å�«�†6õ4��Ü�E�}�€�r�M�� 1 �X�b�¢�Ý�î
�É�_�õ�–�b�±�–�É�b�É�ß�º�¥�Ý�\�§�î�Å�«�†�æ���[�A�r�M���r�S�c�
���b�±�–�É�H�\�_�§�î�Å�«  �¢
�Ý�î�É�†�8�B�[�A�r�M��

• TCP �Ï�î�º

• UDP �Ï�î�º

• TCP-UDP �Ï�î�º

• ICMP �±�–�É

• IP �É�ß�º�¥�Ý

0
�X�b�§�î�Å�«  �¢�Ý�î�É�†�¿�«�º�M�€�d�
 ���¢�Ý�î�É�b�¢�Ý�î�É���†�S�B�[�A�r�M�� ���¢�Ý�î�É�b�¢
�Ý�î�É���c  1 �X�b�¢�Ý�î�É�\�K�Z�Q#Ý�[�A�r�M��

�Ç�“�–�”�˜�›�î�Ý  �Ô�î�» �­�Ÿ�×�Ü�¸�•  �¥�å�¸�Ÿ�«�º

�Ý�î�¸�µ�» 3ñ4# �©�å�¢�Ý

�Ð�Ý�³

�¥�å�¸�Ÿ�«
�º �©�«�¸�Ò
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'¨  8 'v       �¢�ß�î�Â�Ý  �œ�È�ª�™�¡�º�b3ã�•
  �§�î�Å�«  �¢�Ý�î�É�b0¿��
�§�î�Å�«  �¢�Ý�î�É�c�
�Ï�î�º�
 ICMP �±�–�É�
�É�ß�º�¥�Ý�†1‘�9�M�•�²0[�@�6�•�¨�C�b�¥�å�Ç�•� �×
�Þ�î�©�Ù�å�[�Q#Ý�[�A�r�M�� NAT �Ý�î�Ý�x�­�Ÿ�×�Ü�¸�•  �Ï�Ü�©�î  �Ý�î�Ý�b0¿���ì�_�
 [ASDM] �˜�•�å
�»�˜�b�‘
��b  [Services] �Ì�–�å�_�v�§�î�Å�«  �¢�Ý�î�É�x�Q�b�Ú�b�Q#Ý�•+��^�¢�ß�î�Â�Ý  �œ�È�ª�™�¡�º
�@/²&g�I�€�r�M���G�b  [Services] �Ì�–�å�?�}%$�K�œ�È�ª�™�¡�º�†3ã�•�
)…7Ÿ�
�P7V�[�A�r�M��

�Ç�•�î�Ý�»

• [Add]>8�§�î�Å�«  �¢�Ý�î�É�†3ã�•�K�r�M��3ã�•�M�•�§�î�Å�«  �¢�Ý�î�É�b�±�–�É�†�»�ß�µ�É�²�˜�å  
�Ü�«�º�?�}4E�¥�K�r�M��0
�X�±�–�É�b���œ�c  [Service Group] �†4E�¥�K�r�M��

• [Edit]>8�§�î�Å�«  �¢�Ý�î�É�†)…7Ÿ�K�r�M��

• [Delete]>8�§�î�Å�«  �¢�Ý�î�É�†�P7V�K�r�M���§�î�Å�«  �¢�Ý�î�É�†�P7V�M�•�\�
�Q#Ý�I�€�Z�8�•�M�m
�Z�b�§�î�Å�«  �¢�Ý�î�É�?�}�P7V�I�€�r�M���§�î�Å�«  �¢�Ý�î�É�@�”�¡�­�«  �Ý�î�Ý�[�Q#Ý�I�€�Z�8�•
���œ�c�
�P7V�K�^�8�[�C�T�I�8���”�¡�­�«  �Ý�î�Ý�[�Q#Ý�I�€�Z�8�•�§�î�Å�«  �¢�Ý�î�É�†'5�_�c�[
�A�r�O�‡��

• [Find]>8�M+´�M�•�¡�S�T�E�†/²&g�M�•�|�:�_�
/²&g
Æ���†�Ç�•�Ý�±�Ü�å�¢�K�r�M�� [Find] �†�¡�Ü�µ
�¡�M�•�\�
 [Filter] �Ç�•�î�Ý�»�@6ä�A�r�M���v�:�M�Ø  [Find] �†�¡�Ü�µ�¡�M�•�\�
 [Filter] �Ç�•�î�Ý�»
�c8�/²&g�_�^�~�r�M��

– [Filter field]>8�§�î�Å�«  �¢�Ý�î�É�b�¡�S�†
°�Š�K�r�M���á�–�Ý�»�•�î�»�e�Ð�\�K�Z�”�«�±�Ü�«
�¡>& *>'�x$2�e'¢>& ?>'�†�Q#Ý�[�A�r�M��

– [Filter]>8�Ç�•�Ý�±�†��/œ�K�r�M��

– [Clear]>8[Filter] �Ç�•�î�Ý�»�†�¡�Ü�”�K�r�M��

• [Name]>8�§�î�Å�«  �¢�Ý�î�É�¡�†�M0t/²&g�K�r�M���¡�S�b7„�_�6�•�É�Û�«>& [+]>'�”�–�¥�å�†�¡�Ü�µ
�¡�M�•�\�
�§�î�Å�«  �¢�Ý�î�É�@�Ž6ä�I�€�
�§�î�Å�«�†&�1��[�A�r�M���Ð�–�¼�«>& [-]>'�”�–�¥�å�†
�¡�Ü�µ�¡�M�•�\�
�§�î�Å�«  �¢�Ý�î�É�@�¡�~�S�S�r�€�r�M��

• [Protocol]>8�§�î�Å�«  �¢�Ý�î�É  �É�ß�º�¥�Ý�†�M0t/²&g�K�r�M��

• [Source Ports]>8�É�ß�º�¥�Ý�b3æ�™
–�Ï�î�º�†�M0t/²&g�K�r�M��

• [Destination Ports]>8�É�ß�º�¥�Ý�b��
›�Ï�î�º�†�M0t/²&g�K�r�M��

• [ICMP Type]>8�§�î�Å�«  �¢�Ý�î�É�b  ICMP �±�–�É�†�M0t/²&g�K�r�M��

• [Description]>8�§�î�Å�«  �¢�Ý�î�É�b1��Â�†�M0t/²&g�K�r�M��

�Ô�î�»

���b/²�c�
�G�b�µ+��†�Q#Ý�[�A�•�Ô�î�»�†&g�K�S�v�b�[�M��

Add/Edit Service Group

[Add/Edit Service Group] �²�–�”�ß�¢�Î�µ�¡�«�[�c�
�§�î�Å�«�†�§�î�Å�«  �¢�Ý�î�É�_�m�~�\�Z�}�€�r
�M���G�b�²�–�”�ß�¢�Î�µ�¡�«�¡�c3ã�•�M�•�§�î�Å�«  �¢�Ý�î�É�b�±�–�É�\� �L�¡�S�_�^�~�r�M���S�\�<
�d�
3ã�•�M�•�§�î�Å�«  �¢�Ý�î�É�@  TCP �b���œ�
 [Add/Edit TCP Service Group] �²�–�”�ß�¢�Î�µ�¡�«�@
/²&g�I�€�r�M��

�Ç�“�–�”�˜�›�î�Ý  �Ô�î�» �­�Ÿ�×�Ü�¸�•  �¥�å�¸�Ÿ�«�º

�Ý�î�¸�µ�» 3ñ4# �©�å�¢�Ý

�Ð�Ý�³

�¥�å�¸�Ÿ�«
�º �©�«�¸�Ò
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'¨  8 'v       �¢�ß�î�Â�Ý  �œ�È�ª�™�¡�º�b3ã�•
  �§�î�Å�«  �¢�Ý�î�É�b0¿��
�Ç�•�î�Ý�»

• [Group Name]>8�¢�Ý�î�É�¡�†  64 �e�Ð�è
Æ�[
°�Š�K�r�M���¡�S�c�
�M�m�Z�b�œ�È�ª�™�¡�º  �¢�Ý�î
�É�[�M�–�[�6�•�G�\�@�²0[�[�M���§�î�Å�«  �¢�Ý�î�É�b�¡�S�_�¿�µ�º�á�î�¡  �œ�È�ª�™�¡�º  �¢�Ý�î�É
�[�Q#Ý�K�S�¡�S�c�Q#Ý�[�A�r�O�‡��

• [Description]>8�§�î�Å�«  �¢�Ý�î�É�b1��Â�†  200 �e�Ð�è
Æ�[
°�Š�K�r�M��

• [Existing Service/Service Group]>8�§�î�Å�«  �¢�Ý�î�É�_3ã�•�•+��^8o% �†&g�K�r�M����*O�í�s�b
�§�î�Å�«  �¢�Ý�î�É�?�}4E�¥�M�•�?�
�|�C�Q#Ý�I�€�•�Ï�î�º�
�±�–�É�
�É�ß�º�¥�Ý�b�¡�S�b�Ü�«�º
�?�}4E�¥�K�r�M��

– [Service Groups]>8�G�b�¸�î�È�Ý�b�±�–�º�Ý�c�
3ã�•�M�•�§�î�Å�«  �¢�Ý�î�É�b�±�–�É�_�|�W�Z
$��^�~�r�M����*O�í�s�§�î�Å�«  �¢�Ý�î�É�@�µ�r�€�r�M��

– [Predefined]>8�¦�S��*O�í�s�b�Ï�î�º�
�±�–�É�
�r�S�c�É�ß�º�¥�Ý�†�M0t/²&g�K�r�M��

• [Create new member]>8�‚�K�8�§�î�Å�«  �¢�Ý�î�É  �Ó�å�Â�†�8�B�[�A�r�M��

– [Service Type]>8�‚�K�8�§�î�Å�«  �¢�Ý�î�É  �Ó�å�Â�b�§�î�Å�«  �±�–�É�†4E�¥�[�A�r�M���§�î�Å�«  
�±�–�É�_�c�
 TCP�
 UDP�
 TCP-UDP�
 ICMP�
�>�|�g  protocol �@�6�~�r�M��

– [Destination Port/Range]>8�‚�K�8  TCP�
 UDP�
�r�S�c  TCP-UDP �§�î�Å�«  �¢�Ý�î�É  �Ó�å�Â�b
��
›�Ï�î�º�r�S�c(
�V�†
°�Š�[�A�r�M��

– [Source Port/Range]>8�‚�K�8  TCP�
 UDP�
�r�S�c  TCP-UDP �§�î�Å�«  �¢�Ý�î�É  �Ó�å�Â�b3æ�™

–�Ï�î�º�r�S�c(
�V�†
°�Š�[�A�r�M��

– [ICMP Type]>8�‚�K�8  ICMP �§�î�Å�«  �¢�Ý�î�É  �Ó�å�Â�b  ICMP �±�–�É�†
°�Š�[�A�r�M��

– [Protocol]>8�‚�K�8  protocol �§�î�Å�«  �¢�Ý�î�É  �Ó�å�Â�b�É�ß�º�¥�Ý�†
°�Š�[�A�r�M��

• [Members in Group]>8�§�î�Å�«  �¢�Ý�î�É�_3ã�•�í�s�b�”�–�¸�Ò�†&g�K�r�M��

• [Add]>84E�¥�K�S�”�–�¸�Ò�†�§�î�Å�«  �¢�Ý�î�É�_3ã�•�K�r�M��

• [Remove]>84E�¥�K�S�”�–�¸�Ò�†�§�î�Å�«  �¢�Ý�î�É�?�}�P7V�K�r�M��

�Ô�î�»

���b/²�c�
�G�b�µ+��†�Q#Ý�[�A�•�Ô�î�»�†&g�K�S�v�b�[�M��

Browse Service Groups

[Browse Service Groups] �²�–�”�ß�¢�Î�µ�¡�«�[�c�
�§�î�Å�«  �¢�Ý�î�É�†4E�¥�[�A�r�M���G�b�²�–�”�ß
�¢�Î�µ�¡�«�c�I�r�J�r�^�¥�å�Ç�•� �×�Þ�î�©�Ù�å#ì8��[�Q#Ý�I�€�
�Q�b�ì�b�±�«�¡�_0ñ�\�M�•�¡�S�[/²
&g�I�€�r�M���S�\�<�d�
 [Add/Edit Access Rule] �²�–�”�ß�¢�Î�µ�¡�«�?�}�Q#Ý�K�S���œ�
�G�b�²�–�”�ß
�¢�Î�µ�¡�«�¡�c  [Browse Source Port] �r�S�c  [Browse Destination Port] �_�^�~�r�M��

�Ç�•�î�Ý�»

• [Add]>8�§�î�Å�«  �¢�Ý�î�É�†3ã�•�K�r�M��

• [Edit]>84E�¥�K�S�§�î�Å�«  �¢�Ý�î�É�†)…7Ÿ�K�r�M��

�Ç�“�–�”�˜�›�î�Ý  �Ô�î�» �­�Ÿ�×�Ü�¸�•  �¥�å�¸�Ÿ�«�º

�Ý�î�¸�µ�» 3ñ4# �©�å�¢�Ý

�Ð�Ý�³

�¥�å�¸�Ÿ�«
�º �©�«�¸�Ò
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  �¡�Û�«  �Ð�µ�É�b0¿��
• [Delete]>84E�¥�K�S�§�î�Å�«  �¢�Ý�î�É�†�P7V�K�r�M��

• [Find]>8�M+´�M�•�¡�S�T�E�†/²&g�M�•�|�:�_�
/²&g
Æ���†�Ç�•�Ý�±�Ü�å�¢�K�r�M�� [Find] �†�¡�Ü�µ
�¡�M�•�\�
 [Filter] �Ç�•�î�Ý�»�@6ä�A�r�M���v�:�M�Ø  [Find] �†�¡�Ü�µ�¡�M�•�\�
 [Filter] �Ç�•�î�Ý�»
�c8�/²&g�_�^�~�r�M��

– [Filter field]>8�§�î�Å�«  �¢�Ý�î�É�b�¡�S�†
°�Š�K�r�M���á�–�Ý�»�•�î�»�e�Ð�\�K�Z�”�«�±�Ü�«
�¡>& *>'�x$2�e'¢>& ?>'�†�Q#Ý�[�A�r�M��

– [Filter]>8�Ç�•�Ý�±�†��/œ�K�r�M��

– [Clear]>8[Filter] �Ç�•�î�Ý�»�†�¡�Ü�”�K�r�M��

• [Type]>8TCP�
 UDP�
 TCP-UDP�
 ICMP�
 Protocol �^�]�
/²&g�M�•�§�î�Å�«  �¢�Ý�î�É�b�±�–�É�†
4E�¥�[�A�r�M���±�–�É�†�M�m�Z/²&g�M�•�_�c�
 [All]  �†4E�¥�K�r�M��3û�–�
�Ý�î�Ý�b�±�–�É�†0¿��
�M�•���œ�
 �Q#Ý�[�A�•�§�î�Å�«  �¢�Ý�î�É�b�±�–�É�c  1 �X�T�E�[�M�� TCP �b�”�¡�­�«  �Ý�î�Ý�_  UDP 
�b�§�î�Å�«  �¢�Ý�î�É�c4E�¥�[�A�r�O�‡��

• [Name]>8�§�î�Å�«  �¢�Ý�î�É�¡�†&g�K�r�M���”�–�¸�Ò�b�¡�S�b7„�_�6�•�É�Û�«>& [+]>'�”�–�¥�å�†�¡
�Ü�µ�¡�M�•�\�
�”�–�¸�Ò�@�Ž6ä�I�€�r�M���Ð�–�¼�«>& [-] >'�”�–�¥�å�†�¡�Ü�µ�¡�M�•�\�
�”�–�¸�Ò
�@�¡�~�S�S�r�€�r�M��

�Ô�î�»

���b/²�c�
�G�b�µ+��†�Q#Ý�[�A�•�Ô�î�»�†&g�K�S�v�b�[�M��

�¡�Û�«  �Ð�µ�É�b0¿��
�¡�Û�«  �Ð�µ�É�b0ò(ý�_�X�8�Z�c�
 ���¡�Û�«  �Ð�µ�É�b�Ç�•�î�Ý�»�b1��Â�� >&P.24-40>' �†�g!·�K�Z�C�T�I
�8��

�–�å�«�Ì�¡�©�Ù�å  �Ð�µ�É�b0¿��
�–�å�«�Ì�¡�©�Ù�å  �Ð�µ�É�b0ò(ý�_�X�8�Z�c�
 ���–�å�«�Ì�¡�©�Ù�å  �Ð�µ�É�b�Ç�•�î�Ý�»�b1��Â��

>&P.24-61>' �†�g!·�K�Z�C�T�I�8��

�G0d/²#'�b0¿��
�G�b8o�[�c�
�G0d/²#'�†0¿���M�•�‰�2�_�X�8�Z1��Â�K�r�M��1��Â�M�•
Æ���c���b�\�>�~�[�M��

• ���G0d/²#'�� >&P.8-9>'

• �� Add/Edit Regular Expression��>&P.8-10>'

• �� Build Regular Expression��>&P.8-12>'

• �� Test Regular Expression��>&P.8-13>'

�Ç�“�–�”�˜�›�î�Ý  �Ô�î�» �­�Ÿ�×�Ü�¸�•  �¥�å�¸�Ÿ�«�º

�Ý�î�¸�µ�» 3ñ4# �©�å�¢�Ý

�Ð�Ý�³

�¥�å�¸�Ÿ�«
�º �©�«�¸�Ò
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  �G0d/²#'�b0¿��
• �� Add/Edit Regular Expression Class Map��>&P.8-14>'

�G0d/²#'

�� �¡�Û�«  �Ð�µ�É�b0¿�� ���x�� �–�å�«�Ì�¡�©�Ù�å  �Ð�µ�É�b0¿�� ���b�M4Š�[�
�Ã�£�µ�º
Æ�b�¸�Ÿ�«�º�†!·�œ
�M�•�G0d/²#'�†�æ���[�A�r�M���G0d/²#'�b�¡�Û�«  �Ð�µ�É
Æ�_�""‚�r�S�c�¢�Ý�î�É�b�8�N�€�?�[�8�B�M
�•���œ�[�v�
�¡�Û�«  �Ð�µ�É�r�S�c�–�å�«�Ì�¡�©�Ù�å  �Ð�µ�É�†0¿���M�•�S�_�
�²�N�G0d/²#'�†�8�B�K�Z
�C�T�I�8��

�G0d/²#'�c�
�«�º�Ü�å�¢�Q�b�v�b�\�K�Z�¸�Ÿ�«�º  �«�º�Ü�å�¢�\�e�Ð�]�>�~�_!·�œ�M�•�G�\�v�

metacharacters �†�Q#Ý�K�Z�¸�Ÿ�«�º  �«�º�Ü�å�¢�b0
�X�b�Â�Ü�”�å�º�\!·�œ�M�•�G�\�v�[�A�r�M���G0d
/²#'�†�Q#Ý�K�Z�
"I���b�”�É�Ü�£�î�©�Ù�å  �º�Û�Ç�•�µ�¡�b
Æ��>& HTTP �Ã�£�µ�º
Æ�b�•�e�¸�Ÿ�«�º�^
�]>'�†!·�œ�[�A�r�M��

�Ç�•�î�Ý�»

• [Regular Expressions]>8�G0d/²#'�†&g�K�r�M��

– [Name]>8�G0d/²#'�b�¡�S�†&g�K�r�M��

– [Value]>8�G0d/²#'�b��*O�Í�†&g�K�r�M��

– [Add]>8�G0d/²#'�†3ã�•�K�r�M��

– [Edit]>8�G0d/²#'�†)…7Ÿ�K�r�M��

– [Delete]>8�G0d/²#'�†�P7V�K�r�M��

• [Regular Expression Classes]>8�G0d/²#'�¡�Û�«  �Ð�µ�É�†&g�K�r�M��

– [Name]>8�G0d/²#'�¡�Û�«  �Ð�µ�É�b�¡�S�†&g�K�r�M��

– [Match Conditions]>8�¡�Û�«  �Ð�µ�É�b!·�œ�±�–�É�\�G0d/²#'�†&g�K�r�M��

[Match Type]>8!·�œ�±�–�É�†&g�K�r�M���G0d/²#'�b���œ�
�–�_�ö =�b*ï���M+´�±�–�É>&'¼�•
>&=>'�†/²&g�K�S�”�–�¥�å>'�_�^�~�r�M���r�S�
�–�å�«�Ì�¡�©�Ù�å  �¡�Û�«  �Ð�µ�É�[�°���M+´
>&2e�x�†/²&g�K�S�”�–�¥�å>'�b�8�B�v�[�A�r�M���¡�Û�«  �Ð�µ�É�_�G0d/²#'�@0
�X�6�•���œ�c�

!·�œ�±�–�É  �”�–�¥�å�b7„�_�Q�€�R�€�� OR���†/²&g�K�
 �� match any���¡�Û�«  �Ð�µ�É�_�^�W�Z�8
�•�G�\�†&g�K�r�M���G0d/²#'�b�8�N�€�?  1 �X�\�M+´�M�•�T�E�[�
�º�Û�Ç�•�µ�¡�@�¡�Û�«  �Ð�µ�É
�_�M+´�K�r�M��

[Regular Expression]>8�¡�Û�«  �Ð�µ�É�H�\�_$Ï6��I�€�Z�8�•�G0d/²#'�†�M0t/²&g�K�r�M��

– [Description]>8�¡�Û�«  �Ð�µ�É�b1��Â�†&g�K�r�M��

– [Add]>8�G0d/²#'�¡�Û�«  �Ð�µ�É�†3ã�•�K�r�M��

– [Edit]>8�G0d/²#'�¡�Û�«  �Ð�µ�É�†)…7Ÿ�K�r�M��

– [Delete]>8�G0d/²#'�¡�Û�«  �Ð�µ�É�†�P7V�K�r�M��

�Ô�î�»

���b/²�c�
�G�b�µ+��†�Q#Ý�[�A�•�Ô�î�»�†&g�K�S�v�b�[�M��

�Ç�“�–�”�˜�›�î�Ý  �Ô�î�» �­�Ÿ�×�Ü�¸�•  �¥�å�¸�Ÿ�«�º

�Ý�î�¸�µ�» 3ñ4# �©�å�¢�Ý

�Ð�Ý�³

�¥�å�¸�Ÿ�«
�º �©�«�¸�Ò

• • • • —
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Add/Edit Regular Expression

[Add/Edit Regular Expression] �²�–�”�ß�¢�Î�µ�¡�«�[�c�
�G0d/²#'�†��*O�K�¸�«�º�[�A�r�M��

�Ç�•�î�Ý�»

• [Name]>8�G0d/²#'�b�¡�S�†  40 �e�Ð�è
Æ�[
°�Š�K�r�M��

• [Value]>8�G0d/²#'�†  100 �e�Ð�è
Æ�[
°�Š�K�r�M�� /² 8-1 �_&g�M�Ó�±�e�Ð�†�Q#Ý�M�•�?�
�r�S�c  
[Build]  �†�¡�Ü�µ�¡�K�
 Build Regular Expression�b�²�–�”�ß�¢�Î�µ�¡�«�†�<#Ý�K�Z�¸�Ÿ�«�º�†�m�·
�[
°�Š�K�r�M��

>&�@>' �q4:�ì�b�S�u�_�
�­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�[�c�
7´1��ì0Ž7V�I�€�S  URL �@�è(ô�I�€�r�M��7´1��ì
0Ž7V�[�c�
0
�X�b�«�Û�µ�©�×>& />'�@�"�M�b�«�Û�µ�©�×�_�})°�I�€�r�M�� �� http://���^�]�b�
�M+á$×�_  2 
�X�b�«�Û�µ�©�×�@�Q#Ý�I�€�•�«�º�Ü�å�¢�[�c�
�æ�ƒ�~�_�� http:/���†�è(ô�K�Z�C�T�I�8��

/² 8-1 �_�
"I�9�^�–�á�†�â�X�Ó�±�e�Ð�b�M0t�†&g�K�r�M��

/² 8-1 regex �Ó�±�e�Ð

�e�Ð 1��Â �@�–�¦8o

. �»�µ�º �õ�–�b�"�M�e�Ð�\�M+´�K�r�M���S�\�<�d�
 d.g �c�
 dog�

dag�
 dtg�
�>�|�g�G�€�}�b�e�Ð�†�µ�t�õ�–�b�"1�

>&doggonnit �^�]>'�_�M+´�K�r�M��

(exp) �§�È/²#' �§�È/²#'�c�
�e�Ð�†�Ø�V�b�e�Ð�?�}�(7³�K�Z�
�§�È/²
#'�_�Ú�b�Ó�±�e�Ð�†�Q#Ý�[�A�•�|�:�_�K�r�M���S�\�<
�d�
 d(o|a)g �c  dog �>�|�g  dag �_�M+´�K�r�M�@�
 do|ag 
�c  do �>�|�g  ag �_�M+´�K�r�M���r�S�
�§�È/²#'�†)Þ�~
3É�K7H���8#Ý(ò�\�\�v�_�Q#Ý�K�Z�
)Þ�~3É�M�e�Ð�†�

�9�[�A�r�M���S�\�<�d�
 ab(xy){3}z �c�
 abxyxyxyz �_
�M+´�K�r�M��

| �æ�p �G�b�Ó�±�e�Ð�_�|�W�Z�
�)�}�€�Z�8�•0
�X�b/²#'�b�8
�N�€�?�\�M+´�K�r�M���S�\�<�d�
 dog|cat �c�
 dog �r�S
�c  cat �_�M+´�K�r�M��

? $2�e'¢ %$�S�b/²#'�@  0 �r�S�c  1 �¶�Ñ�~�M�•�G�\�†&g�M�Ÿ8í�Ê��
�S�\�<�d�
 lo?se �c�
 lse �r�S�c  lose �_�M+´�K�r�M��

>&�@>' Ctrl+V �†
°�Š�K�Z�?�}$2�e'¢�†
°�Š�K�^�8�\�

�Ê�Ý�É�µ+��@�ç�g���I�€�r�M��

* �”�«�±�Ü�«�¡ %$�S�b/²#'�@  0�
 1�
�r�S�c�õ�–�b�¶�X�Ñ�~�M�•�G�\�†
&g�M�Ÿ8í�Ê���S�\�<�d�
 lo*se �c  lse�
 lose�
 loose�
�^
�]�\�M+´�K�r�M��

+ �É�Û�« %$�S�b/²#'�@�a�^�C�\�v  1 �¶�Ñ�~�M�•�G�\�†&g�M�Ÿ8í
�Ê���S�\�<�d�
 lo+se �c�
 lose �>�|�g  loose �_�M+´�K�r
�M�@�
 lse �_�c�M+´�K�r�O�‡��

{x} �r�S
�c  {x,}

�q�`)Þ�~3É�K7H���8#Ý(ò �a�^�C�\�v  x �G)Þ�~3É�K�r�M���S�\�<�d�
 ab(xy){2,}z 
�c�
 abxyxyz �x  abxyxyxyz �^�]�_�M+´�K�r�M��

[abc] �e�Ð�¡�Û�« �•�µ�¥
Æ�b�õ�–�b�e�Ð�\�M+´�K�r�M���S�\�<�d�
 [abc] 
�c�
 a�
 b�
�r�S�c  c �_�M+´�K�r�M��
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• [Build]>8Build Regular Expression�b�²�–�”�ß�¢�Î�µ�¡�«�†�<#Ý�K�Z�G0d/²#'�†�8�B�[�A�r�M��

• [Test]>8�G0d/²#'�†4:�)�^�§�å�É�Ý  �¸�Ÿ�«�º�[�¸�«�º�K�r�M��

�Ô�î�»

���b/²�c�
�G�b�µ+��†�Q#Ý�[�A�•�Ô�î�»�†&g�K�S�v�b�[�M��

[^ abc] �°���e�Ð�¡�Û�« 0…�•�µ�¥�_�µ�r�€�Z�8�^�8�"�M�e�Ð�\�M+´�K�r�M���S
�\�<�d�
 [^abc]  �c�
 a�
 b�
 c �è�¥�b�õ�–�b�e�Ð�_�M+´
�K�r�M�� [^A-Z]  �c�
�±�e�Ð�b�”�Ý�Ç�“�Ë�µ�º�e�Ð�è�¥
�b�õ�–�b�"�M�b�e�Ð�_�M+´�K�r�M��

[a-c] �e�Ð(
�V�¡�Û�« (
�V
Æ�b�õ�–�b�e�Ð�\�M+´�K�r�M�� [a-z] �c�
�õ�–�b�`
�e�Ð�b�”�Ý�Ç�“�Ë�µ�º�e�Ð�_�M+´�K�r�M���e�Ð�\(
�V
�†)��s�œ�ƒ�O�Z�Q#Ý�M�•�G�\�v�[�A�r�M�� [abcq-z] �>
�|�g  [a-cq-z] �c�
 a�
 b�
 c�
 q�
 r�
 s�
 t�
 u�
 v�
 w�
 x�

y�
 z �_�M+´�K�r�M��

�²�µ�©�×>& ->'�e�Ð�c�
0…�•�µ�¥
Æ�b�q�6�b�e�Ð�r�S�c
�q�‹�b�e�Ð�[�6�•���œ�_�b�s�Ü�¸�Û�Ý�\�^�~�r�M

>&[abc-] �x  [-abc]>'��

"" �,#Ý'¢ �e�Ð�4�b�Ž�•�r�S�c
›8Œ�b�«�Ì�î�«�†�–�â�K�r�M���S
�\�<�d�
 " test"  �c�
�M+´�†�è(ô�M�•���œ�_
›8Œ�b�«
�Ì�î�«�†�–�â�K�r�M��

^ �Ÿ�Õ�Þ�µ�º /œ�b
›8Œ�†�æ���K�r�M��

\ �š�«�£�î�É�e�Ð �Ó�±�e�Ð�\�\�v�_�Q#Ý�M�•�\�
�Ü�¸�Û�Ý�e�Ð�\�M+´�K
�r�M���S�\�<�d�
 \[ �c�e0…�•�µ�¥�_�M+´�K�r�M��

char �e�Ð �e�Ð�@�Ó�±�e�Ð�[�^�8���œ�c�
�Ü�¸�Û�Ý�e�Ð�\�M+´�K
�r�M��

\r �Ÿ�• �Ÿ�•  0x0d �\�M+´�K�r�M��

\n �5/œ �5/œ 0x0a �\�M+´�K�r�M��

\t Tab �±�È  0x09 �\�M+´�K�r�M��

\f �5�Ì�î�ª �Ç�›�î�Ò  �Ç�•�î�»  0x0c �\�M+´�K�r�M��

\xNN �š�«�£�î�É�I�€�S  16 4
�X 16 4
�X>&�]�&�_  2 �F>'�†�Q#Ý�K�S  ASCII �e�Ð�\�M+´�K
�r�M��

\NNN �š�«�£�î�É�I�€�S  8 4
�X 8 4
�X>&�]�&�_  3 �F>'�\�K�Z�b  ASCII �e�Ð�\�M+´�K�r
�M���S�\�<�d�
�e�Ð  040 �c�«�Ì�î�«�†/²�K�r�M��

/² 8-1 regex �Ó�±�e�Ð  >&)F�A>'

�e�Ð 1��Â �@�–�¦8o

�Ç�“�–�”�˜�›�î�Ý  �Ô�î�» �­�Ÿ�×�Ü�¸�•  �¥�å�¸�Ÿ�«�º

�Ý�î�¸�µ�» 3ñ4# �©�å�¢�Ý

�Ð�Ý�³

�¥�å�¸�Ÿ�«
�º �©�«�¸�Ò
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Build Regular Expression

[Build Regular Expression] �²�–�”�ß�¢�Î�µ�¡�«�[�c�
�e�Ð�x�Ó�±�e�Ð�†�S�B�K�Z�G0d/²#'�†�8�B�[�A
�r�M���Ó�±�e�Ð�b��
°�Ç�•�î�Ý�»�[�c�
�•�µ�¥�[�V�r�€�S�Ó�±�e�Ð�@�Ç�•�î�Ý�»�¡�_/²&g�I�€�r�M��

>&�@>' �q4:�ì�b�S�u�_�
�­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�[�c�
7´1��ì0Ž7V�I�€�S  URL �@�è(ô�I�€�r�M��7´1��ì
0Ž7V�[�c�
0
�X�b�«�Û�µ�©�×>& />'�@�"�M�b�«�Û�µ�©�×�_�})°�I�€�r�M�� �� http://���^�]�b�
�M+á$×�_  2 
�X�b�«�Û�µ�©�×�@�Q#Ý�I�€�•�«�º�Ü�å�¢�[�c�
�æ�ƒ�~�_�� http:/���†�è(ô�K�Z�C�T�I�8��

�Ç�•�î�Ý�»

[Build Snippet]>8�G�b�š�Ü�”�[�
�G0d/²#'�¸�Ÿ�«�º�b4Š�(�'�†�8�B�K�S�~�
�Ó�±�e�Ð�†  [Regular 
Expression] �Ç�•�î�Ý�»�_��
°�K�S�~�[�A�r�M��

• [Starts at the beginning of the line (^)]>84Š�(�'�c/œ8Œ�?�}6ä���K�
6ä�����d�c�Ó�±�e�Ð�b�•�Þ�µ�º
>&̂ >'�[&g�K�r�M���G�b�œ�É�©�Ù�å�†�Q#Ý�K�Z�8�B�K�S4Š�(�'�c�
�G0d/²#'�b
›8Œ�_��
°�K�Z�C�T�I
�8��

• [Specify Character String]>8�¸�Ÿ�«�º�e�Ð�4�†�m�·�[
°�Š�K�r�M��

– [Character String]>8�¸�Ÿ�«�º�e�Ð�4�†
°�Š�K�r�M��

– [Escape Special Characters]>8�¸�Ÿ�«�º�e�Ð�4�_
°�Š�K�S�Ó�±�e�Ð�†�e�Ð�Q�b�v�b�\�K�Z�…�:
���œ�
�G�b�Î�µ�¡�«�†�œ�å�_�M�•�\�
�Ó�±�e�Ð�b�S�_�š�«�£�î�É�e�Ð�[�6�•�Â�µ�¡�«�Û�µ�©�×

>&\>'�@3ã�•�I�€�r�M���S�\�<�d�
 �� example.com���\
°�Š�M�•�\�� example\.com���_�š�n�I�€
�r�M��

– [Ignore Case]>8�±�e�Ð�\�`�e�Ð�†�g�‰�\�v!·�œ�M�•���œ�
�G�b�³�™�µ�¡�Î�µ�¡�«�†�œ�å�_�M�•
�\�
�g�‰�†!·�œ�M�•�¸�Ÿ�«�º�@+¬�·$×�_3ã�•�I�€�r�M���S�\�<�d�
 �� cats���\
°�Š�M�•�\

�� [cC][aA][tT][sS]���_�š�n�I�€�r�M��

• [Specify Character]>8�G0d/²#'�_��
°�M�•�Ó�±�e�Ð�†�æ���K�r�M��

– [Negate the character]>81‘�9�K�S�e�Ð�†!·�œ�b�P1ß�¥�_�æ���K�r�M��

– [Any character (.)]>8�M�m�Z�b�e�Ð�\�M+´�I�O�•�
�Ó�±�e�Ð�b�Æ�Ü�œ�»>& .>'�†��
°�K�r�M���S
�\�<�d�
 d.g �c�
 dog�
 dag�
 dtg�
�>�|�g�G�€�}�b�e�Ð�†�µ�t�õ�–�b�"1�>& doggonnit �^�]>'�_
�M+´�K�r�M��

– [Character set]>8�e�Ð�­�µ�º�†��
°�K�r�M���¸�Ÿ�«�º�†�G�b�­�µ�º�_�µ�r�€�•�M�m�Z�b�e�Ð�\
!·�œ�K�r�M�����b�|�:�^�­�µ�º�@�6�~�r�M��

[0-9A-Za-z]

[0-9]

[A-Z]

[a-z]

[aeiou]

[\n\f\r\t] >&�5/œ�
�5�Ì�î�ª�
�Ÿ�•�
�±�È�†&g�M>'

�S�\�<�d�
 [0-9A-Za-z] �b���œ�
4Š�(�'�c  0 >|  9 �b�X�Ð�\  A >|  Z �b�±�e�Ð�>�|�g�`�e�Ð�\!·�œ
�K�r�M��

– [Special character]>8�š�«�£�î�É�@�²0[�^�e�Ð  \�
 ?�
 * �
 +�
 |�
 .�
 [�
 (�
 ^ �†��
°�K�r�M���š�«
�£�î�É�e�Ð�c�Â�µ�¡�«�Û�µ�©�×>& \>'�[�
�G�b�œ�É�©�Ù�å�†4E�¥�M�•�\+¬�·$×�_
°�Š�I�€�r�M��

– [Whitespace character]>8'5$Ñ�«�Ì�î�«�_�c  \n>&�5/œ>'�
 \f>&�5�Ì�î�ª>' �
 \r>&�Ÿ�•>'�
 \t>&�±�È>'
�@�6�~�r�M��
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– [Three digit octal number]>88 4
�X�†�Q#Ý�M�•  ASCII �e�Ð>&3 �F�r�[>'�\�M+´�K�r�M���S�\�<
�d�
 \040 �c�«�Ì�î�«�†�–�á�K�r�M���Â�µ�¡�«�Û�µ�©�×>& \>'�c+¬�·$×�_
°�Š�I�€�r�M��

– [Two digit hexadecimal number]>816 4
�X�†�Q#Ý�M�•  ASCII �e�Ð>&2 �F�r�[>'�\�M+´�K�r�M��
�Â�µ�¡�«�Û�µ�©�×>& \>'�c+¬�·$×�_
°�Š�I�€�r�M��

– [Specified character]>8�õ�–�b  1 �e�Ð�†
°�Š�K�r�M��

• [Snippet Preview]>8/²&g�S#Ý���G0d/²#'�_
°�Š�I�€�•4Š�(�'�†&g�K�r�M��

• [Append Snippet]>84Š�(�'�†�G0d/²#'�b�q�‹�_3ã�•�K�r�M��

• [Append Snippet as Alternate]>84Š�(�'�†�Ã�–�É0°�•>& |>'�[�
�)�W�Z�
�G0d/²#'�b�q�‹�_3ã�•�K�r
�M���
�)�}�€�S/²#'�b�M�‰�\!·�œ�K�r�M���S�\�<�d�
 dog|cat �c�
 dog �r�S�c  cat �_�M+´�K�r�M��

• [Insert Snippet at Cursor]>84Š�(�'�†�•�î�¯�Ý�)*(�_��
°�K�r�M��

[Regular Expression]>8�G�b�š�Ü�”�_�c�
�m�·�[
°�Š�K�Z4Š�(�'�[�8�B�[�A�•�G0d/²#'�¸�Ÿ�«�º�@�µ�r
�€�r�M���Q�b�‹�
 [Regular Expression] �Ç�•�î�Ý�»�b�¸�Ÿ�«�º�†4E�¥�K�Z�
4E�¥4Š�(�_�X5�0â�†4:#Ý�[
�A�r�M��

• [Selection Occurrences]>8[Regular Expression] �Ç�•�î�Ý�»�b�¸�Ÿ�«�º�†4E�¥�K�
���b�8�N�€�?�b
�œ�É�©�Ù�å�†�¡�Ü�µ�¡�K�Z�?�}  [Apply to Selection] �†�¡�Ü�µ�¡�K�r�M���S�\�<�d�
�G0d/²#'�� test 
me���b�� me���†4E�¥�K�Z  [One or more times] �†4:#Ý�M�•�\�
�G�b�G0d/²#'�c�� test (me)+���_�^
�~�r�M��

– [Zero or one times (?)]>8�G�b0°�•�|�~�v�S�b/²#'�@  0 �r�S�c  1 �X�6�•�G�\�†&g�M�X5�0â�[�M��
�S�\�<�d�
 lo?se �c�
 lse �r�S�c  lose �_�M+´�K�r�M��

– [One or more times (+)]>8�G�b0°�•�|�~�v�S�b/²#'�@�a�^�C�\�v  1 �X�6�•�G�\�†&g�M�X5�0â�[
�M���S�\�<�d�
 lo+se �c�
 lose �>�|�g  loose �_�M+´�K�r�M�@�
 lse �_�c�M+´�K�r�O�‡��

– [Any number of times (*)]>8�G�b0°�•�|�~�v�S�b/²#'�@  0�
 1�
�r�S�c�Q�€�è�V�6�•�G�\�†&g�M
�X5�0â�[�M���S�\�<�d�
 lo*se �c  lse�
 lose�
 loose�
�^�]�\�M+´�K�r�M��

– [At least]>8�a�^�C�\�v  x �G)Þ�~3É�K�r�M���S�\�<�d�
 ab(xy){2,}z �c  abxyxyz�
 abxyxyxyz �^
�]�\�M+´�K�r�M��

– [Exactly]>8x �G�T�E)Þ�~3É�K�r�M���S�\�<�d�
 ab(xy){3}z �c�
 abxyxyxyz �_�M+´�K�r�M��

– [Apply to Selection]>8�X5�0â�†4E�¥4Š�(�_4:#Ý�K�r�M��

• [Test]>8�G0d/²#'�†4:�)�^�§�å�É�Ý  �¸�Ÿ�«�º�[�¸�«�º�K�r�M��

�Ô�î�»

���b/²�c�
�G�b�µ+��†�Q#Ý�[�A�•�Ô�î�»�†&g�K�S�v�b�[�M��

Test Regular Expression

[Test Regular Expression] �²�–�”�ß�¢�Î�µ�¡�«�[�c�

°�Š�¸�Ÿ�«�º�†�G0d/²#'�[�¸�«�º�K�
�–�W�K�S�\
�>�~�_�M+´�M�•�?�]�:�?�†&�1��[�A�r�M��

�Ç�“�–�”�˜�›�î�Ý  �Ô�î�» �­�Ÿ�×�Ü�¸�•  �¥�å�¸�Ÿ�«�º

�Ý�î�¸�µ�» 3ñ4# �©�å�¢�Ý

�Ð�Ý�³

�¥�å�¸�Ÿ�«
�º �©�«�¸�Ò
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'¨  8 'v       �¢�ß�î�Â�Ý  �œ�È�ª�™�¡�º�b3ã�•
  �G0d/²#'�b0¿��
�Ç�•�î�Ý�»

• [Regular Expression]>8�¸�«�º�M�•�G0d/²#'�†
°�Š�K�r�M���¹�Ç�›�Ý�º�[�c�
 Add/Edit Regular 
Expression �r�S�c  Build Regular Expression �²�–�”�ß�¢�Î�µ�¡�«�[
°�Š�K�S�G0d/²#'�@�
�G�b
�Ç�•�î�Ý�»�_
°�Š�I�€�r�M���¸�«�º�p�_�G0d/²#'�†�š�f�K�S���œ�
 [OK]  �†�¡�Ü�µ�¡�M�•�\  
[Add/Edit Regular Expression] �x  [Build Regular Expression] �²�–�”�ß�¢�Î�µ�¡�«�_�Q�b�š�f
Æ��
�@)E�Ž�I�€�r�M�� [Cancel] �†�¡�Ü�µ�¡�M�•�\�
�š�f
Æ���c�»�ƒ�€�r�M��

• [Test String]>8�G0d/²#'�[�M+´�M�•�\�•���I�€�S�¸�Ÿ�«�º�e�Ð�4�†
°�Š�K�r�M��

• [Test]>8[Text String] �b�¸�Ÿ�«�º�e�Ð�4�†  [Regular Expression] �b�G0d/²#'�[�¸�«�º�K�r�M��

• [Test Result]>8/²&g�S#Ý���¸�«�º�b�B�Œ / �»�K�†&g�K�r�M��

�Ô�î�»

���b/²�c�
�G�b�µ+��†�Q#Ý�[�A�•�Ô�î�»�†&g�K�S�v�b�[�M��

Add/Edit Regular Expression Class Map

[Add/Edit Regular Expression Class Map] �²�–�”�ß�¢�Î�µ�¡�«�[�
�G0d/²#'�†�¢�Ý�î�É�ì�K�r�M���G0d
/²#'�¡�Û�«  �Ð�µ�É�c�
�–�å�«�Ì�¡�©�Ù�å  �¡�Û�«  �Ð�µ�É�\�–�å�«�Ì�¡�©�Ù�å  �Ï�Ü�©�î  �Ð�µ�É�[�Q#Ý�[
�A�r�M��

�Ç�•�î�Ý�»

• [Name]>8�¡�Û�«  �Ð�µ�É�b�¡�S�†  40 �e�Ð�è
Æ�[
°�Š�K�r�M�� �� class-default���\�8�:�¡�S�c�£(Ù�I
�€�Z�8�r�M���M�m�Z�b�±�–�É�b�¡�Û�«  �Ð�µ�É�[� �L�¡�S�«�Ì�î�«�@�Q#Ý�I�€�•�S�u�
�9�b�±�–�É
�b�¡�Û�«  �Ð�µ�É�[�M�[�_�Q#Ý�I�€�Z�8�•�¡�S�c
Ì�Ø�Q#Ý�[�A�r�O�‡��

• [Description]>81��Â�†  200 �e�Ð�è
Æ�[
°�Š�K�r�M��

• [Available Regular Expressions]>8�¡�Û�«  �Ð�µ�É�_�m�~�\�Z�}�€�Z�8�^�8�G0d/²#'�†�M0t/²&g�K�r
�M��

– [Edit]>84E�¥�K�S�G0d/²#'�†)…7Ÿ�K�r�M��

– [New]>8�‚�K�8�G0d/²#'�†�8�B�K�r�M��

• [Add]>84E�¥�K�S�G0d/²#'�†�¡�Û�«  �Ð�µ�É�_3ã�•�K�r�M��

• [Remove]>84E�¥�K�S�G0d/²#'�†�¡�Û�«  �Ð�µ�É�?�}�P7V�K�r�M��

• [Configured Match Conditions]>8�¡�Û�«  �Ð�µ�É�b�G0d/²#'�†!·�œ�±�–�É�\�\�v�_&g�K�r�M��

– [Match Type]>8!·�œ�±�–�É�†&g�K�r�M���G0d/²#'�b���œ�
�–�_�ö =�b*ï���M+´�±�–�É>&'¼�•
>&=>'�†/²&g�K�S�”�–�¥�å>'�_�^�~�r�M���r�S�
�–�å�«�Ì�¡�©�Ù�å  �¡�Û�«  �Ð�µ�É�[�°���M+´
>&2e�x�†/²&g�K�S�”�–�¥�å>'�b�8�B�v�[�A�r�M���¡�Û�«  �Ð�µ�É�_�G0d/²#'�@0
�X�6�•���œ�c�

!·�œ�±�–�É  �”�–�¥�å�b7„�_�Q�€�R�€�� OR���†/²&g�K�
 �� match any���¡�Û�«  �Ð�µ�É�_�^�W�Z�8
�•�G�\�†&g�K�r�M���G0d/²#'�b�8�N�€�?  1 �X�\�M+´�M�•�T�E�[�
�º�Û�Ç�•�µ�¡�@�¡�Û�«  �Ð�µ�É
�_�M+´�K�r�M��

– [Regular Expression]>8�G�b�¡�Û�«  �Ð�µ�É�_�µ�r�€�Z�8�•�G0d/²#'�b�¡�S�†�M0t/²&g�K�r�M��

�Ç�“�–�”�˜�›�î�Ý  �Ô�î�» �­�Ÿ�×�Ü�¸�•  �¥�å�¸�Ÿ�«�º

�Ý�î�¸�µ�» 3ñ4# �©�å�¢�Ý
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'¨  8 'v       �¢�ß�î�Â�Ý  �œ�È�ª�™�¡�º�b3ã�•
  TCP �Ð�µ�É�b0¿��
�Ô�î�»

���b/²�c�
�G�b�µ+��†�Q#Ý�[�A�•�Ô�î�»�†&g�K�S�v�b�[�M��

TCP �Ð�µ�É�b0¿��
TCP �Ð�µ�É�b0ò(ý�_�X�8�Z�c�
 ���K)F0¿���\  TCP �G0d�ì�b�–�¿�î�È�Ý�ì�� >&P.27-8>' �†�g!·�K�Z�C�T�I
�8��

�¢�ß�î�Â�Ý  �É�î�Ý�b0¿��
�¢�ß�î�Â�Ý  �É�î�Ý�b0ò(ý�_�X�8�Z�c�
 ���²�–�¼�Ñ�µ�¡  NAT �b�Q#Ý��>&P.25-18>' �†�g!·�K�Z�C�T�I�8��

�ì6ë(
�V�b0¿��
[Time Ranges] �œ�É�©�Ù�å�[6ä���ì6ë�\)
�¢�ì6ë�†��*O�M�•
Ì�<#Ý�¥�å�Ï�î�¿�å�º�†�8�B�K�
�I�r�J�r
�^�­�Ÿ�×�Ü�¸�•�µ+��_4:#Ý�K�r�M���ì6ë(
�V�†  1 �G�T�E��*O�M�€�d�
�‹�c�ì6ë(
�V�†4E�¥�K�Z�
�«�£
�ª�×�î�Ü�å�¢�@�²0[�^�I�r�J�r�^�œ�É�©�Ù�å�_4:#Ý�[�A�r�M��

�ì6ë(
�V�µ+��†�Q#Ý�K�Z�ì6ë�b(
�V�†��*O�K�
�º�Û�Ç�•�µ�¡�b�Ý�î�Ý�x�”�¡�©�Ù�å�_�Q#Ý�[�A�r�M���S
�\�<�d�
�”�¡�­�«  �Ü�«�º�_�ì6ë(
�V�†0¿���M�•�\�
�­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�b�”�¡�­�«�†�D7H�[
�A�r�M��

�ì6ë(
�V�c�
6ä���ì6ë�
)
�¢�ì6ë�
�>�|�g�œ�É�©�Ù�å�b)Þ�~3É�K�š�å�º�Ü�[�S�B�I�€�r�M��

>&�@>' �ì6ë(
�V�†�8�B�K�Z�v�¹�Â�–�«�l�b�”�¡�­�«�c�D7H�I�€�r�O�‡���G�b�Ì�–�å�[�c�ì6ë(
�V�T�E�†��*O�K
�r�M��

�Ç�•�î�Ý�»

• [Name]>8�ì6ë(
�V�b�¡�S�†�æ���K�r�M��

• [Start Time]>8�ì6ë(
�V�b6ä���ì�I�†�æ���K�r�M��

• [End Time]>8�ì6ë(
�V�b)
�¢�ì�I�†�æ���K�r�M��

• [Recurring Entries]>8�æ���K�S6ä���ì�I�\�õ�F�ì�I�b(
�V
Æ�[�”�¡�¸�•�È�^�ì6ë�b3ã�•�D7H�†�æ��
�K�r�M��

�Ô�î�»

���b/²�c�
�G�b�µ+��†�Q#Ý�[�A�•�Ô�î�»�†&g�K�S�v�b�[�M��

�Ç�“�–�”�˜�›�î�Ý  �Ô�î�» �­�Ÿ�×�Ü�¸�•  �¥�å�¸�Ÿ�«�º

�Ý�î�¸�µ�» 3ñ4# �©�å�¢�Ý
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  �ì6ë(
�V�b0¿��
Add/Edit Time Rnage

[Add/Edit Time Range] �Ì�–�å�[�c�
"I���b�¥�Ü�\�ì�I�†��*O�K�
�”�¡�©�Ù�å�_0¿���[�A�r�M���S�\�<
�d�
�”�¡�­�«  �Ü�«�º�_�ì6ë(
�V�†0¿���M�•�\�
�­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�b�”�¡�­�«�†�D7H�[�A�r
�M���ì6ë(
�V�c�­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�b�©�«�¸�Ò  �¡�ß�µ�¡�_�k�Ñ�K�Z�8�r�M���S�T�K�
�G�b�µ
+��c�
 NTP � �‡�ì�_�|�~�q4:�_�·�8�K�r�M��

>&�@>' �ì6ë(
�V�†�8�B�K�Z�v�¹�Â�–�«�l�b�”�¡�­�«�c�D7H�I�€�r�O�‡���G�b�Ì�–�å�[�c�ì6ë(
�V�T�E�†��*O�K
�r�M��

�Ç�•�î�Ý�»

• [Time Range Name]>8�ì6ë(
�V�b�¡�S�†�æ���K�r�M���«�Ì�î�«�x�,#Ý'¢�c�Q#Ý�[�A�r�O�‡���r�S�


›8Œ�_�c�”�Ý�Ç�“�Ë�µ�º�?�X�Ð�†�Q#Ý�K�r�M��

• [Start now/Started]>8�ì6ë(
�V�@�S�T�U�_6ä���M�•�?�
�r�S�c�ì6ë(
�V�@�M�[�_���r�W�Z�8�•�?�†
�æ���K�r�M���G�b�Î�±�å�b�Û�Ë�Ý�c�
3ã�• / )…7Ÿ�M�•�ì6ë(
�V�b0¿��"g�Â�_�|�W�Z�š�ƒ�~�r�M���ì
6ë(
�V�†�‚0d3ã�•�M�•���œ�r�S�c�[���b6ä���ì6ë�@��*O�I�€�S�ì6ë(
�V�†)…7Ÿ�M�•���œ�
�Î�±�å�c  
[Start Now] �_�^�~�r�M��6ä���ì6ë�@8��[���b�ì6ë(
�V�†)…7Ÿ�M�•���œ�c�
�Î�±�å�@  [Started] �_�^
�~�r�M��

• [Start Time]>8�ì6ë(
�V�b6ä���ì�I�†�æ���K�r�M��

– [Month]>8�v�†  1 �v>|  12 �v�b(
�V�[�æ���K�r�M��

– [Day]>8�¥�†  01 >|  31 �b(
�V�[�æ���K�r�M��

– [Year]>8�º�†  1993 >|  2035 �b(
�V�[�æ���K�r�M��

– [Hour]>8�ì6ë�†  00 >|  23 �b(
�V�[�æ���K�r�M��

– [Minute]>8�(�†  00 >|  59 �b(
�V�[�æ���K�r�M��

• [Never end]>8�ì6ë(
�V�@)
�¢�K�^�8���œ�_�æ���K�r�M��

• [End at (inclusive)]>8�ì6ë(
�V�b)
�¢�ì�I�†�æ���K�r�M���æ���K�S)
�¢�ì�I�v(
�V�_�µ�r�€�r�M��
�S�\�<�d�
�æ���K�S�ì6ë(
�V�@  11:30 �[)
�¢�M�•���œ�
 11 �ì  30 �(  59 &Ê�r�[�w� �[�M���G�b���œ�

�ì6ë(
�V�c  11:31 �_�^�W�S�\�A)
�¢�K�r�M��

– [Month]>8�v�†  1 �v>|  12 �v�b(
�V�[�æ���K�r�M��

– [Day]>8�¥�†  01 >|  31 �b(
�V�[�æ���K�r�M��

– [Year]>8�º�†  1993 >|  2035 �b(
�V�[�æ���K�r�M��

– [Hour]>8�ì6ë�†  00 >|  23 �b(
�V�[�æ���K�r�M��

– [Minute]>8�(�†  00 >|  59 �b(
�V�[�æ���K�r�M��

�Ç�“�–�”�˜�›�î�Ý  �Ô�î�» �­�Ÿ�×�Ü�¸�•  �¥�å�¸�Ÿ�«�º

�Ý�î�¸�µ�» 3ñ4# �©�å�¢�Ý
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  �ì6ë(
�V�b0¿��
• [Recurring Time Ranges]>8�ì6ë(
�V�†�¥�"�)�r�S�c4��"�)�[0¿���K�r�M��

– [Add]>8)Þ�~3É�K�ì6ë(
�V�†3ã�•�K�r�M��

– [Edit]>84E�¥�K�S)Þ�~3É�K�ì6ë(
�V�†)…7Ÿ�K�r�M��

– [Delete]>84E�¥�K�S)Þ�~3É�K�ì6ë(
�V�†�P7V�K�r�M��

�Ô�î�»

���b/²�c�
�G�b�µ+��†�Q#Ý�[�A�•�Ô�î�»�†&g�K�S�v�b�[�M��

Add/Edit Recurring Time Range

[Add/Edit Recurring Time Range] �Ì�–�å�[�c�
�¥�"�)�r�S�c4��"�)�[�ì6ë(
�V�†0ò(ý�_�æ���[�A�r�M��

>&�@>' �ì6ë(
�V�†�8�B�K�Z�v�¹�Â�–�«�l�b�”�¡�­�«�c�D7H�I�€�r�O�‡���G�b�Ì�–�å�[�c�ì6ë(
�V�T�E�†��*O�K
�r�M��

�Ç�•�î�Ý�»
• Days of the week

– [Every day]>84��b�–�¥�†�æ���K�r�M��

– [Weekdays]>8�v�Y�¥>|5 �Y�¥�†�æ���K�r�M��

– [Weekends]>8�u�Y�¥�\�¥�Y�¥�†�æ���K�r�M��

– [On these days of the week]>8"I���b�Y�¥�†�æ���K�r�M��

– [Daily Start Time]>8�ì6ë(
�V�@6ä���M�•�ì6ë�\�(�†�æ���K�r�M��

– [Daily End Time (inclusive)] �š�Ü�”>8�ì6ë(
�V�@)
�¢�M�•�ì6ë�\�(�†�æ���K�r�M���æ���K�S)

�¢�ì�I�v(
�V�_�µ�r�€�r�M��

• Weekly Interval

– [From]>8�v�Y�¥>|�¥�Y�¥�r�[�b�Y�¥�†�M0t/²&g�K�r�M��

– [Through]>8�v�Y�¥>|�¥�Y�¥�r�[�b�Y�¥�†�M0t/²&g�K�r�M��

– [Hour]>8�ì6ë�†  00 >|  23 �b(
�V�[�M0t/²&g�K�r�M��

– [Minute]>8�(�†  00 >|  59 �b(
�V�[�M0t/²&g�K�r�M��

�Ç�“�–�”�˜�›�î�Ý  �Ô�î�» �­�Ÿ�×�Ü�¸�•  �¥�å�¸�Ÿ�«�º

�Ý�î�¸�µ�» 3ñ4# �©�å�¢�Ý
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'¨  8 'v       �¢�ß�î�Â�Ý  �œ�È�ª�™�¡�º�b3ã�•
  �/�•�ì�º�Û�Ç�•�µ�¡  �–�å�«�Ì�¡�©�Ù�å
�Ô�î�»

���b/²�c�
�G�b�µ+��†�Q#Ý�[�A�•�Ô�î�»�†&g�K�S�v�b�[�M��

�/�•�ì�º�Û�Ç�•�µ�¡  �–�å�«�Ì�¡�©�Ù�å
�G�b8o�[�c�
�/�•�ì�º�Û�Ç�•�µ�¡  �–�å�«�Ì�¡�©�Ù�å�†0¿���M�•�‰�2�_�X�8�Z1��Â�K�r�M��1��Â�M�•
Æ
���c���b�\�>�~�[�M��

• �� TLS �É�ß�Ÿ�©�� >&P.8-18>'

• �� CTL Provider��>&P.8-20>'

TLS �É�ß�Ÿ�©

[TLS Proxy] �œ�É�©�Ù�å�†�Q#Ý�K�Z�
 Cisco CallManager �\�P0ð�M�•  SSL �/�•�ì  VoIP �©�¢�¼�Ü�å�¢
>&Skinny �>�|�g  SIP>'�b�è���†�–�¿�î�È�Ý�_�K�r�M��

[TLS Proxy] �Ì�–�å�[�c�
 Transaction Layer Security>&TLS>' Proxy �†��*O�>�|�g0¿���K�Z�/�•�ì�º�Û
�Ç�•�µ�¡  �–�å�«�Ì�¡�©�Ù�å�†�–�¿�î�È�Ý�_�[�A�r�M��

�Ç�•�î�Ý�»

• [TLS Proxy Name]>8TLS Proxy �¡�†�M0t/²&g�K�r�M��

• [Server]>8�º�Û�«�º�Ï�–�å�º�†�M0t/²&g�K�r�M��+¬�k*+�¡�r�S�c0É�Â�i�§�î�Â�_$Ï6��í�s�b�8�N�€
�?�_�^�~�r�M��

• [Local Dynamic Certificate Issuer]>8�¡�Û�–�”�å�º  �²�–�¼�Ñ�µ�¡0É�Â�i�r�S�c�§�î�Â  �²�–�¼�Ñ�µ�¡
0É�Â�i�†$Î/œ�M�•�ß�î�•�Ý1�0É�•�†�M0t/²&g�K�r�M��

• [Local Dynamic Certificate Key Pair]>8�¡�Û�–�”�å�º  �²�–�¼�Ñ�µ�¡0É�Â�i�r�S�c�§�î�Â  �²�–�¼�Ñ�µ
�¡0É�Â�i�@�Q#Ý�M�•  RSA �Ÿ�î  �Ì�”�†�M0t/²&g�K�r�M��

• [Add]>8TLS Proxy �†3ã�•�K�r�M��

• [Edit]>8TLS Proxy �†)…7Ÿ�K�r�M��

• [Delete]>8TLS Proxy �†�P7V�K�r�M��

• [Maximum Sessions]>8�§�Ï�î�º�M�•  TLS Proxy �b�q�±�­�µ�©�Ù�å�X�†�æ���[�A�r�M��

– ASA �@�§�Ï�î�º�M�•�²0[�@�6�•  TLS Proxy �b�q�±�­�µ�©�Ù�å�X�†�æ���K�r�M���¹�Ç�›�Ý�º�[
�c�
 ASA �@�§�Ï�î�º�M�•�­�µ�©�Ù�å�X�c  300 �[�M�� [Maximum number of sessions] �œ�É�©�Ù
�å�†�–�¿�î�È�Ý�_�K�r�M��

– �­�µ�©�Ù�å�b�q�±�X>8�q�`�X�c  1 �[�M���q�±�Í�c�
�É�Û�µ�º�Ç�›�î�Ò�_�|�W�Z$��^�~�r�M���¹
�Ç�›�Ý�º�c  300 �[�M��

�Ô�î�»

���b/²�c�
�G�b�µ+��†�Q#Ý�[�A�•�Ô�î�»�†&g�K�S�v�b�[�M��

�Ç�“�–�”�˜�›�î�Ý  �Ô�î�» �­�Ÿ�×�Ü�¸�•  �¥�å�¸�Ÿ�«�º

�Ý�î�¸�µ�» 3ñ4# �©�å�¢�Ý

�Ð�Ý�³

�¥�å�¸�Ÿ�«
�º �©�«�¸�Ò
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  �/�•�ì�º�Û�Ç�•�µ�¡  �–�å�«�Ì�¡�©�Ù�å
Add/Edit TLS Proxy

[Add/Edit TLS Proxy] �²�–�”�ß�¢�Î�µ�¡�«�[�c�
 TLS Proxy �b�Ã�Û�Ó�î�±�†��*O�[�A�r�M��

�Ç�•�î�Ý�»

• [TLS Proxy Name]>8TLS Proxy �¡�†�æ���K�r�M��

• [Server Configuration]>8�É�ß�Ÿ�©0É�Â�i�¡�†�æ���K�r�M��

– [Server]>8TLS �Á�å�»�©�™�–�¡�p�_�f&g�M�•�º�Û�«�º�Ï�–�å�º�†�æ���K�r�M���º�Û�«�º�Ï�–�å
�º�c+¬�k*+�¡�b���œ�\�
�ß�î�•�Ý�[�É�ß�Ÿ�©�b0É�Â�i�§�î�Å�«�_$Ï6��í�s�b���œ�@�6�~�r�M��

• [Client Configuration]>8�ß�î�•�Ý  �²�–�¼�Ñ�µ�¡0É�Â�i�b$Î/œ*…�\�Ÿ�î  �Ì�”�†�æ���K�r�M��

– [Local Dynamic Certificate Issuer]>8�¡�Û�–�”�å�º  �²�–�¼�Ñ�µ�¡0É�Â�i�r�S�c�§�î�Â  �²�–�¼
�Ñ�µ�¡0É�Â�i�†$Î/œ�M�•�ß�î�•�Ý1�0É�•�†�M0t/²&g�K�r�M��

[Certificate Authority Server]>81�0É�•�§�î�Â�†�æ���K�r�M��

[Certificate]>80É�Â�i�†�æ���K�r�M��

[Manage]>8�ß�î�•�Ý1�0É�•�†0¿���K�r�M���6�‡0¿���b)
�¢�‹�_�¥�å�Ç�•� �×�Þ�î�©�Ù�å�†�š
�f�M�•���œ�c�
�ß�î�•�Ý1�0É�•�†�¹�•�­�î�È�Ý�_�K�r�M��

– [Local Dynamic Certificate Key Pair]>8�¡�Û�–�”�å�º  �²�–�¼�Ñ�µ�¡0É�Â�i�@�Q#Ý�M�•  RSA 
�Ÿ�î  �Ì�”�†�M0t/²&g�K�r�M��

[Key-Pair Name]>8��*O�í�s�Ÿ�î  �Ì�”�†�æ���K�r�M��

[Show]>8#Õ�B�ì�I�
�Q#Ý�‰�2�
�€�X�§�–�¬�
�Ÿ�î  �¹�î�±�^�]�
�Ÿ�î  �Ì�”�b0ò(ý�†/²&g�K�r�M��

[New]>8�‚�K�8�Ÿ�î  �Ì�”�†��*O�[�A�r�M��

• [More Options]>8TLS �Á�å�»�©�™�–�¡�p�_3û%±�r�S�c!·�œ�M�•�Q#Ý�•+��[�”�¡�¸�•�È�^�”�Ý�¦�Ü�¬
�Ò�†�æ���K�r�M��

– [Available Algorithms]>8TLS �Á�å�»�©�™�–�¡�p�_3û%±�r�S�c!·�œ�M�•�Q#Ý�•+��^�”�Ý�¦�Ü�¬
�Ò>&des-sha1�
 3des-sha1�
 aes128-sha1�
 aes256-sha1�
 null-sha1>'�†�M0t/²&g�K�r�M��

[Add]>84E�¥�K�S�”�Ý�¦�Ü�¬�Ò�†�”�¡�¸�•�È  �Ü�«�º�_3ã�•�K�r�M��

[Remove]>84E�¥�K�S�”�Ý�¦�Ü�¬�Ò�†�”�¡�¸�•�È  �Ü�«�º�?�}�P7V�K�r�M��

– [Active Algorithms]>8TLS �Á�å�»�©�™�–�¡�p�_3û%±�r�S�c!·�œ�M�•�”�¡�¸�•�È�^�”�Ý�¦�Ü�¬�Ò
>&des-sha1�
 3des-sha1�
 aes128-sha1�
 aes256-sha1�
 null-sha1>'�†�M0t/²&g�K�r�M���¡�Û�–�”
�å�º  �É�ß�Ÿ�©>&�§�î�Â�_�P�M�•  TLS �¡�Û�–�”�å�º�\�K�Z�µ+�>'�b���œ�
 2 �X�b  TLS �Þ�µ�¢6ë
�b8��P&à�/�•�ì�‰�'�b�S�u�_�
�Ø�î�¨��*O�b�”�Ý�¦�Ü�¬�Ò�[  hello �Ó�µ�­�î�ª�b
–�b�”�Ý�¦�Ü
�¬�Ò�@*(�A�n�<�}�€�r�M���S�\�<�d�
 CallManager �†�œ�Ç�ß�î�»�M�•�S�u�_�
�É�ß�Ÿ�©�\  
CallManager �b6ë�b�Þ�µ�¢�_�c�¾�Ý�/�•�ì�@�Q#Ý�I�€�•���œ�@�6�~�r�M��

[Move Up]>8�”�Ý�¦�Ü�¬�Ò�†�Ü�«�º�b�V�_&ã�·�K�r�M��

[Move Down]>8�”�Ý�¦�Ü�¬�Ò�†�Ü�«�º�b�W�_&ã�·�K�r�M��

�Ç�“�–�”�˜�›�î�Ý  �Ô�î�» �­�Ÿ�×�Ü�¸�•  �¥�å�¸�Ÿ�«�º

�Ý�î�¸�µ�» 3ñ4# �©�å�¢�Ý

�Ð�Ý�³

�¥�å�¸�Ÿ�«
�º �©�«�¸�Ò
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  �/�•�ì�º�Û�Ç�•�µ�¡  �–�å�«�Ì�¡�©�Ù�å
�Ô�î�»

���b/²�c�
�G�b�µ+��†�Q#Ý�[�A�•�Ô�î�»�†&g�K�S�v�b�[�M��

CTL Provider

[CTL Provider] �œ�É�©�Ù�å�c�
 Certificate Trust List>&CTL>'�É�ß�Â�–�²�î  �§�î�Å�«�†0¿���M�•�S�u�_
�Q#Ý�K�r�M��

[CTL Provider] �Ì�–�å�[�c�
 Certificate Trust List �É�ß�Â�–�²�î  �§�î�Å�«�†��*O�>�|�g0¿���K�Z�
�/�•
�ì�º�Û�Ç�•�µ�¡  �–�å�«�Ì�¡�©�Ù�å�†�–�¿�î�È�Ý�_�[�A�r�M��

�Ç�•�î�Ý�»

• [CTL Provider Name]>8CTL �É�ß�Â�–�²�î�¡�†�M0t/²&g�K�r�M��

• [Client Details]>8�¡�Û�–�”�å�º�b�¡�S�\  IP �”�»�Þ�«�†�M0t/²&g�K�r�M��

– [Interface Name]>8��*O�I�€�Z�8�•�–�å�±�î�Ç�™�–�«�¡�†�M0t/²&g�K�r�M��

– [IP Address]>8��*O�I�€�Z�8�•�–�å�±�î�Ç�™�–�«  IP �”�»�Þ�«�†�M0t/²&g�K�r�M��

• [Certificate Name]>8�š�¡�«�Ï�î�º�M�•0É�Â�i�†�M0t/²&g�K�r�M��

• [Add]>8CTL �É�ß�Â�–�²�î�†3ã�•�K�r�M��

• [Edit]>8CTL �É�ß�Â�–�²�î�†)…7Ÿ�K�r�M��

• [Delete]>8CTL �É�ß�Â�–�²�î�†�P7V�K�r�M��

�Ô�î�»

���b/²�c�
�G�b�µ+��†�Q#Ý�[�A�•�Ô�î�»�†&g�K�S�v�b�[�M��

Add/Edit CTL Provider

[Add/Edit CTL Provider] �²�–�”�ß�¢�Î�µ�¡�«�[�c�
 CTL �É�ß�Â�–�²�î�b�Ã�Û�Ó�î�±�†��*O�[�A�r�M��

�Ç�•�î�Ý�»

• [CTL Provider Name]>8CTL �É�ß�Â�–�²�î�¡�†�æ���K�r�M��

• [Certificate to be Exported]>8�¡�Û�–�”�å�º�_�š�¡�«�Ï�î�º�M�•0É�Â�i�†�æ���K�r�M��

�Ç�“�–�”�˜�›�î�Ý  �Ô�î�» �­�Ÿ�×�Ü�¸�•  �¥�å�¸�Ÿ�«�º

�Ý�î�¸�µ�» 3ñ4# �©�å�¢�Ý

�Ð�Ý�³

�¥�å�¸�Ÿ�«
�º �©�«�¸�Ò

• • • • —

�Ç�“�–�”�˜�›�î�Ý  �Ô�î�» �­�Ÿ�×�Ü�¸�•  �¥�å�¸�Ÿ�«�º

�Ý�î�¸�µ�» 3ñ4# �©�å�¢�Ý

�Ð�Ý�³

�¥�å�¸�Ÿ�«
�º �©�«�¸�Ò
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  �/�•�ì�º�Û�Ç�•�µ�¡  �–�å�«�Ì�¡�©�Ù�å
– [Certificate Name]>8�¡�Û�–�”�å�º�_�š�¡�«�Ï�î�º�M�•0É�Â�i�b�¡�S�†�æ���K�r�M��

– [Manage]>8ID 0É�Â�i�†'ö#.�K�r�M��

• [Client Details]>8�K)F�†0Á�•�M�•�¡�Û�–�”�å�º�†�æ���K�r�M��

– [Client to be Added]>8�¡�Û�–�”�å�º  �Ü�«�º�_3ã�•�M�•�¡�Û�–�”�å�º  �–�å�±�î�Ç�™�–�«�\  IP �”
�»�Þ�«�†�æ���K�r�M��

[Interface]>8�¡�Û�–�”�å�º  �–�å�±�î�Ç�™�–�«�†�æ���K�r�M��

[IP Address]>8�¡�Û�–�”�å�º  IP �”�»�Þ�«�†�æ���K�r�M��

[Add]>8�¡�Û�–�”�å�º  �Ü�«�º�_�‚�K�8�¡�Û�–�”�å�º�†3ã�•�K�r�M��

[Delete]>8�¡�Û�–�”�å�º  �Ü�«�º�?�}4E�¥�K�S�¡�Û�–�”�å�º�†�P7V�K�r�M��

• [More Options]>8TLS �Á�å�»�©�™�–�¡�p�_3û%±�r�S�c!·�œ�M�•�Q#Ý�•+��[�”�¡�¸�•�È�^�”�Ý�¦�Ü�¬
�Ò�†�æ���K�r�M��

– [Parse the CTL file provided by the CTL Client and install trustpoints]>8�G�b�œ�É�©�Ù�å�[�–�å
�«�º�î�Ý�I�€�S�º�Û�«�º�Ï�–�å�º�b�¡�S�_�c�� _internal_CTL_���\�8�:�É�Þ�Ç�•�µ�¡�«�@�X�A
�r�M���¹�•�­�î�È�Ý�_�K�S���œ�
�›  CallManager �§�î�Â�\  CAPF 0É�Â�i�†�m�·�[�–�å�Ï�î�º
�>�|�g�–�å�«�º�î�Ý�M�•�²0[�@�6�~�r�M��

– [Port Number]>8CTL �É�ß�Â�–�²�î�@�Ü�µ�«�å�M�•�Ï�î�º�†�æ���K�r�M���Ï�î�º�c�
�¡�Û�«�±
�b  CallManager �§�î�Â�@�Ü�µ�«�å�M�•�Ï�î�º>& [CallManager administration] �Ì�î�ª�b  
[Enterprise Parameters] �[0¿���I�€�S�v�b>'�\� �L�[�6�•�²0[�@�6�~�r�M���¹�Ç�›�Ý�º�Í�c  
2444 �[�M��

– [Authentication]>8�¡�Û�–�”�å�º�@�É�ß�Â�–�²�î�b1�0É�†�w�E�•�S�u�b�Ø�î�¨�¡�\�Ã�«�á�î�»
�†�æ���K�r�M��

[Username]>8�¡�Û�–�”�å�º�b�Ø�î�¨�¡��

[Password]>8�¡�Û�–�”�å�º�b�Ã�«�á�î�»��

[Confirm Password]>8�¡�Û�–�”�å�º�b�Ã�«�á�î�»��

�Ô�î�»

���b/²�c�
�G�b�µ+��†�Q#Ý�[�A�•�Ô�î�»�†&g�K�S�v�b�[�M��

�Ç�“�–�”�˜�›�î�Ý  �Ô�î�» �­�Ÿ�×�Ü�¸�•  �¥�å�¸�Ÿ�«�º

�Ý�î�¸�µ�» 3ñ4# �©�å�¢�Ý

�Ð�Ý�³

�¥�å�¸�Ÿ�«
�º �©�«�¸�Ò
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�­�Ÿ�×�Ü�¸�•  �¥�å�¸�Ÿ�«�º�b0¿��

�G�b'v�[�c�
�­�Ÿ�×�Ü�¸�•  �¥�å�¸�Ÿ�«�º�b�Q#Ý�‰�2�\�Ð�Ý�³  �¥�å�¸�Ÿ�«�º  �Ô�î�»�†�–�¿�î�È�Ý�_�M�•
�‰�2�_�X�8�Z1��Â�K�r�M���G�b'v�c�
���b8o�[�S�B�I�€�Z�8�r�M��

• ���­�Ÿ�×�Ü�¸�•  �¥�å�¸�Ÿ�«�º�b�+0[�� >&P.9-1>'

• �� CLI �[�b�Ð�Ý�³  �¥�å�¸�Ÿ�«�º  �Ô�î�»�b�–�¿�î�È�Ý�ì�r�S�c�¹�•�­�î�È�Ý�ì�� >&P.9-10>'

• ���Ü�¯�î�«  �¡�Û�«�b0¿���� >&P.9-12>'

• ���­�Ÿ�×�Ü�¸�•  �¥�å�¸�Ÿ�«�º�b0¿���� >&P.9-20>'

�­�Ÿ�×�Ü�¸�•  �¥�å�¸�Ÿ�«�º�b�+0[
1 �Ž�b�­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�†�
�­�Ÿ�×�Ü�¸�•  �¥�å�¸�Ÿ�«�º�\�ç�d�€�•0
�X�b�ì�•�¹�Â�–�«�_
�(�m�M�•�G�\�@�[�A�r�M���›�¥�å�¸�Ÿ�«�º�c�
"‚+¬�b�­�Ÿ�×�Ü�¸�•  �Ï�Ü�©�î�
�–�å�±�î�Ç�™�–�«�
�>
�|�g'ö#.*…�†�â�X"‚'g�K�S�¹�Â�–�«�[�M���Ð�Ý�³  �¥�å�¸�Ÿ�«�º�c�
0
�X�b�«�±�å�»�”�ß�å  �¹�Â�–�«�†
�Q#Ý�M�•�G�\�_���Z�8�r�M���Ð�Ý�³  �¥�å�¸�Ÿ�«�º  �Ô�î�»�[�c�
�Ý�î�¸�•�å�¢  �¸�î�È�Ý�
�Ç�“�–�”
�˜�›�î�Ý�µ+��
 IPS�
'ö#.�^�]�
�¨�C�b�µ+��@�§�Ï�î�º�I�€�r�M�� VPN�
�²�–�¼�Ñ�µ�¡  �Ý�î�¸�•�å�¢  
�É�ß�º�¥�Ý�^�]�
�8�C�X�?�b�µ+��c�§�Ï�î�º�I�€�r�O�‡��

�Ð�Ý�³  �¥�å�¸�Ÿ�«�º  �Ô�î�»�b���œ�
�­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«  �_�c�
�­�Ÿ�×�Ü�¸�•  �Ï�Ü�©�î�
�–
�å�±�î�Ç�™�–�«�
�>�|�g�«�±�å�»�”�ß�å  �¹�Â�–�«�[0¿���[�A�•�o�\�‡�]�b�œ�É�©�Ù�å�†1‘�9�M�•�¥�å
�¸�Ÿ�«�º�H�\�b�¥�å�Ç�•� �×�Þ�î�©�Ù�å�@�µ�r�€�r�M���©�«�¸�Ò'ö#.*…�c�
�©�«�¸�Ò  �¥�å�Ç�•� �×
�Þ�î�©�Ù�å�_0¿���M�•�G�\�[�¥�å�¸�Ÿ�«�º�†3ã�•�>�|�g'ö#.�K�r�M���G�b�¥�å�Ç�•� �×�Þ�î�©�Ù�å�c�

�©�å�¢�Ý  �Ô�î�»�b�¥�å�Ç�•� �×�Þ�î�©�Ù�å� �]�
�«�±�î�º�”�µ�É  �¥�å�Ç�•� �×�Þ�î�©�Ù�å�[�M���©�«
�¸�Ò  �¥�å�Ç�•� �×�Þ�î�©�Ù�å�c�
�­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«  �b�ö�•0¿���†1‘�9�K�r�M���©�«�¸�Ò  �¥
�å�Ç�•� �×�Þ�î�©�Ù�å�_�c�
�¿�µ�º�á�î�¡  �–�å�±�î�Ç�™�–�«�x�¿�µ�º�á�î�¡0¿���c�µ�r�€�r�O�‡���Q
�b�æ�ƒ�~�_�
�¿�µ�º�á�î�¡  �Ü�¯�î�«�_�”�¡�­�«�M�•�²0[�@#Õ�L�S�\�A�_>&�§�î�Â�?�}�¥�å�¸�Ÿ�«�º�†
�²�˜�å�ß�î�»�M�•�^�]>' �
�©�«�¸�Ò�c'ö#.�¥�å�¸�Ÿ�«�º�\�K�Z�æ���I�€�Z�8�•�¥�å�¸�Ÿ�«�º�b�8�N�€�?
�†�Q#Ý�K�r�M��

'ö#.�¥�å�¸�Ÿ�«�º�c�
�Ú�b�¥�å�¸�Ÿ�«�º�\�r�W�S�C� �L�[�M���S�T�
�Ø�î�¨�@'ö#.�¥�å�¸�Ÿ�«�º�_�ß�¢
�–�å�M�•�\�
�©�«�¸�Ò'ö#.*…�’7H�†�â�X�b�[�
�©�«�¸�Ò  �¥�å�¸�Ÿ�«�º�>�|�g�Ú�b�M�m�Z�b�¥�å�¸�Ÿ�«
�º�_�”�¡�­�«�•+��_�^�•!l�@$��^�~�r�M��

�G�b8o�[�c�
�­�Ÿ�×�Ü�¸�•  �¥�å�¸�Ÿ�«�º�b�+0[�_�X�8�Z1��Â�K�r�M�����b8o% �†�v�~�V�F�r�M��

• ���­�Ÿ�×�Ü�¸�•  �¥�å�¸�Ÿ�«�º�b�M+á$×�^�Q#Ý�‰�2�� >&P.9-2>'

• ���§�Ï�î�º�I�€�Z�8�^�8�µ+��� >&P.9-2>'

• ���¥�å�¸�Ÿ�«�º  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ç�“�–�Ý�� >&P.9-2>'

• ���­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�_�|�•�Ã�£�µ�º�b�(8®�‰�2�� >&P.9-3>'
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'¨  9 'v       �­�Ÿ�×�Ü�¸�•  �¥�å�¸�Ÿ�«�º�b0¿��
  �­�Ÿ�×�Ü�¸�•  �¥�å�¸�Ÿ�«�º�b�+0[
• ���­�Ÿ�×�Ü�¸�•  �¥�å�¸�Ÿ�«�º�l�b'ö#.�”�¡�­�«�� >&P.9-9>'

�­�Ÿ�×�Ü�¸�•  �¥�å�¸�Ÿ�«�º�b�M+á$×�^�Q#Ý�‰�2

�Ð�Ý�³�­�Ÿ�×�Ü�¸�•  �¥�å�¸�Ÿ�«�º�†�Q#Ý�M�•"g�#�_�c���b�|�:�^�v�b�@�6�~�r�M��

• �§�î�Å�«  �É�ß�Â�–�²�î�\�K�Z�
�¨�X�b�•�«�±�Ð�î�_�­�Ÿ�×�Ü�¸�•  �§�î�Å�«�†2
�Ž�M�•���­�Ÿ�×�Ü
�¸�•  �”�É�Û�–�”�å�«�V�[�Ð�Ý�³�­�Ÿ�×�Ü�¸�•  �¥�å�¸�Ÿ�«�º�†�–�¿�î�È�Ý�_�M�•�G�\�_�|�W�Z�
2�
#Ý�P� �Ý�b9×�8�
%,�«�Ì�î�«  �¯�Ü�×�î�©�Ù�å�†��/æ�[�A�r�M���G�b�¯�Ü�×�î�©�Ù�å�[�c�
�•�«�±
�Ð�î�b�º�Û�Ç�•�µ�¡�M�m�Z�b�(7³�\�­�Ÿ�×�Ü�¸�•�@&��–�I�€�
0¿���v���Æ�[�M��

• �±�û���r�S�c�È�±�^�±�Û�b�S
Æ�[�
�›4Š6Û�b�ö
²�^"‚'g�†)T�â�M�•�²0[�@�6�•��

• �û���[�
4Š6Û�H�\�_�¶�9�b�­�Ÿ�×�Ü�¸�•  �Ï�Ü�©�î�b�f�j�@�Ó�u�}�€�Z�8�•��

• 0
�X�b�­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�@�²0[�^�¿�µ�º�á�î�¡�†�Q#Ý�K�Z�8�•��

�§�Ï�î�º�I�€�Z�8�^�8�µ+�

�Ð�Ý�³  �¥�å�¸�Ÿ�«�º  �Ô�î�»�[�§�Ï�î�º�I�€�Z�8�^�8�µ+��c�
���b�\�>�~�[�M��

• �²�–�¼�Ñ�µ�¡  �Ý�î�¸�•�å�¢  �É�ß�º�¥�Ý

�­�Ÿ�×�Ü�¸�•  �¥�å�¸�Ÿ�«�º�c�
�«�±�¸�•�µ�¡  �Ý�î�º�b�s�§�Ï�î�º�K�r�M���Ð�Ý�³�¥�å�¸�Ÿ�«�º  
�Ô�î�»�[  OSPF �r�S�c  Routing Information Protocol>&RIP>'�†�–�¿�î�È�Ý�_�M�•�G�\�c�[�A�r�O
�‡��

• VPN

• �Ð�Ý�³�Ÿ�Õ�«�º  �Ý�î�¸�•�å�¢���Ð�Ý�³�Ÿ�Õ�«�º  �È�Ü�µ�ª�c�§�Ï�î�º�I�€�Z�8�r�M��

• +#�>�b�è��

�¥�å�¸�Ÿ�«�º  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ç�“�–�Ý

�Q�€�R�€�b�¥�å�¸�Ÿ�«�º�_�¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ç�“�–�Ý�@�6�~�
�­�Ÿ�×�Ü�¸�•  �Ï�Ü�©�î�>�|�g�–
�å�±�î�Ç�™�–�«�@�æ���I�€�r�M���§�Ï�î�º�I�€�•�µ+��b�œ�É�©�Ù�å�c�M�m�Z�
�«�±�å�»�”�ß�å/æ*(�[0¿
���[�A�r�M���¥�å�¸�Ÿ�«�º  �¥�å�Ç�•� �×�Þ�î�©�Ù�å�c�

Æ4Š�Ç�Û�µ�©�×  �Ó�Ô�Ü�r�S�c�¥4Š�Ç�Û�µ�©�×  
�Ó�Ô�Ü �•�î�»�_�–�Ñ�M�•�G�\�v�
 TFTP �§�î�Â�
 FTP �§�î�Â�
�r�S�c  HTTP>&S>'�§�î�Â�?�}�²�˜�å
�ß�î�»�M�•�G�\�v�[�A�r�M��

�­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�_�c�
�¶�9�b�­�Ÿ�×�Ü�¸�•  �¥�å�¸�Ÿ�«�º�T�E�[�^�C�
�¥�å�¸�Ÿ�«�º�b�Ü
�«�º�^�]�­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�b�ö�•0¿���†1‘�9�M�•�©�«�¸�Ò  �¥�å�Ç�•� �×�Þ�î�©�Ù�å�@�µ�r
�€�Z�8�r�M���©�å�¢�Ý  �Ô�î�»  �¥�å�Ç�•� �×�Þ�î�©�Ù�å�\� �]�
�G�b�¥�å�Ç�•� �×�Þ�î�©�Ù�å�v�«�±�î
�º�”�µ�É  �¥�å�Ç�•� �×�Þ�î�©�Ù�å�_�–9T�K�Z�8�r�M��

�©�«�¸�Ò  �¥�å�Ç�•� �×�Þ�î�©�Ù�å�_�c�
+¬�(+¬3��b�¿�µ�º�á�î�¡  �–�å�±�î�Ç�™�–�«�r�S�c�¿�µ�º�á�î
�¡0¿���c�µ�r�€�r�O�‡���©�«�¸�Ò�@�¿�µ�º�á�î�¡  �Ü�¯�î�«�_�”�¡�­�«�M�•�²0[�@#Õ�L�S�\�A>&�§�î�Â
�?�}�¥�å�¸�Ÿ�«�º�†�²�˜�å�ß�î�»�M�•�\�A�^�]>'�c�
'ö#.�¥�å�¸�Ÿ�«�º�\�K�Z�æ���I�€�S�¥�å�¸�Ÿ�«�º
�b�8�N�€�?�†�Q#Ý�K�r�M���©�«�¸�Ò  �¥�å�Ç�•� �×�Þ�î�©�Ù�å�_�µ�r�€�Z�8�•�v�b�_�
�Ç�™�î�Ý�œ�î
�Â�î  �º�Û�Ç�•�µ�¡�S#Ý�b"I�f�^�Ç�™�î�Ý�œ�î�Â�î  �–�å�±�î�Ç�™�–�«�@�6�~�r�M���©�«�¸�Ò�@�M�[�_�Ð
�Ý�³�¥�å�¸�Ÿ�«�º  �Ô�î�»�_�^�W�Z�8�•���œ�
�r�S�c�©�å�¢�Ý�Ô�î�»�?�}�š�n�I�€�S���œ�
'ö#.�¥�å�¸
�Ÿ�«�º�@  admin.cfg �\�ç�d�€�•�Ç�“�–�Ý�\�K�Z
Æ4Š�Ç�Û�µ�©�×  �Ó�Ô�Ü�_+¬�·$×�_�8�B�I�€�r�M���G�b
�¥�å�¸�Ÿ�«�º�c�� admin���\�¡�Ü�E�}�€�r�M�� admin.cfg �†'ö#.�¥�å�¸�Ÿ�«�º�\�K�Z�Q#Ý�K�^�8���œ�c�

'ö#.�¥�å�¸�Ÿ�«�º�†�š�f�[�A�r�M��
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'¨  9 'v       �­�Ÿ�×�Ü�¸�•  �¥�å�¸�Ÿ�«�º�b0¿��
  �­�Ÿ�×�Ü�¸�•  �¥�å�¸�Ÿ�«�º�b�+0[
�­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�_�|�•�Ã�£�µ�º�b�(8®�‰�2

�­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�_
°�W�Z�C�•�Ã�£�µ�º�c�8�N�€�v�(8®�M�•�²0[�@�6�~�r�M���Q�b)��Ý�

�­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�c�
�]�b�¥�å�¸�Ÿ�«�º�_�Ã�£�µ�º�†3æ�™�M�•�?�†�ô���[�A�r�M���G�b8o
�[�c�
���b�º�Æ�µ�¡�_�X�8�Z�v�~�V�F�r�M��

• ���w� �^�(8®�Ê�b�ö =�� >&P.9-3>'

• ��!“� �^�(8®�Ê�b�ö =�� >&P.9-4>'

• ���(8®�b�[�� >&P.9-5>'

>&�@>' ��
›  MAC �”�»�Þ�«�@�Ð�Ý�³�Ÿ�Õ�«�º�r�S�c�È�ß�î�»�Ÿ�Õ�«�º  MAC �”�»�Þ�«�b���œ�
�Ã�£�µ�º�@0
0�
�I�€�
�›�¥�å�¸�Ÿ�«�º�_3æ�™�I�€�r�M��

�w� �^�(8®�Ê�b�ö =

�G�b8o�[�c�
�(8®�Ê�[�Q#Ý�I�€�•�ö =�_�X�8�Z1��Â�K�r�M�����b8o% �†�v�~�V�F�r�M��

• ���[�w�b�–�å�±�î�Ç�™�–�«�� >&P.9-3>'

• ���[�w�b  MAC �”�»�Þ�«�� >&P.9-3>'

• �� NAT �¥�å�Ç�•� �×�Þ�î�©�Ù�å�� >&P.9-3>'

�[�w�b�–�å�±�î�Ç�™�–�«


°�Š�–�å�±�î�Ç�™�–�«�_6õ4��Ü�E�}�€�Z�8�•�¥�å�¸�Ÿ�«�º�@  1 �X�T�E�b���œ�
�­�Ÿ�×�Ü�¸�•  �”�É�Û�–
�”�å�«�c�Ã�£�µ�º�†�Q�b�¥�å�¸�Ÿ�«�º�_�(8®�K�r�M���º�Û�å�«�Ì�”�Þ�å�º  �Ç�“�–�”�˜�›�î�Ý  �Ô�î�»�[
�c�
�›�¥�å�¸�Ÿ�«�º�_�[�w�b�–�å�±�î�Ç�™�–�«�@�²0[�^�S�u�
�G�b�‰�2�c�
�–�_�Ã�£�µ�º�(8®�b% $×�[
�Q#Ý�I�€�r�M��

�[�w�b  MAC �”�»�Þ�«

�Ð�Ý�³  �¥�å�¸�Ÿ�«�º�@�–�å�±�î�Ç�™�–�«�†
¹�w�K�Z�8�•���œ�
�(8®�Ê�c�–�å�±�î�Ç�™�–�«  MAC �”�»
�Þ�«�†�Q#Ý�K�r�M���­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�[�c�
�›�¥�å�¸�Ÿ�«�º�[$��^�•  MAC �”�»�Þ�«�†� 
�M�b
¹�w�–�å�±�î�Ç�™�–�«>&
¹�w"@#.�–�å�±�î�Ç�™�–�«�r�S�c
¹�w�§�È�–�å�±�î�Ç�™�–�«>'�_�m�~�\�Z
�•�G�\�@�[�A�r�M���¹�Ç�›�Ý�º�[�c�

¹�w�–�å�±�î�Ç�™�–�«�_�c�[�w�b  MAC �”�»�Þ�«�@�6�~�r�O�‡��
�–�å�±�î�Ç�™�–�«�c�
�M�m�Z�b�¥�å�¸�Ÿ�«�º�b"@#.�–�å�±�î�Ç�™�–�«�b!•�A�Ü�E�í�s  MAC �”�»�Þ�«�†
�Q#Ý�K�r�M���[�w�b  MAC �”�»�Þ�«�@�^�8�\�
�”�µ�É�«�º�Ü�î�Ò  �Ý�î�±�c�¥�å�¸�Ÿ�«�º�_%$�K�Ý�î
�¸�•�å�¢�[�A�r�O�‡���Q�€�R�€�b�–�å�±�î�Ç�™�–�«�†0¿���M�•�\�A�_�
�m�·�[  MAC �”�»�Þ�«�†0¿���[
�A�r�M>&[Add/Edit Interface] > [Advanced]�†�g!·>' ���r�S�c�
+¬�·$×�_  MAC �”�»�Þ�«�†#Õ�B�M�•�G�\
�v�[�A�r�M>& �­�Ÿ�×�Ü�¸�•  �¥�å�¸�Ÿ�«�º �†�g!·>' ��

NAT �¥�å�Ç�•� �×�Þ�î�©�Ù�å

�[�w�b  MAC �”�»�Þ�«�@�^�8���œ�
�(8®�Ê�c�Ã�£�µ�º�†�æ/œ�w�™�K�
��
›  IP �”�»�Þ�«  �Ý�µ�¡�”�µ�É�†
��/œ�K�r�M���Q�b�Ú�b�M�m�Z�b�Ç�•�î�Ý�»�c!“0i�I�€�
��
›  IP �”�»�Þ�«�T�E�@�Q#Ý�I�€�r�M���(8®�_
��
›�”�»�Þ�«�†�Q#Ý�M�•�_�c�
�(8®�Ê�@�
�›�­�Ÿ�×�Ü�¸�•  �¥�å�¸�Ÿ�«�º�b*ü�‹�_�6�•�§�È�¿�µ�º�†1�
1‘�[�A�•�²0[�@�6�~�r�M���(8®�Ê�c�
 Network Address Translation>&NAT; �¿�µ�º�á�î�¡  �”�»�Þ�«�š
�n>'�¥�å�Ç�•� �×�Þ�î�©�Ù�å�_�ö�Y�8�Z�›�¥�å�¸�Ÿ�«�º�b�§�È�¿�µ�º�†�8�9�K�r�M���(8®�Ê�c�
��
›  
IP �”�»�Þ�«�†  static �¥�Ð�å�»�r�S�c  global �¥�Ð�å�»�b�8�N�€�?�\!·�œ�K�r�M�� global �¥�Ð�å�»�b��
9-3
ASDM �Ø�î�¨  �ž�–�»

OL-14981-01-J



 

'¨  9 'v       �­�Ÿ�×�Ü�¸�•  �¥�å�¸�Ÿ�«�º�b0¿��
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�œ�
�(8®�Ê�c�
 nat �¥�Ð�å�»�r�S�c�”�¡�¸�•�È�^  NAT �­�µ�©�Ù�å�†!·�œ�K�Z�Ã�£�µ�º�†�(8®�M�•�²0[
�@�6�~�r�O�‡���(8®�‹�_�Ã�£�µ�º�@��
›  IP �”�»�Þ�«�\3û�™�@�[�A�•�?�]�:�?�c�
 NAT �>�|�g  NAT �D
�š�b0¿���‰�2�_�|�~�r�M��

�S�\�<�d�
�¥�å�¸�Ÿ�«�º'ö#.*…�@�›�¥�å�¸�Ÿ�«�º�b  static �¥�Ð�å�»�†���b�|�:�_0¿���K�S���œ�
�(8®�Ê
�c�§�È�¿�µ�º  10.10.10.0�
 10.20.10.0�
�>�|�g  10.30.10.0 �†1�1‘�K�r�M��

• �¥�å�¸�Ÿ�«�º  A>8

static (inside,shared) 10.10.10.0 10.10.10.0 netmask 255.255.255.0

• �¥�å�¸�Ÿ�«�º  B>8

static (inside,shared) 10.20.10.0 10.20.10.0 netmask 255.255.255.0

• �¥�å�¸�Ÿ�«�º  C>8

static (inside,shared) 10.30.10.0 10.30.10.0 netmask 255.255.255.0

>&�@>' �–�å�±�î�Ç�™�–�«���b'ö#.�º�Û�Ç�•�µ�¡�[�c�
�–�å�±�î�Ç�™�–�«  IP �”�»�Þ�«�@�(8®�_�Q#Ý�I�€�r�M��

!“� �^�(8®�Ê�b�ö =

���b�¥�å�Ç�•� �×�Þ�î�©�Ù�å�c�
�Ã�£�µ�º�b�(8®�_�Q#Ý�I�€�r�O�‡��

• NAT 
 7V>8�(8®�Ê�c�
�(8®�b% $×�[�c  NAT 
 7V�¥�å�Ç�•� �×�Þ�î�©�Ù�å�c�Q#Ý�K�r�O�‡���G�€
�c�
 NAT 
 7V�@�Ð�µ�Æ�å�¢  �–�å�±�î�Ç�™�–�«�†1‘�9�K�^�8�S�u�[�M��

• �Ý�î�¸�•�å�¢  �¸�î�È�Ý>8�¥�å�¸�Ÿ�«�º�_�
�6�•�§�È�¿�µ�º�l�b�¿�¡�«�º�Í�µ�É�\�K�Z�¥4Š�Ý�î�±
�†�Ï�–�å�º�M�•�«�±�¸�•�µ�¡  �Ý�î�º�@�µ�r�€�Z�>�~�
�9�b�¥�å�¸�Ÿ�«�º�_�
� �L�§�È�¿�µ�º�_�P
�M�•  static �¥�Ð�å�»�@�µ�r�€�Z�8�•���œ�
�(8®�Ê�c  static �¥�Ð�å�»�†�Q#Ý�K�Z�Q�b�§�È�¿�µ�º�†��

›�\�M�•�Ã�£�µ�º�†�(8®�K�
�«�±�¸�•�µ�¡  �Ý�î�º�†!“0i�K�r�M��
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  �­�Ÿ�×�Ü�¸�•  �¥�å�¸�Ÿ�«�º�b�+0[
�(8®�b�[

�W 9-1 �_�
�¥4Š�–�å�±�î�Ç�™�–�«�†
¹�w�M�•�Ð�Ý�³  �¥�å�¸�Ÿ�«�º�†&g�K�r�M���¥�å�¸�Ÿ�«�º  B �_�c
�Ý�î�±�@�Ã�£�µ�º�†3æ�™�M�•  MAC �”�»�Þ�«�@�µ�r�€�Z�8�•�S�u�
 �(8®�Ê�c�Ã�£�µ�º�†�¥�å�¸�Ÿ�«�º  B 
�_�m�~�\�Z�r�M��

�W 9-1 MAC �”�»�Þ�«�†�Q#Ý�K�S
¹�w�–�å�±�î�Ç�™�–�«�†�â�X�Ã�£�µ�º�(8®

�½6��6

�&�f�9� �,�;  A �&�f�9� �,�;  B

MAC 000C.F142.4CDCMAC 000C.F142.4CDBMAC 000C.F142.4CDA

GE 0/1.3GE 0/1.2

GE 0/0.19Ô�R�­���f�2�o�H�����,9Õ

%¤!�
�&�f�9� �,�;

GE 0/1.1

�N�,�;
209.165.201.1

�N�,�;
209.165.200.225

�N�,�;
209.165.202.129

�D�$�6�;�é�p�59æ
MAC 000C.F142.4CDC �Û�¼� �¨  209.165.201.1

���f�2�o�@�6�;

���,�2�Q�o  A
�]1ñ

���,�2�Q�o  B
�]1ñ

%¤!�
�@�6�;�b�o�"

15
33

67
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  �­�Ÿ�×�Ü�¸�•  �¥�å�¸�Ÿ�«�º�b�+0[
�W 9-2 �_�
 MAC �”�»�Þ�«�@�m�~�\�Z�}�€�Z�8�^�8�¥4Š�–�å�±�î�Ç�™�–�«�†
¹�w�M�•�Ð�Ý�³�¥�å�¸�Ÿ�«
�º�†&g�K�r�M���¥�å�¸�Ÿ�«�º  B �_�c��
›�”�»�Þ�«�_�M+´�M�•�”�»�Þ�«�š�n�@�µ�r�€�•�S�u�
�(8®�Ê�c
�Ã�£�µ�º�†�¥�å�¸�Ÿ�«�º  B �_�m�~�\�Z�r�M��

�W 9-2 NAT �†�Q#Ý�K�S
¹�w�–�å�±�î�Ç�™�–�«�†�â�X�Ã�£�µ�º�(8®


Æ4Š�¿�µ�º�á�î�¡�?�}�b�v�b�†�µ�u�
�‚�S�_%T�™�M�•�º�Û�Ç�•�µ�¡�M�m�Z�@�(8®�I�€�•!l�_�@�–�K�Z�C
�T�I�8�� �W 9-3 �_�

Æ4Š�¿�µ�º�á�î�¡�b�¥�å�¸�Ÿ�«�º  B �V�b�Í�«�º�@�–�å�±�î�¿�µ�º�_�”�¡�­�«�K�Z
�8�•���œ�†&g�K�r�M���(8®�Ê�c�
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• Telnet�
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Telnet�
 SSH�
�>�|�g  ASDM �”�¡�­�«�†�–�¿�î�È�Ý�_�M�•�‰�2�_�X�8�Z�c�
 '¨ 13 'v��'ö#.�”�¡�­
�«�b0¿���� �†�g!·�K�Z�C�T�I�8��

�©�«�¸�Ò'ö#.*…�\�K�Z�
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�ß�¢�–�å�M�•�\�
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�©�«�¥�l�b$Î�@�‰�2�_�|�W�Z�c�
�­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�@�M�[�_�Ð�Ý�³�­�Ÿ�×�Ü�¸�•  �¥�å�¸�Ÿ
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�”�µ�É�¢�Þ�î�»�M�•���œ�c�
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ASDM �[�c�
 High Availability and Scalability Wizard �†�Q#Ý�K�
 Active/Active �Ç�™�î�Ý�œ�î�Â�î�†�–
�¿�î�È�Ý�_�K�S���œ�
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�� High Availability and Scalability Wizard �l�b�”�¡�­�«�\�Q#Ý�� >&P.14-5>' �†�g!·�K�Z�C�T�I�8��

Active/Active �Ç�™�î�Ý�œ�î�Â�î�†�Q#Ý�K�^�8���œ�
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���b�\�>�~�[�M��
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9-10
ASDM �Ø�î�¨  �ž�–�»

OL-14981-01-J



 

'¨  9 'v       �­�Ÿ�×�Ü�¸�•  �¥�å�¸�Ÿ�«�º�b0¿��
  CLI �[�b�Ð�Ý�³  �¥�å�¸�Ÿ�«�º  �Ô�î�»�b�–�¿�î�È�Ý�ì�r�S�c�¹�•�­�î�È�Ý�ì
• ���©�å�¢�Ý�¥�å�¸�Ÿ�«�º  �Ô�î�»�b�Ÿ
–�� >&P.9-11>'

�©�å�¢�Ý  �Ô�î�»  �¥�å�Ç�•� �×�Þ�î�©�Ù�å�b�Â�µ�¡�”�µ�É
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–�b��/œ�¥�å�Ç�•� �×�Þ�î�©�Ù�å�c�
 old_running.cfg>&
Æ4Š
�Ç�Û�µ�©�×  �Ó�Ô�Ü�b�Ý�î�º  �¹�•�Þ�¡�º�Ü
Æ>'�\�K�Z�–�Ñ�I�€�r�M��
–�b�«�±�î�º�”�µ�É  �¥�å�Ç�•� �×
�Þ�î�©�Ù�å�c�–�Ñ�I�€�r�O�‡���­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�c�
'ö#.�¥�å�¸�Ÿ�«�º�b�š�å�º�Ü�†�©�«
�¸�Ò  �¥�å�Ç�•� �×�Þ�î�©�Ù�å�_�� admin���\�8�:�¡�S�[+¬�·$×�_3ã�•�K�r�M��

�Ð�Ý�³�Ô�î�»�†�–�¿�î�È�Ý�_�M�•�_�c�
���b�¥�Ð�å�»�†
°�Š�K�r�M��

hostname(config)# mode multiple

�­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«  �†�Ü�È�î�º�M�•�|�:�Ó�u�}�€�r�M��

�©�å�¢�Ý�¥�å�¸�Ÿ�«�º  �Ô�î�»�b�Ÿ
–

�Ð�Ý�³  �Ô�î�»�?�}�©�å�¢�Ý  �Ô�î�»�_�š�n�M�•���œ�c�

›�_�«�±�î�º�”�µ�É  �¥�å�Ç�•� �×�Þ�î�©�Ù�å
²
�/>&�Q#Ý�•+��^���œ>'�†�­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�_�¥�Æ�î�M�•�G�\�†�N�á�K�r�M���Ð�Ý�³  �Ô�î�»
�?�})E�Ž�I�€�•�©�«�¸�Ò  �¥�å�Ç�•� �×�Þ�î�©�Ù�å�c�
�©�å�¢�Ý  �Ô�î�»  �¹�Â�–�«�[�ö
²�_�µ+��M�•�¥�å
�Ç�•� �×�Þ�î�©�Ù�å�[�c�6�~�r�O�‡���©�«�¸�Ò  �¥�å�Ç�•� �×�Þ�î�©�Ù�å�c�
+¬3��b�¥�å�Ç�•� �×�Þ�î
�©�Ù�å�b�M4Š�\�K�Z�¿�µ�º�á�î�¡  �–�å�±�î�Ç�™�–�«�†�â�S�^�8�S�u�
�¥�å�¯�î�Ý�?�}�­�Ÿ�×�Ü�¸�•  �”
�É�Û�–�”�å�«�_�”�¡�­�«�K�Z�¥�Æ�î�†�\�•�²0[�@�6�~�r�M��

�è�S�b��/œ�¥�å�Ç�•� �×�Þ�î�©�Ù�å�†�«�±�î�º�”�µ�É  �¥�å�Ç�•� �×�Þ�î�©�Ù�å�_�¥�Æ�î�K�Z�Ô�î�»�†
�©�å�¢�Ý�Ô�î�»�_�š�f�M�•�_�c�
�©�«�¸�Ò��/œ�«�Ì�î�«�[���b�m8p�†��/œ�K�r�M��

�«�¸�µ�É 1 
–�b��/œ�¥�å�Ç�•� �×�Þ�î�©�Ù�å�b�Â�µ�¡�”�µ�É  �Â�î�ª�Ù�å�†#'�~�b�«�±�î�º�”�µ�É  �¥�å�Ç�•� �×
�Þ�î�©�Ù�å�_�¥�Æ�î�M�•�_�c�
�©�«�¸�Ò�b��/œ�«�Ì�î�«�[���b�¥�Ð�å�»�†
°�Š�K�r�M��

hostname(config)# copy flash:old_running.cfg startup-config

>&�@>' #'�~��/œ�p�b�¥�å�Ç�•� �×�Þ�î�©�Ù�å�†�–�Ñ�K�^�8�|�:�_�@�–�K�Z�C�T�I�8���–�Ñ�M�•�\�¥
�Æ�î�K�S�¥�å�Ç�•� �×�Þ�î�©�Ù�å�@�V�i�A�I�€�r�M��

�«�¸�µ�É 2 �Ô�î�»�†�©�å�¢�Ý�Ô�î�»�_0¿���M�•�_�c�
�©�«�¸�Ò��/œ�«�Ì�î�«�[���b�¥�Ð�å�»�†
°�Š�K�r�M��
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'¨  9 'v       �­�Ÿ�×�Ü�¸�•  �¥�å�¸�Ÿ�«�º�b0¿��
  �Ü�¯�î�«  �¡�Û�«�b0¿��
hostname(config)# mode single

�­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«  �@�Ü�È�î�º�K�r�M��

�Ü�¯�î�«  �¡�Û�«�b0¿��
�¹�Ç�›�Ý�º�[�c�
�M�m�Z�b�­�Ÿ�×�Ü�¸�•  �¥�å�¸�Ÿ�«�º�c�
�¥�å�¸�Ÿ�«�º�6�S�~�b�q�±�D7H�@4:#Ý�I�€
�Z�8�•���œ�†7V�8�Z�
�­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�b�Ü�¯�î�«�_!“�D7H�_�”�¡�­�«�[�A�r�M���S�T�K�

1 �X�è�V�b�¥�å�¸�Ÿ�«�º�@�Ü�¯�î�«�†�±5��_�Q#Ý�K�Z�>�~�
�Ú�b�¥�å�¸�Ÿ�«�º�@�K)F�†�Ä�°�I�€�Z�8�•
���œ�c�
�Ü�¯�î�«'ö#.�†0¿���K�Z�¥�å�¸�Ÿ�«�º�H�\�b�Ü�¯�î�«�b�Q#Ý�†�D7H�[�A�r�M��

�G�b8o�[�c�
���b�º�Æ�µ�¡�_�X�8�Z�v�~�V�F�r�M��

• ���¡�Û�«�>�|�g�¡�Û�«  �Ó�å�Â�î�b�+0[�� >&P.9-12>'

• ���Ü�¯�î�«  �¡�Û�«�b3ã�•�� >&P.9-15>'

• ���¥�å�¸�Ÿ�«�º  �Ü�¯�î�«�b�Q#Ý"g�#�b�Ô�½�±�� >&P.9-16>'

• �� [Resource Class] �Ç�•�î�Ý�»�b1��Â�� >&P.9-17>'

�¡�Û�«�>�|�g�¡�Û�«  �Ó�å�Â�î�b�+0[

�­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�[�c�
�Ü�¯�î�«  �¡�Û�«�_�¥�å�¸�Ÿ�«�º�†�m�~�\�Z�•�G�\�_�|�W�Z�
�Ü
�¯�î�«�†'ö#.�K�r�M���›�¥�å�¸�Ÿ�«�º�[�c�
�¡�Û�«�_�|�W�Z0¿���I�€�S�Ü�¯�î�«�D7H�@�Q#Ý�I�€�r�M��
�G�b8o�[�c�
���b�º�Æ�µ�¡�_�X�8�Z�v�~�V�F�r�M��

• ���Ü�¯�î�«�D7H�� >&P.9-12>'

• ���¹�Ç�›�Ý�º  �¡�Û�«�� >&P.9-13>'

• ���¡�Û�« �Ó�å�Â�� >&P.9-14>'

�Ü�¯�î�«�D7H

�¡�Û�«�†�8�B�M�•�\�
�­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�c�
�¡�Û�«�_�m�~�\�Z�}�€�•�›�¥�å�¸�Ÿ�«�º�_�P
�K�Z�Ü�¯�î�«�b�M4Š�†&��–�K�^�C�^�~�r�M���Q�b�æ�ƒ�~�_�
�­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�c�
�¥�å�¸
�Ÿ�«�º�b�V7H�†0¿���K�r�M���Ü�¯�î�«�†�œ�î�Â�î�§�È�«�¡�Û�–�È�M�•���œ�
�r�S�c�M4Š�b�Ü�¯�î�«�†!“
�D7H�_�M�•���œ�c�
�a�X�b�¥�å�¸�Ÿ�«�º�@�G�€�}�b�Ü�¯�î�«�†���Q�8�Ý�S�K�� �
�Ú�b�¥�å�¸�Ÿ�«�º�l�b
�§�î�Å�«�_�s8j�M�•�•+��ö�@�6�~�r�M��

�¶���b�Ü�¯�î�«�_�c�
�m�œ>&�Á�î�»�˜�™�”�b�©�«�¸�Ò�D7H�@�6�•���œ>'�r�S�c)/�P�Í�[�D7H�†0¿���[�A
�r�M��

�¥�å�¸�Ÿ�«�º
²�/�_�û�W�Z  100% �†2x�<�•�Ü�¯�î�«�†�m�~�\�Z�•�G�\�_�|�~�
�­�Ÿ�×�Ü�¸�•  �”�É�Û�–
�”�å�«�†�œ�î�Â�î�§�È�«�¡�Û�–�È�M�•�G�\�@�[�A�r�M���S�\�<�d�
�K)F�@�¥�å�¸�Ÿ�«�º�6�S�~  20% �r
�[�_�D7H�I�€�•�|�:�_  Bronze �¡�Û�«�†0¿���K�
�Q�€�?�}  10 �¶�b�¥�å�¸�Ÿ�«�º�†�Q�b�¡�Û�«�_�m�~�\
�Z�€�d�
�Ü�¯�î�«�b�œ0£�†  200% �_�[�A�r�M���¥�å�¸�Ÿ�«�º�@�©�«�¸�Ò�D7H�†2x�<�Z� �ì�_�Q#Ý�M�•��
�œ�
�›�¥�å�¸�Ÿ�«�º�c�–�W�K�S  20% �†�W�G�~�r�M�� >&�W 9-6 �†�g!·>' ��
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'¨  9 'v       �­�Ÿ�×�Ü�¸�•  �¥�å�¸�Ÿ�«�º�b0¿��
  �Ü�¯�î�«  �¡�Û�«�b0¿��
�W 9-6 �Ü�¯�î�«�b�œ�î�Â�î�§�È�«�¡�Û�–�È

�¥�å�¸�Ÿ�«�º
²�/�_�û�W�Z�
�­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�b��7•�b�D7H�†2x�<�•)/�P�Í�†�Ü�¯�î�«�_
�m�~�\�Z�•�\�
�­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�b�Ã�Ç�›�î�Ð�å�«�@�*�W�M�•���œ�@�6�~�r�M��

�­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�[�c�
�m�œ�x)/�P�Í�[�c�^�C�
�¡�Û�«
Æ�b  1 �X�è�V�b�Ü�¯�î�«�l�b!“�D
7H�”�¡�­�«�†�m�~�\�Z�•�G�\�@�[�A�r�M���Ü�¯�î�«�_�D7H�@�^�8���œ�
�¥�å�¸�Ÿ�«�º�c�
�©�«�¸�Ò�_�Ñ
�~�M�•>&��7•�_�Q#Ý�•+��^>'�T�E�b�Ü�¯�î�«�†�Q#Ý�[�A�r�M���S�\�<�d�
�¥�å�¸�Ÿ�«�º  A�
 B�
 C �@ 
Silver �¡�Û�«�_�“�K�Z�>�~�
�¡�Û�«�b�›�Ó�å�Â�b�Q#Ý5��@�K)F�b  1% �_�D7H�I�€�Z�8�Z�
�œ0£  3% �@�m
�~�\�Z�}�€�Z�8�•�@�
 3 �X�b�¥�å�¸�Ÿ�«�º�@#'�~�Q#Ý�K�Z�8�•�b�c�œ0£  2% �T�E�T�\�K�r�M�� Gold �¡
�Û�«�c�
�K)F�_!“�D7H�_�”�¡�­�«�[�A�r�M�� Gold �¡�Û�«�b�¥�å�¸�Ÿ�«�º�c�
 ���•�m�~�\�Z���K)F�b�:�U  
97% �†2x�<�•�(�v�Q#Ý�[�A�r�M���X�r�~�
#'�~�¥�å�¸�Ÿ�«�º  A�
 B�
 C �[�Q#Ý�I�€�Z�8�^�8�
�K)F�b  
1% �v�Q#Ý�[�A�r�M���Q�b���œ�c�
�¥�å�¸�Ÿ�«�º  A�
 B�
 C �b�Q#Ý5��@�
�G�b  3 �X�b�D7H�b�œ0£�[�6�•  
3% �_4)�M�•�G�\�c�Y�•+��_�^�~�r�M�� >&�W 9-7 �†�g!·>' ��!“�D7H�”�¡�­�«�b0¿���c�
�©�«�¸�Ò�b�œ�î
�Â�î�§�È�«�¡�Û�–�È5��†�D�š�M�•�µ+��@�Ž�•!l�†7V�8�Z�
�­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�b�œ�î�Â�î�§
�È�«�¡�Û�–�È�_8®���K�Z�8�r�M��

�W 9-7 !“�D7H�Ü�¯�î�«

�¹�Ç�›�Ý�º  �¡�Û�«

�M�m�Z�b�¥�å�¸�Ÿ�«�º�c�
�9�b�¡�Û�«�_�m�~�\�Z�}�€�Z�8�^�8���œ�c�¹�Ç�›�Ý�º  �¡�Û�«�_�“�K�r�M��
�¥�å�¸�Ÿ�«�º�†�¹�Ç�›�Ý�º  �¡�Û�«�_'���$×�_�m�~�\�Z�•�²0[�c�6�~�r�O�‡��

�*�,�9�S�’&ï�é'��™  = 999,900

.5���Ð���á�¿��
�¨�"�’&ï�™

�*�,�9�S�é�Ù4¢�o�æ
1•�Ò�Ú�Ú�ü�”
�’&ï�Ç���8�Ð���Ú


ö!ª�Ð���á�¿���’&ï

1 2 3 4 5 6 7 8 9 10

�¨�"  20%
(199,800)

16%
(159,984)

12%
(119,988)

8%
(79,992)

4%
(39,996)

�"�\�,�é�&�f�9� �,�;

10
48

95
.5���Ð���á�¿��
�¨�"�’&ï�™

�*�,�9�S�é�Ù4¢�o�æ
1•�Ò�Ú�Ú�ü�”
�’&ï�Ç���8�Ð���Ú


ö!ª�Ð���á�¿���’&ï

A B C 1 2 3

1%

2%

3%

5%

4%

�&�f�9� �,�;  Silver �"�\�, �&�f�9� �,�;  Gold �"�\�,

50% 43%

15
32

11
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'¨  9 'v       �­�Ÿ�×�Ü�¸�•  �¥�å�¸�Ÿ�«�º�b0¿��
  �Ü�¯�î�«  �¡�Û�«�b0¿��
�¥�å�¸�Ÿ�«�º�@�¹�Ç�›�Ý�º  �¡�Û�«�è�¥�b�¡�Û�«�_�“�M�•���œ�
�Q�€�}�b�¡�Û�«0¿���c�–�_�¹�Ç�›�Ý�º  
�¡�Û�«0¿���†�V�i�A�K�r�M���S�T�K�
�Ú�b�¡�Û�«�_��*O�I�€�Z�8�^�80¿���@�6�•���œ�
�Ó�å�Â  �¥�å�¸
�Ÿ�«�º�c�Q�€�}�b�D7H�_�¹�Ç�›�Ý�º  �¡�Û�«�†�Q#Ý�K�r�M���S�\�<�d�
�M�m�Z�b� �ì�K)F�_  2% �b�D7H
�†0¿���K�S�@�Q�b�Ú�b�D7H�†0¿���O�N�_�¡�Û�«�†�8�B�K�S���œ�
�Ú�b�M�m�Z�b�D7H�c�¹�Ç�›�Ý�º  �¡�Û
�«�?�})E�Ž�I�€�r�M���G�€�\�c3ë�_�
�M�m�Z�b�Ü�¯�î�«�_�P�M�•�D7H�Í�†0¿���K�Z�¡�Û�«�†�8�B�M�•
�\�
�Q�b�¡�Û�«�[�c�¹�Ç�›�Ý�º  �¡�Û�«�b0¿���†�1�v�Q#Ý�K�r�O�‡��

�¹�Ç�›�Ý�º�[�c�
�¹�Ç�›�Ý�º  �¡�Û�«�c�
�M�m�Z�b�¥�å�¸�Ÿ�«�º�_�Ü�¯�î�«�l�b�”�¡�­�«�†!“�D7H�_�f
�j�K�r�M���S�T�K�
���b�D7H�@4:#Ý�I�€�r�M>&�G�b�D7H�c�
�¹�Ç�›�Ý�º�[�c�¥�å�¸�Ÿ�«�º�6�S�~�b�q�±
0Á���Í�@0¿���I�€�r�M>' ��

• Telnet �­�µ�©�Ù�å>8 5 �­�µ�©�Ù�å��

• SSH �­�µ�©�Ù�å>8 5 �­�µ�©�Ù�å��

• IPSec �­�µ�©�Ù�å>8 5 �­�µ�©�Ù�å��

• MAC �”�»�Þ�«>8 65,535 �š�å�º�Ü��

�W 9-8 �_�
�¹�Ç�›�Ý�º  �¡�Û�«�\�Ú�b�¡�Û�«�b6õ�€�†&g�K�r�M���¥�å�¸�Ÿ�«�º  A �>�|�g  C �c�
�8�C�X�?
�b�D7H�@0¿���I�€�S�¡�Û�«�_�“�K�Z�>�~�
�Q�€�è�¥�b�D7H�c�¹�Ç�›�Ý�º  �¡�Û�«�?�})E�Ž�K�r�M���¥�å
�¸�Ÿ�«�º  B �c�
�“�K�Z�8�•  Gold �¡�Û�«�[�M�m�Z�b�D7H�@0¿���I�€�Z�8�•�S�u�
�¹�Ç�›�Ý�º  �¡�Û�«�?�}
�D7H�Í�†)E�Ž�K�r�O�‡���¥�å�¸�Ÿ�«�º  D �c�¡�Û�«�_�m�~�\�Z�}�€�^�?�W�S�S�u�
�¹�Ç�›�Ý�º�[�¹�Ç�›
�Ý�º  �¡�Û�«�b�Ó�å�Â�_�^�~�r�M��

�W 9-8 �Ü�¯�î�«  �¡�Û�«

�¡�Û�« �Ó�å�Â

�¡�Û�«�b0¿���†�Q#Ý�M�•�_�c�
�¥�å�¸�Ÿ�«�º�†��*O�M�•�\�A�_�
�Q�b�¥�å�¸�Ÿ�«�º�†�¡�Û�«�_�m�~�\�Z
�r�M���M�m�Z�b�¥�å�¸�Ÿ�«�º�c�
�9�b�¡�Û�«�_�m�~�\�Z�}�€�Z�8�^�E�€�d�
�¹�Ç�›�Ý�º  �¡�Û�«�_�“�K
�r�M���K�S�@�W�Z�
�¥�å�¸�Ÿ�«�º�†�¹�Ç�›�Ý�º  �¡�Û�«�_�m�~�\�Z�•�²0[�c"I�_�6�~�r�O�‡���¥�å�¸�Ÿ
�«�º�c  1 �X�b�Ü�¯�î�«  �¡�Û�«�_�T�E�m�~�\�Z�•�G�\�@�[�A�r�M���G�b�Ý�î�Ý�b�[�¥�c�
�Ó�å�Â  �¡�Û�«
�[�•��*O�b�D7H�c�¹�Ç�›�Ý�º  �¡�Û�«�?�})E�Ž�I�€�•�G�\�[�M���Q�b�S�u��7•�_�c�
�¥�å�¸�Ÿ�«�º�@�¹
�Ç�›�Ý�º  �¡�Û�«�>�|�g�9�b�¡�Û�«�b�Ó�å�Â�_�^�~�r�M��

�:�H���^�;  �"�\�,

Gold �"�\�,
9Ô�Ô�ô�á�é�Ù4¢�Ç
.3�o�Ð���á�¿��9Õ

Silver �"�\�,
9Ô�¿�Ê�ß�Æ�é�Ù4¢�Ç
.3�o�Ð���á�¿��9Õ

 Bronze
�"�\�,
9Ô�¿�Ê�ß�Æ�é
 �y �Ù4¢�Ç
     .3�o�Ð���á�¿��9Õ

�&�f�9� �,�;  A

�&�f�9� �,�;  B

�&�f�9� �,�;  C

�&�f�9� �,�;  D

10
46

89
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'¨  9 'v       �­�Ÿ�×�Ü�¸�•  �¥�å�¸�Ÿ�«�º�b0¿��
  �Ü�¯�î�«  �¡�Û�«�b0¿��
�Ü�¯�î�«  �¡�Û�«�b3ã�•

�Ü�¯�î�«  �¡�Û�«�†3ã�•�M�•�_�c�
���b�m8p�†��/œ�K�r�M��

�«�¸�µ�É 1 �r�T�©�«�¸�Ò  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ô�î�»�_
°�W�Z�8�^�8���œ�
 [Device List] �Ì�–�å�[�
�”�¡�¸�•
�È�^�¹�Â�–�«  IP �”�»�Þ�«�b�W�_�6�•  [System] �†�²�È�Ý�¡�Ü�µ�¡�K�r�M��

�«�¸�µ�É 2 [Context Management] > [Resource Class] �Ì�–�å�[�
 [Add] �†�¡�Ü�µ�¡�K�r�M��

[Add Resource Class] �²�–�”�ß�¢�Î�µ�¡�«�@/²&g�I�€�r�M��

�«�¸�µ�É 3 [Resource Class] �Ç�•�î�Ý�»�_�
�¡�Û�«�b�¡�S�†  20 �e�Ð�è
Æ�[
°�Š�K�r�M��

�«�¸�µ�É 4 [Count Limited Resources] 8•�æ�[�
�Ü�¯�î�«�b� �ì�K)F�D7H�†0¿���K�r�M��

�©�«�¸�Ò�D7H�b�^�8�Ü�¯�î�«�c�
�Ã�î�­�å�º>& %>'�[0¿���[�A�r�O�‡��0¿���[�A�•�b�c)/�P�Í�T�E�[
�M���D7H�†0¿���K�^�8���œ�
�¹�Ç�›�Ý�º  �¡�Û�«�b�D7H�Í�@)E�Ž�I�€�r�M���D7H�Í�@�¹�Ç�›�Ý�º  �¡�Û�«
�_�^�8���œ�c�
�Ü�¯�î�«�c!“�D7H�r�S�c�©�«�¸�Ò�D7H�Í>&�Q#Ý�[�A�•���œ>'�_0¿���I�€�r�M��

���b�D7H�?�}  1 �X�r�S�c0
�X�†0¿���[�A�r�M��

• [Hosts]>8�­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�†3û�K�Z� �ì�_�K)F�[�A�•�Í�«�º�X�b�D7H�Í�†0¿���K�r�M��
�³�™�µ�¡�Î�µ�¡�«�†�œ�å�_�K�Z�
�G�b�D7H�Í�†�–�¿�î�È�Ý�_�K�r�M���D7H�Í�†  0 �_0¿���M�•�\�
!“
�D7H�_�^�~�r�M��

• [Telnet]>8Telnet � �ì�­�µ�©�Ù�å�b�D7H�Í�†0¿���K�r�M���³�™�µ�¡�Î�µ�¡�«�†�œ�å�_�K�Z�
�G�b�D
7H�Í�†�–�¿�î�È�Ý�_�K�r�M���D7H�Í�†�Ã�î�­�å�º�[0¿���M�•���œ�c�
 1 �|�~�±�A�8�Z�X�†
°�Š�K�

�Ü�«�º�b  [Percent] �†�¡�Ü�µ�¡�K�r�M���¹�Â�–�«�†�œ�î�Â�î�§�È�«�¡�Û�–�È�M�•���œ�c�
 100% �†
2x�<�Z�m�~�\�Z�•�G�\�@�[�A�r�M���r�S�
�D7H�Í�†)/�P�Í�[0¿���M�•���œ�c�
 1 >|  5 �b(
�V�[�Z�X
�†
°�Š�K�
�Ü�«�º�b  [Absolute] �†�¡�Ü�µ�¡�K�r�M���©�«�¸�Ò�b�q�±�­�µ�©�Ù�å�X�c�
�¥�å�¸�Ÿ�«
�º
²�/�[  100 �[�M��

• [ASDM Sessions]>8ASDM �b� �ì�­�µ�©�Ù�å�b�D7H�Í�†0¿���K�r�M���³�™�µ�¡�Î�µ�¡�«�†�œ�å�_
�K�Z�
�G�b�D7H�Í�†�–�¿�î�È�Ý�_�K�r�M���D7H�Í�†�Ã�î�­�å�º�[0¿���M�•���œ�c�
 1 �|�~�±�A�8�Z
�X�†
°�Š�K�
�Ü�«�º�b  [Percent] �†�¡�Ü�µ�¡�K�r�M���¹�Â�–�«�†�œ�î�Â�î�§�È�«�¡�Û�–�È�M�•���œ
�c�
 100% �†2x�<�Z�m�~�\�Z�•�G�\�@�[�A�r�M���r�S�
�D7H�Í�†)/�P�Í�[0¿���M�•���œ�c�
 1 >|  5 
�b(
�V�[�Z�X�†
°�Š�K�
�Ü�«�º�b  [Absolute] �†�¡�Ü�µ�¡�K�r�M���©�«�¸�Ò�b�q�±�­�µ�©�Ù�å�X�c�

�¥�å�¸�Ÿ�«�º
²�/�[  80 �[�M�� ASDM �­�µ�©�Ù�å�[�c�
 2 �X�b  HTTPS �K)F�†�Q#Ý�K�r�M�� 1 �X�c
�–�_�Ñ�~�M�•�Ô�½�±�Ü�å�¢#Ý�b�K)F�
�v�:  1 �X�c�š�f�ì�_�b�s�Ñ�~�M�•�¥�å�Ç�•� �×�Þ�î�©�Ù�å�š
�f#Ý�b�K)F�[�M���S�\�<�d�
 ASDM �­�µ�©�Ù�å�X�b�©�«�¸�Ò�D7H�Í�@  32 �b���œ�c�
�M�m�Z�b�¥�å
�¸�Ÿ�«�º�[  HTTPS �­�µ�©�Ù�å�X�@  64 �[�D7H�I�€�r�M��

• [Connections]>8TCP �r�S�c  UDP �[� �ì�K)F�M�•�
�õ�–�b  2 �X�b�Í�«�º6ë�b�K)F�X�b�D7H�Í�†0¿��
�K�r�M���G�€�_�c�
 1 �Ž�b�Í�«�º�\�Ú�b0
�X�Ž�b�Í�«�º�\�b�K)F�v�µ�r�€�r�M���³�™�µ�¡�Î�µ�¡�«
�†�œ�å�_�K�Z�
�G�b�D7H�Í�†�–�¿�î�È�Ý�_�K�r�M���D7H�Í�†�Ã�î�­�å�º�[0¿���M�•���œ�c�
 1 �|�~
�±�A�8�Z�X�†
°�Š�K�
�Ü�«�º�b  [Percent] �†�¡�Ü�µ�¡�K�r�M���¹�Â�–�«�†�œ�î�Â�î�§�È�«�¡�Û�–�È
�M�•���œ�c�
 100% �†2x�<�Z�m�~�\�Z�•�G�\�@�[�A�r�M���r�S�
�D7H�Í�†)/�P�Í�[0¿���M�•���œ�

0>&�©�«�¸�Ò�D7H�Í>'�\�Q#Ý�M�•�Ô�¹�Ý�b�©�«�¸�Ò�D7H�Í�b(
�V�[�Z�X�†
°�Š�K�
�Ü�«�º�b  
[Absolute] �†�¡�Ü�µ�¡�K�r�M���Q#Ý�M�•�Ô�¹�Ý�b�K)F�D7H�_�X�8�Z�c�
 �� Cisco ASDM Release 
Notes���†�g!·�K�Z�C�T�I�8��

• [Xlates]>8�”�»�Þ�«�š�n�b�D7H�Í�†0¿���K�r�M���³�™�µ�¡�Î�µ�¡�«�†�œ�å�_�K�Z�
�G�b�D7H�Í�†�–
�¿�î�È�Ý�_�K�r�M���D7H�Í�†  0 �_0¿���M�•�\�
!“�D7H�_�^�~�r�M��

• [SSH]>8SSH �­�µ�©�Ù�å�b�D7H�Í�†0¿���K�r�M���³�™�µ�¡�Î�µ�¡�«�†�œ�å�_�K�Z�
�G�b�D7H�Í�†�–
�¿�î�È�Ý�_�K�r�M���D7H�Í�†�Ã�î�­�å�º�[0¿���M�•���œ�c�
 1 �|�~�±�A�8�Z�X�†
°�Š�K�
�Ü�«�º�b  
[Percent] �†�¡�Ü�µ�¡�K�r�M���¹�Â�–�«�†�œ�î�Â�î�§�È�«�¡�Û�–�È�M�•���œ�c�
 100% �†2x�<�Z�m�~
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  �Ü�¯�î�«  �¡�Û�«�b0¿��
�\�Z�•�G�\�@�[�A�r�M���r�S�
�D7H�Í�†)/�P�Í�[0¿���M�•���œ�c�
 1 >|  5 �b(
�V�[�Z�X�†
°�Š�K�

�Ü�«�º�b  [Absolute] �†�¡�Ü�µ�¡�K�r�M���©�«�¸�Ò�b�q�±�­�µ�©�Ù�å�X�c�
�¥�å�¸�Ÿ�«�º
²�/�[  100 
�[�M��

• [MAC Entries]>8>&�º�Û�å�«�Ì�”�Þ�å�º  �Ô�î�»�b���œ�T�E>' MAC �”�»�Þ�«  �¸�î�È�Ý�_$Ï6��[�A�•  
MAC �”�»�Þ�«  �š�å�º�Ü�b�D7H�Í�†0¿���K�r�M���³�™�µ�¡�Î�µ�¡�«�†�œ�å�_�K�Z�
�G�b�D7H�Í�†�–
�¿�î�È�Ý�_�K�r�M���D7H�Í�†�Ã�î�­�å�º�[0¿���M�•���œ�c�
 1 �|�~�±�A�8�Z�X�†
°�Š�K�
�Ü�«�º�b  
[Percent] �†�¡�Ü�µ�¡�K�r�M���¹�Â�–�«�†�œ�î�Â�î�§�È�«�¡�Û�–�È�M�•���œ�c�
 100% �†2x�<�Z�m�~
�\�Z�•�G�\�@�[�A�r�M���r�S�
�D7H�Í�†)/�P�Í�[0¿���M�•���œ�c�
 0>&�©�«�¸�Ò�D7H�Í>'>|  65535 
�b(
�V�[�Z�X�†
°�Š�K�
�Ü�«�º�b  [Absolute] �†�¡�Ü�µ�¡�K�r�M��

�«�¸�µ�É 5 [Rate Limited Resources] 8•�æ�[�
�Ü�¯�î�«�b�Þ�î�º�D7H�†0¿���K�r�M��

�D7H�†0¿���K�^�8���œ�
�¹�Ç�›�Ý�º  �¡�Û�«�b�D7H�Í�@)E�Ž�I�€�r�M���D7H�Í�@�¹�Ç�›�Ý�º  �¡�Û�«�_�^
�8���œ�c�
�¹�Ç�›�Ý�º�[�c!“�D7H�_�^�~�r�M��

���b�D7H�?�}  1 �X�r�S�c0
�X�†0¿���[�A�r�M��

• [Conns/sec]>8�K)F�X / &Ê�b�D7H�Í�†0¿���K�r�M���³�™�µ�¡�Î�µ�¡�«�†�œ�å�_�K�Z�
�G�b�D7H�Í�†�–
�¿�î�È�Ý�_�K�r�M���D7H�Í�†  0 �_0¿���M�•�\�
!“�D7H�_�^�~�r�M��

• [Syslogs/sec]>8�©�«�¸�Ò  �ß�¢  �Ó�µ�­�î�ª�X / &Ê�b�D7H�Í�†0¿���K�r�M���³�™�µ�¡�Î�µ�¡�«�†�œ�å
�_�K�Z�
�G�b�D7H�Í�†�–�¿�î�È�Ý�_�K�r�M���D7H�Í�†  0 �_0¿���M�•�\�
!“�D7H�_�^�~�r�M��

• [Inspects/sec]>8�”�É�Ü�£�î�©�Ù�å  �–�å�«�Ì�¡�©�Ù�å�X / &Ê�b�D7H�Í�†0¿���K�r�M���³�™�µ�¡�Î�µ
�¡�«�†�œ�å�_�K�Z�
�G�b�D7H�Í�†�–�¿�î�È�Ý�_�K�r�M���D7H�Í�†  0 �_0¿���M�•�\�
!“�D7H�_�^�~�r
�M��

�«�¸�µ�É 6 [OK]  �†�¡�Ü�µ�¡�K�r�M��

�¥�å�¸�Ÿ�«�º  �Ü�¯�î�«�b�Q#Ý"g�#�b�Ô�½�±

�©�«�¸�Ò��/œ�«�Ì�î�«�?�}�M�m�Z�b�¥�å�¸�Ÿ�«�º�b�Ü�¯�î�«�Q#Ý"g�#�†%�0i�M�•�_�c�
���b�m8p�†��/œ
�K�r�M��

�«�¸�µ�É 1 �r�T�©�«�¸�Ò  �Ô�î�»�_
°�W�Z�8�^�8���œ�
 [Device List] �Ì�–�å�[�
�”�¡�¸�•�È�^�¹�Â�–�«  IP �”�»�Þ�«
�b�W�_�6�•  [System] �†�²�È�Ý�¡�Ü�µ�¡�K�r�M��

�«�¸�µ�É 2 �¶�î�Ý�Â�î�b  [Monitoring] �Î�±�å�†�¡�Ü�µ�¡�K�r�M��

�«�¸�µ�É 3 [Context Resource Usage] �†�¡�Ü�µ�¡�K�r�M��

�M�m�Z�b�¥�å�¸�Ÿ�«�º�b�Ü�¯�î�«�Q#Ý"g�#�†/²&g�M�•�_�c�
���b�›�Ü�¯�î�«  �±�–�É�†�¡�Ü�µ�¡�K�r�M��

• [ASDM]>8ASDM �K)F�b�Q#Ý"g�#�†/²&g�K�r�M��

– [Context]>8�›�¥�å�¸�Ÿ�«�º�b�¡�S�†/²&g�K�r�M��

– [Existing Connections (#)]>8�¤�Ñ�b�K)F�b�X�†/²&g�K�r�M��

– [Existing Connections (%)]>8�G�b�¥�å�¸�Ÿ�«�º�[�Q#Ý�I�€�Z�8�•�K)F�X�†�
�M�m�Z�b�¥�å�¸�Ÿ
�«�º�[�Q#Ý�I�€�Z�8�•�K)F�b)r�X�b�Ã�î�­�å�º�\�K�Z/²&g�K�r�M��

– [Peak Connections (#)]>8clear resource usage �¥�Ð�å�»�b�Q#Ý�r�S�c�¹�Â�–�«�b�Ü�È�î�º�_�|
�~)+0£�_���@�q�‹�_�¡�Ü�”�I�€�Z�è7F�b�Æ�î�¡�K)F�X�†/²&g�K�r�M��

• [Telnet]>8Telnet �K)F�b�Q#Ý"g�#�†/²&g�K�r�M��

– [Context]>8�›�¥�å�¸�Ÿ�«�º�b�¡�S�†/²&g�K�r�M��

– [Existing Connections (#)]>8�¤�Ñ�b�K)F�b�X�†/²&g�K�r�M��
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'¨  9 'v       �­�Ÿ�×�Ü�¸�•  �¥�å�¸�Ÿ�«�º�b0¿��
  �Ü�¯�î�«  �¡�Û�«�b0¿��
– [Existing Connections (%)]>8�G�b�¥�å�¸�Ÿ�«�º�[�Q#Ý�I�€�Z�8�•�K)F�X�†�
�M�m�Z�b�¥�å�¸�Ÿ
�«�º�[�Q#Ý�I�€�Z�8�•�K)F�b)r�X�b�Ã�î�­�å�º�\�K�Z/²&g�K�r�M��

– [Peak Connections (#)]>8clear resource usage �¥�Ð�å�»�b�Q#Ý�r�S�c�¹�Â�–�«�b�Ü�È�î�º�_�|
�~)+0£�_���@�q�‹�_�¡�Ü�”�I�€�Z�è7F�b�Æ�î�¡�K)F�X�†/²&g�K�r�M��

• [SSH]>8SSH �K)F�b�Q#Ý"g�#�†/²&g�K�r�M��

– [Context]>8�›�¥�å�¸�Ÿ�«�º�b�¡�S�†/²&g�K�r�M��

– [Existing Connections (#)]>8�¤�Ñ�b�K)F�b�X�†/²&g�K�r�M��

– [Existing Connections (%)]>8�G�b�¥�å�¸�Ÿ�«�º�[�Q#Ý�I�€�Z�8�•�K)F�X�†�
�M�m�Z�b�¥�å�¸�Ÿ
�«�º�[�Q#Ý�I�€�Z�8�•�K)F�b)r�X�b�Ã�î�­�å�º�\�K�Z/²&g�K�r�M��

– [Peak Connections (#)]>8clear resource usage �¥�Ð�å�»�b�Q#Ý�r�S�c�¹�Â�–�«�b�Ü�È�î�º�_�|
�~)+0£�_���@�q�‹�_�¡�Ü�”�I�€�Z�è7F�b�Æ�î�¡�K)F�X�†/²&g�K�r�M��

• [Xlates]>8�¿�µ�º�á�î�¡  �”�»�Þ�«�š�n�b�Q#Ý"g�#�†/²&g�K�r�M��

– [Context]>8�›�¥�å�¸�Ÿ�«�º�b�¡�S�†/²&g�K�r�M��

– [Xlates (#)]>8#'�~�b  xlate �b�X�†/²&g�K�r�M��

– [Xlates (%)]>8�G�b�¥�å�¸�Ÿ�«�º�[�Q#Ý�I�€�Z�8�•  xlate �X�†�
�M�m�Z�b�¥�å�¸�Ÿ�«�º�[�Q#Ý�I
�€�Z�8�•  xlate �b)r�X�b�Ã�î�­�å�º�\�K�Z/²&g�K�r�M��

– [Peak (#)]>8clear resource usage �¥�Ð�å�»�b�Q#Ý�r�S�c�¹�Â�–�«�b�Ü�È�î�º�_�|�~)+0£�_���@
�q�‹�_�¡�Ü�”�I�€�Z�è7F�b�Æ�î�¡  xlate �X�†/²&g�K�r�M��

• [NATs]>8NAT �Ý�î�Ý�b�X�†/²&g�K�r�M��

– [Context]>8�›�¥�å�¸�Ÿ�«�º�b�¡�S�†/²&g�K�r�M��

– [NATs (#)]>8#'�~�b  NAT �Ý�î�Ý�b�X�†/²&g�K�r�M��

– [NATs (%)]>8�G�b�¥�å�¸�Ÿ�«�º�[�Q#Ý�I�€�Z�8�•  NAT �Ý�î�Ý�X�†�
�M�m�Z�b�¥�å�¸�Ÿ�«�º�[
�Q#Ý�I�€�Z�8�•  NAT �Ý�î�Ý�b)r�X�b�Ã�î�­�å�º�\�K�Z/²&g�K�r�M��

– [Peak NATs (#)]>8clear resource usage �¥�Ð�å�»�b�Q#Ý�r�S�c�¹�Â�–�«�b�Ü�È�î�º�_�|�~)+0£
�_���@�q�‹�_�¡�Ü�”�I�€�Z�è7F�b�Æ�î�¡  NAT �Ý�î�Ý�X�†/²&g�K�r�M��

• [Syslogs]>8�©�«�¸�Ò  �ß�¢  �Ó�µ�­�î�ª�b�Þ�î�º�†/²&g�K�r�M��

– [Context]>8�›�¥�å�¸�Ÿ�«�º�b�¡�S�†/²&g�K�r�M��

– [Syslog Rate (#/sec)]>8�©�«�¸�Ò  �ß�¢  �Ó�µ�­�î�ª�b#'�~�b�Þ�î�º�†/²&g�K�r�M��

– [Syslog Rate (%)]>8�G�b�¥�å�¸�Ÿ�«�º�[#Õ�B�I�€�S�©�«�¸�Ò  �ß�¢  �Ó�µ�­�î�ª�X�†�
�M�m�Z�b
�¥�å�¸�Ÿ�«�º�[#Õ�B�I�€�S�©�«�¸�Ò  �ß�¢  �Ó�µ�­�î�ª�b)r�X�b�Ã�î�­�å�º�\�K�Z/²&g�K�r�M��

– [Peak Syslog Rate (#/sec)]>8clear resource usage �¥�Ð�å�»�b�Q#Ý�r�S�c�¹�Â�–�«�b�Ü�È�î�º
�_�|�~)+0£�_���@�q�‹�_�¡�Ü�”�I�€�Z�è7F�b�©�«�¸�Ò  �ß�¢  �Ó�µ�­�î�ª�b�Æ�î�¡  �Þ�î�º�†/²&g
�K�r�M��

�«�¸�µ�É 4 /²&g�†�Ü�Ç�Þ�µ�©�×�M�•�_�c�
 [Refresh] �†�¡�Ü�µ�¡�K�r�M��

[Resource Class] �Ç�•�î�Ý�»�b1��Â

�G�b8o�[�c�
 [Resource Class] #ì8��b�Ç�•�î�Ý�»�_�X�8�Z1��Â�K�r�M�����b8o% �†�v�~�V�F�r�M��

• �� Resource Class��>&P.9-18>'

• �� Add/Edit Resource Class��>&P.9-18>'
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  �Ü�¯�î�«  �¡�Û�«�b0¿��
Resource Class

[Resource Class] �Ì�–�å�_�c�
0¿���I�€�Z�8�•�¡�Û�«�\�›�¡�Û�«�b�_���†&g�K�r�M���¡�Û�«�†3ã�•�
)…
7Ÿ�
�r�S�c�P7V�M�•�G�\�v�[�A�r�M��

�Ç�•�î�Ý�»

• [Class]>8�¡�Û�«�¡�†&g�K�r�M��

• [All Resources]>8�¶�90¿���I�€�Z�8�^�8�M�m�Z�b�Ü�¯�î�«�D7H�†&g�K�r�M�� 0 �b�s�†�Q#Ý�[�A�
!“
�D7H�†�–�á�K�r�M��

• [Connections]>8TCP �r�S�c  UDP �[�K)F�M�•�
�õ�–�b  2 �X�b�Í�«�º6ë�b�K)F�X�b�D7H�Í�†&g�K�r
�M���G�€�_�c�
 1 �Ž�b�Í�«�º�\�Ú�b0
�X�Ž�b�Í�«�º�\�b�K)F�v�µ�r�€�r�M��

• [Hosts]>8�­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�†3û�K�Z�K)F�[�A�•�Í�«�º�X�b�D7H�Í�†&g�K�r�M��

• [Xlates]>8�”�»�Þ�«�š�n�b�D7H�Í�†&g�K�r�M��

• [Telnet]>8Telnet �­�µ�©�Ù�å�X�b�D7H�Í�†&g�K�r�M���¹�Ç�›�Ý�º�c  5 �[�M��

• [SSH]>8SSH �­�µ�©�Ù�å�X�b�D7H�Í�†&g�K�r�M���¹�Ç�›�Ý�º�c  5 �[�M��

• [ASDM Sessions]>8ASDM 'ö#.�­�µ�©�Ù�å�X�b�D7H�Í�†&g�K�r�M���¹�Ç�›�Ý�º�c  5 �[�M�� ASDM 
�­�µ�©�Ù�å�[�c�
 2 �X�b  HTTPS �K)F�†�Q#Ý�K�r�M�� 1 �X�c�–�_�Ñ�~�M�•�Ô�½�±�Ü�å�¢#Ý�b�K)F�

�v�:  1 �X�c�š�f�ì�_�b�s�Ñ�~�M�•�¥�å�Ç�•� �×�Þ�î�©�Ù�å�š�f#Ý�b�K)F�[�M���S�\�<�d�
 ASDM 
�­�µ�©�Ù�å�X�b�©�«�¸�Ò�D7H�Í�@  32 �b���œ�c�
�M�m�Z�b�¥�å�¸�Ÿ�«�º�[  HTTPS �­�µ�©�Ù�å�X�@  
64 �[�D7H�I�€�r�M��

• [MAC] >8�º�Û�å�«�Ì�”�Þ�å�º  �Ç�“�–�”�˜�›�î�Ý  �Ô�î�»�[  MAC �”�»�Þ�«  �¸�î�È�Ý�_$Ï6��[�A�•  
MAC �”�»�Þ�«�X�b�D7H�Í�†&g�K�r�M���¹�Ç�›�Ý�º�c  65535 �[�M��

• [Conns/sec]>8�K)F�X / &Ê�b�D7H�Í�†&g�K�r�M��

• [Fixups/sec]>8�”�É�Ü�£�î�©�Ù�å  �–�å�«�Ì�¡�©�Ù�å�X / &Ê�b�D7H�Í�†&g�K�r�M��

• [Syslogs/sec]>8�©�«�¸�Ò  �ß�¢  �Ó�µ�­�î�ª�X / &Ê�b�D7H�Í�†&g�K�r�M��

• [Contexts]>8�G�b�¡�Û�«�_�m�~�\�Z�}�€�S�¥�å�¸�Ÿ�«�º�†&g�K�r�M��

• [Add]>8�¡�Û�«�†3ã�•�K�r�M��

• [Edit]>8�¡�Û�«�†)…7Ÿ�K�r�M��

• [Delete]>8�¡�Û�«�†�P7V�K�r�M���¹�Ç�›�Ý�º  �¡�Û�«�c�P7V�[�A�r�O�‡���¥�å�¸�Ÿ�«�º�@�m�~�\�Z�}
�€�Z�8�•�¡�Û�«�†�P7V�M�•�\�
�¥�å�¸�Ÿ�«�º�c�¹�Ç�›�Ý�º  �¡�Û�«�_�`�~�r�M��

�Ô�î�»

���b/²�c�
�G�b�µ+��†�Q#Ý�[�A�•�Ô�î�»�†&g�K�S�v�b�[�M��

Add/Edit Resource Class

[Add/Edit Resource Class] �²�–�”�ß�¢�Î�µ�¡�«�[�c�
�Ü�¯�î�«  �¡�Û�«�†3ã�•�r�S�c)…7Ÿ�[�A�r�M��

�Ç�“�–�”�˜�›�î�Ý  �Ô�î�» �­�Ÿ�×�Ü�¸�•  �¥�å�¸�Ÿ�«�º

�Ý�î�¸�µ�» 3ñ4# �©�å�¢�Ý

�Ð�Ý�³

�¥�å�¸�Ÿ�«
�º �©�«�¸�Ò

• • — — •
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'¨  9 'v       �­�Ÿ�×�Ü�¸�•  �¥�å�¸�Ÿ�«�º�b0¿��
  �Ü�¯�î�«  �¡�Û�«�b0¿��
�Ç�•�î�Ý�»

• [Resource Class]>8�¡�Û�«�¡�†  20 �e�Ð�è
Æ�[0¿���K�r�M��

• [Count Limited Resources]>8�Ü�¯�î�«�b� �ì�K)F�D7H�†0¿���K�r�M���©�«�¸�Ò�D7H�b�^�8�Ü�¯�î�«
�c�
�Ã�î�­�å�º>& %>'�[0¿���[�A�r�O�‡��0¿���[�A�•�b�c)/�P�Í�T�E�[�M���D7H�†0¿���K�^�8��
�œ�
�¹�Ç�›�Ý�º  �¡�Û�«�b�D7H�Í�@)E�Ž�I�€�r�M���D7H�Í�@�¹�Ç�›�Ý�º  �¡�Û�«�_�^�8���œ�c�
�Ü
�¯�î�«�c!“�D7H�r�S�c�©�«�¸�Ò�D7H�Í>&�Q#Ý�[�A�•���œ>'�_0¿���I�€�r�M��

– [Hosts]>8�­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�†3û�K�Z� �ì�_�K)F�[�A�•�Í�«�º�X�b�D7H�Í�†0¿���K
�r�M���³�™�µ�¡�Î�µ�¡�«�†�œ�å�_�K�Z�
�G�b�D7H�Í�†�–�¿�î�È�Ý�_�K�r�M���D7H�Í�†  0 �_0¿��
�M�•�\�
!“�D7H�_�^�~�r�M��

– [Telnet]>8Telnet � �ì�­�µ�©�Ù�å�b�D7H�Í�†0¿���K�r�M���³�™�µ�¡�Î�µ�¡�«�†�œ�å�_�K�Z�
�G
�b�D7H�Í�†�–�¿�î�È�Ý�_�K�r�M���D7H�Í�†�Ã�î�­�å�º�[0¿���M�•���œ�c�
 1 �|�~�±�A�8�Z�X�†

°�Š�K�
�Ü�«�º�b  [Percent] �†�¡�Ü�µ�¡�K�r�M���¹�Â�–�«�†�œ�î�Â�î�§�È�«�¡�Û�–�È�M�•���œ
�c�
 100% �†2x�<�Z�m�~�\�Z�•�G�\�@�[�A�r�M���r�S�
�D7H�Í�†)/�P�Í�[0¿���M�•���œ�c�
 1 
>|  5 �b(
�V�[�Z�X�†
°�Š�K�
�Ü�«�º�b  [Absolute] �†�¡�Ü�µ�¡�K�r�M���©�«�¸�Ò�b�q�±�­�µ�©�Ù
�å�X�c�
�¥�å�¸�Ÿ�«�º
²�/�[  100 �[�M��

– [ASDM Sessions]>8ASDM �b� �ì�­�µ�©�Ù�å�b�D7H�Í�†0¿���K�r�M���³�™�µ�¡�Î�µ�¡�«�†�œ
�å�_�K�Z�
�G�b�D7H�Í�†�–�¿�î�È�Ý�_�K�r�M���D7H�Í�†�Ã�î�­�å�º�[0¿���M�•���œ�c�
 1 �|�~
�±�A�8�Z�X�†
°�Š�K�
�Ü�«�º�b  [Percent] �†�¡�Ü�µ�¡�K�r�M���¹�Â�–�«�†�œ�î�Â�î�§�È�«�¡�Û
�–�È�M�•���œ�c�
 100% �†2x�<�Z�m�~�\�Z�•�G�\�@�[�A�r�M���r�S�
�D7H�Í�†)/�P�Í�[0¿���M
�•���œ�c�
 1 >|  5 �b(
�V�[�Z�X�†
°�Š�K�
�Ü�«�º�b  [Absolute] �†�¡�Ü�µ�¡�K�r�M���©�«�¸�Ò�b
�q�±�­�µ�©�Ù�å�X�c�
�¥�å�¸�Ÿ�«�º
²�/�[  80 �[�M�� ASDM �­�µ�©�Ù�å�[�c�
 2 �X�b  HTTPS 
�K)F�†�Q#Ý�K�r�M�� 1 �X�c�–�_�Ñ�~�M�•�Ô�½�±�Ü�å�¢#Ý�b�K)F�
�v�:  1 �X�c�š�f�ì�_�b�s�Ñ�~
�M�•�¥�å�Ç�•� �×�Þ�î�©�Ù�å�š�f#Ý�b�K)F�[�M���S�\�<�d�
 ASDM �­�µ�©�Ù�å�X�b�©�«�¸�Ò
�D7H�Í�@ 32 �b���œ�c�
�M�m�Z�b�¥�å�¸�Ÿ�«�º�[  HTTPS �­�µ�©�Ù�å�X�@  64 �[�D7H�I�€�r�M��

– [Connections]>8TCP �r�S�c  UDP �[� �ì�K)F�M�•�
�õ�–�b  2 �X�b�Í�«�º6ë�b�K)F�X�b�D7H�Í�†
0¿���K�r�M���G�€�_�c�
 1 �Ž�b�Í�«�º�\�Ú�b0
�X�Ž�b�Í�«�º�\�b�K)F�v�µ�r�€�r�M���³�™�µ�¡
�Î�µ�¡�«�†�œ�å�_�K�Z�
�G�b�D7H�Í�†�–�¿�î�È�Ý�_�K�r�M���D7H�Í�†�Ã�î�­�å�º�[0¿���M�•��
�œ�c�
 1 �|�~�±�A�8�Z�X�†
°�Š�K�
�Ü�«�º�b  [Percent] �†�¡�Ü�µ�¡�K�r�M���¹�Â�–�«�†�œ�î
�Â�î�§�È�«�¡�Û�–�È�M�•���œ�c�
 100% �†2x�<�Z�m�~�\�Z�•�G�\�@�[�A�r�M���r�S�
�D7H�Í�†
)/�P�Í�[0¿���M�•���œ�
 0>&�©�«�¸�Ò�D7H�Í>'�\�Q#Ý�M�•�Ô�¹�Ý�b�©�«�¸�Ò�D7H�Í�b(
�V�[�Z
�X�†
°�Š�K�
�Ü�«�º�b  [Absolute] �†�¡�Ü�µ�¡�K�r�M���Q#Ý�M�•�Ô�¹�Ý�b�K)F�D7H�_�X�8�Z�c�


�� Cisco ASDM Release Notes���†�g!·�K�Z�C�T�I�8��

– [Xlates]>8�”�»�Þ�«�š�n�b�D7H�Í�†0¿���K�r�M���³�™�µ�¡�Î�µ�¡�«�†�œ�å�_�K�Z�
�G�b�D7H�Í
�†�–�¿�î�È�Ý�_�K�r�M���D7H�Í�†  0 �_0¿���M�•�\�
!“�D7H�_�^�~�r�M��

– [SSH]>8SSH �­�µ�©�Ù�å�b�D7H�Í�†0¿���K�r�M���³�™�µ�¡�Î�µ�¡�«�†�œ�å�_�K�Z�
�G�b�D7H�Í
�†�–�¿�î�È�Ý�_�K�r�M���D7H�Í�†�Ã�î�­�å�º�[0¿���M�•���œ�c�
 1 �|�~�±�A�8�Z�X�†
°�Š�K�

�Ü�«�º�b  [Percent] �†�¡�Ü�µ�¡�K�r�M���¹�Â�–�«�†�œ�î�Â�î�§�È�«�¡�Û�–�È�M�•���œ�c�
 100% 
�†2x�<�Z�m�~�\�Z�•�G�\�@�[�A�r�M���r�S�
�D7H�Í�†)/�P�Í�[0¿���M�•���œ�c�
 1 >|  5 �b(
�V
�[�Z�X�†
°�Š�K�
�Ü�«�º�b  [Absolute] �†�¡�Ü�µ�¡�K�r�M���©�«�¸�Ò�b�q�±�­�µ�©�Ù�å�X�c�
�¥
�å�¸�Ÿ�«�º
²�/�[  100 �[�M��

– [MAC Entries]>8>&�º�Û�å�«�Ì�”�Þ�å�º  �Ô�î�»�b���œ�T�E>' MAC �”�»�Þ�«  �¸�î�È�Ý�_$Ï6��[
�A�•  MAC �”�»�Þ�«  �š�å�º�Ü�b�D7H�Í�†0¿���K�r�M���³�™�µ�¡�Î�µ�¡�«�†�œ�å�_�K�Z�
�G�b�D
7H�Í�†�–�¿�î�È�Ý�_�K�r�M���D7H�Í�†�Ã�î�­�å�º�[0¿���M�•���œ�c�
 1 �|�~�±�A�8�Z�X�†
°�Š
�K�
�Ü�«�º�b  [Percent] �†�¡�Ü�µ�¡�K�r�M���¹�Â�–�«�†�œ�î�Â�î�§�È�«�¡�Û�–�È�M�•���œ�c�

100% �†2x�<�Z�m�~�\�Z�•�G�\�@�[�A�r�M���r�S�
�D7H�Í�†)/�P�Í�[0¿���M�•���œ�c�
 0>&�©
�«�¸�Ò�D7H�Í>'>|  65535 �b(
�V�[�Z�X�†
°�Š�K�
�Ü�«�º�b  [Absolute] �†�¡�Ü�µ�¡�K�r�M��

• [Rate Limited Resources]>8�Ü�¯�î�«�b�Þ�î�º�D7H�†0¿���K�r�M���D7H�†0¿���K�^�8���œ�
�¹�Ç�›
�Ý�º  �¡�Û�«�b�D7H�Í�@)E�Ž�I�€�r�M���D7H�Í�@�¹�Ç�›�Ý�º  �¡�Û�«�_�^�8���œ�c�
�¹�Ç�›�Ý�º�[�c
!“�D7H�_�^�~�r�M��
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'¨  9 'v       �­�Ÿ�×�Ü�¸�•  �¥�å�¸�Ÿ�«�º�b0¿��
  �­�Ÿ�×�Ü�¸�•  �¥�å�¸�Ÿ�«�º�b0¿��
– [Conns/sec]>8�K)F�X / &Ê�b�D7H�Í�†0¿���K�r�M���³�™�µ�¡�Î�µ�¡�«�†�œ�å�_�K�Z�
�G�b�D7H�Í
�†�–�¿�î�È�Ý�_�K�r�M���D7H�Í�†  0 �_0¿���M�•�\�
!“�D7H�_�^�~�r�M��

– [Syslogs/sec]>8�©�«�¸�Ò  �ß�¢  �Ó�µ�­�î�ª�X / &Ê�b�D7H�Í�†0¿���K�r�M���³�™�µ�¡�Î�µ�¡�«�†�œ
�å�_�K�Z�
�G�b�D7H�Í�†�–�¿�î�È�Ý�_�K�r�M���D7H�Í�†  0 �_0¿���M�•�\�
!“�D7H�_�^�~�r�M��

– [Inspects/sec]>8�”�É�Ü�£�î�©�Ù�å  �–�å�«�Ì�¡�©�Ù�å�X / &Ê�b�D7H�Í�†0¿���K�r�M���³�™�µ�¡
�Î�µ�¡�«�†�œ�å�_�K�Z�
�G�b�D7H�Í�†�–�¿�î�È�Ý�_�K�r�M���D7H�Í�†  0 �_0¿���M�•�\�
!“�D7H
�_�^�~�r�M��

• [Show Actual Class Limits]>8>&�¹�Ç�›�Ý�º  �¡�Û�«�è�¥�b���œ�b�s>'�¡�Û�«�†)…7Ÿ�K�S���œ�
�G�b�Î
�±�å�†�¡�Ü�µ�¡�M�•�\�
0¿���K�S�D7H�Í�\�
0¿���K�^�?�W�S�@�¹�Ç�›�Ý�º  �¡�Û�«�?�})E�Ž�I�€�S
�D7H�Í�@/²&g�I�€�r�M��

�Ô�î�»

���b/²�c�
�G�b�µ+��†�Q#Ý�[�A�•�Ô�î�»�†&g�K�S�v�b�[�M��

�­�Ÿ�×�Ü�¸�•  �¥�å�¸�Ÿ�«�º�b0¿��
�G�b8o�[�c�
�­�Ÿ�×�Ü�¸�•  �¥�å�¸�Ÿ�«�º�†3ã�•�M�•�‰�2�_�X�8�Z1��Â�K�r�M�����b8o% �†�v�~�V�F�r
�M��

• ���­�Ÿ�×�Ü�¸�•  �¥�å�¸�Ÿ�«�º�b3ã�•�� >&P.9-20>'

• �� MAC �”�»�Þ�«�b+¬�·�m�~�\�Z�� >&P.9-22>'

• �� [Security Context] �Ç�•�î�Ý�»�b1��Â�� >&P.9-23>'

�­�Ÿ�×�Ü�¸�•  �¥�å�¸�Ÿ�«�º�b3ã�•

�­�Ÿ�×�Ü�¸�•  �¥�å�¸�Ÿ�«�º�†3ã�•�M�•�_�c�
���b�m8p�†��/œ�K�r�M��

�«�¸�µ�É 1 �r�T�©�«�¸�Ò  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ô�î�»�_
°�W�Z�8�^�8���œ�
 [Device List] �Ì�–�å�[�
�”�¡�¸�•
�È�^�¹�Â�–�«  IP �”�»�Þ�«�b�W�_�6�•  [System] �†�²�È�Ý�¡�Ü�µ�¡�K�r�M��

�«�¸�µ�É 2 [Context Management] > [Security Contexts] �Ì�–�å�[�
 [Add] �†�¡�Ü�µ�¡�K�r�M��

[Add Context] �²�–�”�ß�¢�Î�µ�¡�«�@/²&g�I�€�r�M��

�«�¸�µ�É 3 [Security Context] �Ç�•�î�Ý�»�_�
�¥�å�¸�Ÿ�«�º�b�¡�S�†  32 �e�Ð�è
Æ�b�e�Ð�4�[
°�Š�K�r�M��

�¥�å�¸�Ÿ�«�º�¡�c�
�±�e�Ð�\�`�e�Ð�@�
�9�I�€�•�S�u�
�S�\�<�d�
 �� customerA���>�|�g�� CustomerA��
�\�8�:  2 �X�b�¥�å�¸�Ÿ�«�º�†�–�â�[�A�r�M�� �� System���>�|�g�� Null��>&�±�e�Ð�\�`�e�Ð�b�g�‰>'�c�£
(Ù�I�€�Z�8�•�¡�S�[�6�~�
�Q#Ý�[�A�r�O�‡��

�«�¸�µ�É 4 [Interface Allocation] 8•�æ�[�
 [Add] �Î�±�å�†�¡�Ü�µ�¡�K�
�¥�å�¸�Ÿ�«�º�_�–�å�±�î�Ç�™�–�«�†�m�~�\
�Z�r�M��

�«�¸�µ�É 5 [Interfaces] > [Physical Interface] �»�ß�µ�É�²�˜�å  �Ü�«�º�?�}�–�å�±�î�Ç�™�–�«�†4E�¥�K�r�M��

�Ç�“�–�”�˜�›�î�Ý  �Ô�î�» �­�Ÿ�×�Ü�¸�•  �¥�å�¸�Ÿ�«�º

�Ý�î�¸�µ�» 3ñ4# �©�å�¢�Ý

�Ð�Ý�³

�¥�å�¸�Ÿ�«
�º �©�«�¸�Ò

• • — — •
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'¨  9 'v       �­�Ÿ�×�Ü�¸�•  �¥�å�¸�Ÿ�«�º�b0¿��
  �­�Ÿ�×�Ü�¸�•  �¥�å�¸�Ÿ�«�º�b0¿��
�Ó�–�å  �–�å�±�î�Ç�™�–�«�†�m�~�\�Z�•���œ�
�§�È�–�å�±�î�Ç�™�–�«  ID �†'5$Ñ�_�K�r�M���§�È�–�å�±�î
�Ç�™�–�«�r�S�c�Q�b(
�V�†�æ���M�•�\�
�G�b�–�å�±�î�Ç�™�–�«�_0¿���I�€�r�M���º�Û�å�«�Ì�”�Þ�å�º  
�Ç�“�–�”�˜�›�î�Ý  �Ô�î�»�[�c�
�Ú�b�¥�å�¸�Ÿ�«�º�_�m�~�\�Z�}�€�Z�8�^�8�–�å�±�î�Ç�™�–�«�T�E�@/²
&g�I�€�r�M���Ó�–�å  �–�å�±�î�Ç�™�–�«�@�Ú�b�¥�å�¸�Ÿ�«�º�_�m�~�\�Z�}�€�Z�8�•���œ�
�§�È�–�å�±�î
�Ç�™�–�«�†4E�¥�M�•�²0[�@�6�~�r�M��

�«�¸�µ�É 6 >&�õ�–>' [Interfaces] > [Subinterface Range] (optional) �»�ß�µ�É�²�˜�å  �Ü�«�º�[�
�§�È�–�å�±�î�Ç�™�–
�«  ID �†4E�¥�K�r�M��

�§�È�–�å�±�î�Ç�™�–�«  ID �b(
�V�†�æ���M�•���œ�
 2 �X% �b�»�ß�µ�É�²�˜�å  �Ü�«�º�@�w� �[�6�€�d�
�Q
�G�?�}�q�‹�b  ID �†4E�¥�K�r�M��

�º�Û�å�«�Ì�”�Þ�å�º  �Ç�“�–�”�˜�›�î�Ý  �Ô�î�»�[�c�
�Ú�b�¥�å�¸�Ÿ�«�º�_�m�~�\�Z�}�€�Z�8�^�8�§�È�–
�å�±�î�Ç�™�–�«�T�E�@/²&g�I�€�r�M��

�«�¸�µ�É 7 >&�õ�–>' [Aliased Names] 8•�æ�[�
 [Use Aliased Name in Context] �†�œ�å�_�K�Z�
�G�b�–�å�±�î�Ç�™�–�«
�_�P�K�Z�
�¥�å�¸�Ÿ�«�º  �¥�å�Ç�•� �×�Þ�î�©�Ù�å�[�–�å�±�î�Ç�™�–�«  ID �b�æ�ƒ�~�_�Q#Ý�M�•�š�–�Ü�”
�«�¡�†0¿���K�r�M��

a. [Name] �Ç�•�î�Ý�»�_�
�š�–�Ü�”�«�¡�†0¿���K�r�M��

�š�–�Ü�”�«�¡�b
›8Œ�>�|�g�q�‹�c,e�Ð�_�K�r�M��6ë�b�e�Ð�\�K�Z�Q#Ý�[�A�•�b�c�
,e�Ð�
�X�Ð�
�W
)z�T�E�[�M���G�b�Ç�•�î�Ý�»�[�¡�S�b�q�‹�†,e�Ð�r�S�c�W)z�_�K�S���œ�
�Q�b�¡�S�b�‹�_3ã�•�M�•
�X�Ð�†  [Range] �Ç�•�î�Ý�»�[0¿���[�A�r�M��

b. >&�õ�–>' [Range] �Ç�•�î�Ý�»�[�
�š�–�Ü�”�«�¡�b�§�Ç�•�µ�¡�«�†�X�Ð�[0¿���K�r�M��

�§�È�–�å�±�î�Ç�™�–�«�_(
�V�@�6�•���œ�
(
�V�b�X�Ð�†
°�Š�K�Z�¡�S�b�‹�_3ã�•�[�A�r�M��

�«�¸�µ�É 8 >&�õ�–>'�š�–�Ü�”�«�¡�†0¿���K�S���œ�[�v�¥�å�¸�Ÿ�«�º  �Ø�î�¨�@"@#.�–�å�±�î�Ç�™�–�«�b�É�ß�Ã�¸�•�†
/²&g�[�A�•�|�:�_�M�•�_�c�
 [Show Hardware Properties in Context] �†�œ�å�_�K�r�M��

�«�¸�µ�É 9 [OK]  �†�¡�Ü�µ�¡�K�Z�
 [Add Context] �²�–�”�ß�¢�Î�µ�¡�«�_�`�~�r�M��

�«�¸�µ�É 10 >&�õ�–>' IPS �ì�•�­�å�§�î�†�Q#Ý�M�•���œ�
�­�å�§�î�†  [IPS Sensor Allocation] 8•�æ�b�¥�å�¸�Ÿ�«�º�_
�m�~�\�Z�r�M��

IPS �>�|�g�ì�•�­�å�§�î�b0ò(ý�_�X�8�Z�c�
 '¨ 39 'v�� IPS �b0¿���� �†�g!·�K�Z�C�T�I�8��

�«�¸�µ�É 11 >&�õ�–>'�G�b�¥�å�¸�Ÿ�«�º�†�Ü�¯�î�«  �¡�Û�«�_�m�~�\�Z�•�_�c�
 [Resource Assignment] > [Resource 
Class] �»�ß�µ�É�²�˜�å  �Ü�«�º�?�}�¡�Û�«�¡�†4E�¥�K�r�M��

�G�b8•�æ�?�}%$�K�Ü�¯�î�«  �¡�Û�«�†3ã�•�r�S�c)…7Ÿ�[�A�r�M��0ò(ý�_�X�8�Z�c�
 ���Ü�¯�î�«  �¡�Û�«�b0¿
���� >&P.9-12>' �†�g!·�K�Z�C�T�I�8��

�«�¸�µ�É 12 �¥�å�¸�Ÿ�«�º  �¥�å�Ç�•� �×�Þ�î�©�Ù�å�b���d�†0¿���M�•�_�c�
 [Config URL] �»�ß�µ�É�²�˜�å  �Ü�«�º�?
�}�Ç�“�–�Ý  �©�«�¸�Ò  �±�–�É�†4E�¥�K�
�Ç�•�î�Ý�»�_�Ã�«�†
°�Š�K�Z  URL �†�æ���K�r�M��

FTP �b���œ�
 URL �c���b�g�'�_�^�~�r�M��

ftp://server.example.com/configs/admin.cfg

�«�¸�µ�É 13 >&�õ�–>'�¥4Š�Ç�“�–�Ý�©�«�¸�Ò�b���œ�
 [Login] �†�¡�Ü�µ�¡�K�Z�Ø�î�¨�¡�\�Ã�«�á�î�»�†0¿���K�r�M��

�«�¸�µ�É 14 >&�õ�–>' Active/Active �Ç�™�î�Ý�œ�î�Â�î�b�Ç�™�î�Ý�œ�î�Â�î  �¢�Ý�î�É�†0¿���M�•�_�c�
 [Failover 
Group] �»�ß�µ�É�²�˜�å  �Ü�«�º�[�¢�Ý�î�É�¡�†4E�¥�K�r�M��

�«�¸�µ�É 15 >&�õ�–>' [Description] �Ç�•�î�Ý�»�_1��Â�†3ã�•�K�r�M��
9-21
ASDM �Ø�î�¨  �ž�–�»

OL-14981-01-J



 

'¨  9 'v       �­�Ÿ�×�Ü�¸�•  �¥�å�¸�Ÿ�«�º�b0¿��
  �­�Ÿ�×�Ü�¸�•  �¥�å�¸�Ÿ�«�º�b0¿��
MAC �”�»�Þ�«�b+¬�·�m�~�\�Z

�G�b8o�[�c�
�¥�å�¸�Ÿ�«�º  �–�å�±�î�Ç�™�–�«�_�M�–�b  MAC �”�»�Þ�«�†�m�~�\�Z�•�‰�2�_�X�8�Z1��Â
�K�r�M�����b8o% �†�v�~�V�F�r�M��

• �� MAC �”�»�Þ�«�b�+0[�� >&P.9-22>'

• �� MAC �”�»�Þ�«+¬�·�m�~�\�Z�b�–�¿�î�È�Ý�ì�� >&P.9-22>'

MAC �”�»�Þ�«�b�+0[

�¥�å�¸�Ÿ�«�º�[�–�å�±�î�Ç�™�–�«�†
¹�w�M�•�_�c�
�M�–�b  MAC �”�»�Þ�«�†�›�¥�å�¸�Ÿ�«�º�b�–�å�±�î
�Ç�™�–�«�_�m�~�\�Z�•�G�\�†�>�È�u�K�r�M�� MAC �”�»�Þ�«�c�
�¥�å�¸�Ÿ�«�º
Æ�[�Ã�£�µ�º�†�(8®�M�•
�S�u�_�Q#Ý�I�€�r�M���–�å�±�î�Ç�™�–�«�†
¹�w�M�•�v�b�b�
�›�¥�å�¸�Ÿ�«�º�_�–�å�±�î�Ç�™�–�«�b�[�w
�b  MAC �”�»�Þ�«�@�^�8���œ�c�
��
›  IP �”�»�Þ�«�@�Ã�£�µ�º�b�(8®�_�Q#Ý�I�€�r�M����
›�”�»�Þ�«�c�

�¥�å�¸�Ÿ�«�º  NAT �¥�å�Ç�•� �×�Þ�î�©�Ù�å�\!·�œ�I�€�r�M���G�b�‰�2�_�c�
 MAC �”�»�Þ�«�b�‰�2�_
�š�m�•�\�8�C�X�?�D7H�@�6�~�r�M���Ã�£�µ�º�b�(8®�b0ò(ý�_�X�8�Z�c�
 ���­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«
�_�|�•�Ã�£�µ�º�b�(8®�‰�2�� >&P.9-3>' �†�g!·�K�Z�C�T�I�8��

�¹�Ç�›�Ý�º�[�c�
"@#.�–�å�±�î�Ç�™�–�«�c�Â�î�å�»�–�å  MAC �”�»�Þ�«�†�Q#Ý�K�
"@#.�–�å�±�î�Ç�™�–
�«�b�M�m�Z�b�§�È�–�å�±�î�Ç�™�–�«�c� �L�Â�î�å�»�–�å  MAC �”�»�Þ�«�†�Q#Ý�K�r�M��

�Ç�™�î�Ý�œ�î�Â�î�[�Q#Ý�[�A�•�|�:�_�
�­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�c�–�å�±�î�Ç�™�–�«�H�\�_�”�¡
�¸�•�È�\�«�±�å�Â�–�b�g�‰�b  MAC �”�»�Þ�«�†#Õ�B�K�r�M���”�¡�¸�•�È  �Ø�½�µ�º�@�Ç�™�î�Ý�œ�î�Â�î
�K�Z�«�±�å�Â�–  �Ø�½�µ�º�@�”�¡�¸�•�È�_�^�•�\�
�Q�b�‚0d�”�¡�¸�•�È  �Ø�½�µ�º�@�”�¡�¸�•�È�^  MAC 
�”�»�Þ�«�b�Q#Ý�†6ä���K�Z�
�¿�µ�º�á�î�¡�b�)�•�†�q�`7H�_�š�<�r�M��

�–�å�±�î�Ç�™�–�«�†�¥�å�¸�Ÿ�«�º�_�m�~�\�Z�•�\�
�‚�K�8  MAC �”�»�Þ�«�@�S�T�U�_#Õ�B�I�€�r�M���¥
�å�¸�Ÿ�«�º  �–�å�±�î�Ç�™�–�«�b�8�B�‹�_�G�b�œ�É�©�Ù�å�†�–�¿�î�È�Ý�_�M�•�\�
�Q�b%$�‹�_�
 MAC �”
�»�Þ�«�@�M�m�Z�b�–�å�±�î�Ç�™�–�«#Ý�_#Õ�B�I�€�r�M���G�b�œ�É�©�Ù�å�†�¹�•�­�î�È�Ý�_�M�•�\�
�›�–
�å�±�î�Ç�™�–�«�b  MAC �”�»�Þ�«�c�¹�Ç�›�Ý�º�b  MAC �”�»�Þ�«�_�`�~�r�M���S�\�<�d�

GigabitEthernet 0/1 �b�§�È�–�å�±�î�Ç�™�–�«�c  GigabitEthernet 0/1 �b  MAC �”�»�Þ�«�†�Q#Ý�M�•�|�:�_
�^�~�r�M��

MAC �”�»�Þ�«�c���b�g�'�†�Q#Ý�K�Z#Õ�B�K�r�M��

• �”�¡�¸�•�È  �Ø�½�µ�º�b  MAC �”�»�Þ�«>8 12_slot.port_subid.contextid.

• �«�±�å�Â�–  �Ø�½�µ�º�b  MAC �”�»�Þ�«>8 02_slot.port_subid.contextid.

�–�å�±�î�Ç�™�–�«  �«�ß�µ�º�@�^�8�É�Û�µ�º�Ç�›�î�Ò�b���œ�
�«�ß�µ�º�c�–�_  0 �[�M�� port �c�–�å�±�î
�Ç�™�–�« �Ï�î�º�[�M�� subid �c�
/²&g�Y�•+��^�§�È�–�å�±�î�Ç�™�–�«�b
Æ4Š  ID �[�M�� contextid �c�¥�å
�¸�Ÿ�«�º�b
Æ4Š  ID �[�M���S�\�<�d�
 ID 1 �b�¥�å�¸�Ÿ�«�º
Æ�b�–�å�±�î�Ç�™�–�«  GigabitEthernet 
0/1.200 �_�c�
���b#Õ�B�í�s  MAC �”�»�Þ�«�@�6�~�r�M���§�È�–�å�±�î�Ç�™�–�«  200 �b
Æ4Š ID �c  31 �[
�M��

• �”�¡�¸�•�È>8 1200.0131.0001

• �«�±�å�Â�–>8 0200.0131.0001

#Õ�B�K�S MAC �”�»�Þ�«�@�¿�µ�º�á�î�¡
Æ�b�9�b�É�Û�–�Ë�î�º  MAC �”�»�Þ�«�\'‡�œ�M�•�G�\�@�r�€�_
�6�~�r�M���G�b���œ�c�
�¥�å�¸�Ÿ�«�º
Æ�b�–�å�±�î�Ç�™�–�«�b  MAC �”�»�Þ�«�†�m�·�[0¿���[�A�r�M��
MAC �”�»�Þ�«�b�m�·0¿���b0ò(ý�_�X�8�Z�c�
 ���–�å�±�î�Ç�™�–�«�b0¿���� >&P.5-5>' �†�g!·�K�Z�C�T�I
�8��

MAC �”�»�Þ�«+¬�·�m�~�\�Z�b�–�¿�î�È�Ý�ì

MAC �”�»�Þ�«�b+¬�·�m�~�\�Z�†�–�¿�î�È�Ý�_�M�•�_�c�
���b�m8p�†��/œ�K�r�M��
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'¨  9 'v       �­�Ÿ�×�Ü�¸�•  �¥�å�¸�Ÿ�«�º�b0¿��
  �­�Ÿ�×�Ü�¸�•  �¥�å�¸�Ÿ�«�º�b0¿��
�«�¸�µ�É 1 �r�T�©�«�¸�Ò  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ô�î�»�_
°�W�Z�8�^�8���œ�
 [Device List] �Ì�–�å�[�
�”�¡�¸�•
�È�^�¹�Â�–�«  IP �”�»�Þ�«�b�W�_�6�•  [System] �†�²�È�Ý�¡�Ü�µ�¡�K�r�M��

�«�¸�µ�É 2 [Context Management] > [Security Contexts] �Ì�–�å�[�
 [Mac-Address auto] �†�œ�å�_�K�r�M��

[Security Context] �Ç�•�î�Ý�»�b1��Â

�G�b8o�[�c�
 [Resource Class] #ì8��b�Ç�•�î�Ý�»�_�X�8�Z1��Â�K�r�M�����b8o% �†�v�~�V�F�r�M��

• ���­�Ÿ�×�Ü�¸�•  �¥�å�¸�Ÿ�«�º�� >&P.9-23>'

• �� Add/Edit Context��>&P.9-24>'

• �� Add/Edit Interface Allocation��>&P.9-26>'

�­�Ÿ�×�Ü�¸�•  �¥�å�¸�Ÿ�«�º

�Ç�•�î�Ý�»

• [Context]>8�¥�å�¸�Ÿ�«�º�¡�†&g�K�r�M��

• [Interfaces]>8�¥�å�¸�Ÿ�«�º�_�m�~�\�Z�}�€�S�–�å�±�î�Ç�™�–�«�>�|�g�§�È�–�å�±�î�Ç�™�–�«�†&g
�K�r�M���¥�å�¸�Ÿ�«�º�[/²&g�M�•�–�å�±�î�Ç�™�–�«�¡�_�š�–�Ü�”�«�†�m�~�\�Z�•�\�
�š�–�Ü�”�«�¡
�@�•�µ�¥
Æ�_/²&g�I�€�r�M���§�È�–�å�±�î�Ç�™�–�«�b(
�V�†�æ���M�•�\�

›8Œ�b�–�å�±�î�Ç�™�–�«
$��•�\�q�‹�b�–�å�±�î�Ç�™�–�«$��•�b(
�V�@�²�µ�©�×�[&g�I�€�r�M��

• [Resource]>8�›�¥�å�¸�Ÿ�«�º�b�Ü�¯�î�«  �¡�Û�«�†&g�K�r�M��

• [Config URL]>8�¥�å�¸�Ÿ�«�º  �¥�å�Ç�•� �×�Þ�î�©�Ù�å�b���d�†&g�K�r�M��

• [Group]>8�G�b�¥�å�¸�Ÿ�«�º�@�“�M�•�Ç�™�î�Ý�œ�î�Â�î  �¢�Ý�î�É�†&g�K�r�M��

• [Description]>8�¥�å�¸�Ÿ�«�º�b1��Â�†&g�K�r�M��

• [Add]>8�¥�å�¸�Ÿ�«�º�†3ã�•�K�r�M��

• [Edit]>8�¥�å�¸�Ÿ�«�º�†)…7Ÿ�K�r�M��

• [Delete]>8�¥�å�¸�Ÿ�«�º�†�P7V�K�r�M��

• [Mac-Address auto]>8�É�Û�–�Ë�î�º  MAC �”�»�Þ�«�†�›
¹�w�¥�å�¸�Ÿ�«�º  �–�å�±�î�Ç�™�–�«�_+¬�·
$×�_�m�~�\�Z�r�M��

�¥�å�¸�Ÿ�«�º�[�–�å�±�î�Ç�™�–�«�†
¹�w�M�•�_�c�
�M�–�b  MAC �”�»�Þ�«�†�›�¥�å�¸�Ÿ�«�º�b�–�å
�±�î�Ç�™�–�«�_�m�~�\�Z�•�G�\�†�>�È�u�K�r�M�� MAC �”�»�Þ�«�c�
�¥�å�¸�Ÿ�«�º
Æ�[�Ã�£�µ�º�†
�(8®�M�•�S�u�_�Q#Ý�I�€�r�M���–�å�±�î�Ç�™�–�«�†
¹�w�M�•�v�b�b�
�›�¥�å�¸�Ÿ�«�º�_�–�å�±�î
�Ç�™�–�«�b�[�w�b  MAC �”�»�Þ�«�@�^�8���œ�c�
��
›  IP �”�»�Þ�«�@�Ã�£�µ�º�b�(8®�_�Q#Ý�I�€�r
�M����
›�”�»�Þ�«�c�
�¥�å�¸�Ÿ�«�º  NAT �¥�å�Ç�•� �×�Þ�î�©�Ù�å�\!·�œ�I�€�r�M���G�b�‰�2�_�c�

MAC �”�»�Þ�«�b�‰�2�_�š�m�•�\�8�C�X�?�D7H�@�6�~�r�M���Ã�£�µ�º�b�(8®�b0ò(ý�_�X�8�Z�c�


���­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�_�|�•�Ã�£�µ�º�b�(8®�‰�2�� >&P.9-3>' �†�g!·�K�Z�C�T�I�8��

�¹�Ç�›�Ý�º�[�c�
"@#.�–�å�±�î�Ç�™�–�«�c�Â�î�å�»�–�å  MAC �”�»�Þ�«�†�Q#Ý�K�
"@#.�–�å�±�î
�Ç�™�–�«�b�M�m�Z�b�§�È�–�å�±�î�Ç�™�–�«�c� �L�Â�î�å�»�–�å  MAC �”�»�Þ�«�†�Q#Ý�K�r�M��

�Ç�™�î�Ý�œ�î�Â�î�[�Q#Ý�[�A�•�|�:�_�
�­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�c�–�å�±�î�Ç�™�–�«�H�\�_
�”�¡�¸�•�È�\�«�±�å�Â�–�b�g�‰�b  MAC �”�»�Þ�«�†#Õ�B�K�r�M���”�¡�¸�•�È  �Ø�½�µ�º�@�Ç�™�î�Ý
�œ�î�Â�î�K�Z�«�±�å�Â�–  �Ø�½�µ�º�@�”�¡�¸�•�È�_�^�•�\�
�Q�b�‚0d�”�¡�¸�•�È  �Ø�½�µ�º�@�”�¡
�¸�•�È�^  MAC �”�»�Þ�«�b�Q#Ý�†6ä���K�Z�
�¿�µ�º�á�î�¡�b�)�•�†�q�`7H�_�š�<�r�M��
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'¨  9 'v       �­�Ÿ�×�Ü�¸�•  �¥�å�¸�Ÿ�«�º�b0¿��
  �­�Ÿ�×�Ü�¸�•  �¥�å�¸�Ÿ�«�º�b0¿��
�–�å�±�î�Ç�™�–�«�†�¥�å�¸�Ÿ�«�º�_�m�~�\�Z�•�\�
�‚�K�8  MAC �”�»�Þ�«�@�S�T�U�_#Õ�B�I�€�r
�M���¥�å�¸�Ÿ�«�º  �–�å�±�î�Ç�™�–�«�b�8�B�‹�_�G�b�œ�É�©�Ù�å�†�–�¿�î�È�Ý�_�M�•�\�
�Q�b%$�‹
�_�
 MAC �”�»�Þ�«�@�M�m�Z�b�–�å�±�î�Ç�™�–�«#Ý�_#Õ�B�I�€�r�M���G�b�œ�É�©�Ù�å�†�¹�•�­�î�È
�Ý�_�M�•�\�
�›�–�å�±�î�Ç�™�–�«�b  MAC �”�»�Þ�«�c�¹�Ç�›�Ý�º�b  MAC �”�»�Þ�«�_�`�~�r�M���S
�\�<�d�
 GigabitEthernet 0/1 �b�§�È�–�å�±�î�Ç�™�–�«�c  GigabitEthernet 0/1 �b  MAC �”�»�Þ�«�†�Q
#Ý�M�•�|�:�_�^�~�r�M��

MAC �”�»�Þ�«�c���b�g�'�†�Q#Ý�K�Z#Õ�B�K�r�M��

�”�¡�¸�•�È  �Ø�½�µ�º�b  MAC �”�»�Þ�«>8 12_slot.port_subid.contextid.

�«�±�å�Â�–  �Ø�½�µ�º�b  MAC �”�»�Þ�«>8 02_slot.port_subid.contextid.

�–�å�±�î�Ç�™�–�«  �«�ß�µ�º�@�^�8�É�Û�µ�º�Ç�›�î�Ò�b���œ�
�«�ß�µ�º�c�–�_  0 �[�M�� port �c�–�å
�±�î�Ç�™�–�«  �Ï�î�º�[�M�� subid �c�
/²&g�Y�•+��^�§�È�–�å�±�î�Ç�™�–�«�b
Æ4Š  ID �[�M��
contextid �c�¥�å�¸�Ÿ�«�º�b
Æ4Š  ID �[�M���S�\�<�d�
 ID 1 �b�¥�å�¸�Ÿ�«�º
Æ�b�–�å�±�î�Ç�™�–�«  
GigabitEthernet 0/1.200 �_�c�
���b#Õ�B�í�s  MAC �”�»�Þ�«�@�6�~�r�M���§�È�–�å�±�î�Ç�™�–�«  
200 �b
Æ4Š ID �c  31 �[�M��

�”�¡�¸�•�È>8 1200.0131.0001

�«�±�å�Â�–>8 0200.0131.0001

#Õ�B�K�S MAC �”�»�Þ�«�@�¿�µ�º�á�î�¡
Æ�b�9�b�É�Û�–�Ë�î�º  MAC �”�»�Þ�«�\'‡�œ�M�•�G�\�@�r
�€�_�6�~�r�M���G�b���œ�c�
�¥�å�¸�Ÿ�«�º
Æ�b�–�å�±�î�Ç�™�–�«�b  MAC �”�»�Þ�«�†�m�·�[0¿���[
�A�r�M�� MAC �”�»�Þ�«�b�m�·0¿���b0ò(ý�_�X�8�Z�c�
 ���–�å�±�î�Ç�™�–�«�b0¿���� >&P.5-5>' �†�g!·
�K�Z�C�T�I�8��

�Ô�î�»

���b/²�c�
�G�b�µ+��†�Q#Ý�[�A�•�Ô�î�»�†&g�K�S�v�b�[�M��

Add/Edit Context

�Ç�•�î�Ý�»

• [Security Context]>8�¥�å�¸�Ÿ�«�º�¡�†  32 �e�Ð�è
Æ�[0¿���K�r�M���¥�å�¸�Ÿ�«�º�¡�c�
�±�e�Ð�\�`
�e�Ð�@�
�9�I�€�•�S�u�
�S�\�<�d�
 �� customerA���>�|�g�� CustomerA���\�8�:  2 �X�b�¥�å�¸�Ÿ�«
�º�†�–�â�[�A�r�M�� �� System���>�|�g�� Null ��>&�±�e�Ð�\�`�e�Ð�b�g�‰>'�c�£(Ù�I�€�Z�8�•�¡�S�[
�6�~�
�Q#Ý�[�A�r�O�‡��

• [Interface Allocation]>8�¥�å�¸�Ÿ�«�º�_�m�~�\�Z�}�€�S�–�å�±�î�Ç�™�–�«�>�|�g�§�È�–�å�±�î�Ç�™
�–�«�†&g�K�r�M��

– [Interface]>8�–�å�±�î�Ç�™�–�«  ID �†/²&g�K�r�M���§�È�–�å�±�î�Ç�™�–�«�b(
�V�†�æ���M�•�\�


›8Œ�b�–�å�±�î�Ç�™�–�«$��•�\�q�‹�b�–�å�±�î�Ç�™�–�«$��•�b(
�V�@�²�µ�©�×�[&g�I�€�r�M��

– [Aliased Name]>8�–�å�±�î�Ç�™�–�«  ID �b�æ�ƒ�~�_�¥�å�¸�Ÿ�«�º  �¥�å�Ç�•� �×�Þ�î�©�Ù�å�[�Q
#Ý�[�A�•�–�å�±�î�Ç�™�–�«�b�š�–�Ü�”�«�¡�†&g�K�r�M��

– [Visible]>8�š�–�Ü�”�«�¡�@0¿���I�€�Z�8�•���œ�[�v�
�¥�å�¸�Ÿ�«�º  �Ø�î�¨�@"@#.�–�å�±�î�Ç�™
�–�«�b�É�ß�Ã�¸�•�†/²&g�[�A�•�?�]�:�?�†&g�K�r�M��

�Ç�“�–�”�˜�›�î�Ý  �Ô�î�» �­�Ÿ�×�Ü�¸�•  �¥�å�¸�Ÿ�«�º

�Ý�î�¸�µ�» 3ñ4# �©�å�¢�Ý

�Ð�Ý�³

�¥�å�¸�Ÿ�«
�º �©�«�¸�Ò

• • — — •
9-24
ASDM �Ø�î�¨  �ž�–�»

OL-14981-01-J



 

'¨  9 'v       �­�Ÿ�×�Ü�¸�•  �¥�å�¸�Ÿ�«�º�b0¿��
  �­�Ÿ�×�Ü�¸�•  �¥�å�¸�Ÿ�«�º�b0¿��
– [Add]>8�¥�å�¸�Ÿ�«�º�_�–�å�±�î�Ç�™�–�«�†3ã�•�K�r�M��

– [Edit]>8�–�å�±�î�Ç�™�–�«  �É�ß�Ã�¸�•�†)…7Ÿ�K�r�M��

– [Delete]>8�–�å�±�î�Ç�™�–�«�†�P7V�K�r�M��

• [IPS Sensor Allocation]>8�›�¥�å�¸�Ÿ�«�º�_  1 �X�è�V�b  IPS �ì�•�­�å�§�î�†�m�~�\�Z�•�G�\�@�[�A
�r�M�����_�
�º�Û�Ç�•�µ�¡�†  AIP SSM �_3æ�™�M�•�|�:�¥�å�¸�Ÿ�«�º�†0¿���M�•���œ�
�¥�å�¸�Ÿ�«
�º�_�m�~�\�Z�}�€�•�­�å�§�î�†�æ���[�A�r�M���¥�å�¸�Ÿ�«�º�_�m�~�\�Z�^�?�W�S�­�å�§�î�c�æ���[
�A�r�O�‡���¥�å�¸�Ÿ�«�º�_�­�å�§�î�@�m�~�\�Z�}�€�Z�8�^�8���œ�c�
 AIP SSM �_0¿���I�€�Z�8�•
�¹�Ç�›�Ý�º  �­�å�§�î�@�Q#Ý�I�€�r�M��� �L�­�å�§�î�†0
�X�b�¥�å�¸�Ÿ�«�º�_�m�~�\�Z�•�G�\�@�[
�A�r�M��0ò(ý�_�X�8�Z�c�
 ���ì�•�­�å�§�î�b�Q#Ý�� >&P.39-3>' �†�g!·�K�Z�C�T�I�8��

– [Sensor Name]>8�m�~�\�Z�}�€�Z�8�•�­�å�§�î�†&g�K�r�M�� AIP SSM �[�Q#Ý�[�A�•�­�å�§�î�b
�s�†�m�~�\�Z�•�G�\�@�[�A�r�M��

– [Mapped Sensor Name]>8�­�å�§�î�b�Ð�µ�Æ�å�¢�¡�†&g�K�r�M���G�b�­�å�§�î�¡�c�
�¥�å�¸�Ÿ
�«�º
Æ�[��7•�b�­�å�§�î�¡�b�æ�ƒ�~�_�Q#Ý�[�A�r�M���Ð�µ�Æ�å�¢�¡�†�æ���K�^�8���œ�
�­�å
�§�î�¡�@�¥�å�¸�Ÿ�«�º
Æ�[�Q#Ý�I�€�r�M���­�Ÿ�×�Ü�¸�•�b�S�u�_�
�¥�å�¸�Ÿ�«�º�[�Q#Ý�I�€�Z
�8�•�­�å�§�î�†�¥�å�¸�Ÿ�«�º'ö#.*…�_%±�}�O�^�8���œ�@�6�~�r�M���r�S�c�
�¥�å�¸�Ÿ�«�º  �¥
�å�Ç�•� �×�Þ�î�©�Ù�å�†�M+á�ì�M�•���œ�v�6�~�r�M���S�\�<�d�
�M�m�Z�b�¥�å�¸�Ÿ�«�º�[

�� sensor1���>�|�g�� sensor2���\�8�:�­�å�§�î�†�Q#Ý�M�•���œ�
�¥�å�¸�Ÿ�«�º  A �b  sensor1 �\  
sensor2 �_�� highsec���­�å�§�î�\�� lowsec���­�å�§�î�†�Ð�µ�Æ�å�¢�K�
�¥�å�¸�Ÿ�«�º  B �b  
sensor1 �\  sensor2 �_�� medsec���­�å�§�î�\�� lowsec���­�å�§�î�†�Ð�µ�Æ�å�¢�[�A�r�M��

– [Add]>8�­�å�§�î�†3ã�•�K�r�M��

– [Delete]>8�­�å�§�î�†�P7V�K�r�M��

– [Default Sensor]>8�­�Ÿ�×�Ü�¸�•  �¥�å�¸�Ÿ�«�º�_�¹�Ç�›�Ý�º  �­�å�§�î�†�m�~�\�Z�r�M���¥�å�¸
�Ÿ�«�º  �¥�å�Ç�•� �×�Þ�î�©�Ù�å
Æ�_  IPS �†0¿���M�•�\�A�_�­�å�§�î�¡�†�æ���K�^�8���œ�
�¥
�å�¸�Ÿ�«�º�c�¹�Ç�›�Ý�º  �­�å�§�î�†�Q#Ý�K�r�M���¥�å�¸�Ÿ�«�º�H�\�_0¿���[�A�•�¹�Ç�›�Ý�º  
�­�å�§�î�c  1 �X�b�s�[�M���­�å�§�î�†�¹�Ç�›�Ý�º�\�K�Z�æ���O�N�
�¥�å�¸�Ÿ�«�º  �¥�å�Ç�•� �×
�Þ�î�©�Ù�å�_�­�å�§�î�¡�@�µ�r�€�Z�8�^�8���œ�
�º�Û�Ç�•�µ�¡�c  AIP SSM �b�¹�Ç�›�Ý�º  �­�å
�§�î�†�Q#Ý�K�r�M��

• [Resource Assignment]>8�¥�å�¸�Ÿ�«�º�†�Ü�¯�î�«  �¡�Û�«�_�m�~�\�Z�r�M��

– [Resource Class]>8�Ü�«�º�?�}�¡�Û�«�†4E�¥�K�r�M��

– [Edit]>84E�¥�I�€�S�Ü�¯�î�«  �¡�Û�«�†)…7Ÿ�K�r�M��

– [New]>8�Ü�¯�î�«  �¡�Û�«�†3ã�•�K�r�M��

• [Config URL]>8URL �\�K�Z�¥�å�¸�Ÿ�«�º  �¥�å�Ç�•� �×�Þ�î�©�Ù�å�b���d�†�æ���K�r�M���Ü�«�º�b
�Ç�“�–�Ý  �©�«�¸�Ò  �±�–�É�†4E�¥�K�
�Ç�•�î�Ý�»�_�§�î�Â>&�Ü�Ô�î�º  �Ç�“�–�Ý  �©�«�¸�Ò�b���œ>' �

�Ã�«�
�>�|�g�Ç�“�–�Ý�¡�†
°�Š�K�r�M�� FTP �b���œ�
 URL �c���b�g�'�_�^�~�r�M��

ftp://server.example.com/configs/admin.cfg

• [Login]>8�Ü�Ô�î�º  �Ç�“�–�Ý  �©�«�¸�Ò�b�Ø�î�¨�¡�\�Ã�«�á�î�»�†0¿���K�r�M��

• [Failover Group]>8�”�¡�¸�•�È / �”�¡�¸�•�È  �Ç�™�î�Ý�œ�î�Â�î�b�Ç�™�î�Ý�œ�î�Â�î  �¢�Ý�î�É�†0¿��
�K�r�M��

• [Description]>8�¥�å�¸�Ÿ�«�º�b�œ�É�©�Ù�å�b1��Â�†0¿���K�r�M��

�Ô�î�»

���b/²�c�
�G�b�µ+��†�Q#Ý�[�A�•�Ô�î�»�†&g�K�S�v�b�[�M��
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  �­�Ÿ�×�Ü�¸�•  �¥�å�¸�Ÿ�«�º�b0¿��
Add/Edit Interface Allocation

�Ç�•�î�Ý�»

• [Interfaces]>8"@#.�–�å�±�î�Ç�™�–�«�>�|�g�§�È�–�å�±�î�Ç�™�–�«  ID �†�æ���K�r�M��

– [Physical Interface]>8�¥�å�¸�Ÿ�«�º�_�m�~�\�Z�•�|�:�_"@#.�–�å�±�î�Ç�™�–�«�†0¿���K�r�M��
�Ó�–�å  �–�å�±�î�Ç�™�–�«�†�m�~�\�Z�•���œ�
�§�È�–�å�±�î�Ç�™�–�«  ID �†'5$Ñ�_�K�r�M���§�È
�–�å�±�î�Ç�™�–�«�r�S�c�Q�b(
�V�†�æ���M�•�\�
�G�b�–�å�±�î�Ç�™�–�«�_0¿���I�€�r�M���º�Û
�å�«�Ì�”�Þ�å�º  �Ç�“�–�”�˜�›�î�Ý  �Ô�î�»�[�c�
�Ú�b�¥�å�¸�Ÿ�«�º�_�m�~�\�Z�}�€�Z�8�^�8�–
�å�±�î�Ç�™�–�«�T�E�@/²&g�I�€�r�M���Ó�–�å  �–�å�±�î�Ç�™�–�«�@�Ú�b�¥�å�¸�Ÿ�«�º�_�m�~�\
�Z�}�€�Z�8�•���œ�
�§�È�–�å�±�î�Ç�™�–�«�†4E�¥�M�•�²0[�@�6�~�r�M��

– [Sub Interface Range (Optional)]>8�§�È�–�å�±�î�Ç�™�–�«  ID �r�S�c�§�È�–�å�±�î�Ç�™�–�«  ID 
�b(
�V�†0¿���K�r�M�� 1 �X�b�§�È�–�å�±�î�Ç�™�–�«�†�æ���M�•�_�c�
�q�6�b�Ü�«�º
Æ�b  ID �†
4E�¥�K�r�M��(
�V�†�æ���M�•�_�c�
 >&�Q#Ý�•+��^���œ>' 2 �X�u�b�Ü�«�º
Æ�b�q�‹�b  ID �†4E�¥�K
�r�M���º�Û�å�«�Ì�”�Þ�å�º  �Ç�“�–�”�˜�›�î�Ý  �Ô�î�»�[�c�
�Ú�b�¥�å�¸�Ÿ�«�º�_�m�~�\�Z�}�€
�Z�8�^�8�§�È�–�å�±�î�Ç�™�–�«�T�E�@/²&g�I�€�r�M��

• [Aliased Name]>8�–�å�±�î�Ç�™�–�«  ID �b�æ�ƒ�~�_�¥�å�¸�Ÿ�«�º  �¥�å�Ç�•� �×�Þ�î�©�Ù�å�[�Q#Ý�[
�A�•�–�å�±�î�Ç�™�–�«�b�š�–�Ü�”�«�¡�†0¿���K�r�M��

– [Use Aliased Name in Context]>8�¥�å�¸�Ÿ�«�º�b�š�–�Ü�”�«�¡�†�–�¿�î�È�Ý�_�K�r�M��

– [Name]>8�š�–�Ü�”�«�¡�†0¿���K�r�M���š�–�Ü�”�«�¡�b
›8Œ�>�|�g�q�‹�c,e�Ð�_�K�r�M��6ë�b
�e�Ð�\�K�Z�Q#Ý�[�A�•�b�c�
,e�Ð�
�X�Ð�
�W)z�T�E�[�M���G�b�Ç�•�î�Ý�»�[�¡�S�b�q�‹�†,e�Ð
�r�S�c�W)z�_�K�S���œ�
�Q�b�¡�S�b�‹�_3ã�•�M�•�X�Ð�†  [Range] �Ç�•�î�Ý�»�[0¿���[�A�r�M��

– [Range]>8�š�–�Ü�”�«�¡�b�X�Í�b�§�Ç�•�µ�¡�«�†0¿���K�r�M���§�È�–�å�±�î�Ç�™�–�«�_(
�V�@
�6�•���œ�
(
�V�b�X�Ð�†
°�Š�K�Z�¡�S�b�‹�_3ã�•�[�A�r�M��

• [Show Hardware Properties in Context]>8�š�–�Ü�”�«�¡�†0¿���K�S���œ�[�v�
�¥�å�¸�Ÿ�«�º  �Ø�î�¨
�@"@#.�–�å�±�î�Ç�™�–�«�b�É�ß�Ã�¸�•�†/²&g�[�A�•�|�:�_�K�r�M��

�Ô�î�»

���b/²�c�
�G�b�µ+��†�Q#Ý�[�A�•�Ô�î�»�†&g�K�S�v�b�[�M��

�Ç�“�–�”�˜�›�î�Ý  �Ô�î�» �­�Ÿ�×�Ü�¸�•  �¥�å�¸�Ÿ�«�º

�Ý�î�¸�µ�» 3ñ4# �©�å�¢�Ý

�Ð�Ý�³

�¥�å�¸�Ÿ�«
�º �©�«�¸�Ò

• • — — •

�Ç�“�–�”�˜�›�î�Ý  �Ô�î�» �­�Ÿ�×�Ü�¸�•  �¥�å�¸�Ÿ�«�º

�Ý�î�¸�µ�» 3ñ4# �©�å�¢�Ý

�Ð�Ý�³

�¥�å�¸�Ÿ�«
�º �©�«�¸�Ò

• • — — •
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�¹�Â�–�«�b0¿���Í�\'ö#.�b0¿��

�G�G�[�c�
���b
Æ���_�X�8�Z1��Â�K�r�M��

• ��'ö#.  IP �”�»�Þ�«�� >&P.10-1>'

• ���©�«�¸�Ò�ì�I�� >&P.10-2>'

• ��9×�Ø�^�¹�Â�–�«'ö#.�µ+��b0¿���� >&P.10-5>'

• �� System Image/Configuration��>&P.10-6>'

• �� Device Name/Password��>&P.10-12>'

• �� System Software��>&P.10-14>'

'ö#.  IP �”�»�Þ�«
[Management IP] �Ì�–�å�[�c�
�­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�b'ö#.  IP �”�»�Þ�«�r�S�c�º�Û�å�«�Ì�”�Þ
�å�º  �Ç�“�–�”�˜�›�î�Ý  �Ô�î�»�b�¥�å�¸�Ÿ�«�º�b'ö#.  IP �”�»�Þ�«�†0¿���[�A�r�M�� �º�Û�å�«�Ì�”�Þ�å�º  
�Ç�“�–�”�˜�›�î�Ý�c�
 IP �Ý�î�¸�•�å�¢�_�g�•�K�r�O�‡���­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�[�²0[�\�I�€�•
�O�M�b IP �¥�å�Ç�•� �×�Þ�î�©�Ù�å�c�
'ö#.  IP �”�»�Þ�«�[�M���[�¥�\�K�Z�
 Management 0/0 'ö#.�S#Ý
�–�å�±�î�Ç�™�–�«�_  IP �”�»�Þ�«�†0¿���[�A�r�M�@�
�º�Û�Ç�•�µ�¡�c�G�b�–�å�±�î�Ç�™�–�«�†3û4#�[�A
�r�O�‡�� Management 0/0 �b  IP �”�»�Þ�«�b0¿���_�X�8�Z�c�
 ���–�å�±�î�Ç�™�–�«�b0¿���� �b'v�†�g!·�K
�Z�C�T�I�8��

�G�b�”�»�Þ�«�@�²0[�_�^�•�b�c�
�­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�@�©�«�¸�Ò  �Ó�µ�­�î�ª�x  AAA �§�î�Â
�\�b3û�™�^�]�­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�[$Î�™�I�€�•�º�Û�Ç�•�µ�¡�b3æ�™
–�”�»�Þ�«�\�K�Z�G�b�”
�»�Þ�«�†�Q#Ý�M�•�S�u�[�M���G�b�”�»�Þ�«�c�
�Ü�Ô�î�º'ö#.�”�¡�­�«�_�v�Q#Ý�[�A�r�M��

�Ç�•�î�Ý�»

• [Management IP Address]>8'ö#.  IP �”�»�Þ�«�†0¿���K�r�M��

• [Subnet Mask]>8�§�È�¿�µ�º  �Ð�«�¡�†0¿���K�r�M��

�Ô�î�»

���b/²�c�
�G�b�µ+��†�Q#Ý�[�A�•�Ô�î�»�†&g�K�S�v�b�[�M��
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'¨  10 'v       �¹�Â�–�«�b0¿���Í�\'ö#.�b0¿��
  �©�«�¸�Ò�ì�I
�©�«�¸�Ò�ì�I
�©�«�¸�Ò�b�¥�Ü�r�S�c�ì�I�†�m�·�[0¿���M�•�?�
�­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�@  NTP �§�î�Â�†�Q#Ý�K
�Z�©�«�¸�Ò�b�¥�Ü�\�ì�I�†�·$×�_0¿���M�•�|�:�_�[�A�r�M��

0ò(ý�_�X�8�Z�c�
���b�º�Æ�µ�¡�†�g!·�K�Z�C�T�I�8��

• �� Clock��>&P.10-2>'

• �� NTP��>&P.10-3>'

Clock

[Clock] �Ì�–�å�[�c�
�­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�b�¥�Ü�\�ì�I�†�m�·�[0¿���[�A�r�M���ì�I�c  
[ASDM] �Ó�–�å  �Ì�–�å�b�W4Š�_�6�•�«�¸�î�±�«�Â�î�_/²&g�I�€�r�M��

�Ð�Ý�³  �¥�å�¸�Ÿ�«�º  �Ô�î�»�[�c�
�ì�I�c�©�«�¸�Ò  �¥�å�Ç�•� �×�Þ�î�©�Ù�å�_�P�K�Z�T�E0¿���[�A�r
�M��

NTP �§�î�Â�†�Q#Ý�K�Z�ì�I�†�·$×�_0¿���M�•���œ�_�X�8�Z�c�
 [NTP] �Ì�–�å�†&�1��K�Z�C�T�I�8��
[Clock] �Ì�–�å�[�m�·0¿���K�S�ì�I�c�
 NTP �§�î�Â�?�}�v�“�K�S�ì�I�_�|�W�Z�V�i�A�I�€�r�M��

�Ç�•�î�Ý�»

• [Time Zone]>84:�)�^�ì�j�†  GMT �_�•�<�S>&�r�S�c  GMT �?�}�j�K�,�8�S>'�ì6ë�•�†0¿���K�r�M��
[Eastern Time]�
 [Central Time]�
 [Mountain Time]�
�r�S�c  [Pacific Time] �°�î�å�†4E�¥�M�•�\�

���b�ì6ë�•�[�
�ì6ë�@+¬�·$×�_�Ÿ�ì6ë�_1*�Z�I�€�r�M�� 3 �v�b'¨�§�¥�Y�¥�b���S  2 �ì>| 11 �v�b'¨
�M�¥�Y�¥�b���S  2 �ì��

>&�@>' �­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�b�ì6ë�•�†�š�f�M�•�\�
�–�å�¸�Ü�ª�™�å�º  SSM �\�b�K)F�@
�»�ß�µ�É�I�€�•���œ�@�6�~�r�M��

• [Date]>8�¥�Ü�†0¿���K�r�M�� [Date] �»�ß�µ�É�²�˜�å  �Ü�«�º�†�¡�Ü�µ�¡�K�Z�•�Þ�å�²�î�†/²&g�K�r
�M��)F�8�Z�
���b�‰�2�†�Q#Ý�K�Z�G�K�8�¥�Ü�_&ã�·�K�r�M��

– �v�b�¡�S�†�¡�Ü�µ�¡�K�Z�
�v�b�Ü�«�º�†/²&g�K�r�M��0¿���M�•�v�†�¡�Ü�µ�¡�K�r�M���•�Þ�å
�²�î�@�Q�b�v�_�š�ƒ�~�r�M��

– �º�†�¡�Ü�µ�¡�K�Z�º�†�š�f�K�r�M���V%®�3�\�W%®�3�†�Q#Ý�K�Z0
�X�º�†�«�¡�ß�î�Ý�M�•�G�\
�v�

°�Š�Ç�•�î�Ý�»�_�º�†
°�Š�M�•�G�\�v�[�A�r�M��

– �º�v/²&g�b�e�‘�_�6�•%®�3�†�¡�Ü�µ�¡�M�•�\�
�•�Þ�å�²�î�@�M�Ø�_  1 �?�v�N�X�S�‹�_�«�¡�ß�î
�Ý�K�r�M��

– �•�Þ�å�²�î�b�¥�_�U�†�¡�Ü�µ�¡�K�Z�¥�†0¿���K�r�M��

• [Time]>8�ì�I�†  24 �ì6ë�D�[0¿���K�r�M��

�Ç�“�–�”�˜�›�î�Ý  �Ô�î�» �­�Ÿ�×�Ü�¸�•  �¥�å�¸�Ÿ�«�º

�Ý�î�¸�µ�» 3ñ4# �©�å�¢�Ý

�Ð�Ý�³

�¥�å�¸�Ÿ�«
�º �©�«�¸�Ò
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'¨  10 'v       �¹�Â�–�«�b0¿���Í�\'ö#.�b0¿��
  �©�«�¸�Ò�ì�I
– [hh]�
 [mm]�
 [ss] �b�›�Î�µ�¡�«>8�ì�
�(�
&Ê�†0¿���K�r�M��

• [Update Display Time]>8[ASDM] �Ì�–�å�b�‘�W�b/²&g�ì�I�@�f�‚�I�€�r�M��#'�~�ì�I�c  10 &Ê�H�\
�_+¬�·�f�‚�I�€�r�M��

�Ô�î�»

���b/²�c�
�G�b�µ+��†�Q#Ý�[�A�•�Ô�î�»�†&g�K�S�v�b�[�M��

NTP

[NTP] �Ì�–�å�[�c�
�­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�[�ì�I�†�·$×�_0¿���M�•�|�:�_  NTP �§�î�Â�†��*O�[
�A�r�M���ì�I�c  [ASDM] �Ó�–�å  �Ì�–�å�b�W4Š�_�6�•�«�¸�î�±�«�Â�î�_/²&g�I�€�r�M��

[Clock] �Ì�–�å�[�m�·0¿���K�S�ì�I�c�M�m�Z�
 NTP �§�î�Â�?�}�v�“�K�S�ì�I�_�|�W�Z�V�i�A�I�€�r�M��

NTP �†�<#Ý�K�Z7u�™$×�^�§�î�Â  �©�«�¸�Ò�†��#'�K�
�¿�µ�º�á�î�¡  �©�«�¸�Ò6ë�b�ì�I�†�G&��_� �‡�K�r
�M���G�b�|�:�^(­�Ø�c�
 CRL �b�è0É�^�]�G&��^�±�–�Ò  �«�±�å�É�†�µ�t���œ�^�]�
�ì�I�@5�0[�^�ï�8�[
�²0[�_�^�~�r�M��0
�X�b  NTP �§�î�Â�†0¿���[�A�r�M���­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�c�M$��W�b7u�™�?
�}�§�î�Â�†4E�¥�K�
�¹�î�±�™8—�Ø�b�{�Ø�_�K�r�M��

�Ç�•�î�Ý�»

• [NTP Server List]>8��*O�I�€�Z�8�•  NTP �§�î�Â�†&g�K�r�M��

– [IP Address]>8NTP �§�î�Â�b  IP �”�»�Þ�«�†&g�K�r�M��

– [Interface]>8NTP �Ã�£�µ�º�b$Î�™�–�å�±�î�Ç�™�–�«�†�æ���K�r�M>&0¿���I�€�Z�8�•���œ>' ���©
�«�¸�Ò�_�–�å�±�î�Ç�™�–�«�@�^�8���œ�
'ö#.�¥�å�¸�Ÿ�«�º  �–�å�±�î�Ç�™�–�«�@�Q#Ý�I�€�r�M��
�–�å�±�î�Ç�™�–�«�@'5$Ñ�b���œ�
�­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�@�Q#Ý�M�•�¹�Ç�›�Ý�º�b'ö#.
�¥�å�¸�Ÿ�«�º  �–�å�±�î�Ç�™�–�«�c�
�Ý�î�¸�•�å�¢  �¸�î�È�Ý�_�|�W�Z�ô�r�~�r�M��

– [Preferred?]>8�G�b NTP �§�î�Â�@
ƒ
›�§�î�Â�?�]�:�?�†  [Yes] �r�S�c  [No] �[&g�K�r�M�� NTP 
�[�c�
�]�b�§�î�Â�b(­�Ø�@�q�v9×�8�?�†�8�•�M�•�S�u�b�”�Ý�¦�Ü�¬�Ò�†�Q#Ý�K�
�Q�b�§�î�Â�_
� �‡�K�r�M��(­�Ø�@� �L&ì�Ø�[�6�€�d�

ƒ
›�§�î�Â�†�Q#Ý�K�r�M���S�T�K�

ƒ
›�§�î�Â�|�~�v
(­�Ø�@�±�œ�_9×�8�§�î�Â�@�6�•���œ�
�­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«  �[�c�
(­�Ø�b9×�8�Q�b
�§�î�Â�†�Q#Ý�K�r�M���S�\�<�d�
�­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�c�|�~(­�Ø�b9×�8�§�î�Â�†�Q
#Ý�K�

ƒ
›�§�î�Â�b(­�Ø�@�*�E�€�d�Q#Ý�K�r�O�‡��

– [Key Number]>81�0É�Ÿ�î�b  ID $��•�†&g�K�r�M��

– [Trusted Key?]>8�Ÿ�î�@ trusted key �?�]�:�?�†  [Yes] �r�S�c  [No] �[&g�K�r�M�� trusted key �T
�E�@1�0É�I�€�r�M��

• [Enable NTP Authentication]>8�M�m�Z�b�§�î�Â�b1�0É�†�–�¿�î�È�Ý�_�K�r�M��

• [Add]>8NTP �§�î�Â�†3ã�•�K�r�M��

• [Edit]>8NTP �§�î�Â�†)…7Ÿ�K�r�M��

• [Delete]>8NTP �§�î�Â�†�P7V�K�r�M��

�Ç�“�–�”�˜�›�î�Ý  �Ô�î�» �­�Ÿ�×�Ü�¸�•  �¥�å�¸�Ÿ�«�º

�Ý�î�¸�µ�» 3ñ4# �©�å�¢�Ý

�Ð�Ý�³

�¥�å�¸�Ÿ�«
�º �©�«�¸�Ò
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  �©�«�¸�Ò�ì�I
�Ô�î�»

���b/²�c�
�G�b�µ+��†�Q#Ý�[�A�•�Ô�î�»�†&g�K�S�v�b�[�M��

Add/Edit NTP Server Configuration

[Add/Edit NTP Server Configuration] �²�–�”�ß�¢�Î�µ�¡�«�[�c�
 NTP �§�î�Â�†3ã�•�r�S�c)…7Ÿ�[�A�r
�M��

�Ç�•�î�Ý�»
• [IP Address]>8NTP �§�î�Â�b  IP �”�»�Þ�«�†0¿���K�r�M��

• [Preferred]>8�G�b�§�î�Â�†
ƒ
›�§�î�Â�_0¿���K�r�M��   NTP �[�c�
�]�b�§�î�Â�b(­�Ø�@�q�v9×�8�?�†
�8�•�M�•�S�u�b�”�Ý�¦�Ü�¬�Ò�†�Q#Ý�K�
�Q�b�§�î�Â�_� �‡�K�r�M��(­�Ø�@� �L&ì�Ø�[�6�€�d�

ƒ
›
�§�î�Â�†�Q#Ý�K�r�M���S�T�K�

ƒ
›�§�î�Â�|�~�v(­�Ø�@�±�œ�_9×�8�§�î�Â�@�6�•���œ�
�­�Ÿ�×�Ü
�¸�•  �”�É�Û�–�”�å�«  �[�c�
(­�Ø�b9×�8�Q�b�§�î�Â�†�Q#Ý�K�r�M���S�\�<�d�
�­�Ÿ�×�Ü�¸�•  �”�É�Û
�–�”�å�«�c�|�~(­�Ø�b9×�8�§�î�Â�†�Q#Ý�K�

ƒ
›�§�î�Â�b(­�Ø�@�*�E�€�d�Q#Ý�K�r�O�‡��

• [Interface]>8�Ý�î�¸�•�å�¢  �¸�î�È�Ý�_�‘�W�Z�¹�Ç�›�Ý�º  �–�å�±�î�Ç�™�–�«�†!“� �_�M�•���œ�c�

NTP �Ã�£�µ�º�b$Î�™�–�å�±�î�Ç�™�–�«�†0¿���K�r�M���©�«�¸�Ò�_�–�å�±�î�Ç�™�–�«�@�^�8���œ�

'ö#.�¥�å�¸�Ÿ�«�º  �–�å�±�î�Ç�™�–�«�@�Q#Ý�I�€�r�M��'ö#.�¥�å�¸�Ÿ�«�º>&�Q#Ý�[�A�•�–�å�±�î
�Ç�™�–�«>'�†�š�f�M�•���œ�c�
�ó���ö�b�S�u�_  None>&�¹�Ç�›�Ý�º  �–�å�±�î�Ç�™�–�«>'�†4E�¥�K�Z
�C�T�I�8��

• [Authentication Key]>8NTP �§�î�Â�\�b3û�™�_  MD5 1�0É�†�Q#Ý�M�•���œ�c�
1�0É�Ÿ�î�b�“�ö�†0¿
���K�r�M��

– [Key Number]>81�0É�Ÿ�î�b�Ÿ�î  ID �†0¿���K�r�M�� NTP �§�î�Â�b�Ã�£�µ�º�v�
�–�_�G�b�Ÿ�î  
ID �†�Q#Ý�M�•�²0[�@�6�~�r�M���è�S�_�9�b�§�î�Â�_�P�K�Z�Ÿ�î  ID �†0¿���K�S���œ�c�
�Q�b
�Ÿ�î  ID �†�Ü�«�º�?�}4E�¥�[�A�r�M���Q�€�è�¥�b���œ�c�
 1 >|  4294967295 �b�X�Ð�†
°�Š�K�r
�M��

– [Trusted]>8�G�b�Ÿ�î�†  trusted key �\�K�Z0¿���K�r�M���G�b�³�™�µ�¡�Î�µ�¡�«�†�œ�å�_�K�^�8
�\�
1�0É�I�€�r�O�‡��

– [Key Value]>81�0É�Ÿ�î�†  32 �e�Ð�è
Æ�[0¿���K�r�M��

– [Reenter Key Value]>8�G�K�8�Ÿ�î�[�6�•�G�\�†&�1��M�•�S�u�
�Ÿ�î�†
Ì�Ø
°�Š�K�r�M��

�Ô�î�»

���b/²�c�
�G�b�µ+��†�Q#Ý�[�A�•�Ô�î�»�†&g�K�S�v�b�[�M��

�Ç�“�–�”�˜�›�î�Ý  �Ô�î�» �­�Ÿ�×�Ü�¸�•  �¥�å�¸�Ÿ�«�º

�Ý�î�¸�µ�» 3ñ4# �©�å�¢�Ý

�Ð�Ý�³

�¥�å�¸�Ÿ�«
�º �©�«�¸�Ò

• • • — •

�Ç�“�–�”�˜�›�î�Ý  �Ô�î�» �­�Ÿ�×�Ü�¸�•  �¥�å�¸�Ÿ�«�º

�Ý�î�¸�µ�» 3ñ4# �©�å�¢�Ý

�Ð�Ý�³

�¥�å�¸�Ÿ�«
�º �©�«�¸�Ò
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  9×�Ø�^�¹�Â�–�«'ö#.�µ+��b0¿��
9×�Ø�^�¹�Â�–�«'ö#.�µ+��b0¿��
���b�›8o�[�c�
 [Advanced] �Ó�½�×�î�b8o% �†0¿���M�•�‰�2�_�X�8�Z1��Â�K�r�M��

HTTP �Ü�²�–�Þ�¡�º�b0¿��

HTTP Redirect �¸�î�È�Ý�_�c�
�­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�b�›�–�å�±�î�Ç�™�–�«�
�Q�b�–�å�±�î
�Ç�™�–�«�@ HTTP �K)F�†  HTTPS �_�Ü�²�–�Þ�¡�º�M�•�|�:�_0¿���I�€�Z�8�•�?�]�:�?�
�>�|�g�K)F�b�Ü
�²�–�Þ�¡�º�_�Q#Ý�M�•�Ï�î�º$��•�@/²&g�I�€�r�M��

>&�@>' HTTP �†�Ü�²�–�Þ�¡�º�M�•�_�c�
�–�å�±�î�Ç�™�–�«�_  HTTP �†0Á�•�M�•�”�¡�­�«  �Ü�«�º�@�²0[�[�M��
�Q�:�[�^�8�\�
�–�å�±�î�Ç�™�–�«�c  HTTP �Ï�î�º�†�Ü�µ�«�å�[�A�r�O�‡��

�–�å�±�î�Ç�™�–�«�b  HTTP �Ü�²�–�Þ�¡�º0¿���r�S�c  HTTP �K)F�b�Ü�²�–�Þ�¡�º�_�Q#Ý�M�•�Ï�î�º�†�š
�f�M�•�_�c�
�¸�î�È�Ý�[�–�å�±�î�Ç�™�–�«�†4E�¥�K�
 [Edit] �†�¡�Ü�µ�¡�K�r�M���–�å�±�î�Ç�™�–�«�†�²
�È�Ý�¡�Ü�µ�¡�M�•�G�\�v�[�A�r�M�� [Edit HTTP/HTTPS Settings] �²�–�”�ß�¢�Î�µ�¡�«�@/²&g�I�€�r�M��

[Edit HTTP/HTTPS] �Ì�–�å�b�Ç�•�î�Ý�»

[Edit HTTP/HTTPS Settings] �²�–�”�ß�¢�Î�µ�¡�«�_�c�
���b�Ç�•�î�Ý�»�@/²&g�I�€�r�M��

• [Interface]>8�­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�@  HTTP 0[�Ó�†  HTTPS �_�Ü�²�–�Þ�¡�º�M�•>&�r�S�c�K
�^�8>'�–�å�±�î�Ç�™�–�«�†&g�K�r�M��

• [Redirect HTTP to HTTPS]>8HTTP 0[�Ó�†  HTTPS �_�Ü�²�–�Þ�¡�º�M�•�_�c�œ�å�_�K�
�Ü�²�–�Þ�¡
�º�K�^�8���œ�c�œ�Ç�_�K�r�M��

• [HTTP Port]>8�–�å�±�î�Ç�™�–�«�@  HTTP �K)F�b�Ü�²�–�Þ�¡�º�_�Q#Ý�M�•�Ï�î�º�†�æ���K�r�M���¹
�Ç�›�Ý�º�[�c�
�–�å�±�î�Ç�™�–�«�c�Ï�î�º  80 �†�Ü�µ�«�å�K�r�M��

�Ô�î�»

���b/²�c�
�G�b�µ+��†�Q#Ý�[�A�•�Ô�î�»�†&g�K�S�v�b�[�M��

Configuring Maximum SSL VPN Sessions

�G�b#ì8��[�c�
 SSL VPN �­�µ�©�Ù�å�b�q�±�X�†0¿���[�A�r�M��

�Ç�•�î�Ý�»

[Maximum Sessions]>80Á�•�M�•�¡�Û�–�”�å�º�Þ�«  SSL VPN �­�µ�©�Ù�å�b�q�±�X�†
°�Š�K�r�M�� ASA 
�Ô�¹�Ý�@$��^�€�d�
�§�Ï�î�º�I�€�•�¡�Û�–�”�å�º�Þ�«  SSL VPN �­�µ�©�Ù�å�X�v$��^�•�G�\�_�@�–�K�Z
�C�T�I�8�� ASA 5510 �c�q�±  250�
 ASA 5520 �c�   750�
 ASA 5540 �c�   2500�
 ASA 5550 �c�   5000 
�[�M��

�Ç�“�–�”�˜�›�î�Ý  �Ô�î�» �­�Ÿ�×�Ü�¸�•  �¥�å�¸�Ÿ�«�º

�Ý�î�¸�µ�» 3ñ4# �©�å�¢�Ý

�Ð�Ý�³

�¥�å�¸�Ÿ�«
�º �©�«�¸�Ò

• — • — —
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�Ô�î�»

���b/²�c�
�G�b�µ+��†�Q#Ý�[�A�•�Ô�î�»�†&g�K�S�v�b�[�M��

History Metrics

[History Metrics] �Ì�–�å�[�c�
�I�r�J�r�^)+0£�_���b�š�T�†�–�Ñ�M�•�|�:�_4:�Â�º�­�Ÿ�×�Ü�¸�•  �”�É
�Û�–�”�å�«�†0¿���K�
 ASDM �†�Q#Ý�K�Z�¢�Û�Ç�x�¸�î�È�Ý�[/²&g�[�A�r�M���š�T�Ó�º�Ü�µ�¡�†�–�¿�î
�È�Ý�_�K�^�8���œ�
%�0i�[�A�•�b�c�Ü�”�Ý�±�–�Ò�b)+0£�_���T�E�[�M���š�T�Ó�º�Ü�µ�¡�†�–�¿�î�È�Ý�_
�M�•�\�
%$�S�b  10 �(6ë�
 60 �(6ë�
 12 �ì6ë�
 5 �¥6ë�b)+0£�¢�Û�Ç�†/²&g�[�A�r�M��

�š�T�Ó�º�Ü�µ�¡�†0¿���M�•�_�c�
���b�m8p�†��/œ�K�r�M��

�«�¸�µ�É 1 [Configuration] > [Device Management] > [Advanced] > [History Metrics] �†4E�¥�K�r�M��

[History Metrics] �Ì�–�å�@/²&g�I�€�r�M��

�«�¸�µ�É 2 [ASDM History Metrics] �³�™�µ�¡�Î�µ�¡�«�†�œ�å�_�K�Z�š�T�Ó�º�Ü�µ�¡�†�–�¿�î�È�Ý�_�K�
 [Apply]  �†
�¡�Ü�µ�¡�K�r�M��

�Ô�î�»

���b/²�c�
�G�b�µ+��†�Q#Ý�[�A�•�Ô�î�»�†&g�K�S�v�b�[�M��

System Image/Configuration
�G�G�[�c�
���b
Æ���_�X�8�Z1��Â�K�r�M��

• �� Activation Key��>&P.10-7>'

• �� Auto Update��>&P.10-7>'

• �� Boot Image/Configuration��>&P.10-11>'

�Ç�“�–�”�˜�›�î�Ý  �Ô�î�» �­�Ÿ�×�Ü�¸�•  �¥�å�¸�Ÿ�«�º

�Ý�î�¸�µ�» 3ñ4# �©�å�¢�Ý

�Ð�Ý�³

�¥�å�¸�Ÿ�«
�º �©�«�¸�Ò

• — • — —

�Ç�“�–�”�˜�›�î�Ý  �Ô�î�» �­�Ÿ�×�Ü�¸�•  �¥�å�¸�Ÿ�«�º

�Ý�î�¸�µ�» 3ñ4# �©�å�¢�Ý

�Ð�Ý�³

�¥�å�¸�Ÿ�«
�º �©�«�¸�Ò

• • • • —
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Activation Key

[Activation Key] �Ì�–�å�[�c�
�¹�Â�–�«�b�©�Ü�”�Ý$��•�\�
��/œ�¥�å�Ç�•� �×�Þ�î�©�Ù�å�\�Ç�Û�µ�©�×  
�Ó�Ô�Ü�_�6�•�”�¡�¸�•�Ë�î�©�Ù�å  �Ÿ�î�†/²&g�[�A�r�M���G�b�Ì�–�å�[�”�¡�¸�•�Ë�î�©�Ù�å  �Ÿ�î�†�f�‚
�M�•�G�\�v�[�A�r�M��

�”�¡�¸�•�Ë�î�©�Ù�å  �Ÿ�î�†�f�‚�M�•�_�c�
���b�m8p�†��/œ�K�r�M��

�«�¸�µ�É 1 [Configuration] > [Device Management] > [System Image/Configuration] > [Activation Key] �_&ã�·�K
�r�M��

�«�¸�µ�É 2 [New Activation Key] �Ç�•�î�Ý�»�_�‚�K�8�”�¡�¸�•�Ë�î�©�Ù�å  �Ÿ�î�†
°�Š�K�r�M���”�¡�¸�•�Ë�î�©�Ù
�å  �Ÿ�î�c�
 4 �X�r�S�c  5 �X�b  16 4
�X�e�Ð�4�b0[(ò�[�S�B�I�€�
�›0[(ò�b6ë�_  1 �X�b�«�Ì�î�«�@�6�~�r
�M���S�\�<�d�
���b�|�:�_�^�~�r�M��

0x00000000 0x00000000 0x00000000 0x00000000


›8Œ�b 0x �æ���Ê�c�õ�–�[�M���M�m�Z�b�Í�@  16 4
�X�\0b�^�I�€�r�M���Ÿ�î�c�¥�å�Ç�•� �×�Þ�î�©�Ù�å  
�Ç�“�–�Ý�_�–�Ñ�I�€�N�
  �©�Ü�”�Ý$��•�_6õ4��Ü�E�}�€�r�M��

�«�¸�µ�É 3 [Update Activation Key] �†�¡�Ü�µ�¡�K�r�M��

Auto Update

[Auto Update] �Ì�–�å�[�c�
�­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�†�
 Auto Update �Ù�]�†�§�Ï�î�º�M�•�§�î�Â
�_�|�W�Z�Ü�Ô�î�º�['ö#.�I�€�•�|�:�_0¿���[�A�r�M�� Auto Update �†�<#Ý�M�•�\�
�­�Ÿ�×�Ü�¸�•  �”�É�Û
�–�”�å�«�_�¥�å�Ç�•� �×�Þ�î�©�Ù�å�b�š�f�†4:#Ý�K�S�~�
7³�€�S���d�?�}�¯�Ç�º�˜�™�”  �”�µ�É�¹�î�º
�†�v�“�K�S�~�[�A�r�M��

Auto Update �c�
�­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�b'ö#.*…�@%$8��M�•�I�r�J�r�^1"8Ÿ�†0Ž�ô�[�A�•�}�<�^
�µ+��[�M��

• �²�–�¼�Ñ�µ�¡  �”�»�Þ�µ�©�å�¢�>�|�g  NAT �_6õ�M�•�e8Ÿ!l�†0Ž�ô�K�r�M��

• �ö�•�”�¡�©�Ù�å�b�¥�å�Ç�•� �×�Þ�î�©�Ù�å�š�f�†&����_�o�Î�K�r�M��

• �™8—�Ø�b9×�8�‰�'�[�¯�Ç�º�˜�™�”�†�f�‚�K�r�M��

• ���(�_��)¼�b�6�•�‰�'�†�Â#Ý�K�
9×�8�Ñ�G�ö�@�6�~�r�M��

• �œ�î�É�å  �–�å�±�î�Ç�™�–�«�[�
�A�ƒ�u�Z9×�86ä$Î+¬#ä�Ø�@�6�~�r�M��

• �§�î�Å�«  �É�ß�Â�–�²�î#”�C�b�­�Ÿ�×�Ü�¸�•  �¯�Ü�×�î�©�Ù�å�_���Æ�_�P�Â�[�A�r�M��

• 9×�8�™8—�ö�\1Ï�)�^�­�Ÿ�×�Ü�¸�•'ö#.�µ+��†�
�I�r�J�r�^0����_�|�~�œ�È�C�§�Ï�î�º�K�r�M��

Auto Update �b�+0[

Auto Update �Ù�]�c�
�p�¸�
�r�S�c0
�X�b���d�?�}�
�Ü�Ô�î�º'ö#.�”�É�Ü�£�î�©�Ù�å�_�|�~�­�Ÿ�×�Ü
�¸�•  �”�É�Û�–�”�å�«�b�¥�å�Ç�•� �×�Þ�î�©�Ù�å�x�¯�Ç�º�˜�™�”  �–�Ó�î�ª�†�²�˜�å�ß�î�»�K�S�~�
�ö�•
$×�^%�0i�µ+��†��/œ�K�S�~�M�•���œ�_�²0[�^�–�å�Ç�Û�«�º�Û�¡�³�Õ�[�M��

Auto Update �Ù�]�_�‘�:�G�\�[�
 Auto Update �§�î�Â�c�­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�_�¥�å�Ç�•� �×
�Þ�î�©�Ù�å�_���†�É�µ�©�×�K�S�~�
0[�Ó�†3æ�™�K�Z�_���†�v�“�K�S�~�[�A�r�M���r�S�
�­�Ÿ�×�Ü�¸�•  
�”�É�Û�–�”�å�«�?�}  Auto Update �§�î�Â�l���‡$×�_�Ï�î�Ü�å�¢�I�O�
�q�‚�b�¥�å�Ç�•� �×�Þ�î�©�Ù�å�_
���†3æ�•�G�\�v�[�A�r�M���r�S�
 Auto Update �§�î�Â�c�8�X�[�v�­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�_�¥�Ð�å
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�»�†3æ�™�K�
�S�T�U�_�Ï�î�Ü�å�¢0[�Ó�†3æ�™�I�O�•�G�\�v�[�A�r�M�� Auto Update �§�î�Â�\�­�Ÿ�×�Ü
�¸�•  �”�É�Û�–�”�å�«�b3û�™�[�c�
3û�™�Ã�«�\�ß�î�•�Ý  CLI �¥�å�Ç�•� �×�Þ�î�©�Ù�å�†�M�m�Z�b�­�Ÿ�×
�Ü�¸�•  �”�É�Û�–�”�å�«�_0¿���M�•�²0[�@�6�~�r�M��

�­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�b  Auto Update �µ+��c�
�©�«�¥�b�­�Ÿ�×�Ü�¸�•0����\�G#Ý�[�A�r�M�@�

�§�î�»  �Ã�î�¸�•0����[�­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�†'ö#.�M�•�G�\�v�[�A�r�M��

"I0°�¦8o

• �­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�b�¥�å�Ç�•� �×�Þ�î�©�Ù�å�@  Auto Update �[�f�‚�I�€�Z�v�
 ASDM 
�_�c3û%±�I�€�r�O�‡�� [Refresh] �r�S�c  [File] > [Refresh ASDM with the Running Configuration on 
the Device] �†4E�¥�K�Z�
�q�‚�b�¥�å�Ç�•� �×�Þ�î�©�Ù�å�†�v�“�M�•�²0[�@�6�~�r�M���r�S�

ASDM �[�¥�å�Ç�•� �×�Þ�î�©�Ù�å�_�•�<�S�š�f�c�»�ƒ�€�r�M��

• Auto Update �§�î�Â�\�b3û�™�É�ß�º�¥�Ý�\�K�Z  HTTPS �†4E�¥�M�•�\�
�­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å
�«�c  SSL �†�Q#Ý�K�r�M���Q�b���œ�
�­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�_  DES �r�S�c  3DES �b�Û�–�­�å
�«�@�²0[�[�M��

�Ç�•�î�Ý�»

[Auto Update] �Ì�–�å�_�c�
 [Auto Update Servers] �¸�î�È�Ý�b�Ú�_  [Timeout] �š�Ü�”�\  [Polling] �š�Ü
�”�@�6�~�r�M��

[Auto Update Servers] �¸�î�È�Ý�[�
 Auto Update �§�î�Â�_�M�[�_0¿���I�€�Z�8�•�Ã�Û�Ó�î�±�†&�1��[�A
�r�M���­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�c�
�¸�î�È�Ý�b�M$��V�_�6�•�§�î�Â�†�q�6�_�Ï�î�Ü�å�¢�K�r�M��
�¸�î�È�Ý�b�§�î�Â/²&g8p�Î�†�š�f�M�•�_�c�
 [Move Up] �r�S�c  [Move Down] �Î�±�å�†�¡�Ü�µ�¡�K�r
�M�� [Auto Update Servers] �¸�î�È�Ý�_�c���b�•�Û�Ò�@�6�~�r�M��

• [Server]>8Auto Update �§�î�Â�b�¡�S�r�S�c  IP �”�»�Þ�«��

• [User Name]>8Auto Update �§�î�Â�b�”�¡�­�«�ì�_�Q#Ý�I�€�•�Ø�î�¨�¡��

• [Interface]>8Auto Update �§�î�Â�l�b0[�Ó3æ�™�ì�_�Q#Ý�I�€�•�–�å�±�î�Ç�™�–�«��

• [Verify Certificate]>8Auto Update �§�î�Â�@3É�K�S0É�Â�i�†�
�­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�[1�0É
�•>&CA>'�b�Ý�î�º0É�Â�i�\!·�œ�K�Z&�1��M�•�?�]�:�?�†�æ���K�r�M���Q�b���œ�
 Auto Update 
�§�î�Â�\�­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�c�
� �L  CA �†�Q#Ý�M�•�²0[�@�6�~�r�M��

[Auto Update Server] �¸�î�È�Ý�b/œ�b�8�N�€�?�†�²�È�Ý�¡�Ü�µ�¡�M�•�\�
 [Edit Auto Update Server] �²
�–�”�ß�¢�Î�µ�¡�«�@6ä�A�
 Auto Update �§�î�Â�b�Ã�Û�Ó�î�±�†�š�f�[�A�r�M���G�G�[/œ�W�S�š�f�c�S�T
�U�_�¸�î�È�Ý�_�o�Î�I�€�r�M�@�
�¥�å�Ç�•� �×�Þ�î�©�Ù�å�_�–�Ñ�M�•�_�c  [Apply] �†�¡�Ü�µ�¡�M�•�²0[
�@�6�~�r�M��

[Timeout] �š�Ü�”�[�c�
�­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�@  Auto Update �§�î�Â�b�±�–�Ò�”�˜�º�†�…�X�ì6ë
�†0¿���[�A�r�M�� [Timeout] �š�Ü�”�_�c���b�Ç�•�î�Ý�»�@�6�~�r�M��

• [Enable Timeout Period]>8�­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�@  Auto Update �§�î�Â�?�}�Â'Å�†�w�™�K�^
�?�W�S���œ�_�±�–�Ò�”�˜�º�M�•�_�c�
�œ�å�_�K�r�M��

• [Timeout Period (Minutes)]>8Auto Update �§�î�Â�?�}�Â'Å�@�^�?�W�S���œ�b�­�Ÿ�×�Ü�¸�•  �”�É�Û
�–�”�å�«�b�±�–�Ò�”�˜�º�ì6ë>&�(�"�)>'�†�æ���K�r�M��

[Polling] �š�Ü�”�[�
�­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�?�}  Auto Update �§�î�Â�b�_���†�Ï�î�Ü�å�¢�M�•8–
�Ø�†0¿���[�A�r�M�� [Polling] �š�Ü�”�_�c���b�Ç�•�î�Ý�»�@�6�~�r�M��

• [Polling Period (minutes)]>8�­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�?�}  Auto Update �§�î�Â�_�‚�K�8�_���†
�Ï�î�Ü�å�¢�M�•�\�A�b�…�U�ì6ë>&�(�"�)>' ��

• [Poll on Specified Days]>8�Ï�î�Ü�å�¢�b�«�£�ª�×�î�Ý�†�æ���K�r�M��

• [Set Polling Schedule]>8[Set Polling Schedule] �²�–�”�ß�¢�Î�µ�¡�«�@/²&g�I�€�
 Auto Update �§�î
�Â�†�Ï�î�Ü�å�¢�M�•�¥�Ü�\�ì�I�†0¿���[�A�r�M��
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• [Retry Period (minutes)]>8�§�î�Â�b�Ï�î�Ü�å�¢�_�»�K�K�S���œ�
�­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�?�}  
Auto Update �§�î�Â�_�‚�K�8�_���†�Ï�î�Ü�å�¢�M�•�r�[�b�…�U�ì6ë>&�(�"�)>' ��

• [Retry Count]>8�­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�?�}  Auto Update �§�î�Â�_�‚�K�8�_���†�Ï�î�Ü�å�¢
�M�•�\�A�b
Ì0è/œ�G�X��

�Ô�î�»

���b/²�c�
�G�b�µ+��†�Q#Ý�[�A�•�Ô�î�»�†&g�K�S�v�b�[�M��

Set Polling Schedule

[Set Polling Schedule] �²�–�”�ß�¢�Î�µ�¡�«�[�c�
�­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�?�}  Auto Update �§�î
�Â�†�Ï�î�Ü�å�¢�M�•"I���b�¥�Ü�\�ì�I�†0¿���[�A�r�M��

�Ç�•�î�Ý�»

[Set Polling Schedule] �²�–�”�ß�¢�Î�µ�¡�«�_�c���b�Ç�•�î�Ý�»�@�6�~�r�M��

[Days of the Week]>8�­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�?�}  Auto Update �§�î�Â�†�Ï�î�Ü�å�¢�M�•�Y�¥�b
�³�™�µ�¡�Î�µ�¡�«�†4E�¥�K�r�M��

[Daily Update] �Ì�–�å  �¢�Ý�î�É�[�c�
�­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�@  Auto Update �§�î�Â�†�Ï�î�Ü�å
�¢�M�•�ì�I�†0¿���[�A�r�M�����b�Ç�•�î�Ý�»�@�6�~�r�M��

• [Start Time]>8Auto Update �b�Ï�î�Ü�å�¢6ä���ì�I�†
°�Š�K�r�M��

• [Enable randomization]>8�­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�?�}  Auto Update �§�î�Â�†�Û�å�²�Ò�_4E�¥
�K�S�ì�I�_�Ï�î�Ü�å�¢�M�•�_�c�
�œ�å�_�K�r�M��

�Ô�î�»

���b/²�c�
�G�b�µ+��†�Q#Ý�[�A�•�Ô�î�»�†&g�K�S�v�b�[�M��

Auto Update �§�î�Â�b3ã�•�>�|�g)…7Ÿ

[Edit Auto Update Server] �²�–�”�ß�¢�Î�µ�¡�«�_�c���b�Ç�•�î�Ý�»�@�6�~�r�M��

• [URL]>8Auto Update �§�î�Â�@�­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�\3û�™�M�•7•�_�Q#Ý�M�•�
 http �r�S�c  
https �b�É�ß�º�¥�Ý�\  Auto Update �§�î�Â�b�Ã�«��

• [Interface]>8Auto Update �§�î�Â�_0[�Ó�†3æ�™�M�•7•�_�Q#Ý�M�•�–�å�±�î�Ç�™�–�«��

�Ç�“�–�”�˜�›�î�Ý  �Ô�î�» �­�Ÿ�×�Ü�¸�•  �¥�å�¸�Ÿ�«�º

�Ý�î�¸�µ�» 3ñ4# �©�å�¢�Ý

�Ð�Ý�³

�¥�å�¸�Ÿ�«
�º �©�«�¸�Ò

• • • — —

�Ç�“�–�”�˜�›�î�Ý  �Ô�î�» �­�Ÿ�×�Ü�¸�•  �¥�å�¸�Ÿ�«�º

�Ý�î�¸�µ�» 3ñ4# �©�å�¢�Ý

�Ð�Ý�³

�¥�å�¸�Ÿ�«
�º �©�«�¸�Ò

• • • — —
10-9
ASDM �Ø�î�¨  �ž�–�»

OL-14981-01-J



 

'¨  10 'v       �¹�Â�–�«�b0¿���Í�\'ö#.�b0¿��
  System Image/Configuration
• [Verify Certificate]>8�­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�c  Auto Update �§�î�Â�@3É�K�S0É�Â�i�†1�0É�•
>&CA>'�b�Ý�î�º0É�Â�i�\�š3Q�K�Z�è0É�K�r�M���Q�b���œ�
 Auto Update �§�î�Â�\�­�Ÿ�×�Ü�¸�•  �”�É
�Û�–�”�å�«�c�
� �L  CA �†�Q#Ý�M�•�²0[�@�6�~�r�M��

[User] �š�Ü�”�_�c���b�Ç�•�î�Ý�»�@�6�~�r�M��

• [User Name (Optional)]>8Auto Update �§�î�Â�b�”�¡�­�«�ì�_�²0[�^�Ø�î�¨�¡�†
°�Š�K�r�M��

• [Password]>8Auto Update �§�î�Â�b�Ø�î�¨  �Ã�«�á�î�»�†
°�Š�K�r�M��

• [Confirm Password]>8Auto Update �§�î�Â�b�Ø�î�¨  �Ã�«�á�î�»�†
Ì
°�Š�K�r�M��

�Ô�î�»

���b/²�c�
�G�b�µ+��†�Q#Ý�[�A�•�Ô�î�»�†&g�K�S�v�b�[�M��

9×�Ø�^  Auto Update 0¿��

�Ç�•�î�Ý�»

• [Use Device ID to uniquely identify the ASA]>8�¹�Â�–�«  ID �_�|�•1�0É�†�–�¿�î�È�Ý�_�K�r�M���¹
�Â�–�«  ID �_�|�~�
�­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�@  Auto Update �§�î�Â�†�M�–�_1‘�9�[�A�r�M��

• [Device ID]>8�Q#Ý�M�•�¹�Â�–�«  ID �b�±�–�É��

– [Hostname]>8�Í�«�º�b�¡�S��

– [Serial Number]>8�¹�Â�–�«�b�©�Ü�”�Ý$��•��

– [IP Address on interface]>84E�¥�K�S�–�å�±�î�Ç�™�–�«�b  IP �”�»�Þ�«���­�Ÿ�×�Ü�¸�•  �”�É�Û�–
�”�å�«�†  Auto Update �§�î�Â�@�M�–�_1‘�9�M�•���œ�_�Q#Ý�K�r�M��

– [MAC Address on interface]>84E�¥�K�S�–�å�±�î�Ç�™�–�«�b  MAC �”�»�Þ�«���­�Ÿ�×�Ü�¸�•  �”
�É�Û�–�”�å�«�†  Auto Update �§�î�Â�@�M�–�_1‘�9�M�•���œ�_�Q#Ý�K�r�M��

– [User-defined value]>8�M�–�b�Ø�î�¨  ID��

�Ô�î�»

���b/²�c�
�G�b�µ+��†�Q#Ý�[�A�•�Ô�î�»�†&g�K�S�v�b�[�M��

�Ç�“�–�”�˜�›�î�Ý  �Ô�î�» �­�Ÿ�×�Ü�¸�•  �¥�å�¸�Ÿ�«�º

�Ý�î�¸�µ�» 3ñ4# �©�å�¢�Ý

�Ð�Ý�³

�¥�å�¸�Ÿ�«
�º �©�«�¸�Ò

• • • — —

�Ç�“�–�”�˜�›�î�Ý  �Ô�î�» �­�Ÿ�×�Ü�¸�•  �¥�å�¸�Ÿ�«�º

�Ý�î�¸�µ�» 3ñ4# �©�å�¢�Ý

�Ð�Ý�³

�¥�å�¸�Ÿ�«
�º �©�«�¸�Ò
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  System Image/Configuration
Boot Image/Configuration

[Boot Image/Configuration] �[�c�
�–�Ó�î�ª  �Ç�“�–�Ý�†4E�¥�K�Z�
�Q�b�Ç�“�–�Ý�?�}�­�Ÿ�×�Ü�¸�•  �”�É
�Û�–�”�å�«�†�È�î�º�[�A�r�M���r�S�
2s�·�ì�_�Q#Ý�M�•�¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ç�“�–�Ý�v�G�G�[4E
�¥�[�A�r�M��

2s�·�–�Ó�î�ª�\�K�Z�Q#Ý�M�•�Â�–�¼�Ü  �–�Ó�î�ª  �Ç�“�–�Ý�c�
�ß�î�•�Ý�?�}  4 �X�r�[�æ���[�A�r�M���r
�S TFTP �§�î�Â�b�–�Ó�î�ª�†  1 �X�æ���K�
�Q�G�?�}�¹�Â�–�«�†�È�î�º�[�A�r�M�� TFTP �§�î�Â�_�A(á�I
�€�Z�8�•�–�Ó�î�ª�†�æ���M�•���œ�c�
�Q�b�Ç�“�–�Ý�†�Ü�«�º
Æ�b
›8Œ�_4Ä*(�M�•�²0[�@�6�~�r�M��
TFTP �§�î�Â�_�”�¡�­�«�[�A�N�
�–�Ó�î�ª  �Ç�“�–�Ý�†�Q�G�?�}�ß�î�»�[�A�^�8���œ�c�
�Ü�«�º�[�Q�b��
�_�æ���I�€�S�–�Ó�î�ª  �Ç�“�–�Ý�@�Ç�Û�µ�©�×  �Ó�Ô�Ü�?�}�ß�î�»�I�€�r�M��

�È�î�º�š�X�†�æ���K�^�E�€�d�

Æ4Š�Ç�Û�µ�©�×  �Ó�Ô�Ü�b
›8Œ�_�6�•�w� �^�–�Ó�î�ª�?�}�©�«�¸�Ò�@
�È�î�º�I�€�r�M��

�Ç�•�î�Ý�»

• [Boot Order]>8�È�î�º�ì�_�Q#Ý�I�€�•�Â�–�¼�Ü  �–�Ó�î�ª  �Ç�“�–�Ý�b8p�Î�†/²&g�K�r�M��

• [Boot Image Location]>8�È�î�º  �Ç�“�–�Ý�b"@#.$×�^���d�\�Ã�«�†/²&g�K�r�M��

• [Boot Configuration File Path]>8�¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ç�“�–�Ý�b���d�†/²&g�K�r�M��

• [Add]>8�È�î�º  �É�ß�­�«�[�Q#Ý�M�•�Ç�Û�µ�©�×  �Ó�Ô�Ü�r�S�c  TFTP �È�î�º  �–�Ó�î�ª  �š�å�º�Ü�†3ã
�•�K�r�M��

• [Edit]>8�Ç�Û�µ�©�×  �Ó�Ô�Ü�r�S�c  TFTP �È�î�º  �–�Ó�î�ª  �š�å�º�Ü�†)…7Ÿ�K�r�M��

• [Delete]>84E�¥�I�€�S�Ç�Û�µ�©�×  �Ó�Ô�Ü�r�S�c  TFTP �È�î�º  �–�Ó�î�ª  �š�å�º�Ü�†�P7V�K�r�M��

• [Move Up]>84E�¥�K�S�Ç�Û�µ�©�×  �Ó�Ô�Ü�r�S�c  TFTP �È�î�º  �–�Ó�î�ª  �š�å�º�Ü�†�È�î�º8p�Î�b�V
�_&ã�·�K�r�M��

• [Move Down]>84E�¥�K�S�Ç�Û�µ�©�×  �Ó�Ô�Ü�r�S�c  TFTP �È�î�º  �–�Ó�î�ª  �š�å�º�Ü�†�È�î�º8p�Î�b
�W�_&ã�·�K�r�M��

• [Browse Flash]>8�È�î�º  �–�Ó�î�ª  �Ç�“�–�Ý�r�S�c�¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ç�“�–�Ý�b���d�†�æ��
�K�r�M��

ASDM �–�Ó�î�ª  �¥�å�Ç�•� �×�Þ�î�©�Ù�å

• [ASDM Image File Path]>8�¹�Â�–�«�@2s�·�ì�_�Q#Ý�M�•�¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ç�“�–�Ý�b���d
�†/²&g�K�r�M��

• [Browse Flash]>8�È�î�º  �–�Ó�î�ª  �Ç�“�–�Ý�r�S�c�¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ç�“�–�Ý�b���d�†�æ��
�K�r�M��

�Ô�î�»

���b/²�c�
�G�b�µ+��†�Q#Ý�[�A�•�Ô�î�»�†&g�K�S�v�b�[�M��

�Ç�“�–�”�˜�›�î�Ý  �Ô�î�» �­�Ÿ�×�Ü�¸�•  �¥�å�¸�Ÿ�«�º

�Ý�î�¸�µ�» 3ñ4# �©�å�¢�Ý

�Ð�Ý�³

�¥�å�¸�Ÿ�«
�º �©�«�¸�Ò
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  Device Name/Password
�È�î�º  �–�Ó�î�ª�b3ã�•

�È�î�º  �–�Ó�î�ª  �š�å�º�Ü�†�È�î�º8p�Î�Ü�«�º�_3ã�•�M�•�_�c�
 [Boot  Image/Configuration] �Ì�–�å�b  
[Add] �†�¡�Ü�µ�¡�K�r�M��

�Ç�Û�µ�©�×  �Ó�Ô�Ü�r�S�c  TFTP �§�î�Â�b�–�Ó�î�ª�†4E�¥�K�Z�
�È�î�º  �–�Ó�î�ª�†�È�î�º8p�Î�Ü�«�º�_
3ã�•�[�A�r�M��

�–�Ó�î�ª�b�Ã�«�†
°�Š�M�•�?  [Browse Flash] �†�¡�Ü�µ�¡�K�Z�
�–�Ó�î�ª�b���d�†�æ���K�r�M�� TFTP �b
���œ�
�–�Ó�î�ª�b���d�b�Ã�«�†
°�Š�M�•�²0[�@�6�~�r�M��

�Ç�•�î�Ý�»

• [Flash Image]>8�Ç�Û�µ�©�×  �Ç�“�–�Ý  �©�«�¸�Ò�_�6�•�È�î�º  �–�Ó�î�ª�†3ã�•�M�•���œ�_4E�¥�K�r
�M��

– [Path]>8�Ç�Û�µ�©�×  �Ç�“�–�Ý  �©�«�¸�Ò�_�6�•�È�î�º  �–�Ó�î�ª�b�Ã�«�†�æ���K�r�M��

• [TFTP Image]>8TFTP �§�î�Â�_�6�•�È�î�º  �–�Ó�î�ª�†3ã�•�M�•���œ�_4E�¥�K�r�M��

– [Path]>8�È�î�º  �–�Ó�î�ª  �Ç�“�–�Ý�b�
 TFTP �§�î�Â�V�b�Ã�«>&�§�î�Â�b  IP �”�»�Þ�«�†�µ�t>'
�†
°�Š�K�r�M��

• [OK]>8�š�f
Æ���†�w�E
°�€�Z�
�S�b�Ì�–�å�_�`�~�r�M��   

• [Cancel]>8�š�f
Æ���†%Ú� �K�Z�
�S�b�Ì�–�å�_�`�~�r�M��   

• [Help]>80ò(ý�_���†/²&g�K�r�M��   

�Ô�î�»

���b/²�c�
�G�b�µ+��†�Q#Ý�[�A�•�Ô�î�»�†&g�K�S�v�b�[�M��

Device Name/Password
[Device Name/Password] �Ì�–�å�[�c�
�­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�b�Í�«�º�¡�\�»�Ó�–�å�¡�
�>�|�g
�–�¿�î�È�Ý  �Ã�«�á�î�»�\  Telnet �Ã�«�á�î�»�†0¿���[�A�r�M��

�Í�«�º�¡�c�¥�Ð�å�»�Û�–�å�b�É�ß�å�É�º�_/²&g�I�€�r�M���G�b�Í�«�º�¡�_�|�W�Z�
0
�X�b�¹�Â�–�«�\�b
�­�µ�©�Ù�å�†&�'g�M�•���œ�_�
�¥�Ð�å�»�†
°�Š�M�•���d�@�–�_�•�q�[�A�r�M���Í�«�º�¡�c�©�«�¸�Ò  
�Ó�µ�­�î�ª�[�v�Q#Ý�I�€�r�M��

�Ð�Ý�³�¥�å�¸�Ÿ�«�º  �Ô�î�»�[�c�
�©�«�¸�Ò��/œ�«�Ì�î�«�[0¿���K�S�Í�«�º�¡�@�M�m�Z�b�¥�å�¸�Ÿ�«�º
�b�¥�Ð�å�»  �Û�–�å�b�É�ß�å�É�º�_/²&g�I�€�r�M���¥�å�¸�Ÿ�«�º�[0¿���K�S�Í�«�º�¡�†�
�¥�Ð�å�»�Û�–
�å�_/²&g�O�N�
�Â�¼�î�_/²&g�M�•�œ�É�©�Ù�å�v�6�~�r�M��

�­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«  �c�
�Ÿ8í�Ê�†�â�S�^�8�¡�S�b�§�Ç�•�¡�«�\�K�Z�
�»�Ó�–�å�¡�†�Ü�•�K�r
�M���S�\�<�d�
�»�Ó�–�å�¡�†�� example.com���_0¿���K�
 syslog �§�î�Â�†�Ÿ8í�Ê�†�â�S�^�8�¡�S�b

�� jupiter���_�æ���K�S���œ�
�­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�_�|�W�Z�¡�S�c�� jupiter.example.com���_�Ÿ
8í�I�€�r�M��

�Ç�“�–�”�˜�›�î�Ý  �Ô�î�» �­�Ÿ�×�Ü�¸�•  �¥�å�¸�Ÿ�«�º

�Ý�î�¸�µ�» 3ñ4# �©�å�¢�Ý

�Ð�Ý�³

�¥�å�¸�Ÿ�«
�º �©�«�¸�Ò

• • • — •
10-12
ASDM �Ø�î�¨  �ž�–�»

OL-14981-01-J



 

'¨  10 'v       �¹�Â�–�«�b0¿���Í�\'ö#.�b0¿��
  Device Name/Password
[Telnet Password] �_�c�ß�¢�–�å  �Ã�«�á�î�»�†0¿���K�r�M���¹�Ç�›�Ý�º�[�c�� cisco���[�M���G�b�š�Ü�”
�c  [Telnet Password] �\�^�W�Z�8�r�M�@�
�G�b�Ã�«�á�î�»�c  Telnet �>�|�g  SSH �”�¡�­�«�_4:#Ý�I�€�r
�M���­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�_�K)F�K�Z  Telnet �r�S�c  SSH �­�µ�©�Ù�å�†��/œ�K�Z�8�•���œ�
�ß�¢
�–�å  �Ã�«�á�î�»�[  EXEC �Ô�î�»�_�”�¡�­�«�[�A�r�M  >&Telnet �r�S�c  SSH �”�¡�­�«�b�Ø�î�¨1�0É�†0¿
���M�•���œ�c�
�Ø�î�¨�H�\�_�S#Ý�b�Ã�«�á�î�»�†�æ���K�r�M���G�b�ß�¢�–�å  �Ã�«�á�î�»�c�Q#Ý�K�r�O
�‡�� �©�«�¸�Ò'ö#.*…#Ý  AAA �b0¿�� �†�g!·>' ��

�–�¿�î�È�Ý  �Ã�«�á�î�»�†�Q#Ý�M�•�\�
�ß�¢�–�å�‹�_"I�’  EXEC �Ô�î�»�_�”�¡�­�«�[�A�r�M  �r�S�
�G�b
�Ã�«�á�î�»�c�
�¹�Ç�›�Ý�º  �Ø�î�¨�\�K�Z  ASDM �_�”�¡�­�«�M�•���œ�_�Q#Ý�K�r�M���¹�Ç�›�Ý�º  �Ø�î�¨
�¡�c'5$Ñ�_�^�W�Z�8�r�M���¹�Ç�›�Ý�º  �Ø�î�¨�¡�c�
 [User Accounts] �Ì�–�å�_�� enable_15���\/²&g�I
�€�r�M�� >&�–�¿�î�È�Ý  �”�¡�­�«�_�Ø�î�¨1�0É�†0¿���M�•�\�
�Ø�î�¨�c+¬�(�b�Ã�«�á�î�»�†�Q#Ý�K�
�–
�¿�î�È�Ý  �Ã�«�á�î�»�†�Q#Ý�K�r�O�‡�� �©�«�¸�Ò'ö#.*…#Ý  AAA �b0¿�� �†�g!·�K�Z�C�T�I�8���I�}�_�

HTTP/ASDM �”�¡�­�«�_�v1�0É�†0¿���[�A�r�M>' ��

�Ç�•�î�Ý�»

[Hostname and Domain Name] 8•�æ�_�c���b�Ç�•�î�Ý�»�@�6�~�r�M��

• [Hostname]>8�Í�«�º�¡�†0¿���K�r�M��   �¹�Ç�›�Ý�º�b�Í�«�º�¡�c�É�Û�µ�º�Ç�›�î�Ò�_�|�W�Z$��^�~
�r�M��

• [Domain Name]>8�»�Ó�–�å�¡�†0¿���K�r�M���¹�Ç�›�Ý�º  �»�Ó�–�å�¡�c  default.domain.invalid �[
�M��

[Enable Password] 8•�æ�_�c���b�Ç�•�î�Ý�»�@�6�~�r�M���Ð�Ý�³  �¥�å�¸�Ÿ�«�º  �Ô�î�»�b���œ�c�

[Enable Password] 8•�æ�c�¥�å�¸�Ÿ�«�º�T�E�_/²&g�I�€�
�©�«�¸�Ò��/œ�«�Ì�î�«�_�c/²&g�I�€�r�O�‡��

• [Change the privileged mode password]>8�–�¿�î�È�Ý  �Ã�«�á�î�»�†�š�f�K�r�M��

• [Old Password]>8�š�f�S�b�Ã�«�á�î�»�†
°�Š�K�r�M��

• [New Password]>8�š�f�‹�b�Ã�«�á�î�»�†
°�Š�K�r�M��

• [Confirm New Password]>8�š�f�‹�b�Ã�«�á�î�»�†&�1��K�r�M��

[Telnet Password] 8•�æ�_�c���b�Ç�•�î�Ý�»�@�6�~�r�M���Ð�Ý�³  �¥�å�¸�Ÿ�«�º  �Ô�î�»�b���œ�c�
 [Telnet 
Password] 8•�æ�c�¥�å�¸�Ÿ�«�º�T�E�_/²&g�I�€�
�©�«�¸�Ò��/œ�«�Ì�î�«�_�c/²&g�I�€�r�O�‡��

• [Change the password to access the platform console]>8�ß�¢�–�å  �Ã�«�á�î�»�†�š�f�K�r�M��

• [Old Password]>8�š�f�S�b�Ã�«�á�î�»�†
°�Š�K�r�M��

• [New Password]>8�š�f�‹�b�Ã�«�á�î�»�†
°�Š�K�r�M��

• [Confirm New Password]>8�š�f�‹�b�Ã�«�á�î�»�†&�1��K�r�M��

�Ô�î�»

���b/²�c�
�G�b�µ+��†�Q#Ý�[�A�•�Ô�î�»�†&g�K�S�v�b�[�M��

�Ç�“�–�”�˜�›�î�Ý  �Ô�î�» �­�Ÿ�×�Ü�¸�•  �¥�å�¸�Ÿ�«�º

�Ý�î�¸�µ�» 3ñ4# �©�å�¢�Ý

�Ð�Ý�³

�¥�å�¸�Ÿ�«
�º �©�«�¸�Ò
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  System Software
System Software
[System Software] �Ì�–�å�[�c�
�G�b�­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�@  Auto Update �§�î�Â�\�K�Z�µ+��M
�•�\�A�_  Auto Update �¡�Û�–�”�å�º�\�K�Z0¿���I�€�•�­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�b�Ã�Û�Ó�î�±�†0¿
���[�A�r�M��

Auto Update �§�î�Â�b���œ�
 Auto Update �¡�Û�–�”�å�º�\�K�Z0¿���I�€�S�­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«
�_�É�Û�µ�º�Ç�›�î�Ò�\  ASDM �b�–�Ó�î�ª�†�æ���[�A�r�M���–�Ó�î�ª�b�Ü�Å�ª�Ù�å$��•�\���d�
�Q#Ý�M
�•�¹�Â�–�«  ID�
�¹�Â�–�«  �Ç�“�Ñ�Ü�
�¡�Û�–�”�å�º�b�¹�Â�–�«  �±�–�É�^�]�@�µ�r�€�r�M��

Auto Update �§�î�Â�\  Client Update �b�+0[

Auto Update �Ù�]�c�
�p�¸�?�}�
�Ü�Ô�î�º'ö#.�”�É�Ü�£�î�©�Ù�å�_�|�~�­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�b
�¥�å�Ç�•� �×�Þ�î�©�Ù�å�x�¯�Ç�º�˜�™�”  �–�Ó�î�ª�†�²�˜�å�ß�î�»�K�S�~�
�ö�•$×�^%�0i�µ+��†��/œ�K
�S�~�M�•���œ�_�²0[�^�–�å�Ç�Û�«�º�Û�¡�³�Õ�[�M��

Auto Update �§�î�Â�b�Ù�]�_�‘�:�G�\�[�
 Auto Update �§�î�Â�c�­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�_�¥�å
�Ç�•� �×�Þ�î�©�Ù�å�_���†�É�µ�©�×�K�S�~�
0[�Ó�†3æ�™�K�Z�_���†�v�“�K�S�~�[�A�r�M���r�S�
�­�Ÿ�×
�Ü�¸�•  �”�É�Û�–�”�å�«�?�}  Auto Update �§�î�Â�l���‡$×�_�Ï�î�Ü�å�¢�I�O�
�q�‚�b�¥�å�Ç�•� �×�Þ�î
�©�Ù�å�_���†3æ�•�G�\�v�[�A�r�M���r�S�
 Auto Update �§�î�Â�c�8�X�[�v�­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«
�_�¥�Ð�å�»�†3æ�™�K�
�S�T�U�_�Ï�î�Ü�å�¢0[�Ó�†3æ�™�I�O�•�G�\�v�[�A�r�M�� Auto Update �§�î�Â�\�­
�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�b3û�™�[�c�
3û�™�Ã�«�\�ß�î�•�Ý  CLI �¥�å�Ç�•� �×�Þ�î�©�Ù�å�†�M�m�Z�b
�­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�_0¿���M�•�²0[�@�6�~�r�M��

�Ç�•�î�Ý�»

[Client Update] �Ì�–�å�_�c���b�Ç�•�î�Ý�»�@�6�~�r�M��

• [Enable Client Update]>8�­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�c�
 Auto Update �¡�Û�–�”�å�º�_0¿���I�€
�S�Ú�b�­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�@�Q#Ý�K�Z�8�•�–�Ó�î�ª�†�f�‚�K�r�M��

• [Client Images] �¸�î�È�Ý>80¿���í�s�b  Client Update �š�å�º�Ü�†/²&g�K�r�M�����b�•�Û�Ò�@�6�~�r
�M��

– [Device]>8�¡�Û�–�”�å�º�b�¹�Â�–�«  ID �_�P�Â�M�•�¸�Ÿ�«�º�e�Ð�4�†/²&g�K�r�M��

– [Device Family]>8�¡�Û�–�”�å�º�b�Ç�“�Ñ�Ü�¡>& asa�
 pix�
�¸�Ÿ�«�º�e�Ð�4�b�8�N�€�?>'�†/²&g
�K�r�M��

– [Device Type]>8�¡�Û�–�”�å�º�b�±�–�É�¡�†/²&g�K�r�M��

– [Image Type]>8�–�Ó�î�ª  �±�–�É>&ASDM �–�Ó�î�ª�r�S�c  Boot �–�Ó�î�ª>'�†�æ���K�r�M��

– [Image URL]>8�¯�Ç�º�˜�™�”  �¥�å�Ï�î�¿�å�º�b  URL �†�æ���K�r�M��

– [Client Revision]>8�¯�Ç�º�˜�™�”  �¥�å�Ï�î�¿�å�º�b�Ü�Å�ª�Ù�å$��•�†�æ���K�r�M��

[Client Images] �¸�î�È�Ý�b/œ�b�8�N�€�?�†�²�È�Ý�¡�Ü�µ�¡�M�•�\�
 [Edit Client Update Entry] �²�–
�”�ß�¢�Î�µ�¡�«�@6ä�A�
�¡�Û�–�”�å�º  �Ã�Û�Ó�î�±�†�š�f�[�A�r�M���G�G�[/œ�W�S�š�f�c�S�T�U�_
�¸�î�È�Ý�_�o�Î�I�€�r�M�@�
�¥�å�Ç�•� �×�Þ�î�©�Ù�å�_�–�Ñ�M�•�_�c  [Apply] �†�¡�Ü�µ�¡�M�•�²0[
�@�6�~�r�M��

• [Live Client Update] �š�Ü�”>8#'�~�º�å�¿�Ý�†�Ó�K�Z�­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�_�K)F�I�€�Z�8
�•  Auto Update �¡�Û�–�”�å�º�†�
�S�T�U�_�f�‚�K�r�M��

– [Tunnel Group]>8�� all���†4E�¥�M�•�\�
�M�m�Z�b�º�å�¿�Ý  �¢�Ý�î�É�V�[�K)F�K�Z�8�•  Auto 
Update �¡�Û�–�”�å�º�†�M�m�Z�f�‚�K�r�M���r�S�
�º�å�¿�Ý  �¢�Ý�î�É�†�æ���K�Z�¡�Û�–�”�å�º
�†�f�‚�M�•�G�\�v�[�A�r�M��

– [Update Now]>8�S�T�U�_�f�‚�†6ä���K�r�M��
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'¨  10 'v       �¹�Â�–�«�b0¿���Í�\'ö#.�b0¿��
  System Software
>&�@>' [Live Client Update] �c�
�­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�@�Ý�î�¸�µ�»  �Ô�î�»�_0¿���I�€�Z�8�•
���œ�_�T�E�Q#Ý�[�A�r�M��

�Ô�î�»

���b/²�c�
�G�b�µ+��†�Q#Ý�[�A�•�Ô�î�»�†&g�K�S�v�b�[�M��

Add/Edit Client Update

�Ç�•�î�Ý�»

[Add/Edit Client Update] �²�–�”�ß�¢�Î�µ�¡�«�_�c���b�Ç�•�î�Ý�»�@�6�~�r�M��

• Device Identification �¢�Ý�î�É

– [Device ID]>8�¡�Û�–�”�å�º�b1‘�9�†�M�–�b�e�Ð�4�[/œ�:0¿���_�^�W�Z�8�•���œ�_�
�–�¿�î�È
�Ý�_�K�r�M���¡�Û�–�”�å�º�@�Q#Ý�K�Z�8�•� �L�e�Ð�4�†�æ���K�r�M���q�±�[  63 �e�Ð�[�M��

– [Device Family]>8�¡�Û�–�”�å�º�b1‘�9�†�¹�Â�–�«  �Ç�“�Ñ�Ü�[/œ�:0¿���_�^�W�Z�8�•���œ�_�

�–�¿�î�È�Ý�_�K�r�M���¡�Û�–�”�å�º�@�Q#Ý�K�Z�8�•� �L�¹�Â�–�«  �Ç�“�Ñ�Ü�†�æ���K�r�M���G
�€�c�
 asa�
 pix�
�r�S�c�q�±  7 �e�Ð�b�¸�Ÿ�«�º  �«�º�Ü�å�¢�[�M��

– [Device Type]>8�¡�Û�–�”�å�º�b1‘�9�†�¹�Â�–�«  �±�–�É�[/œ�:0¿���_�^�W�Z�8�•���œ�_�
�–
�¿�î�È�Ý�_�K�r�M���¡�Û�–�”�å�º�@�Q#Ý�K�Z�8�•� �L�¹�Â�–�«  �±�–�É�†�æ���K�r�M���æ���[
�A�•�±�–�É�c�
 pix-515�
 pix-515e�
 pix-525�
 pix-535�
 asa5505�
 asa5510�
 asa5520�

asa5540 �[�M���r�S�
 15 �e�Ð�è
Æ�b�¸�Ÿ�«�º�e�Ð�4�†�æ���K�r�M��

– [Not Specified]>8�¡�Û�–�”�å�º�@�V0°�_0ñ�\�K�^�8���œ�_�
4E�¥�K�r�M��

• [Image Type]>8�–�Ó�î�ª  �±�–�É>&ASDM �–�Ó�î�ª�r�S�c  Boot �–�Ó�î�ª>'�†�æ���K�r�M���G�b  
URL �c�
�¡�Û�–�”�å�º�_4:�œ�M�•�Ç�“�–�Ý�†�æ�K�Z�8�•�²0[�@�6�~�r�M���q�±  255 �e�Ð�[�M��

• [Client Revision]>8�¯�Ç�º�˜�™�”  �¥�å�Ï�î�¿�å�º�b�Ü�Å�ª�Ù�å$��•�_�P�Â�M�•�¸�Ÿ�«�º�e�Ð�4�†�æ
���K�r�M���S�\�<�d�
 7.1(0)22 �b�|�:�_�æ���K�r�M��

• [Image URL]>8�¯�Ç�º�˜�™�”  �¥�å�Ï�î�¿�å�º�b  URL �†�æ���K�r�M���G�b  URL �c�
�¡�Û�–�”�å�º
�_4:�œ�M�•�Ç�“�–�Ý�†�æ�K�Z�8�•�²0[�@�6�~�r�M��

�Ô�î�»

���b/²�c�
�G�b�µ+��†�Q#Ý�[�A�•�Ô�î�»�†&g�K�S�v�b�[�M��

�Ç�“�–�”�˜�›�î�Ý  �Ô�î�» �­�Ÿ�×�Ü�¸�•  �¥�å�¸�Ÿ�«�º

�Ý�î�¸�µ�» 3ñ4# �©�å�¢�Ý

�Ð�Ý�³

�¥�å�¸�Ÿ�«
�º �©�«�¸�Ò

• • • — —

�Ç�“�–�”�˜�›�î�Ý  �Ô�î�» �­�Ÿ�×�Ü�¸�•  �¥�å�¸�Ÿ�«�º

�Ý�î�¸�µ�» 3ñ4# �©�å�¢�Ý

�Ð�Ý�³

�¥�å�¸�Ÿ�«
�º �©�«�¸�Ò

• • • — —
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C H A P T E R 11

DHCP�
 DNS�
�>�|�g  WCCP �§�î�Å�«

DHCP �§�î�Â�c�
 IP �”�»�Þ�«�^�]�b�¿�µ�º�á�î�¡  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ã�Û�Ó�î�±�†  DHCP �¡�Û
�–�”�å�º�_�f�j�K�r�M���­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�c�
 DHCP �§�î�Â�r�S�c  DHCP �Ü�Þ�î  �§�î�Å�«
�†�­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�b�–�å�±�î�Ç�™�–�«�_�K)F�I�€�Z�8�•  DHCP �¡�Û�–�”�å�º�_�f�j�[�A
�r�M�� DHCP �§�î�Â�c�
�¿�µ�º�á�î�¡  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ã�Û�Ó�î�±�†  DHCP �¡�Û�–�”�å�º�_%$
�K�f�j�K�r�M�� DHCP �Ü�Þ�î�[�c�
 1 �X�b�–�å�±�î�Ç�™�–�«�[�w�™�K�S  DHCP 0[�Ó�†�
�9�b�–�å�±�î
�Ç�™�–�«�b*ü�‹�_�)*(�M�•�¥4Š  DHCP �§�î�Â�_�û�K�r�M��

�»�Ó�–�å  �¿�î�Ò  �©�«�¸�Ò>& DNS>'�c�
�–�å�±�î�¿�µ�º
Æ�_�6�•�©�«�¸�Ò�[�
�œ�È�ª�™�¡�º�b�¡�S>&3û
�–�c�Í�«�º�¡>'�†  IP $��•�x�Ú�b�Ü�¯�î�«  �Þ�¥�î�»�Í�_�Ð�µ�Æ�å�¢�K�r�M���–�å�±�î�¿�µ�º�b�¿�î�Ò�«
�Ì�î�«�c�»�Ó�–�å�_�(�m�I�€�
�›�»�Ó�–�å
Æ�[�¡�S�†'ö#.�M�•�z�m�c�
3û�–�
�›�»�Ó�–�å
Æ�b�©�«�¸�Ò
�@�æ/œ�K�r�M�� DNS �¡�Û�–�”�å�º  �§�î�Å�«�_�|�~�
�­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�@  DNS 0[�Ó�†3æ�™
�M�•  DNS �§�î�Â�
0[�Ó�±�–�Ò�”�˜�º�ì6ë�
�Q�b�Ú�b�Ã�Û�Ó�î�±�†�æ���[�A�r�M��

Dynamic DNS>&DDNS; �²�–�¼�Ñ�µ�¡  DNS>'�”�µ�É�¹�î�º�_�|�~�
 DNS �†  DHCP �_)��s3¸�s�r�M��
�G�€�}  2 �X�b�É�ß�º�¥�Ý�c%&�«/õ�ö�K�r�M�� DHCP �c�
 IP �”�»�Þ�«�m�~�\�Z�†7Ÿ�p�ì�>�|�g+¬�·�ì�K
�r�M�� DDNS �”�µ�É�¹�î�º�c�
�m�~�\�Z�}�€�S�”�»�Þ�«�\�Í�«�º�¡�b6ë�b�”�¯�©�š�î�©�Ù�å�†�¦�S��
*O�I�€�S6ë7x�[+¬�·$×�_0°6��K�r�M�� DDNS �c�
8–)¾�_�š�ƒ�•�”�»�Þ�«�\�Í�«�º�¡�b�”�¯�©�š�î�©�Ù
�å�†8–)¾�_�”�µ�É�¹�î�º�[�A�•�|�:�_�K�r�M���G�€�_�|�~�
�S�\�<�d�Ô�Â�–�Ý  �Í�«�º�c�
�Ø�î�¨�r�S
�c'ö#.*…�@�ï�8�M�•�G�\�^�C�
�¿�µ�º�á�î�¡
Æ�†+¬#ä�_&ã�·�[�A�r�M��

�G�€�}�b�§�î�Å�«�b0¿���b0ò(ý�_�X�8�Z�c�
���b8o% �†�g!·�K�Z�C�T�I�8��

• DHCP �Ü�Þ�î

• DHCP �§�î�Â

• DNS Client

• �²�–�¼�Ñ�µ�¡  DNS

• WCCP

DHCP �Ü�Þ�î
[DHCP Relay] �Ì�–�å�[�c�
�­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�b  DHCP �Ü�Þ�î  �§�î�Å�«�†0¿���[�A�r�M��
DHCP �Ü�Þ�î�[�c�
 1 �X�b�–�å�±�î�Ç�™�–�«�[�w�™�K�S  DHCP 0[�Ó�†�
�9�b�–�å�±�î�Ç�™�–�«�b*ü�‹
�_�)*(�M�•�¥4Š  DHCP �§�î�Â�_�û�K�r�M�� DHCP �Ü�Þ�î�†0¿���M�•�_�c�
�a�^�C�\�v  1 �X�b  DHCP �Ü
�Þ�î  �¢�ß�î�Â�Ý  �§�î�Â�†�æ���K�
 DHCP 0[�Ó�†�w�™�M�•�–�å�±�î�Ç�™�–�«�V�[  DHCP �Ü�Þ�î  �š�î
�ª�™�å�º�†�–�¿�î�È�Ý�_�M�•�²0[�@�6�~�r�M��
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'¨  11 'v       DHCP�
 DNS�
�>�|�g  WCCP �§�î�Å�«
  DHCP �Ü�Þ�î
�D(Ù�¦8o

• DHCP �Ü�Þ�î  �¢�ß�î�Â�Ý  �§�î�Â�@0¿���í�s�b�–�å�±�î�Ç�™�–�«�V�[�c�
 DHCP �Ü�Þ�î  �š�î�ª�™�å
�º�†�–�¿�î�È�Ý�_�[�A�r�O�‡��

• DHCP �Ü�Þ�î  �š�î�ª�™�å�º�@�·�8�M�•�b�c�¥4Š  DHCP �§�î�Â�T�E�[�M�� DHCP �§�î�Â�\�K�Z0¿��
�I�€�S�­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�b�–�å�±�î�Ç�™�–�«�_�c  DHCP 0[�Ó�@3?3æ�I�€�r�O�‡��

�S�f�²�ó

�–�å�±�î�Ç�™�–�«�V�[  DHCP �Ü�Þ�î  �š�î�ª�™�å�º�†�–�¿�î�È�Ý�_�M�•�S�_�
�¥�å�Ç�•� �×�Þ�î�©�Ù�å
�r�S�c  DHCP �Ü�Þ�î  �–�å�±�î�Ç�™�–�«  �§�î�Â
Æ�_�a�^�C�\�v  1 �X�b  DHCP �Ü�Þ�î  �¢�ß�î�Â�Ý  �§�î�Â
�@�Ñ�~�K�Z�8�•�²0[�@�6�~�r�M��

�Ç�•�î�Ý�»

• [DHCP Relay Agent]>8/²&g�S#Ý DHCP �Ü�Þ�î  �š�î�ª�™�å�º�b0¿��#Ý�Ç�•�î�Ý�»�@�µ�r�€�r�M��

– [Interface]>8�–�å�±�î�Ç�™�–�«  ID �†/²&g�K�r�M���–�å�±�î�Ç�™�–�«�†�²�È�Ý�¡�Ü�µ�¡�M�•�\�

[Edit DHCP Relay Agent Settings] �²�–�”�ß�¢�Î�µ�¡�«�@6ä�A�r�M���G�b�²�–�”�ß�¢�Î�µ�¡�«
�[�c�
 DHCP �Ü�Þ�î  �š�î�ª�™�å�º�†�–�¿�î�È�Ý�_�K�
�Ü�Þ�î  �š�î�ª�™�å�º  �Ã�Û�Ó�î�±�†0¿��
�[�A�r�M��

>&�@>' "I���b�–�å�±�î�Ç�™�–�«�b/œ�†�²�È�Ý�¡�Ü�µ�¡�M�•�\�
�Q�b�–�å�±�î�Ç�™�–�«�b�²�–�”�ß
�¢�Î�µ�¡�«�@6ä�A�r�M��

– [DHCP Relay Enabled]>8DHCP �Ü�Þ�î  �š�î�ª�™�å�º�@�–�å�±�î�Ç�™�–�«�V�[�–�¿�î�È�Ý�_
�^�W�Z�8�•�?�]�:�?�@&g�I�€�r�M���–�å�±�î�Ç�™�–�«�V�[  DHCP �Ü�Þ�î  �š�î�ª�™�å�º�@�–
�¿�î�È�Ý�_�^�W�Z�8�•���œ�c�� Yes���@�
�–�¿�î�È�Ý�_�^�W�Z�8�^�8���œ�c�� No���@�
�G�b�•
�Û�Ò�_/²&g�I�€�r�M��

– [Set Route]>8DHCP �§�î�Â�?�}3É�I�€�•�_���_�6�•�¹�Ç�›�Ý�º�b�Ý�î�±  �”�»�Þ�«�†�š�f�M�•
�|�:�_  DHCP �Ü�Þ�î  �š�î�ª�™�å�º�†0¿���M�•�?�]�:�?�†�æ���K�r�M���¹�Ç�›�Ý�º�b�Ý�î�±  �”
�»�Þ�«�†�–�å�±�î�Ç�™�–�«�b�”�»�Þ�«�_�š�f�M�•�|�:�_  DHCP �Ü�Þ�î  �š�î�ª�™�å�º�@0¿���I
�€�Z�8�•���œ�c�� Yes���@�
 DHCP �Ü�Þ�î  �š�î�ª�™�å�º�[�c�¹�Ç�›�Ý�º�b�Ý�î�±  �”�»�Þ�«�@�š
�f�I�€�^�8���œ�c�� No���@�
�G�b�•�Û�Ò�_/²&g�I�€�r�M��

– [Edit]>8[Edit DHCP Relay Agent Settings] �²�–�”�ß�¢�Î�µ�¡�«�†6ä�A�r�M���G�b�²�–�”�ß�¢
�Î�µ�¡�«�[�c�
 DHCP �Ü�Þ�î  �š�î�ª�™�å�º�†�–�¿�î�È�Ý�_�K�
�Ü�Þ�î  �š�î�ª�™�å�º  �Ã�Û�Ó�î
�±�†0¿���[�A�r�M��

• [DHCP Relay Global Server]>8DHCP �Ü�Þ�î  �¢�ß�î�Â�Ý  �§�î�Â�b0¿��#Ý�Ç�•�î�Ý�»�@�µ�r�€�r�M��

– [Server]>8/²&g�S#Ý��0¿���í�s�b�¥4Š  DHCP �§�î�Â�b  IP �”�»�Þ�«�†/²&g�K�r�M���§�î�Â�b�”
�»�Þ�«�†�²�È�Ý�¡�Ü�µ�¡�M�•�\�
 [DHCP Relay - Edit DHCP Server] �²�–�”�ß�¢�Î�µ�¡�«�@6ä
�A�r�M���G�b�²�–�”�ß�¢�Î�µ�¡�«�[  DHCP �Ü�Þ�î  �¢�ß�î�Â�Ý  �§�î�Â�b0¿���†)…7Ÿ�[�A�r�M��

– [Interface]>8/²&g�S#Ý�� �æ���K�S  DHCP �§�î�Â�@�K)F�I�€�Z�8�•�–�å�±�î�Ç�™�–�«�†/²&g�K�r
�M��

– [Add]>8[DHCP Relay - Add DHCP Server] �²�–�”�ß�¢�Î�µ�¡�«�@6ä�A�r�M���G�b�²�–�”�ß�¢
�Î�µ�¡�«�[�‚�K�8  DHCP �Ü�Þ�î  �¢�ß�î�Â�Ý  �§�î�Â�†�æ���[�A�r�M���­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”
�å�«�[�c�
 DHCP �Ü�Þ�î  �¢�ß�î�Â�Ý  �§�î�Â�†  4 �X�r�[��*O�[�A�r�M�� 4 �X�b  DHCP �Ü�Þ�î  �¢
�ß�î�Â�Ý  �§�î�Â�@�M�[�_��*O�I�€�Z�8�•���œ�
�G�b�Î�±�å�c�Q#Ý�[�A�r�O�‡��

– [Edit]>8[DHCP Relay - Edit DHCP Server] �²�–�”�ß�¢�Î�µ�¡�«�@6ä�A�r�M���G�b�²�–�”�ß�¢
�Î�µ�¡�«�[  DHCP �Ü�Þ�î  �¢�ß�î�Â�Ý  �§�î�Â�b0¿���†)…7Ÿ�[�A�r�M��
11-2
ASDM �Ø�î�¨  �ž�–�»

OL-14981-01-J



 

'¨  11 'v       DHCP�
 DNS�
�>�|�g  WCCP �§�î�Å�«
  DHCP �Ü�Þ�î
– [Delete]>84E�¥�K�S DHCP �Ü�Þ�î  �¢�ß�î�Â�Ý  �§�î�Â�†�P7V�K�r�M���š�f
Æ���†4:#Ý�r�S�c�–
�Ñ�K�S�\�A�_�
�§�î�Â�@�­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�b�¥�å�Ç�•� �×�Þ�î�©�Ù�å�?�}�P7V�I
�€�r�M��

– [Timeout]>8DHCP �”�»�Þ�«�b�¿�¦�©�š�î�©�Ù�å�_&��–�M�•�ì6ë�†&Ê�"�)�[�æ���K�r�M���w� 
�^�Í�b(
�V�c  1 >|  3600 &Ê�[�M���¹�Ç�›�Ý�º�Í�c  60 &Ê�[�M��

�Ô�î�»

���b/²�c�
�G�b�µ+��†�Q#Ý�[�A�•�Ô�î�»�†&g�K�S�v�b�[�M��

Edit DHCP Relay Agent Settings

[Edit DHCP Relay Agent Settings] �²�–�”�ß�¢�Î�µ�¡�«�[�c�
 DHCP �Ü�Þ�î  �š�î�ª�™�å�º�†�–�¿�î�È�Ý
�_�K�Z�
4E�¥�K�S�–�å�±�î�Ç�™�–�«�b�Ü�Þ�î  �š�î�ª�™�å�º  �Ã�Û�Ó�î�±�†0¿���[�A�r�M��

�D(Ù�¦8o

• DHCP �Ü�Þ�î  �¢�ß�î�Â�Ý  �§�î�Â�@0¿���í�s�b�–�å�±�î�Ç�™�–�«�V�[�c�
 DHCP �Ü�Þ�î  �š�î�ª�™�å
�º�†�–�¿�î�È�Ý�_�[�A�r�O�‡��

• �–�å�±�î�Ç�™�–�«�[  DHCP �§�î�Â�@0¿���I�€�S�­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�[�c�
 DHCP �Ü�Þ�î  
�š�î�ª�™�å�º�†�–�¿�î�È�Ý�_�[�A�r�O�‡��

�S�f�²�ó

4E�¥�K�S�–�å�±�î�Ç�™�–�«�V�[  DHCP �Ü�Þ�î  �š�î�ª�™�å�º�†�–�¿�î�È�Ý�_�M�•�S�_�
�¥�å�Ç�•� �×
�Þ�î�©�Ù�å
Æ�_�a�^�C�\�v  1 �X�b  DHCP �Ü�Þ�î  �¢�ß�î�Â�Ý  �§�î�Â�@�Ñ�~�K�Z�8�•�²0[�@�6�~�r�M��

�Ç�•�î�Ý�»

• [Enable DHCP Relay Agent]>8�œ�å�_�M�•�\�
4E�¥�K�S�–�å�±�î�Ç�™�–�«�V�[  DHCP �Ü�Þ�î  �š�î
�ª�™�å�º�@�–�¿�î�È�Ý�_�^�~�r�M�� DHCP �Ü�Þ�î  �š�î�ª�™�å�º�†�–�¿�î�È�Ý�_�M�•�S�_�
 DHCP 
�Ü�Þ�î  �¢�ß�î�Â�Ý  �§�î�Â�†��*O�K�Z�>�C�²0[�@�6�~�r�M��

• [Set Route]>8DHCP �§�î�Â�?�}3É�I�€�•�_���_�6�•�¹�Ç�›�Ý�º�b�Ý�î�±  �”�»�Þ�«�†�š�f�M�•�|�:
�_  DHCP �Ü�Þ�î  �š�î�ª�™�å�º�†0¿���M�•�?�]�:�?�†�æ���K�r�M���G�b�³�™�µ�¡�Î�µ�¡�«�†�œ�å�_
�M�•�\�
 DHCP �Ü�Þ�î  �š�î�ª�™�å�º�c�
 DHCP �§�î�Â�?�}3É�I�€�S�_���_�6�•�¹�Ç�›�Ý�º�b�Ý�î
�±  �”�»�Þ�«�†�
4E�¥�K�S�–�å�±�î�Ç�™�–�«�b�”�»�Þ�«�_*(�A�n�<�r�M��

�Ô�î�»

���b/²�c�
�G�b�µ+��†�Q#Ý�[�A�•�Ô�î�»�†&g�K�S�v�b�[�M��

�Ç�“�–�”�˜�›�î�Ý  �Ô�î�» �­�Ÿ�×�Ü�¸�•  �¥�å�¸�Ÿ�«�º

�Ý�î�¸�µ�» 3ñ4# �©�å�¢�Ý

�Ð�Ý�³

�¥�å�¸�Ÿ�«
�º �©�«�¸�Ò

• • • • —
11-3
ASDM �Ø�î�¨  �ž�–�»

OL-14981-01-J



 

'¨  11 'v       DHCP�
 DNS�
�>�|�g  WCCP �§�î�Å�«
  DHCP �§�î�Â
DHCP �Ü�Þ�î  �¢�ß�î�Â�Ý  �§�î�Â�b3ã�•�>�|�g)…7Ÿ

[DHCP Relay - Add DHCP Server] �²�–�”�ß�¢�Î�µ�¡�«�[�‚�K�8  DHCP �Ü�Þ�î  �¢�ß�î�Â�Ý  �§�î�Â�†��
*O�M�•�?�
 [DHCP Relay - Edit DHCP Server] �²�–�”�ß�¢�Î�µ�¡�«�[�¤�Ñ�b�§�î�Â�_���†)…7Ÿ�K�r�M��
DHCP �Ü�Þ�î  �¢�ß�î�Â�Ý  �§�î�Â�c  4 �X�r�[��*O�[�A�r�M��

�D(Ù�¦8o

DHCP �§�î�Â�@�–�¿�î�È�Ý�_�^�W�Z�8�•�–�å�±�î�Ç�™�–�«�V�[�c�
 DHCP �Ü�Þ�î  �¢�ß�î�Â�Ý  �§�î�Â�†
��*O�[�A�r�O�‡��

�Ç�•�î�Ý�»

• [DHCP Server]>8DHCP 0[�Ó�b3?3æ
›�[�6�•�¥4Š  DHCP �§�î�Â�b  IP �”�»�Þ�«�†�æ���K�r�M��

• [Interface]>8DHCP 0[�Ó�@�¥4Š DHCP �§�î�Â�_3?3æ�I�€�•�\�A�_3û4#�M�•�–�å�±�î�Ç�™�–�«�†�æ
���K�r�M��

�Ô�î�»

���b/²�c�
�G�b�µ+��†�Q#Ý�[�A�•�Ô�î�»�†&g�K�S�v�b�[�M��

DHCP �§�î�Â
[DHCP Server] �Ì�–�å�[�c�
�­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�b�–�å�±�î�Ç�™�–�«�†  DHCP �§�î�Â�\�K�Z
0¿���[�A�r�M���­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�b�–�å�±�î�Ç�™�–�«�H�\�_  1 �X�b  DHCP �§�î�Â�†0¿���[
�A�r�M��

>&�@>' DHCP �Ü�Þ�î�@0¿���I�€�S�–�å�±�î�Ç�™�–�«�V�[�c�
 DHCP �§�î�Â�†0¿���[�A�r�O�‡�� DHCP �Ü�Þ�î
�b0ò(ý�_�X�8�Z�c�
 DHCP �Ü�Þ�î �†�g!·�K�Z�C�T�I�8��

�Ç�“�–�”�˜�›�î�Ý  �Ô�î�» �­�Ÿ�×�Ü�¸�•  �¥�å�¸�Ÿ�«�º

�Ý�î�¸�µ�» 3ñ4# �©�å�¢�Ý

�Ð�Ý�³

�¥�å�¸�Ÿ�«
�º �©�«�¸�Ò

• • • • —

�Ç�“�–�”�˜�›�î�Ý  �Ô�î�» �­�Ÿ�×�Ü�¸�•  �¥�å�¸�Ÿ�«�º

�Ý�î�¸�µ�» 3ñ4# �©�å�¢�Ý

�Ð�Ý�³

�¥�å�¸�Ÿ�«
�º �©�«�¸�Ò

• • • • —
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�Ç�•�î�Ý�»

• [Interface]>8/²&g�S#Ý�� �–�å�±�î�Ç�™�–�«  ID �†/²&g�K�r�M���–�å�±�î�Ç�™�–�«  ID �†�²�È�Ý�¡�Ü�µ
�¡�M�•�\�
 [Edit DHCP Server] �²�–�”�ß�¢�Î�µ�¡�«�@6ä�A�r�M���G�b�²�–�”�ß�¢�Î�µ�¡�«�[�c�

DHCP �†�–�¿�î�È�Ý�_�K�Z�
4E�¥�K�S�–�å�±�î�Ç�™�–�«�_  DHCP �”�»�Þ�«  �É�î�Ý�†�m�~�\�Z�•�G
�\�@�[�A�r�M��

>&�@>' "I���b�–�å�±�î�Ç�™�–�«�b/œ�†�²�È�Ý�¡�Ü�µ�¡�M�•�\�
�Q�b�–�å�±�î�Ç�™�–�«�b�²�–�”�ß�¢
�Î�µ�¡�«�@6ä�A�r�M��

• [DHCP Enabled]>8/²&g�S#Ý���–�å�±�î�Ç�™�–�«�V�[  DHCP �@�–�¿�î�È�Ý�_�^�W�Z�8�•�?�]�:�?�†
&g�K�r�M���–�å�±�î�Ç�™�–�«�V�[  DHCP �@�–�¿�î�È�Ý�_�^�W�Z�8�•���œ�c�� Yes���@�
�–�¿�î�È�Ý
�_�^�W�Z�8�^�8���œ�c�� No���@�
�G�b�•�Û�Ò�_/²&g�I�€�r�M��

• [Address Pool]>8/²&g�S#Ý�� DHCP �”�»�Þ�«  �É�î�Ý�_�m�~�\�Z�}�€�S  IP �”�»�Þ�«�b(
�V�@/²&g�I
�€�r�M��

• [DNS Servers]>8/²&g�S#Ý���–�å�±�î�Ç�™�–�«�_0¿���I�€�S  DNS �§�î�Â�@/²&g�I�€�r�M��

• [WINS Servers]>8/²&g�S#Ý���–�å�±�î�Ç�™�–�«�_0¿���I�€�S  WINS �§�î�Â�@/²&g�I�€�r�M��

• [Domain Name]>8/²&g�S#Ý���–�å�±�î�Ç�™�–�«�b�»�Ó�–�å�¡�@/²&g�I�€�r�M��

• [Ping Timeout]>8/²&g�S#Ý���–�å�±�î�Ç�™�–�«�V�[�­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�@  ICMP ping �b
�Â'Å�†�…�X�ì6ë�@�Ñ�Ü&Ê�"�)�[/²&g�I�€�r�M��

• [Lease Length]>8/²&g�S#Ý���–�å�±�î�Ç�™�–�«�V�_0¿���I�€�S  DHCP �§�î�Â�@�
 DHCP �¡�Û�–�”
�å�º�_�|�•�m�~�\�Z�í�s  IP �”�»�Þ�«�b�Q#Ý�†0Á�•�M�•�ì6ë�@/²&g�I�€�r�M��

• [Auto Interface]>8/²&g�S#Ý��+¬�·�¥�å�Ç�•� �×�Þ�î�©�Ù�å�_  DNS�
 WINS�
�»�Ó�–�å�¡�b�›�_��
�†�f�j�M�•  DHCP �¡�Û�–�”�å�º�V�b�–�å�±�î�Ç�™�–�«�@/²&g�I�€�r�M��

• [Options]>8/²&g�S#Ý���–�å�±�î�Ç�™�–�«�_0¿���I�€�S9×�Ø�^  DHCP �œ�É�©�Ù�å�@/²&g�I�€�r�M��

• [Dynamic DNS Settings]>8/²&g�S#Ý��/²&g

• [Edit]>84E�¥�K�S�–�å�±�î�Ç�™�–�«�b  [Edit DHCP Server] �²�–�”�ß�¢�Î�µ�¡�«�@6ä�A�r�M�� [Edit 
DHCP Server] �²�–�”�ß�¢�Î�µ�¡�«�[�c�
 DHCP �†�–�¿�î�È�Ý�_�K�Z�
 DHCP �”�»�Þ�«  �É�î�Ý�†�æ
���[�A�r�M��

• [Global DHCP Options]>8�œ�É�©�Ù�å�b DHCP �Ã�Û�Ó�î�±�@�µ�r�€�r�M��

– [Enable Auto-configuration from interface]>8DHCP +¬�·�¥�å�Ç�•� �×�Þ�î�©�Ù�å�†�–�¿�î�È�Ý
�_�K�
�Ó�½�×�î�?�}�–�å�±�î�Ç�™�–�«�†4E�¥�M�•���œ�_�œ�å�_�K�r�M��

DHCP +¬�·0¿���[�c�
�æ���K�S�–�å�±�î�Ç�™�–�«�[�·�8�K�Z�8�•  DHCP �¡�Û�–�”�å�º�?�}�v
�“�K�S  DNS �§�î�Â�
�»�Ó�–�å�¡�
�>�|�g  WINS �§�î�Â�b�_���@�
 DHCP �§�î�Â�?�}  DHCP 
�¡�Û�–�”�å�º�_�f�j�I�€�r�M��+¬�·�¥�å�Ç�•� �×�Þ�î�©�Ù�å�†�Ó�K�Z�v�“�I�€�S�_���b�M4Š
�@�
 [Other DHCP Options] 8•�æ�[�v�m�·�[�æ���I�€�Z�8�•���œ�
�è(ô�I�€�S�_���|�~�m�·�[
�æ���K�S�_���@
ƒ
›�I�€�r�M��

– [DNS Server 1]>8>&�õ�–>' DHCP �¡�Û�–�”�å�º�b�É�Û�–�Ð�Ü  DNS �§�î�Â�b  IP �”�»�Þ�«�†�æ��
�K�r�M��

– [DNS Server 2]>8>&�õ�–>' DHCP �¡�Û�–�”�å�º�b�æ�p  DNS �§�î�Â�b  IP �”�»�Þ�«�†�æ���K�r�M��

– [Domain Name]>8>&�õ�–>' DHCP �¡�Û�–�”�å�º�b  DNS �»�Ó�–�å�¡�†�æ���K�r�M��
example.com �^�]�b�w� �^  DNS �»�Ó�–�å�¡�†
°�Š�K�r�M��

– [Lease Length]>8>&�õ�–>'�Ü�î�«�b�‡6ë�@)
�¢�M�•�S�_�
�m�~�\�Z  IP �”�»�Þ�«�†�¡�Û�–�”�å�º
�@�Q#Ý�[�A�•�ì6ë�†&Ê�"�)�[�æ���K�r�M���w� �Í�b(
�V�c  300 >|  1048575 &Ê�[�M���¹�Ç�›�Ý
�º�Í�c  3600 &Ê>&1 �ì6ë>'�[�M��
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– [Primary WINS Server]>8>&�õ�–>' DHCP �¡�Û�–�”�å�º�b�É�Û�–�Ð�Ü  WINS �§�î�Â�b  IP �”�»�Þ
�«�†�æ���K�r�M��

– [Secondary WINS Server]>8>&�õ�–>' DHCP �¡�Û�–�”�å�º�b�æ�p  WINS �§�î�Â�b  IP �”�»�Þ�«�†
�æ���K�r�M��

– [Ping Timeout]>8>&�õ�–>'�”�»�Þ�«�b'‡�œ�†4J�E�•�S�u�_�
�­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�c�
 1 
�X�b�”�»�Þ�«�_  ICMP ping �Ã�£�µ�º�†  2 �G3æ�™�K�Z�?�}�
�Q�b�”�»�Þ�«�†  DHCP �¡�Û�–�”�å
�º�_�m�~�\�Z�r�M�� [Ping Timeout] �Ç�•�î�Ý�»�[�c�
�­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�@  DHCP 
ping 0è/œ�b�±�–�Ò�”�˜�º�†�…�X�ì6ë�†�Ñ�Ü&Ê�"�)�[�æ���K�r�M���w� �Í�b(
�V�c  10 >|  10000 
�Ñ�Ü&Ê�[�M���¹�Ç�›�Ý�º�Í�c  50 �Ñ�Ü&Ê�[�M��

– [Advanced]>8Advanced DHCP Options �²�–�”�ß�¢�Î�µ�¡�«�†6ä�A�r�M���G�b�²�–�”�ß�¢�Î�µ
�¡�«�[�c�
 DHCP �œ�É�©�Ù�å�\�Q�b�Ã�Û�Ó�î�±�†�æ���[�A�r�M��

• [Dynamic DNS Settings for DHCP Server]>8�G�b8•�æ�[�c�
 DHCP �§�î�Â�b  DDNS �f�‚0¿���†��
/œ�[�A�r�M��

– [Update DNS Clients]>8�¡�Û�–�”�å�º  PTR �Ü�¯�î�«  �Þ�¥�î�»�b�f�‚�b�¹�Ç�›�Ý�º  �”�¡�©�Ù�å
�_�•�<�
 DHCP �§�î�Â�v���b�f�‚�”�¡�©�Ù�å�†>&4E�¥�K�S���œ�_>'��/œ�M�•�|�:�_�æ���M�•��
�œ�_�œ�å�_�K�r�M��

– [Update Both Records]>8DHCP �§�î�Â�@  A �Þ�¥�î�»�\  PTR RR �b�g�‰�†�f�‚�M�•�|�:�_�æ��
�M�•���œ�_�œ�å�_�K�r�M��

– [Override Client Settings]>8DHCP �§�î�Â�b�”�¡�©�Ù�å�@�
 DHCP �¡�Û�–�”�å�º�_�|�W�Z0[�Ó
�I�€�S�f�‚�”�¡�©�Ù�å�†�V�i�A�M�•�|�:�_�æ���M�•���œ�_�œ�å�_�K�r�M��

�Ô�î�»

���b/²�c�
�G�b�µ+��†�Q#Ý�[�A�•�Ô�î�»�†&g�K�S�v�b�[�M��

Edit DHCP Server

[Edit DHCP Server] �²�–�”�ß�¢�Î�µ�¡�«�[�c�
 DHCP �†�–�¿�î�È�Ý�_�K�Z�
4E�¥�K�S�–�å�±�î�Ç�™�–
�«�b  DHCP �”�»�Þ�«  �É�î�Ý�†�æ���[�A�r�M��

�Ç�•�î�Ý�»

• [Enable DHCP Server]>84E�¥�K�S�–�å�±�î�Ç�™�–�«�V�[  DHCP �§�î�Â�†�–�¿�î�È�Ý�_�M�•�_�c�

�G�b�³�™�µ�¡�Î�µ�¡�«�†�œ�å�_�K�r�M��4E�¥�K�S�–�å�±�î�Ç�™�–�«�V�[  DHCP �†�¹�•�­�î�È�Ý�_
�M�•�_�c�
�³�™�µ�¡�Î�µ�¡�«�†�œ�Ç�_�K�r�M��4E�¥�K�S�–�å�±�î�Ç�™�–�«�V�[  DHCP �§�î�Â�†
�¹�•�­�î�È�Ý�_�K�Z�v�
�æ���K�S  DHCP �”�»�Þ�«  �É�î�Ý�c�¡�Ü�”�I�€�r�O�‡��

• [DHCP Address Pool]>8DHCP �§�î�Â�@�Q#Ý�M�•  IP �”�»�Þ�«  �É�î�Ý�†
°�Š�K�r�M�� IP �”�»�Þ�«�b
�q�W�)�?�}�q�V�)�b6ë�[(
�V�æ���K�Z
°�Š�K�r�M�� IP �”�»�Þ�«�b(
�V�c�
4E�¥�K�S�–�å�±�î�Ç�™
�–�«�\� �L�§�È�¿�µ�º�V�_�Ñ�~�M�•�²0[�@�6�~�
�–�å�±�î�Ç�™�–�«+¬3��b  IP �”�»�Þ�«�†�µ�u�•�G
�\�c�[�A�r�O�‡��

• [Optional Parameters]>8DHCP �§�î�Â�b���b�Ã�Û�Ó�î�±�†�œ�É�©�Ù�å�[0¿���[�A�r�M��

�Ç�“�–�”�˜�›�î�Ý  �Ô�î�» �­�Ÿ�×�Ü�¸�•  �¥�å�¸�Ÿ�«�º

�Ý�î�¸�µ�» 3ñ4# �©�å�¢�Ý

�Ð�Ý�³

�¥�å�¸�Ÿ�«
�º �©�«�¸�Ò
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'¨  11 'v       DHCP�
 DNS�
�>�|�g  WCCP �§�î�Å�«
  DHCP �§�î�Â
– [DNS Server 1]>8DHCP �¡�Û�–�”�å�º�b�É�Û�–�Ð�Ü  DNS �§�î�Â�b  IP �”�»�Þ�«�†
°�Š�K�r�M��

– [DNS Server 2]>8DHCP �¡�Û�–�”�å�º�b�æ�p  DNS �§�î�Â�b  IP �”�»�Þ�«�†
°�Š�K�r�M��

– [Domain Name]>8DHCP �¡�Û�–�”�å�º�b  DNS �»�Ó�–�å�¡�†
°�Š�K�r�M�� example.com �^�]�b
�w� �^  DNS �»�Ó�–�å�¡�†
°�Š�K�r�M��

– [Lease Length]>8�Ü�î�«�b�‡6ë�@)
�¢�M�•�S�_�
�m�~�\�Z  IP �”�»�Þ�«�†�¡�Û�–�”�å�º�@�Q#Ý�[
�A�•�ì6ë�†&Ê�"�)�[
°�Š�K�r�M���w� �Í�b(
�V�c  300 >|  1048575 &Ê�[�M���¹�Ç�›�Ý�º�Í�c  
3600 &Ê>&1 �ì6ë>'�[�M��

– [Primary WINS Server]>8DHCP �¡�Û�–�”�å�º�b�É�Û�–�Ð�Ü  WINS �§�î�Â�b  IP �”�»�Þ�«�†
°�Š
�K�r�M��

– [Secondary WINS Server]>8DHCP �¡�Û�–�”�å�º�b�æ�p  WINS �§�î�Â�b  IP �”�»�Þ�«�†
°�Š�K
�r�M��

– [Ping Timeout]>8�­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�@  DHCP ping 0è/œ�b�±�–�Ò�”�˜�º�†�…�X�ì6ë
�†�Ñ�Ü&Ê�"�)�[
°�Š�K�r�M���w� �Í�b(
�V�c  10 >|  10000 �Ñ�Ü&Ê�[�M���¹�Ç�›�Ý�º�Í�c  50 �Ñ
�Ü&Ê�[�M��

– [Enable Auto-configuration on interface]>8DHCP +¬�·�¥�å�Ç�•� �×�Þ�î�©�Ù�å�†�–�¿�î�È�Ý�_
�K�
�Ó�½�×�î�?�}�–�å�±�î�Ç�™�–�«�†4E�¥�M�•���œ�_�œ�å�_�K�r�M��

– [Advanced]>8Advanced DHCP Options �²�–�”�ß�¢�Î�µ�¡�«�†6ä�A�r�M���G�b�²�–�”�ß�¢�Î�µ
�¡�«�[�c�
 DHCP �œ�É�©�Ù�å�\�Q�b�Ã�Û�Ó�î�±�†�æ���[�A�r�M��

• [Dynamic DNS Settings for DHCP Server]>8�G�b8•�æ�[�c�
 DHCP �§�î�Â�b  DDNS �f�‚0¿���†��
/œ�[�A�r�M��

– [Update DNS Clients]>8�¡�Û�–�”�å�º  PTR �Ü�¯�î�«  �Þ�¥�î�»�b�f�‚�b�¹�Ç�›�Ý�º  �”�¡�©�Ù�å
�_�•�<�
 DHCP �§�î�Â�v���b�f�‚�”�¡�©�Ù�å�†>&4E�¥�K�S���œ�_>'��/œ�M�•�|�:�_�æ���M�•��
�œ�_�œ�å�_�K�r�M��

– [Update Both Records]>8DHCP �§�î�Â�@  A �Þ�¥�î�»�\  PTR RR �b�g�‰�†�f�‚�M�•�|�:�_�æ��
�M�•���œ�_�œ�å�_�K�r�M��

– [Override Client Settings]>8DHCP �§�î�Â�b�”�¡�©�Ù�å�@�
 DHCP �¡�Û�–�”�å�º�_�|�W�Z0[�Ó
�I�€�S�f�‚�”�¡�©�Ù�å�†�V�i�A�M�•�|�:�_�æ���M�•���œ�_�œ�å�_�K�r�M��

�Ô�î�»

���b/²�c�
�G�b�µ+��†�Q#Ý�[�A�•�Ô�î�»�†&g�K�S�v�b�[�M��

Advanced DHCP Options

[Advanced DHCP Options] �²�–�”�ß�¢�Î�µ�¡�«�[�c�
 DHCP �œ�É�©�Ù�å �Ã�Û�Ó�î�±�†0¿���[�A�r�M��
DHCP �œ�É�©�Ù�å�c�
 DHCP �¡�Û�–�”�å�º�_3ã�•�_���†�f�j�M�•���œ�_�Q#Ý�K�r�M���S�\�<�d�

DHCP �œ�É�©�Ù�å 150 �>�|�g  DHCP �œ�É�©�Ù�å 66 �c�
 Cisco IP Phone �>�|�g  Cisco IOS �Ý�î�±�_  
TFTP �§�î�Â�_���†�f�j�K�r�M��

�Ç�“�–�”�˜�›�î�Ý  �Ô�î�» �­�Ÿ�×�Ü�¸�•  �¥�å�¸�Ÿ�«�º

�Ý�î�¸�µ�» 3ñ4# �©�å�¢�Ý

�Ð�Ý�³

�¥�å�¸�Ÿ�«
�º �©�«�¸�Ò
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'¨  11 'v       DHCP�
 DNS�
�>�|�g  WCCP �§�î�Å�«
  DHCP �§�î�Â
9×�Ø�^ DHCP �œ�É�©�Ù�å�†�Q#Ý�M�€�d�
 DHCP �¡�Û�–�”�å�º�_  DNS�
 WINS�
�>�|�g�»�Ó�–�å�¡�Ã�Û
�Ó�î�±�†�f�j�[�A�r�M���r�S�
 DHCP +¬�·�¥�å�Ç�•� �×�Þ�î�©�Ù�å0¿���†�Q#Ý�M�€�d�
�G�€�}�b�Í�†
�v�“�K�S�~�
 DHCP �§�î�Â  �Ì�–�å�[�Í�†�m�·�[�æ���K�S�~�v�[�A�r�M���G�b�_���b�æ���_  2 �X�è�V�b
�‰�2�†�Q#Ý�M�•�\�
���b
ƒ
›8p�)�[�_���@  DHCP �¡�Û�–�”�å�º�_�û�I�€�r�M��

1. �m�·�[/œ�ƒ�€�S0¿��

2. 9×�Ø�^ DHCP �œ�É�©�Ù�å�b0¿��

3. DHCP +¬�·�¥�å�Ç�•� �×�Þ�î�©�Ù�å

�S�\�<�d�
 DHCP �¡�Û�–�”�å�º�@�w�E�v�•�»�Ó�–�å�¡�†�m�·�[��*O�K�
���_  DHCP +¬�·�¥�å�Ç�•� �×
�Þ�î�©�Ù�å�†�–�¿�î�È�Ý�_�[�A�r�M�� DHCP +¬�·�¥�å�Ç�•� �×�Þ�î�©�Ù�å�c�
 DNS �>�|�g  WINS �§�î
�Â�\�\�v�_�»�Ó�–�å�†�è(ô�K�r�M�@�
�m�·�[��*O�I�€�S�»�Ó�–�å�¡�@�è(ô�I�€�S  DNS �>�|�g  WINS 
�§�î�Â�¡�\�\�v�_  DHCP �¡�Û�–�”�å�º�_�û�I�€�r�M�� DHCP +¬�·�¥�å�Ç�•� �×�Þ�î�©�Ù�å  �É�ß�­�«�[
�è(ô�I�€�S�»�Ó�–�å�¡�c�
�m�·�[��*O�I�€�S�»�Ó�–�å�¡�†
ƒ
›�I�O�•�S�u�_%Ú� �I�€�r�M��

�Ç�•�î�Ý�»

• [Option to be Added]>8DHCP �œ�É�©�Ù�å�b0¿���_�Q#Ý�I�€�•�Ç�•�î�Ý�»�@�µ�r�€�r�M��

– [Choose the option code]>8�Q#Ý�•+��^�œ�É�©�Ù�å  �¥�î�»�@�M0t/²&g�I�€�r�M���œ�É�©�Ù�å  1�

12�
 50 >|  54�
 58 >|  59�
 61�
 67�
 82 �†7V�A�
�M�m�Z�b  DHCP �œ�É�©�Ù�å>&�œ�É�©�Ù�å 1 >|  
255>'�@�§�Ï�î�º�I�€�Z�8�r�M��0¿���M�•�œ�É�©�Ù�å�†4E�¥�K�r�M��

�M4Š�b�œ�É�©�Ù�å�c�† =�[�M���† =�œ�É�©�Ù�å�b���œ�
�œ�É�©�Ù�å�¡�@�œ�É�©�Ù�å$��•�b�‹�b
�•�µ�¥
Æ�_/²&g�I�€�
�œ�É�©�Ù�å$��•�>�|�g�œ�É�©�Ù�å  �Ã�Û�Ó�î�±�c�
�œ�É�©�Ù�å�[�§�Ï�î
�º�I�€�•�v�b�_�D7H�I�€�r�M���Ú�b�M�m�Z�b�œ�É�©�Ù�å�_�c�œ�É�©�Ù�å$��•�T�E�@/²&g�I�€�

�œ�É�©�Ù�å�_�æ���M�•4:�)�^�Ã�Û�Ó�î�±�†4E�¥�M�•�²0[�@�6�~�r�M��

�† =  DHCP �œ�É�©�Ù�å�b���œ�
�§�Ï�î�º�I�€�•�œ�É�©�Ù�å�b�Í�±�–�É�T�E�@�Q#Ý�•+��[�M��
�S�\�<�d�
 DHCP �œ�É�©�Ù�å 2>&�±�–�Ò �œ�Ç�­�µ�º>'�†4E�¥�K�S���œ�
�G�b�œ�É�©�Ù�å�_�æ��
�[�A�•�b�c  16 4
�X�Í�T�E�[�M���Ú�b�M�m�Z�b  DHCP �œ�É�©�Ù�å�[�c�
�M�m�Z�b�œ�É�©�Ù�å�Í
�±�–�É�†�Q#Ý�[�A�r�M�@�
4:�)�^�œ�É�©�Ù�å�Í�±�–�É�†4E�¥�M�•�²0[�@�6�~�r�M��

• [Option Data]>8�G�€�}�b�œ�É�©�Ù�å�c�
�œ�É�©�Ù�å�@  DHCP �¡�Û�–�”�å�º�_3É�M�_���b�±�–�É�†
�æ���K�r�M���† =  DHCP �œ�É�©�Ù�å�b���œ�
�§�Ï�î�º�I�€�•�œ�É�©�Ù�å�b�Í�±�–�É�T�E�@�Q#Ý�•
+��[�M���Ú�b�M�m�Z�b  DHCP �œ�É�©�Ù�å�[�c�
�M�m�Z�b�œ�É�©�Ù�å�Í�±�–�É�†�Q#Ý�[�A�r�M��

• [IP Address]>8�G�b�Í�†4E�¥�M�•�\�
 IP �”�»�Þ�«�†  DHCP �¡�Û�–�”�å�º�_3É�M�|�:�_�æ���I�€�r
�M�� IP �”�»�Þ�«�c�q�±  2 �X�r�[�æ���[�A�r�M��

>&�@>' 6õ4��Ü�E�}�€�S  [IP Address] �Ç�•�î�Ý�»�b�¡�S�c�
4E�¥�K�S  DHCP �œ�É�©�Ù�å�_�ö�Y�8�Z
�š�ƒ�~�r�M���S�\�<�d�
 [DHCP Option 3>&Router>' ] �†4E�¥�K�S���œ�
�Ç�•�î�Ý�»�¡�c  
[Router 1] �>�|�g  [Router 2] �_�š�ƒ�~�r�M��

– [IP Address 1]>8�»�µ�º�Ü�A  10 4
�X/²0°�b  IP �”�»�Þ�«��

– [IP Address 2]>8>&�õ�–>'�»�µ�º�Ü�A  10 4
�X/²0°�b  IP �”�»�Þ�«��

• [ASCII]>8�G�b�œ�É�©�Ù�å�†4E�¥�M�•�\�
 ASCII �Í�@  DHCP �¡�Û�–�”�å�º�_3É�I�€�•�|�:�_�æ���I
�€�r�M��

>&�@>' 6õ4��Ü�E�}�€�S  [Data] �Ç�•�î�Ý�»�b�¡�S�c�
4E�¥�K�S  DHCP �œ�É�©�Ù�å�_�ö�Y�8�Z�š�ƒ�~
�r�M���S�\�<�d�
 [DHCP Option 14>&Merit Dump File>' ] �†4E�¥�K�S���œ�
6õ4��Ü�E�}�€
�S [Data] �Ç�•�î�Ý�»�b�¡�S�c  [File Name] �_�š�ƒ�~�r�M��

– [Data]>8ASCII �e�Ð�4���e�Ð�4�_'5$Ñ�«�Ì�î�«�†�µ�u�•�G�\�c�[�A�r�O�‡��
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  DNS Client
• [Hex]>8�G�b�œ�É�©�Ù�å�†4E�¥�M�•�\�
 DHCP �¡�Û�–�”�å�º�_  16 4
�X�Í�†3É�M�|�:�_�æ���I�€�r
�M��

>&�@>' 6õ4��Ü�E�}�€�S  [Data] �Ç�•�î�Ý�»�b�¡�S�c�
4E�¥�K�S  DHCP �œ�É�©�Ù�å�_�ö�Y�8�Z�š�ƒ�~
�r�M���S�\�<�d�
 DHCP �œ�É�©�Ù�å 2>&�±�–�Ò �œ�Ç�­�µ�º>'�†4E�¥�K�S���œ�
6õ4��Ü�E�}
�€�S  [Data] �Ç�•�î�Ý�»�c  [Offset] �Ç�•�î�Ý�»�_�^�~�r�M��

– [Data]>8�«�Ì�î�«�^�K�b
��X�[�S�B�I�€�•  16 4
�X�e�Ð�4�� 0x �É�Þ�Ç�•�µ�¡�«�†�Q#Ý�M�•�²0[
�c�6�~�r�O�‡��

• [Add]>80¿���í�s�b�œ�É�©�Ù�å�†  DHCP �œ�É�©�Ù�å �¸�î�È�Ý�_3ã�•�K�r�M��

• [Delete]>84E�¥�K�S�œ�É�©�Ù�å�†  DHCP �œ�É�©�Ù�å �¸�î�È�Ý�?�}�P7V�K�r�M��

• DHCP �œ�É�©�Ù�å �¸�î�È�Ý>80¿���I�€�Z�8�•  DHCP �œ�É�©�Ù�å�†�M0t/²&g�K�r�M��

– [Option Code]>8DHCP �œ�É�©�Ù�å �¥�î�»�†/²&g�K�r�M���† =  DHCP �œ�É�©�Ù�å�b���œ�
�œ�É
�©�Ù�å�¡�c�œ�É�©�Ù�å  �¥�î�»�b7„�b�•�µ�¥
Æ�_/²&g�I�€�r�M��

– [Option Data]>84E�¥�K�S�œ�É�©�Ù�å�_�P�K�Z0¿���I�€�S�Ã�Û�Ó�î�±�†/²&g�K�r�M��

�Ô�î�»

���b/²�c�
�G�b�µ+��†�Q#Ý�[�A�•�Ô�î�»�†&g�K�S�v�b�[�M��

DNS Client
[DNS Client] �Ì�–�å�_�c�
�­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�b  DNS �§�î�Â  �¢�Ý�î�É�>�|�g  DNS �è(ô�_��
�@/²&g�I�€�r�M���G�€�_�|�~�
�§�î�Â�¡�†�¡�Û�–�”�å�º�Þ�«  SSL VPN �¥�å�Ç�•� �×�Þ�î�©�Ù�å�r�S�c
0É�Â�i�¥�å�Ç�•� �×�Þ�î�©�Ù�å�_0Ž�ô�[�A�r�M���§�î�Â�¡>& AAA �^�]>'�†��*O�M�•�Q�b�Ú�b�µ+��c�

DNS 0Ž�ô�†�§�Ï�î�º�K�Z�8�r�O�‡���G�€�}�b���œ�
 IP �”�»�Þ�«�†
°�Š�M�•�?�
 [ �¿�µ�º�á�î�¡  �œ�È
�ª�™�¡�º�b�+0[ ] �Ì�–�å�_�§�î�Â�¡�†3ã�•�K�Z�¡�S�†�m�·�[  IP �”�»�Þ�«�_0Ž�ô�M�•�²0[�@�6�~�r�M��

�Ç�•�î�Ý�»

• [DNS Server Groups]>8DNS �§�î�Â  �Ü�«�º�†/²&g�>�|�g'ö#.�K�r�M�� DNS 0[�Ó�†3?3æ�[�A�•�”�»
�Þ�«�c�q�±  6 �X�[�M���­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«  �[�c�
�Â'Å�†�w�™�M�•�r�[�›  DNS �§�î�Â�†8p
�_0è�K�r�M�� DNS �§�î�Â�†3ã�•�M�•�S�_�
 [DNS Lookup] 8•�æ�b�–�å�±�î�Ç�™�–�«�b�a�^�C�\�v  1 
�X�[  DNS �†�–�¿�î�È�Ý�_�M�•�²0[�@�6�~�r�M���G�b8•�æ�b�¸�î�È�Ý�b
Æ���c���b�\�>�~�[�M��

– [Name]>8/²&g�S#Ý��0¿���í�s�b�›  DNS �§�î�Â  �¢�Ý�î�É�b�¡�S�†/²&g�K�r�M��

– [Servers]>8/²&g�S#Ý��0¿���í�s�§�î�Â�b  IP �”�»�Þ�«�†/²&g�K�r�M��

– [Timeout]>8/²&g�S#Ý���Ü�«�º
Æ�b���b  DNS �§�î�Â�†0è/œ�M�•�r�[�_�…�µ�M�•&Ê�X>& 1 >|  30 
&Ê>'�†/²&g�K�r�M���¹�Ç�›�Ý�º�c  2 &Ê�[�M���­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�@�§�î�Â�b�Ü�«�º�†

Ì0è/œ�M�•�S�g�_�
�G�b�±�–�Ò�”�˜�º�c�¸�Q�K�r�M��

�Ç�“�–�”�˜�›�î�Ý  �Ô�î�» �­�Ÿ�×�Ü�¸�•  �¥�å�¸�Ÿ�«�º

�Ý�î�¸�µ�» 3ñ4# �©�å�¢�Ý

�Ð�Ý�³

�¥�å�¸�Ÿ�«
�º �©�«�¸�Ò
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– [Retries]>8/²&g�S#Ý���Ü�«�º
Æ�b���b  DNS �§�î�Â�†0è/œ�M�•�r�[�_�…�µ�M�•&Ê�X�†/²&g�K�r
�M��

– [Domain Name]>8/²&g�S#Ý���­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�@0[�Ó�†
Ì0è/œ�M�•�G�X�†/²&g�K
�r�M��

• [DNS Lookup]>8�–�å�±�î�Ç�™�–�«�V�[�b  DNS �è(ô�†�–�¿�î�È�Ý�r�S�c�¹�•�­�î�È�Ý�_�K�r�M��

– [Interface]>8/²&g�S#Ý�� �M�m�Z�b�–�å�±�î�Ç�™�–�«�¡�†�M0t/²&g�K�r�M��

– [DNS Enabled]>8/²&g�S#Ý���–�å�±�î�Ç�™�–�«�@  DNS �è(ô�†�§�Ï�î�º�M�•�?�]�:�?�†  Yes �r
�S�c  No �[/²&g�K�r�M��

– [Disable]>84E�¥�K�S�–�å�±�î�Ç�™�–�«�b  DNS �è(ô�†�¹�•�­�î�È�Ý�_�K�r�M��

�Ô�î�»

���b/²�c�
�G�b�µ+��†�Q#Ý�[�A�•�Ô�î�»�†&g�K�S�v�b�[�M��

DNS �§�î�Â  �¢�Ý�î�É�b3ã�•�>�|�g)…7Ÿ

[Add or Edit DNS Server Group] �Ì�–�å�[�c�
�­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�b  1 �X�r�S�c0
�X�b  DNS 
�§�î�Â�†�æ���r�S�c�š�f�[�A�r�M���G�€�_�|�~�
�§�î�Â�¡�†�¡�Û�–�”�å�º�Þ�«  SSL VPN �¥�å�Ç�•� �×
�Þ�î�©�Ù�å�r�S�c0É�Â�i�¥�å�Ç�•� �×�Þ�î�©�Ù�å�b  IP �”�»�Þ�«�_0Ž�ô�[�A�r�M���§�î�Â�¡>& AAA �^
�]>'�†��*O�M�•�Q�b�Ú�b�µ+��c�
 DNS 0Ž�ô�†�§�Ï�î�º�K�Z�8�r�O�‡���G�b�|�:�^���œ�
 IP �”�»�Þ�«�†

°�Š�M�•�?�
 [ �¿�µ�º�á�î�¡  �œ�È�ª�™�¡�º�b�+0[ ] �Ì�–�å�_�§�î�Â�¡�†3ã�•�K�Z�¡�S�†�m�·�[  IP �”�»�Þ
�«�_0Ž�ô�M�•�²0[�@�6�~�r�M��

�Ç�•�î�Ý�»

• [Name]>8�§�î�Â�¡�†�æ���K�r�M�� Edit �µ+��_�>�8�Z�c�
�G�b�Ç�•�î�Ý�»�c /²&g�S#Ý�[�M��

• [DNS Servers]>8DNS �§�î�Â  �Ü�«�º�†'ö#.�K�r�M�� DNS 0[�Ó�†3?3æ�[�A�•�”�»�Þ�«�c�
�q�±  6 �X
�r�[�æ���[�A�r�M���­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«  �[�c�
�Â'Å�†�w�™�M�•�r�[�›  DNS �§�î�Â�†8p�_
0è�K�r�M�� DNS �§�î�Â�†3ã�•�M�•�S�_�
 [DNS Lookup] 8•�æ�b�–�å�±�î�Ç�™�–�«�b�a�^�C�\�v  1 
�X�[  DNS �†�–�¿�î�È�Ý�_�M�•�²0[�@�6�~�r�M��

– [Server to be Added]>8DNS �§�î�Â�b  IP �”�»�Þ�«�†�æ���K�r�M��

– [Add]>8DNS �§�î�Â�†�Ü�«�º�b�W�_3ã�•�K�r�M��

– [Delete]>84E�¥�K�S DNS �§�î�Â�†�Ü�«�º�?�}�P7V�K�r�M��

– [Servers]>8/²&g�S#Ý�� DNS �§�î�Â  �Ü�«�º�†/²&g�K�r�M��

– [Move Up]>84E�¥�K�S DNS �§�î�Â�†�Ü�«�º�b�V�‰�¥�_&ã�·�K�r�M��

– [Move down]>84E�¥�K�S DNS �§�î�Â�†�Ü�«�º�b�W�‰�¥�_&ã�·�K�r�M��

• [Timeout]>8�Ü�«�º
Æ�b���b  DNS �§�î�Â�†0è/œ�M�•�r�[�b&Ê�X�†  1 >|  30 &Ê�b6ë�[�æ���K�r�M���¹
�Ç�›�Ý�º�c  2 &Ê�[�M���­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�@�§�î�Â�b�Ü�«�º�†
Ì0è/œ�M�•�S�g�_�
�G�b
�±�–�Ò�”�˜�º�c�¸�Q�K�r�M��

�Ç�“�–�”�˜�›�î�Ý  �Ô�î�» �­�Ÿ�×�Ü�¸�•  �¥�å�¸�Ÿ�«�º

�Ý�î�¸�µ�» 3ñ4# �©�å�¢�Ý

�Ð�Ý�³

�¥�å�¸�Ÿ�«
�º �©�«�¸�Ò
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  �²�–�¼�Ñ�µ�¡  DNS
• [Retries]>8�­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�@0[�Ó�†
Ì0è/œ�M�•�G�X�†0¿���K�r�M��
Ì0è/œ�b(
�V�c  1 
>|  10 �G�[�M��

• [Domain Name]>8>&�õ�–>'�§�î�Â�b  DNS �»�Ó�–�å�¡�†�æ���K�r�M�� example.com �^�]�b�w� �^  
DNS �»�Ó�–�å�¡�†
°�Š�K�r�M��

�Ô�î�»

���b/²�c�
�G�b�µ+��†�Q#Ý�[�A�•�Ô�î�»�†&g�K�S�v�b�[�M��

�²�–�¼�Ñ�µ�¡  DNS
Dynamic DNS �c�”�»�Þ�«�\�»�Ó�–�å�¡�b�Ð�µ�Æ�å�¢�†�f�j�K�Z�
�›�Í�«�º�b  DHCP �m�~�\�Z�_�|�~  
IP �”�»�Þ�«�@8–)¾�_�š�ì�K�Z�v�
�Í�«�º� �ˆ�@�«�8�_�è(ô�[�A�•�|�:�_�K�r�M�� DDNS �b�¡�S�\�”�»
�Þ�«�b�Ð�µ�Æ�å�¢�c�
 2 �X�b�Ü�¯�î�«  �Þ�¥�î�»�b  DHCP �§�î�Â�V�[/œ�ƒ�€�r�M�� A RR �c�¡�S�?�}  IP 
�”�»�Þ�«�l�b�Ð�µ�Æ�å�¢�†�–�â�K�
 PTR RR �c�”�»�Þ�«�?�}�¡�S�l�b�Ð�µ�Æ�å�¢�†/œ�8�r�M�� DDNS �f
�‚�†��/œ�M�•�S�u�b  2 �X�b�‰�'>& RFC 2136 �[0d���I�€�Z�8�•  IETF �† =�
�>�|�g�M+á$×�^  HTTP �‰
�'>'�b�:�U�
�­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�b�G�b�Ü�Ü�î�«�[�c�
 IETF �‰�'�†�§�Ï�î�º�K�Z�8�r�M��

[Dynamic DNS] �Ì�–�å�_�c�
0¿���í�s�b  DDNS �f�‚�‰�2�>�|�g  DDNS #Ý�_0¿���I�€�S�–�å�±�î�Ç�™
�–�«�@/²&g�I�€�r�M���¦�S��*O�I�€�S6ë7x�[�m�~�\�Z�í�s�”�»�Þ�«�\�Í�«�º�¡�b6ë�b�”�¯�©�š�î�©�Ù�å
�†+¬�·$×�_0°6��M�•�G�\�[�
 DDNS �[�c8–)¾�_�š�f�I�€�•�”�»�Þ�«�\�Í�«�º�¡6ë�b�”�¯�©�š�î�©�Ù�å
�†8–)¾�_�f�‚�[�A�r�M���G�€�_�|�~�
�S�\�<�d�Ô�Â�–�Ý  �Í�«�º�c�
�Ø�î�¨�r�S�c'ö#.*…�@�ï�8�M�•�G
�\�^�C�
�¿�µ�º�á�î�¡
Æ�†+¬#ä�_&ã�·�[�A�r�M��

�Ç�•�î�Ý�»

• [Update Methods]>8�­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�[0¿���I�€�S  DDNS �f�‚�‰�2�†�M0t/²&g�K�r�M��
�¸�î�È�Ý�_�µ�r�€�•�b�c���b�›8o% �[�M��

– [Method Name]>8/²&g�S#Ý�� DDNS �f�‚�‰�2�b�Ø�î�¨��*O�¡�@/²&g�I�€�r�M��

– [Interval]>8/²&g�S#Ý���f�‚�‰�2�_0¿���I�€�S  DNS �f�‚�b0è/œ6ë�b�ì6ë�@/²&g�I�€�r�M��

– [Update DNS Server Records]>8/²&g�S#Ý���Q�b�‰�2�[  A �Ü�¯�î�«  �Þ�¥�î�»>&�¡�S�?�}  IP �”�»
�Þ�«�l>'�\  PTR �Ü�¯�î�«  �Þ�¥�î�»>& IP �”�»�Þ�«�?�}�¡�S�l>'�b�g�‰�@�f�‚�I�€�•�b�?�
�r�S
�c�g�‰�\�v�f�‚�I�€�^�8�b�?�@/²&g�I�€�r�M��

– [Add/Edit]>8[Add/Edit Dynamic DNS Update Methods] �²�–�”�ß�¢�Î�µ�¡�«�@/²&g�I�€�r�M��

– [Delete]>8#'�~4E�¥�I�€�Z�8�•�f�‚�‰�2�@�¸�î�È�Ý�?�}�P7V�I�€�r�M��

• [Dynamic DNS Interface Settings]>8DDNS #Ý�_0¿���I�€�S�›�–�å�±�î�Ç�™�–�«�b  DDNS 0¿���†�M
0t/²&g�K�r�M��

– [Interface]>8/²&g�S#Ý�� DDNS #Ý�_0¿���I�€�S�­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«  �–�å�±�î�Ç�™�–
�«�b�¡�S�@/²&g�I�€�r�M��

– [Method Name]>8/²&g�S#Ý���›�–�å�±�î�Ç�™�–�«�_�m�~�\�Z�}�€�S�f�‚�‰�2�@/²&g�I�€�r�M��

– [Hostname]>8/²&g�S#Ý�� DDNS �¡�Û�–�”�å�º�b�Í�«�º�¡�@/²&g�I�€�r�M��

�Ç�“�–�”�˜�›�î�Ý  �Ô�î�» �­�Ÿ�×�Ü�¸�•  �¥�å�¸�Ÿ�«�º

�Ý�î�¸�µ�» 3ñ4# �©�å�¢�Ý

�Ð�Ý�³

�¥�å�¸�Ÿ�«
�º �©�«�¸�Ò
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  �²�–�¼�Ñ�µ�¡  DNS
– [Update DHCP Server Records]>8/²&g�S#Ý���–�å�±�î�Ç�™�–�«�@  A �>�|�g  PTR �¯�î�«  �Þ�¥�î
�»�†�g�‰�\�v�f�‚�M�•�?�
�r�S�c�g�‰�\�v�f�‚�K�^�8�?�@/²&g�I�€�r�M��

– [Add/Edit]>8[Add/Edit Dynamic DNS Interface Settings] �²�–�”�ß�¢�Î�µ�¡�«�@/²&g�I�€�r�M��

– [Delete]>84E�¥�K�S�–�å�±�î�Ç�™�–�«�b  DDNS �f�‚0¿���†�P7V�K�r�M��

• [DHCP Clients Update DNS Records]>8DHCP �¡�Û�–�”�å�º�@  DHCP �§�î�Â�[�f�‚�I�€�•�|�:�_0[
�Ó�M�•�Þ�¥�î�»�†�æ���M�•�
�¢�ß�î�Â�Ý0¿���[�M�����b�8�N�€�?�b�œ�É�©�Ù�å  �Î�±�å�†�¡�Ü�µ�¡
�K�r�M��

– [Default>&PTR Records>' ] �[�c�
�§�î�Â�_�|�~�¡�Û�–�”�å�º�@  PTR �Þ�¥�î�»�b�f�‚�†0[�Ó�M
�•�|�:�_�æ���I�€�r�M��

�r�S�c

– [Both]>&PTR Records �>�|�g  A Records>'�[�c�
�§�î�Â�_�|�~�¡�Û�–�”�å�º�@  A �>�|�g  PTR 
DNS �Ü�¯�î�«  �Þ�¥�î�»�b�g�‰�†0[�Ó�M�•�|�:�_�æ���I�€�r�M��

�r�S�c

– [None] �[�c�
�§�î�Â�_�|�~�¡�Û�–�”�å�º�@�f�‚�†0[�Ó�K�^�8�|�:�_�æ���I�€�r�M��

�Ô�î�»

���b/²�c�
�G�b�µ+��†�Q#Ý�[�A�•�Ô�î�»�†&g�K�S�v�b�[�M��

�Ç�“�–�”�˜�›�î�Ý  �Ô�î�» �­�Ÿ�×�Ü�¸�•  �¥�å�¸�Ÿ�«�º

�Ý�î�¸�µ�» 3ñ4# �©�å�¢�Ý

�Ð�Ý�³

�¥�å�¸�Ÿ�«
�º �©�«�¸�Ò
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 DNS�
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  �²�–�¼�Ñ�µ�¡  DNS
Add/Edit Dynamic DNS Update Methods

[Add/Edit Dynamic DNS Update Methods] �²�–�”�ß�¢�Î�µ�¡�«�[�c�
�‚�K�8�‰�2�b3ã�•�
�r�S�c�è�S
�_3ã�•�K�S�‰�2�b)…7Ÿ�@��/œ�[�A�r�M���‰�2�b�¡�S�†�æ���K�S�~>&�‰�2�†3ã�•�K�S���œ>' �
 DDNS �f�‚
�b0è/œ6ë7x�†�æ���K�S�~�
 DDNS �¡�Û�–�”�å�º�@  A �Þ�¥�î�»�\  PTR �Þ�¥�î�»�b�g�‰�b�f�‚�†0è/œ�M�•
�?�]�:�?�
�r�S�c�g�‰�b�f�‚�†0è/œ�K�^�8�?�]�:�?�†�æ���[�A�r�M��

�Ç�•�î�Ý�»

• [Name]>8�‰�2�†3ã�•�M�•���œ�
�G�b�Ç�•�î�Ý�»�_�‚�K�8�‰�2�b�¡�S�†
°�Š�K�r�M���¤�Ñ�b�‰�2�†
)…7Ÿ�M�•���œ�
�G�b�Ç�•�î�Ý�»�c /²&g�S#Ý�\�^�~�
4E�¥�K�S�‰�2�b�¡�S�@)…7Ÿ#Ý�_/²&g�I�€�r�M��

• [Update Interval]>8�f�‚0è/œ6ë�b)�4#�ì6ë�†�æ���K�r�M��6ë7x�b(
�V�c  0 >|  (Ù 1 �º�[�M��

– [Days]>8�f�‚0è/œ6ë�b�¥�X�†  0 >|  364 �¥�b6ë�[4E�¥�K�r�M��

– [Hours]>8�f�‚0è/œ6ë�b�ì6ë�X�†  0 >|  23 �ì6ë>&�Z�X>'�?�}4E�¥�K�r�M��

– [Minutes]>8�f�‚0è/œ6ë�b�(�X�†  0 >|  59 �(>&�Z�X>'�?�}4E�¥�K�r�M��

– [Seconds]>8�f�‚0è/œ6ë�b&Ê�X�†  0 >|  59 &Ê>&�Z�X>'�?�}4E�¥�K�r�M��

– [Update Records]>8�¡�Û�–�”�å�º�@  A �>�|�g  PTR DNS �Ü�¯�î�«  �Þ�¥�î�»�b�g�‰�b�f�‚�†0è/œ
�M�•���œ�c  [Both]>&A �>�|�g  PTR Records>'�†�
 A �Þ�¥�î�»�T�E�f�‚�M�•���œ�c  [A Records 
Only] �†�¡�Ü�µ�¡�K�r�M���G�€�c�
�¡�Û�–�”�å�º�@�f�‚�M�•  DNS �§�î�Â  �Þ�¥�î�»�b�¶�9�b0¿
���‰�2�[�M��

�G�€�}�b�"�)�c�
3ã�•�'�[�M���X�r�~�
�¥�X�_  0�
�ì6ë�X�_  0�
�(�X�_  5�
&Ê�X�_  15 �†
°�Š�K�S���œ�

�G�b�”�µ�É�¹�î�º�‰�'�@�”�¡�¸�•�È�[�6�•7H�~�
 5 �(  15 &Ê�H�\�_�”�µ�É�¹�î�º�@0è/œ�I�€�r�M��

�Ô�î�»

���b/²�c�
�G�b�µ+��†�Q#Ý�[�A�•�Ô�î�»�†&g�K�S�v�b�[�M��

Add/Edit Dynamic DNS Interface Settings

[Add/Edit Dynamic DNS Interface Settings] �[�c�
�­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«  �–�å�±�î�Ç�™�–�«�V
�[  DDNS �†0¿���[�A�r�M���f�‚�‰�2�†�m�~�\�Z�S�~�
�Í�«�º�¡�†�æ���K�S�~�
�¡�Û�–�”�å�º�_�|�•  A 
�Þ�¥�î�»�>�|�g  PTR �Þ�¥�î�»�b�g�‰�†�f�‚�r�S�c�8�N�€�v�f�‚�K�^�8  DHCP �§�î�Â�†0¿���K�S�~�[�A
�r�M��

�Ç�•�î�Ý�»

• [Interface]>8�Ó�½�×�î�?�}  DDNS �†0¿���M�•�–�å�±�î�Ç�™�–�«�†4E�¥�K�r�M��

• [Update Method]>8�Ó�½�×�î�?�}�Q#Ý�•+��^  DDNS �f�‚�‰�2�†4E�¥�K�r�M��

• [Hostname]>8DDNS �¡�Û�–�”�å�º�b�Í�«�º�¡�†
°�Š�K�r�M��

�Ç�“�–�”�˜�›�î�Ý  �Ô�î�» �­�Ÿ�×�Ü�¸�•  �¥�å�¸�Ÿ�«�º

�Ý�î�¸�µ�» 3ñ4# �©�å�¢�Ý

�Ð�Ý�³

�¥�å�¸�Ÿ�«
�º �©�«�¸�Ò

• — • • —
11-13
ASDM �Ø�î�¨  �ž�–�»

OL-14981-01-J



 

'¨  11 'v       DHCP�
 DNS�
�>�|�g  WCCP �§�î�Å�«
  WCCP
• [DHCP Client]>8�G�b8•�æ�[�c�
 DHCP �¡�Û�–�”�å�º�@  A �Þ�¥�î�»�>�|�g  PTR DNS �Þ�¥�î�»�b�g
�‰�†�f�‚�M�•�?�
�r�S�c�]�U�}�v�f�‚�K�^�8�?�†�æ���[�A�r�M���G�b�–�å�±�î�Ç�™�–�«0¿���c�

[Configuration] > [Properties] > [DNS] > [Dynamic DNS] �[�
�¢�ß�î�Â�Ý0¿���†�V�i�A�K�r�M��

• [DHCP Client Updates DNS Records]>8���b�œ�É�©�Ù�å  �Î�±�å�b�8�N�€�?�†�¡�Ü�µ�¡�K�r�M��

– [Default]>&PTR Records �b�s>'�[�c�
�§�î�Â�_�|�~�¡�Û�–�”�å�º�@  PTR �Þ�¥�î�»�T�E�b�f�‚
�†0[�Ó�M�•�|�:�_�æ���I�€�r�M��

�r�S�c

– [Both]>&PTR Records �>�|�g  A Records>'�[�c�
�§�î�Â�_�|�~�¡�Û�–�”�å�º�@  A �>�|�g  PTR 
DNS �Ü�¯�î�«  �Þ�¥�î�»�b�g�‰�†0[�Ó�M�•�|�:�_�æ���I�€�r�M��

�r�S�c

– [None] �[�c�
�§�î�Â�_�|�~�¡�Û�–�”�å�º�@�f�‚�†0[�Ó�K�^�8�|�:�_�æ���I�€�r�M��

>&�@>' �G�b�”�¡�©�Ù�å�†�w� �_�M�•�_�c�
4E�¥�K�S�–�å�±�î�Ç�™�–�«�V�[  DHCP �@�–�¿�î�È�Ý�_�^�W
�Z�8�•�²0[�@�6�~�r�M��

�Ô�î�»

���b/²�c�
�G�b�µ+��†�Q#Ý�[�A�•�Ô�î�»�†&g�K�S�v�b�[�M��

WCCP
Web Cache Communication Protocol>&WCCP>'�µ+��_�|�~�
 WCCP �§�î�Å�«  �¢�Ý�î�É�\�Ü�²�–�Þ�¡�º  
Web �Ÿ�Õ�µ�©�×  �º�Û�Ç�•�µ�¡�†�æ���[�A�r�M���G�b�µ+��c�
4E�¥�K�S�±�–�É�b�º�Û�Ç�•�µ�¡�†  Web 
�Ÿ�Õ�µ�©�×  �š�å�ª�å�b�¢�Ý�î�É�_3ñ4#$×�_�Ü�²�–�Þ�¡�º�K�Z�
�Ü�¯�î�«�b�Q#Ý"g�#�†�q4:�ì�K�
�Â'Å
�ì6ë�†%·)°�K�r�M��

WCCP �§�î�Å�«  �¢�Ý�î�É

[Service Groups] �Ã�¿�Ý�[�c�
�«�Ì�î�«�†�m�~�\�Z�
�æ���K�S  Web Cache Communication Protocol
>&WCCP>'�§�î�Å�«  �¢�Ý�î�É�b�§�Ï�î�º�†�–�¿�î�È�Ý�_�[�A�r�M��

�Ç�•�î�Ý�»

• [Service]>8WCCP �§�Ï�î�º�b�§�î�Å�«  �¢�Ý�î�É�¡�r�S�c�§�î�Å�«  �¢�Ý�î�É$��•�†/²&g�K�r�M��

• [Redirect List]>8"I���b�§�î�Å�«  �¢�Ý�î�É�_�Ü�²�–�Þ�¡�º�I�€�•�º�Û�Ç�•�µ�¡�†�D�š�M�•�”�¡�­�«  
�Ü�«�º�b�¡�S�†/²&g�K�r�M��

�Ç�“�–�”�˜�›�î�Ý  �Ô�î�» �­�Ÿ�×�Ü�¸�•  �¥�å�¸�Ÿ�«�º

�Ý�î�¸�µ�» 3ñ4# �©�å�¢�Ý

�Ð�Ý�³

�¥�å�¸�Ÿ�«
�º �©�«�¸�Ò

• — • • —
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'¨  11 'v       DHCP�
 DNS�
�>�|�g  WCCP �§�î�Å�«
  WCCP
• [Group List]>8�§�î�Å�«  �¢�Ý�î�É�_�g�•�@0Á�•�I�€�•  Web �Ÿ�Õ�µ�©�×�†�ô���M�•�”�¡�­�«  �Ü�«�º
�b�¡�S�†/²&g�K�r�M��

WCCP �§�î�Å�«  �¢�Ý�î�É�b3ã�•�r�S�c)…7Ÿ

[Add or Edit Service Group] �²�–�”�ß�¢�Î�µ�¡�«�[�c�
0¿���I�€�S�§�î�Å�«  �¢�Ý�î�É�b�§�î�Å�«  �¢
�Ý�î�É  �Ã�Û�Ó�î�±�†�š�f�[�A�r�M��

�Ç�•�î�Ý�»

• [Service]>8�§�î�Å�«  �¢�Ý�î�É�†�æ���K�r�M�� Web �Ÿ�Õ�µ�©�×  �§�î�Å�«�
�r�S�c�Q�b�§�î�Å�«�b  ID 
$��•�†�æ���[�A�r�M��

• [Web Cache]>8Web �Ÿ�Õ�µ�©�×  �§�î�Å�«�†�æ���K�r�M���²�–�¼�Ñ�µ�¡  �§�î�Å�«  ID �[�æ���I�€�•
�§�î�Å�«�†�µ�u�
�§�î�Å�«�b�q�±�X�c  256 �[�M��

• [Dynamic Service Number]>8�²�–�¼�Ñ�µ�¡  �§�î�Å�«  ID���G�€�_�|�~�
�§�î�Å�«��*O�@�Ÿ�Õ�µ�©�×
�_�|�W�Z�æ���I�€�r�M���²�–�¼�Ñ�µ�¡  �§�î�Å�«$��•�c  0 >|  254 �b(
�V�[�æ���[�A�r�M���G�€�c�

�§�î�Å�«  �¢�Ý�î�É�b�¡�S�\�K�Z�Q#Ý�I�€�r�M��

• [Redirect List]>8�G�b�§�î�Å�«  �¢�Ý�î�É�_�Ü�²�–�Þ�¡�º�I�€�•�º�Û�Ç�•�µ�¡�†�D�š�M�•�¦�S��*O�í
�s�b�”�¡�­�«  �Ü�«�º��

• [Group List]>8�§�î�Å�«  �¢�Ý�î�É�_�g�•�@0Á�•�I�€�•  Web �Ÿ�Õ�µ�©�×�†�ô���M�•�
�¦�S��*O�í�s
�b�”�¡�­�«  �Ü�«�º��

• [Password]>8�q�±  7 �e�Ð�r�[�b�Ã�«�á�î�»�†
°�Š�K�r�M���G�b�Ã�«�á�î�»�c�
�§�î�Å�«  �¢�Ý�î�É
�?�}�w�™�K�S�Ó�µ�­�î�ª�b  MD5 1�0É�[�Q#Ý�I�€�r�M���Ã�«�á�î�»�b6×�I�c  1>| 8 �e�Ð�[�M��

• [Confirm Password]>8�Ã�«�á�î�»�†
Ì
°�Š�K�r�M��

• [Manage]>8�”�¡�­�«  �Ü�«�º  �Ð�¿�î�ª�Õ�†6ä�A�r�M��

�Ô�î�»

���b/²�c�
�G�b�µ+��†�Q#Ý�[�A�•�Ô�î�»�†&g�K�S�v�b�[�M��

Redirection

[Redirection] �Ã�¿�Ý�[�c�
�–�å�±�î�Ç�™�–�«�b
°�Š
��[�b  WCCP �_�|�•�Ã�£�µ�º  �Ü�²�–�Þ�¡�©�Ù�å�†
�–�¿�î�È�Ý�_�[�A�r�M��

�Ç�•�î�Ý�»

• [Interface]>8WCCP �Ü�²�–�Þ�¡�©�Ù�å�@�–�¿�î�È�Ý�_�^�W�Z�8�•�–�å�±�î�Ç�™�–�«�†/²&g�K�r�M��

• [Service Group]>8WCCP �_0¿���I�€�Z�8�•�§�î�Å�«  �¢�Ý�î�É�b�¡�S�†/²&g�K�r�M��

�Ç�“�–�”�˜�›�î�Ý  �Ô�î�» �­�Ÿ�×�Ü�¸�•  �¥�å�¸�Ÿ�«�º

�Ý�î�¸�µ�» 3ñ4# �©�å�¢�Ý

�Ð�Ý�³

�¥�å�¸�Ÿ�«
�º �©�«�¸�Ò

• • • • •
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'¨  11 'v       DHCP�
 DNS�
�>�|�g  WCCP �§�î�Å�«
  WCCP
�Ô�î�»

���b/²�c�
�G�b�µ+��†�Q#Ý�[�A�•�Ô�î�»�†&g�K�S�v�b�[�M��

WCCP �Ü�²�–�Þ�¡�©�Ù�å�b3ã�•�r�S�c)…7Ÿ

[Redirection] �Ã�¿�Ý�[�c�
�–�å�±�î�Ç�™�–�«�b
°�Š
��[�b  WCCP �_�|�•�Ã�£�µ�º  �Ü�²�–�Þ�¡�©�Ù�å�†
�–�¿�î�È�Ý�_�[�A�r�M��

�Ç�•�î�Ý�»

• [Interface]>8WCCP �Ü�²�–�Þ�¡�©�Ù�å�†�–�¿�î�È�Ý�_�M�•�–�å�±�î�Ç�™�–�«�†4E�¥�K�r�M��

• [Service Group]>8�§�î�Å�«  �¢�Ý�î�É�†4E�¥�K�r�M��

• [Add Service]>8[Add/Edit WCCP Service Group] �²�–�”�ß�¢�Î�µ�¡�«�@6ä�A�r�M��

�Ô�î�»

���b/²�c�
�G�b�µ+��†�Q#Ý�[�A�•�Ô�î�»�†&g�K�S�v�b�[�M��

�Ç�“�–�”�˜�›�î�Ý  �Ô�î�» �­�Ÿ�×�Ü�¸�•  �¥�å�¸�Ÿ�«�º

�Ý�î�¸�µ�» 3ñ4# �©�å�¢�Ý

�Ð�Ý�³

�¥�å�¸�Ÿ�«
�º �©�«�¸�Ò

• • • • •

�Ç�“�–�”�˜�›�î�Ý  �Ô�î�» �­�Ÿ�×�Ü�¸�•  �¥�å�¸�Ÿ�«�º

�Ý�î�¸�µ�» 3ñ4# �©�å�¢�Ý

�Ð�Ý�³

�¥�å�¸�Ÿ�«
�º �©�«�¸�Ò

• • • • •
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C H A P T E R 12

AAA �§�î�Â�>�|�g�Ø�î�¨  �”�•�˜�å�º�b0¿��

�G�b'v�[�c�
 AAA >&���º�Ü�É�Ý  �š�î���\$Î8b>'�b�§�Ï�î�º�
�>�|�g  AAA �§�î�Â�\�ß�î�•�Ý  �¹�î�±
�Ë�î�«�b0¿���‰�2�_�X�8�Z1��Â�K�r�M��

�G�b'v�b
Æ���c�
���b�\�>�~�[�M��

• �� AAA �b�+0[�� >&P.12-1>'

• �� AAA �§�î�Â�>�|�g�ß�î�•�Ý  �¹�î�±�Ë�î�«�b�§�Ï�î�º�� >&P.12-3>'

• ���ß�î�•�Ý  �¹�î�±�Ë�î�«�b0¿���� >&P.12-8>'

• �� AAA �§�î�Â  �¢�Ý�î�É�>�|�g�§�î�Â�b1‘�9�� >&P.12-13>'

• ��1�0É�É�ß�å�É�º�b0¿���� >&P.12-23>'

• �� LDAP �“�ö�Ð�µ�É�b0¿���� >&P.12-24>'

AAA �b�+0[
AAA �_�|�W�Z�
�­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�@�
�Ø�î�¨�@1!�?>&1�0É>' �
�Ø�î�¨�@�1�†��/œ�[�A�•�?

>&0Á�•>'�
�>�|�g�Ø�î�¨�@�1�†��/œ�K�S�?>&�”�•�˜�å�¸�•�å�¢>'�†�8�9�M�•�G�\�@�•+��_�^�~�r�M��

AAA �_�c�
�Ø�î�¨  �”�¡�­�«�_�P�K�Z�
�”�¡�­�«  �Ü�«�º�T�E�†�Q#Ý�M�•���œ�|�~�v�Þ�Ë�Ý�b9×�8�–1¤�>
�|�g�D�š�µ+��@#Ý�–�I�€�Z�8�r�M���S�\�<�d�
�M�m�Z�b�¥4Š�Ø�î�¨�@  DMZ �¿�µ�º�á�î�¡�b�§�î�Â�V�b  
Telnet �_�”�¡�­�«�[�A�•�|�:�_�M�•�”�¡�­�«  �Ü�«�º�†�8�B�[�A�r�M���§�î�Â�l�b�”�¡�­�«�†�M4Š�b
�Ø�î�¨�T�E�_7H���M�•���œ�[�
�P1ß�Ø�î�¨�b  IP �”�»�Þ�«�@�²�N�K�v�Â�}�?�[�^�8�\�A�_�c�
 AAA �†�–
�¿�î�È�Ý�_�K�Z�
1�0É�r�S�c0Á�•�I�€�S�Ø�î�¨�T�E�_  �­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«  �†3û4#�I�O�•�G�\
�@�[�A�r�M  >&Telnet �§�î�Â�v�r�S�
1�0É�†��/œ�K�r�M���­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�c�
0Á�•�I�€�^
�8�Ø�î�¨�@�§�î�Â�_�”�¡�­�«�[�A�^�8�|�:�_�K�r�M>' ��

1�0É�T�E�[�Q#Ý�M�•�G�\�v�
0Á�•�>�|�g�”�•�˜�å�¸�•�å�¢�\�\�v�_�Q#Ý�M�•�G�\�v�[�A�r�M��0Á�•�[�c
�²�N�
�Ø�î�¨�b1�0É�@�q�6�_�í�‡�[�8�•�²0[�@�6�~�r�M���”�•�˜�å�¸�•�å�¢�T�E�[�Q#Ý�M�•�G�\�v�
1�
0É�>�|�g0Á�•�\�\�v�_�Q#Ý�M�•�G�\�v�[�A�r�M��

�G�b8o�[�c�
���b�º�Æ�µ�¡�_�X�8�Z�v�~�V�F�r�M��

• ��1�0É�b�+0[�� >&P.12-2>'

• ��0Á�•�b�+0[�� >&P.12-2>'

• ���”�•�˜�å�¸�•�å�¢�b�+0[�� >&P.12-2>'
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'¨  12 'v       AAA �§�î�Â�>�|�g�Ø�î�¨  �”�•�˜�å�º�b0¿��
  AAA �b�+0[
1�0É�b�+0[

1�0É�[�c�
�w� �^0É�Â�i>&�M+á�_�c�Ø�î�¨�¡�\�Ã�«�á�î�»>'�†0[�Ó�M�•�G�\�_�|�W�Z�
�”�¡�­�«�†�D�š
�K�r�M�����b8o% �†1�0É�M�•�|�:�_�
�­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�†0¿���[�A�r�M��

• �­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�l�b�M�m�Z�b'ö#.�K)F>&�G�b�K)F�_�c�
���b�­�µ�©�Ù�å�@�µ�r�€�r
�M>'

– Telnet

– SSH

– �©�Ü�”�Ý  �¥�å�¯�î�Ý

– ASDM>&HTTPS �†�Q#Ý>'

– VPN 'ö#.�”�¡�­�«

• enable �¥�Ð�å�»

• �¿�µ�º�á�î�¡  �”�¡�­�«

• VPN �”�¡�­�«

0Á�•�b�+0[

0Á�•�[�c�
�Ø�î�¨�†1�0É�K�S�6�\�
 �›�Ø�î�¨ �b�”�¡�­�«�†�D�š�[�A�r�M�����b8o% �†0Á�•�M�•�|�:�_�

�­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�†0¿���[�A�r�M��

• 'ö#.�¥�Ð�å�»

• �¿�µ�º�á�î�¡  �”�¡�­�«

• VPN �”�¡�­�«

0Á�•�c�
1�0É�I�€�S�¶���b�Ø�î�¨�@�Q#Ý�[�A�•�§�î�Å�«�>�|�g�¥�Ð�å�»�†�D�š�K�r�M��0Á�•�†�–�¿�î�È
�Ý�_�O�N�_1�0É�T�E�†�Q#Ý�M�•���œ�
1�0É�I�€�S�M�m�Z�b�Ø�î�¨�_�P�K�
�§�î�Å�«�l�b�”�¡�­�«�@�M�]
�_�f�j�I�€�r�M��

0Á�•�[�f�j�I�€�•�D�š�†�²0[�\�M�•���œ�c�
�È(
�^1�0É�Ý�î�Ý�†0¿���K�Z�?�}�
0ò(ý�^0Á�•�†0¿���[�A
�r�M���S�\�<�d�

Æ4Š�Ø�î�¨�†1�0É�K�Z�¥4Š�¿�µ�º�á�î�¡�b�õ�–�§�î�Â�_�”�¡�­�«�[�A�•�|�:�_�K�S�6
�\�
�¥4Š�§�î�Â�l�b�”�¡�­�«�†�D7H�K�Z�
"I���b�Ø�î�¨�T�E�@0Á�•�†�Q#Ý�K�Z�”�¡�­�«�[�A�•�|�:�_0¿
���M�•�G�\�@�[�A�r�M��

�­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�c�Ø�î�¨�6�S�~�q�6�b  16 �ó�b0Á�•0[�Ó�†�Ÿ�Õ�µ�©�×�M�•�S�u�
�Ø�î�¨�@
#'�~�b1�0É�­�µ�©�Ù�å�p�_� �L�§�î�Å�«�_�”�¡�­�«�K�S���œ�
�­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�c0Á�•
�§�î�Â�_0[�Ó�†
Ì3æ�™�K�r�O�‡��

�”�•�˜�å�¸�•�å�¢�b�+0[

�”�•�˜�å�¸�•�å�¢�c�
�­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�†3û4#�M�•�º�Û�Ç�•�µ�¡�†3ã2§�K�Z�
�Ø�î�¨  �”�¡
�¸�•�Å�¸�•�†0°6��[�A�•�|�:�_�K�r�M���º�Û�Ç�•�µ�¡�b1�0É�†�–�¿�î�È�Ý�_�M�•�\�
�Ø�î�¨�H�\�_�º�Û
�Ç�•�µ�¡�†�”�•�˜�å�¸�•�å�¢�[�A�r�M���º�Û�Ç�•�µ�¡�†1�0É�K�^�8���œ�c�
 IP �”�»�Þ�«�H�\�_�º�Û
�Ç�•�µ�¡�†�”�•�˜�å�¸�•�å�¢�[�A�r�M���”�•�˜�å�¸�•�å�¢�_���_�c�
�­�µ�©�Ù�å�b6ä���ì�I�\)
�¢�ì
�I�
�Ø�î�¨�¡�
�­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�†3û4#�M�•�­�µ�©�Ù�å�b�Â�–�º�X�
�Q#Ý�I�€�S�§�î�Å�«�

�>�|�g�›�­�µ�©�Ù�å�b)E)F�ì6ë�^�]�b�_���@�µ�r�€�r�M��
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'¨  12 'v       AAA �§�î�Â�>�|�g�Ø�î�¨  �”�•�˜�å�º�b0¿��
  AAA �§�î�Â�>�|�g�ß�î�•�Ý  �¹�î�±�Ë�î�«�b�§�Ï�î�º
AAA �§�î�Â�>�|�g�ß�î�•�Ý  �¹�î�±�Ë�î�«�b�§�Ï�î�º
�­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�c�
�I�r�J�r�^  AAA �§�î�Â  �±�–�É�>�|�g�­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«
�_�–�Ñ�I�€�Z�8�•�ß�î�•�Ý  �¹�î�±�Ë�î�«�†�§�Ï�î�º�K�r�M���G�G�[�c�
�›  AAA �§�î�Â  �±�–�É�>�|�g
�ß�î�•�Ý  �¹�î�±�Ë�î�«�b�§�Ï�î�º�_�X�8�Z1��Â�K�r�M��

�G�G�[�c�
���b
Æ���_�X�8�Z1��Â�K�r�M��

• ���§�Ï�î�º�b0[(Ù�� >&P.12-3>'

• �� RADIUS �§�î�Â�b�§�Ï�î�º�� >&P.12-4>'

• �� TACACS+ �§�î�Â�b�§�Ï�î�º�� >&P.12-5>'

• �� SDI �§�î�Â�b�§�Ï�î�º�� >&P.12-5>'

• �� NT �§�î�Â�b�§�Ï�î�º�� >&P.12-5>'

• �� Kerberos �§�î�Â�b�§�Ï�î�º�� >&P.12-6>'

• �� LDAP �§�î�Â�b�§�Ï�î�º�� >&P.12-6>'

• �� HTTP Form �[�b�¡�Û�–�”�å�º�Þ�«  SSL VPN �_�P�M�•  SSO �b�§�Ï�î�º�� >&P.12-6>'

• ���ß�î�•�Ý  �¹�î�±�Ë�î�«�b�§�Ï�î�º�� >&P.12-7>'

�§�Ï�î�º�b0[(Ù

/² 12-1 �_�
�›  AAA �§�î�Å�«�b�§�Ï�î�º"g�#�b0[(Ù�†  AAA �§�î�Â  �±�–�É>&�ß�î�•�Ý  �¹�î�±�Ë�î�«�†
�µ�t>'�9�_&g�K�r�M��"I���b  AAA �§�î�Â  �±�–�É�b�§�Ï�î�º�b0ò(ý�_�X�8�Z�c�
/²�_)F�C8o% �†�g!·�K
�Z�C�T�I�8��

/² 12-1 AAA �§�Ï�î�º�b0[(Ù

AAA �§�î�Å�«

�¹�î�±�Ë�î�«  �±�–�É

�ß�î�•
�Ý RADIUS TACACS+ SDI NT Kerberos LDAP

HTTP 
Form

1�0É

VPN �Ø�î�¨ Yes Yes Yes Yes Yes Yes Yes Yes1

�Ç�“�–�”�˜�›�î�Ý  
�­�µ�©�Ù�å

Yes Yes Yes Yes Yes Yes Yes No

'ö#.*… Yes Yes Yes Yes2 Yes Yes Yes No

0Á�•

VPN �Ø�î�¨ Yes Yes No No No No Yes No

�Ç�“�–�”�˜�›�î�Ý  
�­�µ�©�Ù�å

No Yes3 Yes No No No No No

'ö#.*… Yes4 No Yes No No No No No

�”�•�˜�å�¸�•�å�¢

VPN �K)F No Yes Yes No No No No No

�Ç�“�–�”�˜�›�î�Ý  
�­�µ�©�Ù�å

No Yes Yes No No No No No

'ö#.*… No Yes5 Yes No No No No No
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  AAA �§�î�Â�>�|�g�ß�î�•�Ý  �¹�î�±�Ë�î�«�b�§�Ï�î�º
RADIUS �§�î�Â�b�§�Ï�î�º

ASA �c�
 ASA +¬�/�[�Q#Ý�•+��^  RADIUS �§�î�Â�b�Ú�
 AAA �_�X�8�Z�
���b  RADIUS �§�î�Â�†�§
�Ï�î�º�K�Z�8�r�M��

• Cisco Secure ACS 3.2�
 4.0�
 4.1 

• RSA Authentication Manager 5.2 �>�|�g  6.1 �b  RSA Radius

1�0É�‰�2

�­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�c�
 RADIUS �[���b1�0É�‰�2�†�§�Ï�î�º�K�r�M��

• PAP>8�M�m�Z�b�K)F�±�–�É�b���œ��

• CHAP>8L2TP-over-IPSec �b���œ��

• MS-CHAPv1>8L2TP-over-IPSec �b���œ��

• MS-CHAPv2>8L2TP-over-IPSec #Ý�
�>�|�g�Ã�«�á�î�»'ö#.�µ+��@�–�¿�î�È�Ý�b���œ�c3û�–�b  
IPSec �Ü�Ô�î�º  �”�¡�­�«�K)F#Ý��

�“�ö�b�§�Ï�î�º

�­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�c�
���b  RADIUS �“�ö�b�­�µ�º�†�§�Ï�î�º�K�r�M��

• RFC 2138 �_��*O�I�€�Z�8�•1�0É�“�ö

• RFC 2139 �_��*O�I�€�Z�8�•�”�•�˜�å�¸�•�å�¢�“�ö

• RFC 2868 �_��*O�I�€�Z�8�•�º�å�¿�Ý  �É�ß�º�¥�Ý  �§�Ï�î�º#Ý�b  RADIUS �“�ö

• RADIUS �Ë�å�²�î  ID 9 �_�|�W�Z1‘�9�I�€�•  Cisco IOS VSA

• RADIUS �Ë�å�²�î  ID 3076 �_�|�W�Z1‘�9�I�€�•  Cisco VPN 6õ4� VSA

• RFC 2548 �_��*O�I�€�Z�8�•  Microsoft VSA

RADIUS 0Á�•�µ+�

�­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�[�c  RADIUS �§�î�Â�†�Q#Ý�K�Z�
�²�–�¼�Ñ�µ�¡  �”�¡�­�«  �Ü�«�º�r�S�c
�Ø�î�¨�H�\�b�”�¡�­�«  �Ü�«�º�¡�†�Q#Ý�M�•�¿�µ�º�á�î�¡  �”�¡�­�«�_�P�K�Z�
�Ø�î�¨0Á�•�†��/œ�[�A�r
�M���²�–�¼�Ñ�µ�¡  �”�¡�­�«  �Ü�«�º�†��/æ�M�•�_�c�
�G�€�†�§�Ï�î�º�M�•�|�:�_  RADIUS �§�î�Â�†0¿��
�M�•�²0[�@�6�~�r�M���Ø�î�¨�†1�0É�M�•���œ�
 RADIUS �§�î�Â�_�|�W�Z�²�˜�å�ß�î�»�•+��^�”�¡�­�«  
�Ü�«�º�
�r�S�c�”�¡�­�«  �Ü�«�º�¡�@�­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�_3æ�™�I�€�r�M���d���b�§�î�Å�«�l
�b�”�¡�­�«�@�”�¡�­�«  �Ü�«�º�_�|�W�Z0Á�•�r�S�c�Ä�°�I�€�r�M��1�0É�­�µ�©�Ù�å�b�w� �‡7H�@�)�€�•
�\�
�­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�_�|�W�Z�”�¡�­�«  �Ü�«�º�@�P7V�I�€�r�M��

1. HTTP Form �É�ß�º�¥�Ý�c�
�¡�Û�–�”�å�º�Þ�«  SSL VPN �K)F�_�P�K�Z�T�E�©�å�¢�Ý  �§�–�å�œ�å1�0É�†�§�Ï�î
�º�K�r�M��

2. SDI �c�
 HTTP 'ö#.�”�¡�­�«�_�X�8�Z�c�§�Ï�î�º�I�€�r�O�‡��

3. �Ç�“�–�”�˜�›�î�Ý  �­�µ�©�Ù�å�b���œ�
 RADIUS 0Á�•�c�Ø�î�¨�[�w�b�”�¡�­�«  �Ü�«�º�[�T�E�§�Ï�î�º�I�€�r
�M���G�b�”�¡�­�«  �Ü�«�º�c  RADIUS 1�0É�Â'Å�[�w�™�r�S�c�æ���I�€�r�M��

4. �ß�î�•�Ý  �¥�Ð�å�»0Á�•�c�
"I�’�Þ�Ë�Ý�_7H�~�§�Ï�î�º�I�€�r�M��

5. �¥�Ð�å�»  �”�•�˜�å�¸�•�å�¢�c�
 TACACS+ �[�b�s�Q#Ý�[�A�r�M��
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  AAA �§�î�Â�>�|�g�ß�î�•�Ý  �¹�î�±�Ë�î�«�b�§�Ï�î�º
TACACS+ �§�î�Â�b�§�Ï�î�º

�­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�c�
 ASCII�
 PAP�
 CHAP�
�>�|�g  MS-CHAPv1 �[  TACACS+ 1�0É�†�§
�Ï�î�º�K�r�M��

SDI �§�î�Â�b�§�Ï�î�º

RSA SecureID �§�î�Â�c�
 SDI �§�î�Â�\�v�ç�d�€�r�M��

�G�G�[�c�
���b
Æ���_�X�8�Z1��Â�K�r�M��

• �� SDI �Â�î�ª�Ù�å�b�§�Ï�î�º�� >&P.12-5>'

• �� 2 �«�¸�µ�É1�0É�É�ß�­�«�� >&P.12-5>'

• �� SDI �É�Û�–�Ð�Ü  �§�î�Â�\�Þ�É�Ü�•  �§�î�Â�� >&P.12-5>'

SDI �Â�î�ª�Ù�å�b�§�Ï�î�º

�­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�[�c�
 SDI �Â�î�ª�Ù�å  5.0 �>�|�g  6.0 �@�§�Ï�î�º�I�€�Z�8�r�M�� SDI �c�

SDI �É�Û�–�Ð�Ü  �§�î�Â�>�|�g  SDI �Þ�É�Ü�•  �§�î�Â�b�+�Õ�†�Q#Ý�K�r�M���›�É�Û�–�Ð�Ü�>�|�g�Q�b�Þ�É
�Ü�•�c�
�©�å�¢�Ý  �À�î�»&Î�&�Ç�“�–�Ý�†
¹�w�K�r�M���Q�b�À�î�»&Î�&�Ç�“�–�Ý�b�¡�S�c�
 .sdi �@�Ü�•�I
�€�S  ACE/�§�î�Â  IP �”�»�Þ�«�b  16 4
�X�Í�_�ö�Y�A�r�M��

�­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�_0¿���M�•�Â�î�ª�Ù�å  5.0 �r�S�c  6.0 SDI �§�î�Â�c�
�É�Û�–�Ð�Ü�[�v�
�Þ
�É�Ü�•�b�8�N�€�?  1 �X�[�v�?�r�8�r�O�‡���Ø�î�¨1�0É�b�S�u�b  SDI �š�î�ª�™�å�º�_�|�•�§�î�Â�b4E�¥
�‰�2�b0ò(ý�_�X�8�Z�c�
 �� SDI �É�Û�–�Ð�Ü  �§�î�Â�\�Þ�É�Ü�•  �§�î�Â�� �b8o�†�g!·�K�Z�C�T�I�8��

2 �«�¸�µ�É1�0É�É�ß�­�«

SDI �Â�î�ª�Ù�å  5.0 �>�|�g  6.0 �c  2 �«�¸�µ�É�b�É�ß�­�«�†�Q#Ý�K�Z�
�u
°*…�@  RSA SecurID 1�0É0[�Ó
�?�}�_���†�Ÿ�Õ�É�³�Õ�K�
�G�b�_���†�Q#Ý�K�Z�9�b�§�î�Â�_1�0É�†0É�Â�K�^�8�|�:�_75�F�K�r�M���š�î
�ª�™�å�º�c�r�N�
 SecurID �§�î�Â�_�ß�µ�¡0[�Ó�†3æ�™�K�Z�?�}�
�Ø�î�¨1�0É0[�Ó�†3æ�™�K�r�M���§�î�Â
�c�Ø�î�¨�¡�†�ß�µ�¡�K�Z�
�9�b>&�Þ�É�Ü�•>'�§�î�Â�@�Ø�î�¨�¡�†�w�™�[�A�^�8�|�:�_�K�r�M���Q�b�S
�u�
� �L�Ø�î�¨�@� �L1�0É�§�î�Â�†� �ì�_�Q#Ý�K�Z�
 2 �Ž�b  �­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«  �_1�0É�M�•
�G�\�@�[�A�^�C�^�~�r�M���Ø�î�¨�¡�b�ß�µ�¡�_�B�Œ�M�•�\�
�­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�c�Ã�«�¥�î
�»�†3æ�™�K�r�M��

SDI �É�Û�–�Ð�Ü  �§�î�Â�\�Þ�É�Ü�•  �§�î�Â

�­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�c�
�q�6�b�Ø�î�¨�@0¿���í�s�§�î�Â>&�É�Û�–�Ð�Ü�[�v�Þ�É�Ü�•�[�v�?�r
�8�r�O�‡>'�_1�0É�†0É�Â�M�•�\�A�_�
�§�î�Â  �Ü�«�º�†�v�“�K�r�M�����_�
�­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å
�«�c�Ü�«�º�V�b�›�§�î�Â�_�É�Û�–�œ�Ü�¸�•�†�m�~�\�Z�
�Q�b�‹�b�§�î�Â4E�¥�[�c�
�G�b�m�~�\�Z�}�€�S
�É�Û�–�œ�Ü�¸�•�b�§�î�Â�?�}!“�8!m�_�³���K�r�M���q�v�É�Û�–�œ�Ü�¸�•�b9×�8�§�î�Â�@4E�¥�I�€�•�•+�
�ö�@9×�C�^�~�r�M��

NT �§�î�Â�b�§�Ï�î�º

�­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�c�
 NTLM �Â�î�ª�Ù�å  1>&7Ÿ�œ$×�_ NT �§�î�Â�\�ç�g�r�M>'�†�§�Ï�î�º
�K�Z�8�•  Microsoft Windows �§�î�Â  �œ�Ì�Þ�î�¸�•�å�¢  �©�«�¸�Ò�†�§�Ï�î�º�K�r�M��
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  AAA �§�î�Â�>�|�g�ß�î�•�Ý  �¹�î�±�Ë�î�«�b�§�Ï�î�º
>&�@>' NT �§�î�Â�[�c�
�Ø�î�¨  �Ã�«�á�î�»�b�q�±6×�c  14 �e�Ð�[�M�� 15 �e�Ð�u�?�}�c�)�~���Z�}�€�r�M���G�€
�c�
 NTLM �Â�î�ª�Ù�å  1 �b�D7H�[�M��

Kerberos �§�î�Â�b�§�Ï�î�º

�­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�c�
 3DES�
 DES�
�>�|�g  RC4 �/�•�±�–�É�†�§�Ï�î�º�K�Z�8�r�M��

>&�@>' �­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�c�
�º�å�¿�Ý  �¿�¦�©�š�î�©�Ù�å�p�b�Ø�î�¨  �Ã�«�á�î�»�b�š�f�c�§�Ï�î�º
�K�Z�8�r�O�‡���G�b"g�#�@�–�W�O�N�_$Î#Õ�M�•�G�\�†�G4J�M�•�S�u�_�
�­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«
�_�K)F�M�•�Ø�î�¨�b  Kerberos/Active Directory �§�î�Â�[�b�Ã�«�á�î�»�‡7H�)�€�†�¹�•�­�î�È�Ý�_�K�r
�M��

LDAP �§�î�Â�b�§�Ï�î�º

�G�b8o�[�c�
�Ø�î�¨1�0É�\  VPN 0Á�•�_�­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�†�<#Ý�M�•  LDAP �¹�•�Þ�¡�º�Ü
�b�Q#Ý�‰�2�_�X�8�Z1��Â�K�r�M��

1�0É�p�
�­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�c�
�Ø�î�¨�b  LDAP �§�î�Â�l�b�¡�Û�–�”�å�º  �É�ß�Ÿ�©�\�K�Z�µ
+��K�
�É�Þ�î�å  �¸�Ÿ�«�º�r�S�c  Simple Authentication and Security Layer>&SASL>'�É�ß�º�¥�Ý�b�8�N
�€�?�†�Q�W�Z  LDAP �§�î�Â�_�P�M�•1�0É�†/œ�8�r�M���¹�Ç�›�Ý�º�[�
�­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�c�

3û�–�c�Ø�î�¨�¡�\�Ã�«�á�î�»�[�6�•1�0É�Ã�Û�Ó�î�±�†  LDAP �§�î�Â�_�É�Þ�î�å  �¸�Ÿ�«�º�[�û�K�r�M��
SASL �\�É�Þ�î�å  �¸�Ÿ�«�º�b�]�U�}�†�Q#Ý�M�•���œ�[�v�
�­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�\  LDAP �§�î
�Â�b6ë�[�b3û�™�b�­�Ÿ�×�Ü�¸�•�c  SSL �[&��–�I�€�r�M��

>&�@>' SASL �†0¿���K�^�8���œ�
 SSL �[  LDAP 3û�™�†�–1¤�M�•�G�\�†�I�C�>�È�u�K�r�M��

�Ø�î�¨  LDAP 1�0É�@�B�Œ�M�•�\�
 LDAP �§�î�Â�c1�0É�I�€�S�Ø�î�¨�b�“�ö�†3É�K�r�M�� VPN 1�0É�[
�c�
3û�–�G�€�}�b�“�ö�_�c�
 VPN �­�µ�©�Ù�å�_4:#Ý�I�€�•0Á�•�¹�î�±�@�µ�r�€�r�M���K�S�@�W�Z�

LDAP �†�Q#Ý�M�•�\�
1�0É�\0Á�•�@  1 �X�b�«�¸�µ�É�[/œ�ƒ�€�r�M��

LDAP �_�|�•1�0É�r�S�c0Á�•�†�­�µ�º�”�µ�É�M�•0¿���m8p�b�[�_�X�8�Z�c�
 �Ü6�  B��0Á�•�>�|�g1�0É#Ý
�b�¥4Š�§�î�Â�b0¿���� �†�g!·�K�Z�C�T�I�8��

HTTP Form �[�b�¡�Û�–�”�å�º�Þ�«  SSL VPN �_�P�M�•  SSO �b�§�Ï�î�º

�­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�[�c�
�¡�Û�–�”�å�º�Þ�«  SSL VPN �b�©�å�¢�Ý  �§�–�å�œ�å>& SSO>'1�0É
�T�E�_  HTTP Form �É�ß�º�¥�Ý�†�Q#Ý�[�A�r�M���©�å�¢�Ý  �§�–�å�œ�å�b�§�Ï�î�º�_�|�W�Z�
�Ø�î�¨�c
�Ø�î�¨�¡�\�Ã�«�á�î�»�†  1 �G�T�E
°�Š�K�Z�
0
�X�b�–1¤�I�€�Z�8�•�§�î�Å�«�>�|�g  Web �§�î�Â�_�”�¡
�­�«�[�A�r�M���­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�[��/œ�M�•�¡�Û�–�”�å�º�Þ�«  SSL VPN �§�î�Â�c�
1�0É
�§�î�Â�_�P�M�•�Ø�î�¨�b�É�ß�Ÿ�©�\�K�Z�·�8�K�r�M���Ø�î�¨�@�ß�¢�–�å�M�•�\�
�¡�Û�–�”�å�º�Þ�«  
SSL VPN �§�î�Â�c�
�Ø�î�¨�¡�\�Ã�«�á�î�»�†�µ�t  SSO 1�0É0[�Ó�†  HTTPS �†�Q#Ý�K�Z1�0É�§�î�Â�_3æ
�™�K�r�M���§�î�Â�@1�0É0[�Ó�†�w�E
°�€�S���œ�c�
�¡�Û�–�”�å�º�Þ�«  SSL VPN �§�î�Â�_  SSO 1�0É
�¡�µ�Ÿ�î�†�`�K�r�M���­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�c�
�Ø�î�¨�b�æ�ƒ�~�_�G�b�¡�µ�Ÿ�î�†�–�â�K�

�Ø�î�¨�b1�0É�_�G�b�¡�µ�Ÿ�î�†�Q#Ý�K�Z�
 SSO �§�î�Â�[�–1¤�I�€�Z�8�•�»�Ó�–�å
Æ�b  Web �§�–�º�b�ó

²�†�ò�~�r�M��
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'ö#.*…�c�
 SSO �b0¿���_�P�K�Z�
 HTTP Form �É�ß�º�¥�Ý�b�Ú�_�v�
�ö�•  HTTP 1�0É�É�ß�º�¥�Ý�x  
NTLM 1�0É�É�ß�º�¥�Ý>& auto-signon �¥�Ð�å�»>' �
�6�•�8�c  Computer Associates eTrust SiteMinder 
SSO �§�î�Â>&�§  Netegrity SiteMinder>'�†4E�¥�[�A�r�M�� HTTP Form�
 auto-signon �r�S�c  
SiteMinder �†�Q#Ý�K�S SSO �b0¿���b0ò(ý�_�X�8�Z�c�
 �� �¡�Û�–�”�å�º�Þ�«  SSL VPN���b'v�†�g!·�K�Z
�C�T�I�8��

�ß�î�•�Ý  �¹�î�±�Ë�î�«�b�§�Ï�î�º

�­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�c�
�Ø�î�¨  �É�ß�Ç�“�–�Ý�†�v�~3¸�t�G�\�@�[�A�•�ß�î�•�Ý  �¹�î�±�Ë�î�«
�†'ö#.�K�r�M��

�G�G�[�c�
���b
Æ���_�X�8�Z1��Â�K�r�M��

• ���Ø�î�¨  �É�ß�Ç�“�–�Ý�� >&P.12-7>'

• ���Ç�›�î�Ý�Â�µ�¡  �§�Ï�î�º�� >&P.12-7>'

�Ø�î�¨  �É�ß�Ç�“�–�Ý

�Ø�î�¨  �É�ß�Ç�“�–�Ý�_�c�
�a�^�C�\�v�Ø�î�¨�¡�@�µ�r�€�r�M��3û�–�
�Ã�«�á�î�»�c�œ�É�©�Ù�å�[�M�@�

�›�Ø�î�¨�¡�_�Ã�«�á�î�»�@�m�~�\�Z�}�€�r�M���9�b�_���†"I���b�Ø�î�¨  �É�ß�Ç�“�–�Ý�_3ã�•�[�A�r�M��
3ã�•�•+��^�_���_�c�
 VPN 6õ4��“�ö>& VPN �­�µ�©�Ù�å  �±�–�Ò�”�˜�º�Í�^�]>'�@�µ�r�€�r�M��

�Ç�›�î�Ý�Â�µ�¡  �§�Ï�î�º

�ß�î�•�Ý  �¹�î�±�Ë�î�«�c�
0
�X�b�µ+��b�Ç�›�î�Ý�Â�µ�¡�‰�'�\�K�Z�·�8�[�A�r�M���G�b�·�8�c�
�­
�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�?�}1��W�Z�ß�µ�¡�”�˜�º�I�€�^�8�|�:�_�M�•�G�\�†�–�W�K�Z�8�r�M��

�Ç�›�î�Ý�Â�µ�¡  �§�Ï�î�º�†�²0[�\�M�•�Ø�î�¨�[�c�
�ß�î�•�Ý  �¹�î�±�Ë�î�«
Æ�b�Ø�î�¨�¡�\�Ã�«�á�î�»
�\  AAA �§�î�Â
Æ�b�Ø�î�¨�¡�\�Ã�«�á�î�»�†�M+´�I�O�•�G�\�†�>�È�u�K�r�M���G�€�_�|�~�
�º�Û�å�«�Ì
�”�Þ�å�º  �Ç�›�î�Ý�Â�µ�¡  �§�Ï�î�º�@�f�j�I�€�r�M���Ø�î�¨�c�
 AAA �§�î�Â�\�ß�î�•�Ý  �¹�î�±�Ë�î�«
�b�]�U�}�@�§�î�Å�«�†�f�j�K�Z�8�•�?�@�8�9�[�A�^�8�b�[�
�ß�î�•�Ý  �¹�î�±�Ë�î�«�b�Ø�î�¨�¡�>�|�g
�Ã�«�á�î�»�\�c$��^�•�Ø�î�¨�¡�>�|�g�Ã�«�á�î�»�†  AAA �§�î�Â�[�Q#Ý�M�•�G�\�c�
�æ���M�•�m�A�Ø�î
�¨�¡�\�Ã�«�á�î�»�†�Ø�î�¨�@&��™�[�A�^�8�G�\�†�–�á�K�r�M��

�ß�î�•�Ý  �¹�î�±�Ë�î�«�[�§�Ï�î�º�I�€�Z�8�•�Ç�›�î�Ý�Â�µ�¡�µ+��c���b�\�>�~�[�M��

• �¥�å�¯�î�Ý�>�|�g�–�¿�î�È�Ý  �Ã�«�á�î�»1�0É>8�¢�Ý�î�É
Æ�b�§�î�Â�@�M�m�Z�Q#Ý�[�A�^�8���œ�

�­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�c�ß�î�•�Ý  �¹�î�±�Ë�î�«�†�Q#Ý�K�Z'ö#.�”�¡�­�«�†1�0É�K�r�M���G
�€�_�v�–�¿�î�È�Ý  �Ã�«�á�î�»�b1�0É�†�µ�u�•�G�\�@�[�A�r�M��

• �¥�Ð�å�»0Á�•>8�¢�Ý�î�É
Æ�b  TACACS+ �§�î�Â�@�M�m�Z�Q#Ý�[�A�^�8���œ�
"I�’�Þ�Ë�Ý�_�ö�Y�8
�Z�¥�Ð�å�»�†0Á�•�M�•�S�u�_�ß�î�•�Ý  �¹�î�±�Ë�î�«�@�Q#Ý�I�€�r�M��

• VPN 1�0É�>�|�g0Á�•>8 VPN 1�0É�>�|�g0Á�•�c�
3û�–�G�b  VPN �§�î�Å�«�†�§�Ï�î�º�K�Z�8�•  AAA 
�§�î�Â�@�Q#Ý�[�A�^�8���œ�
�­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�l�b�Ü�Ô�î�º  �”�¡�­�«�†�–�¿�î�È�Ý�_
�M�•�S�u�_�§�Ï�î�º�I�€�r�M��'ö#.*…�b  VPN �¡�Û�–�”�å�º�@�
�ß�î�•�Ý  �¹�î�±�Ë�î�«�l�b�Ç�›�î
�Ý�Â�µ�¡�_0¿���I�€�S�º�å�¿�Ý  �¢�Ý�î�É�†�æ���M�•���œ�
 AAA �§�î�Â  �¢�Ý�î�É�†�<#Ý�[�A�^�C�Z
�v�
�ß�î�•�Ý  �¹�î�±�Ë�î�«�_�²0[�^�“�ö�@0¿���I�€�Z�8�€�d�
 VPN �º�å�¿�Ý�†&�'g�[�A�r�M��
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'¨  12 'v       AAA �§�î�Â�>�|�g�Ø�î�¨  �”�•�˜�å�º�b0¿��
  �ß�î�•�Ý  �¹�î�±�Ë�î�«�b0¿��
�ß�î�•�Ý  �¹�î�±�Ë�î�«�b0¿��
�G�G�[�c�
�ß�î�•�Ý  �¹�î�±�Ë�î�«
Æ�b�Ø�î�¨�b'ö#.�‰�2�_�X�8�Z1��Â�K�r�M���ß�î�•�Ý  �¹�î�±�Ë�î�«
�c�
 CLI �”�¡�­�«1�0É�
"I�’�Ô�î�»1�0É�
�¥�Ð�å�»0Á�•�
�¿�µ�º�á�î�¡  �”�¡�­�«1�0É�
�>�|�g  VPN 1�
0É�>�|�g0Á�•�_�Q#Ý�[�A�r�M���ß�î�•�Ý  �¹�î�±�Ë�î�«�c�¿�µ�º�á�î�¡  �”�¡�­�«0Á�•�_�c�Q#Ý�[�A�r�O
�‡���ß�î�•�Ý  �¹�î�±�Ë�î�«�c�”�•�˜�å�¸�•�å�¢�†�§�Ï�î�º�K�r�O�‡��

�Ð�Ý�³�¥�å�¸�Ÿ�«�º  �Ô�î�»�b���œ�
�©�«�¸�Ò��/œ�«�Ì�î�«�[�Ø�î�¨�¡�†0¿���K�
 login �¥�Ð�å�»�†�Q#Ý
�K�Z�¶���b�ß�¢�–�å�†�æ���[�A�r�M���K�?�K�
�©�«�¸�Ò��/œ�«�Ì�î�«�[�c  aaa �¥�Ð�å�»�c0¿���[�A�r
�O�‡��

�G�b8o�[�c�
���b�º�Æ�µ�¡�_�X�8�Z�v�~�V�F�r�M��

• �� User Accounts��>&P.12-8>'

• �� [Add/Edit User Account] > [Identity]��>&P.12-9>'

• �� [Add/Edit User Account] > [VPN Policy]��>&P.12-11>'

• �� AAA �§�î�Â  �¢�Ý�î�É�>�|�g�§�î�Â�b1‘�9�� >&P.12-13>'

User Accounts

[User Accounts] �Ì�–�å�[�c�
�ß�î�•�Ý  �Ø�î�¨  �¹�î�±�Ë�î�«�†'ö#.�[�A�r�M�����b�›�µ+��c�
�ß�î�•�Ý  
�¹�î�±�Ë�î�«�†�Q#Ý�K�Z��/œ�I�€�r�M��

• ASDM �Ø�î�¨�H�\�b�”�¡�­�«

�¹�Ç�›�Ý�º�[�c�
�Ø�î�¨�¡�b�Ç�•�î�Ý�»�c�È�Û�å�¡�_�K�S�r�r�
�Ã�«�á�î�»�b�Ç�•�î�Ý�»�_�–�¿�î
�È�Ý  �Ã�«�á�î�»�†�æ���M�€�d  ASDM �_�ß�¢�–�å�[�A�r�M>& �� Device Name/Password��>&P.10-12>'
�†�g!·>' ���S�T�K�
�ß�¢�–�å#ì8��[>&�Ø�î�¨�¡�b�Ç�•�î�Ý�»�†�È�Û�å�¡�_�O�N>'�Ø�î�¨�¡�\�Ã�«
�á�î�»�†
°�Š�M�•�\�
 ASDM �[�c�Q�€�}�†!·�œ�M�•�S�u�_�ß�î�•�Ý  �¹�î�±�Ë�î�«�b�³�™�µ�¡�@/œ
�ƒ�€�r�M��

>&�@>' �ß�î�•�Ý  �¹�î�±�Ë�î�«�†�Q#Ý�M�•  HTTP 1�0É�†0¿���M�•�G�\�v�[�A�r�M�@�
�¹�Ç�›�Ý�º�[�c�G
�b�µ+��c�–�_�–�¿�î�È�Ý�[�M��1�0É#Ý�_  RADIUS �r�S�c  TACACS+ �§�î�Â�†�Q#Ý�M�•���œ�c�

HTTP 1�0É�†0¿���M�•�T�E�[�í�s�r�M��

• �¥�å�¯�î�Ý1�0É  

• Telnet 1�0É�>�|�g  SSH 1�0É

• enable �¥�Ð�å�»1�0É

�G�b0¿���c�
 CLI �”�¡�­�«�_�T�E�Q#Ý�I�€�
 ASDM �ß�¢�–�å�_�c�s8j�K�r�O�‡��

• �¥�Ð�å�»0Á�•  

�ß�î�•�Ý  �¹�î�±�Ë�î�«�†�Q#Ý�M�•�¥�Ð�å�»0Á�•�†�w� �_�M�•�\�
�­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�[
�c�
�Ø�î�¨"I�’�Þ�Ë�Ý�†�g!·�K�Z�
�]�b�¥�Ð�å�»�@�Q#Ý�[�A�•�?�@"I���I�€�r�M���¥�Ð�å�»0Á�•�@
�¹�•�­�î�È�Ý�b���œ�c3û�–�
"I�’�Þ�Ë�Ý�c�g!·�I�€�r�O�‡���¹�Ç�›�Ý�º�[�c�
�¥�Ð�å�»�b"I�’�Þ�Ë
�Ý�c�M�m�Z�
 0 �r�S�c  15 �b�]�U�}�?�[�M�� ASDM �_�c�
�¥�Ð�å�»�l�b�m�~�\�Z�†�–�¿�î�È�Ý�_�[
�A�•"I�’�Þ�Ë�Ý�@�¦�S�_��*O�I�€�Z�8�r�M���m�~�\�Z�•�G�\�@�[�A�•�Þ�Ë�Ý�c�
 15>&'ö#.>'�
 5

>&1��s�v�~�S#Ý>'�
 3>&%�0i�S#Ý>'�b 3 '�8®�[�M���¦�S��*O�í�s�b�Þ�Ë�Ý�†�Q#Ý�M�•���œ�c�
�Ø�î�¨
�†  3 '�8®�b"I�’�Þ�Ë�Ý�b�8�N�€�?�_�m�~�\�Z�r�M��

• �¿�µ�º�á�î�¡  �”�¡�­�«1�0É

• VPN �¡�Û�–�”�å�º1�0É
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'¨  12 'v       AAA �§�î�Â�>�|�g�Ø�î�¨  �”�•�˜�å�º�b0¿��
  �ß�î�•�Ý  �¹�î�±�Ë�î�«�b0¿��
�ß�î�•�Ý  �¹�î�±�Ë�î�«�c�¿�µ�º�á�î�¡  �”�¡�­�«0Á�•�_�c�Q#Ý�[�A�r�O�‡��

�Ð�Ý�³  �¥�å�¸�Ÿ�«�º  �Ô�î�»�b���œ�
 login �¥�Ð�å�»�†�Q#Ý�K�Z  CLI �[�¶�9�b�ß�¢�–�å�†
°�Š�[�A�•�|
�:�_�
�©�«�¸�Ò��/œ�«�Ì�î�«�[�Ø�î�¨�¡�†0¿���[�A�r�M���S�T�K�
�ß�î�•�Ý  �¹�î�±�Ë�î�«�†�Q#Ý�M�•  
aaa �¥�Ð�å�»�c�
�©�«�¸�Ò��/œ�«�Ì�î�«�[�c0¿���[�A�r�O�‡��

>&�@>' VPN �µ+��c�
�Ð�Ý�³  �¥�å�¸�Ÿ�«�º  �Ô�î�»�[�c�§�Ï�î�º�I�€�r�O�‡��

>&�� Device Name/Password��>&P.10-12>' �[�c�^�C>'�G�b�Ì�–�å�[�–�¿�î�È�Ý  �Ã�«�á�î�»�†0¿���M�•�_
�c�
 enable_15 �Ø�î�¨�b�Ã�«�á�î�»�†�š�f�K�r�M���Ø�î�¨�¡  enable_15 �c�–�ì�G�b�Ì�–�å�_/²&g�I�€�r
�M���G�€�@�¹�Ç�›�Ý�º�b�Ø�î�¨�¡�[�M���G�b�‰�2�c�
 ASDM �b�©�«�¸�Ò  �¥�å�Ç�•� �×�Þ�î�©�Ù�å�[�–
�¿�î�È�Ý  �Ã�«�á�î�»�†0¿���M�•�O�M�b�‰�2�[�M�� CLI �[�Ú�b�–�¿�î�È�Ý  �Þ�Ë�Ý  �Ã�«�á�î�»>& enable 
password 10 �^�]>'�†0¿���M�•�\�
�Q�b�Ø�î�¨�¡�c  enable_10 �\�8�:�g�'�[/²&g�I�€�r�M��

�Ç�•�î�Ý�»

• [User Name]>8�G�€�}�b�Ã�Û�Ó�î�±�†4:#Ý�M�•�Ø�î�¨�¡�†�æ���K�r�M��

• [Privilege (Level)]>8�Q�b�Ø�î�¨�_�m�~�\�Z�•"I�’�Þ�Ë�Ý�†�æ���K�r�M��"I�’�Þ�Ë�Ý�c�
�ß�î�•�Ý  
�¥�Ð�å�»0Á�•�[�Q#Ý�I�€�r�M��

• [VPN Group Policy]>8�G�b�Ø�î�¨�_�P�K�Z  VPN �¢�Ý�î�É  �Ï�Ü�©�î�b�¡�S�†�æ���K�r�M���Ð�Ý�³  
�Ô�î�»�[�c�Q#Ý�[�A�r�O�‡��

• [VPN Group Lock]>8�G�b�Ø�î�¨�_�P�K�Z�¢�Ý�î�É  �ß�µ�¡  �Ï�Ü�©�î>&�6�•���œ>'�†�æ���K�r�M���Ð
�Ý�³  �Ô�î�»�[�c�Q#Ý�[�A�r�O�‡��

• [Add]>8[Add User Account] �²�–�”�ß�¢�Î�µ�¡�«�†/²&g�K�r�M��

• [Edit]>8[Edit User Account] �²�–�”�ß�¢�Î�µ�¡�«�†/²&g�K�r�M��

• [Delete]>84E�¥�K�S/œ�†�¸�î�È�Ý�?�}�P7V�K�r�M��&�1��I�€�N�
�x�~%$�K�v�[�A�r�O�‡��

�Ô�î�»

���b/²�c�
�G�b�µ+��†�Q#Ý�[�A�•�Ô�î�»�†&g�K�S�v�b�[�M��

[Add/Edit User Account] > [Identity]

�Ø�î�¨�@3ã�•�r�S�c�š�f�M�•�Ø�î�¨  �”�•�˜�å�º�†1‘�9�M�•�Ã�Û�Ó�î�±�†�æ���M�•�_�c�
�G�b�Ì�–�å�†
�Q#Ý�K�r�M�� [OK] �†�¡�Ü�µ�¡�M�•�\�
 [User Accounts] �¸�î�È�Ý�_�š�f
Æ���@�M�D�_/²&g�I�€�r�M��

�Ç�•�î�Ý�»

• [Username]>8�G�b�”�•�˜�å�º�b�Ø�î�¨�¡�†�æ���K�r�M��

• [Change user password]>8�¤�Ñ�b�Ø�î�¨�†)…7Ÿ�M�•���œ�c�
�G�b�Î�µ�¡�«�†�œ�å�_�K�Z�
�Ã�«�á�î
�»�†�š�f�K�r�M��

�Ç�“�–�”�˜�›�î�Ý  �Ô�î�» �­�Ÿ�×�Ü�¸�•  �¥�å�¸�Ÿ�«�º

�Ý�î�¸�µ�» 3ñ4# �©�å�¢�Ý

�Ð�Ý�³

�¥�å�¸�Ÿ�«
�º �©�«�¸�Ò

• • • • —
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'¨  12 'v       AAA �§�î�Â�>�|�g�Ø�î�¨  �”�•�˜�å�º�b0¿��
  �ß�î�•�Ý  �¹�î�±�Ë�î�«�b0¿��
– [Password]>8�G�b�Ø�î�¨�b�[�w�b�Ã�«�á�î�»�†�æ���K�r�M���Ã�«�á�î�»�b�q�`6×�c  4 �e�Ð�[
�M���q�±�[  32 �e�Ð�r�[�æ���•+��[�M���š�å�º�Ü�c�
�±�e�Ð�\�`�e�Ð�@�
�9�I�€�r�M���Ç�•�î
�Ý�»�_�c�
�”�«�±�Ü�«�¡�T�E�@/²&g�I�€�r�M��

�­�Ÿ�×�Ü�¸�•�†&��–�M�•�S�u�_�
�Ã�«�á�î�»�b6×�I�c  8 �e�Ð�è�V�_�M�•�G�\�†�N�á�K�r�M��

– [Confirm Password]>8&�1��b�S�u�_�Ø�î�¨  �Ã�«�á�î�»�†
Ì
°�Š�M�•�|�:�Ó�u�}�€�r�M���Ç�•�î
�Ý�»�_�c�
�”�«�±�Ü�«�¡�T�E�@/²&g�I�€�r�M��

• [User authenticated using MSCHAP]>8�Ã�«�á�î�»�†
°�Š�‹�_  unicode �_�š�n�K�
 MD4 �†�Q#Ý�K�Z
�Á�µ�©�×�M�•�G�\�†�æ���K�r�M���G�b�œ�É�©�Ù�å�c�
�Ø�î�¨�†  MSCHAPv1 �r�S�c  MSCHAPv2 �†
�Q#Ý�K�Z1�0É�M�•���œ�_�Q#Ý�K�r�M��

• [Member-of]>8�Ø�î�¨�@�“�M�•  VPN �¢�Ý�î�É�†�æ���K�r�M��

– [Member-of]>8VPN �¢�Ý�î�É�b�¡�S�†
°�Š�K�r�M��

– [Add]>8�Ü�«�º�_  VPN �¢�Ý�î�É�†3ã�•�K�r�M��

– [Delete]>8�Ü�«�º�?�}  VPN �¢�Ý�î�É�†�P7V�K�r�M��

• [Access Restriction]>8�G�b�­�¡�©�Ù�å�[�c�
�Ø�î�¨�b'ö#.�”�¡�­�«  �Þ�Ë�Ý�†0¿���K�r�M���r�N�

[Configuration] > [Device Management] > [Users/AAA] > [AAA Access] > [Authorization] �±�È�b  
[Perform authorization for exec shell access] �œ�É�©�Ù�å�†�Q#Ý�K�Z�
'ö#.0Á�•�†�–�¿�î�È�Ý�_�M�•
�²0[�@�6�~�r�M��

– [Full Access (ASDM, Telnet, SSH and console)]>8�ß�î�•�Ý  �¹�î�±�Ë�î�«�†�Q#Ý�K�S'ö#.�”�¡
�­�«�b1�0É�†0¿���M�•���œ>& �� CLI�
 ASDM�
�>�|�g  enable �¥�Ð�å�»�b1�0É�b0¿���� >&P.13-27>'
�†�g!·>' �
�G�b�œ�É�©�Ù�å�†�æ���M�•�\�Ø�î�¨�c  ASDM�
 SSH�
 Telnet�
�>�|�g�¥�å�¯�î�Ý  
�Ï�î�º�†�Q#Ý�[�A�r�M���I�}�_�–�¿�î�È�Ý1�0É�v0¿���M�•�\�
�Ø�î�¨�c�¢�ß�î�Â�Ý  �¥�å�Ç�•
� �×�Þ�î�©�Ù�å  �Ô�î�»�_�”�¡�­�«�[�A�r�M��

[Privilege Level]>8�ß�î�•�Ý  �¥�Ð�å�»0Á�•�[�Ø�î�¨�_4:#Ý�M�•"I�’�Þ�Ë�Ý�†4E�¥�K�r�M��(
�V
�c�
 0>&�q�*>'>|  15>&�q9×>'�[�M��0ò(ý�_�X�8�Z�c�
 ���ß�î�•�Ý  �¥�Ð�å�»0Á�•�b0¿����

>&P.13-31>' �†�g!·�K�Z�C�T�I�8��

– [CLI login prompt for SSH, Telnet and console (no ASDM access)]>8�ß�î�•�Ý  �¹�î�±�Ë�î�«�†
�Q#Ý�K�S'ö#.�”�¡�­�«�b1�0É�†0¿���M�•���œ>& �� CLI�
 ASDM�
�>�|�g  enable �¥�Ð�å�»�b1�0É
�b0¿���� >&P.13-27>' �†�g!·>' �
�G�b�œ�É�©�Ù�å�†�æ���M�•�\�Ø�î�¨�c  SSH�
 Telnet�
�>�|�g�¥
�å�¯�î�Ý  �Ï�î�º�†�Q#Ý�[�A�r�M���Ø�î�¨�c0¿���_  ASDM �†�Q#Ý�[�A�r�O�‡>& HTTP 1�0É�†0¿
���K�Z�8�•���œ>' �� ASDM %�0i�c�•+��[�M���I�}�_�–�¿�î�È�Ý1�0É�v0¿���M�•�\�
�Ø�î�¨�c�¢
�ß�î�Â�Ý  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ô�î�»�_�”�¡�­�«�[�A�r�O�‡��

– [No ASDM, SSH, Telnet, or console access]>8�ß�î�•�Ý  �¹�î�±�Ë�î�«�†�Q#Ý�K�S'ö#.�”�¡�­�«
�b1�0É�†0¿���M�•���œ>& �� CLI�
 ASDM�
�>�|�g  enable �¥�Ð�å�»�b1�0É�b0¿���� >&P.13-27>' �†
�g!·>' �
�G�b�œ�É�©�Ù�å�†�æ���M�•�\�
�Ø�î�¨�c1�0É#Ý�_0¿���K�S'ö#.�”�¡�­�«�‰�'�†�<#Ý�[
�A�^�C�^�~�r�M>&�S�T�K�
 [Serial] �œ�É�©�Ù�å�c7V�A�r�M���X�r�~�
�©�Ü�”�Ý  �”�¡�­�«�c0Á�•
�I�€�r�M>' ��

�Ô�î�»

���b/²�c�
�G�b�µ+��†�Q#Ý�[�A�•�Ô�î�»�†&g�K�S�v�b�[�M��

�Ç�“�–�”�˜�›�î�Ý  �Ô�î�» �­�Ÿ�×�Ü�¸�•  �¥�å�¸�Ÿ�«�º

�Ý�î�¸�µ�» 3ñ4# �©�å�¢�Ý

�Ð�Ý�³

�¥�å�¸�Ÿ�«
�º �©�«�¸�Ò

• • • • —
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  �ß�î�•�Ý  �¹�î�±�Ë�î�«�b0¿��
[Add/Edit User Account] > [VPN Policy]

�G�b�Ì�–�å�†�Q#Ý�K�Z�
�G�b�Ø�î�¨�b  VPN �Ï�Ü�©�î�†�æ���K�r�M���P�Â�M�•0¿���@�¢�Ý�î�É  �Ï�Ü�©�î
�?�}�Í�†�v�“�M�•�|�:�_�M�•�_�c�
 [Inherit] �³�™�µ�¡�Î�µ�¡�«�†�œ�å�_�K�r�M��

�Ç�•�î�Ý�»

• [Group Policy]>8�Q#Ý�•+��^�¢�Ý�î�É  �Ï�Ü�©�î�†&g�K�r�M��

• [Tunneling Protocols]>8�Ø�î�¨�@�Q#Ý�[�A�•�º�å�¿�Ü�å�¢  �É�ß�º�¥�Ý�†�æ���M�•�?�
�r�S�c�¢�Ý�î
�É �Ï�Ü�©�î�?�}�Í�†)E�Ž�M�•�?�]�:�?�†�æ���K�r�M��% $×�b  [Tunneling Protocols] �³�™�µ�¡�Î�µ
�¡�«�†�œ�å�_�K�
�Ø�î�¨�@�Q#Ý�[�A�•  VPN �º�å�¿�Ü�å�¢  �É�ß�º�¥�Ý�†4E�¥�K�r�M���Ø�î�¨�c�
4E
�¥�I�€�Z�8�•�É�ß�º�¥�Ý�T�E�†�Q#Ý�[�A�r�M�����b4E�¥*å�@�6�~�r�M��

[IPsec]>8IP Security Protocol>&IP �­�Ÿ�×�Ü�¸�•  �É�ß�º�¥�Ý>' �� IPSec �c�
 VPN �º�å�¿�Ý�b�”�î�Ÿ�¸
�¡�³�Õ�†�o�p�ö
²�_��#'�K�Z�>�~�
�q�v�­�Ÿ�×�”�^�É�ß�º�¥�Ý�\�I�€�Z�8�r�M�� IPSec �c�
 LAN 
6ë>&�Æ�”�¶�î�Æ�”>'�K)F�_�Q#Ý�M�•�G�\�v�
�¡�Û�–�”�å�º�\  LAN �\�b�K)F�_�Q#Ý�M�•�G�\�v�[�A
�r�M��

[Clientless SSL VPN]>8SSL/TLS �†�<#Ý�M�•  VPN�� Web �È�Û�˜�¨�†�Q#Ý�K�Z  VPN �¥�å�­�å�º
�Þ�î�±�l�b�­�Ÿ�×�”�^�Ü�Ô�î�º�”�¡�­�«  �º�å�¿�Ý�†&�'g�K�
�¯�Ç�º�˜�™�”  �¡�Û�–�”�å�º�v�Á�î�»
�˜�™�”  �¡�Û�–�”�å�º�v�²0[�\�K�r�O�‡���¡�Û�–�”�å�º�Þ�«  SSL VPN �†�Q#Ý�M�•�\�
 HTTPS �–�å
�±�î�¿�µ�º  �§�–�º�†�<#Ý�[�A�•�o�\�‡�]�M�m�Z�b�¥�å�Æ�×�î�±�?�}�
�û���b  Web �§�–�º�
 Web �P
�Â�”�É�Ü�£�î�©�Ù�å�
 NT/AD �Ç�“�–�Ý
¹�w>& Web �P�Â>'�
7Á�Ê�Ó�î�Ý�
�>�|�g�Q�b�Ú�b  TCP �Ë�î
�«  �”�É�Ü�£�î�©�Ù�å�^�]�
�œ�È�8�û���Ü�¯�î�«�_(F�"�_�”�¡�­�«�[�A�•�|�:�_�^�~�r�M��

[SSL VPN Client]>8Cisco AnyConnect Client �”�É�Ü�£�î�©�Ù�å�b�²�˜�å�ß�î�»�‹�_�Ø�î�¨�@�K)F
�[�A�•�|�:�_�K�r�M���Ø�î�¨�c�
�q�6�_�¡�Û�–�”�å�º�Þ�«  SSL VPN �K)F�†�Q#Ý�K�Z�G�b�”�É�Ü
�£�î�©�Ù�å�†�²�˜�å�ß�î�»�K�r�M���Ø�î�¨�@�K)F�M�•�S�g�_�
�²0[�_�Â�L�Z�¡�Û�–�”�å�º  �”�µ�É
�¹�î�º�@+¬�·$×�_/œ�ƒ�€�r�M��

[L2TP over IPSec]>8�̈ �C�b  PC �x�Ô�Â�–�Ý  PC �_�G#Ý�I�€�Z�8�•�M+á$×�^�œ�Ì�Þ�î�¸�•�å�¢  �©�«�¸
�Ò�_�Ü�“�b  VPN �¡�Û�–�”�å�º�†�Q#Ý�M�•�Ü�Ô�î�º  �Ø�î�¨�@�
�Ã�È�Ü�µ�¡  IP �¿�µ�º�á�î�¡�†�Ó�K
�Z�­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�>�|�g�É�Û�–�Ë�î�º�û���¿�µ�º�á�î�¡�l�b�­�Ÿ�×�”�^�K)F�†&�'g
�[�A�•�|�:�_�K�r�M��

>&�@>' �É�ß�º�¥�Ý�†4E�¥�K�^�?�W�S���œ�c�
�š�Û�î  �Ó�µ�­�î�ª�@/²&g�I�€�r�M��

• [Filter]>8�Q#Ý�M�•�Ç�•�Ý�±�†�æ���M�•�?�
�r�S�c�¢�Ý�î�É  �Ï�Ü�©�î�b�Í�†)E�Ž�M�•�?�]�:�?�†�æ
���K�r�M���Ç�•�Ý�±�c�
�­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�†)�#ä�K�Z%T�™�K�S�º�å�¿�Ü�å�¢�I�€�S
�¹�î�±  �Ã�£�µ�º�†�
3æ�™
–�”�»�Þ�«�
��
›�”�»�Þ�«�
�É�ß�º�¥�Ý�^�]�b�ö =�_�|�W�Z�
0Á�•�M�•
�?�Ä�°�M�•�?�†�ô���M�•�Ý�î�Ý�[�S�B�I�€�r�M���Ç�•�Ý�±�>�|�g�Ý�î�Ý�†0¿���M�•���œ�c�

[Configuration] > [VPN] > [VPN General] > [Group Policy] �Ì�–�å�†�g!·�K�Z�C�T�I�8��

• [Manage]>8�”�¡�­�«  �¥�å�º�ß�î�Ý  �Ü�«�º>& ACL>'�\�Ñ�G�”�¡�­�«  �¥�å�º�ß�î�Ý  �Ü�«�º>& ACE>'
�†3ã�•�
)…7Ÿ�
�>�|�g�P7V�[�A�•  [ACL Manager] �Ì�–�å�†/²&g�K�r�M��

• [Tunnel Group Lock]>8�º�å�¿�Ý  �¢�Ý�î�É  �ß�µ�¡�@�6�•���œ�
�Q�€�†)E�Ž�M�•�?�]�:�?�
�r�S�c4E
�¥�K�S�º�å�¿�Ý  �¢�Ý�î�É  �ß�µ�¡�†�Q#Ý�M�•�?�]�:�?�†�æ���K�r�M��"I���b�ß�µ�¡�†4E�¥�M�•�\�

�Ø�î�¨�b�Ü�Ô�î�º  �”�¡�­�«�c�G�b�¢�Ý�î�É�T�E�_�D7H�I�€�r�M�� [Tunnel Group Lock] �[�c�
 VPN 
�¡�Û�–�”�å�º�[0¿���I�€�S�¢�Ý�î�É�\�
�Q�b�Ø�î�¨�@�m�~�\�Z�}�€�Z�8�•�¢�Ý�î�É�@� �L�?�]�:�?
�†�³�™�µ�¡�M�•�G�\�_�|�W�Z�
�Ø�î�¨�@�D7H�I�€�r�M��� �M�[�c�^�?�W�S���œ�
�­�Ÿ�×�Ü�¸�•  �”
�É�Û�–�”�å�«�c�Ø�î�¨�_�|�•�K)F�†&—�F�K�r�M�� [Inherit] �³�™�µ�¡�Î�µ�¡�«�@�œ�Ç�b���œ�
�¹�Ç�›
�Ý�º�Í�c  [--None--] �[�M��
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  �ß�î�•�Ý  �¹�î�±�Ë�î�«�b0¿��
• [Store Password on Client System]>8�G�b0¿���†�¢�Ý�î�É�?�})E�Ž�M�•�?�]�:�?�†�æ���K�r�M��
[Inherit] �³�™�µ�¡�Î�µ�¡�«�†�œ�Ç�_�M�•�\�
 [Yes] �>�|�g  [No] �b�œ�É�©�Ù�å  �Î�±�å�@�w� �_�^�~
�r�M�� [Yes] �†4E�¥�M�•�\�
�ß�¢�–�å  �Ã�«�á�î�»�@�¡�Û�–�”�å�º  �©�«�¸�Ò�_�–�Ñ�I�€�r�M>&�­�Ÿ�×
�Ü�¸�•�@�*�W�M�•�>�Q�€�b�6�•�œ�É�©�Ù�å�[�M>' �� [No]>&�¹�Ç�›�Ý�º>'�†4E�¥�M�•�\�
�Ø�î�¨�c�K
)F�M�•�S�g�_�Ã�«�á�î�»�b
°�Š�†�Ó�u�}�€�r�M���­�Ÿ�×�Ü�¸�•�†�q�±7H�_&��–�M�•�S�u�_�v�
�Ã�«
�á�î�»�b�–�Ñ�c 0Á�•�K�^�8 �G�\�†�>�È�u�K�r�M�� VPN 3002 �b���œ�
�G�b�Ã�Û�Ó�î�±�c�
�P0ð�º
�Á�î�»�˜�™�”  �¡�Û�–�”�å�º1�0É�x�¶�9�Ø�î�¨1�0É�_�c4:#Ý�I�€�r�O�‡��

• [Connection Settings]>8�K)F0¿���Ã�Û�Ó�î�±�†�æ���K�r�M��

– [Access Hours]>8[Inherit] �³�™�µ�¡�Î�µ�¡�«�@�œ�Ç�_�^�W�Z�8�•���œ�
�G�b�Ø�î�¨�_4:#Ý�I�€
�•�”�¡�­�«�ì6ë�Ï�Ü�©�î�@�M�[�_�Ñ�~�M�•���œ�_�c�Q�b�¡�S�†4E�¥�[�A�
�Ñ�~�K�^�8���œ�_
�c�
�‚�K�8�”�¡�­�«�ì6ë�Ï�Ü�©�î�†�8�B�[�A�r�M���¹�Ç�›�Ý�º�Í�c  [Inherit] �[�M���r�S�

[Inherit] �³�™�µ�¡�Î�µ�¡�«�@�œ�Ç�b���œ�b�¹�Ç�›�Ý�º�Í�c  [--Unrestricted--] �[�M��

– [New]>8[Add Time Range] �²�–�”�ß�¢�Î�µ�¡�«�@6ä�A�r�M���G�b�²�–�”�ß�¢�Î�µ�¡�«�[�”�¡�­
�«�ì6ë�b�‚0d�­�µ�º�†�æ���[�A�r�M��

– [Simultaneous Logins]>8[Inherit] �³�™�µ�¡�Î�µ�¡�«�@�œ�Ç�_�^�W�Z�8�•���œ�
�G�b�Ã�Û�Ó�î�±
�_�c�
�G�b�Ø�î�¨�_0Á�•�I�€�•� �ì�ß�¢�–�å�b�q�±�X�†�æ���K�r�M���¹�Ç�›�Ý�º�Í�c  3 �[�M��
�q�`�Í�c  0 �[�
�G�b���œ�ß�¢�–�å�@!“� �_�^�~�
�Ø�î�¨  �”�¡�­�«�†&—�F�K�r�M��

>&�@>' �q�±�X�b�D7H�c�6�~�r�O�‡�@�
0
�X�b� �ì�K)F�b0Á�•�@�­�Ÿ�×�Ü�¸�•�b�*�W�†�Í�A�
�Ã
�Ç�›�î�Ð�å�«�_�s8j�†�l�p�M�>�Q�€�@�6�~�r�M��

– [Maximum Connect Time]>8[Inherit] �³�™�µ�¡�Î�µ�¡�«�@�œ�Ç�_�^�W�Z�8�•���œ�
�G�b�Ã�Û
�Ó�î�±�_�c�
�Ø�î�¨�b�q�±�K)F�ì6ë�†�(�"�)�[�æ���K�r�M���G�G�[�æ���K�S�ì6ë�@)�4#�M�•
�\�
�©�«�¸�Ò�c�K)F�†)
�¢�K�r�M���q%·�ì6ë�c  1 �(�
�q6×�ì6ë�c  2147483647 �(>& 4000 �º2x>'
�[�M���K)F�ì6ë�†!“�D7H�_�M�•���œ�c�
 [Unlimited] �³�™�µ�¡�Î�µ�¡�«�†�œ�å�_�K�r�M>&�¹
�Ç�›�Ý�º>' ��

– [Idle Timeout]>8[Inherit] �³�™�µ�¡�Î�µ�¡�«�@�œ�Ç�_�^�W�Z�8�•���œ�
�G�b�Ã�Û�Ó�î�±�_�c�

�Ø�î�¨�b�”�–�»�Ý  �±�–�Ò�”�˜�º�ì6ë�†�(�"�)�[�æ���K�r�M���G�b�‡6ë�
�Ø�î�¨�K)F�_3û�™�”
�¡�¸�•�Å�¸�•�@�^�?�W�S���œ�
�©�«�¸�Ò�c�K)F�†)
�¢�K�r�M���q%·�ì6ë�c  1 �(�[�
�q6×�ì6ë�c  
10080 �(�[�M���G�b�Í�c�
�¡�Û�–�”�å�º�Þ�«  SSL VPN �K)F�b�Ø�î�¨�_�c4:#Ý�I�€�r�O�‡��

• �S#Ý IP �”�»�Þ�«>&�õ�–>' >8

– [IP Address] �Î�µ�¡�«>8�œ�É�©�Ù�å�b�S#Ý  IP �”�»�Þ�«�†�æ���K�r�M��

– [Subnet Mask] �Ü�«�º>8�S#Ý  IP �”�»�Þ�«�b�§�È�¿�µ�º  �Ð�«�¡�†�æ���K�r�M��

�G�b�¢�Ý�î�É�T�E�_�|�•�Ü�Ô�î�º  �”�¡�­�«�_�Ø�î�¨�†�D7H�M�•�_�c�
 [Group Lock] �³�™�µ�¡�Î�µ�¡�«
�†�œ�å�_�K�r�M�� [Group Lock] �[�c�
 VPN �¡�Û�–�”�å�º�[0¿���I�€�S�¢�Ý�î�É�\�
�Q�b�Ø�î�¨�@�m�~
�\�Z�}�€�Z�8�•�¢�Ý�î�É�@� �L�?�]�:�?�†�³�™�µ�¡�M�•�G�\�_�|�W�Z�
�Ø�î�¨�@�D7H�I�€�r�M���M+´�K
�Z�8�^�8���œ�
 VPN �¥�å�­�å�º�Þ�î�±�_�|�~�Ø�î�¨�c�K)F�[�A�^�C�^�~�r�M��

�G�b�Î�µ�¡�«�@�œ�Ç>&�¹�Ç�›�Ý�º>'�b���œ�
�Ø�î�¨�c�
�m�~�\�Z�}�€�Z�8�•�¢�Ý�î�É�_6õ�€�^�C1�0É�I
�€�r�M��

�Ô�î�»

���b/²�c�
�G�b�µ+��†�Q#Ý�[�A�•�Ô�î�»�†&g�K�S�v�b�[�M��
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  AAA �§�î�Â  �¢�Ý�î�É�>�|�g�§�î�Â�b1‘�9
AAA �§�î�Â  �¢�Ý�î�É�>�|�g�§�î�Â�b1‘�9
1�0É�
0Á�•�
�r�S�c�”�•�˜�å�¸�•�å�¢�_�¥4Š  AAA �§�î�Â�†�Q#Ý�M�•���œ�c�
�r�N  AAA �É�ß�º�¥�Ý�6
�S�~�a�^�C�\�v  1 �X�b  AAA �§�î�Â  �¢�Ý�î�É�†�8�B�K�Z�
 �›�¢�Ý�î�É�_  1 �X�è�V�b�§�î�Â�†3ã�•�M�•�²
0[�@�6�~�r�M�� AAA �§�î�Â  �¢�Ý�î�É�c�¡�S�[1‘�9�I�€�r�M���›�§�î�Â  �¢�Ý�î�É�c�
 Kerberos�

LDAP�
 NT�
 RADIUS�
 SDI�
�r�S�c  TACACS+ �\�8�:�§�î�Â�b  1 �X�b�±�–�É�S#Ý�\�^�~�r�M��

�­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«  �c�
�¢�Ý�î�É
Æ�b�q�6�b�§�î�Â�\3û�™�K�r�M���q�6�b�§�î�Â�@�Q#Ý�[�A
�^�8���œ�
�­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«  �c�¢�Ý�î�É
Æ�b���b�§�î�Â>&0¿���I�€�Z�8�•���œ>'�\3û�™�K
�r�M���¢�Ý�î�É
Æ�b�M�m�Z�b�§�î�Â�@�Q#Ý�[�A�^�8���œ�
�­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�c�
�ß�î�•�Ý  
�¹�î�±�Ë�î�«�@�Ç�›�î�Ý�Â�µ�¡�‰�'�\�K�Z0¿���I�€�Z�8�•�\�
�ß�î�•�Ý  �¹�î�±�Ë�î�«�_�K)F�K�|�:�\
�K�r�M>&'ö#.1�0É�>�|�g0Á�•7H��>' ���Ç�›�î�Ý�Â�µ�¡�‰�'�\�K�Z0¿���I�€�Z�8�^�8���œ�
�­�Ÿ�×�Ü�¸�•  
�”�É�Û�–�”�å�«�c�,�A)F�A  AAA �§�î�Â�_�”�¡�­�«�K�|�:�\�K�r�M��

�G�b8o�[�c�
���b�º�Æ�µ�¡�_�X�8�Z�v�~�V�F�r�M��

• �� AAA Server Groups��>&P.12-13>'

• �� Add/Edit AAA Server Group��>&P.12-15>'

• �� Edit AAA Local Server Group��>&P.12-16>'

• �� Add/Edit AAA Server��>&P.12-16>'

• �� Test AAA Server��>&P.12-22>'

AAA Server Groups

[AAA Server Groups] �Ì�–�å�[�c�
���b�G�\�†��/œ�[�A�r�M��

• �›�¢�Ý�î�É�[&g�I�€�Z�8�•�§�î�Â�\3û�™�M�•�|�:�_�
�­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�@�Q#Ý�M�•  
AAA �§�î�Â  �¢�Ý�î�É�>�|�g�É�ß�º�¥�Ý�†0¿���K�r�M��

• �¶���b�§�î�Â�†0¿���K�Z�
 AAA �§�î�Â  �¢�Ý�î�É�_3ã�•�K�r�M��

�©�å�¢�Ý  �Ô�î�»�[�q�±  15 �b�¢�Ý�î�É�
 �r�S�c�Ð�Ý�³  �Ô�î�»�[�q�±  4 �X�b�¢�Ý�î�É�†�µ�u�•�G�\�@�[�A
�r�M���›�¢�Ý�î�É�_�c�
�©�å�¢�Ý  �Ô�î�»�[�q�±  16 �Ž�
�Ð�Ý�³  �Ô�î�»�[�q�±  4 �Ž�b�§�î�Â�†�µ�u�•�G�\
�@�[�A�r�M���Ø�î�¨�@�ß�¢�–�å�M�•�\�
�æ���K�S�q�6�b�§�î�Â�?�}8p�_�
�§�î�Â�@�Â'Å�M�•�r�[�G�€�}
�b�§�î�Â�@�M�Ø�_  1 �X�N�X�”�¡�­�«�I�€�r�M��

AAA �”�•�˜�å�¸�•�å�¢�@�w� �b���œ�
� �ì�”�•�˜�å�¸�•�å�¢�†�–�¿�î�È�Ý�_�K�^�87H�~�
�”�•�˜�å
�¸�•�å�¢�_���c�”�¡�¸�•�È�^�§�î�Â�_�b�s3æ�™�I�€�r�M��

AAA �§�î�Å�«�b�+0[�_�X�8�Z�c�
 �� AAA �b�+0[�� >&P.12-1>' �†�g!·�K�Z�C�T�I�8��

�Ç�“�–�”�˜�›�î�Ý  �Ô�î�» �­�Ÿ�×�Ü�¸�•  �¥�å�¸�Ÿ�«�º

�Ý�î�¸�µ�» 3ñ4# �©�å�¢�Ý

�Ð�Ý�³

�¥�å�¸�Ÿ�«
�º �©�«�¸�Ò

• • • • —
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'¨  12 'v       AAA �§�î�Â�>�|�g�Ø�î�¨  �”�•�˜�å�º�b0¿��
  AAA �§�î�Â  �¢�Ý�î�É�>�|�g�§�î�Â�b1‘�9
�Ç�•�î�Ý�»

[AAA Server Groups] �Ì�–�å�b�Ç�•�î�Ý�»�c  2 �X�b�z0[8•�æ>&[AAA Server Groups] 8•�æ�\  [Servers In 
The Selected Group] 8•�æ>'�_�¢�Ý�î�É�ì�I�€�r�M�� [AAA Server Groups] 8•�æ�[�c�
 AAA �§�î�Â  �¢
�Ý�î�É�
�>�|�g�­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�@�›�¢�Ý�î�É�_&g�I�€�S�§�î�Â�\�b3û�™�_�Q#Ý�M�•�É�ß
�º�¥�Ý�†0¿���[�A�r�M��

>&�@>' [AAA Server Groups] �¸�î�È�Ý�b/œ�†�²�È�Ý  �¡�Ü�µ�¡�M�•�\�
 AAA �§�î�Â  �¢�Ý�î�É�b�Ã�Û�Ó�î�±�†�š
�f�[�A�•  [Edit AAA Server Group] �²�–�”�ß�¢�Î�µ�¡�«�@6ä�A�r�M���G�G�[/œ�W�S�š�f�c�S�T�U�_�¸�î
�È�Ý�_�o�Î�I�€�r�M�@�
�¥�å�Ç�•� �×�Þ�î�©�Ù�å�_�–�Ñ�M�•�_�c  [Apply]  �†�¡�Ü�µ�¡�M�•�²0[�@�6�~�r
�M��

�•�Û�Ò  �Ê�µ�²�î�†�¡�Ü�µ�¡�M�•�\�
�Q�b�•�Û�Ò�b
Æ���_�‘�W�Z�¸�î�È�Ý/œ�@,e�X�Ð8p�_�¯�î�º�I�€�r
�M��

• [Server Group]>8/²&g�S#Ý��4E�¥�K�S�§�î�Â  �¢�Ý�î�É�b�©�å�Î�Ü�µ�¡�¡�†/²&g�K�r�M��

• [Protocol]>8/²&g�S#Ý ���¢�Ý�î�É
Æ�b�§�î�Â�_�|�W�Z�§�Ï�î�º�I�€�•  AAA �É�ß�º�¥�Ý�†�M0t/²&g
�K�r�M��

• [Accounting Mode]>8/²&g�S#Ý ��� �ì�r�S�c�©�å�¢�Ý  �Ô�î�»  �”�•�˜�å�¸�•�å�¢�†/²&g�K�r�M���©
�å�¢�Ý  �Ô�î�»�[�c�
�­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�c�”�•�˜�å�¸�•�å�¢  �¹�î�±�†  1 �X�b�§�î�Â�_�T
�E3æ�™�K�r�M��� �ì�Ô�î�»�[�c�
�­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�c�”�•�˜�å�¸�•�å�¢  �¹�î�±�†�¢
�Ý�î�É
Æ�b�M�m�Z�b�§�î�Â�_3æ�™�K�r�M��

• [Reactivation Mode]>8/²&g�S#Ý ��7€���@$Î#Õ�K�S�§�î�Â�†
Ì�”�¡�¸�•�È�ì�M�•�‰�2�†  [Depletion] 
�r�S�c  [Timed] 
Ì�”�¡�¸�•�È�ì�Ô�î�»�?�}�æ���K�r�M�� [Depletion] �Ô�î�»�b���œ�
7€���@$Î#Õ�K
�S�§�î�Â�c�
�¢�Ý�î�É
Æ�b�§�î�Â�@�M�m�Z8��”�¡�¸�•�È�_�^�W�S�\�A�_7H�~�

Ì�”�¡�¸�•�È�ì�I�€
�r�M�� Timed �Ô�î�»�[�c�
7€���@$Î#Õ�K�S�§�î�Â�c  30 &Ê�b�õ�F�ì6ë�b�‹�[
Ì�”�¡�¸�•�È�ì�I�€�r
�M��

• [Dead Time]>8/²&g�S#Ý ���¢�Ý�î�É�b�q�‹�b�§�î�Â�@�¹�•�­�î�È�Ý�_�^�W�Z�?�}�
�M�m�Z�b�§�î�Â
�†���_
Ì�Ø�–�¿�î�È�Ý�_�M�•�r�[�b)�4#�ì6ë�†�(�"�)�[&g�K�r�M��   �G�b�Ã�Û�Ó�î�±�c  Depletion 
�Ô�î�»�_�T�E4:#Ý�I�€�r�M��

• [Max Failed Attempts]>8/²&g�S#Ý ���Â'Å�K�^�8�§�î�Â�@8��”�¡�¸�•�È�[�6�•�\�	0•�M�•�r�[�b�»
�K�K)F0è/œ�G�X�†&g�K�r�M�� 

• [Add]>8[Add AAA Server Group] �²�–�”�ß�¢�Î�µ�¡�«�†/²&g�K�r�M��

• [Edit]>8[Edit AAA Server Group] �²�–�”�ß�¢�Î�µ�¡�«�†/²&g�M�•�?�
�§�î�Â  �¢�Ý�î�É�\�K�Z  
[LOCAL] �†4E�¥�K�S���œ�c  [Edit AAA Local Server Group] �²�–�”�ß�¢�Î�µ�¡�«�†/²&g�K�r�M��

• [Delete]>8�§�î�Â  �¢�Ý�î�É  �¸�î�È�Ý�?�}�
#'�~4E�¥�I�€�Z�8�•�§�î�Â  �¢�Ý�î�É  �š�å�º�Ü�†�P7V�K
�r�M��&�1��I�€�N�
�x�~%$�K�v�[�A�r�O�‡��

[AAA Server Groups] �Ì�–�å�b  2 $�% �b8•�æ�[�6�•  [Servers In Selected Group] 8•�æ�[�c�
�¤�Ñ�b  
AAA �§�î�Â  �¢�Ý�î�É�_  AAA �§�î�Â�†3ã�•�>�|�g0¿���M�•�G�\�@�[�A�r�M���§�î�Â�c�
 RADIUS�

TACACS+�
 NT�
 SDI�
 Kerberos�
 LDAP�
�r�S�c  HTTP Form �§�î�Â�[�M��

• [Server Name or IP Address]>8/²&g�S#Ý �� AAA �§�î�Â�b�¡�S�r�S�c  IP �”�»�Þ�«�†/²&g�K�r�M��

• [Interface]>8/²&g�S#Ý�� 1�0É�§�î�Â�@�Ñ�~�M�•�¿�µ�º�á�î�¡  �–�å�±�î�Ç�™�–�«�†/²&g�K�r�M��

• [Timeout]>8/²&g�S#Ý ���±�–�Ò�”�˜�º�b6ë7x>&&Ê>'�†/²&g�K�r�M���G�b�ì6ë�†2x�<�•�\�
�­�Ÿ�×�Ü
�¸�•  �”�É�Û�–�”�å�«�c�É�Û�–�Ð�Ü  AAA �§�î�Â�l�b0[�Ó�†�•�Õ�K�r�M���«�±�å�Â�–  AAA �§�î�Â�@
�Ñ�~�M�•���œ�
�­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�c0[�Ó�†�Q�b�Â�µ�¡�”�µ�É  �§�î�Â�_3æ�™�K�r�M��

• [Add/Edit]>8[Add/Edit AAA Server] �²�–�”�ß�¢�Î�µ�¡�«�†/²&g�K�r�M��

• [Delete]>84E�¥�K�S AAA �§�î�Â�†�Ü�«�º�?�}�P7V�K�r�M��
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'¨  12 'v       AAA �§�î�Â�>�|�g�Ø�î�¨  �”�•�˜�å�º�b0¿��
  AAA �§�î�Â  �¢�Ý�î�É�>�|�g�§�î�Â�b1‘�9
• [Move up]>84E�¥�K�S AAA �§�î�Â�†  AAA �©�î�£�å�«
Æ�[�V�_&ã�·�K�r�M��

• [Move down]>84E�¥�K�S AAA �§�î�Â�†  AAA �©�î�£�å�«
Æ�[�‹�•�_&ã�·�K�r�M��

• [Test]>8[Test AAA Server] �²�–�”�ß�¢�Î�µ�¡�«�†/²&g�K�r�M��

�Ô�î�»

���b/²�c�
�G�b�µ+��†�Q#Ý�[�A�•�Ô�î�»�†&g�K�S�v�b�[�M��

Add/Edit AAA Server Group

[Add/Edit AAA Server Group] �²�–�”�ß�¢�Î�µ�¡�«�[�c�
 AAA �§�î�Â  �¢�Ý�î�É�†3ã�•�r�S�c�š�f�[�A
�r�M��)��Ý�c�
 [AAA Server] �¸�î�È�Ý�_/²&g�I�€�r�M��

�Ç�•�î�Ý�»

• [Server Group]>8/²&g�S#Ý ��4E�¥�K�S�§�î�Â  �¢�Ý�î�É�b�¡�S�†/²&g�K�r�M��

• [Protocol] �»�ß�µ�É�²�˜�å  �Ü�«�º>8�¢�Ý�î�É�b�§�î�Â�[�§�Ï�î�º�I�€�•�É�ß�º�¥�Ý�†�æ���K�r�M��
�G�€�}�_�c�
 RADIUS�
 TACACS+�
 NT �»�Ó�–�å�
 SDI�
 Kerberos�
 LDAP�
�>�|�g�©�å�¢�Ý  �§
�–�å  �œ�å#Ý HTTP Form>&�¡�Û�–�”�å�º�Þ�«  SSL VPN �b�Ø�î�¨�S#Ý>'�@�6�~�r�M��

>&�@>' ���b�Ç�•�î�Ý�»�c�
 [HTTP Form] �É�ß�º�¥�Ý�†4E�¥�M�•�\�Q#Ý�[�A�^�C�^�~�r�M��

• [Accounting Mode]>8�§�î�Â  �¢�Ý�î�É�_�Q#Ý�M�•�”�•�˜�å�¸�•�å�¢  �Ô�î�»�†�æ���K�r�M��

– [Simultaneous]>8�”�•�˜�å�¸�•�å�¢  �¹�î�±�†�¢�Ý�î�É
Æ�b�M�m�Z�b�§�î�Â�_3æ�™�M�•�|�:�_�­
�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�†0¿���K�r�M��

– [Single]>8�”�•�˜�å�¸�•�å�¢  �¹�î�±�†�¢�Ý�î�É
Æ�b  1 �X�b�§�î�Â�T�E�_3æ�™�M�•�|�:�_�­�Ÿ�×
�Ü�¸�•  �”�É�Û�–�”�å�«�†0¿���K�r�M��

• [Reactivation Mode]>87€���@$Î#Õ�K�S�§�î�Â�†
Ì�”�¡�¸�•�È�ì�M�•�‰�2�†�æ���K�r�M��

– [Depletion]>8�¢�Ý�î�É
Æ�b�M�m�Z�b�§�î�Â�@8��”�¡�¸�•�È�_�^�W�S�‹�_�b�s�
7€���b$Î#Õ�K�S
�§�î�Â�†
Ì�”�¡�¸�•�È�ì�M�•�|�:�_�­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�†0¿���K�r�M��

– [Timed]>87€���@$Î#Õ�K�S�§�î�Â�†  30 &Ê�b�õ�F�ì6ë�b�‹�_
Ì�”�¡�¸�•�È�ì�M�•�|�:�_�­�Ÿ�×�Ü
�¸�•  �”�É�Û�–�”�å�«�†0¿���K�r�M��

• [Dead Time]>8�¢�Ý�î�É�b�q�‹�b�§�î�Â�@�¹�•�­�î�È�Ý�_�^�W�Z�?�}�
�M�m�Z�b�§�î�Â�†���_
Ì�Ø
�–�¿�î�È�Ý�_�M�•�r�[�b)�4#�ì6ë�†�(�"�)�[�æ���K�r�M���G�b�Ç�•�î�Ý�»�c�
 Timed �Ô�î�»�[�c�Q
#Ý�[�A�r�O�‡��

• [Max Failed Attempts]>8�Â'Å�K�^�8�§�î�Â�@8��”�¡�¸�•�È�[�6�•�\�	0•�M�•�r�[�b�»�K�K)F0è/œ�G
�X>&1 >|  5>'�†�æ���K�r�M��

�Ç�“�–�”�˜�›�î�Ý  �Ô�î�» �­�Ÿ�×�Ü�¸�•  �¥�å�¸�Ÿ�«�º

�Ý�î�¸�µ�» 3ñ4# �©�å�¢�Ý

�Ð�Ý�³

�¥�å�¸�Ÿ�«
�º �©�«�¸�Ò

• • 1

1. HTTP Form �\�¡�Û�–�”�å�º�Þ�«  SSL VPN �c�
�©�å�¢�Ý  �Ý�î�¸�µ�»  �Ô�î
�»�T�E�[�§�Ï�î�º�I�€�r�M��

• • —
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'¨  12 'v       AAA �§�î�Â�>�|�g�Ø�î�¨  �”�•�˜�å�º�b0¿��
  AAA �§�î�Â  �¢�Ý�î�É�>�|�g�§�î�Â�b1‘�9
�Ô�î�»

���b/²�c�
�G�b�µ+��†�Q#Ý�[�A�•�Ô�î�»�†&g�K�S�v�b�[�M��

Edit AAA Local Server Group

[Edit AAA Local Server Group] �²�–�”�ß�¢�Î�µ�¡�«�[�c�
�ß�î�•�Ý  �Ø�î�¨  �ß�µ�¡�”�˜�º�†�–�¿�î�È�Ý
�_�M�•�?�]�:�?�
�r�S�
�Ø�î�¨�†�ß�µ�¡�”�˜�º�M�•�S�_0Á�•�M�•�ß�¢�–�å0è/œ�b�q�±�»�K�G�X�†�æ���K
�r�M���Ø�î�¨�@�ß�µ�¡�”�˜�º�I�€�S���œ�
�G�–�_�ß�¢�–�å�M�•�_�c�
'ö#.*…�@�ß�µ�¡�”�˜�º"g�Â�†�¡�Ü
�”�K�Z�>�C�²0[�@�6�~�r�M��

�Ç�•�î�Ý�»

• [Enable Local User Lockout]>80¿���I�€�S1�0É0è/œ�b�q�±�»�K�G�X�†2x�<�S�Ø�î�¨�b�ß�µ�¡�”�˜�º
�\�
�Q�b�Ø�î�¨�b�”�¡�­�«�Ä�°�†�–�¿�î�È�Ý�_�K�r�M��

• [Maximum Attempts]>8�Ø�î�¨�†�ß�µ�¡�”�˜�º�K�
�Q�b�Ø�î�¨�b�”�¡�­�«�†�Ä�°�M�•�S�_0Á�•�M�•
�ß�¢�–�å0è/œ�b�q�±�»�K�G�X�†�æ���K�r�M���G�b�D7H�c�
 LOCAL �¹�î�±�Ë�î�«�@1�0É�_�Q#Ý�I�€
�Z�8�•�\�A�_�b�s4:#Ý�I�€�r�M��

�Ô�î�»

���b/²�c�
�G�b�µ+��†�Q#Ý�[�A�•�Ô�î�»�†&g�K�S�v�b�[�M��

Add/Edit AAA Server

[Add/Edit AAA Server] �²�–�”�ß�¢�Î�µ�¡�«�[�c�
�¤�Ñ�b  AAA �§�î�Â�b�Ã�Û�Ó�î�±�†�š�f�K�S�~�

AAA �§�î�Â  �¢�Ý�î�É  �¸�î�È�Ý�[4E�¥�K�S�¤�Ñ�b�¢�Ý�î�É�_�‚�K�8  AAA �§�î�Â�†3ã�•�K�S�~�[�A�r
�M��

�Ç�“�–�”�˜�›�î�Ý  �Ô�î�» �­�Ÿ�×�Ü�¸�•  �¥�å�¸�Ÿ�«�º

�Ý�î�¸�µ�» 3ñ4# �©�å�¢�Ý

�Ð�Ý�³

�¥�å�¸�Ÿ�«
�º �©�«�¸�Ò

• • 1

1. HTTP Form �\�¡�Û�–�”�å�º�Þ�«  SSL VPN �c�
�©�å�¢�Ý  �Ý�î�¸�µ�»  �Ô�î
�»�T�E�[�§�Ï�î�º�I�€�r�M��

• • —

�Ç�“�–�”�˜�›�î�Ý  �Ô�î�» �­�Ÿ�×�Ü�¸�•  �¥�å�¸�Ÿ�«�º

�Ý�î�¸�µ�» 3ñ4# �©�å�¢�Ý

�Ð�Ý�³

�¥�å�¸�Ÿ�«
�º �©�«�¸�Ò

• • 1

1. HTTP Form �\�¡�Û�–�”�å�º�Þ�«  SSL VPN �c�
�©�å�¢�Ý  �Ý�î�¸�µ�»  �Ô�î
�»�T�E�[�§�Ï�î�º�I�€�r�M��

• • —
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'¨  12 'v       AAA �§�î�Â�>�|�g�Ø�î�¨  �”�•�˜�å�º�b0¿��
  AAA �§�î�Â  �¢�Ý�î�É�>�|�g�§�î�Â�b1‘�9
�Ç�•�î�Ý�»

>&�@>' �q�6�b  4 �X�b�Ç�•�î�Ý�»�c�
�M�m�Z�b�§�î�Â  �±�–�É�_
¹3û�[�M���¥�å�¸�å�¶8•�æ�c�
�›�§�î�Â  �±�–�É
�_�[�w�[�M��

• [Server Group]>8/²&g�S#Ý���§�î�Â  �¢�Ý�î�É�b�¡�S�†&g�K�r�M��

• [Interface Name]>8�§�î�Â�@�–9T�M�•�¿�µ�º�á�î�¡  �–�å�±�î�Ç�™�–�«�†�æ���K�r�M��

• [Server Name or IP Address]>8AAA �§�î�Â�b�¡�S�r�S�c  IP �”�»�Þ�«�†�æ���K�r�M��

• [Timeout]>8�±�–�Ò�”�˜�º6ë7x�†&Ê�"�)�[�æ���K�r�M���G�b�ì6ë�†2x�<�•�\�
�­�Ÿ�×�Ü�¸�•  �”�É�Û
�–�”�å�«�c�É�Û�–�Ð�Ü  AAA �§�î�Â�l�b0[�Ó�†�•�Õ�K�r�M���«�±�å�Â�–  AAA �§�î�Â�@�Ñ�~�M�•��
�œ�
�­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�c0[�Ó�†�Q�b�Â�µ�¡�”�µ�É  �§�î�Â�_3æ�™�K�r�M��

• [RADIUS Parameters] 8•�æ>8RADIUS �§�î�Â�b�Q#Ý�_�²0[�^�Ã�Û�Ó�î�±�†�æ���K�r�M���G�b8•�æ
�c�
4E�¥�K�S�§�î�Â  �¢�Ý�î�É�@  RADIUS �†�Q#Ý�M�•�\�A�_�b�s/²&g�I�€�r�M��

– [Retry Interval]>8�§�î�Â�_�¡�š�Ü�î�†3æ�™�K�Z�v�Â'Å�@�^�8�\�A�_�
�K)F�†
Ì0è/œ�M�•�S�_�…
�µ�M�•&Ê�X�†�æ���K�r�M���q%·�ì6ë�c  1 &Ê�[�M���¹�Ç�›�Ý�º�b�ì6ë�c  10 &Ê�[�M���q6×�ì6ë�c  
10 &Ê�[�M��

– [Server Authentication Port]>8�Ø�î�¨1�0É�_�Q#Ý�M�•�§�î�Â  �Ï�î�º�†�æ���K�r�M���¹�Ç�›�Ý�º
�b�Ï�î�º�c  1645 �[�M��

>&�@>' �q�‚�b  RFC �[�c�
 RADIUS �†  UDP �Ï�î�º$��•  1812 �_0¿���M�m�A�T�\�K�Z�8�•�b�[�
�G�b�¹
�Ç�›�Ý�º�Í�†  1812 �_�š�f�M�•�²0[�@�6�•���œ�@�6�~�r�M��

– [Server Accounting Port]>8�Ø�î�¨1�0É�_�Q#Ý�M�•�§�î�Â  �Ï�î�º�†�æ���K�r�M���¹�Ç�›�Ý�º�b
�Ï�î�º�c  1646 �[�M��

– [Server Secret Key]>8�/�•�ì�_�Q#Ý�M�•�
�S�\�<�d  C8z077f �b�|�:�^�§�î�Â&Î�&�Ÿ�î>&
¹�w&Î
�&�\�v�ç�d�€�•>'�†�æ���K�r�M��&Î�&�Ÿ�î�[�c�±�e�Ð�\�`�e�Ð�@�
�9�I�€�r�M���­�Ÿ�×�Ü�¸�•  
�”�É�Û�–�”�å�«�c�§�î�Â&Î�&�Ÿ�î�†�Q#Ý�K�Z�
 RADIUS �§�î�Â�_�P�M�•1�0É�†/œ�8�r�M���G
�G�[0¿���K�S�§�î�Â&Î�&�Ÿ�î�c�
 RADIUS �§�î�Â�[0¿���I�€�S�§�î�Â&Î�&�Ÿ�î�\�M+´�M�•�²
0[�@�6�~�r�M�� RADIUS �§�î�Â�b�§�î�Â&Î�&�Ÿ�î�@�ƒ�?�}�^�8���œ�c�
 RADIUS �§�î�Â�b'ö
#.*…�_�e�8�œ�ƒ�O�Z�C�T�I�8���q�±�Ç�•�î�Ý�»6×�c�
 64 �e�Ð�[�M��

– [Common Password]>8�¢�Ý�î�É�b
¹3û�Ã�«�á�î�»�†�æ���K�r�M���Ã�«�á�î�»�[�c�±�e�Ð�\�`
�e�Ð�@�
�9�I�€�r�M�� RADIUS �§�î�Â�†0Á�•�[�c�^�C1�0É�_�Q#Ý�M�•�|�:��*O�M�•���œ�c�


¹3û�Ã�«�á�î�»�†0¿���K�^�8�[�C�T�I�8��

RADIUS 0Á�•�§�î�Â�[�c�
�›�K)F�Ø�î�¨�_�P�K�Z�Ã�«�á�î�»�>�|�g�Ø�î�¨�¡�@�²0[�[�M���G
�G�[�c�
�Ã�«�á�î�»�†
°�Š�K�r�M�� RADIUS 0Á�•�§�î�Â'ö#.*…�c�
�G�b�­�Ÿ�×�Ü�¸�•  �”�É�Û
�–�”�å�«)�#ä�[  RADIUS �§�î�Â�_�P�K�Z0Á�•�†/œ�:�›�Ø�î�¨�_�G�b�Ã�«�á�î�»�@6õ4��Ü�E�}
�€�•�|�:�_  RADIUS �§�î�Â�†0¿���M�•�²0[�@�6�~�r�M���G�b�_���c�
 RADIUS �§�î�Â'ö#.*…
�_���<�Z�C�T�I�8���G�b�­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«)�#ä�[  RADIUS 0Á�•�§�î�Â�_�”�¡�­�«
�M�•�M�m�Z�b�Ø�î�¨�b
¹3û�Ã�«�á�î�»�†
°�Š�K�r�M��

�G�b�Ç�•�î�Ý�»�†'5$Ñ�b�r�r�_�M�•�\�
�›�Ø�î�¨�b�Ø�î�¨�¡�@�Ã�«�á�î�»�_�^�~�r�M���S�\�<
�d�
�Ø�î�¨�¡�@�� jsmith���[�6�•�Ø�î�¨�b���œ�
 �� jsmith���\
°�Š�I�€�r�M���­�Ÿ�×�Ü�¸�•�V�b
�£75�P*(�\�K�Z�
 RADIUS 0Á�•�§�î�Â�†)/�P�_1�0É�_�Q#Ý�K�^�8�[�C�T�I�8��
¹3û�Ã�«�á�î
�»�†�Q#Ý�K�S�~�
�Ã�«�á�î�»�\�K�Z�Ø�î�¨�¡�†�Q#Ý�K�S�~�M�•�G�\�c�
�Ø�î�¨�H�\�_�I�Š�^�Ã
�«�á�î�»�†�Q#Ý�M�•�b�_�š�m�Z�c�•�?�_�­�Ÿ�×�Ü�¸�•�@�*�C�^�~�r�M��
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'¨  12 'v       AAA �§�î�Â�>�|�g�Ø�î�¨  �”�•�˜�å�º�b0¿��
  AAA �§�î�Â  �¢�Ý�î�É�>�|�g�§�î�Â�b1‘�9
>&�@>' �Ã�«�á�î�»  �Ç�•�î�Ý�»�c  RADIUS �É�ß�º�¥�Ý�_�²0[�[�6�~�
 RADIUS �§�î�Â�@0[�Ó�K�r�M
�@�
�Ø�î�¨�@�G�b�Ç�•�î�Ý�»�†1�1‘�M�•�²0[�c�6�~�r�O�‡��

– [ACL Netmask Convert]>8�²�˜�å�ß�î�»�•+��^�”�¡�­�«  �Ü�«�º�?�}�w�E�v�W�S�¿�µ�º�Ð�«�¡�†
�­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�@��#.�M�•�‰�2�†�æ���K�r�M���­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�c�

�²�˜�å�ß�î�»�•+��^�”�¡�­�«  �Ü�«�º�_�† =�¿�µ�º�Ð�«�¡/²#'�@�µ�r�€�Z�8�•�G�\�†�•���K�r
�M�@�
Cisco Secure VPN 3000 �©�Ü�î�¬  �¥�å�­�å�º�Þ�î�±�c�
�²�˜�å�ß�î�»�•+��^�”�¡�­�«  �Ü
�«�º�_�
�† =�¿�µ�º�Ð�«�¡/²#'�\�c�o�P�b�á�–�Ý�»�•�î�»  �¿�µ�º�Ð�«�¡/²#'�@�µ�r�€�Z�8�•
�G�\�†�•���K�r�M���á�–�Ý�»�•�î�»  �Ð�«�¡�_�c�
!“0i�M�•�Å�µ�º�)*(�_  1 �@�
�M+´�M�•�Å�µ�º
�)*(�_  0 �@
°�W�Z�8�r�M�� [ACL Netmask Convert] �Ü�«�º�c�
 RADIUS �§�î�Â�V�[�b�²�˜�å
�ß�î�»�•+��^�”�¡�­�«  �Ü�«�º�b0¿���‰�2�b4*�8�_�|�•�s8j�†�q�`7H�_�š�<�r�M��

[Detect automatically] �†4E�¥�M�•�\�
�Q#Ý�I�€�Z�8�•�¿�µ�º�Ð�«�¡/²#'�b�±�–�É�†�­�Ÿ�×�Ü
�¸�•  �”�É�Û�–�”�å�«�@�8���K�r�M���á�–�Ý�»�•�î�»  �¿�µ�º�Ð�«�¡/²#'�@�è���I�€�S���œ�c�

�† =�b�¿�µ�º�Ð�«�¡/²#'�_�š�n�I�€�r�M���K�?�K�
�M4Š�b�á�–�Ý�»�•�î�»/²#'�c�Â&��^�è���@
�T7´�[�6�•�S�u�
�G�b0¿���†�Q#Ý�M�•�\�
�á�–�Ý�»�•�î�»  �¿�µ�º�Ð�«�¡/²#'�@�
�† =�b�¿�µ
�º�Ð�«�¡/²#'�\1�0Ž�I�€�•���œ�@�6�~�r�M��

[Standard] �†4E�¥�M�•�\�
�­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�c�
 RADIUS �§�î�Â�?�}�w�E�v�W�S
�²�˜�å�ß�î�»�•+��^�”�¡�­�«  �Ü�«�º�_�
�† =�¿�µ�º�Ð�«�¡/²#'�T�E�@
°�W�Z�8�•�\�•���K�r
�M���á�–�Ý�»�•�î�»  �¿�µ�º�Ð�«�¡/²#'�?�}�b�š�n�c��/œ�I�€�r�O�‡��

[Wildcard] �†4E�¥�M�•�\�
�­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�c�
 RADIUS �§�î�Â�?�}�w�E�v�W�S
�²�˜�å�ß�î�»�•+��^�”�¡�­�«  �Ü�«�º�_�
�á�–�Ý�»�•�î�»  �¿�µ�º�Ð�«�¡/²#'�T�E�@�µ�r�€�Z�8
�•�\�•���K�
�”�¡�­�«  �Ü�«�º�@�²�˜�å�ß�î�»�I�€�S�\�A�_�M�m�Z�†�† =�¿�µ�º�Ð�«�¡/²#'�_
�š�n�K�r�M��

– [SDI Messages Table]>8SDI �§�î�Â�l�b�É�ß�Ÿ�©�\�K�Z0¿���I�€�S  RADIUS �§�î�Â�_�|�W�Z�­
�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�_3?3æ�I�€�•  SDI �Ó�µ�­�î�ª�†�æ���K�r�M��

�Ü�Ô�î�º  �Ø�î�¨�@  AnyConnect VPN �¡�Û�–�”�å�º�[�­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�_�K)F�K�

RSA SecurID �º�î�¡�å�†�Q#Ý�K�Z1�0É�†0è�s�•�\�
�­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�c  RADIUS 
�§�î�Â�\3û�™�†/œ�8�
���_�
 RADIUS �§�î�Â�c1�0É�b�S�u�_  SDI �§�î�Â�\3û�™�†/œ�8�r�M��
[SDI message] �¸�î�È�Ý�_�c�
�­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�@1�1‘�K�
�Ü�Ô�î�º  �¡�Û�–�”�å�º
�_�û�I�€�•  SDI �Ó�µ�­�î�ª�@&g�I�€�r�M��

/² 12-1 �_�
 SDI �Ó�µ�­�î�ª>&�ï�8�¥�î�»>' �
�¹�Ç�›�Ý�º�b�Ó�µ�­�î�ª  �¸�Ÿ�«�º�
�>�|�g�›
�Ó�µ�­�î�ª�b�µ+��†&g�K�r�M��

/² 12-2 SDI �ï�8�¥�î�»�
�¹�Ç�›�Ý�º�b�Ó�µ�­�î�ª  �¸�Ÿ�«�º�
�>�|�g�Ó�µ�­�î�ª�b�µ+�

SDI �ï�8�¥�î�»
�¹�Ç�›�Ý�º�b  SDI �Ó�µ
�­�î�ª  �¸�Ÿ�«�º �Ó�µ�­�î�ª�µ+�

next-code Enter Next PASSCODE �Ø�î�¨�c  PIN �†
°�Š�O�N�_���b�º�î�¡�å�¥�î�»�†
°�Š
�M�•�²0[�@�6�•�G�\�†&g�K�r�M��

new-pin-sup Please remember your 
new PIN

�‚�K�8�©�«�¸�Ò�b  PIN �@�f�j�I�€�Z�>�~�
�Ø�î�¨�_�Q
�b  PIN �†/²&g�M�•�G�\�†&g�K�r�M��

new-pin-meth Do you want to enter your 
own pin

�‚�K�8  PIN �b�8�B�_�]�b�‚�K�8  PIN �‰�'�†�Q#Ý�M�•�?
�†�Ø�î�¨�_�\�a�r�M��

new-pin-req Enter your new 
Alpha-Numerical PIN

�Ø�î�¨#Õ�B�b  PIN �†
°�Š�M�•�G�\�†0[�Ó�M�•�G�\�†&g
�K�r�M��
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'¨  12 'v       AAA �§�î�Â�>�|�g�Ø�î�¨  �”�•�˜�å�º�b0¿��
  AAA �§�î�Â  �¢�Ý�î�É�>�|�g�§�î�Â�b1‘�9
SDI �Ó�µ�­�î�ª�c  SDI �§�î�Â�V�[0¿���@�•+��^�S�u�
�­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�V�b  SDI 
�Ó�µ�­�î�ª�b�Ó�µ�­�î�ª  �¸�Ÿ�«�º�c�
 SDI �§�î�Â�V�b�Ó�µ�­�î�ª�_�M+´�M�•�²0[�@�6�~�r�M��
�M+´�K�^�8���œ�
�Ü�Ô�î�º  �¡�Û�–�”�å�º  �Ø�î�¨�_/²&g�I�€�•�É�ß�å�É�º�c�
1�0É�p�_�²0[�\
�I�€�•�”�¡�©�Ù�å�_�P�K�Z4:�)�[�^�8���œ�@�6�~�r�M���Q�b�S�u�
 AnyConnect �¡�Û�–�”�å�º
�@�Â'Å�[�A�N�_�
1�0É�@�»�K�M�•�•+��ö�@�6�~�r�M��

�­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�c�
 /² 12-1 �_/²&g�I�€�•8p$��_�e�Ð�4�†�è(ô�M�•�S�u�
�ï�8
�¥�î�»�_�Q#Ý�M�•�e�Ð�4�@�
�9�b�e�Ð�4�b�§�È�­�µ�º�[�^�8�|�:�_�M�•�²0[�@�6�~�r�M���S�\
�<�d�
 new-pin-req �†�� New PIN���\�K�Z�
�>�|�g  new-pin-sys-ok �†�� New PIN Accepted��
�\�K�Z0¿���M�•�\�
 new-pin-req �c�
�Q�b�Ó�µ�­�î�ª  �¸�Ÿ�«�º�@�� New PIN Accepted���b�§
�È�­�µ�º�[�6�•�S�u�
�–�_�M+´�M�•�|�:�_�^�~�r�M���G�b�S�u�
�Ó�µ�­�î�ª  �¸�Ÿ�«�º�c�

1��W�S�M+´�†$Î#Õ�I�O�•�G�\�@�^�8�M�–�b�v�b�\�M�•�²0[�@�6�~�r�M��

�Ó�µ�­�î�ª  �¸�Ÿ�«�º�†)…7Ÿ�M�•�_�c�
 [Message Text] �Ç�•�î�Ý�»�†�²�È�Ý�¡�Ü�µ�¡�K�r�M��

[Restore default message texts]>8�Ó�µ�­�î�ª�†�¹�Ç�›�Ý�º�b�Ó�µ�­�î�ª>& Cisco ACS �b�¹�Ç�›
�Ý�º  �Ó�µ�­�î�ª>'�_�Ÿ
–�K�r�M��

• [TACACS+ Parameters]>8TACACS+ �§�î�Â�b�Q#Ý�_�²0[�^�Ã�Û�Ó�î�±�†�æ���K�r�M���G�b8•�æ
�c�
4E�¥�K�S�§�î�Â  �¢�Ý�î�É�@  TACACS+ �†�Q#Ý�M�•�\�A�_�b�s/²&g�I�€�r�M��

– [Server Port]>8�Q#Ý�M�•�§�î�Â  �Ï�î�º�†�æ���K�r�M��

– [Server Secret Key]>8�/�•�ì�_�Q#Ý�M�•�§�î�Â&Î�&�Ÿ�î�†�æ���K�r�M��&Î�&�Ÿ�î�[�c�±�e�Ð�\
�`�e�Ð�@�
�9�I�€�r�M���Ç�•�î�Ý�»�_�c�
�”�«�±�Ü�«�¡�T�E�@/²&g�I�€�r�M��

• [SDI Parameters]>8SDI �§�î�Â�b�Q#Ý�_�²0[�^�Ã�Û�Ó�î�±�†�æ���K�r�M���G�b8•�æ�c�
4E�¥�K�S
�§�î�Â  �¢�Ý�î�É�@  SDI �†�Q#Ý�M�•�\�A�_�b�s/²&g�I�€�r�M��

– [Server Port]>8�Q#Ý�M�•�§�î�Â  �Ï�î�º�†�æ���K�r�M��

– [Retry Interval]>8�K)F�†
Ì0è/œ�M�•�S�_�…�µ�M�•&Ê�X�†�æ���K�r�M��

• [Kerberos Parameters]>8Kerberos �§�î�Â�b�Q#Ý�_�²0[�^�Ã�Û�Ó�î�±�†�æ���K�r�M���G�b8•�æ�c�

4E�¥�K�S�§�î�Â  �¢�Ý�î�É�@  Kerberos �†�Q#Ý�M�•�\�A�_�b�s/²&g�I�€�r�M��

– [Server Port]>8Kerberos �§�î�Â�@�Ü�µ�«�å�M�•�§�î�Â  �Ï�î�º�†�æ���K�r�M��

– [Retry Interval]>8
Ì0è/œ6ë7x�Í�\�c�

Ì0è/œ�?�}���b
Ì0è/œ�r�[�b�ì6ë�[�6�~�
 1 >|  10 &Ê�b(

�V�[�æ���K�r�M��

new-pin-reenter Reenter PIN: �Ø�î�¨�@�f�j�K�S  PIN �b&�1��b�S�u�_�­�Ÿ�×�Ü�¸�•  �”
�É�Û�–�”�å�«�@
Æ4Š$×�_�Q#Ý�K�r�M���Ø�î�¨�_�É�ß�å
�É�º�†/²&g�O�N�_�
�¡�Û�–�”�å�º�@  PIN �†&�1��K�r�M��

new-pin-sys-ok New PIN Accepted �Ø�î�¨�@�f�j�K�S  PIN �@�w�E
°�€�}�€�S�G�\�†&g�K�r
�M��

next-ccode-and-
reauth

new PIN with the next 
card code

PIN �ï�8�‹�
���b�º�î�¡�å�¥�î�»�†�…�W�Z�?�}�
1�0É
�b�S�u�_�‚�K�8  PIN �\���b�º�î�¡�å�¥�î�»�b�g�‰�†
°
�Š�M�•�²0[�@�6�•�G�\�†�Ø�î�¨�_&g�K�r�M��

ready-for-sys-
pin

ACCEPT A SYSTEM 
GENERATED PIN

�Ø�î�¨�@�©�«�¸�Ò#Õ�B�b  PIN �_�P�M�• =
��@�[�A�Z�8
�•�G�\�†&g�M�S�u�_�­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�@
Æ
4Š$×�_�Q#Ý�K�r�M��

SDI �ï�8�¥�î�»
�¹�Ç�›�Ý�º�b  SDI �Ó�µ
�­�î�ª  �¸�Ÿ�«�º �Ó�µ�­�î�ª�µ+�
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'¨  12 'v       AAA �§�î�Â�>�|�g�Ø�î�¨  �”�•�˜�å�º�b0¿��
  AAA �§�î�Â  �¢�Ý�î�É�>�|�g�§�î�Â�b1‘�9
– [Kerberos Realm]>8�Q#Ý�M�• Kerberos �Þ�Ý�Ò�b�¡�S>& USDOMAIN.ACME.COM �^�]>'�†�æ
���K�r�M���q�±6×�c�
 64 �e�Ð�[�M���§�î�Â  �±�–�É�@ Windows 2000�
 Windows XP�
�>�|�g  
Windows.NET �b���œ�
8•�æ�¡�c�M�m�Z�±�e�Ð�[
°�Š�M�•�²0[�@�6�~�r�M���G�G�_
°�Š�M�•�¡
�S�c�
 [Server IP Address] �Ç�•�î�Ý�»�_  IP �”�»�Þ�«�†
°�Š�K�S�§�î�Â�b8•�æ�¡�_�M+´�K�Z�8
�•�²0[�@�6�~�r�M��

• [LDAP Parameters]>8LDAP �§�î�Â�b�Q#Ý�_�²0[�^�Ã�Û�Ó�î�±�†�æ���K�r�M���G�b8•�æ�c�
4E�¥�K
�S�§�î�Â  �¢�Ý�î�É�@  LDAP �†�Q#Ý�M�•�\�A�_�b�s/²&g�I�€�r�M��

– [Enable LDAP Over SSL]>8�­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�\  LDAP �§�î�Â6ë�b3û�™�†  SSL �[
�­�Ÿ�×�Ü�¸�•�–1¤�M�•�|�:�_�æ���K�r�M���­�Ÿ�×�”  LDAP �\�v�ç�d�€�r�M��

– [Server Port]>8�Q#Ý�M�•�§�î�Â  �Ï�î�º�†�æ���K�r�M���§�î�Â�_�”�¡�­�«�M�•�S�u�b  TCP �Ï�î
�º$��•�†
°�Š�K�r�M��

– [Server Type]>8�m�·�[  LDAP �§�î�Â  �±�–�É�†0¿���M�•�?�
�r�S�c�
�§�î�Â  �±�–�É�b�8�9�_+¬
�·�è���†�æ���K�r�M��

– [Base DN]>8�Ë�î�«  DN �†�æ���K�r�M��0Á�•0[�Ó�†�w�™�K�S�\�A�_�
�§�î�Â�@�è(ô�†6ä���M�•  
LDAP 7u�™�b�)*(�†
°�Š�K�r�M���S�\�<�d�
 OU=people, dc=cisco, dc=com  �\�^�~�r�M��

– [Scope]>8�§�î�Â�@0Á�•0[�Ó�†�w�E�v�W�S�\�A�_/œ�:�
 LDAP 7u�™�[�b�è(ô(
�V�†�æ���K�r�M��
[One Level]>&�Ë�î�«  DN �b�W�_�6�•  1 �Þ�Ë�Ý�b�s�†�è(ô�K�r�M���G�b�œ�É�©�Ù�å�c9×3ÿ�[�M>'
�>�|�g  [All Levels]>&�Ë�î�«  DN �b�W�_�6�•�M�m�Z�b�Þ�Ë�Ý�†�è(ô�K�r�M���X�r�~�
�§�È�¶
�Ü�î7u�™
²�/�†�è(ô�K�r�M���G�b�œ�É�©�Ù�å�c�
�ì6ë�@�?�?�~�r�M>' ��

– [Naming Attribute(s)]>8LDAP �§�î�Â�b�š�å�º�Ü�†�M�–�_1‘�9�M�•%&�P1‘�9�¡�“�ö>&0
�X�•>'
�†�æ���K�r�M��
¹3û�b�è�¡�“�ö�c�
�M+á�¡>& cn>'�\�Ø�î�¨  ID>&uid>'�[�M��

– [Login DN]>8�ß�¢�–�å  DN �†�æ���K�r�M���M4Š�b  LDAP �§�î�Â>& Microsoft Active Directory 
�§�î�Â�^�]>'�c�
�­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�_�P�K�
�Ú�b�6�}�z�•  LDAP �ï�8�b0[�Ó�†�w
�E
°�€�•�S�_�
1�0É�í�s�Â�–�å�¹�•�å�¢�†�Ó�K�Z�Á�å�»�©�™�–�¡�†&�'g�M�•�G�\�†0[�Ó�K�r
�M���­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�c�
�ß�¢�–�å  DN �Ç�•�î�Ý�»�†�Ø�î�¨1�0É0[�Ó�_�”�±�µ�³
�K�Z�
1�0É�í�s�Â�–�å�¹�•�å�¢�_�P�K�Z1‘�9�_���†&g�K�r�M�� [Login DN] �Ç�•�î�Ý�»�[�c�

�­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�b1�0É"I�ö�†��*O�K�r�M���G�€�}�b"I�ö�c�
'ö#.*…�b�’7H�@�Z
�<�}�€�Z�8�•�Ø�î�¨�b"I�ö�_�P�Â�K�r�M���­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�b1�0É�í�s�Â�–�å
�¹�•�å�¢�b�¹�•�Þ�¡�º�Ü  �œ�È�ª�™�¡�º�¡�†
°�Š�K�r�M���S�\�<�d�
 cn=Administrator, 
cn=users, ou=people, dc=Example Corporation, dc=com �\�^�~�r�M�����¡�”�¡�­�«�b���œ�c�

�G�b�Ç�•�î�Ý�»�†�È�Û�å�¡�b�r�r�_�K�r�M��

– [Login Password]>8�ß�¢�–�å  �Ã�«�á�î�»�†�æ���K�r�M��
°�Š�K�S�e�Ð�c�”�«�±�Ü�«�¡�_*(�A�n
�<�}�€�r�M��

– [LDAP Attribute Map]>8LDAP �§�î�Â�_4:#Ý�•+��^  LDAP �“�ö�Ð�µ�É�†�M0t/²&g�K�r�M��
LDAP �“�ö�Ð�µ�É�[�c�
 Cisco �“�ö�¡�†�Ø�î�¨��*O�b�“�ö�¡�>�|�g�Í�_�š�n�K�r�M��

– [SASL MD5 authentication]>8Simple Authentication and Security Layer �b  MD5 �Ó�•�½�¬�Ò
�@�
�­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�\  LDAP �§�î�Â6ë�b1�0É3û�™�†�­�Ÿ�×�Ü�¸�•�–1¤�M�•�|�:
�_�æ���K�r�M��

– [SASL Kerberos authentication]>8Simple Authentication and Security Layer �b  Kerberos �Ó�•
�½�¬�Ò�@�
�­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�\  LDAP �§�î�Â6ë�b1�0É3û�™�†�­�Ÿ�×�Ü�¸�•�–1¤�M
�•�|�:�_�æ���K�r�M��

– [Kerberos Server Group]>81�0É�_�Q#Ý�M�• Kerberos �§�î�Â�r�S�c�§�î�Â  �¢�Ý�î�É�†�æ���K�r
�M�� [Kerberos Server Group] �œ�É�©�Ù�å�c�¹�Ç�›�Ý�º�[�¹�•�­�î�È�Ý�_�^�W�Z�>�~�
 SASL 
Kerberos 1�0É�@4E�¥�I�€�S���œ�T�E�–�¿�î�È�Ý�_�^�~�r�M��

• [NT Domain Parameters]>8NT �§�î�Â�b�Q#Ý�_�²0[�^�Ã�Û�Ó�î�±�†�æ���K�r�M�����b�Ç�•�î�Ý�»�@
�6�~�r�M��
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  AAA �§�î�Â  �¢�Ý�î�É�>�|�g�§�î�Â�b1‘�9
– [Server Port]>8�Ø�î�¨�@�§�î�Â�_�”�¡�­�«�M�•  TCP �Ï�î�º$��•�†�æ���K�r�M���¹�Ç�›�Ý�º  
�Ï�î�º$��•�c�
 139 �[�M��

– [NT Domain Controller]>8�G�b�§�î�Â�b  NT �É�Û�–�Ð�Ü  �»�Ó�–�å  �¥�å�º�ß�î�Û�b�Í�«�º�¡
>&PDC01 �^�]>'�†�æ���K�r�M���Í�«�º�¡�b�q�±6×�c  15 �e�Ð�[�M���G�G�_
°�Š�M�•�¡�S�c�

[Authentication Server Address] �_  IP �”�»�Þ�«�†
°�Š�K�S�§�î�Â�b�Í�«�º�¡�_�M+´�K�Z�8�•�²
0[�@�6�~�r�M���¡�S�@�G�K�C�^�8�\�
1�0É�@�»�K�K�r�M��

• [HTTP Form Parameters]>8�©�å�¢�Ý  �§�–�å�œ�å1�0É#Ý�_  HTTP Form �É�ß�º�¥�Ý�b�Ã�Û�Ó�î�±�†
�æ���K�r�M���¡�Û�–�”�å�º�Þ�«  SSL VPN �b�Ø�î�¨�b�s�@�Q#Ý�[�A�r�M���G�b8•�æ�c�
4E�¥�K�S
�§�î�Â  �¢�Ý�î�É�@  HTTP Form �†�Q#Ý�K�Z�8�•�\�A�_�b�s/²&g�I�€�
�§�î�Â  �¢�Ý�î�É�¡�\�É�ß�º
�¥�Ý�b�s�@/²&g�I�€�r�M�� HTTP Form �†�Q#Ý�K�Z�8�•���œ�
�Ú�b�Ç�•�î�Ý�»�c�Q#Ý�[�A�r�O�‡��

>&�@>' HTTP �É�ß�º�¥�Ý�†�Q#Ý�K�Z  SSO �†�G�K�C0¿���M�•�_�c�
1�0É�\  HTTP �É�ß�º�¥�Ý�º�n�_�X
�8�Z�b0ò�K�8���»%±1‘�@�²0[�[�M��

���b�Ã�Û�Ó�î�±�@�Y�Â�b���œ�c�
�­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«  �†�Ó�I�N1�0É  Web �§�î�Â�l%$�K�ß
�¢�–�å�K�Z�8�•�\�A�_�
 HTTP �Ê�µ�²�î  �”�¼�Û�–�¨�†�Q#Ý�K�Z  GET �>�|�g  POST �_�|�•  HTTP �º
�n�?�}�¹�î�±�†�³���K�r�M���G�€�}�b�Ã�Û�Ó�î�±�†  HTTP �º�n�?�}�³���M�•�‰�2�_�X�8�Z�c�


�� Cisco Security Appliance Command Line Configuration Guide���b�¡�Û�–�”�å�º�Þ�«  SSL VPN �_
6õ�M�•'v�†�g!·�K�Z�C�T�I�8��

– [Start URL]>8�¦�S�ß�¢�–�å  �¡�µ�Ÿ�î�@�v�“�[�A�•1�0É  Web �§�î�Â�b���d�†/²�M�ö
²  URL �†
�æ���K�r�M���G�b�Ã�Û�Ó�î�±�c�
�ß�¢�–�å  �Ì�î�ª�\�\�v�_�¦�S�ß�¢�–�å  �¡�µ�Ÿ�î�@1�0É  Web 
�§�î�Â�l�ß�î�»�I�€�•���œ�è�¥�c�
0¿���M�•�²0[�c�6�~�r�O�‡���»�ß�µ�É�²�˜�å  �Ü�«�º�_�c�

HTTP �\  HTTPS �b�g�‰�@/²&g�I�€�r�M��
°�Š�[�A�•�q�±�e�Ð�X�c  1024 �e�Ð�[�
�q�`�e�Ð�X
�b�D7H�c�6�~�r�O�‡��

– [Action URI]>80Á�•  Web �§�î�Â�V�b1�0É�É�ß�¢�Û�Ò�b�ö
²  Uniform Resource Identifier �†�æ��
�K�r�M�� URI 
²�/�b�q�±�e�Ð�X�c�
 2048 �e�Ð�[�M��

– [Username]>8SSO 1�0É�_�Q#Ý�I�€�•  HTTP Form �b�M4Š�\�K�Z3æ�™�M�•�²0[�@�6�•�Ø�î�¨�¡�Ã
�Û�Ó�î�±�b�¡�S>&"I���b�Ø�î�¨�¡�[�c�6�~�r�O�‡>'�†�æ���K�r�M��
°�Š�[�A�•�q�±�e�Ð�X�c  
128 �e�Ð�[�
�q�a�e�Ð�X�b�D7H�c�6�~�r�O�‡��

– [Password]>8SSO 1�0É�_�Q#Ý�I�€�•  HTTP Form �b�M4Š�\�K�Z3æ�™�M�•�²0[�@�6�•�Ø�î�¨  �Ã�«
�á�î�»  �Ã�Û�Ó�î�±�b�¡�S>&"I���b�Ã�«�á�î�»�Í�[�c�6�~�r�O�‡>'�†�æ���K�r�M��
°�Š�[�A�•
�q�±�e�Ð�X�c  128 �e�Ð�[�
�q�a�e�Ð�X�b�D7H�c�6�~�r�O�‡��

– [Hidden Values]>8SSO 1�0É#Ý�\�K�Z1�0É  Web �§�î�Â�_3æ�™�I�€�•  HTTP POST 0[�Ó�b8�/²&g
�Ã�Û�Ó�î�±�†�æ���K�r�M�� HTTP POST 0[�Ó
Æ�_�µ�r�€�•�G�\�?�}�v�ƒ�?�•�|�:�_�
�G�b�Ã�Û
�Ó�î�±�c1�0É  Web �§�î�Â�?�}0[�Ó�@�6�W�S���œ�_7H�~�²0[�\�^�~�r�M��
°�Š�[�A�•�q�±�e�Ð
�X�c  2048 �e�Ð�[�M��

– [Authentication Cookie Name]>8>&�õ�–>'�G�–�_�ß�¢�–�å�@/œ�ƒ�€�S7•�
�§�î�Â�_�|�W�Z1�0É�_
���†�–�Ñ�M�•�S�u�_0¿���I�€�•�¡�µ�Ÿ�î�b�¡�S�†�æ���K�r�M�� Web �§�î�Â�?�}3É�I�€�•�Ú�b
�¡�µ�Ÿ�î�\�
�9�K�x�M�8�|�:�
1�0É�¡�µ�Ÿ�î�_�P�K�Z�–�á�b�6�•�¡�S�†�m�~�\�Z�•���œ�_�Q#Ý
�I�€�r�M��
°�Š�[�A�•�q�±�e�Ð�X�c  128 �e�Ð�[�
�q�a�e�Ð�X�b�D7H�c�6�~�r�O�‡��
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  AAA �§�î�Â  �¢�Ý�î�É�>�|�g�§�î�Â�b1‘�9
�Ô�î�»

���b/²�c�
�G�b�µ+��†�Q#Ý�[�A�•�Ô�î�»�†&g�K�S�v�b�[�M��

Test AAA Server

>&�@>' HTTP Form 1�0É�§�î�Â�[�c�
 [Test AAA Server] �c�Q#Ý�[�A�r�O�‡��

�­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�@4E�¥�K�S  AAA �§�î�Â�\3û�™�[�A�•�?�]�:�?�†�8�9�M�•�_�c�
 [Test] �Î
�±�å�†�Q#Ý�K�r�M�� AAA �§�î�Â�_�?4)�[�A�^�8���œ�c�
 ASDM �[�b0¿���@�G�K�C�^�8�?�
�¿�µ�º�á�î
�¡0¿���_�|�•�D7H�x�§�î�Â�b�²�˜�å�±�–�Ò�^�]�Ú�_  AAA �§�î�Â�_�?4)�[�A�^�8�N�I�@�6�•�G�\�@*ƒ�<
�}�€�r�M��

�G�b�²�–�”�ß�¢�Î�µ�¡�«�b�Ç�•�î�Ý�»�_
°�Š�K�Z  [OK] �†�¡�Ü�µ�¡�M�•�\�
�­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å
�«�c4:�)�^�¸�«�º  �Ó�µ�­�î�ª�†4E�¥�K�S�§�î�Â�_3æ�™�K�r�M���¸�«�º�@�»�K�K�S���œ�
 ASDM �c�
$Î
#Õ�K�S�š�Û�î  �±�–�É�_6õ�M�•�š�Û�î  �Ó�µ�­�î�ª�†/²&g�K�r�M�� ASDM �b�š�Û�î  �Ó�µ�­�î�ª�[0¿���š
�Û�î�@&g�I�€�Z�8�•���œ�
0¿���†�Ÿ�G�K�Z�?�}
Ì�Ø�¸�«�º�K�r�M��

�Ä�å�º �º�Û�È�Ý�©�×�î�¸�•�å�¢�†/œ�:�\�A�
 AAA �§�î�Â�l�b�ö�•$×�^�¿�µ�º�á�î�¡�K)F�†&�1��M�•�G�\�†�>
�È�u�K�r�M���ö�•$×�^�K)F�†�¸�«�º�M�•�_�c�
 [Tools] >  [Ping] �†�¡�Ü�µ�¡�K�r�M��

�Ç�•�î�Ý�»

• [AAA Server Group]>8/²&g�S#Ý��4E�¥�K�S  AAA �§�î�Â�@�“�M�•  AAA �§�î�Â  �¢�Ý�î�É�†/²&g�K�r
�M��

• [Host]>8/²&g�S#Ý��4E�¥�K�S  AAA �§�î�Â�b�Í�«�º�¡�†/²&g�K�r�M��

• [Authorization]>8ASDM �@4E�¥�K�S AAA �§�î�Â�†�Q#Ý�K�S�Ø�î�¨�b1�0É�†�¸�«�º�M�•�|�:�_�æ��
�K�r�M��4E�¥�K�S�§�î�Â  �±�–�É�@0Á�•�†�§�Ï�î�º�K�Z�8�^�8���œ�
�G�b�œ�É�©�Ù�å  �Î�±�å�c�Q#Ý
�[�A�r�O�‡���S�\�<�d�
�­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�c  Kerberos �§�î�Â�†�Q#Ý�K�S0Á�•�†�§�Ï�î
�º�[�A�r�O�‡��

• [Authentication]>8ASDM �@4E�¥�K�S AAA �§�î�Â�†�Q#Ý�K�S�Ø�î�¨�b1�0É�†�¸�«�º�M�•�|�:�_�æ
���K�r�M��4E�¥�K�S�§�î�Â  �±�–�É�@1�0É�†�§�Ï�î�º�K�Z�8�^�8���œ�
�G�b�œ�É�©�Ù�å  �Î�±�å�c�Q
#Ý�[�A�r�O�‡���S�\�<�d�
�­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�c  LDAP �§�î�Â�†�Q#Ý�K�S1�0É�†�§�Ï�î
�º�K�Z�8�r�O�‡��

• [Username]>8AAA �§�î�Â�b�¸�«�º�_�Q#Ý�M�•�Ø�î�¨�¡�†�æ���K�r�M���Ø�î�¨�¡�@  AAA �§�î�Â�_
�Ñ�~�M�•�G�\�†&�1��K�Z�C�T�I�8���Ñ�~�K�^�8�\�
�¸�«�º�c�»�K�K�r�M��

• [Password]>8[Username] �Ç�•�î�Ý�»�_
°�Š�K�S�Ø�î�¨�¡�b�Ã�«�á�î�»�†�æ���K�r�M�� [Password] 
�Ç�•�î�Ý�»�c�
1�0É�¸�«�º�_�b�s�Q#Ý�[�A�r�M��
°�Š�K�S�Ø�î�¨�¡�_�P�K�Z�Ã�«�á�î�»�@�G�K�8�G
�\�†&�1��K�r�M���G�K�C�^�8���œ�
1�0É�¸�«�º�c�»�K�K�r�M��

�Ç�“�–�”�˜�›�î�Ý  �Ô�î�» �­�Ÿ�×�Ü�¸�•  �¥�å�¸�Ÿ�«�º

�Ý�î�¸�µ�» 3ñ4# �©�å�¢�Ý

�Ð�Ý�³

�¥�å�¸�Ÿ�«
�º �©�«�¸�Ò

• • 1

1. HTTP Form �\�¡�Û�–�”�å�º�Þ�«  SSL VPN �c�
�©�å�¢�Ý  �Ý�î�¸�µ�»  �Ô�î
�»�T�E�[�§�Ï�î�º�I�€�r�M��

• • 1. —
12-22
ASDM �Ø�î�¨  �ž�–�»

OL-14981-01-J



 

'¨  12 'v       AAA �§�î�Â�>�|�g�Ø�î�¨  �”�•�˜�å�º�b0¿��
  1�0É�É�ß�å�É�º�b0¿��
�Ô�î�»

���b/²�c�
�G�b�µ+��†�Q#Ý�[�A�•�Ô�î�»�†&g�K�S�v�b�[�M��

1�0É�É�ß�å�É�º�b0¿��
[Authentication Prompt] �Ì�–�å>& [Configuration] > [Device Management] > [Users/AAA]>'�[�c�

AAA 1�0É�³�Õ�Þ�å�ª  �É�ß�­�«�p�_�Ø�î�¨�_�P�K�Z/²&g�I�€�•�¸�Ÿ�«�º�†�æ���[�A�r�M�� TACACS+ �r
�S�c  RADIUS �§�î�Â�?�}�b�Ø�î�¨1�0É�†0[�Ó�M�•�\�A�
�­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«)�#ä�b  HTTP�

FTP�
�>�|�g  Telnet �”�¡�­�«�_  AAA �³�Õ�Þ�å�ª  �¸�Ÿ�«�º�†�æ���[�A�r�M���G�b�¸�Ÿ�«�º�c8í�~�b�|
�:�^�v�b�[�
�Ø�î�¨�b�ß�¢�–�å�ì�_�
�Ø�î�¨�¡�É�ß�å�É�º�\�Ã�«�á�î�»  �É�ß�å�É�º�b�V�_/²&g�I�€�r
�M��

Telnet �?�}�b�Ø�î�¨1�0É�†��/œ�M�•���œ�
 [User accepted message] �œ�É�©�Ù�å�>�|�g  [User rejected 
message] �œ�É�©�Ù�å�†�Q#Ý�M�€�d�
1�0É0è/œ�@ AAA �§�î�Â�_�|�~�w�E
°�€�}�€�S�
�r�S�c�Ä�°�I�€
�S�G�\�†&g�M�I�r�J�r�^"g�Â�b�É�ß�å�É�º�†/²&g�[�A�r�M��

�G�€�}�b�Ó�µ�­�î�ª  �¸�Ÿ�«�º�†�Q�€�R�€�æ���K�S���œ�
�­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�[�c�
 AAA �§�î
�Â�_�|�~1�0É�I�€�S�Ø�î�¨�_�P�K�Z�c�Ø�î�¨�Ž1��Ó�µ�­�î�ª  �¸�Ÿ�«�º�@/²&g�I�€�
1�0É�I�€�^�?�W�S
�Ø�î�¨�_�P�K�Z�c�Ø�î�¨�Ä�°�Ó�µ�­�î�ª  �¸�Ÿ�«�º�@/²&g�I�€�r�M�� HTTP �­�µ�©�Ù�å�>�|�g  FTP �­�µ
�©�Ù�å�b1�0É�[�c�
�É�ß�å�É�º�_�³�Õ�Þ�å�ª  �¸�Ÿ�«�º�b�s�@/²&g�I�€�r�M���Ø�î�¨�Ž1��Ó�µ�­�î�ª  �¸
�Ÿ�«�º�>�|�g�Ø�î�¨�Ä�°�Ó�µ�­�î�ª  �¸�Ÿ�«�º�c/²&g�I�€�r�O�‡��

>&�@>' Microsoft Internet Explorer �[�c�
1�0É�É�ß�å�É�º�_�q�±  37 �e�Ð/²&g�I�€�r�M�� Telnet �>�|�g  FTP �[
�c�
1�0É�É�ß�å�É�º�_�q�±  235 �e�Ð/²&g�I�€�r�M��

�Ç�•�î�Ý�»

• [Prompt]>8>&�õ�–>'�­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�†)�#ä�K�S�Ø�î�¨  �­�µ�©�Ù�å�_�P�K�Z�
�³�™�µ�¡
�Î�µ�¡�«�b�W�b�Ç�•�î�Ý�»�_�æ���K�S  AAA �³�Õ�Þ�å�ª  �¸�Ÿ�«�º�b/²&g�†�–�¿�î�È�Ý�_�K�r�M��

• [Text]>8>&�õ�–>' 235 �e�Ð�r�[�b,e�X�Ð�r�S�c  31 �á�î�»�r�[�b�e�Ð�4�†�æ���K�r�M���8�N�€�?�b�q
�±�Í�_4)�K�S�\�A�_�D7H�I�€�r�M��"I�f�e�Ð�c�Q#Ý�[�A�r�O�‡�@�
�«�Ì�î�«�\�ƒ1�!l�c�Q#Ý�[�A�r
�M��$2�e'¢�†
°�Š�M�•�?�
�r�S�c  Enter �Ÿ�î�†�²�M�\�
�«�º�Ü�å�¢�@)
�¢�K�r�M  >&$2�e'¢�c�«�º�Ü
�å�¢�_�µ�r�€�r�M>' ��

• [User accepted message]>8>&�õ�–>'�³�™�µ�¡�Î�µ�¡�«�b�W�b�Ç�•�î�Ý�»�[�æ���K�S�
�Ø�î�¨�@1�0É
�I�€�S�G�\�†&�1��M�•�¸�Ÿ�«�º�b/²&g�†�–�¿�î�È�Ý�_�K�r�M��

• [User rejected message]>8>&�õ�–>'�³�™�µ�¡�Î�µ�¡�«�b�W�b�Ç�•�î�Ý�»�[�æ���K�S�
1�0É�@�»�K�K�S
�G�\�†&g�M�¸�Ÿ�«�º�b/²&g�†�–�¿�î�È�Ý�_�K�r�M��

�Ç�“�–�”�˜�›�î�Ý  �Ô�î�» �­�Ÿ�×�Ü�¸�•  �¥�å�¸�Ÿ�«�º

�Ý�î�¸�µ�» 3ñ4# �©�å�¢�Ý

�Ð�Ý�³

�¥�å�¸�Ÿ�«
�º �©�«�¸�Ò

• • 1

1. HTTP Form �\�¡�Û�–�”�å�º�Þ�«  SSL VPN �c�
�©�å�¢�Ý  �Ý�î�¸�µ�»  �Ô�î
�»�T�E�[�§�Ï�î�º�I�€�r�M��

• • —
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'¨  12 'v       AAA �§�î�Â�>�|�g�Ø�î�¨  �”�•�˜�å�º�b0¿��
  LDAP �“�ö�Ð�µ�É�b0¿��
>&�@>' �G�b�Ì�–�å�b�Ç�•�î�Ý�»�c�M�m�Z�œ�É�©�Ù�å�[�M��1�0É�É�ß�å�É�º�†�æ���K�Z�8�^�8���œ�
 FTP �Ø�î
�¨�_�c�� FTP authentication ���@�
 HTTP �Ø�î�¨�_�c�� HTTP Authentication ���@/²&g�I�€�
 Telnet 
�Ø�î�¨�_�c�³�Õ�Þ�å�ª  �¸�Ÿ�«�º�@/²&g�I�€�r�O�‡��

�Ô�î�»

���b/²�c�
�G�b�µ+��†�Q#Ý�[�A�•�Ô�î�»�†&g�K�S�v�b�[�M��

LDAP �“�ö�Ð�µ�É�b0¿��
[LDAP Attribute Map] �Ì�–�å>& [Configuration] > [Remote Access VPN] > [AAA Setup]>'�[�c�
�•�«
�±�Ð�î>&�Ø�î�¨��*O>'�“�ö�¡�†�©�«�¥�b  LDAP �“�ö�¡�_�Ð�µ�Æ�å�¢�M�•�S�u�b�“�ö�Ð�µ�É�†�8�B�K�

�¡�S�†�Ü�E�•�G�\�@�[�A�r�M���¤�Ñ�b  LDAP �¹�•�Þ�¡�º�Ü�_�­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�†�_
°�M�•
���œ�
�¤�Ñ�b�•�«�±�Ð�î  LDAP �“�ö�b�¡�S�>�|�g�Í�c�
�©�«�¥�“�ö�b�¡�S�>�|�g�Í�\�c$��^�•���œ�@
�6�~�r�M���¤�Ñ�b�“�ö�b�¡�S�†�š�f�M�•�b�[�c�^�C�
�•�«�±�Ð�î�“�ö�¡�\�Í�†�©�«�¥�“�ö�¡�\�Í�_�Ð�µ
�Æ�å�¢�M�•�
 LDAP �“�ö�Ð�µ�É�†�8�B�[�A�r�M��(F�"�^�e�Ð�4�b*(�A�n�<�†�Q#Ý�M�•�\�
�­�Ÿ�×�Ü
�¸�•  �”�É�Û�–�”�å�«�@�Ø�î�¨"‚+¬�b�•�«�±�Ð�î�¡�>�|�g�Í�b�s�†�f�j�M�•�|�:�_�^�~�r�M��

���_�
�Ø�î�¨�c�
�²0[�_�Â�L�Z�G�€�}�b�“�ö�Ð�µ�É�†  LDAP �§�î�Â�_�Â�–�å�»�K�S�~�
�P7V�K�S�~�[
�A�r�M���“�ö�Ð�µ�É
²�/�†�P7V�K�S�~�
�¡�S�>�|�g�Í�b�¶���b�š�å�º�Ü�†�P7V�K�S�~�[�A�r�M��

>&�@>' �“�ö�Ð�µ�Æ�å�¢�µ+��†4:�)�_�Q#Ý�M�•�_�c�
�©�«�¥�b  LDAP �“�ö�b�¡�S�\�Í�>�|�g�Ø�î�¨��*O�b�“�ö
�b�¡�S�\�Í�†#.0Ž�M�•�²0[�@�6�~�r�M��

�Ç�•�î�Ý�»

• [Name]>8)…7Ÿ�•+��^ LDAP �“�ö�Ð�µ�É�b�¡�S�†/²&g�K�r�M��

• [Attribute Map Name]>8�›�“�ö�Ð�µ�É
Æ�_�6�•�
�•�«�±�Ð�î�“�ö�¡�?�}�©�«�¥�“�ö�¡�l�b�Ð�µ�Æ�å
�¢�†/²&g�K�r�M��

• [Add]>8[Add LDAP Attribute Map] �²�–�”�ß�¢�Î�µ�¡�«�†/²&g�K�r�M��

• [Edit]>8[Edit LDAP Attribute Map] �²�–�”�ß�¢�Î�µ�¡�«�†/²&g�K�r�M��

• [Delete]>84E�¥�K�S LDAP �“�ö�Ð�µ�É�†�P7V�K�r�M��

Add/Edit LDAP Attribute Map

[Add/Edit LDAP Attribute Map] �²�–�”�ß�¢�Î�µ�¡�«�[�c�
�¤�Ñ�b  LDAP �“�ö�Ð�µ�É�b�š�f�r�S�c�P
7V�
�‚�K�8  LDAP �“�ö�Ð�µ�É�b3ã�•�
�>�|�g�“�ö�Ð�µ�É�l�b�“�ö�¡�\�Í�b�Ð�µ�Æ�å�¢�b
°�Š�†/œ�:�G
�\�@�[�A�r�M��

�Ç�“�–�”�˜�›�î�Ý  �Ô�î�» �­�Ÿ�×�Ü�¸�•  �¥�å�¸�Ÿ�«�º

�Ý�î�¸�µ�» 3ñ4# �©�å�¢�Ý

�Ð�Ý�³

�¥�å�¸�Ÿ�«
�º �©�«�¸�Ò

• • • • —
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  LDAP �“�ö�Ð�µ�É�b0¿��
[LDAP Attribute Map] �²�–�”�ß�¢�Î�µ�¡�«�†�Q#Ý�K�S�‚�K�8�“�ö�Ð�µ�É�b�† =$×�^3ã�•�m8p�c���b�\
�>�~�[�M��

1. �‚�K�8�
�1�v
°�Š�I�€�Z�8�^�8�“�ö�Ð�µ�É�†�8�B�K�r�M��

2. �©�«�¥�“�ö�¡�†�•�«�±�Ð�î>&�Ø�î�¨��*O>'�“�ö�¡�_�š�n�M�•�¡�S�Ð�µ�Æ�å�¢�†�
�“�ö�Ð�µ�É�_
°�Š
�K�r�M��

3. �•�«�±�Ð�î>&�Ø�î�¨��*O>'�“�ö�b�Í�†�•�«�±�Ð�î�“�ö�¡�
�>�|�g�M+´�M�•�©�«�¥�“�ö�¡�\�Í�_4:#Ý
�M�•�Í�Ð�µ�Æ�å�¢�†�
�“�ö�Ð�µ�É�_
°�Š�K�r�M��

���_�
 [Add/Edit AAA Server] �²�–�”�ß�¢�Î�µ�¡�«�†�Q#Ý�K�Z  LDAP �§�î�Â�†3ã�•�r�S�c)…7Ÿ�M�•�\�A
�_�
�Q�b�“�ö�Ð�µ�É�†  LDAP �§�î�Â�_�Â�–�å�»�K�r�M��

�Ç�•�î�Ý�»

• [Name]>83ã�•�r�S�c)…7Ÿ�M�•  LDAP �“�ö�Ð�µ�É�b�¡�S�†�æ���K�r�M���‚�K�8�Ð�µ�É�†3ã�•�M�•��
�œ�
�G�b�Ç�•�î�Ý�»�_�Ð�µ�É�b�¡�S�†
°�Š�K�r�M�� [LDAP Attribute Map] �Ì�–�å�[4E�¥�K�S�Ð�µ
�É�†)…7Ÿ�M�•���œ�c�
4E�¥�K�S�Ð�µ�É�b�¡�S�@�G�b�Ç�•�î�Ý�»�_1��s�v�~�S#Ý�¸�Ÿ�«�º�\�K�Z/²&g
�I�€�r�M���Ð�µ�É�†�š�f�M�•�_�c�
 [LDAP Attribute Map] �Ì�–�å�_�`�~�
% $×�b�Ð�µ�É�†4E�¥�M
�•�²0[�@�6�~�r�M��

• [Name Map]>8�•�«�±�Ð�î�“�ö�¡�†�©�«�¥�“�ö�¡�_�Ð�µ�Æ�å�¢�M�•�b�_�²0[�^�Ç�•�î�Ý�»�†/²&g�K
�r�M��

• [Value Map]>8�•�«�±�Ð�î�“�ö�b�Í�†�
�•�«�±�Ð�î�“�ö�¡�
�>�|�g�M+´�M�•�©�«�¥�b�“�ö�¡�\�Í�_
�Ð�µ�Æ�å�¢�M�•�b�_�²0[�^�Ç�•�î�Ý�»�†/²&g�K�r�M��

[Add/Edit LDAP Attribute Map] > [Map Name] �±�È

[Add/Edit LDAP Attribute Map] �²�–�”�ß�¢�Î�µ�¡�«�[�c�
�¤�Ñ�b  LDAP �“�ö�Ð�µ�É�b�š�f�r�S�c�P
7V�
�‚�K�8  LDAP �“�ö�Ð�µ�É�b3ã�•�
�>�|�g�“�ö�Ð�µ�É�l�b�“�ö�¡�\�Í�b�Ð�µ�Æ�å�¢�b
°�Š�†/œ�:�G
�\�@�[�A�r�M�� �� Add/Edit LDAP Attribute Map���v�g!·�K�Z�C�T�I�8��

�M4Š�b�Ç�•�î�Ý�»�c  [Map Name] �±�È�†4E�¥�M�•�?�
 [Map Value] �±�È�†4E�¥�M�•�?�_�|�W�Z$��^�~�r
�M�� [Map Name] �±�È�†�¡�Ü�µ�¡�K�S���œ�
���b�Ç�•�î�Ý�»�@/²&g�I�€�r�M��

�Ç�•�î�Ý�»

• [Name]>83ã�•�r�S�c)…7Ÿ�M�•  LDAP �“�ö�Ð�µ�É�b�¡�S�†�æ���K�r�M���‚�K�8�Ð�µ�É�†3ã�•�M�•��
�œ�
�G�b�Ç�•�î�Ý�»�_�Ð�µ�É�b�¡�S�†
°�Š�K�r�M�� [LDAP Attribute Map] �Ì�–�å�[4E�¥�K�S�Ð�µ
�É�†)…7Ÿ�M�•���œ�c�
4E�¥�K�S�Ð�µ�É�b�¡�S�@�G�b�Ç�•�î�Ý�»�_1��s�v�~�S#Ý�¸�Ÿ�«�º�\�K�Z/²&g
�I�€�r�M���Ð�µ�É�†�š�f�M�•�_�c�
 [LDAP Attribute Map] �Ì�–�å�_�`�~�
% $×�b�Ð�µ�É�†4E�¥�M
�•�²0[�@�6�~�r�M��

• [Customer Name]>8[Cisco Name] �»�ß�µ�É�²�˜�å  �Ü�«�º�?�}4E�¥�K�S�“�ö�¡�_�Ð�µ�Æ�å�¢�M�•�•
�«�±�Ð�î>&�Ø�î�¨��*O>'�“�ö�¡�†�æ���K�r�M��

• [Cisco Name]>8[Customer Name] �Ç�•�î�Ý�»�_�6�•�
�Ø�î�¨��*O�¡�_�Ð�µ�Æ�å�¢�M�•�©�«�¥�“�ö
�¡�†�æ���K�r�M��

• [Add]>8�“�ö�Ð�µ�É�_�¡�S�Ð�µ�Æ�å�¢�†��
°�K�r�M��

• [Remove]>8�“�ö�Ð�µ�É�?�}4E�¥�K�S�¡�S�Ð�µ�Æ�å�¢�†�P7V�K�r�M��

• [Customer Name]>8�“�ö�Ð�µ�É�_�6�•�Ð�µ�Æ�å�¢�b�•�«�±�Ð�î�“�ö�¡�†/²&g�K�r�M��

• [Cisco Name]>8�“�ö�Ð�µ�É�_�6�•�Ð�µ�Æ�å�¢�b�©�«�¥�“�ö�¡�†/²&g�K�r�M��
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[Add/Edit LDAP Attribute Map] > [Map Value] �±�È

[Add/Edit LDAP Attribute Map] �²�–�”�ß�¢�Î�µ�¡�«�[�c�
�¤�Ñ�b  LDAP �“�ö�Ð�µ�É�b�š�f�r�S�c�P
7V�
�‚�K�8  LDAP �“�ö�Ð�µ�É�b3ã�•�
�>�|�g�“�ö�Ð�µ�É�l�b�“�ö�¡�\�Í�b�Ð�µ�Æ�å�¢�b
°�Š�†/œ�:�G
�\�@�[�A�r�M�� �� Add/Edit LDAP Attribute Map���v�g!·�K�Z�C�T�I�8��

�M4Š�b�Ç�•�î�Ý�»�c  [Map Name] �±�È�†4E�¥�M�•�?�
 [Map Value] �±�È�†4E�¥�M�•�?�_�|�W�Z$��^�~�r
�M�� [Map Value] �±�È�†�¡�Ü�µ�¡�K�S���œ�
���b�Ç�•�î�Ý�»�@/²&g�I�€�r�M��

�Ç�•�î�Ý�»

• [Name]>83ã�•�r�S�c)…7Ÿ�M�•  LDAP �“�ö�Ð�µ�É�b�¡�S�†�æ���K�r�M���‚�K�8�Ð�µ�É�†3ã�•�M�•��
�œ�
�G�b�Ç�•�î�Ý�»�_�Ð�µ�É�b�¡�S�†
°�Š�K�r�M�� [LDAP Attribute Map] �Ì�–�å�[4E�¥�K�S�Ð�µ
�É�†)…7Ÿ�M�•���œ�c�
4E�¥�K�S�Ð�µ�É�b�¡�S�@�G�b�Ç�•�î�Ý�»�_1��s�v�~�S#Ý�¸�Ÿ�«�º�\�K�Z/²&g
�I�€�r�M���Ð�µ�É�†�š�f�M�•�_�c�
 [LDAP Attribute Map] �Ì�–�å�_�`�~�
% $×�b�Ð�µ�É�†4E�¥�M
�•�²0[�@�6�~�r�M��

• [Customer Name]>8�“�ö�Ð�µ�É�_�6�•�Ð�µ�Æ�å�¢�b�•�«�±�Ð�î�“�ö�¡�†/²&g�K�r�M��

• [Customer to Cisco Map Value]>8�©�«�¥�Í�l�b�•�«�±�Ð�î�“�ö�b�•�«�±�Ð�î�Í�b�Ð�µ�Æ�å�¢�†/²&g
�K�r�M��

• [Add]>8[Add LDAP Attributes Map Value] �²�–�”�ß�¢�Î�µ�¡�«�†/²&g�K�r�M��

• [Edit]>8[Edit LDAP Attributes Map Value] �²�–�”�ß�¢�Î�µ�¡�«�†/²&g�K�r�M��

• [Delete]>8LDAP �“�ö�Ð�µ�É�?�}4E�¥�K�S�“�ö�Í�Ð�µ�Æ�å�¢�†�P7V�K�r�M��

Add/Edit LDAP Attributes Value Map

[Add/Edit LDAP Attribute Map Value] �²�–�”�ß�¢�Î�µ�¡�«�[�c�
�•�«�±�Ð�î�“�ö�¡�b�•�«�±�Ð�î�“�ö
�Í�†�
6õ4��Ü�E�}�€�S�©�«�¥�“�ö�¡�b�©�«�¥�Í�_�Ð�µ�Æ�å�¢�[�A�r�M��

�Ç�•�î�Ý�»

• [Customer Name]>8�‚�K�8�“�ö�Í�Ð�µ�Æ�å�¢�†3ã�•�M�•���œ�
�G�€�c�
�r�T�©�«�¥�“�ö�Í�_�Ð�µ�Æ
�å�¢�M�•�•�«�±�Ð�î�Í�†�â�S�^�8�“�ö�Ü�«�º�?�}�•�«�±�Ð�î�“�ö�¡�†4E�¥�[�A�•�»�ß�µ�É�²�˜�å  
�Ü�«�º�_�^�~�r�M���¤�Ñ�b�“�ö�Í�Ð�µ�Æ�å�¢�†)…7Ÿ�M�•���œ�
�G�€�c�
 [Add/Edit LDAP Attribute 
Map] �²�–�”�ß�¢�Î�µ�¡�«�b  [Map Value] �±�È�[4E�¥�K�S�•�«�±�Ð�î�“�ö�b�¡�S�†/²&g�M�•1��s�v
�~�S#Ý�Ç�•�î�Ý�»�_�^�~�r�M��

• [Customer Value]>84E�¥�K�S�•�«�±�Ð�î�“�ö�b�•�«�±�Ð�î�Í�†�æ���K�r�M��

• [Cisco Value]>84E�¥�K�S�•�«�±�Ð�î�“�ö�b�©�«�¥�Í�†�æ���K�r�M��

• [Add]>8�•�«�±�Ð�î�“�ö�Í�Ð�µ�É�_�Í�Ð�µ�Æ�å�¢�†3ã�•�K�r�M��

• [Remove]>8�•�«�±�Ð�î�“�ö�Í�Ð�µ�É�?�}�Í�Ð�µ�Æ�å�¢�†�P7V�K�r�M��

• [Customer Name]>8�•�«�±�Ð�î�“�ö�¡�b�•�«�±�Ð�î�Í�†/²&g�K�r�M��

• [Cisco Name]>8�©�«�¥�b�“�ö�¡�b�©�«�¥�Í�†/²&g�K�r�M��
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'ö#.�”�¡�­�«�b0¿��

�G�b'v�c�
���b
Æ���[�S�B�I�€�Z�8�r�M��

• �� HTTPS/ASDM��>&P.13-1>'

• ���¥�Ð�å�»�Û�–�å�� >&P.13-2>'

• �� File Access��>&P.13-9>'

• �� ICMP��>&P.13-14>'

• ��'ö#.�–�å�±�î�Ç�™�–�«�� >&P.13-17>'

• �� SNMP��>&P.13-18>'

• ��'ö#.�”�¡�­�«  �Ý�î�Ý�� >&P.13-24>'

• ���©�«�¸�Ò'ö#.*…#Ý  AAA �b0¿���� >&P.13-26>'

HTTPS/ASDM
[HTTPS/ASDM] �Ì�–�å�c�
 HTTPS �†�Q#Ý�K�S ASDM �l�b�”�¡�­�«�†0Á�•�I�€�Z�8�•�M�m�Z�b�Í�«�º
�r�S�c�¿�µ�º�á�î�¡�b�”�»�Þ�«�†�æ���M�•�¸�î�È�Ý�†�f�j�K�r�M���G�b�¸�î�È�Ý�†�Q#Ý�K�Z�
�”�¡�­�«
�†0Á�•�I�€�Z�8�•�Í�«�º�x�¿�µ�º�á�î�¡�†3ã�•�r�S�c�š�f�[�A�r�M��

�Ç�•�î�Ý�»

• [Interface]>8�¹�Â�–�«  �Ð�¿�î�ª�Õ�l�b'ö#.�”�¡�­�«�@0Á�•�I�€�Z�8�•�
�­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”
�å�«�V�b�–�å�±�î�Ç�™�–�«�†�M0t/²&g�K�r�M��

• [IP Address]>8�”�¡�­�«�†0Á�•�I�€�Z�8�•�¿�µ�º�á�î�¡�r�S�c�Í�«�º�b  IP �”�»�Þ�«�†�M0t/²&g�K�r
�M��

• [Mask]>8�”�¡�­�«�†0Á�•�I�€�Z�8�•�¿�µ�º�á�î�¡�r�S�c�Í�«�º�_6õ4��Ü�E�}�€�S�¿�µ�º�á�î�¡  �Ð
�«�¡�†�M0t/²&g�K�r�M��

• [Add]>8�‚�K�8�Í�«�º�r�S�c�¿�µ�º�á�î�¡�†3ã�•�M�•�S�u�b  [Add HTTP Configuration] �²�–�”�ß�¢
�Î�µ�¡�«�†/²&g�K�r�M��

• [Edit]>84E�¥�K�S�Í�«�º�r�S�c�¿�µ�º�á�î�¡�†)…7Ÿ�M�•�S�u�b  [Edit HTTP Configuration] �²�–�”�ß
�¢�Î�µ�¡�«�†/²&g�K�r�M��

• [Delete]>84E�¥�K�S�Í�«�º�r�S�c�¿�µ�º�á�î�¡�†�P7V�K�r�M��

�Ô�î�»

���b/²�c�
�G�b�µ+��†�Q#Ý�[�A�•�Ô�î�»�†&g�K�S�v�b�[�M��
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  �¥�Ð�å�»�Û�–�å
Add/Edit HTTP Configuration

[Add/Edit HTTP Configuration] �²�–�”�ß�¢�Î�µ�¡�«�[�c�
 HTTPS �†�Ó�K�S�­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”
�å�«  �¹�Â�–�«  �Ð�¿�î�ª�Õ�l�b'ö#.�”�¡�­�«�†0Á�•�I�€�•�Í�«�º�r�S�c�¿�µ�º�á�î�¡�†3ã�•�[�A�r�M��

�Ç�•�î�Ý�»

• [Interface Name]>8�­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«  �¹�Â�–�«  �Ð�¿�î�ª�Õ�l�b'ö#.�”�¡�­�«�@0Á�•�I
�€�Z�8�•�
�­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�V�b�–�å�±�î�Ç�™�–�«�†�æ���K�r�M��

• [IP Address]>8�”�¡�­�«�†0Á�•�I�€�Z�8�•�¿�µ�º�á�î�¡�r�S�c�Í�«�º�b  IP �”�»�Þ�«�†�æ���K�r�M��

• [Mask]>8�”�¡�­�«�†0Á�•�I�€�Z�8�•�¿�µ�º�á�î�¡�r�S�c�Í�«�º�_6õ4��Ü�E�}�€�S�¿�µ�º�á�î�¡  �Ð
�«�¡�†�æ���K�r�M��

�Ô�î�»

���b/²�c�
�G�b�µ+��†�Q#Ý�[�A�•�Ô�î�»�†&g�K�S�v�b�[�M��

�¥�Ð�å�»�Û�–�å
�G�b8o�[�c�
�¥�Ð�å�»�Û�–�å  �–�å�±�î�Ç�™�–�«�b�µ+��_�X�8�Z1��Â�K�r�M�����b8o% �†�v�~�V�F�r�M��

• ���Â�¼�î�� >&P.13-2>'

• �� Console Timeout��>&P.13-4>'

• ���­�Ÿ�×�”  �©�™�Ý��>&P.13-5>'

• �� Telnet��>&P.13-6>'

�Â�¼�î

[Banner] �Ì�–�å�[�c�
�Q�b�¥�b�Â�¼�î�
�ß�¢�–�å  �Â�¼�î�
�>�|�g�­�µ�©�Ù�å  �Â�¼�î�b�Ó�µ�­�î�ª�†0¿
���[�A�r�M��

�Ç�“�–�”�˜�›�î�Ý  �Ô�î�» �­�Ÿ�×�Ü�¸�•  �¥�å�¸�Ÿ�«�º

�Ý�î�¸�µ�» 3ñ4# �©�å�¢�Ý

�Ð�Ý�³

�¥�å�¸�Ÿ�«
�º �©�«�¸�Ò

• • • • —

�Ç�“�–�”�˜�›�î�Ý  �Ô�î�» �­�Ÿ�×�Ü�¸�•  �¥�å�¸�Ÿ�«�º

�Ý�î�¸�µ�» 3ñ4# �©�å�¢�Ý

�Ð�Ý�³

�¥�å�¸�Ÿ�«
�º �©�«�¸�Ò

• • • • —
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�Â�¼�î�†�8�B�M�•�_�c�
0ñ�\�M�•�Î�µ�¡�«�_�¸�Ÿ�«�º�†
°�Š�K�r�M���¸�Ÿ�«�º
Æ�b�«�Ì�î�«�c�–�â�I�€
�r�M���S�T�K�
�±�È�c  ASDM �–�å�±�î�Ç�™�–�«�[
°�Š�[�A�r�M�@�
�¥�Ð�å�»�Û�–�å  �–�å�±�î�Ç�™�–�«
�?�}
°�Š�M�•�G�\�c�[�A�r�O�‡�� $(domain) �º�î�¡�å�\  $(hostname) �º�î�¡�å�c�
�­�Ÿ�×�Ü�¸�•  �”�É�Û
�–�”�å�«�b�»�Ó�–�å�¡�\�Í�«�º�¡�_*(�A�n�<�}�€�r�M��

$(hostname) �º�î�¡�å�\  $(domain) �º�î�¡�å�†�Q#Ý�K�Z�
"I���b�¥�å�¸�Ÿ�«�º�[�æ���I�€�S�Í�«�º�¡�\
�»�Ó�–�å�¡�†�š�¥�î�K�r�M�� $(system) �º�î�¡�å�†�Q#Ý�K�Z�
"I���b�¥�å�¸�Ÿ�«�º�b�©�«�¸�Ò  �«�Ì�î�«
�[0¿���I�€�Z�8�•�Â�¼�î�†�š�¥�î�K�r�M��

0
�X/œ�b�Â�¼�î�†0¿���M�•�_�c�
3ã�•�M�•/œ�H�\�_  1 /œ�b�¸�Ÿ�«�º�†
°�Š�K�r�M���›/œ�c�
�¤�Ñ�b�Â
�¼�î�b�Ž�•�_3ã�•�I�€�Z�8�A�r�M���¸�Ÿ�«�º�@'5�b���œ�c�
 Carriage Return>&CR; �Ÿ�•>'�@�Â�¼�î�_3ã
�•�I�€�r�M���Â�¼�î�b6×�I�_�X�8�Z�
 RAM �>�|�g�Ç�Û�µ�©�×  �Ó�Ô�Ü�b�D7H�è�¥�b�D7H�c�6�~�r�O�‡��
�Q#Ý�[�A�•�b�c�
�5/œ>& Enter �Ÿ�î�
 2 �e�Ð�\�K�Z�•�˜�å�º�I�€�•>'�†�µ�t  ASCII �e�Ð�T�E�[�M��

Telnet �r�S�c  SSH �†�Ó�K�Z�­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�_�”�¡�­�«�K�S�\�A�_�
�Â�¼�î  �Ó�µ�­�î�ª�†
��#.�M�•�b�_���(�^�©�«�¸�Ò  �Ó�Ô�Ü�@�^�?�W�S���œ�x�
�Â�¼�î  �Ó�µ�­�î�ª�b/²&g�b0è/œ�ì�_  TCP �i�A
3¸�s�š�Û�î�@$Î#Õ�K�S���œ�_�c�
�­�µ�©�Ù�å�@6â�L�r�M��

�Â�¼�î�†*(�n�M�•�_�c�
0ñ�\�M�•�Î�µ�¡�«�b
Æ���†�š�f�K�
 [Apply]  �†�¡�Ü�µ�¡�K�r�M���Â�¼�î�†�¡�Ü
�”�M�•�_�c�
0ñ�\�M�•�Î�µ�¡�«�b
Æ���†�¡�Ü�”�K�
 [Apply]  �†�¡�Ü�µ�¡�K�r�M��

banner �¥�Ð�å�»�c  [ASDM] �Ì�–�å�†3û�L�Z�©�«�¸�Ò  �¥�å�¸�Ÿ�«�º�[�Q#Ý�[�A�r�O�‡�@�
 [Tools] > 
[Command Line Interface] �[0¿���[�A�r�M��

�Ô�î�»

���b/²�c�
�G�b�µ+��†�Q#Ý�[�A�•�Ô�î�»�†&g�K�S�v�b�[�M��

CLI �É�ß�å�É�º

[CLI Prompt] �Ì�–�å�[�
 CLI �­�µ�©�Ù�å�ì�_�Q#Ý�M�•�É�ß�å�É�º�†�•�«�±�Ð�–�¬�[�A�r�M���¹�Ç�›�Ý
�º�[�c�
�É�ß�å�É�º�_�­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�b�Í�«�º�¡�@/²&g�I�€�r�M���Ð�Ý�³  �¥�å�¸�Ÿ�«�º  
�Ô�î�»�[�c�
�É�ß�å�É�º�_�¥�å�¸�Ÿ�«�º�¡�v/²&g�I�€�r�M�� CLI �É�ß�å�É�º�_�c���b8o% �†/²&g�[�A�r
�M��

�Ç�“�–�”�˜�›�î�Ý  �Ô�î�» �­�Ÿ�×�Ü�¸�•  �¥�å�¸�Ÿ�«�º

�Ý�î�¸�µ�» 3ñ4# �©�å�¢�Ý

�Ð�Ý�³

�¥�å�¸�Ÿ�«
�º �©�«�¸�Ò

• • • • —

context >&�Ð�Ý�³  �Ô�î�»�b�s>'#'�~�b�¥�å�¸�Ÿ�«�º�b�¡�S�†/²&g�K�r�M��

domain �»�Ó�–�å�¡�†/²&g�K�r�M��

hostname �Í�«�º�¡�†/²&g�K�r�M��
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CLI �É�ß�å�É�º�†0¿���M�•�_�c�
���b�m8p�†��/œ�K�r�M��

�«�¸�µ�É 1 �É�ß�å�É�º�_�“�ö�†3ã�•�M�•���œ�c�
 [Available Prompts] �Ü�«�º�[% $×�b�“�ö�†�¡�Ü�µ�¡�K�
 [Add] �†
�¡�Ü�µ�¡�K�r�M���É�ß�å�É�º�_�c0
�X�b�“�ö�†3ã�•�[�A�r�M���“�ö�@  [Available Prompts] �Ü�«�º�?�}  
[Selected Prompts] �Ü�«�º�_&ã�·�K�r�M��

�«�¸�µ�É 2 �É�ß�å�É�º�?�}�“�ö�†�P7V�M�•���œ�c�
 [Selected Prompts] �Ü�«�º�[�“�ö�†�¡�Ü�µ�¡�K�
 [Delete] �†�¡
�Ü�µ�¡�K�r�M���“�ö�@  [Selected Prompts] �Ü�«�º�?�}  [Available Prompts] �Ü�«�º�_&ã�·�K�r�M��

�«�¸�µ�É 3 �¥�Ð�å�»  �É�ß�å�É�º�_�“�ö�@/²&g�I�€�•8p�Î�†�š�f�M�•���œ�c�
 [Selected Prompts] �Ü�«�º�[% $×�b�“
�ö�†�¡�Ü�µ�¡�K�
 [Move Up] �r�S�c  [Move Down] �†�¡�Ü�µ�¡�K�Z8p�Î�†�š�f�K�r�M��

[CLI Prompt Preview] �Ç�•�î�Ý�»�b�Ì�–�å�W4Š�[�¥�Ð�å�»  �É�ß�å�É�º�†�É�Þ�Å�×�î�[�A�r�M��

�Ô�î�»

���b/²�c�
�G�b�µ+��†�Q#Ý�[�A�•�Ô�î�»�†&g�K�S�v�b�[�M��

Console Timeout

[Console Timeout] �Ì�–�å�[�c�
'ö#.�¥�å�¯�î�Ý�@�”�¡�¸�•�È�^"g�Â�b�r�r�[�8�•�‡6ë>&�(�"�)>'�†�æ
���[�A�r�M���G�G�[�æ���K�S�ì6ë�D7H�_�?4)�M�•�\�
�¥�å�¯�î�Ý�c+¬�·$×�_�©�Õ�µ�º  �²�˜�å�K�r�M��

[Console Timeout] �Ç�•�î�Ý�»�_�‡6ë�†
°�Š�K�r�M���±�–�Ò�”�˜�º�‡6ë�†0¿���K�^�8���œ�c  0 �†
°�Š�K
�r�M���¹�Ç�›�Ý�º�Í�c  0 �[�M

priority �Ç�™�î�Ý�œ�î�Â�î  �É�Û�–�œ�Ü�¸�•�†  [pri]>&�É�Û�–�Ð�Ü>'�r�S�c  [sec]>&�­
�•�å�²�Ü>'�\�K�Z/²&g�K�r�M��

state /æ*(�b�º�Û�Ç�•�µ�¡3û4#"g�Â�†/²&g�K�r�M��"g�Â�_6õ�K�Z���b�Í�@/²&g�I
�€�r�M��

• [act]>8�Ç�™�î�Ý�œ�î�Â�î�@�–�¿�î�È�Ý�[�6�~�
/æ*(�[�c�º�Û�Ç�•�µ�¡
�†�”�¡�¸�•�È�_3û4#�I�O�Z�8�r�M��

• [stby]>8�Ç�™�î�Ý�œ�î�Â�î�c�–�¿�î�È�Ý�[�M���Ø�½�µ�º�c�º�Û�Ç�•�µ�¡
�†3û4#�I�O�Z�8�r�O�‡���«�±�å�Â�–�
�»�K�
�r�S�c�Ú�b8��”�¡�¸�•�È
"g�Â�[�M��

• [actNoFailove]>8�Ç�™�î�Ý�œ�î�Â�î�c�¹�•�­�î�È�Ý�[�6�~�
/æ*(�[�c�º
�Û�Ç�•�µ�¡�†�”�¡�¸�•�È�_3û4#�I�O�Z�8�r�M��

• [stbyNoFailover]>8�Ç�™�î�Ý�œ�î�Â�î�c�¹�•�­�î�È�Ý�[�6�~�
/æ*(�[�c
�º�Û�Ç�•�µ�¡�†3û4#�I�O�Z�8�r�O�‡���G�€�c�
�«�±�å�Â�–  �Ø�½�µ�º�[
�K�A�8�Í�†�V�G�•�–�å�±�î�Ç�™�–�«7€���@$Î#Õ�K�S�\�A�_#Õ�L�•�G�\
�@�6�~�r�M��

�Ç�“�–�”�˜�›�î�Ý  �Ô�î�» �­�Ÿ�×�Ü�¸�•  �¥�å�¸�Ÿ�«�º

�Ý�î�¸�µ�» 3ñ4# �©�å�¢�Ý

�Ð�Ý�³

�¥�å�¸�Ÿ�«
�º �©�«�¸�Ò

• • • — •
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�Ô�î�»

���b/²�c�
�G�b�µ+��†�Q#Ý�[�A�•�Ô�î�»�†&g�K�S�v�b�[�M��

�­�Ÿ�×�”  �©�™�Ý

[Secure Shell] �Ì�–�å�[�c�
 SSH �É�ß�º�¥�Ý�†�Q#Ý�K�S'ö#.�”�¡�­�«% $×�[�b�­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”
�å�«�l�b�K)F�†"I���b�Í�«�º�r�S�c�¿�µ�º�á�î�¡�_�T�E0Á�•�M�•�Ý�î�Ý�†0¿���[�A�r�M���Ý�î�Ý�[�c�

"I���b  IP �”�»�Þ�«�\�¿�µ�º�Ð�«�¡�l�b  SSH �”�¡�­�«�@�D7H�I�€�r�M���G�b�Ý�î�Ý�_ =�Ð�M�•  SSH �K
)F0è/œ�c�
 AAA �§�î�Â�r�S�c  Telnet �Ã�«�á�î�»�_�|�W�Z1�0É�I�€�•�²0[�@�6�~�r�M��

[Monitoring] > [Administration] > [Secure Shell Sessions] �†�Q#Ý�K�Z SSH �­�µ�©�Ù�å�†�Ô�½�±�[�A�r
�M��

�Ç�•�î�Ý�»

[Secure Shell] �Ì�–�å�_�c���b�Ç�•�î�Ý�»�@/²&g�I�€�r�M��

• [Allowed SSH Versions]>8�­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�_�|�W�Z�w�E
°�€�}�€�•  SSH �b�Â�î�ª�Ù
�å�†�D7H�K�r�M���¹�Ç�›�Ý�º�[�c�
 SSH �Â�î�ª�Ù�å  1 �K)F�>�|�g  SSH �Â�î�ª�Ù�å  2 �K)F�@�w�E
°
�€�}�€�r�M��

• [Timeout (minutes)]>8�­�Ÿ�×�”  �©�™�Ý �­�µ�©�Ù�å�@�­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�_�|�W�Z6â�L�}
�€�•�S�_�”�–�»�Ý"g�Â�[�8�}�€�•�ì6ë>&�(�"�)>'�†  1 >|  60 �[/²&g�K�r�M���¹�Ç�›�Ý�º�c  5 �(�[�M��

• [SSH Access Rule]>8SSH �†�Q#Ý�K�Z�­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�_�”�¡�­�«�M�•�G�\�†0Á�•�M�•
�Í�«�º�\�¿�µ�º�á�î�¡�†/²&g�K�r�M���G�b�¸�î�È�Ý�b/œ�†�²�È�Ý�¡�Ü�µ�¡�M�•�\�
4E�¥�K�S�š�å�º
�Ü�b  [Edit SSH Configuration] �²�–�”�ß�¢�Î�µ�¡�«�@6ä�A�r�M��

– [Interface]>8SSH �K)F�†0Á�•�M�•�­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«  �–�å�±�î�Ç�™�–�«�b�¡�S�†/²
&g�K�r�M��

– [IP Address]>8�æ���K�S�–�å�±�î�Ç�™�–�«�†�Ó�K�Z�G�b�­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�l�b�K)F
�†0Á�•�I�€�Z�8�•�›�Í�«�º�r�S�c�¿�µ�º�á�î�¡�b  IP �”�»�Þ�«�†/²&g�K�r�M��

– [Mask]>8�æ���K�S�–�å�±�î�Ç�™�–�«�†�Ó�K�Z�G�b�­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�l�b�K)F�@0Á
�•�I�€�Z�8�•�›�Í�«�º�r�S�c�¿�µ�º�á�î�¡�b  IP �”�»�Þ�«�b�¿�µ�º�Ð�«�¡�†/²&g�K�r�M��

• [Add]>8[Add SSH Configuration] �²�–�”�ß�¢�Î�µ�¡�«�@6ä�A�r�M��

• [Edit]>8[Edit SSH Configuration] �²�–�”�ß�¢�Î�µ�¡�«�@6ä�A�r�M��

• [Delete]>84E�¥�K�S SSH �”�¡�­�«  �Ý�î�Ý�†�P7V�K�r�M��

�Ô�î�»

���b/²�c�
�G�b�µ+��†�Q#Ý�[�A�•�Ô�î�»�†&g�K�S�v�b�[�M��

�Ç�“�–�”�˜�›�î�Ý  �Ô�î�» �­�Ÿ�×�Ü�¸�•  �¥�å�¸�Ÿ�«�º

�Ý�î�¸�µ�» 3ñ4# �©�å�¢�Ý

�Ð�Ý�³

�¥�å�¸�Ÿ�«
�º �©�«�¸�Ò

• • • — •
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Add/Edit SSH Configuration

[Add SSH Configuration] �²�–�”�ß�¢�Î�µ�¡�«�[�c�
�Ý�î�Ý  �¸�î�È�Ý�_�‚0d�b  SSH �”�¡�­�«  �Ý�î�Ý�†
3ã�•�[�A�r�M�� [Edit SSH Configuration] �²�–�”�ß�¢�Î�µ�¡�«�[�c�
�¤�Ñ�b�Ý�î�Ý�†�š�f�[�A�r�M��

�Ç�•�î�Ý�»

• [Interface]>8SSH �K)F�†0Á�•�M�•�­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«  �–�å�±�î�Ç�™�–�«�b�¡�S�†�æ���K
�r�M��

• [IP Address]>8�­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�\�b  SSH �K)F�b&�'g�†0Á�•�I�€�•�Í�«�º�r�S�c�¿�µ
�º�á�î�¡�b  IP �”�»�Þ�«�†�æ���K�r�M��

• [Mask]>8�­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�\�b  SSH �K)F�b&�'g�†0Á�•�I�€�•�Í�«�º�r�S�c�¿�µ�º�á�î
�¡�b�¿�µ�º�Ð�«�¡��

�Ô�î�»

���b/²�c�
�G�b�µ+��†�Q#Ý�[�A�•�Ô�î�»�†&g�K�S�v�b�[�M��

Telnet

[Telnet] �Ì�–�å�[�c�
 ASDM �†��/œ�K�Z�8�•"I���b�Í�«�º�r�S�c�¿�µ�º�á�î�¡�T�E�@  Telnet �É�ß�º�¥
�Ý�†�Q#Ý�K�Z�­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�_�K)F�[�A�•�Ý�î�Ý�†0¿���K�r�M��

�G�b�Ý�î�Ý�[�c�
�­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«  �–�å�±�î�Ç�™�–�«�†�Ó�K�S"I���b  IP �”�»�Þ�«�>�|�g
�¿�µ�º�Ð�«�¡�l�b'ö#.  Telnet �”�¡�­�«�@�D7H�I�€�r�M���G�b�Ý�î�Ý�_ =�Ð�M�•�K)F0è/œ�c�
0¿���í�s
�b  AAA �§�î�Â�r�S�c  Telnet �Ã�«�á�î�»�_�|�W�Z1�0É�I�€�•�²0[�@�6�~�r�M�� Telnet �­�µ�©�Ù�å�c�

[Monitoring] > [Telnet Sessions] �†�Q#Ý�K�Z�Ô�½�±�[�A�r�M��

>&�@>' �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ç�“�–�Ý�_�c�Q�€�|�~�¨�C�µ�r�€�r�M�@�
�©�å�¢�Ý�¥�å�¸�Ÿ�«�º  �Ô�î�»�[� 
�ì�_�”�¡�¸�•�È�_�^�€�•  Telnet �­�µ�©�Ù�å�c  5 �X�b�s�[�M���Ð�Ý�³�¥�å�¸�Ÿ�«�º  �Ô�î�»�[�c�
�¥�å�¸
�Ÿ�«�º�H�\�_  5 �X�b  Telnet �­�µ�©�Ù�å�b�s�@�”�¡�¸�•�È�_�^�€�r�M��

�Ç�•�î�Ý�»

[Telnet] �Ì�–�å�_�c���b�Ç�•�î�Ý�»�@/²&g�I�€�r�M��

�Ç�“�–�”�˜�›�î�Ý  �Ô�î�» �­�Ÿ�×�Ü�¸�•  �¥�å�¸�Ÿ�«�º

�Ý�î�¸�µ�» 3ñ4# �©�å�¢�Ý

�Ð�Ý�³

�¥�å�¸�Ÿ�«
�º �©�«�¸�Ò

• • • • —

�Ç�“�–�”�˜�›�î�Ý  �Ô�î�» �­�Ÿ�×�Ü�¸�•  �¥�å�¸�Ÿ�«�º

�Ý�î�¸�µ�» 3ñ4# �©�å�¢�Ý

�Ð�Ý�³

�¥�å�¸�Ÿ�«
�º �©�«�¸�Ò

• • • • —
13-6
ASDM �Ø�î�¨  �ž�–�»

OL-14981-01-J



 

'¨  13 'v       'ö#.�”�¡�­�«�b0¿��
  �¥�Ð�å�»�Û�–�å
Telnet �Ý�î�Ý  �¸�î�È�Ý>8

• [Interface]>8Telnet �K)F�†0Á�•�M�•�­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«  �–�å�±�î�Ç�™�–�«>& ASDM �†��
/œ�K�Z�8�•  PC �r�S�c�á�î�¡�«�¸�î�©�Ù�å�@�6�•�–�å�±�î�Ç�™�–�«>'�b�¡�S�†/²&g�K�r�M��

• [IP Address]>8�æ���K�S�–�å�±�î�Ç�™�–�«�†�Ó�K�Z�G�b�­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�l�b�K)F�†0Á
�•�I�€�Z�8�•�›�Í�«�º�r�S�c�¿�µ�º�á�î�¡�b  IP �”�»�Þ�«�†/²&g�K�r�M��

>&�@>' �G�€�c�
�­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«  �–�å�±�î�Ç�™�–�«�b  IP �”�»�Þ�«�[�c�6�~�r�O�‡��

• [Netmask]>8�æ���K�S�–�å�±�î�Ç�™�–�«�†�Ó�K�Z�G�b�­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�l�b�K)F�†0Á�•
�I�€�Z�8�•�›�Í�«�º�r�S�c�¿�µ�º�á�î�¡�b  IP �”�»�Þ�«�b�¿�µ�º�Ð�«�¡�†/²&g�K�r�M��

>&�@>' �G�€�c�
�­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«  �–�å�±�î�Ç�™�–�«�b  IP �”�»�Þ�«�[�c�6�~�r�O�‡��

• [Timeout]>8Telnet �­�µ�©�Ù�å�@�­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�_�|�W�Z6â�L�}�€�•�S�_�”�–�»�Ý"g
�Â�[�8�}�€�•�ì6ë>&�(�"�)>'�†  1 >|  60 �[/²&g�K�r�M���¹�Ç�›�Ý�º�c  5 �(�[�M��

• [Add]>8[Add Telnet Configuration] �²�–�”�ß�¢�Î�µ�¡�«�@6ä�A�r�M��

• [Edit]>8[Edit Telnet Configuration] �²�–�”�ß�¢�Î�µ�¡�«�@6ä�A�r�M��

• [Delete]>84E�¥�K�S�”�–�¸�Ò�†�P7V�K�r�M��

• [Apply]>8ASDM �[�b�š�f
Æ���†�­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�_3æ�™�K�
��/œ�¥�å�Ç�•� �×�Þ�î
�©�Ù�å�_4:#Ý�K�r�M�� [Save] �†�¡�Ü�µ�¡�M�•�\�
��/œ�¥�å�Ç�•� �×�Þ�î�©�Ù�å�b�¥�Æ�î�@�Ç�Û�µ
�©�×  �Ó�Ô�Ü�_�i�A3¸�r�€�r�M����/œ�¥�å�Ç�•� �×�Þ�î�©�Ù�å�b�¥�Æ�î�†�Ç�Û�µ�©�×  �Ó�Ô�Ü�
 TFTP 
�§�î�Â�
�r�S�c�Ç�™�î�Ý�œ�î�Â�î  �«�±�å�Â�–/æ*(�_�i�A3¸�t�_�c�
 [File] �Ó�½�×�î�†�Q#Ý�K�r�M��

• [Reset]>8�š�f
Æ���†%Ú� �K�Z�
�š�f�S�_/²&g�I�€�Z�8�S�_���
�r�S�c  [Refresh] �x  [Apply]  �†�q�‹
�_�¡�Ü�µ�¡�K�S�ì!l�b/²&g�_���_�`�K�r�M���Ü�­�µ�º�‹�
 [Refresh] �†�Q#Ý�K�Z�
#'�~�b��/œ�¥�å
�Ç�•� �×�Þ�î�©�Ù�å�b�_���@/²&g�I�€�Z�8�•�G�\�†&�1��K�r�M��

�Ô�î�»

���b/²�c�
�G�b�µ+��†�Q#Ý�[�A�•�Ô�î�»�†&g�K�S�v�b�[�M��

Add/Edit Telnet Configuration

Telnet �Ý�î�Ý�b3ã�•

Telnet �Ý�î�Ý  �¸�î�È�Ý�_�Ý�î�Ý�†3ã�•�M�•�_�c�
���b�m8p�†��/œ�K�r�M��

1. [Add] �Î�±�å�†�¡�Ü�µ�¡�K�
 [Telnet] > [Add] �²�–�”�ß�¢�Î�µ�¡�«�†6ä�A�r�M��

2. [Interface] �†�¡�Ü�µ�¡�K�
�­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«  �–�å�±�î�Ç�™�–�«�†�Ý�î�Ý  �¸�î�È�Ý�_3ã
�•�K�r�M��

3. [IP Address] �Î�µ�¡�«�_�
�G�b�­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«  �–�å�±�î�Ç�™�–�«�†�Ó�K�S  Telnet �”
�¡�­�«�†0Á�•�M�•�
 ASDM �†��/œ�p�b�Í�«�º�b  IP �”�»�Þ�«�†
°�Š�K�r�M��

�Ç�“�–�”�˜�›�î�Ý  �Ô�î�» �­�Ÿ�×�Ü�¸�•  �¥�å�¸�Ÿ�«�º

�Ý�î�¸�µ�» 3ñ4# �©�å�¢�Ý

�Ð�Ý�³

�¥�å�¸�Ÿ�«
�º �©�«�¸�Ò

• • • • —
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>&�@>' �G�€�c�
�­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«  �–�å�±�î�Ç�™�–�«�b  IP �”�»�Þ�«�[�c�6�~�r�O�‡��

4. [Mask] �Ü�«�º�[�
 Telnet �”�¡�­�«�†0Á�•�M�•  IP �”�»�Þ�«�b�¿�µ�º�Ð�«�¡�†4E�¥�r�S�c
°�Š�K�r
�M��

>&�@>' �G�€�c�
�­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«  �–�å�±�î�Ç�™�–�«�b  IP �”�»�Þ�«�b�Ð�«�¡�[�c�6�~�r�O
�‡��

5. �S�b�Ì�–�å�_�`�•�_�c�
���†�¡�Ü�µ�¡�K�r�M��

• [OK]>8�š�f
Æ���†�w�E
°�€�Z�
�S�b�Ì�–�å�_�`�~�r�M��   

• [Cancel]>8�š�f
Æ���†%Ú� �K�Z�
�S�b�Ì�–�å�_�`�~�r�M��   

• [Help]>80ò(ý�_���†/²&g�K�r�M��   

Telnet �Ý�î�Ý�b)…7Ÿ

Telnet �Ý�î�Ý  �¸�î�È�Ý�b�Ý�î�Ý�†)…7Ÿ�M�•�_�c�
���b�m8p�†��/œ�K�r�M��

1. [Edit] �†�¡�Ü�µ�¡�K�
 [Telnet] > [Edit] �²�–�”�ß�¢�Î�µ�¡�«�†6ä�A�r�M��

2. [Interface] �†�¡�Ü�µ�¡�K�
�Ý�î�Ý  �¸�î�È�Ý�?�}�­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«  �–�å�±�î�Ç�™�–�«�†
4E�¥�K�r�M��

3. [IP Address] �Ç�•�î�Ý�»�_�
�G�b�­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«  �–�å�±�î�Ç�™�–�«�†�Ó�K�S  Telnet 
�”�¡�­�«�†0Á�•�M�•�
 ASDM �†��/œ�p�b�Í�«�º�b  IP �”�»�Þ�«�†
°�Š�K�r�M��

>&�@>' �G�€�c�
�­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«  �–�å�±�î�Ç�™�–�«�b  IP �”�»�Þ�«�[�c�6�~�r�O�‡��

4. [Mask] �Ü�«�º�[�
 Telnet �”�¡�­�«�†0Á�•�M�•  IP �”�»�Þ�«�b�¿�µ�º�Ð�«�¡�†4E�¥�r�S�c
°�Š�K�r
�M��

>&�@>' �G�€�c�
�­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«  �–�å�±�î�Ç�™�–�«�b  IP �”�»�Þ�«�b�Ð�«�¡�[�c�6�~�r�O
�‡��

5. �S�b�˜�•�å�»�˜�_�`�•�_�c�
���b�8�N�€�?�b�Î�±�å�†�¡�Ü�µ�¡�K�r�M��

• [OK]>8�š�f
Æ���†�w�E
°�€�Z�
�S�b�Ì�–�å�_�`�~�r�M��   

• [Cancel]>8�š�f
Æ���†%Ú� �K�Z�
�S�b�Ì�–�å�_�`�~�r�M��   

• [Help]>80ò(ý�_���†/²&g�K�r�M��   

Telnet �Ý�î�Ý�b�P7V

Telnet �¸�î�È�Ý�?�}�Ý�î�Ý�†�P7V�M�•�_�c�
���b�m8p�†��/œ�K�r�M��

1. Telnet �Ý�î�Ý  �¸�î�È�Ý�?�}�Ý�î�Ý�†4E�¥�K�r�M��

2. [Delete] �†�¡�Ü�µ�¡�K�r�M��
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�š�f�b4:#Ý  
[Add]�
 [Edit]�
�r�S�c  [Delete] �†�Q#Ý�K�Z�¸�î�È�Ý�_�•�<�S�š�f
Æ���c�
��/œ�¥�å�Ç�•� �×�Þ�î�©�Ù
�å�_�S�T�U�_4:#Ý�I�€�•�ƒ�E�[�c�6�~�r�O�‡���š�f
Æ���†4:#Ý�r�S�c�ë� �M�•�_�c�
���b�8�N�€�?�b�Î
�±�å�†�¡�Ü�µ�¡�K�r�M��

1. [Apply]>8ASDM �[�b�š�f
Æ���†�­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�_3æ�™�K�
��/œ�¥�å�Ç�•� �×�Þ�î
�©�Ù�å�_4:#Ý�K�r�M��   [Save] �†�¡�Ü�µ�¡�M�•�\�
��/œ�¥�å�Ç�•� �×�Þ�î�©�Ù�å�b�¥�Æ�î�@�Ç�Û�µ
�©�×  �Ó�Ô�Ü�_�i�A3¸�r�€�r�M����/œ�¥�å�Ç�•� �×�Þ�î�©�Ù�å�b�¥�Æ�î�†�Ç�Û�µ�©�×  �Ó�Ô�Ü�
 TFTP 
�§�î�Â�
�r�S�c�Ç�™�î�Ý�œ�î�Â�î  �«�±�å�Â�–/æ*(�_�i�A3¸�t�_�c�
 [File] �Ó�½�×�î�†�Q#Ý�K�r�M��

2. [Reset]>8�š�f
Æ���†%Ú� �K�Z�
�š�f�S�_/²&g�I�€�Z�8�S�_���
�r�S�c  [Refresh] �x  [Apply]  �†�q�‹
�_�¡�Ü�µ�¡�K�S�ì!l�b/²&g�_���_�`�K�r�M��   �Ü�­�µ�º�‹�
 [Refresh] �†�Q#Ý�K�Z�
#'�~�b��/œ�¥�å
�Ç�•� �×�Þ�î�©�Ù�å�b�_���@/²&g�I�€�Z�8�•�G�\�†&�1��K�r�M��

�Ç�•�î�Ý�»

• [Interface Name]>8�­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�l�b  Telnet �”�¡�­�«�†0Á�•�M�•�–�å�±�î�Ç�™�–�«
�†4E�¥�K�r�M��

• [IP Address]>8�­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�l�b  Telnet �K)F�@0Á�•�I�€�S�Í�«�º�r�S�c�¿�µ�º�á�î
�¡�b  IP �”�»�Þ�«�†
°�Š�K�r�M��

• [Mask]>8�­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�l�b  Telnet �K)F�@0Á�•�I�€�S�Í�«�º�r�S�c�¿�µ�º�á�î�¡�b
�§�È�¿�µ�º  �Ð�«�¡�†
°�Š�K�r�M��

• [OK]>8�š�f
Æ���†�w�E
°�€�Z�
�S�b�Ì�–�å�_�`�~�r�M��

• [Cancel]>8�š�f
Æ���†%Ú� �K�Z�
�S�b�Ì�–�å�_�`�~�r�M��

• [Help]>80ò(ý�_���†/²&g�K�r�M��

�Ô�î�»

���b/²�c�
�G�b�µ+��†�Q#Ý�[�A�•�Ô�î�»�†&g�K�S�v�b�[�M��

File Access
�G�b8o�[�c�
�Ç�“�–�Ý  �”�¡�­�«�µ+��_�X�8�Z1��Â�K�r�M�����b8o% �†�v�~�V�F�r�M��

• �� FTP �¡�Û�–�”�å�º�� >&P.13-10>'

• ���­�Ÿ�×�”  �¥�Æ�î�� >&P.13-10>'

• �� TFTP Client��>&P.13-11>'

• �� Mount Points��>&P.13-12>'

�Ç�“�–�”�˜�›�î�Ý  �Ô�î�» �­�Ÿ�×�Ü�¸�•  �¥�å�¸�Ÿ�«�º

�Ý�î�¸�µ�» 3ñ4# �©�å�¢�Ý

�Ð�Ý�³

�¥�å�¸�Ÿ�«
�º �©�«�¸�Ò
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FTP �¡�Û�–�”�å�º

[FTP Mode] �Ì�–�å�[�c�
 FTP �Ô�î�»�†�”�¡�¸�•�È�r�S�c�Ã�µ�©�È�\�K�Z0¿���[�A�r�M���­�Ÿ�×�Ü�¸�•  
�”�É�Û�–�”�å�«�[�c�
 FTP �§�î�Â�\�b6ë�[�
�–�Ó�î�ª  �Ç�“�–�Ý�x�¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ç�“�–�Ý�b
�”�µ�É�ß�î�»�>�|�g�²�˜�å�ß�î�»�†��/œ�[�A�r�M���Ã�µ�©�È  FTP �[�c�
�¡�Û�–�”�å�º�c�D�š�K)F�>�|
�g�¹�î�±�K)F�b�g�‰�†6ä���K�r�M���Ã�µ�©�È  �Ô�î�»�[�c�¹�î�±�K)F�b�w�E
°�€
��\�^�•�§�î�Â�c�
�Ò
�G�b"I���b�K)F�_�>�8�Z�Ü�µ�«�å�M�•�Ï�î�º$��•�†�Â'Å�\�K�Z3É�K�r�M��

�Ç�•�î�Ý�»

• [Specify FTP mode as passive]>8FTP �Ô�î�»�†�”�¡�¸�•�È�r�S�c�Ã�µ�©�È�\�K�Z0¿���K�r�M��

�Ô�î�»

���b/²�c�
�G�b�µ+��†�Q#Ý�[�A�•�Ô�î�»�†&g�K�S�v�b�[�M��

�­�Ÿ�×�”  �¥�Æ�î

[Secure Copy] �Ì�–�å�[�c�
�­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�b�­�Ÿ�×�”  �¥�Æ�î  �§�î�Â�†�–�¿�î�È�Ý�_�[
�A�r�M�� SSH �_�|�•�­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�l�b�”�¡�­�«�†0Á�•�I�€�S�¡�Û�–�”�å�º�T�E�@�
�­
�Ÿ�×�”  �¥�Æ�î�K)F�†&�'g�[�A�r�M��

�D7H�¦8o

�­�Ÿ�×�”  �¥�Æ�î  �§�î�Â�b�G�b��/æ�_�c�
���b�D7H�@�6�~�r�M��

• �§�î�Â�c�­�Ÿ�×�”  �¥�Æ�î�b�K)F�†�w�E
°�€�r�S�c)
�¢�[�A�r�M�@�
6ä���c�[�A�r�O�‡��

• �§�î�Â�_�c�¹�•�Þ�¡�º�Ü  �§�Ï�î�º�@�6�~�r�O�‡���Q�b�S�u�
�Ü�Ô�î�º  �¡�Û�–�”�å�º  �”�¡�­�«�[�­
�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�b
Æ4Š�Ç�“�–�Ý�g!·�c�[�A�r�O�‡��

• �§�î�Â�[�c�Â�¼�î�@�§�Ï�î�º�I�€�r�O�‡��

• �§�î�Â�[�c�á�–�Ý�»�•�î�»�@�§�Ï�î�º�I�€�r�O�‡��

• SSH �Â�î�ª�Ù�å  2 �K)F�†�§�Ï�î�º�M�•�_�c�
�­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�b�Û�–�­�å�«�_  
VPN-3DES-AES �µ+��@�²0[�[�M��

�Ç�•�î�Ý�»

• [Enable Secure Copy Server]>8�­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�b�­�Ÿ�×�”  �¥�Æ�î  �§�î�Â�†�–�¿�î�È
�Ý�_�M�•�_�c�
�G�b�³�™�µ�¡�Î�µ�¡�«�†�œ�å�_�K�r�M��

�Ô�î�»

���b/²�c�
�G�b�µ+��†�Q#Ý�[�A�•�Ô�î�»�†&g�K�S�v�b�[�M��

�Ç�“�–�”�˜�›�î�Ý  �Ô�î�» �­�Ÿ�×�Ü�¸�•  �¥�å�¸�Ÿ�«�º

�Ý�î�¸�µ�» 3ñ4# �©�å�¢�Ý

�Ð�Ý�³

�¥�å�¸�Ÿ�«
�º �©�«�¸�Ò
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  File Access
TFTP Client

�G�b�Ì�–�å�[�c�
�­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�@  TFTP �¡�Û�–�”�å�º�\�K�Z�µ+��M�•�|�:�_0¿���[�A
�r�M��

>&�@>' �G�b�Ì�–�å�[�§�î�Â�_�Ç�“�–�Ý�†�i�A3¸�t�G�\�c�6�~�r�O�‡���G�b�Ì�–�å�[�­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”
�å�«�†  TFTP �¡�Û�–�”�å�º�[�Q#Ý�[�A�•�|�:�_0¿���K�Z�?�}�
 [File] > [Save Running Configuration to 
TFTP Server] �†�¡�Ü�µ�¡�K�r�M��

TFTP �§�î�Â�\�­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«

TFTP �c�
�"(ç�^�¡�Û�–�”�å�º / �§�î�Â  �Ç�“�–�Ý3?3æ�É�ß�º�¥�Ý�[�
 RFC783 �>�|�g  RFC1350 Rev. 2 
�[0d���I�€�Z�8�r�M���G�b�Ì�–�å�[�­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�†  TFTP �¡�Û�–�”�å�º �\�K�Z0¿���M
�•�\�
�Q�b��/œ�¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ç�“�–�Ý�b�¥�Æ�î�†  TFTP �§�î�Â �l3?3æ�[�A�•�|�:�_�^�~�r
�M��0¿���c�
 [File] > [Save Running Configuration to TFTP Client or Tools] > [Command Line 
Interface] �[/œ�8�r�M���G�€�_�|�~�
�¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ç�“�–�Ý�†�Â�µ�¡�”�µ�É�K�
�Q�€�}�†0

�X�b�­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�_�É�ß�Ã�¤�î�º�[�A�r�M��

�G�b�Ì�–�å�[�c�
 TFTP �¡�Û�–�”�å�º�b  IP �”�»�Þ�«�†�æ���M�•���œ�c  configure net �¥�Ð�å�»�†�Q#Ý
�K�
��/œ�¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ç�“�–�Ý�@�i�A3¸�r�€�•�§�î�Â�b�–�å�±�î�Ç�™�–�«�>�|�g�Ã�«�r�S
�c�Ç�“�–�Ý�¡�†�æ���M�•���œ�c�
 tftp-server �¥�Ð�å�»�†�Q#Ý�K�r�M���G�b�_���@��/œ�¥�å�Ç�•� �×
�Þ�î�©�Ù�å�_4:#Ý�I�€�•�\�
 ASDM �b  [File] > [Save Running Configuration to TFTP client] �[  copy �¥
�Ð�å�»�†�Q#Ý�K�Z�Ç�“�–�Ý3?3æ�†��/œ�[�A�r�M��

�­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�[�§�Ï�î�º�I�€�•  TFTP �¡�Û�–�”�å�º�c  1 �X�T�E�[�M�� TFTP �¡�Û�–�”�å
�º�b�Ç�Ý  �Ã�«�c�
 [Configuration] > [Device Management] > [Management Access] > [File Access] > 
[TFTP Client] �[�æ���K�r�M���G�b0¿���†/œ�<�d�
�Q�€�è7F�c  CLI �b  configure net �¥�Ð�å�»�>�|�g  
copy �¥�Ð�å�»�[�
�¥�ß�å>& :>'�†�Q#Ý�K�S  IP �”�»�Þ�«�†�æ���[�A�r�M���S�T�K�
�­�Ÿ�×�Ü�¸�•  �”�É�Û
�–�”�å�«�\  TFTP �¡�Û�–�”�å�º�b3û�™�_�²0[�\�^�•�p6ë�¹�Â�–�«�b1�0É�x0¿���c�
�G�b�µ+��\�c�9�_/œ
�ƒ�€�r�M��

show tftp-client �¥�Ð�å�»�[�
#'�~�b�¥�å�Ç�•� �×�Þ�î�©�Ù�å�_�µ�r�€�Z�8�•  tftp-client  �¥�Ð�å�»  �«
�¸�î�º�Ó�å�º�†�M0t/²&g�[�A�r�M�� no tftp client �¥�Ð�å�»�[�
�¡�Û�–�”�å�º�l�b�”�¡�­�«�†�¹�•�­�î
�È�Ý�_�K�r�M��

�Ç�•�î�Ý�»

[TFTP] �Ì�–�å�_�c���b�Ç�•�î�Ý�»�@�6�~�r�M��

• [Enable]>8�¥�å�Ç�•� �×�Þ�î�©�Ù�å
Æ�b  TFTP �¡�Û�–�”�å�º0¿���†4E�¥�>�|�g�–�¿�î�È�Ý�_�M�•��
�œ�_�¡�Ü�µ�¡�K�r�M��

• [Interface Name]>8�G�€�}�b  TFTP �¡�Û�–�”�å�º0¿���†�Q#Ý�M�•�­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«  �–�å
�±�î�Ç�™�–�«�b�¡�S�†4E�¥�K�r�M��

• [IP Address]>8TFTP �§�î�Â�b  IP �”�»�Þ�«�†
°�Š�K�r�M��

�Ç�“�–�”�˜�›�î�Ý  �Ô�î�» �­�Ÿ�×�Ü�¸�•  �¥�å�¸�Ÿ�«�º

�Ý�î�¸�µ�» 3ñ4# �©�å�¢�Ý

�Ð�Ý�³

�¥�å�¸�Ÿ�«
�º �©�«�¸�Ò
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  File Access
• [Path]>8TFTP �¡�Û�–�”�å�º�b�Ã�«�†
°�Š�K�r�M��
›8Œ�_�«�Û�µ�©�×>& />'�†�Ü�E�
�q�‹�_�Ç�“�–�Ý
�¡�†�æ���K�r�M���G�G�_��/œ�¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ç�“�–�Ý�@�i�A3¸�r�€�r�M��

TFTP �¡�Û�–�”�å�º�b�Ã�«�b�[>8 /tftpboot/ �­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�« /config3

>&�@>' �Ã�«�b
›8Œ�_�c�²�N�«�Û�µ�©�×>& />'�†�Ü�E�r�M��

0ò(ý�_��

TFTP �b0ò(ý�_�X�8�Z�c�
�Q#Ý�K�Z�8�•�¯�Ç�º�˜�™�”  �Â�î�ª�Ù�å�b�­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�b�•
/¡�Ð�½�×�”�Ý�†�g!·�K�Z�C�T�I�8��

�Ô�î�»

���b/²�c�
�G�b�µ+��†�Q#Ý�[�A�•�Ô�î�»�†&g�K�S�v�b�[�M��

Mount Points

[Mount Points] �¸�î�È�Ý�_�c�
#'�~�Ç�“�–�Ý  �”�¡�­�«#Ý�_0¿���I�€�Z�8�•
¹3û�–�å�±�î�¿�µ�º  �Ç�“�–
�Ý �©�«�¸�Ò>& CIFS>'�>�|�g�Ç�“�–�Ý3?3æ�É�ß�º�¥�Ý>& FTP>'�b�Ð�˜�å�º  �Ï�–�å�º�@/²&g�I�€�r�M��

�Ð�˜�å�º  �Ï�–�å�º�†3ã�•�
�š�f�
�r�S�c�P7V�M�•�_�c�
���b�8�N�€�?�b�ï�8�†��/œ�K�r�M��

• �Ð�˜�å�º  �Ï�–�å�º�†3ã�•�M�•�_�c�
 [Add] > [CIFS Mount Point] �r�S�c  [Add] > [FTP Mount Point] 
�†4E�¥�K�r�M���Ã�Û�Ó�î�±�b0ò(ý�_�X�8�Z�c�
 �� [Add or Edit FTP Mount Point] �²�–�”�ß�¢�Î�µ�¡
�«�b�Ç�•�î�Ý�»�� >&P.13-13>' �r�S�c �� [Add or Edit FTP Mount Point] �²�–�”�ß�¢�Î�µ�¡�«�b�Ç�•�î
�Ý�»�� >&P.13-13>' �†�g!·�K�Z�C�T�I�8��

• �Ð�˜�å�º  �Ï�–�å�º�†�š�f�M�•�_�c�
�¸�î�È�Ý�[�š�å�º�Ü�†4E�¥�K�
 [Edit] �†�¡�Ü�µ�¡�K�r�M���š�å
�º�Ü�†�²�È�Ý�¡�Ü�µ�¡�K�Z�
�Q�b�š�å�º�Ü�†)…7Ÿ�M�•�G�\�v�[�A�r�M���Ã�Û�Ó�î�±�b0ò(ý�_�X�8�Z
�c�
 �� [Add or Edit FTP Mount Point] �²�–�”�ß�¢�Î�µ�¡�«�b�Ç�•�î�Ý�»�� >&P.13-13>' �r�S�c �� [Add 
or Edit FTP Mount Point] �²�–�”�ß�¢�Î�µ�¡�«�b�Ç�•�î�Ý�»�� >&P.13-13>' �†�g!·�K�Z�C�T�I�8��

• �Ð�˜�å�º  �Ï�–�å�º�†�P7V�M�•�_�c�
�P7V�M�•�š�å�º�Ü�†4E�¥�K�
 [Delete] �†�¡�Ü�µ�¡�K�r�M��

>&�@>' [Delete] �Î�±�å�†�¡�Ü�µ�¡�M�•�\�
�²�–�”�ß�¢�@/²&g�I�€�•�G�\�^�C�
4E�¥�K�S�Ð�˜�å�º  �Ï�–�å�º�@
�S�T�U�_�¸�î�È�Ý�?�}�P7V�I�€�
�æ���K�S�Ç�“�–�Ý  �©�«�¸�Ò�_�”�¡�­�«�[�A�^�C�^�~�r�M��

4:#Ý�\�Ü�­�µ�º���Ç�•�î�Ý�»�Í�_�P�K�Z/œ�W�S3ã�•�x�š�f�c�S�T�U�_#ì8��_�o�Î�I�€�r�M�@�
�Q�€�†�¥
�å�Ç�•� �×�Þ�î�©�Ù�å�_�–�Ñ�M�•�_�c  [Apply] �†�¡�Ü�µ�¡�M�•�²0[�@�6�~�r�M��

[Add or Edit CIFS Mount Point] �²�–�”�ß�¢�Î�µ�¡�«�b�Ç�•�î�Ý�»

[Add or Edit CIFS Mount Point] �²�–�”�ß�¢�Î�µ�¡�«�_�c���b�Ç�•�î�Ý�»�@/²&g�I�€�r�M��

�Ç�“�–�”�˜�›�î�Ý  �Ô�î�» �­�Ÿ�×�Ü�¸�•  �¥�å�¸�Ÿ�«�º

�Ý�î�¸�µ�» 3ñ4# �©�å�¢�Ý

�Ð�Ý�³

�¥�å�¸�Ÿ�«
�º �©�«�¸�Ò
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  File Access
• [Enable mount point]>84E�¥�K�S�Ð�˜�å�º  �Ï�–�å�º�l�b�”�¡�­�«�†�–�¿�î�È�Ý�r�S�c�¹�•�­�î�È�Ý
�_�K�r�M���G�b�œ�É�©�Ù�å�†�œ�å�_�M�•�\�
�­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�b  CIFS �Ç�“�–�Ý  �©�«
�¸�Ò�@ UNIX �Ç�“�–�Ý  �¶�Ü�î�_�”�±�µ�³�I�€�r�M���o�P�_�
�œ�Ç�_�M�•�\�Ð�˜�å�º  �Ï�–�å�º�@�¹
�±�µ�³�I�€�r�M��

• [Mount-Point Name]>8�¤�Ñ�b�Ç�“�–�Ý  �©�«�¸�Ò�b�¡�S�†
°�Š�M�•�?�š�f�K�r�M��

• [Server Name or IP Address]>8CIFS �§�î�Â�b�¦�S��*O�í�s�b�¡�S>&�r�S�c�»�µ�º�Ü�A  10 4
�X�g�'
�b  IP �”�»�Þ�«>'�†
°�Š�K�r�M��

• [Share Name]>8CIFS �§�î�Â
Æ�b�Ç�“�–�Ý  �¹�î�±�_�”�¡�­�«�M�•�S�u�b�§�î�Â
¹�w>&�Ç�›�Ý�²>'�b
�¡�S�†
°�Š�K�r�M��

• [NT Domain Name]>8�¦�S��*O�í�s�b  Windows NT �»�Ó�–�å�¡�†
°�Š�K�r�M���q�±  63 �e�Ð�@0Á�•
�I�€�r�M��

• [User Name]>8�Ç�“�–�Ý  �©�«�¸�Ò�b�Ð�˜�å�º�†0Á�•�I�€�Z�8�•�Ø�î�¨�b�¡�S�†
°�Š�K�r�M��

• [Password]>8�Ç�“�–�Ý  �©�«�¸�Ò�†�Ð�˜�å�º�M�•�S�u�_0Á�•�I�€�Z�8�•�Ã�«�á�î�»�†
°�Š�K�r�M��

• [Confirm Password]>80Á�•�I�€�Z�8�•�Ã�«�á�î�»�†
Ì
°�Š�K�r�M��

�Ô�î�»

���b/²�c�
�G�b�µ+��†�Q#Ý�[�A�•�Ô�î�»�†&g�K�S�v�b�[�M��

[Add or Edit FTP Mount Point] �²�–�”�ß�¢�Î�µ�¡�«�b�Ç�•�î�Ý�»

[Add or Edit FTP Mount Point] �²�–�”�ß�¢�Î�µ�¡�«�_�c���b�Ç�•�î�Ý�»�@�6�~�r�M��

• [Enable mount point]>84E�¥�K�S�Ð�˜�å�º  �Ï�–�å�º�l�b�”�¡�­�«�†�–�¿�î�È�Ý�r�S�c�¹�•�­�î�È�Ý
�_�K�r�M���G�b�œ�É�©�Ù�å�†�œ�å�_�M�•�\�
�­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�b  FTP �Ç�“�–�Ý  �©�«�¸
�Ò�@ UNIX �Ç�“�–�Ý  �¶�Ü�î�_�”�±�µ�³�I�€�r�M���o�P�_�
�³�™�µ�¡�Î�µ�¡�«�†�œ�Ç�_�M�•�\�Ð�˜
�å�º  �Ï�–�å�º�@�¹�±�µ�³�I�€�r�M��

• [Mount-Point Name]>8�¤�Ñ�b  FTP �Ç�“�–�Ý  �©�«�¸�Ò�b�¡�S�†
°�Š�M�•�?�š�f�K�r�M��

• [Server Name or IP Address]>8FTP �Ç�“�–�Ý  �©�«�¸�Ò  �§�î�Â�b�¦�S��*O�í�s�b�¡�S>&�r�S�c�»�µ�º
�Ü�A 10 4
�X�g�'�b  IP �”�»�Þ�«>'�†
°�Š�K�r�M��

• [Mode]>8FTP �Ð�˜�å�º  �œ�É�©�Ù�å�b  FTP 3?3æ�Ô�î�»�†  [Passive] �r�S�c  [Active] �?�}4E�¥�K�r�M��
FTP 3?3æ�Ô�î�»�b0ò(ý�_�X�8�Z�c�
 FTP �¡�Û�–�”�å�º �†�g!·�K�Z�C�T�I�8��

• [Path To Mount]>8FTP �Ç�“�–�Ý  �§�î�Â�l�b�¹�•�Þ�¡�º�Ü  �Ã�«�¡�†
°�Š�K�r�M���«�Ì�î�«�c�Q#Ý�[
�A�r�O�‡��

• [User Name]>8�Ç�“�–�Ý  �©�«�¸�Ò�b�Ð�˜�å�º�†0Á�•�I�€�Z�8�•�Ø�î�¨�b�¡�S�†
°�Š�K�r�M��

• [Password]>8�Ç�“�–�Ý  �©�«�¸�Ò�†�Ð�˜�å�º�M�•�S�u�_0Á�•�I�€�Z�8�•�Ã�«�á�î�»�†
°�Š�K�r�M��

• [Confirm Password]>80Á�•�I�€�Z�8�•�Ã�«�á�î�»�†
Ì
°�Š�K�r�M��

�Ç�“�–�”�˜�›�î�Ý  �Ô�î�» �­�Ÿ�×�Ü�¸�•  �¥�å�¸�Ÿ�«�º

�Ý�î�¸�µ�» 3ñ4# �©�å�¢�Ý

�Ð�Ý�³

�¥�å�¸�Ÿ�«
�º �©�«�¸�Ò
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>&�@>' FTP �Ð�˜�å�º  �Ï�–�å�º�b���œ�
 FTP �§�î�Â�_�c  UNIX �b�¹�•�Þ�¡�º�Ü  �Ü�«�º  �«�±�–�Ý�@�²0[�[�M��
Microsoft FTP �§�î�Â�_�c�
�¹�Ç�›�Ý�º�[  MS-DOS �¹�•�Þ�¡�º�Ü  �Ü�«�º  �«�±�–�Ý�@�6�~�r�M��

�Ô�î�»

���b/²�c�
�G�b�µ+��†�Q#Ý�[�A�•�Ô�î�»�†&g�K�S�v�b�[�M��

ICMP
[ICMP Rules] �Ì�–�å�[�c�
 ICMP �Ý�î�Ý�†�M0t/²&g�M�•�¸�î�È�Ý�†/²&g�K�
�­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”
�å�«�l�b  ICMP �”�¡�­�«�†0Á�•�r�S�c�Ä�°�I�€�•�M�m�Z�b�Í�«�º�r�S�c�¿�µ�º�á�î�¡�b�”�»�Þ�«�†�æ
���K�r�M���G�b�¸�î�È�Ý�†�Q#Ý�K�Z�
�­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�l�b  ICMP �Ó�µ�­�î�ª�b3æ�™�†0Á
�•�r�S�c&—�F�M�•�Í�«�º�x�¿�µ�º�á�î�¡�†3ã�•�r�S�c�š�f�M�•�G�\�@�[�A�r�M��

ICMP �Ý�î�Ý  �Ü�«�º�[�c�
�­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«  �–�å�±�î�Ç�™�–�«�V�[)
�¢�M�•  ICMP �º�Û
�Ç�•�µ�¡�†�D�š�K�r�M�� ICMP �¥�å�º�ß�î�Ý  �Ü�«�º�@0¿���I�€�Z�8�^�8���œ�
�­�Ÿ�×�Ü�¸�•  �”�É�Û�–
�”�å�«�c�¥4Š�–�å�±�î�Ç�™�–�«�†�µ�u�õ�–�b�–�å�±�î�Ç�™�–�«�[)
�¢�M�•�M�m�Z�b  ICMP �º�Û�Ç�•�µ
�¡�†�w�E�Ü�E�r�M���S�T�K�
�­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�c�¹�Ç�›�Ý�º�[�c�È�ß�î�»�Ÿ�Õ�«�º  �”�»�Þ
�«�_3æ�™�I�€�•  ICMP �š�¥�î0[�Ó�_�Â'Å�K�r�O�‡��

>&�@>' [Security Policy] �Ì�–�å�†�Q#Ý�K�Z�
�­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�« )�#ä �[�–1¤�I�€�S�–�å�±�î�Ç�™�–�«
�V�b��
›�_�Ý�î�¸�•�å�¢�I�€�•  ICMP �º�Û�Ç�•�µ�¡�b�”�¡�­�«  �Ý�î�Ý�†0¿���K�r�M��

ICMP �b�?4)�Y+��Ó�µ�­�î�ª  �±�–�É>&type 3>'�b�’7H�c�
�–�_0Á�•�_�M�•�G�\�†�>�È�u�K�r�M�� ICMP 
�?4)�Y+��Ó�µ�­�î�ª�@�Ä�°�I�€�•�\�
 ICMP �Ã�«  MTU �¹�•�«�•�Â�Ü�@�¹�•�­�î�È�Ý�_�^�~�
 IPSec �>
�|�g  PPTP �º�Û�Ç�•�µ�¡�@�õ�F�M�•�•+��ö�@�6�~�r�M���Ã�«  MTU �¹�•�«�•�Â�Ü�b0ò(ý�_�X�8�Z�c�

RFC 1195 �>�|�g  RFC 1435 �†�g!·�K�Z�C�T�I�8��

ICMP �¥�å�º�ß�î�Ý  �Ü�«�º�@0¿���I�€�Z�8�•���œ�
�­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�[�c�q�6�_�M+´�K�S
�²�ó�†  ICMP �º�Û�Ç�•�µ�¡�_4:#Ý�K�
�/;ò$×�_�M�m�Z�†�Ä�°�K�r�M���X�r�~�
�q�6�_�M+´�K�S�š�å�º
�Ü�@0Á�•�š�å�º�Ü�[�6�•���œ�
 ICMP �Ã�£�µ�º�c�,�A)F�A��#.�I�€�r�M���q�6�_�M+´�K�S�š�å�º�Ü�@�Ä
�°�š�å�º�Ü�[�6�•�?�
�š�å�º�Ü�_�M+´�K�^�8���œ�
�­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�_�|�W�Z  ICMP �Ã
�£�µ�º�c%Ú� �I�€�
 syslog �Ó�µ�­�î�ª�@#Õ�B�I�€�r�M���[�¥�c�
 ICMP �¥�å�º�ß�î�Ý  �Ü�«�º�@0¿���I
�€�Z�8�^�8���œ�[�M���Q�b���œ�
 permit  �«�¸�î�º�Ó�å�º�@�6�•�v�b�\0b�^�I�€�r�M��

�Ç�•�î�Ý�»

• [Interface]>8ICMP �”�¡�­�«�@0Á�•�I�€�•�­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�b�–�å�±�î�Ç�™�–�«�†�M0t
/²&g�K�r�M��

• [Action]>8�æ���K�S�¿�µ�º�á�î�¡�r�S�c�Í�«�º�?�}�b  ICMP �w�™�Ó�µ�­�î�ª�†0Á�•�M�•�?�r�S�c�Ä
�°�M�•�?�†/²&g�K�r�M��

�Ç�“�–�”�˜�›�î�Ý  �Ô�î�» �­�Ÿ�×�Ü�¸�•  �¥�å�¸�Ÿ�«�º

�Ý�î�¸�µ�» 3ñ4# �©�å�¢�Ý

�Ð�Ý�³

�¥�å�¸�Ÿ�«
�º �©�«�¸�Ò

• — • — —
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  ICMP
• [IP Address]>8�”�¡�­�«�†0Á�•�r�S�c�Ä�°�M�•�¿�µ�º�á�î�¡�r�S�c�Í�«�º�b  IP �”�»�Þ�«�†�M0t/²&g
�K�r�M��

• [Mask]>8�”�¡�­�«�†0Á�•�I�€�Z�8�•�¿�µ�º�á�î�¡�r�S�c�Í�«�º�_6õ4��Ü�E�}�€�S�¿�µ�º�á�î�¡  �Ð
�«�¡�†�M0t/²&g�K�r�M��

• [ICMP Type]>8�Ý�î�Ý�†4:#Ý�M�•  ICMP �Ó�µ�­�î�ª�b�±�–�É�†�M0t/²&g�K�r�M�� /² 13-1 �_�
�§
�Ï�î�º�I�€�•  ICMP �±�–�É�b�Í�†�M0t/²&g�K�r�M��

• [Add]>8�‚�K�8  ICMP �Ý�î�Ý�†�¸�î�È�Ý�b�q�‹�_3ã�•�M�•�S�u�b  [Add ICMP Rule] �²�–�”�ß�¢�Î�µ
�¡�«�†/²&g�K�r�M��

• [Insert Before]>8ICMP �Ý�î�Ý�†#'�~4E�¥�I�€�Z�8�•�Ý�î�Ý�b�S�_3ã�•�K�r�M��

• [Insert After]>8ICMP �Ý�î�Ý�†#'�~4E�¥�I�€�Z�8�•�Ý�î�Ý�b�‹�_3ã�•�K�r�M��

• [Edit]>84E�¥�K�S�Í�«�º�r�S�c�¿�µ�º�á�î�¡�†)…7Ÿ�M�•�S�u�b  [Edit ICMP Rule] �²�–�”�ß�¢�Î�µ�¡
�«�†/²&g�K�r�M��

• [Delete]>84E�¥�K�S�Í�«�º�r�S�c�¿�µ�º�á�î�¡�†�P7V�K�r�M��

�Ô�î�»

���b/²�c�
�G�b�µ+��†�Q#Ý�[�A�•�Ô�î�»�†&g�K�S�v�b�[�M��

/² 13-1 ICMP �±�–�É�b�Ü�¸�Û�Ý

ICMP �±�–�É �Ü�¸�Û�Ý

0 echo-reply

3 unreachable

4 source-quench

5 redirect

6 alternate-address

8 echo

9 router-advertisement

10 router-solicitation

11 time-exceeded

12 parameter-problem

13 timestamp-request

14 timestamp-reply

15 information-request

16 information-reply

17 mask-request

18 mask-reply

31 conversion-error

32 mobile-redirect
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  ICMP
Add/Edit ICMP Rule

[Add/Edit ICM Rule] �²�–�”�ß�¢�Î�µ�¡�«�[�c�
 ICMP �Ý�î�Ý�b3ã�•�r�S�c�š�f�@�[�A�r�M�� ICMP 
�Ý�î�Ý�[�c�
�­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�l�b  ICMP �”�¡�­�«�@0Á�•�r�S�c�Ä�°�I�€�•�M�m�Z�b�Í�«
�º�r�S�c�¿�µ�º�á�î�¡�b�”�»�Þ�«�†�æ���K�r�M��

�Ç�•�î�Ý�»

• [ICMP Type]>8�Ý�î�Ý�†4:#Ý�M�•  ICMP �Ó�µ�­�î�ª�b�±�–�É�†�æ���K�r�M�� /² 13-2 �_�
�§�Ï�î�º
�I�€�•  ICMP �±�–�É�b�Í�†�M0t/²&g�K�r�M��

• [Interface]>8ICMP �”�¡�­�«�@0Á�•�I�€�•�­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�b�–�å�±�î�Ç�™�–�«�†�æ��
�K�r�M��

• [IP Address]>8�”�¡�­�«�†0Á�•�r�S�c�Ä�°�M�•�¿�µ�º�á�î�¡�r�S�c�Í�«�º�b  IP �”�»�Þ�«�†�æ���K�r
�M��

• [Any Address]>8�æ���K�S�–�å�±�î�Ç�™�–�«�[�w�™�I�€�S�M�m�Z�b�”�»�Þ�«�_�”�¡�©�Ù�å�†4:#Ý�K
�r�M��

• [Mask]>8�”�¡�­�«�†0Á�•�I�€�Z�8�•�¿�µ�º�á�î�¡�r�S�c�Í�«�º�_6õ4��Ü�E�}�€�S�¿�µ�º�á�î�¡  �Ð
�«�¡�†�æ���K�r�M��

• [Action]>8�æ���K�S�¿�µ�º�á�î�¡�r�S�c�Í�«�º�?�}�b  ICMP �Ó�µ�­�î�ª�†0Á�•�M�•�?�r�S�c�Ä�°�M
�•�?�†�æ���K�r�M��

– [Permit]>8�æ���K�S�Í�«�º�r�S�c�¿�µ�º�á�î�¡�>�|�g�–�å�±�î�Ç�™�–�«�?�}�b  ICMP �Ó�µ�­�î
�ª�†0Á�•�K�r�M��

– [Deny]>8�æ���K�S�Í�«�º�r�S�c�¿�µ�º�á�î�¡�>�|�g�–�å�±�î�Ç�™�–�«�?�}�b  ICMP �Ó�µ�­�î
�ª�†�»�ß�µ�É�K�r�M��

�Ç�“�–�”�˜�›�î�Ý  �Ô�î�» �­�Ÿ�×�Ü�¸�•  �¥�å�¸�Ÿ�«�º

�Ý�î�¸�µ�» 3ñ4# �©�å�¢�Ý

�Ð�Ý�³

�¥�å�¸�Ÿ�«
�º �©�«�¸�Ò

• • • • —

/² 13-2 ICMP �±�–�É�b�Ü�¸�Û�Ý

ICMP �±�–�É �Ü�¸�Û�Ý

0 echo-reply

3 unreachable

4 source-quench

5 redirect

6 alternate-address

8 echo

9 router-advertisement

10 router-solicitation

11 time-exceeded

12 parameter-problem
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  'ö#.�–�å�±�î�Ç�™�–�«
�Ô�î�»

���b/²�c�
�G�b�µ+��†�Q#Ý�[�A�•�Ô�î�»�†&g�K�S�v�b�[�M��

'ö#.�–�å�±�î�Ç�™�–�«
[Management Interface] �Ì�–�å�[�c�
9×�Ø�^�­�Ÿ�×�Ü�¸�•  �–�å�±�î�Ç�™�–�«�b'ö#.�–�å�±�î�Ç�™�–�«
�†�–�¿�î�È�Ý�r�S�c�¹�•�­�î�È�Ý�_�M�•�G�\�@�[�A�
�G�€�_�|�~�
�­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�b'ö
#.�µ+��†��/œ�[�A�r�M��'ö#.�–�å�±�î�Ç�™�–�«�†�–�¿�î�È�Ý�_�M�•�\�
 IPSec VPN �º�å�¿�Ý�†�Ó�K�Z
�[��  IP �”�»�Þ�«�†�â�X
Æ4Š�–�å�±�î�Ç�™�–�«�[  ASDM �†��/œ�[�A�r�M���G�b�µ+��c�
 VPN �@�­�Ÿ�×
�Ü�¸�•  �”�É�Û�–�”�å�«�[0¿���I�€�Z�>�~�
�¥4Š�–�å�±�î�Ç�™�–�«�@�·$×�_�m�~�\�Z�}�€�S  IP �”�»�Þ�«
�†�Q#Ý�K�Z�8�•���œ�_�Q#Ý�K�r�M���S�\�<�d�
�G�b�µ+��c�
 VPN �¡�Û�–�”�å�º�†�Q#Ý�K�Z+¬�ï�?�}�­
�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�_�P�M�•�ó
²�^�”�¡�­�«�>�|�g'ö#.�†/œ�:���œ�_�z'g�U�r�M��

�Ç�•�î�Ý�»

• [Management Interface]>8�­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�b'ö#.�_�Q#Ý�M�•�–�å�±�î�Ç�™�–�«�†�æ��
�K�r�M�� [None] �c'ö#.�–�å�±�î�Ç�™�–�«�†�¹�•�­�î�È�Ý�_�K�
�G�€�@�¹�Ç�›�Ý�º�[�M��'ö#.�–�å
�±�î�Ç�™�–�«�†�–�¿�î�È�Ý�_�M�•���œ�c�
�q�v9×�8�­�Ÿ�×�Ü�¸�•�†0¿���K�S�–�å�±�î�Ç�™�–�«>&
Æ
4Š�–�å�±�î�Ç�™�–�«>'�†4E�¥�K�r�M��'ö#.�–�å�±�î�Ç�™�–�«�c�
�M�Ø�_  1 �X�b�–�å�±�î�Ç�™�–�«�b
�s�[�–�¿�î�È�Ý�_�M�•�G�\�@�[�A�r�M��

�Ô�î�»

���b/²�c�
�G�b�µ+��†�Q#Ý�[�A�•�Ô�î�»�†&g�K�S�v�b�[�M��

13 timestamp-request

14 timestamp-reply

15 information-request

16 information-reply

17 mask-request

18 mask-reply

31 conversion-error

32 mobile-redirect

/² 13-2 ICMP �±�–�É�b�Ü�¸�Û�Ý  >&)F�A>'

ICMP �±�–�É �Ü�¸�Û�Ý

�Ç�“�–�”�˜�›�î�Ý  �Ô�î�» �­�Ÿ�×�Ü�¸�•  �¥�å�¸�Ÿ�«�º

�Ý�î�¸�µ�» 3ñ4# �©�å�¢�Ý

�Ð�Ý�³

�¥�å�¸�Ÿ�«
�º �©�«�¸�Ò

• • • • —
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SNMP
[SNMP] �Ì�–�å�[�c�
�­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�†(F�Æ�¿�µ�º�á�î�¡'ö#.�É�ß�º�¥�Ý>& SNMP>''ö
#.�«�¸�î�©�Ù�å�?�}�Ô�½�±�[�A�•�|�:�_0¿���[�A�r�M��

SNMP �c�
 PC �r�S�c�á�î�¡�«�¸�î�©�Ù�å�[��/œ�I�€�•�¿�µ�º�á�î�¡'ö#.�«�¸�î�©�Ù�å�@�
�«�–�µ�³�

�Ý�î�±�
�­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�^�]�
�I�r�J�r�^�±�–�É�b�¹�Â�–�«�b�Ê�Ý�«�\�«�¸�î�±�«�†�Ô
�½�±�M�•�† =$×�^�‰�2�†��*O�K�r�M��

SNMP �b#Ý1�

• 'ö#.�«�¸�î�©�Ù�å>8 PC �r�S�c�á�î�¡�«�¸�î�©�Ù�å�[��/œ�I�€�•�¿�µ�º�á�î�¡'ö#.�«�¸�î�©�Ù�å�[
�M�� SNMP �É�ß�º�¥�Ý�†�Q#Ý�K�Z�
'ö#.�P1ß�¹�Â�–�«�V�b�† =�¹�î�±�Ë�î�«�†'ö#.�K�r�M��'ö#.
�«�¸�î�©�Ù�å�[�c�
�Á�î�»�˜�™�”7€���^�]�@�–�@�²0[�^�–�Ë�å�º�b�Ó�µ�­�î�ª�v�w�™�[�A�r�M��

• �š�î�ª�™�å�º>8 SNMP �¥�å�¸�Ÿ�«�º�[�c�
'ö#.�«�¸�î�©�Ù�å�@�¡�Û�–�”�å�º�
�­�Ÿ�×�Ü�¸�•  �”�É
�Û�–�”�å�«�[�·�8�M�•  SNMP �š�î�ª�™�å�º�@�§�î�Â�_�^�~�r�M��

• OID>8SNMP �† =�c�
'ö#.�«�¸�î�©�Ù�å�@  SNMP �š�î�ª�™�å�º�[�¿�µ�º�á�î�¡  �¹�Â�–�«�†�M�–�_
1‘�9�K�S�~�
�Ô�½�±�>�|�g/²&g�I�€�•�_���b�¯�î�«�†�Ø�î�¨�_&g�K�S�~�[�A�•�|�:�_�
�©�«�¸�Ò  
�œ�È�ª�™�¡�º  ID>&OID>'�†�m�~�\�Z�r�M��

• MIB >8�š�î�ª�™�å�º�c'ö#.�_���¹�î�±�Ë�î�«>& MIB >'�\�ç�d�€�•�† =�¹�î�±�S4��†�–�â�K�r�M��
�G�€�@'ö#.�«�¸�î�©�Ù�å�_-s'��I�€�r�M�� MIB �c�
�Ã�£�µ�º�
�K)F�
�š�Û�î  �•�˜�å�±�
�Â�µ�Ç�“
�b�Q#Ý"g�#�
�Ç�™�î�Ý�œ�î�Â�î  �«�¸�î�±�«�^�]�b�_���†�p7Ÿ�K�r�M��3û�–�b�¿�µ�º�á�î�¡  �¹�Â�–
�«�[�Q#Ý�I�€�•�M+á$×�^�É�ß�º�¥�Ý�\�Á�î�»�˜�™�”0d�A#Ý�b  MIB �_�•�<�Z�
 MIB �c0����H�\�_��
*O�I�€�Z�8�r�M�� SNMP 'ö#.�«�¸�î�©�Ù�å�[�c�
 MIB �†�g!·�K�S�~�
"I���b�Ç�•�î�Ý�»�T�E�†0[
�Ó�K�S�~�[�A�r�M���M4Š�b�”�É�Ü�£�î�©�Ù�å�[�c�
'ö#.�b% $×�[  MIB �¹�î�±�†�Ÿ�G�[�A�r�M��

• �º�Û�µ�É>8�š�î�ª�™�å�º�c�”�Û�î�Ò�²�ó�v�Ô�½�±�K�r�M���Ü�å�¡  �”�µ�É�
�Ü�å�¡  �²�˜�å�
 syslog 
�–�Ë�å�º�^�]�
�º�Û�µ�É�_��*O�K�S�”�Û�î�Ò�²�ó�@$Î#Õ�M�•�\�
�š�î�ª�™�å�º�c�æ���I�€�S'ö#.�«
�¸�î�©�Ù�å�_3û%±>& SNMP �º�Û�µ�É�\�v�ç�d�€�r�M>'�†�S�T�U�_3æ�™�K�r�M��

SNMP

Cisco MIB �Ç�“�–�Ý�>�|�g  OID �_�X�8�Z�c�

http://www.cisco.com/public/sw-center/netmgmt/cmtk/mibs.shtml �†�g!·�K�Z�C�T�I�8�� OID �c�
���b  
URL �?�}�²�˜�å�ß�î�»�M�•�G�\�v�[�A�r�M�� ftp://ftp.cisco.com/pub/mibs/oid/oid.tar.gz��

MIB �b�§�Ï�î�º

�­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�c�
���b  SNMP MIB �§�Ï�î�º�†�f�j�K�Z�8�r�M��

>&�@>' �­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�c�
 Cisco syslog MIB �b�È�Û�˜�ª�å�¢�c�§�Ï�î�º�K�r�O�‡��

�Ç�“�–�”�˜�›�î�Ý  �Ô�î�» �­�Ÿ�×�Ü�¸�•  �¥�å�¸�Ÿ�«�º

�Ý�î�¸�µ�» 3ñ4# �©�å�¢�Ý

�Ð�Ý�³

�¥�å�¸�Ÿ�«
�º �©�«�¸�Ò

• • • — •
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• MIB-II �b�©�«�¸�Ò  �¢�Ý�î�É�\�–�å�±�î�Ç�™�–�«  �¢�Ý�î�É�†�È�Û�˜�ª�å�¢�[�A�r�M�� MIB �b�È�Û�˜
�ª�å�¢�c�º�Û�µ�É�b3æ�™�\�c4*�8�r�M���È�Û�˜�ª�å�¢�\�c�
'ö#.�«�¸�î�©�Ù�å�?�}  MIB �¶�Ü�î�b  
snmpget �x  snmpwalk �†��/œ�K�
�Í�†�ô���M�•�G�\�[�M��

• Cisco MIB �>�|�g  Cisco Memory Pool MIB �†�Q#Ý�[�A�r�M��

• �­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�c�
���b  Cisco MIB �†�§�Ï�î�º�K�Z�8�r�O�‡��

• cfwSecurityNotification NOTIFICATION-TYPE 

• cfwContentInspectNotification NOTIFICATION-TYPE 

• cfwConnNotification NOTIFICATION-TYPE 

• cfwAccessNotification NOTIFICATION-TYPE 

• cfwAuthNotification NOTIFICATION-TYPE 

• cfwGenericNotification NOTIFICATION-TYPE 

SNMP CPU �Q#Ý"g�#

�­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�c�
 SNMP �†�<#Ý�M�•  CPU �Q#Ý"g�#�b�Ô�½�±�Ü�å�¢�†�§�Ï�î�º�K�Z�8�r
�M���G�b�µ+��_�|�~�
�¿�µ�º�á�î�¡'ö#.*…�c�
 HP OpenView �^�]�b  SNMP 'ö#.�¯�Ç�º�˜�™�”�†�Q#Ý�K
�Z�­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�b  CPU �Q#Ý"á�†�Ô�½�±�K�
�Ÿ�Õ�Ã�©�¸�•  �É�Û�å�½�å�¢�†/œ�:�G�\�@�[
�A�r�M��

�G�b�µ+��c�
 Cisco Process MIB>&CISCO-PROCESS-MIB.my>'�b  cpmCPUTotalTable �b�§�Ï�î�º�µ+�
�_�|�W�Z)��s3¸�r�€�Z�8�r�M�� MIB �_�c�Ú�_  2 �X�b�¸�î�È�Ý>& cpmProcessTable �>�|�g  
cpmProcessExtTable>'�@�6�~�r�M�@�
�Ò�G�b�Ü�Ü�î�«�[�c�§�Ï�î�º�I�€�Z�8�r�O�‡��

cpmCPUTotalTable �b�›/œ�_�c�
�›  CPU �b�–�å�¹�µ�¡�«�\���b�œ�È�ª�™�¡�º�@�µ�r�€�r�M��

>&�@>' #'�~�b�M�m�Z�b�­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«  �Á�î�»�˜�™�”  �É�Û�µ�º�Ç�›�î�Ò�c�"�M  CPU �T�E�§�Ï�î
�º�K�Z�8�•�S�u�
�­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�@3É�M  cpmCPUTotalTable �c  1 /œ�T�E�[�
�–�å�¹�µ�¡
�«�c�–�_  1 �_�^�~�r�M��

%$�S�b 3 0[(ò�b�Í�c�
 show cpu usage �¥�Ð�å�»�b���Š�Í�\� �L�[�M��

���b�‚�K�8  MIB �œ�È�ª�™�¡�º�@  cpmCPUTotalTable �_�6�~�r�M�@�
�­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�[�c
�§�Ï�î�º�I�€�Z�8�r�O�‡��

• cpmCPUTotal5secRev 

• cpmCPUTotal1minRev 

MIB �œ�È�ª�™�¡�º�¡  1��Â

cpmCPUTotalPhysicalIndex �G�b�œ�È�ª�™�¡�º�b�Í�c  0 �_�^�~�r�M�� Entity MIB �b  
entPhysicalTable �†�­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�b  SNMP �š�î�ª�™�å
�º�@�§�Ï�î�º�K�Z�8�^�8�S�u�[�M��

cpmCPUTotalIndex �G�b�œ�È�ª�™�¡�º�b�Í�c  0 �_�^�~�r�M�� Entity MIB �b  
entPhysicalTable �†�­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�b  SNMP �š�î�ª�™�å
�º�@�§�Ï�î�º�K�Z�8�^�8�S�u�[�M��

cpmCPUTotal5sec %$�S 5 &Ê6ë�b CPU 
²�/�b�Å�ª�î"á��

cpmCPUTotal1min %$�S 1 �(6ë�b  CPU 
²�/�b�Å�ª�î"á��

cpmCPUTotal5min %$�S 5 �(6ë�b  CPU 
²�/�b�Å�ª�î"á��
13-19
ASDM �Ø�î�¨  �ž�–�»

OL-14981-01-J



 

'¨  13 'v       'ö#.�”�¡�­�«�b0¿��
  SNMP
• cpmCPUTotal5minRev 

�Ç�•�î�Ý�»

• [Community string (default)]>8�­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�l�b0[�Ó3æ�™�ì�_  SNMP 'ö#.�«�¸�î
�©�Ù�å�@�Q#Ý�M�•�Ã�«�á�î�»�†
°�Š�K�r�M�� SNMP �¥�Ñ�×�½�¸�•  �«�º�Ü�å�¢�c�
 SNMP 'ö#.�«
�¸�î�©�Ù�å�\'ö#.�P1ß�b�¿�µ�º�á�î�¡  �À�î�»6ë�b
¹�w&Î�&�Ÿ�î�[�M���­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å
�«�[�c�
�Ã�«�á�î�»�†�ö�_�K�Z�
�w�™�M�•  SNMP 0[�Ó�@�w� �?�]�:�?�b�8�•�@/œ�ƒ�€�r�M���Ã�«
�á�î�»�c�
�±�e�Ð�\�`�e�Ð�@�
�9�I�€�
�q�±  32 �e�Ð�[�M���«�Ì�î�«�c�Q#Ý�[�A�r�O�‡���¹�Ç�›�Ý
�º�c�� public���[�M�� SNMPv2c �[�c�
'ö#.�«�¸�î�©�Ù�å�H�\�_�
�9���b�¥�Ñ�×�½�¸�•  �«�º�Ü�å�¢
�†0¿���[�A�r�M���¥�Ñ�×�½�¸�•  �«�º�Ü�å�¢�@�]�b'ö#.�«�¸�î�©�Ù�å�_�v0¿���I�€�Z�8�^�8���œ�

�G�G�[0¿���K�S�Í�@�¹�Ç�›�Ý�º�\�K�Z�Q#Ý�I�€�r�M��

• [Contact]>8�­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�b�©�«�¸�Ò'ö#.*…�b�¡�S�†
°�Š�K�r�M���¸�Ÿ�«�º�c�
�±
�e�Ð�\�`�e�Ð�@�
�9�I�€�
�q�±  127 �e�Ð�[�M���«�Ì�î�«�†�Q#Ý�[�A�r�M�@�
0
�X�b�«�Ì�î�«�†
°�Š
�K�Z�v  1 �X�b�«�Ì�î�«�_�^�~�r�M��

• [Security Appliance Location]>8�­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�b���d�†�æ���K�r�M���¸�Ÿ�«�º�c�

�±�e�Ð�\�`�e�Ð�@�
�9�I�€�
�q�±  127 �e�Ð�[�M���«�Ì�î�«�†�Q#Ý�[�A�r�M�@�
0
�X�b�«�Ì�î�«�†
°
�Š�K�Z�v  1 �X�b�«�Ì�î�«�_�^�~�r�M��

• [Listening Port]>8SNMP �º�Û�Ç�•�µ�¡�@3æ�™�I�€�•�Ï�î�º�†�æ���K�r�M���¹�Ç�›�Ý�º�c  161 �[�M��

• [Configure Traps]>8SNMP �º�Û�µ�É�†�<#Ý�K�Z3û%±�M�•�–�Ë�å�º�†0¿���K�r�M��

• [SNMP Management Stations] �Î�µ�¡�«>8

– [Interface]>8SNMP 'ö#.�«�¸�î�©�Ù�å�@�Ñ�~�M�•�­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�b�–�å�±�î�Ç�™
�–�«�b�¡�S�†/²&g�K�r�M��

– [IP Address]>8�­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�@�º�Û�µ�É  �–�Ë�å�º�†3æ�™�K�
0[�Ó�r�S�c�Ï�î�Ü
�å�¢�†�w�™�M�•  SNMP 'ö#.�«�¸�î�©�Ù�å�b  IP �”�»�Þ�«�†/²&g�K�r�M��

– [Community string]>8'ö#.�«�¸�î�©�Ù�å�b�¥�Ñ�×�½�¸�•  �«�º�Ü�å�¢�†�æ���K�^�8���œ�

[Community String (default)] �Ç�•�î�Ý�»�_0¿���I�€�S�Í�@�Q#Ý�I�€�r�M��

– [SNMP Version]>8'ö#.�«�¸�î�©�Ù�å�_0¿���I�€�Z�8�•  SNMP �b�Â�î�ª�Ù�å�†/²&g�K�r�M��

– [Poll/Trap]>8�G�b'ö#.�«�¸�î�©�Ù�å�\3û�™�M�•�‰�2�†/²&g�K�r�M>&�Ï�î�Ü�å�¢�b�s�
�º�Û�µ�É
�b�s�
�r�S�c�º�Û�µ�É�\�Ï�î�Ü�å�¢�b�g�‰>' ���Ï�î�Ü�å�¢�\�c�
'ö#.�«�¸�î�©�Ù�å�?�}�b���‡
$×�^0[�Ó�†�­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�@�…�µ�M�•�G�\�†�–�á�K�r�M���º�Û�µ�É�†0¿���M�•
�\�
$Î#Õ�K�S  syslog �–�Ë�å�º�@3æ�™�I�€�r�M��

– [UDP Port]>8SNMP �Í�«�º�b  UDP �Ï�î�º�[�M���¹�Ç�›�Ý�º�c�Ï�î�º  162 �[�M��

• [Add]>8���b�Ç�•�î�Ý�»�@�µ�r�€�S  [Add SNMP Host Access Entry] �@6ä�A�r�M��

• [Interface Name]>8'ö#.�«�¸�î�©�Ù�å�@�Ñ�~�M�•�–�å�±�î�Ç�™�–�«�†4E�¥�K�r�M��

• [IP Address]>8'ö#.�«�¸�î�©�Ù�å�b  IP �”�»�Þ�«�†�æ���K�r�M��

• [Server Poll/Trap Specification]>8[Poll] �\  [Trap] �b�8�N�€�?�r�S�c�g�‰�†4E�¥�K�r�M��

• [UDP Port]>8SNMP �Í�«�º�b  UDP �Ï�î�º�[�M���G�b�Ç�•�î�Ý�»�[�c�
 SNMP �Í�«�º�b  UDP �Ï�î
�º�b�¹�Ç�›�Ý�º�Í�[�6�•  162 �†�V�i�A�[�A�r�M��

• [Help]>80ò(ý�_���†/²&g�K�r�M��

• [Edit]>8[Add] �\� �L�Ç�•�î�Ý�»�@�µ�r�€�S  [Edit SNMP Host Access Entry] �²�–�”�ß�¢�Î�µ�¡�«�@
6ä�A�r�M��

• [Delete]>84E�¥�K�S�”�–�¸�Ò�†�P7V�K�r�M��

�Ô�î�»

���b/²�c�
�G�b�µ+��†�Q#Ý�[�A�•�Ô�î�»�†&g�K�S�v�b�[�M��
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SNMP �Í�«�º�b�”�¡�­�«  �š�å�º�Ü�b3ã�• / )…7Ÿ

SNMP 'ö#.�«�¸�î�©�Ù�å�b3ã�•

SNMP 'ö#.�«�¸�î�©�Ù�å�†3ã�•�M�•�_�c�
���b�m8p�†�K�r�M��

1. [Add] �†�¡�Ü�µ�¡�K�Z�
 [SNMP Host Access Entry] �²�–�”�ß�¢�Î�µ�¡�«�†6ä�A�r�M��

2. [Interface Name] �[�
 SNMP 'ö#.�«�¸�î�©�Ù�å�@�Ñ�~�M�•�–�å�±�î�Ç�™�–�«�†4E�¥�K�r�M��

3. 'ö#.�«�¸�î�©�Ù�å�b  IP �”�»�Þ�«�†  [IP Address] �_
°�Š�K�r�M��

4. SNMP �Í�«�º�b  UDP �Ï�î�º�†
°�Š�K�r�M���¹�Ç�›�Ý�º�Í�c  162 �[�M��

5. SNMP �Í�«�º�b�¥�Ñ�×�½�¸�•  �«�º�Ü�å�¢  �Ã�«�á�î�»�†
°�Š�K�r�M��'ö#.�«�¸�î�©�Ù�å�b�¥�Ñ�×�½
�¸�•  �«�º�Ü�å�¢�†�æ���K�^�8���œ�
 [SNMP Configuration] #ì8��b  [Community String (default)] 
�Ç�•�î�Ý�»�_0¿���K�S�Í�@�Q#Ý�I�€�r�M��

6. [Poll] �\  [Trap] �b�8�N�€�?�r�S�c�g�‰�†�¡�Ü�µ�¡�K�Z4E�¥�K�r�M��

7. �S�b�Ì�–�å�_�`�•�_�c�
���†�¡�Ü�µ�¡�K�r�M��

• [OK]>8�š�f
Æ���†�w�E
°�€�Z�
�S�b�Ì�–�å�_�`�~�r�M��  

• [Cancel]>8�š�f
Æ���†%Ú� �K�Z�
�S�b�Ì�–�å�_�`�~�r�M��  

• [Help]>80ò(ý�_���†/²&g�K�r�M��  

SNMP 'ö#.�«�¸�î�©�Ù�å�b)…7Ÿ

SNMP 'ö#.�«�¸�î�©�Ù�å�†)…7Ÿ�M�•�_�c�
���b�m8p�†��/œ�K�r�M��

1. [SNMP] �Ì�–�å�[�
 SNMP 'ö#.�«�¸�î�©�Ù�å  �¸�î�È�Ý�b�Ü�«�º8o% �†4E�¥�K�r�M��

2. [Edit] �†�¡�Ü�µ�¡�K�Z�
 [Edit SNMP Host Access Entry] �†6ä�A�r�M��

3. [Interface Name] �[�
 SNMP 'ö#.�«�¸�î�©�Ù�å�@�Ñ�~�M�•�–�å�±�î�Ç�™�–�«�†4E�¥�K�r�M��

4. 'ö#.�«�¸�î�©�Ù�å�b  IP �”�»�Þ�«�†  [IP Address] �_
°�Š�K�r�M��

5. SNMP �Í�«�º�b�¥�Ñ�×�½�¸�•  �«�º�Ü�å�¢  �Ã�«�á�î�»�†
°�Š�K�r�M��'ö#.�«�¸�î�©�Ù�å�b�¥�Ñ�×�½
�¸�•  �«�º�Ü�å�¢�†�æ���K�^�8���œ�
 [SNMP Configuration] #ì8��b  [Community String (default)] 
�Ç�•�î�Ý�»�_0¿���K�S�Í�@�Q#Ý�I�€�r�M��

6. SNMP �Í�«�º�b  UDP �Ï�î�º�†
°�Š�K�r�M���¹�Ç�›�Ý�º�Í�c  162 �[�M��

7. [Poll] �\  [Trap] �b�8�N�€�?�r�S�c�g�‰�†�¡�Ü�µ�¡�K�Z4E�¥�K�r�M��

8. SNMP �b�Â�î�ª�Ù�å�†4E�¥�K�r�M��

9. �S�b�Ì�–�å�_�`�•�_�c�
���†�¡�Ü�µ�¡�K�r�M��

• [OK]>8�š�f
Æ���†�w�E
°�€�Z�
�S�b�Ì�–�å�_�`�~�r�M��  

• [Cancel]>8�š�f
Æ���†%Ú� �K�Z�
�S�b�Ì�–�å�_�`�~�r�M��  

• [Help]>80ò(ý�_���†/²&g�K�r�M��  

�Ç�“�–�”�˜�›�î�Ý  �Ô�î�» �­�Ÿ�×�Ü�¸�•  �¥�å�¸�Ÿ�«�º

�Ý�î�¸�µ�» 3ñ4# �©�å�¢�Ý

�Ð�Ý�³

�¥�å�¸�Ÿ�«
�º �©�«�¸�Ò

• • • • —
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SNMP 'ö#.�«�¸�î�©�Ù�å�b�P7V

�¸�î�È�Ý�?�}  SNMP 'ö#.�«�¸�î�©�Ù�å�†�P7V�M�•�_�c�
���b�m8p�†��/œ�K�r�M��

1. [SNMP] �Ì�–�å�[�
 SNMP 'ö#.�«�¸�î�©�Ù�å  �¸�î�È�Ý�?�}8o% �†4E�¥�K�r�M��

2. [Delete] �†�¡�Ü�µ�¡�K�r�M��

�Ç�•�î�Ý�»

• [Interface name]>8SNMP �Í�«�º�@�Ñ�~�M�•�–�å�±�î�Ç�™�–�«�†4E�¥�K�r�M��

• [IP Address]>8SNMP �Í�«�º�b  IP �”�»�Þ�«�†
°�Š�K�r�M��

• [UDP Port]>8SNMP �”�µ�É�¹�î�º�†3æ�™�M�•  UDP �Ï�î�º�†
°�Š�K�r�M���¹�Ç�›�Ý�º�Í�c  162 �[
�M��

• [Community String]>8SNMP �§�î�Â�b�¥�Ñ�×�½�¸�•  �«�º�Ü�å�¢�†
°�Š�K�r�M��

• [SNMP Version]>8SNMP �b�Â�î�ª�Ù�å�†4E�¥�K�r�M��

• Server Port/Trap Specification

• [Poll]>8�Ï�î�Ü�å�¢�_���†3æ�™�M�•���œ�_4E�¥�K�r�M���Ï�î�Ü�å�¢�\�c�
'ö#.�«�¸�î�©�Ù�å�?
�}�b���‡$×�^0[�Ó�†�­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�@�…�µ�M�•�G�\�†�–�á�K�r�M��

• [Trap]>8�º�Û�µ�É�_���†3æ�™�M�•���œ�_4E�¥�K�r�M���º�Û�µ�É�†0¿���M�•�\�
$Î#Õ�K�S  syslog 
�–�Ë�å�º�@3æ�™�I�€�r�M��

• [OK]>8�š�f
Æ���†�w�E
°�€�Z�
�S�b�Ì�–�å�_�`�~�r�M��

• [Cancel]>8�š�f
Æ���†%Ú� �K�Z�
�S�b�Ì�–�å�_�`�~�r�M��

• [Help]>80ò(ý�_���†/²&g�K�r�M��

�Ô�î�»

���b/²�c�
�G�b�µ+��†�Q#Ý�[�A�•�Ô�î�»�†&g�K�S�v�b�[�M��

SNMP �º�Û�µ�É�b0¿��

�º�Û�µ�É

�º�Û�µ�É�c�g!·�\�c$��^�~�r�M��#Õ�B�I�€�•�Ü�å�¡  �”�µ�É  �–�Ë�å�º�
�Ü�å�¡  �²�˜�å  �–�Ë�å�º�
 syslog 
�–�Ë�å�º�^�]�
"I���b�–�Ë�å�º�_�P�M�•'ö#.�P1ß�¹�Â�–�«�?�}'ö#.�«�¸�î�©�Ù�å�l�b�m�~3¸�s���¥�Ó�å
�º���[�M��

�­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�b  SNMP �œ�È�ª�™�¡�º  ID>&OID>'�@�
�­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�?
�}3æ�™�I�€�•  SNMP �–�Ë�å�º  �º�Û�µ�É�_/²&g�I�€�r�M���­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�[�c�
 SNMP �–
�Ë�å�º  �º�Û�µ�É�>�|�g  SNMP mib-2.system.sysObjectID �_�©�«�¸�Ò  OID �@�f�j�I�€�r�M��

�­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�[��/œ�I�€�•  SNMP �§�î�Å�«�[�c�
���b  2 �X�b$��^�•�µ+��†��/œ�K�r
�M��

• 'ö#.�«�¸�î�©�Ù�å>& SNMP �¡�Û�–�”�å�º�\�v�ç�d�€�r�M>'�?�}�b  SNMP 0[�Ó�_�Â'Å�K�r�M��

�Ç�“�–�”�˜�›�î�Ý  �Ô�î�» �­�Ÿ�×�Ü�¸�•  �¥�å�¸�Ÿ�«�º

�Ý�î�¸�µ�» 3ñ4# �©�å�¢�Ý

�Ð�Ý�³

�¥�å�¸�Ÿ�«
�º �©�«�¸�Ò
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  SNMP
• �­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�?�}�b�º�Û�µ�É>&�–�Ë�å�º3û%±>'�†�w�™�M�•�|�:�_$Ï6��I�€�Z�8�•
'ö#.�«�¸�î�©�Ù�å�r�S�c�Q�b�Ú�b�¹�Â�–�«�_�º�Û�µ�É�†3æ�™�K�r�M��

�­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�c�
���_&g�M  3 '�8®�b�º�Û�µ�É�†�§�Ï�î�º�K�r�M��

• firewall 

• generic 

• syslog 

�º�Û�µ�É�b0¿��

���b�Ç�•�î�Ý�»�@�µ�r�€�•  [SNMP Trap Configuration] �†6ä�A�r�M��

• [Standard SNMP Traps]>83æ�™�M�•�† =�º�Û�µ�É�†4E�¥�K�r�M��

– [Authentication]>81�0É�† =�º�Û�µ�É�†�–�¿�î�È�Ý�_�K�r�M��   

– [Cold Start]>8�¥�î�Ý�»  �«�±�î�º�† =�º�Û�µ�É�†�–�¿�î�È�Ý�_�K�r�M��

– [Link Up]>8�Ü�å�¡  �”�µ�É�† =�º�Û�µ�É�†�–�¿�î�È�Ý�_�K�r�M��

– [Link Down]>8�Ü�å�¡  �²�˜�å�† =�º�Û�µ�É�†�–�¿�î�È�Ý�_�K�r�M��

• Entity MIB Notifications

– [FRU Insert]>8#'���º�n�•+��Ø�½�µ�º>& FRU>'�@��
°�I�€�S���œ�b�º�Û�µ�É3û%±�†�–�¿�î�È�Ý
�_�K�r�M��

– [FRU Remove]>8#'���º�n�•+��Ø�½�µ�º>& FRU>'�@�P7V�I�€�S���œ�b�º�Û�µ�É3û%±�†�–�¿�î�È
�Ý�_�K�r�M��

– [Configuration Change]>8�Á�î�»�˜�™�”�š�f�@/œ�ƒ�€�S���œ�b�º�Û�µ�É3û%±�†�–�¿�î�È�Ý�_�K
�r�M��

• [IPSec Traps]>8IPSec �º�Û�µ�É�†�–�¿�î�È�Ý�_�K�r�M��

– [Start]>8IPSec 6ä���ì�b�º�Û�µ�É�†�–�¿�î�È�Ý�_�K�r�M��

– [Stop]>8IPSec �õ�F�ì�b�º�Û�µ�É�†�–�¿�î�È�Ý�_�K�r�M��

• [Remote Access Traps]>8�Ü�Ô�î�º  �”�¡�­�«  �º�Û�µ�É�†�–�¿�î�È�Ý�_�K�r�M��

– [Session threshold exceeded]>8�Ü�Ô�î�º  �”�¡�­�«  �­�µ�©�Ù�å0è/œ�X�@�
0¿���I�€�Z�8�•�K�A
�8�Í�†2x4#�K�S���œ�b�º�Û�µ�É�†�–�¿�î�È�Ý�_�K�r�M��

• [Enable Syslog traps]>8SNMP 'ö#.�«�¸�î�©�Ù�å�l�b  syslog �Ó�µ�­�î�ª�b3æ�™�†�–�¿�î�È�Ý�_�K�r
�M��

• [OK]>8�š�f
Æ���†�w�E
°�€�Z�
�S�b�Ì�–�å�_�`�~�r�M��

• [Cancel]>8�š�f
Æ���†%Ú� �K�Z�
�S�b�Ì�–�å�_�`�~�r�M��

• [Help]>80ò(ý�_���†/²&g�K�r�M��

�Ô�î�»

���b/²�c�
�G�b�µ+��†�Q#Ý�[�A�•�Ô�î�»�†&g�K�S�v�b�[�M��

�Ç�“�–�”�˜�›�î�Ý  �Ô�î�» �­�Ÿ�×�Ü�¸�•  �¥�å�¸�Ÿ�«�º

�Ý�î�¸�µ�» 3ñ4# �©�å�¢�Ý

�Ð�Ý�³

�¥�å�¸�Ÿ�«
�º �©�«�¸�Ò
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  'ö#.�”�¡�­�«  �Ý�î�Ý
'ö#.�”�¡�­�«  �Ý�î�Ý
[Management Access Rules] �Ì�–�å�[�c�
�–�å�±�î�Ç�™�–�«�_6õ4��Ü�E�}�€�•�”�¡�­�«  �Ý�î�Ý�†��*O�[
�A�r�M��"I���b�Æ�”>&�r�S�c0
�X�b�Æ�”>'�\�b6ë�[3æ�w�™�I�€�•�º�Û�Ç�•�µ�¡�†0Á�•�r�S�c�Ä�°�M�•�S
�u�_�Q#Ý�I�€�•�b�@�”�¡�­�«  �Ý�î�Ý�[�M���Q�€�_�P�K�Z�
'ö#.�”�¡�­�«  �Ý�î�Ý�c�
 to-the-box �º�Û
�Ç�•�µ�¡�b�”�¡�­�«  �¥�å�º�ß�î�Ý�_�Q#Ý�I�€�r�M��

�S�\�<�d�
'ö#.�”�¡�­�«  �Ý�î�Ý�†�Q#Ý�M�•�G�\�_�|�~�
 IKE �§�î�Å�«�Ä�°�7�Á�†�è���M�•�T�E�[�^�C�

�Q�€�}�†�È�ß�µ�¡�M�•�G�\�v�[�A�r�M��

�Ç�•�î�Ý�»

�@>8�¸�î�È�Ý  �•�Û�Ò�b�œ�c�•�î�¯�Ý�†�Q#Ý�K�Z1*�Z�[�A�r�M���•�î�¯�Ý�†�•�Û�Ò�b)z�_5��a�
�§5�%®
�3�_�^�•�r�[&ã�·�K�r�M���•�Û�Ò�b)z�†�¡�Ü�µ�¡�K�Z�
% $×�b�§�–�¬�_�^�•�r�[�»�Û�µ�¢�K�r�M��

• [Add]>8�‚�K�8'ö#.�”�¡�­�«  �Ý�î�Ý�†3ã�•�K�r�M��

• [Edit]>8'ö#.�”�¡�­�«  �Ý�î�Ý�†)…7Ÿ�K�r�M��

• [Delete]>8'ö#.�”�¡�­�«  �Ý�î�Ý�†�P7V�K�r�M��

• [Move Up]>8�Ý�î�Ý�†�V�_&ã�·�K�r�M���Ý�î�Ý�c�
�G�b�¸�î�È�Ý�_/²&g�I�€�•8p�Î�[0Û�o�I�€�•�S
�u�
5�0
�K�S�Ý�î�Ý�@�6�•���œ�c�
�Q�€�}�†/²&g�M�•8p�Î�_�@�–�@�²0[�[�M��

• [Move Down]>8�Ý�î�Ý�†�W�_&ã�·�K�r�M��

• [Cut]>8�Ý�î�Ý�†�)�~�v�~�r�M��

• [Copy]>8�Ý�î�Ý�b�Ã�Û�Ó�î�±�†�¥�Æ�î�K�r�M�� [Paste] �Î�±�å�†�Q#Ý�M�€�d�
�Q�€�\� �L�Ã�Û�Ó�î
�±�†�â�X�Ý�î�Ý�†�‚�S�_�8�B�[�A�r�M��

• [Paste]>8�Ý�î�Ý�?�}�¥�Æ�î�K�S�Ã�Û�Ó�î�±�r�S�c�)�~�v�W�S�Ã�Û�Ó�î�±�@�6�}�?�L�u
°�Š�I�€�S"g
�Â�b  [Add/Edit Rule] �²�–�”�ß�¢�Î�µ�¡�«�@/²&g�I�€�r�M���G�b�²�–�”�ß�¢�Î�µ�¡�«�[�c�
�Q�€�}
�b�Ã�Û�Ó�î�±�†�Ÿ�G�K�Z�‚�K�8�Ý�î�Ý�†�8�B�K�
�Q�€�†�¸�î�È�Ý�_3ã�•�[�A�r�M�� [Paste] �Î�±�å
�†�¡�Ü�µ�¡�M�•�\�
4E�¥�K�S�Ý�î�Ý�b�M�D�S�_�Q�b�Ý�î�Ý�@3ã�•�I�€�r�M�� [Paste] �»�ß�µ�É�²�˜
�å  �Ü�«�º�?�}  [Paste After] 8o% �†4E�¥�M�•�\�
4E�¥�K�S�Ý�î�Ý�b�M�D�‹�_�Q�b�Ý�î�Ý�@3ã�•�I�€
�r�M��

���_�
 [Management Access Rules] �¸�î�È�Ý�b�•�Û�Ò�_�X�8�Z1��Â�K�r�M���G�€�}�b�•�Û�Ò�b
Æ���†)…
7Ÿ�M�•���œ�c�
�¸�î�È�Ý/œ�†�²�È�Ý�¡�Ü�µ�¡�K�r�M���Ý�î�Ý�c�
��/œ8p�_/²&g�I�€�r�M���Ý�î�Ý�†�‘�¡
�Ü�µ�¡�M�•�\�
�V0°�b�Î�±�å�[4E�¥�[�A�•�M�m�Z�œ�É�©�Ù�å�b�o�?�
 [Insert] 8o% �>�|�g  [Insert After] 
8o% �@/²&g�I�€�r�M�� [Insert] 8o% �†�æ���M�•�\�
4E�¥�K�S�Ý�î�Ý�b�M�D�S�_�‚�K�8�Ý�î�Ý�@��
°�I�€�

[Insert After] 8o% �†�æ���M�•�\�
4E�¥�K�S�Ý�î�Ý�b�M�D�‹�_�‚�K�8�Ý�î�Ý�@��
°�I�€�r�M��

• [No]>8�Ý�î�Ý�b0Û�o8p�Î�†&g�K�r�M��  

• [Enabled]>8�Ý�î�Ý�@�–�¿�î�È�Ý�?�¹�•�­�î�È�Ý�?�†&g�K�r�M��  

• [Source]>8[Destination Type] �Ç�•�î�Ý�»�[�æ���I�€�S��
›�_�P�K�Z�º�Û�Ç�•�µ�¡�†0Á�•�r�S�c�Ä
�°�M�•3æ�™
–�b  IP �”�»�Þ�«�
�¿�µ�º�á�î�¡  �œ�È�ª�™�¡�º  �¢�Ý�î�É�
�–�å�±�î�Ç�™�–�«  IP�
�r�S�c  
any �†�æ���K�r�M���”�»�Þ�«  �•�Û�Ò�_�c�
�"1�  any �@�Ü�8�S�–�å�±�î�Ç�™�–�«�¡�@/²&g�I�€�•���œ
�@�6�~�r�M>&inside: any �^�]>' ���G�€�c�

Æ4Š�–�å�±�î�Ç�™�–�«�b�M�m�Z�b�Í�«�º�@�
�G�b�Ý�î�Ý
�b�s8j�†�w�E�•�\�8�:�–�á�[�M��

• [Service]>8�Ý�î�Ý�[�æ���I�€�•�§�î�Å�«�r�S�c�É�ß�º�¥�Ý�†/²&g�K�r�M��  

• [Action]>8�Ý�î�Ý�_4:#Ý�I�€�•�”�¡�©�Ù�å>& [Permit] �r�S�c  [Deny]>'�@/²&g�I�€�r�M��

• [Logging]>8�”�¡�­�«  �Ü�«�º�b�ß� �å�¢�†�–�¿�î�È�Ý�_�K�Z�8�•���œ�
�G�b�•�Û�Ò�_�c�
�ß� �å�¢  
�Þ�Ë�Ý�
�>�|�g�ß�¢  �Ó�µ�­�î�ª6ë�b6ë7x�@&Ê�X�[/²&g�I�€�r�M��

• [Time]>8�Ý�î�Ý�@4:#Ý�I�€�•�ì6ë(
�V�@/²&g�I�€�r�M��  
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• [Description]>8�Ý�î�Ý�†3ã�•�K�S�\�A�_
°�Š�K�S1��Â�@/²&g�I�€�r�M��   �/;ò�b�Ý�î�Ý�_�c�

�� Implicit outbound rule���\�8�:1��Â�@�µ�r�€�r�M��

�Ô�î�»

���b/²�c�
�G�b�µ+��†�Q#Ý�[�A�•�Ô�î�»�†&g�K�S�v�b�[�M��

Add/Edit Management Access Rules

[Add/Edit Management Access Rule]  �²�–�”�ß�¢�Î�µ�¡�«�[�c�
�‚�K�8'ö#.�Ý�î�Ý�b�8�B�
�r�S�c�¤�Ñ
�b'ö#.�Ý�î�Ý�b�š�f�@�[�A�r�M��

• [Interface]>8�Ý�î�Ý�†4:#Ý�M�•�–�å�±�î�Ç�™�–�«�†�æ���K�r�M��  

• [Action]>8�‚�K�8�Ý�î�Ý�b�”�¡�©�Ù�å  �±�–�É�†�æ���K�r�M�� [Permit] �\  [Deny] �b�8�N�€�?�†4E�¥
�K�r�M��

– [Permit]>8�M+´�M�•�M�m�Z�b�º�Û�Ç�•�µ�¡�†0Á�•�K�r�M��

– [Deny]>8�M+´�M�•�M�m�Z�b�º�Û�Ç�•�µ�¡�†�Ä�°�K�r�M��

• [Source]>8[Destination] �Ç�•�î�Ý�»�[�æ���I�€�S��
›�_�P�K�Z�º�Û�Ç�•�µ�¡�†0Á�•�r�S�c�Ä�°�M�•
3æ�™
–�b IP �”�»�Þ�«�
�¿�µ�º�á�î�¡  �œ�È�ª�™�¡�º  �¢�Ý�î�É�
�–�å�±�î�Ç�™�–�«  IP�
�r�S�c  any �†
�æ���K�r�M��

[...]>8�¤�Ñ�b  IP �”�»�Þ�«  �œ�È�ª�™�¡�º�
 IP �¡�
�¿�µ�º�á�î�¡  �œ�È�ª�™�¡�º  �¢�Ý�î�É�
�r�S�c
�Q�€�}�M�m�Z�†4E�¥�
3ã�•�
)…7Ÿ�
�P7V�
�r�S�c�è(ô�[�A�r�M��

• [Destination]>8[Source Type] �Ç�•�î�Ý�»�[�æ���I�€�S3æ�™
–�_�P�K�Z�º�Û�Ç�•�µ�¡�†0Á�•�r�S�c
�Ä�°�M�•��
›�b  IP �”�»�Þ�«�
�¿�µ�º�á�î�¡  �œ�È�ª�™�¡�º  �¢�Ý�î�É�
�–�å�±�î�Ç�™�–�«  IP�
�r�S�c  
any �†�æ���K�r�M��

[...]>8�¤�Ñ�b  IP �”�»�Þ�«  �œ�È�ª�™�¡�º�
 IP �¡�
�¿�µ�º�á�î�¡  �œ�È�ª�™�¡�º  �¢�Ý�î�É�
�r�S�c
�Q�€�}�M�m�Z�†4E�¥�
3ã�•�
)…7Ÿ�
�P7V�
�r�S�c�è(ô�[�A�r�M��

• [Service]>8�§�î�Å�«�b�Ü�«�º�?�}�Ï�î�º$��•�
�Ï�î�º�b(
�V�
�r�S�c�˜�™�Ý�À�˜�å  �§�î�Å�«�¡�x
�¢�Ý�î�É�†�æ���M�•���œ�_�G�b�œ�É�©�Ù�å�†4E�¥�K�r�M��

[...]>8�¦�S�_0¿���K�S�Ü�«�º�[�
�¤�Ñ�b�§�î�Å�«�†4E�¥�
3ã�•�
)…7Ÿ�
�P7V�
�r�S�c�è(ô�[�A
�r�M��  

• [Description]>8>&�õ�–>''ö#.�”�¡�­�«  �Ý�î�Ý�b1��Â�†
°�Š�K�r�M��

• [Enable Logging]>8�”�¡�­�«  �Ü�«�º�b�ß� �å�¢�†�–�¿�î�È�Ý�_�K�r�M��

– [Logging Level]>8�¹�Ç�›�Ý�º�b�Í�†�Q�b�r�r�Q#Ý�M�•�?�
�r�S�c  [Emergency]�
 [Alert] �

[Critical]�
 [Error]�
 [Warning]�
 [Notification]�
 [Informational]�
 [Debugging] �b�8�N�€�?�†
�æ���K�r�M��

• [More Options]>8�Ý�î�Ý�b3ã�•0¿���œ�É�©�Ù�å�†/²&g�K�r�M��

– [Enable Rule]>8�Ý�î�Ý�†�–�¿�î�È�Ý�r�S�c�¹�•�­�î�È�Ý�_�K�r�M��

�Ç�“�–�”�˜�›�î�Ý  �Ô�î�» �­�Ÿ�×�Ü�¸�•  �¥�å�¸�Ÿ�«�º

�Ý�î�¸�µ�» 3ñ4# �©�å�¢�Ý

�Ð�Ý�³

�¥�å�¸�Ÿ�«
�º �©�«�¸�Ò
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  �©�«�¸�Ò'ö#.*…#Ý  AAA �b0¿��
– [Traffic Direction]>8�]�U�}�b�‰�¥�b�º�Û�Ç�•�µ�¡�_�Ý�î�Ý�†4:#Ý�M�•�?�†�æ���K�r�M��
[Incoming] �\  [Outgoing] �b�8�N�€�?�†4E�¥�[�A�r�M��

– [Source Service]>83æ�™
–�b�É�ß�º�¥�Ý�\�§�î�Å�«�†�æ���K�r�M>& TCP �r�S�c  UDP �§�î�Å�«�_
7H�•>'��

[...]>8�¦�S�_0¿���K�S�Ü�«�º�[�
3æ�™
–�§�î�Å�«�†4E�¥�
3ã�•�
)…7Ÿ�
�P7V�
�r�S�c�è(ô�[�A
�r�M��  

– [Logging Interval]>8�ß� �å�¢�@0¿���I�€�Z�8�•���œ�
�ß� �å�¢6ë7x�†&Ê�"�)�[�æ���K�r�M��

– [Time Range]>8�G�b�Ý�î�Ý�_��*O�I�€�Z�8�•�ì6ë(
�V�†�»�ß�µ�É�²�˜�å  �Ü�«�º�?�}�æ���K�r
�M��

[...]>8�¦�S�_0¿���K�S�Ü�«�º�[�
�ì6ë(
�V�†4E�¥�
3ã�•�
)…7Ÿ�
�P7V�
�r�S�c�è(ô�[�A�r�M��  

�Ô�î�»

���b/²�c�
�G�b�µ+��†�Q#Ý�[�A�•�Ô�î�»�†&g�K�S�v�b�[�M��

�Ô�î�»

���b/²�c�
�G�b�µ+��†�Q#Ý�[�A�•�Ô�î�»�†&g�K�S�v�b�[�M��

�©�«�¸�Ò'ö#.*…#Ý  AAA �b0¿��
�G�b8o�[�c�
�©�«�¸�Ò'ö#.*…�b1�0É�\�¥�Ð�å�»0Á�•�†�–�¿�î�È�Ý�_�M�•�‰�2�_�X�8�Z1��Â�K�r�M���©�«
�¸�Ò'ö#.*…�b  AAA �†0¿���M�•�S�_�
�r�N�ß�î�•�Ý  �¹�î�±�Ë�î�«�r�S�c  AAA �§�î�Â�†0¿���M�•�²0[�@
�6�~�r�M>&���ß�î�•�Ý  �¹�î�±�Ë�î�«�b0¿���� >&P.12-8>' �r�S�c �� AAA �§�î�Â  �¢�Ý�î�É�>�|�g�§�î�Â�b1‘
�9�� >&P.12-13>' �†�g!·>' ��

�G�b8o�[�c�
���b�º�Æ�µ�¡�_�X�8�Z�v�~�V�F�r�M��

• �� CLI�
 ASDM�
�>�|�g  enable �¥�Ð�å�»�b1�0É�b0¿���� >&P.13-27>'

• ��'ö#.0Á�•�_�|�•�Ø�î�¨  CLI �>�|�g  ASDM �”�¡�­�«�b�D7H�� >&P.13-28>'

• ���¥�Ð�å�»0Á�•�b0¿���� >&P.13-29>'

• ��'ö#.�”�¡�­�«  �”�•�˜�å�¸�•�å�¢�b0¿���� >&P.13-38>'

• ���ß�µ�¡�”�˜�º�?�}�b�G�Ÿ�� >&P.13-39>'

�Ç�“�–�”�˜�›�î�Ý  �Ô�î�» �­�Ÿ�×�Ü�¸�•  �¥�å�¸�Ÿ�«�º

�Ý�î�¸�µ�» 3ñ4# �©�å�¢�Ý

�Ð�Ý�³

�¥�å�¸�Ÿ�«
�º �©�«�¸�Ò

• • • • —

�Ç�“�–�”�˜�›�î�Ý  �Ô�î�» �­�Ÿ�×�Ü�¸�•  �¥�å�¸�Ÿ�«�º

�Ý�î�¸�µ�» 3ñ4# �©�å�¢�Ý

�Ð�Ý�³

�¥�å�¸�Ÿ�«
�º �©�«�¸�Ò

• • • • —
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  �©�«�¸�Ò'ö#.*…#Ý  AAA �b0¿��
CLI�
 ASDM�
�>�|�g  enable �¥�Ð�å�»�b1�0É�b0¿��

CLI 1�0É�†�–�¿�î�È�Ý�_�M�•�\�
�­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�c�ß�¢�–�å�b�S�u�Ø�î�¨�¡�\�Ã�«�á�î
�»�b
°�Š�†�Ó�u�•�É�ß�å�É�º�†/²&g�K�r�M���_���†
°�Š�K�S�‹�
�Ø�î�¨  EXEC �Ô�î�»�_�”�¡�­�«�[�A
�•�|�:�_�^�~�r�M��

"I�’  EXEC �Ô�î�»�†6ä���M�•�_�c�
 enable �¥�Ð�å�»�r�S�c  login �¥�Ð�å�»�†
°�Š�K�r�M>&�ß�î�•�Ý  
�¹�î�±�Ë�î�«�b�s�†�Q#Ý�K�Z�8�•���œ>' ��

�–�¿�î�È�Ý 1�0É�†0¿���K�S���œ�
�­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�[�c�Ø�î�¨�¡�\�Ã�«�á�î�»�b
°�Š�†�Ó
�u�•�É�ß�å�É�º�@/²&g�I�€�r�M�� enable 1�0É�†0¿���K�^�8���œ�c�
 enable �¥�Ð�å�»�†
°�Š�M�•7•�_�


>&enable password �¥�Ð�å�»�[0¿���K�S>'�©�«�¸�Ò  �–�¿�î�È�Ý  �Ã�«�á�î�»�†
°�Š�K�r�M���S�T�K�

enable 1�0É�†�Q#Ý�K�^�8���œ�c�
 enable �¥�Ð�å�»�†
°�Š�K�S�‹�
"I���b�Ø�î�¨�\�K�Z�ß�¢�–�å�K�Z�8
�^�8�G�\�_�^�~�r�M���Ø�î�¨�¡�†�–�â�M�•�_�c�
 enable 1�0É�†�Q#Ý�K�r�M��

�ß�î�•�Ý  �¹�î�±�Ë�î�«�†�Q#Ý�M�•1�0É�b���œ�
 login �¥�Ð�å�»�†�Q#Ý�[�A�r�M���G�b�¥�Ð�å�»�[�c�

�Ø�î�¨�¡�c)T�â�I�€�r�M�@�
1�0É�†�œ�å�_�M�•�¥�å�Ç�•� �×�Þ�î�©�Ù�å�c�²0[�6�~�r�O�‡��

>&�@>' �­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�[  Telnet �Ø�î�¨�
 SSH �Ø�î�¨�
�r�S�c  HTTP �Ø�î�¨�†1�0É�[�A�•�|�:�_
�M�•�_�c�
�r�N�­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�l�b�”�¡�­�«�†0¿���M�•�²0[�@�6�~�r�M>& ���­�Ÿ�×�”  �©�™
�Ý��>&P.13-5>'�
�� Telnet��>&P.13-6>'�
�r�S�c �� HTTPS/ASDM��>&P.13-1>' �†�g!·>' ���G�€�}�b�Ì�–�å�[�c�

�­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�\�b3û�™�@0Á�•�I�€�•  IP �”�»�Þ�«�†�æ���K�r�M��

CLI�
 ASDM�
�r�S�c �–�¿�î�È�Ý 1�0É�†0¿���M�•�_�c�
���b�m8p�†��/œ�K�r�M��

�«�¸�µ�É 1 enable �¥�Ð�å�»�†�Q#Ý�M�•�Ø�î�¨�†1�0É�M�•���œ�c�
 [Configuration] > [Device Management] > 
[Users/AAA] > [AAA Access] > [Authentication] �_&ã�·�K�
���b�|�:�_0¿���†/œ�8�r�M��

a. [Enable] �³�™�µ�¡�Î�µ�¡�«�†4E�¥�K�r�M��

b. [Server Group] �»�ß�µ�É�²�˜�å  �Ü�«�º�?�}�
�§�î�Â  �¢�Ý�î�É�¡�r�S�c  LOCAL �¹�î�±�Ë�î�«�†4E
�¥�K�r�M��

c. >&�õ�–>' AAA �§�î�Â�†4E�¥�M�•���œ�c�
 AAA �§�î�Â�@�Q#Ý�Y�•�_�^�W�S���œ�b�Ç�›�î�Ý�Â�µ�¡�‰
�'�\�K�Z�ß�î�•�Ý  �¹�î�±�Ë�î�«�@�Q#Ý�I�€�•�|�:�_�­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�†0¿���[�A�r�M��
[Use LOCAL when server group fails] �³�™�µ�¡�Î�µ�¡�«�†�œ�å�_�K�r�M���ß�î�•�Ý  �¹�î�±�Ë�î�«
�[�c  AAA �§�î�Â�\� �L�Ø�î�¨�¡�>�|�g�Ã�«�á�î�»�†�Q#Ý�M�•�G�\�†�N�á�K�r�M���G�€�c�
�­�Ÿ�×
�Ü�¸�•  �”�É�Û�–�”�å�«�b�É�ß�å�É�º�[�c�
�8�N�€�b�‰�'�@�Q#Ý�I�€�Z�8�•�?�@&g�I�€�^�8�S�u�[
�M��

�«�¸�µ�É 2 CLI �r�S�c  ASDM �_�”�¡�­�«�M�•�Ø�î�¨�†1�0É�M�•���œ�c�
 [Configuration] > [Device Management] 
> [Users/AAA] > [AAA Access] > [Authentication] �_&ã�·�K�
���b�|�:�_0¿���†/œ�8�r�M��

a. ���b�³�™�µ�¡�Î�µ�¡�«�†�œ�å�_�K�r�M>&0
�X�•>' ��

• [HTTP/ASDM]>8HTTPS �†�Q#Ý�K�Z ASDM �_�”�¡�­�«�M�•  �­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«  �¡�Û�–
�”�å�º�†1�0É�K�r�M�� AAA �§�î�Â�†�Q#Ý�M�•���œ�c�
 HTTP 1�0É�T�E�†0¿���M�•�²0[�@�6�~�r�M��
�¹�Ç�›�Ý�º�[�c�
�G�b�¥�Ð�å�»�†0¿���K�^�C�Z�v�
 ASDM �_�|�W�Z�ß�î�•�Ý  �¹�î�±�Ë�î�«�@1�0É
�_�Q#Ý�I�€�r�M�� HTTP 'ö#.1�0É�[�c�
 AAA �§�î�Â  �¢�Ý�î�É�b  SDI �É�ß�º�¥�Ý�†�§�Ï�î�º�K�Z�8
�r�O�‡��

• [Serial]>8�¥�å�¯�î�Ý  �Ï�î�º�†�Q#Ý�K�Z�­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�_�”�¡�­�«�M�•�Ø�î�¨�†1�0É
�K�r�M��  

• [SSH]>8SSH �†�Q#Ý�K�Z�­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�_�”�¡�­�«�M�•�Ø�î�¨�†1�0É�K�r�M��  

• [Telnet]>8Telnet �†�Q#Ý�K�Z�­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�_�”�¡�­�«�M�•�Ø�î�¨�†1�0É�K�r�M��  
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  �©�«�¸�Ò'ö#.*…#Ý  AAA �b0¿��
b. �P�Â�M�•�³�™�µ�¡�Î�µ�¡�«�†�œ�å�_�K�S�§�î�Å�«�H�\�_�
 [Server Group] �»�ß�µ�É�²�˜�å  �Ü�«�º�?
�}�
�§�î�Â  �¢�Ý�î�É�¡�r�S�c  LOCAL �¹�î�±�Ë�î�«�†4E�¥�K�r�M��

c. >&�õ�–>' AAA �§�î�Â�†4E�¥�M�•���œ�c�
 AAA �§�î�Â�@�Q#Ý�Y�•�_�^�W�S���œ�b�Ç�›�î�Ý�Â�µ�¡�‰
�'�\�K�Z�ß�î�•�Ý  �¹�î�±�Ë�î�«�@�Q#Ý�I�€�•�|�:�_�­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�†0¿���[�A�r�M��
[Use LOCAL when server group fails] �³�™�µ�¡�Î�µ�¡�«�†�œ�å�_�K�r�M���ß�î�•�Ý  �¹�î�±�Ë�î�«
�[�c  AAA �§�î�Â�\� �L�Ø�î�¨�¡�>�|�g�Ã�«�á�î�»�†�Q#Ý�M�•�G�\�†�N�á�K�r�M���G�€�c�
�­�Ÿ�×
�Ü�¸�•  �”�É�Û�–�”�å�«�b�É�ß�å�É�º�[�c�
�8�N�€�b�‰�'�@�Q#Ý�I�€�Z�8�•�?�@&g�I�€�^�8�S�u�[
�M��

�«�¸�µ�É 3 [Apply]  �†�¡�Ü�µ�¡�K�r�M��

'ö#.0Á�•�_�|�•�Ø�î�¨  CLI �>�|�g  ASDM �”�¡�­�«�b�D7H

CLI 1�0É�r�S�c  enable 1�0É�†0¿���M�•�\�
�ß�î�•�Ý  �Ø�î�¨�
 RADIUS�
 TACACS+�
�r�S�c  LDAP 
�Ø�î�¨>& LDAP �“�ö�†  RADIUS �“�ö�_�Ð�µ�Æ�å�¢�M�•���œ>'�?�}�b  CLI�
 ASDM�
�r�S�c  enable �¥
�Ð�å�»�l�b�”�¡�­�«�†�D7H�[�A�r�M��

>&�@>' 'ö#.0Á�•�_�c�©�Ü�”�Ý  �”�¡�­�«�c�µ�r�€�^�8�S�u�
 [Authentication] > [Serial] �œ�É�©�Ù�å�†�–�¿�î�È
�Ý�_�M�•�\�
1�0É�I�€�S�Ø�î�¨�c�M�m�Z�
�¥�å�¯�î�Ý  �Ï�î�º�_�”�¡�­�«�[�A�r�M��

'ö#.0Á�•�†0¿���M�•�_�c�
���b�m8p�†��/œ�K�r�M��

�«�¸�µ�É 1 'ö#.0Á�•�†�–�¿�î�È�Ý�_�M�•���œ�c�
 [Configuration] > [Device Management] > [Users/AAA] > [AAA 
Access] > [Authorization] �_&ã�·�K�
 [Perform authorization for exec shell access] > [Enable] �³�™�µ�¡
�Î�µ�¡�«�†�œ�å�_�K�r�M��

�G�b�œ�É�©�Ù�å�†4E�¥�M�•�\�
 RADIUS �b'ö#.�Ø�î�¨"I�’�Þ�Ë�Ý�b�§�Ï�î�º�v�–�¿�î�È�Ý�_�^�~�r�M��
'ö#.�Ø�î�¨"I�’�Þ�Ë�Ý�c�
�ß�î�•�Ý  �¥�Ð�å�»"I�’�Þ�Ë�Ý�\)��s�œ�ƒ�O�Z�
�¥�Ð�å�»0Á�•�_�Q#Ý�[�A�r
�M��0ò(ý�_�X�8�Z�c�
 ���ß�î�•�Ý  �¥�Ð�å�»0Á�•�b0¿���� >&P.13-31>' �†�g!·�K�Z�C�T�I�8��

�«�¸�µ�É 2 �Ø�î�¨�†'ö#.1�0É�P1ß�_0¿���M�•�_�c�
���b�›  AAA �§�î�Â  �±�–�É�r�S�c�ß�î�•�Ý  �Ø�î�¨�b0[�ó�†�g
!·�K�Z�C�T�I�8��

• RADIUS �r�S�c  LDAP>&�Ð�µ�Æ�å�¢�I�€�S>'�Ø�î�¨>8���b�Í�b�8�N�€�?�_�X�8�Z�
 Service-Type 
�“�ö�†0¿���K�r�M  

– [admin]>8[Authentication] �±�È�b�œ�É�©�Ù�å�[�æ���I�€�S�M�m�Z�b�§�î�Å�«�l�b�Ç�Ý  �”�¡�­
�«�†0Á�•�K�r�M��

– [nas-prompt]>8Telnet 1�0É�r�S�c  SSH 1�0É�b�œ�É�©�Ù�å�†0¿���K�S���œ�c  CLI �l�b�”�¡�­�«
�†0Á�•�K�
 HTTP �œ�É�©�Ù�å�†0¿���K�S���œ�c  ASDM �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �”�¡�­�«�†�Ä
�°�K�r�M�� ASDM �Ô�½�±�Ü�å�¢  �”�¡�­�«�c0Á�•�K�r�M�� [Enable] �œ�É�©�Ù�å�[ �–�¿�î�È�Ý 1�
0É�†0¿���K�S���œ�
�Ø�î�¨�c  enable �¥�Ð�å�»�†�Q#Ý�K�Z"I�’  EXEC �Ô�î�»�_�”�¡�­�«�[�A�r
�O�‡��

– [remote-access]>8'ö#.�”�¡�­�«�†�Ä�°�K�r�M���Ø�î�¨�c�
 [Authentication] �±�È�b�œ�É�©�Ù�å
�[�æ���I�€�S�8�N�€�b�§�î�Å�«�v�Q#Ý�[�A�r�O�‡>& [Serial] �œ�É�©�Ù�å�c7V�A�r�M���X�r�~�

�©�Ü�”�Ý  �”�¡�­�«�c0Á�•�I�€�r�M>' ��

• TACACS+ �Ø�î�¨>8 �� service=shell���[0Á�•�@0[�Ó�I�€�
�§�î�Â�c  PASS �r�S�c  FAIL �[�Â'Å�K�r
�M��
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  �©�«�¸�Ò'ö#.*…#Ý  AAA �b0¿��
– PASS>&"I�’�Þ�Ë�Ý  1>'>8[Authentication] �±�È�b�œ�É�©�Ù�å�[�æ���I�€�S�M�m�Z�b�§�î�Å�«�l
�b�Ç�Ý  �”�¡�­�«�†0Á�•�K�r�M��

– PASS>&"I�’�Þ�Ë�Ý  2 �è�V>'>8Telnet 1�0É�r�S�c  SSH 1�0É�b�œ�É�©�Ù�å�†0¿���K�S���œ�c  CLI 
�l�b�”�¡�­�«�†0Á�•�K�
 HTTP �œ�É�©�Ù�å�†0¿���K�S���œ�c  ASDM �¥�å�Ç�•� �×�Þ�î�©�Ù�å  
�”�¡�­�«�†�Ä�°�K�r�M�� ASDM �Ô�½�±�Ü�å�¢  �”�¡�­�«�c0Á�•�K�r�M�� [Enable] �œ�É�©�Ù�å�[
�–�¿�î�È�Ý 1�0É�†0¿���K�S���œ�
�Ø�î�¨�c  enable �¥�Ð�å�»�†�Q#Ý�K�Z"I�’  EXEC �Ô�î�»�_�”
�¡�­�«�[�A�r�O�‡��

– FAIL >8'ö#.�”�¡�­�«�†�Ä�°�K�r�M���Ø�î�¨�c�
 [Authentication] �±�È�b�œ�É�©�Ù�å�[�æ���I�€
�S�8�N�€�b�§�î�Å�«�v�Q#Ý�[�A�r�O�‡>& [Serial] �œ�É�©�Ù�å�c7V�A�r�M���X�r�~�
�©�Ü�”�Ý  �”
�¡�­�«�c0Á�•�I�€�r�M>' ��

• �ß�î�•�Ý  �Ø�î�¨>8 [Access Restriction] �œ�É�©�Ù�å�†0¿���K�r�M�� �� [Add/Edit User Account] > 
[Identity]��>&P.12-9>' �†�g!·�K�Z�C�T�I�8���”�¡�­�«�D7H�b�¹�Ç�›�Ý�º�Í�c  [Full Access] �[�M���G
�b���œ�c�
 [Authentication] �±�È�b�œ�É�©�Ù�å�[�æ���I�€�S�M�m�Z�b�§�î�Å�«�_�P�K�Z�
�Ç�Ý  �”�¡
�­�«�@0Á�•�I�€�r�M��

�¥�Ð�å�»0Á�•�b0¿��

�¥�Ð�å�»�l�b�”�¡�­�«�†�D�š�M�•���œ�
�­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�[�c�¥�Ð�å�»0Á�•�†0¿���[�A�

�Ø�î�¨�@�Q#Ý�[�A�•�¥�Ð�å�»�†�ô���[�A�r�M���¹�Ç�›�Ý�º�[�c�
�ß�¢�–�å�M�•�\�Ø�î�¨  EXEC �Ô�î�»
�_�”�¡�­�«�[�A�
�q�*7H�b�¥�Ð�å�»�T�E�@�f�j�I�€�r�M�� enable �¥�Ð�å�»>&�r�S�c�
�ß�î�•�Ý  �¹�î�±
�Ë�î�«�†�Q#Ý�M�•�\�A�c  login �¥�Ð�å�»>'�†
°�Š�M�•�\�
"I�’  EXEC �Ô�î�»�>�|�g�¥�å�Ç�•� �×�Þ�î
�©�Ù�å  �¥�Ð�å�»�†�µ�t9×�Ø�^�¥�Ð�å�»�_�”�¡�­�«�[�A�r�M��

�G�b8o�[�c�
���b�º�Æ�µ�¡�_�X�8�Z�v�~�V�F�r�M��

• ���¥�Ð�å�»0Á�•�b�+0[�� >&P.13-29>'

• ���ß�î�•�Ý  �¥�Ð�å�»0Á�•�b0¿���� >&P.13-31>'

• �� TACACS+ �¥�Ð�å�»0Á�•�b0¿���� >&P.13-33>'

�¥�Ð�å�»0Á�•�b�+0[

�G�b8o�[�c�
�¥�Ð�å�»0Á�•�_�X�8�Z1��Â�K�r�M�����b8o% �†�v�~�V�F�r�M��

• ���§�Ï�î�º�I�€�•�¥�Ð�å�»0Á�•�‰�'�� >&P.13-29>'

• ���Ø�î�¨  �¡�Þ�¹�å�©�Õ�Ý�b)T�â�_�X�8�Z�� >&P.13-30>'

• ���­�Ÿ�×�Ü�¸�•  �¥�å�¸�Ÿ�«�º�\�¥�Ð�å�»0Á�•�� >&P.13-30>'

�§�Ï�î�º�I�€�•�¥�Ð�å�»0Á�•�‰�'

���b  2 �X�b�¥�Ð�å�»0Á�•�‰�'�b�8�N�€�?�†�Q#Ý�[�A�r�M��

• �ß�î�•�Ý"I�’�Þ�Ë�Ý>8�­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�[�¥�Ð�å�»"I�’�Þ�Ë�Ý�†0¿���K�r�M���ß�î�•
�Ý �Ø�î�¨�
 RADIUS �Ø�î�¨�
�r�S�c  LDAP �Ø�î�¨>& LDAP �“�ö�†  RADIUS �“�ö�_�Ð�µ�Æ�å�¢�M
�•���œ>'�†  CLI �”�¡�­�«�_�X�8�Z1�0É�M�•���œ�
�­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�c�Q�b�Ø�î�¨�†
�ß�î�•�Ý  �¹�î�±�Ë�î�«�
 RADIUS�
�r�S�c  LDAP �§�î�Â�[��*O�I�€�Z�8�•"I�’�Þ�Ë�Ý�_�d�“�I�O
�r�M���Ø�î�¨�c�
�Q�b"I�’�Þ�Ë�Ý�è�W�b�¥�Ð�å�»�_�”�¡�­�«�[�A�r�M���M�m�Z�b�Ø�î�¨�c�
�6�u�Z
�ß�¢�–�å�M�•�\�A�_�
�Ø�î�¨  EXEC �Ô�î�»>&�Þ�Ë�Ý  0 �r�S�c  1 �b�¥�Ð�å�»>'�_�”�¡�­�«�K�r�M��
�Ø�î�¨�c�
"I�’  EXEC �Ô�î�»>&�Þ�Ë�Ý  2 �è�V�b�¥�Ð�å�»>'�_�”�¡�­�«�M�•�S�u�_
Ì�g  enable �¥�Ð
�å�»�[1�0É�M�•�?�
 login �¥�Ð�å�»�[�ß�¢�–�å>&�ß�î�•�Ý  �¹�î�±�Ë�î�«�_7H�•>'�[�A�r�M��
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'¨  13 'v       'ö#.�”�¡�­�«�b0¿��
  �©�«�¸�Ò'ö#.*…#Ý  AAA �b0¿��
>&�@>' �ß�î�•�Ý  �¹�î�±�Ë�î�«
Æ�_�Ø�î�¨�@�Ñ�~�K�^�C�Z�v�
�r�S  CLI 1�0É�x  enable 1�0É�@�^�8���œ
�[�v�
�ß�î�•�Ý  �¥�Ð�å�»0Á�•�†�Q#Ý�[�A�r�M���æ�ƒ�~�_�
 enable �¥�Ð�å�»�†
°�Š�M�•�\�A�_
�©�«�¸�Ò  �–�¿�î�È�Ý  �Ã�«�á�î�»�†
°�Š�M�•�\�
�­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�_�|�W�Z�Þ�Ë�Ý  
15 �_*(�?�€�r�M�����_�
�M�m�Z�b�Þ�Ë�Ý�b�–�¿�î�È�Ý  �Ã�«�á�î�»�†�8�B�K�r�M���G�€�_�|�~�

enable n>&2 >|  15>'�†
°�Š�K�S�\�A�_�
�­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�_�|�W�Z�Þ�Ë�Ý  n �_*(�?
�€�•�|�:�_�^�~�r�M���G�€�}�b�Þ�Ë�Ý�c�
�ß�î�•�Ý  �¥�Ð�å�»0Á�•�†�œ�å�_�M�•�r�[�Q#Ý�I�€�r
�O�‡>&�‹3Ù�b ���ß�î�•�Ý  �¥�Ð�å�»0Á�•�b0¿���� �†�g!·�K�Z�C�T�I�8>' ��>&enable �b0ò(ý�_�X�8
�Z�c�
 �� Cisco Security Appliance Command Reference���†�g!·�K�Z�C�T�I�8>'

• TACACS+ �§�î�Â"I�’�Þ�Ë�Ý>8 TACACS+ �§�î�Â�[�
�Ø�î�¨�r�S�c�¢�Ý�î�É�@  CLI �”�¡�­�«�_�X
�8�Z1�0É�K�S�‹�[�Q#Ý�[�A�•�¥�Ð�å�»�†0¿���K�r�M�� CLI �[�Ø�î�¨�@
°�Š�M�•�M�m�Z�b�¥�Ð�å�»
�c�
 TACACS+ �§�î�Â�[�³�™�µ�¡�I�€�r�M��

�Ø�î�¨  �¡�Þ�¹�å�©�Õ�Ý�b)T�â�_�X�8�Z  

�Ø�î�¨�@�­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�_�ß�¢�–�å�M�•���œ�
�Ø�î�¨�\�Ã�«�á�î�»�†
°�Š�K�Z1�0É�I�€
�•�²0[�@�6�~�r�M���­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�c�
� �L�­�µ�©�Ù�å�[�‹�o�]1�0É�@
Ì�g�²0[�_�^�•
���œ�_
��<�Z�
�G�€�}�b�­�µ�©�Ù�å  �¡�Þ�¹�å�©�Õ�Ý�†�–�â�K�r�M��

���b�¥�å�Ç�•� �×�Þ�î�©�Ù�å�@0¿���I�€�Z�8�•���œ�
�Ø�î�¨�c�ß�¢�–�å�ì�_�ß�î�•�Ý  �§�î�Â�T�E�[1�
0É�I�€�€�d�|�8�G�\�_�^�~�r�M���Q�b�‹�_)F�C0Á�•�[�c�
�–�Ñ�I�€�S�¡�Þ�¹�å�©�Õ�Ý�@�Q#Ý�I�€�r�M��
�r�S�
"I�’�Þ�Ë�Ý  15 �b�Ã�«�á�î�»�b
°�Š�†�Ó�u�•�É�ß�å�É�º�@/²&g�I�€�r�M��"I�’�Ô�î�»�†���•�\�A
�_�
�Ø�î�¨�c
Ì�g1�0É�I�€�r�M���Ø�î�¨�b�¡�Þ�¹�å�©�Õ�Ý�c"I�’�Ô�î�»�[�c�–�â�I�€�r�O�‡��

• �ß�î�•�Ý  �§�î�Â�c�
�Ø�î�¨  �”�¡�­�«�b1�0É�†/œ�:�|�:�_0¿���I�€�r�M��

• "I�’�Þ�Ë�Ý  15 �b�¥�Ð�å�»  �”�¡�­�«�c�
�Ã�«�á�î�»�†0[�Ó�M�•�|�:�_0¿���I�€�r�M��

• �Ø�î�¨�b�”�•�˜�å�º�c�
�©�Ü�”�Ý0Á�•�S#Ý>&�¥�å�¯�î�Ý�r�S�c  ASDM �l�b�”�¡�­�«�^�K>'�\�K�Z
0¿���I�€�r�M��

• �Ø�î�¨�b�”�•�˜�å�º�c�
"I�’�Þ�Ë�Ý  15 �b�¥�Ð�å�»  �”�¡�­�«#Ý�_0¿���I�€�r�M��

���b/²�_�
�­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�[�b�¡�Þ�¹�å�©�Õ�Ý�b�Q#Ý�‰�2�†&g�K�r�M��

�­�Ÿ�×�Ü�¸�•  �¥�å�¸�Ÿ�«�º�\�¥�Ð�å�»0Á�•

�Ð�Ý�³  �­�Ÿ�×�Ü�¸�•  �¥�å�¸�Ÿ�«�º�[�¥�Ð�å�»0Á�•�†��/æ�M�•���œ�b5�0[�^*ƒ�Ö!l�†���_&g�K�r�M��

• AAA 0¿���c�¥�å�¸�Ÿ�«�º�H�\�_�¶�9�[�6�~�
�¥�å�¸�Ÿ�«�º6ë�[
¹�w�I�€�r�O�‡��

�¥�Ð�å�»0Á�•�†0¿���M�•���œ�c�
�›�­�Ÿ�×�Ü�¸�•  �¥�å�¸�Ÿ�«�º�†�9���_0¿���M�•�²0[�@�6�~�r�M��
�G�€�_�|�~�
$��^�•�­�Ÿ�×�Ü�¸�•  �¥�å�¸�Ÿ�«�º�_�P�K�Z$��^�•�¥�Ð�å�»0Á�•�†��/œ�[�A�r�M��

�­�Ÿ�×�Ü�¸�•  �¥�å�¸�Ÿ�«�º�†�)�~�p�<�•���œ�
'ö#.*…�c�
�ß�¢�–�å�ì�_�æ���K�S�Ø�î�¨�¡�[0Á�•
�I�€�•�¥�Ð�å�»�@�‚�K�8�¥�å�¸�Ÿ�«�º  �­�µ�©�Ù�å�[�c$��^�•�•+��ö�@�6�•�G�\�x�
�‚�K�8�¥�å�¸
�Ÿ�«�º�[�c�¥�Ð�å�»0Á�•�@�r�W�S�C0¿���I�€�Z�8�^�8�•+��ö�@�6�•�G�\�†�Õ8Œ�_*(�8�Z�C�T�I�8��

�²0[�^�¡�Þ�¹�å�©�Õ
�Ý

�Ø�î�¨�¡�\�Ã�«
�á�î�»�_�|�•1�
0É

�©�Ü�”�Ý  
0Á�•

"I�’�Ô�î�»  �¥�Ð
�å�»0Á�•

"I�’  
�Ô�î�»)
�¢0Á�•

�Ø�î�¨�¡ Yes No No Yes

�Ã�«�á�î�» Yes No No Yes

"I�’�Ô�î�»�b�Ã�«
�á�î�»

No No Yes No
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  �©�«�¸�Ò'ö#.*…#Ý  AAA �b0¿��
�¥�Ð�å�»0Á�•�@�­�Ÿ�×�Ü�¸�•  �¥�å�¸�Ÿ�«�º�_�|�W�Z$��^�•���œ�@�6�•�G�\�†'ö#.*…�@#.0Ž�K�Z�8
�^�8�\�
�ã�˜�@#Õ�L�•�•+��ö�@�6�~�r�M���G�b�·�8�c�
���b�Ù)��s�_�|�W�Z�I�}�_0
7§�_�^�~�r
�M��

• changeto �¥�Ð�å�»�_�|�W�Z6ä���I�€�S�‚�K�8�¥�å�¸�Ÿ�«�º  �­�µ�©�Ù�å�[�c�
�S�b�¥�å�¸�Ÿ�«�º  
�­�µ�©�Ù�å�[�Q#Ý�I�€�S�Ø�î�¨�¡�_6õ�€�^�C�
'ö#.*…  ID �\�K�Z�–�_�¹�Ç�›�Ý�º�b�� enable_15��
�Ø�î�¨�¡�@�Q#Ý�I�€�r�M���G�€�_�|�~�
 enable_15 �Ø�î�¨�_�P�K�Z�¥�Ð�å�»0Á�•�@0¿���I�€�Z�8�^
�8���œ�x�
 enable_15 �Ø�î�¨�b0Á�•�@�S�b�¥�å�¸�Ÿ�«�º  �­�µ�©�Ù�å�[�b�Ø�î�¨�b0Á�•�\$��^�•���œ
�_�
�ã�˜�@#Õ�L�•�•+��ö�@�6�~�r�M��

�G�€�c�
$Î/œ�I�€�•�›�¥�Ð�å�»�†"I���b'ö#.*…�_�G&��_6õ4��Ü�E�•�G�\�@�[�A�•���œ�_7H�~�w� �\
�^�•�
�¥�Ð�å�»  �”�•�˜�å�¸�•�å�¢�_�v�s8j�K�r�M�� changeto �¥�Ð�å�»�b�Q#Ý�@0Á�•�I�€�Z�8�•�M
�m�Z�b'ö#.*…�c  enable_15 �Ø�î�¨�¡�†�Ú�b�¥�å�¸�Ÿ�«�º�[�Q#Ý�[�A�•�S�u�
 enable_15 �Ø�î�¨�¡�[
�ß�¢�–�å�K�S�Ø�î�¨�†�¥�Ð�å�»  �”�•�˜�å�¸�•�å�¢  �Þ�¥�î�»�[(F�"�_"I���[�A�•�\�c7H�~�r�O�‡��
�¥�å�¸�Ÿ�«�º�H�\�_$��^�•�”�•�˜�å�¸�•�å�¢  �§�î�Â�†�Q#Ý�M�•���œ�c�
 enable_15 �Ø�î�¨�¡�†�Q#Ý
�K�Z�8�S�Ø�î�¨�†3ã2§�M�•�S�u�_�X�Ž�b�§�î�Â�b�¹�î�±�†%&6õ�I�O�•�²0[�@#Õ�L�r�M��

�¥�Ð�å�»0Á�•�†0¿���M�•���œ�c�
���b!l�†*ƒ�Ö�K�r�M��

– changeto �¥�Ð�å�»�b�Q#Ý�@0Á�•�I�€�Z�8�•'ö#.*…�c�
��2A$×�_�
�Ú�b�¥�å�¸�Ÿ�«�º�Q�€�R�€
�[  enable_15 �Ø�î�¨�_0Á�•�I�€�Z�8�•�M�m�Z�b�¥�Ð�å�»�†�Q#Ý�M�•0Á�•�†�â�U�r�M��

– �¥�å�¸�Ÿ�«�º�H�\�_�9���_�¥�Ð�å�»�†0Á�•�M�•���œ�c�
 changeto �¥�Ð�å�»�b�Q#Ý0Á�•�†�â�X
'ö#.*…�_�P�K�Z�v�Ä�°�I�€�•�¥�Ð�å�»�@  enable_15 �Ø�î�¨�¡�[�v�Ä�°�I�€�•�G�\�†�
�›�¥�å�¸
�Ÿ�«�º�[&�1��K�Z�C�T�I�8��

�­�Ÿ�×�Ü�¸�•  �¥�å�¸�Ÿ�«�º�†�)�~�p�<�•���œ�
'ö#.*…�c"I�’  EXEC �Ô�î�»�†)
�¢�K�

Ì�Ø  enable 
�¥�Ð�å�»�†
°�Š�K�Z�²0[�^�Ø�î�¨�¡�†�Q#Ý�[�A�r�M��

>&�@>' �©�«�¸�Ò��/œ�«�Ì�î�«�[�c  AAA �¥�Ð�å�»�@�§�Ï�î�º�I�€�^�8�S�u�
�©�«�¸�Ò��/œ�«�Ì�î�«�[�c�¥�Ð�å
�»0Á�•�†�Q#Ý�[�A�r�O�‡��

�ß�î�•�Ý  �¥�Ð�å�»0Á�•�b0¿��

�ß�î�•�Ý  �¥�Ð�å�»0Á�•�†�Q#Ý�K�Z�
�¥�Ð�å�»�†  16 �b"I�’�Þ�Ë�Ý>& 0 >|  15>'�b  1 �X�_�m�~�\�Z�•�G�\�@
�[�A�r�M���¹�Ç�›�Ý�º�[�c�
�›�¥�Ð�å�»�c"I�’�Þ�Ë�Ý  0 �r�S�c  15 �_�m�~�\�Z�}�€�r�M���›�Ø�î�¨�†"I
���b"I�’�Þ�Ë�Ý�_��*O�[�A�
�›�Ø�î�¨�c��*O�I�€�S"I�’�Þ�Ë�Ý�è�W�b�¥�Ð�å�»�†
°�Š�[�A�r�M���­�Ÿ�×
�Ü�¸�•  �”�É�Û�–�”�å�«�c�
�ß�î�•�Ý  �¹�î�±�Ë�î�«�
 RADIUS �§�î�Â�
�r�S�c  LDAP �§�î�Â>& LDAP 
�“�ö�†  RADIUS �“�ö�_�Ð�µ�Æ�å�¢�M�•���œ>'�[��*O�I�€�S�Ø�î�¨"I�’�Þ�Ë�Ý�†�§�Ï�î�º�K�Z�8�r�M��

�� LDAP �“�ö�Ð�µ�É�b0¿���� >&P.12-24>' �†�g!·�K�Z�C�T�I�8��

�G�b8o�[�c�
���b�º�Æ�µ�¡�_�X�8�Z�v�~�V�F�r�M��

• ���ß�î�•�Ý  �¥�Ð�å�»0Á�•�b�S�f�²�ó�� >&P.13-31>'

• ���¹�Ç�›�Ý�º�b�¥�Ð�å�»"I�’�Þ�Ë�Ý�� >&P.13-32>'

• ���¥�Ð�å�»�l�b"I�’�Þ�Ë�Ý�b�m�~�\�Z�\0Á�•�b�–�¿�î�È�Ý�ì�� >&P.13-32>'

�ß�î�•�Ý  �¥�Ð�å�»0Á�•�b�S�f�²�ó

�¥�Ð�å�»0Á�•�¥�å�Ç�•� �×�Þ�î�©�Ù�å�b�M4Š�\�K�Z�
���b�±�«�¡�†��/œ�K�r�M��

• enable 1�0É�†0¿���K�r�M  >&�� CLI�
 ASDM�
�>�|�g  enable �¥�Ð�å�»�b1�0É�b0¿���� >&P.13-27>' �†�g
!·>' ��

enable 1�0É�c�
�Ø�î�¨�@  enable �¥�Ð�å�»�_�”�¡�­�«�K�S�‹�_�Ø�î�¨�¡�†�–�â�M�•�S�u�_�c�Y�•��
�[�M��
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  �©�«�¸�Ò'ö#.*…#Ý  AAA �b0¿��
�6�•�8�c�
0¿���†�²0[�\�K�^�8  login �¥�Ð�å�»>&�G�€�c�
1�0É�I�€�Z�8�•  enable �¥�Ð�å�»�\� �L
�[�ß�î�•�Ý  �¹�î�±�Ë�î�«�b���œ�_7H�•>'�†�Q#Ý�M�•�G�\�v�[�A�r�M���G�b�œ�É�©�Ù�å�c  enable 1�
0É�o�]�ó
²�[�c�^�8�S�u�
�>�È�u�K�r�O�‡��

CLI 1�0É�†�Q#Ý�M�•�G�\�v�[�A�r�M�@�
�²8r�[�c�6�~�r�O�‡��

• ���_&g�M�Ø�î�¨  �±�–�É�H�\�b�S�f�²�ó�†&�1��K�Z�C�T�I�8��

– �ß�î�•�Ý  �¹�î�±�Ë�î�«  �Ø�î� >̈8�ß�î�•�Ý  �¹�î�±�Ë�î�«
Æ�b�›�Ø�î�¨�b"I�’�Þ�Ë�Ý�†  0 >|  15 �[
0¿���K�r�M��

�ß�î�•�Ý  �¹�î�±�Ë�î�«�†0¿���M�•�_�c�
 ���ß�î�•�Ý  �¹�î�±�Ë�î�«�b0¿���� >&P.12-8>' �†�g!·�K
�Z�C�T�I�8��

– RADIUS �Ø�î�¨>8�Ø�î�¨�b  Cisco VSA CVPN3000-Privilege-Level �†�
 0 >|  15 �b�Í�[0¿���K
�r�M��

– LDAP �Ø�î�¨>8�Ø�î�¨�†"I�’�Þ�Ë�Ý  0 >|  15 �b6ë�[0¿���K�
���_ �� LDAP �“�ö�Ð�µ�É�b0¿����
>&P.12-24>' �b1��Â�_�‘�W�Z�
 LDAP �“�ö�†  Cisco VAS CVPN3000-Priviledge-Level �_�Ð�µ�Æ
�å�¢�K�r�M��

�¹�Ç�›�Ý�º�b�¥�Ð�å�»"I�’�Þ�Ë�Ý

�¹�Ç�›�Ý�º�[�c�
���b�¥�Ð�å�»�@"I�’�Þ�Ë�Ý  0 �_�m�~�\�Z�}�€�r�M���Q�b�Ú�b�M�m�Z�b�¥�Ð�å�»�c�
�Þ
�Ë�Ý  15 �[�M��

• show checksum

• show curpriv

• enable

• help

• show history

• login

• logout

• pager

• show pager

• clear pager

• quit

• show version

�¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ô�î�»  �¥�Ð�å�»�†  15 �|�~�*�8�Þ�Ë�Ý�_&ã�·�M�•���œ�c�
 configure �¥�Ð�å�»
�v� �L�Þ�Ë�Ý�_&ã�·�K�Z�C�T�I�8���G�b�|�:�_�K�^�8�\�
�Ø�î�¨�c�¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ô�î�»�_

°�•�G�\�@�[�A�r�O�‡��

�¥�Ð�å�»�l�b"I�’�Þ�Ë�Ý�b�m�~�\�Z�\0Á�•�b�–�¿�î�È�Ý�ì

�¥�Ð�å�»�†�‚�K�8"I�’�Þ�Ë�Ý�_�m�~�\�Z�
0Á�•�†�–�¿�î�È�Ý�ì�M�•�_�c�
���b�m8p�†��/œ�K�r�M��

�«�¸�µ�É 1 �¥�Ð�å�»0Á�•�†�–�¿�î�È�Ý�_�M�•���œ�c�
 [Configuration] > [Device Management] > [Users/AAA] > 
[AAA Access] > [Authorization] �_&ã�·�K�
 [Enable authorization for command access] > [Enable] 
�³�™�µ�¡�Î�µ�¡�«�†�œ�å�_�K�r�M��

�«�¸�µ�É 2 [Server Group] �»�ß�µ�É�²�˜�å  �Ü�«�º�?�}�
 [LOCAL]  �†4E�¥�K�r�M��
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  �©�«�¸�Ò'ö#.*…#Ý  AAA �b0¿��

]

�«�¸�µ�É 3 �ß�î�•�Ý  �¥�Ð�å�»0Á�•�†�–�¿�î�È�Ý�_�M�•�\�
�œ�É�©�Ù�å�[�
"I�’�Þ�Ë�Ý�†�¶���b�¥�Ð�å�»�r�S�c�¥
�Ð�å�»  �¢�Ý�î�É�_�m�·�[�m�~�\�Z�S�~�
�¦�S��*O�í�s�Ø�î�¨  �”�•�˜�å�º"I�’�†�–�¿�î�È�Ý�_�K�S�~�[
�A�r�M��

• �¦�S��*O�í�s�Ø�î�¨  �”�•�˜�å�º"I�’�†�Q#Ý�M�•���œ�c�
 [Set ASDM Defined User Roles] �†�¡�Ü�µ
�¡�K�r�M��

[ASDM Defined User Roles Setup] �²�–�”�ß�¢�Î�µ�¡�«�_�
�¥�Ð�å�»�\�Q�b�Þ�Ë�Ý�@/²&g�I�€�r
�M�� [Yes] �†�¡�Ü�µ�¡�M�•�\�
�¦�S��*O�í�s�Ø�î�¨  �”�•�˜�å�º"I�’�†�Q#Ý�[�A�•�|�:�_�^�~�r�M��
�¦�S��*O�í�s�Ø�î�¨  �”�•�˜�å�º"I�’�_�c�
 [Admin]>&"I�’�Þ�Ë�Ý  15�
�M�m�Z�b  CLI �¥�Ð�å�»�l�b
�Ç�Ý �”�¡�­�«�’>' �
 [Read Only]>&"I�’�Þ�Ë�Ý  5�
1��s�v�~�S#Ý�”�¡�­�«�’>' �
 [Monitor Only]>&"I
�’�Þ�Ë�Ý  3�
 [Monitoring] �­�¡�©�Ù�å�l�b�”�¡�­�«�’�b�s>'�@�6�~�r�M��

• �¥�Ð�å�»  �Þ�Ë�Ý�†�m�·�[0¿���M�•���œ�c�
 [Configure Command Privileges] �Î�±�å�†�¡�Ü�µ�¡�K�r
�M��

[Command Privileges Setup] �²�–�”�ß�¢�Î�µ�¡�«�@/²&g�I�€�r�M�� [Command Mode] �»�ß�µ�É�²
�˜�å  �Ü�«�º�?�}  [--All Modes--] �†4E�¥�M�•�\�
�M�m�Z�b�¥�Ð�å�»�†/²&g�[�A�r�M���æ�ƒ�~�_�
�¥
�å�Ç�•� �×�Þ�î�©�Ù�å  �Ô�î�»�†4E�¥�K�
�Q�b�Ô�î�»�[�Q#Ý�•+��^�¥�Ð�å�»�†/²&g�M�•�G�\�v�[�A
�r�M���S�\�<�d�
 [context] �†4E�¥�M�•�\�
�¥�å�¸�Ÿ�«�º  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ô�î�»�[�Q#Ý�•
+��^�M�m�Z�b�¥�Ð�å�»�†/²&g�[�A�r�M���¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ô�î�»�T�E�[�^�C�
�Ø�î�¨  
EXEC �Ô�î�»�x"I�’  EXEC �Ô�î�»�[�v
°�Š�@�•+��[�
�?�X�Ô�î�»�H�\�_$��^�•�”�¡�©�Ù�å�@��/œ
�I�€�•�|�:�^�¥�Ð�å�»�†�Q#Ý�M�•���œ�c�
�G�€�}�b�Ô�î�»�_�P�K�Z�9�¶�_"I�’�Þ�Ë�Ý�†0¿���[�A�r
�M��

[Variant] �•�Û�Ò�_�c�
 [show]�
 [clear]�
�r�S�c  [cmd] �@/²&g�I�€�r�M��"I�’�c�
�¥�Ð�å�»�b  show 
�g�'�
 clear �g�'�
�r�S�c  configure �g�'�_�P�K�Z�b�s0¿���[�A�r�M���¥�Ð�å�»�b  configure �g�'
�c�
3û�–�
�•�Ÿ�G�¥�Ð�å�»>& show �r�S�c  clear �É�Þ�Ç�•�µ�¡�«�^�K�[>'�r�S�c  no �g�'�\�K�Z�
�¥
�å�Ç�•� �×�Þ�î�©�Ù�å�b�š�f�†�,�A2s�G�M�g�'�[�M��

�¥�Ð�å�»�b�Þ�Ë�Ý�†�š�f�M�•���œ�c�
�¥�Ð�å�»�†�²�È�Ý�¡�Ü�µ�¡�M�•�?�
 [Edit] �†�¡�Ü�µ�¡�K�r
�M���Þ�Ë�Ý�c  0 >|  15 �b(
�V�[0¿���[�A�r�M��0¿���[�A�•�b�c�
 main �¥�Ð�å�»�b"I�’�Þ�Ë�Ý�T�E�[
�M���S�\�<�d�
�M�m�Z�b  aaa �¥�Ð�å�»�b�Þ�Ë�Ý�†0¿���[�A�r�M�@�
 aaa authentication �¥�Ð�å�»�\  
aaa authorization �¥�Ð�å�»�b�Þ�Ë�Ý�†�¶�9�_0¿���[�A�r�O�‡��

/²&g�I�€�Z�8�•�M�m�Z�b�¥�Ð�å�»�b�Þ�Ë�Ý�†�š�f�M�•���œ�c�
 [Select All] �†�¡�Ü�µ�¡�K�S�‹�_�

[Edit] �†�¡�Ü�µ�¡�K�r�M��

[OK]  �†�¡�Ü�µ�¡�K�Z�š�f
Æ���†&����K�r�M��

�«�¸�µ�É 4 RADIUS �b'ö#.�Ø�î�¨"I�’�Þ�Ë�Ý�†�§�Ï�î�º�M�•���œ�c�
 [Perform authorization for exec shell access 
> [Enable] �³�™�µ�¡�Î�µ�¡�«�†�œ�å�_�K�r�M��

�G�b�œ�É�©�Ù�å�†0¿���K�^�8�\�
�­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�[�c�ß�î�•�Ý  �¹�î�±�Ë�î�«  �Ø�î�¨�b"I
�’�Þ�Ë�Ý�T�E�@�§�Ï�î�º�I�€�
�Ú�b�±�–�É�b�Ø�î�¨�_�c�¹�Ç�›�Ý�º�b�Þ�Ë�Ý  15 �@�Q�b�r�r4:#Ý�I�€�r
�M��

�r�S�
�G�b�œ�É�©�Ù�å�†0¿���M�•�\�
�ß�î�•�Ý  �Ø�î�¨�
 RADIUS �Ø�î�¨�
 LDAP>&�Ð�µ�Æ�å�¢�í�s>'
�Ø�î�¨�
�>�|�g  TACACS+ �Ø�î�¨�_�P�M�•'ö#.0Á�•�@�–�¿�î�È�Ý�_�^�~�r�M��0ò(ý�_�X�8�Z�c�
 ��'ö#.
0Á�•�_�|�•�Ø�î�¨  CLI �>�|�g  ASDM �”�¡�­�«�b�D7H�� >&P.13-28>' �†�g!·�K�Z�C�T�I�8��

�«�¸�µ�É 5 [Apply]  �†�¡�Ü�µ�¡�K�r�M��

TACACS+ �¥�Ð�å�»0Á�•�b0¿��

TACACS+ �¥�Ð�å�»0Á�•�†�–�¿�î�È�Ý�_�K�
�Ø�î�¨�@  CLI �[�¥�Ð�å�»�†
°�Š�M�•�\�
�­�Ÿ�×�Ü�¸�•  �”
�É�Û�–�”�å�«�c�Q�b�¥�Ð�å�»�\�Ø�î�¨�¡�†  TACACS+ �§�î�Â�_3æ�™�K�
�¥�Ð�å�»�@0Á�•�I�€�Z�8�•�?
�]�:�?�†�8�9�K�r�M��
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'¨  13 'v       'ö#.�”�¡�­�«�b0¿��
  �©�«�¸�Ò'ö#.*…#Ý  AAA �b0¿��
TACACS+ �§�î�Â�_�|�•�¥�Ð�å�»0Á�•�†0¿���M�•�\�A�c�
�–�W�K�S�\�>�~�_�µ+��M�•�G�\�@&�1��[�A
�•�r�[�
�¥�å�Ç�•� �×�Þ�î�©�Ù�å�†�–�Ñ�K�^�8�[�C�T�I�8��6ë4*�8�_�|�~�ß�µ�¡  �”�˜�º�I�€�S���œ�

3û�–�c�­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�†
Ì2s�·�M�•�G�\�_�|�W�Z�”�¡�­�«�†�G�Ÿ�[�A�r�M���Q�€�[�v
�ß�µ�¡�”�˜�º�I�€�S�r�r�b���œ�c�
 ���ß�µ�¡�”�˜�º�?�}�b�G�Ÿ�� >&P.13-39>' �†�g!·�K�Z�C�T�I�8��

TACACS+ �©�«�¸�Ò�@�ö
²�_�ó���K�Z�™8—�[�A�•�G�\�†&�1��K�r�M���²0[�^�™8—�ö�Þ�Ë�Ý�_�X�8�Z�

3û�–�c�
�ö
²
Õ6×  TACACS+ �§�î�Â  �©�«�¸�Ò�\�­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�l�b�ö
²
Õ6×�K)F�@�²0[
�[�M���S�\�<�d�
 TACACS+ �§�î�Â  �É�î�Ý�_�
�–�å�±�î�Ç�™�–�«  1 �_�K)F�I�€�S  1 �X�b�§�î�Â�\�–�å
�±�î�Ç�™�–�«  2 �_�K)F�I�€�S�9�b�§�î�Â�†�µ�u�r�M�� TACACS+ �§�î�Â�@�Q#Ý�[�A�^�8���œ�_�Ç�›�î�Ý
�Â�µ�¡�‰�'�\�K�Z�ß�î�•�Ý  �¥�Ð�å�»0Á�•�†0¿���M�•�G�\�v�[�A�r�M���G�b���œ�c�
 ���¥�Ð�å�»0Á�•�b0¿
���� >&P.13-29>' �_�‘�W�Z�ß�î�•�Ý  �Ø�î�¨�\�¥�Ð�å�»"I�’�Þ�Ë�Ý�†0¿���M�•�²0[�@�6�~�r�M��

�G�b8o�[�c�
���b�º�Æ�µ�¡�_�X�8�Z�v�~�V�F�r�M��

• �� TACACS+ �¥�Ð�å�»0Á�•�b�S�f�²�ó�� >&P.13-34>'

• �� TACACS+ �§�î�Â�[�b�¥�Ð�å�»�b0¿���� >&P.13-34>'

• �� TACACS+ �¥�Ð�å�»0Á�•�b�–�¿�î�È�Ý�ì�� >&P.13-37>'

TACACS+ �¥�Ð�å�»0Á�•�b�S�f�²�ó

CLI �>�|�g �–�¿�î�È�Ý 1�0É�†0¿���K�r�M>&�� CLI�
 ASDM�
�>�|�g  enable �¥�Ð�å�»�b1�0É�b0¿����
>&P.13-27>' �†�g!·>' ��

TACACS+ �§�î�Â�[�b�¥�Ð�å�»�b0¿��

�¢�Ý�î�É�r�S�c�¶���b�Ø�î�¨�b
¹�w�É�ß�Ç�“�–�Ý  �¥�å�Ï�î�¿�å�º�\�K�Z�b  Cisco Secure Access 
Control Server>&ACS>' TACACS+ �§�î�Â�[�¥�Ð�å�»�†0¿���[�A�r�M���§�î�»�Ã�î�¸�•�b  TACACS+ 
�§�î�Â�b���œ�c�
�¥�Ð�å�»0Á�•�§�Ï�î�º�b0ò(ý�_�X�8�Z�c�
�H�Q#Ý�b�§�î�Â�b�Ð�½�×�”�Ý�†�g!·�K�Z�C
�T�I�8��

Cisco Secure ACS �Â�î�ª�Ù�å  3.1 �[�¥�Ð�å�»�†0¿���M�•���œ�c�
���b�ž�–�»�Û�–�å�†�g!·�K�Z�C�T�I
�8��

• �­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�c�
 ���©�™�Ý���¥�Ð�å�»�\�K�Z0Á�•�M�•�¥�Ð�å�»�†3æ�™�K�

TACACS+ �§�î�Â�[�©�™�Ý  �¥�Ð�å�»�\�K�Z�¥�Ð�å�»�†0¿���K�r�M��

>&�@>' Cisco Secure ACS �_�c�
 �� pix-shell���\�ç�d�€�•�¥�Ð�å�»  �±�–�É�@�µ�r�€�Z�8�•���œ�@�6�~�r
�M���G�b�±�–�É�c�­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«  �¥�Ð�å�»0Á�•�_�Q#Ý�K�^�8�[�C�T�I�8��

• �¥�Ð�å�»�b�q�6�b�á�î�»�c�
�Ó�–�å  �¥�Ð�å�»�\0b�^�I�€�r�M���Q�b�Ú�b�á�î�»�c�M�m�Z�,�X�\0b
�^�I�€�r�M���G�€�c�
 permit  �r�S�c  deny �b�‹�_*(�C�²0[�@�6�~�r�M��

�S�\�<�d�
 show running-configuration aaa-server �¥�Ð�å�»�†0Á�•�M�•�_�c�
 show 
running-configuration �†�¥�Ð�å�»  �Î�µ�¡�«�_3ã�•�K�
 permit aaa-server �†�,�X�Î�µ�¡�«�_
°�Š
�K�r�M��

• [Permit Unmatched Args]�³�™�µ�¡�Î�µ�¡�«�†4E�¥�M�•�G�\�_�|�W�Z�
�Â&g$×�_�Ä�°�K�Z�8�^�8�¥
�Ð�å�»�b�M�m�Z�b�,�X�†0Á�•�M�•�G�\�@�[�A�r�M��

�S�\�<�d�
"I���b  show �¥�Ð�å�»�†0¿���M�•�T�E�[�
�M�m�Z�b  show �¥�Ð�å�»�@0Á�•�I�€�r�M��
CLI �b�Q#Ý�2�†&g�M ? �x%,$��g�^�]�
�¥�Ð�å�»�b�š�g�†�M�m�Z�£�•�M�•�²0[�@�^�C�^�•�b�[�
�G�b
�‰�2�†�Q#Ý�M�•�G�\�†�>�È�u�K�r�M>& �W 13-1 �†�g!·>' ��
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'¨  13 'v       'ö#.�”�¡�­�«�b0¿��
  �©�«�¸�Ò'ö#.*…#Ý  AAA �b0¿��
�W 13-1 6õ4��M�•�M�m�Z�b�¥�Ð�å�»�b0Á�•

• enable �x  help �^�]�
�"�M�á�î�»�b�¥�Ð�å�»�_�X�8�Z�c�
�Q�b�¥�Ð�å�»�_�,�X�@�^�8���œ�[�v�
�M
+´�K�^�8�,�X�†0Á�•�M�• �²0[�@�6�~�r�M >&�W 13-2 �†�g!·>' ��
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'¨  13 'v       'ö#.�”�¡�­�«�b0¿��
  �©�«�¸�Ò'ö#.*…#Ý  AAA �b0¿��
�W 13-2 �"�M�á�î�»�b�¥�Ð�å�»�b0Á�•

• �,�X�†�Ä�°�M�•�_�c�
�Q�b�,�X�b�S�_  deny �†
°�Š�K�r�M��

�S�\�<�d�
 enable �†0Á�•�K�
 enable password �†0Á�•�K�^�8���œ�c�
�¥�Ð�å�»  �Î�µ�¡�«�_  enable 
�\
°�Š�K�
�,�X�Î�µ�¡�«�_  deny password �\
°�Š�K�r�M�� enable �T�E�@0Á�•�I�€�•�|�:�_�

[Permit Unmatched Args]�³�™�µ�¡�Î�µ�¡�«�†4E�¥�K�Z�C�T�I�8>& �W 13-3 �†�g!·>' ��

�W 13-3 �,�X�b�Ä�°

• �¥�Ð�å�»�Û�–�å�[�¥�Ð�å�»�†%,$��g�[
°�Š�K�S���œ�
�­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�c�É�Þ�Ç�•�µ
�¡�«�\�Ó�–�å  �¥�Ð�å�»�†�ö
²�^�¸�Ÿ�«�º�_�Ž6ä�K�r�M�@�
�Q�b�Ú�b�,�X�c
°�Š�K�S�\�>�~�_  
TACACS+ �§�î�Â�_3æ�™�K�r�M��

�S�\�<�d�
 sh log �\
°�Š�M�•�\�
�­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�c�ö
²�^�¥�Ð�å�»  show logging �†  
TACACS+ �§�î�Â�_3æ�™�K�r�M���M�‰�
 sh log mess �\
°�Š�M�•�\�
�­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«
�c�Ž6ä�I�€�S�¥�Ð�å�»  show logging message �[�c�^�C�
 show logging mess �†  TACACS+ �§�î�Â
�_3æ�™�K�r�M��%,$��g�†�£�•�K�Z� �L�,�X�_0
�X�b�«�Ì�Ý�†0¿���[�A�r�M>& �W 13-4 �†�g!·>' ��
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'¨  13 'v       'ö#.�”�¡�­�«�b0¿��
  �©�«�¸�Ò'ö#.*…#Ý  AAA �b0¿��
�W 13-4 %,$��g�b�æ��

• �M�m�Z�b�Ø�î�¨�_�P�K�Z���b�ö�•�¥�Ð�å�»�†0Á�•�M�•�G�\�†�>�È�u�K�r�M��

– show checksum

– show curpriv

– enable

– help

– show history

– login

– logout

– pager

– show pager

– clear pager

– quit

– show version

TACACS+ �¥�Ð�å�»0Á�•�b�–�¿�î�È�Ý�ì

TACACS+ �¥�Ð�å�»0Á�•�†�–�¿�î�È�Ý�_�M�•�S�_�
 TACACS+ �§�î�Â�[��*O�I�€�S�Ø�î�¨�\�K�Z�­
�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�_�ß�¢�–�å�K�Z�8�•�G�\�
�>�|�g�­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�b0¿���†)F
�E�•�S�u�_�²0[�^�¥�Ð�å�»0Á�•�@�6�•�G�\�†&�1��K�Z�C�T�I�8���S�\�<�d�
�M�m�Z�b�¥�Ð�å�»�@0Á�•�I
�€�S'ö#.�Ø�î�¨�\�K�Z�ß�¢�–�å�M�•�²0[�@�6�~�r�M���G�b�|�:�_�K�^�8�\�
�–�W�O�N�ß�µ�¡�”�˜�º�I�€
�•�•+��ö�@�6�~�r�M��

TACACS+ �¥�Ð�å�»0Á�•�†0¿���M�•�_�c�
���b�m8p�†��/œ�K�r�M��

�«�¸�µ�É 1 TACACS+ �§�î�Â�†�Q#Ý�K�S�¥�Ð�å�»0Á�•�†��/œ�M�•���œ�c�
 [Configuration] > [Device Management] 
> [Users/AAA] > [AAA Access] > [Authorization] �_&ã�·�K�
 [Enable authorization for command 
access] > [Enable] �³�™�µ�¡�Î�µ�¡�«�†�œ�å�_�K�r�M��

�«�¸�µ�É 2 [Server Group] �»�ß�µ�É�²�˜�å  �Ü�«�º�?�}�
 AAA �§�î�Â  �¢�Ý�î�É�¡�†4E�¥�K�r�M��
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  �©�«�¸�Ò'ö#.*…#Ý  AAA �b0¿��
�«�¸�µ�É 3 >&�õ�–>' AAA �§�î�Â�@�Q#Ý�Y�•�_�^�W�S���œ�b�Ç�›�î�Ý�Â�µ�¡�‰�'�\�K�Z�ß�î�•�Ý  �¹�î�±�Ë�î�«�@�Q
#Ý�I�€�•�|�:�_�­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�†0¿���[�A�r�M�� [Use LOCAL when server group fails] 
�³�™�µ�¡�Î�µ�¡�«�†�œ�å�_�K�r�M���ß�î�•�Ý  �¹�î�±�Ë�î�«�[�c  AAA �§�î�Â�\� �L�Ø�î�¨�¡�>�|�g�Ã�«
�á�î�»�†�Q#Ý�M�•�G�\�†�N�á�K�r�M���G�€�c�
�­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�b�É�ß�å�É�º�[�c�
�8�N
�€�b�‰�'�@�Q#Ý�I�€�Z�8�•�?�@&g�I�€�^�8�S�u�[�M��

�«�¸�µ�É 4 [Apply]  �†�¡�Ü�µ�¡�K�r�M��

'ö#.�”�¡�­�«  �”�•�˜�å�¸�•�å�¢�b0¿��

'ö#.�”�¡�­�«�b�”�•�˜�å�¸�•�å�¢�†�–�¿�î�È�Ý�_�M�•�_�c�
���b�m8p�†��/œ�K�r�M��

�«�¸�µ�É 1 �q�6�_�­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�[1�0É�K�S�Ø�î�¨�T�E�†0£�V�[�A�•�b�[�
 �� CLI�
 ASDM�
�>�|�g  
enable �¥�Ð�å�»�b1�0É�b0¿���� >&P.13-27>' �†�Q#Ý�K�Z1�0É�†0¿���K�r�M��

�«�¸�µ�É 2 �Ø�î�¨�@  enable �¥�Ð�å�»�†
°�Š�K�S���œ�_�Q�b�Ø�î�¨�b�”�•�˜�å�¸�•�å�¢�†�–�¿�î�È�Ý�_�M�•�_�c�

���b�m8p�†��/œ�K�r�M��

a. [Configuration] > [Device Management] > [Users/AAA] >[AAA Access] > [Accounting] �_&ã�·�K�

[Require accounting to allow accounting of user activity] > [Enable] �³�™�µ�¡�Î�µ�¡�«�†�œ�å�_�K
�r�M��

b. [Server Group] �»�ß�µ�É�²�˜�å  �Ü�«�º�?�}�
 RADIUS �§�î�Â  �¢�Ý�î�É�r�S�c  TACACS+ �§�î�Â  �¢
�Ý�î�É�b�¡�S�†4E�¥�K�r�M��

�«�¸�µ�É 3 �Ø�î�¨�@  Telnet�
 SSH�
�r�S�c�©�Ü�”�Ý  �¥�å�¯�î�Ý�†�Q#Ý�K�Z�­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�_�”�¡�­
�«�K�S���œ�_�Q�b�Ø�î�¨�b�”�•�˜�å�¸�•�å�¢�†�–�¿�î�È�Ý�_�M�•�_�c�
���b�m8p�†��/œ�K�r�M��

a. [Require accounting for the following types of connections] 8•�æ�[�
 [Serial]�
 [SSH]�
 [Telnet] �b
�p�?�}% $×�b�³�™�µ�¡�Î�µ�¡�«�†�œ�å�_�K�r�M>&0
�X�•>' ��

b. �K)F�±�–�É�H�\�_�
 [Server Group] �»�ß�µ�É�²�˜�å  �Ü�«�º�?�}  RADIUS �§�î�Â  �¢�Ý�î�É�r�S�c  
TACACS+ �§�î�Â  �¢�Ý�î�É�b�¡�S�†4E�¥�K�r�M��

�«�¸�µ�É 4 �¥�Ð�å�»  �”�•�˜�å�¸�•�å�¢�†0¿���M�•�_�c�
���b�m8p�†��/œ�K�r�M��

a. [Require command accounting] 8•�æ�[�
 [Enable] �³�™�µ�¡�Î�µ�¡�«�†�œ�å�_�K�r�M��

b. [Server Group] �»�ß�µ�É�²�˜�å  �Ü�«�º�?�}�
 TACACS+ �§�î�Â  �¢�Ý�î�É�b�¡�S�†4E�¥�K�r�M��
RADIUS �c�§�Ï�î�º�I�€�Z�8�r�O�‡��

CLI �[  show �¥�Ð�å�»�è�¥�b�¥�Ð�å�»�†
°�Š�M�•���œ�
 �”�•�˜�å�¸�•�å�¢  �Ó�µ�­�î�ª�†  TACACS+ 
�”�•�˜�å�¸�•�å�¢  �§�î�Â�_3æ�™�[�A�r�M��

c. [Command Privilege Setup] �²�–�”�ß�¢�Î�µ�¡�«�†�Q#Ý�K�Z�¥�Ð�å�»"I�’�Þ�Ë�Ý�†�•�«�±�Ð�–�¬�M
�•7•>&���¥�Ð�å�»�l�b"I�’�Þ�Ë�Ý�b�m�~�\�Z�\0Á�•�b�–�¿�î�È�Ý�ì�� >&P.13-32>' �†�g!·>' �

[Privilege level] �»�ß�µ�É�²�˜�å  �Ü�«�º�[�q�`"I�’�Þ�Ë�Ý�†�æ���M�•�G�\�[�
�­�Ÿ�×�Ü�¸�•  �”�É�Û
�–�”�å�«�b�”�•�˜�å�¸�•�å�¢�P1ß�\�^�•�¥�Ð�å�»�†�D7H�[�A�r�M���q�`"I�’�Þ�Ë�Ý�|�~�v�W�b�¥�Ð
�å�»�c�
�­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�[��#.�b�P1ß�\�^�~�r�O�‡��

�«�¸�µ�É 5 [Apply]  �†�¡�Ü�µ�¡�K�r�M��
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'¨  13 'v       'ö#.�”�¡�­�«�b0¿��
  �©�«�¸�Ò'ö#.*…#Ý  AAA �b0¿��
�ß�µ�¡�”�˜�º�?�}�b�G�Ÿ

"g�#�_�|�W�Z�c�
�¥�Ð�å�»0Á�•�x  CLI 1�0É�†�œ�å�_�M�•�\�
�­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«  CLI �?�}
�ß�µ�¡�”�˜�º�I�€�•���œ�@�6�~�r�M��3û�–�c�
�­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�†
Ì2s�·�M�•�G�\�_�|�W
�Z�”�¡�­�«�†�G�Ÿ�[�A�r�M���S�T�K�
�M�[�_�¥�å�Ç�•� �×�Þ�î�©�Ù�å�†�–�Ñ�K�S���œ�c�
�ß�µ�¡�”�˜�º
�I�€�S�r�r�_�^�•�•+��ö�@�6�~�r�M�� /² 13-3 �_�
�M+á$×�^�ß�µ�¡�”�˜�º�²�ó�\�G�Ÿ�‰�2�†&g�K�r�M��

/² 13-3 CLI 1�0É�>�|�g�¥�Ð�å�»0Á�•�b�ß�µ�¡�”�˜�º  �©�¼�Ü�œ

�µ+� �ß�µ�¡�”�˜�º�²�ó 1��Â �P�Â'Ç>8�©�å�¢�Ý  �Ô�î�» �P�Â'Ç>8�Ð�Ý�³  �Ô�î�»

�ß�î�•�Ý  CLI 1�0É �ß�î�•�Ý  �¹�î�±
�Ë�î�«
Æ�_�Ø�î�¨
�@�Ñ�~�K�^�8��

�ß�î�•�Ý  �¹�î�±�Ë�î
�«
Æ�_�Ø�î�¨�@�Ñ�~�K
�^�8���œ�c�
�ß�¢�–�å
�[�A�N�
�Ø�î�¨�b3ã�•
�v�[�A�r�O�‡��

�ß�¢�–�å�K�
�Ã�«�á�î�»�\  
aaa �¥�Ð�å�»�†�Ü�­�µ�º�K
�r�M��

�«�–�µ�³�?�}�­�Ÿ�×�Ü�¸�•  
�”�É�Û�–�”�å�«�l�b�­�µ
�©�Ù�å�†�K)F�K�r�M���©�«
�¸�Ò��/œ�«�Ì�î�«�?�}�
�¥
�å�¸�Ÿ�«�º�_�)�~�p�<�Z
�Ø�î�¨�†3ã�•�M�•�G�\�@�[
�A�r�M��

TACACS+ �¥�Ð�å
�»0Á�•

TACACS+ CLI 1�
0É

RADIUS CLI 1�0É

�§�î�Â�@�²�˜�å�K
�Z�8�•�?�?4)�Y+�
�[�
�Ç�›�î�Ý�Â�µ
�¡�‰�'�†0¿���K�Z
�8�^�8��

�§�î�Â�@�?4)�Y+��[�6
�•���œ�c�
�ß�¢�–�å�v
�¥�Ð�å�»�b
°�Š�v�[�A
�r�O�‡��

1. �ß�¢�–�å�K�
�Ã�«�á�î
�»�\  AAA �¥�Ð�å�»�†�Ü
�­�µ�º�K�r�M��

2. �§�î�Â�@�²�˜�å�K�S�\
�A�_�ß�µ�¡�”�˜�º�I�€
�^�8�|�:�_�
�ß�î�•�Ý  
�¹�î�±�Ë�î�«�†�Ç�›�î
�Ý�Â�µ�¡�‰�'�\�K�Z0¿
���K�r�M��

1. �­�Ÿ�×�Ü�¸�•  �”�É�Û�–
�”�å�«�[�¿�µ�º�á�î�¡  
�¥�å�Ç�•� �×�Þ�î�©�Ù
�å�@�G�K�C�^�8�S�u
�§�î�Â�@�?4)�Y+��[�6
�•���œ�c�
�«�–�µ�³�?
�}�­�Ÿ�×�Ü�¸�•  �”�É�Û
�–�”�å�«�l�b�­�µ�©�Ù
�å�†�K)F�K�r�M���©�«
�¸�Ò��/œ�«�Ì�î�«�?�}�

�¥�å�¸�Ÿ�«�º�_�)�~�p
�<�Z�¿�µ�º�á�î�¡�†
Ì
0¿���M�•�G�\�@�[�A�r
�M��

2. �§�î�Â�@�²�˜�å�K�S�\
�A�_�ß�µ�¡�”�˜�º�I�€
�^�8�|�:�_�
�ß�î�•�Ý  
�¹�î�±�Ë�î�«�†�Ç�›�î
�Ý�Â�µ�¡�‰�'�\�K�Z0¿
���K�r�M��
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'¨  13 'v       'ö#.�”�¡�­�«�b0¿��
  �©�«�¸�Ò'ö#.*…#Ý  AAA �b0¿��
TACACS+ �¥�Ð�å
�»0Á�•

���(�^"I�’�b�^�8
�Ø�î�¨�r�S�c�Ñ�~
�K�^�8�Ø�î�¨�\�K
�Z�ß�¢�–�å�K�S��

�¥�Ð�å�»0Á�•�@�–�¿�î
�È�Ý�_�^�~�r�M�@�

�Ø�î�¨�c�G�€�è�V�¥�Ð
�å�»�†
°�Š�[�A�^�C�^
�~�r�M��

TACACS+ �§�î�Â�b�Ø�î�¨  
�”�•�˜�å�º�†�Ÿ�G�K�r�M��

TACACS+ �§�î�Â�l�b�”�¡
�­�«�’�@�^�C�
�­�Ÿ�×�Ü
�¸�•  �”�É�Û�–�”�å�«�†�M�D
�_0¿���M�•�²0[�@�6�•���œ
�c�
�Ó�å�¸�¼�å�«  �Ã�î�¸�•
�©�Ù�å�_�ß�¢�–�å�K�Z�
�Ã
�«�á�î�»�\  aaa �¥�Ð�å�»�†
�Ü�­�µ�º�K�r�M��

�«�–�µ�³�?�}�­�Ÿ�×�Ü�¸�•  
�”�É�Û�–�”�å�«�l�b�­�µ
�©�Ù�å�†�K)F�K�r�M���©�«
�¸�Ò��/œ�«�Ì�î�«�?�}�
�¥
�å�¸�Ÿ�«�º�_�)�~�p�<�Z�¥
�å�Ç�•� �×�Þ�î�©�Ù�å�b�š
�f�†�ö�¢�M�•�G�\�@�[�A�r
�M���r�S�
 TACACS+ �¥�å
�Ç�•� �×�Þ�î�©�Ù�å�†�Ÿ�G
�M�•�r�[�¥�Ð�å�»0Á�•�†
�¹�•�­�î�È�Ý�_�M�•�G�\�v
�[�A�r�M��

�ß�î�•�Ý  �¥�Ð�å�»
0Á�•

���(�^"I�’�b�^�8
�Ø�î�¨�\�K�Z�ß�¢
�–�å�K�Z�8�•��

�¥�Ð�å�»0Á�•�@�–�¿�î
�È�Ý�_�^�~�r�M�@�

�Ø�î�¨�c�G�€�è�V�¥�Ð
�å�»�†
°�Š�[�A�^�C�^
�~�r�M��

�ß�¢�–�å�K�
�Ã�«�á�î�»�\  
aaa �¥�Ð�å�»�†�Ü�­�µ�º�K
�r�M��

�«�–�µ�³�?�}�­�Ÿ�×�Ü�¸�•  
�”�É�Û�–�”�å�«�l�b�­�µ
�©�Ù�å�†�K)F�K�r�M���©�«
�¸�Ò��/œ�«�Ì�î�«�?�}�
�¥
�å�¸�Ÿ�«�º�_�)�~�p�<�Z
�Ø�î�¨  �Þ�Ë�Ý�†�š�f�M�•�G
�\�@�[�A�r�M��

/² 13-3 CLI 1�0É�>�|�g�¥�Ð�å�»0Á�•�b�ß�µ�¡�”�˜�º  �©�¼�Ü�œ >&)F�A>'

�µ+� �ß�µ�¡�”�˜�º�²�ó 1��Â �P�Â'Ç>8�©�å�¢�Ý  �Ô�î�» �P�Â'Ç>8�Ð�Ý�³  �Ô�î�»
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C H A P T E R 14

�Á�–  �”�Ë�–�Û�Å�Ü�¸�•

�G�G�[�c�
���b
Æ���_�X�8�Z1��Â�K�r�M��

• ���Ç�™�î�Ý�œ�î�Â�î�_�X�8�Z�� >&P.14-1>'

• �� High Availability and Scalability Wizard �†�Q#Ý�K�S�Ç�™�î�Ý�œ�î�Â�î�b0¿���� >&P.14-4>'

• �� [Failover] �Ì�–�å�b�Ç�•�î�Ý�»�_���� >&P.14-16>'

�Ç�™�î�Ý�œ�î�Â�î�_�X�8�Z
[Failover] �Ì�–�å�_�c�
�­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�[�Ç�™�î�Ý�œ�î�Â�î�†�S�B�M�•�S�u�b�›'�0¿���@
�µ�r�€�Z�8�r�M���S�T�K�
 [Failover] �Ì�–�å�c�
�Ð�Ý�³  �Ô�î�»�[�6�•�?�©�å�¢�Ý  �Ô�î�»�[�6�•�?�_
�|�W�Z�š�ì�K�
�Ð�Ý�³  �Ô�î�»�b�\�A�c�Q#Ý�K�Z�8�•�­�Ÿ�×�Ü�¸�•  �¥�å�¸�Ÿ�«�º�_�ö�Y�8�Z�š�ì�K�r�M��

�Ç�™�î�Ý�œ�î�Â�î�†�Q#Ý�M�•�\�
 2 �Ž�b�­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�†0¿���K�Z�
�M�‰�_7€���@$Î#Õ�K
�S���œ�_�v�:�M�‰�@�Q�b�·�8�†�,�A)E�D�|�:�_�M�•�G�\�@�[�A�r�M���Ì�”�_�^�W�Z�8�•�­�Ÿ�×�Ü�¸�•  
�”�É�Û�–�”�å�«�†�Q#Ý�M�•�G�\�[�
�œ�Ì�Þ�î�±�b�Ó
°�†�²0[�\�K�^�89×�•#Ý�ö�†��#'�[�A�r�M���­�Ÿ�×
�Ü�¸�•  �”�É�Û�–�”�å�«�c�
�S#Ý�b�Ç�™�î�Ý�œ�î�Â�î  �Ü�å�¡�[�Ç�™�î�Ý�œ�î�Â�î�_���†��4)�K�r�M���G
�b�Ç�™�î�Ý�œ�î�Â�î  �Ü�å�¡�_�c�
 LAN �Ë�î�«�b�K)F�
�r�S�c  PIX �­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«  �É
�Û�µ�º�Ç�›�î�Ò�[�c�S#Ý�©�Ü�”�Ý  �Ç�™�î�Ý�œ�î�Â�î  �£�î�È�Ý�b�8�N�€�?�†�Q#Ý�[�A�r�M�����b�_���@
�Ç�™�î�Ý�œ�î�Â�î  �Ü�å�¡)�#ä�[��4)�I�€�Z�8�r�M��

• �Ç�™�î�Ý�œ�î�Â�î�b"g�Â>&�”�¡�¸�•�È�r�S�c�«�±�å�Â�–>'

• Hello �Ó�µ�­�î�ª>&�Ÿ�î�É�”�Û�–�È>'

• �¿�µ�º�á�î�¡  �Ü�å�¡  �«�¸�î�±�«

• MAC �”�»�Þ�«�º�n

• �¥�å�Ç�•� �×�Þ�î�©�Ù�å�b0
0�

�@�– �Ç�™�î�Ý�œ�î�Â�î  �Ü�å�¡�>�|�g�«�¸�î�º�Ç�Ý  �Ç�™�î�Ý�œ�î�Â�î  �Ü�å�¡)�#ä�[3æ�™�I�€�•�_���c�

�Ç�™�î�Ý�œ�î�Â�î  �Ÿ�î�†�Q#Ý�K�Z3û�™�†�­�Ÿ�×�Ü�¸�•�[�–1¤�K�^�87H�~�
�M�m�Z�¡�Ü�”  �¸�Ÿ�«�º�[
3æ�™�I�€�r�M�� VPN �º�å�¿�Ý�b)
'ƒ�_�­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�†�Q#Ý�M�•���œ�
�G�b�_���_
�c�
�º�å�¿�Ý�b&�'g�_�Q#Ý�I�€�S�M�m�Z�b�Ø�î�¨�¡�
�Ã�«�á�î�»�
�>�|�g�¦�S
¹�w�Ÿ�î�@�µ�r�€�Z
�8�r�M���G�b�µ�&�¹�î�±�†�¡�Ü�”  �¸�Ÿ�«�º�[3?3æ�M�•�G�\�c�
8��–�_�±�A�^�­�Ÿ�×�Ü�¸�•  �Ü�«�¡�_
�^�•�>�Q�€�@�6�~�r�M���­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�†�Q#Ý�K�Z  VPN �º�å�¿�Ý�†)
'ƒ�M�•���œ�c�

�Ç�™�î�Ý�œ�î�Â�î3û�™�†�Ç�™�î�Ý�œ�î�Â�î  �Ÿ�î�_�|�W�Z�­�Ÿ�×�Ü�¸�•�[�–1¤�M�•�G�\�†�>�È�u�K�r
�M��
14-1
ASDM �Ø�î�¨  �ž�–�»



 

'¨  14 'v       �Á�–  �”�Ë�–�Û�Å�Ü�¸�•
  �Ç�™�î�Ý�œ�î�Â�î�_�X�8�Z
�­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�c�
 Active/Standby �\  Active/Active �b  2 �X�b�Ç�™�î�Ý�œ�î�Â�î  �±�–�É
�†�§�Ï�î�º�K�r�M���r�S�
�Ç�™�î�Ý�œ�î�Â�î�c�
�«�¸�î�º�Ç�Ý�_�v�«�¸�î�º�Þ�«�_�v�[�A�r�M���Ç�™�î
�Ý�œ�î�Â�î�b�±�–�É�b0ò(ý�_�X�8�Z�c�
���b8o% �†�g!·�K�Z�C�T�I�8��

• �� Active/Standby �Ç�™�î�Ý�œ�î�Â�î�� >&P.14-2>'

• ���”�¡�¸�•�È / �”�¡�¸�•�È  �Ç�™�î�Ý�œ�î�Â�î�� >&P.14-2>'

• ���«�¸�î�º�Þ�«>&�† =>'�Ç�™�î�Ý�œ�î�Â�î�� >&P.14-3>'

• ���«�¸�î�º�Ç�Ý  �Ç�™�î�Ý�œ�î�Â�î�� >&P.14-3>'

Active/Standby �Ç�™�î�Ý�œ�î�Â�î

Active/Standby �¥�å�Ç�•� �×�Þ�î�©�Ù�å�[�c�
�”�¡�¸�•�È  �­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�@�
�Ç�™�î�Ý
�œ�î�Â�î  �Ì�”�†3û4#�M�•�M�m�Z�b�¿�µ�º�á�î�¡  �º�Û�Ç�•�µ�¡�†��#.�K�r�M���«�±�å�Â�–  �­�Ÿ�×�Ü�¸�•  
�”�É�Û�–�”�å�«�c�
�”�¡�¸�•�È  �­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�_7€���@$Î#Õ�M�•�r�[�¿�µ�º�á�î�¡  �º�Û
�Ç�•�µ�¡�†��#.�K�r�O�‡���”�¡�¸�•�È  �­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�b�¥�å�Ç�•� �×�Þ�î�©�Ù�å�@�š�f
�I�€�•�\�
�Q�b4”�Ø�¥�å�Ç�•� �×�Þ�î�©�Ù�å�_���@�Ç�™�î�Ý�œ�î�Â�î  �Ü�å�¡)�#ä�[�«�±�å�Â�–  �­�Ÿ�×
�Ü�¸�•  �”�É�Û�–�”�å�«�_3æ�™�I�€�r�M��

�Ç�™�î�Ý�œ�î�Â�î�@��/œ�I�€�•�\�
�«�±�å�Â�–  �­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�c�”�¡�¸�•�È/æ*(�_�^�~
�r�M���S�b�”�¡�¸�•�È/æ*(�b  IP �”�»�Þ�«�\  MAC �”�»�Þ�«�@�Q#Ý�I�€�r�M�� IP �”�»�Þ�«�r�S�c  MAC 
�”�»�Þ�«�b�š�f�c�¿�µ�º�á�î�¡�V�b�Ú�b�¹�Â�–�«�_�c1�1‘�I�€�^�8�S�u�
 ARP �š�å�º�Ü�@�¿�µ�º�á�î
�¡�V�[�š�f�I�€�S�~�±�–�Ò�”�˜�º�K�S�~�M�•�G�\�c�6�~�r�O�‡��

Active/Standby �Ç�™�î�Ý�œ�î�Â�î�c�
�©�å�¢�Ý  �Ô�î�»�[�v�Ð�Ý�³  �Ô�î�»�[�v�
�­�Ÿ�×�Ü�¸�•  �”�É�Û�–
�”�å�«�[�Q#Ý�[�A�r�M��

�”�¡�¸�•�È / �”�¡�¸�•�È  �Ç�™�î�Ý�œ�î�Â�î

Active/Active �Ç�™�î�Ý�œ�î�Â�î  �¥�å�Ç�•� �×�Þ�î�©�Ù�å�[�c�
�g�‰�b�­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�@
�¿�µ�º�á�î�¡  �º�Û�Ç�•�µ�¡�†�û�M�G�\�@�[�A�r�M���”�¡�¸�•�È / �”�¡�¸�•�È  �Ç�™�î�Ý�œ�î�Â�î�c�
�Ð
�Ý�³  �¥�å�¸�Ÿ�«�º  �Ô�î�»�b�­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�[�b�s�Q#Ý�[�A�r�M��

�­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�[  Active/Active �Ç�™�î�Ý�œ�î�Â�î�†�–�¿�î�È�Ý�_�M�•�_�c�
�Ç�™�î�Ý
�œ�î�Â�î  �¢�Ý�î�É�†�8�B�M�•�²0[�@�6�~�r�M���Ç�™�î�Ý�œ�î�Â�î  �¢�Ý�î�É�†�8�B�K�^�8�[�Ç�™�î�Ý
�œ�î�Â�î�†�–�¿�î�È�Ý�_�M�•�\�
�”�¡�¸�•�È / �«�±�å�Â�–  �Ç�™�î�Ý�œ�î�Â�î�@�–�¿�î�È�Ý�_�^�~�r�M��
�Ç�™�î�Ý�œ�î�Â�î  �¢�Ý�î�É�c�
 1 �X�r�S�c0
�X�b�­�Ÿ�×�Ü�¸�•  �¥�å�¸�Ÿ�«�º�b1=#.�¢�Ý�î�É�_�M�B�r
�O�‡���­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�_�c�
 2 �X�b�Ç�™�î�Ý�œ�î�Â�î  �¢�Ý�î�É�†�8�B�[�A�r�M���Ç�™�î
�Ý�œ�î�Â�î  �¢�Ý�î�É  1 �@�”�¡�¸�•�È"g�Â�_�^�•/æ*(�_�Ç�™�î�Ý�œ�î�Â�î  �¢�Ý�î�É�†�8�B�M�•�²0[�@�6
�~�r�M��'ö#.�¥�å�¸�Ÿ�«�º�c�
�–�_�Ç�™�î�Ý�œ�î�Â�î  �¢�Ý�î�É  1 �b�Ó�å�Â�[�M���•�m�~�\�Z�­�Ÿ�×�Ü
�¸�•  �¥�å�¸�Ÿ�«�º�v�r�S�
�¹�Ç�›�Ý�º�[�Ç�™�î�Ý�œ�î�Â�î  �¢�Ý�î�É  1 �b�Ó�å�Â�[�M��

�”�¡�¸�•�È / �«�±�å�Â�–  �Ç�™�î�Ý�œ�î�Â�î�\� �]�
�”�¡�¸�•�È / �”�¡�¸�•�È  �Ç�™�î�Ý�œ�î�Â�î  �Ì�”�b�›
/æ*(�_�c�
�É�Û�–�Ð�Ü�r�S�c�­�•�å�²�Ü�b�]�U�}�?�@�æ���I�€�r�M���”�¡�¸�•�È / �«�±�å�Â�–  �Ç�™�î�Ý
�œ�î�Â�î�\�c$��^�~�
�g�‰�b/æ*(�@� �ì�_2s�·�K�S���œ�_�]�U�}�b/æ*(�@�”�¡�¸�•�È�_�^�•�?�c�æ&g�I
�€�Z�8�r�O�‡��0¿���b�›�Ç�™�î�Ý�œ�î�Â�î  �¢�Ý�î�É�_�c�
�É�Û�–�Ð�Ü�r�S�c�­�•�å�²�Ü  �ß�î�Ý  �É�Ü
�Ç�“�Þ�å�«�@0¿���I�€�r�M���G�b�É�Ü�Ç�“�Þ�å�«�_�|�~�
�g�‰�b/æ*(�†� �ì�_2s�·�K�S�\�A�_�
�¢�Ý�î
�É�b�¥�å�¸�Ÿ�«�º�@�”�¡�¸�•�È  �«�¸�î�º�_�^�•�Ç�™�î�Ý�œ�î�Â�î  �Ì�”�b/æ*(�@�ô�r�~�r�M���Ì�”�b�M
�‰�b/æ*(�_�”�¡�¸�•�È"g�Â�b�g�‰�b�Ç�™�î�Ý�œ�î�Â�î  �¢�Ý�î�É�†�µ�u�Z�
�v�:�M�‰�b/æ*(�_�«�±�å�Â
�–"g�Â�b�Ç�™�î�Ý�œ�î�Â�î  �¢�Ý�î�É�†�µ�u�•�G�\�@�[�A�r�M���S�T�K�
�M+á$×�^0¿���[�c�
�›�Ç�™�î
�Ý�œ�î�Â�î  �¢�Ý�î�É�_�9���b�ß�î�Ý  �É�Ü�Ç�“�Þ�å�«�†�m�~�\�Z�Z�
�Q�€�R�€�†�9�b/æ*(�V�[�”�¡�¸�•
�È�_�M�•�G�\�[�¹�Â�–�«�_�º�Û�Ç�•�µ�¡�†�(�S�I�O�r�M��
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  �Ç�™�î�Ý�œ�î�Â�î�_�X�8�Z
�6�‡0¿��� �‡�c�
�M�‰�r�S�c�g�‰�b/æ*(�@2s�·�M�•�\��/œ�I�€�r�M���G�b� �‡�c�
���b�|�:�_��/œ�I�€
�r�M��

• �g�‰�b/æ*(�@� �ì�_2s�·�K�S���œ�
0¿���c�É�Û�–�Ð�Ü/æ*(�?�}�­�•�å�²�Ü/æ*(�_� �‡�I�€�r�M��

• �M�‰�b/æ*(�@�M�[�_�”�¡�¸�•�È�[�6�•�\�A�_�
�v�:�M�‰�b/æ*(�@2s�·�K�S���œ�c�
2s�·�K�S/æ*(
�@�
�M�[�_�”�¡�¸�•�È�^/æ*(�?�}0¿���†�w�™�K�r�M��

�g�‰�b/æ*(�@�·�8�p�_�^�W�S�‹�[�
���b�|�:�_�
�¥�Ð�å�»�@�M�‰�b/æ*(�?�}�v�:�M�‰�b/æ*(�_0
0��I�€
�r�M��

• �­�Ÿ�×�Ü�¸�•  �¥�å�¸�Ÿ�«�º
Æ�[
°�Š�I�€�S�¥�Ð�å�»�c�
�Q�b�­�Ÿ�×�Ü�¸�•  �¥�å�¸�Ÿ�«�º�@�”�¡
�¸�•�È"g�Â�[/²&g�I�€�•/æ*(�?�}�Æ�”/æ*(�_0
0��I�€�r�M��

>&�@>' �6�•�¥�å�¸�Ÿ�«�º�@�6�•/æ*(�[�”�¡�¸�•�È"g�Â�\0b�^�I�€�•�b�c�
�Q�b�¥�å�¸�Ÿ�«�º�@�“�M�•
�Ç�™�î�Ý�œ�î�Â�î  �¢�Ý�î�É�@�Q�b/æ*(�V�[�”�¡�¸�•�È"g�Â�[�6�•���œ�[�M��

• �©�«�¸�Ò��/œ�«�Ì�î�«�_
°�Š�I�€�S�¥�Ð�å�»�c�
�Ç�™�î�Ý�œ�î�Â�î  �¢�Ý�î�É  1 �@�”�¡�¸�•�È"g�Â
�[�6�•/æ*(�?�}�
�Ç�™�î�Ý�œ�î�Â�î  �¢�Ý�î�É  1 �@�«�±�å�Â�–"g�Â�[�6�•/æ*(�_0
0��I�€�r�M��

• 'ö#.�¥�å�¸�Ÿ�«�º�[
°�Š�I�€�S�¥�Ð�å�»�c�
�Ç�™�î�Ý�œ�î�Â�î  �¢�Ý�î�É  1 �@�”�¡�¸�•�È"g�Â�[�6
�•/æ*(�?�}�
�Ç�™�î�Ý�œ�î�Â�î  �¢�Ý�î�É  1 �@�«�±�å�Â�–"g�Â�[�6�•/æ*(�_0
0��I�€�r�M��

�¥�Ð�å�»�b0
0��b��/œ�_4:�)�^/æ*(�V�[�¥�Ð�å�»�†
°�Š�K�^�?�W�S���œ�c�
0¿���@8�� �‡�_�^�~�r�M��
�G�b�š�f
Æ���c�
���G�_�6�‡�¥�å�Ç�•� �×�Þ�î�©�Ù�å� �‡�@/œ�ƒ�€�•�\�»�ƒ�€�•�G�\�@�6�~�r�M��

�”�¡�¸�•�È / �”�¡�¸�•�È  �Ç�™�î�Ý�œ�î�Â�î  �¥�å�Ç�•� �×�Þ�î�©�Ù�å�[�c�
�Ç�™�î�Ý�œ�î�Â�î�c�
�©�«
�¸�Ò�H�\�_/œ�:�b�[�c�^�C�
�Ç�™�î�Ý�œ�î�Â�î  �¢�Ý�î�É�H�\�_/œ�ƒ�€�r�M���S�\�<�d�
�É�Û�–�Ð�Ü/æ
*(�[�g�‰�b�Ç�™�î�Ý�œ�î�Â�î  �¢�Ý�î�É�†�”�¡�¸�•�È�\�æ���K�S���œ�_�Ç�™�î�Ý�œ�î�Â�î  �¢�Ý�î�É  1 �[
7€���@$Î#Õ�M�•�\�
�Ç�™�î�Ý�œ�î�Â�î  �¢�Ý�î�É  2 �c�É�Û�–�Ð�Ü/æ*(�[�”�¡�¸�•�È�b�r�r�[�M�@�

�Ç�™�î�Ý�œ�î�Â�î  �¢�Ý�î�É  1 �c�­�•�å�²�Ü/æ*(�[�”�¡�¸�•�È�_�^�~�r�M��

>&�@>' �”�¡�¸�•�È / �”�¡�¸�•�È  �Ç�™�î�Ý�œ�î�Â�î�†�S�B�M�•���œ�c�
�g�‰�b/æ*(�b�œ0£�º�Û�Ç�•�µ�¡�@�›/æ*(
�b��5��è
Æ�_�^�•�|�:�_�K�Z�C�T�I�8��

�«�¸�î�º�Þ�«>&�† =>'�Ç�™�î�Ý�œ�î�Â�î

�«�¸�î�º�Þ�«  �Ç�™�î�Ý�œ�î�Â�î�c�
3û�–�Ç�™�î�Ý�œ�î�Â�î�\�v�ç�d�€�r�M���«�¸�î�º�Þ�«  �Ç�™�î�Ý
�œ�î�Â�î�[�c�
�Ç�™�î�Ý�œ�î�Â�î�@/œ�ƒ�€�•�\�
�”�¡�¸�•�È�K)F�c�M�m�Z�»�ß�µ�É�I�€�r�M���‚�K�8�”
�¡�¸�•�È/æ*(�@�,�A)E�D���œ�
�¡�Û�–�”�å�º�c�K)F�†
Ì&�'g�M�•�²0[�@�6�~�r�M��

�«�¸�î�º�Ç�Ý  �Ç�™�î�Ý�œ�î�Â�î

>&�@>' �«�¸�î�º�Ç�Ý  �Ç�™�î�Ý�œ�î�Â�î�c�
 ASA 5505 �©�Ü�î�¬4:�Â�º�­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�[�c�§
�Ï�î�º�I�€�Z�8�r�O�‡��

�«�¸�î�º�Ç�Ý  �Ç�™�î�Ý�œ�î�Â�î�@�–�¿�î�È�Ý�_�^�W�Z�8�•���œ�
�Ç�™�î�Ý�œ�î�Â�î  �Ì�”�b�”�¡�¸�•�È
/æ*(�c�K)F�H�\�b�«�¸�î�º�_���†�«�±�å�Â�–/æ*(�_�–�_�û�K�Z�8�r�M���Ç�™�î�Ý�œ�î�Â�î�b$Î#Õ�‹�v�

�‚�K�8�”�¡�¸�•�È/æ*(�[� �L�K)F�_���@�<#Ý�[�A�r�M���§�Ï�î�º�I�€�Z�8�•�š�å�»�Ø�î�¨�b�”�É�Ü�£�î
�©�Ù�å�[�c�
� �L3û�™�­�µ�©�Ù�å�†�–�â�M�•�S�u�_
Ì�K)F�M�•�²0[�c�6�~�r�O�‡��
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  High Availability and Scalability Wizard �†�Q#Ý�K�S�Ç�™�î�Ý�œ�î�Â�î�b0¿��
>&�@>' �«�¸�î�º�>�|�g  LAN �Ç�™�î�Ý�œ�î�Â�î  �Ü�å�¡�b  IP �”�»�Þ�«�>�|�g  MAC �”�»�Þ�«�c�
�Ç�™�î�Ý�œ�î
�Â�î�ì�_�š�f�I�€�r�O�‡��

�«�¸�î�º�Ç�Ý  �Ç�™�î�Ý�œ�î�Â�î�†�Q#Ý�M�•�_�c�
�«�¸�î�º  �Ü�å�¡�@�M�m�Z�b�«�¸�î�º�_���†�«�±�å�Â
�–/æ*(�_�û�M�|�:�_0¿���M�•�²0[�@�6�~�r�M���©�Ü�”�Ý  �Ç�™�î�Ý�œ�î�Â�î  �–�å�±�î�Ç�™�–�«>& PIX �­
�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«  �É�Û�µ�º�Ç�›�î�Ò�T�E�[�Q#Ý�•>'�[�c�^�C�
 LAN �Ç�™�î�Ý�œ�î�Â�î�K)F�†
�Q#Ý�K�Z�8�•���œ�
�Ç�™�î�Ý�œ�î�Â�î  �Ü�å�¡�\�K�Z�«�¸�î�º  �Ü�å�¡�_� �L�–�å�±�î�Ç�™�–�«�†�Q#Ý�[
�A�r�M���S�T�K�
�«�±�å�Â�–/æ*(�_�«�¸�î�º�_���†�û�M�\�A�c�
�S#Ý�b�–�å�±�î�Ç�™�–�«�†�Q#Ý�M�•�G
�\�†�>�È�u�K�r�M��

�«�¸�î�º�Ç�Ý  �Ç�™�î�Ý�œ�î�Â�î�@�–�¿�î�È�Ý�_�^�W�Z�8�•�\�A�
���b�_���@�«�±�å�Â�–/æ*(�_�û�I�€
�r�M��

• NAT �š�n�¸�î�È�Ý

• �±�–�Ò�”�˜�º�K)F�^�]�b  TCP �K)F�¸�î�È�Ý>& HTTP �†7V�C>'

• HTTP �K)F"g�Â>&HTTP 0
0��@�–�¿�î�È�Ý�b���œ>'

• H.323�
 SIP�
�>�|�g  MGCP UDP �Ó�¹�•�”�K)F

• �©�«�¸�Ò  �¡�ß�µ�¡

• ISAKMP �>�|�g  IPSec SA �¸�î�È�Ý

�«�¸�î�º�Ç�Ý  �Ç�™�î�Ý�œ�î�Â�î�@�–�¿�î�È�Ý�_�^�W�Z�8�•�\�A�
���b�_���c�«�±�å�Â�–/æ*(�_�¥�Æ�î
�I�€�r�O�‡��

• HTTP �K)F�¸�î�È�Ý>& HTTP 0
0��@�–�¿�î�È�Ý�[�^�8���œ>'

• �Ø�î�¨1�0É>& uauth>'�¸�î�È�Ý

• ARP �¸�î�È�Ý

• �Ý�î�¸�•�å�¢  �¸�î�È�Ý

High Availability and Scalability Wizard �†�Q#Ý�K�S
�Ç�™�î�Ý�œ�î�Â�î�b0¿��

High Availability and Scalability Wizard �[�c�
 Active/Active �Ç�™�î�Ý�œ�î�Â�î  �¥�å�Ç�•� �×�Þ�î�©�Ù
�å�
�>�|�g  Active/Standby �Ç�™�î�Ý�œ�î�Â�î  �¥�å�Ç�•� �×�Þ�î�©�Ù�å�
�r�S�c  VPN Cluster Load 
Balancing �¥�å�Ç�•� �×�Þ�î�©�Ù�å�†�8�B�M�•�É�ß�­�«�b�m8p�@&g�I�€�r�M��

High Availability and Scalability Wizard �b�Q#Ý�b0ò(ý�_�X�8�Z�c�
���b8o% �†�g!·�K�Z�C�T�I�8��

• �� High Availability and Scalability Wizard �l�b�”�¡�­�«�\�Q#Ý�� >&P.14-5>'

• �� High Availability and Scalability Wizard �†�Q#Ý�K�S Active/Active �Ç�™�î�Ý�œ�î�Â�î�b0¿����
>&P.14-5>'

• �� High Availability and Scalability Wizard �†�Q#Ý�K�S Active/Standby �Ç�™�î�Ý�œ�î�Â�î�b0¿����
>&P.14-6>'

• �� High Availability and Scalability Wizard �†�Q#Ý�K�S VPN �ß�î�»  �Â�Û�å�©�å�¢�b0¿���� >&P.14-7>'

• �� High Availability and Scalability Wizard �b�Ç�•�î�Ý�»�_���� >&P.14-7>'
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  High Availability and Scalability Wizard �†�Q#Ý�K�S�Ç�™�î�Ý�œ�î�Â�î�b0¿��
High Availability a nd Scalability Wizard �l�b�”�¡�­�«�\�Q#Ý

High Availability and Scalability Wizard �†6ä�C�_�c�
 ASDM �Ó�½�×�î�Â�î�[  [Wizards] > [High 
Availability and Scalability Wizard] �b8p�_4E�¥�K�r�M���˜�•�¨�î�»�b�q�6�b#ì8��@/²&g�I�€�r�M��

�˜�•�¨�î�»�b���b#ì8��_&ã�·�M�•�_�c�
 [Next] �Î�±�å�†�¡�Ü�µ�¡�K�r�M�����b#ì8��_&ã�·�M�•�S�_�

�›#ì8��b�²8r�Ç�•�î�Ý�»�l�b
°�Š�†�ö�¢�M�•�²0[�@�6�~�r�M��

�˜�•�¨�î�»�b�S�b#ì8��_�`�•�_�c�
 [Back] �Î�±�å�†�¡�Ü�µ�¡�K�r�M���˜�•�¨�î�»�b�‹�b#ì8��_
°�Š�K
�S�_���_�S�b#ì8��[/œ�W�S�š�f�@�o�Î�I�€�Z�8�^�8���œ�[�v�
�˜�•�¨�î�»�†4
�‡�[�8�E�d
°�Š�K�S�_��
�c#ì8��V�_�g�W�Z�8�r�M���_���†
Ì�Ø
°�Š�M�•�²0[�c�6�~�r�O�‡��

[Cancel] �†�¡�Ü�µ�¡�M�•�\�
�š�f
Æ���†�–�Ñ�O�N�_�8�X�[�v�˜�•�¨�î�»�†)
�¢�[�A�r�M��

�˜�•�¨�î�»�b�q�‹�_�¥�å�Ç�•� �×�Þ�î�©�Ù�å�†�­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�_3æ�™�M�•�_�c�
 [Finish] 
�†�¡�Ü�µ�¡�K�r�M��

High Availability a nd Scalability Wizard �†�Q#Ý�K�S  Active/Active 
�Ç�™�î�Ý�œ�î�Â�î�b0¿��

���b�m8p�[�c�
 High Availability and Scalability Wizard �†�Q#Ý�K�S Active/Active �Ç�™�î�Ý�œ�î�Â�î�b
0¿���b�+0[�†1��Â�K�r�M���m8p�b�›�«�¸�µ�É�c�
�˜�•�¨�î�»#ì8��_�P�Â�K�Z�8�r�M���›�«�¸�µ�É�†��/œ
�K�S�}�
���b�«�¸�µ�É�_4
�t�S�_  [Next] �†�¡�Ü�µ�¡�K�r�M>&�S�T�K�
�q)
�«�¸�µ�É�†7V�A�r�M>' ���r
�S�
�›�«�¸�µ�É�_�c�
��/œ�_�²0[�^3ã�•�_���l�b�g!·�v�µ�r�€�Z�8�r�M��

�«�¸�µ�É 1 [Choose the type of failover configuration] #ì8��[  [Configure Active/Active] �Ç�™�î�Ý�œ�î�Â�î�†4E�¥
�K�r�M��

�G�b#ì8��b0ò(ý�_�X�8�Z�c�
 �� Choose the Type of Failover Configuration��>&P.14-8>' �†�g!·�K�Z�C�T�I
�8��

�«�¸�µ�É 2 [Check Failover Peer Connectivity and Compatibility] #ì8��_�Ç�™�î�Ý�œ�î�Â�î  �Æ�”�b  IP �”�»�Þ�«�†
°
�Š�K�r�M�� [Test Compatibility] �†�¡�Ü�µ�¡�K�r�M���M�m�Z�b�«�n�ö�¸�«�º�_�œ�A�M�•�r�[�
���b#ì8�
�_4
�t�G�\�c�[�A�r�O�‡��

�G�b#ì8��b0ò(ý�_�X�8�Z�c�
 �� Check Failover Peer Connectivity and Compatibility��>&P.14-9>' �†�g!·�K
�Z�C�T�I�8��

�«�¸�µ�É 3 �­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�r�S�c�Ç�™�î�Ý�œ�î�Â�î  �Æ�”�@�©�å�¢�Ý  �¥�å�¸�Ÿ�«�º  �Ô�î�»�[�6�•��
�œ�
[Change Device to Multiple Mode] #ì8��[�Ð�Ý�³  �¥�å�¸�Ÿ�«�º  �Ô�î�»�_�š�f�K�r�M�� �­�Ÿ�×�Ü�¸�•  
�”�É�Û�–�”�å�«�†�Ð�Ý�³  �¥�å�¸�Ÿ�«�º  �Ô�î�»�_�š�f�M�•�\�
�Ü�È�î�º�I�€�r�M���Ü�È�î�º�@�ö�¢�M�•
�\�
 ASDM �c+¬�·$×�_�­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�\�b3û�™�†
Ì&�'g�K�r�M��

�G�b#ì8��b0ò(ý�_�X�8�Z�c�
 �� Change Device to Multiple Mode��>&P.14-9>' �†�g!·�K�Z�C�T�I�8��

�«�¸�µ�É 4 >&PIX 500 �©�Ü�î�¬  �­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�b�s>' [Select Failover Communication Media] #ì8�
�[�
�£�î�È�Ý�Ë�î�«  �Ç�™�î�Ý�œ�î�Â�î�r�S�c  LAN �Ë�î�«  �Ç�™�î�Ý�œ�î�Â�î�†4E�¥�K�r�M��

�G�b#ì8��b0ò(ý�_�X�8�Z�c�
 �� Select Failover Communication Media��>&P.14-10>' �†�g!·�K�Z�C�T�I�8��

�«�¸�µ�É 5 [Context Configuration] #ì8��[�
�Ç�™�î�Ý�œ�î�Â�î  �¢�Ý�î�É�_�­�Ÿ�×�Ü�¸�•  �¥�å�¸�Ÿ�«�º�†�m�~�\�Z
�r�M���G�b#ì8��[�c�
�¥�å�¸�Ÿ�«�º�†3ã�•�r�S�c�P7V�[�A�r�M��

�G�b#ì8��b0ò(ý�_�X�8�Z�c�
 �� Security Context Configuration��>&P.14-10>' �†�g!·�K�Z�C�T�I�8��

�«�¸�µ�É 6 [Failover Link Configuration] #ì8��[�Ç�™�î�Ý�œ�î�Â�î  �Ü�å�¡�†��*O�K�r�M��

�G�b#ì8��b0ò(ý�_�X�8�Z�c�
 �� Failover Link Configuration��>&P.14-11>' �†�g!·�K�Z�C�T�I�8��
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�«�¸�µ�É 7 >&ASA 5505 �­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�[�c�Q#Ý�Y�•>' [State Link Configuration] #ì8��[�«�¸�î�º�Ç
�Ý �Ç�™�î�Ý�œ�î�Â�î  �Ü�å�¡�†��*O�K�r�M��

�G�b#ì8��b0ò(ý�_�X�8�Z�c�
 �� State Link Configuration��>&P.14-12>' �†�g!·�K�Z�C�T�I�8��

�«�¸�µ�É 8 [Standby Address Configuration] #ì8��[�
�«�±�å�Â�–  �”�»�Þ�«�†�­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«  �–�å
�±�î�Ç�™�–�«�_3ã�•�K�r�M��

�G�b#ì8��b0ò(ý�_�X�8�Z�c�
 �� Standby Address Configuration��>&P.14-12>' �†�g!·�K�Z�C�T�I�8��

�«�¸�µ�É 9 [Summary] #ì8��[�¥�å�Ç�•� �×�Þ�î�©�Ù�å�†&�1��K�r�M���²0[�_�Â�L�Z  [Back] �Î�±�å�†�Q#Ý�K�
�S�b
#ì8��_�`�W�Z�š�f�K�r�M��

�G�b#ì8��b0ò(ý�_�X�8�Z�c�
 �� Summary��>&P.14-15>' �†�g!·�K�Z�C�T�I�8��

�«�¸�µ�É 10 [Finish] �†�¡�Ü�µ�¡�K�r�M��

�Ç�™�î�Ý�œ�î�Â�î  �¥�å�Ç�•� �×�Þ�î�©�Ù�å�@�­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�\�Ç�™�î�Ý�œ�î�Â�î  �Æ�”�_
3æ�™�I�€�r�M��

High Availability a nd Scalability Wizard �†�Q#Ý�K�S  Active/Standby 
�Ç�™�î�Ý�œ�î�Â�î�b0¿��

���b�m8p�[�c�
 High Availability and Scalability Wizard �†�Q#Ý�K�S Active/Standby �Ç�™�î�Ý�œ�î�Â�î
�b0¿���b�+0[�†1��Â�K�r�M���m8p�b�›�«�¸�µ�É�c�
�˜�•�¨�î�»#ì8��_�P�Â�K�Z�8�r�M���›�«�¸�µ�É�†��
/œ�K�S�}�
���b�«�¸�µ�É�_4
�t�S�_  [Next] �†�¡�Ü�µ�¡�K�r�M>&�S�T�K�
�q)
�«�¸�µ�É�†7V�A�r�M>' ���r
�S�
�›�«�¸�µ�É�_�c�
��/œ�_�²0[�^3ã�•�_���l�b�g!·�v�µ�r�€�Z�8�r�M��

�«�¸�µ�É 1 [Choose the type of failover configuration] #ì8��[  [Configure Active/Standby] �Ç�™�î�Ý�œ�î�Â�î�†4E�¥
�K�r�M�� [Next] �†�¡�Ü�µ�¡�K�r�M��

�G�b#ì8��b0ò(ý�_�X�8�Z�c�
 �� Choose the Type of Failover Configuration��>&P.14-8>' �†�g!·�K�Z�C�T�I
�8��

�«�¸�µ�É 2 [Check Failover Peer Connectivity and Compatibility] #ì8��_�Ç�™�î�Ý�œ�î�Â�î  �Æ�”�b  IP �”�»�Þ�«�†
°
�Š�K�r�M�� [Test Compatibility] �†�¡�Ü�µ�¡�K�r�M���M�m�Z�b�«�n�ö�¸�«�º�_�œ�A�M�•�r�[�
���b#ì8�
�_4
�t�G�\�c�[�A�r�O�‡��

�G�b#ì8��b0ò(ý�_�X�8�Z�c�
 �� Check Failover Peer Connectivity and Compatibility��>&P.14-9>' �†�g!·�K
�Z�C�T�I�8��

�«�¸�µ�É 3 >&PIX 500 �©�Ü�î�¬  �­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�b�s>' [Select Failover Communication Media] #ì8�
�[�
�£�î�È�Ý�Ë�î�«  �Ç�™�î�Ý�œ�î�Â�î�r�S�c  LAN �Ë�î�«  �Ç�™�î�Ý�œ�î�Â�î�†4E�¥�K�r�M��

�G�b#ì8��b0ò(ý�_�X�8�Z�c�
 �� Select Failover Communication Media��>&P.14-10>' �†�g!·�K�Z�C�T�I�8��

�«�¸�µ�É 4 [Failover Link Configuration] #ì8��[�Ç�™�î�Ý�œ�î�Â�î  �Ü�å�¡�†��*O�K�r�M��

�G�b#ì8��b0ò(ý�_�X�8�Z�c�
 �� Failover Link Configuration��>&P.14-11>' �†�g!·�K�Z�C�T�I�8��

�«�¸�µ�É 5 >&ASA 5505 �­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�[�c�Q#Ý�Y�•>' [State Link Configuration] #ì8��[�«�¸�î�º�Ç
�Ý �Ç�™�î�Ý�œ�î�Â�î  �Ü�å�¡�†��*O�K�r�M��

�G�b#ì8��b0ò(ý�_�X�8�Z�c�
 �� State Link Configuration��>&P.14-12>' �†�g!·�K�Z�C�T�I�8��

�«�¸�µ�É 6 [Standby Address Configuration] #ì8��[�
�«�±�å�Â�–  �”�»�Þ�«�†�­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«  �–�å
�±�î�Ç�™�–�«�_3ã�•�K�r�M��

�G�b#ì8��b0ò(ý�_�X�8�Z�c�
 �� Standby Address Configuration��>&P.14-12>' �†�g!·�K�Z�C�T�I�8��
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�«�¸�µ�É 7 [Summary] #ì8��[�¥�å�Ç�•� �×�Þ�î�©�Ù�å�†&�1��K�r�M���²0[�_�Â�L�Z  [Back] �Î�±�å�†�Q#Ý�K�
�S�b
#ì8��_�`�W�Z�š�f�K�r�M��

�G�b#ì8��b0ò(ý�_�X�8�Z�c�
 �� Summary��>&P.14-15>' �†�g!·�K�Z�C�T�I�8��

�«�¸�µ�É 8 [Finish] �†�¡�Ü�µ�¡�K�r�M��

�Ç�™�î�Ý�œ�î�Â�î  �¥�å�Ç�•� �×�Þ�î�©�Ù�å�@�­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�\�Ç�™�î�Ý�œ�î�Â�î  �Æ�”�_
3æ�™�I�€�r�M��

High Availability a nd Scalability Wizard �†�Q#Ý�K�S  VPN �ß�î�»  �Â�Û�å
�©�å�¢�b0¿��

���b�m8p�[�c�
 High Availability and Scalability Wizard �†�Q#Ý�K�S VPN �¡�Û�«�±  �ß�î�»  �Â�Û�å�©�å
�¢�b0¿���b�+0[�†1��Â�K�r�M���m8p�b�›�«�¸�µ�É�c�
�˜�•�¨�î�»#ì8��_�P�Â�K�Z�8�r�M���›�«�¸�µ�É�†
��/œ�K�S�}�
���b�«�¸�µ�É�_4
�t�S�_  [Next] �†�¡�Ü�µ�¡�K�r�M>&�S�T�K�
�q)
�«�¸�µ�É�†7V�A�r�M>' ��
�r�S�
�›�«�¸�µ�É�_�c�
��/œ�_�²0[�^3ã�•�_���l�b�g!·�v�µ�r�€�Z�8�r�M��

�«�¸�µ�É 1 [Choose the type of failover configuration] #ì8��[  [Configure VPN Cluster Load Balancing] �Ç�™�î�Ý
�œ�î�Â�î�†4E�¥�K�r�M��

�G�b#ì8��b0ò(ý�_�X�8�Z�c�
 �� Choose the Type of Failover Configuration��>&P.14-8>' �†�g!·�K�Z�C�T�I
�8��

�«�¸�µ�É 2 [VPN Cluster Load Balancing Configuration] #ì8��[  VPN �ß�î�»  �Â�Û�å�©�å�¢0¿���†��/œ�K�r�M��

�G�b#ì8��b0ò(ý�_�X�8�Z�c�
 �� VPN �¡�Û�«�±  �ß�î�»  �Â�Û�å�©�å�¢�b0¿���� >&P.14-13>' �†�g!·�K�Z�C�T
�I�8��

�«�¸�µ�É 3 [Summary] #ì8��[�¥�å�Ç�•� �×�Þ�î�©�Ù�å�†&�1��K�r�M���²0[�_�Â�L�Z  [Back] �Î�±�å�†�Q#Ý�K�
�S�b
#ì8��_�`�W�Z�š�f�K�r�M��

�G�b#ì8��b0ò(ý�_�X�8�Z�c�
 �� Summary��>&P.14-15>' �†�g!·�K�Z�C�T�I�8��

�«�¸�µ�É 4 [Finish] �†�¡�Ü�µ�¡�K�r�M��

�Ç�™�î�Ý�œ�î�Â�î  �¥�å�Ç�•� �×�Þ�î�©�Ù�å�@�­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�\�Ç�™�î�Ý�œ�î�Â�î  �Æ�”�_
3æ�™�I�€�r�M��

High Availability a nd Scalability Wizard �b�Ç�•�î�Ý�»�_��

High Availability and Scalability Wizard �[�c�
���b�²�–�”�ß�¢�@�Q#Ý�[�A�r�M���˜�•�¨�î�»�b��/œ�p
�_�
�M�m�Z�b�²�–�”�ß�¢�Î�µ�¡�«�@/²&g�I�€�•�ƒ�E�[�c�6�~�r�O�‡��/²&g�I�€�•�›�²�–�”�ß�¢�Î�µ�¡�«
�c�
0¿���M�•�Ç�™�î�Ý�œ�î�Â�î�b�±�–�É�\�
�Q�b0¿���†/œ�W�Z�8�•�Á�î�»�˜�™�”  �É�Û�µ�º�Ç�›�î�Ò�_
�|�W�Z$��^�~�r�M��

• �� Choose the Type of Failover Configuration��>&P.14-8>'

• �� Check Failover Peer Connectivity and Compatibility��>&P.14-9>'

• �� Change Device to Multiple Mode��>&P.14-9>'

• �� Security Context Configuration��>&P.14-10>'

• �� Failover Link Configuration��>&P.14-11>'
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• �� State Link Configuration��>&P.14-12>'

• �� Standby Address Configuration��>&P.14-12>'

• �� VPN �¡�Û�«�±  �ß�î�»  �Â�Û�å�©�å�¢�b0¿���� >&P.14-13>'

• �� Summary��>&P.14-15>'

Choose the Type of Failover Configuration

[Choose the Type of Failover Configuration] #ì8��[�c�
0¿���M�•�Ç�™�î�Ý�œ�î�Â�î�b�±�–�É�†4E�¥�[�A
�r�M��

�Ç�•�î�Ý�»

[Choose the Type of Failover Configuration] �_�c�
���b�_���Ç�•�î�Ý�»�@/²&g�I�€�r�M���G�€�}�b�_��
�Ç�•�î�Ý�»�c�
�­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�b�Ç�™�î�Ý�œ�î�Â�î�µ+��b�ô���_�z'g�U�r�M��

• [Hardware Model]>8>&/²&g�S#Ý>'�­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�b�Ô�¹�Ý$��•�†/²&g�K�r�M��

• [No. of Interfaces]>8>&/²&g�S#Ý>'�­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�[�Q#Ý�•+��^�–�å�±�î�Ç�™�–�«�b�X
�†/²&g�K�r�M��

• [No. of Modules]>8>&/²&g�S#Ý>'�­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�_�v�~�Ü�E�}�€�Z�8�•�Ô�ª�×�î�Ý�b
�X�†/²&g�K�r�M��

• [Software Version]>8>&/²&g�S#Ý>'�­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�V�b�É�Û�µ�º�Ç�›�î�Ò  �¯�Ç�º�˜�™
�”�b�Â�î�ª�Ù�å�†/²&g�K�r�M��

• [Failover License]>8>&/²&g�S#Ý>'�¹�Â�–�«�_�–�å�«�º�î�Ý�I�€�S�Ç�™�î�Ý�œ�î�Â�î  �Û�–�­�å�«�b�±
�–�É�†/²&g�K�r�M���Ç�™�î�Ý�œ�î�Â�î�†0¿���M�•�_�c�
�”�µ�É�¢�Þ�î�»�K�S�Û�–�­�å�«�b2N
°�@�²
0[�_�^�•���œ�@�6�~�r�M��

• [Firewall Mode]>8>&/²&g�S#Ý>'�Ç�“�–�”�˜�›�î�Ý  �Ô�î�»>&�Ý�î�¸�µ�»�r�S�c�º�Û�å�«�Ì�”�Þ�å�º>'
�>�|�g�¥�å�¸�Ÿ�«�º  �Ô�î�»>&�©�å�¢�Ý�r�S�c�Ð�Ý�³>'�†/²&g�K�r�M��

0¿���K�Z�8�•�Ç�™�î�Ý�œ�î�Â�î  �¥�å�Ç�•� �×�Þ�î�©�Ù�å�b�±�–�É�†4E�¥�K�r�M��

• [Configure Active/Active Failover]>8�­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�_  Active/Active �Ç�™�î�Ý�œ�î
�Â�î�†0¿���K�r�M��

• [Configure Active/Standby Failover]>8�­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�_  Active/Standby �Ç�™�î�Ý
�œ�î�Â�î�†0¿���K�r�M��

• [Configure VPN Cluster Load Balancing]>8�­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�@�¡�Û�«�±�b�M4Š�\�K�Z  
VPN �ß�î�»  �Â�Û�å�©�å�¢�_�g�•�M�•�|�:�_0¿���K�r�M��

�Ô�î�»

���b/²�c�
�G�b�µ+��†�Q#Ý�[�A�•�Ô�î�»�†&g�K�S�v�b�[�M��

�Ç�“�–�”�˜�›�î�Ý  �Ô�î�» �­�Ÿ�×�Ü�¸�•  �¥�å�¸�Ÿ�«�º

�Ý�î�¸�µ�» 3ñ4# �©�å�¢�Ý

�Ð�Ý�³

�¥�å�¸�Ÿ�«
�º �©�«�¸�Ò

• • • — •
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Check Failover Peer Conn ectivity and Compatibility

[Check Failover Peer Connectivity and Compatibility] #ì8��[�c�
4E�¥�K�S�Ç�™�î�Ý�œ�î�Â�î  �Æ�”�@�?
4)�•+��[�
#'�~�b/æ*(�\�«�n�ö�@�6�•�G�\�†&�1��[�A�r�M���K)F�>�|�g�«�n�ö�¸�«�º�@�»�K�K�S���œ�

�˜�•�¨�î�»�b
›�_4
�t�S�_�
�e8Ÿ�†�Ÿ�G�M�•�²0[�@�6�~�r�M��

�Ç�•�î�Ý�»

• [Peer IP Address]>8�Æ�”/æ*(�b  IP �”�»�Þ�«�†
°�Š�K�r�M���G�b�”�»�Þ�«�c�Ç�™�î�Ý�œ�î�Â�î  �Ü�å
�¡�b�”�»�Þ�«�[�^�C�Z�v�S�8�r�O�‡�@�
 ASDM �”�¡�­�«�@�–�¿�î�È�Ý�_�^�W�Z�8�•�–�å�±�î�Ç�™
�–�«�[�^�E�€�d�^�~�r�O�‡��

• [Test Compatibility]>8�G�b�Î�±�å�†�¡�Ü�µ�¡�K�Z�
���b�K)F�¸�«�º�>�|�g�«�n�ö�¸�«�º�†��/œ�K�r
�M��

– ASDM �?�}�Æ�”/æ*(�l�b�K)F�¸�«�º

– �Ç�“�–�”�˜�›�î�Ý  �¹�Â�–�«�?�}�Æ�”  �Ç�“�–�”�˜�›�î�Ý  �¹�Â�–�«�l�b�K)F�¸�«�º

– �Á�î�»�˜�™�”�«�n�ö�¸�«�º

– �¯�Ç�º�˜�™�”  �Â�î�ª�Ù�å�b�«�n�ö

– �Ç�™�î�Ý�œ�î�Â�î  �Û�–�­�å�«�b�«�n�ö

– �Ç�“�–�”�˜�›�î�Ý  �Ô�î�»�b�«�n�ö

�Ô�î�»

���b/²�c�
�G�b�µ+��†�Q#Ý�[�A�•�Ô�î�»�†&g�K�S�v�b�[�M��

Change Device to Multiple Mode

[Change Device to Multiple Mode] �²�–�”�ß�¢�Î�µ�¡�«�c�
 Active/Active �Ç�™�î�Ý�œ�î�Â�î  �¥�å�Ç�•
� �×�Þ�î�©�Ù�å�[�T�E/²&g�I�€�r�M�� Active/Active �Ç�™�î�Ý�œ�î�Â�î�[�c�
�­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”
�å�«�@�Ð�Ý�³  �¥�å�¸�Ÿ�«�º  �Ô�î�»�_�^�W�Z�8�•�²0[�@�6�~�r�M���G�b�²�–�”�ß�¢�Î�µ�¡�«�[�c�
�©�å
�¢�Ý�¥�å�¸�Ÿ�«�º  �Ô�î�»�b�­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�†�Ð�Ý�³  �¥�å�¸�Ÿ�«�º  �Ô�î�»�_�š�n�K�r�M��

�©�å�¢�Ý�¥�å�¸�Ÿ�«�º  �Ô�î�»�?�}�Ð�Ý�³  �¥�å�¸�Ÿ�«�º  �Ô�î�»�_�š�n�M�•�\�A�
�­�Ÿ�×�Ü�¸�•  �”�É�Û�–
�”�å�«�c�
#'�~��/œ�K�Z�8�•�¥�å�Ç�•� �×�Þ�î�©�Ù�å�?�}�©�«�¸�Ò  �¥�å�Ç�•� �×�Þ�î�©�Ù�å�\'ö#.�¥
�å�¸�Ÿ�«�º�†�8�B�K�r�M��'ö#.�¥�å�¸�Ÿ�«�º  �¥�å�Ç�•� �×�Þ�î�©�Ù�å�c�
 admin.cfg �\�8�:�Ç�“�–�Ý�_
�A(á�I�€�r�M���š�n�É�ß�­�«�[�c�
�è�S�b�«�±�î�º�”�µ�É  �¥�å�Ç�•� �×�Þ�î�©�Ù�å�@�–�Ñ�I�€�^�8�b
�[�
�«�±�î�º�”�µ�É  �¥�å�Ç�•� �×�Þ�î�©�Ù�å�@��/œ�p�b�¥�å�Ç�•� �×�Þ�î�©�Ù�å�\$��^�•���œ�c�
$�
�^�•4Š�(�@�»�ƒ�€�r�M��

�­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�†�©�å�¢�Ý�¥�å�¸�Ÿ�«�º  �Ô�î�»�?�}�Ð�Ý�³  �¥�å�¸�Ÿ�«�º  �Ô�î�»�_�š�n�M
�•�\�
�­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�c�Ü�È�î�º�I�€�r�M���S�T�K�
 High Availability and Scalability 
Wizard �[�c�
�‚0d�8�B�I�€�S'ö#.�¥�å�¸�Ÿ�«�º�\�b�K)F�@�Ÿ
–�I�€�
�G�b�²�–�”�ß�¢�Î�µ�¡�«�[  
[Devices Status] �Ç�•�î�Ý�»�b�«�¸�î�±�«�@���Ì�I�€�r�M��

���_4
�t�S�_�
#'�~�b�­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�\�Æ�”  �­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�b�g�‰�†�Ð�Ý
�³  �¥�å�¸�Ÿ�«�º  �Ô�î�»�_�š�n�M�•�²0[�@�6�~�r�M��

�Ç�“�–�”�˜�›�î�Ý  �Ô�î�» �­�Ÿ�×�Ü�¸�•  �¥�å�¸�Ÿ�«�º

�Ý�î�¸�µ�» 3ñ4# �©�å�¢�Ý

�Ð�Ý�³

�¥�å�¸�Ÿ�«
�º �©�«�¸�Ò
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�Ç�•�î�Ý�»

• [Change device To Multiple Context]>8�­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�†�Ð�Ý�³  �¥�å�¸�Ÿ�«�º  �Ô�î�»
�_�š�f�K�r�M�� device �b4Š�(�_�c�
�­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�b�Í�«�º�¡�@
°�~�r�M��

• [Change device (peer) To Multiple Context]>8�Æ�”/æ*(�†�Ð�Ý�³  �¥�å�¸�Ÿ�«�º  �Ô�î�»�_�š�f�K�r�M��
device �b4Š�(�_�c�
�­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�b�Í�«�º�¡�@
°�~�r�M��

• [Device Status]>8>&/²&g�S#Ý>'�Ð�Ý�³  �¥�å�¸�Ÿ�«�º  �Ô�î�»�l�b�š�n�p�_�­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å
�«�b�«�¸�î�±�«�@/²&g�I�€�r�M��

�Ô�î�»

���b/²�c�
�G�b�µ+��†�Q#Ý�[�A�•�Ô�î�»�†&g�K�S�v�b�[�M��

Select Failover Communication Media

[Select Failover Communication Media] �c�
 PIX 500 �©�Ü�î�¬  �­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�T�E�_/²
&g�I�€�r�M���G�b#ì8��[�c�
�Ç�™�î�Ý�œ�î�Â�î  �Ü�å�¡�_�Ç�™�î�Ý�œ�î�Â�î  �£�î�È�Ý�†�Q#Ý�M�•�?�

LAN �Ë�î�«�b�K)F�†�Q#Ý�M�•�?�†4E�¥�[�A�r�M��

�Ç�•�î�Ý�»

• [Use Failover Cable]>8�Ç�™�î�Ý�œ�î�Â�î3û�™�_�S#Ý�Ç�™�î�Ý�œ�î�Â�î  �£�î�È�Ý�†�Q#Ý�M�•�_�c�

�G�b�œ�É�©�Ù�å�†4E�¥�K�r�M��

• [Use LAN-based connection]>8�Ç�™�î�Ý�œ�î�Â�î3û�™�_�¿�µ�º�á�î�¡�K)F�†�Q#Ý�M�•�_�c�
�G�b�œ
�É�©�Ù�å�†4E�¥�K�r�M��

�Ô�î�»

���b/²�c�
�G�b�µ+��†�Q#Ý�[�A�•�Ô�î�»�†&g�K�S�v�b�[�M��

Security Context Configuration

[Security Context Configuration] #ì8��c�
 Active/Active �¥�å�Ç�•� �×�Þ�î�©�Ù�å�_�T�E/²&g�I�€�r�M��
[Security Context Configuration] #ì8��[�c�
�­�Ÿ�×�Ü�¸�•  �¥�å�¸�Ÿ�«�º�†�Ç�™�î�Ý�œ�î�Â�î  �¢�Ý�î�É
�_�m�~�\�Z�•�G�\�@�[�A�r�M���G�b#ì8��[�c�
�¹�Â�–�«�[#'�~0¿���I�€�Z�8�•�­�Ÿ�×�Ü�¸�•  �¥�å�¸�Ÿ
�«�º�@/²&g�I�€�
�²0[�_�Â�L�Z�‚�K�8�­�Ÿ�×�Ü�¸�•  �¥�å�¸�Ÿ�«�º�†3ã�•�K�S�~�
�¤�Ñ�b�¥�å�¸�Ÿ�«�º
�†�P7V�K�S�~�[�A�r�M���G�b#ì8��[�­�Ÿ�×�Ü�¸�•  �¥�å�¸�Ÿ�«�º�†�8�B�[�A�r�M�@�
�8�B�K�S�¥�å�¸�Ÿ

�Ç�“�–�”�˜�›�î�Ý  �Ô�î�» �­�Ÿ�×�Ü�¸�•  �¥�å�¸�Ÿ�«�º

�Ý�î�¸�µ�» 3ñ4# �©�å�¢�Ý

�Ð�Ý�³

�¥�å�¸�Ÿ�«
�º �©�«�¸�Ò

• • • — •

�Ç�“�–�”�˜�›�î�Ý  �Ô�î�» �­�Ÿ�×�Ü�¸�•  �¥�å�¸�Ÿ�«�º

�Ý�î�¸�µ�» 3ñ4# �©�å�¢�Ý

�Ð�Ý�³

�¥�å�¸�Ÿ�«
�º �©�«�¸�Ò
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�«�º�_�–�å�±�î�Ç�™�–�«�†�m�~�\�Z�S�~�
�8�B�K�S�¥�å�¸�Ÿ�«�º�b�Ú�b�É�ß�Ã�¸�•�†0¿���K�S�~�[�A�r
�O�‡���¥�å�¸�Ÿ�«�º  �É�ß�Ã�¸�•�†0¿���K�
�–�å�±�î�Ç�™�–�«�†�¥�å�¸�Ÿ�«�º�_�m�~�\�Z�•�_�c�

[System] > [Security Contexts] �Ì�–�å�†�Q#Ý�M�•�²0[�@�6�~�r�M��

�Ç�•�î�Ý�»

• [Name]>8�­�Ÿ�×�Ü�¸�•  �¥�å�¸�Ÿ�«�º�b�¡�S�†/²&g�K�r�M���¡�S�†�š�f�M�•�_�c�
�¡�S�†�¡�Ü�µ�¡
�K�Z�‚�K�8�¡�S�†
°�Š�K�r�M��

• [Failover Group]>8�¥�å�¸�Ÿ�«�º�b�m�~�\�Z
›�[�6�•�Ç�™�î�Ý�œ�î�Â�î  �¢�Ý�î�É�†/²&g�K�r�M���­
�Ÿ�×�Ü�¸�•  �¥�å�¸�Ÿ�«�º�b�Ç�™�î�Ý�œ�î�Â�î  �¢�Ý�î�É�†�š�f�M�•�_�c�
�Ç�™�î�Ý�œ�î�Â�î  �¢�Ý�î
�É�†�¡�Ü�µ�¡�K�
�»�ß�µ�É�²�˜�å  �Ü�«�º�?�}�‚�K�8�Ç�™�î�Ý�œ�î�Â�î  �¢�Ý�î�É$��•�†4E�¥�K�r�M��

�Ô�î�»

���b/²�c�
�G�b�µ+��†�Q#Ý�[�A�•�Ô�î�»�†&g�K�S�v�b�[�M��

Failover Link Configuration

[Failover Link Configuration] #ì8��c�
 LAN �Ë�î�«�b�Ç�™�î�Ý�œ�î�Â�î�†0¿���K�Z�8�•���œ�_�T�E/²&g
�I�€�r�M���£�î�È�Ý�Ë�î�«�b�Ç�™�î�Ý�œ�î�Â�î�†  PIX 500 �©�Ü�î�¬  �­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�[0¿
���K�Z�8�•���œ�c/²&g�I�€�r�O�‡��

�Ç�•�î�Ý�»

• [LAN Interface]>8�Ç�™�î�Ý�œ�î�Â�î3û�™�_�Q#Ý�M�•�–�å�±�î�Ç�™�–�«�†�»�ß�µ�É�²�˜�å  �Ü�«�º�?
�}4E�¥�K�r�M��

• [Logical Name]>8�–�å�±�î�Ç�™�–�«�b�¡�S�†
°�Š�K�r�M��

• [Active IP]>8�”�¡�¸�•�È"g�Â�b�Ç�™�î�Ý�œ�î�Â�î  �¢�Ý�î�É  1 �@�6�•/æ*(�V�b�Ç�™�î�Ý�œ�î�Â�î  �Ü
�å�¡�_�Q#Ý�M�•  IP �”�»�Þ�«�†
°�Š�K�r�M��

• [Standby IP]>8�«�±�å�Â�–"g�Â�b�Ç�™�î�Ý�œ�î�Â�î  �¢�Ý�î�É  1 �@�6�•/æ*(�V�b�Ç�™�î�Ý�œ�î�Â�î  �Ü
�å�¡�_�Q#Ý�M�•  IP �”�»�Þ�«�†
°�Š�K�r�M��

• [Subnet Mask]>8�”�¡�¸�•�È  IP �”�»�Þ�«�r�S�c�«�±�å�Â�–  IP �”�»�Þ�«�b�§�È�¿�µ�º  �Ð�«�¡�†
°�Š
�r�S�c4E�¥�K�r�M��

• [Secret Key]>8>&�õ�–>'�Ç�™�î�Ý�œ�î�Â�î3û�™�b�/�•�ì�_�Q#Ý�M�•�Ÿ�î�†
°�Š�K�r�M���G�b�Ç�•�î�Ý
�»�†'5$Ñ�b�r�r�_�K�S���œ�
�¥�å�Ç�•� �×�Þ�î�©�Ù�å
Æ�b�Ã�«�á�î�»�r�S�c�Ÿ�î�†�c�L�u�
�¥�Ð�å
�»0
0��p�_3æ�™�I�€�•�Ç�™�î�Ý�œ�î�Â�î3û�™�c�
�¡�Ü�”  �¸�Ÿ�«�º�_�^�~�r�M��

�Ô�î�»

���b/²�c�
�G�b�µ+��†�Q#Ý�[�A�•�Ô�î�»�†&g�K�S�v�b�[�M��

�Ç�“�–�”�˜�›�î�Ý  �Ô�î�» �­�Ÿ�×�Ü�¸�•  �¥�å�¸�Ÿ�«�º

�Ý�î�¸�µ�» 3ñ4# �©�å�¢�Ý

�Ð�Ý�³

�¥�å�¸�Ÿ�«
�º �©�«�¸�Ò

• • • — •
14-11
ASDM �Ø�î�¨  �ž�–�»

OL-14981-01-J



 

'¨  14 'v       �Á�–  �”�Ë�–�Û�Å�Ü�¸�•
  High Availability and Scalability Wizard �†�Q#Ý�K�S�Ç�™�î�Ý�œ�î�Â�î�b0¿��
State Link Configuration

[State Link Configuration] #ì8��c�
 ASA 5505 �É�Û�µ�º�Ç�›�î�Ò�V�[��/œ�K�Z�8�•  ASDM �b�˜�•�¨�î
�»�_�c/²&g�I�€�r�O�‡��

[State Link Configuration] #ì8��[�c�
�«�¸�î�º�Ç�Ý  �Ç�™�î�Ý�œ�î�Â�î�†�–�¿�î�È�Ý�_�K�Z�
�«�¸�î�º
�Ç�Ý �Ç�™�î�Ý�œ�î�Â�î  �Ü�å�¡  �É�ß�Ã�¸�•�†0¿���[�A�r�M��

�Ç�•�î�Ý�»

• [Use the LAN link as the State Link]>8LAN �Ë�î�«�b�Ç�™�î�Ý�œ�î�Â�î  �Ü�å�¡�[�«�¸�î�º�_���†�û
�M�_�c�
�G�b�œ�É�©�Ù�å�†4E�¥�K�r�M���G�b�œ�É�©�Ù�å�c�
�£�î�È�Ý�Ë�î�«�b�Ç�™�î�Ý�œ�î�Â�î�¥
�E�_0¿���I�€�S  PIX 500 �©�Ü�î�¬  �­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�[�c�Q#Ý�[�A�r�O�‡��

• [Disable Stateful Failover]>8�«�¸�î�º�Ç�Ý  �Ç�™�î�Ý�œ�î�Â�î�†�¹�•�­�î�È�Ý�_�M�•�_�c�
�G�b�œ�É
�©�Ù�å�†4E�¥�K�r�M��

• [Configure another interface for Stateful failover]>8�•�Q#Ý�b�–�å�±�î�Ç�™�–�«�†�«�¸�î�º�Ç�Ý  
�Ç�™�î�Ý�œ�î�Â�î  �–�å�±�î�Ç�™�–�«�\�K�Z0¿���M�•�_�c�
�G�b�œ�É�©�Ù�å�†4E�¥�K�r�M��

– [State Interface]>8�«�¸�î�º�Ç�Ý  �Ç�™�î�Ý�œ�î�Â�î3û�™�_�Q#Ý�M�•�–�å�±�î�Ç�™�–�«�†�»�ß�µ
�É�²�˜�å  �Ü�«�º�?�}4E�¥�K�r�M��

– [Logical Name]>8�«�¸�î�º�Ç�Ý  �Ç�™�î�Ý�œ�î�Â�î  �–�å�±�î�Ç�™�–�«�b�¡�S�†
°�Š�K�r�M��

– [Active IP]>8�”�¡�¸�•�È"g�Â�b�Ç�™�î�Ý�œ�î�Â�î  �¢�Ý�î�É  1 �@�6�•/æ*(�V�b�«�¸�î�º�Ç�Ý  
�Ç�™�î�Ý�œ�î�Â�î  �Ü�å�¡�b  IP �”�»�Þ�«�†
°�Š�K�r�M��

– [Standby IP]>8�«�±�å�Â�–"g�Â�b�Ç�™�î�Ý�œ�î�Â�î  �¢�Ý�î�É  1 �@�6�•/æ*(�V�b�«�¸�î�º�Ç�Ý  
�Ç�™�î�Ý�œ�î�Â�î  �Ü�å�¡�b  IP �”�»�Þ�«�†
°�Š�K�r�M��

– [Subnet Mask]>8�”�¡�¸�•�È  IP �”�»�Þ�«�r�S�c�«�±�å�Â�–  IP �”�»�Þ�«�b�§�È�¿�µ�º  �Ð�«�¡�†

°�Š�r�S�c4E�¥�K�r�M��

�Ô�î�»

���b/²�c�
�G�b�µ+��†�Q#Ý�[�A�•�Ô�î�»�†&g�K�S�v�b�[�M��

Standby Address Configuration

[Standby Address Configuration] #ì8��†�Q#Ý�K�Z�
 �­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�V�b�–�å�±�î�Ç�™�–�«
�_�«�±�å�Â�–  �”�»�Þ�«�†�m�~�\�Z�r�M��

�Ç�“�–�”�˜�›�î�Ý  �Ô�î�» �­�Ÿ�×�Ü�¸�•  �¥�å�¸�Ÿ�«�º

�Ý�î�¸�µ�» 3ñ4# �©�å�¢�Ý

�Ð�Ý�³

�¥�å�¸�Ÿ�«
�º �©�«�¸�Ò
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• [Device/Interface]>8>&Active/Standby �Ç�™�î�Ý�œ�î�Â�î>'�Ç�™�î�Ý�œ�î�Â�î/æ*(�V�[0¿���I�€�S�–
�å�±�î�Ç�™�–�«�†/²&g�K�r�M���¹�Â�–�«�¡�b�“�b�É�Û�«0°�•>& +>'�†�¡�Ü�µ�¡�M�•�\�
�Q�b�¹�Â�–
�«�V�b�–�å�±�î�Ç�™�–�«�@/²&g�I�€�r�M���¹�Â�–�«�¡�b�“�b�Ð�–�¼�«0°�•>& ->'�†�¡�Ü�µ�¡�M�•�\�

�Q�b�¹�Â�–�«�V�b�–�å�±�î�Ç�™�–�«�@8�/²&g�_�^�~�r�M��

• [Device/Group/Context/Interface]>8>&Active/Active �Ç�™�î�Ý�œ�î�Â�î>'�Ç�™�î�Ý�œ�î�Â�î/æ*(�V�[
0¿���I�€�S�–�å�±�î�Ç�™�–�«�†/²&g�K�r�M���–�å�±�î�Ç�™�–�«�c�¥�å�¸�Ÿ�«�º�[�¢�Ý�î�É�ì�I�€�

�¥�å�¸�Ÿ�«�º�c�Ç�™�î�Ý�œ�î�Â�î  �¢�Ý�î�É�[�¢�Ý�î�É�ì�I�€�r�M���¹�Â�–�«�
�Ç�™�î�Ý�œ�î�Â�î  
�¢�Ý�î�É�
�¥�å�¸�Ÿ�«�º�¡�b�“�b�É�Û�«0°�•>& +>'�†�¡�Ü�µ�¡�M�•�\�
�Ü�«�º�@�Ž6ä�I�€�r�M���¹
�Â�–�«�
�Ç�™�î�Ý�œ�î�Â�î  �¢�Ý�î�É�
�¥�å�¸�Ÿ�«�º�¡�b�“�b�Ð�–�¼�«0°�•>& ->'�†�¡�Ü�µ�¡�M�•�\�

�Ü�«�º�@�¡�~�S�S�r�€�r�M��

• [Active IP]>8�G�b�Ç�•�î�Ý�»�†�²�È�Ý�¡�Ü�µ�¡�K�Z�
�”�¡�¸�•�È  IP �”�»�Þ�«�†)…7Ÿ�r�S�c3ã�•�[
�A�r�M���r�S�
�G�b�Ç�•�î�Ý�»�_&ã�·�M�•�\�
�Æ�”/æ*(�V�b�P�Â�M�•�–�å�±�î�Ç�™�–�«�@  
[Standby IP] �Ç�•�î�Ý�»�_/²&g�I�€�r�M��

• [Standby IP]>8�G�b�Ç�•�î�Ý�»�†�²�È�Ý�¡�Ü�µ�¡�M�•�\�
�«�±�å�Â�–  IP �”�»�Þ�«�†)…7Ÿ�r�S�c3ã�•
�[�A�r�M���r�S�
�G�b�Ç�•�î�Ý�»�_&ã�·�M�•�\�
�Æ�”/æ*(�V�b�P�Â�M�•�–�å�±�î�Ç�™�–�«�@  
[Active IP] �Ç�•�î�Ý�»�_/²&g�I�€�r�M��

• [Is Monitored]>8�–�å�±�î�Ç�™�–�«�b�Ê�Ý�«  �Ô�½�±�Ü�å�¢�†�–�¿�î�È�Ý�_�M�•�_�c�
�G�b�³�™�µ�¡
�Î�µ�¡�«�†�œ�å�_�K�r�M���³�™�µ�¡�Î�µ�¡�«�†�œ�Ç�_�M�•�\�
�Ê�Ý�«  �Ô�½�±�Ü�å�¢�@�¹�•�­�î�È
�Ý�_�^�~�r�M���¹�Ç�›�Ý�º�[�c�
"@#.�–�å�±�î�Ç�™�–�«�b�Ê�Ý�«  �Ô�½�±�Ü�å�¢�c�–�¿�î�È�Ý�_�

�ì�•�–�å�±�î�Ç�™�–�«�b�Ê�Ý�«  �Ô�½�±�Ü�å�¢�c�¹�•�­�î�È�Ý�_�^�W�Z�8�r�M��

• [ASR Group]>88�� �‡�¢�Ý�î�É  ID �†�»�ß�µ�É�²�˜�å  �Ü�«�º�?�}4E�¥�K�r�M���G�b0¿���c�
"@#.�–
�å�±�î�Ç�™�–�«�_�T�E�Q#Ý�•+��[�M���ì�•�–�å�±�î�Ç�™�–�«�b���œ�
�G�b�Ç�•�î�Ý�»�_�c�� None��
�@/²&g�I�€�r�M��

�Ô�î�»

���b/²�c�
�G�b�µ+��†�Q#Ý�[�A�•�Ô�î�»�†&g�K�S�v�b�[�M��

VPN �¡�Û�«�±  �ß�î�»  �Â�Û�å�©�å�¢�b0¿��

�Ü�Ô�î�º�¡�Û�–�”�å�º  �¥�å�Ç�•� �×�Þ�î�©�Ù�å�[�
0
�X�b�­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�†� �L�¿�µ�º
�á�î�¡�_�K)F�K�Z�Ü�Ô�î�º  �­�µ�©�Ù�å�†��#.�K�Z�8�•���œ�
�G�€�}�b�¹�Â�–�«�[�­�µ�©�Ù�å2�,´�†�(
�¸�M�•�|�:�_0¿���[�A�r�M���G�b�µ+��c�
 �ß�î�»  �Â�Û�å�©�å�¢ �\�ç�d�€�r�M���ß�î�»  �Â�Û�å�©�å�¢�[
�c�
�q�v2�,´�b�*�8�¹�Â�–�«�_�­�µ�©�Ù�å  �º�Û�Ç�•�µ�¡�@3æ�™�I�€�r�M���G�b�S�u�
�M�m�Z�b�¹�Â�–
�«6ë�[2�,´�@�(�S�I�€�r�M���G�€�_�|�W�Z�
�©�«�¸�Ò  �Ü�¯�î�«�†� "á$×�_�<#Ý�[�A�
�Ã�Ç�›�î�Ð�å�«
�\�•#Ý�ö�@�¥�V�K�r�M��

[VPN Cluster Load Balancing Configuration] #ì8��†�Q#Ý�K�Z�
�G�b�¹�Â�–�«�@�ß�î�»  �Â�Û�å�©�å�¢  �¡
�Û�«�±�_�g�•�M�•�b�_�²0[�^�Ã�Û�Ó�î�±�†0¿���K�r�M��

�Ç�“�–�”�˜�›�î�Ý  �Ô�î�» �­�Ÿ�×�Ü�¸�•  �¥�å�¸�Ÿ�«�º

�Ý�î�¸�µ�» 3ñ4# �©�å�¢�Ý

�Ð�Ý�³

�¥�å�¸�Ÿ�«
�º �©�«�¸�Ò
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'¨  14 'v       �Á�–  �”�Ë�–�Û�Å�Ü�¸�•
  High Availability and Scalability Wizard �†�Q#Ý�K�S�Ç�™�î�Ý�œ�î�Â�î�b0¿��
>&�@>' VPN �ß�î�»  �Â�Û�å�©�å�¢�†�Q#Ý�M�•�_�c�
 Plus �Û�–�­�å�«�b  ASA �Ô�¹�Ý  5510�
�6�•�8�c  ASA �Ô�¹
�Ý 5520 �r�S�c  5540 �@�²0[�[�M���r�S�
 VPN �ß�î�»  �Â�Û�å�©�å�¢�_�c�
�”�¡�¸�•�È�^  3DES/AES �Û
�–�­�å�«�v�²0[�[�M���­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�c�
�ß�î�»  �Â�Û�å�©�å�¢�†�–�¿�î�È�Ý�_�M�•�S�_�

�G�b�/�•�Û�–�­�å�«�@�Ñ�~�M�•�?�]�:�?�†�³�™�µ�¡�K�r�M���”�¡�¸�•�È�^  3DES �r�S�c  AES �b�Û�–�­
�å�«�@�è���I�€�^�8���œ�
�­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�c�ß�î�»  �Â�Û�å�©�å�¢�†�–�¿�î�È�Ý�_�O�N�

�Û�–�­�å�«�[�G�b�Q#Ý�‰�2�@0Á�•�I�€�Z�8�^�8���œ�_�c�
�ß�î�»  �Â�Û�å�©�å�¢  �©�«�¸�Ò�_�|�•  3DES 
�b
Æ4Š�¥�å�Ç�•� �×�Þ�î�©�Ù�å�v�š�F�K�r�M��

�ß�î�»  �Â�Û�å�©�å�¢�†�–�¿�î�È�Ý�_�M�•�_�c�
���b�m8p�†��/œ�K�r�M��

• 
¹3û�ì�•�¡�Û�«�±  IP �”�»�Þ�«�
 UDP �Ï�î�º>&�²0[�_�Â�L�Z>' �
�>�|�g�¡�Û�«�±�b  IPSec 
¹�w&Î�&
�_���†&�'g�M�•�G�\�_�|�~�ß�î�»  �Â�Û�å�©�å�¢  �¡�Û�«�±�†0¿���M�•���G�€�}�b�Í�c�
�¡�Û�«�±
Æ
�b�M�m�Z�b�¹�Â�–�«�[� �M�[�M��

• �¹�Â�–�«�[�ß�î�»  �Â�Û�å�©�å�¢�†�–�¿�î�È�Ý�_�K�
�¹�Â�–�«�[�w�b�É�ß�Ã�¸�•�†��*O�M�•�G�\�_
�|�~�
�g�•�¹�Â�–�«�†0¿���M�•���G�€�}�b�Í�c�¹�Â�–�«�_�|�W�Z$��^�~�r�M��

>&�@>' �ß�î�»  �Â�Û�å�©�å�¢�c�
 Cisco VPN Client>&�Ü�Ü�î�«  3.0 �è7F>'�
 Cisco VPN 3002 Hardware Client
>&�Ü�Ü�î�«  3.5 �è7F>'�
�r�S�c  Easy VPN �¡�Û�–�”�å�º�\�K�Z�·�8�K�Z�8�•  ASA 5505 �[6ä���I�€�S�Ü
�Ô�î�º  �­�µ�©�Ù�å�T�E�[�w� �[�M�� LAN 6ë�K)F�†�µ�t�Ú�b�M�m�Z�b�¡�Û�–�”�å�º�c�
�ß�î�»  �Â�Û�å�©
�å�¢�@�–�¿�î�È�Ý�^�­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�_�K)F�[�A�r�M�@�
�ß�î�»  �Â�Û�å�©�å�¢�_�c�g�•�[
�A�r�O�‡��

�ß�î�»  �Â�Û�å�©�å�¢�†��/æ�M�•�_�c�
� �L�É�Û�–�Ë�î�º  LAN 6ë�¿�µ�º�á�î�¡�V�b0
�X�b�¹�Â�–�«�†�

1=#.$×�_�ì�•�¡�Û�«�± �\�K�Z�¢�Ý�î�É�ì�K�r�M��

�Ç�•�î�Ý�»

• [Cluster IP Address]>8�ì�•�¡�Û�«�±
²�/�†/²�M�"�M�b  IP �”�»�Þ�«�†�æ���K�r�M���ì�•�¡�Û�«�±
Æ
�b�M�m�Z�b�­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�@
¹�w�M�•�Ã�È�Ü�µ�¡  �§�È�¿�µ�º�b�”�»�Þ�«(
�V
Æ�[�

IP �”�»�Þ�«�†4E�¥�K�r�M��

• [Cluster UDP Port]>8�G�b�¹�Â�–�«�@�g�•�M�•�ì�•�¡�Û�«�±�b  UDP �Ï�î�º�†�æ���K�r�M���¹�Ç�›�Ý
�º�Í�c  9023 �[�M���9�b�”�É�Ü�£�î�©�Ù�å�[�G�b�Ï�î�º�@�Q#Ý�I�€�Z�8�•���œ�c�
�ß�î�»�Â�Û�å�©
�å�¢�_�Q#Ý�M�•  UDP �b��
›�Ï�î�º$��•�†
°�Š�K�r�M��

• [Enable IPSec Encryption]>8IPSec �/�•�ì�†�–�¿�î�È�Ý�r�S�c�¹�•�­�î�È�Ý�_�K�r�M���G�b�³�™�µ
�¡�Î�µ�¡�«�†�œ�å�_�M�•���œ�c�

¹�w&Î�&�_���†�æ���K�
&�1��M�•�²0[�v�6�~�r�M���ì�•�¡�Û�«�±

Æ�b�­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�c�
 IPSec �†�Q#Ý�K�Z LAN-to-LAN �º�å�¿�Ý�†�Ó�K�Z3û�™�K�r
�M���¹�Â�–�«6ë�[3û�™�I�€�•�M�m�Z�b�ß�î�»  �Â�Û�å�©�å�¢�_���@�/�•�ì�I�€�•�|�:�_�M�•�_�c�

�G�b�³�™�µ�¡�Î�µ�¡�«�†�œ�å�_�K�r�M��

>&�@>' �/�•�ì�†�Q#Ý�M�•���œ�
�¦�S�_�ß�î�»�Â�Û�å�©�å�¢
Æ4Š�–�å�±�î�Ç�™�–�«�†0¿���K�Z�>�C�²0[
�@�6�~�r�M���Q�b�–�å�±�î�Ç�™�–�«�@�ß�î�»�Â�Û�å�©�å�¢
Æ4Š�–�å�±�î�Ç�™�–�«�[�–�¿�î�È�Ý
�_�^�W�Z�8�^�8���œ�
�¡�Û�«�±�b�/�•�ì�†0¿���K�|�:�\�M�•�\�š�Û�î  �Ó�µ�­�î�ª�@/²&g�I�€�r
�M��

�¡�Û�«�±�b�/�•�ì�†0¿���K�S�\�A�_�ß�î�»�Â�Û�å�©�å�¢
Æ4Š�–�å�±�î�Ç�™�–�«�@�–�¿�î�È�Ý�_
0¿���I�€�S�@�
�ì�•�¡�Û�«�±�l�b�¹�Â�–�«�g�•�†0¿���M�•�S�_�¹�•�­�î�È�Ý�_�I�€�S���œ�c�

[Participate in Load Balancing Cluster] �³�™�µ�¡�Î�µ�¡�«�†�œ�å�_�K�S�\�A�_�š�Û�î  �Ó�µ�­�î
�ª�@/²&g�I�€�
�Q�b�¡�Û�«�±�_�P�K�Z�/�•�ì�c�–�¿�î�È�Ý�_�^�~�r�O�‡��
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'¨  14 'v       �Á�–  �”�Ë�–�Û�Å�Ü�¸�•
  High Availability and Scalability Wizard �†�Q#Ý�K�S�Ç�™�î�Ý�œ�î�Â�î�b0¿��
– [Shared Secret Key]>8IPSec �/�•�ì�†�–�¿�î�È�Ý�_�M�•�\�A�_�
 IPSec �Æ�”6ë�b
¹�w&Î�&�_��
�†�æ���K�r�M���Î�µ�¡�«�_
°�Š�M�•�Í�c�
4�)F�M�•�”�«�±�Ü�«�¡�e�Ð�\�K�Z/²&g�I�€�r�M��

• [Priority Of This Device]>8�¡�Û�«�±
Æ�[�G�b�¹�Â�–�«�_�m�~�\�Z�}�€�•
ƒ
›8p�)�†�æ���K�r�M���æ
���[�A�•(
�V�c  1 >|  10 �[�M���É�Û�–�œ�Ü�¸�•�c�
2s�·�ì�r�S�c�¤�Ñ�b�Ð�«�±�î�[7€���@$Î#Õ�K�S
�\�A�_�
�G�b�¹�Â�–�«�@�ì�•�¡�Û�«�±  �Ð�«�±�î�_�^�•�•+��ö�†/²�K�r�M��
ƒ
›8p�)�†9×�C0¿���M
�€�d>&10 �^�]>' �
�G�b�¹�Â�–�«�@�ì�•�¡�Û�«�±  �Ð�«�±�î�_�^�•�•+��ö�@9×�C�^�~�r�M��

>&�@>' �ì�•�¡�Û�«�±
Æ�b�¹�Â�–�«�†$��^�•�±�–�Ñ�å�¢�[2s�·�K�S���œ�
�q�6�_2s�·�K�S�¹�Â�–�«�@�

�ì�•�¡�Û�«�±  �Ð�«�±�î�b�z�m�†�Ý�S�M�\�•���I�€�r�M���ì�•�¡�Û�«�±�_�c�Ð�«�±�î�@�²0[�[�6
�•�S�u�
2s�·�K�S�\�A�_�ì�•�¡�Û�«�±
Æ�b�›�¹�Â�–�«�c�³�™�µ�¡�†/œ�8�
�¡�Û�«�±�_�ì�•�Ð�«
�±�î�@�6�•�G�\�†&�1��K�r�M���ì�•�Ð�«�±�î�@�^�8���œ�
�Q�b�¹�Â�–�«�@�Ð�«�±�î�b�z�m�†�Ý
�S�K�r�M���‹�[2s�·�K�
�¡�Û�«�±�_3ã�•�I�€�S�¹�Â�–�«�c�
�­�•�å�²�Ü  �¹�Â�–�«�_�^�~�r�M��
�ì�•�¡�Û�«�±
Æ�b�M�m�Z�b�¹�Â�–�«�@� �ì�_2s�·�I�€�S�\�A�c�
�q9×�b
ƒ
›8p�)�@0¿���I�€�S
�¹�Â�–�«�@�ì�•�¡�Û�«�±  �Ð�«�±�î�_�^�~�r�M���ì�•�¡�Û�«�±
Æ�b0
�X�b�¹�Â�–�«�@� �ì�_2s�·
�I�€�
�8�N�€�v�q9×�b
ƒ
›8p�)�@0¿���I�€�Z�8�•���œ�
�q�v�*�8  IP �”�»�Þ�«�†�â�X�¹�Â�–�«�@
�ì�•�¡�Û�«�±  �Ð�«�±�î�_�^�~�r�M��

• [Public Interface Of This Device]>8�G�b�¹�Â�–�«�b�Ã�È�Ü�µ�¡  �–�å�±�î�Ç�™�–�«�b�¡�S�r�S�c  IP 
�”�»�Þ�«�†�æ���K�r�M��

• [Private Interface Of This Device]>8�G�b�¹�Â�–�«�b�É�Û�–�Ë�î�º  �–�å�±�î�Ç�™�–�«�b�¡�S�r�S�c  
IP �”�»�Þ�«�†�æ���K�r�M��

• [Send FQDN to client]>8�G�b�³�™�µ�¡�Î�µ�¡�«�†�œ�å�_�M�•�\�
 VPN �¡�Û�«�±  �Ð�«�±�î�@  VPN 
�¡�Û�–�”�å�º�K)F�†�¡�Û�«�±  �¹�Â�–�«�_�Ü�²�–�Þ�¡�º�M�•�\�A�_�
�¥4Š  IP �”�»�Þ�«�b�æ�ƒ�~�_�¡
�Û�«�±  �¹�Â�–�«�b�Í�«�º�¡�\�»�Ó�–�å�¡�†�Q#Ý�K�Z�ö
²�Ÿ8í�»�Ó�–�å�¡�@3æ�™�I�€�•�|�:�_�^�~
�r�M��

�Ô�î�»

���b/²�c�
�G�b�µ+��†�Q#Ý�[�A�•�Ô�î�»�†&g�K�S�v�b�[�M��

Summary

[Summary] #ì8��[�c�
�G�€�r�[�b�˜�•�¨�î�»  �Ã�¿�Ý�[��/œ�K�S0¿���m8p�b)��Ý�@/²&g�I�€�r�M��

�Ç�•�î�Ý�»

0¿��
Æ���c#ì8��p�¸�_/²&g�I�€�r�M��0¿���†&�1��K�Z  [Finish] �†�¡�Ü�µ�¡�M�•�\�
0¿��
Æ���@�¹�Â�–�«
�_3æ�™�I�€�r�M���Ç�™�î�Ý�œ�î�Â�î�†0¿���K�Z�8�•���œ�
0¿��
Æ���c�Ç�™�î�Ý�œ�î�Â�î  �Æ�”�_�v3æ�™
�I�€�r�M��0¿���†�š�f�M�•�²0[�@�6�•���œ�c�
 [Back] �†�¡�Ü�µ�¡�K�Z�š�f�M�•�²0[�b�6�•#ì8��r�[�`
�~�r�M���š�f�†/œ�W�S�}  [Next] �†�¡�Ü�µ�¡�K�Z  [Summary] #ì8��r�[�`�~�r�M��

�Ô�î�»

���b/²�c�
�G�b�µ+��†�Q#Ý�[�A�•�Ô�î�»�†&g�K�S�v�b�[�M��

�Ç�“�–�”�˜�›�î�Ý  �Ô�î�» �­�Ÿ�×�Ü�¸�•  �¥�å�¸�Ÿ�«�º

�Ý�î�¸�µ�» 3ñ4# �©�å�¢�Ý

�Ð�Ý�³

�¥�å�¸�Ÿ�«
�º �©�«�¸�Ò

• — • — —
14-15
ASDM �Ø�î�¨  �ž�–�»

OL-14981-01-J



 

'¨  14 'v       �Á�–  �”�Ë�–�Û�Å�Ü�¸�•
  [Failover] �Ì�–�å�b�Ç�•�î�Ý�»�_��
[Failover] �Ì�–�å�b�Ç�•�î�Ý�»�_��
�Ç�™�î�Ý�œ�î�Â�î  �Ì�–�å�_/²&g�I�€�•
Æ���c�
#'�~�b�Ô�î�»>&�©�å�¢�Ý  �¥�å�¸�Ÿ�«�º  �Ô�î�»�r�S�c�Ð
�Ý�³  �¥�å�¸�Ÿ�«�º  �Ô�î�»>'�>�|�g�©�«�¸�Ò��/œ�«�Ì�î�«�_�8�•�?�
�­�Ÿ�×�Ü�¸�•  �¥�å�¸�Ÿ�«�º
Æ�_�8
�•�?�_�|�W�Z$��^�~�r�M��

�G�G�[�c�
���b
Æ���_�X�8�Z1��Â�K�r�M��

• [Failover]>&�©�å�¢�Ý  �Ô�î�»>'

• [Failover]>&�Ð�Ý�³  �Ô�î�»�
�­�Ÿ�×�Ü�¸�•  �¥�å�¸�Ÿ�«�º>'

• [Failover]>&�Ð�Ý�³  �Ô�î�»�
�©�«�¸�Ò>'

[Failover] >&�©�å�¢�Ý  �Ô�î�»>'

[Failover] �Ì�–�å�_�c�
�©�å�¢�Ý�¥�å�¸�Ÿ�«�º  �Ô�î�»�[  Active/Standby �Ç�™�î�Ý�œ�î�Â�î�†0¿���[�A
�•�±�È�@�µ�r�€�Z�8�r�M���Ç�™�î�Ý�œ�î�Â�î�b0ò(ý�_�X�8�Z�c�
 �Ç�™�î�Ý�œ�î�Â�î�_�X�8�Z �†�g!·�K�Z
�C�T�I�8�� [Failover] �Ì�–�å�b�›�±�È�[�b0¿���b0ò(ý�_�X�8�Z�c�
���b�_���†�g!·�K�Z�C�T�I�8���Ý�î
�¸�µ�»  �Ç�“�–�”�˜�›�î�Ý  �Ô�î�»�[�6�•�?�
�º�Û�å�«�Ì�”�Þ�å�º  �Ç�“�–�”�˜�›�î�Ý  �Ô�î�»�[�6�•�?�_
�|�W�Z�
 [Interfaces] �±�È�@�š�ƒ�~�r�M��

• [Failover]: [Setup]

• [Failover]: [Interfaces]>&�Ý�î�¸�µ�»  �Ç�“�–�”�˜�›�î�Ý  �Ô�î�»>'

• [Failover]: [Interfaces]>&�º�Û�å�«�Ì�”�Þ�å�º  �Ç�“�–�”�˜�›�î�Ý  �Ô�î�»>'

• [Failover]: [Criteria]

• [Failover]: [MAC Addresses]

[Failover]: [Setup]

�G�b�±�È�†�Q#Ý�K�Z�
�­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�[�Ç�™�î�Ý�œ�î�Â�î�†�–�¿�î�È�Ý�_�K�r�M���r�S�

�«�¸�î�º�Ç�Ý  �Ç�™�î�Ý�œ�î�Â�î�†�Q#Ý�K�Z�8�•���œ�
�G�b�±�È�[�c�Ç�™�î�Ý�œ�î�Â�î  �Ü�å�¡�>�|�g�«
�¸�î�º  �Ü�å�¡�v�æ���[�A�r�M��

�M+á$×�^�Ç�™�î�Ý�œ�î�Â�î�b0¿���‰�2�b0ò(ý�_�X�8�Z�c�
 �� �Ç�™�î�Ý�œ�î�Â�î�_�X�8�Z ���†�g!·�K�Z�C
�T�I�8��

�Ç�•�î�Ý�»

• [Enable Failover]>8�G�b�³�™�µ�¡�Î�µ�¡�«�†�œ�å�_�M�•�\�
�Ç�™�î�Ý�œ�î�Â�î�@�–�¿�î�È�Ý�_�^
�~�
�«�±�å�Â�–  �­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�†0¿���[�A�r�M��

�Ç�“�–�”�˜�›�î�Ý  �Ô�î�» �­�Ÿ�×�Ü�¸�•  �¥�å�¸�Ÿ�«�º

�Ý�î�¸�µ�» 3ñ4# �©�å�¢�Ý

�Ð�Ý�³

�¥�å�¸�Ÿ�«
�º �©�«�¸�Ò

• • • — •
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'¨  14 'v       �Á�–  �”�Ë�–�Û�Å�Ü�¸�•
  [Failover] �Ì�–�å�b�Ç�•�î�Ý�»�_��
>&�@>' �Ç�™�î�Ý�œ�î�Â�î  �–�å�±�î�Ç�™�–�«�b3ÿ�Ø�\�§5�3û�™�b0¿���c�
�Ç�™�î�Ý�œ�î�Â�î�@�–�¿�î�È
�Ý�_�^�W�Z�v�š�ƒ�~�r�O�‡���Ç�™�î�Ý�œ�î�Â�î  �–�å�±�î�Ç�™�–�«�b3ÿ�Ø�x�§5�3û�™�b0¿���†�š
�f�M�•�_�c�
�Ç�™�î�Ý�œ�î�Â�î�†�–�¿�î�È�Ý�_�M�•�S�_�
 [Configuration] > [Interfaces] �Ì�–�å
�[0¿���K�Z�>�C�²0[�@�6�~�r�M��

ASDM �[�c�
�Ç�™�î�Ý�œ�î�Â�î�†�–�¿�î�È�Ý�_�M�•�\�A�_�
�Æ�”/æ*(�†0¿���M�•�?�]�:�?�†&�1�
�M�•�²�–�”�ß�¢�Î�µ�¡�«�@/²&g�I�€�r�M���G�b�²�–�”�ß�¢�Î�µ�¡�«�c�
 Preferred Role 0¿���
�r�S
�c  PIX �­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«  �É�Û�µ�º�Ç�›�î�Ò�[�b >&�©�Ü�”�Ý  �£�î�È�Ý  �Ç�™�î�Ý�œ�î�Â�î
�[�c�^�C>' Enable LAN 0¿���@�š�f�I�€�S�\�A�_�v/²&g�I�€�r�M��

– [Peer IP Address]>8ASDM �@�K)F�I�€�Z�8�•�Æ�”/æ*(�[�b  IP �”�»�Þ�«�†
°�Š�K�r�M���G�b
�Ç�•�î�Ý�»�c�
 [Do you want to configure the failover peer firewall] �²�–�”�ß�¢�Î�µ�¡�«�_/²
&g�I�€�r�M��

• [Use 32 hexadecimal character key]>8[Shared Key] �Î�µ�¡�«�_  16 4
�X�Í�b�/�•�Ÿ�î�†
°�Š�M�•�_
�c�
�G�b�³�™�µ�¡�Î�µ�¡�«�†�œ�å�_�K�r�M�� [Shared Key] �Î�µ�¡�«�_,e�X�Ð�b
¹�w&Î�&�_���†
°�Š
�M�•���œ�c�
�G�b�³�™�µ�¡�Î�µ�¡�«�†�œ�Ç�_�K�r�M��

• [Shared Key]>8�Ç�™�î�Ý�œ�î�Â�î
¹�w&Î�&�_���r�S�c�Ç�™�î�Ý�œ�î�Â�î  �Ì�”6ë�[�b�/�•�ì�>�|�g1�
0É�í�s3û�™�b�S�u�b�Ÿ�î�†�æ���K�r�M��

[Use 32 hexadecimal character key] �³�™�µ�¡�Î�µ�¡�«�†�œ�å�_�K�S���œ�
 16 4
�X�b�/�•�Ÿ�î�†
°
�Š�K�Z�C�T�I�8���Ÿ�î�c�
 32 �e�Ð�b  16 4
�X�e�Ð>&0 >|  9�
 a >|  f>'�[�6�•�²0[�@�6�~�r�M��

[Use 32 hexadecimal character key] �³�™�µ�¡�Î�µ�¡�«�†�œ�Ç�_�K�S���œ�c�
,e�X�Ð�b
¹�w&Î�&�_��
�†
°�Š�K�Z�C�T�I�8��
¹�w&Î�&�_���c�
 1 >|  63 �e�Ð�[
°�Š�[�A�r�M���w� �^�e�Ð�c�
�X�Ð�
�e�Ð�

�r�S�c�ƒ1�!l�b�õ�–�b)��s�œ�ƒ�O�[�M��
¹�w&Î�&�c�
�/�•�Ÿ�î�†#Õ�B�M�•�S�u�_�Q#Ý�I�€�r�M��

• [Enable LAN rather than serial cable failover]>8>&PIX �­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«  �É�Û�µ�º�Ç�›�î
�Ò�b�s>' LAN �Ç�™�î�Ý�œ�î�Â�î�†�–�¿�î�È�Ý�_�M�•�_�c�
�G�b�³�™�µ�¡�Î�µ�¡�«�†�œ�å�_�K�r�M��
�Ç�™�î�Ý�œ�î�Â�î  �Ü�å�¡�\�K�Z�S#Ý�©�Ü�”�Ý  �£�î�È�Ý�†�Q#Ý�M�•�_�c�
�G�b�³�™�µ�¡�Î�µ�¡�«�†
�œ�Ç�_�K�r�M��

• [LAN Failover]>8LAN �Ç�™�î�Ý�œ�î�Â�î�†0¿���M�•�S�u�b�Ç�•�î�Ý�»�@�µ�r�€�r�M��

– [Interface]>8�Ç�™�î�Ý�œ�î�Â�î3û�™�_�Q#Ý�M�•�–�å�±�î�Ç�™�–�«�†�æ���K�r�M���Ç�™�î�Ý�œ�î
�Â�î�_�c�S#Ý�–�å�±�î�Ç�™�–�«�@�²0[�[�M�@�
�«�¸�î�º�Ç�Ý  �Ç�™�î�Ý�œ�î�Â�î�\�–�å�±�î
�Ç�™�–�«�†
¹�w�[�A�r�M��

�G�b�Ü�«�º�_�c�
�•0¿���b�–�å�±�î�Ç�™�–�«�r�S�c�§�È�–�å�±�î�Ç�™�–�«�T�E�@/²&g�I�€�

LAN �Ç�™�î�Ý�œ�î�Â�î  �–�å�±�î�Ç�™�–�«�\�K�Z4E�¥�[�A�r�M���–�å�±�î�Ç�™�–�«�†  LAN 
�Ç�™�î�Ý�œ�î�Â�î  �–�å�±�î�Ç�™�–�«�_�æ���M�•�\�
�Q�b�–�å�±�î�Ç�™�–�«�c  
[Configuration] > [Interfaces] �Ì�–�å�[�c)…7Ÿ�[�A�r�O�‡��

– [Active IP]>8�”�¡�¸�•�È/æ*(�b�Ç�™�î�Ý�œ�î�Â�î  �–�å�±�î�Ç�™�–�«�b  IP �”�»�Þ�«�†�æ���K�r
�M��

– [Subnet Mask]>8�É�Û�–�Ð�Ü/æ*(�>�|�g�­�•�å�²�Ü/æ*(�b�Ç�™�î�Ý�œ�î�Â�î  �–�å�±�î�Ç�™�–�«
�b�Ð�«�¡�†�æ���K�r�M��

– [Logical Name]>8�Ç�™�î�Ý�œ�î�Â�î3û�™�_�Q#Ý�M�•�–�å�±�î�Ç�™�–�«�b1=#.�¡�†�æ���K�r�M��

– [Standby IP]>8�­�•�å�²�Ü/æ*(�@�É�Û�–�Ð�Ü/æ*(�\�b3û�™�_�Q#Ý�M�•  IP �”�»�Þ�«�†�æ���K�r
�M��

– [Preferred Role]>8�G�b�­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�b
ƒ
›�b�z�m�@�
 LAN �Ç�™�î�Ý�œ�î�Â�î
�b�É�Û�–�Ð�Ü/æ*(�[�6�•�?�
�­�•�å�²�Ü/æ*(�[�6�•�?�†�æ���K�r�M��

• [State Failover]>8�«�¸�î�º�Ç�Ý  �Ç�™�î�Ý�œ�î�Â�î�b0¿���b�S�u�b�Ç�•�î�Ý�»�@�µ�r�€�r�M��
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'¨  14 'v       �Á�–  �”�Ë�–�Û�Å�Ü�¸�•
  [Failover] �Ì�–�å�b�Ç�•�î�Ý�»�_��
>&�@>' �«�¸�î�º�Ç�Ý  �Ç�™�î�Ý�œ�î�Â�î�c�
 ASA 5505 �É�Û�µ�º�Ç�›�î�Ò�[�c�Q#Ý�[�A�r�O�‡���G�b8•
�æ�c�
 ASA 5505 �­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�[��/œ�K�Z�8�•  ASDM �_�c/²&g�I�€�r�O�‡��

– [Interface]>8�«�¸�î�º3û�™�_�Q#Ý�M�•�–�å�±�î�Ç�™�–�«�†�æ���K�r�M��4E�¥�[�A�•�b�c�
�•0¿
���b�–�å�±�î�Ç�™�–�«�r�S�c�§�È�–�å�±�î�Ç�™�–�«�
 LAN �Ç�™�î�Ý�œ�î�Â�î  �–�å�±�î�Ç�™�–
�«�
�r�S�c  [Use Named] �œ�É�©�Ù�å�[�M��

>&�@>' LAN �Ç�™�î�Ý�œ�î�Â�î  �–�å�±�î�Ç�™�–�«�\�«�¸�î�º�Ç�Ý  �Ç�™�î�Ý�œ�î�Â�î  �–�å�±�î�Ç�™
�–�«�_�c�
 2 �X�b�¶�9�b�S#Ý�–�å�±�î�Ç�™�–�«�†�Q#Ý�M�•�G�\�†�>�È�u�K�r�M��

�•0¿���b�–�å�±�î�Ç�™�–�«�r�S�c�§�È�–�å�±�î�Ç�™�–�«�†4E�¥�K�S���œ�
�Q�b�–�å�±�î�Ç�™�–
�«�b�”�¡�¸�•�È  IP�
�§�È�¿�µ�º  �Ð�«�¡�
�«�±�å�Â�–  IP�
�>�|�g1=#.�¡�†
°�Š�M�•�²0[�@�6�~
�r�M��

LAN �Ç�™�î�Ý�œ�î�Â�î  �–�å�±�î�Ç�™�–�«�†4E�¥�K�S���œ�c�
�”�¡�¸�•�È IP�
�§�È�¿�µ�º  �Ð�«
�¡�
1=#.�¡�
�>�|�g�«�±�å�Â�–  IP �b�Í�†�æ���M�•�²0[�c�6�~�r�O�‡�� LAN �Ç�™�î�Ý�œ�î�Â�î  
�–�å�±�î�Ç�™�–�«�_�æ���I�€�Z�8�•�Í�@�Q#Ý�I�€�r�M��

[Use Named] �œ�É�©�Ù�å�†4E�¥�K�S���œ�
 [Logical Name] �Ç�•�î�Ý�»�c�
�¡�S�b�X�8�S�–�å
�±�î�Ç�™�–�«�b�»�ß�µ�É�²�˜�å  �Ü�«�º�_�^�~�r�M���G�b�Ü�«�º�?�}�–�å�±�î�Ç�™�–�«�†4E�¥
�K�r�M���”�¡�¸�•�È IP�
�§�È�¿�µ�º  �Ð�«�¡�
�«�±�å�Â�–  IP �b�Í�†�æ���M�•�²0[�c�6�~�r�O
�‡���Q�b�–�å�±�î�Ç�™�–�«�_�æ���I�€�S�Í�@�Q#Ý�I�€�r�M�� [Interfaces] �±�È�[4E�¥�K�S�–�å
�±�î�Ç�™�–�«�_�«�±�å�Â�–  IP �”�»�Þ�«�†�æ���K�Z�C�T�I�8��

>&�@>' �«�¸�î�º�Ç�Ý  �Ç�™�î�Ý�œ�î�Â�î�[�c�
�±5��b�º�Û�Ç�•�µ�¡�@#Õ�B�I�€�•�G�\�@�6�•�S
�u�
�«�¸�î�º�Ç�Ý  �Ç�™�î�Ý�œ�î�Â�î�\3û�–�º�Û�Ç�•�µ�¡�b�g�‰�b�Ã�Ç�›�î�Ð�å�«�@�

�¡�S�Ü�A�–�å�±�î�Ç�™�–�«�†�Q#Ý�M�•�G�\�[�s8j�†�w�E�•�G�\�@�6�~�r�M��

– [Active IP]>8�É�Û�–�Ð�Ü/æ*(�b�«�¸�î�º�Ç�Ý  �Ç�™�î�Ý�œ�î�Â�î  �–�å�±�î�Ç�™�–�«�b  IP �”�»�Þ
�«�†�æ���K�r�M�� [Interface] �»�ß�µ�É�²�˜�å  �Ü�«�º�[  LAN �Ç�™�î�Ý�œ�î�Â�î  �–�å�±�î�Ç�™�–
�«�r�S�c  [Use Named] �œ�É�©�Ù�å�@4E�¥�I�€�Z�8�•���œ�
�G�b�Ç�•�î�Ý�»�c�¢�Þ�î/²&g�I�€
�r�M��

– [Subnet Mask]>8�É�Û�–�Ð�Ü/æ*(�>�|�g�­�•�å�²�Ü/æ*(�b�«�¸�î�º�Ç�Ý  �Ç�™�î�Ý�œ�î�Â�î  �–�å
�±�î�Ç�™�–�«�b�Ð�«�¡�†�æ���K�r�M�� [Interface] �»�ß�µ�É�²�˜�å  �Ü�«�º�[  LAN �Ç�™�î�Ý�œ�î
�Â�î  �–�å�±�î�Ç�™�–�«�r�S�c  [Use Named] �œ�É�©�Ù�å�@4E�¥�I�€�Z�8�•���œ�
�G�b�Ç�•�î�Ý
�»�c�¢�Þ�î/²&g�I�€�r�M��

– [Logical Name]>8�Ç�™�î�Ý�œ�î�Â�î3û�™�_�Q#Ý�I�€�•1=#.�–�å�±�î�Ç�™�–�«�†�æ���K�r�M��
[Interface] �»�ß�µ�É�²�˜�å  �Ü�«�º�[  [Use Named] �œ�É�©�Ù�å�†4E�¥�K�S���œ�
�G�b�Ç�•�î�Ý
�»�_�c�
�¡�S�Ü�A�–�å�±�î�Ç�™�–�«�b�Ü�«�º�@/²&g�I�€�r�M�� [Interface] �»�ß�µ�É�²�˜�å  �Ü�«
�º�[  LAN �Ç�™�î�Ý�œ�î�Â�î  �–�å�±�î�Ç�™�–�«�@4E�¥�I�€�Z�8�•���œ�
�G�b�Ç�•�î�Ý�»�c�¢
�Þ�î/²&g�I�€�r�M��

– [Standby IP]>8�­�•�å�²�Ü/æ*(�@�É�Û�–�Ð�Ü/æ*(�\�b3û�™�_�Q#Ý�M�•  IP �”�»�Þ�«�†�æ���K�r
�M�� [Interface] �»�ß�µ�É�²�˜�å  �Ü�«�º�[  LAN �Ç�™�î�Ý�œ�î�Â�î  �–�å�±�î�Ç�™�–�«�r�S�c  
[Use Named] �œ�É�©�Ù�å�@4E�¥�I�€�Z�8�•���œ�
�G�b�Ç�•�î�Ý�»�c�¢�Þ�î/²&g�I�€�r�M��

– [Enable HTTP replication]>8�G�b�³�™�µ�¡�Î�µ�¡�«�†�œ�å�_�M�•�\�
�«�¸�î�º�Ç�Ý  �Ç�™�î�Ý
�œ�î�Â�î�_�|�•�”�¡�¸�•�È  HTTP �­�µ�©�Ù�å�?�}�«�±�å�Â�–  �Ç�“�–�”�˜�›�î�Ý�l�b�¥�Æ�î�@
�–�¿�î�È�Ý�_�^�~�r�M�� HTTP �b0
0��†0Á�•�K�^�8���œ�
 HTTP �K)F�c�Ç�™�î�Ý�œ�î�Â�î�[�)
�•�I�€�r�M�� HTTP �Þ�É�Ü�£�î�©�Ù�å�†�¹�•�­�î�È�Ý�_�M�•�\�
�«�¸�î�º  �Ü�å�¡�V�b�º�Û
�Ç�•�µ�¡�b5��@�a�^�C�^�~�r�M��
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'¨  14 'v       �Á�–  �”�Ë�–�Û�Å�Ü�¸�•
  [Failover] �Ì�–�å�b�Ç�•�î�Ý�»�_��
�Ô�î�»

���b/²�c�
�G�b�µ+��†�Q#Ý�[�A�•�Ô�î�»�†&g�K�S�v�b�[�M��

0ò(ý�_��

�Ç�™�î�Ý�œ�î�Â�î�b0ò(ý�_�X�8�Z�c�
 �� �Ç�™�î�Ý�œ�î�Â�î�_�X�8�Z ���†�g!·�K�Z�C�T�I�8��

[Failover]: [Interfaces] >&�Ý�î�¸�µ�»  �Ç�“�–�”�˜�›�î�Ý  �Ô�î�»>'

�G�b�±�È�†�Q#Ý�K�Z�
�­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�V�b�›�–�å�±�î�Ç�™�–�«�b�«�±�å�Â�–  IP �”�»�Þ�«
�†��*O�K�
�–�å�±�î�Ç�™�–�«�b�«�¸�î�±�«�†%�0i�M�•�?�]�:�?�†�æ���K�r�M��

�M+á$×�^�Ç�™�î�Ý�œ�î�Â�î�b0¿���‰�2�b0ò(ý�_�X�8�Z�c�
 �� �Ç�™�î�Ý�œ�î�Â�î�_�X�8�Z ���†�g!·�K�Z�C
�T�I�8��

�Ç�•�î�Ý�»

• [Interface]>8�­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�b�–�å�±�î�Ç�™�–�«�†�M0t/²&g�K�
�Q�b�”�¡�¸�•�È  IP 
�”�»�Þ�«�
�«�±�å�Â�–  IP �”�»�Þ�«�
�Ô�½�±�Ü�å�¢  �«�¸�î�±�«�†&g�K�r�M��

– [Interface Name column]>8�–�å�±�î�Ç�™�–�«�¡�†&g�K�r�M��

– [Active IP column]>8�G�b�–�å�±�î�Ç�™�–�«�b�”�¡�¸�•�È  IP �”�»�Þ�«�†&g�K�r�M��

– [Standby IP Address]>8�«�±�å�Â�–  �Ç�™�î�Ý�œ�î�Â�î/æ*(�V�b�P�Â�M�•�–�å�±�î�Ç�™�–�«�b  IP 
�”�»�Þ�«�†�æ���K�r�M��

– [Is Monitored column]>8�G�b�–�å�±�î�Ç�™�–�«�b7€���†%�0i�M�•�?�]�:�?�†�æ���K�r�M��

• [Edit]>84E�¥�K�S�–�å�±�î�Ç�™�–�«�b [Edit Failover Interface Configuration]>&�Ý�î�¸�µ�»  �Ç�“�–�”
�˜�›�î�Ý  �Ô�î�»>' �²�–�”�ß�¢�Î�µ�¡�«�†/²&g�K�r�M��

�Ô�î�»

���b/²�c�
�G�b�µ+��†�Q#Ý�[�A�•�Ô�î�»�†&g�K�S�v�b�[�M��

0ò(ý�_��

�Ç�™�î�Ý�œ�î�Â�î�b0ò(ý�_�X�8�Z�c�
 �� �Ç�™�î�Ý�œ�î�Â�î�_�X�8�Z ���†�g!·�K�Z�C�T�I�8��

�Ç�“�–�”�˜�›�î�Ý  �Ô�î�» �­�Ÿ�×�Ü�¸�•  �¥�å�¸�Ÿ�«�º

�Ý�î�¸�µ�» 3ñ4# �©�å�¢�Ý

�Ð�Ý�³

�¥�å�¸�Ÿ�«
�º �©�«�¸�Ò

• • • — —

�Ç�“�–�”�˜�›�î�Ý  �Ô�î�» �­�Ÿ�×�Ü�¸�•  �¥�å�¸�Ÿ�«�º

�Ý�î�¸�µ�» 3ñ4# �©�å�¢�Ý
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'¨  14 'v       �Á�–  �”�Ë�–�Û�Å�Ü�¸�•
  [Failover] �Ì�–�å�b�Ç�•�î�Ý�»�_��
[Edit Failover Interface Configuration] >&�Ý�î�¸�µ�»  �Ç�“�–�”�˜�›�î�Ý  �Ô�î�»>'

[Edit Failover Interface Configuration] �²�–�”�ß�¢�Î�µ�¡�«�c�
�–�å�±�î�Ç�™�–�«�b�«�±�å�Â�–  IP �”�»
�Þ�«�†��*O�K�
�–�å�±�î�Ç�™�–�«�b�«�¸�î�±�«�†�Ô�½�±�M�•�?�]�:�?�†�æ���M�•���œ�_�Q#Ý�K�r�M��

�Ç�•�î�Ý�»

• [Interface Name]>8�–�å�±�î�Ç�™�–�«�¡�†&g�K�r�M��

• [Active IP Address]>8�G�b�–�å�±�î�Ç�™�–�«�b  IP �”�»�Þ�«�†&g�K�r�M���–�å�±�î�Ç�™�–�«�_  IP �”
�»�Þ�«�@�m�~�\�Z�}�€�Z�8�^�8���œ�
�G�b�Ç�•�î�Ý�»�c/²&g�I�€�r�O�‡��

• [Subnet Mask]>8�G�b�–�å�±�î�Ç�™�–�«�b�Ð�«�¡�†&g�K�r�M���–�å�±�î�Ç�™�–�«�_  IP �”�»�Þ�«�@�m
�~�\�Z�}�€�Z�8�^�8���œ�
�G�b�Ç�•�î�Ý�»�c/²&g�I�€�r�O�‡��

• [Standby IP Address]>8�«�±�å�Â�–  �Ç�™�î�Ý�œ�î�Â�î/æ*(�V�b�P�Â�M�•�–�å�±�î�Ç�™�–�«�b  IP �”�»
�Þ�«�†�æ���K�r�M���–�å�±�î�Ç�™�–�«�_  IP �”�»�Þ�«�@�m�~�\�Z�}�€�Z�8�^�8���œ�
�G�b�Ç�•�î�Ý
�»�c/²&g�I�€�r�O�‡��

• [Monitor interface for failure]>8�G�b�–�å�±�î�Ç�™�–�«�b7€���†%�0i�M�•�?�]�:�?�†�æ���K�r�M���­
�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�b�Ô�½�±�•+��^�–�å�±�î�Ç�™�–�«�b�X�c  250 �[�M���Ô�½�±�P1ß�b
�Ç�™�î�Ý�œ�î�Â�î  �–�å�±�î�Ç�™�–�«�_�c�
���b�«�¸�î�±�«�@0¿���I�€�r�M��

– [Unknown]>8�6�‡�«�¸�î�±�«�[�M���G�b�«�¸�î�±�«�c�
�«�¸�î�±�«�†"I���[�A�^�8�G�\�†�–�á
�M�•���œ�v�6�~�r�M��

– [Normal]>8�–�å�±�î�Ç�™�–�«�c�º�Û�Ç�•�µ�¡�†�w�™�K�Z�8�r�M��

– [Testing]>8�Ï�î�Ü�å�¢  5 �G�b6ë�
�–�å�±�î�Ç�™�–�«�[  hello �Ó�µ�­�î�ª�@�è���I�€�Z�8�r�O�‡��

– [Link Down]>8�–�å�±�î�Ç�™�–�«�c'ö#.�V�²�˜�å�K�Z�8�r�M��

– [No Link]>8�–�å�±�î�Ç�™�–�«�b"@#.�Ü�å�¡�@�²�˜�å�K�Z�8�r�M��

– [Failed]>8�–�å�±�î�Ç�™�–�«�[�c�º�Û�Ç�•�µ�¡�†�w�™�K�Z�8�r�O�‡�@�
�Æ�”  �–�å�±�î�Ç�™�–�«
�[�c�º�Û�Ç�•�µ�¡�†�è���K�Z�8�r�M��

�Ô�î�»

���b/²�c�
�G�b�µ+��†�Q#Ý�[�A�•�Ô�î�»�†&g�K�S�v�b�[�M��

0ò(ý�_��

�Ç�™�î�Ý�œ�î�Â�î�b0ò(ý�_�X�8�Z�c�
 �� �Ç�™�î�Ý�œ�î�Â�î�_�X�8�Z ���†�g!·�K�Z�C�T�I�8��

[Failover]: [Interfaces] >&�º�Û�å�«�Ì�”�Þ�å�º  �Ç�“�–�”�˜�›�î�Ý  �Ô�î�»>'

�G�b�±�È�†�Q#Ý�K�Z�«�±�å�Â�–'ö#.  IP �”�»�Þ�«�†��*O�K�
�­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�V�b�–�å�±�î
�Ç�™�–�«�b�«�¸�î�±�«�†%�0i�M�•�?�]�:�?�†�æ���K�r�M��

�Ç�“�–�”�˜�›�î�Ý  �Ô�î�» �­�Ÿ�×�Ü�¸�•  �¥�å�¸�Ÿ�«�º

�Ý�î�¸�µ�» 3ñ4# �©�å�¢�Ý
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'¨  14 'v       �Á�–  �”�Ë�–�Û�Å�Ü�¸�•
  [Failover] �Ì�–�å�b�Ç�•�î�Ý�»�_��
�Ç�•�î�Ý�»

• [Interface]>8�­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�b�–�å�±�î�Ç�™�–�«�†�M0t/²&g�K�
�Q�b�Ô�½�±�Ü�å�¢  
�«�¸�î�±�«�†&g�K�r�M��

– [Interface Name column]>8�–�å�±�î�Ç�™�–�«�¡�†&g�K�r�M��

– [Is Monitored column]>8�G�b�–�å�±�î�Ç�™�–�«�b7€���†%�0i�M�•�?�]�:�?�†�æ���K�r�M��

• [Edit]>84E�¥�K�S�–�å�±�î�Ç�™�–�«�b  [Edit Failover Interface Configuration]>&�º�Û�å�«�Ì�”�Þ�å�º  
�Ç�“�–�”�˜�›�î�Ý  �Ô�î�»>'  �²�–�”�ß�¢�Î�µ�¡�«�†/²&g�K�r�M��

• [Management IP Address]>8�­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�r�S�c�º�Û�å�«�Ì�”�Þ�å�º  �Ç�“�–�”
�˜�›�î�Ý  �Ô�î�»�b�¥�å�¸�Ÿ�«�º�b�”�¡�¸�•�È�>�|�g�«�±�å�Â�–'ö#.  IP �”�»�Þ�«�†&g�K�r�M��

– [Active]>8�”�¡�¸�•�È'ö#.  IP �”�»�Þ�«�†&g�K�r�M��

– [Standby]>8�«�±�å�Â�–  �Ç�™�î�Ý�œ�î�Â�î/æ*(�b'ö#.  IP �”�»�Þ�«�†�æ���K�r�M��

• [Management Netmask]>8�”�¡�¸�•�È�>�|�g�«�±�å�Â�–'ö#.  IP �”�»�Þ�«�_6õ4��Ü�E�}�€�S�Ð�«�¡�†
&g�K�r�M��

�Ô�î�»

���b/²�c�
�G�b�µ+��†�Q#Ý�[�A�•�Ô�î�»�†&g�K�S�v�b�[�M��

0ò(ý�_��

�Ç�™�î�Ý�œ�î�Â�î�b0ò(ý�_�X�8�Z�c�
 �� �Ç�™�î�Ý�œ�î�Â�î�_�X�8�Z ���†�g!·�K�Z�C�T�I�8��

[Edit Failover Interface Configuration] >&�º�Û�å�«�Ì�”�Þ�å�º  �Ç�“�–�”�˜�›�î�Ý  �Ô�î�»>'

[Edit Failover Interface Configuration] �²�–�”�ß�¢�Î�µ�¡�«�†�Q#Ý�K�Z�
�–�å�±�î�Ç�™�–�«�b�«�¸�î�±
�«�†%�0i�M�•�?�]�:�?�†�æ���K�r�M��

�Ç�•�î�Ý�»

• [Interface Name]>8�–�å�±�î�Ç�™�–�«�¡�†&g�K�r�M��

• [Monitor interface for failure]>8�G�b�–�å�±�î�Ç�™�–�«�b7€���†%�0i�M�•�?�]�:�?�†�æ���K�r�M���­
�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�b�Ô�½�±�•+��^�–�å�±�î�Ç�™�–�«�b�X�c  250 �[�M���–�å�±�î�Ç�™�–�«
�b�Ï�î�Ü�å�¢�ì6ë�p�
�­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�b�Ç�™�î�Ý�œ�î�Â�î  �Ì�”6ë�[  Hello �Ó�µ�­�î
�ª�@�º�n�I�€�r�M���Ô�½�±�P1ß�b�Ç�™�î�Ý�œ�î�Â�î  �–�å�±�î�Ç�™�–�«�_�c�
���b�«�¸�î�±�«�@0¿
���I�€�r�M��

– [Unknown]>8�6�‡�«�¸�î�±�«�[�M���G�b�«�¸�î�±�«�c�
�«�¸�î�±�«�†"I���[�A�^�8�G�\�†�–�á
�M�•���œ�v�6�~�r�M��

– [Normal]>8�–�å�±�î�Ç�™�–�«�c�º�Û�Ç�•�µ�¡�†�w�™�K�Z�8�r�M��

– [Testing]>8�Ï�î�Ü�å�¢  5 �G�b6ë�
�–�å�±�î�Ç�™�–�«�[  hello �Ó�µ�­�î�ª�@�è���I�€�Z�8�r�O�‡��

– [Link Down]>8�–�å�±�î�Ç�™�–�«�c'ö#.�V�²�˜�å�K�Z�8�r�M��

– [No Link]>8�–�å�±�î�Ç�™�–�«�b"@#.�Ü�å�¡�@�²�˜�å�K�Z�8�r�M��

�Ç�“�–�”�˜�›�î�Ý  �Ô�î�» �­�Ÿ�×�Ü�¸�•  �¥�å�¸�Ÿ�«�º

�Ý�î�¸�µ�» 3ñ4# �©�å�¢�Ý
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�¥�å�¸�Ÿ�«
�º �©�«�¸�Ò
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'¨  14 'v       �Á�–  �”�Ë�–�Û�Å�Ü�¸�•
  [Failover] �Ì�–�å�b�Ç�•�î�Ý�»�_��
– [Failed]>8�–�å�±�î�Ç�™�–�«�[�c�º�Û�Ç�•�µ�¡�†�w�™�K�Z�8�r�O�‡�@�
�Æ�”  �–�å�±�î�Ç�™�–�«
�[�c�º�Û�Ç�•�µ�¡�†�è���K�Z�8�r�M��

�Ô�î�»

���b/²�c�
�G�b�µ+��†�Q#Ý�[�A�•�Ô�î�»�†&g�K�S�v�b�[�M��

0ò(ý�_��

�Ç�™�î�Ý�œ�î�Â�î�b0ò(ý�_�X�8�Z�c�
 �� �Ç�™�î�Ý�œ�î�Â�î�_�X�8�Z ���†�g!·�K�Z�C�T�I�8��

[Failover]: [Criteria]

�G�b�±�È�†�Q#Ý�K�Z�
7€���@$Î#Õ�M�•�\�A�b�–�å�±�î�Ç�™�–�«�b�X�
�Ï�î�Ü�å�¢6ë�_�…�µ�M�•�ì6ë�^
�]�
�Ç�™�î�Ý�œ�î�Â�î�b�ö =�†��*O�K�r�M���–�â�ì6ë�[�c�
/æ*(�@�Ç�™�î�Ý�œ�î�Â�î�M�•�S�_�Ï�î�Ü�å
�¢�l�b�Â'Å�†�w�™�K�^�8�r�r�…�µ�M�•6ë7x�@�æ���I�€�r�M��

�Ç�•�î�Ý�»

• [Interface Policy]>8�Ô�½�±�Ü�å�¢�[�–�å�±�î�Ç�™�–�«�b7€���@�è���I�€�S�\�A�b�Ç�™�î�Ý�œ�î�Â�î
�b�Ï�Ü�©�î�†��*O�M�•�S�u�b�Ç�•�î�Ý�»�@�µ�r�€�r�M��

– [Number of failed interfaces that triggers failover]>87€���b$Î#Õ�K�S%�0i�P1ß�–�å�±�î�Ç�™�–�«
�b�X�@�G�b�¥�Ð�å�»�[0¿���K�S�Í�†2x�<�S�\�A�
�­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�c�Ç�™�î�Ý
�œ�î�Â�î�†/œ�8�r�M���Í�b(
�V�c  1 >|  250 �[�M��

– [Percentage of failed interfaces that triggers failover]>87€���b$Î#Õ�K�S%�0i�P1ß�–�å�±�î�Ç�™
�–�«�b�X�@�G�b�¥�Ð�å�»�[0¿���K�S�Ã�î�­�å�¸�î�ª�†2x�<�S�\�A�
�­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”
�å�«�c�Ç�™�î�Ý�œ�î�Â�î�†/œ�8�r�M��

• [Failover Poll Times]>8�Ç�™�î�Ý�œ�î�Â�î  �Ü�å�¡�[  Hello �Ó�µ�­�î�ª�@3æ�™�I�€�•8–�Ø�
�>�|�g�œ
�É�©�Ù�å�[�
 Hello �Ó�µ�­�î�ª�@�w�™�I�€�^�8���œ�_�Æ�”�b7€���†�¸�«�º�M�•�S�_�…�µ�M�•�ì6ë�†
��*O�M�•�S�u�b�Ç�•�î�Ý�»�@�µ�r�€�r�M��

– [Unit Failover]>8/æ*(6ë�b Hello �Ó�µ�­�î�ª�b6ë�b�ì6ë��(
�V�c  1 >|  15 &Ê�r�S�c  200 >|  999 
�Ñ�Ü&Ê�[�M��

– [Unit Hold Time]>8/æ*(�@�Ç�™�î�Ý�œ�î�Â�î  �Ü�å�¡�V�[  Hello �Ó�µ�­�î�ª�†�w�™�M�•�²0[�@�6
�•�ì6ë>&�Q�€�è�¥�b���œ�c�
/æ*(�@�Æ�”�b7€���b�¸�«�º  �É�ß�­�«�†6ä���M�•>'�†0¿���K�r�M��
(
�V�c  1 >|  45 &Ê�r�S�c  800 >|  999 �Ñ�Ü&Ê�[�M���Ï�î�Ü�å�¢�ì6ë�b  3 �¸�|�~�a�^�8�Í�c
°�Š�[
�A�r�O�‡��

– [Monitored Interfaces]>8�–�å�±�î�Ç�™�–�«6ë�[�b�Ï�î�Ü�å�¢�b6ë�b�ì6ë��(
�V�c  1 >|  15 &Ê�r
�S�c  500 >|  999 �Ñ�Ü&Ê�[�M��

– [Interface Hold Time]>8�¹�î�±  �–�å�±�î�Ç�™�–�«�@�Q�b�¹�î�±  �–�å�±�î�Ç�™�–�«�V�[  Hello 
�Ó�µ�­�î�ª�†�w�™�K�
�Q�b�‹�Æ�”�b7€��$Î#Õ�@�	0•�I�€�•�ì6ë�†0¿���K�r�M���w� �^�Í�c  5 >|  
75 &Ê�[�M��

�Ç�“�–�”�˜�›�î�Ý  �Ô�î�» �­�Ÿ�×�Ü�¸�•  �¥�å�¸�Ÿ�«�º

�Ý�î�¸�µ�» 3ñ4# �©�å�¢�Ý
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'¨  14 'v       �Á�–  �”�Ë�–�Û�Å�Ü�¸�•
  [Failover] �Ì�–�å�b�Ç�•�î�Ý�»�_��
�Ô�î�»

���b/²�c�
�G�b�µ+��†�Q#Ý�[�A�•�Ô�î�»�†&g�K�S�v�b�[�M��

0ò(ý�_��

�Ç�™�î�Ý�œ�î�Â�î�b0ò(ý�_�X�8�Z�c�
 �� �Ç�™�î�Ý�œ�î�Â�î�_�X�8�Z ���†�g!·�K�Z�C�T�I�8��

[Failover]: [MAC Addresses]

[MAC Addresses] �±�È�[�c�
 Active/Standby �Ç�™�î�Ý�œ�î�Â�î  �Ì�”�b�–�å�±�î�Ç�™�–�«�b�ì�•  MAC 
�”�»�Þ�«�†0¿���[�A�r�M��

>&�@>' �G�b�±�È�c�
 ASA 5505 �É�Û�µ�º�Ç�›�î�Ò�[�c�Q#Ý�[�A�r�O�‡��

�”�¡�¸�•�È / �«�±�å�Â�–  �Ç�™�î�Ý�œ�î�Â�î�[�c�
 �É�Û�–�Ð�Ü/æ*(�b  MAC �”�»�Þ�«�c�–�_�”�¡�¸�•�È  IP 
�”�»�Þ�«�_6õ4��Ü�E�}�€�Z�8�r�M���­�•�å�²�Ü/æ*(�c�
�q�6�_�È�î�º�I�€�Z�”�¡�¸�•�È�_�^�•�\�
�Q�b
�–�å�±�î�Ç�™�–�«�b!•�A�Ü�E�í�s  MAC �”�»�Þ�«�†�Q#Ý�K�r�M���É�Û�–�Ð�Ü/æ*(�@�œ�å�Û�–�å�_�^�•
�\�
�­�•�å�²�Ü/æ*(�c�É�Û�–�Ð�Ü/æ*(�?�}  MAC �”�»�Þ�«�†�v�“�K�r�M���G�b�š�f�_�|�W�Z�
�¿�µ�º
�á�î�¡  �º�Û�Ç�•�µ�¡�@�p�•�M�•�G�\�@�6�~�r�M��

�›�–�å�±�î�Ç�™�–�«�_�ì�•  MAC �”�»�Þ�«�†0¿���K�Z�
�­�•�å�²�Ü/æ*(�@�É�Û�–�Ð�Ü/æ*(�|�~�v�S�_�œ
�å�Û�–�å�_�^�W�Z�v�
�­�•�å�²�Ü/æ*(�@�”�¡�¸�•�È/æ*(�[�6�•���œ�
�G�K�8  MAC �”�»�Þ�«�†�Q#Ý�M�•
�|�:�_�K�r�M���ì�•  MAC �”�»�Þ�«�†�æ���K�^�8���œ�
�Ç�™�î�Ý�œ�î�Â�î  �Ì�”�c!•�A�Ü�E�í�s  NIC �”
�»�Þ�«�†  MAC �”�»�Þ�«�\�K�Z�Q#Ý�K�r�M��

>&�@>' �Ç�™�î�Ý�œ�î�Â�î�r�S�c�«�¸�î�º  �Ü�å�¡�_�c�
�ì�•  MAC �”�»�Þ�«�c0¿���[�A�r�O�‡���G�€�}�b�Ü�å
�¡�b  MAC �”�»�Þ�«�>�|�g  IP �”�»�Þ�«�c�
�Ç�™�î�Ý�œ�î�Â�î�p�_�š�f�I�€�r�O�‡��

�Ç�•�î�Ý�»

• [MAC Addresses]>8�”�¡�¸�•�È�>�|�g�«�±�å�Â�–�ì�•  MAC �”�»�Þ�«�@0¿���I�€�Z�8�•�­�Ÿ�×�Ü
�¸�•  �”�É�Û�–�”�å�«�V�b"@#.�–�å�±�î�Ç�™�–�«�†�M0t/²&g�K�r�M��

– [Physical Interface column]>8�Ç�™�î�Ý�œ�î�Â�î�ì�•  MAC �”�»�Þ�«�@0¿���I�€�Z�8�•"@#.�–�å
�±�î�Ç�™�–�«�†&g�K�r�M��

– [Active MAC Address column]>8�”�¡�¸�•�È  �­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«>&3û�–�É�Û�–�Ð�Ü>'
�b  MAC �”�»�Þ�«�†&g�K�r�M��

– [Standby MAC Address column]>8�«�±�å�Â�–  �­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«>&3û�–�­�•�å�²
�Ü>'�b  MAC �”�»�Þ�«�†&g�K�r�M��

• [Add]>8[Add Interface MAC Address] �²�–�”�ß�¢�Î�µ�¡�«�†/²&g�K�r�M���ì�•  MAC �”�»�Þ�«�c�

LAN �Ç�™�î�Ý�œ�î�Â�î�>�|�g�«�¸�î�º�Ç�Ý  �Ç�™�î�Ý�œ�î�Â�î  �–�å�±�î�Ç�™�–�«�_�c�m�~�\�Z�•�G
�\�@�[�A�r�O�‡��0ò(ý�_�X�8�Z�c�
 �� Add/Edit Interface MAC Address���†�g!·�K�Z�C�T�I�8��

�Ç�“�–�”�˜�›�î�Ý  �Ô�î�» �­�Ÿ�×�Ü�¸�•  �¥�å�¸�Ÿ�«�º

�Ý�î�¸�µ�» 3ñ4# �©�å�¢�Ý

�Ð�Ý�³

�¥�å�¸�Ÿ�«
�º �©�«�¸�Ò
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• [Edit]>84E�¥�K�S�–�å�±�î�Ç�™�–�«�_�P�K�Z  [Edit Interface MAC Address] �²�–�”�ß�¢�Î�µ�¡�«�†
/²&g�K�r�M��0ò(ý�_�X�8�Z�c�
 �� Add/Edit Interface MAC Address���†�g!·�K�Z�C�T�I�8��

• [Delete]>8#'�~4E�¥�I�€�Z�8�•�–�å�±�î�Ç�™�–�«�†  MAC �”�»�Þ�«  �¸�î�È�Ý�?�}�P7V�K�r�M��&�1�
�I�€�N�
�x�~%$�K�v�[�A�r�O�‡��

�Ô�î�»

���b/²�c�
�G�b�µ+��†�Q#Ý�[�A�•�Ô�î�»�†&g�K�S�v�b�[�M��

0ò(ý�_��

�Ç�™�î�Ý�œ�î�Â�î�b0ò(ý�_�X�8�Z�c�
 �� �Ç�™�î�Ý�œ�î�Â�î�_�X�8�Z ���†�g!·�K�Z�C�T�I�8��

Add/Edit Interface MAC Address

[Add/Edit Interface MAC Address] �²�–�”�ß�¢�Î�µ�¡�«�†�Q#Ý�K�Z�
�–�å�±�î�Ç�™�–�«�b�”�¡�¸�•�È�>
�|�g�«�±�å�Â�–�ì�•  MAC �”�»�Þ�«�†��*O�K�r�M��

�Ç�•�î�Ý�»

• [Physical Interface]>8�Ç�™�î�Ý�œ�î�Â�î�ì�•  MAC �”�»�Þ�«�†��*O�M�•"@#.�–�å�±�î�Ç�™�–�«�†�æ
���K�r�M���Ç�™�î�Ý�œ�î�Â�î�p�c�
 LAN �Ç�™�î�Ý�œ�î�Â�î�>�|�g�«�¸�î�º�Ç�Ý  �Ç�™�î�Ý�œ�î�Â�î  
�–�å�±�î�Ç�™�–�«�_�P�K�Z  MAC �”�»�Þ�«�c�š�f�I�€�^�8�b�[�
�G�€�}�b�–�å�±�î�Ç�™�–�«�c4E�¥
�[�A�r�O�‡��

• [MAC Addresses]>8�–�å�±�î�Ç�™�–�«�b�”�¡�¸�•�È�>�|�g�«�±�å�Â�–�ì�•  MAC �”�»�Þ�«�†�æ���M
�•�S�u�b�Ç�•�î�Ý�»�@�µ�r�€�r�M��

– [Active Interface]>8�”�¡�¸�•�È  �­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«>&3û�–�É�Û�–�Ð�Ü>'�V�b�–�å
�±�î�Ç�™�–�«�b  MAC �”�»�Þ�«�†�æ���K�r�M�� MAC �”�»�Þ�«�c�
 16 4
�X�g�'

>&0123.4567.89AB �^�]>'�[
°�Š�K�r�M��

– [Standby Interface]>8�«�±�å�Â�–  �­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«>&3û�–�­�•�å�²�Ü>'�V�b�–�å
�±�î�Ç�™�–�«�b  MAC �”�»�Þ�«�†�æ���K�r�M�� MAC �”�»�Þ�«�c�
 16 4
�X�g�'

>&0123.4567.89AB �^�]>'�[
°�Š�K�r�M��

�Ô�î�»

���b/²�c�
�G�b�µ+��†�Q#Ý�[�A�•�Ô�î�»�†&g�K�S�v�b�[�M��

�Ç�“�–�”�˜�›�î�Ý  �Ô�î�» �­�Ÿ�×�Ü�¸�•  �¥�å�¸�Ÿ�«�º

�Ý�î�¸�µ�» 3ñ4# �©�å�¢�Ý

�Ð�Ý�³

�¥�å�¸�Ÿ�«
�º �©�«�¸�Ò

• • • — —

�Ç�“�–�”�˜�›�î�Ý  �Ô�î�» �­�Ÿ�×�Ü�¸�•  �¥�å�¸�Ÿ�«�º

�Ý�î�¸�µ�» 3ñ4# �©�å�¢�Ý

�Ð�Ý�³

�¥�å�¸�Ÿ�«
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0ò(ý�_��

�Ç�™�î�Ý�œ�î�Â�î�b0ò(ý�_�X�8�Z�c�
 �� �Ç�™�î�Ý�œ�î�Â�î�_�X�8�Z ���†�g!·�K�Z�C�T�I�8��

[Failover] >&�Ð�Ý�³  �Ô�î�»�
�­�Ÿ�×�Ü�¸�•  �¥�å�¸�Ÿ�«�º>'

�Ð�Ý�³  �¥�å�¸�Ÿ�«�º  �Ô�î�»�b  [Failover] �Ì�–�å�_/²&g�I�€�•�Ç�•�î�Ý�»�c�
�¥�å�¸�Ÿ�«�º�@�º�Û�å�«
�Ì�”�Þ�å�º  �Ç�“�–�”�˜�›�î�Ý  �Ô�î�»�[�6�•�?�
�Ý�î�¸�µ�»  �Ç�“�–�”�˜�›�î�Ý  �Ô�î�»�[�6�•�?�_�|�W�Z
�š�ƒ�~�r�M��

�G�G�[�c�
���b
Æ���_�X�8�Z1��Â�K�r�M��

• [Failover]>8[Routed]

• [Failover]>8[Transparent]

[Failover] >8[Routed]

�G�b�Ì�–�å�†�Q#Ý�K�Z�
�­�Ÿ�×�Ü�¸�•  �¥�å�¸�Ÿ�«�º�b�›�–�å�±�î�Ç�™�–�«�b�«�±�å�Â�–  IP �”�»�Þ�«�†
��*O�K�
�–�å�±�î�Ç�™�–�«�b�«�¸�î�±�«�†%�0i�M�•�?�]�:�?�†�æ���K�r�M��

�Ç�•�î�Ý�»

• [Interface table]>8�­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�b�–�å�±�î�Ç�™�–�«�†�M0t/²&g�K�
�Q�b�”�¡�¸�•
�È IP �”�»�Þ�«�
�«�±�å�Â�–  IP �”�»�Þ�«�
�Ô�½�±�Ü�å�¢  �«�¸�î�±�«�†&g�K�r�M��

– [Interface Name column]>8�–�å�±�î�Ç�™�–�«�¡�†&g�K�r�M��

– [Active IP column]>8�G�b�–�å�±�î�Ç�™�–�«�b�”�¡�¸�•�È  IP �”�»�Þ�«�†&g�K�r�M��

– [Standby IP Address]>8�«�±�å�Â�–  �Ç�™�î�Ý�œ�î�Â�î/æ*(�V�b�P�Â�M�•�–�å�±�î�Ç�™�–�«�b  IP 
�”�»�Þ�«�†�æ���K�r�M��

– [Is Monitored column]>8�G�b�–�å�±�î�Ç�™�–�«�b7€���†%�0i�M�•�?�]�:�?�†�æ���K�r�M��

• [Edit]>84E�¥�K�S�–�å�±�î�Ç�™�–�«�b  [Edit Failover Interface Configuration] �²�–�”�ß�¢�Î�µ�¡�«
�†/²&g�K�r�M��

�Ô�î�»

���b/²�c�
�G�b�µ+��†�Q#Ý�[�A�•�Ô�î�»�†&g�K�S�v�b�[�M��

0ò(ý�_��

�Ç�™�î�Ý�œ�î�Â�î�b0ò(ý�_�X�8�Z�c�
 �� �Ç�™�î�Ý�œ�î�Â�î�_�X�8�Z ���†�g!·�K�Z�C�T�I�8��

Edit Failover Interface Configuration

[Edit Failover Interface Configuration] �²�–�”�ß�¢�Î�µ�¡�«�†�Q#Ý�K�Z�
�–�å�±�î�Ç�™�–�«�b�«�±�å�Â
�–  IP �”�»�Þ�«�†��*O�K�
�–�å�±�î�Ç�™�–�«�b�«�¸�î�±�«�†%�0i�M�•�?�]�:�?�†�æ���K�r�M��

�Ç�“�–�”�˜�›�î�Ý  �Ô�î�» �­�Ÿ�×�Ü�¸�•  �¥�å�¸�Ÿ�«�º

�Ý�î�¸�µ�» 3ñ4# �©�å�¢�Ý

�Ð�Ý�³

�¥�å�¸�Ÿ�«
�º �©�«�¸�Ò
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�Ç�•�î�Ý�»

• [Interface Name]>8�–�å�±�î�Ç�™�–�«�¡�†&g�K�r�M��

• [Active IP Address]>8�G�b�–�å�±�î�Ç�™�–�«�b  IP �”�»�Þ�«�†&g�K�r�M���–�å�±�î�Ç�™�–�«�_  IP �”
�»�Þ�«�@�m�~�\�Z�}�€�Z�8�^�8���œ�
�G�b�Ç�•�î�Ý�»�c/²&g�I�€�r�O�‡��

• [Subnet Mask]>8�G�b�–�å�±�î�Ç�™�–�«�b�Ð�«�¡�†&g�K�r�M���–�å�±�î�Ç�™�–�«�_  IP �”�»�Þ�«�@�m
�~�\�Z�}�€�Z�8�^�8���œ�
�G�b�Ç�•�î�Ý�»�c/²&g�I�€�r�O�‡��

• [Standby IP Address]>8�«�±�å�Â�–  �Ç�™�î�Ý�œ�î�Â�î/æ*(�V�b�P�Â�M�•�–�å�±�î�Ç�™�–�«�b  IP �”�»
�Þ�«�†�æ���K�r�M���–�å�±�î�Ç�™�–�«�_  IP �”�»�Þ�«�@�m�~�\�Z�}�€�Z�8�^�8���œ�
�G�b�Ç�•�î�Ý
�»�c/²&g�I�€�r�O�‡��

• [Monitor interface for failure]>8�G�b�–�å�±�î�Ç�™�–�«�b7€���†%�0i�M�•�?�]�:�?�†�æ���K�r�M���­
�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�b�Ô�½�±�•+��^�–�å�±�î�Ç�™�–�«�b�X�c  250 �[�M���–�å�±�î�Ç�™�–�«
�b�Ï�î�Ü�å�¢�ì6ë�p�
�­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�b�Ç�™�î�Ý�œ�î�Â�î  �Ì�”6ë�[  Hello �Ó�µ�­�î
�ª�@�º�n�I�€�r�M���Ô�½�±�P1ß�b�Ç�™�î�Ý�œ�î�Â�î  �–�å�±�î�Ç�™�–�«�_�c�
���b�«�¸�î�±�«�@0¿
���I�€�r�M��

– [Unknown]>8�6�‡�«�¸�î�±�«�[�M���G�b�«�¸�î�±�«�c�
�«�¸�î�±�«�†"I���[�A�^�8�G�\�†�–�á
�M�•���œ�v�6�~�r�M��

– [Normal]>8�–�å�±�î�Ç�™�–�«�c�º�Û�Ç�•�µ�¡�†�w�™�K�Z�8�r�M��

– [Testing]>8�Ï�î�Ü�å�¢  5 �G�b6ë�
�–�å�±�î�Ç�™�–�«�[  hello �Ó�µ�­�î�ª�@�è���I�€�Z�8�r�O�‡��

– [Link Down]>8�–�å�±�î�Ç�™�–�«�c'ö#.�V�²�˜�å�K�Z�8�r�M��

– [No Link]>8�–�å�±�î�Ç�™�–�«�b"@#.�Ü�å�¡�@�²�˜�å�K�Z�8�r�M��

– [Failed]>8�–�å�±�î�Ç�™�–�«�[�c�º�Û�Ç�•�µ�¡�†�w�™�K�Z�8�r�O�‡�@�
�Æ�”  �–�å�±�î�Ç�™�–�«
�[�c�º�Û�Ç�•�µ�¡�†�è���K�Z�8�r�M��

�Ô�î�»

���b/²�c�
�G�b�µ+��†�Q#Ý�[�A�•�Ô�î�»�†&g�K�S�v�b�[�M��

0ò(ý�_��

�Ç�™�î�Ý�œ�î�Â�î�b0ò(ý�_�X�8�Z�c�
 �� �Ç�™�î�Ý�œ�î�Â�î�_�X�8�Z ���†�g!·�K�Z�C�T�I�8��

[Failover] >8[Transparent]

�G�b�Ì�–�å�†�Q#Ý�K�Z�
�­�Ÿ�×�Ü�¸�•  �¥�å�¸�Ÿ�«�º�b'ö#.�–�å�±�î�Ç�™�–�«�b�«�±�å�Â�–  IP �”�»�Þ�«
�†��*O�K�
�­�Ÿ�×�Ü�¸�•  �¥�å�¸�Ÿ�«�º�b�–�å�±�î�Ç�™�–�«�b�«�¸�î�±�«�†%�0i�M�•�?�]�:�?�†�æ���K
�r�M��

�Ç�•�î�Ý�»

• [Interface]>8�­�Ÿ�×�Ü�¸�•  �¥�å�¸�Ÿ�«�º�b�–�å�±�î�Ç�™�–�«�†�M0t/²&g�K�
�Q�b�Ô�½�±�Ü�å�¢  �«
�¸�î�±�«�†&g�K�r�M��

– [Interface Name]>8�–�å�±�î�Ç�™�–�«�¡�†&g�K�r�M��

�Ç�“�–�”�˜�›�î�Ý  �Ô�î�» �­�Ÿ�×�Ü�¸�•  �¥�å�¸�Ÿ�«�º

�Ý�î�¸�µ�» 3ñ4# �©�å�¢�Ý

�Ð�Ý�³

�¥�å�¸�Ÿ�«
�º �©�«�¸�Ò
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– [Is Monitored]>8�G�b�–�å�±�î�Ç�™�–�«�b7€���†%�0i�M�•�?�]�:�?�†�æ���K�r�M��

• [Edit]>84E�¥�K�S�–�å�±�î�Ç�™�–�«�b [Edit Failover Interface Configuration] �²�–�”�ß�¢�Î�µ�¡�«�†
/²&g�K�r�M��

• [Management IP Address]>8�­�Ÿ�×�Ü�¸�•  �¥�å�¸�Ÿ�«�º�b�”�¡�¸�•�È�>�|�g�«�±�å�Â�–'ö#.  IP �”
�»�Þ�«�†&g�K�r�M��

– [Active]>8�”�¡�¸�•�È  �Ç�™�î�Ý�œ�î�Â�î/æ*(�b'ö#.  IP �”�»�Þ�«�†&g�K�r�M��

– [Standby]>8�«�±�å�Â�–  �Ç�™�î�Ý�œ�î�Â�î/æ*(�b'ö#.  IP �”�»�Þ�«�†�æ���K�r�M��

• [Management Netmask]>8'ö#.�”�»�Þ�«�_6õ4��Ü�E�}�€�S�Ð�«�¡�†&g�K�r�M��

�Ô�î�»

���b/²�c�
�G�b�µ+��†�Q#Ý�[�A�•�Ô�î�»�†&g�K�S�v�b�[�M��

0ò(ý�_��

�Ç�™�î�Ý�œ�î�Â�î�b0ò(ý�_�X�8�Z�c�
 �� �Ç�™�î�Ý�œ�î�Â�î�_�X�8�Z ���†�g!·�K�Z�C�T�I�8��

Edit Failover Interface Configuration

[Edit Failover Interface Configuration] �²�–�”�ß�¢�Î�µ�¡�«�†�Q#Ý�K�Z�
�–�å�±�î�Ç�™�–�«�b�«�¸�î�±
�«�†%�0i�M�•�?�]�:�?�†�æ���K�r�M��

�Ç�•�î�Ý�»

• [Interface Name]>8�–�å�±�î�Ç�™�–�«�¡�†&g�K�r�M��

• [Monitor interface for failure]>8�G�b�–�å�±�î�Ç�™�–�«�b7€���†%�0i�M�•�?�]�:�?�†�æ���K�r�M���­
�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�b�Ô�½�±�•+��^�–�å�±�î�Ç�™�–�«�b�X�c  250 �[�M���–�å�±�î�Ç�™�–�«
�b�Ï�î�Ü�å�¢�ì6ë�p�
�­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�b�Ç�™�î�Ý�œ�î�Â�î  �Ì�”6ë�[  Hello �Ó�µ�­�î
�ª�@�º�n�I�€�r�M���Ô�½�±�P1ß�b�Ç�™�î�Ý�œ�î�Â�î  �–�å�±�î�Ç�™�–�«�_�c�
���b�«�¸�î�±�«�@0¿
���I�€�r�M��

– [Unknown]>8�6�‡�«�¸�î�±�«�[�M���G�b�«�¸�î�±�«�c�
�«�¸�î�±�«�†"I���[�A�^�8�G�\�†�–�á
�M�•���œ�v�6�~�r�M��

– [Normal]>8�–�å�±�î�Ç�™�–�«�c�º�Û�Ç�•�µ�¡�†�w�™�K�Z�8�r�M��

– [Testing]>8�Ï�î�Ü�å�¢  5 �G�b6ë�
�–�å�±�î�Ç�™�–�«�[  hello �Ó�µ�­�î�ª�@�è���I�€�Z�8�r�O�‡��

– [Link Down]>8�–�å�±�î�Ç�™�–�«�c'ö#.�V�²�˜�å�K�Z�8�r�M��

– [No Link]>8�–�å�±�î�Ç�™�–�«�b"@#.�Ü�å�¡�@�²�˜�å�K�Z�8�r�M��

– [Failed]>8�–�å�±�î�Ç�™�–�«�[�c�º�Û�Ç�•�µ�¡�†�w�™�K�Z�8�r�O�‡�@�
�Æ�”  �–�å�±�î�Ç�™�–�«
�[�c�º�Û�Ç�•�µ�¡�†�è���K�Z�8�r�M��

�Ô�î�»

���b/²�c�
�G�b�µ+��†�Q#Ý�[�A�•�Ô�î�»�†&g�K�S�v�b�[�M��

�Ç�“�–�”�˜�›�î�Ý  �Ô�î�» �­�Ÿ�×�Ü�¸�•  �¥�å�¸�Ÿ�«�º

�Ý�î�¸�µ�» 3ñ4# �©�å�¢�Ý

�Ð�Ý�³

�¥�å�¸�Ÿ�«
�º �©�«�¸�Ò

— • — • —
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'¨  14 'v       �Á�–  �”�Ë�–�Û�Å�Ü�¸�•
  [Failover] �Ì�–�å�b�Ç�•�î�Ý�»�_��
0ò(ý�_��

�Ç�™�î�Ý�œ�î�Â�î�b0ò(ý�_�X�8�Z�c�
 �� �Ç�™�î�Ý�œ�î�Â�î�_�X�8�Z ���†�g!·�K�Z�C�T�I�8��

[Failover] >&�Ð�Ý�³  �Ô�î�»�
�©�«�¸�Ò>'

�G�b�Ì�–�å�_�c�
�Ð�Ý�³  �¥�å�¸�Ÿ�«�º  �Ô�î�»�b�­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�b�
�©�«�¸�Ò  �¥�å�¸�Ÿ�«
�º�[�b�©�«�¸�Ò�Þ�Ë�Ý  �Ç�™�î�Ý�œ�î�Â�î0¿���†/œ�:�S�u�b�±�È�@�µ�r�€�r�M���Ð�Ý�³  �Ô�î�»�[�c�

Active/Standby �Ç�™�î�Ý�œ�î�Â�î�r�S�c  Active/Active �Ç�™�î�Ý�œ�î�Â�î�†0¿���[�A�r�M���”�¡�¸�•�È
/ �”�¡�¸�•�È  �Ç�™�î�Ý�œ�î�Â�î�c�
�¹�Â�–�«  �Ð�¿�î�ª�Õ�[�Ç�™�î�Ý�œ�î�Â�î  �¢�Ý�î�É�†�8�B�M�•�\�A
�_�
+¬�·$×�_�–�¿�î�È�Ý�_�^�~�r�M���]�U�}�b�±�–�É�b�Ç�™�î�Ý�œ�î�Â�î�b���œ�v�
�©�«�¸�Ò  �¥�å�¸
�Ÿ�«�º�[�b�©�«�¸�Ò�Þ�Ë�Ý  �Ç�™�î�Ý�œ�î�Â�î0¿���
�>�|�g�¶���b�­�Ÿ�×�Ü�¸�•  �¥�å�¸�Ÿ�«�º�[�b�¥�å
�¸�Ÿ�«�º�Þ�Ë�Ý  �Ç�™�î�Ý�œ�î�Â�î0¿���†
°�Š�M�•�²0[�@�6�~�r�M���M+á$×�^�Ç�™�î�Ý�œ�î�Â�î�b0¿��
�‰�2�b0ò(ý�_�X�8�Z�c�
 �� �Ç�™�î�Ý�œ�î�Â�î�_�X�8�Z ���†�g!·�K�Z�C�T�I�8��

0ò(ý�_�X�8�Z�c�
���b8o% �v�g!·�K�Z�C�T�I�8��

• [Failover] > [Setup] �±�È

• [Failover] > [Criteria] �±�È

• [Failover] > [Active/Active] �±�È

• [Failover] > [MAC Addresses] �±�È

[Failover] > [Setup] �±�È

�G�b�±�È�†�Q#Ý�K�Z�
�Ð�Ý�³  �¥�å�¸�Ÿ�«�º  �Ô�î�»�b�­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�[�Ç�™�î�Ý�œ�î�Â�î
�†�–�¿�î�È�Ý�_�K�r�M���r�S�
�«�¸�î�º�Ç�Ý  �Ç�™�î�Ý�œ�î�Â�î�†�Q#Ý�K�Z�8�•���œ�
�G�b�±�È�[�c
�Ç�™�î�Ý�œ�î�Â�î  �Ü�å�¡�>�|�g�«�¸�î�º  �Ü�å�¡�v�æ���[�A�r�M��

�Ç�•�î�Ý�»

• [Enable Failover]>8�G�b�³�™�µ�¡�Î�µ�¡�«�†�œ�å�_�M�•�\�
�Ç�™�î�Ý�œ�î�Â�î�@�–�¿�î�È�Ý�_�^
�~�
�«�±�å�Â�–  �­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�†0¿���[�A�r�M��

>&�@>' �–�å�±�î�Ç�™�–�«�b3ÿ�Ø�\�§5�3û�™�b0¿���c�
�Ç�™�î�Ý�œ�î�Â�î�@�–�¿�î�È�Ý�_�^�W�Z�v�š�f
�I�€�r�O�‡���Ç�™�î�Ý�œ�î�Â�î  �–�å�±�î�Ç�™�–�«�b3ÿ�Ø�x�§5�3û�™�b0¿���†�š�f�M�•�_�c�

�Ç�™�î�Ý�œ�î�Â�î�†�–�¿�î�È�Ý�_�M�•�S�_�
 [Configuration] > [Interfaces] �Ì�–�å�[0¿���K�Z�>
�C�²0[�@�6�~�r�M��

• [Use 32 hexadecimal character key]>8[Shared Key] �Ç�•�î�Ý�»�_  16 4
�X�Í�b�/�•�Ÿ�î�†
°�Š�M�•
�_�c�
�G�b�³�™�µ�¡�Î�µ�¡�«�†�œ�å�_�K�r�M�� [Shared Key] �Ç�•�î�Ý�»�_,e�X�Ð�b
¹�w&Î�&�_���†

°�Š�M�•���œ�c�
�G�b�³�™�µ�¡�Î�µ�¡�«�†�œ�Ç�_�K�r�M��

�Ç�“�–�”�˜�›�î�Ý  �Ô�î�» �­�Ÿ�×�Ü�¸�•  �¥�å�¸�Ÿ�«�º

�Ý�î�¸�µ�» 3ñ4# �©�å�¢�Ý

�Ð�Ý�³

�¥�å�¸�Ÿ�«
�º �©�«�¸�Ò

— • — • —
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'¨  14 'v       �Á�–  �”�Ë�–�Û�Å�Ü�¸�•
  [Failover] �Ì�–�å�b�Ç�•�î�Ý�»�_��
• [Shared Key]>8�Ç�™�î�Ý�œ�î�Â�î
¹�w&Î�&�_���r�S�c�Ç�™�î�Ý�œ�î�Â�î  �Ì�”6ë�[�b�/�•�ì�>�|�g1�
0É�í�s3û�™�b�S�u�b�Ÿ�î�†�æ���K�r�M��

[Use 32 hexadecimal character key] �³�™�µ�¡�Î�µ�¡�«�†�œ�å�_�K�S���œ�
 16 4
�X�b�/�•�Ÿ�î�†
°
�Š�K�Z�C�T�I�8���Ÿ�î�c�
 32 �e�Ð�b  16 4
�X�e�Ð>&0 >|  9�
 a >|  f>'�[�6�•�²0[�@�6�~�r�M��

[Use 32 hexadecimal character key] �³�™�µ�¡�Î�µ�¡�«�†�œ�Ç�_�K�S���œ�c�
,e�X�Ð�b
¹�w&Î�&�_��
�†
°�Š�K�Z�C�T�I�8��
¹�w&Î�&�_���c�
 1 >|  63 �e�Ð�[
°�Š�[�A�r�M���w� �^�e�Ð�c�
�X�Ð�
�e�Ð�

�r�S�c�ƒ1�!l�b�õ�–�b)��s�œ�ƒ�O�[�M��
¹�w&Î�&�c�
�/�•�Ÿ�î�†#Õ�B�M�•�S�u�_�Q#Ý�I�€�r�M��

• [Enable LAN rather than serial cable failover]>8>&PIX �­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«  �É�Û�µ�º�Ç�›�î
�Ò�b�s>' LAN �Ç�™�î�Ý�œ�î�Â�î�†�–�¿�î�È�Ý�_�M�•�_�c�
�G�b�³�™�µ�¡�Î�µ�¡�«�†�œ�å�_�K�r�M��
�Ç�™�î�Ý�œ�î�Â�î  �Ü�å�¡�\�K�Z�S#Ý�©�Ü�”�Ý  �Ü�å�¡�†�Q#Ý�M�•�_�c�
�G�b�³�™�µ�¡�Î�µ�¡�«�†�œ
�Ç�_�K�r�M��

• [LAN Failover]>8LAN �Ç�™�î�Ý�œ�î�Â�î�†0¿���M�•�S�u�b�Ç�•�î�Ý�»�@�µ�r�€�r�M��

– [Interface]>8�Ç�™�î�Ý�œ�î�Â�î3û�™�_�Q#Ý�M�•�–�å�±�î�Ç�™�–�«�†�æ���K�r�M���Ç�™�î�Ý�œ�î
�Â�î�_�c�S#Ý�–�å�±�î�Ç�™�–�«�@�²0[�[�M�@�
� �L�–�å�±�î�Ç�™�–�«�†�«�¸�î�º�Ç�Ý  �Ç�™�î
�Ý�œ�î�Â�î�_�v�Q#Ý�[�A�r�M��

�G�b�Ü�«�º�_�c�
�¥�å�¸�Ÿ�«�º�_�m�~�\�Z�}�€�Z�8�^�8�
�•0¿���b�–�å�±�î�Ç�™�–�«�r�S�c�§
�È�–�å�±�î�Ç�™�–�«�T�E�@/²&g�I�€�
 LAN �Ç�™�î�Ý�œ�î�Â�î  �–�å�±�î�Ç�™�–�«�\�K�Z4E�¥�[
�A�r�M���–�å�±�î�Ç�™�–�«�†  LAN �Ç�™�î�Ý�œ�î�Â�î  �–�å�±�î�Ç�™�–�«�\�K�Z0¿���M�•�\�

[Configuration] > [Interfaces] �Ì�–�å�[)…7Ÿ�K�S�~�
�¥�å�¸�Ÿ�«�º�_�m�~�\�Z�S�~�[�A�r�O�‡��

– [Active IP]>8�”�¡�¸�•�È/æ*(�b�Ç�™�î�Ý�œ�î�Â�î  �–�å�±�î�Ç�™�–�«�b  IP �”�»�Þ�«�†�æ���K�r
�M��

– [Subnet Mask]>8�”�¡�¸�•�È/æ*(�b�Ç�™�î�Ý�œ�î�Â�î  �–�å�±�î�Ç�™�–�«�b�Ð�«�¡�†�æ���K�r�M��

– [Logical Name]>8�Ç�™�î�Ý�œ�î�Â�î  �–�å�±�î�Ç�™�–�«�b1=#.�¡�†�æ���K�r�M��

– [Standby IP]>8�«�±�å�Â�–/æ*(�b  IP �”�»�Þ�«�†�æ���K�r�M��

– [Preferred Role]>8�G�b�­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�b
ƒ
›�b�z�m�@�
 LAN �Ç�™�î�Ý�œ�î�Â�î
�b�É�Û�–�Ð�Ü/æ*(�[�6�•�?�
�­�•�å�²�Ü/æ*(�[�6�•�?�†�æ���K�r�M��

• [State Failover]>8�«�¸�î�º�Ç�Ý  �Ç�™�î�Ý�œ�î�Â�î�b0¿���b�S�u�b�Ç�•�î�Ý�»�@�µ�r�€�r�M��

– [Interface]>8�Ç�™�î�Ý�œ�î�Â�î3û�™�_�Q#Ý�M�•�–�å�±�î�Ç�™�–�«�†�æ���K�r�M���•0¿���b�–�å
�±�î�Ç�™�–�«�
�§�È�–�å�±�î�Ç�™�–�«�
�r�S�c  LAN �Ç�™�î�Ý�œ�î�Â�î  �–�å�±�î�Ç�™�–�«�†4E
�¥�[�A�r�M��

LAN �Ç�™�î�Ý�œ�î�Â�î  �–�å�±�î�Ç�™�–�«�†4E�¥�K�S���œ�
�–�å�±�î�Ç�™�–�«�_�c�
 LAN 
�Ç�™�î�Ý�œ�î�Â�î�>�|�g�«�¸�î�º�Ç�Ý  �Ç�™�î�Ý�œ�î�Â�î  �º�Û�Ç�•�µ�¡�b�g�‰�†��#.�[�A�•��
�(�^��5��@�²0[�[�M���r�S�
�”�¡�¸�•�È IP�
�§�È�¿�µ�º  �Ð�«�¡�
1=#.�¡�
�«�±�å�Â�–  IP �b�Í
�c�æ���M�•�²0[�c�6�~�r�O�‡�� LAN �Ç�™�î�Ý�œ�î�Â�î  �–�å�±�î�Ç�™�–�«�_�æ���I�€�Z�8�•�Í
�@�Q#Ý�I�€�r�M��

>&�@>' LAN �Ç�™�î�Ý�œ�î�Â�î  �–�å�±�î�Ç�™�–�«�\�«�¸�î�º�Ç�Ý  �Ç�™�î�Ý�œ�î�Â�î  �–�å�±�î�Ç�™
�–�«�_�c�
 2 �X�b�¶�9�b�S#Ý�–�å�±�î�Ç�™�–�«�†�Q#Ý�M�•�G�\�†�>�È�u�K�r�M��

– [Active IP]>8�”�¡�¸�•�È/æ*(�b�«�¸�î�º�Ç�Ý  �Ç�™�î�Ý�œ�î�Â�î  �–�å�±�î�Ç�™�–�«�b  IP �”�»�Þ
�«�†�æ���K�r�M��

– [Subnet Mask]>8�”�¡�¸�•�È/æ*(�b�«�¸�î�º�Ç�Ý  �Ç�™�î�Ý�œ�î�Â�î  �–�å�±�î�Ç�™�–�«�b�Ð�«�¡
�†�æ���K�r�M��

– [Logical Name]>8�«�¸�î�º�Ç�Ý  �Ç�™�î�Ý�œ�î�Â�î  �–�å�±�î�Ç�™�–�«�b1=#.�¡�†�æ���K�r�M��

– [Standby IP]>8�«�±�å�Â�–/æ*(�b  IP �”�»�Þ�«�†�æ���K�r�M��
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'¨  14 'v       �Á�–  �”�Ë�–�Û�Å�Ü�¸�•
  [Failover] �Ì�–�å�b�Ç�•�î�Ý�»�_��
– [Enable HTTP replication]>8�G�b�³�™�µ�¡�Î�µ�¡�«�†�œ�å�_�M�•�\�
�«�¸�î�º�Ç�Ý  �Ç�™�î�Ý
�œ�î�Â�î�_�|�•�”�¡�¸�•�È  HTTP �­�µ�©�Ù�å�?�}�«�±�å�Â�–  �Ç�“�–�”�˜�›�î�Ý�l�b�¥�Æ�î�@
�–�¿�î�È�Ý�_�^�~�r�M�� HTTP �b0
0��†0Á�•�K�^�8���œ�
 HTTP �K)F�c�Ç�™�î�Ý�œ�î�Â�î�[�)
�•�I�€�r�M�� HTTP �Þ�É�Ü�£�î�©�Ù�å�†�¹�•�­�î�È�Ý�_�M�•�\�
�«�¸�î�º  �Ü�å�¡�V�b�º�Û
�Ç�•�µ�¡�b5��@�a�^�C�^�~�r�M��

�Ô�î�»

���b/²�c�
�G�b�µ+��†�Q#Ý�[�A�•�Ô�î�»�†&g�K�S�v�b�[�M��

0ò(ý�_��

�Ç�™�î�Ý�œ�î�Â�î�b0ò(ý�_�X�8�Z�c�
 �� �Ç�™�î�Ý�œ�î�Â�î�_�X�8�Z ���†�g!·�K�Z�C�T�I�8��

[Failover] > [Criteria] �±�È

�G�b�±�È�†�Q#Ý�K�Z�
7€���@$Î#Õ�M�•�\�A�b�–�å�±�î�Ç�™�–�«�b�X�
�Ï�î�Ü�å�¢6ë�_�…�µ�M�•�ì6ë�^
�]�
�Ç�™�î�Ý�œ�î�Â�î�b�ö =�†��*O�K�r�M���–�â�ì6ë�[�c�
/æ*(�@�Ç�™�î�Ý�œ�î�Â�î�M�•�S�_�Ï�î�Ü�å
�¢�l�b�Â'Å�†�w�™�K�^�8�r�r�…�µ�M�•6ë7x�@�æ���I�€�r�M��

>&�@>' Active/Active �Ç�™�î�Ý�œ�î�Â�î�†0¿���K�Z�8�•���œ�
�–�å�±�î�Ç�™�–�«  �Ï�Ü�©�î�b��*O�_�G�b�±�È�†
�Q#Ý�K�^�8�[�C�T�I�8���›�Ç�™�î�Ý�œ�î�Â�î  �¢�Ý�î�É�b�–�å�±�î�Ç�™�–�«  �Ï�Ü�©�î�†��*O�M�•�_�c�

[Failover] > [Active/Active] �±�È �†�Q#Ý�K�r�M�� Active/Active �Ç�™�î�Ý�œ�î�Â�î�[�c�
�›�Ç�™�î�Ý
�œ�î�Â�î  �¢�Ý�î�É�_��*O�I�€�S�–�å�±�î�Ç�™�–�«  �Ï�Ü�©�î0¿���@�G�b�±�È�[�b0¿���†�V�i�A�K�r�M��
Active/Active �Ç�™�î�Ý�œ�î�Â�î�†�¹�•�­�î�È�Ý�_�K�S���œ�c�
�G�b�±�È�b0¿���@�Q#Ý�I�€�r�M��

�Ç�•�î�Ý�»

• [Interface Policy]>8�Ô�½�±�Ü�å�¢�[�–�å�±�î�Ç�™�–�«�b7€���@�è���I�€�S�\�A�b�Ç�™�î�Ý�œ�î�Â�î
�b�Ï�Ü�©�î�†��*O�M�•�S�u�b�Ç�•�î�Ý�»�@�µ�r�€�r�M��

– [Number of failed interfaces that triggers failover]>87€���b$Î#Õ�K�S%�0i�P1ß�–�å�±�î�Ç�™�–�«
�b�X�@�G�b�¥�Ð�å�»�[0¿���K�S�Í�†2x�<�S�\�A�
�­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�c�Ç�™�î�Ý
�œ�î�Â�î�†/œ�8�r�M���Í�b(
�V�c  1 >|  250 �[�M��

– [Percentage of failed interfaces that triggers failover]>87€���b$Î#Õ�K�S%�0i�P1ß�–�å�±�î�Ç�™
�–�«�b�X�@�G�b�¥�Ð�å�»�[0¿���K�S�Ã�î�­�å�¸�î�ª�†2x�<�S�\�A�
�­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”
�å�«�c�Ç�™�î�Ý�œ�î�Â�î�†/œ�8�r�M��

• [Failover Poll Times]>8�Ç�™�î�Ý�œ�î�Â�î  �Ü�å�¡�[  Hello �Ó�µ�­�î�ª�@3æ�™�I�€�•8–�Ø�
�>�|�g�œ
�É�©�Ù�å�[�
 Hello �Ó�µ�­�î�ª�@�w�™�I�€�^�8���œ�_�Æ�”�b7€���†�¸�«�º�M�•�S�_�…�µ�M�•�ì6ë�†
��*O�M�•�S�u�b�Ç�•�î�Ý�»�@�µ�r�€�r�M��

– [Unit Failover]>8/æ*(6ë�b Hello �Ó�µ�­�î�ª�b6ë�b�ì6ë��(
�V�c  1 >|  15 &Ê�r�S�c  200 >|  999 
�Ñ�Ü&Ê�[�M��

�Ç�“�–�”�˜�›�î�Ý  �Ô�î�» �­�Ÿ�×�Ü�¸�•  �¥�å�¸�Ÿ�«�º

�Ý�î�¸�µ�» 3ñ4# �©�å�¢�Ý

�Ð�Ý�³

�¥�å�¸�Ÿ�«
�º �©�«�¸�Ò

• • — — •
14-30
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'¨  14 'v       �Á�–  �”�Ë�–�Û�Å�Ü�¸�•
  [Failover] �Ì�–�å�b�Ç�•�î�Ý�»�_��
– [Unit Hold Time]>8/æ*(�@�Ç�™�î�Ý�œ�î�Â�î  �Ü�å�¡�V�[  Hello �Ó�µ�­�î�ª�†�w�™�M�•�²0[�@�6
�•�ì6ë>&�Q�€�è�¥�b���œ�c�
/æ*(�@�Æ�”�b7€���b�¸�«�º  �É�ß�­�«�†6ä���M�•>'�†0¿���K�r�M��
(
�V�c  1 >|  45 &Ê�r�S�c  800 >|  999 �Ñ�Ü&Ê�[�M���Ï�î�Ü�å�¢�ì6ë�b  3 �¸�|�~�a�^�8�Í�c
°�Š�[
�A�r�O�‡��

– [Monitored Interfaces]>8�–�å�±�î�Ç�™�–�«6ë�[�b�Ï�î�Ü�å�¢�b6ë�b�ì6ë��(
�V�c  1 >|  15 &Ê�r
�S�c  500 >|  999 �Ñ�Ü&Ê�[�M��

– [Interface Hold Time]>8�¹�î�±  �–�å�±�î�Ç�™�–�«�@�Q�b�¹�î�±  �–�å�±�î�Ç�™�–�«�V�[  Hello 
�Ó�µ�­�î�ª�†�w�™�K�
�Q�b�‹�Æ�”�b7€��$Î#Õ�@�	0•�I�€�•�ì6ë�†0¿���K�r�M���w� �^�Í�c  5 >|  
75 &Ê�[�M��

�Ô�î�»

���b/²�c�
�G�b�µ+��†�Q#Ý�[�A�•�Ô�î�»�†&g�K�S�v�b�[�M��

0ò(ý�_��

�Ç�™�î�Ý�œ�î�Â�î�b0ò(ý�_�X�8�Z�c�
 �� �Ç�™�î�Ý�œ�î�Â�î�_�X�8�Z ���†�g!·�K�Z�C�T�I�8��

[Failover] > [Active/Active] �±�È

�G�b�±�È�†�Q#Ý�K�Z�
�Ç�™�î�Ý�œ�î�Â�î  �¢�Ý�î�É�†��*O�K�
�­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�[  
Active/Active �Ç�™�î�Ý�œ�î�Â�î�†�–�¿�î�È�Ý�_�K�r�M�� Active/Active �Ç�™�î�Ý�œ�î�Â�î  �¥�å�Ç�•
� �×�Þ�î�©�Ù�å�[�c�
�g�‰�b�­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�@�¿�µ�º�á�î�¡  �º�Û�Ç�•�µ�¡�†�û�M�G�\�@
�[�A�r�M�� Active/Active �Ç�™�î�Ý�œ�î�Â�î�c�
�Ð�Ý�³  �Ô�î�»�b�­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�[�T�E�Q
#Ý�[�A�r�M��

�Ç�™�î�Ý�œ�î�Â�î  �¢�Ý�î�É�c�
 1 �X�b�­�Ÿ�×�Ü�¸�•  �¥�å�¸�Ÿ�«�º�b1=#.�¢�Ý�î�É�_�M�B�r�O�‡���­
�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�_�c�
 2 �X�b�Ç�™�î�Ý�œ�î�Â�î  �¢�Ý�î�É�†�8�B�[�A�r�M���Ç�™�î�Ý�œ�î
�Â�î  �Ì�”�b�”�¡�¸�•�È/æ*(�_�Ç�™�î�Ý�œ�î�Â�î  �¢�Ý�î�É�†�8�B�M�•�²0[�@�6�~�r�M��'ö#.�¥�å�¸�Ÿ�«
�º�c�
�–�_�Ç�™�î�Ý�œ�î�Â�î  �¢�Ý�î�É  1 �b�Ó�å�Â�[�M���•�m�~�\�Z�­�Ÿ�×�Ü�¸�•  �¥�å�¸�Ÿ�«�º�v�r�S�

�¹�Ç�›�Ý�º�[�Ç�™�î�Ý�œ�î�Â�î  �¢�Ý�î�É  1 �b�Ó�å�Â�[�M��

>&�@>' �”�¡�¸�•�È / �”�¡�¸�•�È  �Ç�™�î�Ý�œ�î�Â�î�†�S�B�M�•���œ�c�
�g�‰�b/æ*(�b�œ0£�º�Û�Ç�•�µ�¡�@�›/æ*(
�b��5��è
Æ�_�^�•�|�:�_�K�Z�C�T�I�8��

�Ç�•�î�Ý�»

• [Failover Groups]>8#'�~�­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�_��*O�I�€�Z�8�•�Ç�™�î�Ý�œ�î�Â�î  �¢�Ý�î
�É�†�M0t/²&g�K�r�M��

– [Group Number]>8�Ç�™�î�Ý�œ�î�Â�î  �¢�Ý�î�É$��•�†�æ���K�r�M���G�b$��•�c�
�¥�å�¸�Ÿ�«�º
�†�Ç�™�î�Ý�œ�î�Â�î  �¢�Ý�î�É�_�m�~�\�Z�•�\�A�_�Q#Ý�I�€�r�M��

– [Preferred Role]>8� �ì�_2s�·�K�S�~�
 preempt �œ�É�©�Ù�å�@�æ���I�€�S�~�K�S�\�A�_�
�Ç�™�î
�Ý�œ�î�Â�î  �¢�Ý�î�É�@�”�¡�¸�•�È"g�Â�\�K�Z/²&g�I�€�•�
�Ç�™�î�Ý�œ�î�Â�î  �Ì�”�b�É�Û�–�Ð
�Ü/æ*(�r�S�c�­�•�å�²�Ü/æ*(�†�æ���K�r�M���Ì�”�b�M�‰�b/æ*(�_�”�¡�¸�•�È"g�Â�b�g�‰�b

�Ç�“�–�”�˜�›�î�Ý  �Ô�î�» �­�Ÿ�×�Ü�¸�•  �¥�å�¸�Ÿ�«�º

�Ý�î�¸�µ�» 3ñ4# �©�å�¢�Ý

�Ð�Ý�³

�¥�å�¸�Ÿ�«
�º �©�«�¸�Ò
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'¨  14 'v       �Á�–  �”�Ë�–�Û�Å�Ü�¸�•
  [Failover] �Ì�–�å�b�Ç�•�î�Ý�»�_��
�Ç�™�î�Ý�œ�î�Â�î  �¢�Ý�î�É�†�µ�u�Z�
�v�:�M�‰�b/æ*(�_�«�±�å�Â�–"g�Â�b�Ç�™�î�Ý�œ�î�Â�î  
�¢�Ý�î�É�†�µ�u�•�G�\�@�[�A�r�M���S�T�K�
�M+á$×�^0¿���[�c�
�›�Ç�™�î�Ý�œ�î�Â�î  �¢�Ý�î
�É�_�9���b�ß�î�Ý  �É�Ü�Ç�“�Þ�å�«�†�m�~�\�Z�Z�
�Q�€�R�€�†�9�b/æ*(�V�[�”�¡�¸�•�È�_�M�•
�G�\�[�¹�Â�–�«�_�º�Û�Ç�•�µ�¡�†�(�S�I�O�r�M��

– [Preempt Enabled]>8�G�b�Ç�™�î�Ý�œ�î�Â�î  �¢�Ý�î�É�b
ƒ
›�Ç�™�î�Ý�œ�î�Â�î  �¹�Â�–�«�[�6�•
/æ*(�@�Ü�È�î�º�‹�_�”�¡�¸�•�È/æ*(�_�^�•�?�]�:�?�†�æ���K�r�M��

– [Preempt Delay]>8
ƒ
›�Ç�™�î�Ý�œ�î�Â�î  �¹�Â�–�«�@�
�G�b�Ç�™�î�Ý�œ�î�Â�î  �¢�Ý�î�É�b�”�¡
�¸�•�È/æ*(�\�K�Z�,�A)E�D�S�_�
�Ü�È�î�º�‹�_�…�µ�M�•&Ê�X�†�æ���K�r�M���Í�b(
�V�c  0 >|  
1200 &Ê�[�M��

– [Interface Policy]>8�¢�Ý�î�É�@�Ç�™�î�Ý�œ�î�Â�î�M�•�S�_0Á�•�I�€�•%�0i�P1ß�–�å�±�î�Ç�™�–
�«7€���b�X�r�S�c7€���b�Ã�î�­�å�¸�î�ª�b�8�N�€�?�†�æ���K�r�M��(
�V�c  1 >|  250 �G�b7€���

�r�S�c  1 >|  100% �[�M��

– [Interface Poll Time]>8�–�å�±�î�Ç�™�–�«6ë�b�Ï�î�Ü�å�¢6ë7x�b�ì6ë�†�æ���K�r�M�� 1 >|  15 &Ê
�b(
�V�[�æ���[�A�r�M��

– [Replicate HTTP]>8�«�¸�î�º�Ç�Ý  �Ç�™�î�Ý�œ�î�Â�î�@�”�¡�¸�•�È  HTTP �­�µ�©�Ù�å�†�G�b
�Ç�™�î�Ý�œ�î�Â�î  �¢�Ý�î�É�b�«�±�å�Â�–  �Ç�“�–�”�˜�›�î�Ý�_�¥�Æ�î�M�•�?�]�:�?�†&g�K�r�M��
HTTP �b0
0��†0Á�•�K�^�8���œ�
 HTTP �K)F�c�Ç�™�î�Ý�œ�î�Â�î�[�)�•�I�€�r�M�� HTTP �Þ�É
�Ü�£�î�©�Ù�å�†�¹�•�­�î�È�Ý�_�M�•�\�
�«�¸�î�º  �Ü�å�¡�V�b�º�Û�Ç�•�µ�¡�b5��@�a�^�C�^�~
�r�M���G�b0¿���c�
 [Setup] �±�È�b  HTTP �Þ�É�Ü�£�î�©�Ù�å�b0¿���†�V�i�A�K�r�M��

• [Add]>8[Add Failover Group] �²�–�”�ß�¢�Î�µ�¡�«�†/²&g�K�r�M���Ñ�~�M�•�Ç�™�î�Ý�œ�î�Â�î  �¢
�Ý�î�É�@  2 �X�_ 6�S�^�8���œ�_�T�E�
�G�b�Î�±�å�@�–�¿�î�È�Ý�_�^�~�r�M��0ò(ý�_�X�8�Z�c�


�� Add/Edit Failover Group���†�g!·�K�Z�C�T�I�8��

• [Edit]>84E�¥�K�S�Ç�™�î�Ý�œ�î�Â�î  �¢�Ý�î�É�_�P�K�Z  [Edit Failover Group] �²�–�”�ß�¢�Î�µ�¡�«�†
/²&g�K�r�M��0ò(ý�_�X�8�Z�c�
 �� Add/Edit Failover Group���†�g!·�K�Z�C�T�I�8��

• [Delete]>8#'�~4E�¥�I�€�Z�8�•�Ç�™�î�Ý�œ�î�Â�î  �¢�Ý�î�É�†�Ç�™�î�Ý�œ�î�Â�î  �¢�Ý�î�É  �¸�î�È�Ý
�?�}�P7V�K�r�M���G�b�Î�±�å�c�
�Ü�«�º�b�q)
�Ç�™�î�Ý�œ�î�Â�î  �¢�Ý�î�É�@4E�¥�I�€�Z�8�•���œ
�_�T�E�–�¿�î�È�Ý�_�^�~�r�M��

�Ô�î�»

���b/²�c�
�G�b�µ+��†�Q#Ý�[�A�•�Ô�î�»�†&g�K�S�v�b�[�M��

0ò(ý�_��

�Ç�™�î�Ý�œ�î�Â�î�b0ò(ý�_�X�8�Z�c�
 �� �Ç�™�î�Ý�œ�î�Â�î�_�X�8�Z ���†�g!·�K�Z�C�T�I�8��

Add/Edit Failover Group

[Add/Edit Failover Group] �²�–�”�ß�¢�Î�µ�¡�«�†�Q#Ý�K�Z�
 Active/Active �Ç�™�î�Ý�œ�î�Â�î  �¥�å�Ç�•
� �×�Þ�î�©�Ù�å�_�Ç�™�î�Ý�œ�î�Â�î  �¢�Ý�î�É�†��*O�K�r�M��

�Ç�“�–�”�˜�›�î�Ý  �Ô�î�» �­�Ÿ�×�Ü�¸�•  �¥�å�¸�Ÿ�«�º

�Ý�î�¸�µ�» 3ñ4# �©�å�¢�Ý

�Ð�Ý�³

�¥�å�¸�Ÿ�«
�º �©�«�¸�Ò
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'¨  14 'v       �Á�–  �”�Ë�–�Û�Å�Ü�¸�•
  [Failover] �Ì�–�å�b�Ç�•�î�Ý�»�_��
�Ç�•�î�Ý�»

• [Preferred Role]>8�Ç�™�î�Ý�œ�î�Â�î  �¢�Ý�î�É�@�”�¡�¸�•�È"g�Â�\�K�Z/²&g�I�€�•�
�Ç�™�î�Ý�œ�î
�Â�î  �Ì�”�b�É�Û�–�Ð�Ü/æ*(�r�S�c�­�•�å�²�Ü/æ*(�†�æ���K�r�M���Ì�”�b�M�‰�b/æ*(�_�”�¡�¸�•�È
"g�Â�b�g�‰�b�Ç�™�î�Ý�œ�î�Â�î  �¢�Ý�î�É�†�µ�u�Z�
�v�:�M�‰�b/æ*(�_�«�±�å�Â�–"g�Â�b�Ç�™�î�Ý
�œ�î�Â�î  �¢�Ý�î�É�†�µ�u�•�G�\�@�[�A�r�M���S�T�K�
�M+á$×�^0¿���[�c�
�›�Ç�™�î�Ý�œ�î�Â�î  �¢
�Ý�î�É�_�9���b�ß�î�Ý  �É�Ü�Ç�“�Þ�å�«�†�m�~�\�Z�Z�
�Q�€�R�€�†�9�b/æ*(�V�[�”�¡�¸�•�È�_�M�•
�G�\�[�¹�Â�–�«�_�º�Û�Ç�•�µ�¡�†�(�S�I�O�r�M��

• [Preempt after booting with optional delay of]>8�G�b�³�™�µ�¡�Î�µ�¡�«�†�œ�å�_�M�•�\�
�Ç�™�î�Ý
�œ�î�Â�î  �¢�Ý�î�É�b
ƒ
›�Ç�™�î�Ý�œ�î�Â�î  �¹�Â�–�«�[�6�•/æ*(�@�
�Ü�È�î�º�‹�_�”�¡�¸�•�È/æ*(
�_�^�~�r�M���r�S�
�G�b�³�™�µ�¡�Î�µ�¡�«�†�œ�å�_�M�•�\�
�¹�Â�–�«�@�”�¡�¸�•�È/æ*(�_�^�•�S�_
�…�µ�K�^�E�€�d�^�}�^�8�ì6ë�†�æ���[�A�•  [Preempt after booting with optional delay of] �Ç�•�î�Ý
�»�\�\�v�_�
�Ü�È�î�º�‹�_  Preempt �v�–�¿�î�È�Ý�_�^�~�r�M��

• [Preempt after booting with optional delay of]>8
ƒ
›�Ç�™�î�Ý�œ�î�Â�î  �¹�Â�–�«�[�6�•/æ*(�@�
�8
�N�€�?�b�Ç�™�î�Ý�œ�î�Â�î  �¢�Ý�î�É�b�”�¡�¸�•�È/æ*(�\�K�Z�,�A)E�D�S�_�
�Ü�È�î�º�‹�_�…�µ�M
�•&Ê�X�†�æ���K�r�M���Í�b(
�V�c  0 >|  1200 &Ê�[�M��

• [Interface Policy]>8�Ô�½�±�Ü�å�¢�[�–�å�±�î�Ç�™�–�«�b7€���@�è���I�€�S�\�A�b�Ç�™�î�Ý�œ�î�Â�î
�b�Ï�Ü�©�î�†��*O�M�•�S�u�b�Ç�•�î�Ý�»�@�µ�r�€�r�M���G�€�}�b0¿���c�
 [Criteria] �±�È�b�–�å
�±�î�Ç�™�–�«  �Ï�Ü�©�î0¿���†�V�i�A�K�r�M��

– [Number of failed interfaces that triggers failover]>87€���b$Î#Õ�K�S%�0i�P1ß�–�å�±�î�Ç�™�–�«
�b�X�@�G�b�¥�Ð�å�»�[0¿���K�S�Í�†2x�<�S�\�A�
�­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�c�Ç�™�î�Ý
�œ�î�Â�î�†/œ�8�r�M���Í�b(
�V�c  1 >|  250 �[�M��

– [Percentage of failed interfaces that triggers failover]>87€���b$Î#Õ�K�S%�0i�P1ß�–�å�±�î�Ç�™
�–�«�b�X�@�G�b�¥�Ð�å�»�[0¿���K�S�Ã�î�­�å�¸�î�ª�†2x�<�S�\�A�
�­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”
�å�«�c�Ç�™�î�Ý�œ�î�Â�î�†/œ�8�r�M��

• [Poll time interval for monitored interfaces]>8�–�å�±�î�Ç�™�–�«6ë�[�b�Ï�î�Ü�å�¢�b6ë�b�ì6ë�� 1 >|  
15 &Ê�b(
�V�[�æ���[�A�r�M��

• [Enable HTTP replication]>8�G�b�³�™�µ�¡�Î�µ�¡�«�†�œ�å�_�M�•�\�
�«�¸�î�º�Ç�Ý  �Ç�™�î�Ý�œ�î
�Â�î�_�|�•�”�¡�¸�•�È  HTTP �­�µ�©�Ù�å�?�}�«�±�å�Â�–  �Ç�“�–�”�˜�›�î�Ý�l�b�¥�Æ�î�@�–�¿�î�È
�Ý�_�^�~�r�M�� HTTP �b0
0��†0Á�•�K�^�8���œ�
 HTTP �K)F�c�Ç�™�î�Ý�œ�î�Â�î�[�)�•�I�€�r�M��
HTTP �Þ�É�Ü�£�î�©�Ù�å�†�¹�•�­�î�È�Ý�_�M�•�\�
�«�¸�î�º  �Ü�å�¡�V�b�º�Û�Ç�•�µ�¡�b5��@�a�^
�C�^�~�r�M���G�b0¿���c�
 [Setup] �±�È�b  HTTP �Þ�É�Ü�£�î�©�Ù�å�b0¿���†�V�i�A�K�r�M��

• [MAC Addresses]>8�”�¡�¸�•�È�>�|�g�«�±�å�Â�–�ì�•  MAC �”�»�Þ�«�@0¿���I�€�Z�8�•�­�Ÿ�×�Ü
�¸�•  �”�É�Û�–�”�å�«�V�b"@#.�–�å�±�î�Ç�™�–�«�†�M0t/²&g�K�r�M��

– [Physical Interface]>8�Ç�™�î�Ý�œ�î�Â�î�ì�•  MAC �”�»�Þ�«�@0¿���I�€�Z�8�•"@#.�–�å�±�î
�Ç�™�–�«�†&g�K�r�M��

– [Active MAC Address]>8�Ç�™�î�Ý�œ�î�Â�î  �¢�Ý�î�É�@�”�¡�¸�•�È�_�^�W�Z�8�•/æ*(�V�b�–�å
�±�î�Ç�™�–�«�>�|�g�Ç�™�î�Ý�œ�î�Â�î  �¢�Ý�î�É�b  MAC �”�»�Þ�«�†/²&g�K�r�M��

– [Standby MAC Address]>8�Ç�™�î�Ý�œ�î�Â�î  �¢�Ý�î�É�@�«�±�å�Â�–"g�Â�_�^�W�Z�8�•/æ*(�V�b
�–�å�±�î�Ç�™�–�«�>�|�g�Ç�™�î�Ý�œ�î�Â�î  �¢�Ý�î�É�b  MAC �”�»�Þ�«�†/²&g�K�r�M��

• [Add]>8[Add Interface MAC Address] �²�–�”�ß�¢�Î�µ�¡�«�†/²&g�K�r�M���ì�•  MAC �”�»�Þ�«�c�

LAN �Ç�™�î�Ý�œ�î�Â�î�>�|�g�«�¸�î�º�Ç�Ý  �Ç�™�î�Ý�œ�î�Â�î  �–�å�±�î�Ç�™�–�«�_�c�m�~�\�Z�•�G
�\�@�[�A�r�O�‡��0ò(ý�_�X�8�Z�c�
 �� Add/Edit Interface MAC Address���†�g!·�K�Z�C�T�I�8��

• [Edit]>84E�¥�K�S�–�å�±�î�Ç�™�–�«�_�P�K�Z  [Edit Interface MAC Address] �²�–�”�ß�¢�Î�µ�¡�«�†
/²&g�K�r�M��0ò(ý�_�X�8�Z�c�
 �� Add/Edit Interface MAC Address���†�g!·�K�Z�C�T�I�8��

• [Delete]>8#'�~4E�¥�I�€�Z�8�•�–�å�±�î�Ç�™�–�«�†  MAC �”�»�Þ�«  �¸�î�È�Ý�?�}�P7V�K�r�M��&�1�
�I�€�N�
�x�~%$�K�v�[�A�r�O�‡��
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'¨  14 'v       �Á�–  �”�Ë�–�Û�Å�Ü�¸�•
  [Failover] �Ì�–�å�b�Ç�•�î�Ý�»�_��
�Ô�î�»

���b/²�c�
�G�b�µ+��†�Q#Ý�[�A�•�Ô�î�»�†&g�K�S�v�b�[�M��

0ò(ý�_��

�Ç�™�î�Ý�œ�î�Â�î�b0ò(ý�_�X�8�Z�c�
 �� �Ç�™�î�Ý�œ�î�Â�î�_�X�8�Z ���†�g!·�K�Z�C�T�I�8��

Add/Edit Interface MAC Address

[Add/Edit Interface MAC Address] �²�–�”�ß�¢�Î�µ�¡�«�†�Q#Ý�K�Z�
�Ç�™�î�Ý�œ�î�Â�î  �¢�Ý�î�É�b�–�å
�±�î�Ç�™�–�«�b�”�¡�¸�•�È�>�|�g�«�±�å�Â�–�ì�•  MAC �”�»�Þ�«�†��*O�K�r�M���–�å�±�î�Ç�™�–�«�_�ì
�•  MAC �”�»�Þ�«�†�æ���K�^�8���œ�
���b�|�:�_�¹�Ç�›�Ý�º�b�ì�•  MAC �”�»�Þ�«�@�æ���I�€�r�M��

• �”�¡�¸�•�È  �Ø�½�µ�º�b�¹�Ç�›�Ý�º�b  MAC �”�»�Þ�«>8
00a0.c9physical_port_number.failover_group_id01

• �«�±�å�Â�–/æ*(�b�¹�Ç�›�Ý�º  MAC �”�»�Þ�«>8 00a0.c9:physical_port_number.failover_group_id02

>&�@>' � �L�¿�µ�º�á�î�¡�V�_�”�¡�¸�•�È / �”�¡�¸�•�È  �Ç�™�î�Ý�œ�î�Â�î  �Ì�”�@0
�X�6�•���œ�c�
�6�•�Ì�”�b�–
�å�±�î�Ç�™�–�«�_�m�~�\�Z�}�€�Z�8�•�v�b�\� �L�¹�Ç�›�Ý�º�ì�•  MAC �”�»�Þ�«�@�
�Ú�b�Ì�”�b�–�å
�±�î�Ç�™�–�«�_�m�~�\�Z�}�€�•�G�\�@�6�~�r�M���G�€�c�
�¹�Ç�›�Ý�º�ì�•  MAC �”�»�Þ�«�b�ô���‰�2�_
�ö�Y�8�S�·�8�[�M���¿�µ�º�á�î�¡�V�[  MAC �”�»�Þ�«�@5�0
�M�•�G�\�†�G4J�M�•�_�c�
�²�N�›"@#.�–�å
�±�î�Ç�™�–�«�_�ì�•�b�”�¡�¸�•�È�>�|�g�«�±�å�Â�–  MAC �”�»�Þ�«�†�m�~�\�Z�r�M��

�G�€�}�b  MAC �”�»�Þ�«�c�
�–�å�±�î�Ç�™�–�«�b"@#.  MAC �”�»�Þ�«�†�V�i�A�K�r�M��

�Ç�•�î�Ý�»

• [Physical Interface]>8�Ç�™�î�Ý�œ�î�Â�î�ì�•  MAC �”�»�Þ�«�†��*O�M�•"@#.�–�å�±�î�Ç�™�–�«�†�æ
���K�r�M���Ç�™�î�Ý�œ�î�Â�î�p�c�
 LAN �Ç�™�î�Ý�œ�î�Â�î�>�|�g�«�¸�î�º�Ç�Ý  �Ç�™�î�Ý�œ�î�Â�î  
�–�å�±�î�Ç�™�–�«�_�P�K�Z  MAC �”�»�Þ�«�c�š�f�I�€�^�8�b�[�
�G�€�}�b�–�å�±�î�Ç�™�–�«�c4E�¥
�[�A�r�O�‡��

• [MAC Addresses]>8�–�å�±�î�Ç�™�–�«�b�”�¡�¸�•�È�>�|�g�«�±�å�Â�–�ì�•  MAC �”�»�Þ�«�†�æ���M
�•�S�u�b�Ç�•�î�Ý�»�@�µ�r�€�r�M��

– [Active Interface]>8�Ç�™�î�Ý�œ�î�Â�î  �¢�Ý�î�É�@�”�¡�¸�•�È�_�^�W�Z�8�•/æ*(�V�b�–�å�±�î
�Ç�™�–�«�>�|�g�Ç�™�î�Ý�œ�î�Â�î  �¢�Ý�î�É�b  MAC �”�»�Þ�«�†�æ���K�r�M���›�–�å�±�î�Ç�™�–
�«�_�c�
 MAC �”�»�Þ�«�†  2 �X�r�[�æ���[�A�r�M���Q�€�R�€�›�Ç�™�î�Ý�œ�î�Â�î  �¢�Ý�î�É�b�S
�u�b  MAC �”�»�Þ�«�[�
"@#.  MAC �”�»�Þ�«�†�V�i�A�K�r�M�� MAC �”�»�Þ�«�c�
 16 4
�X�g�'

>&0123.4567.89AB �^�]>'�[
°�Š�K�r�M��

– [Standby Interface]>8�Ç�™�î�Ý�œ�î�Â�î  �¢�Ý�î�É�@�«�±�å�Â�–"g�Â�_�^�W�Z�8�•/æ*(�V�b�–�å
�±�î�Ç�™�–�«�>�|�g�Ç�™�î�Ý�œ�î�Â�î  �¢�Ý�î�É�b  MAC �”�»�Þ�«�†�æ���K�r�M���›�–�å�±�î
�Ç�™�–�«�_�c�
 MAC �”�»�Þ�«�†  2 �X�r�[�æ���[�A�r�M���Q�€�R�€�›�Ç�™�î�Ý�œ�î�Â�î  �¢�Ý�î
�É�b�S�u�b  MAC �”�»�Þ�«�[�
"@#.  MAC �”�»�Þ�«�†�V�i�A�K�r�M�� MAC �”�»�Þ�«�c�
 16 4

�X�g�'>& 0123.4567.89AB �^�]>'�[
°�Š�K�r�M��

�Ç�“�–�”�˜�›�î�Ý  �Ô�î�» �­�Ÿ�×�Ü�¸�•  �¥�å�¸�Ÿ�«�º

�Ý�î�¸�µ�» 3ñ4# �©�å�¢�Ý

�Ð�Ý�³

�¥�å�¸�Ÿ�«
�º �©�«�¸�Ò

• • — — •
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'¨  14 'v       �Á�–  �”�Ë�–�Û�Å�Ü�¸�•
  [Failover] �Ì�–�å�b�Ç�•�î�Ý�»�_��
�Ô�î�»

���b/²�c�
�G�b�µ+��†�Q#Ý�[�A�•�Ô�î�»�†&g�K�S�v�b�[�M��

0ò(ý�_��

�Ç�™�î�Ý�œ�î�Â�î�b0ò(ý�_�X�8�Z�c�
 �� �Ç�™�î�Ý�œ�î�Â�î�_�X�8�Z ���†�g!·�K�Z�C�T�I�8��

[Failover] > [MAC Addresses] �±�È

[MAC Addresses] �±�È�[�c�
 Active/Standby �Ç�™�î�Ý�œ�î�Â�î  �Ì�”�b�–�å�±�î�Ç�™�–�«�b�ì�•  MAC 
�”�»�Þ�«�†0¿���[�A�r�M��

�”�¡�¸�•�È / �«�±�å�Â�–  �Ç�™�î�Ý�œ�î�Â�î�[�c�
 �É�Û�–�Ð�Ü/æ*(�b  MAC �”�»�Þ�«�c�–�_�”�¡�¸�•�È  IP 
�”�»�Þ�«�_6õ4��Ü�E�}�€�Z�8�r�M���­�•�å�²�Ü/æ*(�c�
�q�6�_�È�î�º�I�€�Z�”�¡�¸�•�È�_�^�•�\�
�Q�b
�–�å�±�î�Ç�™�–�«�b!•�A�Ü�E�í�s  MAC �”�»�Þ�«�†�Q#Ý�K�r�M���É�Û�–�Ð�Ü/æ*(�@�œ�å�Û�–�å�_�^�•
�\�
�­�•�å�²�Ü/æ*(�c�É�Û�–�Ð�Ü/æ*(�?�}  MAC �”�»�Þ�«�†�v�“�K�r�M���G�b�š�f�_�|�W�Z�
�¿�µ�º
�á�î�¡  �º�Û�Ç�•�µ�¡�@�p�•�M�•�G�\�@�6�~�r�M��

�›�–�å�±�î�Ç�™�–�«�_�ì�•  MAC �”�»�Þ�«�†0¿���K�Z�
�­�•�å�²�Ü/æ*(�@�É�Û�–�Ð�Ü/æ*(�|�~�v�S�_�œ
�å�Û�–�å�_�^�W�Z�v�
�­�•�å�²�Ü/æ*(�@�”�¡�¸�•�È/æ*(�[�6�•���œ�
�G�K�8  MAC �”�»�Þ�«�†�Q#Ý�M�•
�|�:�_�K�r�M���ì�•  MAC �”�»�Þ�«�†�æ���K�^�8���œ�
�Ç�™�î�Ý�œ�î�Â�î  �Ì�”�c!•�A�Ü�E�í�s  NIC �”
�»�Þ�«�†  MAC �”�»�Þ�«�\�K�Z�Q#Ý�K�r�M��

>&�@>' �Ç�™�î�Ý�œ�î�Â�î�r�S�c�«�¸�î�º  �Ü�å�¡�_�c�
�ì�•  MAC �”�»�Þ�«�c0¿���[�A�r�O�‡���G�€�}�b�Ü�å
�¡�b  MAC �”�»�Þ�«�>�|�g  IP �”�»�Þ�«�c�
�Ç�™�î�Ý�œ�î�Â�î�p�_�š�f�I�€�r�O�‡��

Active/Active �Ç�™�î�Ý�œ�î�Â�î�[�c�
�G�b�±�È�[0¿���I�€�S  MAC �”�»�Þ�«�c!“� �_�^�~�r�M���æ�ƒ
�~�_�
�Ç�™�î�Ý�œ�î�Â�î  �¢�Ý�î�É�[��*O�I�€�S  MAC �”�»�Þ�«�@�Q#Ý�I�€�r�M��

�Ç�•�î�Ý�»

• [MAC Addresses]>8�”�¡�¸�•�È�>�|�g�«�±�å�Â�–�ì�•  MAC �”�»�Þ�«�@0¿���I�€�Z�8�•�­�Ÿ�×�Ü
�¸�•  �”�É�Û�–�”�å�«�V�b"@#.�–�å�±�î�Ç�™�–�«�†�M0t/²&g�K�r�M��

– [Physical Interface]>8�Ç�™�î�Ý�œ�î�Â�î�ì�•  MAC �”�»�Þ�«�@0¿���I�€�Z�8�•"@#.�–�å�±�î
�Ç�™�–�«�†&g�K�r�M��

– [Active MAC Address]>8�”�¡�¸�•�È  �­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«>&3û�–�É�Û�–�Ð�Ü>'�b  
MAC �”�»�Þ�«�†&g�K�r�M��

– [Stanby MAC Address]>8�«�±�å�Â�–  �­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«>&3û�–�­�•�å�²�Ü>'�b  
MAC �”�»�Þ�«�†&g�K�r�M��

• [Add]>8[Add/Edit Interface MAC Address] �²�–�”�ß�¢�Î�µ�¡�«�†/²&g�K�r�M��

• [Edit]>84E�¥�K�S�–�å�±�î�Ç�™�–�«�b [Add/Edit Interface MAC Address] �²�–�”�ß�¢�Î�µ�¡�«�†/²
&g�K�r�M��

�Ç�“�–�”�˜�›�î�Ý  �Ô�î�» �­�Ÿ�×�Ü�¸�•  �¥�å�¸�Ÿ�«�º

�Ý�î�¸�µ�» 3ñ4# �©�å�¢�Ý

�Ð�Ý�³

�¥�å�¸�Ÿ�«
�º �©�«�¸�Ò

• • — — •
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'¨  14 'v       �Á�–  �”�Ë�–�Û�Å�Ü�¸�•
  [Failover] �Ì�–�å�b�Ç�•�î�Ý�»�_��
• [Delete]>8#'�~4E�¥�I�€�Z�8�•�–�å�±�î�Ç�™�–�«�†  MAC �”�»�Þ�«  �¸�î�È�Ý�?�}�P7V�K�r�M��&�1�
�I�€�N�
�x�~%$�K�v�[�A�r�O�‡��

�Ô�î�»

���b/²�c�
�G�b�µ+��†�Q#Ý�[�A�•�Ô�î�»�†&g�K�S�v�b�[�M��

0ò(ý�_��

�Ç�™�î�Ý�œ�î�Â�î�b0ò(ý�_�X�8�Z�c�
 �� �Ç�™�î�Ý�œ�î�Â�î�_�X�8�Z ���†�g!·�K�Z�C�T�I�8��

Add/Edit Interface MAC Address

[Add/Edit Interface MAC Address] �²�–�”�ß�¢�Î�µ�¡�«�†�Q#Ý�K�Z�
�–�å�±�î�Ç�™�–�«�b�”�¡�¸�•�È�>
�|�g�«�±�å�Â�–�ì�•  MAC �”�»�Þ�«�†��*O�K�r�M��

�Ç�•�î�Ý�»

• [Physical Interface]>8�Ç�™�î�Ý�œ�î�Â�î�ì�•  MAC �”�»�Þ�«�†��*O�M�•"@#.�–�å�±�î�Ç�™�–�«�†�æ
���K�r�M���Ç�™�î�Ý�œ�î�Â�î�p�c�
 LAN �Ç�™�î�Ý�œ�î�Â�î�>�|�g�«�¸�î�º�Ç�Ý  �Ç�™�î�Ý�œ�î�Â�î  
�–�å�±�î�Ç�™�–�«�_�P�K�Z  MAC �”�»�Þ�«�c�š�f�I�€�^�8�b�[�
�G�€�}�b�–�å�±�î�Ç�™�–�«�c4E�¥
�[�A�r�O�‡��

• [MAC Addresses]>8�–�å�±�î�Ç�™�–�«�b�”�¡�¸�•�È�>�|�g�«�±�å�Â�–�ì�•  MAC �”�»�Þ�«�†�æ���M
�•�S�u�b�Ç�•�î�Ý�»�@�µ�r�€�r�M��

– [Active Interface]>8�”�¡�¸�•�È  �­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«>&3û�–�É�Û�–�Ð�Ü>'�V�b�–�å
�±�î�Ç�™�–�«�b  MAC �”�»�Þ�«�†�æ���K�r�M�� MAC �”�»�Þ�«�c�
 16 4
�X�g�'

>&0123.4567.89AB �^�]>'�[
°�Š�K�r�M��

– [Standby Interface]>8�«�±�å�Â�–  �­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«>&3û�–�­�•�å�²�Ü>'�V�b�–�å
�±�î�Ç�™�–�«�b  MAC �”�»�Þ�«�†�æ���K�r�M�� MAC �”�»�Þ�«�c�
 16 4
�X�g�'

>&0123.4567.89AB �^�]>'�[
°�Š�K�r�M��

�Ô�î�»

���b/²�c�
�G�b�µ+��†�Q#Ý�[�A�•�Ô�î�»�†&g�K�S�v�b�[�M��

0ò(ý�_��

�Ç�™�î�Ý�œ�î�Â�î�b0ò(ý�_�X�8�Z�c�
 �� �Ç�™�î�Ý�œ�î�Â�î�_�X�8�Z ���†�g!·�K�Z�C�T�I�8��

�Ç�“�–�”�˜�›�î�Ý  �Ô�î�» �­�Ÿ�×�Ü�¸�•  �¥�å�¸�Ÿ�«�º

�Ý�î�¸�µ�» 3ñ4# �©�å�¢�Ý

�Ð�Ý�³

�¥�å�¸�Ÿ�«
�º �©�«�¸�Ò

• • — — •

�Ç�“�–�”�˜�›�î�Ý  �Ô�î�» �­�Ÿ�×�Ü�¸�•  �¥�å�¸�Ÿ�«�º

�Ý�î�¸�µ�» 3ñ4# �©�å�¢�Ý

�Ð�Ý�³

�¥�å�¸�Ÿ�«
�º �©�«�¸�Ò
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�ß� �å�¢�b0¿��  

�ß� �å�¢�µ+��[�c�
�ß� �å�¢�†�–�¿�î�È�Ý�_�K�Z�ß�¢�_���b��#.�‰�2�†�æ���[�A�r�M �� �ß�¢/²&g�µ+��[
�c�
�©�«�¸�Ò  �ß�¢  �Ó�µ�­�î�ª�†�Ü�”�Ý�±�–�Ò�[/²&g�[�A�r�M���ß�¢/²&g�µ+��b0ò(ý�_�X�8�Z�c�
 '¨ 41 
'v���ß� �å�¢�b�Ô�½�±�Ü�å�¢�� �†�g!·�K�Z�C�T�I�8��

�ß� �å�¢�_�X�8�Z
�­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�[�c�
�©�«�¸�Ò  �ß�¢  �Ó�µ�­�î�ª�b%���0É2§�†#Õ�B�[�A�r�M���G�b%���0É
2§�c�
��/œ�I�€�S�”�¡�¸�•�Å�¸�•>&0Á�•�r�S�c�Ä�°�I�€�S�¿�µ�º�á�î�¡  �º�Û�Ç�•�µ�¡�b�±�–�É�^�]>'
�b
Æ���†0°6��M�•�S�u�b�v�b�[�
�©�«�¸�Ò  �ß� �å�¢�b0¿���_�Q#Ý�[�A�r�M��

�M�m�Z�b�©�«�¸�Ò  �ß�¢  �Ó�µ�­�î�ª�_�¹�Ç�›�Ý�º�b5��±�Ø�@�6�~�r�M���²0[�_�Â�L�Z�
�Ó�µ�­�î�ª�†�‚
�K�85��±�Ø�_
Ì�m�~�\�Z�M�•�G�\�@�[�A�r�M��5��±�Ø�†4E�¥�M�•�\�
�Q�b�Þ�Ë�Ý�>�|�g�|�~�*�8�Þ�Ë�Ý
�b�ß� �å�¢  �Ó�µ�­�î�ª�@#Õ�B�I�€�r�M���|�~9×�8�Þ�Ë�Ý�b�Ó�µ�­�î�ª�c#Õ�B�I�€�r�O�‡��5��±�Ø�@9×
�C�^�•�o�]�
#Õ�B�I�€�•�Ó�µ�­�î�ª�@�Q�<�r�M���ß� �å�¢�>�|�g�©�«�¸�Ò  �ß�¢  �Ó�µ�­�î�ª�b0ò(ý�_�X
�8�Z�c�
 �� Cisco Security Appliance System Log Messages Guide���†�g!·�K�Z�C�T�I�8��

�ß� �å�¢�b�­�Ÿ�×�Ü�¸�•  �¥�å�¸�Ÿ�«�º

�Q�€�R�€�b�­�Ÿ�×�Ü�¸�•  �¥�å�¸�Ÿ�«�º�_�c�
"‚+¬�b�ß� �å�¢  �¥�å�Ç�•� �×�Þ�î�©�Ù�å�@�µ�r�€�Z�>�~�

"‚+¬�b�Ó�µ�­�î�ª�@#Õ�B�I�€�r�M���©�«�¸�Ò  �¥�å�¸�Ÿ�«�º�r�S�c'ö#.�¥�å�¸�Ÿ�«�º�_�ß�¢�–�å�K�
�Ú
�b�¥�å�¸�Ÿ�«�º�_�š�f�K�S���œ�
�­�µ�©�Ù�å�[/²&g�I�€�•�Ó�µ�­�î�ª�c#'�~�b�¥�å�¸�Ÿ�«�º�_6õ4��M�•
�Ó�µ�­�î�ª�T�E�[�M��

�©�«�¸�Ò��/œ�«�Ì�î�«�[#Õ�B�I�€�•�Ç�™�î�Ý�œ�î�Â�î  �Ó�µ�­�î�ª�^�]�b�©�«�¸�Ò  �ß�¢  �Ó�µ�­�î�ª�c�

'ö#.�¥�å�¸�Ÿ�«�º�[#Õ�B�I�€�•�Ó�µ�­�î�ª�\�\�v�_'ö#.�¥�å�¸�Ÿ�«�º�[/²&g�[�A�r�M���©�«�¸�Ò��/œ�«
�Ì�î�«�[�c�
�ß� �å�¢�b0¿���x�ß� �å�¢�_���b/²&g�c�[�A�r�O�‡��

�­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�c�
�Q�€�R�€�b�Ó�µ�­�î�ª�\�\�v�_�¥�å�¸�Ÿ�«�º�¡�†�µ�u�•�|�:�_0¿��
�[�A�r�M���G�€�_�|�W�Z�
�"�M�b  syslog �§�î�Â�_3æ�™�I�€�•�¥�å�¸�Ÿ�«�º  �Ó�µ�­�î�ª�†�
�9�[�A�r�M��
�G�b�µ+��c�
'ö#.�¥�å�¸�Ÿ�«�º�?�}3æ�™�I�€�S�Ó�µ�­�î�ª�\�©�«�¸�Ò�?�}3æ�™�I�€�S�Ó�µ�­�î�ª�b�8�9
�_�v�z'g�U�r�M���G�€�@�•+��^�b�c�
3æ�™
–�@�©�«�¸�Ò��/œ�«�Ì�î�«�[�6�•�Ó�µ�­�î�ª�[�c �©�«�¸�Ò �b
�¹�Â�–�«  ID �@�Q#Ý�I�€�
'ö#.�¥�å�¸�Ÿ�«�º�@3æ�™
–�[�6�•�Ó�µ�­�î�ª�[�c�¹�Â�–�«  ID �\�K�Z'ö#.�¥
�å�¸�Ÿ�«�º�b�¡�S�@�Q#Ý�I�€�•�?�}�[�M���¹�Â�–�«  ID �b�Q#Ý�‰�2�_�X�8�Z�c�
 ��9×�Ø�^  syslog 0¿����

>&P.15-6>' �†�g!·�K�Z�C�T�I�8��
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'¨  15 'v       �ß� �å�¢�b0¿��
  �ß� �å�¢�b�Q#Ý�‰�2
�ß� �å�¢�b�Q#Ý�‰�2
�­�Ÿ�×�Ü�¸�•  �¥�å�¸�Ÿ�«�º�†��*O�K�S�}�
 [Configuration] > [Device Management] > [Logging] �†4E�¥
�K�r�M�� [Logging] �[�c�
���b�ï�8�†��/œ�[�A�r�M��

�«�¸�µ�É 1 [Logging Setup] �Ì�–�å�[�c�
�ß� �å�¢�†�–�¿�î�È�Ý�_�K�S�~�
�ß� �å�¢  �Ã�Û�Ó�î�±�†0¿���K�S�~�[�A
�r�M��0ò(ý�_�X�8�Z�c�
 ���ß� �å�¢�b0¿���� >&P.15-2>' �†�g!·�K�Z�C�T�I�8��

�«�¸�µ�É 2 [Syslog Setup] �Ì�–�å�[�c�
 syslog �§�î�Â�_3æ�™�I�€�•�©�«�¸�Ò  �ß�¢  �Ó�µ�­�î�ª�_�Ç�“�©�Ü�¸�•  �¥�î
�»�†�µ�u�•�|�:�_0¿���K�S�~�
�›�Ó�µ�­�î�ª�_�±�–�Ò�«�±�å�É�†�µ�u�•�|�:�_�æ���K�S�~�
�Ó�µ�­�î�ª
�b5��±�Ø�Þ�Ë�Ý�†/²&g�r�S�c�š�f�K�S�~�
�Ó�µ�­�î�ª�†�š�F�K�S�~�[�A�r�M��0ò(ý�_�X�8�Z�c�


�� syslog �b0¿���� >&P.15-5>' �†�g!·�K�Z�C�T�I�8��

�«�¸�µ�É 3 [E-Mail Setup] �Ì�–�å�[�c�
3û%±�†% $×�\�K�Z7Á�Ê�Ó�î�Ý�[3æ�™�I�€�•�©�«�¸�Ò  �ß�¢  �Ó�µ�­�î�ª�†�æ
���[�A�r�M��0ò(ý�_�X�8�Z�c�
 �� syslog �b0¿���� >&P.15-5>' �†�g!·�K�Z�C�T�I�8��

�«�¸�µ�É 4 [Event Lists] �Ì�–�å�[�c�
0°6��M�•�Ó�µ�­�î�ª�†�æ���M�•�–�Ë�å�º�b�•�«�±�Ò  �Ü�«�º�†�8�B�[�A�r�M��
�G�G�[�8�B�K�S�Ü�«�º�c�
�ß�¢  �Ç�•�Ý�±�b0¿���ì�_�Q#Ý�I�€�r�M��0ò(ý�_�X�8�Z�c�
 ���–�Ë�å�º  �Ü�«
�º�� >&P.15-9>' �†�g!·�K�Z�C�T�I�8��

�«�¸�µ�É 5 [Logging Filters] �Ì�–�å�[�c�
�›�ß�¢�b��
›�_3æ�™�I�€�•�Ó�µ�­�î�ª�b�Ç�•�Ý�±�Ü�å�¢�_�Q#Ý�M�•�ö =
�†�æ���[�A�r�M���8�B�M�•�Ç�•�Ý�±�b�ö =�\�K�Z�c�
5��±�Ø�Þ�Ë�Ý�
�Ó�µ�­�î�ª  �¡�Û�«�
�Ó�µ�­�î�ª  
ID�
�r�S�c�–�Ë�å�º  �Ü�«�º�@�Q#Ý�[�A�r�M��0ò(ý�_�X�8�Z�c�
 �� Logging Filters��>&P.15-12>' �†�g!·�K
�Z�C�T�I�8��

�«�¸�µ�É 6 [Rate Limit] �Ì�–�å�[�c�
�æ���K�S�‡6ë
Æ�_#Õ�B�•+��^�Ó�µ�­�î�ª�X�†�D7H�[�A�r�M��0ò(ý�_�X�8�Z
�c�
 ���� Rate Limit��>&P.15-16>'���†�g!·�K�Z�C�T�I�8��

�«�¸�µ�É 7 [Syslog Server] �Ì�–�å�[�c�
�­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�?�}3æ�™�I�€�•�©�«�¸�Ò  �ß�¢  �Ó�µ�­�î�ª�b
��
›�\�^�•  syslog �§�î�Â�†�æ���[�A�r�M>&0
�X�•>' ��0ò(ý�_�X�8�Z�c�
 �� Syslog �§�î�Â�� >&P.15-19>' �†
�g!·�K�Z�C�T�I�8��

�«�¸�µ�É 8 [SMTP] �Ì�–�å�[�c�
 ASDM �?�}3æ�™�I�€�•  E �Ó�î�Ý  �”�Û�î�º�>�|�g3û%±�Ó�µ�­�î�ª�b��
›�\�^�•  
SMTP �§�î�Â�†�æ���[�A�r�M>&0
�X�•>' ��0ò(ý�_�X�8�Z�c�
 �� SMTP��>&P.15-20>' �†�g!·�K�Z�C�T�I�8��

�ß� �å�¢�b0¿��
[Logging Setup] �Ì�–�å�[�c�
�­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�_�P�K�Z�©�«�¸�Ò  �ß� �å�¢�†�–�¿�î�È�Ý�_
�K�
�«�±�å�Â�–/æ*(�[�ß� �å�¢�†�,�A)E�D�G�\�@�•+��?�]�:�?�
�¹�Â�µ�¢  �Ó�µ�­�î�ª�†3æ�™�M�•�?�]
�:�?�
 EMBLEM �g�'�†�Q#Ý�M�•�?�]�:�?�^�]�
�M+á$×�^�ß� �å�¢  �Ã�Û�Ó�î�±�†�æ���[�A�r�M���r�S�


Æ4Š�ß�¢ �Â�µ�Ç�“�x�­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�b�ß� �å�¢  �Ÿ�×�î�b�¹�Ç�›�Ý�º0¿���†�š�f�M�•�G�\
�v�[�A�r�M���G�b�Ì�–�å�_�”�¡�­�«�M�•�_�c�
 [Configuration] > [Device Management] > [Logging] > 
[Logging Setup] �†4E�¥�K�r�M��

�Ç�•�î�Ý�»

• [Enable logging]>8�Ó�–�å  �­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�b�ß� �å�¢�†�œ�å�_�K�r�M��

• [Enable logging on the failover standby unit]>8�«�±�å�Â�–  �­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�_�P�M�•�ß
� �å�¢�†�œ�å�_�K�r�M>&�•+��^���œ>' ��

• [Send debug messages as syslogs]>8�M�m�Z�b�¹�Â�µ�¢  �º�Þ�î�«���Š�†�©�«�¸�Ò  �ß�¢�_�Ü�²�–�Þ�¡
�º�K�r�M���G�b�œ�É�©�Ù�å�@�–�¿�î�È�Ý�_�^�W�Z�8�•���œ�
�©�«�¸�Ò  �ß�¢  �Ó�µ�­�î�ª�c�¥�å�¯�î
�Ý�_/²&g�I�€�r�O�‡���Q�b�S�u�
�¹�Â�µ�¢  �Ó�µ�­�î�ª�†/²&g�M�•�_�c�
�¥�å�¯�î�Ý�[�ß� �å�¢�†
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  �ß� �å�¢�b0¿��
�–�¿�î�È�Ý�_�K�
�¹�Â�µ�¢  �©�«�¸�Ò  �ß�¢  �Ó�µ�­�î�ª$��•�>�|�g5��±�Ø�Þ�Ë�Ý�b��
›�\�K�Z�¥�å
�¯�î�Ý�†0¿���M�•�²0[�@�6�~�r�M���Q#Ý�M�•�©�«�¸�Ò  �ß�¢  �Ó�µ�­�î�ª$��•�c  711001 �[�M���G�b�©
�«�¸�Ò  �ß�¢  �Ó�µ�­�î�ª�_�P�M�•�¹�Ç�›�Ý�º�b5��±�Ø�Þ�Ë�Ý�c  debug �[�M��

• [Send syslogs in EMBLEM format]>8EMBLEM �g�'�†�–�¿�î�È�Ý�_�K�r�M���G�€�_�|�~�
 syslog 
�§�î�Â�†7V�C�ß�¢�b��
›�M�m�Z�_�P�K�Z  EMBLEM �g�'�@�Q#Ý�I�€�r�M��

• [Buffer Size]>8�ß� �å�¢  �Â�µ�Ç�“�@�–�¿�î�È�Ý�b���œ�_�©�«�¸�Ò  �ß�¢  �Ó�µ�­�î�ª�@�–�Ñ�I�€�•
Æ
4Š�ß�¢ �Â�µ�Ç�“�b�§�–�¬�†�æ���K�r�M���Â�µ�Ç�“�b'5�A��5��@�^�C�^�•�\�
 FTP �§�î�Â�r�S�c
Æ
4Š�Ç�Û�µ�©�× �Ó�Ô�Ü�_�ß�¢�†�–�Ñ�K�Z�8�^�87H�~�
�Ó�µ�­�î�ª�c�V�i�A�I�€�r�M���¹�Ç�›�Ý�º�b
�Â�µ�Ç�“  �§�–�¬�c  4096 �Â�–�º�[�M���w� �^(
�V�c  4096 >|  1048576 �[�M��

• [Save Buffer To FTP Server]>8�Â�µ�Ç�“
Æ�b�¹�î�±�@�V�i�A�I�€�•�S�_�
�Q�€�}�†  FTP �§�î�Â�_�–
�Ñ�M�•���œ�c�
�G�b�³�™�µ�¡�Î�µ�¡�«�†�œ�å�_�K�r�M���Â�µ�Ç�“
Æ�b�¹�î�±�@�V�i�A�I�€�•�|�:�_
�M�•���œ�c�
�G�b�³�™�µ�¡�Î�µ�¡�«�†�œ�Ç�_�K�r�M��

• [Configure FTP Settings]>8FTP �§�î�Â�†�æ���K�
�Â�µ�Ç�“
Æ�b�¹�î�±�†�–�Ñ�M�•7•�_�Q#Ý�M�•  
FTP �Ã�Û�Ó�î�±�†0¿���M�•���œ�_�¡�Ü�µ�¡�K�r�M��

• [Save Buffer To Flash]>8�Â�µ�Ç�“
Æ�b�¹�î�±�@�V�i�A�I�€�•�S�_�
�Q�€�}�†
Æ4Š�Ç�Û�µ�©�×  �Ó�Ô
�Ü�_�–�Ñ�M�•���œ�c�
�G�b�³�™�µ�¡�Î�µ�¡�«�†�œ�å�_�K�r�M��

>&�@>' �G�b�œ�É�©�Ù�å�c�
�Ý�î�¸�µ�»�r�S�c�º�Û�å�«�Ì�”�Þ�å�º  �©�å�¢�Ý  �Ô�î�»�T�E�[�Q#Ý�[�A�r
�M��

• [Configure Flash Usage]>8�ß� �å�¢�_�Q#Ý�M�•
Æ4Š�Ç�Û�µ�©�×  �Ó�Ô�Ü�b�q�±��5��
�>�|�g�q�*7H)T
�â�M�m�A'5�A��5��†  KB �"�)�[�æ���M�•���œ�_�¡�Ü�µ�¡�K�r�M���G�b�œ�É�©�Ù�å�†�–�¿�î�È�Ý�_�M
�•�\�
�Ó�µ�­�î�ª�@�A(á�I�€�•�¹�Â�–�«  �¹�•�«�¡�V�_�
 �� syslog���\�8�:�¡�S�b�¹�•�Þ�¡�º�Ü�@�8
�B�I�€�r�M��

>&�@>' �G�b�œ�É�©�Ù�å�c�
�Ý�î�¸�µ�»�r�S�c�º�Û�å�«�Ì�”�Þ�å�º  �©�å�¢�Ý  �Ô�î�»�T�E�[�Q#Ý�[�A�r
�M��

• [Queue Size]>8�­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�_/²&g�M�•�©�«�¸�Ò  �ß�¢�b�Ÿ�×�î  �§�–�¬�†�æ���K�r
�M��

�Ô�î�»

���b/²�c�
�G�b�µ+��†�Q#Ý�[�A�•�Ô�î�»�†&g�K�S�v�b�[�M��

0ò(ý�_��

• �� FTP �b0¿���� >&P.15-4>' �†�g!·�K�Z�C�T�I�8��

• ���ß� �å�¢�_�Q#Ý�M�•�Ç�Û�µ�©�×  �Ó�Ô�Ü�b0¿���� >&P.15-4>' �†�g!·�K�Z�C�T�I�8��

�Ç�“�–�”�˜�›�î�Ý  �Ô�î�» �­�Ÿ�×�Ü�¸�•  �¥�å�¸�Ÿ�«�º

�Ý�î�¸�µ�» 3ñ4# �©�å�¢�Ý

�Ð�Ý�³

�¥�å�¸�Ÿ�«
�º �©�«�¸�Ò

• • • • —
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  �ß� �å�¢�b0¿��
FTP �b0¿��

[Configure FTP Settings] �²�–�”�ß�¢�Î�µ�¡�«�[�c�
�ß�¢  �Â�µ�Ç�“
Æ�b�¹�î�±�†�–�Ñ�M�•7•�_�Q#Ý�M�•  
FTP �§�î�Â�b�¥�å�Ç�•� �×�Þ�î�©�Ù�å�†�æ���[�A�r�M��

�Ç�•�î�Ý�»

• [Enable FTP client]>8FTP �¡�Û�–�”�å�º�b�¥�å�Ç�•� �×�Þ�î�©�Ù�å�†�–�¿�î�È�Ý�_�K�r�M��

• [Server IP Address]>8FTP �§�î�Â�b  IP �”�»�Þ�«�†�æ���K�r�M��

• [Path]>8�–�Ñ�í�s�ß�¢  �Â�µ�Ç�“  �¹�î�±�b�A(á
›�\�^�•  FTP �§�î�Â�V�b�¹�•�Þ�¡�º�Ü  �Ã�«�†�æ���K�r
�M��

• [Username]>8FTP �§�î�Â�_�ß�¢�–�å�M�•�S�u�b�Ø�î�¨�¡�†�æ���K�r�M��

• [Password]>8FTP �§�î�Â�l�ß�¢�–�å�M�•�S�u�b�Ø�î�¨�¡�_6õ4��Ü�E�}�€�S�Ã�«�á�î�»�†�æ���K�r�M��

• [Confirm Password]>8&�1��b�S�u�_�Ã�«�á�î�»�†
Ì
°�Š�K�r�M��

�Ô�î�»

���b/²�c�
�G�b�µ+��†�Q#Ý�[�A�•�Ô�î�»�†&g�K�S�v�b�[�M��

�ß� �å�¢�_�Q#Ý�M�•�Ç�Û�µ�©�×  �Ó�Ô�Ü�b0¿��

[Configure Logging Flash Usage] �²�–�”�ß�¢�Î�µ�¡�«�[�c�
�ß�¢  �Â�µ�Ç�“
Æ�b�¹�î�±�†
Æ4Š�Ç�Û�µ
�©�×  �Ó�Ô�Ü�_�–�Ñ�M�•7•�b�D7H�¦8o�†�æ���[�A�r�M��

�Ç�•�î�Ý�»

• [Maximum Flash to Be Used by Logging]>8�ß� �å�¢�_�Q#Ý�[�A�•
Æ4Š�Ç�Û�µ�©�×  �Ó�Ô�Ü�b�q�±��
5��†�
 KB �"�)�[�æ���K�r�M��

• [Minimum Free Space to Be Preserved]>8�q�*7H)T�â�M�m�A
Æ4Š�Ç�Û�µ�©�× �Ó�Ô�Ü�b'5�A��5��†�

KB �"�)�[�æ���K�r�M��
Æ4Š�Ç�Û�µ�©�×  �Ó�Ô�Ü�@�G�b�D7H�Í�_3Æ�Y�C�\�
�‚�K�8�ß�¢�@�–�Ñ�I�€�^
�C�^�~�r�M��

�Ô�î�»

���b/²�c�
�G�b�µ+��†�Q#Ý�[�A�•�Ô�î�»�†&g�K�S�v�b�[�M��

�Ç�“�–�”�˜�›�î�Ý  �Ô�î�» �­�Ÿ�×�Ü�¸�•  �¥�å�¸�Ÿ�«�º

�Ý�î�¸�µ�» 3ñ4# �©�å�¢�Ý

�Ð�Ý�³

 �¥�å�¸�Ÿ�«
�º �©�«�¸�Ò

• • • • —

�Ç�“�–�”�˜�›�î�Ý  �Ô�î�» �­�Ÿ�×�Ü�¸�•  �¥�å�¸�Ÿ�«�º

�Ý�î�¸�µ�» 3ñ4# �©�å�¢�Ý

�Ð�Ý�³

 �¥�å�¸�Ÿ�«
�º �©�«�¸�Ò

• • • — —
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  syslog �b0¿��
syslog �b0¿��
[Syslog Setup] �Ì�–�å�[�c�
 syslog �§�î�Â�†��
›�\�M�•�Ó�µ�­�î�ª�_�Ç�“�©�Ü�¸�•  �¥�î�»�†�µ�u�•�|�:
�_0¿���[�A�•�o�?�
�©�«�¸�Ò  �ß�¢  �Ó�µ�­�î�ª�_�±�–�Ò�«�±�å�É�†�µ�u�•�?�]�:�?�†�æ���[�A�r�M���G
�b�Ì�–�å�[�c�
�Ó�µ�­�î�ª�b5��±�Ø�Þ�Ë�Ý�†�š�f�K�S�~�
�ß�¢�_0°6��K�^�8�Ó�µ�­�î�ª�†�š�F�K�S�~�M
�•�G�\�v�[�A�r�M���G�b�Ì�–�å�_�”�¡�­�«�M�•�_�c�
 [Configuration] > [Device Management] > 
[Logging] > [Syslog Setup] �†4E�¥�K�r�M��

�Ç�•�î�Ý�»

• [Facility code to include in syslogs]>8syslog �§�î�Â�[�Ó�µ�­�î�ª�†�–�Ñ�M�•7•�b�ö =�\�K�Z�Q#Ý�M
�•�©�«�¸�Ò  �ß�¢  �Ç�“�©�Ü�¸�•�†4E�¥�K�r�M���¹�Ç�›�Ý�º�c  LOCAL(4)20 �[�M���G�€�c�
�o�\�‡�]
�b  UNIX �©�«�¸�Ò�[�²0[�\�^�•�¥�î�»�[�M���S�T�K�
�¿�µ�º�á�î�¡  �¹�Â�–�«6ë�[�c  8 �X�b�Ç�“�©
�Ü�¸�•�@
¹#Ý�I�€�Z�8�•�S�u�
�©�«�¸�Ò  �ß�¢�[�c�G�b�Í�†�š�f�K�^�E�€�d�^�}�^�8���œ�@�6�~�r
�M��

• [Include timestamp in syslogs]>83æ�™�I�€�•�›�©�«�¸�Ò  �ß�¢  �Ó�µ�­�î�ª�_�¥�ì�†�µ�u�r�M��

• [Syslog ID Setup]>8[Syslog ID] �¸�î�È�Ý�_/²&g�I�€�•�_���†4E�¥�K�r�M���œ�É�©�Ù�å�c���b�|�:
�_��*O�I�€�Z�8�r�M��

– [Show all syslog IDs]>8�M�m�Z�b syslog �Ó�µ�­�î�ª  ID �@ [Syslog ID] �¸�î�È�Ý�_/²&g�I�€�•�|
�:�æ���K�r�M��

– [Show suppressed syslog IDs]>8�Â&g$×�_�š�F�I�€�S�©�«�¸�Ò  �ß�¢  �Ó�µ�­�î�ª  ID �b�s�@ 
[Syslog ID] �¸�î�È�Ý�_/²&g�I�€�•�|�:�æ���K�r�M��

– [Show syslog IDs with changed logging]>85��±�Ø�@�¹�Ç�›�Ý�º�Í�?�}�š�f�I�€�S�©�«�¸�Ò  �ß�¢  
�Ó�µ�­�î�ª  ID �b�s�@  [Syslog ID] �¸�î�È�Ý�_/²&g�I�€�•�|�:�æ���K�r�M��

– [Show syslog IDs that are suppressed or with a changed logging level]>85��±�Ø�Þ�Ë�Ý�@�š�f�I
�€�S�©�«�¸�Ò  �ß�¢  �Ó�µ�­�î�ª  ID �\�
 �Â&g$×�_�š�F�I�€�S�©�«�¸�Ò  �ß�¢  �Ó�µ�­�î�ª  ID �b�s�@  
[Syslog ID] �¸�î�È�Ý�_/²&g�I�€�•�|�:�æ���K�r�M��

• [Syslog ID Table]>8[Syslog ID Table View] �_�6�•0¿���_�ö�Y�8�Z�©�«�¸�Ò  �ß�¢  �Ó�µ�­�î�ª�b�Ü�«
�º�†/²&g�K�r�M���š�f�M�•�¶���b�Ó�µ�­�î�ª  ID �r�S�c�Ó�µ�­�î�ª  ID �b(
�V�†4E�¥�K�r�M��4E�¥
�K�S�Ó�µ�­�î�ª  ID �c�
�š�F�M�•�G�\�v�
�Q�b5��±�Ø�Þ�Ë�Ý�†�š�f�M�•�G�\�v�[�A�r�M���Ü�«�º�?
�}0
�X�b�Ó�µ�­�î�ª  ID �†4E�¥�M�•���œ�c�
�Q�b(
�V�b
›8Œ�_�6�S�•  ID �†4E�¥�K�
 Shift �Ÿ�î�†�²
�K�^�@�}�Q�b(
�V�b�q�‹�_�6�S�•  ID �†�¡�Ü�µ�¡�K�r�M��

• [Advanced]>8�©�«�¸�Ò  �ß�¢  �Ó�µ�­�î�ª�_�¹�Â�–�«  ID �†�µ�u�•�|�:�_0¿���K�r�M��

�Ô�î�»

���b/²�c�
�G�b�µ+��†�Q#Ý�[�A�•�Ô�î�»�†&g�K�S�v�b�[�M��

0ò(ý�_��

• �� syslog ID 0¿���b)…7Ÿ��>&P.15-6>' �†�g!·�K�Z�C�T�I�8��

• ��9×�Ø�^  syslog 0¿���� >&P.15-6>' �†�g!·�K�Z�C�T�I�8��

�Ç�“�–�”�˜�›�î�Ý  �Ô�î�» �­�Ÿ�×�Ü�¸�•  �¥�å�¸�Ÿ�«�º

�Ý�î�¸�µ�» 3ñ4# �©�å�¢�Ý

�Ð�Ý�³

�¥�å�¸�Ÿ�«
�º �©�«�¸�Ò
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  syslog �b0¿��
syslog ID 0¿���b)…7Ÿ 
[Edit Syslog ID Settings] �²�–�”�ß�¢�Î�µ�¡�«�[�c�
4E�¥�K�S�©�«�¸�Ò  �ß�¢  �Ó�µ�­�î�ª�b5��±�Ø�Þ�Ë�Ý
�†�š�f�[�A�•�o�?�
4E�¥�K�S�©�«�¸�Ò  �ß�¢  �Ó�µ�­�î�ª�†�š�F�M�•�G�\�v�[�A�r�M��

�Ç�•�î�Ý�»

• [Syslog ID(s)]>8/²&g�S#Ý���G�b8•�æ�_/²&g�I�€�•�Í�c�
 [Syslog Setup] �Ì�–�å�_�6�•  [Syslog ID] 
�¸�î�È�Ý�[4E�¥�I�€�S�š�å�º�Ü�_�|�~�ô�r�~�r�M��

• [Suppress Message(s)]>8[Syslog ID(s)] �Ü�«�º�_/²&g�I�€�•�©�«�¸�Ò  �ß�¢  �Ó�µ�­�î�ª  ID �b�Ó�µ
�­�î�ª�†�š�F�M�•�_�c�
�G�b�³�™�µ�¡�Î�µ�¡�«�†�œ�å�_�K�r�M��

• [Logging Level]>8[Syslog ID(s)] �Ü�«�º�_/²&g�I�€�•�©�«�¸�Ò  �ß�¢  �Ó�µ�­�î�ª  ID �_3æ�™�I�€�•
�Ó�µ�­�î�ª�b5��±�Ø�Þ�Ë�Ý�†4E�¥�K�r�M��5��±�Ø�Þ�Ë�Ý�c���b�|�:�_��*O�I�€�Z�8�r�M��

– Emergency>&�Þ�Ë�Ý 0�
�©�«�¸�Ò�@�Q#Ý�Y+�>'  

– Alert>&�Þ�Ë�Ý 1�
�6�ì�P���@�²0[>'  

– Critical>&�Þ�Ë�Ý 2�
�¡�Ü�¸�•�•�Ý�²�ó>'  

– Error>&�Þ�Ë�Ý 3�
�š�Û�î�²�ó>'  

– Warning>&�Þ�Ë�Ý 4�
1™�Ì�²�ó>'  

– Notification>&�Þ�Ë�Ý 5�
�G�–�T�@8§--�^�²�ó>'  

– Informational>&�Þ�Ë�Ý 6�
�_���Ó�µ�­�î�ª�b�s>'  

– Debugging>&�Þ�Ë�Ý 7�
�¹�Â�µ�¢�p�b�s/²&g>'  

�Ô�î�»

���b/²�c�
�G�b�µ+��†�Q#Ý�[�A�•�Ô�î�»�†&g�K�S�v�b�[�M��

9×�Ø�^  syslog 0¿��

�­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�@8�  EMBLEM �g�'�b�©�«�¸�Ò  �ß�¢  �Ó�µ�­�î�ª�_�¹�Â�–�«  ID �†�µ�u�•
�|�:�_0¿���[�A�r�M���©�«�¸�Ò  �ß�¢  �Ó�µ�­�î�ª�_�c�
 1 �X�b�±�–�É�b�¹�Â�–�«  ID �T�E�†�æ���[�A�r
�M���¹�Â�–�«  ID �\�K�Z�c�
4:�Â�º�­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�b�Í�«�º�¡�
�–�å�±�î�Ç�™�–�«  IP �”
�»�Þ�«�
�¥�å�¸�Ÿ�«�º�
�r�S�c�¸�Ÿ�«�º�e�Ð�4�†�Q#Ý�[�A�r�M��

[Advanced Syslog Configuration] �²�–�”�ß�¢�Î�µ�¡�«�[�c�
�©�«�¸�Ò  �ß�¢  �Ó�µ�­�î�ª�_�¹�Â�–�«  ID 
�†�µ�u�•�?�]�:�?�†�æ���[�A�r�M���G�b�µ+��†�–�¿�î�È�Ý�_�M�•�\�
8�  EMBLEM �g�'�b�©�«�¸�Ò  �ß
�¢  �Ó�µ�­�î�ª�M�m�Z�_�
�¹�Â�–�«  ID �@3ã�•�I�€�r�M��

�Ç�•�î�Ý�»

• [Enable Syslog Device ID]>8�¹�Â�–�«  ID �†�M�m�Z�b8�  EMBLEM �g�'�b�©�«�¸�Ò  �ß�¢  �Ó�µ�­�î�ª
�_�µ�u�•�|�:�_�æ���K�r�M��

• [Hostname]>8�¹�Â�–�«  ID �\�K�Z�Í�«�º�¡�†�Q#Ý�M�•�|�:�_�æ���K�r�M��

�Ç�“�–�”�˜�›�î�Ý  �Ô�î�» �­�Ÿ�×�Ü�¸�•  �¥�å�¸�Ÿ�«�º

�Ý�î�¸�µ�» 3ñ4# �©�å�¢�Ý

�Ð�Ý�³

�¥�å�¸�Ÿ�«
�º �©�«�¸�Ò
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  E �Ó�î�Ý�b0¿��
• [IP Address]>8�¹�Â�–�«  ID �\�K�Z�–�å�±�î�Ç�™�–�«�b  IP �”�»�Þ�«�†�Q#Ý�M�•�|�:�_�æ���K�r�M��

– [Interface Name]>8�æ���K�S  IP �”�»�Þ�«�_�P�Â�M�•�–�å�±�î�Ç�™�–�«�¡�†�æ���K�r�M��

• [String]>8�¹�Â�–�«  ID �\�K�Z�Ø�î�¨��*O�b�e�Ð�4�†�Q#Ý�M�•�|�:�_�æ���K�r�M��

– [User-defined ID]>8,e�X�Ð�b�Ø�î�¨��*O�e�Ð�4�†�æ���K�r�M��

�Ô�î�»

���b/²�c�
�G�b�µ+��†�Q#Ý�[�A�•�Ô�î�»�†&g�K�S�v�b�[�M��

E �Ó�î�Ý�b0¿��
[E-Mail Setup] �Ì�–�å�[�c�
3æ�™
–�b7Á�Ê�Ó�î�Ý  �”�»�Þ�«�†0¿���[�A�•�o�?�
3û%±#Ý�b7Á�Ê�Ó�î�Ý  
�Ó�µ�­�î�ª�\�K�Z3æ�™�I�€�•�æ���í�s�©�«�¸�Ò  �ß�¢  �Ó�µ�­�î�ª�b�w�™*…�Ü�«�º�†0¿���M�•�G�\�v�[�A
�r�M����
›7Á�Ê�Ó�î�Ý  �”�»�Þ�«�_3æ�™�I�€�•�©�«�¸�Ò  �ß�¢  �Ó�µ�­�î�ª�c�
5��±�Ø�Þ�Ë�Ý�[�Ç�•�Ý�±�Ü
�å�¢�[�A�r�M���¸�î�È�Ý�_�c�
�]�b�š�å�º�Ü�b�8�B�@�ö�¢�K�Z�8�•�?�@/²&g�I�€�r�M���G�b�Ì�–�å�_�”
�¡�­�«�M�•�_�c�
 [Configuration] > [Device Management] > [Logging] > [E-Mail Setup] �†4E�¥�K�r�M��

��
›�b7Á�Ê�Ó�î�Ý  �”�»�Þ�«�b�Ó�µ�­�î�ª  �Ç�•�Ý�±�Ü�å�¢�_�Q#Ý�I�€�•�©�«�¸�Ò  �ß�¢  �Ó�µ�­�î�ª�b5��±
�Ø�Þ�Ë�Ý�c�
 [Logging Filters] �Ì�–�å�[�M�m�Z�b7Á�Ê�Ó�î�Ý�w�™*…�_�P�K�Z0¿���I�€�S�¢�ß�î�Â�Ý  �Ç�•
�Ý�±�_�š�m�
�G�G�[4E�¥�K�S�‰�@�|�~9×�C�^�W�Z�8�r�M��

��
›�b7Á�Ê�Ó�î�Ý  �”�»�Þ�«�_�Q#Ý�I�€�•�©�«�¸�Ò  �ß�¢  �Ó�µ�­�î�ª�b5��±�Ø�Ç�•�Ý�±�_�|�~�
�æ���I�€
�S5��±�Ø�Þ�Ë�Ý�è�V�b�Ó�µ�­�î�ª�@3æ�™�I�€�r�M�� [Logging Filters] �Ì�–�å�[�æ���I�€�S�¢�ß�î�Â�Ý  
�Ç�•�Ý�±�v�
�›7Á�Ê�Ó�î�Ý�w�™*…�_4:#Ý�I�€�r�M��

�Ç�•�î�Ý�»

• [Source E-Mail address]>87Á�Ê�Ó�î�Ý �Ó�µ�­�î�ª�\�K�Z3æ�™�I�€�•�©�«�¸�Ò  �ß�¢  �Ó�µ�­�î�ª�b3æ
�™
–�”�»�Þ�«�\�^�•7Á�Ê�Ó�î�Ý  �”�»�Þ�«�†�æ���K�r�M��

• [Destination E-Mail Address]>8�æ���K�S�©�«�¸�Ò  �ß�¢  �Ó�µ�­�î�ª�b�w�™*…�b7Á�Ê�Ó�î�Ý  �”�»�Þ�«
�†�æ���K�r�M��

• [Syslog Severity]>8�G�b�w�™*…�_3æ�™�I�€�•�©�«�¸�Ò  �ß�¢  �Ó�µ�­�î�ª�b5��±�Ø�Þ�Ë�Ý�†�æ���K�r
�M���æ���K�S5��±�Ø�r�S�c�Q�€�è�V�b5��±�Ø�†�â�X�Ó�µ�­�î�ª�@3æ�™�I�€�r�M��

�Ô�î�»

���b/²�c�
�G�b�µ+��†�Q#Ý�[�A�•�Ô�î�»�†&g�K�S�v�b�[�M��

�Ç�“�–�”�˜�›�î�Ý  �Ô�î�» �­�Ÿ�×�Ü�¸�•  �¥�å�¸�Ÿ�«�º

�Ý�î�¸�µ�» 3ñ4# �©�å�¢�Ý

�Ð�Ý�³

�¥�å�¸�Ÿ�«
�º �©�«�¸�Ò

• • • • —

�Ç�“�–�”�˜�›�î�Ý  �Ô�î�» �­�Ÿ�×�Ü�¸�•  �¥�å�¸�Ÿ�«�º

�Ý�î�¸�µ�» 3ñ4# �©�å�¢�Ý

�Ð�Ý�³

 �¥�å�¸�Ÿ�«
�º �©�«�¸�Ò
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  E �Ó�î�Ý�b0¿��
0ò(ý�_��

• �� E �Ó�î�Ý�w�™*…�b3ã�•�\)…7Ÿ��>&P.15-8>' �†�g!·�K�Z�C�T�I�8��

• �� SMTP��>&P.15-8>' �†�g!·�K�Z�C�T�I�8��

• �� Logging Filters��>&P.15-12>' �†�g!·�K�Z�C�T�I�8��

E �Ó�î�Ý�w�™*…�b3ã�•�\)…7Ÿ

[Add/Edit E-Mail Recipient] �²�–�”�ß�¢�Î�µ�¡�«�[�c�
�æ���K�S5��±�Ø�†�â�X�©�«�¸�Ò  �ß�¢  �Ó�µ�­�î
�ª�†7Á�Ê�Ó�î�Ý  �Ó�µ�­�î�ª�\�K�Z3æ�™�M�•�
��
›�b7Á�Ê�Ó�î�Ý  �”�»�Þ�«�†0¿���[�A�r�M��

��
›7Á�Ê�Ó�î�Ý  �”�»�Þ�«�l�b�Ó�µ�­�î�ª�b�Ç�•�Ý�±�Ü�å�¢�_�Q#Ý�M�•5��±�Ø�Þ�Ë�Ý�c�
�G�G�[4E�¥�K
�S5��±�Ø�Þ�Ë�Ý�\�
 [Logging Filters] �Ì�–�å�[�M�m�Z�b7Á�Ê�Ó�î�Ý�w�™*…�_�P�K�Z0¿���K�S�¢�ß�î�Â�Ý  
�Ç�•�Ý�±�b5��±�Ø�Þ�Ë�Ý�b�:�U�
�V�)�_�6�•�‰�@�Q#Ý�I�€�r�M��

�Ç�•�î�Ý�»

• [Destination E-Mail Address]>84E�¥�K�S�©�«�¸�Ò  �ß�¢  �Ó�µ�­�î�ª�b�w�™*…�b7Á�Ê�Ó�î�Ý  �”�»�Þ�«
�†�æ���K�r�M��

• [Syslog Severity]>8�G�b�w�™*…�_3æ�™�I�€�•�©�«�¸�Ò  �ß�¢  �Ó�µ�­�î�ª�b5��±�Ø�Þ�Ë�Ý�†�æ���K�r
�M��

�Ô�î�»

���b/²�c�
�G�b�µ+��†�Q#Ý�[�A�•�Ô�î�»�†&g�K�S�v�b�[�M��

SMTP

[SMTP] �Ì�–�å�[�c�
$Î#Õ�K�S5�0[�–�Ë�å�º�†�”�Û�î�º�^�]�b7Á�Ê�Ó�î�Ý�[3û%±�M�•  SMTP �¡�Û�–�”
�å�º�†�–�¿�î�È�Ý�r�S�c�¹�•�­�î�È�Ý�_�[�A�r�M�� SMTP �§�î�Â�b  IP �”�»�Þ�«�†3ã�•�[�A�
�œ�É�©�Ù
�å�\�K�Z�Â�µ�¡�”�µ�É  SMTP �§�î�Â�b  IP �”�»�Þ�«�v3ã�•�[�A�r�M�� ASDM �c  IP �”�»�Þ�«�@�w� �?�]
�:�?�†&�1��K�r�O�‡���G�b�S�u�
�”�»�Þ�«�†�G&��_
°�Š�K�Z�C�T�I�8���G�b�Ì�–�å�_�”�¡�­�«�M�•�_
�c�
 [Configuration] > [Properties] > [Logging] > [Email Setup] �†4E�¥�K�r�M��

�Ç�•�î�Ý�»

• [Remote SMTP Server]>8�É�Û�–�Ð�Ü SMTP �§�î�Â�\�­�•�å�²�Ü  SMTP �§�î�Â�†0¿���[�A�r�M��

• [Primary Server IP Address]>8SMTP �§�î�Â�b  IP �”�»�Þ�«�†�æ���K�r�M��

• [Secondary Server IP Address (Optional)]>8�­�•�å�²�Ü  SMTP �§�î�Â�b  IP �”�»�Þ�«�†�œ�É�©�Ù�å
�[�æ���K�r�M��

�Ô�î�»

���b/²�c�
�G�b�µ+��†�Q#Ý�[�A�•�Ô�î�»�†&g�K�S�v�b�[�M��

�Ç�“�–�”�˜�›�î�Ý  �Ô�î�» �­�Ÿ�×�Ü�¸�•  �¥�å�¸�Ÿ�«�º

�Ý�î�¸�µ�» 3ñ4# �©�å�¢�Ý

�Ð�Ý�³

 �¥�å�¸�Ÿ�«
�º �©�«�¸�Ò
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  �–�Ë�å�º  �Ü�«�º
�–�Ë�å�º  �Ü�«�º
[Event Lists] �Ì�–�å�[�c�
�–�Ë�å�º�b�•�«�±�Ò  �Ü�«�º�†�8�B�[�A�r�M���G�b�Ü�«�º�c�
"I���b��
›�_
3æ�™�M�•�©�«�¸�Ò �ß�¢  �Ó�µ�­�î�ª�†4E�¥�M�•7•�_�Q#Ý�K�r�M���ß� �å�¢�†�–�¿�î�È�Ý�_�K�
 [Logging 
Setup] �Ì�–�å�†�Q#Ý�K�Z�ß� �å�¢  �Ã�Û�Ó�î�±�†0¿���K�S�}�
 [Event Lists] �Ì�–�å�[�–�Ë�å�º�b�Ü�«�º
�†�8�B�K�r�M>&0
�X�•>' ���G�€�}�b�–�Ë�å�º  �Ü�«�º�c�
 [Logging Filters] �Ì�–�å�[�–�Ë�å�º�b�Ü�«�º�H
�\�_�ß� �å�¢�b��
›�†�æ���M�•7•�_�Q#Ý�K�r�M���G�b�Ì�–�å�_�”�¡�­�«�M�•�_�c�
 [Configuration] > 
[Device Management] > [Logging] > [Event Lists] �†4E�¥�K�r�M��

�–�Ë�å�º  �Ü�«�º�b��*O�_�c�
���b  3 �X�b�ö =�†�Q#Ý�K�r�M��

• �Ó�µ�­�î�ª  �¡�Û�«

• 5��±�Ø

• �Ó�µ�­�î�ª  ID

�Ó�µ�­�î�ª  �¡�Û�«�\�c�
�­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�b�µ+��_6õ4��M�•�©�«�¸�Ò  �ß�¢  �Ó�µ�­�î�ª�b�¢
�Ý�î�É�[�M���Ó�µ�­�î�ª  �¡�Û�«�†�Q#Ý�M�•�\�
�Ó�µ�­�î�ª�H�\�_�¶�9�_�¡�Û�«�†�æ���M�•�b�[�c�^�C�

0
�X�b�Ó�µ�­�î�ª�?�}�B�•�¡�Û�«
²�/�†�æ���[�A�r�M���S�\�<�d�
 auth �¡�Û�«�†�Q#Ý�M�•�\�
�Ø�î�¨
1�0É�_6õ4��M�•�M�m�Z�b�©�«�¸�Ò  �ß�¢  �Ó�µ�­�î�ª�†4E�¥�[�A�r�M��

5��±�Ø�Þ�Ë�Ý�c�
�¿�µ�º�á�î�¡�b3û�–�µ+��_�>�E�•�–�Ë�å�º�b%&�P$×�^5�0[�Ø�_�ö�Y�8�Z�
�©�«�¸�Ò  
�ß�¢  �Ó�µ�­�î�ª�†�(8®�M�•�S�u�b�v�b�[�M���q�v9×�85��±�Ø�Þ�Ë�Ý�c  [Emergency] �[�
�Ü�¯�î�«�@�Q
#Ý�Y+��_�^�W�Z�8�•�G�\�†/²�K�r�M���q�v�*�85��±�Ø�Þ�Ë�Ý�c  [Debugging] �[�
�›�¿�µ�º�á�î�¡  �–�Ë
�å�º�_6õ�M�•0ò(ý�_���@3û%±�I�€�r�M��

�Ó�µ�­�î�ª  ID �c�
�›�Ó�µ�­�î�ª�†�M�–�_1‘�9�M�•�X�Í�[�M���–�Ë�å�º  �Ü�«�º�b�Ó�µ�­�î�ª  ID �†�Q#Ý
�M�€�d�
�6�•(
�V>& 101001 >|  101010 �^�]>'�_�“�M�•�©�«�¸�Ò  �ß�¢  �Ó�µ�­�î�ª�†1‘�9�[�A�r�M��

�Ç�•�î�Ý�»

• [Name]>8�–�Ë�å�º  �Ü�«�º�b�¡�S�†&g�K�r�M��

• [Event Class/Severity]>8�ß� �å�¢  �Ó�µ�­�î�ª�b�–�Ë�å�º  �¡�Û�«�\5��±�Ø�†&g�K�r�M���–�Ë�å�º  �¡
�Û�«�_�c�
���b�v�b�@�µ�r�€�r�M��

– [All] >8�M�m�Z�b�–�Ë�å�º  �¡�Û�«

– [auth]>8�Ø�î�¨1�0É

– [bridge]>8�º�Û�å�«�Ì�”�Þ�å�º  �Ç�“�–�”�˜�›�î�Ý

– [ca]>8PKI 1�0É�•

– [config]>8�¥�Ð�å�»  �–�å�±�î�Ç�™�–�«

– [ha]>8�Ç�™�î�Ý�œ�î�Â�î

– [ips]>8�u
°75�š�§�î�Å�«

– [ip]>8IP �«�±�µ�¡

– [np]>8�¿�µ�º�á�î�¡  �É�ß�­�µ�§

�Ç�“�–�”�˜�›�î�Ý  �Ô�î�» �­�Ÿ�×�Ü�¸�•  �¥�å�¸�Ÿ�«�º

�Ý�î�¸�µ�» 3ñ4# �©�å�¢�Ý

�Ð�Ý�³

�¥�å�¸�Ÿ�«
�º �©�«�¸�Ò

• • • • —
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'¨  15 'v       �ß� �å�¢�b0¿��
  �–�Ë�å�º  �Ü�«�º
– [ospf]>8OSPF �Ý�î�¸�•�å�¢

– [rip] >8RIP �Ý�î�¸�•�å�¢

– [rm]>8�Ü�¯�î�«  �Ð�¿�î�ª�Õ

– [session]>8�Ø�î�¨  �­�µ�©�Ù�å

– [snmp]>8SNMP

– [sys]>8�©�«�¸�Ò

5��±�Ø�Þ�Ë�Ý�c���b�\�>�~�[�M��

– Emergency>&�Þ�Ë�Ý 0�
�©�«�¸�Ò�@�Q#Ý�Y+�>'  

– Alert>&�Þ�Ë�Ý 1�
�6�ì�P���@�²0[>'  

– Critical>&�Þ�Ë�Ý 2�
�¡�Ü�¸�•�•�Ý�²�ó>'  

– Error>&�Þ�Ë�Ý 3�
�š�Û�î�²�ó>'  

– Warning>&�Þ�Ë�Ý 4�
1™�Ì�²�ó>'  

– Notification>&�Þ�Ë�Ý 5�
�G�–�T�@8§--�^�²�ó>'  

– Informational>&�Þ�Ë�Ý 6�
�_���Ó�µ�­�î�ª�b�s>'  

– Debugging>&�Þ�Ë�Ý 7�
�¹�Â�µ�¢�p�b�s/²&g>'

• [Message IDs]>8�Ç�•�Ý�±�_�µ�u�•�©�«�¸�Ò  �ß�¢  �Ó�µ�­�î�ª  ID �r�S�c  ID �b(
�V >&101001-101010 
�^�]>'�†�M0t/²&g�K�r�M��

�Ô�î�»

���b/²�c�
�G�b�µ+��†�Q#Ý�[�A�•�Ô�î�»�†&g�K�S�v�b�[�M��

0ò(ý�_��

• ���–�Ë�å�º  �Ü�«�º�b3ã�•�\)…7Ÿ�� >&P.15-10>' �†�g!·�K�Z�C�T�I�8��

• �� syslog �Ó�µ�­�î�ª  ID �Ç�•�Ý�±�b3ã�•�\)…7Ÿ�� >&P.15-12>' �†�g!·�K�Z�C�T�I�8��

• �� Logging Filters��>&P.15-12>' �†�g!·�K�Z�C�T�I�8��

�–�Ë�å�º  �Ü�«�º�b3ã�•�\)…7Ÿ

[Add/Edit Event List] �²�–�”�ß�¢�Î�µ�¡�«�[�c�
�–�Ë�å�º  �Ü�«�º�b�8�B�x)…7Ÿ�@�[�A�r�M���–�Ë�å�º  
�Ü�«�º�c�
�ß�¢�b��
›�_3æ�™�M�•�Ó�µ�­�î�ª�†�æ���M�•���œ�_�Q#Ý�[�A�r�M���8�B�K�S�–�Ë�å�º  �Ü�«
�º�[�c�
�Ó�µ�­�î�ª  �¡�Û�«�\5��±�Ø�Þ�Ë�Ý�
�r�S�c�Ó�µ�­�î�ª  ID �_�ö�Y�8�Z�Ó�µ�­�î�ª�†�Ç�•�Ý�±�Ü
�å�¢�[�A�r�M��

�Ó�µ�­�î�ª  �¡�Û�«�c�
4:�Â�º�­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�b�µ+��_6õ4��M�•�©�«�¸�Ò  �ß�¢  �Ó�µ�­�î�ª
�b�¢�Ý�î�É�[�M���–�Ë�å�º  �Ü�«�º�†�8�B�M�•�\�A�
�›�Ó�µ�­�î�ª�†�¶���_�æ���M�•�b�[�c�^�C�
�Ó�µ
�­�î�ª�b�¡�Û�«
²�/�†�æ���[�A�r�M���S�\�<�d�
 auth �¡�Û�«�†�Q#Ý�M�•�\�
�Ø�î�¨1�0É�_6õ4��M�•�M
�m�Z�b�©�«�¸�Ò  �ß�¢  �Ó�µ�­�î�ª�†4E�¥�[�A�r�M��

�Ç�“�–�”�˜�›�î�Ý  �Ô�î�» �­�Ÿ�×�Ü�¸�•  �¥�å�¸�Ÿ�«�º

�Ý�î�¸�µ�» 3ñ4# �©�å�¢�Ý

�Ð�Ý�³

�¥�å�¸�Ÿ�«
�º �©�«�¸�Ò

• • • • —
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'¨  15 'v       �ß� �å�¢�b0¿��
  �–�Ë�å�º  �Ü�«�º
5��±�Ø�Þ�Ë�Ý�c�
�¿�µ�º�á�î�¡�b3û�–�µ+��_�>�E�•�–�Ë�å�º�b%&�P$×�^5�0[�Ø�_�ö�Y�8�Z�
�©�«�¸�Ò  
�ß�¢  �Ó�µ�­�î�ª�†��*O�M�•�S�u�b�v�b�[�M���q�v9×�85��±�Ø�Þ�Ë�Ý�c  [Emergency] �[�
�Ü�¯�î�«�@�Q
#Ý�Y+��_�^�W�Z�8�•�G�\�†/²�K�r�M���q�v�*�85��±�Ø�Þ�Ë�Ý�c  [Debugging] �[�
�›�¿�µ�º�á�î�¡  �–�Ë
�å�º�_6õ�M�•0ò(ý�_���@3û%±�I�€�r�M��

�Ó�µ�­�î�ª  ID �c�
�›�Ó�µ�­�î�ª�†�M�–�_1‘�9�M�•�X�Í�[�M���–�Ë�å�º  �Ü�«�º�b�Ó�µ�­�î�ª  ID �†�Q#Ý
�M�€�d�
�6�•(
�V>& 101001 >|  101010 �^�]>'�_�“�M�•�©�«�¸�Ò  �ß�¢  �Ó�µ�­�î�ª�†1‘�9�[�A�r�M��

�Ç�•�î�Ý�»

• [Name]>8�–�Ë�å�º  �Ü�«�º�b�¡�S�†
°�Š�K�r�M��

• [Event Class]>8�–�Ë�å�º  �¡�Û�«�†�M0t/²&g�K�r�M���–�Ë�å�º  �¡�Û�«�_�c�
���b�v�b�@�µ�r�€�r�M��

– [All] >8�M�m�Z�b�–�Ë�å�º  �¡�Û�«

– [auth]>8�Ø�î�¨1�0É

– [bridge]>8�º�Û�å�«�Ì�”�Þ�å�º  �Ç�“�–�”�˜�›�î�Ý

– [ca]>8PKI 1�0É�•

– [config]>8�¥�Ð�å�»  �–�å�±�î�Ç�™�–�«

– [ha]>8�Ç�™�î�Ý�œ�î�Â�î

– [ips]>8�u
°75�š�§�î�Å�«

– [ip]>8IP �«�±�µ�¡

– [np]>8�¿�µ�º�á�î�¡  �É�ß�­�µ�§

– [ospf]>8OSPF �Ý�î�¸�•�å�¢

– [rip] >8RIP �Ý�î�¸�•�å�¢

– [rm]>8�Ü�¯�î�«  �Ð�¿�î�ª�Õ

– [session]>8�Ø�î�¨  �­�µ�©�Ù�å

– [snmp]>8SNMP

– [sys]>8�©�«�¸�Ò

• [Severity]>8�ß� �å�¢  �Ó�µ�­�î�ª�b�Þ�Ë�Ý�†�M0t/²&g�K�r�M��5��±�Ø�Þ�Ë�Ý�c���b�\�>�~�[�M��

– Emergency>&�Þ�Ë�Ý 0�
�©�«�¸�Ò�@�Q#Ý�Y+�>'  

– Alert>&�Þ�Ë�Ý 1�
�6�ì�P���@�²0[>'  

– Critical>&�Þ�Ë�Ý 2�
�¡�Ü�¸�•�•�Ý�²�ó>'  

– Error>&�Þ�Ë�Ý 3�
�š�Û�î�²�ó>'  

– Warning>&�Þ�Ë�Ý 4�
1™�Ì�²�ó>'  

– Notification>&�Þ�Ë�Ý 5�
�G�–�T�@8§--�^�²�ó>'  

– Informational>&�Þ�Ë�Ý 6�
�_���Ó�µ�­�î�ª�b�s>'  

– Debugging>&�Þ�Ë�Ý 7�
�¹�Â�µ�¢�p�b�s/²&g>'

• [Message IDs Filters]>8�Ç�•�Ý�±�_�µ�u�•�©�«�¸�Ò  �ß�¢  �Ó�µ�­�î�ª  ID �r�S�c�©�«�¸�Ò  �ß�¢  �Ó�µ
�­�î�ª  ID �b(
�V>& 101001-101010 �^�]>'�†�M0t/²&g�K�r�M��

�Ô�î�»

���b/²�c�
�G�b�µ+��†�Q#Ý�[�A�•�Ô�î�»�†&g�K�S�v�b�[�M��
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'¨  15 'v       �ß� �å�¢�b0¿��
  Logging Filters
syslog �Ó�µ�­�î�ª  ID �Ç�•�Ý�±�b3ã�•�\)…7Ÿ

[Add/Edit Syslog Message ID Filter] �²�–�”�ß�¢�Î�µ�¡�«�[�c�
 �–�Ë�å�º  �Ü�«�º�_�µ�u�•�©�«�¸�Ò  �ß�¢  
�Ó�µ�­�î�ª  ID �†�æ���[�A�r�M>&0
�X�•>' ��

�Ç�•�î�Ý�»

• [Message IDs]>80°6��M�•�©�«�¸�Ò  �ß�¢  �Ó�µ�­�î�ª  ID �r�S�c  ID �b(
�V�†�æ���K�r�M��(
�V�†�æ��
�M�•�_�c�
�Á�–�Ç�å�†�Q#Ý�K�r�M>& 101001-101010 �^�]>' ��

�Ô�î�»

���b/²�c�
�G�b�µ+��†�Q#Ý�[�A�•�Ô�î�»�†&g�K�S�v�b�[�M��

Logging Filters
[Logging Filters] �Ì�–�å�[�c�
�Ó�µ�­�î�ª  �Ç�•�Ý�±�†�ß�¢�b��
›�_4:#Ý�[�A�r�M���ß�¢�b��
›�_4:#Ý�I
�€�S�Ç�•�Ý�±�_�|�~�
�Q�b��
›�_3æ�™�M�•�Ó�µ�­�î�ª�@4E�¥�I�€�r�M���Ó�µ�­�î�ª  �¡�Û�«�>�|�g5��±
�Ø�Þ�Ë�Ý�_�‘�W�Z�Ó�µ�­�î�ª�†�Ç�•�Ý�±�Ü�å�¢�[�A�•�o�?�
 [Event Lists] �Ì�–�å�[�8�B�•+��^�–�Ë�å�º  
�Ü�«�º�†�Q#Ý�M�•�G�\�v�[�A�r�M���G�b�Ì�–�å�_�”�¡�­�«�M�•�_�c�
 [Configuration] > [Device 
Management] > [Logging] > [Logging Filters] �†4E�¥�K�r�M��

�Ç�•�î�Ý�»

• [Logging Destination]>8�Ç�•�Ý�±�†4:#Ý�[�A�•�ß� �å�¢�b��
›�b�¡�S�†�M0t/²&g�K�r�M���ß� �å�¢

›�c���b�\�>�~�[�M��

– �¥�å�¯�î�Ý

– �­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«

– Syslog �§�î�Â

– SNMP �º�Û�µ�É

– 7Á�Ê�Ó�î�Ý

– 
Æ4Š�Â�µ�Ç�“

– Telnet �­�µ�©�Ù�å

�Ç�“�–�”�˜�›�î�Ý  �Ô�î�» �­�Ÿ�×�Ü�¸�•  �¥�å�¸�Ÿ�«�º

�Ý�î�¸�µ�» 3ñ4# �©�å�¢�Ý

�Ð�Ý�³

�¥�å�¸�Ÿ�«
�º �©�«�¸�Ò

• • • • —

�Ç�“�–�”�˜�›�î�Ý  �Ô�î�» �­�Ÿ�×�Ü�¸�•  �¥�å�¸�Ÿ�«�º

�Ý�î�¸�µ�» 3ñ4# �©�å�¢�Ý

�Ð�Ý�³

�¥�å�¸�Ÿ�«
�º �©�«�¸�Ò

• • • • —
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'¨  15 'v       �ß� �å�¢�b0¿��
  Logging Filters
• [Syslogs From All Event Classes]>8�ß�¢�b��
›�l�b�Ó�µ�­�î�ª�†�Ç�•�Ý�±�Ü�å�¢�M�•7•�_�Q#Ý�M�•
5��±�Ø�x�–�Ë�å�º  �¡�Û�«�@�M0t/²&g�I�€�•�o�?�
�M�m�Z�b�–�Ë�å�º  �¡�Û�«�_�P�K�Z�ß� �å�¢�†
�¹�•�­�î�È�Ý�_�M�•�?�]�:�?�†4E�¥�M�•�G�\�v�[�A�r�M��

• [Syslogs From Specific Event Classes]>8�ß�¢�b��
›�l�b�Ó�µ�­�î�ª�b�Ç�•�Ý�±�Ü�å�¢�_�Q#Ý�M�•�–
�Ë�å�º  �¡�Û�«�†�M0t/²&g�K�r�M��

�Ô�î�»

���b/²�c�
�G�b�µ+��†�Q#Ý�[�A�•�Ô�î�»�†&g�K�S�v�b�[�M��

0ò(ý�_��

• ���ß� �å�¢  �Ç�•�Ý�±�b)…7Ÿ�� >&P.15-13>' �†�g!·�K�Z�C�T�I�8��

• �� syslog �Ó�µ�­�î�ª  ID �Ç�•�Ý�±�b3ã�•�\)…7Ÿ�� >&P.15-12>' �†�g!·�K�Z�C�T�I�8��

• ���¡�Û�«�>�|�g5��±�Ø�_�|�•�Ç�•�Ý�±�b3ã�•�\)…7Ÿ�� >&P.15-14>' �†�g!·�K�Z�C�T�I�8��

• ���–�Ë�å�º  �Ü�«�º�� >&P.15-9>' �†�g!·�K�Z�C�T�I�8��

�ß� �å�¢  �Ç�•�Ý�±�b)…7Ÿ

[Edit Logging Filters] �²�–�”�ß�¢�Î�µ�¡�«�[�c�
�ß�¢�b�›��
›�_�P�M�•�Ç�•�Ý�±�b4:#Ý�
�M�[�_�ß�¢�b
��
›�_4:#Ý�I�€�Z�8�•�Ç�•�Ý�±�b)…7Ÿ�
�ß�¢�b��
›�_�P�M�•�Ç�•�Ý�±�b�¹�•�­�î�È�Ý�ì�@�•+��[�M��
�Ó�µ�­�î�ª  �¡�Û�«�>�|�g5��±�Ø�Þ�Ë�Ý�_�‘�W�Z�Ó�µ�­�î�ª�†�Ç�•�Ý�±�Ü�å�¢�[�A�•�o�?�
 [Event Lists] 
�Ì�–�å�[�8�B�•+��^�–�Ë�å�º  �Ü�«�º�†�Q#Ý�M�•�G�\�v�[�A�r�M��

�Ç�•�î�Ý�»

• [Logging Destination]>8�G�b�Ç�•�Ý�±�_�P�K�Z�ß� �å�¢�b��
›�†�æ���K�r�M��

• [Filter on severity]>85��±�Ø�Þ�Ë�Ý�_�‘�W�Z�
�©�«�¸�Ò  �ß�¢  �Ó�µ�­�î�ª�†�Ç�•�Ý�±�Ü�å�¢�K�r�M��

– [Filter on severity]>8�Ç�•�Ý�±�Ü�å�¢�†/œ�:�©�«�¸�Ò  �ß�¢  �Ó�µ�­�î�ª�b�Þ�Ë�Ý�†�æ���K�r�M��

• [Use event list]>8�G�b�Ç�•�Ý�±�l�b�–�Ë�å�º  �Ü�«�º�b�Q#Ý�†�æ���K�r�M��

– [Use event]>8�Q#Ý�M�•�–�Ë�å�º  �Ü�«�º�†�æ���K�r�M��

• [New]>8�‚�K�8�–�Ë�å�º  �Ü�«�º�†3ã�•�[�A�r�M��

• [Disable logging from all event classes]>84E�¥�K�S��
›�l�b�M�m�Z�b�ß� �å�¢�†�¹�•�­�î�È�Ý�_�K
�r�M��

• [Event Class]>8�–�Ë�å�º  �¡�Û�«�†�æ���K�r�M���–�Ë�å�º  �¡�Û�«�_�c�
���b�v�b�@�µ�r�€�r�M��

– [All] >8�M�m�Z�b�–�Ë�å�º  �¡�Û�«

– [auth]>8�Ø�î�¨1�0É

– [bridge]>8�º�Û�å�«�Ì�”�Þ�å�º  �Ç�“�–�”�˜�›�î�Ý

– [ca]>8PKI 1�0É�•

�Ç�“�–�”�˜�›�î�Ý  �Ô�î�» �­�Ÿ�×�Ü�¸�•  �¥�å�¸�Ÿ�«�º

�Ý�î�¸�µ�» 3ñ4# �©�å�¢�Ý

�Ð�Ý�³

�¥�å�¸�Ÿ�«
�º �©�«�¸�Ò
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'¨  15 'v       �ß� �å�¢�b0¿��
  Logging Filters
– [config]>8�¥�Ð�å�»  �–�å�±�î�Ç�™�–�«

– [ha]>8�Ç�™�î�Ý�œ�î�Â�î

– [ips]>8�u
°75�š�§�î�Å�«

– [ip]>8IP �«�±�µ�¡

– [np]>8�¿�µ�º�á�î�¡  �É�ß�­�µ�§

– [ospf]>8OSPF �Ý�î�¸�•�å�¢

– [rip] >8RIP �Ý�î�¸�•�å�¢

– [rm]>8�Ü�¯�î�«  �Ð�¿�î�ª�Õ

– [session]>8�Ø�î�¨  �­�µ�©�Ù�å

– [snmp]>8SNMP

– [sys]>8�©�«�¸�Ò

• [Severity]>8�ß� �å�¢  �Ó�µ�­�î�ª�b�Þ�Ë�Ý�†�æ���K�r�M��5��±�Ø�c���b�\�>�~�[�M��

– Emergency>&�Þ�Ë�Ý 0�
�©�«�¸�Ò�@�Q#Ý�Y+�>'  

– Alert>&�Þ�Ë�Ý 1�
�6�ì�P���@�²0[>'  

– Critical>&�Þ�Ë�Ý 2�
�¡�Ü�¸�•�•�Ý�²�ó>'  

– Error>&�Þ�Ë�Ý 3�
�š�Û�î�²�ó>'  

– Warning>&�Þ�Ë�Ý 4�
1™�Ì�²�ó>'  

– Notification>&�Þ�Ë�Ý 5�
�G�–�T�@8§--�^�²�ó>'  

– Informational>&�Þ�Ë�Ý 6�
�_���Ó�µ�­�î�ª�b�s>'  

– Debugging>&�Þ�Ë�Ý 7�
�¹�Â�µ�¢�p�b�s/²&g>'

�Ô�î�»

���b/²�c�
�G�b�µ+��†�Q#Ý�[�A�•�Ô�î�»�†&g�K�S�v�b�[�M��

�¡�Û�«�>�|�g5��±�Ø�_�|�•�Ç�•�Ý�±�b3ã�•�\)…7Ÿ

[Add/Edit Class and Severity Filter] �²�–�”�ß�¢�Î�µ�¡�«�[�c�
 �Ó�µ�­�î�ª�b�Ç�•�Ý�±�Ü�å�¢�_�Q#Ý�M�•
�Ó�µ�­�î�ª  �¡�Û�«�>�|�g5��±�Ø�Þ�Ë�Ý�†�æ���[�A�r�M��

�Ó�µ�­�î�ª  �¡�Û�«�c�
4:�Â�º�­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�b�µ+��_6õ4��M�•�©�«�¸�Ò  �ß�¢  �Ó�µ�­�î�ª
�b�¢�Ý�î�É�[�M���–�Ë�å�º  �Ü�«�º�†�8�B�M�•�\�A�
�›�Ó�µ�­�î�ª�†�¶���_�æ���M�•�b�[�c�^�C�
�Ó�µ
�­�î�ª�b�¡�Û�«
²�/�†�æ���[�A�r�M���S�\�<�d�
 auth �¡�Û�«�†�Q#Ý�M�•�\�
�Ø�î�¨1�0É�_6õ4��M�•�M
�m�Z�b�©�«�¸�Ò  �ß�¢  �Ó�µ�­�î�ª�†4E�¥�[�A�r�M��

�Ç�“�–�”�˜�›�î�Ý  �Ô�î�» �­�Ÿ�×�Ü�¸�•  �¥�å�¸�Ÿ�«�º

�Ý�î�¸�µ�» 3ñ4# �©�å�¢�Ý

�Ð�Ý�³

�¥�å�¸�Ÿ�«
�º �©�«�¸�Ò

• • • • —
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'¨  15 'v       �ß� �å�¢�b0¿��
  Logging Filters
5��±�Ø�Þ�Ë�Ý�c�
�¿�µ�º�á�î�¡�b3û�–�µ+��_�>�E�•�–�Ë�å�º�b%&�P$×�^5�0[�Ø�_�ö�Y�8�Z�
�©�«�¸�Ò  
�ß�¢�†��*O�M�•�S�u�b�v�b�[�M���q�v9×�85��±�Ø�Þ�Ë�Ý�c  [Emergency] �[�
�Ü�¯�î�«�@�Q#Ý�Y+��_
�^�W�Z�8�•�G�\�†/²�K�r�M���q�v�*�85��±�Ø�Þ�Ë�Ý�c  [Debugging] �[�
�›�¿�µ�º�á�î�¡  �–�Ë�å�º�_6õ
�M�•0ò(ý�_���@3û%±�I�€�r�M��

�Ç�•�î�Ý�»

• [Event Class]>8�–�Ë�å�º  �¡�Û�«�†�æ���K�r�M���–�Ë�å�º  �¡�Û�«�_�c�
���b�v�b�@�µ�r�€�r�M��

– [All] >8�M�m�Z�b�–�Ë�å�º  �¡�Û�«

– [auth]>8�Ø�î�¨1�0É

– [bridge]>8�º�Û�å�«�Ì�”�Þ�å�º  �Ç�“�–�”�˜�›�î�Ý

– [ca]>8PKI 1�0É�•

– [config]>8�¥�Ð�å�»  �–�å�±�î�Ç�™�–�«

– [ha]>8�Ç�™�î�Ý�œ�î�Â�î

– [ips]>8�u
°75�š�§�î�Å�«

– [ip]>8IP �«�±�µ�¡

– [np]>8�¿�µ�º�á�î�¡  �É�ß�­�µ�§

– [ospf]>8OSPF �Ý�î�¸�•�å�¢

– [rip] >8RIP �Ý�î�¸�•�å�¢

– [rm]>8�Ü�¯�î�«  �Ð�¿�î�ª�Õ

– [session]>8�Ø�î�¨  �­�µ�©�Ù�å

– [snmp]>8SNMP

– [sys]>8�©�«�¸�Ò

• [Severity]>8�ß� �å�¢  �Ó�µ�­�î�ª�b�Þ�Ë�Ý�†�æ���K�r�M��5��±�Ø�c���b�\�>�~�[�M��

– Emergency>&�Þ�Ë�Ý 0�
�©�«�¸�Ò�@�Q#Ý�Y+�>'  

– Alert>&�Þ�Ë�Ý 1�
�6�ì�P���@�²0[>'  

– Critical>&�Þ�Ë�Ý 2�
�¡�Ü�¸�•�•�Ý�²�ó>'  

– Error>&�Þ�Ë�Ý 3�
�š�Û�î�²�ó>'  

– Warning>&�Þ�Ë�Ý 4�
1™�Ì�²�ó>'  

– Notification>&�Þ�Ë�Ý 5�
�G�–�T�@8§--�^�²�ó>'  

– Informational>&�Þ�Ë�Ý 6�
�_���Ó�µ�­�î�ª�b�s>'  

– Debugging>&�Þ�Ë�Ý 7�
�¹�Â�µ�¢�p�b�s/²&g>'

�Ô�î�»

���b/²�c�
�G�b�µ+��†�Q#Ý�[�A�•�Ô�î�»�†&g�K�S�v�b�[�M��

�Ç�“�–�”�˜�›�î�Ý  �Ô�î�» �­�Ÿ�×�Ü�¸�•  �¥�å�¸�Ÿ�«�º

�Ý�î�¸�µ�» 3ñ4# �©�å�¢�Ý

�Ð�Ý�³

�¥�å�¸�Ÿ�«
�º �©�«�¸�Ò
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'¨  15 'v       �ß� �å�¢�b0¿��
  Rate Limit
syslog �Ó�µ�­�î�ª  ID �Ç�•�Ý�±�b3ã�•�\)…7Ÿ

[Add/Edit Syslog Message ID Filter] �²�–�”�ß�¢�Î�µ�¡�«�[�c�
�–�Ë�å�º  �Ü�«�º  �Ç�•�Ý�±�_�µ�u�•�¶��
�b�©�«�¸�Ò  �ß�¢  �Ó�µ�­�î�ª  ID �r�S�c�©�«�¸�Ò  �ß�¢  �Ó�µ�­�î�ª  ID �b(
�V�†�æ���[�A�r�M��

�Ç�•�î�Ý�»

• [Message IDs]>8�©�«�¸�Ò  �ß�¢  �Ó�µ�­�î�ª  ID�
�r�S�c  ID �b(
�V�†�æ���K�r�M��(
�V�†�æ���M�•�_
�c�
�Á�–�Ç�å�†�Q#Ý�K�r�M>& 101001-101010 �^�]>' ��

�Ô�î�»

���b/²�c�
�G�b�µ+��†�Q#Ý�[�A�•�Ô�î�»�†&g�K�S�v�b�[�M��

Rate Limit
[Rate Limit] �Ì�–�å�[�c�
�Ç�“�–�”�˜�›�î�Ý�?�}3æ�™�[�A�•�©�«�¸�Ò  �ß�¢  �Ó�µ�­�î�ª�b�X�†�æ���[�A
�r�M���Ó�µ�­�î�ª  �ß� �å�¢  �Þ�Ë�Ý�b�Þ�î�º�D7H�†
½�/$×�_�æ���K�Z�
"I���b�Ó�µ�­�î�ª�b�Þ�î�º�†�D
7H�M�•�G�\�@�[�A�r�M���Þ�î�º  �Þ�Ë�Ý�c�
5��±�Ø�Þ�Ë�Ý�r�S�c�Ó�µ�­�î�ª  ID �_�c4:#Ý�I�€�r�M�@�
��

›�_�c4:#Ý�I�€�r�O�‡���Q�b�S�u�
�Þ�î�º�D7H�b&ì�Ø�_�|�W�Z�c�
0¿���í�s�b��
›�M�m�Z�_3æ�™�I�€�•
�Ó�µ�­�î�ª�b5��@�š�f�I�€�•�G�\�_�^�~�r�M���G�b�Ì�–�å�_�”�¡�­�«�M�•�_�c�
 [Configuration] > 
[Device Management] > [Logging] > [Rate Limit] �†4E�¥�K�r�M��

�Ç�•�î�Ý�»

syslog �ß� �å�¢  �Þ�Ë�Ý�b�Þ�î�º�D7H�­�¡�©�Ù�å

• [Logging Level]>8�Ó�µ�­�î�ª�b5��±�Ø�Þ�Ë�Ý�†�M0t/²&g�K�r�M���Þ�Ë�Ý�c���b�|�:�_��*O�I�€�Z
�8�r�M��

– Disabled>&�ß� �å�¢�^�K>'

– Emergency>&�Þ�Ë�Ý 0�
�©�«�¸�Ò�@�Q#Ý�Y+�>'

– Alert>&�Þ�Ë�Ý 1�
�6�ì�P���@�²0[>'

– Critical>&�Þ�Ë�Ý 2�
�¡�Ü�¸�•�•�Ý�²�ó>'

– Error>&�Þ�Ë�Ý 3�
�š�Û�î�²�ó>'

– Warning>&�Þ�Ë�Ý 4�
1™�Ì�²�ó>'

– Notification>&�Þ�Ë�Ý 5�
�G�–�T�@8§--�^�²�ó>'

– Informational>&�Þ�Ë�Ý 6�
�_���Ó�µ�­�î�ª�b�s>'

– Debugging>&�Þ�Ë�Ý 7�
�¹�Â�µ�¢�p�b�s/²&g>'

• [No of Messages]>83æ�™�I�€�•�Ó�µ�­�î�ª�X�†/²&g�K�r�M���Ó�µ�­�î�ª�X�†�D7H�^�K�_�M�•���œ
�c�
 [Number of Messages] �Ç�•�î�Ý�»�>�|�g  [Time Interval] �Ç�•�î�Ý�»�†�\�v�_�È�Û�å�¡�b�r�r
�_�K�r�M��

�Ç�“�–�”�˜�›�î�Ý  �Ô�î�» �­�Ÿ�×�Ü�¸�•  �¥�å�¸�Ÿ�«�º

�Ý�î�¸�µ�» 3ñ4# �©�å�¢�Ý

�Ð�Ý�³

�¥�å�¸�Ÿ�«
�º �©�«�¸�Ò
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'¨  15 'v       �ß� �å�¢�b0¿��
  Rate Limit
• [Interval (Seconds)]>8�G�b�ß� �å�¢  �Þ�Ë�Ý�[3æ�™�[�A�•�Ó�µ�­�î�ª�X�†�D7H�M�•�b�_�Q#Ý�I�€�•6ë
7x�†�
&Ê�X�[/²&g�K�r�M���Ó�µ�­�î�ª�X�†�D7H�^�K�_�M�•���œ�c�
 [Number of Messages] �>�|�g  
[Time Interval] �†�\�v�_�È�Û�å�¡�b�r�r�_�K�r�M��

• [Edit]>8�¸�î�È�Ý�?�}�ß� �å�¢  �Þ�Ë�Ý�†4E�¥�K�
�G�b�Î�±�å�†�¡�Ü�µ�¡�K�Z  [Edit Rate Limit] �²�–
�”�ß�¢�Î�µ�¡�«�†6ä�A�r�M���G�b�²�–�”�ß�¢�Î�µ�¡�«�[�c�
4E�¥�K�S�ß� �å�¢  �Þ�Ë�Ý�b�É�ß�Ã
�¸�•�†)…7Ÿ�[�A�r�M��

�¶�9�_�Þ�î�º�D7H�I�€�S  syslog �Ó�µ�­�î�ª  �­�¡�©�Ù�å

• [Syslog ID]>8�D7H�I�€�Z�8�•�©�«�¸�Ò  �ß�¢  �Ó�µ�­�î�ª�b  ID �†/²&g�K�r�M��

• [Logging Level]>8�Ó�µ�­�î�ª�b5��±�Ø�Þ�Ë�Ý�†/²&g�K�r�M��5��±�Ø�Þ�Ë�Ý�b�Ü�«�º�_�X�8�Z�c�

�� syslog �ß� �å�¢  �Þ�Ë�Ý�b�Þ�î�º�D7H�­�¡�©�Ù�å�� >&P.15-16>' �†�g!·�K�Z�C�T�I�8��

• [No of Messages]>8�æ���K�S�ì6ë
Æ�_3æ�™�[�A�•�Ó�µ�­�î�ª�b�q�±�X�†/²&g�K�r�M��

• [Interval (Seconds)]>8�©�«�¸�Ò  �ß�¢  �Ó�µ�­�î�ª�b�D7H�_�Q#Ý�I�€�•6ë7x�†&Ê�X�[/²&g�K�r�M��

• [Add]>8"I���b�Ó�µ�­�î�ª�b�Þ�î�º�†�D7H�M�•���œ�_�¡�Ü�µ�¡�K�r�M��

�Ô�î�»

���b/²�c�
�G�b�µ+��†�Q#Ý�[�A�•�Ô�î�»�†&g�K�S�v�b�[�M��

0ò(ý�_��

• �� syslog �ß� �å�¢  �Þ�Ë�Ý�_�P�M�•�Þ�î�º�D7H�b)…7Ÿ�� >&P.15-17>' �†�g!·�K�Z�C�T�I�8��

• �� syslog �Ó�µ�­�î�ª�_�P�M�•�Þ�î�º�D7H�b3ã�•�\�P7V�� >&P.15-18>' �†�g!·�K�Z�C�T�I�8��

syslog �ß� �å�¢  �Þ�Ë�Ý�_�P�M�•�Þ�î�º�D7H�b)…7Ÿ

[Edit Rate Limit for Syslog Logging Level] �Î�µ�¡�«�[�c�
�æ���K�S�ì6ë6ë7x�_�Ç�“�–�”�˜�›�î�Ý�@3æ
�™�[�A�•�Ó�µ�­�î�ª�X�†�D7H�K�r�M��

�Ç�•�î�Ý�»

syslog �ß� �å�¢  �Þ�Ë�Ý�b�Þ�î�º�D7H�­�¡�©�Ù�å

• [Logging Level]>84E�¥�K�S�Ó�µ�­�î�ª�b5��±�Ø�Þ�Ë�Ý�†/²&g�K�r�M��"I���b�Ó�µ�­�î�ª  ID �b�Þ�î
�º�D7H�†�š�f�M�•�\�
�ß� �å�¢  �Þ�Ë�Ý�†�æ���[�A�•���œ�@�6�~�r�M���Þ�Ë�Ý�c���b�|�:�_��*O�I
�€�Z�8�r�M��

– Disabled>&�ß� �å�¢�^�K>'

– Emergency>&�Þ�Ë�Ý 0�
�©�«�¸�Ò�@�Q#Ý�Y+�>'

– Alert>&�Þ�Ë�Ý 1�
�6�ì�P���@�²0[>'

– Critical>&�Þ�Ë�Ý 2�
�¡�Ü�¸�•�•�Ý�²�ó>'

– Error>&�Þ�Ë�Ý 3�
�š�Û�î�²�ó>'

�Ç�“�–�”�˜�›�î�Ý  �Ô�î�» �­�Ÿ�×�Ü�¸�•  �¥�å�¸�Ÿ�«�º

�Ý�î�¸�µ�» 3ñ4# �©�å�¢�Ý

�Ð�Ý�³

�¥�å�¸�Ÿ�«
�º �©�«�¸�Ò
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'¨  15 'v       �ß� �å�¢�b0¿��
  Rate Limit
– Warning>&�Þ�Ë�Ý 4�
1™�Ì�²�ó>'

– Notification>&�Þ�Ë�Ý 5�
�G�–�T�@8§--�^�²�ó>'

– Informational>&�Þ�Ë�Ý 6�
�_���Ó�µ�­�î�ª�b�s>'

– Debugging>&�Þ�Ë�Ý 7�
�¹�Â�µ�¢�p�b�s/²&g>'

• [No of Messages]>8�G�b�ß� �å�¢  �Þ�Ë�Ý�[3æ�™�•+��^�Ó�µ�­�î�ª�b�q�±�X�†�æ���K�r�M��

• [Time Interval (seconds)]>8�G�b�ß� �å�¢  �Þ�Ë�Ý�[�b�Ó�µ�­�î�ª�b�Þ�î�º�†�D7H�M�•�\�A�_�Q#Ý�I
�€�•�ì6ë�†�
&Ê�X�[�æ���K�r�M��

�Ô�î�»

���b/²�c�
�G�b�µ+��†�Q#Ý�[�A�•�Ô�î�»�†&g�K�S�v�b�[�M��

syslog �Ó�µ�­�î�ª�_�P�M�•�Þ�î�º�D7H�b3ã�•�\�P7V

[Add/Edit Rate Limit for Syslog Message] �²�–�”�ß�¢�Î�µ�¡�«�[�c�
 �Þ�î�º�D7H�†"I���b�©�«�¸�Ò  �ß�¢  
�Ó�µ�­�î�ª�_�m�~�\�Z�•�G�\�@�[�A�r�M��

�Ç�•�î�Ý�»

• [Syslog Message ID]>8�D7H�M�•�©�«�¸�Ò  �ß�¢  �Ó�µ�­�î�ª�b�Ó�µ�­�î�ª  ID �†�æ���K�r�M��

• [Number of Messages]>8�æ���I�€�S�ì6ë6ë7x�_�G�b�Ó�µ�­�î�ª�†3æ�™�[�A�•�q�±�G�X�†�æ���K�r
�M��

• [Time Interval]>8�æ���K�S�Ó�µ�­�î�ª�b�D7H�_�Q#Ý�I�€�•�ì6ë�†&Ê�X�[�æ���K�r�M��

>&�@>' �Ó�µ�­�î�ª�X�†�D7H�^�K�_�M�•���œ�c�
 [Number of Messages] �Ç�•�î�Ý�»�>�|�g  [Time Interval] 
�Ç�•�î�Ý�»�†�\�v�_�È�Û�å�¡�b�r�r�_�K�r�M��

�Ô�î�»

���b/²�c�
�G�b�µ+��†�Q#Ý�[�A�•�Ô�î�»�†&g�K�S�v�b�[�M��

�Ç�“�–�”�˜�›�î�Ý  �Ô�î�» �­�Ÿ�×�Ü�¸�•  �¥�å�¸�Ÿ�«�º

�Ý�î�¸�µ�» 3ñ4# �©�å�¢�Ý

�Ð�Ý�³

�¥�å�¸�Ÿ�«
�º �©�«�¸�Ò

• • • • —

�Ç�“�–�”�˜�›�î�Ý  �Ô�î�» �­�Ÿ�×�Ü�¸�•  �¥�å�¸�Ÿ�«�º

�Ý�î�¸�µ�» 3ñ4# �©�å�¢�Ý

�Ð�Ý�³

�¥�å�¸�Ÿ�«
�º �©�«�¸�Ò
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  Syslog �§�î�Â
Syslog �§�î�Â
[Syslog Servers] �Ì�–�å�[�c�
�­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�?�}3æ�™�I�€�•�©�«�¸�Ò  �ß�¢  �Ó�µ�­�î�ª
�b��
›�\�^�•  syslog �§�î�Â�†�æ���[�A�r�M���æ���K�S  syslog �§�î�Â�†�Q#Ý�M�•�_�c�
 [Logging Setup] 
�Ì�–�å�†�Q#Ý�K�Z�ß� �å�¢�†�–�¿�î�È�Ý�_�K�
 [Logging Filters] �Ì�–�å�[�Q#Ý�•+��^��
›�†0¿���M�•�²
0[�@�6�~�r�M���G�b�Ì�–�å�_�”�¡�­�«�M�•�_�c�
 [Configuration] > [Device Management] > [Logging] 
> [Syslog Server] �†4E�¥�K�r�M��

>&�@>' �­�Ÿ�×�Ü�¸�•  �¥�å�¸�Ÿ�«�º�H�\�_�q�±  4 �X�b  syslog �§�î�Â�†0¿���[�A�r�M��

�Ç�•�î�Ý�»

• [Interface]>8syslog �§�î�Â�\�b3û�™�_�Q#Ý�M�•�–�å�±�î�Ç�™�–�«�†/²&g�K�r�M��

• [IP Address]>8syslog �§�î�Â�\�b3û�™�_�Q#Ý�I�€�•�–�å�±�î�Ç�™�–�«�b  IP �”�»�Þ�«�†/²&g�K�r�M��

• [Protocol/Port]>8syslog �§�î�Â�@�­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�\�b3û�™�_�Q#Ý�M�•�É�ß�º�¥�Ý�>�|
�g�Ï�î�º�†/²&g�K�r�M��

• [EMBLEM] >8�Ó�µ�­�î�ª�†  Cisco EMBLEM �g�'>& [Protocol/Port] 0¿���[  UDP �@4E�¥�I�€�Z�8�•
���œ�_�b�s�Q#Ý�•+�>'�[0°6��M�•�?�]�:�?�†�æ���K�r�M��

• [Queue Size]>8syslog �§�î�Â�@�Å�ª�î"g�Â�b���œ�
�­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�[�Ÿ�×�î�_
°�€�•
�G�\�@�[�A�•�Ó�µ�­�î�ª�X�†�æ���K�r�M���Í�@�®�ß�b���œ�c�
�Ÿ�×�î�_
°�€�}�€�•�Ó�µ�­�î�ª�X�@
!“�D7H�_�^�~�r�M��

• [Allow user traffic to pass when TCP syslog server is down]>8syslog �§�î�Â�@�²�˜�å�K�Z�8�•���œ
�_�
�M�m�Z�b�º�Û�Ç�•�µ�¡�†�D7H�M�•�?�]�:�?�†�æ���K�r�M��

�Ô�î�»

���b/²�c�
�G�b�µ+��†�Q#Ý�[�A�•�Ô�î�»�†&g�K�S�v�b�[�M��

0ò(ý�_��

• �� syslog �§�î�Â�b3ã�•�\)…7Ÿ�� >&P.15-19>' �†�g!·�K�Z�C�T�I�8��

• ���ß� �å�¢�b0¿���� >&P.15-2>' �†�g!·�K�Z�C�T�I�8��

• �� Logging Filters��>&P.15-12>' �†�g!·�K�Z�C�T�I�8��

syslog �§�î�Â�b3ã�•�\)…7Ÿ

[Add/Edit Syslog Server] �²�–�”�ß�¢�Î�µ�¡�«�[�c�
�­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�?�}3æ�™�I�€�•�©�«
�¸�Ò  �ß�¢  �Ó�µ�­�î�ª�b��
›�\�^�•  syslog �§�î�Â�†3ã�•�r�S�c)…7Ÿ�[�A�r�M�� �æ���K�S  syslog �§�î�Â�†
�Q#Ý�M�•�_�c�
 [Logging Setup] �Ì�–�å�[�ß� �å�¢�†�–�¿�î�È�Ý�_�K�
 [Logging Filters] �Ì�–�å�[�
�æ
���K�S�Ç�•�Ý�±�†�ß�¢�b��
›�_�P�K�Z0¿���M�•�²0[�@�6�~�r�M��

�Ç�“�–�”�˜�›�î�Ý  �Ô�î�» �­�Ÿ�×�Ü�¸�•  �¥�å�¸�Ÿ�«�º

�Ý�î�¸�µ�» 3ñ4# �©�å�¢�Ý

�Ð�Ý�³

�¥�å�¸�Ÿ�«
�º �©�«�¸�Ò

• • • • —
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'¨  15 'v       �ß� �å�¢�b0¿��
  SMTP
>&�@>' �¥�å�¸�Ÿ�«�º�H�\�_�q�±  4 �X�b  syslog �§�î�Â�†0¿���[�A�r�M��

�Ç�•�î�Ý�»

• [Interface]>8syslog �§�î�Â�\�b3û�™�_�Q#Ý�M�•�–�å�±�î�Ç�™�–�«�†�æ���K�r�M��

• [IP Address]>8syslog �§�î�Â�\�b3û�™�_�Q#Ý�M�•  IP �”�»�Þ�«�†�æ���K�r�M��

• [Protocol]>8syslog �§�î�Â�@�­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�\�b3û�™�_�Q#Ý�M�•�É�ß�º�¥�Ý>& TCP �r
�S�c  UDP>'�†/²&g�K�r�M��

• [Port]>8syslog �§�î�Â�@�­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�\�b3û�™�_�Q#Ý�M�•�Ï�î�º�†�æ���K�r�M��

• [Log messages in Cisco EMBLEM format (UDP only)]>8�Ó�µ�­�î�ª�†  Cisco EMBLEM �g�'
>&[Protocol] �[  UDP �@4E�¥�I�€�Z�8�•���œ�_�b�s�Q#Ý�•+�>'�[0°6��M�•�?�]�:�?�†�æ���K�r�M��

• [Enable secure logging using SSL/TLS (TCP only)]>8syslog �§�î�Â�l�b�K)F�@  SSL/TLS over TCP 
�b�Q#Ý�_�|�~�–1¤�I�€�
�©�«�¸�Ò  �ß�¢  �Ó�µ�­�î�ª�b
Æ���@�/�•�ì�I�€�•�|�:�æ���K�r�M��

>&�@>' PIX �­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�c�
�­�Ÿ�×�”  �ß� �å�¢  �œ�É�©�Ù�å�†�§�Ï�î�º�K�Z�8�r�O�‡��

�Ô�î�»

���b/²�c�
�G�b�µ+��†�Q#Ý�[�A�•�Ô�î�»�†&g�K�S�v�b�[�M��

SMTP
[SMTP] �Ì�–�å�[�c�
"I���b�–�Ë�å�º�@$Î#Õ�K�S�\�A�_3æ�™�I�€�•7Á�Ê�Ó�î�Ý  �”�Û�î�º�\3û%±�b��
›�\
�^�•�Ü�Ô�î�º  SMTP �§�î�Â�b  IP �”�»�Þ�«�†0¿���[�A�r�M���G�b�Ì�–�å�_�”�¡�­�«�M�•�_�c�

[Configuration] > [Device Setup] > [Logging] > [SMTP] �†4E�¥�K�r�M��

�Ç�•�î�Ý�»

• [Primary Server IP Address]>8�É�Û�–�Ð�Ü SMTP �§�î�Â�b  IP �”�»�Þ�«�†�æ���K�r�M��

• [Secondary Server IP Address (optional)]>8�«�±�å�Â�–  SMTP �§�î�Â�b  IP �”�»�Þ�«�†�æ���K�r�M��

�Ô�î�»

���b/²�c�
�G�b�µ+��†�Q#Ý�[�A�•�Ô�î�»�†&g�K�S�v�b�[�M��

�Ç�“�–�”�˜�›�î�Ý  �Ô�î�» �­�Ÿ�×�Ü�¸�•  �¥�å�¸�Ÿ�«�º

�Ý�î�¸�µ�» 3ñ4# �©�å�¢�Ý

�Ð�Ý�³

�¥�å�¸�Ÿ�«
�º �©�«�¸�Ò

• • • • —
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  SMTP
�Ç�“�–�”�˜�›�î�Ý  �Ô�î�» �­�Ÿ�×�Ü�¸�•  �¥�å�¸�Ÿ�«�º

�Ý�î�¸�µ�» 3ñ4# �©�å�¢�Ý

�Ð�Ý�³

�¥�å�¸�Ÿ�«
�º �©�«�¸�Ò
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C H A P T E R 16

�²�–�¼�Ñ�µ�¡  �Ý�î�¸�•�å�¢�>�|�g�«�±�¸�•�µ
�¡  �Ý�î�¸�•�å�¢�b0¿��

�«�±�¸�•�µ�¡  �Ý�î�¸�•�å�¢  �É�ß�º�¥�Ý�\�²�–�¼�Ñ�µ�¡  �Ý�î�¸�•�å�¢  �É�ß�º�¥�Ý�†0¿���M�•�_�c�

ASDM �–�å�±�î�Ç�™�–�«�b  [Configuration] > [Device Setup] > [Routing] 8•�æ�_&ã�·�K�r�M��

�­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�[�c�
 �q�±�[  OSPF �Ý�î�¸�•�å�¢  �É�ß�­�«�†  2 �X�
 EIGRP �Ý�î�¸�•�å�¢  
�É�ß�­�«�†  1 �X�
�>�|�g  RIP �Ý�î�¸�•�å�¢  �É�ß�­�«�†  1 �X�r�[� �ì�_0¿���[�A�r�M���²�–�¼�Ñ�µ�¡  
�Ý�î�¸�•�å�¢�c�
�Ý�î�¸�µ�»  �Ç�“�–�”�˜�›�î�Ý  �Ô�î�»�b�­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�[�T�E�Q#Ý�[
�A�
�­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�@�º�Û�å�«�Ì�”�Þ�å�º  �Ç�“�–�”�˜�›�î�Ý  �Ô�î�»�b�\�A�_�c0¿���[�A
�r�O�‡��

�«�±�¸�•�µ�¡  �Ý�î�º�c�
�Ý�î�¸�µ�»  �Ç�“�–�”�˜�›�î�Ý  �Ô�î�»�r�S�c�º�Û�å�«�Ì�”�Þ�å�º  �Ç�“�–�”
�˜�›�î�Ý  �Ô�î�»�b�­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�[0¿���[�A�r�M���É�Û�–�Ð�Ü  �«�±�¸�•�µ�¡  �Ý�î�º�†�Q
#Ý�[�A�^�C�^�W�S���œ�c�
�«�±�¸�•�µ�¡  �Ý�î�º  �º�Û�µ�Ÿ�å�¢�µ+��_�|�W�Z�­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å
�«�_�Â�µ�¡�”�µ�É  �«�±�¸�•�µ�¡  �Ý�î�º�†�æ���[�A�r�M��

�G�G�[�c�
���b
Æ���_�X�8�Z1��Â�K�r�M��

• ���²�–�¼�Ñ�µ�¡  �Ý�î�¸�•�å�¢�� >&P.16-1>'

• �� Static Routes��>&P.16-43>'

• �� ASR Group��>&P.16-48>'

• ���É�ß�Ÿ�©  ARP��>&P.16-49>'

�²�–�¼�Ñ�µ�¡  �Ý�î�¸�•�å�¢
�G�G�[�c�
���b
Æ���_�X�8�Z1��Â�K�r�M��

• �� OSPF��>&P.16-1>'

• �� RIP��>&P.16-24>'

• �� EIGRP��>&P.16-30>'

OSPF

OSPF �c�
�Ã�«�b4E�¥�_2¥7³�Ë�¡�º�Ý�º�[�c�^�C�Ü�å�¡  �«�¸�î�º�†�Q#Ý�M�•  Interior Gateway Routing 
Protocol>&IGRP>'�[�M�� OSPF �c�
�Ý�î�¸�•�å�¢  �¸�î�È�Ý  �”�µ�É�¹�î�º�[�c�^�C�
�Ü�å�¡�«�¸�î�º  �”
�»�Â�±�–�¬�Ó�å�º�†���™�K�r�M���Ý�î�¸�•�å�¢  �¸�î�È�Ý
²�/�[�c�^�C  LSA �T�E�@�º�n�I�€�•�S�u�

OSPF �¿�µ�º�á�î�¡�c  RIP �¿�µ�º�á�î�¡�|�~�v3¿3ÿ�_�p�°�K�r�M��
16-1
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'¨  16 'v       �²�–�¼�Ñ�µ�¡  �Ý�î�¸�•�å�¢�>�|�g�«�±�¸�•�µ�¡  �Ý�î�¸�•�å�¢�b0¿��
  �²�–�¼�Ñ�µ�¡  �Ý�î�¸�•�å�¢
OSPF �c�
 MD5 �\�¡�Ü�”  �¸�Ÿ�«�º  �¿�–�Â�î1�0É�†�§�Ï�î�º�K�Z�8�r�M�� OSPF �\�Ú�b�É�ß�º�¥�Ý
>&RIP �^�]>'�b6ë�b�Ý�î�º�b
Ì4Ä�x�c�
�7�Á*…�_�|�•�Ý�î�¸�•�å�¢�_���b�O#Ý�_�Q#Ý�I�€�•�•+��ö�@�6
�•�S�u�
�[�A�•7H�~�M�m�Z�b�Ý�î�¸�•�å�¢  �É�ß�º�¥�Ý�[1�0É�†�Q#Ý�M�•�²0[�@�6�~�r�M��

NAT �@�Q#Ý�I�€�Z�8�•���œ�
 OSPF �@�Ã�È�Ü�µ�¡  �š�Ü�”�>�|�g�É�Û�–�Ë�î�º  �š�Ü�”�[�·�8�K�Z�8�•��
�œ�
�r�S�”�»�Þ�«  �Ç�•�Ý�±�Ü�å�¢�@�²0[�^���œ�c�
 2 �X�b  OSPF �É�ß�­�«>& 1 �X�c�Ã�È�Ü�µ�¡  �š�Ü�”
#Ý�
 1 �X�c�É�Û�–�Ë�î�º  �š�Ü�”#Ý>'�†��/œ�M�•�²0[�@�6�~�r�M��

0
�X�b�š�Ü�”�_�–�å�±�î�Ç�™�–�«�†�â�X�Ý�î�±�c�
 Area Border Router>&ABR; �š�Ü�”�C#ú�Ý�î�±>'�\
�ç�d�€�r�M���¤�î�º�˜�™�–�\�K�Z�·�8�K�
 OSPF �†�Q#Ý�K�Z�8�•�Ý�î�±�\�Ú�b�Ý�î�¸�•�å�¢  �É�ß�º�¥
�Ý�†�Q#Ý�K�Z�8�•�Ý�î�±�b6ë�[�º�Û�Ç�•�µ�¡�†
Ì4Ä�x�M�•�Ý�î�±�c�
 Autonomous System Boundary 
Router>&ASBR; +¬�Š�©�«�¸�Ò�C#ú�Ý�î�±>'�\�ç�d�€�r�M��

ABR �c  LSA �†�Q#Ý�K�Z�
�Q#Ý�•+��^�Ý�î�±�_6õ�M�•�_���†�Ú�b  OSPF �Ý�î�±�_3æ�™�K�r�M�� ABR �±
�–�É  3 LSA �Ç�•�Ý�±�Ü�å�¢�†�Q#Ý�M�€�d�
�­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�@  ABR �\�K�Z�·�8�M�•�É�Û
�–�Ë�î�º  �š�Ü�”�>�|�g�Ã�È�Ü�µ�¡  �š�Ü�”�†�(�E�•�G�\�@�[�A�r�M���±�–�É  3 LSA>&�š�Ü�”6ë�Ý�î�º>'
�†  1 �X�b�š�Ü�”�?�}�Ú�b�š�Ü�”�_�Ç�•�Ý�±�Ü�å�¢�[�A�r�M���G�b�G�\�_�|�~�
�É�Û�–�Ë�î�º  �¿�µ�º
�á�î�¡�†�”�»�Â�±�–�¬�K�^�C�Z�v�
 NAT �\  OSPF �†�M)t�_�Q#Ý�[�A�r�M��

>&�@>' �±�–�É  3 LSA �T�E�†�Ç�•�Ý�±�Ü�å�¢�[�A�r�M���­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�†  ASBR �\�K�Z�É�Û�–
�Ë�î�º  �¿�µ�º�á�î�¡�[0¿���K�Z�8�•���œ�
�É�Û�–�Ë�î�º  �¿�µ�º�á�î�¡�†1��Â�M�•�±�–�É  5 LSA �@3æ�™
�I�€�
�Ã�È�Ü�µ�¡  �š�Ü�”�†�µ�t  AS 
²�/�_�P�K�Z�Ç�Û�µ�¹�•�å�¢�I�€�r�M��

NAT �c�Q#Ý�I�€�Z�8�•�@�
 OSPF �@�Ã�È�Ü�µ�¡  �š�Ü�”�[�T�E��/œ�I�€�Z�8�•���œ�
�Ã�È�Ü�µ�¡  �¿�µ�º
�á�î�¡�l�b�Ý�î�º�c�
�É�Û�–�Ë�î�º  �¿�µ�º�á�î�¡
Æ�[�¹�Ç�›�Ý�º�r�S�c�±�–�É  5 AS External LSA �\
�K�Z
Ì4Ä�x�[�A�r�M���S�T�K�
�­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�_�|�~�–1¤�I�€�Z�8�•�É�Û�–�Ë�î�º  �¿�µ
�º�á�î�¡�_�c�«�±�¸�•�µ�¡  �Ý�î�º�†0¿���M�•�²0[�@�6�~�r�M���r�S�
� �M�b�­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”
�å�«  �–�å�±�î�Ç�™�–�«�V�[�
�Ã�È�Ü�µ�¡  �¿�µ�º�á�î�¡�\�É�Û�–�Ë�î�º  �¿�µ�º�á�î�¡�†�ã�~�I�O�•�G�\
�c�[�A�r�O�‡��

�­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�[�c�
 2 �X�b  OSPF �Ý�î�¸�•�å�¢  �É�ß�­�«>& 1 �X�b  RIP �Ý�î�¸�•�å�¢  �É
�ß�­�«�\  1 �X�b  EIGRP �Ý�î�¸�•�å�¢  �É�ß�­�«>'�†� �ì�_��/œ�[�A�r�M��

OSPF �b�–�¿�î�È�Ý�ì�>�|�g0¿���b0ò(ý�_�X�8�Z�c�
���b8o% �†�g!·�K�Z�C�T�I�8��

• ���­�µ�º�”�µ�É�� >&P.16-2>'

• �� Filtering��>&P.16-9>'

• �� Interface��>&P.16-11>'

• �� Redistribution��>&P.16-16>'

• �� Static Neighbor��>&P.16-18>'

• �� Summary Address��>&P.16-19>'

• �� Virtual Link��>&P.16-21>'

�­�µ�º�”�µ�É

[Setup] �Ì�–�å�[�c�
 OSPF �É�ß�­�«�†�–�¿�î�È�Ý�_�K�
 OSPF �š�Ü�”�>�|�g�¿�µ�º�á�î�¡�†0¿���K�

OSPF �Ý�î�º7Ÿ(Ù�†��*O�[�A�r�M��

�G�€�}�b�š�Ü�”�b0¿���b0ò(ý�_�X�8�Z�c�
���b8o�†�g!·�K�Z�C�T�I�8��

• �� [Setup] > [Process Instances] �±�È�� >&P.16-3>'

• �� [Setup] > [Area/Networks] �±�È�� >&P.16-5>'

• �� [Setup] > [Route Summarization] �±�È�� >&P.16-7>'
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'¨  16 'v       �²�–�¼�Ñ�µ�¡  �Ý�î�¸�•�å�¢�>�|�g�«�±�¸�•�µ�¡  �Ý�î�¸�•�å�¢�b0¿��
  �²�–�¼�Ñ�µ�¡  �Ý�î�¸�•�å�¢
�Ô�î�»

���b/²�c�
�G�b�µ+��†�Q#Ý�[�A�•�Ô�î�»�†&g�K�S�v�b�[�M��

[Setup] > [Process Instances] �±�È

�q�±  2 �X�b  OSPF �É�ß�­�«  �–�å�«�±�å�«�†�–�¿�î�È�Ý�_�[�A�r�M���›  OSPF �É�ß�­�«�_�c�
"‚+¬�b�š
�Ü�”�\�¿�µ�º�á�î�¡�@6õ4��Ü�E�}�€�r�M��

�Ç�•�î�Ý�»

• [OSPF Process 1] �š�Ü�”�>�|�g  [OSPF Process 2] �š�Ü�”>8�›�š�Ü�”�_�c�
"I���b  OSPF �É�ß�­�«
�b�S�u�b0¿���@�µ�r�€�r�M��

• [Enable this OSPF Process]>8�G�b�³�™�µ�¡�Î�µ�¡�«�†�œ�å�_�M�•�\�
 OSPF �É�ß�­�«�†�–�¿�î�È�Ý
�_�K�r�M�� OSPF �É�ß�­�«�†�P7V�M�•�_�c�
�G�b�³�™�µ�¡�Î�µ�¡�«�†�œ�Ç�_�K�r�M��

• [OSPF Process ID]>8OSPF �É�ß�­�«�b�M�–�b�X�Í  ID �†
°�Š�K�r�M���G�b�É�ß�­�«  ID �c
Æ4Š$×�_
�Q#Ý�I�€�
�Ú�b  OSPF �¹�Â�–�«�V�b  OSPF �É�ß�­�«  ID �_�M+´�K�Z�8�•�²0[�c�6�~�r�O�‡���w� �^
�Í�c  1 >|  65535 �[�M��

• [Advanced]>8[Edit OSPF Process Advanced Properties] �²�–�”�ß�¢�Î�µ�¡�«�@6ä�A�r�M���G�b�²�–
�”�ß�¢�Î�µ�¡�«�[�c�
 [Router ID]�
 [Adjacency Changes]�
 [Administrative Route Distances]�

[Timers]�
�>�|�g  [Default Information Originate] �b�›'�0¿���†��/œ�[�A�r�M��0ò(ý�_�X�8�Z�c�


�� [Edit OSPF Process Advanced Properties]��>&P.16-3>' �†�g!·�K�Z�C�T�I�8��

�Ô�î�»

���b/²�c�
�G�b�µ+��†�Q#Ý�[�A�•�Ô�î�»�†&g�K�S�v�b�[�M��

[Edit OSPF Process Advanced Properties]

[Edit OSPF Process Advanced Properties] �²�–�”�ß�¢�Î�µ�¡�«�[�c�
 [Router ID]�
 [Adjacency 
Changes]�
 [Administrative Route Distances]�
 [Timers]�
�>�|�g  [Default Information Originate] 0¿��
�^�]�
�É�ß�­�«�[�w�b0¿���†)…7Ÿ�[�A�r�M��

�Ç�•�î�Ý�»

• [OSPF Process]>80¿���K�Z�8�•  OSPF �É�ß�­�«�†/²&g�K�r�M���G�b�Í�c�š�f�[�A�r�O�‡��

�Ç�“�–�”�˜�›�î�Ý  �Ô�î�» �­�Ÿ�×�Ü�¸�•  �¥�å�¸�Ÿ�«�º

�Ý�î�¸�µ�» 3ñ4# �©�å�¢�Ý

�Ð�Ý�³

�¥�å�¸�Ÿ�«
�º �©�«�¸�Ò

• — • — —

�Ç�“�–�”�˜�›�î�Ý  �Ô�î�» �­�Ÿ�×�Ü�¸�•  �¥�å�¸�Ÿ�«�º

�Ý�î�¸�µ�» 3ñ4# �©�å�¢�Ý

�Ð�Ý�³

�¥�å�¸�Ÿ�«
�º �©�«�¸�Ò

• — • — —
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'¨  16 'v       �²�–�¼�Ñ�µ�¡  �Ý�î�¸�•�å�¢�>�|�g�«�±�¸�•�µ�¡  �Ý�î�¸�•�å�¢�b0¿��
  �²�–�¼�Ñ�µ�¡  �Ý�î�¸�•�å�¢
• [Router ID]>8�[���Ý�î�±  ID �†�Q#Ý�M�•�_�c�
 [Router ID] �Ç�•�î�Ý�»�_  IP �”�»�Þ�«�g�'�[�Ý�î�±  
ID �†
°�Š�K�r�M���G�b�Í�†'5$Ñ�_�M�•�\�
�­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�[�q9×�Þ�Ë�Ý�b  IP �”�»�Þ
�«�@�Ý�î�±  ID �\�K�Z�Q#Ý�I�€�r�M��

• [Ignore LSA MOSPF]>8�­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�@�±�–�É  6>&MOSPF>' LSA �Ã�£�µ�º�†�w�™
�K�S�\�A�b�©�«�¸�Ò  �ß�¢  �Ó�µ�­�î�ª�b3æ�™�†�š�D�M�•�_�c�
�G�b�³�™�µ�¡�Î�µ�¡�«�†�œ�å�_�K�r
�M���¹�Ç�›�Ý�º�[�c�
�G�b0¿���c�œ�Ç�_�^�W�Z�8�r�M��

• [RFC 1583 Compatible]>8RFC 1583 �6�S�~�b�§�Ð�Ü�î  �Ý�î�º  �¥�«�º�†0£'ì�M�•�_�c�
�G�b�³�™�µ
�¡�Î�µ�¡�«�†�œ�å�_�K�r�M�� RFC 2328 �6�S�~�b�§�Ð�Ü�î  �Ý�î�º  �¥�«�º�†0£'ì�M�•�_�c�
�G�b
�³�™�µ�¡�Î�µ�¡�«�†�œ�Ç�_�K�r�M���Ý�î�¸�•�å�¢  �Ý�î�É�@$Î#Õ�M�•�•+��ö�†�q�`7H�_�M�•�S�u�

OSPF �Ý�î�¸�•�å�¢  �»�Ó�–�å�b�M�m�Z�b  OSPF �¹�Â�–�«�_�c�
� �L�|�:�_  RFC �«�n�ö�@0¿���I�€
�Z�8�•�²0[�@�6�~�r�M���G�b0¿���c�
�¹�Ç�›�Ý�º�[�œ�å�_�^�W�Z�8�r�M��

• [Adjacency Changes]>87„�K6õ�€�b�š�f�†��*O�M�•0¿���@�µ�r�€�r�M��7„�K6õ�€�@�š�f�I�€�•�\�

�©�«�¸�Ò  �ß�¢  �Ó�µ�­�î�ª�@3æ�™�I�€�r�M��

– [Log Adjacency Changes]>8OSPF �¿�–�Â�î�@2s�·�r�S�c�²�˜�å�M�•�S�g�_�­�Ÿ�×�Ü�¸�•  �”�É
�Û�–�”�å�«�@�©�«�¸�Ò  �ß�¢  �Ó�µ�­�î�ª�†3æ�™�M�•�|�:�_�M�•�_�c�
�G�b�³�™�µ�¡�Î�µ�¡�«�†
�œ�å�_�K�r�M���G�b0¿���c�
�¹�Ç�›�Ý�º�[�œ�å�_�^�W�Z�8�r�M��

– [Log Adjacency Changes Detail]>8�¿�–�Â�î�@2s�·�r�S�c�²�˜�å�K�S�\�A�T�E�[�^�C�
"g�Â�b
�š�f�@$Î#Õ�M�•�S�g�_�­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�@�©�«�¸�Ò  �ß�¢  �Ó�µ�­�î�ª�†3æ�™�M�•�|
�:�_�M�•�_�c�
�G�b�³�™�µ�¡�Î�µ�¡�«�†�œ�å�_�K�r�M���¹�Ç�›�Ý�º�[�c�
�G�b0¿���c�œ�Ç�_
�^�W�Z�8�r�M��

• [Administrative Route Distances]>8�Ý�î�º  �±�–�É�_�ö�Y�C�Ý�î�º�b�”�»�Ñ�½�«�º�Þ�î�¸�•�È  �¹�•
�«�±�å�«�b0¿���†�µ�s�r�M��

– [Inter Area]>81 �X�b�š�Ü�”�?�}�9�b�š�Ü�”�l�b�M�m�Z�b�Ý�î�º�b�”�»�Ñ�½�«�º�Þ�î�¸�•�È  �¹�•
�«�±�å�«�†0¿���K�r�M���w� �Í�b(
�V�c�
 1 >|  255 �[�M���¹�Ç�›�Ý�º�Í�c  100 �[�M��

– [Intra Area]>8�š�Ü�”
Æ�b�M�m�Z�b�Ý�î�º�b�”�»�Ñ�½�«�º�Þ�î�¸�•�È  �¹�•�«�±�å�«�†0¿���K�r
�M���w� �Í�b(
�V�c�
 1 >|  255 �[�M���¹�Ç�›�Ý�º�Í�c  100 �[�M��

– [External]>8
Ì4Ä�x�†3û�L�Z�v�“�I�€�•�Ú�b�Ý�î�¸�•�å�¢  �»�Ó�–�å�?�}�b�M�m�Z�b�Ý�î�º�b�”
�»�Ñ�½�«�º�Þ�î�¸�•�È  �¹�•�«�±�å�«�†0¿���K�r�M���w� �Í�b(
�V�c�
 1 >|  255 �[�M���¹�Ç�›�Ý
�º�Í�c  100 �[�M��

• [Timers]>8LSA �Ì�î�©�å�¢�>�|�g  SPF 0£'ì�±�–�Ð�î�b0¿���_�Q#Ý�M�•0¿���@�µ�r�€�r�M��

– [SPF Delay Time]>8OSPF �@�º�Ï�ß�ª�b�š�f�†�w�™�K�Z�?�}  SPF �b0£'ì�@6ä���I�€�•�r�[�b�ì
6ë�†�æ���K�r�M���w� �Í�b(
�V�c�
 0 >|  65535 �[�M���¹�Ç�›�Ý�º�Í�c  5 �[�M��

– [SPF Hold Time]>84�)F�M�•  SPF 0£'ì�b6ë�b�–�â�ì6ë�†�æ���K�r�M���w� �Í�b(
�V�c  1 >|  
65534 �[�M���¹�Ç�›�Ý�º�Í�c  10 �[�M��

– [LSA Group Pacing]>8LSA �@�¢�Ý�î�É�_�p7Ÿ�I�€�
�f�‚�
�³�™�µ�¡�§�Ò�
�r�S�c�ì6ë)�4#�M
�•6ë7x�†�æ���K�r�M���w� �Í�b(
�V�c  10 >|  1800 �[�M���¹�Ç�›�Ý�º�Í�c  240 �[�M��

• [Default Information Originate]>8ASBR �@�¹�Ç�›�Ý�º�b�¥4Š�Ý�î�º�†  OSPF �Ý�î�¸�•�å�¢  �»�Ó�–
�å�_#Õ�B�M�•�\�A�_�Q#Ý�M�•0¿���†�µ�s�r�M��

– [Enable Default Information Originate]>8OSPF �Ý�î�¸�•�å�¢  �»�Ó�–�å�l�b�¹�Ç�›�Ý�º  �Ý�î�º
�b#Õ�B�†�–�¿�î�È�Ý�_�M�•�_�c�
�G�b�³�™�µ�¡�Î�µ�¡�«�†�œ�å�_�K�r�M��

– [Always advertise the default route]>8�¹�Ç�›�Ý�º  �Ý�î�º�†�–�_�”�»�Â�±�–�¬�M�•�_�c�
�G�b
�³�™�µ�¡�Î�µ�¡�«�†�œ�å�_�K�r�M���G�b�œ�É�©�Ù�å�c�
�¹�Ç�›�Ý�º�[�c�œ�Ç�_�^�W�Z�8�r�M��

– [Metric Value]>8OSPF �¹�Ç�›�Ý�º  �Ó�º�Ü�µ�¡�†�æ���K�r�M���w� �Í�b(
�V�c  0 >|  16777214 
�[�M���¹�Ç�›�Ý�º�Í�c�
 1 �[�M
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'¨  16 'v       �²�–�¼�Ñ�µ�¡  �Ý�î�¸�•�å�¢�>�|�g�«�±�¸�•�µ�¡  �Ý�î�¸�•�å�¢�b0¿��
  �²�–�¼�Ñ�µ�¡  �Ý�î�¸�•�å�¢
– [Metric Type]>8OSPF �Ý�î�¸�•�å�¢  �»�Ó�–�å�_�”�»�Â�±�–�¬�I�€�S�¹�Ç�›�Ý�º  �Ý�î�º�_6õ4�
�Ü�E�}�€�S�¥4Š�Ü�å�¡  �±�–�É�†�æ���K�r�M���w� �Í�c  1 �r�S�c  2 �[�M���Q�€�R�€�±�–�É  1 �r�S
�c�±�–�É  2 �¥4Š�Ý�î�º�†&g�K�r�M���¹�Ç�›�Ý�º�Í�c  2 �[�M��

– [Route Map]>8>&�õ�–>'4:#Ý�M�•�Ý�î�º  �Ð�µ�É�b�¡�S�[�M���Ý�î�º  �Ð�µ�É�@�M+´�M�•�\�
�Ý�î
�¸�•�å�¢  �É�ß�­�«�_�|�W�Z�¹�Ç�›�Ý�º  �Ý�î�º�@#Õ�B�I�€�r�M��

�Ô�î�»

���b/²�c�
�G�b�µ+��†�Q#Ý�[�A�•�Ô�î�»�†&g�K�S�v�b�[�M��

[Setup] > [Area/Networks] �±�È

[Area/Networks] �±�È�_�c�
�­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�b�›  OSPF �É�ß�­�«�b�š�Ü�”�
�>�|�g�Q�G�_
�µ�r�€�•�¿�µ�º�á�î�¡�@/²&g�I�€�r�M��

�Ç�•�î�Ý�»

• [Area/Networks]>8�›  OSPF �É�ß�­�«�_�P�K�Z0¿���I�€�S�š�Ü�”�>�|�g�š�Ü�”  �¿�µ�º�á�î�¡�_6õ�M
�•�_���†/²&g�K�r�M���G�b�¸�î�È�Ý�b/œ�†�²�È�Ý�¡�Ü�µ�¡�M�•�\�
4E�¥�K�S�š�Ü�”�†�P1ß�\�K�S  
Add/Edit OSPF Area �²�–�”�ß�¢�Î�µ�¡�«�@6ä�A�r�M��

– [OSPF Process]>8�š�Ü�”�b4:#Ý
›�[�6�•  OSPF �É�ß�­�«�†/²&g�K�r�M��

– [Area ID]>8�š�Ü�”  ID �†/²&g�K�r�M��

– [Area Type]>8�š�Ü�”  �±�–�É�†/²&g�K�r�M���š�Ü�”  �±�–�É�c�
 [Normal]�
 [Stub]�
 [NSSA] �b
�8�N�€�?�[�M��

– [Networks]>8�š�Ü�”  �¿�µ�º�á�î�¡�†/²&g�K�r�M��

– [Authentication]>8�Q�b�š�Ü�”�_0¿���I�€�S1�0É�±�–�É�†/²&g�K�r�M��1�0É�±�–�É�c�
 [None]�

[Password]�
 [MD5] �b�8�N�€�?�[�M��

– [Options]>8�Q�b�š�Ü�”  �±�–�É�_0¿���I�€�S�œ�É�©�Ù�å�†/²&g�K�r�M��

– [Cost]>8�Q�b�š�Ü�”�b�¹�Ç�›�Ý�º  �¥�«�º�†/²&g�K�r�M��

• [Add]>8[Add/Edit OSPF Area] �²�–�”�ß�¢�Î�µ�¡�«�@6ä�A�r�M���‚�K�8�š�Ü�”0¿���†3ã�•�M�•���œ
�c�
�G�b�Î�±�å�†�Q#Ý�K�r�M��

• [Edit]>8[Add/Edit OSPF Area] �²�–�”�ß�¢�Î�µ�¡�«�@6ä�A�r�M��4E�¥�K�S�š�Ü�”�b�Ã�Û�Ó�î�±�†�š
�f�M�•���œ�c�
�G�b�Î�±�å�†�Q#Ý�K�r�M��

• [Delete]>84E�¥�K�S�š�Ü�”�†0¿���?�}�P7V�K�r�M��

�Ô�î�»

���b/²�c�
�G�b�µ+��†�Q#Ý�[�A�•�Ô�î�»�†&g�K�S�v�b�[�M��

�Ç�“�–�”�˜�›�î�Ý  �Ô�î�» �­�Ÿ�×�Ü�¸�•  �¥�å�¸�Ÿ�«�º

�Ý�î�¸�µ�» 3ñ4# �©�å�¢�Ý

�Ð�Ý�³

�¥�å�¸�Ÿ�«
�º �©�«�¸�Ò

• — • — —
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'¨  16 'v       �²�–�¼�Ñ�µ�¡  �Ý�î�¸�•�å�¢�>�|�g�«�±�¸�•�µ�¡  �Ý�î�¸�•�å�¢�b0¿��
  �²�–�¼�Ñ�µ�¡  �Ý�î�¸�•�å�¢
Add/Edit OSPF Area

[Add/Edit OSPF Area] �²�–�”�ß�¢�Î�µ�¡�«�[�c�
�š�Ü�”  �Ã�Û�Ó�î�±�
�Q�b�š�Ü�”�_�µ�r�€�•�¿�µ�º
�á�î�¡�
�>�|�g�š�Ü�”�_6õ4��Ü�E�}�€�S  OSPF �É�ß�­�«�†��*O�K�r�M��

�Ç�•�î�Ý�»

• [OSPF Process]>8�‚�K�8�š�Ü�”�†3ã�•�M�•�\�A�_�
�Q�b�š�Ü�”�@3ã�•�I�€�•  OSPF �É�ß�­�«�b  
OSPF �É�ß�­�«  ID �†4E�¥�K�r�M���­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�V�[  OSPF �É�ß�­�«�@  1 �X�K�?�–
�¿�î�È�Ý�_�^�W�Z�8�^�8�\�
�Q�b�É�ß�­�«�@�¹�Ç�›�Ý�º�[4E�¥�I�€�r�M���¤�Ñ�b�š�Ü�”�†)…7Ÿ�M�•
���œ�
 OSPF �É�ß�­�«  ID �†�š�f�M�•�G�\�c�[�A�r�O�‡��

• [Area ID]>8�‚�K�8�š�Ü�”�†3ã�•�M�•�\�A�_�
�š�Ü�”  ID �†
°�Š�K�r�M���G�b�š�Ü�”  ID �_�c�
 10 4

�X�?  IP �”�»�Þ�«�†�æ���[�A�r�M���w� �^  10 4
�Í�b(
�V�c�
 0 >|  4294967295 �[�M���¤�Ñ�b�š�Ü�”
�†)…7Ÿ�M�•���œ�
�š�Ü�”  ID �c�š�f�[�A�r�O�‡��

• [Area Type]>80¿���K�Z�8�•�š�Ü�”�b�±�–�É�_�P�M�•0¿���†�µ�s�r�M��

– [Normal]>8�š�Ü�”�†�† =  OSPF �š�Ü�”�\�M�•���œ�_�
�G�b�œ�É�©�Ù�å�†4E�¥�K�r�M���š�Ü�”�†
�q�6�_�8�B�M�•�\�A�c�
�G�b�œ�É�©�Ù�å�@�¹�Ç�›�Ý�º�[4E�¥�I�€�Z�8�r�M��

– [Stub]>8�G�b�œ�É�©�Ù�å�†4E�¥�M�•�\�
�š�Ü�”�@�«�±�È  �š�Ü�”�_�^�~�r�M���«�±�È  �š�Ü�”�_
�c�
�Q�b�¥�G�:
��_�Ý�î�±�r�S�c�š�Ü�”�c�6�~�r�O�‡���«�±�È  �š�Ü�”�[�c�
 AS External LSA

>&�±�–�É  5 LSA>'�@�«�±�È  �š�Ü�”�_�Ç�Û�µ�¹�•�å�¢�I�€�^�8�|�:�_�^�W�Z�8�r�M���«�±�È  �š�Ü
�”�†�8�B�M�•�\�A�
 [Summary] �³�™�µ�¡�Î�µ�¡�«�†�œ�Ç�_�M�•�G�\�[�§�Ð�Ü�î  LSA>&�±�–�É  
3 �>�|�g  4>'�@�Q�b�š�Ü�”�_�Ç�Û�µ�¹�•�å�¢�I�€�^�8�|�:�_�M�•�œ�É�©�Ù�å�@�6�~�r�M��

– [Summary]>8��*O�K�Z�8�•�š�Ü�”�@�«�±�È  �š�Ü�”�b�\�A�_�G�b�³�™�µ�¡�Î�µ�¡�«�†�œ�Ç�_�M
�•�\�
 LSA �@�«�±�È �š�Ü�”�_3æ�™�I�€�r�O�‡���«�±�È  �š�Ü�”�b���œ�
�G�b�³�™�µ�¡�Î�µ�¡�«
�c�¹�Ç�›�Ý�º�[�œ�å�_�^�W�Z�8�r�M��

– [NSSA]>8�š�Ü�”�†  [not so stubby] �š�Ü�”�_�M�•�_�c�
�G�b�œ�É�©�Ù�å�†4E�¥�K�r�M�� NSSA 
�c�±�–�É  7 LSA �†�w�E
°�€�r�M�� [NSSA] �š�Ü�”�†�8�B�M�•�\�A�_�
 [Summary] �³�™�µ�¡
�Î�µ�¡�«�†�œ�Ç�_�M�•�G�\�[�§�Ð�Ü�î  LSA �@�Q�b�š�Ü�”�_�Ç�Û�µ�¹�•�å�¢�I�€�^�8�|�:�_�M
�•�œ�É�©�Ù�å�@�6�~�r�M���r�S�
 [Redistribut]e �³�™�µ�¡�Î�µ�¡�«�†�œ�Ç�_�K�Z  [Default 
Information Originate] �†�–�¿�î�È�Ý�_�M�•�G�\�[�
�Ý�î�º�b
Ì4Ä�x�†�¹�•�­�î�È�Ý�_�v�[�A
�r�M��

– [Redistribute]>8�G�b�³�™�µ�¡�Î�µ�¡�«�†�œ�Ç�_�M�•�\�
�Ý�î�º�c  NSSA �_�–�å�Ï�î�º�I�€�r
�O�‡���G�b�³�™�µ�¡�Î�µ�¡�«�c�
�¹�Ç�›�Ý�º�[�œ�å�_�^�W�Z�8�r�M��

– [Summary]>8��*O�K�Z�8�•�š�Ü�”�@  NSSA �b�\�A�
�G�b�³�™�µ�¡�Î�µ�¡�«�†�œ�Ç�_�M�•�\�

LSA �@�«�±�È  �š�Ü�”�_3æ�™�I�€�r�O�‡�� NSSA �b���œ�
�G�b�³�™�µ�¡�Î�µ�¡�«�c�¹�Ç�›�Ý�º
�[�œ�å�_�^�W�Z�8�r�M��

– [Default Information Originate]>8�±�–�É  7 �¹�Ç�›�Ý�º�†  NSSA �_#Õ�B�M�•�_�c�
�G�b�³�™�µ�¡
�Î�µ�¡�«�†�œ�å�_�K�r�M���G�b�³�™�µ�¡�Î�µ�¡�«�c�
�¹�Ç�›�Ý�º�[�œ�Ç�_�^�W�Z�8�r�M��

– [Metric Value]>8�¹�Ç�›�Ý�º  �Ý�î�º�b  OSPF �Ó�º�Ü�µ�¡�Í�†�æ���K�r�M���w� �Í�b(
�V�c  0 >|  
16777214 �[�M���¹�Ç�›�Ý�º�Í�c�
 1 �[�M

�Ç�“�–�”�˜�›�î�Ý  �Ô�î�» �­�Ÿ�×�Ü�¸�•  �¥�å�¸�Ÿ�«�º

�Ý�î�¸�µ�» 3ñ4# �©�å�¢�Ý

�Ð�Ý�³

�¥�å�¸�Ÿ�«
�º �©�«�¸�Ò
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'¨  16 'v       �²�–�¼�Ñ�µ�¡  �Ý�î�¸�•�å�¢�>�|�g�«�±�¸�•�µ�¡  �Ý�î�¸�•�å�¢�b0¿��
  �²�–�¼�Ñ�µ�¡  �Ý�î�¸�•�å�¢
– [Metric Type]>8�¹�Ç�›�Ý�º  �Ý�î�º�b  OSPF �Ó�º�Ü�µ�¡  �±�–�É�[�M��4E�¥*å�c  1>&�±�–�É  1>'�r
�S�c  2>&�±�–�É 2>'�[�M���¹�Ç�›�Ý�º�Í�c  2 �[�M��

• [Area Networks]>8OSPF �š�Ü�”�†��*O�M�•�S�u�b0¿���†�µ�s�r�M��

– [Enter IP Address and Mask]>8�Q�b�š�Ü�”
Æ�b�¿�µ�º�á�î�¡�†��*O�M�•�b�_�Q#Ý�M�•0¿���†�µ
�s�r�M��

[IP Address]>8�Q�b�š�Ü�”�_3ã�•�M�•�¿�µ�º�á�î�¡�r�S�c�Í�«�º�b  IP �”�»�Þ�«�†
°�Š�K�r�M��
�¹�Ç�›�Ý�º  �š�Ü�”�†�8�B�M�•�_�c�
 0.0.0.0 �>�|�g�¿�µ�º�Ð�«�¡  0.0.0.0 �†�Q#Ý�K�r�M�� 0.0.0.0 
�c  1 �X�b�š�Ü�”
Æ�T�E�[�Q#Ý�[�A�r�M��

[Netmask]>8�š�Ü�”�_3ã�•�M�•  IP �”�»�Þ�«�r�S�c�Í�«�º�b�¿�µ�º�á�î�¡  �Ð�«�¡�†4E�¥�K�r�M��
�Í�«�º�†3ã�•�M�•���œ�
 255.255.255.255 �Ð�«�¡�†4E�¥�K�r�M��

– [Add]>8[Enter IP Address and Mask] �š�Ü�”�[��*O�K�S�¿�µ�º�á�î�¡�†�š�Ü�”�_3ã�•�K�r�M��
3ã�•�I�€�S�¿�µ�º�á�î�¡�c�
 [Area Networks] �¸�î�È�Ý�_/²&g�I�€�r�M��

– [Delete]>84E�¥�K�S�¿�µ�º�á�î�¡�†  [Area Networks] �¸�î�È�Ý�?�}�P7V�K�r�M��

– [Area Networks]>8�Q�b�š�Ü�”�_�P�K�Z��*O�I�€�S�¿�µ�º�á�î�¡�†/²&g�K�r�M��

[IP Address]>8�¿�µ�º�á�î�¡�b  IP �”�»�Þ�«�†/²&g�K�r�M��

[Netmask]>8�¿�µ�º�á�î�¡�b�¿�µ�º�á�î�¡  �Ð�«�¡�†/²&g�K�r�M��

• [Authentication]>8OSPF �š�Ü�”1�0É�b0¿���†�µ�s�r�M��

– [None]>8OSPF �š�Ü�”1�0É�†�¹�•�­�î�È�Ý�_�M�•�_�c�
�G�b�œ�É�©�Ù�å�†4E�¥�K�r�M���G�€�@
�¹�Ç�›�Ý�º0¿���[�M��

– [Password]>8�š�Ü�”1�0É�_�¡�Ü�”  �¸�Ÿ�«�º  �Ã�«�á�î�»�†�Q#Ý�M�•�_�c�
�G�b�œ�É�©�Ù�å�†4E
�¥�K�r�M���­�Ÿ�×�Ü�¸�•8��@�1�Õ�I�€�•���œ�
�G�b�œ�É�©�Ù�å�c�N�á�K�r�O�‡��

– [MD5]>8MD5 1�0É�†�Q#Ý�M�•�_�c�
�G�b�œ�É�©�Ù�å�†4E�¥�K�r�M��

• [Default Cost]>8�š�Ü�”�b�¹�Ç�›�Ý�º  �¥�«�º�†�æ���K�r�M���w� �Í�b(
�V�c�
 0 >|  65535 �[�M���¹
�Ç�›�Ý�º�Í�c�
 1 �[�M

�Ô�î�»

���b/²�c�
�G�b�µ+��†�Q#Ý�[�A�•�Ô�î�»�†&g�K�S�v�b�[�M��

[Setup] > [Route Summarization] �±�È

OSPF �[�c�
 ABR �@ 1 �X�b�š�Ü�”�b�¿�µ�º�á�î�¡�†�9�b�š�Ü�”�_�”�»�Â�±�–�¬�K�r�M���6�•�š�Ü�”�_
�>�8�Z4�)F�M�•0
�X�b�¿�µ�º�á�î�¡$��•�@�m�~�\�Z�}�€�Z�8�•���œ�
�æ���I�€�S(
�V�_�µ�r�€�•�š�Ü�”

Æ�b�¶�9�b�¿�µ�º�á�î�¡�†�M�m�Z�•�Â�î�M�•�§�Ð�Ü�î  �Ý�î�º�†�”�»�Â�±�–�¬�M�•�|�:�_  ABR �†0¿���[
�A�r�M�� OSPF �š�Ü�”�_
Ì4Ä�x�I�€�•�¥4Š�Ý�î�º�b�§�Ð�Ü�î  �”�»�Þ�«�†��*O�M�•�‰�2�_�X�8�Z�c�

Summary Address�†�g!·�K�Z�C�T�I�8��

�Ç�“�–�”�˜�›�î�Ý  �Ô�î�» �­�Ÿ�×�Ü�¸�•  �¥�å�¸�Ÿ�«�º

�Ý�î�¸�µ�» 3ñ4# �©�å�¢�Ý

�Ð�Ý�³

�¥�å�¸�Ÿ�«
�º �©�«�¸�Ò
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'¨  16 'v       �²�–�¼�Ñ�µ�¡  �Ý�î�¸�•�å�¢�>�|�g�«�±�¸�•�µ�¡  �Ý�î�¸�•�å�¢�b0¿��
  �²�–�¼�Ñ�µ�¡  �Ý�î�¸�•�å�¢
�Ç�•�î�Ý�»

• [Route Summarization]>8�­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�[��*O�I�€�S�Ý�î�º7Ÿ(Ù�_�X�8�Z�b�_���†
/²&g�K�r�M���G�b�¸�î�È�Ý�b/œ�†�²�È�Ý�¡�Ü�µ�¡�M�•�\�
4E�¥�K�S�Ý�î�º7Ÿ(Ù�†�P1ß�\�K�S  
Add/Edit Route Summarization �²�–�”�ß�¢�Î�µ�¡�«�@6ä�A�r�M��

– [OSPF Process]>8�Ý�î�º7Ÿ(Ù�_6õ4��Ü�E�}�€�S  OSPF �É�ß�­�«�b  OSPF �É�ß�­�«  ID �†/²&g�K
�r�M��

– [Area ID]>8�Ý�î�º7Ÿ(Ù�_6õ4��Ü�E�}�€�S�š�Ü�”�†/²&g�K�r�M��

– [IP Address]>8�§�Ð�Ü�î  �”�»�Þ�«�†/²&g�K�r�M��

– [Network Mask]>8�§�Ð�Ü�î  �Ð�«�¡�†/²&g�K�r�M��

– [Advertise]>8�”�»�Þ�«�\�Ð�«�¡�b�Ì�”�_�M+´�M�•�\�A�_�Ý�î�º7Ÿ(Ù�@�”�»�Â�±�–�¬�I�€�•���œ
�c�� yes���
�”�»�Þ�«�\�Ð�«�¡�b�Ì�”�_�M+´�M�•�\�A�_�Ý�î�º7Ÿ(Ù�@�š�F�I�€�•���œ�c�� no���†
/²&g�K�r�M��

• [Add]>8[Add/Edit Route Summarization] �²�–�”�ß�¢�Î�µ�¡�«�@6ä�A�r�M���‚�K�8�Ý�î�º7Ÿ(Ù�†��
*O�M�•�_�c�
�G�b�Î�±�å�†�Q#Ý�K�r�M��

• [Edit]>8[Add/Edit Route Summarization] �²�–�”�ß�¢�Î�µ�¡�«�@6ä�A�r�M��4E�¥�K�S�Ý�î�º7Ÿ(Ù�b
�Ã�Û�Ó�î�±�†�š�f�M�•�_�c�
�G�b�Î�±�å�†�Q#Ý�K�r�M��

• [Delete]>84E�¥�K�S�Ý�î�º7Ÿ(Ù�†0¿���?�}�P7V�K�r�M��

�Ô�î�»

���b/²�c�
�G�b�µ+��†�Q#Ý�[�A�•�Ô�î�»�†&g�K�S�v�b�[�M��

Add/Edit Route Summarization

�‚�K�8�š�å�º�Ü�†  [Route Summarization] �¸�î�È�Ý�_3ã�•�M�•�_�c�
 [Add Route Summarization] �²�–
�”�ß�¢�Î�µ�¡�«�†�Q#Ý�K�r�M���¤�Ñ�b�š�å�º�Ü�†�š�f�M�•�_�c�
 [Edit Route Summarization] �²�–�”�ß
�¢�Î�µ�¡�«�†�Q#Ý�K�r�M��

�Ç�•�î�Ý�»

• [OSPF Process]>8�Ý�î�º7Ÿ(Ù�†4:#Ý�M�•  OSPF �É�ß�­�«�†4E�¥�K�r�M���¤�Ñ�b�Ý�î�º0[(Ù�š�å�º�Ü
�†)…7Ÿ�M�•���œ�
�G�b�Í�c�š�f�[�A�r�O�‡��

• [Area ID]>8�Ý�î�º7Ÿ(Ù�†4:#Ý�M�•�š�Ü�”  ID �†4E�¥�K�r�M���¤�Ñ�b�Ý�î�º0[(Ù�š�å�º�Ü�†)…7Ÿ�M�•
���œ�
�G�b�Í�c�š�f�[�A�r�O�‡��

• [IP Address]>87Ÿ(Ù�M�•�Ý�î�º�b�¿�µ�º�á�î�¡  �”�»�Þ�«�†
°�Š�K�r�M��

• [Network Mask]>8�Ü�«�º�?�}
¹3û�¿�µ�º�á�î�¡  �Ð�«�¡�b  1 �X�†4E�¥�M�•�?�
�Ç�•�î�Ý�»�_�Ð�«�¡
�†
°�Š�K�r�M��

• [Advertise]>8�”�»�Þ�«(
�V�«�¸�î�±�«�†���”�»�Â�±�–�¬���_0¿���M�•�_�c�
�G�b�³�™�µ�¡�Î�µ�¡�«
�†�œ�å�_�K�r�M���G�€�_�|�W�Z�
�±�–�É  3 �§�Ð�Ü�î  LSA �@#Õ�B�I�€�r�M���æ���K�S�¿�µ�º�á�î�¡
�b�±�–�É  3 �§�Ð�Ü�î  LSA �†�š�D�M�•�_�c�
�G�b�³�™�µ�¡�Î�µ�¡�«�†�œ�Ç�_�K�r�M���G�b�³�™�µ�¡
�Î�µ�¡�«�c�
�¹�Ç�›�Ý�º�[�œ�å�_�^�W�Z�8�r�M��

�Ç�“�–�”�˜�›�î�Ý  �Ô�î�» �­�Ÿ�×�Ü�¸�•  �¥�å�¸�Ÿ�«�º

�Ý�î�¸�µ�» 3ñ4# �©�å�¢�Ý

�Ð�Ý�³

�¥�å�¸�Ÿ�«
�º �©�«�¸�Ò

• — • — —
16-8
ASDM �Ø�î�¨  �ž�–�»

OL-14981-01-J



 

'¨  16 'v       �²�–�¼�Ñ�µ�¡  �Ý�î�¸�•�å�¢�>�|�g�«�±�¸�•�µ�¡  �Ý�î�¸�•�å�¢�b0¿��
  �²�–�¼�Ñ�µ�¡  �Ý�î�¸�•�å�¢
�Ô�î�»

���b/²�c�
�G�b�µ+��†�Q#Ý�[�A�•�Ô�î�»�†&g�K�S�v�b�[�M��

Filtering

[Filtering] �Ì�–�å�_�c�
�›  OSPF �É�ß�­�«�_0¿���I�€�S  ABR �±�–�É  3 LSA �Ç�•�Ý�±�@/²&g�I�€�r�M��

ABR �±�–�É  3 LSA �Ç�•�Ý�±�_�|�~�
�æ���K�S�É�Þ�Ç�•�µ�¡�«�T�E�†  1 �X�b�š�Ü�”�?�}�9�b�š�Ü�”�_3æ
�™�K�
�Q�b�Ú�M�m�Z�b�É�Þ�Ç�•�µ�¡�«�†�D7H�[�A�r�M���G�b�±�–�É�b�š�Ü�”  �Ç�•�Ý�±�Ü�å�¢�c�
"I��
�b  OSPF �š�Ü�”�?�}�
"I���b  OSPF �š�Ü�”�l�
�r�S�c� �L  OSPF �š�Ü�”�l� �ì�_4:#Ý�[�A�r�M��

�<!l

OSPF ABR �±�–�É  3 LSA �Ç�•�Ý�±�Ü�å�¢�_�|�~�
 OSPF �š�Ü�”6ë�b�Ý�î�º4Ä�x�†0ò(ý�_�D�š�[�A�r�M��

�D(Ù�¦8o

�Ç�•�Ý�±�Ü�å�¢�I�€�•�b�c�
 ABR �?�}3æ�™�I�€�•�±�–�É  3 LSA �T�E�[�M��

�Ç�•�î�Ý�»

[Filtering] �¸�î�È�Ý�_�c�
���b�_���@/²&g�I�€�r�M���¸�î�È�Ý  �š�å�º�Ü�†�²�È�Ý�¡�Ü�µ�¡�M�•�\�
4E�¥
�K�S�š�å�º�Ü�_�P�Â�M�•  Add/Edit Filtering Entry �²�–�”�ß�¢�Î�µ�¡�«�@6ä�A�r�M��

• [OSPF Process]>8�Ç�•�Ý�±  �š�å�º�Ü�_6õ4��Ü�E�}�€�S  OSPF �É�ß�­�«�†/²&g�K�r�M��

• [Area ID]>8�Ç�•�Ý�±  �š�å�º�Ü�_6õ4��Ü�E�}�€�S�š�Ü�”�b  ID �†/²&g�K�r�M��

• [Filtered Network]>8�Ç�•�Ý�±�Ü�å�¢�I�€�Z�8�•�¿�µ�º�á�î�¡  �”�»�Þ�«�†/²&g�K�r�M��

• [Traffic Direction]>8OSPF �š�Ü�”�_%T�™�M�•  LSA �_�Ç�•�Ý�±  �š�å�º�Ü�@4:#Ý�I�€�•���œ
�� Inbound���†�
 OSPF �š�Ü�”�?�}$Î�™�I�€�•  LSA �_4:#Ý�I�€�•���œ�c�� Outbound���†/²&g�K�r
�M��

• [Sequence #]>8�Ç�•�Ý�±  �š�å�º�Ü�b�©�î�£�å�«$��•�†/²&g�K�r�M��0
�X�b�Ç�•�Ý�±�@  LSA �_4:#Ý
�I�€�Z�8�•���œ�
�q�v�©�î�£�å�«$��•�b�`�I�8�Ç�•�Ý�±�@�Q#Ý�I�€�r�M��

• [Action]>8�Ç�•�Ý�±�_�M+´�M�•  LSA �@0Á�•�I�€�•���œ�c�� Permit���†�
�Ç�•�Ý�±�_�M+´�M�•  LSA 
�@�Ä�°�I�€�•���œ�c�� Deny���†/²&g�K�r�M��

• [Lower Range]>8!·�œ�I�€�•�q�`�É�Þ�Ç�•�µ�¡�«6×�†/²&g�K�r�M��

• [Upper Range]>8!·�œ�I�€�•�q�±�É�Þ�Ç�•�µ�¡�«6×�†/²&g�K�r�M��

[Filtering] �¸�î�È�Ý�b�š�å�º�Ü�[�c�
���b�”�¡�©�Ù�å�†��/œ�[�A�r�M��

• [Add]>8�‚�K�8�š�å�º�Ü�†  [Filter] �¸�î�È�Ý�_3ã�•�M�•�S�u�b  Add/Edit Filtering Entry �²�–�”�ß�¢
�Î�µ�¡�«�@6ä�A�r�M��

• [Edit]>84E�K�S�Ç�•�Ý�±�†�Ÿ�G�M�•�S�u�b  Add/Edit Filtering Entry �²�–�”�ß�¢�Î�µ�¡�«�@6ä�A�r
�M��

• [Delete]>84E�¥�K�S�Ç�•�Ý�±�†  [Filter] �¸�î�È�Ý�?�}�P7V�K�r�M��

�Ç�“�–�”�˜�›�î�Ý  �Ô�î�» �­�Ÿ�×�Ü�¸�•  �¥�å�¸�Ÿ�«�º

�Ý�î�¸�µ�» 3ñ4# �©�å�¢�Ý

�Ð�Ý�³

�¥�å�¸�Ÿ�«
�º �©�«�¸�Ò
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'¨  16 'v       �²�–�¼�Ñ�µ�¡  �Ý�î�¸�•�å�¢�>�|�g�«�±�¸�•�µ�¡  �Ý�î�¸�•�å�¢�b0¿��
  �²�–�¼�Ñ�µ�¡  �Ý�î�¸�•�å�¢
�Ô�î�»

���b/²�c�
�G�b�µ+��†�Q#Ý�[�A�•�Ô�î�»�†&g�K�S�v�b�[�M��

Add/Edit Filtering Entry

[Add/Edit Filtering Entry] �²�–�”�ß�¢�Î�µ�¡�«�[�c�
�‚�K�8�Ç�•�Ý�±�†  [Filter] �¸�î�È�Ý�_3ã�•�M�•�?�

�¤�Ñ�b�Ç�•�Ý�±�†�Ÿ�G�[�A�r�M���¤�Ñ�b�Ç�•�Ý�±�†)…7Ÿ�M�•�\�A�
�M4Š�b�Ç�•�Ý�±�_���c�š�f�[�A�r�O
�‡��

�Ç�•�î�Ý�»

• [OSPF Process]>8�Ç�•�Ý�±  �š�å�º�Ü�_6õ4��Ü�E�}�€�S  OSPF �É�ß�­�«�†4E�¥�K�r�M���¤�Ñ�b�Ç�•
�Ý�±  �š�å�º�Ü�†)…7Ÿ�K�Z�8�•���œ�
�G�b0¿���c�š�f�[�A�r�O�‡��

• [Area ID]>8�Ç�•�Ý�±  �š�å�º�Ü�_6õ4��Ü�E�}�€�S�š�Ü�”�b  ID �†4E�¥�K�r�M���¤�Ñ�b�Ç�•�Ý�±  �š�å
�º�Ü�†)…7Ÿ�K�Z�8�•���œ�
�G�b0¿���c�š�f�[�A�r�O�‡��

• [Filtered Network]>8CIDR /²0°>&a.b.c.d/m>'�†�Q#Ý�K�Z�
�Ç�•�Ý�±�Ü�å�¢�K�Z�8�•�¿�µ�º�á�î�¡
�b�”�»�Þ�«�>�|�g�Ð�«�¡�†
°�Š�K�r�M��

• [Traffic Direction]>8�Ç�•�Ý�±�Ü�å�¢�I�€�Z�8�•�º�Û�Ç�•�µ�¡�b�‰�¥�†4E�¥�K�r�M�� OSPF �š�Ü�”�_
%T�™�M�• LSA �†�Ç�•�Ý�±�Ü�å�¢�M�•�_�c�� Inbound���†�
 OSPF �š�Ü�”�?�}$Î�™�I�€�•  LSA �†
�Ç�•�Ý�±�Ü�å�¢�M�•�_�c�� Outbound���†4E�¥�K�r�M���¤�Ñ�b�Ç�•�Ý�±  �š�å�º�Ü�†)…7Ÿ�K�Z�8�•��
�œ�
�G�b0¿���c�š�f�[�A�r�O�‡��

• [Sequence #]>8�Ç�•�Ý�±�b�©�î�£�å�«$��•�†
°�Š�K�r�M���w� �Í�b(
�V�c  1 >|  4294967294 �[�M��
0
�X�b�Ç�•�Ý�±�@  LSA �_4:#Ý�I�€�Z�8�•���œ�
�q�v�©�î�£�å�«$��•�b�`�I�8�Ç�•�Ý�±�@�Q#Ý�I�€
�r�M��

• [Action]>8LSA �º�Û�Ç�•�µ�¡�†0Á�•�M�•���œ�c�� Permit���†�
 LSA �º�Û�Ç�•�µ�¡�†�È�ß�µ�¡�M�•
���œ�c�� Deny���†4E�¥�K�r�M��

• [Optional]>8�Ç�•�Ý�±�b�œ�É�©�Ù�å0¿���†�µ�s�r�M��

– [Lower Range]>8!·�œ�I�€�•�q�`�É�Þ�Ç�•�µ�¡�«6×�†�æ���K�r�M���G�b0¿���b�Í�c�
 [Filtered 
Network] �Ç�•�î�Ý�»�_
°�Š�M�•�¿�µ�º�á�î�¡  �Ð�«�¡�b6×�I�|�~�v�±�A�C�
 [Upper Range] 
�Ç�•�î�Ý�»�_
°�Š�M�•�Í>&�6�•���œ>'�è�W�[�6�•�²0[�@�6�~�r�M��

– [Upper Range]>8!·�œ�I�€�•�q�±�É�Þ�Ç�•�µ�¡�«6×�†
°�Š�K�r�M���G�b0¿���b�Í�c�
 [Lower 
Range] �Ç�•�î�Ý�»�_
°�Š�M�•�Í>&�6�•���œ>'�è�V�[�6�•�²0[�@�6�~�r�M���r�S�c�
 [Lower 
Range] �Ç�•�î�Ý�»�@�È�Û�å�¡�b���œ�c�
 [Filtered Network] �Ç�•�î�Ý�»�_
°�Š�M�•�¿�µ�º�á�î
�¡  �Ð�«�¡�b6×�I�|�~�v�±�A�8�Í�[�6�•�²0[�@�6�~�r�M��

�Ô�î�»

���b/²�c�
�G�b�µ+��†�Q#Ý�[�A�•�Ô�î�»�†&g�K�S�v�b�[�M��

�Ç�“�–�”�˜�›�î�Ý  �Ô�î�» �­�Ÿ�×�Ü�¸�•  �¥�å�¸�Ÿ�«�º

�Ý�î�¸�µ�» 3ñ4# �©�å�¢�Ý

�Ð�Ý�³

�¥�å�¸�Ÿ�«
�º �©�«�¸�Ò
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  �²�–�¼�Ñ�µ�¡  �Ý�î�¸�•�å�¢
Interface

[Interface] �Ì�–�å�[�c�
 OSPF �Ó�µ�­�î�ª1�0É�x�É�ß�Ã�¸�•�^�]�b�
�–�å�±�î�Ç�™�–�«�[�w�b  OSPF 
�Ý�î�¸�•�å�¢  �É�ß�Ã�¸�•�†0¿���[�A�r�M���G�€�}�b�É�ß�Ã�¸�•�b0¿���b0ò(ý�_�X�8�Z�c�
���b8o% �†
�g!·�K�Z�C�T�I�8��

• [Interface] > [Authentication] �±�È

• [Interface] > [Properties] �±�È

�Ô�î�»

���b/²�c�
�G�b�µ+��†�Q#Ý�[�A�•�Ô�î�»�†&g�K�S�v�b�[�M��

[Interface] > [Authentication] �±�È

[Authentication] �±�È�_�c�
 �­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«  �–�å�±�î�Ç�™�–�«�b  OSPF 1�0É�_���@/²&g�I
�€�r�M��

�Ç�•�î�Ý�»

• [Authentication Properties]>8�­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«  �–�å�±�î�Ç�™�–�«�b1�0É�_���†/²&g�K
�r�M���G�b�¸�î�È�Ý�b/œ�†�²�È�Ý�¡�Ü�µ�¡�M�•�\�
4E�¥�K�S�–�å�±�î�Ç�™�–�«�†�P1ß�\�K�S  Edit 
OSPF Interface Properties �²�–�”�ß�¢�Î�µ�¡�«�@6ä�A�r�M��

– [Interface]>8�–�å�±�î�Ç�™�–�«�¡�†/²&g�K�r�M��

– [Authentication Type]>8�–�å�±�î�Ç�™�–�«�[�–�¿�î�È�Ý�_�^�W�Z�8�•  OSPF 1�0É�b�±�–�É�†/²
&g�K�r�M��1�0É�±�–�É�_�c�
���b�8�N�€�?�b�Í�†�æ���[�A�r�M��

[None]>8OSPF 1�0É�c�¹�•�­�î�È�Ý�_�^�~�r�M��

[Password]>8�¡�Ü�”  �¸�Ÿ�«�º  �Ã�«�á�î�»1�0É�@�–�¿�î�È�Ý�_�^�~�r�M��

[MD5]>8MD5 1�0É�@�–�¿�î�È�Ý�_�^�~�r�M��

[Area]>8�š�Ü�”�_�P�K�Z�æ���I�€�S1�0É�±�–�É�@�–�å�±�î�Ç�™�–�«�[�–�¿�î�È�Ý�_�^�~�r�M��
�š�Ü�”1�0É�@�
�–�å�±�î�Ç�™�–�«�b�¹�Ç�›�Ý�º�Í�[�M���S�T�K�
�š�Ü�”1�0É�c�
�¹�Ç�›�Ý�º�[
�c�¹�•�­�î�È�Ý�_�^�W�Z�8�r�M���Q�b�S�u�
�6�}�?�L�u�š�Ü�”1�0É�±�–�É�†�æ���K�Z�6�•���œ
�†7V�8�Z�
�š�Ü�”1�0É�†�æ���K�S�–�å�±�î�Ç�™�–�«�[�c1�0É�@�¹�•�­�î�È�Ý�_�^�~�r�M��

• [Edit]>84E�¥�K�S�–�å�±�î�Ç�™�–�«�†�P1ß�\�K�S  Edit OSPF Interface Properties �²�–�”�ß�¢�Î�µ�¡
�«�@6ä�A�r�M��

�Ç�“�–�”�˜�›�î�Ý  �Ô�î�» �­�Ÿ�×�Ü�¸�•  �¥�å�¸�Ÿ�«�º

�Ý�î�¸�µ�» 3ñ4# �©�å�¢�Ý

�Ð�Ý�³

�¥�å�¸�Ÿ�«
�º �©�«�¸�Ò

• — • — —

�Ç�“�–�”�˜�›�î�Ý  �Ô�î�» �­�Ÿ�×�Ü�¸�•  �¥�å�¸�Ÿ�«�º

�Ý�î�¸�µ�» 3ñ4# �©�å�¢�Ý

�Ð�Ý�³

�¥�å�¸�Ÿ�«
�º �©�«�¸�Ò
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'¨  16 'v       �²�–�¼�Ñ�µ�¡  �Ý�î�¸�•�å�¢�>�|�g�«�±�¸�•�µ�¡  �Ý�î�¸�•�å�¢�b0¿��
  �²�–�¼�Ñ�µ�¡  �Ý�î�¸�•�å�¢
�Ô�î�»

���b/²�c�
�G�b�µ+��†�Q#Ý�[�A�•�Ô�î�»�†&g�K�S�v�b�[�M��

Edit OSPF Interface Authentication

[Edit OSPF Interface Authentication] �²�–�”�ß�¢�Î�µ�¡�«�[�c�
4E�¥�K�S�–�å�±�î�Ç�™�–�«�b  OSPF 1�
0É�±�–�É�>�|�g�Ã�Û�Ó�î�±�†0¿���[�A�r�M��

�Ç�•�î�Ý�»

• [Interface]>81�0É�†0¿���M�•�–�å�±�î�Ç�™�–�«�b�¡�S�†/²&g�K�r�M���G�b�Ç�•�î�Ý�»�c)…7Ÿ�[�A�r
�O�‡��

• [Authentication]>8OSPF 1�0É�œ�É�©�Ù�å�†�µ�s�r�M��

– [None]>8OSPF 1�0É�†�¹�•�­�î�È�Ý�_�M�•�_�c�
�G�b�œ�É�©�Ù�å�†4E�¥�K�r�M��

– [Password]>8�¡�Ü�”  �¸�Ÿ�«�º  �Ã�«�á�î�»1�0É�†�Q#Ý�M�•�_�c�
�G�b�œ�É�©�Ù�å�†4E�¥�K�r�M��
�­�Ÿ�×�Ü�¸�•8��@�1�Õ�I�€�•���œ�c�N�á�K�r�O�‡��

– [MD5]>8MD5 1�0É�†�Q#Ý�M�•�_�c�
�G�b�œ�É�©�Ù�å�†4E�¥�K�r�M>&�N�á>' ��

– [Area]>8>&�¹�Ç�›�Ý�º>'�š�Ü�”�_�æ���I�€�S1�0É�±�–�É�†�Q#Ý�M�•�_�c�
�G�b�œ�É�©�Ù�å�†4E
�¥�K�r�M>&�š�Ü�”1�0É�b0¿���b0ò(ý�_�X�8�Z�c�
 Add/Edit OSPF Area�†�g!·�K�Z�C�T�I�8>' ��
�š�Ü�”1�0É�c�¹�Ç�›�Ý�º�[�¹�•�­�î�È�Ý�_�^�W�Z�8�r�M���K�S�@�W�Z�
�Q�€�è�S�_�š�Ü�”1�0É
�±�–�É�†�æ���K�Z�8�^�87H�~�
�š�Ü�”1�0É�†0¿���M�•�–�å�±�î�Ç�™�–�«�[�c�
0¿���M�•�r�[1�
0É�@�¹�•�­�î�È�Ý�_�^�W�Z�8�r�M��

• [Authentication Password]>8�Ã�«�á�î�»1�0É�@�–�¿�î�È�Ý�_�^�W�Z�8�•�\�A�
�Ã�«�á�î�»�b
°�Š�b
�S�u�b0¿���@�µ�r�€�r�M��

– [Enter Password]>8�q�±  8 �e�Ð�b�¸�Ÿ�«�º�e�Ð�4�†
°�Š�K�r�M��

– [Re-enter Password]>8�Ã�«�á�î�»�†
Ì
°�Š�K�r�M��

• [MD5 IDs and Keys]>8MD5 1�0É�@�–�¿�î�È�Ý�_�^�W�Z�8�•�\�A�
 MD5 �Ÿ�î�>�|�g�Ã�Û�Ó�î�±�b

°�Š�b�S�u�b0¿���@�µ�r�€�r�M�� OSPF 1�0É�†�Q#Ý�M�•�–�å�±�î�Ç�™�–�«�V�b�M�m�Z�b�¹�Â�–�«
�[�
� �L  MD5 �Ÿ�î�>�|�g  ID �†�Q#Ý�M�•�²0[�@�6�~�r�M��

– [Enter MD5 ID and Key]>8MD5 �Ÿ�î�_���†
°�Š�M�•�S�u�b0¿���@�µ�r�€�r�M��

[Key ID]>8�X�Í�b�Ÿ�î  ID �†
°�Š�K�r�M���w� �Í�b(
�V�c�
 1 >|  255 �[�M��

[Key]>8�q�±  16 �Â�–�º�b,e�X�Ð�e�Ð�4��

– [Add]>8�æ���K�S  MD5 �Ÿ�î�†  [MD5 ID] �>�|�g  [Key] �¸�î�È�Ý�_3ã�•�K�r�M��

– [Delete]>84E�¥�K�S MD5 �Ÿ�î�>�|�g  ID �†  [MD5 ID] �>�|�g  [Key] �¸�î�È�Ý�?�}�P7V�K�r�M��

– [MD5 ID and Key]>80¿���í�s�b  MD5 �Ÿ�î�>�|�g�Ÿ�î  ID �†/²&g�K�r�M��

[Key ID]>84E�¥�K�S�Ÿ�î�b�Ÿ�î  ID �†/²&g�K�r�M��

[Key]>84E�¥�K�S�Ÿ�î  ID �b�Ÿ�î�†/²&g�K�r�M��

�Ç�“�–�”�˜�›�î�Ý  �Ô�î�» �­�Ÿ�×�Ü�¸�•  �¥�å�¸�Ÿ�«�º

�Ý�î�¸�µ�» 3ñ4# �©�å�¢�Ý

�Ð�Ý�³

�¥�å�¸�Ÿ�«
�º �©�«�¸�Ò
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�Ô�î�»

���b/²�c�
�G�b�µ+��†�Q#Ý�[�A�•�Ô�î�»�†&g�K�S�v�b�[�M��

[Interface] > [Properties] �±�È

[Properties] �±�È�_�c�
�›�–�å�±�î�Ç�™�–�«�_��*O�I�€�S  OSPF �É�ß�Ã�¸�•�@�¸�î�È�Ý�g�'�[/²&g�I�€
�r�M��

�Ç�•�î�Ý�»

• [OSPF Interface Properties]>8�–�å�±�î�Ç�™�–�«�[�w�b  OSPF �É�ß�Ã�¸�•�†/²&g�K�r�M���G�b�¸�î
�È�Ý�b/œ�†�²�È�Ý�¡�Ü�µ�¡�M�•�\�
4E�¥�K�S�–�å�±�î�Ç�™�–�«�†�P1ß�\�K�S  Edit OSPF Interface 
Properties �²�–�”�ß�¢�Î�µ�¡�«�@6ä�A�r�M��

– [Interface]>8OSPF 0¿���@4:#Ý�I�€�•�–�å�±�î�Ç�™�–�«�b�¡�S�†/²&g�K�r�M��

– [Broadcast]>8�–�å�±�î�Ç�™�–�«�@8��È�ß�î�»�Ÿ�Õ�«�º>&�Ï�–�å�º�¶�î�Ï�–�å�º>'�_0¿���I�€�Z
�8�•���œ�c�
 �� No���†/²&g�K�r�M���–�å�±�î�Ç�™�–�«�@�È�ß�î�»�Ÿ�Õ�«�º�_0¿���I�€�Z�8�•��
�œ�c�
�� Yes���†/²&g�K�r�M�� �� Yes���c�
�–�î�§�¿�µ�º  �–�å�±�î�Ç�™�–�«�b�¹�Ç�›�Ý�º0¿���[
�M��

– [Cost]>8�–�å�±�î�Ç�™�–�«�†�Ó�K�S�Ã�£�µ�º3æ�™�b�¥�«�º�†/²&g�K�r�M��

– [Priority]>8�–�å�±�î�Ç�™�–�«�_�m�~�\�Z�}�€�S  OSPF 
ƒ
›8p�)�†/²&g�K�r�M��

– [MTU Ignore]>8MTU �Ñ�«�Ð�µ�³�è���@�–�¿�î�È�Ý�_�^�W�Z�8�•���œ�c�
 �� No���†/²&g�K�r
�M�� MTU �Ñ�«�Ð�µ�³�è���@�¹�•�­�î�È�Ý�_�^�W�Z�8�•���œ�c�
 �� Yes���†/²&g�K�r�M��

– [Database Filter]>8� �‡�ì�>�|�g�Ç�Û�µ�¹�•�å�¢�b6ë�_$Î�™  LSA �@�Ç�•�Ý�±�Ü�å�¢�I�€�•���œ
�c�
 �� Yes���†/²&g�K�r�M���Ç�•�Ý�±�Ü�å�¢�@�–�¿�î�È�Ý�[�^�8���œ�c�
 �� No���†/²&g�K�r�M��

• [Edit]>84E�¥�K�S�–�å�±�î�Ç�™�–�«�†�P1ß�\�K�S  Edit OSPF Interface Properties �²�–�”�ß�¢�Î�µ�¡
�«�@6ä�A�r�M��

�Ô�î�»

���b/²�c�
�G�b�µ+��†�Q#Ý�[�A�•�Ô�î�»�†&g�K�S�v�b�[�M��

�Ç�“�–�”�˜�›�î�Ý  �Ô�î�» �­�Ÿ�×�Ü�¸�•  �¥�å�¸�Ÿ�«�º

�Ý�î�¸�µ�» 3ñ4# �©�å�¢�Ý

�Ð�Ý�³

�¥�å�¸�Ÿ�«
�º �©�«�¸�Ò

• — • — —

�Ç�“�–�”�˜�›�î�Ý  �Ô�î�» �­�Ÿ�×�Ü�¸�•  �¥�å�¸�Ÿ�«�º

�Ý�î�¸�µ�» 3ñ4# �©�å�¢�Ý

�Ð�Ý�³

�¥�å�¸�Ÿ�«
�º �©�«�¸�Ò
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Edit OSPF Interface Properties

�Ç�•�î�Ý�»

• [Interface]>8OSPF �É�ß�Ã�¸�•�†0¿���M�•�–�å�±�î�Ç�™�–�«�b�¡�S�†/²&g�K�r�M���G�b�Ç�•�î�Ý�»
�c)…7Ÿ�[�A�r�O�‡��

• [Broadcast]>8�–�å�±�î�Ç�™�–�«�@�È�ß�î�»�Ÿ�Õ�«�º  �–�å�±�î�Ç�™�–�«�[�6�•�G�\�†�æ���M�•�_�c�

�G�b�³�™�µ�¡�Î�µ�¡�«�†�œ�å�_�K�r�M���G�b�³�™�µ�¡�Î�µ�¡�«�c�
�–�î�§�¿�µ�º  �–�å�±�î�Ç�™�–
�«�b�¹�Ç�›�Ý�º�[�œ�å�_�^�W�Z�8�r�M���–�å�±�î�Ç�™�–�«�†�Ï�–�å�º�¶�î�Ï�–�å�º�
8��È�ß�î�»
�Ÿ�Õ�«�º  �–�å�±�î�Ç�™�–�«�\�K�Z�æ���M�•�_�c�
�G�b�³�™�µ�¡�Î�µ�¡�«�†�œ�Ç�_�K�r�M���–�å
�±�î�Ç�™�–�«�†�Ï�–�å�º�¶�î�Ï�–�å�º�
8��È�ß�î�»�Ÿ�Õ�«�º�\�K�Z�æ���M�•�\�
 OSPF �Ý�î�º�@  
VPN �º�å�¿�Ý�[3æ�™�I�€�r�M��

�–�å�±�î�Ç�™�–�«�†�Ï�–�å�º�¶�î�Ï�–�å�º�
8��È�ß�î�»�Ÿ�Õ�«�º�\�K�Z0¿���M�•�\�
���b�D7H�@4:
#Ý�I�€�r�M��

– �–�å�±�î�Ç�™�–�«�_�c�¿�–�Â�î�†  1 �X�T�E��*O�[�A�r�M��

– �¿�–�Â�î�c�m�·�[0¿���M�•�²0[�@�6�~�r�M>& Static Neighbor�†�g!·>' ��

– �¡�Ü�É�º  �Ï�–�å�º�†�æ�M�«�±�¸�•�µ�¡  �Ý�î�º�†��*O�M�•�²0[�@�6�~�r�M>& Static Routes�†�g
!·>' ��

– �º�å�¿�Ý)�#ä�b  OSPF �@�–�å�±�î�Ç�™�–�«�[��/œ�p�[�6�•���œ�c�
�Q�b� �L�–�å�±�î�Ç�™�–�«
�[�c�V�v�b�Ý�î�±�@�6�•3û�–�b  OSPF �†��/œ�[�A�r�O�‡��

– OSPF �f�‚�@  VPN �º�å�¿�Ý�†3û4#�[�A�•�|�:�_�
 OSPF �¿�–�Â�î�†�æ���M�•�S�_�
�¡�Ü�É�º  
�Ð�µ�É�†�–�å�±�î�Ç�™�–�«�_�Â�–�å�»�M�•�²0[�@�6�~�r�M�� OSPF �¿�–�Â�î�†�æ���K�S�‹�[�¡
�Ü�É�º  �Ð�µ�É�†�–�å�±�î�Ç�™�–�«�_�Â�–�å�»�M�•���œ�c�
 clear local-host all �¥�Ð�å�»�†�Q#Ý
�K�Z  OSPF �K)F�†�¡�Ü�”�K�
 OSPF �b7„�K6õ�€�@ VPN �º�å�¿�Ý)�#ä�[&�'g�I�€�•�|�:�_�K�r
�M��

• [Cost]>8�–�å�±�î�Ç�™�–�«�†�Ó�K�S�Ã�£�µ�º3æ�™�b�¥�«�º�†�æ���K�r�M���¹�Ç�›�Ý�º�Í�c  10 �[�M��

• [Priority]>8OSPF �Ý�î�±�b
ƒ
›8p�)�†�æ���K�r�M�� 2 �X�b�Ý�î�±�@�¿�µ�º�á�î�¡�_�K)F�K�Z�8�•��
�œ�
�g�‰�@�æ���Ý�î�±�_�^�•�:�\�K�r�M���Ý�î�±
ƒ
›8p�)�b9×�8�¹�Â�–�«�@�æ���Ý�î�±�_�^�~�r
�M���Ý�î�±
ƒ
›8p�)�@� �L���œ�c�
�Ý�î�±  ID �@9×�8�‰�@�æ���Ý�î�±�_�^�~�r�M��

�G�b0¿���b�w� �Í�b(
�V�c�
 0 >|  255 �[�M���¹�Ç�›�Ý�º�Í�c  1 �[�M���G�b0¿���_  0 �†
°�Š�M�•�\�

4:�)�[�^�8�Ý�î�±�@�æ���Ý�î�±�_�^�W�S�~�
�æ���Ý�î�±�b�Â�µ�¡�”�µ�É�@/œ�ƒ�€�S�~�K�r�M���G�b
0¿���c�
�Ï�–�å�º�¶�î�Ï�–�å�º�
8��È�ß�î�»�Ÿ�Õ�«�º  �–�å�±�î�Ç�™�–�«�\�K�Z0¿���I�€�Z�8�•�–
�å�±�î�Ç�™�–�«�_�c4:#Ý�I�€�r�O�‡��

• [MTU Ignore]>8OSPF �c�
�¿�–�Â�î�@
¹3û�–�å�±�î�Ç�™�–�«�[� �L  MTU �†�Q#Ý�K�Z�8�•�?�]�:�?
�†�³�™�µ�¡�K�r�M���G�b�³�™�µ�¡�c�
�¿�–�Â�î�_�|�•  DBD �Ã�£�µ�º�b�º�n�ì�_/œ�ƒ�€�r�M�� DBD 
�Ã�£�µ�º�_�w�™�K�S  MTU �@%T�™�–�å�±�î�Ç�™�–�«�_0¿���I�€�Z�8�•  IP MTU �|�~9×�8���œ�

OSPF �b7„�K�ö�c&�'g�I�€�r�O�‡��

• [Database Filter]>8� �‡�ì�>�|�g�Ç�Û�µ�¹�•�å�¢�b6ë�_$Î�™  LSA �–�å�±�î�Ç�™�–�«�†�Ç�•�Ý�±�Ü�å
�¢�M�•�_�c�
�G�b�³�™�µ�¡�Î�µ�¡�«�†�œ�å�_�K�r�M���¹�Ç�›�Ý�º�[�c�
 OSPF �c�
 LSA �@�?%T�K�S
�–�å�±�î�Ç�™�–�«�†7V�A�
� �L�š�Ü�”
Æ�b�M�m�Z�b�–�å�±�î�Ç�™�–�«�[�‚�K�8  LSA �†�Ç�Û�µ�»�K
�r�M���ö
²�Ó�µ�©�×�ì�º�Ï�ß�ª�[�c�
�G�b0¿���@�•�æ�œ�†!“9O�_�K�Z�
4#�k�^�Ü�å�¡�>�|�g  CPU 
�b�Q#Ý�_�X�^�@�•�G�\�@�6�~�r�M���G�b�³�™�µ�¡�Î�µ�¡�«�†�œ�å�_�M�•�G�\�[�
4E�¥�K�S�–�å�±�î
�Ç�™�–�«�[�b  OSPF LSA �b�Ç�Û�µ�¹�•�å�¢�†75�B�r�M��

�Ô�î�»

���b/²�c�
�G�b�µ+��†�Q#Ý�[�A�•�Ô�î�»�†&g�K�S�v�b�[�M��
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'¨  16 'v       �²�–�¼�Ñ�µ�¡  �Ý�î�¸�•�å�¢�>�|�g�«�±�¸�•�µ�¡  �Ý�î�¸�•�å�¢�b0¿��
  �²�–�¼�Ñ�µ�¡  �Ý�î�¸�•�å�¢
Edit OSPF Interface Advanced Properties

[Edit OSPF Interface Advanced Properties] �²�–�”�ß�¢�Î�µ�¡�«�[�c�
 OSPF �b  hello 6ë7x�

Ì3æ�™6ë
7x�
3æ�™4����
 dead 6ë7x�b�Í�†�š�f�[�A�r�M��3û�–�c�
�¿�µ�º�á�î�¡�V�[  OSPF �b�e8Ÿ�@$Î#Õ�K�S��
�œ�_�T�E�
�G�€�}�b�Í�†�¹�Ç�›�Ý�º�?�}�š�f�M�•�²0[�@�6�~�r�M��

�Ç�•�î�Ý�»

• [Hello Interval]>8hello �Ã�£�µ�º�@�–�å�±�î�Ç�™�–�«�[3æ�™�I�€�•6ë7x�†&Ê�X�[�æ���K�r�M�� hello 
6ë7x�†�`�I�C�M�•�\�
�º�Ï�ß�ª�š�f�c�|�~9×3ÿ�_�è���I�€�r�M�@�
�–�å�±�î�Ç�™�–�«�V�[3æ�™�I�€
�•�º�Û�Ç�•�µ�¡�c�|�~�¨�C�^�~�r�M���G�b�Í�c�
"I���b�–�å�±�î�Ç�™�–�«�V�b�M�m�Z�b�Ý�î�±�>�|
�g�”�¡�­�«  �§�î�Â�[� �L�[�6�•�²0[�@�6�~�r�M���w� �Í�b(
�V�c�
 1 >|  65535 &Ê�[�M���¹�Ç�›�Ý
�º�Í�c  10 &Ê�[�M��

• [Retransmit Interval]>8�–�å�±�î�Ç�™�–�«�_�“�M�•7„�K6õ�€�b  LSA 
Ì3æ�™�b6ë7x�†&Ê�X�[�æ���K�r
�M���Ý�î�±�c�Q�b�¿�–�Â�î�_  LSA �†3æ�™�M�•�\�
&�1��Â'Å�Ó�µ�­�î�ª�†�w�™�M�•�r�[�Q�b  LSA �†
�–�â�K�r�M��&�1��Â'Å�†�w�™�K�^�?�W�S���œ�
�Ý�î�±�c  LSA �†
Ì3æ�™�K�r�M���G�b�Í�c�M�<�u�_
0¿���M�•�²0[�@�6�~�r�M���Q�:�K�^�8�\�
�Y0[�^
Ì3æ�™�@$Î#Õ�M�•�•+��ö�@�6�~�r�M���©�Ü�”�Ý�G
)z�>�|�g�ì�•�Ü�å�¡�b���œ�c�
�Í�†�±�A�C�M�•�²0[�@�6�~�r�M���w� �Í�b(
�V�c�
 1 >|  65535 &Ê�[
�M���¹�Ç�›�Ý�º�Í�c  5 &Ê�[�M��

• [Transmit Delay]>8�–�å�±�î�Ç�™�–�«�V�[  LSA �Ã�£�µ�º�†3æ�™�M�•�b�_�²0[�^�£�•�ì6ë�†&Ê�X�[�æ
���K�r�M���f�‚�Ã�£�µ�º
Æ�b  LSA �_�c�
3æ�™�S�_�
�G�b�Ç�•�î�Ý�»�[�æ���K�S�Í�_�|�W�Z�Q�(�I
�€�S)�4#�ì6ë�@�A(á�I�€�r�M���Ü�å�¡�[�b3æ�™�S�_4����@�•'ì�I�€�Z�8�^�8���œ�
 LSA �@�Ü�å�¡
�†�Ó�K�Z���Û�M�•�ì6ë�c*ƒ�Ö�I�€�r�O�‡���Í�c�
�–�å�±�î�Ç�™�–�«�b3æ�™�>�|�g���Û4����†*ƒ�Ö�K
�Z�m�~�\�Z�•�²0[�@�6�~�r�M���G�b0¿���c�
8��–�_�*3ÿ�b�Ü�å�¡�[�|�~5�0[�^�–�á�†�â�U�r�M���w
� �Í�b(
�V�c�
 1 >|  65535 &Ê�[�M���¹�Ç�›�Ý�º�Í�c  1 &Ê�[�M��

• [Dead Interval]>8hello �Ã�£�µ�º�@�w�™�I�€�N�
�¿�–�Â�î�@�Ý�î�±�b�²�˜�å�†�	0•�M�•6ë7x�†&Ê�X
�[�æ���K�r�M���w� �^�Í�b(
�V�c  1 >|  65535 �[�M���G�b0¿���b�¹�Ç�›�Ý�º�Í�c�
 [Hello Interval] 
�Ç�•�î�Ý�»�_0¿���I�€�Z�8�•�ì6ë6ë7x�b  4 �¸�[�M��

�Ô�î�»

���b/²�c�
�G�b�µ+��†�Q#Ý�[�A�•�Ô�î�»�†&g�K�S�v�b�[�M��

�Ç�“�–�”�˜�›�î�Ý  �Ô�î�» �­�Ÿ�×�Ü�¸�•  �¥�å�¸�Ÿ�«�º

�Ý�î�¸�µ�» 3ñ4# �©�å�¢�Ý

�Ð�Ý�³

�¥�å�¸�Ÿ�«
�º �©�«�¸�Ò

• — • — —

�Ç�“�–�”�˜�›�î�Ý  �Ô�î�» �­�Ÿ�×�Ü�¸�•  �¥�å�¸�Ÿ�«�º

�Ý�î�¸�µ�» 3ñ4# �©�å�¢�Ý

�Ð�Ý�³

�¥�å�¸�Ÿ�«
�º �©�«�¸�Ò

• — • — —
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'¨  16 'v       �²�–�¼�Ñ�µ�¡  �Ý�î�¸�•�å�¢�>�|�g�«�±�¸�•�µ�¡  �Ý�î�¸�•�å�¢�b0¿��
  �²�–�¼�Ñ�µ�¡  �Ý�î�¸�•�å�¢
Redistribution

[Redistribution] �Ì�–�å�_�c�
 1 �X�b�Ý�î�¸�•�å�¢  �É�ß�­�«�?�}  OSPF �Ý�î�¸�•�å�¢  �É�ß�­�«�l�b�Ý�î
�º�†
Ì4Ä�x�M�•���œ�b�Ý�î�Ý�@/²&g�I�€�r�M��

�Ç�•�î�Ý�»

[Redistribution] �¸�î�È�Ý�_�c�
���b�_���@/²&g�I�€�r�M���¸�î�È�Ý  �š�å�º�Ü�†�²�È�Ý�¡�Ü�µ�¡�M�•�\�

4E�¥�K�S�š�å�º�Ü�_�P�Â�M�•  Add/Edit OSPF Redistribution Entry �²�–�”�ß�¢�Î�µ�¡�«�@6ä�A�r�M��

• [OSPF Process]>8�Ý�î�º
Ì4Ä�x�š�å�º�Ü�_6õ4��Ü�E�}�€�S  OSPF �É�ß�­�«�†/²&g�K�r�M��

• [Protocol]>8�Ý�î�º�b
Ì4Ä�x
–�[�6�•�¯�î�«  �É�ß�º�¥�Ý�†/²&g�K�r�M���w� �^�š�å�º�Ü�c���b�\�>
�~�[�M��

– [Static]>8�«�±�¸�•�µ�¡  �Ý�î�º�c  OSPF �Ý�î�¸�•�å�¢  �É�ß�­�«�_
Ì4Ä�x�I�€�r�M��

– [Connected]>8�Ý�î�º�c�
�–�å�±�î�Ç�™�–�«�V�[  IP �†�–�¿�î�È�Ý�_�M�•�G�\�_�|�W�Z�
+¬�·$×
�_&�'g�I�€�r�K�S���G�€�}�b�Ý�î�º�c�
 AS �b�¥4Š�Ý�î�º�\�K�Z  OSPF �Ý�î�¸�•�å�¢  �É�ß�­�«
�_
Ì4Ä�x�I�€�r�M��

– [OSPF]>8�9�b  OSPF �Ý�î�¸�•�å�¢  �É�ß�­�«�?�}�b�Ý�î�º�c  OSPF �Ý�î�¸�•�å�¢  �É�ß�­�«�_
Ì
4Ä�x�I�€�r�M��

– [EIGRP]>8�Ý�î�º�c�
 EIGRP �Ý�î�¸�•�å�¢  �É�ß�­�«�?�}  OSPF �Ý�î�¸�•�å�¢  �É�ß�­�«�_
Ì4Ä
�x�I�€�r�M��

– [RIP]>8�Ý�î�º�c  RIP �Ý�î�¸�•�å�¢  �É�ß�­�«�?�}  OSPF �Ý�î�¸�•�å�¢  �É�ß�­�«�_
Ì4Ä�x�I�€�r
�M��

• [Match]>81 �X�b  OSPF �Ý�î�¸�•�å�¢  �É�ß�­�«�?�}�9�b  OSPF �Ý�î�¸�•�å�¢  �É�ß�­�«�_�Ý�î�º�†
Ì
4Ä�x�M�•���œ�_4:#Ý�I�€�•�²�ó�†/²&g�K�r�M��

• [Subnets]>8�§�È�¿�µ�º�I�€�S�Ý�î�º�@
Ì4Ä�x�I�€�•���œ�c�� Yes���†/²&g�K�r�M���§�È�¿�µ�º�ì�I
�€�Z�8�^�8�Ý�î�º�T�E�@
Ì4Ä�x�I�€�•���œ�c�
�1�v/²&g�I�€�r�O�‡��

• [Metric Value]>8�Ý�î�º�_�Q#Ý�I�€�•�Ó�º�Ü�µ�¡�†/²&g�K�r�M���¹�Ç�›�Ý�º�b�Ó�º�Ü�µ�¡�@�Q#Ý�I
�€�•���œ�
�G�b�•�Û�Ò�c
Ì4Ä�x�š�å�º�Ü�_�P�K�Z�È�Û�å�¡�[�M��

• [Metric Type]>8�Ó�º�Ü�µ�¡�@�±�–�É  1 �¥4Š�Ý�î�º�b���œ�c�� 1���†�
�Ó�º�Ü�µ�¡�@�±�–�É  2 �¥4Š
�Ý�î�º�b���œ�c�� 2���†/²&g�K�r�M��

• [Tag Value]>8�›�¥4Š�Ý�î�º�_�Ü�•�I�€�•  32 �Å�µ�º�b  10 4
�X�Í�[�M���G�b�Í�c  OSPF +¬�/�_�c�Q
#Ý�I�€�r�O�‡�� ASBR 6ë�[�b�_��3û�™�_�Q#Ý�I�€�•�G�\�c�6�~�r�M���w� �Í�b(
�V�c�
 0 >|  
4294967295 �[�M��

• [Route Map]>8
Ì4Ä�x�š�å�º�Ü�_4:#Ý�I�€�•�Ý�î�º  �Ð�µ�É�b�¡�S�†/²&g�K�r�M��

[Redistribution] �¸�î�È�Ý  �š�å�º�Ü�[�c���b�”�¡�©�Ù�å�†��/œ�[�A�r�M��

• [Add]>8�‚�K�8
Ì4Ä�x�š�å�º�Ü�†3ã�•�M�•�S�u�b  Add/Edit OSPF Redistribution Entry �²�–�”�ß�¢
�Î�µ�¡�«�@6ä�A�r�M��

• [Edit]>84E�¥�K�S
Ì4Ä�x�š�å�º�Ü�†�Ÿ�G�M�•�S�u�b  Add/Edit OSPF Redistribution Entry �²�–�”�ß
�¢�Î�µ�¡�«�@6ä�A�r�M��

• [Delete]>84E�¥�K�S
Ì4Ä�x�š�å�º�Ü�†  [Redistribution] �¸�î�È�Ý�?�}�P7V�K�r�M��

�Ô�î�»

���b/²�c�
�G�b�µ+��†�Q#Ý�[�A�•�Ô�î�»�†&g�K�S�v�b�[�M��
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'¨  16 'v       �²�–�¼�Ñ�µ�¡  �Ý�î�¸�•�å�¢�>�|�g�«�±�¸�•�µ�¡  �Ý�î�¸�•�å�¢�b0¿��
  �²�–�¼�Ñ�µ�¡  �Ý�î�¸�•�å�¢
Add/Edit OSPF Redistribution Entry

[Add/Edit OSPF Redistribution Entry] �²�–�”�ß�¢�Î�µ�¡�«�[�c�
 [Redistribution] �¸�î�È�Ý�_�‚�K�8
Ì
4Ä�x�Ý�î�Ý�†3ã�•�K�S�~�
�¤�Ñ�b
Ì4Ä�x�Ý�î�Ý�†)…7Ÿ�K�S�~�[�A�r�M���¤�Ñ�b
Ì4Ä�x�Ý�î�Ý�†)…7Ÿ�M�•
�\�A�
�M4Š�b
Ì4Ä�x�Ý�î�Ý�_���c�š�f�[�A�r�O�‡��

�Ç�•�î�Ý�»

• [OSPF Process]>8�Ý�î�º
Ì4Ä�x�š�å�º�Ü�_6õ4��Ü�E�}�€�S  OSPF �É�ß�­�«�†4E�¥�K�r�M���¤�Ñ�b
Ì
4Ä�x�Ý�î�Ý�†)…7Ÿ�K�Z�8�•���œ�
�G�b0¿���c�š�f�[�A�r�O�‡��

• [Protocol]>8�Ý�î�º�b
Ì4Ä�x
–�[�6�•�¯�î�«  �É�ß�º�¥�Ý�†4E�¥�K�r�M�����b�8�N�€�?�b�œ�É�©�Ù�å
�†4E�¥�[�A�r�M��

– [Static]>8�«�±�¸�•�µ�¡  �Ý�î�º�†  OSPF �Ý�î�¸�•�å�¢  �É�ß�­�«�_
Ì4Ä�x�K�r�M��

– [Connected]>8�K)F�I�€�S�Ý�î�º>&�–�å�±�î�Ç�™�–�«�V�[  IP �†�–�¿�î�È�Ý�_�M�•�G�\�_�|�W�Z
+¬�·$×�_&�'g�I�€�•�Ý�î�º>'�†  OSPF �Ý�î�¸�•�å�¢  �É�ß�­�«�_
Ì4Ä�x�K�r�M���K)F�í�s�Ý�î
�º�c�
 AS �b�¥4Š�\�K�Z
Ì4Ä�x�I�€�r�M��

– [OSPF]>8�9�b  OSPF �Ý�î�¸�•�å�¢  �É�ß�­�«�?�}�Ý�î�º�†
Ì4Ä�x�K�r�M���Ü�«�º�?�}  OSPF �É
�ß�­�«  ID �†4E�¥�K�Z�C�T�I�8��

– [RIP]>8RIP �Ý�î�¸�•�å�¢�É�ß�­�«�?�}�Ý�î�º�†
Ì4Ä�x�K�r�M��

– [EIGRP]>8EIGRP �Ý�î�¸�•�å�¢  �É�ß�­�«�?�}�Ý�î�º�†
Ì4Ä�x�K�r�M���Ü�«�º�?�}  EIGRP �Ý�î
�¸�•�å�¢  �É�ß�­�«�b+¬�Š�©�«�¸�Ò$��•�†4E�¥�K�Z�C�T�I�8��

• [Match]>8�9�b  OSPF �Ý�î�¸�•�å�¢  �É�ß�­�«�?�}�
4E�¥�K�S  OSPF �Ý�î�¸�•�å�¢  �É�ß�­�«�_�
�Ý�î
�º�†
Ì4Ä�x�M�•���œ�_4:#Ý�I�€�•�²�ó�†/²&g�K�r�M���G�€�}�b�œ�É�©�Ù�å�c�
�«�±�¸�•�µ�¡�
�K)F
�í�s�
 RIP�
�r�S�c  EIGRP �Ý�î�º�†
Ì4Ä�x�M�•�\�A�_4E�¥�[�A�r�M���Ý�î�º�@
Ì4Ä�x�I�€�•�_�c�

4E�¥�K�S�²�ó�\�M+´�K�Z�8�•�²0[�@�6�~�r�M�����b�M+´�²�ó�?�}  1 �X�è�V�†4E�¥�[�A�r�M��

– [Internal]>8�Ý�î�º�c"I���b  AS �b
Æ4Š�[�M��

– [External 1]>8+¬�Š�©�«�¸�Ò�b�¥4Š�T�@�
 OSPF �_�±�–�É  1 �¥4Š�Ý�î�º�\�K�Z�–�å�Ï�î�º�I�€�•
�Ý�î�º��

– [External 2]>8+¬�Š�©�«�¸�Ò�b�¥4Š�T�@�
 OSPF �_�±�–�É  2 �¥4Š�Ý�î�º�\�K�Z�–�å�Ï�î�º�I�€�•
�Ý�î�º��

– [NSSA External 1]>8+¬�Š�©�«�¸�Ò�b�¥4Š�T�@�
 OSPF �_�±�–�É  2 NSSA �Ý�î�º�\�K�Z�–�å�Ï�î
�º�I�€�•�Ý�î�º��

– [NSSA External 2]>8+¬�Š�©�«�¸�Ò�b�¥4Š�T�@�
 OSPF �_�±�–�É  2 NSSA �Ý�î�º�\�K�Z�–�å�Ï�î
�º�I�€�•�Ý�î�º��

• [Metric Value]>8
Ì4Ä�x�M�•�Ý�î�º�b�Ó�º�Ü�µ�¡�Í�†�æ���K�r�M���w� �Í�b(
�V�c  1 >|  16777214 
�[�M��� �L�¹�Â�–�«�V�[  1 �X�b  OSPF �É�ß�­�«�?�}�9�b  OSPF �É�ß�­�«�_
Ì4Ä�x�M�•���œ�
�Ó�º
�Ü�µ�¡�Í�†�æ���K�^�8�\�
�Ó�º�Ü�µ�¡�c  1 �X�b�É�ß�­�«�?�}�Ú�b�É�ß�­�«�l�Ñ)F�K�r�M���Ú�b�É�ß
�­�«�†  OSPF �É�ß�­�«�_
Ì4Ä�x�M�•�\�A�_�
�Ó�º�Ü�µ�¡�Í�†�æ���K�^�8���œ�
�¹�Ç�›�Ý�º�b�Ó�º
�Ü�µ�¡�c  20 �[�M��

�Ç�“�–�”�˜�›�î�Ý  �Ô�î�» �­�Ÿ�×�Ü�¸�•  �¥�å�¸�Ÿ�«�º

�Ý�î�¸�µ�» 3ñ4# �©�å�¢�Ý

�Ð�Ý�³

�¥�å�¸�Ÿ�«
�º �©�«�¸�Ò

• — • — —
16-17
ASDM �Ø�î�¨  �ž�–�»

OL-14981-01-J



 

'¨  16 'v       �²�–�¼�Ñ�µ�¡  �Ý�î�¸�•�å�¢�>�|�g�«�±�¸�•�µ�¡  �Ý�î�¸�•�å�¢�b0¿��
  �²�–�¼�Ñ�µ�¡  �Ý�î�¸�•�å�¢
• [Metric Type]>8�Ó�º�Ü�µ�¡�@�±�–�É  1 �¥4Š�Ý�î�º�[�6�•���œ�c�� 1���†�
�Ó�º�Ü�µ�¡�@�±�–�É  2 �¥
4Š�Ý�î�º�[�6�•���œ�c�� 2���†4E�¥�K�r�M��

• [Tag Value]>8�±�¢�Í�c�
�›�¥4Š�Ý�î�º�_�Ü�•�I�€�•  32 �Å�µ�º�b  10 4
�X�Í�[�M���G�€�c  OSPF +¬
�/�_�c�Q#Ý�I�€�r�O�‡�� ASBR 6ë�[�b�_��3û�™�_�Q#Ý�I�€�•�G�\�c�6�~�r�M���w� �Í�b(
�V�c�
 0 
>|  4294967295 �[�M��

• [Use Subnets]>8�§�È�¿�µ�º  �Ý�î�º�b
Ì4Ä�x�†�–�¿�î�È�Ý�_�M�•�_�c�
�G�b�³�™�µ�¡�Î�µ�¡�«�†�œ
�å�_�K�r�M���§�È�¿�µ�º�I�€�Z�8�^�8�Ý�î�º�T�E�†
Ì4Ä�x�M�•�_�c�
�G�b�³�™�µ�¡�Î�µ�¡�«�†�œ�Ç
�_�K�r�M��

• [Route Map]>8
Ì4Ä�x�š�å�º�Ü�_4:#Ý�I�€�•�Ý�î�º  �Ð�µ�É�b�¡�S�†
°�Š�K�r�M��

�Ô�î�»

���b/²�c�
�G�b�µ+��†�Q#Ý�[�A�•�Ô�î�»�†&g�K�S�v�b�[�M��

Static Neighbor

[Static Neighbor] �Ì�–�å�_�c�
�m�·�[��*O�I�€�S�¿�–�Â�î�@/²&g�I�€�r�M���è���I�€�S�¿�–�Â�î�c/²&g
�I�€�r�O�‡��

�Ï�–�å�º�¶�î�Ï�–�å�º�b8��È�ß�î�»�Ÿ�Õ�«�º  �–�å�±�î�Ç�™�–�«�H�\�_�
�«�±�¸�•�µ�¡  �¿�–�Â�î�†��*O
�M�•�²0[�@�6�~�r�M���r�S�
 [Static Neighbor] �¸�î�È�Ý�_�6�•�›�«�±�¸�•�µ�¡  �¿�–�Â�î�_�P�K�Z�«�±
�¸�•�µ�¡  �Ý�î�º�†��*O�M�•�²0[�v�6�~�r�M��

�Ç�•�î�Ý�»

• [Static Neighbor]>8�›  OSPF �É�ß�­�«�_��*O�I�€�S�«�±�¸�•�µ�¡  �¿�–�Â�î�b�_���†/²&g�K�r�M���G
�b�¸�î�È�Ý�b/œ�†�²�È�Ý�¡�Ü�µ�¡�M�•�\�
 Add/Edit OSPF Neighbor Entry �²�–�”�ß�¢�Î�µ�¡�«�@
6ä�A�r�M��

– [OSPF Process]>8�«�±�¸�•�µ�¡  �¿�–�Â�î�_6õ4��Ü�E�}�€�S  OSPF �É�ß�­�«�†/²&g�K�r�M��

– [Neighbor]>8�«�±�¸�•�µ�¡  �¿�–�Â�î�b  IP �”�»�Þ�«�†/²&g�K�r�M��

– [Interface]>8�«�±�¸�•�µ�¡  �¿�–�Â�î�_6õ4��Ü�E�}�€�S�–�å�±�î�Ç�™�–�«�†/²&g�K�r�M��

• [Add]>8[Add/Edit OSPF Neighbor Entry] �²�–�”�ß�¢�Î�µ�¡�«�@6ä�A�r�M���G�b�Î�±�å�†�Q#Ý�K�Z�

�‚�K�8�«�±�¸�•�µ�¡  �¿�–�Â�î�†��*O�K�r�M��

• [Edit]>8[Add/Edit OSPF Neighbor Entry] �²�–�”�ß�¢�Î�µ�¡�«�@6ä�A�r�M���G�b�Î�±�å�†�Q#Ý�K�Z�

�«�±�¸�•�µ�¡  �¿�–�Â�î�b0¿���†�š�f�K�r�M��

• [Delete]>84E�¥�K�S�š�å�º�Ü�†  [Static Neighbor] �¸�î�È�Ý�?�}�P7V�K�r�M��

�Ô�î�»

���b/²�c�
�G�b�µ+��†�Q#Ý�[�A�•�Ô�î�»�†&g�K�S�v�b�[�M��

�Ç�“�–�”�˜�›�î�Ý  �Ô�î�» �­�Ÿ�×�Ü�¸�•  �¥�å�¸�Ÿ�«�º

�Ý�î�¸�µ�» 3ñ4# �©�å�¢�Ý

�Ð�Ý�³

�¥�å�¸�Ÿ�«
�º �©�«�¸�Ò

• — • — —
16-18
ASDM �Ø�î�¨  �ž�–�»
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'¨  16 'v       �²�–�¼�Ñ�µ�¡  �Ý�î�¸�•�å�¢�>�|�g�«�±�¸�•�µ�¡  �Ý�î�¸�•�å�¢�b0¿��
  �²�–�¼�Ñ�µ�¡  �Ý�î�¸�•�å�¢
Add/Edit OSPF Neighbor Entry

[Add/Edit OSPF Neighbor Entry] �²�–�”�ß�¢�Î�µ�¡�«�[�c�
�‚�K�8�«�±�¸�•�µ�¡  �¿�–�Â�î�†��*O�M�•
�?�
�¤�Ñ�b�«�±�¸�•�µ�¡  �¿�–�Â�î�b�_���†�š�f�[�A�r�M��

�Ï�–�å�º�¶�î�Ï�–�å�º�b8��È�ß�î�»�Ÿ�Õ�«�º  �–�å�±�î�Ç�™�–�«�H�\�_�
�«�±�¸�•�µ�¡  �¿�–�Â�î�†��*O
�M�•�²0[�@�6�~�r�M��

�D(Ù�¦8o

• $��^�•  2 �X�b  OSPF �É�ß�­�«�_�P�K�Z� �L�«�±�¸�•�µ�¡  �¿�–�Â�î�†��*O�[�A�r�O�‡��

• �›�«�±�¸�•�µ�¡  �¿�–�Â�î�_�«�±�¸�•�µ�¡  �Ý�î�º�†��*O�M�•�²0[�@�6�~�r�M>& �� Static Routes��
>&P.16-45>' �†�g!·>' ��

�Ç�•�î�Ý�»

• [OSPF Process]>8�«�±�¸�•�µ�¡  �¿�–�Â�î�_6õ4��Ü�E�}�€�S  OSPF �É�ß�­�«�†4E�¥�K�r�M���¤�Ñ�b
�«�±�¸�•�µ�¡  �¿�–�Â�î�†)…7Ÿ�K�Z�8�•���œ�
�G�b�Í�c�š�f�[�A�r�O�‡��

• [Neighbor]>8�«�±�¸�•�µ�¡  �¿�–�Â�î�b  IP �”�»�Þ�«�†
°�Š�K�r�M��

• [Interface]>8�«�±�¸�•�µ�¡  �¿�–�Â�î�_6õ4��Ü�E�}�€�S�–�å�±�î�Ç�™�–�«�†4E�¥�K�r�M���¤�Ñ�b�«�±
�¸�•�µ�¡  �¿�–�Â�î�†)…7Ÿ�K�Z�8�•���œ�
�G�b�Í�c�š�f�[�A�r�O�‡��

�Ô�î�»

���b/²�c�
�G�b�µ+��†�Q#Ý�[�A�•�Ô�î�»�†&g�K�S�v�b�[�M��

Summary Address

[Summary Address] �Ì�–�å�_�c�
�›  OSPF �Ý�î�¸�•�å�¢  �É�ß�­�«�_0¿���I�€�S�§�Ð�Ü�î  �”�»�Þ�«�_6õ
�M�•�_���@/²&g�I�€�r�M��

�Ú�b�Ý�î�¸�•�å�¢  �É�ß�º�¥�Ý�?�}�Û*f�K�S�Ý�î�º�†�§�Ð�Û�–�¬�[�A�r�M���§�Ð�Ü�î�b�”�»�Â�±�–�¬�_
�Q#Ý�I�€�•�Ó�º�Ü�µ�¡�c�

½�/$×�^�Ý�î�º�M�m�Z�b�p�[�q�`�b�Ó�º�Ü�µ�¡�[�M���§�Ð�Ü�î  �Ý�î�º�c�

�Ý�î�¸�•�å�¢  �¸�î�È�Ý�b�§�–�¬�†�P�ö�M�•�b�_�z'g�U�r�M��

OSPF �b�§�Ð�Ü�î  �Ý�î�º�†�Q#Ý�M�•�\�
 OSPF ASBR �c�
�Q�b�”�»�Þ�«�[�•�Â�î�I�€�•�M�m�Z�b
Ì4Ä�x
�Ý�î�º�b7Ÿ(Ù�\�K�Z�
 1 �X�b�¥4Š�Ý�î�º�†�”�»�Â�±�–�¬�K�r�M�� OSPF �_
Ì4Ä�x�I�€�Z�8�•�
�Ú�b�Ý�î
�¸�•�å�¢  �É�ß�º�¥�Ý�?�}�b�Ý�î�º�T�E�†�§�Ð�Û�–�¬�[�A�r�M��

�Ç�“�–�”�˜�›�î�Ý  �Ô�î�» �­�Ÿ�×�Ü�¸�•  �¥�å�¸�Ÿ�«�º

�Ý�î�¸�µ�» 3ñ4# �©�å�¢�Ý

�Ð�Ý�³

�¥�å�¸�Ÿ�«
�º �©�«�¸�Ò

• — • — —

�Ç�“�–�”�˜�›�î�Ý  �Ô�î�» �­�Ÿ�×�Ü�¸�•  �¥�å�¸�Ÿ�«�º

�Ý�î�¸�µ�» 3ñ4# �©�å�¢�Ý

�Ð�Ý�³

�¥�å�¸�Ÿ�«
�º �©�«�¸�Ò

• — • — —
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'¨  16 'v       �²�–�¼�Ñ�µ�¡  �Ý�î�¸�•�å�¢�>�|�g�«�±�¸�•�µ�¡  �Ý�î�¸�•�å�¢�b0¿��
  �²�–�¼�Ñ�µ�¡  �Ý�î�¸�•�å�¢
�Ç�•�î�Ý�»

[Summary Address] �¸�î�È�Ý�_�c�
���b�_���@/²&g�I�€�r�M���¸�î�È�Ý�b�š�å�º�Ü�†�²�È�Ý�¡�Ü�µ�¡
�M�•�\�
4E�¥�K�S�š�å�º�Ü�_�P�Â�M�• [Add/Edit OSPF Summary Address Entry] �²�–�”�ß�¢�Î�µ�¡�«�@
6ä�A�r�M��

• [OSPF Process]>8�§�Ð�Ü�î  �”�»�Þ�«�_6õ4��Ü�E�}�€�S  OSPF �É�ß�­�«�†/²&g�K�r�M��

• [IP Address]>8�§�Ð�Ü�î  �”�»�Þ�«�b  IP �”�»�Þ�«�†/²&g�K�r�M��

• [Netmask]>8�§�Ð�Ü�î  �”�»�Þ�«�b�¿�µ�º�á�î�¡  �Ð�«�¡�†/²&g�K�r�M��

• [Advertise]>8�§�Ð�Ü�î  �Ý�î�º�@�”�»�Â�±�–�¬�I�€�•���œ�c�
 �� Yes���†/²&g�K�r�M���§�Ð�Ü�î  �Ý�î
�º�@�”�»�Â�±�–�¬�I�€�^�8���œ�c�
 �� No���†/²&g�K�r�M��

• [Tag]>8�›�¥4Š�Ý�î�º�_�Ü�•�I�€�•  32 �Å�µ�º�b  10 4
�X�Í�†/²&g�K�r�M���G�b�Í�c  OSPF +¬�/�_�c
�Q#Ý�I�€�r�O�‡�� ASBR 6ë�[�b�_��3û�™�_�Q#Ý�I�€�•�G�\�c�6�~�r�M��

[Summary Address] �¸�î�È�Ý�b�š�å�º�Ü�[�c�
���b�”�¡�©�Ù�å�†��/œ�[�A�r�M��

• [Add]>8�‚�K�8�§�Ð�Ü�î  �”�»�Þ�«  �š�å�º�Ü�†3ã�•�M�•�S�u�b [Add/Edit OSPF Summary Address 
Entry] �²�–�”�ß�¢�Î�µ�¡�«�@6ä�A�r�M��

• [Edit]>84E�¥�K�S�š�å�º�Ü�†)…7Ÿ�M�•�S�u�b [Add/Edit OSPF Summary Address Entry] �²�–�”�ß�¢
�Î�µ�¡�«�@6ä�A�r�M��

• [Delete]>84E�¥�K�S�§�Ð�Ü�î  �”�»�Þ�«  �š�å�º�Ü�†  [Summary Address] �¸�î�È�Ý�?�}�P7V�K�r�M��

�Ô�î�»

���b/²�c�
�G�b�µ+��†�Q#Ý�[�A�•�Ô�î�»�†&g�K�S�v�b�[�M��

Add/Edit OSPF Summary Address Entry

[Add/Edit OSPF Summary Address Entry] �²�–�”�ß�¢�Î�µ�¡�«�[�c�
 [Summary Address] �¸�î�È�Ý�_�‚
�K�8�š�å�º�Ü�†3ã�•�K�S�~�
 [Summary Address] �¸�î�È�Ý�b�¤�Ñ�b�š�å�º�Ü�†�š�f�K�S�~�[�A�r�M��
�¤�Ñ�b�š�å�º�Ü�†)…7Ÿ�M�•�\�A�
�M4Š�b�§�Ð�Ü�î  �”�»�Þ�«�_���c�š�f�[�A�r�O�‡��

�Ç�•�î�Ý�»

• [OSPF Process]>8�§�Ð�Ü�î  �”�»�Þ�«�_6õ4��Ü�E�}�€�S  OSPF �É�ß�­�«�†4E�¥�K�r�M���¤�Ñ�b�š�å
�º�Ü�†)…7Ÿ�M�•���œ�
�G�b�_���c�š�f�[�A�r�O�‡��

• [IP Address]>8�§�Ð�Ü�î  �”�»�Þ�«�b  IP �”�»�Þ�«�†
°�Š�K�r�M���¤�Ñ�b�š�å�º�Ü�†)…7Ÿ�M�•���œ�

�G�b�_���c�š�f�[�A�r�O�‡��

• [Netmask]>8�§�Ð�Ü�î  �”�»�Þ�«�b�¿�µ�º�á�î�¡  �Ð�«�¡�†
°�Š�M�•�?�

¹3û�Ð�«�¡�b�Ü�«�º�?�}�¿�µ
�º�á�î�¡  �Ð�«�¡�†4E�¥�K�r�M���¤�Ñ�b�š�å�º�Ü�†)…7Ÿ�M�•���œ�
�G�b�_���c�š�f�[�A�r�O�‡��

• [Advertise]>8�§�Ð�Ü�î  �Ý�î�º�†�”�»�Â�±�–�¬�M�•�_�c�
�G�b�³�™�µ�¡�Î�µ�¡�«�†�œ�å�_�K�r�M��
�§�Ð�Ü�î  �”�»�Þ�«�_�^�•�Ý�î�º�†�š�F�M�•�_�c�
�G�b�³�™�µ�¡�Î�µ�¡�«�†�œ�Ç�_�K�r�M���¹�Ç�›
�Ý�º�[�c�
�³�™�µ�¡�Î�µ�¡�«�@�œ�å�_�^�W�Z�8�r�M��

�Ç�“�–�”�˜�›�î�Ý  �Ô�î�» �­�Ÿ�×�Ü�¸�•  �¥�å�¸�Ÿ�«�º

�Ý�î�¸�µ�» 3ñ4# �©�å�¢�Ý

�Ð�Ý�³

�¥�å�¸�Ÿ�«
�º �©�«�¸�Ò

• — • — —
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'¨  16 'v       �²�–�¼�Ñ�µ�¡  �Ý�î�¸�•�å�¢�>�|�g�«�±�¸�•�µ�¡  �Ý�î�¸�•�å�¢�b0¿��
  �²�–�¼�Ñ�µ�¡  �Ý�î�¸�•�å�¢
• [Tag]>8>&�õ�–>'�±�¢�Í�c�
�›�¥4Š�Ý�î�º�_�Ü�•�I�€�•  32 �Å�µ�º�b  10 4
�X�Í�[�M���G�€�c  OSPF +¬
�/�_�c�Q#Ý�I�€�r�O�‡�� ASBR 6ë�[�b�_��3û�™�_�Q#Ý�I�€�•�G�\�c�6�~�r�M���w� �Í�b(
�V�c�
 0 
>|  4294967295 �[�M��

�Ô�î�»

���b/²�c�
�G�b�µ+��†�Q#Ý�[�A�•�Ô�î�»�†&g�K�S�v�b�[�M��

Virtual Link

OSPF �¿�µ�º�á�î�¡�_�š�Ü�”�†3ã�•�K�
�Q�b�š�Ü�”�†�Â�µ�¡�Î�î�å  �š�Ü�”�_%$�K�K)F�[�A�^�8���œ�

�ì�•�Ü�å�¡�†�8�B�M�•�²0[�@�6�~�r�M���ì�•�Ü�å�¡�c�
3û4#�š�Ü�”�\�ç�d�€�•
¹3û�š�Ü�”�†�â�X  2 �X�b  
OSPF �¹�Â�–�«�†�K)F�K�r�M�� OSPF �¹�Â�–�«�b�8�N�€�?�c�
�Â�µ�¡�Î�î�å  �š�Ü�”�_�K)F�I�€�Z�8�•�²
0[�@�6�~�r�M��

�Ç�•�î�Ý�»

[Virtual Link] �¸�î�È�Ý�_�c�
���b�_���@/²&g�I�€�r�M���¸�î�È�Ý�b�š�å�º�Ü�†�²�È�Ý�¡�Ü�µ�¡�M�•�\�

4E�¥�K�S�š�å�º�Ü�_�P�Â�M�• [Add/Edit Virtual Link] �²�–�”�ß�¢�Î�µ�¡�«�@6ä�A�r�M��

• [OSPF Process]>8�ì�•�Ü�å�¡�_6õ4��Ü�E�}�€�S  OSPF �É�ß�­�«�†/²&g�K�r�M��

• [Area ID]>83û4#�š�Ü�”�b  ID �†/²&g�K�r�M��

• [Peer Router ID]>8�ì�•�Ü�å�¡  �¿�–�Â�î�b�Ý�î�±  ID �†/²&g�K�r�M��

• [Authentication]>8�ì�•�Ü�å�¡�@�Q#Ý�M�•1�0É�b�±�–�É�†/²&g�K�r�M��

– [None]>81�0É�c�Q#Ý�I�€�r�O�‡��

– [Password]>8�¡�Ü�”  �¸�Ÿ�«�º  �Ã�«�á�î�»1�0É�@�Q#Ý�I�€�r�M��

– [MD5]>8MD5 1�0É�@�Q#Ý�I�€�r�M��

[Virtual Link] �¸�î�È�Ý�b�š�å�º�Ü�[�c�
���b�”�¡�©�Ù�å�†��/œ�[�A�r�M��

• [Add]>8�‚�K�8�š�å�º�Ü�†  [Virtual Link] �¸�î�È�Ý�_3ã�•�M�•�S�u�b [Add/Edit Virtual Link] �²�–�”
�ß�¢�Î�µ�¡�«�@6ä�A�r�M��

• [Edit]>84E�¥�K�S�š�å�º�Ü�_�P�Â�M�• [Add/Edit Virtual Link] �²�–�”�ß�¢�Î�µ�¡�«�@6ä�A�r�M��

• [Delete]>84E�¥�K�S�š�å�º�Ü�†  [Virtual Link] �¸�î�È�Ý�?�}�P7V�K�r�M��

�Ô�î�»

���b/²�c�
�G�b�µ+��†�Q#Ý�[�A�•�Ô�î�»�†&g�K�S�v�b�[�M��

�Ç�“�–�”�˜�›�î�Ý  �Ô�î�» �­�Ÿ�×�Ü�¸�•  �¥�å�¸�Ÿ�«�º

�Ý�î�¸�µ�» 3ñ4# �©�å�¢�Ý

�Ð�Ý�³

�¥�å�¸�Ÿ�«
�º �©�«�¸�Ò

• — • — —
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'¨  16 'v       �²�–�¼�Ñ�µ�¡  �Ý�î�¸�•�å�¢�>�|�g�«�±�¸�•�µ�¡  �Ý�î�¸�•�å�¢�b0¿��
  �²�–�¼�Ñ�µ�¡  �Ý�î�¸�•�å�¢
Add/Edit Virtual Link

[Add/Edit Virtual Link] �²�–�”�ß�¢�Î�µ�¡�«�[�c�
�‚�K�8�ì�•�Ü�å�¡�†��*O�K�S�~�
�¤�Ñ�b�ì�•�Ü�å�¡
�b�É�ß�Ã�¸�•�†�š�f�K�S�~�[�A�r�M��

�Ç�•�î�Ý�»

• [OSPF Process]>8�ì�•�Ü�å�¡�_6õ4��Ü�E�}�€�S  OSPF �É�ß�­�«�†4E�¥�K�r�M���¤�Ñ�b�ì�•�Ü�å�¡�†
)…7Ÿ�K�Z�8�•���œ�
�G�b�Í�c�š�f�[�A�r�O�‡��

• [Area ID]>8�¿�–�Â�î  OSPF �¹�Â�–�«�\
¹�w�M�•�š�Ü�”�†4E�¥�K�r�M�� [NSSA] �š�Ü�”�r�S�c  [Stub] 
�š�Ü�”�c4E�¥�[�A�r�O�‡���¤�Ñ�b�ì�•�Ü�å�¡�†)…7Ÿ�K�Z�8�•���œ�
�G�b�Í�c�š�f�[�A�r�O�‡��

• [Peer Router ID]>8�ì�•�Ü�å�¡  �¿�–�Â�î�b�Ý�î�±  ID �†
°�Š�K�r�M���¤�Ñ�b�ì�•�Ü�å�¡�†)…7Ÿ�K�Z�8
�•���œ�
�G�b�Í�c�š�f�[�A�r�O�‡��

• [Advanced]>8[Advanced OSPF Virtual Link Properties] �²�–�”�ß�¢�Î�µ�¡�«�@6ä�A�r�M���G�b�š�Ü
�”�_�6�•�ì�•�Ü�å�¡�_�P�K�Z�
 OSPF �É�ß�Ã�¸�•�†0¿���[�A�r�M���É�ß�Ã�¸�•�_�c�
1�0É�>�|�g�Ã
�£�µ�º6ë7x0¿���@�µ�r�€�r�M��

�Ô�î�»

���b/²�c�
�G�b�µ+��†�Q#Ý�[�A�•�Ô�î�»�†&g�K�S�v�b�[�M��

Advanced OSPF Virtual Link Properties

[Advanced OSPF Virtual Link Properties] �²�–�”�ß�¢�Î�µ�¡�«�[�c�
 OSPF 1�0É�>�|�g�Ã�£�µ�º6ë7x�†
0¿���[�A�r�M��

�Ç�•�î�Ý�»

• [Authentication]>8OSPF 1�0É�œ�É�©�Ù�å�†�µ�s�r�M��

– [None]>8OSPF 1�0É�†�¹�•�­�î�È�Ý�_�M�•�_�c�
�G�b�œ�É�©�Ù�å�†4E�¥�K�r�M��

– [Password]>8�¡�Ü�”  �¸�Ÿ�«�º  �Ã�«�á�î�»1�0É�†�Q#Ý�M�•�_�c�
�G�b�œ�É�©�Ù�å�†4E�¥�K�r�M��
�­�Ÿ�×�Ü�¸�•8��@�1�Õ�I�€�•���œ�c�N�á�K�r�O�‡��

– [MD5]>8MD5 1�0É�†�Q#Ý�M�•�_�c�
�G�b�œ�É�©�Ù�å�†4E�¥�K�r�M>&�N�á>' ��

• [Authentication Password]>8�Ã�«�á�î�»1�0É�@�–�¿�î�È�Ý�_�^�W�Z�8�•�\�A�
�Ã�«�á�î�»�b
°�Š�b
�S�u�b0¿���@�µ�r�€�r�M��

�Ç�“�–�”�˜�›�î�Ý  �Ô�î�» �­�Ÿ�×�Ü�¸�•  �¥�å�¸�Ÿ�«�º

�Ý�î�¸�µ�» 3ñ4# �©�å�¢�Ý

�Ð�Ý�³

�¥�å�¸�Ÿ�«
�º �©�«�¸�Ò

• — • — —

�Ç�“�–�”�˜�›�î�Ý  �Ô�î�» �­�Ÿ�×�Ü�¸�•  �¥�å�¸�Ÿ�«�º

�Ý�î�¸�µ�» 3ñ4# �©�å�¢�Ý

�Ð�Ý�³

�¥�å�¸�Ÿ�«
�º �©�«�¸�Ò

• — • — —
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'¨  16 'v       �²�–�¼�Ñ�µ�¡  �Ý�î�¸�•�å�¢�>�|�g�«�±�¸�•�µ�¡  �Ý�î�¸�•�å�¢�b0¿��
  �²�–�¼�Ñ�µ�¡  �Ý�î�¸�•�å�¢
– [Enter Password]>8�q�±  8 �e�Ð�b�¸�Ÿ�«�º�e�Ð�4�†
°�Š�K�r�M��

– [Re-enter Password]>8�Ã�«�á�î�»�†
Ì
°�Š�K�r�M��

• [MD5 IDs and Keys]>8MD5 1�0É�@�–�¿�î�È�Ý�_�^�W�Z�8�•�\�A�
 MD5 �Ÿ�î�>�|�g�Ã�Û�Ó�î�±�b

°�Š�b�S�u�b0¿���@�µ�r�€�r�M�� OSPF 1�0É�†�Q#Ý�M�•�–�å�±�î�Ç�™�–�«�V�b�M�m�Z�b�¹�Â�–�«
�[�
� �L  MD5 �Ÿ�î�>�|�g  ID �†�Q#Ý�M�•�²0[�@�6�~�r�M��

– [Enter MD5 ID and Key]>8MD5 �Ÿ�î�_���†
°�Š�M�•�S�u�b0¿���@�µ�r�€�r�M��

[Key ID]>8�X�Í�b�Ÿ�î  ID �†
°�Š�K�r�M���w� �Í�b(
�V�c�
 1 >|  255 �[�M��

[Key]>8�q�±  16 �Â�–�º�b,e�X�Ð�e�Ð�4��

– [Add]>8�æ���K�S  MD5 �Ÿ�î�†  [MD5 ID] �>�|�g  [Key] �¸�î�È�Ý�_3ã�•�K�r�M��

– [Delete]>84E�¥�K�S MD5 �Ÿ�î�>�|�g  ID �†  [MD5 ID] �>�|�g  [Key] �¸�î�È�Ý�?�}�P7V�K�r�M��

– [MD5 ID and Key]>80¿���í�s�b  MD5 �Ÿ�î�>�|�g�Ÿ�î  ID �†/²&g�K�r�M��

[Key ID]>84E�¥�K�S�Ÿ�î�b�Ÿ�î  ID �†/²&g�K�r�M��

[Key]>84E�¥�K�S�Ÿ�î  ID �b�Ÿ�î�†/²&g�K�r�M��

• [Intervals]>8�Ã�£�µ�º6ë7x�b�±�–�Ñ�å�¢�†�š�f�M�•�S�u�b0¿���†�µ�s�r�M��

– [Hello Interval]>8hello �Ã�£�µ�º�@�–�å�±�î�Ç�™�–�«�[3æ�™�I�€�•6ë7x�†&Ê�X�[�æ���K�r�M��
hello 6ë7x�†�`�I�C�M�•�\�
�º�Ï�ß�ª�š�f�c�|�~9×3ÿ�_�è���I�€�r�M�@�
�–�å�±�î�Ç�™�–�«�V
�[3æ�™�I�€�•�º�Û�Ç�•�µ�¡�c�|�~�¨�C�^�~�r�M���G�b�Í�c�
"I���b�–�å�±�î�Ç�™�–�«�V�b�M�m
�Z�b�Ý�î�±�>�|�g�”�¡�­�«  �§�î�Â�[� �L�[�6�•�²0[�@�6�~�r�M���w� �Í�b(
�V�c�
 1 >|  65535 
&Ê�[�M���¹�Ç�›�Ý�º�Í�c  10 &Ê�[�M��

– [Retransmit Interval]>8�–�å�±�î�Ç�™�–�«�_�“�M�•7„�K6õ�€�b  LSA 
Ì3æ�™�b6ë7x�†&Ê�X�[�æ��
�K�r�M���Ý�î�±�c�Q�b�¿�–�Â�î�_  LSA �†3æ�™�M�•�\�
&�1��Â'Å�Ó�µ�­�î�ª�†�w�™�M�•�r�[�Q
�b  LSA �†�–�â�K�r�M��&�1��Â'Å�†�w�™�K�^�?�W�S���œ�
�Ý�î�±�c  LSA �†
Ì3æ�™�K�r�M���G�b
�Í�c�M�<�u�_0¿���M�•�²0[�@�6�~�r�M���Q�:�K�^�8�\�
�Y0[�^
Ì3æ�™�@$Î#Õ�M�•�•+��ö�@�6�~
�r�M���©�Ü�”�Ý�G)z�>�|�g�ì�•�Ü�å�¡�b���œ�c�
�Í�†�±�A�C�M�•�²0[�@�6�~�r�M���w� �Í�b(

�V�c�
 1 >|  65535 &Ê�[�M���¹�Ç�›�Ý�º�Í�c  5 &Ê�[�M��

– [Transmit Delay]>8�–�å�±�î�Ç�™�–�«�V�[  LSA �Ã�£�µ�º�†3æ�™�M�•�b�_�²0[�^�£�•�ì6ë�†&Ê�X
�[�æ���K�r�M���f�‚�Ã�£�µ�º
Æ�b  LSA �_�c�
3æ�™�S�_�
�G�b�Ç�•�î�Ý�»�[�æ���K�S�Í�_�|�W
�Z�Q�(�I�€�S)�4#�ì6ë�@�A(á�I�€�r�M���Ü�å�¡�[�b3æ�™�S�_4����@�•'ì�I�€�Z�8�^�8���œ�

LSA �@�Ü�å�¡�†�Ó�K�Z���Û�M�•�ì6ë�c*ƒ�Ö�I�€�r�O�‡���Í�c�
�–�å�±�î�Ç�™�–�«�b3æ�™�>�|
�g���Û4����†*ƒ�Ö�K�Z�m�~�\�Z�•�²0[�@�6�~�r�M���G�b0¿���c�
8��–�_�*3ÿ�b�Ü�å�¡�[�|�~5�
0[�^�–�á�†�â�U�r�M���w� �Í�b(
�V�c�
 1 >|  65535 &Ê�[�M���¹�Ç�›�Ý�º�Í�c  1 &Ê�[�M��

– [Dead Interval]>8hello �Ã�£�µ�º�@�w�™�I�€�N�
�¿�–�Â�î�@�Ý�î�±�b�²�˜�å�†�	0•�M�•6ë7x�†&Ê
�X�[�æ���K�r�M���w� �^�Í�b(
�V�c  1 >|  65535 �[�M���G�b�Ç�•�î�Ý�»�b�¹�Ç�›�Ý�º�Í�c�

[Hello Interval] �Ç�•�î�Ý�»�_0¿���I�€�Z�8�•�ì6ë6ë7x�b  4 �¸�[�M��

�Ô�î�»

���b/²�c�
�G�b�µ+��†�Q#Ý�[�A�•�Ô�î�»�†&g�K�S�v�b�[�M��

�Ç�“�–�”�˜�›�î�Ý  �Ô�î�» �­�Ÿ�×�Ü�¸�•  �¥�å�¸�Ÿ�«�º

�Ý�î�¸�µ�» 3ñ4# �©�å�¢�Ý

�Ð�Ý�³

�¥�å�¸�Ÿ�«
�º �©�«�¸�Ò
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'¨  16 'v       �²�–�¼�Ñ�µ�¡  �Ý�î�¸�•�å�¢�>�|�g�«�±�¸�•�µ�¡  �Ý�î�¸�•�å�¢�b0¿��
  �²�–�¼�Ñ�µ�¡  �Ý�î�¸�•�å�¢
RIP

RIP �c�
�Í�µ�É  �•�˜�å�º�†�Ó�º�Ü�µ�¡�\�K�Z�Q#Ý�M�•�¹�•�«�±�å�«�Ë�¡�º�Ý  �Ý�î�¸�•�å�¢  �É�ß�º�¥�Ý
�[�M�� RIP �@�–�å�±�î�Ç�™�–�«�V�[�–�¿�î�È�Ý�b���œ�
�Q�b�–�å�±�î�Ç�™�–�«�c�
�¿�–�Â�î  �¹�Â�–�«
�\  RIP �È�ß�î�»�Ÿ�Õ�«�º�†�º�n�K�Z�
�Ý�î�º�b�·$×�^�Û*f�>�|�g�”�»�Â�±�–�¬�†/œ�8�r�M��

�­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�c�
 RIP �Â�î�ª�Ù�å  1 �\  RIP �Â�î�ª�Ù�å  2 �b�g�‰�†�§�Ï�î�º�K�r�M�� RIP 
�Â�î�ª�Ù�å  1 �c�
�Ý�î�¸�•�å�¢�f�‚�[�§�È�¿�µ�º  �Ð�«�¡�†3æ�™�K�r�O�‡�� RIP �Â�î�ª�Ù�å  2 �c�
�Ý�î
�¸�•�å�¢�f�‚�[�§�È�¿�µ�º  �Ð�«�¡�†3æ�™�K�
�š�X6×�§�È�¿�µ�º  �Ð�«�¡�†�§�Ï�î�º�K�r�M���r�S�
 RIP 
�Â�î�ª�Ù�å  2 �[�c�
�Ý�î�¸�•�å�¢�f�‚�b�º�n�ì�_�¿�–�Â�î1�0É�@�§�Ï�î�º�I�€�r�M���G�b1�0É�_�|�~�

�™8—�[�A�•�¯�î�«�?�}�b�™8—�ö�b�6�•�Ý�î�¸�•�å�¢�_���@  �­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«  �[�w�™�I�€�•
�G�\�@�–0É�I�€�r�M��

�D7H�¦8o

RIP �_�c�
���b�D7H�¦8o�@�6�~�r�M��

• RIP �”�µ�É�¹�î�º�c�
�­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«  �b�–�å�±�î�Ç�™�–�«6ë�†3û4#�[�A�r�O�‡��

• RIP �Â�î�ª�Ù�å  1 �[�c�
�•�š6×�§�È�¿�µ�º  �Ð�«�¡�@�§�Ï�î�º�I�€�Z�8�r�O�‡��

• RIP �b�q�±�Í�µ�É  �•�˜�å�º�c  15 �[�M���Í�µ�É  �•�˜�å�º�@  15 �†2x�<�•�Ý�î�º�c�
�?4)�Y+��\0b�^
�I�€�r�M��

• RIP �b�p�°�c�
�Ú�b�Ý�î�¸�•�å�¢  �É�ß�º�¥�Ý�\�š�m�Z�ì6ë�@�?�?�~�r�M��

• �­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«  �[�c�
 RIP �É�ß�­�«�†  1 �X�T�E�–�¿�î�È�Ý�_�[�A�r�M��

RIP �Â�î�ª�Ù�å  2 �b�@�–�¦8o

���b�_���c�
 RIP �Â�î�ª�Ù�å  2 �T�E�_4:#Ý�I�€�r�M��

• �¿�–�Â�î1�0É�†�Q#Ý�M�•���œ�
1�0É�Ÿ�î�\�Ÿ�î  ID �c�
 RIP �Â�î�ª�Ù�å  2 �f�‚�†�–�å�±�î�Ç�™�–�«
�_�f�j�M�•�M�m�Z�b�¿�–�Â�î  �¹�Â�–�«�[� �L�[�6�•�²0[�@�6�~�r�M��

• RIP �Â�î�ª�Ù�å  2 �[�c�
 �­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�@�Ð�Ý�³�Ÿ�Õ�«�º  �”�»�Þ�«  224.0.0.9 �†�Q#Ý
�K�Z�¹�Ç�›�Ý�º  �Ý�î�º�b�f�‚�†3æ�™�>�|�g�w�™�K�r�M���Ã�µ�©�È  �Ô�î�»�[�c�
�Q�b�”�»�Þ�«�[
�Ý�î�º  �”�µ�É�¹�î�º�@�w�™�I�€�r�M��

• RIP �Â�î�ª�Ù�å  2 �@�–�å�±�î�Ç�™�–�«�[0¿���I�€�Z�8�•���œ�
�Ð�Ý�³�Ÿ�Õ�«�º  �”�»�Þ�«  224.0.0.9 
�@�Q�b�–�å�±�î�Ç�™�–�«�V�_$Ï6��I�€�r�M�� RIP �Â�î�ª�Ù�å  2 �S�B�@�–�å�±�î�Ç�™�–�«�?�}�P7V�I
�€�•�\�
�Q�b�Ð�Ý�³�Ÿ�Õ�«�º  �”�»�Þ�«�c$Ï6�0Ž7V�I�€�r�M��

Setup

[Setup] �Ì�–�å�†�Q#Ý�K�Z�
�­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�[  RIP �†�–�¿�î�È�Ý�_�K�
�¢�ß�î�Â�Ý  RIP �É
�ß�º�¥�Ý  �Ã�Û�Ó�î�±�†0¿���K�r�M���­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«  �[�c�
 RIP �É�ß�­�«�†  1 �X�T�E�–
�¿�î�È�Ý�_�[�A�r�M��

�Ç�•�î�Ý�»

• [Enable RIP Routing]>8�­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�[�b  RIP �Ý�î�¸�•�å�¢�†�–�¿�î�È�Ý�_�M�•�_
�c�
�G�b�³�™�µ�¡�Î�µ�¡�«�†�œ�å�_�K�r�M�� RIP �†�–�¿�î�È�Ý�_�M�•�\�
�M�m�Z�b�–�å�±�î�Ç�™�–
�«�V�[�–�¿�î�È�Ý�_�^�~�r�M���r�S�
�G�b�³�™�µ�¡�Î�µ�¡�«�†�œ�å�_�M�•�\�
�G�b�Ì�–�å�b�Ú�b
�Ç�•�î�Ý�»�v�–�¿�î�È�Ý�_�^�~�r�M���­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�[�b  RIP �Ý�î�¸�•�å�¢�†�¹�•
�­�î�È�Ý�_�M�•�_�c�
�G�b�³�™�µ�¡�Î�µ�¡�«�†�œ�Ç�_�K�r�M��

• [Enable Auto-summarization]>8�G�b�³�™�µ�¡�Î�µ�¡�«�†�œ�Ç�_�M�•�\�
+¬�·�Ý�î�º7Ÿ(Ù�†�¹�•
�­�î�È�Ý�_�K�r�M��+¬�·�Ý�î�º7Ÿ(Ù�†
Ì�Ø�–�¿�î�È�Ý�_�M�•�_�c�
�G�b�³�™�µ�¡�Î�µ�¡�«�†�œ�å�_
�K�r�M�� RIP �Â�î�ª�Ù�å  1 �[�c�
�–�_+¬�·7Ÿ(Ù�@�Q#Ý�I�€�r�M�� RIP �Â�î�ª�Ù�å  1 �_�P�K�Z+¬�·7Ÿ
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'¨  16 'v       �²�–�¼�Ñ�µ�¡  �Ý�î�¸�•�å�¢�>�|�g�«�±�¸�•�µ�¡  �Ý�î�¸�•�å�¢�b0¿��
  �²�–�¼�Ñ�µ�¡  �Ý�î�¸�•�å�¢
(Ù�†�¹�•�­�î�È�Ý�_�M�•�G�\�c�[�A�r�O�‡�� RIP �Â�î�ª�Ù�å  2 �†�Q#Ý�K�Z�8�•���œ�c�
�G�b�³�™�µ
�¡�Î�µ�¡�«�†�œ�Ç�_�M�€�d+¬�·7Ÿ(Ù�†�œ�Ç�_�[�A�r�M���)�•�I�€�Z�8�•�§�È�¿�µ�º6ë�b�Ý�î�¸�•�å
�¢�†��/œ�M�•�²0[�@�6�•���œ�c�
+¬�·�§�Ð�Û�–�¬�†�¹�•�­�î�È�Ý�_�K�r�M��+¬�·�§�Ð�Û�–�¬�†�¹�•
�­�î�È�Ý�_�M�•�\�
�§�È�¿�µ�º�@�”�»�Â�±�–�¬�I�€�r�M��

• [Enable RIP version]>8�­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�@�Q#Ý�M�•  RIP �b�Â�î�ª�Ù�å�†�æ���M�•�_�c�

�G�b�³�™�µ�¡�Î�µ�¡�«�†�œ�å�_�K�r�M���G�b�³�™�µ�¡�Î�µ�¡�«�@�œ�Ç�_�^�W�Z�8�•���œ�
�­�Ÿ�×�Ü
�¸�•  �”�É�Û�–�”�å�«�c  RIP �Â�î�ª�Ù�å  1 �f�‚�†3æ�™�K�
 RIP �Â�î�ª�Ù�å  1 �>�|�g�Â�î�ª�Ù�å  2 �b
�f�‚�†�w�E
°�€�r�M���G�b0¿���c�
 Interface �Ì�–�å�[�–�å�±�î�Ç�™�–�«�H�\�_�V�i�A�[�A�r�M��

– [Version 1]>8�­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�@  RIP �Â�î�ª�Ù�å  1 �f�‚�T�E�†3æ�™�>�|�g�w�™�M
�•�|�:�_�æ���K�r�M���w�™�I�€�S�Â�î�ª�Ù�å  2 �f�‚�c�»�ß�µ�É�I�€�r�M��

– [Version 2]>8�­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�@  RIP �Â�î�ª�Ù�å  2 �f�‚�T�E�†3æ�™�>�|�g�w�™�M
�•�|�:�_�æ���K�r�M���w�™�I�€�S�Â�î�ª�Ù�å  1 �f�‚�c�»�ß�µ�É�I�€�r�M��

• [Enable default information originate]>8RIP �Ý�î�¸�•�å�¢  �É�ß�­�«�_�¹�Ç�›�Ý�º  �Ý�î�º�†#Õ�B�M�•
�_�c�
�G�b�³�™�µ�¡�Î�µ�¡�«�†�œ�å�_�K�r�M���¹�Ç�›�Ý�º  �Ý�î�º�b#Õ�B�S�_ 6�S�M�²0[�b�6�•
�Ý�î�º  �Ð�µ�É�†0¿���[�A�r�M��

– [Route-map]>84:#Ý�M�•�Ý�î�º  �Ð�µ�É�b�¡�S�†
°�Š�K�r�M���Ý�î�º  �Ð�µ�É�@�M+´�M�•�\�
�Ý�î
�¸�•�å�¢  �É�ß�­�«�_�|�W�Z�¹�Ç�›�Ý�º  �Ý�î�º�@#Õ�B�I�€�r�M��

• [IP Network to Add]>8RIP �Ý�î�¸�•�å�¢  �É�ß�­�«�b�¿�µ�º�á�î�¡�†��*O�K�r�M���æ���I�€�S�¿�µ�º
�á�î�¡$��•�c�
�§�È�¿�µ�º�_���_�µ�u�^�8�[�C�T�I�8���­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�b0¿���_3ã
�•�[�A�•�¿�µ�º�á�î�¡�X�_�D7H�c�6�~�r�O�‡���æ���I�€�S�¿�µ�º�á�î�¡�V�b�–�å�±�î�Ç�™�–�«�b�s
�†)�#ä�K�Z�
 RIP �Ý�î�¸�•�å�¢�f�‚�@3æ�w�™�I�€�r�M���r�S�
�–�å�±�î�Ç�™�–�«�b�¿�µ�º�á�î�¡�†
�æ���K�^�8���œ�
�–�å�±�î�Ç�™�–�«�c  RIP �f�‚�[�”�»�Â�±�–�¬�I�€�r�O�‡��

– [Add]>8�æ���K�S�¿�µ�º�á�î�¡�†�¿�µ�º�á�î�¡�b�Ü�«�º�_3ã�•�M�•�_�c�
�G�b�Î�±�å�†�¡�Ü�µ
�¡�K�r�M��

– [Delete]>84E�¥�K�S�¿�µ�º�á�î�¡�†�¿�µ�º�á�î�¡�b�Ü�«�º�?�}�P7V�M�•�_�c�
�G�b�Î�±�å�†�¡
�Ü�µ�¡�K�r�M��

• [Configure interfaces as passive globally]>8�­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�V�b�M�m�Z�b�–�å�±�î
�Ç�™�–�«�†�Ã�µ�©�È  RIP �Ô�î�»�_0¿���M�•�_�c�
�G�b�³�™�µ�¡�Î�µ�¡�«�†�œ�å�_�K�r�M���­�Ÿ�×
�Ü�¸�•  �”�É�Û�–�”�å�«�c�M�m�Z�b�–�å�±�î�Ç�™�–�«�V�b  RIP �Ý�î�¸�•�å�¢  �È�ß�î�»�Ÿ�Õ�«�º�†�w
�™�K�
�Q�b�_���†�Q#Ý�K�Z�Ý�î�¸�•�å�¢  �¸�î�È�Ý�†�v�~3¸�s�r�M�@�
�Ý�î�¸�•�å�¢�f�‚�†�È�ß�î
�»�Ÿ�Õ�«�º�M�•�G�\�c�6�~�r�O�‡��"I���b�–�å�±�î�Ç�™�–�«�†�Ã�µ�©�È  RIP �_0¿���M�•�_�c�

[Passive Interfaces] �¸�î�È�Ý�†�Q#Ý�K�r�M��

• [Passive Interfaces] �¸�î�È�Ý>8�­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�[�b0¿���í�s�–�å�±�î�Ç�™�–�«�†�M0t
/²&g�K�r�M���Ã�µ�©�È  �Ô�î�»�[�ï�8�M�•�–�å�±�î�Ç�™�–�«�b  [Passive] �•�Û�Ò�_�6�•�³�™�µ�¡�Î�µ
�¡�«�†�œ�å�_�K�r�M���Ú�b�–�å�±�î�Ç�™�–�«�c�
�,�A)F�A  RIP �È�ß�î�»�Ÿ�Õ�«�º�†3æ�™�>�|�g�w
�™�K�r�M��

�Ô�î�»

���b/²�c�
�G�b�µ+��†�Q#Ý�[�A�•�Ô�î�»�†&g�K�S�v�b�[�M��

�Ç�“�–�”�˜�›�î�Ý  �Ô�î�» �­�Ÿ�×�Ü�¸�•  �¥�å�¸�Ÿ�«�º

�Ý�î�¸�µ�» 3ñ4# �©�å�¢�Ý

�Ð�Ý�³

�¥�å�¸�Ÿ�«
�º �©�«�¸�Ò
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'¨  16 'v       �²�–�¼�Ñ�µ�¡  �Ý�î�¸�•�å�¢�>�|�g�«�±�¸�•�µ�¡  �Ý�î�¸�•�å�¢�b0¿��
  �²�–�¼�Ñ�µ�¡  �Ý�î�¸�•�å�¢
Interface

[Interface] �Ì�–�å�[�c�
�–�å�±�î�Ç�™�–�«�@3æ�w�™�M�•  RIP �b�Â�î�ª�Ù�å�
�r�S�Q#Ý�I�€�•���œ�_�c  
RIP �È�ß�î�»�Ÿ�Õ�«�º�b1�0É�‰�'�^�]�
�–�å�±�î�Ç�™�–�«�[�w�b  RIP 0¿���†/œ�<�r�M��

�Ç�•�î�Ý�»

• [Interface] �¸�î�È�Ý>8�›/œ�_�
�–�å�±�î�Ç�™�–�«�b�–�å�±�î�Ç�™�–�«�[�w  RIP 0¿���@/²&g�I�€�r
�M���š�å�º�Ü�b/œ�†�²�È�Ý�¡�Ü�µ�¡�M�•�\�
�Q�b�–�å�±�î�Ç�™�–�«�†�P1ß�\�K�S [Edit RIP 
Interface Entry] �²�–�”�ß�¢�Î�µ�¡�«�@6ä�A�r�M��

• [Edit]>8[Interface] �¸�î�È�Ý�[4E�¥�K�S�–�å�±�î�Ç�™�–�«�†�P1ß�\�K�S [Edit RIP Interface Entry]
�²�–�”�ß�¢�Î�µ�¡�«�@6ä�A�r�M��

�Ô�î�»

���b/²�c�
�G�b�µ+��†�Q#Ý�[�A�•�Ô�î�»�†&g�K�S�v�b�[�M��

Edit RIP Interface Entry

[Edit RIP Interface Entry] �²�–�”�ß�¢�Î�µ�¡�«�[�c�
�–�å�±�î�Ç�™�–�«�[�w  RIP �†0¿���[�A�r�M��

�Ç�•�î�Ý�»

• [Override Global Send Version]>8�–�å�±�î�Ç�™�–�«�@3æ�™�M�•  RIP �Â�î�ª�Ù�å�†�æ���M�•�_�c�
�G
�b�³�™�µ�¡�Î�µ�¡�«�†�œ�å�_�K�r�M�����b�œ�É�©�Ù�å�†4E�¥�[�A�r�M��

– Version 1

– Version 2

– Version 1 & 2

�G�b�³�™�µ�¡�Î�µ�¡�«�†�œ�Ç�_�M�•�\�
�¢�ß�î�Â�Ý0¿���@�Ÿ
–�I�€�r�M��

• [Override Global Receive Version]>8�–�å�±�î�Ç�™�–�«�@�w�E
°�€�•  RIP �Â�î�ª�Ù�å�†�æ���M�•�_
�c�
�G�b�³�™�µ�¡�Î�µ�¡�«�†�œ�å�_�K�r�M���§�Ï�î�º�P1ß�¥�b�Â�î�ª�Ù�å�b  RIP �?�}�f�‚�I�€�S  
RIP �†�–�å�±�î�Ç�™�–�«�@�w�™�M�•�\�
�Q�b  RIP �c�»�ß�µ�É�I�€�r�M�����b�œ�É�©�Ù�å�†4E�¥�[�A
�r�M��

– Version 1

– Version 2

– Version 1 & 2

�G�b�³�™�µ�¡�Î�µ�¡�«�†�œ�Ç�_�M�•�\�
�¢�ß�î�Â�Ý0¿���@�Ÿ
–�I�€�r�M��

• [Enable Authentication]>8RIP 1�0É�†�–�¿�î�È�Ý�_�M�•�_�c�
�G�b�³�™�µ�¡�Î�µ�¡�«�†�œ�å�_�K�r
�M�� RIP �È�ß�î�»�Ÿ�Õ�«�º1�0É�†�¹�•�­�î�È�Ý�_�M�•�_�c�
�G�b�³�™�µ�¡�Î�µ�¡�«�†�œ�Ç�_�K�r
�M��

– [Key]>81�0É�‰�'�[�Q#Ý�M�•�Ÿ�î�[�M���q�±  16 �e�Ð�[�M��

�Ç�“�–�”�˜�›�î�Ý  �Ô�î�» �­�Ÿ�×�Ü�¸�•  �¥�å�¸�Ÿ�«�º

�Ý�î�¸�µ�» 3ñ4# �©�å�¢�Ý

�Ð�Ý�³

�¥�å�¸�Ÿ�«
�º �©�«�¸�Ò
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'¨  16 'v       �²�–�¼�Ñ�µ�¡  �Ý�î�¸�•�å�¢�>�|�g�«�±�¸�•�µ�¡  �Ý�î�¸�•�å�¢�b0¿��
  �²�–�¼�Ñ�µ�¡  �Ý�î�¸�•�å�¢
– [Key ID]>8�Ÿ�î  ID �[�M���w� �^�Í�c�
 0 >|  255 �[�M��

– [Authentication Mode]>8���b1�0É�Ô�î�»�†4E�¥�[�A�r�M��

[MD5]>8RIP �Ó�µ�­�î�ª1�0É�_  MD5 �†�Q#Ý�K�r�M��

[Text]>8RIP �Ó�µ�­�î�ª1�0É�_�¡�Ü�”  �¸�Ÿ�«�º�†�Q#Ý�K�r�M>&�>�È�u�K�r�O�‡>' ��

�Ô�î�»

���b/²�c�
�G�b�µ+��†�Q#Ý�[�A�•�Ô�î�»�†&g�K�S�v�b�[�M��

Filter Rules

�Ç�•�Ý�±  �Ý�î�Ý�_�|�~�
 RIP �Ý�î�¸�•�å�¢�f�‚�[�w�™�K�S�¿�µ�º�á�î�¡�
�r�S�c  RIP �Ý�î�¸�•�å�¢�f
�‚�[3æ�™�K�S�¿�µ�º�á�î�¡�†�Ç�•�Ý�±�Ü�å�¢�[�A�r�M���›�Ç�•�Ý�±  �Ý�î�Ý�c�
 1 �X�è�V�b�¿�µ�º�á�î�¡  
�Ý�î�Ý�[�S�B�I�€�r�M��

�Ç�•�î�Ý�»

• [Filter Rules] �¸�î�È�Ý>80¿���í�s  RIP �Ç�•�Ý�±  �Ý�î�Ý�†/²&g�K�r�M��

• [Add]>8�G�b�Î�±�å�†�¡�Ü�µ�¡�M�•�\�
 [Add/Edit Filter Rule] �²�–�”�ß�¢�Î�µ�¡�«�@6ä�A�r�M���‚
�K�8�Ç�•�Ý�±  �Ý�î�Ý�c�
�Ü�«�º�b�q�W4Š�_3ã�•�I�€�r�M��

• [Edit]>8�G�b�Î�±�å�†�¡�Ü�µ�¡�M�•�\�
4E�¥�K�S�Ç�•�Ý�±  �Ý�î�Ý�†�P1ß�\�K�S  [Add/Edit Filter 
Rule] �²�–�”�ß�¢�Î�µ�¡�«�@6ä�A�r�M��

• [Delete]>8�G�b�Î�±�å�†�¡�Ü�µ�¡�M�•�\�
4E�¥�K�S�Ç�•�Ý�±  �Ý�î�Ý�@�P7V�I�€�r�M��

�Ô�î�»

���b/²�c�
�G�b�µ+��†�Q#Ý�[�A�•�Ô�î�»�†&g�K�S�v�b�[�M��

Add/Edit Filter Rule

�Ç�•�Ý�±  �Ý�î�Ý�†�8�B�M�•�_�c�
 [Add/Edit Filter Rule] �Ì�–�å�†�Q#Ý�K�r�M���M�m�Z�b�–�å�±�î�Ç�™
�–�«�_4:#Ý�I�€�•�Ç�•�Ý�±  �Ý�î�Ý�
�r�S�c"I���b�–�å�±�î�Ç�™�–�«�_4:#Ý�I�€�•�Ç�•�Ý�±  �Ý�î�Ý�†�8
�B�[�A�r�M��

�Ç�•�î�Ý�»

• [Direction]>8�Ç�•�Ý�±�@�·�8�M�•�‰�¥�†���b�p�?�}  1 �X4E�¥�K�r�M��

�Ç�“�–�”�˜�›�î�Ý  �Ô�î�» �­�Ÿ�×�Ü�¸�•  �¥�å�¸�Ÿ�«�º

�Ý�î�¸�µ�» 3ñ4# �©�å�¢�Ý

�Ð�Ý�³

�¥�å�¸�Ÿ�«
�º �©�«�¸�Ò

• — • — —

�Ç�“�–�”�˜�›�î�Ý  �Ô�î�» �­�Ÿ�×�Ü�¸�•  �¥�å�¸�Ÿ�«�º

�Ý�î�¸�µ�» 3ñ4# �©�å�¢�Ý

�Ð�Ý�³

�¥�å�¸�Ÿ�«
�º �©�«�¸�Ò
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'¨  16 'v       �²�–�¼�Ñ�µ�¡  �Ý�î�¸�•�å�¢�>�|�g�«�±�¸�•�µ�¡  �Ý�î�¸�•�å�¢�b0¿��
  �²�–�¼�Ñ�µ�¡  �Ý�î�¸�•�å�¢
– [In]>8�w�™ RIP �f�‚�[�¿�µ�º�á�î�¡�†�Ç�•�Ý�±�Ü�å�¢�K�r�M��

– [Out]>83æ�™ RIP �f�‚�?�}�b�¿�µ�º�á�î�¡�†�Ç�•�Ý�±�Ü�å�¢�K�r�M��

• [Interface]>8�Ç�•�Ý�±  �Ý�î�Ý�_�P�K�Z"I���b�–�å�±�î�Ç�™�–�«�†4E�¥�M�•�G�\�v�
 [All Interfaces] 
�œ�É�©�Ù�å�†4E�¥�K�Z�Ç�•�Ý�±�†�M�m�Z�b�–�å�±�î�Ç�™�–�«�_4:#Ý�M�•�G�\�v�[�A�r�M��

• [Action]>8>&/²&g�S#Ý>'�w�™�r�S�c3æ�™ RIP �”�»�Â�±�–�¬�Ó�å�º�?�}�æ���I�€�S�¿�µ�º�á�î�¡�@
�Ç�•�Ý�±�Ü�å�¢�I�€�^�8���œ�c�
 [Permit] �†/²&g�K�r�M���w�™�r�S�c3æ�™  RIP �”�»�Â�±�–�¬�Ó�å�º
�?�}�æ���I�€�S�¿�µ�º�á�î�¡�@�Ç�•�Ý�±�Ü�å�¢�I�€�•���œ�c�
 [Deny] �†/²&g�K�r�M��

• [IP Address]>8>&/²&g�S#Ý>'�Ç�•�Ý�±�Ü�å�¢�M�•�¿�µ�º�á�î�¡�b  IP �”�»�Þ�«�†/²&g�K�r�M��

• [Netmask]>8>&/²&g�S#Ý>' IP �”�»�Þ�«�_4:#Ý�I�€�•�¿�µ�º�á�î�¡  �Ð�«�¡�†/²&g�K�r�M��

• [Insert]>8�Ü�«�º�[4E�¥�K�S�Ý�î�Ý�b�V�_�¿�µ�º�á�î�¡  �Ý�î�Ý�†3ã�•�M�•�_�c�
�G�b�Î�±�å�†�¡
�Ü�µ�¡�K�r�M���G�b�Î�±�å�†�¡�Ü�µ�¡�M�•�\�
 [Network Rule] �²�–�”�ß�¢�Î�µ�¡�«�@6ä�A�r�M��

• [Edit]>84E�¥�K�S�Ý�î�Ý�†)…7Ÿ�M�•�_�c�
�G�b�Î�±�å�†�¡�Ü�µ�¡�K�r�M���G�b�Î�±�å�†�¡�Ü�µ�¡�M
�•�\�
 [Network Rule] �²�–�”�ß�¢�Î�µ�¡�«�@6ä�A�r�M��

• [Add]>8�Ü�«�º�[4E�¥�K�S�Ý�î�Ý�b�W�_�¿�µ�º�á�î�¡  �Ý�î�Ý�†3ã�•�M�•�_�c�
�G�b�Î�±�å�†�¡�Ü�µ
�¡�K�r�M���G�b�Î�±�å�†�¡�Ü�µ�¡�M�•�\�
 [Network Rule] �²�–�”�ß�¢�Î�µ�¡�«�@6ä�A�r�M��

�Ô�î�»

���b/²�c�
�G�b�µ+��†�Q#Ý�[�A�•�Ô�î�»�†&g�K�S�v�b�[�M��

Network Rule

[Network Rule] �Ì�–�å�[�c�
�Ç�•�Ý�±  �Ý�î�Ý�_�6�•"I���¿�µ�º�á�î�¡�_�P�K�Z�
0Á�•�Ý�î�Ý�\�Ä�°
�Ý�î�Ý�†0¿���[�A�r�M��

�Ç�•�î�Ý�»

• [Action]>8RIP �f�‚�[�æ���¿�µ�º�á�î�¡�@�”�»�Â�±�–�¬�I�€�•�
�r�S�c  RIP �Ý�î�¸�•�å�¢  �É�ß�­�«
�_�w�E
°�€�}�€�•�b�†0Á�•�M�•�_�c�
 [Permit] �†4E�¥�K�r�M���æ���¿�µ�º�á�î�¡�@  RIP �f�‚�[�”�»
�Â�±�–�¬�I�€�•�
�r�S�c  RIP �Ý�î�¸�•�å�¢  �É�ß�­�«�_�w�E
°�€�}�€�•�b�†75�D�_�c�
 [Deny] �†4E
�¥�K�r�M��

• [IP Address]>80Á�•�I�€�•�r�S�c�Ä�°�I�€�•�¿�µ�º�á�î�¡�b  IP �”�»�Þ�«�†
°�Š�K�r�M��

• [Netmask]>8�¿�µ�º�á�î�¡  IP �”�»�Þ�«�_4:#Ý�I�€�•�¿�µ�º�á�î�¡  �Ð�«�¡�†�æ���K�r�M���G�b
�Ç�•�î�Ý�»�_�¿�µ�º�á�î�¡  �Ð�«�¡�†
°�Š�M�•�?�
�Ü�«�º�?�}
¹3û�Ð�«�¡�b  1 �X�†4E�¥�K�r�M��

�Ô�î�»

���b/²�c�
�G�b�µ+��†�Q#Ý�[�A�•�Ô�î�»�†&g�K�S�v�b�[�M��

�Ç�“�–�”�˜�›�î�Ý  �Ô�î�» �­�Ÿ�×�Ü�¸�•  �¥�å�¸�Ÿ�«�º

�Ý�î�¸�µ�» 3ñ4# �©�å�¢�Ý

�Ð�Ý�³

�¥�å�¸�Ÿ�«
�º �©�«�¸�Ò
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'¨  16 'v       �²�–�¼�Ñ�µ�¡  �Ý�î�¸�•�å�¢�>�|�g�«�±�¸�•�µ�¡  �Ý�î�¸�•�å�¢�b0¿��
  �²�–�¼�Ñ�µ�¡  �Ý�î�¸�•�å�¢
Redistribution

[Redistribution] �Ì�–�å�_�c�
�Ú�b�Ý�î�¸�•�å�¢  �É�ß�­�«�?�}  RIP �Ý�î�¸�•�å�¢  �É�ß�­�«�_
Ì4Ä�x�I�€
�•�Ý�î�º�@/²&g�I�€�r�M��

�Ç�•�î�Ý�»

• [Protocol]>8>&/²&g�S#Ý>' RIP �Ý�î�¸�•�å�¢  �É�ß�­�«�_
Ì4Ä�x�I�€�•�Ý�î�¸�•�å�¢  �É�ß�º�¥�Ý�†/²
&g�K�r�M��

– [Static]>8�«�±�¸�•�µ�¡  �Ý�î�º�[�M��

– [Connected]>8�¿�µ�º�á�î�¡�_%$�K�K)F�I�€�Z�8�r�M��

– [OSPF]>8�æ���K�S  OSPF �Ý�î�¸�•�å�¢  �É�ß�­�«�[�è���I�€�S�¿�µ�º�á�î�¡�[�M��

– [EIGRP]>8�æ���K�S  EIGRP �Ý�î�¸�•�å�¢  �É�ß�­�«�[�è���I�€�S�¿�µ�º�á�î�¡�[�M��

• [Metric]>8
Ì4Ä�x�I�€�S�Ý�î�º�_4:#Ý�I�€�•  RIP �Ó�º�Ü�µ�¡�[�M��

• [Match]>8>&/²&g�S#Ý>' RIP �Ý�î�¸�•�å�¢  �É�ß�­�«�_
Ì4Ä�x�I�€�•  OSPF �Ý�î�º�b�±�–�É�†/²&g�K
�r�M�� OSPF 
Ì4Ä�x�Ý�î�Ý�_�P�K�Z  [Match] �•�Û�Ò�@'5$Ñ�b���œ�
 [Internal]�
 [External 1]�
�>�|
�g  [External 2] �Ý�î�º�c�
 RIP �Ý�î�¸�•�å�¢  �É�ß�­�«�_
Ì4Ä�x�I�€�r�M��

• [Route Map]>8>&/²&g�S#Ý>'
Ì4Ä�x�_4:#Ý�I�€�•�Ý�î�º  �Ð�µ�É�b�¡�S�@�6�•���œ�c�
�Q�b�¡�S�†/²
&g�K�r�M���Ý�î�º  �Ð�µ�É�c�
�]�b�Ý�î�º�@�æ���K�S�Ý�î�¸�•�å�¢  �É�ß�­�«�?�}  RIP �_
Ì4Ä�x�I�€
�•�?�\�8�W�S8��–�_0ò(ý�^
Æ���†�æ���M�•�b�_�Q#Ý�I�€�r�M��

�Ô�î�»

���b/²�c�
�G�b�µ+��†�Q#Ý�[�A�•�Ô�î�»�†&g�K�S�v�b�[�M��

Add/Edit Route Redistribution

�‚�K�8
Ì4Ä�x�Ý�î�Ý�†3ã�•�M�•�_�c�
 [Add Route Redistribution] �²�–�”�ß�¢�Î�µ�¡�«�†�Q#Ý�K�r�M��
�¤�Ñ�b�Ý�î�Ý�†�š�f�M�•�_�c�
 [Edit Route Redistribution] �²�–�”�ß�¢�Î�µ�¡�«�†�Q#Ý�K�r�M��

�Ç�•�î�Ý�»

• [Protocol]>8RIP �Ý�î�¸�•�å�¢  �É�ß�­�«�_
Ì4Ä�x�M�•�Ý�î�¸�•�å�¢  �É�ß�º�¥�Ý�†4E�¥�K�r�M��

– [Static]>8�«�±�¸�•�µ�¡  �Ý�î�º�[�M��

�Ç�“�–�”�˜�›�î�Ý  �Ô�î�» �­�Ÿ�×�Ü�¸�•  �¥�å�¸�Ÿ�«�º

�Ý�î�¸�µ�» 3ñ4# �©�å�¢�Ý

�Ð�Ý�³

�¥�å�¸�Ÿ�«
�º �©�«�¸�Ò

• — • — —

�Ç�“�–�”�˜�›�î�Ý  �Ô�î�» �­�Ÿ�×�Ü�¸�•  �¥�å�¸�Ÿ�«�º

�Ý�î�¸�µ�» 3ñ4# �©�å�¢�Ý

�Ð�Ý�³

�¥�å�¸�Ÿ�«
�º �©�«�¸�Ò

• — • — —
16-29
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'¨  16 'v       �²�–�¼�Ñ�µ�¡  �Ý�î�¸�•�å�¢�>�|�g�«�±�¸�•�µ�¡  �Ý�î�¸�•�å�¢�b0¿��
  �²�–�¼�Ñ�µ�¡  �Ý�î�¸�•�å�¢
– [Connected]>8�¿�µ�º�á�î�¡�_%$�K�K)F�I�€�Z�8�r�M��

– [OSPF and OSPF ID]>8OSPF �Ý�î�¸�•�å�¢  �É�ß�­�«�[�è���I�€�S�Ý�î�º�[�M�� OSPF �†4E�¥
�M�•���œ�
 OSPF �É�ß�­�«  ID �†
°�Š�M�•�²0[�v�6�~�r�M���I�}�_�
 [Match] 8•�æ�?�}
Ì4Ä�x�M
�•  OSPF �Ý�î�º�b"I���±�–�É�†4E�¥�[�A�r�M��

– [EIGRP and EIGRP ID]>8EIGRP �Ý�î�¸�•�å�¢  �É�ß�­�«�[�è���I�€�S�Ý�î�º�[�M�� [EIGRP] �†
4E�¥�M�•���œ�c�
 [EIGRP ID] �Ç�•�î�Ý�»�[  EIGRP �Ý�î�¸�•�å�¢  �É�ß�­�«�b+¬�Š�©�«�¸�Ò$�
�•�†�æ���M�•�²0[�v�6�~�r�M��

• [Route Map]>8�Ý�î�º�@  RIP �Ý�î�¸�•�å�¢  �É�ß�­�«�_
Ì4Ä�x�I�€�•�S�_ 6�S�M�²0[�b�6�•�Ý�î�º  
�Ð�µ�É�b�¡�S�†�æ���K�r�M��

• [Configure Metric Type]>8
Ì4Ä�x�I�€�•�Ý�î�º�b�Ó�º�Ü�µ�¡�†�æ���M�•�_�c�
�G�b�³�™�µ�¡�Î�µ�¡
�«�†�œ�å�_�K�r�M���æ���K�^�8���œ�
�Ý�î�º�_�c�Ó�º�Ü�µ�¡  0 �@�m�~�\�Z�}�€�r�M��

– [Transparent]>8#'�~�b�Ý�î�º  �Ó�º�Ü�µ�¡�†�Q#Ý�M�•�_�c�
�G�b�œ�É�©�Ù�å�†4E�¥�K�r�M��

– [Value]>8"I���b�Ó�º�Ü�µ�¡�Í�†�m�~�\�Z�•�_�c�
�G�b�œ�É�©�Ù�å�†4E�¥�K�r�M��
°�Š�[�A�•
�Í�c�
 0 >|  16 �[�M��

• [Match]>8OSPF �Ý�î�º�†  RIP �Ý�î�¸�•�å�¢  �É�ß�­�«�_
Ì4Ä�x�M�•���œ�
�Ý�î�º  �±�–�É�b7„�_�6�•
�³�™�µ�¡�Î�µ�¡�«�†�œ�å�_�M�€�d�

Ì4Ä�x�M�•  OSPF �Ý�î�º�b"I���±�–�É�†4E�¥�[�A�r�M���8�N�€
�b�Ý�î�º  �±�–�É�v�œ�å�_�K�^�8���œ�
�¹�Ç�›�Ý�º�[�c�
 [Internal]�
 [External 1]�
�>�|�g  [External 
2] �Ý�î�º�@
Ì4Ä�x�I�€�r�M��

– [Internal]>8AS �_�P�K�Z
Æ4Š�b�Ý�î�º�@
Ì4Ä�x�I�€�r�M��

– [External 1]>8AS �_�P�K�Z�¥4Š�b�±�–�É  1 �Ý�î�º�@
Ì4Ä�x�I�€�r�M��

– [External 2]>8AS �_�P�K�Z�¥4Š�b�±�–�É  2 �Ý�î�º�@
Ì4Ä�x�I�€�r�M��

– [NSSA External 1]>8NSSA �_�P�K�Z�¥4Š�b�±�–�É  1 �Ý�î�º�@
Ì4Ä�x�I�€�r�M��

– [NSSA External 2]>8NSSA �_�P�K�Z�¥4Š�b�±�–�É  2 �Ý�î�º�@
Ì4Ä�x�I�€�r�M��

�Ô�î�»

���b/²�c�
�G�b�µ+��†�Q#Ý�[�A�•�Ô�î�»�†&g�K�S�v�b�[�M��

EIGRP

EIGRP �c�
�©�«�¥�@6ä$Î�K�S�
 IGRP �b�Ñ�G�Â�î�ª�Ù�å�[�M�� IGRP �x  RIP �\$��^�~�
 EIGRP �@���‡
$×�_�Ý�î�º  �”�µ�É�¹�î�º�†3æ�™�M�•�G�\�c�6�~�r�O�‡�� EIGRP �”�µ�É�¹�î�º�c�
�¿�µ�º�á�î�¡  �º�Ï�ß
�ª�@�š�f�I�€�S���œ�_�T�E3æ�™�I�€�r�M��

�­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�[�c�
 EIGRP �Ý�î�¸�•�å�¢  �É�ß�­�«�†  1 �X�T�E�–�¿�î�È�Ý�_�M�•�G�\�@
�[�A�r�M��

�G�G�[�c�
���b
Æ���_�X�8�Z1��Â�K�r�M��

• �� EIGRP �b0¿���� >&P.16-31>'

• �� EIGRP �b�›�Ì�–�å�b�Ç�•�î�Ý�»�_���� >&P.16-32>'

�Ç�“�–�”�˜�›�î�Ý  �Ô�î�» �­�Ÿ�×�Ü�¸�•  �¥�å�¸�Ÿ�«�º

�Ý�î�¸�µ�» 3ñ4# �©�å�¢�Ý

�Ð�Ý�³

�¥�å�¸�Ÿ�«
�º �©�«�¸�Ò

• — • — —
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'¨  16 'v       �²�–�¼�Ñ�µ�¡  �Ý�î�¸�•�å�¢�>�|�g�«�±�¸�•�µ�¡  �Ý�î�¸�•�å�¢�b0¿��
  �²�–�¼�Ñ�µ�¡  �Ý�î�¸�•�å�¢
�·$×�_�è���I�€�S  EIGRP �¿�–�Â�î�b%�0i�b0ò(ý�_�X�8�Z�c�
 �� EIGRP �¿�–�Â�î�b�Ô�½�±�Ü�å�¢��
>&P.45-8>' �†�g!·�K�Z�C�T�I�8��

EIGRP �b0¿��

�­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�[  EIGRP �†0¿���M�•�_�c�
���b�m8p�†��/œ�K�r�M��

�«�¸�µ�É 1 ASDM �–�å�±�î�Ç�™�–�«�b  [Configuration] > [Device Setup] > [Routing] > [EIGRP] 8•�æ�_&ã�·�K�r
�M��

�«�¸�µ�É 2 [Setup] > [Process Instances] �±�È�[  EIGRP �Ý�î�¸�•�å�¢  �É�ß�­�«�†�–�¿�î�È�Ý�_�K�r�M�� 0ò(ý�_�X�8
�Z�c�
 �� Process Instances��>&P.16-32>' �†�g!·�K�Z�C�T�I�8��

�«�¸�µ�É 3 >&�õ�–>' EIGRP �Ý�î�¸�•�å�¢  �É�ß�­�«�b�Ã�Û�Ó�î�±�†0¿���K�r�M�� [Setup] > [Process Instances] �±�È
�[  [Advanced] �†�¡�Ü�µ�¡�K�r�M��

EIGRP �Ý�î�¸�•�å�¢  �É�ß�­�«�†�«�±�È  �Ý�î�¸�•�å�¢  �É�ß�­�«�\�K�Z0¿���K�
+¬�·�Ý�î�º7Ÿ(Ù�†�¹�•
�­�î�È�Ý�_�K�

Ì4Ä�x�I�€�•�Ý�î�º�b�¹�Ç�›�Ý�º  �Ó�º�Ü�µ�¡�†��*O�[�A�r�M���r�S�

Æ�¥  EIGRP �Ý�î
�º�b�”�»�Ñ�½�«�º�Þ�î�¸�•�È  �¹�•�«�±�å�«�†�š�f�K�
�«�±�¸�•�µ�¡  �Ý�î�±  ID �†0¿���K�
7„�K6õ�€�b�š
�f�b�ß� �å�¢�†�–�¿�î�È�Ý�r�S�c�¹�•�­�î�È�Ý�_�M�•�G�\�v�[�A�r�M��0ò(ý�_�X�8�Z�c�
 �� Edit EIGRP 
Process Advanced Properties��>&P.16-33>' �†�g!·�K�Z�C�T�I�8��

�«�¸�µ�É 4 [Setup] > [Networks] �±�È�[�
 EIGRP �Ý�î�¸�•�å�¢�_�g�•�M�•�¿�µ�º�á�î�¡�\�–�å�±�î�Ç�™�–�«�†��*O
�K�r�M��0ò(ý�_�X�8�Z�c�
 �� Networks��>&P.16-34>' �†�g!·�K�Z�C�T�I�8��

��*O�í�s�¿�µ�º�á�î�¡�b(
�V
Æ�_�6�•%$�K�K)F�I�€�S�«�±�¸�•�µ�¡  �¿�µ�º�á�î�¡�_�c�
�­�Ÿ�×�Ü�¸�•  
�”�É�Û�–�”�å�«�@�”�»�Â�±�–�¬�K�r�M���r�S�
 IP �”�»�Þ�«�@��*O�í�s�¿�µ�º�á�î�¡�b(
�V
Æ�_�6�•�–
�å�±�î�Ç�™�–�«�T�E�@�
 EIGRP �Ý�î�¸�•�å�¢  �É�ß�­�«�_�g�•�K�r�M��

EIGRP �Ý�î�¸�•�å�¢�_�g�•�I�O�^�8�–�å�±�î�Ç�™�–�«�@�”�»�Â�±�–�¬
›�b�¿�µ�º�á�î�¡�_�K)F�I�€�Z
�8�•���œ�c�
 �Q�b�–�å�±�î�Ç�™�–�«�@�K)F�I�€�Z�8�•�¿�µ�º�á�î�¡  �š�å�º�Ü�†  [Setup] > [Networks] �±
�È�[0¿���K�
���_�Q�b�–�å�±�î�Ç�™�–�«�†�Ã�µ�©�È  �–�å�±�î�Ç�™�–�«�\�K�Z0¿���K�Z�
�–�å�±�î�Ç�™
�–�«�@ EIGRP �f�‚�†3æ�w�™�[�A�^�8�|�:�_�K�r�M���Ã�µ�©�È�_0¿���I�€�S�–�å�±�î�Ç�™�–�«�c�

EIGRP �f�‚�†3æ�w�™�K�r�O�‡��0ò(ý�_�X�8�Z�c�
 �� Passive Interfaces��>&P.16-35>' �†�g!·�K�Z�C�T�I
�8��

�«�¸�µ�É 5 >&�õ�–>' [Filter Rules] �Ì�–�å�[�Ý�î�º  �Ç�•�Ý�±�†��*O�K�r�M���Ý�î�º  �Ç�•�Ý�±�_�|�~�
 EIGRP �f�‚�[
3æ�w�™�M�•�G�\�†0Á�•�I�€�Z�8�•�Ý�î�º�†�|�~(ý�?�C�D�š�[�A�r�M��0ò(ý�_�X�8�Z�c�
 �� Filter Rules��

>&P.16-36>' �†�g!·�K�Z�C�T�I�8��

�«�¸�µ�É 6 >&�õ�–>' [Redistribution] �Ì�–�å�[�Ý�î�º
Ì4Ä�x�†��*O�K�r�M��

RIP �>�|�g  OSPF �[�è���I�€�S�Ý�î�º�†�
 EIGRP �Ý�î�¸�•�å�¢  �É�ß�­�«�_
Ì4Ä�x�M�•�G�\�@�[�A�r
�M���«�±�¸�•�µ�¡  �Ý�î�º�>�|�g�K)F�I�€�Z�8�•�Ý�î�º�v�
 EIGRP �Ý�î�¸�•�å�¢  �É�ß�­�«�_
Ì4Ä�x�[�A
�r�M���«�±�¸�•�µ�¡�r�S�c�K)F�I�€�Z�8�•�Ý�î�º�@�
 [Setup] > [Networks] �±�È�[0¿���I�€�S�¿�µ�º
�á�î�¡�b(
�V
Æ�_�6�•���œ�c�
�Q�b�Ý�î�º�†
Ì4Ä�x�M�•�²0[�c�6�~�r�O�‡��0ò(ý�_�X�8�Z�c�


�� Redistribution��>&P.16-38>' �†�g!·�K�Z�C�T�I�8��

�«�¸�µ�É 7 >&�õ�–>' [Static Neighbor] �Ì�–�å�[�«�±�¸�•�µ�¡  EIGRP �¿�–�Â�î�†��*O�K�r�M��

EIGRP hello �Ã�£�µ�º�c�Ð�Ý�³�Ÿ�Õ�«�º  �Ã�£�µ�º�\�K�Z3æ�™�I�€�r�M�� EIGRP �¿�–�Â�î�@�
�º�å�¿�Ý
�^�]�
8��È�ß�î�»�Ÿ�Õ�«�º  �¿�µ�º�á�î�¡�†2z�<�S���d�_�6�•���œ�
�Q�b�¿�–�Â�î�†�m�·�[��*O�M�•�²
0[�@�6�~�r�M���m�·�[  EIGRP �¿�–�Â�î�†��*O�M�•�\�
 hello �Ã�£�µ�º�c�Ø�½�Ÿ�Õ�«�º  �Ó�µ�­�î�ª�\�K
�Z�Q�b�¿�–�Â�î�_3æ�™�I�€�r�M��0ò(ý�_�X�8�Z�c�
 �� Static Neighbor��>&P.16-40>' �†�g!·�K�Z�C�T�I�8��

�«�¸�µ�É 8 >&�õ�–>' [Summary Address] �Ì�–�å�[�
�§�Ð�Ü�î  �”�»�Þ�«�†��*O�K�r�M��
16-31
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'¨  16 'v       �²�–�¼�Ñ�µ�¡  �Ý�î�¸�•�å�¢�>�|�g�«�±�¸�•�µ�¡  �Ý�î�¸�•�å�¢�b0¿��
  �²�–�¼�Ñ�µ�¡  �Ý�î�¸�•�å�¢
�¿�µ�º�á�î�¡$��•�b�C#ú�è�¥�[�§�Ð�Ü�î  �”�»�Þ�«�†�8�B�M�•���œ�
�r�S�c+¬�·�Ý�î�º7Ÿ(Ù�@�¹�•�­�î
�È�Ý�_�^�W�S�­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�[�§�Ð�Ü�î  �”�»�Þ�«�†�Q#Ý�M�•���œ�c�
�m�·�[�§�Ð�Ü�î  �”
�»�Þ�«�†��*O�M�•�²0[�@�6�~�r�M���§�Ð�Ü�î  �”�»�Þ�«�b��*O�b0ò(ý�_�X�8�Z�c�
 �� Summary Address��

>&P.16-41>' �†�g!·�K�Z�C�T�I�8��+¬�·�Ý�î�º7Ÿ(Ù�†�–�¿�î�È�Ý�>�|�g�¹�•�­�î�È�Ý�_�M�•�‰�2�_�X�8�Z
�c�
 �� Edit EIGRP Process Advanced Properties��>&P.16-33>' �†�g!·�K�Z�C�T�I�8��

�«�¸�µ�É 9 >&�õ�–>' [Interfaces] �Ì�–�å�[�
�–�å�±�î�Ç�™�–�«�[�w�b  EIGRP �Ã�Û�Ó�î�±�†��*O�K�r�M���G�€�}�b�Ã
�Û�Ó�î�±�_�c�
 EIGRP �Ó�µ�­�î�ª1�0É�
�–�â�ì6ë�
 hello 6ë7x�
4����Ó�º�Ü�µ�¡�
�«�É�Ü�µ�º�Í�Û�–�¬
�å�b�Q#Ý�^�]�@�6�~�r�M��0ò(ý�_�X�8�Z�c�
 �� Interface��>&P.16-37>' �†�g!·�K�Z�C�T�I�8��

�«�¸�µ�É 10 >&�õ�–>' [Default Information] �Ì�–�å�[�
 EIGRP �f�‚�[�b�¹�Ç�›�Ý�º  �Ý�î�º�_���b3æ�w�™�†�D�š�K�r
�M���¹�Ç�›�Ý�º�[�c�
�¹�Ç�›�Ý�º  �Ý�î�º�@3æ�™�I�€�
�w�E
°�€�}�€�r�M��0ò(ý�_�X�8�Z�c�
 �� Default 
Information��>&P.16-41>' �†�g!·�K�Z�C�T�I�8��

EIGRP �b�›�Ì�–�å�b�Ç�•�î�Ý�»�_��

�G�G�[�c�
���b
Æ���_�X�8�Z1��Â�K�r�M��

• �� Setup��>&P.16-32>'

• �� Filter Rules��>&P.16-36>'

• �� Interface��>&P.16-37>'

• �� Redistribution��>&P.16-38>'

• �� Static Neighbor��>&P.16-40>'

• �� Summary Address��>&P.16-41>'

• �� Default Information��>&P.16-41>'

Setup

[Setup] �Ì�–�å�[�c�
 EIGRP �É�ß�­�«�†�–�¿�î�È�Ý�_�K�
�Q�b�É�ß�­�«�b�ö�•0¿���†/œ�8�r�M��
[Setup] �Ì�–�å�_�c���b�±�È�@�6�~�r�M��

• �� Process Instances��>&P.16-32>'

• �� Networks��>&P.16-34>'

• �� Passive Interfaces��>&P.16-35>'

�Ô�î�»

���b/²�c�
�G�b�µ+��†�Q#Ý�[�A�•�Ô�î�»�†&g�K�S�v�b�[�M��

Process Instances

[Process Instances] �±�È�[�c�
 EIGRP �Ý�î�¸�•�å�¢  �É�ß�­�«�†�–�¿�î�È�Ý�_�M�•�G�\�@�[�A�r�M��

�Ç�“�–�”�˜�›�î�Ý  �Ô�î�» �­�Ÿ�×�Ü�¸�•  �¥�å�¸�Ÿ�«�º

�Ý�î�¸�µ�» 3ñ4# �©�å�¢�Ý
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'¨  16 'v       �²�–�¼�Ñ�µ�¡  �Ý�î�¸�•�å�¢�>�|�g�«�±�¸�•�µ�¡  �Ý�î�¸�•�å�¢�b0¿��
  �²�–�¼�Ñ�µ�¡  �Ý�î�¸�•�å�¢
�Ç�•�î�Ý�»

• [Enable this EIGRP Process]>8EIGRP �Ý�î�¸�•�å�¢  �É�ß�­�«�†�–�¿�î�È�Ý�_�M�•�_�c�
�G�b
�³�™�µ�¡�Î�µ�¡�«�†�œ�å�_�K�r�M���¹�Â�–�«�[�–�¿�î�È�Ý�_�M�•�G�\�@�[�A�•  EIGRP �Ý�î�¸�•�å
�¢  �É�ß�­�«�c  1 �X�T�E�[�M���š�f�†�–�Ñ�[�A�•�|�:�_�M�•�_�c�
�r�N  [EIGRP Process] �Ç�•�î�Ý
�»�_�Ý�î�¸�•�å�¢  �É�ß�­�«�b+¬�Š�©�«�¸�Ò$��•�†
°�Š�M�•�²0[�@�6�~�r�M��

• [EIGRP Process]>8EIGRP �É�ß�­�«�b+¬�Š�©�«�¸�Ò$��•�†
°�Š�K�r�M��+¬�Š�©�«�¸�Ò$��•�c  1 >|  
65535 �b(
�V�[�æ���[�A�r�M��

• [Advanced]>8�Ý�î�±  ID�
�¹�Ç�›�Ý�º  �Ó�º�Ü�µ�¡�
�«�±�È  �Ý�î�¸�•�å�¢0¿���
�¿�–�Â�î�š�f�\1™�Ì
�ß� �å�¢�
�>�|�g  EIGRP �Ý�î�º�b�”�»�Ñ�½�«�º�Þ�î�¸�•�È  �¹�•�«�±�å�«�^�]�b  EIGRP �É�ß�­�«
0¿���†/œ�:�_�c�
�G�b�Î�±�å�†�¡�Ü�µ�¡�K�r�M��

�Ô�î�»

���b/²�c�
�G�b�µ+��†�Q#Ý�[�A�•�Ô�î�»�†&g�K�S�v�b�[�M��

Edit EIGRP Process Advanced Properties

[Edit EIGRP Process Advanced Properties] �²�–�”�ß�¢�Î�µ�¡�«�[�c�
 EIGRP �Ý�î�¸�•�å�¢  �É�ß�­�«�b
�Ý�î�±  ID�
�¹�Ç�›�Ý�º  �Ó�º�Ü�µ�¡�
�«�±�È  �Ý�î�¸�•�å�¢0¿���
�¿�–�Â�î�š�f�\1™�Ì�ß� �å�¢�
�>�|�g  
EIGRP �Ý�î�º�b�”�»�Ñ�½�«�º�Þ�î�¸�•�È  �¹�•�«�±�å�«�†0¿���[�A�r�M��

�Ç�•�î�Ý�»

• [EIGRP]>8/²&g�S#Ý�� EIGRP �Ý�î�¸�•�å�¢  �É�ß�­�«�b+¬�Š�©�«�¸�Ò$��•�†/²&g�K�r�M��

• [Router Id]>8EIGRP �Ý�î�¸�•�å�¢  �É�ß�­�«�[�­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�b�Ý�î�±  ID �\�K�Z�Q
#Ý�M�• IP �”�»�Þ�«�†
°�Š�K�r�M���Ý�î�±  ID �c�
�¥4Š�Ý�î�º�b$Î�™
–�Ý�î�±�†1‘�9�M�•�S�u�_�Q#Ý
�I�€�r�M�� IP �”�»�Þ�«�c�
�­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�[0¿���I�€�S�”�»�Þ�«�_�M�•�²0[�c�6�~
�r�O�‡�@�
�Ý�î�¸�•�å�¢  �»�Ó�–�å
Æ�[�M�–�_�^�W�Z�8�•�²0[�@�6�~�r�M���æ���K�^�8���œ�
�­
�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�V�[�q�V�)�b  IP �”�»�Þ�«�@�Ý�î�±  ID �\�K�Z�Q#Ý�I�€�r�M��

• [Auto-Summary]>8+¬�·�Ý�î�º7Ÿ(Ù�†�–�¿�î�È�Ý�_�M�•�_�c�
�G�b�Î�µ�¡�«�†�œ�å�_�K�r�M��+¬�·
�Ý�î�º7Ÿ(Ù�†�¹�•�­�î�È�Ý�_�M�•�_�c�
�G�b�Î�µ�¡�«�†�œ�Ç�_�K�r�M���G�b0¿���c�¹�Ç�›�Ý�º�[�–
�¿�î�È�Ý�_�^�W�Z�8�r�M��

• [Default Metrics]>8�¹�Ç�›�Ý�º�b�Ó�º�Ü�µ�¡�@  EIGRP �Ý�î�¸�•�å�¢  �É�ß�­�«�_
Ì4Ä�x�I�€�•�Ý�î
�º�_4:#Ý�I�€�r�M���æ���K�^�8���œ�c�

Ì4Ä�x�†0¿���M�•�\�A�_�Ó�º�Ü�µ�¡�†�æ���M�•�²0[�@�6�~
�r�M>&�� Redistribution��>&P.16-38>' �†�g!·>' ��

– [Bandwidth]>8�Ý�î�º�b�q�`�•�æ�œ>&�Ÿ�ß�Â�–�º / &Ê>'�[�M���w� �^�Í�c�
 1 >|  4294967295 �[
�M��

– [Loading]>81 >|  255>&255 �c  100% �b2�,´>'�b�X�Í�[/²#'�K�S�Ý�î�º�b�w� �•�æ�œ�[�M��

– [Reliability]>80 >|  255 �b�X�Í�\�K�Z/²#'�K�S�
�Ã�£�µ�º�@�G�–�_��3æ�I�€�•0b3¸�s�[�M���Í  
255 �c  100 % �b�™8—�ö�†�–�á�K�
 0 �c�™8—�ö�@�^�8�G�\�†�–�á�K�r�M��

– [Delay]>810 �Ð�–�¡�ß&Ê�"�)�b�Ý�î�º4����[�M���w� �^�Í�c�
 1 >|  4294967295 �[�M��

– [MTU] >8�q�±��3æ�"�)�b�q�`0Á���Í>&�Â�–�º>'�[�M���w� �^�Í�c  1 >|  65535 �[�M��

�Ç�“�–�”�˜�›�î�Ý  �Ô�î�» �­�Ÿ�×�Ü�¸�•  �¥�å�¸�Ÿ�«�º

�Ý�î�¸�µ�» 3ñ4# �©�å�¢�Ý
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'¨  16 'v       �²�–�¼�Ñ�µ�¡  �Ý�î�¸�•�å�¢�>�|�g�«�±�¸�•�µ�¡  �Ý�î�¸�•�å�¢�b0¿��
  �²�–�¼�Ñ�µ�¡  �Ý�î�¸�•�å�¢
• [Stub]>8�«�±�È  �š�Ü�”�_�c�
 EIGRP �«�±�È  �Ý�î�¸�•�å�¢  �É�ß�­�«�†�8�B�M�•�S�u�b0¿���@�6�~�r
�M���«�±�È  �Ý�î�¸�•�å�¢  �É�ß�­�«�[�c�
�ö
²�^�º�Ï�ß�ª  �¸�î�È�Ý�c)T�â�I�€�r�O�‡���«�±�È  �Ý�î
�¸�•�å�¢�_�c�
�Ý�î�¸�•�å�¢�b�ô���†/œ�:�S�u�_�
�a�^�C�\�v4Ä�x�Ý�î�±�l�b�¹�Ç�›�Ý�º  �Ý�î�º
�@�²0[�[�M��

– [Stub Receive only]>87„�K�Ý�î�±�?�}�Ý�î�º�_���†�w�™�K�Z�v�
�Q�€�}�b7„�K�Ý�î�±�_�Ý�î�º
�_���†3æ�™�K�^�8  EIGRP �«�±�È  �Ý�î�¸�•�å�¢  �É�ß�­�«�†0¿���K�r�M���G�b�œ�É�©�Ù�å�†4E�¥
�M�•���œ�c�
�Ú�b�«�±�È  �Ý�î�¸�•�å�¢  �œ�É�©�Ù�å�†4E�¥�[�A�r�O�‡��

– [Stub Connected]>8�K)F�í�s�Ý�î�º�†�”�»�Â�±�–�¬�K�r�M��

– [Stub Static]>8�«�±�¸�•�µ�¡  �Ý�î�º�†�”�»�Â�±�–�¬�K�r�M��

– [Stub Redistributed]>8
Ì4Ä�x�Ý�î�º�†�”�»�Â�±�–�¬�K�r�M��

– [Stub Summary]>8�§�Ð�Ü�î  �Ý�î�º�†�”�»�Â�±�–�¬�K�r�M��

• [Adjacency Changes]>8�¿�–�Â�î�b1™�Ì�>�|�g�š�f�Ó�µ�­�î�ª�b�ß� �å�¢�†0¿���[�A�r�M���]�U�}
�b�Ó�µ�­�î�ª�b�ß� �å�¢�v�
�¹�Ç�›�Ý�º�[�–�¿�î�È�Ý�_�^�W�Z�8�r�M��

– [Log Neighbor Changes]>8�¿�–�Â�î7„�K6õ�€�b�š�f�b�ß� �å�¢�†�–�¿�î�È�Ý�_�M�•�_�c�Î�µ�¡
�«�†�œ�å�_�
�¹�•�­�î�È�Ý�_�M�•�_�c�Î�µ�¡�«�†�œ�Ç�_�K�r�M��

– [Log Neighbor Warnings]>8�¿�–�Â�î7„�K6õ�€�b�š�f�†�–�¿�î�È�Ý�_�M�•�_�c�Î�µ�¡�«�†�œ�å
�_�
�¹�•�­�î�È�Ý�_�M�•�_�c�Î�µ�¡�«�†�œ�Ç�_�K�r�M���¿�–�Â�î1™�Ì�Ó�µ�­�î�ª�b)Þ�~3É�K6ë
7x>&&Ê>'�†
°�Š�K�r�M���w� �^�Í�c  1 >|  65535 �[�M���G�b6ë7x
Æ�_1™�Ì�@)Þ�~3É�K$Î#Õ�K�S��
�œ�
�Q�€�}�b1™�Ì�c�ß�¢�_0°6��I�€�r�O�‡��

• [Administrative Distance]>8
Æ�¥ EIGRP �Ý�î�º�b�”�»�Ñ�½�«�º�Þ�î�¸�•�È  �¹�•�«�±�å�«�†0¿���[
�A�r�M��

– [Internal Distance]>8EIGRP 
Æ4Š�Ý�î�º�b�”�»�Ñ�½�«�º�Þ�î�¸�•�È  �¹�•�«�±�å�«�[�M��
Æ4Š
�Ý�î�º�\�c�
� �L+¬�Š�©�«�¸�Ò
Æ�b�9�b�š�å�¸�•�¸�•�?�}�Û*f�I�€�•�Ý�î�º�[�M���w� �^�Í
�c�
 1 >|  255 �[�M���¹�Ç�›�Ý�º�c  90 �[�M��

– [External Distance]>8EIGRP �¥4Š�Ý�î�º�b�”�»�Ñ�½�«�º�Þ�î�¸�•�È  �¹�•�«�±�å�«�[�M���¥4Š
�Ý�î�º�\�c�
�q4:�Ã�«�†+¬�Š�©�«�¸�Ò�b�¥4Š�_�6�•�¿�–�Â�î�?�}�Û*f�M�•�Ý�î�º�[�M���w� �^
�Í�c�
 1 >|  255 �[�M���¹�Ç�›�Ý�º�Í�c  170 �[�M��

�Ô�î�»

���b/²�c�
�G�b�µ+��†�Q#Ý�[�A�•�Ô�î�»�†&g�K�S�v�b�[�M��

Networks

[Network] �±�È�[�c�
 EIGRP �Ý�î�¸�•�å�¢  �É�ß�­�«�[�Q#Ý�I�€�•�¿�µ�º�á�î�¡�†�æ���[�A�r�M��
EIGRP �Ý�î�¸�•�å�¢�_�g�•�M�•�–�å�±�î�Ç�™�–�«�c�
�G�€�}�b�¿�µ�º�á�î�¡  �š�å�º�Ü�[��*O�I�€�•�”
�»�Þ�«�b(
�V
Æ�_�Ñ�~�M�•�²0[�@�6�~�r�M���”�»�Â�±�–�¬�I�€�•%$�K�K)F�>�|�g�«�±�¸�•�µ�¡�b�¿�µ�º
�á�î�¡�v�
�G�€�}�b�¿�µ�º�á�î�¡  �š�å�º�Ü�b(
�V
Æ�[�6�•�²0[�@�6�~�r�M��

�Ç�“�–�”�˜�›�î�Ý  �Ô�î�» �­�Ÿ�×�Ü�¸�•  �¥�å�¸�Ÿ�«�º

�Ý�î�¸�µ�» 3ñ4# �©�å�¢�Ý
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'¨  16 'v       �²�–�¼�Ñ�µ�¡  �Ý�î�¸�•�å�¢�>�|�g�«�±�¸�•�µ�¡  �Ý�î�¸�•�å�¢�b0¿��
  �²�–�¼�Ñ�µ�¡  �Ý�î�¸�•�å�¢
[Network] �¸�î�È�Ý�_�
 EIGRP �Ý�î�¸�•�å�¢  �É�ß�­�«#Ý�_0¿���M�•�¿�µ�º�á�î�¡�@/²&g�I�€�r�M���G
�b�¸�î�È�Ý�b�›/œ�_�c�
 �æ���K�S  EIGRP �Ý�î�¸�•�å�¢  �É�ß�­�«#Ý�_0¿���M�•�¿�µ�º�á�î�¡  �”�»�Þ�«�>
�|�g6õ4��M�•�Ð�«�¡�@/²&g�I�€�r�M���¿�µ�º�á�î�¡�†3ã�•�r�S�c�Ÿ�G�M�•�_�c�
���b�8�N�€�?�b�ï�8�†
��/œ�K�r�M��

• �‚�K�8�¿�µ�º�á�î�¡  �š�å�º�Ü�†3ã�•�M�•�_�c�
 [Add] �†�¡�Ü�µ�¡�K�r�M�� [Add EIGRP Network] 
�²�–�”�ß�¢�Î�µ�¡�«�@/²&g�I�€�r�M��

• �¿�µ�º�á�î�¡  �š�å�º�Ü�†�P7V�M�•�_�c�
�¸�î�È�Ý�[�Q�b�š�å�º�Ü�†4E�¥�K�
 [Delete] �†�¡�Ü�µ�¡�K
�r�M��

• �¿�µ�º�á�î�¡  �š�å�º�Ü�†�š�f�M�•�_�c�
�r�N�Q�b�š�å�º�Ü�†�P7V�K�Z�?�}�‚�K�8�š�å�º�Ü�†3ã�•
�M�•�²0[�@�6�~�r�M���¤�Ñ�b�š�å�º�Ü�c)…7Ÿ�[�A�r�O�‡��

�Ç�•�î�Ý�»

[Add EIGRP Network Entry] �²�–�”�ß�¢�Î�µ�¡�«�_�c�
���b�Ç�•�î�Ý�»�@�6�~�r�M��

• [EIGRP AS]>8EIGRP �Ý�î�¸�•�å�¢  �É�ß�­�«�b+¬�Š�©�«�¸�Ò$��•�†/²&g�K�r�M��

• [IP Address]>8EIGRP �Ý�î�¸�•�å�¢  �É�ß�­�«�_�g�•�M�•�¿�µ�º�á�î�¡�b  IP �”�»�Þ�«�†
°�Š�K�r�M��

• [Network Mask]>8IP �”�»�Þ�«�_4:#Ý�M�•�¿�µ�º�á�î�¡  �Ð�«�¡�†4E�¥�r�S�c
°�Š�K�r�M��

�Ô�î�»

���b/²�c�
�G�b�µ+��†�Q#Ý�[�A�•�Ô�î�»�†&g�K�S�v�b�[�M��

Passive Interfaces

[Passive Interface] �±�È�[�c�
 1 �X�è�V�b�–�å�±�î�Ç�™�–�«�†�Ã�µ�©�È  �–�å�±�î�Ç�™�–�«�\�K�Z0¿���[
�A�r�M�� EIGRP �b���œ�
�w�·�–�å�±�î�Ç�™�–�«�[�c�Ý�î�¸�•�å�¢  �”�µ�É�¹�î�º�@3æ�w�™�I�€�r�O�‡��

[Passive Interface] �¸�î�È�Ý�_�c�
�Ã�µ�©�È  �–�å�±�î�Ç�™�–�«�\�K�Z0¿���I�€�S�›�–�å�±�î�Ç�™�–�«�@
�M0t/²&g�I�€�r�M���–�å�±�î�Ç�™�–�«�@  EIGRP �Ý�î�¸�•�å�¢�_�g�•�M�•�?�]�:�?�†0¿���M�•�_�c�
��
�b�8�N�€�?�b�ï�8�†��/œ�K�r�M��

• �M�m�Z�b�–�å�±�î�Ç�™�–�«�†�Ã�µ�©�È�\�K�Z�æ���M�•�_�c�
 [Suppress routing updates on all 
interfaces] �³�™�µ�¡�Î�µ�¡�«�†�œ�å�_�K�r�M�� [Passive Interface] �¸�î�È�Ý�_/²&g�I�€�Z�8�^�8�–
�å�±�î�Ç�™�–�«�[�6�W�Z�v�
�G�b�³�™�µ�¡�Î�µ�¡�«�†�œ�å�_�M�•�\�Ã�µ�©�È�_0¿���I�€�r�M��

• �Ã�µ�©�È  �–�å�±�î�Ç�™�–�«  �š�å�º�Ü�†3ã�•�M�•�_�c�
 [Add] �†�¡�Ü�µ�¡�K�r�M�� [Add EIGRP 
Passive Interface] �²�–�”�ß�¢�Î�µ�¡�«�@/²&g�I�€�r�M���G�b�²�–�”�ß�¢�Î�µ�¡�«�[�c�
�Ã�µ�©�È�_
�M�•�–�å�±�î�Ç�™�–�«�†4E�¥�[�A�r�M��

• �Ã�µ�©�È  �–�å�±�î�Ç�™�–�«�†�P7V�M�•�_�c�
�¸�î�È�Ý�[�Q�b�–�å�±�î�Ç�™�–�«�†4E�¥�K�
 [Delete] 
�†�¡�Ü�µ�¡�K�r�M��

�Ç�•�î�Ý�»

[Passive Interface] �Ì�–�å�_�c���b�Ç�•�î�Ý�»�@�6�~�r�M��

• [EIGRP Process]>8EIGRP �Ý�î�¸�•�å�¢  �É�ß�­�«�b+¬�Š�©�«�¸�Ò$��•�[�M��

�Ç�“�–�”�˜�›�î�Ý  �Ô�î�» �­�Ÿ�×�Ü�¸�•  �¥�å�¸�Ÿ�«�º

�Ý�î�¸�µ�» 3ñ4# �©�å�¢�Ý
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• [Suppress routing updates on all interfaces]>8�M�m�Z�b�–�å�±�î�Ç�™�–�«�†�Ã�µ�©�È�_0¿���M�•�_
�c�
�G�b�³�™�µ�¡�Î�µ�¡�«�†�œ�å�_�K�r�M���M�m�Z�b�–�å�±�î�Ç�™�–�«�[  EIGRP �f�‚�†3æ�w�™�[
�A�•�|�:�_�M�•�_�c�
�G�b�³�™�µ�¡�Î�µ�¡�«�†�œ�Ç�_�K�r�M���r�S�
 EIGRP �Ý�î�¸�•�å�¢�_�g�•
�M�•�_�c�
�–�å�±�î�Ç�™�–�«�_�¿�µ�º�á�î�¡  �š�å�º�Ü�†6õ4��Ü�E�•�²0[�@�6�~�r�M��

• [Passive Interfaces table]>8�Ã�µ�©�È�_0¿���I�€�Z�8�•�–�å�±�î�Ç�™�–�«�†/²&g�K�r�M��

– [Interface]>8�–�å�±�î�Ç�™�–�«�b�¡�S�@/²&g�I�€�r�M��

– [EIGRP Process]>8EIGRP �É�ß�­�«�b+¬�Š�©�«�¸�Ò$��•�†/²&g�K�r�M��

– [Passive]>8�–�å�±�î�Ç�™�–�«�@�Ã�µ�©�È  �Ô�î�»�[�·�8�K�Z�8�•���œ�_�c�
 �� true���\/²&g�I�€
�r�M��

[Add Passive Interface] �²�–�”�ß�¢�Î�µ�¡�«�_�c���b�Ç�•�î�Ý�»�@�6�~�r�M��

• [EIGRP AS]>8EIGRP �Ý�î�¸�•�å�¢  �É�ß�­�«�b+¬�Š�©�«�¸�Ò$��•�[�M��

• [Interface]>8�Ü�«�º�?�}�–�å�±�î�Ç�™�–�«�†4E�¥�K�r�M��

�Ô�î�»

���b/²�c�
�G�b�µ+��†�Q#Ý�[�A�•�Ô�î�»�†&g�K�S�v�b�[�M��

0ò(ý�_��

• �� EIGRP �b0¿���� >&P.16-31>'

Filter Rules 

[Filter Rules] �Ì�–�å�_�c�
 EIGRP �Ý�î�¸�•�å�¢  �É�ß�­�«�_0¿���I�€�Z�8�•�Ý�î�º  �Ç�•�Ý�±�Ü�å�¢  
�Ý�î�Ý�@/²&g�I�€�r�M���Ç�•�Ý�±  �Ý�î�Ý�_�|�W�Z�
 EIGRP �Ý�î�¸�•�å�¢  �É�ß�­�«�[�w�E
°�€�r�S�c�”
�»�Â�±�–�¬�I�€�•�Ý�î�º�†�D�š�[�A�r�M��

[Filter Rule] �¸�î�È�Ý�b�›/œ�_�c�
"I���b�–�å�±�î�Ç�™�–�«�r�S�c�Ý�î�¸�•�å�¢  �É�ß�º�¥�Ý�_4:#Ý�I�€
�•�Ç�•�Ý�±  �Ý�î�Ý�_�X�8�Z�b�_���@0°3U�I�€�r�M���S�\�<�d�
�¥4Š�–�å�±�î�Ç�™�–�«�[�� in���‰�¥�b
�Ç�•�Ý�±  �Ý�î�Ý�b���œ�c�
�¥4Š�–�å�±�î�Ç�™�–�«�@�w�™�M�•  EIGRP �f�‚�M�m�Z�_�Ç�•�Ý�±�Ü�å�¢�@4:
#Ý�I�€�r�M���Ý�î�¸�•�å�¢  �É�ß�º�¥�Ý�\�K�Z  OSPF 10 �@�æ���I�€�S�� out���‰�¥�b�Ç�•�Ý�±  �Ý�î�Ý�b
���œ�c�
$Î�™  EIGRP �f�‚�b  EIGRP �Ý�î�¸�•�å�¢  �É�ß�­�«�_
Ì4Ä�x�I�€�•�Ý�î�º�_�Ç�•�Ý�±  �Ý�î�Ý�@
4:#Ý�I�€�r�M��

�Ç�•�Ý�±  �Ý�î�Ý�†0¿���M�•�_�c�
���b�8�N�€�?�b�ï�8�†��/œ�K�r�M��

• �Ç�•�Ý�±  �Ý�î�Ý�†3ã�•�M�•�_�c�
 [Add] �†�¡�Ü�µ�¡�K�r�M�� [Add Filter Rules] �²�–�”�ß�¢�Î�µ�¡
�«�@/²&g�I�€�r�M��

• �Ç�•�Ý�±  �Ý�î�Ý�†)…7Ÿ�M�•�_�c�
�¸�î�È�Ý�[�Q�b�Ç�•�Ý�±  �Ý�î�Ý�†4E�¥�K�
 [Edit] �†�¡�Ü�µ�¡�K
�r�M���Ç�•�Ý�±  �Ý�î�Ý�†�²�È�Ý�¡�Ü�µ�¡�K�Z)…7Ÿ�M�•�G�\�v�[�A�r�M�� [Edit Filter Rules] �²�–�”
�ß�¢�Î�µ�¡�«�@/²&g�I�€�r�M��

• �Ç�•�Ý�±  �Ý�î�Ý�†�P7V�M�•�_�c�
�¸�î�È�Ý�[�Q�b�Ç�•�Ý�±  �Ý�î�Ý�†4E�¥�K�
 [Delete] �†�¡�Ü�µ�¡
�K�r�M��

�Ç�“�–�”�˜�›�î�Ý  �Ô�î�» �­�Ÿ�×�Ü�¸�•  �¥�å�¸�Ÿ�«�º

�Ý�î�¸�µ�» 3ñ4# �©�å�¢�Ý

�Ð�Ý�³

�¥�å�¸�Ÿ�«
�º �©�«�¸�Ò
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'¨  16 'v       �²�–�¼�Ñ�µ�¡  �Ý�î�¸�•�å�¢�>�|�g�«�±�¸�•�µ�¡  �Ý�î�¸�•�å�¢�b0¿��
  �²�–�¼�Ñ�µ�¡  �Ý�î�¸�•�å�¢
�Ç�•�î�Ý�»

[Add/Edit EIGRP Filter Rule] �²�–�”�ß�¢�Î�µ�¡�«�_�c�
���b�Ç�•�î�Ý�»�@�6�~�r�M��

• [EIGRP]>8EIGRP �Ý�î�¸�•�å�¢  �É�ß�­�«�b+¬�Š�©�«�¸�Ò$��•�[�M��

• [Direction]>8%T�™ EIGRP �Ý�î�¸�•�å�¢�f�‚�?�}�b�Ý�î�º�†�Ç�•�Ý�±�Ü�å�¢�M�•�Ý�î�Ý�b���œ�c�

�� in���†4E�¥�K�r�M���­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�_�|�W�Z3æ�™�I�€�•  EIGRP �Ý�î�¸�•�å�¢�f�‚
�?�}�b�Ý�î�º�†�Ç�•�Ý�±�Ü�å�¢�M�•�_�c�
 �� out���†4E�¥�K�r�M��

• [Routing process]>8>&$Î�™�Ç�•�Ý�±�b���œ�b�s>'�Ç�•�Ý�±�I�€�•�Ý�î�º�b�±�–�É�†�æ���K�r�M���«
�±�¸�•�µ�¡�
�K)F�í�s�
 RIP�
�>�|�g  OSPF �b�Ý�î�¸�•�å�¢  �É�ß�­�«�?�}
Ì4Ä�x�I�€�•�Ý�î�º�†
�Ç�•�Ý�±�Ü�å�¢�[�A�r�M���Ý�î�¸�•�å�¢  �É�ß�­�«�†�æ���M�•�Ç�•�Ý�±�c�
�M�m�Z�b�–�å�±�î�Ç�™
�–�«�[3æ�™�I�€�•�f�‚�?�}�b�Ý�î�º�†�Ç�•�Ý�±�Ü�å�¢�K�r�M��

• [Id]>8OSPF �É�ß�­�«  ID �[�M��

• [Interface]>8�Ç�•�Ý�±�@4:#Ý�I�€�•�–�å�±�î�Ç�™�–�«�[�M��

• [Add>8Network Rule] �²�–�”�ß�¢�Î�µ�¡�«�@6ä�A�r�M��

• [Edit]>84E�¥�K�S�¿�µ�º�á�î�¡  �Ý�î�Ý�†�P1ß�\�K�S  [Network Rule] �²�–�”�ß�¢�Î�µ�¡�«�@6ä�A�r
�M��

[Add/Edit Network Rule] �²�–�”�ß�¢�Î�µ�¡�«�[�c�
�Ç�•�Ý�±  �Ý�î�Ý�b�”�¡�­�«  �Ü�«�º�†��*O�[�A�r
�M���G�b�²�–�”�ß�¢�Î�µ�¡�«�_�c�
���b�Ç�•�î�Ý�»�@�6�~�r�M��

• [Action]>8�æ���K�S�¿�µ�º�á�î�¡�l�b�”�»�Â�±�–�¬�†0Á�•�M�•�_�c�
 [Permit] �†4E�¥�K�r�M���æ��
�K�S�¿�µ�º�á�î�¡�l�b�”�»�Â�±�–�¬�†�Ä�°�M�•�_�c�
 [Deny] �†4E�¥�K�r�M��

• [IP Address]>80Á�•�I�€�•�r�S�c�Ä�°�I�€�•�¿�µ�º�á�î�¡�b  IP �”�»�Þ�«�†
°�Š�K�r�M���M�m�Z�b�”
�»�Þ�«�†0Á�•�r�S�c&—�F�M�•�_�c�
 IP �”�»�Þ�«  0.0.0.0 �\�¿�µ�º�á�î�¡  �Ð�«�¡  0.0.0.0 �†�Q#Ý�K�r
�M��

• [Netmask]>8�¿�µ�º�á�î�¡  IP �”�»�Þ�«�_4:#Ý�I�€�•�¿�µ�º�á�î�¡  �Ð�«�¡�†�æ���K�r�M���G�b
�Ç�•�î�Ý�»�_�¿�µ�º�á�î�¡  �Ð�«�¡�†
°�Š�M�•�?�
�Ü�«�º�?�}
¹3û�Ð�«�¡�b  1 �X�†4E�¥�K�r�M��

�Ô�î�»

���b/²�c�
�G�b�µ+��†�Q#Ý�[�A�•�Ô�î�»�†&g�K�S�v�b�[�M��

0ò(ý�_��

• �� EIGRP �b0¿���� >&P.16-31>'

Interface

[Interface] �Ì�–�å�_�c�
 EIGRP �–�å�±�î�Ç�™�–�«�b0¿���@/²&g�I�€�r�M�� [Interface Parameters] �¸�î
�È�Ý�_�c�
�­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�b�–�å�±�î�Ç�™�–�«�M�m�Z�@/²&g�I�€�
�–�å�±�î�Ç�™�–�«�H
�\�_���b0¿���†�Ÿ�G�[�A�r�M��

• 1�0É�Ÿ�î�\�Ô�î�»��

• EIGRP hello 6ë7x�\�–�â�ì6ë��

�Ç�“�–�”�˜�›�î�Ý  �Ô�î�» �­�Ÿ�×�Ü�¸�•  �¥�å�¸�Ÿ�«�º

�Ý�î�¸�µ�» 3ñ4# �©�å�¢�Ý

�Ð�Ý�³

�¥�å�¸�Ÿ�«
�º �©�«�¸�Ò

• — • — —
16-37
ASDM �Ø�î�¨  �ž�–�»

OL-14981-01-J



 

'¨  16 'v       �²�–�¼�Ñ�µ�¡  �Ý�î�¸�•�å�¢�>�|�g�«�±�¸�•�µ�¡  �Ý�î�¸�•�å�¢�b0¿��
  �²�–�¼�Ñ�µ�¡  �Ý�î�¸�•�å�¢
• EIGRP �Ó�º�Ü�µ�¡�b0£'ì�[�Q#Ý�I�€�•�–�å�±�î�Ç�™�–�«4����Ó�º�Ü�µ�¡��

• �–�å�±�î�Ç�™�–�«�[�b�«�É�Ü�µ�º�Í�Û�–�¬�å�b�Q#Ý��

�–�å�±�î�Ç�™�–�«�b  EIGRP �Ã�Û�Ó�î�±�†0¿���M�•�_�c�
�–�å�±�î�Ç�™�–�«  �š�å�º�Ü�†�²�È�Ý�¡�Ü�µ�¡
�M�•�?�
�Q�b�š�å�º�Ü�†4E�¥�K�Z  [Edit] �†�¡�Ü�µ�¡�K�r�M�� [Edit EIGRP Interface Entry] �²�–�”�ß�¢
�Î�µ�¡�«�@/²&g�I�€�r�M��

�Ç�•�î�Ý�»

[Edit EIGRP Interface Entry] �²�–�”�ß�¢�Î�µ�¡�«�_�c�
���b�Ç�•�î�Ý�»�@�6�~�r�M��

• [Interface]>8/²&g�S#Ý�� �Ÿ�G�I�€�•�–�å�±�î�Ç�™�–�«�†/²&g�K�r�M��

• [AS]>8EIGRP +¬�Š�©�«�¸�Ò$��•�[�M��

• [Hello Interval>8EIGRP hello] �Ã�£�µ�º�@�–�å�±�î�Ç�™�–�«�[3æ�™�I�€�•6ë7x�†
°�Š�K�r�M���w� 
�^�Í�c�
 1 >|  65535 &Ê�[�M���¹�Ç�›�Ý�º�Í�c  5 &Ê�[�M��

• [Hold Time]>8�–�â�ì6ë�†&Ê�X�[�æ���K�r�M���w� �^�Í�c�
 1 >|  65535 &Ê�[�M���¹�Ç�›�Ý�º�Í�c  15 
&Ê�[�M��

• [Split Horizon]>8�–�å�±�î�Ç�™�–�«�[�«�É�Ü�µ�º  �Í�Û�–�¬�å�†�–�¿�î�È�Ý�_�M�•�_�c�
�G�b�³�™�µ
�¡�Î�µ�¡�«�†�œ�å�_�K�r�M���«�É�Ü�µ�º  �Í�Û�–�¬�å�†�¹�•�­�î�È�Ý�_�M�•�_�c�
�³�™�µ�¡�Î�µ�¡
�«�†�œ�Ç�_�K�r�M���«�É�Ü�µ�º  �Í�Û�–�¬�å�c�¹�Ç�›�Ý�º�[�–�¿�î�È�Ý�_�^�W�Z�8�r�M��

• [Delay]>8�G�b�Ç�•�î�Ý�»�_4����Í�†
°�Š�K�r�M��4����ì6ë�c  10 �Ð�–�¡�ß&Ê�"�)�[�M���w� �^�Í
�c�
 1 >|  16777215 �[�M��

• [Enable MD5 Authentication]>8EIGRP �É�ß�­�«  �Ó�µ�­�î�ª�b  MD5 1�0É�†�–�¿�î�È�Ý�_�M�•�_�c�

�G�b�³�™�µ�¡�Î�µ�¡�«�†�œ�å�_�K�r�M��

– [Key]>8EIGRP �f�‚�†1�0É�M�•�Ÿ�î�[�M���G�b�Ÿ�î�_�c�
�q�±  16 �e�Ð�†�µ�u�•�G�\�@�[�A�r
�M��

– [Key ID]>8�Ÿ�î  ID �[�M���w� �Í�b(
�V�c  1 >|  255 �[�M��

�Ô�î�»

���b/²�c�
�G�b�µ+��†�Q#Ý�[�A�•�Ô�î�»�†&g�K�S�v�b�[�M��

0ò(ý�_��

• �� EIGRP �b0¿���� >&P.16-31>'

Redistribution

[Redistribution] �Ì�–�å�_�c�
�Ú�b�Ý�î�¸�•�å�¢  �É�ß�º�¥�Ý�?�}  EIGRP �Ý�î�¸�•�å�¢  �É�ß�­�«�_�Ý�î
�º�†
Ì4Ä�x�M�•���œ�b�Ý�î�Ý�@/²&g�I�€�r�M�� [Redistribution] �Ì�–�å�b�›/œ�_�c�
�Ý�î�º
Ì4Ä�x�š�å
�º�Ü�@/²&g�I�€�r�M��

EIGRP �Ý�î�¸�•�å�¢  �É�ß�­�«�_�Ý�î�º
Ì4Ä�x�†3ã�•�M�•�?�
�r�S�c/²&g�I�€�•�Ý�î�º
Ì4Ä�x�†�Ÿ�G�M
�•�_�c�
���b�8�N�€�?�b�ï�8�†��/œ�K�r�M��

�Ç�“�–�”�˜�›�î�Ý  �Ô�î�» �­�Ÿ�×�Ü�¸�•  �¥�å�¸�Ÿ�«�º

�Ý�î�¸�µ�» 3ñ4# �©�å�¢�Ý
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'¨  16 'v       �²�–�¼�Ñ�µ�¡  �Ý�î�¸�•�å�¢�>�|�g�«�±�¸�•�µ�¡  �Ý�î�¸�•�å�¢�b0¿��
  �²�–�¼�Ñ�µ�¡  �Ý�î�¸�•�å�¢
• �‚�K�8
Ì4Ä�x�Ý�î�Ý�†3ã�•�M�•�_�c�
 [Add] �†�¡�Ü�µ�¡�K�r�M�� [Add EIGRP Redistribution Entry] 
�²�–�”�ß�¢�Î�µ�¡�«�@6ä�A�r�M��

• �¤�Ñ�b  EIGRP �«�±�¸�•�µ�¡  �¿�–�Â�î�†)…7Ÿ�M�•�_�c�
�¸�î�È�Ý�[�Q�b�”�»�Þ�«�†4E�¥�K�
 [Edit] 
�†�¡�Ü�µ�¡�K�r�M���¸�î�È�Ý�b�š�å�º�Ü�†�²�È�Ý�¡�Ü�µ�¡�K�Z)…7Ÿ�M�•�G�\�v�[�A�r�M�� [Edit 
EIGRP Redistribution Entry] �²�–�”�ß�¢�Î�µ�¡�«�@6ä�A�r�M��

�Ç�•�î�Ý�»

[Add/Edit EIGRP Redistribution Entry] �²�–�”�ß�¢�Î�µ�¡�«�_�c�
���b�Ç�•�î�Ý�»�@�6�~�r�M��

• [AS]>8�š�å�º�Ü�@4:#Ý�I�€�•  EIGRP �Ý�î�¸�•�å�¢  �É�ß�­�«�b+¬�Š�©�«�¸�Ò$��•�†/²&g�K�r�M��

• [Static]>8�«�±�¸�•�µ�¡  �Ý�î�º�†  EIGRP �Ý�î�¸�•�å�¢  �É�ß�­�«�_
Ì4Ä�x�K�r�M���¿�µ�º�á�î�¡0¿
���b(
�V
Æ�_�6�•�«�±�¸�•�µ�¡  �Ý�î�º�c  EIGRP �_+¬�·$×�_
Ì4Ä�x�I�€�•�S�u�
�Q�€�}�b�Ý�î�º�b

Ì4Ä�x�Ý�î�Ý�†��*O�M�•�²0[�c�6�~�r�O�‡��

• [Connected]>8�K)F�í�s�Ý�î�º�†  EIGRP �Ý�î�¸�•�å�¢  �É�ß�­�«�_
Ì4Ä�x�K�r�M���¿�µ�º�á�î�¡0¿
���b(
�V
Æ�_�6�•�K)F�í�s�Ý�î�º�c  EIGRP �_+¬�·$×�_
Ì4Ä�x�I�€�•�S�u�
�Q�€�}�b�Ý�î�º�b
Ì4Ä
�x�Ý�î�Ý�†��*O�M�•�²0[�c�6�~�r�O�‡��

• [RIP]>8RIP �Ý�î�¸�•�å�¢  �É�ß�­�«�_�|�W�Z�è���I�€�S�Ý�î�º�†  EIGRP �_
Ì4Ä�x�K�r�M��

• [Optional Metrics]>8
Ì4Ä�x�I�€�•�Ý�î�º�[�Q#Ý�M�•�Ó�º�Ü�µ�¡�†��*O�K�r�M�� [Edit EIGRP 
Process Advanced Properties] �²�–�”�ß�¢�Î�µ�¡�«�[�¹�Ç�›�Ý�º  �Ó�º�Ü�µ�¡�†�M�[�_��*O�í�s�b��
�œ�c�
�G�€�}�b�Í�†��*O�M�•�²0[�c�6�~�r�O�‡>&�¹�Ç�›�Ý�º  �Ó�º�Ü�µ�¡�b0¿���b0ò(ý�_�X�8�Z�c�


�� Edit EIGRP Process Advanced Properties��>&P.16-33>' �†�g!·�K�Z�C�T�I�8>' ��

– [Bandwidth]>8EIGRP �•�æ�œ�Ó�º�Ü�µ�¡>&�Ÿ�ß�Å�µ�º / &Ê>'�[�M���w� �^�Í�c�
 1 >|  
4294967295 �[�M��

– [Delay]>8EIGRP 4����Ó�º�Ü�µ�¡>& 10 �Ð�–�¡�ß&Ê�"�)>'�[�M���w� �^�Í�c�
 0 >|  4294967295 
�[�M��

– [Reliability]>8EIGRP �™8—�ö�Ó�º�Ü�µ�¡�[�M���w� �^�Í�c�
 0 >|  255 �[�M>&255 �c  100% �b�™
8—�ö�†&g�K�r�M>'��

– [Loading]>8EIGRP �w� �•�æ�œ>&2�,´>'�Ó�º�Ü�µ�¡�[�M���w� �^�Í�c�
 1 >|  255 �[�M>&255 �c  
100% �b2�,´�†&g�K�r�M>' ��

– [MTU] >8�Ã�«�b  MTU �[�M���w� �^�Í�c  1 >|  65535 �[�M��

• [Route Map]>8EIGRP �Ý�î�¸�•�å�¢  �É�ß�­�«�_
Ì4Ä�x�I�€�•�Ý�î�º�†�I�}�_(ý�?�C��*O�M�•�_�c�

�Ý�î�º  �Ð�µ�É�b�¡�S�†
°�Š�K�r�M��

• [Optional OSPF Redistribution]>8�G�€�}�b�œ�É�©�Ù�å�_�|�~�
 EIGRP �Ý�î�¸�•�å�¢  �É�ß�­�«�_
Ì
4Ä�x�I�€�•  OSPF �Ý�î�º�†�I�}�_(ý�?�C�æ���[�A�r�M��

– [Match Internal]>8�æ���K�S  OSPF �É�ß�­�«�_�P�K�Z
Æ4Š�b�M+´�Ý�î�º�[�M��

– [Match External 1]>8�æ���K�S  OSPF �É�ß�­�«�_�P�K�Z�¥4Š�b�M+´�±�–�É  1 �b�Ý�î�º�[�M��

– [Match External 2]>8�æ���K�S  OSPF �É�ß�­�«�_�P�K�Z�¥4Š�b�M+´�±�–�É  2 �b�Ý�î�º�[�M��

– [Match NSSA-External 1]>8�æ���K�S  OSPF NSSA �_�P�K�Z�¥4Š�b�M+´�±�–�É  1 �b�Ý�î�º�[�M��

– [Match NSSA-External 2]>8�æ���K�S  OSPF NSSA �_�P�K�Z�¥4Š�b�M+´�±�–�É  2 �b�Ý�î�º�[�M��

�Ô�î�»

���b/²�c�
�G�b�µ+��†�Q#Ý�[�A�•�Ô�î�»�†&g�K�S�v�b�[�M��
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'¨  16 'v       �²�–�¼�Ñ�µ�¡  �Ý�î�¸�•�å�¢�>�|�g�«�±�¸�•�µ�¡  �Ý�î�¸�•�å�¢�b0¿��
  �²�–�¼�Ñ�µ�¡  �Ý�î�¸�•�å�¢
0ò(ý�_��

• �� EIGRP �b0¿���� >&P.16-31>'

Static Neighbor

[Static Neighbor] �Ì�–�å�_�c�
�«�±�¸�•�µ�¡�_��*O�I�€�S  EIGRP �¿�–�Â�î�@/²&g�I�€�r�M�� EIGRP �¿
�–�Â�î�c�
�­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�\�b6ë�[  EIGRP �Ý�î�¸�•�å�¢�_���†3æ�w�™�K�r�M��3û�–�c�

�¿�–�Â�î�H(ô�É�ß�­�«�_�|�W�Z�¿�–�Â�î�@�²�–�¼�Ñ�µ�¡�_�è���I�€�r�M���S�T�K�
�Ï�–�å�º�¶�î�Ï�–�å
�º�b8��È�ß�î�»�Ÿ�Õ�«�º  �¿�µ�º�á�î�¡�[�c�
�¿�–�Â�î�†�«�±�¸�•�µ�¡�_��*O�M�•�²0[�@�6�~�r�M��

[Static Neighbor] �¸�î�È�Ý�b�›/œ�_�c�
�¿�–�Â�î�b  EIGRP +¬�Š�©�«�¸�Ò$��•�
�¿�–�Â�î  IP �”�»�Þ�«�

�>�|�g�¿�–�Â�î�_�K)F�M�•�S�u�b�–�å�±�î�Ç�™�–�«�@/²&g�I�€�r�M��

�«�±�¸�•�µ�¡  �¿�–�Â�î�†0¿���M�•�_�c�
���b�8�N�€�?�b�ï�8�†��/œ�K�r�M��

• �‚�K�8  EIGRP �«�±�¸�•�µ�¡  �¿�–�Â�î�†3ã�•�M�•�_�c�
 [Add] �†�¡�Ü�µ�¡�K�r�M�� [Add EIGRP 
Neighbor Entry] �²�–�”�ß�¢�Î�µ�¡�«�@6ä�A�r�M��

• �¤�Ñ�b  EIGRP �«�±�¸�•�µ�¡  �¿�–�Â�î�†)…7Ÿ�M�•�_�c�
�¸�î�È�Ý�[�Q�b�”�»�Þ�«�†4E�¥�K�
 [Edit] 
�†�¡�Ü�µ�¡�K�r�M���¸�î�È�Ý�b�š�å�º�Ü�†�²�È�Ý�¡�Ü�µ�¡�K�Z)…7Ÿ�M�•�G�\�v�[�A�r�M�� [Edit 
EIGRP Neighbor Entry] �²�–�”�ß�¢�Î�µ�¡�«�@6ä�A�r�M��

�Ç�•�î�Ý�»

[Add/Edit EIGRP Neighbor Entry] �²�–�”�ß�¢�Î�µ�¡�«�_�c�
���b�Ç�•�î�Ý�»�@�6�~�r�M��

• [EIGRP AS]>8�¿�–�Â�î�b0¿���P1ß�\�^�•  EIGRP �É�ß�­�«�b+¬�Š�©�«�¸�Ò$��•�[�M��

• [Interface Name]>8�Ü�«�º�?�}�
�¿�–�Â�î�_�K)F�M�•�\�A�_�Q#Ý�M�•�–�å�±�î�Ç�™�–�«�†4E�¥�K�r
�M��

• [Neighbor IP Address]>8�¿�–�Â�î�b  IP �”�»�Þ�«�†
°�Š�K�r�M��

�Ô�î�»

���b/²�c�
�G�b�µ+��†�Q#Ý�[�A�•�Ô�î�»�†&g�K�S�v�b�[�M��

0ò(ý�_��

• �� EIGRP �b0¿���� >&P.16-31>'

�Ç�“�–�”�˜�›�î�Ý  �Ô�î�» �­�Ÿ�×�Ü�¸�•  �¥�å�¸�Ÿ�«�º

�Ý�î�¸�µ�» 3ñ4# �©�å�¢�Ý

�Ð�Ý�³

�¥�å�¸�Ÿ�«
�º �©�«�¸�Ò

• — • — —

�Ç�“�–�”�˜�›�î�Ý  �Ô�î�» �­�Ÿ�×�Ü�¸�•  �¥�å�¸�Ÿ�«�º

�Ý�î�¸�µ�» 3ñ4# �©�å�¢�Ý

�Ð�Ý�³

�¥�å�¸�Ÿ�«
�º �©�«�¸�Ò

• — • — —
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'¨  16 'v       �²�–�¼�Ñ�µ�¡  �Ý�î�¸�•�å�¢�>�|�g�«�±�¸�•�µ�¡  �Ý�î�¸�•�å�¢�b0¿��
  �²�–�¼�Ñ�µ�¡  �Ý�î�¸�•�å�¢
Summary Address 

[Summary Address] �Ì�–�å�_�c�
�«�±�¸�•�µ�¡�_��*O�I�€�S  EIGRP �§�Ð�Ü�î  �”�»�Þ�«�b�¸�î�È�Ý�@/²
&g�I�€�r�M���¹�Ç�›�Ý�º�[�c�
 EIGRP �c�§�È�¿�µ�º  �Ý�î�º�†�¿�µ�º�á�î�¡  �Þ�Ë�Ý�_7Ÿ(Ù�K�r�M��
[Summary Address] �Ì�–�å�[�c�
�§�È�¿�µ�º  �Þ�Ë�Ý�_7Ÿ(Ù�I�€�•�«�±�¸�•�µ�¡�_��*O�I�€�S  EIGRP �§
�Ð�Ü�î  �”�»�Þ�«�†�8�B�[�A�r�M��

�§�Ð�Ü�î  �”�»�Þ�«�†�8�B�r�S�c�Ÿ�G�M�•�_�c�
���b�8�N�€�?�b�ï�8�†��/œ�K�r�M��

• �‚�K�8  EIGRP �§�Ð�Ü�î  �”�»�Þ�«�†3ã�•�M�•�_�c�
 [Add] �†�¡�Ü�µ�¡�K�r�M�� [Add Summary 
Address] �²�–�”�ß�¢�Î�µ�¡�«�@6ä�A�r�M��

• �¤�Ñ�b  EIGRP �§�Ð�Ü�î  �”�»�Þ�«�†)…7Ÿ�M�•�_�c�
�¸�î�È�Ý�[�Q�b�”�»�Þ�«�†4E�¥�K�
 [Edit] �†�¡
�Ü�µ�¡�K�r�M���¸�î�È�Ý�b�š�å�º�Ü�†�²�È�Ý�¡�Ü�µ�¡�K�Z)…7Ÿ�M�•�G�\�v�[�A�r�M�� [Edit 
Summary Address] �²�–�”�ß�¢�Î�µ�¡�«�@6ä�A�r�M��

�Ç�•�î�Ý�»

[Add/Edit EIGRP Summary Address Entry] �²�–�”�ß�¢�Î�µ�¡�«�_�c�
���b�Ç�•�î�Ý�»�@�6�~�r�M���G
�€�}�b�Ç�•�î�Ý�»�c�
 [Summary Address] �¸�î�È�Ý�_�v/²&g�I�€�r�M��

• [EIGRP AS]>8�§�Ð�Ü�î  �”�»�Þ�«�@4:#Ý�I�€�•  EIGRP �Ý�î�¸�•�å�¢  �É�ß�­�«�b+¬�Š�©�«�¸�Ò$��•
�†4E�¥�K�r�M��

• [Interface]>8�§�Ð�Ü�î  �”�»�Þ�«�b�”�»�Â�±�–�¬
–�\�^�•�–�å�±�î�Ç�™�–�«�[�M��

• [IP Address]>8�§�Ð�Ü�î  �Ý�î�º�b  IP �”�»�Þ�«�†
°�Š�K�r�M��

• [Netmask]>8IP �”�»�Þ�«�_4:#Ý�M�•�¿�µ�º�á�î�¡  �Ð�«�¡�†4E�¥�r�S�c
°�Š�K�r�M��

• [Administrative Distance]>8�Ý�î�º�b�”�»�Ñ�½�«�º�Þ�î�¸�•�È  �¹�•�«�±�å�«�†
°�Š�K�r�M��'5$Ñ�b
�r�r�_�M�•�\�
�Ý�î�º�b�”�»�Ñ�½�«�º�Þ�î�¸�•�È  �¹�•�«�±�å�«�c�¹�Ç�›�Ý�º�Í�b  5 �_�^�~�r�M��

�Ô�î�»

���b/²�c�
�G�b�µ+��†�Q#Ý�[�A�•�Ô�î�»�†&g�K�S�v�b�[�M��

0ò(ý�_��

• �� EIGRP �b0¿���� >&P.16-31>'

Default Information

[Default Information] �Ì�–�å�_�c�
 EIGRP �f�‚�[�b�¹�Ç�›�Ý�º  �Ý�î�º�_���b3æ�w�™�†�D�š�M�•�Ý�î�Ý
�b�¸�î�È�Ý�@/²&g�I�€�r�M�� EIGRP �Ý�î�¸�•�å�¢  �É�ß�­�«�H�\�_�
 �� in���Ý�î�Ý�\�� out���Ý�î�Ý�†  1 
�X�N�X0¿���[�A�r�M>&#'�~�c  1 �X�b�É�ß�­�«�T�E�@�§�Ï�î�º�I�€�Z�8�r�M>' ��

�¹�Ç�›�Ý�º�[�c�
�¹�Ç�›�Ý�º  �Ý�î�º�@3æ�™�I�€�
�w�E
°�€�}�€�r�M���¹�Ç�›�Ý�º�b�Ý�î�º�_���b3æ�w
�™�†�D7H�r�S�c�¹�•�­�î�È�Ý�_�M�•�_�c�
���b�m8p�†��/œ�K�r�M��

�«�¸�µ�É 1 [Configuration] > [Device Setup] > [Routing] > [EIGRP] > [Default Information] �Ì�–�å�†6ä�A�r�M��

�«�¸�µ�É 2 ���b�8�N�€�?�†��/œ�K�r�M��

�Ç�“�–�”�˜�›�î�Ý  �Ô�î�» �­�Ÿ�×�Ü�¸�•  �¥�å�¸�Ÿ�«�º

�Ý�î�¸�µ�» 3ñ4# �©�å�¢�Ý

�Ð�Ý�³

�¥�å�¸�Ÿ�«
�º �©�«�¸�Ò

• — • — —
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'¨  16 'v       �²�–�¼�Ñ�µ�¡  �Ý�î�¸�•�å�¢�>�|�g�«�±�¸�•�µ�¡  �Ý�î�¸�•�å�¢�b0¿��
  �²�–�¼�Ñ�µ�¡  �Ý�î�¸�•�å�¢
• �‚�K�8�š�å�º�Ü�†�8�B�M�•�_�c�
 [Add] �†�¡�Ü�µ�¡�K�r�M��

• �š�å�º�Ü�†)…7Ÿ�M�•�_�c�
�¸�î�È�Ý�[�Q�b�š�å�º�Ü�†�²�È�Ý�¡�Ü�µ�¡�M�•�?�
�r�S�c�¸�î�È�Ý�[�š
�å�º�Ü�†4E�¥�K�
 [Edit] �†�¡�Ü�µ�¡�K�r�M��

�Q�b�š�å�º�Ü�†�P1ß�\�K�S  [Add or Edit Default Information] �²�–�”�ß�¢�Î�µ�¡�«�@6ä�A�r�M��
[EIGRP] �Ç�•�î�Ý�»�[�c�
 EIGRP +¬�Š�©�«�¸�Ò$��•�@+¬�·$×�_4E�¥�I�€�r�M��

�«�¸�µ�É 3 [Direction] �Ç�•�î�Ý�»�[�Ý�î�Ý�b�‰�¥�†0¿���K�r�M��

• [in]>8�Ý�î�Ý�c�
%T�™  EIGRP �f�‚�?�}�b�¹�Ç�›�Ý�º  �Ý�î�º�_���†�Ç�•�Ý�±�Ü�å�¢�K�r�M��

• [out]>8�Ý�î�Ý�c�
$Î�™  EIGRP �f�‚�?�}�b�¹�Ç�›�Ý�º  �Ý�î�º�_���†�Ç�•�Ý�±�Ü�å�¢�K�r�M��

EIGRP �É�ß�­�«�H�\�_�
 �� in���Ý�î�Ý�\�� out���Ý�î�Ý�†  1 �X�N�X0¿���[�A�r�M��

�«�¸�µ�É 4 �¿�µ�º�á�î�¡  �Ý�î�Ý  �¸�î�È�Ý�_�¿�µ�º�á�î�¡  �Ý�î�Ý�†3ã�•�K�r�M���¿�µ�º�á�î�¡  �Ý�î�Ý�[�c�
�¹�Ç�›
�Ý�º  �Ý�î�º�_���†3æ�w�™�M�•�\�A�_0Á�•�I�€�•�¿�µ�º�á�î�¡�\�Ä�°�I�€�•�¿�µ�º�á�î�¡�†��*O�K�r�M��
�¹�Ç�›�Ý�º�_���Ç�•�Ý�±  �Ý�î�Ý�_3ã�•�M�•�¿�µ�º�á�î�¡  �Ý�î�Ý�H�\�_�
���b�m8p�†)Þ�~3É�K�r�M��

a. �¿�µ�º�á�î�¡  �Ý�î�Ý�†3ã�•�M�•�_�c  [Add] �†�¡�Ü�µ�¡�K�r�M���¤�Ñ�b�¿�µ�º�á�î�¡  �Ý�î�Ý�†�²�È
�Ý�¡�Ü�µ�¡�K�Z�Ý�î�Ý�†)…7Ÿ�K�r�M��

b. [Action] �Ç�•�î�Ý�»�[�
 [Permit] �†4E�¥�K�Z�¿�µ�º�á�î�¡�†0Á�•�M�•�?�
�r�S�c  [Deny] �†4E�¥�K
�Z�¿�µ�º�á�î�¡�†�È�ß�µ�¡�K�r�M��

c. [IP Address] �Ç�•�î�Ý�»�\  [Network Mask] �Ç�•�î�Ý�»�_�
�Ý�î�Ý�_�|�W�Z0Á�•�r�S�c�Ä�°�I�€�•
�¿�µ�º�á�î�¡�b  IP �”�»�Þ�«�\�¿�µ�º�á�î�¡  �Ð�«�¡�†
°�Š�K�r�M��

�M�m�Z�b�¹�Ç�›�Ý�º  �Ý�î�º�_���b�w�E
°�€�r�S�c3æ�™�†�Ä�°�M�•�_�c�
�¿�µ�º�á�î�¡  �”�»�Þ�«�\
�K�Z  0.0.0.0 �†�Q#Ý�K�
�¿�µ�º�á�î�¡  �Ð�«�¡�\�K�Z  0.0.0.0 �†4E�¥�K�r�M��

d. �æ���K�S�¿�µ�º�á�î�¡  �Ý�î�Ý�†�¹�Ç�›�Ý�º�_���Ç�•�Ý�±  �Ý�î�Ý�_3ã�•�M�•�_�c�
 [OK]  �†�¡�Ü�µ�¡
�K�r�M��

�«�¸�µ�É 5 �¹�Ç�›�Ý�º�_���Ç�•�Ý�±  �Ý�î�Ý�†�w�E
°�€�•�_�c�
 [OK]  �†�¡�Ü�µ�¡�K�r�M��

�Ç�•�î�Ý�»

[Add/Edit Default Information] �²�–�”�ß�¢�Î�µ�¡�«�_�c�
���b�Ç�•�î�Ý�»�@�6�~�r�M��

• [EIGRP]>8�¹�Ç�›�Ý�º�_���Ç�•�Ý�±�@4:#Ý�I�€�•  EIGRP �Ý�î�¸�•�å�¢  �É�ß�­�«�b+¬�Š�©�«�¸�Ò$�
�•�†4E�¥�K�r�M��

• [Direction]>8%T�™�Ý�î�º�f�‚�?�}�b�¹�Ç�›�Ý�º  �Ý�î�º�_���†�Ç�•�Ý�±�Ü�å�¢�M�•�_�c�
 �� in���†4E
�¥�K�r�M��$Î�™�Ý�î�º�f�‚�?�}�b�¹�Ç�›�Ý�º  �Ý�î�º�_���†�Ç�•�Ý�±�M�•�_�c�
 �� out���†4E�¥�K�r
�M��

• [Add]>8�¹�Ç�›�Ý�º�_���Ç�•�Ý�±  �Ý�î�Ý�_�¿�µ�º�á�î�¡  �Ý�î�Ý�†3ã�•�K�r�M��

• [Edit]>8�¤�Ñ�b�¿�µ�º�á�î�¡  �Ý�î�Ý�†�Ÿ�G�K�r�M��

[Network Rule] �²�–�”�ß�¢�Î�µ�¡�«�� [Default Information filter rule] �¸�î�È�Ý�b  [Filter Rules] �•�Û�Ò
�_�c�
�¿�µ�º�á�î�¡  �Ý�î�Ý�@/²&g�I�€�r�M��

• [Action]>8�æ���K�S�¿�µ�º�á�î�¡�l�b�”�»�Â�±�–�¬�†0Á�•�M�•�_�c�
 [Permit] �†4E�¥�K�r�M���æ��
�K�S�¿�µ�º�á�î�¡�l�b�”�»�Â�±�–�¬�†�Ä�°�M�•�_�c�
 [Deny] �†4E�¥�K�r�M��

• [IP Address]>80Á�•�I�€�•�r�S�c�Ä�°�I�€�•�¿�µ�º�á�î�¡�b  IP �”�»�Þ�«�†
°�Š�K�r�M���M�m�Z�b�”
�»�Þ�«�†0Á�•�r�S�c&—�F�M�•�_�c�
 IP �”�»�Þ�«  0.0.0.0 �\�¿�µ�º�á�î�¡  �Ð�«�¡  0.0.0.0 �†�Q#Ý�K�r
�M��

• [Netmask]>8�¿�µ�º�á�î�¡  IP �”�»�Þ�«�_4:#Ý�I�€�•�¿�µ�º�á�î�¡  �Ð�«�¡�†�æ���K�r�M���G�b
�Ç�•�î�Ý�»�_�¿�µ�º�á�î�¡  �Ð�«�¡�†
°�Š�M�•�?�
�Ü�«�º�?�}
¹3û�Ð�«�¡�b  1 �X�†4E�¥�K�r�M��
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  Static Routes
�Ô�î�»

���b/²�c�
�G�b�µ+��†�Q#Ý�[�A�•�Ô�î�»�†&g�K�S�v�b�[�M��

0ò(ý�_��

• �� EIGRP �b0¿���� >&P.16-31>'

Static Routes
�Ð�Ý�³  �¥�å�¸�Ÿ�«�º  �Ô�î�»�c�
�²�–�¼�Ñ�µ�¡  �Ý�î�¸�•�å�¢�†�§�Ï�î�º�K�Z�8�r�O�‡���K�S�@�W�Z�
�­
�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�@%$�K�K)F�I�€�^�8�¿�µ�º�á�î�¡�_�P�K�Z�«�±�¸�•�µ�¡  �Ý�î�º�†��*O�M�•
�²0[�@�6�~�r�M��

�º�Û�å�«�Ì�”�Þ�å�º  �Ç�“�–�”�˜�›�î�Ý  �Ô�î�»�[�c�
�­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�?�}%$�K�K)F�I�€�Z
�8�^�8�¿�µ�º�á�î�¡�_���Z�S�º�Û�Ç�•�µ�¡#Ý�_�¹�Ç�›�Ý�º �Ý�î�º�r�S�c�«�±�¸�•�µ�¡  �Ý�î�º�†0¿���K
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›�–�å�±�î�Ç�™�–�«�†1�1‘�[�A�•�|�:�_�M�•
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�6�•�8�c  AAA �§�î�Â�\�b3û�™�v�6�~�r�M�� 1 �X�b�¹�Ç�›�Ý�º  
�Ý�î�º�[�?4)�[�A�^�8�§�î�Â�@�6�•���œ�
�«�±�¸�•�µ�¡  �Ý�î�º�†0¿���M�•�²0[�@�6�~�r�M��

�q�v�"(ç�^�œ�É�©�Ù�å�c�
�M�m�Z�b�º�Û�Ç�•�µ�¡�†�”�µ�É�«�º�Ü�î�Ò  �Ý�î�±�_3æ�™�M�•�|�:�_�¹�Ç�›
�Ý�º  �Ý�î�º�†0¿���K�Z�
�º�Û�Ç�•�µ�¡�b�Ý�î�¸�•�å�¢�†�Ý�î�±�_�õ�O�•�G�\�[�M���K�?�K�
�¹�Ç�›�Ý
�º�b�¤�î�º�˜�™�–�[�c��
›�¿�µ�º�á�î�¡�_�?4)�[�A�^�8���œ�@�6�•�S�u�
�«�±�¸�•�µ�¡  �Ý�î�º�†�I�}
�_0ò�K�C0¿���M�•�²0[�@�6�~�r�M���S�\�<�d�
�¹�Ç�›�Ý�º�b�¤�î�º�˜�™�–�@�¥4Š�–�å�±�î�Ç�™�–�«�V�_
�6�•���œ�
�¹�Ç�›�Ý�º  �Ý�î�º�c�
�­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�_%$�K�K)F�I�€�Z�8�^�8
Æ4Š�¿�µ�º
�á�î�¡�_�c�r�W�S�C�º�Û�Ç�•�µ�¡�†3?3æ�[�A�r�O�‡��

�r�S�
�«�±�¸�•�µ�¡  �Ý�î�º�†�²�–�¼�Ñ�µ�¡  �Ý�î�¸�•�å�¢  �É�ß�º�¥�Ý�\
¹�_�Q#Ý�K�
�²�–�¼�Ñ�µ�¡�_�è
���I�€�S�Ý�î�º�@�²�˜�å�K�S�\�A�_�Q#Ý�I�€�•�Ç�ß�î�¸�•�å�¢  �«�±�¸�•�µ�¡  �Ý�î�º�†�f�j�[�A�r�M��
�²�–�¼�Ñ�µ�¡  �Ý�î�¸�•�å�¢  �É�ß�º�¥�Ý�b�”�»�Ñ�½�«�º�Þ�î�¸�•�È  �¹�•�«�±�å�«�|�~�v6×�8�”�»�Ñ�½�«
�º�Þ�î�¸�•�È  �¹�•�«�±�å�«�†�æ���K�Z�«�±�¸�•�µ�¡  �Ý�î�º�†�8�B�M�•�\�
�Ý�î�¸�•�å�¢  �É�ß�º�¥�Ý�[
�è���I�€�•�æ���b��
›�l�b�Ý�î�º�@�«�±�¸�•�µ�¡  �Ý�î�º�|�~
ƒ
›�I�€�r�M���«�±�¸�•�µ�¡  �Ý�î�º�c�

�²�–�¼�Ñ�µ�¡�_�è���I�€�S�Ý�î�º�@�Ý�î�¸�•�å�¢  �¸�î�È�Ý�?�}�P7V�I�€�S���œ�_7H�~�Q#Ý�I�€�r�M��

�«�±�¸�•�µ�¡  �Ý�î�º�c�
�æ���I�€�S�¤�î�º�˜�™�–�@�<#Ý�[�A�^�C�^�W�Z�v�Ý�î�¸�•�å�¢  �¸�î�È�Ý�_�–
�â�I�€�Z�8�r�M>&�G�b���œ�b�[�¥�_�X�8�Z�c�
 ���«�±�¸�•�µ�¡  �Ý�î�º  �º�Û�µ�Ÿ�å�¢�� >&P.16-44>' �†�g!·
�K�Z�C�T�I�8>' ���æ���I�€�S�¤�î�º�˜�™�–�@�<#Ý�[�A�^�C�^�W�S���œ�c�
�«�±�¸�•�µ�¡  �Ý�î�º�†�Ý�î
�¸�•�å�¢  �¸�î�È�Ý�?�}�m�·�[�P7V�M�•�²0[�@�6�~�r�M���S�T�K�
�«�±�¸�•�µ�¡  �Ý�î�º�c�
�­�Ÿ�×�Ü
�¸�•  �”�É�Û�–�”�å�«�b6õ4��–�å�±�î�Ç�™�–�«�@�²�˜�å�K�S���œ�_�Ý�î�¸�•�å�¢  �¸�î�È�Ý�?�}�P7V�I�€
�r�M���–�å�±�î�Ç�™�–�«�@
–�_�`�•�\�
�«�±�¸�•�µ�¡  �Ý�î�º�c�Ÿ�§�K�r�M��

�–�å�±�î�Ç�™�–�«�H�\�_� �L��
›�[�¥�«�º�b'¼�K�8�Ý�î�º�†  3 �X�r�[��*O�[�A�r�M�� ECMP �c0
�X�b
�–�å�±�î�Ç�™�–�«6ë�[�c�§�Ï�î�º�I�€�Z�8�r�O�‡�� ECMP �[�c�
�º�Û�Ç�•�µ�¡�c�²�N�K�v�Ý�î�º6ë�[
�’'¼�_�(�m�I�€�•�ƒ�E�[�c�6�~�r�O�‡���º�Û�Ç�•�µ�¡�c�
3æ�™
–  IP �”�»�Þ�«�>�|�g��
›  IP �”�»�Þ�«�†
�Á�µ�©�×�M�•�”�Ý�¦�Ü�¬�Ò�_�ö�Y�8�Z�
�æ���K�S�¤�î�º�˜�™�–6ë�_�(4Ä�I�€�r�M��

�Ç�“�–�”�˜�›�î�Ý  �Ô�î�» �­�Ÿ�×�Ü�¸�•  �¥�å�¸�Ÿ�«�º

�Ý�î�¸�µ�» 3ñ4# �©�å�¢�Ý

�Ð�Ý�³

�¥�å�¸�Ÿ�«
�º �©�«�¸�Ò
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'¨  16 'v       �²�–�¼�Ñ�µ�¡  �Ý�î�¸�•�å�¢�>�|�g�«�±�¸�•�µ�¡  �Ý�î�¸�•�å�¢�b0¿��
  Static Routes
�¹�Ç�›�Ý�º  �Ý�î�º�c�
�¤%±�b�Ý�î�º�v�«�±�¸�•�µ�¡  �Ý�î�º�v�æ���I�€�Z�8�^�8  IP �Ã�£�µ�º�M�m�Z�†�­
�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�@3æ�™�M�•�
�¤�î�º�˜�™�–�b  IP �”�»�Þ�«�†"I���M�•�Ý�î�º�[�M���¹�Ç�›�Ý
�º  �Ý�î�º�c�
��
›  IP �”�»�Þ�«�@  0.0.0.0/0 �b�«�±�¸�•�µ�¡  �Ý�î�º�[�M��"I���b��
›�@"I���I�€�S�Ý�î
�º�c�¹�Ç�›�Ý�º  �Ý�î�º�|�~
ƒ
›�I�€�r�M��

�¹�Â�–�«�6�S�~�q�±  3 �X�b'¼�¥�«�º  �¹�Ç�›�Ý�º  �Ý�î�º  �š�å�º�Ü�†��*O�M�•�G�\�@�[�A�r�M��0
�X�b'¼
�¥�«�º  �¹�Ç�›�Ý�º  �Ý�î�º  �š�å�º�Ü�†��*O�M�•�\�
�¹�Ç�›�Ý�º  �Ý�î�º�_3æ�™�I�€�•�º�Û�Ç�•�µ�¡�c�
�æ
���I�€�S�¤�î�º�˜�™�–�b6ë�_�(�S�I�€�r�M��0
�X�b�¹�Ç�›�Ý�º  �Ý�î�º�†��*O�M�•���œ�c�
�›�š�å�º�Ü
�_� �L�–�å�±�î�Ç�™�–�«�†�æ���M�•�²0[�@�6�~�r�M��

4 �X�è�V�b'¼�¥�«�º  �¹�Ç�›�Ý�º  �Ý�î�º�†��*O�K�|�:�\�K�S���œ�
�r�S�c�M�[�_��*O�I�€�Z�8�•�¹�Ç�›
�Ý�º  �Ý�î�º�\�c�9�b�–�å�±�î�Ç�™�–�«�[�¹�Ç�›�Ý�º  �Ý�î�º�†��*O�K�|�:�\�K�S���œ�c�
�š�Û�î  �Ó�µ
�­�î�ª�@/²&g�I�€�r�M��

�º�å�¿�Ý  �º�Û�Ç�•�µ�¡�_�c�
�† =�b�¹�Ç�›�Ý�º  �Ý�î�º�b�Ú�_�9�b�¹�Ç�›�Ý�º  �Ý�î�º�†  1 �X��*O�M�•�G
�\�@�[�A�r�M�� [tunneled] �œ�É�©�Ù�å�†�Q#Ý�K�Z�¹�Ç�›�Ý�º  �Ý�î�º�†�8�B�M�•�\�
�­�Ÿ�×�Ü�¸�•  �”�É
�Û�–�”�å�«�_%T�™�K�
�¤%±�b�Ý�î�º�[�v�«�±�¸�•�µ�¡  �Ý�î�º�[�v�Ý�î�¸�•�å�¢�[�A�^�8�/�•�ì�I�€�S
�º�Û�Ç�•�µ�¡�c�M�m�Z�
�G�b�Ý�î�º�_3æ�™�I�€�r�M���G�€�è�¥�b�/�•�ì�I�€�Z�8�^�8�º�Û�Ç�•�µ�¡�_
�c�
�† =�b�¹�Ç�›�Ý�º  �Ý�î�º  �š�å�º�Ü�@�Q#Ý�I�€�r�M�� [tunneled] �œ�É�©�Ù�å�[�c�
0
�X�b�¹�Ç�›�Ý
�º  �Ý�î�º�c��*O�[�A�r�O�‡���º�å�¿�Ý  �º�Û�Ç�•�µ�¡�[�c  ECMP �@�§�Ï�î�º�I�€�Z�8�r�O�‡��

ASDM �†�Q#Ý�K�S�«�±�¸�•�µ�¡  �Ý�î�º�>�|�g�¹�Ç�›�Ý�º  �Ý�î�º�b/²&g�\0¿���b0ò(ý�_�X�8�Z�c�

�� [Static Routes] �b�Ç�•�î�Ý�»�_���� >&P.16-45>' �†�g!·�K�Z�C�T�I�8��

�«�±�¸�•�µ�¡  �Ý�î�º  �º�Û�µ�Ÿ�å�¢

�­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�@�Ð�Ý�³  �¥�å�¸�Ÿ�«�º  �Ô�î�»�x�º�Û�å�«�Ì�”�Þ�å�º  �Ô�î�»�b���œ�^�]�

�²�N�K�v�­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�[�²�–�¼�Ñ�µ�¡  �Ý�î�¸�•�å�¢  �É�ß�º�¥�Ý�†�Q#Ý�[�A�•�\�c7H�~
�r�O�‡���G�b���œ�
�«�±�¸�•�µ�¡  �Ý�î�º�†�Q#Ý�M�•�²0[�@�6�~�r�M��

�«�±�¸�•�µ�¡  �Ý�î�º�b�e8Ÿ�b  1 �X�c�
�Ý�î�º�@�”�µ�É"g�Â�^�b�?�²�˜�å"g�Â�^�b�?�†�8���M�•�[�w�b
�Ó�•�½�¬�Ò�@�^�8�G�\�[�M���¿�¡�«�º  �Í�µ�É  �¤�î�º�˜�™�–�@�²�˜�å�K�Z�v�
�Ý�î�¸�•�å�¢  �¸�î�È�Ý�_
�–�â�I�€�r�M���­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�b6õ4��–�å�±�î�Ç�™�–�«�@�²�˜�å�K�S���œ�_�b�s�Ý�î
�¸�•�å�¢  �¸�î�È�Ý�?�}�P7V�I�€�r�M��

�«�±�¸�•�µ�¡  �Ý�î�º  �º�Û�µ�Ÿ�å�¢�µ+��_�c�
�«�±�¸�•�µ�¡  �Ý�î�º�b�Q#Ý�•+�"g�#�†3ã2§�K�
�É�Û�–�Ð
�Ü �Ý�î�º�@�²�˜�å�K�S���œ�b�Â�µ�¡�”�µ�É  �Ý�î�º�†�–�å�«�º�î�Ý�M�•�S�u�b�‰�'�@#Ý�–�I�€�Z�8�r�M��
�G�€�†�<#Ý�M�•�\�
�S�\�<�d�
 ISP �¤�î�º�˜�™�–�l�b�¹�Ç�›�Ý�º  �Ý�î�º�†��*O�K�
�É�Û�–�Ð�Ü  ISP �@
�Q#Ý�[�A�^�C�^�W�S���œ�_
��<�Z�
�­�•�å�²�Ü  ISP �l�b�Â�µ�¡�”�µ�É#Ý�b�¹�Ç�›�Ý�º  �Ý�î�º�†��*O�M
�•�G�\�@�[�A�r�M��

�­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�[�c�
��*O�I�€�S�Ô�½�±�Ü�å�¢�P1ß�_�«�±�¸�•�µ�¡  �Ý�î�º�†6õ4��Ü�E�•
�G�\�[�
�G�b�µ+��†��/œ�K�r�M���P1ß�b�Ô�½�±�Ü�å�¢�c�
 ICMP �š�¥�î0[�Ó�†�Q#Ý�K�Z/œ�8�r�M���æ��
�I�€�S�ì6ë
Æ�_�š�¥�î�Â'Å�@�^�8���œ�c�
�Q�b�œ�È�ª�™�¡�º�c�²�˜�å�K�Z�8�•�\0b�^�I�€�
6õ4��Ü�E�}
�€�S�Ý�î�º�c�Ý�î�¸�•�å�¢  �¸�î�È�Ý�?�}�P7V�I�€�r�M���P7V�I�€�S�Ý�î�º�_�æ�ƒ�W�Z�
�M�[�_��*O�I
�€�Z�8�•�Â�µ�¡�”�µ�É  �Ý�î�º�@�Q#Ý�I�€�r�M��

�Ô�½�±�Ü�å�¢�P1ß�b4E�¥�ì�_�c�
�Q�b�P1ß�@  ICMP �š�¥�î0[�Ó�_�Â'Å�[�A�•�G�\�†&�1��K�Z�C�T�I�8��
�P1ß�_�c�
 ICMP �š�¥�î0[�Ó�_�Â'Å�M�•�õ�–�b�¿�µ�º�á�î�¡  �œ�È�ª�™�¡�º�†4E�¥�[�A�r�M��4E�¥*å�_
�c�
���b�v�b�@�6�~�r�M��

• ISP �¤�î�º�˜�™�–  �”�»�Þ�«>&�¹�×�”�Ý  ISP �§�Ï�î�º#Ý>'

• �¿�¡�«�º  �Í�µ�É  �¤�î�º�˜�™�–  �”�»�Þ�«>&�¤�î�º�˜�™�–�b�Q#Ý�•+�"g�#�_�1�Õ�@�6�•���œ>'

• �­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�@3û�™�†/œ�:�²0[�b�6�•�§�î�Â>& AAA �§�î�Â�^�]>'

• ��
›�¿�µ�º�á�î�¡�V�b�Ì)F$×�^�¿�µ�º�á�î�¡  �œ�È�ª�™�¡�º>&�ª6ë�_�©�Õ�µ�º�²�˜�å�M�•�¹�«�¡
�º�µ�É  PC �x�À�î�º�È�µ�¡  PC �c4:�K�r�O�‡>'
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'¨  16 'v       �²�–�¼�Ñ�µ�¡  �Ý�î�¸�•�å�¢�>�|�g�«�±�¸�•�µ�¡  �Ý�î�¸�•�å�¢�b0¿��
  Static Routes
�«�±�¸�•�µ�¡  �Ý�î�º  �º�Û�µ�Ÿ�å�¢�b0¿���b0ò(ý�_�X�8�Z�c�
 ���«�±�¸�•�µ�¡  �Ý�î�º  �º�Û�µ�Ÿ�å�¢�b0¿
���� >&P.16-45>' �†�g!·�K�Z�C�T�I�8���«�±�¸�•�µ�¡  �Ý�î�º  �º�Û�µ�Ÿ�å�¢  �É�ß�­�«�b�Ô�½�±�Ü�å�¢�‰�2
�_�X�8�Z�c�
 �� interface connection��>&P.44-9>' �†�g!·�K�Z�C�T�I�8��

�«�±�¸�•�µ�¡  �Ý�î�º  �º�Û�µ�Ÿ�å�¢�b0¿��

�G�G�[1��Â�M�•�m8p�[�c�
�«�±�¸�•�µ�¡  �Ý�î�º  �º�Û�µ�Ÿ�å�¢�b0¿���b�+0[�†&g�K�r�M���G�b�µ+��b0¿
���_�Q#Ý�M�•�I�r�J�r�^�Ç�•�î�Ý�»�b0ò(ý�_�X�8�Z�c�
 �� [Static Routes] �b�Ç�•�î�Ý�»�_���� >&P.16-45>'
�†�g!·�K�Z�C�T�I�8��

�«�±�¸�•�µ�¡  �Ý�î�º�b�º�Û�µ�Ÿ�å�¢�†0¿���M�•�_�c�
���b�m8p�†��/œ�K�r�M��

�«�¸�µ�É 1 �P1ß�†4E�¥�K�r�M���P1ß�@�š�¥�î0[�Ó�_�Â'Å�M�•�G�\�†&�1��K�Z�C�T�I�8��

�«�¸�µ�É 2 [Static Routes] �Ì�î�ª�†6ä�A�r�M�� [Configuration] > [Routing] > [Static Routes] �_&ã�·�K�r�M��

�«�¸�µ�É 3 [Add] �†�¡�Ü�µ�¡�K�
4E�¥�K�S�P1ß�b�Q#Ý�•+�"g�#�_�ö�Y�8�Z�Q#Ý�I�€�•�«�±�¸�•�µ�¡  �Ý�î�º�†0¿��
�K�r�M���G�b�Ý�î�º�b�–�å�±�î�Ç�™�–�«�
 IP �”�»�Þ�«�
�Ð�«�¡�
�¤�î�º�˜�™�–�
�>�|�g�Ó�º�Ü�µ�¡�†

°�Š�M�•�²0[�@�6�~�r�M���G�€�}�b�Ç�•�î�Ý�»�b0ò(ý�_�X�8�Z�c�
 �� Add/Edit Static Route��>&P.16-46>'
�†�g!·�K�Z�C�T�I�8��

�«�¸�µ�É 4 �G�b�Ý�î�º�b  [Options] 8•�æ�[  [Tracked] �†4E�¥�K�r�M��

�«�¸�µ�É 5 �º�Û�µ�Ÿ�å�¢  �É�ß�Ã�¸�•�†0¿���K�r�M���M�–�b�º�Û�µ�¡  ID�
�M�–�b  SLA ID�
�>�|�g�P1ß�b  IP �”�»�Þ
�«�†
°�Š�M�•�²0[�@�6�~�r�M���G�€�}�b�Ç�•�î�Ý�»�b0ò(ý�_�X�8�Z�c�
 �� Add/Edit Static Route��

>&P.16-46>' �†�g!·�K�Z�C�T�I�8��

�«�¸�µ�É 6 >&�õ�–>'�Ô�½�±�Ü�å�¢  �É�ß�Ã�¸�•�†0¿���M�•�_�c�
 [Add Static Route] �²�–�”�ß�¢�Î�µ�¡�«�b  
[Monitoring Options] �†�¡�Ü�µ�¡�K�r�M���Ô�½�±�Ü�å�¢  �É�ß�Ã�¸�•�_6õ�M�•0ò(ý�_���_�X�8�Z�c�


�� Route Monitoring Options��>&P.16-47>' �†�g!·�K�Z�C�T�I�8��

�«�¸�µ�É 7 [OK]  �†�¡�Ü�µ�¡�K�Z�š�f�†�–�Ñ�K�r�M��

3ã2§�M�•�Ý�î�º�†�–�Ñ�M�•�\�M�D�_�
�Ô�½�±�Ü�å�¢  �É�ß�­�«�@6ä���I�€�r�M��

�«�¸�µ�É 8 �­�•�å�²�Ü  �Ý�î�º�†�8�B�K�r�M���­�•�å�²�Ü  �Ý�î�º�c�
3ã2§�I�€�S�Ý�î�º�\� �L��
›�l�b�«�±�¸�•�µ
�¡  �Ý�î�º�[�M�@�
$��^�•�–�å�±�î�Ç�™�–�«�r�S�c�¤�î�º�˜�™�–�†)�#ä�K�r�M���G�b�Ý�î�º�c�
3ã2§�I
�€�S�Ý�î�º�|�~6×�8�”�»�Ñ�½�«�º�Þ�î�¸�•�È  �¹�•�«�±�å�«>&�Ó�º�Ü�µ�¡>'�_�m�~�\�Z�•�²0[�@�6�~�r
�M��

[Static Routes] �b�Ç�•�î�Ý�»�_��

"I���b�Ì�–�å�b0ò(ý�_�X�8�Z�c�
���b8o% �†�g!·�K�Z�C�T�I�8��

• �� Static Routes��>&P.16-45>'

• �� Add/Edit Static Route��>&P.16-46>'

• �� Route Monitoring Options��>&P.16-47>'

Static Routes

[Static Route] �Ì�–�å�[�c�
�õ�–�b�–�å�±�î�Ç�™�–�«�b�Ý�î�±�_�K)F�I�€�S�¿�µ�º�á�î�¡�_�”�¡�­�«�M
�•�«�±�¸�•�µ�¡  �Ý�î�º�†�8�B�M�•�G�\�@�[�A�r�M���¹�Ç�›�Ý�º�b�Ý�î�º�†
°�Š�M�•�_�c�
 IP �”�»�Þ�«
�\�Ð�«�¡�†  0.0.0.0 �\0¿���M�•�?�
�r�S�c%·)°�g�'�b  0 �\0¿���K�r�M��
16-45
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'¨  16 'v       �²�–�¼�Ñ�µ�¡  �Ý�î�¸�•�å�¢�>�|�g�«�±�¸�•�µ�¡  �Ý�î�¸�•�å�¢�b0¿��
  Static Routes
1 �X�b�­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�–�å�±�î�Ç�™�–�«�b  IP �”�»�Þ�«�@�¤�î�º�˜�™�–�b  IP �”�»�Þ�«�\�K
�Z�Q#Ý�I�€�•���œ�
�­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�c�
�¤�î�º�˜�™�–  IP �”�»�Þ�«�_  ARP �†��/œ�M�•�b
�[�c�^�C�
�Ã�£�µ�º�b�æ��  IP �”�»�Þ�«�_  ARP �†��/œ�K�r�M��

�¤�î�º�˜�™�–  �Ý�î�±�r�[�b�Í�µ�É�X�†&�1��[�A�^�87H�~�
�Ó�º�Ü�µ�¡�†�¹�Ç�›�Ý�º0¿���b  1 �b�r�r�_
�K�r�M��

�Ç�•�î�Ý�»

[Static Route] �Ì�–�å�_�c�
���@�µ�r�€�•  [Static Route] �¸�î�È�Ý�@/²&g�I�€�r�M��

• [Interface]>8>&/²&g�S#Ý>'�–�å�±�î�Ç�™�–�«�[�–�¿�î�È�Ý�_�^�W�Z�8�•
Æ4Š�r�S�c�¥4Š�b�¿�µ�º
�á�î�¡  �–�å�±�î�Ç�™�–�«�¡�†�M0t/²&g�K�r�M��

• [IP Address]>8>&/²&g�S#Ý>'
Æ4Š�r�S�c�¥4Š�¿�µ�º�á�î�¡  IP �”�»�Þ�«�†�M0t/²&g�K�r�M���¹�Ç�›�Ý
�º  �Ý�î�º�†�æ���M�•�_�c�
 0.0.0.0 �†�Q#Ý�K�r�M�� 0.0.0.0 �b  IP �”�»�Þ�«�c�
 0 �\%,$��[�A�r�M��

• [Netmask]>8>&/²&g�S#Ý>' IP �”�»�Þ�«�_4:#Ý�I�€�•�¿�µ�º�á�î�¡  �Ð�«�¡�b�”�»�Þ�«�†�M0t/²&g�K�r
�M���¹�Ç�›�Ý�º  �Ý�î�º�†�æ���M�•�_�c�
 0.0.0.0 �†�Q#Ý�K�r�M���¿�µ�º�Ð�«�¡  0.0.0.0 �c�
 0 �_%·)°
�[�A�r�M��

• [Gateway IP]>8>&/²&g�S#Ý>'�G�b�Ý�î�º�b�¿�¡�«�º  �Í�µ�É  �”�»�Þ�«�[�6�•�¤�î�º�˜�™�–  �Ý�î�±�b  
IP �”�»�Þ�«�†�M0t/²&g�K�r�M��

• [Metric]>8>&/²&g�S#Ý>'�Ý�î�º�b�”�»�Ñ�½�«�º�Þ�î�¸�•�È  �¹�•�«�±�å�«�†�M0t/²&g�K�r�M���Ó�º
�Ü�µ�¡�@�æ���I�€�^�8���œ�
�¹�Ç�›�Ý�º�c  1 �[�M��

• [Options]>8>&/²&g�S#Ý>'�«�±�¸�•�µ�¡  �Ý�î�º�_�æ���I�€�S�œ�É�©�Ù�å�†/²&g�K�r�M��

– [None]>8�«�±�¸�•�µ�¡  �Ý�î�º�_�c�œ�É�©�Ù�å�@�æ���I�€�Z�8�r�O�‡��

– [Tunneled]>8�Ý�î�º�†�
 VPN �º�Û�Ç�•�µ�¡�b�¹�Ç�›�Ý�º  �º�å�¿�Ý  �¤�î�º�˜�™�–�\�K�Z�æ���K
�r�M���¹�Ç�›�Ý�º  �Ý�î�º�T�E�_�Q#Ý�I�€�r�M�� 1 �X�b�¹�Â�–�«�_0¿���[�A�•�b�c  1 �X�b�º�å�¿
�Ý �Ý�î�º�T�E�[�M���º�Û�å�«�Ì�”�Þ�å�º  �Ô�î�»�[�c�º�å�¿�Ý  �œ�É�©�Ù�å�@�§�Ï�î�º�I�€�Z�8
�r�O�‡��

– [Tracked]>8�Ý�î�º�†3ã2§�M�•�G�\�†�æ���K�r�M���º�Û�µ�Ÿ�å�¢  �œ�È�ª�™�¡�º�b  ID �>�|�g�º
�Û�µ�Ÿ�å�¢�P1ß�b�”�»�Þ�«�v/²&g�I�€�r�M��3ã2§�œ�É�©�Ù�å�c�
�©�å�¢�Ý  �Ý�î�¸�µ�»  �Ô�î�»
�[�T�E�§�Ï�î�º�I�€�r�M��

�Ô�î�»

���b/²�c�
�G�b�µ+��†�Q#Ý�[�A�•�Ô�î�»�†&g�K�S�v�b�[�M��

Add/Edit Static Route

[Add/Edit Static Route] �²�–�”�ß�¢�Î�µ�¡�«�†�Q#Ý�K�Z�
�«�±�¸�•�µ�¡  �Ý�î�º�b�É�ß�Ã�¸�•�†0¿���K�r
�M���G�b�²�–�”�ß�¢�Î�µ�¡�«�c�
 Startup Wizard �b  [Static Routes] #ì8��
�>�|�g  [Configuration] > 
[Routing] > [Static Route] �Ì�–�å�b�g�‰�[�Q#Ý�[�A�r�M��

�Ç�•�î�Ý�»

• [Interface Name]>8�Ý�î�º�b���Š�–�å�±�î�Ç�™�–�«�†4E�¥�K�r�M��

�Ç�“�–�”�˜�›�î�Ý  �Ô�î�» �­�Ÿ�×�Ü�¸�•  �¥�å�¸�Ÿ�«�º

�Ý�î�¸�µ�» 3ñ4# �©�å�¢�Ý

�Ð�Ý�³

�¥�å�¸�Ÿ�«
�º �©�«�¸�Ò

• • • • —
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'¨  16 'v       �²�–�¼�Ñ�µ�¡  �Ý�î�¸�•�å�¢�>�|�g�«�±�¸�•�µ�¡  �Ý�î�¸�•�å�¢�b0¿��
  Static Routes
• [IP Address]>8
Æ4Š�r�S�c�¥4Š�¿�µ�º�á�î�¡  IP �”�»�Þ�«�†�æ���K�r�M���¹�Ç�›�Ý�º  �Ý�î�º�†�æ��
�M�•�_�c�
 0.0.0.0 �†�Q#Ý�K�r�M�� 0.0.0.0 �b  IP �”�»�Þ�«�c�
 0 �\%,$��[�A�r�M��

• [Mask]>8IP �”�»�Þ�«�_4:#Ý�M�•�¿�µ�º�á�î�¡  �Ð�«�¡  �”�»�Þ�«�†�æ���K�r�M���¹�Ç�›�Ý�º  �Ý�î�º�†
�æ���M�•�_�c�
 0.0.0.0 �†�Q#Ý�K�r�M���¿�µ�º�Ð�«�¡  0.0.0.0 �c�
 0 �_%·)°�[�A�r�M��

• [Gateway IP]>8�G�b�Ý�î�±�b�¿�¡�«�º  �Í�µ�É  �”�»�Þ�«�[�6�•�¤�î�º�˜�™�–  �Ý�î�±�b  IP �”�»�Þ�«�†
�æ���K�r�M��

• [Metric]>8�Ý�î�º�b�”�»�Ñ�½�«�º�Þ�î�¸�•�È  �¹�•�«�±�å�«�†�æ���K�r�M���Ó�º�Ü�µ�¡�@�æ���I�€�^
�8���œ�
�¹�Ç�›�Ý�º�c  1 �[�M��

�«�±�¸�•�µ�¡  �Ý�î�º�[�c���b�œ�É�©�Ù�å�†�Q#Ý�[�A�r�M���G�€�}�b�8�N�€�?�b�œ�É�©�Ù�å�b�s�†�«�±
�¸�•�µ�¡  �Ý�î�º�_4E�¥�[�A�r�M���¹�Ç�›�Ý�º�[�c�
�œ�É�©�Ù�å�^�K>& [None]>'�@4E�¥�I�€�Z�8�r�M��

• [None]>8�«�±�¸�•�µ�¡  �Ý�î�º�_�c�œ�É�©�Ù�å�@�æ���I�€�Z�8�r�O�‡��

• [Tunneled]>8�¹�Ç�›�Ý�º  �Ý�î�º�T�E�_�Q#Ý�I�€�r�M���­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�H�\�_�
�¹
�Ç�›�Ý�º�b�º�å�¿�Ü�å�¢�I�€�•�¤�î�º�˜�™�–�@  1 �X�T�E0Á�•�I�€�r�M�� [Tunneled] �œ�É�©�Ù�å�c�

�º�Û�å�«�Ì�”�Þ�å�º  �Ô�î�»�[�c�§�Ï�î�º�I�€�Z�8�r�O�‡��

• [Tracked]>8�Ý�î�º�@3ã2§�I�€�•�|�:�æ���M�•�_�c�
�G�b�œ�É�©�Ù�å�†4E�¥�K�r�M���G�b�œ�É�©�Ù
�å�†�æ���M�•�\�
�Ý�î�º  �º�Û�µ�Ÿ�å�¢  �É�ß�­�«�@6ä���I�€�r�M��

– [Track ID]>8�Ý�î�º  �º�Û�µ�Ÿ�å�¢  �É�ß�­�«�_�Q#Ý�I�€�•�M�–�b1‘�9�Ê��

– [Track IP Address/DNS Name]>83ã2§�I�€�•�P1ß�b  IP �”�»�Þ�«�r�S�c�Í�«�º�¡�†
°�Š�K�r�M��
3û�–�
�Ý�î�º�b�¿�¡�«�º  �Í�µ�É�c�¤�î�º�˜�™�–  IP �”�»�Þ�«�[�M���S�T�K�
�Q�b�–�å�±�î�Ç�™
�–�«�b
›�_�¿�µ�º�á�î�¡  �œ�È�ª�™�¡�º�@�6�€�d/²&g�I�€�r�M��

>&�@>' �Ý�î�º  �º�Û�µ�Ÿ�å�¢�c�
�©�å�¢�Ý  �Ý�î�¸�µ�»  �Ô�î�»�[�T�E�Q#Ý�[�A�r�M��

– [SLA ID] >8SLA �Ô�½�±�Ü�å�¢  �É�ß�­�«�b�M�–�b  ID �[�M��

– [Monitor Options]>8[Route Monitoring Options] �²�–�”�ß�¢�Î�µ�¡�«�†6ä�C�_�c�
�G�b�Î�±�å
�†�¡�Ü�µ�¡�K�r�M�� [Route Monitoring Options] �²�–�”�ß�¢�Î�µ�¡�«�[�
�º�Û�µ�Ÿ�å�¢�P1ß�œ
�È�ª�™�¡�º�b�Ô�½�±�Ü�å�¢  �É�ß�­�«�b�Ã�Û�Ó�î�±�†0¿���[�A�r�M��

�Ô�î�»

���b/²�c�
�G�b�µ+��†�Q#Ý�[�A�•�Ô�î�»�†&g�K�S�v�b�[�M��

Route Monitoring Options

[Route Monitoring Options] �²�–�”�ß�¢�Î�µ�¡�«�†�Q#Ý�K�Z�
�º�Û�µ�Ÿ�å�¢  �œ�È�ª�™�¡�º�b�Ô�½�±�Ü�å
�¢  �É�ß�Ã�¸�•�†�š�f�K�r�M��

�Ç�•�î�Ý�»

• [Frequency]>83ã2§�P1ß�b�Ñ�~�†�­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�@�¸�«�º�M�•8–�Ø�†&Ê�X�[
°�Š�K�r
�M���¹�Ç�›�Ý�º�Í�c  60 &Ê�[�M���w� �^�Í�c�
 1 >|  604800 &Ê�[�M��

�Ç�“�–�”�˜�›�î�Ý  �Ô�î�» �­�Ÿ�×�Ü�¸�•  �¥�å�¸�Ÿ�«�º

�Ý�î�¸�µ�» 3ñ4# �©�å�¢�Ý

�Ð�Ý�³

�¥�å�¸�Ÿ�«
�º �©�«�¸�Ò

• • • • —
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'¨  16 'v       �²�–�¼�Ñ�µ�¡  �Ý�î�¸�•�å�¢�>�|�g�«�±�¸�•�µ�¡  �Ý�î�¸�•�å�¢�b0¿��
  ASR Group
• [Threshold]>8�K�A�8�Í�†2x�<�S�–�Ë�å�º�†&g�M�ì6ë�†�Ñ�Ü&Ê�X�[
°�Š�K�r�M���G�b�Í�_�
�±�–�Ò
�”�˜�º�Í�|�~�±�A�8�Í�c�æ���[�A�r�O�‡��

• [Timeout]>8�Ý�î�º  �Ô�½�±�Ü�å�¢�ï�8�@0[�Ó�Ã�£�µ�º�?�}�b�Â'Å�†�…�X�ì6ë�†�Ñ�Ü&Ê�X�[
°�Š�K�r
�M���¹�Ç�›�Ý�º�Í�c  5000 �Ñ�Ü&Ê�[�M���w� �Í�b(
�V�c�
 0 >|  604800000 �Ñ�Ü&Ê�[�M��

• [Data Size]>8�š�¥�î0[�Ó�Ã�£�µ�º�[�Q#Ý�M�•�¹�î�±  �Ì�–�ß�î�»�b�§�–�¬�†
°�Š�K�r�M���¹�Ç�›�Ý
�º�Í�c  28 �[�M���w� �^�Í�c�
 0 >|  16384 �[�M��

>&�@>' �G�b0¿���[�c�
�Ì�–�ß�î�»�b�§�–�¬�T�E�@�æ���I�€�r�M���Ã�£�µ�º
²�/�b�§�–�¬�c�æ���I
�€�r�O�‡��

• [ToS]>8�š�¥�î0[�Ó�b  IP �Ê�µ�²�î�_�6�•�§�î�Å�«  �Â�–�º�b�±�–�É�b�Í�†
°�Š�K�r�M���¹�Ç�›�Ý�º
�Í�c  0 �[�M  �w� �^�Í�c�
 0 >|  255 �[�M��

• [Number of Packets]>8�›�¸�«�º�_3æ�™�I�€�•�š�¥�î0[�Ó�b�X�[�M���¹�Ç�›�Ý�º�Í�c�
 1 �[�M  �w� �^
�Í�c�
 1 >|  100 �[�M��

�Ô�î�»

���b/²�c�
�G�b�µ+��†�Q#Ý�[�A�•�Ô�î�»�†&g�K�S�v�b�[�M��

ASR Group
8�� �‡�Ý�î�¸�•�å�¢  �¢�Ý�î�É  ID $��•�†�–�å�±�î�Ç�™�–�«�_�m�~�\�Z�•�_�c�
 [ASR Group] #ì8��†�Q#Ý
�K�r�M��

���œ�_�|�W�Z�c�
�­�µ�©�Ù�å�b�Ü�±�î�å  �º�Û�Ç�•�µ�¡�@3æ�™
–�\�c�9�b�–�å�±�î�Ç�™�–�«�[�Ý�î�¸�•
�å�¢�I�€�•�G�\�@�6�~�r�M���Ç�™�î�Ý�œ�î�Â�î0¿���[�c�
�6�•/æ*(�?�}$Î�™�I�€�S�K)F�b�`�~�º�Û
�Ç�•�µ�¡�@�
�Æ�”/æ*(�†)�#ä�K�Z3É3æ�I�€�•�G�\�@�6�~�r�M���G�€�c�M+á�_�
 1 �X�b  �­�Ÿ�×�Ü�¸�•  �”
�É�Û�–�”�å�«  �V�b  2 �X�b�–�å�±�î�Ç�™�–�«�
 �r�S�c�Ç�™�î�Ý�œ�î�Â�î  �Ì�”�b  2 �X�b  �­�Ÿ�×�Ü�¸�•  �”�É
�Û�–�”�å�«  �@�9���b�§�î�Å�«  �É�ß�Â�–�²�î�_�K)F�I�€�
$Î�™�K)F�[  NAT �”�»�Þ�«�†�Q#Ý�K�^�8���œ�_
2s�G�~�r�M���­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«  �[�c�
�`�~�º�Û�Ç�•�µ�¡�c�K)F�_���@�^�8�S�u�¹�Ç�›�Ý�º
�[�c�ë� �I�€�r�M��

�Ü�±�î�å  �º�Û�Ç�•�µ�¡�b�»�ß�µ�É�c�
�»�ß�µ�É�@$Î#Õ�M�•�•+��ö�b�6�•�–�å�±�î�Ç�™�–�«�[  ASR 
Group �†�Q#Ý�M�•�G�\�[75�F�[�A�r�M�� [ASR Group] �[0¿���I�€�S�–�å�±�î�Ç�™�–�«�c�
�­�µ�©�Ù�å
�_���†�â�W�Z�8�^�8�Ã�£�µ�º�†�w�™�M�•�\�
� �L�¢�Ý�î�É�_�6�•�Ú�b�–�å�±�î�Ç�™�–�«�b�­�µ�©�Ù�å�_
���†�³�™�µ�¡�K�r�M��

�M+´�M�•�_���@0b�X�?�}�^�8���œ�
�Ã�£�µ�º�c�»�ß�µ�É�I�€�r�M���M+´�M�•�_���@0b�X�?�•�\�
���b�·
�8�b�:�U�8�N�€�?�@6ä���K�r�M��

• %T�™�º�Û�Ç�•�µ�¡�@�Ç�™�î�Ý�œ�î�Â�î0¿���b�Æ�”/æ*(�[$Î�™�I�€�S���œ�
�Þ�–�Ö  2 �Ê�µ�²�î�b�M4Š
�r�S�c
²4Š�@�i�A�n�<�}�€�
�Ã�£�µ�º�c�Ú�b/æ*(�_�Ü�²�–�Þ�¡�º�I�€�r�M���G�b�Ü�²�–�Þ�¡�º�c�

�­�µ�©�Ù�å�@�”�¡�¸�•�È�[�6�•7H�~)F/œ�I�€�r�M��

�Ç�“�–�”�˜�›�î�Ý  �Ô�î�» �­�Ÿ�×�Ü�¸�•  �¥�å�¸�Ÿ�«�º

�Ý�î�¸�µ�» 3ñ4# �©�å�¢�Ý

�Ð�Ý�³

�¥�å�¸�Ÿ�«
�º �©�«�¸�Ò

• — • — —
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'¨  16 'v       �²�–�¼�Ñ�µ�¡  �Ý�î�¸�•�å�¢�>�|�g�«�±�¸�•�µ�¡  �Ý�î�¸�•�å�¢�b0¿��
  �É�ß�Ÿ�©  ARP
• %T�™�º�Û�Ç�•�µ�¡�@� �L/æ*(�b�9�b�–�å�±�î�Ç�™�–�«�_$Î�™�I�€�•�\�
�Þ�–�Ö  2 �Ê�µ�²�î�b�M4Š�r
�S�c�M�m�Z�@�i�A%$�I�€�
�Ã�£�µ�º�c�«�º�Ü�î�Ò�_
Ì�@
°�I�€�r�M��

�S�f�²�ó

�­�µ�©�Ù�å�_���b  Stateful Failover �@�«�±�å�Â�–  �Ç�™�î�Ý�œ�î�Â�î  �¢�Ý�î�É�?�}�”�¡�¸�•�È  �Ç�™�î�Ý
�œ�î�Â�î  �¢�Ý�î�É�_�û�I�€�•�|�:�_�–�¿�î�È�Ý�_�M�•�²0[�@�6�~�r�M��

�Ç�•�î�Ý�»

[ASR Group] �¸�î�È�Ý�_�c�
�­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�b�›�–�å�±�î�Ç�™�–�«�b���b�_���@/²&g�I
�€�r�M��

• [Interface]>8�­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�b�–�å�±�î�Ç�™�–�«�b�¡�S�†/²&g�K�r�M��

• [ASR Group ID]>8�–�å�±�î�Ç�™�–�«�@�“�M�•  ASR Group �b�X�†/²&g�K�r�M���–�å�±�î�Ç�™�–�«�_  
ASR Group $��•�@�m�~�\�Z�}�€�Z�8�^�8���œ�
�G�b�•�Û�Ò�_�c�� -- None --���@/²&g�I�€�r�M���w
� �^�Í�c�
 1 >|  32 �[�M��

ASR Group $��•�†�–�å�±�î�Ç�™�–�«�_�m�~�\�Z�•�_�c�
 �m�~�\�Z�•�–�å�±�î�Ç�™�–�«�b/œ�b  [ASR 
Group ID] �­�Ý�†�¡�Ü�µ�¡�K�r�M���w� �^  ASR Group $��•�b�Ü�«�º�@/²&g�I�€�r�M���|�ƒ�b  ASR 
Group $��•�†�Ü�«�º�?�}4E�¥�K�r�M�� 1 �X�b  ASR Group �_�c�q9×  8 �X�b�–�å�±�î�Ç�™�–�«�†�m�~
�\�Z�•�G�\�@�[�A�r�M���Ú�b�¥�å�¸�Ÿ�«�º�_�
 ASR Group �_�m�~�\�Z�}�€�S�–�å�±�î�Ç�™�–�«�@
�6�•���œ�
�G�€�}�b�–�å�±�î�Ç�™�–�«�c�
#'�~0¿���I�€�Z�8�•�¥�å�¸�Ÿ�«�º�_�P�K�Z�v�œ0£  8 �X�_
�•�˜�å�º�I�€�r�M��

�Ô�î�»

���b/²�c�
�G�b�µ+��†�Q#Ý�[�A�•�Ô�î�»�†&g�K�S�v�b�[�M��

�É�ß�Ÿ�©  ARP
�r�€�_�
�¢�ß�î�Â�Ý  �”�»�Þ�«�_�P�M�•�É�ß�Ÿ�©  ARP �†�¹�•�­�î�È�Ý�_�K�S�‰�@�|�8���œ�v�6�~�r�M��

�Í�«�º�_�|�W�Z  IP �º�Û�Ç�•�µ�¡�@� �L�–�î�§�¿�µ�º  �¿�µ�º�á�î�¡�V�b�9�b�¹�Â�–�«�_3æ�™�I�€�•��
�œ�
�Í�«�º�[�c�Q�b�¹�Â�–�«�b  MAC �”�»�Þ�«�†%±�•�²0[�@�6�~�r�M�� ARP �c�
 IP �”�»�Þ�«�†  MAC 
�”�»�Þ�«�_0Ž�ô�M�•�Þ�–�Ö  2 �É�ß�º�¥�Ý�[�M�� �Í�«�º�c  IP �”�»�Þ�«�b�d�w*…�†�\�a�•  ARP 0[�Ó�†3æ�™
�K�r�M���Q�b  IP �”�»�Þ�«�†�d�w�M�•�¹�Â�–�«�c�
+¬�(�@�d�w*…�[�6�•�G�\�†+¬�(�b  MAC �”�»�Þ�«�[
3É'Å�K�r�M��

�É�ß�Ÿ�©  ARP �c�
�¹�Â�–�«�@  IP �”�»�Þ�«�†�d�w�K�Z�8�^�C�Z�v�
�Q�b�[�w�b  MAC �”�»�Þ�«�[  ARP 
0[�Ó�_�Â'Å�M�•���œ�_�Q#Ý�K�r�M�� NAT �†0¿���K�
�­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�b�–�å�±�î�Ç�™�–�«
�\� �L�¿�µ�º�á�î�¡�V�_�6�•�¢�ß�î�Â�Ý  �”�»�Þ�«�†�æ���M�•�\�
�­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�_�|�W
�Z�É�ß�Ÿ�©  ARP �@�Q#Ý�I�€�r�M���º�Û�Ç�•�µ�¡�@�Í�«�º�_�”�¡�­�«�[�A�•�O�M�b�‰�2�c�
�­�Ÿ�×�Ü
�¸�•  �”�É�Û�–�”�å�«�[�É�ß�Ÿ�©  ARP �@�Q#Ý�I�€�Z�8�•���œ�
 �­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�b  MAC �”
�»�Þ�«�@��
›�¢�ß�î�Â�Ý  �”�»�Þ�«�_�m�~�\�Z�}�€�Z�8�•�\�z�G�M�•�G�\�[�M��

�Ç�“�–�”�˜�›�î�Ý  �Ô�î�» �­�Ÿ�×�Ü�¸�•  �¥�å�¸�Ÿ�«�º

�Ý�î�¸�µ�» 3ñ4# �©�å�¢�Ý

�Ð�Ý�³

�¥�å�¸�Ÿ�«
�º �©�«�¸�Ò

• • — • —
16-49
ASDM �Ø�î�¨  �ž�–�»
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'¨  16 'v       �²�–�¼�Ñ�µ�¡  �Ý�î�¸�•�å�¢�>�|�g�«�±�¸�•�µ�¡  �Ý�î�¸�•�å�¢�b0¿��
  �É�ß�Ÿ�©  ARP
�Ç�•�î�Ý�»

• [Interface]>8�–�å�±�î�Ç�™�–�«�¡�†�M0t/²&g�K�r�M��

• [Proxy ARP Enabled]>8�É�ß�Ÿ�© ARP �@ NAT �¢�ß�î�Â�Ý  �”�»�Þ�«�_�P�K�Z�–�¿�î�È�Ý�_�^�W�Z�8
�•�?�
�¹�•�­�î�È�Ý�_�^�W�Z�8�•�?�†  Yes �r�S�c  No �[/²&g�K�r�M��

• [Enable]>84E�¥�K�S�–�å�±�î�Ç�™�–�«�b�É�ß�Ÿ�©  ARP �†�–�¿�î�È�Ý�_�K�r�M���¹�Ç�›�Ý�º�[�c�

�É�ß�Ÿ�©  ARP �c�M�m�Z�b�–�å�±�î�Ç�™�–�«�_�P�K�Z�–�¿�î�È�Ý�[�M��

• [Disable]>84E�¥�K�S�–�å�±�î�Ç�™�–�«�b�É�ß�Ÿ�©  ARP �†�¹�•�­�î�È�Ý�_�K�r�M��

�Ô�î�»

���b/²�c�
�G�b�µ+��†�Q#Ý�[�A�•�Ô�î�»�†&g�K�S�v�b�[�M��

�Ç�“�–�”�˜�›�î�Ý  �Ô�î�» �­�Ÿ�×�Ü�¸�•  �¥�å�¸�Ÿ�«�º

�Ý�î�¸�µ�» 3ñ4# �©�å�¢�Ý

�Ð�Ý�³

�¥�å�¸�Ÿ�«
�º �©�«�¸�Ò

• • • • —
16-50
ASDM �Ø�î�¨  �ž�–�»
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C H A P T E R 17

�Ð�Ý�³�Ÿ�Õ�«�º  �Ý�î�¸�•�å�¢�b0¿��

�Ð�Ý�³�Ÿ�Õ�«�º  �Ý�î�¸�•�å�¢�c�
�©�å�¢�Ý  �Ý�î�¸�µ�»  �Ô�î�»�[�T�E�§�Ï�î�º�I�€�r�M���G�G�[�c�
��
�b
Æ���_�X�8�Z1��Â�K�r�M��

• �� Multicast��>&P.17-1>'>8�­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�[�b�Ð�Ý�³�Ÿ�Õ�«�º  �Ý�î�¸�•�å�¢�†�–�¿�î�È
�Ý�r�S�c�¹�•�­�î�È�Ý�_�K�r�M��

• �� IGMP��>&P.17-2>'>8�­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�[  IGMP �†0¿���K�r�M��

• �� Multicast Route��>&P.17-8>'>8�«�±�¸�•�µ�¡  �Ð�Ý�³�Ÿ�Õ�«�º  �Ý�î�º�†��*O�K�r�M��

• �� MBoundary��>&P.17-10>'>8'ö#.#Ý�_(
�V�†���u�S�Ð�Ý�³�Ÿ�Õ�«�º  �”�»�Þ�«�b�C#ú�†0¿���K�r�M��

• �� MForwarding��>&P.17-12>'>8�–�å�±�î�Ç�™�–�«�H�\�b�Ð�Ý�³�Ÿ�Õ�«�º3?3æ�†�–�¿�î�È�Ý�r�S�c�¹�•
�­�î�È�Ý�_�K�r�M��

• �� PIM��>&P.17-13>'>8�­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�[  PIM �†0¿���K�r�M��

Multicast
[Multicast] �Ì�–�å�[�c�
�­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�[�b�Ð�Ý�³�Ÿ�Õ�«�º  �Ý�î�¸�•�å�¢�†�–�¿�î�È�Ý
�_�[�A�r�M��

�Ð�Ý�³�Ÿ�Õ�«�º  �Ý�î�¸�•�å�¢�@�–�¿�î�È�Ý�_�^�€�d�
�¹�Ç�›�Ý�º�[�M�m�Z�b�–�å�±�î�Ç�™�–�«�V�b  
IGMP �\  PIM �@�–�¿�î�È�Ý�_�^�~�r�M�� IGMP �c�
%$�K�K)F�I�€�Z�8�•�§�È�¿�µ�º�V�_�¢�Ý�î�É�b�Ó
�å�Â�@�Ñ�~�M�•�?�]�:�?�Û*f�M�•�S�u�_�Q#Ý�I�€�r�M���Í�«�º�c�
 IGMP ���Ì�Ó�µ�­�î�ª�†3æ�™�M�•�G
�\�_�|�~�
�Ð�Ý�³�Ÿ�Õ�«�º  �¢�Ý�î�É�_�g�•�K�r�M�� PIM �c�
�Ð�Ý�³�Ÿ�Õ�«�º  �¹�î�±�¢�Û�Ò�†3?3æ�M�•
�S�u�b3?3æ�¸�î�È�Ý�†)T�â�M�•�S�u�_�Q#Ý�I�€�r�M��

>&�@>' �Ð�Ý�³�Ÿ�Õ�«�º  �Ý�î�¸�•�å�¢�[�c�
 UDP �º�Û�å�«�Ï�î�º  �Þ�–�Ö�T�E�@�§�Ï�î�º�I�€�Z�8�r�M��

�Ç�•�î�Ý�»

[Enable Multicast Routing]>8�G�b�³�™�µ�¡�Î�µ�¡�«�†�œ�å�_�M�•�\�
�­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�[
�b  IP �Ð�Ý�³�Ÿ�Õ�«�º  �Ý�î�¸�•�å�¢�@�–�¿�î�È�Ý�_�^�~�r�M�� IP �Ð�Ý�³�Ÿ�Õ�«�º  �Ý�î�¸�•�å�¢�†�¹�•
�­�î�È�Ý�_�M�•���œ�c�
�G�b�³�™�µ�¡�Î�µ�¡�«�†�œ�Ç�_�K�r�M���¹�Ç�›�Ý�º�[�c�
�Ð�Ý�³�Ÿ�Õ�«�º�c
�¹�•�­�î�È�Ý�_�^�W�Z�8�r�M���Ð�Ý�³�Ÿ�Õ�«�º�†�–�¿�î�È�Ý�_�M�•�\�
�M�m�Z�b�–�å�±�î�Ç�™�–�«�V�[
�Ð�Ý�³�Ÿ�Õ�«�º�@�–�¿�î�È�Ý�_�^�~�r�M���Ð�Ý�³�Ÿ�Õ�«�º�c�–�å�±�î�Ç�™�–�«�H�\�_�¹�•�­�î�È�Ý�_�[
�A�r�M��

�Ô�î�»

���b/²�c�
�G�b�µ+��†�Q#Ý�[�A�•�Ô�î�»�†&g�K�S�v�b�[�M��
17-1
ASDM �Ø�î�¨  �ž�–�»



'¨  17 'v       �Ð�Ý�³�Ÿ�Õ�«�º  �Ý�î�¸�•�å�¢�b0¿��
  IGMP
0ò(ý�_��

���Ð�Ý�³�Ÿ�Õ�«�º  �Ý�î�¸�•�å�¢�b0¿���� >&P.17-1>'

�� IGMP��>&P.17-2>'

�� Multicast Route��>&P.17-8>'

�� MBoundary��>&P.17-10>'

�� MForwarding��>&P.17-12>'

�� PIM��>&P.17-13>'

IGMP
IP �Í�«�º�c�
+¬3��b�¢�Ý�î�É  �Ó�å�Â�î�©�µ�É�†%$�K�K)F�I�€�Z�8�•�Ð�Ý�³�Ÿ�Õ�«�º  �Ý�î�±�_���Ì�M�•
�S�u�_  IGMP �†�Q#Ý�K�r�M�� IGMP �[�c�
�¢�Ý�î�É  �”�»�Þ�«>&�¡�Û�«  D IP �”�»�Þ�«>'�@�Q#Ý�I�€�r
�M���Í�«�º  �¢�Ý�î�É  �”�»�Þ�«�b(
�V�c�
 224.0.0.0 >|  239.255.255.255 �[�M���”�»�Þ�«  224.0.0.0 �@�¢
�Ý�î�É�_�m�~�\�Z�}�€�•�G�\�c�6�~�r�O�‡���”�»�Þ�«  224.0.0.1 �c�
�§�È�¿�µ�º�b�©�«�¸�Ò�M�m�Z�_�m
�~�\�Z�}�€�r�M���”�»�Þ�«  224.0.0.2 �c�
�§�È�¿�µ�º�b�Ý�î�±�M�m�Z�_�m�~�\�Z�}�€�r�M��

�­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�[�b  IGMP �b0¿���_6õ�M�•0ò(ý�_�X�8�Z�c�
���b�›8o% �†�g!·�K�Z�C�T
�I�8��

• �”�¡�­�«  �¢�Ý�î�É

• Join Group

• Protocol

• Static Group

�”�¡�­�«  �¢�Ý�î�É

�”�¡�­�«  �¢�Ý�î�É�c�
�–�å�±�î�Ç�™�–�«�V�[0Á�•�I�€�•�Ð�Ý�³�Ÿ�Õ�«�º  �¢�Ý�î�É�†�D�š�M�•�S�u�b�v
�b�[�M��

�Ç�•�î�Ý�»

• [Access Groups]>8�›�–�å�±�î�Ç�™�–�«�_��*O�I�€�S�”�¡�­�«  �¢�Ý�î�É�@/²&g�I�€�r�M��

�¸�î�È�Ý  �š�å�º�Ü�c�
�V�?�}�W�b8p�[��#.�I�€�r�M��
½�/$×�^�š�å�º�Ü�c�¸�î�È�Ý�b�V�‰�_�
�M
+á$×�^�š�å�º�Ü�c�W�‰�_4Ä*(�K�Z�C�T�I�8���S�\�<�d�
"I���b�Ð�Ý�³�Ÿ�Õ�«�º  �¢�Ý�î�É�†0Á�•�M
�•�S�u�b�”�¡�­�«  �¢�Ý�î�É  �š�å�º�Ü�c�¸�î�È�Ý�b�V�‰�_4Ä*(�K�
0Á�•�Ý�î�Ý�_�æ���I�€�S�¢�Ý�î
�É�^�]�
�M���b�r�\�r�~�†�â�W�S0
�X�b�Ð�Ý�³�Ÿ�Õ�«�º  �¢�Ý�î�É�†�Ä�°�M�•�|�:�^�”�¡�­�«  �¢
�Ý�î�É  �š�å�º�Ü�c�W�‰�_4Ä*(�K�r�M���S�T�K�
�Ä�°�Ý�î�Ý�|�~�v0Á�•�Ý�î�Ý�b�‰�@
ƒ
›$×�_4:#Ý
�I�€�•�S�u�
0Á�•�Ý�î�Ý�_�æ���I�€�Z�8�•�¢�Ý�î�É�c�
�Ä�°�Ý�î�Ý�@4:#Ý�I�€�S���œ�[�v0Á�•�I�€
�r�M��

�Ç�“�–�”�˜�›�î�Ý  �Ô�î�» �­�Ÿ�×�Ü�¸�•  �¥�å�¸�Ÿ�«�º

�Ý�î�¸�µ�» 3ñ4# �©�å�¢�Ý

�Ð�Ý�³

�¥�å�¸�Ÿ�«
�º �©�«�¸�Ò

• — • — —
17-2
ASDM �Ø�î�¨  �ž�–�»
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'¨  17 'v       �Ð�Ý�³�Ÿ�Õ�«�º  �Ý�î�¸�•�å�¢�b0¿��
  IGMP
�¸�î�È�Ý�b�š�å�º�Ü�†�²�È�Ý�¡�Ü�µ�¡�M�•�\�
4E�¥�K�S�š�å�º�Ü�_�P�Â�M�• [Add/Edit Access 
Group] �²�–�”�ß�¢�Î�µ�¡�«�@6ä�A�r�M��

– [Interface]>8�”�¡�­�«  �¢�Ý�î�É�@6õ4��Ü�E�}�€�S�–�å�±�î�Ç�™�–�«�@/²&g�I�€�r�M��

– [Action]>8�”�¡�­�«  �Ý�î�Ý�_�>�8�Z�
0ñ�\�M�•�Ð�Ý�³�Ÿ�Õ�«�º  �¢�Ý�î�É  �”�»�Þ�«�@0Á�•�I�€
�Z�8�•���œ�c�
 [Permit] �@/²&g�I�€�r�M���”�¡�­�«  �Ý�î�Ý�_�>�8�Z�
0ñ�\�M�•�Ð�Ý�³�Ÿ�Õ�«�º  
�¢�Ý�î�É  �”�»�Þ�«�@�Ä�°�I�€�Z�8�•���œ�c�
 [Deny] �@/²&g�I�€�r�M��

– [Multicast Group Address]>8�”�¡�­�«  �Ý�î�Ý�@4:#Ý�I�€�•�Ð�Ý�³�Ÿ�Õ�«�º  �¢�Ý�î�É  �”�»�Þ�«
�@/²&g�I�€�r�M��

– [Netmask]>8�Ð�Ý�³�Ÿ�Õ�«�º  �¢�Ý�î�É  �”�»�Þ�«�b�¿�µ�º�á�î�¡  �Ð�«�¡�@/²&g�I�€�r�M��

• [Insert Before]>8[Add/Edit Access Group] �²�–�”�ß�¢�Î�µ�¡�«�@6ä�A�r�M���¸�î�È�Ý�[4E�¥�K�S�š
�å�º�Ü�b�S�_�‚�K�8�”�¡�­�«  �¢�Ý�î�É  �š�å�º�Ü�†3ã�•�M�•���œ�c�
�G�b�Î�±�å�†�Q#Ý�K�r�M��

• [Insert After]>8[Add/Edit Access Group] �²�–�”�ß�¢�Î�µ�¡�«�@6ä�A�r�M���¸�î�È�Ý�[4E�¥�K�S�š
�å�º�Ü�b�‹�_�‚�K�8�”�¡�­�«  �¢�Ý�î�É  �š�å�º�Ü�†3ã�•�M�•���œ�c�
�G�b�Î�±�å�†�Q#Ý�K�r�M��

• [Add]>8[Add/Edit Access Group] �²�–�”�ß�¢�Î�µ�¡�«�@6ä�A�r�M���¸�î�È�Ý�b�q�‹�•�_�‚�K�8�”�¡
�­�«  �¢�Ý�î�É  �š�å�º�Ü�†3ã�•�M�•���œ�c�
�G�b�Î�±�å�†�Q#Ý�K�r�M��

• [Edit]>8[Add/Edit Access Group] �²�–�”�ß�¢�Î�µ�¡�«�@6ä�A�r�M��4E�¥�K�S�”�¡�­�«  �¢�Ý�î�É  �š
�å�º�Ü�b�_���†�š�f�M�•���œ�c�
�G�b�Î�±�å�†�Q#Ý�K�r�M��

• [Delete]>84E�¥�K�S�”�¡�­�«  �¢�Ý�î�É  �š�å�º�Ü�†�¸�î�È�Ý�?�}�P7V�K�r�M��

�Ô�î�»

���b/²�c�
�G�b�µ+��†�Q#Ý�[�A�•�Ô�î�»�†&g�K�S�v�b�[�M��

Add/Edit Access Group

[Add Access Group] �²�–�”�ß�¢�Î�µ�¡�«�[�c�
�‚�K�8�”�¡�­�«  �¢�Ý�î�É�†  [Access Group] �¸�î�È�Ý�_
3ã�•�[�A�r�M�� [Edit Access Group] �²�–�”�ß�¢�Î�µ�¡�«�[�c�
�¤�Ñ�b�”�¡�­�«  �¢�Ý�î�É  �š�å�º�Ü�b�_
���†�š�f�[�A�r�M���¤�Ñ�b�š�å�º�Ü�†)…7Ÿ�M�•���œ�
�M4Š�b�Ç�•�î�Ý�»�@�È�ß�µ�¡�I�€�Z�8�•�G�\�@�6
�~�r�M��

�Ç�•�î�Ý�»

– [Interface]>8�”�¡�­�«  �¢�Ý�î�É�@6õ4��Ü�E�}�€�S�–�å�±�î�Ç�™�–�«�†4E�¥�K�r�M���¤�Ñ�b�”�¡
�­�«  �¢�Ý�î�É�†)…7Ÿ�K�Z�8�•�\�A�c�
6õ4��–�å�±�î�Ç�™�–�«�c�š�f�[�A�r�O�‡��

– [Action]>84E�¥�K�S�–�å�±�î�Ç�™�–�«�[�Ð�Ý�³�Ÿ�Õ�«�º  �¢�Ý�î�É�†0Á�•�M�•���œ�c  [permit] �†
4E�¥�K�r�M��4E�¥�K�S�–�å�±�î�Ç�™�–�«�?�}�Ð�Ý�³�Ÿ�Õ�«�º  �¢�Ý�î�É�†�Ç�•�Ý�±�Ü�å�¢�M�•
���œ�c�
 [deny] �†4E�¥�K�r�M��

– [Multicast Group Address]>8�”�¡�­�«  �¢�Ý�î�É�@4:#Ý�I�€�•�Ð�Ý�³�Ÿ�Õ�«�º  �¢�Ý�î�É�b�”�»
�Þ�«�†
°�Š�K�r�M��

– [Netmask]>8�Ð�Ý�³�Ÿ�Õ�«�º  �¢�Ý�î�É  �”�»�Þ�«�b�¿�µ�º�á�î�¡  �Ð�«�¡�†
°�Š�M�•�?�
�Ü�«�º
�?�}
¹3û�¿�µ�º�á�î�¡  �Ð�«�¡�†�8�N�€�?  1 �X4E�¥�K�r�M��

�Ç�“�–�”�˜�›�î�Ý  �Ô�î�» �­�Ÿ�×�Ü�¸�•  �¥�å�¸�Ÿ�«�º

�Ý�î�¸�µ�» 3ñ4# �©�å�¢�Ý

�Ð�Ý�³

�¥�å�¸�Ÿ�«
�º �©�«�¸�Ò
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  IGMP
�Ô�î�»

���b/²�c�
�G�b�µ+��†�Q#Ý�[�A�•�Ô�î�»�†&g�K�S�v�b�[�M��

Join Group

�­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�@�Ð�Ý�³�Ÿ�Õ�«�º  �¢�Ý�î�É�b�Ó�å�Â�_�^�•�|�:�_0¿���[�A�r�M�� [Join 
Group] �Ì�–�å�_�c�
�­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�@�Ó�å�Â�_�^�W�Z�8�•�Ð�Ý�³�Ÿ�Õ�«�º  �¢�Ý�î�É�@/²
&g�I�€�r�M��

>&�@>' "I���b�¢�Ý�î�É�b�Ð�Ý�³�Ÿ�Õ�«�º  �Ã�£�µ�º�†�
�Q�b�¢�Ý�î�É�_�“�M�•�­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�_
�v�“�I�€�•�G�\�^�C�
�–�å�±�î�Ç�™�–�«�_3?3æ�M�•���œ�c�
 Static Group�†�g!·�K�Z�C�T�I�8��

�Ç�•�î�Ý�»

• [Join Group]>8�›�–�å�±�î�Ç�™�–�«�b�Ð�Ý�³�Ÿ�Õ�«�º  �¢�Ý�î�É  �Ó�å�Â�î�©�µ�É�@/²&g�I�€�r�M��

– [Interface]>8�­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«  �–�å�±�î�Ç�™�–�«�b�¡�S�@/²&g�I�€�r�M��

– [Multicast Group Address]>8�–�å�±�î�Ç�™�–�«�@�“�M�•�Ð�Ý�³�Ÿ�Õ�«�º  �¢�Ý�î�É�b�”�»�Þ�«�@
/²&g�I�€�r�M��

• [Add]>8[Add/Edit IGMP Join Group] �²�–�”�ß�¢�Î�µ�¡�«�@6ä�A�r�M���–�å�±�î�Ç�™�–�«�_�‚�K�8
�Ð�Ý�³�Ÿ�Õ�«�º  �¢�Ý�î�É  �Ó�å�Â�î�©�µ�É�†3ã�•�M�•���œ�c�
�G�b�Î�±�å�†�Q#Ý�K�r�M��

• [Edit]>8[Add/Edit IGMP Join Group] �²�–�”�ß�¢�Î�µ�¡�«�@6ä�A�r�M���¤�Ñ�b�Ð�Ý�³�Ÿ�Õ�«�º  �¢
�Ý�î�É  �Ó�å�Â�î�©�µ�É  �š�å�º�Ü�†)…7Ÿ�M�•���œ�c�
�G�b�Î�±�å�†�Q#Ý�K�r�M��

�Ô�î�»

���b/²�c�
�G�b�µ+��†�Q#Ý�[�A�•�Ô�î�»�†&g�K�S�v�b�[�M��

Add/Edit IGMP Join Group

�–�å�±�î�Ç�™�–�«�†�Ð�Ý�³�Ÿ�Õ�«�º  �¢�Ý�î�É�b�Ó�å�Â�î�_0¿���M�•���œ�c�
 [Add IGMP Join Group] 
�²�–�”�ß�¢�Î�µ�¡�«�†�Q#Ý�K�r�M���¤�Ñ�b�Ó�å�Â�î�©�µ�É�_���†�š�f�M�•���œ�c�
 [Edit IGMP Join 
Group] �²�–�”�ß�¢�Î�µ�¡�«�†�Q#Ý�K�r�M��

�Ç�“�–�”�˜�›�î�Ý  �Ô�î�» �­�Ÿ�×�Ü�¸�•  �¥�å�¸�Ÿ�«�º

�Ý�î�¸�µ�» 3ñ4# �©�å�¢�Ý

�Ð�Ý�³

�¥�å�¸�Ÿ�«
�º �©�«�¸�Ò

• — • — —

�Ç�“�–�”�˜�›�î�Ý  �Ô�î�» �­�Ÿ�×�Ü�¸�•  �¥�å�¸�Ÿ�«�º

�Ý�î�¸�µ�» 3ñ4# �©�å�¢�Ý

�Ð�Ý�³

�¥�å�¸�Ÿ�«
�º �©�«�¸�Ò
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'¨  17 'v       �Ð�Ý�³�Ÿ�Õ�«�º  �Ý�î�¸�•�å�¢�b0¿��
  IGMP
�Ç�•�î�Ý�»

• [Interface]>8�Ð�Ý�³�Ÿ�Õ�«�º  �¢�Ý�î�É  �Ó�å�Â�î�©�µ�É�†0¿���M�•�­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«  �–
�å�±�î�Ç�™�–�«�b�¡�S�†4E�¥�K�r�M���¤�Ñ�b�š�å�º�Ü�†)…7Ÿ�K�Z�8�•�\�A�c�
�G�b�Í�c�š�f�[�A�r
�O�‡��

• [Multicast Group Address]>8�G�b�Ç�•�î�Ý�»�_�c�
�Ð�Ý�³�Ÿ�Õ�«�º  �¢�Ý�î�É�b�”�»�Þ�«�†
°�Š�K�r
�M���¢�Ý�î�É  �”�»�Þ�«�c�
 224.0.0.0 >|  239.255.255.255 �b�Í�[�6�•�²0[�@�6�~�r�M��

�Ô�î�»

���b/²�c�
�G�b�µ+��†�Q#Ý�[�A�•�Ô�î�»�†&g�K�S�v�b�[�M��

Protocol

[Protocol] �Ì�–�å�_�c�
�­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�V�b�›�–�å�±�î�Ç�™�–�«�b  IGMP �Ã�Û�Ó�î�±�@
/²&g�I�€�r�M��

�Ç�•�î�Ý�»

• [Protocol]>8�›�–�å�±�î�Ç�™�–�«�_0¿���I�€�S  IGMP �Ã�Û�Ó�î�±�@/²&g�I�€�r�M���G�b�¸�î�È�Ý�b
/œ�†�²�È�Ý�¡�Ü�µ�¡�M�•�\�
4E�¥�K�S�–�å�±�î�Ç�™�–�«�†�P1ß�\�K�S [Configure IGMP 
Parameters] �²�–�”�ß�¢�Î�µ�¡�«�@6ä�A�r�M��

– [Interface]>8�–�å�±�î�Ç�™�–�«�b�¡�S�@/²&g�I�€�r�M��

– [Enabled]>8IGMP �@�–�å�±�î�Ç�™�–�«�V�[�–�¿�î�È�Ý�_�^�W�Z�8�•���œ�c�
 [Yes] �@/²&g�I�€
�r�M�� IGMP �@�–�å�±�î�Ç�™�–�«�V�[�¹�•�­�î�È�Ý�_�^�W�Z�8�•���œ�c�
 [No] �@/²&g�I�€�r
�M��

– [Version]>8�–�å�±�î�Ç�™�–�«�V�[�–�¿�î�È�Ý�_�^�W�Z�8�•  IGMP �b�Â�î�ª�Ù�å�@/²&g�I�€�r
�M��

– [Query Interval]>8�æ���K�S�Ý�î�±�?�}  IGMP �Í�«�º�¡�š�Ü�î  �Ó�µ�­�î�ª�@3æ�™�I�€�•�ì6ë6ë
7x�@&Ê�"�)�[/²&g�I�€�r�M��

– [Query Timeout]>8�–�å�±�î�Ç�™�–�«�b�¡�š�Ü�”�@�õ�F�K�Z�?�}�
�­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å
�«�_�|�~�¡�š�Ü�”�@�,�A)E�@�€�•�r�[�b�ì6ë6ë7x�@&Ê�"�)�[/²&g�I�€�r�M��

– [Response Time]>8IGMP �¡�š�Ü�î�[�”�»�Â�±�–�¬�I�€�•�q�±�Â'Å�ì6ë�@&Ê�"�)�[/²&g�I�€�r
�M���G�b0¿���l�b�š�f
Æ���c�
 IGMP �Â�î�ª�Ù�å  2 �_�P�K�Z�T�E�w� �[�M��

– [Group Limit]>8�–�å�±�î�Ç�™�–�«�[0Á�•�I�€�•�q�±�¢�Ý�î�É�X�@/²&g�I�€�r�M��

– [Forward Interface]>84E�¥�K�S�–�å�±�î�Ç�™�–�«�?�}3?3æ�I�€  IGMP �Í�«�º  �Þ�Ï�î�º�b3?3æ
›
�\�^�•�–�å�±�î�Ç�™�–�«�b�¡�S�@/²&g�I�€�r�M��

• [Edit]>84E�¥�K�S�–�å�±�î�Ç�™�–�«�†�P1ß�\�K�S [Configure IGMP Parameters] �²�–�”�ß�¢�Î�µ�¡
�«�@6ä�A�r�M��

�Ô�î�»

���b/²�c�
�G�b�µ+��†�Q#Ý�[�A�•�Ô�î�»�†&g�K�S�v�b�[�M��

�Ç�“�–�”�˜�›�î�Ý  �Ô�î�» �­�Ÿ�×�Ü�¸�•  �¥�å�¸�Ÿ�«�º

�Ý�î�¸�µ�» 3ñ4# �©�å�¢�Ý

�Ð�Ý�³

�¥�å�¸�Ÿ�«
�º �©�«�¸�Ò
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  IGMP
Configure IGMP Parameters

[Configure IGMP Parameters] �²�–�”�ß�¢�Î�µ�¡�«�[�c�
 IGMP �†�¹�•�­�î�È�Ý�_�K�
4E�¥�K�S�–�å
�±�î�Ç�™�–�«�V�b  IGMP �Ã�Û�Ó�î�±�†�š�f�[�A�r�M��

�Ç�•�î�Ý�»

• [Name]>80¿���P1ß�\�^�•�–�å�±�î�Ç�™�–�«�b�¡�S�@/²&g�I�€�r�M���G�b�Ç�•�î�Ý�»�_/²&g�I�€�•
�_���c�š�f�[�A�r�O�‡��

• [Enable IGMP]>8�G�b�³�™�µ�¡�Î�µ�¡�«�†�œ�å�_�M�•�\�
�–�å�±�î�Ç�™�–�«�@�–�¿�î�È�Ý�_�^�~�r
�M���–�å�±�î�Ç�™�–�«�[  IGMP �†�¹�•�­�î�È�Ý�_�M�•���œ�c�
�G�b�³�™�µ�¡�Î�µ�¡�«�†�œ�Ç�_�K
�r�M���­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�[�b�Ð�Ý�³�Ÿ�Õ�«�º  �Ý�î�¸�•�å�¢�†�–�¿�î�È�Ý�_�K�Z�6�•��
�œ�
 IGMP �c�¹�Ç�›�Ý�º�[�–�¿�î�È�Ý�_�^�W�Z�8�r�M��

• [Version]>8�–�å�±�î�Ç�™�–�«�[�–�¿�î�È�Ý�_�M�•  IGMP �b�Â�î�ª�Ù�å�†4E�¥�K�r�M�� IGMP �Â�î
�ª�Ù�å  1 �†�–�¿�î�È�Ý�_�M�•�_�c  1 �†4E�¥�K�
 IGMP �Â�î�ª�Ù�å  2 �†�–�¿�î�È�Ý�_�M�•�_�c  2 �†4E
�¥�K�r�M���M4Š�b�µ+��[�c�
 IGMP �Â�î�ª�Ù�å  2 �@�²0[�_�^�~�r�M���¹�Ç�›�Ý�º�b���œ�
�­�Ÿ�×�Ü
�¸�•  �”�É�Û�–�”�å�«�[�Q#Ý�I�€�•�b�c  IGMP �Â�î�ª�Ù�å  2 �[�M��

• [Query Interval]>8�æ���K�S�Ý�î�±�?�}  IGMP �Í�«�º�¡�š�Ü�î  �Ó�µ�­�î�ª�@3æ�™�I�€�•�ì6ë6ë7x�†
&Ê�"�)�[
°�Š�K�r�M���w� �^�Í�b(
�V�c  1 >|  3600 &Ê�[�M���¹�Ç�›�Ý�º�Í�c  125 &Ê�[�M��

• [Query Timeout]>8�–�å�±�î�Ç�™�–�«�b�¡�š�Ü�”�@�õ�F�K�Z�?�}�
�­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�_
�|�~�¡�š�Ü�”�@�,�A)E�@�€�•�r�[�b�ì6ë6ë7x�†&Ê�"�)�[
°�Š�K�r�M���w� �^�Í�b(
�V�c  60 >|  300 
&Ê�[�M���¹�Ç�›�Ý�º�Í�c  255 &Ê�[�M��

• [Response Time]>8IGMP �¡�š�Ü�î�[�”�»�Â�±�–�¬�I�€�•�q�±�Â'Å�ì6ë�†&Ê�"�)�[
°�Š�K�r�M���­
�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�[�c�
�æ���K�S�Â'Å�ì6ë
Æ�_�Í�«�º  �Þ�Ï�î�º�@�w�™�[�A�^�8���œ�

IGMP �¢�Ý�î�É�@�É�Ý�î�½�å�¢�I�€�r�M���G�b�Í�†�`�I�C�M�•�\�
�­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«
�[�¢�Ý�î�É�b�É�Ý�î�½�å�¢�@/œ�ƒ�€�•�r�[�b�ì6ë�@%·�C�^�~�r�M���w� �^�Í�b(
�V�c  1 >|  12 &Ê�[
�M���¹�Ç�›�Ý�º�Í�c  10 &Ê�[�M���G�b�Í�b�š�f�c�
 IGMP Version 2 �b���œ�_�T�E�w� �[�M��

• [Group Limit]>8�–�å�±�î�Ç�™�–�«�V�[�•
°�M�•�q�±�Í�«�º�X�†
°�Š�K�r�M���w� �^�Í�b(
�V�c  1 
>|  500 �[�M���¹�Ç�›�Ý�º�Í�c  500 �[�M��

• [Forward Interface]>8IGMP �Í�«�º  �Þ�Ï�î�º�b3æ�™
›�\�^�•�–�å�±�î�Ç�™�–�«�b�¡�S�†4E�¥�K�r
�M���Í�«�º  �Þ�Ï�î�º�b3?3æ�†�¹�•�­�î�È�Ý�_�M�•���œ�
 [None] �†4E�¥�K�r�M���¹�Ç�›�Ý�º�[�c�

�Í�«�º  �Þ�Ï�î�º�c3?3æ�I�€�r�O�‡��

�Ô�î�»

���b/²�c�
�G�b�µ+��†�Q#Ý�[�A�•�Ô�î�»�†&g�K�S�v�b�[�M��

�Ç�“�–�”�˜�›�î�Ý  �Ô�î�» �­�Ÿ�×�Ü�¸�•  �¥�å�¸�Ÿ�«�º

�Ý�î�¸�µ�» 3ñ4# �©�å�¢�Ý

�Ð�Ý�³

�¥�å�¸�Ÿ�«
�º �©�«�¸�Ò
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  IGMP
Static Group

�¿�µ�º�á�î�¡�V�b�Í�«�º�_�|�W�Z�c�
 IGMP �¡�š�Ü�î�_�Â'Å�K�^�8�|�:0¿���I�€�Z�8�•�G�\�@�6�~�r
�M���K�?�K�
�Q�:�K�S�¿�µ�º�á�î�¡  �­�¢�Ó�å�º�_�P�K�Z�v�
�Ð�Ý�³�Ÿ�Õ�«�º  �º�Û�Ç�•�µ�¡�†3?3æ�M�•
�G�\�@�²0[�\�^�•���œ�v�6�~�r�M���Ð�Ý�³�Ÿ�Õ�«�º  �º�Û�Ç�•�µ�¡�†�¿�µ�º�á�î�¡  �­�¢�Ó�å�º�_�É�Ý�M
�•�‰�2�@ 2 �X�6�~�r�M��

• [Join Group] �Ì�–�å�[�
�–�å�±�î�Ç�™�–�«�†�Ð�Ý�³�Ÿ�Õ�«�º  �¢�Ý�î�É�b�Ó�å�Â�î�\�K�Z0¿���K�r
�M���G�b�‰�2�†�Q#Ý�M�•�\�
�­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�[�c�
�æ���K�S�–�å�±�î�Ç�™�–�«�_�Ð
�Ý�³�Ÿ�Õ�«�º  �Ã�£�µ�º�@3?3æ�I�€�•�T�E�[�^�C�
�Q�b�Ã�£�µ�º�@�v�“�I�€�r�M��

• [Static Group] �Ì�–�å�[�
�­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�†�
�«�±�¸�•�µ�¡�_�K)F�I�€�S�¢�Ý�î�É  �Ó
�å�Â�î�\�K�Z0¿���K�r�M���G�b�‰�2�†�Q#Ý�K�S���œ�
�­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�[�c�
�Ã�£�µ
�º�@3?3æ�I�€�•�T�E�[�
�Ã�£�µ�º+¬�/�c�v�“�I�€�r�O�‡���Q�b�S�u�
�«�–�µ�³�å�¢�@9×3ÿ�_���‹�I
�€�r�M��$Î�™�–�å�±�î�Ç�™�–�«�c  IGMP �Ÿ�Õ�µ�©�×�_/²&g�I�€�r�M�@�
�–�å�±�î�Ç�™�–�«+¬�/�c
�Ð�Ý�³�Ÿ�Õ�«�º  �¢�Ý�î�É�b�Ó�å�Â�î�[�c�6�~�r�O�‡��

�Ç�•�î�Ý�»

• [Static Group]>8�›�–�å�±�î�Ç�™�–�«�_�P�K�Z�«�±�¸�•�µ�¡�_�m�~�\�Z�}�€�S�Ð�Ý�³�Ÿ�Õ�«�º  �¢
�Ý�î�É�@/²&g�I�€�r�M��

– [Interface]>8�­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«  �–�å�±�î�Ç�™�–�«�b�¡�S�@/²&g�I�€�r�M��

– [Multicast Group Address]>8�–�å�±�î�Ç�™�–�«�_�m�~�\�Z�}�€�S�Ð�Ý�³�Ÿ�Õ�«�º  �¢�Ý�î�É�b�”
�»�Þ�«�@/²&g�I�€�r�M��

• [Add]>8[Add/Edit IGMP Static Group] �²�–�”�ß�¢�Î�µ�¡�«�@6ä�A�r�M���–�å�±�î�Ç�™�–�«�_�‚�K
�8�«�±�¸�•�µ�¡  �¢�Ý�î�É�†�m�~�\�Z�•���œ�c�
�G�b�Î�±�å�†�Q#Ý�K�r�M��

• [Edit]>8[Add/Edit IGMP Static Group] �²�–�”�ß�¢�Î�µ�¡�«�@6ä�A�r�M���¤�Ñ�b�«�±�¸�•�µ�¡  �¢
�Ý�î�É  �Ó�å�Â�î�©�µ�É�†)…7Ÿ�M�•���œ�c�
�G�b�Î�±�å�†�Q#Ý�K�r�M��

�Ô�î�»

���b/²�c�
�G�b�µ+��†�Q#Ý�[�A�•�Ô�î�»�†&g�K�S�v�b�[�M��

�Ç�“�–�”�˜�›�î�Ý  �Ô�î�» �­�Ÿ�×�Ü�¸�•  �¥�å�¸�Ÿ�«�º

�Ý�î�¸�µ�» 3ñ4# �©�å�¢�Ý

�Ð�Ý�³

�¥�å�¸�Ÿ�«
�º �©�«�¸�Ò

• — • — —

�Ç�“�–�”�˜�›�î�Ý  �Ô�î�» �­�Ÿ�×�Ü�¸�•  �¥�å�¸�Ÿ�«�º

�Ý�î�¸�µ�» 3ñ4# �©�å�¢�Ý

�Ð�Ý�³

�¥�å�¸�Ÿ�«
�º �©�«�¸�Ò
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'¨  17 'v       �Ð�Ý�³�Ÿ�Õ�«�º  �Ý�î�¸�•�å�¢�b0¿��
  Multicast Route
Add/Edit IGMP Static Group

�–�å�±�î�Ç�™�–�«�_�P�K�Z�Ð�Ý�³�Ÿ�Õ�«�º  �¢�Ý�î�É�†�«�±�¸�•�µ�¡�_�m�~�\�Z�•���œ�c�
 [Add IGMP 
Static Group] �²�–�”�ß�¢�Î�µ�¡�«�†�Q#Ý�K�r�M���¤�Ñ�b�«�±�¸�•�µ�¡  �¢�Ý�î�É�b�m�~�\�Z�†�š�f�M�•
���œ�c�
 [Edit IGMP Static Group] �²�–�”�ß�¢�Î�µ�¡�«�†�Q#Ý�K�r�M��

�Ç�•�î�Ý�»

• [Interface]>8�Ð�Ý�³�Ÿ�Õ�«�º  �¢�Ý�î�É�†0¿���M�•�­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«  �–�å�±�î�Ç�™�–�«
�b�¡�S�†4E�¥�K�r�M���¤�Ñ�b�š�å�º�Ü�†)…7Ÿ�K�Z�8�•�\�A�c�
�G�b�Í�c�š�f�[�A�r�O�‡��

• [Multicast Group Address]>8�G�b�Ç�•�î�Ý�»�_�c�
�Ð�Ý�³�Ÿ�Õ�«�º  �¢�Ý�î�É�b�”�»�Þ�«�†
°�Š�K�r
�M���¢�Ý�î�É  �”�»�Þ�«�c�
 224.0.0.0 >|  239.255.255.255 �b�Í�[�6�•�²0[�@�6�~�r�M��

�Ô�î�»

���b/²�c�
�G�b�µ+��†�Q#Ý�[�A�•�Ô�î�»�†&g�K�S�v�b�[�M��

Multicast Route
�«�±�¸�•�µ�¡  �Ð�Ý�³�Ÿ�Õ�«�º  �Ý�î�º�†��*O�M�•�\�
�Ð�Ý�³�Ÿ�Õ�«�º  �º�Û�Ç�•�µ�¡�†�Ø�½�Ÿ�Õ�«�º  �º�Û
�Ç�•�µ�¡�?�}�(7³�[�A�r�M���S�\�<�d�
3æ�™
–�\��
›�b6ë�b�Ã�«�[�Ð�Ý�³�Ÿ�Õ�«�º  �Ý�î�¸�•�å�¢�@�§
�Ï�î�º�I�€�Z�8�^�8���œ�c�
�Q�b0Ž�ô'Ç�\�K�Z�
 2 �X�b�Ð�Ý�³�Ÿ�Õ�«�º  �¹�Â�–�«�b6ë�_  GRE �º�å�¿�Ý
�†0¿���K�
�Ð�Ý�³�Ÿ�Õ�«�º  �Ã�£�µ�º�†�Q�b�º�å�¿�Ý)�#ä�[3æ�™�K�r�M��

�«�±�¸�•�µ�¡  �Ð�Ý�³�Ÿ�Õ�«�º  �Ý�î�º�c�
�­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�_�P�K�Z�ß�î�•�Ý�[�6�~�
�”�»
�Â�±�–�¬�r�S�c
Ì4Ä�x�I�€�•�G�\�c�6�~�r�O�‡��

�Ç�•�î�Ý�»

• [Multicast Route]>8�­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�[�«�±�¸�•�µ�¡�_��*O�I�€�S�Ð�Ý�³�Ÿ�Õ�«�º  
�Ý�î�º�@/²&g�I�€�r�M���¸�î�È�Ý�b�š�å�º�Ü�†�²�È�Ý�¡�Ü�µ�¡�M�•�\�
�Q�b�š�å�º�Ü�_�P�Â�M�•  
[Add/Edit Multicast Route] �²�–�”�ß�¢�Î�µ�¡�«�@6ä�A�r�M��

– [Source Address]>8�Ð�Ý�³�Ÿ�Õ�«�º3æ�™
–�b  IP �”�»�Þ�«�\�Ð�«�¡�@  CIDR /²0°�[/²&g�I�€�r
�M��

– [Source Interface]>8�Ð�Ý�³�Ÿ�Õ�«�º  �Ý�î�º�b%T�™�–�å�±�î�Ç�™�–�«�@/²&g�I�€�r�M��

– [Destination Interface]>8�Ð�Ý�³�Ÿ�Õ�«�º  �Ý�î�º�b$Î�™�–�å�±�î�Ç�™�–�«�@/²&g�I�€�r�M��

– [Admin Distance]>8�«�±�¸�•�µ�¡  �Ð�Ý�³�Ÿ�Õ�«�º  �Ý�î�º�b�”�»�Ñ�½�«�º�Þ�î�¸�•�È  �¹�•�«�±
�å�«�@/²&g�I�€�r�M��

• [Add]>8[Add/Edit Multicast Route] �²�–�”�ß�¢�Î�µ�¡�«�@6ä�A�r�M���‚�K�8�«�±�¸�•�µ�¡  �Ý�î�º�†
3ã�•�M�•���œ�c�
�G�b�Î�±�å�†�Q#Ý�K�r�M��

• [Edit]>8[Add/Edit Multicast Route] �²�–�”�ß�¢�Î�µ�¡�«�@6ä�A�r�M��4E�¥�K�S�«�±�¸�•�µ�¡  �Ð�Ý�³
�Ÿ�Õ�«�º  �Ý�î�º�†�š�f�M�•���œ�c�
�G�b�Î�±�å�†�Q#Ý�K�r�M��

• [Delete]>84E�¥�K�S�«�±�¸�•�µ�¡  �Ý�î�º�†�P7V�M�•���œ�c�
�G�b�Î�±�å�†�Q#Ý�K�r�M��

�Ç�“�–�”�˜�›�î�Ý  �Ô�î�» �­�Ÿ�×�Ü�¸�•  �¥�å�¸�Ÿ�«�º

�Ý�î�¸�µ�» 3ñ4# �©�å�¢�Ý

�Ð�Ý�³

�¥�å�¸�Ÿ�«
�º �©�«�¸�Ò
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'¨  17 'v       �Ð�Ý�³�Ÿ�Õ�«�º  �Ý�î�¸�•�å�¢�b0¿��
  Multicast Route
�Ô�î�»

���b/²�c�
�G�b�µ+��†�Q#Ý�[�A�•�Ô�î�»�†&g�K�S�v�b�[�M��

Add/Edit Multicast Route

�­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�_�‚�K�8�«�±�¸�•�µ�¡  �Ð�Ý�³�Ÿ�Õ�«�º  �Ý�î�º�†3ã�•�M�•���œ�c�
 [Add 
Multicast Route] �²�–�”�ß�¢�Î�µ�¡�«�†�Q#Ý�K�r�M���¤�Ñ�b�«�±�¸�•�µ�¡  �Ð�Ý�³�Ÿ�Õ�«�º  �Ý�î�º�†�š
�f�M�•���œ�c�
 [Edit Multicast Route] �²�–�”�ß�¢�Î�µ�¡�«�†�Q#Ý�K�r�M��

�Ç�•�î�Ý�»

• [Source Address]>8�Ð�Ý�³�Ÿ�Õ�«�º3æ�™
–�b  IP �”�»�Þ�«�†
°�Š�K�r�M���¤�Ñ�b�«�±�¸�•�µ�¡  �Ð�Ý
�³�Ÿ�Õ�«�º  �Ý�î�º�†)…7Ÿ�K�Z�8�•�\�A�c�
�G�b�Í�c�š�f�[�A�r�O�‡��

• [Source Mask]>8�Ð�Ý�³�Ÿ�Õ�«�º3æ�™
–�b  IP �”�»�Þ�«�b�¿�µ�º�á�î�¡  �Ð�«�¡�†
°�Š�M�•�?�
�Ü�«�º
�?�}
¹3û�Ð�«�¡�†4E�¥�K�r�M���¤�Ñ�b�«�±�¸�•�µ�¡  �Ð�Ý�³�Ÿ�Õ�«�º  �Ý�î�º�†)…7Ÿ�K�Z�8�•�\�A�c�

�G�b�Í�c�š�f�[�A�r�O�‡��

• [Source Interface]>8�Ð�Ý�³�Ÿ�Õ�«�º  �Ý�î�º�b%T�™�–�å�±�î�Ç�™�–�«�†4E�¥�K�r�M��

• [Destination Interface]>8>&�õ�–>'�Ð�Ý�³�Ÿ�Õ�«�º  �Ý�î�º�b$Î�™�–�å�±�î�Ç�™�–�«�†4E�¥�K�r�M����

›�–�å�±�î�Ç�™�–�«�†�æ���K�S���œ�
�Ý�î�º�c4E�¥�K�S�–�å�±�î�Ç�™�–�«)�#ä�[3?3æ�I�€�r�M����

›�–�å�±�î�Ç�™�–�«�†4E�¥�K�^�8���œ�
�Ý�î�º�b3?3æ�_�c  RPF �@�Q#Ý�I�€�r�M��

• [Admin Distance]>8�«�±�¸�•�µ�¡  �Ð�Ý�³�Ÿ�Õ�«�º  �Ý�î�º�b�”�»�Ñ�½�«�º�Þ�î�¸�•�È  �¹�•�«�±�å�«
�†
°�Š�K�r�M���«�±�¸�•�µ�¡  �Ð�Ý�³�Ÿ�Õ�«�º  �Ý�î�º�b�”�»�Ñ�½�«�º�Þ�î�¸�•�È  �¹�•�«�±�å�«�@�Ø
�½�Ÿ�Õ�«�º  �Ý�î�º�b�”�»�Ñ�½�«�º�Þ�î�¸�•�È  �¹�•�«�±�å�«�\� �L�[�6�•���œ�c�
�«�±�¸�•�µ�¡  �Ð
�Ý�³�Ÿ�Õ�«�º  �Ý�î�º�@
ƒ
›�I�€�r�M��

�Ô�î�»

���b/²�c�
�G�b�µ+��†�Q#Ý�[�A�•�Ô�î�»�†&g�K�S�v�b�[�M��

�Ç�“�–�”�˜�›�î�Ý  �Ô�î�» �­�Ÿ�×�Ü�¸�•  �¥�å�¸�Ÿ�«�º

�Ý�î�¸�µ�» 3ñ4# �©�å�¢�Ý

�Ð�Ý�³

�¥�å�¸�Ÿ�«
�º �©�«�¸�Ò

• — • — —

�Ç�“�–�”�˜�›�î�Ý  �Ô�î�» �­�Ÿ�×�Ü�¸�•  �¥�å�¸�Ÿ�«�º

�Ý�î�¸�µ�» 3ñ4# �©�å�¢�Ý

�Ð�Ý�³

�¥�å�¸�Ÿ�«
�º �©�«�¸�Ò
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'¨  17 'v       �Ð�Ý�³�Ÿ�Õ�«�º  �Ý�î�¸�•�å�¢�b0¿��
  MBoundary
MBoundary
[MBoundary] �Ì�–�å�[�c�
'ö#.#Ý�_(
�V�†���u�S�Ð�Ý�³�Ÿ�Õ�«�º  �”�»�Þ�«�b�Ð�Ý�³�Ÿ�Õ�«�º�C#ú�†0¿
���[�A�r�M���Ð�Ý�³�Ÿ�Õ�«�º�C#ú�_�|�~�
�Ð�Ý�³�Ÿ�Õ�«�º  �¹�î�±  �Ã�£�µ�º  �Ç�ß�î�@�D7H�I�€�
� �L�Ð
�Ý�³�Ÿ�Õ�«�º  �¢�Ý�î�É  �”�»�Þ�«�†0
�X�b'ö#.�»�Ó�–�å�[
Ì�<#Ý�[�A�•�|�:�_�^�~�r�M���–�å�±�î�Ç�™
�–�«�_�P�K�Z�Ð�Ý�³�Ÿ�Õ�«�º�C#ú�@��*O�I�€�Z�8�•���œ�
�Ç�•�Ý�±  ACL �_�|�~0Á�•�I�€�S�Ð�Ý�³�Ÿ�Õ
�«�º  �º�Û�Ç�•�µ�¡�T�E�@�
�Q�b�–�å�±�î�Ç�™�–�«�†3û4#�K�r�M��

�Ç�•�î�Ý�»

[Multicast Boundary] �¸�î�È�Ý�_�c�
���b�_���@/²&g�I�€�r�M���¸�î�È�Ý  �š�å�º�Ü�†�²�È�Ý�¡�Ü�µ�¡�M
�•�\�
�Ð�Ý�³�Ÿ�Õ�«�º�C#ú�b�Ç�•�Ý�±0¿���†)…7Ÿ�[�A�r�M��

• [Interface]>8�¹�Â�–�«�V�b�–�å�±�î�Ç�™�–�«�@�M0t/²&g�I�€�r�M��

• [Boundary Filter]>8�æ���K�S�–�å�±�î�Ç�™�–�«�b�C#ú�Ç�•�Ý�±  �š�å�º�Ü�@�M0t/²&g�I�€�r�M���G�b
�•�Û�Ò�[�c�
�Ð�Ý�³�Ÿ�Õ�«�º�C#ú�@��*O�I�€�Z�8�^�8�–�å�±�î�Ç�™�–�«�_�P�K�Z�
 �� No Boundary 
Filters Configured���\/²&g�I�€�r�M��

• [AutoFilter]>8Auto-RP �Ó�µ�­�î�ª�@�C#ú  ACL �_�|�~�Ä�°�I�€�S�?�]�:�?�@/²&g�I�€�r�M��
[AutoFilter] �@�–�¿�î�È�Ý�_�^�W�Z�8�•���œ�
 Auto-RP �Ó�µ�­�î�ª�b�Ç�ß�î�v  ACL �_�|�W�Z�D7H
�I�€�r�M�� [AutoFilter] �@�¹�•�­�î�È�Ý�_�^�W�Z�8�•���œ�c�
�M�m�Z�b  Auto-RP �Ó�µ�­�î�ª�@�–�å
�±�î�Ç�™�–�«�†3û4#�K�r�M���¹�Ç�›�Ý�º�[�c�
�G�b�µ+��c�¹�•�­�î�È�Ý�_�^�W�Z�8�r�M��

[Boundary] �¸�î�È�Ý�b�š�å�º�Ü�_�P�K�Z�c�
���b�”�¡�©�Ù�å�†��/œ�[�A�r�M��

• [Edit]>8[Edit Boundary Filter] �²�–�”�ß�¢�Î�µ�¡�«�@6ä�A�r�M��

�Ô�î�»

���b/²�c�
�G�b�µ+��†�Q#Ý�[�A�•�Ô�î�»�†&g�K�S�v�b�[�M��

Edit Boundary Filter

[Edit Boundary Filter] �²�–�”�ß�¢�Î�µ�¡�«�_�c�
�Ð�Ý�³�Ÿ�Õ�«�º�C#ú�Ç�•�Ý�±  ACL �@/²&g�I�€�r�M��
�G�b�²�–�”�ß�¢�Î�µ�¡�«�†�Q#Ý�M�€�d�
�C#ú�Ç�•�Ý�±  ACL �š�å�º�Ü�†3ã�•�K�S�~�P7V�K�S�~�[�A�r
�M��

�C#ú�Ç�•�Ý�±�b�¥�å�Ç�•� �×�Þ�î�©�Ù�å�@�­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�_4:#Ý�I�€�•�\�
��/œ�¥�å
�Ç�•� �×�Þ�î�©�Ù�å�_�c�
 interface-name_multicast �\�8�:�¡�S�b  ACL �@/²&g�I�€�r�M���S�T�K�

interface-name �c�
�Ð�Ý�³�Ÿ�Õ�«�º�C#ú�Ç�•�Ý�±�@4:#Ý�I�€�•�–�å�±�î�Ç�™�–�«�b�¡�S�[�M���Q�b�|�:
�^�¡�S�b  ACL �@�M�[�_�Ñ�~�K�Z�8�S���œ�c�
�¡�S�_$��•�@3ã�•�I�€�r�M>& inside_multicast_1 �^�]>' ��

�Ç�•�î�Ý�»

• [Interface]>8�Ð�Ý�³�Ÿ�Õ�«�º�C#ú�Ç�•�Ý�±  ACL �†0¿���K�Z�8�•�–�å�±�î�Ç�™�–�«�@/²&g�I�€�r�M��

• [Remove any Auto-RP group range]>8�C#ú ACL �_�|�~�Ä�°�I�€�S3æ�™
–�?�}�b  Auto-RP �Ó�µ�­�î
�ª�†�Ç�•�Ý�±�Ü�å�¢�M�•���œ�c�
�G�b�³�™�µ�¡�Î�µ�¡�«�†�œ�å�_�K�r�M���³�™�µ�¡�Î�µ�¡�«�†�œ�Ç
�_�M�•�\�
�M�m�Z�b  Auto-RP �Ó�µ�­�î�ª�@3û4#�K�r�M��

�Ç�“�–�”�˜�›�î�Ý  �Ô�î�» �­�Ÿ�×�Ü�¸�•  �¥�å�¸�Ÿ�«�º

�Ý�î�¸�µ�» 3ñ4# �©�å�¢�Ý

�Ð�Ý�³

�¥�å�¸�Ÿ�«
�º �©�«�¸�Ò
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'¨  17 'v       �Ð�Ý�³�Ÿ�Õ�«�º  �Ý�î�¸�•�å�¢�b0¿��
  MBoundary
[Boundary Filter] �¸�î�È�Ý�_�c�
���b�_���@/²&g�I�€�r�M��

• [Action]>8�Ç�•�Ý�±  �š�å�º�Ü�b�”�¡�©�Ù�å�@/²&g�I�€�r�M�� [Permit] �@/²&g�I�€�Z�8�•���œ�c�
�æ
���K�S�º�Û�Ç�•�µ�¡�b3û4#�@0Á�•�I�€�r�M�� [Deny] �@/²&g�I�€�Z�8�•���œ�c�
�æ���K�S�º�Û
�Ç�•�µ�¡�_�|�•�–�å�±�î�Ç�™�–�«�b3û4#�@�Ä�°�I�€�r�M���–�å�±�î�Ç�™�–�«�_�P�K�Z�Ð�Ý�³�Ÿ�Õ�«
�º�C#ú�Ç�•�Ý�±�@0¿���I�€�Z�8�•���œ�
�¹�Ç�›�Ý�º�[�c�
�Ð�Ý�³�Ÿ�Õ�«�º  �º�Û�Ç�•�µ�¡�c�Ä�°�I
�€�r�M��

• [Network Address]>80Á�•�I�€�•�r�S�c�Ä�°�I�€�•�¢�Ý�î�É�b�Ð�Ý�³�Ÿ�Õ�«�º  �¢�Ý�î�É  �”�»�Þ�«�@
/²&g�I�€�r�M��

• [Netmask]>8�Ð�Ý�³�Ÿ�Õ�«�º  �¢�Ý�î�É  �”�»�Þ�«�_4:#Ý�I�€�•�¿�µ�º�á�î�¡  �Ð�«�¡�@/²&g�I�€�r�M��

[Boundary Filter] �¸�î�È�Ý�_�P�K�Z�c�
���b�”�¡�©�Ù�å�†��/œ�[�A�r�M��

• [Insert]>84E�¥�K�S�š�å�º�Ü�b�S�_�¿�–�Â�î  �Ç�•�Ý�±  �š�å�º�Ü�†��
°�K�r�M��

• [Add]>84E�¥�K�S�š�å�º�Ü�b�‹�•�_�¿�–�Â�î  �Ç�•�Ý�±  �š�å�º�Ü�†3ã�•�K�r�M��

• [Edit]>84E�¥�K�S�C#ú�Ç�•�Ý�±�†)…7Ÿ�K�r�M��

• [Delete]>84E�¥�K�S�¿�–�Â�î  �Ç�•�Ý�±  �š�å�º�Ü�†�P7V�K�r�M��

�Ô�î�»

���b/²�c�
�G�b�µ+��†�Q#Ý�[�A�•�Ô�î�»�†&g�K�S�v�b�[�M��

Add/Edit/Insert Neighbor Filter Entry

[Add/Edit/Insert Neighbor Filter Entry] �²�–�”�ß�¢�Î�µ�¡�«�[�c�
 �Ð�Ý�³�Ÿ�Õ�«�º�C#ú  ACL �b  ACL �š
�å�º�Ü�†�8�B�[�A�r�M��

�Ç�•�î�Ý�»

• [Action]>8�¿�–�Â�î  �Ç�•�Ý�±  ACL �š�å�º�Ü�_�P�K�Z  [Permit] �r�S�c  [Deny] �†4E�¥�K�r�M��
[Permit] �†4E�¥�M�•�\�
�–�å�±�î�Ç�™�–�«�†�Ó�K�S�Ð�Ý�³�Ÿ�Õ�«�º  �¢�Ý�î�É�b�”�»�Â�±�–�¬�Ó�å
�º�@0Á�•�I�€�r�M�� [Deny] �†4E�¥�M�•�\�
�æ���K�S�Ð�Ý�³�Ÿ�Õ�«�º  �¢�Ý�î�É  �”�»�Â�±�–�¬�Ó�å�º
�_�|�•�–�å�±�î�Ç�™�–�«�b3û4#�@�Ä�°�I�€�r�M���–�å�±�î�Ç�™�–�«�_�P�K�Z�Ð�Ý�³�Ÿ�Õ�«�º�C#ú�†
0¿���M�•�\�
�¿�–�Â�î  �Ç�•�Ý�±  �š�å�º�Ü�[0Á�•�I�€�Z�8�^�87H�~�
�M�m�Z�b�Ð�Ý�³�Ÿ�Õ�«�º  �º�Û
�Ç�•�µ�¡�@�
�–�å�±�î�Ç�™�–�«�b3û4#�†�Ä�°�I�€�r�M��

• [Multicast Group Address]>80Á�•�I�€�•�r�S�c�Ä�°�I�€�•�Ð�Ý�³�Ÿ�Õ�«�º  �¢�Ý�î�É�b�”�»�Þ�«�†
°
�Š�K�r�M���w� �^�¢�Ý�î�É  �”�»�Þ�«�b(
�V�c�
 224.0.0.0 >|  239.255.255.255 �[�M��

• [Netmask]>8�Ð�Ý�³�Ÿ�Õ�«�º  �¢�Ý�î�É  �”�»�Þ�«�b�¿�µ�º�Ð�«�¡�†
°�Š�r�S�c4E�¥�K�r�M��

�Ô�î�»

���b/²�c�
�G�b�µ+��†�Q#Ý�[�A�•�Ô�î�»�†&g�K�S�v�b�[�M��

�Ç�“�–�”�˜�›�î�Ý  �Ô�î�» �­�Ÿ�×�Ü�¸�•  �¥�å�¸�Ÿ�«�º

�Ý�î�¸�µ�» 3ñ4# �©�å�¢�Ý

�Ð�Ý�³

�¥�å�¸�Ÿ�«
�º �©�«�¸�Ò

• — • — —
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'¨  17 'v       �Ð�Ý�³�Ÿ�Õ�«�º  �Ý�î�¸�•�å�¢�b0¿��
  MForwarding
MForwarding
[MForwarding] �Ì�–�å�[�c�
�–�å�±�î�Ç�™�–�«�H�\�_�Ð�Ý�³�Ÿ�Õ�«�º3?3æ�†�¹�•�­�î�È�Ý�ì�>�|�g
Ì
�–�¿�î�È�Ý�ì�[�A�r�M���¹�Ç�›�Ý�º�[�c�
�M�m�Z�b�–�å�±�î�Ç�™�–�«�[�Ð�Ý�³�Ÿ�Õ�«�º3?3æ�@�–�¿�î�È
�Ý�_�^�W�Z�8�r�M��

�Ð�Ý�³�Ÿ�Õ�«�º3?3æ�@�¹�•�­�î�È�Ý�_�^�W�Z�8�•�–�å�±�î�Ç�™�–�«�[�c�
�Ú�b�‰�2�["I�_0¿���I�€�Z�8
�^�87H�~�
�Ð�Ý�³�Ÿ�Õ�«�º  �Ã�£�µ�º�c�v�“�I�€�r�O�‡���r�S�
�Ð�Ý�³�Ÿ�Õ�«�º3?3æ�@�¹�•�­�î�È�Ý�_
�^�W�Z�8�•���œ�c�
 IGMP �Ã�£�µ�º�v�Ä�°�I�€�r�M��

�Ç�•�î�Ý�»

• [Multicast Forwarding] �¸�î�È�Ý�_�c�
���b�_���@/²&g�I�€�r�M��

– [Interface]>8�­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�[0¿���í�s�b�–�å�±�î�Ç�™�–�«�@/²&g�I�€�r�M���–
�å�±�î�Ç�™�–�«�†4E�¥�M�•���œ�c�
�Q�b�–�å�±�î�Ç�™�–�«�¡�†�¡�Ü�µ�¡�K�r�M���–�å�±�î�Ç�™
�–�«�¡�†�²�È�Ý�¡�Ü�µ�¡�M�•�\�
�–�å�±�î�Ç�™�–�«�b  [Multicast Forwarding Enabled] �«�¸�î
�±�«�@�)�~�p�ƒ�~�r�M��

– [Multicast Forwarding Enabled]>8�æ���K�S�–�å�±�î�Ç�™�–�«�[�Ð�Ý�³�Ÿ�Õ�«�º3?3æ�@�–�¿�î�È
�Ý�_�^�W�Z�8�•���œ�c  [Yes] �@/²&g�I�€�r�M���æ���K�S�–�å�±�î�Ç�™�–�«�[�Ð�Ý�³�Ÿ�Õ�«�º3?
3æ�@�¹�•�­�î�È�Ý�_�^�W�Z�8�•���œ�c  [No] �@/²&g�I�€�r�M���G�b�š�å�º�Ü�†�²�È�Ý�¡�Ü�µ�¡
�M�•�\�
4E�¥�K�S�–�å�±�î�Ç�™�–�«�_�X�8�Z�
 [Yes] �\  [No] �@�)�~�p�ƒ�~�r�M��

• [Enable]>84E�¥�K�S�–�å�±�î�Ç�™�–�«�[�b�Ð�Ý�³�Ÿ�Õ�«�º3?3æ�†�–�¿�î�È�Ý�_�K�r�M��

• [Disable]>84E�¥�K�S�–�å�±�î�Ç�™�–�«�[�b�Ð�Ý�³�Ÿ�Õ�«�º3?3æ�†�¹�•�­�î�È�Ý�_�K�r�M��

�Ô�î�»

���b/²�c�
�G�b�µ+��†�Q#Ý�[�A�•�Ô�î�»�†&g�K�S�v�b�[�M��

0ò(ý�_��

• ���Ð�Ý�³�Ÿ�Õ�«�º  �Ý�î�¸�•�å�¢�b0¿���� >&P.17-1>'

�Ç�“�–�”�˜�›�î�Ý  �Ô�î�» �­�Ÿ�×�Ü�¸�•  �¥�å�¸�Ÿ�«�º

�Ý�î�¸�µ�» 3ñ4# �©�å�¢�Ý

�Ð�Ý�³

�¥�å�¸�Ÿ�«
�º �©�«�¸�Ò

• — • — —

�Ç�“�–�”�˜�›�î�Ý  �Ô�î�» �­�Ÿ�×�Ü�¸�•  �¥�å�¸�Ÿ�«�º

�Ý�î�¸�µ�» 3ñ4# �©�å�¢�Ý

�Ð�Ý�³

�¥�å�¸�Ÿ�«
�º �©�«�¸�Ò
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'¨  17 'v       �Ð�Ý�³�Ÿ�Õ�«�º  �Ý�î�¸�•�å�¢�b0¿��
  PIM
PIM
�Ý�î�±�[�c�
�Ð�Ý�³�Ÿ�Õ�«�º  �¹�î�±�¢�Û�Ò�b3?3æ�_�Q#Ý�M�•3?3æ�¸�î�È�Ý�@�
 PIM �†�Q#Ý�K�Z'ö#.�I
�€�r�M��

�­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�[�Ð�Ý�³�Ÿ�Õ�«�º  �Ý�î�¸�•�å�¢�†�–�¿�î�È�Ý�_�M�•�\�
�M�m�Z�b�–�å
�±�î�Ç�™�–�«�[�c  PIM �@�¹�Ç�›�Ý�º�[�–�¿�î�È�Ý�_�^�~�r�M���–�å�±�î�Ç�™�–�«�H�\�_  PIM �†�¹�•
�­�î�È�Ý�_�[�A�r�M��

PIM �b0¿���_6õ�M�•0ò(ý�_�X�8�Z�c�
���b�›8o% �†�g!·�K�Z�C�T�I�8��

• Protocol

• �� Neighbor Filter��>&P.17-14>'

• �� Bidirectional Neighbor Filter��>&P.17-16>'

• Rendezvous Points

• Route Tree

• Request Filter

Protocol

[Protocol] �Ì�–�å�_�c�
�–�å�±�î�Ç�™�–�«�[�w�b  PIM �É�ß�Ã�¸�•�@/²&g�I�€�r�M��

�Ç�•�î�Ý�»

• [Protocol]>8�›�–�å�±�î�Ç�™�–�«�b  PIM 0¿���@/²&g�I�€�r�M���¸�î�È�Ý�b�š�å�º�Ü�†�²�È�Ý�¡�Ü�µ
�¡�M�•�\�
�Q�b�š�å�º�Ü�_�P�Â�M�•  [Edit PIM Protocol] �²�–�”�ß�¢�Î�µ�¡�«�@6ä�A�r�M��

– [Interface]>8�­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«  �–�å�±�î�Ç�™�–�«�b�¡�S�@/²&g�I�€�r�M��

– [PIM Enabled]>8�–�å�±�î�Ç�™�–�«�[  PIM �@�–�¿�î�È�Ý�_�^�W�Z�8�•���œ�c  [Yes] �@�
�–�¿�î
�È�Ý�_�^�W�Z�8�^�8���œ�c  [No] �@�Q�€�R�€/²&g�I�€�r�M��

– [DR Priority]>8�–�å�±�î�Ç�™�–�«�b
ƒ
›�Ø�@/²&g�I�€�r�M��

– [Hello Interval]>8�–�å�±�î�Ç�™�–�«�?�}  PIM hello �Ó�µ�­�î�ª�@3æ�™�I�€�•�ì6ë6ë7x�@�
&Ê�"
�)�[/²&g�I�€�r�M��

– [Join-Prune Interval]>8�–�å�±�î�Ç�™�–�«�?�}  PIM �b�•
°�”�»�Â�±�–�¬�Ó�å�º�>�|�g�É�Ý�î�½
�å�¢  �”�»�Â�±�–�¬�Ó�å�º�@3æ�™�I�€�•�ì6ë6ë7x�@�
&Ê�"�)�[/²&g�I�€�r�M��

• [Edit]>84E�¥�K�S�š�å�º�Ü�_�P�Â�M�•  [Edit PIM Protocol] �²�–�”�ß�¢�Î�µ�¡�«�@6ä�A�r�M��

�Ô�î�»

���b/²�c�
�G�b�µ+��†�Q#Ý�[�A�•�Ô�î�»�†&g�K�S�v�b�[�M��

�Ç�“�–�”�˜�›�î�Ý  �Ô�î�» �­�Ÿ�×�Ü�¸�•  �¥�å�¸�Ÿ�«�º

�Ý�î�¸�µ�» 3ñ4# �©�å�¢�Ý

�Ð�Ý�³

�¥�å�¸�Ÿ�«
�º �©�«�¸�Ò

• — • — —
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'¨  17 'v       �Ð�Ý�³�Ÿ�Õ�«�º  �Ý�î�¸�•�å�¢�b0¿��
  PIM
Edit PIM Protocol

[Edit PIM Protocol] �²�–�”�ß�¢�Î�µ�¡�«�[�c�
4E�¥�K�S�–�å�±�î�Ç�™�–�«�b  PIM �É�ß�Ã�¸�•�†�š�f�[
�A�r�M��

�Ç�•�î�Ý�»

• [Interface]>8/²&g�S#Ý��4E�¥�K�S�–�å�±�î�Ç�™�–�«�b�¡�S�@/²&g�I�€�r�M���G�b�Í�c)…7Ÿ�[�A�r�O
�‡��

• [PIM Enabled]>8�G�b�³�™�µ�¡�Î�µ�¡�«�†�œ�å�_�M�•�\�
4E�¥�K�S�–�å�±�î�Ç�™�–�«�[  PIM �†�–
�¿�î�È�Ý�_�[�A�r�M��4E�¥�K�S�–�å�±�î�Ç�™�–�«�[  PIM �†�¹�•�­�î�È�Ý�_�M�•���œ�c�
�G�b
�³�™�µ�¡�Î�µ�¡�«�†�œ�Ç�_�K�r�M��

• [DR Priority]>84E�¥�K�S�–�å�±�î�Ç�™�–�«�_�P�K�Z�æ���Ý�î�±
ƒ
›�Ø�†0¿���K�r�M���§�È�¿�µ�º�[  
DR �É�Û�–�œ�Ü�¸�•�@�q�v9×�8�Ý�î�±�@�æ���Ý�î�±�_�^�~�r�M���w� �^�Í�b(
�V�c  0 >|  
4294967294 �[�M���¹�Ç�›�Ý�º�b  DR �É�Û�–�œ�Ü�¸�•�c  1 �[�M���G�b�Í�†  0 �_0¿���K�S���œ�c�
�Q
�b�­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«  �–�å�±�î�Ç�™�–�«�@�¹�Ç�›�Ý�º�b�Ý�î�±�_�^�•�G�\�c�6�~�r�O�‡��

• [Hello Interval]>8�–�å�±�î�Ç�™�–�«�?�}  PIM hello �Ó�µ�­�î�ª�@3æ�™�I�€�•�ì6ë6ë7x�†&Ê�"�)�[
°
�Š�K�r�M���w� �^�Í�b(
�V�c  1 >|  3600 &Ê�[�M���¹�Ç�›�Ý�º�Í�c  30 &Ê�[�M��

• [Join-Prune Interval]>8�–�å�±�î�Ç�™�–�«�?�}  PIM �b�•
°�”�»�Â�±�–�¬�Ó�å�º�>�|�g�É�Ý�î�½�å�¢  
�”�»�Â�±�–�¬�Ó�å�º�@3æ�™�I�€�•�ì6ë6ë7x�†&Ê�"�)�[
°�Š�K�r�M���w� �^�Í�b(
�V�c�
 10 >|  600 
&Ê�[�M���¹�Ç�›�Ý�º�Í�c  60 &Ê�[�M��

�Ô�î�»

���b/²�c�
�G�b�µ+��†�Q#Ý�[�A�•�Ô�î�»�†&g�K�S�v�b�[�M��

Neighbor Filter

�­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�[0¿���I�€�S  PIM �¿�–�Â�î  �Ç�•�Ý�±�@�v�K�6�€�d�
 [Neighbor Filter] �Ì
�–�å�_�c�
�Q�b  PIM �¿�–�Â�î  �Ç�•�Ý�±�@/²&g�I�€�r�M�� PIM �¿�–�Â�î  �Ç�•�Ý�±�c�
 PIM �_�g�•�[�A
�•�¿�–�Â�î  �¹�Â�–�«�†��*O�M�•  ACL �[�M���–�å�±�î�Ç�™�–�«�b�¿�–�Â�î  �Ç�•�Ý�±�@0¿���I�€�Z�8�^
�8���œ�
�D7H�c�6�~�r�O�‡�� PIM �¿�–�Â�î  �Ç�•�Ý�±�@0¿���I�€�Z�8�•���œ�
�Ç�•�Ý�±  �Ü�«�º�[0Á�•�I
�€�•�¿�–�Â�î�T�E�@�­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�[�b  PIM �_�g�•�[�A�r�M��

PIM �¿�–�Â�î  �Ç�•�Ý�±�b�¥�å�Ç�•� �×�Þ�î�©�Ù�å�@�­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�_4:#Ý�I�€�•�\�
��
/œ�¥�å�Ç�•� �×�Þ�î�©�Ù�å�_�c�
 interface-name_multicast �\�8�:�¡�S�b  ACL �@/²&g�I�€�r�M���S�T
�K interface-name �c�
�Ð�Ý�³�Ÿ�Õ�«�º�C#ú�Ç�•�Ý�±�@4:#Ý�I�€�•�–�å�±�î�Ç�™�–�«�b�¡�S�[�M���Q�b
�|�:�^�¡�S�b  ACL �@�M�[�_�Ñ�~�K�Z�8�S���œ�c�
�¡�S�_$��•�@3ã�•�I�€�r�M>& inside_multicast_1 �^
�]>' ���G�b  ACL �_�|�~�
�]�b�¹�Â�–�«�@�­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�b  PIM �¿�–�Â�î�_�^�€�•�?��*O
�I�€�r�M��

�Ç�•�î�Ý�»

[PIM Neighbor Filter] �¸�î�È�Ý�_�c�
���b�_���@/²&g�I�€�r�M���¸�î�È�Ý�b�š�å�º�Ü�†�²�È�Ý�¡�Ü�µ�¡
�M�•�\�
4E�¥�K�S�š�å�º�Ü�_�P�Â�M�•  [Edit Neighbor Filter Entry] �²�–�”�ß�¢�Î�µ�¡�«�@6ä�A�r�M��

�Ç�“�–�”�˜�›�î�Ý  �Ô�î�» �­�Ÿ�×�Ü�¸�•  �¥�å�¸�Ÿ�«�º

�Ý�î�¸�µ�» 3ñ4# �©�å�¢�Ý

�Ð�Ý�³

�¥�å�¸�Ÿ�«
�º �©�«�¸�Ò
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  PIM
• [Interface]>8PIM �¿�–�Â�î  �Ç�•�Ý�±  �š�å�º�Ü�@4:#Ý�I�€�•�–�å�±�î�Ç�™�–�«�b�¡�S�@/²&g�I�€�r
�M��

• [Action]>8�æ���K�S�¿�–�Â�î�@  PIM �l�b�g�•�†0Á�•�I�€�•���œ�c�
 [Permit] �@/²&g�I�€�r�M���æ��
�K�S�¿�–�Â�î�@  PIM �l�b�g�•�†�Ä�°�I�€�•���œ�c�
 [Deny] �@/²&g�I�€�r�M��

• [Network Address]>80Á�•�r�S�c�Ä�°�I�€�•�¿�–�Â�î�b�¿�µ�º�á�î�¡  �”�»�Þ�«�@/²&g�I�€�r�M��

• [Netmask]>8[Network Address] �_/²&g�I�€�•�”�»�Þ�«�\�\�v�_�Q#Ý�M�•�¿�µ�º�á�î�¡  �Ð�«�¡�@/²
&g�I�€�r�M��

���b�ï�8�†��/œ�[�A�r�M��

• [Insert]>84E�¥�K�S�š�å�º�Ü�b�S�_�¿�–�Â�î  �Ç�•�Ý�±  �š�å�º�Ü�†��
°�K�r�M��

• [Add]>84E�¥�K�S�š�å�º�Ü�b�‹�•�_�¿�–�Â�î  �Ç�•�Ý�±  �š�å�º�Ü�†3ã�•�K�r�M��

• [Edit]>84E�¥�K�S�¿�–�Â�î  �Ç�•�Ý�±  �š�å�º�Ü�†)…7Ÿ�[�A�r�M��

• [Delete]>84E�¥�K�S�¿�–�Â�î  �Ç�•�Ý�±  �š�å�º�Ü�†�P7V�K�r�M��

�Ô�î�»

���b/²�c�
�G�b�µ+��†�Q#Ý�[�A�•�Ô�î�»�†&g�K�S�v�b�[�M��

0ò(ý�_��

�� Add/Edit/Insert Neighbor Filter Entry��>&P.17-15>'

Add/Edit/Insert Neig hbor Filter Entry

[Add/Edit/Insert Neighbor Filter Entry] �[�c�
 PIM �¿�–�Â�î  �Ç�•�Ý�±  ACL �b  ACL �š�å�º�Ü�†�8�B�[
�A�r�M��

�Ç�•�î�Ý�»

• [Interface]>8PIM �¿�–�Â�î  �Ç�•�Ý�±  �š�å�º�Ü�@4:#Ý�I�€�•�–�å�±�î�Ç�™�–�«�b�¡�S�†�Ü�«�º�?�}
4E�¥�K�r�M��

• [Action]>8[Permit] �†4E�¥�M�•�\�
�æ���K�S�¿�–�Â�î�@  PIM �l�g�•�†0Á�•�I�€�r�M�� [Deny] �†4E
�¥�M�•�\�
�æ���K�S�¿�–�Â�î�c  PIM �l�b�g�•�†�Ä�°�I�€�r�M��

• [Network Address]>80Á�•�r�S�c�Ä�°�I�€�•�¿�–�Â�î�b�¿�µ�º�á�î�¡  �”�»�Þ�«�@/²&g�I�€�r�M��

• [Netmask]>8[Network Address] �_/²&g�I�€�•�”�»�Þ�«�\�\�v�_�Q#Ý�M�•�¿�µ�º�á�î�¡  �Ð�«�¡�@/²
&g�I�€�r�M��

�Ô�î�»

���b/²�c�
�G�b�µ+��†�Q#Ý�[�A�•�Ô�î�»�†&g�K�S�v�b�[�M��

�Ç�“�–�”�˜�›�î�Ý  �Ô�î�» �­�Ÿ�×�Ü�¸�•  �¥�å�¸�Ÿ�«�º

�Ý�î�¸�µ�» 3ñ4# �©�å�¢�Ý

�Ð�Ý�³

�¥�å�¸�Ÿ�«
�º �©�«�¸�Ò

• — • — —
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'¨  17 'v       �Ð�Ý�³�Ÿ�Õ�«�º  �Ý�î�¸�•�å�¢�b0¿��
  PIM
Bidirectional Neighbor Filter

�­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�_  PIM �n�‰�¥�¿�–�Â�î  �Ç�•�Ý�±�@0¿���I�€�Z�8�•���œ�
 [Bidirectional 
Neighbor Filter] �Ì�–�å�_�Q�€�}�b�Ç�•�Ý�±�@/²&g�I�€�r�M�� PIM �n�‰�¥�¿�–�Â�î  �Ç�•�Ý�±�c�
 DF 4E
���_�g�•�[�A�•�¿�–�Â�î  �¹�Â�–�«�†��*O�M�•  ACL �[�M�� PIM �n�‰�¥�¿�–�Â�î  �Ç�•�Ý�±�@�–�å�±�î
�Ç�™�–�«�_0¿���I�€�Z�8�^�E�€�d�
�D7H�c�6�~�r�O�‡�� PIM �n�‰�¥�¿�–�Â�î  �Ç�•�Ý�±�@0¿���I�€�Z�8
�•���œ�c�
 ACL �[0Á�•�I�€�•�¿�–�Â�î�T�E�@  DF 4E�¥�É�ß�­�«�_�g�•�[�A�r�M��

PIM �n�‰�¥�¿�–�Â�î  �Ç�•�Ý�±�b�¥�å�Ç�•� �×�Þ�î�©�Ù�å�@�­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�_4:#Ý�I�€�•
�\�
��/œ�p�b�¥�å�Ç�•� �×�Þ�î�©�Ù�å�_�c�
 interface-name_multicast �\�8�:�¡�S�b  ACL �@/²&g�I�€
�r�M���S�T�K  interface-name �c�
�Ð�Ý�³�Ÿ�Õ�«�º�C#ú�Ç�•�Ý�±�@4:#Ý�I�€�•�–�å�±�î�Ç�™�–�«�b�¡�S
�[�M���Q�b�|�:�^�¡�S�b  ACL �@�M�[�_�Ñ�~�K�Z�8�S���œ�c�
�¡�S�_$��•�@3ã�•�I�€�r�M

>&inside_multicast_1 �^�]>' ���G�b  ACL �_�|�~�
�]�b�¹�Â�–�«�@�­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�b  PIM �¿
�–�Â�î�_�^�€�•�?��*O�I�€�r�M��

�n�‰�¥ PIM �[�c�
�Ð�Ý�³�Ÿ�Õ�«�º  �Ý�î�±�[�–�â�M�•�«�¸�î�º�_���†�ö�}�M�G�\�@�[�A�r�M���n�‰�¥�[  
DF �†4E���M�•�S�u�_�
�­�¢�Ó�å�º
Æ�b�M�m�Z�b�Ð�Ý�³�Ÿ�Õ�«�º  �Ý�î�±�@�n�‰�¥�[�–�¿�î�È�Ý�_�^�W�Z
�8�•�²0[�@�6�~�r�M��

PIM �n�‰�¥�¿�–�Â�î  �Ç�•�Ý�±�[�c�
�M�m�Z�b�Ý�î�±�@�«�Ã�î�«  �Ô�î�»  �»�Ó�–�å�_�g�•�[�A�•�|�:�_�K
�S�r�r�
 DF 4E���_�g�•�M�•�Ý�î�±�†�æ���[�A�•�b�[�
�«�Ã�î�«  �Ô�î�»�S#Ý�¿�µ�º�á�î�¡�?�}�n�‰�¥
�¿�µ�º�á�î�¡�l�b&ã/œ�@�•+��_�^�~�r�M���n�‰�¥�_�–�¿�î�È�Ý�_�I�€�S�Ý�î�±�c�
�­�¢�Ó�å�º�_8��n�‰
�¥�Ý�î�±�@�6�•���œ�[�v�
�Q�€�}�b�Ý�î�±�b�p�?�}  DF �†4E���[�A�r�M��8��n�‰�¥�Ý�î�±�V�b�Ð�Ý�³
�Ÿ�Õ�«�º�C#ú�_�|�~�
�n�‰�¥�¢�Ý�î�É�?�}  PIM �Ó�µ�­�î�ª�x�¹�î�±�@�n�‰�¥�§�È�­�µ�º  �¡�Û�˜�»�_��

°�~�[�A�^�8�|�:�_�K�r�M��

PIM �n�‰�¥�¿�–�Â�î  �Ç�•�Ý�±�@�–�¿�î�È�Ý�_�^�•�\�
 ACL �_�|�~0Á�•�I�€�•�Ý�î�±�c�n�‰�¥�µ+��@�6
�•�\0b�^�I�€�r�M���K�S�@�W�Z�
���b�|�:�_�K�r�M��

• 0Á�•�I�€�S�¿�–�Â�î�@�n�‰�¥�P�Â�[�^�8���œ�
 DF 4E�¥�c���‹�I�€�r�O�‡��

• �Ä�°�I�€�S�¿�–�Â�î�@�n�‰�¥�P�Â�[�6�•���œ�
 DF 4E�¥�c���‹�I�€�r�O�‡��

• �Ä�°�I�€�S�¿�–�Â�î�@�n�‰�¥�†�§�Ï�î�º�K�^�8���œ�
 DF 4E���@��/œ�I�€�•�•+��ö�@�6�~�r�M��

�Ç�•�î�Ý�»

[PIM Bidirectional Neighbor Filter] �¸�î�È�Ý�_�c�
���b�š�å�º�Ü�@�µ�r�€�r�M���š�å�º�Ü�†�²�È�Ý�¡
�Ü�µ�¡�K�Z�
�Q�b�š�å�º�Ü�b  [Edit Bidirectional Neighbor Filter Entry] �²�–�”�ß�¢�Î�µ�¡�«�†6ä�A�r
�M��

• [Interface]>8�n�‰�¥�¿�–�Â�î  �Ç�•�Ý�±�@4:#Ý�I�€�•�–�å�±�î�Ç�™�–�«�@/²&g�I�€�r�M��

• [Action]>8�n�‰�¥�¿�–�Â�î  �Ç�•�Ý�±�_�|�~  DF 4E���É�ß�­�«�l�b�g�•�@0Á�•�I�€�•���œ�c�

[Permit] �@/²&g�I�€�r�M���Q�b�š�å�º�Ü�[�
�æ���K�S�”�»�Þ�«�@  DF 4E���É�ß�­�«�l�b�g�•�†�Ä�°
�I�€�•���œ�c�
 [Deny] �@/²&g�I�€�r�M��

• [Network Address]>80Á�•�r�S�c�Ä�°�I�€�Z�8�•�”�»�Þ�«�@/²&g�I�€�r�M��

• [Netmask]>8[Network Address] �_4:#Ý�I�€�•�¿�µ�º�á�î�¡  �Ð�«�¡�@/²&g�I�€�r�M��

�Ç�“�–�”�˜�›�î�Ý  �Ô�î�» �­�Ÿ�×�Ü�¸�•  �¥�å�¸�Ÿ�«�º

�Ý�î�¸�µ�» 3ñ4# �©�å�¢�Ý

�Ð�Ý�³

�¥�å�¸�Ÿ�«
�º �©�«�¸�Ò
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'¨  17 'v       �Ð�Ý�³�Ÿ�Õ�«�º  �Ý�î�¸�•�å�¢�b0¿��
  PIM
���b�ï�8�†��/œ�[�A�r�M��

• [Insert]>84E�¥�K�S�š�å�º�Ü�b�S�_�n�‰�¥�¿�–�Â�î  �Ç�•�Ý�±  �š�å�º�Ü�†��
°�K�r�M��

• [Add]>84E�¥�K�S�š�å�º�Ü�b�‹�•�_�n�‰�¥�¿�–�Â�î  �Ç�•�Ý�±  �š�å�º�Ü�†3ã�•�K�r�M��

• [Edit]>84E�¥�K�S�n�‰�¥�¿�–�Â�î  �Ç�•�Ý�±  �š�å�º�Ü�†)…7Ÿ�[�A�r�M��

• [Delete]>84E�¥�K�S�n�‰�¥�¿�–�Â�î  �Ç�•�Ý�±  �š�å�º�Ü�†�P7V�K�r�M��

�Ô�î�»

���b/²�c�
�G�b�µ+��†�Q#Ý�[�A�•�Ô�î�»�†&g�K�S�v�b�[�M��

0ò(ý�_��

�� Add/Edit/Insert Bidirectional Neighbor Filter Entry��>&P.17-17>'

Add/Edit/Insert Bidirecti onal Neighbor Filter Entry

[Add/Edit/Insert Bidirectional Neighbor Filter Entry] �²�–�”�ß�¢�Î�µ�¡�«�[�c�
 PIM �n�‰�¥�¿�–�Â�î  
�Ç�•�Ý�±  ACL �b  ACL �š�å�º�Ü�†�8�B�[�A�r�M��

�Ç�•�î�Ý�»

• [Interface]>8PIM �n�‰�¥�¿�–�Â�î  �Ç�•�Ý�±  ACL �š�å�º�Ü�†0¿���M�•�–�å�±�î�Ç�™�–�«�†4E�¥�K�r
�M��

• [Action]>8�æ���K�S�¹�Â�–�«�@  DF 4E���l�b�g�•�†0Á�•�I�€�•���œ�c�
 [Permit] �†4E�¥�K�r�M���æ
���K�S�¹�Â�–�«�@  DF 4E���l�b�g�•�†�Ä�°�I�€�•���œ�c�
 [Deny] �†4E�¥�K�r�M��

• [Network Address]>80Á�•�r�S�c�Ä�°�I�€�•�¿�–�Â�î�b�¿�µ�º�á�î�¡  �”�»�Þ�«�@/²&g�I�€�r�M��

• [Netmask]>8[Network Address] �_/²&g�I�€�•�”�»�Þ�«�\�\�v�_�Q#Ý�M�•�¿�µ�º�á�î�¡  �Ð�«�¡�@/²
&g�I�€�r�M��

�Ô�î�»

���b/²�c�
�G�b�µ+��†�Q#Ý�[�A�•�Ô�î�»�†&g�K�S�v�b�[�M��

�Ç�“�–�”�˜�›�î�Ý  �Ô�î�» �­�Ÿ�×�Ü�¸�•  �¥�å�¸�Ÿ�«�º

�Ý�î�¸�µ�» 3ñ4# �©�å�¢�Ý

�Ð�Ý�³

�¥�å�¸�Ÿ�«
�º �©�«�¸�Ò

• — • — —

�Ç�“�–�”�˜�›�î�Ý  �Ô�î�» �­�Ÿ�×�Ü�¸�•  �¥�å�¸�Ÿ�«�º

�Ý�î�¸�µ�» 3ñ4# �©�å�¢�Ý

�Ð�Ý�³

�¥�å�¸�Ÿ�«
�º �©�«�¸�Ò
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'¨  17 'v       �Ð�Ý�³�Ÿ�Õ�«�º  �Ý�î�¸�•�å�¢�b0¿��
  PIM
Rendezvous Points

PIM �†0¿���M�•���œ�c�
 RP �\�K�Z�·�8�M�•�Ý�î�±�†  1 �X�è�V4E�¥�M�•�²0[�@�6�~�r�M�� RP �c�

¹�w
4Ä�x�¶�Ü�î�b�O�M�?�X
¹3û�b�Ý�î�º�[�
�›�Ý�î�±�[�c�«�±�¸�•�µ�¡�_0¿���I�€�r�M��'¨  1 �Í�µ�É  �Ý�î
�±�c�
 RP �†�Q#Ý�K�Z�
3æ�™
–�b�Ð�Ý�³�Ÿ�Õ�«�º  �Í�«�º�_�æ�ƒ�W�Z$Ï6��Ã�£�µ�º�†3æ�™�K�r�M��

0
�X�b�¢�Ý�î�É�_�§�î�Å�«�†�f�j�M�•�|�:�_�"�M�b  RP �†0¿���[�A�r�M��"I���b�¢�Ý�î�É�†�æ���K�Z�8
�^�8���œ�
�Q�b�¢�Ý�î�É�b  RP �c  IP �Ð�Ý�³�Ÿ�Õ�«�º  �¢�Ý�î�É(
�V>& 224.0.0.0/4>'
²�/�_4:#Ý�I�€�r�M��

0
�X�b  RP �†0¿���[�A�r�M�@�
� �L  RP �_0
�X�b�š�å�º�Ü�c0¿���[�A�r�O�‡��

�Ç�•�î�Ý�»

• [Generate IOS compatible register messages]>8RP �@ Cisco IOS �Ý�î�±�b���œ�c�
�G�b�³�™�µ�¡
�Î�µ�¡�«�†�œ�å�_�K�r�M���­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«  �¯�Ç�º�˜�™�”�[�c�
 Cisco IOS �¯�Ç�º
�˜�™�”�‰�'>&�M�m�Z�b  PIM �Ó�µ�­�î�ª  �±�–�É�b  PIM �Ó�µ�­�î�ª
²�/�b�³�™�µ�¡�§�Ò�\�\�v�_$Ï6�
�Ó�µ�­�î�ª�†�w�E�v�•�‰�2>'�_�|�W�Z�[�c�^�C�
 PIM �Ê�µ�²�î�_�6�•�³�™�µ�¡�§�Ò�\�Q�€�_)F�C  4 
�Â�–�º�\
¹�_$Ï6��Ó�µ�­�î�ª�†�w�E�v�~�r�M��

• [Rendezvous Points]>8�­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�[0¿���I�€�S  RP �@/²&g�I�€�r�M��

– [Rendezvous Point]>8RP �b  IP �”�»�Þ�«�@/²&g�I�€�r�M��

– [Multicast Groups]>8RP �_6õ4��Ü�E�}�€�S�Ð�Ý�³�Ÿ�Õ�«�º  �¢�Ý�î�É�@/²&g�I�€�r�M�� RP �@�–
�å�±�î�Ç�™�–�«�V�b�M�m�Z�b�Ð�Ý�³�Ÿ�Õ�«�º  �¢�Ý�î�É�_6õ4��Ü�E�}�€�Z�8�•���œ�c�
 [--All 
Groups--] �@/²&g�I�€�r�M��

– [Bi-directional]>8�æ���K�S�Ð�Ý�³�Ÿ�Õ�«�º  �¢�Ý�î�É�@�n�‰�¥�Ô�î�»�[�·�8�M�•���œ�c�
 [Yes] 
�@/²&g�I�€�r�M���æ���K�S�¢�Ý�î�É�@�«�Ã�î�«  �Ô�î�»�[�·�8�M�•���œ�c�
 [No] �@/²&g�I�€�r
�M��

• [Add]>8[Add/Edit Rendezvous Point] �²�–�”�ß�¢�Î�µ�¡�«�@6ä�A�r�M���‚�K�8  RP �š�å�º�Ü�†3ã�•
�M�•���œ�c�
�G�b�Î�±�å�†�Q#Ý�K�r�M��

• [Edit]>8[Add/Edit Rendezvous Point] �²�–�”�ß�¢�Î�µ�¡�«�@6ä�A�r�M���¤�Ñ�b  RP �š�å�º�Ü�†�š�f
�M�•���œ�c�
�G�b�Î�±�å�†�Q#Ý�K�r�M��

• [Delete]>84E�¥�K�S RP �š�å�º�Ü�†  [Rendezvous Point] �¸�î�È�Ý�?�}�P7V�K�r�M��

�Ô�î�»

���b/²�c�
�G�b�µ+��†�Q#Ý�[�A�•�Ô�î�»�†&g�K�S�v�b�[�M��

Add/Edit Rendezvous Point

[Add Rendezvous Point] �²�–�”�ß�¢�Î�µ�¡�«�[�c�
�‚�K�8�š�å�º�Ü�†  [Rendezvous Point] �¸�î�È�Ý�_
3ã�•�[�A�r�M�� [Edit Rendezvous Point] �²�–�”�ß�¢�Î�µ�¡�«�[�c�
�¤�Ñ�b  RP �š�å�º�Ü�†�š�f�[�A�r
�M��

�D(Ù�¦8o

• � �L  RP �”�»�Þ�«�c�
 2 �Ø�Q#Ý�[�A�r�O�‡��

�Ç�“�–�”�˜�›�î�Ý  �Ô�î�» �­�Ÿ�×�Ü�¸�•  �¥�å�¸�Ÿ�«�º

�Ý�î�¸�µ�» 3ñ4# �©�å�¢�Ý

�Ð�Ý�³

�¥�å�¸�Ÿ�«
�º �©�«�¸�Ò
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'¨  17 'v       �Ð�Ý�³�Ÿ�Õ�«�º  �Ý�î�¸�•�å�¢�b0¿��
  PIM
• 0
�X�b  RP �_�P�K�Z�c�
 [All Groups] �†�æ���[�A�r�O�‡��

�Ç�•�î�Ý�»

• [Rendezvous Point IP Address]>8RP �b  IP �”�»�Þ�«�†
°�Š�K�r�M���G�€�c�Ø�½�Ÿ�Õ�«�º  �”�»�Þ�«�[
�M���¤�Ñ�b  RP �š�å�º�Ü�†)…7Ÿ�K�Z�8�•�\�A�c�
�G�b�Í�c�š�f�[�A�r�O�‡��

• [Use bi-directional forwarding]>8�æ���K�S�Ð�Ý�³�Ÿ�Õ�«�º  �¢�Ý�î�É�†�n�‰�¥�Ô�î�»�[�·�8�I�O�•��
�œ�c�
�G�b�³�™�µ�¡�Î�µ�¡�«�†�œ�å�_�K�r�M���n�‰�¥�Ô�î�»�[�c�
%$�K�K)F�I�€�S�Ó�å�Â�î�r�S�c  
PIM �¿�–�Â�î�@�Ñ�~�K�^�8���œ�
�Ð�Ý�³�Ÿ�Õ�«�º  �Ã�£�µ�º�†�w�™�K�S�­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å
�«�?�}3æ�™
–�_�É�Ý�î�½�å�¢  �Ó�µ�­�î�ª�@�`�I�€�r�M���æ���K�S�Ð�Ý�³�Ÿ�Õ�«�º  �¢�Ý�î�É�†�«
�Ã�î�«  �Ô�î�»�[�·�8�I�O�•���œ�c�
�G�b�³�™�µ�¡�Î�µ�¡�«�†�œ�Ç�_�K�r�M��

>&�@>' �­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�c�
��7•�b�n�‰�¥�¥�å�Ç�•� �×�Þ�î�©�Ù�å�\�c6õ�€�^�C�
�–�_�n
�‰�¥�µ+��†  PIM hello �Ó�µ�­�î�ª
Æ�[�”�»�Â�±�–�¬�K�r�M��

• [Use this RP for All Multicast Groups]>8�æ���K�S  RP �†�–�å�±�î�Ç�™�–�«�V�b�M�m�Z�b�Ð�Ý�³�Ÿ�Õ
�«�º  �¢�Ý�î�É�_�P�K�Z�Q#Ý�M�•���œ�c�
�G�b�œ�É�©�Ù�å�†4E�¥�K�r�M��

• [Use this RP for the Multicast Groups as specified below]>8�æ���K�S  RP �†�Ð�Ý�³�Ÿ�Õ�«�º  �¢�Ý�î
�É�[�Q#Ý�M�•�|�:�_�æ���M�•���œ�c�
�G�b�œ�É�©�Ù�å�†4E�¥�K�r�M��

• [Multicast Groups]>8�æ���K�S  RP �_6õ4��Ü�E�}�€�S�Ð�Ý�³�Ÿ�Õ�«�º  �¢�Ý�î�É�@/²&g�I�€�r�M��

�¸�î�È�Ý  �š�å�º�Ü�c�
�V�?�}�W�b8p�[��#.�I�€�r�M���6�•(
�V�b�Ð�Ý�³�Ÿ�Õ�«�º  �¢�Ý�î�É�†�µ�s
�^�@�}�
�Q�b(
�V�b�p�?�}"I���b�¢�Ý�î�É�@7V�¥�I�€�•�|�:�^  RP �š�å�º�Ü�†�8�B�M�•���œ�c�
7V
�¥�M�•"I���b�¢�Ý�î�É�_�P�M�•�Ä�°�Ý�î�Ý�†�¸�î�È�Ý�b
›8Œ�_4Ä*(�K�
�Q�b(
�V
Æ�b�Ð�Ý�³�Ÿ�Õ�«
�º  �¢�Ý�î�É
²�/�_�P�M�•0Á�•�Ý�î�Ý�†  deny �e�b�W�_4Ä*(�K�r�M��

�š�å�º�Ü�†�²�È�Ý�¡�Ü�µ�¡�M�•�\�
4E�¥�K�S�š�å�º�Ü�_�P�Â�M�•  [Multicast Group] �²�–�”�ß�¢
�Î�µ�¡�«�@6ä�A�r�M��

– [Action]>8�Ð�Ý�³�Ÿ�Õ�«�º  �¢�Ý�î�É�@�µ�r�€�•���œ�c  [Permit] �@�
�Ð�Ý�³�Ÿ�Õ�«�º  �¢�Ý�î�É
�@7V�¥�I�€�•���œ�c  [Deny] �@�Q�€�R�€/²&g�I�€�r�M��

– [Multicast Group Address]>8�Ð�Ý�³�Ÿ�Õ�«�º  �¢�Ý�î�É�b�”�»�Þ�«�@/²&g�I�€�r�M��

– [Netmask]>8�Ð�Ý�³�Ÿ�Õ�«�º  �¢�Ý�î�É  �”�»�Þ�«�b�¿�µ�º�á�î�¡  �Ð�«�¡�@/²&g�I�€�r�M��

• [Insert Before]>8[Multicast Group] �²�–�”�ß�¢�Î�µ�¡�«�@6ä�A�r�M���¸�î�È�Ý�[4E�¥�K�S�š�å�º�Ü
�b�S�_�‚�K�8�Ð�Ý�³�Ÿ�Õ�«�º  �¢�Ý�î�É  �š�å�º�Ü�†3ã�•�M�•���œ�c�
�G�b�Î�±�å�†�Q#Ý�K�r�M��

• [Insert After]>8[Multicast Group] �²�–�”�ß�¢�Î�µ�¡�«�@6ä�A�r�M���¸�î�È�Ý�[4E�¥�K�S�š�å�º�Ü�b
�‹�•�_�‚�K�8�Ð�Ý�³�Ÿ�Õ�«�º  �¢�Ý�î�É  �š�å�º�Ü�†3ã�•�M�•���œ�c�
�G�b�Î�±�å�†�Q#Ý�K�r�M��

• [Add]>8[Multicast Group] �²�–�”�ß�¢�Î�µ�¡�«�@6ä�A�r�M���¸�î�È�Ý�b�q�‹�•�_�‚�K�8�Ð�Ý�³�Ÿ�Õ
�«�º  �¢�Ý�î�É  �š�å�º�Ü�†3ã�•�M�•���œ�c�
�G�b�Î�±�å�†�Q#Ý�K�r�M��

• [Edit]>8[Multicast Group] �²�–�”�ß�¢�Î�µ�¡�«�@6ä�A�r�M��4E�¥�K�S�Ð�Ý�³�Ÿ�Õ�«�º  �¢�Ý�î�É  �š
�å�º�Ü�b�_���†�š�f�M�•���œ�c�
�G�b�Î�±�å�†�Q#Ý�K�r�M��

• [Delete]>84E�¥�K�S�Ð�Ý�³�Ÿ�Õ�«�º  �¢�Ý�î�É  �š�å�º�Ü�†�¸�î�È�Ý�?�}�P7V�K�r�M��

�Ô�î�»

���b/²�c�
�G�b�µ+��†�Q#Ý�[�A�•�Ô�î�»�†&g�K�S�v�b�[�M��
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'¨  17 'v       �Ð�Ý�³�Ÿ�Õ�«�º  �Ý�î�¸�•�å�¢�b0¿��
  PIM
Multicast Group

�Ð�Ý�³�Ÿ�Õ�«�º  �¢�Ý�î�É�\�c�
�]�b�Ð�Ý�³�Ÿ�Õ�«�º  �”�»�Þ�«�@�¢�Ý�î�É�b�M4Š�[�6�•�?�†��*O�M�•�”
�¡�­�«  �Ý�î�Ý�b�Ü�«�º�[�M�� 1 �X�b�Ð�Ý�³�Ÿ�Õ�«�º  �¢�Ý�î�É�_�c�
�""‚�b�Ð�Ý�³�Ÿ�Õ�«�º  �”�»�Þ�«�r
�S�c�6�•(
�V�_�“�M�•0
�X�b�Ð�Ý�³�Ÿ�Õ�«�º  �”�»�Þ�«�†�µ�u�•�G�\�@�[�A�r�M���‚�K�8�Ð�Ý�³�Ÿ�Õ�«
�º  �¢�Ý�î�É  �Ý�î�Ý�†�8�B�M�•���œ�c�
 [Add Multicast Group] �²�–�”�ß�¢�Î�µ�¡�«�†�Q#Ý�K�r�M���¤�Ñ
�b�Ð�Ý�³�Ÿ�Õ�«�º  �¢�Ý�î�É  �Ý�î�Ý�†�Ÿ�G�M�•���œ�c�
 [Edit Multicast Group] �²�–�”�ß�¢�Î�µ�¡�«�†�Q
#Ý�K�r�M��

�Ç�•�î�Ý�»

• [Action]>8�æ���K�S�Ð�Ý�³�Ÿ�Õ�«�º  �”�»�Þ�«�†0Á�•�M�•�¢�Ý�î�É  �Ý�î�Ý�†�8�B�M�•���œ�c  [Permit] 
�†�
�æ���K�S�Ð�Ý�³�Ÿ�Õ�«�º  �”�»�Þ�«�†�Ç�•�Ý�±�Ü�å�¢�M�•�¢�Ý�î�É  �Ý�î�Ý�†�8�B�M�•���œ�c  
[Deny] �†�Q�€�R�€4E�¥�K�r�M��

• [Multicast Group Address]>8�¢�Ý�î�É�_6õ4��Ü�E�}�€�S�Ð�Ý�³�Ÿ�Õ�«�º  �”�»�Þ�«�†
°�Š�K�r�M��

• [Netmask]>8�Ð�Ý�³�Ÿ�Õ�«�º  �¢�Ý�î�É  �”�»�Þ�«�b�¿�µ�º�á�î�¡  �Ð�«�¡�†
°�Š�r�S�c4E�¥�K�r�M��

�Ô�î�»

���b/²�c�
�G�b�µ+��†�Q#Ý�[�A�•�Ô�î�»�†&g�K�S�v�b�[�M��

Request Filter

�­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�@  RP �\�K�Z�·�8�K�Z�8�•���œ�
"I���b�Ð�Ý�³�Ÿ�Õ�«�º  �¯�î�«�†�Q�€�_
$Ï6��[�A�^�8�|�:�_�D7H�[�A�r�M���G�€�_�|�~�
�•0Á�•�b3æ�™
–�@  RP �_$Ï6��I�€�•�G�\�†�G4J�[�A�r
�M�� [Request Filter] �Ì�–�å�[�c�
�­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�[  PIM $Ï6��Ó�µ�­�î�ª�@�w�E
°�€�}�€
�•�Ð�Ý�³�Ÿ�Õ�«�º  �¯�î�«�†��*O�[�A�r�M��

�Ç�•�î�Ý�»

• [Multicast Groups]>80[�Ó�Ç�•�Ý�±  �”�¡�­�«  �Ý�î�Ý�@/²&g�I�€�r�M��

�¸�î�È�Ý  �š�å�º�Ü�c�
�V�?�}�W�b8p�[��#.�I�€�r�M���6�•(
�V�b�Ð�Ý�³�Ÿ�Õ�«�º  �¢�Ý�î�É�†�µ�s
�^�@�}�
�Q�b(
�V�b�p�?�}"I���b�¢�Ý�î�É�@7V�¥�I�€�•�|�:�^�š�å�º�Ü�†�8�B�M�•���œ�c�
7V�¥�M
�•"I���b�¢�Ý�î�É�_�P�M�•�Ä�°�Ý�î�Ý�†�¸�î�È�Ý�b
›8Œ�_4Ä*(�K�
�Q�b(
�V
Æ�b�Ð�Ý�³�Ÿ�Õ�«�º  
�¢�Ý�î�É
²�/�_�P�M�•0Á�•�Ý�î�Ý�†  deny �e�b�W�_4Ä*(�K�r�M��

�Ç�“�–�”�˜�›�î�Ý  �Ô�î�» �­�Ÿ�×�Ü�¸�•  �¥�å�¸�Ÿ�«�º

�Ý�î�¸�µ�» 3ñ4# �©�å�¢�Ý

�Ð�Ý�³

�¥�å�¸�Ÿ�«
�º �©�«�¸�Ò

• — • — —

�Ç�“�–�”�˜�›�î�Ý  �Ô�î�» �­�Ÿ�×�Ü�¸�•  �¥�å�¸�Ÿ�«�º

�Ý�î�¸�µ�» 3ñ4# �©�å�¢�Ý

�Ð�Ý�³

�¥�å�¸�Ÿ�«
�º �©�«�¸�Ò

• — • — —
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'¨  17 'v       �Ð�Ý�³�Ÿ�Õ�«�º  �Ý�î�¸�•�å�¢�b0¿��
  PIM
�š�å�º�Ü�†�²�È�Ý�¡�Ü�µ�¡�M�•�\�
4E�¥�K�S�š�å�º�Ü�_�P�Â�M�•  [Request Filter Entry] �²�–�”�ß�¢
�Î�µ�¡�«�@6ä�A�r�M��

– [Action]>8�Ð�Ý�³�Ÿ�Õ�«�º�b3æ�™
–�_�|�•$Ï6��@0Á�•�I�€�•���œ�c  [Permit] �@�
�Ð�Ý�³�Ÿ�Õ�«
�º�b3æ�™
–�@7V�¥�I�€�•���œ�c  [Deny] �@�Q�€�R�€/²&g�I�€�r�M��

– [Source]>8$Ï6��Ó�µ�­�î�ª�b3æ�™
–�b�”�»�Þ�«�@/²&g�I�€�r�M��

– [Destination]>8�Ð�Ý�³�Ÿ�Õ�«�º�b��
›�”�»�Þ�«�@/²&g�I�€�r�M��

• [Insert Before]>8[Request Filter Entry] �²�–�”�ß�¢�Î�µ�¡�«�@6ä�A�r�M���¸�î�È�Ý�[4E�¥�K�S�š�å
�º�Ü�b�S�_�‚�K�8�Ð�Ý�³�Ÿ�Õ�«�º  �¢�Ý�î�É  �š�å�º�Ü�†3ã�•�M�•���œ�c�
�G�b�Î�±�å�†�Q#Ý�K�r�M��

• [Insert After]>8[Request Filter Entry] �²�–�”�ß�¢�Î�µ�¡�«�@6ä�A�r�M���¸�î�È�Ý�[4E�¥�K�S�š�å�º
�Ü�b�‹�•�_�‚�K�8�Ð�Ý�³�Ÿ�Õ�«�º  �¢�Ý�î�É  �š�å�º�Ü�†3ã�•�M�•���œ�c�
�G�b�Î�±�å�†�Q#Ý�K�r�M��

• [Add]>8[Request Filter Entry] �²�–�”�ß�¢�Î�µ�¡�«�@6ä�A�r�M���¸�î�È�Ý�b�q�‹�•�_�‚�K�8�Ð�Ý�³
�Ÿ�Õ�«�º  �¢�Ý�î�É  �š�å�º�Ü�†3ã�•�M�•���œ�c�
�G�b�Î�±�å�†�Q#Ý�K�r�M��

• [Edit]>8[Request Filter Entry] �²�–�”�ß�¢�Î�µ�¡�«�@6ä�A�r�M��4E�¥�K�S�Ð�Ý�³�Ÿ�Õ�«�º  �¢�Ý�î�É  
�š�å�º�Ü�b�_���†�š�f�M�•���œ�c�
�G�b�Î�±�å�†�Q#Ý�K�r�M��

• [Delete]>84E�¥�K�S�Ð�Ý�³�Ÿ�Õ�«�º  �¢�Ý�î�É  �š�å�º�Ü�†�¸�î�È�Ý�?�}�P7V�K�r�M��

�Ô�î�»

���b/²�c�
�G�b�µ+��†�Q#Ý�[�A�•�Ô�î�»�†&g�K�S�v�b�[�M��

Request Filter Entry

[Request Filter Entry] �²�–�”�ß�¢�Î�µ�¡�«�[�c�
�­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�@  RP �\�K�Z�·�8�M�•��
�œ�_�
�­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�_$Ï6��[�A�•�Ð�Ý�³�Ÿ�Õ�«�º3æ�™
–�†��*O�[�A�r�M��3æ�™
–  IP �”
�»�Þ�«�>�|�g��
›�Ð�Ý�³�Ÿ�Õ�«�º  �”�»�Þ�«�_�ö�Y�8�Z�
�Ç�•�Ý�±  �Ý�î�Ý�†�8�B�K�r�M��

�Ç�•�î�Ý�»

• [Action]>8�æ���K�S�Ð�Ý�³�Ÿ�Õ�«�º  �º�Û�Ç�•�µ�¡�b�æ��3æ�™
–�_�|�•�­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å
�«�l�b$Ï6��†0Á�•�M�•�Ý�î�Ý�†�8�B�M�•���œ�c  [Permit] �†�
�æ���K�S�Ð�Ý�³�Ÿ�Õ�«�º  �º�Û�Ç�•�µ
�¡�b�æ��3æ�™
–�_�|�•�­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�l�b$Ï6��†0Á�•�K�^�8�Ý�î�Ý�†�8�B�M�•���œ
�c  [Deny] �†�Q�€�R�€4E�¥�K�r�M��

• [Source IP Address]>8$Ï6��Ó�µ�­�î�ª�b3æ�™
–�b  IP �”�»�Þ�«�†
°�Š�K�r�M��

• [Source Netmask]>8$Ï6��Ó�µ�­�î�ª�b3æ�™
–�b�¿�µ�º�á�î�¡  �Ð�«�¡�†
°�Š�r�S�c4E�¥�K�r�M��

• [Destination IP Address]>8�Ð�Ý�³�Ÿ�Õ�«�º��
›�”�»�Þ�«�†
°�Š�K�r�M��

• [Destination Netmask]>8�Ð�Ý�³�Ÿ�Õ�«�º��
›�”�»�Þ�«�b�¿�µ�º�á�î�¡  �Ð�«�¡�†
°�Š�r�S�c4E�¥�K
�r�M��

�Ç�“�–�”�˜�›�î�Ý  �Ô�î�» �­�Ÿ�×�Ü�¸�•  �¥�å�¸�Ÿ�«�º

�Ý�î�¸�µ�» 3ñ4# �©�å�¢�Ý

�Ð�Ý�³

�¥�å�¸�Ÿ�«
�º �©�«�¸�Ò

• — • — —
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'¨  17 'v       �Ð�Ý�³�Ÿ�Õ�«�º  �Ý�î�¸�•�å�¢�b0¿��
  PIM
�Ô�î�»

Route Tree

�¹�Ç�›�Ý�º�[�c�
 PIM �Ü�î�Ç  �Ý�î�±�c�
�‚�K�83æ�™
–�?�}�q�6�b�Ã�£�µ�º�@�?%T�K�S%$�‹�_�
�q%·�Ã
�«  �¶�Ü�î�_�•
°�K�r�M���G�€�_�|�~�
4����@%·)°�I�€�r�M���S�T�K�

¹�w�¶�Ü�î�|�~�v�¨�C�b�Ó�Ô�Ü
�@�²0[�_�^�~�r�M��

�M�m�Z�b�Ð�Ý�³�Ÿ�Õ�«�º  �¢�Ý�î�É�
�r�S�c"I���b�Ð�Ý�³�Ÿ�Õ�«�º  �”�»�Þ�«�_�P�K�Z�
�­�Ÿ�×�Ü�¸�•  �”
�É�Û�–�”�å�«�@�q%·�Ã�«  �¶�Ü�î�_�•
°�M�•�?�

¹�w�¶�Ü�î�†�Q#Ý�M�•�?�†0¿���[�A�r�M��

�Ç�•�î�Ý�»

• [Use Shortest Path Tree for All Groups]>8�M�m�Z�b�Ð�Ý�³�Ÿ�Õ�«�º  �¢�Ý�î�É�_�q%·�Ã�«  �¶�Ü�î�†�Q
#Ý�M�•���œ�c�
�G�b�œ�É�©�Ù�å�†4E�¥�K�r�M��

• [Use Shared Tree for All Groups]>8�M�m�Z�b�Ð�Ý�³�Ÿ�Õ�«�º  �¢�Ý�î�É�_
¹�w�¶�Ü�î�†�Q#Ý�M�•���œ
�c�
�G�b�œ�É�©�Ù�å�†4E�¥�K�r�M��

• [Use Shared Tree for the Groups specified below]>8[Multicast Groups] �¸�î�È�Ý�[�æ���K�S�¢�Ý�î
�É�_
¹�w�¶�Ü�î�†�Q#Ý�M�•���œ�c�
�G�b�œ�É�©�Ù�å�†4E�¥�K�r�M�� [Multicast Groups] �¸�î�È�Ý�[
�æ���I�€�Z�8�^�8�¢�Ý�î�É�_�c�q%·�Ã�«  �¶�Ü�î�@�Q#Ý�I�€�r�M��

• [Multicast Groups]>8
¹�w�¶�Ü�î�†�Q#Ý�M�•�Ð�Ý�³�Ÿ�Õ�«�º  �¢�Ý�î�É�@/²&g�I�€�r�M��

�¸�î�È�Ý  �š�å�º�Ü�c�
�V�?�}�W�b8p�[��#.�I�€�r�M���6�•(
�V�b�Ð�Ý�³�Ÿ�Õ�«�º  �¢�Ý�î�É�†�µ�s
�^�@�}�
�Q�b(
�V�b�p�?�}"I���b�¢�Ý�î�É�@7V�¥�I�€�•�|�:�^�š�å�º�Ü�†�8�B�M�•���œ�c�
7V�¥�M
�•"I���b�¢�Ý�î�É�_�P�M�•�Ä�°�Ý�î�Ý�†�¸�î�È�Ý�b
›8Œ�_4Ä*(�K�
�Q�b(
�V
Æ�b�Ð�Ý�³�Ÿ�Õ�«�º  
�¢�Ý�î�É
²�/�_�P�M�•0Á�•�Ý�î�Ý�†  deny �e�b�W�_4Ä*(�K�r�M��

�š�å�º�Ü�†�²�È�Ý�¡�Ü�µ�¡�M�•�\�
4E�¥�K�S�š�å�º�Ü�_�P�Â�M�•  [Multicast Group] �²�–�”�ß�¢
�Î�µ�¡�«�@6ä�A�r�M��

– [Action]>8�Ð�Ý�³�Ÿ�Õ�«�º  �¢�Ý�î�É�@�µ�r�€�•���œ�c  [Permit] �@�
�Ð�Ý�³�Ÿ�Õ�«�º  �¢�Ý�î�É
�@7V�¥�I�€�•���œ�c  [Deny] �@�Q�€�R�€/²&g�I�€�r�M��

– [Multicast Group Address]>8�Ð�Ý�³�Ÿ�Õ�«�º  �¢�Ý�î�É�b�”�»�Þ�«�@/²&g�I�€�r�M��

– [Netmask]>8�Ð�Ý�³�Ÿ�Õ�«�º  �¢�Ý�î�É  �”�»�Þ�«�b�¿�µ�º�á�î�¡  �Ð�«�¡�@/²&g�I�€�r�M��

• [Insert Before]>8[Multicast Group] �²�–�”�ß�¢�Î�µ�¡�«�@6ä�A�r�M���¸�î�È�Ý�[4E�¥�K�S�š�å�º�Ü
�b�S�_�‚�K�8�Ð�Ý�³�Ÿ�Õ�«�º  �¢�Ý�î�É  �š�å�º�Ü�†3ã�•�M�•���œ�c�
�G�b�Î�±�å�†�Q#Ý�K�r�M��

• [Insert After]>8[Multicast Group] �²�–�”�ß�¢�Î�µ�¡�«�@6ä�A�r�M���¸�î�È�Ý�[4E�¥�K�S�š�å�º�Ü�b
�‹�•�_�‚�K�8�Ð�Ý�³�Ÿ�Õ�«�º  �¢�Ý�î�É  �š�å�º�Ü�†3ã�•�M�•���œ�c�
�G�b�Î�±�å�†�Q#Ý�K�r�M��

• [Add]>8[Multicast Group] �²�–�”�ß�¢�Î�µ�¡�«�@6ä�A�r�M���¸�î�È�Ý�b�q�‹�•�_�‚�K�8�Ð�Ý�³�Ÿ�Õ
�«�º  �¢�Ý�î�É  �š�å�º�Ü�†3ã�•�M�•���œ�c�
�G�b�Î�±�å�†�Q#Ý�K�r�M��

• [Edit]>8[Multicast Group] �²�–�”�ß�¢�Î�µ�¡�«�@6ä�A�r�M��4E�¥�K�S�Ð�Ý�³�Ÿ�Õ�«�º  �¢�Ý�î�É  �š
�å�º�Ü�b�_���†�š�f�M�•���œ�c�
�G�b�Î�±�å�†�Q#Ý�K�r�M��

• [Delete]>84E�¥�K�S�Ð�Ý�³�Ÿ�Õ�«�º  �¢�Ý�î�É  �š�å�º�Ü�†�¸�î�È�Ý�?�}�P7V�K�r�M��

�Ç�“�–�”�˜�›�î�Ý  �Ô�î�» �­�Ÿ�×�Ü�¸�•  �¥�å�¸�Ÿ�«�º

�Ý�î�¸�µ�» 3ñ4# �©�å�¢�Ý

�Ð�Ý�³

�¥�å�¸�Ÿ�«
�º �©�«�¸�Ò

• — • — —
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'¨  17 'v       �Ð�Ý�³�Ÿ�Õ�«�º  �Ý�î�¸�•�å�¢�b0¿��
  PIM
�Ô�î�»

���b/²�c�
�G�b�µ+��†�Q#Ý�[�A�•�Ô�î�»�†&g�K�S�v�b�[�M��

�Ç�“�–�”�˜�›�î�Ý  �Ô�î�» �­�Ÿ�×�Ü�¸�•  �¥�å�¸�Ÿ�«�º

�Ý�î�¸�µ�» 3ñ4# �©�å�¢�Ý

�Ð�Ý�³

�¥�å�¸�Ÿ�«
�º �©�«�¸�Ò

• — • — —
17-23
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'¨  17 'v       �Ð�Ý�³�Ÿ�Õ�«�º  �Ý�î�¸�•�å�¢�b0¿��
  PIM
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C H A P T E R 18

�Ç�“�–�”�˜�›�î�Ý  �Ô�î�»�b�+0[

�G�b'v�[�c�
�›�Ç�“�–�”�˜�›�î�Ý  �Ô�î�»�[�Ç�“�–�”�˜�›�î�Ý�@�]�b�|�:�_�µ+��M�•�?�†1��Â�K�r�M��
CLI �[�Ô�î�»�†0¿���M�•�_�c�
 �� CLI �_�|�•�º�Û�å�«�Ì�”�Þ�å�º  �Ç�“�–�”�˜�›�î�Ý  �Ô�î�»�r�S�c�Ý�î
�¸�µ�»  �Ç�“�–�”�˜�›�î�Ý  �Ô�î�»�b0¿���� >&P.3-5>' �†�g!·�K�Z�C�T�I�8��

>&�@>' �Ð�Ý�³  �¥�å�¸�Ÿ�«�º  �Ô�î�»�[�c�
�¥�å�¸�Ÿ�«�º�H�\�_�¶�9�_�Ç�“�–�”�˜�›�î�Ý  �Ô�î�»�†0¿���[�A�r�O
�‡���Ç�“�–�”�˜�›�î�Ý  �Ô�î�»�c�­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«
²�/�_�P�K�Z�T�E0¿���[�A�r�M��

�G�b'v�c�
���b8o�[�S�B�I�€�Z�8�r�M��

• ���Ý�î�¸�µ�»  �Ô�î�»�b�+0[�� >&P.18-1>'

• ���º�Û�å�«�Ì�”�Þ�å�º  �Ô�î�»�b�+0[�� >&P.18-7>'

�Ý�î�¸�µ�»  �Ô�î�»�b�+0[
�Ý�î�¸�µ�»  �Ô�î�»�[�c�
�­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�c�¿�µ�º�á�î�¡
Æ�b�Ý�î�±  �Í�µ�É�\0b�^�I�€�r
�M�� OSPF �r�S�c  RIP �†�Q#Ý�[�A�r�M>&�©�å�¢�Ý  �¥�å�¸�Ÿ�«�º  �Ô�î�»�b���œ>' ���Ý�î�¸�µ�»  �Ô�î�»�c
�¨�X�b�–�å�±�î�Ç�™�–�«�†�§�Ï�î�º�K�Z�8�r�M���–�å�±�î�Ç�™�–�«�c�Q�€�R�€$��^�•�§�È�¿�µ�º�V�_*(
�?�€�r�M���¥�å�¸�Ÿ�«�º6ë�[�–�å�±�î�Ç�™�–�«�†
¹�w�M�•�G�\�v�[�A�r�M��

�G�b8o�[�c�
���b�º�Æ�µ�¡�_�X�8�Z�v�~�V�F�r�M��

• �� IP �Ý�î�¸�•�å�¢  �§�Ï�î�º�� >&P.18-1>'

• ���Ý�î�¸�µ�»  �Ç�“�–�”�˜�›�î�Ý  �Ô�î�»�[�¹�î�±�@�­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�†3û4#�M�•�‰�2��
>&P.18-2>'

IP �Ý�î�¸�•�å�¢  �§�Ï�î�º

�­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�c�
�K)F�I�€�S�¿�µ�º�á�î�¡6ë�b�Ý�î�±�\�K�Z�µ+��K�r�M���–�å�±�î
�Ç�™�–�«�H�\�_�
$��^�•�§�È�¿�µ�º�V�b  IP �”�»�Þ�«�@�²0[�[�M���©�å�¢�Ý�¥�å�¸�Ÿ�«�º  �Ô�î�»�[�c�

�Ý�î�¸�µ�»  �Ç�“�–�”�˜�›�î�Ý�c  OSPF �>�|�g  RIP �†�§�Ï�î�º�K�r�M���Ð�Ý�³  �¥�å�¸�Ÿ�«�º  �Ô�î�»�[
�c�
�«�±�¸�•�µ�¡  �Ý�î�º�T�E�@�§�Ï�î�º�I�€�r�M��4#�Ø�^�Ý�î�¸�•�å�¢�b�½�î�¬�†�­�Ÿ�×�Ü�¸�•  �”�É
�Û�–�”�å�«�_8—�•�b�[�c�^�C�
�”�µ�É�«�º�Ü�î�Ò  �Ý�î�±�\�²�˜�å�«�º�Ü�î�Ò  �Ý�î�±�b�Ñ�G�Ý�î�¸�•�å
�¢�µ+��†�Q#Ý�M�•�G�\�†�>�È�u�K�r�M��
18-1
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'¨  18 'v       �Ç�“�–�”�˜�›�î�Ý  �Ô�î�»�b�+0[
  �Ý�î�¸�µ�»  �Ô�î�»�b�+0[
 �Ý�î�¸�µ�»  �Ç�“�–�”�˜�›�î�Ý  �Ô�î�»�[�¹�î�±�@�­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”
�å�«�†3û4#�M�•�‰�2

�G�G�[�c�
�Ý�î�¸�µ�»  �Ç�“�–�”�˜�›�î�Ý  �Ô�î�»�_�>�8�Z�
�¹�î�±�@  �­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«  �†
�]�b�|�:�_3û4#�M�•�?�_�X�8�Z1��Â�K�r�M��
Æ���c���b�\�>�~�[�M��

• ��
Æ4Š�Ø�î�¨�@  Web �§�î�Â�_�”�¡�­�«�M�•�� >&P.18-2>'

• ���¥4Š�Ø�î�¨�@  DMZ �V�b  Web �§�î�Â�_�”�¡�­�«�M�•�� >&P.18-3>'

• ��
Æ4Š�Ø�î�¨�@  DMZ �V�b  Web �§�î�Â�_�”�¡�­�«�M�•�� >&P.18-5>'

• ���¥4Š�Ø�î�¨�@
Æ4Š�Í�«�º�_�”�¡�­�«�K�|�:�\�M�•�� >&P.18-6>'

• �� DMZ �Ø�î�¨�@
Æ4Š�Í�«�º�_�”�¡�­�«�K�|�:�\�M�•�� >&P.18-7>'


Æ4Š�Ø�î�¨�@  Web �§�î�Â�_�”�¡�­�«�M�•

�W 18-1 �c�

Æ4Š�Ø�î�¨�@�¥4Š  Web �§�î�Â�_�”�¡�­�«�K�Z�8�•�G�\�†&g�K�Z�8�r�M��

�W 18-1 
Æ4Š�?�}�¥4Š�l

���b�m8p�[�c�
�¹�î�±�@�­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�†�]�b�|�:�_3û4#�M�•�?�†&g�K�r�M>& �W 18-1 �†
�g!·>' ��

1. 
Æ4Š�¿�µ�º�á�î�¡�b�Ø�î�¨�c�
 www.example.com �?�}  Web �Ì�î�ª�†0[�Ó�K�r�M��

Web �(�o�C
10.1.1.3 

www.example.com

�Y�o�)
10.1.2.27

209.165.201.2

10.1.1.110.1.2.1

1M�>�0���<�_�,���µ
209.165.201.1010.1.2.27

��1ñ

�]1ñ DMZ

92
40
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'¨  18 'v       �Ç�“�–�”�˜�›�î�Ý  �Ô�î�»�b�+0[
  �Ý�î�¸�µ�»  �Ô�î�»�b�+0[
2. �­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�c�Ã�£�µ�º�†�w�™�K�r�M���G�€�c�‚�K�8�­�µ�©�Ù�å�[�6�•�S�u�
�­
�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�c�­�Ÿ�×�Ü�¸�•  �Ï�Ü�©�î>&�”�¡�­�«  �Ü�«�º�
�Ç�•�Ý�±�
 AAA >'�b�²�ó
�_�‘�W�Z�
�Ã�£�µ�º�@0Á�•�I�€�Z�8�•�G�\�†&�1��K�r�M��

�Ð�Ý�³  �¥�å�¸�Ÿ�«�º  �Ô�î�»�b���œ�
�­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�c�
�¥�å�¸�Ÿ�«�º�_6õ4��Ü�E�}
�€�•�[�w�^�–�å�±�î�Ç�™�–�«�r�S�c�[�w�^��
›�”�»�Þ�«�_�‘�W�Z�Ã�£�µ�º�†�(8®�K�r�M����
›�”�»
�Þ�«�c�
�¥�å�¸�Ÿ�«�º�[�b�”�»�Þ�«�š�n�\!·�œ�M�•�G�\�_�|�W�Z6õ4��Ü�E�}�€�r�M���G�b���œ�
�–
�å�±�î�Ç�™�–�«�c�[�w�[�M�� www.example.com IP�”�»�Þ�«�c�
�¥�å�¸�Ÿ�«�º
Æ�_�q�‚�b�”�»�Þ�«
�š�n�†�â�W�Z�8�r�O�‡��

3. �­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�c�
�ß�î�•�Ý3æ�™
–�”�»�Þ�«>& 10.1.2.27>'�†�
�¥4Š�–�å�±�î�Ç�™�–
�«  �§�È�¿�µ�º�V�b�¢�ß�î�Â�Ý  �”�»�Þ�«  209.165.201.10 �_�š�n�K�r�M��

�¢�ß�î�Â�Ý  �”�»�Þ�«�c�õ�–�b�§�È�¿�µ�º�V�_*(�C�G�\�@�[�A�r�M�@�
�¥4Š�–�å�±�î�Ç�™�–�«  �§�È
�¿�µ�º�_*(�C�\�Ý�î�¸�•�å�¢�@(F(ò�ì�I�€�r�M��

4. ���_�
�­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�c�­�µ�©�Ù�å�@&�'g�I�€�S�G�\�†0°6��K�
�¥4Š�–�å�±�î�Ç�™
�–�«�?�}�Ã�£�µ�º�†3?3æ�K�r�M��

5. www.example.com �@0[�Ó�_�Â'Å�M�•�\�
�Ã�£�µ�º�c�­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�†3û4#�K�r�M��
�G�€�c�M�[�_&�'g�I�€�Z�8�•�­�µ�©�Ù�å�[�6�•�S�u�
�Ã�£�µ�º�c�
�‚�K�8�K)F�_6õ4��M�•�¨�C�b
�Ý�µ�¡�”�µ�É�†�Â�–�Ã�«�K�r�M���­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�c�
�¢�ß�î�Â�Ý��
›�”�»�Þ�«�†
�ß�î�•�Ý  �Ø�î�¨  �”�»�Þ�«  10.1.2.27 �_�š�n�M�•�G�\�_�|�W�Z�
 NAT �†��/œ�K�r�M��

6. �­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�c�
�Ã�£�µ�º�†
Æ4Š�Ø�î�¨�_3?3æ�K�r�M��

�¥4Š�Ø�î�¨�@  DMZ �V�b  Web �§�î�Â�_�”�¡�­�«�M�•

�W 18-2 �c�
�¥4Š�Ø�î�¨�@  DMZ Web �§�î�Â�_�”�¡�­�«�K�Z�8�•�G�\�†&g�K�Z�8�r�M��
18-3
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'¨  18 'v       �Ç�“�–�”�˜�›�î�Ý  �Ô�î�»�b�+0[
  �Ý�î�¸�µ�»  �Ô�î�»�b�+0[
�W 18-2 �¥4Š�?�}  DMZ �l

���b�m8p�[�c�
�¹�î�±�@�­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�†�]�b�|�:�_3û4#�M�•�?�†&g�K�r�M>& �W 18-2 �†
�g!·>' ��

1. �¥4Š�¿�µ�º�á�î�¡�V�b�Ø�î�¨�c�
�¥4Š�–�å�±�î�Ç�™�–�«  �§�È�¿�µ�º�V�_�6�•�¢�ß�î�Â�Ý��
›�”�»
�Þ�«  209.165.201.3 �†�Q#Ý�K�Z DMZ Web �§�î�Â�?�}  Web �Ì�î�ª�†0[�Ó�K�r�M��

2. �­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�c�Ã�£�µ�º�†�w�™�K�r�M���G�€�c�‚�K�8�­�µ�©�Ù�å�[�6�•�S�u�
�­
�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�c�­�Ÿ�×�Ü�¸�•  �Ï�Ü�©�î>&�”�¡�­�«  �Ü�«�º�
�Ç�•�Ý�±�
 AAA >'�b�²�ó
�_�‘�W�Z�
�Ã�£�µ�º�@0Á�•�I�€�Z�8�•�G�\�†&�1��K�r�M��

�Ð�Ý�³  �¥�å�¸�Ÿ�«�º  �Ô�î�»�b���œ�
�­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�c�
�¥�å�¸�Ÿ�«�º�_6õ4��Ü�E�}
�€�•�[�w�^�–�å�±�î�Ç�™�–�«�r�S�c�[�w�^��
›�”�»�Þ�«�_�‘�W�Z�Ã�£�µ�º�†�(8®�K�r�M����
›�”�»
�Þ�«�c�
�¥�å�¸�Ÿ�«�º�[�b�”�»�Þ�«�š�n�\!·�œ�M�•�G�\�_�|�W�Z6õ4��Ü�E�}�€�r�M���G�b���œ�
�(
8®�Ê�c DMZ Web �§�î�Â  �”�»�Þ�«�@�§�î�Â  �”�»�Þ�«�š�n�b�S�u"I���b�¥�å�¸�Ÿ�«�º�_�“�M�G�\�†

��1�1‘���K�Z�8�r�M��

3. �­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�c�
��
›�”�»�Þ�«�†�ß�î�•�Ý  �”�»�Þ�«  10.1.1.3 �_�š�n�K�r�M��

4. ���_�
�­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�c�­�µ�©�Ù�å  �š�å�º�Ü�†9×3ÿ�Ã�«�_3ã�•�K�
 DMZ �–�å�±�î
�Ç�™�–�«�?�}�Ã�£�µ�º�†3?3æ�K�r�M��

5. DMZ Web �§�î�Â�@0[�Ó�_�Â'Å�M�•�\�
�Ã�£�µ�º�c�­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�†3û4#�K�r�M���r
�S�
�­�µ�©�Ù�å�@�M�[�_&�'g�I�€�Z�8�•�S�u�
�Ã�£�µ�º�c�
�‚�K�8�K)F�_6õ4��M�•�¨�C�b�Ý�µ�¡
�”�µ�É�†�Â�–�Ã�«�K�r�M���­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�c�
�ß�î�•�Ý3æ�™
–�”�»�Þ�«�†  
209.165.201.3 �_�š�n�M�•�G�\�_�|�W�Z�
 NAT �†��/œ�K�r�M��

6. �­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�c�
�Ã�£�µ�º�†�¥4Š�Ø�î�¨�_3?3æ�K�r�M��

Web �(�o�C
10.1.1.3 

�Y�o�)

209.165.201.2

10.1.1.110.1.2.1

�p�5���<�_�,���µ
209.165.201.3 10.1.1.13

��1ñ

�]1ñ DMZ

92
40
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'¨  18 'v       �Ç�“�–�”�˜�›�î�Ý  �Ô�î�»�b�+0[
  �Ý�î�¸�µ�»  �Ô�î�»�b�+0[

Æ4Š�Ø�î�¨�@  DMZ �V�b  Web �§�î�Â�_�”�¡�­�«�M�•

�W 18-3 �c�

Æ4Š�Ø�î�¨�@  DMZ Web �§�î�Â�_�”�¡�­�«�K�Z�8�•�G�\�†&g�K�Z�8�r�M��

�W 18-3 
Æ4Š�?�}  DMZ �l

���b�m8p�[�c�
�¹�î�±�@�­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�†�]�b�|�:�_3û4#�M�•�?�†&g�K�r�M>& �W 18-3 �†
�g!·>' ��

1. 
Æ4Š�¿�µ�º�á�î�¡�V�b�Ø�î�¨�c�
��
›�”�»�Þ�«  10.1.1.3 �†�Q#Ý�K�Z DMZ Web �§�î�Â�?�}  Web 
�Ì�î�ª�†0[�Ó�K�r�M��

2. �­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�c�Ã�£�µ�º�†�w�™�K�r�M���G�€�c�‚�K�8�­�µ�©�Ù�å�[�6�•�S�u�
�­
�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�c�­�Ÿ�×�Ü�¸�•  �Ï�Ü�©�î>&�”�¡�­�«  �Ü�«�º�
�Ç�•�Ý�±�
 AAA >'�b�²�ó
�_�‘�W�Z�
�Ã�£�µ�º�@0Á�•�I�€�Z�8�•�G�\�†&�1��K�r�M��

�Ð�Ý�³  �¥�å�¸�Ÿ�«�º  �Ô�î�»�b���œ�
�­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�c�
�¥�å�¸�Ÿ�«�º�_6õ4��Ü�E�}
�€�•�[�w�^�–�å�±�î�Ç�™�–�«�r�S�c�[�w�^��
›�”�»�Þ�«�_�‘�W�Z�Ã�£�µ�º�†�(8®�K�r�M����
›�”�»
�Þ�«�c�
�¥�å�¸�Ÿ�«�º�[�b�”�»�Þ�«�š�n�\!·�œ�M�•�G�\�_�|�W�Z6õ4��Ü�E�}�€�r�M���G�b���œ�
�–
�å�±�î�Ç�™�–�«�c�[�w�[�M�� Web �§�î�Â  IP �”�»�Þ�«�c�
�q�‚�b�”�»�Þ�«�š�n�†�â�W�Z�8�r�O�‡��

3. ���_�
�­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�c�­�µ�©�Ù�å�@&�'g�I�€�S�G�\�†0°6��K�
 DMZ �–�å�±�î�Ç�™
�–�«�?�}�Ã�£�µ�º�†3?3æ�K�r�M��

4. DMZ Web �§�î�Â�@0[�Ó�_�Â'Å�M�•�\�
�Ã�£�µ�º�c9×3ÿ�Ã�«�†3û4#�K�r�M���G�€�b�S�u�
�Ã�£�µ�º
�c�
�‚�K�8�K)F�_6õ4��M�•�¨�C�b�Ý�µ�¡�”�µ�É�†�Â�–�Ã�«�K�r�M��

5. �­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�c�
�Ã�£�µ�º�†
Æ4Š�Ø�î�¨�_3?3æ�K�r�M��

Web �(�o�C
10.1.1.3 

�Y�o�)
10.1.2.27

209.165.201.2

10.1.1.110.1.2.1

�]1ñ DMZ

��1ñ
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'¨  18 'v       �Ç�“�–�”�˜�›�î�Ý  �Ô�î�»�b�+0[
  �Ý�î�¸�µ�»  �Ô�î�»�b�+0[
�¥4Š�Ø�î�¨�@
Æ4Š�Í�«�º�_�”�¡�­�«�K�|�:�\�M�•

�W 18-4 �c�
�¥4Š�Ø�î�¨�@
Æ4Š�¿�µ�º�á�î�¡�_�”�¡�­�«�K�|�:�\�K�Z�8�•�G�\�†&g�K�Z�8�r�M��

�W 18-4 �¥4Š�?�}
Æ4Š�l

���b�m8p�[�c�
�¹�î�±�@�­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�†�]�b�|�:�_3û4#�M�•�?�†&g�K�r�M>& �W 18-4 �†
�g!·>' ��

1. �¥4Š�¿�µ�º�á�î�¡�V�b�Ø�î�¨�@�

Æ4Š�Í�«�º�_�?4)�K�|�:�\�K�r�M>&�Í�«�º�_�Ý�î�¸�•�å�¢�•+��^  
IP �”�»�Þ�«�@�6�•�\�•���K�r�M>' ��


Æ4Š�¿�µ�º�á�î�¡�@�É�Û�–�Ë�î�º  �”�»�Þ�«�†�Q#Ý�K�Z�8�•���œ�
�¥4Š�Ø�î�¨�@  NAT �^�K�[
Æ4Š
�¿�µ�º�á�î�¡�_�?4)�M�•�G�\�c�[�A�r�O�‡���¥4Š�Ø�î�¨�c�¤�Ñ�b  NAT �­�µ�©�Ù�å�†�Q#Ý�K�Z
Æ4Š
�Ø�î�¨�_�?4)�K�|�:�\�M�•�G�\�@*ƒ�<�}�€�r�M��

2. �­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�c�Ã�£�µ�º�†�w�™�K�r�M���G�€�c�‚�K�8�­�µ�©�Ù�å�[�6�•�S�u�
�­
�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�c�­�Ÿ�×�Ü�¸�•  �Ï�Ü�©�î>&�”�¡�­�«  �Ü�«�º�
�Ç�•�Ý�±�
 AAA >'�_�‘�W
�Z�
�Ã�£�µ�º�@0Á�•�I�€�Z�8�•�?�]�:�?�†&�1��K�r�M��

3. �Ã�£�µ�º�@�Ä�°�I�€�
�­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�c�Ã�£�µ�º�†�»�ß�µ�É�K�
�K)F0è/œ�†�ß�¢�_
0°6��K�r�M��

�¥4Š�Ø�î�¨�@
Æ4Š�¿�µ�º�á�î�¡�†�7�Á�K�|�:�\�K�S���œ�
�­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�c�¨�X�b
�¸�¡�À�ß�ª�î�†�Q#Ý�K�Z�
�M�[�_&�'g�I�€�S�­�µ�©�Ù�å�_�P�K�Z�Ã�£�µ�º�@�w� �?�]�:�?�†�8�9�K
�r�M��

www.example.com

�Y�o�)
10.1.2.27

209.165.201.2

10.1.1.110.1.2.1

��1ñ

�]1ñ DMZ
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'¨  18 'v       �Ç�“�–�”�˜�›�î�Ý  �Ô�î�»�b�+0[
  �º�Û�å�«�Ì�”�Þ�å�º  �Ô�î�»�b�+0[
DMZ �Ø�î�¨�@
Æ4Š�Í�«�º�_�”�¡�­�«�K�|�:�\�M�•

�W 18-5 �c�
 DMZ 
Æ�b�Ø�î�¨�@
Æ4Š�¿�µ�º�á�î�¡�_�”�¡�­�«�K�|�:�\�K�Z�8�•�G�\�†&g�K�Z�8�r�M��

�W 18-5 DMZ �?�}
Æ4Š�l

���b�m8p�[�c�
�¹�î�±�@�­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�†�]�b�|�:�_3û4#�M�•�?�†&g�K�r�M>& �W 18-5 �†
�g!·>' ��

1. DMZ �¿�µ�º�á�î�¡�V�b�Ø�î�¨�@�

Æ4Š�Í�«�º�_�?4)�K�|�:�\�K�r�M�� DMZ �c�–�å�±�î�¿�µ�º�V
�b�º�Û�Ç�•�µ�¡�†�Ý�î�¸�•�å�¢�M�•�²0[�@�^�8�b�[�
�É�Û�–�Ë�î�º  �”�»�Þ�µ�©�å�¢�‰�'�c�Ý�î
�¸�•�å�¢�†�G4J�K�r�O�‡��

2. �­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�c�Ã�£�µ�º�†�w�™�K�r�M���G�€�c�‚�K�8�­�µ�©�Ù�å�[�6�•�S�u�
�­
�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�c�­�Ÿ�×�Ü�¸�•  �Ï�Ü�©�î>&�”�¡�­�«  �Ü�«�º�
�Ç�•�Ý�±�
 AAA >'�_�‘�W
�Z�
�Ã�£�µ�º�@0Á�•�I�€�Z�8�•�?�]�:�?�†&�1��K�r�M��

3. �Ã�£�µ�º�@�Ä�°�I�€�
�­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�c�Ã�£�µ�º�†�»�ß�µ�É�K�
�K)F0è/œ�†�ß�¢�_
0°6��K�r�M��

�º�Û�å�«�Ì�”�Þ�å�º  �Ô�î�»�b�+0[
�‘�¶�
�Ç�“�–�”�˜�›�î�Ý�c�Ý�î�¸�µ�»  �Í�µ�É�[�6�~�
�–1¤�I�€�S�§�È�¿�µ�º�b�8�N�€�?�_�K)F�M�•�Í
�«�º�b�¹�Ç�›�Ý�º  �¤�î�º�˜�™�–�\�K�Z�µ+��K�r�M���M�‰�
�º�Û�å�«�Ì�”�Þ�å�º  �Ç�“�–�”�˜�›�î�Ý�c�


�� Bump In The Wire���r�S�c���«�¸�Ý�«  �Ç�“�–�”�˜�›�î�Ý���b�|�:�_�·�8�M�•�Þ�–�Ö  2 �Ç�“�–�”�˜�›�î
�Ý�[�6�~�
�K)F�I�€�S�¹�Â�–�«�l�b�Ý�î�±  �Í�µ�É�\�c0b�^�I�€�r�O�‡��

�G�G�[�c�
�º�Û�å�«�Ì�”�Þ�å�º  �Ç�“�–�”�˜�›�î�Ý  �Ô�î�»�_�X�8�Z���b8o% �[1��Â�K�r�M��

• ���º�Û�å�«�Ì�”�Þ�å�º  �Ç�“�–�”�˜�›�î�Ý  �¿�µ�º�á�î�¡�� >&P.18-8>'

• ���Þ�–�Ö  3 �º�Û�Ç�•�µ�¡�b0Á�•�� >&P.18-8>'

Web �(�o�C
10.1.1.3 

�Y�o�)
10.1.2.27

209.165.201.2

10.1.1.110.1.2.1

��1ñ

�]1ñ DMZ
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'¨  18 'v       �Ç�“�–�”�˜�›�î�Ý  �Ô�î�»�b�+0[
  �º�Û�å�«�Ì�”�Þ�å�º  �Ô�î�»�b�+0[
• ��0Á�•�I�€�•  MAC �”�»�Þ�«�� >&P.18-8>'

• ���Ý�î�¸�µ�»  �Ô�î�»�[0Á�•�I�€�^�8�º�Û�Ç�•�µ�¡�b3û4#�� >&P.18-8>'

• �� MAC �”�»�Þ�«  �Ý�µ�¡�”�µ�É�\  �Ý�î�º  �Ý�µ�¡�”�µ�É�� >&P.18-9>'

• ���¿�µ�º�á�î�¡�[�b�º�Û�å�«�Ì�”�Þ�å�º  �Ç�“�–�”�˜�›�î�Ý�b�Q#Ý�� >&P.18-10>'

• ���º�Û�å�«�Ì�”�Þ�å�º  �Ç�“�–�”�˜�›�î�Ý  �ž�–�»�Û�–�å�� >&P.18-10>'

• ���º�Û�å�«�Ì�”�Þ�å�º  �Ô�î�»�[�§�Ï�î�º�I�€�Z�8�^�8�µ+��� >&P.18-11>'

• ���º�Û�å�«�Ì�”�Þ�å�º  �Ç�“�–�”�˜�›�î�Ý�†3û4#�M�•�¹�î�±�b�·�A�� >&P.18-12>'

�º�Û�å�«�Ì�”�Þ�å�º  �Ç�“�–�”�˜�›�î�Ý  �¿�µ�º�á�î�¡

�­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�[�c�

Æ4Š�–�å�±�î�Ç�™�–�«�\�¥4Š�–�å�±�î�Ç�™�–�«�_� �L�¿�µ�º�á�î
�¡�@�K)F�I�€�r�M���º�Û�å�«�Ì�”�Þ�å�º  �Ç�“�–�”�˜�›�î�Ý�c�Ý�î�¸�•�å�¢�I�€�S�Í�µ�É�[�c�^�8�b�[�

�¤�Ñ�b�¿�µ�º�á�î�¡�_(F�"�_�_
°�[�A�r�M��

�Þ�–�Ö  3 �º�Û�Ç�•�µ�¡�b0Á�•

�­�Ÿ�×�Ü�¸�•�b9×�8�–�å�±�î�Ç�™�–�«�?�}�­�Ÿ�×�Ü�¸�•�b�*�8�–�å�±�î�Ç�™�–�«�l�b  IPv4 �º�Û�Ç�•�µ
�¡�c�
�”�¡�­�«  �Ü�«�º�\�c!“6õ�€�_�
�º�Û�å�«�Ì�”�Þ�å�º  �Ç�“�–�”�˜�›�î�Ý�†+¬�·$×�_3û4#�[�A�r�M��
ARP �c�
�”�¡�­�«  �Ü�«�º�_6õ�€�^�C�
�g�‰�¥�\�v�º�Û�å�«�Ì�”�Þ�å�º  �Ç�“�–�”�˜�›�î�Ý�†3û4#�[�A�r
�M�� ARP �º�Û�Ç�•�µ�¡�c�
 ARP �–�å�«�Ì�¡�©�Ù�å�_�|�W�Z�D�š�[�A�r�M���*�8�­�Ÿ�×�Ü�¸�•  �–�å�±�î
�Ç�™�–�«�?�}9×�8�­�Ÿ�×�Ü�¸�•  �–�å�±�î�Ç�™�–�«�_&ã�·�M�•�Þ�–�Ö  3 �º�Û�Ç�•�µ�¡�b���œ�c�
�Ñ�G�”
�¡�­�«  �Ü�«�º�@�²0[�[�M��

0Á�•�I�€�•  MAC �”�»�Þ�«

���b��
›  MAC �”�»�Þ�«�c�
�º�Û�å�«�Ì�”�Þ�å�º  �Ç�“�–�”�˜�›�î�Ý�†3û4#�[�A�r�M���G�b�Ü�«�º�_�Ñ
�~�K�^�8  MAC �”�»�Þ�«�c�»�ß�µ�É�I�€�r�O�‡��

• FFFF.FFFF.FFFF �b  TRUE �È�ß�î�»�Ÿ�Õ�«�º��
›  MAC �”�»�Þ�«

• 0100.5E00.0000 >|  0100.5EFE.FFFF �r�[�b  IPv4 �Ð�Ý�³�Ÿ�Õ�«�º  MAC �”�»�Þ�«

• 3333.0000.0000 >|  3333.FFFF.FFFF �r�[�b  IPv6 �Ð�Ý�³�Ÿ�Õ�«�º  MAC �”�»�Þ�«

• 0100.0CCC.CCCD �b  BPDU �Ð�Ý�³�Ÿ�Õ�«�º  �”�»�Þ�«

• 0900.0700.0000 >|  0900.07FF.FFFF �r�[�b  AppleTalk �Ð�Ý�³�Ÿ�Õ�«�º  MAC �”�»�Þ�«

�Ý�î�¸�µ�»  �Ô�î�»�[0Á�•�I�€�^�8�º�Û�Ç�•�µ�¡�b3û4#

�Ý�î�¸�µ�»  �Ô�î�»�[�c�
�”�¡�­�«  �Ü�«�º�[0Á�•�K�Z�v�
�8�C�X�?�b�±�–�É�b�º�Û�Ç�•�µ�¡�c�­�Ÿ�×�Ü
�¸�•  �”�É�Û�–�”�å�«�†3û4#�[�A�r�O�‡���S�T�K�
�º�Û�å�«�Ì�”�Þ�å�º  �Ç�“�–�”�˜�›�î�Ý�c�
�Ñ�G�”�¡
�­�«  �Ü�«�º>& IP �º�Û�Ç�•�µ�¡�b���œ>'�r�S�c  EtherType �”�¡�­�«  �Ü�«�º>&8�  IP �º�Û�Ç�•�µ�¡�b���œ>'
�†�Q#Ý�K�Z�o�\�‡�]�M�m�Z�b�º�Û�Ç�•�µ�¡�†0Á�•�[�A�r�M��
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'¨  18 'v       �Ç�“�–�”�˜�›�î�Ý  �Ô�î�»�b�+0[
  �º�Û�å�«�Ì�”�Þ�å�º  �Ô�î�»�b�+0[
>&�@>' �º�Û�å�«�Ì�”�Þ�å�º  �Ô�î�»�b�­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�c�
 CDP �Ã�£�µ�º�
 IPv6 �Ã�£�µ�º�
�>�|
�g  0x600 �è�V�b�w� �^  EtherType �†�â�S�^�8�Ã�£�µ�º�b3û4#�†�Ä�°�K�r�M���S�\�<�d�
 IS-IS �Ã�£�µ�º
�c3û4#�[�A�r�O�‡���[�¥�\�K�Z�
 BPDU �c�§�Ï�î�º�I�€�Z�8�r�M��

�S�\�<�d�
�º�Û�å�«�Ì�”�Þ�å�º  �Ç�“�–�”�˜�›�î�Ý�[�Ý�î�¸�•�å�¢  �É�ß�º�¥�Ý�b7„�K6õ�€�†&�'g�[�A�r
�M���X�r�~�
�Ñ�G�”�¡�­�«  �Ü�«�º�_�ö�Y�8�Z�
 OSPF�
 RIP�
 EIGRP�
�r�S�c  BGP �º�Û�Ç�•�µ�¡�†0Á
�•�[�A�r�M�� � �]�_�
 protocols like HSRP �x  VRRP �^�]�b�É�ß�º�¥�Ý�c  �­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«  
�†3û4#�[�A�r�M��

IP �è�¥�b�º�Û�Ç�•�µ�¡>& AppleTalk�
 IPX�
 BPDU�
�>�|�g  MPLS �^�]>'�c�
 EtherType �”�¡�­�«  �Ü�«
�º�†�Q#Ý�K�Z3û4#�M�•�|�:�_�S�B�[�A�r�M��

�º�Û�å�«�Ì�”�Þ�å�º  �Ç�“�–�”�˜�›�î�Ý�[%$�K�§�Ï�î�º�I�€�Z�8�^�8�µ+��b���œ�c�
�”�µ�É�«�º�Ü�î�Ò  
�Ý�î�±�\�²�˜�å�«�º�Ü�î�Ò  �Ý�î�±�@�µ+��†�§�Ï�î�º�[�A�•�|�:�_�º�Û�Ç�•�µ�¡�b3û4#�†0Á�•�M�•�G�\
�@�[�A�r�M���S�\�<�d�
�Ñ�G�”�¡�­�«  �Ü�«�º�†�Q#Ý�K�Z�
 DHCP �º�Û�Ç�•�µ�¡>&�§�Ï�î�º�I�€�^�8  
DHCP �Ü�Þ�î�µ+��b�æ�ƒ�~�_>'�r�S�c  IP/TV �_�|�W�Z�8�B�I�€�S�Ð�Ý�³�Ÿ�Õ�«�º  �º�Û�Ç�•�µ�¡�†0Á�•
�[�A�r�M��

MAC �”�»�Þ�«  �Ý�µ�¡�”�µ�É�\  �Ý�î�º  �Ý�µ�¡�”�µ�É

�­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«  �@ NAT �†�Q#Ý�O�N�_�º�Û�å�«�Ì�”�Þ�å�º  �Ô�î�»�['�
>�K�Z�8�•���œ�

�Ã�£�µ�º�b$Î�™�–�å�±�î�Ç�™�–�«�c�Ý�î�º�è(ô�[�c�^�C�
 MAC �”�»�Þ�«�è(ô�†��/œ�M�•�G�\�_�|�W�Z
�8�9�I�€�r�M���Ý�î�º  �«�¸�î�º�Ó�å�º�v0¿���[�A�r�M�@�
4:#Ý�I�€�•�b�c  �­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å
�«  �†2s!l�\�M�•�º�Û�Ç�•�µ�¡�T�E�[�M���S�\�<�d�
 Syslog �§�î�Â�@�Ü�Ô�î�º  �¿�µ�º�á�î�¡�_4Ä*(�I�€
�Z�8�•���œ�
�­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«  �@�Q�b�§�È�¿�µ�º�_�”�¡�­�«�[�A�•�|�:�_�
�«�±�¸�•�µ�¡  
�Ý�î�º�†�Q#Ý�M�•�²0[�@�6�~�r�M��

�S�T�K�
8b�Œ�è���†�Q#Ý�K�Z�>�~�
�š�å�»�Ï�–�å�º�@  �­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«  �?�}  1 �Í�µ�É�è�V
7³�€�Z�8�•���œ�c�[�¥�[�M���S�\�<�d�
 CCM �\  H.323 �¤�î�º�˜�™�–6ë�[�º�Û�å�«�Ì�”�Þ�å�º  �Ç�“�–�”
�˜�›�î�Ý�†�Q#Ý�K�Z�>�~�
�º�Û�å�«�Ì�”�Þ�å�º  �Ç�“�–�”�˜�›�î�Ý�\  H.323 �¤�î�º�˜�™�–6ë�_�Ý�î�±�@
�Ñ�~�M�•���œ�
 H.323 �¤�î�º�˜�™�–�@�G�–�_�¥�î�Ý�†�ö�¢�[�A�•�|�:�_�M�•�_�c�
�­�Ÿ�×�Ü�¸�•  �”�É
�Û�–�”�å�«  �[�«�±�¸�•�µ�¡  �Ý�î�º�†3ã�•�M�•�²0[�@�6�~�r�M��

NAT �†�Q#Ý�M�•���œ�c�
�­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«  �[  MAC �”�»�Þ�«�è(ô�b�æ�ƒ�~�_�Ý�î�º�è(ô�@
�Q#Ý�I�€�r�M�����œ�_�|�W�Z�c�
�«�±�¸�•�µ�¡  �Ý�î�º�@�²0[�_�^�~�r�M���S�\�<�d�
����
›�”�»�Þ�«
�@ �­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«  �_%$�K�K)F�I�€�Z�8�^�8���œ�
�­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«  �[�Q�b
����
›�”�»�Þ�«#Ý�_�
�²�˜�å�«�º�Ü�î�Ò  �Ý�î�±�†�Ï�–�å�º�M�•�«�±�¸�•�µ�¡  �Ý�î�º�†3ã�•�M�•�²0[�@
�6�~�r�M��
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'¨  18 'v       �Ç�“�–�”�˜�›�î�Ý  �Ô�î�»�b�+0[
  �º�Û�å�«�Ì�”�Þ�å�º  �Ô�î�»�b�+0[
�¿�µ�º�á�î�¡�[�b�º�Û�å�«�Ì�”�Þ�å�º  �Ç�“�–�”�˜�›�î�Ý�b�Q#Ý

�W 18-6 �_�
�¥4Š�¹�Â�–�«�@
Æ4Š�¹�Â�–�«�\� �L�§�È�¿�µ�º�V�_�6�•�M+á$×�^�º�Û�å�«�Ì�”�Þ�å�º  �Ç�“
�–�”�˜�›�î�Ý  �¿�µ�º�á�î�¡�†&g�K�r�M��
Æ4Š�Ý�î�±�\�Í�«�º�c�
�¥4Š�Ý�î�±�_%$�K�K)F�I�€�Z�8�•�|
�:�_0b�<�r�M��

�W 18-6 �º�Û�å�«�Ì�”�Þ�å�º  �Ç�“�–�”�˜�›�î�Ý  �¿�µ�º�á�î�¡

�º�Û�å�«�Ì�”�Þ�å�º  �Ç�“�–�”�˜�›�î�Ý  �ž�–�»�Û�–�å

�º�Û�å�«�Ì�”�Þ�å�º  �Ç�“�–�”�˜�›�î�Ý  �¿�µ�º�á�î�¡�†0£#ì�M�•���œ�c�
���b�ž�–�»�Û�–�å�_�‘�W�Z�C
�T�I�8��

• 'ö#.  IP �”�»�Þ�«�@�²0[�[�M���Ð�Ý�³  �¥�å�¸�Ÿ�«�º  �Ô�î�»�b���œ�c�
�›�¥�å�¸�Ÿ�«�º�H�\�_  IP �”
�»�Þ�«�@�²0[�[�M��

�–�å�±�î�Ç�™�–�«�H�\�_  IP �”�»�Þ�«�@�²0[�^�Ý�î�¸�µ�»  �Ô�î�»�\$��^�~�
�º�Û�å�«�Ì�”�Þ�å�º  
�Ç�“�–�”�˜�›�î�Ý�[�c�¹�Â�–�«
²�/�_  IP �”�»�Þ�«�@�m�~�\�Z�}�€�r�M���­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”
�å�«�c�
�G�b  IP �”�»�Þ�«�†�
�©�«�¸�Ò  �Ó�µ�­�î�ª�x  AAA 3û�™�^�]�
�­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å
�«�[$Î�™�I�€�•�Ã�£�µ�º�b3æ�™
–�”�»�Þ�«�\�K�Z�Q#Ý�K�r�M��

'ö#.  IP �”�»�Þ�«�c�
�K)F�I�€�Z�8�•�¿�µ�º�á�î�¡�\� �L�§�È�¿�µ�º
Æ�_�6�•�²0[�@�6�~�r�M���§
�È�¿�µ�º�_�Í�«�º  �§�È�¿�µ�º>& 255.255.255.255>'�†0¿���M�•�G�\�c�[�A�r�O�‡��

'ö#.�S#Ý�–�å�±�î�Ç�™�–�«>& Management 0/0>'�b  IP �”�»�Þ�«�†0¿���[�A�r�M���G�b  IP �”�»�Þ�«
�c�
�Ó�–�å�b'ö#.  IP �”�»�Þ�«�\�c�9�b�§�È�¿�µ�º�_0¿���[�A�r�M��

10.1.1.1

10.1.1.2
%¤!� IP

10.1.1.3

192.168.1.2

�@�6�;�b�o�"  A

�@�6�;�b�o�"  B

���f�2�o�@�6�;
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'¨  18 'v       �Ç�“�–�”�˜�›�î�Ý  �Ô�î�»�b�+0[
  �º�Û�å�«�Ì�”�Þ�å�º  �Ô�î�»�b�+0[
• 3ñ4#�­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�c�

Æ4Š�–�å�±�î�Ç�™�–�«�\�¥4Š�–�å�±�î�Ç�™�–�«�T�E�†�Q#Ý
�K�r�M���É�Û�µ�º�Ç�›�î�Ò�_�S#Ý�b'ö#.�–�å�±�î�Ç�™�–�«�@�µ�r�€�Z�8�•���œ�c�
'ö#.�º�Û�Ç�•�µ
�¡�S#Ý�b'ö#.�–�å�±�î�Ç�™�–�«�r�S�c�§�È�–�å�±�î�Ç�™�–�«�†0¿���M�•�G�\�v�[�A�r�M��

�©�å�¢�Ý�Ô�î�»�[�c�
�­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�_  3 �X�è�V�b�–�å�±�î�Ç�™�–�«�@�µ�r�€�Z�8
�•���œ�[�v�
 2 �X�b�¹�î�±  �–�å�±�î�Ç�™�–�«>&�>�|�g�Q#Ý�•+��^���œ�c�S#Ý�b'ö#.�–�å�±�î�Ç�™�–
�«>'�T�E�†�Q#Ý�[�A�r�M��

• %$�K�_�K)F�I�€�S�›�¿�µ�º�á�î�¡�c� �M�b�§�È�¿�µ�º�V�_�6�•�²0[�@�6�~�r�M��

• �K)F�I�€�S�¹�Â�–�«#Ý�b�¹�Ç�›�Ý�º  �¤�î�º�˜�™�–�\�K�Z�­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«'ö#.  IP �”�»
�Þ�«�†�æ���K�^�8�[�C�T�I�8���¹�Â�–�«�c�­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�b�Ú�‰�b
��b�Ý�î�±�†�¹
�Ç�›�Ý�º  �¤�î�º�˜�™�–�\�K�Z�æ���M�•�²0[�@�6�~�r�M��

• �Ð�Ý�³  �¥�å�¸�Ÿ�«�º  �Ô�î�»�[�c�
�›�¥�å�¸�Ÿ�«�º�@�9�¶�b�–�å�±�î�Ç�™�–�«�†�Q#Ý�M�•�²0[�@�6
�~�r�M���¥�å�¸�Ÿ�«�º6ë�[�–�å�±�î�Ç�™�–�«�†
¹�w�M�•�G�\�c�[�A�r�O�‡��

• �Ð�Ý�³  �¥�å�¸�Ÿ�«�º  �Ô�î�»�[�c�
3û�–�
�›�¥�å�¸�Ÿ�«�º�@�9�¶�b�§�È�¿�µ�º�†�Q#Ý�K�r�M��5�0

�M�•�§�È�¿�µ�º�†�Q#Ý�M�•�G�\�v�[�A�r�M�@�
�Ý�î�¸�•�å�¢  �«�±�å�»�Ï�–�å�º�?�}�•+��_�M�•�S
�u�
�¿�µ�º�á�î�¡  �º�Ï�ß�ª�_�Ý�î�±�\  NAT �¥�å�Ç�•� �×�Þ�î�©�Ù�å�@�²0[�[�M��

�º�Û�å�«�Ì�”�Þ�å�º  �Ô�î�»�[�§�Ï�î�º�I�€�Z�8�^�8�µ+�

/² 18-1 �_�º�Û�å�«�Ì�”�Þ�å�º  �Ô�î�»�[�§�Ï�î�º�I�€�Z�8�^�8�µ+��†&g�K�r�M��

/² 18-1 �º�Û�å�«�Ì�”�Þ�å�º  �Ô�î�»�[�§�Ï�î�º�I�€�Z�8�^�8�µ+�

�µ+� 1��Â

�²�–�¼�Ñ�µ�¡  DNS —

DHCP �Ü�Þ�î �º�Û�å�«�Ì�”�Þ�å�º  �Ç�“�–�”�˜�›�î�Ý�c  DHCP �§�î�Â�\�K�Z�µ+��M
�•�G�\�@�[�A�r�M�@�
 DHCP �Ü�Þ�î  �¥�Ð�å�»�c�§�Ï�î�º�K�r�O�‡�� 2 
�X�b�Ñ�G�”�¡�­�«  �Ü�«�º�†�Q#Ý�K�Z  DHCP �º�Û�Ç�•�µ�¡�†3û4#�I�O
�•�G�\�@�[�A�•�b�[�
 DHCP �Ü�Þ�î�c�²0[�6�~�r�O�‡�� 1 �X�c
Æ4Š�–
�å�±�î�Ç�™�–�«�?�}�¥4Š�–�å�±�î�Ç�™�–�«�l�b  DHCP 0[�Ó�†0Á�•�K�

�v�:  1 �X�c�§�î�Â�?�}�b�Â'Å�†3ë�‰�¥�_0Á�•�K�r�M��

�²�–�¼�Ñ�µ�¡  �Ý�î�¸�•�å�¢  �É
�ß�º�¥�Ý

�S�T�K�
�­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�[$Î�™�I�€�S�º�Û�Ç�•�µ�¡�b
�«�±�¸�•�µ�¡  �Ý�î�º�†3ã�•�[�A�r�M���Ñ�G�”�¡�­�«  �Ü�«�º�†�Q#Ý�K
�Z�
�²�–�¼�Ñ�µ�¡  �Ý�î�¸�•�å�¢  �É�ß�º�¥�Ý�@�­�Ÿ�×�Ü�¸�•  �”�É�Û�–
�”�å�«�†3û4#�[�A�•�|�:�_�M�•�G�\�v�[�A�r�M��

IPv6 EtherType �”�¡�­�«  �Ü�«�º�†�Q#Ý�K�S  IPv6 �c0Á�•�[�A�r�O�‡��

�Ð�Ý�³�Ÿ�Õ�«�º �Ñ�G�”�¡�­�«  �Ü�«�º�[0Á�•�M�•�G�\�_�|�W�Z�
�Ð�Ý�³�Ÿ�Õ�«�º  �º�Û
�Ç�•�µ�¡�@�­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�†3û4#�[�A�•�|�:�_�M�•�G
�\�@�[�A�r�M��

QoS —

3û4#�º�Û�Ç�•�µ�¡#Ý�b  VPN 
�±�î�Ñ�¿�î�©�Ù�å

�º�Û�å�«�Ì�”�Þ�å�º  �Ç�“�–�”�˜�›�î�Ý�c�
'ö#.�K)F�_�P�K�Z�b�s�§
�–�º�¶�î�§�–�º  VPN �º�å�¿�Ý�†�§�Ï�î�º�K�r�M���G�€�c�
�­�Ÿ�×�Ü
�¸�•  �”�É�Û�–�”�å�«�†3û4#�M�•�º�Û�Ç�•�µ�¡�_�P�K�Z  VPN �K)F�†)

'ƒ�K�r�O�‡���Ñ�G�”�¡�­�«  �Ü�«�º�†�Q#Ý�K�Z  VPN �º�Û�Ç�•�µ�¡�_�­
�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�†3û4#�I�O�•�G�\�c�[�A�r�M�@�
8�'ö#.
�K)F�c)
'ƒ�I�€�r�O�‡���¡�Û�–�”�å�º�Þ�«  SSL VPN �v�§�Ï�î�º�I�€
�Z�8�r�O�‡��
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'¨  18 'v       �Ç�“�–�”�˜�›�î�Ý  �Ô�î�»�b�+0[
  �º�Û�å�«�Ì�”�Þ�å�º  �Ô�î�»�b�+0[
�º�Û�å�«�Ì�”�Þ�å�º  �Ç�“�–�”�˜�›�î�Ý�†3û4#�M�•�¹�î�±�b�·�A

�W 18-7 �_�
�Ã�È�Ü�µ�¡  Web �§�î�Â�†�µ�t
Æ4Š�¿�µ�º�á�î�¡�†�â�X�M+á$×�^�º�Û�å�«�Ì�”�Þ�å�º  �Ç�“
�–�”�˜�›�î�Ý�b��/æ�†&g�K�r�M��
Æ4Š�Ø�î�¨�@�–�å�±�î�¿�µ�º  �Ü�¯�î�«�_�”�¡�­�«�[�A�•�|�:�
�­
�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�_�c�”�¡�­�«  �Ü�«�º�@�6�~�r�M���9�b�”�¡�­�«  �Ü�«�º�_�|�W�Z�
�¥4Š�Ø�î
�¨�c
Æ4Š�¿�µ�º�á�î�¡�V�b  Web �§�î�Â�T�E�_�”�¡�­�«�[�A�r�M��

�W 18-7 �M+á$×�^�º�Û�å�«�Ì�”�Þ�å�º  �Ç�“�–�”�˜�›�î�Ý�b�¹�î�±  �Ã�«

�G�G�[�c�
�¹�î�±�@  �­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«  �†�]�b�|�:�_3û4#�M�•�?�_�X�8�Z1��Â�K�r�M��
Æ��
�c���b�\�>�~�[�M��

• ��
Æ4Š�Ø�î�¨�@  Web �§�î�Â�_�”�¡�­�«�M�•�� >&P.18-13>'

• �� NAT �†�Q#Ý�K�Z
Æ4Š�Ø�î�¨�@ Web �§�î�Â�_�”�¡�­�«�M�•�� >&P.18-14>'

• ���¥4Š�Ø�î�¨�@
Æ4Š�¿�µ�º�á�î�¡�V�b  Web �§�î�Â�_�”�¡�­�«�M�•�� >&P.18-15>'

• ���¥4Š�Ø�î�¨�@
Æ4Š�Í�«�º�_�”�¡�­�«�K�|�:�\�M�•�� >&P.18-16>'

www.example.com

209.165.201.2

%¤!� IP
209.165.201.6

209.165.200.230

Web �(�o�C
209.165.200.225

�N�,�;
209.165.201.3

���f�2�o�@�6�;

92
41

2

18-12
ASDM �Ø�î�¨  �ž�–�»

OL-14981-01-J



 

'¨  18 'v       �Ç�“�–�”�˜�›�î�Ý  �Ô�î�»�b�+0[
  �º�Û�å�«�Ì�”�Þ�å�º  �Ô�î�»�b�+0[

Æ4Š�Ø�î�¨�@  Web �§�î�Â�_�”�¡�­�«�M�•

�W 18-8 �c�

Æ4Š�Ø�î�¨�@�¥4Š  Web �§�î�Â�_�”�¡�­�«�K�Z�8�•�G�\�†&g�K�Z�8�r�M��

�W 18-8 
Æ4Š�?�}�¥4Š�l

���b�m8p�[�c�
�¹�î�±�@�­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�†�]�b�|�:�_3û4#�M�•�?�†&g�K�r�M>& �W 18-8 �†
�g!·>' ��

1. 
Æ4Š�¿�µ�º�á�î�¡�b�Ø�î�¨�c�
 www.example.com �?�}  Web �Ì�î�ª�†0[�Ó�K�r�M��

2. �­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�c�Ã�£�µ�º�†�w�™�K�
�²0[�^���œ�
3æ�™
–  MAC �”�»�Þ�«�†  MAC �”
�»�Þ�«  �¸�î�È�Ý�_3ã�•�K�r�M���G�€�c�‚�K�8�­�µ�©�Ù�å�[�6�•�S�u�
�­�Ÿ�×�Ü�¸�•  �Ï�Ü�©�î>&�”
�¡�­�«  �Ü�«�º�
�Ç�•�Ý�±�
 AAA >'�b�²�ó�_�‘�W�Z�
�Ã�£�µ�º�@0Á�•�I�€�Z�8�•�G�\�†&�1��K�r�M��

�Ð�Ý�³  �¥�å�¸�Ÿ�«�º  �Ô�î�»�b���œ�
�­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�c�
�[�w�^�–�å�±�î�Ç�™�–�«�_
�‘�W�Z�Ã�£�µ�º�†�(8®�K�r�M��

3. �­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�c�
�­�µ�©�Ù�å�@&�'g�I�€�S�G�\�†0°6��K�r�M��

4. ��
›  MAC �”�»�Þ�«�@�¸�î�È�Ý
Æ�_�6�•���œ�
�­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�c�¥4Š�–�å�±�î�Ç�™�–
�«�?�}�Ã�£�µ�º�†3?3æ�K�r�M����
›  MAC �”�»�Þ�«�c�
�”�µ�É�«�º�Ü�î�Ò  �Ý�î�±  209.186.201.2 �b
�”�»�Þ�«�[�M��

��
›  MAC �”�»�Þ�«�@�­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�b�¸�î�È�Ý�_�^�8���œ�
�­�Ÿ�×�Ü�¸�•  �”�É�Û
�–�”�å�«�c�
 ARP 0[�Ó�\  ping �†3æ�™�K�Z�
MAC �”�»�Þ�«�†�è���K�|�:�\�K�r�M���q�6�b�Ã�£�µ
�º�c�»�ß�µ�É�I�€�r�M��

5. Web �§�î�Â�@0[�Ó�_�Â'Å�K�r�M���­�µ�©�Ù�å�@�M�[�_&�'g�I�€�Z�8�•�S�u�
�Ã�£�µ�º�c�
�‚�K�8
�K)F�_6õ4��M�•�¨�C�b�Ý�µ�¡�”�µ�É�†�Â�–�Ã�«�K�r�M��

6. �­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�c�
�Ã�£�µ�º�†
Æ4Š�Ø�î�¨�_3?3æ�K�r�M��

%¤!� IP
209.165.201.6

www.example.com

209.165.201.2

�N�,�;
209.165.201.3

���f�2�o�@�6�;
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'¨  18 'v       �Ç�“�–�”�˜�›�î�Ý  �Ô�î�»�b�+0[
  �º�Û�å�«�Ì�”�Þ�å�º  �Ô�î�»�b�+0[
NAT �†�Q#Ý�K�Z
Æ4Š�Ø�î�¨�@  Web �§�î�Â�_�”�¡�­�«�M�•

�W 18-8 �c�

Æ4Š�Ø�î�¨�@�¥4Š  Web �§�î�Â�_�”�¡�­�«�K�Z�8�•�G�\�†&g�K�Z�8�r�M��

�W 18-9 NAT �†�Q#Ý�K�Z
Æ4Š�?�}�¥4Š�l

���b�m8p�[�c�
�¹�î�±�@�­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�†�]�b�|�:�_3û4#�M�•�?�†&g�K�r�M>& �W 18-8 �†
�g!·>' ��

1. 
Æ4Š�¿�µ�º�á�î�¡�b�Ø�î�¨�c�
 www.example.com �?�}  Web �Ì�î�ª�†0[�Ó�K�r�M��

2. �­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�c�Ã�£�µ�º�†�w�™�K�
�²0[�^���œ�
3æ�™
–  MAC �”�»�Þ�«�†  MAC �”
�»�Þ�«  �¸�î�È�Ý�_3ã�•�K�r�M���G�€�c�‚�K�8�­�µ�©�Ù�å�[�6�•�S�u�
�­�Ÿ�×�Ü�¸�•  �Ï�Ü�©�î>&�”
�¡�­�«  �Ü�«�º�
�Ç�•�Ý�±�
 AAA >'�b�²�ó�_�‘�W�Z�
�Ã�£�µ�º�@0Á�•�I�€�Z�8�•�G�\�†&�1��K�r�M��

�Ð�Ý�³  �¥�å�¸�Ÿ�«�º  �Ô�î�»�b���œ�
�­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�c�
�[�w�^�–�å�±�î�Ç�™�–�«�_
�‘�W�Z�Ã�£�µ�º�†�(8®�K�r�M��

3. �­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�c��7•�b�”�»�Þ�«>& 10.1.2.27>'�†�Ð�µ�Æ�å�¢  �”�»�Þ�«  
209.165.201.10 �_�š�n�K�r�M��

�Ð�µ�Æ�å�¢  �”�»�Þ�«�c�¥4Š�–�å�±�î�Ç�™�–�«�\� �L�¿�µ�º�á�î�¡�V�_�^�8�S�u�
�”�µ�É�«�º�Ü�î
�Ò �Ý�î�±�_�­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�†�Ï�–�å�º�M�•�Ð�µ�Æ�å�¢  �¿�µ�º�á�î�¡�l�b�«�±�¸�•�µ
�¡  �Ý�î�º�@�6�•�G�\�†&�1��K�r�M��

4. ���_�
�­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�c�­�µ�©�Ù�å�@&�'g�I�€�S�G�\�†0°6��K�
�¥4Š�–�å�±�î�Ç�™
�–�«�?�}�Ã�£�µ�º�†3?3æ�K�r�M��

5. ��
›  MAC �”�»�Þ�«�@�¸�î�È�Ý
Æ�_�6�•���œ�
�­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�c�¥4Š�–�å�±�î�Ç�™�–
�«�?�}�Ã�£�µ�º�†3?3æ�K�r�M����
›  MAC �”�»�Þ�«�c�
�”�µ�É�«�º�Ü�î�Ò  �Ý�î�±�b�”�»�Þ�«  
209.165.201.2 �[�M��

%¤!� IP
10.1.2.2

www.example.com

10.1.2.1

�N�,�;
10.1.2.27

���f�2�o�@�6�;

1M�>�0���<�_�,���µ
209.165.201.1010.1.2.27

�.� �X�]�9��  ���J�\�����f�,�

&»!±�Ô���^�o�2�é 209.165.201.0/27 �ó�é  

�,�2�9���6�"  �^�o�;

19
12

43

�.� �X�]�9��
���J�\�����f�,
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'¨  18 'v       �Ç�“�–�”�˜�›�î�Ý  �Ô�î�»�b�+0[
  �º�Û�å�«�Ì�”�Þ�å�º  �Ô�î�»�b�+0[
��
›  MAC �”�»�Þ�«�@�­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�b�¸�î�È�Ý�_�^�8���œ�
�­�Ÿ�×�Ü�¸�•  �”�É�Û
�–�”�å�«�c�
 ARP 0[�Ó�\  ping �†3æ�™�K�Z�
MAC �”�»�Þ�«�†�è���K�|�:�\�K�r�M���q�6�b�Ã�£�µ
�º�c�»�ß�µ�É�I�€�r�M��

6. Web �§�î�Â�@0[�Ó�_�Â'Å�K�r�M���­�µ�©�Ù�å�@�M�[�_&�'g�I�€�Z�8�•�S�u�
�Ã�£�µ�º�c�
�‚�K�8
�K)F�_6õ4��M�•�¨�C�b�Ý�µ�¡�”�µ�É�†�Â�–�Ã�«�K�r�M��

7. �­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�c�
�Ð�µ�Æ�å�¢  �”�»�Þ�«�†��7•�b�”�»�Þ�«  10.1.2.27 �_�š�n�M�•�G�\
�_�|�W�Z�
 NAT �†��/œ�K�r�M��

�¥4Š�Ø�î�¨�@
Æ4Š�¿�µ�º�á�î�¡�V�b  Web �§�î�Â�_�”�¡�­�«�M�•

�W 18-10 �c�
�¥4Š�Ø�î�¨�@
Æ4Š  Web �§�î�Â�_�”�¡�­�«�K�Z�8�•�G�\�†&g�K�Z�8�r�M��

�W 18-10 �¥4Š�?�}
Æ4Š�l

���b�m8p�[�c�
�¹�î�±�@�­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�†�]�b�|�:�_3û4#�M�•�?�†&g�K�r�M>& �W 18-10 
�†�g!·>' ��

1. �¥4Š�¿�µ�º�á�î�¡�V�b�Ø�î�¨�c�

Æ4Š  Web �§�î�Â�?�}  Web �Ì�î�ª�†0[�Ó�K�r�M��

2. �­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�c�Ã�£�µ�º�†�w�™�K�
�²0[�^���œ�
3æ�™
–  MAC �”�»�Þ�«�†  MAC �”
�»�Þ�«  �¸�î�È�Ý�_3ã�•�K�r�M���G�€�c�‚�K�8�­�µ�©�Ù�å�[�6�•�S�u�
�­�Ÿ�×�Ü�¸�•  �Ï�Ü�©�î>&�”
�¡�­�«  �Ü�«�º�
�Ç�•�Ý�±�
 AAA >'�b�²�ó�_�‘�W�Z�
�Ã�£�µ�º�@0Á�•�I�€�Z�8�•�G�\�†&�1��K�r�M��

�N�,�;

209.165.201.2

209.165.201.1

209.165.200.230

Web �(�o�C
209.165.200.225

%¤!� IP
209.165.201.6

���f�2�o�@�6�;
92

40
9
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'¨  18 'v       �Ç�“�–�”�˜�›�î�Ý  �Ô�î�»�b�+0[
  �º�Û�å�«�Ì�”�Þ�å�º  �Ô�î�»�b�+0[
�Ð�Ý�³  �¥�å�¸�Ÿ�«�º  �Ô�î�»�b���œ�
�­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�c�
�[�w�^�–�å�±�î�Ç�™�–�«�_
�‘�W�Z�Ã�£�µ�º�†�(8®�K�r�M��

3. �­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�c�
�­�µ�©�Ù�å�@&�'g�I�€�S�G�\�†0°6��K�r�M��

4. ��
›  MAC �”�»�Þ�«�@�¸�î�È�Ý
Æ�_�6�•���œ�
�­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�c
Æ4Š�–�å�±�î�Ç�™�–
�«�?�}�Ã�£�µ�º�†3?3æ�K�r�M����
›  MAC �”�»�Þ�«�c�
�²�˜�å�«�º�Ü�î�Ò  �Ý�î�±�b�”�»�Þ�«  
209.186.201.1 �[�M��

��
›  MAC �”�»�Þ�«�@�­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�b�¸�î�È�Ý�_�^�8���œ�
�­�Ÿ�×�Ü�¸�•  �”�É�Û
�–�”�å�«�c�
 ARP 0[�Ó�\  ping �†3æ�™�K�Z�
MAC �”�»�Þ�«�†�è���K�|�:�\�K�r�M���q�6�b�Ã�£�µ
�º�c�»�ß�µ�É�I�€�r�M��

5. Web �§�î�Â�@0[�Ó�_�Â'Å�K�r�M���­�µ�©�Ù�å�@�M�[�_&�'g�I�€�Z�8�•�S�u�
�Ã�£�µ�º�c�
�‚�K�8
�K)F�_6õ4��M�•�¨�C�b�Ý�µ�¡�”�µ�É�†�Â�–�Ã�«�K�r�M��

6. �­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�c�
�Ã�£�µ�º�†�¥4Š�Ø�î�¨�_3?3æ�K�r�M��

�¥4Š�Ø�î�¨�@
Æ4Š�Í�«�º�_�”�¡�­�«�K�|�:�\�M�•

�W 18-11 �c�
�¥4Š�Ø�î�¨�@
Æ4Š�¿�µ�º�á�î�¡�V�b�Í�«�º�_�”�¡�­�«�K�|�:�\�K�Z�8�•�G�\�†&g�K�Z�8
�r�M��

�W 18-11 �¥4Š�?�}
Æ4Š�l

���b�m8p�[�c�
�¹�î�±�@�­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�†�]�b�|�:�_3û4#�M�•�?�†&g�K�r�M>& �W 18-11 
�†�g!·>' ��

1. �¥4Š�¿�µ�º�á�î�¡�V�b�Ø�î�¨�@�

Æ4Š�Í�«�º�_�?4)�K�|�:�\�K�r�M��

%¤!� IP
209.165.201.6

�N�,�;

209.165.201.2

�N�,�;
209.165.201.3

���f�2�o�@�6�;

92
41

0
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'¨  18 'v       �Ç�“�–�”�˜�›�î�Ý  �Ô�î�»�b�+0[
  �º�Û�å�«�Ì�”�Þ�å�º  �Ô�î�»�b�+0[
2. �­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�c�Ã�£�µ�º�†�w�™�K�
�²0[�^���œ�
3æ�™
–  MAC �”�»�Þ�«�†  MAC �”
�»�Þ�«  �¸�î�È�Ý�_3ã�•�K�r�M���G�€�c�‚�K�8�­�µ�©�Ù�å�[�6�•�S�u�
�­�Ÿ�×�Ü�¸�•  �Ï�Ü�©�î>&�”
�¡�­�«  �Ü�«�º�
�Ç�•�Ý�±�
 AAA >'�b�²�ó�_�‘�W�Z�
�Ã�£�µ�º�@0Á�•�I�€�Z�8�•�?�]�:�?�†&�1��K
�r�M��

�Ð�Ý�³  �¥�å�¸�Ÿ�«�º  �Ô�î�»�b���œ�
�­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�c�
�[�w�^�–�å�±�î�Ç�™�–�«�_
�‘�W�Z�Ã�£�µ�º�†�(8®�K�r�M��

3. �Ã�£�µ�º�@�Ä�°�I�€�
�­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«  �@�Ã�£�µ�º�†�ë� �K�r�M��

4. �¥4Š�Ø�î�¨�@
Æ4Š�¿�µ�º�á�î�¡�†�7�Á�K�|�:�\�K�S���œ�
�­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�c�¨�X�b
�¸�¡�À�ß�ª�î�†�Q#Ý�K�Z�
�M�[�_&�'g�I�€�S�­�µ�©�Ù�å�_�P�K�Z�Ã�£�µ�º�@�w� �?�]�:�?�†�8�9�K
�r�M��
18-17
ASDM �Ø�î�¨  �ž�–�»

OL-14981-01-J



 

'¨  18 'v       �Ç�“�–�”�˜�›�î�Ý  �Ô�î�»�b�+0[
  �º�Û�å�«�Ì�”�Þ�å�º  �Ô�î�»�b�+0[
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�”�¡�­�«  �Ý�î�Ý�b0¿��

�”�¡�­�Ý  �Ý�î�Ý
[Access Rules] �˜�•�å�»�˜�_�c�
�Ý�î�Ý�\�K�Z/²#'�I�€�S�¿�µ�º�á�î�¡
²�/�b�­�Ÿ�×�Ü�¸�•  �Ï�Ü�©�î�@
/²&g�I�€�r�M��

[Access Rules] �œ�É�©�Ù�å�†4E�¥�M�•���œ�c�
�Q#Ý�•+��^�É�ß�º�¥�Ý�x�Ï�î�º�^�]�
"I���b�Í�«�º�r�S
�c�¿�µ�º�á�î�¡�?�}�9�b�Í�«�º�r�S�c�¿�µ�º�á�î�¡�l�b�”�¡�­�«�†�D�š�M�•�”�¡�­�«  �¥�å�º�ß�î�Ý  �Ü
�«�º�†�G�b�˜�•�å�»�˜�[��*O�[�A�r�M���”�¡�­�«  �Ü�«�º�c�¥�å�ª�µ�º  �Ü�«�º�>�|�g$Î�™�Ü�«�º�_�v�W
�Z�æ�ƒ�~�r�M��

�¹�Ç�›�Ý�º�[�c�­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�[�
�|�~9×�8�­�Ÿ�×�Ü�¸�•  �Þ�Ë�Ý�?�}�b�º�Û�Ç�•�µ�¡
>&
Æ4Š�^�]>'�c�*�8�­�Ÿ�×�Ü�¸�•  �Þ�Ë�Ý>&�¥4Š�^�]>'�_�”�¡�­�«�[�A�r�M��
Æ4Š�¿�µ�º�á�î�¡�?�}�b�M
�m�Z�b$Î�™ IP �º�Û�Ç�•�µ�¡�†0Á�•�M�•
Æ4Š�–�å�±�î�Ç�™�–�«�_�c�
�/;ò�b�”�¡�­�«  �Ü�«�º�@�6�~�r
�M��>&�­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�c�
�”�²�É�¸�•�È  �­�Ÿ�×�Ü�¸�•  �”�Ý�¦�Ü�¬�Ò�†�Q#Ý�K�Z�¥4Š�¿�µ
�º�á�î�¡�?�}
Æ4Š�¿�µ�º�á�î�¡�_���Z�S�º�Û�Ç�•�µ�¡�†�Ä�°�K�r�M���”�²�É�¸�•�È  �­�Ÿ�×�Ü�¸�•  �”�Ý
�¦�Ü�¬�Ò�c�
�­�Ÿ�×�Ü�¸�•�l�b�«�¸�î�º�Ç�Ý�^�”�É�ß�î�³�‰�2�[�M���›�w�™�Ã�£�µ�º�c�
�”�²�É�¸�•�È  
�­�Ÿ�×�Ü�¸�•  �”�Ý�¦�Ü�¬�Ò�>�|�g�Ó�Ô�Ü�b�K)F"g�Â�_���_�P�K�Z�è���I�€�r�M>' �� ASDM �_�c�/;ò�b
�”�¡�­�«  �Ü�«�º�@/²&g�I�€�r�M�@�
)…7Ÿ�M�•�G�\�c�[�A�r�O�‡��$Î�™�º�Û�Ç�•�µ�¡�†�D7H�M�•�_�c�

�”�¡�­�«  �Ü�«�º�†3ã�•�K�r�M>&�G�b���œ�
�/;ò�b�”�¡�­�«  �Ü�«�º�c�P7V�I�€�r�M>' ��

�K)F�@�M�[�_&�'g�I�€�Z�8�^�87H�~�
�›�w�™�Ã�£�µ�º�c�”�²�É�¸�•�È  �­�Ÿ�×�Ü�¸�•  �”�Ý�¦�Ü�¬�Ò�†�Q
#Ý�K�Z�è���I�€�r�M���¹�Ç�›�Ý�º�[�c�
0Á�•�M�•�”�¡�­�«  �Ü�«�º�†3ã�•�K�^�87H�~�
�­�Ÿ�×�Ü�¸�•  �”
�É�Û�–�”�å�«�[�º�Û�Ç�•�µ�¡�c�Ç�“�–�”�˜�›�î�Ý�†3û4#�[�A�r�O�‡��

3û�–�
�”�²�É�¸�•�È  �­�Ÿ�×�Ü�¸�•  �”�Ý�¦�Ü�¬�Ò�[�Ä�°�I�€�•�º�Û�Ç�•�µ�¡�†0Á�•�M�•�_�c�
�”�¡�­�«  
�Ü�«�º�†3ã�•�K�r�M���S�\�<�d�
�¥4Š�–�å�±�î�Ç�™�–�«�_�”�¡�­�«  �Ü�«�º�†3ã�•�M�€�d�
 DMZ �¿�µ�º
�á�î�¡�V�b  Web �§�î�Â�l�b�Ã�È�Ü�µ�¡  �”�¡�­�«�†0Á�•�[�A�r�M��

�D(Ù�¦8o

�›�”�¡�­�«  �Ü�«�º�b�q�‹�_�c�
0Á�•�I�€�^�8�M�m�Z�b�º�Û�Ç�•�µ�¡�†�Ä�°�M�•�
/²0°�I�€�^�8�/;ò�b
�Ý�î�Ý�@�µ�r�€�r�M���º�Û�Ç�•�µ�¡�c�
�”�¡�­�«  �¥�å�º�ß�î�Ý  �š�å�º�Ü�_�|�W�Z�Â&g$×�_0Á�•�I�€�Z
�8�^�8���œ�
�Ä�°�I�€�r�M���G�b�º�Æ�µ�¡�[�c�
 ACE �†�Ý�î�Ý�\�ç�g�r�M��

�S�f�²�ó

�²0[�_�Â�L�Z�
 [Addresses] �±�È�[�¿�µ�º�á�î�¡  �¢�Ý�î�É�†�8�B�K�r�M��

�Ç�•�î�Ý�»

�@>8�¸�î�È�Ý  �•�Û�Ò�b�œ�c�•�î�¯�Ý�†�Q#Ý�K�Z1*�Z�[�A�r�M���•�î�¯�Ý�†�•�Û�Ò�b)z�_5��a�
�§5�%®
�3�_�^�•�r�[&ã�·�K�r�M���•�Û�Ò�b)z�†�¡�Ü�µ�¡�K�Z�
% $×�b�§�–�¬�_�^�•�r�[�»�Û�µ�¢�K�r�M��

• [Add]>8�‚�K�8�”�¡�­�«  �Ý�î�Ý�†3ã�•�K�r�M��
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'¨  19 'v       �”�¡�­�«  �Ý�î�Ý�b0¿��
  �”�¡�­�Ý  �Ý�î�Ý
• [Edit]>8�”�¡�­�«  �Ý�î�Ý�†)…7Ÿ�K�r�M��

• [Delete]>8�”�¡�­�«  �Ý�î�Ý�†�P7V�K�r�M��

• [Move Up]>8�Ý�î�Ý�†�V�_&ã�·�K�r�M���Ý�î�Ý�c�
�G�b�¸�î�È�Ý�_/²&g�I�€�•8p�Î�[0Û�o�I�€�•�S
�u�
5�0
�K�S�Ý�î�Ý�@�6�•���œ�c�
�Q�€�}�†/²&g�M�•8p�Î�_�@�–�@�²0[�[�M��

• [Move Down]>8�Ý�î�Ý�†�W�_&ã�·�K�r�M��

• [Cut]>8�Ý�î�Ý�†�)�~�v�~�r�M��

• [Copy]>8�Ý�î�Ý�b�Ã�Û�Ó�î�±�†�¥�Æ�î�K�r�M�� [Paste] �Î�±�å�†�Q#Ý�M�€�d�
�Q�€�\� �L�Ã�Û�Ó�î
�±�†�â�X�Ý�î�Ý�†�‚�S�_�8�B�[�A�r�M��

• [Paste]>8�Ý�î�Ý�?�}�¥�Æ�î�K�S�Ã�Û�Ó�î�±�r�S�c�)�~�v�W�S�Ã�Û�Ó�î�±�@�6�}�?�L�u
°�Š�I�€�S"g
�Â�b  [Add/Edit Rule] �²�–�”�ß�¢�Î�µ�¡�«�@/²&g�I�€�r�M���G�b�²�–�”�ß�¢�Î�µ�¡�«�[�c�
�Q�€�}
�b�Ã�Û�Ó�î�±�†�Ÿ�G�K�Z�‚�K�8�Ý�î�Ý�†�8�B�K�
�Q�€�†�¸�î�È�Ý�_3ã�•�[�A�r�M�� [Paste] �Î�±�å
�†�¡�Ü�µ�¡�M�•�\�
4E�¥�K�S�Ý�î�Ý�b�M�D�S�_�Q�b�Ý�î�Ý�@3ã�•�I�€�r�M�� [Paste] �»�ß�µ�É�²�˜
�å  �Ü�«�º�?�}  [Paste After] 8o% �†4E�¥�M�•�\�
4E�¥�K�S�Ý�î�Ý�b�M�D�‹�_�Q�b�Ý�î�Ý�@3ã�•�I�€
�r�M��

• [Find]>8�M+´�M�•�Ý�î�Ý�T�E�†/²&g�M�•�|�:�_�
/²&g
Æ���†�Ç�•�Ý�±�Ü�å�¢�K�r�M�� [Find] �†�¡
�Ü�µ�¡�M�•�\�
 [Filter] �Ç�•�î�Ý�»�@6ä�A�r�M���v�:�M�Ø  [Find] �†�¡�Ü�µ�¡�M�•�\�
 [Filter] �Ç�•�î
�Ý�»�c8�/²&g�_�^�~�r�M��

– [Filter] �»�ß�µ�É�²�˜�å  �Ü�«�º>8�Ç�•�Ý�±�Ü�å�¢�M�•�ö =�\�K�Z�
 [Interface]�
 [Source]�

[Destination]�
 [Source or Destination]�
 [Destination Service]�
 [Rule Query] �b�p�?�}�8�N�€
�?�†4E�¥�K�r�M���Ý�î�Ý  �¡�š�Ü�î�\�c�
0
�X�b�ö =�†  1 �X�_�r�\�u�S�v�b�[�
�–�Ñ�K�Z�>�E�d
)Þ�~3É�K�Q#Ý�[�A�r�M��

– [Condition] �»�ß�µ�É�²�˜�å  �Ü�«�º>8�ö =�@  [Source]�
 [Destination]�
 [Source or 
Destination]�
�>�|�g  [Destination Service] �b���œ�
�²�ó�\�K�Z  [is] �r�S�c  [includes] �b�8�N�€
�?�†4E�¥�K�r�M��

– [Filter] �Ç�•�î�Ý�»>8 [Interface] �±�–�É�@4E�¥�I�€�S���œ�
�G�b�Ç�•�î�Ý�»�c�»�ß�µ�É�²�˜�å  
�Ü�«�º�_�^�~�
�Q�G�?�}�–�å�±�î�Ç�™�–�«�¡�†4E�¥�[�A�r�M�� [Rule Query] �±�–�É�@4E�¥�I�€
�S���œ�
�G�b�»�ß�µ�É�²�˜�å  �Ü�«�º�_�c�
4E�¥*å�\�K�Z�M�m�Z�b��*O�í�s�Ý�î�Ý  �¡�š�Ü�î�@
/²&g�I�€�r�M�� [Source] �±�–�É�>�|�g  [Destination] �±�–�É�@4E�¥�I�€�S���œ�c�
 IP �”�»�Þ�«
�†�æ���[�A�r�M���m�·�[
°�Š�[�A�•�o�?�
 [...] �Î�±�å�†�¡�Ü�µ�¡�K�
 [Browse Address] �²�–�”
�ß�¢�Î�µ�¡�«�†6ä�8�Z�g!·�M�•�G�\�v�[�A�r�M�� [Destination Service] �±�–�É�@4E�¥�I�€�S��
�œ�c�
�É�ß�º�¥�Ý  �±�–�É�\�K�Z�
 TCP�
 UDP�
 TCP-UDP�
 ICMP�
 IP �b�8�N�€�?�†�æ���[�A
�r�M���m�·�[
°�Š�[�A�•�o�?�
 [...] �Î�±�å�†�¡�Ü�µ�¡�K�
 [Browse Service Groups] �²�–�”�ß�¢
�Î�µ�¡�«�†6ä�8�Z�g!·�M�•�G�\�v�[�A�r�M�� [Filter] �Ç�•�î�Ý�»�_�c�
0
�X�b�š�å�º�Ü�†�æ��
�[�A�r�M���Q�b7•�
�›�š�å�º�Ü�c�
�•�å�Ð�r�S�c�«�Ì�î�«�[�
�)�~�r�M���r�S�
�á�–�Ý�»�•�î
�»�v�Q#Ý�[�A�r�M��

– [Filter]>8�Ç�•�Ý�±�†��/œ�K�r�M��

– [Clear]>8�M+´
Æ���>�|�g/²&g
Æ���†�M�m�Z�¡�Ü�”�K�r�M��

– [Rule Query]>8[Rule Queries] �²�–�”�ß�¢�Î�µ�¡�«�@/²&g�I�€�r�M���G�b�²�–�”�ß�¢�Î�µ�¡�«
�[�c�
�¡�S�Ü�A�Ý�î�Ý  �¡�š�Ü�î�†'ö#.�[�A�r�M��

• [Diagram]>8�Ý�î�Ý  �¸�î�È�Ý�b�W�_  [Rule Flow Diagram] 8•�æ�@/²&g�I�€�r�M���G�b�W�_�c�
�¿�µ
�º�á�î�¡�
�º�Û�Ç�•�µ�¡�b�±�–�É�
�–�å�±�î�Ç�™�–�«�¡�
�Ç�ß�î�b�‰�¥�
�>�|�g�”�¡�©�Ù�å�@/²&g
�I�€�r�M��

• [Export]>8�•�å�Ð�
�)�~�g�'�r�S�c  html �g�'�b�Ç�“�–�Ý�_�š�¡�«�Ï�î�º�K�r�M��

• [Show]>84E�¥�K�S�”�¡�­�«  �Ý�î�Ý�_�|�~#Õ�B�I�€�S  syslog �@�
Real-Time Log Viewer �_/²&g�I�€
�r�M��
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'¨  19 'v       �”�¡�­�«  �Ý�î�Ý�b0¿��
  �”�¡�­�Ý  �Ý�î�Ý
���_�
 [Access Rules] �¸�î�È�Ý�b�•�Û�Ò�_�X�8�Z1��Â�K�r�M���G�€�}�b�•�Û�Ò�b
Æ���†)…7Ÿ�M�•���œ
�c�
�¸�î�È�Ý/œ�†�²�È�Ý�¡�Ü�µ�¡�K�r�M���Ý�î�Ý�c�
��/œ8p�_/²&g�I�€�r�M���Ý�î�Ý�†�‘�¡�Ü�µ�¡�M�•
�\�
�V0°�b�Î�±�å�[4E�¥�[�A�•�M�m�Z�œ�É�©�Ù�å�b�o�?�
 [Insert] 8o% �>�|�g  [Insert After] 8o% �@/²&g
�I�€�r�M�� [Insert] 8o% �†�æ���M�•�\�
4E�¥�K�S�Ý�î�Ý�b�M�D�S�_�‚�K�8�Ý�î�Ý�@��
°�I�€�
 [Insert 
After] 8o% �†�æ���M�•�\�
4E�¥�K�S�Ý�î�Ý�b�M�D�‹�_�‚�K�8�Ý�î�Ý�@��
°�I�€�r�M��

• [No]>8�Ý�î�Ý�b0Û�o8p�Î�†&g�K�r�M��  

• [Enabled]>8�Ý�î�Ý�@�–�¿�î�È�Ý�?�¹�•�­�î�È�Ý�?�†&g�K�r�M��  

• [Source]>8[Destination Type] �Ç�•�î�Ý�»�[�æ���I�€�S��
›�_�P�K�Z�º�Û�Ç�•�µ�¡�†0Á�•�r�S�c�Ä
�°�M�•3æ�™
–�b  IP �”�»�Þ�«�
�¿�µ�º�á�î�¡  �œ�È�ª�™�¡�º  �¢�Ý�î�É�
�–�å�±�î�Ç�™�–�«  IP�
�r�S�c  
any �†�æ���K�r�M���”�»�Þ�«  �•�Û�Ò�_�c�
�"1�  any �@�Ü�8�S�–�å�±�î�Ç�™�–�«�¡�@/²&g�I�€�•���œ
�@�6�~�r�M>&inside: any �^�]>' ���G�€�c�

Æ4Š�–�å�±�î�Ç�™�–�«�b�M�m�Z�b�Í�«�º�@�
�G�b�Ý�î�Ý
�b�s8j�†�w�E�•�\�8�:�–�á�[�M��

• [Destination]>8[Source Type] �Ç�•�î�Ý�»�[�æ���I�€�S3æ�™
–�_�P�K�Z�º�Û�Ç�•�µ�¡�†0Á�•�r�S�c
�Ä�°�M�•��
›�b  IP �”�»�Þ�«�
�¿�µ�º�á�î�¡  �œ�È�ª�™�¡�º  �¢�Ý�î�É�
�–�å�±�î�Ç�™�–�«  IP�
�r�S�c  
any �†�æ���K�r�M���”�»�Þ�«  �•�Û�Ò�_�c�
�"1�  any �@�Ü�8�S�–�å�±�î�Ç�™�–�«�¡�@/²&g�I�€�•���œ
�@�6�~�r�M>&outside: any �^�]>' ���G�€�c�
�¥4Š�–�å�±�î�Ç�™�–�«�b�M�m�Z�b�Í�«�º�@�
�G�b�Ý�î�Ý
�b�s8j�†�w�E�•�\�8�:�–�á�[�M���r�S�
0ò(ý�Ô�î�»�[�c�
�”�»�Þ�«  �•�Û�Ò�_0…�•�µ�¥�[�V�r�€�S  
IP �”�»�Þ�«�@/²&g�I�€�•�G�\�v�6�~�r�M>& [209.165.201.1-209.165.201.30] �^�]>' ���G�€�}�b�”�»
�Þ�«�c�
�š�n�í�s�”�»�Þ�«�[�M��
Æ4Š�Í�«�º�@�¥4Š�Í�«�º�l�b�K)F�†�8�B�M�•�\�
�Ç�“�–�”�˜�›�î
�Ý�c
Æ4Š�Í�«�º�b�”�»�Þ�«�†�É�î�Ý�b�”�»�Þ�«�_�Ð�µ�Æ�å�¢�K�r�M���Í�«�º�@�”�˜�º�Â�˜�å�»�K)F
�†�8�B�K�S�‹�
�Ç�“�–�”�˜�›�î�Ý�c�G�b�”�»�Þ�«  �Ð�µ�Æ�å�¢�†)T�â�K�r�M���”�»�Þ�«  �Ð�µ�Æ�å�¢
�S4��c  xlate �\�ç�d�€�
�M���b�ì6ë�
�Ó�Ô�Ü�_�–�â�I�€�r�M���¥4Š�Í�«�º�[�c�
�”�¡�­�«  �Ü�«�º�_
�|�~0Á�•�I�€�Z�8�•���œ�c�
�G�b6ë�_�É�î�Ý�b�š�n�í�s�”�»�Þ�«�†�Q#Ý�K�Z�

Æ4Š�Í�«�º�l�b�K)F
�†6ä���[�A�r�M��3û�–�

Æ4Š�Í�«�º�c�–�_� �L  IP �”�»�Þ�«�†�Q#Ý�M�•�S�u�
�¥4Š�?�}
Æ4Š�l�b�K
)F�_�c�«�±�¸�•�µ�¡�š�n�@�²0[�[�M��

• [Service]>8�Ý�î�Ý�[�æ���I�€�•�§�î�Å�«�r�S�c�É�ß�º�¥�Ý�†/²&g�K�r�M��  

• [Action]>8�Ý�î�Ý�_4:#Ý�I�€�•�”�¡�©�Ù�å>& [Permit] �r�S�c  [Deny]>'�@/²&g�I�€�r�M��

• [Hits]>8�Ý�î�Ý�_�P�M�•�Ä�µ�º�X�@/²&g�I�€�r�M���G�b�•�Û�Ò�c�
 [Preferences] �²�–�”�ß�¢�Î�µ�¡
�«�[0¿���K�S8–�Ø�_�Â�L�Z�·$×�_�”�µ�É�¹�î�º�I�€�r�M���Ä�µ�º�X�c�
�Â&g$×�^�Ý�î�Ý�_�T�E4:#Ý
�I�€�r�M���/;ò$×�^�Ý�î�Ý�b�Ä�µ�º�X�c  [Access Rules] �¸�î�È�Ý�_�c/²&g�I�€�r�O�‡��

• [Logging]>8�”�¡�­�«  �Ü�«�º�b�ß� �å�¢�†�–�¿�î�È�Ý�_�K�Z�8�•���œ�
�G�b�•�Û�Ò�_�c�
�ß� �å�¢  
�Þ�Ë�Ý�
�>�|�g�ß�¢  �Ó�µ�­�î�ª6ë�b6ë7x�@&Ê�X�[/²&g�I�€�r�M��

• [Time]>8�Ý�î�Ý�@4:#Ý�I�€�•�ì6ë(
�V�@/²&g�I�€�r�M��  

• [Description]>8�Ý�î�Ý�†3ã�•�K�S�\�A�_
°�Š�K�S1��Â�@/²&g�I�€�r�M��   �/;ò�b�Ý�î�Ý�_�c�

�� Implicit outbound rule���\�8�:1��Â�@�µ�r�€�r�M��

• [Addresses]>8�G�b�±�È�[�c�
�§�î�Å�«  �¢�Ý�î�É�r�S�c�¿�µ�º�á�î�¡  �œ�È�ª�™�¡�º  �¢�Ý�î�É�†3ã
�•�
)…7Ÿ�
�P7V�
�r�S�c�è(ô�[�A�r�M�� IP �”�»�Þ�«  �œ�È�ª�™�¡�º�c�
�Ý�î�Ý�b�8�B�ì�_�
3æ�™
–
�š�å�º�Ü�>�|�g��
›�š�å�º�Ü�_�ö�Y�8�Z+¬�·$×�_�8�B�I�€�•�S�u�
�Q�€�è7F�b�Ý�î�Ý�†�8�B�M�•7•
�_�c���Æ�_4E�¥�[�A�r�M�� IP �”�»�Þ�«  �œ�È�ª�™�¡�º�b3ã�•�
)…7Ÿ�
�>�|�g�P7V�c�
�m�·�[/œ�:�G
�\�c�[�A�r�O�‡��

• [Services]>8�G�b�±�È�[�c�
�§�î�Å�«�†3ã�•�
)…7Ÿ�
�P7V�
�r�S�c�è(ô�[�A�r�M��

• [Time Ranges]>8�G�b�±�È�[�c�
�ì6ë(
�V�†3ã�•�
)…7Ÿ�
�r�S�c�P7V�[�A�r�M��

�Ô�î�»

���b/²�c�
�G�b�µ+��†�Q#Ý�[�A�•�Ô�î�»�†&g�K�S�v�b�[�M��
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'¨  19 'v       �”�¡�­�«  �Ý�î�Ý�b0¿��
  �”�¡�­�Ý  �Ý�î�Ý
�Ý�î�Ý  �¡�š�Ü�î

[Rule Queries] �²�–�”�ß�¢�Î�µ�¡�«�[�c�
�Ý�î�Ý�b�è(ô�ì�_  [Filter] �Ç�•�î�Ý�»�[�Q#Ý�[�A�•�¡�S�Ü�A
�Ý�î�Ý  �¡�š�Ü�î�†'ö#.�[�A�r�M��

�Ç�•�î�Ý�»

• [Add]>8�Ý�î�Ý  �¡�š�Ü�î�†3ã�•�K�r�M��

• [Edit]>8�Ý�î�Ý  �¡�š�Ü�î�†)…7Ÿ�K�r�M��

• [Delete]>8�Ý�î�Ý  �¡�š�Ü�î�†�P7V�K�r�M��

• [Name]>8�Ý�î�Ý  �¡�š�Ü�î�b�¡�S�†�M0t/²&g�K�r�M��

• [Description]>8�Ý�î�Ý  �¡�š�Ü�î�b1��Â�†�M0t/²&g�K�r�M��

�Ô�î�»

���b/²�c�
�G�b�µ+��†�Q#Ý�[�A�•�Ô�î�»�†&g�K�S�v�b�[�M��

�Ý�î�Ý  �¡�š�Ü�î�b�‚0d�8�B�\)…7Ÿ

[New/Edit Rule Query] �²�–�”�ß�¢�Î�µ�¡�«�[�c�
�Ý�î�Ý�b�è(ô�ì�_  [Filter] �Ç�•�î�Ý�»�[�Q#Ý�[�A�•
�¡�S�Ü�A�Ý�î�Ý  �¡�š�Ü�î�†3ã�•�r�S�c)…7Ÿ�[�A�r�M��

�Ç�•�î�Ý�»

• [Name]>8�Ý�î�Ý  �¡�š�Ü�î�b�¡�S�†
°�Š�K�r�M��

• [Description]>8�Ý�î�Ý  �¡�š�Ü�î�b1��Â�†
°�Š�K�r�M��

• [Match Criteria]>8�G�b8•�æ�[�c�
�Ç�•�Ý�±�Ü�å�¢�b�S�u�b�ö =�†�M0t/²&g�K�r�M��

– [any of the following criteria]>8�M0t/²&g�I�€�S�õ�–�b�ö =�_�M+´�M�•�|�:�_�Ý�î�Ý  �¡�š�Ü�î�†
0¿���K�r�M��

– [all of the following criteria]>8�M0t/²&g�I�€�S�M�m�Z�b�ö =�_�M+´�M�•�|�:�_�Ý�î�Ý  �¡�š�Ü�î
�†0¿���K�r�M��

– [Field]>8�ö =�b�±�–�É�†�M0t/²&g�K�r�M���G�€�_�c�
�–�å�±�î�Ç�™�–�«�r�S�c3æ�™
–�^�]�@�6
�~�r�M��

�Ç�“�–�”�˜�›�î�Ý  �Ô�î�» �­�Ÿ�×�Ü�¸�•  �¥�å�¸�Ÿ�«�º

�Ý�î�¸�µ�» 3ñ4# �©�å�¢�Ý

�Ð�Ý�³

�¥�å�¸�Ÿ�«
�º �©�«�¸�Ò

• • • • —

�Ç�“�–�”�˜�›�î�Ý  �Ô�î�» �­�Ÿ�×�Ü�¸�•  �¥�å�¸�Ÿ�«�º

�Ý�î�¸�µ�» 3ñ4# �©�å�¢�Ý

�Ð�Ý�³

�¥�å�¸�Ÿ�«
�º �©�«�¸�Ò

• • • • —
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'¨  19 'v       �”�¡�­�«  �Ý�î�Ý�b0¿��
  �”�¡�­�Ý  �Ý�î�Ý
– [Value]>8�ö =�b�Í�†�M0t/²&g�K�r�M>& [inside] �^�]>' ��

– [Remove]>84E�¥�K�S�ö =�†�P7V�K�r�M��

• [Define New Criteria]>8�G�b8•�æ�[�c�
�‚�K�8�ö =�†��*O�K�Z�
�Q�€�†�M+´�ö =�_3ã�•�K�r�M��

– [Field]>8[Interface]�
 [Source]�
 [Destination]�
 [Service]�
 [Action]�
�9�b  [Rule Query] �^�]�

�Ý�î�Ý  �¡�š�Ü�î�_�¿�«�º�I�€�•�ö =�b�±�–�É�†4E�¥�K�r�M��

– [Value]>8�è(ô�M�•�Í�†
°�Š�K�r�M�� [Interface] �±�–�É�@4E�¥�I�€�S���œ�
�G�b�Ç�•�î�Ý�»�c�»
�ß�µ�É�²�˜�å  �Ü�«�º�_�^�~�
�Q�G�?�}�–�å�±�î�Ç�™�–�«�¡�†4E�¥�[�A�r�M�� [Action] �±�–�É�@
4E�¥�I�€�S���œ�
�»�ß�µ�É�²�˜�å  �Ü�«�º�_�c  [Permit] �>�|�g  [Deny] �@/²&g�I�€�r�M�� [Rule 
Query] �±�–�É�@4E�¥�I�€�S���œ�
�G�b�»�ß�µ�É�²�˜�å  �Ü�«�º�_�c�
4E�¥*å�\�K�Z�M�m�Z�b��
*O�í�s�Ý�î�Ý  �¡�š�Ü�î�@/²&g�I�€�r�M�� [Source] �±�–�É�>�|�g  [Destination] �±�–�É�@4E�¥�I
�€�S���œ�c�
 IP �”�»�Þ�«�†�æ���[�A�r�M���m�·�[
°�Š�[�A�•�o�?�
 [...] �Î�±�å�†�¡�Ü�µ�¡�K�

[Browse Address] �²�–�”�ß�¢�Î�µ�¡�«�†6ä�8�Z�g!·�M�•�G�\�v�[�A�r�M�� [Service] �±�–�É�@
4E�¥�I�€�S���œ�c�
�É�ß�º�¥�Ý  �±�–�É�\�K�Z�
 TCP�
 UDP�
 TCP-UDP�
 ICMP�
 IP �b�8�N�€
�?�†�æ���[�A�r�M���m�·�[
°�Š�[�A�•�o�?�
 [...] �Î�±�å�†�¡�Ü�µ�¡�K�
 [Browse Service 
Groups] �²�–�”�ß�¢�Î�µ�¡�«�†6ä�8�Z�g!·�M�•�G�\�v�[�A�r�M��

– [Add]>8[Match Criteria] �¸�î�È�Ý�_�ö =�†3ã�•�K�r�M��

�Ô�î�»

���b/²�c�
�G�b�µ+��†�Q#Ý�[�A�•�Ô�î�»�†&g�K�S�v�b�[�M��

�”�¡�­�«  �Ý�î�Ý�b3ã�•�\)…7Ÿ

[Add/Edit Rule] �²�–�”�ß�¢�Î�µ�¡�«�[�c�
�‚�K�8�Ý�î�Ý�b�8�B�x�
�¤�Ñ�b�Ý�î�Ý�b�Ÿ�G�†/œ�:�G�\�@
�[�A�r�M��

�Ç�•�î�Ý�»

• [Interface]>8�Ý�î�Ý�†4:#Ý�M�•�–�å�±�î�Ç�™�–�«�†�æ���K�r�M��  

• [Action]>8�‚�K�8�Ý�î�Ý�b�”�¡�©�Ù�å  �±�–�É�†�æ���K�r�M�� [Permit] �\  [Deny] �b�8�N�€�?�†4E�¥
�K�r�M��

– [Permit]>8�M+´�M�•�M�m�Z�b�º�Û�Ç�•�µ�¡�†0Á�•�K�r�M��

– [Deny]>8�M+´�M�•�M�m�Z�b�º�Û�Ç�•�µ�¡�†�Ä�°�K�r�M��

• [Source]>8[Destination] �Ç�•�î�Ý�»�[�æ���I�€�S��
›�_�P�K�Z�º�Û�Ç�•�µ�¡�†0Á�•�r�S�c�Ä�°�M�•
3æ�™
–�b IP �”�»�Þ�«�
�¿�µ�º�á�î�¡  �œ�È�ª�™�¡�º  �¢�Ý�î�É�
�–�å�±�î�Ç�™�–�«  IP�
�r�S�c  any �†
�æ���K�r�M��

[...]>8�¤�Ñ�b  IP �”�»�Þ�«  �œ�È�ª�™�¡�º�
 IP �¡�
�¿�µ�º�á�î�¡  �œ�È�ª�™�¡�º  �¢�Ý�î�É�
�r�S�c
�Q�€�}�M�m�Z�†4E�¥�
3ã�•�
)…7Ÿ�
�P7V�
�r�S�c�è(ô�[�A�r�M��

• [Destination]>8[Source Type] �Ç�•�î�Ý�»�[�æ���I�€�S3æ�™
–�_�P�K�Z�º�Û�Ç�•�µ�¡�†0Á�•�r�S�c
�Ä�°�M�•��
›�b  IP �”�»�Þ�«�
�¿�µ�º�á�î�¡  �œ�È�ª�™�¡�º  �¢�Ý�î�É�
�–�å�±�î�Ç�™�–�«  IP�
�r�S�c  
any �†�æ���K�r�M��

�Ç�“�–�”�˜�›�î�Ý  �Ô�î�» �­�Ÿ�×�Ü�¸�•  �¥�å�¸�Ÿ�«�º

�Ý�î�¸�µ�» 3ñ4# �©�å�¢�Ý

�Ð�Ý�³

�¥�å�¸�Ÿ�«
�º �©�«�¸�Ò
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'¨  19 'v       �”�¡�­�«  �Ý�î�Ý�b0¿��
  �”�¡�­�Ý  �Ý�î�Ý
[...]>8�¤�Ñ�b  IP �”�»�Þ�«  �œ�È�ª�™�¡�º�
 IP �¡�
�¿�µ�º�á�î�¡  �œ�È�ª�™�¡�º  �¢�Ý�î�É�
�r�S�c
�Q�€�}�M�m�Z�†4E�¥�
3ã�•�
)…7Ÿ�
�P7V�
�r�S�c�è(ô�[�A�r�M��

• [Service]>8�§�î�Å�«�b�Ü�«�º�?�}�Ï�î�º$��•�
�Ï�î�º�b(
�V�
�r�S�c�˜�™�Ý�À�˜�å  �§�î�Å�«�¡�x
�¢�Ý�î�É�†�æ���M�•���œ�_�G�b�œ�É�©�Ù�å�†4E�¥�K�r�M��

[...]>8�¦�S�_0¿���K�S�Ü�«�º�[�
�¤�Ñ�b�§�î�Å�«�†4E�¥�
3ã�•�
)…7Ÿ�
�P7V�
�r�S�c�è(ô�[�A
�r�M��  

• [Description]>8>&�õ�–>'�”�¡�­�«  �Ý�î�Ý�b1��Â�†
°�Š�K�r�M��

• [Enable Logging]>8�”�¡�­�«  �Ü�«�º�b�ß� �å�¢�†�–�¿�î�È�Ý�_�K�r�M��

– [Logging Level]>8�¹�Ç�›�Ý�º�b�Í�†�Q�b�r�r�Q#Ý�M�•�?�
�r�S�c  [Emergency]�
 [Alert] �

[Critical]�
 [Error]�
 [Warning]�
 [Notification]�
 [Informational]�
 [Debugging] �b�8�N�€�?�†
�æ���K�r�M��

• [More Options]>8�Ý�î�Ý�b3ã�•0¿���œ�É�©�Ù�å�†/²&g�K�r�M��

– [Enable Rule]>8�Ý�î�Ý�†�–�¿�î�È�Ý�r�S�c�¹�•�­�î�È�Ý�_�K�r�M��

– [Traffic Direction]>8�]�U�}�b�‰�¥�b�º�Û�Ç�•�µ�¡�_�Ý�î�Ý�†4:#Ý�M�•�?�†�æ���K�r�M��
[Incoming] �\  [Outgoing] �b�8�N�€�?�†4E�¥�[�A�r�M��

– [Source Service]>83æ�™
–�b�É�ß�º�¥�Ý�\�§�î�Å�«�†�æ���K�r�M>& TCP �r�S�c  UDP �§�î�Å�«�_
7H�•>'��

[...]>8�¦�S�_0¿���K�S�Ü�«�º�[�
3æ�™
–�§�î�Å�«�†4E�¥�
3ã�•�
)…7Ÿ�
�P7V�
�r�S�c�è(ô�[�A
�r�M��  

– [Logging Interval]>8�ß� �å�¢�@0¿���I�€�Z�8�•���œ�
�ß� �å�¢6ë7x�†&Ê�"�)�[�æ���K�r�M��

– [Time Range]>8�G�b�Ý�î�Ý�_��*O�I�€�Z�8�•�ì6ë(
�V�†�»�ß�µ�É�²�˜�å  �Ü�«�º�?�}�æ���K�r
�M��

[...]>8�¦�S�_0¿���K�S�Ü�«�º�[�
�ì6ë(
�V�†4E�¥�
3ã�•�
)…7Ÿ�
�P7V�
�r�S�c�è(ô�[�A�r�M��  

�Ô�î�»

���b/²�c�
�G�b�µ+��†�Q#Ý�[�A�•�Ô�î�»�†&g�K�S�v�b�[�M��

�§�î�Å�«  �¢�Ý�î�É�b'ö#.

[Manage Service Groups] �²�–�”�ß�¢�Î�µ�¡�«�[�c�
�¡�S�Ü�A�¢�Ý�î�É�_�6�•0
�X�b  TCP�
 UDP�
�r�S
�c  TCP-UDP �§�î�Å�«>&�Ï�î�º>'�†6õ4��Ü�E�•�G�\�@�[�A�r�M���Q�€�_�|�~�
�”�¡�­�«  �Ý�î�Ý�
 IPSec 
�Ý�î�Ý�
�¥�å�ª�µ�º�^�]�
 ASDM �>�|�g  CLI 
Æ�b�I�r�J�r�^�µ+��[�§�î�Å�«  �¢�Ý�î�É�†�Q#Ý�[�A�r
�M��

#Ý1��b �§�î�Å�« �c�
�˜�™�Ý�À�˜�å  �Ï�î�º$��•�>�|�g���Ü�¸�Û�Ý���¡>& ftp�
 telnet�
 smtp �^�]>'�†�â�U�

�”�É�Ü�£�î�©�Ù�å  �Þ�Ë�Ý  �§�î�Å�«�\6õ4��Ü�E�}�€�S�V�)�™�É�ß�º�¥�Ý�†�æ�K�r�M��

�­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�[�c�
���b  TCP �Ü�¸�Û�Ý�¡�†�Q#Ý�[�A�r�M��

�Ç�“�–�”�˜�›�î�Ý  �Ô�î�» �­�Ÿ�×�Ü�¸�•  �¥�å�¸�Ÿ�«�º

�Ý�î�¸�µ�» 3ñ4# �©�å�¢�Ý

�Ð�Ý�³

�¥�å�¸�Ÿ�«
�º �©�«�¸�Ò
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'¨  19 'v       �”�¡�­�«  �Ý�î�Ý�b0¿��
  �”�¡�­�Ý  �Ý�î�Ý
bgp�
 chargen�
 cmd�
 daytime�
 discard�
 domain�
 echo�
 exec�
 finger�
 ftp�
 ftp-data�
 gopher�

h323�
 hostname�
 http�
 ident�
 irc�
 klogin�
 kshell�
 lpd�
 nntp�
 pop2�
 pop3�
 pptp�
 smtp�
 sqlnet�

sunrpc�
 tacacs�
 talk�
 telnet�
 time�
 uucp�
 whois�
 www��

�§�î�Å�«  �¢�Ý�î�É�b�¡�S�c�
�œ�È�ª�™�¡�º  �¢�Ý�î�É�b  4 �X�M�m�Z�b�±�–�É�[�
�M�–�[�6�•�G�\�@�²0[
�[�M���S�\�<�d�
�§�î�Å�«  �¢�Ý�î�É�\�¿�µ�º�á�î�¡  �¢�Ý�î�É�_�c�
� �L�¡�S�c�Q#Ý�[�A�r�O�‡��

0
�X�b�§�î�Å�«  �¢�Ý�î�É�†�¿�«�º�M�€�d�
 ���¢�Ý�î�É�b�¢�Ý�î�É���†�S�B�[�A�r�M�� ���¢�Ý�î�É�b�¢
�Ý�î�É���c  1 �X�b�¢�Ý�î�É�\�K�Z�Q#Ý�[�A�r�M���§�î�Å�«  �œ�È�ª�™�¡�º  �¢�Ý�î�É�†�P7V�M�•�\�
�Q�€
�@�Q#Ý�I�€�Z�8�•�M�m�Z�b�§�î�Å�«  �œ�È�ª�™�¡�º  �¢�Ý�î�É�?�}�P7V�I�€�r�M��

�§�î�Å�«  �¢�Ý�î�É�@�”�¡�­�«  �Ý�î�Ý�[�Q#Ý�I�€�Z�8�•���œ�c�
�P7V�K�^�8�[�C�T�I�8���”�¡�­�«  �Ý�î
�Ý�[�Q#Ý�I�€�Z�8�•�§�î�Å�«  �¢�Ý�î�É�†'5�_�c�[�A�r�O�‡��

�Ç�•�î�Ý�»

• [TCP]>8TCP �§�î�Å�«�r�S�c  TCP �Ï�î�º$��•�†�œ�È�ª�™�¡�º  �¢�Ý�î�É�_3ã�•�M�•���œ�c�
�G�b�œ
�É�©�Ù�å�†4E�¥�K�r�M��

• [UDP]>8UDP �§�î�Å�«�r�S�c  UDP �Ï�î�º$��•�†�œ�È�ª�™�¡�º  �¢�Ý�î�É�_3ã�•�M�•���œ�c�
�G�b
�œ�É�©�Ù�å�†4E�¥�K�r�M��

• [TCP-UDP]>8TCP �>�|�g  UDP �_
¹3û�b�§�î�Å�«�r�S�c�Ï�î�º$��•�†�œ�È�ª�™�¡�º  �¢�Ý�î�É�_3ã
�•�M�•���œ�c�
�G�b�œ�É�©�Ù�å�†4E�¥�K�r�M��

• [Service Group] �¸�î�È�Ý>8�G�b�¸�î�È�Ý�_�c�
�›�§�î�Å�«  �œ�È�ª�™�¡�º  �¢�Ý�î�É�b0°3Ù�¡�@/²&g
�I�€�r�M���G�b�Ü�«�º�b�¢�Ý�î�É�†�Ÿ�G�r�S�c�P7V�M�•���œ�c�
�¢�Ý�î�É�†4E�¥�K�
 [Edit] �r�S�c  
[Delete] �†�¡�Ü�µ�¡�K�r�M���‚�K�8�¢�Ý�î�É�†�G�b�Ü�«�º�_3ã�•�M�•���œ�c�
 [Add] �†�¡�Ü�µ�¡�K
�r�M��

�Ô�î�»

���b/²�c�
�G�b�µ+��†�Q#Ý�[�A�•�Ô�î�»�†&g�K�S�v�b�[�M��

Add/Edit Service Group

[Add/Edit Service Group] �²�–�”�ß�¢�Î�µ�¡�«�[�c�
 TCP �>�|�g  UDP �b�§�î�Å�«�r�S�c�Ï�î�º�b�¢
�Ý�î�É�†'ö#.�[�A�r�M��

�Ç�•�î�Ý�»

• [Service Group Name]>8�§�î�Å�«  �¢�Ý�î�É�b�¡�S�†�æ���K�r�M���¡�S�c�
�M�m�Z�b�œ�È�ª�™�¡�º  
�¢�Ý�î�É�[�M�–�[�6�•�G�\�@�²0[�[�M���§�î�Å�«  �¢�Ý�î�É�_�
�¿�µ�º�á�î�¡  �¢�Ý�î�É�\� �L�¡�S
�†�æ���M�•�G�\�c�[�A�r�O�‡��

• [Description]>8�§�î�Å�«  �¢�Ý�î�É�b1��Â�†�æ���K�r�M��

• [Service]>8�¦�S��*O�í�s�»�ß�µ�É�²�˜�å  �Ü�«�º�?�}�
�§�î�Å�«  �¢�Ý�î�É�b�§�î�Å�«�†4E�¥�[�A�r
�M��

• [Range/Port #]>8�§�î�Å�«  �¢�Ý�î�É�b�Ï�î�º�b(
�V�†�æ���[�A�r�M��

�Ç�“�–�”�˜�›�î�Ý  �Ô�î�» �­�Ÿ�×�Ü�¸�•  �¥�å�¸�Ÿ�«�º

�Ý�î�¸�µ�» 3ñ4# �©�å�¢�Ý

�Ð�Ý�³

�¥�å�¸�Ÿ�«
�º �©�«�¸�Ò
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'¨  19 'v       �”�¡�­�«  �Ý�î�Ý�b0¿��
  �”�¡�­�Ý  �Ý�î�Ý
�Ô�î�»

���b/²�c�
�G�b�µ+��†�Q#Ý�[�A�•�Ô�î�»�†&g�K�S�v�b�[�M��

9×�Ø�^�”�¡�­�«  �Ý�î�Ý0¿��

[Advanced Access Rule Configuration] �²�–�”�ß�¢�Î�µ�¡�«�[�c�
�¢�ß�î�Â�Ý  �”�¡�­�«  �Ü�«�º�b�ß� 
�å�¢  �œ�É�©�Ù�å�†0¿���[�A�r�M��

�ß� �å�¢�@�–�¿�î�È�Ý�[�
�Ã�£�µ�º�@  ACE �_�œ+´�K�S���œ�
�­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�[�c�
�Ç
�ß�î  �š�å�º�Ü�@�8�B�I�€�
�æ���I�€�S�ì6ë
Æ�_�w�™�K�S�Ã�£�µ�º�X�b3ã2§�@/œ�ƒ�€�r�M>& �� Log 
Options���†�g!·>' ���­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«  �c�
�q�6�b�Ä�µ�º�ì�\�›6ë7x�b)
�¢�ì�_�
�Q�b6ë7x
�[�b�œ0£�Ä�µ�º�X�†&g�M�©�«�¸�Ò  �ß�¢  �Ó�µ�­�î�ª�†#Õ�B�K�r�M���›6ë7x�b)
�ƒ�~�_�
�­�Ÿ�×�Ü�¸�•  �”
�É�Û�–�”�å�«�c�Ä�µ�º�X�†  0 �_�Ü�­�µ�º�K�r�M�� 1 �X�b6ë7x
Æ�[  ACE �\�M+´�M�•�Ã�£�µ�º�@�^�?�W�S
���œ�
�­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�c�Q�b�Ç�ß�î  �š�å�º�Ü�†�P7V�K�r�M��

�]�b�ì!l�[�v�±5��b�Ç�ß�î�@� �ì�_�Ñ�~�M�•�•+��ö�@�6�~�r�M���Ó�Ô�Ü�>�|�g  CPU �b�Ü�¯�î�«�@!“�D
7H�_�˜2��I�€�^�8�|�:�_�M�•�S�u�
�­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�[�c� �ì�Ä�°�Ç�ß�î�X�_�D7H�@0¿��
�I�€�r�M���G�b�D7H�c�
�Ä�°�Ç�ß�î�_�P�K�Z�T�E0¿���I�€�r�M>&0Á�•�Ç�ß�î�_�c0¿���I�€�r�O�‡>' ���G
�€�c�
�Ä�°�Ç�ß�î�@�7�Á�†&g�K�Z�8�•�•+��ö�@�6�•�S�u�[�M���D7H�_4)�K�S���œ�
�­�Ÿ�×�Ü�¸�•  �”�É
�Û�–�”�å�«�[�c�¤�Ñ�b�Ä�°�Ç�ß�î�@�‡7H�)�€�_�^�•�r�[�‚�K�8�Ä�°�Ç�ß�î�c�8�B�I�€�r�O�‡�� DoS �7
�Á>&�§�î�Å�«�Ä)/�7�Á>'�@6ä���I�€�S���œ�
�­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�[�c�H�C%·�ì6ë�b�:�U�_�±
5��b�Ä�°�Ç�ß�î�@�8�B�I�€�•�•+��ö�@�6�~�r�M���Ä�°�Ç�ß�î�X�†�D7H�M�•�G�\�[�
�Ó�Ô�Ü�>�|�g  CPU 
�b�Ü�¯�î�«�@!“�D7H�_�˜2��I�€�•�b�†75�D�G�\�@�[�A�r�M��

�S�f�²�ó

�G�€�}�b0¿���c�
�”�¡�­�«  �Ü�«�º�b�”�¡�­�«  �¥�å�º�ß�î�Ý  �š�å�º�Ü>&�9�¡�Ý�î�Ý>'�_�P�K�Z�
�I�}�_
�‚�K�8�ß� �å�¢  �Ó�•�½�¬�Ò�†�–�¿�î�È�Ý�_�M�•���œ�_7H�~4:#Ý�I�€�r�M��0ò(ý�_�X�8�Z�c�
 �� Log 
Options���†�g!·�K�Z�C�T�I�8��

�Ç�•�î�Ý�»

• [Maximum Deny-flows]>8�­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�_�|�~�ß� �å�¢�@�õ�F�I�€�•�S�_0Á�•�I�€
�•�Ä�°�Ç�ß�î�b�q�±�X�†�
 1 �?�}�¹�Ç�›�Ý�º�Í�r�[�b6ë�[�æ���K�r�M���¹�Ç�›�Ý�º�c  4096 �[�M��

• [Alert Interval]>8�Ä�°�Ç�ß�î�@�q�±�X�_4)�K�S�G�\�†&g�M�©�«�¸�Ò  �ß�¢  �Ó�µ�­�î�ª>&$��•  
106101>'�@#Õ�B�I�€�•�ì6ë6ë7x>& 1 >|  3600 &Ê>'�†�æ���K�r�M���¹�Ç�›�Ý�º�c  300 &Ê�[�M��

• [Per User Override table]>8�Ø�î�¨�H�\�b�V�i�A�µ+��b"g�Â�†�æ���K�r�M��%T�™�”�¡�­�«  �Ü�«�º�_
�P�K�Z�Ø�î�¨�H�\�b�V�i�A�µ+��@�–�¿�î�È�Ý�_�^�•�\�
 RADIUS �§�î�Â�_�|�W�Z�f�j�I�€�•�”�¡
�­�«  �Ü�«�º�c�
�Q�b�–�å�±�î�Ç�™�–�«�V�[0¿���I�€�S�”�¡�­�«  �Ü�«�º�_*(�A�n�<�}�€�r�M���Ø�î
�¨�H�\�b�V�i�A�µ+��@�¹�•�­�î�È�Ý�_�^�•�\�
 RADIUS �§�î�Â�_�|�W�Z�f�j�I�€�•�”�¡�­�«  �Ü�«
�º�c�
�Q�b�–�å�±�î�Ç�™�–�«�V�[0¿���I�€�S�”�¡�­�«  �Ü�«�º�\)��œ�I�€�r�M���–�å�±�î�Ç�™�–�«
�_%T�™�”�¡�­�«  �Ü�«�º�@0¿���I�€�Z�8�^�8���œ�
�Ø�î�¨�H�\�b�V�i�A�c0¿���[�A�r�O�‡��

�Ô�î�»

���b/²�c�
�G�b�µ+��†�Q#Ý�[�A�•�Ô�î�»�†&g�K�S�v�b�[�M��

�Ç�“�–�”�˜�›�î�Ý  �Ô�î�» �­�Ÿ�×�Ü�¸�•  �¥�å�¸�Ÿ�«�º

�Ý�î�¸�µ�» 3ñ4# �©�å�¢�Ý

�Ð�Ý�³

�¥�å�¸�Ÿ�«
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'¨  19 'v       �”�¡�­�«  �Ý�î�Ý�b0¿��
  �”�¡�­�Ý  �Ý�î�Ý
�ß�¢  �œ�É�©�Ù�å

[Log Options] �²�–�”�ß�¢�Î�µ�¡�«�[�c�
�”�¡�­�«  �¥�å�º�ß�î�Ý  �Ü�«�º�b�›�”�¡�­�«  �¥�å�º�ß�î�Ý  �š
�å�º�Ü>&�9�¡�Ý�î�Ý>'�b�ß� �å�¢  �œ�É�©�Ù�å�†0¿���[�A�r�M���¥�å�ª�µ�º�\$Î�™�Ü�«�º�c�ß� �å�¢�†
�§�Ï�î�º�K�Z�8�r�O�‡���¢�ß�î�Â�Ý  �ß� �å�¢  �œ�É�©�Ù�å�b0¿���_�X�8�Z�c�
 ��9×�Ø�^�”�¡�­�«  �Ý�î�Ý
0¿�����†�g!·�K�Z�C�T�I�8��

�G�b�²�–�”�ß�¢�Î�µ�¡�«�[�c�
�§�'�b�ß� �å�¢  �Ó�•�½�¬�Ò>&�Ä�°�I�€�S�º�Û�Ç�•�µ�¡�T�E�@0°6��I�€
�•>'�†�Q#Ý�K�S�~�
�‚�K�8�ß� �å�¢  �Ó�•�½�¬�Ò>&0Á�•�>�|�g�Ä�°�I�€�S�º�Û�Ç�•�µ�¡�@�Ã�£�µ�º�b
�Ä�µ�º�X�^�]�b3ã�•�_���\
¹�_0°6��I�€�•>'�†�Q#Ý�K�S�~�
�ß� �å�¢�†�¹�•�­�î�È�Ý�_�K�S�~�[�A�r
�M��

[Log] �œ�É�©�Ù�å�†�–�¿�î�È�Ý�_�M�•�\�
�M��5��b�Ó�Ô�Ü�@�˜2��I�€�r�M�� ¯�~$×�^�§�î�Å�«�Ä�°�7�Á
�b�Ü�«�¡�†�D�š�M�•�_�c�
 [Maximum Deny-flow] 0¿���@�}�<�[�M���G�b0¿���†�Q#Ý�M�•���œ�c�

[Access Rules] �˜�•�å�»�˜�b  [Advanced] �†4E�¥�K�r�M��

�Ç�•�î�Ý�»

• [Use default logging behavior]>8�Ã�£�µ�º�@�Ä�°�I�€�•�\�
�­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�_�|�~�©
�«�¸�Ò  �ß�¢  �Ó�µ�­�î�ª$��•  106023 �@0°6��I�€�•�
�§�'�b�”�¡�­�«  �Ü�«�º  �ß� �å�¢  �Ó�•�½�¬�Ò�@
�Q#Ý�[�A�•�|�:�_�^�~�r�M���G�b�œ�É�©�Ù�å�c�
�¹�Ç�›�Ý�º0¿���_�`�M���œ�_�Q#Ý�K�r�M��

• [Enable logging for the rule]>8�Ã�£�µ�º�@  ACE �_�œ+´�M�•�\>&0Á�•�r�S�c�Ä�°�b�8�N�€�?>' �
�­
�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�_�|�~�©�«�¸�Ò  �ß�¢  �Ó�µ�­�î�ª$��•  106100 �@0°6��I�€�•�
�‚�K�8�”
�¡�­�«  �Ü�«�º  �ß� �å�¢  �Ó�•�½�¬�Ò�@�–�¿�î�È�Ý�_�^�~�r�M��

�Ã�£�µ�º�@  ACE �\�M+´�K�S���œ�
�­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�c�
�Ç�ß�î  �š�å�º�Ü�†�8�B�K�Z�

�æ���I�€�S6ë7x�[�w�™�K�S�Ã�£�µ�º�b�X�†3ã2§�K�r�M>&�‹3Ù�b  [Logging Interval] �Ç�•�î�Ý�»�†�g
!·>' ���­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«  �c�
�q�6�b�Ä�µ�º�ì�\�›6ë7x�b)
�¢�ì�_�
�Q�b6ë7x�[�b�œ0£
�Ä�µ�º�X�†&g�M�©�«�¸�Ò  �ß�¢  �Ó�µ�­�î�ª�†#Õ�B�K�r�M���›6ë7x�b)
�ƒ�~�_�
�­�Ÿ�×�Ü�¸�•  �”�É�Û
�–�”�å�«�c�Ä�µ�º�X�†  0 �_�Ü�­�µ�º�K�r�M�� 1 �X�b6ë7x
Æ�[  ACE �\�M+´�M�•�Ã�£�µ�º�@�^�?�W�S
���œ�
�­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�c�Q�b�Ç�ß�î  �š�å�º�Ü�†�P7V�K�r�M��

– [Logging Level]>8syslog �§�î�Â�_3æ�™�I�€�•�ß� �å�¢  �Ó�µ�­�î�ª�b�Þ�Ë�Ý�†�»�ß�µ�É�²�˜�å  
�Ü�«�º�?�}4E�¥�K�r�M���Þ�Ë�Ý�c���b�|�:�_��*O�I�€�Z�8�r�M��

Emergency>&�Þ�Ë�Ý 0>'>8�­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�[�c�
�G�b�Þ�Ë�Ý�c�Q#Ý�K�r�O�‡��

Alert>&�Þ�Ë�Ý 1�
�6�ì�P���@�²0[>'  

Critical>&�Þ�Ë�Ý 2�
�¡�Ü�¸�•�•�Ý�²�ó>'  

Error>&�Þ�Ë�Ý 3�
�š�Û�î�²�ó>'  

Warning>&�Þ�Ë�Ý 4�
1™�Ì�²�ó>'  

Notification>&�Þ�Ë�Ý 5�
�G�–�T�@8§--�^�²�ó>'  

Informational>&�Þ�Ë�Ý 6�
�_���Ó�µ�­�î�ª�b�s>'  

Debugging>&�Þ�Ë�Ý 7�
�¹�Â�µ�¢�p�b�s/²&g>'

�Ç�“�–�”�˜�›�î�Ý  �Ô�î�» �­�Ÿ�×�Ü�¸�•  �¥�å�¸�Ÿ�«�º

�Ý�î�¸�µ�» 3ñ4# �©�å�¢�Ý

�Ð�Ý�³

�¥�å�¸�Ÿ�«
�º �©�«�¸�Ò
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'¨  19 'v       �”�¡�­�«  �Ý�î�Ý�b0¿��
  �”�¡�­�Ý  �Ý�î�Ý
– [Logging Interval]>8�­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�_�>�8�Z�
�Ç�ß�î)+0£�_���@  syslog �_3æ�™
�I�€�•�r�[�b�…�µ�ì6ë�†&Ê�"�)�[0¿���K�r�M>& 1 >|  600 &Ê>'���G�b0¿���c�
 ACE �_�œ+´�M�•�Ã
�£�µ�º�@�^�8���œ�_�
�Ç�ß�î�†�P7V�M�•�±�–�Ò�”�˜�º�Í�\�K�Z�v�Q#Ý�I�€�r�M���¹�Ç�›�Ý�º�c  
300 &Ê�[�M��

• [Disable logging for the rule]>8ACE �_�P�M�•�ß� �å�¢�†�M�m�Z�¹�•�­�î�È�Ý�_�K�r�M��

�Ô�î�»

���b/²�c�
�G�b�µ+��†�Q#Ý�[�A�•�Ô�î�»�†&g�K�S�v�b�[�M��

�Ç�“�–�”�˜�›�î�Ý  �Ô�î�» �­�Ÿ�×�Ü�¸�•  �¥�å�¸�Ÿ�«�º

�Ý�î�¸�µ�» 3ñ4# �©�å�¢�Ý

�Ð�Ý�³

�¥�å�¸�Ÿ�«
�º �©�«�¸�Ò

• • • • —
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EtherType �Ý�î�Ý�b0¿��

Ethertype Rules >&�º�Û�å�«�Ì�”�Þ�å�º  �Ô�î�»�b�s>'
[EtherType Rules] �˜�•�å�»�˜�_�
�Ã�£�µ�º  EtherType �_�ö�Y�C�”�¡�­�«  �Ý�î�Ý�@/²&g�I�€�r�M��
EtherType �Ý�î�Ý�c�
�º�Û�å�«�Ì�”�Þ�å�º  �Ô�î�»�[�·�8�M�•  �­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«  �_�>�8�Z�

8�  IP 6õ4��º�Û�Ç�•�µ�¡  �Ï�Ü�©�î�†0¿���M�•���œ�_�Q#Ý�I�€�r�M���º�Û�å�«�Ì�”�Þ�å�º  �Ô�î�»�[�c�
�Ñ
�G�”�¡�­�«  �Ý�î�Ý�\  EtherType �”�¡�­�«  �Ý�î�Ý�b�g�‰�†�–�å�±�î�Ç�™�–�«�_4:#Ý�[�A�r�M�� EtherType 
�Ý�î�Ý�c�
�Ñ�G�”�¡�­�«  �Ý�î�Ý�_
ƒ
›�I�€�r�M��

�Ç�•�î�Ý�»

• [Add]>8�‚�K�8  EtherType �Ý�î�Ý�†3ã�•�K�r�M���»�ß�µ�É�²�˜�å  �Ü�«�º�?�}3ã�•�M�•�Ý�î�Ý�b�±�–
�É�†4E�¥�K�r�M��

• [Edit]>8EtherType �Ý�î�Ý�†)…7Ÿ�K�r�M��

• [Delete]>8EtherType �Ý�î�Ý�†�P7V�K�r�M��

• [Move Up]>8�Ý�î�Ý�†�V�_&ã�·�K�r�M���Ý�î�Ý�c�
�G�b�¸�î�È�Ý�_/²&g�I�€�•8p�Î�[0Û�o�I�€�•�S
�u�
5�0
�K�S�Ý�î�Ý�@�6�•���œ�c�
�Q�€�}�†/²&g�M�•8p�Î�_�@�–�@�²0[�[�M��

• [Move Down]>8�Ý�î�Ý�†�W�_&ã�·�K�r�M��

• [Cut]>8�Ý�î�Ý�†�)�~�v�~�r�M��

• [Copy]>8�Ý�î�Ý�b�Ã�Û�Ó�î�±�†�¥�Æ�î�K�r�M�� [Paste] �Î�±�å�†�Q#Ý�M�€�d�
�Q�€�\� �L�Ã�Û�Ó�î
�±�†�â�X�Ý�î�Ý�†�‚�S�_�8�B�[�A�r�M��

• [Paste]>8�Ý�î�Ý�?�}�¥�Æ�î�K�S�Ã�Û�Ó�î�±�r�S�c�)�~�v�W�S�Ã�Û�Ó�î�±�@�6�}�?�L�u
°�Š�I�€�S"g
�Â�b  [Add/Edit Rule] �²�–�”�ß�¢�Î�µ�¡�«�@/²&g�I�€�r�M���G�b�²�–�”�ß�¢�Î�µ�¡�«�[�c�
�Q�€�}
�b�Ã�Û�Ó�î�±�†�Ÿ�G�K�Z�‚�K�8�Ý�î�Ý�†�8�B�K�
�Q�€�†�¸�î�È�Ý�_3ã�•�[�A�r�M�� [Paste] �Î�±�å
�†�¡�Ü�µ�¡�M�•�\�
4E�¥�K�S�Ý�î�Ý�b�M�D�S�_�Q�b�Ý�î�Ý�@3ã�•�I�€�r�M�� [Paste] �»�ß�µ�É�²�˜
�å  �Ü�«�º�?�}  [Paste After] 8o% �†4E�¥�M�•�\�
4E�¥�K�S�Ý�î�Ý�b�M�D�‹�_�Q�b�Ý�î�Ý�@3ã�•�I�€
�r�M��

���_�
 [EtherType Rules] �¸�î�È�Ý�b�•�Û�Ò�_�X�8�Z1��Â�K�r�M���•�Û�Ò�b
Æ���†)…7Ÿ�M�•���œ�c�

�¸�î�È�Ý  �­�Ý�†�²�È�Ý�¡�Ü�µ�¡�K�r�M���•�Û�Ò  �Ê�µ�²�î�†�²�È�Ý�¡�Ü�µ�¡�M�•�\�
4E�¥�I�€�S�•�Û�Ò
�†�¯�î�º  �Ÿ�î�\�K�Z�
�¸�î�È�Ý�@,e�X�Ð�b�¼8p�[�¯�î�º�I�€�r�M���Ý�î�Ý�†�‘�¡�Ü�µ�¡�M�•�\�
�V0°
�b�Î�±�å�[4E�¥�[�A�•�M�m�Z�œ�É�©�Ù�å�b�o�?�
 [Insert] 8o% �>�|�g  [Insert After] 8o% �@/²&g�I�€�r
�M�� [Insert] 8o% �†�æ���M�•�\�
4E�¥�K�S�Ý�î�Ý�b�M�D�S�_�‚�K�8�Ý�î�Ý�@��
°�I�€�
 [Insert After] 8o
% �†�æ���M�•�\�
4E�¥�K�S�Ý�î�Ý�b�M�D�‹�_�‚�K�8�Ý�î�Ý�@��
°�I�€�r�M��

• [No]>8�Ý�î�Ý�b0Û�o8p�Î�†&g�K�r�M��  

• [Action]>8�G�b�Ý�î�Ý�b�”�¡�©�Ù�å�†0Á�•�r�S�c�Ä�°�K�r�M��    
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  Ethertype Rules >&�º�Û�å�«�Ì�”�Þ�å�º  �Ô�î�»�b�s>'
• [Ethervalue]>8EtherType �†1‘�9�M�•�S�u�b  EtherType �Í�� IPX�
 BPDU�
 MPLS-Unicast�

MPLS-Multicast�
�r�S�c  0x600>&1536>'>|  0xffff �b  16 �Å�µ�º�b  16 4
�X�Í�[�M��

• [Interface]>8�Ý�î�Ý�@4:#Ý�I�€�•�–�å�±�î�Ç�™�–�«�[�M��    

• [Direction Applied]>8�G�b�Ý�î�Ý�b�‰�¥��%T�™�º�Û�Ç�•�µ�¡�r�S�c$Î�™�º�Û�Ç�•�µ�¡�[�M��

• [Description]>8�Ý�î�Ý�†1��Â�M�•�œ�É�©�Ù�å�b�¸�Ÿ�«�º�[�M��    

�Ô�î�»

���b/²�c�
�G�b�µ+��†�Q#Ý�[�A�•�Ô�î�»�†&g�K�S�v�b�[�M��

Add/Edit EtherType Rule 

[Add/Edit EtherType Rules] �²�–�”�ß�¢�Î�µ�¡�«�[�c�
 EtherType �Ý�î�Ý�†3ã�•�r�S�c)…7Ÿ�[�A�r�M��

�Ç�•�î�Ý�»

• [Action]>8�G�b�Ý�î�Ý�b�”�¡�©�Ù�å�†0Á�•�r�S�c�Ä�°�K�r�M��    

• [Interface]>8�G�b�Ý�î�Ý�b�–�å�±�î�Ç�™�–�«�b�¡�S�[�M��    

• [Apply rule to]>8�G�b�Ý�î�Ý�b�‰�¥��%T�™�º�Û�Ç�•�µ�¡�r�S�c$Î�™�º�Û�Ç�•�µ�¡�[�M��

• [Ethervalue]>8EtherType �†1‘�9�M�•�S�u�b  EtherType �Í�� BPDU�
 IPX�
 MPLS-Unicast�

MPLS-Multicast�
 any>&0x600 >|  0xffff �b�õ�–�b�Í>' �
�r�S�c  0x600>&1536>'>|  0xffff �b  16 �Å�µ
�º�b  16 4
�X�Í�[�M��

• [Description]>8�Ý�î�Ý�†1��Â�M�•�œ�É�©�Ù�å�b�¸�Ÿ�«�º�[�M��   

�Ô�î�»

���b/²�c�
�G�b�µ+��†�Q#Ý�[�A�•�Ô�î�»�†&g�K�S�v�b�[�M��

�Ç�“�–�”�˜�›�î�Ý  �Ô�î�» �­�Ÿ�×�Ü�¸�•  �¥�å�¸�Ÿ�«�º

�Ý�î�¸�µ�» 3ñ4# �©�å�¢�Ý

�Ð�Ý�³

�¥�å�¸�Ÿ�«
�º �©�«�¸�Ò

— • • • —

�Ç�“�–�”�˜�›�î�Ý  �Ô�î�» �­�Ÿ�×�Ü�¸�•  �¥�å�¸�Ÿ�«�º

�Ý�î�¸�µ�» 3ñ4# �©�å�¢�Ý

�Ð�Ý�³

�¥�å�¸�Ÿ�«
�º �©�«�¸�Ò

— • • • —
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AAA �Ý�î�Ý�b0¿��

�G�b'v�[�c�
�¿�µ�º�á�î�¡  �”�¡�­�«�_�P�K�Z  AAA >&���º�Ü�É�Ý  �š�î���\$Î8b>'�†�–�¿�î�È�Ý�_�M�•�‰
�2�_�X�8�Z1��Â�K�r�M���G�b'v�c�
���b8o�[�S�B�I�€�Z�8�r�M��

• �� AAA �b�Ã�Ç�›�î�Ð�å�«�� >&P.21-1>'

• ���¿�µ�º�á�î�¡  �”�¡�­�«1�0É�b0¿���� >&P.21-1>'

• ���¿�µ�º�á�î�¡  �”�¡�­�«0Á�•�b0¿���� >&P.21-5>'

• ���¿�µ�º�á�î�¡  �”�¡�­�«�b�”�•�˜�å�¸�•�å�¢�b0¿���� >&P.21-12>'

• �� MAC �”�»�Þ�«�_�|�•�º�Û�Ç�•�µ�¡�b1�0É�\0Á�•�b
 7V�� >&P.21-13>'

• ��9×�Ø�^  AAA �µ+��b0¿���� >&P.21-14>'

• ���ì�•�”�¡�­�«�b0¿���� >&P.21-16>'

>&�@>' 'ö#.�”�¡�­�«�b  AAA �_�X�8�Z�c�
 ���©�«�¸�Ò'ö#.*…#Ý  AAA �b0¿���� >&P.13-26>' �†�g!·�K�Z�C�T�I�8��

AAA �§�î�Å�«�b�+0[�_�X�8�Z�c�
 '¨ 12 'v�� AAA �§�î�Â�>�|�g�Ø�î�¨  �”�•�˜�å�º�b0¿���� �†�g!·�K�Z
�C�T�I�8��

AAA �b�Ã�Ç�›�î�Ð�å�«
�­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�c���•�µ�º�«�Ý�î  �É�ß�Ÿ�©���†�Q#Ý�K�r�M���G�€�_�|�~�
�‘�¶�b�É�ß�Ÿ
�© �§�î�Â�\�š3Q�K�Z�
�Ã�Ç�›�î�Ð�å�«�@�±�œ�_�¥�V�K�r�M���‘�¶�b�É�ß�Ÿ�©  �§�î�Â�c�
 OSI �Ô�¹�Ý�b
�”�É�Ü�£�î�©�Ù�å  �Þ�–�Ö�[�M�m�Z�b�Ã�£�µ�º�†�(�Ò�M�•�S�u�
�É�ß�Ÿ�©  �§�î�Â�b�Ã�Ç�›�î�Ð�å�«�_2�
�¸�@�?�?�~�r�M���­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«  �•�µ�º�«�Ý�î  �É�ß�Ÿ�©�c�
�”�É�Ü�£�î�©�Ù�å�™�[�q�6
�_�Ø�î�¨&�1��†/œ�8�
)F�8�Z�† =  AAA �§�î�Â�r�S�c�ß�î�•�Ý  �¹�î�±�Ë�î�«�[1�0É�K�r�M���­�Ÿ�×�Ü
�¸�•  �”�É�Û�–�”�å�«�c�Ø�î�¨�†1�0É�K�S�‹�
�­�µ�©�Ù�å  �Ç�ß�î�†�©�Ç�º�M�•�S�u�
�­�µ�©�Ù�å  �«�¸�î
�º�_���†)T�â�K�S�r�r�
�M�m�Z�b�º�Û�Ç�•�µ�¡�@3æ�™
–�\��
›�b6ë�[%$�K�?�X3¿3ÿ�_�v�€�r�M��

�¿�µ�º�á�î�¡  �”�¡�­�«1�0É�b0¿��  
�G�b8o�[�c�
���b�º�Æ�µ�¡�_�X�8�Z�v�~�V�F�r�M��

• ��1�0É�b�+0[�� >&P.21-2>'

• ���¿�µ�º�á�î�¡  �”�¡�­�«1�0É�b�–�¿�î�È�Ý�ì�� >&P.21-4>'

• �� Web �¡�Û�–�”�å�º�b�­�Ÿ�×�”�^1�0É�� >&P.21-3>'
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'¨  21 'v       AAA �Ý�î�Ý�b0¿��
  �¿�µ�º�á�î�¡  �”�¡�­�«1�0É�b0¿��
• ���¿�µ�º�á�î�¡  �”�¡�­�«0Á�•�b0¿���� >&P.21-5>'

1�0É�b�+0[

�­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�[�c�
 AAA �§�î�Â�†�Q#Ý�M�•�¿�µ�º�á�î�¡  �”�¡�­�«1�0É�†0¿���[�A�r
�M���G�b8o�[�c�
���b�º�Æ�µ�¡�_�X�8�Z�v�~�V�F�r�M��

• ���M�Ø�T�E�b1�0É�� >&P.21-2>'

• ��1�0É&�1��†�w�E�•�S�u�_�²0[�^�”�É�Ü�£�î�©�Ù�å�� >&P.21-2>'

• ���­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�b1�0É�É�ß�å�É�º�� >&P.21-2>'

• ���«�±�¸�•�µ�¡  PAT �>�|�g  HTTP��>&P.21-3>'

• �� Web �¡�Û�–�”�å�º�b�­�Ÿ�×�”�^1�0É�� >&P.21-3>'

�M�Ø�T�E�b1�0É

�d���b  IP �”�»�Þ�«�b�Ø�î�¨�c�
1�0É�­�µ�©�Ù�å�@�‡7H�)�€�_�^�•�r�[�
�M�m�Z�b�Ý�î�Ý�>�|�g�±�–�É
�_�P�K�Z�M�Ø�T�E1�0É�†�w�E�•�²0[�@�6�~�r�M  >&�±�–�Ò�”�˜�º�Í�_�X�8�Z�c�
 ���¢�ß�î�Â�Ý  �±�–�Ò�”�˜
�º�b0¿���� >&P.27-23>' �†�g!·�K�Z�C�T�I�8>' ���S�\�<�d�
�­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�_  Telnet �\  FTP 
�b1�0É�†0¿���K�S���œ�
�q�6�_  Telnet �b1�0É�_�B�Œ�K�S�Ø�î�¨�c�
�Q�b1�0É�­�µ�©�Ù�å�@�Ñ�~�M�•7H
�~�
 FTP �b1�0É�†�w�E�•�²0[�@�6�~�r�O�‡��

1�0É&�1��†�w�E�•�S�u�_�²0[�^�”�É�Ü�£�î�©�Ù�å

�É�ß�º�¥�Ý�r�S�c�§�î�Å�«�l�b�¿�µ�º�á�î�¡  �”�¡�­�«1�0É�†0[�Ó�M�•�|�:�_�­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”
�å�«�†0¿���M�•�G�\�c�
�M�m�Z�b�É�ß�º�¥�Ý�r�S�c�§�î�Å�«�_�X�8�Z�•+��[�M�@�
�Ø�î�¨�@%$�K1�0É�†
�w�E�•�G�\�@�[�A�•�b�c�
 HTTP�
 HTTPS�
 Telnet�
�r�S�c  FTP �T�E�[�M���Ø�î�¨�@�G�€�}�b�§�î�Å
�«�b�8�N�€�?�b1�0É�†�w�E�^�8�\�
�­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�c1�0É�@�²0[�^�Ú�b�º�Û�Ç�•�µ�¡�†
0Á�•�K�r�O�‡��

�­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�@  AAA #Ý�_�§�Ï�î�º�K�Z�8�•1�0É�Ï�î�º�c�[���Í�[�M��

• �Ï�î�º  21 �c  FTP #Ý

• �Ï�î�º  23 �c  Telnet #Ý

• �Ï�î�º  80 �c  HTTP #Ý

• �Ï�î�º  443 �c  HTTPS #Ý

�­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�b1�0É�É�ß�å�É�º

Telnet �>�|�g  FTP �b���œ�
�­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�c1�0É�É�ß�å�É�º�†#Õ�B�K�r�M��

HTTP �b���œ�
�­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�c�¹�Ç�›�Ý�º�[�ö�•  HTTP 1�0É�†�Q#Ý�K�
1�0É�É�ß�å�É
�º�†�f�j�K�r�M���œ�É�©�Ù�å�[�
�Ø�î�¨�@�Ø�î�¨�¡�\�Ã�«�á�î�»�†
°�Š�[�A�•
Æ4Š  Web �Ì�î�ª�_�Ø�î
�¨�†�Ü�²�–�Þ�¡�º�M�•�|�:�_�­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�†0¿���M�•�G�\�v�[�A�r�M>& ��9×�Ø�^  AAA 
�µ+��b0¿���� >&P.21-14>' �†�g!·>' ��

HTTPS �b���œ�
�­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�c�•�«�±�Ò  �ß�¢�–�å#ì8��†#Õ�B�K�r�M���œ�É�©�Ù�å�[�

�Ø�î�¨�@�Ø�î�¨�¡�\�Ã�«�á�î�»�†
°�Š�[�A�•
Æ4Š  Web �Ì�î�ª�_�Ø�î�¨�†�Ü�²�–�Þ�¡�º�M�•�|�:�_�­
�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�†0¿���M�•�G�\�v�[�A�r�M>& ��9×�Ø�^  AAA �µ+��b0¿���� >&P.21-14>' �†�g
!·>' ��
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'¨  21 'v       AAA �Ý�î�Ý�b0¿��
  �¿�µ�º�á�î�¡  �”�¡�­�«1�0É�b0¿��
�Ü�²�–�Þ�¡�©�Ù�å�c�
�ö�•�‰�'�†�I�ì�K�S�v�b�[�M���G�€�c�
1�0É�ì�_�¥�V�K�S�Ø�î�¨  �š�¡�«�Ì�Ü�š
�å�«�@�f�j�I�€�•�\� �ì�_�
 Easy VPN �[�v�Ç�“�–�”�˜�›�î�Ý  �Ô�î�»�[�v�
 HTTP �>�|�g  HTTPS �\� 
�L�Ø�î�¨  �š�¡�«�Ì�Ü�š�å�«�@�f�j�I�€�•�S�u�[�M���r�S�
�­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�[�b%$�K1�0É
�v�§�Ï�î�º�K�Z�8�r�M��

�ö�•  HTTP 1�0É�†�Q#Ý�K)F�E�S�‰�@�|�8���œ�v�6�~�r�M���­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�[�Ü�«�½�å�¢  
�Ï�î�º�†6ä�C�²0[�@�^�8���œ�x�
�Ý�î�±�V�b  NAT �†�Q#Ý�K�Z�8�•�S�u�
�­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«
�[�f�j�I�€�•  Web �Ì�î�ª�b�š�n�Ý�î�Ý�†�8�B�M�•�²0[�@�^�8���œ�
�6�•�8�c�ö�•  HTTP 1�0É�b�‰�@
�¿�µ�º�á�î�¡�[� �Ý$×�_�µ+��M�•���œ�[�M���S�\�<�d�
7Á�Ê�Ó�î�Ý�_  URL �@�Ù�u3¸�r�€�Z�8�•���œ�^
�]�b�|�:�_�
�È�Û�˜�¨�è�¥�b�”�É�Ü�£�î�©�Ù�å�[�c�ö�•1�0É�b�‰�@4:�K�Z�8�•�G�\�@�6�~�r�M��

�G�–�_1�0É�I�€�•�\�
�­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�_�|�~
–�b��
›�_�Ü�²�–�Þ�¡�º�I�€�r�M����
›
�§�î�Â�_�v"‚+¬�b1�0É�@�6�•���œ�
�Ø�î�¨�c�9�b�Ø�î�¨�¡�\�Ã�«�á�î�»�†
°�Š�K�r�M���ö�•  HTTP 1�
0É�†�Q#Ý�K�Z�8�Z�
��
›�§�î�Â#Ý�_�9�b�Ø�î�¨�¡�\�Ã�«�á�î�»�†
°�Š�M�•�²0[�@�6�•���œ�c�
�ì�•  
HTTP �†0¿���M�•�²0[�@�6�~�r�M>& ���ì�•�”�¡�­�«�b0¿���� >&P.21-16>' �†�g!·>' ��

>&�@>' HTTP 1�0É�†�Q#Ý�M�•���œ�
�¹�Ç�›�Ý�º�[�¡�Ü�”  �¸�Ÿ�«�º�b�Ø�î�¨�¡�\�Ã�«�á�î�»�@�¡�Û�–�”�å�º�?
�}�­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�_3æ�™�I�€�r�M���I�}�_�G�b�Ø�î�¨�¡�\�Ã�«�á�î�»�c��
›  Web �§�î�Â
�_�v3æ�™�I�€�r�M���¡�Þ�¹�å�©�Õ�Ý�b�–1¤�b0ò(ý�_�X�8�Z�c�
 �� Web �¡�Û�–�”�å�º�b�­�Ÿ�×�”�^1�0É��

>&P.21-3>' �†�g!·�K�Z�C�T�I�8��

FTP �b���œ�
�­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«  �Ø�î�¨�¡�
�”�µ�º  �Ð�î�¡>& @>'�
 FTP �Ø�î�¨�¡
>&name1@name2>'�†
°�Š�M�•�œ�É�©�Ù�å�@�6�~�r�M���Ã�«�á�î�»�_�c�
�­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«  
�Ã�«�á�î�»�
�”�µ�º  �Ð�î�¡>& @>'�
 FTP �Ã�«�á�î�»>& password1@password2>'�†
°�Š�K�r�M���S�\�<
�d�
���b�¸�Ÿ�«�º�†
°�Š�K�r�M��

name> jamiec@patm
password>  letmein@he110

�G�b�µ+��c�
0
�X�b�ß�¢�–�å�†�²0[�\�M�•�Ç�“�–�”�˜�›�î�Ý�†�•�«�£�î�»�K)F�K�Z�8�•���œ�_�w#Ý�[
�M��0
�X�b�¡�S�>�|�g�Ã�«�á�î�»�c�
0
�X�b�”�µ�º  �Ð�î�¡>& @>'�[�
�)�•�G�\�@�[�A�r�M��

�«�±�¸�•�µ�¡  PAT �>�|�g  HTTP

HTTP 1�0É�[�c�
�«�±�¸�•�µ�¡  PAT �@0¿���I�€�Z�8�•���œ�
�­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�c��7•�b
�Ï�î�º�†�³�™�µ�¡�K�r�M���­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�c�
�Ð�µ�Æ�å�¢  �Ï�î�º�_�?�?�ƒ�}�N�
��7•�b
�Ï�î�º  80 �†��
›�\�M�•�º�Û�Ç�•�µ�¡�†�è���K�S���œ�
 HTTP �K)F�†�æ/œ�w�™�K�
1�0É�†��/œ�K�r�M��

�S�\�<�d�
�¥4Š  TCP �Ï�î�º  889 �@���b�|�:�_�Ï�î�º  80>&www>'�_�š�n�I�€�Z�8�Z�
6õ�€�M�•�M�m�Z
�b�”�¡�­�«  �Ý�î�Ý�[�G�b�º�Û�Ç�•�µ�¡�@0Á�•�I�€�Z�8�•�\�K�r�M��

�G�b���œ�
�Ø�î�¨�c�Ï�î�º  889 �[  10.48.66.155 �_�”�¡�­�«�†0è�s�
�­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�c�Q
�b�º�Û�Ç�•�µ�¡�†�æ/œ�w�™�K�Z�
 HTTP 1�0É�†��/œ�K�r�M���­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�@  HTTP �K
)F�b�ö�¢�†0Á�•�M�•�S�_�
�Ø�î�¨�b  Web �È�Û�˜�¨�_�c  HTTP 1�0É�Ì�î�ª�@/²&g�I�€�r�M��

�ß�î�•�Ý  �Ï�î�º�@�Ï�î�º  80 �[�c�^�8���œ�
�Ø�î�¨�_�c1�0É�Ì�î�ª�c/²&g�I�€�r�O�‡���æ�ƒ�~�_�
�­
�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�c  Web �È�Û�˜�¨�_�š�Û�î  �Ó�µ�­�î�ª�†3æ�™�K�Z�
0[�Ó�I�€�S�§�î�Å�«�†�Q
#Ý�M�•�S�_�Ø�î�¨�@1�0É�†�w�E�•�²0[�@�6�•�G�\�†3û%±�K�r�M��

Web �¡�Û�–�”�å�º�b�­�Ÿ�×�”�^1�0É

HTTP 1�0É�†�Q#Ý�M�•���œ�
�¹�Ç�›�Ý�º�[�¡�Ü�”  �¸�Ÿ�«�º�b�Ø�î�¨�¡�\�Ã�«�á�î�»�@�¡�Û�–�”�å�º�?
�}�­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�_3æ�™�I�€�r�M���I�}�_�G�b�Ø�î�¨�¡�\�Ã�«�á�î�»�c��
›  Web �§�î�Â
�_�v3æ�™�I�€�r�M���­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�[�c�
���b�|�:�^0
�X�b�‰�'�[  HTTP 1�0É�†�–1¤�[
�A�r�M��
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'¨  21 'v       AAA �Ý�î�Ý�b0¿��
  �¿�µ�º�á�î�¡  �”�¡�­�«1�0É�b0¿��
• �Ü�²�–�Þ�¡�©�Ù�å�‰�'�_�|�•  HTTP 1�0É>80ò(ý�_�X�8�Z�c�
 ���–�å�±�Û�¡�¸�•�È1�0É�Ý�î�Ý�b3ã
�•�� >&P.21-15>' �†�g!·�K�Z�C�T�I�8���G�b�‰�'�[�c�
1�0É�¡�Þ�¹�å�©�Õ�Ý�@�Q�b�‹)F�E�Z��
›�§�î
�Â�_3æ�™�I�€�^�8�|�:�_�K�r�M��

• �ì�•  HTTP �†�–�¿�î�È�Ý�_�M�•>8 ���ì�•  HTTP �b0¿���� >&P.21-17>' �†�g!·�K�Z�
�­�Ÿ�×�Ü�¸�•  �”�É
�Û�–�”�å�«�b1�0É�\  HTTP �§�î�Â�b1�0É�†�9���_�w�E�•�G�\�@�[�A�r�M�� HTTP �§�î�Â�@  2 ��1�0É
�†�²0[�\�K�^�8���œ�[�v�
�G�b�¥�Ð�å�»�_�|�~�ö�•1�0É�¡�Þ�¹�å�©�Õ�Ý�c  HTTP GET 0[�Ó�?�}7V
�d�I�€�r�M��

• Web �¡�Û�–�”�å�º�\�­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�\�b6ë�b  HTTPS �_�|�•�Ø�î�¨�¡�\�Ã�«�á�î�»
�b�º�n�†�–�¿�î�È�Ý�_�M�•>8 �� HTTPS �†�Q#Ý�K�S HTTP 1�0É�b�¡�Þ�¹�å�©�Õ�Ý�b�º�n�� >&P.21-14>'
�†�g!·�K�Z�
 Web �¡�Û�–�”�å�º�\�­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�\�b6ë�b  HTTPS �_�|�•�Ø�î�¨�¡
�\�Ã�«�á�î�»�b�º�n�†�–�¿�î�È�Ý�_�K�r�M���G�€�c�­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�\��
›�§�î�Â�b
6ë�T�E�[�^�C�
�¡�Û�–�”�å�º�\�­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�b6ë�b�¡�Þ�¹�å�©�Õ�Ý�†�–1¤�M�•�O
�M�b�‰�'�[�M���G�b�‰�'�T�E�†�Q#Ý�M�•�G�\�v�
�r�S�c�Ú�b�‰�'�b�8�N�€�?�\)��s�œ�ƒ�O�Z�­�Ÿ�×
�Ü�¸�•�†�q�±7H�_�M�•�G�\�v�[�A�r�M��

�¿�µ�º�á�î�¡  �”�¡�­�«1�0É�b�–�¿�î�È�Ý�ì

�¿�µ�º�á�î�¡  �”�¡�­�«1�0É�†�–�¿�î�È�Ý�_�M�•�_�c�
���b�m8p�†��/œ�K�r�M��

�«�¸�µ�É 1 '¨ 12 'v�� AAA �§�î�Â�>�|�g�Ø�î�¨  �”�•�˜�å�º�b0¿���� �_�‘�W�Z�
 AAA �§�î�Â  �¢�Ý�î�É�†0¿���K�r
�M��

�«�¸�µ�É 2 [Configuration] > [Firewall] > [AAA Rules] �Ì�–�å�?�}�
 [Add] > [Add Authentication Rule] �†4E�¥�K
�r�M��

[Add Authentication Rule] �²�–�”�ß�¢�Î�µ�¡�«�@/²&g�I�€�r�M��

�«�¸�µ�É 3 [Interface] �»�ß�µ�É�²�˜�å  �Ü�«�º�?�}�
�Ý�î�Ý�†4:#Ý�M�•�–�å�±�î�Ç�™�–�«�†4E�¥�K�r�M��

�«�¸�µ�É 4 [Authenticate] �r�S�c  [Do not Authenticate] �†�¡�Ü�µ�¡�K�r�M��

10.1.1.50 �†7V�C 10.1.1.0/24 �†1�0É�M�•���œ�
 2 �X�b�Ý�î�Ý>& 1 �X�_�c  [Authenticate] �œ�É�©�Ù�å�†�Q
#Ý�
�v�:  1 �X�_�c  [Do not Authenticate] �œ�É�©�Ù�å�†�Q#Ý>'�†�8�B�K�r�M���Ý�î�Ý�c�²�N4:�)�^8p�Î�_
�j�m�Z�C�T�I�8���S�\�<�d�
�V0°�b  [Do not Authenticate] �Ý�î�Ý�†  [Authenticate] �Ý�î�Ý�|�~�v�V�_*(
�A�
 10.1.1.50 �?�}�b�º�Û�Ç�•�µ�¡�@�q�6�_  [Do not Authenticate] �Ý�î�Ý�_�M+´�M�•�|�:�_�K�r�M��

�«�¸�µ�É 5 [AAA Server Group] �»�ß�µ�É�²�˜�å  �Ü�«�º�?�}�
�§�î�Â  �¢�Ý�î�É�r�S�c  LOCAL �Ø�î�¨  �¹�î�±�Ë�î
�«�†4E�¥�K�r�M��

�«�¸�µ�É 6 >&�õ�–>' AAA �§�î�Â�†�§�î�Â  �¢�Ý�î�É�_3ã�•�M�•�_�c�
 [Add Server] �†�¡�Ü�µ�¡�K�r�M���Ø�î�¨�†  
LOCAL �¹�î�±�Ë�î�«�_3ã�•�M�•�_�c�
 [Add User] �†�¡�Ü�µ�¡�K�r�M��

�§�î�Â  �¢�Ý�î�É�\�ß�î�•�Ý  �Ø�î�¨  �¹�î�±�Ë�î�«�b0¿���b0ò(ý�_�X�8�Z�c�
 '¨ 12 'v�� AAA �§�î�Â�>�|
�g�Ø�î�¨  �”�•�˜�å�º�b0¿���� �†�g!·�K�Z�C�T�I�8��

�«�¸�µ�É 7 [Source] �Ç�•�î�Ý�»�[�
3æ�™
–  IP �”�»�Þ�«�†
°�Š�M�•�?�
 [...] �Î�±�å�†�¡�Ü�µ�¡�K�Z  ASDM �_�M�[�_
��*O�I�€�Z�8�•  IP �”�»�Þ�«�†4E�¥�K�r�M��

�É�Þ�Ç�•�µ�¡�« / 6×�I/²0°>& 10.1.1.0/24 �^�]>'�†�Q#Ý�K�Z�”�»�Þ�«�\�§�È�¿�µ�º  �Ð�«�¡�†�æ���K�r�M��
�Ð�«�¡�†�Q#Ý�O�N�_  IP �”�»�Þ�«�†
°�Š�M�•�\�
�Q�b�”�»�Þ�«�c�q�‹�@  0 �[�6�W�Z�v�Í�«�º  �”�»�Þ�«�\
0b�^�I�€�r�M��

�õ�–�b3æ�™
–�”�»�Þ�«�†�æ���M�•�_�c�
 any �†
°�Š�K�r�M��

�”�»�Þ�«�@0
�X�6�•���œ�c�•�å�Ð�[�
�)�~�r�M��

�«�¸�µ�É 8 [Destination] �Ç�•�î�Ý�»�[�
��
›  IP �”�»�Þ�«�†
°�Š�M�•�?�
 [...] �Î�±�å�†�¡�Ü�µ�¡�K�Z  ASDM �_�M�[
�_��*O�I�€�Z�8�•  IP �”�»�Þ�«�†4E�¥�K�r�M��
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'¨  21 'v       AAA �Ý�î�Ý�b0¿��
  �¿�µ�º�á�î�¡  �”�¡�­�«0Á�•�b0¿��
�É�Þ�Ç�•�µ�¡�« / 6×�I/²0°>& 10.1.1.0/24 �^�]>'�†�Q#Ý�K�Z�”�»�Þ�«�\�§�È�¿�µ�º  �Ð�«�¡�†�æ���K�r�M��
�Ð�«�¡�†�Q#Ý�O�N�_  IP �”�»�Þ�«�†
°�Š�M�•�\�
�Q�b�”�»�Þ�«�c�q�‹�@  0 �[�6�W�Z�v�Í�«�º  �”�»�Þ�«�\
0b�^�I�€�r�M��

�õ�–�b��
›�”�»�Þ�«�†�æ���M�•�_�c�
 any �†
°�Š�K�r�M��

�”�»�Þ�«�@0
�X�6�•���œ�c�•�å�Ð�[�
�)�~�r�M��

�«�¸�µ�É 9 [Service] �Ç�•�î�Ý�»�[�
��
›�§�î�Å�«�b  IP �§�î�Å�«�¡�r�S�c$��•�†
°�Š�M�•�?�
 [...] �Î�±�å�†�¡�Ü�µ
�¡�K�Z�§�î�Å�«�†4E�¥�K�r�M��

TCP �r�S�c  UDP �b�Ï�î�º$��•�
�6�•�8�c  ICMP �§�î�Å�«$��•�†�æ���M�•���œ�c�
 �É�ß�º�¥�Ý / �Ï�î�º
�†
°�Š�K�r�M���S�\�<�d�
 TCP/8080 �\
°�Š�K�r�M��

�¹�Ç�›�Ý�º�[�c�
�§�î�Å�«�c  TCP �[�M��

�§�î�Å�«�@0
�X�6�•���œ�c�•�å�Ð�[�
�)�~�r�M��

HTTP�
 HTTPS�
 Telnet�
�r�S�c  FTP �b�8�N�€�?�b��
›�Ï�î�º�†�²�N�µ�u�r�M���G�€�c�
�Ø�î�¨�@�G
�€�}�b�§�î�Å�«�b�8�N�€�?�b1�0É�†�w�E�^�8�\�
�Ú�b�§�î�Å�«�@�­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�b3û4#
�†0Á�•�I�€�^�8�S�u�[�M��

�«�¸�µ�É 10 >&�õ�–>' [Description] �Ç�•�î�Ý�»�_1��Â�†
°�Š�K�r�M��

�«�¸�µ�É 11 >&�õ�–>' TCP �r�S�c  UDP �b3æ�™
–�§�î�Å�«�†�æ���M�•�_�c�
 [More Options] 8•�æ�†�¡�Ü�µ�¡�K�Z6ä�A�

[Source Service] �Ç�•�î�Ý�»�_  TCP �§�î�Å�«�r�S�c  UDP �§�î�Å�«�†
°�Š�K�r�M��

��
›�§�î�Å�«�\3æ�™
–�§�î�Å�«�c� �L�[�6�•�²0[�@�6�~�r�M�� [Destination Service] �Ç�•�î�Ý�»�†�¥
�Æ�î�K�
 [Source Service] �Ç�•�î�Ý�»�_2��~�Ü�E�r�M��

�«�¸�µ�É 12 >&�õ�–>'�Ý�î�Ý�†8��”�¡�¸�•�È�_�M�•�_�c�
 [More Options] 8•�æ�†�¡�Ü�µ�¡�K�Z6ä�A�
 [Enable Rule] �†
�œ�Ç�_�K�r�M��

�G�b0¿���c�
�Ý�î�Ý�†�P7V�O�N�_!“� �_�K�S�8���œ�_�}�<�[�M��

�«�¸�µ�É 13 >&�õ�–>'�Ý�î�Ý�b�ì6ë(
�V�†�æ���M�•�_�c�
 [More Options] 8•�æ�†�¡�Ü�µ�¡�K�Z6ä�A�
 [Time Range] �»
�ß�µ�É�²�˜�å  �Ü�«�º�?�}�ì6ë(
�V�†4E�¥�K�r�M��

�‚�K�8�ì6ë(
�V�†3ã�•�M�•�_�c�
 [...] �Î�±�å�†�¡�Ü�µ�¡�K�r�M��0ò(ý�_�X�8�Z�c�
 ���ì6ë(
�V�b0¿����
>&P.8-15>' �†�g!·�K�Z�C�T�I�8��

�G�b0¿���c�
�¦�S�_0¿���K�S�ì6ë�_�T�E�Ý�î�Ý�†�”�¡�¸�•�È�_�M�•���œ�_�}�<�[�M��

�«�¸�µ�É 14 [OK]  �†�¡�Ü�µ�¡�K�r�M��

�¿�µ�º�á�î�¡  �”�¡�­�«0Á�•�b0¿��  
�Ø�î�¨�@�d���b�K)F�b�S�u�b1�0É�†�w�E�•�\�
�­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�c0Á�•�†�Q#Ý�K�Z�
�Ø�î
�¨�?�}�b�º�Û�Ç�•�µ�¡�†�I�}�_�D�š�[�A�r�M��

�G�b8o�[�c�
���b�º�Æ�µ�¡�_�X�8�Z�v�~�V�F�r�M��

• �� TACACS+ 0Á�•�b0¿���� >&P.21-6>'

• �� RADIUS 0Á�•�b0¿���� >&P.21-7>'
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'¨  21 'v       AAA �Ý�î�Ý�b0¿��
  �¿�µ�º�á�î�¡  �”�¡�­�«0Á�•�b0¿��
TACACS+ 0Á�•�b0¿��

TACACS+ �[�¿�µ�º�á�î�¡  �”�¡�­�«0Á�•�†��/œ�M�•�|�:�_�
�­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�†0¿���[�A
�r�M��

1�0É�Ý�î�Ý�\0Á�•�Ý�î�Ý�c%&�«�_"‚'g�K�S�v�b�[�M�@�
0Á�•�Ý�î�Ý�[�M+´�K�S�•1�0É�º�Û�Ç�•�µ�¡�c�M
�m�Z�Ä�°�I�€�r�M���Ø�î�¨�@0Á�•�†�w�E�•�_�c�
�r�N�­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�_1�0É�I�€�•�²0[
�@�6�~�r�M��1�0É�­�µ�©�Ù�å�@�‡7H�)�€�_�^�W�Z�8�^�8���œ�
�d���b  IP �”�»�Þ�«�†�â�X�Ø�î�¨�@1�0É
�†�w�E�•�²0[�@�6�•�b�c�
�M�m�Z�b�Ý�î�Ý�>�|�g�±�–�É�[  1 �G�T�E�[�M���G�b�S�u�
�º�Û�Ç�•�µ�¡�@1�
0É�«�¸�î�º�Ó�å�º�_�M+´�K�S���œ�[�v0Á�•�@$Î#Õ�M�•�•+��ö�@�6�~�r�M��

�Ø�î�¨�b1�0É�@�ö�¢�M�•�\�
�­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�c�
�M+´�M�•�º�Û�Ç�•�µ�¡�b0Á�•�Ý�î�Ý�†
�³�™�µ�¡�K�r�M���º�Û�Ç�•�µ�¡�@0Á�•�Ý�î�Ý�_�M+´�K�S���œ�c�
�­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�_�|�~
�Ø�î�¨�¡�@  TACACS+ �§�î�Â�_3æ�™�I�€�r�M�� TACACS+ �§�î�Â�c�­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�_�Â
'Å�K�
�Ø�î�¨  �É�ß�Ç�“�–�Ý�_�ö�Y�8�Z�Q�b�º�Û�Ç�•�µ�¡�b0Á�•�r�S�c�Ä�°�†&g�K�r�M���­�Ÿ�×�Ü�¸�•  
�”�É�Û�–�”�å�«�c�
�Q�b�Â'Å
Æ�b0Á�•�Ý�î�Ý�†���‹�K�r�M��

�Ø�î�¨�_�P�M�•�¿�µ�º�á�î�¡  �”�¡�­�«0Á�•�b0¿���_�X�8�Z�c�
�H�Q#Ý�b  TACACS+ �§�î�Â�b�Ð�½�×�”
�Ý�†�g!·�K�Z�C�T�I�8��

TACACS+ 0Á�•�†0¿���M�•�_�c�
���b�m8p�†��/œ�K�r�M��

�«�¸�µ�É 1 0Á�•�M�•�º�Û�Ç�•�µ�¡�b1�0É�†�–�¿�î�È�Ý�_�K�r�M��0ò(ý�_�X�8�Z�c�
 ���¿�µ�º�á�î�¡  �”�¡�­�«1�0É�b
0¿���� >&P.21-1>' �†�g!·�K�Z�C�T�I�8���M�[�_1�0É�†�–�¿�î�È�Ý�_�K�Z�6�•���œ�c�
���b�m8p�_4
�s�r
�M��

�«�¸�µ�É 2 [Configuration] > [Firewall] > [AAA Rules] �Ì�–�å�?�}�
 [Add] > [Add Authorization Rule] �†4E�¥�K�r
�M��

[Add Authorization Rule] �²�–�”�ß�¢�Î�µ�¡�«�@/²&g�I�€�r�M��

�«�¸�µ�É 3 [Interface] �»�ß�µ�É�²�˜�å  �Ü�«�º�?�}�
�Ý�î�Ý�†4:#Ý�M�•�–�å�±�î�Ç�™�–�«�†4E�¥�K�r�M��

�«�¸�µ�É 4 [Authorize] �r�S�c  [Do not Authorize] �†�¡�Ü�µ�¡�K�r�M��

�S�\�<�d�
 10.1.1.50 �†7V�C 10.1.1.0/24 �†0Á�•�M�•���œ�
 2 �X�b�Ý�î�Ý>& 1 �X�_�c  [Authorize] �œ�É�©�Ù
�å�†�Q#Ý�
�v�:  1 �X�_�c  [Do not Authorize] �œ�É�©�Ù�å�†�Q#Ý>'�†�8�B�K�r�M���Ý�î�Ý�c�²�N4:�)�^8p
�Î�_�j�m�Z�C�T�I�8���S�\�<�d�
�V0°�b  [Do not Authorize] �Ý�î�Ý�†  [Authorize] �Ý�î�Ý�|�~�v�V�_*(
�A�
 10.1.1.50 �?�}�b�º�Û�Ç�•�µ�¡�@�q�6�_  [Do not Authorize] �Ý�î�Ý�_�M+´�M�•�|�:�_�K�r�M��

�«�¸�µ�É 5 [AAA Server Group] �»�ß�µ�É�²�˜�å  �Ü�«�º�?�}�
�§�î�Â  �¢�Ý�î�É�r�S�c  LOCAL �Ø�î�¨  �¹�î�±�Ë�î
�«�†4E�¥�K�r�M��

�«�¸�µ�É 6 >&�õ�–>' AAA �§�î�Â�†�§�î�Â  �¢�Ý�î�É�_3ã�•�M�•�_�c�
 [Add Server] �†�¡�Ü�µ�¡�K�r�M���Ø�î�¨�†  
LOCAL �¹�î�±�Ë�î�«�_3ã�•�M�•�_�c�
 [Add User] �†�¡�Ü�µ�¡�K�r�M��

�§�î�Â  �¢�Ý�î�É�\�ß�î�•�Ý  �Ø�î�¨  �¹�î�±�Ë�î�«�b0¿���b0ò(ý�_�X�8�Z�c�
 '¨ 12 'v�� AAA �§�î�Â�>�|
�g�Ø�î�¨  �”�•�˜�å�º�b0¿���� �†�g!·�K�Z�C�T�I�8��

�«�¸�µ�É 7 [Source] �Ç�•�î�Ý�»�[�
3æ�™
–  IP �”�»�Þ�«�†
°�Š�M�•�?�
 [...] �Î�±�å�†�¡�Ü�µ�¡�K�Z  ASDM �_�M�[�_
��*O�I�€�Z�8�•  IP �”�»�Þ�«�†4E�¥�K�r�M��

�É�Þ�Ç�•�µ�¡�« / 6×�I/²0°>& 10.1.1.0/24 �^�]>'�†�Q#Ý�K�Z�”�»�Þ�«�\�§�È�¿�µ�º  �Ð�«�¡�†�æ���K�r�M��
�Ð�«�¡�†�Q#Ý�O�N�_  IP �”�»�Þ�«�†
°�Š�M�•�\�
�Q�b�”�»�Þ�«�c�q�‹�@  0 �[�6�W�Z�v�Í�«�º  �”�»�Þ�«�\
0b�^�I�€�r�M��

�õ�–�b3æ�™
–�”�»�Þ�«�†�æ���M�•�_�c�
 any �†
°�Š�K�r�M��

�”�»�Þ�«�@0
�X�6�•���œ�c�•�å�Ð�[�
�)�~�r�M��

�«�¸�µ�É 8 [Destination] �Ç�•�î�Ý�»�[�
��
›  IP �”�»�Þ�«�†
°�Š�M�•�?�
 [...] �Î�±�å�†�¡�Ü�µ�¡�K�Z  ASDM �_�M�[
�_��*O�I�€�Z�8�•  IP �”�»�Þ�«�†4E�¥�K�r�M��
21-6
ASDM �Ø�î�¨  �ž�–�»

OL-14981-01-J



 

'¨  21 'v       AAA �Ý�î�Ý�b0¿��
  �¿�µ�º�á�î�¡  �”�¡�­�«0Á�•�b0¿��
�É�Þ�Ç�•�µ�¡�« / 6×�I/²0°>& 10.1.1.0/24 �^�]>'�†�Q#Ý�K�Z�”�»�Þ�«�\�§�È�¿�µ�º  �Ð�«�¡�†�æ���K�r�M��
�Ð�«�¡�†�Q#Ý�O�N�_  IP �”�»�Þ�«�†
°�Š�M�•�\�
�Q�b�”�»�Þ�«�c�q�‹�@  0 �[�6�W�Z�v�Í�«�º  �”�»�Þ�«�\
0b�^�I�€�r�M��

�õ�–�b��
›�”�»�Þ�«�†�æ���M�•�_�c�
 any �†
°�Š�K�r�M��

�”�»�Þ�«�@0
�X�6�•���œ�c�•�å�Ð�[�
�)�~�r�M��

�«�¸�µ�É 9 [Service] �Ç�•�î�Ý�»�[�
��
›�§�î�Å�«�b  IP �§�î�Å�«�¡�r�S�c$��•�†
°�Š�M�•�?�
 [...] �Î�±�å�†�¡�Ü�µ
�¡�K�Z�§�î�Å�«�†4E�¥�K�r�M��

TCP �r�S�c  UDP �b�Ï�î�º$��•�
�6�•�8�c  ICMP �§�î�Å�«$��•�†�æ���M�•���œ�c�
 �É�ß�º�¥�Ý / �Ï�î�º
�†
°�Š�K�r�M���S�\�<�d�
 TCP/8080 �\
°�Š�K�r�M��

�¹�Ç�›�Ý�º�[�c�
�§�î�Å�«�c  TCP �[�M��

�§�î�Å�«�@0
�X�6�•���œ�c�•�å�Ð�[�
�)�~�r�M��

�«�¸�µ�É 10 >&�õ�–>' [Description] �Ç�•�î�Ý�»�_1��Â�†
°�Š�K�r�M��

�«�¸�µ�É 11 >&�õ�–>' TCP �r�S�c  UDP �b3æ�™
–�§�î�Å�«�†�æ���M�•�_�c�
 [More Options] 8•�æ�†�¡�Ü�µ�¡�K�Z6ä�A�

[Source Service] �Ç�•�î�Ý�»�_  TCP �§�î�Å�«�r�S�c  UDP �§�î�Å�«�†
°�Š�K�r�M��

��
›�§�î�Å�«�\3æ�™
–�§�î�Å�«�c� �L�[�6�•�²0[�@�6�~�r�M�� [Destination Service] �Ç�•�î�Ý�»�†�¥
�Æ�î�K�
 [Source Service] �Ç�•�î�Ý�»�_2��~�Ü�E�r�M��

�«�¸�µ�É 12 >&�õ�–>'�Ý�î�Ý�†8��”�¡�¸�•�È�_�M�•�_�c�
 [More Options] 8•�æ�†�¡�Ü�µ�¡�K�Z6ä�A�
 [Enable Rule] �†
�œ�Ç�_�K�r�M��

�G�b0¿���c�
�Ý�î�Ý�†�P7V�O�N�_!“� �_�K�S�8���œ�_�}�<�[�M��

�«�¸�µ�É 13 >&�õ�–>'�Ý�î�Ý�b�ì6ë(
�V�†�æ���M�•�_�c�
 [More Options] 8•�æ�†�¡�Ü�µ�¡�K�Z6ä�A�
 [Time Range] �»
�ß�µ�É�²�˜�å  �Ü�«�º�?�}�ì6ë(
�V�†4E�¥�K�r�M��

�‚�K�8�ì6ë(
�V�†3ã�•�M�•�_�c�
 [...] �Î�±�å�†�¡�Ü�µ�¡�K�r�M��0ò(ý�_�X�8�Z�c�
 ���ì6ë(
�V�b0¿����
>&P.8-15>' �†�g!·�K�Z�C�T�I�8��

�G�b0¿���c�
�¦�S�_0¿���K�S�ì6ë�_�T�E�Ý�î�Ý�†�”�¡�¸�•�È�_�M�•���œ�_�}�<�[�M��

�«�¸�µ�É 14 [OK]  �†�¡�Ü�µ�¡�K�r�M��

RADIUS 0Á�•�b0¿��  

1�0É�@�B�Œ�M�•�\�
 RADIUS �É�ß�º�¥�Ý�c  RADIUS �§�î�Â�_�|�W�Z3æ�™�I�€�•  access-accept �Ó�µ
�­�î�ª�[�Ø�î�¨0Á�•�†3É�K�r�M��1�0É�b0¿���b0ò(ý�_�X�8�Z�c�
 ���¿�µ�º�á�î�¡  �”�¡�­�«1�0É�b0¿����

>&P.21-1>' �†�g!·�K�Z�C�T�I�8��

�¿�µ�º�á�î�¡  �”�¡�­�«�_�X�8�Z�Ø�î�¨�†1�0É�M�•�|�:�_�­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�†0¿���M�•�\�

RADIUS 0Á�•�v�/;ò$×�_�–�¿�î�È�Ý�_�^�W�Z�8�r�M���K�S�@�W�Z�
�G�b8o�[�c�
�­�Ÿ�×�Ü�¸�•  �”�É�Û
�–�”�å�«�V�b  RADIUS 0Á�•�b0¿���_�X�8�Z�c�v�~�V�F�r�O�‡���G�G�[�c�
�­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å
�«�@ RADIUS �§�î�Â�?�}�w�™�K�S�”�¡�­�«  �Ü�«�º�_���†�]�b�|�:�_��#.�M�•�?�_�X�8�Z1��Â�K�r�M��

�”�¡�­�«  �Ü�«�º�†�­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�_�²�˜�å�ß�î�»�M�•�|�:�_  RADIUS �§�î�Â�†0¿���[�A
�r�M���Ø�î�¨�c�
�Ø�î�¨�[�w�b�”�¡�­�«  �Ü�«�º�[0Á�•�I�€�S�ï�8�T�E�†0Á�•�I�€�r�M��

>&�@>' �”�¡�­�«  �Ý�î�Ý�†�M�[�_0¿���K�Z�8�•���œ�
�Ø�î�¨�H�\�b�V�i�A0¿���@�
�Ø�î�¨�[�w�b�”�¡�­�«  �Ü�«
�º�_�|�•0Á�•�_�P�K�Z���b�|�:�^�s8j�†�Z�<�•�G�\�_�@�–�K�Z�C�T�I�8>& ��9×�Ø�^�”�¡�­�«  �Ý�î�Ý0¿
���� >&1-7 �Ì�î�ª>'�†�g!·>' ��
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'¨  21 'v       AAA �Ý�î�Ý�b0¿��
  �¿�µ�º�á�î�¡  �”�¡�­�«0Á�•�b0¿��
• �Ø�î�¨�H�\�b�V�i�A0¿���†�Q#Ý�K�^�8���œ�
�Ø�î�¨  �­�µ�©�Ù�å�b�º�Û�Ç�•�µ�¡�c�
�–�å�±�î�Ç�™
�–�«  �”�¡�­�«  �Ü�«�º�\�Ø�î�¨�[�w�b�”�¡�­�«  �Ü�«�º�b�g�‰�_�|�W�Z0Á�•�I�€�•�²0[�@�6�~�r�M��

• �Ø�î�¨�H�\�b�V�i�A0¿���†�Q#Ý�K�S���œ�
0Á�•�I�€�•
Æ���c�
�Ø�î�¨�[�w�b�”�¡�­�«  �Ü�«�º�_
�|�W�Z�ô���I�€�r�M��

�G�b8o�[�c�
 Cisco Secure Access Control Server>&ACS>'�>�|�g�§�î�»�Ã�î�¸�•  RADIUS �§�î�Â�†0¿
���M�•�‰�2�_�X�8�Z1��Â�K�r�M�����b8o% �†�v�~�V�F�r�M��

• ���²�˜�å�ß�î�»�•+��^�”�¡�­�«  �Ü�«�º�b�µ+��\  Cisco Secure ACS �_�X�8�Z�� >&P.21-8>'

• ���²�˜�å�ß�î�»�•+��^�”�¡�­�«  �Ü�«�º�_6õ�M�•  Cisco Secure ACS �b0¿���� >&P.21-10>'

• ���²�˜�å�ß�î�»�•+��^�”�¡�­�«  �Ü�«�º�_6õ�M�•�õ�–�b  RADIUS �§�î�Â�b0¿���� >&P.21-11>'

• ���²�˜�å�ß�î�»�•+��^�”�¡�­�«  �Ü�«�º
Æ�b�á�–�Ý�»�•�î�»  �¿�µ�º�Ð�«�¡/²#'�b�š�n�� >&P.21-11>'

�²�˜�å�ß�î�»�•+��^�”�¡�­�«  �Ü�«�º�b�µ+��\  Cisco Secure ACS �_�X�8�Z

�²�˜�å�ß�î�»�•+��^�”�¡�­�«  �Ü�«�º�c�
 Cisco Secure ACS �†�Q#Ý�K�Z�›�§�î�Â�_4:�)�^�”�¡�­�«  �Ü�«
�º�†�f�j�M�•���œ�_�q�v�«�£�î�Û�È�Ý�^�‰�2�[�M�����b�µ+��@�6�~�r�M��

• !“�D7H�b�”�¡�­�«  �Ü�«�º  �§�–�¬>8�²�˜�å�ß�î�»�•+��^�”�¡�­�«  �Ü�«�º�c�
�ö
²�^�”�¡�­�«  �Ü�«�º
�†  Cisco Secure ACS �?�}�­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�_3?3æ�M�•�S�u�_�²0[�^�X�b  RADIUS �Ã
�£�µ�º�†�Q#Ý�K�Z3æ�™�I�€�r�M��

• �”�¡�­�«  �Ü�«�º'ö#.�b(F(ò�ì�>�|�g7Ÿ�p�ì>8�²�˜�å�ß�î�»�•+��^�”�¡�­�«  �Ü�«�º�_�|�~�
�M�Ø0°
3Ù�K�S�”�¡�­�«  �Ü�«�º  �­�µ�º�†�¨�X�b�Ø�î�¨  �É�ß�Ç�“�–�Ý�r�S�c�¢�Ý�î�É  �É�ß�Ç�“�–�Ý�_4:#Ý�M
�•�G�\�x�
�¨�X�b�­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�_4Ä�x�M�•�G�\�@�[�A�r�M��

�G�b�‰�2�c�
 0
�X�b  Cisco Secure ACS �Ø�î�¨�r�S�c�¢�Ý�î�É�_4:#Ý�M�•8��–�_�±�A�8�”�¡�­�«  �Ü�«�º  
�­�µ�º�@�6�•���œ�_�q4:�[�M�@�
 Cisco Secure ACS �Ø�î�¨�>�|�g�¢�Ý�î�É�b'ö#.�†(F(ò�ì�[�A�•�G�\
�?�}�
�”�¡�­�«  �Ü�«�º�b�§�–�¬�†�e�ƒ�N�w#Ý�[�M��

�­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�c�
 �²�˜�å�ß�î�»�•+��^�”�¡�­�«  �Ü�«�º�†  Cisco Secure ACS �?�}���b�É
�ß�­�«�[�w�™�K�r�M��

1. �­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�@�Ø�î�¨  �­�µ�©�Ù�å�b�S�u�b  RADIUS 1�0É0[�Ó�Ã�£�µ�º�†3æ�™�K�r
�M��

2. Cisco Secure ACS �@�Q�b�Ø�î�¨�†�G�–�_1�0É�K�S���œ�
 Cisco Secure ACS �c�
0ñ�\�M�•�²�˜�å
�ß�î�»�•+��^�”�¡�­�«  �Ü�«�º�b
Æ4Š�¡�@�µ�r�€�S  RADIUS access-accept �Ó�µ�­�î�ª�†3É�K�r�M��
Cisco IOS cisco-av-pair RADIUS VSA>&�Ë�å�²�î  9�
�“�ö  1>'�_�c�
�²�˜�å�ß�î�»�•+��^�”�¡�­�«  
�Ü�«�º  �­�µ�º�†"I���M�•���b  AV �b�Ì�”�@�µ�r�€�Z�8�r�M��

ACS:CiscoSecure-Defined-ACL= acl-set-name

acl-set-name �c�²�˜�å�ß�î�»�•+��^�”�¡�­�«  �Ü�«�º�b
Æ4Š�¡�[�M���G�b�¡�S�c�
 Cisco Secure 
ACS 'ö#.*…�@�”�¡�­�«  �Ü�«�º�_�m�~�\�Z�S�¡�S�\�”�¡�­�«  �Ü�«�º�@�q�‹�_�š�f�I�€�S�¥�ì�b)��s
�œ�ƒ�O�[�M��

3. �­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�c�²�˜�å�ß�î�»�•+��^�”�¡�­�«  �Ü�«�º�b�¡�S�†�è���K�
�è�S�_�Q�b
�¡�S�b�²�˜�å�ß�î�»�•+��^�”�¡�­�«  �Ü�«�º�†�w�™�K�S�G�\�@�6�•�?�]�:�?�†�8�9�K�r�M��

– �­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�@�è�S�_�Q�b�¡�S�b�²�˜�å�ß�î�»�•+��^�”�¡�­�«  �Ü�«�º�†�w�™
�K�S�G�\�@�6�•���œ�c�
 Cisco Secure ACS �\�b3û�™�c�ö�¢�K�
�­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«
�c�”�¡�­�«  �Ü�«�º�†�Ø�î�¨  �­�µ�©�Ù�å�_4:#Ý�K�r�M���²�˜�å�ß�î�»�•+��^�”�¡�­�«  �Ü�«�º�b
�¡�S�_�c�q�‹�_�š�f�I�€�S�¥�ì�@�µ�r�€�Z�8�•�S�u�
 Cisco Secure ACS �?�}3æ�™�I�€�S�¡�S
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'¨  21 'v       AAA �Ý�î�Ý�b0¿��
  �¿�µ�º�á�î�¡  �”�¡�­�«0Á�•�b0¿��
�\�
�è�S�_�²�˜�å�ß�î�»�K�S�”�¡�­�«  �Ü�«�º�b�¡�S�@�M+´�M�•�\�8�:�G�\�c�
�­�Ÿ�×�Ü�¸�•  
�”�É�Û�–�”�å�«�c�²�˜�å�ß�î�»�•+��^�”�¡�­�«  �Ü�«�º�b�q�‚�Â�î�ª�Ù�å�†�â�W�Z�8�•�G�\�_
�^�~�r�M��

– �­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�@�è�S�_�Q�b�¡�S�b�²�˜�å�ß�î�»�•+��^�”�¡�­�«  �Ü�«�º�†�w�™
�K�S�G�\�@�^�8���œ�c�
�Q�b�”�¡�­�«  �Ü�«�º�b�‚�8�Â�î�ª�Ù�å�†�â�W�Z�8�•�?�
�Q�b�”�¡�­
�«  �Ü�«�º�b�]�b�Â�î�ª�Ù�å�v�²�˜�å�ß�î�»�K�S�G�\�@�^�8�G�\�_�^�~�r�M���8�N�€�b���œ�[
�v�
�­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�c�
�²�˜�å�ß�î�»�•+��^�”�¡�­�«  �Ü�«�º�¡�†  RADIUS 0[�Ó

Æ�b�Ø�î�¨�¡�\�K�Z�Q#Ý�K�
�¾�Ý  �Ã�«�á�î�»�“�ö�\�\�v�_  RADIUS 1�0É0[�Ó�†$Î/œ�K�r�M��
cisco-av-pair RADIUS VSA �[�c�
�G�b0[�Ó�_���b�“�ö�\�Í�b�Ì�”�v�µ�r�€�r�M��

AAA:service=ip-admission
AAA:event=acl-download

�G�€�_�•�<�Z�
�­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�c  Message-Authenticator �“�ö>& IETF RADIUS 
�“�ö  80>'�[0[�Ó�_*+�¡�K�r�M��

4. �²�˜�å�ß�î�»�•+��^�”�¡�­�«  �Ü�«�º�b�¡�S�@�µ�r�€�Z�8�•�Ø�î�¨�¡�“�ö�†�â�X  RADIUS 1�0É0[�Ó
�†�w�™�M�•�\�
 Cisco Secure ACS �c  Message-Authenticator �“�ö�†�³�™�µ�¡�K�Z0[�Ó�†1�0É�K�r
�M�� Message-Authenticator �“�ö�@�^�8���œ�
�r�S�c�G�K�C�^�8���œ�
 Cisco Secure ACS �c�Q�b0[
�Ó�†!“0i�K�r�M�� Message-Authenticator �“�ö�b�Ñ�~�_�|�~�
�²�˜�å�ß�î�»�•+��^�”�¡�­�«  �Ü�«�º
�¡�@�¿�µ�º�á�î�¡  �”�¡�­�«�b�Y�G�v�“�_�O#Ý�I�€�•�G�\�@75�F�I�€�r�M�� Message-Authenticator 
�“�ö�\�Q�b�Q#Ý�‰�2�c�
 RFC 2869�� RADIUS Extensions���[��*O�I�€�Z�8�r�M���G�b�e�i�c�

http://www.ietf.org �[
°�m�[�A�r�M��

5. 0[�Ó�I�€�S�”�¡�­�«  �Ü�«�º�b6×�I�@(Ù  4 KB �• 6�b���œ�
 Cisco Secure ACS �c�Q�b�”�¡�­�«  �Ü�«
�º�†�µ�u�S  access-accept �Ó�µ�­�î�ª�[�Â'Å�K�r�M���Ó�µ�­�î�ª�_�c�Ú�b�²8r�“�ö�†�µ�u�•�²0[�@
�6�•�b�[�
 1 �X�b  access-accept �Ó�µ�­�î�ª�_�p�r�•�”�¡�­�«  �Ü�«�º�b�q�±�§�–�¬�c  4 KB �|�~�ƒ
�N�?�_�`�I�C�^�~�r�M��

Cisco Secure ACS �c�²�˜�å�ß�î�»�•+��^�”�¡�­�«  �Ü�«�º�†  cisco-av-pair RADIUS VSA �[3æ�™�K
�r�M���”�¡�­�«  �Ü�«�º�c�
�M4��b�“�ö�\�Í�b�Ì�”�\�8�:�g�'�†�\�~�r�M���›�Ì�”�_�c  ACE �@ 1 �X
�µ�r�€�
�©�Ü�”�Ý$��•�@�Ü�E�}�€�r�M��

ip:inacl#1= ACE-1
ip:inacl#2= ACE-2
.
.
.
ip:inacl# n=ACE-n

�“�ö�\�Í�b�Ì�”�b�[�†���_&g�K�r�M��

ip:inacl#1=permit tcp 10.1.0.0 255.0.0.0 10.0.0.0 255.0.0.0

6. 0[�Ó�I�€�S�”�¡�­�«  �Ü�«�º�b6×�I�@(Ù  4 KB �†2x�<�•���œ�
 Cisco Secure ACS �c�
�V0°�b�g�'�b
�”�¡�­�«  �Ü�«�º�b�M4Š�@�µ�r�€�S  access-challenge �Ó�µ�­�î�ª�[�Â'Å�K�r�M���Ó�µ�­�î�ª�_�c�

State �“�ö>& IETF RADIUS �“�ö  24>'�v�µ�r�€�Z�8�r�M�� State �“�ö�_�c�
 Cisco Secure ACS �@�²
�˜�å�ß�î�»�b4
���†3ã2§�M�•�S�u�_�Q#Ý�M�•�D�š�¹�î�±�@�µ�r�€�Z�8�r�M�� Cisco Secure ACS �c�

RADIUS �Ó�µ�­�î�ª�b�q�±�§�–�¬�è
Æ�[�•+��^7H�~�¨�X�b�ö
²�^�“�ö�\�Í�b�Ì�”�†  cisco-av-pair 
RADIUS VSA �_�µ�u�r�M��

�­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�c�”�¡�­�«  �Ü�«�º�b�M4Š�†�w�™�M�•�\�
�Q�€�†�–�Ñ�K�
�‚�K�8  
access-request �Ó�µ�­�î�ª�[�Â'Å�K�r�M���G�€�_�c�
�²�˜�å�ß�î�»�•+��^�”�¡�­�«  �Ü�«�º�†�Ó�u�•
�q�6�b0[�Ó�\� �L�“�ö�\�
 access-challenge �Ó�µ�­�î�ª�[�w�™�K�S  State �“�ö�b�¥�Æ�î�@�µ�r�€�Z
�8�r�M��

�G�€�c�
 Cisco Secure ACS �@�”�¡�­�«  �Ü�«�º�b�q�‹�b4Š�(�†  access-accept �Ó�µ�­�î�ª�[3æ�™�M�•
�r�[)F/œ�I�€�r�M��
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'¨  21 'v       AAA �Ý�î�Ý�b0¿��
  �¿�µ�º�á�î�¡  �”�¡�­�«0Á�•�b0¿��
�²�˜�å�ß�î�»�•+��^�”�¡�­�«  �Ü�«�º�_6õ�M�•  Cisco Secure ACS �b0¿��

Cisco Secure ACS �V�b�²�˜�å�ß�î�»�•+��^�”�¡�­�«  �Ü�«�º�†
¹�w�É�ß�Ç�“�–�Ý  �¥�å�Ï�î�¿�å�º�\�K�Z
0¿���K�
�Q�b�”�¡�­�«  �Ü�«�º�†�¢�Ý�î�É�r�S�c�¶���b�Ø�î�¨�_�m�~�\�Z�•�G�\�@�[�A�r�M��

�”�¡�­�«  �Ü�«�º�b��*O�_�c�
�Ñ�G  access-list �¥�Ð�å�»�\� �]�b  1 �X�r�S�c0
�X�b  �­�Ÿ�×�Ü�¸�•  �”�É�Û
�–�”�å�«  �¥�Ð�å�»�†0¿���K�r�M���S�T�K�
���b�É�Þ�Ç�•�µ�¡�«�c�Y0[�[�M��

access-list  acl_name  extended

Cisco Secure ACS �Â�î�ª�Ù�å  3.3 �V�b�²�˜�å�ß�î�»�•+��^�”�¡�­�«  �Ü�«�º��*O�b�[�†���_&g�K�r�M��

+--------------------------------------------+
| Shared profile Components                  |
|                                            |
|      Downloadable IP ACLs Content          |
|                                            |
| Name:    acs_ten_acl                       |
|                                            |
|      ACL Definitions                       |
|                                            |
| permit tcp any host 10.0.0.254             |
| permit udp any host 10.0.0.254             |
| permit icmp any host 10.0.0.254            |
| permit tcp any host 10.0.0.253             |
| permit udp any host 10.0.0.253             |
| permit icmp any host 10.0.0.253            |
| permit tcp any host 10.0.0.252             |
| permit udp any host 10.0.0.252             |
| permit icmp any host 10.0.0.252            |
| permit ip any any                          |
+--------------------------------------------+

�²�˜�å�ß�î�»�•+��^�”�¡�­�«  �Ü�«�º�†�8�B�M�•�‰�2�
�>�|�g�Q�€�}�†�Ø�î�¨�\6õ4��Ü�E�•�‰�2�b0ò(ý
�_�X�8�Z�c�
�H�Q#Ý�b�Â�î�ª�Ù�å�b  Cisco Secure ACS �b�ž�–�»�†�g!·�K�Z�C�T�I�8��

�­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�V�[�c�
�²�˜�å�ß�î�»�I�€�S�”�¡�­�«  �Ü�«�º�b�¡�S�c���b�|�:�_�^�~�r
�M��

#ACSACL#-ip- acl_name - number

acl_name �,�X�c  Cisco Secure ACS �[��*O�I�€�S�¡�S>&�V0°�b�[�[�c  acs_ten_acl>'�
 number �c  Cisco 
Secure ACS �@#Õ�B�K�S�[�w�b�Â�î�ª�Ù�å  ID �[�M��

�­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�V�_�²�˜�å�ß�î�»�I�€�S�”�¡�­�«  �Ü�«�º�c�
���b/œ�[�S�B�I�€�r�M��

access-list #ACSACL#-ip-asa-acs_ten_acl-3b5385f7 permit tcp any host 10.0.0.254
access-list #ACSACL#-ip-asa-acs_ten_acl-3b5385f7 permit udp any host 10.0.0.254
access-list #ACSACL#-ip-asa-acs_ten_acl-3b5385f7 permit icmp any host 10.0.0.254
access-list #ACSACL#-ip-asa-acs_ten_acl-3b5385f7 permit tcp any host 10.0.0.253
access-list #ACSACL#-ip-asa-acs_ten_acl-3b5385f7 permit udp any host 10.0.0.253
access-list #ACSACL#-ip-asa-acs_ten_acl-3b5385f7 permit icmp any host 10.0.0.253
access-list #ACSACL#-ip-asa-acs_ten_acl-3b5385f7 permit tcp any host 10.0.0.252
access-list #ACSACL#-ip-asa-acs_ten_acl-3b5385f7 permit udp any host 10.0.0.252
access-list #ACSACL#-ip-asa-acs_ten_acl-3b5385f7 permit icmp any host 10.0.0.252
access-list #ACSACL#-ip-asa-acs_ten_acl-3b5385f7 permit ip any any
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  �¿�µ�º�á�î�¡  �”�¡�­�«0Á�•�b0¿��
�²�˜�å�ß�î�»�•+��^�”�¡�­�«  �Ü�«�º�_6õ�M�•�õ�–�b  RADIUS �§�î�Â�b0¿��

�Ø�î�¨�[�w�b�”�¡�­�«  �Ü�«�º�†  Cisco IOS RADIUS cisco-av-pair VSA>&�Ë�å�²�î  9�
�“�ö  1>'�[�­
�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�_3æ�™�M�•�|�:�_�
 Cisco IOS RADIUS VSA �†�§�Ï�î�º�M�•�õ�–�b  
RADIUS �§�î�Â�†0¿���[�A�r�M��

cisco-av-pair VSA �[�c�
 access-list extended �¥�Ð�å�»�\� �]�b  1 �X�r�S�c0
�X�b  ACE �†0¿���K�Z�C
�T�I�8���S�T�K�
���b�¥�Ð�å�»  �É�Þ�Ç�•�µ�¡�«�c�


access-list  acl_name  extended

���b�¸�Ÿ�«�º�_*(�A�n�<�r�M��

ip:inacl# nnn=

nnn �,�X�c�
 0 >|  999999999 �b$��•�[�
�­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�V�_0¿���M�•�¥�Ð�å�»�e�b8p�Î
�†�æ���K�r�M���G�b�Ã�Û�Ó�î�±�†%,$��M�•�\�
8p$��c  0 �\�^�~�
 cisco-av-pair RADIUS VSA 
Æ4Š�b 
ACE �b8p�Î�@�Q#Ý�I�€�r�M��

RADIUS �§�î�Â�V�b  cisco-av-pair VSA �_�P�K�Z0¿���I�€�Z�8�•�²0[�b�6�•�”�¡�­�«  �Ü�«�º��*O�b�[
�†���_&g�K�r�M��

ip:inacl#1=permit tcp 10.1.0.0 255.0.0.0 10.0.0.0 255.0.0.0
ip:inacl#99=deny tcp any any
ip:inacl#2=permit udp 10.1.0.0 255.0.0.0 10.0.0.0 255.0.0.0
ip:inacl#100=deny udp any any
ip:inacl#3=permit icmp 10.1.0.0 255.0.0.0 10.0.0.0 255.0.0.0

cisco-av-pair �“�ö�[3æ�™�I�€�•�”�¡�­�«  �Ü�«�º�†�Ø�î�¨�H�\�_�[�w�_�M�•�‰�2�_�X�8�Z�c�
�H�Q#Ý�b  
RADIUS �§�î�Â�b�Ð�½�×�”�Ý�†�g!·�K�Z�C�T�I�8��

�­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�V�[�c�
�²�˜�å�ß�î�»�I�€�S�”�¡�­�«  �Ü�«�º�b�¡�S�c���b�|�:�_�^�~�r
�M��

AAA-user- username

username �,�X�c�
1�0É�†�w�E�•�Ø�î�¨�b�¡�S�[�M��

�­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�V�_�²�˜�å�ß�î�»�I�€�S�”�¡�­�«  �Ü�«�º�c�
���b/œ�[�S�B�I�€�r�M��
RADIUS �§�î�Â�V�[�æ���I�€�S$��•�_�ö�Y�8�S8p�Î�_�^�W�Z�8�r�M��

access-list AAA-user-bcham34-79AD4A08 permit tcp 10.1.0.0 255.0.0.0 10.0.0.0 255.0.0.0
access-list AAA-user-bcham34-79AD4A08 permit udp 10.1.0.0 255.0.0.0 10.0.0.0 255.0.0.0
access-list AAA-user-bcham34-79AD4A08 permit icmp 10.1.0.0 255.0.0.0 10.0.0.0 255.0.0.0
access-list AAA-user-bcham34-79AD4A08 deny tcp any any
access-list AAA-user-bcham34-79AD4A08 deny udp any any

�²�˜�å�ß�î�»�I�€�S�”�¡�­�«  �Ü�«�º�b�� access-list���\�8�:�"1��\�¡�S�b6ë�_�c�
 2 �¶�b�«�Ì�î�«�@�6
�~�r�M���G�€�}�b�«�Ì�î�«�_�|�~�
�²�˜�å�ß�î�»�I�€�S�”�¡�­�«  �Ü�«�º�\�ß�î�•�Ý�b�”�¡�­�«  �Ü�«�º
�@�
�9�I�€�r�M���G�b�[�[�c�
 �� 79AD4A08���c�­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�_�|�W�Z�8�B�I�€�S�Á�µ
�©�×�Í�[�
 RADIUS �§�î�Â�V�[�”�¡�­�«  �Ü�«�º��*O�@�8�X�š�f�I�€�S�?�†�8�9�M�•�S�u�_�z'g�U�r�M��

�²�˜�å�ß�î�»�•+��^�”�¡�­�«  �Ü�«�º
Æ�b�á�–�Ý�»�•�î�»  �¿�µ�º�Ð�«�¡/²#'�b�š�n

RADIUS �§�î�Â�†�Q#Ý�K�Z�
�²�˜�å�ß�î�»�•+��^�”�¡�­�«  �Ü�«�º�†  Cisco VPN 3000 Series 
Concentrator �>�|�g�­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�_�f�j�M�•���œ�c�
�á�–�Ý�»�•�î�»  �¿�µ�º�Ð�«�¡/²
#'�†�† =�b�¿�µ�º�Ð�«�¡/²#'�_�š�n�M�•�|�:�_�­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�†0¿���K�^�E�€�d�^�}�^
�8���œ�@�6�~�r�M���G�€�c�
 Cisco VPN 3000 Series Concentrator �c�á�–�Ý�»�•�î�»  �¿�µ�º�Ð�«�¡/²#'
�†�§�Ï�î�º�K�r�M�@�
�­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�c�† =�b�¿�µ�º�Ð�«�¡/²#'�K�?�§�Ï�î�º�K�^�8�S
�u�[�M���G�€�}�b4*�8�c�
 RADIUS �§�î�Â�V�b�²�˜�å�ß�î�»�•+��^�”�¡�­�«  �Ü�«�º�†0¿���M�•�‰�2�_
�s8j�K�r�M�@�
�á�–�Ý�»�•�î�»  �¿�µ�º�Ð�«�¡/²#'�†�š�n�M�•�|�:�_�­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�†0¿
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'¨  21 'v       AAA �Ý�î�Ý�b0¿��
  �¿�µ�º�á�î�¡  �”�¡�­�«�b�”�•�˜�å�¸�•�å�¢�b0¿��
���M�•�G�\�[�
�Q�b�s8j�†�q�`7H�_�š�<�•�G�\�@�[�A�r�M���á�–�Ý�»�•�î�»  �¿�µ�º�Ð�«�¡/²#'�b�š�n
�_�|�~�
 RADIUS �§�î�Â�V�b�²�˜�å�ß�î�»�•+��^�”�¡�­�«  �Ü�«�º�b�¥�å�Ç�•� �×�Þ�î�©�Ù�å�†�š�f�M
�•�G�\�^�C�
 Cisco VPN 3000 Series Concentrator #Ý�_0°3Ù�I�€�S�²�˜�å�ß�î�»�•+��^�”�¡�­�«  �Ü�«�º
�†�­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�[�Q#Ý�[�A�r�M��

[Configuration] > [Device Management] > [Users/AAA] > [AAA Server Groups] > [Add/Edit AAA 
Server] �²�–�”�ß�¢�Î�µ�¡�«�[�Q#Ý�•+��^  [ACL Netmask Convert] �œ�É�©�Ù�å�†�Q#Ý�K�Z�
 �”�¡�­�«  �Ü
�«�º  �¿�µ�º�Ð�«�¡�š�n�†�§�î�Â�H�\�_0¿���K�r�M�� RADIUS �§�î�Â�b0¿���‰�2�b0ò(ý�_�X�8�Z�c�

'¨ 12 'v�� AAA �§�î�Â�>�|�g�Ø�î�¨  �”�•�˜�å�º�b0¿���� �†�g!·�K�Z�C�T�I�8��

�¿�µ�º�á�î�¡  �”�¡�­�«�b�”�•�˜�å�¸�•�å�¢�b0¿��  
�­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�c�
�­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�†3û4#�M�•�õ�–�b  TCP �º�Û�Ç�•�µ�¡�r
�S�c  UDP �º�Û�Ç�•�µ�¡�_�X�8�Z�b�”�•�˜�å�¸�•�å�¢�_���†  RADIUS �§�î�Â�r�S�c  TACACS+ �§�î�Â
�_3æ�™�[�A�r�M���Q�b�º�Û�Ç�•�µ�¡�v1�0É�I�€�Z�8�•���œ�
 AAA �§�î�Â�c�Ø�î�¨�¡�[�”�•�˜�å�¸�•�å
�¢�_���†�–�â�[�A�r�M���º�Û�Ç�•�µ�¡�@1�0É�í�s�[�^�8���œ�
 AAA �§�î�Â�c  IP �”�»�Þ�«�_�|�W�Z�”�•
�˜�å�¸�•�å�¢�_���†�–�â�[�A�r�M���”�•�˜�å�¸�•�å�¢�_���_�c�
�­�µ�©�Ù�å�b6ä���ì�I�\)
�¢�ì�I�

�Ø�î�¨�¡�
�­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�†3û4#�M�•�­�µ�©�Ù�å�b�Â�–�º�X�
�Q#Ý�I�€�S�§�î�Å�«�
�>
�|�g�›�­�µ�©�Ù�å�b)E)F�ì6ë�^�]�b�_���@�µ�r�€�r�M��

�”�•�˜�å�¸�•�å�¢�†0¿���M�•�_�c�
���b�m8p�†��/œ�K�r�M��

�«�¸�µ�É 1 �Ø�î�¨�H�\�b�”�•�˜�å�¸�•�å�¢  �¹�î�±�†�f�j�M�•�|�:�_�­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�†0¿���M�•���œ
�c�
1�0É�†�–�¿�î�È�Ý�_�M�•�²0[�@�6�~�r�M��0ò(ý�_�X�8�Z�c�
 ���¿�µ�º�á�î�¡  �”�¡�­�«1�0É�b0¿����

>&P.21-1>' �†�g!·�K�Z�C�T�I�8�� IP �”�»�Þ�«�H�\�b�”�•�˜�å�¸�•�å�¢  �¹�î�±�†�f�j�M�•�|�:�_�­�Ÿ�×�Ü
�¸�•  �”�É�Û�–�”�å�«�†0¿���M�•���œ�c�
1�0É�†�–�¿�î�È�Ý�_�M�•�²0[�c�6�~�r�O�‡�����b�«�¸�µ�É�_
4
�s�r�M��

�«�¸�µ�É 2 [Configuration] > [Firewall] > [AAA Rules] �Ì�–�å�?�}�
 [Add] > [Add Accounting Rule] �†4E�¥�K�r
�M��

[Add Accounting Rule] �²�–�”�ß�¢�Î�µ�¡�«�@/²&g�I�€�r�M��

�«�¸�µ�É 3 [Interface] �»�ß�µ�É�²�˜�å  �Ü�«�º�?�}�
�Ý�î�Ý�†4:#Ý�M�•�–�å�±�î�Ç�™�–�«�†4E�¥�K�r�M��

�«�¸�µ�É 4 [Account] �r�S�c  [Do not Account] �†�¡�Ü�µ�¡�K�r�M��

�S�\�<�d�
 10.1.1.50 �†7V�C 10.1.1.0/24 �†�”�•�˜�å�¸�•�å�¢�M�•���œ�
 2 �X�b�Ý�î�Ý>& 1 �X�_�c  
[Account] �œ�É�©�Ù�å�†�Q#Ý�
�v�:  1 �X�_�c  [Do not Account] �œ�É�©�Ù�å�†�Q#Ý>'�†�8�B�K�r�M���Ý�î
�Ý�c�²�N4:�)�^8p�Î�_�j�m�Z�C�T�I�8���S�\�<�d�
�V0°�b  [Do not Account] �Ý�î�Ý�†  [Account] �Ý�î�Ý
�|�~�v�V�_*(�A�
 10.1.1.50 �?�}�b�º�Û�Ç�•�µ�¡�@�q�6�_  [Do not Account] �Ý�î�Ý�_�M+´�M�•�|�:�_�K
�r�M��

�«�¸�µ�É 5 [AAA Server Group] �»�ß�µ�É�²�˜�å  �Ü�«�º�?�}�
�§�î�Â  �¢�Ý�î�É�r�S�c  LOCAL �Ø�î�¨  �¹�î�±�Ë�î
�«�†4E�¥�K�r�M��

�«�¸�µ�É 6 >&�õ�–>' AAA �§�î�Â�†�§�î�Â  �¢�Ý�î�É�_3ã�•�M�•�_�c�
 [Add Server] �†�¡�Ü�µ�¡�K�r�M���Ø�î�¨�†  
LOCAL �¹�î�±�Ë�î�«�_3ã�•�M�•�_�c�
 [Add User] �†�¡�Ü�µ�¡�K�r�M��

�§�î�Â  �¢�Ý�î�É�\�ß�î�•�Ý  �Ø�î�¨  �¹�î�±�Ë�î�«�b0¿���b0ò(ý�_�X�8�Z�c�
 '¨ 12 'v�� AAA �§�î�Â�>�|
�g�Ø�î�¨  �”�•�˜�å�º�b0¿���� �†�g!·�K�Z�C�T�I�8��

�«�¸�µ�É 7 [Source] �Ç�•�î�Ý�»�[�
3æ�™
–  IP �”�»�Þ�«�†
°�Š�M�•�?�
 [...] �Î�±�å�†�¡�Ü�µ�¡�K�Z  ASDM �_�M�[�_
��*O�I�€�Z�8�•  IP �”�»�Þ�«�†4E�¥�K�r�M��

�É�Þ�Ç�•�µ�¡�« / 6×�I/²0°>& 10.1.1.0/24 �^�]>'�†�Q#Ý�K�Z�”�»�Þ�«�\�§�È�¿�µ�º  �Ð�«�¡�†�æ���K�r�M��
�Ð�«�¡�†�Q#Ý�O�N�_  IP �”�»�Þ�«�†
°�Š�M�•�\�
�Q�b�”�»�Þ�«�c�q�‹�@  0 �[�6�W�Z�v�Í�«�º  �”�»�Þ�«�\
0b�^�I�€�r�M��
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'¨  21 'v       AAA �Ý�î�Ý�b0¿��
  MAC �”�»�Þ�«�_�|�•�º�Û�Ç�•�µ�¡�b1�0É�\0Á�•�b
 7V
�õ�–�b3æ�™
–�”�»�Þ�«�†�æ���M�•�_�c�
 any �†
°�Š�K�r�M��

�”�»�Þ�«�@0
�X�6�•���œ�c�•�å�Ð�[�
�)�~�r�M��

�«�¸�µ�É 8 [Destination] �Ç�•�î�Ý�»�[�
��
›  IP �”�»�Þ�«�†
°�Š�M�•�?�
 [...] �Î�±�å�†�¡�Ü�µ�¡�K�Z  ASDM �_�M�[
�_��*O�I�€�Z�8�•  IP �”�»�Þ�«�†4E�¥�K�r�M��

�É�Þ�Ç�•�µ�¡�« / 6×�I/²0°>& 10.1.1.0/24 �^�]>'�†�Q#Ý�K�Z�”�»�Þ�«�\�§�È�¿�µ�º  �Ð�«�¡�†�æ���K�r�M��
�Ð�«�¡�†�Q#Ý�O�N�_  IP �”�»�Þ�«�†
°�Š�M�•�\�
�Q�b�”�»�Þ�«�c�q�‹�@  0 �[�6�W�Z�v�Í�«�º  �”�»�Þ�«�\
0b�^�I�€�r�M��

�õ�–�b��
›�”�»�Þ�«�†�æ���M�•�_�c�
 any �†
°�Š�K�r�M��

�”�»�Þ�«�@0
�X�6�•���œ�c�•�å�Ð�[�
�)�~�r�M��

�«�¸�µ�É 9 [Service] �Ç�•�î�Ý�»�[�
��
›�§�î�Å�«�b  IP �§�î�Å�«�¡�r�S�c$��•�†
°�Š�M�•�?�
 [...] �Î�±�å�†�¡�Ü�µ
�¡�K�Z�§�î�Å�«�†4E�¥�K�r�M��

TCP �r�S�c  UDP �b�Ï�î�º$��•�
�6�•�8�c  ICMP �§�î�Å�«$��•�†�æ���M�•���œ�c�
 �É�ß�º�¥�Ý / �Ï�î�º
�†
°�Š�K�r�M���S�\�<�d�
 TCP/8080 �\
°�Š�K�r�M��

�¹�Ç�›�Ý�º�[�c�
�§�î�Å�«�c  TCP �[�M��

�§�î�Å�«�@0
�X�6�•���œ�c�•�å�Ð�[�
�)�~�r�M��

�«�¸�µ�É 10 >&�õ�–>' [Description] �Ç�•�î�Ý�»�_1��Â�†
°�Š�K�r�M��

�«�¸�µ�É 11 >&�õ�–>' TCP �r�S�c  UDP �b3æ�™
–�§�î�Å�«�†�æ���M�•�_�c�
 [More Options] 8•�æ�†�¡�Ü�µ�¡�K�Z6ä�A�

[Source Service] �Ç�•�î�Ý�»�_  TCP �§�î�Å�«�r�S�c  UDP �§�î�Å�«�†
°�Š�K�r�M��

��
›�§�î�Å�«�\3æ�™
–�§�î�Å�«�c� �L�[�6�•�²0[�@�6�~�r�M�� [Destination Service] �Ç�•�î�Ý�»�†�¥
�Æ�î�K�
 [Source Service] �Ç�•�î�Ý�»�_2��~�Ü�E�r�M��

�«�¸�µ�É 12 >&�õ�–>'�Ý�î�Ý�†8��”�¡�¸�•�È�_�M�•�_�c�
 [More Options] 8•�æ�†�¡�Ü�µ�¡�K�Z6ä�A�
 [Enable Rule] �†
�œ�Ç�_�K�r�M��

�G�b0¿���c�
�Ý�î�Ý�†�P7V�O�N�_!“� �_�K�S�8���œ�_�}�<�[�M��

�«�¸�µ�É 13 >&�õ�–>'�Ý�î�Ý�b�ì6ë(
�V�†�æ���M�•�_�c�
 [More Options] 8•�æ�†�¡�Ü�µ�¡�K�Z6ä�A�
 [Time Range] �»
�ß�µ�É�²�˜�å  �Ü�«�º�?�}�ì6ë(
�V�†4E�¥�K�r�M��

�‚�K�8�ì6ë(
�V�†3ã�•�M�•�_�c�
 [...] �Î�±�å�†�¡�Ü�µ�¡�K�r�M��0ò(ý�_�X�8�Z�c�
 ���ì6ë(
�V�b0¿����
>&P.8-15>' �†�g!·�K�Z�C�T�I�8��

�G�b0¿���c�
�¦�S�_0¿���K�S�ì6ë�_�T�E�Ý�î�Ý�†�”�¡�¸�•�È�_�M�•���œ�_�}�<�[�M��

�«�¸�µ�É 14 [OK]  �†�¡�Ü�µ�¡�K�r�M��

MAC �”�»�Þ�«�_�|�•�º�Û�Ç�•�µ�¡�b1�0É�\0Á�•�b
 7V
�­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�c�
"I���b  MAC �”�»�Þ�«�?�}�b�º�Û�Ç�•�µ�¡�b1�0É�>�|�g0Á�•�†
 7V
�[�A�r�M���S�\�<�d�
�­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�@"I���b�¿�µ�º�á�î�¡�?�}$Î�™�I�€�•  TCP �º�Û
�Ç�•�µ�¡�†1�0É�K�
"I���b�§�î�Â�?�}�b�•1�0É�b  TCP �K)F�c0Á�•�M�•���œ�
 MAC 
 7V0d�N�†�Q#Ý�M
�•�\�
�G�b0d�N�[�æ���K�S�§�î�Â�?�}�b�M�m�Z�b�º�Û�Ç�•�µ�¡�_�P�K�Z1�0É�>�|�g0Á�•�@
 7V�I�€�r
�M��

�G�b�µ+��c�
1�0É�É�ß�å�É�º�_�Â'Å�[�A�^�8  IP 7Á0ð�^�]�b�¹�Â�–�«�†
 7V�M�•���œ�_"I�_�}�<�[�M��

MAC �”�»�Þ�«�†�Q#Ý�K�Z�º�Û�Ç�•�µ�¡�b1�0É�>�|�g0Á�•�†
 7V�M�•�_�c�
���b�m8p�†��/œ�K�r�M��
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'¨  21 'v       AAA �Ý�î�Ý�b0¿��
  9×�Ø�^ AAA �µ+��b0¿��
�«�¸�µ�É 1 [Configuration] > [Firewall] > [AAA Rules] �Ì�–�å�?�}�
 [Add] > [Add MAC Exempt Rule] �†4E�¥�K
�r�M��

[Add MAC Exempt Rule] �²�–�”�ß�¢�Î�µ�¡�«�@/²&g�I�€�r�M��

�«�¸�µ�É 2 [Action] �»�ß�µ�É�²�˜�å  �Ü�«�º�?�}�
 [MAC Exempt] �r�S�c  [No MAC Exempt] �†4E�¥�K�r�M��

�S�\�<�d�
 00a0.c95d.0000 ffff.ffff.0000 �c
 7V�M�•�@�
 00a0.c95d.0282 ffff.ffff.ffff �c
 7V�P1ß�¥�\�M
�•���œ�
 2 �X�b�Ý�î�Ý>& 1 �X�_�c  [MAC Exempt] �œ�É�©�Ù�å�†�Q#Ý�
�v�:  1 �X�_�c  [No MAC Exempt] 
�œ�É�©�Ù�å�†�Q#Ý>'�†�8�B�K�r�M���Ý�î�Ý�c�²�N4:�)�^8p�Î�_�j�m�Z�C�T�I�8���S�\�<�d�
�V0°�b  [No 
MAC Exempt] �Ý�î�Ý�†  [MAC Exempt] �Ý�î�Ý�|�~�v�V�_*(�A�
 00a0.c95d.0282 ffff.ffff.ffff �?�}�b�º
�Û�Ç�•�µ�¡�@�q�6�_  [No MAC Exempt] �Ý�î�Ý�_�M+´�M�•�|�:�_�K�r�M��

�«�¸�µ�É 3 [MAC Address] �Ç�•�î�Ý�»�_�
3æ�™
–�b  MAC �”�»�Þ�«�†  12 �F�b  16 4
�X�b�g�'>& nnnn.nnnn.nnnn>'
�[
°�Š�K�r�M��

�«�¸�µ�É 4 [MAC Mask] �Ç�•�î�Ý�»�_�
 MAC �”�»�Þ�«�b�p�[!·�œ�_�Q#Ý�I�€�•4Š�(�†
°�Š�K�r�M��

�S�\�<�d�
 ffff.ffff.ffff �c�ö
²�_  MAC �”�»�Þ�«�\�M+´�K�r�M�� ffff.ffff.0000 �c�q�6�b  8 �F�T�E�M+´�K�r
�M��

�«�¸�µ�É 5 [OK]  �†�¡�Ü�µ�¡�K�r�M��

9×�Ø�^  AAA �µ+��b0¿��
�G�b8o�[�c�
�Ñ�G  AAA �µ+��b0¿���‰�2�_�X�8�Z1��Â�K�r�M�����b8o% �†�v�~�V�F�r�M��

• �� HTTPS �†�Q#Ý�K�S HTTP 1�0É�b�¡�Þ�¹�å�©�Õ�Ý�b�º�n�� >&P.21-14>'

• ���–�å�±�Û�¡�¸�•�È1�0É�Ý�î�Ý�b3ã�•�� >&P.21-15>'

HTTPS �†�Q#Ý�K�S  HTTP 1�0É�b�¡�Þ�¹�å�©�Õ�Ý�b�º�n

�­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«  �c�
�ó
²�_  HTTP 1�0É�†/œ�:�‰�2�†�f�j�K�r�M�� HTTP 1�0É�†�–1¤�K�^
�8�\�
�¡�Û�–�”�å�º�?�}�­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�_3æ�™�I�€�•�Ø�î�¨�¡�>�|�g�Ã�«�á�î�»�c�
�¡
�Ü�”  �¸�Ÿ�«�º�\�K�Z�û�I�€�r�M�� Secure HTTP �µ+��†�Q#Ý�M�•�\�
 Web �¡�Û�–�”�å�º�\�­�Ÿ�×�Ü�¸�•  
�”�É�Û�–�”�å�«�\�b6ë�[  HTTPS �†�Q#Ý�K�S�Ø�î�¨�¡�\�Ã�«�á�î�»�b�º�n�@�–�¿�î�È�Ý�_�^�~�r�M��

�G�b�µ+��†�–�¿�î�È�Ý�_�M�•�\�
�Ø�î�¨�@  HTTP �b�Q#Ý�ì�_1�0É�†�²0[�\�M�•���œ�c�
�­�Ÿ�×�Ü�¸�•  
�”�É�Û�–�”�å�«�@  HTTP �Ø�î�¨�†  HTTPS �É�ß�å�É�º�_�Ü�²�–�Þ�¡�º�K�r�M���G�–�_1�0É�I�€�•�\�

�Ø�î�¨�c�­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�_�|�~
–�b  HTTP URL �_�Ü�²�–�Þ�¡�º�I�€�r�M��

�­�Ÿ�×�”�^  Web �¡�Û�–�”�å�º1�0É�[�c�
���b�D7H�¦8o�@�6�~�r�M��

• � �ì�_/œ�:�G�\�@�[�A�•  HTTPS 1�0É�­�µ�©�Ù�å�c�
�q�±  16 �¶�[�M�� 16 �¶�b  HTTPS 1�0É�É�ß�­
�«�@�M�m�Z��/œ�I�€�Z�8�•���œ�
1�0É�†�²0[�\�M�•�‚�K�8�K)F�c�»�K�K�r�M��

• 1�0É�b)/�P�±�–�Ò�”�˜�º�Í�†  0 �_0¿���M�•�\>& ���¢�ß�î�Â�Ý  �±�–�Ò�”�˜�º�b0¿���� >&P.27-23>' �b  
[Authentication absolute] �œ�É�©�Ù�å�†�g!·>' �
 HTTPS 1�0É�@�µ+��K�^�8���œ�@�6�~�r�M�� HTTPS 
1�0É�†�w�E�S�‹�
�È�Û�˜�¨�@0
�X�b  TCP �K)F�†6ä���K�Z  Web �Ì�î�ª�b�ß�î�»�†0è�s�•�\�
�q�6�b
�K)F�c�Q�b�r�r0Á�•�I�€�r�M�@�
�‹)F�b�K)F�_�P�K�Z�c1�0É�@$Î#Õ�K�r�M���Q�b)��Ý�
�Ø�î�¨�@1�
0É�Ì�î�ª�_�G�K�8�Ø�î�¨�¡�\�Ã�«�á�î�»�†�–�G
°�Š�K�Z�v�
)Þ�~3É�K1�0É�Ì�î�ª�@/²&g�I�€�r�M��
�G�€�†�G4J�M�•�_�c�
1�0É�b)/�P�±�–�Ò�”�˜�º�†  1 &Ê�_0¿���K�r�M���S�T�K�
�G�b�G4J'Ç�[�c�
� 
�L3æ�™
– IP �”�»�Þ�«�?�}�”�¡�­�«�K�S1�0É�I�€�Z�8�^�8�Ø�î�¨�@�Ç�“�–�”�˜�›�î�Ý�†3û4#�[�A�•
�‡6ë�@ 1 &Ê6ë$Î#Õ�K�r�M��
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'¨  21 'v       AAA �Ý�î�Ý�b0¿��
  9×�Ø�^ AAA �µ+��b0¿��
• HTTPS 1�0É�c  SSL �Ï�î�º  443 �V�[��/œ�I�€�•�S�u�
 HTTP �¡�Û�–�”�å�º�?�}  HTTP �§�î�Â�l�b
�º�Û�Ç�•�µ�¡�†�Ï�î�º  443 �[�È�ß�µ�¡�M�•�\�8�:�”�¡�­�«  �Ý�î�Ý�c0¿���K�^�8�|�:�_�K�Z�C�T�I
�8���r�S�
�Ï�î�º  80 �V�b  Web �º�Û�Ç�•�µ�¡�_�P�K�Z�«�±�¸�•�µ�¡  PAT �†0¿���M�•���œ�c�
 SSL 
�Ï�î�º�_�P�K�Z�v�«�±�¸�•�µ�¡  PAT �†0¿���M�•�²0[�@�6�~�r�M��

Web �¡�Û�–�”�å�º�b�­�Ÿ�×�”�^1�0É�†�–�¿�î�È�Ý�_�M�•�m8p�c�
���b�\�>�~�[�M��

�«�¸�µ�É 1 [Configuration] > [Firewall] > [AAA Rules] �Ì�–�å�?�}�
�Ì�–�å�b�W4Š�_�6�•  [Advanced] �Î�±�å�†�¡
�Ü�µ�¡�K�r�M��

[AAA Rules Advanced Options] �²�–�”�ß�¢�Î�µ�¡�«�@/²&g�I�€�r�M��

�«�¸�µ�É 2 [Enable Secure HTTP] �†�œ�å�_�K�r�M��

�«�¸�µ�É 3 [OK]  �†�¡�Ü�µ�¡�K�r�M��

�–�å�±�Û�¡�¸�•�È1�0É�Ý�î�Ý�b3ã�•

HTTP �b�¹�Ç�›�Ý�º�[�c�
�­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�c�ö�•  HTTP 1�0É�†�Q#Ý�K�r�M�� HTTPS �b��
�œ�
�­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�c� �]�b�•�«�±�Ò  �ß�¢�–�å#ì8��†#Õ�B�K�r�M�� [Configuration] > 
[Security Policy] > [AAA Rules] > [Advanced AAA Configuration] > [Add Interactive Authentication] 
�²�–�”�ß�¢�Î�µ�¡�«�†�Q#Ý�K�Z�
�Ø�î�¨�@�Ø�î�¨�¡�\�Ã�«�á�î�»�†
°�Š�[�A�•
Æ4Š  Web �Ì�î�ª�_�­
�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�@�Ø�î�¨�†�Ü�²�–�Þ�¡�º�M�•�|�:�_0¿���[�A�r�M��

HTTP �>�|�g  HTTPS 1�0É�b�Ü�²�–�Þ�¡�º�‰�'�†�–�¿�î�È�Ý�_�K�S���œ�
�­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«
�[�b%$�K1�0É�v+¬�·$×�_�–�¿�î�È�Ý�_�^�~�r�M�� HTTP�
 HTTPS�
 Telnet�
�r�S�c  FTP �_�|�•�­�Ÿ�×
�Ü�¸�•  �”�É�Û�–�”�å�«�b3û4#�c0Á�•�K�^�8�@�Ú�b�±�–�É�b�º�Û�Ç�•�µ�¡�c1�0É�M�•���œ�c�
%$�K1�0É
�@�z'g�U�r�M���Ú�b�º�Û�Ç�•�µ�¡�@0Á�•�I�€�•�S�_�
�Ø�î�¨�c  HTTP �r�S�c  HTTPS �†�Q#Ý�M�•�­�Ÿ�×
�Ü�¸�•  �”�É�Û�–�”�å�«�†%$�K1�0É�[�A�r�M��3û4#�º�Û�Ç�•�µ�¡�_�ö�•  HTTP 1�0É�†�,�A)F�A�Q#Ý�M�•
���œ�c�
%$�K1�0É�†"‚'g�K�Z0¿���[�A�r�M��%$�K1�0É�b�ß�¢�–�å  �Ì�î�ª�_�”�¡�­�«�M�•�_�c�
���b  
URL �b�8�N�€�?�†
°�Š�K�r�M��

http:// interface_ip [ : port ] /netaccess/connstatus.html
https:// interface_ip [ : port ] /netaccess/connstatus.html

�Ü�²�–�Þ�¡�©�Ù�å�c�
�ö�•�‰�'�†�I�ì�K�S�v�b�[�M���G�€�c�
1�0É�ì�_�¥�V�K�S�Ø�î�¨  �š�¡�«�Ì�Ü�š
�å�«�@�f�j�I�€�•�\� �ì�_�
 Easy VPN �[�v�Ç�“�–�”�˜�›�î�Ý  �Ô�î�»�[�v�
 HTTP �>�|�g  HTTPS �\� 
�L�Ø�î�¨  �š�¡�«�Ì�Ü�š�å�«�@�f�j�I�€�•�S�u�[�M���r�S�
�­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�[�b%$�K1�0É
�v�§�Ï�î�º�K�Z�8�r�M��

�ö�•  HTTP 1�0É�†�Q#Ý�K)F�E�S�‰�@�|�8���œ�v�6�~�r�M���­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�[�Ü�«�½�å�¢  
�Ï�î�º�†6ä�C�²0[�@�^�8���œ�x�
�Ý�î�±�V�b  NAT �†�Q#Ý�K�Z�8�•�S�u�
�­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«
�[�f�j�I�€�•  Web �Ì�î�ª�b�š�n�Ý�î�Ý�†�8�B�M�•�²0[�@�^�8���œ�
�6�•�8�c�ö�•  HTTP 1�0É�b�‰�@
�¿�µ�º�á�î�¡�[� �Ý$×�_�µ+��M�•���œ�[�M���S�\�<�d�
7Á�Ê�Ó�î�Ý�_  URL �@�Ù�u3¸�r�€�Z�8�•���œ�^
�]�b�|�:�_�
�È�Û�˜�¨�è�¥�b�”�É�Ü�£�î�©�Ù�å�[�c�ö�•1�0É�b�‰�@4:�K�Z�8�•�G�\�@�6�~�r�M��

�–�å�±�Û�¡�¸�•�È1�0É�Ý�î�Ý�†0¿���M�•�_�c�
���b�m8p�†��/œ�K�r�M��

�«�¸�µ�É 1 [Configuration] > [Firewall] > [AAA Rules] �Ì�–�å�?�}�
�Ì�–�å�b�W4Š�_�6�•  [Advanced] �Î�±�å�†�¡
�Ü�µ�¡�K�r�M��

[AAA Rules Advanced Options] �²�–�”�ß�¢�Î�µ�¡�«�@/²&g�I�€�r�M��

�«�¸�µ�É 2 [Interactive Authentication] 8•�æ�[�
 [Add] �†�¡�Ü�µ�¡�K�r�M��

�«�¸�µ�É 3 [Protocol] �Ó�½�×�î�?�}�
 [HTTP] �r�S�c  [HTTPS] �†4E�¥�K�r�M��
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  �ì�•�”�¡�­�«�b0¿��
HTTP �\  HTTPS �b�g�‰�b�Ü�«�¼�î�†�–�¿�î�È�Ý�_�M�•�_�c�
 2 �X�b�9�b�Ý�î�Ý�†�8�B�M�•�²0[�@�6�~
�r�M��

�«�¸�µ�É 4 [Interface] �Ó�½�×�î�?�}�
�Ü�«�¼�î�†�–�¿�î�È�Ý�_�M�•�–�å�±�î�Ç�™�–�«�†4E�¥�K�r�M��

�«�¸�µ�É 5 [Port] �Ó�½�×�î�[�

¹3û�Ï�î�º�†4E�¥�M�•�?�
�r�S�c�Ü�«�å�M�•�Ï�î�º$��•�†
°�Š�K�r�M��

HTTP �b�¹�Ç�›�Ý�º�c  80�
 HTTPS �b�¹�Ç�›�Ý�º�c  443 �[�M��

�«�¸�µ�É 6 3û4#�º�Û�Ç�•�µ�¡�†1�0É#Ý�b�Ü�«�½�å�¢  �Ï�î�º�_�Ü�²�–�Þ�¡�º�M�•�_�c�
 [Redirect network users for 
authentication requests] �³�™�µ�¡�Î�µ�¡�«�†�œ�å�_�K�r�M��

�G�b�³�™�µ�¡�Î�µ�¡�«�†�œ�å�_�K�^�8���œ�
%$�K1�0É�T�E�@�–�¿�î�È�Ý�_�^�~�r�M��

�«�¸�µ�É 7 [OK]  �†�¡�Ü�µ�¡�K�r�M��

�ì�•�”�¡�­�«�b0¿��
�G�b8o�[�c�
 Telnet �†�Q#Ý�K�Z%$�K1�0É�†0¿���M�•�‰�2�
�r�S�c�ì�•  HTTP �§�î�Â�†�ö�•  HTTP 1�0É
�\�M)t�_�Q#Ý�[�A�•�|�:�_0¿���M�•�‰�2�_�X�8�Z1��Â�K�r�M���G�b8o�[�c�
���b�º�Æ�µ�¡�_�X�8�Z�v�~
�V�F�r�M��

• �� Telnet �_�|�•%$�K1�0É�b�–�¿�î�È�Ý�ì�� >&P.21-16>'

• ���ì�•  HTTP �b0¿���� >&P.21-17>'

Telnet �_�|�•%$�K1�0É�b�–�¿�î�È�Ý�ì

�õ�–�b�É�ß�º�¥�Ý�r�S�c�§�î�Å�«�b�¿�µ�º�á�î�¡  �”�¡�­�«1�0É�†0¿���[�A�r�M�@ >&aaa authentication 
match �¥�Ð�å�»�r�S�c  aaa authentication include �¥�Ð�å�»�†�g!·>' �
 HTTP�
 Telnet�
�r�S�c  FTP �b
�s�[%$�K1�0É�M�•�G�\�v�[�A�r�M���Ø�î�¨�c�r�N�G�€�}�b�§�î�Å�«�b�8�N�€�?�[1�0É�†/œ�W�Z�?�}�
1�
0É�†0[�Ó�M�•�Ú�b�º�Û�Ç�•�µ�¡�b3û4#�†0Á�•�M�•�²0[�@�6�~�r�M�� HTTP�
 Telnet�
�r�S�c  FTP �b�­
�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�b3û4#�†0Á�•�O�N�
�Q�b�Ú�b�±�–�É�b�º�Û�Ç�•�µ�¡�†1�0É�M�•���œ�c�
�­
�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�V�[0¿���I�€�S�d���b  IP �”�»�Þ�«�_�Ø�î�¨�@  Telnet �[�K)F�K�
�­�Ÿ�×�Ü
�¸�•  �”�É�Û�–�”�å�«�_�|�W�Z  Telnet �É�ß�å�É�º�@/²&g�I�€�•�|�:�_�
�ì�•  Telnet �†0¿���[�A�r�M��

�ì�•  Telnet �”�»�Þ�«�l�b  Telnet �”�¡�­�«�b1�0É�†�
 AAA 1�0É�Ý�î�Ý�†�Q#Ý�K�Z1�0É�M�•�Q�b�Ú�b�§�î
�Å�«�_�P�M�•1�0É�\� �]�_0¿���M�•�²0[�@�6�~�r�M>& ���¿�µ�º�á�î�¡  �”�¡�­�«1�0É�b0¿���� >&P.21-1>' �†
�g!·>' ��

1�0É�@�í�‡�[�8�^�8�Ø�î�¨�@�ì�•  Telnet IP �”�»�Þ�«�_�K)F�M�•�\�
�Ø�î�¨�c�Ø�î�¨�¡�\�Ã�«�á�î�»�†
�Ó�u�}�€�
�Q�b�‹  AAA �§�î�Â�_�|�~1�0É�I�€�r�M��1�0É�I�€�•�\�
�Ø�î�¨�_�c�� Authentication 
Successful.���\�8�:�Ó�µ�­�î�ª�@/²&g�I�€�r�M���Q�€�è7F�
�Ø�î�¨�c1�0É�†�²0[�\�M�•�Ú�b�§�î�Å�«�_
�G�–�_�”�¡�­�«�[�A�r�M��

%T�™�Ø�î�¨>&�­�Ÿ�×�Ü�¸�•�b�*�8�‰�?�}9×�8�‰�l�¥�?�:>'�_�X�8�Z�c�
3æ�™
–�–�å�±�î�Ç�™�–�«�_4:#Ý
�I�€�•�”�¡�­�«  �Ý�î�Ý�_�
��
›�–�å�±�î�Ç�™�–�«�\�K�Z�ì�•  Telnet �”�»�Þ�«�†3ã�•�M�•�²0[�v�6�~�r
�M���I�}�_�
 NAT �@�²0[�^�8���œ�[�6�W�Z�v�
�ì�•  Telnet IP �”�»�Þ�«�_�P�M�•�«�±�¸�•�µ�¡  NAT 
�Ý�î�Ý�†3ã�•�M�•�²0[�@�6�~�r�M��3û�–�c�
�”�–�¹�å�¸�•�¸�•  NAT �Ý�î�Ý�@�Q#Ý�I�€�r�M>&�”�»�Þ�«
�†�Q�€+¬3��_�š�n>' ��

$Î�™�Ø�î�¨�_�X�8�Z�c�
�º�Û�Ç�•�µ�¡�_�Â&g$×�^0Á�•�@�6�~�r�M�@�

Æ4Š�–�å�±�î�Ç�™�–�«�_�”�¡�­�«  
�Ý�î�Ý�†4:#Ý�M�•���œ�c�
�²�N�ì�•  Telnet �”�»�Þ�«�l�b�”�¡�­�«�†0Á�•�M�•�²0[�@�6�~�r�M���«�±
�¸�•�µ�¡  NAT �Ý�î�Ý�c�²0[�6�~�r�O�‡��
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  �ì�•�”�¡�­�«�b0¿��
�­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�?�}�ß�¢�”�˜�º�M�•�_�c�
�ì�•  Telnet IP �”�»�Þ�«�_
Ì�K)F�K�r�M���ß�¢
�”�˜�º�M�•�|�:�_�Ó�u�}�€�r�M��

�ì�•  Telnet �§�î�Â�†0¿���M�•�_�c�
���b�m8p�†��/œ�K�r�M��

�«�¸�µ�É 1 [Configuration] > [Firewall] > [Advanced] > [Virtual Access] �Ì�–�å�[�
 [Enable Telnet Server] �†�œ�å
�_�K�r�M��

�«�¸�µ�É 2 [Virtual Telnet Server] �Ç�•�î�Ý�»�[�
 Telnet �K)F�M�•�P1ß�b  IP �”�»�Þ�«�†
°�Š�K�r�M��

�G�b�”�»�Þ�«�c�²�N�
�­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�_�Ý�î�¸�•�å�¢�I�€�•�•�Q#Ý�b�”�»�Þ�«�_�K�Z�C
�T�I�8���S�\�<�d�
�¥4Š�_�”�¡�­�«�M�•�\�A�_
Æ4Š�”�»�Þ�«#Ý�b  NAT �†��/œ�K�
�ì�•  Telnet �§�î�Â�l
�b�¥4Š�”�¡�­�«�†�f�j�M�•���œ�
 �ì�•  Telnet �§�î�Â  �”�»�Þ�«�_�¢�ß�î�Â�Ý  NAT �”�»�Þ�«�b�8�N�€�?�†
�Q#Ý�[�A�r�M��

�«�¸�µ�É 3 [OK]  �†�¡�Ü�µ�¡�K�r�M��

�ì�•  HTTP �b0¿��

�­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�[  HTTP 1�0É�†�Q#Ý�M�•���œ>&���¿�µ�º�á�î�¡  �”�¡�­�«1�0É�b0¿����
>&P.21-1>' �†�g!·>' �
�­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�[�c�
�ö�•  HTTP 1�0É�@�¹�Ç�›�Ý�º�[�Q#Ý�I�€�r�M��
�G�b1�0É�‰�'�†�
�­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�@  HTTP �K)F�†�­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«+¬3��@#Õ
�B�K�S  Web �Ì�î�ª�_�Ü�²�–�Þ�¡�º�M�•�|�:�_�š�f�[�A�r�M>& ���–�å�±�Û�¡�¸�•�È1�0É�Ý�î�Ý�b3ã�•��

>&P.21-15>' �†�g!·>' ��

�S�T�K�
�ö�•  HTTP 1�0É�†�,�A)F�A�Q#Ý�M�•���œ�
 HTTP 1�0É�†�•�«�£�î�»�M�•�_�c�ì�•  HTTP �§�î
�Â�@�²0[�_�^�•�G�\�@�6�~�r�M��

�­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�_�•�<�Z��
›  HTTP �§�î�Â�[1�0É�@�²0[�^���œ�c�
 virtual http �¥�Ð�å�»
�†�Q#Ý�M�•�\�
�­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«>& AAA �§�î�Â)�#ä>'�b1�0É�\  HTTP �§�î�Â�b1�0É�†�¶�9
�_/œ�:�G�\�@�[�A�r�M���ì�•  HTTP �†�Q#Ý�K�^�8���œ�c�
�­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�_�P�M�•1�0É
�[�Q#Ý�K�S�v�b�\� �L�Ø�î�¨�¡�\�Ã�«�á�î�»�@  HTTP �§�î�Â�_3æ�™�I�€�r�M�� HTTP �§�î�Â�b�Ø�î�¨
�¡�\�Ã�«�á�î�»�†�9�_
°�Š�M�•�|�:�_�Ó�u�}�€�•�G�\�c�6�~�r�O�‡�� AAA �§�î�Â�\  HTTP �§�î�Â�[
�Ø�î�¨�¡�\�Ã�«�á�î�»�@$��^�•���œ�
 HTTP 1�0É�c�»�K�K�r�M��

�G�b�µ+��†�Q#Ý�M�•�\�
 AAA 1�0É�†�²0[�\�M�•  HTTP �K)F�@�M�m�Z�
�­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�V
�b�ì�•  HTTP �§�î�Â�_�Ü�²�–�Þ�¡�º�I�€�r�M���­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�_�|�~�
 AAA �§�î�Â�b
�Ø�î�¨�¡�\�Ã�«�á�î�»�b
°�Š�†�Ó�u�•�É�ß�å�É�º�@/²&g�I�€�r�M�� AAA �§�î�Â�@�Ø�î�¨�†1�0É�M�•
�\�
�­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�c  HTTP �K)F�†
–�b�§�î�Â�_�Ü�²�–�Þ�¡�º�K�Z�`�K�r�M�@�
 AAA 
�§�î�Â�b�Ø�î�¨�¡�\�Ã�«�á�î�»�c�µ�u�r�O�‡�� HTTP �Ã�£�µ�º�_�Ø�î�¨�¡�\�Ã�«�á�î�»�@�µ�r�€�Z�8�^
�8�S�u�
 HTTP �§�î�Â�_�|�~�Ø�î�¨�_  HTTP �§�î�Â�b�Ø�î�¨�¡�\�Ã�«�á�î�»�b
°�Š�†�Ó�u�•�É�ß�å�É
�º�@�93õ/²&g�I�€�r�M��

%T�™�Ø�î�¨>&�­�Ÿ�×�Ü�¸�•�b�*�8�‰�?�}9×�8�‰�l�¥�?�:>'�_�X�8�Z�c�
3æ�™
–�–�å�±�î�Ç�™�–�«�_4:#Ý
�I�€�•�”�¡�­�«  �Ý�î�Ý�_�
��
›�–�å�±�î�Ç�™�–�«�\�K�Z�ì�•  HTTP �”�»�Þ�«�†3ã�•�M�•�²0[�v�6�~�r
�M���I�}�_�
 NAT �@�²0[�^�8���œ�[�6�W�Z�v�
�ì�•  HTTP IP �”�»�Þ�«�_�P�M�•�«�±�¸�•�µ�¡  NAT 
�Ý�î�Ý�†3ã�•�M�•�²0[�@�6�~�r�M��3û�–�c�
�”�–�¹�å�¸�•�¸�•  NAT �Ý�î�Ý�@�Q#Ý�I�€�r�M>&�”�»�Þ�«
�†�Q�€+¬3��_�š�n>' ��

$Î�™�Ø�î�¨�_�X�8�Z�c�
�º�Û�Ç�•�µ�¡�_�Â&g$×�^0Á�•�@�6�~�r�M�@�

Æ4Š�–�å�±�î�Ç�™�–�«�_�”�¡�­�«  
�Ý�î�Ý�†4:#Ý�M�•���œ�c�
�²�N�ì�•  HTTP �”�»�Þ�«�l�b�”�¡�­�«�†0Á�•�M�•�²0[�@�6�~�r�M���«�±
�¸�•�µ�¡  NAT �Ý�î�Ý�c�²0[�6�~�r�O�‡��

�ì�•  HTTP �§�î�Â�†0¿���M�•�_�c�
���b�m8p�†��/œ�K�r�M��
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'¨  21 'v       AAA �Ý�î�Ý�b0¿��
  �ì�•�”�¡�­�«�b0¿��
�«�¸�µ�É 1 [Configuration] > [Firewall] > [Advanced] > [Virtual Access] �Ì�–�å�[�
 [Enable HTTP Server] �†�œ�å
�_�K�r�M��

�«�¸�µ�É 2 [Virtual HTTP Server] �Ç�•�î�Ý�»�[�
�ì�•  HTTP �§�î�Â�b  IP �”�»�Þ�«�†
°�Š�K�r�M��

�G�b�”�»�Þ�«�c�²�N�
�­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�_�Ý�î�¸�•�å�¢�I�€�•�•�Q#Ý�b�”�»�Þ�«�_�K�Z�C
�T�I�8���S�\�<�d�
�¥4Š�_�”�¡�­�«�M�•�\�A�_
Æ4Š�”�»�Þ�«�_  NAT �†��/œ�K�
�ì�•  HTTP �§�î�Â�_�¥
4Š�?�}�”�¡�­�«�M�•���œ�c�
�ì�•  HTTP �§�î�Â  �”�»�Þ�«�_�¢�ß�î�Â�Ý  NAT �”�»�Þ�«�†  1 �X�Q#Ý�K�r
�M��

�«�¸�µ�É 3 >&�õ�–>'�Ø�î�¨�_  HTTP �K)F�†�­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�_�Ü�²�–�Þ�¡�º�M�•�²0[�@�6�•�G�\�†3û%±
�M�•�_�c�
 [Display redirection warning] �†�œ�å�_�K�r�M��

�G�b�œ�É�©�Ù�å�c�
�Ü�²�–�Þ�¡�º�@+¬�·$×�_/œ�ƒ�€�^�8�¸�Ÿ�«�º�Ë�î�«�b�È�Û�˜�¨�_�b�s4:#Ý�I�€�r
�M��

�«�¸�µ�É 4 [OK]  �†�¡�Ü�µ�¡�K�r�M��
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C H A P T E R 22

�Ç�•�Ý�±  �Ý�î�Ý�b0¿��

�G�G�[�c�
���b
Æ���_�X�8�Z1��Â�K�r�M��

• �� URL �Ç�•�Ý�±�Ü�å�¢�� >&P.22-1>'

• �� Filter Rules��>&P.22-5>'

URL �Ç�•�Ý�±�Ü�å�¢
�Ç�•�Ý�±�Ü�å�¢�c�
�­�Ÿ�×�Ü�¸�•�b9×�8�¿�µ�º�á�î�¡�?�}�­�Ÿ�×�Ü�¸�•�b�*�8�¿�µ�º�á�î�¡�_$Î�™�I�€
�•�K)F0[�Ó�_�P�K�Z4:#Ý�[�A�r�M�� ACL �†�Q#Ý�K�Z"I���b�¥�å�¸�å�¶  �§�î�Â�_�P�M�•$Î�™�”�¡�­�«�†
&—�F�M�•�G�\�c�[�A�r�M�@�
�§�–�¬�>�|�g�–�å�±�î�¿�µ�º�b�²�–�¼�Ñ�µ�¡�^�ö2A�_�|�~�
�G�b�|�:�^�m
�•�[�Q#Ý�‰�2�†'ö#.�M�•�G�\�c�T7´�[�M�����b�8�N�€�?�b�–�å�±�î�¿�µ�º  �Ç�•�Ý�±�Ü�å�¢0����['�
>
�M�•�93õ�§�î�Â�†�Q#Ý�M�•�G�\�[�
0¿���†(F(ò�ì�K�
�­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«  �b�Ã�Ç�›�î�Ð�å�«
�†�¥�V�[�A�r�M��

• HTTP�
 HTTPS�
�>�|�g  FTP �Ç�•�Ý�±�Ü�å�¢#Ý�b  Websense Enterprise

• HTTP �b�Ç�•�Ý�±�Ü�å�¢�S#Ý�b  Secure Computing SmartFilter >&Sentian �b�M4Š�b�Â�î�ª�Ù�å�[�c  
HTTPS �†�§�Ï�î�º�K�Z�8�r�M�@�
�­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�[�c�
 Sentian �[�b  HTTP �b�Ç�•
�Ý�±�Ü�å�¢�T�E�†�§�Ï�î�º�K�Z�8�r�M>'

�¥4Š�§�î�Â�†�Q#Ý�M�•�\�A�c  �­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«  �b�Ã�Ç�›�î�Ð�å�«�c�o�\�‡�]�s8j�†�w�E�r
�O�‡�@�
�Ç�•�Ý�±�Ü�å�¢  �§�î�Â�@  �­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«  �?�}7³�€�S���d�_�6�•���œ�_�c�
 Web 
�§�–�º�r�S�c  FTP �§�î�Â�l�b�”�¡�­�«�ì6ë�@�±�œ�_6×�C�^�•�G�\�@�6�~�r�M��

�Ç�•�Ý�±�Ü�å�¢�@�–�¿�î�È�Ý�[�
�K)F0[�Ó�†  �­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«  )�#ä�[3?3æ�M�•�\�
�Q�b0[
�Ó�c�¥�å�¸�å�¶  �§�î�Â�\�Ç�•�Ý�±�Ü�å�¢  �§�î�Â�_� �ì�_3æ�™�I�€�r�M���Ç�•�Ý�±�Ü�å�¢  �§�î�Â�_�|�W
�Z�K)F�@0Á�•�I�€�•�\�
�­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«  �c�¥�å�¸�å�¶  �§�î�Â�?�}�b�Â'Å�†$Î�™
–�b�¡�Û
�–�”�å�º�_3?3æ�K�r�M���Ç�•�Ý�±�Ü�å�¢  �§�î�Â�@�K)F�†�Ä�°�K�S���œ�
�­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«  
�c�Â'Å�†�ë� �K�
�K)F�@�B�Œ�K�^�?�W�S�G�\�†&g�M�Ó�µ�­�î�ª�r�S�c�Ü�±�î�å  �¥�î�»�†3æ�™�K�r�M��

�­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�V�[�Ø�î�¨1�0É�@�–�¿�î�È�Ý�b���œ�
�­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�c
�Ç�•�Ý�±�Ü�å�¢  �§�î�Â�_�Ø�î�¨�¡�v3æ�™�K�r�M���Ç�•�Ý�±�Ü�å�¢  �§�î�Â�c�
�Ø�î�¨�[�w�b�Ç�•�Ý�±�Ü
�å�¢0¿���†�Q#Ý�K�S�~�
�Q#Ý�‰�2�_6õ�M�•9×�Ø�^�Þ�Ï�î�º�†�f�j�K�S�~�M�•�G�\�@�[�A�r�M��

�G�G�[�c�
���b
Æ���_�X�8�Z1��Â�K�r�M��

• �� URL �Ç�•�Ý�±�Ü�å�¢�b0¿���� >&P.22-2>'

• �� URL Filtering Servers��>&P.22-2>'

• ��9×�Ø�^  URL �Ç�•�Ý�±�Ü�å�¢�� >&P.22-4>'
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'¨  22 'v       �Ç�•�Ý�±  �Ý�î�Ý�b0¿��
  URL �Ç�•�Ý�±�Ü�å�¢
URL �Ç�•�Ý�±�Ü�å�¢�b0¿��

�¥4Š�Ç�•�Ý�±�Ü�å�¢  �§�î�Â�†�Q#Ý�M�•�Ç�•�Ý�±�Ü�å�¢�†�–�¿�î�È�Ý�_�M�•�S�u�b�m8p�†���_�r�\�u�r
�M��

�«�¸�µ�É 1 [Configuration] > [Firewall]> [URL Filter Servers] �_&ã�·�K�
�¥4Š�Ç�•�Ý�±�Ü�å�¢  �§�î�Â�†�æ���K�r
�M���� URL Filtering Servers��>&P.22-2>' �†�g!·�K�Z�C�T�I�8��  

�«�¸�µ�É 2 >&�õ�–>'�¥�å�¸�å�¶  �§�î�Â�?�}�b�Â'Å�†�Â�µ�Ç�“�_�A(á�K�r�M�� ��9×�Ø�^  URL �Ç�•�Ý�±�Ü�å�¢��
>&P.22-4>' �†�g!·�K�Z�C�T�I�8��  

�«�¸�µ�É 3 >&�õ�–>'�¥�å�¸�å�¶  �§�î�Â�b�”�»�Þ�«�†�Ÿ�Õ�µ�©�×�K�Z�Ã�Ç�›�î�Ð�å�«�†�¥�V�I�O�r�M�� ��9×�Ø�^  URL 
�Ç�•�Ý�±�Ü�å�¢�� >&P.22-4>' �†�g!·�K�Z�C�T�I�8��

�«�¸�µ�É 4 [Configuration] > [Firewall] > [Filter Rules] �_&ã�·�K�
�Ç�•�Ý�±  �Ý�î�Ý�†0¿���K�r�M�� �� Filter Rules��
>&P.22-5>' �†�g!·�K�Z�C�T�I�8��  

�«�¸�µ�É 5 �¥4Š�Ç�•�Ý�±�Ü�å�¢  �§�î�Â�†0¿���K�r�M��0ò(ý�_�X�8�Z�c�
���b  Web �§�–�º�†�g!·�K�Z�C�T�I�8��

• http://www.websense.com

• http://www.securecomputing.com

URL Filtering Servers

[URL Filtering Servers] �Ì�–�å�[�c�
�Q#Ý�M�•�¥4Š�Ç�•�Ý�±  �§�î�Â�†�æ���[�A�r�M���¥�å�¸�Ÿ�«�º�H�\
�_�q�±  4 �X�b� �L�±�–�É�b�Ç�•�Ý�±�Ü�å�¢  �§�î�Â�†�æ���[�A�r�M���©�å�¢�Ý  �Ô�î�»�[�c�
�q�±  16 �Ž�b
� �L�±�–�É�b�Ç�•�Ý�±�Ü�å�¢  �§�î�Â�@0Á���I�€�r�M���­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�c�
 1 �X�b�§�î�Â
�@�Â'Å�M�•�r�[�
�Q�€�}�b�§�î�Â�†8p$��_�Q#Ý�K�r�M���¥�å�Ç�•� �×�Þ�î�©�Ù�å
Æ�_0¿���[�A�•�§�î�Â
�b�±�–�É�c�
 1 �X�T�E>&Websense �r�S�c  Secure Computing SmartFilter>'�[�M��

>&�@>' HTTP�
 HTTPS�
�r�S�c  FTP �Ç�•�Ý�±�Ü�å�¢  �Ý�î�Ý�b�Ç�•�Ý�±�Ü�å�¢�†0¿���M�•�S�_�
�Ç�•�Ý�±�Ü�å
�¢  �§�î�Â�†3ã�•�M�•�²0[�@�6�~�r�M��

�Ç�•�î�Ý�»

[URL Filtering Server Type] 8•�æ�_�c���b�Ç�•�î�Ý�»�@�6�~�r�M��

• [Websense]>8Websense URL �Ç�•�Ý�±�Ü�å�¢  �§�î�Â�†�–�¿�î�È�Ý�_�K�r�M��

• [Secure Computing SmartFilter]>8Secure Computing SmartFilter URL �Ç�•�Ý�±�Ü�å�¢  �§�î�Â�†�–
�¿�î�È�Ý�_�K�r�M��

• [Secure Computing SmartFilter Port]>8Secure Computing SmartFilter �Ï�î�º�†�æ���K�r�M���¹�Ç�›
�Ý�º�Í�c  4005 �[�M��

[URL Filtering Servers] 8•�æ�_�c���b�Ç�•�î�Ý�»�@�6�~�r�M��

• [Interface]>8�Ç�•�Ý�±�Ü�å�¢  �§�î�Â�_�K)F�K�Z�8�•�–�å�±�î�Ç�™�–�«�†/²&g�K�r�M��

• [IP Address]>8�Ç�•�Ý�±�Ü�å�¢  �§�î�Â�b  IP �”�»�Þ�«�†/²&g�K�r�M��

• [Timeout]>8�Ç�•�Ý�±�Ü�å�¢  �§�î�Â�l�b0[�Ó�@�±�–�Ò�”�˜�º�_�^�W�Z�?�}�b&Ê�X�†/²&g�K�r�M��

• [Protocol]>8�Ç�•�Ý�±�Ü�å�¢  �§�î�Â�\�b3û�™�_�Q#Ý�I�€�•�É�ß�º�¥�Ý�†/²&g�K�r�M��

• [TCP Connections]>8URL �Ç�•�Ý�±�Ü�å�¢  �§�î�Â�\3û�™�[�A�•  TCP �K)F�b�q�±�X�†/²&g�K�r�M��
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'¨  22 'v       �Ç�•�Ý�±  �Ý�î�Ý�b0¿��
  URL �Ç�•�Ý�±�Ü�å�¢
• [Add]>8Websense �r�S�c  Secure Computing SmartFilter �†4E�¥�K�S�?�]�:�?�_�|�~�
�‚�K�8�Ç�•�Ý
�±�Ü�å�¢  �§�î�Â�†3ã�•�K�r�M��0ò(ý�_�X�8�Z�c�
���b�º�Æ�µ�¡�†�g!·�K�Z�C�T�I�8��

– �� Websense URL �Ç�•�Ý�±�Ü�å�¢�_6õ�M�•�Ã�Û�Ó�î�±�b3ã�•�\)…7Ÿ�� >&P.22-3>'

– �� Secure Computing SmartFilter URL �Ç�•�Ý�±�Ü�å�¢�_6õ�M�•�Ã�Û�Ó�î�±�b3ã�•�\)…7Ÿ��
>&P.22-4>'

• [Insert Before]>8#'�~4E�¥�K�Z�8�•�§�î�Â�|�~
ƒ
›8p�)�b9×�8�)*(�_�‚�K�8�Ç�•�Ý�±�Ü�å�¢  �§�î�Â
�†3ã�•�K�r�M��

• [Insert After]>8#'�~4E�¥�K�Z�8�•�§�î�Â�|�~
ƒ
›8p�)�b�*�8�)*(�_�‚�K�8�Ç�•�Ý�±�Ü�å�¢  �§�î�Â�†
3ã�•�K�r�M��

• [Edit]>84E�¥�K�S�Ç�•�Ý�±�Ü�å�¢  �§�î�Â�b�Ã�Û�Ó�î�±�†�š�f�[�A�r�M��

• [Delete]>84E�¥�K�S�Ç�•�Ý�±�Ü�å�¢  �§�î�Â�†�P7V�K�r�M��

�G�b�Ì�–�å�[���b�”�¡�©�Ù�å�†��/œ�[�A�r�M��

• [Advanced]>8�Â�µ�Ç�“�Ü�å�¢  �Ÿ�Õ�µ�©�å�¢�
6×�8  URL �b�§�Ï�î�º�^�]�
9×�Ø�^�Ç�•�Ý�±�Ü�å�¢  
�Ã�Û�Ó�î�±�†/²&g�K�r�M��

�Ô�î�»

���b/²�c�
�G�b�µ+��†�Q#Ý�[�A�•�Ô�î�»�†&g�K�S�v�b�[�M��

0ò(ý�_��

��9×�Ø�^  URL �Ç�•�Ý�±�Ü�å�¢�� >&P.22-4>'

�� Filter Rules��>&P.22-5>'

Websense URL �Ç�•�Ý�±�Ü�å�¢�_6õ�M�•�Ã�Û�Ó�î�±�b3ã�•�\)…7Ÿ

• [Interface]>8URL �Ç�•�Ý�±�Ü�å�¢  �§�î�Â�b�K)F�†/œ�:�–�å�±�î�Ç�™�–�«�†�æ���K�r�M��

• [IP Address]>8URL �Ç�•�Ý�±�Ü�å�¢  �§�î�Â�b  IP �”�»�Þ�«�†�æ���K�r�M��

• [Timeout]>8�Ç�•�Ý�±�Ü�å�¢  �§�î�Â�l�b0[�Ó�@�±�–�Ò�”�˜�º�_�^�W�Z�?�}�b&Ê�X�†�æ���K�r�M��  

• [Protocol] 8•�æ

– [TCP 1]>8Websense URL �Ç�•�Ý�±�Ü�å�¢  �§�î�Â�\�b3û�™�_  TCP �Â�î�ª�Ù�å  1 �†�Q#Ý�K�r�M��

– [TCP 4]>8Websense URL �Ç�•�Ý�±�Ü�å�¢  �§�î�Â�\�b3û�™�_  TCP �Â�î�ª�Ù�å  4 �†�Q#Ý�K�r�M��

– [UDP 4]>8Websense URL �Ç�•�Ý�±�Ü�å�¢  �§�î�Â�\�b3û�™�_  UDP �Â�î�ª�Ù�å  4 �†�Q#Ý�K�r�M��

• [TCP Connections]>8URL �Ç�•�Ý�±�Ü�å�¢  �§�î�Â�\3û�™�[�A�•  TCP �K)F�b�q�±�X�†�æ���K�r�M��

�Ô�î�»

���b/²�c�
�G�b�µ+��†�Q#Ý�[�A�•�Ô�î�»�†&g�K�S�v�b�[�M��

�Ç�“�–�”�˜�›�î�Ý  �Ô�î�» �­�Ÿ�×�Ü�¸�•  �¥�å�¸�Ÿ�«�º

�Ý�î�¸�µ�» 3ñ4# �©�å�¢�Ý

�Ð�Ý�³

�¥�å�¸�Ÿ�«
�º �©�«�¸�Ò
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22-3
ASDM �Ø�î�¨  �ž�–�»

OL-14981-01-J
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  URL �Ç�•�Ý�±�Ü�å�¢
Secure Computing SmartFilter URL �Ç�•�Ý�±�Ü�å�¢�_6õ�M�•�Ã�Û�Ó�î�±�b3ã�•�\)…7Ÿ

• [Interface]>8URL �Ç�•�Ý�±�Ü�å�¢  �§�î�Â�b�K)F�†/œ�:�–�å�±�î�Ç�™�–�«�†�æ���K�r�M��

• [IP Address]>8URL �Ç�•�Ý�±�Ü�å�¢  �§�î�Â�b  IP �”�»�Þ�«�†�æ���K�r�M��

• [Timeout]>8�Ç�•�Ý�±�Ü�å�¢  �§�î�Â�l�b0[�Ó�@�±�–�Ò�”�˜�º�_�^�W�Z�?�}�b&Ê�X�†�æ���K�r�M��  

• [Protocol] 8•�æ

– [TCP]>8Secure Computing SmartFilter URL �Ç�•�Ý�±�Ü�å�¢  �§�î�Â�\�b3û�™�_  TCP �†�Q#Ý�K
�r�M��

– [UDP]>8Secure Computing SmartFilter URL �Ç�•�Ý�±�Ü�å�¢  �§�î�Â�\�b3û�™�_  UDP �†�Q#Ý�K
�r�M��

[TCP Connections]>8URL �Ç�•�Ý�±�Ü�å�¢  �§�î�Â�\3û�™�[�A�•   TCP �K)F�b�q�±�X�†�æ���K�r�M��

�Ô�î�»

���b/²�c�
�G�b�µ+��†�Q#Ý�[�A�•�Ô�î�»�†&g�K�S�v�b�[�M��

9×�Ø�^  URL �Ç�•�Ý�±�Ü�å�¢

�Ç�•�î�Ý�»

[URL Cache Size] 8•�æ

�Ø�î�¨�@�§�–�º�_�”�¡�­�«�M�•�\�
�Ç�•�Ý�±�Ü�å�¢  �§�î�Â�c�­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�_�P�K
�Z�
�§�î�Â  �”�»�Þ�«�†�M���ì6ë�Ÿ�Õ�µ�©�×�M�•�G�\�†0Á�•�[�A�r�M���S�T�K�
�Q�b�”�»�Þ�«�[�Í
�«�º�I�€�Z�8�•�§�–�º�c�8�N�€�v�
�–�_0Á�•�I�€�•�•�¸�¦�Ü�_�“�K�Z�8�•�²0[�@�6�~�r�M���G�€�_
�|�~�
�Q�b�Ø�î�¨�@�Q�b�§�î�Â�_
Ì�Ø�”�¡�­�«�M�•�?�
�9�b�Ø�î�¨�@�Q�b�§�î�Â�_�”�¡�­�«�K�S�\
�A�_�
�­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�@�Ç�•�Ý�±�Ü�å�¢  �§�î�Â�_
Ì�Ø!·�
�M�•�²0[�@�^�C�^�~�r�M��

>&�@>' �Ÿ�Õ�µ�©�×�I�€�S  IP �”�»�Þ�«0[�Ó�c�
�Ç�•�Ý�±�Ü�å�¢  �§�î�Â�_�û�I�€�N�
0°6��v�I�€�r�O
�‡���Q�b�S�u�
�G�b�”�¡�¸�•�Å�¸�•�c�]�b�Þ�Ï�î�º�_�v/²&g�I�€�r�O�‡��

• [Enable caching based on]>8�æ���K�S�ö =�_�ö�Y�8�Z�
�Ÿ�Õ�µ�©�å�¢�†�–�¿�î�È�Ý�_�K�r�M��

�Ç�“�–�”�˜�›�î�Ý  �Ô�î�» �­�Ÿ�×�Ü�¸�•  �¥�å�¸�Ÿ�«�º

�Ý�î�¸�µ�» 3ñ4# �©�å�¢�Ý

�Ð�Ý�³

�¥�å�¸�Ÿ�«
�º �©�«�¸�Ò

• • • • —

�Ç�“�–�”�˜�›�î�Ý  �Ô�î�» �­�Ÿ�×�Ü�¸�•  �¥�å�¸�Ÿ�«�º

�Ý�î�¸�µ�» 3ñ4# �©�å�¢�Ý

�Ð�Ý�³

�¥�å�¸�Ÿ�«
�º �©�«�¸�Ò
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  Filter Rules
• [Destination Address]>8URL ��
›�”�»�Þ�«�_�ö�Y�8�Z�š�å�º�Ü�†�Ÿ�Õ�µ�©�×�K�r�M���G�b�Ô�î
�»�c�
 Websense �§�î�Â�V�[�M�m�Z�b�Ø�î�¨�@� �L  URL �Ç�•�Ý�±�Ü�å�¢  �Ï�Ü�©�î�†
¹�w�M�•
���œ�_4E�¥�K�r�M��

– [Source/Destination Address]>8URL 0[�Ó�†6ä���K�S3æ�™
–�”�»�Þ�«�\�
 URL ��
›�”�»�Þ�«�b
�g�‰�_�ö�Y�8�Z�š�å�º�Ü�†�Ÿ�Õ�µ�©�×�K�r�M���G�b�Ô�î�»�c�
�Ø�î�¨�@�§�î�Â�V�[� �L  URL 
�Ç�•�Ý�±�Ü�å�¢  �Ï�Ü�©�î�†
¹�w�K�Z�8�^�8���œ�_4E�¥�K�r�M��

– [Cache size]>8�Ÿ�Õ�µ�©�×�b�§�–�¬�†�æ���K�r�M��

[URL Buffer Size] 8•�æ

�Ø�î�¨�@�¥�å�¸�å�¶  �§�î�Â�l�b�K)F0[�Ó�†$Î/œ�K�S���œ�
�Q�b0[�Ó�c�
�­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”
�å�«�_�|�W�Z�
�¥�å�¸�å�¶  �§�î�Â�\�Ç�•�Ý�±�Ü�å�¢  �§�î�Â�b�g�‰�_� �ì�_3æ�™�I�€�r�M���Ç�•�Ý
�±�Ü�å�¢  �§�î�Â�@�¥�å�¸�å�¶  �§�î�Â�|�~�©�C�Â'Å�K�^�?�W�S���œ�
�§�î�Â�Â'Å�c�»�ß�µ�É�I�€�r
�M���G�€�_�|�~�
 Web �¡�Û�–�”�å�º
��b0i!l�[  Web �§�î�Â�Â'Å�@/²&g�I�€�r�M���G�€�c�
�¡�Û�–
�”�å�º�@0[�Ó�†
Ì$Î/œ�M�•�²0[�@�6�•�S�u�[�M��

HTTP �Â'Å�Â�µ�Ç�“�†�–�¿�î�È�Ý�_�M�•�\�
 Web �¥�å�¸�å�¶  �§�î�Â�?�}�b�Â'Å�c�Â�µ�Ç�“�Ü�å�¢
�I�€�
�Ç�•�Ý�±�Ü�å�¢  �§�î�Â�_�|�W�Z�K)F�@0Á�•�I�€�S���œ�_�
0[�Ó�¡�Û�–�”�å�º�_3?3æ�I�€�r
�M���G�€�_�|�~�
�Â�µ�Ç�“�Ü�å�¢�K�^�8���œ�_$Î#Õ�M�•�•+��ö�b�6�•4����@�G4J�I�€�r�M��

• [Enable buffering]>80[�Ó�b�Â�µ�Ç�“�Ü�å�¢�†�–�¿�î�È�Ý�_�K�r�M��  

– [Number of 1550-byte buffers]>81550 �Â�–�º  �Â�µ�Ç�“�b�X�†�æ���K�r�M�� 1 >|  128 �b(
�V�b�Í
�†�æ���[�A�r�M��

• [Long URL Support] 8•�æ

�¹�Ç�›�Ý�º�[�c�
�­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�c�
 1159 �e�Ð�†2x�<�•  HTTP URL �†6×�8  URL �\
0b�^�K�r�M�� Websense �§�î�Â�b���œ�
�q�±6×�†�Q�•�[�A�r�M��

– [Use Long URL]>8Websense �Ç�•�Ý�±�Ü�å�¢  �§�î�Â�b6×�8  URL �†�–�¿�î�È�Ý�_�K�r�M��

– [Maximum Long URL Size]>8URL �b�q�±0Á��6×�†  4 KB �†�V7H�\�K�Z�æ���K�r�M��

– [Memory Allocated for Long URL]>86×�8 URL �_�m�~�\�Z�•�Ó�Ô�Ü�†�æ���K�r�M��

�Ô�î�»

���b/²�c�
�G�b�µ+��†�Q#Ý�[�A�•�Ô�î�»�†&g�K�S�v�b�[�M��

Filter Rules
[Filter Rules] �Ì�–�å�_�c0¿���í�s�b�Ç�•�Ý�±  �Ý�î�Ý�@/²&g�I�€�
�‚�K�8�Ç�•�Ý�±  �Ý�î�Ý�†3ã�•�
�r�S
�c�¤�Ñ�b�Ý�î�Ý�†�š�f�M�•�S�u�b�œ�É�©�Ù�å�@�f�j�I�€�r�M���Ç�•�Ý�±  �Ý�î�Ý�[�c�
4:#Ý�M�•�Ç�•�Ý
�±�Ü�å�¢�b�±�–�É�\�
4:#Ý
›�\�^�•�º�Û�Ç�•�µ�¡�b'�8®�@�æ���I�€�r�M��

�Ç�“�–�”�˜�›�î�Ý  �Ô�î�» �­�Ÿ�×�Ü�¸�•  �¥�å�¸�Ÿ�«�º

�Ý�î�¸�µ�» 3ñ4# �©�å�¢�Ý

�Ð�Ý�³

�¥�å�¸�Ÿ�«
�º �©�«�¸�Ò
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22-5
ASDM �Ø�î�¨  �ž�–�»

OL-14981-01-J
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  Filter Rules
>&�@>' HTTP�
 HTTPS�
�r�S�c  FTP �Ç�•�Ý�±  �Ý�î�Ý�†3ã�•�M�•�S�_�
 URL �Ç�•�Ý�±�Ü�å�¢  �§�î�Â�†�–�¿�î
�È�Ý�_�M�•�²0[�@�6�~�r�M�� URL �Ç�•�Ý�±�Ü�å�¢  �§�î�Â�†�–�¿�î�È�Ý�_�M�•�_�c�
 [Configuration] > 
[Firewall] > [URL Filtering Servers] �Ì�–�å�†�Q#Ý�K�r�M��0ò(ý�_�X�8�Z�c�
 �� URL �Ç�•�Ý�±�Ü�å�¢��

>&P.22-1>' �†�g!·�K�Z�C�T�I�8��

�<!l

[Filter Rules] �˜�•�å�»�˜�[�c�
#'�~�­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�V�_0¿���I�€�Z�8�•�Ç�•�Ý�±  �Ý�î�Ý
�_�X�8�Z�b�_���@/²&g�I�€�r�M���r�S�
�Ç�•�Ý�±  �Ý�î�Ý�†3ã�•�r�S�c�š�f�K�
�˜�•�å�»�˜�_/²&g�I�€
�•0ò(ý�b5��b�Q�ö�_�Q#Ý�[�A�•�Î�±�å�v�f�j�I�€�r�M��

�Ç�•�Ý�±�Ü�å�¢�_�|�~�
�­�Ÿ�×�Ü�¸�•  �Ï�Ü�©�î�[�­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�b3û4#�†0Á�•�M�•�º�Û
�Ç�•�µ�¡�†+¬�~�_�D�š�[�A�r�M���”�¡�­�«�†
²8�$×�_�È�ß�µ�¡�M�•�æ�ƒ�~�_�
 ActiveX �œ�È�ª�™�¡�º�x  
Java �”�É�Þ�µ�º�^�]�
"I���b"g�#�[�­�Ÿ�×�Ü�¸�•�V�b+#�>�†�v�S�}�M�•+��ö�b�6�•"I���b�Y4:�)�^�œ
�È�ª�™�¡�º�†  HTTP �º�Û�Ç�•�µ�¡�?�}�v�~7V�C�G�\�@�[�A�r�M���r�S�
 URL �Ç�•�Ý�±�Ü�å�¢�†�Q#Ý�K
�Z�
 Secure Computing SmartFilter �x  Websense �^�]�b�¥4Š�Ç�•�Ý�±�Ü�å�¢  �§�î�Â�_"I���b�º�Û�Ç�•�µ
�¡�†1��_�M�•�G�\�v�[�A�r�M���G�€�}�b�§�î�Â�c�
�­�Ÿ�×�Ü�¸�•  �Ï�Ü�©�î�[�æ���I�€�Z�8�•"I���b�§
�–�º�r�S�c"I���b�±�–�É�b�§�–�º�_�¥�?�:�º�Û�Ç�•�µ�¡�†�È�ß�µ�¡�[�A�r�M��

URL �Ç�•�Ý�±�Ü�å�¢�c  CPU �_�±�A�^2�,´�@�?�?�•�S�u�
�¥4Š�Ç�•�Ý�±�Ü�å�¢  �§�î�Â�†�Q#Ý�M�•�G�\
�_�|�~�
�Ú�b�º�Û�Ç�•�µ�¡�b�«�Ý�î�É�µ�º�_�s8j�†�Z�<�•�G�\�@�^�C�^�~�r�M���S�T�K�
�¿�µ�º�á�î�¡
�b3ÿ�Ø�>�|�g  URL �Ç�•�Ý�±�Ü�å�¢  �§�î�Â�b�Ÿ�Õ�Ã�©�¸�•�_�|�W�Z�c�
�Ç�•�Ý�±�P1ß�b�º�Û�Ç�•�µ�¡�b
�q�6�b�K)F�_�²0[�^�ì6ë�@--�K�C6×�C�^�•���œ�v�6�~�r�M��

�Ç�•�î�Ý�»

• [No]>8�Ý�î�Ý�b�X�Í1‘�9�Ê��   �X�Í�b8p�Î�[�Ý�î�Ý�@4:#Ý�I�€�r�M��

• [Source]>8�Ç�•�Ý�±�Ü�å�¢  �”�¡�©�Ù�å�@4:#Ý�I�€�•�¯�î�«  �Í�«�º�r�S�c�¿�µ�º�á�î�¡��

• [Destination]>8�Ç�•�Ý�±�Ü�å�¢  �”�¡�©�Ù�å�@4:#Ý�I�€�•��
›�Í�«�º�r�S�c�¿�µ�º�á�î�¡��

• [Service]>8�Ç�•�Ý�±�Ü�å�¢  �”�¡�©�Ù�å�@4:#Ý�I�€�•�É�ß�º�¥�Ý�r�S�c�§�î�Å�«�†�æ���K�r�M��

• [Action]>84:#Ý�M�•�Ç�•�Ý�±�Ü�å�¢  �”�¡�©�Ù�å�b�±�–�É��

• [Options]>8"I���b�”�¡�©�Ù�å�_�P�K�Z�–�¿�î�È�Ý�_�^�W�Z�8�•�œ�É�©�Ù�å�†&g�K�r�M��  

• [Add]>83ã�•�[�A�•�Ç�•�Ý�±  �Ý�î�Ý�b�±�–�É�†/²&g�K�r�M���Ý�î�Ý  �±�–�É�†�¡�Ü�µ�¡�M�•�\�
�æ��
�I�€�S�Ç�•�Ý�±  �Ý�î�Ý  �±�–�É�b  [Add Filter Rule] �²�–�”�ß�¢�Î�µ�¡�«�@6ä�A�r�M��

– Add Filter ActiveX Rule

– Add Filter Java Rule

– Add Filter HTTP Rule

– Add Filter HTTPS Rule

– Add Filter FTP Rule

• [Edit]>84E�¥�K�S�Ç�•�Ý�±�Ü�å�¢  �Ý�î�Ý�†)…7Ÿ�M�•�S�u�b  [Edit Filter Rule] �²�–�”�ß�¢�Î�µ�¡�«�†
/²&g�K�r�M��

• [Delete]>84E�¥�K�S�Ç�•�Ý�±�Ü�å�¢  �Ý�î�Ý�†�P7V�K�r�M��

• [Cut]>8�Ç�•�Ý�±  �Ý�î�Ý�†�)�~�v�W�Z�9�b���d�_2��~�Ü�E�r�M��

• [Copy]>8�Ç�•�Ý�±  �Ý�î�Ý�†�¥�Æ�î�[�A�r�M��

• [Paste]>8�Ç�•�Ý�±  �Ý�î�Ý�†�9�b���d�_2��~�Ü�E�r�M��

• [Find]>8�Ç�•�Ý�±  �Ý�î�Ý�†�è(ô�K�r�M���G�b�Î�±�å�†�¡�Ü�µ�¡�M�•�\�
�Ñ�G�¶�î�Ý�Â�î�@/²&g�I�€
�r�M��0ò(ý�_�X�8�Z�c�
 ���Ý�î�Ý  �¸�î�È�Ý�b�Ç�•�Ý�±�Ü�å�¢�� >&P.22-10>' �†�g!·�K�Z�C�T�I�8��
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• [Rule Diagram]>8Rule Diagram �b/²&g�†�)�~�p�<�r�M��

• [Packet Trace]>8Packet Tracer �Ø�î�¸�•�Ü�¸�•�†2s�·�K�r�M��

• 4E�¥�K�Z�8�•�Ç�•�Ý�±  �Ý�î�Ý�b�¯�î�«�†4E�¥�M�•�_�c�
 [Addresses] �±�È�†�Q#Ý�K�r�M��

– [Type]>8�»�ß�µ�É�²�˜�å  �Ó�½�×�î�?�}�¯�î�«�†4E�¥�[�A�r�M�� [All] �
 [IP Address Objects]�

�r�S�c  [Network Object groups] �?�}4E�¥�K�r�M��

– [Name]>8�Ç�•�Ý�±  �Ý�î�Ý�¡�†�M0t/²&g�K�r�M��

– [Add]>8�Ç�•�Ý�±  �Ý�î�Ý�†3ã�•�K�r�M��

– [Edit]>8�Ç�•�Ý�±  �Ý�î�Ý�†)…7Ÿ�K�r�M��

– [Delete]>8�Ç�•�Ý�±  �Ý�î�Ý�†�P7V�K�r�M��

– [Find]>8�Ç�•�Ý�±  �Ý�î�Ý�†�è(ô�K�r�M��

• �¦�S��*O�í�s�Ç�•�Ý�±  �Ý�î�Ý�†4E�¥�M�•�_�c�
 [Services] �±�È�†�Q#Ý�K�r�M��

– [Type]>8�»�ß�µ�É�²�˜�å  �Ó�½�×�î�?�}�¯�î�«�†4E�¥�[�A�r�M�� [All] �
 [IP Address Objects]�

�r�S�c  [Network Object groups] �?�}4E�¥�K�r�M��

– [Name]>8�Ç�•�Ý�±  �Ý�î�Ý�¡�†�M0t/²&g�K�r�M��

– [Edit]>8�Ç�•�Ý�±  �Ý�î�Ý�†)…7Ÿ�K�r�M��

– [Delete]>8�Ç�•�Ý�±  �Ý�î�Ý�†�P7V�K�r�M��

– [Find]>8�Ç�•�Ý�±  �Ý�î�Ý�†�è(ô�K�r�M��

• �Ç�•�Ý�±  �Ý�î�Ý�b�ì6ë(
�V�†4E�¥�M�•�_�c�
 [Time Ranges] �†�Q#Ý�K�r�M��

– [Add]>8�Ç�•�Ý�±  �Ý�î�Ý�b�ì6ë(
�V�†3ã�•�K�r�M��

– [Edit]>8�Ç�•�Ý�±  �Ý�î�Ý�b�ì6ë(
�V�†)…7Ÿ�K�r�M��

– [Delete]>8�Ç�•�Ý�±  �Ý�î�Ý�b�ì6ë(
�V�†�P7V�K�r�M��

�Ô�î�»

���b/²�c�
�G�b�µ+��†�Q#Ý�[�A�•�Ô�î�»�†&g�K�S�v�b�[�M��

Add/Edit Filter Rule

�Ý�î�Ý�†4:#Ý�M�•�–�å�±�î�Ç�™�–�«�b�æ���
�Ý�î�Ý�†4:#Ý�M�•�º�Û�Ç�•�µ�¡�b�æ���
�r�S�c"I���±�–�É
�b�Ç�•�Ý�±�Ü�å�¢  �”�¡�©�Ù�å�b0¿���_�c�
 [Add Filter Rule] �²�–�”�ß�¢�Î�µ�¡�«�†�Q#Ý�K�r�M��

>&�@>' HTTP�
 HTTPS�
�r�S�c  FTP �Ç�•�Ý�±  �Ý�î�Ý�†3ã�•�M�•�S�_�
 URL �Ç�•�Ý�±�Ü�å�¢  �§�î�Â�†�–�¿�î
�È�Ý�_�M�•�²0[�@�6�~�r�M�� URL �Ç�•�Ý�±�Ü�å�¢  �§�î�Â�†�–�¿�î�È�Ý�_�M�•�_�c�
 [Features] > 
[Configuration] > [Properties] > [URL Filtering] #ì8��†�Q#Ý�K�r�M��0ò(ý�_�X�8�Z�c�
 URL �Ç�•�Ý�±�Ü
�å�¢ �†�g!·�K�Z�C�T�I�8��

�Ç�“�–�”�˜�›�î�Ý  �Ô�î�» �­�Ÿ�×�Ü�¸�•  �¥�å�¸�Ÿ�«�º

�Ý�î�¸�µ�» 3ñ4# �©�å�¢�Ý

�Ð�Ý�³

�¥�å�¸�Ÿ�«
�º �©�«�¸�Ò

• • • • —
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�Ç�•�î�Ý�»

• [Action]>84:#Ý�M�•�I�r�J�r�^�Ç�•�Ý�±�Ü�å�¢  �”�¡�©�Ù�å�_�P�K�Z�
���_�ò�F�•�»�ß�µ�É�²�˜�å  
�Ü�«�º�†�f�j�K�r�M>&/²&g�I�€�•�”�¡�©�Ù�å�c�
�8�B�p�r�S�c)…7Ÿ�p�b�Ç�•�Ý�±  �Ý�î�Ý�b�±�–�É
�_�Â�L�Z$��^�~�r�M>' ��

– Filter ActiveX

– Do not filter ActiveX

– Filter Java Applet

– Do not filter Java Applet

– Filter HTTP (URL)

– Do not filter HTTP (URL)

– Filter HTTPS

– Do not filter HTTPS

– Filter FTP

– Do not filter FTP

• [Source]>8�Ç�•�Ý�±�Ü�å�¢  �”�¡�©�Ù�å�@4:#Ý�I�€�•�º�Û�Ç�•�µ�¡�b3æ�™
–�†
°�Š�K�r�M��3æ�™
–�c
���b�8�N�€�?�b�‰�2�[
°�Š�[�A�r�M��

– any>8�õ�–�b3æ�™
–�”�»�Þ�«�†�æ���M�•�_�c�
 �� any��>&�?�B�•�µ�¥�^�K>'�\
°�Š�K�r�M��

– name>8�Í�«�º�¡�†
°�Š�K�r�M��

– address/mask>8IP �”�»�Þ�«�\�
�œ�É�©�Ù�å�[�¿�µ�º�á�î�¡  �Ð�«�¡�†
°�Š�K�r�M���¿�µ�º�Ð�«
�¡�b/²#'�c�
 CIDR �r�S�c�»�µ�º�Ü�A  10 4
�X/²0°�b�8�N�€�[�v�•+��[�M���S�\�<�d�

10.1.1.0/24 �r�S�c  10.1.1.0/255.255.255.0 �\
°�Š�[�A�r�M��

– [...]>8[Browse Source] �²�–�”�ß�¢�Î�µ�¡�«�†6ä�A�r�M���Ü�«�º�?�}�Í�«�º�r�S�c�”�»�Þ�«�†
4E�¥�[�A�r�M��

• [Destination]>8�Ç�•�Ý�±�Ü�å�¢  �”�¡�©�Ù�å�@4:#Ý�I�€�•�º�Û�Ç�•�µ�¡�b��
›�†�æ���K�r�M����
›�c
���b�8�N�€�?�b�‰�2�[
°�Š�[�A�r�M��

– any>8�õ�–�b��
›�”�»�Þ�«�†�æ���M�•�_�c�
 �� any��>&�?�B�•�µ�¥�^�K>'�\
°�Š�K�r�M��

– name>8�Í�«�º�¡�†
°�Š�K�r�M��

– address/mask>8IP �”�»�Þ�«�\�
�œ�É�©�Ù�å�[�¿�µ�º�á�î�¡  �Ð�«�¡�†
°�Š�K�r�M���¿�µ�º�Ð�«
�¡�b/²#'�c�
 CIDR �r�S�c�»�µ�º�Ü�A  10 4
�X/²0°�b�8�N�€�[�v�•+��[�M���S�\�<�d�

10.1.1.0/24 �r�S�c  10.1.1.0/255.255.255.0 �\
°�Š�[�A�r�M��

– [...]>8[Browse Destination] �²�–�”�ß�¢�Î�µ�¡�«�†6ä�A�r�M���Ü�«�º�?�}�Í�«�º�r�S�c�”�»�Þ
�«�†4E�¥�[�A�r�M��

• [Service]>8�Ç�•�Ý�±�Ü�å�¢  �”�¡�©�Ù�å�@4:#Ý�I�€�•�º�Û�Ç�•�µ�¡�b�§�î�Å�«�†�æ���K�r�M����
›
�c���b�8�N�€�?�b�‰�2�[
°�Š�[�A�r�M��

– tcp/port>81 >|  65535 �b�Ï�î�º$��•�†�æ���[�A�r�M���I�}�_�
 TCP �§�î�Å�«�_�c���b�Ÿ8í�Ê�†
�Q#Ý�[�A�r�M��

!=>8>|�\'¼�K�C�^�8���S�\�<�d�
 !=tcp/443 �\�æ���K�r�M��

<>8>|�|�~�`�I�8���S�\�<�d�
 <tcp/2000 �\�æ���K�r�M��

>>8>|�|�~�±�A�8���S�\�<�d�
 >tcp/2000 �\�æ���K�r�M��

->8(
�V���S�\�<�d�
 tcp/2000-3000 �\�æ���K�r�M��

– name>8�˜�™�Ý�À�˜�å  �§�î�Å�«�¡>& http �x  ftp �^�]>'�†
°�Š�K�r�M��
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– [...]>8[Browse Service] �²�–�”�ß�¢�Î�µ�¡�«�†6ä�A�r�M���Ü�«�º�?�}�§�î�Å�«�†4E�¥�[�A�r�M��

• [HTTP Options]>8�G�b8•�æ�c  HTTP �Ç�•�Ý�±  �Ý�î�Ý�b���œ�T�E/²&g�I�€�r�M��

– [When URL exceeds maximum permitted size]>8URL �@�æ���I�€�S�§�–�¬�†2x�<�S���œ�_��/œ
�M�•�”�¡�©�Ù�å�†4E�¥�K�r�M�� URL �b�)�~���Z�
�r�S�c�º�Û�Ç�•�µ�¡�b�È�ß�µ�¡�†4E�¥�[�A
�r�M��

– [Allow outbound traffic if URL server is not available]>8�–�¿�î�È�Ý�_�^�W�Z�8�•�\�A�
 URL 
�Ç�•�Ý�±�Ü�å�¢  �§�î�Â�@�²�˜�å�K�S�~�
�­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�l�b�K)F�@�p�•�I�€�S
�~�M�•���œ�
�Ø�î�¨�c  URL �Ç�•�Ý�±�Ü�å�¢�@��/œ�I�€�^�8"g�Â�[�K)F�[�A�r�M���G�b�œ�É
�©�Ù�å�@�¹�•�­�î�È�Ý�b���œ�
 URL �§�î�Â�@�Q#Ý�Y+��_�^�•�\�
�Ø�î�¨�c�–�å�±�î�¿�µ�º  
Web �§�–�º�_�K)F�[�A�r�O�‡��

– [Block users from connecting to an HTTP proxy server]>8�É�ß�Ÿ�© �§�î�Â�†�Ó�K�S  HTTP 0[�Ó
�†&—�F�K�r�M��

– [Truncate CGI parameters from URL sent to URL server]>8�­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�c�
 �Ã
�Û�Ó�î�±�^�K�b  CGI �«�¡�Ü�É�º�b���d�\�«�¡�Ü�É�º�¡�T�E�†�Ç�•�Ý�±�Ü�å�¢  �§�î�Â�_3?3æ�K
�r�M��

• [HTTPS Options]>8�G�b8•�æ�c�
�»�ß�µ�É�²�˜�å  �Ü�«�º�[  [Filter HTTPS] �œ�É�©�Ù�å�†4E�¥�K�S
���œ�_�T�E/²&g�I�€�r�M��

– [Allow outbound traffic if URL server is not available]>8�–�¿�î�È�Ý�_�^�W�Z�8�•�\�A�
 URL 
�Ç�•�Ý�±�Ü�å�¢  �§�î�Â�@�²�˜�å�K�S�~�
�­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�l�b�K)F�@�p�•�I�€�S
�~�M�•���œ�
�Ø�î�¨�c  URL �Ç�•�Ý�±�Ü�å�¢�@��/œ�I�€�^�8"g�Â�[�K)F�[�A�r�M���G�b�œ�É
�©�Ù�å�@�¹�•�­�î�È�Ý�b���œ�
 URL �§�î�Â�@�Q#Ý�Y+��_�^�•�\�
�Ø�î�¨�c�–�å�±�î�¿�µ�º  
Web �§�–�º�_�K)F�[�A�r�O�‡��

• [FTP Options]>8�G�b8•�æ�c�
�»�ß�µ�É�²�˜�å  �Ü�«�º�[  [Filter FTP] �œ�É�©�Ù�å�†4E�¥�K�S���œ�_
�T�E/²&g�I�€�r�M��

– [Allow outbound traffic if URL server is not available]>8�–�¿�î�È�Ý�_�^�W�Z�8�•�\�A�
 URL 
�Ç�•�Ý�±�Ü�å�¢  �§�î�Â�@�²�˜�å�K�S�~�
�­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�l�b�K)F�@�p�•�I�€�S
�~�M�•���œ�
�Ø�î�¨�c  URL �Ç�•�Ý�±�Ü�å�¢�@��/œ�I�€�^�8"g�Â�[�K)F�[�A�r�M���G�b�œ�É
�©�Ù�å�@�¹�•�­�î�È�Ý�b���œ�
 URL �§�î�Â�@�Q#Ý�Y+��_�^�•�\�
�Ø�î�¨�c�–�å�±�î�¿�µ�º  
Web �§�–�º�_�K)F�[�A�r�O�‡��

– [Block interactive FTP sessions (block if absolute FTP path is not provided)]>8�–�¿�î�È�Ý�_
�^�W�Z�8�•�\�A�
 FTP �¹�•�Þ�¡�º�Ü�l�b%&�P�Ã�«�¡�†�Q#Ý�K�Z�8�•���œ�c�
 FTP 0[�Ó�@�»
�ß�µ�É�I�€�r�M��

�Ô�î�»

���b/²�c�
�G�b�µ+��†�Q#Ý�[�A�•�Ô�î�»�†&g�K�S�v�b�[�M��

�Ç�“�–�”�˜�›�î�Ý  �Ô�î�» �­�Ÿ�×�Ü�¸�•  �¥�å�¸�Ÿ�«�º

�Ý�î�¸�µ�» 3ñ4# �©�å�¢�Ý

�Ð�Ý�³

�¥�å�¸�Ÿ�«
�º �©�«�¸�Ò
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�Ý�î�Ý  �¸�î�È�Ý�b�Ç�•�Ý�±�Ü�å�¢

�Ý�î�Ý  �¸�î�È�Ý�_�±5��b�š�å�º�Ü�@�6�•�\�
"I���b�Ý�î�Ý�†0b�X�E�_�C�C�^�•���œ�@�6�~�r�M���Ý�î
�Ý �¸�î�È�Ý�_�Ç�•�Ý�±�†4:#Ý�K�
�Ç�•�Ý�±�[�æ���I�€�S�Ý�î�Ý�T�E�†/²&g�I�O�•�G�\�@�[�A�r�M��
�Ý�î�Ý  �¸�î�È�Ý�†�Ç�•�Ý�±�Ü�å�¢�M�•�_�c�
���b�m8p�†��/œ�K�r�M��

�«�¸�µ�É 1 �¶�î�Ý�Â�î�b  [Find] �†�¡�Ü�µ�¡�K�r�M�� [Filter] �¶�î�Ý�Â�î�@/²&g�I�€�r�M��

�«�¸�µ�É 2 �Ç�•�Ý�±  �Ü�«�º�?�}���b�Ç�•�Ý�±  �±�–�É�†4E�¥�K�r�M��

• [Source]>8�æ���K�S3æ�™
–�”�»�Þ�«�r�S�c�Í�«�º�¡�_�ö�Y�8�Z�Ý�î�Ý�†/²&g�K�r�M��

• [Destination]>8�æ���K�S��
›�”�»�Þ�«�r�S�c�Í�«�º�¡�_�ö�Y�8�Z�Ý�î�Ý�†/²&g�K�r�M��

• [Source or Destination]>8�æ���K�S3æ�™
–�”�»�Þ�«�x��
›�”�»�Þ�«�r�S�c�Í�«�º�¡�_�ö�Y�8�Z�Ý�î
�Ý�†/²&g�K�r�M��

• [Service]>8�æ���K�S�§�î�Å�«�_�ö�Y�8�Z�Ý�î�Ý�†/²&g�K�r�M��

• [Rule Type]>8�æ���K�S�Ý�î�Ý  �±�–�É�_�ö�Y�8�Z�Ý�î�Ý�†/²&g�K�r�M��

• [Query]>83æ�™
–�
��
›�
�§�î�Å�«�
�>�|�g�Ý�î�Ý  �±�–�É�_���[�S�B�I�€�•0
�œ�¡�š�Ü�î�_�ö�Y�8
�Z�Ý�î�Ý�†/²&g�K�r�M��

�«�¸�µ�É 3 Source�
 Destination�
 Source or Destination�
�>�|�g  Service �@�Ç�•�Ý�±�b���œ�c�
���b�m8p�†��/œ�K
�r�M��

a. �Ü�«�º�?�}�M+´�ö =�†4E�¥�K�r�M���e�Ð�4�†�ö
²�M+´�I�O�•�_�c�� is��>&�?�B�•�µ�¥�^�K>' �
4Š�(�M
+´�I�O�•�_�c�� contains���†4E�¥�K�r�M��

b. !·�œ�M�•�e�Ð�4�†���b�8�N�€�?�b�‰�2�[
°�Š�K�r�M��

– [Condition] �Ç�•�î�Ý�»�_�
3æ�™
–�
��
›�
�r�S�c�§�î�Å�«�b�¡�S�†
°�Š�K�r�M��

– [...] �†�¡�Ü�µ�¡�M�•�\�g!·�²�–�”�ß�¢�@6ä�A�
�Q�G�?�}�¤�Ñ�b�§�î�Å�«�
 IP �”�»�Þ�«�
�r�S�c
�Í�«�º�¡�†4E�¥�[�A�r�M��

�«�¸�µ�É 4 Rule Type �Ç�•�Ý�±�b���œ�c�
�Ü�«�º�?�}�Ý�î�Ý  �±�–�É�†4E�¥�K�r�M��

�«�¸�µ�É 5 Query �Ç�•�Ý�±�b���œ�c�
 [Define Query] �†�¡�Ü�µ�¡�K�
0
�œ�¡�š�Ü�î�†0¿���K�r�M��0
�œ�¡�š�Ü�î�b
0¿���b0ò(ý�_�X�8�Z�c�
 �� Browse Source/Destination/Service��>&P.22-11>' �†�g!·�K�Z�C�T�I�8��

�«�¸�µ�É 6 �Ý�î�Ý  �¸�î�È�Ý�_�Ç�•�Ý�±�†4:#Ý�M�•�_�c�
 [Filter] �†�¡�Ü�µ�¡�K�r�M��

�«�¸�µ�É 7 �Ý�î�Ý  �¸�î�È�Ý�?�}�Ç�•�Ý�±�†�¡�Ü�”�K�Z�M�m�Z�b�Ý�î�Ý  �š�å�º�Ü�†/²&g�M�•�_�c�
 [Clear] �†�¡�Ü�µ
�¡�K�r�M��

Define Query

[Define Query] �²�–�”�ß�¢�Î�µ�¡�«�[�c�
3æ�™
–�
��
›�
�§�î�Å�«�
�Ý�î�Ý  �±�–�É�^�]�
0
�X�b�ö =
�_�ö�Y�8�Z�Ý�î�Ý  �¸�î�È�Ý  �Ç�•�Ý�±�†��*O�[�A�r�M��

�¡�š�Ü�î�†�8�B�K�S�}�
 [OK] �†�¡�Ü�µ�¡�K�r�M���Ç�•�Ý�±�@�S�T�U�_�Ý�î�Ý  �¸�î�È�Ý�_4:#Ý�I�€�r
�M�� [Clear] �†�¡�Ü�µ�¡�M�•�\�
�Ç�•�Ý�±�†�¡�Ü�”�[�A�r�M��
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�Ç�•�î�Ý�»

• [Source]>83æ�™
–�b IP �”�»�Þ�«�r�S�c�Í�«�º�¡���ö
²�M+´�_�c�� is���
4Š�(�M+´�_�c�� contains��
�†4E�¥�K�r�M�� [...] �†�¡�Ü�µ�¡�M�•�\4E�¥�²�–�”�ß�¢�@6ä�A�r�M�� CIDR /²0°>&�”�»�Þ�« / �Å�µ�º
�•�˜�å�º>'�†�Q#Ý�K�Z�¿�µ�º�á�î�¡  �Ð�«�¡�†�æ���[�A�r�M��0
�X�b�”�»�Þ�«�c�
�•�å�Ð>& ,>'�[�

�)�W�Z�æ���[�A�r�M��

• [Destination]>8��
›�b  IP �”�»�Þ�«�r�S�c�Í�«�º�¡���ö
²�M+´�_�c�� is���
4Š�(�M+´�_�c�� contains��
�†4E�¥�K�r�M�� [...] �†�¡�Ü�µ�¡�M�•�\4E�¥�²�–�”�ß�¢�@6ä�A�r�M�� CIDR /²0°>&�”�»�Þ�« / �Å�µ�º
�•�˜�å�º>'�†�Q#Ý�K�Z�¿�µ�º�á�î�¡  �Ð�«�¡�†�æ���[�A�r�M��0
�X�b�”�»�Þ�«�c�
�•�å�Ð>& ,>'�[�

�)�W�Z�æ���[�A�r�M��

• [Source or Destination]>83æ�™
–�r�S�c��
›�b  IP �”�»�Þ�«�r�S�c�Í�«�º�¡���ö
²�M+´�_�c�� is���
4Š
�(�M+´�_�c�� contains���†4E�¥�K�r�M�� [...] �†�¡�Ü�µ�¡�M�•�\4E�¥�²�–�”�ß�¢�@6ä�A�r�M�� CIDR 
/²0°>&�”�»�Þ�« / �Å�µ�º�•�˜�å�º>'�†�Q#Ý�K�Z�¿�µ�º�á�î�¡  �Ð�«�¡�†�æ���[�A�r�M��0
�X�b�”�»�Þ
�«�c�
�•�å�Ð>& ,>'�[�
�)�W�Z�æ���[�A�r�M��

• [Service]>8�§�î�Å�«�b�É�ß�º�¥�Ý / �Ï�î�º�r�S�c�¡�S���ö
²�M+´�_�c�� is���
4Š�(�M+´�_�c
�� contains���†4E�¥�K�r�M�� [...] �†�¡�Ü�µ�¡�M�•�\4E�¥�²�–�”�ß�¢�@6ä�A�r�M��0
�X�b�§�î�Å�«�c�

�•�å�Ð>& ,>'�[�
�)�W�Z�æ���[�A�r�M��

• [Rule Type]>8�Ü�«�º�?�}�Ý�î�Ý  �±�–�É�†4E�¥�K�r�M��

�Ô�î�»

���b/²�c�
�G�b�µ+��†�Q#Ý�[�A�•�Ô�î�»�†&g�K�S�v�b�[�M��

0ò(ý�_��

���Ý�î�Ý  �¸�î�È�Ý�b�Ç�•�Ý�±�Ü�å�¢�� >&P.22-10>'

Browse Source/Destination/Service

[Browse Source/Destination/Service] �²�–�”�ß�¢�Î�µ�¡�«�[�c�
�¤�Ñ�b  IP �”�»�Þ�«  �œ�È�ª�™�¡�º�
�¡
�S�œ�È�ª�™�¡�º�
�r�S�c�§�î�Å�«  �œ�È�ª�™�¡�º�?�}4E�¥�[�A�r�M��

�Ç�•�î�Ý�»

• [Add]>8�‚�K�8  IP �”�»�Þ�«  �œ�È�ª�™�¡�º�
�¡�S�œ�È�ª�™�¡�º�
�r�S�c�§�î�Å�«  �œ�È�ª�™�¡�º�†3ã
�•�K�r�M��

• [Edit]>8�¤�Ñ�b  IP �”�»�Þ�«  �œ�È�ª�™�¡�º�
�¡�S�œ�È�ª�™�¡�º�
�r�S�c�§�î�Å�«  �œ�È�ª�™�¡�º�†)…
7Ÿ�K�r�M��

• [Filter/Clear]>8�²�–�”�ß�¢�Î�µ�¡�«�_/²&g�I�€�Z�8�•�_���†�Ç�•�Ý�±�Ü�å�¢�M�•�S�u�b�e�Ð�4�†
°
�Š�K�r�M��  �²�–�”�ß�¢�Î�µ�¡�«�_/²&g�I�€�Z�8�•�_���_�Ç�•�Ý�±�†4:#Ý�M�•�_�c�
 [Filter] �†�¡�Ü�µ
�¡�K�r�M���Ç�•�Ý�±�†�P7V�K�
�M�m�Z�b�œ�È�ª�™�¡�º�†/²&g�M�•�_�c�
 [Clear] �†�¡�Ü�µ�¡�K�r�M��

• [Type]>8/²&g�I�€�Z�8�•�œ�È�ª�™�¡�º�†�±�–�É>& IP �”�»�Þ�«  �œ�È�ª�™�¡�º�^�]>'�9�_�Z#.�K�r�M��

�Ç�“�–�”�˜�›�î�Ý  �Ô�î�» �­�Ÿ�×�Ü�¸�•  �¥�å�¸�Ÿ�«�º

�Ý�î�¸�µ�» 3ñ4# �©�å�¢�Ý

�Ð�Ý�³

�¥�å�¸�Ÿ�«
�º �©�«�¸�Ò

• • • • —
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'¨  22 'v       �Ç�•�Ý�±  �Ý�î�Ý�b0¿��
  Filter Rules
• [Name]>8�œ�È�ª�™�¡�º�b�¡�S��   �§�î�Å�«�b���œ�c�§�î�Å�«�¡�[�M�� IP �”�»�Þ�«  �œ�È�ª�™�¡�º�b��
�œ�c IP �”�»�Þ�«�
 IP �¡�œ�È�ª�™�¡�º�b���œ�c�Í�«�º�¡�[�M��

• [IP Address]>8�”�»�Þ�«  �œ�È�ª�™�¡�º�b  IP �”�»�Þ�«��

• [Netmask]>8�”�»�Þ�«  �œ�È�ª�™�¡�º�b�¿�µ�º�á�î�¡  �Ð�«�¡��

• [Protocol]>8�§�î�Å�«�@�Q#Ý�M�•�¿�µ�º�á�î�¡  �É�ß�º�¥�Ý>& tcp�
 udp�
 icmp �^�]>' ��

• [Source Ports]>8�§�î�Å�«�@�Q#Ý�M�•3æ�™
–�Ï�î�º��

• [Destination Ports]>8�§�î�Å�«�@�Q#Ý�M�•��
›�Ï�î�º��

• [ICMP Type]>8ICMP �±�–�É>&�S�\�<�d�
�Ý�î�±  �”�»�Â�±�–�¬�Ó�å�º�b  9 �^�]>' ��

• [Description]>&�õ�–>'>8�œ�È�ª�™�¡�º�b1��Â�†�æ���K�r�M��

• [Source/Destination/Service] �Î�±�å>8�Ç�•�Ý�±  �Ý�î�Ý�r�S�c�¡�š�Ü�î�_�”�»�Þ�«  �œ�È�ª�™�¡�º�r
�S�c�§�î�Å�«  �œ�È�ª�™�¡�º�†3ã�•�K�r�M��

�Ô�î�»

���b/²�c�
�G�b�µ+��†�Q#Ý�[�A�•�Ô�î�»�†&g�K�S�v�b�[�M��

0ò(ý�_��

�� Filter Rules��>&P.22-5>'

�� URL �Ç�•�Ý�±�Ü�å�¢�� >&P.22-1>'

�Ç�“�–�”�˜�›�î�Ý  �Ô�î�» �­�Ÿ�×�Ü�¸�•  �¥�å�¸�Ÿ�«�º

�Ý�î�¸�µ�» 3ñ4# �©�å�¢�Ý

�Ð�Ý�³

�¥�å�¸�Ÿ�«
�º �©�«�¸�Ò

• • • • —
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�§�î�Å�«  �Ï�Ü�©�î  �Ý�î�Ý�b0¿��

�G�b'v�[�c�
�§�î�Å�«  �Ï�Ü�©�î  �Ý�î�Ý�†�–�¿�î�È�Ý�_�M�•�‰�2�†1��Â�K�r�M���§�î�Å�«  �Ï�Ü�©�î�[
�c�
�M2��ö�\��3>�ö�†
��<�S�‰�2�[  �­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«  �µ+��†0¿���[�A�r�M���S�\�<�d�

�§�î�Å�«  �Ï�Ü�©�î�†�Q#Ý�M�•�\�
�M�m�Z�b  TCP �”�É�Ü�£�î�©�Ù�å�_4:#Ý�I�€�•�±�–�Ò�”�˜�º  �¥�å�Ç�•
� �×�Þ�î�©�Ù�å�[�c�^�C�
"I���b  TCP �”�É�Ü�£�î�©�Ù�å�_�[�w�b�±�–�Ò�”�˜�º  �¥�å�Ç�•� �×�Þ�î�©�Ù
�å�†�8�B�[�A�r�M��

�G�b'v�c�
���b8o�[�S�B�I�€�Z�8�r�M��

• ���§�î�Å�«  �Ï�Ü�©�î�b�+0[�� >&P.23-1>'

• ��3û4#�º�Û�Ç�•�µ�¡�b�§�î�Å�«  �Ï�Ü�©�î  �Ý�î�Ý�b3ã�•�� >&P.23-4>'

• ��'ö#.�º�Û�Ç�•�µ�¡�b�§�î�Å�«  �Ï�Ü�©�î  �Ý�î�Ý�b3ã�•�� >&P.23-8>'

• ���§�î�Å�«  �Ï�Ü�©�î  �Ý�î�Ý�b8p�Î�b'ö#.�� >&P.23-11>'

• �� RADIUS �”�•�˜�å�¸�•�å�¢  �Ç�•�î�Ý�»�b1��Â�� >&P.23-12>'

�§�î�Å�«  �Ï�Ü�©�î�b�+0[
�G�b8o�[�c�
�­�Ÿ�×�Ü�¸�•  �Ï�Ü�©�î�b�+0[�_�X�8�Z1��Â�K�r�M��1��Â�M�•
Æ���c���b�\�>�~�[�M��

• ���§�Ï�î�º�I�€�•�µ+��� >&P.23-1>'

• ���§�î�Å�«  �Ï�Ü�©�î�b0[(ò�� >&P.23-2>'

• ���¹�Ç�›�Ý�º�b�¢�ß�î�Â�Ý  �Ï�Ü�©�î�� >&P.23-2>'

• ���µ+��b�‰�¥�� >&P.23-3>'

• ��0
�X�b�§�î�Å�«  �Ï�Ü�©�î�b���œ�b�µ+�!·�œ�ž�–�»�Û�–�å�� >&P.23-3>'

• ���Ý�î�Ý
Æ�b0
�X�b�µ+��”�¡�©�Ù�å�@4:#Ý�I�€�•8p�Î�� >&P.23-4>'

�§�Ï�î�º�I�€�•�µ+�

�­�Ÿ�×�Ü�¸�•  �Ï�Ü�©�î�c�
���b�µ+��†�§�Ï�î�º�K�r�M��

• TCP �G0d�ì�
 TCP �K)F�\  UDP �K)F�b�D7H�>�|�g�±�–�Ò�”�˜�º�
 TCP �©�î�£�å�«$��•�b�Û�å�²�Ò
�ì

• CSC

• �”�É�Ü�£�î�©�Ù�å  �–�å�«�Ì�¡�©�Ù�å

• IPS
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'¨  23 'v       �§�î�Å�«  �Ï�Ü�©�î  �Ý�î�Ý�b0¿��
  �§�î�Å�«  �Ï�Ü�©�î�b�+0[
• QoS 
°�Š�Ï�Ü�©�å�¢

• QoS ���Š�Ï�Ü�©�å�¢

• QoS �É�Û�–�œ�Ü�¸�•  �Ÿ�×�î

�§�î�Å�«  �Ï�Ü�©�î�b0[(ò

�§�î�Å�«  �Ï�Ü�©�î�b0¿���[�c�
�–�å�±�î�Ç�™�–�«�6�S�~�b�§�î�Å�«  �Ï�Ü�©�î  �Ý�î�Ý�
�r�S�c�¢�ß�î�Â
�Ý �Ï�Ü�©�î�b�§�î�Å�«  �Ï�Ü�©�î  �Ý�î�Ý�†  1 �X�è�V3ã�•�K�r�M���Q�€�R�€�b�Ý�î�Ý�H�\�_�
���b0[(ò�†
�æ���K�r�M��

1. �Ý�î�Ý�†4:#Ý�M�•�–�å�±�î�Ç�™�–�«�†�æ���M�•�?�
�r�S�c�¢�ß�î�Â�Ý  �Ï�Ü�©�î�†�æ���K�r�M��

2. �”�¡�©�Ù�å�†4:#Ý�M�•�º�Û�Ç�•�µ�¡�†�æ���K�r�M���Þ�–�Ö  3 �>�|�g  4 �b3û4#�º�Û�Ç�•�µ�¡�†�æ���[
�A�r�M��

3. �º�Û�Ç�•�µ�¡  �¡�Û�«�_�”�¡�©�Ù�å�†4:#Ý�K�r�M���º�Û�Ç�•�µ�¡  �¡�Û�«�H�\�_0
�X�b�”�¡�©�Ù�å�†
4:#Ý�[�A�r�M��

�¹�Ç�›�Ý�º�b�¢�ß�î�Â�Ý  �Ï�Ü�©�î

�¹�Ç�›�Ý�º�[�c�
�M�m�Z�b�¹�Ç�›�Ý�º  �”�É�Ü�£�î�©�Ù�å  �–�å�«�Ì�¡�©�Ù�å  �º�Û�Ç�•�µ�¡�_�M+´�M�•�Ï
�Ü�©�î�@�¥�å�Ç�•� �×�Þ�î�©�Ù�å�_�µ�r�€�
"I���b�–�å�«�Ì�¡�©�Ù�å�@�M�m�Z�b�–�å�±�î�Ç�™�–�«�b�º
�Û�Ç�•�µ�¡�_4:#Ý�I�€�r�M>&�¢�ß�î�Â�Ý  �Ï�Ü�©�î>' ���M�m�Z�b�–�å�«�Ì�¡�©�Ù�å�@�¹�Ç�›�Ý�º�[�–�¿�î
�È�Ý�_�^�W�Z�8�•�ƒ�E�[�c�6�~�r�O�‡��4:#Ý�[�A�•�¢�ß�î�Â�Ý  �Ï�Ü�©�î�c  1 �X�T�E�^�b�[�
�¢�ß�î�Â
�Ý �Ï�Ü�©�î�†�š�f�M�•���œ�c�
�¹�Ç�›�Ý�º�b�Ï�Ü�©�î�†)…7Ÿ�M�•�?�
�¹�Ç�›�Ý�º�b�Ï�Ü�©�î�†�¹�•
�­�î�È�Ý�_�K�Z�‚�K�8�Ï�Ü�©�î�†4:#Ý�K�r�M�� >&�–�å�±�î�Ç�™�–�«  �Ï�Ü�©�î�c�¢�ß�î�Â�Ý  �Ï�Ü�©�î�_
ƒ

›�K�r�M>' ��

�¹�Ç�›�Ý�º  �Ï�Ü�©�î�_�c�
���b�”�É�Ü�£�î�©�Ù�å  �–�å�«�Ì�¡�©�Ù�å�@�µ�r�€�r�M��

• �Ó�µ�­�î�ª�b�q�±6×  512 �Â�–�º�_�P�M�•  DNS �–�å�«�Ì�¡�©�Ù�å

• FTP

• H323>&H225>'

• H323>&RAS>'

• RSH

• RTSP

• ESMTP

• SQLnet

• Skinny>&SCCP>'

• SunRPC

• XDMCP

• SIP

• NetBios

• TFTP
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'¨  23 'v       �§�î�Å�«  �Ï�Ü�©�î  �Ý�î�Ý�b0¿��
  �§�î�Å�«  �Ï�Ü�©�î�b�+0[
�µ+��b�‰�¥

�”�¡�©�Ù�å�c�
�µ+��_�Â�L�Z�n�‰�¥�r�S�c�"�‰�¥�_�º�Û�Ç�•�µ�¡�_4:#Ý�I�€�r�M���n�‰�¥�_4:#Ý�I�€�•
�µ+��b���œ�
�º�Û�Ç�•�µ�¡�@�g�‰�¥�b�¡�Û�«  �Ð�µ�É�\�M+´�K�S���œ�_�
�Ï�Ü�©�î  �Ð�µ�É�†4:#Ý�M�•�–
�å�±�î�Ç�™�–�«�†��
°�~�M�•�M�m�Z�b�º�Û�Ç�•�µ�¡�@�s8j�†�w�E�r�M��

>&�@>' �¢�ß�î�Â�Ý  �Ï�Ü�©�î�†�Q#Ý�M�•���œ�c�
�M�m�Z�b�µ+��@�"�‰�¥�[�M���"�M�–�å�±�î�Ç�™�–�«�_4:#Ý�M
�•���œ�_3û�–�n�‰�¥�b�µ+��c�
�¢�ß�î�Â�Ý�_4:#Ý�I�€�•���œ�
�›�–�å�±�î�Ç�™�–�«�b
°�Š�_�b�s4:#Ý�I
�€�r�M���Ï�Ü�©�î�c�M�m�Z�b�–�å�±�î�Ç�™�–�«�_4:#Ý�I�€�•�S�u�
�Ï�Ü�©�î�c�g�‰�¥�_4:#Ý�I�€�
�G�b
���œ�b�n�‰�¥�c
Õ6×�_�^�~�r�M��

�S�\�<�d�
 QoS �É�Û�–�œ�Ü�¸�•  �Ÿ�×�î�b�|�:�^�"�‰�¥�_4:#Ý�I�€�•�µ+��b���œ�c�
�Ï�Ü�©�î  �Ð�µ�É�†
4:#Ý�M�•�–�å�±�î�Ç�™�–�«�†���•�º�Û�Ç�•�µ�¡�T�E�@�s8j�†�w�E�r�M���›�µ+��b�‰�¥�_�X�8�Z�c�

/² 23-1 �†�g!·�K�Z�C�T�I�8��

0
�X�b�§�î�Å�«  �Ï�Ü�©�î�b���œ�b�µ+�!·�œ�ž�–�»�Û�–�å

TCP �>�|�g  UDP �º�Û�Ç�•�µ�¡>&�>�|�g�«�¸�î�º�Ç�Ý  ICMP �–�å�«�Ì�¡�©�Ù�å�@�–�¿�î�È�Ý�b���œ�c  
ICMP>'�b���œ�
�§�î�Å�«  �Ï�Ü�©�î�c�º�Û�Ç�•�µ�¡  �Ç�ß�î�_�P�K�Z�8#Ý�K�
�¶���b�Ã�£�µ�º�_7H���I
�€�r�O�‡���º�Û�Ç�•�µ�¡�@�
 1 �X�b�–�å�±�î�Ç�™�–�«�b�Ï�Ü�©�î�[��*O�I�€�Z�8�•�µ+��_�M+´�M�•�¤�Ñ
�b�K)F�b�M4Š�[�6�•���œ�
�Q�b�º�Û�Ç�•�µ�¡  �Ç�ß�î�†�9�b�–�å�±�î�Ç�™�–�«�b�Ï�Ü�©�î�_�6�•� �L�µ
+��\!·�œ�M�•�G�\�c�[�A�r�O�‡���q�6�b�Ï�Ü�©�î�b�s�@�Q#Ý�I�€�r�M��

�S�\�<�d�
 HTTP �º�Û�Ç�•�µ�¡�@�
 HTTP �º�Û�Ç�•�µ�¡�†�è���M�•
Æ4Š�–�å�±�î�Ç�™�–�«�b�Ï�Ü�©�î�\
�M+´�M�•�\�A�_�
 HTTP �–�å�«�Ì�¡�©�Ù�å#Ý�b�¥4Š�–�å�±�î�Ç�™�–�«�_�9�b�Ï�Ü�©�î�@�6�•���œ�
�Q�b
�º�Û�Ç�•�µ�¡�@�¥4Š�–�å�±�î�Ç�™�–�«�b���Š
��[�v�è���I�€�•�G�\�c�6�~�r�O�‡��� �]�_�
�Q�b�K)F�b
�Ü�±�î�å  �º�Û�Ç�•�µ�¡�@�¥4Š�–�å�±�î�Ç�™�–�«�b
°�Š�Ï�Ü�©�î�_�|�W�Z�è���I�€�S�~�

Æ4Š�–�å�±�î
�Ç�™�–�«�b���Š�Ï�Ü�©�î�_�|�W�Z�è���I�€�S�~�M�•�G�\�v�6�~�r�O�‡��

�«�¸�î�º�Ç�Ý  ICMP �–�å�«�Ì�¡�©�Ù�å�†�–�¿�î�È�Ý�_�K�^�8���œ�b  ICMP �b�|�:�_�
�Ç�ß�î�\�K�Z�…
�ƒ�€�^�8�º�Û�Ç�•�µ�¡�b���œ�c�
�Ü�±�î�å  �º�Û�Ç�•�µ�¡�†�`�~
��b�–�å�±�î�Ç�™�–�«�b�9�b�Ï�Ü�©�î  
�Ð�µ�É�\!·�œ�[�A�r�M���S�\�<�d�

Æ4Š�>�|�g�¥4Š�b�–�å�±�î�Ç�™�–�«�[  IPS �è���†0¿���K�

Æ4Š�Ï�Ü
�©�î�[�c�ì�•�­�å�§�î  1�
�¥4Š�Ï�Ü�©�î�[�c�ì�•�­�å�§�î  2 �†�Q#Ý�K�Z�8�•���œ�
8��«�¸�î�º�Ç�Ý  ping 
�c�ì�•�­�å�§�î  1 �b$Î�™
��\!·�œ�M�•�T�E�[�^�C�
�ì�•�­�å�§�î  2 �b%T�™
��\�v!·�œ�K�r�M��

/² 23-1 �µ+��b�‰�¥

�µ+�
�"�M�–�å�±�î�Ç�™�–�«�[
�b�‰�¥ �¢�ß�î�Â�Ý�[�b�‰�¥

TCP �G0d�ì�
 TCP �K)F�\  UDP �K)F�b�D7H�>
�|�g�±�–�Ò�”�˜�º�
 TCP �©�î�£�å�«$��•�b�Û
�å�²�Ò�ì

�n�‰�¥ 
°�Š

CSC �n�‰�¥ 
°�Š

�”�É�Ü�£�î�©�Ù�å  �–�å�«�Ì�¡�©�Ù�å �n�‰�¥ 
°�Š

IPS �n�‰�¥ 
°�Š

QoS 
°�Š�Ï�Ü�©�å�¢ 
°�Š 
°�Š

QoS ���Š�Ï�Ü�©�å�¢ ���Š ���Š

QoS �É�Û�–�œ�Ü�¸�•  �Ÿ�×�î ���Š ���Š
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'¨  23 'v       �§�î�Å�«  �Ï�Ü�©�î  �Ý�î�Ý�b0¿��
  3û4#�º�Û�Ç�•�µ�¡�b�§�î�Å�«  �Ï�Ü�©�î  �Ý�î�Ý�b3ã�•
�Ý�î�Ý
Æ�b0
�X�b�µ+��”�¡�©�Ù�å�@4:#Ý�I�€�•8p�Î

1 �X�b�Ý�î�Ý
Æ�b�”�¡�©�Ù�å�c���b8p�Î�[��/œ�I�€�r�M��

• TCP �G0d�ì�
 TCP �K)F�\  UDP �K)F�b�D7H�>�|�g�±�–�Ò�”�˜�º�
 TCP �©�î�£�å�«$��•�b�Û�å�²�Ò
�ì

>&�@>' �­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�@�É�ß�Ÿ�©  �§�î�Å�«>& AAA �x  CSC �^�]>'�†��/œ�K�S�~�
 TCP 
�Ì�–�ß�î�»>& FTP �–�å�«�Ì�¡�©�Ù�å>'�†�š�f�K�S�~�M�•�\�A�c�
 TCP �À�î�Ð�Û�–�¨�c�¹�×�”�Ý  
�Ô�î�»�[�·�8�K�r�M���Q�b���œ�
�§�î�Å�«�†�š�f�M�•�É�ß�Ÿ�©�x�Ì�–�ß�î�»�b�S�‹�[4:#Ý�I�€
�r�M��

• CSC

• �”�É�Ü�£�î�©�Ù�å  �–�å�«�Ì�¡�©�Ù�å

• IPS

• QoS 
°�Š�Ï�Ü�©�å�¢

• QoS ���Š�Ï�Ü�©�å�¢

• QoS �É�Û�–�œ�Ü�¸�•  �Ÿ�×�î

3û4#�º�Û�Ç�•�µ�¡�b�§�î�Å�«  �Ï�Ü�©�î  �Ý�î�Ý�b3ã�•
3û4#�º�Û�Ç�•�µ�¡�b�§�î�Å�«  �Ï�Ü�©�î  �Ý�î�Ý�†3ã�•�M�•�_�c�
���b�m8p�†��/œ�K�r�M��

�«�¸�µ�É 1 [Configuration] > [Firewall] > [Service Policy Rules] �[�
 [Add] �†�¡�Ü�µ�¡�K�r�M��

[Add Service Policy Rule Wizard - Service Policy] �²�–�”�ß�¢�Î�µ�¡�«�@/²&g�I�€�r�M��

>&�@>' [Add] �Î�±�å�b�‘
��_�6�•�`�I�^%®�3�[�c�^�C  [Add] �Î�±�å�†�¡�Ü�µ�¡�M�•�\�
3û4#�º�Û
�Ç�•�µ�¡  �Ý�î�Ý�@�¹�Ç�›�Ý�º�[3ã�•�I�€�r�M�� [Add] �Î�±�å�V�b%®�3�†�¡�Ü�µ�¡�M�•�\�
3û4#
�º�Û�Ç�•�µ�¡  �Ý�î�Ý�\'ö#.�º�Û�Ç�•�µ�¡  �Ý�î�Ý�b�8�N�€�?�†4E�¥�[�A�r�M��

�«�¸�µ�É 2 [Create a Service Policy and Apply To] 8•�æ�[�
���b�œ�É�©�Ù�å�b  1 �X�†�¡�Ü�µ�¡�K�r�M��

• [Interface]��  �G�b�œ�É�©�Ù�å�[�c�
�§�î�Å�«  �Ï�Ü�©�î�@  1 �X�b�–�å�±�î�Ç�™�–�«�_4:#Ý�I�€�r�M��
�–�å�±�î�Ç�™�–�«  �Ï�Ü�©�î�c�
�¢�ß�î�Â�Ý  �Ï�Ü�©�î�|�~
ƒ
›�I�€�r�M��

a. �»�ß�µ�É�²�˜�å  �Ü�«�º�?�}�–�å�±�î�Ç�™�–�«�†4E�¥�K�r�M��

�M�[�_�Ï�Ü�©�î�@4:#Ý�I�€�Z�8�•�–�å�±�î�Ç�™�–�«�†4E�¥�M�•���œ�c�
�˜�•�¨�î�»�b�æ&g�_
�‘�W�Z�
�‚�K�8�§�î�Å�«  �Ï�Ü�©�î  �Ý�î�Ý�†�Q�b�–�å�±�î�Ç�™�–�«�_3ã�•�[�A�r�M��

b. �‚�K�8�§�î�Å�«  �Ï�Ü�©�î�b���œ�c�
 [Policy Name] �Ç�•�î�Ý�»�_�¡�S�†
°�Š�K�r�M��

c. >&�õ�–>' [Description] �Ç�•�î�Ý�»�_1��Â�†
°�Š�K�r�M��

• [Global - applies to all interfaces]���G�b�œ�É�©�Ù�å�[�c�
�§�î�Å�«  �Ï�Ü�©�î�@�M�m�Z�b�–�å�±�î
�Ç�™�–�«�_�¢�ß�î�Â�Ý�_4:#Ý�I�€�r�M���¹�Ç�›�Ý�º  �”�É�Ü�£�î�©�Ù�å  �–�å�«�Ì�¡�©�Ù�å�b�§�î�Å
�«  �Ï�Ü�©�î  �Ý�î�Ý�†�µ�t�¢�ß�î�Â�Ý  �Ï�Ü�©�î�c�
�¹�Ç�›�Ý�º�[�Ñ�~�K�r�M��0ò(ý�_�X�8�Z�c�


���¹�Ç�›�Ý�º�b�¢�ß�î�Â�Ý  �Ï�Ü�©�î�� >&P.23-2>' �†�g!·�K�Z�C�T�I�8���˜�•�¨�î�»�†�Q#Ý�K�Z�Ý�î�Ý
�†�¢�ß�î�Â�Ý  �Ï�Ü�©�î�_3ã�•�[�A�r�M��

�«�¸�µ�É 3 [Next] �†�¡�Ü�µ�¡�K�r�M��
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'¨  23 'v       �§�î�Å�«  �Ï�Ü�©�î  �Ý�î�Ý�b0¿��
  3û4#�º�Û�Ç�•�µ�¡�b�§�î�Å�«  �Ï�Ü�©�î  �Ý�î�Ý�b3ã�•
[Add Service Policy Rule Wizard - Traffic Classification Criteria] �²�–�”�ß�¢�Î�µ�¡�«�@/²&g�I�€�r�M��

�«�¸�µ�É 4 ���b�œ�É�©�Ù�å�b�8�N�€�?�†�¡�Ü�µ�¡�K�Z�
�Ï�Ü�©�î�b�”�¡�©�Ù�å�†4:#Ý�M�•�º�Û�Ç�•�µ�¡�†�æ���K�r
�M��

• [Create a new traffic class]�� [Create a new traffic class] �Ç�•�î�Ý�»�_�º�Û�Ç�•�µ�¡  �¡�Û�«�¡�†
°�Š
�K�
1��Â>&�õ�–>'�†
°�Š�K�r�M��

�ö =�b�8�N�€�?�†�Q#Ý�K�Z�º�Û�Ç�•�µ�¡�†"I���K�r�M��

– [Default Inspection Traffic]>8�G�b�¡�Û�«�c�
�­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«  �@�è���•+��^�M�m
�Z�b�”�É�Ü�£�î�©�Ù�å�_�|�W�Z�Q#Ý�I�€�•�
�¹�Ç�›�Ý�º�b  TCP �>�|�g  UDP �Ï�î�º�†!·�œ�K�r
�M��

�¹�Ç�›�Ý�º  �Ï�î�º�b�Ü�«�º�_�X�8�Z�c�
 ���¹�Ç�›�Ý�º�b�è���Ï�Ü�©�î�� >&P.24-3>' �†�g!·�K�Z�C
�T�I�8���­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«  �_�c�
�¹�Ç�›�Ý�º�b�–�å�«�Ì�¡�©�Ù�å  �º�Û�Ç�•�µ�¡�_
�M+´�K�Z�
�M�m�Z�b�–�å�±�î�Ç�™�–�«�V�b�º�Û�Ç�•�µ�¡�_
¹3û�è���†4:#Ý�M�•�¹�Ç�›�Ý�º  �¢
�ß�î�Â�Ý  �Ï�Ü�©�î�@�µ�r�€�r�M�� Default Inspection Traffic �¡�Û�«�_�Ï�î�º�@�µ�r�€�Z�8�•�M
�m�Z�b�”�É�Ü�£�î�©�Ù�å�@�
�Ï�Ü�©�î  �Ð�µ�É�_�>�8�Z�¹�Ç�›�Ý�º�[�–�¿�î�È�Ý�_�^�W�Z�8�•
�ƒ�E�[�c�6�~�r�O�‡��

Source and Destination IP Address (uses ACL) �¡�Û�«�†  Default Inspection Traffic �¡�Û�«�\�M
)t�_�æ���K�Z�
!·�œ�I�€�•�º�Û�Ç�•�µ�¡�†) �~3¸�t�G�\�@�[�A�r�M�� Default Inspection 
Traffic �¡�Û�«�_�|�W�Z!·�œ�M�•�Ï�î�º�@�æ���I�€�•�S�u�
�”�¡�­�«  �Ü�«�º�b�Ï�î�º�c�M�m�Z
!“0i�I�€�r�M��

– [Source and Destination IP Address (uses ACL)]>8�G�b�¡�Û�«�c�Ñ�G�”�¡�­�«  �Ü�«�º�[�æ���I
�€�Z�8�•�º�Û�Ç�•�µ�¡�†!·�œ�K�r�M���­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�@�º�Û�å�«�Ì�”�Þ�å�º  
�Ç�“�–�”�˜�›�î�Ý  �Ô�î�»�[�·�8�K�Z�8�•���œ�c�
 EtherType �”�¡�­�«  �Ü�«�º�†�Q#Ý�[�A�r�M��

>&�@>' �G�b�±�–�É�b�‚�K�8�º�Û�Ç�•�µ�¡  �¡�Û�«�†�8�B�M�•���œ�c�
�q�6�_�”�¡�­�«  �¥�å�º
�ß�î�Ý  �š�å�º�Ü>& ACE>'�†  1 �X�T�E�æ���[�A�r�M���Ý�î�Ý�†3ã�•�K�S�‹�c�
� �L�–�å
�±�î�Ç�™�–�«�r�S�c�¢�ß�î�Â�Ý  �Ï�Ü�©�î�_�‚�K�8�Ý�î�Ý�†3ã�•�K�
�Q�€�?�}  [Traffic 
Classification] �²�–�”�ß�¢�Î�µ�¡�« >&�è�W�†�g!·>' �[  [Add rule to existing traffic class] 
�†�æ���M�•�G�\�_�|�W�Z�
 ACE �†3ã�•�[�A�r�M��

– [Tunnel Group]>8�G�b�¡�Û�«�c�
 QoS �†4:#Ý�M�•�º�å�¿�Ý  �¢�Ý�î�É�b�º�Û�Ç�•�µ�¡�†!·�œ�K
�r�M���Q�b�Ú�_�v�:  1 �X�b�º�Û�Ç�•�µ�¡!·�œ�œ�É�©�Ù�å�†�æ���K�Z�º�Û�Ç�•�µ�¡!·�œ�P1ß�†�I
�}�_) 3¸�s�
 [Any Traffic] �
 [Source and Destination IP Address (uses ACL)]�
�r�S�c  [Default 
Inspection Traffic] �†�<7V�[�A�r�M��

– [TCP or UDP Destination Port]>81 �X�b�Ï�î�º�r�S�c4�)F�M�•�M��(
�V�b�Ï�î�º�†!·�œ�K�r�M��

�Ä�å�º 0
�X�b8�4�)F�Ï�î�º�†�Q#Ý�M�•�”�É�Ü�£�î�©�Ù�å�b���œ�c�
 [Source and Destination IP 
Address (uses ACL)] �†�Q#Ý�K�Z�›�Ï�î�º�†!·�œ�K�r�M��

– [RTP Range]>8�¡�Û�«  �Ð�µ�É�c�
 RTP �º�Û�Ç�•�µ�¡�†!·�œ�K�r�M��

– [IP DiffServ CodePoints (DSCP)]>8�G�b�¡�Û�«�c�
 IP �Ê�µ�²�î�b�q�±  8 �X�b  DSCP �Í�†!·�œ
�K�r�M��

– [IP Precedence]>8�G�b�¡�Û�«  �Ð�µ�É�c�
 IP �Ê�µ�²�î�b  TOS �Â�–�º�_�|�W�Z/²�I�€�•�
�q�±  4 
�X�b  Precedence �Í�†!·�œ�K�r�M��

– [Any Traffic]>8�M�m�Z�b�º�Û�Ç�•�µ�¡�†!·�œ�K�r�M��

• [Add rule to existing traffic class]���M�[�_� �L�–�å�±�î�Ç�™�–�«�_�§�î�Å�«  �Ï�Ü�©�î  �Ý�î�Ý�†�æ
���K�Z�8�•���œ�
�r�S�c�¢�ß�î�Â�Ý  �§�î�Å�«  �Ï�Ü�©�î�†3ã�•�M�•���œ�c�
�G�b�œ�É�©�Ù�å�_�|�W
�Z�¤�Ñ�b�”�¡�­�«  �Ü�«�º�_  ACE �†3ã�•�[�A�r�M���G�b�–�å�±�î�Ç�™�–�«�b�§�î�Å�«  �Ï�Ü�©�î  
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'¨  23 'v       �§�î�Å�«  �Ï�Ü�©�î  �Ý�î�Ý�b0¿��
  3û4#�º�Û�Ç�•�µ�¡�b�§�î�Å�«  �Ï�Ü�©�î  �Ý�î�Ý�b3ã�•
�Ý�î�Ý�[  [Source and Destination IP Address (uses ACL)] �œ�É�©�Ù�å�†4E�¥�K�S���œ�c�
�¦�S�_�8
�B�K�S�M�m�Z�b�”�¡�­�«  �Ü�«�º�_  ACE �†3ã�•�[�A�r�M���G�b�º�Û�Ç�•�µ�¡  �¡�Û�«�[�c�
0
�X�b  
ACE �†3ã�•�M�•���œ�[�6�W�Z�v�
 1 �­�µ�º�b�Ý�î�Ý  �”�¡�©�Ù�å�K�?�æ���[�A�r�O�‡���G�b�m8p
²
�/�†)Þ�~3É�M�G�\�_�|�W�Z�
0
�X�b  ACE �†� �L�º�Û�Ç�•�µ�¡  �¡�Û�«�_3ã�•�[�A�r�M�� ACE �b8p
�Î�b�š�f�‰�2�_�X�8�Z�c�
 ���§�î�Å�«  �Ï�Ü�©�î  �Ý�î�Ý�b8p�Î�b'ö#.�� >&P.23-11>' �†�g!·�K�Z�C�T�I
�8��

• [Use an existing traffic class]���9�b�–�å�±�î�Ç�™�–�«�b�Ý�î�Ý�[�Q#Ý�I�€�•�º�Û�Ç�•�µ�¡  �¡�Û�«�†
�8�B�K�S���œ�c�
�Q�b�º�Û�Ç�•�µ�¡  �¡�Û�«��*O�†�G�b�Ý�î�Ý�[
Ì�Q#Ý�[�A�r�M�� 1 �X�b�Ý�î�Ý�b�º
�Û�Ç�•�µ�¡  �¡�Û�«�†�š�f�M�•�\�
�Q�b�š�f�c� �L�º�Û�Ç�•�µ�¡  �¡�Û�«�†�Q#Ý�M�•�M�m�Z�b�Ý�î�Ý
�_)E�Ž�I�€�r�M���¥�å�Ç�•� �×�Þ�î�©�Ù�å�_  CLI �[
°�Š�K�S  class-map �¥�Ð�å�»�@�µ�r�€�Z�8�•
���œ�c�
�Q�€�}�b�º�Û�Ç�•�µ�¡  �¡�Û�«�¡�v�Q#Ý�[�A�r�M>&�S�T�K�
�Q�b�º�Û�Ç�•�µ�¡  �¡�Û�«�b��
*O�†/²&g�M�•�_�c�
�Q�b�Ý�î�Ý�†�8�B�M�•�²0[�@�6�~�r�M>' ��

• [Use class default as the traffic class]���G�b�œ�É�©�Ù�å�[�c�
�M�m�Z�b�º�Û�Ç�•�µ�¡�†!·�œ�M�•  
class-default �¡�Û�«�†�Q#Ý�K�r�M�� class-default �¡�Û�«�c�
�­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�_�|�W�Z
+¬�·$×�_�8�B�I�€�
�Ï�Ü�©�î�b�q�‹�_4Ä*(�I�€�r�M���”�¡�©�Ù�å�†�1�v4:#Ý�K�^�8���œ�[�v�­�Ÿ�×
�Ü�¸�•  �”�É�Û�–�”�å�«�_�|�W�Z�8�B�I�€�r�M�@�

Æ4Š�[�b�Q#Ý�_7H�}�€�r�M���²0[�_�Â�L�Z�
�G
�b�¡�Û�«�_�”�¡�©�Ù�å�†4:#Ý�[�A�r�M���G�€�c�
�M�m�Z�b�º�Û�Ç�•�µ�¡�†!·�œ�M�•�‚�K�8�º�Û
�Ç�•�µ�¡  �¡�Û�«�†�8�B�M�•�|�~�v�}�<�^���œ�@�6�~�r�M�� class-default �¡�Û�«�†�Q#Ý�K�Z�
�G�b
�§�î�Å�«  �Ï�Ü�©�î�_�Ý�î�Ý�†  1 �X�T�E�8�B�[�A�r�M���G�€�c�
�›�º�Û�Ç�•�µ�¡  �¡�Û�«�†6õ4��Ü�E
�•�G�\�@�[�A�•�b�c�
�§�î�Å�«  �Ï�Ü�©�î�H�\�_  1 �X�b�Ý�î�Ý�T�E�[�6�•�S�u�[�M��

�«�¸�µ�É 5 [Next] �†�¡�Ü�µ�¡�K�r�M��

�«�¸�µ�É 6 ���_/²&g�I�€�•�²�–�”�ß�¢�Î�µ�¡�«�c�
4E�¥�K�S�º�Û�Ç�•�µ�¡!·�œ�ö =�_�Â�L�Z$��^�~�r�M��

>&�@>' [Any Traffic] �œ�É�©�Ù�å�b���œ�_�c�
3ã�•0¿���†/œ�:�S�u�b"I�9�^�²�–�”�ß�¢�Î�µ�¡�«�c�6�~
�r�O�‡��

• [Default Inspections]>8�G�b�²�–�”�ß�¢�Î�µ�¡�«�c�_���f�j�b% $×�[�T�E/²&g�I�€�
�º�Û�Ç�•�µ�¡  
�¡�Û�«�_�µ�r�€�•�”�É�Ü�£�î�©�Ù�å�\�Ï�î�º�@&g�I�€�r�M��

• [Source and Destination Address]>8�G�b�²�–�”�ß�¢�Î�µ�¡�«�[�c�
3æ�™
–�”�»�Þ�«�\��
›�”�»�Þ�«
�†0¿���[�A�r�M��

a. [Match] �r�S�c  [Do Not Match] �†�¡�Ü�µ�¡�K�r�M��

[Match] �œ�É�©�Ù�å�[�c�
�”�»�Þ�«�@�M+´�M�•�º�Û�Ç�•�µ�¡�_�”�¡�©�Ù�å�†4:#Ý�M�•���œ�b
�Ý�î�Ý�†�8�B�K�r�M�� [Do Not Match] �œ�É�©�Ù�å�[�c�
�º�Û�Ç�•�µ�¡�†�æ���K�S�”�¡�©�Ù�å�b
4:#Ý�?�}
 7V�K�r�M���S�\�<�d�
 10.1.1.25 �†7V�8�Z�
 10.1.1.0/24 �b�º�Û�Ç�•�µ�¡�M�m�Z�†!·
�œ�K�
�Q�b�º�Û�Ç�•�µ�¡�_�K)F�D7H�†4:#Ý�M�•�\�K�r�M���G�b���œ�c�
 2 �X�b�Ý�î�Ý

>&[Match] �œ�É�©�Ù�å�†�Q#Ý�K�S 10.1.1.0/24 �_�P�M�•�Ý�î�Ý�>�|�g  [Do Not Match] �œ�É�©�Ù�å
�†�Q#Ý�K�S 10.1.1.25 �_�P�M�•�Ý�î�Ý>'�†�8�B�K�r�M���²�N�
 Do Not Match �Ý�î�Ý�@  Match 
�Ý�î�Ý�b�V�_�^�•�|�:�_4Ä*(�K�Z�C�T�I�8��8p�Î�†3ë�_�M�•�\�
 10.1.1.25 �@�q�6�_  Match 
�Ý�î�Ý�†!·�œ�M�•�G�\�_�^�~�r�M��

b. [Source] �Ç�•�î�Ý�»�[�
3æ�™
–  IP �”�»�Þ�«�†
°�Š�M�•�?�
 [...] �Î�±�å�†�¡�Ü�µ�¡�K�Z  ASDM 
�_�M�[�_��*O�I�€�Z�8�•  IP �”�»�Þ�«�†4E�¥�K�r�M��

�É�Þ�Ç�•�µ�¡�« / 6×�I/²0°>& 10.1.1.0/24 �^�]>'�†�Q#Ý�K�Z�”�»�Þ�«�\�§�È�¿�µ�º  �Ð�«�¡�†�æ
���K�r�M���Ð�«�¡�†�Q#Ý�O�N�_  IP �”�»�Þ�«�†
°�Š�M�•�\�
�Q�b�”�»�Þ�«�c�q�‹�@  0 �[�6�W�Z
�v�Í�«�º  �”�»�Þ�«�\0b�^�I�€�r�M��

�õ�–�b3æ�™
–�”�»�Þ�«�†�æ���M�•�_�c�
 any �†
°�Š�K�r�M��

�”�»�Þ�«�@0
�X�6�•���œ�c�•�å�Ð�[�
�)�~�r�M��

c. [Destination] �Ç�•�î�Ý�»�[�
��
›  IP �”�»�Þ�«�†
°�Š�M�•�?�
 [...] �Î�±�å�†�¡�Ü�µ�¡�K�Z  
ASDM �_�M�[�_��*O�I�€�Z�8�•  IP �”�»�Þ�«�†4E�¥�K�r�M��
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'¨  23 'v       �§�î�Å�«  �Ï�Ü�©�î  �Ý�î�Ý�b0¿��
  3û4#�º�Û�Ç�•�µ�¡�b�§�î�Å�«  �Ï�Ü�©�î  �Ý�î�Ý�b3ã�•
�É�Þ�Ç�•�µ�¡�« / 6×�I/²0°>& 10.1.1.0/24 �^�]>'�†�Q#Ý�K�Z�”�»�Þ�«�\�§�È�¿�µ�º  �Ð�«�¡�†�æ
���K�r�M���Ð�«�¡�†�Q#Ý�O�N�_  IP �”�»�Þ�«�†
°�Š�M�•�\�
�Q�b�”�»�Þ�«�c�q�‹�@  0 �[�6�W�Z
�v�Í�«�º  �”�»�Þ�«�\0b�^�I�€�r�M��

�õ�–�b��
›�”�»�Þ�«�†�æ���M�•�_�c�
 any �†
°�Š�K�r�M��

�”�»�Þ�«�@0
�X�6�•���œ�c�•�å�Ð�[�
�)�~�r�M��

d. [Service] �Ç�•�î�Ý�»�[�
��
›�§�î�Å�«�b  IP �§�î�Å�«�¡�r�S�c$��•�†
°�Š�M�•�?�
 [...] �Î�±�å
�†�¡�Ü�µ�¡�K�Z�§�î�Å�«�†4E�¥�K�r�M��

TCP �r�S�c  UDP �b�Ï�î�º$��•�
�6�•�8�c  ICMP �§�î�Å�«$��•�†�æ���M�•���œ�c�
 �É�ß�º�¥�Ý
/ �Ï�î�º �†
°�Š�K�r�M���S�\�<�d�
 TCP/8080 �\
°�Š�K�r�M��

�¹�Ç�›�Ý�º�[�c�
�§�î�Å�«�c  IP �[�M��

�§�î�Å�«�@0
�X�6�•���œ�c�•�å�Ð�[�
�)�~�r�M��

e. >&�õ�–>' [Description] �Ç�•�î�Ý�»�_1��Â�†
°�Š�K�r�M��

f. >&�õ�–>' TCP �r�S�c  UDP �b3æ�™
–�§�î�Å�«�†�æ���M�•�_�c�
 [More Options] 8•�æ�†�¡�Ü�µ�¡
�K�Z6ä�A�
 [Source Service] �Ç�•�î�Ý�»�_  TCP �§�î�Å�«�r�S�c  UDP �§�î�Å�«�†
°�Š�K�r�M��

��
›�§�î�Å�«�\3æ�™
–�§�î�Å�«�c� �L�[�6�•�²0[�@�6�~�r�M�� [Destination Service] �Ç�•�î�Ý
�»�†�¥�Æ�î�K�
 [Source Service] �Ç�•�î�Ý�»�_2��~�Ü�E�r�M��

g. >&�õ�–>'�Ý�î�Ý�†8��”�¡�¸�•�È�_�M�•�_�c�
 [More Options] 8•�æ�†�¡�Ü�µ�¡�K�Z6ä�A�
 [Enable 
Rule] �†�œ�Ç�_�K�r�M��

�G�b0¿���c�
�Ý�î�Ý�†�P7V�O�N�_!“� �_�K�S�8���œ�_�}�<�[�M��

h. >&�õ�–>'�Ý�î�Ý�b�ì6ë(
�V�†�æ���M�•�_�c�
 [More Options] 8•�æ�†�¡�Ü�µ�¡�K�Z6ä�A�
 [Time 
Range] �»�ß�µ�É�²�˜�å  �Ü�«�º�?�}�ì6ë(
�V�†4E�¥�K�r�M��

�‚�K�8�ì6ë(
�V�†3ã�•�M�•�_�c�
 [...] �Î�±�å�†�¡�Ü�µ�¡�K�r�M��0ò(ý�_�X�8�Z�c�
 ���ì6ë(
�V
�b0¿���� >&P.8-15>' �†�g!·�K�Z�C�T�I�8��

�G�b0¿���c�
�¦�S�_0¿���K�S�ì6ë�_�T�E�Ý�î�Ý�†�”�¡�¸�•�È�_�M�•���œ�_�}�<�[�M��

• [Tunnel Group]>8[Tunnel Group] �»�ß�µ�É�²�˜�å  �Ü�«�º�?�}�º�å�¿�Ý  �¢�Ý�î�É�†4E�¥�M�•�?�
�r
�S�c  [New] �†�¡�Ü�µ�¡�K�Z�‚�K�8�º�å�¿�Ý  �¢�Ý�î�É�†3ã�•�K�r�M��0ò(ý�_�X�8�Z�c�
 �� [Add IPSec 
Remote Access Connection] �>�|�g  [Add SSL VPN Access Connection]��>&P.32-68>' �†�g!·�K�Z�C
�T�I�8��

�›�Ç�ß�î�†�Ï�Ü�©�å�¢�M�•�_�c�
 [Match flow destination IP address] �†�œ�å�_�K�r�M���[�w�b  IP 
��
›�”�»�Þ�«�_�¥�?�:�º�Û�Ç�•�µ�¡�c�
�M�m�Z�Ç�ß�î�\0b�^�I�€�r�M��

• [Destination Port]>8[TCP] �r�S�c  [UDP] �†�¡�Ü�µ�¡�K�r�M��

[Service] �Ç�•�î�Ý�»�_�
�Ï�î�º$��•�r�S�c�¡�S�†
°�Š�M�•�?�
�r�S�c  [...] �†�¡�Ü�µ�¡�K�Z  ASDM 
�[��*O�í�s�b�§�î�Å�«�†4E�¥�K�r�M��

• [RTP Range]>8RTP �Ï�î�º(
�V�†  2000 >|  65534 �b6ë�[
°�Š�K�r�M��(
�V
Æ�b�q�±�Ï�î�º�X�c�

16383 �[�M��

• [IP DiffServ CodePoints (DSCP)]>8[DSCP Value to Add] 8•�æ�[�
 [Select Named DSCP Values] �?
�}�Í�†4E�¥�M�•�?�
�r�S�c  [Enter DSCP Value (0-63)] �Ç�•�î�Ý�»�_�Í�†
°�Š�K�
 [Add] �†�¡�Ü�µ�¡
�K�r�M��

�²0[�_�Â�L�Z�Í�†3ã�•�M�•�?�
�r�S�c  [Remove] �Î�±�å�†�Q#Ý�K�Z�Í�†�P7V�K�r�M��

• [IP Precedence]>8[Available IP Precedence] 8•�æ�[�Í�†4E�¥�K�
 [Add] �†�¡�Ü�µ�¡�K�r�M��

�²0[�_�Â�L�Z�Í�†3ã�•�M�•�?�
�r�S�c  [Remove] �Î�±�å�†�Q#Ý�K�Z�Í�†�P7V�K�r�M��

�«�¸�µ�É 7 [Next] �†�¡�Ü�µ�¡�K�r�M��

[Add Service Policy Rule - Rule Actions] �²�–�”�ß�¢�Î�µ�¡�«�@/²&g�I�€�r�M��

�«�¸�µ�É 8 ���b8o�b1��Â�_�‘�W�Z  1 �X�è�V�b�Ý�î�Ý  �”�¡�©�Ù�å�†0¿���K�r�M��
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'¨  23 'v       �§�î�Å�«  �Ï�Ü�©�î  �Ý�î�Ý�b0¿��
  'ö#.�º�Û�Ç�•�µ�¡�b�§�î�Å�«  �Ï�Ü�©�î  �Ý�î�Ý�b3ã�•
• '¨ 24 'v���”�É�Ü�£�î�©�Ù�å  �Þ�–�Ö  �É�ß�º�¥�Ý  �–�å�«�Ì�¡�©�Ù�å�b0¿����

• ���K)F�b0¿���� >&P.27-6>'

• �� [QoS] �±�È�b�Ç�•�î�Ý�»�_���� >&P.28-2>'

• '¨ 39 'v�� IPS �b0¿����

• '¨ 40 'v�� Trend Micro Content Security �b0¿����

�«�¸�µ�É 9 [Finish] �†�¡�Ü�µ�¡�K�r�M��

'ö#.�º�Û�Ç�•�µ�¡�b�§�î�Å�«  �Ï�Ü�©�î  �Ý�î�Ý�b3ã�•
'ö#.% $×�[�­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�_3?3æ�I�€�•�º�Û�Ç�•�µ�¡�b�§�î�Å�«  �Ï�Ü�©�î�†�8�B�[�A�r
�M���G�b�±�–�É�b�­�Ÿ�×�Ü�¸�•  �Ï�Ü�©�î�[�c�
 RADIUS �”�•�˜�å�¸�•�å�¢�è���\�K)F�D7H�†��/œ�[�A
�r�M���G�b8o�[�c�
���b�º�Æ�µ�¡�_�X�8�Z�v�~�V�F�r�M��

• �� RADIUS �”�•�˜�å�¸�•�å�¢  �–�å�«�Ì�¡�©�Ù�å�b�+0[�� >&P.23-8>'

• ��'ö#.�º�Û�Ç�•�µ�¡�b�§�î�Å�«  �Ï�Ü�©�î  �Ý�î�Ý�b0¿���� >&P.23-8>'

RADIUS �”�•�˜�å�¸�•�å�¢  �–�å�«�Ì�¡�©�Ù�å�b�+0[

�|�C%±�}�€�Z�8�•�e8Ÿ�b  1 �X�_  GPRS �¿�µ�º�á�î�¡�[�b4#�k13�Ó�7�Á�@�6�~�r�M��4#�k13�Ó�7�Á�[�c�

�<#Ý�K�Z�8�^�8�§�î�Å�«�_�X�8�Z�q5 �†13�Ó�I�€�•�S�u�
�Ø�î�¨�@�ã�~�x�Y 6�†�¤�L�•�>�Q�€�@�6�~�r
�M���G�b���œ�
�O�–�b�6�•�7�Á*…�c�
�§�î�Â�l�b�K)F�†�­�µ�º�”�µ�É�K�
 SGSN �?�}  IP �”�»�Þ�«�†�v
�“�K�r�M���7�Á*…�@�¥�î�Ý�†)
�¢�K�Z�v�
�7�Á*…�b�§�î�Â�c�Ã�£�µ�º�b3æ�™�†)F�E�r�M���G�b�Ã�£�µ�º
�c  GGSN �_�|�W�Z�»�ß�µ�É�I�€�r�M�@�
�§�î�Â�?�}�b�K)F�c�”�¡�¸�•�È�^�r�r�[�M���7�Á*…�_�m�~�\
�Z�}�€�Z�8�S  IP �”�»�Þ�«�@0Ž�:�I�€�
�G0d�Ø�î�¨�_
Ì�m�~�\�Z�I�€�•�b�[�
�G0d�Ø�î�¨�c�
�7�Á*…�@
�<#Ý�M�•�§�î�Å�«�b�(�r�[13�Ó�I�€�•�G�\�_�^�~�r�M��

RADIUS �”�•�˜�å�¸�•�å�¢  �–�å�«�Ì�¡�©�Ù�å�[�c�
 GGSN �_�|�W�Z�è���I�€�•�º�Û�Ç�•�µ�¡�@�G0d�b
�v�b�[�6�•�G�\�†&�1��M�•�G�\�_�|�W�Z�
�G�b�±�–�É�b�7�Á�†75�F�K�r�M�� RADIUS �”�•�˜�å�¸�•�å
�¢�b�µ+��†�G�K�C0¿���K�Z�>�C�\�
�­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�c�
 RADIUS �”�•�˜�å�¸�•�å�¢0[�Ó
�b6ä���Ó�µ�­�î�ª�\)
�¢�Ó�µ�­�î�ª�_�µ�r�€�•  Framed IP �“�ö�\�b!·�œ)��Ý�_�ö�Y�8�Z�K)F�†�)�•�K�r
�M��)
�¢�Ó�µ�­�î�ª�b  Framed IP �“�ö�b  IP �”�»�Þ�«�@�M+´�K�Z�8�•���œ�
�­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å
�«�c�
�M+´�M�•  IP �”�»�Þ�«�†�â�X3æ�™
–�\�b�K)F�†�M�m�Z�è(ô�K�r�M��

�­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�[�Ó�µ�­�î�ª�†�è0É�[�A�•�|�:�_�
 RADIUS �§�î�Â�\�b�¦�S
¹�w&Î�&
�Ÿ�î�†0¿���M�•�G�\�v�[�A�r�M���¦�S
¹�w&Î�&�Ÿ�î�†0¿���K�^�8�\�
�­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�c�

�Ó�µ�­�î�ª�b3æ�™
–�†�è0É�M�•�²0[�@�^�C�
�Q�b  IP �”�»�Þ�«�@�
 RADIUS �Ó�µ�­�î�ª�b3æ�™�†0Á�•�I
�€�Z�8�•�”�»�Þ�«�b  1 �X�?�]�:�?�T�E�†�³�™�µ�¡�K�r�M��

'ö#.�º�Û�Ç�•�µ�¡�b�§�î�Å�«  �Ï�Ü�©�î  �Ý�î�Ý�b0¿��

'ö#.�º�Û�Ç�•�µ�¡�b�§�î�Å�«  �Ï�Ü�©�î�†3ã�•�M�•�_�c�
���b�m8p�†��/œ�K�r�M��

�«�¸�µ�É 1 [Configuration] > [Firewall] > [Service Policy Rules] �Ì�–�å�[�
 [Add] �b�“�b�W%®�3�†�¡�Ü�µ�¡�K�r�M��

�«�¸�µ�É 2 [Add Management Service Policy Rule] �†4E�¥�K�r�M��

[Add Management Service Policy Rule Wizard - Service Policy] �²�–�”�ß�¢�Î�µ�¡�«�@/²&g�I�€�r�M��
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'¨  23 'v       �§�î�Å�«  �Ï�Ü�©�î  �Ý�î�Ý�b0¿��
  'ö#.�º�Û�Ç�•�µ�¡�b�§�î�Å�«  �Ï�Ü�©�î  �Ý�î�Ý�b3ã�•
�«�¸�µ�É 3 [Create a Service Policy and Apply To] 8•�æ�[�
���b�œ�É�©�Ù�å�b  1 �X�†�¡�Ü�µ�¡�K�r�M��

• [Interface]��  �G�b�œ�É�©�Ù�å�[�c�
�§�î�Å�«  �Ï�Ü�©�î�@  1 �X�b�–�å�±�î�Ç�™�–�«�_4:#Ý�I�€�r�M��
�–�å�±�î�Ç�™�–�«  �Ï�Ü�©�î�c�
�¢�ß�î�Â�Ý  �Ï�Ü�©�î�|�~
ƒ
›�I�€�r�M��

a. �»�ß�µ�É�²�˜�å  �Ü�«�º�?�}�–�å�±�î�Ç�™�–�«�†4E�¥�K�r�M��

�M�[�_�Ï�Ü�©�î�@4:#Ý�I�€�Z�8�•�–�å�±�î�Ç�™�–�«�†4E�¥�M�•���œ�c�
�˜�•�¨�î�»�b�æ&g�_
�‘�W�Z�
�‚�K�8�§�î�Å�«  �Ï�Ü�©�î  �Ý�î�Ý�†�Q�b�–�å�±�î�Ç�™�–�«�_3ã�•�[�A�r�M��

b. �‚�K�8�§�î�Å�«  �Ï�Ü�©�î�b���œ�c�
 [Policy Name] �Ç�•�î�Ý�»�_�¡�S�†
°�Š�K�r�M��

c. >&�õ�–>' [Description] �Ç�•�î�Ý�»�_1��Â�†
°�Š�K�r�M��

• [Global - applies to all interfaces]���G�b�œ�É�©�Ù�å�[�c�
�§�î�Å�«  �Ï�Ü�©�î�@�M�m�Z�b�–�å�±�î
�Ç�™�–�«�_�¢�ß�î�Â�Ý�_4:#Ý�I�€�r�M���¹�Ç�›�Ý�º  �”�É�Ü�£�î�©�Ù�å  �–�å�«�Ì�¡�©�Ù�å�b�§�î�Å
�«  �Ï�Ü�©�î  �Ý�î�Ý�†�µ�t�¢�ß�î�Â�Ý  �Ï�Ü�©�î�c�
�¹�Ç�›�Ý�º�[�Ñ�~�K�r�M��0ò(ý�_�X�8�Z�c�


���¹�Ç�›�Ý�º�b�¢�ß�î�Â�Ý  �Ï�Ü�©�î�� >&P.23-2>' �†�g!·�K�Z�C�T�I�8���˜�•�¨�î�»�†�Q#Ý�K�Z�Ý�î�Ý
�†�¢�ß�î�Â�Ý  �Ï�Ü�©�î�_3ã�•�[�A�r�M��

�«�¸�µ�É 4 [Next] �†�¡�Ü�µ�¡�K�r�M��

[Add Management Service Policy Rule Wizard - Traffic Classification Criteria] �²�–�”�ß�¢�Î�µ�¡�«�@
/²&g�I�€�r�M��

�«�¸�µ�É 5 ���b�œ�É�©�Ù�å�b�8�N�€�?�†�¡�Ü�µ�¡�K�Z�
�Ï�Ü�©�î�b�”�¡�©�Ù�å�†4:#Ý�M�•�º�Û�Ç�•�µ�¡�†�æ���K�r
�M��

• [Create a new traffic class]�� [Create a new traffic class] �Ç�•�î�Ý�»�_�º�Û�Ç�•�µ�¡  �¡�Û�«�¡�†
°�Š
�K�
1��Â>&�õ�–>'�†
°�Š�K�r�M��

�ö =�b�8�N�€�?�†�Q#Ý�K�Z�º�Û�Ç�•�µ�¡�†"I���K�r�M��

– [Source and Destination IP Address (uses ACL)]>8�G�b�¡�Û�«�c�Ñ�G�”�¡�­�«  �Ü�«�º�[�æ���I
�€�Z�8�•�º�Û�Ç�•�µ�¡�†!·�œ�K�r�M���­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�@�º�Û�å�«�Ì�”�Þ�å�º  
�Ç�“�–�”�˜�›�î�Ý  �Ô�î�»�[�·�8�K�Z�8�•���œ�c�
 EtherType �”�¡�­�«  �Ü�«�º�†�Q#Ý�[�A�r�M��

>&�@>' �G�b�±�–�É�b�‚�K�8�º�Û�Ç�•�µ�¡  �¡�Û�«�†�8�B�M�•���œ�c�
�q�6�_�”�¡�­�«  �¥�å�º
�ß�î�Ý  �š�å�º�Ü>& ACE>'�†  1 �X�T�E�æ���[�A�r�M���Ý�î�Ý�†3ã�•�K�S�‹�c�
� �L�–�å
�±�î�Ç�™�–�«�r�S�c�¢�ß�î�Â�Ý  �Ï�Ü�©�î�_�‚�K�8�Ý�î�Ý�†3ã�•�K�
�Q�€�?�}  [Traffic 
Classification] �²�–�”�ß�¢�Î�µ�¡�« >&�è�W�†�g!·>' �[  [Add rule to existing traffic class] 
�†�æ���M�•�G�\�_�|�W�Z�
 ACE �†3ã�•�[�A�r�M��

– [TCP or UDP Destination Port]>81 �X�b�Ï�î�º�r�S�c4�)F�M�•�M��(
�V�b�Ï�î�º�†!·�œ�K�r�M��

�Ä�å�º 0
�X�b8�4�)F�Ï�î�º�†�Q#Ý�M�•�”�É�Ü�£�î�©�Ù�å�b���œ�c�
 [Source and Destination IP 
Address (uses ACL)] �†�Q#Ý�K�Z�›�Ï�î�º�†!·�œ�K�r�M��

• [Add rule to existing traffic class]���M�[�_� �L�–�å�±�î�Ç�™�–�«�_�§�î�Å�«  �Ï�Ü�©�î  �Ý�î�Ý�†�æ
���K�Z�8�•���œ�
�r�S�c�¢�ß�î�Â�Ý  �§�î�Å�«  �Ï�Ü�©�î�†3ã�•�M�•���œ�c�
�G�b�œ�É�©�Ù�å�_�|�W
�Z�¤�Ñ�b�”�¡�­�«  �Ü�«�º�_  ACE �†3ã�•�[�A�r�M���G�b�–�å�±�î�Ç�™�–�«�b�§�î�Å�«  �Ï�Ü�©�î  
�Ý�î�Ý�[  [Source and Destination IP Address (uses ACL)] �œ�É�©�Ù�å�†4E�¥�K�S���œ�c�
�¦�S�_�8
�B�K�S�M�m�Z�b�”�¡�­�«  �Ü�«�º�_  ACE �†3ã�•�[�A�r�M���G�b�º�Û�Ç�•�µ�¡  �¡�Û�«�[�c�
0
�X�b  
ACE �†3ã�•�M�•���œ�[�6�W�Z�v�
 1 �­�µ�º�b�Ý�î�Ý  �”�¡�©�Ù�å�K�?�æ���[�A�r�O�‡���G�b�m8p
²
�/�†)Þ�~3É�M�G�\�_�|�W�Z�
0
�X�b  ACE �†� �L�º�Û�Ç�•�µ�¡  �¡�Û�«�_3ã�•�[�A�r�M�� ACE �b8p
�Î�b�š�f�‰�2�_�X�8�Z�c�
 ���§�î�Å�«  �Ï�Ü�©�î  �Ý�î�Ý�b8p�Î�b'ö#.�� >&P.23-11>' �†�g!·�K�Z�C�T�I
�8��
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'¨  23 'v       �§�î�Å�«  �Ï�Ü�©�î  �Ý�î�Ý�b0¿��
  'ö#.�º�Û�Ç�•�µ�¡�b�§�î�Å�«  �Ï�Ü�©�î  �Ý�î�Ý�b3ã�•
• [Use an existing traffic class]���9�b�–�å�±�î�Ç�™�–�«�b�Ý�î�Ý�[�Q#Ý�I�€�•�º�Û�Ç�•�µ�¡  �¡�Û�«�†
�8�B�K�S���œ�c�
�Q�b�º�Û�Ç�•�µ�¡  �¡�Û�«��*O�†�G�b�Ý�î�Ý�[
Ì�Q#Ý�[�A�r�M�� 1 �X�b�Ý�î�Ý�b�º
�Û�Ç�•�µ�¡  �¡�Û�«�†�š�f�M�•�\�
�Q�b�š�f�c� �L�º�Û�Ç�•�µ�¡  �¡�Û�«�†�Q#Ý�M�•�M�m�Z�b�Ý�î�Ý
�_)E�Ž�I�€�r�M���¥�å�Ç�•� �×�Þ�î�©�Ù�å�_  CLI �[
°�Š�K�S  class-map �¥�Ð�å�»�@�µ�r�€�Z�8�•
���œ�c�
�Q�€�}�b�º�Û�Ç�•�µ�¡  �¡�Û�«�¡�v�Q#Ý�[�A�r�M>&�S�T�K�
�Q�b�º�Û�Ç�•�µ�¡  �¡�Û�«�b��
*O�†/²&g�M�•�_�c�
�Q�b�Ý�î�Ý�†�8�B�M�•�²0[�@�6�~�r�M>' ��

�«�¸�µ�É 6 [Next] �†�¡�Ü�µ�¡�K�r�M��

�«�¸�µ�É 7 ���_/²&g�I�€�•�²�–�”�ß�¢�Î�µ�¡�«�c�
4E�¥�K�S�º�Û�Ç�•�µ�¡!·�œ�ö =�_�Â�L�Z$��^�~�r�M��

• [Source and Destination Address]>8�G�b�²�–�”�ß�¢�Î�µ�¡�«�[�c�
3æ�™
–�”�»�Þ�«�\��
›�”�»�Þ�«
�†0¿���[�A�r�M��

a. [Match] �r�S�c  [Do Not Match] �†�¡�Ü�µ�¡�K�r�M��

[Match] �œ�É�©�Ù�å�[�c�
�”�»�Þ�«�@�M+´�M�•�º�Û�Ç�•�µ�¡�_�”�¡�©�Ù�å�†4:#Ý�M�•���œ�b
�Ý�î�Ý�†�8�B�K�r�M�� [Do Not Match] �œ�É�©�Ù�å�[�c�
�º�Û�Ç�•�µ�¡�†�æ���K�S�”�¡�©�Ù�å�b
4:#Ý�?�}
 7V�K�r�M���S�\�<�d�
 10.1.1.25 �†7V�8�Z�
 10.1.1.0/24 �b�º�Û�Ç�•�µ�¡�M�m�Z�†!·
�œ�K�
�Q�b�º�Û�Ç�•�µ�¡�_�K)F�D7H�†4:#Ý�M�•�\�K�r�M���G�b���œ�c�
 2 �X�b�Ý�î�Ý

>&[Match] �œ�É�©�Ù�å�†�Q#Ý�K�S 10.1.1.0/24 �_�P�M�•�Ý�î�Ý�>�|�g  [Do Not Match] �œ�É�©�Ù�å
�†�Q#Ý�K�S 10.1.1.25 �_�P�M�•�Ý�î�Ý>'�†�8�B�K�r�M���²�N�
 Do Not Match �Ý�î�Ý�@  Match 
�Ý�î�Ý�b�V�_�^�•�|�:�_4Ä*(�K�Z�C�T�I�8��8p�Î�†3ë�_�M�•�\�
 10.1.1.25 �@�q�6�_  Match 
�Ý�î�Ý�†!·�œ�M�•�G�\�_�^�~�r�M��

b. [Source] �Ç�•�î�Ý�»�[�
3æ�™
–  IP �”�»�Þ�«�†
°�Š�M�•�?�
 [...] �Î�±�å�†�¡�Ü�µ�¡�K�Z  ASDM 
�_�M�[�_��*O�I�€�Z�8�•  IP �”�»�Þ�«�†4E�¥�K�r�M��

�É�Þ�Ç�•�µ�¡�« / 6×�I/²0°>& 10.1.1.0/24 �^�]>'�†�Q#Ý�K�Z�”�»�Þ�«�\�§�È�¿�µ�º  �Ð�«�¡�†�æ
���K�r�M���Ð�«�¡�†�Q#Ý�O�N�_  IP �”�»�Þ�«�†
°�Š�M�•�\�
�Q�b�”�»�Þ�«�c�q�‹�@  0 �[�6�W�Z
�v�Í�«�º  �”�»�Þ�«�\0b�^�I�€�r�M��

�õ�–�b3æ�™
–�”�»�Þ�«�†�æ���M�•�_�c�
 any �†
°�Š�K�r�M��

�”�»�Þ�«�@0
�X�6�•���œ�c�•�å�Ð�[�
�)�~�r�M��

c. [Destination] �Ç�•�î�Ý�»�[�
��
›  IP �”�»�Þ�«�†
°�Š�M�•�?�
 [...] �Î�±�å�†�¡�Ü�µ�¡�K�Z  
ASDM �_�M�[�_��*O�I�€�Z�8�•  IP �”�»�Þ�«�†4E�¥�K�r�M��

�É�Þ�Ç�•�µ�¡�« / 6×�I/²0°>& 10.1.1.0/24 �^�]>'�†�Q#Ý�K�Z�”�»�Þ�«�\�§�È�¿�µ�º  �Ð�«�¡�†�æ
���K�r�M���Ð�«�¡�†�Q#Ý�O�N�_  IP �”�»�Þ�«�†
°�Š�M�•�\�
�Q�b�”�»�Þ�«�c�q�‹�@  0 �[�6�W�Z
�v�Í�«�º  �”�»�Þ�«�\0b�^�I�€�r�M��

�õ�–�b��
›�”�»�Þ�«�†�æ���M�•�_�c�
 any �†
°�Š�K�r�M��

�”�»�Þ�«�@0
�X�6�•���œ�c�•�å�Ð�[�
�)�~�r�M��

d. [Service] �Ç�•�î�Ý�»�[�
��
›�§�î�Å�«�b  IP �§�î�Å�«�¡�r�S�c$��•�†
°�Š�M�•�?�
 [...] �Î�±�å
�†�¡�Ü�µ�¡�K�Z�§�î�Å�«�†4E�¥�K�r�M��

TCP �r�S�c  UDP �b�Ï�î�º$��•�
�6�•�8�c  ICMP �§�î�Å�«$��•�†�æ���M�•���œ�c�
 �É�ß�º�¥�Ý
/ �Ï�î�º �†
°�Š�K�r�M���S�\�<�d�
 TCP/8080 �\
°�Š�K�r�M��

�¹�Ç�›�Ý�º�[�c�
�§�î�Å�«�c  IP �[�M��

�§�î�Å�«�@0
�X�6�•���œ�c�•�å�Ð�[�
�)�~�r�M��

e. >&�õ�–>' [Description] �Ç�•�î�Ý�»�_1��Â�†
°�Š�K�r�M��

f. >&�õ�–>' TCP �r�S�c  UDP �b3æ�™
–�§�î�Å�«�†�æ���M�•�_�c�
 [More Options] 8•�æ�†�¡�Ü�µ�¡
�K�Z6ä�A�
 [Source Service] �Ç�•�î�Ý�»�_  TCP �§�î�Å�«�r�S�c  UDP �§�î�Å�«�†
°�Š�K�r�M��

��
›�§�î�Å�«�\3æ�™
–�§�î�Å�«�c� �L�[�6�•�²0[�@�6�~�r�M�� [Destination Service] �Ç�•�î�Ý
�»�†�¥�Æ�î�K�
 [Source Service] �Ç�•�î�Ý�»�_2��~�Ü�E�r�M��

g. >&�õ�–>'�Ý�î�Ý�†8��”�¡�¸�•�È�_�M�•�_�c�
 [More Options] 8•�æ�†�¡�Ü�µ�¡�K�Z6ä�A�
 [Enable 
Rule] �†�œ�Ç�_�K�r�M��
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'¨  23 'v       �§�î�Å�«  �Ï�Ü�©�î  �Ý�î�Ý�b0¿��
  �§�î�Å�«  �Ï�Ü�©�î  �Ý�î�Ý�b8p�Î�b'ö#.
�G�b0¿���c�
�Ý�î�Ý�†�P7V�O�N�_!“� �_�K�S�8���œ�_�}�<�[�M��

h. >&�õ�–>'�Ý�î�Ý�b�ì6ë(
�V�†�æ���M�•�_�c�
 [More Options] 8•�æ�†�¡�Ü�µ�¡�K�Z6ä�A�
 [Time 
Range] �»�ß�µ�É�²�˜�å  �Ü�«�º�?�}�ì6ë(
�V�†4E�¥�K�r�M��

�‚�K�8�ì6ë(
�V�†3ã�•�M�•�_�c�
 [...] �Î�±�å�†�¡�Ü�µ�¡�K�r�M��0ò(ý�_�X�8�Z�c�
 ���ì6ë(
�V
�b0¿���� >&P.8-15>' �†�g!·�K�Z�C�T�I�8��

�G�b0¿���c�
�¦�S�_0¿���K�S�ì6ë�_�T�E�Ý�î�Ý�†�”�¡�¸�•�È�_�M�•���œ�_�}�<�[�M��

• [Destination Port]>8[TCP] �r�S�c  [UDP] �†�¡�Ü�µ�¡�K�r�M��

[Service] �Ç�•�î�Ý�»�_�
�Ï�î�º$��•�r�S�c�¡�S�†
°�Š�M�•�?�
�r�S�c  [...] �†�¡�Ü�µ�¡�K�Z  ASDM 
�[��*O�í�s�b�§�î�Å�«�†4E�¥�K�r�M��

�«�¸�µ�É 8 [Next] �†�¡�Ü�µ�¡�K�r�M��

�� Add Management Service Policy Rule - Rule Actions���²�–�”�ß�¢�Î�µ�¡�«�@/²&g�I�€�r�M��

�«�¸�µ�É 9 RADIUS �”�•�˜�å�¸�•�å�¢  �–�å�«�Ì�¡�©�Ù�å�†0¿���M�•�_�c�
 [RADIUS Accounting Map] �»�ß�µ�É
�²�˜�å  �Ü�«�º�?�}�–�å�«�Ì�¡�©�Ù�å  �Ð�µ�É�†4E�¥�M�•�?�
�r�S�c  [Configure] �†�¡�Ü�µ�¡�K�Z�Ð�µ�É
�†3ã�•�K�r�M��

0ò(ý�_�X�8�Z�c�
 �� RADIUS �”�•�˜�å�¸�•�å�¢  �Ç�•�î�Ý�»�b1��Â�� >&P.23-12>' �†�g!·�K�Z�C�T�I�8��

�«�¸�µ�É 10 �q�±�K)F�X�†0¿���M�•�_�c�
 [Maximum Connections] 8•�æ�[���b�Í�†  1 �X�è�V
°�Š�K�r�M��

• [TCP & UDP Connections]>8�º�Û�Ç�•�µ�¡  �¡�Û�«�b�M�m�Z�b�¡�Û�–�”�å�º�[� �ì�_�K)F�I�€�•  
TCP �>�|�g  UDP �K)F�b�q�±�X�†  65,536 �r�[�b(
�V�[�æ���K�r�M���]�U�}�b�É�ß�º�¥�Ý�\�v�¹
�Ç�›�Ý�º�c  0 �[�
�K)F�•+��^�q�±0Á���X�_0¿���I�€�Z�8�r�M��

• [Embryonic Connections]>8�Í�«�º�H�\�b�6�‡�K)F�b�q�±�X�†  65,536 �r�[�b(
�V�[�æ���K�r�M���6
�‡�K)F�\�c�
3æ�™
–�\��
›�b6ë�[�²0[�_�^�•�Á�å�»�©�™�–�¡�†�ö�¢�K�Z�8�^�8�K)F0[�Ó�b�G�\�[
�M���G�b�D7H�_�|�~�
 TCP �æ/œ�w�™�µ+��@�–�¿�î�È�Ý�_�^�~�r�M���¹�Ç�›�Ý�º�c  0 �[�
�q�±�6�‡
�K)F�X�[�6�•�G�\�†&g�K�r�M�� TCP �æ/œ�w�™�c�
TCP SYN �Ã�£�µ�º�†�Q#Ý�K�Z�–�å�±�î�Ç�™�–�«
�†�Ç�Û�µ�¹�•�å�¢�M�•�G�\�_�|�•  DoS �7�Á�?�}
Æ4Š�©�«�¸�Ò�†�–1¤�K�r�M���6�‡�K)F�D7H�†2x�<
�•�\�
�¡�Û�–�”�å�º�?�}�­�Ÿ�×�Ü�¸�•  �Þ�Ë�Ý�b�|�~9×�8�§�î�Â�_3æ�™�I�€�•  TCP SYN �Ã�£�µ�º
�@�
 TCP �æ/œ�w�™�µ+��_�|�W�Z�æ/œ�w�™�I�€�r�M���è0É�É�ß�­�«�p�_  SYN �¡�µ�Ÿ�î�@�Q#Ý�I�€�

�»�ß�µ�É�I�€�•�w� �^�º�Û�Ç�•�µ�¡�b�X�@�q�`7H�_�š�<�}�€�r�M���K�S�@�W�Z�
�?4)�Y+��^�Í�«�º
�?�}�b�K)F0è/œ�@�§�î�Â�_�?4)�M�•�G�\�c�6�~�r�O�‡��

�«�¸�µ�É 11 [Finish] �†�¡�Ü�µ�¡�K�r�M��

�§�î�Å�«  �Ï�Ü�©�î  �Ý�î�Ý�b8p�Î�b'ö#.
�–�å�±�î�Ç�™�–�«�V�r�S�c�¢�ß�î�Â�Ý  �Ï�Ü�©�î
Æ�[�b�§�î�Å�«  �Ï�Ü�©�î  �Ý�î�Ý�b8p�Î�c�
�º�Û�Ç�•�µ
�¡�l�b�”�¡�©�Ù�å�b4:#Ý�‰�2�_�s8j�K�r�M���Ã�£�µ�º�@�§�î�Å�«  �Ï�Ü�©�î�b�Ý�î�Ý�†!·�œ�M�•�‰�2�_
�X�8�Z�c�
���b�ž�–�»�Û�–�å�†�g!·�K�Z�C�T�I�8��

• �Ã�£�µ�º�c�
�µ+��±�–�É�H�\�_�§�î�Å�«  �Ï�Ü�©�î�b�Ý�î�Ý�†  1 �X�T�E!·�œ�[�A�r�M��

• �Ã�£�µ�º�@�
 1 �X�b�µ+��±�–�É�b�”�¡�©�Ù�å�†�µ�t�Ý�î�Ý�†!·�œ�M�•���œ�
�­�Ÿ�×�Ü�¸�•  �”�É�Û�–
�”�å�«�c�
�Q�b�µ+��±�–�É�†�µ�t�
�‹)F�b�]�b�Ý�î�Ý�_�P�K�Z�v�Q�b�Ã�£�µ�º�†!·�œ�K�r�O�‡��

• �S�T�K�
�Q�b�Ã�£�µ�º�@$��^�•�µ+��±�–�É�b�‹)F�b�Ý�î�Ý�†!·�œ�M�•���œ�
�­�Ÿ�×�Ü�¸�•  �”�É�Û
�–�”�å�«�c�‹)F�Ý�î�Ý�b�”�¡�©�Ù�å�v4:#Ý�K�r�M��

�S�\�<�d�
�Ã�£�µ�º�@�K)F�D7H�b�Ý�î�Ý�†!·�œ�K�
�”�É�Ü�£�î�©�Ù�å  �–�å�«�Ì�¡�©�Ù�å�b�Ý�î�Ý�v!·
�œ�M�•���œ�c�
�g�‰�b�”�¡�©�Ù�å�@4:#Ý�I�€�r�M��
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'¨  23 'v       �§�î�Å�«  �Ï�Ü�©�î  �Ý�î�Ý�b0¿��
  RADIUS �”�•�˜�å�¸�•�å�¢  �Ç�•�î�Ý�»�b1��Â
�Ã�£�µ�º�@�”�É�Ü�£�î�©�Ù�å  �–�å�«�Ì�¡�©�Ù�å�b�Ý�î�Ý�†!·�œ�K�
�”�É�Ü�£�î�©�Ù�å  �–�å�«�Ì�¡�©�Ù
�å�†�µ�t�9�b�Ý�î�Ý�†!·�œ�M�•���œ�
 2 $�% �b�Ý�î�Ý  �”�¡�©�Ù�å�c4:#Ý�I�€�r�O�‡��

�Ý�î�Ý�_0
�X�b  ACE �@)��s3¸�r�€�S�”�¡�­�«  �Ü�«�º�@�µ�r�€�•���œ�c�
 ACE �b8p�Î�v�Ã�£�µ�º  �Ç
�ß�î�_�s8j�K�r�M�� FWSM �c�
�Ü�«�º�b�š�å�º�Ü�b8p�Î�_�‘�W�Z�
�›  ACE �_�P�K�Z�Ã�£�µ�º�†�¸�«�º
�K�r�M���M+´�@0b�X�?�•�\�
 ACE �c�Q�€�è�V�³�™�µ�¡�I�€�r�O�‡���S�\�<�d�
�”�¡�­�«  �Ü�«�º�b
›8Œ
�_�M�m�Z�b�º�Û�Ç�•�µ�¡�†�Â&g$×�_0Á�•�M�•  ACE �†�8�B�K�S���œ�
�g�~�b�«�¸�î�º�Ó�å�º�c�³�™�µ�¡
�I�€�r�O�‡��

�Ý�î�Ý�r�S�c�Ý�î�Ý
Æ�[�b  ACE �b8p�Î�†�š�f�M�•�_�c�
���b�m8p�†��/œ�K�r�M��

�«�¸�µ�É 1 [Configuration] > [Firewall] > [Service Policy Rules] �Ì�–�å�[�
 �V�r�S�c�W�_�·�?�M�Ý�î�Ý�r�S�c  ACE 
�†4E�¥�K�r�M��

�«�¸�µ�É 2 [Move Up] �r�S�c  [Move Down] �•�î�¯�Ý�†�¡�Ü�µ�¡�K�r�M>& �W 23-1 �†�g!·�K�Z�C�T�I�8>' ��

�W 23-1 ACE �b&ã�·

>&�@>' 0
�X�b�§�î�Å�«  �Ï�Ü�©�î�[�Q#Ý�I�€�•�”�¡�­�«  �Ü�«�º�[  ACE �†�j�m�p�<�•�\�
�Q�b�š�f�c�M
�m�Z�b�§�î�Å�«  �Ï�Ü�©�î�[)E�Ž�I�€�r�M��

�«�¸�µ�É 3 �Ý�î�Ý�r�S�c  ACE �†�j�m�p�<�S�}�
 [Apply]  �†�¡�Ü�µ�¡�K�r�M��

RADIUS �”�•�˜�å�¸�•�å�¢  �Ç�•�î�Ý�»�b1��Â
�G�b8o�[�c�
 RADIUS �”�•�˜�å�¸�•�å�¢  �Ç�•�î�Ý�»�b�M0t�†&g�K�r�M��1��Â�M�•
Æ���c���b�\�>�~�[
�M��

• �� Select RADIUS Accounting Map��>&P.23-13>'

• �� Add RADIUS Accounting Policy Map��>&P.23-13>'

• �� RADIUS �–�å�«�Ì�¡�©�Ù�å  �Ð�µ�É�� >&P.23-14>'

• �� RADIUS �–�å�«�Ì�¡�©�Ù�å  �Ð�µ�É>&�Í�«�º>' ��>&P.23-14>'

• �� RADIUS �–�å�«�Ì�¡�©�Ù�å  �Ð�µ�É>&�Q�b�Ú>'��>&P.23-15>'
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ASDM �Ø�î�¨  �ž�–�»

OL-14981-01-J



 

'¨  23 'v       �§�î�Å�«  �Ï�Ü�©�î  �Ý�î�Ý�b0¿��
  RADIUS �”�•�˜�å�¸�•�å�¢  �Ç�•�î�Ý�»�b1��Â
Select RADIUS Accounting Map

[Select RADIUS Accounting Map] �²�–�”�ß�¢�Î�µ�¡�«�[�c�
��*O�í�s  RADIUS �”�•�˜�å�¸�•�å�¢  
�Ð�µ�É�†4E�¥�M�•�?�
�‚�K�8  RADIUS �”�•�˜�å�¸�•�å�¢  �Ð�µ�É�†��*O�[�A�r�M��

�Ç�•�î�Ý�»

• [Add]>8�‚�K�8  RADIUS �”�•�˜�å�¸�•�å�¢  �Ð�µ�É�†3ã�•�[�A�r�M��

�Ô�î�»

���b/²�c�
�G�b�µ+��†�Q#Ý�[�A�•�Ô�î�»�†&g�K�S�v�b�[�M��

Add RADIUS Accounting Policy Map

[Add RADIUS Accounting Policy Map] �²�–�”�ß�¢�Î�µ�¡�«�[�c�
 RADIUS �”�•�˜�å�¸�•�å�¢  �Ð�µ�É
�b�ö�•0¿���†3ã�•�[�A�r�M��

�Ç�•�î�Ý�»

• [Name]>8�¦�S�_0¿���I�€�Z�8�•  RADIUS �”�•�˜�å�¸�•�å�¢  �Ð�µ�É�b�¡�S�†
°�Š�K�r�M��

• [Description]>8RADIUS �”�•�˜�å�¸�•�å�¢  �Ð�µ�É�b1��Â�†  100 �e�Ð�è
Æ�[
°�Š�K�r�M��

• [Host Parameters] �±�È>8

– [Host IP Address]>8RADIUS �Ó�µ�­�î�ª�b3æ�™
–�\�^�•�Í�«�º�b  IP �”�»�Þ�«�†�æ���K�r�M��

– [Key: (optional)]>8�Ÿ�î�†�æ���K�r�M��

– [Add]>8[Host] �¸�î�È�Ý�_�Í�«�º  �š�å�º�Ü�†3ã�•�K�r�M��

– [Delete]>8[Host] �¸�î�È�Ý�?�}�Í�«�º  �š�å�º�Ü�†�P7V�K�r�M��

• [Other Parameters] �±�È>8

– [Attribute Number]>8�� Accounting Start���†�w�™�K�S�\�A�_&�1��M�•�“�ö$��•�†�æ���K�r�M��

– [Add]>8[Attribute] �¸�î�È�Ý�_�š�å�º�Ü�†3ã�•�K�r�M��

– [Delete]>8[Attribute] �¸�î�È�Ý�?�}�š�å�º�Ü�†�P7V�K�r�M��

– [Send response to the originator of the RADIUS message]>8RADIUS �Ó�µ�­�î�ª�b3æ�™
–�Í�«
�º�_�Ó�µ�­�î�ª�†3É�™�K�r�M��

– [Enforce timeout]>8�Ø�î�¨�b�±�–�Ò�”�˜�º�†�–�¿�î�È�Ý�_�K�r�M��

• [Users Timeout]>8�¹�î�±�Ë�î�«
Æ�b�Ø�î�¨�b�±�–�Ò�”�˜�º>& hh:mm:ss>'��

�Ô�î�»

���b/²�c�
�G�b�µ+��†�Q#Ý�[�A�•�Ô�î�»�†&g�K�S�v�b�[�M��

�Ç�“�–�”�˜�›�î�Ý  �Ô�î�» �­�Ÿ�×�Ü�¸�•  �¥�å�¸�Ÿ�«�º

�Ý�î�¸�µ�» 3ñ4# �©�å�¢�Ý

�Ð�Ý�³

�¥�å�¸�Ÿ�«
�º �©�«�¸�Ò

• • • • —
23-13
ASDM �Ø�î�¨  �ž�–�»
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'¨  23 'v       �§�î�Å�«  �Ï�Ü�©�î  �Ý�î�Ý�b0¿��
  RADIUS �”�•�˜�å�¸�•�å�¢  �Ç�•�î�Ý�»�b1��Â
RADIUS �–�å�«�Ì�¡�©�Ù�å  �Ð�µ�É

[RADIUS] �Ì�–�å�[�c�
 �¦�S�_0¿���I�€�S  RADIUS �”�É�Ü�£�î�©�Ù�å  �–�å�«�Ì�¡�©�Ù�å  �Ð�µ�É�†/²&g
�[�A�r�M�� RADIUS �Ð�µ�É�[�c�
 RADIUS �”�É�Ü�£�î�©�Ù�å  �–�å�«�Ì�¡�©�Ù�å�[�Q#Ý�I�€�•�¥�å�Ç�•
� �×�Þ�î�©�Ù�å�b�¹�Ç�›�Ý�º�Í�†�š�f�[�A�r�M�� RADIUS �Ð�µ�É�†�Q#Ý�M�•�\�
4#�k13�Ó�7�Á�†75�š
�[�A�r�M��

�Ç�•�î�Ý�»

• [Name]>8�–�å�«�Ì�¡�©�Ù�å  �Ð�µ�É�b�¡�S�†  40 �e�Ð�è
Æ�[
°�Š�K�r�M��

• [Description]>8�–�å�«�Ì�¡�©�Ù�å  �Ð�µ�É�b1��Â�†  200 �e�Ð�è
Æ�[
°�Š�K�r�M��

• [RADIUS Inspect Maps]>8��*O�I�€�Z�8�•  RADIUS �–�å�«�Ì�¡�©�Ù�å  �Ð�µ�É�†�M0t/²&g�M�•�¸�î
�È�Ý�[�M����*O�I�€�Z�8�•�–�å�«�Ì�¡�©�Ù�å  �Ð�µ�É�c�
 [Inspect Maps] �¶�Ü�î�b  [RADIUS] �š�Ü
�”�_�v/²&g�I�€�r�M��

• [Add]>8�‚0d�b  RADIUS �–�å�«�Ì�¡�©�Ù�å  �Ð�µ�É�†�
 [RADIUS Inspect Maps] �¸�î�È�Ý�b��*O�Ü
�«�º�\  [Inspect Maps] �¶�Ü�î�b  [RADIUS] �š�Ü�”�_3ã�•�K�r�M�� RADIUS �Ð�µ�É�†�‚�S�_0¿���M
�•�_�c�
 [Inspect Maps] �¶�Ü�î�[  [RADIUS] �š�å�º�Ü�†4E�¥�K�r�M��

• [Delete]>8[RADIUS Inspect Maps] �¸�î�È�Ý�[4E�¥�K�S�”�É�Ü�£�î�©�Ù�å  �–�å�«�Ì�¡�©�Ù�å  �Ð�µ
�É�†�P7V�K�r�M�� [Inspect Maps] �¶�Ü�î�b  [RADIUS] �š�Ü�”�?�}�v�P7V�I�€�r�M��

�Ô�î�»

���b/²�c�
�G�b�µ+��†�Q#Ý�[�A�•�Ô�î�»�†&g�K�S�v�b�[�M��

RADIUS �–�å�«�Ì�¡�©�Ù�å  �Ð�µ�É>&�Í�«�º>'

[RADIUS Inspect Map Host Parameters] �Ì�–�å�[�c�
�–�å�«�Ì�¡�©�Ù�å  �Ð�µ�É�b�Í�«�º  �Ã�Û�Ó�î�±�†
0¿���[�A�r�M��

�Ç�•�î�Ý�»

• [Name]>8�¦�S�_0¿���I�€�Z�8�•  RADIUS �”�•�˜�å�¸�•�å�¢  �Ð�µ�É�b�¡�S�†&g�K�r�M��

• [Description]>8RADIUS �”�•�˜�å�¸�•�å�¢  �Ð�µ�É�b1��Â�†  200 �e�Ð�è
Æ�[
°�Š�K�r�M��

• [Host Parameters]>8�Í�«�º�b�Ã�Û�Ó�î�±�†0¿���[�A�r�M��

�Ç�“�–�”�˜�›�î�Ý  �Ô�î�» �­�Ÿ�×�Ü�¸�•  �¥�å�¸�Ÿ�«�º

�Ý�î�¸�µ�» 3ñ4# �©�å�¢�Ý

�Ð�Ý�³

�¥�å�¸�Ÿ�«
�º �©�«�¸�Ò

• • • • —

�Ç�“�–�”�˜�›�î�Ý  �Ô�î�» �­�Ÿ�×�Ü�¸�•  �¥�å�¸�Ÿ�«�º

�Ý�î�¸�µ�» 3ñ4# �©�å�¢�Ý

�Ð�Ý�³

�¥�å�¸�Ÿ�«
�º �©�«�¸�Ò

• • • • —
23-14
ASDM �Ø�î�¨  �ž�–�»
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'¨  23 'v       �§�î�Å�«  �Ï�Ü�©�î  �Ý�î�Ý�b0¿��
  RADIUS �”�•�˜�å�¸�•�å�¢  �Ç�•�î�Ý�»�b1��Â
– [Host IP Address]>8RADIUS �Ó�µ�­�î�ª�b3æ�™
–�\�^�•�Í�«�º�b  IP �”�»�Þ�«�†�æ���K�r�M��

– [Key: (optional)]>8�Ÿ�î�†�æ���K�r�M��

• [Add]>8[Host] �¸�î�È�Ý�_�Í�«�º  �š�å�º�Ü�†3ã�•�K�r�M��

• [Delete]>8[Host] �¸�î�È�Ý�?�}�Í�«�º  �š�å�º�Ü�†�P7V�K�r�M��

�Ô�î�»

���b/²�c�
�G�b�µ+��†�Q#Ý�[�A�•�Ô�î�»�†&g�K�S�v�b�[�M��

RADIUS �–�å�«�Ì�¡�©�Ù�å  �Ð�µ�É>&�Q�b�Ú>'

[RADIUS Inspect Map Other Parameters] �Ì�–�å�[�c�
�–�å�«�Ì�¡�©�Ù�å  �Ð�µ�É�_3ã�•�M�•�Ã�Û�Ó�î�±
�†0¿���[�A�r�M��

�Ç�•�î�Ý�»

• [Name]>8�¦�S�_0¿���I�€�Z�8�•  RADIUS �”�•�˜�å�¸�•�å�¢  �Ð�µ�É�b�¡�S�†&g�K�r�M��

• [Description]>8RADIUS �”�•�˜�å�¸�•�å�¢  �Ð�µ�É�b1��Â�†  200 �e�Ð�è
Æ�[
°�Š�K�r�M��

• [Other Parameters]>83ã�•�M�•�Ã�Û�Ó�î�±�†0¿���[�A�r�M��

– [Send response to the originator of the RADIUS message]>8RADIUS �Ó�µ�­�î�ª�b3æ�™
–�Í�«
�º�_�Ó�µ�­�î�ª�†3É�™�K�r�M��

– [Enforce timeout]>8�Ø�î�¨�b�±�–�Ò�”�˜�º�†�–�¿�î�È�Ý�_�K�r�M��

[Users Timeout]>8�¹�î�±�Ë�î�«
Æ�b�Ø�î�¨�b�±�–�Ò�”�˜�º>& hh:mm:ss>'��

– [Enable detection of GPRS accounting]>8GPRS �”�•�˜�å�¸�•�å�¢�b�è���†�–�¿�î�È�Ý�_�K�r
�M���G�b�œ�É�©�Ù�å�c�
 GTP/GPRS �Û�–�­�å�«�@�–�¿�î�È�Ý�b���œ�_�T�E�Q#Ý�[�A�r�M��

– [Validate Attribute]>8�“�ö�_���[�M��

[Attribute Number]>8�� Accounting Start���†�w�™�K�S�\�A�_&�1��M�•�“�ö$��•�†�æ���K�r�M��

[Add]>8[Attribute] �¸�î�È�Ý�_�š�å�º�Ü�†3ã�•�K�r�M��

[Delete]>8[Attribute] �¸�î�È�Ý�?�}�š�å�º�Ü�†�P7V�K�r�M��

�Ô�î�»

���b/²�c�
�G�b�µ+��†�Q#Ý�[�A�•�Ô�î�»�†&g�K�S�v�b�[�M��

�Ç�“�–�”�˜�›�î�Ý  �Ô�î�» �­�Ÿ�×�Ü�¸�•  �¥�å�¸�Ÿ�«�º

�Ý�î�¸�µ�» 3ñ4# �©�å�¢�Ý

�Ð�Ý�³

�¥�å�¸�Ÿ�«
�º �©�«�¸�Ò

• • • • —

�Ç�“�–�”�˜�›�î�Ý  �Ô�î�» �­�Ÿ�×�Ü�¸�•  �¥�å�¸�Ÿ�«�º

�Ý�î�¸�µ�» 3ñ4# �©�å�¢�Ý

�Ð�Ý�³

�¥�å�¸�Ÿ�«
�º �©�«�¸�Ò

• • • • —
23-15
ASDM �Ø�î�¨  �ž�–�»
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'¨  23 'v       �§�î�Å�«  �Ï�Ü�©�î  �Ý�î�Ý�b0¿��
  RADIUS �”�•�˜�å�¸�•�å�¢  �Ç�•�î�Ý�»�b1��Â
23-16
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C H A P T E R 24

�”�É�Ü�£�î�©�Ù�å  �Þ�–�Ö  �É�ß�º�¥�Ý  �–�å�«�Ì
�¡�©�Ù�å�b0¿��

�G�b'v�[�c�
�”�É�Ü�£�î�©�Ù�å  �Þ�–�Ö  �É�ß�º�¥�Ý  �–�å�«�Ì�¡�©�Ù�å�†0¿���M�•�‰�2�_�X�8�Z1��Â�K�r
�M���–�å�«�Ì�¡�©�Ù�å  �š�å�ª�å�c�
�Ø�î�¨�b�¹�î�±  �Ã�£�µ�º
Æ�_  IP �”�»�Þ�µ�©�å�¢�_���†�Ù�u3¸�t
�§�î�Å�«�x�
�²�–�¼�Ñ�µ�¡�_�m�~�\�Z�}�€�•�Ï�î�º�V�[�­�•�å�²�Ü  �³�Õ�¿�Ý�†6ä�C�§�î�Å�«�_�²0[�[
�M���G�€�}�b�É�ß�º�¥�Ý�[�c�
9×3ÿ�Ã�«�[�Ã�£�µ�º�†�û�M�b�[�c�^�C�
�­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«  
�[0ò(ý�^�Ã�£�µ�º  �–�å�«�Ì�¡�©�Ù�å�†/œ�:�²0[�@�6�~�r�M���Q�b�S�u�
�–�å�«�Ì�¡�©�Ù�å  �š�å�ª�å�@
�«�Ý�î�É�µ�º
²�/�_�s8j�†�Z�<�•�G�\�@�6�~�r�M��

�­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«  �[�c�
�¹�Ç�›�Ý�º�[�8�C�X�?�b�M+á$×�^�–�å�«�Ì�¡�©�Ù�å  �š�å�ª�å�@�–
�¿�î�È�Ý�_�^�W�Z�8�r�M�@�
�¿�µ�º�á�î�¡�_�|�W�Z�c�Ú�b�–�å�«�Ì�¡�©�Ù�å  �š�å�ª�å�†�–�¿�î�È�Ý�_
�K�^�E�€�d�^�}�^�8���œ�@�6�~�r�M���G�b'v�c�
���b8o�[�S�B�I�€�Z�8�r�M��

• ���–�å�«�Ì�¡�©�Ù�å  �š�å�ª�å�b�+0[�� >&P.24-2>'

– ���”�É�Ü�£�î�©�Ù�å  �É�ß�º�¥�Ý  �–�å�«�Ì�¡�©�Ù�å�†�Q#Ý�M�•�±�–�Ñ�å�¢�� >&P.24-2>'

– ���è���b�D7H�¦8o�� >&P.24-3>'

– ���¹�Ç�›�Ý�º�b�è���Ï�Ü�©�î�� >&P.24-3>'

• ���”�É�Ü�£�î�©�Ù�å�è���b0¿���� >&P.24-5>'

• �� CTIQBE �–�å�«�Ì�¡�©�Ù�å�� >&P.24-6>'

• �� DCERPC �–�å�«�Ì�¡�©�Ù�å�� >&P.24-7>'

• �� DNS �–�å�«�Ì�¡�©�Ù�å�� >&P.24-7>'

• �� ESMTP �–�å�«�Ì�¡�©�Ù�å�� >&P.24-9>'

• �� FTP �–�å�«�Ì�¡�©�Ù�å�� >&P.24-9>'

• �� GTP �–�å�«�Ì�¡�©�Ù�å�� >&P.24-11>'

• �� H.323 �–�å�«�Ì�¡�©�Ù�å�� >&P.24-12>'

• �� HTTP �–�å�«�Ì�¡�©�Ù�å�� >&P.24-14>'

• ���–�å�«�±�å�º  �Ó�µ�­�î�ª  �–�å�«�Ì�¡�©�Ù�å�� >&P.24-15>'

• �� ICMP �–�å�«�Ì�¡�©�Ù�å�� >&P.24-15>'

• �� ICMP �š�Û�î  �–�å�«�Ì�¡�©�Ù�å�� >&P.24-15>'

• �� ILS �–�å�«�Ì�¡�©�Ù�å�� >&P.24-16>'

• �� IPSec �Ã�«�«�Ý�î�è���� >&P.24-17>'

• �� MGCP �–�å�«�Ì�¡�©�Ù�å�� >&P.24-17>'

• �� NETBIOS �–�å�«�Ì�¡�©�Ù�å�� >&P.24-19>'
24-1
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'¨  24 'v       �”�É�Ü�£�î�©�Ù�å  �Þ�–�Ö  �É�ß�º�¥�Ý  �–�å�«�Ì�¡�©�Ù�å�b0¿��
  �–�å�«�Ì�¡�©�Ù�å  �š�å�ª�å�b�+0[
• �� PPTP �–�å�«�Ì�¡�©�Ù�å�� >&P.24-19>'

• �� RADIUS �”�•�˜�å�¸�•�å�¢  �–�å�«�Ì�¡�©�Ù�å�� >&P.24-20>'

• �� RSH �–�å�«�Ì�¡�©�Ù�å�� >&P.24-20>'

• �� RTSP �–�å�«�Ì�¡�©�Ù�å�� >&P.24-20>'

• �� SIP �–�å�«�Ì�¡�©�Ù�å�� >&P.24-21>'

• �� Skinny>&SCCP>'�–�å�«�Ì�¡�©�Ù�å�� >&P.24-23>'

• �� SMTP �>�|�g�Ñ�G  SMTP �–�å�«�Ì�¡�©�Ù�å�� >&P.24-25>'

• �� SNMP Inspection��>&P.24-26>'

• �� SQL*Net �–�å�«�Ì�¡�©�Ù�å�� >&P.24-26>'

• �� Sun RPC �–�å�«�Ì�¡�©�Ù�å�� >&P.24-27>'

• �� TFTP �–�å�«�Ì�¡�©�Ù�å�� >&P.24-28>'

• �� XDMCP �–�å�«�Ì�¡�©�Ù�å�� >&P.24-29>'

• ���§�î�Å�«  �Ï�Ü�©�î�b�Ç�•�î�Ý�»�b1��Â�� >&P.24-29>'

• ���¡�Û�«  �Ð�µ�É�b�Ç�•�î�Ý�»�b1��Â�� >&P.24-40>'

• ���–�å�«�Ì�¡�©�Ù�å  �Ð�µ�É�b�Ç�•�î�Ý�»�b1��Â�� >&P.24-61>'

�–�å�«�Ì�¡�©�Ù�å  �š�å�ª�å�b�+0[
�G�b8o�[�c�
���b�º�Æ�µ�¡�_�X�8�Z�v�~�V�F�r�M��

• ���”�É�Ü�£�î�©�Ù�å  �É�ß�º�¥�Ý  �–�å�«�Ì�¡�©�Ù�å�†�Q#Ý�M�•�±�–�Ñ�å�¢�� >&P.24-2>'

• ���è���b�D7H�¦8o�� >&P.24-3>'

• ���¹�Ç�›�Ý�º�b�è���Ï�Ü�©�î�� >&P.24-3>'

�”�É�Ü�£�î�©�Ù�å  �É�ß�º�¥�Ý  �–�å�«�Ì�¡�©�Ù�å�†�Q#Ý�M�•�±�–�Ñ�å�¢

�Ø�î�¨�@�K)F�†&�'g�M�•�\�
�­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«  �c�”�¡�­�«  �Ü�«�º�\!·�œ�K�Z�Ã�£�µ�º�†
�³�™�µ�¡�K�
�”�»�Þ�«�š�n�†�8�B�K�
9×3ÿ�Ã�«�[�b�­�µ�©�Ù�å#Ý�_�š�å�º�Ü�†�8�B�K�Z�
�‹)F�b�Ã�£�µ
�º�@�ì6ë�b�?�?�•�³�™�µ�¡�†�Â�–�Ã�«�[�A�•�|�:�_�K�r�M���S�T�K�
9×3ÿ�Ã�«�c�£ ��•+��^�Ï�î�º$��•
�_�ö�Y�8�Z�>�~�
�Ã�£�µ�º
Æ4Š�b�”�»�Þ�«�š�n�†��/œ�K�r�O�‡��

�¨�C�b�É�ß�º�¥�Ý�c�
�­�•�å�²�Ü�b  TCP �Ï�î�º�r�S�c  UDP �Ï�î�º�†6ä�A�r�M���¤%±�b�Ï�î�º�[�6�‡
�­�µ�©�Ù�å�@�Q#Ý�I�€�
�·$×�_�m�~�\�Z�}�€�S�Ï�î�º$��•�@�¿�¦�©�š�î�©�Ù�å�I�€�r�M��

�Ã�£�µ�º�_  IP �”�»�Þ�«�†�Ù�u3¸�t�”�É�Ü�£�î�©�Ù�å�v�6�~�r�M���G�b  IP �”�»�Þ�«�c3æ�™
–�”�»�Þ�«�\
�M+´�M�•�²0[�@�6�~�
3û�–�
�­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�†3û4#�M�•�\�A�_�š�n�I�€�r�M��

�G�€�}�b�”�É�Ü�£�î�©�Ù�å�†�Q#Ý�M�•���œ�c�
�”�É�Ü�£�î�©�Ù�å  �–�å�«�Ì�¡�©�Ù�å�†�–�¿�î�È�Ý�_�M
�•�²0[�@�6�~�r�M��

IP �”�»�Þ�«�†�Ù�u3¸�t�§�î�Å�«�_�P�K�Z�”�É�Ü�£�î�©�Ù�å  �–�å�«�Ì�¡�©�Ù�å�†�–�¿�î�È�Ý�_�M�•�\�

�­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«  �c�Ù�u3¸�r�€�S�”�»�Þ�«�†�š�n�K�
�³�™�µ�¡�§�Ò�x�š�n�b�s8j�†�w�E�S
�Q�b�Ú�b�Ç�•�î�Ý�»�†�f�‚�K�r�M��

�²�–�¼�Ñ�µ�¡�_�m�~�\�Z�}�€�S�Ï�î�º�†�Q#Ý�M�•�§�î�Å�«�_�P�K�Z�”�É�Ü�£�î�©�Ù�å  �–�å�«�Ì�¡�©�Ù
�å�†�–�¿�î�È�Ý�_�M�•�\�
�­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«  �c�­�µ�©�Ù�å�†�Ô�½�±�K�Z�²�–�¼�Ñ�µ�¡�_�m
�~�\�Z�}�€�S�Ï�î�º�†"I���K�
�d���b�­�µ�©�Ù�å�b6ë�
�Q�€�}�b�Ï�î�º�[�b�¹�î�±�º�n�†0Á�•�K�r�M��
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'¨  24 'v       �”�É�Ü�£�î�©�Ù�å  �Þ�–�Ö  �É�ß�º�¥�Ý  �–�å�«�Ì�¡�©�Ù�å�b0¿��
  �–�å�«�Ì�¡�©�Ù�å  �š�å�ª�å�b�+0[
�è���b�D7H�¦8o

�”�É�Ü�£�î�©�Ù�å  �É�ß�º�¥�Ý�è���_�c�
���b�D7H�¦8o�@�6�~�r�M��

• �–�å�«�Ì�¡�©�Ù�å�@�²0[�^�Ð�Ý�³�Ó�¹�•�”  �­�µ�©�Ù�å�b�«�¸�î�º�_���c�
�«�¸�î�º�Ç�Ý  �Ç�™�î�Ý
�œ�î�Â�î�b�«�¸�î�º  �Ü�å�¡)�#ä�[�c�û�I�€�r�O�‡�� GTP �c�[�¥�[�
�«�¸�î�º  �Ü�å�¡�[0
0��I�€�r
�M��

• �M4Š�b�–�å�«�Ì�¡�©�Ù�å  �š�å�ª�å�c�
 PAT�
 NAT�
�¥4Š  NAT�
�r�S�c� �M�­�Ÿ�×�Ü�¸�•  �–�å�±�î
�Ç�™�–�«6ë�b  NAT �†�§�Ï�î�º�K�r�O�‡�� NAT �§�Ï�î�º�b0ò(ý�_�X�8�Z�c�
 ���¹�Ç�›�Ý�º�b�è���Ï
�Ü�©�î�� �†�g!·�K�Z�C�T�I�8��

�¹�Ç�›�Ý�º�b�è���Ï�Ü�©�î

�¹�Ç�›�Ý�º�[�c�
�M�m�Z�b�¹�Ç�›�Ý�º  �”�É�Ü�£�î�©�Ù�å  �–�å�«�Ì�¡�©�Ù�å  �º�Û�Ç�•�µ�¡�_�M+´�M�•�Ï
�Ü�©�î�@�¥�å�Ç�•� �×�Þ�î�©�Ù�å�_�µ�r�€�
�M�m�Z�b�–�å�«�Ì�¡�©�Ù�å�@�M�m�Z�b�–�å�±�î�Ç�™�–�«�b
�º�Û�Ç�•�µ�¡�_4:#Ý�I�€�r�M>&�¢�ß�î�Â�Ý  �Ï�Ü�©�î>' ���¹�Ç�›�Ý�º  �”�É�Ü�£�î�©�Ù�å  �–�å�«�Ì�¡�©�Ù
�å  �º�Û�Ç�•�µ�¡�_�c�
�›�É�ß�º�¥�Ý�b�¹�Ç�›�Ý�º  �Ï�î�º�l�b�º�Û�Ç�•�µ�¡�@�µ�r�€�r�M��4:#Ý�[�A�•
�¢�ß�î�Â�Ý  �Ï�Ü�©�î�c  1 �X�T�E�^�b�[�
�¢�ß�î�Â�Ý  �Ï�Ü�©�î�†�š�f�M�•>&�† =�è�¥�b�Ï�î�º�_�–�å�«
�Ì�¡�©�Ù�å�†4:#Ý�M�•���œ�x�
�¹�Ç�›�Ý�º�[�–�¿�î�È�Ý�_�^�W�Z�8�^�8�–�å�«�Ì�¡�©�Ù�å�†3ã�•�M�•��
�œ�^�]>'�_�c�
�¹�Ç�›�Ý�º�b�Ï�Ü�©�î�†)…7Ÿ�M�•�?�
�¹�Ç�›�Ý�º�b�Ï�Ü�©�î�†�¹�•�­�î�È�Ý�_�K�Z�‚�K
�8�Ï�Ü�©�î�†4:#Ý�M�•�²0[�@�6�~�r�M��

/² 24-1 �_�§�Ï�î�º�I�€�Z�8�•�M�m�Z�b�–�å�«�Ì�¡�©�Ù�å�
�¹�Ç�›�Ý�º�b�¡�Û�«  �Ð�µ�É�[�Q#Ý�I�€�•�¹
�Ç�›�Ý�º�b�Ï�î�º�
�>�|�g�¹�Ç�›�Ý�º�[�œ�å�_�^�W�Z�8�•�–�å�«�Ì�¡�©�Ù�å  �š�å�ª�å>&�´�Ð>'�†&g�K
�r�M���G�b/²�_�c�
 NAT �_6õ�M�•�D7H�¦8o�v�µ�r�€�Z�8�r�M��

/² 24-1 �§�Ï�î�º�I�€�Z�8�•�”�É�Ü�£�î�©�Ù�å  �–�å�«�Ì�¡�©�Ù�å  �š�å�ª�å

�”�É�Ü�£�î�©�Ù
�å 1

�¹�Ç�›�Ý�º  
�Ï�î�º NAT �_6õ�M�•�D7H�¦8o �† = 2 �¥�Ó�å�º

CTIQBE TCP/2748 — — —

DNS over UDP UDP/53 NAT �§�Ï�î�º�c�
 WINS )�#ä
�b�¡�S0Ž�ô�[�c�Q#Ý�[�A�r�O
�‡��

RFC 1123 PTR �Þ�¥�î�»�c�š�f�I�€�r�O�‡��

FTP TCP/21 — RFC 959 —

GTP UDP/3386
UDP/2123

— — "I�9�^�Û�–�­�å�«�@�²0[�[�M��

H.323 H.225 �>
�|�g  RAS

TCP/1720 
UDP/1718
UDP (RAS) 
1718-1719

� �M�­�Ÿ�×�Ü�¸�•�b�–�å�±�î
�Ç�™�–�«�V�b  NAT �c�§�Ï�î�º
�I�€�r�O�‡��

�«�±�¸�•�µ�¡  PAT �c�§�Ï�î�º
�I�€�r�O�‡��

ITU-T H.323�

H.245�
 H225.0�

Q.931�
 Q.932

—

HTTP TCP/80 — RFC 2616 ActiveX �\  Java �†7V�d�M�•���œ�b  
MTU �D7H�_�@�–�K�Z�C�T�I�8�� MTU 
�@�`�I�M�B�Z  Java �±�¢�r�S�c  ActiveX 
�±�¢�†  1 �X�b�Ã�£�µ�º�_(á�u�}�€�^�8
���œ�c�
7V�d�b��#.�c/œ�ƒ�€�r�O�‡��
24-3
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'¨  24 'v       �”�É�Ü�£�î�©�Ù�å  �Þ�–�Ö  �É�ß�º�¥�Ý  �–�å�«�Ì�¡�©�Ù�å�b0¿��
  �–�å�«�Ì�¡�©�Ù�å  �š�å�ª�å�b�+0[
ICMP — — — �M�m�Z�b ICMP �º�Û�Ç�•�µ�¡�c�
�¹
�Ç�›�Ý�º�b�¡�Û�«  �Ð�µ�É�[!·�œ�I�€�r
�M��

ICMP ERROR — — — �M�m�Z�b ICMP �º�Û�Ç�•�µ�¡�c�
�¹
�Ç�›�Ý�º�b�¡�Û�«  �Ð�µ�É�[!·�œ�I�€�r
�M��

ILS>&LDAP>' TCP/389 PAT �c�§�Ï�î�º�I�€�r�O�‡�� — —

MGCP UDP/2427�

2727

— RFC 2705bis-05 —

NetBIOS Name 
Server over IP

UDP/137�

138>&3æ�™

–�Ï�î�º>'

— — NetBIOS �c�
 NBNS UDP �Ï�î�º  137 
�>�|�g  NBDS UDP �Ï�î�º  138 �_�P�K
�Z�Ã�£�µ�º�b  NAT ��#.�†��/œ�M�•�G�\
�[�§�Ï�î�º�I�€�r�M��

PPTP TCP/1723 — RFC 2637 —

RADIUS 
Accounting

1646 — RFC 2865 —

RSH TCP/514 PAT �c�§�Ï�î�º�I�€�r�O�‡�� Berkeley UNIX —

RTSP TCP/554 PAT �c�§�Ï�î�º�I�€�r�O�‡��

�¥4Š NAT �c�§�Ï�î�º�I�€�r�O
�‡��

RFC 2326�

2327�
 1889

HTTP �¡�ß�î�Ÿ�å�¢�c��#.�K�r�O�‡��

SIP TCP/5060
UDP/5060

�¥4Š NAT �c�§�Ï�î�º�I�€�r�O
�‡��

� �M�­�Ÿ�×�Ü�¸�•�b�–�å�±�î
�Ç�™�–�«�V�b  NAT �c�§�Ï�î�º
�I�€�r�O�‡��

RFC 2543 —

SKINNY
>&SCCP>'

TCP/2000 �¥4Š NAT �c�§�Ï�î�º�I�€�r�O
�‡��

� �M�­�Ÿ�×�Ü�¸�•�b�–�å�±�î
�Ç�™�–�«�V�b  NAT �c�§�Ï�î�º
�I�€�r�O�‡��

— �M���b�²�ó�W�[�
 Cisco IP Phone 0¿��
�†�”�µ�É�ß�î�»�í�s�b  TFTP �c��#.�K
�r�O�‡��

SMTP �>�|�g  
ESMTP

TCP/25 — RFC 821�
 1123 —

SNMP UDP/161�

162

NAT �>�|�g  PAT �c�§�Ï�î�º�I
�€�r�O�‡��

RFC 1155�

1157�
 1212�

1213�
 1215

v.2 RFC 1902 >|  1908�
 v.3 RFC 2570 
>|  2580

SQL*Net TCP/1521 — — v.1 �>�|�g  v.2

Sun RPC over 
UDP �>�|�g  TCP

UDP/111 NAT �>�|�g  PAT �c�§�Ï�î�º�I
�€�r�O�‡��

— �¹�Ç�›�Ý�º�b�Ý�î�Ý�_�c  UDP �Ï�î�º  
111 �@�µ�r�€�Z�8�r�M�� TCP �Ï�î�º  
111 �b  Sun RPC �–�å�«�Ì�¡�©�Ù�å�†�–
�¿�î�È�Ý�_�M�•���œ�c�
 TCP �Ï�î�º  
111 �†!·�œ�M�•�‚�K�8�Ý�î�Ý�†�8�B�K�

Sun RPC �–�å�«�Ì�¡�©�Ù�å�†��/œ�M�•
�²0[�@�6�~�r�M��

/² 24-1 �§�Ï�î�º�I�€�Z�8�•�”�É�Ü�£�î�©�Ù�å  �–�å�«�Ì�¡�©�Ù�å  �š�å�ª�å  >&)F�A>'

�”�É�Ü�£�î�©�Ù
�å 1

�¹�Ç�›�Ý�º  
�Ï�î�º NAT �_6õ�M�•�D7H�¦8o �† = 2 �¥�Ó�å�º
24-4
ASDM �Ø�î�¨  �ž�–�»

OL-14981-01-J



 

'¨  24 'v       �”�É�Ü�£�î�©�Ù�å  �Þ�–�Ö  �É�ß�º�¥�Ý  �–�å�«�Ì�¡�©�Ù�å�b0¿��
  �”�É�Ü�£�î�©�Ù�å�è���b0¿��
�”�É�Ü�£�î�©�Ù�å�è���b0¿��
�G�b�µ+��[�c�
�§�î�Å�«  �Ï�Ü�©�î  �Ý�î�Ý�†�Q#Ý�K�r�M���§�î�Å�«  �Ï�Ü�©�î�[�c�
�M2��ö�\��3>�ö�†
�
�<�S�‰�2�[  �­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«  �µ+��†0¿���[�A�r�M���S�\�<�d�
�§�î�Å�«  �Ï�Ü�©�î�†�Q#Ý�M
�•�\�
�M�m�Z�b  TCP �”�É�Ü�£�î�©�Ù�å�_4:#Ý�I�€�•�±�–�Ò�”�˜�º  �¥�å�Ç�•� �×�Þ�î�©�Ù�å�[�c�^�C�

"I���b  TCP �”�É�Ü�£�î�©�Ù�å�_�[�w�b�±�–�Ò�”�˜�º  �¥�å�Ç�•� �×�Þ�î�©�Ù�å�†�8�B�[�A�r�M��0ò(ý�_
�X�8�Z�c�
 �� '¨ 23 'v���§�î�Å�«  �Ï�Ü�©�î  �Ý�î�Ý�b0¿���� ���†�g!·�K�Z�C�T�I�8��

�M4Š�b�”�É�Ü�£�î�©�Ù�å�[�c�
�¹�Ç�›�Ý�º�[�–�å�«�Ì�¡�©�Ù�å�@�–�¿�î�È�Ý�_�^�W�Z�8�r�M��0ò(ý�_�X
�8�Z�c�
 ���¹�Ç�›�Ý�º�b�è���Ï�Ü�©�î�� �†�g!·�K�Z�C�T�I�8���G�b8o�†�g!·�K�Z�–�å�«�Ì�¡�©�Ù�å  �Ï�Ü
�©�î�†�š�f�K�Z�C�T�I�8��

�”�É�Ü�£�î�©�Ù�å  �–�å�«�Ì�¡�©�Ù�å�†0¿���M�•�m8p�c�
���b�\�>�~�[�M��

�«�¸�µ�É 1 [Configuration] > [Firewall] > [Service Policy Rules] �†�¡�Ü�µ�¡�K�r�M��

�«�¸�µ�É 2 ��3û4#�º�Û�Ç�•�µ�¡�b�§�î�Å�«  �Ï�Ü�©�î  �Ý�î�Ý�b3ã�•�� >&P.23-4>' �†�g!·�K�Z�
�§�î�Å�«  �Ï�Ü�©�î  �Ý�î
�Ý�†3ã�•�r�S�c)…7Ÿ�K�r�M��

�† =�è�¥�b�Ï�î�º�†!·�œ�M�•���œ�c�
8��† =�Ï�î�º#Ý�b�‚�K�8�Ý�î�Ý�†�8�B�K�r�M���›�–�å�«�Ì�¡�©�Ù
�å  �š�å�ª�å�b�† =�Ï�î�º�_�X�8�Z�c�
 ���¹�Ç�›�Ý�º�b�è���Ï�Ü�©�î�� >&P.24-3>' �†�g!·�K�Z�C�T�I�8���²
0[�_�Â�L�Z� �L�§�î�Å�«  �Ï�Ü�©�î
Æ�_0
�X�b�Ý�î�Ý�†)��s�œ�ƒ�O�•�G�\�@�[�A�•�S�u�
!·�œ�M�•�º�Û
�Ç�•�µ�¡�_�Â�L�S�Ý�î�Ý�†�8�B�[�A�r�M���S�T�K�
�º�Û�Ç�•�µ�¡�@�–�å�«�Ì�¡�©�Ù�å  �”�¡�©�Ù�å�†�µ
�t�Ý�î�Ý�\�M+´�K�
�Q�b�‹� �]�_�–�å�«�Ì�¡�©�Ù�å  �”�¡�©�Ù�å�†�µ�t�9�b�Ý�î�Ý�\�v�M+´�K�S���œ�

�q�6�_�M+´�K�S�Ý�î�Ý�T�E�@�Q#Ý�I�€�r�M��

�«�¸�µ�É 3 [Edit Service Policy Rule] > [Rule Actions] �²�–�”�ß�¢�Î�µ�¡�«�[�
 [Protocol Inspection] �±�È�†�¡�Ü�µ
�¡�K�r�M��

�‚�K�8�Ý�î�Ý�b���œ�
 [Add Service Policy Rule Wizard - Rule Actions] �\�8�:�²�–�”�ß�¢�Î�µ�¡�«�¡�@
/²&g�I�€�r�M��

�«�¸�µ�É 4 4:#Ý�M�•�›�–�å�«�Ì�¡�©�Ù�å  �±�–�É�†�œ�å�_�K�r�M��

�«�¸�µ�É 5 >&�õ�–>'�M4Š�b�–�å�«�Ì�¡�©�Ù�å  �š�å�ª�å�[�c�
�º�Û�Ç�•�µ�¡�_�–�å�«�Ì�¡�©�Ù�å�†4:#Ý�M�•�\�A�b3ã
�•�Ã�Û�Ó�î�±�†�D�š�[�A�r�M���–�å�«�Ì�¡�©�Ù�å  �Ð�µ�É�†0¿���M�•�_�c�
�›�–�å�«�Ì�¡�©�Ù�å  �±�–�É
�b  [Configure] �†�¡�Ü�µ�¡�K�r�M��

�¤�Ñ�b�Ð�µ�É�†4E�¥�M�•�G�\�v�
�‚�K�8�Ð�µ�É�†�8�B�M�•�G�\�v�[�A�r�M�� [Configuration] > 
[Firewall] > [Objects] > [Inspect Maps] �Ì�–�å�?�}�
�–�å�«�Ì�¡�©�Ù�å  �Ð�µ�É�†�¦�S�_��*O�[�A�r�M��
�›�–�å�«�Ì�¡�©�Ù�å  �Ð�µ�É  �±�–�É�b0ò(ý�_�X�8�Z�c�
 ���–�å�«�Ì�¡�©�Ù�å  �Ð�µ�É�b�Ç�•�î�Ý�»�b1��Â��

>&P.24-61>' �†�g!·�K�Z�C�T�I�8��

�«�¸�µ�É 6 �²0[�_�Â�L�Z�
�Ú�b  [Rule Actions] �±�È�†�Q#Ý�K�
�G�b�Ý�î�Ý�_�P�K�Z�Ú�b�µ+��†0¿���[�A�r�M��

TFTP UDP/69 — RFC 1350 �Ì�–�ß�î�»  IP �”�»�Þ�«�c�š�n�I�€�r�O
�‡��

XDCMP UDP/177 NAT �>�|�g  PAT �c�§�Ï�î�º�I
�€�r�O�‡��

— —

1. �¹�Ç�›�Ý�º  �Ï�î�º�_�P�K�Z�¹�Ç�›�Ý�º�[�–�¿�î�È�Ý�_�^�W�Z�8�•�–�å�«�Ì�¡�©�Ù�å  �š�å�ª�å�c�´�Ð�[/²0°�I�€�Z�8�r�M��

2. �­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«  �c�
�G�€�}�b�† =�_ =�Ð�K�Z�8�r�M�@�
�è���P1ß�b�Ã�£�µ�º�_�c =�Ð�†�I�D�K�r�O�‡���S�\�<�d�
�›  FTP �¥
�Ð�å�»�c"I���b8p�Î�[�6�•�²0[�@�6�~�r�M�@�
�­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«  �_�|�W�Z�Q�b8p�Î�†�I�D�I�€�•�G�\�c�6�~�r�O�‡��

/² 24-1 �§�Ï�î�º�I�€�Z�8�•�”�É�Ü�£�î�©�Ù�å  �–�å�«�Ì�¡�©�Ù�å  �š�å�ª�å  >&)F�A>'

�”�É�Ü�£�î�©�Ù
�å 1

�¹�Ç�›�Ý�º  
�Ï�î�º NAT �_6õ�M�•�D7H�¦8o �† = 2 �¥�Ó�å�º
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'¨  24 'v       �”�É�Ü�£�î�©�Ù�å  �Þ�–�Ö  �É�ß�º�¥�Ý  �–�å�«�Ì�¡�©�Ù�å�b0¿��
  CTIQBE �–�å�«�Ì�¡�©�Ù�å
�«�¸�µ�É 7 [OK]  �†�¡�Ü�µ�¡�K�r�M>&�r�S�c�˜�•�¨�î�»�[  [Finish] �†�¡�Ü�µ�¡�K�r�M>' ��

CTIQBE �–�å�«�Ì�¡�©�Ù�å
�G�b8o�[�c�
 CTIQBE �”�É�Ü�£�î�©�Ù�å  �–�å�«�Ì�¡�©�Ù�å�_�X�8�Z1��Â�K�r�M���G�b8o�[�c�
���b�º
�Æ�µ�¡�_�X�8�Z�v�~�V�F�r�M��

• �� CTIQBE �–�å�«�Ì�¡�©�Ù�å�b�+0[�� >&P.24-6>'

• ���D7H�¦8o�� >&P.24-6>'

CTIQBE �–�å�«�Ì�¡�©�Ù�å�b�+0[

CTIQBE �É�ß�º�¥�Ý  �–�å�«�Ì�¡�©�Ù�å�c�
 NAT�
 PAT�
�>�|�g�n�‰�¥  NAT �†�§�Ï�î�º�K�r�M���G�€�_
�|�W�Z�
 Cisco IP SoftPhone �\�Ú�b  Cisco TAPI/JTAPI �”�É�Ü�£�î�©�Ù�å�@  Cisco CallManager �\4��·
�K�
�­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«  �†2z�<�Z�¥�î�Ý  �­�µ�º�”�µ�É�†/œ�<�•�|�:�_�^�~�r�M��

TAPI �\  JTAPI �c�
�¨�C�b  Cisco VoIP �”�É�Ü�£�î�©�Ù�å�[�Q#Ý�I�€�r�M�� CTIQBE �c�
 Cisco TSP �@ 
Cisco CallManager �\3û�™�M�•�S�u�_�Q#Ý�I�€�r�M��

�D7H�¦8o

CTIQBE �”�É�Ü�£�î�©�Ù�å  �–�å�«�Ì�¡�©�Ù�å�b�Q#Ý�ì�_4:#Ý�I�€�•�D7H�†���_�r�\�u�r�M��

• CTIQBE �”�É�Ü�£�î�©�Ù�å  �–�å�«�Ì�¡�©�Ù�å�c�
 alias �¥�Ð�å�»�†�Q#Ý�M�•�¥�å�Ç�•� �×�Þ�î�©�Ù
�å�†�§�Ï�î�º�K�r�O�‡��

• CTIQBE �¥�î�Ý�b�«�¸�î�º�Ç�Ý  �Ç�™�î�Ý�œ�î�Â�î�c�§�Ï�î�º�I�€�Z�8�r�O�‡��

• debug ctiqbe �¥�Ð�å�»�†
°�Š�M�•�\�
�Ó�µ�­�î�ª�b��3æ�@4��€�•���œ�@�6�~�
�Ü�”�Ý�±�–�Ò#”�C
�b�Ã�Ç�›�î�Ð�å�«�_�s8j�M�•�G�\�@�6�~�r�M���G�b�¹�Â�µ�¢�r�S�c�ß�¢�†�–�¿�î�È�Ý�_�K�
�­�Ÿ�×
�Ü�¸�•  �”�É�Û�–�”�å�«  �†�Ó�K�Z  Cisco IP SoftPhone �[�¥�î�Ý  �­�µ�º�”�µ�É�†�ö�¢�[�A�^�8���œ
�c�
 Cisco IP SoftPhone �b�·�8�M�•�©�«�¸�Ò�[  Cisco TSP 0¿���b�±�–�Ò�”�˜�º�Í�†�Q�x�K�Z�C�T�I
�8��

���_�
 CTIQBE �”�É�Ü�£�î�©�Ù�å  �–�å�«�Ì�¡�©�Ù�å�†"I���b�¦�[�[�Q#Ý�M�•7•�_�
"I�9�_�@�–�@�²0[
�^�¦8o�†�r�\�u�r�M��

• 2 �X�b  Cisco IP SoftPhone �@$��^�•  Cisco CallManager �_$Ï6��I�€�Z�8�Z�
�›  CallManager �@ �­
�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«  �b$��^�•�–�å�±�î�Ç�™�–�«�_�K)F�I�€�Z�8�•���œ�
�G�€�}  2 �X�b7Á0ð
6ë�b�¥�î�Ý�c�»�K�K�r�M��

• Cisco IP SoftPhone �\�š3Q�K�Z  Cisco CallManager �b�‰�@�­�Ÿ�×�Ü�¸�•�b9×�8�–�å�±�î�Ç�™�–�«�V
�_4Ä*(�I�€�Z�8�•"g�Â�[�
 NAT �r�S�c�¥4Š  NAT �@ Cisco CallManager IP �”�»�Þ�«�_�²0[�^���œ�

�Ð�µ�Æ�å�¢�c�«�±�¸�•�µ�¡�[�6�•�²0[�@�6�~�r�M�� Cisco IP SoftPhone �[�c  Cisco CallManager IP 
�”�»�Þ�«�†  PC �V�b  Cisco TSP �¥�å�Ç�•� �×�Þ�î�©�Ù�å�[�Â&g$×�_�æ���M�•�G�\�@�²0[�^�S�u�[
�M��

• PAT �r�S�c�¥4Š  PAT �b�Q#Ý�ì�_  Cisco CallManager IP �”�»�Þ�«�†�š�n�M�•���œ�
 Cisco IP 
SoftPhone �†�G�–�_$Ï6��I�O�•�_�c�
 TCP �Ï�î�º  2748 �†  PAT>&�–�å�±�î�Ç�™�–�«>'�”�»�Þ�«�\� 
�L�Ï�î�º�_�«�±�¸�•�µ�¡�_�Ð�µ�Æ�å�¢�M�•�²0[�@�6�~�r�M�� CTIQBE �w�™�Ï�î�º>& TCP 2748>'�c
�[���I�€�Z�8�Z�
 Cisco CallManager�
 Cisco IP SoftPhone�
 Cisco TSP �b�8�N�€�_�>�8�Z�v�Ø�î�¨
�_�|�•0¿���c�[�A�r�O�‡��
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'¨  24 'v       �”�É�Ü�£�î�©�Ù�å  �Þ�–�Ö  �É�ß�º�¥�Ý  �–�å�«�Ì�¡�©�Ù�å�b0¿��
  DCERPC �–�å�«�Ì�¡�©�Ù�å
DCERPC �–�å�«�Ì�¡�©�Ù�å
DCERPC �c�
 Microsoft &k�b�(�S�¡�Û�–�”�å�º / �§�î�Â  �”�É�Ü�£�î�©�Ù�å�[�È�C�Q�ƒ�€�Z�8�•�É�ß�º�¥
�Ý�[�M���G�b�É�ß�º�¥�Ý�_�|�W�Z�
�¯�Ç�º�˜�™�”  �¡�Û�–�”�å�º�@�§�î�Â�_�6�•�É�ß�¢�Û�Ò�†�Ü�Ô�î�º
�[��/œ�[�A�•�|�:�_�^�~�r�M��

3û�–�
�G�b�É�ß�º�¥�Ý�b�K)F�[�c�
�¡�Û�–�”�å�º�@�£(Ù�í�s�Ï�î�º$��•�[�K)F�†�w�E
°�€�•�š�å�»�Ï�–
�å�º  �Ð�µ�Ã�î�\�8�:�§�î�Â�_�
�²0[�^�§�î�Å�«�_�X�8�Z�²�–�¼�Ñ�µ�¡�_�m�~�\�Z�}�€�•�¿�µ�º�á�î�¡
�_���†�e�8�œ�ƒ�O�r�M�����_�
�¡�Û�–�”�å�º�c�
�§�î�Å�«�†�f�j�K�Z�8�•�§�î�Â�b�–�å�«�±�å�«�l�b�­
�•�å�²�Ü�K)F�†�­�µ�º�”�µ�É�K�r�M���­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�c�
4:�)�^�Ï�î�º$��•�\�¿�µ�º
�á�î�¡  �”�»�Þ�«�l�b�­�•�å�²�Ü�K)F�†0Á�•�K�
�²0[�_�Â�L�Z  Network Address Translation>&NAT; �¿�µ
�º�á�î�¡  �”�»�Þ�«�š�n>'�†4:#Ý�K�r�M��

DCERPC �–�å�«�Ì�¡�©�Ù�å  �Ð�µ�É�c�
 TCP �b�£(Ù�í�s�Ï�î�º  135 �†)�#ä�K�S�
 EPM �\�¡�Û�–�”�å�º
6ë�b�¿�–�¸�•�È  TCP �b3û�™�†�è���K�r�M���¡�Û�–�”�å�º#Ý�_  EPM �b�Ð�µ�Æ�å�¢�\�Ý�µ�¡�”�µ�É�@�§
�Ï�î�º�I�€�Z�8�r�M���¡�Û�–�”�å�º�\�§�î�Â�c�
�]�b�­�Ÿ�×�Ü�¸�•  �°�î�å�_�6�W�Z�v�?�r�8�r�O�‡��
�Ù�u3¸�r�€�S�§�î�Â�b  IP �”�»�Þ�«�\�Ï�î�º$��•�c�
 EPM �?�}�b�Â'Å�Ó�µ�­�î�ª�[�w�E�v�~�r�M���¡�Û
�–�”�å�º�@  EPM �?�}3É�I�€�S�§�î�Â�b�Ï�î�º�_�P�K�Z0
�X�b�K)F�†0è�s�•�•+��ö�@�6�•�b�[�
�Æ�å
�Í�î�Ý�@0
�X�Q#Ý�[�A�
�Ø�î�¨�@�Q�b�±�–�Ò�”�˜�º�†0¿���[�A�•�|�:�_�^�W�Z�8�r�M��

DNS �–�å�«�Ì�¡�©�Ù�å
�G�b8o�[�c�
 DNS �”�É�Ü�£�î�©�Ù�å  �–�å�«�Ì�¡�©�Ù�å�_�X�8�Z1��Â�K�r�M���G�b8o�[�c�
���b�º�Æ�µ
�¡�_�X�8�Z�v�~�V�F�r�M��

• �� DNS �”�É�Ü�£�î�©�Ù�å  �–�å�«�Ì�¡�©�Ù�å�b�·�8�� >&P.24-7>'

• �� DNS �Ü�Û�–�º�b�·�8�� >&P.24-8>'

DNS �”�É�Ü�£�î�©�Ù�å  �–�å�«�Ì�¡�©�Ù�å�b�·�8

�­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«  �[  DNS �Â'Å�@3?3æ�I�€�•�\�M�D�_�
�­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«  �c  
DNS �¡�š�Ü�î�_6õ4��Ü�E�}�€�S  DNS �­�µ�©�Ù�å�†�)�•�K�r�M���­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«  �c�r�S�

�Ó�µ�­�î�ª�º�n�†�Ô�½�±�K�Z  DNS �Â'Å�b  ID �@ DNS �¡�š�Ü�î�b  ID �\�M+´�M�•�G�\�†&�1��K�r�M��

DNS �–�å�«�Ì�¡�©�Ù�å�†�–�¿�î�È�Ý�_�M�•�\>&�¹�Ç�›�Ý�º>' �
�­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«  �c���b3ã
�•�b�±�«�¡�†��/œ�K�r�M��

• NAT �Ý�î�Ý�†�Q#Ý�K�Z�8�B�I�€�S�¥�å�Ç�•� �×�Þ�î�©�Ù�å�_�ö�Y�8�Z  DNS �Þ�¥�î�»�†�š�n�K�r
�M���š�n�c�
 DNS �Â'Å�b  A �Þ�¥�î�»�T�E�_4:#Ý�I�€�•�S�u�
 DNS �Ü�Û�–�º�_�|�W�Z  PTR �Þ�¥�î
�»�†�²0[�\�M�•3ë�Ý�µ�¡�”�µ�É�@�s8j�†�w�E�•�G�\�c�6�~�r�O�‡��

>&�@>' 1 �X�b  A �Þ�¥�î�»�_�c0
�X�b  PAT �Ý�î�Ý�@4:#Ý�•+��[�
�Q#Ý�M�•  PAT �Ý�î�Ý�@�6�8�r�8�^�S
�u�
 DNS �Ü�Û�–�º�c  PAT �_�c4:#Ý�[�A�r�O�‡��

• �q�±  DNS �Ó�µ�­�î�ª6×�†�æ���K�r�M>&�¹�Ç�›�Ý�º�c  512 �Â�–�º�
�q�±6×�c  65535 �Â�–�º>' ���­
�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«  �c�²0[�_�Â�L�Z�Ü�”�­�å�È�Ü�†��/œ�K�
�Ã�£�µ�º6×�@0¿���I�€�Z�8�•
�q�±6×�|�~�v%·�8�G�\�†&�1��K�r�M���­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«  �c�
�q�±6×�†2x�<�•�Ã�£�µ�º
�†�»�ß�µ�É�K�r�M��

• �»�Ó�–�å�¡�b6×�I�†  255 �Â�–�º�_�D7H�K�
�Û�Ë�Ý�b6×�I�†  63 �Â�–�º�_�D7H�K�r�M��
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'¨  24 'v       �”�É�Ü�£�î�©�Ù�å  �Þ�–�Ö  �É�ß�º�¥�Ý  �–�å�«�Ì�¡�©�Ù�å�b0¿��
  DNS �–�å�«�Ì�¡�©�Ù�å
• DNS �Ó�µ�­�î�ª�_�})°�Ï�–�å�±�@��#'�K�S���œ�
�Ï�–�å�±�@�g!·�M�•�»�Ó�–�å�¡�b�Z�œ�ö�†&�1�
�K�r�M��

• �})°�Ï�–�å�±�b�Ý�î�É�@)
�¢�M�•�?�]�:�?�†&�1��K�r�M��

0
�X�b  DNS �­�µ�©�Ù�å�@� �L  2 �X�b�Í�«�º6ë�[$Î#Õ�K�
�Q�€�}�b�­�µ�©�Ù�å�b  5 �X�b�±�É�Ý>&3æ�™
–
/ ��
›  IP �”�»�Þ�«�
3æ�™
– / ��
›�Ï�î�º�
�>�|�g�É�ß�º�¥�Ý>'�@� �L�v�b�[�6�•���œ�
�Q�€�}�b�­�µ
�©�Ù�å�_�P�K�Z�c�K)F�@  1 �X�T�E�8�B�I�€�r�M�� DNS ID �c  app_id �[3ã2§�I�€�
�›  app_id �b�”�–�»�Ý  
�±�–�Ð�î�c"‚'g�K�Z��/œ�I�€�r�M��

app_id �b�w� �‡7H�c�Q�€�R�€"‚'g�K�Z 6�¢�M�•�S�u�
�G�\�^  DNS �Â'Å�@�­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å
�«�†3û4#�[�A�•�b�c�
7H�}�€�S�‡6ë
Æ�T�E�[�6�~�
�Ü�¯�î�«�b)E)F�Q#Ý�c�[�A�r�O�‡���S�T�K�
 show 
conn �¥�Ð�å�»�†
°�Š�K�S���œ�
�‚�K�8  DNS �­�µ�©�Ù�å�_�|�W�Z�Ü�­�µ�º�I�€�Z�8�•  DNS �K)F�b�”�–
�»�Ý  �±�–�Ð�î�@/²&g�I�€�r�M���G�€�c
¹�w  DNS �K)F�b�ö2A�_�|�•�v�b�[�6�~�
�Ù�]�[�M��

DNS �Ü�Û�–�º�b�·�8

DNS �–�å�«�Ì�¡�©�Ù�å�@�–�¿�î�È�Ý�[�6�•�\�A�
 DNS �Ü�Û�–�º�c�
�õ�–�b�–�å�±�î�Ç�™�–�«�?�}3æ�™
�I�€�S  DNS �Ó�µ�­�î�ª�b  NAT �†�ö
²�_�§�Ï�î�º�K�r�M��


Æ4Š�b�¿�µ�º�á�î�¡�V�b�¡�Û�–�”�å�º�@�
�¥4Š�–�å�±�î�Ç�™�–�«�V�b  DNS �§�î�Â�?�}3æ�™�I�€�•
Æ4Š
�”�»�Þ�«�b  DNS 0Ž�ô�†0[�Ó�K�S���œ�
 DNS A �Þ�¥�î�»�c�G�K�C�š�n�I�€�r�M�� DNS �–�å�«�Ì�¡�©�Ù
�å  �š�å�ª�å�@�¹�•�­�î�È�Ý�[�6�•���œ�
 A �Þ�¥�î�»�c�š�n�I�€�r�O�‡��

DNS �–�å�«�Ì�¡�©�Ù�å�@�–�¿�î�È�Ý�[�6�€�d�
 NAT �Ý�î�Ý�†�Q#Ý�K�Z  DNS �Ü�Û�–�º�†0¿���[�A�r�M��

DNS �Ü�Û�–�º�c���b  2 �X�b�µ+��†��/œ�K�r�M��

• DNS �¡�Û�–�”�å�º�@�É�Û�–�Ë�î�º  �–�å�±�î�Ç�™�–�«�_�6�•���œ�
 DNS �Â'Å �b�Ã�È�Ü�µ�¡  �”�»�Þ�«
>&�Ý�î�¸�•�å�¢�•+��^�”�»�Þ�«�r�S�c���Ð�µ�Æ�å�¢���”�»�Þ�«>'�†�É�Û�–�Ë�î�º  �”�»�Þ�«>&����7•
�b���”�»�Þ�«>'�_�š�n�K�r�M��

• DNS �¡�Û�–�”�å�º�@�Ã�È�Ü�µ�¡  �–�å�±�î�Ç�™�–�«�_�6�•���œ�
�É�Û�–�Ë�î�º  �”�»�Þ�«�†�Ã�È�Ü�µ
�¡  �”�»�Þ�«�_�š�n�K�r�M��

�W 24-1 �[�c�
 DNS �§�î�Â�c�¥4Š>& ISP>'�¿�µ�º�á�î�¡�_�6�~�r�M���§�î�Â�b��7•�b�”�»�Þ�«
>&192.168.100.1>'�c�
�«�±�¸�•�µ�¡  NAT �Ý�î�Ý�†�Q#Ý�K�Z  ISP �@�m�~�\�Z�•�”�»�Þ�«
>&209.165.200.5>'�_�Ð�µ�Æ�å�¢�I�€�Z�8�r�M��
Æ4Š�–�å�±�î�Ç�™�–�«�b  Web �¡�Û�–�”�å�º�@  
http://server.example.com �\�8�:  URL �b  Web �§�î�Â�_�”�¡�­�«�K�|�:�\�M�•�\�
 Web �¡�Û�–�”�å�º�@
�·�8�M�•�Í�«�º�@�
 Web �§�î�Â�b  IP �”�»�Þ�«�b0Ž�ô�†�Ó�u�•  DNS 0[�Ó�†  DNS �§�î�Â�_3æ�™�K�r�M��
�­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«  �c�
 IP �Ê�µ�²�î�_�µ�r�€�•�Ý�î�¸�•�å�¢�Y�•�b3æ�™
–�”�»�Þ�«�†�š�n
�K�
�¥4Š�–�å�±�î�Ç�™�–�«�b  ISP �¿�µ�º�á�î�¡�_0[�Ó�†3?3æ�K�r�M�� DNS �Â'Å�@3É�I�€�•�\�
�­�Ÿ�×
�Ü�¸�•  �”�É�Û�–�”�å�«  �c�”�»�Þ�«�š�n�†��
›�”�»�Þ�«�T�E�[�c�^�C�
 DNS �Â'Å�b  A �Þ�¥�î�»�_�µ�r
�€�•�
�Ù�u3¸�r�€�S  Web �§�î�Â�b  IP �”�»�Þ�«�_�v4:#Ý�K�r�M��)��Ý�\�K�Z�

Æ4Š�¿�µ�º�á�î�¡�V�b  
Web �¡�Û�–�”�å�º�c�

Æ4Š�¿�µ�º�á�î�¡�V�b  Web �§�î�Â�\�b�K)F�_�Q#Ý�M�•�G�K�8�”�»�Þ�«�†�v�“�K
�r�M��
24-8
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'¨  24 'v       �”�É�Ü�£�î�©�Ù�å  �Þ�–�Ö  �É�ß�º�¥�Ý  �–�å�«�Ì�¡�©�Ù�å�b0¿��
  ESMTP �–�å�«�Ì�¡�©�Ù�å
�W 24-1 DNS �Â'Å�_�µ�r�€�•�”�»�Þ�«�b�š�n>& DNS �Ü�Û�–�º>'

DNS �Ü�Û�–�º�c�
 DNS 0[�Ó�†�8�B�M�•�¡�Û�–�”�å�º�@  DMZ �¿�µ�º�á�î�¡�_�6�~�
 DNS �§�î�Â�@
Æ4Š
�–�å�±�î�Ç�™�–�«�_�6�•���œ�_�v�µ+��K�r�M��

ESMTP �–�å�«�Ì�¡�©�Ù�å
ESMTP �–�å�«�Ì�¡�©�Ù�å�c�
�«�Ã�Ò�
�Ç�•�µ�©�å�¢�
�Y�G�^�g�'�b�Ó�µ�­�î�ª�_�|�•�7�Á�
�Â�µ�Ç�“  
�œ�î�Â�î�Ç�ß�î / �”�å�²�î�Ç�ß�î�7�Á�†�è���K�r�M���r�S�
�”�É�Ü�£�î�©�Ù�å  �­�Ÿ�×�Ü�¸�•�\�É�ß�º�¥
�Ý =�Ð�_�|�~�
�G�–�^  ESMTP �Ó�µ�­�î�ª�T�E�†3û�K�
�›'��b�7�Á�b�è���x3æ�w�™*…�>�|�g�Ó�î�Ý�p)E
�b�È�ß�µ�¡�v/œ�8�r�M��

FTP �–�å�«�Ì�¡�©�Ù�å
�G�b8o�[�c�
 FTP �–�å�«�Ì�¡�©�Ù�å  �š�å�ª�å�_�X�8�Z1��Â�K�r�M���G�b8o�[�c�
���b�º�Æ�µ�¡�_�X�8
�Z�v�~�V�F�r�M��

• �� FTP �–�å�«�Ì�¡�©�Ù�å�b�+0[�� >&P.24-9>'

• ���]�&�^  FTP �b�Q#Ý�‰�2��>&P.24-10>'

• �� FTP �è���b&�1��\�Ô�½�±�Ü�å�¢�� >&P.24-11>'

FTP �–�å�«�Ì�¡�©�Ù�å�b�+0[

FTP �”�É�Ü�£�î�©�Ù�å  �–�å�«�Ì�¡�©�Ù�å�c�
 FTP �­�µ�©�Ù�å�†�è���K�
���b  4 �X�b�±�«�¡�†��/œ�K�r
�M��

• �²�–�¼�Ñ�µ�¡�^�§��$×�¹�î�±�K)F�b =
�

• FTP �¥�Ð�å�»�Â'Å�©�î�£�å�«�b3ã2§

• %���0É2§�b#Õ�B

• �Ù�u3¸�s  IP �”�»�Þ�«�b�š�n

13
24

06

Web �(�o�C
server.example.com

192.168.100.1

Web �"�\�����f�;
http://server.example.com

192.168.100.2

ISP ���f�2�o�@�6�;

DNS �(�o�C
209.165.200.5 �]�é  server.example.com

 �.� �X�]�9��  ���J�\�����f�,
209.165.200.5 �]�é  192.168.100.1
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  FTP �–�å�«�Ì�¡�©�Ù�å
FTP �”�É�Ü�£�î�©�Ù�å  �–�å�«�Ì�¡�©�Ù�å�_�|�W�Z�
 FTP �¹�î�±3?3æ#Ý�_�­�•�å�²�Ü  �³�Õ�¿�Ý�@#Ý�–�I
�€�r�M���G�€�}�b�³�Õ�¿�Ý�b�Ï�î�º�c�
 PORT �¥�Ð�å�»�r�S�c  PASV �¥�Ð�å�»�†�Q#Ý�K�Z�¿�¦�©�š�î
�º�I�€�r�M���­�•�å�²�Ü  �³�Õ�¿�Ý�c�
�Ç�“�–�Ý  �”�µ�É�ß�î�»�
�Ç�“�–�Ý  �²�˜�å�ß�î�»�
�r�S�c�¹�•�Þ
�¡�º�Ü  �Ü�«�º  �–�Ë�å�º�l�b�Â'Å�[�m�~�\�Z�}�€�r�M��

>&�@>' FTP �–�å�«�Ì�¡�©�Ù�å  �š�å�ª�å�†�¹�•�­�î�È�Ý�_�M�•�\�
$Î�™�Ø�î�¨�c�Ã�µ�©�È  �Ô�î�»�[�K�?�K)F�†
6ä���[�A�^�C�^�~�
%T�™  FTP �c�M�m�Z�¹�•�­�î�È�Ý�_�^�~�r�M��

�]�&�^  FTP �b�Q#Ý�‰�2

strict �œ�É�©�Ù�å�_�|�~�]�&�^  FTP �†�Q#Ý�M�•�\�
 Web �È�Û�˜�¨�@  FTP 0[�Ó
Æ�b�Ù�u3¸�s�¥�Ð�å�»�†
3æ�™�[�A�^�C�^�•�S�u�
�–1¤�I�€�S�¿�µ�º�á�î�¡�b�­�Ÿ�×�Ü�¸�•�@�I�ì�I�€�r�M���]�&�^  FTP �†�–
�¿�î�È�Ý�_�M�•�_�c�
 [Configuration] > [Firewall] > [Service Policy Rules] > [Edit Service Policy Rule] 
> [Rule Actions] > [Protocol Inspection] �±�È�[�
 FTP �b�“�_�6�•  [Configure] �Î�±�å�†�¡�Ü�µ�¡�K�r
�M��

>&�@>' �­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�b3û4#�†&—�F�M�•  FTP �¥�Ð�å�»�†�æ���M�•�_�c�
 �� FTP Class Map��
>&P.24-44>' �_�K�S�@�W�Z FTP �–�å�«�Ì�¡�©�Ù�å  �Ð�µ�É�†�8�B�K�r�M��

�–�å�±�î�Ç�™�–�«�_�P�K�Z  Strict �œ�É�©�Ù�å�†�œ�å�_�M�•�\�
 FTP �–�å�«�Ì�¡�©�Ù�å�_�|�W�Z���b�·�8
�@4:#Ý�I�€�r�M��

• FTP �¥�Ð�å�»�@&�1��Â'Å�I�€�Z�?�}�[�^�8�\�
�­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�c�‚�K�8�¥�Ð�å�»�†
0Á�•�K�r�O�‡��

• �­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�c�
�Ù�u3¸�s�¥�Ð�å�»�†3æ�™�M�•�K)F�†�»�ß�µ�É�K�r�M��

• 227 �¥�Ð�å�»�\  PORT �¥�Ð�å�»�@�
�š�Û�î�e�Ð�4�_/²&g�I�€�^�8�|�:�_&�1��I�€�r�M��

�@�– strict �œ�É�©�Ù�å�†�Q#Ý�M�•�\�
 FTP RFC �_�]�&�_ =�Ð�K�Z�8�^�8  FTP �¡�Û�–�”�å�º�c�»�K�M�•�G
�\�@�6�~�r�M��

strict �œ�É�©�Ù�å�@�–�¿�î�È�Ý�b���œ�
�›  FTP �¥�Ð�å�»�\�Â'Å�©�î�£�å�«�@3ã2§�I�€�
���b$��–�^�”�¡
�¸�•�Å�¸�•�@�^�8�?&�1��I�€�r�M��

• �)�~���Z�I�€�S�¥�Ð�å�»>8 PORT �¥�Ð�å�»�>�|�g  PASV �Â'Å�¥�Ð�å�»�b�•�å�Ð�b�X�@  5 �[�6�•�?�]
�:�?�@&�1��I�€�r�M���•�å�Ð�b�X�@  5 �[�^�8���œ�c�
 PORT �¥�Ð�å�»�@�)�~���Z�}�€�Z�8�•�\0b�^
�I�€�
 TCP �K)F�c6â�L�}�€�r�M��

• �Y�G�^�¥�Ð�å�»>8 FTP �¥�Ð�å�»�@�
 RFC �b0[�Ó�]�>�~�_  <CR><LF> �e�Ð�[)
�¢�K�Z�8�•�?�]�:�?
&�1��I�€�r�M��)
�¢�K�Z�8�^�8���œ�c�
�K)F�@6â�L�}�€�r�M��

• RETR �¥�Ð�å�»�\  STOR �¥�Ð�å�»�b�§�–�¬>8�G�€�}�@�
�[���b���X�\�š3Q�³�™�µ�¡�I�€�r�M���§
�–�¬�@���X�|�~�±�A�8���œ�c�
�š�Û�î  �Ó�µ�­�î�ª�@�ß� �å�¢�I�€�
�K)F�@6â�L�}�€�r�M��

• �¥�Ð�å�»  �«�É�î�Ç�•�å�¢>8 PORT �¥�Ð�å�»�c�
�–�_�¡�Û�–�”�å�º�?�}3æ�™�I�€�r�M�� PORT �¥�Ð�å
�»�@�§�î�Â�?�}3æ�™�I�€�•���œ�
 TCP �K)F�c�Ä�°�I�€�r�M��

• �Â'Å�«�É�î�Ç�•�å�¢>8 PASV �Â'Å�¥�Ð�å�»>& 227>'�c�
�–�_�§�î�Â�?�}3æ�™�I�€�r�M�� PASV �Â'Å
�¥�Ð�å�»�@�¡�Û�–�”�å�º�?�}3æ�™�I�€�•���œ�
 TCP �K)F�c�Ä�°�I�€�r�M���G�€�_�|�~�
�Ø�î�¨�@

�� 227 xxxxx a1, a2, a3, a4, p1, p2.���†��/œ�M�•���œ�b�­�Ÿ�×�Ü�¸�•  �Í�î�Ý�@�£75�[�A�r�M��

• TCP �«�º�Ü�î�Ò)…7Ÿ>8�­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�c�
 TCP �«�º�Ü�î�Ò)…7Ÿ�†�è���K�S���œ�_�K
)F�@6â�L�}�€�r�M��
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• !“� �Ï�î�º  �¿�¦�©�š�î�©�Ù�å>8�¿�¦�©�š�î�º�I�€�S�²�–�¼�Ñ�µ�¡  �Ï�î�º�Í�@�
 1024 �• 6�[�6�•�?
�]�:�?�@1*�m�}�€�r�M�� 1 >|  1024 �b(
�V�b�Ï�î�º$��•�c�
�£(Ù�í�s�K)F#Ý�_�æ���I�€�Z�8�•�S�u�

�¿�¦�©�š�î�º�I�€�S�Ï�î�º�@�G�b(
�V
Æ�[�6�W�S���œ�
 TCP �K)F�c0Ž�:�I�€�r�M��

• �¥�Ð�å�»  �Ã�–�É�Û�–�å>8 PORT �¥�Ð�å�»�\  PASV �Â'Å�¥�Ð�å�»
Æ�b�Ï�î�º$��•�b�‹�_)F�C�e�Ð�X
�@�
���X�b  8 �\�š�m�}�€�r�M�� 8 �|�~�±�A�8���œ�c�
 TCP �K)F�@6â�L�}�€�r�M��

• �­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�c�
 SYST �¥�Ð�å�»�_�P�M�•  FTP �§�î�Â�Â'Å�†  X �b4�)F�_*(�A�n�<
�•�G�\�[�
  FTP �¡�Û�–�”�å�º�@�§�î�Â�b�©�«�¸�Ò  �±�–�É�†�v�“�[�A�^�8�|�:�_�K�r�M���G�b�¹�Ç�›
�Ý�º�b�·�8�†!“� �_�M�•�_�c�
 FTP �Ð�µ�É�[  Low 0¿���†�Q#Ý�K�r�M��

FTP �è���b&�1��\�Ô�½�±�Ü�å�¢

FTP �”�É�Ü�£�î�©�Ù�å  �–�å�«�Ì�¡�©�Ù�å�[�c�
���b�ß�¢  �Ó�µ�­�î�ª�@#Õ�B�I�€�r�M��

• An Audit record 302002 is generated for each file that is retrieved or uploaded.

• The FTP command is checked to see if it is RETR or STOR and the retrieve and store commands are
logged.

• The username is obtained by looking up a table providing the IP address.

• The username, source IP address, destination IP address, NAT address, and the file operation are 
logged.

• Audit record 201005 is generated if the secondary dynamic channel preparation failed due to 
memory shortage.

NAT �\4�� �M�•�G�\�_�|�~�
 FTP �”�É�Ü�£�î�©�Ù�å  �–�å�«�Ì�¡�©�Ù�å�[�c�
�”�É�Ü�£�î�©�Ù�å  �Ì�–
�ß�î�»
Æ�b  IP �”�»�Þ�«�@�š�n�I�€�r�M���G�€�c�
 RFC 959 �_0ò(ý�_0°3Ù�I�€�Z�8�r�M��

GTP �–�å�«�Ì�¡�©�Ù�å

>&�@>' GTP �–�å�«�Ì�¡�©�Ù�å�_�c�
"I�9�^�Û�–�­�å�«�@�²0[�[�M��

GPRS �c�
�Ô�Â�–�Ý  �Ø�î�¨�_�P�K�Z�
 GSM �¿�µ�º�á�î�¡�\�û���¿�µ�º�á�î�¡�r�S�c�–�å�±�î�¿�µ�º�\
�b6ë�[�p�•�K�^�8�K)F�†�f�j�K�r�M�� GGSN �c�
 GPRS !“)z�¹�î�±  �¿�µ�º�á�î�¡�\�Ú�b�¿�µ�º�á�î�¡
�\�b6ë�b�–�å�±�î�Ç�™�–�«�[�M�� SGSN �c�
�Ô�Å�Ü�¸�•�
�¹�î�±  �­�µ�©�Ù�å'ö#.�
�>�|�g�¹�î�±�})°
�†��/œ�K�r�M>& �W 24-2 �†�g!·>' ��
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�W 24-2 GPRS �º�å�¿�Ü�å�¢  �É�ß�º�¥�Ý

UMTS �c�
�[���G)z�¸�Þ�Ç�›�½�î�
�Ô�Â�–�Ý�
�–�å�±�î�¿�µ�º�
�¥�å�Æ�×�î�±  �¸�¡�À�ß�ª�î�b�_#Ý�¥
�å�Â�î�ª�™�å�«�[�M�� UTRAN �c�
�G�b�©�«�¸�Ò�[!“)z�¿�µ�º�á�î�¡�†��/æ�M�•�S�u�b�¿�µ�º�á�î�Ÿ�å
�¢  �É�ß�º�¥�Ý�[�M�� GTP �†�Q#Ý�M�•�\�
 GGSN�
 SGSN�
�>�|�g  UTRAN 6ë�b UMTS/GPRS �Â�µ�¡
�Î�î�å�[�
�Ð�Ý�³�É�ß�º�¥�Ý  �Ã�£�µ�º�†�º�å�¿�Ü�å�¢�[�A�r�M��

GTP �_�c�[�w�b�­�Ÿ�×�Ü�¸�•�x�Ø�î�¨  �¹�î�±�b�/�•�ì�c�µ�r�€�Z�8�r�O�‡�@�
�­�Ÿ�×�Ü�¸�•  �”�É�Û�–
�”�å�«  �[  GTP �†�Q#Ý�M�•�G�\�_�|�W�Z�
�G�€�}�b�47d�ö�?�}�¿�µ�º�á�î�¡�†�–1¤�[�A�r�M��

SGSN �c�
 GTP �†�Q#Ý�M�•  GGSN �_1=#.$×�_�K)F�I�€�r�M�� GTP �†�Q#Ý�M�•�\�
 GSN 6ë�b GPRS 
�Â�µ�¡�Î�î�å�[�
�Ð�Ý�³�É�ß�º�¥�Ý  �Ã�£�µ�º�†�º�å�¿�Ü�å�¢�[�A�r�M�� GTP �c�
�º�å�¿�Ý�D�š�>�|�g
'ö#.�É�ß�º�¥�Ý�†�f�j�K�r�M���G�b�É�ß�º�¥�Ý�_�|�W�Z�
 SGSN �c�
�º�å�¿�Ý�b�8�B�
�š�f�
�>�|�g�P
7V�†/œ�8�
�Ô�Â�–�Ý  �«�¸�î�©�Ù�å�_  GPRS �¿�µ�º�á�î�¡  �”�¡�­�«�†�f�j�[�A�r�M�� GTP �c�
�º�å�¿�Ü
�å�¢  �Ó�•�½�¬�Ò�†�Q#Ý�K�Z�
�Ø�î�¨  �¹�î�±  �Ã�£�µ�º�†��3æ�M�•�S�u�b�§�î�Å�«�†�f�j�K�r�M��

>&�@>' GTP �†�Ç�™�î�Ý�œ�î�Â�î�\� �ì�_�Q#Ý�K�Z�8�•�\�A�
 GTP �K)F�@&�'g�I�€�
�¹�î�±�@�º�å�¿�Ý�†2x�<
�Z��3æ�I�€�•�S�_�”�¡�¸�•�È/æ*(�_7€���@$Î#Õ�K�S���œ�
 GTP �¹�î�±�K)F>& �� j���Ç�Û�¢�@0¿���I�€�Z�8
�r�M>'�c�
�«�±�å�Â�–/æ*(�_0
0��I�€�r�O�‡���G�€�c�
�”�¡�¸�•�È/æ*(�@�6�‡�K)F�†�«�±�å�Â�–/æ*(�_
0
0��K�^�8�S�u�[�M��

H.323 �–�å�«�Ì�¡�©�Ù�å
�G�b8o�[�c�
 H.323 �”�É�Ü�£�î�©�Ù�å  �–�å�«�Ì�¡�©�Ù�å�_�X�8�Z1��Â�K�r�M���G�b8o�[�c�
���b�º
�Æ�µ�¡�_�X�8�Z�v�~�V�F�r�M��

• �� H.323 �–�å�«�Ì�¡�©�Ù�å�b�+0[�� >&P.24-13>'

• �� H.323 �b�·�8�� >&P.24-13>'

• ���D7H�¦8o�� >&P.24-14>'

11
99

35
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H.323 �–�å�«�Ì�¡�©�Ù�å�b�+0[

H.323 �–�å�«�Ì�¡�©�Ù�å�c�
 Cisco CallManager �x  VocalTec Gatekeeper �^�]�
 H.323  =�Ð�b�”�É�Ü
�£�î�©�Ù�å�†�§�Ï�î�º�K�r�M�� H.323 �c�
 International Telecommunication Union>&ITU; �\7•7Á�¼3û�™
4��œ>'�_�|�W�Z��*O�I�€�Z�8�•�
 LAN �†�Ó�K�S�Ð�Ý�³�Ó�¹�•�”�
1Ÿ#Ý�b�É�ß�º�¥�Ý*L�[�M���­�Ÿ�×�Ü
�¸�•  �”�É�Û�–�”�å�«�c�
 H.323 v3 �µ+��b� �M�¥�î�Ý  �©�¢�¼�Ü�å�¢  �³�Õ�¿�Ý�[�b0
�X�¥�î�Ý�†�µ�u�Z�

H.323 �†  Version 4 �r�[�§�Ï�î�º�K�r�M��

H.323 �è���†�–�¿�î�È�Ý�_�K�S���œ�
�­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�c�
 H.323 Version 3 �[�_
°�I�€�S
�µ+��[�6�•� �M�¥�î�Ý  �©�¢�¼�Ü�å�¢  �³�Õ�¿�Ý�[�b0
�X�¥�î�Ý�†�§�Ï�î�º�K�r�M���G�b�µ+��_�|�W�Z
�­�µ�º�”�µ�É�ì6ë�@%·)°�I�€�
�­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«  �[�b�Ï�î�º�Q#Ý�@�ö�a�K�r�M��

H.323 �–�å�«�Ì�¡�©�Ù�å�b  2 �X�b�z0[�µ+��c���b�\�>�~�[�M��

• H.225 �\  H.245 �b�g�Ó�µ�­�î�ª
Æ�_�Ù�u3¸�r�€�Z�8�•�²0[�^  IPv4 �”�»�Þ�«�†  NAT ��#.�K�r�M��
H.323 �Ó�µ�­�î�ª�c  PER '¢�•�ì�g�'�['¢�•�ì�I�€�Z�8�•�S�u�
 �­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«  �[�c  
ASN.1 �¹�¥�î�²�†�Q#Ý�K�Z  H.323 �Ó�µ�­�î�ª�†�Ÿ�•�ì�K�r�M��

• �¿�¦�©�š�î�º�I�€�S  H.245 �\  RTP/RTCP �K)F�†�²�–�¼�Ñ�µ�¡�_�m�~�\�Z�r�M��

H.323 �b�·�8

H.323 �b�É�ß�º�¥�Ý  �¥�Þ�¡�©�Ù�å�[�c�
�6�ƒ�O�Z�q�±  2 �X�b  TCP �K)F�\  4 >|  6 �X�b  UDP �K)F�†�Q#Ý
�[�A�r�M�� FastConnect �c  1 �X�b  TCP �K)F�T�E�†�Q#Ý�K�
 RAS �c$Ï6��
�”�»�Ñ�µ�©�Ù�å�
�>�|�g�«
�¸�î�±�«#Ý�_  1 �X�b  UDP �K)F�†�Q#Ý�K�r�M��

H.323 �¡�Û�–�”�å�º�c�q�6�_�
 TCP �Ï�î�º  1720 �†�Q#Ý�K�Z H.323 �§�î�Â�l�b  TCP �K)F�†&�'g�K�

Q.931 �¥�î�Ý0¿���†0[�Ó�K�r�M�� H.323 'ƒ�Ž�c�
�¥�î�Ý  �­�µ�º�”�µ�É  �É�ß�­�«�b�M4Š�\�K�Z�
 H.245 
TCP �K)F�_�Q#Ý�M�•�S�u�
�¡�Û�–�”�å�º�_  1 �X�b�Ï�î�º$��•�†�j)%�K�r�M�� H.323 �¤�î�º�Ÿ�î�Ã�î�@
�Q#Ý�I�€�Z�8�•#”�C�[�c�
�6�‡�Ã�£�µ�º�c  UDP �†�Q#Ý�K�Z3æ�™�I�€�r�M��

H.323 �–�å�«�Ì�¡�©�Ù�å�c�
 Q.931 TCP �K)F�†�Ô�½�±�K�Z�
 H.245 �Ï�î�º$��•�†�ô���K�r�M�� H.323 'ƒ
�Ž�@�
 FastConnect �†�Q#Ý�K�Z�8�^�8���œ�c�
�­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«  �@ H.225 �Ó�µ�­�î�ª�b�–
�å�«�Ì�¡�©�Ù�å�_�ö�Y�8�Z�
 H.245 �K)F�†�²�–�¼�Ñ�µ�¡�_�m�~�\�Z�r�M��

�›  H.245 �Ó�µ�­�î�ª
Æ�[�
 H.323 �š�å�»�Ï�–�å�º�@�
�‹)F�b  UDP �¹�î�±  �«�º�Ü�î�Ò�_�Q#Ý�M�•�Ï�î�º
$��•�†�º�n�K�r�M�� H.323 �–�å�«�Ì�¡�©�Ù�å�c�
 H.245 �Ó�µ�­�î�ª�†1*���K�Z�
�Ï�î�º$��•�†1‘�9�K�

�Ó�¹�•�”�º�n#Ý�b�K)F�†�²�–�¼�Ñ�µ�¡�_�8�B�K�r�M�� RTP �c�¿�¦�©�š�î�º�I�€�S�Ï�î�º$��•�†�Q#Ý�K�

RTCP �c�Q�b���_9×�8�Ï�î�º$��•�†�Q#Ý�K�r�M��

H.323 �D�š�³�Õ�¿�Ý�c�
 H.225�
 H.245�
�>�|�g  H.323 RAS �†��#.�K�r�M�� H.323 �–�å�«�Ì�¡�©�Ù�å�[
�c�
���b�Ï�î�º�@�Q#Ý�I�€�r�M��

• 1718>8�¤�î�º�Ÿ�î�Ã�î�è��  UDP �Ï�î�º

• 1719>8RAS UDP �Ï�î�º  

• 1720>8TCP �D�š�Ï�î�º  

H.225 �¥�î�Ý  �©�¢�¼�Ü�å�¢�_�X�8�Z�
 well-known �b  H.323 �Ï�î�º  1720 �b�º�Û�Ç�•�µ�¡�†0Á�•�K�Z�>
�C�²0[�@�6�~�r�M���S�T�K�
 H.245 �©�¢�¼�Ü�å�¢  �Ï�î�º�c�
 H.225 �©�¢�¼�Ü�å�¢
Æ�b�š�å�»�Ï�–�å�º
�b6ë�[�¿�¦�©�š�î�º�I�€�r�M�� H.323 �¤�î�º�Ÿ�î�Ã�î�@�Q#Ý�I�€�•�\�
�­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«
�c  ACF �Ó�µ�­�î�ª�b�–�å�«�Ì�¡�©�Ù�å�_�ö�Y�8�Z  H.225 �K)F�†6ä�A�r�M��

H.225 �Ó�µ�­�î�ª�†�è���K�S�‹�
�­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«  �c  H.245 �³�Õ�¿�Ý�†6ä�A�
 H.245 �³�Õ
�¿�Ý�[3æ�™�I�€�•�º�Û�Ç�•�µ�¡�v�è���K�r�M���­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�†3û4#�M�•�M�m�Z�b  
H.245 �Ó�µ�­�î�ª�c�
 H.245 �”�É�Ü�£�î�©�Ù�å  �–�å�«�Ì�¡�©�Ù�å�†�w�E�r�M���G�b�–�å�«�Ì�¡�©�Ù�å
�[�c�
�Ù�u3¸�s  IP �”�»�Þ�«�@�š�n�I�€�
 H.245 �Ó�µ�­�î�ª�[�¿�¦�©�š�î�º�I�€�S�Ó�¹�•�”  �³�Õ�¿�Ý�@
6ä�?�€�r�M��
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  HTTP �–�å�«�Ì�¡�©�Ù�å
H.323 ITU 0d =�[�c�
�Ó�µ�­�î�ª6×�†��*O�M�•  TPKT �Ê�µ�²�î�@�q�6�_3æ�™�I�€�Z�?�}�
 H.225 �\  
H.245 �@�™8—�[�A�•�K)F�V�†3æ�™�I�€�•�G�\�@0[�Ó�I�€�Z�8�r�M�� TPKT �Ê�µ�²�î�c�
�²�N�K�v  H.225 
�Ó�µ�­�î�ª�x  H.245 �Ó�µ�­�î�ª�\� �M�b  TCP �Ã�£�µ�º�[3æ�™�I�€�•�²0[�c�^�8�S�u�
�­�Ÿ�×�Ü�¸�•  �”
�É�Û�–�”�å�«  �c�
�Ó�µ�­�î�ª�†�G�K�C��#.�K�Z�Ÿ�•�ì�M�•�S�u�_  TPKT 6×�†0°���K�Z�>�C�²0[�@�6�~
�r�M���­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�c�
���b�Ó�µ�­�î�ª�_
��<�Z�
 TPKT 6×�@�µ�r�€�•�Þ�¥�î�»�†�K
)F�H�\�_�–�â�K�r�M��

�­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�[�Ó�µ�­�î�ª
Æ�b  IP �”�»�Þ�«�_  NAT �†/œ�:�²0[�@�6�•���œ�
�³�™�µ�¡
�§�Ò�
 UUIE 6×�
�>�|�g  TPKT>&H.225 �Ó�µ�­�î�ª�@
°�W�Z�8�•  TCP �Ã�£�µ�º�_�µ�r�€�Z�8�•���œ>'
�c�š�f�I�€�r�M�� TPKT �@�9�b TCP �Ã�£�µ�º�[3æ�™�I�€�•���œ�
�­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«  �@�Q�b 
TPKT �l�b�É�ß�Ÿ�©  ACK �†��/œ�K�
�‚�K�8  TPKT �†�‚�K�86×�I�[  H.245 �Ó�µ�­�î�ª�_3ã�•�K�r�M��

>&�@>' �­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�c�
 TPKT �_�P�M�•  ACK �b�æ#.��#.�[�c  TCP �œ�É�©�Ù�å�†�§�Ï�î�º�K
�Z�8�r�O�‡��

H.323 �–�å�«�Ì�¡�©�Ù�å�†�w�E�•�Ã�£�µ�º�@3û�•�›  UDP �K)F�c�
 H.323 �K)F�\�K�Z�Ð�î�¡�I�€�

[Configuration] > [Firewall] > [Advanced] > [Global Timeouts] �Ì�–�å�[0¿���I�€�S  H.323 �±�–�Ò�”�˜
�º�Í�[�±�–�Ò�”�˜�º�K�r�M��

�D7H�¦8o

H.323 �”�É�Ü�£�î�©�Ù�å  �–�å�«�Ì�¡�©�Ù�å�b�Q#Ý�_6õ�K�Z�
���b�¤%±�b�e8Ÿ�>�|�g�D7H�@�6�~�r�M��

• �«�±�¸�•�µ�¡  PAT �c�
 H.323 �Ó�µ�­�î�ª�b�œ�É�©�Ù�å  �Ç�•�î�Ý�»�_�Ù�u3¸�r�€�S  IP �”�»�Þ�«�†�G
�K�C�š�n�[�A�^�8�G�\�@�6�~�r�M���G�b�e8Ÿ�@$Î#Õ�K�S���œ�c�
 H.323 �[�«�±�¸�•�µ�¡  PAT �†�Q
#Ý�K�^�8�[�C�T�I�8��

• H.323 �”�É�Ü�£�î�©�Ù�å  �–�å�«�Ì�¡�©�Ù�å�c�
� �M�­�Ÿ�×�Ü�¸�•  �Þ�Ë�Ý�b�–�å�±�î�Ç�™�–�«6ë�b  
NAT �[�c�§�Ï�î�º�I�€�Z�8�r�O�‡��

• NetMeeting �¡�Û�–�”�å�º�@  H.323 �¤�î�º�Ÿ�î�Ã�î�_$Ï6��K�
� �L�C  H.323 �¤�î�º�Ÿ�î�Ã�î�_$Ï6�
�I�€�Z�8�•  H.323 �¤�î�º�˜�™�–�†�ç�g���Q�:�\�M�•�\�
�K)F�c&�'g�I�€�r�M�@�
�]�U�}�b�‰�¥�[
�v8b�Œ�@*º�G�<�r�O�‡���G�b�e8Ÿ�c�
�­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«  �b�e8Ÿ�[�c�6�~�r�O�‡��

• �¿�µ�º�á�î�¡  �«�±�¸�•�µ�¡  �”�»�Þ�«�†0¿���K�S���œ�
�G�b�¿�µ�º�á�î�¡  �«�±�¸�•�µ�¡  �”�»�Þ�«�@
'¨�U*…�b�¿�µ�º�Ð�«�¡�>�|�g�”�»�Þ�«�\� �L�[�6�•�\�
�M�m�Z�b$Î�™  H.323 �K)F�@�»�K�K�r�M��

HTTP �–�å�«�Ì�¡�©�Ù�å
HTTP �–�å�«�Ì�¡�©�Ù�å  �š�å�ª�å�†�Q#Ý�K�Z�
"I���b�7�Á�
�>�|�g  HTTP �º�Û�Ç�•�µ�¡�_6õ�€�M�•�•
+��ö�@�6�•�Q�b�Ú�b+#�>�?�}�–1¤�K�r�M�� HTTP �–�å�«�Ì�¡�©�Ù�å�c�
���b�|�:�^�8�C�X�?�b�µ+��†��
/œ�K�r�M��

• �Ñ�G HTTP �–�å�«�Ì�¡�©�Ù�å

• N2H2 �r�S�c  Websense �†�Q#Ý�M�•  URL �b�«�¡�Ü�î�½�å�¢  

• Java �\  ActiveX �b�Ç�•�Ý�±�Ü�å�¢

2 �X% �\  3 �X% �b�µ+��c�
�Ç�•�Ý�±  �Ý�î�Ý�\
¹�_0¿���K�r�M��

�Ñ�G HTTP �–�å�«�Ì�¡�©�Ù�å�µ+��c�”�É�Ü�£�î�©�Ù�å  �Ç�“�–�”�˜�›�î�Ý�\�v�ç�d�€�
 HTTP �–�å�«�Ì
�¡�©�Ù�å  �Ð�µ�É�†0¿���M�•�\�Q#Ý�[�A�r�M>& �� HTTP Class Map��>&P.24-50>' �†�g!·>' ���G�b�µ+��†�Q#Ý
�M�•�\�
�7�Á*…�@  HTTP �Ó�µ�­�î�ª�†�Q#Ý�K�Z�¿�µ�º�á�î�¡  �­�Ÿ�×�Ü�¸�•  �Ï�Ü�©�î�†�G4J�M�•�G�\�†
7<�F�[�A�r�M���G�b�µ+��c�
�M�m�Z�b  HTTP �Ó�µ�­�î�ª�_�X�8�Z���b�G�\�†&�1��K�r�M��
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  �–�å�«�±�å�º  �Ó�µ�­�î�ª  �–�å�«�Ì�¡�©�Ù�å
• RFC 2616 �l�b =�Ð

• RFC �[��*O�I�€�S�‰�'�T�E�†�Q#Ý�K�Z�8�•�G�\

• 3ã�•�b�ö =�l�b =�Ð

�–�å�«�±�å�º  �Ó�µ�­�î�ª  �–�å�«�Ì�¡�©�Ù�å
�–�å�«�±�å�º  �Ó�µ�­�î�ª>& IM>'�–�å�«�Ì�¡�©�Ù�å  �š�å�ª�å�†�Q#Ý�M�•�\�
 IM �”�É�Ü�£�î�©�Ù�å�b�D
�š�†(ý�?�C1*�Z�K�Z�
�¿�µ�º�á�î�¡�b�Q#Ý�†�D�š�K�
�µ�&�_���b ƒ�d�x�á�î�Ò�b)¾�j�^�]�b�û���b�¿�µ
�º�á�î�¡�l�b+#�>�†7<�F�[�A�r�M��

ICMP �–�å�«�Ì�¡�©�Ù�å
ICMP �–�å�«�Ì�¡�©�Ù�å  �š�å�ª�å�†�Q#Ý�M�•�\�
 ICMP �º�Û�Ç�•�µ�¡�@���­�µ�©�Ù�å���†�â�X�|�:�_�^
�•�S�u�
 TCP �º�Û�Ç�•�µ�¡�x  UDP �º�Û�Ç�•�µ�¡�b�|�:�_�è���M�•�G�\�@�•+��_�^�~�r�M�� ICMP �–�å
�«�Ì�¡�©�Ù�å  �š�å�ª�å�†�Q#Ý�K�^�8���œ�
�”�¡�­�«  �Ü�«�º�[  ICMP �_�­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�b
3û4#�†0Á�•�K�^�8�G�\�†�>�È�u�K�r�M���«�¸�î�º�Ç�Ý  �–�å�«�Ì�¡�©�Ù�å�†��/œ�K�^�8�\�
 ICMP �@
�¿�µ�º�á�î�¡�7�Á�_�<#Ý�I�€�•�•+��ö�@�6�~�r�M�� ICMP �–�å�«�Ì�¡�©�Ù�å  �š�å�ª�å�c�
0[�Ó�H�\�_
�Â'Å�@ 1 �X�T�E�[�6�•�G�\�
�©�î�£�å�«$��•�@�G�K�8�G�\�†&�1��K�r�M��

ICMP �š�Û�î  �–�å�«�Ì�¡�©�Ù�å
�G�b�µ+��@�–�¿�î�È�Ý�b���œ�
�­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�c�
 NAT �¥�å�Ç�•� �×�Þ�î�©�Ù�å�_�ö�Y
�8�Z  ICMP �š�Û�î  �Ó�µ�­�î�ª�†3æ�™�M�•�p6ë�Í�µ�É#Ý�b�š�n�­�µ�©�Ù�å�†�8�B�K�r�M���­�Ÿ�×�Ü�¸�•  
�”�É�Û�–�”�å�«�c�
�š�n�‹�b  IP �”�»�Þ�«�[�Ã�£�µ�º�†�V�i�A�K�r�M��

�¹�•�­�î�È�Ý�b���œ�
�­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�c�
 ICMP �š�Û�î  �Ó�µ�­�î�ª�†#Õ�B�M�•�p6ë�À�î
�»#Ý�b�š�n�­�µ�©�Ù�å�†�8�B�K�r�O�‡��
Æ4Š�Í�«�º�\�­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�b6ë�_�6�•�p6ë
�À�î�»�_�|�W�Z#Õ�B�I�€�S  ICMP �š�Û�î  �Ó�µ�­�î�ª�c�
 NAT �Ü�¯�î�«�†�Q�€�è�V�˜2��M�•�G�\�^�C�

�¥4Š�Í�«�º�_�?4)�K�r�M���¥4Š�Í�«�º�@  traceroute �¥�Ð�å�»�†�Q#Ý�K�Z�­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«
�b
Æ4Š�_�6�•��
›�r�[�b�Í�µ�É�†�º�Þ�î�«�M�•���œ�
�G�€�c4:�)�[�c�6�~�r�O�‡���­�Ÿ�×�Ü�¸�•  �”�É
�Û�–�”�å�«�@�p6ë�Í�µ�É�†�š�n�K�^�8���œ�
�M�m�Z�b�p6ë�Í�µ�É�c�
�Ð�µ�Æ�å�¢�I�€�S��
›  IP �”�»�Þ
�«�\�\�v�_/²&g�I�€�r�M��

ICMP �Ì�–�ß�î�»�@�«�Ÿ�Õ�å�I�€�Z�

–�b�Ã�£�µ�º�?�}  5 �X�b�±�É�Ý�@�v�“�I�€�r�M���v�“�K�S  5 �X�b
�±�É�Ý�†�Q#Ý�K�Z�Ý�µ�¡�”�µ�É�†��/œ�K�
�¡�Û�–�”�å�º�b
–�b�”�»�Þ�«�†�8�9�K�r�M�� ICMP �š�Û�î  
�–�å�«�Ì�¡�©�Ù�å  �š�å�ª�å�c�
 ICMP �Ã�£�µ�º�_�P�K�Z���b�š�f�†�•�<�r�M��

• IP �Ê�µ�²�î
Æ�b�Ð�µ�Æ�å�¢  IP �†��7•�b  IP>&��
›�”�»�Þ�«>'�_�š�f�K�
 IP �³�™�µ�¡�§�Ò�†�Ÿ�G�M
�•��

• ICMP �Ã�£�µ�º�_�š�f�†�•�<�S�S�u�
 ICMP �Ê�µ�²�î
Æ�b  ICMP �³�™�µ�¡�§�Ò�†�Ÿ�G�M�•��

• �Ì�–�ß�î�»�_���b�š�f�†�•�<�•��

– 
–�b�Ã�£�µ�º�b�Ð�µ�Æ�å�¢  IP �†��7•�b  IP �_�š�f�M�•��

– 
–�b�Ã�£�µ�º�b�Ð�µ�Æ�å�¢  �Ï�î�º�†��7•�b�Ï�î�º�_�š�f�M�•��

– 
–�b�Ã�£�µ�º�b  IP �³�™�µ�¡�§�Ò�†
Ì0£'ì�M�•��
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  ILS �–�å�«�Ì�¡�©�Ù�å
ILS �–�å�«�Ì�¡�©�Ù�å
ILS �–�å�«�Ì�¡�©�Ù�å  �š�å�ª�å�c�
 LDAP �†�Q#Ý�K�Z�¹�•�Þ�¡�º�Ü�_���†  ILS �§�î�Â�\�º�n�M�•  
Microsoft NetMeeting�
 SiteServer�
�>�|�g  Active Directory �b�›0����_�P�K�Z  Network Address 
Translation>&NAT; �¿�µ�º�á�î�¡  �”�»�Þ�«�š�n>'�†�§�Ï�î�º�K�r�M��

�­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«  �c  ILS �_�P�K�Z  NAT �†�§�Ï�î�º�K�r�M�� NAT �c�
 ILS �r�S�c  
SiteServer Directory �b�š�å�»�Ï�–�å�º�b$Ï6��>�|�g�è(ô�[�Q#Ý�I�€�r�M�� LDAP �¹�î�±�Ë�î�«�_�c  IP 
�”�»�Þ�«�T�E�@�–�Ñ�I�€�•�S�u�
 Port Address Translation>&PAT; �Ï�î�º  �”�»�Þ�«�º�n>'�c�§�Ï�î�º�I
�€�r�O�‡��

LDAP �§�î�Â�@�¥4Š�_�6�•���œ�

Æ4Š�Æ�”�@�¥4Š  LDAP �§�î�Â�_$Ï6��I�€�S"g�Â�[�ß�î�•�Ý�_3û�™�[
�A�•�|�:�_�
�è(ô�Â'Å�_�P�K�Z  NAT �†/œ�:�G�\�†�è0¦�K�Z�C�T�I�8���G�b�|�:�^�è(ô�Â'Å�[�c�
�q�6
�_  xlate �@�è(ô�I�€�
���_  DNAT �š�å�º�Ü�@�è(ô�I�€�Z�G�K�8�”�»�Þ�«�@�v�“�I�€�r�M���G�€�}�b�è(ô
�@�g�‰�\�v�»�K�K�S���œ�
�”�»�Þ�«�c�š�f�I�€�r�O�‡�� NAT 0>&NAT �^�K>'�†�Q#Ý�K�Z�8�Z�
 DNAT 
�b%&�«�8#Ý�†�•���K�Z�8�^�8�§�–�º�b���œ�c�
�Ã�Ç�›�î�Ð�å�«�†�¥�V�I�O�•�S�u�_�–�å�«�Ì�¡�©�Ù�å  
�š�å�ª�å�†�œ�Ç�_�M�•�G�\�†�>�È�u�K�r�M��

ILS �§�î�Â�@�­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�C#ú�b
Æ4Š�_�6�•���œ�c�
�I�}�_0¿���@�²0[�^�G�\�@�6�~
�r�M���G�b���œ�
�¥4Š�¡�Û�–�”�å�º�@�æ���I�€�S�Ï�î�º>&3û�–�c  TCP 389>'�b  LDAP �§�î�Â�_�”�¡�­
�«�M�•�S�u�b�Í�î�Ý�@�²0[�\�^�~�r�M��

ILS �º�Û�Ç�•�µ�¡�c�­�•�å�²�Ü  UDP �³�Õ�¿�Ý�T�E�[$Î#Õ�M�•�S�u�
 TCP �K)F�c�M���b6ë7x  TCP �”�¡
�¸�•�Å�¸�•�@�^�E�€�d�)�•�I�€�r�M���¹�Ç�›�Ý�º�[�c�
�G�b6ë7x�c  60 �(�[�M���G�b�Í�c�

[Configuration] > [Firewall] > [Advanced] > [Global Timeouts] �Ì�–�å�[0¿���[�A�r�M��

ILS/LDAP �c�¡�Û�–�”�å�º / �§�î�Â  �Ô�¹�Ý�_�‘�W�Z�>�~�
�­�µ�©�Ù�å�c  1 �X�b  TCP �K)F�[��#.�I�€�r
�M���¡�Û�–�”�å�º�b�”�¡�©�Ù�å�_�Â�L�Z�
�G�b�|�:�^�­�µ�©�Ù�å�@�8�C�X�?�8�B�I�€�•�G�\�@�6�~�r
�M��

�K)F�¿�¦�©�š�î�©�Ù�å�ì6ë�p�
�¡�Û�–�”�å�º�?�}�§�î�Â�_  BIND PDU �@3æ�™�I�€�r�M���§�î�Â�?�}�B
�Œ�†&g�M BIND RESPONSE �†�w�™�M�•�\�
 ILS Directory �_�P�M�•�ï�8�†��/œ�M�•�S�u�b�Q�b�Ú�b�ï
�8�Ó�µ�­�î�ª>& ADD�
 DEL�
 SEARCH�
 MODIFY �^�]>'�@�º�n�I�€�•���œ�@�6�~�r�M�� ADD 
REQUEST PDU �>�|�g  SEARCH RESPONSE PDU �_�c�
 NetMeeting �­�µ�©�Ù�å�†&�'g�M�•�S�u�_  
H.323>&SETUP �>�|�g  CONNECT �Ó�µ�­�î�ª>'�_�|�W�Z�Q#Ý�I�€�•�
 NetMeeting �Æ�”�b  IP �”�»�Þ�«
�@�µ�r�€�Z�8�•���œ�@�6�~�r�M�� Microsoft NetMeeting v2.X �>�|�g  v3.X �c�
 ILS �†�§�Ï�î�º�K�Z�8�r
�M��

ILS �–�å�«�Ì�¡�©�Ù�å�[�c�
���b�ï�8�@��/œ�I�€�r�M��

• BER �Ÿ�•�ì�µ+��†�Q#Ý�K�Z  LDAP REQUEST PDU/RESPONSE PDU �†�Ÿ�•�ì�M�•��

• LDAP �Ã�£�µ�º�†0Ž�Ò�M�•��

• IP �”�»�Þ�«�†�³���M�•��

• �²0[�_�Â�L�Z  IP �”�»�Þ�«�†�š�n�M�•��

• BER '¢�•�ì�µ+��†�Q#Ý�K�Z�
�š�n�‹�b�”�»�Þ�«�@�µ�r�€�•  PDU �†'¢�•�ì�M�•��

• �‚�K�C'¢�•�ì�I�€�S  PDU �†
–�b  TCP �Ã�£�µ�º�_�¥�Æ�î�M�•��

• TCP �³�™�µ�¡�§�Ò�\�©�î�£�å�«$��•�b�Q�(�†1*�Z�M�•��

ILS �–�å�«�Ì�¡�©�Ù�å�_�c�
���b�D7H�¦8o�@�6�~�r�M��

• �g!·0[�Ó�>�|�g�Â'Å�c�§�Ï�î�º�I�€�^�8��

• 0
�X�b�¹�•�Þ�¡�º�Ü
Æ�b�Ø�î�¨�c)+�œ�I�€�^�8��

• 1 �Ç�b�Ø�î�¨�@0
�X�b�¹�•�Þ�¡�º�Ü�[0
�X�b  ID �†�â�X���œ�
 NAT �c�Q�b�Ø�î�¨�†1�1‘�[�A�^�8��
24-16
ASDM �Ø�î�¨  �ž�–�»
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'¨  24 'v       �”�É�Ü�£�î�©�Ù�å  �Þ�–�Ö  �É�ß�º�¥�Ý  �–�å�«�Ì�¡�©�Ù�å�b0¿��
  IPSec �Ã�«�«�Ý�î�è��
>&�@>' H225 �¥�î�Ý  �©�¢�¼�Ü�å�¢  �º�Û�Ç�•�µ�¡�c�­�•�å�²�Ü  UDP �³�Õ�¿�Ý�T�E�[$Î#Õ�M�•�S�u�

[Configuration] > [Firewall] > [Advanced] > [Global Timeouts] �Ì�–�å�b  TCP �œ�É�©�Ù�å�[�æ���I�€�S
6ë7x�@)�4#�M�•�\�
 TCP �K)F�c�)�•�I�€�r�M���¹�Ç�›�Ý�º�[�
�G�b6ë7x�c  60 �(�_0¿���I�€�Z�8�r�M��

IPSec �Ã�«�«�Ý�î�è��
Internet Protocol Security>&IPSec>'�c�
�¹�î�±  �«�º�Ü�î�Ò�b�›  IP �Ã�£�µ�º�†1�0É�>�|�g�/�•�ì�M�•�G
�\�_�|�W�Z�
 IP 3û�™�†�­�Ÿ�×�Ü�¸�•�[�–1¤�M�•�S�u�b�É�ß�º�¥�Ý  �«�–�î�º�[�M�� IPSec �_�c�
�­�µ
�©�Ù�å�b6ä���ì�
�>�|�g�­�µ�©�Ù�å�p�_�Q#Ý�I�€�•�/�•�Ÿ�î�b�¿�¦�©�š�î�©�Ù�å�ì�_�
�š�î�ª�™�å�º6ë
�b%&�«1�0É�†&�'g�M�•�S�u�b�É�ß�º�¥�Ý�v�µ�r�€�Z�8�r�M�� IPSec �†�Q#Ý�K�Z�
�Í�«�º>&�¥�å�Æ�×�î�±  
�Ø�î�¨�r�S�c�§�î�Â�^�]>'�b�Ì�”6ë�
�­�Ÿ�×�Ü�¸�•  �¤�î�º�˜�™�–>&�Ý�î�±�x�Ç�“�–�”�˜�›�î�Ý�^�]>'
�b�Ì�”6ë�
�r�S�c�­�Ÿ�×�Ü�¸�•  �¤�î�º�˜�™�–�\�Í�«�º6ë�b�¹�î�±  �Ç�ß�î�†�–1¤�[�A�r�M��

IPSec �Ã�«�«�Ý�î  �”�É�Ü�£�î�©�Ù�å  �–�å�«�Ì�¡�©�Ù�å�c�
 IKE UDP �Ï�î�º  500 �K)F�_6õ4��Ü�E�}�€�S  
ESP>&IP �É�ß�º�¥�Ý  50>'�>�|�g  AH>&IP �É�ß�º�¥�Ý  51>'�º�Û�Ç�•�µ�¡�†(F�"�_�“�•�[�A�r�M���G�b�–
�å�«�Ì�¡�©�Ù�å�c�

Õ6×�^�”�¡�­�«  �Ü�«�º  �¥�å�Ç�•� �×�Þ�î�©�Ù�å�†�G4J�K�Z  ESP �>�|�g  AH �º�Û
�Ç�•�µ�¡�†0Á�•�K�
�±�–�Ò�”�˜�º�\�q�±�K)F�X�†�Q#Ý�K�Z�­�Ÿ�×�Ü�¸�•�v&��–�K�r�M��

�è��#Ý�Ã�Û�Ó�î�±�b��*O�_�Q#Ý�M�•"I���b�Ð�µ�É�†1‘�9�M�•�_�c�
 IPSec �Ã�«�«�Ý�î�è���Ã�Û�Ó�î�±�†
�æ���K�r�M���d���b  IPSec �Ã�«�«�Ý�î�è���b�Ï�Ü�©�î�Ð�µ�É�†0¿���K�
�Ã�Û�Ó�î�±  �¥�å�Ç�•� �×�Þ�î
�©�Ù�å�_�”�¡�­�«�K�r�M���G�b�¥�å�Ç�•� �×�Þ�î�©�Ù�å�[�c�
 ESP �r�S�c  AH �º�Û�Ç�•�µ�¡�b�D7H�†
�æ���[�A�r�M���Ã�Û�Ó�î�±  �¥�å�Ç�•� �×�Þ�î�©�Ù�å�[�c�
�¡�Û�–�”�å�º�6�S�~�b�q�±�K)F�X�\�
�”�–
�»�Ý  �±�–�Ò�”�˜�º�†0¿���[�A�r�M��

NAT �>�|�g8�  NAT �º�Û�Ç�•�µ�¡�c0Á�•�I�€�r�M���S�T�K�
 PAT �c�§�Ï�î�º�I�€�r�O�‡��

MGCP �–�å�«�Ì�¡�©�Ù�å
MGCP �c�
�Ó�¹�•�”  �¤�î�º�˜�™�–  �¥�å�º�ß�î�Û�r�S�c�¥�î�Ý  �š�î�ª�™�å�º�\�ç�d�€�•�¥4Š�b�¥�î�Ý�D
�š0[(ò�?�}�Ó�¹�•�”  �¤�î�º�˜�™�–�†�D�š�M�•�S�u�_�Q#Ý�M�•�Ð�«�±�î / �«�Þ�î�È  �É�ß�º�¥�Ý�[�M���Ó
�¹�•�”  �¤�î�º�˜�™�–�c�M+á�_�
7Á0ð�G)z�†3û�L�S8b�Œ�™�•�\�
�–�å�±�î�¿�µ�º�r�S�c�Ú�b�Ã�£�µ�º  
�¿�µ�º�á�î�¡�†3û�L�S�¹�î�±  �Ã�£�µ�º�\�b6ë�b�š�n�†/œ�:�¿�µ�º�á�î�¡0[(ò�[�M�� NAT �>�|�g  PAT �†  
MGCP �\�\�v�_�Q#Ý�M�•�\�
7H�}�€�S�¥4Š>&�¢�ß�î�Â�Ý>'�”�»�Þ�«�b�­�µ�º�[�

Æ4Š�¿�µ�º�á�î�¡�b
�¨�X�b�¹�Â�–�«�†�§�Ï�î�º�[�A�r�M���Ó�¹�•�”  �¤�î�º�˜�™�–�b�[�c���b�\�>�~�[�M��

• �º�Û�å�Ÿ�å�¢  �¤�î�º�˜�™�–��7Á0ð�¿�µ�º�á�î�¡�\  Voice over IP �¿�µ�º�á�î�¡�\�b6ë�b�–�å�±�î
�Ç�™�–�«�[�M���G�b�|�:�^�¤�î�º�˜�™�–�c3û�–�
�±5��b�¹�ª�±�Ý�G)z�†'ö#.�K�r�M��

• �+�ï#Ý�¤�î�º�˜�™�–���‘�¶�b�”�¼�ß�¢>& RJ11>'�–�å�±�î�Ç�™�–�«�†  Voice over IP �¿�µ�º�á�î�¡�_
�f�j�K�r�M���+�ï#Ý�¤�î�º�˜�™�–�b�[�\�K�Z�c�
�£�î�È�Ý  �Ô�¹�Ò�x�£�î�È�Ý  �­�µ�º�º�µ�É  �Î�µ�¡
�«�
 xDSL �¹�Â�–�«�
�È�ß�î�»�Â�å�»  �á�–�Ö�Þ�«  �¹�Â�–�«�^�]�@�6�~�r�M��

• �Å�ª�¿�«  �¤�î�º�˜�™�–���‘�¶�b�¹�ª�±�Ý  PBX>&�S
Æ�º�n�µ>'�–�å�±�î�Ç�™�–�«�r�S�c)+�œ  soft 
PBX �–�å�±�î�Ç�™�–�«�†  Voice over IP �¿�µ�º�á�î�¡�_�f�j�K�r�M��

MGCP �Ó�µ�­�î�ª�c  UDP �†�Ó�K�Z3æ�™�I�€�r�M���Â'Å�c�¥�Ð�å�»�b3æ�™
–�”�»�Þ�«>& IP �”�»�Þ�«�\  
UDP �Ï�î�º$��•>'�_3É3æ�I�€�r�M�@�
�¥�Ð�å�»3æ�™
›�\� �L�”�»�Þ�«�?�}�b�Â'Å�c�?4)�K�^�8���œ�@
�6�~�r�M���G�€�c�
0
�X�b�¥�î�Ý  �š�î�ª�™�å�º�@�Ç�™�î�Ý�œ�î�Â�î  �¥�å�Ç�•� �×�Þ�î�©�Ù�å�[�Q#Ý�I
�€�Z�8�•�\�A�_�
�¥�Ð�å�»�†�w�™�K�S�¥�î�Ý  �š�î�ª�™�å�º�@�D�š�†�Â�µ�¡�”�µ�É  �¥�î�Ý  �š�î�ª�™�å�º
�_�,�A�û�K�
�Â�µ�¡�”�µ�É  �¥�î�Ý  �š�î�ª�™�å�º�@�Â'Å�†3æ�™�M�•���œ�_2s�G�•�•+��ö�@�6�~�r�M��
�W 24-3 �_�
 MGCP �[�]�b�|�:�_  NAT �@�Q#Ý�I�€�•�?�†&g�K�r�M��
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'¨  24 'v       �”�É�Ü�£�î�©�Ù�å  �Þ�–�Ö  �É�ß�º�¥�Ý  �–�å�«�Ì�¡�©�Ù�å�b0¿��
  MGCP �–�å�«�Ì�¡�©�Ù�å
�W 24-3 NAT �\  MGCP �b�Q#Ý

MGCP �š�å�»�Ï�–�å�º�c�
"@#.�r�S�c�ì�•�b�¹�î�±3æ�™
–�>�|�g��
›�[�M���Ó�¹�•�”  �¤�î�º�˜�™�–�_
�c�
�Ú�b�Ð�Ý�³�Ó�¹�•�”  �š�å�»�Ï�–�å�º�\�b�Ó�¹�•�”  �­�µ�©�Ù�å�†&�'g�K�Z�D�š�M�•�S�u�_�
�¥�î�Ý  
�š�î�ª�™�å�º�@�K)F�†�8�B�
�š�f�
�>�|�g�P7V�[�A�•�š�å�»�Ï�–�å�º�@�µ�r�€�Z�8�r�M���r�S�
�¥�î�Ý  
�š�î�ª�™�å�º�c�
"I���b�–�Ë�å�º�†�è���K�Z�©�¢�¼�Ý�†#Õ�B�M�•�|�:�_�š�å�»�Ï�–�å�º�_�æ&g�[�A�r
�M���š�å�»�Ï�–�å�º�c�
�§�î�Å�«"g�Â�b�š�ì�†+¬�·$×�_�¥�î�Ý  �š�î�ª�™�å�º�_��4)�K�r�M��

MGCP �º�Û�å�¨�¡�©�Ù�å�c�
�¥�Ð�å�»�\�²8r�Â'Å�[�S�B�I�€�r�M�����b  8 '�8®�b�¥�Ð�å�»�@�6�~�r�M��

• CreateConnection

• ModifyConnection

• DeleteConnection

• NotificationRequest

• Notify

• AuditEndpoint

• AuditConnection

• RestartInProgress

�q�6�b  4 �X�b�¥�Ð�å�»�c�
�¥�î�Ý  �š�î�ª�™�å�º�?�}�¤�î�º�˜�™�–�_3æ�™�I�€�r�M�� Notify �¥�Ð�å�»�c�

�¤�î�º�˜�™�–�?�}�¥�î�Ý  �š�î�ª�™�å�º�_3æ�™�I�€�r�M���¤�î�º�˜�™�–�c�
 DeleteConnection �†3æ�™�M
�•�G�\�v�6�~�r�M�� MGCP �¤�î�º�˜�™�–�†�¥�î�Ý  �š�î�ª�™�å�º�_$Ï6��M�•�_�c�
 RestartInProgress �¥
�Ð�å�»�†�Q#Ý�K�r�M�� AuditEndpoint �¥�Ð�å�»�>�|�g  AuditConnection �¥�Ð�å�»�c�
�¥�î�Ý  �š�î�ª�™�å
�º�?�}�¤�î�º�˜�™�–�_3æ�™�I�€�r�M��

�M�m�Z�b�¥�Ð�å�»�c�
�¥�Ð�å�»  �Ê�µ�²�î�\�
�Q�b�‹�•�_)F�C�œ�É�©�Ù�å�b�­�µ�©�Ù�å0°3Ù�[�S�B�I�€
�r�M���M�m�Z�b�Â'Å�c�
�Â'Å�Ê�µ�²�î�\�
�Q�b�‹�•�_)F�C�œ�É�©�Ù�å�b�­�µ�©�Ù�å0°3Ù�[�S�B�I�€�r
�M��

• �¤�î�º�˜�™�–�@�¥�î�Ý  �š�î�ª�™�å�º�?�}�b�¥�Ð�å�»�†�w�™�M�•�Ï�î�º��3û�–�
�¤�î�º�˜�™�–�c  
UDP �Ï�î�º  2427 �†�w�™�K�r�M��

11
99

36

Cisco
CallManager

�T�:�����
 209.165.200.231 �æ
1M�>�Ô�����Á�æ

�%�o�;�������æ1b#n
9ÔIP Phone �é

�D�I�]�6�"  ���<�_�,9Õ

M

IP

M
M

Cisco
PGW 2200 H.323

PSTN �ó

209.165.201.10
209.165.201.11

209.165.201.1

IP IP

�p$ 

209.165.200.231 �”�Ò
209.165.201.1 �Á�·  RTP

209.165.200.231 �”�Ò
 10.0.0.76 �Á�·  RTP

10.0.0.76

209.165.200.231

MGCP SCCP

GWGW

209.165.200.231
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'¨  24 'v       �”�É�Ü�£�î�©�Ù�å  �Þ�–�Ö  �É�ß�º�¥�Ý  �–�å�«�Ì�¡�©�Ù�å�b0¿��
  NETBIOS �–�å�«�Ì�¡�©�Ù�å
• �¥�î�Ý  �š�î�ª�™�å�º�@�¤�î�º�˜�™�–�?�}�b�¥�Ð�å�»�†�w�™�M�•�Ï�î�º��3û�–�
�¥�î�Ý  �š�î�ª�™�å
�º�c  UDP �Ï�î�º  2727 �†�w�™�K�r�M��

>&�@>' MGCP �–�å�«�Ì�¡�©�Ù�å�[�c�
 MGCP �©�¢�¼�Ü�å�¢�\  RTP �¹�î�±�[$��^�•  IP �”�»�Þ�«�†�Q#Ý�M�•�G
�\�c�§�Ï�î�º�I�€�Z�8�r�O�‡���M+á$×�?�X�N�á�I�€�•�‰�2�c�
�Ý�î�É�Â�µ�¡  IP �”�»�Þ�«�x�ì�•  IP �”�»
�Þ�«�^�]�b�Ÿ
–�Š�b�6�•  IP �”�»�Þ�«�?�}  RTP �¹�î�±�†3æ�™�M�•�G�\�[�M���S�T�K�
�­�Ÿ�×�Ü�¸�•  �”�É
�Û�–�”�å�«  �c�
 MGCP �©�¢�¼�Ü�å�¢�\� �L�”�»�Þ�«�?�}  RTP �¹�î�±�†�w�™�M�•�²0[�@�6�~�r�M��

NETBIOS �–�å�«�Ì�¡�©�Ù�å
NETBIOS �–�å�«�Ì�¡�©�Ù�å�c�¹�Ç�›�Ý�º�[�–�¿�î�È�Ý�_�^�W�Z�8�r�M�� NetBios �–�å�«�Ì�¡�©�Ù�å  �š
�å�ª�å�c�
�­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�b  NAT �¥�å�Ç�•� �×�Þ�î�©�Ù�å�_�ö�Y�8�Z�
 NetBios Name 
Service>&NBNS; NetBios �¿�î�Ò  �§�î�Å�«>'�Ã�£�µ�º
Æ�b  IP �”�»�Þ�«�†�š�n�K�r�M��

PPTP �–�å�«�Ì�¡�©�Ù�å
PPTP �c�
 PPP �º�Û�Ç�•�µ�¡�b�º�å�¿�Ü�å�¢�_�Q#Ý�I�€�•�É�ß�º�¥�Ý�[�M�� PPTP �­�µ�©�Ù�å�c�
 1 �X
�b  TCP �³�Õ�¿�Ý�\3û�–  2 �X�b  PPTP GRE �º�å�¿�Ý�[�S�B�I�€�r�M�� TCP �³�Õ�¿�Ý�c�
 PPTP GRE �º
�å�¿�Ý�b�¿�¦�©�š�î�º�\'ö#.�_�Q#Ý�I�€�•�D�š�³�Õ�¿�Ý�[�M�� GRE �º�å�¿�Ý�c�
 2 �X�b�Í�«�º6ë�b  
PPP �­�µ�©�Ù�å�†��3æ�K�r�M��

PPTP �”�É�Ü�£�î�©�Ù�å  �–�å�«�Ì�¡�©�Ù�å�c�
�–�¿�î�È�Ý�_�^�•�\�
 PPTP �É�ß�º�¥�Ý  �Ã�£�µ�º�†�è��
�K�
 PPTP �º�Û�Ç�•�µ�¡�†0Á�•�M�•�S�u�_�²0[�^  GRE �K)F�\  xlate �†�²�–�¼�Ñ�µ�¡�_�8�B�K�r�M�� RFC 
2637 �[��*O�I�€�Z�8�•�Â�î�ª�Ù�å  1 �T�E�@�§�Ï�î�º�I�€�r�M��

PAT �c�
 PPTP TCP �D�š�³�Õ�¿�Ý�V�[�Ÿ�G�Â�î�ª�Ù�å�b  GRE>&RFC 2637>'�@�¿�¦�©�š�î�º�I�€�S�\�A
�_�
�Q�b  GRE �_�P�K�Z�T�E��/œ�I�€�r�M�� PAT �c�
�•�Ÿ�G�Â�î�ª�Ù�å�b  GRE>&RFC 1701�
 RFC 
1702>'�_�c��/œ �I�€�r�O�‡ ��


½�/$×�_�c�
�­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�c�
 PPTP �b�Â�î�ª�Ù�å3û%±�\$Î�™�¥�î�Ý�b0[�Ó / �Â'Å�©�î
�£�å�«�†�è���K�r�M�� RFC 2637 �[��*O�I�€�Z�8�•  PPTP �Â�î�ª�Ù�å  1 �T�E�@�è���I�€�r�M���]�U�}�?
�b
��?�}3û%±�I�€�S�Â�î�ª�Ù�å�@�Â�î�ª�Ù�å  1 �[�^�8���œ�
 TCP �D�š�³�Õ�¿�Ý�[�b�Q�€�è7F�b�–�å�«
�Ì�¡�©�Ù�å�c�¹�•�­�î�È�Ý�_�^�~�r�M���r�S�
$Î�™�¥�î�Ý�b0[�Ó�\�Â'Å�b�©�î�£�å�«�c3ã2§�I�€�r�M��
�K)F�\  xlate �c�
�‹)F�b�­�•�å�²�Ü  GRE �¹�î�±  �º�Û�Ç�•�µ�¡�†0Á�•�M�•�S�u�_�
�²0[�_�Â�L�Z�²�–�¼
�Ñ�µ�¡�_�m�~�\�Z�}�€�r�M��

PPTP �–�å�«�Ì�¡�©�Ù�å  �š�å�ª�å�c�
 PPTP �º�Û�Ç�•�µ�¡�†  PAT �[�š�n�[�A�•�|�:�_�
�–�¿�î�È�Ý�_�M
�•�²0[�@�6�~�r�M���r�S�
 PAT �c�
 PPTP TCP �D�š�³�Õ�¿�Ý�[�Ÿ�G�Â�î�ª�Ù�å�b  GRE>&RFC 2637>'�@
�¿�¦�©�š�î�º�I�€�S���œ�_7H�~�
�Q�b  GRE �_�P�K�Z�T�E��/œ�I�€�r�M�� PAT �c�
�•�Ÿ�G�Â�î�ª�Ù�å�b  
GRE>&RFC 1701�
 RFC 1702>'�_�c��/œ�I�€�r�O�‡��

RFC 2637 �[��*O�I�€�Z�8�•�|�:�_�
 PPTP �É�ß�º�¥�Ý�c�
�z�_�
�Ô�¹�Ò  �Â�å�¡  PPTP Access 
Concentrator>&PAC; PPTP �”�¡�­�«  �¥�å�­�å�º�Þ�î�±>'�?�}6ä���I�€�S�Ê�µ�»�š�å�»  PPTP Network 
Server>&PNS; PPTP �¿�µ�º�á�î�¡  �§�î�Â>'�l�b  PPP �­�µ�©�Ù�å�b�º�å�¿�Ü�å�¢�_�Q#Ý�I�€�r�M���G�b
�|�:�_�Q#Ý�I�€�S���œ�
 PAC �@�Ü�Ô�î�º  �¡�Û�–�”�å�º�[  PNS �@�§�î�Â�[�M��

�S�T�K�
 Windows �_�|�W�Z  VPN �[�Q#Ý�I�€�S���œ�
�G�b6õ�€�c3ë�_�^�~�r�M�� PNS �c�
�p�¸�b�¿�µ
�º�á�î�¡�_�”�¡�­�«�M�•�S�u�_�Ê�µ�»�š�å�»  PAC �l�b�K)F�†6ä���M�•�Ü�Ô�î�º�b�©�å�¢�Ý  �Ø�î�¨  PC 
�[�M��
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  RADIUS �”�•�˜�å�¸�•�å�¢  �–�å�«�Ì�¡�©�Ù�å
RADIUS �”�•�˜�å�¸�•�å�¢  �–�å�«�Ì�¡�©�Ù�å
RADIUS �”�•�˜�å�¸�•�å�¢  �–�å�«�Ì�¡�©�Ù�å�b0ò(ý�_�X�8�Z�c�
 �� Select RADIUS Accounting Map��

>&P.23-13>' �†�g!·�K�Z�C�T�I�8��

RSH �–�å�«�Ì�¡�©�Ù�å
RSH �–�å�«�Ì�¡�©�Ù�å�c�¹�Ç�›�Ý�º�[�–�¿�î�È�Ý�_�^�W�Z�8�r�M�� RSH �É�ß�º�¥�Ý�c�
 TCP �Ï�î�º  
514 �[  RSH �¡�Û�–�”�å�º�?�}  RSH �§�î�Â�l�b  TCP �K)F�†�Q#Ý�K�r�M���¡�Û�–�”�å�º�\�§�î�Â�c�
�¡
�Û�–�”�å�º�@  STDERR ���Š�«�º�Ü�î�Ò�†�w�™�M�•  TCP �Ï�î�º$��•�†�¿�¦�©�š�î�º�K�r�M�� RSH �–�å
�«�Ì�¡�©�Ù�å�c�
�²0[�_�Â�L�Z�
�¿�¦�©�š�î�º�I�€�S�Ï�î�º$��•�b  NAT �†�§�Ï�î�º�K�r�M��

RTSP �–�å�«�Ì�¡�©�Ù�å
�G�b8o�[�c�
 RTSP �”�É�Ü�£�î�©�Ù�å  �–�å�«�Ì�¡�©�Ù�å�_�X�8�Z1��Â�K�r�M���G�b8o�[�c�
���b�º�Æ�µ
�¡�_�X�8�Z�v�~�V�F�r�M��

• �� RTSP �–�å�«�Ì�¡�©�Ù�å�b�+0[�� >&P.24-20>'

• �� RealPlayer �b�Q#Ý�‰�2��>&P.24-21>'

• ���D7H�¦8o�� >&P.24-21>'

RTSP �–�å�«�Ì�¡�©�Ù�å�b�+0[

RTSP �–�å�«�Ì�¡�©�Ù�å  �š�å�ª�å�†�Q#Ý�M�•�G�\�_�|�~�
�­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�c  RTSP �Ã
�£�µ�º�†3û4#�I�O�•�G�\�@�[�A�r�M�� RTSP �c�
 RealAudio�
 RealNetworks�
 Apple QuickTime 4�

RealPlayer�
�>�|�g  Cisco IP/TV �K)F�_�|�W�Z�Q#Ý�I�€�r�M��

>&�@>' Cisco IP/TV �[�c�
 RTSP TCP �Ï�î�º  554 �\  TCP 8554 �†�Q#Ý�K�r�M��

RTSP �”�É�Ü�£�î�©�Ù�å�c�
�D�š�³�Õ�¿�Ý�\�K�Z�b  TCP>&�[�¥$×�_  UDP>'�\�\�v�_�£(Ù�í�s�Ï�î�º  
554 �†�Q#Ý�K�r�M���­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�c�
 RFC 2326 �_ =�Ð�K�Z�
 TCP �T�E�†�§�Ï�î�º�K�r
�M���G�b  TCP �D�š�³�Õ�¿�Ý�c�
�¡�Û�–�”�å�º�V�[0¿���I�€�Z�8�•�º�Û�å�«�Ï�î�º  �Ô�î�»�_�Â�L�Z�
8b
�Œ/ �Å�¹�œ  �º�Û�Ç�•�µ�¡�b3æ�™�_�Q#Ý�I�€�•�¹�î�±  �³�Õ�¿�Ý�b�¿�¦�©�š�î�©�Ù�å�_�Q#Ý�I�€�r�M��

�§�Ï�î�º�I�€�Z�8�•  RDT �º�Û�å�«�Ï�î�º�c�
 rtp/avp�
 rtp/avp/udp�
 x-real-rdt�
 x-real-rdt/udp�

x-pn-tng/udp �[�M��

�­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�c�
�«�¸�î�±�«  �¥�î�»  200 �b  SETUP �Â'Å�Ó�µ�­�î�ª�†0Ž�Ò�K�r�M��
SETUP �Â'Å�Ó�µ�­�î�ª�@�
%T�™�‰�¥�_&ã�·�K�Z�8�•���œ�c�
�§�î�Â�c  �­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«  
�\�b%&�P�)*(6õ�€�[�¥4Š�_�Ñ�~�M�•�G�\�_�^�•�S�u�
�§�î�Â�?�}%T�™�M�•�K)F�_�P�K�Z�²�–�¼�Ñ�µ�¡  
�³�Õ�¿�Ý�†6ä�C�G�\�@�²0[�_�^�~�r�M���G�b�Â'Å�Ó�µ�­�î�ª�@$Î�™�‰�¥�[�6�•���œ�
�­�Ÿ�×�Ü�¸�•  �”
�É�Û�–�”�å�«  �c�
�²�–�¼�Ñ�µ�¡  �³�Õ�¿�Ý�†6ä�C�²0[�c�6�~�r�O�‡��

RFC 2326 �[�c�
�¡�Û�–�”�å�º  �Ï�î�º�\�§�î�Â  �Ï�î�º�@�
 SETUP �Â'Å�Ó�µ�­�î�ª
Æ�_�µ�r�€�Z�8�•�G
�\�c�²0[�[�^�8�S�u�
�­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«  �[�c�
"g�Â�†)T�â�K�
 SETUP �Ó�µ�­�î�ª
Æ�b�¡�Û
�–�”�å�º  �Ï�î�º�†0°���K�r�M�� QuickTime �@�
 SETUP �Ó�µ�­�î�ª
Æ�_�¡�Û�–�”�å�º  �Ï�î�º�†0¿���M
�•�\�
�§�î�Â�c�
�§�î�Â  �Ï�î�º�T�E�[�Â'Å�K�r�M��
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'¨  24 'v       �”�É�Ü�£�î�©�Ù�å  �Þ�–�Ö  �É�ß�º�¥�Ý  �–�å�«�Ì�¡�©�Ù�å�b0¿��
  SIP �–�å�«�Ì�¡�©�Ù�å
RTSP �–�å�«�Ì�¡�©�Ù�å�c�
 PAT �r�S�c�¹�×�”�Ý  NAT �†�§�Ï�î�º�K�Z�8�r�O�‡���r�S�
�­�Ÿ�×�Ü�¸�•  
�”�É�Û�–�”�å�«�c�
 RTSP �Ó�µ�­�î�ª�@  HTTP �Ó�µ�­�î�ª
Æ�_7ƒ�I�€�•  HTTP �¡�ß�î�Ÿ�å�¢�†1�1‘�[
�A�r�O�‡��

RealPlayer �b�Q#Ý�‰�2

RealPlayer �†�Q#Ý�M�•�\�A�c�
3?3æ�Ô�î�»�†�G�K�C0¿���M�•�G�\�@5�0[�[�M���­�Ÿ�×�Ü�¸�•  �”�É�Û�–
�”�å�«�b���œ�
�§�î�Â�?�}�¡�Û�–�”�å�º�_�
�r�S�c�Q�b3ë�_�”�¡�­�«  �Ý�î�Ý�†3ã�•�K�r�M��
RealPlayer �b���œ�
 [Options] > [Preferences] > [Transport] > [RTSP] [Settings] �†�¡�Ü�µ�¡�K�Z3?3æ
�Ô�î�»�†�š�f�K�r�M��

RealPlayer �[  TCP �Ô�î�»�†�Q#Ý�M�•���œ�c�
 [Use TCP to Connect to Server] �³�™�µ�¡�Î�µ�¡�«�>�|�g  
[Attempt to use TCP for all content] �³�™�µ�¡�Î�µ�¡�«�†�œ�å�_�K�r�M���­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«  
�[�
�–�å�«�Ì�¡�©�Ù�å  �š�å�ª�å�†0¿���M�•�²0[�c�6�~�r�O�‡��

RealPlayer �[  UDP �Ô�î�»�†�Q#Ý�M�•���œ�
 [Use TCP to Connect to Server] �>�|�g  [Attempt to use 
UDP for static content] �³�™�µ�¡�Î�µ�¡�«�†�œ�å�_�K�r�M���Ð�Ý�³�Ÿ�Õ�«�º�[�b�Q#Ý�@�[�A�^�8�Û�–�È  
�¥�å�¸�å�¶�_�X�8�Z�c�
  �­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«  �[�
 inspect rtsp port �¥�Ð�å�»�†3ã�•�K�r�M��

�D7H�¦8o

RTSP �–�å�«�Ì�¡�©�Ù�å�_�c�
���b�D7H�@4:#Ý�I�€�r�M��

• �­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«  �c�
 �Ð�Ý�³�Ÿ�Õ�«�º  RTSP �r�S�c  UDP �_�|�•  RTSP �Ó�µ�­�î�ª�†�§
�Ï�î�º�K�r�O�‡��

• PAT �c�§�Ï�î�º�I�€�Z�8�r�O�‡��

• �­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«  �_�c�
 RTSP �Ó�µ�­�î�ª�@  HTTP �Ó�µ�­�î�ª
Æ�_7ƒ�I�€�Z�8�•  
HTTP �¡�ß�î�Ÿ�å�¢�†1�1‘�M�•�µ+��c�6�~�r�O�‡��

• �Ù�u3¸�s  IP �”�»�Þ�«�@  HTTP �Ó�µ�­�î�ª�r�S�c  RTSP �Ó�µ�­�î�ª�b�M4Š�\�K�Z  SDP �Ç�“�–�Ý
Æ�_
�µ�r�€�Z�8�•�S�u�
�­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�c�
 RTSP �Ó�µ�­�î�ª�_  NAT �†��/œ�[�A�r�O�‡��
�Ã�£�µ�º�c�Ç�Û�¢�Ó�å�º�ì�M�•�•+��ö�@�6�~�
�­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�c�Ç�Û�¢�Ó�å�º�ì�I
�€�S�Ã�£�µ�º�_�P�K�Z  NAT �†��/œ�[�A�r�O�‡��

• Cisco IP/TV �[�c�
�Ó�µ�­�î�ª�b  SDP 4Š�(�_�P�K�Z�­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�@��/œ�M�•�š�n
�b�X�c�
 Content Manager �_�6�•�É�ß�¢�Û�Ò  �Ü�«�º�b�X�_�š�[�K�r�M>&�›�É�ß�¢�Û�Ò  �Ü�«�º�_�c�

�a�^�C�\�v  6 �¶�b�Ù�u3¸�s  IP �”�»�Þ�«�†�µ�u�•�G�\�@�[�A�r�M>' ��

• Apple QuickTime 4 �r�S�c  RealPlayer #Ý�b NAT �†0¿���[�A�r�M�� Cisco IP/TV �c�
�Å�×�î�”�\  
Content Manager �@�¥4Š�¿�µ�º�á�î�¡�_�6�~�
�§�î�Â�@
Æ4Š�¿�µ�º�á�î�¡�_�6�•�\�A�_�T�E  NAT 
�†�Q#Ý�[�A�r�M��

SIP �–�å�«�Ì�¡�©�Ù�å
�G�b8o�[�c�
 SIP �”�É�Ü�£�î�©�Ù�å  �–�å�«�Ì�¡�©�Ù�å�_�X�8�Z1��Â�K�r�M���G�b8o�[�c�
���b�º�Æ�µ�¡
�_�X�8�Z�v�~�V�F�r�M��

• �� SIP �–�å�«�Ì�¡�©�Ù�å�b�+0[�� >&P.24-22>'

• �� SIP �–�å�«�±�å�º  �Ó�µ�­�î�ª�� >&P.24-22>'
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'¨  24 'v       �”�É�Ü�£�î�©�Ù�å  �Þ�–�Ö  �É�ß�º�¥�Ý  �–�å�«�Ì�¡�©�Ù�å�b0¿��
  SIP �–�å�«�Ì�¡�©�Ù�å
SIP �–�å�«�Ì�¡�©�Ù�å�b�+0[

IETF �[��*O�I�€�Z�8�•  SIP �_�|�~�
"I�_  2 *…6ë�b8b�Œ�
1Ÿ�^�]�b�¥�î�Ý��#.�­�µ�©�Ù�å�r�S�c���¥�î
�Ý���@�Q#Ý�•+��_�^�~�r�M�� SIP �c�
�¥�î�Ý  �©�¢�¼�Ü�å�¢#Ý�b  SDP �[�·�8�K�r�M�� SDP �c�
�Ó�¹�•�”  
�«�º�Ü�î�Ò#Ý�b�Ï�î�º�†�æ���K�r�M�� SIP �†�Q#Ý�M�•�G�\�_�|�~�
�­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«  �c  
SIP VoIP �¤�î�º�˜�™�–�>�|�g  VoIP �É�ß�Ÿ�©  �§�î�Â�†�§�Ï�î�º�[�A�r�M�� SIP �\  SDP �b��*O�c�
���b  
RFC �_0°3U�I�€�Z�8�r�M��

• SIP>8Session Initiation Protocol�
 RFC 2543

• SDP>8Session Description Protocol�
 RFC 2327

�­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«)�#ä�b  SIP �¥�î�Ý�†�§�Ï�î�º�M�•���œ�c�
�©�¢�¼�Ü�å�¢  �Ó�µ�­�î�ª�c�£
(Ù�í�s�b��
›�Ï�î�º>& UDP/TCP 5060>')�#ä�[3æ�™�I�€�
�Ó�¹�•�”  �«�º�Ü�î�Ò�c�²�–�¼�Ñ�µ�¡�_�m�~
�\�Z�}�€�•�S�u�
�Ó�¹�•�”�K)F�”�»�Þ�«�b�©�¢�¼�Ü�å�¢  �Ó�µ�­�î�ª�
�Ó�¹�•�”  �Ï�î�º�
�>�|�g�Ó�¹�•
�”�b�6�‡�K)F�†�è���M�•�²0[�@�6�~�r�M���r�S�
 SIP �c�
 IP �Ã�£�µ�º�b�Ø�î�¨�¹�î�±4Š�(�_  IP �”�»�Þ
�«�†�Ù�u3¸�s�r�M�� SIP �–�å�«�Ì�¡�©�Ù�å�c�
�Q�€�}�b�Ù�u3¸�r�€�S  IP �”�»�Þ�«�_  NAT �†4:#Ý�K�r
�M��

PAT �†  SIP �[�Q#Ý�M�•���œ�
���b�D7H�¦8o�@4:#Ý�I�€�r�M��

• �­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�[�–1¤�I�€�Z�8�•�¿�µ�º�á�î�¡�b  SIP �É�ß�Ÿ�©�_�Ü�Ô�î�º  �š�å�»�Ï
�–�å�º�†$Ï6��K�|�:�\�M�•�\�
���b�|�:�^�M���b�²�ó�W�[$Ï6��@�»�K�K�r�M��

– PAT �@�Ü�Ô�î�º  �š�å�»�Ï�–�å�º#Ý�_0¿���I�€�Z�8�•��

– SIP �Þ�ª�«�º�Û  �§�î�Â�@�¥4Š�¿�µ�º�á�î�¡�_�6�•��

– �š�å�»�Ï�–�å�º�?�}�É�ß�Ÿ�©  �§�î�Â�_3æ�™�I�€�S  REGISTER �Ó�µ�­�î�ª�b�K)F
›�Ç�•�î�Ý�»
�_�Ï�î�º�@0¿���I�€�Z�8�^�8��

• SDP 4Š�(�b�d�w*… / �8�B*…�Ç�•�î�Ý�»>& o=>'�b  IP �”�»�Þ�«�@�K)F�Ç�•�î�Ý�»>& c=>'�b  IP �”�»�Þ�«
�\$��^�•�Ã�£�µ�º�†  SIP �¹�Â�–�«�@3æ�™�M�•�\�
 o= �Ç�•�î�Ý�»�b  IP �”�»�Þ�«�@�G�K�C�š�n�I�€�^
�8���œ�@�6�~�r�M���G�€�c�
 o= �Ç�•�î�Ý�»�[�Ï�î�º�Í�†�f�j�K�^�8  SIP �É�ß�º�¥�Ý�b�D7H�_�|�•
�v�b�[�M��

SIP �–�å�«�±�å�º  �Ó�µ�­�î�ª

�–�å�«�±�å�º  �Ó�µ�­�î�ª�\�c�
�o�p�Ü�”�Ý�±�–�Ò�_�Ø�î�¨6ë�[�Ó�µ�­�î�ª�†3?3æ�M�•�G�\�[�M�� SIP 
�c�
 Windows Messenger RTC Client �Â�î�ª�Ù�å  4.7.0105 �†�Q#Ý�M�•  Windows XP �b�³�Õ�µ�º�µ+��b
�s�†�§�Ï�î�º�K�r�M�����b  RFC �[��*O�I�€�Z�8�•�|�:�_�
 MESSAGE/INFO �‰�'�>�|�g  202 Accept 
�Â'Å�†�Q#Ý�K�Z  IM �†�§�Ï�î�º�K�r�M��

• Session Initiation Protocol>&SIP>' Specific Event Notification�
 RFC 3265

• Session Initiation Protocol>&SIP>' Extension for Instant Messaging�
 RFC 3428

MESSAGE/INFO 0[�Ó�c�
$Ï6��r�S�c�•
°�b�‹�
�õ�–�b�ì!l�[%T�™�M�•�•+��ö�@�6�~�r�M���S�\�<�d�

2 �Ç�b�Ø�î�¨�c�8�X�[�v�œ�å�Û�–�å�_�^�•�•+��ö�@�6�~�r�M�@�
�1�ì6ë�v�³�Õ�µ�º�†�M�•�G�\�c�6�~�r
�O�‡���Q�b�S�u�
 SIP �–�å�«�Ì�¡�©�Ù�å  �š�å�ª�å�c�
0¿���I�€�Z�8�•  SIP �±�–�Ò�”�˜�º�Í�_�‘�W�Z�±
�–�Ò�”�˜�º�M�•�Æ�å�Í�î�Ý�†6ä�A�r�M���G�b�Í�c�
$Ï6�)E)F�ì6ë�|�~�v  5 �(�è�V6×�C0¿���M�•�²0[�@�6
�~�r�M��$Ï6�)E)F�ì6ë�c  Contact Expires �Í�[��*O�K�
3û�–  30 �(�[�M��

MESSAGE/INFO 0[�Ó�c�
3û�–�
�Ï�î�º  5060 �è�¥�b�·$×�_�m�~�\�Z�}�€�S�Ï�î�º�†�Q#Ý�K�Z3æ�™�I�€
�•�S�u�
 SIP �–�å�«�Ì�¡�©�Ù�å  �š�å�ª�å�†3û4#�M�•�²0[�@�6�~�r�M��

>&�@>' #'�~�c�
�³�Õ�µ�º�µ+��b�s�@�§�Ï�î�º�I�€�Z�8�r�M���Í�á�–�º�Î�î�»�
�Ç�“�–�Ý3?3æ�
�”�É�Ü�£�î�©�Ù
�å
¹�w�c�§�Ï�î�º�I�€�Z�8�r�O�‡�� RTC Client 5.0 �c�§�Ï�î�º�I�€�Z�8�r�O�‡��
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'¨  24 'v       �”�É�Ü�£�î�©�Ù�å  �Þ�–�Ö  �É�ß�º�¥�Ý  �–�å�«�Ì�¡�©�Ù�å�b0¿��
  Skinny >&SCCP>'�–�å�«�Ì�¡�©�Ù�å
SIP �–�å�«�Ì�¡�©�Ù�å�c�
�¸�Ÿ�«�º�Ë�î�«�b  SIP �Ó�µ�­�î�ª�†�š�n�K�
�Ó�µ�­�î�ª�b  SDP 4Š�(�b
Æ��
6×�†
Ì0£'ì�K�S�‹�
�Ã�£�µ�º6×�\�³�™�µ�¡�§�Ò�†
Ì0£'ì�K�r�M���r�S�
�š�å�»�Ï�–�å�º�@�w�™�M�m�A�”
�»�Þ�«�r�S�c�Ï�î�º�\�K�Z�
 SIP �Ó�µ�­�î�ª�b  SDP 4Š�(�_�æ���I�€�S�Ï�î�º�_�P�M�•�Ó�¹�•�”�K)F�†
�²�–�¼�Ñ�µ�¡�_6ä�A�r�M��

SIP �–�å�«�Ì�¡�©�Ù�å�[�c�
 SIP �Ì�–�ß�î�»�?�}�v�“�K�S�–�å�¹�µ�¡�«  CALL_ID/FROM/TO �†�â�X
�¹�î�±�Ë�î�«�@�Q#Ý�I�€�r�M���G�€�}�b�–�å�¹�µ�¡�«�_�|�~�
�¥�î�Ý�
3æ�™
–�
��
›�@1‘�9�I�€�r�M��
�G�b�¹�î�±�Ë�î�«�_�c�
 SDP �b�Ó�¹�•�”�_���Ç�•�î�Ý�»
Æ�[0b�X�?�W�S�Ó�¹�•�”  �”�»�Þ�«�\�Ó�¹�•�”  
�Ï�î�º�
�>�|�g�Ó�¹�•�”  �±�–�É�@�A(á�I�€�r�M�� 1 �X�b�­�µ�©�Ù�å�_�P�K�Z�
0
�X�b�Ó�¹�•�”  �”�»�Þ
�«�\�Ï�î�º�@�Ñ�~�M�•�G�\�@�•+��[�M���­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�c�
�G�€�}�b�Ó�¹�•�”  �”�»�Þ�« /
�Ï�î�º�†�Q#Ý�K�Z�
 2 �X�b�š�å�»�Ï�–�å�º6ë�_  RTP/RTCP �K)F�†6ä�A�r�M��

�6�‡�¥�î�Ý  �­�µ�º�”�µ�É>& INVITE >'�Ó�µ�­�î�ª�[�c�
�£(Ù�í�s�Ï�î�º  5060 �†�Q#Ý�M�•�²0[�@�6�~�r
�M���S�T�K�
�‹)F�b�Ó�µ�­�î�ª�_�c�G�b�Ï�î�º$��•�@�^�8���œ�v�6�~�r�M�� SIP �–�å�«�Ì�¡�©�Ù�å  �š�å
�ª�å�c�©�¢�¼�Ü�å�¢�K)F�b�Æ�å�Í�î�Ý�†6ä�A�
�Q�€�}�b�K)F�†  SIP �K)F�\�K�Z�Ð�î�¡�K�r�M���G�€�c�

SIP �”�É�Ü�£�î�©�Ù�å�_�?4)�K�S�š�n�P1ß�b�Ó�µ�­�î�ª�_�P�K�Z/œ�ƒ�€�r�M��

�¥�î�Ý�b�­�µ�º�”�µ�É�ì�_�
 SIP �­�µ�©�Ù�å�c�
%T�™
��š�å�»�Ï�–�å�º�?�}�Â'Å�Ó�µ�­�î�ª�[�Ó�¹�•�”  
�”�»�Þ�«�\�Ó�¹�•�”  �Ï�î�º�†�w�™�K�
%T�™
��š�å�»�Ï�–�å�º�@�]�b  RTP �Ï�î�º�[�w�™�M�•�?�†%±�}�I
�€�•�r�[���M�ì$×�^��"g�Â�_�6�~�r�M�� 1 �(�è
Æ�_�
�Â'Å�Ó�µ�­�î�ª�b�w�™�_7€���@�6�W�S���œ�c�
�©
�¢�¼�Ü�å�¢�K)F�c�)�•�I�€�r�M��

�q)
$×�^�Á�å�»�©�™�–�¡�@/œ�ƒ�€�•�\�
�¥�î�Ý"g�Â�c�”�¡�¸�•�È�_&ã/œ�K�
�©�¢�¼�Ü�å�¢�K)F�c�

BYE �Ó�µ�­�î�ª�b�w�™�r�[)E)F�I�€�r�M��


Æ4Š�š�å�»�Ï�–�å�º�@�
�¥4Š�š�å�»�Ï�–�å�º�_$Î�ç�K�S���œ�
�Ó�¹�•�”  �Í�î�Ý�@�
�¥4Š�–�å�±�î�Ç�™
�–�«�_�P�K�Z6ä�A�

Æ4Š�š�å�»�Ï�–�å�º�?�}3æ�™�I�€�S  INVITE �Ó�µ�­�î�ª�[�æ���I�€�S
Æ4Š�š�å�»
�Ï�–�å�º�b�Ó�¹�•�”  �”�»�Þ�«�\�Ó�¹�•�”  �Ï�î�º�_�
 RTP/RTCP UDP �Ã�£�µ�º�@�v�€�•�G�\�@0Á�•�I�€
�r�M��
Æ4Š�–�å�±�î�Ç�™�–�«�_�P�M�•0[�Ó�¥�b  RTP/RTCP UDP �Ã�£�µ�º�c�
�­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”
�å�«  �b�¥�å�Ç�•� �×�Þ�î�©�Ù�å�["I�9�_0Á�•�I�€�^�87H�~�
�­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«  �†3û4#�[�A
�r�O�‡��

Skinny >&SCCP>'�–�å�«�Ì�¡�©�Ù�å
�G�b8o�[�c�
 SCCP �”�É�Ü�£�î�©�Ù�å  �–�å�«�Ì�¡�©�Ù�å�_�X�8�Z1��Â�K�r�M���G�b8o�[�c�
���b�º
�Æ�µ�¡�_�X�8�Z�v�~�V�F�r�M��

• �� SCCP �–�å�«�Ì�¡�©�Ù�å�b�+0[�� >&P.24-23>'

• �� Cisco IP Phone �b�§�Ï�î�º�� >&P.24-24>'

• ���D7H�¦8o�� >&P.24-24>'

SCCP �–�å�«�Ì�¡�©�Ù�å�b�+0[

Skinny>&SCCP>'�c�
 VoIP �¿�µ�º�á�î�¡�[�Q#Ý�I�€�•(F�Æ�É�ß�º�¥�Ý�[�M�� SCCP �†�Q#Ý�M�•  Cisco IP 
Phone �c�
 H.323 #”�C�[�v�Q#Ý�[�A�r�M�� Cisco CallManager �\�G#Ý�M�•�\�
 SCCP �¡�Û�–�”�å�º�c�

H.323  =�Ð'ƒ�Ž�\� �ì�Q#Ý�[�A�r�M���­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�b�”�É�Ü�£�î�©�Ù�å�™�µ+��c�

SCCP �Â�î�ª�Ù�å  3.3 �†1�1‘�K�r�M�� SCCP �É�ß�º�¥�Ý�_�c�
 2.4�
 3.0.4�
 3.1.1�
 3.2�
 3.3.2 �b  5 �X�b
�Â�î�ª�Ù�å�@�6�~�r�M���­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�[�c�
�Â�î�ª�Ù�å  3.3.2 �r�[�b�M�m�Z�b�Â�î�ª�Ù
�å�†�§�Ï�î�º�K�Z�8�r�M��
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'¨  24 'v       �”�É�Ü�£�î�©�Ù�å  �Þ�–�Ö  �É�ß�º�¥�Ý  �–�å�«�Ì�¡�©�Ù�å�b0¿��
  Skinny >&SCCP>'�–�å�«�Ì�¡�©�Ù�å
�­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�c�
 SCCP �_�P�K�Z  PAT �\  NAT �†�§�Ï�î�º�K�r�M�� IP 7Á0ð�[�Q#Ý�[�A
�•�¢�ß�î�Â�Ý  IP �”�»�Þ�«�|�~�v  IP 7Á0ð�@�¨�8���œ�c�
 PAT �@�²0[�[�M�� Skinny �”�É�Ü�£�î�©�Ù�å  �–
�å�«�Ì�¡�©�Ù�å�c�
 SCCP �©�¢�¼�Ü�å�¢  �Ã�£�µ�º�b  NAT �\  PAT �†�§�Ï�î�º�M�•�G�\�[�
�M�m�Z�b  
SCCP �©�¢�¼�Ü�å�¢  �Ã�£�µ�º�\�Ó�¹�•�”  �Ã�£�µ�º�@  �­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«  �†3û4#�[�A�•�|�:�_
�K�r�M��

Cisco CallManager �\  Cisco IP Phones 6ë�b3û�–�b�º�Û�Ç�•�µ�¡�c  SCCP �†�Q#Ý�K�Z�>�~�
"I�9�^0¿��
�†�K�^�C�Z�v  SCCP �–�å�«�Ì�¡�©�Ù�å�_�|�W�Z��#.�I�€�r�M���­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�c�
 TFTP 
�§�î�Â�b���d�†  Cisco IP Phone �\�Q�b�Ú�b  DHCP �¡�Û�–�”�å�º�_3æ�™�M�•�G�\�[�
 DHCP �œ�É�©�Ù�å 
150 �>�|�g  66 �v�§�Ï�î�º�K�r�M�� Cisco IP Phone �[�c�
�¹�Ç�›�Ý�º  �Ý�î�º�†0¿���M�•  DHCP �œ�É�©�Ù
�å  3 �†0[�Ó�_�µ�u�•�G�\�v�[�A�r�M��

Cisco IP Phone �b�§�Ï�î�º

Cisco CallManager �@ Cisco IP Phone �\�š�m�Z�­�Ÿ�×�Ü�¸�•�b9×�8�–�å�±�î�Ç�™�–�«�_�6�•�º�Ï�ß�ª�[
�c�
 NAT �@ Cisco CallManager �b  IP �”�»�Þ�«�_�²0[�^���œ�
�Ð�µ�Æ�å�¢�c �«�±�¸�•�µ�¡ �[�6�•�²0[�@
�6�~�r�M���G�€�c�
 Cisco IP Phone �[�c  Cisco CallManager �b  IP �”�»�Þ�«�†�¥�å�Ç�•� �×�Þ�î�©�Ù�å
�[�Â&g$×�_�æ���M�•�²0[�@�6�•�S�u�[�M���«�±�¸�•�µ�¡  �”�–�¹�å�¸�•�¸�•  �š�å�º�Ü�†�Q#Ý�M�•�\�
�­
�Ÿ�×�Ü�¸�•�@9×�8�–�å�±�î�Ç�™�–�«�V�_�6�•  Cisco CallManager �@ Cisco IP Phone �?�}�b$Ï6��†�w�E�Ü
�E�•�|�:�_�[�A�r�M��

Cisco IP Phone �[�c�
 TFTP �§�î�Â�_�”�¡�­�«�K�Z�
 Cisco CallManager �§�î�Â�_�K)F�M�•�S�u�_�²0[
�^0¿���_���†�²�˜�å�ß�î�»�M�•�²0[�@�6�~�r�M��

TFTP �§�î�Â�\�š3Q�K�Z  Cisco IP Phone �b�‰�@�­�Ÿ�×�Ü�¸�•�b�*�8�–�å�±�î�Ç�™�–�«�V�_�6�•���œ�c�

�”�¡�­�«  �Ü�«�º�†�Q#Ý�K�Z  UDP �Ï�î�º  69 �b�–1¤�I�€�S  TFTP �§�î�Â�_�K)F�M�•�²0[�@�6�~�r�M��
TFTP �§�î�Â�_�P�K�Z�c�«�±�¸�•�µ�¡  �š�å�º�Ü�@�²0[�[�M�@�
1‘�9�«�±�¸�•�µ�¡  �š�å�º�Ü�_�M�•�²0[
�c�6�~�r�O�‡�� NAT �†�Q#Ý�M�•���œ�
1‘�9�«�±�¸�•�µ�¡  �š�å�º�Ü�c� �L  IP �”�»�Þ�«�_�Ð�µ�Æ�å�¢�I�€
�r�M�� PAT �†�Q#Ý�M�•���œ�c�
� �L  IP �”�»�Þ�«�\�Ï�î�º�_�Ð�µ�Æ�å�¢�I�€�r�M��

Cisco IP Phone �@ TFTP �§�î�Â�>�|�g  Cisco CallManager �\�š�m�Z�­�Ÿ�×�Ü�¸�•�b 9×�8�–�å�±�î�Ç�™�–
�«�V�_�6�•���œ�
 Cisco IP Phone �@�K)F�†6ä���[�A�•�|�:�_�M�•�S�u�_�
�”�¡�­�«  �Ü�«�º�x�«�±
�¸�•�µ�¡  �š�å�º�Ü�c�²0[�6�~�r�O�‡��

�D7H�¦8o

SCCP �_�P�M�•#'�~�b�Â�î�ª�Ù�å�b  PAT �>�|�g  NAT �§�Ï�î�º�_4:#Ý�I�€�•�D7H�c�
���b�\�>�~�[�M��

• PAT �c�
 alias �¥�Ð�å�»�†�µ�t�¥�å�Ç�•� �×�Þ�î�©�Ù�å�[�c�·�8�K�r�O�‡��

• �¥4Š NAT �>�|�g  PAT �c�§�Ï�î�º  �I�€�r�O�‡ ��


Æ4Š�b Cisco CallManager �b�”�»�Þ�«�@  NAT �r�S�c  PAT #Ý�_�9�b  IP �”�»�Þ�«�?�Ï�î�º�†0¿���K�Z�8
�•���œ�
�­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�c#'�~�b�\�G�•  TFTP �†)�#ä�K�Z3?3æ�M�•�Ç�“�–�Ý�b
Æ���_�P
�K�Z  NAT �r�S�c  PAT �†�§�Ï�î�º�K�Z�8�^�8�S�u�
�¥4Š�b  Cisco IP Phone #Ý�b$Ï6��c�»�K�K�r�M���­
�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�c  TFTP �Ó�µ�­�î�ª�b  NAT �†�§�Ï�î�º�K�
 TFTP �Ç�“�–�Ý#Ý�_�Æ�å�Í�î�Ý
�†6ä�A�r�M�@�
�­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«  �c7Á0ð�b$Ï6��p�_  TFTP �_�|�W�Z3?3æ�I�€�S  Cisco IP 
Phone �b�¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ç�“�–�Ý�_�Ù�u3¸�r�€�S  Cisco CallManager �b  IP �”�»�Þ�«�\�Ï�î�º
�†�š�n�M�•�G�\�c�[�A�r�O�‡��

>&�@>' �­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�c�
�¥�î�Ý  �­�µ�º�”�µ�É�p�b�¥�î�Ý�†7V�A�
 SCCP �¥�î�Ý�b�«�¸�î�º�Ç
�Ý �Ç�™�î�Ý�œ�î�Â�î�†�§�Ï�î�º�K�r�M��
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  SMTP �>�|�g�Ñ�G  SMTP �–�å�«�Ì�¡�©�Ù�å
SMTP �>�|�g�Ñ�G  SMTP �–�å�«�Ì�¡�©�Ù�å
ESMTP �”�É�Ü�£�î�©�Ù�å  �–�å�«�Ì�¡�©�Ù�å�†�Q#Ý�M�•�\�
�­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�†3û4#�[�A
�•  SMTP �¥�Ð�å�»�b'�8®�†�D7H�K�
�Ô�½�±�µ+��†3ã�•�M�•�G�\�_�|�W�Z�
 SMTP �Ë�î�«�b�7�Á�?�}�|
�~�I�[�_�–1¤�[�A�r�M��

ESMTP �c  SMTP �É�ß�º�¥�Ý�b�Ñ�G�[�
�o�\�‡�]�b0{!l�[  SMTP �_���Z�8�r�M���}���V�
�G�b�Ð�½�×
�”�Ý�[�c�
 SMTP �\�8�:#Ý1��†  SMTP �\  ESMTP �b�g�‰�_�Q#Ý�K�r�M���Ñ�G  SMTP �_�P�M�•�”�É�Ü
�£�î�©�Ù�å  �–�å�«�Ì�¡�©�Ù�å��#.�c�
 SMTP �”�É�Ü�£�î�©�Ù�å  �–�å�«�Ì�¡�©�Ù�å�_���Z�>�~�
 SMTP 
�­�µ�©�Ù�å�b�§�Ï�î�º�@�µ�r�€�Z�8�r�M���Ñ�G  SMTP �­�µ�©�Ù�å�[�Q#Ý�M�•�o�\�‡�]�b�¥�Ð�å�»�c�

SMTP �­�µ�©�Ù�å�[�Q#Ý�M�•�¥�Ð�å�»�\� �L�[�M�@�
 ESMTP �­�µ�©�Ù�å�b�‰�@�±�œ�_9×3ÿ�[�
4Ä�™�«
�¸�î�±�«3û%±�^�]�™8—�ö�>�|�g�­�Ÿ�×�Ü�¸�•�_6õ�M�•�œ�É�©�Ù�å�@�Q�<�Z�8�r�M��

�Ñ�G SMTP �”�É�Ü�£�î�©�Ù�å  �–�å�«�Ì�¡�©�Ù�å�[�c�
 AUTH�
 EHLO�
 ETRN�
 HELP�
 SAML�

SEND�
 SOML�
 VRFY �b  8 �X�b�Ñ�G  SMTP �¥�Ð�å�»�b�§�Ï�î�º�@3ã�•�I�€�r�M���­�Ÿ�×�Ü�¸�•  �”�É
�Û�–�”�å�«�c�
 7 �X�b  RFC 821 �¥�Ð�å�»>& DATA �
 HELO�
 MAIL �
 NOOP�
 QUIT�
 RCPT�
 RSET>'
�†�§�Ï�î�º�M�•�\�\�v�_�
�œ0£  15 �b  SMTP �¥�Ð�å�»�†�§�Ï�î�º�K�r�M��

�Ú�b�Ñ�G  SMTP �¥�Ð�å�»>& ATRN�
 STARTLS�
 ONEX�
 VERB�
 CHUNKING �^�]>'�x�É�Û�–�Ë�î�º
�Ñ�G�c�§�Ï�î�º�I�€�Z�8�r�O�‡���§�Ï�î�º�I�€�^�8�¥�Ð�å�»�c�

Æ4Š�§�î�Â�_�|�~�Ä�°�I�€�•  X �_�š
�n�I�€�r�M���G�b)��Ý�c�
 �� 500 Command unknown: 'XXX'���b�|�:�^�Ó�µ�­�î�ª�[/²&g�I�€�r�M���Y
�ö
²�^�¥�Ð�å�»�c�
�ë� �I�€�r�M��

ESMTP �–�å�«�Ì�¡�©�Ù�å  �š�å�ª�å�c�
 �� 2���
�� 0���
�� 0���†7V�8�Z�
�§�î�Â  SMTP �Â�¼�î
Æ�b�e�Ð�†�”
�«�±�Ü�«�¡�_�š�f�K�r�M�� Carriage Return>&CR; �Ÿ�•>' �
�>�|�g  Linefeed>&LF; �5/œ>'�c!“0i�I�€�r�M��

SMTP �–�å�«�Ì�¡�©�Ù�å�†�–�¿�î�È�Ý�_�M�•���œ�
���b�Ý�î�Ý�_�‘�ƒ�^�8�\�
�P0ð�º�b  SMTP �_�Q#Ý
�M�•  Telnet �­�µ�©�Ù�å�@�õ�F�M�•�G�\�@�6�~�r�M�� SMTP �¥�Ð�å�»�b6×�I�c  4 �e�Ð�è�V�_�M�•�²0[�@
�6�~�r�M���Ÿ�•�\�5/œ�[)
�¢�M�•�²0[�@�6�~�r�M�����b�Â'Å�†$Î/œ�M�•�S�_#'�~�b�Â'Å�†�…�µ�M�•�²0[
�@�6�~�r�M��

SMTP �§�î�Â�c�
�X�Í�b�Â'Å�¥�î�»�
�>�|�g�œ�É�©�Ù�å�b�•1��e�Ð�4�[�¡�Û�–�”�å�º0[�Ó�_�Â'Å�K�r
�M�� SMTP �”�É�Ü�£�î�©�Ù�å  �–�å�«�Ì�¡�©�Ù�å�c�
�Ø�î�¨�@�Q#Ý�[�A�•�¥�Ð�å�»�\�§�î�Â�@3É3æ�M�•
�Ó�µ�­�î�ª�†�D�š�K�
�Q�b�X�†�ö�}�K�r�M�� SMTP �–�å�«�Ì�¡�©�Ù�å�c�
���b  3 �X�b�z0[�^�±�«�¡�†
��/œ�K�r�M��

• SMTP 0[�Ó�†  7 �X�b�ö�•  SMTP �¥�Ð�å�»�\  8 �X�b�Ñ�G�¥�Ð�å�»�_�D7H�K�r�M��

• SMTP �¥�Ð�å�»�Â'Å�©�î�£�å�«�†�Ô�½�±�K�r�M��

• %���0É2§�b#Õ�B>8�Ó�î�Ý  �”�»�Þ�«
Æ�_�Ù�u3¸�r�€�Z�8�•!“� �^�e�Ð�@*(�A�n�<�}�€�S�\�A�_�
%�
���Þ�¥�î�»  108002 �†#Õ�B�K�r�M��0ò(ý�_�X�8�Z�c�
 RFC 821 �†�g!·�K�Z�C�T�I�8��

SMTP �–�å�«�Ì�¡�©�Ù�å�[�c�
���b$��–�^*+�¡�@�^�8�?�]�:�?�
�¥�Ð�å�»�\�Â'Å�b�©�î�£�å�«�†�Ô�½
�±�K�r�M��

• �)�~���Z�}�€�S�¥�Ð�å�»

• �Y�G�^�¥�Ð�å�»)
'ƒ>& <CR><LR> �[)
�¢�K�Z�8�^�8>'

• MAIL �¥�Ð�å�»�\  RCPT �¥�Ð�å�»�[�c�
�Ó�î�Ý�b3æ�™*…�\�w�™*…�@�æ���I�€�r�M��$��–�^�e�Ð�@�^
�8�?�
�Ó�î�Ý  �”�»�Þ�«�@�«�Ÿ�Õ�å�I�€�r�M���Ã�–�É>& |>'�@�P7V>&'5$Ñ�«�Ì�î�«�_�š�f>'�I�€�
 �� <��
�>�|�g�� >���_�X�8�Z�c�
�Ó�î�Ý  �”�»�Þ�«�b��*O�_�Q#Ý�I�€�•���œ�T�E0Á�•�I�€�r�M>& �� <���b�‹�_
�c�
�²�N�� >���@�Q#Ý�I�€�Z�8�•�²0[�@�6�~�r�M>' ��

• SMTP �§�î�Â�_�|�•�Y�–�b&ã/œ

• �•%±�b�¥�Ð�å�»�_�P�K�Z�c�
�­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�c�Ã�£�µ�º
Æ�b�M�m�Z�b�e�Ð�†  X �_�š
�f�K�r�M���G�b���œ�
�§�î�Â�@�¡�Û�–�”�å�º�_�P�K�Z�š�Û�î  �¥�î�»�†#Õ�B�K�r�M���Ã�£�µ�º
Æ�@
�š�f�I�€�Z�8�•�S�u�
 TCP �³�™�µ�¡�§�Ò�c�

Ì0£'ì�r�S�c1*(��M�•�²0[�@�6�~�r�M��

• TCP �«�º�Ü�î�Ò)…7Ÿ
24-25
ASDM �Ø�î�¨  �ž�–�»

OL-14981-01-J



 

'¨  24 'v       �”�É�Ü�£�î�©�Ù�å  �Þ�–�Ö  �É�ß�º�¥�Ý  �–�å�«�Ì�¡�©�Ù�å�b0¿��
  SNMP Inspection
• �¥�Ð�å�»  �Ã�–�É�Û�–�å

SNMP Inspection
SNMP �”�É�Ü�£�î�©�Ù�å  �–�å�«�Ì�¡�©�Ù�å�[�c�
 SNMP �º�Û�Ç�•�µ�¡�†"I���b�Â�î�ª�Ù�å�b  SNMP �_
�D7H�[�A�r�M���è�S�b�Â�î�ª�Ù�å�b  SNMP �c�ó
²�ö�@�*�8�S�u�
�­�Ÿ�×�Ü�¸�•  �Ï�Ü�©�î�†�Q#Ý�K�Z"I
���b  SNMP �Â�î�ª�Ù�å�†�Ä�°�M�•�²0[�@#Õ�L�•���œ�v�6�~�r�M���­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�c�

SNMP �Â�î�ª�Ù�å  1�
 2�
 2c�
�r�S�c  3 �†�Ä�°�[�A�r�M��0Á�•�M�•�Â�î�ª�Ù�å�c�
 SNMP �Ð�µ�É�†�8�B
�K�Z�D�š�K�r�M��

SQL*Net �–�å�«�Ì�¡�©�Ù�å
SQL*Net �–�å�«�Ì�¡�©�Ù�å�c�¹�Ç�›�Ý�º�[�–�¿�î�È�Ý�_�^�W�Z�8�r�M��

SQL*Net �É�ß�º�¥�Ý�c�
�I�r�J�r�^�Ã�£�µ�º  �±�–�É�[�S�B�I�€�Z�8�r�M���­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å
�«�c�G�€�}�b�Ã�£�µ�º�†��#.�K�Z�
�­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«  �b�]�U�}�b
��b  Oracle �”�É�Ü�£�î
�©�Ù�å�_�v�M2��ö�b�6�•�¹�î�±  �«�º�Ü�î�Ò�@/²&g�I�€�•�|�:�_�K�r�M��

SQL*Net �b�¹�Ç�›�Ý�º�b�Ï�î�º�m�~�\�Z�c  1521 �[�M���G�€�c�
 Oracle �@ SQL*Net #Ý�_�Q#Ý�K�Z�8�•
�Í�[�M�@�
 Structured Query Language>&SQL; �S4��ì!·�
0•1�>'�b  IANA �Ï�î�º�m�~�\�Z�\�c�M+´�K�r
�O�‡�� SQL*Net �–�å�«�Ì�¡�©�Ù�å�†�M4��b�Ï�î�º$��•�_4:#Ý�M�•�_�c�
 class-map �¥�Ð�å�»�†�Q#Ý�K
�r�M��

�­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�c�
�M�m�Z�b�”�»�Þ�«�†�š�n�K�
�Ã�£�µ�º�†1*�m�Z�
 SQL*Net �Â�î�ª�Ù
�å  1 #Ý�_6ä�C�M�m�Z�b�Ù�u3¸�s�Ï�î�º�†0b�X�E�r�M��

SQL*Net �Â�î�ª�Ù�å  2 �b���œ�
�¹�î�±6×�®�ß�b  REDIRECT �Ã�£�µ�º�b%$�‹�_)F�C�M�m�Z�b  DATA �Ã
�£�µ�º�r�S�c  REDIRECT �Ã�£�µ�º�c�Ç�•�µ�¡�«�”�µ�É�I�€�r�M��

�Ç�•�µ�¡�«�”�µ�É�@�²0[�^�Ã�£�µ�º�_�c�
�Ù�u3¸�s�Í�«�º  �”�»�Þ�«�>�|�g�Ï�î�º  �”�»�Þ�«�@���b�g�'
�[�µ�r�€�Z�8�r�M��

(ADDRESS=(PROTOCOL=tcp)(DEV=6)( HOST=a.b.c. d)( PORT=a))

SQL*Net �Â�î�ª�Ù�å  2 �b�›  TNSFrame �±�–�É>&Connect�
 Accept�
 Refuse�
 Resend�
 Marker>'�c�

NAT �P1ß�b�”�»�Þ�«�@�6�•�?�]�:�?�@�«�Ÿ�Õ�å�I�€�r�O�‡���r�S�
�–�å�«�Ì�¡�©�Ù�å�@�Ã�£�µ�º
Æ�_
�Ù�u3¸�r�€�S�Ï�î�º�_�²�–�¼�Ñ�µ�¡�K)F�†6ä�C�G�\�v�6�~�r�O�‡��

SQL*Net �Â�î�ª�Ù�å  2 �b  TNSFrame�
 Redirect �Ã�£�µ�º�
�>�|�g  Data �Ã�£�µ�º�c�
�Ì�–�ß�î�»�b�¹�î
�±6×�@�®�ß�b REDIRECT TNSFrame �±�–�É�b�‹�_)F�C���œ�
6ä�C�Ï�î�º�>�|�g  NAT �P1ß�b�”�»�Þ�«
�@�6�•�?�]�:�?�«�Ÿ�Õ�å�I�€�r�M���¹�î�±6×�®�ß�b  Redirect �Ó�µ�­�î�ª�@  �­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å
�«  �†3û4#�M�•�\�
�‹�_)F�C  Data �Ó�µ�­�î�ª�r�S�c  Redirect �Ó�µ�­�î�ª�c�š�n�P1ß�[�6�~�
�Ï�î�º�c�²
�–�¼�Ñ�µ�¡�_6ä�?�€�•�\�•���M�•�Ç�Û�¢�@�
�K)F�¹�î�±�S4��_0¿���I�€�r�M��
›/œ�M�•�Ã�Û�¢�Û�Ç�b  
TNS �Ç�Þ�î�Ò�b�8�N�€�?�@  Redirect �Ó�µ�­�î�ª�b�‹�_�?%T�K�S���œ�
�Ç�Û�¢�c�Ü�­�µ�º�I�€�r�M��

SQL*Net �–�å�«�Ì�¡�©�Ù�å  �š�å�ª�å�c�
�³�™�µ�¡�§�Ò�†
Ì0£'ì�K�
 IP �>�|�g  TCP �b6×�I�†�š�f�K�

�‚�§�b�Ó�µ�­�î�ª�b6×�I�b�j�†�Q#Ý�K�Z�©�î�£�å�«$��•�\&�1��Â'Å$��•�†
Ì1*�Z�K�r�M��

SQL*Net �Â�î�ª�Ù�å  1 �[�c�
�Q�b�Ú�b�M�m�Z�b���œ�†�•���K�Z�8�r�M�� TNSFrame �±�–�É>&Connect�

Accept�
 Refuse�
 Resend�
 Marker�
 Redirect�
 Data>'�\�M�m�Z�b�Ã�£�µ�º�c�
�Ï�î�º�>�|�g�”�»�Þ�«
�@�6�•�?�]�:�?�«�Ÿ�Õ�å�I�€�r�M���”�»�Þ�«�@�š�n�I�€�
�Ï�î�º�K)F�@6ä�?�€�r�M��
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  Sun RPC �–�å�«�Ì�¡�©�Ù�å
Sun RPC �–�å�«�Ì�¡�©�Ù�å
�G�b8o�[�c�
 Sun RPC �”�É�Ü�£�î�©�Ù�å  �–�å�«�Ì�¡�©�Ù�å�_�X�8�Z1��Â�K�r�M���G�b8o�[�c�
���b�º
�Æ�µ�¡�_�X�8�Z�v�~�V�F�r�M��

• �� Sun RPC �–�å�«�Ì�¡�©�Ù�å�b�+0[�� >&P.24-27>'

• �� SUNRPC Server��>&P.24-27>'

Sun RPC �–�å�«�Ì�¡�©�Ù�å�b�+0[

Sun RPC �–�å�«�Ì�¡�©�Ù�å  �š�å�ª�å�c�
 Sun RPC �É�ß�º�¥�Ý�b�”�É�Ü�£�î�©�Ù�å  �–�å�«�Ì�¡�©�Ù�å�†
�–�¿�î�È�Ý�r�S�c�¹�•�­�î�È�Ý�_�K�r�M�� Sun RPC �c�
 NFS �>�|�g  NIS �[�Q#Ý�I�€�r�M�� Sun RPC 
�§�î�Å�«�c�]�b�Ï�î�º�V�[�v��/œ�[�A�r�M���§�î�Â�V�b  Sun RPC �§�î�Å�«�_�”�¡�­�«�K�|�:�\�M�•�¡
�Û�–�”�å�º�c�
�Q�b�§�î�Å�«�@��/œ�I�€�Z�8�•�Ï�î�º�†%±�•�²0[�@�6�~�r�M���Q�b�S�u�_�c�
�£(Ù�í�s
�Ï�î�º  111 �[�Ï�î�º  �Ð�µ�Ã�î  �É�ß�­�«>&3û�–�c  rpcbind>'�_!·�
�K�r�M��

�¡�Û�–�”�å�º�@�§�î�Å�«�b  Sun RPC �É�ß�¢�Û�Ò$��•�†3æ�™�M�•�\�
�Ï�î�º  �Ð�µ�Ã�î  �É�ß�­�«�c�§�î�Å
�«�b�Ï�î�º$��•�†�Â'Å�K�r�M���¡�Û�–�”�å�º�c�
�Ï�î�º  �Ð�µ�Ã�î  �É�ß�­�«�_�|�W�Z"I���I�€�S�Ï�î�º
�†�æ���K�Z�
 Sun RPC �¡�š�Ü�î�†�§�î�Â�_3æ�™�K�r�M���§�î�Â�@�Â'Å�M�•�\�
�­�Ÿ�×�Ü�¸�•  �”�É�Û�–
�”�å�«  �c�G�b�Ã�£�µ�º�†�æ/œ�w�™�K�
�Q�b�Ï�î�º�[  TCP �\  UDP �b�g�‰�b�6�‡�K)F�†6ä�A�r�M��

>&�@>' Sun RPC �Ì�–�ß�î�»�_���b  NAT �r�S�c  PAT �c�§�Ï�î�º�I�€�Z�8�r�O�‡��

SUNRPC Server

[Configuration] > [Firewall] > [Advanced] > [SUNRPC Server] �Ì�–�å�_�c�
�­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”
�å�«�†3û4#�[�A�•  SunRPC �§�î�Å�«�\�
�Q�b�[�w�b�±�–�Ò�”�˜�º�Í�@�§�î�Â�"�)�[/²&g�I�€�r�M��

�Ç�•�î�Ý�»

• [Interface]>8SunRPC �§�î�Â�@�–9T�M�•�–�å�±�î�Ç�™�–�«�†/²&g�K�r�M��

• [IP address]>8SunRPC �§�î�Â�b  IP �”�»�Þ�«�†/²&g�K�r�M��

• [Mask]>8SunRPC �§�î�Â�b  IP �”�»�Þ�«�b�§�È�¿�µ�º  �Ð�«�¡�†/²&g�K�r�M��

• [Service ID]>8�­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�†3û4#�M�•�G�\�†0Á�•�M�•�
 SunRPC �É�ß�¢�Û�Ò$�
�•�
�r�S�c�§�î�Å�«  ID �†/²&g�K�r�M��

• [Protocol]>8SunRPC 3?3æ�É�ß�º�¥�Ý>&TCP �r�S�c  UDP>'�†/²&g�K�r�M��

• [Port]>8SunRPC �É�ß�º�¥�Ý�b�Ï�î�º(
�V�†/²&g�K�r�M��

• [Timeout]>8SunRPC �§�î�Å�«  �º�Û�Ç�•�µ�¡�l�b�”�¡�­�«�@6â�L�}�€�•�r�[�b�”�–�»�Ý�ì6ë�†/²&g
�K�r�M��

�Ô�î�»

���b/²�c�
�G�b�µ+��†�Q#Ý�[�A�•�Ô�î�»�†&g�K�S�v�b�[�M��
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  TFTP �–�å�«�Ì�¡�©�Ù�å
Add/Edit SUNRPC Service

[Configuration] > [Firewall] > [Advanced] > [SUNRPC Server] > [Add/Edit SUNRPC Service] �²�–�”
�ß�¢�Î�µ�¡�«�[�c�
�­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«  �†3û4#�M�•�G�\�†0Á�•�M�•  SunRPC �§�î�Å�«�
�>�|
�g�Q�€�}�b�[�w�±�–�Ò�”�˜�º�†�§�î�Â�"�)�[�æ���[�A�r�M��

�Ç�•�î�Ý�»

• [Interface Name]>8SunRPC �§�î�Â�@�–9T�M�•�–�å�±�î�Ç�™�–�«�†�æ���K�r�M��

• [Protocol]>8SunRPC 3?3æ�É�ß�º�¥�Ý>&TCP �r�S�c  UDP>'�†�æ���K�r�M��

• [IP address]>8SunRPC �§�î�Â�b  IP �”�»�Þ�«�†�æ���K�r�M��

• [Port]>8SunRPC �É�ß�º�¥�Ý�b�Ï�î�º(
�V�†�æ���K�r�M��

• [Mask]>8SunRPC �§�î�Â�b  IP �”�»�Þ�«�b�§�È�¿�µ�º  �Ð�«�¡�†�æ���K�r�M��

• [Timeout]>8SunRPC �§�î�Å�«  �º�Û�Ç�•�µ�¡�l�b�”�¡�­�«�@6â�L�}�€�•�r�[�b�”�–�»�Ý�ì6ë�†�æ��
�K�r�M���g�'�c�
 HH:MM:SS �[�M��

• [Service ID]>8�­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�†3û4#�M�•�G�\�†0Á�•�M�•�
 SunRPC �É�ß�¢�Û�Ò$�
�•�
�r�S�c�§�î�Å�«  ID �†�æ���K�r�M��

�Ô�î�»

���b/²�c�
�G�b�µ+��†�Q#Ý�[�A�•�Ô�î�»�†&g�K�S�v�b�[�M��

TFTP �–�å�«�Ì�¡�©�Ù�å
TFTP �–�å�«�Ì�¡�©�Ù�å�c�¹�Ç�›�Ý�º�[�–�¿�î�È�Ý�_�^�W�Z�8�r�M��

TFTP �c�
 RFC 1350 �_0°3Ù�I�€�Z�8�•�|�:�_�
 TFTP �§�î�Â�\�¡�Û�–�”�å�º�b6ë�b�Ç�“�–�Ý�b1��s�i
�A�†/œ�:�S�u�b(F�Æ�É�ß�º�¥�Ý�[�M��

�­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�c�
 TFTP �º�Û�Ç�•�µ�¡�†�è���K�
�²0[�_�Â�L�Z�²�–�¼�Ñ�µ�¡�_�K)F�\�š
�n�†�8�B�K�
 TFTP �¡�Û�–�”�å�º�\�§�î�Â�b6ë�b�Ç�“�–�Ý3?3æ�†0Á�•�K�r�M��
½�/$×�_�c�
�–�å�«�Ì�¡
�©�Ù�å  �š�å�ª�å�c  TFTP Read Request>&RRQ; 1��s�v�~0[�Ó>' �
 Write Request>&WRQ; �i�A3¸�s0[�Ó>' �

�>�|�g�š�Û�î3û%±>& ERROR>'�†�è���K�r�M��

�Ç�“�–�”�˜�›�î�Ý  �Ô�î�» �­�Ÿ�×�Ü�¸�•  �¥�å�¸�Ÿ�«�º

�Ý�î�¸�µ�» 3ñ4# �©�å�¢�Ý

�Ð�Ý�³

�¥�å�¸�Ÿ�«
�º �©�«�¸�Ò

• • • • —

�Ç�“�–�”�˜�›�î�Ý  �Ô�î�» �­�Ÿ�×�Ü�¸�•  �¥�å�¸�Ÿ�«�º

�Ý�î�¸�µ�» 3ñ4# �©�å�¢�Ý

�Ð�Ý�³

�¥�å�¸�Ÿ�«
�º �©�«�¸�Ò

• • • • —
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  XDMCP �–�å�«�Ì�¡�©�Ù�å
�w� �^1��s�v�~0[�Ó>& RRQ>'�r�S�c�i�A3¸�s0[�Ó>& WRQ>'�†�w�™�M�•�\�
�²0[�_�Â�L�Z�
�²�–�¼�Ñ�µ
�¡�^�­�•�å�²�Ü  �³�Õ�¿�Ý�\  PAT �š�n�@�m�~�\�Z�}�€�r�M���G�b�­�•�å�²�Ü  �³�Õ�¿�Ý�c�
�G�€�è7F  
TFTP �_�|�W�Z�Ç�“�–�Ý3?3æ�r�S�c�š�Û�î3û%±#Ý�_�Q#Ý�I�€�r�M��

TFTP �§�î�Â�T�E�@�­�•�å�²�Ü  �³�Õ�¿�Ý)�#ä�b�º�Û�Ç�•�µ�¡�†6ä���[�A�r�M���r�S�
 TFTP �¡�Û�–�”�å
�º�\�§�î�Â�b6ë�_�Ñ�~�[�A�•�Y�ö
²�^�­�•�å�²�Ü  �³�Õ�¿�Ý�c  1 �X�r�[�[�M���§�î�Â�?�}�b�š�Û�î3û%±
�@�6�•�\�
�­�•�å�²�Ü  �³�Õ�¿�Ý�c6â�L�r�M��

TFTP �º�Û�Ç�•�µ�¡�b�Ü�²�–�Þ�¡�º�_�«�±�¸�•�µ�¡  PAT �@�Q#Ý�I�€�Z�8�•���œ�c�
 TFTP �–�å�«�Ì�¡
�©�Ù�å�†�–�¿�î�È�Ý�_�M�•�²0[�@�6�~�r�M��

XDMCP �–�å�«�Ì�¡�©�Ù�å
XDMCP �–�å�«�Ì�¡�©�Ù�å�c�¹�Ç�›�Ý�º�[�–�¿�î�È�Ý�_�^�W�Z�8�r�M�@�
 XDMCP �–�å�«�Ì�¡�©�Ù�å  
�š�å�ª�å�c�
 established �¥�Ð�å�»�@4:�)�_�S�B�I�€�Z�8�^�8�\�Q#Ý�[�A�r�O�‡��

XDMCP �c�
 UDP �Ï�î�º  177 �†�Q#Ý�K�Z X �­�µ�©�Ù�å�†�¿�¦�©�š�î�º�M�•�É�ß�º�¥�Ý�[�M�� X �­�µ
�©�Ù�å�c&�'g�ì�_  TCP �†�Q#Ý�K�r�M��

XWindows �­�µ�©�Ù�å�†�G�–�_�¿�¦�©�š�î�º�K�Z6ä���M�•�S�u�_�
�­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�c�

Xhosted �¥�å�Æ�×�î�±�?�}�b  TCP �`�~�K)F�†0Á�•�M�•�²0[�@�6�~�r�M���`�~�K)F�†0Á�•�M�•�_�c�
�­
�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�[  established �¥�Ð�å�»�†�Q#Ý�K�r�M�� XDMCP �@�¹�•�«�É�Þ�–�†3æ�™�M�•
�Ï�î�º�†�¿�¦�©�š�î�º�M�•�\�
 established �¥�Ð�å�»�@�g!·�I�€�
�G�b�`�~�K)F�†0Á�•�M�m�A�?�]�:�?
�@&�1��I�€�r�M��

XWindows �­�µ�©�Ù�å�p�
 �Ð�¿�î�ª�Õ�c�£(Ù�í�s�Ï�î�º  6000 | n �V�[�¹�•�«�É�Þ�–  Xserver �\3û�™�K�r
�M�����b'ƒ�Ž0¿���†/œ�:�\�
�›�¹�•�«�É�Þ�–�c�9���_  Xserver �\�K)F�K�r�M��

setenv DISPLAY Xserver:n

n �c�¹�•�«�É�Þ�–$��•�[�M��

XDMCP �@�Q#Ý�I�€�Z�8�•���œ�
�¹�•�«�É�Þ�–�c  IP �”�»�Þ�«�†�Q#Ý�K�Z�¿�¦�©�š�î�º�I�€�r�M�� IP �”
�»�Þ�«�c�
�­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�@�²0[�_�Â�L�Z  NAT �†/œ�:�G�\�@�[�A�r�M�� XDCMP �–�å�«
�Ì�¡�©�Ù�å�[�c�
 PAT �c�§�Ï�î�º�I�€�r�O�‡��

�§�î�Å�«  �Ï�Ü�©�î�b�Ç�•�î�Ý�»�b1��Â
�G�b8o�[�c�
�›�É�ß�º�¥�Ý  �–�å�«�Ì�¡�©�Ù�å  �²�–�”�ß�¢�Î�µ�¡�«�b�Ç�•�î�Ý�»�_�X�8�Z1��Â�K�r�M��
���b8o% �†�v�~�V�F�r�M��

• �� [Rule Actions] > [Protocol Inspection] �±�È�� >&P.24-30>'

• �� Select DCERPC Map��>&P.24-32>'

• �� Select DNS Map��>&P.24-32>'

• �� Select ESMTP Map��>&P.24-33>'

• �� Select FTP Map��>&P.24-33>'

• �� Select GTP Map��>&P.24-34>'

• �� Select H.323 Map��>&P.24-35>'

• �� Select HTTP Map��>&P.24-35>'

• �� Select IM Map��>&P.24-36>'

• �� Select IPSec-Pass-Thru Map��>&P.24-36>'
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• �� Select MGCP Map��>&P.24-37>'

• �� Select NETBIOS Map��>&P.24-37>'

• �� Select RTSP Map��>&P.24-38>'

• �� Select SCCP (Skinny) Map��>&P.24-38>'

• �� Select SIP Map��>&P.24-39>'

• �� Select SNMP Map��>&P.24-39>'

[Rule Actions] > [Protocol Inspection] �±�È

�Ç�•�î�Ý�»

• [CTIQBE]>8CTIQBE �É�ß�º�¥�Ý�[�b�”�É�Ü�£�î�©�Ù�å  �–�å�«�Ì�¡�©�Ù�å�†�–�¿�î�È�Ý�_�K�r�M��

• [DCERPC]>8DCERPC �É�ß�º�¥�Ý�[�b�”�É�Ü�£�î�©�Ù�å  �–�å�«�Ì�¡�©�Ù�å�†�–�¿�î�È�Ý�_�K�r
�M��

– [Configure]>8[Select DCERPC Map] �²�–�”�ß�¢�Î�µ�¡�«�†/²&g�K�r�M���G�b�²�–�”�ß�¢�Î�µ
�¡�«�[�c�
�G�b�É�ß�º�¥�Ý�[�Q#Ý�M�•�Ð�µ�É�¡�†4E�¥�[�A�r�M��

• [DNS]>8DNS �É�ß�º�¥�Ý�[�b�”�É�Ü�£�î�©�Ù�å  �–�å�«�Ì�¡�©�Ù�å�†�–�¿�î�È�Ý�_�K�r�M��

– [Configure]>8[Select DNS Map] �²�–�”�ß�¢�Î�µ�¡�«�†/²&g�K�r�M���G�b�²�–�”�ß�¢�Î�µ�¡�«
�[�c�
�G�b�É�ß�º�¥�Ý�[�Q#Ý�M�•�Ð�µ�É�¡�†4E�¥�[�A�r�M��

• [ESMTP]>8ESMTP �É�ß�º�¥�Ý�[�b�”�É�Ü�£�î�©�Ù�å  �–�å�«�Ì�¡�©�Ù�å�†�–�¿�î�È�Ý�_�K�r�M��

– [Configure]>8[Select ESMTP Map] �²�–�”�ß�¢�Î�µ�¡�«�†/²&g�K�r�M���G�b�²�–�”�ß�¢�Î�µ�¡
�«�[�c�
�G�b�É�ß�º�¥�Ý�[�Q#Ý�M�•�Ð�µ�É�¡�†4E�¥�[�A�r�M��

• [FTP]>8FTP �É�ß�º�¥�Ý�[�b�”�É�Ü�£�î�©�Ù�å  �–�å�«�Ì�¡�©�Ù�å�†�–�¿�î�È�Ý�_�K�r�M��

– [Configure]>8[Select FTP Map] �²�–�”�ß�¢�Î�µ�¡�«�†/²&g�K�r�M���G�b�²�–�”�ß�¢�Î�µ�¡�«
�[�c�
�G�b�É�ß�º�¥�Ý�[�Q#Ý�M�•�Ð�µ�É�¡�†4E�¥�[�A�r�M��

• [GTP]>8GTP �É�ß�º�¥�Ý�[�b�”�É�Ü�£�î�©�Ù�å  �–�å�«�Ì�¡�©�Ù�å�†�–�¿�î�È�Ý�_�K�r�M��

– [Configure]>8[Select GTP Map] �²�–�”�ß�¢�Î�µ�¡�«�†/²&g�K�r�M���G�b�²�–�”�ß�¢�Î�µ�¡�«
�[�c�
�G�b�É�ß�º�¥�Ý�[�Q#Ý�M�•�Ð�µ�É�¡�†4E�¥�[�A�r�M��

>&�@>' GTP �–�å�«�Ì�¡�©�Ù�å�_�c�
"I�9�^�Û�–�­�å�«�@�²0[�[�M��

• [H323 H225]>8H323 H225 �É�ß�º�¥�Ý�[�b�”�É�Ü�£�î�©�Ù�å  �–�å�«�Ì�¡�©�Ù�å�†�–�¿�î�È�Ý�_�K
�r�M��

– [Configure]>8[Select H323 H225 Map] �²�–�”�ß�¢�Î�µ�¡�«�†/²&g�K�r�M���G�b�²�–�”�ß�¢
�Î�µ�¡�«�[�c�
�G�b�É�ß�º�¥�Ý�[�Q#Ý�M�•�Ð�µ�É�¡�†4E�¥�[�A�r�M��

• [H323 RAS]>8H323 RAS �É�ß�º�¥�Ý�[�b�”�É�Ü�£�î�©�Ù�å  �–�å�«�Ì�¡�©�Ù�å�†�–�¿�î�È�Ý�_�K�r
�M��

– [Configure]>8[Select H323 RAS Map] �²�–�”�ß�¢�Î�µ�¡�«�†/²&g�K�r�M���G�b�²�–�”�ß�¢�Î�µ
�¡�«�[�c�
�G�b�É�ß�º�¥�Ý�[�Q#Ý�M�•�Ð�µ�É�¡�†4E�¥�[�A�r�M��

• [HTTP]>8HTTP �É�ß�º�¥�Ý�[�b�”�É�Ü�£�î�©�Ù�å  �–�å�«�Ì�¡�©�Ù�å�†�–�¿�î�È�Ý�_�K�r�M��

– [Configure]>8[Select HTTP Map] �²�–�”�ß�¢�Î�µ�¡�«�†/²&g�K�r�M���G�b�²�–�”�ß�¢�Î�µ�¡�«
�[�c�
�G�b�É�ß�º�¥�Ý�[�Q#Ý�M�•�Ð�µ�É�¡�†4E�¥�[�A�r�M��
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• [ICMP]>8ICMP �É�ß�º�¥�Ý�[�b�”�É�Ü�£�î�©�Ù�å  �–�å�«�Ì�¡�©�Ù�å�†�–�¿�î�È�Ý�_�K�r�M��

• [ICMP Error]>8ICMP Error �É�ß�º�¥�Ý�[�b�”�É�Ü�£�î�©�Ù�å  �–�å�«�Ì�¡�©�Ù�å�†�–�¿�î�È�Ý�_�K
�r�M��

• [ILS]>8ILS �É�ß�º�¥�Ý�[�b�”�É�Ü�£�î�©�Ù�å  �–�å�«�Ì�¡�©�Ù�å�†�–�¿�î�È�Ý�_�K�r�M��

• [IM] >8IM �É�ß�º�¥�Ý�[�b�”�É�Ü�£�î�©�Ù�å  �–�å�«�Ì�¡�©�Ù�å�†�–�¿�î�È�Ý�_�K�r�M��

– [Configure]>8[Select IM Map] �²�–�”�ß�¢�Î�µ�¡�«�†/²&g�K�r�M���G�b�²�–�”�ß�¢�Î�µ�¡�«�[
�c�
�G�b�É�ß�º�¥�Ý�[�Q#Ý�M�•�Ð�µ�É�¡�†4E�¥�[�A�r�M��

• [IPSec-Pass-Thru]>8IPSec �É�ß�º�¥�Ý�[�b�”�É�Ü�£�î�©�Ù�å  �–�å�«�Ì�¡�©�Ù�å�†�–�¿�î�È�Ý�_�K
�r�M��

– [Configure]>8[Select IPSec Map] �²�–�”�ß�¢�Î�µ�¡�«�†/²&g�K�r�M���G�b�²�–�”�ß�¢�Î�µ�¡�«
�[�c�
�G�b�É�ß�º�¥�Ý�[�Q#Ý�M�•�Ð�µ�É�¡�†4E�¥�[�A�r�M��

• [MGCP]>8MGCP �É�ß�º�¥�Ý�[�b�”�É�Ü�£�î�©�Ù�å  �–�å�«�Ì�¡�©�Ù�å�†�–�¿�î�È�Ý�_�K�r�M��

– [Configure]>8[Select MGCP Map] �²�–�”�ß�¢�Î�µ�¡�«�†/²&g�K�r�M���G�b�²�–�”�ß�¢�Î�µ�¡
�«�[�c�
�G�b�É�ß�º�¥�Ý�[�Q#Ý�M�•�Ð�µ�É�¡�†4E�¥�[�A�r�M��

• [NETBIOS]>8NetBIOS �É�ß�º�¥�Ý�[�b�”�É�Ü�£�î�©�Ù�å  �–�å�«�Ì�¡�©�Ù�å�†�–�¿�î�È�Ý�_�K�r
�M��

– [Configure]>8[Select NETBIOS Map] �²�–�”�ß�¢�Î�µ�¡�«�†/²&g�K�r�M���G�b�²�–�”�ß�¢�Î�µ
�¡�«�[�c�
�G�b�É�ß�º�¥�Ý�[�Q#Ý�M�•�Ð�µ�É�¡�†4E�¥�[�A�r�M��

• [PPTP]>8PPTP �É�ß�º�¥�Ý�[�b�”�É�Ü�£�î�©�Ù�å  �–�å�«�Ì�¡�©�Ù�å�†�–�¿�î�È�Ý�_�K�r�M��

• [RSH]>8RSH �É�ß�º�¥�Ý�[�b�”�É�Ü�£�î�©�Ù�å  �–�å�«�Ì�¡�©�Ù�å�†�–�¿�î�È�Ý�_�K�r�M��

• [RTSP]>8RTSP �É�ß�º�¥�Ý�[�b�”�É�Ü�£�î�©�Ù�å  �–�å�«�Ì�¡�©�Ù�å�†�–�¿�î�È�Ý�_�K�r�M��

• [SCCP SKINNY]>8Skinny �É�ß�º�¥�Ý�[�b�”�É�Ü�£�î�©�Ù�å  �–�å�«�Ì�¡�©�Ù�å�†�–�¿�î�È�Ý�_�K
�r�M��

– [Configure]>8[Select SCCP (Skinny) Map] �²�–�”�ß�¢�Î�µ�¡�«�†/²&g�K�r�M���G�b�²�–�”�ß�¢
�Î�µ�¡�«�[�c�
�G�b�É�ß�º�¥�Ý�[�Q#Ý�M�•�Ð�µ�É�¡�†4E�¥�[�A�r�M��

• [SIP]>8SIP �É�ß�º�¥�Ý�[�b�”�É�Ü�£�î�©�Ù�å  �–�å�«�Ì�¡�©�Ù�å�†�–�¿�î�È�Ý�_�K�r�M��

– [Configure]>8[Select SIP Map] �²�–�”�ß�¢�Î�µ�¡�«�†/²&g�K�r�M���G�b�²�–�”�ß�¢�Î�µ�¡�«�[
�c�
�G�b�É�ß�º�¥�Ý�[�Q#Ý�M�•�Ð�µ�É�¡�†4E�¥�[�A�r�M��

• [SNMP]>8SNMP �É�ß�º�¥�Ý�[�b�”�É�Ü�£�î�©�Ù�å  �–�å�«�Ì�¡�©�Ù�å�†�–�¿�î�È�Ý�_�K�r�M��

– [Configure]>8[Select SNMP Map] �²�–�”�ß�¢�Î�µ�¡�«�†/²&g�K�r�M���G�b�²�–�”�ß�¢�Î�µ�¡
�«�[�c�
�G�b�É�ß�º�¥�Ý�[�Q#Ý�M�•�Ð�µ�É�¡�†4E�¥�[�A�r�M��

• [SQLNET]>8SQLNET �É�ß�º�¥�Ý�[�b�”�É�Ü�£�î�©�Ù�å  �–�å�«�Ì�¡�©�Ù�å�†�–�¿�î�È�Ý�_�K�r�M��

• [SUNRPC]>8SunRPC �É�ß�º�¥�Ý�[�b�”�É�Ü�£�î�©�Ù�å  �–�å�«�Ì�¡�©�Ù�å�†�–�¿�î�È�Ý�_�K�r�M��

• [TFTP]>8TFTP �É�ß�º�¥�Ý�[�b�”�É�Ü�£�î�©�Ù�å  �–�å�«�Ì�¡�©�Ù�å�†�–�¿�î�È�Ý�_�K�r�M��

• [XDMCP]>8XDMCP �É�ß�º�¥�Ý�[�b�”�É�Ü�£�î�©�Ù�å  �–�å�«�Ì�¡�©�Ù�å�†�–�¿�î�È�Ý�_�K�r�M��

�Ô�î�»

���b/²�c�
�G�b�µ+��†�Q#Ý�[�A�•�Ô�î�»�†&g�K�S�v�b�[�M��
24-31
ASDM �Ø�î�¨  �ž�–�»

OL-14981-01-J



 

'¨  24 'v       �”�É�Ü�£�î�©�Ù�å  �Þ�–�Ö  �É�ß�º�¥�Ý  �–�å�«�Ì�¡�©�Ù�å�b0¿��
  �§�î�Å�«  �Ï�Ü�©�î�b�Ç�•�î�Ý�»�b1��Â
0ò(ý�_��

���–�å�«�Ì�¡�©�Ù�å  �Ð�µ�É�b�Ç�•�î�Ý�»�b1��Â�� >&P.24-61>'

�� Cisco Security Appliance Command Reference���_�6�•�É�ß�º�¥�Ý�H�\�b  Inspect �¥�Ð�å�»  �Ì�î�ª

Select DCERPC Map

[Select DCERPC Map] �²�–�”�ß�¢�Î�µ�¡�«�[�c�
 DCERPC �Ð�µ�É�†4E�¥�r�S�c�‚�K�C�8�B�[�A�r�M��
DCERPC �Ð�µ�É�_�|�~�
 DCERPC �”�É�Ü�£�î�©�Ù�å  �–�å�«�Ì�¡�©�Ù�å�[�Q#Ý�I�€�•�¥�å�Ç�•� �×
�Þ�î�©�Ù�å�b�Í�†�š�f�[�A�r�M�� [Select DCERPC Map] �¸�î�È�Ý�_�c�
�”�É�Ü�£�î�©�Ù�å  �–�å�«�Ì�¡
�©�Ù�å�[4E�¥�•+��^�¦�S�_0¿���I�€�S�Ð�µ�É�b�Ü�«�º�@/²&g�I�€�r�M��

�Ç�•�î�Ý�»

• [Use the default DCERPC inspection map]>8�¹�Ç�›�Ý�º�b  DCERPC �Ð�µ�É�b�Q#Ý�†�æ���K�r�M��

• [Select a DCERPC map for fine control over inspection]>8��*O�í�s�b�”�É�Ü�£�î�©�Ù�å  �–�å�«�Ì�¡
�©�Ù�å  �Ð�µ�É�†4E�¥�M�•�?�
�‚�K�8�Ð�µ�É�†3ã�•�[�A�r�M��

• [Add]>8�Q�b�–�å�«�Ì�¡�©�Ù�å�b  [Add Policy Map] �²�–�”�ß�¢�Î�µ�¡�«�†6ä�A�r�M��

�Ô�î�»

���b/²�c�
�G�b�µ+��†�Q#Ý�[�A�•�Ô�î�»�†&g�K�S�v�b�[�M��

Select DNS Map

[Select DNS Map] �²�–�”�ß�¢�Î�µ�¡�«�[�c�
 DNS �Ð�µ�É�†4E�¥�r�S�c�‚�K�C�8�B�[�A�r�M�� DNS 
�Ð�µ�É�_�|�~�
 DNS �”�É�Ü�£�î�©�Ù�å  �–�å�«�Ì�¡�©�Ù�å�[�Q#Ý�I�€�•�¥�å�Ç�•� �×�Þ�î�©�Ù�å�b�Í�†
�š�f�[�A�r�M�� [Select DNS Map] �¸�î�È�Ý�_�c�
�”�É�Ü�£�î�©�Ù�å  �–�å�«�Ì�¡�©�Ù�å�[4E�¥�•+��^�¦
�S�_0¿���I�€�S�Ð�µ�É�b�Ü�«�º�@/²&g�I�€�r�M��

�Ç�•�î�Ý�»

• [Use the default DNS inspection map]>8�¹�Ç�›�Ý�º�b  DNS �Ð�µ�É�b�Q#Ý�†�æ���K�r�M��

• [Select a DNS map for fine control over inspection]>8��*O�í�s�b�”�É�Ü�£�î�©�Ù�å  �–�å�«�Ì�¡�©�Ù
�å  �Ð�µ�É�†4E�¥�M�•�?�
�‚�K�8�Ð�µ�É�†3ã�•�[�A�r�M��

�Ç�“�–�”�˜�›�î�Ý  �Ô�î�» �­�Ÿ�×�Ü�¸�•  �¥�å�¸�Ÿ�«�º

�Ý�î�¸�µ�» 3ñ4# �©�å�¢�Ý

�Ð�Ý�³

�¥�å�¸�Ÿ�«
�º �©�«�¸�Ò

• • • • —

�Ç�“�–�”�˜�›�î�Ý  �Ô�î�» �­�Ÿ�×�Ü�¸�•  �¥�å�¸�Ÿ�«�º

�Ý�î�¸�µ�» 3ñ4# �©�å�¢�Ý

�Ð�Ý�³

�¥�å�¸�Ÿ�«
�º �©�«�¸�Ò

• • • • —
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'¨  24 'v       �”�É�Ü�£�î�©�Ù�å  �Þ�–�Ö  �É�ß�º�¥�Ý  �–�å�«�Ì�¡�©�Ù�å�b0¿��
  �§�î�Å�«  �Ï�Ü�©�î�b�Ç�•�î�Ý�»�b1��Â
• [Add]>8�Q�b�–�å�«�Ì�¡�©�Ù�å�b  [Add Policy Map] �²�–�”�ß�¢�Î�µ�¡�«�†6ä�A�r�M��

�Ô�î�»

���b/²�c�
�G�b�µ+��†�Q#Ý�[�A�•�Ô�î�»�†&g�K�S�v�b�[�M��

Select ESMTP Map

[Select ESMTP Map] �²�–�”�ß�¢�Î�µ�¡�«�[�c�
 ESMTP �Ð�µ�É�†4E�¥�r�S�c�‚�K�C�8�B�[�A�r�M��
ESMTP �Ð�µ�É�_�|�~�
 ESMTP �”�É�Ü�£�î�©�Ù�å  �–�å�«�Ì�¡�©�Ù�å�[�Q#Ý�I�€�•�¥�å�Ç�•� �×�Þ�î
�©�Ù�å�b�Í�†�š�f�[�A�r�M�� [Select ESMTP Map] �¸�î�È�Ý�_�c�
�”�É�Ü�£�î�©�Ù�å  �–�å�«�Ì�¡�©�Ù�å
�[4E�¥�•+��^�¦�S�_0¿���I�€�S�Ð�µ�É�b�Ü�«�º�@/²&g�I�€�r�M��

�Ç�•�î�Ý�»

• [Use the default ESMTP inspection map]>8�¹�Ç�›�Ý�º�b  ESMTP �Ð�µ�É�b�Q#Ý�†�æ���K�r�M��

• [Select an ESMTP map for fine control over inspection]>8��*O�í�s�b�”�É�Ü�£�î�©�Ù�å  �–�å�«�Ì�¡
�©�Ù�å  �Ð�µ�É�†4E�¥�M�•�?�
�‚�K�8�Ð�µ�É�†3ã�•�[�A�r�M��

• [Add]>8�Q�b�–�å�«�Ì�¡�©�Ù�å�b  [Add Policy Map] �²�–�”�ß�¢�Î�µ�¡�«�†6ä�A�r�M��

�Ô�î�»

���b/²�c�
�G�b�µ+��†�Q#Ý�[�A�•�Ô�î�»�†&g�K�S�v�b�[�M��

Select FTP Map 

[Select FTP Map] �²�–�”�ß�¢�Î�µ�¡�«�[�c�
�]�&�^  FTP �”�É�Ü�£�î�©�Ù�å  �–�å�«�Ì�¡�©�Ù�å�b�–�¿�î
�È�Ý�ì�
 FTP �Ð�µ�É�b4E�¥�
�r�S�c�‚�K�8  FTP �Ð�µ�É�b�8�B�†/œ�:�G�\�@�[�A�r�M�� FTP �Ð�µ�É�_�|
�~�
 FTP �”�É�Ü�£�î�©�Ù�å  �–�å�«�Ì�¡�©�Ù�å�[�Q#Ý�I�€�•�¥�å�Ç�•� �×�Þ�î�©�Ù�å�b�Í�†�š�f�[�A�r
�M�� [Select FTP Map] �¸�î�È�Ý�_�c�
�”�É�Ü�£�î�©�Ù�å  �–�å�«�Ì�¡�©�Ù�å�[4E�¥�•+��^�¦�S�_0¿���I
�€�S�Ð�µ�É�b�Ü�«�º�@/²&g�I�€�r�M��

�Ç�•�î�Ý�»

• [FTP Strict (prevent web browsers from sending embedded commands in FTP requests)]>8�]�&�^  
FTP �”�É�Ü�£�î�©�Ù�å  �–�å�«�Ì�¡�©�Ù�å�†�–�¿�î�È�Ý�_�K�r�M���G�€�_�|�W�Z�
�Ù�u3¸�s�¥�Ð�å
�»�@ FTP 0[�Ó�_�µ�r�€�Z�8�•���œ�
�­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�c�K)F�†�»�ß�µ�É�K�r�M��

�Ç�“�–�”�˜�›�î�Ý  �Ô�î�» �­�Ÿ�×�Ü�¸�•  �¥�å�¸�Ÿ�«�º

�Ý�î�¸�µ�» 3ñ4# �©�å�¢�Ý

�Ð�Ý�³

�¥�å�¸�Ÿ�«
�º �©�«�¸�Ò

• • • • —

�Ç�“�–�”�˜�›�î�Ý  �Ô�î�» �­�Ÿ�×�Ü�¸�•  �¥�å�¸�Ÿ�«�º

�Ý�î�¸�µ�» 3ñ4# �©�å�¢�Ý

�Ð�Ý�³

�¥�å�¸�Ÿ�«
�º �©�«�¸�Ò

• • • • —
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'¨  24 'v       �”�É�Ü�£�î�©�Ù�å  �Þ�–�Ö  �É�ß�º�¥�Ý  �–�å�«�Ì�¡�©�Ù�å�b0¿��
  �§�î�Å�«  �Ï�Ü�©�î�b�Ç�•�î�Ý�»�b1��Â
• [Use the default FTP inspection map]>8�¹�Ç�›�Ý�º�b  FTP �Ð�µ�É�b�Q#Ý�†�æ���K�r�M��

• [Select an FTP map for fine control over inspection]>8��*O�í�s�b�”�É�Ü�£�î�©�Ù�å  �–�å�«�Ì�¡�©�Ù
�å  �Ð�µ�É�†4E�¥�M�•�?�
�‚�K�8�Ð�µ�É�†3ã�•�[�A�r�M��

• [Add]>8�Q�b�–�å�«�Ì�¡�©�Ù�å�b  [Add Policy Map] �²�–�”�ß�¢�Î�µ�¡�«�†6ä�A�r�M��

�Ô�î�»

���b/²�c�
�G�b�µ+��†�Q#Ý�[�A�•�Ô�î�»�†&g�K�S�v�b�[�M��

Select GTP Map

[Select GTP Map] �²�–�”�ß�¢�Î�µ�¡�«�[�c�
 GTP �Ð�µ�É�†4E�¥�r�S�c�‚�K�C�8�B�[�A�r�M�� GTP �Ð�µ
�É�_�|�~�
 GTP �”�É�Ü�£�î�©�Ù�å  �–�å�«�Ì�¡�©�Ù�å�[�Q#Ý�I�€�•�¥�å�Ç�•� �×�Þ�î�©�Ù�å�b�Í�†�š�f
�[�A�r�M�� [Select GTP Map] �¸�î�È�Ý�_�c�
�”�É�Ü�£�î�©�Ù�å  �–�å�«�Ì�¡�©�Ù�å�[4E�¥�•+��^�¦�S�_
0¿���I�€�S�Ð�µ�É�b�Ü�«�º�@/²&g�I�€�r�M��

>&�@>' GTP �–�å�«�Ì�¡�©�Ù�å�_�c�
"I�9�^�Û�–�­�å�«�@�²0[�[�M���²0[�^�Û�–�­�å�«�@�^�8�\�A�_�­
�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�[  GTP �”�É�Ü�£�î�©�Ù�å  �–�å�«�Ì�¡�©�Ù�å�b�–�¿�î�È�Ý�ì�†0è�s
�•�\�
�­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�c�š�Û�î  �Ó�µ�­�î�ª�†/²&g�K�r�M��

�Ç�•�î�Ý�»

• [Use the default GTP inspection map]>8�¹�Ç�›�Ý�º�b  GTP �Ð�µ�É�b�Q#Ý�†�æ���K�r�M��

• [Select an GTP map for fine control over inspection]>8��*O�í�s�b�”�É�Ü�£�î�©�Ù�å  �–�å�«�Ì�¡�©�Ù
�å  �Ð�µ�É�†4E�¥�M�•�?�
�‚�K�8�Ð�µ�É�†3ã�•�[�A�r�M��

• [Add]>8�Q�b�–�å�«�Ì�¡�©�Ù�å�b  [Add Policy Map] �²�–�”�ß�¢�Î�µ�¡�«�†6ä�A�r�M��

�Ô�î�»

���b/²�c�
�G�b�µ+��†�Q#Ý�[�A�•�Ô�î�»�†&g�K�S�v�b�[�M��

�Ç�“�–�”�˜�›�î�Ý  �Ô�î�» �­�Ÿ�×�Ü�¸�•  �¥�å�¸�Ÿ�«�º

�Ý�î�¸�µ�» 3ñ4# �©�å�¢�Ý

�Ð�Ý�³

�¥�å�¸�Ÿ�«
�º �©�«�¸�Ò

• • • • —

�Ç�“�–�”�˜�›�î�Ý  �Ô�î�» �­�Ÿ�×�Ü�¸�•  �¥�å�¸�Ÿ�«�º

�Ý�î�¸�µ�» 3ñ4# �©�å�¢�Ý

�Ð�Ý�³

�¥�å�¸�Ÿ�«
�º �©�«�¸�Ò

• • • • —
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'¨  24 'v       �”�É�Ü�£�î�©�Ù�å  �Þ�–�Ö  �É�ß�º�¥�Ý  �–�å�«�Ì�¡�©�Ù�å�b0¿��
  �§�î�Å�«  �Ï�Ü�©�î�b�Ç�•�î�Ý�»�b1��Â
Select H.323 Map

[Select H.323 Map] �²�–�”�ß�¢�Î�µ�¡�«�[�c�
 H.323 �Ð�µ�É�†4E�¥�r�S�c�‚�K�C�8�B�[�A�r�M�� H.323 
�Ð�µ�É�_�|�~�
 H.323 �”�É�Ü�£�î�©�Ù�å  �–�å�«�Ì�¡�©�Ù�å�[�Q#Ý�I�€�•�¥�å�Ç�•� �×�Þ�î�©�Ù�å�b�Í
�†�š�f�[�A�r�M�� [Select H.323 Map] �¸�î�È�Ý�_�c�
�”�É�Ü�£�î�©�Ù�å  �–�å�«�Ì�¡�©�Ù�å�[4E�¥�•+�
�^�¦�S�_0¿���I�€�S�Ð�µ�É�b�Ü�«�º�@/²&g�I�€�r�M��

�Ç�•�î�Ý�»

• [Use the default H.323 inspection map]>8�¹�Ç�›�Ý�º�b  H.323 �Ð�µ�É�b�Q#Ý�†�æ���K�r�M��

• [Select an H.323 map for fine control over inspection]>8��*O�í�s�b�”�É�Ü�£�î�©�Ù�å  �–�å�«�Ì�¡
�©�Ù�å  �Ð�µ�É�†4E�¥�M�•�?�
�‚�K�8�Ð�µ�É�†3ã�•�[�A�r�M��

• [Add]>8�Q�b�–�å�«�Ì�¡�©�Ù�å�b  [Add Policy Map] �²�–�”�ß�¢�Î�µ�¡�«�†6ä�A�r�M��

�Ô�î�»

���b/²�c�
�G�b�µ+��†�Q#Ý�[�A�•�Ô�î�»�†&g�K�S�v�b�[�M��

Select HTTP Map

[Select HTTP Map] �²�–�”�ß�¢�Î�µ�¡�«�[�c�
 HTTP �Ð�µ�É�†4E�¥�r�S�c�‚�K�C�8�B�[�A�r�M�� HTTP 
�Ð�µ�É�_�|�~�
 HTTP �”�É�Ü�£�î�©�Ù�å  �–�å�«�Ì�¡�©�Ù�å�[�Q#Ý�I�€�•�¥�å�Ç�•� �×�Þ�î�©�Ù�å�b�Í
�†�š�f�[�A�r�M�� [Select HTTP Map] �¸�î�È�Ý�_�c�
�”�É�Ü�£�î�©�Ù�å  �–�å�«�Ì�¡�©�Ù�å�[4E�¥�•+�
�^�¦�S�_0¿���I�€�S�Ð�µ�É�b�Ü�«�º�@/²&g�I�€�r�M��

�Ç�•�î�Ý�»

• [Use the default HTTP inspection map]>8�¹�Ç�›�Ý�º�b  HTTP �Ð�µ�É�b�Q#Ý�†�æ���K�r�M��

• [Select an HTTP map for fine control over inspection]>8��*O�í�s�b�”�É�Ü�£�î�©�Ù�å  �–�å�«�Ì�¡
�©�Ù�å  �Ð�µ�É�†4E�¥�M�•�?�
�‚�K�8�Ð�µ�É�†3ã�•�[�A�r�M��

• [Add]>8�Q�b�–�å�«�Ì�¡�©�Ù�å�b  [Add Policy Map] �²�–�”�ß�¢�Î�µ�¡�«�†6ä�A�r�M��

�Ô�î�»

���b/²�c�
�G�b�µ+��†�Q#Ý�[�A�•�Ô�î�»�†&g�K�S�v�b�[�M��

�Ç�“�–�”�˜�›�î�Ý  �Ô�î�» �­�Ÿ�×�Ü�¸�•  �¥�å�¸�Ÿ�«�º

�Ý�î�¸�µ�» 3ñ4# �©�å�¢�Ý

�Ð�Ý�³

�¥�å�¸�Ÿ�«
�º �©�«�¸�Ò

• • • • —

�Ç�“�–�”�˜�›�î�Ý  �Ô�î�» �­�Ÿ�×�Ü�¸�•  �¥�å�¸�Ÿ�«�º

�Ý�î�¸�µ�» 3ñ4# �©�å�¢�Ý

�Ð�Ý�³

�¥�å�¸�Ÿ�«
�º �©�«�¸�Ò

• • • • —
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  �§�î�Å�«  �Ï�Ü�©�î�b�Ç�•�î�Ý�»�b1��Â
Select IM Map

[Select IM Map] �²�–�”�ß�¢�Î�µ�¡�«�[�c�
 IM  �Ð�µ�É�†4E�¥�r�S�c�‚�K�C�8�B�[�A�r�M�� IM  �Ð�µ�É�_
�|�~�
 IM  �”�É�Ü�£�î�©�Ù�å  �–�å�«�Ì�¡�©�Ù�å�[�Q#Ý�I�€�•�¥�å�Ç�•� �×�Þ�î�©�Ù�å�b�Í�†�š�f�[�A�r
�M�� [Select IM Map] �¸�î�È�Ý�_�c�
�”�É�Ü�£�î�©�Ù�å  �–�å�«�Ì�¡�©�Ù�å�[4E�¥�•+��^�¦�S�_0¿���I�€
�S�Ð�µ�É�b�Ü�«�º�@/²&g�I�€�r�M��

�Ç�•�î�Ý�»

• [Add]>8�Q�b�–�å�«�Ì�¡�©�Ù�å�b  [Add Policy Map] �²�–�”�ß�¢�Î�µ�¡�«�†6ä�A�r�M��

�Ô�î�»

���b/²�c�
�G�b�µ+��†�Q#Ý�[�A�•�Ô�î�»�†&g�K�S�v�b�[�M��

Select IPSec-Pass-Thru Map

[Select IPSec-Pass-Thru] �²�–�”�ß�¢�Î�µ�¡�«�[�c�
 IPSec �Ð�µ�É�†4E�¥�r�S�c�‚�K�C�8�B�[�A�r�M��
IPSec �Ð�µ�É�_�|�~�
 IPSec �”�É�Ü�£�î�©�Ù�å  �–�å�«�Ì�¡�©�Ù�å�[�Q#Ý�I�€�•�¥�å�Ç�•� �×�Þ�î�©�Ù�å
�b�Í�†�š�f�[�A�r�M�� [Select IPSec Map] �¸�î�È�Ý�_�c�
�”�É�Ü�£�î�©�Ù�å  �–�å�«�Ì�¡�©�Ù�å�[4E�¥�•
+��^�¦�S�_0¿���I�€�S�Ð�µ�É�b�Ü�«�º�@/²&g�I�€�r�M��

�Ç�•�î�Ý�»

• [Use the default IPSec inspection map]>8�¹�Ç�›�Ý�º�b  IPSec �Ð�µ�É�b�Q#Ý�†�æ���K�r�M��

• [Select an IPSec map for fine control over inspection]>8��*O�í�s�b�”�É�Ü�£�î�©�Ù�å  �–�å�«�Ì�¡
�©�Ù�å  �Ð�µ�É�†4E�¥�M�•�?�
�‚�K�8�Ð�µ�É�†3ã�•�[�A�r�M��

• [Add]>8�Q�b�–�å�«�Ì�¡�©�Ù�å�b  [Add Policy Map] �²�–�”�ß�¢�Î�µ�¡�«�†6ä�A�r�M��

�Ô�î�»

���b/²�c�
�G�b�µ+��†�Q#Ý�[�A�•�Ô�î�»�†&g�K�S�v�b�[�M��

�Ç�“�–�”�˜�›�î�Ý  �Ô�î�» �­�Ÿ�×�Ü�¸�•  �¥�å�¸�Ÿ�«�º

�Ý�î�¸�µ�» 3ñ4# �©�å�¢�Ý

�Ð�Ý�³

�¥�å�¸�Ÿ�«
�º �©�«�¸�Ò

• • • • —

�Ç�“�–�”�˜�›�î�Ý  �Ô�î�» �­�Ÿ�×�Ü�¸�•  �¥�å�¸�Ÿ�«�º

�Ý�î�¸�µ�» 3ñ4# �©�å�¢�Ý

�Ð�Ý�³

�¥�å�¸�Ÿ�«
�º �©�«�¸�Ò

• • • • —
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Select MGCP Map

[Select MGCP Map] �²�–�”�ß�¢�Î�µ�¡�«�[�c�
 MGCP �Ð�µ�É�†4E�¥�r�S�c�‚�K�C�8�B�[�A�r�M��
MGCP �Ð�µ�É�_�|�~�
 MGCP �”�É�Ü�£�î�©�Ù�å  �–�å�«�Ì�¡�©�Ù�å�[�Q#Ý�I�€�•�¥�å�Ç�•� �×�Þ�î�©�Ù
�å�b�Í�†�š�f�[�A�r�M�� [Select MGCP Map] �¸�î�È�Ý�_�c�
�”�É�Ü�£�î�©�Ù�å  �–�å�«�Ì�¡�©�Ù�å�[4E
�¥�•+��^�¦�S�_0¿���I�€�S�Ð�µ�É�b�Ü�«�º�@/²&g�I�€�r�M��

�Ç�•�î�Ý�»

• [Use the default MGCP inspection map]>8�¹�Ç�›�Ý�º�b  MGCP �Ð�µ�É�b�Q#Ý�†�æ���K�r�M��

• [Select an MGCP map for fine control over inspection]>8��*O�í�s�b�”�É�Ü�£�î�©�Ù�å  �–�å�«�Ì�¡
�©�Ù�å  �Ð�µ�É�†4E�¥�M�•�?�
�‚�K�8�Ð�µ�É�†3ã�•�[�A�r�M��

• [Add]>8�Q�b�–�å�«�Ì�¡�©�Ù�å�b  [Add Policy Map] �²�–�”�ß�¢�Î�µ�¡�«�†6ä�A�r�M��

�Ô�î�»

���b/²�c�
�G�b�µ+��†�Q#Ý�[�A�•�Ô�î�»�†&g�K�S�v�b�[�M��

Select NETBIOS Map

[Select NETBIOS Map] �²�–�”�ß�¢�Î�µ�¡�«�[�c�
 NetBIOS �Ð�µ�É�†4E�¥�r�S�c�‚�K�C�8�B�[�A�r�M��
NetBIOS �Ð�µ�É�_�|�~�
 NetBIOS �”�É�Ü�£�î�©�Ù�å  �–�å�«�Ì�¡�©�Ù�å�[�Q#Ý�I�€�•�¥�å�Ç�•� �×�Þ�î
�©�Ù�å�b�Í�†�š�f�[�A�r�M�� [Select NetBIOS Map] �¸�î�È�Ý�_�c�
�”�É�Ü�£�î�©�Ù�å  �–�å�«�Ì�¡�©�Ù
�å�[4E�¥�•+��^�¦�S�_0¿���I�€�S�Ð�µ�É�b�Ü�«�º�@/²&g�I�€�r�M��

�Ç�•�î�Ý�»

• [Use the default IM inspection map]>8�¹�Ç�›�Ý�º�b  NetBIOS �Ð�µ�É�b�Q#Ý�†�æ���K�r�M��

• [Select a NetBIOS map for fine control over inspection]>8��*O�í�s�b�”�É�Ü�£�î�©�Ù�å  �–�å�«�Ì�¡
�©�Ù�å  �Ð�µ�É�†4E�¥�M�•�?�
�‚�K�8�Ð�µ�É�†3ã�•�[�A�r�M��

• [Add]>8�Q�b�–�å�«�Ì�¡�©�Ù�å�b  [Add Policy Map] �²�–�”�ß�¢�Î�µ�¡�«�†6ä�A�r�M��

�Ô�î�»

���b/²�c�
�G�b�µ+��†�Q#Ý�[�A�•�Ô�î�»�†&g�K�S�v�b�[�M��

�Ç�“�–�”�˜�›�î�Ý  �Ô�î�» �­�Ÿ�×�Ü�¸�•  �¥�å�¸�Ÿ�«�º

�Ý�î�¸�µ�» 3ñ4# �©�å�¢�Ý

�Ð�Ý�³

�¥�å�¸�Ÿ�«
�º �©�«�¸�Ò

• • • • —

�Ç�“�–�”�˜�›�î�Ý  �Ô�î�» �­�Ÿ�×�Ü�¸�•  �¥�å�¸�Ÿ�«�º

�Ý�î�¸�µ�» 3ñ4# �©�å�¢�Ý

�Ð�Ý�³

�¥�å�¸�Ÿ�«
�º �©�«�¸�Ò

• • • • —
24-37
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'¨  24 'v       �”�É�Ü�£�î�©�Ù�å  �Þ�–�Ö  �É�ß�º�¥�Ý  �–�å�«�Ì�¡�©�Ù�å�b0¿��
  �§�î�Å�«  �Ï�Ü�©�î�b�Ç�•�î�Ý�»�b1��Â
Select RTSP Map

[Select RTSP Map] �²�–�”�ß�¢�Î�µ�¡�«�[�c�
 RTSP �Ð�µ�É�†4E�¥�r�S�c�‚�K�C�8�B�[�A�r�M�� RTSP 
�Ð�µ�É�_�|�~�
 RTSP �”�É�Ü�£�î�©�Ù�å  �–�å�«�Ì�¡�©�Ù�å�[�Q#Ý�I�€�•�¥�å�Ç�•� �×�Þ�î�©�Ù�å�b�Í�†
�š�f�[�A�r�M�� [Select RTSP Map] �¸�î�È�Ý�_�c�
�”�É�Ü�£�î�©�Ù�å  �–�å�«�Ì�¡�©�Ù�å�[4E�¥�•+��^�¦
�S�_0¿���I�€�S�Ð�µ�É�b�Ü�«�º�@/²&g�I�€�r�M��

�Ç�•�î�Ý�»

• [Use the default RTSP inspection map]>8�¹�Ç�›�Ý�º�b  RTSP �–�å�«�Ì�¡�©�Ù�å  �Ð�µ�É�b�Q#Ý�†�æ
���K�r�M��

• [Select a RTSP inspect map for fine control over inspection]>8��*O�í�s�b�”�É�Ü�£�î�©�Ù�å  �–�å�«
�Ì�¡�©�Ù�å  �Ð�µ�É�†4E�¥�M�•�?�
�‚�K�8�Ð�µ�É�†3ã�•�[�A�r�M��

• [Add]>8�Q�b�–�å�«�Ì�¡�©�Ù�å�b  [Add Policy Map] �²�–�”�ß�¢�Î�µ�¡�«�†6ä�A�r�M��

�Ô�î�»

���b/²�c�
�G�b�µ+��†�Q#Ý�[�A�•�Ô�î�»�†&g�K�S�v�b�[�M��

Select SCCP (Skinny) Map

[Select SCCP (Skinny) Map] �²�–�”�ß�¢�Î�µ�¡�«�[�c�
 SCCP (Skinny) �Ð�µ�É�†4E�¥�r�S�c�‚�K�C�8�B
�[�A�r�M�� [SCCP (Skinny)] �Ð�µ�É�_�|�~�
 SCCP (Skinny) �”�É�Ü�£�î�©�Ù�å  �–�å�«�Ì�¡�©�Ù�å�[�Q#Ý
�I�€�•�¥�å�Ç�•� �×�Þ�î�©�Ù�å�b�Í�†�š�f�[�A�r�M�� [Select SCCP (Skinny) Map] �¸�î�È�Ý�_�c�
�”�É
�Ü�£�î�©�Ù�å  �–�å�«�Ì�¡�©�Ù�å�[4E�¥�•+��^�¦�S�_0¿���I�€�S�Ð�µ�É�b�Ü�«�º�@/²&g�I�€�r�M��

�Ç�•�î�Ý�»

• [Use the default SCCP (Skinny) inspection map]>8�¹�Ç�›�Ý�º�b  SCCP (Skinny) �Ð�µ�É�b�Q#Ý�†�æ
���K�r�M��

• [Select an SCCP (Skinny) map for fine control over inspection]>8��*O�í�s�b�”�É�Ü�£�î�©�Ù�å  �–�å
�«�Ì�¡�©�Ù�å  �Ð�µ�É�†4E�¥�M�•�?�
�‚�K�8�Ð�µ�É�†3ã�•�[�A�r�M��

• [Add]>8�Q�b�–�å�«�Ì�¡�©�Ù�å�b  [Add Policy Map] �²�–�”�ß�¢�Î�µ�¡�«�†6ä�A�r�M��

• [TLS Proxy]>8�–�å�«�Ì�¡�©�Ù�å  �Ð�µ�É�b  TLS �É�ß�Ÿ�©0¿���†�æ���[�A�r�M��

– [Use TLS Proxy to enable inspection of encrypted traffic]>8TLS �É�ß�Ÿ�©�†�Q#Ý�K�Z�
�/�•�ì
�I�€�S�º�Û�Ç�•�µ�¡�b�–�å�«�Ì�¡�©�Ù�å�†�–�¿�î�È�Ý�_�M�•�G�\�†�æ���K�r�M��

[TLS Proxy Name]>8�¤�Ñ�b  TLS �É�ß�Ÿ�©�b�¡�S��

[New]>8TLS �É�ß�Ÿ�©�†3ã�•�M�•�S�u�b  [Add TLS Proxy] �²�–�”�ß�¢�Î�µ�¡�«�†6ä�A�r�M��

�Ô�î�»

���b/²�c�
�G�b�µ+��†�Q#Ý�[�A�•�Ô�î�»�†&g�K�S�v�b�[�M��

�Ç�“�–�”�˜�›�î�Ý  �Ô�î�» �­�Ÿ�×�Ü�¸�•  �¥�å�¸�Ÿ�«�º

�Ý�î�¸�µ�» 3ñ4# �©�å�¢�Ý

�Ð�Ý�³

�¥�å�¸�Ÿ�«
�º �©�«�¸�Ò

• • • • —
24-38
ASDM �Ø�î�¨  �ž�–�»

OL-14981-01-J



 

'¨  24 'v       �”�É�Ü�£�î�©�Ù�å  �Þ�–�Ö  �É�ß�º�¥�Ý  �–�å�«�Ì�¡�©�Ù�å�b0¿��
  �§�î�Å�«  �Ï�Ü�©�î�b�Ç�•�î�Ý�»�b1��Â
Select SIP Map

[Select SIP Map] �²�–�”�ß�¢�Î�µ�¡�«�[�c�
 SIP �Ð�µ�É�†4E�¥�r�S�c�‚�K�C�8�B�[�A�r�M�� SIP �Ð�µ�É
�_�|�~�
 SIP �”�É�Ü�£�î�©�Ù�å  �–�å�«�Ì�¡�©�Ù�å�[�Q#Ý�I�€�•�¥�å�Ç�•� �×�Þ�î�©�Ù�å�b�Í�†�š�f�[�A
�r�M�� [Select SIP Map] �¸�î�È�Ý�_�c�
�”�É�Ü�£�î�©�Ù�å  �–�å�«�Ì�¡�©�Ù�å�[4E�¥�•+��^�¦�S�_0¿���I
�€�S�Ð�µ�É�b�Ü�«�º�@/²&g�I�€�r�M��

�Ç�•�î�Ý�»

• [Use the default SIP inspection map]>8�¹�Ç�›�Ý�º�b  SIP �Ð�µ�É�b�Q#Ý�†�æ���K�r�M��

• [Select a SIP map for fine control over inspection]>8��*O�í�s�b�”�É�Ü�£�î�©�Ù�å  �–�å�«�Ì�¡�©�Ù
�å  �Ð�µ�É�†4E�¥�M�•�?�
�‚�K�8�Ð�µ�É�†3ã�•�[�A�r�M��

• [Add]>8�Q�b�–�å�«�Ì�¡�©�Ù�å�b  [Add Policy Map] �²�–�”�ß�¢�Î�µ�¡�«�†6ä�A�r�M��

• [TLS Proxy]>8�–�å�«�Ì�¡�©�Ù�å  �Ð�µ�É�b  TLS �É�ß�Ÿ�©0¿���†�æ���[�A�r�M��

– [Use TLS Proxy to enable inspection of encrypted traffic]>8TLS �É�ß�Ÿ�©�†�Q#Ý�K�Z�
�/�•�ì
�I�€�S�º�Û�Ç�•�µ�¡�b�–�å�«�Ì�¡�©�Ù�å�†�–�¿�î�È�Ý�_�M�•�G�\�†�æ���K�r�M��

[TLS Proxy Name]>8�¤�Ñ�b  TLS �É�ß�Ÿ�©�b�¡�S��

[New]>8TLS �É�ß�Ÿ�©�†3ã�•�M�•�S�u�b  [Add TLS Proxy] �²�–�”�ß�¢�Î�µ�¡�«�†6ä�A�r�M��

�Ô�î�»

���b/²�c�
�G�b�µ+��†�Q#Ý�[�A�•�Ô�î�»�†&g�K�S�v�b�[�M��

Select SNMP Map

[Select SNMP Map] �²�–�”�ß�¢�Î�µ�¡�«�[�c�
 SNMP �Ð�µ�É�†4E�¥�r�S�c�‚�K�C�8�B�[�A�r�M��
SNMP �Ð�µ�É�_�|�~�
 SNMP �”�É�Ü�£�î�©�Ù�å  �–�å�«�Ì�¡�©�Ù�å�[�Q#Ý�I�€�•�¥�å�Ç�•� �×�Þ�î�©�Ù
�å�b�Í�†�š�f�[�A�r�M�� [Select SNMP Map] �¸�î�È�Ý�_�c�
�”�É�Ü�£�î�©�Ù�å  �–�å�«�Ì�¡�©�Ù�å�[4E
�¥�•+��^�¦�S�_0¿���I�€�S�Ð�µ�É�b�Ü�«�º�@/²&g�I�€�r�M��

�Ç�•�î�Ý�»

• [Use the default SNMP inspection map]>8�¹�Ç�›�Ý�º�b  SNMP �Ð�µ�É�b�Q#Ý�†�æ���K�r�M��

�Ç�“�–�”�˜�›�î�Ý  �Ô�î�» �­�Ÿ�×�Ü�¸�•  �¥�å�¸�Ÿ�«�º

�Ý�î�¸�µ�» 3ñ4# �©�å�¢�Ý

�Ð�Ý�³

�¥�å�¸�Ÿ�«
�º �©�«�¸�Ò

• • • • —

�Ç�“�–�”�˜�›�î�Ý  �Ô�î�» �­�Ÿ�×�Ü�¸�•  �¥�å�¸�Ÿ�«�º

�Ý�î�¸�µ�» 3ñ4# �©�å�¢�Ý

�Ð�Ý�³

�¥�å�¸�Ÿ�«
�º �©�«�¸�Ò

• • • • —
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'¨  24 'v       �”�É�Ü�£�î�©�Ù�å  �Þ�–�Ö  �É�ß�º�¥�Ý  �–�å�«�Ì�¡�©�Ù�å�b0¿��
  �¡�Û�«  �Ð�µ�É�b�Ç�•�î�Ý�»�b1��Â
• [Select an SNMP map for fine control over inspection]>8��*O�í�s�b�”�É�Ü�£�î�©�Ù�å  �–�å�«�Ì�¡
�©�Ù�å  �Ð�µ�É�†4E�¥�M�•�?�
�‚�K�8�Ð�µ�É�†3ã�•�[�A�r�M��

• [Add]>8�Q�b�–�å�«�Ì�¡�©�Ù�å�b  [Add Policy Map] �²�–�”�ß�¢�Î�µ�¡�«�†6ä�A�r�M��

�Ô�î�»

���b/²�c�
�G�b�µ+��†�Q#Ý�[�A�•�Ô�î�»�†&g�K�S�v�b�[�M��

�¡�Û�«  �Ð�µ�É�b�Ç�•�î�Ý�»�b1��Â
�–�å�«�Ì�¡�©�Ù�å  �¡�Û�«  �Ð�µ�É�[�
�”�É�Ü�£�î�©�Ù�å�b�º�Û�Ç�•�µ�¡�†�
 URL �e�Ð�4�^�]�”�É�Ü�£�î
�©�Ù�å�[�w�b�ö =�\!·�œ�K�r�M�����_�
�¡�Û�«  �Ð�µ�É�†�–�å�«�Ì�¡�©�Ù�å  �Ð�µ�É�?�}"I���K�Z�
�”�¡
�©�Ù�å�†�–�¿�î�È�Ý�_�K�r�M���¡�Û�«  �Ð�µ�É�†�8�B�M�•�G�\�\�–�å�«�Ì�¡�©�Ù�å  �Ð�µ�É�[�º�Û�Ç�•�µ
�¡�b!·�œ�†%$�K��*O�M�•�G�\�b4*�8�c�
�¡�Û�«  �Ð�µ�É�[�c0
7§�^!·�œ�ö =�†�8�B�[�A�
�¡�Û�«  �Ð�µ�É
�†
Ì�<#Ý�[�A�•�\�8�:!l�[�M���–�å�«�Ì�¡�©�Ù�å  �¡�Û�«  �Ð�µ�É�c  DNS�
 FTP�
 H.323�
 HTTP�
 IM �

SIP �b�”�É�Ü�£�î�©�Ù�å�[�§�Ï�î�º�I�€�r�M��

�G�b8o�[�c�
�–�å�«�Ì�¡�©�Ù�å  �¡�Û�«  �Ð�µ�É�†0¿���M�•�‰�2�_�X�8�Z1��Â�K�r�M�����b8o% �†�v�~�V
�F�r�M��

• �� DNS Class Map��>&P.24-40>'

• �� FTP Class Map��>&P.24-44>'

• �� H.323 Class Map��>&P.24-47>'

• �� HTTP Class Map��>&P.24-50>'

• �� IM Class Map��>&P.24-55>'

• �� SIP Class Map��>&P.24-58>'

DNS Class Map

[DNS Class Map] �Ã�¿�Ý�[�c�
 DNS �–�å�«�Ì�¡�©�Ù�å�b  DNS �¡�Û�«  �Ð�µ�É�†0¿���[�A�r�M��

�–�å�«�Ì�¡�©�Ù�å  �¡�Û�«  �Ð�µ�É�[�
�”�É�Ü�£�î�©�Ù�å�b�º�Û�Ç�•�µ�¡�†�”�É�Ü�£�î�©�Ù�å�[�w�b�ö =
�\!·�œ�K�r�M�����_�
�¡�Û�«  �Ð�µ�É�†�–�å�«�Ì�¡�©�Ù�å  �Ð�µ�É�?�}"I���K�Z�
�”�¡�©�Ù�å�†�–�¿�î�È
�Ý�_�K�r�M���¡�Û�«  �Ð�µ�É�†�8�B�M�•�G�\�\�–�å�«�Ì�¡�©�Ù�å  �Ð�µ�É�[�º�Û�Ç�•�µ�¡�b!·�œ�†%$�K��
*O�M�•�G�\�b4*�8�c�
�¡�Û�«  �Ð�µ�É�[�c0
7§�^!·�œ�ö =�†�8�B�[�A�
�¡�Û�«  �Ð�µ�É�†
Ì�<#Ý�[�A�•�\
�8�:!l�[�M���–�å�«�Ì�¡�©�Ù�å  �¡�Û�«  �Ð�µ�É�c  DNS�
 FTP�
 H.323�
 HTTP�
 IM �
 SIP �b�”�É�Ü�£�î
�©�Ù�å�[�§�Ï�î�º�I�€�r�M��

�Ç�•�î�Ý�»

• [Name]>8DNS �¡�Û�«  �Ð�µ�É�b�¡�S�†&g�K�r�M��

• [Match Conditions]>8�¡�Û�«  �Ð�µ�É�_0¿���I�€�Z�8�•�±�–�É�
!·�œ�ö =�
�Í�†&g�K�r�M��

�Ç�“�–�”�˜�›�î�Ý  �Ô�î�» �­�Ÿ�×�Ü�¸�•  �¥�å�¸�Ÿ�«�º

�Ý�î�¸�µ�» 3ñ4# �©�å�¢�Ý

�Ð�Ý�³

�¥�å�¸�Ÿ�«
�º �©�«�¸�Ò

• • • • —
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  �¡�Û�«  �Ð�µ�É�b�Ç�•�î�Ý�»�b1��Â
– [Match Type]>8�M+´�±�–�É�†&g�K�r�M��*ï���M+´�\�°���M+´�@�6�~�r�M��

– [Criterion]>8DNS �¡�Û�«  �Ð�µ�É�b�ö =�†&g�K�r�M��

– [Value]>8DNS �¡�Û�«  �Ð�µ�É�[!·�œ�M�•�Í�†&g�K�r�M��

• [Description]>8�¡�Û�«  �Ð�µ�É�b1��Â�†&g�K�r�M��

• [Add]>8DNS �¡�Û�«  �Ð�µ�É�b!·�œ�²�ó�†3ã�•�K�r�M��

• [Edit]>8DNS �¡�Û�«  �Ð�µ�É�b!·�œ�²�ó�†)…7Ÿ�K�r�M��

• [Delete]>8DNS �¡�Û�«  �Ð�µ�É�b!·�œ�²�ó�†�P7V�K�r�M��

�Ô�î�»

���b/²�c�
�G�b�µ+��†�Q#Ý�[�A�•�Ô�î�»�†&g�K�S�v�b�[�M��

Add/Edit DNS Traffic Class Map

[Add/Edit DNS Traffic Class Map] �²�–�”�ß�¢�Î�µ�¡�«�[�c�
 DNS �¡�Û�«  �Ð�µ�É�†��*O�[�A�r�M��

�Ç�•�î�Ý�»

• [Name]>8DNS �¡�Û�«  �Ð�µ�É�b�¡�S�†  40 �e�Ð�è
Æ�[
°�Š�K�r�M��

• [Description]>8DNS �¡�Û�«  �Ð�µ�É�b1��Â�†
°�Š�K�r�M��

• [Add]>8DNS �¡�Û�«  �Ð�µ�É�†3ã�•�K�r�M��

• [Edit]>8DNS �¡�Û�«  �Ð�µ�É�†)…7Ÿ�K�r�M��

• [Delete]>8DNS �¡�Û�«  �Ð�µ�É�†�P7V�K�r�M��

�Ô�î�»

���b/²�c�
�G�b�µ+��†�Q#Ý�[�A�•�Ô�î�»�†&g�K�S�v�b�[�M��

Add/Edit DNS Match Criterion

[Add/Edit DNS Match Criterion] �²�–�”�ß�¢�Î�µ�¡�«�[�c�
 DNS �¡�Û�«  �Ð�µ�É�b!·�œ�ö =�\�Í�†��*O
�[�A�r�M��

�Ç�“�–�”�˜�›�î�Ý  �Ô�î�» �­�Ÿ�×�Ü�¸�•  �¥�å�¸�Ÿ�«�º

�Ý�î�¸�µ�» 3ñ4# �©�å�¢�Ý

�Ð�Ý�³

�¥�å�¸�Ÿ�«
�º �©�«�¸�Ò

• • • • —

�Ç�“�–�”�˜�›�î�Ý  �Ô�î�» �­�Ÿ�×�Ü�¸�•  �¥�å�¸�Ÿ�«�º

�Ý�î�¸�µ�» 3ñ4# �©�å�¢�Ý

�Ð�Ý�³

�¥�å�¸�Ÿ�«
�º �©�«�¸�Ò

• • • • —
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  �¡�Û�«  �Ð�µ�É�b�Ç�•�î�Ý�»�b1��Â
�Ç�•�î�Ý�»

• [Match Type]>8�ö =�_�M+´�K�S�º�Û�Ç�•�µ�¡�†�¡�Û�«  �Ð�µ�É�_�µ�u�•�?�
�r�S�c�M+´�K�^�8�º�Û
�Ç�•�µ�¡�†�µ�u�•�?�æ���K�r�M��

�S�\�<�d�
�e�Ð�4�� example.com���[  [No Match] �†4E�¥�K�S���œ�
 �� example.com���†�µ�t�º�Û
�Ç�•�µ�¡�c�M�m�Z�¡�Û�«  �Ð�µ�É�b�P1ß�¥�_�^�~�r�M��

• [Criterion]>8DNS �º�Û�Ç�•�µ�¡�_4:#Ý�M�•!·�œ�ö =�†�æ���K�r�M��

– [Header Flag]>8�Ê�µ�²�î�b  DNS �Ç�Û�¢�†!·�œ�K�r�M��

– [Type]>8DNS �¡�š�Ü�î�r�S�c�Ü�¯�î�«  �Þ�¥�î�»�b�±�–�É�†!·�œ�K�r�M��

– [Class]>8DNS �¡�š�Ü�î�r�S�c�Ü�¯�î�«  �Þ�¥�î�»�b�¡�Û�«�†!·�œ�K�r�M��

– [Question]>8DNS �b�e�8�œ�ƒ�O�†!·�œ�K�r�M��

– [Resource Record]>8DNS �Ü�¯�î�«  �Þ�¥�î�»�†!·�œ�K�r�M��

– [Domain Name]>8DNS �¡�š�Ü�î�x�Ü�¯�î�«  �Þ�¥�î�»�b�»�Ó�–�å�¡�†!·�œ�K�r�M��

• [Header Flag Criterion Values]>8DNS �Ê�µ�²�î  �Ç�Û�¢�b!·�œ�Í�b0ò(ý�†�æ���K�r�M��

– [Match Option]>8�ö
²�M+´�r�S�c
²�Å�µ�º�M+´>&�Å�µ�º  �Ð�«�¡�M+´>'�b�]�U�}�?�†�æ���K�r
�M��

– [Match Value]>8�Ê�µ�²�î  �Ç�Û�¢�_�X�8�Z�¡�S�\�Í�b�]�U�}�†!·�œ�M�•�?�æ���K�r�M��

[Header Flag Name]>8!·�œ�M�•�Ê�µ�²�î  �Ç�Û�¢�¡�†  1 �X�è�V4E�¥�[�A�r�M�� AA
>&authoritative answer>'�
 QR>&query>'�
 RA>&recursion available>'�
 RD>&recursion denied>'�

TC>&truncation>'�b�Ç�Û�¢  �Å�µ�º�@�6�~�r�M��

[Header Flag Value]>8�õ�–�b  16 �Å�µ�º�b�Í�†  16 4
�X�[
°�Š�K�Z!·�œ�[�A�r�M��

• [Type Criterion Values]>8DNS �±�–�É�b!·�œ�Í�b0ò(ý�†�æ���K�r�M��

– [DNS Type Field Name]>84E�¥�M�• DNS �±�–�É�†�M0t/²&g�K�r�M��

[A] >8IPv4 �”�»�Þ�«

[NS]>8�’7H�¿�î�Ò  �§�î�Â

[CNAME]>8�G0d�¡

[SOA]>8�™8—�°�î�å�b6ä��

[TSIG]>8�º�Û�å�¨�¡�©�Ù�å  �©�¢�½�³�Õ

[IXFR]>8�Q�(>&�°�î�å>'3?3æ

[AXFR]>8�Ç�Ý>&�°�î�å>'3?3æ

– [DNS Type Field Value]>8DNS �±�–�É  �Ç�•�î�Ý�»�_�X�8�Z�Í�\(
�V�b�]�U�}�†!·�œ�M�•�?�æ��
�K�r�M��

[Value]>80 >|  65535 �b(
�V�b�Í�†
°�Š�K�Z!·�œ�[�A�r�M��

[Range]>8(
�V�†
°�Š�K�Z!·�œ�K�r�M���g�‰�\�v  0 >|  65535 �b(
�V�b�Í�†�æ���K�r�M��

• [Class Criterion Values]>8DNS �¡�Û�«�b!·�œ�Í�b0ò(ý�†�æ���K�r�M��

– [DNS Class Field Name]>8�–�å�±�î�¿�µ�º�[!·�œ�M�•  DNS �¡�Û�«  �Ç�•�î�Ý�»�¡�†�æ���K�r�M��

– [DNS Class Field Value]>8DNS �¡�Û�«  �Ç�•�î�Ý�»�_�X�8�Z�Í�\(
�V�b�]�U�}�†!·�œ�M�•�?�æ
���K�r�M��

[Value]>80 >|  65535 �b(
�V�b�Í�†
°�Š�K�Z!·�œ�[�A�r�M��

[Range]>8(
�V�†
°�Š�K�Z!·�œ�K�r�M���g�‰�\�v  0 >|  65535 �b(
�V�b�Í�†�æ���K�r�M��

• [Question Criterion Values]>8DNS �b�e�8�œ�ƒ�O�­�¡�©�Ù�å�b!·�œ�‰�2�†�æ���K�r�M��
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• [Resource Record Criterion Values]>8DNS �Ü�¯�î�«  �Þ�¥�î�»�b�­�¡�©�Ù�å�b!·�œ�‰�2�†�æ���K�r
�M��

– [Resource Record]>8!·�œ�P1ß�­�¡�©�Ù�å�†�M0t/²&g�K�r�M��

[Additional]>8DNS 3ã�•�Ü�¯�î�«  �Þ�¥�î�»

[Answer]>8DNS �Â'Å�Ü�¯�î�«  �Þ�¥�î�»

[Authority]>8DNS 1�0É�Ü�¯�î�«  �Þ�¥�î�»

• [Domain Name Criterion Values]>8DNS �»�Ó�–�å�¡�b!·�œ�‰�2�†�æ���K�r�M��

– [Regular Expression]>8!·�œ�M�•��*O�I�€�S�G0d/²#'�†�M0t/²&g�K�r�M��

– [Manage]>8[Manage Regular Expressions] �²�–�”�ß�¢�Î�µ�¡�«�@6ä�A�
�G0d/²#'�†0¿���[�A�r
�M��

– [Regular Expression Class]>8!·�œ�M�•��*O�I�€�S�G0d/²#'�¡�Û�«�†�M0t/²&g�K�r�M��

– [Manage]>8[Manage Regular Expression Class] �²�–�”�ß�¢�Î�µ�¡�«�@6ä�A�
�G0d/²#'�¡�Û�«  
�Ð�µ�É�†0¿���[�A�r�M��

�Ô�î�»

���b/²�c�
�G�b�µ+��†�Q#Ý�[�A�•�Ô�î�»�†&g�K�S�v�b�[�M��

Manage Regular Expressions

[Manage Regular Expressions] �²�–�”�ß�¢�Î�µ�¡�«�[�c�
 �G0d/²#' �†0¿���K�
�Ã�±�î�å!·�œ�[�Q#Ý�[�A
�r�M�� �� _default���[���r�•�G0d/²#'�c�¹�Ç�›�Ý�º�b�G0d/²#'�[�M���š�f�r�S�c�P7V�c�[�A�r�O�‡��

�Ç�•�î�Ý�»

• [Name]>8�G0d/²#'�b�¡�S�†&g�K�r�M��

• [Value]>8�G0d/²#'�b��*O�Í�†&g�K�r�M��

• [Add]>8�G0d/²#'�†3ã�•�K�r�M��

• [Edit]>8�G0d/²#'�†)…7Ÿ�K�r�M��

• [Delete]>8�G0d/²#'�†�P7V�K�r�M��

�Ç�“�–�”�˜�›�î�Ý  �Ô�î�» �­�Ÿ�×�Ü�¸�•  �¥�å�¸�Ÿ�«�º

�Ý�î�¸�µ�» 3ñ4# �©�å�¢�Ý

�Ð�Ý�³

�¥�å�¸�Ÿ�«
�º �©�«�¸�Ò

• • • • —
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  �¡�Û�«  �Ð�µ�É�b�Ç�•�î�Ý�»�b1��Â
�Ô�î�»

���b/²�c�
�G�b�µ+��†�Q#Ý�[�A�•�Ô�î�»�†&g�K�S�v�b�[�M��

Manage Regular Expression Class Maps

[Manage Regular Expression Class Maps] �²�–�”�ß�¢�Î�µ�¡�«�[�c�
�G0d/²#'�¡�Û�«  �Ð�µ�É�†0¿���[�A
�r�M��0ò(ý�_�X�8�Z�c�
 �� �G0d/²#' ���†�g!·�K�Z�C�T�I�8��

�Ç�•�î�Ý�»

• [Name]>8�G0d/²#'�¡�Û�«  �Ð�µ�É�b�¡�S�†&g�K�r�M��

• [Match Conditions]>8�¡�Û�«  �Ð�µ�É�b!·�œ�±�–�É�\�G0d/²#'�†&g�K�r�M��

– [Match Type]>8!·�œ�±�–�É�†&g�K�r�M���G0d/²#'�b���œ�
�–�_�ö =�b*ï���M+´�±�–�É>&'¼�•
>&=>'�†/²&g�K�S�”�–�¥�å>'�_�^�~�r�M���r�S�
�–�å�«�Ì�¡�©�Ù�å  �¡�Û�«  �Ð�µ�É�[�°���M+´
>&2e�x�†/²&g�K�S�”�–�¥�å>'�b�8�B�v�[�A�r�M���¡�Û�«  �Ð�µ�É�_�G0d/²#'�@0
�X�6�•���œ�c�

!·�œ�±�–�É  �”�–�¥�å�b7„�_�Q�€�R�€�� OR���†/²&g�K�
 �� match any���¡�Û�«  �Ð�µ�É�_�^�W�Z�8
�•�G�\�†&g�K�r�M���G0d/²#'�b�8�N�€�?  1 �X�\�M+´�M�•�T�E�[�
�º�Û�Ç�•�µ�¡�@�¡�Û�«  �Ð�µ�É
�_�M+´�K�r�M��

– [Regular Expression]>8�¡�Û�«  �Ð�µ�É�H�\�_$Ï6��I�€�Z�8�•�G0d/²#'�†�M0t/²&g�K�r�M��

• [Description]>8�¡�Û�«  �Ð�µ�É�b1��Â�†&g�K�r�M��

• [Add]>8�G0d/²#'�¡�Û�«  �Ð�µ�É�†3ã�•�K�r�M��

• [Edit]>8�G0d/²#'�¡�Û�«  �Ð�µ�É�†)…7Ÿ�K�r�M��

• [Delete]>8�G0d/²#'�¡�Û�«  �Ð�µ�É�†�P7V�K�r�M��

�Ô�î�»

���b/²�c�
�G�b�µ+��†�Q#Ý�[�A�•�Ô�î�»�†&g�K�S�v�b�[�M��

FTP Class Map

[FTP Class Map] �Ã�¿�Ý�[�c�
 FTP �–�å�«�Ì�¡�©�Ù�å�b  FTP �¡�Û�«  �Ð�µ�É�†0¿���[�A�r�M��

�Ç�“�–�”�˜�›�î�Ý  �Ô�î�» �­�Ÿ�×�Ü�¸�•  �¥�å�¸�Ÿ�«�º

�Ý�î�¸�µ�» 3ñ4# �©�å�¢�Ý

�Ð�Ý�³

�¥�å�¸�Ÿ�«
�º �©�«�¸�Ò

• • • • —

�Ç�“�–�”�˜�›�î�Ý  �Ô�î�» �­�Ÿ�×�Ü�¸�•  �¥�å�¸�Ÿ�«�º

�Ý�î�¸�µ�» 3ñ4# �©�å�¢�Ý

�Ð�Ý�³

�¥�å�¸�Ÿ�«
�º �©�«�¸�Ò

• • • • —
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  �¡�Û�«  �Ð�µ�É�b�Ç�•�î�Ý�»�b1��Â
�–�å�«�Ì�¡�©�Ù�å  �¡�Û�«  �Ð�µ�É�[�
�”�É�Ü�£�î�©�Ù�å�b�º�Û�Ç�•�µ�¡�†�”�É�Ü�£�î�©�Ù�å�[�w�b�ö =
�\!·�œ�K�r�M�����_�
�¡�Û�«  �Ð�µ�É�†�–�å�«�Ì�¡�©�Ù�å  �Ð�µ�É�?�}"I���K�Z�
�”�¡�©�Ù�å�†�–�¿�î�È
�Ý�_�K�r�M���¡�Û�«  �Ð�µ�É�†�8�B�M�•�G�\�\�–�å�«�Ì�¡�©�Ù�å  �Ð�µ�É�[�º�Û�Ç�•�µ�¡�b!·�œ�†%$�K��
*O�M�•�G�\�b4*�8�c�
�¡�Û�«  �Ð�µ�É�[�c0
7§�^!·�œ�ö =�†�8�B�[�A�
�¡�Û�«  �Ð�µ�É�†
Ì�<#Ý�[�A�•�\
�8�:!l�[�M���–�å�«�Ì�¡�©�Ù�å  �¡�Û�«  �Ð�µ�É�c  DNS�
 FTP�
 H.323�
 HTTP�
 IM �
 SIP �b�”�É�Ü�£�î
�©�Ù�å�[�§�Ï�î�º�I�€�r�M��

�Ç�•�î�Ý�»

• [Name]>8FTP �¡�Û�«  �Ð�µ�É�b�¡�S�†&g�K�r�M��

• [Match Conditions]>8�¡�Û�«  �Ð�µ�É�_0¿���I�€�Z�8�•�±�–�É�
!·�œ�ö =�
�Í�†&g�K�r�M��

– [Match Type]>8�M+´�±�–�É�†&g�K�r�M��*ï���M+´�\�°���M+´�@�6�~�r�M��

– [Criterion]>8FTP �¡�Û�«  �Ð�µ�É�b�ö =�†&g�K�r�M��

– [Value]>8FTP �¡�Û�«  �Ð�µ�É�[!·�œ�M�•�Í�†&g�K�r�M��

• [Description]>8�¡�Û�«  �Ð�µ�É�b1��Â�†&g�K�r�M��

• [Add]>8FTP �¡�Û�«  �Ð�µ�É�†3ã�•�K�r�M��

• [Edit]>8FTP �¡�Û�«  �Ð�µ�É�†)…7Ÿ�K�r�M��

• [Delete]>8FTP �¡�Û�«  �Ð�µ�É�†�P7V�K�r�M��

�Ô�î�»

���b/²�c�
�G�b�µ+��†�Q#Ý�[�A�•�Ô�î�»�†&g�K�S�v�b�[�M��

Add/Edit FTP Traffic Class Map

[Add/Edit FTP Traffic Class Map] �²�–�”�ß�¢�Î�µ�¡�«�[�c�
 FTP �¡�Û�«  �Ð�µ�É�†��*O�[�A�r�M��

�Ç�•�î�Ý�»

• [Name]>8FTP �¡�Û�«  �Ð�µ�É�b�¡�S�†  40 �e�Ð�è
Æ�[
°�Š�K�r�M��

• [Description]>8FTP �¡�Û�«  �Ð�µ�É�b1��Â�†
°�Š�K�r�M��

• [Add]>8FTP �¡�Û�«  �Ð�µ�É�†3ã�•�K�r�M��

• [Edit]>8FTP �¡�Û�«  �Ð�µ�É�†)…7Ÿ�K�r�M��

• [Delete]>8FTP �¡�Û�«  �Ð�µ�É�†�P7V�K�r�M��

�Ô�î�»

���b/²�c�
�G�b�µ+��†�Q#Ý�[�A�•�Ô�î�»�†&g�K�S�v�b�[�M��

�Ç�“�–�”�˜�›�î�Ý  �Ô�î�» �­�Ÿ�×�Ü�¸�•  �¥�å�¸�Ÿ�«�º

�Ý�î�¸�µ�» 3ñ4# �©�å�¢�Ý

�Ð�Ý�³

�¥�å�¸�Ÿ�«
�º �©�«�¸�Ò

• • • • —
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Add/Edit FTP Match Criterion

[Add/Edit FTP Match Criterion] �²�–�”�ß�¢�Î�µ�¡�«�[�c�
 FTP �¡�Û�«  �Ð�µ�É�b!·�œ�ö =�\�Í�†��*O�[
�A�r�M��

�Ç�•�î�Ý�»

• [Match Type]>8�ö =�_�M+´�K�S�º�Û�Ç�•�µ�¡�†�¡�Û�«  �Ð�µ�É�_�µ�u�•�?�
�r�S�c�M+´�K�^�8�º�Û
�Ç�•�µ�¡�†�µ�u�•�?�æ���K�r�M��

�S�\�<�d�
�e�Ð�4�� example.com���[  [No Match] �†4E�¥�K�S���œ�
 �� example.com���†�µ�t�º�Û
�Ç�•�µ�¡�c�M�m�Z�¡�Û�«  �Ð�µ�É�b�P1ß�¥�_�^�~�r�M��

• [Criterion]>8FTP �º�Û�Ç�•�µ�¡�_4:#Ý�M�•!·�œ�ö =�†�æ���K�r�M��

– [Request-Command]>8FTP 0[�Ó�¥�Ð�å�»�†!·�œ�K�r�M��

– [File Name]>8FTP 3?3æ�b�Ç�“�–�Ý�¡�†!·�œ�K�r�M��

– [File Type]>8FTP 3?3æ�b�Ç�“�–�Ý  �±�–�É�†!·�œ�K�r�M��

– [Server]>8FTP �§�î�Â�†!·�œ�K�r�M��

– [User Name]>8FTP �Ø�î�¨�†!·�œ�K�r�M��

• [Request-Command Criterion Values]>8FTP 0[�Ó�¥�Ð�å�»�b!·�œ�Í�b0ò(ý�†�æ���K�r�M��

– [Request Command]>8!·�œ�M�•0[�Ó�¥�Ð�å�»�†  1 �X�è�V4E�¥�[�A�r�M��

[APPE]>8�Ç�“�–�Ý�_3ã�•�K�r�M��

[CDUP]>8#'�~�b�¹�•�Þ�¡�º�Ü�?�}0v�¹�•�Þ�¡�º�Ü�l&ã�·�K�r�M��

[DELE]>8�§�î�Â  �§�–�º�b�Ç�“�–�Ý�†�P7V�K�r�M��

[GET]>8retr>&retrieve a file>'�¥�Ð�å�»�b  FTP �¡�Û�–�”�å�º  �¥�Ð�å�»�[�M��

[HELP]>8�§�î�Â�b�Ê�Ý�É�_���[�M��

[MKD] >8�¹�•�Þ�¡�º�Ü�†�8�B�K�r�M��

[PUT]>8stor>&store a file>'�¥�Ð�å�»�b  FTP �¡�Û�–�”�å�º  �¥�Ð�å�»�[�M��

[RMD] >8�¹�•�Þ�¡�º�Ü�†�P7V�K�r�M��

[RNFR]>8�š�f
–�Ç�“�–�Ý�¡

[RNTO]>8�š�f
›�Ç�“�–�Ý�¡

[SITE]>8�§�î�Â�[�w�b�¥�Ð�å�»�†�æ���K�r�M��

[STOU]>8�Ç�“�–�Ý�_�M�–�b�¡�S�†�X�E�Z�–�Ñ�K�r�M��

• [File Name Criterion Values]>8FTP 3?3æ�b�Ç�“�–�Ý�¡�b!·�œ�‰�2�†�æ���K�r�M��

– [Regular Expression]>8!·�œ�M�•��*O�I�€�S�G0d/²#'�†�M0t/²&g�K�r�M��

�Ç�“�–�”�˜�›�î�Ý  �Ô�î�» �­�Ÿ�×�Ü�¸�•  �¥�å�¸�Ÿ�«�º

�Ý�î�¸�µ�» 3ñ4# �©�å�¢�Ý

�Ð�Ý�³

�¥�å�¸�Ÿ�«
�º �©�«�¸�Ò

• • • • —
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– [Manage]>8[Manage Regular Expressions] �²�–�”�ß�¢�Î�µ�¡�«�@6ä�A�
�G0d/²#'�†0¿���[�A�r
�M��

– [Regular Expression Class]>8!·�œ�M�•��*O�I�€�S�G0d/²#'�¡�Û�«�†�M0t/²&g�K�r�M��

– [Manage]>8[Manage Regular Expression Class] �²�–�”�ß�¢�Î�µ�¡�«�@6ä�A�
�G0d/²#'�¡�Û�«  
�Ð�µ�É�†0¿���[�A�r�M��

• [File Type Criterion Values]>8FTP 3?3æ�b�Ç�“�–�Ý  �±�–�É�b!·�œ�‰�2�†�æ���K�r�M��

– [Regular Expression]>8!·�œ�M�•��*O�I�€�S�G0d/²#'�†�M0t/²&g�K�r�M��

– [Manage]>8[Manage Regular Expressions] �²�–�”�ß�¢�Î�µ�¡�«�@6ä�A�
�G0d/²#'�†0¿���[�A�r
�M��

– [Regular Expression Class]>8!·�œ�M�•��*O�I�€�S�G0d/²#'�¡�Û�«�†�M0t/²&g�K�r�M��

– [Manage]>8[Manage Regular Expression Class] �²�–�”�ß�¢�Î�µ�¡�«�@6ä�A�
�G0d/²#'�¡�Û�«  
�Ð�µ�É�†0¿���[�A�r�M��

• [Server Criterion Values]>8FTP �§�î�Â�b!·�œ�‰�2�†�æ���K�r�M��

– [Regular Expression]>8!·�œ�M�•��*O�I�€�S�G0d/²#'�†�M0t/²&g�K�r�M��

– [Manage]>8[Manage Regular Expressions] �²�–�”�ß�¢�Î�µ�¡�«�@6ä�A�
�G0d/²#'�†0¿���[�A�r
�M��

– [Regular Expression Class]>8!·�œ�M�•��*O�I�€�S�G0d/²#'�¡�Û�«�†�M0t/²&g�K�r�M��

– [Manage]>8[Manage Regular Expression Class] �²�–�”�ß�¢�Î�µ�¡�«�@6ä�A�
�G0d/²#'�¡�Û�«  
�Ð�µ�É�†0¿���[�A�r�M��

• [User Name Criterion Values]>8FTP �Ø�î�¨�b!·�œ�‰�2�†�æ���K�r�M��

– [Regular Expression]>8!·�œ�M�•��*O�I�€�S�G0d/²#'�†�M0t/²&g�K�r�M��

– [Manage]>8[Manage Regular Expressions] �²�–�”�ß�¢�Î�µ�¡�«�@6ä�A�
�G0d/²#'�†0¿���[�A�r
�M��

– [Regular Expression Class]>8!·�œ�M�•��*O�I�€�S�G0d/²#'�¡�Û�«�†�M0t/²&g�K�r�M��

– [Manage]>8[Manage Regular Expression Class] �²�–�”�ß�¢�Î�µ�¡�«�@6ä�A�
�G0d/²#'�¡�Û�«  
�Ð�µ�É�†0¿���[�A�r�M��

�Ô�î�»

���b/²�c�
�G�b�µ+��†�Q#Ý�[�A�•�Ô�î�»�†&g�K�S�v�b�[�M��

H.323 Class Map

[H.323 Class Map] �Ã�¿�Ý�[�c�
 H.323 �–�å�«�Ì�¡�©�Ù�å�b  H.323 �¡�Û�«  �Ð�µ�É�†0¿���[�A�r�M��

�–�å�«�Ì�¡�©�Ù�å  �¡�Û�«  �Ð�µ�É�[�
�”�É�Ü�£�î�©�Ù�å�b�º�Û�Ç�•�µ�¡�†�”�É�Ü�£�î�©�Ù�å�[�w�b�ö =
�\!·�œ�K�r�M�����_�
�¡�Û�«  �Ð�µ�É�†�–�å�«�Ì�¡�©�Ù�å  �Ð�µ�É�?�}"I���K�Z�
�”�¡�©�Ù�å�†�–�¿�î�È
�Ý�_�K�r�M���¡�Û�«  �Ð�µ�É�†�8�B�M�•�G�\�\�–�å�«�Ì�¡�©�Ù�å  �Ð�µ�É�[�º�Û�Ç�•�µ�¡�b!·�œ�†%$�K��

�Ç�“�–�”�˜�›�î�Ý  �Ô�î�» �­�Ÿ�×�Ü�¸�•  �¥�å�¸�Ÿ�«�º

�Ý�î�¸�µ�» 3ñ4# �©�å�¢�Ý

�Ð�Ý�³

�¥�å�¸�Ÿ�«
�º �©�«�¸�Ò
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  �¡�Û�«  �Ð�µ�É�b�Ç�•�î�Ý�»�b1��Â
*O�M�•�G�\�b4*�8�c�
�¡�Û�«  �Ð�µ�É�[�c0
7§�^!·�œ�ö =�†�8�B�[�A�
�¡�Û�«  �Ð�µ�É�†
Ì�<#Ý�[�A�•�\
�8�:!l�[�M���–�å�«�Ì�¡�©�Ù�å  �¡�Û�«  �Ð�µ�É�c  DNS�
 FTP�
 H.323�
 HTTP�
 IM �
 SIP �b�”�É�Ü�£�î
�©�Ù�å�[�§�Ï�î�º�I�€�r�M��

�Ç�•�î�Ý�»

• [Name]>8H.323 �¡�Û�«  �Ð�µ�É�b�¡�S�†&g�K�r�M��

• [Match Conditions]>8�¡�Û�«  �Ð�µ�É�_0¿���I�€�Z�8�•�±�–�É�
!·�œ�ö =�
�Í�†&g�K�r�M��

– [Match Type]>8�M+´�±�–�É�†&g�K�r�M��*ï���M+´�\�°���M+´�@�6�~�r�M��

– [Criterion]>8H.323 �¡�Û�«  �Ð�µ�É�b�ö =�†&g�K�r�M��

– [Value]>8H.323 �¡�Û�«  �Ð�µ�É�[!·�œ�M�•�Í�†&g�K�r�M��

• [Description]>8�¡�Û�«  �Ð�µ�É�b1��Â�†&g�K�r�M��

• [Add]>8H.323 �¡�Û�«  �Ð�µ�É�†3ã�•�K�r�M��

• [Edit]>8H.323 �¡�Û�«  �Ð�µ�É�†)…7Ÿ�K�r�M��

• [Delete]>8H.323 �¡�Û�«  �Ð�µ�É�†�P7V�K�r�M��

�Ô�î�»

���b/²�c�
�G�b�µ+��†�Q#Ý�[�A�•�Ô�î�»�†&g�K�S�v�b�[�M��

Add/Edit H.323 Traffic Class Map

[Add/Edit H.323 Traffic Class Map] �²�–�”�ß�¢�Î�µ�¡�«�[�c�
 H.323 �¡�Û�«  �Ð�µ�É�†��*O�[�A�r�M��

�Ç�•�î�Ý�»

• [Name]>8H.323 �¡�Û�«  �Ð�µ�É�b�¡�S�†  40 �e�Ð�è
Æ�[
°�Š�K�r�M��

• [Description]>8H.323 �¡�Û�«  �Ð�µ�É�b1��Â�†
°�Š�K�r�M��

• [Add]>8H.323 �¡�Û�«  �Ð�µ�É�†3ã�•�K�r�M��

• [Edit]>8H.323 �¡�Û�«  �Ð�µ�É�†)…7Ÿ�K�r�M��

• [Delete]>8H.323 �¡�Û�«  �Ð�µ�É�†�P7V�K�r�M��

�Ô�î�»

���b/²�c�
�G�b�µ+��†�Q#Ý�[�A�•�Ô�î�»�†&g�K�S�v�b�[�M��

�Ç�“�–�”�˜�›�î�Ý  �Ô�î�» �­�Ÿ�×�Ü�¸�•  �¥�å�¸�Ÿ�«�º

�Ý�î�¸�µ�» 3ñ4# �©�å�¢�Ý

�Ð�Ý�³

�¥�å�¸�Ÿ�«
�º �©�«�¸�Ò
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Add/Edit H.323 Match Criterion

[Add/Edit H.323 Match Criterion] �²�–�”�ß�¢�Î�µ�¡�«�[�c�
 H.323 �¡�Û�«  �Ð�µ�É�b!·�œ�ö =�\�Í�†��
*O�[�A�r�M��

�Ç�•�î�Ý�»

• [Match Type]>8�ö =�_�M+´�K�S�º�Û�Ç�•�µ�¡�†�¡�Û�«  �Ð�µ�É�_�µ�u�•�?�
�r�S�c�M+´�K�^�8�º�Û
�Ç�•�µ�¡�†�µ�u�•�?�æ���K�r�M��

�S�\�<�d�
�e�Ð�4�� example.com���[  [No Match] �†4E�¥�K�S���œ�
 �� example.com���†�µ�t�º�Û
�Ç�•�µ�¡�c�M�m�Z�¡�Û�«  �Ð�µ�É�b�P1ß�¥�_�^�~�r�M��

• [Criterion]>8H.323 �º�Û�Ç�•�µ�¡�_4:#Ý�M�•!·�œ�ö =�†�æ���K�r�M��

– [Called Party]>8�w�™
��†!·�œ�K�r�M��

– [Calling Party]>8$Î�™
–�†!·�œ�K�r�M��

– [Media Type]>8�Ó�¹�•�”  �±�–�É�†!·�œ�K�r�M��

• [Called Party Criterion Values]>8H.323 �w�™
��b!·�œ�‰�2�†�æ���K�r�M��

– [Regular Expression]>8!·�œ�M�•��*O�I�€�S�G0d/²#'�†�M0t/²&g�K�r�M��

– [Manage]>8[Manage Regular Expressions] �²�–�”�ß�¢�Î�µ�¡�«�@6ä�A�
�G0d/²#'�†0¿���[�A�r
�M��

– [Regular Expression Class]>8!·�œ�M�•��*O�I�€�S�G0d/²#'�¡�Û�«�†�M0t/²&g�K�r�M��

– [Manage]>8[Manage Regular Expression Class] �²�–�”�ß�¢�Î�µ�¡�«�@6ä�A�
�G0d/²#'�¡�Û�«  
�Ð�µ�É�†0¿���[�A�r�M��

• [Calling Party Criterion Values]>8H.323 $Î�™
–�b!·�œ�‰�2�†�æ���K�r�M��

– [Regular Expression]>8!·�œ�M�•��*O�I�€�S�G0d/²#'�†�M0t/²&g�K�r�M��

– [Manage]>8[Manage Regular Expressions] �²�–�”�ß�¢�Î�µ�¡�«�@6ä�A�
�G0d/²#'�†0¿���[�A�r
�M��

– [Regular Expression Class]>8!·�œ�M�•��*O�I�€�S�G0d/²#'�¡�Û�«�†�M0t/²&g�K�r�M��

– [Manage]>8[Manage Regular Expression Class] �²�–�”�ß�¢�Î�µ�¡�«�@6ä�A�
�G0d/²#'�¡�Û�«  
�Ð�µ�É�†0¿���[�A�r�M��

• [Media Type Criterion Values]>8!·�œ�M�•�Ó�¹�•�”  �±�–�É�†�æ���K�r�M��

– [Audio]>88b�Œ�±�–�É�†!·�œ�K�r�M��

– [Video]>8�Å�¹�œ �±�–�É�†!·�œ�K�r�M��

– [Data]>8�¹�î�±  �±�–�É�†!·�œ�K�r�M��

�Ô�î�»

���b/²�c�
�G�b�µ+��†�Q#Ý�[�A�•�Ô�î�»�†&g�K�S�v�b�[�M��

�Ç�“�–�”�˜�›�î�Ý  �Ô�î�» �­�Ÿ�×�Ü�¸�•  �¥�å�¸�Ÿ�«�º

�Ý�î�¸�µ�» 3ñ4# �©�å�¢�Ý

�Ð�Ý�³

�¥�å�¸�Ÿ�«
�º �©�«�¸�Ò
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HTTP Class Map

[HTTP Class Map] �Ã�¿�Ý�[�c�
 HTTP �–�å�«�Ì�¡�©�Ù�å�b  HTTP �¡�Û�«  �Ð�µ�É�†0¿���[�A�r�M��

�–�å�«�Ì�¡�©�Ù�å  �¡�Û�«  �Ð�µ�É�[�
�”�É�Ü�£�î�©�Ù�å�b�º�Û�Ç�•�µ�¡�†�”�É�Ü�£�î�©�Ù�å�[�w�b�ö =
�\!·�œ�K�r�M�����_�
�¡�Û�«  �Ð�µ�É�†�–�å�«�Ì�¡�©�Ù�å  �Ð�µ�É�?�}"I���K�Z�
�”�¡�©�Ù�å�†�–�¿�î�È
�Ý�_�K�r�M���¡�Û�«  �Ð�µ�É�†�8�B�M�•�G�\�\�–�å�«�Ì�¡�©�Ù�å  �Ð�µ�É�[�º�Û�Ç�•�µ�¡�b!·�œ�†%$�K��
*O�M�•�G�\�b4*�8�c�
�¡�Û�«  �Ð�µ�É�[�c0
7§�^!·�œ�ö =�†�8�B�[�A�
�¡�Û�«  �Ð�µ�É�†
Ì�<#Ý�[�A�•�\
�8�:!l�[�M���–�å�«�Ì�¡�©�Ù�å  �¡�Û�«  �Ð�µ�É�c  DNS�
 FTP�
 H.323�
 HTTP�
 IM �
 SIP �b�”�É�Ü�£�î
�©�Ù�å�[�§�Ï�î�º�I�€�r�M��

�Ç�•�î�Ý�»

• [Name]>8HTTP �¡�Û�«  �Ð�µ�É�b�¡�S�†&g�K�r�M��

• [Match Conditions]>8�¡�Û�«  �Ð�µ�É�_0¿���I�€�Z�8�•�±�–�É�
!·�œ�ö =�
�Í�†&g�K�r�M��

– [Match Type]>8�M+´�±�–�É�†&g�K�r�M��*ï���M+´�\�°���M+´�@�6�~�r�M��

– [Criterion]>8HTTP �¡�Û�«  �Ð�µ�É�b�ö =�†&g�K�r�M��

– [Value]>8HTTP �¡�Û�«  �Ð�µ�É�[!·�œ�M�•�Í�†&g�K�r�M��

• [Description]>8�¡�Û�«  �Ð�µ�É�b1��Â�†&g�K�r�M��

• [Add]>8HTTP �¡�Û�«  �Ð�µ�É�†3ã�•�K�r�M��

• [Edit]>8HTTP �¡�Û�«  �Ð�µ�É�†)…7Ÿ�K�r�M��

• [Delete]>8HTTP �¡�Û�«  �Ð�µ�É�†�P7V�K�r�M��

�Ô�î�»

���b/²�c�
�G�b�µ+��†�Q#Ý�[�A�•�Ô�î�»�†&g�K�S�v�b�[�M��

Add/Edit HTTP Traffic Class Map

[Add/Edit HTTP Traffic Class Map] �²�–�”�ß�¢�Î�µ�¡�«�[�c�
 HTTP �¡�Û�«  �Ð�µ�É�†��*O�[�A�r�M��

�Ç�•�î�Ý�»

• [Name]>8HTTP �¡�Û�«  �Ð�µ�É�b�¡�S�†  40 �e�Ð�è
Æ�[
°�Š�K�r�M��

�Ç�“�–�”�˜�›�î�Ý  �Ô�î�» �­�Ÿ�×�Ü�¸�•  �¥�å�¸�Ÿ�«�º

�Ý�î�¸�µ�» 3ñ4# �©�å�¢�Ý

�Ð�Ý�³

�¥�å�¸�Ÿ�«
�º �©�«�¸�Ò

• • • • —

�Ç�“�–�”�˜�›�î�Ý  �Ô�î�» �­�Ÿ�×�Ü�¸�•  �¥�å�¸�Ÿ�«�º

�Ý�î�¸�µ�» 3ñ4# �©�å�¢�Ý

�Ð�Ý�³

�¥�å�¸�Ÿ�«
�º �©�«�¸�Ò
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• [Description]>8HTTP �¡�Û�«  �Ð�µ�É�b1��Â�†
°�Š�K�r�M��

• [Add]>8HTTP �¡�Û�«  �Ð�µ�É�†3ã�•�K�r�M��

• [Edit]>8HTTP �¡�Û�«  �Ð�µ�É�†)…7Ÿ�K�r�M��

• [Delete]>8HTTP �¡�Û�«  �Ð�µ�É�†�P7V�K�r�M��

�Ô�î�»

���b/²�c�
�G�b�µ+��†�Q#Ý�[�A�•�Ô�î�»�†&g�K�S�v�b�[�M��

Add/Edit HTTP Match Criterion

[Add/Edit HTTP Match Criterion] �²�–�”�ß�¢�Î�µ�¡�«�[�c�
 HTTP �¡�Û�«  �Ð�µ�É�b!·�œ�ö =�\�Í�†��
*O�[�A�r�M��

�Ç�•�î�Ý�»

• [Match Type]>8�ö =�_�M+´�K�S�º�Û�Ç�•�µ�¡�†�¡�Û�«  �Ð�µ�É�_�µ�u�•�?�
�r�S�c�M+´�K�^�8�º�Û
�Ç�•�µ�¡�†�µ�u�•�?�æ���K�r�M��

�S�\�<�d�
�e�Ð�4�� example.com���[  [No Match] �†4E�¥�K�S���œ�
 �� example.com���†�µ�t�º�Û
�Ç�•�µ�¡�c�M�m�Z�¡�Û�«  �Ð�µ�É�b�P1ß�¥�_�^�~�r�M��

• [Criterion]>8HTTP �º�Û�Ç�•�µ�¡�_4:#Ý�M�•!·�œ�ö =�†�æ���K�r�M��

– [Request/Response Content Type Mismatch]>8�Â'Å�b�¥�å�¸�å�¶  �±�–�É�@0[�Ó�b  accept �Ç�•�î
�Ý�»�b  MIME �±�–�É�b  1 �X�\�M+´�M�•�²0[�@�6�•�G�\�†�æ���K�r�M��

– [Request Arguments]>80[�Ó�b�,�X�_�G0d/²#'!·�œ�†4:#Ý�K�r�M��

[Regular Expression]>8!·�œ�M�•��*O�I�€�S�G0d/²#'�†�M0t/²&g�K�r�M��

[Manage]>8[Manage Regular Expressions] �²�–�”�ß�¢�Î�µ�¡�«�@6ä�A�
�G0d/²#'�†0¿���[�A�r
�M��

[Regular Expression Class]>8!·�œ�M�•��*O�I�€�S�G0d/²#'�¡�Û�«�†�M0t/²&g�K�r�M��

[Manage]>8[Manage Regular Expression Class] �²�–�”�ß�¢�Î�µ�¡�«�@6ä�A�
�G0d/²#'�¡�Û�«  
�Ð�µ�É�†0¿���[�A�r�M��

– [Request Body Length]>80[�Ó�b�•�e�_�æ���K�S�Â�–�º�X�|�~6×�8�Ç�•�î�Ý�»�@�6�•���œ�
�G
0d/²#'�[!·�œ�K�r�M��

[Greater Than Length]>80[�Ó�Ç�•�î�Ý�»�b6×�I�\!·�œ�M�•�Ç�•�î�Ý�»�b�Í�†�Â�–�º�"�)�[
°�Š
�K�r�M��

– [Request Body]>80[�Ó�b�•�e�_�G0d/²#'!·�œ�†4:#Ý�K�r�M��

[Regular Expression]>8!·�œ�M�•��*O�I�€�S�G0d/²#'�†�M0t/²&g�K�r�M��

[Manage]>8[Manage Regular Expressions] �²�–�”�ß�¢�Î�µ�¡�«�@6ä�A�
�G0d/²#'�†0¿���[�A�r
�M��

�Ç�“�–�”�˜�›�î�Ý  �Ô�î�» �­�Ÿ�×�Ü�¸�•  �¥�å�¸�Ÿ�«�º

�Ý�î�¸�µ�» 3ñ4# �©�å�¢�Ý

�Ð�Ý�³

�¥�å�¸�Ÿ�«
�º �©�«�¸�Ò
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[Regular Expression Class]>8!·�œ�M�•��*O�I�€�S�G0d/²#'�¡�Û�«�†�M0t/²&g�K�r�M��

[Manage]>8[Manage Regular Expression Class] �²�–�”�ß�¢�Î�µ�¡�«�@6ä�A�
�G0d/²#'�¡�Û�«  
�Ð�µ�É�†0¿���[�A�r�M��

– [Request Header Field Count]>80[�Ó�Ê�µ�²�î�b�Ç�•�î�Ý�»�X�@�q�±�Í�b���œ�
�G0d/²#'�[!·�œ
�K�r�M��

[Predefined]>80[�Ó�b�Ê�µ�²�î  �Ç�•�î�Ý�»�†���b�p�?�}�æ���K�r�M�� accept�
 accept-charset�

accept-encoding�
 accept-language�
 allow�
 authorization�
 cache-control�
 connection�

content-encoding�
 content-language�
 content-length�
 content-location�
 content-md5�

content-range�
 content-type�
 cookie�
 date�
 expect�
 expires�
 from�
 host�
 if-match�

if-modified-since�
 if-none-match�
 if-range�
 if-unmodified-since�
 last-modified�

max-forwards�
 pragma�
 proxy-authorization�
 range�
 referer�
 te�
 trailer�

transfer-encoding�
 upgrade�
 user-agent�
 via�
 warning��

[Regular Expression]>8!·�œ�M�•��*O�I�€�S�G0d/²#'�†�M0t/²&g�K�r�M��

[Manage]>8[Manage Regular Expressions] �²�–�”�ß�¢�Î�µ�¡�«�@6ä�A�
�G0d/²#'�†0¿���[�A�r
�M��

[Greater Than Count]>8�Ê�µ�²�î  �Ç�•�î�Ý�»�X�b�q�±�Í�†
°�Š�K�r�M��

– [Request Header Field Length]>80[�Ó�Ê�µ�²�î�_�æ���K�S�Â�–�º�X�|�~6×�8�Ç�•�î�Ý�»�@�6�•
���œ�
�G0d/²#'�[!·�œ�K�r�M��

[Predefined]>80[�Ó�b�Ê�µ�²�î  �Ç�•�î�Ý�»�†���b�p�?�}�æ���K�r�M�� accept�
 accept-charset�

accept-encoding�
 accept-language�
 allow�
 authorization�
 cache-control�
 connection�

content-encoding�
 content-language�
 content-length�
 content-location�
 content-md5�

content-range�
 content-type�
 cookie�
 date�
 expect�
 expires�
 from�
 host�
 if-match�

if-modified-since�
 if-none-match�
 if-range�
 if-unmodified-since�
 last-modified�

max-forwards�
 pragma�
 proxy-authorization�
 range�
 referer�
 te�
 trailer�

transfer-encoding�
 upgrade�
 user-agent�
 via�
 warning��

[Regular Expression]>8!·�œ�M�•��*O�I�€�S�G0d/²#'�†�M0t/²&g�K�r�M��

[Manage]>8[Manage Regular Expressions] �²�–�”�ß�¢�Î�µ�¡�«�@6ä�A�
�G0d/²#'�†0¿���[�A�r
�M��

[Greater Than Length]>80[�Ó�Ç�•�î�Ý�»�b6×�I�\!·�œ�M�•�Ç�•�î�Ý�»�b�Í�†�Â�–�º�"�)�[
°�Š
�K�r�M��

– [Request Header Field]>80[�Ó�b�Ê�µ�²�î�_�G0d/²#'!·�œ�†4:#Ý�K�r�M��

[Predefined]>80[�Ó�b�Ê�µ�²�î  �Ç�•�î�Ý�»�†���b�p�?�}�æ���K�r�M�� accept�
 accept-charset�

accept-encoding�
 accept-language�
 allow�
 authorization�
 cache-control�
 connection�

content-encoding�
 content-language�
 content-length�
 content-location�
 content-md5�

content-range�
 content-type�
 cookie�
 date�
 expect�
 expires�
 from�
 host�
 if-match�

if-modified-since�
 if-none-match�
 if-range�
 if-unmodified-since�
 last-modified�

max-forwards�
 pragma�
 proxy-authorization�
 range�
 referer�
 te�
 trailer�

transfer-encoding�
 upgrade�
 user-agent�
 via�
 warning��

[Regular Expression]>8!·�œ�M�•��*O�I�€�S�G0d/²#'�†�M0t/²&g�K�r�M��

[Manage]>8[Manage Regular Expressions] �²�–�”�ß�¢�Î�µ�¡�«�@6ä�A�
�G0d/²#'�†0¿���[�A�r
�M��

[Regular Expression Class]>8!·�œ�M�•��*O�I�€�S�G0d/²#'�¡�Û�«�†�M0t/²&g�K�r�M��

[Manage]>8[Manage Regular Expression Class] �²�–�”�ß�¢�Î�µ�¡�«�@6ä�A�
�G0d/²#'�¡�Û�«  
�Ð�µ�É�†0¿���[�A�r�M��

– [Request Header Count]>80[�Ó�Ê�µ�²�î�X�@�q�±�Í�b���œ�
�G0d/²#'�[!·�œ�K�r�M��
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[Greater Than Count]>8�Ê�µ�²�î�X�b�q�±�Í�†
°�Š�K�r�M��

– [Request Header Length]>80[�Ó�Ê�µ�²�î�@�æ���K�S�Â�–�º�X�|�~6×�8���œ�
�G0d/²#'�[!·�œ�K
�r�M��

[Greater Than Length]>8�Ê�µ�²�î�b6×�I�†�Â�–�º�"�)�[
°�Š�K�r�M��

– [Request Header non-ASCII]>80[�Ó�Ê�µ�²�î�_�µ�r�€�•  ASCII �è�¥�b�e�Ð�†!·�œ�K�r�M��

– [Request Method]>80[�Ó�b�‰�'�†�G0d/²#'�[!·�œ�K�r�M��

[Method]>8!·�œ�M�•0[�Ó�‰�'�†���b�p�?�}�æ���K�r�M�� bcopy�
 bdelete�
 bmove�
 bpropfind�

bproppatch�
 connect�
 copy�
 delete�
 edit�
 get�
 getattribute�
 getattributenames�

getproperties�
 head�
 index�
 lock�
 mkcol�
 mkdir�
 move�
 notify�
 options�
 poll�
 post�

propfind�
 proppatch�
 put�
 revadd�
 revlabel�
 revlog�
 revnum�
 save�
 search�
 setattribute�

startrev�
 stoprev�
 subscribe�
 trace�
 unedit�
 unlock�
 unsubscribe��

[Regular Expression]>8�G0d/²#'�b!·�œ�‰�2�†�æ���K�r�M��

[Regular Expression]>8!·�œ�M�•��*O�I�€�S�G0d/²#'�†�M0t/²&g�K�r�M��

[Manage]>8[Manage Regular Expressions] �²�–�”�ß�¢�Î�µ�¡�«�@6ä�A�
�G0d/²#'�†0¿���[�A�r
�M��

[Regular Expression Class]>8!·�œ�M�•��*O�I�€�S�G0d/²#'�¡�Û�«�†�M0t/²&g�K�r�M��

[Manage]>8[Manage Regular Expression Class] �²�–�”�ß�¢�Î�µ�¡�«�@6ä�A�
�G0d/²#'�¡�Û�«  
�Ð�µ�É�†0¿���[�A�r�M��

– [Request URI Length]>80[�Ó�b  URI �@�æ���K�S�Â�–�º�X�|�~6×�8���œ�
�G0d/²#'�[!·�œ�K�r
�M��

[Greater Than Length]>8URI �b6×�I�†�Â�–�º�"�)�[
°�Š�K�r�M��

– [Request URI]>80[�Ó�b  URI �_�G0d/²#'!·�œ�†4:#Ý�K�r�M��

[Regular Expression]>8!·�œ�M�•��*O�I�€�S�G0d/²#'�†�M0t/²&g�K�r�M��

[Manage]>8[Manage Regular Expressions] �²�–�”�ß�¢�Î�µ�¡�«�@6ä�A�
�G0d/²#'�†0¿���[�A�r
�M��

[Regular Expression Class]>8!·�œ�M�•��*O�I�€�S�G0d/²#'�¡�Û�«�†�M0t/²&g�K�r�M��

[Manage]>8[Manage Regular Expression Class] �²�–�”�ß�¢�Î�µ�¡�«�@6ä�A�
�G0d/²#'�¡�Û�«  
�Ð�µ�É�†0¿���[�A�r�M��

– [Response Body]>80[�Ó�b�•�e�†  regex �[!·�œ�K�r�M��

[ActiveX]>8ActiveX �b!·�œ�‰�2�†�æ���K�r�M��

[Java Applet]>8Java �”�É�Þ�µ�º�b!·�œ�‰�2�†�æ���K�r�M��

[Regular Expression]>8�G0d/²#'�b!·�œ�‰�2�†�æ���K�r�M��

[Regular Expression]>8!·�œ�M�•��*O�I�€�S�G0d/²#'�†�M0t/²&g�K�r�M��

[Manage]>8[Manage Regular Expressions] �²�–�”�ß�¢�Î�µ�¡�«�@6ä�A�
�G0d/²#'�†0¿���[�A�r
�M��

[Regular Expression Class]>8!·�œ�M�•��*O�I�€�S�G0d/²#'�¡�Û�«�†�M0t/²&g�K�r�M��

[Manage]>8[Manage Regular Expression Class] �²�–�”�ß�¢�Î�µ�¡�«�@6ä�A�
�G0d/²#'�¡�Û�«  
�Ð�µ�É�†0¿���[�A�r�M��

– [Response Body Length]>8�Â'Å�b�•�e�_�æ���K�S�Â�–�º�X�|�~6×�8�Ç�•�î�Ý�»�@�6�•���œ�
�G
0d/²#'�[!·�œ�K�r�M��

[Greater Than Length]>8�Â'Å�Ç�•�î�Ý�»�b6×�I�\!·�œ�M�•�Ç�•�î�Ý�»�b�Í�†�Â�–�º�"�)�[
°�Š
�K�r�M��
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– [Response Header Field Count]>8�Â'Å�Ê�µ�²�î�b�Ç�•�î�Ý�»�X�@�q�±�Í�b���œ�
�G0d/²#'�[!·
�œ�K�r�M��

[Predefined]>8�Â'Å�b�Ê�µ�²�î  �Ç�•�î�Ý�»�†���b�p�?�}�æ���K�r�M�� accept-ranges�
 age�

allow�
 cache-control�
 connection�
 content-encoding�
 content-language�
 content-length�

content-location�
 content-md5�
 content-range�
 content-type�
 date�
 etag�
 expires�

last-modified�
 location�
 pragma�
 proxy-authenticate�
 retry-after�
 server�
 set-cookie�

trailer�
 transfer-encoding�
 upgrade�
 vary�
 via�
 warning�
 www-authenticate��

[Regular Expression]>8!·�œ�M�•��*O�I�€�S�G0d/²#'�†�M0t/²&g�K�r�M��

[Manage]>8[Manage Regular Expressions] �²�–�”�ß�¢�Î�µ�¡�«�@6ä�A�
�G0d/²#'�†0¿���[�A�r
�M��

[Greater Than Count]>8�Ê�µ�²�î  �Ç�•�î�Ý�»�X�b�q�±�Í�†
°�Š�K�r�M��

– [Response Header Field Length]>8�Â'Å�Ê�µ�²�î�_�æ���K�S�Â�–�º�X�|�~6×�8�Ç�•�î�Ý�»�@�6
�•���œ�
�G0d/²#'�[!·�œ�K�r�M��

[Predefined]>8�Â'Å�b�Ê�µ�²�î  �Ç�•�î�Ý�»�†���b�p�?�}�æ���K�r�M�� accept-ranges�
 age�

allow�
 cache-control�
 connection�
 content-encoding�
 content-language�
 content-length�

content-location�
 content-md5�
 content-range�
 content-type�
 date�
 etag�
 expires�

last-modified�
 location�
 pragma�
 proxy-authenticate�
 retry-after�
 server�
 set-cookie�

trailer�
 transfer-encoding�
 upgrade�
 vary�
 via�
 warning�
 www-authenticate��

[Regular Expression]>8!·�œ�M�•��*O�I�€�S�G0d/²#'�†�M0t/²&g�K�r�M��

[Manage]>8[Manage Regular Expressions] �²�–�”�ß�¢�Î�µ�¡�«�@6ä�A�
�G0d/²#'�†0¿���[�A�r
�M��

[Greater Than Length]>8�Â'Å�Ç�•�î�Ý�»�b6×�I�\!·�œ�M�•�Ç�•�î�Ý�»�b�Í�†�Â�–�º�"�)�[
°�Š
�K�r�M��

– [Response Header Field]>8�Â'Å�b�Ê�µ�²�î�_�G0d/²#'!·�œ�†4:#Ý�K�r�M��

[Predefined]>8�Â'Å�b�Ê�µ�²�î  �Ç�•�î�Ý�»�†���b�p�?�}�æ���K�r�M�� accept-ranges�
 age�

allow�
 cache-control�
 connection�
 content-encoding�
 content-language�
 content-length�

content-location�
 content-md5�
 content-range�
 content-type�
 date�
 etag�
 expires�

last-modified�
 location�
 pragma�
 proxy-authenticate�
 retry-after�
 server�
 set-cookie�

trailer�
 transfer-encoding�
 upgrade�
 vary�
 via�
 warning�
 www-authenticate��

[Regular Expression]>8!·�œ�M�•��*O�I�€�S�G0d/²#'�†�M0t/²&g�K�r�M��

[Manage]>8[Manage Regular Expressions] �²�–�”�ß�¢�Î�µ�¡�«�@6ä�A�
�G0d/²#'�†0¿���[�A�r
�M��

[Regular Expression Class]>8!·�œ�M�•��*O�I�€�S�G0d/²#'�¡�Û�«�†�M0t/²&g�K�r�M��

[Manage]>8[Manage Regular Expression Class] �²�–�”�ß�¢�Î�µ�¡�«�@6ä�A�
�G0d/²#'�¡�Û�«  
�Ð�µ�É�†0¿���[�A�r�M��

– [Response Header Count]>8�Â'Å�Ê�µ�²�î�X�@�q�±�Í�b���œ�
�G0d/²#'�[!·�œ�K�r�M��

[Greater Than Count]>8�Ê�µ�²�î�X�b�q�±�Í�†
°�Š�K�r�M��

– [Response Header Length]>8�Â'Å�Ê�µ�²�î�@�æ���K�S�Â�–�º�X�|�~6×�8���œ�
�G0d/²#'�[!·�œ
�K�r�M��

[Greater Than Length]>8�Ê�µ�²�î�b6×�I�†�Â�–�º�"�)�[
°�Š�K�r�M��

– [Response Header non-ASCII]>8�Â'Å�Ê�µ�²�î�_�µ�r�€�•  ASCII �è�¥�b�e�Ð�†!·�œ�K�r�M��

– [Response Status Line]>8�«�¸�î�±�«/œ�†�G0d/²#'�[!·�œ�K�r�M��

[Regular Expression]>8!·�œ�M�•��*O�I�€�S�G0d/²#'�†�M0t/²&g�K�r�M��
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[Manage]>8[Manage Regular Expressions] �²�–�”�ß�¢�Î�µ�¡�«�@6ä�A�
�G0d/²#'�†0¿���[�A�r
�M��

[Regular Expression Class]>8!·�œ�M�•��*O�I�€�S�G0d/²#'�¡�Û�«�†�M0t/²&g�K�r�M��

[Manage]>8[Manage Regular Expression Class] �²�–�”�ß�¢�Î�µ�¡�«�@6ä�A�
�G0d/²#'�¡�Û�«  
�Ð�µ�É�†0¿���[�A�r�M��

�Ô�î�»

���b/²�c�
�G�b�µ+��†�Q#Ý�[�A�•�Ô�î�»�†&g�K�S�v�b�[�M��

IM Class Map

[IM Class Map] �Ã�¿�Ý�[�c�
 IM �–�å�«�Ì�¡�©�Ù�å�b  IM �¡�Û�«  �Ð�µ�É�†0¿���[�A�r�M��

�–�å�«�Ì�¡�©�Ù�å  �¡�Û�«  �Ð�µ�É�[�
�”�É�Ü�£�î�©�Ù�å�b�º�Û�Ç�•�µ�¡�†�”�É�Ü�£�î�©�Ù�å�[�w�b�ö =
�\!·�œ�K�r�M�����_�
�¡�Û�«  �Ð�µ�É�†�–�å�«�Ì�¡�©�Ù�å  �Ð�µ�É�?�}"I���K�Z�
�”�¡�©�Ù�å�†�–�¿�î�È
�Ý�_�K�r�M���¡�Û�«  �Ð�µ�É�†�8�B�M�•�G�\�\�–�å�«�Ì�¡�©�Ù�å  �Ð�µ�É�[�º�Û�Ç�•�µ�¡�b!·�œ�†%$�K��
*O�M�•�G�\�b4*�8�c�
�¡�Û�«  �Ð�µ�É�[�c0
7§�^!·�œ�ö =�†�8�B�[�A�
�¡�Û�«  �Ð�µ�É�†
Ì�<#Ý�[�A�•�\
�8�:!l�[�M���–�å�«�Ì�¡�©�Ù�å  �¡�Û�«  �Ð�µ�É�c  DNS�
 FTP�
 H.323�
 HTTP�
 IM �
 SIP �b�”�É�Ü�£�î
�©�Ù�å�[�§�Ï�î�º�I�€�r�M��

�Ç�•�î�Ý�»

• [Name]>8IM �¡�Û�«  �Ð�µ�É�b�¡�S�†&g�K�r�M��

• [Match Conditions]>8�¡�Û�«  �Ð�µ�É�_0¿���I�€�Z�8�•�±�–�É�
!·�œ�ö =�
�Í�†&g�K�r�M��

– [Match Type]>8�M+´�±�–�É�†&g�K�r�M��*ï���M+´�\�°���M+´�@�6�~�r�M��

– [Criterion]>8IM �¡�Û�«  �Ð�µ�É�b�ö =�†&g�K�r�M��

– [Value]>8IM �¡�Û�«  �Ð�µ�É�[!·�œ�M�•�Í�†&g�K�r�M��

• [Description]>8�¡�Û�«  �Ð�µ�É�b1��Â�†&g�K�r�M��

• [Add]>8IM �¡�Û�«  �Ð�µ�É�†3ã�•�K�r�M��

• [Edit]>8IM �¡�Û�«  �Ð�µ�É�†)…7Ÿ�K�r�M��

• [Delete]>8IM �¡�Û�«  �Ð�µ�É�†�P7V�K�r�M��

�Ô�î�»

���b/²�c�
�G�b�µ+��†�Q#Ý�[�A�•�Ô�î�»�†&g�K�S�v�b�[�M��

�Ç�“�–�”�˜�›�î�Ý  �Ô�î�» �­�Ÿ�×�Ü�¸�•  �¥�å�¸�Ÿ�«�º

�Ý�î�¸�µ�» 3ñ4# �©�å�¢�Ý

�Ð�Ý�³

�¥�å�¸�Ÿ�«
�º �©�«�¸�Ò

• • • • —
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Add/Edit IM Traffic Class Map

[Add/Edit IM Traffic Class Map] �²�–�”�ß�¢�Î�µ�¡�«�[�c�
 IM �¡�Û�«  �Ð�µ�É�†��*O�[�A�r�M��

�Ç�•�î�Ý�»

• [Name]>8IM �¡�Û�«  �Ð�µ�É�b�¡�S�†  40 �e�Ð�è
Æ�[
°�Š�K�r�M��

• [Description]>8IM �¡�Û�«  �Ð�µ�É�b1��Â�†
°�Š�K�r�M��

• [Add]>8IM �¡�Û�«  �Ð�µ�É�†3ã�•�K�r�M��

• [Edit]>8IM �¡�Û�«  �Ð�µ�É�†)…7Ÿ�K�r�M��

• [Delete]>8IM �¡�Û�«  �Ð�µ�É�†�P7V�K�r�M��

�Ô�î�»

���b/²�c�
�G�b�µ+��†�Q#Ý�[�A�•�Ô�î�»�†&g�K�S�v�b�[�M��

Add/Edit IM Match Criterion

[Add/Edit IM Match Criterion] �²�–�”�ß�¢�Î�µ�¡�«�[�c�
 IM �¡�Û�«  �Ð�µ�É�b!·�œ�ö =�\�Í�†��*O�[�A
�r�M��

�Ç�•�î�Ý�»

• [Match Type]>8�ö =�_�M+´�K�S�º�Û�Ç�•�µ�¡�†�¡�Û�«  �Ð�µ�É�_�µ�u�•�?�
�r�S�c�M+´�K�^�8�º�Û
�Ç�•�µ�¡�†�µ�u�•�?�æ���K�r�M��

�S�\�<�d�
�e�Ð�4�� example.com���[  [No Match] �†4E�¥�K�S���œ�
 �� example.com���†�µ�t�º�Û
�Ç�•�µ�¡�c�M�m�Z�¡�Û�«  �Ð�µ�É�b�P1ß�¥�_�^�~�r�M��

• [Criterion]>8IM �º�Û�Ç�•�µ�¡�_4:#Ý�M�•!·�œ�ö =�†�æ���K�r�M��

– [Protocol]>8IM �É�ß�º�¥�Ý�†!·�œ�K�r�M��

– [Service]>8IM �§�î�Å�«�†!·�œ�K�r�M��

– [Version]>8IM �Ç�“�–�Ý3?3æ�b�§�î�Å�«  �Â�î�ª�Ù�å�†!·�œ�K�r�M��

– [Client Login Name]>8IM �§�î�Å�«�b�¡�Û�–�”�å�º  �ß�¢�–�å�¡�†!·�œ�K�r�M��

�Ç�“�–�”�˜�›�î�Ý  �Ô�î�» �­�Ÿ�×�Ü�¸�•  �¥�å�¸�Ÿ�«�º

�Ý�î�¸�µ�» 3ñ4# �©�å�¢�Ý

�Ð�Ý�³

�¥�å�¸�Ÿ�«
�º �©�«�¸�Ò

• • • • —

�Ç�“�–�”�˜�›�î�Ý  �Ô�î�» �­�Ÿ�×�Ü�¸�•  �¥�å�¸�Ÿ�«�º

�Ý�î�¸�µ�» 3ñ4# �©�å�¢�Ý

�Ð�Ý�³

�¥�å�¸�Ÿ�«
�º �©�«�¸�Ò

• • • • —
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  �¡�Û�«  �Ð�µ�É�b�Ç�•�î�Ý�»�b1��Â
– [Client Peer Login Name]>8IM �§�î�Å�«�b�¡�Û�–�”�å�º�b�Æ�”  �ß�¢�–�å�¡�†!·�œ�K�r�M��

– [Source IP Address]>83æ�™
– IP �”�»�Þ�«�†!·�œ�K�r�M��

– [Destination IP Address]>8��
›  IP �”�»�Þ�«�†!·�œ�K�r�M��

– [Filename]>8IM �Ç�“�–�Ý3?3æ�§�î�Å�«�b�Ç�“�–�Ý�¡�†!·�œ�K�r�M��

• [Protocol Criterion Values]>8!·�œ�M�•  IM �É�ß�º�¥�Ý�†�æ���K�r�M��

– [Yahoo! Messenger]>8Yahoo!Messenger �b�–�å�«�±�å�º  �Ó�µ�­�î�ª�†!·�œ�K�r�M��

– [MSN Messenger]>8MSN Messenger �b�–�å�«�±�å�º  �Ó�µ�­�î�ª�†!·�œ�K�r�M��

• [Service Criterion Values]>8!·�œ�M�•  IM �§�î�Å�«�†�æ���K�r�M��

– [Chat]>8IM �Ó�µ�­�î�ª  �³�Õ�µ�º  �§�î�Å�«�†!·�œ�K�r�M��

– [Conference]>8IM �¥�å�Ç�“�Þ�å�«  �§�î�Å�«�†!·�œ�K�r�M��

– [File Transfer]>8IM �Ç�“�–�Ý3?3æ�§�î�Å�«�†!·�œ�K�r�M��

– [Games]>8IM �¤�î�Ò  �§�î�Å�«�†!·�œ�K�r�M��

– [Voice Chat]>8IM 8b�Œ�³�Õ�µ�º  �§�î�Å�«�†!·�œ�K�r�M>& Yahoo �b  IM �c�P1ß�¥�[�M>' ��

– [Web Cam]>8IM Web �•�Ó�Û  �§�î�Å�«�†!·�œ�K�r�M��

• [Version Criterion Values]>8IM �Ç�“�–�Ý3?3æ�§�î�Å�«�[!·�œ�M�•�Â�î�ª�Ù�å�†�æ���K�r�M���G0d/²
#'�[!·�œ�K�r�M��

– [Regular Expression]>8!·�œ�M�•��*O�I�€�S�G0d/²#'�†�M0t/²&g�K�r�M��

– [Manage]>8[Manage Regular Expressions] �²�–�”�ß�¢�Î�µ�¡�«�@6ä�A�
�G0d/²#'�†0¿���[�A�r
�M��

– [Regular Expression Class]>8!·�œ�M�•��*O�I�€�S�G0d/²#'�¡�Û�«�†�M0t/²&g�K�r�M��

– [Manage]>8[Manage Regular Expression Class] �²�–�”�ß�¢�Î�µ�¡�«�@6ä�A�
�G0d/²#'�¡�Û�«  
�Ð�µ�É�†0¿���[�A�r�M��

• [Client Login Name Criterion Values]>8IM �§�î�Å�«�[!·�œ�M�•�¡�Û�–�”�å�º  �ß�¢�–�å�¡�†�æ���K
�r�M���G0d/²#'�[!·�œ�K�r�M��

– [Regular Expression]>8!·�œ�M�•��*O�I�€�S�G0d/²#'�†�M0t/²&g�K�r�M��

– [Manage]>8[Manage Regular Expressions] �²�–�”�ß�¢�Î�µ�¡�«�@6ä�A�
�G0d/²#'�†0¿���[�A�r
�M��

– [Regular Expression Class]>8!·�œ�M�•��*O�I�€�S�G0d/²#'�¡�Û�«�†�M0t/²&g�K�r�M��

– [Manage]>8[Manage Regular Expression Class] �²�–�”�ß�¢�Î�µ�¡�«�@6ä�A�
�G0d/²#'�¡�Û�«  
�Ð�µ�É�†0¿���[�A�r�M��

• [Client Peer Login Name Criterion Values]>8IM �§�î�Å�«�[!·�œ�M�•�¡�Û�–�”�å�º�b�Æ�”  �ß�¢�–�å
�¡�†�æ���K�r�M���G0d/²#'�[!·�œ�K�r�M��

– [Regular Expression]>8!·�œ�M�•��*O�I�€�S�G0d/²#'�†�M0t/²&g�K�r�M��

– [Manage]>8[Manage Regular Expressions] �²�–�”�ß�¢�Î�µ�¡�«�@6ä�A�
�G0d/²#'�†0¿���[�A�r
�M��

– [Regular Expression Class]>8!·�œ�M�•��*O�I�€�S�G0d/²#'�¡�Û�«�†�M0t/²&g�K�r�M��

– [Manage]>8[Manage Regular Expression Class] �²�–�”�ß�¢�Î�µ�¡�«�@6ä�A�
�G0d/²#'�¡�Û�«  
�Ð�µ�É�†0¿���[�A�r�M��

• [Source IP Address Criterion Values]>8IM �§�î�Å�«�[!·�œ�M�•3æ�™
–  IP �”�»�Þ�«�†�æ���K�r�M��

– [IP Address]>8IM �§�î�Å�«�b3æ�™
–  IP �”�»�Þ�«�†
°�Š�K�r�M��
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'¨  24 'v       �”�É�Ü�£�î�©�Ù�å  �Þ�–�Ö  �É�ß�º�¥�Ý  �–�å�«�Ì�¡�©�Ù�å�b0¿��
  �¡�Û�«  �Ð�µ�É�b�Ç�•�î�Ý�»�b1��Â
– [IP Mask]>83æ�™
– IP �”�»�Þ�«�b�Ð�«�¡�[�M��

• [Destination IP Address Criterion Values]>8IM �§�î�Å�«�[!·�œ�M�•��
›  IP �”�»�Þ�«�†�æ���K�r�M��

– [IP Address]>8IM �§�î�Å�«�b��
›  IP �”�»�Þ�«�†
°�Š�K�r�M��

– [IP Mask]>8��
›  IP �”�»�Þ�«�b�Ð�«�¡�[�M��

• [Filename Criterion Values]>8IM �Ç�“�–�Ý3?3æ�§�î�Å�«�[!·�œ�M�•�Ç�“�–�Ý�¡�†�æ���K�r�M���G0d
/²#'�[!·�œ�K�r�M��

– [Regular Expression]>8!·�œ�M�•��*O�I�€�S�G0d/²#'�†�M0t/²&g�K�r�M��

– [Manage]>8[Manage Regular Expressions] �²�–�”�ß�¢�Î�µ�¡�«�@6ä�A�
�G0d/²#'�†0¿���[�A�r
�M��

– [Regular Expression Class]>8!·�œ�M�•��*O�I�€�S�G0d/²#'�¡�Û�«�†�M0t/²&g�K�r�M��

– [Manage]>8[Manage Regular Expression Class] �²�–�”�ß�¢�Î�µ�¡�«�@6ä�A�
�G0d/²#'�¡�Û�«  
�Ð�µ�É�†0¿���[�A�r�M��

�Ô�î�»

���b/²�c�
�G�b�µ+��†�Q#Ý�[�A�•�Ô�î�»�†&g�K�S�v�b�[�M��

SIP Class Map

[SIP Class Map] �Ã�¿�Ý�[�c�
 SIP �–�å�«�Ì�¡�©�Ù�å�b  SIP �¡�Û�«  �Ð�µ�É�†0¿���[�A�r�M��

�–�å�«�Ì�¡�©�Ù�å  �¡�Û�«  �Ð�µ�É�[�
�”�É�Ü�£�î�©�Ù�å�b�º�Û�Ç�•�µ�¡�†�”�É�Ü�£�î�©�Ù�å�[�w�b�ö =
�\!·�œ�K�r�M�����_�
�¡�Û�«  �Ð�µ�É�†�–�å�«�Ì�¡�©�Ù�å  �Ð�µ�É�?�}"I���K�Z�
�”�¡�©�Ù�å�†�–�¿�î�È
�Ý�_�K�r�M���¡�Û�«  �Ð�µ�É�†�8�B�M�•�G�\�\�–�å�«�Ì�¡�©�Ù�å  �Ð�µ�É�[�º�Û�Ç�•�µ�¡�b!·�œ�†%$�K��
*O�M�•�G�\�b4*�8�c�
�¡�Û�«  �Ð�µ�É�[�c0
7§�^!·�œ�ö =�†�8�B�[�A�
�¡�Û�«  �Ð�µ�É�†
Ì�<#Ý�[�A�•�\
�8�:!l�[�M���–�å�«�Ì�¡�©�Ù�å  �¡�Û�«  �Ð�µ�É�c  DNS�
 FTP�
 H.323�
 HTTP�
 IM �
 SIP �b�”�É�Ü�£�î
�©�Ù�å�[�§�Ï�î�º�I�€�r�M��

�Ç�•�î�Ý�»

• [Name]>8SIP �¡�Û�«  �Ð�µ�É�b�¡�S�†&g�K�r�M��

• [Match Conditions]>8�¡�Û�«  �Ð�µ�É�_0¿���I�€�Z�8�•�±�–�É�
!·�œ�ö =�
�Í�†&g�K�r�M��

– [Match Type]>8�M+´�±�–�É�†&g�K�r�M��*ï���M+´�\�°���M+´�@�6�~�r�M��

– [Criterion]>8SIP �¡�Û�«  �Ð�µ�É�b�ö =�†&g�K�r�M��

– [Value]>8SIP �¡�Û�«  �Ð�µ�É�[!·�œ�M�•�Í�†&g�K�r�M��

• [Description]>8�¡�Û�«  �Ð�µ�É�b1��Â�†&g�K�r�M��

• [Add]>8SIP �¡�Û�«  �Ð�µ�É�†3ã�•�K�r�M��

• [Edit]>8SIP �¡�Û�«  �Ð�µ�É�†)…7Ÿ�K�r�M��

• [Delete]>8SIP �¡�Û�«  �Ð�µ�É�†�P7V�K�r�M��

�Ç�“�–�”�˜�›�î�Ý  �Ô�î�» �­�Ÿ�×�Ü�¸�•  �¥�å�¸�Ÿ�«�º

�Ý�î�¸�µ�» 3ñ4# �©�å�¢�Ý

�Ð�Ý�³

�¥�å�¸�Ÿ�«
�º �©�«�¸�Ò

• • • • —
24-58
ASDM �Ø�î�¨  �ž�–�»

OL-14981-01-J



 

'¨  24 'v       �”�É�Ü�£�î�©�Ù�å  �Þ�–�Ö  �É�ß�º�¥�Ý  �–�å�«�Ì�¡�©�Ù�å�b0¿��
  �¡�Û�«  �Ð�µ�É�b�Ç�•�î�Ý�»�b1��Â
�Ô�î�»

���b/²�c�
�G�b�µ+��†�Q#Ý�[�A�•�Ô�î�»�†&g�K�S�v�b�[�M��

Add/Edit SIP Traffic Class Map

[Add/Edit SIP Traffic Class Map] �²�–�”�ß�¢�Î�µ�¡�«�[�c�
 SIP �¡�Û�«  �Ð�µ�É�†��*O�[�A�r�M��

�Ç�•�î�Ý�»

• [Name]>8SIP �¡�Û�«  �Ð�µ�É�b�¡�S�†  40 �e�Ð�è
Æ�[
°�Š�K�r�M��

• [Description]>8SIP �¡�Û�«  �Ð�µ�É�b1��Â�†
°�Š�K�r�M��

• [Add]>8SIP �¡�Û�«  �Ð�µ�É�†3ã�•�K�r�M��

• [Edit]>8SIP �¡�Û�«  �Ð�µ�É�†)…7Ÿ�K�r�M��

• [Delete]>8SIP �¡�Û�«  �Ð�µ�É�†�P7V�K�r�M��

�Ô�î�»

���b/²�c�
�G�b�µ+��†�Q#Ý�[�A�•�Ô�î�»�†&g�K�S�v�b�[�M��

Add/Edit SIP Match Criterion

[Add/Edit SIP Match Criterion] �²�–�”�ß�¢�Î�µ�¡�«�[�c�
 SIP �¡�Û�«  �Ð�µ�É�b!·�œ�ö =�\�Í�†��*O�[
�A�r�M��

�Ç�•�î�Ý�»

• [Match Type]>8�ö =�_�M+´�K�S�º�Û�Ç�•�µ�¡�†�¡�Û�«  �Ð�µ�É�_�µ�u�•�?�
�r�S�c�M+´�K�^�8�º�Û
�Ç�•�µ�¡�†�µ�u�•�?�æ���K�r�M��

�S�\�<�d�
�e�Ð�4�� example.com���[  [No Match] �†4E�¥�K�S���œ�
 �� example.com���†�µ�t�º�Û
�Ç�•�µ�¡�c�M�m�Z�¡�Û�«  �Ð�µ�É�b�P1ß�¥�_�^�~�r�M��

• [Criterion]>8SIP �º�Û�Ç�•�µ�¡�_4:#Ý�M�•!·�œ�ö =�†�æ���K�r�M��

– [Called Party]>8To �Ê�µ�²�î�_�æ���I�€�S�w�™
��†!·�œ�K�r�M��

– [Calling Party]>8From �Ê�µ�²�î�_�æ���I�€�S$Î�™
–�†!·�œ�K�r�M��

�Ç�“�–�”�˜�›�î�Ý  �Ô�î�» �­�Ÿ�×�Ü�¸�•  �¥�å�¸�Ÿ�«�º

�Ý�î�¸�µ�» 3ñ4# �©�å�¢�Ý

�Ð�Ý�³

�¥�å�¸�Ÿ�«
�º �©�«�¸�Ò

• • • • —

�Ç�“�–�”�˜�›�î�Ý  �Ô�î�» �­�Ÿ�×�Ü�¸�•  �¥�å�¸�Ÿ�«�º

�Ý�î�¸�µ�» 3ñ4# �©�å�¢�Ý

�Ð�Ý�³

�¥�å�¸�Ÿ�«
�º �©�«�¸�Ò

• • • • —
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'¨  24 'v       �”�É�Ü�£�î�©�Ù�å  �Þ�–�Ö  �É�ß�º�¥�Ý  �–�å�«�Ì�¡�©�Ù�å�b0¿��
  �¡�Û�«  �Ð�µ�É�b�Ç�•�î�Ý�»�b1��Â
– [Content Length]>8�Ê�µ�²�î�b�¥�å�¸�å�¶�b6×�I�†!·�œ�K�r�M�� 0 >|  65536 �b(
�V�b�Í�[�M��

– [Content Type]>8�Ê�µ�²�î�b�¥�å�¸�å�¶  �±�–�É�†!·�œ�K�r�M��

– [IM Subscriber]>8SIP IM �b�•
°*…�†!·�œ�K�r�M��

– [Message Path]>8SIP �b  Via �Ê�µ�²�î�†!·�œ�K�r�M��

– [Request Method]>8SIP �b0[�Ó�‰�'�†!·�œ�K�r�M��

– [Third-Party Registration]>8�§�î�»  �Ã�î�¸�•�b$Ï6�0[�Ó*…�†!·�œ�K�r�M��

– [URI Length]>8SIP �Ê�µ�²�î�_�6�•  URI �†!·�œ�K�r�M�� 0 >|  65536 �b(
�V�b�Í�[�M��

• [Called Party Criterion Values]>8!·�œ�M�•�w�™
��†�æ���K�r�M���G0d/²#'�[!·�œ�K�r�M��

– [Regular Expression]>8!·�œ�M�•��*O�I�€�S�G0d/²#'�†�M0t/²&g�K�r�M��

– [Manage]>8[Manage Regular Expressions] �²�–�”�ß�¢�Î�µ�¡�«�@6ä�A�
�G0d/²#'�†0¿���[�A�r
�M��

– [Regular Expression Class]>8!·�œ�M�•��*O�I�€�S�G0d/²#'�¡�Û�«�†�M0t/²&g�K�r�M��

– [Manage]>8[Manage Regular Expression Class] �²�–�”�ß�¢�Î�µ�¡�«�@6ä�A�
�G0d/²#'�¡�Û�«  
�Ð�µ�É�†0¿���[�A�r�M��

• [Calling Party Criterion Values]>8!·�œ�M�•$Î�™
–�†�æ���K�r�M���G0d/²#'�[!·�œ�K�r�M��

– [Regular Expression]>8!·�œ�M�•��*O�I�€�S�G0d/²#'�†�M0t/²&g�K�r�M��

– [Manage]>8[Manage Regular Expressions] �²�–�”�ß�¢�Î�µ�¡�«�@6ä�A�
�G0d/²#'�†0¿���[�A�r
�M��

– [Regular Expression Class]>8!·�œ�M�•��*O�I�€�S�G0d/²#'�¡�Û�«�†�M0t/²&g�K�r�M��

– [Manage]>8[Manage Regular Expression Class] �²�–�”�ß�¢�Î�µ�¡�«�@6ä�A�
�G0d/²#'�¡�Û�«  
�Ð�µ�É�†0¿���[�A�r�M��

• [Content Length Criterion Values]>8�æ���Í�|�~6×�8  SIP �¥�å�¸�å�¶  �Ê�µ�²�î�†!·�œ�K�r�M��

– [Greater Than Length]>8�Ê�µ�²�î�b6×�I�†�Â�–�º�"�)�[
°�Š�K�r�M��

• [Content Type Criterion Values]>8!·�œ�M�•  SIP �¥�å�¸�å�¶  �Ê�µ�²�î�b�±�–�É�†�æ���K�r�M��

– [SDP]>8SDP �±�–�É�b  SIP �¥�å�¸�å�¶  �Ê�µ�²�î�†!·�œ�K�r�M��

– [Regular Expression]>8�G0d/²#'�†!·�œ�K�r�M��

[Regular Expression]>8!·�œ�M�•��*O�I�€�S�G0d/²#'�†�M0t/²&g�K�r�M��

[Manage]>8[Manage Regular Expressions] �²�–�”�ß�¢�Î�µ�¡�«�@6ä�A�
�G0d/²#'�†0¿���[�A�r
�M��

[Regular Expression Class]>8!·�œ�M�•��*O�I�€�S�G0d/²#'�¡�Û�«�†�M0t/²&g�K�r�M��

[Manage]>8[Manage Regular Expression Class] �²�–�”�ß�¢�Î�µ�¡�«�@6ä�A�
�G0d/²#'�¡�Û�«  
�Ð�µ�É�†0¿���[�A�r�M��

• [IM Subscriber Criterion Values]>8!·�œ�M�•  IM $Ï6�*…�†�æ���K�r�M���G0d/²#'�[!·�œ�K�r�M��

– [Regular Expression]>8!·�œ�M�•��*O�I�€�S�G0d/²#'�†�M0t/²&g�K�r�M��

– [Manage]>8[Manage Regular Expressions] �²�–�”�ß�¢�Î�µ�¡�«�@6ä�A�
�G0d/²#'�†0¿���[�A�r
�M��

– [Regular Expression Class]>8!·�œ�M�•��*O�I�€�S�G0d/²#'�¡�Û�«�†�M0t/²&g�K�r�M��

– [Manage]>8[Manage Regular Expression Class] �²�–�”�ß�¢�Î�µ�¡�«�@6ä�A�
�G0d/²#'�¡�Û�«  
�Ð�µ�É�†0¿���[�A�r�M��
24-60
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'¨  24 'v       �”�É�Ü�£�î�©�Ù�å  �Þ�–�Ö  �É�ß�º�¥�Ý  �–�å�«�Ì�¡�©�Ù�å�b0¿��
  �–�å�«�Ì�¡�©�Ù�å  �Ð�µ�É�b�Ç�•�î�Ý�»�b1��Â
• [Message Path Criterion Values]>8!·�œ�M�•  SIP �b  Via �Ê�µ�²�î�†�æ���K�r�M���G0d/²#'�[!·�œ�K
�r�M��

– [Regular Expression]>8!·�œ�M�•��*O�I�€�S�G0d/²#'�†�M0t/²&g�K�r�M��

– [Manage]>8[Manage Regular Expressions] �²�–�”�ß�¢�Î�µ�¡�«�@6ä�A�
�G0d/²#'�†0¿���[�A�r
�M��

– [Regular Expression Class]>8!·�œ�M�•��*O�I�€�S�G0d/²#'�¡�Û�«�†�M0t/²&g�K�r�M��

– [Manage]>8[Manage Regular Expression Class] �²�–�”�ß�¢�Î�µ�¡�«�@6ä�A�
�G0d/²#'�¡�Û�«  
�Ð�µ�É�†0¿���[�A�r�M��

• [Request Method Criterion Values]>8!·�œ�M�•  SIP 0[�Ó�‰�'�†�æ���K�r�M��

– [Request Method]>8���b�p�?�}0[�Ó�‰�'�†�æ���K�r�M�� ack�
 bye�
 cancel�
 info�
 invite�

message�
 notify�
 options�
 prack�
 refer�
 register�
 subscribe�
 unknown�
 update��

• [Third-Party Registration Criterion Values]>8!·�œ�M�•�§�î�»  �Ã�î�¸�•�b$Ï6�0[�Ó*…�†�æ���K�r�M��
�G0d/²#'�[!·�œ�K�r�M��

– [Regular Expression]>8!·�œ�M�•��*O�I�€�S�G0d/²#'�†�M0t/²&g�K�r�M��

– [Manage]>8[Manage Regular Expressions] �²�–�”�ß�¢�Î�µ�¡�«�@6ä�A�
�G0d/²#'�†0¿���[�A�r
�M��

– [Regular Expression Class]>8!·�œ�M�•��*O�I�€�S�G0d/²#'�¡�Û�«�†�M0t/²&g�K�r�M��

– [Manage]>8[Manage Regular Expression Class] �²�–�”�ß�¢�Î�µ�¡�«�@6ä�A�
�G0d/²#'�¡�Û�«  
�Ð�µ�É�†0¿���[�A�r�M��

• [URI Length Criterion Values]>8SIP �Ê�µ�²�î�[�æ���K�S�Í�|�~6×�8�
4E�¥�K�S�±�–�É�b  URI �†!·
�œ�K�r�M��

– [URI type]>8SIP URI �r�S�c  TEL URI �†�æ���K�Z!·�œ�K�r�M��

– [Greater Than Length]>86×�I�†�Â�–�º�"�)�[�æ���K�r�M��

�Ô�î�»

���b/²�c�
�G�b�µ+��†�Q#Ý�[�A�•�Ô�î�»�†&g�K�S�v�b�[�M��

�–�å�«�Ì�¡�©�Ù�å  �Ð�µ�É�b�Ç�•�î�Ý�»�b1��Â
�G�b8o�[�c�
�–�å�«�Ì�¡�©�Ù�å  �Ð�µ�É�†0¿���M�•�‰�2�_�X�8�Z1��Â�K�r�M�����b8o% �†�v�~�V�F�r�M��

>&�@>' RADIUS �–�å�«�Ì�¡�©�Ù�å  �Ð�µ�É�b0ò(ý�_�X�8�Z�c�
 ��'ö#.�º�Û�Ç�•�µ�¡�b�§�î�Å�«  �Ï�Ü�©�î  �Ý�î�Ý
�b3ã�•�� >&P.23-8>' �†�g!·�K�Z�C�T�I�8��

• �� DCERPC Inspect Map��>&P.24-64>'

• �� DNS Inspect Map��>&P.24-66>'

�Ç�“�–�”�˜�›�î�Ý  �Ô�î�» �­�Ÿ�×�Ü�¸�•  �¥�å�¸�Ÿ�«�º

�Ý�î�¸�µ�» 3ñ4# �©�å�¢�Ý

�Ð�Ý�³

�¥�å�¸�Ÿ�«
�º �©�«�¸�Ò

• • • • —
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• �� ESMTP Inspect Map��>&P.24-74>'

• �� FTP Inspect Map��>&P.24-82>'

• �� GTP Inspect Map��>&P.24-87>'

• �� H.323 Inspect Map��>&P.24-92>'

• �� HTTP Inspect Map��>&P.24-99>'

• �� Instant Messaging (IM) Inspect Map��>&P.24-107>'

• �� IPSec Pass Through Inspect Map��>&P.24-110>'

• �� MGCP Inspect Map��>&P.24-113>'

• �� NetBIOS Inspect Map��>&P.24-116>'

• �� RTSP Inspect Map��>&P.24-117>'

• �� SCCP (Skinny) Inspect Map��>&P.24-119>'

• �� SIP Inspect Map��>&P.24-125>'

• �� SNMP Inspect Map��>&P.24-131>'
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#Ý�K�Z�
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�º$��•�v&�1��K�r�M���¨�C�b�É�ß�º�¥�Ý�c�
�Ã�Ç�›�î�Ð�å�«�†�¥�V�I�O�•�S�u�_�
 TCP �r�S�c  UDP �b
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�·$×�_�m�~�\�Z�}�€�S
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DCERPC DCERPC �–�å�«�Ì�¡�©�Ù�å�[�
 DCERPC �–�å�«�Ì�¡�©�Ù�å  �Ð�µ�É�†�8
�B�
/²&g�
'ö#.�K�r�M�� DCERPC �Ð�µ�É�[�¡�Û�–�”�å�º�\�š�å�»�Ï�–�å
�º  �Ð�µ�Ã�î�b6ë�[3æ�w�I�€�•  DCERPC �Ó�µ�­�î�ª�†�è���K�
�²0[�_�Â�L
�Z�­�•�å�²�Ü�K)F�_  NAT �†4:#Ý�K�r�M�� DCERPC �c�Ü�Ô�î�º  �É�ß�©�î
�ª�Õ  �¥�î�Ý  �Ó�•�½�¬�Ò�b�Ù�]�[�M��

DNS DNS �–�å�«�Ì�¡�©�Ù�å�[�
 DNS �–�å�«�Ì�¡�©�Ù�å  �Ð�µ�É�†�8�B�
/²&g�

'ö#.�K�r�M���G�b�Ð�µ�É�†�Q#Ý�K�Z  DNS �Ó�µ�­�î�ª�†�|�~0ò(ý�_�D�š�K�

DNS �«�É�î�Ç�•�å�¢�\�Ÿ�Õ�µ�©�×  �Ï�–�¬�½�å�¢�†�–1¤�[�A�r�M�� DNS 
�c�
 IP �”�»�Þ�«�x�Ó�î�Ý  �§�î�Â�^�]�b�»�Ó�–�å�¡�b�_���†0Ž�ô�K�r�M��

ESMTP ESMTP �–�å�«�Ì�¡�©�Ù�å�[�
 ESMTP �–�å�«�Ì�¡�©�Ù�å  �Ð�µ�É�†�8�B�

/²&g�
'ö#.�K�r�M�� ESMTP �Ð�µ�É�†�Q#Ý�K�Z�”�É�Ü�£�î�©�Ù�å�b�­�Ÿ�×
�Ü�¸�•�>�|�g�É�ß�º�¥�Ý =�Ð�ö�†�è���K�
�7�Á�b75�š�
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�È�ß�µ�¡�
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�c  SMTP 0d�A�b�É�ß�º�¥�Ý�Ñ�G�†��*O�K�r�M��

FTP FTP �–�å�«�Ì�¡�©�Ù�å�[�
 FTP �–�å�«�Ì�¡�©�Ù�å  �Ð�µ�É�†�8�B�
/²&g�

'ö#.�K�r�M�� FTP �c�
�–�å�±�î�¿�µ�º�^�]�
 TCP/IP �¿�µ�º�á�î�¡�†�Ó�K
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 FTP 
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GTP GTP �–�å�«�Ì�¡�©�Ù�å�[�
 GTP �–�å�«�Ì�¡�©�Ù�å  �Ð�µ�É�†�8�B�
/²&g�

'ö#.�K�r�M�� GTP �c�š3Q$×�‚�K�8�É�ß�º�¥�Ý�[�
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GTP �Ð�µ�É�†�Q#Ý�K�Z�
�±�–�Ò�”�˜�º�Í�
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�X�
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H.323 H.323 �–�å�«�Ì�¡�©�Ù�å�[�
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/²
&g�
'ö#.�K�r�M�� H.323 �Ð�µ�É�†�Q#Ý�K�Z�
 RAS�
 H.225�
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HTTP HTTP �–�å�«�Ì�¡�©�Ù�å�[�
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IPSec Pass Through IPSec �Ã�«�«�Ý�î  �–�å�«�Ì�¡�©�Ù�å�[�
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DCERPC Inspect Map

[DCERPC] �Ì�–�å�[�c�
 DCERPC �”�É�Ü�£�î�©�Ù�å�b�¦�S�_0¿���I�€�S�–�å�«�Ì�¡�©�Ù�å  �Ð�µ�É�†/²
&g�[�A�r�M�� DCERPC �Ð�µ�É�[�c�
 DCERPC �”�É�Ü�£�î�©�Ù�å  �–�å�«�Ì�¡�©�Ù�å�b�¹�Ç�›�Ý�º0¿��
�Í�†�š�f�[�A�r�M��

DCERPC �c�
 Microsoft &k�b�(�S�¡�Û�–�”�å�º / �§�î�Â  �”�É�Ü�£�î�©�Ù�å�[�È�C�Q�ƒ�€�Z�8�•�É�ß�º�¥
�Ý�[�M���G�b�É�ß�º�¥�Ý�_�|�W�Z�
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3û�–�
�G�b�É�ß�º�¥�Ý�b�K)F�[�c�
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�¡�Û�–�”�å�º�c�
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4#�k13�Ó�7�Á�†75�š�[�A�r�M��

RTSP RTSP �–�å�«�Ì�¡�©�Ù�å�[�
 RTSP �–�å�«�Ì�¡�©�Ù�å  �Ð�µ�É�†�8�B�
/²&g�

'ö#.�[�A�r�M�� RTSP �Ð�µ�É�†�Q#Ý�K�Z�
 RTSP PAT �†�µ�t  RTSP �º�Û
�Ç�•�µ�¡�†�–1¤�[�A�r�M��

SCCP>&Skinny>' SCCP>&Skinny>'�–�å�«�Ì�¡�©�Ù�å�[�
 SCCP>&Skinny>'�b�–�å�«�Ì�¡
�©�Ù�å  �Ð�µ�É�†�8�B�
/²&g�
'ö#.�K�r�M�� SCCP �Ð�µ�É�†�Q#Ý�K�Z�
�É�ß
�º�¥�Ý =�Ð�³�™�µ�¡�\�ö�•$×�^�«�¸�î�º  �º�Û�µ�Ÿ�å�¢�@�[�A�r�M��

SIP SIP �–�å�«�Ì�¡�©�Ù�å�[�
 SIP �b�–�å�«�Ì�¡�©�Ù�å  �Ð�µ�É�†�8�B�
/²&g�

'ö#.�K�r�M�� SIP �Ð�µ�É�†�Q#Ý�K�Z�
�”�É�Ü�£�î�©�Ù�å�b�­�Ÿ�×�Ü�¸�•�\
�É�ß�º�¥�Ý =�Ð�†�³�™�µ�¡�K�
 SIP �†�<#Ý�K�S�7�Á�†75�š�[�A�r�M�� SIP 
�c�
�–�å�±�î�¿�µ�º�
1Ÿ�
�¸�Þ�Ç�›�½�î�
�É�Þ�®�å�«�
�–�Ë�å�º3û%±�
�–
�å�«�±�å�º  �Ó�µ�­�î�ª�µ+��[�œ�È�C�<#Ý�I�€�Z�8�•�É�ß�º�¥�Ý�[�M��

SNMP SNMP �–�å�«�Ì�¡�©�Ù�å�[�
 SNMP �b�–�å�«�Ì�¡�©�Ù�å  �Ð�µ�É�†�8�B�

/²&g�
'ö#.�K�r�M�� SNMP �c�
�¿�µ�º�á�î�¡'ö#.�¹�Â�–�«�\�¿�µ�º�á�î�¡
'ö#.�«�¸�î�©�Ù�å6ë�b3û�™�_�<#Ý�I�€�•�É�ß�º�¥�Ý�[�M�� SNMP �Ð�µ�É�†
�Q#Ý�K�Z�
 SNMP v1�
 2�
 2c�
 3 �^�]"I���b  SNMP �Â�î�ª�Ù�å�†�È�ß�µ�¡
�[�A�r�M��
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'¨  24 'v       �”�É�Ü�£�î�©�Ù�å  �Þ�–�Ö  �É�ß�º�¥�Ý  �–�å�«�Ì�¡�©�Ù�å�b0¿��
  �–�å�«�Ì�¡�©�Ù�å  �Ð�µ�É�b�Ç�•�î�Ý�»�b1��Â
• [Add]>8�‚�K�8  DCERPC �–�å�«�Ì�¡�©�Ù�å�†0¿���K�r�M�� DCERPC �–�å�«�Ì�¡�©�Ù�å  �Ð�µ�É�†)…
7Ÿ�M�•�_�c�
 [DCERPC Inspect Maps] �¸�î�È�Ý�[  DCERPC �b�š�å�º�Ü�†4E�¥�K�
 [Customize] �†
�¡�Ü�µ�¡�K�r�M��

• [Delete]>8[DCERPC Inspect Maps] �¸�î�È�Ý�[4E�¥�K�S�–�å�«�Ì�¡�©�Ù�å  �Ð�µ�É�†�P7V�K�r�M��

• [Security Level]>8�­�Ÿ�×�Ü�¸�•  �Þ�Ë�Ý>&High�
 Medium�
 Low>'�†4E�¥�K�r�M��

– Low

�Æ�å�Í�î�Ý�b�±�–�Ò�”�˜�º>8 00:02:00

�š�å�»�Ï�–�å�º  �Ð�µ�Ã�î  �§�î�Å�«>84:#Ý�I�D�K�^�8

�š�å�»�Ï�–�å�º  �Ð�µ�Ã�î  �§�î�Å�«  �Ý�µ�¡�”�µ�É>8�–�¿�î�È�Ý

�š�å�»�Ï�–�å�º  �Ð�µ�Ã�î  �§�î�Å�«  �Ý�µ�¡�”�µ�É�b�±�–�Ò�”�˜�º>8 00:05:00

– Medium>8�¹�Ç�›�Ý�º

�Æ�å�Í�î�Ý�b�±�–�Ò�”�˜�º>8 00:01:00

�š�å�»�Ï�–�å�º  �Ð�µ�Ã�î  �§�î�Å�«>84:#Ý�I�D�K�^�8

�š�å�»�Ï�–�å�º  �Ð�µ�Ã�î  �§�î�Å�«  �Ý�µ�¡�”�µ�É>8�¹�•�­�î�È�Ý

– High

�Æ�å�Í�î�Ý�b�±�–�Ò�”�˜�º>8 00:01:00

�š�å�»�Ï�–�å�º  �Ð�µ�Ã�î  �§�î�Å�«>84:#Ý�I�D�M�•

�š�å�»�Ï�–�å�º  �Ð�µ�Ã�î  �§�î�Å�«  �Ý�µ�¡�”�µ�É>8�¹�•�­�î�È�Ý

– [Customize]>8[Add/Edit DCERPC Policy Map] �²�–�”�ß�¢�Î�µ�¡�«�†6ä�A�
3ã�•�b0¿���†/œ
�8�r�M��

– [Default Level]>8�­�Ÿ�×�Ü�¸�•  �Þ�Ë�Ý�†�¹�Ç�›�Ý�º�b  Medium �Þ�Ë�Ý�_�`�K�r�M��

�Ô�î�»

���b/²�c�
�G�b�µ+��†�Q#Ý�[�A�•�Ô�î�»�†&g�K�S�v�b�[�M��

Add/Edit DCERPC Policy Map

[Add/Edit DCERPC Policy Map] �Ì�–�å�[�c�
 DCERPC �”�É�Ü�£�î�©�Ù�å  �–�å�«�Ì�¡�©�Ù�å  �Ð�µ�É�b
�­�Ÿ�×�Ü�¸�•  �Þ�Ë�Ý�\�Ã�Û�Ó�î�±�†0¿���[�A�r�M��

�Ç�•�î�Ý�»

• [Name]>8DCERPC �Ð�µ�É�b3ã�•�ì�_  DCERPC �Ð�µ�É�b�¡�S�†
°�Š�K�r�M�� DCERPC �Ð�µ�É�b)…
7Ÿ�ì�_�c�
�¦�S�_0¿���K�S  DCERPC �Ð�µ�É�b�¡�S�@/²&g�I�€�r�M��

• [Description]>8DCERPC �Ð�µ�É�b1��Â�†  200 �e�Ð�è
Æ�[
°�Š�K�r�M��

• [Security Level]>8�­�Ÿ�×�Ü�¸�•  �Þ�Ë�Ý>&High�
 Medium�
 Low>'�†4E�¥�K�r�M��

�Ç�“�–�”�˜�›�î�Ý  �Ô�î�» �­�Ÿ�×�Ü�¸�•  �¥�å�¸�Ÿ�«�º

�Ý�î�¸�µ�» 3ñ4# �©�å�¢�Ý

�Ð�Ý�³

�¥�å�¸�Ÿ�«
�º �©�«�¸�Ò

• • • • —
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'¨  24 'v       �”�É�Ü�£�î�©�Ù�å  �Þ�–�Ö  �É�ß�º�¥�Ý  �–�å�«�Ì�¡�©�Ù�å�b0¿��
  �–�å�«�Ì�¡�©�Ù�å  �Ð�µ�É�b�Ç�•�î�Ý�»�b1��Â
– Low

�Æ�å�Í�î�Ý�b�±�–�Ò�”�˜�º>8 00:02:00

�š�å�»�Ï�–�å�º  �Ð�µ�Ã�î  �§�î�Å�«>84:#Ý�I�D�K�^�8

�š�å�»�Ï�–�å�º  �Ð�µ�Ã�î  �§�î�Å�«  �Ý�µ�¡�”�µ�É>8�–�¿�î�È�Ý

�š�å�»�Ï�–�å�º  �Ð�µ�Ã�î  �§�î�Å�«  �Ý�µ�¡�”�µ�É�b�±�–�Ò�”�˜�º>8 00:05:00

– Medium>8�¹�Ç�›�Ý�º

�Æ�å�Í�î�Ý�b�±�–�Ò�”�˜�º>8 00:01:00

�š�å�»�Ï�–�å�º  �Ð�µ�Ã�î  �§�î�Å�«>84:#Ý�I�D�K�^�8

�š�å�»�Ï�–�å�º  �Ð�µ�Ã�î  �§�î�Å�«  �Ý�µ�¡�”�µ�É>8�¹�•�­�î�È�Ý

– High

�Æ�å�Í�î�Ý�b�±�–�Ò�”�˜�º>8 00:01:00

�š�å�»�Ï�–�å�º  �Ð�µ�Ã�î  �§�î�Å�«>84:#Ý�I�D�M�•

�š�å�»�Ï�–�å�º  �Ð�µ�Ã�î  �§�î�Å�«  �Ý�µ�¡�”�µ�É>8�¹�•�­�î�È�Ý

– [Default Level]>8�­�Ÿ�×�Ü�¸�•  �Þ�Ë�Ý�†�¹�Ç�›�Ý�º�b  Medium �Þ�Ë�Ý�_�`�K�r�M��

• [Details]>80ò(ý�^0¿���†/œ�:�S�u�b�Ã�Û�Ó�î�±�†/²&g�K�r�M��

– [Pinhole Timeout]>8�Æ�å�Í�î�Ý  �±�–�Ò�”�˜�º�†0¿���K�r�M���¡�Û�–�”�å�º�@�Q#Ý�M�•�§�î�Â
�_���c�
0
�X�b�K)F�b�š�å�»�Ï�–�å�º  �Ð�µ�Ã�î�?�}3É�I�€�•���œ�@�6�•�S�u�
�±�–�Ò�”�˜�º
�Í�c�¡�Û�–�”�å�º�b�”�É�Ü�£�î�©�Ù�å#”�C�†*ƒ�Ö�K�Z0¿���K�r�M��(
�V�c�
 0:0:1 >|  1193:0:0 
�[�M���¹�Ç�›�Ý�º�c  2 �(�[�M��

– [Enforce endpoint-mapper service]>8�Â�–�å�¹�•�å�¢�p�_�š�å�»�Ï�–�å�º  �Ð�µ�Ã�î  �§�î�Å�«�†
4:#Ý�K�r�M��

– [Enable endpoint-mapper service lookup]>8�š�å�»�Ï�–�å�º  �Ð�µ�Ã�î  �§�î�Å�«�b�Ý�µ�¡�”�µ�É
�†�–�¿�î�È�Ý�_�K�r�M���¹�•�­�î�È�Ý�b���œ�
�Æ�å�Í�î�Ý  �±�–�Ò�”�˜�º�@4:#Ý�I�€�r�M��

[Enforce Service Lookup Timeout]>8�æ���I�€�S�§�î�Å�«  �Ý�µ�¡�”�µ�É  �±�–�Ò�”�˜�º�†4:#Ý�K
�r�M��

[Service Lookup Timeout]>8�Ý�µ�¡�”�µ�É�[�Æ�å�Í�î�Ý�K�S���œ�b�±�–�Ò�”�˜�º�†0¿���K�r�M��

�Ô�î�»

���b/²�c�
�G�b�µ+��†�Q#Ý�[�A�•�Ô�î�»�†&g�K�S�v�b�[�M��

DNS Inspect Map

[DNS] �Ì�–�å�[�c�
 DNS �”�É�Ü�£�î�©�Ù�å�b�¦�S�_0¿���I�€�S�–�å�«�Ì�¡�©�Ù�å  �Ð�µ�É�†/²&g�[�A�r
�M�� DNS �Ð�µ�É�†�Q#Ý�M�•�\�
 DNS �”�É�Ü�£�î�©�Ù�å  �–�å�«�Ì�¡�©�Ù�å�_�Q#Ý�M�•�¹�Ç�›�Ý�º0¿���Í
�†�š�f�[�A�r�M��

�Ç�“�–�”�˜�›�î�Ý  �Ô�î�» �­�Ÿ�×�Ü�¸�•  �¥�å�¸�Ÿ�«�º

�Ý�î�¸�µ�» 3ñ4# �©�å�¢�Ý

�Ð�Ý�³

�¥�å�¸�Ÿ�«
�º �©�«�¸�Ò

• • • • —
24-66
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'¨  24 'v       �”�É�Ü�£�î�©�Ù�å  �Þ�–�Ö  �É�ß�º�¥�Ý  �–�å�«�Ì�¡�©�Ù�å�b0¿��
  �–�å�«�Ì�¡�©�Ù�å  �Ð�µ�É�b�Ç�•�î�Ý�»�b1��Â
DNS �”�É�Ü�£�î�©�Ù�å  �–�å�«�Ì�¡�©�Ù�å�c�
 DNS �«�É�î�Ç�•�å�¢�\�Ÿ�Õ�µ�©�×  �Ï�–�¬�½�å�¢�†75�D
�S�u�b  DNS �Ó�µ�­�î�ª�D�š�†�§�Ï�î�º�K�Z�8�r�M���Ø�î�¨�@0¿���[�A�•�Ý�î�Ý�†�Q#Ý�K�Z�
"I���b  
DNS �±�–�É�†0Á�•�
�»�ß�µ�É�
�ß� �å�¢�K�
�Ú�b  DNS �±�–�É�†�È�ß�µ�¡�M�•�G�\�@�[�A�r�M���S�\�<
�d�
�°�î�å3?3æ�†�G�b�µ+��b�6�•�§�î�Â6ë�T�E�_�D7H�[�A�r�M��


¶6ä�§�î�Â�@"I���b
Æ4Š�°�î�å�T�E�†�§�Ï�î�º�K�Z�8�•���œ�_�
 DNS �Ê�µ�²�î�_�6�•  Recursion 
Desired �Ç�Û�¢�\  Recursion Available �Ç�Û�¢�†�Ð�«�¡�K�Z�
�§�î�Â�†�7�Á�?�}�ò�•�G�\�@�[�A�r�M���r
�S�
 DNS �b�Û�å�²�Ò�ì�†�–�¿�î�È�Ý�_�M�•�\�
�Û�å�²�Ò�ì�†�§�Ï�î�º�K�Z�8�^�8�§�î�Â�x�I�Ø�b�*�8
$2���˜�X�ª�™�¿�Þ�î�±�†�Q#Ý�M�•�§�î�Â�b�«�É�î�Ç�•�å�¢�x�Ÿ�Õ�µ�©�×  �Ï�–�¬�½�å�¢�†�G4J�[�A�r�M��
!·�
�[�A�•�»�Ó�–�å�¡�†�D7H�M�•�G�\�_�|�~�

¶6ä�§�î�Â�b�–1¤�@�I�}�_&����_�^�~�r�M��

�Y�M+´�b  DNS �Â'Å�X�@4#�Ø�_�Q�<�S���œ>&�Ÿ�Õ�µ�©�×  �Ï�–�¬�½�å�¢�7�Á�†&g�K�Z�8�•�•+��ö�@�6�•>' �

DNS �Y�M+´�b�”�Û�î�º�†0¿���K�Z3û%±�M�•�G�\�@�[�A�r�M���I�}�_�
�M�m�Z�b  DNS �Ó�µ�­�î�ª�_�º�Û
�å�¨�¡�©�Ù�å*+�¡>& TSIG>'�†�Ü�E�•�|�:�_�³�™�µ�¡�M�•0¿���v/œ�:�G�\�@�[�A�r�M��

�Ç�•�î�Ý�»

• [DNS Inspect Maps]>8��*O�I�€�Z�8�•  DNS �–�å�«�Ì�¡�©�Ù�å  �Ð�µ�É�†�M0t/²&g�M�•�¸�î�È�Ý�[
�M��

• [Add]>8�‚�K�8  DNS �–�å�«�Ì�¡�©�Ù�å  �Ð�µ�É�†0¿���K�r�M�� DNS �–�å�«�Ì�¡�©�Ù�å  �Ð�µ�É�†)…7Ÿ
�M�•�_�c�
 [DNS Inspect Maps] �¸�î�È�Ý�[  DNS �b�š�å�º�Ü�†4E�¥�K�
 [Customize] �†�¡�Ü�µ�¡�K
�r�M��

• [Delete]>8[DNS Inspect Maps] �¸�î�È�Ý�[4E�¥�K�S�–�å�«�Ì�¡�©�Ù�å  �Ð�µ�É�†�P7V�K�r�M��

• [Security Level]>8�­�Ÿ�×�Ü�¸�•  �Þ�Ë�Ý>&High�
 Medium�
 Low>'�†4E�¥�K�r�M��

– Low>8�¹�Ç�›�Ý�º

DNS Guard>8�–�¿�î�È�Ý

NAT �b�Ü�Û�–�º>8�–�¿�î�È�Ý

�É�ß�º�¥�Ý4:#Ý>8�–�¿�î�È�Ý

ID �b�Û�å�²�Ò�ì>8�¹�•�­�î�È�Ý

�Ó�µ�­�î�ª�b6×�I�b�³�™�µ�¡>8�–�¿�î�È�Ý

�Ó�µ�­�î�ª�b�q�±6×>8 512

�Y�M+´�Þ�î�º�b�ß� �å�¢>8�¹�•�­�î�È�Ý

TSIG �Ü�¯�î�«  �Þ�¥�î�»>84:#Ý�I�D�K�^�8

– Medium

DNS Guard>8�–�¿�î�È�Ý

NAT �b�Ü�Û�–�º>8�–�¿�î�È�Ý

�É�ß�º�¥�Ý4:#Ý>8�–�¿�î�È�Ý

ID �b�Û�å�²�Ò�ì>8�–�¿�î�È�Ý

�Ó�µ�­�î�ª�b6×�I�b�³�™�µ�¡>8�–�¿�î�È�Ý

�Ó�µ�­�î�ª�b�q�±6×>8 512

�Y�M+´�Þ�î�º�b�ß� �å�¢>8�–�¿�î�È�Ý

TSIG �Ü�¯�î�«  �Þ�¥�î�»>84:#Ý�I�D�K�^�8

– High

DNS Guard>8�–�¿�î�È�Ý

NAT �b�Ü�Û�–�º>8�–�¿�î�È�Ý
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'¨  24 'v       �”�É�Ü�£�î�©�Ù�å  �Þ�–�Ö  �É�ß�º�¥�Ý  �–�å�«�Ì�¡�©�Ù�å�b0¿��
  �–�å�«�Ì�¡�©�Ù�å  �Ð�µ�É�b�Ç�•�î�Ý�»�b1��Â
�É�ß�º�¥�Ý4:#Ý>8�–�¿�î�È�Ý

ID �b�Û�å�²�Ò�ì>8�–�¿�î�È�Ý

�Ó�µ�­�î�ª�b6×�I�b�³�™�µ�¡>8�–�¿�î�È�Ý

�Ó�µ�­�î�ª�b�q�±6×>8 512

�Y�M+´�Þ�î�º�b�ß� �å�¢>8�–�¿�î�È�Ý

TSIG �Ü�¯�î�«  �Þ�¥�î�»>84:#Ý�I�D�M�•

• [Customize]>8[Add/Edit DNS Policy Map] �²�–�”�ß�¢�Î�µ�¡�«�†6ä�A�
3ã�•�b0¿���†/œ�8�r�M��

• [Default Level]>8�­�Ÿ�×�Ü�¸�•  �Þ�Ë�Ý�†�¹�Ç�›�Ý�º�b  Low �Þ�Ë�Ý�_�`�K�r�M��

�Ô�î�»

���b/²�c�
�G�b�µ+��†�Q#Ý�[�A�•�Ô�î�»�†&g�K�S�v�b�[�M��

Add/Edit DNS Policy Map >&�­�Ÿ�×�Ü�¸�•  �Þ�Ë�Ý>'

[Add/Edit DNS Policy Map] �Ì�–�å�[�c�
 DNS �”�É�Ü�£�î�©�Ù�å  �–�å�«�Ì�¡�©�Ù�å  �Ð�µ�É�b�­�Ÿ�×�Ü
�¸�•  �Þ�Ë�Ý�\3ã�•�b0¿���Í�†0¿���[�A�r�M��

�Ç�•�î�Ý�»

• [Name]>8DNS �Ð�µ�É�b3ã�•�ì�_  DNS �Ð�µ�É�b�¡�S�†
°�Š�K�r�M�� DNS �Ð�µ�É�b)…7Ÿ�ì�_�c�
�¦
�S�_0¿���K�S  DNS �Ð�µ�É�b�¡�S�@/²&g�I�€�r�M��

• [Description]>8DNS �Ð�µ�É�b1��Â�†  200 �e�Ð�è
Æ�[
°�Š�K�r�M��

• [Security Level]>8�­�Ÿ�×�Ü�¸�•  �Þ�Ë�Ý>&High�
 Medium�
 Low>'�†4E�¥�K�r�M��

– Low>8�¹�Ç�›�Ý�º

DNS Guard>8�–�¿�î�È�Ý

NAT �b�Ü�Û�–�º>8�–�¿�î�È�Ý

�É�ß�º�¥�Ý4:#Ý>8�–�¿�î�È�Ý

ID �b�Û�å�²�Ò�ì>8�¹�•�­�î�È�Ý

�Ó�µ�­�î�ª�b6×�I�b�³�™�µ�¡>8�–�¿�î�È�Ý

�Ó�µ�­�î�ª�b�q�±6×>8 512

�Y�M+´�Þ�î�º�b�ß� �å�¢>8�¹�•�­�î�È�Ý

TSIG �Ü�¯�î�«  �Þ�¥�î�»>84:#Ý�I�D�K�^�8

– Medium

DNS Guard>8�–�¿�î�È�Ý

NAT �b�Ü�Û�–�º>8�–�¿�î�È�Ý

�Ç�“�–�”�˜�›�î�Ý  �Ô�î�» �­�Ÿ�×�Ü�¸�•  �¥�å�¸�Ÿ�«�º

�Ý�î�¸�µ�» 3ñ4# �©�å�¢�Ý

�Ð�Ý�³

�¥�å�¸�Ÿ�«
�º �©�«�¸�Ò
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  �–�å�«�Ì�¡�©�Ù�å  �Ð�µ�É�b�Ç�•�î�Ý�»�b1��Â
�É�ß�º�¥�Ý4:#Ý>8�–�¿�î�È�Ý

ID �b�Û�å�²�Ò�ì>8�–�¿�î�È�Ý

�Ó�µ�­�î�ª�b6×�I�b�³�™�µ�¡>8�–�¿�î�È�Ý

�Ó�µ�­�î�ª�b�q�±6×>8 512

�Y�M+´�Þ�î�º�b�ß� �å�¢>8�–�¿�î�È�Ý

TSIG �Ü�¯�î�«  �Þ�¥�î�»>84:#Ý�I�D�K�^�8

– High

DNS Guard>8�–�¿�î�È�Ý

NAT �b�Ü�Û�–�º>8�–�¿�î�È�Ý

�É�ß�º�¥�Ý4:#Ý>8�–�¿�î�È�Ý

ID �b�Û�å�²�Ò�ì>8�–�¿�î�È�Ý

�Ó�µ�­�î�ª�b6×�I�b�³�™�µ�¡>8�–�¿�î�È�Ý

�Ó�µ�­�î�ª�b�q�±6×>8 512

�Y�M+´�Þ�î�º�b�ß� �å�¢>8�–�¿�î�È�Ý

TSIG �Ü�¯�î�«  �Þ�¥�î�»>84:#Ý�I�D�M�•

– [Default Level]>8�­�Ÿ�×�Ü�¸�•  �Þ�Ë�Ý�†�¹�Ç�›�Ý�º�b  Low �Þ�Ë�Ý�_�`�K�r�M��

• [Details]>80ò(ý�^0¿���†/œ�:�S�u�b  [Protocol Conformance] �±�È�
 [Filtering] �±�È�
 [Mismatch 
Rate] �±�È�
�>�|�g  [Inspection] �±�È�†/²&g�K�r�M��

�Ô�î�»

���b/²�c�
�G�b�µ+��†�Q#Ý�[�A�•�Ô�î�»�†&g�K�S�v�b�[�M��

Add/Edit DNS Policy Map >&0ò(ý>'

[Add/Edit DNS Policy Map] �Ì�–�å�[�c�
 DNS �”�É�Ü�£�î�©�Ù�å  �–�å�«�Ì�¡�©�Ù�å  �Ð�µ�É�b�­�Ÿ�×�Ü
�¸�•  �Þ�Ë�Ý�\3ã�•�b0¿���Í�†0¿���[�A�r�M��

�Ç�•�î�Ý�»

• [Name]>8DNS �Ð�µ�É�b3ã�•�ì�_  DNS �Ð�µ�É�b�¡�S�†
°�Š�K�r�M�� DNS �Ð�µ�É�b)…7Ÿ�ì�_�c�
�¦
�S�_0¿���K�S  DNS �Ð�µ�É�b�¡�S�@/²&g�I�€�r�M��

• [Description]>8DNS �Ð�µ�É�b1��Â�†  200 �e�Ð�è
Æ�[
°�Š�K�r�M��

• [Security Level]>80¿���M�•�­�Ÿ�×�Ü�¸�•  �Þ�Ë�Ý�†/²&g�K�r�M��

• [Protocol Conformance]>8�G�b�±�È�[  DNS �b�É�ß�º�¥�Ý =�Ð�†0¿���K�r�M��

�Ç�“�–�”�˜�›�î�Ý  �Ô�î�» �­�Ÿ�×�Ü�¸�•  �¥�å�¸�Ÿ�«�º

�Ý�î�¸�µ�» 3ñ4# �©�å�¢�Ý

�Ð�Ý�³

�¥�å�¸�Ÿ�«
�º �©�«�¸�Ò

• • • • —
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– [Enable DNS guard function]>8DNS �Ê�µ�²�î�b1‘�9�Ç�•�î�Ý�»�†�Q#Ý�K�Z�
 DNS �¡�š�Ü�î�\
�Â'Å�b�Y�M+´�b�³�™�µ�¡�†/œ�8�r�M���¡�š�Ü�î�H�\�_  1 �X�b�Â'Å�@�­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å
�«�†3û4#�[�A�r�M��

– [Enable NAT re-write function]>8DNS �Â'Å�b  A �Þ�¥�î�»�_�6�•  IP �”�»�Þ�«�b�š�n�†�–�¿�î�È
�Ý�_�K�r�M��

– [Enable protocol enforcement]>8DNS �Ó�µ�­�î�ª�b�g�'�³�™�µ�¡�†�–�¿�î�È�Ý�_�K�r�M���»�Ó
�–�å�¡�
�Û�Ë�Ý�b6×�I�
�})°�
�Ý�î�É�K�S�Ï�–�å�±�^�]�†�³�™�µ�¡�K�r�M��

– [Randomize the DNS identifier for DNS query]>8DNS �¡�š�Ü�î  �Ó�µ�­�î�ª�b  DNS 1‘�9�Ê�†�Û
�å�²�Ò�ì�K�r�M��

– [Enforce TSIG resource record to be present in DNS message]>8TSIG �Ü�¯�î�«  �Þ�¥�î�»�@  
DNS �º�Û�å�¨�¡�©�Ù�å�_�Ñ�~�M�•�²0[�@�6�~�r�M�� TSIG �†�I�D$×�_4:#Ý�M�•�\�
���b�”�¡
�©�Ù�å�@��/œ�I�€�r�M��

[Drop packet]>8�Ã�£�µ�º�†�»�ß�µ�É�K�r�M>&�ß� �å�¢�c�–�¿�î�È�Ý�r�S�c�¹�•�­�î�È�Ý�_�æ��
�[�A�r�M>' ��

[Log]>8�ß� �å�¢�†�–�¿�î�È�Ý�_�K�r�M��

• [Filtering]>8�G�b�±�È�[  DNS �b�Ç�•�Ý�±�Ü�å�¢�†0¿���K�r�M��

– [Global Settings]>80¿���@�¢�ß�î�Â�Ý�_4:#Ý�I�€�r�M��

[Drop packets that exceed specified maximum length (global)]>8�q�±6×>&�Â�–�º>'�†2x�<�•�Ã
�£�µ�º�†�»�ß�µ�É�K�r�M��

[Maximum Packet Length]>8�Ã�£�µ�º�b�q�±6×�†�Â�–�º�"�)�[
°�Š�K�r�M��

– [Server Settings]>8�§�î�Â�b0¿���T�E�†4:#Ý�K�r�M��

[Drop packets that exceed specified maximum length]>8�q�±6×>&�Â�–�º>'�†2x�<�•�Ã�£�µ�º�†
�»�ß�µ�É�K�r�M��

[Maximum Packet Length]>8�Ã�£�µ�º�b�q�±6×�†�Â�–�º�"�)�[
°�Š�K�r�M��

[Drop packets sent to server that exceed length indicated by the RR]>8[Resource Record] �[�æ
���I�€�S6×�I�†2x�<�•�Ã�£�µ�º�@�§�î�Â�_3æ�™�I�€�S���œ�c�»�ß�µ�É�K�r�M��

– [Client Settings]>8�¡�Û�–�”�å�º�b0¿���T�E�†4:#Ý�K�r�M��

[Drop packets that exceed specified maximum length]>8�q�±6×>&�Â�–�º>'�†2x�<�•�Ã�£�µ�º�†
�»�ß�µ�É�K�r�M��

[Maximum Packet Length]>8�Ã�£�µ�º�b�q�±6×�†�Â�–�º�"�)�[
°�Š�K�r�M��

[Drop packets sent to client that exceed length indicated by the RR]>8[Resource Record] �[�æ
���I�€�S6×�I�†2x�<�•�Ã�£�µ�º�@�¡�Û�–�”�å�º�_3æ�™�I�€�S���œ�c�»�ß�µ�É�K�r�M��

• [Mismatch Rate]>8�G�b�±�È�[  DNS �b  ID �Y�M+´�Þ�î�º�†0¿���K�r�M��

– [Enable Logging when DNS ID mismatch rate exceeds specified rate]>8DNS 1‘�9�Ê�b�Y�M+´�@
�¨�C$Î#Õ�K�S���œ�_�Þ�Ï�î�º�†/²&g�K�r�M��

[Mismatch Instance Threshold]>8�Y�M+´�b�–�å�«�±�å�«�b�q�±�X�†
°�Š�K�r�M���G�b�Í�†2x�<
�•�\�
�©�«�¸�Ò  �Ó�µ�­�î�ª  �ß�¢�_���Š�I�€�r�M��

[Time Interval]>8%�0i6ë7x�ì6ë>&&Ê�"�)>'�†
°�Š�K�r�M��

• [Inspections]>8�G�b�±�È�[  DNS �–�å�«�Ì�¡�©�Ù�å�b�¥�å�Ç�•� �×�Þ�î�©�Ù�å�†/²&g�K�Z�
3ã�•�x
)…7Ÿ�@�[�A�r�M��

– [Match Type]>8�M+´�±�–�É�†&g�K�r�M��*ï���M+´�\�°���M+´�@�6�~�r�M��

– [Criterion]>8DNS �–�å�«�Ì�¡�©�Ù�å�b�ö =�†&g�K�r�M��
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  �–�å�«�Ì�¡�©�Ù�å  �Ð�µ�É�b�Ç�•�î�Ý�»�b1��Â
– [Value]>8DNS �–�å�«�Ì�¡�©�Ù�å�[!·�œ�M�•�Í�†&g�K�r�M��

– [Action]>8!·�œ�²�ó�@�M+´�K�S�\�A�b�”�¡�©�Ù�å�†&g�K�r�M��

– [Log]>8�ß�¢�b"g�Â�†&g�K�r�M��

– [Add]>8[Add DNS Inspect] �²�–�”�ß�¢�Î�µ�¡�«�@6ä�A�
 DNS �–�å�«�Ì�¡�©�Ù�å�†3ã�•�[�A�r
�M��

– [Edit]>8[Edit DNS Inspect] �²�–�”�ß�¢�Î�µ�¡�«�@6ä�A�
 DNS �–�å�«�Ì�¡�©�Ù�å�†)…7Ÿ�[�A�r
�M��

– [Delete]>8DNS �–�å�«�Ì�¡�©�Ù�å�†�P7V�K�r�M��

– [Move Up]>8�–�å�«�Ì�¡�©�Ù�å�†�Ü�«�º�b�V�_&ã�·�K�r�M��

– [Move Down]>8�–�å�«�Ì�¡�©�Ù�å�†�Ü�«�º�b�W�_&ã�·�K�r�M��

�Ô�î�»

���b/²�c�
�G�b�µ+��†�Q#Ý�[�A�•�Ô�î�»�†&g�K�S�v�b�[�M��

Add/Edit DNS Inspect

[Add/Edit DNS Inspect] �²�–�”�ß�¢�Î�µ�¡�«�[�c�
 DNS �–�å�«�Ì�¡�©�Ù�å  �Ð�µ�É�b!·�œ�ö =�\�Í�†��
*O�[�A�r�M��

�Ç�•�î�Ý�»

• [Single Match]>8DNS �–�å�«�Ì�¡�©�Ù�å�_!·�œ�e�@  1 �X�T�E�b���œ�_�æ���K�r�M��

• [Match Type]>8�º�Û�Ç�•�µ�¡�\�Í�†�M+´�I�O�•�?�]�:�?�†�æ���K�r�M��

�S�\�<�d�
�e�Ð�4�� example.com���[  [No Match] �†4E�¥�K�S���œ�
 �� example.com���†�µ�t�º�Û
�Ç�•�µ�¡�c�M�m�Z�¡�Û�«  �Ð�µ�É�b�P1ß�¥�_�^�~�r�M��

• [Criterion]>8DNS �º�Û�Ç�•�µ�¡�_4:#Ý�M�•!·�œ�ö =�†�æ���K�r�M��

– [Header Flag]>8�Ê�µ�²�î�b  DNS �Ç�Û�¢�†!·�œ�K�r�M��

– [Type]>8DNS �¡�š�Ü�î�r�S�c�Ü�¯�î�«  �Þ�¥�î�»�b�±�–�É�†!·�œ�K�r�M��

– [Class]>8DNS �¡�š�Ü�î�r�S�c�Ü�¯�î�«  �Þ�¥�î�»�b�¡�Û�«�†!·�œ�K�r�M��

– [Question]>8DNS �b�e�8�œ�ƒ�O�†!·�œ�K�r�M��

– [Resource Record]>8DNS �Ü�¯�î�«  �Þ�¥�î�»�†!·�œ�K�r�M��

– [Domain Name]>8DNS �¡�š�Ü�î�x�Ü�¯�î�«  �Þ�¥�î�»�b�»�Ó�–�å�¡�†!·�œ�K�r�M��

• [Header Flag Criterion Values]>8DNS �Ê�µ�²�î  �Ç�Û�¢�b!·�œ�Í�b0ò(ý�†�æ���K�r�M��

– [Match Option]>8�ö
²�M+´�r�S�c
²�Å�µ�º�M+´>&�Å�µ�º  �Ð�«�¡�M+´>'�b�]�U�}�?�†�æ���K�r
�M��

– [Match Value]>8�Ê�µ�²�î  �Ç�Û�¢�_�X�8�Z�¡�S�\�Í�b�]�U�}�†!·�œ�M�•�?�æ���K�r�M��

�Ç�“�–�”�˜�›�î�Ý  �Ô�î�» �­�Ÿ�×�Ü�¸�•  �¥�å�¸�Ÿ�«�º

�Ý�î�¸�µ�» 3ñ4# �©�å�¢�Ý

�Ð�Ý�³

�¥�å�¸�Ÿ�«
�º �©�«�¸�Ò
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[Header Flag Name]>8!·�œ�M�•�Ê�µ�²�î  �Ç�Û�¢�¡�†  1 �X�è�V4E�¥�[�A�r�M�� AA
>&authoritative answer>'�
 QR>&query>'�
 RA>&recursion available>'�
 RD>&recursion denied>'�

TC>&truncation>'�b�Ç�Û�¢  �Å�µ�º�@�6�~�r�M��

[Header Flag Value]>8�õ�–�b  16 �Å�µ�º�b�Í�†  16 4
�X�[
°�Š�K�Z!·�œ�[�A�r�M��

• [Type Criterion Values]>8DNS �±�–�É�b!·�œ�Í�b0ò(ý�†�æ���K�r�M��

– [DNS Type Field Name]>84E�¥�M�• DNS �±�–�É�†�M0t/²&g�K�r�M��

[A] >8IPv4 �”�»�Þ�«

[NS]>8�’7H�¿�î�Ò  �§�î�Â

[CNAME]>8�G0d�¡

[SOA]>8�™8—�°�î�å�b6ä��

[TSIG]>8�º�Û�å�¨�¡�©�Ù�å  �©�¢�½�³�Õ

[IXFR]>8�Q�(>&�°�î�å>'3?3æ

[AXFR]>8�Ç�Ý>&�°�î�å>'3?3æ

– [DNS Type Field Value]>8DNS �±�–�É  �Ç�•�î�Ý�»�_�X�8�Z�Í�\(
�V�b�]�U�}�†!·�œ�M�•�?�æ��
�K�r�M��

[Value]>80 >|  65535 �b(
�V�b�Í�†
°�Š�K�Z!·�œ�[�A�r�M��

[Range]>8(
�V�†
°�Š�K�Z!·�œ�K�r�M���g�‰�\�v  0 >|  65535 �b(
�V�b�Í�†�æ���K�r�M��

• [Class Criterion Values]>8DNS �¡�Û�«�b!·�œ�Í�b0ò(ý�†�æ���K�r�M��

– [DNS Class Field Name]>8�–�å�±�î�¿�µ�º�[!·�œ�M�•  DNS �¡�Û�«  �Ç�•�î�Ý�»�¡�†�æ���K�r�M��

– [DNS Class Field Value]>8DNS �¡�Û�«  �Ç�•�î�Ý�»�_�X�8�Z�Í�\(
�V�b�]�U�}�†!·�œ�M�•�?�æ
���K�r�M��

[Value]>80 >|  65535 �b(
�V�b�Í�†
°�Š�K�Z!·�œ�[�A�r�M��

[Range]>8(
�V�†
°�Š�K�Z!·�œ�K�r�M���g�‰�\�v  0 >|  65535 �b(
�V�b�Í�†�æ���K�r�M��

• [Question Criterion Values]>8DNS �b�e�8�œ�ƒ�O�­�¡�©�Ù�å�b!·�œ�‰�2�†�æ���K�r�M��

• [Resource Record Criterion Values]>8DNS �Ü�¯�î�«  �Þ�¥�î�»�b�­�¡�©�Ù�å�b!·�œ�‰�2�†�æ���K�r
�M��

– [Resource Record]>8!·�œ�P1ß�­�¡�©�Ù�å�†�M0t/²&g�K�r�M��

[Additional]>8DNS 3ã�•�Ü�¯�î�«  �Þ�¥�î�»

[Answer]>8DNS �Â'Å�Ü�¯�î�«  �Þ�¥�î�»

[Authority]>8DNS 1�0É�Ü�¯�î�«  �Þ�¥�î�»

• [Domain Name Criterion Values]>8DNS �»�Ó�–�å�¡�b!·�œ�‰�2�†�æ���K�r�M��

– [Regular Expression]>8!·�œ�M�•��*O�I�€�S�G0d/²#'�†�M0t/²&g�K�r�M��

– [Manage]>8[Manage Regular Expressions] �²�–�”�ß�¢�Î�µ�¡�«�@6ä�A�
�G0d/²#'�†0¿���[�A�r
�M��

– [Regular Expression Class]>8!·�œ�M�•��*O�I�€�S�G0d/²#'�¡�Û�«�†�M0t/²&g�K�r�M��

– [Manage]>8[Manage Regular Expression Class] �²�–�”�ß�¢�Î�µ�¡�«�@6ä�A�
�G0d/²#'�¡�Û�«  
�Ð�µ�É�†0¿���[�A�r�M��

• [Multiple Matches]>8DNS �–�å�«�Ì�¡�©�Ù�å�b0
�X�b!·�œ�e�†�æ���K�r�M��

– [DNS Traffic Class]>8DNS �º�Û�Ç�•�µ�¡  �¡�Û�«�†!·�œ�K�r�M��
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– [Manage]>8[Manage DNS Class Maps] �²�–�”�ß�¢�Î�µ�¡�«�@6ä�A�
 DNS �¡�Û�«  �Ð�µ�É�b3ã
�•�
)…7Ÿ�
�P7V�@�[�A�r�M��

• [Actions]>8�É�Û�–�Ð�Ü �”�¡�©�Ù�å�>�|�g�ß�¢�†0¿���K�r�M��

– [Primary Action]>8Mask�
 Drop packet�
 Drop connection�
 None��

– [Log]>8�–�¿�î�È�Ý�r�S�c�¹�•�­�î�È�Ý�_�K�r�M��

– [Enforce TSIG]>84:#Ý�I�D�K�^�8�
�Ã�£�µ�º�†�»�ß�µ�É�
�ß�¢�_���Š�
�Ã�£�µ�º�†�»�ß�µ�É�K
�Z�ß�¢�_���Š��

�Ô�î�»

���b/²�c�
�G�b�µ+��†�Q#Ý�[�A�•�Ô�î�»�†&g�K�S�v�b�[�M��

Manage Class Maps

[Manage Class Map] �²�–�”�ß�¢�Î�µ�¡�«�[�c�
�–�å�«�Ì�¡�©�Ù�å�b�¡�Û�«  �Ð�µ�É�†0¿���[�A�r�M��

�–�å�«�Ì�¡�©�Ù�å  �¡�Û�«  �Ð�µ�É�[�
�”�É�Ü�£�î�©�Ù�å�b�º�Û�Ç�•�µ�¡�†�”�É�Ü�£�î�©�Ù�å�[�w�b�ö =
�\!·�œ�K�r�M�����_�
�¡�Û�«  �Ð�µ�É�†�–�å�«�Ì�¡�©�Ù�å  �Ð�µ�É�?�}"I���K�Z�
�”�¡�©�Ù�å�†�–�¿�î�È
�Ý�_�K�r�M���¡�Û�«  �Ð�µ�É�†�8�B�M�•�G�\�\�–�å�«�Ì�¡�©�Ù�å  �Ð�µ�É�[�º�Û�Ç�•�µ�¡�b!·�œ�†%$�K��
*O�M�•�G�\�b4*�8�c�
�¡�Û�«  �Ð�µ�É�[�c0
7§�^!·�œ�ö =�†�8�B�[�A�
�¡�Û�«  �Ð�µ�É�†
Ì�<#Ý�[�A�•�\
�8�:!l�[�M���–�å�«�Ì�¡�©�Ù�å  �¡�Û�«  �Ð�µ�É�c  DNS�
 FTP�
 H.323�
 HTTP�
�–�å�«�±�å�º  �Ó�µ�­�î
�ª>&IM >'�
 SIP �b�”�É�Ü�£�î�©�Ù�å�[�§�Ï�î�º�I�€�r�M��

�Ç�•�î�Ý�»

• [Name]>8�¡�Û�«  �Ð�µ�É�b�¡�S�†&g�K�r�M��

• [Match Conditions]>8�¡�Û�«  �Ð�µ�É�_0¿���I�€�Z�8�•�±�–�É�
!·�œ�ö =�
�Í�†&g�K�r�M��

– [Match Type]>8�M+´�±�–�É�†&g�K�r�M��*ï���M+´�\�°���M+´�@�6�~�r�M��

– [Criterion]>8�¡�Û�«  �Ð�µ�É�b�ö =�†&g�K�r�M��

– [Value]>8�¡�Û�«  �Ð�µ�É�[!·�œ�M�•�Í�†&g�K�r�M��

• [Description]>8�¡�Û�«  �Ð�µ�É�b1��Â�†&g�K�r�M��

• [Add]>8�¡�Û�«  �Ð�µ�É�b!·�œ�²�ó�†3ã�•�K�r�M��

• [Edit]>8�¡�Û�«  �Ð�µ�É�b!·�œ�²�ó�†)…7Ÿ�K�r�M��

• [Delete]>8�¡�Û�«  �Ð�µ�É�b!·�œ�²�ó�†�P7V�K�r�M��

�Ô�î�»

���b/²�c�
�G�b�µ+��†�Q#Ý�[�A�•�Ô�î�»�†&g�K�S�v�b�[�M��

�Ç�“�–�”�˜�›�î�Ý  �Ô�î�» �­�Ÿ�×�Ü�¸�•  �¥�å�¸�Ÿ�«�º

�Ý�î�¸�µ�» 3ñ4# �©�å�¢�Ý
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ESMTP Inspect Map

[ESMTP] �Ì�–�å�[�c�
 ESMTP �”�É�Ü�£�î�©�Ù�å�b�¦�S�_0¿���I�€�S�–�å�«�Ì�¡�©�Ù�å  �Ð�µ�É�†/²&g
�[�A�r�M�� ESMTP �Ð�µ�É�[�c�
 ESMTP �”�É�Ü�£�î�©�Ù�å  �–�å�«�Ì�¡�©�Ù�å�b�¹�Ç�›�Ý�º0¿���Í�†�š
�f�[�A�r�M��

�«�Ã�Ò�
�Ç�•�µ�©�å�¢�
�Y�G�^�g�'�b�Ó�µ�­�î�ª�
�Â�µ�Ç�“  �œ�î�Â�î�Ç�ß�î / �”�å�²�î�Ç�ß�î�^�]�b�7
�Á�b�±4Š�(�c  ESMTP �º�Û�Ç�•�µ�¡�?�}$Î#Õ�M�•�b�[�
 ESMTP �º�Û�Ç�•�µ�¡�b�Ã�£�µ�º�†0ò(ý�_�è��
�K�Z�D�š�K�r�M���”�É�Ü�£�î�©�Ù�å  �­�Ÿ�×�Ü�¸�•�\�É�ß�º�¥�Ý�[�G�–�^  ESMTP �Ó�µ�­�î�ª�T�E�†3û
�K�
�›'��b�7�Á�b�è���
3æ�w�™*…�>�|�g�Ó�î�Ý�p)E�b�È�ß�µ�¡�v/œ�8�r�M��

�Ç�•�î�Ý�»

• [ESMTP Inspect Maps]>8��*O�I�€�Z�8�•  ESMTP �–�å�«�Ì�¡�©�Ù�å  �Ð�µ�É�†�M0t/²&g�M�•�¸�î�È
�Ý�[�M��

• [Add]>8�‚�K�8  ESMTP �–�å�«�Ì�¡�©�Ù�å  �Ð�µ�É�†0¿���K�r�M�� ESMTP �–�å�«�Ì�¡�©�Ù�å  �Ð�µ�É
�†)…7Ÿ�M�•�_�c�
 [ESMTP Inspect Maps] �¸�î�È�Ý�[  ESMTP �b�š�å�º�Ü�†4E�¥�K�
 [Customize] 
�†�¡�Ü�µ�¡�K�r�M��

• [Delete]>8[ESMTP Inspect Maps] �¸�î�È�Ý�[4E�¥�K�S�–�å�«�Ì�¡�©�Ù�å  �Ð�µ�É�†�P7V�K�r�M��

• [Security Level]>8�­�Ÿ�×�Ü�¸�•  �Þ�Ë�Ý>&High�
 Medium�
 Low>'�†4E�¥�K�r�M��

– Low>8�¹�Ç�›�Ý�º

�¥�Ð�å�»�Û�–�å�b6×�I�@  512 �†2x�<�•���œ�
�ß�¢�†���Š

�¥�Ð�å�»�b��
›�b�X�@  100 �†2x�<�•���œ�
�ß�¢�†���Š

�•�e�b/œ�b6×�I�@  1000 �†2x�<�•���œ�
�ß�¢�†���Š

3æ�™*…�b�”�»�Þ�«�b6×�I�@ 320 �†2x�<�•���œ�
�ß�¢�†���Š

MIME �Ç�“�–�Ý�¡�b6×�I�@  255 �†2x�<�•���œ�
�ß�¢�†���Š

– Medium

�§�î�Â  �Â�¼�î�†7´1��ì

�¥�Ð�å�»�Û�–�å�b6×�I�@  512 �†2x�<�•���œ�
�K)F�†�»�ß�µ�É

�¥�Ð�å�»�b��
›�b�X�@  100 �†2x�<�•���œ�
�K)F�†�»�ß�µ�É

�•�e�b/œ�b6×�I�@  1000 �†2x�<�•���œ�
�K)F�†�»�ß�µ�É

3æ�™*…�b�”�»�Þ�«�b6×�I�@ 320 �†2x�<�•���œ�
�K)F�†�»�ß�µ�É

MIME �Ç�“�–�Ý�¡�b6×�I�@  255 �†2x�<�•���œ�
�K)F�†�»�ß�µ�É

– High

�§�î�Â  �Â�¼�î�†7´1��ì

�¥�Ð�å�»�Û�–�å�b6×�I�@  512 �†2x�<�•���œ�
�K)F�†�»�ß�µ�É

�Ç�“�–�”�˜�›�î�Ý  �Ô�î�» �­�Ÿ�×�Ü�¸�•  �¥�å�¸�Ÿ�«�º

�Ý�î�¸�µ�» 3ñ4# �©�å�¢�Ý
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  �–�å�«�Ì�¡�©�Ù�å  �Ð�µ�É�b�Ç�•�î�Ý�»�b1��Â
�¥�Ð�å�»�b��
›�b�X�@  100 �†2x�<�•���œ�
�K)F�†�»�ß�µ�É

�•�e�b/œ�b6×�I�@  1000 �†2x�<�•���œ�
�K)F�†�»�ß�µ�É

3æ�™*…�b�”�»�Þ�«�b6×�I�@ 320 �†2x�<�•���œ�
�K)F�†�»�ß�µ�É�K�Z�ß�¢�†���Š

MIME �Ç�“�–�Ý�¡�b6×�I�@  255 �†2x�<�•���œ�
�K)F�†�»�ß�µ�É�K�Z�ß�¢�†���Š

– [MIME File Type Filtering]>8[MIME Type Filtering] �²�–�”�ß�¢�Î�µ�¡�«�†6ä�A�
 MIME �Ç�“
�–�Ý  �±�–�É�b�Ç�•�Ý�±�†0¿���K�r�M��

– [Customize]>8[Add/Edit ESMTP Policy Map] �²�–�”�ß�¢�Î�µ�¡�«�†6ä�A�
3ã�•�b0¿���†/œ�8
�r�M��

– [Default Level]>8�­�Ÿ�×�Ü�¸�•  �Þ�Ë�Ý�†�¹�Ç�›�Ý�º�b  Low �Þ�Ë�Ý�_�`�K�r�M��

�Ô�î�»

���b/²�c�
�G�b�µ+��†�Q#Ý�[�A�•�Ô�î�»�†&g�K�S�v�b�[�M��

MIME File Type Filtering

[MIME File Type Filtering] �²�–�”�ß�¢�Î�µ�¡�«�[�c�
 MIME �Ç�“�–�Ý  �±�–�É�b�Ç�•�Ý�±�†0¿���[�A�r
�M��

�Ç�•�î�Ý�»

• [Match Type]>8�M+´�±�–�É�†&g�K�r�M��*ï���M+´�\�°���M+´�@�6�~�r�M��

• [Criterion]>8�–�å�«�Ì�¡�©�Ù�å�b�ö =�†&g�K�r�M��

• [Value]>8�–�å�«�Ì�¡�©�Ù�å�[!·�œ�M�•�Í�†&g�K�r�M��

• [Action]>8!·�œ�²�ó�@�M+´�K�S�\�A�b�”�¡�©�Ù�å�†&g�K�r�M��

• [Log]>8�ß�¢�b"g�Â�†&g�K�r�M��

• [Add]>8[Add MIME File Type Filter] �²�–�”�ß�¢�Î�µ�¡�«�@6ä�A�
 MIME �Ç�“�–�Ý  �±�–�É�b�Ç�•�Ý
�±�†3ã�•�[�A�r�M��

• [Edit]>8[Edit MIME File Type Filter] �²�–�”�ß�¢�Î�µ�¡�«�@6ä�A�
 MIME �Ç�“�–�Ý  �±�–�É�b�Ç�•�Ý
�±�†)…7Ÿ�[�A�r�M��

• [Delete]>8MIME �Ç�“�–�Ý  �±�–�É�b�Ç�•�Ý�±�†�P7V�K�r�M��

• [Move Up]>8�š�å�º�Ü�†�Ü�«�º�b�V�_&ã�·�K�r�M��

• [Move Down]>8�š�å�º�Ü�†�Ü�«�º�b�W�_&ã�·�K�r�M��

�Ô�î�»

���b/²�c�
�G�b�µ+��†�Q#Ý�[�A�•�Ô�î�»�†&g�K�S�v�b�[�M��

�Ç�“�–�”�˜�›�î�Ý  �Ô�î�» �­�Ÿ�×�Ü�¸�•  �¥�å�¸�Ÿ�«�º

�Ý�î�¸�µ�» 3ñ4# �©�å�¢�Ý
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  �–�å�«�Ì�¡�©�Ù�å  �Ð�µ�É�b�Ç�•�î�Ý�»�b1��Â
Add/Edit ESMTP Policy Map >&�­�Ÿ�×�Ü�¸�•  �Þ�Ë�Ý>'

[Add/Edit ESMTP Policy Map] �Ì�–�å�[�c�
 ESMTP �”�É�Ü�£�î�©�Ù�å  �–�å�«�Ì�¡�©�Ù�å  �Ð�µ�É�b�­
�Ÿ�×�Ü�¸�•  �Þ�Ë�Ý�\3ã�•�b0¿���Í�†0¿���[�A�r�M��

�Ç�•�î�Ý�»

• [Name]>8ESMTP �Ð�µ�É�b3ã�•�ì�_  ESMTP �Ð�µ�É�b�¡�S�†
°�Š�K�r�M�� ESMTP �Ð�µ�É�b)…7Ÿ�ì
�_�c�
�¦�S�_0¿���K�S  ESMTP �Ð�µ�É�b�¡�S�@/²&g�I�€�r�M��

• [Description]>8ESMTP �Ð�µ�É�b1��Â�†  200 �e�Ð�è
Æ�[
°�Š�K�r�M��

• [Security Level]>8�­�Ÿ�×�Ü�¸�•  �Þ�Ë�Ý>&High�
 Medium�
 Low>'�†4E�¥�K�r�M��

– Low>8�¹�Ç�›�Ý�º

�¥�Ð�å�»�Û�–�å�b6×�I�@  512 �†2x�<�•���œ�
�ß�¢�†���Š

�¥�Ð�å�»�b��
›�b�X�@  100 �†2x�<�•���œ�
�ß�¢�†���Š

�•�e�b/œ�b6×�I�@  1000 �†2x�<�•���œ�
�ß�¢�†���Š

3æ�™*…�b�”�»�Þ�«�b6×�I�@ 320 �†2x�<�•���œ�
�ß�¢�†���Š

MIME �Ç�“�–�Ý�¡�b6×�I�@  255 �†2x�<�•���œ�
�ß�¢�†���Š

– Medium

�§�î�Â  �Â�¼�î�†7´1��ì

�¥�Ð�å�»�Û�–�å�b6×�I�@  512 �†2x�<�•���œ�
�K)F�†�»�ß�µ�É

�¥�Ð�å�»�b��
›�b�X�@  100 �†2x�<�•���œ�
�K)F�†�»�ß�µ�É

�•�e�b/œ�b6×�I�@  1000 �†2x�<�•���œ�
�K)F�†�»�ß�µ�É

3æ�™*…�b�”�»�Þ�«�b6×�I�@ 320 �†2x�<�•���œ�
�K)F�†�»�ß�µ�É

MIME �Ç�“�–�Ý�¡�b6×�I�@  255 �†2x�<�•���œ�
�K)F�†�»�ß�µ�É

– High

�§�î�Â  �Â�¼�î�†7´1��ì

�¥�Ð�å�»�Û�–�å�b6×�I�@  512 �†2x�<�•���œ�
�K)F�†�»�ß�µ�É

�¥�Ð�å�»�b��
›�b�X�@  100 �†2x�<�•���œ�
�K)F�†�»�ß�µ�É

�•�e�b/œ�b6×�I�@  1000 �†2x�<�•���œ�
�K)F�†�»�ß�µ�É

3æ�™*…�b�”�»�Þ�«�b6×�I�@ 320 �†2x�<�•���œ�
�K)F�†�»�ß�µ�É�K�Z�ß�¢�†���Š

MIME �Ç�“�–�Ý�¡�b6×�I�@  255 �†2x�<�•���œ�
�K)F�†�»�ß�µ�É�K�Z�ß�¢�†���Š

– [MIME File Type Filtering]>8[MIME Type Filtering] �²�–�”�ß�¢�Î�µ�¡�«�†6ä�A�
 MIME �Ç�“
�–�Ý  �±�–�É�b�Ç�•�Ý�±�†0¿���K�r�M��

– [Default Level]>8�­�Ÿ�×�Ü�¸�•  �Þ�Ë�Ý�†�¹�Ç�›�Ý�º�b  Low �Þ�Ë�Ý�_�`�K�r�M��

�Ç�“�–�”�˜�›�î�Ý  �Ô�î�» �­�Ÿ�×�Ü�¸�•  �¥�å�¸�Ÿ�«�º

�Ý�î�¸�µ�» 3ñ4# �©�å�¢�Ý
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• [Details]>80ò(ý�^0¿���†/œ�:�S�u�b  [Parameters] �±�È�\  [Inspections] �±�È�†/²&g�K�r�M��

�Ô�î�»

���b/²�c�
�G�b�µ+��†�Q#Ý�[�A�•�Ô�î�»�†&g�K�S�v�b�[�M��

Add/Edit ESMTP Policy Map >&0ò(ý>'

[Add/Edit ESMTP Policy Map] �Ì�–�å�[�c�
 ESMTP �”�É�Ü�£�î�©�Ù�å  �–�å�«�Ì�¡�©�Ù�å  �Ð�µ�É�b�­
�Ÿ�×�Ü�¸�•  �Þ�Ë�Ý�\3ã�•�b0¿���Í�†0¿���[�A�r�M��

�Ç�•�î�Ý�»

• [Name]>8ESMTP �Ð�µ�É�b3ã�•�ì�_  ESMTP �Ð�µ�É�b�¡�S�†
°�Š�K�r�M�� ESMTP �Ð�µ�É�b)…7Ÿ�ì
�_�c�
�¦�S�_0¿���K�S  ESMTP �Ð�µ�É�b�¡�S�@/²&g�I�€�r�M��

• [Description]>8ESMTP �Ð�µ�É�b1��Â�†  200 �e�Ð�è
Æ�[
°�Š�K�r�M��

• [Security Level]>80¿���M�•�­�Ÿ�×�Ü�¸�•  �Þ�Ë�Ý�\  MIME �Ç�“�–�Ý  �±�–�É  �Ç�•�Ý�±�Ü�å�¢0¿���†
/²&g�K�r�M��

• [Parameters]>8�G�b�±�È�[  ESMTP �–�å�«�Ì�¡�©�Ù�å  �Ð�µ�É�b�Ã�Û�Ó�î�±�†0¿���K�r�M��

– [Mask server banner]>8�Â�¼�î�†7´1��ì�K�r�M��

– [Configure Mail Relay]>8ESMTP �b�Ó�î�Ý�p)E�†�–�¿�î�È�Ý�_�K�r�M��

[Domain Name]>8�ß�î�•�Ý  �»�Ó�–�å�†�æ���K�r�M��

[Action]>8Drop connection �r�S�c  Log��

[Log]>8�–�¿�î�È�Ý�r�S�c�¹�•�­�î�È�Ý�_�K�r�M��

• [Inspections]>8�G�b�±�È�[  ESMTP �–�å�«�Ì�¡�©�Ù�å�b�¥�å�Ç�•� �×�Þ�î�©�Ù�å�†/²&g�K�Z�
3ã�•
�x)…7Ÿ�@�[�A�r�M��

– [Match Type]>8�M+´�±�–�É�†&g�K�r�M��*ï���M+´�\�°���M+´�@�6�~�r�M��

– [Criterion]>8ESMTP �–�å�«�Ì�¡�©�Ù�å�b�ö =�†&g�K�r�M��

– [Value]>8ESMTP �–�å�«�Ì�¡�©�Ù�å�[!·�œ�M�•�Í�†&g�K�r�M��

– [Action]>8!·�œ�²�ó�@�M+´�K�S�\�A�b�”�¡�©�Ù�å�†&g�K�r�M��

– [Log]>8�ß�¢�b"g�Â�†&g�K�r�M��

– [Add]>8[Add ESMTP Inspect] �²�–�”�ß�¢�Î�µ�¡�«�@6ä�A�
 ESMTP �–�å�«�Ì�¡�©�Ù�å�†3ã�•
�[�A�r�M��

– [Edit]>8Edit [ESMTP Inspect] �²�–�”�ß�¢�Î�µ�¡�«�@6ä�A�
 ESMTP �–�å�«�Ì�¡�©�Ù�å�†)…7Ÿ
�[�A�r�M��

– [Delete]>8ESMTP �–�å�«�Ì�¡�©�Ù�å�†�P7V�K�r�M��

– [Move Up]>8�–�å�«�Ì�¡�©�Ù�å�†�Ü�«�º�b�V�_&ã�·�K�r�M��

– [Move Down]>8�–�å�«�Ì�¡�©�Ù�å�†�Ü�«�º�b�W�_&ã�·�K�r�M��

�Ç�“�–�”�˜�›�î�Ý  �Ô�î�» �­�Ÿ�×�Ü�¸�•  �¥�å�¸�Ÿ�«�º

�Ý�î�¸�µ�» 3ñ4# �©�å�¢�Ý
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�Ô�î�»

���b/²�c�
�G�b�µ+��†�Q#Ý�[�A�•�Ô�î�»�†&g�K�S�v�b�[�M��

Add/Edit ESMTP Inspect

[Add/Edit ESMTP Inspect] �²�–�”�ß�¢�Î�µ�¡�«�[�c�
 ESMTP �–�å�«�Ì�¡�©�Ù�å  �Ð�µ�É�b!·�œ�ö =�\
�Í�†��*O�[�A�r�M��

�Ç�•�î�Ý�»

• [Match Type]>8�º�Û�Ç�•�µ�¡�\�Í�†�M+´�I�O�•�?�]�:�?�†�æ���K�r�M��

�S�\�<�d�
�e�Ð�4�� example.com���[  [No Match] �†4E�¥�K�S���œ�
 �� example.com���†�µ�t�º�Û
�Ç�•�µ�¡�c�M�m�Z�¡�Û�«  �Ð�µ�É�b�P1ß�¥�_�^�~�r�M��

• [Criterion]>8ESMTP �º�Û�Ç�•�µ�¡�_4:#Ý�M�•!·�œ�ö =�†�æ���K�r�M��

– [Body Length]>8�•�e�b6×�I�\�æ���K�S6×�I�†�Â�–�º�"�)�[!·�œ�K�r�M��

– [Body Line Length]>8�•�e�b/œ�b6×�I�\�æ���K�S6×�I�†�Â�–�º�"�)�[!·�œ�K�r�M��

– [Commands]>8ESMTP �É�ß�º�¥�Ý�[�º�n�I�€�•�¥�Ð�å�»�†!·�œ�K�r�M��

– [Command Recipient Count]>8�¥�Ð�å�»��
›�b�X�@�æ���K�S�X�|�~�±�A�8���œ�_!·�œ�K�r�M��

– [Command Line Length]>8�¥�Ð�å�»�Û�–�å�@�æ���K�S6×�I�|�~6×�8���œ�_�
�Â�–�º�"�)�[!·�œ
�K�r�M��

– [EHLO Reply Parameters]>8ESMTP �b  EHLO �Â'Å�Ã�Û�Ó�î�±�†!·�œ�K�r�M��

– [Header Length]>8�Ê�µ�²�î�b6×�I�\�æ���K�S6×�I�†�Â�–�º�"�)�[!·�œ�K�r�M��

– [Header To Fields Count]>8�Ê�µ�²�î�b  [To] �Ç�•�î�Ý�»�b�X�@�æ���K�S�X�|�~�±�A�8���œ�_!·
�œ�K�r�M��

– [Invalid Recipients Count]>8!“� �^��
›�b�X�@�æ���K�S�X�|�~�±�A�8���œ�_!·�œ�K�r�M��

– [MIME File Type]>8MIME �Ç�“�–�Ý  �±�–�É�†!·�œ�K�r�M��

– [MIME Filename Length]>8MIME �Ç�“�–�Ý�¡�†!·�œ�K�r�M��

– [MIME Encoding]>8MIME �b'¢�•�ì�†!·�œ�K�r�M��

– [Sender Address]>83æ�™*…�b7Á�Ê�Ó�î�Ý �”�»�Þ�«�†!·�œ�K�r�M��

– [Sender Address Length]>83æ�™*…�b7Á�Ê�Ó�î�Ý �”�»�Þ�«�b6×�I�†!·�œ�K�r�M��

• [Body Length Criterion Values]>8�•�e�b6×�I�b!·�œ�Í�_6õ�M�•0ò(ý�†�æ���K�r�M��

– [Greater Than Length]>8�•�e�b6×�I�†�Â�–�º�"�)�[�æ���K�r�M��

– [Action]>8Reset�
 Drop connection�
�r�S�c  Log��

– [Log]>8�–�¿�î�È�Ý�r�S�c�¹�•�­�î�È�Ý�_�K�r�M��

• [Body Line Length Criterion Values]>8�•�e�b/œ�b6×�I�b!·�œ�Í�_6õ�M�•0ò(ý�†�æ���K�r�M��

�Ç�“�–�”�˜�›�î�Ý  �Ô�î�» �­�Ÿ�×�Ü�¸�•  �¥�å�¸�Ÿ�«�º

�Ý�î�¸�µ�» 3ñ4# �©�å�¢�Ý

�Ð�Ý�³

�¥�å�¸�Ÿ�«
�º �©�«�¸�Ò
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– [Greater Than Length]>8�•�e�b/œ�b6×�I�†�Â�–�º�"�)�[�æ���K�r�M��

– [Action]>8Reset�
 Drop connection�
�r�S�c  Log��

– [Log]>8�–�¿�î�È�Ý�r�S�c�¹�•�­�î�È�Ý�_�K�r�M��

• [Commands Criterion Values]>8�¥�Ð�å�»�b!·�œ�Í�b0ò(ý�†�æ���K�r�M��

– [Available Commands] �¸�î�È�Ý

AUTH

DATA

EHLO

ETRN

HELO

HELP

MAIL

NOOP

QUIT

RCPT

RSET

SAML

SOML

VRFY

– [Add]>8[Available Commands] �¸�î�È�Ý�[4E�¥�K�S�¥�Ð�å�»�†  [Selected Commands] �¸�î�È�Ý
�_3ã�•�K�r�M��

– [Remove]>84E�¥�K�S�¥�Ð�å�»�†  [Selected Commands] �¸�î�È�Ý�?�}�P7V�K�r�M��

– [Primary Action]>8Mask�
 Reset�
 Drop Connection�
 None�
�r�S�c  Limit Rate (pps)��

– [Log]>8�–�¿�î�È�Ý�r�S�c�¹�•�­�î�È�Ý�_�K�r�M��

– [Rate Limit]>8Do not limit rate�
 Limit Rate (pps)��

• [Command Recipient Count Criterion Values]>8�¥�Ð�å�»��
›�b�X�b!·�œ�Í�_6õ�M�•0ò(ý�†�æ���K�r
�M��

– [Greater Than Count]>8�¥�Ð�å�»��
›�b�X�†�æ���K�r�M��

– [Action]>8Reset�
 Drop connection�
�r�S�c  Log��

– [Log]>8�–�¿�î�È�Ý�r�S�c�¹�•�­�î�È�Ý�_�K�r�M��

• [Command Line Length Criterion Values]>8�¥�Ð�å�»�Û�–�å�b6×�I�b�Í�_6õ�M�•0ò(ý�†�æ���K�r�M��

– [Greater Than Length]>8�¥�Ð�å�»�Û�–�å�b6×�I�†�Â�–�º�"�)�[�æ���K�r�M��

– [Action]>8Reset�
 Drop connection�
�r�S�c  Log��

– [Log]>8�–�¿�î�È�Ý�r�S�c�¹�•�­�î�È�Ý�_�K�r�M��

• [EHLO Reply Parameters Criterion Values]>8EHLO �Â'Å�Ã�Û�Ó�î�±�b!·�œ�Í�b0ò(ý�†�æ���K�r�M��

– [Available Parameters] �¸�î�È�Ý

8bitmime

auth
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binarymime

checkpoint

dsn

ecode

etrn

others

pipelining

size

vrfy

– [Add]>8[Available Parameters] �¸�î�È�Ý�[4E�¥�K�S�Ã�Û�Ó�î�±�†  [Selected Parameters] �¸�î�È
�Ý�_3ã�•�K�r�M��

– [Remove]>84E�¥�K�S�¥�Ð�å�»�†  [Selected Commands] �¸�î�È�Ý�?�}�P7V�K�r�M��

– [Action]>8Reset�
 Drop Connection�
 Mask�
�r�S�c  Log��

– [Log]>8�–�¿�î�È�Ý�r�S�c�¹�•�­�î�È�Ý�_�K�r�M��

• [Header Length Criterion Values]>8�Ê�µ�²�î�b6×�I�b!·�œ�Í�_6õ�M�•0ò(ý�†�æ���K�r�M��

– [Greater Than Length]>8�Ê�µ�²�î�b6×�I�†�Â�–�º�"�)�[�æ���K�r�M��

– [Action]>8Reset�
 Drop Connection�
 Mask�
�r�S�c  Log��

– [Log]>8�–�¿�î�È�Ý�r�S�c�¹�•�­�î�È�Ý�_�K�r�M��

• [Header To Fields Count Criterion Values]>8�Ê�µ�²�î�b  To �Ç�•�î�Ý�»�X�b!·�œ�Í�_6õ�M�•0ò(ý�†�æ
���K�r�M��

– [Greater Than Count]>8�¥�Ð�å�»��
›�b�X�†�æ���K�r�M��

– [Action]>8Reset�
 Drop connection�
�r�S�c  Log��

– [Log]>8�–�¿�î�È�Ý�r�S�c�¹�•�­�î�È�Ý�_�K�r�M��

• [Invalid Recipients Count Criterion Values]>8!“� �^��
›�b�X�b!·�œ�Í�_6õ�M�•0ò(ý�†�æ���K�r�M��

– [Greater Than Count]>8�¥�Ð�å�»��
›�b�X�†�æ���K�r�M��

– [Action]>8Reset�
 Drop connection�
�r�S�c  Log��

– [Log]>8�–�¿�î�È�Ý�r�S�c�¹�•�­�î�È�Ý�_�K�r�M��

• [MIME File Type Criterion Values]>8MIME �Ç�“�–�Ý  �±�–�É�b!·�œ�Í�b0ò(ý�†�æ���K�r�M��

– [Regular Expression]>8!·�œ�M�•��*O�I�€�S�G0d/²#'�†�M0t/²&g�K�r�M��

– [Manage]>8[Manage Regular Expressions] �²�–�”�ß�¢�Î�µ�¡�«�@6ä�A�
�G0d/²#'�†0¿���[�A�r
�M��

– [Regular Expression Class]>8!·�œ�M�•��*O�I�€�S�G0d/²#'�¡�Û�«�†�M0t/²&g�K�r�M��

– [Manage]>8[Manage Regular Expression Class] �²�–�”�ß�¢�Î�µ�¡�«�@6ä�A�
�G0d/²#'�¡�Û�«  
�Ð�µ�É�†0¿���[�A�r�M��

– [Action]>8Reset�
 Drop connection�
�r�S�c  Log��

– [Log]>8�–�¿�î�È�Ý�r�S�c�¹�•�­�î�È�Ý�_�K�r�M��

• [MIME Filename Length Criterion Values]>8MIME �Ç�“�–�Ý�¡�b6×�I�b!·�œ�Í�_6õ�M�•0ò(ý�†�æ��
�K�r�M��

– [Greater Than Length]>8MIME �Ç�“�–�Ý�¡�b6×�I�†�Â�–�º�"�)�[�æ���K�r�M��
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– [Action]>8Reset�
 Drop Connection�
�r�S�c  Log��

– [Log]>8�–�¿�î�È�Ý�r�S�c�¹�•�­�î�È�Ý�_�K�r�M��

• [MIME Encoding Criterion Values]>8MIME �b'¢�•�ì�b!·�œ�Í�_6õ�M�•0ò(ý�†�æ���K�r�M��

– [Available Encodings] �¸�î�È�Ý

7bit

8bit

base64

binary

others

quoted-printable

– [Add]>8[Available Encodings] �¸�î�È�Ý�[4E�¥�K�S�Ã�Û�Ó�î�±�†  [Selected Encodings] �¸�î�È
�Ý�_3ã�•�K�r�M��

– [Remove]>84E�¥�K�S�¥�Ð�å�»�†  [Selected Commands] �¸�î�È�Ý�?�}�P7V�K�r�M��

– [Action]>8Reset�
 Drop Connection�
�r�S�c  Log��

– [Log]>8�–�¿�î�È�Ý�r�S�c�¹�•�­�î�È�Ý�_�K�r�M��

• [Sender Address Criterion Values]>83æ�™*…�”�»�Þ�«�b!·�œ�Í�b0ò(ý�†�æ���K�r�M��

– [Regular Expression]>8!·�œ�M�•��*O�I�€�S�G0d/²#'�†�M0t/²&g�K�r�M��

– [Manage]>8[Manage Regular Expressions] �²�–�”�ß�¢�Î�µ�¡�«�@6ä�A�
�G0d/²#'�†0¿���[�A�r
�M��

– [Regular Expression Class]>8!·�œ�M�•��*O�I�€�S�G0d/²#'�¡�Û�«�†�M0t/²&g�K�r�M��

– [Manage]>8[Manage Regular Expression Class] �²�–�”�ß�¢�Î�µ�¡�«�@6ä�A�
�G0d/²#'�¡�Û�«  
�Ð�µ�É�†0¿���[�A�r�M��

– [Action]>8Reset�
 Drop Connection�
�r�S�c  Log��

– [Log]>8�–�¿�î�È�Ý�r�S�c�¹�•�­�î�È�Ý�_�K�r�M��

• [Sender Address Length Criterion Values]>83æ�™*…�”�»�Þ�«�b6×�I�b!·�œ�Í�_6õ�M�•0ò(ý�†�æ���K
�r�M��

– [Greater Than Length]>83æ�™*…�”�»�Þ�«�b6×�I�†�Â�–�º�"�)�[�æ���K�r�M��

– [Action]>8Reset�
 Drop Connection�
�r�S�c  Log��

– [Log]>8�–�¿�î�È�Ý�r�S�c�¹�•�­�î�È�Ý�_�K�r�M��

�Ô�î�»

���b/²�c�
�G�b�µ+��†�Q#Ý�[�A�•�Ô�î�»�†&g�K�S�v�b�[�M��

�Ç�“�–�”�˜�›�î�Ý  �Ô�î�» �­�Ÿ�×�Ü�¸�•  �¥�å�¸�Ÿ�«�º
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FTP Inspect Map

[FTP] �Ì�–�å�[�c�
 FTP �”�É�Ü�£�î�©�Ù�å�b�¦�S�_0¿���I�€�S�–�å�«�Ì�¡�©�Ù�å  �Ð�µ�É�†/²&g�[�A�r
�M�� FTP �Ð�µ�É�[�c�
 FTP �”�É�Ü�£�î�©�Ù�å  �–�å�«�Ì�¡�©�Ù�å�b�¹�Ç�›�Ý�º0¿���Í�†�š�f�[�A�r�M��

�]�&�^  FTP �–�å�«�Ì�¡�©�Ù�å�_�c�
�­�Ÿ�×�Ü�¸�•�\�D�š�†�¥�V�I�O�•�S�u�b�¥�Ð�å�»  �Ç�•�Ý�±�Ü�å�¢
�\�­�Ÿ�×�Ü�¸�•  �³�™�µ�¡�µ+��@#Ý�–�I�€�Z�8�r�M���É�ß�º�¥�Ý�\�b4:�œ�ö�b�–�å�«�Ì�¡�©�Ù�å�_�c�

�Ã�£�µ�º�b6×�I�b�³�™�µ�¡�
�¹�Ü�Ñ�±�\�Ã�£�µ�º�b�g�'�b�³�™�µ�¡�
�¥�Ð�å�»�b�±�î�Ñ�¿�î�±�b�³�™�µ
�¡�
�>�|�g�¥�Ð�å�»�b�è0É�@�µ�r�€�r�M��

�r�S�
�Ø�î�¨�b�Í�_�ö�Y�8�Z  FTP �K)F�†�È�ß�µ�¡�[�A�•�b�[�
 FTP �§�–�º�_�²�˜�å�ß�î�»#Ý�b�Ç�“�–
�Ý�†*(�A�
�”�¡�­�«�†"I���b�Ø�î�¨�T�E�_�D7H�[�A�r�M���Ç�“�–�Ý�b�±�–�É�
�§�î�Â�¡�
�>�|�g�Ú�b�“
�ö�_�ö�Y�8�Z�
 FTP �K)F�†�È�ß�µ�¡�[�A�r�M���–�å�«�Ì�¡�©�Ù�å�ì�_  FTP �K)F�@�Ä�°�I�€�•�\�
�©�«
�¸�Ò  �Ó�µ�­�î�ª�b�ß�¢�@�8�B�I�€�r�M��

�Ç�•�î�Ý�»

• [FTP Inspect Maps]>8��*O�I�€�Z�8�•  FTP �–�å�«�Ì�¡�©�Ù�å  �Ð�µ�É�†�M0t/²&g�M�•�¸�î�È�Ý�[�M��

• [Add]>8�‚�K�8  FTP �–�å�«�Ì�¡�©�Ù�å  �Ð�µ�É�†0¿���K�r�M�� FTP �–�å�«�Ì�¡�©�Ù�å  �Ð�µ�É�†)…7Ÿ
�M�•�_�c�
 [FTP Inspect Maps] �¸�î�È�Ý�[  FTP �b�š�å�º�Ü�†4E�¥�K�
 [Customize] �†�¡�Ü�µ�¡�K�r
�M��

• [Delete]>8[FTP Inspect Maps] �¸�î�È�Ý�[4E�¥�K�S�–�å�«�Ì�¡�©�Ù�å  �Ð�µ�É�†�P7V�K�r�M��

• [Security Level]>8�­�Ÿ�×�Ü�¸�•  �Þ�Ë�Ý>&Medium �r�S�c  Low>'�†4E�¥�K�r�M��

– Low

Mask Banner>8�¹�•�­�î�È�Ý

Mask Reply>8�¹�•�­�î�È�Ý

– Medium>8�¹�Ç�›�Ý�º

Mask Banner>8�–�¿�î�È�Ý

Mask Reply>8�–�¿�î�È�Ý

– [File Type Filtering]>8[Type Filtering] �²�–�”�ß�¢�Î�µ�¡�«�†6ä�A�
�Ç�“�–�Ý  �±�–�É�b�Ç�•�Ý
�±�†0¿���K�r�M��

– [Customize]>8[Add/Edit FTP Policy Map] �²�–�”�ß�¢�Î�µ�¡�«�†6ä�A�
3ã�•�b0¿���†/œ�8�r
�M��

– [Default Level]>8�­�Ÿ�×�Ü�¸�•  �Þ�Ë�Ý�†�¹�Ç�›�Ý�º�b  Medium �Þ�Ë�Ý�_�`�K�r�M��

�Ô�î�»

���b/²�c�
�G�b�µ+��†�Q#Ý�[�A�•�Ô�î�»�†&g�K�S�v�b�[�M��

�Ç�“�–�”�˜�›�î�Ý  �Ô�î�» �­�Ÿ�×�Ü�¸�•  �¥�å�¸�Ÿ�«�º

�Ý�î�¸�µ�» 3ñ4# �©�å�¢�Ý

�Ð�Ý�³

�¥�å�¸�Ÿ�«
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File Type Filtering

[File Type Filtering] �²�–�”�ß�¢�Î�µ�¡�«�[�c�
�Ç�“�–�Ý  �±�–�É  �Ç�•�Ý�±�†0¿���[�A�r�M��

�Ç�•�î�Ý�»

• [Match Type]>8�M+´�±�–�É�†&g�K�r�M��*ï���M+´�\�°���M+´�@�6�~�r�M��

• [Criterion]>8�–�å�«�Ì�¡�©�Ù�å�b�ö =�†&g�K�r�M��

• [Value]>8�–�å�«�Ì�¡�©�Ù�å�[!·�œ�M�•�Í�†&g�K�r�M��

• [Action]>8!·�œ�²�ó�@�M+´�K�S�\�A�b�”�¡�©�Ù�å�†&g�K�r�M��

• [Log]>8�ß�¢�b"g�Â�†&g�K�r�M��

• [Add]>8[Add File Type Filter] �²�–�”�ß�¢�Î�µ�¡�«�@6ä�A�
�Ç�“�–�Ý  �±�–�É�b�Ç�•�Ý�±�†3ã�•�[�A
�r�M��

• [Edit]>8[Edit File Type Filter] �²�–�”�ß�¢�Î�µ�¡�«�@6ä�A�
�Ç�“�–�Ý  �±�–�É�b�Ç�•�Ý�±�†)…7Ÿ�[�A
�r�M��

• [Delete]>8�Ç�“�–�Ý  �±�–�É�b�Ç�•�Ý�±�†�P7V�K�r�M��

• [Move Up]>8�š�å�º�Ü�†�Ü�«�º�b�V�_&ã�·�K�r�M��

• [Move Down]>8�š�å�º�Ü�†�Ü�«�º�b�W�_&ã�·�K�r�M��

�Ô�î�»

���b/²�c�
�G�b�µ+��†�Q#Ý�[�A�•�Ô�î�»�†&g�K�S�v�b�[�M��

Add/Edit FTP Policy Map >&�­�Ÿ�×�Ü�¸�•  �Þ�Ë�Ý>'

[Add/Edit FTP Policy Map] �Ì�–�å�[�c�
 FTP �”�É�Ü�£�î�©�Ù�å  �–�å�«�Ì�¡�©�Ù�å  �Ð�µ�É�b�­�Ÿ�×�Ü
�¸�•  �Þ�Ë�Ý�\3ã�•�b0¿���Í�†0¿���[�A�r�M��

�Ç�•�î�Ý�»

• [Name]>8FTP �Ð�µ�É�b3ã�•�ì�_  FTP �Ð�µ�É�b�¡�S�†
°�Š�K�r�M�� FTP �Ð�µ�É�b)…7Ÿ�ì�_�c�
�¦�S
�_0¿���K�S  FTP �Ð�µ�É�b�¡�S�@/²&g�I�€�r�M��

• [Description]>8FTP �Ð�µ�É�b1��Â�†  200 �e�Ð�è
Æ�[
°�Š�K�r�M��

• [Security Level]>8�­�Ÿ�×�Ü�¸�•  �Þ�Ë�Ý>&Medium �r�S�c  Low>'�†4E�¥�K�r�M��

– Low

Mask Banner>8�¹�•�­�î�È�Ý

Mask Reply>8�¹�•�­�î�È�Ý

– Medium>8�¹�Ç�›�Ý�º

Mask Banner>8�–�¿�î�È�Ý

�Ç�“�–�”�˜�›�î�Ý  �Ô�î�» �­�Ÿ�×�Ü�¸�•  �¥�å�¸�Ÿ�«�º

�Ý�î�¸�µ�» 3ñ4# �©�å�¢�Ý

�Ð�Ý�³

�¥�å�¸�Ÿ�«
�º �©�«�¸�Ò

• • • • —
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  �–�å�«�Ì�¡�©�Ù�å  �Ð�µ�É�b�Ç�•�î�Ý�»�b1��Â
Mask Reply>8�–�¿�î�È�Ý

– [File Type Filtering]>8[Type Filtering] �²�–�”�ß�¢�Î�µ�¡�«�†6ä�A�
�Ç�“�–�Ý  �±�–�É�b�Ç�•�Ý
�±�†0¿���K�r�M��

– [Default Level]>8�­�Ÿ�×�Ü�¸�•  �Þ�Ë�Ý�†�¹�Ç�›�Ý�º�b  Medium �Þ�Ë�Ý�_�`�K�r�M��

• [Details]>80ò(ý�^0¿���†/œ�:�S�u�b  [Parameters] �±�È�\  [Inspections] �±�È�†/²&g�K�r�M��

�Ô�î�»

���b/²�c�
�G�b�µ+��†�Q#Ý�[�A�•�Ô�î�»�†&g�K�S�v�b�[�M��

Add/Edit FTP Policy Map >&0ò(ý>'

[Add/Edit FTP Policy Map] �Ì�–�å�[�c�
 FTP �”�É�Ü�£�î�©�Ù�å  �–�å�«�Ì�¡�©�Ù�å  �Ð�µ�É�b�­�Ÿ�×�Ü
�¸�•  �Þ�Ë�Ý�\3ã�•�b0¿���Í�†0¿���[�A�r�M��

�Ç�•�î�Ý�»

• [Name]>8FTP �Ð�µ�É�b3ã�•�ì�_  FTP �Ð�µ�É�b�¡�S�†
°�Š�K�r�M�� FTP �Ð�µ�É�b)…7Ÿ�ì�_�c�
�¦�S
�_0¿���K�S  FTP �Ð�µ�É�b�¡�S�@/²&g�I�€�r�M��

• [Description]>8FTP �Ð�µ�É�b1��Â�†  200 �e�Ð�è
Æ�[
°�Š�K�r�M��

• [Security Level]>80¿���M�•�­�Ÿ�×�Ü�¸�•  �Þ�Ë�Ý�\�Ç�“�–�Ý  �±�–�É  �Ç�•�Ý�±�Ü�å�¢0¿���†/²&g�K�r
�M��

• [Parameters]>8�G�b�±�È�[  FTP �–�å�«�Ì�¡�©�Ù�å  �Ð�µ�É�b�Ã�Û�Ó�î�±�†0¿���K�r�M��

– [Mask greeting banner from the server]>8FTP �§�î�Â�\�b�K)F�ì�_/²&g�I�€�•�Â�¼�î�†�Ð�«�¡
�K�
�¡�Û�–�”�å�º�_�P�M�•�§�î�Â�_���b
¶6ä�†75�F�K�r�M��

– [Mask reply to SYST command]>8syst �¥�Ð�å�»�_�P�M�•�Â'Å�†�Ð�«�¡�K�
�¡�Û�–�”�å�º�_�P�M
�•�§�î�Â�_���b
¶6ä�†75�F�K�r�M��

• [Inspections]>8�G�b�±�È�[  FTP �–�å�«�Ì�¡�©�Ù�å�b�¥�å�Ç�•� �×�Þ�î�©�Ù�å�†/²&g�K�Z�
3ã�•�x)…
7Ÿ�@�[�A�r�M��

– [Match Type]>8�M+´�±�–�É�†&g�K�r�M��*ï���M+´�\�°���M+´�@�6�~�r�M��

– [Criterion]>8FTP �–�å�«�Ì�¡�©�Ù�å�b�ö =�†&g�K�r�M��

– [Value]>8FTP �–�å�«�Ì�¡�©�Ù�å�[!·�œ�M�•�Í�†&g�K�r�M��

– [Action]>8!·�œ�²�ó�@�M+´�K�S�\�A�b�”�¡�©�Ù�å�†&g�K�r�M��

– [Log]>8�ß�¢�b"g�Â�†&g�K�r�M��

– [Add]>8[Add FTP Inspect] �²�–�”�ß�¢�Î�µ�¡�«�@6ä�A�
 FTP �–�å�«�Ì�¡�©�Ù�å�†3ã�•�[�A�r
�M��

– [Edit]>8[Edit FTP Inspect] �²�–�”�ß�¢�Î�µ�¡�«�@6ä�A�
 FTP �–�å�«�Ì�¡�©�Ù�å�†)…7Ÿ�[�A�r
�M��

�Ç�“�–�”�˜�›�î�Ý  �Ô�î�» �­�Ÿ�×�Ü�¸�•  �¥�å�¸�Ÿ�«�º

�Ý�î�¸�µ�» 3ñ4# �©�å�¢�Ý

�Ð�Ý�³

�¥�å�¸�Ÿ�«
�º �©�«�¸�Ò
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'¨  24 'v       �”�É�Ü�£�î�©�Ù�å  �Þ�–�Ö  �É�ß�º�¥�Ý  �–�å�«�Ì�¡�©�Ù�å�b0¿��
  �–�å�«�Ì�¡�©�Ù�å  �Ð�µ�É�b�Ç�•�î�Ý�»�b1��Â
– [Delete]>8FTP �–�å�«�Ì�¡�©�Ù�å�†�P7V�K�r�M��

– [Move Up]>8�–�å�«�Ì�¡�©�Ù�å�†�Ü�«�º�b�V�_&ã�·�K�r�M��

– [Move Down]>8�–�å�«�Ì�¡�©�Ù�å�†�Ü�«�º�b�W�_&ã�·�K�r�M��

�Ô�î�»

���b/²�c�
�G�b�µ+��†�Q#Ý�[�A�•�Ô�î�»�†&g�K�S�v�b�[�M��

Add/Edit FTP Map

[Add/Edit FTP Inspect] �²�–�”�ß�¢�Î�µ�¡�«�[�c�
 FTP �–�å�«�Ì�¡�©�Ù�å  �Ð�µ�É�b!·�œ�ö =�\�Í�†��*O
�[�A�r�M��

�Ç�•�î�Ý�»

• [Single Match]>8FTP �–�å�«�Ì�¡�©�Ù�å�_!·�œ�e�@  1 �X�T�E�b���œ�_�æ���K�r�M��

• [Match Type]>8�º�Û�Ç�•�µ�¡�\�Í�†�M+´�I�O�•�?�]�:�?�†�æ���K�r�M��

�S�\�<�d�
�e�Ð�4�� example.com���[  [No Match] �†4E�¥�K�S���œ�
 �� example.com���†�µ�t�º�Û
�Ç�•�µ�¡�c�M�m�Z�¡�Û�«  �Ð�µ�É�b�P1ß�¥�_�^�~�r�M��

• [Criterion]>8FTP �º�Û�Ç�•�µ�¡�_4:#Ý�M�•!·�œ�ö =�†�æ���K�r�M��

– [Request-Command]>8FTP 0[�Ó�¥�Ð�å�»�†!·�œ�K�r�M��

– [File Name]>8FTP 3?3æ�b�Ç�“�–�Ý�¡�†!·�œ�K�r�M��

– [File Type]>8FTP 3?3æ�b�Ç�“�–�Ý  �±�–�É�†!·�œ�K�r�M��

– [Server]>8FTP �§�î�Â�†!·�œ�K�r�M��

– [User Name]>8FTP �Ø�î�¨�†!·�œ�K�r�M��

• [Request Command Criterion Values]>8FTP 0[�Ó�¥�Ð�å�»�b!·�œ�Í�b0ò(ý�†�æ���K�r�M��

– 0[�Ó�¥�Ð�å�»

APPE>8�Ç�“�–�Ý�_3ã�•�M�•�¥�Ð�å�»

CDUP>8#'�~�b�8���¹�•�Þ�¡�º�Ü�b0v�¹�•�Þ�¡�º�Ü�_&ã�·�M�•�¥�Ð�å�»

DELE>8�Ç�“�–�Ý�†�P7V�M�•�¥�Ð�å�»

GET>8�Ç�“�–�Ý�†�v�“�M�•�¥�Ð�å�»

HELP>8�Ê�Ý�É�_���†�f�j�M�•�¥�Ð�å�»

MKD >8�¹�•�Þ�¡�º�Ü�†�8�B�M�•�¥�Ð�å�»

PUT>8�Ç�“�–�Ý�†3æ�™�M�•�¥�Ð�å�»

RMD>8�¹�•�Þ�¡�º�Ü�†�P7V�M�•�¥�Ð�å�»

RNFR>8�š�f
–�Ç�“�–�Ý�¡�†�æ���M�•�¥�Ð�å�»

�Ç�“�–�”�˜�›�î�Ý  �Ô�î�» �­�Ÿ�×�Ü�¸�•  �¥�å�¸�Ÿ�«�º

�Ý�î�¸�µ�» 3ñ4# �©�å�¢�Ý

�Ð�Ý�³

�¥�å�¸�Ÿ�«
�º �©�«�¸�Ò
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  �–�å�«�Ì�¡�©�Ù�å  �Ð�µ�É�b�Ç�•�î�Ý�»�b1��Â
RNTO>8�š�f
›�Ç�“�–�Ý�¡�†�æ���M�•�¥�Ð�å�»

SITE>8�§�î�Â  �©�«�¸�Ò�[�w�b�¥�Ð�å�»��3û�–�
�Ü�Ô�î�º'ö#.�_�Q#Ý�K�r�M��

STOU>8�M�–�b�Ç�“�–�Ý�¡�†�Q#Ý�K�Z�Ç�“�–�Ý�¡�†�–�Ñ�M�•�¥�Ð�å�»

• [File Name Criterion Values]>8FTP �Ç�“�–�Ý�¡�b!·�œ�Í�b0ò(ý�†�æ���K�r�M��

– [Regular Expression]>8!·�œ�M�•��*O�I�€�S�G0d/²#'�†�M0t/²&g�K�r�M��

– [Manage]>8[Manage Regular Expressions] �²�–�”�ß�¢�Î�µ�¡�«�@6ä�A�
�G0d/²#'�†0¿���[�A�r
�M��

– [Regular Expression Class]>8!·�œ�M�•��*O�I�€�S�G0d/²#'�¡�Û�«�†�M0t/²&g�K�r�M��

– [Manage]>8[Manage Regular Expression Class] �²�–�”�ß�¢�Î�µ�¡�«�@6ä�A�
�G0d/²#'�¡�Û�«  
�Ð�µ�É�†0¿���[�A�r�M��

• [File Type Criterion Values]>8FTP �Ç�“�–�Ý  �±�–�É�b!·�œ�Í�b0ò(ý�†�æ���K�r�M��

– [Regular Expression]>8!·�œ�M�•��*O�I�€�S�G0d/²#'�†�M0t/²&g�K�r�M��

– [Manage]>8[Manage Regular Expressions] �²�–�”�ß�¢�Î�µ�¡�«�@6ä�A�
�G0d/²#'�†0¿���[�A�r
�M��

– [Regular Expression Class]>8!·�œ�M�•��*O�I�€�S�G0d/²#'�¡�Û�«�†�M0t/²&g�K�r�M��

– [Manage]>8[Manage Regular Expression Class] �²�–�”�ß�¢�Î�µ�¡�«�@6ä�A�
�G0d/²#'�¡�Û�«  
�Ð�µ�É�†0¿���[�A�r�M��

• [Server Criterion Values]>8FTP �§�î�Â�b!·�œ�Í�b0ò(ý�†�æ���K�r�M��

– [Regular Expression]>8!·�œ�M�•��*O�I�€�S�G0d/²#'�†�M0t/²&g�K�r�M��

– [Manage]>8[Manage Regular Expressions] �²�–�”�ß�¢�Î�µ�¡�«�@6ä�A�
�G0d/²#'�†0¿���[�A�r
�M��

– [Regular Expression Class]>8!·�œ�M�•��*O�I�€�S�G0d/²#'�¡�Û�«�†�M0t/²&g�K�r�M��

– [Manage]>8[Manage Regular Expression Class] �²�–�”�ß�¢�Î�µ�¡�«�@6ä�A�
�G0d/²#'�¡�Û�«  
�Ð�µ�É�†0¿���[�A�r�M��

• [User Name Criterion Values]>8FTP �Ø�î�¨�¡�b!·�œ�Í�b0ò(ý�†�æ���K�r�M��

– [Regular Expression]>8!·�œ�M�•��*O�I�€�S�G0d/²#'�†�M0t/²&g�K�r�M��

– [Manage]>8[Manage Regular Expressions] �²�–�”�ß�¢�Î�µ�¡�«�@6ä�A�
�G0d/²#'�†0¿���[�A�r
�M��

– [Regular Expression Class]>8!·�œ�M�•��*O�I�€�S�G0d/²#'�¡�Û�«�†�M0t/²&g�K�r�M��

– [Manage]>8[Manage Regular Expression Class] �²�–�”�ß�¢�Î�µ�¡�«�@6ä�A�
�G0d/²#'�¡�Û�«  
�Ð�µ�É�†0¿���[�A�r�M��

• [Multiple Matches]>8FTP �–�å�«�Ì�¡�©�Ù�å�b0
�X�b!·�œ�e�†�æ���K�r�M��

– [FTP Traffic Class]>8FTP �º�Û�Ç�•�µ�¡  �¡�Û�«�†!·�œ�K�r�M��

– [Manage]>8[Manage FTP Class Maps] �²�–�”�ß�¢�Î�µ�¡�«�@6ä�A�
 FTP �¡�Û�«  �Ð�µ�É�b3ã�•�

)…7Ÿ�
�P7V�@�[�A�r�M��

• [Action]>8Reset��

• [Log]>8�–�¿�î�È�Ý�r�S�c�¹�•�­�î�È�Ý�_�K�r�M��

�Ô�î�»

���b/²�c�
�G�b�µ+��†�Q#Ý�[�A�•�Ô�î�»�†&g�K�S�v�b�[�M��
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GTP Inspect Map

[GTP] �Ì�–�å�[�c�
 GTP �”�É�Ü�£�î�©�Ù�å�b�¦�S�_0¿���I�€�S�–�å�«�Ì�¡�©�Ù�å  �Ð�µ�É�†/²&g�[�A�r
�M�� GTP �Ð�µ�É�[�c�
 GTP �”�É�Ü�£�î�©�Ù�å  �–�å�«�Ì�¡�©�Ù�å�b�¹�Ç�›�Ý�º0¿���Í�†�š�f�[�A�r�M��

GTP �c�š3Q$×�‚�K�8�É�ß�º�¥�Ý�[�
�–�å�±�î�¿�µ�º�^�]  TCP/IP �¿�µ�º�á�î�¡�\!“)z�K)F�M�•���œ�b�­
�Ÿ�×�Ü�¸�•�†�f�j�K�r�M�� GTP �Ð�µ�É�†�Q#Ý�K�Z�
�±�–�Ò�”�˜�º�Í�
�Ó�µ�­�î�ª  �§�–�¬�
�º�å�¿�Ý�X�

�>�|�g�­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�†3û4#�M�•  GTP �Â�î�ª�Ù�å�†�D�š�[�A�r�M��

>&�@>' GTP �–�å�«�Ì�¡�©�Ù�å�_�c�
"I�9�^�Û�–�­�å�«�@�²0[�[�M��

�Ç�•�î�Ý�»

• [GTP Inspect Maps]>8��*O�I�€�Z�8�•  GTP �–�å�«�Ì�¡�©�Ù�å  �Ð�µ�É�†�M0t/²&g�M�•�¸�î�È�Ý�[�M��

• [Add]>8�‚�K�8  GTP �–�å�«�Ì�¡�©�Ù�å  �Ð�µ�É�†0¿���K�r�M�� GTP �–�å�«�Ì�¡�©�Ù�å  �Ð�µ�É�†)…7Ÿ
�M�•�_�c�
 [GTP Inspect Maps] �¸�î�È�Ý�[  GTP �b�š�å�º�Ü�†4E�¥�K�
 [Customize] �†�¡�Ü�µ�¡�K�r
�M��

• [Delete]>8[GTP Inspect Maps] �¸�î�È�Ý�[4E�¥�K�S�–�å�«�Ì�¡�©�Ù�å  �Ð�µ�É�†�P7V�K�r�M��

• [Security Level]>8�­�Ÿ�×�Ü�¸�•  �Þ�Ë�Ý�c�–�_  Low �[�M��

– �š�Û�î�†0Á�•�K�^�8

– �º�å�¿�Ý�b�q�±�X>8 500

– GSN �±�–�Ò�”�˜�º>8 00:30:00

– PDP �¥�å�¸�Ÿ�«�º  �±�–�Ò�”�˜�º>8 00:30:00

– 0[�Ó�±�–�Ò�”�˜�º>8 00:01:00

– �©�¢�¼�Ü�å�¢  �±�–�Ò�”�˜�º>8 00:30:00

– �º�å�¿�Ý  �±�–�Ò�”�˜�º>8 01:00:00

– T3 �Â'Å�±�–�Ò�”�˜�º>8 00:00:20

– �•%±�b�Ó�µ�­�î�ª  ID �†�»�ß�µ�É�K�Z�ß�¢�†���Š

• [IMSI Prefix Filtering]>8[IMSI Prefix Filtering] �²�–�”�ß�¢�Î�µ�¡�«�†6ä�A�
 IMSI �É�Þ�Ç�•�µ�¡�«  
�Ç�•�Ý�±�†0¿���K�r�M��

• [Customize]>8[Add/Edit GTP Policy Map] �²�–�”�ß�¢�Î�µ�¡�«�†6ä�A�
3ã�•�b0¿���†/œ�8�r�M��

• [Default Level]>8�­�Ÿ�×�Ü�¸�•  �Þ�Ë�Ý�†�¹�Ç�›�Ý�º�_�`�K�r�M��

�Ô�î�»

���b/²�c�
�G�b�µ+��†�Q#Ý�[�A�•�Ô�î�»�†&g�K�S�v�b�[�M��

�Ç�“�–�”�˜�›�î�Ý  �Ô�î�» �­�Ÿ�×�Ü�¸�•  �¥�å�¸�Ÿ�«�º

�Ý�î�¸�µ�» 3ñ4# �©�å�¢�Ý

�Ð�Ý�³

�¥�å�¸�Ÿ�«
�º �©�«�¸�Ò
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'¨  24 'v       �”�É�Ü�£�î�©�Ù�å  �Þ�–�Ö  �É�ß�º�¥�Ý  �–�å�«�Ì�¡�©�Ù�å�b0¿��
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IMSI Prefix Filtering

[IMSI Prefix] �±�È�[�c�
 GTP 0[�Ó�b�p�[�Q#Ý�[�A�•�|�:�_  IMSI �É�Þ�Ç�•�µ�¡�«�†��*O�[�A�r�M��

�Ç�•�î�Ý�»

• [Mobile Country Code]>80 �è�¥�b  3 �F�b�Í�[�Ô�Â�–�Ý  �•�å�º�Ü  �¥�î�»�†��*O�K�r�M���š�å�º�Ü�@  
1 �F�r�S�c  2 �F�b���œ�_�c�
�Q�b
›8Œ�_  0 �@�Ü�•�I�€�Z  3 �F�b�Í�@�8�B�I�€�r�M��

• [Mobile Network Code]>82 �F�r�S�c  3 �F�b�X�Ð�[�¿�µ�º�á�î�¡  �¥�î�»�†��*O�K�r�M��

• [Add]>8�æ���K�S�•�å�º�Ü  �¥�î�»�\�¿�µ�º�á�î�¡  �¥�î�»�†  IMSI Prefix �¸�î�È�Ý�_3ã�•�K�r�M��

• [Delete]>8�æ���K�S�•�å�º�Ü  �¥�î�»�\�¿�µ�º�á�î�¡  �¥�î�»�†  IMSI Prefix �¸�î�È�Ý�?�}�P7V�K�r
�M��

�Ô�î�»

���b/²�c�
�G�b�µ+��†�Q#Ý�[�A�•�Ô�î�»�†&g�K�S�v�b�[�M��

Add/Edit GTP Policy Map >&�­�Ÿ�×�Ü�¸�•  �Þ�Ë�Ý>'

[Add/Edit GTP Policy Map] �Ì�–�å�[�c�
 GTP �”�É�Ü�£�î�©�Ù�å  �–�å�«�Ì�¡�©�Ù�å  �Ð�µ�É�b�­�Ÿ�×�Ü
�¸�•  �Þ�Ë�Ý�\3ã�•�b0¿���Í�†0¿���[�A�r�M��

�Ç�•�î�Ý�»

• [Name]>8GTP �Ð�µ�É�b3ã�•�ì�_  GTP �Ð�µ�É�b�¡�S�†
°�Š�K�r�M�� GTP �Ð�µ�É�b)…7Ÿ�ì�_�c�
�¦�S
�_0¿���K�S  GTP �Ð�µ�É�b�¡�S�@/²&g�I�€�r�M��

• [Description]>8GTP �Ð�µ�É�b1��Â�†  200 �e�Ð�è
Æ�[
°�Š�K�r�M��

• [Security Level]>8�­�Ÿ�×�Ü�¸�•  �Þ�Ë�Ý�c�–�_  Low �[�M��

�š�Û�î�†0Á�•�K�^�8

�º�å�¿�Ý�b�q�±�X>8 500

GSN �±�–�Ò�”�˜�º>8 00:30:00

PDP �¥�å�¸�Ÿ�«�º  �±�–�Ò�”�˜�º>8 00:30:00

�Ç�“�–�”�˜�›�î�Ý  �Ô�î�» �­�Ÿ�×�Ü�¸�•  �¥�å�¸�Ÿ�«�º

�Ý�î�¸�µ�» 3ñ4# �©�å�¢�Ý

�Ð�Ý�³

�¥�å�¸�Ÿ�«
�º �©�«�¸�Ò

• • • • —

�Ç�“�–�”�˜�›�î�Ý  �Ô�î�» �­�Ÿ�×�Ü�¸�•  �¥�å�¸�Ÿ�«�º

�Ý�î�¸�µ�» 3ñ4# �©�å�¢�Ý

�Ð�Ý�³

�¥�å�¸�Ÿ�«
�º �©�«�¸�Ò

• • • • —
24-88
ASDM �Ø�î�¨  �ž�–�»
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'¨  24 'v       �”�É�Ü�£�î�©�Ù�å  �Þ�–�Ö  �É�ß�º�¥�Ý  �–�å�«�Ì�¡�©�Ù�å�b0¿��
  �–�å�«�Ì�¡�©�Ù�å  �Ð�µ�É�b�Ç�•�î�Ý�»�b1��Â
0[�Ó�±�–�Ò�”�˜�º>8 00:01:00

�©�¢�¼�Ü�å�¢  �±�–�Ò�”�˜�º>8 00:30:00

�º�å�¿�Ý  �±�–�Ò�”�˜�º>8 01:00:00

T3 �Â'Å�±�–�Ò�”�˜�º>8 00:00:20

�•%±�b�Ó�µ�­�î�ª  ID �†�»�ß�µ�É�K�Z�ß�¢�†���Š

– [IMSI Prefix Filtering]>8[IMSI Prefix Filtering] �²�–�”�ß�¢�Î�µ�¡�«�†6ä�A�
 IMSI �É�Þ�Ç�•�µ
�¡�«  �Ç�•�Ý�±�†0¿���K�r�M��

– [Default Level]>8�­�Ÿ�×�Ü�¸�•  �Þ�Ë�Ý�†�¹�Ç�›�Ý�º�_�`�K�r�M��

• [Details]>80ò(ý�^0¿���†/œ�:�S�u�b  [Parameters] �±�È�
 [IMSI Prefix Filtering] �±�È�
�>�|�g  
[Inspections] �±�È�†/²&g�K�r�M��

�Ô�î�»

���b/²�c�
�G�b�µ+��†�Q#Ý�[�A�•�Ô�î�»�†&g�K�S�v�b�[�M��

Add/Edit GTP Policy Map >&0ò(ý>'

[Add/Edit GTP Policy Map] �Ì�–�å�[�c�
 GTP �”�É�Ü�£�î�©�Ù�å  �–�å�«�Ì�¡�©�Ù�å  �Ð�µ�É�b�­�Ÿ�×�Ü
�¸�•  �Þ�Ë�Ý�\3ã�•�b0¿���Í�†0¿���[�A�r�M��

�Ç�•�î�Ý�»

• [Name]>8GTP �Ð�µ�É�b3ã�•�ì�_  GTP �Ð�µ�É�b�¡�S�†
°�Š�K�r�M�� GTP �Ð�µ�É�b)…7Ÿ�ì�_�c�
�¦�S
�_0¿���K�S  GTP �Ð�µ�É�b�¡�S�@/²&g�I�€�r�M��

• [Description]>8GTP �Ð�µ�É�b1��Â�†  200 �e�Ð�è
Æ�[
°�Š�K�r�M��

• [Security Level]>80¿���M�•�­�Ÿ�×�Ü�¸�•  �Þ�Ë�Ý�\  IMSI �É�Þ�Ç�•�µ�¡�«  �Ç�•�Ý�±�Ü�å�¢0¿���†/²
&g�K�r�M��

• [Permit Parameters]>8�G�b�±�È�[  GTP �–�å�«�Ì�¡�©�Ù�å  �Ð�µ�É�b0Á�•�Ã�Û�Ó�î�±�†0¿���K�r�M��

– Object Groups to Add

[From object group]>8�œ�È�ª�™�¡�º  �¢�Ý�î�É�†�æ���K�Z�
�r�S�c  [Browse] �Î�±�å�†�¡�Ü�µ�¡
�K�Z�
 [Add Network Object Group] �²�–�”�ß�¢�Î�µ�¡�«�†6ä�A�r�M��

[To object group]>8�œ�È�ª�™�¡�º  �¢�Ý�î�É�†�æ���K�Z�
�r�S�c  [Browse] �Î�±�å�†�¡�Ü�µ�¡�K
�Z�
 [Add Network Object Group] �²�–�”�ß�¢�Î�µ�¡�«�†6ä�A�r�M��

– [Add]>8�æ���K�S�•�å�º�Ü  �¥�î�»�\�¿�µ�º�á�î�¡  �¥�î�»�†  IMSI Prefix �¸�î�È�Ý�_3ã�•�K�r
�M��

– [Delete]>8�æ���K�S�•�å�º�Ü  �¥�î�»�\�¿�µ�º�á�î�¡  �¥�î�»�†  IMSI Prefix �¸�î�È�Ý�?�}�P7V�K
�r�M��

�Ç�“�–�”�˜�›�î�Ý  �Ô�î�» �­�Ÿ�×�Ü�¸�•  �¥�å�¸�Ÿ�«�º

�Ý�î�¸�µ�» 3ñ4# �©�å�¢�Ý

�Ð�Ý�³

�¥�å�¸�Ÿ�«
�º �©�«�¸�Ò

• • • • —
24-89
ASDM �Ø�î�¨  �ž�–�»

OL-14981-01-J



 

'¨  24 'v       �”�É�Ü�£�î�©�Ù�å  �Þ�–�Ö  �É�ß�º�¥�Ý  �–�å�«�Ì�¡�©�Ù�å�b0¿��
  �–�å�«�Ì�¡�©�Ù�å  �Ð�µ�É�b�Ç�•�î�Ý�»�b1��Â
– [Permit Errors]>8!“� �^�Ã�£�µ�º�x�–�å�«�Ì�¡�©�Ù�å�ì�_�š�Û�î�@0b�X�?�W�S�Ã�£�µ�º�†�
�»
�ß�µ�É�K�^�8�[�­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�?�}3æ�™�K�r�M���¹�Ç�›�Ý�º�[�c�
0Ž�Ò�ì�_�»
�K�K�S�M�m�Z�b!“� �Ã�£�µ�º�@�»�ß�µ�É�I�€�r�M��

• [General Parameters]>8�G�b�±�È�[  GTP �–�å�«�Ì�¡�©�Ù�å  �Ð�µ�É�b�M+á�Ã�Û�Ó�î�±�†0¿���K�r�M��

– [Maximum Number of Requests]>80Á���I�€�•0[�Ó�Ÿ�×�î  �§�–�¬�b�¹�Ç�›�Ý�º�q�±�Í�†�š�f�[
�A�r�M��0[�Ó�Ÿ�×�î  �§�–�¬�b�¹�Ç�›�Ý�º�q�±�Í�c  200 �[�M���Ÿ�×�î�[�Â'Å�…�U�@�[�A�•  GTP 
0[�Ó�X�b�q�±�Í�†�æ���K�r�M�� 1 >|  9999999 �b(
�V�[�æ���[�A�r�M��

– [Maximum Number of Tunnels]>80Á���I�€�•�º�å�¿�Ý�X�b�¹�Ç�›�Ý�º�q�±�Í�†�š�f�[�A�r�M��
�¹�Ç�›�Ý�º�b�º�å�¿�Ý�D7H�Í�c  500 �[�M��0Á�•�I�€�•�º�å�¿�Ý�b�q�±�X�†�æ���K�r�M���¢�ß�î
�Â�Ý�^�º�å�¿�Ý
²�/�b�D7H�Í�†  1 >|  9999999 �b(
�V�[�æ���[�A�r�M��

– Timeouts

[GSN timeout]>8GSN �†�P7V�M�•�r�[�b�
8��”�¡�¸�•�È�‡6ë�b�¹�Ç�›�Ý�º�q�±�Í�†�š�f�[�A�r
�M���¹�Ç�›�Ý�º�c  30 �(�[�M���±�–�Ò�”�˜�º�Í�†  hh:mm:ss �g�'�[�æ���K�r�M���G�G�[  hh �c�ì
6ë�
 mm �c�(�
 ss �c&Ê�[�M���Í  0 �c�
�)�•�K�^�8�G�\�†�–�á�K�r�M��

[PDP-Context timeout]>8GTP �­�µ�©�Ù�å�[  PDP �¥�å�¸�Ÿ�«�º�†�w�E�v�•�r�[�b�
8��”�¡�¸�•
�È�‡6ë�b�¹�Ç�›�Ý�º�q�±�Í�†�š�f�[�A�r�M���¹�Ç�›�Ý�º�c  30 �(�[�M���±�–�Ò�”�˜�º�Í�†  
hh:mm:ss �g�'�[�æ���K�r�M���G�G�[  hh �c�ì6ë�
 mm �c�(�
 ss �c&Ê�[�M���Í  0 �c�
�)�•�K�^�8
�G�\�†�–�á�K�r�M��

[Request Queue]>8GTP �­�µ�©�Ù�å�p�_  GTP �Ó�µ�­�î�ª�†�w�E�v�•�r�[�b�
8��”�¡�¸�•�È�‡6ë
�b�¹�Ç�›�Ý�º�q�±�Í�†�š�f�[�A�r�M���¹�Ç�›�Ý�º�c  1 �(�[�M���±�–�Ò�”�˜�º�Í�†  hh:mm:ss �g
�'�[�æ���K�r�M���G�G�[  hh �c�ì6ë�
 mm �c�(�
 ss �c&Ê�[�M���Í  0 �c�
�)�•�K�^�8�G�\�†�–�á
�K�r�M��

[Signaling]>8GTP �©�¢�¼�Ü�å�¢�†�P7V�M�•�r�[�b�
8��”�¡�¸�•�È�‡6ë�b�¹�Ç�›�Ý�º�q�±�Í�†�š
�f�[�A�r�M���¹�Ç�›�Ý�º�c  30 �(�[�M���±�–�Ò�”�˜�º�Í�†  hh:mm:ss �g�'�[�æ���K�r�M���G�G�[  
hh �c�ì6ë�
 mm �c�(�
 ss �c&Ê�[�M���Í  0 �c�
�)�•�K�^�8�G�\�†�–�á�K�r�M��

[Tunnel]>8GTP �º�å�¿�Ý�b8��”�¡�¸�•�È�‡6ë�b�¹�Ç�›�Ý�º�q�±�Í�†�š�f�[�A�r�M���¹�Ç�›�Ý�º
�c  1 �ì6ë�[�M���±�–�Ò�”�˜�º�Í�†  hh:mm:ss �g�'�[�æ���K�r�M���G�G�[  hh �c�ì6ë�
 mm �c�(�

ss �c&Ê�[�M���Í  0 �c�)�•�K�^�8�G�\�†�–�á�K�r�M��

[Request timeout]>8GTP 0[�Ó�b�”�–�»�Ý  �±�–�Ò�”�˜�º�Í�†�æ���K�r�M��

[T3-Response timeout]>8�K)F�†�P7V�M�•�r�[�b�
�Â'Å�…�U�ì6ë�b�q�±�Í�†�æ���K�r�M��

• [IMSI Prefix Filtering]>8�G�b�±�È�[  GTP �–�å�«�Ì�¡�©�Ù�å  �Ð�µ�É�b  IMSI �É�Þ�Ç�•�µ�¡�«  �Ç�•�Ý
�±�Ü�å�¢�†0¿���K�r�M��

– [Mobile Country Code]>80 �è�¥�b  3 �F�b�Í�[�Ô�Â�–�Ý  �•�å�º�Ü  �¥�î�»�†��*O�K�r�M���š�å�º
�Ü�@ 1 �F�r�S�c  2 �F�b���œ�_�c�
�Q�b
›8Œ�_  0 �@�Ü�•�I�€�Z  3 �F�b�Í�@�8�B�I�€�r�M��

– [Mobile Network Code]>82 �F�r�S�c  3 �F�b�X�Ð�[�¿�µ�º�á�î�¡  �¥�î�»�†��*O�K�r�M��

– [Add]>8�æ���K�S�•�å�º�Ü  �¥�î�»�\�¿�µ�º�á�î�¡  �¥�î�»�†  IMSI Prefix �¸�î�È�Ý�_3ã�•�K�r
�M��

– [Delete]>8�æ���K�S�•�å�º�Ü  �¥�î�»�\�¿�µ�º�á�î�¡  �¥�î�»�†  IMSI Prefix �¸�î�È�Ý�?�}�P7V�K
�r�M��

• [Inspections]>8�G�b�±�È�[  GTP �–�å�«�Ì�¡�©�Ù�å  �Ð�µ�É�†0¿���K�r�M��

– [Match Type]>8�M+´�±�–�É�†&g�K�r�M��*ï���M+´�\�°���M+´�@�6�~�r�M��

– [Criterion]>8GTP �–�å�«�Ì�¡�©�Ù�å�b�ö =�†&g�K�r�M��

– [Value]>8GTP �–�å�«�Ì�¡�©�Ù�å�[!·�œ�M�•�Í�†&g�K�r�M��

– [Action]>8!·�œ�²�ó�@�M+´�K�S�\�A�b�”�¡�©�Ù�å�†&g�K�r�M��
24-90
ASDM �Ø�î�¨  �ž�–�»

OL-14981-01-J



 

'¨  24 'v       �”�É�Ü�£�î�©�Ù�å  �Þ�–�Ö  �É�ß�º�¥�Ý  �–�å�«�Ì�¡�©�Ù�å�b0¿��
  �–�å�«�Ì�¡�©�Ù�å  �Ð�µ�É�b�Ç�•�î�Ý�»�b1��Â
– [Log]>8�ß�¢�b"g�Â�†&g�K�r�M��

– [Add]>8[Add GTP Inspect] �²�–�”�ß�¢�Î�µ�¡�«�@6ä�A�
 GTP �–�å�«�Ì�¡�©�Ù�å�†3ã�•�[�A�r
�M��

– [Edit]>8[Edit GTP Inspect] �²�–�”�ß�¢�Î�µ�¡�«�@6ä�A�
 GTP �–�å�«�Ì�¡�©�Ù�å�†)…7Ÿ�[�A�r
�M��

– [Delete]>8GTP �–�å�«�Ì�¡�©�Ù�å�†�P7V�K�r�M��

– [Move Up]>8�–�å�«�Ì�¡�©�Ù�å�†�Ü�«�º�b�V�_&ã�·�K�r�M��

– [Move Down]>8�–�å�«�Ì�¡�©�Ù�å�†�Ü�«�º�b�W�_&ã�·�K�r�M��

�Ô�î�»

���b/²�c�
�G�b�µ+��†�Q#Ý�[�A�•�Ô�î�»�†&g�K�S�v�b�[�M��

Add/Edit GTP Map

[Add/Edit GTP Inspect] �²�–�”�ß�¢�Î�µ�¡�«�[�c�
 GTP �–�å�«�Ì�¡�©�Ù�å  �Ð�µ�É�b!·�œ�ö =�\�Í�†��*O
�[�A�r�M��

�Ç�•�î�Ý�»

• [Match Type]>8�º�Û�Ç�•�µ�¡�\�Í�†�M+´�I�O�•�?�]�:�?�†�æ���K�r�M��

�S�\�<�d�
�e�Ð�4�� example.com���[  [No Match] �†4E�¥�K�S���œ�
 �� example.com���†�µ�t�º�Û
�Ç�•�µ�¡�c�M�m�Z�¡�Û�«  �Ð�µ�É�b�P1ß�¥�_�^�~�r�M��

• [Criterion]>8GTP �º�Û�Ç�•�µ�¡�_4:#Ý�M�•!·�œ�ö =�†�æ���K�r�M��

– [Access Point Name]>8�”�¡�­�«  �Ï�–�å�º�¡�†!·�œ�K�r�M��

– [Message ID]>8�Ó�µ�­�î�ª  ID �†!·�œ�K�r�M��

– [Message Length]>8�Ó�µ�­�î�ª�b6×�I�†!·�œ�K�r�M��

– [Version]>8�Â�î�ª�Ù�å�†!·�œ�K�r�M��

• [Access Point Name Criterion Values]>8!·�œ�M�•�”�¡�­�«  �Ï�–�å�º�¡�†�æ���K�r�M���¹�Ç�›�Ý�º�[
�c�
�w� �^  APN �b�Ó�µ�­�î�ª�†�M�m�Z�è���K�r�M���M�m�Z�b  APN �@�æ���[�A�r�M��

– [Regular Expression]>8!·�œ�M�•��*O�I�€�S�G0d/²#'�†�M0t/²&g�K�r�M��

– [Manage]>8[Manage Regular Expressions] �²�–�”�ß�¢�Î�µ�¡�«�@6ä�A�
�G0d/²#'�†0¿���[�A�r
�M��

– [Regular Expression Class]>8!·�œ�M�•��*O�I�€�S�G0d/²#'�¡�Û�«�†�M0t/²&g�K�r�M��

– [Manage]>8[Manage Regular Expression Class] �²�–�”�ß�¢�Î�µ�¡�«�@6ä�A�
�G0d/²#'�¡�Û�«  
�Ð�µ�É�†0¿���[�A�r�M��

– [Action]>8Drop��

– [Log]>8�–�¿�î�È�Ý�r�S�c�¹�•�­�î�È�Ý�_�K�r�M��

�Ç�“�–�”�˜�›�î�Ý  �Ô�î�» �­�Ÿ�×�Ü�¸�•  �¥�å�¸�Ÿ�«�º

�Ý�î�¸�µ�» 3ñ4# �©�å�¢�Ý

�Ð�Ý�³

�¥�å�¸�Ÿ�«
�º �©�«�¸�Ò

• • • • —
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ASDM �Ø�î�¨  �ž�–�»
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'¨  24 'v       �”�É�Ü�£�î�©�Ù�å  �Þ�–�Ö  �É�ß�º�¥�Ý  �–�å�«�Ì�¡�©�Ù�å�b0¿��
  �–�å�«�Ì�¡�©�Ù�å  �Ð�µ�É�b�Ç�•�î�Ý�»�b1��Â
• [Message ID Criterion Values]>8!·�œ�M�•�Ó�µ�­�î�ª�b�X�Í1‘�9�Ê�†�æ���K�r�M���w� �^�æ��(
�V
�c  1 >|  255 �[�M���¹�Ç�›�Ý�º�[�c�
�M�m�Z�b�w� �^�Ó�µ�­�î�ª  ID �@0Á�•�I�€�r�M��

– [Value]>8�Í�†�ö
²�M+´�[!·�œ�M�•�?�
(
�V�[!·�œ�M�•�?�†�æ���K�r�M��

[Equals]>8�Í�†
°�Š�K�r�M��

[Range]>8�Í�b(
�V�†
°�Š�K�r�M��

– [Action]>8Drop packet �r�S�c  limit rate (pps)��

– [Log]>8�–�¿�î�È�Ý�r�S�c�¹�•�­�î�È�Ý�_�K�r�M��

• [Message Length Criterion Values]>80Á�•�I�€�•  UDP �Ì�–�ß�î�»�b�
�Ó�µ�­�î�ª�b6×�I�b�¹�Ç�›�Ý
�º�q�±�Í�†�š�f�[�A�r�M��

– [Minimum value]>8UDP �Ì�–�ß�î�»�b�q�`�Â�–�º�X�†�æ���K�r�M��(
�V�c�
 1 >|  65536 �[�M��

– [Maximum value]>8UDP �Ì�–�ß�î�»�b�q�±�Â�–�º�X�†�æ���K�r�M��(
�V�c�
 1 >|  65536 �[�M��

– [Action]>8Drop packet��

– [Log]>8�–�¿�î�È�Ý�r�S�c�¹�•�­�î�È�Ý�_�K�r�M��

• [Version Criterion Values]>8!·�œ�M�•�Ó�µ�­�î�ª�b  GTP �Â�î�ª�Ù�å�†�æ���K�r�M���w� �^�æ��(
�V
�c  0 >|  255 �[�M���Â�î�ª�Ù�å  0 �†�æ���M�•�_�c  0 �†�Q#Ý�K�
�Â�î�ª�Ù�å  1 �†�æ���M�•�_�c  1 �†�Q
#Ý�K�r�M�� GTP �b�Â�î�ª�Ù�å  0 �c�Ï�î�º  3386 �†�Q#Ý�K�
�Â�î�ª�Ù�å  1 �c�Ï�î�º  2123 �†�Q#Ý�K�r
�M���¹�Ç�›�Ý�º�[�c�
�M�m�Z�b  GTP �Â�î�ª�Ù�å�@0Á�•�I�€�r�M��

– [Value]>8�Í�†�ö
²�M+´�[!·�œ�M�•�?�
(
�V�[!·�œ�M�•�?�†�æ���K�r�M��

[Equals]>8�Í�†
°�Š�K�r�M��

[Range]>8�Í�b(
�V�†
°�Š�K�r�M��

– [Action]>8Drop packet��

– [Log]>8�–�¿�î�È�Ý�r�S�c�¹�•�­�î�È�Ý�_�K�r�M��

�Ô�î�»

���b/²�c�
�G�b�µ+��†�Q#Ý�[�A�•�Ô�î�»�†&g�K�S�v�b�[�M��

H.323 Inspect Map

[H.323] �Ì�–�å�[�c�
 H.323 �”�É�Ü�£�î�©�Ù�å�b�¦�S�_0¿���I�€�S�–�å�«�Ì�¡�©�Ù�å  �Ð�µ�É�†/²&g�[�A
�r�M�� H.323 �Ð�µ�É�[�c�
 H.323 �”�É�Ü�£�î�©�Ù�å  �–�å�«�Ì�¡�©�Ù�å�b�¹�Ç�›�Ý�º0¿���Í�†�š�f�[�A
�r�M��

H.323 �–�å�«�Ì�¡�©�Ù�å�c  RAS�
 H.225�
 H.245 �†�§�Ï�î�º�K�
�Ù�u3¸�r�€�S  IP �”�»�Þ�«�\�Ï�î�º�†
�M�m�Z�š�n�M�•�µ+��†
��<�Z�8�r�M���«�¸�î�º�b�º�Û�µ�Ÿ�å�¢�\�Ç�•�Ý�±�Ü�å�¢�†��/œ�K�
�–�å�«�Ì�¡
�©�Ù�å�µ+��b�”�¡�¸�•�Ë�î�©�Ù�å�†�•�«�£�î�»�[�A�r�M�� H.323 �–�å�«�Ì�¡�©�Ù�å�c�
7Á0ð$��•�b�Ç�•
�Ý�±�Ü�å�¢�
 T.120 �b�²�–�¼�Ñ�µ�¡�D�š�
 H.245 �b�º�å�¿�Ý�µ+��D�š�
 HSI �¢�Ý�î�É�
�É�ß�º�¥�Ý�b�«
�¸�î�º  �º�Û�µ�Ÿ�å�¢�
 H.323 3û0ð�ì6ë�D7H�b4:#Ý�
8b�Œ/ �Å�¹�œ�D�š�†�§�Ï�î�º�K�r�M��

�Ç�“�–�”�˜�›�î�Ý  �Ô�î�» �­�Ÿ�×�Ü�¸�•  �¥�å�¸�Ÿ�«�º

�Ý�î�¸�µ�» 3ñ4# �©�å�¢�Ý

�Ð�Ý�³

�¥�å�¸�Ÿ�«
�º �©�«�¸�Ò

• • • • —
24-92
ASDM �Ø�î�¨  �ž�–�»
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  �–�å�«�Ì�¡�©�Ù�å  �Ð�µ�É�b�Ç�•�î�Ý�»�b1��Â
�Ç�•�î�Ý�»

• [H.323 Inspect Maps]>8��*O�I�€�Z�8�•  H.323 �–�å�«�Ì�¡�©�Ù�å  �Ð�µ�É�†�M0t/²&g�M�•�¸�î�È�Ý�[
�M��

• [Add]>8�‚�K�8  H.323 �–�å�«�Ì�¡�©�Ù�å  �Ð�µ�É�†0¿���K�r�M�� H.323 �–�å�«�Ì�¡�©�Ù�å  �Ð�µ�É�†
)…7Ÿ�M�•�_�c�
 [H.323 Inspect Maps] �¸�î�È�Ý�[  H.323 �b�š�å�º�Ü�†4E�¥�K�
 [Customize] �†�¡
�Ü�µ�¡�K�r�M��

• [Delete]>8[H.323 Inspect Maps] �¸�î�È�Ý�[4E�¥�K�S�–�å�«�Ì�¡�©�Ù�å  �Ð�µ�É�†�P7V�K�r�M��

• [Security Level]>8�­�Ÿ�×�Ü�¸�•  �Þ�Ë�Ý>&High�
 Medium�
 Low>'�†4E�¥�K�r�M��

– Low>8�¹�Ç�›�Ý�º

H.225 "g�Â&�1�>8�¹�•�­�î�È�Ý

RAS "g�Â&�1�>8�¹�•�­�î�È�Ý

$Î�™
��b$��•>8�¹�•�­�î�È�Ý

3û0ð�D7H�ì6ë>8�¹�•�­�î�È�Ý

RTP  =�Ð>84:#Ý�I�D�K�^�8

– Medium

H.225 "g�Â&�1�>8�–�¿�î�È�Ý

RAS "g�Â&�1�>8�–�¿�î�È�Ý

$Î�™
��b$��•>8�¹�•�­�î�È�Ý

3û0ð�D7H�ì6ë>8�¹�•�­�î�È�Ý

RTP  =�Ð>84:#Ý�I�D�M�•

�Ì�–�ß�î�»�†8b�Œ�r�S�c�Å�¹�œ�_7H���K�Z�©�¢�¼�Ü�å�¢�º�n�†4:#Ý>8�K�^�8

– High

H.225 "g�Â&�1�>8�–�¿�î�È�Ý

RAS "g�Â&�1�>8�–�¿�î�È�Ý

$Î�™
��b$��•>8�–�¿�î�È�Ý

3û0ð�D7H�ì6ë>81:00:00

RTP  =�Ð>84:#Ý�I�D�M�•

�Ì�–�ß�î�»�†8b�Œ�r�S�c�Å�¹�œ�_7H���K�Z�©�¢�¼�Ü�å�¢�º�n�†4:#Ý>8�M�•

– [Phone Number Filtering]>8[Phone Number Filtering] �²�–�”�ß�¢�Î�µ�¡�«�@6ä�A�
7Á0ð$��•
�Ç�•�Ý�±�†0¿���[�A�r�M��

– [Customize]>8[Add/Edit H.323 Policy Map] �²�–�”�ß�¢�Î�µ�¡�«�†6ä�A�
3ã�•�b0¿���†/œ�8�r
�M��

– [Default Level]>8�­�Ÿ�×�Ü�¸�•  �Þ�Ë�Ý�†�¹�Ç�›�Ý�º�b  Medium �Þ�Ë�Ý�_�`�K�r�M��
24-93
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�Ô�î�»

���b/²�c�
�G�b�µ+��†�Q#Ý�[�A�•�Ô�î�»�†&g�K�S�v�b�[�M��

Phone Number Filtering

[Phone Number Filtering] �²�–�”�ß�¢�Î�µ�¡�«�[�c�
7Á0ð$��•�b�Ç�•�Ý�±�†0¿���[�A�r�M��

�Ç�•�î�Ý�»

• [Match Type]>8�M+´�±�–�É�†&g�K�r�M��*ï���M+´�\�°���M+´�@�6�~�r�M��

• [Criterion]>8�–�å�«�Ì�¡�©�Ù�å�b�ö =�†&g�K�r�M��

• [Value]>8�–�å�«�Ì�¡�©�Ù�å�[!·�œ�M�•�Í�†&g�K�r�M��

• [Action]>8!·�œ�²�ó�@�M+´�K�S�\�A�b�”�¡�©�Ù�å�†&g�K�r�M��

• [Log]>8�ß�¢�b"g�Â�†&g�K�r�M��

• [Add]>8[Add Phone Number Filter] �²�–�”�ß�¢�Î�µ�¡�«�@6ä�A�
7Á0ð$��•�b�Ç�•�Ý�±�†3ã�•�[�A�r
�M��

• [Edit]>8[Edit Phone Number Filter] �²�–�”�ß�¢�Î�µ�¡�«�@6ä�A�
7Á0ð$��•�†)…7Ÿ�[�A�r�M��

• [Delete]>87Á0ð$��•�b�Ç�•�Ý�±�†�P7V�K�r�M��

• [Move Up]>8�š�å�º�Ü�†�Ü�«�º�b�V�_&ã�·�K�r�M��

• [Move Down]>8�š�å�º�Ü�†�Ü�«�º�b�W�_&ã�·�K�r�M��

�Ô�î�»

���b/²�c�
�G�b�µ+��†�Q#Ý�[�A�•�Ô�î�»�†&g�K�S�v�b�[�M��

Add/Edit H.323 Policy Map >&�­�Ÿ�×�Ü�¸�•  �Þ�Ë�Ý>'

[Add/Edit H.323 Policy Map] �Ì�–�å�[�c�
 H.323 �”�É�Ü�£�î�©�Ù�å  �–�å�«�Ì�¡�©�Ù�å  �Ð�µ�É�b�­�Ÿ�×
�Ü�¸�•  �Þ�Ë�Ý�\3ã�•�b0¿���Í�†0¿���[�A�r�M��

�Ç�“�–�”�˜�›�î�Ý  �Ô�î�» �­�Ÿ�×�Ü�¸�•  �¥�å�¸�Ÿ�«�º

�Ý�î�¸�µ�» 3ñ4# �©�å�¢�Ý

�Ð�Ý�³

�¥�å�¸�Ÿ�«
�º �©�«�¸�Ò

• • • • —

�Ç�“�–�”�˜�›�î�Ý  �Ô�î�» �­�Ÿ�×�Ü�¸�•  �¥�å�¸�Ÿ�«�º

�Ý�î�¸�µ�» 3ñ4# �©�å�¢�Ý

�Ð�Ý�³

�¥�å�¸�Ÿ�«
�º �©�«�¸�Ò

• • • • —
24-94
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'¨  24 'v       �”�É�Ü�£�î�©�Ù�å  �Þ�–�Ö  �É�ß�º�¥�Ý  �–�å�«�Ì�¡�©�Ù�å�b0¿��
  �–�å�«�Ì�¡�©�Ù�å  �Ð�µ�É�b�Ç�•�î�Ý�»�b1��Â
�Ç�•�î�Ý�»

• [Name]>8H.323 �Ð�µ�É�b3ã�•�ì�_  H.323 �Ð�µ�É�b�¡�S�†
°�Š�K�r�M�� H.323 �Ð�µ�É�b)…7Ÿ�ì�_�c�

�¦�S�_0¿���K�S  H.323 �Ð�µ�É�b�¡�S�@/²&g�I�€�r�M��

• [Description]>8H323 �Ð�µ�É�b1��Â�†  200 �e�Ð�è
Æ�[
°�Š�K�r�M��

• [Security Level]>8�­�Ÿ�×�Ü�¸�•  �Þ�Ë�Ý>&High�
 Medium�
 Low>'�†4E�¥�K�r�M��

– Low>8�¹�Ç�›�Ý�º

H.225 "g�Â&�1�>8�¹�•�­�î�È�Ý

RAS "g�Â&�1�>8�¹�•�­�î�È�Ý

$Î�™
��b$��•>8�¹�•�­�î�È�Ý

3û0ð�D7H�ì6ë>8�¹�•�­�î�È�Ý

RTP  =�Ð>84:#Ý�I�D�K�^�8

– Medium

H.225 "g�Â&�1�>8�–�¿�î�È�Ý

RAS "g�Â&�1�>8�–�¿�î�È�Ý

$Î�™
��b$��•>8�¹�•�­�î�È�Ý

3û0ð�D7H�ì6ë>8�¹�•�­�î�È�Ý

RTP  =�Ð>84:#Ý�I�D�M�•

�Ì�–�ß�î�»�†8b�Œ�r�S�c�Å�¹�œ�_7H���K�Z�©�¢�¼�Ü�å�¢�º�n�†4:#Ý>8�K�^�8

– High

H.225 "g�Â&�1�>8�–�¿�î�È�Ý

RAS "g�Â&�1�>8�–�¿�î�È�Ý

$Î�™
��b$��•>8�–�¿�î�È�Ý

3û0ð�D7H�ì6ë>81:00:00

RTP  =�Ð>84:#Ý�I�D�M�•

�Ì�–�ß�î�»�†8b�Œ�r�S�c�Å�¹�œ�_7H���K�Z�©�¢�¼�Ü�å�¢�º�n�†4:#Ý>8�M�•

– [Phone Number Filtering]>8[Phone Number Filtering] �²�–�”�ß�¢�Î�µ�¡�«�@6ä�A�
7Á0ð$��•�b
�Ç�•�Ý�±�†0¿���[�A�r�M��

– [Default Level]>8�­�Ÿ�×�Ü�¸�•  �Þ�Ë�Ý�†�¹�Ç�›�Ý�º�_�`�K�r�M��

• [Details]>80ò(ý�^0¿���†/œ�:�S�u�b  [State Checking] �±�È�
 [Call Attributes] �±�È�
 [Tunneling and 
Protocol Conformance] �±�È�
 [HSI Group Parameters] �±�È�
�>�|�g  [Inspections] �±�È�†/²&g�K�r
�M��

�Ô�î�»

���b/²�c�
�G�b�µ+��†�Q#Ý�[�A�•�Ô�î�»�†&g�K�S�v�b�[�M��

�Ç�“�–�”�˜�›�î�Ý  �Ô�î�» �­�Ÿ�×�Ü�¸�•  �¥�å�¸�Ÿ�«�º

�Ý�î�¸�µ�» 3ñ4# �©�å�¢�Ý

�Ð�Ý�³

�¥�å�¸�Ÿ�«
�º �©�«�¸�Ò

• • • • —
24-95
ASDM �Ø�î�¨  �ž�–�»
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Add/Edit H.323 Policy Map >&0ò(ý>'

[Add/Edit H.323 Policy Map] �Ì�–�å�[�c�
 H.323 �”�É�Ü�£�î�©�Ù�å  �–�å�«�Ì�¡�©�Ù�å  �Ð�µ�É�b�­�Ÿ�×
�Ü�¸�•  �Þ�Ë�Ý�\3ã�•�b0¿���Í�†0¿���[�A�r�M��

�Ç�•�î�Ý�»

• [Name]>8H.323 �Ð�µ�É�b3ã�•�ì�_  H.323 �Ð�µ�É�b�¡�S�†
°�Š�K�r�M�� H.323 �Ð�µ�É�b)…7Ÿ�ì�_�c�

�¦�S�_0¿���K�S  H.323 �Ð�µ�É�b�¡�S�@/²&g�I�€�r�M��

• [Description]>8H.323 �Ð�µ�É�b1��Â�†  200 �e�Ð�è
Æ�[
°�Š�K�r�M��

• [Security Level]>80¿���M�•�­�Ÿ�×�Ü�¸�•  �Þ�Ë�Ý�\7Á0ð$��•�Ç�•�Ý�±�Ü�å�¢0¿���†/²&g�K�r�M��

• [State Checking]>8�G�b�±�È�[  H.323 �–�å�«�Ì�¡�©�Ù�å  �Ð�µ�É�b"g�Â&�1��Ã�Û�Ó�î�±�†0¿���K�r
�M��

– [Check state transition of H.225 messages]>8H.323 �b"g�Â&�1��†  H.225 �Ó�µ�­�î�ª�_4:#Ý�K�r
�M��

– [Check state transition of RAS messages]>8H.323 �b"g�Â&�1��†  RAS �Ó�µ�­�î�ª�_4:#Ý�K�r�M��

• [Call Attributes]>8�G�b�±�È�[  H.323 �–�å�«�Ì�¡�©�Ù�å  �Ð�µ�É�b�¥�î�Ý�“�ö�Ã�Û�Ó�î�±�†0¿���K�r
�M��

– [Enforce call duration limit]>83û0ð�†�M���b�ì6ë�[�D7H�K�r�M��

[Call Duration Limit]>83û0ð�D7H�ì6ë>&hh:mm:ss>'��

– [Enforce presence of calling and called party numbers]>83û0ð0¿���ì�_�
�I�D$×�_$Î�™
��b$��•
�†3æ�™�K�r�M��

• [Tunneling and Protocol Conformance]>8�G�b�±�È�[  H.323 �–�å�«�Ì�¡�©�Ù�å  �Ð�µ�É�b�º�å�¿�Ü�å
�¢�\�É�ß�º�¥�Ý =�Ð�Ã�Û�Ó�î�±�†0¿���K�r�M��

– [Check for H.245 tunneling]>8H.245 �b�º�å�¿�Ü�å�¢�†0Á�•�K�r�M��

[Action]>8Drop connection �r�S�c  Log��

– [Check RTP packets for protocol conformance]>8�Æ�å�Í�î�Ý�b  RTP/RTCP �Ã�£�µ�º�@�É�ß�º�¥
�Ý�_ =�Ð�K�Z�8�•�?�]�:�?�†�³�™�µ�¡�K�r�M��

[Limit payload to audio or video, based on the signaling exchange]>8�Ì�–�ß�î�»  �±�–�É�†�I�D
$×�_8b�Œ�x�Å�¹�œ�_�K�Z�
�©�¢�¼�Ü�å�¢�º�n�†4:#Ý�K�r�M��

• [HSI Group Parameters]>8�G�b�±�È�[  HSI �¢�Ý�î�É�†0¿���K�r�M��

– [HSI Group ID]>8HSI �¢�Ý�î�É�b  ID �†&g�K�r�M��

– [IP Address]>8HSI �¢�Ý�î�É�b  IP �”�»�Þ�«�†&g�K�r�M��

– [Endpoints]>8HSI �¢�Ý�î�É�b�š�å�»�Ï�–�å�º�†&g�K�r�M��

– [Add]>8[Add HSI Group] �²�–�”�ß�¢�Î�µ�¡�«�@6ä�A�
 HSI �¢�Ý�î�É�†3ã�•�[�A�r�M��

– [Edit]>8[Edit HSI Group] �²�–�”�ß�¢�Î�µ�¡�«�@6ä�A�
 HSI �¢�Ý�î�É�†)…7Ÿ�[�A�r�M��

– [Delete]>8HSI �¢�Ý�î�É�†�P7V�K�r�M��

• [Inspections]>8�G�b�±�È�[  H.323 �–�å�«�Ì�¡�©�Ù�å�b�¥�å�Ç�•� �×�Þ�î�©�Ù�å�†/²&g�K�Z�
3ã�•�x
)…7Ÿ�@�[�A�r�M��

– [Match Type]>8�M+´�±�–�É�†&g�K�r�M��*ï���M+´�\�°���M+´�@�6�~�r�M��

– [Criterion]>8H.323 �–�å�«�Ì�¡�©�Ù�å�b�ö =�†&g�K�r�M��

– [Value]>8H.323 �–�å�«�Ì�¡�©�Ù�å�[!·�œ�M�•�Í�†&g�K�r�M��
24-96
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– [Action]>8!·�œ�²�ó�@�M+´�K�S�\�A�b�”�¡�©�Ù�å�†&g�K�r�M��

– [Log]>8�ß�¢�b"g�Â�†&g�K�r�M��

– [Add]>8[Add H.323 Inspect] �²�–�”�ß�¢�Î�µ�¡�«�@6ä�A�
 H.323 �–�å�«�Ì�¡�©�Ù�å�†3ã�•�[�A
�r�M��

– [Edit]>8[Edit H.323 Inspect] �²�–�”�ß�¢�Î�µ�¡�«�@6ä�A�
 H.323 �–�å�«�Ì�¡�©�Ù�å�†)…7Ÿ�[�A
�r�M��

– [Delete]>8H.323 �–�å�«�Ì�¡�©�Ù�å�†�P7V�K�r�M��

– [Move Up]>8�–�å�«�Ì�¡�©�Ù�å�†�Ü�«�º�b�V�_&ã�·�K�r�M��

– [Move Down]>8�–�å�«�Ì�¡�©�Ù�å�†�Ü�«�º�b�W�_&ã�·�K�r�M��

�Ô�î�»

���b/²�c�
�G�b�µ+��†�Q#Ý�[�A�•�Ô�î�»�†&g�K�S�v�b�[�M��

Add/Edit HSI Group

[Add/Edit HSI Group] �²�–�”�ß�¢�Î�µ�¡�«�[�c�
 HSI �¢�Ý�î�É�†0¿���[�A�r�M��

�Ç�•�î�Ý�»

• [Group ID]>8HSI �b�¢�Ý�î�É  ID �†
°�Š�K�r�M��

• [IP Address]>8HSI �b  IP �”�»�Þ�«�†
°�Š�K�r�M��

• [Endpoints]>8�š�å�»�Ï�–�å�º�b  IP �”�»�Þ�«�\�–�å�±�î�Ç�™�–�«�†0¿���K�r�M��

– [IP Address]>8�š�å�»�Ï�–�å�º�b  IP �”�»�Þ�«�†
°�Š�K�r�M��

– [Interface]>8�š�å�»�Ï�–�å�º�b�–�å�±�î�Ç�™�–�«�†�æ���K�r�M��

• [Add]>8��*O�I�€�S  HSI �¢�Ý�î�É�†3ã�•�K�r�M��

• [Delete]>84E�¥�K�S HSI �¢�Ý�î�É�†�P7V�K�r�M��

�Ô�î�»

���b/²�c�
�G�b�µ+��†�Q#Ý�[�A�•�Ô�î�»�†&g�K�S�v�b�[�M��

�Ç�“�–�”�˜�›�î�Ý  �Ô�î�» �­�Ÿ�×�Ü�¸�•  �¥�å�¸�Ÿ�«�º

�Ý�î�¸�µ�» 3ñ4# �©�å�¢�Ý

�Ð�Ý�³

�¥�å�¸�Ÿ�«
�º �©�«�¸�Ò

• • • • —

�Ç�“�–�”�˜�›�î�Ý  �Ô�î�» �­�Ÿ�×�Ü�¸�•  �¥�å�¸�Ÿ�«�º

�Ý�î�¸�µ�» 3ñ4# �©�å�¢�Ý

�Ð�Ý�³

�¥�å�¸�Ÿ�«
�º �©�«�¸�Ò

• • • • —
24-97
ASDM �Ø�î�¨  �ž�–�»
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Add/Edit H.323 Map

[Add/Edit H.323 Inspect] �²�–�”�ß�¢�Î�µ�¡�«�[�c�
 H.323 �–�å�«�Ì�¡�©�Ù�å  �Ð�µ�É�b!·�œ�ö =�\�Í�†
��*O�[�A�r�M��

�Ç�•�î�Ý�»

• [Single Match]>8H.323 �–�å�«�Ì�¡�©�Ù�å�_!·�œ�e�@  1 �X�T�E�b���œ�_�æ���K�r�M��

• [Match Type]>8�º�Û�Ç�•�µ�¡�\�Í�†�M+´�I�O�•�?�]�:�?�†�æ���K�r�M��

�S�\�<�d�
�e�Ð�4�� example.com���[  [No Match] �†4E�¥�K�S���œ�
 �� example.com���†�µ�t�º�Û
�Ç�•�µ�¡�c�M�m�Z�¡�Û�«  �Ð�µ�É�b�P1ß�¥�_�^�~�r�M��

• [Criterion]>8H.323 �º�Û�Ç�•�µ�¡�_4:#Ý�M�•!·�œ�ö =�†�æ���K�r�M��

– [Called Party]>8�w�™
��†!·�œ�K�r�M��

– [Calling Party]>8$Î�™
–�†!·�œ�K�r�M��

– [Media Type]>8�Ó�¹�•�”  �±�–�É�†!·�œ�K�r�M��

• [Called Party Criterion Values]>8H.323 �w�™
��b!·�œ�‰�2�†�æ���K�r�M��

– [Regular Expression]>8!·�œ�M�•��*O�I�€�S�G0d/²#'�†�M0t/²&g�K�r�M��

– [Manage]>8[Manage Regular Expressions] �²�–�”�ß�¢�Î�µ�¡�«�@6ä�A�
�G0d/²#'�†0¿���[�A�r
�M��

– [Regular Expression Class]>8!·�œ�M�•��*O�I�€�S�G0d/²#'�¡�Û�«�†�M0t/²&g�K�r�M��

– [Manage]>8[Manage Regular Expression Class] �²�–�”�ß�¢�Î�µ�¡�«�@6ä�A�
�G0d/²#'�¡�Û�«  
�Ð�µ�É�†0¿���[�A�r�M��

• [Calling Party Criterion Values]>8H.323 $Î�™
–�b!·�œ�‰�2�†�æ���K�r�M��

– [Regular Expression]>8!·�œ�M�•��*O�I�€�S�G0d/²#'�†�M0t/²&g�K�r�M��

– [Manage]>8[Manage Regular Expressions] �²�–�”�ß�¢�Î�µ�¡�«�@6ä�A�
�G0d/²#'�†0¿���[�A�r
�M��

– [Regular Expression Class]>8!·�œ�M�•��*O�I�€�S�G0d/²#'�¡�Û�«�†�M0t/²&g�K�r�M��

– [Manage]>8[Manage Regular Expression Class] �²�–�”�ß�¢�Î�µ�¡�«�@6ä�A�
�G0d/²#'�¡�Û�«  
�Ð�µ�É�†0¿���[�A�r�M��

• [Media Type Criterion Values]>8!·�œ�M�•�Ó�¹�•�”  �±�–�É�†�æ���K�r�M��

– [Audio]>88b�Œ�±�–�É�†!·�œ�K�r�M��

– [Video]>8�Å�¹�œ �±�–�É�†!·�œ�K�r�M��

– [Data]>8�¹�î�±  �±�–�É�†!·�œ�K�r�M��

• [Multiple Matches]>8H.323 �–�å�«�Ì�¡�©�Ù�å�b0
�X�b!·�œ�e�†�æ���K�r�M��

– [H323 Traffic Class]>8H.323 �º�Û�Ç�•�µ�¡  �¡�Û�«�†!·�œ�K�r�M��

– [Manage]>8[Manage H.323 Class Maps] �²�–�”�ß�¢�Î�µ�¡�«�@6ä�A�
 H.323 �¡�Û�«  �Ð�µ�É�b3ã
�•�
)…7Ÿ�
�P7V�@�[�A�r�M��

• [Action]>8Drop Packet�
 Drop Connection�
�r�S�c  Reset��

�Ô�î�»

���b/²�c�
�G�b�µ+��†�Q#Ý�[�A�•�Ô�î�»�†&g�K�S�v�b�[�M��
24-98
ASDM �Ø�î�¨  �ž�–�»
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'¨  24 'v       �”�É�Ü�£�î�©�Ù�å  �Þ�–�Ö  �É�ß�º�¥�Ý  �–�å�«�Ì�¡�©�Ù�å�b0¿��
  �–�å�«�Ì�¡�©�Ù�å  �Ð�µ�É�b�Ç�•�î�Ý�»�b1��Â
HTTP Inspect Map

[HTTP] �Ì�–�å�[�c�
 HTTP �”�É�Ü�£�î�©�Ù�å�b�¦�S�_0¿���I�€�S�–�å�«�Ì�¡�©�Ù�å  �Ð�µ�É�†/²&g�[�A
�r�M�� HTTP �Ð�µ�É�[�c�
 HTTP �”�É�Ü�£�î�©�Ù�å  �–�å�«�Ì�¡�©�Ù�å�b�¹�Ç�›�Ý�º0¿���Í�†�š�f�[�A
�r�M��

HTTP �”�É�Ü�£�î�©�Ù�å  �–�å�«�Ì�¡�©�Ù�å�[  HTTP �b�Ê�µ�²�î�\�•�e�†�«�Ÿ�Õ�å�K�
�I�r�J�r�^�¹�î
�±  �³�™�µ�¡�@�[�A�r�M���G�€�}�b�³�™�µ�¡�[�
 HTTP �S(��
�¥�å�¸�å�¶  �±�–�É�
�º�å�¿�Ý  �É�ß�º�¥
�Ý�
�Ó�µ�­�î�ª  �É�ß�º�¥�Ý�^�]�@�­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�†3û4#�M�•�G�\�†75�F�K�r�M��

HTTP �”�É�Ü�£�î�©�Ù�å  �–�å�«�Ì�¡�©�Ù�å�[�º�å�¿�Ý  �”�É�Ü�£�î�©�Ù�å�\  ASCII �è�¥�b�e�Ð�†�µ�t  
HTTP 0[�Ó�x�Â'Å�†�È�ß�µ�¡�K�Z�
�O�–�b�6�•�¥�å�¸�å�¶�@  Web �§�î�Â�_�?4)�M�•�G�\�†75�B�r�M��
HTTP 0[�Ó�x�Â'Å�Ê�µ�²�î�b�I�r�J�r�^0[(ò�b�§�–�¬�D7H�
 URL �b�È�ß�µ�Ÿ�å�¢�
 HTTP �§�î�Â  �Ê�µ
�²�î  �±�–�É�b�«�É�î�Ç�•�å�¢�v�§�Ï�î�º�I�€�Z�8�r�M��

�Ç�•�î�Ý�»

• [HTTP Inspect Maps]>8��*O�I�€�Z�8�•  HTTP �–�å�«�Ì�¡�©�Ù�å  �Ð�µ�É�†�M0t/²&g�M�•�¸�î�È�Ý�[
�M��

• [Add]>8�‚�K�8  HTTP �–�å�«�Ì�¡�©�Ù�å  �Ð�µ�É�†0¿���K�r�M�� HTTP �–�å�«�Ì�¡�©�Ù�å  �Ð�µ�É�†
)…7Ÿ�M�•�_�c�
 [HTTP Inspect Maps] �¸�î�È�Ý�[  HTTP �b�š�å�º�Ü�†4E�¥�K�
 [Customize] �†�¡
�Ü�µ�¡�K�r�M��

• [Delete]>8[HTTP Inspect Maps] �¸�î�È�Ý�[4E�¥�K�S�–�å�«�Ì�¡�©�Ù�å  �Ð�µ�É�†�P7V�K�r�M��

• [Security Level]>8�­�Ÿ�×�Ü�¸�•  �Þ�Ë�Ý>&High�
 Medium�
 Low>'�†4E�¥�K�r�M��

– Low>8�¹�Ç�›�Ý�º

�É�ß�º�¥�Ý4*�o�ì�b�”�¡�©�Ù�å>8 Drop connection

�ó
²�[�^�8�‰�'�b�K)F�»�ß�µ�É>8�¹�•�­�î�È�Ý

0[�Ó�b�Ê�µ�²�î�_  ASCII �è�¥�b�e�Ð�@�µ�r�€�•���œ�b�K)F�»�ß�µ�É>8�¹�•�­�î�È�Ý

URI �Ç�•�Ý�±�Ü�å�¢>80¿���K�^�8

9×�Ø�^�–�å�«�Ì�¡�©�Ù�å>80¿���K�^�8

– Medium

�É�ß�º�¥�Ý4*�o�ì�b�”�¡�©�Ù�å>8 Drop connection

�ó
²�[�^�8�‰�'�b�K)F�»�ß�µ�É>8 GET�
 HEAD�
 POST �T�E�†0Á�•

0[�Ó�b�Ê�µ�²�î�_  ASCII �è�¥�b�e�Ð�@�µ�r�€�•���œ�b�K)F�»�ß�µ�É>8�¹�•�­�î�È�Ý

URI �Ç�•�Ý�±�Ü�å�¢>80¿���K�^�8

9×�Ø�^�–�å�«�Ì�¡�©�Ù�å>80¿���K�^�8

– High

�É�ß�º�¥�Ý4*�o�ì�b�”�¡�©�Ù�å>8 Drop Connection �\  Log

�Ç�“�–�”�˜�›�î�Ý  �Ô�î�» �­�Ÿ�×�Ü�¸�•  �¥�å�¸�Ÿ�«�º

�Ý�î�¸�µ�» 3ñ4# �©�å�¢�Ý

�Ð�Ý�³

�¥�å�¸�Ÿ�«
�º �©�«�¸�Ò

• • • • —
24-99
ASDM �Ø�î�¨  �ž�–�»
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  �–�å�«�Ì�¡�©�Ù�å  �Ð�µ�É�b�Ç�•�î�Ý�»�b1��Â
�ó
²�[�^�8�‰�'�b�K)F�»�ß�µ�É>8 GET�
 HEAD �T�E�†0Á�•

0[�Ó�b�Ê�µ�²�î�_  ASCII �è�¥�b�e�Ð�@�µ�r�€�•���œ�b�K)F�»�ß�µ�É>8�–�¿�î�È�Ý

URI �Ç�•�Ý�±�Ü�å�¢>80¿���K�^�8

9×�Ø�^�–�å�«�Ì�¡�©�Ù�å>80¿���K�^�8

– [URI Filtering]>8[URI Filtering] �²�–�”�ß�¢�Î�µ�¡�«�@6ä�A�
 URI �Ç�•�Ý�±�†0¿���[�A�r�M��

– [Customize]>8[Edit HTTP Policy Map] �²�–�”�ß�¢�Î�µ�¡�«�†6ä�A�
3ã�•�b0¿���†/œ�8�r�M��

– [Default Level]>8�­�Ÿ�×�Ü�¸�•  �Þ�Ë�Ý�†�¹�Ç�›�Ý�º�b  Medium �Þ�Ë�Ý�_�`�K�r�M��

�Ô�î�»

���b/²�c�
�G�b�µ+��†�Q#Ý�[�A�•�Ô�î�»�†&g�K�S�v�b�[�M��

URI Filtering

[URI Filtering] �²�–�”�ß�¢�Î�µ�¡�«�[�c�
 URI �Ç�•�Ý�±�†0¿���[�A�r�M��

�Ç�•�î�Ý�»

• [Match Type]>8�M+´�±�–�É�†&g�K�r�M��*ï���M+´�\�°���M+´�@�6�~�r�M��

• [Criterion]>8�–�å�«�Ì�¡�©�Ù�å�b�ö =�†&g�K�r�M��

• [Value]>8�–�å�«�Ì�¡�©�Ù�å�[!·�œ�M�•�Í�†&g�K�r�M��

• [Action]>8!·�œ�²�ó�@�M+´�K�S�\�A�b�”�¡�©�Ù�å�†&g�K�r�M��

• [Log]>8�ß�¢�b"g�Â�†&g�K�r�M��

• [Add]>8[Add URI Filtering] �²�–�”�ß�¢�Î�µ�¡�«�@6ä�A�
 URI �Ç�•�Ý�±�†3ã�•�[�A�r�M��

• [Edit]>8[Edit URI Filtering] �²�–�”�ß�¢�Î�µ�¡�«�@6ä�A�
 URI �Ç�•�Ý�±�†)…7Ÿ�[�A�r�M��

• [Delete]>8URI �Ç�•�Ý�±�†�P7V�K�r�M��

• [Move Up]>8�š�å�º�Ü�†�Ü�«�º�b�V�_&ã�·�K�r�M��

• [Move Down]>8�š�å�º�Ü�†�Ü�«�º�b�W�_&ã�·�K�r�M��

�Ô�î�»

���b/²�c�
�G�b�µ+��†�Q#Ý�[�A�•�Ô�î�»�†&g�K�S�v�b�[�M��

�Ç�“�–�”�˜�›�î�Ý  �Ô�î�» �­�Ÿ�×�Ü�¸�•  �¥�å�¸�Ÿ�«�º

�Ý�î�¸�µ�» 3ñ4# �©�å�¢�Ý

�Ð�Ý�³

�¥�å�¸�Ÿ�«
�º �©�«�¸�Ò

• • • • —

�Ç�“�–�”�˜�›�î�Ý  �Ô�î�» �­�Ÿ�×�Ü�¸�•  �¥�å�¸�Ÿ�«�º

�Ý�î�¸�µ�» 3ñ4# �©�å�¢�Ý

�Ð�Ý�³

�¥�å�¸�Ÿ�«
�º �©�«�¸�Ò

• • • • —
24-100
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'¨  24 'v       �”�É�Ü�£�î�©�Ù�å  �Þ�–�Ö  �É�ß�º�¥�Ý  �–�å�«�Ì�¡�©�Ù�å�b0¿��
  �–�å�«�Ì�¡�©�Ù�å  �Ð�µ�É�b�Ç�•�î�Ý�»�b1��Â
Add/Edit HTTP Policy Map >&�­�Ÿ�×�Ü�¸�•  �Þ�Ë�Ý>'

[Add/Edit HTTP Policy Map] �Ì�–�å�[�c�
 HTTP �”�É�Ü�£�î�©�Ù�å  �–�å�«�Ì�¡�©�Ù�å  �Ð�µ�É�b�­�Ÿ�×
�Ü�¸�•  �Þ�Ë�Ý�\3ã�•�b0¿���Í�†0¿���[�A�r�M��

�Ç�•�î�Ý�»

• [Name]>8HTTP �Ð�µ�É�b3ã�•�ì�_  HTTP �Ð�µ�É�b�¡�S�†
°�Š�K�r�M�� HTTP �Ð�µ�É�b)…7Ÿ�ì�_�c�

�¦�S�_0¿���K�S  HTTP �Ð�µ�É�b�¡�S�@/²&g�I�€�r�M��

• [Description]>8HTTP �Ð�µ�É�b1��Â�†  200 �e�Ð�è
Æ�[
°�Š�K�r�M��

• [Security Level]>8�­�Ÿ�×�Ü�¸�•  �Þ�Ë�Ý>&High�
 Medium�
 Low>'�†4E�¥�K�r�M��

– Low>8�¹�Ç�›�Ý�º

�É�ß�º�¥�Ý4*�o�ì�b�”�¡�©�Ù�å>8 Drop connection

�ó
²�[�^�8�‰�'�b�K)F�»�ß�µ�É>8�¹�•�­�î�È�Ý

0[�Ó�b�Ê�µ�²�î�_  ASCII �è�¥�b�e�Ð�@�µ�r�€�•���œ�b�K)F�»�ß�µ�É>8�¹�•�­�î�È�Ý

URI �Ç�•�Ý�±�Ü�å�¢>80¿���K�^�8

9×�Ø�^�–�å�«�Ì�¡�©�Ù�å>80¿���K�^�8

– Medium

�É�ß�º�¥�Ý4*�o�ì�b�”�¡�©�Ù�å>8 Drop connection

�ó
²�[�^�8�‰�'�b�K)F�»�ß�µ�É>8 GET�
 HEAD�
 POST �T�E�†0Á�•

0[�Ó�b�Ê�µ�²�î�_  ASCII �è�¥�b�e�Ð�@�µ�r�€�•���œ�b�K)F�»�ß�µ�É>8�¹�•�­�î�È�Ý

URI �Ç�•�Ý�±�Ü�å�¢>80¿���K�^�8

9×�Ø�^�–�å�«�Ì�¡�©�Ù�å>80¿���K�^�8

– High

�É�ß�º�¥�Ý4*�o�ì�b�”�¡�©�Ù�å>8 Drop Connection �\  Log

�ó
²�[�^�8�‰�'�b�K)F�»�ß�µ�É>8 GET�
 HEAD �T�E�†0Á�•

0[�Ó�b�Ê�µ�²�î�_  ASCII �è�¥�b�e�Ð�@�µ�r�€�•���œ�b�K)F�»�ß�µ�É>8�–�¿�î�È�Ý

URI �Ç�•�Ý�±�Ü�å�¢>80¿���K�^�8

9×�Ø�^�–�å�«�Ì�¡�©�Ù�å>80¿���K�^�8

– [URI Filtering]>8[URI Filtering] �²�–�”�ß�¢�Î�µ�¡�«�@6ä�A�
 URI �Ç�•�Ý�±�†0¿���K�r�M��

– [Default Level]>8�­�Ÿ�×�Ü�¸�•  �Þ�Ë�Ý�†�¹�Ç�›�Ý�º�_�`�K�r�M��

• [Details]>80ò(ý�^0¿���†/œ�:�S�u�b  [Parameters] �±�È�\  [Inspections] �±�È�†/²&g�K�r�M��

�Ô�î�»

���b/²�c�
�G�b�µ+��†�Q#Ý�[�A�•�Ô�î�»�†&g�K�S�v�b�[�M��

�Ç�“�–�”�˜�›�î�Ý  �Ô�î�» �­�Ÿ�×�Ü�¸�•  �¥�å�¸�Ÿ�«�º

�Ý�î�¸�µ�» 3ñ4# �©�å�¢�Ý

�Ð�Ý�³

�¥�å�¸�Ÿ�«
�º �©�«�¸�Ò

• • • • —
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Add/Edit HTTP Policy Map >&0ò(ý>'

[Add/Edit HTTP Policy Map] �Ì�–�å�[�c�
 HTTP �”�É�Ü�£�î�©�Ù�å  �–�å�«�Ì�¡�©�Ù�å  �Ð�µ�É�b�­�Ÿ�×
�Ü�¸�•  �Þ�Ë�Ý�\3ã�•�b0¿���Í�†0¿���[�A�r�M��

�Ç�•�î�Ý�»

• [Name]>8HTTP �Ð�µ�É�b3ã�•�ì�_  HTTP �Ð�µ�É�b�¡�S�†
°�Š�K�r�M�� HTTP �Ð�µ�É�b)…7Ÿ�ì�_�c�

�¦�S�_0¿���K�S  HTTP �Ð�µ�É�b�¡�S�@/²&g�I�€�r�M��

• [Description]>8HTTP �Ð�µ�É�b1��Â�†  200 �e�Ð�è
Æ�[
°�Š�K�r�M��

• [Security Level]>80¿���M�•�­�Ÿ�×�Ü�¸�•  �Þ�Ë�Ý�\  URI �Ç�•�Ý�±�Ü�å�¢0¿���†/²&g�K�r�M��

• [Parameters]>8�G�b�±�È�[  HTTP �–�å�«�Ì�¡�©�Ù�å  �Ð�µ�É�b�Ã�Û�Ó�î�±�†0¿���K�r�M��

– [Check for protocol violations]>8HTTP �É�ß�º�¥�Ý4*�o�b�w!“�†�³�™�µ�¡�K�r�M��

[Action]>8Drop Connection�
 Reset�
 Log��

[Log]>8�–�¿�î�È�Ý�r�S�c�¹�•�­�î�È�Ý�_�K�r�M��

– [Spoof server string]>8�§�î�Â�b  HTTP �Ê�µ�²�î�b�Í�†�æ���b�e�Ð�4�[*(�A�n�<�r�M��

[Spoof String]>8�§�î�Â�b�Ê�µ�²�î  �Ç�•�î�Ý�»�\*(�A�n�<�•�e�Ð�4�†
°�Š�K�r�M���q�±  82 �e�Ð
�r�[
°�Š�[�A�r�M��

– [Body Match Maximum]>8HTTP �Ó�µ�­�î�ª�b�•�e!·�œ�ì�_�è(ô�I�€�•�
�q�±�e�Ð�X�[�M���¹
�Ç�›�Ý�º�c  200 �Â�–�º�[�M���±�A�^�Í�†�æ���M�•�\�
�Ã�Ç�›�î�Ð�å�«�_�±�A�^�s8j�†�Z�<�r
�M��

• [Inspections]>8�G�b�±�È�[  HTTP �–�å�«�Ì�¡�©�Ù�å�b�¥�å�Ç�•� �×�Þ�î�©�Ù�å�†/²&g�K�Z�
3ã�•�x
)…7Ÿ�@�[�A�r�M��

– [Match Type]>8�M+´�±�–�É�†&g�K�r�M��*ï���M+´�\�°���M+´�@�6�~�r�M��

– [Criterion]>8HTTP �–�å�«�Ì�¡�©�Ù�å�b�ö =�†&g�K�r�M��

– [Value]>8HTTP �–�å�«�Ì�¡�©�Ù�å�[!·�œ�M�•�Í�†&g�K�r�M��

– [Action]>8!·�œ�²�ó�@�M+´�K�S�\�A�b�”�¡�©�Ù�å�†&g�K�r�M��

– [Log]>8�ß�¢�b"g�Â�†&g�K�r�M��

– [Add]>8[Add HTTP Inspect] �²�–�”�ß�¢�Î�µ�¡�«�@6ä�A�
 HTTP �–�å�«�Ì�¡�©�Ù�å�†3ã�•�[�A
�r�M��

– [Edit]>8[Edit HTTP Inspect] �²�–�”�ß�¢�Î�µ�¡�«�@6ä�A�
 HTTP �–�å�«�Ì�¡�©�Ù�å�†)…7Ÿ�[�A
�r�M��

– [Delete]>8HTTP �–�å�«�Ì�¡�©�Ù�å�†�P7V�K�r�M��

– [Move Up]>8�–�å�«�Ì�¡�©�Ù�å�†�Ü�«�º�b�V�_&ã�·�K�r�M��

– [Move Down]>8�–�å�«�Ì�¡�©�Ù�å�†�Ü�«�º�b�W�_&ã�·�K�r�M��

�Ô�î�»

���b/²�c�
�G�b�µ+��†�Q#Ý�[�A�•�Ô�î�»�†&g�K�S�v�b�[�M��
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Add/Edit HTTP Map

[Add/Edit HTTP Inspect] �²�–�”�ß�¢�Î�µ�¡�«�[�c�
 HTTP �–�å�«�Ì�¡�©�Ù�å  �Ð�µ�É�b!·�œ�ö =�\�Í�†
��*O�[�A�r�M��

�Ç�•�î�Ý�»

• [Single Match]>8HTTP �–�å�«�Ì�¡�©�Ù�å�_!·�œ�e�@  1 �X�T�E�b���œ�_�æ���K�r�M��

• [Match Type]>8�º�Û�Ç�•�µ�¡�\�Í�†�M+´�I�O�•�?�]�:�?�†�æ���K�r�M��

�S�\�<�d�
�e�Ð�4�� example.com���[  [No Match] �†4E�¥�K�S���œ�
 �� example.com���†�µ�t�º�Û
�Ç�•�µ�¡�c�M�m�Z�¡�Û�«  �Ð�µ�É�b�P1ß�¥�_�^�~�r�M��

• [Criterion]>8HTTP �º�Û�Ç�•�µ�¡�_4:#Ý�M�•!·�œ�ö =�†�æ���K�r�M��

– [Request/Response Content Type Mismatch]>8�Â'Å�b�¥�å�¸�å�¶  �±�–�É�@0[�Ó�b  accept �Ç�•�î
�Ý�»�b  MIME �±�–�É�b  1 �X�\�M+´�M�•�²0[�@�6�•�G�\�†�æ���K�r�M��

– [Request Arguments]>80[�Ó�b�,�X�_�G0d/²#'!·�œ�†4:#Ý�K�r�M��

[Regular Expression]>8!·�œ�M�•��*O�I�€�S�G0d/²#'�†�M0t/²&g�K�r�M��

[Manage]>8[Manage Regular Expressions] �²�–�”�ß�¢�Î�µ�¡�«�@6ä�A�
�G0d/²#'�†0¿���[�A�r
�M��

[Regular Expression Class]>8!·�œ�M�•��*O�I�€�S�G0d/²#'�¡�Û�«�†�M0t/²&g�K�r�M��

[Manage]>8[Manage Regular Expression Class] �²�–�”�ß�¢�Î�µ�¡�«�@6ä�A�
�G0d/²#'�¡�Û�«  
�Ð�µ�É�†0¿���[�A�r�M��

– [Request Body Length]>80[�Ó�b�•�e�_�æ���K�S�Â�–�º�X�|�~6×�8�Ç�•�î�Ý�»�@�6�•���œ�
�G
0d/²#'�[!·�œ�K�r�M��

[Greater Than Length]>80[�Ó�Ç�•�î�Ý�»�b6×�I�\!·�œ�M�•�Ç�•�î�Ý�»�b�Í�†�Â�–�º�"�)�[
°�Š
�K�r�M��

– [Request Body]>80[�Ó�b�•�e�_�G0d/²#'!·�œ�†4:#Ý�K�r�M��

[Regular Expression]>8!·�œ�M�•��*O�I�€�S�G0d/²#'�†�M0t/²&g�K�r�M��

[Manage]>8[Manage Regular Expressions] �²�–�”�ß�¢�Î�µ�¡�«�@6ä�A�
�G0d/²#'�†0¿���[�A�r
�M��

[Regular Expression Class]>8!·�œ�M�•��*O�I�€�S�G0d/²#'�¡�Û�«�†�M0t/²&g�K�r�M��

[Manage]>8[Manage Regular Expression Class] �²�–�”�ß�¢�Î�µ�¡�«�@6ä�A�
�G0d/²#'�¡�Û�«  
�Ð�µ�É�†0¿���[�A�r�M��

– [Request Header Field Count]>80[�Ó�Ê�µ�²�î�b�Ç�•�î�Ý�»�X�@�q�±�Í�b���œ�
�G0d/²#'�[!·�œ
�K�r�M��

[Predefined]>80[�Ó�b�Ê�µ�²�î  �Ç�•�î�Ý�»�†���b�p�?�}�æ���K�r�M�� accept�
 accept-charset�

accept-encoding�
 accept-language�
 allow�
 authorization�
 cache-control�
 connection�

content-encoding�
 content-language�
 content-length�
 content-location�
 content-md5�


�Ç�“�–�”�˜�›�î�Ý  �Ô�î�» �­�Ÿ�×�Ü�¸�•  �¥�å�¸�Ÿ�«�º

�Ý�î�¸�µ�» 3ñ4# �©�å�¢�Ý

�Ð�Ý�³

�¥�å�¸�Ÿ�«
�º �©�«�¸�Ò

• • • • —
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content-range�
 content-type�
 cookie�
 date�
 expect�
 expires�
 from�
 host�
 if-match�

if-modified-since�
 if-none-match�
 if-range�
 if-unmodified-since�
 last-modified�

max-forwards�
 pragma�
 proxy-authorization�
 range�
 referer�
 te�
 trailer�

transfer-encoding�
 upgrade�
 user-agent�
 via�
 warning��

[Regular Expression]>8!·�œ�M�•��*O�I�€�S�G0d/²#'�†�M0t/²&g�K�r�M��

[Manage]>8[Manage Regular Expressions] �²�–�”�ß�¢�Î�µ�¡�«�@6ä�A�
�G0d/²#'�†0¿���[�A�r
�M��

[Greater Than Count]>8�Ê�µ�²�î  �Ç�•�î�Ý�»�X�b�q�±�Í�†
°�Š�K�r�M��

– [Request Header Field Length]>80[�Ó�Ê�µ�²�î�_�æ���K�S�Â�–�º�X�|�~6×�8�Ç�•�î�Ý�»�@�6�•
���œ�
�G0d/²#'�[!·�œ�K�r�M��

[Predefined]>80[�Ó�b�Ê�µ�²�î  �Ç�•�î�Ý�»�†���b�p�?�}�æ���K�r�M�� accept�
 accept-charset�

accept-encoding�
 accept-language�
 allow�
 authorization�
 cache-control�
 connection�

content-encoding�
 content-language�
 content-length�
 content-location�
 content-md5�

content-range�
 content-type�
 cookie�
 date�
 expect�
 expires�
 from�
 host�
 if-match�

if-modified-since�
 if-none-match�
 if-range�
 if-unmodified-since�
 last-modified�

max-forwards�
 pragma�
 proxy-authorization�
 range�
 referer�
 te�
 trailer�

transfer-encoding�
 upgrade�
 user-agent�
 via�
 warning��

[Regular Expression]>8!·�œ�M�•��*O�I�€�S�G0d/²#'�†�M0t/²&g�K�r�M��

[Manage]>8[Manage Regular Expressions] �²�–�”�ß�¢�Î�µ�¡�«�@6ä�A�
�G0d/²#'�†0¿���[�A�r
�M��

[Greater Than Length]>80[�Ó�Ç�•�î�Ý�»�b6×�I�\!·�œ�M�•�Ç�•�î�Ý�»�b�Í�†�Â�–�º�"�)�[
°�Š
�K�r�M��

– [Request Header Field]>80[�Ó�b�Ê�µ�²�î�_�G0d/²#'!·�œ�†4:#Ý�K�r�M��

[Predefined]>80[�Ó�b�Ê�µ�²�î  �Ç�•�î�Ý�»�†���b�p�?�}�æ���K�r�M�� accept�
 accept-charset�

accept-encoding�
 accept-language�
 allow�
 authorization�
 cache-control�
 connection�

content-encoding�
 content-language�
 content-length�
 content-location�
 content-md5�

content-range�
 content-type�
 cookie�
 date�
 expect�
 expires�
 from�
 host�
 if-match�

if-modified-since�
 if-none-match�
 if-range�
 if-unmodified-since�
 last-modified�

max-forwards�
 pragma�
 proxy-authorization�
 range�
 referer�
 te�
 trailer�

transfer-encoding�
 upgrade�
 user-agent�
 via�
 warning��

[Regular Expression]>8!·�œ�M�•��*O�I�€�S�G0d/²#'�†�M0t/²&g�K�r�M��

[Manage]>8[Manage Regular Expressions] �²�–�”�ß�¢�Î�µ�¡�«�@6ä�A�
�G0d/²#'�†0¿���[�A�r
�M��

[Regular Expression Class]>8!·�œ�M�•��*O�I�€�S�G0d/²#'�¡�Û�«�†�M0t/²&g�K�r�M��

[Manage]>8[Manage Regular Expression Class] �²�–�”�ß�¢�Î�µ�¡�«�@6ä�A�
�G0d/²#'�¡�Û�«  
�Ð�µ�É�†0¿���[�A�r�M��

– [Request Header Count]>80[�Ó�Ê�µ�²�î�X�@�q�±�Í�b���œ�
�G0d/²#'�[!·�œ�K�r�M��

[Greater Than Count]>8�Ê�µ�²�î�X�b�q�±�Í�†
°�Š�K�r�M��

– [Request Header Length]>80[�Ó�Ê�µ�²�î�@�æ���K�S�Â�–�º�X�|�~6×�8���œ�
�G0d/²#'�[!·�œ�K
�r�M��

[Greater Than Length]>8�Ê�µ�²�î�b6×�I�†�Â�–�º�"�)�[
°�Š�K�r�M��

– [Request Header non-ASCII]>80[�Ó�Ê�µ�²�î�_�µ�r�€�•  ASCII �è�¥�b�e�Ð�†!·�œ�K�r�M��

– [Request Method]>80[�Ó�b�‰�'�†�G0d/²#'�[!·�œ�K�r�M��
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[Method]>8!·�œ�M�•0[�Ó�‰�'�†���b�p�?�}�æ���K�r�M�� bcopy�
 bdelete�
 bmove�
 bpropfind�

bproppatch�
 connect�
 copy�
 delete�
 edit�
 get�
 getattribute�
 getattributenames�

getproperties�
 head�
 index�
 lock�
 mkcol�
 mkdir�
 move�
 notify�
 options�
 poll�
 post�

propfind�
 proppatch�
 put�
 revadd�
 revlabel�
 revlog�
 revnum�
 save�
 search�
 setattribute�

startrev�
 stoprev�
 subscribe�
 trace�
 unedit�
 unlock�
 unsubscribe��

[Regular Expression]>8�G0d/²#'�b!·�œ�‰�2�†�æ���K�r�M��

[Regular Expression]>8!·�œ�M�•��*O�I�€�S�G0d/²#'�†�M0t/²&g�K�r�M��

[Manage]>8[Manage Regular Expressions] �²�–�”�ß�¢�Î�µ�¡�«�@6ä�A�
�G0d/²#'�†0¿���[�A�r
�M��

[Regular Expression Class]>8!·�œ�M�•��*O�I�€�S�G0d/²#'�¡�Û�«�†�M0t/²&g�K�r�M��

[Manage]>8[Manage Regular Expression Class] �²�–�”�ß�¢�Î�µ�¡�«�@6ä�A�
�G0d/²#'�¡�Û�«  
�Ð�µ�É�†0¿���[�A�r�M��

– [Request URI Length]>80[�Ó�b  URI �@�æ���K�S�Â�–�º�X�|�~6×�8���œ�
�G0d/²#'�[!·�œ�K�r
�M��

[Greater Than Length]>8URI �b6×�I�†�Â�–�º�"�)�[
°�Š�K�r�M��

– [Request URI]>80[�Ó�b  URI �_�G0d/²#'!·�œ�†4:#Ý�K�r�M��

[Regular Expression]>8!·�œ�M�•��*O�I�€�S�G0d/²#'�†�M0t/²&g�K�r�M��

[Manage]>8[Manage Regular Expressions] �²�–�”�ß�¢�Î�µ�¡�«�@6ä�A�
�G0d/²#'�†0¿���[�A�r
�M��

[Regular Expression Class]>8!·�œ�M�•��*O�I�€�S�G0d/²#'�¡�Û�«�†�M0t/²&g�K�r�M��

[Manage]>8[Manage Regular Expression Class] �²�–�”�ß�¢�Î�µ�¡�«�@6ä�A�
�G0d/²#'�¡�Û�«  
�Ð�µ�É�†0¿���[�A�r�M��

– [Response Body]>80[�Ó�b�•�e�†  regex �[!·�œ�K�r�M��

[ActiveX]>8ActiveX �b!·�œ�‰�2�†�æ���K�r�M��

[Java Applet]>8Java �”�É�Þ�µ�º�b!·�œ�‰�2�†�æ���K�r�M��

[Regular Expression]>8�G0d/²#'�b!·�œ�‰�2�†�æ���K�r�M��

[Regular Expression]>8!·�œ�M�•��*O�I�€�S�G0d/²#'�†�M0t/²&g�K�r�M��

[Manage]>8[Manage Regular Expressions] �²�–�”�ß�¢�Î�µ�¡�«�@6ä�A�
�G0d/²#'�†0¿���[�A�r
�M��

[Regular Expression Class]>8!·�œ�M�•��*O�I�€�S�G0d/²#'�¡�Û�«�†�M0t/²&g�K�r�M��

[Manage]>8[Manage Regular Expression Class] �²�–�”�ß�¢�Î�µ�¡�«�@6ä�A�
�G0d/²#'�¡�Û�«  
�Ð�µ�É�†0¿���[�A�r�M��

– [Response Body Length]>8�Â'Å�b�•�e�_�æ���K�S�Â�–�º�X�|�~6×�8�Ç�•�î�Ý�»�@�6�•���œ�
�G
0d/²#'�[!·�œ�K�r�M��

[Greater Than Length]>8�Â'Å�Ç�•�î�Ý�»�b6×�I�\!·�œ�M�•�Ç�•�î�Ý�»�b�Í�†�Â�–�º�"�)�[
°�Š
�K�r�M��

– [Response Header Field Count]>8�Â'Å�Ê�µ�²�î�b�Ç�•�î�Ý�»�X�@�q�±�Í�b���œ�
�G0d/²#'�[!·
�œ�K�r�M��

[Predefined]>8�Â'Å�b�Ê�µ�²�î  �Ç�•�î�Ý�»�†���b�p�?�}�æ���K�r�M�� accept-ranges�
 age�

allow�
 cache-control�
 connection�
 content-encoding�
 content-language�
 content-length�

content-location�
 content-md5�
 content-range�
 content-type�
 date�
 etag�
 expires�

last-modified�
 location�
 pragma�
 proxy-authenticate�
 retry-after�
 server�
 set-cookie�

trailer�
 transfer-encoding�
 upgrade�
 vary�
 via�
 warning�
 www-authenticate��
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[Regular Expression]>8!·�œ�M�•��*O�I�€�S�G0d/²#'�†�M0t/²&g�K�r�M��

[Manage]>8[Manage Regular Expressions] �²�–�”�ß�¢�Î�µ�¡�«�@6ä�A�
�G0d/²#'�†0¿���[�A�r
�M��

[Greater Than Count]>8�Ê�µ�²�î  �Ç�•�î�Ý�»�X�b�q�±�Í�†
°�Š�K�r�M��

– [Response Header Field Length]>8�Â'Å�Ê�µ�²�î�_�æ���K�S�Â�–�º�X�|�~6×�8�Ç�•�î�Ý�»�@�6
�•���œ�
�G0d/²#'�[!·�œ�K�r�M��

[Predefined]>8�Â'Å�b�Ê�µ�²�î  �Ç�•�î�Ý�»�†���b�p�?�}�æ���K�r�M�� accept-ranges�
 age�

allow�
 cache-control�
 connection�
 content-encoding�
 content-language�
 content-length�

content-location�
 content-md5�
 content-range�
 content-type�
 date�
 etag�
 expires�

last-modified�
 location�
 pragma�
 proxy-authenticate�
 retry-after�
 server�
 set-cookie�

trailer�
 transfer-encoding�
 upgrade�
 vary�
 via�
 warning�
 www-authenticate��

[Regular Expression]>8!·�œ�M�•��*O�I�€�S�G0d/²#'�†�M0t/²&g�K�r�M��

[Manage]>8[Manage Regular Expressions] �²�–�”�ß�¢�Î�µ�¡�«�@6ä�A�
�G0d/²#'�†0¿���[�A�r
�M��

[Greater Than Length]>8�Â'Å�Ç�•�î�Ý�»�b6×�I�\!·�œ�M�•�Ç�•�î�Ý�»�b�Í�†�Â�–�º�"�)�[
°�Š
�K�r�M��

– [Response Header Field]>8�Â'Å�b�Ê�µ�²�î�_�G0d/²#'!·�œ�†4:#Ý�K�r�M��

[Predefined]>8�Â'Å�b�Ê�µ�²�î  �Ç�•�î�Ý�»�†���b�p�?�}�æ���K�r�M�� accept-ranges�
 age�

allow�
 cache-control�
 connection�
 content-encoding�
 content-language�
 content-length�

content-location�
 content-md5�
 content-range�
 content-type�
 date�
 etag�
 expires�

last-modified�
 location�
 pragma�
 proxy-authenticate�
 retry-after�
 server�
 set-cookie�

trailer�
 transfer-encoding�
 upgrade�
 vary�
 via�
 warning�
 www-authenticate��

[Regular Expression]>8!·�œ�M�•��*O�I�€�S�G0d/²#'�†�M0t/²&g�K�r�M��

[Manage]>8[Manage Regular Expressions] �²�–�”�ß�¢�Î�µ�¡�«�@6ä�A�
�G0d/²#'�†0¿���[�A�r
�M��

[Regular Expression Class]>8!·�œ�M�•��*O�I�€�S�G0d/²#'�¡�Û�«�†�M0t/²&g�K�r�M��

[Manage]>8[Manage Regular Expression Class] �²�–�”�ß�¢�Î�µ�¡�«�@6ä�A�
�G0d/²#'�¡�Û�«  
�Ð�µ�É�†0¿���[�A�r�M��

– [Response Header Count]>8�Â'Å�Ê�µ�²�î�X�@�q�±�Í�b���œ�
�G0d/²#'�[!·�œ�K�r�M��

[Greater Than Count]>8�Ê�µ�²�î�X�b�q�±�Í�†
°�Š�K�r�M��

– [Response Header Length]>8�Â'Å�Ê�µ�²�î�@�æ���K�S�Â�–�º�X�|�~6×�8���œ�
�G0d/²#'�[!·�œ
�K�r�M��

[Greater Than Length]>8�Ê�µ�²�î�b6×�I�†�Â�–�º�"�)�[
°�Š�K�r�M��

– [Response Header non-ASCII]>8�Â'Å�Ê�µ�²�î�_�µ�r�€�•  ASCII �è�¥�b�e�Ð�†!·�œ�K�r�M��

– [Response Status Line]>8�«�¸�î�±�«/œ�†�G0d/²#'�[!·�œ�K�r�M��

[Regular Expression]>8!·�œ�M�•��*O�I�€�S�G0d/²#'�†�M0t/²&g�K�r�M��

[Manage]>8[Manage Regular Expressions] �²�–�”�ß�¢�Î�µ�¡�«�@6ä�A�
�G0d/²#'�†0¿���[�A�r
�M��

[Regular Expression Class]>8!·�œ�M�•��*O�I�€�S�G0d/²#'�¡�Û�«�†�M0t/²&g�K�r�M��

[Manage]>8[Manage Regular Expression Class] �²�–�”�ß�¢�Î�µ�¡�«�@6ä�A�
�G0d/²#'�¡�Û�«  
�Ð�µ�É�†0¿���[�A�r�M��

• [Multiple Matches]>8HTTP �–�å�«�Ì�¡�©�Ù�å�b0
�X�b!·�œ�e�†�æ���K�r�M��

– [H323 Traffic Class]>8HTTP �º�Û�Ç�•�µ�¡  �¡�Û�«�†!·�œ�K�r�M��
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– [Manage]>8[Manage HTTP Class Maps] �²�–�”�ß�¢�Î�µ�¡�«�@6ä�A�
 HTTP �¡�Û�«  �Ð�µ�É�b3ã
�•�
)…7Ÿ�
�P7V�@�[�A�r�M��

• [Action]>8Drop connection�
 Reset�
�r�S�c  Log��

• [Log]>8�–�¿�î�È�Ý�r�S�c�¹�•�­�î�È�Ý�_�K�r�M��

�Ô�î�»

���b/²�c�
�G�b�µ+��†�Q#Ý�[�A�•�Ô�î�»�†&g�K�S�v�b�[�M��

Instant Messaging (IM) Inspect Map

[IM] �Ì�–�å�[�c�
�–�å�«�±�å�º  �Ó�µ�­�î�ª>& IM>'�”�É�Ü�£�î�©�Ù�å�b�¦�S�_0¿���I�€�S�–�å�«�Ì�¡
�©�Ù�å  �Ð�µ�É�†/²&g�[�A�r�M���–�å�«�±�å�º  �Ó�µ�­�î�ª>& IM>'�Ð�µ�É�[�c�
�–�å�«�±�å�º  �Ó�µ�­�î�ª

>&IM >'�”�É�Ü�£�î�©�Ù�å  �–�å�«�Ì�¡�©�Ù�å�b�¹�Ç�›�Ý�º0¿���Í�†�š�f�[�A�r�M��

�–�å�«�±�å�º  �Ó�µ�­�î�ª>& IM>'�”�É�Ü�£�î�©�Ù�å  �–�å�«�Ì�¡�©�Ù�å�[�
�¿�µ�º�á�î�¡  �”�¡�­�«�b�Q#Ý
5��†0ò(ý�_�D�š�[�A�r�M���r�S�
�µ�&�_���b ƒ�d�x�Q�b�Ú�b�7�Á�?�}�¿�µ�º�á�î�¡�†�ò�~�r�M���G0d/²
#'�¹�î�±�Ë�î�«�b�I�r�J�r�^�è(ô�Ã�±�î�å�†�Q�W�Z�
�–�å�«�±�å�º  �Ó�µ�­�î�ª>& IM>'�†�Ç�•�Ý�±�[�A
�r�M���Ç�ß�î�@1�1‘�I�€�^�8���œ�c�
 syslog �@#Õ�B�I�€�r�M��

�«�¥�î�É�†7H���M�•�_�c�
�”�¡�­�«  �Ü�«�º�?�}�è���M�•�º�Û�Ç�•�µ�¡  �«�º�Ü�î�Ò�†�æ���K�r�M�� UDP 
�Ó�µ�­�î�ª�b���œ�
�P�Â�M�•  UDP �Ï�î�º$��•�v0¿���[�A�r�M�� Yahoo!Messenger �>�|�g  MSN 
Messenger �b�–�å�«�±�å�º  �Ó�µ�­�î�ª�b�–�å�«�Ì�¡�©�Ù�å�v�§�Ï�î�º�I�€�Z�8�r�M��

�Ç�•�î�Ý�»

• [Name]>8�–�å�«�Ì�¡�©�Ù�å  �Ð�µ�É�b�¡�S�†  40 �e�Ð�è
Æ�[
°�Š�K�r�M��

• [Description]>8�–�å�«�Ì�¡�©�Ù�å  �Ð�µ�É�b1��Â�†  200 �e�Ð�è
Æ�[
°�Š�K�r�M��

• [IM Inspect Maps]>8��*O�I�€�Z�8�•  IM �–�å�«�Ì�¡�©�Ù�å  �Ð�µ�É�†�M0t/²&g�M�•�¸�î�È�Ý�[�M��

• [Add]>8�‚�K�8  IM �–�å�«�Ì�¡�©�Ù�å  �Ð�µ�É�†0¿���K�r�M��

• [Edit]>8[IM Inspect Maps] �¸�î�È�Ý�[4E�¥�K�S  IM �b�š�å�º�Ü�†)…7Ÿ�K�r�M��

• [Delete]>8[IM Inspect Maps] �¸�î�È�Ý�[4E�¥�K�S�–�å�«�Ì�¡�©�Ù�å  �Ð�µ�É�†�P7V�K�r�M��

�Ô�î�»

���b/²�c�
�G�b�µ+��†�Q#Ý�[�A�•�Ô�î�»�†&g�K�S�v�b�[�M��

�Ç�“�–�”�˜�›�î�Ý  �Ô�î�» �­�Ÿ�×�Ü�¸�•  �¥�å�¸�Ÿ�«�º

�Ý�î�¸�µ�» 3ñ4# �©�å�¢�Ý

�Ð�Ý�³

�¥�å�¸�Ÿ�«
�º �©�«�¸�Ò

• • • • —

�Ç�“�–�”�˜�›�î�Ý  �Ô�î�» �­�Ÿ�×�Ü�¸�•  �¥�å�¸�Ÿ�«�º

�Ý�î�¸�µ�» 3ñ4# �©�å�¢�Ý

�Ð�Ý�³

�¥�å�¸�Ÿ�«
�º �©�«�¸�Ò

• • • • —
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Add/Edit Instant Mes saging (IM) Policy Map

[Add/Edit Instant Messaging (IM) Policy Map] �Ì�–�å�[�c�
 IM �”�É�Ü�£�î�©�Ù�å  �–�å�«�Ì�¡�©�Ù�å  
�Ð�µ�É�b�­�Ÿ�×�Ü�¸�•  �Þ�Ë�Ý�\3ã�•�b0¿���Í�†0¿���[�A�r�M��

�Ç�•�î�Ý�»

• [Name]>8IM �Ð�µ�É�b3ã�•�ì�_  IM �Ð�µ�É�b�¡�S�†
°�Š�K�r�M�� IM �Ð�µ�É�b)…7Ÿ�ì�_�c�
�¦�S�_
0¿���K�S  IM �Ð�µ�É�b�¡�S�@/²&g�I�€�r�M��

• [Description]>8IM �Ð�µ�É�b1��Â�†  200 �e�Ð�è
Æ�[
°�Š�K�r�M��

• [Match Type]>8�M+´�±�–�É�†&g�K�r�M��*ï���M+´�\�°���M+´�@�6�~�r�M��

• [Criterion]>8IM �–�å�«�Ì�¡�©�Ù�å�b�ö =�†&g�K�r�M��

• [Value]>8IM �–�å�«�Ì�¡�©�Ù�å�[!·�œ�M�•�Í�†&g�K�r�M��

• [Action]>8!·�œ�²�ó�@�M+´�K�S�\�A�b�”�¡�©�Ù�å�†&g�K�r�M��

• [Log]>8�ß�¢�b"g�Â�†&g�K�r�M��

• [Add]>8[Add IM Inspect] �²�–�”�ß�¢�Î�µ�¡�«�@6ä�A�
 IM �–�å�«�Ì�¡�©�Ù�å�†3ã�•�[�A�r�M��

• [Edit]>8[Edit IM Inspect] �²�–�”�ß�¢�Î�µ�¡�«�@6ä�A�
 IM �–�å�«�Ì�¡�©�Ù�å�†)…7Ÿ�[�A�r�M��

• [Delete]>8IM �–�å�«�Ì�¡�©�Ù�å�†�P7V�K�r�M��

• [Move Up]>8�–�å�«�Ì�¡�©�Ù�å�†�Ü�«�º�b�V�_&ã�·�K�r�M��

• [Move Down]>8�–�å�«�Ì�¡�©�Ù�å�†�Ü�«�º�b�W�_&ã�·�K�r�M��

�Ô�î�»

���b/²�c�
�G�b�µ+��†�Q#Ý�[�A�•�Ô�î�»�†&g�K�S�v�b�[�M��

Add/Edit IM Map

[Add/Edit IM Inspect] �²�–�”�ß�¢�Î�µ�¡�«�[�c�
 IM �–�å�«�Ì�¡�©�Ù�å  �Ð�µ�É�b!·�œ�ö =�\�Í�†��*O�[
�A�r�M��

�Ç�•�î�Ý�»

• [Single Match]>8IM �–�å�«�Ì�¡�©�Ù�å�_!·�œ�e�@  1 �X�T�E�b���œ�_�æ���K�r�M��

• [Match Type]>8�º�Û�Ç�•�µ�¡�\�Í�†�M+´�I�O�•�?�]�:�?�†�æ���K�r�M��

�S�\�<�d�
�e�Ð�4�� example.com���[  [No Match] �†4E�¥�K�S���œ�
 �� example.com���†�µ�t�º�Û
�Ç�•�µ�¡�c�M�m�Z�¡�Û�«  �Ð�µ�É�b�P1ß�¥�_�^�~�r�M��

• [Criterion]>8IM �º�Û�Ç�•�µ�¡�_4:#Ý�M�•!·�œ�ö =�†�æ���K�r�M��

– [Protocol]>8IM �É�ß�º�¥�Ý�†!·�œ�K�r�M��

– [Service]>8IM �§�î�Å�«�†!·�œ�K�r�M��

�Ç�“�–�”�˜�›�î�Ý  �Ô�î�» �­�Ÿ�×�Ü�¸�•  �¥�å�¸�Ÿ�«�º

�Ý�î�¸�µ�» 3ñ4# �©�å�¢�Ý

�Ð�Ý�³

�¥�å�¸�Ÿ�«
�º �©�«�¸�Ò

• • • • —
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– [Source IP Address]>83æ�™
– IP �”�»�Þ�«�†!·�œ�K�r�M��

– [Destination IP Address]>8��
›  IP �”�»�Þ�«�†!·�œ�K�r�M��

– [Version]>8IM �Ç�“�–�Ý3?3æ�b�§�î�Å�«  �Â�î�ª�Ù�å�†!·�œ�K�r�M��

– [Client Login Name]>8IM �§�î�Å�«�b�¡�Û�–�”�å�º  �ß�¢�–�å�¡�†!·�œ�K�r�M��

– [Client Peer Login Name]>8IM �§�î�Å�«�b�¡�Û�–�”�å�º�b�Æ�”  �ß�¢�–�å�¡�†!·�œ�K�r�M��

– [Filename]>8IM �Ç�“�–�Ý3?3æ�§�î�Å�«�b�Ç�“�–�Ý�¡�†!·�œ�K�r�M��

• [Protocol Criterion Values]>8!·�œ�M�•  IM �É�ß�º�¥�Ý�†�æ���K�r�M��

– [Yahoo!Messenger]>8Yahoo!Messenger �b�–�å�«�±�å�º  �Ó�µ�­�î�ª�†!·�œ�K�r�M��

– [MSN Messenger]>8MSN Messenger �b�–�å�«�±�å�º  �Ó�µ�­�î�ª�†!·�œ�K�r�M��

• [Service Criterion Values]>8!·�œ�M�•  IM �§�î�Å�«�†�æ���K�r�M��

– [Chat]>8IM �Ó�µ�­�î�ª  �³�Õ�µ�º  �§�î�Å�«�†!·�œ�K�r�M��

– [Conference]>8IM �¥�å�Ç�“�Þ�å�«  �§�î�Å�«�†!·�œ�K�r�M��

– [File Transfer]>8IM �Ç�“�–�Ý3?3æ�§�î�Å�«�†!·�œ�K�r�M��

– [Games]>8IM �¤�î�Ò  �§�î�Å�«�†!·�œ�K�r�M��

– [Voice Chat]>8IM 8b�Œ�³�Õ�µ�º  �§�î�Å�«�†!·�œ�K�r�M>& Yahoo �b  IM �c�P1ß�¥�[�M>' ��

– [Web Cam]>8IM Web �•�Ó�Û  �§�î�Å�«�†!·�œ�K�r�M��

• [Source IP Address Criterion Values]>8IM �§�î�Å�«�[!·�œ�M�•3æ�™
–  IP �”�»�Þ�«�†�æ���K�r�M��

– [IP Address]>8IM �§�î�Å�«�b3æ�™
–  IP �”�»�Þ�«�†
°�Š�K�r�M��

– [IP Mask]>83æ�™
– IP �”�»�Þ�«�b�Ð�«�¡�[�M��

• [Destination IP Address Criterion Values]>8IM �§�î�Å�«�[!·�œ�M�•��
›  IP �”�»�Þ�«�†�æ���K�r�M��

– [IP Address]>8IM �§�î�Å�«�b��
›  IP �”�»�Þ�«�†
°�Š�K�r�M��

– [IP Mask]>8��
›  IP �”�»�Þ�«�b�Ð�«�¡�[�M��

• [Version Criterion Values]>8IM �Ç�“�–�Ý3?3æ�§�î�Å�«�[!·�œ�M�•�Â�î�ª�Ù�å�†�æ���K�r�M���G0d/²
#'�[!·�œ�K�r�M��

– [Regular Expression]>8!·�œ�M�•��*O�I�€�S�G0d/²#'�†�M0t/²&g�K�r�M��

– [Manage]>8[Manage Regular Expressions] �²�–�”�ß�¢�Î�µ�¡�«�@6ä�A�
�G0d/²#'�†0¿���[�A�r
�M��

– [Regular Expression Class]>8!·�œ�M�•��*O�I�€�S�G0d/²#'�¡�Û�«�†�M0t/²&g�K�r�M��

– [Manage]>8[Manage Regular Expression Class] �²�–�”�ß�¢�Î�µ�¡�«�@6ä�A�
�G0d/²#'�¡�Û�«  
�Ð�µ�É�†0¿���[�A�r�M��

• [Client Login Name Criterion Values]>8IM �§�î�Å�«�[!·�œ�M�•�¡�Û�–�”�å�º  �ß�¢�–�å�¡�†�æ���K
�r�M���G0d/²#'�[!·�œ�K�r�M��

– [Regular Expression]>8!·�œ�M�•��*O�I�€�S�G0d/²#'�†�M0t/²&g�K�r�M��

– [Manage]>8[Manage Regular Expressions] �²�–�”�ß�¢�Î�µ�¡�«�@6ä�A�
�G0d/²#'�†0¿���[�A�r
�M��

– [Regular Expression Class]>8!·�œ�M�•��*O�I�€�S�G0d/²#'�¡�Û�«�†�M0t/²&g�K�r�M��

– [Manage]>8[Manage Regular Expression Class] �²�–�”�ß�¢�Î�µ�¡�«�@6ä�A�
�G0d/²#'�¡�Û�«  
�Ð�µ�É�†0¿���[�A�r�M��

• [Client Peer Login Name Criterion Values]>8IM �§�î�Å�«�[!·�œ�M�•�¡�Û�–�”�å�º�b�Æ�”  �ß�¢�–�å
�¡�†�æ���K�r�M���G0d/²#'�[!·�œ�K�r�M��
24-109
ASDM �Ø�î�¨  �ž�–�»

OL-14981-01-J



 

'¨  24 'v       �”�É�Ü�£�î�©�Ù�å  �Þ�–�Ö  �É�ß�º�¥�Ý  �–�å�«�Ì�¡�©�Ù�å�b0¿��
  �–�å�«�Ì�¡�©�Ù�å  �Ð�µ�É�b�Ç�•�î�Ý�»�b1��Â
– [Regular Expression]>8!·�œ�M�•��*O�I�€�S�G0d/²#'�†�M0t/²&g�K�r�M��

– [Manage]>8[Manage Regular Expressions] �²�–�”�ß�¢�Î�µ�¡�«�@6ä�A�
�G0d/²#'�†0¿���[�A�r
�M��

– [Regular Expression Class]>8!·�œ�M�•��*O�I�€�S�G0d/²#'�¡�Û�«�†�M0t/²&g�K�r�M��

– [Manage]>8[Manage Regular Expression Class] �²�–�”�ß�¢�Î�µ�¡�«�@6ä�A�
�G0d/²#'�¡�Û�«  
�Ð�µ�É�†0¿���[�A�r�M��

• [Filename Criterion Values]>8IM �Ç�“�–�Ý3?3æ�§�î�Å�«�[!·�œ�M�•�Ç�“�–�Ý�¡�†�æ���K�r�M���G0d
/²#'�[!·�œ�K�r�M��

– [Regular Expression]>8!·�œ�M�•��*O�I�€�S�G0d/²#'�†�M0t/²&g�K�r�M��

– [Manage]>8[Manage Regular Expressions] �²�–�”�ß�¢�Î�µ�¡�«�@6ä�A�
�G0d/²#'�†0¿���[�A�r
�M��

– [Regular Expression Class]>8!·�œ�M�•��*O�I�€�S�G0d/²#'�¡�Û�«�†�M0t/²&g�K�r�M��

– [Manage]>8[Manage Regular Expression Class] �²�–�”�ß�¢�Î�µ�¡�«�@6ä�A�
�G0d/²#'�¡�Û�«  
�Ð�µ�É�†0¿���[�A�r�M��

• [Multiple Matches]>8IM �–�å�«�Ì�¡�©�Ù�å�b0
�X�b!·�œ�e�†�æ���K�r�M��

– [IM Traffic Class]>8IM �º�Û�Ç�•�µ�¡  �¡�Û�«�†!·�œ�K�r�M��

– [Manage]>8[Manage IM Class Maps] �²�–�”�ß�¢�Î�µ�¡�«�@6ä�A�
 IM �¡�Û�«  �Ð�µ�É�b3ã�•�

)…7Ÿ�
�P7V�@�[�A�r�M��

• [Action]>8Drop connection�
 Reset�
�r�S�c  Log��

• [Log]>8�–�¿�î�È�Ý�r�S�c�¹�•�­�î�È�Ý�_�K�r�M��

�Ô�î�»

���b/²�c�
�G�b�µ+��†�Q#Ý�[�A�•�Ô�î�»�†&g�K�S�v�b�[�M��

IPSec Pass Through Inspect Map

[IPSec Pass Through] �Ì�–�å�[�c�
 IPSec �Ã�«�«�Ý�î  �”�É�Ü�£�î�©�Ù�å�b�¦�S�_0¿���I�€�S�–�å�«�Ì�¡
�©�Ù�å  �Ð�µ�É�†/²&g�[�A�r�M�� IPSec �Ã�«�«�Ý�î  �Ð�µ�É�[�c�
 IPSec �Ã�«�«�Ý�î  �”�É�Ü�£�î�©�Ù�å  �–
�å�«�Ì�¡�©�Ù�å�b�¹�Ç�›�Ý�º0¿���Í�†�š�f�[�A�r�M�� IPSec �Ã�«�«�Ý�î  �Ð�µ�É�†�Q#Ý�M�•�\�
�”�¡�­�«  
�Ü�«�º�†�g!·�K�^�C�Z�v�
"I���b�Ç�ß�î�†0Á�•�[�A�r�M��

�Ç�•�î�Ý�»

• [IPSec Pass Through Inspect Maps]>8��*O�I�€�Z�8�•  IPSec �Ã�«�«�Ý�î  �–�å�«�Ì�¡�©�Ù�å  �Ð�µ�É�†
�M0t/²&g�M�•�¸�î�È�Ý�[�M��

• [Add]>8�‚�K�8  IPSec �Ã�«�«�Ý�î  �–�å�«�Ì�¡�©�Ù�å  �Ð�µ�É�†0¿���K�r�M�� IPSec �Ã�«�«�Ý�î  �–�å�«
�Ì�¡�©�Ù�å  �Ð�µ�É�†)…7Ÿ�M�•�_�c�
 [IPSec Pass Through Inspect Maps] �¸�î�È�Ý�[  IPSec �Ã�«�«
�Ý�î�b�š�å�º�Ü�†4E�¥�K�
 [Customize] �†�¡�Ü�µ�¡�K�r�M��

�Ç�“�–�”�˜�›�î�Ý  �Ô�î�» �­�Ÿ�×�Ü�¸�•  �¥�å�¸�Ÿ�«�º

�Ý�î�¸�µ�» 3ñ4# �©�å�¢�Ý

�Ð�Ý�³

�¥�å�¸�Ÿ�«
�º �©�«�¸�Ò
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• [Delete]>8[IPSec Pass Through Inspect Maps] �¸�î�È�Ý�[4E�¥�K�S�–�å�«�Ì�¡�©�Ù�å  �Ð�µ�É�†�P7V
�K�r�M��

• [Security Level]>8�­�Ÿ�×�Ü�¸�•  �Þ�Ë�Ý>&High �r�S�c  Low>'�†4E�¥�K�r�M��

– Low>8�¹�Ç�›�Ý�º

�¡�Û�–�”�å�º�H�\�b�q�±  ESP �Ç�ß�î>8!“�D7H

ESP �”�–�»�Ý  �±�–�Ò�”�˜�º>8 00:10:00

�¡�Û�–�”�å�º�H�\�b�q�±  AH �Ç�ß�î>8!“�D7H

AH �”�–�»�Ý  �±�–�Ò�”�˜�º>8 00:10:00

– High

�¡�Û�–�”�å�º�H�\�b�q�±  ESP �Ç�ß�î>8 10

ESP �”�–�»�Ý  �±�–�Ò�”�˜�º>8 00:00:30

�¡�Û�–�”�å�º�H�\�b�q�±  AH �Ç�ß�î>8 10

AH �”�–�»�Ý  �±�–�Ò�”�˜�º>8 00:00:30

– [Customize]>8[Add/Edit IPSec Pass Thru Policy Map] �²�–�”�ß�¢�Î�µ�¡�«�†6ä�A�
3ã�•�b0¿��
�†/œ�8�r�M��

– [Default Level]>8�­�Ÿ�×�Ü�¸�•  �Þ�Ë�Ý�†�¹�Ç�›�Ý�º�b  Low �Þ�Ë�Ý�_�`�K�r�M��

�Ô�î�»

���b/²�c�
�G�b�µ+��†�Q#Ý�[�A�•�Ô�î�»�†&g�K�S�v�b�[�M��

Add/Edit IPSec Pass Thru Policy Map >&�­�Ÿ�×�Ü�¸�•  �Þ�Ë�Ý>'

[Add/Edit IPSec Pass Thru Policy Map] �Ì�–�å�[�c�
 IPSec �Ã�«�«�Ý�î  �”�É�Ü�£�î�©�Ù�å  �–�å�«�Ì�¡
�©�Ù�å  �Ð�µ�É�b�­�Ÿ�×�Ü�¸�•  �Þ�Ë�Ý�\3ã�•�b0¿���Í�†0¿���[�A�r�M��

�Ç�•�î�Ý�»

• [Name]>8IPSec �Ã�«�«�Ý�î  �Ð�µ�É�b3ã�•�ì�_  IPSec �Ã�«�«�Ý�î  �Ð�µ�É�b�¡�S�†
°�Š�K�r�M��
IPSec �Ã�«�«�Ý�î  �Ð�µ�É�b)…7Ÿ�ì�_�c�
�¦�S�_0¿���K�S  IPSec �Ã�«�«�Ý�î  �Ð�µ�É�b�¡�S�@/²&g�I
�€�r�M��

• [Security Level]>8�­�Ÿ�×�Ü�¸�•  �Þ�Ë�Ý>&High �r�S�c  Low>'�†4E�¥�K�r�M��

– Low>8�¹�Ç�›�Ý�º

�¡�Û�–�”�å�º�H�\�b�q�±  ESP �Ç�ß�î>8!“�D7H

ESP �”�–�»�Ý  �±�–�Ò�”�˜�º>8 00:10:00

�¡�Û�–�”�å�º�H�\�b�q�±  AH �Ç�ß�î>8!“�D7H

AH �”�–�»�Ý  �±�–�Ò�”�˜�º>8 00:10:00

�Ç�“�–�”�˜�›�î�Ý  �Ô�î�» �­�Ÿ�×�Ü�¸�•  �¥�å�¸�Ÿ�«�º

�Ý�î�¸�µ�» 3ñ4# �©�å�¢�Ý

�Ð�Ý�³

�¥�å�¸�Ÿ�«
�º �©�«�¸�Ò

• • • • —
24-111
ASDM �Ø�î�¨  �ž�–�»

OL-14981-01-J



 

'¨  24 'v       �”�É�Ü�£�î�©�Ù�å  �Þ�–�Ö  �É�ß�º�¥�Ý  �–�å�«�Ì�¡�©�Ù�å�b0¿��
  �–�å�«�Ì�¡�©�Ù�å  �Ð�µ�É�b�Ç�•�î�Ý�»�b1��Â
– High

�¡�Û�–�”�å�º�H�\�b�q�±  ESP �Ç�ß�î>8 10

ESP �”�–�»�Ý  �±�–�Ò�”�˜�º>8 00:00:30

�¡�Û�–�”�å�º�H�\�b�q�±  AH �Ç�ß�î>8 10

AH �”�–�»�Ý  �±�–�Ò�”�˜�º>8 00:00:30

– [Default Level]>8�­�Ÿ�×�Ü�¸�•  �Þ�Ë�Ý�†�¹�Ç�›�Ý�º�b  Low �Þ�Ë�Ý�_�`�K�r�M��

• [Details]>83ã�•�b0¿���†/œ�:�Ã�Û�Ó�î�±�†/²&g�K�r�M��

�Ô�î�»

���b/²�c�
�G�b�µ+��†�Q#Ý�[�A�•�Ô�î�»�†&g�K�S�v�b�[�M��

Add/Edit IPSec Pass Thru Policy Map >&0ò(ý>'

[Add/Edit IPSec Pass Thru Policy Map] �Ì�–�å�[�c�
 IPSec �Ã�«�«�Ý�î  �”�É�Ü�£�î�©�Ù�å  �–�å�«�Ì�¡
�©�Ù�å  �Ð�µ�É�b�­�Ÿ�×�Ü�¸�•  �Þ�Ë�Ý�\3ã�•�b0¿���Í�†0¿���[�A�r�M��

�Ç�•�î�Ý�»

• [Name]>8IPSec �Ã�«�«�Ý�î  �Ð�µ�É�b3ã�•�ì�_  IPSec �Ã�«�«�Ý�î  �Ð�µ�É�b�¡�S�†
°�Š�K�r�M��
IPSec �Ã�«�«�Ý�î  �Ð�µ�É�b)…7Ÿ�ì�_�c�
�¦�S�_0¿���K�S  IPSec �Ã�«�«�Ý�î  �Ð�µ�É�b�¡�S�@/²&g�I
�€�r�M��

• [Description]>8IPSec �Ã�«�«�Ý�î  �–�å�«�Ì�¡�©�Ù�å  �Ð�µ�É�b1��Â�†  200 �e�Ð�è
Æ�[
°�Š�K�r�M��

• [Security Level]>80¿���M�•�­�Ÿ�×�Ü�¸�•  �Þ�Ë�Ý�†/²&g�K�r�M��

• [Parameters]>8ESP �>�|�g  AH �Ã�Û�Ó�î�±�†0¿���K�r�M��

– [Limit ESP flows per client]>8�¡�Û�–�”�å�º�H�\�b  ESP �Ç�ß�î�†�D7H�K�r�M��

[Maximum]>8�q�±7H�Ø�†�æ���K�r�M��

– [Apply ESP idle timeout]>8ESP �”�–�»�Ý  �±�–�Ò�”�˜�º�†4:#Ý�K�r�M��

[Timeout]>8�±�–�Ò�”�˜�º�Í�†�æ���K�r�M��

– [Limit AH flows per client]>8�¡�Û�–�”�å�º�H�\�b  AH �Ç�ß�î�†�D7H�K�r�M��

[Maximum]>8�q�±7H�Ø�†�æ���K�r�M��

– [Apply AH idle timeout]>8AH �”�–�»�Ý  �±�–�Ò�”�˜�º�†4:#Ý�K�r�M��

[Timeout]>8�±�–�Ò�”�˜�º�Í�†�æ���K�r�M��

�Ô�î�»

���b/²�c�
�G�b�µ+��†�Q#Ý�[�A�•�Ô�î�»�†&g�K�S�v�b�[�M��

�Ç�“�–�”�˜�›�î�Ý  �Ô�î�» �­�Ÿ�×�Ü�¸�•  �¥�å�¸�Ÿ�«�º

�Ý�î�¸�µ�» 3ñ4# �©�å�¢�Ý

�Ð�Ý�³

�¥�å�¸�Ÿ�«
�º �©�«�¸�Ò

• • • • —
24-112
ASDM �Ø�î�¨  �ž�–�»

OL-14981-01-J



 

'¨  24 'v       �”�É�Ü�£�î�©�Ù�å  �Þ�–�Ö  �É�ß�º�¥�Ý  �–�å�«�Ì�¡�©�Ù�å�b0¿��
  �–�å�«�Ì�¡�©�Ù�å  �Ð�µ�É�b�Ç�•�î�Ý�»�b1��Â
MGCP Inspect Map

[MGCP] �Ì�–�å�[�c�
 MGCP �”�É�Ü�£�î�©�Ù�å�b�¦�S�_0¿���I�€�S�–�å�«�Ì�¡�©�Ù�å  �Ð�µ�É�†/²&g�[
�A�r�M�� MGCP �Ð�µ�É�[�c�
 MGCP �”�É�Ü�£�î�©�Ù�å  �–�å�«�Ì�¡�©�Ù�å�b�¹�Ç�›�Ý�º0¿���Í�†�š�f�[
�A�r�M�� MGCP �Ð�µ�É�†�Q#Ý�K�Z�
 VoIP �¹�Â�–�«�\  MGCP �¥�î�Ý  �š�î�ª�™�å�º6ë�b�K)F�†'ö#.�[�A
�r�M��

�Ç�•�î�Ý�»

• [MGCP Inspect Maps]>8��*O�I�€�Z�8�•  MGCP �–�å�«�Ì�¡�©�Ù�å  �Ð�µ�É�†�M0t/²&g�M�•�¸�î�È�Ý
�[�M��

• [Add]>8�‚�K�8  MGCP �–�å�«�Ì�¡�©�Ù�å  �Ð�µ�É�†0¿���K�r�M��

• [Edit]>8[MGCP Inspect Maps] �¸�î�È�Ý�[4E�¥�K�S  MGCP �b�š�å�º�Ü�†)…7Ÿ�K�r�M��

• [Delete]>8[MGCP Inspect Maps] �¸�î�È�Ý�[4E�¥�K�S�–�å�«�Ì�¡�©�Ù�å  �Ð�µ�É�†�P7V�K�r�M��

�Ô�î�»

���b/²�c�
�G�b�µ+��†�Q#Ý�[�A�•�Ô�î�»�†&g�K�S�v�b�[�M��

Gateways and Call Agents

[Gateways and Call Agents] �²�–�”�ß�¢�Î�µ�¡�«�[�c�
�¤�î�º�˜�™�–�\�¥�î�Ý  �š�î�ª�™�å�º�b�¢�Ý�î�É
�†�Ð�µ�É�_0¿���[�A�r�M��

�Ç�•�î�Ý�»

• [Group ID]>8�¥�î�Ý  �š�î�ª�™�å�º  �¢�Ý�î�É�b  ID �†�æ���K�r�M���¥�î�Ý  �š�î�ª�™�å�º  �¢�Ý�î�É�[�

1 �X�è�V�b�¥�î�Ý  �š�î�ª�™�å�º�†  1 �X�è�V�b  MGCP �Ó�¹�•�”  �¤�î�º�˜�™�–�\6õ4��Ü�E�r�M���¤�î
�º�˜�™�–�b  IP �”�»�Þ�«�c�
 1 �X�b�¢�Ý�î�É  ID �T�E�_6õ4��Ü�E�[�A�r�M��� �L�¤�î�º�˜�™�–�†�9�b
�¢�Ý�î�É  ID �[�Q#Ý�[�A�r�O�‡�� 0 >|  2147483647 �b(
�V�b�Í�†�æ���[�A�r�M��

• [Criterion]>8�–�å�«�Ì�¡�©�Ù�å�b�ö =�†&g�K�r�M��

�Ç�“�–�”�˜�›�î�Ý  �Ô�î�» �­�Ÿ�×�Ü�¸�•  �¥�å�¸�Ÿ�«�º

�Ý�î�¸�µ�» 3ñ4# �©�å�¢�Ý

�Ð�Ý�³

�¥�å�¸�Ÿ�«
�º �©�«�¸�Ò

• • • • —

�Ç�“�–�”�˜�›�î�Ý  �Ô�î�» �­�Ÿ�×�Ü�¸�•  �¥�å�¸�Ÿ�«�º

�Ý�î�¸�µ�» 3ñ4# �©�å�¢�Ý

�Ð�Ý�³

�¥�å�¸�Ÿ�«
�º �©�«�¸�Ò

• • • • —
24-113
ASDM �Ø�î�¨  �ž�–�»

OL-14981-01-J



 

'¨  24 'v       �”�É�Ü�£�î�©�Ù�å  �Þ�–�Ö  �É�ß�º�¥�Ý  �–�å�«�Ì�¡�©�Ù�å�b0¿��
  �–�å�«�Ì�¡�©�Ù�å  �Ð�µ�É�b�Ç�•�î�Ý�»�b1��Â
• [Gateways]>86õ4��Ü�E�}�€�S�¥�î�Ý  �š�î�ª�™�å�º�_�|�W�Z�D�š�I�€�•�Ó�¹�•�”  �¤�î�º�˜�™�–�b  IP 
�”�»�Þ�«�†1‘�9�K�r�M���Ó�¹�•�”  �¤�î�º�˜�™�–�c�M+á�_�
7Á0ð�G)z�†3û�L�S8b�Œ�™�•�\�
�–�å
�±�î�¿�µ�º�r�S�c�Ú�b�Ã�£�µ�º  �¿�µ�º�á�î�¡�†3û�L�S�¹�î�±  �Ã�£�µ�º�\�b6ë�b�š�n�†/œ�:�¿�µ�º
�á�î�¡0[(ò�[�M��3û�–�
�¤�î�º�˜�™�–�c�¥�Ð�å�»�†�
�¥�î�Ý  �š�î�ª�™�å�º�b�¹�Ç�›�Ý�º  MGCP 
�Ï�î�º>& 2727>'�_3æ�™�K�r�M��

• [Call Agents]>8�¥�î�Ý  �š�î�ª�™�å�º  �¢�Ý�î�É�b  MGCP �Ó�¹�•�”  �¤�î�º�˜�™�–�†�D�š�M�•�¥�î�Ý  
�š�î�ª�™�å�º�b  IP �”�»�Þ�«�†1‘�9�K�r�M��3û�–�
�¥�î�Ý  �š�î�ª�™�å�º�c�¥�Ð�å�»�†�
�¤�î�º�˜�™
�–�b�¹�Ç�›�Ý�º  MGCP �Ï�î�º>& 2427>'�_3æ�™�K�r�M��

• [Add]>8[Add MGCP] �²�–�”�ß�¢�Î�µ�¡�«�@/²&g�I�€�
�‚0d�b�”�É�Ü�£�î�©�Ù�å  �–�å�«�Ì�¡�©�Ù�å  
�Ð�µ�É�†��*O�[�A�r�M��

• [Edit]>8[Edit MGCP] �²�–�”�ß�¢�Î�µ�¡�«�@/²&g�I�€�
�”�É�Ü�£�î�©�Ù�å  �–�å�«�Ì�¡�©�Ù�å  �Ð�µ
�É �¸�î�È�Ý�[4E�¥�K�S�–�å�«�Ì�¡�©�Ù�å  �Ð�µ�É�†�Ÿ�G�[�A�r�M��

• [Delete]>8�”�É�Ü�£�î�©�Ù�å  �–�å�«�Ì�¡�©�Ù�å  �Ð�µ�É  �¸�î�È�Ý�[4E�¥�K�S�–�å�«�Ì�¡�©�Ù�å  �Ð�µ
�É�†�P7V�K�r�M��

�Ô�î�»

���b/²�c�
�G�b�µ+��†�Q#Ý�[�A�•�Ô�î�»�†&g�K�S�v�b�[�M��

Add/Edit MGCP Policy Map

[Add/Edit MGCP Policy Map] �Ì�–�å�[�c�
 MGCP �”�É�Ü�£�î�©�Ù�å  �–�å�«�Ì�¡�©�Ù�å  �Ð�µ�É�b�¥�Ð
�å�»  �Ÿ�×�î�
�¤�î�º�˜�™�–�
�>�|�g�¥�î�Ý  �š�î�ª�™�å�º�b0¿���Í�†0¿���[�A�r�M��

�Ç�•�î�Ý�»

• [Name]>8MGCP �Ð�µ�É�b3ã�•�ì�_  MGCP �Ð�µ�É�b�¡�S�†
°�Š�K�r�M�� MGCP �Ð�µ�É�b)…7Ÿ�ì�_
�c�
�¦�S�_0¿���K�S  MGCP �Ð�µ�É�b�¡�S�@/²&g�I�€�r�M��

• [Description]>8MGCP �Ð�µ�É�b1��Â�†  200 �e�Ð�è
Æ�[
°�Š�K�r�M��

• [Command Queue]>8�G�b�±�È�[  MGCP �¥�Ð�å�»�b0Á���Ÿ�×�î  �§�–�¬�†�æ���K�r�M��

– [Command Queue Size]>8�Ÿ�×�î�_
°�€�•�¥�Ð�å�»�b�q�±�X�†�æ���K�r�M�� 1 >|  2147483647 
�b(
�V�b�Í�†�æ���[�A�r�M��

• [Gateways and Call Agents]>8�G�b�±�È�[�¤�î�º�˜�™�–�\�¥�î�Ý  �š�î�ª�™�å�º  �¢�Ý�î�É�†�Ð�µ�É�_
0¿���K�r�M��

– [Group ID]>8�¥�î�Ý  �š�î�ª�™�å�º  �¢�Ý�î�É�b  ID �†�æ���K�r�M���¥�î�Ý  �š�î�ª�™�å�º  �¢�Ý�î
�É�[�
 1 �X�è�V�b�¥�î�Ý  �š�î�ª�™�å�º�†  1 �X�è�V�b  MGCP �Ó�¹�•�”  �¤�î�º�˜�™�–�\6õ4��Ü�E
�r�M���¤�î�º�˜�™�–�b  IP �”�»�Þ�«�c�
 1 �X�b�¢�Ý�î�É  ID �T�E�_6õ4��Ü�E�[�A�r�M��� �L�¤�î
�º�˜�™�–�†�9�b�¢�Ý�î�É  ID �[�Q#Ý�[�A�r�O�‡�� 0 >|  2147483647 �b(
�V�b�Í�†�æ���[�A�r�M��
[Criterion]>8�–�å�«�Ì�¡�©�Ù�å�b�ö =�†&g�K�r�M��

�Ç�“�–�”�˜�›�î�Ý  �Ô�î�» �­�Ÿ�×�Ü�¸�•  �¥�å�¸�Ÿ�«�º

�Ý�î�¸�µ�» 3ñ4# �©�å�¢�Ý

�Ð�Ý�³

�¥�å�¸�Ÿ�«
�º �©�«�¸�Ò

• • • • —
24-114
ASDM �Ø�î�¨  �ž�–�»

OL-14981-01-J



 

'¨  24 'v       �”�É�Ü�£�î�©�Ù�å  �Þ�–�Ö  �É�ß�º�¥�Ý  �–�å�«�Ì�¡�©�Ù�å�b0¿��
  �–�å�«�Ì�¡�©�Ù�å  �Ð�µ�É�b�Ç�•�î�Ý�»�b1��Â
– [Gateways]>86õ4��Ü�E�}�€�S�¥�î�Ý  �š�î�ª�™�å�º�_�|�W�Z�D�š�I�€�•�Ó�¹�•�”  �¤�î�º�˜�™�–
�b  IP �”�»�Þ�«�†1‘�9�K�r�M���Ó�¹�•�”  �¤�î�º�˜�™�–�c�M+á�_�
7Á0ð�G)z�†3û�L�S8b�Œ�™�•�\�

�–�å�±�î�¿�µ�º�r�S�c�Ú�b�Ã�£�µ�º  �¿�µ�º�á�î�¡�†3û�L�S�¹�î�±  �Ã�£�µ�º�\�b6ë�b�š�n�†/œ
�:�¿�µ�º�á�î�¡0[(ò�[�M��3û�–�
�¤�î�º�˜�™�–�c�¥�Ð�å�»�†�
�¥�î�Ý  �š�î�ª�™�å�º�b�¹�Ç�›
�Ý�º  MGCP �Ï�î�º>& 2727>'�_3æ�™�K�r�M��

– [Call Agents]>8�¥�î�Ý  �š�î�ª�™�å�º  �¢�Ý�î�É�b  MGCP �Ó�¹�•�”  �¤�î�º�˜�™�–�†�D�š�M�•�¥�î
�Ý �š�î�ª�™�å�º�b  IP �”�»�Þ�«�†1‘�9�K�r�M��3û�–�
�¥�î�Ý  �š�î�ª�™�å�º�c�¥�Ð�å�»�†�
�¤�î
�º�˜�™�–�b�¹�Ç�›�Ý�º  MGCP �Ï�î�º>& 2427>'�_3æ�™�K�r�M��

– [Add]>8[Add MGCP Group] �²�–�”�ß�¢�Î�µ�¡�«�@/²&g�I�€�
�¤�î�º�˜�™�–�\�¥�î�Ý  �š�î�ª�™
�å�º�b�‚0d�b  MGCP �¢�Ý�î�É�†��*O�[�A�r�M��

– [Edit]>8[Edit MGCP] �²�–�”�ß�¢�Î�µ�¡�«�@/²&g�I�€�
 [Gateways and Call Agents] �¸�î�È�Ý
�[4E�¥�K�S  MGCP �¢�Ý�î�É�†�Ÿ�G�[�A�r�M��

– [Delete]>8[Gateways and Call Agents] �¸�î�È�Ý�[4E�¥�K�S  MGCP �¢�Ý�î�É�†�P7V�K�r�M��

�Ô�î�»

���b/²�c�
�G�b�µ+��†�Q#Ý�[�A�•�Ô�î�»�†&g�K�S�v�b�[�M��

Add/Edit MGCP Group

[Add/Edit MGCP Group] �²�–�”�ß�¢�Î�µ�¡�«�[�c�
 MGCP �”�É�Ü�£�î�©�Ù�å  �–�å�«�Ì�¡�©�Ù�å�@�–
�¿�î�È�Ý�b�\�A�_�Q#Ý�I�€�•  MGCP �¢�Ý�î�É�b�¥�å�Ç�•� �×�Þ�î�©�Ù�å�†��*O�[�A�r�M��

�Ç�•�î�Ý�»

• [Group ID]>8�¥�î�Ý  �š�î�ª�™�å�º  �¢�Ý�î�É�b  ID �†�æ���K�r�M���¥�î�Ý  �š�î�ª�™�å�º  �¢�Ý�î�É�[�

1 �X�è�V�b�¥�î�Ý  �š�î�ª�™�å�º�†  1 �X�è�V�b  MGCP �Ó�¹�•�”  �¤�î�º�˜�™�–�\6õ4��Ü�E�r�M�� 0 >|  
2147483647 �b(
�V�b�Í�†�æ���[�A�r�M��

• [Gateways] 8•�æ

– [Gateway to Be Added]>86õ4��Ü�E�}�€�S�¥�î�Ý  �š�î�ª�™�å�º�_�|�W�Z�D�š�I�€�•�Ó�¹�•�”  
�¤�î�º�˜�™�–�b  IP �”�»�Þ�«�†�æ���K�r�M���Ó�¹�•�”  �¤�î�º�˜�™�–�c�M+á�_�
7Á0ð�G)z�†3û�L
�S8b�Œ�™�•�\�
�–�å�±�î�¿�µ�º�r�S�c�Ú�b�Ã�£�µ�º  �¿�µ�º�á�î�¡�†3û�L�S�¹�î�±  �Ã�£�µ�º�\
�b6ë�b�š�n�†/œ�:�¿�µ�º�á�î�¡0[(ò�[�M��3û�–�
�¤�î�º�˜�™�–�c�¥�Ð�å�»�†�
�¥�î�Ý  �š�î
�ª�™�å�º�b�¹�Ç�›�Ý�º  MGCP �Ï�î�º>& 2727>'�_3æ�™�K�r�M��

– [Add]>8�æ���K�S  IP �”�»�Þ�«�†  IP �”�»�Þ�«  �¸�î�È�Ý�_3ã�•�K�r�M��

– [Delete]>84E�¥�K�S IP �”�»�Þ�«�†  IP �”�»�Þ�«  �¸�î�È�Ý�?�}�P7V�K�r�M��

– [IP Address]>8�¥�î�Ý  �š�î�ª�™�å�º  �¢�Ý�î�É�_0¿���I�€�Z�8�•�¤�î�º�˜�™�–�b  IP �”�»�Þ�«�†
�M0t/²&g�K�r�M��

• Call Agents

�Ç�“�–�”�˜�›�î�Ý  �Ô�î�» �­�Ÿ�×�Ü�¸�•  �¥�å�¸�Ÿ�«�º

�Ý�î�¸�µ�» 3ñ4# �©�å�¢�Ý

�Ð�Ý�³

�¥�å�¸�Ÿ�«
�º �©�«�¸�Ò

• • • • —
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  �–�å�«�Ì�¡�©�Ù�å  �Ð�µ�É�b�Ç�•�î�Ý�»�b1��Â
– [Call Agent to Be Added]>8�¥�î�Ý  �š�î�ª�™�å�º  �¢�Ý�î�É�b  MGCP �Ó�¹�•�”  �¤�î�º�˜�™�–�†
�D�š�M�•�¥�î�Ý  �š�î�ª�™�å�º�b  IP �”�»�Þ�«�†�æ���K�r�M��3û�–�
�¥�î�Ý  �š�î�ª�™�å�º�c�¥�Ð
�å�»�†�
�¤�î�º�˜�™�–�b�¹�Ç�›�Ý�º  MGCP �Ï�î�º>& 2427>'�_3æ�™�K�r�M��

– [Add]>8�æ���K�S  IP �”�»�Þ�«�†  IP �”�»�Þ�«  �¸�î�È�Ý�_3ã�•�K�r�M��

– [Delete]>84E�¥�K�S IP �”�»�Þ�«�†  IP �”�»�Þ�«  �¸�î�È�Ý�?�}�P7V�K�r�M��

– [IP Address]>8�¥�î�Ý  �š�î�ª�™�å�º  �¢�Ý�î�É�_0¿���I�€�Z�8�•�¥�î�Ý  �š�î�ª�™�å�º�b  IP �”�»
�Þ�«�†�M0t/²&g�K�r�M��

�Ô�î�»

���b/²�c�
�G�b�µ+��†�Q#Ý�[�A�•�Ô�î�»�†&g�K�S�v�b�[�M��

NetBIOS Inspect Map

[NetBIOS] �Ì�–�å�[�c�
 NetBIOS �”�É�Ü�£�î�©�Ù�å�b�¦�S�_0¿���I�€�S�–�å�«�Ì�¡�©�Ù�å  �Ð�µ�É�†/²
&g�[�A�r�M�� NetBIOS �Ð�µ�É�[�c�
 NetBIOS �”�É�Ü�£�î�©�Ù�å  �–�å�«�Ì�¡�©�Ù�å�b�¹�Ç�›�Ý�º0¿���Í
�†�š�f�[�A�r�M��

NetBIOS �”�É�Ü�£�î�©�Ù�å  �–�å�«�Ì�¡�©�Ù�å�[�c�
 NetBIOS �¿�î�Ò  �§�î�Å�«  �Ã�£�µ�º�>�|�g  
NetBIOS �¹�î�±�¢�Û�Ò  �§�î�Å�«  �Ã�£�µ�º�_�Ù�u3¸�r�€�Z�8�•  IP �”�»�Þ�«�[  NAT �†��/œ�K�r�M���r
�S�
�É�ß�º�¥�Ý =�Ð�³�™�µ�¡�†/œ�W�Z�
�I�r�J�r�^�Ç�•�î�Ý�»�b�X�x6×�I�b�Z�œ�ö�†&�1��K�r�M��

�Ç�•�î�Ý�»

• [NetBIOS Inspect Maps]>8��*O�I�€�Z�8�•  NetBIOS �–�å�«�Ì�¡�©�Ù�å  �Ð�µ�É�†�M0t/²&g�M�•�¸�î
�È�Ý�[�M��

• [Add]>8�‚�K�8  NetBIOS �–�å�«�Ì�¡�©�Ù�å  �Ð�µ�É�†0¿���K�r�M��

• [Edit]>8[NetBIOS Inspect Maps] �¸�î�È�Ý�[4E�¥�K�S  NetBIOS �b�š�å�º�Ü�†)…7Ÿ�K�r�M��

• [Delete]>8[NetBIOS Inspect Maps] �¸�î�È�Ý�[4E�¥�K�S�–�å�«�Ì�¡�©�Ù�å  �Ð�µ�É�†�P7V�K�r�M��

�Ô�î�»

���b/²�c�
�G�b�µ+��†�Q#Ý�[�A�•�Ô�î�»�†&g�K�S�v�b�[�M��

�Ç�“�–�”�˜�›�î�Ý  �Ô�î�» �­�Ÿ�×�Ü�¸�•  �¥�å�¸�Ÿ�«�º

�Ý�î�¸�µ�» 3ñ4# �©�å�¢�Ý

�Ð�Ý�³

�¥�å�¸�Ÿ�«
�º �©�«�¸�Ò

• • • • —

�Ç�“�–�”�˜�›�î�Ý  �Ô�î�» �­�Ÿ�×�Ü�¸�•  �¥�å�¸�Ÿ�«�º

�Ý�î�¸�µ�» 3ñ4# �©�å�¢�Ý

�Ð�Ý�³

�¥�å�¸�Ÿ�«
�º �©�«�¸�Ò

• • • • —
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Add/Edit NetBIOS Policy Map

[Add/Edit NetBIOS Policy Map] �Ì�–�å�[�c�
 NetBIOS �”�É�Ü�£�î�©�Ù�å  �–�å�«�Ì�¡�©�Ù�å  �Ð�µ�É�b
�É�ß�º�¥�Ý4*�o�b0¿���Í�†0¿���[�A�r�M��

�Ç�•�î�Ý�»

• [Name]>8NetBIOS �Ð�µ�É�b3ã�•�ì�_  NetBIOS �Ð�µ�É�b�¡�S�†
°�Š�K�r�M�� NetBIOS �Ð�µ�É�b)…
7Ÿ�ì�_�c�
�¦�S�_0¿���K�S  NetBIOS �Ð�µ�É�b�¡�S�@/²&g�I�€�r�M��

• [Description]>8NetBIOS �Ð�µ�É�b1��Â�†  200 �e�Ð�è
Æ�[
°�Š�K�r�M��

• [Check for protocol violations]>8�É�ß�º�¥�Ý4*�o�b�w!“�†�³�™�µ�¡�K�Z�
�æ���K�S�”�¡�©�Ù�å�†��
/œ�K�r�M��

– [Action]>8Drop packet �r�S�c  Log��

– [Log]>8�–�¿�î�È�Ý�r�S�c�¹�•�­�î�È�Ý�_�K�r�M��

�Ô�î�»

���b/²�c�
�G�b�µ+��†�Q#Ý�[�A�•�Ô�î�»�†&g�K�S�v�b�[�M��

RTSP Inspect Map

[RTSP] �Ì�–�å�[�c�
 RTSP �”�É�Ü�£�î�©�Ù�å�b�¦�S�_0¿���I�€�S�–�å�«�Ì�¡�©�Ù�å  �Ð�µ�É�†/²&g�[�A
�r�M�� RTSP �Ð�µ�É�[�c�
 RTSP �”�É�Ü�£�î�©�Ù�å  �–�å�«�Ì�¡�©�Ù�å�b�¹�Ç�›�Ý�º0¿���Í�†�š�f�[�A�r
�M�� RTSP �Ð�µ�É�†�Q#Ý�K�Z�
 RTSP �º�Û�Ç�•�µ�¡�†�–1¤�[�A�r�M��

�Ç�•�î�Ý�»

• [RTSP Inspect Maps]>8��*O�I�€�Z�8�•  RTSP �–�å�«�Ì�¡�©�Ù�å  �Ð�µ�É�†�M0t/²&g�M�•�¸�î�È�Ý�[
�M��

• [Add]>8�‚�K�8  RTSP �–�å�«�Ì�¡�©�Ù�å  �Ð�µ�É�†0¿���K�r�M��

• [Edit]>8[RTSP Inspect Maps] �¸�î�È�Ý�[4E�¥�K�S  RTSP �b�š�å�º�Ü�†)…7Ÿ�K�r�M��

• [Delete]>8[RTSP Inspect Maps] �¸�î�È�Ý�[4E�¥�K�S�–�å�«�Ì�¡�©�Ù�å  �Ð�µ�É�†�P7V�K�r�M��

�Ô�î�»

���b/²�c�
�G�b�µ+��†�Q#Ý�[�A�•�Ô�î�»�†&g�K�S�v�b�[�M��

�Ç�“�–�”�˜�›�î�Ý  �Ô�î�» �­�Ÿ�×�Ü�¸�•  �¥�å�¸�Ÿ�«�º

�Ý�î�¸�µ�» 3ñ4# �©�å�¢�Ý

�Ð�Ý�³

�¥�å�¸�Ÿ�«
�º �©�«�¸�Ò

• • • • —

�Ç�“�–�”�˜�›�î�Ý  �Ô�î�» �­�Ÿ�×�Ü�¸�•  �¥�å�¸�Ÿ�«�º

�Ý�î�¸�µ�» 3ñ4# �©�å�¢�Ý

�Ð�Ý�³

�¥�å�¸�Ÿ�«
�º �©�«�¸�Ò
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Add/Edit RTSP Policy Map

[Add/Edit RTSP Policy Map] �Ì�–�å�[�c�
 RTSP �”�É�Ü�£�î�©�Ù�å  �–�å�«�Ì�¡�©�Ù�å  �Ð�µ�É�b�Ã�Û
�Ó�î�±�\�–�å�«�Ì�¡�©�Ù�å0¿���Í�†0¿���[�A�r�M��

�Ç�•�î�Ý�»

• [Name]>8RTSP �Ð�µ�É�b3ã�•�ì�_  RTSP �Ð�µ�É�b�¡�S�†
°�Š�K�r�M�� RTSP �Ð�µ�É�b)…7Ÿ�ì�_�c�

�¦�S�_0¿���K�S  RTSP �Ð�µ�É�b�¡�S�@/²&g�I�€�r�M��

• [Description]>8RTSP �Ð�µ�É�b1��Â�†  200 �e�Ð�è
Æ�[
°�Š�K�r�M��

• [Parameters]>8�G�b�±�È�[�
�Ó�¹�•�”  �Ï�î�º  �¿�¦�©�š�î�©�Ù�å�p�b�£(Ù�í�s�Ï�î�º�b�Q#Ý�†�D7H
�K�
 URL �b6×�I�D7H�†0¿���[�A�r�M��

– [Enforce Reserve Port Protection]>8�Ó�¹�•�”  �Ï�î�º  �¿�¦�©�š�î�©�Ù�å�p�b�£(Ù�í�s�Ï�î�º�b
�Q#Ý�†�D7H�[�A�r�M��

– [Maximum URL Length]>8�Ó�µ�­�î�ª�[0Á���I�€�•  URL �b�q�±6×�†�æ���K�r�M�� 6000 �è�W�b
�Í�†�æ���K�r�M��

• [Inspections]>8�G�b�±�È�[  RTSP �–�å�«�Ì�¡�©�Ù�å�b�¥�å�Ç�•� �×�Þ�î�©�Ù�å�†/²&g�K�Z�
3ã�•�x
)…7Ÿ�@�[�A�r�M��

– [Match Type]>8�M+´�±�–�É�†&g�K�r�M��*ï���M+´�\�°���M+´�@�6�~�r�M��

– [Criterion]>8RTSP �–�å�«�Ì�¡�©�Ù�å�b�ö =�†&g�K�r�M��

– [Value]>8RTSP �–�å�«�Ì�¡�©�Ù�å�[!·�œ�M�•�Í�†&g�K�r�M��

– [Action]>8!·�œ�²�ó�@�M+´�K�S�\�A�b�”�¡�©�Ù�å�†&g�K�r�M��

– [Log]>8�ß�¢�b"g�Â�†&g�K�r�M��

– [Add]>8[Add RTSP Inspect] �²�–�”�ß�¢�Î�µ�¡�«�@6ä�A�
 RTSP �–�å�«�Ì�¡�©�Ù�å�†3ã�•�[�A
�r�M��

– [Edit]>8[Edit RTSP Inspect] �²�–�”�ß�¢�Î�µ�¡�«�@6ä�A�
 RTSP �–�å�«�Ì�¡�©�Ù�å�†)…7Ÿ�[�A
�r�M��

– [Delete]>8RTSP �–�å�«�Ì�¡�©�Ù�å�†�P7V�K�r�M��

– [Move Up]>8�–�å�«�Ì�¡�©�Ù�å�†�Ü�«�º�b�V�_&ã�·�K�r�M��

– [Move Down]>8�–�å�«�Ì�¡�©�Ù�å�†�Ü�«�º�b�W�_&ã�·�K�r�M��

�Ô�î�»

���b/²�c�
�G�b�µ+��†�Q#Ý�[�A�•�Ô�î�»�†&g�K�S�v�b�[�M��

Add/Edit RTSP Inspect

[Add/Edit RTSP Inspect] �²�–�”�ß�¢�Î�µ�¡�«�[�c�
 RTSP �–�å�«�Ì�¡�©�Ù�å  �Ð�µ�É�b!·�œ�ö =�
�Í�

�>�|�g�”�¡�©�Ù�å�†��*O�[�A�r�M��

�Ç�“�–�”�˜�›�î�Ý  �Ô�î�» �­�Ÿ�×�Ü�¸�•  �¥�å�¸�Ÿ�«�º

�Ý�î�¸�µ�» 3ñ4# �©�å�¢�Ý

�Ð�Ý�³

�¥�å�¸�Ÿ�«
�º �©�«�¸�Ò
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�Ç�•�î�Ý�»

• [Match Type]>8�º�Û�Ç�•�µ�¡�\�Í�†�M+´�I�O�•�?�]�:�?�†�æ���K�r�M��

�S�\�<�d�
�e�Ð�4�� example.com���[  [No Match] �†4E�¥�K�S���œ�
 �� example.com���†�µ�t�º�Û
�Ç�•�µ�¡�c�M�m�Z�¡�Û�«  �Ð�µ�É�b�P1ß�¥�_�^�~�r�M��

• [Criterion]>8RTSP �º�Û�Ç�•�µ�¡�_4:#Ý�M�•!·�œ�ö =�†�æ���K�r�M��

– [URL Filter]>8URL �Ç�•�Ý�±�Ü�å�¢�†!·�œ�K�r�M��

– [Request Method]>8RTSP �b0[�Ó�‰�'�†!·�œ�K�r�M��

• [URL Filter Criterion Values]>8URL �Ç�•�Ý�±�Ü�å�¢�†!·�œ�M�•�S�u�_�æ���K�r�M���G0d/²#'�[!·
�œ�K�r�M��

– [Regular Expression]>8!·�œ�M�•��*O�I�€�S�G0d/²#'�†�M0t/²&g�K�r�M��

– [Manage]>8[Manage Regular Expressions] �²�–�”�ß�¢�Î�µ�¡�«�@6ä�A�
�G0d/²#'�†0¿���[�A�r
�M��

– [Regular Expression Class]>8!·�œ�M�•��*O�I�€�S�G0d/²#'�¡�Û�«�†�M0t/²&g�K�r�M��

– [Manage]>8[Manage Regular Expression Class] �²�–�”�ß�¢�Î�µ�¡�«�@6ä�A�
�G0d/²#'�¡�Û�«  
�Ð�µ�É�†0¿���[�A�r�M��

• [URL Filter Actions]>8�É�Û�–�Ð�Ü  �”�¡�©�Ù�å�>�|�g�ß�¢�†0¿���K�r�M��

– [Action]>8Drop connection �r�S�c  Log��

– [Log]>8�–�¿�î�È�Ý�r�S�c�¹�•�­�î�È�Ý�_�K�r�M��

• [Request Method Criterion Values]>8!·�œ�M�•  RTSP 0[�Ó�‰�'�†�æ���K�r�M��

– [Request Method]>80[�Ó�‰�'�†  announce�
 describe�
 get_parameter�
 options�
 pause�
 play�

record�
 redirect�
 setup�
 set_parameters�
 teardown �b�8�N�€�?�?�}�æ���K�r�M��

• [Request Method Actions]>8�É�Û�–�Ð�Ü �”�¡�©�Ù�å�†0¿���K�r�M��

– [Action]>8Limit rate (pps)��

�Ô�î�»

���b/²�c�
�G�b�µ+��†�Q#Ý�[�A�•�Ô�î�»�†&g�K�S�v�b�[�M��

SCCP (Skinny) Inspect Map

[SCCP (Skinny)] �Ì�–�å�[�c�
 SCCP>&Skinny>'�”�É�Ü�£�î�©�Ù�å�b�¦�S�_0¿���I�€�S�–�å�«�Ì�¡�©�Ù
�å  �Ð�µ�É�†/²&g�[�A�r�M�� SCCP>&Skinny>'�Ð�µ�É�[�c�
 SCCP>&Skinny>'�”�É�Ü�£�î�©�Ù�å  �–�å�«�Ì
�¡�©�Ù�å�b�¹�Ç�›�Ý�º0¿���Í�†�š�f�[�A�r�M��

Skinny �”�É�Ü�£�î�©�Ù�å  �–�å�«�Ì�¡�©�Ù�å�[�c�
�Ã�£�µ�º  �¹�î�±�
�Æ�å�Í�î�Ý�b�·$×6ä�:�_�Ù�u3¸�r
�€�Z�8�•  IP �”�»�Þ�«�\�Ï�î�º$��•�†�š�n�K�r�M���r�S�
3ã�•�b�É�ß�º�¥�Ý =�Ð�³�™�µ�¡�\�ö�•$×�^�«
�¸�î�º  �º�Û�µ�Ÿ�å�¢�v/œ�8�r�M��

�Ç�“�–�”�˜�›�î�Ý  �Ô�î�» �­�Ÿ�×�Ü�¸�•  �¥�å�¸�Ÿ�«�º

�Ý�î�¸�µ�» 3ñ4# �©�å�¢�Ý

�Ð�Ý�³

�¥�å�¸�Ÿ�«
�º �©�«�¸�Ò
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• [SCCP (Skinny) Inspect Maps]>8��*O�I�€�Z�8�•  SCCP (Skinny) �–�å�«�Ì�¡�©�Ù�å  �Ð�µ�É�†�M0t/²
&g�M�•�¸�î�È�Ý�[�M��

• [Add]>8�‚�K�8  SCCP>&Skinny>'�–�å�«�Ì�¡�©�Ù�å  �Ð�µ�É�†0¿���K�r�M�� SCCP (Skinny) �–�å�«�Ì
�¡�©�Ù�å  �Ð�µ�É�†)…7Ÿ�M�•�_�c�
 [SCCP (Skinny) Inspect Maps] �¸�î�È�Ý�[  SCCP (Skinny) �b�š
�å�º�Ü�†4E�¥�K�
 [Customize] �†�¡�Ü�µ�¡�K�r�M��

• [Delete]>8[SCCP (Skinny) Inspect Maps] �¸�î�È�Ý�[4E�¥�K�S�–�å�«�Ì�¡�©�Ù�å  �Ð�µ�É�†�P7V�K�r
�M��

• [Security Level]>8�­�Ÿ�×�Ü�¸�•  �Þ�Ë�Ý>&High �r�S�c  Low>'�†4E�¥�K�r�M��

– Low>8�¹�Ç�›�Ý�º

$Ï6�>84:#Ý�I�D�K�^�8

�Ó�µ�­�î�ª�b�q�±  ID>80x181

�É�Þ�Ç�•�µ�¡�«�b6×�I�b�q�`�Í>8 4

�Ó�¹�•�”  �±�–�Ò�”�˜�º>8 00:05:00

�©�¢�¼�Ü�å�¢  �±�–�Ò�”�˜�º>8 01:00:00

RTP  =�Ð>84:#Ý�I�D�K�^�8

– Medium

$Ï6�>84:#Ý�I�D�K�^�8

�Ó�µ�­�î�ª�b�q�±  ID>80x141

�É�Þ�Ç�•�µ�¡�«�b6×�I�b�q�`�Í>8 4

�Ó�¹�•�”  �±�–�Ò�”�˜�º>8 00:01:00

�©�¢�¼�Ü�å�¢  �±�–�Ò�”�˜�º>8 00:05:00

RTP  =�Ð>84:#Ý�I�D�M�•

�Ì�–�ß�î�»�†8b�Œ�r�S�c�Å�¹�œ�_7H���K�Z�©�¢�¼�Ü�å�¢�º�n�†4:#Ý>8�K�^�8

– High

$Ï6�>84:#Ý�I�D�M�•

�Ó�µ�­�î�ª�b�q�±  ID>80x141

�É�Þ�Ç�•�µ�¡�«�b6×�I�b�q�`�Í>8 4

�É�Þ�Ç�•�µ�¡�«�b6×�I�b�q�±�Í>8 65536

�Ó�¹�•�”  �±�–�Ò�”�˜�º>8 00:01:00

�©�¢�¼�Ü�å�¢  �±�–�Ò�”�˜�º>8 00:05:00

RTP  =�Ð>84:#Ý�I�D�M�•

�Ì�–�ß�î�»�†8b�Œ�r�S�c�Å�¹�œ�_7H���K�Z�©�¢�¼�Ü�å�¢�º�n�†4:#Ý>8�M�•

– [Message ID Filtering]>8[Messaging ID Filtering] �²�–�”�ß�¢�Î�µ�¡�«�@6ä�A�
�Ó�µ�­�î�ª  ID 
�Ç�•�Ý�±�†0¿���[�A�r�M��

– [Customize]>8[Add/Edit SCCP (Skinny) Policy Map] �²�–�”�ß�¢�Î�µ�¡�«�†6ä�A�
3ã�•�b0¿��
�†/œ�8�r�M��

– [Default Level]>8�­�Ÿ�×�Ü�¸�•  �Þ�Ë�Ý�†�¹�Ç�›�Ý�º�b  Low �Þ�Ë�Ý�_�`�K�r�M��
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'¨  24 'v       �”�É�Ü�£�î�©�Ù�å  �Þ�–�Ö  �É�ß�º�¥�Ý  �–�å�«�Ì�¡�©�Ù�å�b0¿��
  �–�å�«�Ì�¡�©�Ù�å  �Ð�µ�É�b�Ç�•�î�Ý�»�b1��Â
�Ô�î�»

���b/²�c�
�G�b�µ+��†�Q#Ý�[�A�•�Ô�î�»�†&g�K�S�v�b�[�M��

Message ID Filtering

[Message ID Filtering] �²�–�”�ß�¢�Î�µ�¡�«�[�c�
�Ó�µ�­�î�ª  ID �b�Ç�•�Ý�±�†0¿���[�A�r�M��

�Ç�•�î�Ý�»

• [Match Type]>8�M+´�±�–�É�†&g�K�r�M��*ï���M+´�\�°���M+´�@�6�~�r�M��

• [Criterion]>8�–�å�«�Ì�¡�©�Ù�å�b�ö =�†&g�K�r�M��

• [Value]>8�–�å�«�Ì�¡�©�Ù�å�[!·�œ�M�•�Í�†&g�K�r�M��

• [Action]>8!·�œ�²�ó�@�M+´�K�S�\�A�b�”�¡�©�Ù�å�†&g�K�r�M��

• [Log]>8�ß�¢�b"g�Â�†&g�K�r�M��

• [Add]>8[Add Message ID Filtering] �²�–�”�ß�¢�Î�µ�¡�«�@6ä�A�
�Ó�µ�­�î�ª  ID �b�Ç�•�Ý�±�†3ã�•
�[�A�r�M��

• [Edit]>8[Edit Message ID Filtering] �²�–�”�ß�¢�Î�µ�¡�«�@6ä�A�
�Ó�µ�­�î�ª  ID �b�Ç�•�Ý�±�†)…7Ÿ
�[�A�r�M��

• [Delete]>8�Ó�µ�­�î�ª  ID �b�Ç�•�Ý�±�†�P7V�K�r�M��

• [Move Up]>8�š�å�º�Ü�†�Ü�«�º�b�V�_&ã�·�K�r�M��

• [Move Down]>8�š�å�º�Ü�†�Ü�«�º�b�W�_&ã�·�K�r�M��

�Ô�î�»

���b/²�c�
�G�b�µ+��†�Q#Ý�[�A�•�Ô�î�»�†&g�K�S�v�b�[�M��

Add/Edit SCCP (Skinny) Policy Map >&�­�Ÿ�×�Ü�¸�•  �Þ�Ë�Ý>'

[Add/Edit SCCP (Skinny) Policy Map] �Ì�–�å�[�c�
 SCCP>&Skinny>'�”�É�Ü�£�î�©�Ù�å  �–�å�«�Ì�¡
�©�Ù�å  �Ð�µ�É�b�­�Ÿ�×�Ü�¸�•  �Þ�Ë�Ý�\3ã�•�b0¿���Í�†0¿���[�A�r�M��

�Ç�“�–�”�˜�›�î�Ý  �Ô�î�» �­�Ÿ�×�Ü�¸�•  �¥�å�¸�Ÿ�«�º

�Ý�î�¸�µ�» 3ñ4# �©�å�¢�Ý

�Ð�Ý�³

�¥�å�¸�Ÿ�«
�º �©�«�¸�Ò

• • • • —

�Ç�“�–�”�˜�›�î�Ý  �Ô�î�» �­�Ÿ�×�Ü�¸�•  �¥�å�¸�Ÿ�«�º

�Ý�î�¸�µ�» 3ñ4# �©�å�¢�Ý

�Ð�Ý�³

�¥�å�¸�Ÿ�«
�º �©�«�¸�Ò

• • • • —
24-121
ASDM �Ø�î�¨  �ž�–�»
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'¨  24 'v       �”�É�Ü�£�î�©�Ù�å  �Þ�–�Ö  �É�ß�º�¥�Ý  �–�å�«�Ì�¡�©�Ù�å�b0¿��
  �–�å�«�Ì�¡�©�Ù�å  �Ð�µ�É�b�Ç�•�î�Ý�»�b1��Â
�Ç�•�î�Ý�»

• [Name]>8SCCP>&Skinny>'�Ð�µ�É�b3ã�•�ì�_  SCCP>&Skinny>'�Ð�µ�É�b�¡�S�†
°�Š�K�r�M�� SCCP
>&Skinny>'�Ð�µ�É�b)…7Ÿ�ì�_�c�
�¦�S�_0¿���K�S  SCCP>&Skinny>'�Ð�µ�É�b�¡�S�@/²&g�I�€�r�M��

• [Description]>8SCCP>&Skinny>'�Ð�µ�É�b1��Â�†  200 �e�Ð�è
Æ�[
°�Š�K�r�M��

• [Security Level]>8�­�Ÿ�×�Ü�¸�•  �Þ�Ë�Ý>&High �r�S�c  Low>'�†4E�¥�K�r�M��

– Low>8�¹�Ç�›�Ý�º

$Ï6�>84:#Ý�I�D�K�^�8

�Ó�µ�­�î�ª�b�q�±  ID>80x181

�É�Þ�Ç�•�µ�¡�«�b6×�I�b�q�`�Í>8 4

�Ó�¹�•�”  �±�–�Ò�”�˜�º>8 00:05:00

�©�¢�¼�Ü�å�¢  �±�–�Ò�”�˜�º>8 01:00:00

RTP  =�Ð>84:#Ý�I�D�K�^�8

– Medium

$Ï6�>84:#Ý�I�D�K�^�8

�Ó�µ�­�î�ª�b�q�±  ID>80x141

�É�Þ�Ç�•�µ�¡�«�b6×�I�b�q�`�Í>8 4

�Ó�¹�•�”  �±�–�Ò�”�˜�º>8 00:01:00

�©�¢�¼�Ü�å�¢  �±�–�Ò�”�˜�º>8 00:05:00

RTP  =�Ð>84:#Ý�I�D�M�•

�Ì�–�ß�î�»�†8b�Œ�r�S�c�Å�¹�œ�_7H���K�Z�©�¢�¼�Ü�å�¢�º�n�†4:#Ý>8�K�^�8

– High

$Ï6�>84:#Ý�I�D�M�•

�Ó�µ�­�î�ª�b�q�±  ID>80x141

�É�Þ�Ç�•�µ�¡�«�b6×�I�b�q�`�Í>8 4

�É�Þ�Ç�•�µ�¡�«�b6×�I�b�q�±�Í>8 65536

�Ó�¹�•�”  �±�–�Ò�”�˜�º>8 00:01:00

�©�¢�¼�Ü�å�¢  �±�–�Ò�”�˜�º>8 00:05:00

RTP  =�Ð>84:#Ý�I�D�M�•

�Ì�–�ß�î�»�†8b�Œ�r�S�c�Å�¹�œ�_7H���K�Z�©�¢�¼�Ü�å�¢�º�n�†4:#Ý>8�M�•

– [Message ID Filtering]>8[Messaging ID Filtering] �²�–�”�ß�¢�Î�µ�¡�«�@6ä�A�
�Ó�µ�­�î�ª  ID 
�Ç�•�Ý�±�†0¿���[�A�r�M��

– [Default Level]>8�­�Ÿ�×�Ü�¸�•  �Þ�Ë�Ý�†�¹�Ç�›�Ý�º�_�`�K�r�M��

• [Details]>83ã�•�b0¿���†/œ�:�Ã�Û�Ó�î�±�
 RTP  =�Ð�
�Ó�µ�­�î�ª  ID �b�Ç�•�Ý�±�Ü�å�¢0¿���Í�†/²
&g�K�r�M��

�Ô�î�»

���b/²�c�
�G�b�µ+��†�Q#Ý�[�A�•�Ô�î�»�†&g�K�S�v�b�[�M��
24-122
ASDM �Ø�î�¨  �ž�–�»
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'¨  24 'v       �”�É�Ü�£�î�©�Ù�å  �Þ�–�Ö  �É�ß�º�¥�Ý  �–�å�«�Ì�¡�©�Ù�å�b0¿��
  �–�å�«�Ì�¡�©�Ù�å  �Ð�µ�É�b�Ç�•�î�Ý�»�b1��Â
Add/Edit SCCP (Skinny) Policy Map >&0ò(ý>'

[Add/Edit SCCP (Skinny) Policy Map] �Ì�–�å�[�c�
 SCCP>&Skinny>'�”�É�Ü�£�î�©�Ù�å  �–�å�«�Ì�¡
�©�Ù�å  �Ð�µ�É�b�­�Ÿ�×�Ü�¸�•  �Þ�Ë�Ý�\3ã�•�b0¿���Í�†0¿���[�A�r�M��

�Ç�•�î�Ý�»

• [Name]>8SCCP>&Skinny>'�Ð�µ�É�b3ã�•�ì�_  SCCP>&Skinny>'�Ð�µ�É�b�¡�S�†
°�Š�K�r�M�� SCCP
>&Skinny>'�Ð�µ�É�b)…7Ÿ�ì�_�c�
�¦�S�_0¿���K�S  SCCP>&Skinny>'�Ð�µ�É�b�¡�S�@/²&g�I�€�r�M��

• [Description]>8DNS �Ð�µ�É�b1��Â�†  200 �e�Ð�è
Æ�[
°�Š�K�r�M��

• [Security Level]>80¿���M�•�­�Ÿ�×�Ü�¸�•  �Þ�Ë�Ý�\�Ó�µ�­�î�ª  ID �b�Ç�•�Ý�±�Ü�å�¢0¿���†/²&g�K�r
�M��

• [Parameters]>8�G�b�±�È�[  SCCP>&Skinny>'�b�Ã�Û�Ó�î�±�†0¿���K�r�M��

– [Enforce endpoint registration]>8Skinny �š�å�»�Ï�–�å�º�†$Ï6��K�Z�?�}3û0ð�†�w$Î�™�K�r�M��

[Maximum Message ID]>8SCCP �Ó�µ�­�î�ª  ID �_�Q#Ý�[�A�•�q�±�Í�†�æ���K�r�M��

– [SCCP Prefix Length]>8Skinny �Ó�µ�­�î�ª�b�É�Þ�Ç�•�µ�¡�«�b6×�I�†�æ���K�r�M��

[Minimum Prefix Length]>8SCCP �É�Þ�Ç�•�µ�¡�«�b6×�I�b0Á���q�`�Í�†�æ���K�r�M��

[Maximum Prefix Length]>8SCCP �É�Þ�Ç�•�µ�¡�«�b6×�I�b0Á���q�±�Í�†�æ���K�r�M��

– [Media Timeout]>8�Ó�¹�•�”�K)F�ì�b�±�–�Ò�”�˜�º�Í�†�æ���K�r�M��

– [Signaling Timeout]>8�©�¢�¼�Ü�å�¢�K)F�ì�b�±�–�Ò�”�˜�º�Í�†�æ���K�r�M��

• [RTP Conformance]>8�G�b�±�È�[  SCCP>&Skinny>'�b  RTP  =�Ð�†0¿���K�r�M��

– [Check RTP packets for protocol conformance]>8�Æ�å�Í�î�Ý�†�Ç�ß�î�M�•  RTP/RTCP �Ã�£�µ�º
�@�É�ß�º�¥�Ý�_ =�Ð�K�Z�8�•�?�]�:�?�†�³�™�µ�¡�K�r�M��

[Limit payload to audio or video, based on the signaling exchange]>8�Ì�–�ß�î�»  �±�–�É�†�I�D
$×�_8b�Œ�x�Å�¹�œ�_�K�Z�
�©�¢�¼�Ü�å�¢�º�n�†4:#Ý�K�r�M��

• [Message ID Filtering]>8�G�b�±�È�[  SCCP>&Skinny>'�b�Ó�µ�­�î�ª  ID �Ç�•�Ý�±�Ü�å�¢�†0¿���K�r
�M��

– [Match Type]>8�M+´�±�–�É�†&g�K�r�M��*ï���M+´�\�°���M+´�@�6�~�r�M��

– [Criterion]>8�–�å�«�Ì�¡�©�Ù�å�b�ö =�†&g�K�r�M��

– [Value]>8�–�å�«�Ì�¡�©�Ù�å�[!·�œ�M�•�Í�†&g�K�r�M��

– [Action]>8!·�œ�²�ó�@�M+´�K�S�\�A�b�”�¡�©�Ù�å�†&g�K�r�M��

– [Log]>8�ß�¢�b"g�Â�†&g�K�r�M��

– [Add]>8[Add Message ID Filtering] �²�–�”�ß�¢�Î�µ�¡�«�@6ä�A�
�Ó�µ�­�î�ª  ID �b�Ç�•�Ý�±�†
3ã�•�[�A�r�M��

�Ç�“�–�”�˜�›�î�Ý  �Ô�î�» �­�Ÿ�×�Ü�¸�•  �¥�å�¸�Ÿ�«�º

�Ý�î�¸�µ�» 3ñ4# �©�å�¢�Ý

�Ð�Ý�³

�¥�å�¸�Ÿ�«
�º �©�«�¸�Ò

• • • • —
24-123
ASDM �Ø�î�¨  �ž�–�»
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'¨  24 'v       �”�É�Ü�£�î�©�Ù�å  �Þ�–�Ö  �É�ß�º�¥�Ý  �–�å�«�Ì�¡�©�Ù�å�b0¿��
  �–�å�«�Ì�¡�©�Ù�å  �Ð�µ�É�b�Ç�•�î�Ý�»�b1��Â
– [Edit]>8[Edit Message ID Filtering] �²�–�”�ß�¢�Î�µ�¡�«�@6ä�A�
�Ó�µ�­�î�ª  ID �b�Ç�•�Ý�±�†
)…7Ÿ�[�A�r�M��

– [Delete]>8�Ó�µ�­�î�ª  ID �b�Ç�•�Ý�±�†�P7V�K�r�M��

– [Move Up]>8�š�å�º�Ü�†�Ü�«�º�b�V�_&ã�·�K�r�M��

– [Move Down]>8�š�å�º�Ü�†�Ü�«�º�b�W�_&ã�·�K�r�M��

�Ô�î�»

���b/²�c�
�G�b�µ+��†�Q#Ý�[�A�•�Ô�î�»�†&g�K�S�v�b�[�M��

Add/Edit Message ID Filter

[Add Message ID Filter] �²�–�”�ß�¢�Î�µ�¡�«�[�c�
�Ó�µ�­�î�ª  ID �b�Ç�•�Ý�±�†0¿���[�A�r�M��

�Ç�•�î�Ý�»

• [Match Type]>8�º�Û�Ç�•�µ�¡�\�Í�†�M+´�I�O�•�?�]�:�?�†�æ���K�r�M��

�S�\�<�d�
�e�Ð�4�� example.com���[  [No Match] �†4E�¥�K�S���œ�
 �� example.com���†�µ�t�º�Û
�Ç�•�µ�¡�c�M�m�Z�¡�Û�«  �Ð�µ�É�b�P1ß�¥�_�^�~�r�M��

• [Criterion]>8SCCP (Skinny) �º�Û�Ç�•�µ�¡�_4:#Ý�M�•!·�œ�ö =�†�æ���K�r�M��

– [Message ID]>8�æ���K�S�Ó�µ�­�î�ª  ID �†!·�œ�K�r�M��

[Message ID]>8SCCP �Ó�µ�­�î�ª  ID �_�Q#Ý�[�A�•�q�±�Í�†�æ���K�r�M��

– [Message ID Range]>8�æ��(
�V�b�Ó�µ�­�î�ª  ID �†!·�œ�K�r�M��

[Lower Message ID]>8SCCP �Ó�µ�­�î�ª  ID �_�Q#Ý�[�A�•�W7H�Í�†�æ���K�r�M��

[Upper Message ID]>8SCCP �Ó�µ�­�î�ª  ID �_�Q#Ý�[�A�•�V7H�Í�†�æ���K�r�M��

• [Action]>8Drop packet��

• [Log]>8�–�¿�î�È�Ý�r�S�c�¹�•�­�î�È�Ý�_�K�r�M��

�Ô�î�»

���b/²�c�
�G�b�µ+��†�Q#Ý�[�A�•�Ô�î�»�†&g�K�S�v�b�[�M��

�Ç�“�–�”�˜�›�î�Ý  �Ô�î�» �­�Ÿ�×�Ü�¸�•  �¥�å�¸�Ÿ�«�º

�Ý�î�¸�µ�» 3ñ4# �©�å�¢�Ý

�Ð�Ý�³

�¥�å�¸�Ÿ�«
�º �©�«�¸�Ò

• • • • —

�Ç�“�–�”�˜�›�î�Ý  �Ô�î�» �­�Ÿ�×�Ü�¸�•  �¥�å�¸�Ÿ�«�º

�Ý�î�¸�µ�» 3ñ4# �©�å�¢�Ý

�Ð�Ý�³

�¥�å�¸�Ÿ�«
�º �©�«�¸�Ò

• • • • —
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'¨  24 'v       �”�É�Ü�£�î�©�Ù�å  �Þ�–�Ö  �É�ß�º�¥�Ý  �–�å�«�Ì�¡�©�Ù�å�b0¿��
  �–�å�«�Ì�¡�©�Ù�å  �Ð�µ�É�b�Ç�•�î�Ý�»�b1��Â
SIP Inspect Map

[SIP] �Ì�–�å�[�c�
 SIP �”�É�Ü�£�î�©�Ù�å�b�¦�S�_0¿���I�€�S�–�å�«�Ì�¡�©�Ù�å  �Ð�µ�É�†/²&g�[�A�r
�M�� SIP �Ð�µ�É�[�c�
 SIP �”�É�Ü�£�î�©�Ù�å  �–�å�«�Ì�¡�©�Ù�å�b�¹�Ç�›�Ý�º0¿���Í�†�š�f�[�A�r�M��

SIP �c�
�–�å�±�î�¿�µ�º�
1Ÿ�
�¸�Þ�Ç�›�½�î�
�É�Þ�®�å�«�
�–�Ë�å�º3û%±�
�>�|�g�–�å�«�±�å�º  �Ó�µ
�­�î�ª�å�¢�_�È�C�Q#Ý�I�€�Z�8�•�É�ß�º�¥�Ý�[�M���¸�Ÿ�«�º�Ë�î�«�b�ö2A�\�Q�b��3>�ö�_�|�~�
 SIP 
�¿�µ�º�á�î�¡�c�X�¨�C�b�­�Ÿ�×�Ü�¸�•+#�>�_�I�}�I�€�r�M��

SIP �”�É�Ü�£�î�©�Ù�å  �–�å�«�Ì�¡�©�Ù�å�[�c�
�Ó�µ�­�î�ª  �Ê�µ�²�î�>�|�g�•�e�b�”�»�Þ�«�š�n�
�Ï�î
�º�b�·$×�^�œ�î�É�å�
�>�|�g�ö�•$×�^�ú
²�ö�³�™�µ�¡�@/œ�ƒ�€�r�M�� SIP �Ó�µ�­�î�ª�b�ú
²�ö�†��#'�M
�•�”�É�Ü�£�î�©�Ù�å  �­�Ÿ�×�Ü�¸�•�>�|�g�É�ß�º�¥�Ý�l�b =�Ð�\�
 SIP �Ë�î�«�b�7�Á�b�è���v�§�Ï�î�º�I
�€�r�M��

�Ç�•�î�Ý�»

• [SIP Inspect Maps]>8��*O�I�€�Z�8�•  SIP �–�å�«�Ì�¡�©�Ù�å  �Ð�µ�É�†�M0t/²&g�M�•�¸�î�È�Ý�[�M��

• [Add]>8�‚�K�8  SIP �–�å�«�Ì�¡�©�Ù�å  �Ð�µ�É�†0¿���K�r�M�� SIP �–�å�«�Ì�¡�©�Ù�å  �Ð�µ�É�†)…7Ÿ�M
�•�_�c�
 [SIP Inspect Maps] �¸�î�È�Ý�[  SIP �b�š�å�º�Ü�†4E�¥�K�
 [Customize] �†�¡�Ü�µ�¡�K�r�M��

• [Delete]>8[SIP Inspect Maps] �¸�î�È�Ý�[4E�¥�K�S�–�å�«�Ì�¡�©�Ù�å  �Ð�µ�É�†�P7V�K�r�M��

• [Security Level]>8�­�Ÿ�×�Ü�¸�•  �Þ�Ë�Ý>&High �r�S�c  Low>'�†4E�¥�K�r�M��

– Low>8�¹�Ç�›�Ý�º

SIP �–�å�«�±�å�º  �Ó�µ�­�î�ª>& IM>'�b�Ñ�G�µ+�>8�–�¿�î�È�Ý

SIP �º�Û�Ç�•�µ�¡�è�¥�b  SIP �Ï�î�º�Q#Ý>80Á�•

�§�î�Â�\�š�å�»�Ï�–�å�º�b  IP �”�»�Þ�«�†8�/²&g>8�¹�•�­�î�È�Ý

�¯�Ç�º�˜�™�”�b�Â�î�ª�Ù�å�\  SIP �è�¥�b  URI �†�Ð�«�¡>8�¹�•�­�î�È�Ý

1 �è�V�b��
›�Í�µ�É  �•�˜�å�º�†�–0É>8�–�¿�î�È�Ý

RTP  =�Ð>84:#Ý�I�D�K�^�8

SIP  =�Ð>8�«�¸�î�º  �³�™�µ�¡�\�Ê�µ�²�î�è0É�†��/œ�K�^�8

– Medium

SIP �–�å�«�±�å�º  �Ó�µ�­�î�ª>& IM>'�b�Ñ�G�µ+�>8�–�¿�î�È�Ý

SIP �º�Û�Ç�•�µ�¡�è�¥�b  SIP �Ï�î�º�Q#Ý>80Á�•

�§�î�Â�\�š�å�»�Ï�–�å�º�b  IP �”�»�Þ�«�†8�/²&g>8�¹�•�­�î�È�Ý

�¯�Ç�º�˜�™�”�b�Â�î�ª�Ù�å�\  SIP �è�¥�b  URI �†�Ð�«�¡>8�¹�•�­�î�È�Ý

1 �è�V�b��
›�Í�µ�É  �•�˜�å�º�†�–0É>8�–�¿�î�È�Ý

RTP  =�Ð>84:#Ý�I�D�M�•

�Ì�–�ß�î�»�†8b�Œ�x�Å�¹�œ�_7H���K�Z�©�¢�¼�Ü�å�¢�º�n�†4:#Ý>8�K�^�8

SIP  =�Ð>8�«�¸�î�º  �³�™�µ�¡�[�»�K�K�S�Ã�£�µ�º�†�»�ß�µ�É

– High

SIP �–�å�«�±�å�º  �Ó�µ�­�î�ª>& IM>'�b�Ñ�G�µ+�>8�–�¿�î�È�Ý

SIP �º�Û�Ç�•�µ�¡�è�¥�b  SIP �Ï�î�º�Q#Ý>8&—�F

�§�î�Â�\�š�å�»�Ï�–�å�º�b  IP �”�»�Þ�«�†8�/²&g>8�¹�•�­�î�È�Ý

�¯�Ç�º�˜�™�”�b�Â�î�ª�Ù�å�\  SIP �è�¥�b  URI �†�Ð�«�¡>8�–�¿�î�È�Ý

1 �è�V�b��
›�Í�µ�É  �•�˜�å�º�†�–0É>8�–�¿�î�È�Ý
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'¨  24 'v       �”�É�Ü�£�î�©�Ù�å  �Þ�–�Ö  �É�ß�º�¥�Ý  �–�å�«�Ì�¡�©�Ù�å�b0¿��
  �–�å�«�Ì�¡�©�Ù�å  �Ð�µ�É�b�Ç�•�î�Ý�»�b1��Â
RTP  =�Ð>84:#Ý�I�D�M�•

�Ì�–�ß�î�»�†8b�Œ�x�Å�¹�œ�_7H���K�Z�©�¢�¼�Ü�å�¢�º�n�†4:#Ý>8�M�•

SIP  =�Ð>8�«�¸�î�º  �³�™�µ�¡�\�Ê�µ�²�î�è0É�[�»�K�K�S�Ã�£�µ�º�†�»�ß�µ�É

– [Customize]>8[Add/Edit SIP Policy Map] �²�–�”�ß�¢�Î�µ�¡�«�†6ä�A�
3ã�•�b0¿���†/œ�8�r�M��

– [Default Level]>8�­�Ÿ�×�Ü�¸�•  �Þ�Ë�Ý�†�¹�Ç�›�Ý�º�b  Low �Þ�Ë�Ý�_�`�K�r�M��

�Ô�î�»

���b/²�c�
�G�b�µ+��†�Q#Ý�[�A�•�Ô�î�»�†&g�K�S�v�b�[�M��

Add/Edit SIP Policy Map >&�­�Ÿ�×�Ü�¸�•  �Þ�Ë�Ý>'

[Add/Edit SIP Policy Map] �Ì�–�å�[�c�
 SIP �”�É�Ü�£�î�©�Ù�å  �–�å�«�Ì�¡�©�Ù�å  �Ð�µ�É�b�­�Ÿ�×�Ü
�¸�•  �Þ�Ë�Ý�\3ã�•�b0¿���Í�†0¿���[�A�r�M��

�Ç�•�î�Ý�»

• [Name]>8SIP �b3ã�•�ì�_  SIP �Ð�µ�É�b�¡�S�†
°�Š�K�r�M�� SIP �Ð�µ�É�b)…7Ÿ�ì�_�c�
�¦�S�_0¿���K
�S SIP �Ð�µ�É�b�¡�S�@/²&g�I�€�r�M��

• [Description]>8SIP �Ð�µ�É�b1��Â�†  200 �e�Ð�è
Æ�[
°�Š�K�r�M��

• [Security Level]>8�­�Ÿ�×�Ü�¸�•  �Þ�Ë�Ý>&High �r�S�c  Low>'�†4E�¥�K�r�M��

– Low>8�¹�Ç�›�Ý�º

SIP �–�å�«�±�å�º  �Ó�µ�­�î�ª>& IM>'�b�Ñ�G�µ+�>8�–�¿�î�È�Ý

SIP �º�Û�Ç�•�µ�¡�è�¥�b  SIP �Ï�î�º�Q#Ý>80Á�•

�§�î�Â�\�š�å�»�Ï�–�å�º�b  IP �”�»�Þ�«�†8�/²&g>8�¹�•�­�î�È�Ý

�¯�Ç�º�˜�™�”�b�Â�î�ª�Ù�å�\  SIP �è�¥�b  URI �†�Ð�«�¡>8�¹�•�­�î�È�Ý

1 �è�V�b��
›�Í�µ�É  �•�˜�å�º�†�–0É>8�–�¿�î�È�Ý

RTP  =�Ð>84:#Ý�I�D�K�^�8

SIP  =�Ð>8�«�¸�î�º  �³�™�µ�¡�\�Ê�µ�²�î�è0É�†��/œ�K�^�8

– Medium

SIP �–�å�«�±�å�º  �Ó�µ�­�î�ª>& IM>'�b�Ñ�G�µ+�>8�–�¿�î�È�Ý

SIP �º�Û�Ç�•�µ�¡�è�¥�b  SIP �Ï�î�º�Q#Ý>80Á�•

�§�î�Â�\�š�å�»�Ï�–�å�º�b  IP �”�»�Þ�«�†8�/²&g>8�¹�•�­�î�È�Ý

�¯�Ç�º�˜�™�”�b�Â�î�ª�Ù�å�\  SIP �è�¥�b  URI �†�Ð�«�¡>8�¹�•�­�î�È�Ý

1 �è�V�b��
›�Í�µ�É  �•�˜�å�º�†�–0É>8�–�¿�î�È�Ý

RTP  =�Ð>84:#Ý�I�D�M�•

�Ç�“�–�”�˜�›�î�Ý  �Ô�î�» �­�Ÿ�×�Ü�¸�•  �¥�å�¸�Ÿ�«�º

�Ý�î�¸�µ�» 3ñ4# �©�å�¢�Ý

�Ð�Ý�³

�¥�å�¸�Ÿ�«
�º �©�«�¸�Ò

• • • • —
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'¨  24 'v       �”�É�Ü�£�î�©�Ù�å  �Þ�–�Ö  �É�ß�º�¥�Ý  �–�å�«�Ì�¡�©�Ù�å�b0¿��
  �–�å�«�Ì�¡�©�Ù�å  �Ð�µ�É�b�Ç�•�î�Ý�»�b1��Â
�Ì�–�ß�î�»�†8b�Œ�x�Å�¹�œ�_7H���K�Z�©�¢�¼�Ü�å�¢�º�n�†4:#Ý>8�K�^�8

SIP  =�Ð>8�«�¸�î�º  �³�™�µ�¡�[�»�K�K�S�Ã�£�µ�º�†�»�ß�µ�É

– High

SIP �–�å�«�±�å�º  �Ó�µ�­�î�ª>& IM>'�b�Ñ�G�µ+�>8�–�¿�î�È�Ý

SIP �º�Û�Ç�•�µ�¡�è�¥�b  SIP �Ï�î�º�Q#Ý>8&—�F

�§�î�Â�\�š�å�»�Ï�–�å�º�b  IP �”�»�Þ�«�†8�/²&g>8�¹�•�­�î�È�Ý

�¯�Ç�º�˜�™�”�b�Â�î�ª�Ù�å�\  SIP �è�¥�b  URI �†�Ð�«�¡>8�–�¿�î�È�Ý

1 �è�V�b��
›�Í�µ�É  �•�˜�å�º�†�–0É>8�–�¿�î�È�Ý

RTP  =�Ð>84:#Ý�I�D�M�•

�Ì�–�ß�î�»�†8b�Œ�x�Å�¹�œ�_7H���K�Z�©�¢�¼�Ü�å�¢�º�n�†4:#Ý>8�M�•

SIP  =�Ð>8�«�¸�î�º  �³�™�µ�¡�\�Ê�µ�²�î�è0É�[�»�K�K�S�Ã�£�µ�º�†�»�ß�µ�É

– [Default Level]>8�­�Ÿ�×�Ü�¸�•  �Þ�Ë�Ý�†�¹�Ç�›�Ý�º�_�`�K�r�M��

• [Details]>83ã�•�b0¿���†/œ�:�Ç�•�Ý�±�Ü�å�¢�
 IP �”�»�Þ�«�b�É�Û�–�Â�©�î�
�Í�µ�É  �•�˜�å�º�

RTP  =�Ð�
 SIP  =�Ð�
�Ç�•�î�Ý�»  �Ð�«�¡�
�>�|�g�–�å�«�Ì�¡�©�Ù�å�b0¿���Í�†/²&g�K�r�M��

�Ô�î�»

���b/²�c�
�G�b�µ+��†�Q#Ý�[�A�•�Ô�î�»�†&g�K�S�v�b�[�M��

Add/Edit SIP Policy Map >&0ò(ý>'

[Add/Edit SIP Policy Map] �Ì�–�å�[�c�
 SIP �”�É�Ü�£�î�©�Ù�å  �–�å�«�Ì�¡�©�Ù�å  �Ð�µ�É�b�­�Ÿ�×�Ü
�¸�•  �Þ�Ë�Ý�\3ã�•�b0¿���Í�†0¿���[�A�r�M��

�Ç�•�î�Ý�»

• [Name]>8SIP �b3ã�•�ì�_  SIP �Ð�µ�É�b�¡�S�†
°�Š�K�r�M�� SIP �Ð�µ�É�b)…7Ÿ�ì�_�c�
�¦�S�_0¿���K
�S SIP �Ð�µ�É�b�¡�S�@/²&g�I�€�r�M��

• [Description]>8SIP �Ð�µ�É�b1��Â�†  200 �e�Ð�è
Æ�[
°�Š�K�r�M��

• [Security Level]>80¿���M�•�­�Ÿ�×�Ü�¸�•  �Þ�Ë�Ý�†/²&g�K�r�M��

• [Filtering]>8�G�b�±�È�[  SIP �b�Ç�•�Ý�±�Ü�å�¢�†0¿���K�r�M��

– [Enable SIP instant messaging (IM) extensions]>8�–�å�«�±�å�º  �Ó�µ�­�î�ª�b�Ñ�G�µ+��†�–�¿�î
�È�Ý�_�K�r�M���¹�Ç�›�Ý�º�c�–�¿�î�È�Ý�[�M��

– [Permit non-SIP traffic on SIP port]>8SIP �º�Û�Ç�•�µ�¡�è�¥�_  SIP �Ï�î�º�b�Q#Ý�†0Á�•�K�r�M��
�¹�Ç�›�Ý�º�c0Á�•�[�M��

• [IP Address Privacy]>8�G�b�±�È�[  SIP �b  IP �”�»�Þ�«�b�É�Û�–�Â�©�î�†0¿���K�r�M��

– [Hide server's and endpoint's IP addresses]>8IP �”�»�Þ�«�b�É�Û�–�Â�©�î�†�–�¿�î�È�Ý�_�K�r
�M���¹�Ç�›�Ý�º�[�c�
�¹�•�­�î�È�Ý�[�M��

�Ç�“�–�”�˜�›�î�Ý  �Ô�î�» �­�Ÿ�×�Ü�¸�•  �¥�å�¸�Ÿ�«�º

�Ý�î�¸�µ�» 3ñ4# �©�å�¢�Ý

�Ð�Ý�³

�¥�å�¸�Ÿ�«
�º �©�«�¸�Ò

• • • • —
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'¨  24 'v       �”�É�Ü�£�î�©�Ù�å  �Þ�–�Ö  �É�ß�º�¥�Ý  �–�å�«�Ì�¡�©�Ù�å�b0¿��
  �–�å�«�Ì�¡�©�Ù�å  �Ð�µ�É�b�Ç�•�î�Ý�»�b1��Â
• [Hop Count]>8�G�b�±�È�[  SIP �b�Í�µ�É  �•�˜�å�º�†0¿���K�r�M��

– [Ensure that number of hops to destination is greater than 0]>8Max-Forwards �Ê�µ�²�î�b�Í�@  0 
�?�]�:�?�b�³�™�µ�¡�†�–�¿�î�È�Ý�_�K�r�M��

[Action]>8Drop packet�
 Drop Connection�
 Reset�
�r�S�c  Log��

[Log]>8�–�¿�î�È�Ý�r�S�c�¹�•�­�î�È�Ý�_�K�r�M��

• [RTP Conformance]>8�G�b�±�È�[  SIP �b  RTP  =�Ð�†0¿���K�r�M��

– [Check RTP packets for protocol conformance]>8�Æ�å�Í�î�Ý�†�Ç�ß�î�M�•  RTP/RTCP �Ã�£�µ�º
�@�É�ß�º�¥�Ý�_ =�Ð�K�Z�8�•�?�]�:�?�†�³�™�µ�¡�K�r�M��

[Limit payload to audio or video, based on the signaling exchange]>8�Ì�–�ß�î�»  �±�–�É�†�I�D
$×�_8b�Œ�x�Å�¹�œ�_�K�Z�
�©�¢�¼�Ü�å�¢�º�n�†4:#Ý�K�r�M��

• [SIP Conformance]>8�G�b�±�È�[  SIP �b  SIP  =�Ð�†0¿���K�r�M��

– [Enable state transition checking]>8SIP �b�«�¸�î�º  �³�™�µ�¡�†�–�¿�î�È�Ý�_�K�r�M��

[Action]>8Drop packet�
 Drop Connection�
 Reset�
�r�S�c  Log��

[Log]>8�–�¿�î�È�Ý�r�S�c�¹�•�­�î�È�Ý�_�K�r�M��

– [Enable strict validation of header fields]>8SIP �Ê�µ�²�î  �Ç�•�î�Ý�»�b�è0É�†�–�¿�î�È�Ý�_�K�r
�M��

[Action]>8Drop packet�
 Drop Connection�
 Reset�
�r�S�c  Log��

[Log]>8�–�¿�î�È�Ý�r�S�c�¹�•�­�î�È�Ý�_�K�r�M��

• [Field Masking]>8�G�b�±�È�[  SIP �b�Ç�•�î�Ý�»  �Ð�«�¡�†0¿���K�r�M��

– [Inspect non-SIP URIs]>8Alert-Info �\  Call-Info �Ê�µ�²�î�_�µ�r�€�•  SIP �è�¥�b  URI �–�å�«�Ì
�¡�©�Ù�å�†�–�¿�î�È�Ý�_�K�r�M��

[Action]>8Mask �r�S�c  Log��

[Log]>8�–�¿�î�È�Ý�r�S�c�¹�•�­�î�È�Ý�_�K�r�M��

– [Inspect server's and endpoint's software version]>8User-Agent �\  Server �Ê�µ�²�î�_�µ�r�€�•  
SIP �š�å�»�Ï�–�å�º�b�¯�Ç�º�˜�™�”  �Â�î�ª�Ù�å�†�–�å�«�Ì�¡�©�Ù�å�K�r�M��

[Action]>8Mask �r�S�c  Log��

[Log]>8�–�¿�î�È�Ý�r�S�c�¹�•�­�î�È�Ý�_�K�r�M��

• [Inspections]>8�G�b�±�È�[  SIP �–�å�«�Ì�¡�©�Ù�å�b�¥�å�Ç�•� �×�Þ�î�©�Ù�å�†/²&g�K�Z�
3ã�•�x)…
7Ÿ�@�[�A�r�M��

– [Match Type]>8�M+´�±�–�É�†&g�K�r�M��*ï���M+´�\�°���M+´�@�6�~�r�M��

– [Criterion]>8SIP �–�å�«�Ì�¡�©�Ù�å�b�ö =�†&g�K�r�M��

– [Value]>8SIP �–�å�«�Ì�¡�©�Ù�å�[!·�œ�M�•�Í�†&g�K�r�M��

– [Action]>8!·�œ�²�ó�@�M+´�K�S�\�A�b�”�¡�©�Ù�å�†&g�K�r�M��

– [Log]>8�ß�¢�b"g�Â�†&g�K�r�M��

– [Add]>8[Add SIP Inspect] �²�–�”�ß�¢�Î�µ�¡�«�@6ä�A�
 SIP �–�å�«�Ì�¡�©�Ù�å�†3ã�•�[�A�r�M��

– [Edit]>8[Edit SIP Inspect] �²�–�”�ß�¢�Î�µ�¡�«�@6ä�A�
 SIP �–�å�«�Ì�¡�©�Ù�å�†)…7Ÿ�[�A�r�M��

– [Delete]>8SIP �–�å�«�Ì�¡�©�Ù�å�†�P7V�K�r�M��

– [Move Up]>8�–�å�«�Ì�¡�©�Ù�å�†�Ü�«�º�b�V�_&ã�·�K�r�M��

– [Move Down]>8�–�å�«�Ì�¡�©�Ù�å�†�Ü�«�º�b�W�_&ã�·�K�r�M��
24-128
ASDM �Ø�î�¨  �ž�–�»

OL-14981-01-J



 

'¨  24 'v       �”�É�Ü�£�î�©�Ù�å  �Þ�–�Ö  �É�ß�º�¥�Ý  �–�å�«�Ì�¡�©�Ù�å�b0¿��
  �–�å�«�Ì�¡�©�Ù�å  �Ð�µ�É�b�Ç�•�î�Ý�»�b1��Â
�Ô�î�»

���b/²�c�
�G�b�µ+��†�Q#Ý�[�A�•�Ô�î�»�†&g�K�S�v�b�[�M��

Add/Edit SIP Inspect

[Add/Edit SIP Inspect] �²�–�”�ß�¢�Î�µ�¡�«�[�c�
 SIP �–�å�«�Ì�¡�©�Ù�å  �Ð�µ�É�b!·�œ�ö =�\�Í�†��*O
�[�A�r�M��

�Ç�•�î�Ý�»

• [Single Match]>8SIP �–�å�«�Ì�¡�©�Ù�å�_!·�œ�e�@  1 �X�T�E�b���œ�_�æ���K�r�M��

• [Match Type]>8�º�Û�Ç�•�µ�¡�\�Í�†�M+´�I�O�•�?�]�:�?�†�æ���K�r�M��

�S�\�<�d�
�e�Ð�4�� example.com���[  [No Match] �†4E�¥�K�S���œ�
 �� example.com���†�µ�t�º�Û
�Ç�•�µ�¡�c�M�m�Z�¡�Û�«  �Ð�µ�É�b�P1ß�¥�_�^�~�r�M��

• [Criterion]>8SIP �º�Û�Ç�•�µ�¡�_4:#Ý�M�•!·�œ�ö =�†�æ���K�r�M��

– [Called Party]>8To �Ê�µ�²�î�_�æ���I�€�S�w�™
��†!·�œ�K�r�M��

– [Calling Party]>8From �Ê�µ�²�î�_�æ���I�€�S$Î�™
–�†!·�œ�K�r�M��

– [Content Length]>8�Ê�µ�²�î�b�¥�å�¸�å�¶�b6×�I�†!·�œ�K�r�M��

– [Content Type]>8�Ê�µ�²�î�b�¥�å�¸�å�¶  �±�–�É�†!·�œ�K�r�M��

– [IM Subscriber]>8SIP IM �b�•
°*…�†!·�œ�K�r�M��

– [Message Path]>8SIP �b  Via �Ê�µ�²�î�†!·�œ�K�r�M��

– [Request Method]>8SIP �b0[�Ó�‰�'�†!·�œ�K�r�M��

– [Third-Party Registration]>8�§�î�»  �Ã�î�¸�•�b$Ï6�0[�Ó*…�†!·�œ�K�r�M��

– [URI Length]>8SIP �Ê�µ�²�î�b  URI �†!·�œ�K�r�M��

• [Called Party Criterion Values]>8!·�œ�M�•�w�™
��†�æ���K�r�M���G0d/²#'�[!·�œ�K�r�M��

– [Regular Expression]>8!·�œ�M�•��*O�I�€�S�G0d/²#'�†�M0t/²&g�K�r�M��

– [Manage]>8[Manage Regular Expressions] �²�–�”�ß�¢�Î�µ�¡�«�@6ä�A�
�G0d/²#'�†0¿���[�A�r
�M��

– [Regular Expression Class]>8!·�œ�M�•��*O�I�€�S�G0d/²#'�¡�Û�«�†�M0t/²&g�K�r�M��

– [Manage]>8[Manage Regular Expression Class] �²�–�”�ß�¢�Î�µ�¡�«�@6ä�A�
�G0d/²#'�¡�Û�«  
�Ð�µ�É�†0¿���[�A�r�M��

• [Calling Party Criterion Values]>8!·�œ�M�•$Î�™
–�†�æ���K�r�M���G0d/²#'�[!·�œ�K�r�M��

– [Regular Expression]>8!·�œ�M�•��*O�I�€�S�G0d/²#'�†�M0t/²&g�K�r�M��

– [Manage]>8[Manage Regular Expressions] �²�–�”�ß�¢�Î�µ�¡�«�@6ä�A�
�G0d/²#'�†0¿���[�A�r
�M��

– [Regular Expression Class]>8!·�œ�M�•��*O�I�€�S�G0d/²#'�¡�Û�«�†�M0t/²&g�K�r�M��

�Ç�“�–�”�˜�›�î�Ý  �Ô�î�» �­�Ÿ�×�Ü�¸�•  �¥�å�¸�Ÿ�«�º

�Ý�î�¸�µ�» 3ñ4# �©�å�¢�Ý

�Ð�Ý�³

�¥�å�¸�Ÿ�«
�º �©�«�¸�Ò

• • • • —
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'¨  24 'v       �”�É�Ü�£�î�©�Ù�å  �Þ�–�Ö  �É�ß�º�¥�Ý  �–�å�«�Ì�¡�©�Ù�å�b0¿��
  �–�å�«�Ì�¡�©�Ù�å  �Ð�µ�É�b�Ç�•�î�Ý�»�b1��Â
– [Manage]>8[Manage Regular Expression Class] �²�–�”�ß�¢�Î�µ�¡�«�@6ä�A�
�G0d/²#'�¡�Û�«  
�Ð�µ�É�†0¿���[�A�r�M��

• [Content Length Criterion Values]>8�æ���Í�|�~6×�8  SIP �¥�å�¸�å�¶  �Ê�µ�²�î�†!·�œ�K�r�M��

– [Greater Than Length]>8�Ê�µ�²�î�b6×�I�†�Â�–�º�"�)�[
°�Š�K�r�M��

• [Content Type Criterion Values]>8!·�œ�M�•  SIP �¥�å�¸�å�¶  �Ê�µ�²�î�b�±�–�É�†�æ���K�r�M��

– [SDP]>8SDP �±�–�É�b  SIP �¥�å�¸�å�¶  �Ê�µ�²�î�†!·�œ�K�r�M��

– [Regular Expression]>8�G0d/²#'�†!·�œ�K�r�M��

[Regular Expression]>8!·�œ�M�•��*O�I�€�S�G0d/²#'�†�M0t/²&g�K�r�M��

[Manage]>8[Manage Regular Expressions] �²�–�”�ß�¢�Î�µ�¡�«�@6ä�A�
�G0d/²#'�†0¿���[�A�r
�M��

[Regular Expression Class]>8!·�œ�M�•��*O�I�€�S�G0d/²#'�¡�Û�«�†�M0t/²&g�K�r�M��

[Manage]>8[Manage Regular Expression Class] �²�–�”�ß�¢�Î�µ�¡�«�@6ä�A�
�G0d/²#'�¡�Û�«  
�Ð�µ�É�†0¿���[�A�r�M��

• [IM Subscriber Criterion Values]>8!·�œ�M�•  IM $Ï6�*…�†�æ���K�r�M���G0d/²#'�[!·�œ�K�r�M��

– [Regular Expression]>8!·�œ�M�•��*O�I�€�S�G0d/²#'�†�M0t/²&g�K�r�M��

– [Manage]>8[Manage Regular Expressions] �²�–�”�ß�¢�Î�µ�¡�«�@6ä�A�
�G0d/²#'�†0¿���[�A�r
�M��

– [Regular Expression Class]>8!·�œ�M�•��*O�I�€�S�G0d/²#'�¡�Û�«�†�M0t/²&g�K�r�M��

– [Manage]>8[Manage Regular Expression Class] �²�–�”�ß�¢�Î�µ�¡�«�@6ä�A�
�G0d/²#'�¡�Û�«  
�Ð�µ�É�†0¿���[�A�r�M��

• [Message Path Criterion Values]>8!·�œ�M�•  SIP �b  Via �Ê�µ�²�î�†�æ���K�r�M���G0d/²#'�[!·�œ�K
�r�M��

– [Regular Expression]>8!·�œ�M�•��*O�I�€�S�G0d/²#'�†�M0t/²&g�K�r�M��

– [Manage]>8[Manage Regular Expressions] �²�–�”�ß�¢�Î�µ�¡�«�@6ä�A�
�G0d/²#'�†0¿���[�A�r
�M��

– [Regular Expression Class]>8!·�œ�M�•��*O�I�€�S�G0d/²#'�¡�Û�«�†�M0t/²&g�K�r�M��

– [Manage]>8[Manage Regular Expression Class] �²�–�”�ß�¢�Î�µ�¡�«�@6ä�A�
�G0d/²#'�¡�Û�«  
�Ð�µ�É�†0¿���[�A�r�M��

• [Request Method Criterion Values]>8!·�œ�M�•  SIP 0[�Ó�‰�'�†�æ���K�r�M��

– [Request Method]>8���b�p�?�}0[�Ó�‰�'�†�æ���K�r�M�� ack�
 bye�
 cancel�
 info�
 invite�

message�
 notify�
 options�
 prack�
 refer�
 register�
 subscribe�
 unknown�
 update��

• [Third-Party Registration Criterion Values]>8!·�œ�M�•�§�î�»  �Ã�î�¸�•�b$Ï6�0[�Ó*…�†�æ���K�r�M��
�G0d/²#'�[!·�œ�K�r�M��

– [Regular Expression]>8!·�œ�M�•��*O�I�€�S�G0d/²#'�†�M0t/²&g�K�r�M��

– [Manage]>8[Manage Regular Expressions] �²�–�”�ß�¢�Î�µ�¡�«�@6ä�A�
�G0d/²#'�†0¿���[�A�r
�M��

– [Regular Expression Class]>8!·�œ�M�•��*O�I�€�S�G0d/²#'�¡�Û�«�†�M0t/²&g�K�r�M��

– [Manage]>8[Manage Regular Expression Class] �²�–�”�ß�¢�Î�µ�¡�«�@6ä�A�
�G0d/²#'�¡�Û�«  
�Ð�µ�É�†0¿���[�A�r�M��

• [URI Length Criterion Values]>8�æ���Í�|�~6×�8  SIP �Ê�µ�²�î�b  URI �†�æ���K�Z!·�œ�K�r�M��

– [URI type]>8SIP URI �r�S�c  TEL URI �†�æ���K�Z!·�œ�K�r�M��
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'¨  24 'v       �”�É�Ü�£�î�©�Ù�å  �Þ�–�Ö  �É�ß�º�¥�Ý  �–�å�«�Ì�¡�©�Ù�å�b0¿��
  �–�å�«�Ì�¡�©�Ù�å  �Ð�µ�É�b�Ç�•�î�Ý�»�b1��Â
– [Greater Than Length]>86×�I�†�Â�–�º�"�)�[�æ���K�r�M��

• [Multiple Matches]>8SIP �–�å�«�Ì�¡�©�Ù�å�b0
�X�b!·�œ�e�†�æ���K�r�M��

– [SIP Traffic Class]>8SIP �º�Û�Ç�•�µ�¡  �¡�Û�«�†!·�œ�K�r�M��

– [Manage]>8[Manage SIP Class Maps] �²�–�”�ß�¢�Î�µ�¡�«�@6ä�A�
 SIP �¡�Û�«  �Ð�µ�É�b3ã�•�

)…7Ÿ�
�P7V�@�[�A�r�M��

• [Actions]>8�É�Û�–�Ð�Ü �”�¡�©�Ù�å�>�|�g�ß�¢�†0¿���K�r�M��

– [Action]>8Drop packet�
 Drop Connection�
 Reset�
�r�S�c  Log��>&�@>'0[�Ó�‰�'�@ invite �?  
register �b���œ�c�
 Limit rate (pps) �”�¡�©�Ù�å�†�Q#Ý�[�A�r�M��

– [Log]>8�–�¿�î�È�Ý�r�S�c�¹�•�­�î�È�Ý�_�K�r�M��

�Ô�î�»

���b/²�c�
�G�b�µ+��†�Q#Ý�[�A�•�Ô�î�»�†&g�K�S�v�b�[�M��

SNMP Inspect Map

[SNMP] �Ì�–�å�[�c�
 SNMP �”�É�Ü�£�î�©�Ù�å�b�¦�S�_0¿���I�€�S�–�å�«�Ì�¡�©�Ù�å  �Ð�µ�É�†/²&g�[
�A�r�M�� SNMP �Ð�µ�É�[�c�
 SNMP �”�É�Ü�£�î�©�Ù�å  �–�å�«�Ì�¡�©�Ù�å�b�¹�Ç�›�Ý�º0¿���Í�†�š�f�[
�A�r�M��

�Ç�•�î�Ý�»

• [Map Name]>8�M�[�_0¿���I�€�Z�8�•�”�É�Ü�£�î�©�Ù�å  �–�å�«�Ì�¡�©�Ù�å  �Ð�µ�É�†�M0t/²&g�K�r
�M���Ð�µ�É�†�œ�å�_�K�
 [Edit] �†�¡�Ü�µ�¡�K�Z�
�¤�Ñ�b�Ð�µ�É�b/²&g�r�S�c�š�f�@�[�A�r�M��

• [Add]>8�‚�K�8  SNMP �–�å�«�Ì�¡�©�Ù�å  �Ð�µ�É�†0¿���K�r�M��

• [Edit]>8[SNMP Inspect Maps] �¸�î�È�Ý�[4E�¥�K�S  SNMP �b�š�å�º�Ü�†)…7Ÿ�K�r�M��

• [Delete]>8[SNMP Inspect Maps] �¸�î�È�Ý�[4E�¥�K�S�–�å�«�Ì�¡�©�Ù�å  �Ð�µ�É�†�P7V�K�r�M��

�Ô�î�»

���b/²�c�
�G�b�µ+��†�Q#Ý�[�A�•�Ô�î�»�†&g�K�S�v�b�[�M��

�Ç�“�–�”�˜�›�î�Ý  �Ô�î�» �­�Ÿ�×�Ü�¸�•  �¥�å�¸�Ÿ�«�º

�Ý�î�¸�µ�» 3ñ4# �©�å�¢�Ý

�Ð�Ý�³

�¥�å�¸�Ÿ�«
�º �©�«�¸�Ò

• • • • —

�Ç�“�–�”�˜�›�î�Ý  �Ô�î�» �­�Ÿ�×�Ü�¸�•  �¥�å�¸�Ÿ�«�º

�Ý�î�¸�µ�» 3ñ4# �©�å�¢�Ý

�Ð�Ý�³

�¥�å�¸�Ÿ�«
�º �©�«�¸�Ò

• • • • —
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'¨  24 'v       �”�É�Ü�£�î�©�Ù�å  �Þ�–�Ö  �É�ß�º�¥�Ý  �–�å�«�Ì�¡�©�Ù�å�b0¿��
  �–�å�«�Ì�¡�©�Ù�å  �Ð�µ�É�b�Ç�•�î�Ý�»�b1��Â
Add/Edit SNMP Map

[Add/Edit SNMP Map] �²�–�”�ß�¢�Î�µ�¡�«�[�c�
 SNMP �b�”�É�Ü�£�î�©�Ù�å  �–�å�«�Ì�¡�©�Ù�å�†�D�š
�M�•  SNMP �Ð�µ�É�†�‚0d�8�B�[�A�r�M��

�Ç�•�î�Ý�»

• [SNMP Map Name]>8�”�É�Ü�£�î�©�Ù�å  �–�å�«�Ì�¡�©�Ù�å  �Ð�µ�É�b�¡�S�†��*O�K�r�M��

• [SNMP version 1]>8SNMP �Â�î�ª�Ù�å  1 �b�”�É�Ü�£�î�©�Ù�å  �–�å�«�Ì�¡�©�Ù�å�†�–�¿�î�È�Ý�_�K
�r�M��

• [SNMP version 2 (party based)]>8SNMP �Â�î�ª�Ù�å  2 �b�”�É�Ü�£�î�©�Ù�å  �–�å�«�Ì�¡�©�Ù�å�†�–
�¿�î�È�Ý�_�K�r�M��

• [SNMP version 2c (community based)]>8SNMP �Â�î�ª�Ù�å  2c �b�”�É�Ü�£�î�©�Ù�å  �–�å�«�Ì�¡�©�Ù
�å�†�–�¿�î�È�Ý�_�K�r�M��

• [SNMP version 3]>8SNMP �Â�î�ª�Ù�å  3 �b�”�É�Ü�£�î�©�Ù�å  �–�å�«�Ì�¡�©�Ù�å�†�–�¿�î�È�Ý�_�K
�r�M��

�Ô�î�»

���b/²�c�
�G�b�µ+��†�Q#Ý�[�A�•�Ô�î�»�†&g�K�S�v�b�[�M��

�Ç�“�–�”�˜�›�î�Ý  �Ô�î�» �­�Ÿ�×�Ü�¸�•  �¥�å�¸�Ÿ�«�º

�Ý�î�¸�µ�» 3ñ4# �©�å�¢�Ý

�Ð�Ý�³

�¥�å�¸�Ÿ�«
�º �©�«�¸�Ò

• • • • —
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NAT �b0¿��  

�G�b'v�[�c�
�¿�µ�º�á�î�¡  �”�»�Þ�«�š�n�_�X�8�Z1��Â�K�r�M�����b8o% �†�v�~�V�F�r�M��

• �� NAT �b�+0[�� >&P.25-1>'

• �� NAT �D�š�b0¿���� >&P.25-17>'

• ���²�–�¼�Ñ�µ�¡  NAT �b�Q#Ý��>&P.25-18>'

• ���«�±�¸�•�µ�¡  NAT �b�Q#Ý��>&P.25-28>'

• �� NAT 
 7V�b�Q#Ý��>&P.25-32>'

• �� [NAT] �Ç�•�î�Ý�»�b1��Â�� >&P.25-33>'

NAT �b�+0[
�G�G�[�c�
�­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«  �V�[�b  NAT �b�µ+��_�X�8�Z1��Â�K�r�M�����b8o% �†�v�~�V�F
�r�M��

• �� NAT �b�+0[�� >&P.25-1>'

• �� NAT �¥�å�º�ß�î�Ý�� >&P.25-5>'

• �� NAT �b�±�–�É�� >&P.25-6>'

• ���Ï�Ü�©�î  NAT��>&P.25-11>'

• �� NAT �>�|�g� �L�­�Ÿ�×�Ü�¸�•  �Þ�Ë�Ý�b�–�å�±�î�Ç�™�–�«�� >&P.25-14>'

• ����7•�b�”�»�Þ�«�\�b!·�œ�_�Q#Ý�I�€�•  NAT �Ý�î�Ý�b8p�Î�� >&P.25-15>'

• ���Ð�µ�Æ�å�¢  �”�»�Þ�«�b�@�–�¦8o�� >&P.25-15>'

• �� DNS �>�|�g  NAT��>&P.25-16>'

NAT �b�+0[

�”�»�Þ�«�š�n�c�
�Ã�£�µ�º
Æ�b��7•�b�”�»�Þ�«�†�
��
›�¿�µ�º�á�î�¡�V�[�Ý�î�¸�•�å�¢�•+��^�
�Ð�µ�Æ
�å�¢�I�€�S�”�»�Þ�«�[*(�A�n�<�r�M�� NAT �c  2 �X�b�«�¸�µ�É�[�S�B�I�€�r�M����7•�b�”�»�Þ�«�†�Ð�µ
�Æ�å�¢ �”�»�Þ�«�_�š�n�M�•�É�ß�­�«�\�
�Ü�±�î�å  �º�Û�Ç�•�µ�¡#Ý�_�š�n�†
–�_�`�M�É�ß�­�«�[�M��

�­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�c�
 NAT �Ý�î�Ý�@�º�Û�Ç�•�µ�¡�_�M+´�M�•�\�
�”�»�Þ�«�†�š�n�K�r�M��
NAT �Ý�î�Ý�@�M+´�K�^�?�W�S���œ�
�Ã�£�µ�º�b��#.�@)F/œ�I�€�r�M���S�T�K�
 NAT �D�š�†�–�¿�î�È�Ý
�_�K�Z�8�•���œ�c�[�¥�[�M�� NAT �D�š�[�c�
�­�Ÿ�×�Ü�¸�•�b9×�8�–�å�±�î�Ç�™�–�«>&
Æ4Š>'�?�}�­
�Ÿ�×�Ü�¸�•�b�*�8�–�å�±�î�Ç�™�–�«>&�¥4Š>'�_&ã�·�M�•�Ã�£�µ�º�@  NAT 0d�N�\�M+´�M�•�G�\�@0[�Ó�I
25-1
ASDM �Ø�î�¨  �ž�–�»



 

'¨  25 'v       NAT �b0¿��
  NAT �b�+0[
�€�r�M���M+´�K�^�8���œ�
�Ã�£�µ�º�b��#.�c�õ�F�I�€�r�M���­�Ÿ�×�Ü�¸�•  �Þ�Ë�Ý�b0ò(ý�_�X�8�Z�c�

���¹�Ç�›�Ý�º�b�­�Ÿ�×�Ü�¸�•  �Þ�Ë�Ý�� >&P.5-4>' �†�g!·�K�Z�C�T�I�8�� NAT �D�š�b0ò(ý�_�X�8�Z�c�

�� NAT �¥�å�º�ß�î�Ý�� >&P.25-5>' �†�g!·�K�Z�C�T�I�8��

>&�@>' �G�b�Ð�½�×�”�Ý�[�c�
�M�m�Z�b�±�–�É�b�š�n�†  NAT �\�ç�g�r�M�� NAT �b1��Â�[�c�
 
Æ4Š�>�|�g �¥4Š�\
�8�:#Ý1��c�õ�–�b  2 �X�b�–�å�±�î�Ç�™�–�«6ë�b�­�Ÿ�×�Ü�¸�•6õ�€�†/²�K�Z�8�r�M���­�Ÿ�×�Ü�¸�•  �Þ�Ë
�Ý�b9×�8�‰�@
Æ4Š�[�
�­�Ÿ�×�Ü�¸�•  �Þ�Ë�Ý�b�*�8�‰�@�¥4Š�_�^�~�r�M���S�\�<�d�
�–�å�±�î�Ç�™�–�«  1 
�@ 60 �[�–�å�±�î�Ç�™�–�«  2 �@ 50 �b���œ�
�–�å�±�î�Ç�™�–�«  1 �@��
Æ4Š���
�–�å�±�î�Ç�™�–�«  2 �@���¥
4Š���[�M��

NAT �b�<!l�b�M4Š�†)��Ó�K�r�M��

• 
Æ4Š�¿�µ�º�á�î�¡�[�É�Û�–�Ë�î�º  �”�»�Þ�«�†�Q#Ý�[�A�r�M���É�Û�–�Ë�î�º  �”�»�Þ�«�c�
�–�å�±�î
�¿�µ�º�_�Ý�î�¸�•�å�¢�[�A�r�O�‡��

• NAT �c�Ú�b�¿�µ�º�á�î�¡�?�}���”�»�Þ�«�†7ƒ�M�b�[�
�7�Á
��c�Í�«�º�b���”�»�Þ�«�†':�A�F�u�•
�G�\�@�[�A�r�O�‡��

• 5�0
�”�»�Þ�«�^�]�
 IP �Ý�î�¸�•�å�¢�b�e8Ÿ�†0Ž�ô�[�A�r�M��

NAT �[�§�Ï�î�º�I�€�^�8�É�ß�º�¥�Ý�_�X�8�Z�c�
 /² 24-1>&P.24-3>' �†�g!·�K�Z�C�T�I�8��

�Ý�î�¸�µ�»  �Ô�î�»�b  NAT
�W 25-1 �c�

Æ4Š�_�É�Û�–�Ë�î�º  �¿�µ�º�á�î�¡�†�â�X�
�Ý�î�¸�µ�»  �Ô�î�»�b�M+á$×�^  NAT �b�[�†&g�K
�Z�8�r�M�� 10.1.1.27 �_�6�•
Æ4Š�Í�«�º�@  Web �§�î�Â�_�Ã�£�µ�º�†3æ�™�M�•�\�
�Q�b�Ã�£�µ�º�b3æ�™
–
���”�»�Þ�«  10.1.1.27 �@�Ð�µ�É �”�»�Þ�«  209.165.201.10 �_�š�f�I�€�r�M���§�î�Â�@�Â'Å�M�•�\�
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�r�M���G�b"g�#�c3û�–�
�š�n�@�±�–�Ò�”�˜�º�_�^�•%T�™�”�¡�­�«  �Ü�«�º�
'ö#.�S#Ý�–�å�±�î�Ç�™�–�«�

�r�S�c�Â�µ�¡�”�µ�É  �–�å�±�î�Ç�™�–�«�[$Î#Õ�K�r�M��

�W 25-6 �c�
�Ü�Ô�î�º  �Í�«�º�_�|�•���”�»�Þ�«�l�b�K)F0è/œ�†&g�K�Z�8�r�M���­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”
�å�«�c�Ð�µ�Æ�å�¢  �”�»�Þ�«�l�b�Ü�±�î�å�K)F�T�E�†0Á�•�M�•�S�u�
�G�b�K)F�c�Ä�°�I�€�Z�8�r�M��

�W 25-6 �Ü�Ô�î�º  �Í�«�º�_�|�•���”�»�Þ�«�l�b�K)F0è/œ

�W 25-7 �_�
�Ð�µ�Æ�å�¢  �”�»�Þ�«�l�b�K)F6ä���†0è�s�Z�8�•�Ü�Ô�î�º  �Í�«�º�†&g�K�r�M���G�b�”�»�Þ�«
�c�
#'�ì!l�[�c�š�n�¸�î�È�Ý�_�^�8�S�u�
�­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�c�Ã�£�µ�º�†�»�ß�µ�É�K�Z�8
�r�M��

Web �(�o�C
www.example.com

��1ñ

�]1ñ

209.165.201.2

10.1.2.1

10.1.2.27

���µ
209.165.201.1010.1.2.27

10.1.2.27
�.� �X�]�9��
���J�\�����f�,

13
22

16
25-7
ASDM �Ø�î�¨  �ž�–�»

OL-14981-01-J



 

'¨  25 'v       NAT �b0¿��
  NAT �b�+0[
�W 25-7 �Ð�µ�Æ�å�¢  �”�»�Þ�«�l�b�K)F6ä���†0è�s�Z�8�•�Ü�Ô�î�º  �Í�«�º

>&�@>' �š�n�b���‹�p�
�Ü�Ô�î�º  �Í�«�º�?�}�
�š�n�I�€�S�Í�«�º�l�b�K)F�†6ä���[�A�r�M>&�Q�b�K)F�@�”�¡�­
�«  �Ü�«�º�[0Á�•�I�€�Z�8�•���œ>' ���”�»�Þ�«�c�£ ��Y�•+��[�6�•�S�u�
�Í�«�º�l�b�K)F�c&�'g�I�€�r�O
�‡���S�T�K�
�G�b���œ�c�
�”�¡�­�«  �Ü�«�º�b�­�Ÿ�×�Ü�¸�•�_�k�Ñ�[�A�r�M��

�²�–�¼�Ñ�µ�¡  NAT �_�c�
���b��!l�@�6�~�r�M��

• �Ð�µ�Æ�å�¢�I�€�S�É�î�Ý�_�6�•�”�»�Þ�«�@��7•�b�¢�Ý�î�É�|�~�a�^�8���œ�
�£�•�è�V�_�º�Û�Ç�•�µ
�¡�@�¨�8�\�
�”�»�Þ�«�@�Y2Š�M�•�•+��ö�@�6�~�r�M��

�G�b�¦1ß�@$Î#Õ�K�S���œ�_�c�
 PAT �†�Q#Ý�K�r�M�� PAT �[�c�
�"�M�”�»�Þ�«�b�Ï�î�º�†�Q#Ý�K�Z  
64,000 �†2x�<�•�š�n�†��#.�[�A�•�S�u�[�M��

• �Ð�µ�Æ�å�¢  �É�î�Ý�[�c�
�Ý�î�¸�•�å�¢�•+��^�”�»�Þ�«�†�¨�X�Q#Ý�M�•�²0[�@�6�~�r�M���–�å�±�î
�¿�µ�º�b�|�:�_��
›�¿�µ�º�á�î�¡�[$Ï6��í�s�”�»�Þ�«�@�²0[�_�^�•���œ�c�
�Q#Ý�•+��^�”�»�Þ�«�@
�Y2Š�M�•�G�\�@�6�~�r�M��

�²�–�¼�Ñ�µ�¡  NAT �b�<!l�c�
�M4Š�b�É�ß�º�¥�Ý�@  PAT �†�Q#Ý�[�A�^�8�\�8�:�G�\�[�M���S�\�<�d�

PAT �c���b���œ�c�µ+��K�r�O�‡��

• GRE �Â�î�ª�Ù�å  0 �^�]�b�|�:�_�
�œ�î�Â�î�ß�î�»�M�•�S�u�b�Ï�î�º�@�^�8  IP �É�ß�º�¥�Ý�[�c�µ+�
�K�r�O�‡��

• �M4Š�b�Ð�Ý�³�Ó�¹�•�”  �”�É�Ü�£�î�©�Ù�å�^�]�b�|�:�_�
 1 �X�b�Ï�î�º�V�_�¹�î�±  �«�º�Ü�î�Ò�†�â
�U�
�9�b�Ï�î�º�V�_�D�š�Ã�«�†�â�U�

¶6ä0d�A�[�c�^�8�”�É�Ü�£�î�©�Ù�å�[�v�µ+��K�r�O�‡��

NAT �>�|�g  PAT �b�§�Ï�î�º�b0ò(ý�_�X�8�Z�c�
 ���”�É�Ü�£�î�©�Ù�å  �É�ß�º�¥�Ý  �–�å�«�Ì�¡�©�Ù�å�†�Q
#Ý�M�•�±�–�Ñ�å�¢�� >&P.24-2>' �†�g!·�K�Z�C�T�I�8��

Web �(�o�C
www.example.com

��1ñ

�]1ñ

209.165.201.2

10.1.2.1

10.1.2.27

�.� �X�]�9��
���J�\�����f�,

209.165.201.10

13
22

17
25-8
ASDM �Ø�î�¨  �ž�–�»

OL-14981-01-J



 

'¨  25 'v       NAT �b0¿��
  NAT �b�+0[
PAT

PAT �c�
0
�X�b���”�»�Þ�«�†�"�M�b�Ð�µ�Æ�å�¢  IP �”�»�Þ�«�_�š�n�K�r�M��
½�/$×�_�c�
�­�Ÿ�×�Ü�¸�•  
�”�É�Û�–�”�å�«�@0
�X�b��7•�b�”�»�Þ�«�>�|�g3æ�™
–�Ï�î�º>&��7•�b�¯�£�µ�º>'�†  1 �X�b�Ð�µ�Æ�å�¢  
�”�»�Þ�«�>�|�g  1024 �|�~�V�b�M�–�b�Ï�î�º>&�Ð�µ�Æ�å�¢  �¯�£�µ�º>'�_�š�n�K�r�M���K)F�H�\�_3æ�™
–
�Ï�î�º�@$��^�•�S�u�
�Q�€�R�€�b�K)F�[�¶�9�_�š�n�†/œ�:�²0[�@�6�~�r�M���S�\�<�d�
 10.1.1.1:1025 
�_�c�
 10.1.1.1:1026 �\�c�9�b�š�n�@�²0[�[�M��

�K)F�b�w� �‡7H�@�)�€�•�\�
�Ï�î�º�š�n�v  30 &Ê6ë�b8��”�¡�¸�•�È"g�Â�b�‹�_�w� �‡7H�)�€�_�^�~�r�M��
�G�b�±�–�Ò�”�˜�º�c�š�f�[�A�r�O�‡����
›�¿�µ�º�á�î�¡�V�b�Ø�î�¨�c�
 PAT �†�Q#Ý�M�•�Í�«�º�_�P�K
�Z>&�”�¡�­�«  �Ü�«�º�_�|�W�Z�K)F�@0Á�•�I�€�Z�8�S���œ�[�v>' �
�K)F�†&����_6ä���M�•�G�\�c�[�A�r�O
�‡���Í�«�º�b���r�S�c�Ð�µ�É  �Ï�î�º$��•�†�£ ��[�A�^�8�T�E�[�^�C�
�­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«  �c
�š�n�P1ß�Í�«�º�@�K)F�†6ä���M�•
��[�^�87H�~�
�š�n�†�8�B�K�r�O�‡���Í�«�º�l�b&����^�”�¡�­�«�_�X
�8�Z�c�
���b ���«�±�¸�•�µ�¡  NAT�� �r�S�c ���«�±�¸�•�µ�¡  PAT�� �b8o�†�g!·�K�Z�C�T�I�8��

PAT �[�c�"�M�b�Ð�µ�Æ�å�¢
›�b�”�»�Þ�«�†�Q#Ý�M�•�S�u�
�Ý�î�¸�•�å�¢�•+��^�”�»�Þ�«�b�Q#Ý�†�š�<
�•�G�\�@�[�A�r�M���I�}�_�
�­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«  �–�å�±�î�Ç�™�–�«�b  IP �”�»�Þ�«�†  PAT �”
�»�Þ�«�\�K�Z�Q#Ý�[�A�r�M�� PAT �c�
�¹�î�±  �«�º�Ü�î�Ò�@�D�š�Ã�«�\�c�9�b�v�b�[�6�•�Ð�Ý�³�Ó�¹�•
�”  �”�É�Ü�£�î�©�Ù�å�[�c�µ+��K�r�O�‡�� NAT �>�|�g  PAT �b�§�Ï�î�º�b0ò(ý�_�X�8�Z�c�
 ���”�É�Ü�£�î
�©�Ù�å  �É�ß�º�¥�Ý  �–�å�«�Ì�¡�©�Ù�å�†�Q#Ý�M�•�±�–�Ñ�å�¢�� >&P.24-2>' �†�g!·�K�Z�C�T�I�8��

>&�@>' �š�n�b���‹�p�
�Ü�Ô�î�º  �Í�«�º�?�}�
�š�n�I�€�S�Í�«�º�l�b�K)F�†6ä���[�A�r�M>&�Q�b�K)F�@�”�¡�­
�«  �Ü�«�º�[0Á�•�I�€�Z�8�•���œ>' ����7•�b�Ï�î�º  �”�»�Þ�«�>�|�g�Ð�µ�Æ�å�¢  �Ï�î�º  �”�»�Þ�«�c�]�U�}
�v�£ ��Y�•+��[�6�•�S�u�
�Í�«�º�l�b�K)F�c&�'g�I�€�r�O�‡���S�T�K�
�G�b���œ�c�
�”�¡�­�«  �Ü�«�º
�b�­�Ÿ�×�Ü�¸�•�_�k�Ñ�[�A�r�M���S�T�K�
�Ï�Ü�©�î  PAT �[�c�ì6ë�Ë�î�«�b  ACL �†�§�Ï�î�º�K�Z�8�r�O
�‡��

�«�±�¸�•�µ�¡  NAT

�«�±�¸�•�µ�¡  NAT �[�c�
���”�»�Þ�«�?�}�Ð�µ�Æ�å�¢
›�b�”�»�Þ�«�l�b�[���š�n�@�8�B�I�€�r�M���²�–
�¼�Ñ�µ�¡  NAT �>�|�g  PAT �[�c�
�›�Í�«�º�c�
�‹)F�b�š�n�H�\�_$��^�•�”�»�Þ�«�r�S�c�Ï�î�º�†�Q#Ý�K
�r�M���«�±�¸�•�µ�¡  NAT �[�c�
�Ð�µ�Æ�å�¢  �”�»�Þ�«�c4�)F�M�•�›�K)F�[� �L�[�6�~�
�Ì)F$×�^�š�n0d
�N�@�Ñ�~�M�•�S�u�
��
›�¿�µ�º�á�î�¡�b�Í�«�º�c�š�n�í�s�b�Í�«�º�l�b�º�Û�Ç�•�µ�¡�†6ä���[�A�r�M

>&�Q�b�º�Û�Ç�•�µ�¡�†0Á�•�M�•�”�¡�­�«  �Ü�«�º�@�6�•���œ>' ��

�²�–�¼�Ñ�µ�¡  NAT �\�«�±�¸�•�µ�¡  NAT �b�”�»�Þ�«(
�V�\�b�z�^4*�8�c�
�«�±�¸�•�µ�¡ NAT �[�c�Ü
�Ô�î�º  �Í�«�º�@�š�n�í�s�b�Í�«�º�l�b�K)F�†6ä���[�A>&�Q�€�†0Á�•�M�•�”�¡�­�«  �Ü�«�º�@�6�•���œ>' �

�²�–�¼�Ñ�µ�¡  NAT �[�c6ä���[�A�^�8�\�8�:!l�[�M���r�S�
�«�±�¸�•�µ�¡ NAT �[�c�
���”�»�Þ�«�\� 
�L�X�b�Ð�µ�Æ�å�¢
›�b�”�»�Þ�«�@�²0[�[�M��

�«�±�¸�•�µ�¡  PAT

�«�±�¸�•�µ�¡  PAT �c�
�É�ß�º�¥�Ý>& TCP �r�S�c  UDP>'�>�|�g��7•�b�”�»�Þ�«�\�Ð�µ�Æ�å�¢  �”�»�Þ�«
�b�Ï�î�º�†�æ���[�A�•!l�†7V�8�Z�
�«�±�¸�•�µ�¡  NAT �\� �L�[�M��

�G�b�µ+��_�|�~�
�›�e�b�Ï�î�º�@�9�¶�[�6�•7H�~�
�¨�X�b$��^�•�«�±�¸�•�µ�¡�e�_�ƒ�S�W�Z� �L�Ð�µ�Æ
�å�¢  �”�»�Þ�«�†�æ���[�A�r�M��0
�X�b�«�±�¸�•�µ�¡  NAT �e�_�P�K�Z�c�
� �L�Ð�µ�Æ�å�¢  �”�»�Þ�«�†�Q
#Ý�[�A�r�O�‡��

�­�•�å�²�Ü  �³�Õ�¿�Ý�b�è���@�²0[�^�”�É�Ü�£�î�©�Ù�å>& FTP�
 VoIP �^�]>'�†�Q#Ý�M�•���œ�c�
�­�Ÿ�×
�Ü�¸�•  �”�É�Û�–�”�å�«�@+¬�·$×�_�­�•�å�²�Ü  �Ï�î�º�†�š�n�K�r�M��
25-9
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  NAT �b�+0[
�S�\�<�d�
 FTP�
 HTTP�
�>�|�g  SMTP �_�”�¡�­�«�M�•0
�X�b�Ü�Ô�î�º  �Ø�î�¨�_�"�M�”�»�Þ�«�†�f�j
�K�
��7•�_�c�Q�€�R�€�@���¿�µ�º�á�î�¡�V�b�9���b�§�î�Â�[�6�•���œ�
�Ð�µ�É  IP �”�»�Þ�«�c� �L�[�v
�Ï�î�º�@$��^�•�›�§�î�Â�_�P�K�
�«�±�¸�•�µ�¡  PAT �«�¸�î�º�Ó�å�º�†�æ���[�A�r�M>& �W 25-8 �†�g!·>' ��

�W 25-8 �«�±�¸�•�µ�¡  PAT

�«�±�¸�•�µ�¡  PAT �†�Q#Ý�K�Z�
 well-known �Ï�î�º�†8��† =�Ï�î�º�_�
�r�S�c�Q�b3ë�_�š�n�M�•�G�\�v
�[�A�r�M���S�\�<�d�

Æ4Š  Web �§�î�Â�@�Ï�î�º  8080 �†�Q#Ý�M�•���œ�
�Ï�î�º  80 �_�K)F�M�•�G�\�†�¥
4Š�Ø�î�¨�_0Á�•�K�
�Q�b�‹�
�š�n�†
–�b�Ï�î�º  8080 �_�`�M�G�\�@�[�A�r�M��� �]�_�
�­�Ÿ�×�Ü�¸�•�†
�I�}�_9×�u�•�_�c�
 Web �Ø�î�¨�_�† =�è�¥�b�Ï�î�º  6785 �_�K)F�M�•�|�:�_�æ&g�K�
�Q�b�‹�
�š�n�†
�Ï�î�º  80 �_�`�M�G�\�@�[�A�r�M��

NAT �D�š�@�–�¿�î�È�Ý�^"g�Â�[�b  NAT �b�Â�–�Ã�«

NAT �¥�å�º�ß�î�Ý�†�–�¿�î�È�Ý�_�K�S���œ�

Æ4Š�Í�«�º�c�
�¥4Š�Í�«�º�_�”�¡�­�«�M�•�\�A�_  NAT 
�Ý�î�Ý�_�M+´�M�•�²0[�@�6�~�r�M���M4Š�b�Í�«�º�_�P�K�Z  NAT �@��/œ�I�€�^�8�|�:�_�M�•�_�c�
�Í�«
�º�_�P�M�•  NAT �†�Â�–�Ã�«�M�•�?�
 NAT �D�š�†�¹�•�­�î�È�Ý�_�K�r�M�� NAT �†�§�Ï�î�º�K�^�8�”�É
�Ü�£�î�©�Ù�å�†�Q#Ý�K�Z�8�•���œ�^�]�_�c�
 NAT �†�Â�–�Ã�«�M�•�G�\�†�N�á�K�r�M�� NAT �†�§�Ï�î�º
�K�^�8�–�å�«�Ì�¡�©�Ù�å  �š�å�ª�å�_�X�8�Z�c�
 ���”�É�Ü�£�î�©�Ù�å  �É�ß�º�¥�Ý  �–�å�«�Ì�¡�©�Ù�å�†�Q
#Ý�M�•�±�–�Ñ�å�¢�� >&P.24-2>' �†�g!·�K�Z�C�T�I�8��

3 3û�~�b�‰�2�[�
 NAT �†�Â�–�Ã�«�M�•�|�:�_�º�Û�Ç�•�µ�¡�†0¿���[�A�r�M���]�b�‰�2�[�v�
�–�å�«�Ì
�¡�©�Ù�å  �š�å�ª�å�\�b�«�n�ö�@&��–�I�€�r�M���S�T�K�
�µ+��c�a�K�N�X$��^�~�r�M��

• �”�–�¹�å�¸�•�¸�•  NAT>8�”�–�¹�å�¸�•�¸�•  NAT>&�²�–�¼�Ñ�µ�¡  NAT �\8®��>'�†0¿���M�•�\�A�c�

�š�n�†"I���b�–�å�±�î�Ç�™�–�«�V�b�Í�«�º�_7H���K�r�O�‡���X�r�~�
�”�–�¹�å�¸�•�¸�•  NAT �c�

�M�m�Z�b�–�å�±�î�Ç�™�–�«�†3û4#�M�•�K)F�_�P�K�Z�Q#Ý�M�•�²0[�@�6�~�r�M���G�b�S�u�
�–�å�±�î
�Ç�™�–�« A �_�”�¡�­�«�M�•�\�A�_�c���”�»�Þ�«�_�P�K�Z3û�–�b�š�n�b��/œ�†4E�¥�[�A�r�O�‡�@�

�–�å�±�î�Ç�™�–�«  B �_�”�¡�­�«�M�•�\�A�_�c�”�–�¹�å�¸�•�¸�•  NAT �†�Q#Ý�[�A�r�M���M�‰�
3û�–

�N�,�;

��1ñ

�]1ñ

���µ�
�0�æ�¯�Ô
10.1.2.27209.165.201.3:21

���µ�
�0�æ�¯�Ô
10.1.2.28209.165.201.3:80

���µ�
�0�æ�¯�Ô
10.1.2.29209.165.201.3:25

FTP �(�o�C
10.1.2.27

HTTP �(�o�C
10.1.2.28

SMTP �(�o�C
10.1.2.29

13
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'¨  25 'v       NAT �b0¿��
  NAT �b�+0[
�b�²�–�¼�Ñ�µ�¡  NAT �[�c�
�”�»�Þ�«�š�n�†���‹�M�•"I���b�–�å�±�î�Ç�™�–�«�†�æ���[�A�r�M���”
�–�¹�å�¸�•�¸�•  NAT �†�Q#Ý�M�•���”�»�Þ�«�@�
�”�¡�­�«  �Ü�«�º�_�‘�W�Z�Q#Ý�[�A�•�M�m�Z�b�¿�µ
�º�á�î�¡�[�Ý�î�¸�•�å�¢�•+��[�6�•�G�\�†&�1��K�r�M��

�”�–�¹�å�¸�•�¸�•  NAT �b���œ�
�Ð�µ�Æ�å�¢
›�b�”�»�Þ�«�c���”�»�Þ�«�\� �L�[�M�@�
�¥4Š�?�}
Æ
4Š�l�b�K)F�†>&�–�å�±�î�Ç�™�–�«�b�”�¡�­�«  �Ü�«�º�[0Á�•�I�€�Z�8�Z�v>'6ä���[�A�r�O�‡���G�b
�µ+��_�c�
�«�±�¸�•�µ�¡�^�”�–�¹�å�¸�•�¸�•  NAT �r�S�c  NAT 
 7V�†�Q#Ý�K�Z�C�T�I�8��

• �«�±�¸�•�µ�¡  �”�–�¹�å�¸�•�¸�•  NAT>8�«�±�¸�•�µ�¡  �”�–�¹�å�¸�•�¸�•  NAT �[�c�
�–�å�±�î�Ç�™
�–�«�†�æ���K�Z��7•�b�”�»�Þ�«�†0b�<�•�|�:�_�M�•�?�]�:�?�†0Á�•�[�A�•�S�u�
�–�å�±�î�Ç�™�–
�« A �_�”�¡�­�«�M�•�\�A�_�”�–�¹�å�¸�•�¸�•  NAT �†�Q#Ý�K�
�–�å�±�î�Ç�™�–�«  B �_�”�¡�­�«�M�•
�\�A�_�† =�b�š�n�†�Q#Ý�[�A�r�M���«�±�¸�•�µ�¡  �”�–�¹�å�¸�•�¸�•  NAT �[�c�
�Ï�Ü�©�î  NAT �v
�Q#Ý�[�A�r�M���G�b���œ�
�š�n�M�•���”�»�Þ�«�†�ô���M�•�\�A�_�
���”�»�Þ�«�\��
›�”�»�Þ�«�†�æ
���K�r�M>&�Ï�Ü�©�î  NAT �b0ò(ý�_�X�8�Z�c�
 ���Ï�Ü�©�î  NAT��>&P.25-11>' �†�g!·�K�Z�C�T�I�8>' ��
�S�\�<�d�

Æ4Š�”�»�Þ�«�?�}�¥4Š�–�å�±�î�Ç�™�–�«�_�”�¡�­�«�K�
��
›�@�§�î�Â  A �b���œ�_�

Æ
4Š�”�»�Þ�«�_�«�±�¸�•�µ�¡  �”�–�¹�å�¸�•�¸�•  NAT �†�Q#Ý�K�
�¥4Š�§�î�Â  B �_�”�¡�­�«�M�•�\�A�_
�c�† =�š�n�†�Q#Ý�M�•�\�8�W�S�G�\�@�•+��[�M��

• NAT 
 7V>8NAT 
 7V�[�c�
�š�n�í�s�b�Í�«�º�\�Ü�Ô�î�º  �Í�«�º�b�g�‰�@�K)F�†6ä���[�A�r�M���”
�–�¹�å�¸�•�¸�•  NAT �\� �]�_�
"I���b�–�å�±�î�Ç�™�–�«�[�Í�«�º�b�š�n�†�D7H�M�•�b�[�c�^�C�

�M�m�Z�b�–�å�±�î�Ç�™�–�«�†)�#ä�M�•�K)F�_  NAT 
 7V�†�Q#Ý�M�•�²0[�@�6�~�r�M���S�T�K�
 NAT 

 7V�[�c�
�š�n�M�•���”�»�Þ�«�†�8�9�M�•�\�A�_���”�»�Þ�«�>�|�g��
›�”�»�Þ�«�†�æ���[�A�•�S�u

>&�Ï�Ü�©�î  NAT �_���Z�8�r�M>' �
 NAT 
 7V�†�Q#Ý�M�•�‰�@�D�š�b��3>�ö�@�Q�K�r�M���Q�b�o8��
�Ï
�Ü�©�î  NAT �\$��^�~�
 NAT 
 7V�[�c�”�¡�­�«  �Ü�«�º�b�Ï�î�º�@*ƒ�Ö�I�€�r�O�‡�� NAT 
 7V�[�c�

�q�±  TCP �K)F�X�^�]�
�K)F�D7H�b0¿���v�[�A�r�O�‡��

�Ï�Ü�©�î  NAT
�Ï�Ü�©�î  NAT �†�Q#Ý�M�•�\�
3æ�™
–�”�»�Þ�«�>�|�g��
›�”�»�Þ�«�†�æ���M�•�G�\�_�|�~�
�”�»�Þ�«�š
�n�P1ß�b��7•�b�”�»�Þ�«�†�æ���[�A�r�M���õ�–�[3æ�™
–�Ï�î�º�>�|�g��
›�Ï�î�º�†�æ���M�•�G�\�v�[�A
�r�M���† =  NAT �[�c3æ�™
–�”�»�Þ�«�T�E�@*ƒ�Ö�I�€�
��
›�c*ƒ�Ö�I�€�r�O�‡���S�\�<�d�
�Ï�Ü�©�î  
NAT �†�Q#Ý�K�S���œ�
 �§�î�Â  A �_�”�¡�­�«�M�•�\�A�_�c���”�»�Þ�«�†�Ð�µ�É  �”�»�Þ�«  A �_�š�n�K�r�M
�@�
�§�î�Â  B �_�”�¡�­�«�M�•�\�A�_�c���”�»�Þ�«�†�Ð�µ�É  �”�»�Þ�«  B �_�š�n�K�r�M��

�­�•�å�²�Ü  �³�Õ�¿�Ý�b�”�É�Ü�£�î�©�Ù�å  �–�å�«�Ì�¡�©�Ù�å�†�²0[�\�M�•�”�É�Ü�£�î�©�Ù�å>& FTP�

VoIP �^�]>'�[�c�
�Ï�Ü�©�î  NAT �Ý�î�Ý�[�æ���I�€�S�Ï�Ü�©�î�_�­�•�å�²�Ü  �Ï�î�º�@�µ�r�€�Z�8�•�²
0[�@�6�~�r�M���Ï�î�º�†�£ ��[�A�^�8���œ�
�Ï�Ü�©�î�c�­�•�å�²�Ü  �³�Õ�¿�Ý�b  IP �”�»�Þ�«�T�E�†�æ��
�M�•�²0[�@�6�~�r�M���G�b�¥�å�Ç�•� �×�Þ�î�©�Ù�å�†�Q#Ý�K�Z�
�­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�c�­�•
�å�²�Ü  �Ï�î�º�†�š�n�K�r�M��

�W 25-9 �_�
 2 �Ž�b$��^�•�§�î�Â�_�”�¡�­�«�K�Z�8�•  10.1.2.0/24 �¿�µ�º�á�î�¡�b�Í�«�º�†&g�K�r�M���Í
�«�º�@�§�î�Â  209.165.201.11 �_�”�¡�­�«�M�•�\�
��7•�b�”�»�Þ�«�c  209.165.202.129 �_�š�n�I�€�r�M��
�Í�«�º�@�§�î�Â  209.165.200.225 �_�”�¡�­�«�M�•�\�
��7•�b�”�»�Þ�«�c  209.165.202.130 �_�š�n�I�€�r
�M���Q�b)��Ý�
�Í�«�º�c�§�î�Â�\� �L�¿�µ�º�á�î�¡�_�6�•�|�:�_0b�<�
�Ý�î�¸�•�å�¢�_�z'g�U�r�M��
25-11
ASDM �Ø�î�¨  �ž�–�»

OL-14981-01-J



 

'¨  25 'v       NAT �b0¿��
  NAT �b�+0[
�W 25-9 $��^�•��
›�”�»�Þ�«�†�Q#Ý�M�•�Ï�Ü�©�î  NAT

�(�o�C  1
209.165.201.11

�(�o�C  2
209.165.200.225

DMZ

�]1ñ

10.1.2.27

10.1.2.0/24

13
00

39

209.165.201.0/27 209.165.200.224/27

���µ
209.165.202.12910.1.2.27

���µ
209.165.202.13010.1.2.27

�D�$�6�;
�p�5  ���<�_�,9æ
209.165.201.11

�D�$�6�;
�p�5  ���<�_�,9æ
209.165.200.225
25-12
ASDM �Ø�î�¨  �ž�–�»

OL-14981-01-J



 

'¨  25 'v       NAT �b0¿��
  NAT �b�+0[
�W 25-10 �_�
3æ�™
–�Ï�î�º�>�|�g��
›�Ï�î�º�b�Q#Ý�[�†&g�K�r�M�� 10.1.2.0/24 �¿�µ�º�á�î�¡�b�Í�«�º
�c  Web �§�î�Å�«�\  Telnet �§�î�Å�«�b�g�‰�†�f�j�M�•  1 �X�b�Í�«�º�_�”�¡�­�«�K�r�M���Í�«�º�@  Web 
�§�î�Å�«�†�Ó�u�Z�§�î�Â�_�”�¡�­�«�M�•�\�
��7•�b�”�»�Þ�«�c  209.165.202.129 �_�š�n�I�€�r�M���Í�«
�º�@ Telnet �§�î�Å�«�†�Ó�u�Z� �L�§�î�Â�_�”�¡�­�«�M�•�\�
��7•�b�”�»�Þ�«�c  209.165.202.130 �_�š
�n�I�€�r�M��

�W 25-10 $��^�•��
›�Ï�î�º�†�Q#Ý�M�•�Ï�Ü�©�î  NAT

�Ï�Ü�©�î  �«�±�¸�•�µ�¡  NAT �[�c�
�š�n�í�s�b�Í�«�º�\�Ü�Ô�î�º  �Í�«�º�b�g�‰�@�º�Û�Ç�•�µ�¡�†$Î�™�[
�A�r�M���š�n�í�s�b�¿�µ�º�á�î�¡�[$Î�™�I�€�S�º�Û�Ç�•�µ�¡�_�X�8�Z�c�
 NAT �Ý�î�Ý�[��7•�b�”�»�Þ
�«�\ ��
› �”�»�Þ�«�@�æ���I�€�r�M�@�
�Ü�Ô�î�º  �¿�µ�º�á�î�¡�[$Î�™�I�€�S�º�Û�Ç�•�µ�¡�_�X�8�Z�c�

�G�b�š�n�†�Q#Ý�K�Z�Í�«�º�_�K)F�M�•�G�\�†0Á�•�I�€�Z�8�•�Ü�Ô�î�º  �Í�«�º�b��7•�b�”�»�Þ�«�\ 3æ�™

– �”�»�Þ�«�@�Ý�î�Ý�[�æ���I�€�r�M��

Web �>�|�g  Telnet �§�î�Â>8
209.165.201.11

�–�å�±�î�¿�µ�º


Æ4Š

�š�n
209.165.202.12910.1.2.27:80

10.1.2.27

10.1.2.0/24

�š�n
209.165.202.13010.1.2.27:23

Web �Ã�£�µ�º
��
›  �”�»�Þ�«>8

209.165.201.11:80

Telnet �Ã�£�µ�º
��
›  �”�»�Þ�«>8

209.165.201.11:23

13
00

40
25-13
ASDM �Ø�î�¨  �ž�–�»

OL-14981-01-J



 

'¨  25 'v       NAT �b0¿��
  NAT �b�+0[
�W 25-11 �_�
�š�n�í�s�b�Í�«�º�_�K)F�M�•�Ü�Ô�î�º  �Í�«�º�†&g�K�r�M���š�n�P1ß�Í�«�º�_�c�
�¿�µ�º
�á�î�¡  209.165.201.0/27 �\�b�n�‰�¥�b�º�Û�Ç�•�µ�¡�T�E�_�P�K���”�»�Þ�«�†�š�n�M�•�
�Ï�Ü�©�î  �«�±
�¸�•�µ�¡  NAT �š�n�@0¿���I�€�Z�8�r�M�� 209.165.200.224/27 �¿�µ�º�á�î�¡#Ý�b�š�n�c�Ñ�~�K�r�O�‡��
�K�S�@�W�Z�
�š�n�í�s�b�Í�«�º�c�Q�b�¿�µ�º�á�î�¡�_�K)F�[�A�N�
�Q�b�¿�µ�º�á�î�¡�b�Í�«�º�v�š�n�í
�s�b�Í�«�º�_�K)F�[�A�r�O�‡��

�W 25-11 ��
›�”�»�Þ�«�š�n�†/œ�:�Ï�Ü�©�î  �«�±�¸�•�µ�¡  NAT

>&�@>' �Ï�Ü�©�î  NAT �c  SQL*Net �†�§�Ï�î�º�K�r�O�‡�@�
�† =  NAT �c  SQL*Net �†�§�Ï�î�º�K�r�M���Ú�b�É
�ß�º�¥�Ý�b  NAT �§�Ï�î�º�_�X�8�Z�c�
 ���”�É�Ü�£�î�©�Ù�å  �É�ß�º�¥�Ý  �–�å�«�Ì�¡�©�Ù�å�†�Q#Ý�M�•�±
�–�Ñ�å�¢�� >&P.24-2>' �†�g!·�K�Z�C�T�I�8��

NAT �>�|�g� �L�­�Ÿ�×�Ü�¸�•  �Þ�Ë�Ý�b�–�å�±�î�Ç�™�–�«

�­�Ÿ�×�Ü�¸�•  �Þ�Ë�Ý�@� �L�–�å�±�î�Ç�™�–�«6ë�[�c�
 NAT �¥�å�º�ß�î�Ý�†�–�¿�î�È�Ý�_�K�S���œ�[
�v�
 NAT �c�²0[�6�~�r�O�‡���²0[�_�Â�L�Z�õ�–�[  NAT �†0¿���[�A�r�M���S�T�K�
 NAT �D�š�@�–�¿�î
�È�Ý�_�^�W�Z�8�•���œ�_�²�–�¼�Ñ�µ�¡  NAT �†0¿���M�•�\�A�c�
 NAT �@�²0[�[�M��0ò(ý�_�X�8�Z�c�


�� NAT �¥�å�º�ß�î�Ý�� >&P.25-5>' �†�g!·�K�Z�C�T�I�8���r�S�
� �M�­�Ÿ�×�Ü�¸�•  �Þ�Ë�Ý�b�–�å�±�î�Ç�™
�–�«�V�[�²�–�¼�Ñ�µ�¡  NAT �r�S�c  PAT �_�P�K�Z  IP �”�»�Þ�«  �¢�Ý�î�É�†�æ���M�•���œ�
�Q�b�”�»�Þ�«  
�¢�Ý�î�É�@�W�)�r�S�c� �M�­�Ÿ�×�Ü�¸�•  �Þ�Ë�Ý�b�–�å�±�î�Ç�™�–�«�_�”�¡�­�«�M�•�\�A�_�c�
�”�»�Þ
�«  �¢�Ý�î�É�_�P�K�Z  NAT �†��/œ�M�•�²0[�@�6�~�r�M>& NAT �D�š�@�–�¿�î�È�Ý�[�^�8���œ�[�v>' ���«�±
�¸�•�µ�¡  NAT �\�K�Z1‘�9�I�€�S�º�Û�Ç�•�µ�¡�c�s8j�†�w�E�r�O�‡��

209.165.201.11 209.165.200.225

DMZ

�]1ñ

10.1.2.27

10.1.2.27

10.1.2.0/27

209.165.201.0/27 209.165.200.224/27

209.165.202.128

13
00

37

���µ�
�0�æ�¯�Ô
���µ�å�Ò
25-14
ASDM �Ø�î�¨  �ž�–�»

OL-14981-01-J



 

'¨  25 'v       NAT �b0¿��
  NAT �b�+0[
>&�@>' � �M�­�Ÿ�×�Ü�¸�•  �Þ�Ë�Ý�b�–�å�±�î�Ç�™�–�«�V�_  NAT �†0¿���K�S���œ�
 �­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«  
�c  VoIP �–�å�«�Ì�¡�©�Ù�å  �š�å�ª�å�†�§�Ï�î�º�K�r�O�‡���G�€�}�b�–�å�«�Ì�¡�©�Ù�å  �š�å�ª�å�_�c�

Skinny�
 SIP�
�>�|�g  H.323 �@�µ�r�€�r�M���§�Ï�î�º�I�€�•�–�å�«�Ì�¡�©�Ù�å  �š�å�ª�å�_�X�8�Z�c�


���”�É�Ü�£�î�©�Ù�å  �É�ß�º�¥�Ý  �–�å�«�Ì�¡�©�Ù�å�†�Q#Ý�M�•�±�–�Ñ�å�¢�� >&P.24-2>' �†�g!·�K�Z�C�T�I
�8��

��7•�b�”�»�Þ�«�\�b!·�œ�_�Q#Ý�I�€�•  NAT �Ý�î�Ý�b8p�Î

�­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�c�
���b8p�Î�[��7•�b�”�»�Þ�«�†  NAT �Ý�î�Ý�\!·�œ�K�r�M��

1. NAT 
 7V>88p�Î�_�‘�W�Z�
�q�6�b�M+´�@0b�X�?�•�r�[)F/œ�I�€�r�M��

2. �«�±�¸�•�µ�¡  NAT �\�«�±�¸�•�µ�¡  PAT>&�† =�>�|�g�Ï�Ü�©�î>' >88p�Î�_�‘�W�Z�
�q�6�b�M+´�@0b�X
�?�•�r�[)F/œ�I�€�r�M���«�±�¸�•�µ�¡  �”�–�¹�å�¸�•�¸�•  NAT �c�G�b�•�¸�¦�Ü�_�µ�r�€�r�O�‡��

3. �Ï�Ü�©�î  �²�–�¼�Ñ�µ�¡  NAT>88p�Î�_�‘�W�Z�
�q�6�b�M+´�@0b�X�?�•�r�[)F/œ�I�€�r�M���”�»�Þ�«
�b5�0
�c�•+��[�M��

4. �† =�b�²�–�¼�Ñ�µ�¡  NAT>8�q�v4:�œ�M�•�M+´�†0b�X�E�r�M���† =�”�–�¹�å�¸�•�¸�•  NAT �c�G�b�•
�¸�¦�Ü�_�µ�r�€�r�M�� NAT �Ý�î�Ý�b8p�Î�c6õ�€�^�C�
��7•�b�”�»�Þ�«�\�q�v4:�œ�M�•  NAT �Ý�î�Ý
�@�Q#Ý�I�€�r�M���S�\�<�d�
�–�å�±�î�Ç�™�–�«�V�b�M�m�Z�b�”�»�Þ�«>& 0.0.0.0>'�†�š�n�M�•�×#Ý�e
�†�8�B�[�A�r�M���¿�µ�º�á�î�¡�b�§�È�¿�µ�º>& 10.1.1.1>'�†�9�b�”�»�Þ�«�_�š�n�M�•���œ�c�

10.1.1.1 �T�E�†�š�n�M�•�e�†�8�B�[�A�r�M�� 10.1.1.1 �@�K)F�†6ä���M�•�\�
 10.1.1.1 #Ý�b"I���b
�Ý�î�Ý�@�Q#Ý�I�€�r�M���G�€�c�
�Q�€�@��7•�b�”�»�Þ�«�_�q�v4:�œ�M�•�?�}�[�M��5�0
�M�•�Ý�î�Ý
�†�Q#Ý�M�•�G�\�c�>�È�u�K�r�O�‡��5�0
�M�•�Ý�î�Ý�_�|�~�
�Q#Ý�Ó�Ô�Ü�@�Q�<�
�­�Ÿ�×�Ü�¸�•  �”
�É�Û�–�”�å�«�b�Ã�Ç�›�î�Ð�å�«�@�*�W�M�•�•+��ö�@�6�~�r�M��

�Ð�µ�Æ�å�¢  �”�»�Þ�«�b�@�–�¦8o

��7•�b�”�»�Þ�«�†�Ð�µ�Æ�å�¢  �”�»�Þ�«�_�š�n�M�•�\�A�c�
���b�Ð�µ�Æ�å�¢  �”�»�Þ�«�†�Q#Ý�[�A�r�M��

• �Ð�µ�Æ�å�¢  �–�å�±�î�Ç�™�–�«�\� �L�¿�µ�º�á�î�¡�V�b�”�»�Þ�«

>&�­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«  �?�}���Z�8�C�º�Û�Ç�•�µ�¡�@3û4#�M�•>'�Ð�µ�Æ�å�¢  �–�å�±�î�Ç�™
�–�«�\� �L�¿�µ�º�á�î�¡�V�b�”�»�Þ�«�†�Q#Ý�K�S���œ�
�­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«  �c�É�ß�Ÿ�©  
ARP �†�Q#Ý�K�Z�Ð�µ�Æ�å�¢  �”�»�Þ�«�b0[�Ó�_�Â'Å�M�•�G�\�_�|�W�Z�
���”�»�Þ�«���Z�b�º�Û
�Ç�•�µ�¡�†�æ/œ�w�™�K�r�M���G�b�‰�2�[�c�
�­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«  �@�Q�b�Ú�b�¿�µ�º�á�î
�¡�b�¤�î�º�˜�™�–�[�6�•�²0[�@�^�8�S�u�
�Ý�î�¸�•�å�¢�@(F$��ì�I�€�r�M���S�T�K�
�G�b�‰�2�[
�c�
�š�n�_�Q#Ý�[�A�•�”�»�Þ�«�X�_7H�Ø�@�6�~�r�M��

PAT �[�c�
�Ð�µ�Æ�å�¢  �–�å�±�î�Ç�™�–�«�b  IP �”�»�Þ�«�v�Q#Ý�[�A�r�M��

• �[�w�b�¿�µ�º�á�î�¡�V�b�”�»�Þ�«

�Ð�µ�Æ�å�¢  �–�å�±�î�Ç�™�–�«�[�Q#Ý�•+��^�”�»�Þ�«�|�~�¨�C�b�”�»�Þ�«�@�²0[�^���œ�c�
�9�b�§
�È�¿�µ�º�V�b�”�»�Þ�«�†�æ���[�A�r�M���­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«  �c�
�É�ß�Ÿ�©  ARP �†�Q#Ý�K
�Z�Ð�µ�Æ�å�¢  �”�»�Þ�«0[�Ó�_�Â'Å�M�•�G�\�_�|�W�Z�
���”�»�Þ�«���Z�b�º�Û�Ç�•�µ�¡�†�æ/œ�w�™
�K�r�M�� OSPF �†�Q#Ý�K�
�Ð�µ�Æ�å�¢  �–�å�±�î�Ç�™�–�«�V�[�Ý�î�º�†�”�»�Â�±�–�¬�M�•���œ�
�­
�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«  �c�Ð�µ�Æ�å�¢  �”�»�Þ�«�†�”�»�Â�±�–�¬�K�r�M���Ð�µ�Æ�å�¢  �–�å�±�î
�Ç�™�–�«�@�Ã�µ�©�È�b���œ>&�Ý�î�º�†�”�»�Â�±�–�¬�K�^�8>' �
�r�S�c�«�±�¸�•�µ�¡  �Ý�î�¸�•�å�¢�†
�Q#Ý�M�•���œ�c�
�Ð�µ�Æ�å�¢  �”�»�Þ�«���Z�b�º�Û�Ç�•�µ�¡�†  �­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«  �_3æ�™
�M�•�”�µ�É�«�º�Ü�î�Ò  �Ý�î�±�V�[�«�±�¸�•�µ�¡  �Ý�î�º�†3ã�•�M�•�²0[�@�6�~�r�M��
25-15
ASDM �Ø�î�¨  �ž�–�»

OL-14981-01-J



 

'¨  25 'v       NAT �b0¿��
  NAT �b�+0[
DNS �>�|�g  NAT
�Â'Å
Æ�b�”�»�Þ�«�†  NAT �¥�å�Ç�•� �×�Þ�î�©�Ù�å�\�M+´�M�•�”�»�Þ�«�_*(�A�n�<�Z�
 DNS �Â'Å�†�Ÿ�G
�M�•�|�:�_�­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�†0¿���M�•�G�\�@�²0[�_�^�•���œ�@�6�~�r�M�� DNS �Ÿ�G�c�

�›�š�n�†0¿���M�•�\�A�_0¿���[�A�r�M��

�S�\�<�d�
 DNS �§�î�Â�@�¥4Š�–�å�±�î�Ç�™�–�«�?�}�”�¡�­�«�•+��[�6�•�\�K�r�M�� ftp.cisco.com �\�8
�:�§�î�Â�@
Æ4Š�–�å�±�î�Ç�™�–�«�V�_�6�~�r�M�� ftp.cisco.com �b��7•�b�”�»�Þ�«>& 10.1.3.14>'�†�
�¥
4Š�¿�µ�º�á�î�¡�V�[�•0i�b�Ð�µ�Æ�å�¢  �”�»�Þ�«>& 209.165.201.10>'�_�«�±�¸�•�µ�¡�_�š�n�M�•�|�:�_�

�­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�†0¿���K�r�M>& �W 25-12 �†�g!·>' ���G�b���œ�
�G�b�«�±�¸�•�µ�¡�e�[  
DNS �Â'Å�Ÿ�G�†�–�¿�î�È�Ý�_�M�•�²0[�@�6�~�r�M���G�€�_�|�~�
��7•�b�”�»�Þ�«�†�Q#Ý�K�Z  
ftp.cisco.com �_�”�¡�­�«�M�•�G�\�†0Á�•�I�€�Z�8�•
Æ4Š�Ø�î�¨�c�
�Ð�µ�Æ�å�¢  �”�»�Þ�«�[�c�^�C��7•
�b�”�»�Þ�«�†  DNS �§�î�Â�?�}�w�™�[�A�•�|�:�_�^�~�r�M��


Æ4Š�Í�«�º�@  ftp.cisco.com �b�”�»�Þ�«�†�Ó�u�•  DNS 0[�Ó�†3æ�™�M�•�\�
 DNS �§�î�Â�c�Â'Å�[�Ð�µ�Æ
�å�¢  �”�»�Þ�«>& 209.165.201.10>'�†&g�K�r�M���­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«  �c
Æ4Š�§�î�Â�b�«�±
�¸�•�µ�¡  �«�¸�î�º�Ó�å�º�†�g!·�K�
 DNS �Â'Å
Æ�b�”�»�Þ�«�†  10.1.3.14 �_�š�n�K�r�M�� DNS �Â'Å�Ÿ�G
�†�–�¿�î�È�Ý�_�K�^�8���œ�

Æ4Š�Í�«�º�c  ftp.cisco.com �_%$�K�”�¡�­�«�M�•�æ�ƒ�~�_�

209.165.201.10 �_�º�Û�Ç�•�µ�¡�†3æ�™�M�•�G�\�†0è�s�r�M��

�W 25-12 DNS �Â'Å�Ÿ�G

DNS �(�o�C

��1ñ

�]1ñ

�Y�o�)

13
00

21

1

2

3

4

5

DNS ��%u�C�\
209.165.201.10 10.1.3.14

DNS ��%u
209.165.201.10

DNS ��%u
10.1.3.14

DNS -Ð�Þ
ftp.cisco.com �â�Ô�Æ?

FTP -Ð�Þ
10.1.3.14

�.� �X�]�9��
���J�\�����f�,

ftp.cisco.com
10.1.3.14

��1ñ�â�é�4�é���<�_�,�ó�é
�,�2�9���6�"  �;�\�f�,�_�o�*�Z�f9æ

209.165.201.10
25-16
ASDM �Ø�î�¨  �ž�–�»

OL-14981-01-J



 

'¨  25 'v       NAT �b0¿��
  NAT �D�š�b0¿��
>&�@>' �Ú�b�¿�µ�º�á�î�¡>& DMZ �^�]>'�b�Ø�î�¨�v�¥4Š  DNS �§�î�Â�?�}  ftp.cisco.com �b  IP �”�»�Þ�«�†0[�Ó
�K�Z�8�•���œ�
�Q�b�Ø�î�¨�@�«�±�¸�•�µ�¡0d�N�[�g!·�I�€�•
Æ4Š�–�å�±�î�Ç�™�–�«�_�Ñ�~�K�^�8���œ�[
�v�
�Q�b�Ø�î�¨�_�P�K�Z  DNS �Â'Å�b  IP �”�»�Þ�«�v�Ÿ�G�I�€�r�M��

�W 25-13 �_�
�¥4Š�b  Web �§�î�Â�\  DNS �§�î�Â�†&g�K�r�M���­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�_�c�
�¥4Š
�§�î�Â#Ý�b�«�±�¸�•�µ�¡�š�n�@�6�~�r�M���G�b���œ�
 ftp.cisco.com �b�”�»�Þ�«�†  DNS �§�î�Â�_0[�Ó�M
�•�\�
 DNS �§�î�Â�c�Â'Å�[��7•�b�”�»�Þ�«  209.165.20.10 �†&g�K�r�M�� ftp.cisco.com �b�Ð�µ�Æ�å�¢  �”
�»�Þ�«>& 10.1.2.56>'�@
Æ4Š�Ø�î�¨�_�|�W�Z�Q#Ý�I�€�•�|�:�_�M�•�_�c�
�«�±�¸�•�µ�¡�š�n�_�P�K�Z  
DNS �Â'Å�Ÿ�G�†0¿���M�•�²0[�@�6�~�r�M��

�W 25-13 �¥4Š NAT �†�Q#Ý�M�•  DNS �Â'Å�Ÿ�G

NAT �D�š�b0¿��
NAT �D�š�[�c�

Æ4Š�–�å�±�î�Ç�™�–�«�?�}�¥4Š�–�å�±�î�Ç�™�–�«�l�b�Ã�£�µ�º�c  NAT �Ý�î�Ý�\�M+´�M
�•�²0[�@�6�~�r�M��0ò(ý�_�X�8�Z�c�
 �� NAT �¥�å�º�ß�î�Ý�� >&P.25-5>' �†�g!·�K�Z�C�T�I�8��

NAT �D�š�†�–�¿�î�È�Ý�_�M�•�_�c�
 [Configuration] > [Firewall] > [NAT Rules] �Ì�–�å�[�
 [Enable 
traffic through the firewall without address translation] �†�œ�å�_�K�r�M��

ftp.cisco.com
209.165.201.10

DNS �(�o�C

��1ñ

�]1ñ

�Y�o�)
10.1.2.27

�]1ñ�â�é�4�é���<�_�,�ó�é�,�2�9���6�"  �;�\�f�,�_�o�*�Z�f9æ
10.1.2.56

13
00

22

1

2

7

6

5

4

3

DNS -Ð�Þ
ftp.cisco.com �â�Ô�Æ?

DNS ��%u
209.165.201.10

DNS ��%u�C�\
209.165.201.10 10.1.2.56

DNS ��%u
10.1.2.56

FTP -Ð�Þ
209.165.201.10

�p�5���<�_�,  ���µ
209.165.201.1010.1.2.56

FTP -Ð�Þ
10.1.2.56

�.� �X�]�9��
���J�\�����f�,
25-17
ASDM �Ø�î�¨  �ž�–�»

OL-14981-01-J



 

'¨  25 'v       NAT �b0¿��
  �²�–�¼�Ñ�µ�¡  NAT �b�Q#Ý
�²�–�¼�Ñ�µ�¡  NAT �b�Q#Ý
�G�b8o�[�c�
�²�–�¼�Ñ�µ�¡  NAT �>�|�g  PAT�
�²�–�¼�Ñ�µ�¡  �Ï�Ü�©�î  NAT �>�|�g  PAT�
�”�–�¹�å�¸�•
�¸�•  NAT �†�µ�t�
�²�–�¼�Ñ�µ�¡  NAT �b0¿���‰�2�_�X�8�Z1��Â�K�r�M��

�Ï�Ü�©�î  NAT �†�Q#Ý�M�•�\�
3æ�™
–�”�»�Þ�«�>�|�g��
›�”�»�Þ�«�†�æ���M�•�G�\�_�|�~�
�”�»�Þ�«�š
�n�P1ß�b��7•�b�”�»�Þ�«�†�æ���[�A�r�M���õ�–�[3æ�™
–�Ï�î�º�>�|�g��
›�Ï�î�º�†�æ���M�•�G�\�v�[�A
�r�M���† =  NAT �[�c3æ�™
–�”�»�Þ�«�T�E�@*ƒ�Ö�I�€�
��
›�c*ƒ�Ö�I�€�r�O�‡��0ò(ý�_�X�8�Z�c�
 ���Ï
�Ü�©�î  NAT��>&P.25-11>' �†�g!·�K�Z�C�T�I�8��

�G�b8o�[�c�
���b�º�Æ�µ�¡�_�X�8�Z�v�~�V�F�r�M��

• ���²�–�¼�Ñ�µ�¡  NAT �b��/æ�� >&P.25-18>'

• ���¢�ß�î�Â�Ý  �É�î�Ý�b'ö#.�� >&P.25-23>'

• ���²�–�¼�Ñ�µ�¡  NAT�
�²�–�¼�Ñ�µ�¡  PAT�
�r�S�c�²�–�¼�Ñ�µ�¡  �”�–�¹�å�¸�•�¸�•  NAT �b0¿����
>&P.25-24>'

• ���²�–�¼�Ñ�µ�¡  �Ï�Ü�©�î  NAT �r�S�c�²�–�¼�Ñ�µ�¡  �Ï�Ü�©�î  PAT �b0¿���� >&P.25-26>'

�²�–�¼�Ñ�µ�¡  NAT �b��/æ

�G�b8o�[�c�
�²�–�¼�Ñ�µ�¡  NAT �b��/æ�‰�2�_�X�8�Z1��Â�K�r�M��1��Â�M�•
Æ���c���b�\�>�~�[�M��

• ���É�î�Ý  ID �†�Q#Ý�K�S��7•�b�”�»�Þ�«�\�¢�ß�î�Â�Ý  �É�î�Ý�b�Ì�”�� >&P.25-19>'

• ���9�b�–�å�±�î�Ç�™�–�«�V�b� �L�¢�ß�î�Â�Ý  �É�î�Ý�†�Q#Ý�M�•  NAT �Ý�î�Ý�� >&P.25-19>'

• ��0
�X�b�–�å�±�î�Ç�™�–�«�V�b� �L�É�î�Ý  ID �†�â�X�¢�ß�î�Â�Ý  �É�î�Ý�� >&P.25-19>'

• ��� �L�–�å�±�î�Ç�™�–�«�V�b$��^�•�¢�ß�î�Â�Ý  �É�î�Ý�†�Q#Ý�M�•0
�X�b  NAT �Ý�î�Ý�� >&P.25-20>'

• ��� �L�¢�ß�î�Â�Ý  �É�î�Ý
Æ�b0
�X�b�”�»�Þ�«�� >&P.25-21>'

• ���¥4Š  NAT��>&P.25-22>'

• �� NAT �Ý�î�Ý
Æ�b��7•�b�”�»�Þ�«�c� �)�r�S�c�*�)�b�­�Ÿ�×�Ü�¸�•  �Þ�Ë�Ý�b�–�å�±�î�Ç�™�–�«�M�m
�Z�[�š�n�@�²0[�� >&P.25-23>'
25-18
ASDM �Ø�î�¨  �ž�–�»

OL-14981-01-J



 

'¨  25 'v       NAT �b0¿��
  �²�–�¼�Ñ�µ�¡  NAT �b�Q#Ý
�É�î�Ý  ID �†�Q#Ý�K�S��7•�b�”�»�Þ�«�\�¢�ß�î�Â�Ý  �É�î�Ý�b�Ì�”

�²�–�¼�Ñ�µ�¡  NAT �Ý�î�Ý�[�c�
��7•�b�”�»�Þ�«�†�æ���K�
�Q�€�†�”�»�Þ�«�b�¢�ß�î�Â�Ý  �É�î�Ý�\�Ì�”
�_�K�r�M����7•�b�”�»�Þ�«�c�9�b�–�å�±�î�Ç�™�–�«�†���•�\�A�_�G�b�¢�ß�î�Â�Ý  �É�î�Ý�_�Ð�µ�Æ�å�¢
�I�€�r�M>& PAT �b���œ�
�G�€�c  1 �X�b�”�»�Þ�«�_�^�~�
�”�–�¹�å�¸�•�¸�•  NAT �b���œ�c� �L��7•�b�”
�»�Þ�«�_�^�~�r�M>' ���›�¢�ß�î�Â�Ý  �É�î�Ý�_�c�É�î�Ý  ID �@�m�~�\�Z�}�€�r�M��

�9�b�–�å�±�î�Ç�™�–�«�V�b� �L�¢�ß�î�Â�Ý  �É�î�Ý�†�Q#Ý�M�•  NAT �Ý�î�Ý

� �L�¢�ß�î�Â�Ý  �”�»�Þ�«  �É�î�Ý�†�Q#Ý�K�Z�–�å�±�î�Ç�™�–�«�H�\�_  NAT �Ý�î�Ý�†�8�B�[�A�r�M���S�\
�<�d�

Æ4Š�–�å�±�î�Ç�™�–�«#Ý�\  DMZ �–�å�±�î�Ç�™�–�«#Ý�b�g�‰�_�¥4Š�–�å�±�î�Ç�™�–�«�V�b�¢�ß�î
�Â�Ý  �É�î�Ý  1 �†�Q#Ý�K�Z NAT �Ý�î�Ý�†0¿���[�A�r�M��
Æ4Š�–�å�±�î�Ç�™�–�«�\  DMZ �–�å�±�î�Ç�™�–
�«�?�}�b�º�Û�Ç�•�µ�¡�c�
�¥4Š�–�å�±�î�Ç�™�–�«�†���•�\�A�_�
�Ð�µ�É  �É�î�Ý�r�S�c  PAT �”�»�Þ�«�†

¹�w�K�r�M>& �W 25-14 �†�g!·>' ��

�W 25-14 0
�X�b�–�å�±�î�Ç�™�–�«�V�b� �L�¢�ß�î�Â�Ý  �É�î�Ý�†�Q#Ý�M�•  NAT �Ý�î�Ý

0
�X�b�–�å�±�î�Ç�™�–�«�V�b� �L�É�î�Ý  ID �†�â�X�¢�ß�î�Â�Ý  �É�î�Ý

� �L�É�î�Ý  ID �†�Q#Ý�K�Z�–�å�±�î�Ç�™�–�«�H�\�_�¢�ß�î�Â�Ý  �É�î�Ý�†�8�B�[�A�r�M�� ID 1 �[�¥4Š�–�å
�±�î�Ç�™�–�«�\  DMZ �–�å�±�î�Ç�™�–�«#Ý�_�¢�ß�î�Â�Ý  �É�î�Ý�†�8�B�K�S���œ�
�º�Û�Ç�•�µ�¡�@�¥4Š
�–�å�±�î�Ç�™�–�«�\  DMZ �–�å�±�î�Ç�™�–�«�b�g�‰�_�¥�?�:�\�A�
 ID 1 �_6õ4��Ü�E�}�€�S  1 �X�b  NAT 

Web �(�o�C9æ
www.cisco.com

��1ñ

DMZ

�]1ñ

�ð�-�8���+  1�´ 209.165.201.3-
              ��          209.165.201.10

NAT 1�´ 10.1.2.0/24

NAT 1�´ 10.1.1.0/24

10.1.1.15

10.1.2.27

13
29

30

���µ
209.165.201.310.1.2.27

���µ
209.165.201.410.1.1.15
25-19
ASDM �Ø�î�¨  �ž�–�»

OL-14981-01-J



 

'¨  25 'v       NAT �b0¿��
  �²�–�¼�Ñ�µ�¡  NAT �b�Q#Ý
�Ý�î�Ý�@�š�n�P1ß�b�º�Û�Ç�•�µ�¡�†1‘�9�K�r�M��� �]�_�
 ID 1 �[  DMZ �–�å�±�î�Ç�™�–�«#Ý�b  NAT 
�Ý�î�Ý�†�8�B�K�S���œ�
 ID 1 �b�M�m�Z�b�¢�ß�î�Â�Ý  �É�î�Ý�v�r�S  DMZ �º�Û�Ç�•�µ�¡�_�Q#Ý�I�€�r�M  

>&�W 25-15 �†�g!·>' ��

�W 25-15 0
�X�b�–�å�±�î�Ç�™�–�«�V�b� �L  ID �†�Q#Ý�M�•  NAT �Ý�î�Ý�\�¢�ß�î�Â�Ý  �É�î�Ý

� �L�–�å�±�î�Ç�™�–�«�V�b$��^�•�¢�ß�î�Â�Ý  �É�î�Ý�†�Q#Ý�M�•0
�X�b  NAT �Ý�î�Ý

$��^�•��7•�b�”�»�Þ�«  �­�µ�º�@$��^�•�Ð�µ�Æ�å�¢  �”�»�Þ�«�†�â�X�|�:�_�æ���[�A�r�M���S�\�<�d�

Æ
4Š�–�å�±�î�Ç�™�–�«�_  2 �X�b$��^�•�É�î�Ý ID �[  2 �X�b  NAT �Ý�î�Ý�†0¿���[�A�r�M���¥4Š�–�å�±�î
�Ç�™�–�«�_�
�G�€�}�b  2 �X�b  ID �_�P�M�•  2 �X�b�¢�ß�î�Â�Ý  �É�î�Ý�†0¿���K�r�M��0¿���‹�

Æ4Š�¿�µ�º
�á�î�¡  A �?�}�b�º�Û�Ç�•�µ�¡�@�¥4Š�–�å�±�î�Ç�™�–�«�†���•�\�
 IP �”�»�Þ�«�c�É�î�Ý  1 �b�”�»�Þ�«�_
�š�n�I�€�

Æ4Š�¿�µ�º�á�î�¡  B �?�}�b�º�Û�Ç�•�µ�¡�c�É�î�Ý  2 �b�”�»�Þ�«�_�š�n�I�€�r�M>& �W 25-16 
�†�g!·>' ���Ï�Ü�©�î  NAT �†�Q#Ý�M�•�\�
��
›�”�»�Þ�«�\�Ï�î�º�@�›�”�¡�­�«  �Ü�«�º
Æ�[�M�–�[�6�•7H
�~�
0
�X�b  NAT �Ý�î�Ý�_�P�K�Z� �L��7•�b�”�»�Þ�«�†�æ���[�A�r�M��

Web �(�o�C9æ
www.cisco.com

��1ñ

DMZ

�]1ñ

�ð�-�8���+  1�´ 209.165.201.3-
                         209.165.201.10

NAT 1�´ 10.1.2.0/24

NAT 1�´ 10.1.1.0/24

�ð�-�8���+  1�´ 10.1.1.23

10.1.1.15

10.1.2.27

13
29

26

���µ
209.165.201.310.1.2.27

���µ
209.165.201.410.1.1.15

���µ
10.1.1.23:202410.1.2.27
25-20
ASDM �Ø�î�¨  �ž�–�»

OL-14981-01-J



 

'¨  25 'v       NAT �b0¿��
  �²�–�¼�Ñ�µ�¡  NAT �b�Q#Ý
�W 25-16 $��^�•  NAT ID

� �L�¢�ß�î�Â�Ý  �É�î�Ý
Æ�b0
�X�b�”�»�Þ�«

� �L�¢�ß�î�Â�Ý  �É�î�Ý
Æ�_0
�X�b�”�»�Þ�«�†�â�Z�r�M���­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�c�q�6�_�²�–�¼
�Ñ�µ�¡  NAT �b�”�»�Þ�«(
�V�†�¥�å�Ç�•� �×�Þ�î�©�Ù�å
Æ�b8p�Î�_�‘�W�Z�Q#Ý�K�
���_  PAT �b  1 �X�b�”
�»�Þ�«�†8p�Î�_�‘�W�Z�Q#Ý�K�r�M���I�}�_�
"I���b�”�É�Ü�£�î�©�Ù�å�_�c�²�–�¼�Ñ�µ�¡  NAT �†�Q#Ý
�K�
�²�–�¼�Ñ�µ�¡  NAT �b�”�»�Þ�«�†�M�m�Z�Q�8�)�W�S�\�A�_
��<�Z�£
��b  PAT �Ý�î�Ý�†#Ý�–�M�•�²0[
�@�6�•���œ�
�”�»�Þ�«(
�V�\  PAT �”�»�Þ�«�b�g�‰�†3ã�•�[�A�r�M��� �]�_�
 1 �X�b  PAT �Ð�µ�Æ�å�¢  �”
�»�Þ�«�@�§�Ï�î�º�M�•�>�|�Q  64,000 �|�~�¨�C�b  PAT �­�µ�©�Ù�å�@�²0[�^���œ�
 �É�î�Ý�_  2 �X�b  PAT �”
�»�Þ�«�†�â�Z�r�M>& �W 25-17 �†�g!·>' ��

Web �(�o�C9æ
www.cisco.com

��1ñ

�]1ñ

�ð�-�8���+  1�´ 209.165.201.3-
                         209.165.201.10
�ð�-�8���+  2�´ 209.165.201.11

NAT 1�´ 10.1.2.0/24

NAT 2�´ 192.168.1.0/24

10.1.2.27

192.168.1.14

���µ
209.165.201.310.1.2.27

���µ
209.165.201.11:4567192.168.1.14

13
29

27
25-21
ASDM �Ø�î�¨  �ž�–�»
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'¨  25 'v       NAT �b0¿��
  �²�–�¼�Ñ�µ�¡  NAT �b�Q#Ý
�W 25-17 NAT �>�|�g  PAT �b�G#Ý

�¥4Š NAT

�”�»�Þ�«�†�¥4Š�–�å�±�î�Ç�™�–�«�?�}
Æ4Š�–�å�±�î�Ç�™�–�«�_�š�n�M�•  NAT �Ý�î�Ý�c�¥4Š  NAT �Ý�î
�Ý�[�M���¥4Š  NAT �Ý�î�Ý�@%T�™�º�Û�Ç�•�µ�¡�†�š�n�M�•�G�\�†�æ���M�•�²0[�@�6�~�r�M��� �L�º�Û
�Ç�•�µ�¡�@�­�Ÿ�×�Ü�¸�•�b�*�8�–�å�±�î�Ç�™�–�«�_�”�¡�­�«�M�•�\�A�v�š�n�@�²0[�^���œ>&�S�\�<�d�

DMZ �b�º�Û�Ç�•�µ�¡�†
Æ4Š�>�|�g�¥4Š�–�å�±�î�Ç�™�–�«�_�”�¡�­�«�M�•�\�A�_�š�n�M�•���œ�^�]>' �

� �L  NAT ID �†�Q#Ý�K�Z�
$Î�™�†�æ���M�•  2 �X% �b NAT �Ý�î�Ý�†�8�B�[�A�r�M>& �W 25-18 �†�g!·>' ���¥
4Š NAT>&DMZ �–�å�±�î�Ç�™�–�«�?�}
Æ4Š�–�å�±�î�Ç�™�–�«>'�b���œ�

Æ4Š�Í�«�º�c�«�±�¸�•�µ�¡  
�Ý�î�Ý�†�Q#Ý�K�Z�¥4Š�”�¡�­�«�†0Á�•�M�•�b�[�
3æ�™
–�”�»�Þ�«�\��
›�”�»�Þ�«�b�g�‰�@�š�n�I�€�r
�M��

Web �(�o�C9æ
www.cisco.com

��1ñ

�]1ñ

�ð�-�8���+  1�´ 209.165.201.3-
                         209.165.201.4
�ð�-�8���+  1�´ 209.165.201.5

NAT 1�´ 10.1.2.0/24

10.1.2.27

10.1.2.28

10.1.2.29

13
29

28

���µ
209.165.201.310.1.2.27

���µ
209.165.201.410.1.2.28

���µ
209.165.201.5:609610.1.2.29
25-22
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'¨  25 'v       NAT �b0¿��
  �²�–�¼�Ñ�µ�¡  NAT �b�Q#Ý
�W 25-18 �¥4Š NAT �>�|�g
Æ4Š  NAT �b)��s�œ�ƒ�O

NAT �Ý�î�Ý
Æ�b��7•�b�”�»�Þ�«�c � �)�r�S�c�*�)�b�­�Ÿ�×�Ü�¸�•  �Þ�Ë�Ý�b�–�å�±�î�Ç�™�–�«
�M�m�Z�[�š�n�@�²0[

IP �”�»�Þ�«  �¢�Ý�î�É�_�P�M�•  NAT �Ý�î�Ý�†�8�B�K�S���œ�
 �Q�b�¢�Ý�î�É�@� �)�?�*�)�b�­�Ÿ�×�Ü�¸�•  
�Þ�Ë�Ý�b�–�å�±�î�Ç�™�–�«�_�”�¡�­�«�M�•�\�A�_  NAT �†��/œ�M�•�²0[�@�6�~�r�M���r�S�
�›�–�å�±�î
�Ç�™�–�«�_� �L�É�î�Ý  ID �†�â�X�¢�ß�î�Â�Ý  �É�î�Ý�†�8�B�M�•�?�
�«�±�¸�•�µ�¡  �Ý�î�Ý�†�Q#Ý�M�•�²0[
�@�6�~�r�M���¢�Ý�î�É�@9×�)�b�­�Ÿ�×�Ü�¸�•  �–�å�±�î�Ç�™�–�«�_�”�¡�­�«�M�•�\�A�_�c�
 NAT �c�²0[
�6�~�r�O�‡���¥4Š  NAT �Ý�î�Ý�†�8�B�K�S���œ�
�V0°�b  NAT 0[�ó�c�
�Q�b�”�»�Þ�«  �¢�Ý�î�É�@9×�)�b
�­�Ÿ�×�Ü�¸�•  �–�å�±�î�Ç�™�–�«�_�”�¡�­�«�M�•�\�A�c�–�_4:#Ý�I�€�r�M���«�±�¸�•�µ�¡  �Ý�î�Ý�[�æ��
�I�€�S�º�Û�Ç�•�µ�¡�c�s8j�†�w�E�r�O�‡��

�¢�ß�î�Â�Ý  �É�î�Ý�b'ö#.

�²�–�¼�Ñ�µ�¡  NAT �c�š�n�_�¢�ß�î�Â�Ý  �É�î�Ý�†�Q#Ý�K�r�M���¢�ß�î�Â�Ý  �É�î�Ý�b�·�8�_�X�8�Z�c�

���²�–�¼�Ñ�µ�¡  NAT �b��/æ�� >&P.25-18>' �†�g!·�K�Z�C�T�I�8��

�¢�ß�î�Â�Ý  �É�î�Ý�†'ö#.�M�•�_�c�
���b�m8p�†��/œ�K�r�M��

�«�¸�µ�É 1 [Configuration] > [Firewall] > [Objects] > [Global Pools] �Ì�–�å�[�
 [Add] �†�¡�Ü�µ�¡�K�Z�‚�K�8�É�î
�Ý�†3ã�•�M�•�?�
�É�î�Ý�†4E�¥�K�Z  [Edit] �†�¡�Ü�µ�¡�K�r�M��

[Add/Edit Dynamic NAT Rule] �²�–�”�ß�¢�Î�µ�¡�«�[  [Manage] �Î�±�å�†�¡�Ü�µ�¡�K�Z�v�¢�ß�î�Â�Ý  
�É�î�Ý�†'ö#.�[�A�r�M��

��1ñ

DMZ

�]1ñ

�ð�-�8���+  1�´ 209.165.201.3-
                         209.165.201.10

�ð�-�8���+  1�´ 10.1.2.30-
                         10.1.2.40 DMZ �Á�·�ù�ÿ���ã���ï�´ 10.1.2.27 10.1.1.5

�s�¿  NAT 1�´ 10.1.1.0/24
NAT 1�´ 10.1.1.0/24

10.1.1.15

10.1.2.27

���µ
209.165.201.410.1.1.15

���µ
10.1.2.3010.1.1.15

���µ�
�0�æ�¯�Ô
10.1.2.2710.1.1.5

13
29

40
25-23
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'¨  25 'v       NAT �b0¿��
  �²�–�¼�Ñ�µ�¡  NAT �b�Q#Ý
[Add/Edit Global Address Pool] �²�–�”�ß�¢�Î�µ�¡�«�@/²&g�I�€�r�M��

�«�¸�µ�É 2 �‚�K�8�É�î�Ý�b���œ�
 [Interface] �»�ß�µ�É�²�˜�å  �Ü�«�º�?�}�
�Ð�µ�Æ�å�¢  IP �”�»�Þ�«�†�Q#Ý�M�•�–�å
�±�î�Ç�™�–�«�†4E�¥�K�r�M��

�«�¸�µ�É 3 �‚�K�8�É�î�Ý�b���œ�
 [Pool ID] �Ç�•�î�Ý�»�_  1 >|  2147483647 �b(
�V�b�X�Í�†
°�Š�K�r�M���M�[�_�Q
#Ý�I�€�Z�8�•�É�î�Ý  ID �c
°�Š�K�^�8�[�C�T�I�8���M�[�_�Q#Ý�I�€�Z�8�•���œ�
0¿���c�Ä�°�I�€�r�M��

�«�¸�µ�É 4 [IP Addresses to Add] 8•�æ�[�
 [Range]�
 [Port Address Translation (PAT)]�
�r�S�c  [PAT Address 
Translation (PAT) Using IP Address of the interface] �†�¡�Ü�µ�¡�K�r�M��

�”�»�Þ�«�b(
�V�†�æ���M�•�\�
�­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�c�²�–�¼�Ñ�µ�¡  NAT �†��/œ�K�r�M��
[Netmask] �Ç�•�î�Ý�»�_�§�È�¿�µ�º  �Ð�«�¡�†�æ���M�•�\�
�Q�b�Í�@�Ð�µ�Æ�å�¢  �”�»�Þ�«�@�Í�«�º�_�m
�~�\�Z�}�€�•�\�A�_�Q#Ý�I�€�•�§�È�¿�µ�º  �Ð�«�¡�_�^�~�r�M���Ð�«�¡�†�æ���K�^�8���œ�c�
�”�»�Þ�«  
�¡�Û�«�b�¹�Ç�›�Ý�º  �Ð�«�¡�@�Q#Ý�I�€�r�M��

�«�¸�µ�É 5 [Addresses Pool] �˜�•�å�»�˜�_�”�»�Þ�«�†3ã�•�M�•�_�c�
 [Add] �†�¡�Ü�µ�¡�K�r�M��

�«�¸�µ�É 6 >&�õ�–>'�¢�ß�î�Â�Ý  �É�î�Ý�_�c0
�X�b�”�»�Þ�«�†3ã�•�[�A�r�M���S�\�<�d�
�²�–�¼�Ñ�µ�¡(
�V�†0¿���K
�S�‹�_  PAT �”�»�Þ�«�†3ã�•�M�•���œ�
 PAT �”�»�Þ�«�b�Í�†
°�Š�K�Z
Ì�Ø  [Add] �†�¡�Ü�µ�¡�K�r�M�� 1 
�X�b�–�å�±�î�Ç�™�–�«�_� �L�É�î�Ý  ID �[0
�X�b�”�»�Þ�«�†�Q#Ý�M�•�‰�2�_�X�8�Z�c�
 ��� �L�¢�ß�î�Â
�Ý �É�î�Ý
Æ�b0
�X�b�”�»�Þ�«�� >&P.25-21>' �†�g!·�K�Z�C�T�I�8��

�«�¸�µ�É 7 [OK]  �†�¡�Ü�µ�¡�K�r�M��

�²�–�¼�Ñ�µ�¡  NAT�
�²�–�¼�Ñ�µ�¡  PAT�
�r�S�c�²�–�¼�Ñ�µ�¡  �”�–�¹�å
�¸�•�¸�•  NAT �b0¿��

�²�–�¼�Ñ�µ�¡  NAT�
�²�–�¼�Ñ�µ�¡  PAT�
�r�S�c�²�–�¼�Ñ�µ�¡  �”�–�¹�å�¸�•�¸�•  NAT �b�Ý�î�Ý�†0¿��
�M�•�_�c�
���b�m8p�†��/œ�K�r�M��

�«�¸�µ�É 1 [Configuration] > [Firewall] > [NAT Rules] �Ì�–�å�[�
 [Add] > [Add Dynamic NAT Rule] �†4E�¥�K�r
�M��

[Add Dynamic NAT Rule] �²�–�”�ß�¢�Î�µ�¡�«�@/²&g�I�€�r�M��

�«�¸�µ�É 2 [Original] 8•�æ�[�
 [Interface] �»�ß�µ�É�²�˜�å  �Ü�«�º�?�}�
�š�n�P1ß�b��7•�b�”�»�Þ�«�†�â�X�Í�«�º�_
�K)F�M�•�–�å�±�î�Ç�™�–�«�†4E�¥�K�r�M��

�«�¸�µ�É 3 [Source] �Ç�•�î�Ý�»�_��7•�b�”�»�Þ�«�†
°�Š�K�r�M���r�S�c  [...] �Î�±�å�†�¡�Ü�µ�¡�K�Z�
 ASDM �[�M
�[�_��*O�I�€�Z�8�•  IP �”�»�Þ�«�†4E�¥�K�r�M��

�É�Þ�Ç�•�µ�¡�« / 6×�I/²0°>& 10.1.1.0/24 �^�]>'�†�Q#Ý�K�Z�”�»�Þ�«�\�§�È�¿�µ�º  �Ð�«�¡�†�æ���K�r�M��
�Ð�«�¡�†�Q#Ý�O�N�_  IP �”�»�Þ�«�†
°�Š�M�•�\�
�Q�b�”�»�Þ�«�c�q�‹�@  0 �[�6�W�Z�v�Í�«�º  �”�»�Þ�«�\
0b�^�I�€�r�M��

�«�¸�µ�É 4 �¢�ß�î�Â�Ý  �É�î�Ý�†4E�¥�M�•�_�c�
���b�8�N�€�?�b�œ�É�©�Ù�å�†�Q#Ý�K�r�M��

• �M�[�_��*O�I�€�Z�8�•�¢�ß�î�Â�Ý  �É�î�Ý�†4E�¥�M�•��

�É�î�Ý�_�”�»�Þ�«(
�V�@�µ�r�€�Z�8�•���œ�
�­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�c�²�–�¼�Ñ�µ�¡  NAT �†
��/œ�K�r�M���É�î�Ý�_�µ�r�€�•�”�»�Þ�«�@  1 �X�T�E�b���œ�
�­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�c�²�–
�¼�Ñ�µ�¡  PAT �†��/œ�K�r�M���É�î�Ý�_�”�»�Þ�«(
�V�\�"�M�”�»�Þ�«�b�g�‰�@�µ�r�€�Z�8�•���œ�

(
�V�@8p�Î�_�‘�W�Z�Q#Ý�I�€�
)F�8�Z  PAT �”�»�Þ�«�@8p�Î�_�‘�W�Z�Q#Ý�I�€�r�M��0ò(ý�_�X�8�Z
�c�
 ��� �L�¢�ß�î�Â�Ý  �É�î�Ý
Æ�b0
�X�b�”�»�Þ�«�� >&P.25-21>' �†�g!·�K�Z�C�T�I�8��
25-24
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'¨  25 'v       NAT �b0¿��
  �²�–�¼�Ñ�µ�¡  NAT �b�Q#Ý
�É�î�Ý�c�É�î�Ý  ID �[1‘�9�I�€�r�M��$��^�•�–�å�±�î�Ç�™�–�«�_�6�•0
�X�b�¢�ß�î�Â�Ý  �É�î�Ý�@� 
�L�É�î�Ý  ID �†
¹�w�M�•���œ�
�Q�€�}�b�É�î�Ý�c�¢�Ý�î�É�\�^�~�r�M��0
�X�b�–�å�±�î�Ç�™�–�«�†
�â�X�É�î�Ý  ID �†4E�¥�M�•�\�
�º�Û�Ç�•�µ�¡�c�É�î�Ý�b�8�N�€�?�b�–�å�±�î�Ç�™�–�«�_�”�¡�­�«�K
�S�\�A�_�æ���]�>�~�_�š�n�I�€�r�M���É�î�Ý  ID �b0ò(ý�_�X�8�Z�c�
 ���²�–�¼�Ñ�µ�¡  NAT �b��/æ��

>&P.25-18>' �†�g!·�K�Z�C�T�I�8��

• [Manage] �†�¡�Ü�µ�¡�K�Z�‚�K�8�¢�ß�î�Â�Ý  �É�î�Ý�†�8�B�M�•�?�¤�Ñ�b�É�î�Ý�†)…7Ÿ�M�•�� ���¢
�ß�î�Â�Ý  �É�î�Ý�b'ö#.�� >&P.25-23>' �†�g!·�K�Z�C�T�I�8��

• [global pool 0] �†4E�¥�K�Z�”�–�¹�å�¸�•�¸�•  NAT �†4E�¥�M�•��

�«�¸�µ�É 5 >&�õ�–>' DNS �Â'Å
Æ4Š�b�”�»�Þ�«�b�š�n�†�–�¿�î�È�Ý�_�M�•�_�c�
 [Connection Settings] 8•�æ�†�¡�Ü�µ
�¡�K�Z6ä�A�
 [Translate the DNS replies that match the translation rule] �†�œ�å�_�K�r�M��

NAT �Ý�î�Ý�_  DNS �§�î�Â
Æ�_�š�å�º�Ü�†�â�X�Í�«�º�b��7•�b�”�»�Þ�«�@�µ�r�€�Z�>�~�
�Q�b  DNS 
�§�î�Â�@�¡�Û�–�”�å�º�\$��^�•�–�å�±�î�Ç�™�–�«�V�_�6�•���œ�
�¡�Û�–�”�å�º�\  DNS �§�î�Â�[�c�Í�«
�º�b�”�»�Þ�«�@$��^�W�Z�8�•�²0[�@�6�~�r�M���M�‰�_�c�Ð�µ�Æ�å�¢  �”�»�Þ�«�@�
�v�:�M�‰�_�c��7•�b
�”�»�Þ�«�@�²0[�[�M���G�b�œ�É�©�Ù�å�c�
�¡�Û�–�”�å�º�_3æ�™�I�€�•  DNS �Â'Å
Æ�b�”�»�Þ�«�†�i�A�n
�<�r�M���Ð�µ�Æ�å�¢�I�€�•�Í�«�º�c�
�¡�Û�–�”�å�º�r�S�c  DNS �§�î�Â�b�8�N�€�?�\� �L�–�å�±�î�Ç�™
�–�«�V�_�6�•�²0[�@�6�~�r�M��3û�–�
�Ú�b�–�å�±�î�Ç�™�–�«�?�}�b�”�¡�­�«�†0Á�•�M�•�²0[�@�6�•�Í�«
�º�c�«�±�¸�•�µ�¡�š�n�†�Q#Ý�M�•�S�u�
�G�b�œ�É�©�Ù�å�c�«�±�¸�•�µ�¡  �Ý�î�Ý�[�Q#Ý�I�€�•�•+��ö�@
�6�~�r�M��0ò(ý�_�X�8�Z�c�
 �� DNS �>�|�g  NAT��>&P.25-16>' �†�g!·�K�Z�C�T�I�8��

�«�¸�µ�É 6 >&�õ�–>'�K)F0¿���†�–�¿�î�È�Ý�_�M�•�_�c�
 [Connection Settings] 8•�æ�†�¡�Ü�µ�¡�K�Z6ä�A�
���b�œ�É
�©�Ù�å�†  1 �X�è�V0¿���K�r�M��

>&�@>' �G�€�}�b�Í�c�
�­�Ÿ�×�Ü�¸�•  �Ï�Ü�©�î  �Ý�î�Ý�†�Q#Ý�K�Z�v0¿���[�A�r�M>& ���K)F�b0¿����
>&P.27-6>' �†�g!·>' ���G�€�}�b�œ�É�©�Ù�å�†�g�‰�_0¿���K�S���œ�
�­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«
�c�*�8�‰�b�D7H�Í�†�Q#Ý�K�r�M�� TCP �©�î�£�å�«�b�Û�å�²�Ò�ì�@�8�N�€�?�b�‰�2�†�Q#Ý�K�Z
�¹�•�­�î�È�Ý�_�^�W�Z�8�•���œ�
�­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�c  TCP �©�î�£�å�«�b�Û�å�²�Ò
�ì�†�¹�•�­�î�È�Ý�_�K�r�M��

• [Randomize sequence number]>8�G�b�³�™�µ�¡�Î�µ�¡�«�†�œ�å�_�M�•�\>&�¹�Ç�›�Ý�º>' �
�­�Ÿ�×�Ü
�¸�•  �”�É�Û�–�”�å�«�c  TCP �Ã�£�µ�º�b�©�î�£�å�«$��•�†�Û�å�²�Ò�ì�K�r�M�� �Q�€�R�€�b  TCP �K)F
�_�c  2 �X�b  ISN �@�m�~�\�Z�}�€�Z�>�~�
�Q�b�:�U�b  1 �X�c�¡�Û�–�”�å�º�[#Õ�B�I�€�
�v�:  1 �X�c
�§�î�Â�[#Õ�B�I�€�r�M���­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�c�
%T�™�\$Î�™�b�g�‰�¥�[3û4#�M�•  TCP 
SNY �b  ISN �†�Û�å�²�Ò�ì�K�r�M��

�–1¤�I�€�S�Í�«�º�b  ISN �†�Û�å�²�Ò�ì�M�•�G�\�_�|�~�
�7�Á*…�@�‚�K�8�K)F�[���b  ISN �†�£ ��[
�A�^�8�|�:�_�K�Z�
�‚0d�­�µ�©�Ù�å�@�Œ�W�v�}�€�•�b�†75�B�r�M��

TCP �6�‡�©�î�£�å�«$��•�b�Û�å�²�Ò�ì�c�
�²0[�_�Â�L�Z�¹�•�­�î�È�Ý�_�[�A�r�M�����_�[�†&g�K
�r�M��

– �9�b%$�4�K)F�I�€�S�Ç�“�–�”�˜�›�î�Ý�[�v�6�‡�©�î�£�å�«$��•�@�Û�å�²�Ò�ì�I�€�
�º�Û�Ç�•�µ
�¡�_�s8j�M�•�G�\�c�^�8�v�b�b�
�g�‰�b�Ç�“�–�”�˜�›�î�Ý�[�G�b�·�8�†��/œ�M�•�²0[�@�^�8��
�œ��

– �­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�[  eBGP �Ð�Ý�³�Í�µ�É�†�Q#Ý�K�Z�>�~�
 eBGP �Æ�”�[  MD5 �†�Q
#Ý�K�Z�8�•���œ���Û�å�²�Ò�ì�_�|�~�
 MD5 �³�™�µ�¡�§�Ò�c�(0Ž�I�€�r�M��

– �­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�[�K)F�b�©�î�£�å�«�†�Û�å�²�Ò�ì�K�^�8�|�:�_�M�•�²0[�@�6�•  
WAAS �¹�Â�–�«�†�Q#Ý�M�•���œ��

• [Maximum TCP Connections]>8TCP �b�q�±�K)F�X�†  0 >|  65,535 �b(
�V�[�æ���K�r�M���G�b�Í�†  0 
�_0¿���M�•�\�
�K)F�X�c!“�D7H�_�^�~�r�M��

• [Maximum UDP Connections]>8UDP �b�q�±�K)F�X�†  0 >|  65,535 �b(
�V�[�æ���K�r�M���G�b�Í�†  
0 �_0¿���M�•�\�
�K)F�X�c!“�D7H�_�^�~�r�M��
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'¨  25 'v       NAT �b0¿��
  �²�–�¼�Ñ�µ�¡  NAT �b�Q#Ý
• [Maximum Embryonic Connections]>8�6�‡�K)F�b�q�±�X�†  65,536 �r�[�b(
�V�[�æ���K�r�M���6�‡
�K)F�\�c�
3æ�™
–�\��
›�b6ë�[�²0[�_�^�•�Á�å�»�©�™�–�¡�†�ö�¢�K�Z�8�^�8�K)F0[�Ó�b�G�\�[�M��
�G�b�D7H�_�|�~�
 TCP �æ/œ�w�™�µ+��@�–�¿�î�È�Ý�_�^�~�r�M���¹�Ç�›�Ý�º�c  0 �[�
�q�±�6�‡�K)F
�X�[�6�•�G�\�†&g�K�r�M�� TCP �æ/œ�w�™�c�
TCP SYN �Ã�£�µ�º�†�Q#Ý�K�Z�–�å�±�î�Ç�™�–�«�†�Ç
�Û�µ�¹�•�å�¢�M�•�G�\�_�|�•  DoS �7�Á�?�}
Æ4Š�©�«�¸�Ò�†�–1¤�K�r�M���6�‡�K)F�D7H�†2x�<�•�\�

�¡�Û�–�”�å�º�?�}�­�Ÿ�×�Ü�¸�•  �Þ�Ë�Ý�b�|�~9×�8�§�î�Â�_3æ�™�I�€�•  TCP SYN �Ã�£�µ�º�@�
 TCP 
�æ/œ�w�™�µ+��_�|�W�Z�æ/œ�w�™�I�€�r�M���è0É�É�ß�­�«�p�_  SYN �¡�µ�Ÿ�î�@�Q#Ý�I�€�
�»�ß�µ�É
�I�€�•�w� �^�º�Û�Ç�•�µ�¡�b�X�@�q�`7H�_�š�<�}�€�r�M���K�S�@�W�Z�
�?4)�Y+��^�Í�«�º�?�}�b�K
)F0è/œ�@�§�î�Â�_�?4)�M�•�G�\�c�6�~�r�O�‡��

�«�¸�µ�É 7 [OK]  �†�¡�Ü�µ�¡�K�r�M��

�²�–�¼�Ñ�µ�¡  �Ï�Ü�©�î  NAT �r�S�c�²�–�¼�Ñ�µ�¡  �Ï�Ü�©�î  PAT �b0¿��

�²�–�¼�Ñ�µ�¡  �Ï�Ü�©�î  NAT �r�S�c�²�–�¼�Ñ�µ�¡  �Ï�Ü�©�î  PAT �†0¿���M�•�_�c�
���b�m8p�†��/œ�K�r
�M��

�«�¸�µ�É 1 [Configuration] > [Firewall] > [NAT Rules] �Ì�–�å�[�
 [Add] > [Advanced] > [Add Dynamic Policy 
NAT Rule] �†4E�¥�K�r�M��

[Add Dynamic Policy NAT Rule] �²�–�”�ß�¢�Î�µ�¡�«�@6ä�A�r�M��

�«�¸�µ�É 2 [Original] 8•�æ�[�
 [Interface] �»�ß�µ�É�²�˜�å  �Ü�«�º�?�}�
�š�n�P1ß�b��7•�b�”�»�Þ�«�†�â�X�Í�«�º�_
�K)F�M�•�–�å�±�î�Ç�™�–�«�†4E�¥�K�r�M��

�«�¸�µ�É 3 [Source] �Ç�•�î�Ý�»�_��7•�b�”�»�Þ�«�†
°�Š�K�r�M���r�S�c  [...] �Î�±�å�†�¡�Ü�µ�¡�K�Z�
 ASDM �[�M
�[�_��*O�I�€�Z�8�•  IP �”�»�Þ�«�†4E�¥�K�r�M��

�É�Þ�Ç�•�µ�¡�« / 6×�I/²0°>& 10.1.1.0/24 �^�]>'�†�Q#Ý�K�Z�”�»�Þ�«�\�§�È�¿�µ�º  �Ð�«�¡�†�æ���K�r�M��
�Ð�«�¡�†�Q#Ý�O�N�_  IP �”�»�Þ�«�†
°�Š�M�•�\�
�Q�b�”�»�Þ�«�c�q�‹�@  0 �[�6�W�Z�v�Í�«�º  �”�»�Þ�«�\
0b�^�I�€�r�M��

��7•�b�”�»�Þ�«�@0
�X�6�•���œ�c�•�å�Ð�[�
�)�~�r�M��

�«�¸�µ�É 4 [Destination] �Ç�•�î�Ý�»�_��
›�”�»�Þ�«�†
°�Š�K�r�M���r�S�c  [...] �Î�±�å�†�¡�Ü�µ�¡�K�Z�
 ASDM �[
�M�[�_��*O�I�€�Z�8�•  IP �”�»�Þ�«�†4E�¥�K�r�M��

�É�Þ�Ç�•�µ�¡�« / 6×�I/²0°>& 10.1.1.0/24 �^�]>'�†�Q#Ý�K�Z�”�»�Þ�«�\�§�È�¿�µ�º  �Ð�«�¡�†�æ���K�r�M��
�Ð�«�¡�†�Q#Ý�O�N�_  IP �”�»�Þ�«�†
°�Š�M�•�\�
�Q�b�”�»�Þ�«�c�q�‹�@  0 �[�6�W�Z�v�Í�«�º  �”�»�Þ�«�\
0b�^�I�€�r�M��

��
›�”�»�Þ�«�@0
�X�6�•���œ�c�•�å�Ð�[�
�)�~�r�M��

�¹�Ç�›�Ý�º�[�c�
�Ç�•�î�Ý�»�_�c�õ�–�b��
›�”�»�Þ�«�†0Á�•�M�•  any �@/²&g�I�€�Z�8�r�M��

�«�¸�µ�É 5 �¢�ß�î�Â�Ý  �É�î�Ý�†4E�¥�M�•�_�c�
���b�8�N�€�?�b�œ�É�©�Ù�å�†�Q#Ý�K�r�M��

• �M�[�_��*O�I�€�Z�8�•�¢�ß�î�Â�Ý  �É�î�Ý�†4E�¥�M�•��

�É�î�Ý�_�”�»�Þ�«(
�V�@�µ�r�€�Z�8�•���œ�
�­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�c�²�–�¼�Ñ�µ�¡  NAT �†
��/œ�K�r�M���É�î�Ý�_�µ�r�€�•�”�»�Þ�«�@  1 �X�T�E�b���œ�
�­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�c�²�–
�¼�Ñ�µ�¡  PAT �†��/œ�K�r�M���É�î�Ý�_�”�»�Þ�«(
�V�\�"�M�”�»�Þ�«�b�g�‰�@�µ�r�€�Z�8�•���œ�

(
�V�@8p�Î�_�‘�W�Z�Q#Ý�I�€�
)F�8�Z  PAT �”�»�Þ�«�@8p�Î�_�‘�W�Z�Q#Ý�I�€�r�M��0ò(ý�_�X�8�Z
�c�
 ��� �L�¢�ß�î�Â�Ý  �É�î�Ý
Æ�b0
�X�b�”�»�Þ�«�� >&P.25-21>' �†�g!·�K�Z�C�T�I�8��
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'¨  25 'v       NAT �b0¿��
  �²�–�¼�Ñ�µ�¡  NAT �b�Q#Ý
�É�î�Ý�c�É�î�Ý  ID �[1‘�9�I�€�r�M��$��^�•�–�å�±�î�Ç�™�–�«�_�6�•0
�X�b�¢�ß�î�Â�Ý  �É�î�Ý�@� 
�L�É�î�Ý  ID �†
¹�w�M�•���œ�
�Q�€�}�b�É�î�Ý�c�¢�Ý�î�É�\�^�~�r�M��0
�X�b�–�å�±�î�Ç�™�–�«�†
�â�X�É�î�Ý  ID �†4E�¥�M�•�\�
�º�Û�Ç�•�µ�¡�c�É�î�Ý�b�8�N�€�?�b�–�å�±�î�Ç�™�–�«�_�”�¡�­�«�K
�S�\�A�_�æ���]�>�~�_�š�n�I�€�r�M���É�î�Ý  ID �b0ò(ý�_�X�8�Z�c�
 ���²�–�¼�Ñ�µ�¡  NAT �b��/æ��

>&P.25-18>' �†�g!·�K�Z�C�T�I�8��

• [Manage] �†�¡�Ü�µ�¡�K�Z�‚�K�8�¢�ß�î�Â�Ý  �É�î�Ý�†�8�B�M�•�?�¤�Ñ�b�É�î�Ý�†)…7Ÿ�M�•�� ���¢
�ß�î�Â�Ý  �É�î�Ý�b'ö#.�� >&P.25-23>' �†�g!·�K�Z�C�T�I�8��

• [global pool 0] �†4E�¥�K�Z�”�–�¹�å�¸�•�¸�•  NAT �†4E�¥�M�•��

�«�¸�µ�É 6 >&�õ�–>' [Description] �Ç�•�î�Ý�»�_1��Â�†
°�Š�K�r�M��

�«�¸�µ�É 7 >&�õ�–>' DNS �Â'Å
Æ4Š�b�”�»�Þ�«�b�š�n�†�–�¿�î�È�Ý�_�M�•�_�c�
 [Connection Settings] 8•�æ�†�¡�Ü�µ
�¡�K�Z6ä�A�
 [Translate the DNS replies that match the translation rule] �†�œ�å�_�K�r�M��

NAT �Ý�î�Ý�_  DNS �§�î�Â
Æ�_�š�å�º�Ü�†�â�X�Í�«�º�b��7•�b�”�»�Þ�«�@�µ�r�€�Z�>�~�
�Q�b  DNS 
�§�î�Â�@�¡�Û�–�”�å�º�\$��^�•�–�å�±�î�Ç�™�–�«�V�_�6�•���œ�
�¡�Û�–�”�å�º�\  DNS �§�î�Â�[�c�Í�«
�º�b�”�»�Þ�«�@$��^�W�Z�8�•�²0[�@�6�~�r�M���M�‰�_�c�Ð�µ�Æ�å�¢  �”�»�Þ�«�@�
�v�:�M�‰�_�c��7•�b
�”�»�Þ�«�@�²0[�[�M���G�b�œ�É�©�Ù�å�c�
�¡�Û�–�”�å�º�_3æ�™�I�€�•  DNS �Â'Å
Æ�b�”�»�Þ�«�†�i�A�n
�<�r�M���Ð�µ�Æ�å�¢�I�€�•�Í�«�º�c�
�¡�Û�–�”�å�º�r�S�c  DNS �§�î�Â�b�8�N�€�?�\� �L�–�å�±�î�Ç�™
�–�«�V�_�6�•�²0[�@�6�~�r�M��3û�–�
�Ú�b�–�å�±�î�Ç�™�–�«�?�}�b�”�¡�­�«�†0Á�•�M�•�²0[�@�6�•�Í�«
�º�c�«�±�¸�•�µ�¡�š�n�†�Q#Ý�M�•�S�u�
�G�b�œ�É�©�Ù�å�c�«�±�¸�•�µ�¡  �Ý�î�Ý�[�Q#Ý�I�€�•�•+��ö�@
�6�~�r�M��0ò(ý�_�X�8�Z�c�
 �� DNS �>�|�g  NAT��>&P.25-16>' �†�g!·�K�Z�C�T�I�8��

�«�¸�µ�É 8 >&�õ�–>'�K)F0¿���†�–�¿�î�È�Ý�_�M�•�_�c�
 [Connection Settings] 8•�æ�†�¡�Ü�µ�¡�K�Z6ä�A�
���b�œ�É
�©�Ù�å�†  1 �X�è�V0¿���K�r�M��

>&�@>' �G�€�}�b�Í�c�
�­�Ÿ�×�Ü�¸�•  �Ï�Ü�©�î  �Ý�î�Ý�†�Q#Ý�K�Z�v0¿���[�A�r�M>& ���K)F�b0¿����
>&P.27-6>' �†�g!·>' ���G�€�}�b�œ�É�©�Ù�å�†�g�‰�_0¿���K�S���œ�
�­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«
�c�*�8�‰�b�D7H�Í�†�Q#Ý�K�r�M�� TCP �©�î�£�å�«�b�Û�å�²�Ò�ì�@�8�N�€�?�b�‰�2�†�Q#Ý�K�Z
�¹�•�­�î�È�Ý�_�^�W�Z�8�•���œ�
�­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�c  TCP �©�î�£�å�«�b�Û�å�²�Ò
�ì�†�¹�•�­�î�È�Ý�_�K�r�M��

• [Randomize sequence number]>8�G�b�³�™�µ�¡�Î�µ�¡�«�†�œ�å�_�M�•�\>&�¹�Ç�›�Ý�º>' �
�­�Ÿ�×�Ü
�¸�•  �”�É�Û�–�”�å�«�c  TCP �Ã�£�µ�º�b�©�î�£�å�«$��•�†�Û�å�²�Ò�ì�K�r�M�� �Q�€�R�€�b  TCP �K)F
�_�c  2 �X�b  ISN �@�m�~�\�Z�}�€�Z�>�~�
�Q�b�:�U�b  1 �X�c�¡�Û�–�”�å�º�[#Õ�B�I�€�
�v�:  1 �X�c
�§�î�Â�[#Õ�B�I�€�r�M���­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�c�
%T�™�\$Î�™�b�g�‰�¥�[3û4#�M�•  TCP 
SNY �b  ISN �†�Û�å�²�Ò�ì�K�r�M��

�–1¤�I�€�S�Í�«�º�b  ISN �†�Û�å�²�Ò�ì�M�•�G�\�_�|�~�
�7�Á*…�@�‚�K�8�K)F�[���b  ISN �†�£ ��[
�A�^�8�|�:�_�K�Z�
�‚0d�­�µ�©�Ù�å�@�Œ�W�v�}�€�•�b�†75�B�r�M��

TCP �6�‡�©�î�£�å�«$��•�b�Û�å�²�Ò�ì�c�
�²0[�_�Â�L�Z�¹�•�­�î�È�Ý�_�[�A�r�M�����_�[�†&g�K
�r�M��

– �9�b%$�4�K)F�I�€�S�Ç�“�–�”�˜�›�î�Ý�[�v�6�‡�©�î�£�å�«$��•�@�Û�å�²�Ò�ì�I�€�
�º�Û�Ç�•�µ
�¡�_�s8j�M�•�G�\�c�^�8�v�b�b�
�g�‰�b�Ç�“�–�”�˜�›�î�Ý�[�G�b�·�8�†��/œ�M�•�²0[�@�^�8��
�œ��

– �­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�[  eBGP �Ð�Ý�³�Í�µ�É�†�Q#Ý�K�Z�>�~�
 eBGP �Æ�”�[  MD5 �†�Q
#Ý�K�Z�8�•���œ���Û�å�²�Ò�ì�_�|�~�
 MD5 �³�™�µ�¡�§�Ò�c�(0Ž�I�€�r�M��

– �­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�[�K)F�b�©�î�£�å�«�†�Û�å�²�Ò�ì�K�^�8�|�:�_�M�•�²0[�@�6�•  
WAAS �¹�Â�–�«�†�Q#Ý�M�•���œ��

• [Maximum TCP Connections]>8TCP �b�q�±�K)F�X�†  0 >|  65,535 �b(
�V�[�æ���K�r�M���G�b�Í�†  0 
�_0¿���M�•�\�
�K)F�X�c!“�D7H�_�^�~�r�M��

• [Maximum UDP Connections]>8UDP �b�q�±�K)F�X�†  0 >|  65,535 �b(
�V�[�æ���K�r�M���G�b�Í�†  
0 �_0¿���M�•�\�
�K)F�X�c!“�D7H�_�^�~�r�M��
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'¨  25 'v       NAT �b0¿��
  �«�±�¸�•�µ�¡  NAT �b�Q#Ý
• [Maximum Embryonic Connections]>8�6�‡�K)F�b�q�±�X�†  65,536 �r�[�b(
�V�[�æ���K�r�M���6�‡
�K)F�\�c�
3æ�™
–�\��
›�b6ë�[�²0[�_�^�•�Á�å�»�©�™�–�¡�†�ö�¢�K�Z�8�^�8�K)F0[�Ó�b�G�\�[�M��
�G�b�D7H�_�|�~�
 TCP �æ/œ�w�™�µ+��@�–�¿�î�È�Ý�_�^�~�r�M���¹�Ç�›�Ý�º�c  0 �[�
�q�±�6�‡�K)F
�X�[�6�•�G�\�†&g�K�r�M�� TCP �æ/œ�w�™�c�
TCP SYN �Ã�£�µ�º�†�Q#Ý�K�Z�–�å�±�î�Ç�™�–�«�†�Ç
�Û�µ�¹�•�å�¢�M�•�G�\�_�|�•  DoS �7�Á�?�}
Æ4Š�©�«�¸�Ò�†�–1¤�K�r�M���6�‡�K)F�D7H�†2x�<�•�\�

�¡�Û�–�”�å�º�?�}�­�Ÿ�×�Ü�¸�•  �Þ�Ë�Ý�b�|�~9×�8�§�î�Â�_3æ�™�I�€�•  TCP SYN �Ã�£�µ�º�@�
 TCP 
�æ/œ�w�™�µ+��_�|�W�Z�æ/œ�w�™�I�€�r�M���è0É�É�ß�­�«�p�_  SYN �¡�µ�Ÿ�î�@�Q#Ý�I�€�
�»�ß�µ�É
�I�€�•�w� �^�º�Û�Ç�•�µ�¡�b�X�@�q�`7H�_�š�<�}�€�r�M���K�S�@�W�Z�
�?4)�Y+��^�Í�«�º�?�}�b�K
)F0è/œ�@�§�î�Â�_�?4)�M�•�G�\�c�6�~�r�O�‡��

�«�¸�µ�É 9 [OK]  �†�¡�Ü�µ�¡�K�r�M��

�«�±�¸�•�µ�¡  NAT �b�Q#Ý 
�G�b8o�[�c�
�† =�r�S�c�Ï�Ü�©�î  �«�±�¸�•�µ�¡  NAT�
 PAT�
�r�S�c�”�–�¹�å�¸�•�¸�•  NAT �†�Q#Ý�K�Z
�«�±�¸�•�µ�¡�š�n�†0¿���M�•�‰�2�_�X�8�Z1��Â�K�r�M��

�«�±�¸�•�µ�¡  NAT �b0ò(ý�_�X�8�Z�c�
 ���«�±�¸�•�µ�¡  NAT��>&P.25-9>' �†�g!·�K�Z�C�T�I�8��

�Ï�Ü�©�î  NAT �†�Q#Ý�M�•�\�
3æ�™
–�”�»�Þ�«�>�|�g��
›�”�»�Þ�«�†�æ���M�•�G�\�_�|�~�
�”�»�Þ�«�š
�n�P1ß�b��7•�b�”�»�Þ�«�†�æ���[�A�r�M���õ�–�[3æ�™
–�Ï�î�º�>�|�g��
›�Ï�î�º�†�æ���M�•�G�\�v�[�A
�r�M���† =  NAT �[�c3æ�™
–�”�»�Þ�«�T�E�@*ƒ�Ö�I�€�
��
›�c*ƒ�Ö�I�€�r�O�‡��0ò(ý�_�X�8�Z�c�
 ���Ï
�Ü�©�î  NAT��>&P.25-11>' �†�g!·�K�Z�C�T�I�8��

�«�±�¸�•�µ�¡  PAT �†�Q#Ý�M�•�\�
��  IP �”�»�Þ�«�†�Ð�µ�É  IP �”�»�Þ�«�_�š�n�K�
�I�}�_���Ï�î�º�†
�Ð�µ�É  �Ï�î�º�_�š�n�[�A�r�M��� �L�Ï�î�º�†�š�n�M�•���œ�c�
"I���b�º�Û�Ç�•�µ�¡  �±�–�É�†�š�n�[�A
�r�M���r�S�c�
�9�b�Ï�î�º�_�š�n�M�•�G�\�_�|�W�Z�I�}�_(ý�?�C�D�š�M�•�G�\�v�[�A�r�M���­�•�å�²�Ü  
�³�Õ�¿�Ý�b�”�É�Ü�£�î�©�Ù�å  �–�å�«�Ì�¡�©�Ù�å�@�²0[�^�”�É�Ü�£�î�©�Ù�å>& FTP�
 VoIP �^�]>'�†�Q#Ý
�M�•���œ�c�
�­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�@+¬�·$×�_�­�•�å�²�Ü  �Ï�î�º�†�š�n�K�r�M���«�±�¸�•�µ�¡  
PAT �b0ò(ý�_�X�8�Z�c�
 ���«�±�¸�•�µ�¡  PAT��>&P.25-9>' �†�g!·�K�Z�C�T�I�8��

� �L  2 �X�b�–�å�±�î�Ç�™�–�«6ë�[0
�X�b�«�±�¸�•�µ�¡  �Ý�î�Ý�_� �L��7•�b�”�»�Þ�«�r�S�c�Ð�µ�Æ�å�¢  
�”�»�Þ�«�†�Q#Ý�M�•�_�c�
�«�±�¸�•�µ�¡  PAT �†�Q#Ý�M�•�²0[�@�6�~�r�M��� �L�Ð�µ�Æ�å�¢  �–�å�±�î
�Ç�™�–�«�b�¢�ß�î�Â�Ý  �É�î�Ý�_�v��*O�I�€�Z�8�•�Ð�µ�Æ�å�¢  �”�»�Þ�«�†�«�±�¸�•�µ�¡  �Ý�î�Ý�_�Q#Ý�K
�^�8�[�C�T�I�8��

�«�±�¸�•�µ�¡  �”�–�¹�å�¸�•�¸�•  NAT �[�c�
��7•�b  IP �”�»�Þ�«�@� �L  IP �”�»�Þ�«�_�š�n�I�€�r�M��

�G�b8o�[�c�
���b�º�Æ�µ�¡�_�X�8�Z�v�~�V�F�r�M��

• ���«�±�¸�•�µ�¡  NAT�
�«�±�¸�•�µ�¡  PAT�
�r�S�c�«�±�¸�•�µ�¡  �”�–�¹�å�¸�•�¸�•  NAT �b0¿����
>&P.25-28>'

• ���«�±�¸�•�µ�¡  �Ï�Ü�©�î  NAT�
�«�±�¸�•�µ�¡  �Ï�Ü�©�î  PAT�
�r�S�c�«�±�¸�•�µ�¡  �Ï�Ü�©�î  �”�–�¹
�å�¸�•�¸�•  NAT �b0¿���� >&P.25-30>'

�«�±�¸�•�µ�¡  NAT�
�«�±�¸�•�µ�¡  PAT�
�r�S�c�«�±�¸�•�µ�¡  �”�–�¹�å
�¸�•�¸�•  NAT �b0¿��

�«�±�¸�•�µ�¡  NAT�
�«�±�¸�•�µ�¡  PAT�
�r�S�c�«�±�¸�•�µ�¡  �”�–�¹�å�¸�•�¸�•  NAT �†0¿���M�•�_�c�

���b�m8p�†��/œ�K�r�M��

�«�¸�µ�É 1 [Configuration] > [Firewall] > [NAT Rules] �Ì�–�å�[�
 [Add] > [Add Static NAT Rule] �†4E�¥�K�r�M��
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'¨  25 'v       NAT �b0¿��
  �«�±�¸�•�µ�¡  NAT �b�Q#Ý
[Add Static NAT Rule] �²�–�”�ß�¢�Î�µ�¡�«�@/²&g�I�€�r�M��

�«�¸�µ�É 2 [Original] 8•�æ�[�
 [Interface] �»�ß�µ�É�²�˜�å  �Ü�«�º�?�}�
�š�n�P1ß�b��7•�b�”�»�Þ�«�†�â�X�Í�«�º�_
�K)F�M�•�–�å�±�î�Ç�™�–�«�†4E�¥�K�r�M��

�«�¸�µ�É 3 [Source] �Ç�•�î�Ý�»�_��7•�b�”�»�Þ�«�†
°�Š�K�r�M���r�S�c  [...] �Î�±�å�†�¡�Ü�µ�¡�K�Z�
 ASDM �[�M
�[�_��*O�I�€�Z�8�•  IP �”�»�Þ�«�†4E�¥�K�r�M��

�É�Þ�Ç�•�µ�¡�« / 6×�I/²0°>& 10.1.1.0/24 �^�]>'�†�Q#Ý�K�Z�”�»�Þ�«�\�§�È�¿�µ�º  �Ð�«�¡�†�æ���K�r�M��
�Ð�«�¡�†�Q#Ý�O�N�_  IP �”�»�Þ�«�†
°�Š�M�•�\�
�Q�b�”�»�Þ�«�c�q�‹�@  0 �[�6�W�Z�v�Í�«�º  �”�»�Þ�«�\
0b�^�I�€�r�M��

�«�¸�µ�É 4 [Translated] 8•�æ�[�
 [Interface] �»�ß�µ�É�²�˜�å  �Ü�«�º�?�}�
�Ð�µ�Æ�å�¢  �”�»�Þ�«�†�Q#Ý�M�•�–�å�±�î
�Ç�™�–�«�†4E�¥�K�r�M��

�«�¸�µ�É 5 �Ð�µ�Æ�å�¢  IP �”�»�Þ�«�†�æ���M�•�_�c�
���b�8�N�€�?�†�¡�Ü�µ�¡�K�r�M��

• Use IP Address

IP �”�»�Þ�«�†
°�Š�M�•�?�
 [...] �Î�±�å�†�¡�Ü�µ�¡�K�Z  ASDM �[�M�[�_��*O�I�€�Z�8�•  IP �”�»�Þ�«
�†4E�¥�K�r�M��

�É�Þ�Ç�•�µ�¡�« / 6×�I/²0°>& 10.1.1.0/24 �^�]>'�†�Q#Ý�K�Z�”�»�Þ�«�\�§�È�¿�µ�º  �Ð�«�¡�†�æ���K
�r�M���Ð�«�¡�†�Q#Ý�O�N�_  IP �”�»�Þ�«�†
°�Š�M�•�\�
�Q�b�”�»�Þ�«�c�q�‹�@  0 �[�6�W�Z�v�Í�«�º  
�”�»�Þ�«�\0b�^�I�€�r�M��

• Use Interface IP Address

��7•�b�”�»�Þ�«�\�Ð�µ�Æ�å�¢  �”�»�Þ�«�b�§�È�¿�µ�º  �Ð�«�¡�c� �L�[�6�•�²0[�@�6�~�r�M��

>&�@>' �”�–�¹�å�¸�•�¸�•  NAT �b���œ�
 [Original] �Ç�•�î�Ý�»�\  [Translated] �Ç�•�î�Ý�»�_� �L  IP �”�»
�Þ�«�†
°�Š�K�r�M��

�«�¸�µ�É 6 >&�õ�–>'�«�±�¸�•�µ�¡  PAT �†�Q#Ý�M�•�_�c�
 [Enable Port Address Translation (PAT)] �†�œ�å�_�K�r�M��

a. [Protocol] �[�c�
 [TCP] �r�S�c  [UDP] �†�¡�Ü�µ�¡�K�r�M��

b. [Original Port] �Ç�•�î�Ý�»�[�
��7•�b�Ï�î�º$��•�†
°�Š�K�r�M��

c. [Translated Port] �Ç�•�î�Ý�»�[�
�Ð�µ�Æ�å�¢  �Ï�î�º$��•�†
°�Š�K�r�M��

�«�¸�µ�É 7 >&�õ�–>' DNS �Â'Å
Æ4Š�b�”�»�Þ�«�b�š�n�†�–�¿�î�È�Ý�_�M�•�_�c�
 [Connection Settings] 8•�æ�†�¡�Ü�µ
�¡�K�Z6ä�A�
 [Translate the DNS replies that match the translation rule] �†�œ�å�_�K�r�M��

NAT �Ý�î�Ý�_  DNS �§�î�Â
Æ�_�š�å�º�Ü�†�â�X�Í�«�º�b��7•�b�”�»�Þ�«�@�µ�r�€�Z�>�~�
�Q�b  DNS 
�§�î�Â�@�¡�Û�–�”�å�º�\$��^�•�–�å�±�î�Ç�™�–�«�V�_�6�•���œ�
�¡�Û�–�”�å�º�\  DNS �§�î�Â�[�c�Í�«
�º�b�”�»�Þ�«�@$��^�W�Z�8�•�²0[�@�6�~�r�M���M�‰�_�c�Ð�µ�Æ�å�¢  �”�»�Þ�«�@�
�v�:�M�‰�_�c��7•�b
�”�»�Þ�«�@�²0[�[�M���G�b�œ�É�©�Ù�å�c�
�¡�Û�–�”�å�º�_3æ�™�I�€�•  DNS �Â'Å
Æ�b�”�»�Þ�«�†�i�A�n
�<�r�M���Ð�µ�Æ�å�¢�I�€�•�Í�«�º�c�
�¡�Û�–�”�å�º�r�S�c  DNS �§�î�Â�b�8�N�€�?�\� �L�–�å�±�î�Ç�™
�–�«�V�_�6�•�²0[�@�6�~�r�M��0ò(ý�_�X�8�Z�c�
 �� DNS �>�|�g  NAT��>&P.25-16>' �†�g!·�K�Z�C�T�I�8��

�«�¸�µ�É 8 >&�õ�–>'�K)F0¿���†�–�¿�î�È�Ý�_�M�•�_�c�
 [Connection Settings] 8•�æ�†�¡�Ü�µ�¡�K�Z6ä�A�
���b�œ�É
�©�Ù�å�†  1 �X�è�V0¿���K�r�M��

>&�@>' �G�€�}�b�Í�c�
�­�Ÿ�×�Ü�¸�•  �Ï�Ü�©�î  �Ý�î�Ý�†�Q#Ý�K�Z�v0¿���[�A�r�M>& ���K)F�b0¿����
>&P.27-6>' �†�g!·>' ���G�€�}�b�œ�É�©�Ù�å�†�g�‰�_0¿���K�S���œ�
�­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«
�c�*�8�‰�b�D7H�Í�†�Q#Ý�K�r�M�� TCP �©�î�£�å�«�b�Û�å�²�Ò�ì�@�8�N�€�?�b�‰�2�†�Q#Ý�K�Z
�¹�•�­�î�È�Ý�_�^�W�Z�8�•���œ�
�­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�c  TCP �©�î�£�å�«�b�Û�å�²�Ò
�ì�†�¹�•�­�î�È�Ý�_�K�r�M��
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'¨  25 'v       NAT �b0¿��
  �«�±�¸�•�µ�¡  NAT �b�Q#Ý
• [Randomize sequence number]>8�G�b�³�™�µ�¡�Î�µ�¡�«�†�œ�å�_�M�•�\>&�¹�Ç�›�Ý�º>' �
�­�Ÿ�×�Ü
�¸�•  �”�É�Û�–�”�å�«�c  TCP �Ã�£�µ�º�b�©�î�£�å�«$��•�†�Û�å�²�Ò�ì�K�r�M�� �Q�€�R�€�b  TCP �K)F
�_�c  2 �X�b  ISN �@�m�~�\�Z�}�€�Z�>�~�
�Q�b�:�U�b  1 �X�c�¡�Û�–�”�å�º�[#Õ�B�I�€�
�v�:  1 �X�c
�§�î�Â�[#Õ�B�I�€�r�M���­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�c�
%T�™�\$Î�™�b�g�‰�¥�[3û4#�M�•  TCP 
SNY �b  ISN �†�Û�å�²�Ò�ì�K�r�M��

�–1¤�I�€�S�Í�«�º�b  ISN �†�Û�å�²�Ò�ì�M�•�G�\�_�|�~�
�7�Á*…�@�‚�K�8�K)F�[���b  ISN �†�£ ��[
�A�^�8�|�:�_�K�Z�
�‚0d�­�µ�©�Ù�å�@�Œ�W�v�}�€�•�b�†75�B�r�M��

TCP �6�‡�©�î�£�å�«$��•�b�Û�å�²�Ò�ì�c�
�²0[�_�Â�L�Z�¹�•�­�î�È�Ý�_�[�A�r�M�����_�[�†&g�K
�r�M��

– �9�b%$�4�K)F�I�€�S�Ç�“�–�”�˜�›�î�Ý�[�v�6�‡�©�î�£�å�«$��•�@�Û�å�²�Ò�ì�I�€�
�º�Û�Ç�•�µ
�¡�_�s8j�M�•�G�\�c�^�8�v�b�b�
�g�‰�b�Ç�“�–�”�˜�›�î�Ý�[�G�b�·�8�†��/œ�M�•�²0[�@�^�8��
�œ��

– �­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�[  eBGP �Ð�Ý�³�Í�µ�É�†�Q#Ý�K�Z�>�~�
 eBGP �Æ�”�[  MD5 �†�Q
#Ý�K�Z�8�•���œ���Û�å�²�Ò�ì�_�|�~�
 MD5 �³�™�µ�¡�§�Ò�c�(0Ž�I�€�r�M��

– �­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�[�K)F�b�©�î�£�å�«�†�Û�å�²�Ò�ì�K�^�8�|�:�_�M�•�²0[�@�6�•  
WAAS �¹�Â�–�«�†�Q#Ý�M�•���œ��

• [Maximum TCP Connections]>8TCP �b�q�±�K)F�X�†  0 >|  65,535 �b(
�V�[�æ���K�r�M���G�b�Í�†  0 
�_0¿���M�•�\�
�K)F�X�c!“�D7H�_�^�~�r�M��

• [Maximum UDP Connections]>8UDP �b�q�±�K)F�X�†  0 >|  65,535 �b(
�V�[�æ���K�r�M���G�b�Í�†  
0 �_0¿���M�•�\�
�K)F�X�c!“�D7H�_�^�~�r�M��

• [Maximum Embryonic Connections]>8�6�‡�K)F�b�q�±�X�†  65,536 �r�[�b(
�V�[�æ���K�r�M���6�‡
�K)F�\�c�
3æ�™
–�\��
›�b6ë�[�²0[�_�^�•�Á�å�»�©�™�–�¡�†�ö�¢�K�Z�8�^�8�K)F0[�Ó�b�G�\�[�M��
�G�b�D7H�_�|�~�
 TCP �æ/œ�w�™�µ+��@�–�¿�î�È�Ý�_�^�~�r�M���¹�Ç�›�Ý�º�c  0 �[�
�q�±�6�‡�K)F
�X�[�6�•�G�\�†&g�K�r�M�� TCP �æ/œ�w�™�c�
TCP SYN �Ã�£�µ�º�†�Q#Ý�K�Z�–�å�±�î�Ç�™�–�«�†�Ç
�Û�µ�¹�•�å�¢�M�•�G�\�_�|�•  DoS �7�Á�?�}
Æ4Š�©�«�¸�Ò�†�–1¤�K�r�M���6�‡�K)F�D7H�†2x�<�•�\�

�¡�Û�–�”�å�º�?�}�­�Ÿ�×�Ü�¸�•  �Þ�Ë�Ý�b�|�~9×�8�§�î�Â�_3æ�™�I�€�•  TCP SYN �Ã�£�µ�º�@�
 TCP 
�æ/œ�w�™�µ+��_�|�W�Z�æ/œ�w�™�I�€�r�M���è0É�É�ß�­�«�p�_  SYN �¡�µ�Ÿ�î�@�Q#Ý�I�€�
�»�ß�µ�É
�I�€�•�w� �^�º�Û�Ç�•�µ�¡�b�X�@�q�`7H�_�š�<�}�€�r�M���K�S�@�W�Z�
�?4)�Y+��^�Í�«�º�?�}�b�K
)F0è/œ�@�§�î�Â�_�?4)�M�•�G�\�c�6�~�r�O�‡��

�«�¸�µ�É 9 [OK]  �†�¡�Ü�µ�¡�K�r�M��

�«�±�¸�•�µ�¡  �Ï�Ü�©�î  NAT�
�«�±�¸�•�µ�¡  �Ï�Ü�©�î  PAT�
�r�S�c�«�±
�¸�•�µ�¡  �Ï�Ü�©�î  �”�–�¹�å�¸�•�¸�•  NAT �b0¿��

�«�±�¸�•�µ�¡  �Ï�Ü�©�î  NAT�
�«�±�¸�•�µ�¡  �Ï�Ü�©�î  PAT�
�r�S�c�«�±�¸�•�µ�¡  �Ï�Ü�©�î  �”�–�¹�å
�¸�•�¸�•  NAT �†0¿���M�•�_�c�
���b�m8p�†��/œ�K�r�M��

�«�¸�µ�É 1 [Configuration] > [Firewall] > [NAT Rules] �Ì�–�å�[�
 [Add] > [Advanced] > [Add Static Policy NAT 
Rule] �†4E�¥�K�r�M��

[Add Static Policy NAT Rule] �²�–�”�ß�¢�Î�µ�¡�«�@/²&g�I�€�r�M��

�«�¸�µ�É 2 [Original] 8•�æ�[�
 [Interface] �»�ß�µ�É�²�˜�å  �Ü�«�º�?�}�
�š�n�P1ß�b��7•�b�”�»�Þ�«�†�â�X�Í�«�º�_
�K)F�M�•�–�å�±�î�Ç�™�–�«�†4E�¥�K�r�M��

�«�¸�µ�É 3 [Source] �Ç�•�î�Ý�»�_��7•�b�”�»�Þ�«�†
°�Š�K�r�M���r�S�c  [...] �Î�±�å�†�¡�Ü�µ�¡�K�Z�
 ASDM �[�M
�[�_��*O�I�€�Z�8�•  IP �”�»�Þ�«�†4E�¥�K�r�M��
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'¨  25 'v       NAT �b0¿��
  �«�±�¸�•�µ�¡  NAT �b�Q#Ý
�É�Þ�Ç�•�µ�¡�« / 6×�I/²0°>& 10.1.1.0/24 �^�]>'�†�Q#Ý�K�Z�”�»�Þ�«�\�§�È�¿�µ�º  �Ð�«�¡�†�æ���K�r�M��
�Ð�«�¡�†�Q#Ý�O�N�_  IP �”�»�Þ�«�†
°�Š�M�•�\�
�Q�b�”�»�Þ�«�c�q�‹�@  0 �[�6�W�Z�v�Í�«�º  �”�»�Þ�«�\
0b�^�I�€�r�M��

�«�¸�µ�É 4 [Destination] �Ç�•�î�Ý�»�_��
›�”�»�Þ�«�†
°�Š�K�r�M���r�S�c  [...] �Î�±�å�†�¡�Ü�µ�¡�K�Z�
 ASDM �[
�M�[�_��*O�I�€�Z�8�•  IP �”�»�Þ�«�†4E�¥�K�r�M��

�É�Þ�Ç�•�µ�¡�« / 6×�I/²0°>& 10.1.1.0/24 �^�]>'�†�Q#Ý�K�Z�”�»�Þ�«�\�§�È�¿�µ�º  �Ð�«�¡�†�æ���K�r�M��
�Ð�«�¡�†�Q#Ý�O�N�_  IP �”�»�Þ�«�†
°�Š�M�•�\�
�Q�b�”�»�Þ�«�c�q�‹�@  0 �[�6�W�Z�v�Í�«�º  �”�»�Þ�«�\
0b�^�I�€�r�M��

��
›�”�»�Þ�«�@0
�X�6�•���œ�c�•�å�Ð�[�
�)�~�r�M��

�¹�Ç�›�Ý�º�[�c�
�Ç�•�î�Ý�»�_�c�õ�–�b��
›�”�»�Þ�«�†0Á�•�M�•  any �@/²&g�I�€�Z�8�r�M��

�«�¸�µ�É 5 [Translated] 8•�æ�[�
 [Interface] �»�ß�µ�É�²�˜�å  �Ü�«�º�?�}�
�Ð�µ�Æ�å�¢  �”�»�Þ�«�†�Q#Ý�M�•�–�å�±�î
�Ç�™�–�«�†4E�¥�K�r�M��

�«�¸�µ�É 6 �Ð�µ�Æ�å�¢  IP �”�»�Þ�«�†�æ���M�•�_�c�
���b�8�N�€�?�†�¡�Ü�µ�¡�K�r�M��

• Use IP Address

IP �”�»�Þ�«�†
°�Š�M�•�?�
 [...] �Î�±�å�†�¡�Ü�µ�¡�K�Z  ASDM �[�M�[�_��*O�I�€�Z�8�•  IP �”�»�Þ�«
�†4E�¥�K�r�M��

�É�Þ�Ç�•�µ�¡�« / 6×�I/²0°>& 10.1.1.0/24 �^�]>'�†�Q#Ý�K�Z�”�»�Þ�«�\�§�È�¿�µ�º  �Ð�«�¡�†�æ���K
�r�M���Ð�«�¡�†�Q#Ý�O�N�_  IP �”�»�Þ�«�†
°�Š�M�•�\�
�Q�b�”�»�Þ�«�c�q�‹�@  0 �[�6�W�Z�v�Í�«�º  
�”�»�Þ�«�\0b�^�I�€�r�M��

• Use Interface IP Address

��7•�b�”�»�Þ�«�\�Ð�µ�Æ�å�¢  �”�»�Þ�«�b�§�È�¿�µ�º  �Ð�«�¡�c� �L�[�6�•�²0[�@�6�~�r�M��

�«�¸�µ�É 7 >&�õ�–>'�«�±�¸�•�µ�¡  PAT �†�Q#Ý�M�•�_�c�
 [Enable Port Address Translation (PAT)] �†�œ�å�_�K�r�M��

a. [Protocol] �[�c�
 [TCP] �r�S�c  [UDP] �†�¡�Ü�µ�¡�K�r�M��

b. [Original Port] �Ç�•�î�Ý�»�[�
��7•�b�Ï�î�º$��•�†
°�Š�K�r�M��

c. [Translated Port] �Ç�•�î�Ý�»�[�
�Ð�µ�Æ�å�¢  �Ï�î�º$��•�†
°�Š�K�r�M��

�«�¸�µ�É 8 >&�õ�–>' [Description] �Ç�•�î�Ý�»�_1��Â�†
°�Š�K�r�M��

�«�¸�µ�É 9 >&�õ�–>' DNS �Â'Å
Æ4Š�b�”�»�Þ�«�b�š�n�†�–�¿�î�È�Ý�_�M�•�_�c�
 [Connection Settings] 8•�æ�†�¡�Ü�µ
�¡�K�Z6ä�A�
 [Translate the DNS replies that match the translation rule] �†�œ�å�_�K�r�M��

NAT �Ý�î�Ý�_  DNS �§�î�Â
Æ�_�š�å�º�Ü�†�â�X�Í�«�º�b��7•�b�”�»�Þ�«�@�µ�r�€�Z�>�~�
�Q�b  DNS 
�§�î�Â�@�¡�Û�–�”�å�º�\$��^�•�–�å�±�î�Ç�™�–�«�V�_�6�•���œ�
�¡�Û�–�”�å�º�\  DNS �§�î�Â�[�c�Í�«
�º�b�”�»�Þ�«�@$��^�W�Z�8�•�²0[�@�6�~�r�M���M�‰�_�c�Ð�µ�Æ�å�¢  �”�»�Þ�«�@�
�v�:�M�‰�_�c��7•�b
�”�»�Þ�«�@�²0[�[�M���G�b�œ�É�©�Ù�å�c�
�¡�Û�–�”�å�º�_3æ�™�I�€�•  DNS �Â'Å
Æ�b�”�»�Þ�«�†�i�A�n
�<�r�M���Ð�µ�Æ�å�¢�I�€�•�Í�«�º�c�
�¡�Û�–�”�å�º�r�S�c  DNS �§�î�Â�b�8�N�€�?�\� �L�–�å�±�î�Ç�™
�–�«�V�_�6�•�²0[�@�6�~�r�M��0ò(ý�_�X�8�Z�c�
 �� DNS �>�|�g  NAT��>&P.25-16>' �†�g!·�K�Z�C�T�I�8��

�«�¸�µ�É 10 >&�õ�–>'�K)F0¿���†�–�¿�î�È�Ý�_�M�•�_�c�
 [Connection Settings] 8•�æ�†�¡�Ü�µ�¡�K�Z6ä�A�
���b�œ�É
�©�Ù�å�†  1 �X�è�V0¿���K�r�M��

>&�@>' �G�€�}�b�Í�c�
�­�Ÿ�×�Ü�¸�•  �Ï�Ü�©�î  �Ý�î�Ý�†�Q#Ý�K�Z�v0¿���[�A�r�M>& ���K)F�b0¿����
>&P.27-6>' �†�g!·>' ���G�€�}�b�œ�É�©�Ù�å�†�g�‰�_0¿���K�S���œ�
�­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«
�c�*�8�‰�b�D7H�Í�†�Q#Ý�K�r�M�� TCP �©�î�£�å�«�b�Û�å�²�Ò�ì�@�8�N�€�?�b�‰�2�†�Q#Ý�K�Z
�¹�•�­�î�È�Ý�_�^�W�Z�8�•���œ�
�­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�c  TCP �©�î�£�å�«�b�Û�å�²�Ò
�ì�†�¹�•�­�î�È�Ý�_�K�r�M��
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  NAT 
 7V�b�Q#Ý
• [Randomize sequence number]>8�G�b�³�™�µ�¡�Î�µ�¡�«�†�œ�å�_�M�•�\>&�¹�Ç�›�Ý�º>' �
�­�Ÿ�×�Ü
�¸�•  �”�É�Û�–�”�å�«�c  TCP �Ã�£�µ�º�b�©�î�£�å�«$��•�†�Û�å�²�Ò�ì�K�r�M�� �Q�€�R�€�b  TCP �K)F
�_�c  2 �X�b  ISN �@�m�~�\�Z�}�€�Z�>�~�
�Q�b�:�U�b  1 �X�c�¡�Û�–�”�å�º�[#Õ�B�I�€�
�v�:  1 �X�c
�§�î�Â�[#Õ�B�I�€�r�M���­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�c�
%T�™�\$Î�™�b�g�‰�¥�[3û4#�M�•  TCP 
SNY �b  ISN �†�Û�å�²�Ò�ì�K�r�M��

�–1¤�I�€�S�Í�«�º�b  ISN �†�Û�å�²�Ò�ì�M�•�G�\�_�|�~�
�7�Á*…�@�‚�K�8�K)F�[���b  ISN �†�£ ��[
�A�^�8�|�:�_�K�Z�
�‚0d�­�µ�©�Ù�å�@�Œ�W�v�}�€�•�b�†75�B�r�M��

TCP �6�‡�©�î�£�å�«$��•�b�Û�å�²�Ò�ì�c�
�²0[�_�Â�L�Z�¹�•�­�î�È�Ý�_�[�A�r�M�����_�[�†&g�K
�r�M��

– �9�b%$�4�K)F�I�€�S�Ç�“�–�”�˜�›�î�Ý�[�v�6�‡�©�î�£�å�«$��•�@�Û�å�²�Ò�ì�I�€�
�º�Û�Ç�•�µ
�¡�_�s8j�M�•�G�\�c�^�8�v�b�b�
�g�‰�b�Ç�“�–�”�˜�›�î�Ý�[�G�b�·�8�†��/œ�M�•�²0[�@�^�8��
�œ��

– �­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�[  eBGP �Ð�Ý�³�Í�µ�É�†�Q#Ý�K�Z�>�~�
 eBGP �Æ�”�[  MD5 �†�Q
#Ý�K�Z�8�•���œ���Û�å�²�Ò�ì�_�|�~�
 MD5 �³�™�µ�¡�§�Ò�c�(0Ž�I�€�r�M��

– �­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�[�K)F�b�©�î�£�å�«�†�Û�å�²�Ò�ì�K�^�8�|�:�_�M�•�²0[�@�6�•  
WAAS �¹�Â�–�«�†�Q#Ý�M�•���œ��

• [Maximum TCP Connections]>8TCP �b�q�±�K)F�X�†  0 >|  65,535 �b(
�V�[�æ���K�r�M���G�b�Í�†  0 
�_0¿���M�•�\�
�K)F�X�c!“�D7H�_�^�~�r�M��

• [Maximum UDP Connections]>8UDP �b�q�±�K)F�X�†  0 >|  65,535 �b(
�V�[�æ���K�r�M���G�b�Í�†  
0 �_0¿���M�•�\�
�K)F�X�c!“�D7H�_�^�~�r�M��

• [Maximum Embryonic Connections]>8�6�‡�K)F�b�q�±�X�†  65,536 �r�[�b(
�V�[�æ���K�r�M���6�‡
�K)F�\�c�
3æ�™
–�\��
›�b6ë�[�²0[�_�^�•�Á�å�»�©�™�–�¡�†�ö�¢�K�Z�8�^�8�K)F0[�Ó�b�G�\�[�M��
�G�b�D7H�_�|�~�
 TCP �æ/œ�w�™�µ+��@�–�¿�î�È�Ý�_�^�~�r�M���¹�Ç�›�Ý�º�c  0 �[�
�q�±�6�‡�K)F
�X�[�6�•�G�\�†&g�K�r�M�� TCP �æ/œ�w�™�c�
TCP SYN �Ã�£�µ�º�†�Q#Ý�K�Z�–�å�±�î�Ç�™�–�«�†�Ç
�Û�µ�¹�•�å�¢�M�•�G�\�_�|�•  DoS �7�Á�?�}
Æ4Š�©�«�¸�Ò�†�–1¤�K�r�M���6�‡�K)F�D7H�†2x�<�•�\�

�¡�Û�–�”�å�º�?�}�­�Ÿ�×�Ü�¸�•  �Þ�Ë�Ý�b�|�~9×�8�§�î�Â�_3æ�™�I�€�•  TCP SYN �Ã�£�µ�º�@�
 TCP 
�æ/œ�w�™�µ+��_�|�W�Z�æ/œ�w�™�I�€�r�M���è0É�É�ß�­�«�p�_  SYN �¡�µ�Ÿ�î�@�Q#Ý�I�€�
�»�ß�µ�É
�I�€�•�w� �^�º�Û�Ç�•�µ�¡�b�X�@�q�`7H�_�š�<�}�€�r�M���K�S�@�W�Z�
�?4)�Y+��^�Í�«�º�?�}�b�K
)F0è/œ�@�§�î�Â�_�?4)�M�•�G�\�c�6�~�r�O�‡��

�«�¸�µ�É 11 [OK]  �†�¡�Ü�µ�¡�K�r�M��

NAT 
 7V�b�Q#Ý  
NAT 7V�¥�[�c�”�»�Þ�«�†�š�n��#.�?�}7V�¥�K�Z�
���Í�«�º�\�Ü�Ô�î�º  �Í�«�º�b�g�‰�[�K)F�†6ä���[�A
�•�|�:�_�K�r�M�� NAT 
 7V�[�c�

 7V�P1ß�b��7•�b�º�Û�Ç�•�µ�¡�†�ô���M�•�\�A�_��7•�b�”�»�Þ�«�\
��
›�”�»�Þ�«�†�æ���[�A�•�b�[>&�Ï�Ü�©�î  NAT �\� �]>' �
 NAT 
 7V�†�Q#Ý�M�•�\�²�–�¼�Ñ�µ�¡  �”�–�¹
�å�¸�•�¸�•  NAT �|�~�v0ò(ý�_�D�š�@�•+��[�M���S�T�K�
�Ï�Ü�©�î  NAT �\�c$��^�~�
 NAT 
 7V�[�c
�Ï�î�º�c*ƒ�Ö�I�€�r�O�‡���Ï�î�º�†*ƒ�Ö�M�•�_�c�
�«�±�¸�•�µ�¡  �Ï�Ü�©�î  �”�–�¹�å�¸�•�¸�•  NAT �†�Q
#Ý�K�Z�C�T�I�8��

NAT 
 7V�b0ò(ý�_�X�8�Z�c�
 �� NAT �D�š�@�–�¿�î�È�Ý�^"g�Â�[�b  NAT �b�Â�–�Ã�«�� >&P.25-10>' �†�g!·
�K�Z�C�T�I�8��

NAT 
 7V�†0¿���M�•�_�c�
���b�m8p�†��/œ�K�r�M��

�«�¸�µ�É 1 [Configuration] > [Firewall] > [NAT Rules] �Ì�–�å�?�}�
 [Add] > [Add NAT Exempt Rule] �†4E�¥�K�r
�M��
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  [NAT] �Ç�•�î�Ý�»�b1��Â
[Add NAT Exempt Rule] �²�–�”�ß�¢�Î�µ�¡�«�@/²&g�I�€�r�M��

�«�¸�µ�É 2 [Action: Exempt] �†�¡�Ü�µ�¡�K�r�M��

�«�¸�µ�É 3 [Original] 8•�æ�[�
 [Interface] �»�ß�µ�É�²�˜�å  �Ü�«�º�?�}�

 7V�P1ß�b��7•�b�”�»�Þ�«�†�â�X�Í�«�º�_
�K)F�M�•�–�å�±�î�Ç�™�–�«�†4E�¥�K�r�M��

�«�¸�µ�É 4 [Source] �Ç�•�î�Ý�»�_��7•�b�”�»�Þ�«�†
°�Š�K�r�M���r�S�c  [...] �Î�±�å�†�¡�Ü�µ�¡�K�Z�
 ASDM �[�M
�[�_��*O�I�€�Z�8�•  IP �”�»�Þ�«�†4E�¥�K�r�M��

�É�Þ�Ç�•�µ�¡�« / 6×�I/²0°>& 10.1.1.0/24 �^�]>'�†�Q#Ý�K�Z�”�»�Þ�«�\�§�È�¿�µ�º  �Ð�«�¡�†�æ���K�r�M��
�Ð�«�¡�†�Q#Ý�O�N�_  IP �”�»�Þ�«�†
°�Š�M�•�\�
�Q�b�”�»�Þ�«�c�q�‹�@  0 �[�6�W�Z�v�Í�«�º  �”�»�Þ�«�\
0b�^�I�€�r�M��

>&�@>' 
 7V�P1ß�¥�b�”�»�Þ�«�c�‹�[�æ���[�A�r�M���S�\�<�d�

 7V�P1ß�b�§�È�¿�µ�º>& 10.1.1.0/24 �^
�]>'�†�æ���[�A�r�M�@�
 10.1.1.50 �†�š�n�M�•�²0[�@�6�•���œ�c�
�Q�b�”�»�Þ�«�_�X�8�Z
 7V�†
7V�¥�M�•�9�b�Ý�î�Ý�†�8�B�[�A�r�M��

��7•�b�”�»�Þ�«�@0
�X�6�•���œ�c�•�å�Ð�[�
�)�~�r�M��

�«�¸�µ�É 5 [Destination] �Ç�•�î�Ý�»�_��
›�”�»�Þ�«�†
°�Š�K�r�M���r�S�c  [...] �Î�±�å�†�¡�Ü�µ�¡�K�Z�
 ASDM �[
�M�[�_��*O�I�€�Z�8�•  IP �”�»�Þ�«�†4E�¥�K�r�M��

�É�Þ�Ç�•�µ�¡�« / 6×�I/²0°>& 10.1.1.0/24 �^�]>'�†�Q#Ý�K�Z�”�»�Þ�«�\�§�È�¿�µ�º  �Ð�«�¡�†�æ���K�r�M��
�Ð�«�¡�†�Q#Ý�O�N�_  IP �”�»�Þ�«�†
°�Š�M�•�\�
�Q�b�”�»�Þ�«�c�q�‹�@  0 �[�6�W�Z�v�Í�«�º  �”�»�Þ�«�\
0b�^�I�€�r�M��

��
›�”�»�Þ�«�@0
�X�6�•���œ�c�•�å�Ð�[�
�)�~�r�M��

�¹�Ç�›�Ý�º�[�c�
�Ç�•�î�Ý�»�_�c�õ�–�b��
›�”�»�Þ�«�†0Á�•�M�•  any �@/²&g�I�€�Z�8�r�M��

�«�¸�µ�É 6 [NAT Exempt Direction] 8•�æ�[�
�*�)�b�­�Ÿ�×�Ü�¸�•  �–�å�±�î�Ç�™�–�«>&�¹�Ç�›�Ý�º>'�\9×�)�b�­
�Ÿ�×�Ü�¸�•  �–�å�±�î�Ç�™�–�«�b�]�U�}�_�¥�?�:�º�Û�Ç�•�µ�¡�†
 7V�P1ß�\�M�•�?�†�
0ñ�\�M�•�œ�É
�©�Ù�å  �Î�±�å�†�¡�Ü�µ�¡�K�Z4E�¥�K�r�M��

�«�¸�µ�É 7 >&�õ�–>' [Description] �Ç�•�î�Ý�»�_1��Â�†
°�Š�K�r�M��

�«�¸�µ�É 8 [OK]  �†�¡�Ü�µ�¡�K�r�M��

�«�¸�µ�É 9 >&�õ�–>' NAT 
 7V�Ý�î�Ý�_�µ�r�€�Z�8�S�M4Š�b�”�»�Þ�«�†
 7V�P1ß�¥�\�M�•���œ�

 7V�†�P7V�M�•�9�b
�Ý�î�Ý�†�8�B�K�r�M���¤�Ñ�b  NAT Exempt �Ý�î�Ý�†�‘�¡�Ü�µ�¡�K�
 [Insert] �†4E�¥�K�r�M��

[Add NAT Exempt Rule] �²�–�”�ß�¢�Î�µ�¡�«�@/²&g�I�€�r�M��

a. [Action: Do not exempt] �†�¡�Ü�µ�¡�K�r�M��

b. �«�¸�µ�É  3 >|  8 �†��/œ�K�Z�Ý�î�Ý�†�ö�B�I�O�r�M��

No Exempt �Ý�î�Ý�@  Exempt �Ý�î�Ý�b�S�_3ã�•�I�€�r�M�� Exempt �Ý�î�Ý�\  No Exempt �Ý�î�Ý�b8p�Î
�c5�0[�[�M���­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�@�Ã�£�µ�º�†
 7V�M�•�?�]�:�?�8�•�M�•�\�A�
�­�Ÿ�×�Ü
�¸�•  �”�É�Û�–�”�å�«�c�
�Ý�î�Ý�@�j�‡�[�8�•8p�Î�_�‘�8�
�Ã�£�µ�º�†�Q�€�R�€�b  NAT Exempt �Ý�î�Ý
�\  No Exempt �Ý�î�Ý�_�X�8�Z�è0É�K�r�M���8�N�€�?�b�Ý�î�Ý�_�œ+´�K�S���œ�
�Q�€�è7F�b�Ý�î�Ý�c
�³�™�µ�¡�I�€�r�O�‡��

[NAT] �Ç�•�î�Ý�»�b1��Â
�G�b8o�[�c�
 [NAT] #ì8��b�Ç�•�î�Ý�»�_�X�8�Z1��Â�K�r�M�����b8o% �†�v�~�V�F�r�M��

• �� NAT Rules��>&P.25-34>'
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  [NAT] �Ç�•�î�Ý�»�b1��Â
• �� Add/Edit Static NAT Rule��>&P.25-37>'

• �� Add/Edit Dynamic NAT Rule��>&P.25-39>'

• �� Manage Global Pool��>&P.25-40>'

• �� Add/Edit Global Address Pool��>&P.25-41>'

• �� Add/Edit Static Policy NAT Rule��>&P.25-41>'

• �� Add/Edit Dynamic Policy NAT Rule��>&P.25-43>'

• �� Add/Edit NAT Exempt Rule��>&P.25-45>'

NAT Rules

�Ç�•�î�Ý�»

�Ó�½�×�î8o% >8

• [Add]>8�‚�K�8  NAT �Ý�î�Ý�†3ã�•�K�r�M���»�ß�µ�É�²�˜�å  �Ü�«�º�?�}3ã�•�M�•�Ý�î�Ý�b�±�–�É�†
4E�¥�K�r�M��

– [Add Static NAT Rule]>8�«�±�¸�•�µ�¡  NAT �Ý�î�Ý�
�«�±�¸�•�µ�¡  PAT �Ý�î�Ý�
�r�S�c�«�±
�¸�•�µ�¡  �”�–�¹�å�¸�•�¸�•  NAT �Ý�î�Ý�†3ã�•�K�r�M��

– [Add Dynamic NAT Rule]>8�²�–�¼�Ñ�µ�¡  NAT �Ý�î�Ý�
�²�–�¼�Ñ�µ�¡  PAT �Ý�î�Ý�
�r�S�c�”
�–�¹�å�¸�•�¸�•  NAT �Ý�î�Ý�†3ã�•�K�r�M��

– [Add NAT Exempt Rule]>8NAT 
 7V�Ý�î�Ý�†3ã�•�K�r�M��

– [Advanced]>8�Ï�Ü�©�î  NAT �Ý�î�Ý�†3ã�•�K�r�M��

[Add Static Policy NAT Rule]>8�«�±�¸�•�µ�¡  �Ï�Ü�©�î  NAT �Ý�î�Ý�
�«�±�¸�•�µ�¡  �Ï�Ü�©�î  
PAT �Ý�î�Ý�
�r�S�c�«�±�¸�•�µ�¡  �Ï�Ü�©�î  �”�–�¹�å�¸�•�¸�•  NAT �Ý�î�Ý�†3ã�•�K�r�M��

[Add Dynamic Policy NAT Rule]>8�²�–�¼�Ñ�µ�¡  �Ï�Ü�©�î  NAT �Ý�î�Ý�r�S�c�²�–�¼�Ñ�µ�¡  �Ï
�Ü�©�î  PAT �Ý�î�Ý�†3ã�•�K�r�M��

– [Insert]>8�¸�î�È�Ý�[4E�¥�K�S�Ý�î�Ý�b�V�_� �L�±�–�É�b�‚�K�8�Ý�î�Ý�†��
°�K�r�M��

– [Insert After]>8�¸�î�È�Ý�[4E�¥�K�S�Ý�î�Ý�b�W�_� �L�±�–�É�b�‚�K�8�Ý�î�Ý�†��
°�K�r�M��

• [Edit]>8NAT �Ý�î�Ý�†)…7Ÿ�K�r�M��

• [Delete]>8NAT �Ý�î�Ý�†�P7V�K�r�M��

• [Move Up]>8�Ý�î�Ý�†�V�_&ã�·�K�r�M���Ý�î�Ý�c�
�G�b�¸�î�È�Ý�_/²&g�I�€�•8p�Î�[0Û�o�I�€�•�S
�u�
5�0
�K�S�Ý�î�Ý�@�6�•���œ�c�
�Q�€�}�†/²&g�M�•8p�Î�_�@�–�@�²0[�[�M��

• [Move Down]>8�Ý�î�Ý�†�W�_&ã�·�K�r�M��

• [Cut]>8�Ý�î�Ý�†�)�~�v�~�r�M��

• [Copy]>8�Ý�î�Ý�b�Ã�Û�Ó�î�±�†�¥�Æ�î�K�r�M�� [Paste] �Î�±�å�†�Q#Ý�M�€�d�
�Q�€�\� �L�Ã�Û�Ó�î
�±�†�â�X�Ý�î�Ý�†�‚�S�_�8�B�[�A�r�M��

• [Paste]>8�Ý�î�Ý�?�}�¥�Æ�î�K�S�Ã�Û�Ó�î�±�r�S�c�)�~�v�W�S�Ã�Û�Ó�î�±�@�6�}�?�L�u
°�Š�I�€�S"g
�Â�b  [Add/Edit Rule] �²�–�”�ß�¢�Î�µ�¡�«�@/²&g�I�€�r�M���G�b�²�–�”�ß�¢�Î�µ�¡�«�[�c�
�Q�€�}
�b�Ã�Û�Ó�î�±�†�Ÿ�G�K�Z�‚�K�8�Ý�î�Ý�†�8�B�K�
�Q�€�†�¸�î�È�Ý�_3ã�•�[�A�r�M�� [Paste] �Î�±�å
�†�¡�Ü�µ�¡�M�•�\�
4E�¥�K�S�Ý�î�Ý�b�M�D�S�_�Q�b�Ý�î�Ý�@3ã�•�I�€�r�M�� [Paste] �»�ß�µ�É�²�˜
�å  �Ü�«�º�?�}  [Paste After] 8o% �†4E�¥�M�•�\�
4E�¥�K�S�Ý�î�Ý�b�M�D�‹�_�Q�b�Ý�î�Ý�@3ã�•�I�€
�r�M��
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'¨  25 'v       NAT �b0¿��
  [NAT] �Ç�•�î�Ý�»�b1��Â
• [Find]>8�M+´�M�•�Ý�î�Ý�T�E�†/²&g�M�•�|�:�_�
/²&g
Æ���†�Ç�•�Ý�±�Ü�å�¢�K�r�M�� [Find] �†�¡
�Ü�µ�¡�M�•�\�
 [Filter] �Ç�•�î�Ý�»�@6ä�A�r�M���v�:�M�Ø  [Find] �†�¡�Ü�µ�¡�M�•�\�
 [Filter] �Ç�•�î
�Ý�»�c8�/²&g�_�^�~�r�M��

– [Filter] �»�ß�µ�É�²�˜�å  �Ü�«�º>8 [Interface]�
 [Original Source]�
 [Original Service]�

[Translated Interface]�
 [Translated Address]�
 [Translated Service]�
 [Rule Type]�
 [Query] �b
�p�?�}�Ç�•�Ý�±�ö =�†4E�¥�K�r�M���Ý�î�Ý  �¡�š�Ü�î�\�c�
0
�X�b�ö =�†  1 �X�_�r�\�u�S�v�b
�[�
�–�Ñ�K�Z�>�E�d)Þ�~3É�K�Q#Ý�[�A�r�M��

– [Condition] �»�ß�µ�É�²�˜�å  �Ü�«�º>8�ö =�@  [Original Source] �r�S�c  [Translate Address] �b��
�œ�
�²�ó�†  [is] �r�S�c  [contains] �?�}4E�¥�K�r�M���Ú�b�M�m�Z�b�ö =�[�c�
 [is] �²�ó�†�Q#Ý�K
�r�M��

– [Filter] �Ç�•�î�Ý�»>8 [Interface] �±�–�É�@4E�¥�I�€�S���œ�
�G�b�Ç�•�î�Ý�»�c�»�ß�µ�É�²�˜�å  
�Ü�«�º�_�^�~�
�Q�G�?�}�–�å�±�î�Ç�™�–�«�¡�†4E�¥�[�A�r�M�� [Rule] �±�–�É�b���œ�
�»�ß�µ�É
�²�˜�å  �Ü�«�º�_�c  [Exempt]�
 [Static]�
�>�|�g  [Dynamic] �@�µ�r�€�r�M�� [Query] �±�–�É�b��
�œ�
�G�b�»�ß�µ�É�²�˜�å  �Ü�«�º�_�c�
�M�m�Z�b��*O�í�s�Ý�î�Ý  �¡�š�Ü�î�@�µ�r�€�r�M��
[Original Source] �±�–�É�>�|�g  [Translated Address] �±�–�É�_�c�
 IP �”�»�Þ�«�†�æ���[�A�r
�M���m�·�[
°�Š�[�A�•�o�?�
 [...] �Î�±�å�†�¡�Ü�µ�¡�K�
 [Browse Address] �²�–�”�ß�¢�Î�µ�¡�«
�†6ä�8�Z�g!·�M�•�G�\�v�[�A�r�M�� [Translated Service] �±�–�É�_�c�
0
�X�b�É�ß�º�¥�Ý  �±�–
�É�†�æ���[�A�r�M���m�·�[
°�Š�[�A�•�o�?�
 [...] �Î�±�å�†�¡�Ü�µ�¡�K�
 [Browse Translated 
Service] �²�–�”�ß�¢�Î�µ�¡�«�†6ä�8�Z�g!·�M�•�G�\�v�[�A�r�M��

– [Filter]>8�Ç�•�Ý�±�†��/œ�K�r�M��

– [Clear]>8[Filter] �Ç�•�î�Ý�»�†�¡�Ü�”�K�r�M��

– [Define Query]>8[Define Query] �²�–�”�ß�¢�Î�µ�¡�«�@/²&g�I�€�r�M���G�b�²�–�”�ß�¢�Î�µ�¡
�«�[�c�
�¡�S�Ü�A�Ý�î�Ý  �¡�š�Ü�î�†'ö#.�[�A�r�M��

• [Diagram]>8�Ý�î�Ý  �¸�î�È�Ý�b�W�_  [Rule Flow Diagram] 8•�æ�@/²&g�I�€�r�M���G�b�W�_�c�
�¿�µ
�º�á�î�¡�
�º�Û�Ç�•�µ�¡�b�±�–�É�
�–�å�±�î�Ç�™�–�«�¡�
�Ç�ß�î�b�‰�¥�
�>�|�g�”�¡�©�Ù�å�@/²&g
�I�€�r�M��

• [Packet Trace]>84E�¥�K�S�Ý�î�Ý�b"I�ö�\�\�v�_�Ã�Û�Ó�î�±�@�6�}�?�L�u
°�Š�I�€�S�Ã�£�µ�º  �º
�Þ�î�§  �¶�î�Ý�†6ä�A�r�M��

[NAT Rules] �¸�î�È�Ý>8

�•�Û�Ò�b
Æ���†)…7Ÿ�M�•���œ�c�
�¸�î�È�Ý  �­�Ý�†�²�È�Ý�¡�Ü�µ�¡�K�r�M���•�Û�Ò  �Ê�µ�²�î�†�²�È�Ý�¡
�Ü�µ�¡�M�•�\�
4E�¥�I�€�S�•�Û�Ò�†�¯�î�º  �Ÿ�î�\�K�Z�
�¸�î�È�Ý�@,e�X�Ð�b�¼8p�[�¯�î�º�I�€�r�M��
�Ý�î�Ý�†�‘�¡�Ü�µ�¡�M�•�\�
�V0°�b�Î�±�å�[4E�¥�[�A�•�M�m�Z�œ�É�©�Ù�å�b�o�?�
 [Insert] 8o% �>�|�g  
[Insert After] 8o% �@/²&g�I�€�r�M�� [Insert] 8o% �†�æ���M�•�\�
4E�¥�K�S�Ý�î�Ý�b�M�D�S�_�‚�K�8�Ý�î
�Ý�@��
°�I�€�
 [Insert After] 8o% �†�æ���M�•�\�
4E�¥�K�S�Ý�î�Ý�b�M�D�‹�_�‚�K�8�Ý�î�Ý�@��
°�I�€
�r�M��

• [Real Interface Name]>8NAT �Ý�î�Ý�c3æ�™
–�–�å�±�î�Ç�™�–�«�H�\�_�r�\�u�}�€�
3æ�™
–�–�å�±�î
�Ç�™�–�«�c�
�š�n�P1ß�\�^�•��7•�b�Í�«�º�_�K)F�I�€�r�M�� + �r�S�c  - �Î�±�å�†�¡�Ü�µ�¡�K�Z�
�–
�å�±�î�Ç�™�–�«�b  NAT �Ý�î�Ý�†/²&g�r�S�c8�/²&g�_�[�A�r�M��

• [#]>8�Ý�î�Ý�b0Û�o8p�Î�†&g�K�r�M��

• [Type]>8�š�n�Ý�î�Ý  �±�–�É�†/²&g�K�r�M��

• [Original]>8��7•�b�”�»�Þ�«�†/²&g�K�r�M��

– [Source]>8�š�n�M�•��7•�b�”�»�Þ�«�†&g�K�r�M��

– [Destination]>8�Ï�Ü�©�î  NAT �\  NAT 
 7V�b���œ�c�
��7•�b�”�»�Þ�«�b��
›�¿�µ�º�á�î�¡�†&g
�K�r�M���† =  NAT �b���œ�
/²&g�c'5$Ñ�_�^�~�r�M��

– [Service]>8�«�±�¸�•�µ�¡  PAT �b���œ�
�š�n
–�b�§�î�Å�«�†&g�K�r�M��

• [Translated]>8�Ð�µ�Æ�å�¢  �”�»�Þ�«�\�Q�€�_6õ4��Ü�E�}�€�S�–�å�±�î�Ç�™�–�«�†/²&g�K�r�M��
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  [NAT] �Ç�•�î�Ý�»�b1��Â
– [Interface]>8�Ð�µ�Æ�å�¢  �–�å�±�î�Ç�™�–�«�†&g�K�r�M��

– [Address]>8�Ð�µ�Æ�å�¢ �”�»�Þ�«�†&g�K�r�M��

– [Service]>8�«�±�¸�•�µ�¡  PAT �b���œ�
�š�n
›�b�§�î�Å�«�†&g�K�r�M��

• [Options]>8���b8o% �@�6�~�r�M��

– [DNS Rewrite]>8NAT �Ý�î�Ý�_  DNS �§�î�Â
Æ�_�š�å�º�Ü�†�â�X�Í�«�º�b��7•�b�”�»�Þ�«�@�µ
�r�€�Z�>�~�
�Q�b  DNS �§�î�Â�@�¡�Û�–�”�å�º�\$��^�•�–�å�±�î�Ç�™�–�«�V�_�6�•���œ�
�¡�Û
�–�”�å�º�\  DNS �§�î�Â�[�c�Í�«�º�b�”�»�Þ�«�@$��^�W�Z�8�•�²0[�@�6�~�r�M���M�‰�_�c�Ð�µ
�Æ�å�¢ �”�»�Þ�«�@�
�v�:�M�‰�_�c��7•�b�”�»�Þ�«�@�²0[�[�M���G�b�œ�É�©�Ù�å�c�
�¡�Û�–�”
�å�º�_3æ�™�I�€�•  DNS �Â'Å
Æ�b�”�»�Þ�«�†�i�A�n�<�r�M���Ð�µ�Æ�å�¢�I�€�•�Í�«�º�c�
�¡�Û
�–�”�å�º�r�S�c  DNS �§�î�Â�b�8�N�€�?�\� �L�–�å�±�î�Ç�™�–�«�V�_�6�•�²0[�@�6�~�r�M��0ò
(ý�_�X�8�Z�c�
 �� DNS �>�|�g  NAT��>&P.25-16>' �†�g!·�K�Z�C�T�I�8���G�b�œ�É�©�Ù�å�c�¸�î�È
�Ý�[%$�K�œ�å�r�S�c�œ�Ç�_�[�A�r�M��

– [Maximum TCP Connections]>8TCP �b�q�±�K)F�X�†  0 >|  65,535 �b(
�V�[�æ���K�r�M���G�b�Í
�†  0 �_0¿���M�•�\�
�K)F�X�c!“�D7H�_�^�~�r�M��

– [Maximum Embryonic Connections]>8�6�‡�K)F�b�q�±�X�†  65,536 �r�[�b(
�V�[�æ���K�r�M��
�6�‡�K)F�\�c�
3æ�™
–�\��
›�b6ë�[�²0[�_�^�•�Á�å�»�©�™�–�¡�†�ö�¢�K�Z�8�^�8�K)F0[�Ó�b�G
�\�[�M���G�b�D7H�_�|�~�
 TCP �æ/œ�w�™�µ+��@�–�¿�î�È�Ý�_�^�~�r�M���¹�Ç�›�Ý�º�c  0 �[�
�q
�±�6�‡�K)F�X�[�6�•�G�\�†&g�K�r�M�� TCP �æ/œ�w�™�c�
TCP SYN �Ã�£�µ�º�†�Q#Ý�K�Z�–�å
�±�î�Ç�™�–�«�†�Ç�Û�µ�¹�•�å�¢�M�•�G�\�_�|�•  DoS �7�Á�?�}
Æ4Š�©�«�¸�Ò�†�–1¤�K�r�M���6
�‡�K)F�D7H�†2x�<�•�\�
�¡�Û�–�”�å�º�?�}�­�Ÿ�×�Ü�¸�•  �Þ�Ë�Ý�b�|�~9×�8�§�î�Â�_3æ�™�I�€
�•  TCP SYN �Ã�£�µ�º�@�
 TCP �æ/œ�w�™�µ+��_�|�W�Z�æ/œ�w�™�I�€�r�M���è0É�É�ß�­�«�p�_  
SYN �¡�µ�Ÿ�î�@�Q#Ý�I�€�
�»�ß�µ�É�I�€�•�w� �^�º�Û�Ç�•�µ�¡�b�X�@�q�`7H�_�š�<�}�€�r�M��
�K�S�@�W�Z�
�?4)�Y+��^�Í�«�º�?�}�b�K)F0è/œ�@�§�î�Â�_�?4)�M�•�G�\�c�6�~�r�O�‡��

– [Maximum UDP Connections]>8UDP �b�q�±�K)F�X�†  0 >|  65,535 �b(
�V�[�æ���K�r�M���G�b
�Í�†  0 �_0¿���M�•�\�
�K)F�X�c!“�D7H�_�^�~�r�M��

– [Randomize sequence number]>8�G�b�³�™�µ�¡�Î�µ�¡�«�†�œ�å�_�M�•�\>&�¹�Ç�›�Ý�º>' �
�­�Ÿ�×
�Ü�¸�•  �”�É�Û�–�”�å�«�c  TCP �Ã�£�µ�º�b�©�î�£�å�«$��•�†�Û�å�²�Ò�ì�K�r�M���Q�€�R�€�b  
TCP �K)F�_�c  2 �X�b  ISN �@�m�~�\�Z�}�€�Z�>�~�
�Q�b�:�U�b  1 �X�c�¡�Û�–�”�å�º�[#Õ�B�I�€�

�v�:  1 �X�c�§�î�Â�[#Õ�B�I�€�r�M���­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�c�
%T�™�\$Î�™�b�g�‰�¥�[3û
4#�M�•  TCP SNY �b  ISN �†�Û�å�²�Ò�ì�K�r�M��

�–1¤�I�€�S�Í�«�º�b  ISN �†�Û�å�²�Ò�ì�M�•�G�\�_�|�~�
�7�Á*…�@�‚�K�8�K)F�[���b  ISN �†�£
 ��[�A�^�8�|�:�_�K�Z�
�‚0d�­�µ�©�Ù�å�@�Œ�W�v�}�€�•�b�†75�B�r�M��

TCP �6�‡�©�î�£�å�«$��•�b�Û�å�²�Ò�ì�c�
�²0[�_�Â�L�Z�¹�•�­�î�È�Ý�_�[�A�r�M�����_�[�†
&g�K�r�M��

�9�b%$�4�K)F�I�€�S�Ç�“�–�”�˜�›�î�Ý�[�v�6�‡�©�î�£�å�«$��•�@�Û�å�²�Ò�ì�I�€�
�º�Û�Ç�•�µ
�¡�_�s8j�M�•�G�\�c�^�8�v�b�b�
�g�‰�b�Ç�“�–�”�˜�›�î�Ý�[�G�b�·�8�†��/œ�M�•�²0[�@�^�8��
�œ��

�­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�[  eBGP �Ð�Ý�³�Í�µ�É�†�Q#Ý�K�Z�>�~�
 eBGP �Æ�”�[  MD5 �†�Q
#Ý�K�Z�8�•���œ���Û�å�²�Ò�ì�_�|�~�
 MD5 �³�™�µ�¡�§�Ò�c�(0Ž�I�€�r�M��

�­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�[�K)F�b�©�î�£�å�«�†�Û�å�²�Ò�ì�K�^�8�|�:�_�M�•�²0[�@�6�•  
WAAS �¹�Â�–�«�†�Q#Ý�M�•���œ��

�G�b�œ�É�©�Ù�å�c�¸�î�È�Ý�[%$�K�œ�å�r�S�c�œ�Ç�_�[�A�r�M��

• [Description]>&Policy NAT �b���œ�b�s>' >8�Ý�î�Ý�b1��Â�@�6�•���œ�c�
�G�b�•�Û�Ò�_/²&g�I�€�r
�M��
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  [NAT] �Ç�•�î�Ý�»�b1��Â
�Q�b�Ú�b8•�æ>8

• [Enable traffic through the firewall without address translation]>8NAT �D�š�†�–�¿�î�È�Ý�r�S�c�¹�•
�­�î�È�Ý�_�K�r�M��0ò(ý�_�X�8�Z�c�
 �� NAT �¥�å�º�ß�î�Ý�� >&P.25-5>' �†�g!·�K�Z�C�T�I�8��

• [Addresses]>8�G�b�±�È�[�c�
 IP �”�»�Þ�«  �œ�È�ª�™�¡�º�r�S�c�¿�µ�º�á�î�¡  �œ�È�ª�™�¡�º  �¢�Ý�î
�É�†3ã�•�
)…7Ÿ�
�P7V�
�r�S�c�è(ô�[�A�r�M��

• [Services]>8�G�b�±�È�[�c�
�§�î�Å�«�†3ã�•�
)…7Ÿ�
�P7V�
�r�S�c�è(ô�[�A�r�M��

• [Global Pools]>8�G�b�±�È�[�c�
�²�–�¼�Ñ�µ�¡  NAT �¥�å�Ç�•� �×�Þ�î�©�Ù�å�[�Q#Ý�I�€�•�¢�ß�î�Â
�Ý �”�»�Þ�«�b  NAT �É�î�Ý�†'ö#.�[�A�r�M��

�Ô�î�»

���b/²�c�
�G�b�µ+��†�Q#Ý�[�A�•�Ô�î�»�†&g�K�S�v�b�[�M��

Add/Edit Static NAT Rule

�Ç�•�î�Ý�»

• [Original]>8�¿�µ�º�á�î�¡�š�n�@4:#Ý�I�€�•�S�b��7•�b�”�»�Þ�«�\�Q�€�_6õ4��Ü�E�}�€�Z�8�•�–�å
�±�î�Ç�™�–�«��

– [Interface]>8��7•�b�Í�«�º�r�S�c�¿�µ�º�á�î�¡�@�6�•�
�­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�b�¿�µ�º
�á�î�¡  �–�å�±�î�Ç�™�–�«�†4E�¥�K�r�M��

– [Source]>8�Ý�î�Ý�†4:#Ý�M�•�Í�«�º�r�S�c�¿�µ�º�á�î�¡�b  IP �”�»�Þ�«�†�æ���K�r�M��

�É�Þ�Ç�•�µ�¡�« / 6×�I/²0°>& 10.1.1.0/24 �^�]>'�†�Q#Ý�K�Z�”�»�Þ�«�\�§�È�¿�µ�º  �Ð�«�¡�†�æ��
�K�r�M���Ð�«�¡�†�Q#Ý�O�N�_  IP �”�»�Þ�«�†
°�Š�M�•�\�
�Q�b�”�»�Þ�«�c�q�‹�@  0 �[�6�W�Z�v
�Í�«�º  �”�»�Þ�«�\0b�^�I�€�r�M��

– [...]>8ASDM �[�M�[�_��*O�I�€�Z�8�•  IP �”�»�Þ�«�†4E�¥�[�A�r�M��

• [Translated]>8�Ð�µ�Æ�å�¢  �–�å�±�î�Ç�™�–�«�\  IP �”�»�Þ�«�†�æ���[�A�r�M����7•�b�”�»�Þ�«�\�Ð�µ
�Æ�å�¢ �”�»�Þ�«�b�§�È�¿�µ�º  �Ð�«�¡�c� �L�[�6�•�²0[�@�6�~�r�M��

– [Interface]>8�Ð�µ�Æ�å�¢  �”�»�Þ�«�†�Q#Ý�M�•�–�å�±�î�Ç�™�–�«�†0¿���K�r�M��

– [IP address]>8�Ð�µ�Æ�å�¢  IP �”�»�Þ�«�†0¿���K�r�M��

– [...]>8ASDM �[�M�[�_��*O�I�€�Z�8�•  IP �”�»�Þ�«�†4E�¥�[�A�r�M��

– [Use Interface IP address]>8[Interface] �»�ß�µ�É�²�˜�å  �Ü�«�º�[4E�¥�K�S�–�å�±�î�Ç�™�–�«�b
�–�å�±�î�Ç�™�–�«  IP �”�»�Þ�«�\�^�•�Ð�µ�Æ�å�¢  IP �”�»�Þ�«�†0¿���K�r�M��

• [Port Address Translation (PAT)]>8PAT �Ã�Û�Ó�î�±�†0¿���K�r�M��

– [Enable Port Address Translation (PAT)]>8�«�±�¸�•�µ�¡  PAT �†�–�¿�î�È�Ý�_�K�r�M��

– [Protocol]>8TCP �r�S�c  UDP��

– [Original Port]>8�Ï�î�º$��•�r�S�c�¡�S�†
°�Š�K�r�M��

– [Translated Port]>8�Ï�î�º$��•�r�S�c�¡�S�†
°�Š�K�r�M��

�Ç�“�–�”�˜�›�î�Ý  �Ô�î�» �­�Ÿ�×�Ü�¸�•  �¥�å�¸�Ÿ�«�º

�Ý�î�¸�µ�» 3ñ4# �©�å�¢�Ý

�Ð�Ý�³

�¥�å�¸�Ÿ�«
�º �©�«�¸�Ò
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'¨  25 'v       NAT �b0¿��
  [NAT] �Ç�•�î�Ý�»�b1��Â
• [Connection Settings]>8[DNS Rewrite]�
 [Maximum Connections]�
 [Embryonic Limit]�
�>�|�g  
[Randomize Sequence Number] �†0¿���[�A�r�M��

– [DNS Rewrite]>8NAT �Ý�î�Ý�_  DNS �§�î�Â
Æ�_�š�å�º�Ü�†�â�X�Í�«�º�b��7•�b�”�»�Þ�«�@�µ
�r�€�Z�>�~�
�Q�b  DNS �§�î�Â�@�¡�Û�–�”�å�º�\$��^�•�–�å�±�î�Ç�™�–�«�V�_�6�•���œ�
�¡�Û
�–�”�å�º�\  DNS �§�î�Â�[�c�Í�«�º�b�”�»�Þ�«�@$��^�W�Z�8�•�²0[�@�6�~�r�M���M�‰�_�c�Ð�µ
�Æ�å�¢ �”�»�Þ�«�@�
�v�:�M�‰�_�c��7•�b�”�»�Þ�«�@�²0[�[�M���G�b�œ�É�©�Ù�å�c�
�¡�Û�–�”
�å�º�_3æ�™�I�€�•  DNS �Â'Å
Æ�b�”�»�Þ�«�†�i�A�n�<�r�M���Ð�µ�Æ�å�¢�I�€�•�Í�«�º�c�
�¡�Û
�–�”�å�º�r�S�c  DNS �§�î�Â�b�8�N�€�?�\� �L�–�å�±�î�Ç�™�–�«�V�_�6�•�²0[�@�6�~�r�M��0ò
(ý�_�X�8�Z�c�
 �� DNS �>�|�g  NAT��>&P.25-16>' �†�g!·�K�Z�C�T�I�8���G�b�œ�É�©�Ù�å�c�¸�î�È
�Ý�[%$�K�œ�å�r�S�c�œ�Ç�_�[�A�r�M��

– [Maximum TCP Connections]>8TCP �b�q�±�K)F�X�†  0 >|  65,535 �b(
�V�[�æ���K�r�M���G�b�Í
�†  0 �_0¿���M�•�\�
�K)F�X�c!“�D7H�_�^�~�r�M��

– [Maximum Embryonic Connections]>8�6�‡�K)F�b�q�±�X�†  65,536 �r�[�b(
�V�[�æ���K�r�M��
�6�‡�K)F�\�c�
3æ�™
–�\��
›�b6ë�[�²0[�_�^�•�Á�å�»�©�™�–�¡�†�ö�¢�K�Z�8�^�8�K)F0[�Ó�b�G
�\�[�M���G�b�D7H�_�|�~�
 TCP �æ/œ�w�™�µ+��@�–�¿�î�È�Ý�_�^�~�r�M���¹�Ç�›�Ý�º�c  0 �[�
�q
�±�6�‡�K)F�X�[�6�•�G�\�†&g�K�r�M�� TCP �æ/œ�w�™�c�
TCP SYN �Ã�£�µ�º�†�Q#Ý�K�Z�–�å
�±�î�Ç�™�–�«�†�Ç�Û�µ�¹�•�å�¢�M�•�G�\�_�|�•  DoS �7�Á�?�}
Æ4Š�©�«�¸�Ò�†�–1¤�K�r�M���6
�‡�K)F�D7H�†2x�<�•�\�
�¡�Û�–�”�å�º�?�}�­�Ÿ�×�Ü�¸�•  �Þ�Ë�Ý�b�|�~9×�8�§�î�Â�_3æ�™�I�€
�•  TCP SYN �Ã�£�µ�º�@�
 TCP �æ/œ�w�™�µ+��_�|�W�Z�æ/œ�w�™�I�€�r�M���è0É�É�ß�­�«�p�_  
SYN �¡�µ�Ÿ�î�@�Q#Ý�I�€�
�»�ß�µ�É�I�€�•�w� �^�º�Û�Ç�•�µ�¡�b�X�@�q�`7H�_�š�<�}�€�r�M��
�K�S�@�W�Z�
�?4)�Y+��^�Í�«�º�?�}�b�K)F0è/œ�@�§�î�Â�_�?4)�M�•�G�\�c�6�~�r�O�‡��

– [Maximum UDP Connections]>8UDP �b�q�±�K)F�X�†  0 >|  65,535 �b(
�V�[�æ���K�r�M���G�b
�Í�†  0 �_0¿���M�•�\�
�K)F�X�c!“�D7H�_�^�~�r�M��

– [Randomize sequence number]>8�G�b�³�™�µ�¡�Î�µ�¡�«�†�œ�å�_�M�•�\>&�¹�Ç�›�Ý�º>' �
�­�Ÿ�×
�Ü�¸�•  �”�É�Û�–�”�å�«�c  TCP �Ã�£�µ�º�b�©�î�£�å�«$��•�†�Û�å�²�Ò�ì�K�r�M���Q�€�R�€�b  
TCP �K)F�_�c  2 �X�b  ISN �@�m�~�\�Z�}�€�Z�>�~�
�Q�b�:�U�b  1 �X�c�¡�Û�–�”�å�º�[#Õ�B�I�€�

�v�:  1 �X�c�§�î�Â�[#Õ�B�I�€�r�M���­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�c�
%T�™�\$Î�™�b�g�‰�¥�[3û
4#�M�•  TCP SNY �b  ISN �†�Û�å�²�Ò�ì�K�r�M��

�–1¤�I�€�S�Í�«�º�b  ISN �†�Û�å�²�Ò�ì�M�•�G�\�_�|�~�
�7�Á*…�@�‚�K�8�K)F�[���b  ISN �†�£
 ��[�A�^�8�|�:�_�K�Z�
�‚0d�­�µ�©�Ù�å�@�Œ�W�v�}�€�•�b�†75�B�r�M��

TCP �6�‡�©�î�£�å�«$��•�b�Û�å�²�Ò�ì�c�
�²0[�_�Â�L�Z�¹�•�­�î�È�Ý�_�[�A�r�M�����_�[�†
&g�K�r�M��

�9�b%$�4�K)F�I�€�S�Ç�“�–�”�˜�›�î�Ý�[�v�6�‡�©�î�£�å�«$��•�@�Û�å�²�Ò�ì�I�€�
�º�Û�Ç�•�µ
�¡�_�s8j�M�•�G�\�c�^�8�v�b�b�
�g�‰�b�Ç�“�–�”�˜�›�î�Ý�[�G�b�·�8�†��/œ�M�•�²0[�@�^�8��
�œ��

�­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�[  eBGP �Ð�Ý�³�Í�µ�É�†�Q#Ý�K�Z�>�~�
 eBGP �Æ�”�[  MD5 �†�Q
#Ý�K�Z�8�•���œ���Û�å�²�Ò�ì�_�|�~�
 MD5 �³�™�µ�¡�§�Ò�c�(0Ž�I�€�r�M��

�­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�[�K)F�b�©�î�£�å�«�†�Û�å�²�Ò�ì�K�^�8�|�:�_�M�•�²0[�@�6�•  
WAAS �¹�Â�–�«�†�Q#Ý�M�•���œ��

�G�b�œ�É�©�Ù�å�c�¸�î�È�Ý�[%$�K�œ�å�r�S�c�œ�Ç�_�[�A�r�M��

�Ô�î�»

���b/²�c�
�G�b�µ+��†�Q#Ý�[�A�•�Ô�î�»�†&g�K�S�v�b�[�M��
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'¨  25 'v       NAT �b0¿��
  [NAT] �Ç�•�î�Ý�»�b1��Â
Add/Edit Dynamic NAT Rule

�Ç�•�î�Ý�»

• [Original]>8�¿�µ�º�á�î�¡�š�n�@4:#Ý�I�€�•�S�b��7•�b�”�»�Þ�«�\�Q�€�_6õ4��Ü�E�}�€�Z�8�•�–�å
�±�î�Ç�™�–�«��

– [Interface]>8��7•�b�Í�«�º�r�S�c�¿�µ�º�á�î�¡�@�6�•�
�­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�b�¿�µ�º
�á�î�¡  �–�å�±�î�Ç�™�–�«�†4E�¥�K�r�M��

– [Source]>8�Ý�î�Ý�†4:#Ý�M�•�Í�«�º�r�S�c�¿�µ�º�á�î�¡�b  IP �”�»�Þ�«�†�æ���K�r�M��

�É�Þ�Ç�•�µ�¡�« / 6×�I/²0°>& 10.1.1.0/24 �^�]>'�†�Q#Ý�K�Z�”�»�Þ�«�\�§�È�¿�µ�º  �Ð�«�¡�†�æ��
�K�r�M���Ð�«�¡�†�Q#Ý�O�N�_  IP �”�»�Þ�«�†
°�Š�M�•�\�
�Q�b�”�»�Þ�«�c�q�‹�@  0 �[�6�W�Z�v
�Í�«�º  �”�»�Þ�«�\0b�^�I�€�r�M��

– [...]>8ASDM �[�M�[�_��*O�I�€�Z�8�•  IP �”�»�Þ�«�†4E�¥�[�A�r�M��

• [Translated]>8�²�–�¼�Ñ�µ�¡  �–�å�±�î�Ç�™�–�«�\�¢�ß�î�Â�Ý  �”�»�Þ�«  �É�î�Ý�†�æ���[�A�r�M��

– [Pool ID]>8�¢�ß�î�Â�Ý  �É�î�Ý�b�É�î�Ý  ID �†&g�K�r�M��

– [Interface]>8�É�î�Ý  ID �_6õ4��Ü�E�}�€�S�–�å�±�î�Ç�™�–�«�†&g�K�r�M��

– [Addresses Pool]>8�–�å�±�î�Ç�™�–�«�H�\�_�É�î�Ý
Æ�b�”�»�Þ�«�†&g�K�r�M��

– [Manage]>8�¢�ß�î�Â�Ý  �É�î�Ý�†'ö#.�K�r�M��

• [Connection Settings]>8[DNS Rewrite]�
 [Maximum Connections]�
 [Embryonic Limit]�
�>�|�g  
[Randomize Sequence Number] �†0¿���[�A�r�M��

– [DNS Rewrite]>8NAT �Ý�î�Ý�_  DNS �§�î�Â
Æ�_�š�å�º�Ü�†�â�X�Í�«�º�b��7•�b�”�»�Þ�«�@�µ
�r�€�Z�>�~�
�Q�b  DNS �§�î�Â�@�¡�Û�–�”�å�º�\$��^�•�–�å�±�î�Ç�™�–�«�V�_�6�•���œ�
�¡�Û
�–�”�å�º�\  DNS �§�î�Â�[�c�Í�«�º�b�”�»�Þ�«�@$��^�W�Z�8�•�²0[�@�6�~�r�M���M�‰�_�c�Ð�µ
�Æ�å�¢ �”�»�Þ�«�@�
�v�:�M�‰�_�c��7•�b�”�»�Þ�«�@�²0[�[�M���G�b�œ�É�©�Ù�å�c�
�¡�Û�–�”
�å�º�_3æ�™�I�€�•  DNS �Â'Å
Æ�b�”�»�Þ�«�†�i�A�n�<�r�M���Ð�µ�Æ�å�¢�I�€�•�Í�«�º�c�
�¡�Û
�–�”�å�º�r�S�c  DNS �§�î�Â�b�8�N�€�?�\� �L�–�å�±�î�Ç�™�–�«�V�_�6�•�²0[�@�6�~�r�M��0ò
(ý�_�X�8�Z�c�
 �� DNS �>�|�g  NAT��>&P.25-16>' �†�g!·�K�Z�C�T�I�8���G�b�œ�É�©�Ù�å�c�¸�î�È
�Ý�[%$�K�œ�å�r�S�c�œ�Ç�_�[�A�r�M��

– [Maximum TCP Connections]>8TCP �b�q�±�K)F�X�†  0 >|  65,535 �b(
�V�[�æ���K�r�M���G�b�Í
�†  0 �_0¿���M�•�\�
�K)F�X�c!“�D7H�_�^�~�r�M��

– [Maximum Embryonic Connections]>8�6�‡�K)F�b�q�±�X�†  65,536 �r�[�b(
�V�[�æ���K�r�M��
�6�‡�K)F�\�c�
3æ�™
–�\��
›�b6ë�[�²0[�_�^�•�Á�å�»�©�™�–�¡�†�ö�¢�K�Z�8�^�8�K)F0[�Ó�b�G
�\�[�M���G�b�D7H�_�|�~�
 TCP �æ/œ�w�™�µ+��@�–�¿�î�È�Ý�_�^�~�r�M���¹�Ç�›�Ý�º�c  0 �[�
�q
�±�6�‡�K)F�X�[�6�•�G�\�†&g�K�r�M�� TCP �æ/œ�w�™�c�
TCP SYN �Ã�£�µ�º�†�Q#Ý�K�Z�–�å
�±�î�Ç�™�–�«�†�Ç�Û�µ�¹�•�å�¢�M�•�G�\�_�|�•  DoS �7�Á�?�}
Æ4Š�©�«�¸�Ò�†�–1¤�K�r�M���6
�‡�K)F�D7H�†2x�<�•�\�
�¡�Û�–�”�å�º�?�}�­�Ÿ�×�Ü�¸�•  �Þ�Ë�Ý�b�|�~9×�8�§�î�Â�_3æ�™�I�€
�•  TCP SYN �Ã�£�µ�º�@�
 TCP �æ/œ�w�™�µ+��_�|�W�Z�æ/œ�w�™�I�€�r�M���è0É�É�ß�­�«�p�_  
SYN �¡�µ�Ÿ�î�@�Q#Ý�I�€�
�»�ß�µ�É�I�€�•�w� �^�º�Û�Ç�•�µ�¡�b�X�@�q�`7H�_�š�<�}�€�r�M��
�K�S�@�W�Z�
�?4)�Y+��^�Í�«�º�?�}�b�K)F0è/œ�@�§�î�Â�_�?4)�M�•�G�\�c�6�~�r�O�‡��

�Ç�“�–�”�˜�›�î�Ý  �Ô�î�» �­�Ÿ�×�Ü�¸�•  �¥�å�¸�Ÿ�«�º

�Ý�î�¸�µ�» 3ñ4# �©�å�¢�Ý

�Ð�Ý�³

�¥�å�¸�Ÿ�«
�º �©�«�¸�Ò
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'¨  25 'v       NAT �b0¿��
  [NAT] �Ç�•�î�Ý�»�b1��Â
– [Maximum UDP Connections]>8UDP �b�q�±�K)F�X�†  0 >|  65,535 �b(
�V�[�æ���K�r�M���G�b
�Í�†  0 �_0¿���M�•�\�
�K)F�X�c!“�D7H�_�^�~�r�M��

– [Randomize sequence number]>8�G�b�³�™�µ�¡�Î�µ�¡�«�†�œ�å�_�M�•�\>&�¹�Ç�›�Ý�º>' �
�­�Ÿ�×
�Ü�¸�•  �”�É�Û�–�”�å�«�c  TCP �Ã�£�µ�º�b�©�î�£�å�«$��•�†�Û�å�²�Ò�ì�K�r�M���Q�€�R�€�b  
TCP �K)F�_�c  2 �X�b  ISN �@�m�~�\�Z�}�€�Z�>�~�
�Q�b�:�U�b  1 �X�c�¡�Û�–�”�å�º�[#Õ�B�I�€�

�v�:  1 �X�c�§�î�Â�[#Õ�B�I�€�r�M���­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�c�
%T�™�\$Î�™�b�g�‰�¥�[3û
4#�M�•  TCP SNY �b  ISN �†�Û�å�²�Ò�ì�K�r�M��

�–1¤�I�€�S�Í�«�º�b  ISN �†�Û�å�²�Ò�ì�M�•�G�\�_�|�~�
�7�Á*…�@�‚�K�8�K)F�[���b  ISN �†�£
 ��[�A�^�8�|�:�_�K�Z�
�‚0d�­�µ�©�Ù�å�@�Œ�W�v�}�€�•�b�†75�B�r�M��

TCP �6�‡�©�î�£�å�«$��•�b�Û�å�²�Ò�ì�c�
�²0[�_�Â�L�Z�¹�•�­�î�È�Ý�_�[�A�r�M�����_�[�†
&g�K�r�M��

�9�b%$�4�K)F�I�€�S�Ç�“�–�”�˜�›�î�Ý�[�v�6�‡�©�î�£�å�«$��•�@�Û�å�²�Ò�ì�I�€�
�º�Û�Ç�•�µ
�¡�_�s8j�M�•�G�\�c�^�8�v�b�b�
�g�‰�b�Ç�“�–�”�˜�›�î�Ý�[�G�b�·�8�†��/œ�M�•�²0[�@�^�8��
�œ��

�­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�[  eBGP �Ð�Ý�³�Í�µ�É�†�Q#Ý�K�Z�>�~�
 eBGP �Æ�”�[  MD5 �†�Q
#Ý�K�Z�8�•���œ���Û�å�²�Ò�ì�_�|�~�
 MD5 �³�™�µ�¡�§�Ò�c�(0Ž�I�€�r�M��

�­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�[�K)F�b�©�î�£�å�«�†�Û�å�²�Ò�ì�K�^�8�|�:�_�M�•�²0[�@�6�•  
WAAS �¹�Â�–�«�†�Q#Ý�M�•���œ��

�G�b�œ�É�©�Ù�å�c�¸�î�È�Ý�[%$�K�œ�å�r�S�c�œ�Ç�_�[�A�r�M��

�Ô�î�»

���b/²�c�
�G�b�µ+��†�Q#Ý�[�A�•�Ô�î�»�†&g�K�S�v�b�[�M��

Manage Global Pool

�Ç�•�î�Ý�»

• [Add]>8�‚�K�8�¢�ß�î�Â�Ý  �É�î�Ý�†3ã�•�K�r�M��

• [Edit]>84E�¥�K�S�¢�ß�î�Â�Ý  �É�î�Ý�†)…7Ÿ�K�r�M��

• [Delete]>84E�¥�K�S�¢�ß�î�Â�Ý  �É�î�Ý�†�P7V�K�r�M��

• [Pool ID]>8�É�î�Ý  ID �†&g�K�r�M��

• [Interface]>8�”�»�Þ�«  �É�î�Ý�_6õ4��Ü�E�}�€�Z�8�•�–�å�±�î�Ç�™�–�«�¡�†/²&g�K�r�M��

• [Addresses Pool]>8�É�î�Ý
Æ�b�”�»�Þ�«�†�æ���K�r�M��

�Ô�î�»

���b/²�c�
�G�b�µ+��†�Q#Ý�[�A�•�Ô�î�»�†&g�K�S�v�b�[�M��

�Ç�“�–�”�˜�›�î�Ý  �Ô�î�» �­�Ÿ�×�Ü�¸�•  �¥�å�¸�Ÿ�«�º

�Ý�î�¸�µ�» 3ñ4# �©�å�¢�Ý

�Ð�Ý�³

�¥�å�¸�Ÿ�«
�º �©�«�¸�Ò

• • • • —
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'¨  25 'v       NAT �b0¿��
  [NAT] �Ç�•�î�Ý�»�b1��Â
Add/Edit Global Address Pool

�Ç�•�î�Ý�»

• [Interface]>8�‚�K�8�”�»�Þ�«  �É�î�Ý�_6õ4��Ü�E�•�–�å�±�î�Ç�™�–�«�¡�†�æ���K�r�M�� [Interface] �»
�ß�µ�É�²�˜�å  �Ü�«�º�[�¡�S�†4E�¥�K�r�M��

• [Pool ID]>8�G�b�”�»�Þ�«  �É�î�Ý�†�g!·�M�•�S�u�_�²�–�¼�Ñ�µ�¡  NAT �Ý�î�Ý�@�Q#Ý�M�•  ID $��•�†
�æ���K�r�M�� [Pool ID] �Ç�•�î�Ý�»�_$��•�†
°�Š�K�r�M��

• [Range]>8IP �”�»�Þ�«�b(
�V�†�‚�K�8�”�»�Þ�«  �É�î�Ý�[�Q#Ý�M�•�G�\�†�æ���M�•�_�c�
�G�b�œ�É
�©�Ù�å�†4E�¥�K�r�M���G�b�œ�É�©�Ù�å�†4E�¥�M�•���œ�c�
���b�Í�†�æ���K�r�M��

– [Starting IP address]>8(
�V�b6ä��  IP �”�»�Þ�«�†�æ���K�r�M��

– [Ending IP Address]>8(
�V�b)
�¢  IP �”�»�Þ�«�†�æ���K�r�M��

– [Netmask]>&�õ�–>'>8�G�b�Í�_�|�~�
�š�n�‹�b  IP �”�»�Þ�«�@�Ó�å�Â�î�_�^�•�¿�µ�º�á�î�¡�b�Ð
�«�¡�†�æ���K�r�M��

• [Port Address Translation (PAT)]>8IP �”�»�Þ�«�@  PAT �[�Q#Ý�I�€�•�G�\�†�æ���M�•�_�c�
�G�b�œ�É
�©�Ù�å�†4E�¥�K�r�M���G�b�œ�É�©�Ù�å�†4E�¥�M�•���œ�c�
���b�Í�†�æ���K�r�M��

– [IP Address]>8PAT �”�»�Þ�«�†�æ���K�r�M��

– [Netmask]>&�õ�–>'>8�G�b�Í�_�|�~�
�š�n�‹�b  IP �”�»�Þ�«�@�Ó�å�Â�î�_�^�•�¿�µ�º�á�î�¡�b�Ð
�«�¡�†�æ���K�r�M��

• [Port Address Translation (PAT) using IP address of the interface]>8[Interface] �»�ß�µ�É�²�˜�å  �Ü�«
�º�[4E�¥�K�S�–�å�±�î�Ç�™�–�«�_�m�~�\�Z�}�€�Z�8�•  IP �”�»�Þ�«�†�
 PAT �b�š�n�‹�b�”�»�Þ�«�\
�K�Z�Q#Ý�M�•�G�\�†�æ���M�•�_�c�
�G�b�œ�É�©�Ù�å�†4E�¥�K�r�M��

�Ô�î�»

���b/²�c�
�G�b�µ+��†�Q#Ý�[�A�•�Ô�î�»�†&g�K�S�v�b�[�M��

Add/Edit Static Policy NAT Rule

• [Original]>8�¿�µ�º�á�î�¡�š�n�@4:#Ý�I�€�•�S�b��7•�b�”�»�Þ�«�\�Q�€�_6õ4��Ü�E�}�€�Z�8�•�–�å
�±�î�Ç�™�–�«��

�Ç�“�–�”�˜�›�î�Ý  �Ô�î�» �­�Ÿ�×�Ü�¸�•  �¥�å�¸�Ÿ�«�º

�Ý�î�¸�µ�» 3ñ4# �©�å�¢�Ý

�Ð�Ý�³

�¥�å�¸�Ÿ�«
�º �©�«�¸�Ò

• • • • —

�Ç�“�–�”�˜�›�î�Ý  �Ô�î�» �­�Ÿ�×�Ü�¸�•  �¥�å�¸�Ÿ�«�º

�Ý�î�¸�µ�» 3ñ4# �©�å�¢�Ý

�Ð�Ý�³

�¥�å�¸�Ÿ�«
�º �©�«�¸�Ò

• • • • —
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'¨  25 'v       NAT �b0¿��
  [NAT] �Ç�•�î�Ý�»�b1��Â
– [Interface]>8��7•�b�Í�«�º�r�S�c�¿�µ�º�á�î�¡�@�6�•�
�­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�b�¿�µ�º
�á�î�¡  �–�å�±�î�Ç�™�–�«�†4E�¥�K�r�M��

– [Source]>8�Ý�î�Ý�†4:#Ý�M�•�Í�«�º�r�S�c�¿�µ�º�á�î�¡�b  IP �”�»�Þ�«�†�æ���K�r�M��

�É�Þ�Ç�•�µ�¡�« / 6×�I/²0°>& 10.1.1.0/24 �^�]>'�†�Q#Ý�K�Z�”�»�Þ�«�\�§�È�¿�µ�º  �Ð�«�¡�†�æ��
�K�r�M���Ð�«�¡�†�Q#Ý�O�N�_  IP �”�»�Þ�«�†
°�Š�M�•�\�
�Q�b�”�»�Þ�«�c�q�‹�@  0 �[�6�W�Z�v
�Í�«�º  �”�»�Þ�«�\0b�^�I�€�r�M��

– [...]>8ASDM �[�M�[�_��*O�I�€�Z�8�•  IP �”�»�Þ�«�†4E�¥�[�A�r�M��

– [Destination]>8��
›�”�»�Þ�«�†�æ���K�r�M��

�É�Þ�Ç�•�µ�¡�« / 6×�I/²0°>& 10.1.1.0/24 �^�]>'�†�Q#Ý�K�Z�”�»�Þ�«�\�§�È�¿�µ�º  �Ð�«�¡�†�æ��
�K�r�M���Ð�«�¡�†�Q#Ý�O�N�_  IP �”�»�Þ�«�†
°�Š�M�•�\�
�Q�b�”�»�Þ�«�c�q�‹�@  0 �[�6�W�Z�v
�Í�«�º  �”�»�Þ�«�\0b�^�I�€�r�M��

��
›�”�»�Þ�«�@0
�X�6�•���œ�c�•�å�Ð�[�
�)�~�r�M��

�¹�Ç�›�Ý�º�[�c�
�Ç�•�î�Ý�»�_�c�õ�–�b��
›�”�»�Þ�«�†0Á�•�M�•  any �@/²&g�I�€�Z�8�r�M��

– [...]>8ASDM �[�M�[�_��*O�I�€�Z�8�•  IP �”�»�Þ�«�†4E�¥�[�A�r�M��

• [Translated]>8�Ð�µ�Æ�å�¢  �–�å�±�î�Ç�™�–�«�\  IP �”�»�Þ�«�†�æ���[�A�r�M����7•�b�”�»�Þ�«�\�Ð�µ
�Æ�å�¢ �”�»�Þ�«�b�§�È�¿�µ�º  �Ð�«�¡�c� �L�[�6�•�²0[�@�6�~�r�M��

– [Interface]>8�Ð�µ�Æ�å�¢  �”�»�Þ�«�†�Q#Ý�M�•�–�å�±�î�Ç�™�–�«�†0¿���K�r�M��

– [Use IP address]>8�Ð�µ�Æ�å�¢  IP �”�»�Þ�«�†0¿���K�r�M��

– [...]>8ASDM �[�M�[�_��*O�I�€�Z�8�•  IP �”�»�Þ�«�†4E�¥�[�A�r�M��

– [Use Interface IP address]>8[Interface] �»�ß�µ�É�²�˜�å  �Ü�«�º�[4E�¥�K�S�–�å�±�î�Ç�™�–�«�b
�–�å�±�î�Ç�™�–�«  IP �”�»�Þ�«�\�^�•�Ð�µ�Æ�å�¢  IP �”�»�Þ�«�†0¿���K�r�M��

• [Port Address Translation (PAT)]>8PAT �Ã�Û�Ó�î�±�†0¿���K�r�M��

– [Enable Port Address Translation (PAT)]>8�«�±�¸�•�µ�¡  PAT �†�–�¿�î�È�Ý�_�K�r�M��

– [Protocol]>8TCP �r�S�c  UDP��

– [Original Port]>8�Ï�î�º$��•�r�S�c�¡�S�†
°�Š�K�r�M��

– [Translated Port]>8�Ï�î�º$��•�r�S�c�¡�S�†
°�Š�K�r�M��

• [Description]>8�G�b�Ý�î�Ý�b1��Â�†0¿���K�r�M��

• [Connection Settings]>8[DNS Rewrite]�
 [Maximum Connections]�
 [Embryonic Limit]�
�>�|�g  
[Randomize Sequence Number] �†0¿���[�A�r�M��

– [DNS Rewrite]>8NAT �Ý�î�Ý�_  DNS �§�î�Â
Æ�_�š�å�º�Ü�†�â�X�Í�«�º�b��7•�b�”�»�Þ�«�@�µ
�r�€�Z�>�~�
�Q�b  DNS �§�î�Â�@�¡�Û�–�”�å�º�\$��^�•�–�å�±�î�Ç�™�–�«�V�_�6�•���œ�
�¡�Û
�–�”�å�º�\  DNS �§�î�Â�[�c�Í�«�º�b�”�»�Þ�«�@$��^�W�Z�8�•�²0[�@�6�~�r�M���M�‰�_�c�Ð�µ
�Æ�å�¢ �”�»�Þ�«�@�
�v�:�M�‰�_�c��7•�b�”�»�Þ�«�@�²0[�[�M���G�b�œ�É�©�Ù�å�c�
�¡�Û�–�”
�å�º�_3æ�™�I�€�•  DNS �Â'Å
Æ�b�”�»�Þ�«�†�i�A�n�<�r�M���Ð�µ�Æ�å�¢�I�€�•�Í�«�º�c�
�¡�Û
�–�”�å�º�r�S�c  DNS �§�î�Â�b�8�N�€�?�\� �L�–�å�±�î�Ç�™�–�«�V�_�6�•�²0[�@�6�~�r�M��0ò
(ý�_�X�8�Z�c�
 �� DNS �>�|�g  NAT��>&P.25-16>' �†�g!·�K�Z�C�T�I�8���G�b�œ�É�©�Ù�å�c�¸�î�È
�Ý�[%$�K�œ�å�r�S�c�œ�Ç�_�[�A�r�M��

– [Maximum TCP Connections]>8TCP �b�q�±�K)F�X�†  0 >|  65,535 �b(
�V�[�æ���K�r�M���G�b�Í
�†  0 �_0¿���M�•�\�
�K)F�X�c!“�D7H�_�^�~�r�M��

– [Maximum Embryonic Connections]>8�6�‡�K)F�b�q�±�X�†  65,536 �r�[�b(
�V�[�æ���K�r�M��
�6�‡�K)F�\�c�
3æ�™
–�\��
›�b6ë�[�²0[�_�^�•�Á�å�»�©�™�–�¡�†�ö�¢�K�Z�8�^�8�K)F0[�Ó�b�G
�\�[�M���G�b�D7H�_�|�~�
 TCP �æ/œ�w�™�µ+��@�–�¿�î�È�Ý�_�^�~�r�M���¹�Ç�›�Ý�º�c  0 �[�
�q
�±�6�‡�K)F�X�[�6�•�G�\�†&g�K�r�M�� TCP �æ/œ�w�™�c�
TCP SYN �Ã�£�µ�º�†�Q#Ý�K�Z�–�å
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'¨  25 'v       NAT �b0¿��
  [NAT] �Ç�•�î�Ý�»�b1��Â
�±�î�Ç�™�–�«�†�Ç�Û�µ�¹�•�å�¢�M�•�G�\�_�|�•  DoS �7�Á�?�}
Æ4Š�©�«�¸�Ò�†�–1¤�K�r�M���6
�‡�K)F�D7H�†2x�<�•�\�
�¡�Û�–�”�å�º�?�}�­�Ÿ�×�Ü�¸�•  �Þ�Ë�Ý�b�|�~9×�8�§�î�Â�_3æ�™�I�€
�•  TCP SYN �Ã�£�µ�º�@�
 TCP �æ/œ�w�™�µ+��_�|�W�Z�æ/œ�w�™�I�€�r�M���è0É�É�ß�­�«�p�_  
SYN �¡�µ�Ÿ�î�@�Q#Ý�I�€�
�»�ß�µ�É�I�€�•�w� �^�º�Û�Ç�•�µ�¡�b�X�@�q�`7H�_�š�<�}�€�r�M��
�K�S�@�W�Z�
�?4)�Y+��^�Í�«�º�?�}�b�K)F0è/œ�@�§�î�Â�_�?4)�M�•�G�\�c�6�~�r�O�‡��

– [Maximum UDP Connections]>8UDP �b�q�±�K)F�X�†  0 >|  65,535 �b(
�V�[�æ���K�r�M���G�b
�Í�†  0 �_0¿���M�•�\�
�K)F�X�c!“�D7H�_�^�~�r�M��

– [Randomize sequence number]>8�G�b�³�™�µ�¡�Î�µ�¡�«�†�œ�å�_�M�•�\>&�¹�Ç�›�Ý�º>' �
�­�Ÿ�×
�Ü�¸�•  �”�É�Û�–�”�å�«�c  TCP �Ã�£�µ�º�b�©�î�£�å�«$��•�†�Û�å�²�Ò�ì�K�r�M���Q�€�R�€�b  
TCP �K)F�_�c  2 �X�b  ISN �@�m�~�\�Z�}�€�Z�>�~�
�Q�b�:�U�b  1 �X�c�¡�Û�–�”�å�º�[#Õ�B�I�€�

�v�:  1 �X�c�§�î�Â�[#Õ�B�I�€�r�M���­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�c�
%T�™�\$Î�™�b�g�‰�¥�[3û
4#�M�•  TCP SNY �b  ISN �†�Û�å�²�Ò�ì�K�r�M��

�–1¤�I�€�S�Í�«�º�b  ISN �†�Û�å�²�Ò�ì�M�•�G�\�_�|�~�
�7�Á*…�@�‚�K�8�K)F�[���b  ISN �†�£
 ��[�A�^�8�|�:�_�K�Z�
�‚0d�­�µ�©�Ù�å�@�Œ�W�v�}�€�•�b�†75�B�r�M��

TCP �6�‡�©�î�£�å�«$��•�b�Û�å�²�Ò�ì�c�
�²0[�_�Â�L�Z�¹�•�­�î�È�Ý�_�[�A�r�M�����_�[�†
&g�K�r�M��

�9�b%$�4�K)F�I�€�S�Ç�“�–�”�˜�›�î�Ý�[�v�6�‡�©�î�£�å�«$��•�@�Û�å�²�Ò�ì�I�€�
�º�Û�Ç�•�µ
�¡�_�s8j�M�•�G�\�c�^�8�v�b�b�
�g�‰�b�Ç�“�–�”�˜�›�î�Ý�[�G�b�·�8�†��/œ�M�•�²0[�@�^�8��
�œ��

�­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�[  eBGP �Ð�Ý�³�Í�µ�É�†�Q#Ý�K�Z�>�~�
 eBGP �Æ�”�[  MD5 �†�Q
#Ý�K�Z�8�•���œ���Û�å�²�Ò�ì�_�|�~�
 MD5 �³�™�µ�¡�§�Ò�c�(0Ž�I�€�r�M��

�­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�[�K)F�b�©�î�£�å�«�†�Û�å�²�Ò�ì�K�^�8�|�:�_�M�•�²0[�@�6�•  
WAAS �¹�Â�–�«�†�Q#Ý�M�•���œ��

�G�b�œ�É�©�Ù�å�c�¸�î�È�Ý�[%$�K�œ�å�r�S�c�œ�Ç�_�[�A�r�M��

�Ô�î�»

���b/²�c�
�G�b�µ+��†�Q#Ý�[�A�•�Ô�î�»�†&g�K�S�v�b�[�M��

Add/Edit Dynamic Policy NAT Rule

• [Original]>8�¿�µ�º�á�î�¡�š�n�@4:#Ý�I�€�•�S�b��7•�b�”�»�Þ�«�\�Q�€�_6õ4��Ü�E�}�€�Z�8�•�–�å
�±�î�Ç�™�–�«��

– [Interface]>8��7•�b�Í�«�º�r�S�c�¿�µ�º�á�î�¡�@�6�•�
�­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�b�¿�µ�º
�á�î�¡  �–�å�±�î�Ç�™�–�«�†4E�¥�K�r�M��

– [Source]>8�Ý�î�Ý�†4:#Ý�M�•�Í�«�º�r�S�c�¿�µ�º�á�î�¡�b  IP �”�»�Þ�«�†�æ���K�r�M��

�É�Þ�Ç�•�µ�¡�« / 6×�I/²0°>& 10.1.1.0/24 �^�]>'�†�Q#Ý�K�Z�”�»�Þ�«�\�§�È�¿�µ�º  �Ð�«�¡�†�æ��
�K�r�M���Ð�«�¡�†�Q#Ý�O�N�_  IP �”�»�Þ�«�†
°�Š�M�•�\�
�Q�b�”�»�Þ�«�c�q�‹�@  0 �[�6�W�Z�v
�Í�«�º  �”�»�Þ�«�\0b�^�I�€�r�M��

��7•�b�”�»�Þ�«�@0
�X�6�•���œ�c�•�å�Ð�[�
�)�~�r�M��

�Ç�“�–�”�˜�›�î�Ý  �Ô�î�» �­�Ÿ�×�Ü�¸�•  �¥�å�¸�Ÿ�«�º

�Ý�î�¸�µ�» 3ñ4# �©�å�¢�Ý

�Ð�Ý�³

�¥�å�¸�Ÿ�«
�º �©�«�¸�Ò
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  [NAT] �Ç�•�î�Ý�»�b1��Â
– [...]>8ASDM �[�M�[�_��*O�I�€�Z�8�•  IP �”�»�Þ�«�†4E�¥�[�A�r�M��

– [Destination]>8��
›�”�»�Þ�«�†�æ���K�r�M��

�É�Þ�Ç�•�µ�¡�« / 6×�I/²0°>& 10.1.1.0/24 �^�]>'�†�Q#Ý�K�Z�”�»�Þ�«�\�§�È�¿�µ�º  �Ð�«�¡�†�æ��
�K�r�M���Ð�«�¡�†�Q#Ý�O�N�_  IP �”�»�Þ�«�†
°�Š�M�•�\�
�Q�b�”�»�Þ�«�c�q�‹�@  0 �[�6�W�Z�v
�Í�«�º  �”�»�Þ�«�\0b�^�I�€�r�M��

��
›�”�»�Þ�«�@0
�X�6�•���œ�c�•�å�Ð�[�
�)�~�r�M��

�¹�Ç�›�Ý�º�[�c�
�Ç�•�î�Ý�»�_�c�õ�–�b��
›�”�»�Þ�«�†0Á�•�M�•  any �@/²&g�I�€�Z�8�r�M��

– [...]>8ASDM �[�M�[�_��*O�I�€�Z�8�•  IP �”�»�Þ�«�†4E�¥�[�A�r�M��

• [Translated]>8�²�–�¼�Ñ�µ�¡  �–�å�±�î�Ç�™�–�«�\�¢�ß�î�Â�Ý  �”�»�Þ�«  �É�î�Ý�†�æ���[�A�r�M��

– [Pool ID]>8�¢�ß�î�Â�Ý  �É�î�Ý�b�É�î�Ý  ID �†&g�K�r�M��

– [Interface]>8�É�î�Ý  ID �_6õ4��Ü�E�}�€�S�–�å�±�î�Ç�™�–�«�†&g�K�r�M��

– [Addresses Pool]>8�–�å�±�î�Ç�™�–�«�H�\�_�É�î�Ý
Æ�b�”�»�Þ�«�†&g�K�r�M��

– [Manage]>8�¢�ß�î�Â�Ý  �É�î�Ý�†'ö#.�K�r�M��

• [Description]>8�G�b�Ý�î�Ý�b1��Â�†0¿���K�r�M��

• [Connection Settings]>8[DNS Rewrite]�
 [Maximum Connections]�
 [Embryonic Limit]�
�>�|�g  
[Randomize Sequence Number] �†0¿���[�A�r�M��

– [DNS Rewrite]>8NAT �Ý�î�Ý�_  DNS �§�î�Â
Æ�_�š�å�º�Ü�†�â�X�Í�«�º�b��7•�b�”�»�Þ�«�@�µ
�r�€�Z�>�~�
�Q�b  DNS �§�î�Â�@�¡�Û�–�”�å�º�\$��^�•�–�å�±�î�Ç�™�–�«�V�_�6�•���œ�
�¡�Û
�–�”�å�º�\  DNS �§�î�Â�[�c�Í�«�º�b�”�»�Þ�«�@$��^�W�Z�8�•�²0[�@�6�~�r�M���M�‰�_�c�Ð�µ
�Æ�å�¢ �”�»�Þ�«�@�
�v�:�M�‰�_�c��7•�b�”�»�Þ�«�@�²0[�[�M���G�b�œ�É�©�Ù�å�c�
�¡�Û�–�”
�å�º�_3æ�™�I�€�•  DNS �Â'Å
Æ�b�”�»�Þ�«�†�i�A�n�<�r�M���Ð�µ�Æ�å�¢�I�€�•�Í�«�º�c�
�¡�Û
�–�”�å�º�r�S�c  DNS �§�î�Â�b�8�N�€�?�\� �L�–�å�±�î�Ç�™�–�«�V�_�6�•�²0[�@�6�~�r�M��0ò
(ý�_�X�8�Z�c�
 �� DNS �>�|�g  NAT��>&P.25-16>' �†�g!·�K�Z�C�T�I�8���G�b�œ�É�©�Ù�å�c�¸�î�È
�Ý�[%$�K�œ�å�r�S�c�œ�Ç�_�[�A�r�M��

– [Maximum TCP Connections]>8TCP �b�q�±�K)F�X�†  0 >|  65,535 �b(
�V�[�æ���K�r�M���G�b�Í
�†  0 �_0¿���M�•�\�
�K)F�X�c!“�D7H�_�^�~�r�M��

– [Maximum Embryonic Connections]>8�6�‡�K)F�b�q�±�X�†  65,536 �r�[�b(
�V�[�æ���K�r�M��
�6�‡�K)F�\�c�
3æ�™
–�\��
›�b6ë�[�²0[�_�^�•�Á�å�»�©�™�–�¡�†�ö�¢�K�Z�8�^�8�K)F0[�Ó�b�G
�\�[�M���G�b�D7H�_�|�~�
 TCP �æ/œ�w�™�µ+��@�–�¿�î�È�Ý�_�^�~�r�M���¹�Ç�›�Ý�º�c  0 �[�
�q
�±�6�‡�K)F�X�[�6�•�G�\�†&g�K�r�M�� TCP �æ/œ�w�™�c�
TCP SYN �Ã�£�µ�º�†�Q#Ý�K�Z�–�å
�±�î�Ç�™�–�«�†�Ç�Û�µ�¹�•�å�¢�M�•�G�\�_�|�•  DoS �7�Á�?�}
Æ4Š�©�«�¸�Ò�†�–1¤�K�r�M���6
�‡�K)F�D7H�†2x�<�•�\�
�¡�Û�–�”�å�º�?�}�­�Ÿ�×�Ü�¸�•  �Þ�Ë�Ý�b�|�~9×�8�§�î�Â�_3æ�™�I�€
�•  TCP SYN �Ã�£�µ�º�@�
 TCP �æ/œ�w�™�µ+��_�|�W�Z�æ/œ�w�™�I�€�r�M���è0É�É�ß�­�«�p�_  
SYN �¡�µ�Ÿ�î�@�Q#Ý�I�€�
�»�ß�µ�É�I�€�•�w� �^�º�Û�Ç�•�µ�¡�b�X�@�q�`7H�_�š�<�}�€�r�M��
�K�S�@�W�Z�
�?4)�Y+��^�Í�«�º�?�}�b�K)F0è/œ�@�§�î�Â�_�?4)�M�•�G�\�c�6�~�r�O�‡��

– [Maximum UDP Connections]>8UDP �b�q�±�K)F�X�†  0 >|  65,535 �b(
�V�[�æ���K�r�M���G�b
�Í�†  0 �_0¿���M�•�\�
�K)F�X�c!“�D7H�_�^�~�r�M��

– [Randomize sequence number]>8�G�b�³�™�µ�¡�Î�µ�¡�«�†�œ�å�_�M�•�\>&�¹�Ç�›�Ý�º>' �
�­�Ÿ�×
�Ü�¸�•  �”�É�Û�–�”�å�«�c  TCP �Ã�£�µ�º�b�©�î�£�å�«$��•�†�Û�å�²�Ò�ì�K�r�M���Q�€�R�€�b  
TCP �K)F�_�c  2 �X�b  ISN �@�m�~�\�Z�}�€�Z�>�~�
�Q�b�:�U�b  1 �X�c�¡�Û�–�”�å�º�[#Õ�B�I�€�

�v�:  1 �X�c�§�î�Â�[#Õ�B�I�€�r�M���­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�c�
%T�™�\$Î�™�b�g�‰�¥�[3û
4#�M�•  TCP SNY �b  ISN �†�Û�å�²�Ò�ì�K�r�M��

�–1¤�I�€�S�Í�«�º�b  ISN �†�Û�å�²�Ò�ì�M�•�G�\�_�|�~�
�7�Á*…�@�‚�K�8�K)F�[���b  ISN �†�£
 ��[�A�^�8�|�:�_�K�Z�
�‚0d�­�µ�©�Ù�å�@�Œ�W�v�}�€�•�b�†75�B�r�M��
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'¨  25 'v       NAT �b0¿��
  [NAT] �Ç�•�î�Ý�»�b1��Â
TCP �6�‡�©�î�£�å�«$��•�b�Û�å�²�Ò�ì�c�
�²0[�_�Â�L�Z�¹�•�­�î�È�Ý�_�[�A�r�M�����_�[�†
&g�K�r�M��

�9�b%$�4�K)F�I�€�S�Ç�“�–�”�˜�›�î�Ý�[�v�6�‡�©�î�£�å�«$��•�@�Û�å�²�Ò�ì�I�€�
�º�Û�Ç�•�µ
�¡�_�s8j�M�•�G�\�c�^�8�v�b�b�
�g�‰�b�Ç�“�–�”�˜�›�î�Ý�[�G�b�·�8�†��/œ�M�•�²0[�@�^�8��
�œ��

�­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�[  eBGP �Ð�Ý�³�Í�µ�É�†�Q#Ý�K�Z�>�~�
 eBGP �Æ�”�[  MD5 �†�Q
#Ý�K�Z�8�•���œ���Û�å�²�Ò�ì�_�|�~�
 MD5 �³�™�µ�¡�§�Ò�c�(0Ž�I�€�r�M��

�­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�[�K)F�b�©�î�£�å�«�†�Û�å�²�Ò�ì�K�^�8�|�:�_�M�•�²0[�@�6�•  
WAAS �¹�Â�–�«�†�Q#Ý�M�•���œ��

�G�b�œ�É�©�Ù�å�c�¸�î�È�Ý�[%$�K�œ�å�r�S�c�œ�Ç�_�[�A�r�M��

�Ô�î�»

���b/²�c�
�G�b�µ+��†�Q#Ý�[�A�•�Ô�î�»�†&g�K�S�v�b�[�M��

Add/Edit NAT Exempt Rule

�Ç�•�î�Ý�»

• [Action]>8�”�»�Þ�«�†
 7V�M�•�?�]�:�?�†0¿���K�r�M��

– [Exempt]>8�”�»�Þ�«�b  NAT �†
 7V�K�r�M��

– [Do not exempt]>8�”�»�Þ�«�_�P�M�•
 7V�†�P7V�K�r�M��

• [Original]>8NAT 
 7V�Ý�î�Ý�P1ß�b�”�»�Þ�«�†�æ���K�r�M��

– [Interface]>8��7•�b�Í�«�º�r�S�c�¿�µ�º�á�î�¡�@�6�•�
�­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�b�¿�µ�º
�á�î�¡  �–�å�±�î�Ç�™�–�«�†4E�¥�K�r�M��

– [Source]>8�Í�«�º�r�S�c�¿�µ�º�á�î�¡�b��7•�b  IP �”�»�Þ�«�†�æ���K�r�M��

�É�Þ�Ç�•�µ�¡�« / 6×�I/²0°>& 10.1.1.0/24 �^�]>'�†�Q#Ý�K�Z�”�»�Þ�«�\�§�È�¿�µ�º  �Ð�«�¡�†�æ��
�K�r�M���Ð�«�¡�†�Q#Ý�O�N�_  IP �”�»�Þ�«�†
°�Š�M�•�\�
�Q�b�”�»�Þ�«�c�q�‹�@  0 �[�6�W�Z�v
�Í�«�º  �”�»�Þ�«�\0b�^�I�€�r�M��

��7•�b�”�»�Þ�«�@0
�X�6�•���œ�c�•�å�Ð�[�
�)�~�r�M��

– [...]>8ASDM �[�M�[�_��*O�I�€�Z�8�•  IP �”�»�Þ�«�†4E�¥�[�A�r�M��

– [Destination]>8��
›�”�»�Þ�«�†�æ���K�r�M��

�É�Þ�Ç�•�µ�¡�« / 6×�I/²0°>& 10.1.1.0/24 �^�]>'�†�Q#Ý�K�Z�”�»�Þ�«�\�§�È�¿�µ�º  �Ð�«�¡�†�æ��
�K�r�M���Ð�«�¡�†�Q#Ý�O�N�_  IP �”�»�Þ�«�†
°�Š�M�•�\�
�Q�b�”�»�Þ�«�c�q�‹�@  0 �[�6�W�Z�v
�Í�«�º  �”�»�Þ�«�\0b�^�I�€�r�M��

��
›�”�»�Þ�«�@0
�X�6�•���œ�c�•�å�Ð�[�
�)�~�r�M��

�¹�Ç�›�Ý�º�[�c�
�Ç�•�î�Ý�»�_�c�õ�–�b��
›�”�»�Þ�«�†0Á�•�M�•  any �@/²&g�I�€�Z�8�r�M��

– [...]>8ASDM �[�M�[�_��*O�I�€�Z�8�•  IP �”�»�Þ�«�†4E�¥�[�A�r�M��

�Ç�“�–�”�˜�›�î�Ý  �Ô�î�» �­�Ÿ�×�Ü�¸�•  �¥�å�¸�Ÿ�«�º

�Ý�î�¸�µ�» 3ñ4# �©�å�¢�Ý

�Ð�Ý�³

�¥�å�¸�Ÿ�«
�º �©�«�¸�Ò
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'¨  25 'v       NAT �b0¿��
  [NAT] �Ç�•�î�Ý�»�b1��Â
• [NAT Exempt Direction]>8%T�™�r�S�c$Î�™�º�Û�Ç�•�µ�¡�b  NAT �Ý�î�Ý�†0¿���K�r�M��

– [NAT Exempt outbound traffic from interface "real interface" to lower security interfaces 
(default)]>8$Î�™�º�Û�Ç�•�µ�¡#Ý�b  NAT �Ý�î�Ý�†0¿���K�r�M��

– [NAT Exempt inbound traffic from interface "real interface" to higher security interfaces]>8%T
�™�º�Û�Ç�•�µ�¡#Ý�b  NAT �Ý�î�Ý�†0¿���K�r�M��

• [Description]>8�G�b�Ý�î�Ý�b1��Â�†0¿���K�r�M��

�Ô�î�»

���b/²�c�
�G�b�µ+��†�Q#Ý�[�A�•�Ô�î�»�†&g�K�S�v�b�[�M��

�Ç�“�–�”�˜�›�î�Ý  �Ô�î�» �­�Ÿ�×�Ü�¸�•  �¥�å�¸�Ÿ�«�º

�Ý�î�¸�µ�» 3ñ4# �©�å�¢�Ý

�Ð�Ý�³

�¥�å�¸�Ÿ�«
�º �©�«�¸�Ò
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C H A P T E R 26

ARP �–�å�«�Ì�¡�©�Ù�å�>�|�g�È�Ü�µ�ª�å�¢  �Ã
�Û�Ó�î�±�b0¿��

�G�b'v�[�c�
 ARP �–�å�«�Ì�¡�©�Ù�å�†�–�¿�î�È�Ý�_�M�•�‰�2�\�
�º�Û�å�«�Ì�”�Þ�å�º  �Ç�“�–�”�˜�›�î
�Ý �Ô�î�»�[�­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�b�È�Ü�µ�ª�å�¢  �œ�Ì�Þ�î�©�Ù�å�†�•�«�±�Ð�–�¬�M�•�‰�2�_�X
�8�Z1��Â�K�r�M���Ð�Ý�³�¥�å�¸�Ÿ�«�º  �Ô�î�»�[�c�
�G�b'v�b�¥�Ð�å�»�c�­�Ÿ�×�Ü�¸�•  �¥�å�¸�Ÿ�«�º�_

°�Š�[�A�r�M�@�
�©�«�¸�Ò�_�c
°�Š�[�A�r�O�‡��

�º�Û�å�«�Ì�”�Þ�å�º  �Ç�“�–�”�˜�›�î�Ý  �Ô�î�»�b0ò(ý�_�X�8�Z�c�
 '¨ 18 'v���Ç�“�–�”�˜�›�î�Ý  �Ô�î�»
�b�+0[�� �†�g!·�K�Z�C�T�I�8��

�G�b'v�c�
���b8o�[�S�B�I�€�Z�8�r�M��

• �� ARP �–�å�«�Ì�¡�©�Ù�å�b0¿���� >&P.26-1>'

• �� MAC �”�»�Þ�«  �¸�î�È�Ý�b�•�«�±�Ð�–�¬�� >&P.26-5>'

ARP �–�å�«�Ì�¡�©�Ù�å�b0¿��
�G�b8o�[�c�
 ARP �–�å�«�Ì�¡�©�Ù�å�_�X�8�Z1��Â�K�
�G�€�†�–�¿�î�È�Ý�_�M�•�‰�2�_�X�8�Z1��Â�K�r
�M�����b8o% �†�v�~�V�F�r�M��

• �� ARP Inspection��>&P.26-1>'

• �� Edit ARP Inspection Entry��>&P.26-2>'

• �� ARP Static Table��>&P.26-3>'

• �� Add/Edit ARP Static Configuration��>&P.26-4>'

ARP Inspection

[ARP Inspection] �Ì�–�å�[�c�
 ARP �–�å�«�Ì�¡�©�Ù�å�†0¿���[�A�r�M��

�¹�Ç�›�Ý�º�[�c�
�M�m�Z�b  ARP �Ã�£�µ�º�@�­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�†3û4#�[�A�r�M�� ARP �Ã
�£�µ�º�b�Ç�ß�î�†�D�š�M�•�_�c�
 ARP �–�å�«�Ì�¡�©�Ù�å�†�–�¿�î�È�Ý�_�K�r�M��

ARP �–�å�«�Ì�¡�©�Ù�å�†�–�¿�î�È�Ý�_�M�•�\�
�­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�c�
�M�m�Z�b  ARP �Ã
�£�µ�º
Æ�b  MAC �”�»�Þ�«�
 IP �”�»�Þ�«�
�>�|�g3æ�™
–�–�å�±�î�Ç�™�–�«�†  ARP �¸�î�È�Ý
Æ�b�«�±
�¸�•�µ�¡  �š�å�º�Ü�\�š3Q�K�
���b�”�¡�©�Ù�å�†��/œ�K�r�M��

• IP �”�»�Þ�«�
 MAC �”�»�Þ�«�
�>�|�g3æ�™
–�–�å�±�î�Ç�™�–�«�@  ARP �š�å�º�Ü�\�M+´�M�•���œ�

�Ã�£�µ�º�†3û4#�I�O�r�M��
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'¨  26 'v       ARP �–�å�«�Ì�¡�©�Ù�å�>�|�g�È�Ü�µ�ª�å�¢  �Ã�Û�Ó�î�±�b0¿��
  ARP �–�å�«�Ì�¡�©�Ù�å�b0¿��
• MAC �”�»�Þ�«�
 IP �”�»�Þ�«�
�r�S�c�–�å�±�î�Ç�™�–�«6ë�[�Y�M+´�@�6�•���œ�
�­�Ÿ�×�Ü�¸�•  �”�É
�Û�–�”�å�«�c�Ã�£�µ�º�†�»�ß�µ�É�K�r�M��

• ARP �Ã�£�µ�º�@�«�±�¸�•�µ�¡  ARP �¸�î�È�Ý
Æ�b�]�b�š�å�º�Ü�\�v�M+´�K�^�8���œ�
�Ã�£�µ�º�†�M
�m�Z�b�–�å�±�î�Ç�™�–�«�_3?3æ>&�Ç�Û�µ�¹�•�å�¢>'�M�•�?�
�r�S�c�»�ß�µ�É�M�•�|�:�_�­�Ÿ�×�Ü
�¸�•  �”�É�Û�–�”�å�«�†0¿���[�A�r�M��

>&�@>' �S#Ý�b'ö#.�–�å�±�î�Ç�™�–�«>&�Ñ�~�M�•���œ>'�c�
�G�b�Ã�Û�Ó�î�±�@  flood �_0¿���I�€�Z
�8�•���œ�[�v�Ã�£�µ�º�†�Ç�Û�µ�¹�•�å�¢�K�r�O�‡��

ARP �–�å�«�Ì�¡�©�Ù�å�_�|�W�Z�
�O�–�b�6�•�Ø�î�¨�@�Ú�b�Í�«�º�x�Ý�î�±�_�^�~�M�r�M>& ARP �«�É�î
�Ç�•�å�¢�\�ç�d�€�•>'�b�†75�F�[�A�r�M�� ARP �«�É�î�Ç�•�å�¢�c�
 ���p6ë*…���7�Á�†�–�¿�î�È�Ý�_�M�•
�G�\�@�6�~�r�M���S�\�<�d�
�Í�«�º�@  ARP 0[�Ó�†�¤�î�º�˜�™�–  �Ý�î�±�_3æ�™�M�•�\�
�¤�î�º�˜�™�–  
�Ý�î�±�c�¤�î�º�˜�™�–  �Ý�î�±�b  MAC �”�»�Þ�«�[�Â'Å�K�r�M���S�T�K�
�7�Á*…�c�
�Ý�î�±�b  MAC �”�»
�Þ�«�[�c�^�C�7�Á*…�b  MAC �”�»�Þ�«�[�9�b  ARP �Â'Å�†�Í�«�º�_3æ�™�K�r�M���G�€�[�
�7�Á*…�c�
�M
�m�Z�b�Í�«�º  �º�Û�Ç�•�µ�¡�†�æ/œ�w�™�K�Z�Ý�î�±�_3?3æ�[�A�•�|�:�_�^�~�r�M��

ARP �–�å�«�Ì�¡�©�Ù�å�†�Q#Ý�M�•�\�
�G�K�8  MAC �”�»�Þ�«�\�Q�€�_6õ4��Ü�E�}�€�S  IP �”�»�Þ�«�@�«
�±�¸�•�µ�¡  ARP �¸�î�È�Ý
Æ�_�6�•7H�~�
 �7�Á*…�c�7�Á*…�b MAC �”�»�Þ�«�[  ARP �Â'Å�†3æ�™�[�A�^�C
�^�~�r�M��

�Ç�•�î�Ý�»

• [Interface]>8�–�å�±�î�Ç�™�–�«�¡�†&g�K�r�M��

• [ARP Inspection Enabled]>8ARP �–�å�«�Ì�¡�©�Ù�å�@�–�¿�î�È�Ý�[�6�•�?�]�:�?>& [Yes] �r�S�c  
[No]>'�†&g�K�r�M��

• [Flood Enabled]>8ARP �–�å�«�Ì�¡�©�Ù�å�@�–�¿�î�È�Ý�b���œ�
�”�¡�©�Ù�å�@�Y�Â�^�Ã�£�µ�º�†�Ç
�Û�µ�¹�•�å�¢�M�•�?�]�:�?>& [Yes] �r�S�c  [No]>'�†&g�K�r�M�� ARP �–�å�«�Ì�¡�©�Ù�å�@�¹�•�­�î
�È�Ý�b���œ�
�G�b�Í�c�–�_  [No] �_�^�~�r�M��

• [Edit]>84E�¥�K�S�–�å�±�î�Ç�™�–�«�b  ARP �–�å�«�Ì�¡�©�Ù�å  �Ã�Û�Ó�î�±�†)…7Ÿ�K�r�M��

�Ô�î�»

���b/²�c�
�G�b�µ+��†�Q#Ý�[�A�•�Ô�î�»�†&g�K�S�v�b�[�M��

Edit ARP Inspection Entry

[Edit ARP Inspection Entry] �²�–�”�ß�¢�Î�µ�¡�«�[�c�
 ARP �–�å�«�Ì�¡�©�Ù�å0¿���Í�†0¿���[�A�r�M��

�Ç�•�î�Ý�»

• [Enable ARP Inspection]>8ARP �–�å�«�Ì�¡�©�Ù�å�†�–�¿�î�È�Ý�_�K�r�M��

�Ç�“�–�”�˜�›�î�Ý  �Ô�î�» �­�Ÿ�×�Ü�¸�•  �¥�å�¸�Ÿ�«�º

�Ý�î�¸�µ�» 3ñ4# �©�å�¢�Ý

�Ð�Ý�³

�¥�å�¸�Ÿ�«
�º �©�«�¸�Ò

— • • • —
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'¨  26 'v       ARP �–�å�«�Ì�¡�©�Ù�å�>�|�g�È�Ü�µ�ª�å�¢  �Ã�Û�Ó�î�±�b0¿��
  ARP �–�å�«�Ì�¡�©�Ù�å�b0¿��
• [Flood ARP Packets]>8�«�±�¸�•�µ�¡  ARP �š�å�º�Ü�b�]�b0[(ò�\�v�M+´�K�^�8�Ã�£�µ�º�†�M�m�Z�b
�–�å�±�î�Ç�™�–�«>&$Î�™
–�–�å�±�î�Ç�™�–�«�†7V�C>'�_�Ç�Û�µ�¹�•�å�¢�M�•�G�\�†�æ���K�r�M��
MAC �”�»�Þ�«�
 IP �”�»�Þ�«�
�r�S�c�–�å�±�î�Ç�™�–�«6ë�[�Y�M+´�@�6�•���œ�
�­�Ÿ�×�Ü�¸�•  �”�É
�Û�–�”�å�«�c�Ã�£�µ�º�†�»�ß�µ�É�K�r�M���G�b�³�™�µ�¡�Î�µ�¡�«�†�œ�Ç�_�M�•�\�
�M�m�Z�b�Y�M+´
�Ã�£�µ�º�@�»�ß�µ�É�I�€�r�M��

>&�@>' �¹�Ç�›�Ý�º0¿���[�c�
�M+´�K�^�8�Ã�£�µ�º�c�Ç�Û�µ�»�K�r�M���«�±�¸�•�µ�¡  �š�å�º�Ü�_�6�•  
ARP �T�E�@�­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�†3û4#�M�•�|�:�_�D7H�M�•�_�c�
�G�b�¥�Ð�å�»�†  
no-flood �_0¿���K�r�M��

Management 0/0 �–�å�±�î�Ç�™�–�«�r�S�c�§�È�–�å�±�î�Ç�™�–�«�@�6�•���œ�
�G�€�}�b�–�å
�±�î�Ç�™�–�«�c�
�G�b�Ã�Û�Ó�î�±�@�Ç�Û�µ�»�_0¿���I�€�Z�8�Z�v�Ã�£�µ�º�†�Ç�Û�µ�»�K�r�O
�‡��

�Ô�î�»

���b/²�c�
�G�b�µ+��†�Q#Ý�[�A�•�Ô�î�»�†&g�K�S�v�b�[�M��

ARP Static Table

�Í�«�º�c  IP �”�»�Þ�«�[�Ã�£�µ�º�b��
›�†1‘�9�K�r�M�@�
�–�î�§�¿�µ�º�_�>�E�•��7•�b�Ã�£�µ�º4Ä�™�c�

�–�î�§�¿�µ�º  MAC �”�»�Þ�«�_�k�Ñ�K�r�M���Ý�î�±�r�S�c�Í�«�º�c�
%$�K�K)F�I�€�S�¿�µ�º�á�î�¡�[�Ã
�£�µ�º�†4Ä�™�M�•�²0[�@�6�•���œ�
 IP �”�»�Þ�«�_6õ4��Ü�E�}�€�S  MAC �”�»�Þ�«�†0[�Ó�M�•  ARP 0[�Ó
�†3æ�™�K�
ARP �Â'Å�_�‘�W�Z�Ã�£�µ�º�†  MAC �”�»�Þ�«�_4Ä�™�K�r�M���Í�«�º�r�S�c�Ý�î�±�_�c  ARP 
�¸�î�È�Ý�@�–'ö�I�€�•�S�u�
4Ä�™�@�²0[�^�Ã�£�µ�º�H�\�_  ARP 0[�Ó�†3æ�™�M�•�²0[�c�6�~�r�O�‡��
ARP �¸�î�È�Ý�c�
 ARP �Â'Å�@�¿�µ�º�á�î�¡�V�[3æ�™�I�€�•�S�g�_�²�–�¼�Ñ�µ�¡�_�f�‚�I�€�r�M���M��
�‡6ë�Q#Ý�I�€�^�?�W�S�š�å�º�Ü�c�
�±�–�Ò�”�˜�º�K�r�M���š�å�º�Ü�@�G�K�C�^�8���œ>&�S�\�<�d�
�d��
�b  IP �”�»�Þ�«�b  MAC �”�»�Þ�«�@�š�f�I�€�S���œ�^�]>' �
�š�å�º�Ü�c�f�‚�I�€�•�S�_�±�–�Ò�”�˜�º�K�r
�M��

>&�@>' �º�Û�å�«�Ì�”�Þ�å�º  �Ç�“�–�”�˜�›�î�Ý�c�
�­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�\�b6ë�b�º�Û�Ç�•�µ�¡>&'ö#.
�º�Û�Ç�•�µ�¡�^�]>'�_�
 ARP �¸�î�È�Ý�b�²�–�¼�Ñ�µ�¡  ARP �š�å�º�Ü�†�Q#Ý�K�r�M��

[ARP Static Table] �Ã�¿�Ý�[�c�
 MAC �”�»�Þ�«�†"I���b�–�å�±�î�Ç�™�–�«�b  IP �”�»�Þ�«�_�Ð�µ�Æ�å�¢
�M�•�«�±�¸�•�µ�¡  ARP �š�å�º�Ü�†3ã�•�[�A�r�M���«�±�¸�•�µ�¡  ARP �š�å�º�Ü�c�±�–�Ò�”�˜�º�O�N�

�¿�µ�º�á�î�¡�e8Ÿ�b0Ž�ô�_�z'g�X���œ�@�6�~�r�M��

�Ç�•�î�Ý�»

• [Interface]>8�Í�«�º  �¿�µ�º�á�î�¡�_�K)F�I�€�Z�8�•�–�å�±�î�Ç�™�–�«�†/²&g�K�r�M��

• [IP Address]>8�Í�«�º  IP �”�»�Þ�«�†/²&g�K�r�M��

�Ç�“�–�”�˜�›�î�Ý  �Ô�î�» �­�Ÿ�×�Ü�¸�•  �¥�å�¸�Ÿ�«�º

�Ý�î�¸�µ�» 3ñ4# �©�å�¢�Ý

�Ð�Ý�³

�¥�å�¸�Ÿ�«
�º �©�«�¸�Ò
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'¨  26 'v       ARP �–�å�«�Ì�¡�©�Ù�å�>�|�g�È�Ü�µ�ª�å�¢  �Ã�Û�Ó�î�±�b0¿��
  ARP �–�å�«�Ì�¡�©�Ù�å�b0¿��
• [MAC Address]>8�Í�«�º  MAC �”�»�Þ�«�†/²&g�K�r�M��

• [Proxy ARP]>8�­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�@�G�b�”�»�Þ�«�[�É�ß�Ÿ�©  ARP �†��/œ�M�•�?�]�:�?
�†&g�K�r�M���­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�c�
�æ���I�€�S  IP �”�»�Þ�«�b  ARP 0[�Ó�†�w�™�M�•�\�

�æ���I�€�S  MAC �”�»�Þ�«�[�Â'Å�K�r�M��

• [Add]>8�«�±�¸�•�µ�¡  ARP �š�å�º�Ü�†3ã�•�K�r�M��

• [Edit]>8�«�±�¸�•�µ�¡  ARP �š�å�º�Ü�†)…7Ÿ�K�r�M��

• [Delete]>8�«�±�¸�•�µ�¡  ARP �š�å�º�Ü�†�P7V�K�r�M��

• [ARP Timeout]>8�­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�@  ARP �¸�î�È�Ý�†
Ì�S(��M�•�r�[�b�ì6ë�†�
 60 >|  
4294967 &Ê�b(
�V�[0¿���K�r�M���¹�Ç�›�Ý�º�c  14400 &Ê�[�M�� ARP �¸�î�È�Ý�†
Ì�S(��M�•�\�
+¬
�·$×�_�‚�K�8�Í�«�º�_���@�f�‚�I�€�
�‚�8�Í�«�º�_���@�P7V�I�€�r�M���Í�«�º�_���c8–)¾�_�š�f�I
�€�•�S�u�
�±�–�Ò�”�˜�º�†%·�C�M�•�G�\�@�²0[�_�^�•���œ�@�6�~�r�M���G�b�Ã�Û�Ó�î�±�c  [Static 
ARP Table] �Ã�¿�Ý�_/²&g�I�€�r�M�@�
�±�–�Ò�”�˜�º�c �²�–�¼�Ñ�µ�¡  ARP �¸�î�È�Ý�_4:#Ý�I�€�r
�M��

�Ô�î�»

���b/²�c�
�G�b�µ+��†�Q#Ý�[�A�•�Ô�î�»�†&g�K�S�v�b�[�M��

Add/Edit ARP Static Configuration

[Add/Edit ARP Static Configuration] �²�–�”�ß�¢�Î�µ�¡�«�[�c�
�«�±�¸�•�µ�¡  ARP �š�å�º�Ü�†3ã�•�r
�S�c)…7Ÿ�[�A�r�M��

�Ç�•�î�Ý�»

• [Interface]>8�Í�«�º  �¿�µ�º�á�î�¡�_�K)F�I�€�Z�8�•�–�å�±�î�Ç�™�–�«�†0¿���K�r�M��

• [IP Address]>8�Í�«�º  IP �”�»�Þ�«�†0¿���K�r�M��

• [MAC Address]>8�Í�«�º  MAC �”�»�Þ�«>& 00e0.1e4e.3d8b �^�]>'�†0¿���K�r�M��

• [Proxy ARP]>8�­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�@�G�b�”�»�Þ�«�[�É�ß�Ÿ�©  ARP �†��/œ�[�A�•�|�:�_
�K�r�M���­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�c�
�æ���I�€�S  IP �”�»�Þ�«�b  ARP 0[�Ó�†�w�™�M�•�\�
�æ
���I�€�S  MAC �”�»�Þ�«�[�Â'Å�K�r�M��

�Ô�î�»

���b/²�c�
�G�b�µ+��†�Q#Ý�[�A�•�Ô�î�»�†&g�K�S�v�b�[�M��

�Ç�“�–�”�˜�›�î�Ý  �Ô�î�» �­�Ÿ�×�Ü�¸�•  �¥�å�¸�Ÿ�«�º

�Ý�î�¸�µ�» 3ñ4# �©�å�¢�Ý

�Ð�Ý�³

�¥�å�¸�Ÿ�«
�º �©�«�¸�Ò

• • • • —

�Ç�“�–�”�˜�›�î�Ý  �Ô�î�» �­�Ÿ�×�Ü�¸�•  �¥�å�¸�Ÿ�«�º

�Ý�î�¸�µ�» 3ñ4# �©�å�¢�Ý

�Ð�Ý�³

�¥�å�¸�Ÿ�«
�º �©�«�¸�Ò
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26-4
ASDM �Ø�î�¨  �ž�–�»

OL-14981-01-J



 

'¨  26 'v       ARP �–�å�«�Ì�¡�©�Ù�å�>�|�g�È�Ü�µ�ª�å�¢  �Ã�Û�Ó�î�±�b0¿��
  MAC �”�»�Þ�«  �¸�î�È�Ý�b�•�«�±�Ð�–�¬
MAC �”�»�Þ�«  �¸�î�È�Ý�b�•�«�±�Ð�–�¬
�G�G�[�c�
 MAC �”�»�Þ�«  �¸�î�È�Ý�_�X�8�Z1��Â�K�r�M��
Æ���c���b�\�>�~�[�M��

• �� MAC Address Table��>&P.26-5>'

• �� Add/Edit MAC Address Entry��>&P.26-6>'

• �� MAC �Û�î�½�å�¢�� >&P.26-6>'

MAC Address Table

[MAC Address Table] �Ì�–�å�[�c�
�«�±�¸�•�µ�¡  MAC �”�»�Þ�«  �š�å�º�Ü�†3ã�•�[�A�r�M��3û�–�

MAC �”�»�Þ�«�c�
"I���b  MAC �”�»�Þ�«�?�}�b�º�Û�Ç�•�µ�¡�@�–�å�±�î�Ç�™�–�«�_
°�W�S�\�A�_�

MAC �”�»�Þ�«  �¸�î�È�Ý�_�·$×�_3ã�•�I�€�r�M���«�±�¸�•�µ�¡  MAC �”�»�Þ�«�c�
�²0[�_�Â�L�Z  MAC 
�”�»�Þ�«  �¸�î�È�Ý�_3ã�•�[�A�r�M���«�±�¸�•�µ�¡  �š�å�º�Ü�†3ã�•�M�•�<!l�b  1 �X�_�
 MAC �«�É�î
�Ç�•�å�¢�_�P���[�A�•�G�\�@�6�~�r�M���«�±�¸�•�µ�¡  �š�å�º�Ü�\� �L  MAC �”�»�Þ�«�†�â�X�¡�Û�–�”
�å�º�@�
�Q�b�«�±�¸�•�µ�¡  �š�å�º�Ü�_�M+´�K�^�8�–�å�±�î�Ç�™�–�«�_�º�Û�Ç�•�µ�¡�†3æ�™�K�|�:�\�K
�S���œ�
�­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�c�º�Û�Ç�•�µ�¡�†�»�ß�µ�É�K�
�©�«�¸�Ò  �Ó�µ�­�î�ª�†#Õ�B�K�r
�M���«�±�¸�•�µ�¡  ARP �š�å�º�Ü�†3ã�•�M�•�\�A�_>& �� ARP Static Table��>&P.26-3>' �†�g!·>' �
�«�±
�¸�•�µ�¡  MAC �”�»�Þ�«  �š�å�º�Ü�c  MAC �”�»�Þ�«  �¸�î�È�Ý�_+¬�·$×�_3ã�•�I�€�r�M��

�­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�c�
3û�–�b�È�Ü�µ�ª�x�«�–�µ�³�\� �]�b�‰�2�[�
 MAC �”�»�Þ�«  �¸�î�È
�Ý�†�Û�î�½�å�¢�K�
�S(��K�r�M���¹�Â�–�«�@�­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«)�#ä�[�Ã�£�µ�º�†3æ�™�M�•
�\�
�­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�c�G�b  MAC �”�»�Þ�«�†�¸�î�È�Ý�_3ã�•�K�r�M���¸�î�È�Ý�[  MAC �”
�»�Þ�«�\$Î�™
–�–�å�±�î�Ç�™�–�«�@6õ4��Ü�E�}�€�Z�8�•�S�u�
�­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�c�
�Ã
�£�µ�º�@�G�K�8�–�å�±�î�Ç�™�–�«�?�}�¹�Â�–�«�_�”�»�Þ�«�æ���I�€�Z�8�•�G�\�@�ƒ�?�~�r�M��

ASA 5505 4:�Â�º�­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�_�c�
)��s3¸�s�«�–�µ�³�@�6�~�r�M���G�b�«�–�µ�³�b  
MAC �”�»�Þ�«  �¸�î�È�Ý�c�
�›  VLAN 
Æ�b�º�Û�Ç�•�µ�¡�b  MAC �”�»�Þ�«�\�«�–�µ�³  �Ï�î�º�b�Ð�µ�Æ
�å�¢�†)T�â�K�r�M���G�b8o�[�c�
 VLAN 6ë�b�º�Û�Ç�•�µ�¡�b  MAC �”�»�Þ�«�\  VLAN �–�å�±�î�Ç�™�–
�«�b�Ð�µ�Æ�å�¢�†)T�â�M�•�
�È�Ü�µ�ª�b  MAC �”�»�Þ�«  �¸�î�È�Ý�_�X�8�Z1��Â�K�r�M��

�­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�c�Ç�“�–�”�˜�›�î�Ý�^�b�[�
�Ã�£�µ�º�b��
›  MAC �”�»�Þ�«�@�¸�î�È�Ý
�_�^�8���œ�
�­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�c3û�–�b�È�Ü�µ�ª�\�c$��^�~�

–�b�Ã�£�µ�º�†�M�m�Z�b�–
�å�±�î�Ç�™�–�«�_�Ç�Û�µ�»�M�•�G�\�c�6�~�r�O�‡���æ�ƒ�~�_�
%$�K�K)F�I�€�S�¹�Â�–�«�r�S�c�Ü�Ô�î�º  
�¹�Â�–�«�_�P�K�Z���b�Ã�£�µ�º�†#Õ�B�K�r�M��

• %$�K�K)F�I�€�S�¹�Â�–�«�l�b�Ã�£�µ�º>8�­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�c��
›  IP �”�»�Þ�«�_�P�K�Z  
ARP 0[�Ó�†#Õ�B�K�
 �­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�c  ARP �Â'Å�†�w�™�K�S�–�å�±�î�Ç�™�–�«�†�Û�î
�½�å�¢�K�r�M��

• �Ü�Ô�î�º  �¹�Â�–�«�l�b�Ã�£�µ�º>8�­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�c��
›  IP �”�»�Þ�«�l�b  ping �†#Õ
�B�K�
�­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�c  ping �Â'Å�†�w�™�K�S�–�å�±�î�Ç�™�–�«�†�Û�î�½�å�¢�K�r�M��


–�b�Ã�£�µ�º�c�»�ß�µ�É�I�€�r�M��

�Ç�•�î�Ý�»

• [Interface]>8MAC �”�»�Þ�«�_6õ4��Ü�E�}�€�S�–�å�±�î�Ç�™�–�«�†/²&g�K�r�M��

• [MAC Address]>8MAC �”�»�Þ�«�†/²&g�K�r�M��

• [Add]>8�«�±�¸�•�µ�¡  MAC �”�»�Þ�«  �š�å�º�Ü�†3ã�•�K�r�M��

• [Edit]>8�«�±�¸�•�µ�¡  MAC �”�»�Þ�«  �š�å�º�Ü�†)…7Ÿ�K�r�M��

• [Delete]>8�«�±�¸�•�µ�¡  MAC �”�»�Þ�«  �š�å�º�Ü�†�P7V�K�r�M��
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'¨  26 'v       ARP �–�å�«�Ì�¡�©�Ù�å�>�|�g�È�Ü�µ�ª�å�¢  �Ã�Û�Ó�î�±�b0¿��
  MAC �”�»�Þ�«  �¸�î�È�Ý�b�•�«�±�Ð�–�¬
• [Dynamic Entry Timeout]>8�±�–�Ò�”�˜�º�M�•�r�[  MAC �”�»�Þ�«  �š�å�º�Ü�@  MAC �”�»�Þ�«  �¸�î
�È�Ý�_�\�]�r�•�G�\�@�[�A�•�ì6ë�†0¿���K�r�M���w� �^�Í�c�
 5 >|  720 �(>& 12 �ì6ë>'�[�M�� 5 �(�@
�¹�Ç�›�Ý�º�[�M��

�Ô�î�»

���b/²�c�
�G�b�µ+��†�Q#Ý�[�A�•�Ô�î�»�†&g�K�S�v�b�[�M��

Add/Edit MAC Address Entry

[Add/Edit MAC Address Entry] �²�–�”�ß�¢�Î�µ�¡�«�[�c�
�«�±�¸�•�µ�¡  MAC �”�»�Þ�«  �š�å�º�Ü�†3ã
�•�r�S�c)…7Ÿ�[�A�r�M��3û�–�
 MAC �”�»�Þ�«�c�
"I���b  MAC �”�»�Þ�«�?�}�b�º�Û�Ç�•�µ�¡�@�–�å
�±�î�Ç�™�–�«�_
°�W�S�\�A�_�
 MAC �”�»�Þ�«  �¸�î�È�Ý�_�·$×�_3ã�•�I�€�r�M���«�±�¸�•�µ�¡  �š�å�º
�Ü�†3ã�•�M�•�<!l�b  1 �X�_�
 MAC �«�É�î�Ç�•�å�¢�_�P���[�A�•�G�\�@�6�~�r�M���«�±�¸�•�µ�¡  �š�å�º
�Ü�\� �L  MAC �”�»�Þ�«�†�â�X�¡�Û�–�”�å�º�@�
�Q�b�«�±�¸�•�µ�¡  �š�å�º�Ü�_�M+´�K�^�8�–�å�±�î
�Ç�™�–�«�_�º�Û�Ç�•�µ�¡�†3æ�™�K�|�:�\�K�S���œ�
�­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�c�º�Û�Ç�•�µ�¡�†�»
�ß�µ�É�K�
�©�«�¸�Ò  �Ó�µ�­�î�ª�†#Õ�B�K�r�M��

�Ç�•�î�Ý�»

• [Interface Name]>8MAC �”�»�Þ�«�_6õ4��Ü�E�}�€�S�–�å�±�î�Ç�™�–�«�†0¿���K�r�M��

• [MAC Address]>8MAC �”�»�Þ�«�†0¿���K�r�M��

�Ô�î�»

���b/²�c�
�G�b�µ+��†�Q#Ý�[�A�•�Ô�î�»�†&g�K�S�v�b�[�M��

MAC �Û�î�½�å�¢

[MAC Learning] �Ì�–�å�[�c�
�–�å�±�î�Ç�™�–�«�[�b  MAC �”�»�Þ�«  �Û�î�½�å�¢�†�¹�•�­�î�È�Ý�_�M�•
�G�\�@�[�A�r�M���¹�Ç�›�Ý�º�[�c�
�›�–�å�±�î�Ç�™�–�«�c�º�Û�Ç�•�µ�¡�_
°�•  MAC �”�»�Þ�«�†+¬�·$×
�_�Û*f�K�
�­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�c�P�Â�M�•�š�å�º�Ü�†  MAC �”�»�Þ�«  �¸�î�È�Ý�_3ã�•�K�r�M��
�²0[�_�Â�L�Z  MAC �”�»�Þ�«  �Û�î�½�å�¢�†�¹�•�­�î�È�Ý�_�[�A�r�M�@�
�G�b���œ�
 MAC �”�»�Þ�«�†
�¸�î�È�Ý�_�«�±�¸�•�µ�¡�_3ã�•�K�^�8�\�
�º�Û�Ç�•�µ�¡�@�­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�†3û4#�[�A�^
�C�^�~�r�M��

�Ç�“�–�”�˜�›�î�Ý  �Ô�î�» �­�Ÿ�×�Ü�¸�•  �¥�å�¸�Ÿ�«�º

�Ý�î�¸�µ�» 3ñ4# �©�å�¢�Ý

�Ð�Ý�³

�¥�å�¸�Ÿ�«
�º �©�«�¸�Ò

— • • • —

�Ç�“�–�”�˜�›�î�Ý  �Ô�î�» �­�Ÿ�×�Ü�¸�•  �¥�å�¸�Ÿ�«�º

�Ý�î�¸�µ�» 3ñ4# �©�å�¢�Ý

�Ð�Ý�³

�¥�å�¸�Ÿ�«
�º �©�«�¸�Ò

— • • • —
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'¨  26 'v       ARP �–�å�«�Ì�¡�©�Ù�å�>�|�g�È�Ü�µ�ª�å�¢  �Ã�Û�Ó�î�±�b0¿��
  MAC �”�»�Þ�«  �¸�î�È�Ý�b�•�«�±�Ð�–�¬
�Ç�•�î�Ý�»

• [Interface]>8�–�å�±�î�Ç�™�–�«�¡�†/²&g�K�r�M��

• [MAC Learning Enabled]>8MAC �Û�î�½�å�¢�@�–�¿�î�È�Ý�[�6�•�?�]�:�?>& [Yes] �r�S�c  [No]>'�†
&g�K�r�M��

• [Enable]>84E�¥�K�S�–�å�±�î�Ç�™�–�«�[�b  MAC �Û�î�½�å�¢�†�–�¿�î�È�Ý�_�K�r�M��

• [Disable]>84E�¥�K�S�–�å�±�î�Ç�™�–�«�[�b  MAC �Û�î�½�å�¢�†�¹�•�­�î�È�Ý�_�K�r�M��

�Ô�î�»

���b/²�c�
�G�b�µ+��†�Q#Ý�[�A�•�Ô�î�»�†&g�K�S�v�b�[�M��

�Ç�“�–�”�˜�›�î�Ý  �Ô�î�» �­�Ÿ�×�Ü�¸�•  �¥�å�¸�Ÿ�«�º

�Ý�î�¸�µ�» 3ñ4# �©�å�¢�Ý

�Ð�Ý�³

�¥�å�¸�Ÿ�«
�º �©�«�¸�Ò

— • • • —
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C H A P T E R 27

9×�Ø�^�Ç�“�–�”�˜�›�î�Ý�–1¤�b0¿��

�G�b'v�[�c�
�–1¤�µ+��†0¿���M�•�G�\�_�|�W�Z�¿�µ�º�á�î�¡�7�Á�†75�F�M�•�‰�2�†1��Â�K�r�M���G�b'v
�_�c�
���b8o�@�6�~�r�M��

• ��+#�>�è���b0¿���� >&P.27-1>'

• ���K)F�b0¿���� >&P.27-6>'

• �� IP %����b0¿���� >&P.27-10>'

• ���Ç�Û�¢�Ó�å�º  �§�–�¬�b0¿���� >&P.27-18>'

• �� Anti-Spoofing �b0¿���� >&P.27-20>'

• �� TCP �œ�É�©�Ù�å�b0¿���� >&P.27-21>'

• ���¢�ß�î�Â�Ý  �±�–�Ò�”�˜�º�b0¿���� >&P.27-23>'

>&�@>' [Configuration] > [Firewall] > [Advanced] 8•�æ�[0¿���M�•�
 Sun RPC �§�î�Â�\�/�•�ì�º�Û�Ç�•�µ�¡�è
���b0¿���Í>&�>�|�g�G�b'v�_�µ�r�€�•�¨�C�b8o% >'�_�X�8�Z�c�
 '¨ 24 'v���”�É�Ü�£�î�©�Ù�å  �Þ�–�Ö  �É
�ß�º�¥�Ý  �–�å�«�Ì�¡�©�Ù�å�b0¿���� �†�g!·�K�Z�C�T�I�8��

+#�>�è���b0¿��
�G�b8o�[�c�
�«�Ÿ�Õ�å+#�>�è���\�ö�•+#�>�è���†0¿���M�•�‰�2�_�X�8�Z1��Â�K�r�M��1��Â�M�•
Æ���c��
�b�\�>�~�[�M��+#�>�è���c�©�å�¢�Ý  �Ô�î�»�T�E�[�Q#Ý�[�A�r�M��

�G�b8o�[�c�
���b�º�Æ�µ�¡�_�X�8�Z�v�~�V�F�r�M��

• ���ö�•+#�>�è���b0¿���� >&P.27-1>'

• ���«�Ÿ�Õ�å+#�>�è���b0¿���� >&P.27-3>'

• ��+#�>)+0£�_���b0¿���� >&P.27-4>'

• �� [Threat Detection] �Ç�•�î�Ý�»�b1��Â�� >&P.27-5>'

+#�>�è���b)+0£�_���†/²&g�M�•�_�c�
 �� [Firewall Dashboard] �±�È�� >&P.1-17>' �†�g!·�K�Z�C�T�I�8��

�ö�•+#�>�è���b0¿��

�ö�•+#�>�è���[�c�
 DoS �7�Á�b�|�:�^�7�Á�_6õ4��K�Z�8�•�•+��ö�@�6�•�”�¡�¸�•�Å�¸�•�†�è���K�r�M��
�ö�•+#�>�è���c�
�¹�Ç�›�Ý�º�[�–�¿�î�È�Ý�_�^�W�Z�8�r�M��

�G�b8o�[�c�
���b�º�Æ�µ�¡�_�X�8�Z�v�~�V�F�r�M��
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  +#�>�è���b0¿��
• ���ö�•+#�>�è���b�+0[�� >&P.27-2>'

• ���ö�•+#�>�è���b0¿���� >&P.27-2>'

�ö�•+#�>�è���b�+0[

�­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�c�
�ö�•+#�>�è���†�Q#Ý�K�Z�
���b#.#ä�[�»�ß�µ�É�K�S�Ã�£�µ�º�>�|�g
�­�Ÿ�×�Ü�¸�•  �–�Ë�å�º�b�m�œ�†%�0i�K�r�M��

• �”�¡�­�«  �Ü�«�º�_�|�•�Ä�°

• �Y�G�^�Ã�£�µ�º�g�'>& invalid-ip-header �x  invalid-tcp-hdr-length �^�]>'

• �K)F�D7H�b2x4#>&�©�«�¸�Ò
²�/�b�Ü�¯�î�«�D7H�\�¥�å�Ç�•� �×�Þ�î�©�Ù�å�[0¿���I�€�Z�8�•�D7H�b
�g�‰>'

• DoS �7�Á�b�è��>&!“� �^  SPI�
�«�¸�î�º�Ç�Ý  �Ç�“�–�”�˜�›�î�Ý�è���b�Y�œ�A�^�]>'

• �ö�•�Ç�“�–�”�˜�›�î�Ý�è���b�Y�œ�A>&�G�b�œ�É�©�Ù�å�c�
�G�G�_�4�ò�I�€�Z�8�•�Ç�“�–�”�˜�›�î�Ý
6õ4��b�Ã�£�µ�º  �»�ß�µ�É�M�m�Z�†�µ�t)r�œ�Þ�î�º�[�M���–�å�±�î�Ç�™�–�«�b4#2�,´�
�”�É�Ü�£�î
�©�Ù�å  �–�å�«�Ì�¡�©�Ù�å�[�Y�œ�A�b�Ã�£�µ�º�
�«�Ÿ�Õ�å�7�Á�b�è���^�]�
�Ç�“�–�”�˜�›�î�Ý�_6õ
4��K�^�8�Ã�£�µ�º  �»�ß�µ�É�c�µ�r�€�Z�8�r�O�‡>'

• $2�ƒ�K�8  ICMP �Ã�£�µ�º�b�è��

• �”�É�Ü�£�î�©�Ù�å  �–�å�«�Ì�¡�©�Ù�å�_�Y�œ�A�b�Ã�£�µ�º

• �–�å�±�î�Ç�™�–�«�b4#2�,´

• �è���I�€�S�«�Ÿ�Õ�å�7�Á>&�G�b�œ�É�©�Ù�å�[�c�
�«�Ÿ�Õ�å�7�Á�†�Ô�½�±�K�r�M���S�\�<�d�
�q�6�b  
TCP �Ã�£�µ�º�@  SYN �Ã�£�µ�º�[�^�8�G�\�x�
 TCP �K)F�[  3 �˜�™�–  �Á�å�»�©�™�–�¡�_�»�K�M�•�G
�\�^�]�[�M���Ç�Ý  �«�Ÿ�Õ�å+#�>�è��>& ���«�Ÿ�Õ�å+#�>�è���b0¿���� >&P.27-3>' �†�g!·>'�[�c�
�G�b�«
�Ÿ�Õ�å�7�Á�Þ�î�º�_���†�p7Ÿ�K�
�Í�«�º�†�7�Á*…�\�K�Z�(8®�K�Z+¬�·$×�_�<7V�M�•�G�\�_�|�W�Z�P
���K�r�M>'

• �Y�ö
²�­�µ�©�Ù�å�b�è��>& TCP SYN �7�Á�b�è���x�¹�î�±�^�K  UDP �­�µ�©�Ù�å�7�Á�b�è���^�]>'

�­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�c�
+#�>�†�è���M�•�\�S�T�U�_�©�«�¸�Ò  �ß�¢  �Ó�µ�­�î�ª>& 730100>'�†3æ
�™�K�r�M��

�ö�•+#�>�è���c�
�»�ß�µ�É�x ¯�~$×�^+#�>�@�6�W�S���œ�_7H�~�Ã�Ç�›�î�Ð�å�«�_�s8j�†�Z�<�r�M���G�b
"g�#�[�v�
�Ã�Ç�›�î�Ð�å�«�l�b�s8j�c�±�A�C�6�~�r�O�‡��

�ö�•+#�>�è���b0¿��

�ö�•+#�>�è���†�–�¿�î�È�Ý�r�S�c�¹�•�­�î�È�Ý�_�M�•�_�c�
 [Configuration] > [Firewall] > [Threat 
Detection] �Ì�–�å�[�
 [Enable Basic Threat Detection] �³�™�µ�¡�Î�µ�¡�«�†�œ�å�r�S�c�œ�Ç�_�K�r�M��

�G�b�œ�É�©�Ù�å�c�¹�Ç�›�Ý�º�[�
�Ã�£�µ�º  �»�ß�µ�É�x�Y�ö
²�^�­�µ�©�Ù�å�b�è���^�]�
"I���b�±�–�É
�b�­�Ÿ�×�Ü�¸�•  �–�Ë�å�º�b�è���†�–�¿�î�È�Ý�_�K�r�M���²0[�_�Â�L�Z�
�›�–�Ë�å�º  �±�–�É�b�¹�Ç�›�Ý
�º0¿���†�V�i�A�[�A�r�M��

�–�Ë�å�º  �Þ�î�º�@2x4#�M�•�\�
�­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�c�©�«�¸�Ò  �Ó�µ�­�î�ª�†3æ�™�K�r�M���­
�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�c�
�M��6ë7x�_�>�E�•�¹�’�–�Ë�å�º  �Þ�î�º�\%·�‡�Â�î�«�º6ë7x�_�>�E�•
�Â�î�«�º  �–�Ë�å�º  �Þ�î�º�b  2 '�8®�b�Þ�î�º�†3ã2§�K�r�M���Â�î�«�º  �Þ�î�º6ë7x�c�
�¹�’�Þ�î�º6ë7x�b  
1/60 �\  10 &Ê�b�:�U�
�8�N�€�?�±�A�8�o�:�[�M���­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�c�
�w�™�M�•�–�Ë�å�º�H
�\�_�¹�’�Þ�î�º�D7H�\�Â�î�«�º  �Þ�î�º�D7H�†�³�™�µ�¡�K�r�M���g�‰�b�Þ�î�º�@2x4#�K�Z�8�•���œ�
�­
�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�c�
�Â�î�«�º�‡6ë�_�>�E�•�Þ�î�º  �±�–�É�H�\�_�q�±  1 �X�b�Ó�µ�­�î�ª�b�m
�œ�[  2 �X�b�9���b�©�«�¸�Ò  �Ó�µ�­�î�ª�†3æ�™�K�r�M��

/² 27-1 �_�
�¹�Ç�›�Ý�º0¿���†&g�K�r�M��
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  +#�>�è���b0¿��
�«�Ÿ�Õ�å+#�>�è���b0¿��


¾�º$×�^�«�Ÿ�Õ�å�7�Á�[�c�
�6�•�Í�«�º�@�§�È�¿�µ�º
Æ�b  IP �”�»�Þ�«�_�”�¡�­�«�[�A�•�?�]�:�?�†  1 
�X�N�X0è�K�r�M>&�§�È�¿�µ�º
Æ�b0
�X�b�Í�«�º�M�m�Z�†8p�_�«�Ÿ�Õ�å�M�•�?�
 1 �X�b�Í�«�º�r�S�c�§�È
�¿�µ�º�b0
�X�b�Ï�î�º�M�m�Z�†8p�_�«�–�î�É�M�•>' ���«�Ÿ�Õ�å+#�>�è���µ+��c�
�8�X�Í�«�º�@�«�Ÿ�Õ�å
�†��/œ�M�•�?�†�8�9�K�r�M���º�Û�Ç�•�µ�¡*+�¡�_�ö�Y�C  IPS �«�Ÿ�Õ�å�è���\�c$��^�~�
�­�Ÿ�×�Ü�¸�•  
�”�É�Û�–�”�å�«  �b�«�Ÿ�Õ�å�_�|�•+#�>�b�è���µ+��[�c�
�È(
�^�¹�î�±�Ë�î�«�@�–�â�I�€�
�G�€�_�µ�r
�€�•�Í�«�º)+0£�_���†�«�Ÿ�Õ�å  �”�¡�¸�•�Å�¸�•�_6õ�M�•�(�Ò�_�Q#Ý�[�A�r�M��

�Í�«�º  �¹�î�±�Ë�î�«�c�
�”�¡�¸�•�Å�¸�•�†3É�I�^�8�K)F�
6â�L�}�€�Z�8�•�§�î�Å�«  �Ï�î�º�l�b�”�¡�­
�«�
8��Û�å�²�Ò  IPID �^�]�b+$�E�^  TCP �b�·�8�
�>�|�g�Q�b�Ú�b$2�ƒ�K�8�”�¡�¸�•�Å�¸�•�†3ã2§�K�r
�M��

�7�Á*…�_6õ�M�•�©�«�¸�Ò  �ß�¢  �Ó�µ�­�î�ª�†3æ�™�M�•�|�:�_  �­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«  �†0¿���K�S
�~�
+¬�·$×�_�Í�«�º�†�<7V�K�S�~�[�A�r�M��

/² 27-1 �ö�•+#�>�è���b�¹�Ç�›�Ý�º0¿��

�Ã�£�µ�º  �»�ß�µ�É�b#.#ä

�º�Ü�ž�î0¿��

�¹�’�Þ�î�º �Â�î�«�º  �Þ�î�º

• DoS �7�Á�b�è��

• �Y�G�^�Ã�£�µ�º�g�'

• �K)F�D7H�b2x4#

• $2�ƒ�K�8  ICMP �Ã�£�µ�º�b�è��

%$�S�b 600 &Ê6ë�[ 100 �»�ß�µ
�É / &Ê��

%$�S�b 10 &Ê6ë�[ 400 �»�ß�µ�É
/ &Ê��

%$�S�b 3600 &Ê6ë�[ 80 �»�ß�µ
�É / &Ê��

%$3Æ�b 320 &Ê6ë�[ 60 �»�ß�µ�É
/ &Ê��

�«�Ÿ�Õ�å�7�Á�b�è�� %$�S�b  600 &Ê6ë�[ 5 �»�ß�µ�É /
&Ê��

%$�S�b 10 &Ê6ë�[ 10 �»�ß�µ�É /
&Ê��

%$�S�b 3600 &Ê6ë�[ 4 �»�ß�µ�É
/ &Ê��

%$3Æ�b 60 &Ê6ë�[ 8 �»�ß�µ�É /
&Ê��

�Y�ö
²�­�µ�©�Ù�å�b�è��>& TCP 
SYN �7�Á�b�è���x�¹�î�±�^�K  UDP 
�­�µ�©�Ù�å�7�Á�b�è���^�]>' >&0
�œ>'

%$�S�b 600 &Ê6ë�[ 100 �»�ß�µ
�É / &Ê��

%$�S�b 10 &Ê6ë�[ 200 �»�ß�µ�É
/ &Ê��

%$�S�b 3600 &Ê6ë�[ 80 �»�ß�µ
�É / &Ê��

%$3Æ�b 60 &Ê6ë�[ 160 �»�ß�µ�É
/ &Ê��

�”�¡�­�«  �Ü�«�º�_�|�•�Ä�° %$�S�b  600 &Ê6ë�[ 400 �»�ß�µ
�É / &Ê��

%$�S�b 10 &Ê6ë�[ 800 �»�ß�µ�É
/ &Ê��

%$�S�b 3600 &Ê6ë�[ 320 �»
�ß�µ�É / &Ê��

%$3Æ�b 60 &Ê6ë�[ 640 �»�ß�µ�É
/ &Ê��

• �ö�•�Ç�“�–�”�˜�›�î�Ý�è���_�Y
�œ�A

• �”�É�Ü�£�î�©�Ù�å  �–�å�«�Ì�¡
�©�Ù�å�_�Y�œ�A�b�Ã�£�µ�º

%$�S�b 600 &Ê6ë�[ 400 �»�ß�µ
�É / &Ê��

%$�S�b 10 &Ê6ë�[ 1600 �»�ß�µ
�É / &Ê��

%$�S�b 3600 &Ê6ë�[ 320 �»
�ß�µ�É / &Ê��

%$3Æ�b 60 &Ê6ë�[ 1280 �»�ß�µ
�É / &Ê��

�–�å�±�î�Ç�™�–�«�b4#2�,´ %$�S�b  600 &Ê6ë�[ 2000 �»
�ß�µ�É / &Ê��

%$�S�b 10 &Ê6ë�[ 8000 �»�ß�µ
�É / &Ê��

%$�S�b 3600 &Ê6ë�[ 1600 �»
�ß�µ�É / &Ê��

%$3Æ�b 60 &Ê6ë�[ 6400 �»�ß�µ
�É / &Ê��
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  +#�>�è���b0¿��
�@�– �«�Ÿ�Õ�å+#�>�è���µ+��c�
�Í�«�º�Ë�î�«�\�§�È�¿�µ�º�Ë�î�«�b�¹�î�±�S4��\�_���†�8�B�>�|�g�p7Ÿ
�M�•6ë�
�­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�b�Ã�Ç�›�î�Ð�å�«�\�Ó�Ô�Ü�_�±�A�^�s8j�†�Z�<�•�•+��ö�@�6
�~�r�M��

�«�Ÿ�Õ�å+#�>�è���†0¿���M�•�_�c�
���b�m8p�†��/œ�K�r�M��

�«�¸�µ�É 1 �«�Ÿ�Õ�å+#�>�è���†�–�¿�î�È�Ý�_�M�•�_�c�
 [Configuration] > [Firewall] > [Threat Detection] �Ì�–�å
�[�
 [Enable Scanning Threat Detection] �³�™�µ�¡�Î�µ�¡�«�†�œ�å�_�K�r�M��

�¹�Ç�›�Ý�º�[�c�
�Í�«�º�@�7�Á*…�\�K�Z1‘�9�I�€�•�\�
�©�«�¸�Ò  �ß�¢  �Ó�µ�­�î�ª  730101 �@#Õ�B�I�€
�r�M��

�­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�c�
�«�Ÿ�Õ�å+#�>�Þ�î�º�@2x4#�M�•�\�
�Í�«�º�†�7�Á*…�r�S�c�±�î�¤�µ
�º�\�K�Z"I���K�r�M���­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�c�
�M��6ë7x�_�>�E�•�¹�’�–�Ë�å�º  �Þ�î�º�\%·�‡
�Â�î�«�º6ë7x�_�>�E�•�Â�î�«�º  �–�Ë�å�º  �Þ�î�º�b  2 '�8®�b�Þ�î�º�†3ã2§�K�r�M���Â�î�«�º  �–�Ë�å�º  
�Þ�î�º�c�
�¹�’�Þ�î�º6ë7x�b  60 �(�b  1 �r�S�c  10 &Ê�b�:�U�
�]�U�}�?�±�A�8�‰�b�Í�[�M���«�Ÿ�Õ�å�7
�Á�b�M4Š�\0b�^�I�€�•�–�Ë�å�º�@�è���I�€�•�S�g�_�
�­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�c�¹�’�Þ�î�º�D7H
�\�Â�î�«�º  �Þ�î�º�D7H�†�³�™�µ�¡�K�r�M���Í�«�º�?�}3æ�™�I�€�•�º�Û�Ç�•�µ�¡�@�]�U�}�?�b�Þ�î�º�†
2x�<�•�\�
�Q�b�Í�«�º�c�7�Á*…�\0b�^�I�€�r�M���Í�«�º�@�w�™�K�S�º�Û�Ç�•�µ�¡�@�]�U�}�?�b�Þ�î�º�†
2x�<�•�\�
�Q�b�Í�«�º�c�±�î�¤�µ�º�\0b�^�I�€�r�M��

/² 27-2 �_�
�«�Ÿ�Õ�å+#�>�è���b�¹�Ç�›�Ý�º�b�Þ�î�º�D7H�†&g�K�r�M��

�«�¸�µ�É 2 >&�õ�–>'�Í�«�º�@  �­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«  �_�|�W�Z�7�Á*…�\�8���I�€�S���œ�_+¬�·$×�_�Q�b�Í�«
�º�K)F�†)
�¢�M�•�_�c�
 [Shun Hosts detected by scanning threat] �³�™�µ�¡�Î�µ�¡�«�†�œ�å�_�K�r�M��

�«�¸�µ�É 3 >&�õ�–>'�Í�«�º�b  IP �”�»�Þ�«�†�<7V�P1ß�?�}�¥�M�_�c�
 [Networks excluded from shun] �Ç�•�î�Ý�»�_�”
�»�Þ�«�†
°�Š�K�r�M��

0
�X�b�”�»�Þ�«�r�S�c�§�È�¿�µ�º�c�
�•�å�Ð�[�
�)�W�Z
°�Š�[�A�r�M�� IP �”�»�Þ�«  �œ�È�ª�™�¡�º�b�Ü
�«�º�?�}�¿�µ�º�á�î�¡�†4E�¥�M�•�_�c�
 [...] �Î�±�å�†�¡�Ü�µ�¡�K�r�M��

+#�>)+0£�_���b0¿��

�È(
�^)+0£�_���†�p7Ÿ�M�•�|�:�_�­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�†0¿���M�•�G�\�@�[�A�r�M��+#�>�è��
)+0£�_���_�c�
0Á�•�>�|�g�»�ß�µ�É�I�€�S�º�Û�Ç�•�µ�¡  �Þ�î�º�@/²&g�I�€�r�M���¹�Ç�›�Ý�º�[�c�
�”
�¡�­�«  �Ü�«�º�b)+0£�_���c�–�¿�î�È�Ý�_�^�W�Z�8�r�M��

+#�>�è���b)+0£�_���†/²&g�M�•�_�c�
 �� [Firewall Dashboard] �±�È�� >&P.1-17>' �†�g!·�K�Z�C�T�I�8��

/² 27-2 �«�Ÿ�Õ�å�_�|�•+#�>�b�è���b�¹�Ç�›�Ý�º�b�Þ�î�º�D7H

�¹�’�Þ�î�º �Â�î�«�º  �Þ�î�º

%$�S�b 600 &Ê6ë�[ 5 �»�ß�µ�É / &Ê�� %$�S�b 10 &Ê6ë�[ 10 �»�ß�µ�É / &Ê��

%$�S�b 3600 &Ê6ë�[ 5 �»�ß�µ�É / &Ê�� %$�S�b 60 &Ê6ë�[ 10 �»�ß�µ�É / &Ê��
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  +#�>�è���b0¿��
�@�– )+0£�_���†�–�¿�î�È�Ý�_�M�•�\�
�–�¿�î�È�Ý�_�M�•)+0£�_���b�±�–�É�_�Â�L�Z�
�­�Ÿ�×�Ü�¸�•  �”�É
�Û�–�”�å�«�b�Ã�Ç�›�î�Ð�å�«�@�s8j�†�w�E�r�M���Í�«�º�b)+0£�_���†�–�¿�î�È�Ý�_�M�•�\�
�Ã
�Ç�›�î�Ð�å�«�_�±�A�^�s8j�@�6�~�r�M���º�Û�Ç�•�µ�¡�b2�,´�@9×�8���œ�c�
�G�b�±�–�É�b)+0£�_��
�c�M�ì$×�_�–�¿�î�È�Ý�_�M�•�G�\�†�è0¦�K�Z�C�T�I�8���Ï�î�º�b)+0£�_���†�–�¿�î�È�Ý�_�K�Z�v�s
8j�c�Q�€�o�]�6�~�r�O�‡��

• �M�m�Z�b)+0£�_���†�–�¿�î�È�Ý�_�M�•�_�c�
 [Configuration] > [Firewall] > [Threat Detection] �Ì�–
�å�[�
 [Enable All Statistics] �œ�É�©�Ù�å �Î�±�å�†�œ�å�_�K�r�M��

• �M�m�Z�b)+0£�_���†�¹�•�­�î�È�Ý�_�M�•�_�c�
 [Configuration] > [Firewall] > [Threat Detection] �Ì
�–�å�[�
 [Disable All Statistics] �œ�É�©�Ù�å �Î�±�å�†�œ�å�_�K�r�M��

• "I���b)+0£�_���T�E�†�–�¿�î�È�Ý�_�M�•�_�c�
 [Configuration] > [Firewall] > [Threat Detection] �Ì
�–�å�[�
 [Enable Only Following Statistics] �œ�É�©�Ù�å �Î�±�å�†�œ�å�_�K�
���b�³�™�µ�¡�Î�µ�¡�«
�b�p�?�}  1 �X�è�V�†�œ�å�_�K�r�M��

– [Hosts]>8�Í�«�º)+0£�_���†�–�¿�î�È�Ý�_�K�r�M��   �Í�«�º�@�”�¡�¸�•�È�[�
�«�Ÿ�Õ�å+#�>�Í�«�º  
�¹�î�±�Ë�î�«
Æ�_�Ñ�~�M�•7H�~�
�Í�«�º)+0£�_���c(ü'��I�€�r�M���Í�«�º�c�
8��”�¡�¸�•�È�_
�^�W�Z�?�}  10 �(�‹�_�¹�î�±�Ë�î�«�?�}�P7V�I�€�r�M>&)+0£�_���v�¡�Ü�”�I�€�r�M>' ��

– [Access Rules]>&�¹�Ç�›�Ý�º�[�–�¿�î�È�Ý>' >8�”�¡�­�«  �Ý�î�Ý�b)+0£�_���†�–�¿�î�È�Ý�_�K�r
�M�� 

– [Port]>8TCP/UDP �Ï�î�º�b)+0£�_���†�–�¿�î�È�Ý�_�K�r�M��

– [Protocol]>8TCP/UDP �è�¥�b  IP �É�ß�º�¥�Ý�b)+0£�_���†�–�¿�î�È�Ý�_�K�r�M��

[Threat Detection] �Ç�•�î�Ý�»�b1��Â

[Threat Detection] �Ì�–�å�[�c�
�ö�•+#�>�è���>�|�g�«�Ÿ�Õ�å+#�>�è���†0¿���[�A�r�M��

�Ç�•�î�Ý�»

• [Basic Threat Detection]>8�ö�•+#�>�è���[�c�
 DoS �7�Á�b�|�:�^�7�Á�_6õ4��K�Z�8�•�•+��ö�@�6�•
�”�¡�¸�•�Å�¸�•�†�è���K�r�M���ö�•+#�>�è���c�
�¹�Ç�›�Ý�º�[�–�¿�î�È�Ý�_�^�W�Z�8�r�M��

– [Enable Basic Threat Detection]>8�ö�•+#�>�è���†�–�¿�î�È�Ý�_�K�r�M��0ò(ý�_�X�8�Z�c�
 ���ö
�•+#�>�è���b0¿���� >&P.27-1>' �†�g!·�K�Z�C�T�I�8��

• [Scanning Threat Detection]>8�«�Ÿ�Õ�å+#�>�è���µ+��c�
�8�X�Í�«�º�@�«�Ÿ�Õ�å�†��/œ�M�•�?�†�ô
���K�r�M��

– [Enable Scanning Threat Detection]>8�«�Ÿ�Õ�å+#�>�è���†�–�¿�î�È�Ý�_�K�r�M��0ò(ý�_�X�8�Z
�c�
 ���«�Ÿ�Õ�å+#�>�è���b0¿���� >&P.27-3>' �†�g!·�K�Z�C�T�I�8��

– [Shun Hosts detected by scanning threat]>8�­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�@�Í�«�º�†�7�Á*…�\�K
�Z1‘�9�M�•�\+¬�·$×�_�Í�«�º�K)F�†)
�¢�K�r�M��

[Networks excluded from shun]>8�Í�«�º  IP �”�»�Þ�«�†�G4J�P1ß�?�}7V�¥�K�r�M��0
�X�b�”�»
�Þ�«�r�S�c�§�È�¿�µ�º�c�
�•�å�Ð�[�
�)�W�Z
°�Š�[�A�r�M�� IP �”�»�Þ�«  �œ�È�ª�™�¡�º�b�Ü�«
�º�?�}�¿�µ�º�á�î�¡�†4E�¥�M�•�_�c�
 [...] �Î�±�å�†�¡�Ü�µ�¡�K�r�M��

• [Scanning Threat Statistics]>8�­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�@�È(
�^)+0£�_���†�p7Ÿ�[�A�•�|�:�_
�K�r�M��+#�>�è��)+0£�_���_�c�
0Á�•�>�|�g�»�ß�µ�É�I�€�S�º�Û�Ç�•�µ�¡  �Þ�î�º�@/²&g�I�€�r�M��
�¹�Ç�›�Ý�º�[�c�
�”�¡�­�«  �Ü�«�º�b)+0£�_���c�–�¿�î�È�Ý�_�^�W�Z�8�r�M��+#�>�è���b)+0£�_��
�†/²&g�M�•�_�c�
 �� [Firewall Dashboard] �±�È�� >&P.1-17>' �†�g!·�K�Z�C�T�I�8��
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  �K)F�b0¿��
�@�– )+0£�_���†�–�¿�î�È�Ý�_�M�•�\�
�–�¿�î�È�Ý�_�M�•)+0£�_���b�±�–�É�_�Â�L�Z�
�­�Ÿ�×�Ü�¸�•  �”�É
�Û�–�”�å�«�b�Ã�Ç�›�î�Ð�å�«�@�s8j�†�w�E�r�M���Í�«�º�b)+0£�_���†�–�¿�î�È�Ý�_�M�•�\�
�Ã
�Ç�›�î�Ð�å�«�_�±�A�^�s8j�@�6�~�r�M���º�Û�Ç�•�µ�¡�b2�,´�@9×�8���œ�c�
�G�b�±�–�É�b)+0£�_��
�c�M�ì$×�_�–�¿�î�È�Ý�_�M�•�G�\�†�è0¦�K�Z�C�T�I�8���Ï�î�º�b)+0£�_���†�–�¿�î�È�Ý�_�K�Z�v�s
8j�c�Q�€�o�]�6�~�r�O�‡��

– [Disable All Statistics]>8�M�m�Z�b)+0£�_���†�¹�•�­�î�È�Ý�_�K�r�M��

– [Enable All Statistics]>8�M�m�Z�b)+0£�_���†�–�¿�î�È�Ý�_�K�r�M��

– [Enable only following statistics]>8"I���b)+0£�_���†�–�¿�î�È�Ý�_�K�r�M��

[Hosts]>8�Í�«�º)+0£�_���†�–�¿�î�È�Ý�_�K�r�M��   �Í�«�º�@�”�¡�¸�•�È�[�
�«�Ÿ�Õ�å+#�>�Í�«�º  
�¹�î�±�Ë�î�«
Æ�_�Ñ�~�M�•7H�~�
�Í�«�º)+0£�_���c(ü'��I�€�r�M���Í�«�º�c�
8��”�¡�¸�•�È�_
�^�W�Z�?�}  10 �(�‹�_�¹�î�±�Ë�î�«�?�}�P7V�I�€�r�M>&)+0£�_���v�¡�Ü�”�I�€�r�M>' ��

[Access Rules]>&�¹�Ç�›�Ý�º�[�–�¿�î�È�Ý>' >8�”�¡�­�«  �Ý�î�Ý�b)+0£�_���†�–�¿�î�È�Ý�_�K�r
�M��

[Port]>8TCP/UDP �Ï�î�º�b)+0£�_���†�–�¿�î�È�Ý�_�K�r�M��

[Protocol]>8TCP/UDP �è�¥�b  IP �É�ß�º�¥�Ý�b)+0£�_���†�–�¿�î�È�Ý�_�K�r�M��

�Ô�î�»

���b/²�c�
�G�b�µ+��†�Q#Ý�[�A�•�Ô�î�»�†&g�K�S�v�b�[�M��

�K)F�b0¿��
�G�b8o�[�c�
 TCP �\  UDP �b�q�±�K)F�X�
�q�±�6�‡�K)F�X�
�¡�Û�–�”�å�º�6�S�~�b�q�±�K)F�X�
�K)F�±
�–�Ò�”�˜�º�
�¹�µ�»�K)F�è���†0¿���M�•�‰�2�
�>�|�g  TCP �©�î�£�å�«�b�Û�å�²�Ò�ì�†�¹�•�­�î�È�Ý�_
�M�•�‰�2�_�X�8�Z1��Â�K�r�M���G�b8o�[�c�
 TCP �G0d�ì�†0¿���M�•�‰�2�_�X�8�Z�v1��Â�K�r�M�� TCP 
�G0d�ì�_�|�W�Z�
$��–�^�Ã�£�µ�º�†1‘�9�M�•�ö =�†�æ���[�A�r�M���­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�c�

$��–�^�Ã�£�µ�º�@�è���I�€�•�\�Q�€�}�†�»�ß�µ�É�K�r�M��

�G�b8o�[�c�
���b�º�Æ�µ�¡�_�X�8�Z�v�~�V�F�r�M��

• ���K)F�D7H�Í�b�+0[�� >&P.27-7>'

• ���K)F0¿���\  TCP �G0d�ì�b�–�¿�î�È�Ý�ì�� >&P.27-8>'

>&�@>' NAT �¥�å�Ç�•� �×�Þ�î�©�Ù�å�[�q�±�K)F�X�
�q�±�6�‡�K)F�X�
�>�|�g  TCP �©�î�£�å�«  �Û�å�²�Ò�ì�†0¿
���M�•�G�\�v�[�A�r�M���g�‰�b�‰�2�†�Q#Ý�K�Z� �L�º�Û�Ç�•�µ�¡�_�G�€�}�b0¿���†/œ�:���œ�c�
�­�Ÿ�×
�Ü�¸�•  �”�É�Û�–�”�å�«�c�*�8�‰�b�D7H�†�Q#Ý�K�r�M�� TCP �©�î�£�å�«�b�Û�å�²�Ò�ì�@�8�N�€�?�b�‰�2
�†�Q#Ý�K�Z�¹�•�­�î�È�Ý�_�^�W�Z�8�•���œ�
�­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�c  TCP �©�î�£�å�«�b�Û�å�²
�Ò�ì�†�¹�•�­�î�È�Ý�_�K�r�M��

�Ç�“�–�”�˜�›�î�Ý  �Ô�î�» �­�Ÿ�×�Ü�¸�•  �¥�å�¸�Ÿ�«�º

�Ý�î�¸�µ�» 3ñ4# �©�å�¢�Ý

�Ð�Ý�³

�¥�å�¸�Ÿ�«
�º �©�«�¸�Ò

• • • — —
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  �K)F�b0¿��
�K)F�D7H�Í�b�+0[

�G�b8o�[�c�
�K)F�†�D7H�M�•% $×�_�X�8�Z1��Â�K�r�M�����b8o% �†�v�~�V�F�r�M��

• �� TCP �æ/œ�w�™�b�+0[��>&P.27-7>'

• ���¡�Û�–�”�å�º�Þ�«  SSL VPN �b�«�n�ö�†% $×�\�K�S'ö#.�Ã�£�µ�º�b  TCP �æ/œ�w�™�b�¹�•�­�î�È�Ý
�ì�� >&P.27-7>'

• ���¹�µ�»�K)F�è���b�+0[�� >&P.27-7>'

• �� TCP �©�î�£�å�«�Û�å�²�Ò�ì�+0[�� >&P.27-8>'

TCP �æ/œ�w�™�b�+0[

�6�‡�K)F�b�X�†�D7H�M�•�G�\�[�
 DoS �7�Á>&�§�î�Å�«�Ä)/�7�Á>'�?�}�–1¤�I�€�r�M���­�Ÿ�×�Ü�¸�•  �”
�É�Û�–�”�å�«�[�c�
�¡�Û�–�”�å�º�6�S�~�b�D7H�Í�\�6�‡�K)F�b�D7H�†�<#Ý�K�Z  TCP �æ/œ�w�™�†6ä���K
�r�M���æ/œ�w�™�_�|�W�Z�
 TCP SYN �Ã�£�µ�º�†�Q#Ý�K�Z�–�å�±�î�Ç�™�–�«�†�Ç�Û�µ�¹�•�å�¢�M�•  DoS 
�7�Á�?�}
Æ4Š�©�«�¸�Ò�†�–1¤�K�r�M���6�‡�K)F�\�c�
3æ�™
–�\��
›�b6ë�[�²0[�_�^�•�Á�å�»�©�™�–�¡�†
�ö�¢�K�Z�8�^�8�K)F0[�Ó�b�G�\�[�M�� TCP �æ/œ�w�™�[�c�
 SYN �¡�µ�Ÿ�î  �”�Ý�¦�Ü�¬�Ò�†�Q#Ý�K�Z  
TCP SYN �Ç�Û�µ�¹�•�å�¢�7�Á�†75�B�r�M�� SYN �Ç�Û�µ�¹�•�å�¢�7�Á�c�
3û�–�c�«�É�î�Ç�•�å�¢�I�€�S  
IP �”�»�Þ�«�?�}3æ�™�I�€�Z�C�•�M4��b  SYN �Ã�£�µ�º�[�S�B�I�€�Z�8�r�M�� SYN �Ã�£�µ�º�b�Ç�Û�µ
�¹�•�å�¢�@���–$×�_#Õ�L�•�\�
 SYN �Ÿ�×�î�@�M�¼�_�^�•"g�#�@)F�A�
�K)F0[�Ó�_�P�K�Z�§�î�Å�«�†�f
�j�[�A�^�C�^�~�r�M���K)F�b�6�‡�K)F�K�A�8�Í�†2x�<�•�\�
�­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�c�§�î�Â�b
�É�ß�Ÿ�©�\�K�Z�·�8�K�
�¡�Û�–�”�å�º  SYN 0[�Ó�_�P�M�•  SYN-ACK �Â'Å�†#Õ�B�K�r�M���­�Ÿ�×�Ü�¸�•  
�”�É�Û�–�”�å�«�@�¡�Û�–�”�å�º�?�}  ACK �†�w�™�M�•�\�
�¡�Û�–�”�å�º�†1�0É�K�
�§�î�Â�l�b�K)F�†0Á
�•�[�A�r�M��

�¡�Û�–�”�å�º�Þ�«  SSL VPN �b�«�n�ö�†% $×�\�K�S'ö#.�Ã�£�µ�º�b  TCP �æ/œ�w�™�b�¹�•�­�î
�È�Ý�ì

�¹�Ç�›�Ý�º�[�c�
 TCP 'ö#.�K)F�[�c  TCP �æ/œ�w�™�@�–�_�–�¿�î�È�Ý�_�^�W�Z�8�r�M�� TCP �æ/œ�w�™
�c�
�–�¿�î�È�Ý�_�^�•�\  3 �˜�™�–  TCP �K)F&�'g�Á�å�»�©�™�–�¡  �Ã�£�µ�º�†�æ/œ�w�™�M�•�S�u�
�­�Ÿ�×
�Ü�¸�•  �”�É�Û�–�”�å�«�c�¡�Û�–�”�å�º�Þ�«>&�È�Û�˜�¨�Ë�î�«�b>' SSL VPN �?�}�b�Ã�£�µ�º�†��#.�[�A
�^�C�^�~�r�M���¡�Û�–�”�å�º�Þ�«  SSL VPN �[�c�
 3 �˜�™�–  �Á�å�»�©�™�–�¡  �Ã�£�µ�º�†��#.�K�
4E�¥$×
�^  ACK �\�¡�Û�–�”�å�º�Þ�«  SSL VPN �K)F�l�b  TCP �œ�É�©�Ù�å�†�f�j�[�A�^�E�€�d�^�~�r�O�‡�� 'ö#.
�º�Û�Ç�•�µ�¡�b  TCP �æ/œ�w�™�†�¹�•�­�î�È�Ý�_�M�•�_�c�
�6�‡�K)F�D7H�†0¿���K�r�M���6�‡�K)F�D7H
�_4)�K�S�‹�_�T�E  TCP �æ/œ�w�™�†�–�¿�î�È�Ý�_�[�A�r�M��

�¹�µ�»�K)F�è���b�+0[

�¹�µ�»�K)F�è��>& DCD>'�[�c�
�¹�µ�»�K)F�†�è���K�
�º�Û�Ç�•�µ�¡�†�r�T��#.�[�A�•�K)F�†�‡7H�)�€
�_�M�•�G�\�^�C�
�¹�µ�»�K)F�†�‡7H�)�€�_�[�A�r�M�� DCD �c�
�”�–�»�Ý"g�Â�[�v�w� �^�K)F�†)T�â�M
�•���œ�_0¿���K�r�M��

DCD �†�–�¿�î�È�Ý�_�M�•�\�
�”�–�»�Ý  �±�–�Ò�”�˜�º�·�8�@�š�ì�K�r�M���”�–�»�Ý  �±�–�Ò�”�˜�º�_�^�•
�\�
 DCD �É�ß�î�È�@  2 �X�b�š�å�»�Í�«�º�Q�€�R�€�_3æ�™�I�€�
�K)F�b�w� �ö�@�8�•�I�€�r�M��0¿���I
�€�S6ë7x�[�É�ß�î�È�@3æ�™�I�€�S�‹�_�š�å�»�Í�«�º�@�Â'Å�†3É�I�^�8�\�
�Q�b�K)F�c0Ž�:�I�€�
�Ü�­�µ
�º�Í�@0¿���I�€�Z�8�€�d�›�š�å�»�Í�«�º�_3æ�™�I�€�r�M���g�‰�b�š�å�»�Í�«�º�@�Â'Å�K�Z�K)F�b�w� �ö
�@&�1��I�€�•�\�
�”�¡�¸�•�Å�¸�•  �±�–�Ò�”�˜�º�@#'�~�b�ì6ë�_�f�‚�I�€�
�Q�€�_�Â�L�Z�±�–�Ò�”�˜�º
�@
Ì�«�£�ª�×�î�Ý�I�€�r�M��
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  �K)F�b0¿��
TCP �©�î�£�å�«�Û�å�²�Ò�ì�+0[

�Q�€�R�€�b  TCP �K)F�_�c  2 �X�b  ISN �@�m�~�\�Z�}�€�Z�>�~�
�Q�b�:�U�b  1 �X�c�¡�Û�–�”�å�º�[#Õ�B�I
�€�
�v�:  1 �X�c�§�î�Â�[#Õ�B�I�€�r�M���­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�c�
%T�™�\$Î�™�b�g�‰�¥�[3û4#
�M�•  TCP SNY �b  ISN �†�Û�å�²�Ò�ì�K�r�M��

�–1¤�I�€�S�Í�«�º�b  ISN �†�Û�å�²�Ò�ì�M�•�G�\�_�|�~�
�7�Á*…�@�‚�K�8�K)F�[���b  ISN �†�£ ��[�A�^
�8�|�:�_�K�Z�
�‚0d�­�µ�©�Ù�å�@�Œ�W�v�}�€�•�b�†75�B�r�M��

TCP �6�‡�©�î�£�å�«$��•�b�Û�å�²�Ò�ì�c�
�²0[�_�Â�L�Z�¹�•�­�î�È�Ý�_�[�A�r�M�����_�[�†&g�K�r�M��

• �9�b%$�4�K)F�I�€�S�Ç�“�–�”�˜�›�î�Ý�[�v�6�‡�©�î�£�å�«$��•�@�Û�å�²�Ò�ì�I�€�
�º�Û�Ç�•�µ�¡�_
�s8j�M�•�G�\�c�^�8�v�b�b�
�g�‰�b�Ç�“�–�”�˜�›�î�Ý�[�G�b�·�8�†��/œ�M�•�²0[�@�^�8���œ��

• �­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�[  eBGP �Ð�Ý�³�Í�µ�É�†�Q#Ý�K�Z�>�~�
 eBGP �Æ�”�[  MD5 �†�Q#Ý�K
�Z�8�•���œ���Û�å�²�Ò�ì�_�|�~�
 MD5 �³�™�µ�¡�§�Ò�c�(0Ž�I�€�r�M��

• �­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�[�K)F�b�©�î�£�å�«�†�Û�å�²�Ò�ì�K�^�8�|�:�_�M�•�²0[�@�6�•  
WAAS �¹�Â�–�«�†�Q#Ý�M�•���œ��

�K)F0¿���\  TCP �G0d�ì�b�–�¿�î�È�Ý�ì  

�K)F0¿���Í�\  TCP �G0d�ì�†0¿���M�•�_�c�
���b�m8p�†��/œ�K�r�M��

�«�¸�µ�É 1 [Configuration] > [Firewall] > [Service Policy Rules] �Ì�–�å�[�
 '¨ 23 'v���§�î�Å�«  �Ï�Ü�©�î  �Ý�î�Ý�b
0¿���� �_�‘�W�Z�§�î�Å�«  �Ï�Ü�©�î�†0¿���K�r�M��

�‚�K�8�§�î�Å�«  �Ï�Ü�©�î  �Ý�î�Ý�b�M4Š�\�K�Z�K)F�D7H�†0¿���[�A�r�M���r�S�c�
�¤�Ñ�b�§�î�Å�«  �Ï�Ü
�©�î�†)…7Ÿ�M�•�G�\�v�[�A�r�M��

�«�¸�µ�É 2 [Rule Actions] �²�–�”�ß�¢�Î�µ�¡�«�[�
 [Connection Settings] �±�È�†�¡�Ü�µ�¡�K�r�M��

�«�¸�µ�É 3 �q�±�K)F�X�†0¿���M�•�_�c�
 [Maximum Connections] 8•�æ�[���b�Í�†0¿���K�r�M��

• [TCP & UDP Connections]>8�º�Û�Ç�•�µ�¡  �¡�Û�«�b�M�m�Z�b�¡�Û�–�”�å�º�[� �ì�_�K)F�I�€�•  
TCP �>�|�g  UDP �K)F�b�q�±�X�†  65,536 �r�[�b(
�V�[�æ���K�r�M���]�U�}�b�É�ß�º�¥�Ý�\�v�¹
�Ç�›�Ý�º�c  0 �[�
�K)F�•+��^�q�±0Á���X�_0¿���I�€�Z�8�r�M��

• [Embryonic Connections]>8�Í�«�º�H�\�b�6�‡�K)F�b�q�±�X�†  65,536 �r�[�b(
�V�[�æ���K�r�M���6
�‡�K)F�\�c�
3æ�™
–�\��
›�b6ë�[�²0[�_�^�•�Á�å�»�©�™�–�¡�†�ö�¢�K�Z�8�^�8�K)F0[�Ó�b�G�\�[
�M���G�b�D7H�_�|�~�
 TCP �æ/œ�w�™�µ+��@�–�¿�î�È�Ý�_�^�~�r�M���¹�Ç�›�Ý�º�c  0 �[�
�q�±�6�‡
�K)F�X�[�6�•�G�\�†&g�K�r�M�� TCP �æ/œ�w�™�c�
TCP SYN �Ã�£�µ�º�†�Q#Ý�K�Z�–�å�±�î�Ç�™�–�«
�†�Ç�Û�µ�¹�•�å�¢�M�•�G�\�_�|�•  DoS �7�Á�?�}
Æ4Š�©�«�¸�Ò�†�–1¤�K�r�M���6�‡�K)F�D7H�†2x�<
�•�\�
�¡�Û�–�”�å�º�?�}�­�Ÿ�×�Ü�¸�•  �Þ�Ë�Ý�b�|�~9×�8�§�î�Â�_3æ�™�I�€�•  TCP SYN �Ã�£�µ�º
�@�
 TCP �æ/œ�w�™�µ+��_�|�W�Z�æ/œ�w�™�I�€�r�M���è0É�É�ß�­�«�p�_  SYN �¡�µ�Ÿ�î�@�Q#Ý�I�€�

�»�ß�µ�É�I�€�•�w� �^�º�Û�Ç�•�µ�¡�b�X�@�q�`7H�_�š�<�}�€�r�M���K�S�@�W�Z�
�?4)�Y+��^�Í�«�º
�?�}�b�K)F0è/œ�@�§�î�Â�_�?4)�M�•�G�\�c�6�~�r�O�‡��

• [Per Client Connections]>8�¡�Û�–�”�å�º�H�\�_�
� �ì�K)F�[�A�•  TCP �K)F�\  UDP �K)F�b�q�±�X�†
�æ���K�r�M���¡�Û�–�”�å�º�6�S�~�b�q�±�K)F�X�b�K)F�†�M�[�_6ä�8�Z�8�•�¡�Û�–�”�å�º�@�‚�K�8�K
)F�†0è�s�•�\�
�­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�c�
�Q�b�K)F�†�Ä�°�K�Z�Ã�£�µ�º�†�»�ß�µ�É�K�r�M��

• [Per Client Embryonic Connections]>8�¡�Û�–�”�å�º�H�\�_�
� �ì�K)F�[�A�•  TCP �6�‡�K)F�b�q�±
�X�†�æ���K�r�M���¡�Û�–�”�å�º�6�S�~�b�q�±�6�‡�K)F�X�b�K)F�†�­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�?
�}�M�[�_6ä�8�Z�8�•�¡�Û�–�”�å�º�@�‚�K�8  TCP �K)F�†0[�Ó�M�•�\�
�­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«
�c�
�Q�b0[�Ó�b��#.�†  TCP �æ/œ�w�™�µ+��_�æ/œ�I�O�
�K)F�†7<�F�K�r�M��

�«�¸�µ�É 4 TCP �±�–�Ò�”�˜�º�†0¿���M�•�_�c�
 [TCP Timeout] 8•�æ�[���b�Í�†0¿���K�r�M��
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  �K)F�b0¿��
• [Connection Timeout]>8�K)F�«�ß�µ�º�†0Ž�:�M�•�r�[�b�”�–�»�Ý�ì6ë�†�æ���K�r�M���K)F�b�±�–�Ò
�”�˜�º�†�¹�•�­�î�È�Ý�_�M�•�_�c�
 0:0:0 �†
°�Š�K�r�M���G�b�‡6ë�c  5 �(�è�V�_�M�•�²0[�@�6�~�r
�M���¹�Ç�›�Ý�º�c  1 �ì6ë �[�M��

• [Send reset to TCP endpoints before timeout]>8�­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�@�
�K)F�«�ß�µ�º�†0Ž
�:�M�•�S�_�K)F�b�š�å�»�Ï�–�å�º�_  TCP �Ü�­�µ�º  �Ó�µ�­�î�ª�†3æ�™�M�•�|�:�_�æ���K�r�M��

• [Embryonic Connection Timeout]>8�6�‡�K)F�«�ß�µ�º�@0Ž�:�I�€�•�r�[�b�”�–�»�Ý�ì6ë�†�æ���K�r
�M���K)F�b�±�–�Ò�”�˜�º�†�¹�•�­�î�È�Ý�_�M�•�_�c�
 0:0:0 �†
°�Š�K�r�M���¹�Ç�›�Ý�º�c  30 &Ê�[
�M��

• [Half Closed Connection Timeout]>8�Á�î�Ç  �¡�ß�î�¬�K)F�«�ß�µ�º�@0Ž�:�I�€�•�r�[�b�”�–�»�Ý�ì
6ë�†�æ���K�r�M���K)F�b�±�–�Ò�”�˜�º�†�¹�•�­�î�È�Ý�_�M�•�_�c�
 0:0:0 �†
°�Š�K�r�M���G�b�‡6ë
�c  5 �(�è�V�_�M�•�²0[�@�6�~�r�M���¹�Ç�›�Ý�º�c  10 �( �[�M��

�«�¸�µ�É 5 �©�î�£�å�«$��•�b�Û�å�²�Ò�ì�†�¹�•�­�î�È�Ý�_�M�•�_�c�
 [Randomize Sequence Number] �†�œ�Ç�_�K
�r�M��

�9�b�–�å�Û�–�å  �Ç�“�–�”�˜�›�î�Ý�[  TCP �–�½�©�Õ�Ý �©�î�£�å�«$��•�b�Û�å�²�Ò�ì�†�–�¿�î�È�Ý�_�K�Z
�8�•���œ�c�
�Q�b�Û�å�²�Ò�ì�†�¹�•�­�î�È�Ý�_�[�A�r�M�� 2 �X�b�Ç�“�–�”�˜�›�î�Ý�[� �L�·�8�†��/œ�M
�•�²0[�c�^�8�?�}�[�M���S�T�K�
�g�‰�b�Ç�“�–�”�˜�›�î�Ý�[  ISN �Û�å�²�Ò�ì�†�–�¿�î�È�Ý�_�K�S�r�r
�_�K�Z�v�º�Û�Ç�•�µ�¡�_�c�s8j�K�r�O�‡��

�Q�€�R�€�b  TCP �K)F�_�c  2 �X�b  ISN �@�m�~�\�Z�}�€�Z�>�~�
�Q�b�:�U�b  1 �X�c�¡�Û�–�”�å�º�[#Õ�B�I
�€�
�v�:  1 �X�c�§�î�Â�[#Õ�B�I�€�r�M���­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�[�c�
$Î�™�‰�¥�_3û4#�M�•  TCP 
SYN �b  ISN �†�Û�å�²�Ò�ì�K�r�M��� �M�­�Ÿ�×�Ü�¸�•  �Þ�Ë�Ý�b  2 �X�b�–�å�±�î�Ç�™�–�«6ë�b�K)F�b��
�œ�
 ISN �c�n�‰�¥�b  SYN �[�Û�å�²�Ò�ì�I�€�r�M��

�–1¤�I�€�S�Í�«�º�b  ISN �†�Û�å�²�Ò�ì�M�•�G�\�_�|�~�
�7�Á*…�@�‚�K�8�K)F�[���b  ISN �†�£ ��[�A�^
�8�|�:�_�K�Z�
�‚0d�­�µ�©�Ù�å�@�Œ�W�v�}�€�•�b�†75�B�r�M��

�«�¸�µ�É 6 TCP �G0d�ì�†0¿���M�•�_�c�
 [Use TCP Map] �†�œ�å�_�K�r�M��

�»�ß�µ�É�²�˜�å  �Ü�«�º�?�}�¤�Ñ�b  TCP �Ð�µ�É�†4E�¥�M�•�?>&4E�¥�•+��^���œ>' �
 [New] �†�¡�Ü�µ�¡�K
�Z�‚�K�8  TCP �Ð�µ�É�†3ã�•�K�r�M��

[Add TCP Map] �²�–�”�ß�¢�Î�µ�¡�«�@/²&g�I�€�r�M��

a. [TCP Map Name] �Ç�•�î�Ý�»�[�
�¡�S�†
°�Š�K�r�M��

b. [Queue Limit] �Ç�•�î�Ý�»�[�
$��–�^�Ã�£�µ�º�b�q�±�X�†  0 >|  250 �b(
�V�[�æ���K�r�M��

c. [Reserved Bits] 8•�æ�[�
 [Clear and allow]�
 [Allow  only]�
�r�S�c  [Drop] �†�¡�Ü�µ�¡�K�r�M��

[Allow only] �†�æ���M�•�\�
 TCP �Ê�µ�²�î�_�£(Ù�Å�µ�º�b�6�•�Ã�£�µ�º�T�E�@0Á�•�I�€�r�M��

[Clear and allow] �†�æ���M�•�\�
 TCP �Ê�µ�²�î�b�£(Ù�Å�µ�º�†�¡�Ü�”�K�Z�Ã�£�µ�º�†0Á�•�K�r�M��

[Drop] �†�æ���M�•�\�
 TCP �Ê�µ�²�î�_�£(Ù�Å�µ�º�b�6�•�Ã�£�µ�º�†�»�ß�µ�É�K�r�M��

d. ���b�8�N�€�?�b�œ�É�©�Ù�å�†�œ�å�_�K�r�M��

• [Clear Urgent Flag]>8�­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�†3û�L�Z  URG �Ï�–�å�±�†0Á�•�r�S�c�¡�Ü�”�K�r
�M��

• [Drop Connection on Window Variation]>8�£�•�¥�b�˜�•�å�»�˜  �§�–�¬�b�š�f�@$Î#Õ�K�S�K)F�†�»
�ß�µ�É�K�r�M��

• [Drop Packets that Exceed Maximum Segment Size]>8�Æ�”�[0¿���K�S  MSS �†2x4#�K�S�Ã�£�µ�º�†
0Á�•�r�S�c�»�ß�µ�É�K�r�M��

• [Check if transmitted data is the same as original]>8
Ì3æ�™�¹�î�±  �³�™�µ�¡�†�–�¿�î�È�Ý�>�|�g�¹�•
�­�î�È�Ý�_�K�r�M��

• [Drop SYN Packets With Data]>8 �¹�î�±�†�â�X  SYN �Ã�£�µ�º�†0Á�•�r�S�c�»�ß�µ�É�K�r�M��
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• [Enable TTL Evasion Protection]>8�­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�b  TTL �G4J�–1¤�†�–�¿�î�È�Ý�r
�S�c�¹�•�­�î�È�Ý�_�K�r�M��

• [Verify TCP Checksum]>8�³�™�µ�¡�§�Ò�è0É�†�–�¿�î�È�Ý�>�|�g�¹�•�­�î�È�Ý�_�K�r�M��

e. TCP �œ�É�©�Ù�å�†0¿���M�•�_�c�
���b�8�N�€�?�b�œ�É�©�Ù�å�†�œ�å�_�K�r�M��

• [Clear Selective Ack]>8[selective-ack TCP] �œ�É�©�Ù�å�†0Á�•�M�•�?�¡�Ü�”�M�•�?�†&g�K�r�M��

• [Clear TCP Timestamp]>8TCP �±�–�Ò�«�±�å�É  �œ�É�©�Ù�å�†0Á�•�M�•�?�¡�Ü�”�M�•�?�†&g�K�r�M��

• [Clear Window Scale]>8�˜�•�å�»�˜  �«�£�î�Ý  �±�–�Ò�«�±�å�É  �œ�É�©�Ù�å�†0Á�•�M�•�?�¡�Ü�”�M�•
�?�†&g�K�r�M��

• [Range]>8�w� �^  TCP �œ�É�©�Ù�å�b(
�V�†&g�K�r�M���G�K�8(
�V�c  6 >|  7 �\  9 >|  255 �[�M���W7H
�C#ú�Í�c�V7H�C#ú�Í�è�W�[�^�E�€�d�^�~�r�O�‡��

f. [OK]  �†�¡�Ü�µ�¡�K�r�M��

�«�¸�µ�É 7 �Ñ)F�•+��ì6ë�†0¿���M�•�_�c�
 [Decrement time to live for a connection] �†�œ�å�_�K�r�M��

�«�¸�µ�É 8 [OK]  �r�S�c  [Finish] �†�¡�Ü�µ�¡�K�r�M��

IP %����b0¿��
IP %����µ+��c�
�ö�•$×�^  IPS �µ+��†�f�j�K�r�M���§�Ï�î�º�I�€�•�É�Û�µ�º�Ç�›�î�Ò�[9×�Ø�^  IPS �µ+�
�†��#'�M�•���œ�_�c�
 AIP SSM �†�–�å�«�º�î�Ý�[�A�r�M��

�G�b�µ+��_�|�~�
�¡�S�Ü�A%����Ï�Ü�©�î�†�8�B�K�
�Ã�£�µ�º�@�¦�S��*O�í�s�b�7�Á�©�¢�½�³�Õ�r�S�c�_
���©�¢�½�³�Õ�\�M+´�M�•���œ�_��/œ�M�•�”�¡�©�Ù�å�†"I���[�A�r�M���©�¢�½�³�Õ�c�
�¤%±�b�7�Á�Ã�±�î
�å�_�M+´�M�•�”�¡�¸�•�Å�¸�•�[�M���S�\�<�d�
 DoS �7�Á�_�M+´�M�•�©�¢�½�³�Õ�@�6�~�r�M���­�Ÿ�×�Ü
�¸�•  �”�É�Û�–�”�å�«�c�
�Ã�£�µ�º�†�»�ß�µ�É�
�”�Û�î�Ò�†#Õ�B�
�r�S�c�K)F�†�Ü�­�µ�º�M�•�|�:�_0¿
���[�A�r�M��

IP Audit Policy

[IP Audit Policy] �Ã�¿�Ý�[�c�
%����Ï�Ü�©�î�†3ã�•�K�
�Q�b�Ï�Ü�©�î�†�–�å�±�î�Ç�™�–�«�_�m�~�\�Z�}
�€�r�M���7�Á�Ï�Ü�©�î�\�_���Ï�Ü�©�î�c�
�›�–�å�±�î�Ç�™�–�«�_�m�~�\�Z�}�€�r�M���7�Á�Ï�Ü�©�î�_�|
�~�
�Ã�£�µ�º�@�7�Á�©�¢�½�³�Õ�_�M+´�M�•�\�A�_��/œ�M�•�”�¡�©�Ù�å�@�ô�r�~�r�M���Q�b�Ã�£�µ�º�c�

DoS �7�Á�^�]�
�¿�µ�º�á�î�¡�[�b�7�Á�b�M4Š�[�6�•�•+��ö�@�6�~�r�M���_���Ï�Ü�©�î�_�|�~�
�Ã�£�µ
�º�@�_���©�¢�½�³�Õ�_�M+´�M�•�\�A�_��/œ�M�•�”�¡�©�Ù�å�@�ô�r�~�r�M���Q�b�Ã�£�µ�º�c�
#'�ì!l�[�c
�¿�µ�º�á�î�¡�†�7�Á�K�Z�8�^�C�Z�v�
�Ï�î�º  �«�–�î�É�^�]�b�_���p7Ÿ�”�¡�¸�•�Å�¸�•�b�M4Š�_�^�•�•
+��ö�@�6�~�r�M���M�m�Z�b�©�¢�½�³�Õ�b�Ü�«�º�_�X�8�Z�c�
 IP %����b�©�¢�½�³�Õ  �Ü�«�º �†�g!·�K�Z�C
�T�I�8��

�Ç�•�î�Ý�»

• [Name]>8��*O�í�s  IP %����Ï�Ü�©�î�b�¡�S�†&g�K�r�M���G�b�¸�î�È�Ý�_�c�¡�S�Ü�A�Ï�Ü�©�î�b�¹
�Ç�›�Ý�º  �”�¡�©�Ù�å�@�M0t/²&g�I�€�Z�8�r�M�@>& �� --Default Action--��>'�
�–�å�±�î�Ç�™�–�«�_�m�~
�\�Z�•�G�\�@�[�A�•�¡�S�Ü�A�Ï�Ü�©�î�[�c�6�~�r�O�‡���¹�Ç�›�Ý�º  �”�¡�©�Ù�å�c�
�Ï�Ü�©�î�[�”
�¡�©�Ù�å�†0¿���K�^�8���œ�_�
�¡�S�Ü�A�Ï�Ü�©�î�_�|�W�Z�Q#Ý�I�€�r�M���¹�Ç�›�Ý�º  �”�¡�©�Ù�å
�†�š�f�M�•�_�c�
�Q�b�”�¡�©�Ù�å�†4E�¥�K�Z  [Edit] �Î�±�å�†�¡�Ü�µ�¡�K�r�M��

• [Type]>8�Ï�Ü�©�î  �±�–�É>&[Attack] �r�S�c  [Info]>'�†&g�K�r�M��
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• [Action]>8�Ï�Ü�©�î�_�M+´�M�•�Ã�£�µ�º�_�P�K�Z��/œ�I�€�•�”�¡�©�Ù�å>& [Alarm]�
 [Drop]�
�r�S
�c  [Reset]>'�†&g�K�r�M��0
�X�b�”�¡�©�Ù�å�@�M0t/²&g�I�€�•�G�\�v�6�~�r�M��

• [Add]>8�‚�K�8  IP %����Ï�Ü�©�î�†3ã�•�K�r�M��

• [Edit]>8IP %����Ï�Ü�©�î�r�S�c�¹�Ç�›�Ý�º  �”�¡�©�Ù�å�†)…7Ÿ�K�r�M��

• [Delete]>8IP %����Ï�Ü�©�î�†�P7V�K�r�M���¹�Ç�›�Ý�º  �”�¡�©�Ù�å�c�P7V�[�A�r�O�‡��

• [Policy-to-Interface Mappings]>8�7�Á�>�|�g�_���Ï�Ü�©�î�†�›�–�å�±�î�Ç�™�–�«�_�m�~�\�Z�r�M��

– [Interface]>8�–�å�±�î�Ç�™�–�«�¡�†/²&g�K�r�M��

– [Attack Policy]>8�Q#Ý�[�A�•�7�Á%����Ï�Ü�©�î�¡�†�M0t/²&g�K�r�M���Ü�«�º�_�6�•�¡�S�†�¡
�Ü�µ�¡�K�Z�
�Ï�Ü�©�î�†�–�å�±�î�Ç�™�–�«�_�m�~�\�Z�r�M��

– [Info Policy]>8�Q#Ý�[�A�•�_��%����Ï�Ü�©�î�¡�†�M0t/²&g�K�r�M���Ü�«�º�_�6�•�¡�S�†�¡�Ü�µ
�¡�K�Z�
�Ï�Ü�©�î�†�–�å�±�î�Ç�™�–�«�_�m�~�\�Z�r�M��

�Ô�î�»

���b/²�c�
�G�b�µ+��†�Q#Ý�[�A�•�Ô�î�»�†&g�K�S�v�b�[�M��

Add/Edit IP Audit Policy Configuration

[Add/Edit IP Audit Policy Configuration] �²�–�”�ß�¢�Î�µ�¡�«�[�c�
�–�å�±�î�Ç�™�–�«�_�m�~�\�Z�}�€
�•�¡�S�Ü�A  IP %����Ï�Ü�©�î�†3ã�•�r�S�c)…7Ÿ�K�
�©�¢�½�³�Õ  �±�–�É�H�\�_�¹�Ç�›�Ý�º  �”�¡�©�Ù�å�†�š
�f�[�A�r�M��

�Ç�•�î�Ý�»

• [Policy Name]>8IP %����Ï�Ü�©�î�¡�†0¿���K�r�M���Ï�Ü�©�î�¡�c�
3ã�•�K�S�‹�[�c�š�f�[�A�r�O�‡��

• [Policy Type]>8�Ï�Ü�©�î  �±�–�É�†0¿���K�r�M���Ï�Ü�©�î  �±�–�É�c�
3ã�•�K�S�‹�[�c�š�f�[�A�r�O
�‡��

– [Attack]>8�Ï�Ü�©�î  �±�–�É�†�7�Á�\�K�Z0¿���K�r�M��

– [Information]>8�Ï�Ü�©�î  �±�–�É�†�_���\�K�Z0¿���K�r�M��

• [Action]>8�Ã�£�µ�º�@�©�¢�½�³�Õ�_�M+´�M�•�\�A�_��/œ�M�•�”�¡�©�Ù�å�†  1 �X�è�V0¿���K�r�M���”
�¡�©�Ù�å�†4E�¥�K�^�8���œ�_�c�
�¹�Ç�›�Ý�º  �Ï�Ü�©�î�@�Q#Ý�I�€�r�M��

– [Alarm]>8�Ã�£�µ�º�@�©�¢�½�³�Õ�_�M+´�K�S�G�\�†&g�M�©�«�¸�Ò  �Ó�µ�­�î�ª�†#Õ�B�K�r�M���M
�m�Z�b�©�¢�½�³�Õ�b�Ü�«�º�_�X�8�Z�c�
 �� IP %����b�©�¢�½�³�Õ  �Ü�«�º ���†�g!·�K�Z�C�T�I�8��

– [Drop]>8�Ã�£�µ�º�†�»�ß�µ�É�K�r�M��

– [Reset]>8�Ã�£�µ�º�†�»�ß�µ�É�K�
�K)F�†6â�L�r�M��

�Ô�î�»

���b/²�c�
�G�b�µ+��†�Q#Ý�[�A�•�Ô�î�»�†&g�K�S�v�b�[�M��

�Ç�“�–�”�˜�›�î�Ý  �Ô�î�» �­�Ÿ�×�Ü�¸�•  �¥�å�¸�Ÿ�«�º

�Ý�î�¸�µ�» 3ñ4# �©�å�¢�Ý

�Ð�Ý�³

�¥�å�¸�Ÿ�«
�º �©�«�¸�Ò

• • • • —
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IP Audit Signatures

[IP Audit Signatures] �Ì�–�å�[�c�
%����©�¢�½�³�Õ�†�¹�•�­�î�È�Ý�_�[�A�r�M���G0d�b�º�Û�Ç�•�µ�¡�@
8–)¾�_�©�¢�½�³�Õ�_�M+´�M�•���œ�_�c�
�©�¢�½�³�Õ�†�¹�•�­�î�È�Ý�_�K�Z�s�Z�C�T�I�8���Ü�«�¡�@���:
�G�\�†�Ž%±�[�©�¢�½�³�Õ�†�¹�•�­�î�È�Ý�_�M�•�\�
�¨�X�b�”�Û�î�Ò�†�G4J�[�A�r�M��

�M�m�Z�b�©�¢�½�³�Õ�b�Ü�«�º�_�X�8�Z�c�
 �� IP %����b�©�¢�½�³�Õ  �Ü�«�º ���†�g!·�K�Z�C�T�I�8��

�Ç�•�î�Ý�»

• [Enabled]>8�–�¿�î�È�Ý�_�^�W�Z�8�•�©�¢�½�³�Õ�†�M0t/²&g�K�r�M��

• [Disabled]>8�¹�•�­�î�È�Ý�_�^�W�Z�8�•�©�¢�½�³�Õ�†�M0t/²&g�K�r�M��

• [Disable]>84E�¥�K�S�©�¢�½�³�Õ�†  [Disabled] �Ì�–�å�_&ã�·�K�r�M��

• [Enable]>84E�¥�K�S�©�¢�½�³�Õ�†  [Enabled] �Ì�–�å�_&ã�·�K�r�M��

�Ô�î�»

���b/²�c�
�G�b�µ+��†�Q#Ý�[�A�•�Ô�î�»�†&g�K�S�v�b�[�M��

�Ç�“�–�”�˜�›�î�Ý  �Ô�î�» �­�Ÿ�×�Ü�¸�•  �¥�å�¸�Ÿ�«�º

�Ý�î�¸�µ�» 3ñ4# �©�å�¢�Ý

�Ð�Ý�³

�¥�å�¸�Ÿ�«
�º �©�«�¸�Ò

• • • • —

�Ç�“�–�”�˜�›�î�Ý  �Ô�î�» �­�Ÿ�×�Ü�¸�•  �¥�å�¸�Ÿ�«�º

�Ý�î�¸�µ�» 3ñ4# �©�å�¢�Ý

�Ð�Ý�³

�¥�å�¸�Ÿ�«
�º �©�«�¸�Ò

• • • • —
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IP %����b�©�¢�½�³�Õ  �Ü�«�º

/² 27-3 �_�
�§�Ï�î�º�I�€�Z�8�•�©�¢�½�³�Õ�>�|�g�Ó�µ�­�î�ª$��•�b�M0t�†&g�K�r�M��

/² 27-3 �©�¢�½�³�Õ  ID �\�©�«�¸�Ò  �Ó�µ�­�î�ª$��•

�©�¢�½
�³�Õ  ID

�Ó�µ�­�î
�ª$��• �©�¢�½�³�Õ  �±�–�º�Ý

�©�¢�½�³�Õ  �±
�–�É 1��Â

1000 400000 IP options-Bad Option List InformationalIP �¹�î�±�¢�Û�Ò  �Ê�µ�²�î�b  IP �œ�É�©�Ù�å�b
�Ü�«�º�@�Y�ö
²�[�6�•�?�
�r�S�c�Y�G�^�g�'
�_�^�W�Z�8�•  IP �¹�î�±�¢�Û�Ò�†�w�™�M�•�\
�º�Ü�ž�î�I�€�r�M�� IP �œ�É�©�Ù�å�b�Ü�«�º�_
�c�
�I�r�J�r�^�¿�µ�º�á�î�¡'ö#.�±�«�¡�r�S
�c�¹�Â�µ�¢  �±�«�¡�†��/œ�M�•�œ�É�©�Ù�å�@  1 
�X�è�V�µ�r�€�Z�8�r�M��

1001 400001 IP options-Record Packet Route Informational �¹�î�±�¢�Û�Ò�b  IP �œ�É�©�Ù�å �Ü�«�º�p�_�œ
�É�©�Ù�å  7>&0°6��Ã�£�µ�º  �Ý�î�º>'�†�µ�t  IP 
�¹�î�±�¢�Û�Ò�†�w�™�M�•�\�º�Ü�ž�î�I�€�r
�M��

1002 400002 IP options-Timestamp Informational�¹�î�±�¢�Û�Ò�b  IP �œ�É�©�Ù�å �Ü�«�º�p�_�œ
�É�©�Ù�å  4>&�±�–�Ò�«�±�å�É>'�†�µ�t  IP �¹�î
�±�¢�Û�Ò�†�w�™�M�•�\�º�Ü�ž�î�I�€�r�M��

1003 400003 IP options-Security Informational�¹�î�±�¢�Û�Ò�b  IP �œ�É�©�Ù�å �Ü�«�º�p�_�œ
�É�©�Ù�å  2>&�­�Ÿ�×�Ü�¸�•  �œ�É�©�Ù�å>'�†�µ
�t  IP �¹�î�±�¢�Û�Ò�†�w�™�M�•�\�º�Ü�ž�î�I
�€�r�M��

1004 400004 IP options-Loose Source Route Informational�¹�î�±�¢�Û�Ò�b  IP �œ�É�©�Ù�å �Ü�«�º�p�_�œ
�É�©�Ù�å  3>&)†�Ï�^3æ�™
–�Ý�î�º>'�†�µ�t  IP 
�¹�î�±�¢�Û�Ò�†�w�™�M�•�\�º�Ü�ž�î�I�€�r
�M��

1005 400005 IP options-SATNET ID Informational�¹�î�±�¢�Û�Ò�b  IP �œ�É�©�Ù�å �Ü�«�º�p�_�œ
�É�©�Ù�å  8>&SATNET �«�º�Ü�î�Ò  ID>'�†�µ
�t  IP �¹�î�±�¢�Û�Ò�†�w�™�M�•�\�º�Ü�ž�î�I
�€�r�M��

1006 400006 IP options-Strict Source Route Informational �¹�î�±�¢�Û�Ò�b  IP �œ�É�©�Ù�å �Ü�«�º�p�_�œ
�É�©�Ù�å  2>&�]�&�^3æ�™
–�Ý�î�¸�•�å�¢>'�†
�µ�t  IP �¹�î�±�¢�Û�Ò�†�w�™�M�•�\�º�Ü�ž�î
�I�€�r�M��

1100 400007 IP Fragment Attack Attack �œ�Ç�­�µ�º  �Ç�•�î�Ý�»�b�œ�Ç�­�µ�º�Í�@  0 �|
�~�±�A�C  5 �• 6�_�^�W�Z�8�•  IP �¹�î�±�¢�Û
�Ò�†�w�™�M�•�\�º�Ü�ž�î�I�€�r�M��

1102 400008 IP Impossible Packet Attack 3æ�™
–�\��
›�@� �L�”�»�Þ�«�_�^�W�Z�8�•  IP 
�Ã�£�µ�º�@�?%T�M�•�\�º�Ü�ž�î�I�€�r�M���G
�b�©�¢�½�³�Õ�c�
�8�ƒ�z�•  Land Attack �†��
�
�K�r�M��
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1103 400009 IP Overlapping Fragments
>&Teardrop>'

Attack � �L  IP �¹�î�±�¢�Û�Ò
Æ�_�µ�r�€�Z�8�•  2 �X
�b�Ç�Û�¢�Ó�å�º�b�œ�Ç�­�µ�º�Í�@�
�Q�b�¹�î
�±�¢�Û�Ò
Æ�b�)*(�ô�u�†
¹�w�K�Z�8�•�G�\�†
&g�M���œ�_�º�Ü�ž�î�I�€�r�M���G�€�c�
�Ç�Û
�¢�Ó�å�º  A �@�Ç�Û�¢�Ó�å�º  B �_�|�W�Z�ö
²
�_�V�i�A�I�€�•�G�\�
�r�S�c�Ç�Û�¢�Ó�å�º  A 
�@�Ç�Û�¢�Ó�å�º  B �_�|�W�Z4Š�($×�_�V�i�A�I
�€�•�G�\�†�–�á�K�r�M���œ�Ì�Þ�î�¸�•�å�¢  �©
�«�¸�Ò�_�|�W�Z�c�
�G�b�|�:�_5�0
�M�•�Ç�Û
�¢�Ó�å�º�@�G�K�C��#.�I�€�N�
5�0
�Ç�Û�¢�Ó
�å�º�†�w�™�M�•�\�[�¥�†�«�ß�î�K�S�~�
�Ú�b
�Y4:�)�^�·�8�†/œ�W�S�~�K�r�M�� Teardrop �7
�Á�[�c�
�G�€�_�|�~  DoS "g�Â�†�,�A2s�G�K
�r�M��

2000 400010 ICMP Echo Reply InformationalIP �Ê�µ�²�î�b�É�ß�º�¥�Ý  �Ç�•�î�Ý�»�@  1
>&ICMP>'�_0¿���I�€�
 ICMP �Ê�µ�²�î�b�±�–
�É �Ç�•�î�Ý�»�@  0>&�š�¥�î�Â'Å>'�_0¿���I�€
�S IP �¹�î�±�¢�Û�Ò�†�w�™�M�•�\�º�Ü�ž�î�I
�€�r�M��

2001 400011 ICMP Host Unreachable Informational IP �Ê�µ�²�î�b�É�ß�º�¥�Ý  �Ç�•�î�Ý�»�@  1
>&ICMP>'�_0¿���I�€�
 ICMP �Ê�µ�²�î�b�±�–
�É �Ç�•�î�Ý�»�@  3>&�Í�«�º�?4)�Y+�>'�_0¿��
�I�€�S  IP �¹�î�±�¢�Û�Ò�†�w�™�M�•�\�º�Ü
�ž�î�I�€�r�M��

2002 400012 ICMP Source Quench InformationalIP �Ê�µ�²�î�b�É�ß�º�¥�Ý  �Ç�•�î�Ý�»�@  1
>&ICMP>'�_0¿���I�€�
 ICMP �Ê�µ�²�î�b�±�–
�É �Ç�•�î�Ý�»�@  4>&�¯�î�«  �¡�š�å�³>'�_0¿��
�I�€�S  IP �¹�î�±�¢�Û�Ò�†�w�™�M�•�\�º�Ü
�ž�î�I�€�r�M��

2003 400013 ICMP Redirect InformationalP �Ê�µ�²�î�b�É�ß�º�¥�Ý  �Ç�•�î�Ý�»�@  1
>&ICMP>'�_0¿���I�€�
 ICMP �Ê�µ�²�î�b�±�–
�É �Ç�•�î�Ý�»�@  5>&�Ü�²�–�Þ�¡�º>'�_0¿���I
�€�S  IP �¹�î�±�¢�Û�Ò�†�w�™�M�•�\�º�Ü�ž�î
�I�€�r�M��

2004 400014 ICMP Echo Request InformationalIP �Ê�µ�²�î�b�É�ß�º�¥�Ý  �Ç�•�î�Ý�»�@  1
>&ICMP>'�_0¿���I�€�
 ICMP �Ê�µ�²�î�b�±�–
�É �Ç�•�î�Ý�»�@  8>&�š�¥�î0[�Ó>'�_0¿���I�€
�S IP �¹�î�±�¢�Û�Ò�†�w�™�M�•�\�º�Ü�ž�î�I
�€�r�M��

2005 400015 ICMP Time Exceeded for a Datagram InformationalIP �Ê�µ�²�î�b�É�ß�º�¥�Ý  �Ç�•�î�Ý�»�@  1
>&ICMP>'�_0¿���I�€�
 ICMP �Ê�µ�²�î�b�±�–
�É �Ç�•�î�Ý�»�@  11>&�¹�î�±�¢�Û�Ò�b2x4#�ì
6ë>'�_0¿���I�€�S  IP �¹�î�±�¢�Û�Ò�†�w�™�M
�•�\�º�Ü�ž�î�I�€�r�M��

/² 27-3 �©�¢�½�³�Õ  ID �\�©�«�¸�Ò  �Ó�µ�­�î�ª$��•  >&)F�A>'

�©�¢�½
�³�Õ  ID

�Ó�µ�­�î
�ª$��• �©�¢�½�³�Õ  �±�–�º�Ý

�©�¢�½�³�Õ  �±
�–�É 1��Â
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2006 400016 ICMP Parameter Problem on 
Datagram

Informational IP �Ê�µ�²�î�b�É�ß�º�¥�Ý  �Ç�•�î�Ý�»�@  1
>&ICMP>'�_0¿���I�€�
 ICMP �Ê�µ�²�î�b�±�–
�É �Ç�•�î�Ý�»�@  12>&�¹�î�±�¢�Û�Ò�b�Ã�Û
�Ó�î�±�e8Ÿ>'�_0¿���I�€�S  IP �¹�î�±�¢�Û�Ò
�†�w�™�M�•�\�º�Ü�ž�î�I�€�r�M��

2007 400017 ICMP Timestamp Request InformationalIP �Ê�µ�²�î�b�É�ß�º�¥�Ý  �Ç�•�î�Ý�»�@  1
>&ICMP>'�_0¿���I�€�
 ICMP �Ê�µ�²�î�b�±�–
�É �Ç�•�î�Ý�»�@  13>&�±�–�Ò�«�±�å�É0[�Ó>'
�_0¿���I�€�S  IP �¹�î�±�¢�Û�Ò�†�w�™�M�•�\
�º�Ü�ž�î�I�€�r�M��

2008 400018 ICMP Timestamp Reply InformationalIP �Ê�µ�²�î�b�É�ß�º�¥�Ý  �Ç�•�î�Ý�»�@  1
>&ICMP>'�_0¿���I�€�
 ICMP �Ê�µ�²�î�b�±�–
�É �Ç�•�î�Ý�»�@  14>&�±�–�Ò�«�±�å�É�Â'Å>'
�_0¿���I�€�S  IP �¹�î�±�¢�Û�Ò�†�w�™�M�•�\
�º�Ü�ž�î�I�€�r�M��

2009 400019 ICMP Information Request InformationalIP �Ê�µ�²�î�b�É�ß�º�¥�Ý  �Ç�•�î�Ý�»�@  1
>&ICMP>'�_0¿���I�€�
 ICMP �Ê�µ�²�î�b�±�–
�É �Ç�•�î�Ý�»�@  15>&�_��0[�Ó>'�_0¿���I�€
�S IP �¹�î�±�¢�Û�Ò�†�w�™�M�•�\�º�Ü�ž�î�I
�€�r�M��

2010 400020 ICMP Information Reply InformationalIP �Ê�µ�²�î�b�É�ß�º�¥�Ý  �Ç�•�î�Ý�»�@  1
>&ICMP>'�_0¿���I�€�
 ICMP �Ê�µ�²�î�b�±�–
�É �Ç�•�î�Ý�»�@  16>&ICMP �_���Â'Å>'�_0¿
���I�€�S  IP �¹�î�±�¢�Û�Ò�†�w�™�M�•�\�º�Ü
�ž�î�I�€�r�M��

2011 400021 ICMP Address Mask Request InformationalIP �Ê�µ�²�î�b�É�ß�º�¥�Ý  �Ç�•�î�Ý�»�@  1
>&ICMP>'�_0¿���I�€�
 ICMP �Ê�µ�²�î�b�±�–
�É �Ç�•�î�Ý�»�@  17>&�”�»�Þ�«  �Ð�«�¡0[�Ó>'
�_0¿���I�€�S  IP �¹�î�±�¢�Û�Ò�†�w�™�M�•�\
�º�Ü�ž�î�I�€�r�M��

2012 400022 ICMP Address Mask Reply InformationalIP �Ê�µ�²�î�b�É�ß�º�¥�Ý  �Ç�•�î�Ý�»�@  1
>&ICMP>'�_0¿���I�€�
 ICMP �Ê�µ�²�î�b�±�–
�É �Ç�•�î�Ý�»�@  18>&�”�»�Þ�«  �Ð�«�¡�Â'Å>'
�_0¿���I�€�S  IP �¹�î�±�¢�Û�Ò�†�w�™�M�•�\
�º�Ü�ž�î�I�€�r�M��

2150 400023 Fragmented ICMP Traffic Attack IP �Ê�µ�²�î�b�É�ß�º�¥�Ý  �Ç�•�î�Ý�»�@  1
>&ICMP>'�_0¿���I�€�
�Ú�_�v  1>&ICMP>'�_
0¿���I�€�S�Ç�Û�¢�Ó�å�º  �Ç�Û�¢�@�Ñ�~�M�•
�?�
�r�S�c�œ�Ç�­�µ�º  �Ç�•�î�Ý�»�_�œ�Ç�­�µ
�º�Í�@�æ���I�€�Z�8�•  IP �¹�î�±�¢�Û�Ò�†�w
�™�M�•�\�º�Ü�ž�î�I�€�r�M��

2151 400024 Large ICMP Traffic Attack IP �Ê�µ�²�î�b�É�ß�º�¥�Ý  �Ç�•�î�Ý�»�@  1
>&ICMP>'�_0¿���I�€�
 IP 6×�@ 1024 �|�~�±�A
�C�^�W�Z�8�•  IP �¹�î�±�¢�Û�Ò�†�w�™�M�•�\
�º�Ü�ž�î�I�€�r�M��

/² 27-3 �©�¢�½�³�Õ  ID �\�©�«�¸�Ò  �Ó�µ�­�î�ª$��•  >&)F�A>'

�©�¢�½
�³�Õ  ID

�Ó�µ�­�î
�ª$��• �©�¢�½�³�Õ  �±�–�º�Ý

�©�¢�½�³�Õ  �±
�–�É 1��Â
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2154 400025 Ping of Death Attack Attack IP �Ê�µ�²�î�b�É�ß�º�¥�Ý  �Ç�•�î�Ý�»�@  1
>&ICMP>'�_0¿���I�€�
 Last Fragment �Å�µ�º
�@0¿���I�€�
 >&IP �œ�Ç�­�µ�º  * 8>' +>&IP �¹�î
�±6×>' > 65535 �_�^�W�Z�8�•>&�X�r�~�
 IP �œ
�Ç�­�µ�º>&
–�b�Ã�£�µ�º�[�b�G�b�Ç�Û�¢�Ó�å
�º�b6ä���)*(�
 8 �Â�–�º�"�)>'�\�g�~�b�Ã
�£�µ�º�b�œ0£�@  IP �Ã�£�µ�º�b�q�±�§�–�¬�|
�~�±�A�C�^�W�Z�8�•>' IP �¹�î�±�¢�Û�Ò�†�w�™
�M�•�\�º�Ü�ž�î�I�€�r�M��

3040 400026 TCP NULL flags Attack SYN�
 FIN�
 ACK�
�r�S�c  RST �b�8�N�€�b
�Ç�Û�¢�v0¿���I�€�Z�8�^�8  1 �X�b  TCP �Ã
�£�µ�º�@"I���b�Í�«�º�_3æ�™�I�€�•�\�º�Ü
�ž�î�I�€�r�M��

3041 400027 TCP SYN+FIN flags Attack SYN �>�|�g  FIN �b�Ç�Û�¢�@0¿���I�€�Z�8�•  
1 �X�b  TCP �Ã�£�µ�º�@"I���b�Í�«�º�_3æ�™�I
�€�•�\�º�Ü�ž�î�I�€�r�M��

3042 400028 TCP FIN only flags Attack 1 �X�b�Ù'g  TCP FIN �Ã�£�µ�º�@"I���b�Í�«�º
�b"I�’�Ï�î�º>&�Ï�î�º$��•�@  1024 �• 6>'�_
3æ�™�I�€�•�\�º�Ü�ž�î�I�€�r�M��

3153 400029 FTP Improper Address Specified Informational0[�Ó
��Í�«�º�\$��^�•�”�»�Þ�«�†�æ���K�Z  
port �¥�Ð�å�»�@$Î/œ�I�€�S���œ�_�º�Ü�ž�î�I
�€�r�M��

3154 400030 FTP Improper Port Specified Informational1024 �• 6�r�S�c  65535 �|�~�±�A�8�Í�b�¹�î
�±  �Ï�î�º�†�æ���K�Z  port �¥�Ð�å�»�@$Î/œ�I
�€�S���œ�_�º�Ü�ž�î�I�€�r�M��

4050 400031 UDP Bomb attack Attack �æ���I�€�Z�8�•  UDP 6×�@�
�æ���I�€�Z�8�•  
IP 6×�|�~%·�8���œ�_�º�Ü�ž�î�I�€�r�M���G�b
�Y�G�^�g�'�b�Ã�£�µ�º  �±�–�É�c�
�§�î�Å�«�Ä
)/�7�Á�\6õ4��Ü�E�}�€�Z�8�r�M��

4051 400032 UDP Snork attack Attack 3æ�™
–�Ï�î�º�@  135�
 7�
�r�S�c  19 �b�8�N�€
�?�[�
��
›�Ï�î�º�@  135 �_�^�W�Z�8�•  UDP 
�Ã�£�µ�º�@�è���I�€�•�\�º�Ü�ž�î�I�€�r�M��

4052 400033 UDP Chargen DoS attack Attack �G�b�©�¢�½�³�Õ�c�
3æ�™
–�Ï�î�º  7 �>�|�g��

›�Ï�î�º  19 �_�>�8�Z  UDP �Ã�£�µ�º�@�è���I
�€�•�\�º�Ü�ž�î�I�€�r�M��

6050 400034 DNS HINFO Request InformationalDNS �§�î�Â�?�}  HINFO �Þ�¥�î�»�l�b�”�¡�­
�«�@0è�s�}�€�•�\�º�Ü�ž�î�I�€�r�M��

6051 400035 DNS Zone Transfer Informational3æ�™
–�Ï�î�º�@  53 �b3û�–�b  DNS �°�î�å3?3æ
�@��/œ�I�€�•�\�º�Ü�ž�î�I�€�r�M��

6052 400036 DNS Zone Transfer from High Port Informational 3æ�™
–�Ï�î�º�@  53 �è�¥�b�\�A�_�Y�G�^  DNS 
�°�î�å3?3æ�@$Î#Õ�M�•�\�º�Ü�ž�î�I�€�r�M��

6053 400037 DNS Request for All Records Informational�M�m�Z�b�Þ�¥�î�»�_�P�M�•  DNS 0[�Ó�@�6�•
�\�º�Ü�ž�î�I�€�r�M��

6100 400038 RPC Port Registration Informational�±�î�¤�µ�º  �Í�«�º�[�‚�K�8  RPC �§�î�Å�«�†
$Ï6��M�•0è�s�@�6�•�\�º�Ü�ž�î�I�€�r�M��

/² 27-3 �©�¢�½�³�Õ  ID �\�©�«�¸�Ò  �Ó�µ�­�î�ª$��•  >&)F�A>'

�©�¢�½
�³�Õ  ID

�Ó�µ�­�î
�ª$��• �©�¢�½�³�Õ  �±�–�º�Ý
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�–�É 1��Â
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6101 400039 RPC Port Unregistration Informational�±�î�¤�µ�º  �Í�«�º�[�¤�Ñ�b  RPC �§�î�Å�«�†
$Ï6�0Ž7V�M�•0è�s�@�6�•�\�º�Ü�ž�î�I�€�r
�M��

6102 400040 RPC Dump Informational�±�î�¤�µ�º  �Í�«�º�_�P�K�Z  RPC �²�å�É0[�Ó
�@$Î/œ�I�€�•�\�º�Ü�ž�î�I�€�r�M��

6103 400041 Proxied RPC Request Attack �±�î�¤�µ�º  �Í�«�º�b�Ï�î�º�Ð�µ�Ã�î�_�É�ß�Ÿ
�© RPC 0[�Ó�@3æ�™�I�€�•�\�º�Ü�ž�î�I�€�r
�M��

6150 400042 ypserv (YP server daemon) Portmap 
Request 

Informational YP �§�î�Â  �¹�î�Ô�å>& ypserv>'�Ï�î�º�b�Ï�î
�º�Ð�µ�Ã�î�_�P�K�Z0[�Ó�@/œ�ƒ�€�•�\�º�Ü
�ž�î�I�€�r�M��

6151 400043 ypbind (YP bind daemon) Portmap 
Request 

Informational YP �Â�–�å�»  �¹�î�Ô�å>& ypbind>'�Ï�î�º�b
�Ï�î�º�Ð�µ�Ã�î�_�P�K�Z0[�Ó�@/œ�ƒ�€�•�\�º
�Ü�ž�î�I�€�r�M��

6152 400044 yppasswdd (YP password daemon) 
Portmap Request

Informational YP �Ã�«�á�î�»  �¹�î�Ô�å>& yppasswdd>'�Ï�î
�º�b�Ï�î�º�Ð�µ�Ã�î�_�P�K�Z0[�Ó�@/œ�ƒ�€�•
�\�º�Ü�ž�î�I�€�r�M��

6153 400045 ypupdated (YP update daemon) 
Portmap Request 

Informational YP �f�‚�¹�î�Ô�å>& ypupdated>'�Ï�î�º�b�Ï�î
�º�Ð�µ�Ã�î�_�P�K�Z0[�Ó�@/œ�ƒ�€�•�\�º�Ü
�ž�î�I�€�r�M��

6154 400046 ypxfrd (YP transfer daemon) Portmap 
Request 

Informational YP 3?3æ�¹�î�Ô�å>&ypxfrd>'�Ï�î�º�b�Ï�î�º
�Ð�µ�Ã�î�_�P�K�Z0[�Ó�@/œ�ƒ�€�•�\�º�Ü�ž�î
�I�€�r�M��

6155 400047 mountd (mount daemon) Portmap 
Request 

Informational �Ð�˜�å�º  �¹�î�Ô�å>& mountd>'�Ï�î�º�b�Ï�î
�º�Ð�µ�Ã�î�_�P�K�Z0[�Ó�@/œ�ƒ�€�•�\�º�Ü
�ž�î�I�€�r�M��

6175 400048 rexd (remote execution daemon) 
Portmap Request

Informational �Ü�Ô�î�º��/œ�¹�î�Ô�å>& rexd>'�Ï�î�º�b�Ï�î
�º�Ð�µ�Ã�î�_�P�K�Z0[�Ó�@/œ�ƒ�€�•�\�º�Ü
�ž�î�I�€�r�M��

6180 400049 rexd (remote execution daemon) 
Attempt

Informational rexd �É�ß�¢�Û�Ò�b�ç�g���K�@/œ�ƒ�€�•�\�º�Ü
�ž�î�I�€�r�M���Ü�Ô�î�º��/œ�¹�î�Ô�å�c�
�É
�ß�¢�Û�Ò�†�Ü�Ô�î�º��/œ�M�•�z�m�†�¸�:�§�î
�Â�[�M�� rexd �É�ß�¢�Û�Ò�b�ç�g���K�c�
�©�«
�¸�Ò  �Ü�¯�î�«�l�b�Y�G�”�¡�­�«�b0è�s�†&g�@
�K�Z�8�•���œ�@�6�~�r�M��

6190 400050 statd Buffer Overflow Attack �§�–�¬�b�±�A�^  statd 0[�Ó�@3æ�™�I�€�•�\�º
�Ü�ž�î�I�€�r�M���G�€�c�
�Â�µ�Ç�“�†�œ�î
�Â�î�Ç�ß�î�I�O�Z�©�«�¸�Ò�l�”�¡�­�«�K�|�:
�\�M�•0è�s�b�•+��ö�@�6�~�r�M��
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  �Ç�Û�¢�Ó�å�º  �§�–�¬�b0¿��
�Ç�Û�¢�Ó�å�º  �§�–�¬�b0¿��
�¹�Ç�›�Ý�º�[�c�
�­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�c  1 �X�b  IP �Ã�£�µ�º�_�X�A�q�±  24 �b�Ç�Û�¢�Ó�å�º�†
0Á�•�K�
�q�±  200 �b�Ç�Û�¢�Ó�å�º�b�Ü�”�­�å�È�Ü�…�U�†0Á�•�K�r�M�� NFS over UDP �^�]�
�”�É�Ü�£�î
�©�Ù�å�@�¥�–$×�_�Ã�£�µ�º�†�Ç�Û�¢�Ó�å�º�ì�M�•���œ�c�
�¿�µ�º�á�î�¡�[�Ç�Û�¢�Ó�å�º�ì�†0Á�•�M�•�²
0[�@�6�~�r�M���S�T�K�
�º�Û�Ç�•�µ�¡�†�Ç�Û�¢�Ó�å�º�ì�M�•�”�É�Ü�£�î�©�Ù�å�@�^�8���œ�c�
�Ç�Û�¢�Ó
�å�º�@�­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�†3û4#�[�A�^�8�|�:�_�M�•�G�\�†�>�È�u�K�r�M���Ç�Û�¢�Ó�å�º�ì
�I�€�S�Ã�£�µ�º�c�
 DoS �7�Á�_�|�C�Q�ƒ�€�r�M��

�Ç�•�î�Ý�»

• [Fragment] �¸�î�È�Ý>8

– [Interface]>8�­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�b�Q#Ý�•+��^�–�å�±�î�Ç�™�–�«�†�M0t/²&g�K�r�M��

– [Size]>8�Ü�”�­�å�È�Ü�†�…�µ�M�•  IP �Ü�”�­�å�È�Ü  �¹�î�±�Ë�î�«�_�A(á�•+��^�Ã�£�µ�º�b�q�±
�X�†0¿���K�r�M���¹�Ç�›�Ý�º�c  200 �[�M��

– [Chain Length]>81 �X�b�ö
²�^  IP �Ã�£�µ�º�_�Ç�Û�¢�Ó�å�º�ì�[�A�•�q�±�Ã�£�µ�º�X�†�æ���K�r
�M���¹�Ç�›�Ý�º�c  24 �Ã�£�µ�º�[�M��

– [Timeout]>8�Ç�Û�¢�Ó�å�º�ì�I�€�S�Ã�£�µ�º
²�/�b�?%T�†�…�µ�M�•�q�±&Ê�X�†�æ���K�r�M���±
�–�Ð�î�c�
�Ã�£�µ�º�b�q�6�b�Ç�Û�¢�Ó�å�º�@�?%T�K�S�6�\�_6ä���K�r�M���æ���K�S&Ê�X�r�[�_
�?%T�K�^�?�W�S�Ã�£�µ�º  �Ç�Û�¢�Ó�å�º�@�6�•���œ�
�?%T�í�s�b�M�m�Z�b�Ã�£�µ�º  �Ç�Û�¢�Ó�å
�º�@�ë� �I�€�r�M���¹�Ç�›�Ý�º�c  5 &Ê�[�M��

• [Edit]>8[Edit Fragment] �²�–�”�ß�¢�Î�µ�¡�«�†6ä�A�r�M��

• [Show Fragment]>8�Ã�¿�Ý�@6ä�A�
�­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�b�–�å�±�î�Ç�™�–�«�H�\�_#'�~�b  
IP �Ç�Û�¢�Ó�å�º  �¹�î�±�Ë�î�«�b)+0£�_���@/²&g�I�€�r�M��

�Ç�Û�¢�Ó�å�º  �Ã�Û�Ó�î�±�b�š�f

�–�å�±�î�Ç�™�–�«�b  IP �Ç�Û�¢�Ó�å�º  �¹�î�±�Ë�î�«�b�Ã�Û�Ó�î�±�†�š�f�M�•�_�c�
���b�m8p�†��/œ�K�r
�M��

�«�¸�µ�É 1 [Fragment] �¸�î�È�Ý�[�š�f�M�•�–�å�±�î�Ç�™�–�«�†4E�¥�K�
 [Edit] �†�¡�Ü�µ�¡�K�r�M�� [Edit 
Fragment] �²�–�”�ß�¢�Î�µ�¡�«�@/²&g�I�€�r�M��

�«�¸�µ�É 2 [Edit Fragment] �²�–�”�ß�¢�Î�µ�¡�«�[�
 [Size]�
 [Chain]�
�>�|�g  [Timeout] �b�Í�†�²0[�_�Â�L�Z�š�f
�K�
 [OK]  �†�¡�Ü�µ�¡�K�r�M��6ë4*�W�S���œ�c�
 [Restore Defaults] �†�¡�Ü�µ�¡�K�r�M��

�«�¸�µ�É 3 [Fragment] �Ã�¿�Ý�b  [Apply]  �†�¡�Ü�µ�¡�K�r�M��

�Ô�î�»

���b/²�c�
�G�b�µ+��†�Q#Ý�[�A�•�Ô�î�»�†&g�K�S�v�b�[�M��

�Ç�“�–�”�˜�›�î�Ý  �Ô�î�» �­�Ÿ�×�Ü�¸�•  �¥�å�¸�Ÿ�«�º

�Ý�î�¸�µ�» 3ñ4# �©�å�¢�Ý

�Ð�Ý�³

�¥�å�¸�Ÿ�«
�º �©�«�¸�Ò

• • • • —
27-18
ASDM �Ø�î�¨  �ž�–�»

OL-14981-01-J



 

'¨  27 'v       9×�Ø�^�Ç�“�–�”�˜�›�î�Ý�–1¤�b0¿��
  �Ç�Û�¢�Ó�å�º  �§�–�¬�b0¿��
Show Fragment

[Show Fragment] �Ã�¿�Ý�_�c�
 IP �Ç�Û�¢�Ó�å�º  �Ü�”�­�å�È�Ü  �Ô�ª�×�î�Ý�b�·�8�¹�î�±�@/²&g�I�€�r�M��

�Ç�•�î�Ý�»

• [Size]>8/²&g�S#Ý���Ü�”�­�å�È�Ü�†�…�µ�M�•  IP �Ü�”�­�å�È�Ü  �¹�î�±�Ë�î�«
Æ�b�Ã�£�µ�º�X�†/²&g
�K�r�M���¹�Ç�›�Ý�º�c  200 �[�M��

• [Chain]>8/²&g�S#Ý�� 1 �X�b�ö
²�^  IP �Ã�£�µ�º�_�Ç�Û�¢�Ó�å�º�ì�[�A�•�q�±�Ã�£�µ�º�X�†/²&g�K�r
�M���¹�Ç�›�Ý�º�c  24 �Ã�£�µ�º�[�M��

• [Timeout]>8/²&g�S#Ý���Ç�Û�¢�Ó�å�º�ì�I�€�S�Ã�£�µ�º�b
²�/�b�?%T�†�…�µ�M�•�q�±&Ê�X�†/²&g�K
�r�M���±�–�Ð�î�c�
�Ã�£�µ�º�b�q�6�b�Ç�Û�¢�Ó�å�º�@�?%T�K�S�6�\�_6ä���K�r�M���Ã�£�µ�º�b�M�m
�Z�b�Ç�Û�¢�Ó�å�º�@/²&g�b&Ê�X
Æ�_�?%T�K�^�8�\�
�M�[�_�w�™�K�Z�8�•�Ã�£�µ�º�b�Ç�Û�¢�Ó�å�º�c
�M�m�Z%Ú� �I�€�r�M���¹�Ç�›�Ý�º�c  5 &Ê�[�M��

• [Threshold]>8/²&g�S#Ý�� IP �Ã�£�µ�º�b�K�A�8�Í�
�X�r�~�Q�b�Í�†2x�<�•�\�Ü�”�­�å�È�Ü  �Ô�ª�×�î
�Ý�[�‚�K�8�³�™�î�å�†�8�B�[�A�^�C�^�•7H#ú�†/²&g�K�r�M��

• [Queue]>8/²&g�S#Ý���Ÿ�×�î
Æ�[�Ü�”�­�å�È�Ü�†�…�µ�K�Z�8�•  IP �Ã�£�µ�º�b�X�†/²&g�K�r�M��

• [Assembled]>8/²&g�S#Ý���G�–�_�Ü�”�­�å�È�Ü�I�€�S  IP �Ã�£�µ�º�b�X�†/²&g�K�r�M��

• [Fail]>8/²&g�S#Ý���Ü�”�­�å�È�Ü�b�»�K0è/œ�G�X�†/²&g�K�r�M��

• [Overflow]>8/²&g�S#Ý���œ�î�Â�î�Ç�ß�î  �Ÿ�×�î
Æ�b  IP �Ã�£�µ�º�b�X�†/²&g�K�r�M��

�Ô�î�»

���b/²�c�
�G�b�µ+��†�Q#Ý�[�A�•�Ô�î�»�†&g�K�S�v�b�[�M��

Edit Fragment

[Edit Fragment] �²�–�”�ß�¢�Î�µ�¡�«�[�c�
4E�¥�K�S�–�å�±�î�Ç�™�–�«�b  IP �Ç�Û�¢�Ó�å�º  �¹�î�±�Ë�î�«
�†0¿���[�A�r�M��

�Ç�•�î�Ý�»

• [Interface]>8[Fragment] �Ã�¿�Ý�[4E�¥�K�S�–�å�±�î�Ç�™�–�«�†/²&g�K�r�M�� [Edit Fragment] �²�–
�”�ß�¢�Î�µ�¡�«�[�b�š�f
Æ���c�
/²&g�I�€�S�–�å�±�î�Ç�™�–�«�_4:#Ý�I�€�r�M��

• [Size]>8�Ü�”�­�å�È�Ü�†�…�µ�M�•  IP �Ü�”�­�å�È�Ü  �¹�î�±�Ë�î�«�_�A(á�•+��^�Ã�£�µ�º�b�q�±�X�†
0¿���K�r�M��

• [Chain Length]>81 �X�b�ö
²�^  IP �Ã�£�µ�º�_�Ç�Û�¢�Ó�å�º�ì�[�A�•�q�±�Ã�£�µ�º�X�†�æ���K�r�M��

• [Timeout]>8�Ç�Û�¢�Ó�å�º�ì�I�€�S�Ã�£�µ�º
²�/�b�?%T�†�…�µ�M�•�q�±&Ê�X�†0¿���K�r�M���±�–
�Ð�î�c�
�Ã�£�µ�º�b�q�6�b�Ç�Û�¢�Ó�å�º�@�?%T�K�S�6�\�_6ä���K�r�M���æ���K�S&Ê�X�r�[�_�?%T�K
�^�?�W�S�Ã�£�µ�º  �Ç�Û�¢�Ó�å�º�@�6�•���œ�
�?%T�í�s�b�M�m�Z�b�Ã�£�µ�º  �Ç�Û�¢�Ó�å�º�@�ë� �I
�€�r�M��

�Ç�“�–�”�˜�›�î�Ý  �Ô�î�» �­�Ÿ�×�Ü�¸�•  �¥�å�¸�Ÿ�«�º

�Ý�î�¸�µ�» 3ñ4# �©�å�¢�Ý

�Ð�Ý�³

�¥�å�¸�Ÿ�«
�º �©�«�¸�Ò
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  Anti-Spoofing �b0¿��
• [Restore Defaults]>8�d����,´�ì�b�¹�Ç�›�Ý�º0¿���_�`�K�r�M��

– [Size] �c  200 �[�M��

– [Chain] �c  24 �Ã�£�µ�º�[�M��

– Timeout �c  5 &Ê�[�M��

�Ô�î�»

���b/²�c�
�G�b�µ+��†�Q#Ý�[�A�•�Ô�î�»�†&g�K�S�v�b�[�M��

Anti-Spoofing �b0¿��
[Anti-Spoofing] �˜�•�å�»�˜�[�c�
�–�å�±�î�Ç�™�–�«�[  Unicast Reverse Path Forwarding>&Unicast 
RPF; �Ø�½�Ÿ�Õ�«�º3ë)�2°3?3æ>'�†�–�¿�î�È�Ý�_�[�A�r�M�� Unicast RPF �c�
�Ý�î�¸�•�å�¢  �¸�î�È�Ý�_
�‘�8�
�M�m�Z�b�Ã�£�µ�º�@�G�K�8$Î�™
–�–�å�±�î�Ç�™�–�«�\�M+´�M�•3æ�™
–  IP �”�»�Þ�«�†�â�W�Z�8�•
�G�\�†&�1��K�Z�
 IP �«�É�î�Ç�•�å�¢>&�Ã�£�µ�º�@�Y�G�^3æ�™
–  IP �”�»�Þ�«�†�Q#Ý�K�
��7•�b3æ�™
–�†
7ƒ-¸�M�•�G�\>'�?�}�–1¤�K�r�M��

3û�–�
�­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�c�
�Ã�£�µ�º�b3?3æ
›�†�8���M�•�\�A�_��
›�”�»�Þ�«�T�E�†1*�m
�r�M�� Unicast RPF �c�
3æ�™
–�”�»�Þ�«�v1*�m�•�|�:�_�­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�_�æ&g�K�r�M���Q
�b�S�u�
3ë)�2°3?3æ>& Reverse Path Forwarding>'�\�ç�d�€�r�M���­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�b3û4#
�†0Á�•�M�•�M�m�Z�b�º�Û�Ç�•�µ�¡�_�X�8�Z�
3æ�™
–�”�»�Þ�«�_�`�•�Ý�î�º�†�­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”
�å�«�b�Ý�î�¸�•�å�¢  �¸�î�È�Ý�_�µ�u�•�²0[�@�6�~�r�M��0ò(ý�_�X�8�Z�c�
 RFC 2267 �†�g!·�K�Z�C�T�I
�8��

�S�\�<�d�
�¥4Š�º�Û�Ç�•�µ�¡�b���œ�
�­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�c�¹�Ç�›�Ý�º  �Ý�î�º�†�Q#Ý�K�Z  
Unicast RPF �–1¤�b�²�ó�† 6�S�M�G�\�@�[�A�r�M���º�Û�Ç�•�µ�¡�@�¥4Š�–�å�±�î�Ç�™�–�«�?�}
°�~�
3æ
�™
–�”�»�Þ�«�@�Ý�î�¸�•�å�¢  �¸�î�È�Ý�_�^�8���œ�
�­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�c�¹�Ç�›�Ý�º  �Ý�î�º
�†�Q#Ý�K�Z�
�¥4Š�–�å�±�î�Ç�™�–�«�†$Î�™
–�–�å�±�î�Ç�™�–�«�\�K�Z�G�K�C1‘�9�K�r�M��

�Ý�î�¸�•�å�¢  �¸�î�È�Ý�_�6�•�”�»�Þ�«�?�}�¥4Š�–�å�±�î�Ç�™�–�«�_�º�Û�Ç�•�µ�¡�@
°�~�
�G�b�”�»�Þ
�«�@
Æ4Š�–�å�±�î�Ç�™�–�«�_6õ4��Ü�E�}�€�Z�8�•���œ�
�­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�c�Ã�£�µ�º�†�»
�ß�µ�É�K�r�M��� �]�_�
�•%±�b3æ�™
–�”�»�Þ�«�?�}
Æ4Š�–�å�±�î�Ç�™�–�«�_�º�Û�Ç�•�µ�¡�@
°�W�S���œ
�c�
�M+´�M�•�Ý�î�º>&�¹�Ç�›�Ý�º  �Ý�î�º>'�@�¥4Š�–�å�±�î�Ç�™�–�«�†&g�K�Z�8�•�S�u�
�­�Ÿ�×�Ü�¸�•  
�”�É�Û�–�”�å�«�c�Ã�£�µ�º�†�»�ß�µ�É�K�r�M��

Unicast RPF �c�
���b�|�:�_��/æ�I�€�r�M��

• ICMP �Ã�£�µ�º�_�c�­�µ�©�Ù�å�@�^�8�S�u�
�¶���b�Ã�£�µ�º�c�³�™�µ�¡�I�€�r�O�‡��

• UDP �\  TCP �_�c�­�µ�©�Ù�å�@�6�•�S�u�
�q�6�b�Ã�£�µ�º�c3ë�Ý�î�º  �Ý�µ�¡�”�µ�É�@�²0[�[�M��
�­�µ�©�Ù�å�p�_�?%T�M�•�‹)F�b�Ã�£�µ�º�c�
�­�µ�©�Ù�å�b�M4Š�\�K�Z�–�â�I�€�Z�8�•�¤�Ñ�b"g�Â�†
�Q#Ý�K�Z�³�™�µ�¡�I�€�r�M���q�6�b�Ã�£�µ�º�è�¥�b�Ã�£�µ�º�c�
�q�6�b�Ã�£�µ�º�\� �L�–�å�±�î
�Ç�™�–�«�_�?%T�K�S�G�\�†�–0É�M�•�S�u�_�³�™�µ�¡�I�€�r�M��

�Ç�•�î�Ý�»

• [Interface]>8�–�å�±�î�Ç�™�–�«�¡�†�M0t/²&g�K�r�M��

�Ç�“�–�”�˜�›�î�Ý  �Ô�î�» �­�Ÿ�×�Ü�¸�•  �¥�å�¸�Ÿ�«�º

�Ý�î�¸�µ�» 3ñ4# �©�å�¢�Ý

�Ð�Ý�³

�¥�å�¸�Ÿ�«
�º �©�«�¸�Ò
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  TCP �œ�É�©�Ù�å�b0¿��
• [Anti-Spoofing Enabled]>8�–�å�±�î�Ç�™�–�«�[  Unicast RPF �@�–�¿�î�È�Ý�_�^�W�Z�8�•�?�]�:�?
�†�
 Yes �r�S�c  No �[&g�K�r�M��

• [Enable]>84E�¥�K�S�–�å�±�î�Ç�™�–�«�_�P�M�•  Unicast RPF �†�–�¿�î�È�Ý�_�K�r�M��

• [Disable]>84E�¥�K�S�–�å�±�î�Ç�™�–�«�_�P�M�•  Unicast RPF �†�¹�•�­�î�È�Ý�_�K�r�M��

�Ô�î�»

���b/²�c�
�G�b�µ+��†�Q#Ý�[�A�•�Ô�î�»�†&g�K�S�v�b�[�M��

TCP �œ�É�©�Ù�å�b0¿��
[TCP Options] �Ì�–�å�[�c�
 TCP �K)F�b�Ã�Û�Ó�î�±�†0¿���[�A�r�M��

�Ç�•�î�Ý�»

• [Inbound and Outbound Reset]>8%T�™�>�|�g$Î�™�º�Û�Ç�•�µ�¡�b�Ä�°�I�€�S  TCP �K)F�†�Ü�­�µ�º�M
�•�?�]�:�?�†0¿���K�r�M��

– [Interface]>8�–�å�±�î�Ç�™�–�«�¡�†/²&g�K�r�M��

– [Inbound Reset]>8%T�™ TCP �º�Û�Ç�•�µ�¡�b�–�å�±�î�Ç�™�–�«�b�Ü�­�µ�º0¿���†�
 Yes �r�S�c  
No �[&g�K�r�M���G�b0¿���†�–�¿�î�È�Ý�_�M�•�\�
�­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�c�
�­�Ÿ�×�Ü
�¸�•  �”�É�Û�–�”�å�«�b3û4#�†0è�s�
�”�¡�­�«  �Ü�«�º�r�S�c  AAA �b0¿���_�ö�Y�8�Z�­�Ÿ�×�Ü
�¸�•  �”�É�Û�–�”�å�«�_�|�~�Ä�°�I�€�S�M�m�Z�b%T�™  TCP �­�µ�©�Ù�å�_�X�8�Z  TCP �Ü�­�µ�º�†
3æ�™�K�r�M��� �L�­�Ÿ�×�Ü�¸�•  �Þ�Ë�Ý�b�–�å�±�î�Ç�™�–�«6ë�b�º�Û�Ç�•�µ�¡�v�s8j�†�w�E�r
�M���G�b�œ�É�©�Ù�å�@�–�¿�î�È�Ý�_�^�W�Z�8�^�8���œ�c�
�­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�c�Ä
�°�I�€�S�Ã�£�µ�º�†�
�1�v3û%±�O�N�_�ë� �K�r�M��

– [Outbound Reset]>8$Î�™ TCP �º�Û�Ç�•�µ�¡�b�–�å�±�î�Ç�™�–�«�b�Ü�­�µ�º0¿���†�
 Yes �r�S�c  
No �[&g�K�r�M���G�b0¿���†�–�¿�î�È�Ý�_�M�•�\�
�­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«  �c�
�­�Ÿ�×�Ü
�¸�•  �”�É�Û�–�”�å�«  �b3û4#�†0è�s�
�”�¡�­�«  �Ü�«�º�r�S�c  AAA �b0¿���_�ö�Y�8�Z  �­�Ÿ�×�Ü
�¸�•  �”�É�Û�–�”�å�«  �_�|�~�Ä�°�I�€�S�M�m�Z�b$Î�™  TCP �­�µ�©�Ù�å�_�X�8�Z  TCP �Ü�­�µ�º
�†3æ�™�K�r�M��� �L�­�Ÿ�×�Ü�¸�•  �Þ�Ë�Ý�b�–�å�±�î�Ç�™�–�«6ë�b�º�Û�Ç�•�µ�¡�v�s8j�†�w�E
�r�M���G�b�œ�É�©�Ù�å�@�–�¿�î�È�Ý�_�^�W�Z�8�^�8���œ�c�
�­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�c
�Ä�°�I�€�S�Ã�£�µ�º�†�
�1�v3û%±�O�N�_�ë� �K�r�M��

– [Edit]>8�–�å�±�î�Ç�™�–�«�b%T�™�>�|�g$Î�™�b�Ü�­�µ�º0¿���Í�†0¿���K�r�M��

• [Other Options]>83ã�•�b  TCP �œ�É�©�Ù�å�†0¿���K�r�M��

– [Send Reset Reply for Denied Outside TCP Packets]>8�­�Ÿ�×�Ü�¸�•  �Þ�Ë�Ý�@�q�v�*�8�–�å�±�î
�Ç�™�–�«�[)
�¢�K�
�r�S�”�¡�­�«  �Ü�«�º�r�S�c  AAA �b0¿���_�ö�Y�8�Z�­�Ÿ�×�Ü�¸�•  �”�É�Û
�–�”�å�«�_�|�~�Ä�°�I�€�S  TCP �Ã�£�µ�º�b�Ü�­�µ�º�†�–�¿�î�È�Ý�_�K�r�M���G�b�œ�É�©�Ù�å
�@�–�¿�î�È�Ý�_�^�W�Z�8�^�8���œ�c�
�­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�c�Ä�°�I�€�S�Ã�£�µ�º�†�

�1�v3û%±�O�N�_�ë� �K�r�M���­�Ÿ�×�Ü�¸�•  �Þ�Ë�Ý�@�q�v�*�8�–�å�±�î�Ç�™�–�«�b  Inbound 
Resets �†�–�¿�î�È�Ý�_�M�•���œ>& TCP Reset Settings�†�g!·>'�c�
�G�b0¿���v�–�¿�î�È�Ý�_�M
�•�²0[�c�6�~�r�O�‡�� Inbound Resets �c�
�­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�l�b�º�Û�Ç�•�µ�¡�\
�\�v�_�
�­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�†3û4#�M�•�º�Û�Ç�•�µ�¡�v��#.�K�r�M��

�Ç�“�–�”�˜�›�î�Ý  �Ô�î�» �­�Ÿ�×�Ü�¸�•  �¥�å�¸�Ÿ�«�º

�Ý�î�¸�µ�» 3ñ4# �©�å�¢�Ý

�Ð�Ý�³

�¥�å�¸�Ÿ�«
�º �©�«�¸�Ò
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  TCP �œ�É�©�Ù�å�b0¿��
– [Force Maximum Segment Size for TCP]>8�q�±  TCP �­�¢�Ó�å�º  �§�–�¬�†  48 �?�}�q�±�X�b(

�V�b�Â�–�º�X�[0¿���K�r�M���¹�Ç�›�Ý�º�Í�c  1380 �Â�–�º�[�M���G�b�µ+��c�
 0 �Â�–�º�_0¿��
�M�•�G�\�_�|�W�Z�¹�•�­�î�È�Ý�_�[�A�r�M���Í�«�º�\�§�î�Â�@�q�6�_�K)F�†&�'g�M�•�\�A�_�

�g�‰�[�q�±�­�¢�Ó�å�º  �§�–�¬�†0¿���[�A�r�M���]�U�}�?�b�q�±�Í�@�G�G�[0¿���M�•�Í�†2x�<
�•�\�
�­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�c�Q�b�q�±�Í�†!“� �ì�K�
�Ø�î�¨�@0¿���K�S�Í�†��
°�K
�r�M���S�\�<�d�
�Ø�î�¨�@�q�±�§�–�¬�†  1200 �Â�–�º�_0¿���K�S���œ�_�
�Í�«�º�@�q�±�§�–�¬
�\�K�Z  1300 �Â�–�º�†0[�Ó�M�•�\�
�­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�c  1200 �Â�–�º�†0[�Ó�M�•�|
�:�_�Ã�£�µ�º�†�š�f�K�r�M��

– [Force Minimum Segment Size for TCP]>848 �?�}�q�±�X�b6ë�[�
�Ø�î�¨�@0¿���K�S�Â�–�º�X�•
 6�_�^�}�^�8�|�:�_�q�±�­�¢�Ó�å�º  �§�–�¬�†�V�i�A�K�r�M���G�b�µ+��c�
�¹�Ç�›�Ý�º�[�¹�•
�­�î�È�Ý�[�M>& 0 �_0¿��>' ���Í�«�º�\�§�î�Â�@�q�6�_�K)F�†&�'g�M�•�\�A�_�
�g�‰�[�q�±�­�¢
�Ó�å�º  �§�–�¬�†0¿���[�A�r�M���8�N�€�?�b�q�±�Í�@  [Force Minimum Segment Size for TCP 
Proxy] �Ç�•�î�Ý�»�[0¿���K�S�Í�• 6�_�^�•���œ�
�­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�c�Q�b�q�±�Í
�†!“� �ì�K�
�Ø�î�¨�@0¿���K�S���q�`���Í�†��
°�K�r�M>&�q�`�Í�c�
��7•�_�c0Á���I�€�•�q�±
�Í�b�p�[�b�q�`�b�Í�[�M>' ���S�\�<�d�
�Ø�î�¨�@�q�`�§�–�¬�†  400 �Â�–�º�_0¿���K�S���œ�_�

�Í�«�º�@�q�±�Í�\�K�Z  300 �Â�–�º�†0[�Ó�M�•�\�
�­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�c  400 �Â�–�º
�†0[�Ó�M�•�|�:�_�Ã�£�µ�º�†�š�f�K�r�M��

– [Force TCP Connection to Linger in TIME_WAIT State for at Least 15 Seconds]>8�q�‹�b�† =  
TCP �¡�ß�î�¬�²�˜�å  �©�î�£�å�«�b�‹�
�q�*�[�v  15 &Ê6ë�
�›  TCP �K)F�@%·)° TIME_WAIT "g
�Â�_�–�â�M�•�|�:�_�I�D�K�r�M���š�å�»  �Í�«�º  �”�É�Ü�£�î�©�Ù�å�b�¹�Ç�›�Ý�º  TCP )
�¢�©�î
�£�å�«�@� �ì�¡�ß�î�¬�[�6�•���œ�_�
�G�b�µ+��†�Q#Ý�M�•�G�\�†�N�á�K�r�M���­�Ÿ�×�Ü�¸�•  
�”�É�Û�–�”�å�«�b�¹�Ç�›�Ý�º�b�·�8�[�c�
�©�Õ�µ�º�²�˜�å  �©�î�£�å�«�@3ã2§�I�€�
 2 �X�b  FIN 
�\�q�‹�b  FIN �­�¢�Ó�å�º�b  ACK �b�‹�[�K)F�@0Ž�:�I�€�r�M���G�b�6�ì0Ž�:�Ä�×�î�Ü�«�¸�•�µ
�¡�_�|�~�
�­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�[�c�
�† =�¡�ß�î�¬  �©�î�£�å�«�\�ç�d�€�•�q�v�M+á
$×�^�¡�ß�î�ª�å�¢  �©�î�£�å�«�_�ö�Y�8�Z�
9×�8�K)F�Þ�î�º�†)T�â�[�A�r�M���S�T�K�
�M�‰�b
'ƒ�@6â�L�
�v�:�M�‰�b'ƒ�@&�1��Â'Å�K�Z�?�}"‚+¬�b�¡�ß�î�ª�å�¢  �©�î�£�å�«�†6ä���M�•�† =
�¡�ß�î�¬  �©�î�£�å�«�\�c$��^�~�
� �ì�¡�ß�î�¬�[�c�
�º�Û�å�¨�¡�©�Ù�å�b�g'ƒ�@�¡�ß�î�ª�å
�¢  �©�î�£�å�«�†6ä���K�r�M>& RFC 793 �†�g!·>' ���K�S�@�W�Z�
� �ì�¡�ß�î�¬�[�c�
�K)F�b�M�‰
�b
��@�6�ì0Ž�:�_�|�W�Z�I�D$×�_  CLOSING "g�Â�_�–�â�I�€�r�M���¨�C�b�¯�£�µ�º�†  
CLOSING "g�Â�_�M�•�\�
�š�å�»  �Í�«�º�b�Ã�Ç�›�î�Ð�å�«�@�*�W�M�•�•+��ö�@�6�~�r�M���S�\
�<�d�
�M4Š�b  WinSock �Ó�–�å�Ç�Þ�î�Ò  �¡�Û�–�”�å�º�c�G�b�·�8�†&g�K�
�Ó�–�å�Ç�Þ�î�Ò  �§�î
�Â�b�Ã�Ç�›�î�Ð�å�«�†�*�W�I�O�•�G�\�@%±�}�€�Z�8�r�M���G�b�µ+��†�Q#Ý�M�•�\�
� �ì�¡�ß�î
�¬�²�˜�å  �©�î�£�å�«�†�ö�¢�M�•�S�u�b�˜�•�å�»�˜�@�8�B�I�€�r�M��

�Ô�î�»

���b/²�c�
�G�b�µ+��†�Q#Ý�[�A�•�Ô�î�»�†&g�K�S�v�b�[�M��

TCP Reset Settings

�G�b�²�–�”�ß�¢�Î�µ�¡�«�[�c�
�–�å�±�î�Ç�™�–�«�b%T�™�>�|�g$Î�™�b�Ü�­�µ�º0¿���Í�†0¿���K�r�M��

�Ç�“�–�”�˜�›�î�Ý  �Ô�î�» �­�Ÿ�×�Ü�¸�•  �¥�å�¸�Ÿ�«�º

�Ý�î�¸�µ�» 3ñ4# �©�å�¢�Ý

�Ð�Ý�³

�¥�å�¸�Ÿ�«
�º �©�«�¸�Ò

• • • • —
27-22
ASDM �Ø�î�¨  �ž�–�»

OL-14981-01-J



 

'¨  27 'v       9×�Ø�^�Ç�“�–�”�˜�›�î�Ý�–1¤�b0¿��
  �¢�ß�î�Â�Ý  �±�–�Ò�”�˜�º�b0¿��
�Ç�•�î�Ý�»

• [Send Reset Reply for Denied Inbound TCP Packets]>8�­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�b3û4#�†0è�s�

�”�¡�­�«  �Ü�«�º�r�S�c  AAA �b0¿���_�ö�Y�8�Z�­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�_�|�~�Ä�°�I�€�S�M
�m�Z�b%T�™ TCP �­�µ�©�Ù�å�_�X�8�Z  TCP �Ü�­�µ�º�†3æ�™�K�r�M�� � �L�­�Ÿ�×�Ü�¸�•  �Þ�Ë�Ý�b�–�å
�±�î�Ç�™�–�«6ë�b�º�Û�Ç�•�µ�¡�v�s8j�†�w�E�r�M���G�b�œ�É�©�Ù�å�@�–�¿�î�È�Ý�_�^�W�Z�8�^�8��
�œ�c�
�­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�c�Ä�°�I�€�S�Ã�£�µ�º�†�
�1�v3û%±�O�N�_�ë� �K�r�M��

�”�–�¹�å�¸�•�¸�•0[�Ó>& IDENT>'�K)F�†�Ü�­�µ�º�M�•�²0[�@�6�•���œ�c�
%T�™�º�Û�Ç�•�µ�¡�_�P
�K�Z�Â&g$×�_�Ü�­�µ�º�†3æ�™�[�A�r�M���Ä�°�I�€�S�Í�«�º�_  TCP RST>&TCP �Ê�µ�²�î�b�Ü�­�µ�º  
�Ç�Û�¢>'�†3æ�™�M�•�\�
 RST �_�|�W�Z%T�™ IDENT �É�ß�­�«�@�õ�F�I�€�•�S�u�
 IDENT �@�±�–�Ò
�”�˜�º�M�•�b�†�…�µ�M�•�²0[�@�^�C�^�~�r�M�� �¥4Š�Í�«�º�c  IDENT �@�±�–�Ò�”�˜�º�M�•�r�[  SYN 
�†)E)F$×�_
Ì3æ�™�M�•�S�u�
 IDENT �@�±�–�Ò�”�˜�º�M�•�b�†�…�µ�M�•�\�º�Û�Ç�•�µ�¡�b3ÿ�Ø�*�W
�b�N�I�\�^�•�•+��ö�@�6�~�r�M���Q�b�S�u�
 service resetinbound �¥�Ð�å�»�_�|�W�Z�Ã�Ç�›�î�Ð�å
�«�@�¥�V�M�•�•+��ö�@�6�~�r�M��

• [Send Reset Reply for Denied Outbound TCP Packets]>8�­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�b3û4#�†0è
�s�
�”�¡�­�«  �Ü�«�º�r�S�c  AAA �b0¿���_�ö�Y�8�Z�­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�_�|�~�Ä�°�I�€
�S�M�m�Z�b$Î�™ TCP �­�µ�©�Ù�å�_�X�8�Z  TCP �Ü�­�µ�º�†3æ�™�K�r�M�� � �L�­�Ÿ�×�Ü�¸�•  �Þ�Ë�Ý�b
�–�å�±�î�Ç�™�–�«6ë�b�º�Û�Ç�•�µ�¡�v�s8j�†�w�E�r�M���G�b�œ�É�©�Ù�å�@�–�¿�î�È�Ý�_�^�W�Z�8�^
�8���œ�c�
�­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�c�Ä�°�I�€�S�Ã�£�µ�º�†�
�1�v3û%±�O�N�_�ë� �K�r�M��
�G�b�œ�É�©�Ù�å�c�
�¹�Ç�›�Ý�º�[�w� �[�M���S�\�<�d�
�º�Û�Ç�•�µ�¡  �«�º�î�Ò�ì�_  CPU �b2�,´�†
3M�ö�M�•�S�u�^�]�_$Î�™�Ü�­�µ�º�†�¹�•�­�î�È�Ý�_�[�A�r�M��

�Ô�î�»

���b/²�c�
�G�b�µ+��†�Q#Ý�[�A�•�Ô�î�»�†&g�K�S�v�b�[�M��

�¢�ß�î�Â�Ý  �±�–�Ò�”�˜�º�b0¿��
[imeouts] �Ì�–�å�[�c�
�­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�[�Q#Ý�M�•�±�–�Ò�”�˜�º�b�‡6ë�†0¿���[�A�r�M��
�M�m�Z�b�‡6ë�c�
 hh:mm:ss �b�g�'�[/²&g�I�€�r�M���I�r�J�r�^�É�ß�º�¥�Ý�b�K)F�«�ß�µ�º�\�š�n�«
�ß�µ�º�b�”�–�»�Ý�ì6ë�†0¿���K�r�M���æ���K�S�”�–�»�Ý�ì6ë�b6ë�«�ß�µ�º�@�Q#Ý�I�€�^�?�W�S���œ�
�Ü
�¯�î�«�c'5�8�Z�8�•�É�î�Ý�_�`�I�€�r�M�� TCP �K)F�«�ß�µ�º�c�
�† =�K)F�¡�ß�î�¬  �©�î�£�å�«�b�>�|
�Q 60 &Ê�‹�_0Ž�:�I�€�r�M��

>&�@>' �•�«�±�Ð�î  �§�Ï�î�º�_�|�•�æ&g�@�^�87H�~�
�G�€�}�b�Í�†�š�f�K�^�8�G�\�†�>�È�u�K�r�M��

�Ç�•�î�Ý�»

[Authentication absolute] �\  [Authentication inactivity] �†7V�C�M�m�Z�b���œ�_�>�8�Z�
�³�™�µ�¡�Î�µ�¡
�«�†�œ�Ç�_�M�•�G�\�c�±�–�Ò�”�˜�º�Í�†�æ���K�^�8�G�\�†�–�á�K�r�M���G�€�}  2 �X�b���œ�_�³�™�µ�¡
�Î�µ�¡�«�†�œ�Ç�_�M�•�G�\�c�
�‚�K�8�K)F�H�\�_
Ì1�0É�M�•�G�\�†�–�á�K�r�M��

�Ç�“�–�”�˜�›�î�Ý  �Ô�î�» �­�Ÿ�×�Ü�¸�•  �¥�å�¸�Ÿ�«�º

�Ý�î�¸�µ�» 3ñ4# �©�å�¢�Ý

�Ð�Ý�³

�¥�å�¸�Ÿ�«
�º �©�«�¸�Ò
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  �¢�ß�î�Â�Ý  �±�–�Ò�”�˜�º�b0¿��
• [Connection]>8�K)F�«�ß�µ�º�@0Ž�:�I�€�•�r�[�b�”�–�»�Ý�ì6ë�†�š�f�K�r�M���K)F�b�±�–�Ò�”�˜�º
�†�¹�•�­�î�È�Ý�_�M�•�_�c�
 0:0:0 �†
°�Š�K�r�M���G�b�‡6ë�c  5 �(�è�V�_�M�•�²0[�@�6�~�r�M���¹
�Ç�›�Ý�º�c  1 �ì6ë�[�M��

• [Half-closed]>8TCP �Á�î�Ç�¡�ß�î�¬�K)F�@�¡�ß�î�¬�M�•�r�[�b�”�–�»�Ý�ì6ë�†�š�f�K�r�M���q�`
�Í�c  5 �(�[�M���¹�Ç�›�Ý�º�c  10 �(�[�M���Á�î�Ç�¡�ß�î�¬�K)F�b�±�–�Ò�”�˜�º�†�¹�•�­�î�È�Ý�_�M
�•�_�c�
 0:0:0 �\
°�Š�K�r�M��

• [UDP]>8UDP �É�ß�º�¥�Ý�K)F�@�¡�ß�î�¬�M�•�r�[�b�”�–�»�Ý�ì6ë�†�š�f�K�r�M���G�b�‡6ë�c  1 �(
�è�V�_�M�•�²0[�@�6�~�r�M���¹�Ç�›�Ý�º�c  2 �(�[�M���±�–�Ò�”�˜�º�†�¹�•�­�î�È�Ý�_�M�•�_�c�

0:0:0 �\
°�Š�K�r�M��

• [ICMP]>8
²+á$×�^  ICMP "g�Â�@�¡�ß�î�¬�M�•�r�[�b�”�–�»�Ý�ì6ë�†�š�f�K�r�M��

• [H.323]>8H.323 �Ó�¹�•�”�K)F�@�¡�ß�î�¬�M�•�r�[�b�”�–�»�Ý�ì6ë�†�š�f�K�r�M���¹�Ç�›�Ý�º�c  5 
�(�[�M���±�–�Ò�”�˜�º�†�¹�•�­�î�È�Ý�_�M�•�_�c�
 0:0:0 �\
°�Š�K�r�M��

• [H.225]>8H.225 �©�¢�¼�Ü�å�¢�K)F�@�¡�ß�î�¬�M�•�r�[�b�”�–�»�Ý�ì6ë�†�š�f�K�r�M�� H.225 �b�¹
�Ç�›�Ý�º�b�±�–�Ò�”�˜�º�c  1 �ì6ë>&01:00:00>'�[�M���Í�†  00:00:00 �_�M�•�\�
�G�b�K)F�c�¡�ß�î
�¬�I�€�r�O�‡���M�m�Z�b�ç�g���K�@�¡�Ü�”�I�€�S�‹�_�G�b�K)F�†�M�D�_�¡�ß�î�¬�M�•�_�c�
�Í�†  1 
&Ê>&00:00:01>'�_�M�•�G�\�†�>�È�u�K�r�M��

• [MGCP]>8MGCP �Ó�¹�•�”  �Ï�î�º�@�¡�ß�î�¬�M�•�r�[�b�”�–�»�Ý�ì6ë�†/²�M  MGCP �b�±�–�Ò�”�˜
�º�Í�†�š�f�K�r�M�� MGCP �b�¹�Ç�›�Ý�º  �±�–�Ò�”�˜�º�c  5 �(>& 00:05:00>'�[�M���±�–�Ò�”�˜�º�†
�¹�•�­�î�È�Ý�_�M�•�_�c�
 0:0:0 �\
°�Š�K�r�M��

• [MGCP PAT]>8MGCP PAT �š�n�@�P7V�I�€�•�r�[�b�”�–�»�Ý�ì6ë�†�š�f�K�r�M���¹�Ç�›�Ý�º�c  5 
�(>& 00:05:00>'�[�M���q�`�ì6ë�c  30 &Ê�[�M���¹�Ç�›�Ý�º�Í�_�`�M�_�c�
�³�™�µ�¡�Î�µ�¡�«�†�œ�Ç
�_�K�r�M��

• [SUNRPC]>8SunRPC �«�ß�µ�º�@0Ž�:�I�€�•�r�[�b�”�–�»�Ý�ì6ë�†�š�f�K�r�M���G�b�‡6ë�c  1 �(�è
�V�_�M�•�²0[�@�6�~�r�M���¹�Ç�›�Ý�º�c  10 �(�[�M���±�–�Ò�”�˜�º�†�¹�•�­�î�È�Ý�_�M�•�_�c�

0:0:0 �\
°�Š�K�r�M��

• [SIP]>8SIP �©�¢�¼�Ü�å�¢  �Ï�î�º�K)F�@�¡�ß�î�¬�M�•�r�[�b�”�–�»�Ý�ì6ë�†�š�f�K�r�M���G�b�‡6ë
�c  5 �(�è�V�_�M�•�²0[�@�6�~�r�M���¹�Ç�›�Ý�º�c  30 �(�[�M��

• [SIP Media]>8SIP �Ó�¹�•�”  �Ï�î�º�K)F�@�¡�ß�î�¬�M�•�r�[�b�”�–�»�Ý�ì6ë�†�š�f�K�r�M���G�b�‡
6ë�c  1 �(�è�V�_�M�•�²0[�@�6�~�r�M���¹�Ç�›�Ý�º�c  2 �(�[�M��

• [SIP Invite]>8PROVISIONAL �Â'Å�\�Ó�¹�•�”  xlate �b�Æ�å�Í�î�Ý�@�¡�ß�î�¬�I�€�•�r�[�b�”�–�»
�Ý�ì6ë�†�š�f�K�r�M���q�`�Í�c  0:1:0 �[�
�q�±�Í�c  0:30:0 �[�M���¹�Ç�›�Ý�º�Í�c  0:03:00 �[�M��

• [SIP Disconnect]>8CANCEL �r�S�c  BYE �Ó�µ�­�î�ª�[  200 �¶�b  OK �†�w�™�K�^�8���œ�_�
 SIP 
�­�µ�©�Ù�å�†�P7V�M�•�r�[�b�”�–�»�Ý�ì6ë�†�š�f�K�r�M���q�`�Í�c  0:0:1 �[�
�q�±�Í�c  0:10:0 �[
�M���¹�Ç�›�Ý�º�Í�c  0:02:00 �[�M��

• [Authentication absolute]>81�0É�Ÿ�Õ�µ�©�×�@�±�–�Ò�”�˜�º�_�^�~�
�‚�K�8�K)F�†
Ì1�0É�M�•�²0[
�@#Õ�L�•�r�[�b�‡6ë�†�š�f�K�r�M���G�b�‡6ë�c�
�š�n�«�ß�µ�º�Í�|�~�v%·�8�²0[�@�6�~�r�M���©�«
�¸�Ò�c�
�‚�K�8�K)F�†6ä���K�Z
Ì�g�É�ß�å�É�º�@/²&g�I�€�•�r�[�…�µ�K�r�M���‚�K�8�K)F�b�M�m�Z
�[�Ÿ�Õ�µ�©�å�¢�\
Ì1�0É�†�¹�•�­�î�È�Ý�_�M�•�_�c�
 0:0:0 �\
°�Š�K�r�M��

>&�@>' �K)F�[�Ã�µ�©�È  FTP �†�Q#Ý�M�•���œ�c�
�G�b�Í�†  0:0:0 �_0¿���K�^�8�[�C�T�I�8��

• [Authentication inactivity]>81�0É�Ÿ�Õ�µ�©�×�@�±�–�Ò�”�˜�º�_�^�~�
�Ø�î�¨�@�‚�K�8�K)F�†
Ì1�0É
�M�•�²0[�@#Õ�L�•�r�[�b�”�–�»�Ý�ì6ë�†�š�f�K�r�M���G�b�‡6ë�c�
�š�n�«�ß�µ�º�Í�|�~�v%·�8�²0[
�@�6�~�r�M��
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'¨  27 'v       9×�Ø�^�Ç�“�–�”�˜�›�î�Ý�–1¤�b0¿��
  �¢�ß�î�Â�Ý  �±�–�Ò�”�˜�º�b0¿��
• [Translation Slot]>8�š�n�«�ß�µ�º�@0Ž�:�I�€�•�r�[�b�”�–�»�Ý�ì6ë�†�š�f�K�r�M���G�b�‡6ë�c  1 �(
�è�V�_�M�•�²0[�@�6�~�r�M���¹�Ç�›�Ý�º�c  3 �ì6ë�[�M���±�–�Ò�”�˜�º�†�¹�•�­�î�È�Ý�_�M�•�_�c�

0:0:0 �\
°�Š�K�r�M��

�Ô�î�»

���b/²�c�
�G�b�µ+��†�Q#Ý�[�A�•�Ô�î�»�†&g�K�S�v�b�[�M��

�Ç�“�–�”�˜�›�î�Ý  �Ô�î�» �­�Ÿ�×�Ü�¸�•  �¥�å�¸�Ÿ�«�º

�Ý�î�¸�µ�» 3ñ4# �©�å�¢�Ý

�Ð�Ý�³

�¥�å�¸�Ÿ�«
�º �©�«�¸�Ò

• • • • —
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  �¢�ß�î�Â�Ý  �±�–�Ò�”�˜�º�b0¿��
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C H A P T E R 28

QoS �b0¿��

QoS �c�
�ö%��\�^�•�¸�¡�À�ß�ª�î�b7H�}�€�S�•�æ�œ�[
²�/$×�_�q,��b�§�î�Å�«�†��#'�M�•�I�r�J�r�^
�¸�¡�À�ß�ª�î�_�|�W�Z�
"I���b�¿�µ�º�á�î�¡  �º�Û�Ç�•�µ�¡�_�
�|�~,��8�§�î�Å�«�†�f�j�M�•�¿�µ�º
�á�î�¡�b�µ+��†�æ�K�r�M��

�­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�[�b  QoS �b�z0[�^% $×�c�
�¶�9�b�Ç�ß�î�>�|�g  VPN �º�å�¿�Ý  �Ç�ß�î�b
�g�‰�[�
4E�¥�K�S�¿�µ�º�á�î�¡  �º�Û�Ç�•�µ�¡�b�Þ�î�º�†�D7H�K�
7H�}�€�S�•�æ�œ�b�p�[�M�m�Z�b�º�Û
�Ç�•�µ�¡�@4:�)�^�m�~�\�Z�(�†�“�•�G�\�@�[�A�•�|�:�_�M�•�G�\�[�M���Ç�ß�î�c�I�r�J�r�^�‰�2�[��*O
�[�A�r�M���­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�[�c�
3æ�™
–  IP �”�»�Þ�«�\��
›  IP �”�»�Þ�«�b)��s�œ�ƒ�O�

3æ�™
–�Ï�î�º$��•�\��
›�Ï�î�º$��•�b)��s�œ�ƒ�O�
�>�|�g  IP �Ê�µ�²�î�b  TOS �Â�–�º�_  QoS �†4:#Ý�[
�A�r�M��

�G�G�[�c�
���b
Æ���_�X�8�Z1��Â�K�r�M��

• �� QoS �§�î�Å�«  �Ï�Ü�©�î�b0¿���� >&P.28-1>'

• ���É�Û�–�œ�Ü�¸�•  �Ÿ�×�î�� >&P.28-3>'

QoS �§�î�Å�«  �Ï�Ü�©�î�b0¿��
QoS �§�î�Å�«  �Ï�Ü�©�î�c�
3û�–�b�§�î�Å�«  �Ï�Ü�©�î�\� �]�b�‰�2�[�8�B�I�€�r�M���G�b�m8p�[�c�
3û
�–�b�§�î�Å�«  �Ï�Ü�©�î�b�8�B�É�ß�­�«�b�+0[�†&g�K�
�Q�b�§�î�Å�«  �Ï�Ü�©�î�b  QoS �µ+��b0¿���_5�!l
�†*(�8�Z�8�r�M���§�î�Å�«  �Ï�Ü�©�î  �Ý�î�Ý�b�8�B�b0ò(ý�_�X�8�Z�c�
 ��3û4#�º�Û�Ç�•�µ�¡�b�§�î�Å�«  
�Ï�Ü�©�î  �Ý�î�Ý�b3ã�•�� >&P.23-4>' �†�g!·�K�Z�C�T�I�8��

QoS �§�î�Å�«  �Ï�Ü�©�î�†0¿���M�•�_�c�
���b�m8p�†��/œ�K�r�M��

�«�¸�µ�É 1 [Configuration] > [Firewall] > [Service Policy Rules] �Ì�–�å�†6ä�A�r�M��

�«�¸�µ�É 2 [Add] �†�¡�Ü�µ�¡�K�Z�‚�K�8�§�î�Å�«  �Ï�Ü�©�î  �Ý�î�Ý�†�8�B�K�r�M��

Service Policy Wizard �@6ä�A�r�M��

�«�¸�µ�É 3 �§�î�Å�«  �Ï�Ü�©�î  �Ý�î�Ý�b(
�V�†��*O�K�r�M���§�î�Å�«  �Ï�Ü�©�î  �Ý�î�Ý�c�
�¢�ß�î�Â�Ý>&�M�m�Z�b�–
�å�±�î�Ç�™�–�«>'�_4:#Ý�M�•�G�\�v�
"I���b�–�å�±�î�Ç�™�–�«�_4:#Ý�M�•�G�\�v�[�A�r�M�� [Next] �†
�¡�Ü�µ�¡�K�r�M��

�«�¸�µ�É 4 �§�î�Å�«  �Ï�Ü�©�î�_�M+´�M�•�º�Û�Ç�•�µ�¡�†��*O�K�r�M��4E�¥�K�S�M+´�ö =�_�|�W�Z�c�
0
�X�b�˜�•
�¨�î�»#ì8��@/²&g�I�€�
8p�_��/œ�M�•�²0[�@�6�•���œ�@�6�~�r�M���M+´�ö =�b0¿���b0ò(ý�_�X�8�Z�c�


��3û4#�º�Û�Ç�•�µ�¡�b�§�î�Å�«  �Ï�Ü�©�î  �Ý�î�Ý�b3ã�•�� >&P.23-4>' �†�g!·�K�Z�C�T�I�8�� [Next] �†�¡
�Ü�µ�¡�K�r�M��

[Rules Actions] #ì8��@/²&g�I�€�r�M��

�«�¸�µ�É 5 [QoS] �±�È�†�¡�Ü�µ�¡�K�r�M��
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  QoS �§�î�Å�«  �Ï�Ü�©�î�b0¿��
�«�¸�µ�É 6 QoS �†0¿���M�•�_�c�
���b�8�N�€�?�b�ï�8�†��/œ�K�r�M��

• "I���b�º�Û�Ç�•�µ�¡�†�É�Û�–�œ�Ü�¸�•�b9×�8�º�Û�Ç�•�µ�¡�\�K�Z��*O�M�•�_�c�
 [Enable priority 
for this flow] �†�¡�Ü�µ�¡�K�r�M���G�€�_�|�~�
�º�Û�Ç�•�µ�¡�@9×�É�Û�–�œ�Ü�¸�•�\�K�Z��*O�I�€�

�Q�b�É�Û�–�œ�Ü�¸�•  �Ÿ�×�î�†0¿���[�A�•�|�:�_�^�~�r�M���G�b�œ�É�©�Ù�å�†4E�¥�M�•�\�
�º�Û
�Ç�•�µ�¡  �Ï�Ü�©�å�¢�c�–�¿�î�È�Ý�_�[�A�r�O�‡��

• �º�Û�Ç�•�µ�¡�b�Þ�î�º�D7H�†0¿���M�•�_�c�
 [Enable policing] �†�¡�Ü�µ�¡�K�r�M���G�€�_�|�~�

°
�Š�r�S�c���Š>&�r�S�c�g�‰>'�b�º�Û�Ç�•�µ�¡  �Þ�î�º�b�D7H�
�Â�î�«�º  �Þ�î�º�b��*O�
�>�|�g4:�œ
�º�Û�Ç�•�µ�¡�\8�4:�œ�º�Û�Ç�•�µ�¡�_�P�K�Z��/œ�M�•�”�¡�©�Ù�å�b�æ���†/œ�:�G�\�@�[�A�r�M���G
�€�}�b0¿���b0ò(ý�_�X�8�Z�c�
 �� [QoS] �±�È�b�Ç�•�î�Ý�»�_���� >&P.28-2>' �†�g!·�K�Z�C�T�I�8��

�«�¸�µ�É 7 [Finish] �†�¡�Ü�µ�¡�K�r�M���§�î�Å�«  �Ï�Ü�©�î  �Ý�î�Ý�@�Ý�î�Ý  �¸�î�È�Ý�_3ã�•�I�€�r�M�� [Apply]  �†
�¡�Ü�µ�¡�K�Z�¥�å�Ç�•� �×�Þ�î�©�Ù�å�†�¹�Â�–�«�_3æ�™�K�r�M��

�«�¸�µ�É 8 �º�Û�Ç�•�µ�¡�b�É�Û�–�œ�Ü�¸�•�†�–�¿�î�È�Ý�_�K�S���œ�
"I���b�–�å�±�î�Ç�™�–�«�b�É�Û�–�œ�Ü�¸�•  
�Ÿ�×�î�†0¿���M�•�²0[�@�6�~�r�M���É�Û�–�œ�Ü�¸�•  �Ÿ�×�î�b0¿���b0ò(ý�_�X�8�Z�c�
 ���É�Û�–�œ�Ü�¸�•  
�Ÿ�×�î�� >&P.28-3>' �†�g!·�K�Z�C�T�I�8��

[QoS] �±�È�b�Ç�•�î�Ý�»�_��

[QoS] �±�È�[�c�
�]�&�^�«�£�ª�×�î�Ý  �É�Û�–�œ�Ü�¸�•�\�Þ�î�º�D7H�º�Û�Ç�•�µ�¡�†4:#Ý�[�A�r�M��

�D(Ù�¦8o

&�'g�í�s�b  VPN �¡�Û�–�”�å�º /LAN-to-LAN �r�S�c8��º�å�¿�Ý  �º�Û�Ç�•�µ�¡�@�Ñ�~�M�•�–�å�±�î�Ç�™
�–�«�_�P�K�Z�
�§�î�Å�«  �Ï�Ü�©�î�@4:#Ý�r�S�c�P7V�I�€�•�\�
�º�Û�Ç�•�µ�¡  �«�º�Ü�î�Ò�_�P�K�Z  QoS 
�Ï�Ü�©�î�c4:#Ý�r�S�c�P7V�I�€�r�O�‡���Q�b�|�:�^�K)F�b  QoS �Ï�Ü�©�î�†4:#Ý�r�S�c�P7V�M�•�_�c�

�K)F�†�¡�Ü�”>&�X�r�~�»�ß�µ�É>'�K�Z
Ì&�'g�M�•�²0[�@�6�~�r�M��

�Ç�•�î�Ý�»

• [Enable Priority for this flow]>8�G�b�Ç�ß�î�[�b�]�&�^�«�£�ª�×�î�Ý  �É�Û�–�œ�Ü�¸�•�†�–�¿�î�È�Ý
�r�S�c�¹�•�­�î�È�Ý�_�K�r�M���É�Û�–�œ�Ü�¸�•�c�
�É�Û�–�œ�Ü�¸�•  �Ÿ�×�î�@0¿���I�€�•�r�[�w� 
�_�^�~�r�O�‡���É�Û�–�œ�Ü�¸�•  �Ÿ�×�î�†0¿���M�•�_�c�
 ���É�Û�–�œ�Ü�¸�•  �Ÿ�×�î�� >&P.28-3>' �†�g
!·�K�Z�C�T�I�8��

• [Enable policing]>8
°�Š�>�|�g���Š�b�º�Û�Ç�•�µ�¡  �Ï�Ü�©�å�¢�†�–�¿�î�È�Ý�_�M�•�_�c�
�G�b
�³�™�µ�¡�Î�µ�¡�«�†�œ�å�_�K�r�M�����_�
�æ���K�S�±�–�É�b�º�Û�Ç�•�µ�¡  �Ï�Ü�©�å�¢�†�–�¿�î�È
�Ý�_�M�•�_�c�
 [Input policing] �r�S�c  [Output policing]>&�r�S�c�g�‰�b>'�³�™�µ�¡�Î�µ�¡�«�†�œ�å
�_�K�r�M���º�Û�Ç�•�µ�¡  �Ï�Ü�©�å�¢�b�±�–�É�H�\�_�
���b�Ç�•�î�Ý�»�†0¿���K�r�M��

– [Committed Rate]>8�G�b�º�Û�Ç�•�µ�¡  �Ç�ß�î�b�Þ�î�º�D7H���G�€�c�
 8000 >|  2000000000 �b
(
�V�b�Í�[�
0Á���q�±3ÿ�Ø>&�Å�µ�º / &Ê>'�†�æ���K�r�M��

– [Conform Action]>8�Þ�î�º�@4:�œ�Â�î�«�º�Í�• 6�b���œ�_��/œ�M�•�”�¡�©�Ù�å���Í�c�

transmit �r�S�c  drop �[�M��

– [Exceed Action]>8�Þ�î�º�@4:�œ�Þ�î�º�Í�\4:�œ�Â�î�«�º�Í�b6ë�_�^�W�Z�8�•���œ�_�
�G�b�”
�¡�©�Ù�å�†��/œ�K�r�M���Í�c�
 transmit �r�S�c  drop �[�M��

– [Burst Rate]>81000 >|  512000000 �b(
�V�b�Í�[�
4:�œ�Þ�î�º�Í�r�[�º�Û�Ç�•�µ�¡�†�š�D�M�•�r
�[�_�
�â)F�K�S�Â�î�«�º�_�>�8�Z0Á�•�I�€�•�q�±%•6ë�Â�–�º�X�†�æ���K�r�M��
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  �É�Û�–�œ�Ü�¸�•  �Ÿ�×�î
>&�@>' [Enable Policing] �³�™�µ�¡�Î�µ�¡�«�c�
�q�±3ÿ�Ø�>�|�g�q�±�Â�î�«�º  �Þ�î�º�†�I�D�K�
�Q
�€�}�b�Í�†4:�œ�Þ�î�º�Í�_�I�D$×�_�œ�ƒ�O�•�T�E�[�M�� conform-action �r�S�c  
exceed-action �b�æ���c�
�Ñ�~�M�•���œ�[�v4:#Ý�I�€�r�O�‡��

�Ô�î�»

���b/²�c�
�G�b�µ+��†�Q#Ý�[�A�•�Ô�î�»�†&g�K�S�v�b�[�M��

�É�Û�–�œ�Ü�¸�•  �Ÿ�×�î
�º�Û�Ç�•�µ�¡�†9×�É�Û�–�œ�Ü�¸�•�\�K�Z��*O�M�•  QoS �§�î�Å�«  �Ï�Ü�©�î  �Ý�î�Ý�†��*O�K�S���œ�c�
 1 
�X�è�V�b�–�å�±�î�Ç�™�–�«�[�É�Û�–�œ�Ü�¸�•  �Ÿ�×�î�†�–�¿�î�È�Ý�_�K�
�Q�€�}�b�–�å�±�î�Ç�™�–�«�†
3û4#�M�•�º�Û�Ç�•�µ�¡�_�P�K�Z�§�î�Å�«  �Ý�î�Ý�@�–�¿�î�È�Ý�_�^�•�|�:�_�M�•�²0[�@�6�~�r�M���É�Û
�–�œ�Ü�¸�•  �Ÿ�×�î�–�å�¢�c�¹�Ç�›�Ý�º�[�¹�•�­�î�È�Ý�[�M���É�Û�–�œ�Ü�¸�•  �Ÿ�×�î�†0¿���M�•�_�c�

[Configuration] > [Device Management] > [Advanced] > [Priority Queue] �_&ã�·�K�r�M��

[Priority Queue] �Ì�–�å�c�
�É�Û�–�œ�Ü�¸�•  �Ÿ�×�î  �¸�î�È�Ý�†/²&g�K�r�M�� [Priority Queue] �¸�î�È�Ý
�c�
�É�Û�–�œ�Ü�¸�•  �Ÿ�×�î�@0¿���I�€�Z�8�•�–�å�±�î�Ç�™�–�«�H�\�_���b�_���†/²&g�K�r�M��

• [Interface]>8�Ÿ�×�î�@0¿���I�€�S�–�å�±�î�Ç�™�–�«��

• [Queue Limit]>8�K)F�@�»�ß�µ�É�I�€�•�r�[�b�
3û�–�Ÿ�×�î�r�S�c�É�Û�–�œ�Ü�¸�•  �Ÿ�×�î�_
°�€�•
�G�\�@�[�A�•�Ã�£�µ�º�b�q�±�X�[�M���g�‰�b�Ÿ�×�î�_� �L�D7H�@�6�~�r�M���É�Û�–�œ�Ü�¸�•  
�Ÿ�×�î
Æ�b�Ã�£�µ�º�c�
3û�–�b�É�Û�–�œ�Ü�¸�•  �Ÿ�×�î
Æ�b�Ã�£�µ�º�@3æ�™�I�€�•�S�_�ö
²�_�<��
�I�€�r�M��

• [Transmission Ring Limit]>8�É�Û�–�œ�Ü�¸�•  �Ÿ�×�î�b�Ý�I�†�æ���K�r�M���É�Û�–�œ�Ü�¸�•  �Ÿ�×�î
�–�å�¢�@�–�¿�î�È�Ý�[�^�8���œ�
�G�b�•�Û�Ò�c�Ó�µ�­�î�ª�� Ring Disabled���†/²&g�K�r�M��

�É�Û�–�œ�Ü�¸�•  �Ÿ�×�î  �¥�å�Ç�•� �×�Þ�î�©�Ù�å�†3ã�•�r�S�c�š�f�M�•�_�c�
���b�8�N�€�?�†��/œ�K�r
�M��

• �‚�K�8�É�Û�–�œ�Ü�¸�•  �Ÿ�×�î�†3ã�•�M�•�_�c�
 [Add] �†�¡�Ü�µ�¡�K�r�M�� [Add Priority Queue] �²
�–�”�ß�¢�Î�µ�¡�«�@/²&g�I�€�r�M��

• �¤�Ñ�b�É�Û�–�œ�Ü�¸�•  �Ÿ�×�î�†)…7Ÿ�M�•�_�c�
�¸�î�È�Ý�[�Ÿ�×�î�b�š�å�º�Ü�†�¡�Ü�µ�¡�K�
 [Edit] 
�†�¡�Ü�µ�¡�K�r�M���r�S�c�
�¸�î�È�Ý�[�Ÿ�×�î�b�š�å�º�Ü�†�²�È�Ý�¡�Ü�µ�¡�K�r�M�� [Edit Priority 
Queue] �²�–�”�ß�¢�Î�µ�¡�«�@/²&g�I�€�r�M��

�Ç�•�î�Ý�»

[Add/Edit Priority Queue] �²�–�”�ß�¢�Î�µ�¡�«�_�c���b�Ç�•�î�Ý�»�@�6�~�r�M��

• [Interface]>8�É�Û�–�œ�Ü�¸�•  �Ÿ�×�î�†�–�¿�î�È�Ý�_�M�•�–�å�±�î�Ç�™�–�«�†4E�¥�K�r�M���–�å�±�î
�Ç�™�–�«�H�\�_  1 �X�b�É�Û�–�œ�Ü�¸�•  �Ÿ�×�î�b�s�†0¿���[�A�r�M���G�b�Ç�•�î�Ý�»�_�c�
�É�Û�–
�œ�Ü�¸�•  �Ÿ�×�î�@0¿���I�€�Z�8�^�8�–�å�±�î�Ç�™�–�«�@�M�m�Z/²&g�I�€�r�M��

�Ç�“�–�”�˜�›�î�Ý  �Ô�î�» �­�Ÿ�×�Ü�¸�•  �¥�å�¸�Ÿ�«�º

�Ý�î�¸�µ�» 3ñ4# �©�å�¢�Ý

�Ð�Ý�³

�¥�å�¸�Ÿ�«
�º �©�«�¸�Ò
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'¨  28 'v       QoS �b0¿��
  �É�Û�–�œ�Ü�¸�•  �Ÿ�×�î
• [Queue Limit] >8�K)F�@�»�ß�µ�É�I�€�•�r�[�b�
3û�–�Ÿ�×�î�r�S�c�É�Û�–�œ�Ü�¸�•  �Ÿ�×�î�_
°�€�•
�G�\�@�[�A�•�Ã�£�µ�º�b�q�±�X�†�æ���K�r�M���q�`�Í�c  0 �Ã�£�µ�º�[�
�q�±�c�
�<#Ý�•+��^�Ó�Ô�Ü
�_�ö�Y�8�Z��/œ�ì�_�·$×�_�ô�r�~�r�M��#.1=$×�^�q�±�Ã�£�µ�º�X�c�
 2147483647 �[�M��

>&�@>' �g�‰�b�Ÿ�×�î�_� �L�D7H�@�6�~�r�M���É�Û�–�œ�Ü�¸�•  �Ÿ�×�î
Æ�b�Ã�£�µ�º�c�
3û�–�b�É�Û�–�œ
�Ü�¸�•  �Ÿ�×�î
Æ�b�Ã�£�µ�º�@3æ�™�I�€�•�S�_�ö
²�_�<���I�€�r�M��

• [Transmission Ring Limit] >8�–�î�§�¿�µ�º3æ�™�»�Û�–�Â�@�w�E
°�€�•�*4����Ã�£�µ�º�r�S�c3û�–�É
�Û�–�œ�Ü�¸�•  �Ã�£�µ�º�b�q�±�X�†0¿���K�r�M���G�b�D7H�_4)�M�•�\�
�»�Û�–�Â�c�Ã�£�µ�º�†�–�å
�±�î�Ç�™�–�«�b�Ÿ�×�î�_�j�K�`�K�
3}3u�@0Ž�˜�I�€�•�r�[�Ã�£�µ�º�†�Â�µ�Ç�“�_�A(á�[�A�•�|�:�_
�K�r�M���q�`�Í�c  3 �[�M���Í�b(
�V�b�V7H�c�
��/œ�ì�_�²�–�¼�Ñ�µ�¡�_�ô���I�€�r�M���z�^�ô��0[
(ò�c�
�Ÿ�×�î�†�§�Ï�î�º�M�•�S�u�_�²0[�^�Ó�Ô�Ü�\�
�¹�Â�–�«�V�[�Q#Ý�•+��^�Ó�Ô�Ü�[�M���Ÿ�×�î
�c�
�Q#Ý�•+��^�Ó�Ô�Ü�†2x�<�•�G�\�c�[�A�r�O�‡��#.1=�V�b�q�±�Ã�£�µ�º�X�c  2147483647>&�X�r
�~�

²�§5��G)z3ÿ�Ø�r�[>'�[�M���É�Û�–�œ�Ü�¸�•  �Ÿ�×�î�–�å�¢�@�–�¿�î�È�Ý�[�^�8���œ�
�G�b�•
�Û�Ò�c�Ó�µ�­�î�ª�� Ring Disabled���†/²&g�K�r�M��

��3æ�Ü�å�¢�D7H�c�
�»�Û�–�Â�@0Á���[�A�•�g�‰�b�±�–�É�b�Ã�£�µ�º�b�X�[�M���G�b�Ã�£�µ�º�X�†2x
�<�•�\�
�»�Û�–�Â�c�–�å�±�î�Ç�™�–�«�b
›8Œ�_�6�•0
�X�b�Ÿ�×�î�_�Ã�£�µ�º�†�`�K�
3}3u�@0Ž�˜�M
�•�r�[�Q�b�Ÿ�×�î�[�Ã�£�µ�º�†�Â�µ�Ç�“�K�Z�>�A�r�M��3û�–�c�
 queue-limit �Ã�Û�Ó�î�±�\��3æ�Ü
�å�¢�D7H�Ã�Û�Ó�î�±�†1*�Z�K�
�*4����º�Û�Ç�•�µ�¡�b�Ç�ß�î�†�q4:�ì�[�A�r�M��

�Ÿ�×�î�c!“7H�±�[�c�^�8�S�u�
�8�W�e�8�_�^�W�Z�œ�î�Â�î�Ç�ß�î�M�•�G�\�@�6�~�r�M���Ÿ�×�î�@
�8�W�e�8�_�^�•�\�
�è7F�b�Ã�£�µ�º�c�Ÿ�×�î�_
°�•�G�\�@�[�A�N�
�M�m�Z�»�ß�µ�É�I�€�r�M���G�€
�@�
 �¸�î�Ý  �»�ß�µ�É �[�M���Ÿ�×�î�@�8�W�e�8�_�^�•�G�\�†4J�E�•�_�c�
 queue-limit �Ã�Û�Ó�î�±�†
1*�Z�K�Z�
�Ÿ�×�î�b�Â�µ�Ç�“  �§�–�¬�†�±�A�C�K�r�M��

�Ô�î�»

���b/²�c�
�G�b�µ+��†�Q#Ý�[�A�•�Ô�î�»�†&g�K�S�v�b�[�M��

�Ç�“�–�”�˜�›�î�Ý  �Ô�î�» �­�Ÿ�×�Ü�¸�•  �¥�å�¸�Ÿ�«�º

�Ý�î�¸�µ�» 3ñ4# �©�å�¢�Ý

�Ð�Ý�³

�¥�å�¸�Ÿ�«
�º �©�«�¸�Ò
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VPN

�­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�c�
�Ø�î�¨�@�É�Û�–�Ë�î�º�^�K)F�\0b�^�M  TCP/IP �¿�µ�º�á�î�¡>&�–�å
�±�î�¿�µ�º�^�]>'
²�/�[�­�Ÿ�×�”�^�K)F�†&�'g�M�•�G�\�_�|�~�
�Â�î�³�Õ�Ý  �É�Û�–�Ë�î�º  �¿�µ�º�á�î
�¡�†�S(��K�r�M���G�€�_�|�W�Z�
 single-user-to-LAN �K)F�\  LAN-to-LAN �K)F�†&�'g�[�A�r�M���­
�Ÿ�×�”�^�K)F�c�º�å�¿�Ý�\�ç�d�€�
�­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«  �c�
�º�å�¿�Ü�å�¢  �É�ß�º�¥�Ý�†�Q#Ý
�K�Z�
�­�Ÿ�×�Ü�¸�•  �Ã�Û�Ó�î�±�b�¿�¦�©�š�î�º�
�º�å�¿�Ý�b�8�B�>�|�g'ö#.�
�Ã�£�µ�º�b�•�É�­�Ý�ì�

�º�å�¿�Ý�†3û�K�S�Ã�£�µ�º�b3æ�™�r�S�c�w�™�
�Ã�£�µ�º�b�•�É�­�Ý�ì�b0Ž7V�†/œ�8�r�M���­�Ÿ�×�Ü�¸�•  
�”�É�Û�–�”�å�«�c�
�n�‰�¥�b�º�å�¿�Ý  �š�å�»�Ï�–�å�º�\�K�Z�µ+��K�r�M���S�\�<�d�
�É�Þ�î�å  �Ã�£�µ
�º�†�w�™�K�Z�•�É�­�Ý�ì�K�
�Q�€�†�º�å�¿�Ý�b�v�:�M�‰�b
��_3æ�™�[�A�r�M���Q�b�š�å�»�Ï�–�å�º�[�

�Ã�£�µ�º�c�•�É�­�Ý�ì�@0Ž7V�I�€�
�q)
$×�^��
›�_3æ�™�I�€�r�M���r�S�
�­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å
�«�c�
�•�É�­�Ý�ì�I�€�S�Ã�£�µ�º�†�w�™�K�Z�•�É�­�Ý�ì�†0Ž7V�K�
�Q�€�†�q)
$×�^��
›�_3æ�™�M�•�G�\
�v�[�A�r�M��

�­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�c���b  VPN �µ+��†��/œ�K�r�M��

• �º�å�¿�Ý�†&�'g�M�•��

• �º�å�¿�Ý  �Ã�Û�Ó�î�±�†�¿�¦�©�š�î�º�M�•��

• VPN �Ï�Ü�©�î�†4:#Ý�M�•��

• �Ø�î�¨�†1�0É�M�•��

• �Ø�î�¨�@"I���Þ�Ë�Ý�[�Q#Ý�>�|�g�”�¡�­�«�M�•�G�\�†0Á�•�M�•��

• �”�•�˜�å�¸�•�å�¢�µ+��†��/œ�M�•��

• �Ø�î�¨  �”�»�Þ�«�†�m�~�\�Z�•��

• �¹�î�±�†�/�•�ì�>�|�g�Ÿ�•�ì�M�•��

• �­�Ÿ�×�Ü�¸�•  �Ÿ�î�†'ö#.�M�•��

• �º�å�¿�Ý�†3û�K�S�¹�î�±3?3æ�†'ö#.�M�•��

• �º�å�¿�Ý  �š�å�»�Ï�–�å�º�r�S�c�Ý�î�±�\�K�Z�b%T�™�¹�î�±�\$Î�™�¹�î�±�b3?3æ�†'ö#.�M�•��

�­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�c�
�G�€�}�b�µ+��†��/œ�M�•�S�u�_�I�r�J�r�^�† =�É�ß�º�¥�Ý�†2s�·�K
�r�M��

VPN Wizard
VPN Wizard �[�c�
�ö�•$×�^  LAN-to-LAN �K)F�\�Ü�Ô�î�º  �”�¡�­�«  VPN �K)F�†0¿���[�A�r�M��
ASDM �†�Q#Ý�K�Z�Ñ�G�µ+��†)…7Ÿ�>�|�g0¿���K�Z�C�T�I�8��
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  VPN Wizard
>&�@>' VPN Wizard �[�c�
1�0É#Ý�b�¦�S
¹�w�Ÿ�î�r�S�c�¹�ª�±�Ý0É�Â�i�b�8�N�€�?�†�m�~�\�Z�}�€�r�M���S�T
�K�
0É�Â�i�†�Q#Ý�M�•�_�c�
1�0É�•�_$Ï6��K�
�˜�•�¨�î�»�†�Q#Ý�M�•�S�_�º�Û�«�º�Ï�–�å�º�†0¿���K�Z
�>�C�²0[�@�6�~�r�M���G�€�}�b�±�«�¡�†��/œ�M�•�_�c�
 [ASDM Device Administration] > [Certificate] 
�Ã�¿�Ý�\�œ�å�Û�–�å  �Ê�Ý�É�†�Q#Ý�K�Z�C�T�I�8��

VPN �b�+0[

�­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�c�
�Ø�î�¨�@�É�Û�–�Ë�î�º�^�K)F�\0b�^�M  TCP/IP �¿�µ�º�á�î�¡>&�–�å
�±�î�¿�µ�º�^�]>'
²�/�[�­�Ÿ�×�”�^�K)F�†&�'g�M�•�G�\�_�|�~�
�Â�î�³�Õ�Ý  �É�Û�–�Ë�î�º  �¿�µ�º�á�î
�¡�†�S(��K�r�M���G�€�_�|�W�Z�
 single-user-to-LAN �K)F�\  LAN-to-LAN �K)F�†&�'g�[�A�r�M��

�­�Ÿ�×�”�^�K)F�c�º�å�¿�Ý�\�ç�d�€�
�­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«  �c�
�º�å�¿�Ü�å�¢  �É�ß�º�¥�Ý�†�Q
#Ý�K�Z�
�­�Ÿ�×�Ü�¸�•  �Ã�Û�Ó�î�±�b�¿�¦�©�š�î�º�
�º�å�¿�Ý�b�8�B�>�|�g'ö#.�
�Ã�£�µ�º�b�•�É�­�Ý
�ì�
�º�å�¿�Ý�†3û�K�S�Ã�£�µ�º�b3æ�™�r�S�c�w�™�
�Ã�£�µ�º�b�•�É�­�Ý�ì�b0Ž7V�†/œ�8�r�M���­�Ÿ�×�Ü
�¸�•  �”�É�Û�–�”�å�«�c�
�n�‰�¥�b�º�å�¿�Ý  �š�å�»�Ï�–�å�º�\�K�Z�µ+��K�r�M���S�\�<�d�
�É�Þ�î�å  �Ã
�£�µ�º�†�w�™�K�Z�•�É�­�Ý�ì�K�
�Q�€�†�º�å�¿�Ý�b�v�:�M�‰�b
��_3æ�™�M�•�G�\�@�[�A�r�M���Q�b�š�å
�»�Ï�–�å�º�[�
�Ã�£�µ�º�c�•�É�­�Ý�ì�@0Ž7V�I�€�
�q)
$×�^��
›�_3æ�™�I�€�r�M���r�S�
�­�Ÿ�×�Ü�¸�•  
�”�É�Û�–�”�å�«�c�
�•�É�­�Ý�ì�I�€�S�Ã�£�µ�º�†�w�™�K�Z�•�É�­�Ý�ì�†0Ž7V�K�
�Q�€�†�q)
$×�^��
›�_
3æ�™�M�•�G�\�v�[�A�r�M��

�­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�@��/œ�M�•�µ+��c���b�\�>�~�[�M��

• �º�å�¿�Ý�b&�'g  

• �º�å�¿�Ý  �Ã�Û�Ó�î�±�b�¿�¦�©�š�î�©�Ù�å  

• �Ø�î�¨�b1�0É  

• �Ø�î�¨  �”�»�Þ�«�b�m�~�\�Z  

• �¹�î�±�b�/�•�ì�\�Ÿ�•�ì

• �­�Ÿ�×�Ü�¸�•  �Ÿ�î�b'ö#.

• �º�å�¿�Ý�†3û�K�S�¹�î�±3?3æ�b'ö#.

• �º�å�¿�Ý  �š�å�»�Ï�–�å�º�r�S�c�Ý�î�±�\�K�Z�b%T�™�\$Î�™�b�¹�î�±3?3æ�b'ö#.

VPN Tunnel Type

[VPN Tunnel Type] �Ã�¿�Ý�[�c�
��*O�M�•  VPN �º�å�¿�Ý�b�±�–�É>&�Ü�Ô�î�º  �”�¡�­�«�r�S�c  
LAN-to-LAN >'�†4E�¥�K�
�Ü�Ô�î�º  IPSec �Æ�”�_�K)F�M�•�–�å�±�î�Ç�™�–�«�†"I���K�r�M��

�Ç�•�î�Ý�»

• [Site-to-Site]>8LAN-to-LAN VPN �¥�å�Ç�•� �×�Þ�î�©�Ù�å�†�8�B�K�r�M�� 2 �X�b  IPSec �­�Ÿ�×�Ü
�¸�•  �¤�î�º�˜�™�–�b6ë�[�Q#Ý�K�r�M���G�b�¤�î�º�˜�™�–�_�c�
�­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�

VPN �¥�å�­�å�º�Þ�î�±�
�r�S�c�§�–�º�¶�î�§�–�º  IPSec �K)F�†�§�Ï�î�º�M�•�Ú�b�¹�Â�–�«�^�]�@
�6�~�r�M���G�b�œ�É�©�Ù�å�†4E�¥�M�•�\�
 VPN Wizard �_�
�§�–�º�¶�î�§�–�º  VPN �[�²0[�\�I�€
�•�“�ö�†
°�Š�M�•�S�u�b�M4��b�Ã�¿�Ý�@/²&g�I�€�r�M��

• [Remote Access]>8�Ô�Â�–�Ý �Ø�î�¨�^�]�b  VPN �¡�Û�–�”�å�º�l�b�­�Ÿ�×�”�^�Ü�Ô�î�º  �”�¡�­�«�†
��#'�M�•�¥�å�Ç�•� �×�Þ�î�©�Ù�å�†�8�B�K�r�M���G�b�œ�É�©�Ù�å�_�|�~�
�Ü�Ô�î�º  �Ø�î�¨�c�
�p
�¸7Ÿ�p�º�¿�µ�º�á�î�¡  �Ü�¯�î�«�_�ó
²�_�”�¡�­�«�[�A�r�M���G�b�œ�É�©�Ù�å�†4E�¥�M�•�\�
 VPN 
Wizard �_�
�Ü�Ô�î�º  �”�¡�­�«  VPN �[�²0[�\�I�€�•�“�ö�†
°�Š�M�•�S�u�b�M4��b�Ã�¿�Ý�@/²&g�I
�€�r�M��
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  VPN Wizard
• [VPN Tunnel Interface]>8�Ü�Ô�î�º  IPSec �Æ�”�\�b�­�Ÿ�×�”�^�º�å�¿�Ý�†&�'g�M�•�–�å�±�î�Ç�™�–
�«�†4E�¥�K�r�M���­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�_0
�X�b�–�å�±�î�Ç�™�–�«�@�6�•���œ�c�
�G�b
�˜�•�¨�î�»�†��/œ�M�•�S�_  VPN �¥�å�Ç�•� �×�Þ�î�©�Ù�å�†0£#ì�K�
�­�Ÿ�×�”�^�K)F�†&�'g�M�•�£
���b�Ü�Ô�î�º  IPSec �Æ�”�H�\�_�
�Q#Ý�M�•�–�å�±�î�Ç�™�–�«�†"I���K�Z�>�C�²0[�@�6�~�r�M��

• [Enable inbound IPSec sessions to bypass interface access lists]>8�­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�_
�|�W�Z�–�_0Á�•�I�€�•>&�X�r�~�
�–�å�±�î�Ç�™�–�«�b  access-list �e�†�³�™�µ�¡�K�^�8>'�|�:�_�

IPSec 1�0É�b%T�™�­�µ�©�Ù�å�†�–�¿�î�È�Ý�_�K�r�M��%T�™�­�µ�©�Ù�å�@�Â�–�Ã�«�M�•�b�c�
�–�å
�±�î�Ç�™�–�«  ACL �T�E�[�M��0¿���I�€�S�¢�Ý�î�É  �Ï�Ü�©�î�
�Ø�î�¨�
�>�|�g�²�˜�å�ß�î�»�I�€�S  
ACL �c4:#Ý�I�€�r�M��

�Ô�î�»

���b/²�c�
�G�b�µ+��†�Q#Ý�[�A�•�Ô�î�»�†&g�K�S�v�b�[�M��

Remote Site Peer

[Remote Site Peer] �Ã�¿�Ý�[�c�
���b�±�«�¡�†��/œ�K�r�M��

1. �G�b  VPN �º�å�¿�Ý�b)
'ƒ�\�^�•�Ü�Ô�î�º  IPSec �Æ�”�b  IP �”�»�Þ�«�†�æ���M�•��

2. �Ü�Ô�î�º  �Æ�”�_�P�K�Z�8�B�M�•��

3. 1�0É�‰�'�†4E�¥�>�|�g0¿���M�•��

�Ç�•�î�Ý�»

• [Peer IP Address]>8VPN �º�å�¿�Ý�b)
'ƒ�\�^�•�Ü�Ô�î�º  IPSec �Æ�”�b  IP �”�»�Þ�«�†
°�Š�K�r�M��
�Æ�”�c�
�9�b�­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�
 VPN �¥�å�­�å�º�Þ�î�±�
�r�S�c  IPSec �†�§�Ï�î�º�M
�•�Ú�b�¤�î�º�˜�™�–  �¹�Â�–�«�[�M��

• [Authentication Method]>8�Ü�Ô�î�º  �§�–�º  �Æ�”�c�
�¦�S
¹�w�Ÿ�î�?0É�Â�i�b�8�N�€�?�†�Q#Ý�K�Z
1�0É�K�r�M��

– [Pre-shared Key]>8�ß�î�•�Ý  �­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�\�Ü�Ô�î�º  IPSec �Æ�”�b6ë�b1�0É�[
�¦�S
¹�w�Ÿ�î�†�Q#Ý�M�•���œ�_�¡�Ü�µ�¡�K�r�M��

�¦�S
¹�w�Ÿ�î�†�Q#Ý�M�•�\�
�Ü�Ô�î�º  �Æ�”�b�X�@7H��$×�[�?�X�¿�µ�º�á�î�¡�@�ó���K�Z�8�•
���œ�
3û�™�†�M�d�x�C(F�"�_�­�µ�º�”�µ�É�[�A�r�M���Q�€�R�€�b  IPSec �Æ�”�c�
�­�Ÿ�×�”�^�K
)F�†&�'g�M�•%&�m�b�Æ�”�H�\�_�¥�å�Ç�•� �×�Þ�î�©�Ù�å�_���†�²0[�\�M�•�S�u�
�±0d�•�^�¿�µ
�º�á�î�¡�[�c�«�£�î�Û�Å�Ü�¸�•�b�e8Ÿ�@#Õ�L�•���œ�@�6�~�r�M��

IPSec �Æ�”�b�›�Ì�”�c�
�¦�S
¹�w�Ÿ�î�†�º�n�K�Z�­�Ÿ�×�”�^�º�å�¿�Ý�†&�'g�M�•�²0[�@�6�~�r
�M���­�Ÿ�×�”�^�‰�2�†�Q#Ý�K�Z�
�Ü�Ô�î�º  �§�–�º�b'ö#.*…�\�¦�S
¹�w�Ÿ�î�†�º�n�K�Z�C�T�I
�8��

– [Pre-shared Key]>8�¦�S
¹�w�Ÿ�î�†
°�Š�K�r�M���q�±  127 �e�Ð�[�M��

�Ç�“�–�”�˜�›�î�Ý  �Ô�î�» �­�Ÿ�×�Ü�¸�•  �¥�å�¸�Ÿ�«�º

�Ý�î�¸�µ�» 3ñ4# �©�å�¢�Ý

�Ð�Ý�³
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