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o WAV A —T 2 A ARDMZ A VA —T = A AREDZEDMDA L H—T = A A
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* DHCP —THEHT 255 DOWNEA % —7 = A 2D DHCP &

ALY ASDM 77U r—vay U4 v Rubb ZOBEICT 7 AT 5121, ROWTNNDT
BRI E,

e  Wizards > Startup Wizard % 3R 75,

 Configuration > Device Setup > Startup Wizard % 3R L T, Launch Startup Wizard 22 V > 7
ERAR

FHAtEER
o P3-11® [Web 77 UHIZL 5D ASDM OLHE] 2S5 L T 7Z&EW,

o [ Cisco ASA 5500 Series Adaptive Security Appliance Getting Started Guide] 35 X O° [ Cisco ASA 5505
Getting Started Guidell % ZH L T 7Z&0,

T 2T, ROEBIZOWTEBALET,

e ASAS5500 > U —RLPIX500 Y —XEvXx=2VUTF 4 77547 AD Startup Wizard [ i
(P. 4-2)

o ASA 5505 WIS X2 U T ¢ T T AT L AD Startup Wizard Hi (P, 4-3)
E—FK
WDORIZ, ZOWREEZHEHCTELE—RERLET,

T7A470+—ILE—F Xal)T4 aVTFXEb
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ASA 5500 >))—XE PIX500 ) —X X2 YTF4 FTSAFTUAR
@ Startup Wizard B[

X 4-112, ASA 5500 >V — XS EX 2 VT 4 TFIAT UV ABLOPIX VU —X ¥ =2l
T A TTITAT LV ADBREFRET DAL IR Startup Wizard OMiE %2 —BEE R LE T, EEO
FEREDNAFIL, BREREOFIRIC L > THRED £3, RSNDIEFIET, ASA 5505 @S F 2V 7 ¢
TIIAT v ACORBAISNET, MEHTE2E— R FICiE, SEEAERIND EEDE—

FELCBMOREHHRN —HERRSNET, BRUCBEHEOFREF ST 5123, 4z ) v

7 LTLEEN,

& 41

ASA 5500 1) —X & PIX500 &) —X X YF 4 7TS54 7 2 RAD Startup Wizard [EH

EmEA

FEHATESE—F

Step 1 - Starting Point or Welcome (P. 4-3)

Step 2 - Basic Configuration (P. 4-4)

TRTOE— N, Step | O LHHGIRFOT 7 +
Wk AT a N PX X2 T4 7794
TUARATIIEHTEEEA,

Step 3 - Auto Update Server (P. 4-5)

YUV N—Ty RBLOV I VEIRE—
K, Y 7 NVERTE— R TA =TT 5
& | Interface Configuration [ & Step 13 - DHCP
Server B 3R~ SILE R A

Step 4 - Management IP Address Configuration
(P. 4-6)

T TIVBIRE— KD,

Outside Interface Configuration (P. 4-22)

Outside Interface Configuration - PPPoE (P. 4-21)

VTN =Ty R E—RDRH,

Interface Configuration (P.4-21)

VU TIVBEBTE— KD,

Other Interfaces Configuration (P.4-19)

Step 12 - Static Routes (P. 4-13)

Step 13 - DHCP Server (P.4-13)

TR_RTCHOE— K,

Step 14 - Address Translation (NAT/PAT) (P. 4-14)

TNV N—T K E'— KD,

Step 15 - Administrative Access (P. 4-16)

Step 17 - Startup Wizard Summary (P. 4-19)

FTRTOE—FR,
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ASA 5505 BB tXa ) T4 7FTS54F7 2 AD Startup Wizard EE
F42 T ASASSOS IS X 2 U T 4 T T T4 TV ADBERET HEEITHE Startup Wizard
OEEOT R TE—ER R LET, “HCOBEDIEFIZ, IV Vv—T v K E—RTOREL
#ZLET, EATEE—F]) FITE, SEEPARRIND & EDOE— FBILCBIMORER#

W—EFRENET, BIR L lmOFHRE £RmT 51

% 4-2

TiE, AdiE 7 ) v 7 LTLEEN,

ASA 5505 #itE X1 ) T4 7FS54 7 2 RAD Setup Wizard EE

EEA S S VIERF

FEATESE—F

Step 1 - Starting Point or Welcome (P. 4-3)

FT_TDOE— K, Step 2 D Teleworker 47

Step 2 - Basic Configuration (P. 4-4)

2 g 1% ASA-5505 TOHEIRTX £,

Step 3 - Auto Update Server (P. 4-5)

VTN =Ty RBLXOY VR
£ — K, Teleworker Z{#H T 2&KEDLE
WZDIA F—T WV ENET,

Step 4 - Management IP Address Configuration (P. 4-6)

I NFHBIE— DI,

Step 5 - Interface Selection (P. 4-6)

TN =Ty K E— KD,

Step 6 - Switch Port Allocation (P. 4-7)

Step 7 - Interface IP Address Configuration (P. 4-8)

Step 8 - Internet Interface Configuration - PPPoE (P. 4-9)

Step 9 - Business Interface Configuration - PPPoE (P. 4-10)

Step 10 - Home Interface Configuration - PPPoE (P. 4-11)

Step 11 - General Interface Configuration (P. 4-12)

Step 12 - Static Routes (P. 4-13)

T _RCDE— K, Teleworker Z {9 5%
EDGEIZDIHA F—T MIEINET,

Step 13 - DHCP Server (P.4-13)

TANTOE—F,

Step 14 - Address Translation (NAT/PAT) (P. 4-14)

TN =Ty K= KD,

Step 15 - Administrative Access (P. 4-16)

TR_RTCOE—K,

Step 16 - Easy VPN Remote Configuration (P.4-17)

TNV v—TF v K E— K, Teleworker
EHEATLHEEICORL XT—T ISR
b= e

Step 17 - Startup Wizard Summary (P. 4-19)

TANTOE—F,

Step 1 - Starting Point or Welcome

ASDM T 7V r—va U RUNnL ZOKREIZT 7 82T 5 (v FE— FOLE %K) (12
IZ. File > Reset Device to the Factory Default Configuration % %R L £ 97,

J24—=IF

* Modify existing configuration : BEfFOREEZEE T HITIE, ZOF 7 a v ZFRLET,
* Reset configuration to factory defaults : 3% & & WA » % — 7 = A 2O LT 7 4 /L MEIC

R, o4 7 g o EBEIRLET,

» Configure the IP address of the management interface : FElA L X —T = ADIP T KL ALY T
Iy N YATERET DI, ZOF =2y IRy I A AT LET,

e IP Address : BHA L X —T 2 A ADIP T RLAZRELET,

o SubnetMask : KRy 77X 7 YA RNNLERS X =T ADYT Xy b v A7 ZFINL

i‘?—o
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GE) REZTHEFEOT 73V MEKY Y 5 & . Cancel 227 U v 27 L72Y

DLTH, EEZITICREEEA,

ZOHEmEMH L

[ Cisco ASA 5500 Series Adaptive Security Appliance Getting Started Guide ]33 J. ON[ Cisco ASA 5505 Getting

Started Guidel] %ZM L T 7ZEW,

EF—F
ORI, ZOHEEZFHTE2E—NERLET,

I7AT7 04— E—F FXaUT4 aAVTXRE
TILF
=79k Ei ogn IVTHRRb YRT L

Step 2 - Basic Configuration

AL ASDM 77U —3 a9y Uy RUNL ZOMEEICT 78 2T 5121, IROWTNNDTT

EEEIRL £,
¢ Configuration > Properties > Device Administration > Device

¢ Configuration > Properties > Device Administration > Password

J24—=IF

 Configure the device for Teleworker usage: J =— h U — D —%& %Gt L L —#ORTHEEHRTT
HITHE, COF = v IRy 7 A% A AT LET, BT OV TIE, P4-17 D [Step 16 - Easy VPN

Remote Configuration] ZZf L T 7ZEW,

e Host Name : @02V T 4 TTIAT UV ADFA MNEEELET, FA ML, KX
FTENLTEEDRK 63 LFTOFETTHRETEET, AT I X2V T4 TTI7A4T7

ANIECT, T, 2 ZA4 78 TASA) £721% PIX) LFEFRENET,

e Domain Name : HEIGH X2 VT 4 TS T4 T ADIPSec RKAA VAERELET, ZOFK
AL T ECTHATE 9, FAAL VAT, B UFERPAR—AEEER20), ;K63 X

FTORKEFTHETEET,

 Privileged Mode (Enable) Password section : ASDM F 721X CLI 25 0¥ 2 V7 4 777

AT VANDERT 7 v A EHIRBTE£9,

~

GE) RXRU—R 74N FREZEAICTIE, EFICKEREX2 T4 VAT THDH I LE2EET S

Password Confirmation %A 7 & 73R v 7 ANFERENE T,

— Change privileged mode (enable) password : BIIFEDFFHEE— K (4 X —T V) NRAT— K&

B 2IE, ZOF =y IRy 7 A%F NI LET,

— Old Password : ZERTDOA % —T ) NRAT— R KRHLFEIE, TONRXAT—REHEELE

R

— New Password : HT LW\ 2 —T /)L RAU— RERELET, /NATU— N3k 32 LFD

FHF T, RXFEALFE KR LET,
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— Confirm New Password : LA % —T )L X2 U — REFHANLET,

FEHTE®R

[Cisco ASA 5500 Series Adaptive Security Appliance Getting Started Guide ]33 . OV Cisco ASA 5505 Getting
Started Guidel Z#ZHL T IZ3 W,

E—F

WORIZ, ZOBELFHTELE—FERLET,

F7ATFTI+—ILE—F t¥a)TF4 aVTERLb

<ILF
=Ty K il TN aAVFER b DRT L

Step 3 - Auto Update Server

COBE@IIZEY, Bt YT 4 T T T AT A% Auto Update — 3235 U B— F TEHT
EET, AL ASDM 77U —vary U4y RUunbDIOEEICLT 7 EZXT 21,
Configuration > Interfaces % R L £ 7,

Z4—IF

e Enable Auto Update : EX = U7 ¢ 777 A 7 A L Auto Update — R DBE % A £ —T /b
T B, ZOF 2w IRy I AL A LET,

e Server URL: Rm vy 7*Z o R b, HTTPS 721X HTTP %3 L T, Auto Update ¥—
SO URL OFEFEZER L ET,

*  Verify Server SSL certificate : Auto Update H—/N"C SSL ZBFEN A R — T /T > T\ 5D Z L % fif
RIDITTE, ZOF =y IRy 7 A F AT LET,

e Username : Auto Update h—Sicm 7' A v 52— A EHBELE T,
* Password : Auto Update — SR 7' A T 572D DAY — RERELET,
* Confirm Password : #EFBD 72D/ SAT— REF AN LET,

e DeviceIDType: kv 7 Xy YA &I Uy 7 L, Wl XaV 70 77947V A%
— BB ID X A 7 & FEIN L £9, User-defined name #3E R L, —FD ID 2T+ 572
®HD Device ID 7 4 —/V R&EA X —T T LET,

o Device ID:EEH X 2T 4 TTIAT LA ELTHEHATLA—EBOXFEFNEBELET,

SIS

[ Cisco ASA 5500 Series Adaptive Security Appliance Getting Started Guide )33 X O Cisco ASA 5505 Getting
Started Guide] % ZH L T IZE 0N,

E—F

WOFRIL, ZOWEBEHEHNTELE—RERLET,

T7A4TF94—IL E—F tXxa)Fq aTXRFb

<ILF
=Ty Fk il gL aVFER b AT L

| oL-14981-01-J

Cisco ASDM 1—4% i/ F 1



BAaE RE4— 7T 94 Y—FOERA |

WM ASA5505 BEE X211 T4 7T54 7 2 AD Startup Wizard EE

Step 4 - Management IP Address Configuration

ZOBEETIE, 2O THFARNTORANOEHRIP T RLAZFETEET, ASDM 77U &r—
ar Uy RUunbZOEREICT 7' A3 521, Configuration > Properties > Management IP
BBRLET,

J24—=IF

e Management IP Address : ASDM £7213E v a v a barzff L, FHEMNTZDa T
FANMNIT 7 HEATELRAMDIPT RUAEBELET,

e SubnetMask : HHLIP 7 FLADY 7%y b ~2A 7 Z4RELET,
TR R
[ Cisco ASA 5500 Series Adaptive Security Appliance Getting Started Guide]33 J. ON[ Cisco ASA 5505 Getting
Started Guidel] %#ZM L T E 30,
E—F
ORI, ZOWEEZHEHTEL2E—FE2RLET,

T7AT70+—IL E—F Xxa )T aVTXRFb
<ILF
L—Fy K Eib UL AVTEXRb AT A

Step 5 - Interface Selection

ZOMEETIL, ASAS505 D 8 DD T 7 —A M A=Y Ry b A vF KR— % 320D VLAN L7
N—TTEET, TNHD VLAN L, BlOLVA Y33y hU—27 L LTHELES, 7 1—71k
#%. SMB (Internet) . PN¥B (Business) . £7-1X DMZ (Home) THEL S NDA v H—T A AT &
2. XY NI —Z % EHFT D VLAN & 1 DT OBREIIERTEET, DMZ I, ==2— T/
V=Nl DHRDORy NI =TT, FTA =k (W) Ry hT—27 T Uy O X
cNU—Z7 OBIZH Y F9,

Ja4—ILF
Outside VLAN F 721X Internet VLAN &7 > 3 >
e Choosea VLAN : R v 7’Z v U R NNLERIEREADIE VLAN 2F 5 TERIRLE T,
e Create a VLAN : H LW VLAN 2B T 2121, ZOF=v IRy I AeF A LET,
e Enable VLAN : 45l VLAN % A 2 —7 T BI21E, ZOF =y IRy 7 AeA A LET,
Inside VLAN F 7= 1% Business VLAN &7 > 3
e Choosea VLAN : R v 7 X U R MPLEFIEREFEADNE VLAN 2F 5 TEIR L E I,
e Create a VLAN : T LWNHES VLAN Z1ET 51013, ZOF =v IRy 7 A4 2 LET,
e Enable VLAN : WHE VLAN & A X —T7 MITH00E,. ZOF = IRy 7 Az LET,
DMZ VLAN ¥ 7213 Home VLAN (Optional) 7 ¥ 3 >
e Choosea VLAN : R v 7 & A ML ERITEFH VLAN &5 TR L ET,

e Createa VLAN : H L) VLAN 21Ek$ 2121, ZOF v IRy 7 A& A4 LET,

e Donotconfigure : =D VLAN DR TE%ET 4 B—T/MITDIIE, ZOF=v IRy 7 A%t
WZLET,
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[Cisco ASA 5505 Getting Started Guidel] % ZF L T 72X,
E—F

ORI, ZOHREEZHEHTEL2E—FE2RLET,

T7AT7 04— E—F Xxa )T aVvTXRFb
<ILF
L—Fy K Fib TN AVTEXRb AT A

Step 6 - Switch Port Allocation

Z OWETIEL, ZM (Internet) . PNEL (Business) . F 721X DMZ (Home) A > X —7 = A AZAA v
FR—PEEDYTEHIENTEET DMZ A VX —7 = AIHBRET— FTRHEHTEEEA,
BIEAT T HAL72 VLAN ICAR— R ZBMT20ERHV £, 7740 F T, AL v F F— hI
FTRTVLANI TIHED ET, A ASDM T I U —2a s U4V RUnb ZOKREICT 7 &R
9" %1Z1%. Configuration > Interfaces % R L £ 9,

TZ4—ILF
Switch Ports for Outside VLAN (vlanid) ¥ 7213 Switch Ports for Internet VLAN (vlanid) & 7 2 =
* Available Ports : I CE 2R — DY X Mb | BINEITHIBRT HAR— 2RI L ET,

e Allocated Ports : E| D ¥ CTHNTZAR—FD YU X G BIMEZIZHIBRT 2R — M2 LET,
o Add:fETEZAHR—FDU AL, FHEFHEVHETOENTEZAR—FDY R MIAR—FEEMLE

‘j‘o
e Remove: HHTEXAHR—FDU R, FTE LB TENZR—FDU R R — &2 HIER
L/ij—o

Switch Ports for Inside VLAN (vlanid) % 7213 Switch Ports for Business VLAN (vlanid) = 7 2 2
* Available Ports : fEITEDHR— FD VY R bnh | BINEITHIRT 28— FABIRLET,

e Allocated Ports : E| D 4 CTHNTZAR—FD U A MG BIMEZIZHIBRT 28— M 2RI L ET,
o Add:fFHTEDZHR—FIDIU R, FHFEVETOENEZR—FDOY X MIFA—FEBHLE

‘j—o
* Remove: i TELAR—FDY X b, EFHEV B TOHNTZAR—FDY R FnBAR— b AHIER
L/i—aﬁo

Switch Ports for DMZ VLAN (vlanid) % 7213 Switch Ports for Home VLAN (vlanid) & 7 2 =
e Available Ports : I TEX 2R — DU A M5, BMELIFHIRT SR — b2RIRLET,

e Allocated Ports : | 0 YT HN7ZAR— RO U R v GBIMEZIFHIBRT 28— M 2R L ET,
o Add:fFHTEDZR—FDIU A, FHFEVETOENIZA—FDOY X MIF—FEEBMLE

j‘o
e Remove: FEHTELZR—FDU AN FREFEVYTONIER—FDOY R DB HR— N ZHIFR
L/jzﬁ—o
AR

[ Cisco ASA 5505 Getting Started Guide] %= ZH L T &,
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E—F
ROFIZ, ZOWEZHEHTEL2E— 2R LET,

F7ATFTI+—ILE—F t¥a)TF4 aVTERLb
<ILF
=Ty F Eild UL aAVTERF VAT L

Step 7 - Interface IP Address Configuration

Z DM TIEL, PPPoE — NF 72X DHCP — "5 IP 7 LV AZEST 50, £/ IP T FL
AEY TRy b AT EBETDIEICESTC, AV F—T oA AERETEET,

J4—ILF
Outside IP Address ¥ 7213 Internet IP Address © 7 * 3

* Use the following IP address : /M IP 7 RLUAZFRET HITIE, ZOAF v a V2 FIRLET,

o IP Address/ Mask : BHEDIP 7 RLAZANL, Fay7XF o VA MM LY TRy bR
PR L E9,

e Use DHCP : DHCP — 0B8R IP 7 KLU A ZBGT5I121%. 2047 v a v EFRLET,

¢ Obtain default rote using DHCP: DHCP $— "3 BANBIP 7 RV ADT 7 4 /v b b— b &2 BfG T
BICIE, TOF =2y 7Ry 7 A%A I LET,

* Use PPPOE : PPPOE H— ") BAN IP 7 R LA Z ST HICid, 2047y a a2 BIRLET,
Inside IP Address ¥ 7= 1% Business IP Address & v 3 o~

* Use the following IP address : WS IP 7 R AZFRET HITIE, ZOAF v a VRN LET,

e IP Address/ Mask : FFEDONENIP 7 KL 2A&ZAJJL, Favy 77Xy VA ML TRy b <
A7 R L ET,

e Use DHCP : DHCP — 2B NERIP 7 KL A ZESGT5I121%. 2047 v a v EFRLET,
e Use PPPOE : PPPOE ' — "B NERIP 7 L AE TG THI121E. 2047 v a v aSwRLET,
DMZ IP Address F 7= Home IP Address 27 > 3

* Use the following IP address : DMZIP 7 KL AZIEET HITIL, ZOA T a v EFRLET,

e IP Address/ Mask : FFED DMZIP 7 KL AZAJJL, Ray 7 X URX I EH TRy b
AT BRI L FET,

e Use DHCP:DHCP %—/ N/25 DMZIP 7 R L A& AFTHI2F,. 204 T v a VEABERLET,
* Use PPPOE:PPPoE —/3/>5 DMZIP 7 RV A ZEUSGT DL, 2047 v a v 2RIRLE T,

Eed
[Cisco ASA 5505 Getting Started Guidell % ZH L T 72& 0,
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E—F
ROFIZ, ZOWEZHEHTEL2E— 2R LET,

F7ATFTI+—ILE—F t¥a)TF4 aVTERLb
<ILF
=Ty F Eild VTN AVTEREb VAT L

Step 8 - Internet Interface Configuration - PPPoE

G¥)

ZOWEE T, PPPOE =05 IP 7 FLAZGT 2 Z &I & » T, fRESHISNERA 2 —
T A AERECTEET, AMVASDM 77V r—2ay U v RUNDL ZOERRICT 78 AT
5121, Configuration > Interfaces % SR L ¥ 7,

ASA 5505 LIS DT RTD ASA 5500 >V — R EFILOHEE. TNV FA B ZADOEGHEX 2V
TA4 T TIAT VAL, RT3 ODHNERA L H—T 2 A AEEL S5 DDA X —T A A%
R—hLET, HIRE— RFOWEHREX 2T 4 TTIAT LV AFA H—T =2 A%HEKRKT3
D, BRE—ROBEM X2 T 4 TFIAT L AFIA L H—T 2 A HEKT2 D R—
LET, MREDA 2 —T oA ABAER LT, EFTEEKBOA ¥ —7 = A A4 FTZ T
7o#IE. VLAN Z2HHER T2 2 I3 TER< R0, BEFED VLAN 28T 5 2 L BN EITRY
ESc

Z4—IF
e Group Name : PPPoE ¥ —/ N2 H 2B 7L —T DL4FIERE LE T, WIZEDIZIZ, 7v—74%
BETHNENLY £97,
User Authentication &7 2 3 7

* PPPoE Username : PPPoE #— /N CO—H L EHE L ET,
e PPPoE Password : PPPoE #—/NXTO/ AU — R&FELET,
* Confirm PPPoE Password : fx#J{ZAJJ L7z PPPoE /XA U — RZFEE L £,

Authentication Method 7 * 3

e PAP : PAP RFFELMEH L £,
e CHAP : CHAP #FEZfEH L 7,
* MSCHAP : MSCHAP F8FEA 1 L £,
IP Address 7 > 3 >
¢ Obtain an IP address using PPPOE : PPPoE $r— )26 AV Z—T 24 ZAD P 7 KL AZHGT 5
W, ZoF T arERIRLET, 207 —)L REBBRT— FOBEITRERINEEA,

* Specify an IP Address : 1 > #—Fy b AL F—T A AD P T RLAEZHBELET, Z0D
74—V RIZ&EWE— FOLAITIIRRZINET A,

— IPAddress : 1> X —FR Y h A v X —T A ATHHATHIP T FLAZEELET,
— Subnet Mask : Fay7Zo YA MNRBA L HZ—FRY b A B =T A ADY T X b
VAT IR L ET,

* Obtain default route using PPPoE : PPPoE — "ZffH L CTT 7 4V hDILV—TF 4 T hHFEET
DI, ZOF 2w IRy I AeA T LET,

| oL-14981-01-J

Cisco ASDM 1—4% i/ F 1



BAaE RE4— 7T 94 Y—FOERA |

WM ASA5505 BEE X211 T4 7T54 7 2 AD Startup Wizard EE

FHTER

[Cisco ASA 5505 Getting Started Guidel] % ZF L T 72X,
E—F

WOKIZ, ZOWEEZHHTEL2E—FaRLET,

T7A4T70+—IL E—F Xa)Fq4 aVTXRFb
TILF
W—Tv K Fik UL AVTEXRbE AT A

Step 9 - Business Interface Configuration - PPPoE

ZOWE TIX, PPPOE — "B IP 7 FLAZRMET LI LICE o THREHA v 4 —T = A A &%
ETXET, AL LVASDM 7 U —ay o Runb ZOBEBIZT 7823 51213,
Configuration > Interfaces % & L 7,

GE)  ASA 5505 DIADTRTD ASA 5500 U —X BFNLDEE., T T4 20t X 2 )
TA T TITAT VAL, HRKTIODBA L E—T A REEL 5 DDAV F—T A A%
A—=hrLET, HIRE— RO EXF 2T 4 TTITATVAFA LV H—T o AEHRKT3
D, BRE— RS X2V T 4 T IAT LV AEIA LV H—T =2 A% K T2 DY KR—F
LET, RREDOA ¥ —T 2 A4 ABAER LTIR, ETIERKBOA F—7 = A4 R4 R E T
721X, VLAN Z#HHERT 2 Z LixTx< 20, BEfFD VLAN #3R$T25 Z E BB D
ESc I

J4—ILE
* Group Name : PPPoE #—/ NZH 5 7 V—T DA FIZRE LET, RICEDIZIZ, 7 Vv—74%
BETOMNERDH D 7,
User Authentication &7 23

e PPPoE Username : PPPOE " —/ X TCO—HF L ZFE L £,
e PPPOE Password : PPPOE " —/ X TO/RATU— R&FEL £,
*  Confirm PPPoE Password : i #]IC A /) L7 PPPoE /XA U — R&FEE L ET,

Authentication Method 7 ¥ 3

e PAP: PAP REEZMEH L £ 7
* CHAP : CHAPGBFREZfEAH L £,
e MSCHAP : MSCHAP 58L& H L £ 77,
IP Address &7 >3 >
* Obtain an IP address using PPPoE : PPPoE — b A X —T7 2 A ZAD P 7 RV A ZTSET 5
WX, ZoF 7y a v B2RIRLET, 207 40—/ FIIEZBRE— FOLAIIIRREINEE A,

e Specify an IP Address : Wi#i{ v X —T7 = A ADIP T RLAZRELE T, 207 41—/ KidHE
WE— FOEGAEIZIIR R INER A,

— P Address : WA v Z— 7 = A ATHEHTHIP 7 RLAZIEELET,

Cisco ASDM 1—¥ # A F
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— Subnet Mask: Ry 7 Xy JRAIMDMOLA X —Fy N A F—T oA ADY T Fx v b
VA ERIRLET,

* Obtain default route using PPPoE : PPPoE h— \ZffH L CT 7 4V hDILV—T ¢ U T HFET
B, ZOF 2w IRy I AL AT LET,

R

[Cisco ASA 5505 Getting Started Guidell % ZH L T 7Z& 0,
E—F

WRORIZ, ZOBRBEHHTELE—FEZRLET,

T7A4TFI4—IL E—F tXxa)TFq aTXRFb
<IVF
=Ty FK EiE VgL aAVTXREb ORT L

Step 10 - Home Interface Configuration - PPPoE

G¥)

Z OWE T, PPPoE — X026 1P 7 RLAZETETHZ LIZESTDMZ A V& —7 = A A%
ETCEXET, AMAVASDM 7 U r—vary U4 RUunb ZOMBEILT 7 & A4 51214,
Configuration > Interfaces % iR L £ 7,

ASA 5505 DIAADFTTD ASA 5500 2V —X EFILDOBRE, 7NV TA B AOMEREX 2V
T A4 TTITAT VAL, RT3 ODHNEEA L H—T 2 A AEEL S5 DDA VX —T A A%
AR—hrLET, HIRE—ROEIGHEX2 VT 4 7T ITAT LV AFA L F—T oA A% HKT3
D, BAE—ROBEH X2 T 4 TFIAT L AFIA L H—T 24 A HEKT2 D AR—
LET, EREDOA =T oA ABERLTZH, ERITRKEDA 4 —T = A RCARTET
721X, VLAN Z#HHERT 2 2 Lix T 20, BEfFD VLAN #3R$T25 Z E BN EIZ/R Y
ESc

Z24—ILF

* Group Name : PPPoE #—/ NZdH 5 7V L —T DAFIZRE LET, RICEDRIZIE, 7 v—74%
BETHHLENH Y 7,

User Authentication &7 2 = 7
e PPPoE Username : PPPoE +— "TOHOa2—V L 2 EL £,

e PPPoE Password : PPPOE — S TONRAU— REZfRELET,
e Confirm PPPoE Password : Fx#IlZ A /) L7z PPPoE S A U — RZE L E T,

Authentication Method &7 > =
e PAP: PAPRRREEZMH L £7,
e CHAP : CHAP JBFEA A L £9,
e MSCHAP : MSCHAP $BEEZ{#HH L £,

IP Address &7 > a

* Obtain an IP address using PPPOE : PPPoE —\InH A =T = A ZAD P 7 RV A& BfGT %
ZiE, ZoA T a e BRLEYS, 207 4 —/b FIZZIRE— FOBAITIIFRINER A,

| oL-14981-01-J
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»  Specify an IP Address : DMZ | V' Z—7 =2 A ZAD P 7 FLAZEBELET, 2D 7 4 —/L N
BT — FOLEAITIEERENETA,

— IPAddress : DMZ A v Z—T7 = A A THEHTAHIP T RLAZEELET,

— Subnet Mask: Ry 7 Xy JRAIMMLAS X=Xy N A F =Tz ADYT X b
VA ERIRLET,

 Obtain default route using PPPoE : PPPoE % — & HH L CTT 74V bDON—F 4 VT HFHET
DITE. ZOF 2y IRy 7 A F A LET,

FHTE®

[ Cisco ASA 5505 Getting Started Guide)] % ZF L T 72X,
E—F

WOFRIZ, ZOHRELFHTELE—FERLET,

F7A4T70+—IL E—F Xxa)F4 aVTXRFb
TILF
L—Fy K Fib SN AVTEXRb DART LA

Step 11 - General Interface Configuration

COWEmETIE, A F—T2AABDONTF T 4 v 7 BELOPREIUA ¥ —7 =4 RTEH S Nz kR
AREDONT T 4w, AF—TMZLEZVHIBELIZY TEET,

FT 74y ZHIBRBIZ. A7 a VORETIEH Y £ A, FHIRMNEDT A X LE - TR
BAIE. 1900, v EZ—T oA ZAPBMOTRTOA L Z—T 2 A A~NDNFT 4 v 7 ZHIRBT 3

VENBEY ET, TV T8 AEIETT A ANFERET— FOB4E . Restrict Traffic = U 7D
T 4=V RIIERRSINERA,

24—ILF

¢ Enable traffic between two or more interfaces with the same security level : [RICE¥ = U 7 ¢ L~UL
WCHDEEDA L =T A ABD VT T 4 v 7 A X =TT DITE, ZOF =y IRy
g AEA AT LET,

» Enable traffic between two or more hosts connected to the same interface: [5] U > ¥ — 7 = A R |THE
BSNIEBEORA NID N T 7 4 v 72 A F—T VT B, ZOF=v IRy 7 Akt
N LET,

Restrict traffic = U 7

e Frominterface : K2 v 77X VA IMBA L H—T oA AZERTLHZ LIk T, 204
VHE—T 2 A ANLD NT T 4 v 7 EHIRTEET,

e Tointerface: K v 7 X T A=ma—Inb A H—T oA AZBRTHZLITLoT, 2DA
VHE—T 2 A A~DNT T 4 v BHIBTEET,

Eed
[ Cisco ASA 5505 Getting Started Guide)] % ZF L T 72X,

Cisco ASDM 1—¥ # A F
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E—F
ROFIZ, ZOWEZHEHTEL2E— 2R LET,

I7AT0+—ILE—F X274 207X
RILF
V=T F Eif TN aAVTFRb YAT L

Step 12 - Static Routes

ZOMEETIE, FBEDOA L Z =T 2 ADNV—ZITEFRENTX Y NT—=T XTIV AT EHAH
Ta4 w7 —bNE, Bk, RE. BLOHIBRTE £,

FHER
* Static Routes (P. 16-41)
e Add/Edit Static Routes (P. 4-13)
o [ Cisco ASA 5500 Series Adaptive Security Appliance Getting Started Guidel] 1 X O [Cisco AS4 5505
Getting Started Guide]
E—F
WOKIZ, ZOWRELZHHTEL2E—FaRLET,

T7A4T70+—IL E—F Xxa )T aVvTXRFb
<IVF
L—Fy K Fik TN AVTEXRb AT A

Add/Edit Static Routes

TDOEATaT Ry I ATIE, AFT 4 v 7 — MNEBNERIIRETE ET, FEMO VT,
P.16-45 @ [Add/Edit Static Route] ZZM L T &V,

Step 13 - DHCP Server

C OB T, NEA v F—T =2 ATHRA T L DHCP — L LTHENEEX2) T4 77
TAT LV AERETEET, AMASDM 77U = ay U4 Y RUNLMDOA o F—T = A
A @ DHCP H— %R EJ 5HIZIL. Configuration > Properties > DHCP Services > DHCP Server %
BIRLET, HMIC oW TiX, P.11-5® [DHCP Server] &ML T ZE0,

Z14—ILF

* Enable DHCP server on the inside interface : N % —7 = A A)>5 DHCP ¥ — "~D i &
FATHITNE, ZOF 2w IRy 7 RAeA N LET,

DHCP Address Pool 7 v =

e Starting IP Address : DHCP ¥ — N 77— L OB#GHIPHZ [P 7 KL A 7y 7 & LT b
e EALONRIZHRE L £ 9

Cisco ASDM 1—#* i1/ K
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S

GE) WXV T A TTIAT AL, RRKT256 DIPT FLAZYR—FLET,

* Ending IP Address : DHCP $— /N 7 — LD THiHZ, IP 7 RV A 7 a v 7 Tl M big b
PLONEIZHRE L ETS

DHCP Parameters &7 3 = >
e Enable auto-configuration : DNS #—/3 WINS $— 3 U —2Hf], BL PR ping A L7 Uk

DOFRECHH AL 7 4 X2 b—aEZFaTHI03, 2O0Fzv IRy 7 A% LE
‘j—o

e DNSServerl: DNSH—1RDIP 7 FLAZIEELET,

e WINS Server 1 : WINS — "D IP 7 KL AZ4REL £,

e DNS Server?2 : fXEE DNS — D IP 7 FL AZEELET,
e WINS Server 2 : {0 WINS — "D IP 7 KL ZAZHREL £,

» Lease Length (secs) : UV —AHINE TTHETIZ, BIVLTONZIPT KLAZT T4 T b
DERTE 2 (HAAL) ZELET, 7740 M, 3600 F (1 KfE]) <9,

* Ping Timeout : ping DX A LTV MED/RT A —2 % I UHBEMTHEEL X T,

* Domain Name : DNS Zff {95 DNS #— /3D KA A VA ZHELET,

* Enable auto-configuration from interface : DHCP HEj2 > 7 t Fa L— a3 & A RX—T7 LT L,
Ama—=PoA U E =T 2 A AZERT DI, ZOF 2y IRy 7 AeA AT LET, #im
DEIOE 7 v a THRET HMEIT. BBIa 74 X2 —va VICKDREMEE Y bEBEESh
i‘?—o

=2

[ Cisco ASA 5500 Series Adaptive Security Appliance Getting Started Guide )33 X O Cisco ASA 5505 Getting
Started Guide] % ZH L T IZE 0N,

E—F
WDOEIZ, ZOMELFHATEL2E—FRERLET,

T7A4T794—ILE—F FaYFo aAVTFFRXFb
TILF
L—Fv K ik ST aVTEFRXFb DRT L

Step 14 - Address Translation (NAT/PAT)

COBEETIE, FHTIEX 2T 4 TTITAT UV ATONATBINPAT #RETEET, A1
YASDM T 7N r—vay U RUnb ZOMREICT 7 & 23 51213, Configuration > NAT %
BN ET,

PATIZEYD ., BRELZIP T FLAD 1 DTN/ a— 0 7 RLARELTHERAESNET, 72,
HEORGFEE Yy arB 1 OO T RUADGLBENTZPOX HICREDZ LN TEEJ, PAT
TIL, K 65535 DFRA R 1 DOIERIP 7 LA TR ZMH T ET,

NAT ZfEHT 25X NEA VX —T 2 ADTRXTCDOT RLAENTA X —T = ADT K
VAWCEWT D EXIEATDT RLARHZ AT LES, 77— a—)L 7 KLU AT, K3
BRI CHERINDIP T RL AL, BIEERDEEERICRSTZHEOIP T FLAMEHAINE
j—o

Cisco ASDM 21— #A F
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PAT T 25A1%. LFORICERLTIEEN,

e PATII, Fx v Fx—A P— "TREHWEL THA,

o WAFAF 4T TFUS—ay FaubhalPlkxa Ty TFIAT AR BRTHIC
i, BETOIREC VU EAF—TNMITHERERHY £97,

o PAT |Z. established =~ > FTIIEIEL £ A,

e Ny U7 FTP %9 5354 1%, inspect protocol ftp strict =~ >~ K% access-list 2~ > K& —
FWCHER LT, BEFTP N7 7 0 v 7 B2 LET,

o FfrL~LDEXaVTF 4 A ¥ —T AR EODDNS B — Tk, PAT 2 TEXEHA,

Za—ILF

*  Use Network Address Translation (NAT) : NAT 38 K OEHRIZHEH SLD IP 7 R L AHFHZ A 1 —
TNCT HEEITER L £,

e Starting Global IP Address : ZHUHEHA I NS IP 7 RUAFBHOKA D IP 7 RV AZIEE L E
‘j—o

+ Ending Global IP Address: ZEHZEH SN AP 7 R L AFHDOKEDOIP 7 L AZIEEL £,
 Subnet Mask (optional) : ZEHICHEH SN IP 7 RL ROV TRy F <A 7 H2HELET,

* Use Port Address Translation (PAT) : PAT %A X — 7 VT HEAICEIRLET, 2047 =
CEBRT DGAIT. IROFNE 1 OFIRL T ZE0,

S

(GE)  IPSec IZ PAT T2 L IELLEMELRWEAERH Y £+, Zhid, Ao FrxrL =
VRBALY RN TFALARN, FILIPT RLAOEED b RV ERBTX 2T,

Use the IP address on the outside interface : PAT THERA X —T =4 ADIP 7 KL A Zffi H
TAHESIGRINLE T,

— Specify an IP address : PAT THEHT 2 1P 7 RL 2 Z AT LT,
IP Address : PAT DXIRITRDIMNA 2 —T = A ZADIP T RLAZIRELET,
Subnet Mask (optional) : KRy X7 JRAMNLH TRy b v A7 ZFRLET,

* Enable traffic through the firewall without translation: 7 7 4 > 7 Z M LIRNTT 7 A T 7 4 —
MVl S LG EITEIRLET,

=2

[ Cisco ASA 5500 Series Adaptive Security Appliance Getting Started Guide ]33 J. O\ Cisco ASA 5505 Getting
Started Guidel] %#ZM L T E X0,

E—F

ORI, ZOWEEZHEHTELE—FE2RLET,

F7A470+—IL E—F Xa )T aVTXRFb
TILF
L—Fy K ik SN AVTXRb DART LA

| oL-14981-01-J
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Step 15 - Administrative Access

COBHMETIE, X2 VT4 TS I9A TV ATOEMRT V EARRETXET,

Za—ILF

e Type: RANEIFRY NI BEX2 DT 4 TTIAT VAT 7 R8ATH L X,
ASDM @ HTTP over SSL, SSH. F7-1% Telnet ® ENEHHT A0 EHELET,

e Interface : "A NAFEZIEIR Y NU—T 4B FRLET,
e IPAddress : RA NEITRYy hTI—FZDIPT RLAZFRLET,
e Mask: RAMELIFIRY NU—I DOV TRy v ~AZ B#FRxLET,

e Enable HTTP server for HTTPS/ASDM access : ASDM (27 7 B A3 B 72D HTITP — 1 ~D+&
X T REREA X =T NCTBIE, ZOF v IRy I A LET,

o Add: T RAAZATEA L HZ =T oA AZBIML, WICEBAWTOREDA, L F—T x4
AT HHRARN 2y hU—=ZDIP 7T FLRAE Ry b~RZ7ZBELET, F#EMICONT
X, [Add/Edit Administrative Access Entry] #Z&M L T 7E &0,

e Edit: f X —T7 A AEEELET, 7FMIZ OV TIL, [Add/Edit Administrative Access Entry |
L TLIZE N,

o Delete: f > Z—T7 A AZHIFRLET,

* Enable ASDM history metrics : ASDM THiatZINEL L OERRTE D L 2I2TDI2iE, 20
Frv IRy I AT A LET,

=l

[ Cisco ASA 5500 Series Adaptive Security Appliance Getting Started Guide ]33 J. O\ Cisco ASA 5505 Getting
Started Guide] %#ZM L T E 30,

E—F
ORI, ZOHEEZFEHTE2E—NERLET,

F7ATFTI+—ILE—F t¥a)TF4 aVTEXLb
<ILF
=Ty F &l U AVTERFb VAT L

Add/Edit Administrative Access Entry
IDXAT TRy 7 ZATE, RAMERETEET, A ASDM 77U r—var v 4K
Ui ZOMKREICT 7 B AT DI, IROWT DTG IEZBRL £,
* Configuration > Properties > Device Access > HTTPS/ASDM
¢ Configuration > Properties > Device Access > Telnet
* Configuration > Properties > Device Access > SSH

* Configuration > Properties > History Metrics

Z4—ILF

e Access Type: Ry FH 7 JRART, RITKRT CLL Y —)b ¥y g X OFFGRKE ST
TeHE 2 A 7D 1 DERIRLET,
— ASDM/HTTPS
— SSH

— Telnet

Cisco ASDM 1—¥ # A F
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ASDM T, BX 2054 7794 T AL DT TOIHEETHTTP over SSL Z{#HH L £,

e Interface Name : FRIREINTZA VX —T A ADY A MMBRIRLE T,
o IPAddress: A v Z—T7 A ADIPT RLAZEBELET,

o SubnetMask : 7%y b AT DIP T FLADBERE NS, f v F—T oA ZADVT Xy b
VAT ERELET,

E—F
ROFIZ, ZOWEZHEHTELE— 2R LET,

F7ATI+—ILE—F tXa)F4a20TFXb
RILF
=T F Eif TN aAVTFR b AT L

Step 16 - Easy VPN Remote Configuration

G¥)

COBImTIE, Wit T 4 TS TIAT AL, UE— b Cisco VPN 3000 = h L—
%, Cisco b—# ., F72iX Easy VPN — L LTEHEL CW DI X2V T ¢ 7774 T
ADRNZ, E¥ 2T 7 VPN P RV ERETEET, @M X2 VT 4 77747 AT Basy
VPN U E— b 530 2L LCEMET 5720, BENZHFTIC VPN 2 BT 4,

COEmIZT 78 AF 521X, Step 2 - Basic Configuration "C Configure the device for Teleworker
usage 7= v 7 AR v 7 A% AT L, Interface Configuration @ Enable Auto Update 7= » 77 78 v 7
AR AT\ T HDMENRH Y £,

WD 2 HOOEEE— REFHTXxET,

e C(ClientMode (7 747> F E—F)

e Network Extension Mode (¢ b U — 7 ¥LiRE— K)

JIAT P E—RTIX B2 T4 TTIA TV RATINER Y b= D7 AT b
DIPT RLAEABRLETA, ROVIC, @M= T 0 77 TI7A47 AL, NAT ZEH L
TTIAR=F Xy NI DIP T RLAZREDIP 7 RLAIZEBHLET, ZDF— FTIL,
FGA R Ky NT— 7 DHEI BT AL R ping ZEITLIZY . FAL AT 2R LY
TEEHA,

JERT— R T, @S x 2 VT4 TTIATUANR, BlOLToONZIP 7T RLAZEE X
HZLIZES5Tr—=INVKRANDIPT FLAZRHET HZ &IEHY A, LI ->T, VPN
BEOMFMAA NI, B—HhV Fy NT—7 ORA N EEEBFETEET,

BWISE X2 VT 4 T T IA T AEI LD 2 ODF— ROWTIICERET AITIX. RO HA
RZ A4 NHE-TLIZE VY,

WOBEINT I FAT v b F—REHHALET,
o VPN#iZ 7 AT N NT7 4 v 7 TRBTIHS

| oL-14981-01-J
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o B—HNEKAIDIPT RLAZYE—F Ry NU—27 TIHFRICTHES
e ASA 5505 ® DHCP 7"Hu—H /L 7R A MIIP 7 RL A ETIEES

WOBEITR Y NU— I ¥ERE— RE2EH L ET,

o NI T 4w IEREOMLIENLL TH VPN #f 2BV T GA

e UE—hAKRAIE2u—N/L Ry NU—INHLEHZBIEZARIZT 256
e O—NNFy NIT—=TDKRANRAET 4 v 7 IPT FLADERE

TJ4—ILF

* Enable Easy VPN remote: @S ¥ = VT ¢ 77747 L AH Basy VPN U E— [ T34 X &
LTHEHfECTZ L2293, 20T = IRy 7 REF A LET, ZOMEE A X —7
MZLRWEE, VPN R RANSA U H—T = A ANEOE X2 VT 4 T7I747T
VAT VR ATEDLHRAMI, ZOWEGA X2V T4 TT7IA T A% ) E— MEHTX
E3x a8

Mode €7 2 3

e Client Mode : DHCP ¥ —/XT, W% >y hU—27 FOKRA NDODEAFTI v 7 IPT RLAEAR

LET,
e Network extension : Wiy FU—J DHRANMIAZT 47 IPT RLARGLIEE, 7V v
71/?‘?_‘0

Group Settings &7 = >
e Use X.509 Certificate : X.509 FEFAE % f§ L C IPSec Main £— R& A X —7 M LET, Fe v
THET VAR FTANKRA Y FERIRT D0, FREFIASILET,
e Use group password : 2 —H )L —7"D)RAT—KEANLET,
— Group Name : =—% 7 /—7 D4R ATILE T,
— Password : = —H S N—TDRATV—RKEASLET,
— Confirm password : /S AU — ROERZER L £,
User Settings 7 3
e Username : ¥ EDZ—HVZE AT LET,
e Password : BEDNRAT— REAHLET,
e Confirm Password : BED/SA T — ROMEREER L ET,
Easy VPN Server £ 7 23

* Primary server : 77 A4~V Easy VPN #— "D P 7 RLRA&Z AT TEET,
* Secondary server : 'z 7724 U Basy VPN — XD P 7 L A% A S TEET,

GE) WXV T 4 TTIAT LRI NBDTFTA<Y B—RE1W0BETOEIFY H—
THERR SN D, KT 11 B Easy VPN $— %R — M LET, ASA @ Easy VPN UV E— K 7
XA A% Basy VPN — N IZEGECTE 2 L 9T D1iE, ISP ZFH L CliE DT A A D3 »
U — 7 B ST L TR BERH Y E3, ASAS5500 V) —X@EISMe X2 U T4 TTIAT
VA% DSL E£7203— 7V 7 ACEHE L2 1X, ISP OFERICHE> Ty MU — V7 Bl E %
SETLTLIZEW, IP 7 R R{E, PPPoE #—/3, DHCP #—/, E72FRET v a7 4
X2l —varnbiEcxEd,

FHER
[ Cisco ASA 5505 Getting Started Guidel] % ZH L T 7ZE W,
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E—F
ROFIZ, ZOWEZHEHTEL2E— 2R LET,

F7ATFTI+—ILE—F t¥a)TF4 aVTEXLb
<ILF
=Ty F Eild UL AVTERF VAT L

Step 17 - Startup Wizard Summary
CZOBEIZIE, X2 UT 4 TTIAT L ATH L THT TR TCOREOHMENF RENE T,

o HIDEEH TORELEFTHIZIEL, Back 27 U v 7 LET,

* Startup Wizard %7 7 U ¥ b EHES) L723581%, Finish 27 Vv 7325 &, U4 ¥F— T
EN/-ary 74 X2l —arPNEsexa VT4 7747 U ACHBIICEE SN,
7Ty va AEVIRIEFESNET,

* ASDM WT Startup Wizard # E(TLIZIGEIX, 2037 4 Fab—2a VERARKICT T v
Va AEVICRFTDSLENDH Y £,
FEHITE®R
[ Cisco ASA 5500 Series Adaptive Security Appliance Getting Started Guide]+ 5. O\ Cisco ASA 5505 Getting
Started Guidell %ML T &,
E—F
WORIZ, ZOBRBEMHTELE—FEZRLET,

I7AF7I9+—ILE—F €FaUF4 aVTFEREL
TLF
=Ty K &l VTN IVTERE SRT L
Other Interfaces Configuration
ZOBE T, RYDA L F =T 2 A AERETEET,
J4—IF
e Interface : JTEDHRA P EIT Ry P =27 ITHER SN TWDOR Y NU—F A F—T A A%
KRLET,

e Name: RETAHA VX —T =2 ADLRIZFERLET,

* Security Level : £ > X —7 =2 A ADEF 2T 4 L-YVEIFAN 0 ~ 100 TEARINET, 100
I A v Z—T oA A, 01T A v B —T = A RTHREESNTWET, RS2 —T =
A A2, 1~ 99 OFFAOFSNFEHINET, 0~100 DX =T 4 L-YUL, T 74V
FTCIERESNER A,

 Enable traffic between two or more interfaces with same security levels : [{l UE¥ = U7 1 L~ %
BEDA o H—T 2 ATHREL, ENOEDA I =T =A AMD NT T 4 v T A X—T )V
T2, ZOF 2w 7Ry 7 AEeA T LET,

Cisco ASDM 21—#% #1 K
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e Enable traffic between two or more hosts connected to the same interface : #E DK R MZH DA~
H—T 2 A ATIIT T4 T A F—TNICT DI, ZOF =y IRy 7 A% F I LE
‘j‘o

o Edit:Edit Interface ¥4 T2 VR J A TA A =T 2AA AP T 4 Falb—ara2EHEL
N

FmER

[ Cisco ASA 5500 Series Adaptive Security Appliance Getting Started Guidell %ML T 72 &\,
E—F

WORIZ, ZOBRBEHHTEL2E—FEZRLET,

T7A4TF94—IL E—F tXxa)Fq aTXRFb
<IVF
L—Fv K EiE SugL AVTXREb ORT L

Edit Interface

AL ASDM 77V r—vay Uy Runb ZOKRIZT 7823 5121F, Configuration >
Interfaces % &R L £ 7,

24—ILF
o Interface : FREX SR L L TRIR LA v X —T = A ADLRTZF TR LET,

e Interface Name : IR L72A > X —T = Af ADL4RI R LET, ZTOA X —T = A ADLH]
IEFETEET,

e Security Level : IR L72A v X —T =24 ADEF2 VT 4 LYULEFRLET, A0 F—T =
AADEF2 VT 4 LYUVTBRIRTEET, A VX —T =2 ADEFXF2V T 4 LYULE TS
L, BEXAyw—UNFRENET,

* Use PPPOE : %JM/& Tz A RZIP T RUA%EIY Y THEEIZ PPPoE Z38RE & LT
AT A2, 20Tz IRy 7 AeF N2 LET,

~
(G¥)  PPPoE I3 DA L X —T =2 A ATHHATELDT, PPPoE 7 T A T 2 hDEKA L AH L AT,
BOZ—YH ENRRAT — R FoRR DRI~V ELBE LT HEERH Y £,

e Use DHCP : @5l X 2V5 ¢+ 77547 A% DHCP ¥ — ¢ LTHEATHICIE., 2D
Fov IRy I RAEF AT LET,

e Uses the following IP address: A > % —7 = A ADREEDIP T FLAZANT DL ZOF = v
IRy I A AT LET,

e IPAddress: f > Z—T7 A ADIPT FLAEHRELET,
e SubnetMask : Fav 77X UAMMLEHFEOY T Xy h v A7 ZEIRLET,

Cisco ASDM 21— #A F
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E—F
ROFIZ, ZOWEZHEHTEL2E— 2R LET,

F7ATFTI+—ILE—F t¥a)TF4 aVTEXLb

<ILF
=Ty FK il gL aVFER b AT L

Interface Configuration

G¥)

COBEETIE, VDA A —T oA AEBREL., BEDOA L F—T2A AMDNTFT T 4 v T HA
X =TT B ENTEET,

J14—=ILF

e Edit:Edit Interface ¥ f TR VAR J ATA v H—T oA ADAL T 4 K2l —a ZEEL
7.

* Enable traffic between two or more interfaces with the same security level : R CE®F = U 7 4 L~UL
WCHLEEDA L Z =T 2 A RD N T T 4 v I AA X—TNMIT DI, ZOF =y 7Ry
A F T LET,

IPRED Y 4 —/)L Fit, BT — FCIEERENEEA,

FER
[ Cisco ASA 5500 Series Adaptive Security Appliance Getting Started Guidell %2 L T 72 &0,

EF—F
WDOFEIZ, ZOWELFEHTEX2E—FERLET,

T7A4TF94—IL E—F tXxa)Fq aTXRFb

<ILF
=Ty FK il SugL aVFER b AT L

Outside Interface Configuration - PPPoE

Z OMEE TlX, PPPOE 4 — 025 IP 7 KL AZEGT A LIk o T, A v F—T = 2%
RETEET, A VASDM 77V r—ay U4 RUunb ZOBREICT 7 A+ 51213,
Configuration > Interfaces % iR L £ 7,

J4—ILE
e GroupName : f V' H—7 = A ADLFIEZIRETEET, RICEDRIZIE, IV —TAEHRETD
VRN H Y £77,
e User Authentication = U 7
— PPPoE Username : #37EIZ #3572 PPPoE = — WA ZHEE L £ 7,

— PPPoE Password : #2FE(Z 43872 PPPoE /S A U — R&ZfEE L £,
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—  Confirm PPPoE Password : PPPoE /XA U — K& L £97,
¢ Authentication Method = U 7

PPPoE O F 7 # /L FERFEJF UL PAP T9, CHAP F£ 7213 MS-CHAP # FE) CRET HA 7 =
VHBIRTE F9,

— PAP : PAP #FEiriA & LT@?R?“% I, ZOF 2y IRy I RAEF AT LET, ZOD
FRTIE, 2—FL L RT—RiT %méhiﬁm

— CHAP : CHAP FEIFZBIRT212F, COF 2w IRy 7 A% 42 LEd, CHAP 11V
=k = W‘z“%"h“é@%kf\ RET 7 v AZBIETHDITTIEHY A, TDIE,
T RA Y= NF2—PFIZT 7w AMERBH DN E D WL E9,

— MSCHAP : Windows XL —F 4 v/ S AF AEFERTAa L Ea—F LT 7 ER H—
NOR O PPP #5i FHIZ MS-CHAP FRFEZIRINT HI21F, ZOF = IRy 7 RA%EF 2L
gz‘g‘o

e P Address =V 7

PPPoE DT 7 # /L FERFF UL PAP T, CHAP £ 721X MS-CHAP 2 FHI CRETLHF 7 =
UHEIRTEET,

— Obtain IP Address using PPPoE : IP 7 K L2 % PPPoE ¥ — S\n b S L £,
— SpecifyanIPaddress : f > Z—7 =A ADIP 7 FLAZfRELET,
IP Address : f V' Z—T =A ZADIPT RLAZANTEET,

SubnetMask : K v 7 X7 URAINLA LV H—Tx2A ADVT Ry b AT EANE
P POt N == S I

— Obtain default route using PPPoE : PPPoE #—/3& PPPoE 7 7 A 7 NHIDT 7 4L | L—
FETRRLET,

=2 e

[ Cisco ASA 5500 Series Adaptive Security Appliance Getting Started Guide] % ZFR L TL 723\,
ET—F

WORIZ, ZOBELFHTELE—FERLET,

T7AT70+—IL E—F Xxa )T aVTXRFb
<IVF
W—Tv K Fik UL AVTEXRb AT A

Outside Interface Configuration

ZOBEETIE, IP T RLAZIEET 50>, PPPoE — 3F 721X DHCP — /M5 IP 7 R L A& HL
BTAZELICL S TAHANRA L E—T 2 A RAERETEET, AL ASDM T 7 U r— a3y Uy
VRTINS ZOBEEEIZT 72 A3 5IZ1%. Configuration > Interfaces % & L £ 7,

GE)  ASA 5505 LIADFTRTOD ASA 5500 >V —X EFILDEE, 7V T4 A0HMEH X2V
TATTIATVRE, RT3 ODHA v X —T 2 A& 5 OO L H—T =4 ZA%Y
AR—hrLET, HIRE—ROEIGHEX2 VT 4 7T ITATVAFA L F—T oA A%EHKT3
D, BRAE— RS X 20T 4 T IAT LV AEIA LV H—T = A% KT2 DY KR—F
LET, RREDOA ¥ —T =24 AZAER LTIR, ETIERKBOA v F—7 = A4 R4 FTE AT
7ot21X, VLAN Z#HHERT 2 Z Lix T 20, BEfFD VLAN #3IR$T25 Z &M EIZR Y
ESc I
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Za—ILF

Interface : R v 7Aoo URAMNOLA U H—T = AZEIRLFEIT,

Interface Name : H L\ A X —7 = A AZLA4FIZBNT 50, FREBEEDA T —T = A A
WCBEAHT B4R 2z R LET,

Enable interface : f ' X —7 = A ABMMHEET—RTT /T 4 72T DI, ZOF v IRy
A A AT LET,

Security Level : f X —T7 2 A ZADEF 2V T 4 LYLHEIFD 0~ 100 TRAINET, 100
HNEA > 5 =T A AL 0 BIMBA v ¥ =T = A AITHD Y TORES, BRIy —T =
A 2RV, 1 ~99 OFFHAOFEZNMEHINET, 0~1000DFF=2V T 4 LUV, T 741
FCIEHBERESNEEA,

Use PPPOE : PPPoE Y— 335 1P 7 KL AZEUSF L £9,

Use DHCP : DHCP —/ 325 1P 7 RLAZ TG L 9,

Obtain default route using DHCP : DHCP #ff L CF 74 /V b ¥— b7 = A DIP 7 KL A%
BTHIF. Z0F v IRy I AEF T LET,

Use the following IP address : f > #—7 = A ZAD P 7 KL A ZFETHEETHITE. 2047
arvEBERLET, 207 4 —/L NIRRT — FOLEITITEREINETA,

IP Address : M A L X —T 24 ZADIP 7 FLAFEELET, 207 41— Fidid@RT— R
DEAITIIERENEEA,

Subnet Mask : Ky 7 X7 VA RNLAEA LV H—T A ADH T Fy b ~A7 Z3IRL
iﬁ—o

FHER
[ Cisco ASA 5500 Series Adaptive Security Appliance Getting Started Guidell % 2L T 72 &0,

EF—FK
WDOFRIZ, ZOWEEFEHTEX2E—FFE2R~LET,

T7A4704—ILE—F FXaYTFq aAVTFFRXFb
<ILF
=Ty K ik U AVTXR b DRT L
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