CHAPTER i

Citrix MetaFrame H—E X DE&E

WebVPN = —H13, X2 UT 4 77 F54 7T AL OEREZ@E U T, Citrix MetaFrame ¥ — B 2|
T EATEET, ROWETIE, ZOEEOHIT. ATHREIFORR, ZOWREEZ T R—F 589
X2 T4 TTIA TV RAERET D720 ASDM O i FIEIZOWTOFHHEIT> TV E
o

o Ip® LA (P.7-2)

e MTRABRKRALEDOBEM (P.7-3)

o FRREROFRFE (P.7-7)

o FEMEOXEE (P.7-8)

o fUH—TxAA~NDKNTANKA L hOWH (P.7-9)

e WebVPN O A x—7 1k (P.7-11)

* Citrix DA x—7 4k (P.7-13)

e Citrix 77 ¥ AFFEOHKE (P.7-17)

G¥) ZOEOFINEDFITHIZ, ASDM U 4 > RUIZFERENDT ) Ba— bOFEMESRT 5120,
Help #7 U v 7 LTLIZE0,

ASDM IZ$51+% VPN BREFIEDHE Version 5.2(1)
I oL-10670-01-J .m



E7E Citrix MetaFrame HY—EXDRE |

Bm=E

X2 VT4 TFI7A4T U A%FEHT 5 &, Citrix Independent Computing Architecture (ICA) 27 7
A 7 > b, WebVPN #f¢ T Citrix Presentation Server ZFE{TL CWAR¥ETL L X —F T4 X T 7Y
r—a T VB ATEE T, WebVPN FR— L 22— % Citrix Web —/N 2V #A L7 h L7z
V., H—="~D VU 7% WebVPN R — L X—ZEM LY H—,30 URL & AJJ L T Citrix
MetaFrame Y —E R |27 7 AT H LI ICa—HFICH/R L2V TXEF, WebVPN = —4 2 Citrix
Web V— ZHEGES LD &, Citrix Web Interface T2 —H #FEFE L, 2 —HIC L HBEY V—R~
DT 7 BAPEREIZRY £7,

G¥) CORETIE, BF2UT 4 T7I9A4T A Cirix EF a7 F— =g & LTHREL £,

1 LI E® Citrix Presentation Server T3HE4T X415 Citrix MetaFrame ¥ —E R ZxtT 5% =2V 7 4
TTIAT VAV R—FNERET DT, ROEOTFNEEZFEITLET,

158 BRI

ZOEOFINEEFEITTHENIC, Cirix BX =27 F—bv=A 2HEHLR2WE— RTEIET S L 91T
Citrix Web Interface ¥ 7 b7 =7 5% E L £7,

GE)  Citrix $—=NTHHT 2T X TOT T UHFIE, 128 By MESLEIR—F LTV OLERH Y F
‘a_o

ASDM (235145 VPN B EFIEDHE Version 5.2(1)
m. OL-10670-01-J |



| 7%

Citrix MetaFrame 4+—E A DERE

SR RRA Y FDEM

FSZR R boam B

COHEOFIETIE, ¥X2 VT4 TTIAT LV ADBEIZ N T A MRA v MBI LT, Citrix £
R U s RS R 1z A =S B

hZ 2 hARA > M, certificate authority (CA; #8AE/R) @ ID, CA EADORENNT A —4, BV
1 DOBGFFEAIDEAELOT Vv m—a v EEATWET, Citrix ¥ — NZEHET 512 b7
ARRA Y IR OMBECTT ¥ Xa VT 4 TTITATVALDRIRDA LV F—T 24 AZENTE
NEEVLTT, ZRRK2DODPMTAMKA U FERETEZETN, 22004 X —T A AT 1D
DRITARKA L MEEOVYBTHEHLTEET,

EX a2 VT4 TTIAT UV AREIZ ST A RMRA  MEBINT2FIEIE, ROEBYH TT,

Configuration > Properties > Certificate > Trustpoint > Configuration % 3R L £ 7,

Trustpoint Configuration 7 f > FU2BHE £9 (4 7-1),
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Configure a Cedificate Authority {CA) as a trustpoint.

Trustpoint Mame |Device Certificate Subject |CA Cettificate Subject | Add

Edit

Delete

Fequest CRL
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Apply Reset
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Add Trustpoint Configuration 7 1 > KU 23 & £3 (X 7-2),
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7-2 Add Trustpoint Configuration

ﬁ Add Trustpoint Configuration ll

Trustpaint Mame: Iwb-rnut

[~ Generate a selfsigned cerificate on enroliment
Ifthis aption is enahled, only kKey Pair and Cedificate Parameters can he specified.

Enrallment Settings 1 CRL Retrigval Policy ] CRL Retrieval Method] Advanced ]

Key Fair; I{Default—RSA—K..]v Show Details | Mew Key Pair.. |
Challenge I— Caonfirm I—
Password: Challenge Password:

Enrallment Made can anly he specified ifthere are no cedificates associated with this trustpaint.

Enrolliment Mode

Automatic enrollment can only be specified ifthe selected key pair is of type RSA
" Use manual enroliment

& Use automatic enrollment

Enroliment URL:  hitpf |2DQ.165.20D.224Icertsnr1msc

Retry Period: |1 minutes

Retry Count: IEI (Use 0 to indicate unlimited retries)

Cetificate Paramﬂers... |

Ok | cancel Help |
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7-3 Certificate Parameters

= Certificate Parameters x|

Enter the values for the parameters that are to he included in the cedificate.

Subject DM: Edit...
FiDif

" Use FADM ofthe device

& Specify FODN I|asa4.examp|e.u:nm

" Lse none

E-rmail: I

IP Address: I

™ Include device serial numhber

[o]54 | Cancel Help
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A5 v 7S 6 Specify FQDN Z 4 12 L £,

ATvF 7T Specify FQDN 7 ¢ —/L RiZ, FEBIE®D Subject Alternative Name FLE3EF T 95 Fully Qualified
Domain Name (FQDN; 5E&Efi KA A 4) AN LET,

FQDN (I, TREFEETHT L AZ Y — 7T s AIEELET,
AFw T8 Editx2s Vv LET,

EditDN 7 ¢ > KU & £4 (X 7-4),

7-4 Edit DN

x|
Atribute Value |
OM Attribute to be Added

Attribute: |Commnn Marme (CN)j Add == |
Walle: Iasa4.example.com Delete |
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Configuration > Properties > Certificate > Authentication %8R L £ 797,

Authentication 7 « > R U2 & £9 (¥ 7-5),

Authentication

%] 7-5
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Gt gl ARP
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- DMS Client
---@Failover

- Fragment

- 3= History Metrics

- s HTTRHTTRS
By 1P Audit

"'@SSL

4 3

-

e E Logging
- 5 Priority Queue F

-4JSUNRPC Server

—Authentication

Authenticate a CA cedificate. As the result of authentication, the CA cedificate will be associated
with a trustpoint and installed on the device.

|wb-r00t j
Fingerprint {optionaly: I

The cedificate text can be specified ifthe selected trustpoint is configured for manual enrallment.

Browse... |

” Enter the cerificate text in hexadecimallor hases4 farmat:

Trustpaint Mame: Edit... Mew...

— Cerificate Text

& [mpart fram a file:

|

-
A 15

Authenticate |
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ATw 73 Authenticate 7 V v 7 L£7,
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ZXFw 71 Configuration > Properties > Certificate > Enrollment % 2R L £9°,

Enrollment ¥ ¢ > RUMNBHE 3 (X 7-6),

7-6 Enrollment

Configuration = Properties = Cedificate = Enrollment
I R e = =
B g ARF +| —Enroliment
& B Auto Update ) ) : :
L‘i}Ceniﬂcate Generate an enrollment request ta the Cedificate Authority {CA) carresponding to the trustpaint
= - requesting a cerdificate. The trustpoint must be configured and the CA cedificate authenticated,
[ Authentication
H befare the enrallment can take place.
A Enroliment
-E=Import Cetificat
- EBKey Pair
g---E@Manage Certifics Trustpoint Marme: |k Edit... Few...
EHE&Trustpoint
g---@CDnﬂguratim
B Export
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- 5 Priority Queue
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-4 SUNRPC Server
- @R TGP Options

-3 Timeouts
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AT w71 Configuration > Properties > SSL % 324k L £ 9,

SSL Y 4> FuMdBlsEd (X7-7),

7-7 SSL

Configuration = Properies

CC e hﬁ%&.l@l
G ARP «| —gsL
- B Auta Update ’J

BB Cetificate Configure 351 parameters. These parameters affect both ASDM and WebVPMN access.
i [E3Authentication
- EmEnroliment

FHlmpaort Certificat — Encryption

Key Pair
>---%Ma¥wge Cortific: Awailable Algorithms | Add == | Active Algarithms - Ifave Llp |
: 3DES-SHA1

E-@Trustpmnt . == Remuove | AES128-3HA Il owve: Do |
;---@Conﬂguratlm

H AES256-5HAT
- ByExport DES-SHAT
:‘---@Impon
[]-i‘Device Access
B 88 Device Administrati i Trustpoints
B {8 DHCF Services Specify which enralled trustpaints, if any, should be used far S5L authentication on each interface.
---D@DNS Client The fallhack trustpaint will be used on interfaces not associated with a trustpoint of their awn.

---@Failover

---@Fragment Fallback Trustpoint: Iwb-root ﬂ

- &1 History Metrics

Server S5L Version: Any - Client SSL Wersion:  |Any =~

- HTTRIHTTPS Interface | Primary Trustpaint | Load Balancing Trustpaint Edit
EHRey 1P Audit inside
e E Loaging managerment

outside

'.'Pnonty GQueue

.QSUNRPC Server
- @R TGP Options
-5 Timeouts

B URL Filtering = Anply Reset
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NIV 7L, AVE—TxARIZNTFTARIRA L FEBHRBIZEID B TET,

WBE, ChoDty a2k TI5E0IERSNLA 2 —T =4 ZFIRA o F—T =
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Edit SSL Trustpoint 7 ¢ > K723 & £9° (X 7-8),
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7-8 Edit SSL Trustpoint

B= Edit 551 Trustpoint x|

Specify enrolled trustpoints to be used for SSL authentication and WP load balancing an

the outside interface. To enrall 3 trustpoint, go to Configuration = Features = Propedies =
Cerificate = Enroliment.

Interface: outside
Frimary Enralled Trustpaint: |wb-rnut j
Load Balancing Enrolled Trustpoint: | Mane -- j
oK | Cancel | Help | %
i

A7 973 PrimaryEnrolled Trustpoint 7 U Bz — FORICH D F T A MARA  FEEINL T OKE7 U v
JLThD, Apply 27 Vw7 L, REELFEE2T7 T v a T3 RARFLET,
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Citrix MetaFrame ' —E A2V E— k 77 B R F 521X, WebVPN h o RV T %A RX—TWIZT
DRENRHY FT, INHO—ERAEZRMET I2—FICEA SN TNWE I NL—TF KR o— LD
WebVPN % A 2 —7 MIZT 2 FlEIZ, kDO EED TH,

Configuration > VPN > General > Group Policy Z &R L £ 77,

Group Policy 7« & R E £ (X 7-9),
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Caonfiquration = VPH = G

+E2F EmiBEREE(SE

Group Policy

eral = Group Policy

~EAVPN Wizard

& S E-mail Praoxy
BHEaGeneral

b @ Client Update
f—---*é’DefauItTunnel Gat

m Group Palicy

“gBIVPN System Optiar
& FaIKE
& ByplP Address Manageme
= IIPser
-B8| nad Balancing
e [@wehvPH
‘ [

— Group Policy
Manage YFM group palicies. AVPM group palicy is a collection of user-oriented attributaivalue
pairs that may be stared internally on the device or externally on a RADILS senver, The graup
policy infarmation is referenced by VPR tunnel groups and user accounts.
Mame Type Tunneling Protacal Add Server Graup Add -
DitGrpPalic Internal [IPSec
sales Internal - Inherited - - N - Edit
Delete
Anply Reset o
=
&

RONTNIDTTIEEEH L ET,

o TIFNIDITN—T KRY—EFREL T, WebVPN h oV v T %A X =TI T 5,
FI7HNVETE, IN—TF R =L a—WFEIFT 74V DT N—T K 2 —DFRIE & kK

L/jzj_o

Group Policy 7— 7 /LN ® DfltGrpPolicy =2 NV & X7V 27 I w7 L General % 7 73BT
5 Z L &R L TH 5, Tunneling Protocols DHEIZ & % WebVPN &4 12 LT, OK %7 U v

7 LET,
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 Citrix MetaFrame % — B 2 22t 5B/ v —7 KU 2 —I|Z WebVPN Z#l[R3 5,
FIZFNARTIE, 2—FFEVETONEIA—TF R —nb o2V F Fa hark

;%I\iéﬁ( L/ij—o

Citrix MetaFrame ¥ — E 2 ~D7T 7 ¥ A 2§ 5 KW L 72130 7 v —7 KUY 2 —T,
Group Policy 7— 7 VNDOR Y > —% X T2 Y 7 L, General ¥ 7RBAWVTWND Z & ZHERR
L T/ 5, Tunneling Protocols D@2 & 5 Inherit 5= v 7 R v 7 A% A4 712 L, WebVPN % 74
LT, OK%EZ7 Y w7 LET,

GE) HLWIA—7 RYU—%ER LT WebVPN —E 252 A X —T NI THZ LB TEETN, £+
DEEIT, EBILIDT IV AL G222 =PI/ NV—7 R O —2E0 B THXLERH D £
T, INA—TF R —DOREFECHTHEMMIONWTIL, 2 = (0 —F R —DORE]

EZRLTIEE0,

7-10 1%, DfltGrpPolicy & AR Y 2 —0 General ¥ 7 % Lbls L T\ £,

7-10 DfltGrpPolicy & &S IL—F K1) & —0 WebVPN + 7 3 >

§& Edit Internal Group Policy: DAtGrpPolicy

MName: DftGrpPalicy

ceneral | IPgec| Client Configuration | Client Firewall | Hardware Cliznt| vekven|

Tunneling Frotocols: ¥ IPSecliiv: YehyPH

L
3 -
Filter: I Mane -- - hanage

rConnection Setting:

Access Hours: IWI Tew...
Simultaneous Logins: IS—

Mamum ConnectTime: 7 Uniimied | minutes
Idle Timeout: ™ Unlimited ISD— minutes

~Sener
DME Servers: Primary; I Secondary, I
WING Servers Primary; I Secondary, I

DHCP Scope I

@& Edit Internal Group Policy: sales x|

Marme: sales

ceneral | Ipgac| Client Canfiguration| Client Firewall | Hardwars Clisnt| weoven |

Check an Inherit checkbox to let the corresponding seffing take its value from the default group policy

Tunneling Pratocols:  IPsec v WehVERE
Filter: ¥ Inherit > Manage...

- Connection Setting

Access Hours ¥ Inherit - =R |
Simultaneous Logins: [V Inherit

Maximum Connect Time: v Inherit I~ | Wnlimited I riAUes

Idle Timeout: [ Inherit [T Unlimited I minutes

~Senver:
DNS Servers: 7 Inherit  Prirzry; | Sesondany |
WINS Servers W inherit  Frmzr | Secandzny: |

DHCF Scope ¥ Inherit

Ok | Cancel Help

oK cancel Help

GE) REBEIA—T RV —0Ohhherit F=v IRy I AL NldT5E, R —IF 741k
T N—"7 R > —@ WebVPN
REITN—F RV —DWebVPNRELZ N AL~ A ATE T T4V T —F R —

D WebVPN 2% 7E

HREFFEHLE T Inherit F= v 7 Ry 7 252 A4 71T 5 &

IR L 72 <720 97,

AF9T3 Applyz 2 Vv LT, BELEIN—T RV —%T7F vz TALAURIELET,
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Citrix D14 r— T JLiE
FIFNIDITN—T R o— RETN—T R v— F3H %~ D2—H 7 H 7 kT Citrix
MetaFrame ' —E A Z A4 X1 —T7 W TE£T, HTIFENTHEINL TWDIEEZBHRLTLEX
W,
o JUN—T7RY I —TD Citrix DA % —7 1t (P.7-13)
o a—HY T hH L TD Citrix DA —7 kL (P.7-15)

FIL—7T R —Th Citrix DA £2—TJLit
1 DU ko7 n—7 K Y 2 —T Citrix MetaFrame % —E 2% A 2 —7 /LI T 5 FNE L, kD LEEBY
Tﬁ—o

ZXFw 71 Configuration > VPN > General > Group Policy % 2R L £7°,
Group Policy 7 4 > RU DB E £79°,
AFw T2 WOWTNILDOFEZRFEH LT, Citrix MetaFrame % —E 2 % A4 X — 7 /L2 LET,

o TIFNIDITN—TRY —%REL T, Citrix A X —7 /T 5,
T74NETHE, RBEINV—T RV o—ba—WET 74NV OITNV—T K)o —DFEL
&AL £,
Group Policy 7— 7 /LN ® DAltGrpPolicy =2 sV # X7 )27 Y w27 L"C, WebVPN > Functions
X 7 % B % . Enable Citrix MetaFrame 242 LT, OK%#7 U v 7 LE7,

o Citrix ICTHYR—FERETHIRBEIN—F RY 2 —%2FEL T, WebVPN bl 7
A RX—TNNZT B,
T 74N RTIHE, 2—VFEFEHY Y ToNEZENENDO T N—T R 2 —) 5 Functions &% E %
AR L £,
Citrix 7 7 B A% A F—T7 MZT DENEE 1T D 7 v—7" KR Y 2— T, Group Policy 7—
TNVHNORY =% 77 ) v LT, WebVPN > Functions % 7 % i & | Inherit % 4 7
LT’ 5. Enable Citrix MetaFrame = 412 L C, OK%#7 U v 7 LE7,

7-11 1%, DfltGrpPolicy & fFEA U 3 — WebVPN > Functions % 7 % i L TV E 97,
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W cCitrix D1 *— T it

. o1y & .
7-11  DfitGrpPolicy & #& 5 JL—F K1) —TD Citrix MetaFrame D14 x—J)L{t
@ Edit Internal Group Policy: DAtGrpPolicy 3|l & Edit Internal Group Policy: Alternative x|
Mame IDmGerollcv Mame:  |Alternative
General | IPSec| Client Configuration | Client Firewall | Hardware Client WebVP N General| 1IPSec | Client Configuration | Glient Firewall| Hardware Client WebVPN
Configure WishPh attributes using the following tabs . Configure WehvPh attributes using the following tabs
Check an Inherit checkbox to let the carresponding setting take its value from the default group policy,
Functions | Content Filtering | Homepage | Port Fonwarding | Other| SSLVPN Client Functions | Content Fitering| Homepage | Port Forwarding| Cther| SSLVPN Client
¥ Enable URL entry ™ Enable port forwarding @
I” Enahlefile server access ™ Enable Quilook/Exchange proxy I Enahle URL entry I” Enahle port farwarding
™ Enabla ile sarver entry I Apphyitieh-trne ACL ™ Enahble file server access ™ Enable OutlookExchange proxy
™ Enablefile serar brawsing e I~ Enable file server entry I ApplyWeb-type ACL
™ Enable auta applet download - [~ Enable file serer browsing ™ Enabl
[~ Enahble auto applet downlaad “Enable Citrix hiefaF rame
ok Cancel Help Ok Cancel Help

R N—7" R Y > — Inherit F = v

TRy I AEF AT BE R —IIT 740 T —

7" 7R 2 —@ Enable Citrix MetaFrame ZfEH L £ 9, Inherit F = v 7Ry 7 A& 471235 &, &

U

AxX &
WARTE L 72 < 720 £,

BT N—=7 KR U T — @ Functions

WebVPN iR E

}S)

EHAZARXATE, T4V TN —T R —D

\O
-

WebVPN Bh— 2L R—=UFEiE7a—7

7-11 12779 L 51Z Enable URL entry 7 b U B2 — F &2 A2 LTEHA,

VE— b a—Hx,
4 T —)LX—|Z Citrix —/3® URL # AS) T £7,

Citrix = NIZHR—L RXR=TVZ VXA LT N LTED K= R=T L Tu—T 47 V=L —|T

Vo7 5B LY LT 2—HicL D
JV ki, Enable URLentry 7 h U B =

Citrix F— S~ & AREIC T2 2 L b CEX T, 57 4
= FBFT AN R DI N—T RY L= TAUIT RS TOE

T, B N—7" RV > —"TClnherit #4713 5 &, ASDMIZBEMICT = v 7 ~— 7 &AL
TZDOT7 M) Ea—rEaAfXx—7 M LEY, 2—%N Citrix —/3® URL % &% URL # AT

EBECT AL, TN RRE (

F) BEALET, FNRLAOEEIE, ZOT R Ea—

&4 712 LE9, Citrix —/3~D WebVPN 7 7 B R 2925 Z LN A[RER A7 2 3 2D
TIE, P.7-17 @ [Citrix 77 B A FEOEE ] OHTRHELIHHALET,

Il ASDMIZ#(+% VPN BEFIEDOHBE Version 5.2(1)

OL-10670-01-J |

153026



| 7%

Citrix MetaFrame 4+—E A DERE

Citrix DA %—J Lt N

A—Y 7HI2 FTO Citrix DA F—T )Lk

2—FIHEAEINDE 7 NV—7 K ¥—TCitrix Y —E A% A 3x—TWIZT 5DV IZ, Citrix
MetaFrame 4 —E 22 R — TR LI —F T hH YL "NEERCXET  LEHFTAK2—HF 7
A FTZOFIEE 1 ETHETLET,

Configuration > Properties > Device Administration > User Accounts % 384 L £ 7,

User Accounts &7 & RUMNBHE 3 (X 7-12),

7-12

User Accounts

ATFwTF2

ATFvF3

Configuration = Properties :

* 2 F KM B2RE &S

sdministration

[T

E-@Device Administrati
-[EBanner
- @Bo0t Image/Co
- Clock
- B Cconsole
---(;PDevice
- @gF TP Mode
- e |G P Rules
---%}Management AL
- EINTP
~EOP g sword
~[(@Secure Copy

- ZESMTP

- D GNMP

- @A TFTP Server
.." ccounts
B ' DHCP Senices

- BDMS Client
---@Failwer

- Fragment

- =1 History Metrics
-V HTTPIHTTPS
eIy P Audit

B Logging

- 5 Priority Gueue

- BESEL

- JSUNRPC Server

- A TP Ot
Jq A

=l

-

-

a—YPREXTNLI Y v 7 LET,

WebVPN > Functions % 7 % B & £,

—User Accounts

Create entries in the ASA local user database. Command authorization must be enahled in arder for the
uger account privileges to be enfarced. To enable command autharization, go ta Autharization.

Llser Mame | Privilege (Level) | WPM Group Palicy YRM Group Lock |
enable_15 A 13 MIA I
docs A (20 CifitGrpPalicy -- Inherit Group Po...

Edit
Delete

DitGrPalicy

-- [nherit Group Po...

Apply Reset

153035

WebVPN Functions 7 ¢ > R £+ (¥ 7-13),

[ oL-10670-01-J
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E7E Citrix MetaFrame HY—EXDRE |

W cCitrix D1 *— T it

7-13  Edit User Account : WebVPN ) Functions

E= Edit User Account x|
Identity | WP Palicy WebVPN

Configure WebWPH attributes using the following tabs .

Check an Inherit checkbox to let the corresponding setting take its value from the default group policy.

Functions | Cantent Filtering | Homepage | Port Forwardingl Otherl SEL VPN Client

¥ Enable URL entry [ Enahble part farwarding
[~ Enable file server access [~ Enable OutlookExchange proxy
[ Enahble file server entry [~ Apply Yeb-type ACL

[~ Enable file server browsing [ E
[~ Enable auto applet download v Enable Citrix MetaF rame

Ok cancel Help

153022

AFw 74 InheritF = v 7Ry 7 A% 72 L. Enable Citrix MetaFrame % 4 |2 L £,
Inherit "= v 7 Ry 7 A% A NZTH L 2—F THU Y MI, VY TOENTZITNV—T R v—
59T D Functions B EZHEHA LE T, Inherit = v 7 Ry 7 A% 47195, TDO2—FO
Functions ;X E& WA X <A A TEET,

ATFv S5 o Functions RENZT DL —PIZHM L TWDAZ EZERLET,

Evbk 7-13 12759 X 91T Enable URL entry 7 b U B2 — h 24 1N LI2HE, =—H 1%, WebVPN 7i—
L R=DVFEEEFTa—T 4 T Y= —|Z Citrix —/3D URL % A3 T& £9, Citrix Y —°
WA= R=TZ2VHA LT ML, "= R=T L Tu—T 47 V== 7 &fE
BL7zh LT, =2—HIZ LD Citrix b— " ~DOEFEHAZFIRICT HZ EHTEXET, 7 740 KTl
Enable URLentry 7 F U B2 — kBT 74V bD I NV—F R U —TH U IZ>TWET, 22—
TH T N Clnherit Ty 7Ry 7 A% A 712958, ASDMIZHBIMICTF = v 7 ~— 7 A
LCZDOT7 R Ea—bEAfRF—T M LET, 22— Citrix —3D URL %5 Te URL & AJ)
TEDXOETDITE, T7ANVRERE (V) 2EALET, ZNUHNOEAIE, 20T Y
Ba— 247120 ET, P.7-17 ® [Citrix 7 7 & A FIEOE] OIE T, Citrix ¥—/3~0 WebVPN
TR AERMT D ZENAREARA T g OV THLSHHLET,

ASDM (235145 VPN B EFIEDHE Version 5.2(1)
m. OL-10670-01-J |



| 7% Citrix MetaFrame — EXDRTE

Citrix 77t 2 5E0EE M

XFvT6 OK%#7VUv 2 LET,

RTYTT Apply 27 Vw7 LT, BRLIca—F THAVL a7 T v va T4 AURTFELET,

()  Functions F¥E® Inherit = v 7Ry 7 A& F 72 LT, 4 F—T WIlh > TWTBERBIC = —
PRT 7B A TE L D AEEMND SV F 77, MK 4TV 7= Functions 5% E & &7 5 121%, VPN
Policy % 7 % % . Group Policy ix E & E X ® £, Configuration > VPN > General > Group Policy
I L, £R STz Group Policy BREIZ—HT 57 NV—F RV =& LTV ) v 7 LT
e, Z—7 R Y 2 —0 WebVPN > Functions % 7 DR E & Fow LET,

Citrix 792 X FEDERE

Z—H M Citrix MetaFrame Y — NI TE 5 X D127 D121, WebVPN dh— 2L R_—T F 72 (1Y —
WA= ETHEITTED 7 72U T 4 BREIC/R Y £9°, Citrix — TR T 27290 O FE 2 # ik
T HIE, AT HFENEH SN TVWIEHEZSR L TS0,

e Citrix —/3~0D WebVPN Z2—H FK— L X—=T DU XA L7+ (P.7-17)

e Citrix ¥ —/3~D U 7 % WebVPN AR — A =BT 5 (P.7-20)

* WebVPN &n—2L ~<X—TO URL = b U DA 32— Ak (P.7-27)

Citrix H—/3~®M WebVPN 21— h—L R—SDOYEAL LY +

WebVPN = —H73 Citrix —NIZT7 78 ATE 5 L9957, VE—F 22— D WebVPN
K= X=V L LTURL 2 BETHIENTEET, ROEDOENN 1 DEEHAL T, &m—»4
~N—OURL 2 H LET,

o« TA—F EY DR — b =D Y A LT R (PI-17)
¢ =P THAYL bADF—AX=YDY LA LT} (PT-19)

TW—T R Oo—~DFR—L R—=DOYFL LY +

1 2L ED 7 —7 R U 2 —® Citrix MetaFrame 3—/30 URL {Z WebVPN i — b _X—T % U X A
V7 MTDFIEIZ, RO EBY TT,

2T w71 Configuration > VPN > General > Group Policy % 2K L £9°,
Group Policy 7 1 & RUMB & £7,
ATF9T2 ROWTUILDOFEEMH LT, WebVPN R—L X—T % XA L7 FLET,

o TIFNIDIN—T RY —%FHEL T, WebVPNmF—L X—T % U XA L7 T 5,
TI7ANENTEH, REIV—T R v —ba—HFIITFT 74V bD T NV—7 K 2 —@ Custom
Homepage &% & & k4 L £ 77,

Group Policy 7 — 7 /VIN® DAltGrpPolicy =2 MY & ¥ 7 /L7 U » 7 LT, WebVPN > Homepage
27 %M &, Specify URL 4 NZL T, Ry ¥ A=a—/»0b http Z84R L, HHlO
74—/ RIZ Citrix = SO URL Z#A/J LT, OK%27 Vv 27 LET,

ASDM (235175 VPN BEFIEDHEE Version 5.2(1)
I oL-10670-01-J .m



E7E Citrix MetaFrame HY—EXDRE |

W cCitrix 7/ € XA AZDOHRTE

s REIN—T R —%REL T, WebVPN F—L RX—=TU &V XA L7 b5,

T 7 AN NTE, 2—FFED Y TonENEND T V—T K Y 2 —7) 5 Custom Homepage
RIE kA L £,

WebVPN A — L X—=T % U XA L7 T HNEEIIINTOE 7 V—T KU 2 —T, Group
Policy 7—7 /VADRY > —% X727 ) 27 LT, WebVPN > Homepage ¥ 7 % [} X | Custom
Homepage 83k ™ Inherit % 4 712 L TH>5 ., Specify URL 24 2L, Ky P47 A =a—
25 http 3R L, HRIO T 4 —/L RIZ Citrix Y —/SOURL # AN LT, OK% 7 VU v 7 LE
j—o

7-14 1%, DfltGrpPolicy & fAFEAR U 2 — WebVPN > Homepage ¥ 7 % it L TV E 9,

7-14 DfitGrpPolicy ERESIL—F R —Dh—L R=S YFALLHay

B Edit Internal Group Policy: DAtGrpPolicy A1l B Edit Internal Group Policy: Alternative
Mame:  [DmGrPaliey Mame:  [Atemative
General| IPSec| CIientConﬂgurationl ChemF\rewaHl Hardware Client ¥WebvPN Geﬂeral' IPE:ec| CllemConﬂguranonl C\lemF\rewaHl Hardware Client ¥WebvPH
Configure WebvP N attributes using the following tabs Configure WebVPN atitibutes using the following tabs

Check an Inhetit checkbox to let the corresponding setting take its value from the default group policy

Functions | Content Filtering  Homepage | Fort Furwardingl Olher| SEL WPH Client Functions | Content Filtering Homepage | Fort Forwardmgl Other| SEL WP Client

‘YWebpage Customization: DitCustomization hd MNew... VWebpage Customization: ™ Inherit I Mane - hd ey,

Custom Homepag!

Custorn Homepag,

|— example.comicitridmetaframe I

ey exarmple. cormicitrixm etaframel

1~ Use none

" Use none

oK Cancel Help Ok Cancel Help

183027

GE) MBI V—T7RY T —Oherit F=y 7Ry 7 AedAd5E, RY—FF 740 Z—
7 R Y 2 —@ Custom Homepage IO ELHEH LE T, Inherit = v 7Ry 7 2 %A 72T 5
L BT —T K Y 2 —0 Custom Homepage FEIK DR EE WAL~ A X TE T 74V N T —
TR = OBEMAF L2 < 2D £,

ATF9FT3 Apply 7V v/ LT, BELEIN—T RV —%T7 T via TS RUMRELET,

ASDM (235145 VPN B EFIEDHE Version 5.2(1)
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| 7% Citrix MetaFrame — EXDRTE

A—Y T7hHo0 FADKR—L R—DDYFAL LY +

Citrix 77t 2 5E0EE M

WebVPN i — b R—=T % T NN—TF R =2V F A L7 v TR0V, 2—F T Ho NIV
HAVLI FTEET, "= X=VE2VFA VLI  TEE2—F TH T MK LT, ROTFE

ZIITLET,

AFw 71 Configuration > Properties > Device Administration > User Accounts % &R L %7,

User Accounts 7 o &~ RO 2B £97,

ATFYFT2 2—FHEXTNI Y 27 L, WebVPN > Homepage ¥ 7 % & 7,

7-15 12, Edit User Account WebVPN > Homepage % 7 %7~ L £ 77,

7-15 Edit User Account WebVPN > Homepage % 7

B& Edit User Account

Identity| VPN Policy YWebYPN

Configure WebYPHM attributes using the fallowing tabs .

Check an Inherit checkbox to et the carresponding setting take its value from the default group policy.

Functions | Content Filtering  Homepage | Port Forwardingl Otherl SSLYPH Client

Wehpage Customization: ¥ Inherit I vl (= |

Custom Homepage

[ Inherit

& Specify URL v A IWWW.example.comIcitrix.fmetaframe
 Lse none

QK Cancel Help

153028

AT w73 Custom Homepage fEIE D Inherit = v 7 /R v 7 A% 472 LT, Specify URL 4 1ZL, K v
THEY L A== http ZIBIL THE HMO T 4 —/v RIZ Citrix ¥—/30 URL # A LT,

OK#%#=7UvyZ7 LET,

S

GE) Inherit F=y /Ry 7 A%A T HE, 2a—HF THU L MI, VY Tonr—7
AR Y > —75>6 Custom Homepage X EZH L E T, Inherit F= v /Ry 7 2A%EF4 71275

L, FDA—FORTEE N AF~ A ATEET,

[ oL-10670-01-J
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W cCitrix 7/ € XA AZDOHRTE

AF9T4 Apply 2V v/ LT, BELIEa—F THT L T T v a TALRURELET,

Citrix H—/\~A®D 1) >4 % WebVPN i—L R—I(ZEBMNMT S

WebVPN = —H3 Citrix —NIZT 7B A TE 5 LT D701, b—3~D U 7 % WebVPN
A R=UFEFIT T —F 4 7 V= AN IEHRTEXET (X 7-16),

716  WebVPN ;k—L R—SEFUI7A—F 1 V5 Y—ILii—

Cisco SsTems

WebVVPN Service

- WebVWPN Service

WEB APPLICATIONS

Enter ¥Web Address (URL)

Web Bookmarks
WEB APPLICATIONS : | [60]
Enter Weh Address (URL) Example Link A
X ‘Weh Bookmarks -
| Example Link B
Example Link C APPLICATION ACCESS
‘Weh Bookmarks -

Start Application Client
APPLICATION ACCESS
Start Application Client BROWSE NETWORKS
Enter Metwork Path

BROWSE NETWORKS
Enter Metwark Path

153036

2—PRETT HEZEIL. Web Bookmarks A = = —® Citrix U > 7 £7-1% Citrix — 7 7 &2
FTAHAODYARNETZ U v 7T 57T TY,

Citrix B—"~DV 7 ZHE LT, RET270I1E, ROEDOFIEELHEH L £,

e URL VR wv v TORE (P.7-20)
e Citrix —X~D VY 7 OFE (P.7-22)

URLUR M TYEVT DR

WebVPN AR — 24 ~— |2 URL 24 AT 51T1E, 1 DU EOBEFED URL U A M2 ZEET 50, FL
WU R &2 1 DU EBMT2XERHYEST (VAR IZ, 1 DO URLETEZEDDHLT ENTX
F9),

BRI DHIARERDIZD LY R MEZBNT50E 9 0zl L2 42123, Citix U >
JEAERT DN =T R —La—F ThT bR Y A REFEHALTHDE0E S FEHLTY
LHBFEDV AP EHEH LTV DR T O2LENHY T, BUEO I/ V—T R v—La—
VT NORELMR L, WG EZRELET, FIRIIKRO LB TT,

ASDM 23115 VPN BEFIEDBE Version 5.2(1)
m. 0L-10670-01-J |
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Citrix 77t 2 Hznme M

AT v F1 Configuration > VPN > General > Group Policy & Z4R L 9,

Group Policy 7 - > RO NP & £97,

AFYT2 ZEIN—F RV —T, RV —L&EXT)V7 Y 7 L., WebVPN>Other ¥ 7 %Pl 7,

7-170%. T 74N 8 ZTA—T R Y 2 —LRERY 2 —0 WebVPN > Other & 7 & Lbi#g L TV

ERS

7-17  DfitGrpPolicy & &4 JL— 7 7K' L — Servers and URL Lists

@ Edit Internal Group Policy: DAItGrpPolicy 5[ B Edit Internal Group Policy: Alternative 5[
Name: DftGrpPolicy Name IA\ternatwe
General | IPSec| Client Caonfiguration | Client Firewall| Hardware Client WebvPN General| IPSec| Client Canfiguration| Client Firewall | Hardware Client WebVPN
Configure WebVPN atfributes using the following tabs Caonfigure WebYPR atftibutes using the following tabs
Check an Inherit checkbox to letthe corresponding sefting take its value from the default group policy,
Functions | Content Filtering| Homepage| Port Farwarding 0"§’| S5LYPN Cliant| Functions | Content Fittering | Homepage | Port Farwarding Ot r| SSLYPN Cliant|

Servers and URL Lists I Maone -- VI MNew, |—/ [ e
‘Web-Type ACL ID I Maone -- VI Manage | VWeb-Type ACL ID ¥ Inherit > Manage...
550 Serer. I Mone -- VI ey S50 Server. ¥ Inherit 4 e
HTTP Compression: * Enahle " Disahle HTTP Compression  Inherit  Enakle = Dizahle
~Keepalive ghare - Keepalive lgnore

Specify upper limit of the HTTP/HTTPS traffic, per transaction to ignore Specify upper limit of the HTTR/HTTPS trafiic, per transaction to ignaore.

Transaction Size: |4 KB Transaction Size: W Inherit I KB
~Deny rDeny

¥ Inherit

Login was successiul, but because cetain criteria have not been et o

due to some specific group policy, you do not have permission to use

any of the WPI features. Contact your IT adrministrator for more

information

oK Cancel Help oK Cancel Help

ATFYvF3 Serversand URLsLists 7 F J B2 — FOfEZEXZH TS, Cancel 7 Vv 7 LET,

A7 w74 Configuration > Properties > Device Administration > User Accounts % &R L £,

User Accounts V7 ¢ > R U RBI& £97,

AFwF5 Citrix Y —E AT EVR— b2 BNt 5282V 7HU L b T, RY—REFZTLIY w7

L TC. WebVPN > Other ¥ 7 % B & £,

7-18 12, —H% 77 M| WebVPN > Other # 7" |-® Servers and URL Lists 7 b U B = — k

R LET,

[ oL-10670-01-J
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E7E Citrix MetaFrame HY—EXDRE |

W cCitrix 7/ € XA AZDOHRTE

718 a1—H 7hYY D Servers and URL Lists 7 FJE 21—k

B Edit User Account x|
Identity] VPN Palicy |

Configure WebYPHM attributes using the fallowing tabs .

Check an Inherit checkbox to et the carresponding setting take its value from the default group policy.

Functions ContentFiIteringl Homepagel Port Farwarding 01[:§f | S5L VPN Clientl

Servers and URL Lists: | Inherit I LI (=
Web-Type ACL ID: ¥ Inherit I _| Manage... |
550 Server: ¥ Inherit I _| |
HTTF Compression: ¥ Inherit = Enable  Dizahle

~kKeepalive lgnare
Specify upper limit of the HTTR/HTTPS traffic, per transaction to ignare.

Transaction Size: ¥ Inherit I KE

~Deny M
[V Inherit

QK Cancel Help

153038

AFw T 6 Serversand URLsLists 7 h Y B2 — FOEEZEEXREO TS, Cancel 7 U v 7 LET,

Citrix —/3\AD ) U DHE
Citrix MetaFrame % — Y A Z4ft+ 25 70 —7 R o — L a2—F N URL U A b &AL TV S H
EH ﬁ)%ﬁﬁwu\b {ﬁﬂﬂ LTWa E/‘\ IZZ=® URL U A }‘@%ﬁﬁ%ﬁﬁmu(%f;@f Y— L URL O
X2 VT4 TTFIAT UVAREZLEFT LT, Citrix b —/3~D VU 7 ZER TE £,

Citrix —"~D VY 7 2K L, Citrix T 7 B AZRETHIN—TF R o —ba—FzEln Y
THFIEIZ, kD EEDH TT,

ZXFw 71 Configuration > VPN > WebVPN > Servers and URLs % %R L £7,

Servers and URLs ¥ « > KU & 9 (X 7-19),

ASDM (235145 VPN B EFIEDHE Version 5.2(1)
m. OL-10670-01-J |



| 7% Citrix MetaFrame — EXDRTE

ATvF2

Configuration = ¥PMN = WebvPMN = 5 and URLs

Citrix 77t 2 Hznme M

7-19 Servers and URLs

= 2% (EWFERRE S

- GAVPN Wizard —Senvers and URLs

& SR E-mail Proxy

-%General Configure lists of servers and URLs for access over WebVPR.
B s IKE

B+ BiplP Address Manageme Lk HEte

EHIRsIPSe: i :

. Example_List_1

+E2 L oad Balancin - =

E 5 ’ Edit |
Delete |

dFroxy Bypass
4SSLYVPM Client

Apply Reset

153029

DU 4y RUIZRRENDE Y A ME, V74 (URL Display Name) &, 306 IZBhEMN T 6
7= URL THE S ET, LW R FERELEZL, KK 1 DO NV—TF R v—F iz —
P T AT MZEY B TT, WebVPN R — L R_R—J L Ta—F ¢ 7 V—)LX—|ZJ A N BFR
LET,

IN—T R —F2d 2= TH7 MITTIRE VB TOENTND Y A MY 7 &8N
5L, WebVPN ih— b X—=T b Tn—F 4 7 V— =L, BmOg{a /AT 72 HE)
MBI LEJ,

Serversand URLs U A MZi%, T 74/ bk JN—F RY T —DPHFIT 11 OT Vo — g,
REIN—T R v—ba—BF 7H0 0 FOGEIE 1 HZOMERHY £3, 1 DOV X M4
BOITNV—T K —ba—F THo U MIEDVYTHI ENTEETR, BHEOY X FE[HE—
DITN—T R o —F i Fa—F ThHo L MIEIV L THZ LIFTEERA,

WD ENPOEDOFNE AT ET,

e Citrix Y—ERZRETDHIN—T KR v—F = id=—H 7 H 7 T Servers and URLs U A
FOYEIY BT HILTWARWIEETE, P.7-24 @ [Serversand URLs J A DB &L TL 72
éb\o

e Citrix Y—ERZRET DI/ N—T KR o —F = 1T—H 7H 7 T Servers and URLs U A
AT TIZE D BTHNTWBEAIE, P.7-25 @ [Servers and URLs U A k~® URL DB
FHELTLIEEN,

[ oL-10670-01-J
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E7E Citrix MetaFrame HY—EXDRE |

W cCitrix 7/ € XA AZDOHRTE

Servers and URLs ') X F®DiBfN

Citrix MetaFrame " — E A ~D7T 7 v A &R ET DI N—F T 7 7 A VEiiFa—F 7 H v b
I1Z Servers and URLs U A2 NI M4 THNTWARWIES L. BIOHEOFNED & fkke L T, Servers and
URLs Y A F&BILE7,

AFyvT1 7-19 2R T X D12, Serversand URLs V4 > RUD Add %7 U v 7 LET,

Add Server and URL List 7 ¢ > RUMB & 4 (X 7-20),

7-20 Add Server and URL List

F= Add Server and URL List Z x|

List Mame: |Citrix_|_is11

URL Display Mame | URL | Add

Edit

[Delete

ove Up

L

Il owve: o

QK Cancel Help

153030

RFw T2 ListName 7 4 —/L FIC4 B2 A LT, Servers and URLs DLOREE ZD Y X FEZXBILET,
AT I N—T TuTdr A Ve a—F T NEHBAT 40121752 L 202 L E7,

AFw T3 AddZ27 Vw27 LT, Citrix V7 Z2{ER LET,

Add Serveror URL 7 .t v RUMNBEX 9 (X 7-21),

7-21 Add Server or URL

E= Add Server or URL x|

LURL Display Mame: ICitrix Applications

URL: |http j i IWww.E}{ample.cnmicitrix.fmetaframe

Ok | cancel | Help

153019
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ATFvSa

AT9FT5

ATvT6

AT FT7T

ATwT8

ATFvF9

ATw 710

ATy 711

ATy T 12

Citrix 77t 2 5E0EE M

Ky 7oy A=a—n056 http ZIRIK L AMO 7 4 —/L RIZ Citrix —/30 URL Z A ) LT,
OK%*7VUv7 LET,

¥ 7-20 (2779 K 912, ASDM % Add Server and URL List 7— 7 /LIC URL = V) Z3EA L £7,
OK%7 Vw7 LET,

X 7-19 12759 X 912, ASDM % Serversand URLs W 4 > R Y Ak = b Y &AL ET,
Apply 7 U v 27 LT, BB L7 Serversand URLs i X 7 7 v ¥ 2 T3 AZHRIFELET,
Configuration > VPN > General > Group Policy %33R L £,

Group Policy 7 4 &~ FU B &E £77,

Citrix MetaFrame ¥—/ 32 URL 2t 25&% 7 V—7 RV o —T, FNN—TF RV —& X T/
U2 LT, WebVPN>Other # 752 H&. /L—F RV —RNFT7 4L K FA—F R —D
R TH DA 1%, Servers and URL Lists D25 2 Inherit F= > 7 R v 7 A& 4712 L, 1EkL
72U A k% Servers and URL Lists 7 b Y B2 — FOAMIZH D Fay XUy A=a—TERL
T. OK%27 V7 LET,

Apply #7 VU v 7 LT, BELIEIN—T KV —%T T v va T4 AMRGFELET,
Configuration > Properties > Device Administration > User Accounts % 384 L £ 9,

User Accounts 7 f > RN & 4,

Citrix MetaFrame ¥—/NMZ URL 22t 528K WA X b 22— THU LV T, 22— Th o b %
X TN7 Y w7 LT, WebVPN > Other % 7 % [ % | Serversand URL Lists 7 M U B = — DRI H
% Inherit F= > 7R v 7 A% A4 712, B L7=VU A k% Servers and URL Lists DFAMHIZH D K

Oy 7A A=a—TERLT, OKEZ27 Y v 7 LET,

Apply 27 Vv 7 LT, BRLIca—YF TV b a7 T vva 710 ARFELET,

Servers and URLs 1) X kA® URL O3Bl

ATy 1

7-19 |2 &7z Servers and URLs T — 7 VND = M) 2L H4 5 FRIEE T £, ZOHED
FEX, Citrix Y — 3~ URL Z#:B8MT B 70— R o—Fda—H 7o MITTIZ
Servers and URLs U A ERE O Y THNTWAEAITTEITEHA L ET,

Serversand URLs V 4 > Ry N 22X 707 U w7 LET (X 7-19),

Edit Server and URL List 7 ¢ > KU & £ (X 7-22),

[ oL-10670-01-J

ASDM 235175 VPN B EFIEDOHE Version 5.2(1) W



E7E Citrix MetaFrame HY—EXDRE |
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7-22 Edit Server and URL List

E= Edit Server and URL List : x|

List Mame: |Example_List_1

URL Display Mame URL | Add
Example Link A hitps fawwy examplea.com
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