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IPS51 CLI

CLI 4

CLI

. CLI

PR R R R R R RS EEEEEEEEEEEEEEEEEEEEEE WARNING R R RS S S S EEEEEEEEEEEEEEEEEEEEEEEEEEEEEE SRS
UNAUTHORIZED ACCESS TO THIS NETWORK DEVICE IS PROHIBITED.

This account is intended to be used for support and troubleshooting purposes only.
Unauthorized modifications are not supported and will require this device to be

re-imaged to guarantee proper operation.
IR R RS R R S S RS RS SR SRR SRR SRR RS RS R SRS E SRR R RS RS R SRR EREEEEEEEEEEEEEEEE SRS

CLI
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CLI

IPS CLI

CLI

[]

?

sensor# configure ?

terminal Configure from the terminal

sensor# configure

~

CLI | |

Enter

sensor# show c ?

2

% Ambiguous command : “show c”

sensor# show c?
clock configuration
sensor# show c

Ctrl+P Ctrl+N

Tab

Cisco Intrusion Prevention System Sensor 5.1
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1 CLI

N cu

e CLI

sensor# CONF

Tab

sensor# CONFigure

® _More—

Space Enter

° Ctrl+C
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1-1 CLI

11

Tab

Tab

Back Space

Enter

Enter

---More---

Enter

Space

Space

---More---

Ctrl+P

Ctrl+N

T Ctrl+P

Ctrl+A

Ctrl+B

Ctrl+D

Ctrl+E

Ctrl+F

Ctrl-K

Ctrl+L

Ctrl+T

Ctrl+U

Ctrl+Vv

Ctrl+w

Ctrl+Y

10

Ctrl+z

EXEC

Esc+B
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W irs

1-1

Esc+C
Esc+D
Esc+F 1
Esc+L
Esc+U

IPS

IPS CLI
. EXEC CLI

. EXEC configure terminal
sensor (config) #

service Service-name

sensor (config-ser) # ser 3

service Service-name log-instance-name

sensor (config-log) # log 3
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0 9
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POSIX
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* 0
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0
1]
\
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[ ) \** *
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* 4 L)
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1
\
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CLI

CLI IPS5.1

configure terminal

sensor# configure terminal
sensor (config) #

CLI

service analysis-engine authentication event-action-rules host interface logger network-access

notification signature-definition ssh-known-hosts trusted-certificates web-server

N

event-action-rules  signature-definition
1
event-action-rules rulesO
signature-definition sig0

sensor# configure terminal
sensor (config)# service event-action-rules rulesO
sensor (config-rul) #

end
EXEC

sensor# configure terminal
sensor (config)# end
sensor#

exit
EXEC

sensor# configure terminal

sensor (config)# service event-action-rules rulesO
sensor (config-rul)# exit

sensor (config) # exit

sensor#
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N cu

CLI

no
no
ssh host-key ipaddress
no ssh host-key ipaddress
no

default
service
default default
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CLI IDS-4210 IDS-4215
NM-CIDS CLI 3
10
CLI
1

IR R R SRR SRS EEEEEEEEEEEEESEEEEEESE] WARNING R SRR R SRS EREE SRS SR SRR R SRR EREEEESEREEESEESEESS
UNAUTHORIZED ACCESS TO THIS NETWORK DEVICE IS PROHIBITED.

This account is intended to be used for support and troubleshooting purposes only.
Unauthorized modifications are not supported and will require this device to be

re-imaged to guarantee proper operation.
RS S S S S S S S SRS SRR SRR SRS EE SRR SRR SRR EEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEESE]

CLI
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/2

setup
SSH Telnet P.2-10

P.2-4

s

cisco
UNIX cisco

login: cisco

Password:

***NOTICE***

This product contains cryptographic features and is subject to United States
and local country laws governing import, export, transfer and use. Delivery

of Cisco cryptographic products does not imply third-party authority to import,
export, distribute or use encryption. Importers, exporters, distributors and
users are responsible for compliance with U.S. and local country laws. By using
this product you agree to comply with applicable laws and regulations. If you
are unable to comply with U.S. and local laws, return this product immediately.

A summary of U.S. laws governing Cisco cryptographic products may be found at:
http://www.cisco.com/wwl/export/crypto/tool/stqgrg.html

If you require further assistance please contact us by sending email to
export@cisco.com.

***L,ICENSE NOTICE***

There is no license key installed on the system.
Please go to http://www.cisco.com/go/license

to obtain a new license or install a license.
ips-4240#

[ oL-8676-01-J
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RJ-45

e |DS-4215 1PS-4240
RJ-45

COoM1
RJ-45

config t
line #
login

Cisco

IPS-4255
180/

M.A.S.H.

180/ M.A.S.H.

transport input all

stopbits 1

flowcontrol hardware

speed 9600
exit

exit

wr mem

b. IDS-4215 [PS-4240

IPS-4255

CLI

sensor# configure terminal
sensor (config)# display-serial

no display-serial

Cisco Intrusion Prevention System Sensor 5.1

29-4077-01
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¢

display-serial
BIOS POST
P.13-25
© IDS-4215 IPS-4240 IPS-4255 1
display-serial no display-serial
3
exit(0)

Cisco Intrusion Prevention System Sensor 5.1
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W Dsm-2

IDSM-2

IDSM-2

setup
SSH Telnet

IDSM-2

1 IDSM-2

e Catalyst

cat6k> (enable) session slot_number

e Cisco I0S

switch# session slot_number processor 1

cisco IDSM-2
UNIX cisco

login: cisco

Password:

***NOTICE***

This product contains cryptographic features and is subject to United States
and local country laws governing import, export, transfer and use. Delivery

of Cisco cryptographic products does not imply third-party authority to import,
export, distribute or use encryption. Importers, exporters, distributors and
users are responsible for compliance with U.S. and local country laws. By using
this product you agree to comply with applicable laws and regulations. If you
are unable to comply with U.S. and local laws, return this product immediately.

A summary of U.S. laws governing Cisco cryptographic products may be found at:
http://www.cisco.com/wwl/export/crypto/tool/stqgrg.html

If you require further assistance please contact us by sending email to
export@cisco.com.

***L,ICENSE NOTICE***

There is no license key installed on the system.
Please go to http://www.cisco.com/go/license

to obtain a new license or install a license.
idsm-2#

Cisco Intrusion Prevention System Sensor 5.1
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NM-CIDS ||
session NM-CIDS IP
IDS IP
NM-CIDS
IP
IP NM-CIDS
N
setup
SSH Telnet
NM-CIDS
1 IP
a. IDS IP
router (config)# interface IDS-Sensorl/0
router (config-if)# ip unnumbered Loopback0
router (config-if)# exit
b.
router (config)# interface Loopback0
router (config-if)# ip address 1.2.3.4 255.255.255.255
router (config-if) # exit
IP
2 NM-CIDS
service-module IDS-Sensor slot_number/0 session
3
S
cisco NM-CIDS
UNIX cisco

Cisco Intrusion Prevention System Sensor 5.1
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H Nwm-CIDS

login: cisco

Password:

* % *NOTICE* * %

This product contains cryptographic features and is subject to United States
and local country laws governing import, export, transfer and use. Delivery

of Cisco cryptographic products does not imply third-party authority to import,
export, distribute or use encryption. Importers, exporters, distributors and
users are responsible for compliance with U.S. and local country laws. By using
this product you agree to comply with applicable laws and regulations. If you
are unable to comply with U.S. and local laws, return this product immediately.

A summary of U.S. laws governing Cisco cryptographic products may be found at:
http://www.cisco.com/wwl/export/crypto/tool/stgrg.html

If you require further assistance please contact us by sending email to
export@cisco.com.

***L,ICENSE NOTICE***

There is no license key installed on the system.
Please go to http://www.cisco.com/go/license

to obtain a new license or install a license.
nm-cids#

4 Ctrl+Shift+6 X

Cisco Intrusion Prevention System Sensor 5.1
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AIP SSM ||
ASA AIP SSM
A
ASA setup
SSH Telnet
ASA AIP SSM
1 ASA
Y
ASA change system
2 AIPSSM
asa# session 1
Opening command session with slot 1.
Connected to slot 1. Escape character sequence is 'CTRL-"X'.
60
3
S
cisco AIP SSM
UNIX cisco

login: cisco

Password:

***NOTICE***

This product contains cryptographic features and is subject to United States
and local country laws governing import, export, transfer and use. Delivery

of Cisco cryptographic products does not imply third-party authority to import,
export, distribute or use encryption. Importers, exporters, distributors and
users are responsible for compliance with U.S. and local country laws. By using
this product you agree to comply with applicable laws and regulations. If you
are unable to comply with U.S. and local laws, return this product immediately.

A summary of U.S. laws governing Cisco cryptographic products may be found at:
http://www.cisco.com/wwl/export/crypto/tool/stqgrg.html

If you require further assistance please contact us by sending email to
export@cisco.com.

***L,ICENSE NOTICE***

There is no license key installed on the system.
Please go to http://www.cisco.com/go/license

to obtain a new license or install a license.
aip ssm#

Cisco Intrusion Prevention System Sensor 5.1
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ASA
® exit
e Ctrl+Shift+6 X CTRLMX
setup Telnet SSH Telnet
SSH Telnet

ssh sensor_ip address
telnet sensor_ip address

login: ******

Password: *****%

***NOTICE***

This product contains cryptographic features and is subject to United States
and local country laws governing import, export, transfer and use. Delivery

of Cisco cryptographic products does not imply third-party authority to import,
export, distribute or use encryption. Importers, exporters, distributors and
users are responsible for compliance with U.S. and local country laws. By using
this product you agree to comply with applicable laws and regulations. If you
are unable to comply with U.S. and local laws, return this product immediately.

A summary of U.S. laws governing Cisco cryptographic products may be found at:
http://www.cisco.com/wwl/export/crypto/tool/stqgrg.html

If you require further assistance please contact us by sending email to
export@cisco.com.

***L,ICENSE NOTICE***

There is no license key installed on the system.
Please go to http://www.cisco.com/go/license

to obtain a new license or install a license.
sensor#

Cisco Intrusion Prevention System Sensor 5.1
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setup

. p.3-2

e System Configuration Dialog P.3-2
. P.3-3

. P.3-9

Cisco Intrusion Prevention System Sensor 5.1
[ oL-8676-01-J .m



setup
setup IP Telnet Web

System Configuration Dialog

setup System Configuration Dialog
System Configuration Dialog

System Configuration Dialog

Enter
System Configuration Dialog EXEC
Ctrl+C
System Configuration Dialog
?
System Configuration Dialog
yes
no
yes no
recurring date recurring
date
Disable
System Configuration Dialog vs0
Y
NTP System Configuration Dialog

Cisco Intrusion Prevention System Sensor 5.1
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N

IDS-4215 1PS-4240 IPS-4255

e |IDSM-2
Catalyst

cat6k> enable
cat6k> (enable) session module_number

Cisco 10S

switch# session slot slot_number processor 1

* NM-CIDS

router# service-module IDS-Sensor slot_number/port_number session

e AIPSSM

asa# session 1

v

cisco

17

TAC
P.4-16

sensor#

3 setup

System Configuration Dialog

Cisco Intrusion Prevention System Sensor 5.1
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N

System Configuration Dialog

--- System Configuration Dialog ---

At any point you may enter a question mark '?' for help.
User ctrl-c to abort configuration dialog at any prompt.
Default settings are in square brackets '[]'.

Current Configuration:

service host
network-settings

host-ip 10.1.9.201/24,10.1.9.1
host-name sensor
telnet-option disabled
ftp-timeout 300
login-banner-text

exit

time-zone-settings

offset 0
standard-time-zone-name UTC
exit

summertime-option disabled
ntp-option disabled

exit

service web-server

port 443

exit

Current time: Wed May 5 10:25:35 2004

Space

Continue with configuration dialog?[yes]:

1 Space 1 Enter
yes
64 _ -
sensor
IP
IP IP / , XXX X/hnY.Y.Y.Y
XXXX X 0 255 32 IP
4 nn

YYYY Y 0 255 32

4

Cisco Intrusion Prevention System Sensor 5.1

OL-8676-01-J |



| |
8 Telnet
Telnet disable enable disable
9 Web
Web Web TCP 1 65535 443
S
Web IDM URL
https://Sensor_ip_address:port
https://10.1.9.201:1040
Y
Web TLS SSL
80
10 yes
a. Enter Enter
Permit
b. IP
IP IP / X.X.X.X/nn
XX XX IP 4
32 X=0 255 nn
10.0.0.0/8 10.0.0.0 IP 10.0.0.0
10.255.255.255 10.1.1.0/24 10.1.1.0 IP 10.1.1.0
10.1.1.255
IP 32
10.1.1.1/32 10.1.1.1
c. b
d. Permit Enter
11 yes
a. NTP yes
NTP IP NTP ID NTP
NTP P.4-33 NTP
b. yes
Y
DST

[ oL-8676-01-J
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recurring date disable
recurring
recurring

january february march april may june july august september october november
december

april

first second third fourth fifth last
first

sunday monday tuesday wednesday thursday friday saturday

sunday

02:00:00

january february march april may june july august september october november
december

october

first second third fourth fifth last
last

sunday monday tuesday wednesday thursday friday saturday

sunday

DST
24 [A-Za-20-9()+:,_/-]+$

UTC

yes

24

UTC

Cisco Intrusion Prevention System Sensor 5.1
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12 yes

13

14

15

16

17

Current interface configuration

vsO

Command control: GigabitEthernet0/1

Created via setup by user <yourusername>

Unused:
GigabitEthernet0/0
GigabitEthernet2/1
GigabitEthernet2/0

Promiscuous:

None

Inline:
None

Inline VLAN Pair:

None

GigabitEthernet0/1

yes
a.
b.
d. 2
e a d
yes VLAN

VLAN

Available Interfaces:
[1] GigabitEthernet0/0
[2] GigabitEthernet2/0
[3] GigabitEthernet2/1

VLAN

interfacel

interface2

VLAN

Inline Vlan Pairs for GigabitEthernet0/0

None
a.
b. VLAN
c. 1 VLAN vlanl
d. 2 VLAN vlan2
e. a d

Enter

yes

VLAN

Cisco Intrusion Prevention System Sensor 5.1

Enter

VLAN
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18

19

20

21

22

23

24

25

yes VLAN
no Enter

[0] Go to the command prompt without saving this config.
[1] Return back to the setup without saving this config.
[2] Save this configuration and exit setup.

Enter your selection[2]: 2
Configuration Saved.

yes
Y
NTP
NTP
a. yyyy-mm-dd
b. hh:mm:ss

sensor# reset
Warning: Executing this command will stop all applications and reboot the node.

Continue with reset? []:

yes

X.509 TLS

sensor# show tls fingerprint
MD5: C4:BC:F2:92:C2:E2:4D:EB:92:0F:E4:86:53:6A:C6:01
SHAl: 64:9B:AC:DE:21:62:0C:D3:57:2E:9B:E5:3D:04:8F:A7:FD:CD:6F:27

Web

P.18-2 Cisco IPS
Readme

Cisco Intrusion Prevention System Sensor 5.1
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setup

sensor# show configuration
generating current config:

! Version 5.1(1)
! Current configuration last modified Wed Jun 29 19:18:14 2005

service interface

physical-interfaces GigabitEthernet0/0
admin-state enabled

exit

physical-interfaces GigabitEthernet2/0
admin-state enabled

exit

physical-interfaces GigabitEthernet2/1
admin-state enabled

exit

bypass-mode auto
interface-notifications
missed-percentage-threshold 19
notification-interval 36
idle-interface-delay 33

exit

exit

service analysis-engine

virtual-sensor vsO

physical-interface GigabitEthernet0/0 subinterface-number 0
physical-interface GigabitEthernet2/1

exit

exit

service authentication
exit

service event-action-rules rulesO
exit

service host
network-settings

host-ip 10.89.149.27/25,10.89.149.126
host-name sensor
telnet-option enabled
access-1list 10.0.0.0/8
access-list 64.0.0.0/8
access-1list 171.0.0.0/8
exit

time-zone-settings

offset 0
standard-time-zone-name UTC
exit

exit

Cisco Intrusion Prevention System Sensor 5.1
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service logger
exit

service network-access
exit

service notification
exit

service signature-definition sig0
signatures 2000 O
alert-severity high
status

enabled true

exit

alert-frequency
summary-mode fire-all
exit

exit

exit

signatures 2004 0
alert-severity low
status

enabled true

exit

alert-frequency
summary-mode fire-all
exit

exit

exit

signatures 3201 1
alert-frequency
summary-mode fire-all
exit

exit

exit

signatures 3301 0
status

enabled true

exit

exit

signatures 3401 0
status

enabled true

retired false

exit

engine string-tcp
event-action produce—alert|request—block—host
exit

alert-frequency
summary-mode fire-all
exit

exit

exit

exit

service ssh-known-hosts
exit

service trusted-certificates

trusted-certificates 10.89.149.227:443 certificate MIICJDCCAYOCCPy71lvhtAwyNMAOGC
SAGSIb3DQEBBQUAMFcxCzAJBgNVBAYTA1VTMRwWwGgYDVQQKEXNDaXNjbyBTeXN0ZW1 zLCBIJbmMuMRIWE
AYDVQQLEw1TU00t SVBTMTAXF j AUBgNVBAMTDTEwWLj g5Lj E00S4yMj cwHhcNMDUwNj EOMDUwODA3WhcNM
DcwNjEIMDUwWODA3W]BXMQswCQYDVQQGEwWIVUZECMBOGA1UEChMTQ212zY28gU31zdGVtcywgSW5jLjESM
BAGA1UECXMJUINNLU1QUzZEWMRYWFAYDVQQDEWOXMC440S4xNDkuMjI3MIGEMAOGCSAGSIb3DQEBAQUAA
4GNADCBiQKBgQCoO0bDuZOEPUdw63R1t8K1YsymzR/DI9R1cnad/U0gjAQGEfcUh3sG3TXPQewonl fHO+A
nBw8JIxv/ovSB1HI3ujh5k7BrrB2QMv73ESsBDAxLY6S0X/yYANME4zPcPCAORJI6DMQHF j44A+3 tMZWsC
vaod23S810Y0xx7v5puPDYnN3IQIDAQABMAOGCSAGSIb3DQEBBQUAAAGBAHEPM7 jawvdfXkYyazqgvy3Z0OK

Cisco Intrusion Prevention System Sensor 5.1
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kHVwH3j112vBLo+biULJGI5hbTF1g0+ba3R6nPD3tepgx5zTdOr2onnl1 FHWDI5I1+PKAUx]7vEDBG8atn
obsEBJ11AQDiogskdCs4axl1tB4SbEUSy1ltktKgcwWEAIpbbNIThzpoRsRICEM3H1OEWN

exit

service web-server

exit

sensor#

more current-config

3 X.509 TLS

sensor# show tls fingerprint
MD5: C4:BC:F2:92:C2:E2:4D:EB:92:0F:E4:86:53:6A:C6:01
SHAl: 64:9B:AC:DE:21:62:0C:D3:57:2E:9B:E5:3D:04:8F:A7:FD:CD:6F:27

Web

Cisco Intrusion Prevention System Sensor 5.1
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NTP SSH
TLS
) setup
o P.4-2
e \Web P.4-12
. P.4-14
. P.4-22
e SSH P.4-36
e TLS P.4-41
. P.4-45

Cisco Intrusion Prevention System Sensor 5.1
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setup
. pP.4-2
e IP P.4-4
e Telnet P.4-5
. P.4-6
e FTP pP.4-8
. P.4-10
setup
host-name host_name sensor

S

CLI
CLI

1
2

sensor# configure terminal

sensor (config)# service host

sensor (config-hos) # network-settings
3

sensor (config-hos-net)# host-name firesafe

Cisco Intrusion Prevention System Sensor 5.1
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sensor (config-hos-net)# show settings
network-settings
host-ip: 10.89.130.108/23,10.89.130.1 default:
10.1.9.201/24,10.1.9.1
host-name: firesafe default: sensor
telnet-option: enabled default: disabled
access-list (min: 0, max: 512, current: 1)
network-address: 0.0.0.0/0

ftp-timeout: 300 seconds <defaulted>
login-banner-text: <defaulted>

sensor (config-hos-net) #

5 default

sensor (config-hos-net) # default host-name

6 sensor

sensor (config-hos-net)# show settings
network-settings

host-ip: 10.89.130.108/23,10.89.130.1 default:

10.1.9.201/24,10.1.9.1

host-name: sensor <defaulted>

telnet-option: enabled default: disabled

access-list (min: 0, max: 512, current: 1)
network-address: 0.0.0.0/0

ftp-timeout: 300 seconds <defaulted>
login-banner-text: <defaulted>

sensor (config-hos-net) #

sensor (config-hos-net) # exit
sensor (config-hos)# exit
Apply Changes:?[yes]:

8 Enter no

Cisco Intrusion Prevention System Sensor 5.1
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setup IP

host-ip ip_address/netmask,default_gateway
10.1.9.201/24,10.1.9.1

host-ip IP / , XXXXnY.Y.Y.Y
XXXX X 0 255 32 IP
4 nn YYYY Y
0 255 32 4
IP

1
2
sensor# configure terminal
sensor (config)# service host
sensor (config-hos) # network-settings
3 IP
sensor (config-hos-net)# host-ip 10.89.146.110/24,10.89.146.254
%
IP
4
sensor (config-hos-net)# show settings
network-settings
host-ip: 10.89.146.110/24,10.89.146.254
default: 10.1.9.201/24,10.1.9.1
host-name: sensor default: sensor
telnet-option: enabled default: disabled
access-list (min: 0, max: 512, current: 1)
network-address: 0.0.0.0/0
ftp-timeout: 300 seconds <defaulted>
login-banner-text: <defaulted>
5 default

sensor (config-hos-net)# default host-ip

Cisco Intrusion Prevention System Sensor 5.1
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6 IP 10.1.9.201/24,10.1.9.1

sensor (config-hos-net)# show settings
network-settings

host-ip: 10.1.9.201/24,10.1.9.1 <defaulted>

host-name: sensor default: sensor

telnet-option: enabled default: disabled

access-1list (min: 0, max: 512, current: 1)
network-address: 0.0.0.0/0

ftp-timeout: 300 seconds <defaulted>

login-banner-text: <defaulted>

sensor (config-hos-net) #

7
sensor (config-hos-net) # exit
sensor (config-hos) # exit
Apply Changes:?[yes]:
8 Enter no

Telnet

Telnet
telnet-option [enabled | disabled] disable

Vs

Telnet
SSH

Telnet

1
2

sensor# configure terminal

sensor (config)# service host

sensor (config-hos) # network-settings
3 Telnet

sensor (config-hos-net)# telnet-option enabled
sensor (config-hos-net) #

Cisco Intrusion Prevention System Sensor 5.1
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4 Telnet

sensor (config-hos-net)# show settings
network-settings
host-ip: 10.89.130.108/23,10.89.130.1
default: 10.1.9.201/24,10.1.9.1
host-name: sensor default: sensor
telnet-option: enabled default: disabled
access-list (min: 0, max: 512, current: 1)
network-address: 0.0.0.0/0

ftp-timeout: 300 seconds <defaulted>
login-banner-text: <defaulted>

sensor (config-hos-net) #

5
sensor (config-hos-net) # exit
sensor (config-hos) # exit
Apply Changes:?[yes]:
6 Enter no

Telnet Telnet Telnet
P.4-6

access-1list Ip_address/netmask

no

J Telnet

. SSH

* Web IDM
. VMS

Cisco Intrusion Prevention System Sensor 5.1
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1
2
sensor# configure terminal
sensor (config)# service host
sensor (config-hos) # network-settings
3
sensor (config-hos-net) # access-list 10.89.146.110/32
1 32
4
sensor (config-hos-net)# show settings
network-settings
host-ip: 10.1.9.201/24,10.1.9.1 <defaulted>
host-name: sensor <defaulted>
telnet-option: enabled default: disabled
access-1list (min: 0, max: 512, current: 2)
network-address: 10.1.9.0/24
network-address: 10.89.146.110/32
ftp-timeout: 300 seconds <defaulted>
login-banner-text: <defaulted>
5
sensor (config-hos-net)# no access-list 10.89.146.110/32
6

sensor (config-hos-net)# show settings
network-settings
host-ip: 10.1.9.201/24,10.1.9.1 <defaulted>
host-name: sensor <defaulted>
telnet-option: enabled default: disabled
access-1list (min: 0, max: 512, current: 1)
network-address: 10.1.9.0/24

ftp-timeout: 300 seconds <defaulted>
login-banner-text: <defaulted>

sensor (config-hos-net) #

Cisco Intrusion Prevention System Sensor 5.1
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sensor (config-hos-net)# default access-list

sensor (config-hos-net)# show settings
network-settings
host-ip: 10.89.130.108/23,10.89.130.1
default: 10.1.9.201/24,10.1.9.1
host-name: sensor <defaulted>
telnet-option: enabled default: disabled
access-list (min: 0, max: 512, current: 0)

ftp-timeout: 300 seconds <defaulted>
login-banner-text: <defaulted>

sensor (config-hos-net) #

sensor (config-hos-net) # exit
sensor (config-hos)# exit
Apply Changes:?[yes]:

10 Enter no

FTP

FTP FTP

ftp-timeout
300

v

FTP FTP

FTP

sensor# configure terminal
sensor (config)# service host
sensor (config-hos) # network-settings

Cisco Intrusion Prevention System Sensor 5.1
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sensor (config-hos-net) # ftp-timeout 500

sensor (config-hos-net)# show settings
network-settings

host-ip: 10.89.130.108/23,10.89.130.1
default: 10.1.9.201/24,10.1.9.1
host-name: sensor default: sensor
telnet-option: enabled default: disabled
access-1list (min: 0, max: 512, current: 1)

network-address: 0.0.0.0/0

ftp-timeout: 500 seconds default: 300
login-banner-text: <defaulted>

sensor (config-hos-net) #

sensor (config-hos-net)# default ftp-timeout

sensor (config-hos-net)# show settings
network-settings

host-ip: 10.89.130.108/23,10.89.130.1
default: 10.1.9.201/24,10.1.9.1
host-name: sensor default: sensor
telnet-option: enabled default: disabled
access-1list (min: 0, max: 512, current: 1)

network-address: 0.0.0.0/0

ftp-timeout: 300 seconds <defaulted>
login-banner-text: <defaulted>

sensor (config-hos-net) #

sensor (config-hos-net) # exit
sensor (config-hos) # exit
Apply Changes:?[yes]:

Enter

Cisco Intrusion Prevention System Sensor 5.1
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login-banner-text text_message

Ctrl+V+Enter

sensor# configure terminal
sensor (config)# service host
sensor (config-hos) # network-settings

sensor (config-hos-net)# login-banner-text This is the banner login text message.

sensor (config-hos-net)# show settings
network-settings
host-ip: 10.89.130.108/23,10.89.130.1
default: 10.1.9.201/24,10.1.9.1
host-name: sensor default: sensor
telnet-option: enabled default: disabled
access-list (min: 0, max: 512, current: 1)
network-address: 0.0.0.0/0

ftp-timeout: 300 seconds <defaulted>
login-banner-text: This is the banner login text message. default:

sensor (config-hos-net) #

no

sensor (config-hos-net)# no login-banner-text

Cisco Intrusion Prevention System Sensor 5.1
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telnet-option:
access-list

network-address:

ftp-timeout:

login-banner-text:

sensor (config-hos-net) #

sensor (config-hos-net)# show settings
network-settings

10.89.130.108/23,10.89.130.1

10.1.9.201/24,10.1.9.1

sensor default: sensor

enabled default: disabled

max: 512, current: 1)

0.0.0.0/0

300 seconds <defaulted>
default:

sensor (config-hos-net) # exit
sensor (config-hos) # exit
Apply Changes:?[yes]:

no

Cisco Intrusion Prevention System Sensor 5.1
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H web

Web

setup Web Web
TLS HTTP
N
Web TLS 443 TLS
80
HTTP Web Web HTTP
ID
IPS Web
ID IPS
IPS Web
server-id
server-id
Web
1
2 Web
sensor# configure terminal
sensor (config)# service web-server
3
sensor (config-web) # port 8080
443 8080
Warning: The web server’s listening port number has changed from 443 to 8080. This
change will not take effect until the web server is re-started
4 TLS
sensor (config-web) # enable-tls [true | false]
TLS
Warning: TLS protocol support has been disabled. This change will not take effect
until the web server is re-started.
5 HTTP

sensor (config-web) # server-id Nothing to see here. Move along.

Cisco Intrusion Prevention System Sensor 5.1
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Web | |

6 Web

sensor (config-web) # show settings

enable-tls: true default: true

port: 8001 default: 443

server-id: Nothing to see here. Move along. default: HTTP/1l.1 compliant
sensor (config-web) #

7 default

sensor (config-web) # default port
sensor (config-web) # default enable-tls
sensor (config-web) # default server-id

sensor (config-web) # show settings
enable-tls: true <defaulted>
port: 443 <defaulted>
server-id: HTTP/1.1 compliant <defaulted>
sensor (config-web) #

9 Web

sensor (config-web) # exit
Apply Changes:?[yes]:

10 Enter no

TLS
Web
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. P.4-14
. P.4-16
. P.4-16
. P.4-18
. P.4-18
. P.4-19
. P.4-20
username
no
CLI  Web
username
password privilege
6 32 ?
® FError: setEnableAuthenticationTokenStatus : Failure setting the account’s password:

it's WAY too short.

® Error: setEnableAuthenticationTokenStatus : Failure setting the account’s password:
it does not contain enough DIFFERENT characters

privilege
username
P.4-16

1 CLI
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sensor# configure terminal

sensor (config)# username username password passwordprivilege
administrator/operator/viewer

S

username 1 64

testpassword tester

sensor (config)# username tester privilege administrator
Enter Login Password: ***x**xkkxssx

Re-enter Login Password: *****xkxkkkxxx

sensor (config) #

a

viewer

sensor (config) # exit
sensor# show users all

CLI ID User Privilege
* 13491 cisco administrator
jsmith operator
jtaylor service
jroberts viewer
sensor#

no

sensor# configure terminal
sensor (config)# no username jsmith
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sensor (config) # exit
sensor# show users all

CLI ID User Privilege
* 13491 cisco administrator
jtaylor service
jroberts viewer
sensor#
jsmith
S
[ ]
® Su - root
root CLI
password adminu
password adminu
P.4-16
17
TAC
1
1
TAC
TAC
IPS TAC
S
root
root Su - root
root
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1 CLI

sensor# configure terminal

3
sensor (config)# user username privilege service
username 1 64 _ -
4
Error: Only one service account allowed in UserAccount document
5

sensor (config) # exit
sensor#

CLI

khkhkhhkhkhkhkhkhkhhhhhkhkhhkhhkhxxxk WARNING RS RS S S S S EEEE SRS SRS SRS R R R R SR EEEEEEEEEEREEEEEEEEEEEESE]
UNAUTHORIZED ACCESS TO THIS NETWORK DEVICE IS PROHIBITED. This account is intended to be used for
support and troubleshooting purposes only. Unauthorized modifications are not supported and will

require this device to be reimaged to guarantee proper operation.
IR R E R RS RS SR SRR SR SRR RS RS EEEEEE R R R SRR RS R R R SRR E SRR EEEEEEEEEEEEEEEEEE SRS
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s

password

CLI

sensor# configure terminal

sensor (config) # password tester
Enter New Login Password: ****xx*
Re-enter New Login Password: *****x*

S

tester

CLI

sensor# configure terminal

sensor (config) # password

Enter 0ld Login Password:**** %k x4k«
Enter New Login Password: *****k*xksxk
Re-enter New Login Password: *****xxkkk+x

privilege

privilege

username

P.4-16
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1 CLI

2 jsmith

sensor# show users all

CLI ID User Privilege
* 13491 cisco administrator
jsmith viewer
operator operator
service service
viewer viewer

sensor#

3
sensor# configure terminal
sensor (config)# privilege user jsmith operator
Warning: The privilege change does not apply to current CLI sessions. It will be
applied to subsequent logins.
sensor (config) #
4
sensor (config) # exit
sensor# show users all
CLI ID User Privilege
* 13491 cisco administrator
jsmith operator
operator operator
service service
viewer viewer
sensor#
jsmith viewer operator
5

sensor# show privilege
Current privilege level is administrator

show
users

Cisco Intrusion Prevention System Sensor 5.1
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S

CLI IDS-4210 1DS-4215
NM-CIDS 3
10
1 CLlI
2
sensor# show users
CLI ID User Privilege
* 13491 cisco administrator
sensor#
3
sensor# show users all
CLI ID User Privilege
* 13491 cisco administrator
5824 (jsmith) viewer
9802 tester operator
sensor#
jsmith
4  jsmith
sensor# configure terminal
sensor (config)# password jsmith
Enter New Login Password: ***x*x%*
Re-enter New Login Password: ****#*x%
attemptLimit number
0
1
2

sensor# configure terminal
sensor (config)# service authentication

Cisco Intrusion Prevention System Sensor 5.1

OL-8676-01-J |



sensor (config-aut) # attemptLimit 3

sensor (config-aut)# show settings
attemptLimit: 3 defaulted: 0
sensor (config-aut) #

sensor (config-aut)# default attemptLimit

sensor (config-aut)# show settings
attemptLimit: 0 <defaulted>
sensor (config-aut) #

N

attemptLimit

attemptLimit SSH

SSH

SSH

SSH

sensor (config-aut) # exit
sensor (config) # exit
sensor# show users all

CLI ID User Privilege
* 1349 cisco administrator
5824 (jsmith) viewer
9802 tester operator
jsmith
jsmith

sensor# configure terminal

sensor (config)# password jsmith
Enter New Login Password: ****x*
Re-enter New Login Password: ***#*x*

Cisco Intrusion Prevention System Sensor 5.1

[ oL-8676-01-J

g o |



. P.4-22
. P.4-24
. P.4-24
o NTP P.4-32

Coordinated
Universal Time UTC;

3
clock set
P.13-10
NTP
NTP P.4-32
Cisco NTP NTP IP
NTP ID NTP NTP
CLI IDM ASDM NTP
Y
NTP
e |IDSM-2
IDSM-2
Y
uTC IDSM-2
IDSM-2
IDSM-2 uTC
IDSM-2
IDSM2
NTP
IDSM-2 NTP P.4-32 Cisco
NTP NTP IP NTP
1D NTP NTP IDSM-2
CLI IDM ASDM NTP
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Y
NTP
¢ NM-CIDS
NM-CIDS
Y
uTC NM-CIDS
NM-CIDS
NM-CIDS uTC
NM-CIDS
NM-CIDS
NTP
NM-CIDS NTP Cisco
P.4-32 Cisco NTP
NTP IP NTP ID NTP
NM-CIDS NTP CLI IDM ASDM
NTP
Y
NTP
e AIPSSM
AIP SSM ASA
Y
uTC ASA  AIP SSM
ASA  AIP SSM
ASA  AIP SSM uTC
AIPSSM  ASA
AIP SSM
NTP
AIP SSM NTP Cisco
P.4-32 Cisco NTP
NTP IP NTP ID NTP
AIP SSM  NTP CLI IDM ASDM
NTP
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S
NTP
uTC
8:00 a.m. 8:00 p.m.
8:04 p.m. 20:04:37 CDT uTC -5
01:04:37 UTC 1 9:00 a.m. 21:00:23 CDT
9:00 a.m. 09:01:33 CDT
UTC UTC 14:01:33 UTC
clear events
clear events
P.4-32 Cisco NTP
J P.4-24
J P.4-26
J P.4-31
J P.4-24
J P.4-25
show clock [detail] detail

NTP
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v

NTP

NTP

CLI

sensor# show clock

22:39:21 UTC Sat Jan 25 2003

sensor# show clock detail

22:39:21 CST Sat Jan 25 2003

Time source is NTP

Summer time starts 02:00:00 CST Sun Apr 7 2004
Summer time ends 02:00:00 CDT Sun Oct 27 2004

sensor# show clock detail

NTP

*12:19:22 CST Sat Dec 04 2004
No time source
Summer time starts 02:00:00 CST Sun Apr 7 2004
Summer time ends 02:00:00 CDT Sun Oct 27 2004

clock set hh:mm [:ss] month day year

NTP

NTP

P.4-32

NTP
P.4-22
P.4-24
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clock set

e |IDSM-2

* NM-CIDS

e AIPSSM 10
e AIPSSM 20

1 CLI

sensor# clock set 13:21 July 29 2004

S

24

v

Daylight Saving Time

. P.4-26
. P.4-29
summertime-option
recurring recurring

2 recurring summertime

sensor# configure terminal
sensor (config) # service host
sensor (config-hos)# summertime-option recurring
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start summertime

sensor (config-hos-rec) # start-summertime

start summertime

d.

sensor (config-hos-rec-sta) #
e.

sensor (config-hos-rec-sta) #
f.

sensor (config-hos-rec-sta) #

hh:mm:ss

g.

sensor (config-hos-rec-sta) #

1 5

h.

sensor (config-hos-rec-sta) #
start-summertime

month: april default:

day-of-week monday

month april

time-of-day 12:00:00

week-of-month first

show settings

april

week-of-month: first default: first
day-of-week: monday default: sunday

time-of-day: 12:00:00

sensor (config-hos-rec-sta) #

end summertime

default: 02:00:00

sensor (config-hos-rec-sta) # exit
sensor (config-hos-rec) # end-summertime

end summertime

a.

sensor (config-hos-rec-end) #
b.

sensor (config-hos-rec-end) #
C.

sensor (config-hos-rec-end) #

hh:mm:ss

d.

sensor (config-hos-rec-end) #

1 5

day-of-week friday

month october

time-of-day 05:15:00

week-of-month last
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sensor (config-hos-rec-end) # show settings

end-summertime

month: october default: october
week-of-month: last default: last
day-of-week: friday default: sunday
time-of-day: 05:15:00 default: 02:00:00

sensor (config-hos-rec-end) #

sensor (config-hos-rec-end) # exit
sensor (config-hos-rec) # summertime-zone-name CDT

sensor (config-hos-rec)# offset 60

sensor (config-hos-rec)# show settings
recurring
offset: 60 minutes default: 60
summertime-zone-name: CDT
start-summertime

month: april default: april
week-of-month: first default: first
day-of-week: monday default: sunday
time-of-day: 12:00:00 default: 02:00:00

month: october default: october
week-of-month: last default: last
day-of-week: friday default: sunday
time-of-day: 05:15:00 default: 02:00:00

10 recurring summertime

11

sensor (config-hos-rec) # exit
sensor (config-hos) # exit
Apply Changes:?[yes]:

Enter

no
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non-recurring recurring

non-recurring summertime

sensor# configure terminal
sensor (config)# service host
sensor (config-hos)# summertime-option non-recurring

start summertime

sensor (config-hos-non) # start-summertime

start summertime

a.
sensor (config-hos-non-sta)# date 2004-05-15
yyyy-mm-dd
b.
sensor (config-hos-non-sta)# time 12:00:00
hh:mm:ss
C.

sensor (config-hos-non-sta) # show settings
start-summertime

date: 2004-05-15
time: 12:00:00

sensor (config-hos-non-sta) #

end summertime

sensor (config-hos-non-sta) # exit
sensor (config-hos-non) # end-summertime

end summertime

sensor (config-hos-non-end) # date 2004-10-31

yyyy-mm-dd

sensor (config-hos-non-end) # time 12:00:00

Cisco Intrusion Prevention System Sensor 5.1
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hh:mm:ss

sensor (config-hos-non-end) # show settings
end-summertime
date: 2004-10-31
time: 12:00:00

sensor (config-hos-non-end) #

7

sensor (config-hos-non-end) # exit

sensor (config-hos-non) # summertime-zone-name CDT
8

sensor (config-hos-non) # offset 60
9

sensor (config-hos-non)# show settings
non-recurring
offset: 60 minutes default: 60
summertime-zone-name: CDT
start-summertime
date: 2004-05-15
time: 12:00:00

date: 2004-10-31
time: 12:00:00

sensor (config-hos-non) #

10 non-recurring summertime

sensor (config-hos-non) # exit
sensor (config-hos) # exit
Apply Changes:?[yes]:

11 Enter no
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time-zone-settings

1
2
sensor# configure terminal
sensor (config) # service host
sensor (config-hos) # time-zone-settings
3
uTC
sensor (config-hos-tim) # standard-time-zone-name CST
4
uTC 0
sensor (config-hos-tim) # offset -360
5
sensor (config-hos-tim) # show settings
time-zone-settings
offset: -360 minutes default: 0
standard-time-zone-name: CST default: UTC
sensor (config-hos-tim) #
6
sensor (config-hos-tim) # exit
sensor (config-hos) # exit
Apply Changes:?[yes]:
7 Enter no
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[ |
NTP
Cisco NTP NTP
e Cisco NTP P.4-32
. NTP P.4-33
Cisco NTP
NTP NTP
MD5
Cisco NTP
NTP NTP Cisco
NTP
Y
NTP ID NTP
NTP IP
P.4-33 NTP
NTP Cisco

1
2

router# configure terminal
3 1D

router (config)# ntp authentication-key key IDmd5 key value

ID 1 65535

router (config)# ntp authentication-key 100 md5 attack

S

MD5

Cisco Intrusion Prevention System Sensor 5.1
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NTP

show

running configuration 4 trusted key

router (config) #

trusted key 1D

router (config) #

router (config) #

router (config) #

router (config) #

router (config) #

NTP

trusted key
ntp trusted-key key ID

3 ID

ntp trusted-key 100

ntp source interface name

ntp source FastEthernet 1/0

NTP

ntp master stratum number

ntp master 6

NTP 1 15

NTP NTP

NTP

NTP Cisco
NTP

NTP

NTP IP NTP ID
P.4-32 Cisco NTP

[ oL-8676-01-J
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NTP

CLI

sensor# configure terminal

sensor (config)# service host

NTP

sensor (config-hos) # ntp-option enable

NTP IP 1D

sensor (config-hos-ena) # ntp-servers ip address key-id key ID

ID 1 65535 NTP ID P.4-32 Cisco
NTP 3

sensor (config-hos-ena) # ntp-servers 10.16.0.0 key-id 100

NTP

sensor (config-hos-ena) # ntp-keys key IDmd5-key key value

NTP P.4-32
Cisco NTP 3

sensor (config-hos-ena)# ntp-keys 100 md5-key attack
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7 NTP

sensor (config-hos-ena)# show settings

enabled

md5-key: attack

ip-address: 10.16.0.0
key-id: 100

sensor (config-hos-ena) #

NTP

sensor (config-hos-ena) # exit
sensor (config-hos) # exit
Apply Changes:?[yes]

Enter

no
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W ssH
SSH
e SSH P.4-36
. P.4-36
e SSH P.4-38
. SSH P.4-40
SSH

SSH
SSH

SSH
SSH 1
. RSA
SSH
e IP

SSH
e IP IP
¢ DNS
e X X11
S
SSH
SSH SSH
SSH
Cisco PIX Firewall Catalyst

ssh host-key ip-address [key-modulus-length
public-exponent public-modulus]
IP MD5 Bubble Babble
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A

SSH | |

ssh host-key ip-address
IP SSH

ssh host-key ip-address [key-modulus-length public-exponent public-modulus]

no

SSH

CLI

sensor# configure terminal

sensor (config)# ssh host-key 10.16.0.0

MD5 fingerprint is F3:10:3E:BA:1E:AB:88:F8:F5:56:D3:A6:63:42:1C:11

Bubble Babble is xucis-hehon-kizog-nedeg-zunom-kolyn-syzec-zasyk-symuf-rykum-sexyx
Would you like to add this to the known hosts table for this host?[yes]

MD5

Error: getHostSshKey : socket connect failed [4,111]

yes

sensor (config)# exit
sensor# show ssh host-keys
10.89.146.110

[ oL-8676-01-J
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W ssH
IP
sensor# show ssh host-keys 10.16.0.0
1024 35
13930621354183524038533292225396881468568452352006413199783990511364012021781686969670
87217046313228442920738517305650448790826706775541579370584852039955721146312966045521
61309712601068614812749969593513740598331393154884988302302182922353335152653860589163
651944997842874583627883277460138506084043415861927
MD5: 49:3F:FD:62:26:58:94:A3:E9:88:EF:92:5F:52:6E:7B
Bubble Babble: xebiz-vykyk-fekuh-rukuh-cabaz-paret-gosym-serum-korus-fypop-huxyx
sensor#
sensor (config)# no ssh host-key 10.16.0.0
SSH
sensor (config)# exit
sensor# show ssh host-keys
IP
SSH RSA

ssh authorized-key

e id 1 256 _ -
?

e key-modulus-length 511 2048 ASCII 10

e public-exponent 3 2732 ASCII 10

e public-modulus  (2~(key-modulus-length-1)) < x < (2*(key-modulus-length)) ASCII 10

X
RSA
SSH
RSA 3
ssh authorized-key
SSH SSH

Cisco Intrusion Prevention System Sensor 5.1

OL-8676-01-J |



SSH | |

SSH

no

SSH

1 CLI

sensor# configure terminal

sensor (config)# ssh authorized-key systeml 1023 37
66022272955660983338089706716372943357082868686000817201780243492180421420781303592082
95091017013584805250399939321125031474527683786209111899866537160898131479220860447399
11341369642870682319361928148521864094557416306138786468335115835910404940213136954353
39616344979349705016792583146548622146467421997057

sensor (config) #

sensor (config) # exit

sensor# show ssh authorized-keys
systeml

sensor#

4 ID

sensor# show ssh authorized-keys systeml

1023 37 660222729556609833380897067163729433570828686860008172017802434921804214
20781303592082950910170135848052503999393211250314745276837862091118998665371608
98131479220860447399113413696428706823193619281485218640945574163061387864683351
1583591040494021313695435339616344979349705016792583146548622146467421997057
sensor#

5 SSH

sensor# configure terminal
sensor (config)# no ssh authorized-key systeml

SSH

Cisco Intrusion Prevention System Sensor 5.1
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W ssH

SSH

sensor (config)# exit
sensor# show ssh authorized-keys

system1
ID

sensor# show ssh authorized-keys systeml
Error: Requested id does not exist for the current user.

sensor#
SSH ssh generate-key
SSH 1.5
SSH
SSH

CLI

sensor# ssh generate-key

MD5: 93:F5:51:58:C7:FD:40:8C:07:26:5E:29:13:C8:33:AE

Bubble Babble: ximal-sudez-kusot-gosym-levag-fegoc-holez-cakar-kunel-nylis-kyxox
sensor#

ssh host-key P.4-36

SSH

sensor# show ssh server-key

1024 35
13719676542657141950912489578722963006272638980107171558192157384728063753300015859002
87980743858248671843323647588999596753705238796093761748121792284152157829490291839622
07840731771645803509837259475421477212459797170806510716077556010753169312675023860474
987441651041217710152766990480431898217878170000647

MD5: 93:F5:51:58:C7:FD:40:8C:07:26:5E:29:13:C8:33:AE

Bubble Babble: ximal-sudez-kusot-gosym-levag-fegoc-holez-cakar-kunel-nylis-kyxox
sensor#
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TLS | |

TLS

e TLS P.4-41
e TLS P.4-42
. P.4-44

TLS

IPS 5.1 IDM Web VMS

Web Web
Web TLS

TLS SSL Web
https://ip_address URL Web TLS SSL

Web IDM Certificate Authority CA;

IDM TLS SSL TLS SSL

TLS

Web CA
CA

Validity

3. URL
URL 3

IDM Web
CA CA

. Web
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W TS
. Web CA
Web
Web IDM
Internet Explorer Netscape Mozilla
TLS
TLS/SSL Web
man-in-the-middle Web
TLS TLS
tls trusted-host ip-address
ip-address [port port]
TLS
443
id IP
ipaddress IP
ipaddress:port
IP
TLS
1 CLlI

sensor# configure terminal

sensor (config)# tls trusted-host ip-address 10.16.0.0

Certificate MD5 fingerprint is 4F:BA:15:67:D3:E6:FB:51:8A:C4:57:93:4D:F2:83:FE
Certificate SHAl fingerprint is Bl:6F:F5:DA:F3:7A:FB:FB:93:E9:2D:39:B9:99:08:D4:

47:02:F6:12
Would you like to add this to the trusted certificate table for this host?[yes]:
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TLS | |

MD5 SHA1

sensor (config)# tls trusted-host ip-address 10.89.146.110 port 8000
Error: getHostCertificate : socket connect failed [4,111]

3 yes

Certificate ID: 10.89.146.110 successfully added to the TLS trusted host table.
sensor (config) #

TLS

sensor (config)# exit

sensor# show tls trusted-hosts
10.89.146.110

sensor#

sensor# show tls trusted-hosts 10.89.146.110

MD5: 4F:BA:15:67:D3:E6:FB:51:8A:C4:57:93:4D:F2:83:FE

SHAl: Bl:6F:F5:DA:F3:7A:FB:FB:93:E9:2D:39:B9:99:08:D4:47:02:F6:12
sensor#

sensor# configure terminal
sensor (config)# no tls trusted-host 10.89.146.110

sensor (config) # exit
sensor# show tls trusted-hosts
No entries

IP
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TLS

TLS X.509
tls generate-key
IP IP
IPS
tls trusted-host
P.4-42 TLS
TLS

1 CLI
2

sensor# tls generate-key

MD5 fingerprint is FD:83:6E:41:D3:88:48:1F:44:7F:AF:5D:52:60:89:DE

SHA1l fingerprint is 4A:2B:79:A0:82:8B:65:3A:83:B5:D9:50:C0:8E:F6:C6:B0:30:47:BB

sensor#
3

sensor# show tls fingerprint

MD5: FD:83:6E:41:D3:88:48:1F:44:7F:AF:5D:52:60:89:DE

SHAl: 4A:2B:79:A0:82:8B:65:3A:83:B5:D9:50:C0:8E:F6:C6:B0:30:47:BB

sensor#
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||
IPS
. P.4-45
e |PS P.4-45
. P.4-47
Cisco Services for IPS
P.4-45 IPS
60
Cisco.com
P.4-47
IPS IDM IPS
Configuration > Licensing CLI  show version
IDM  Licensing IDM
trial invalid
expired
IDM
CLI
***L,ICENSE NOTICE***
There is no license key installed on the system.
The system will continue to operate with the currently installed
signature set. A valid license must be obtained in order to apply
signature updates. Please go to http://www.cisco.com/go/license
to obtain a new license or install a license.
IPS IPS
Cisco Services for IPS
Cisco
Services for IPS
1 2
IPS Cisco Services for IPS
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o IDS-4215
o 1PS-4240
o IPS-4255
¢ IDSM-2
¢ NM-CIDS

ASA IPS ASA SMARTnet

N

SMARTnet Cisco.com TAC
NBD

e ASA5510-K8

¢ ASA5510-DC-K8

* ASA5510-SEC-BUN-K9
¢ ASA5520-K8

¢ ASA5520-DC-K8

¢ ASA5520-BUN-K9

¢ ASA5540-K8

¢ ASA5540-DC-K8

e ASA5540-BUN-K9

AIP SSM ASA
AIP SSM ASA Cisco Services for IPS

N

Cisco Services for IPS IPS
Cisco.com TAC
NBD

e ASA5510-AIP10-K9
e ASA5520-AIP10-K9
e ASA5520-AIP20-K9
e ASA5540-AlP20-K9
e ASA-SSM-AIP-10-K9
e ASA-SSM-AIP-20-K9
ASA-5510 IPS ASA-SSM-AIP-10-K9
Cisco Services for IPS

Cisco Services for IPS
P.4-45
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Return Materials Authorization RMA

source-url

destination-url

license-key

license_file_name

copy source-url license_file_name license-key

URL
URL

S
URL
e ftp: FTP URL
ftp:[//[username@] location]/relativeDirectory]/filename
ftp:[//[username@]location]//absoluteDirectory]/filename
e scp: SCP URL
scp:[//[username@] location]/relativeDirectory]/filename
scp:[//[username@] location]//absoluteDirectory]/filename
e http: Web URL
http:[[/[username@]location]/directory]/filename
e https: Web URL
https:[[/[username@]location]/directory]/filename
Y
FTP SCP
N
SCP SSH
P.4-36
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HTTPS TLS
P.4-42 TLS

1 www.cisco.com/go/license

S

Cisco Services for IPS
P.4-45 IPS

2
S
IPS
IPS Signature Subscription Service
3 Web FTP SCP
4 CLI
5

sensor# copy scp://user@10.89.147.3://tftpboot/dev.lic license-key

Password: ****xx*x%

Cisco Intrusion Prevention System Sensor 5.1
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http://www.cisco.com/go/license

6
sensor# show version
Application Partition:
Cisco Intrusion Prevention System, Version 5.1(1)S182.0
0S Version 2.4.26-IDS-smp-bigphys
Platform: IPS-4255-K9
Serial Number: JAB0815R0JS
Licensed, expires: 19-Dec-2005 UTC
Sensor up-time is 2 days.
Using 706699264 out of 3974291456 bytes of available memory (17% usage)
system is using 17.3M out of 29.0M bytes of available disk space (59% usage)
application-data is using 36.5M out of 166.8M bytes of available disk space (23%
usage)
boot is using 39.4M out of 68.6M bytes of available disk space (61% usage)
MainApp 2005_Feb_18_03.00 (Release) 2005-02-18T03:13:47-0600 Running
AnalysisEngine 2005_Feb_15_03.00 (QATest) 2005-02-15T712:59:35-0600 Running
CLI 2005_Feb_18_03.00 (Release) 2005-02-18T03:13:47-0600
Upgrade History:
IDS-K9-maj-5.1-1- 14:16:00 UTC Thu Mar 04 2004
Recovery Partition Version 1.1 - 5.1(1)S182
sensor#
7

sensor# copy license-key scp://user@10.89.147.3://tftpboot/dev.lic
Password: **x**x*x%
sensor#

Cisco Intrusion Prevention System Sensor 5.1
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setup

p.3-3

i p.5-2

. P.5-9

. P.5-13

. P.5-14

. VLAN p.5-17

. P.5-23

. P.5-25
. p.5-27
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0 PCI 1
0
GigabitEthernet2/1 1 2 PCI
2 IPS-4240  IPS-4255
/ GigabitEthernet0/0
Management0/0
/ TCP 3

. / p.5-2

. pP.5-3

. P.5-4

e TCP P.5-5

. p.5-7

. p.5-7

/ IP
/
/ TCP
5-1 /
5-1 /
/

1DS-4210 FastEthernet0/1

IDS-4215 FastEthernet0/0

IDS-4235 GigabitEthernet0/1

IDS-4250 GigabitEthernet0/1

IPS-4240 Management0/0

IPS-4255 Management0/0

NM-CIDS FastEthernet0/0

AIP SSM 10 GigabitEthernet0/0

AIP SSM 20 GigabitEthernet0/0

IDSM-2 GigabitEthernet0/2
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||
1
P.5-4
P.5-13 P.5-14
P.5-17 VLAN
Y
PCI
PCI
/
P.5-25
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5-2 IPS5.1
5-2
PCI
IDS-4210 —
IDS-4215 —
IDS-4215 4FE FastEthernet0/1 1/0<->1/1 FastEthernet0/0
4FE 1/0<->1/2
FastEthernetS/0* 1/0<->1/3
FastEthernetS/1 1/1<->1/2
FastEthernetS/2 1/1<->1/3
FastEthernetS/3 1/2<->1/3
0/1<->1/0
0/1<->1/1
0/1<->1/2
0/1<->1/3
IDS-4235 —
IDS-4235 4FE 4FE 1/0<->1/1 GigabitEthernet0/0
FastEthernetS/0 1/0<->1/2 GigabitEthernet0/1
FastEthernetS/1 1/0<->1/3
FastEthernetS/2 1/1<->1/2
FastEthernetS/3 1/1<->1/3
1/2<->1/3
IDS-4235 TX (GE) X + TX PCI 0/0<->1/0 GigabitEthernet0/1
GigabitEthernet0/0 + 0/0<->2/0
GigabitEthernet1/0
GigabitEthernet2/0
IDS-4250 —
IDS-4250 4FE 4FE 1/0<->1/1 GigabitEthernet0/0
FastEthernetS/0 1/0<->1/2 GigabitEthernet0/1
FastEthernetS/1 1/0<->1/3
FastEthernetS/2 1/1<->1/2
FastEthernetS/3 1/1<->1/3
1/2<->1/3
IDS-4250 TX (GE) X + TX PCI 0/0<->1/0 GigabitEthernet0/1
GigabitEthernet0/0 + 0/0<->2/0
GigabitEthernet1/0
GigabitEthernet2/0
IDS-4250 SX
IDS-4250 SX +SX 2 SX 1/0<->2/0 GigabitEthernet0/0
GigabitEthernet1/0 GigabitEthernet0/1
GigabitEthernet2/0
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||
5-2
PCI
IDS-4250 XL XL GigabitEthernet2/0 2/0<->2/1 GigabitEthernet0/0
2 SX GigabitEthernet0/1
GigabitEthernet2/1
IDSM-2 — 7 8 0/7<->0/8 GigabitEthernet0/2
GigabitEthernet0/7
GigabitEthernet0/8
IPS-4240 — 4 GE 0/0<->0/1 Management0/0
GigabitEthernet0/0 0/0<->0/2
GigabitEthernet0/1 0/0<->0/3
GigabitEthernet0/2 0/1<->0/2
GigabitEthernet0/3 0/1<->0/3
0/2<->0/3
IPS-4255 — 4 GE 0/0<->0/1 Management0/0
GigabitEthernet0/0 0/0<->0/2
GigabitEthernet0/1 0/0<->0/3
GigabitEthernet0/2 0/1<->0/2
GigabitEthernet0/3 0/1<->0/3
0/2<->0/3
NM-CIDS —
AIP SSM 10 — GigabitEthernet0/1 GigabitEthernet0/0
AIP SSM 20 — GigabitEthernet0/1 GigabitEthernet0/0
1. 4FE 2 S 1
TCP
TCP
. TCP P.5-5
. TCP P.5-6
TCP
TCP
TCP
TCP
TCP TCP
P.5-6 TCP
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TCP

IDSM-2
TCP IDSM-2 TCP

5-3 TCP

5-3 TCP

TCP
IDS-4210 !
IDS-4215
IDS-4235
IDS-4250
IPS-4240
IPS-4255
NM-CIDS 2
AIP SSM 10 3
AIP SSM 20 4
IDSM-2 System0/1°

IDS-4210 1
NM-CIDS 1
AIP SSM 10 1
AIP SSM 20 1
Catalyst 1

o~ w0 D

TCP
TCP

. SPAN VACL SPAN
VACL

. VLAN  SPAN VACL
802.1q

TCP VLAN 802.1q

TCP
TCP
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||
1.
P.5-9
2. VLAN
P.5-14 p.5-17
VLAN P.5-23
3.
P.5-25
IDSM-2 NM-CIDS AIP SSM 10 AIP SSM 20 1PS-4240
IPS-4255
FastEthernet 10 Mbps 100
Mbps
IDS-4250  1000-SX XL
1000 Mbps
IDS-4235 IDS-4250 IPS-4240 IPS-4255
1000-TX 10 Mbps 100 Mbps 1000 Mbps
1000 Mbps
/
P.5-4
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none

VLAN
VLAN
VLAN 1 VLAN
VLAN
VLAN
VLAN VLAN
VLAN 1 255
VLAN
TCP
TCP
/ TCP
TCP
none
TCP
TCP
/ TCP
TCP
TCP TCP
Y
IDSM-2
TCP System0/1
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physical-interfaces interface name FastEthernet
GigabitEthernet P.5-4
A
AIP SSM IPS  CLI ASA  CLI
P.14-4 AIP SSM
e admin-state [enabled | disabled]
Y
IDSM-2 NM-CIDS AIP SSM
admin-state  enabled
admin-state /
/
e alt-tcp-reset-interface
TCP TCP P.5-5
TCP P.5-6 TCP
A
TCP
TCP
)
IDSM-2 NM-CIDS AIP SSM
1 NIC
IDS-4210 1DS-4215 1DS-4235 1DS-4250
interface-name
TCP
none TCP
TCP
e default
e description
Cisco Intrusion Prevention System Sensor 5.1
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e duplex
auto
full
half

duplex
* no
e speed
auto
10 10 MB TX
100 100 MB TX
1000 1GB
N
speed

CLI

sensor# configure terminal
sensor (config)# service interface

sensor (config-int) # physical-interfaces ?

GigabitEthernet0/0 GigabitEthernet0/0 physical interface.
GigabitEthernet0/1 GigabitEthernet0/1 physical interface.
GigabitEthernet0/2 GigabitEthernet0/2 physical interface.
GigabitEthernet0/3 GigabitEthernet0/3 physical interface.
Management0/0 Management0/0 physical interface.

sensor (config-int) # physical-interfaces

sensor (config-int)# physical-interfaces GigabitEthernet0/2

sensor (config-int-phy)# admin-state enabled

P.5-25

Cisco Intrusion Prevention System Sensor 5.1

OL-8676-01-J |



6
sensor (config-int-phy) # description INT1
7
sensor (config-int-phy) # duplex full
8
sensor (config-int-phy)# speed 1000
9 TCP
sensor (config-int-phy)# alt-tcp-reset-interface interface-name GigabitEthernet2/0
10
4 9
11
A Y
subinterface-type none
subinterface-type VLAN
pP.5-17 VLAN

sensor (config-int-phy) # show settings

<protected entry>

name: GigabitEthernet0/2
media-type: tx <protected>
description: INT1 default:
admin-state: enabled default: disabled
duplex: full default: auto
speed: 1000 default: auto
alt-tcp-reset-interface

interface-name: GigabitEthernet2/0

sensor (config-int-phy) #

Cisco Intrusion Prevention System Sensor 5.1
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12

13

14

15

TCP

sensor (config-int-phy)# alt-tcp-reset-interface none

sensor (config-int-phy)# show settings

<protected entry>

name: GigabitEthernet0/0
media-type: tx <protected>
description: <defaulted>
admin-state: disabled <protected>
duplex: auto <defaulted>
speed: auto <defaulted>
alt-tcp-reset-interface

sensor (config-int-phy) #

sensor (config-int-phy) # exit
sensor (config-int) # exit
Apply Changes:?[yes]:

Enter no
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. P.5-13
. P.5-13

ACL

VLAN
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. P.5-14
. P.5-14
IPS
3
4
3 7
1
2
2
Y
ASA SSM 1
Y
2 VLAN
inline-interfaces
N

AIP SSM IPS  CLI ASA  CLI
P.14-4 AIP SSM

¢ inline-interfaces

e default

e description

e interfacel

¢ interface2 2

®* no
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1 CLI

sensor# configure terminal
sensor (config)# service interface
sensor (config-int) #

3
none
sensor (config-int)# show settings
physical-interfaces (min: 0, max: 999999999, current: 2)
<protected entry>
name: GigabitEthernet0/0 <defaulted>
media-type: tx <protected>
description: <defaulted>
admin-state: disabled <protected>
duplex: auto <defaulted>
speed: auto <defaulted>
alt-tcp-reset-interface
none
subinterface-type
none
4
sensor (config-int)# inline-interfaces PAIR1l
5
sensor (config-int)# interfacel?
GigabitEthernet0/0 GigabitEthernet0/0 physical interface.
GigabitEthernet0/1 GigabitEthernet0/1 physical interface.
GigabitEthernet0/2 GigabitEthernet0/2 physical interface.
GigabitEthernet0/3 GigabitEthernet0/3 physical interface.
Management0/0 Management0/0 physical interface.
6 2

sensor (config-int-inl)# interfacel GigabitEthernet0/0
sensor (config-int-inl)# interface2 GigabitEthernet0/1

Cisco Intrusion Prevention System Sensor 5.1
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sensor (config-int-inl)# description pairs interfaces Gig0/0 and Gig0/1

8
4 7
9
sensor (config-int-inl)# show settings
name: PAIRI1
description: PAIR1 = Gig0/0 & Gig0/1 default:
interfacel: GigabitEthernet0/0
interface2: GigabitEthernet0/1
10
sensor (config-int-inl)# exit
sensor (config-int) #
1
sensor (config-int)# physical-interfaces GigabitEthernet0/0
sensor (config-int-phy)# admin-state enabled
sensor (config-int-phy) # exit
sensor (config-int) # physical-interfaces GigabitEthernet0/1
sensor (config-int-phy)# admin-state enabled
sensor (config-int-phy) # exit
sensor (config-int) #
12
sensor (config-int) # exit
Apply Changes:?[yes]:
13 Enter no
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[ oL-8676-01-J

VLAN

VLAN VLAN
. VLAN p.5-17
. VLAN p.5-17
VLAN
VLAN inline on a stick
VLAN VLAN
VLAN NM-CIDS AIP SSM 10 AIP SSM 20 IPS
5.1
VLAN
802.1q VLAN
VLAN VLAN
VLAN
IPS
255 VLAN
802.1q VLAN ID VLAN ID
VLAN VLAN
VLAN
VLAN
physical-interfaces interface name FastEthernet
GigabitEthernet
e admin-state [enabled | disabled]
Y
IDSM-2 NM-CIDS AIP SSM
admin-state  enabled
admin-state /
/
e default

e description

e duplex
auto
full
half

Cisco Intrusion Prevention System Sensor 5.1
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VLAN

¢

duplex

e speed
auto
10 10 MB
100 100 MB
1000 1GB

S

X
X

speed

e subinterface-type

inline-vlan-pair
none
¢ subinterface
vianl VLAN
vlan2 VLAN 2

VLAN

CLI

sensor# configure terminal
sensor (config)# service interface
sensor (config-int) #

VLAN

VLAN
VLAN
VLAN

Cisco Intrusion Prevention System Sensor 5.1
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sensor (config-int)# show settings
physical-interfaces (min: 0, max: 999999999,

media-type: tx <protected>
description: <defaulted>
admin-state: disabled <defaulted>
duplex: auto <defaulted>

speed: auto <defaulted>
alt-tcp-reset-interface

none

current:

<protected entry>
name: GigabitEthernet0/0 <defaulted>

5)

media-type: tx <protected>
description: <defaulted>
admin-state: disabled <defaulted>
duplex: auto <defaulted>

speed: auto <defaulted>
alt-tcp-reset-interface

<protected entry>
name: GigabitEthernet0/1 <defaulted>

media-type: tx <protected>
description: <defaulted>
admin-state: disabled <defaulted>
duplex: auto <defaulted>

speed: auto <defaulted>
alt-tcp-reset-interface

<protected entry>
name: GigabitEthernet0/2 <defaulted>

Cisco Intrusion Prevention System Sensor 5.1
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VLAN

<protected entry>

name: GigabitEthernet0/3 <defaulted>
media-type: tx <protected>
description: <defaulted>
admin-state: disabled <defaulted>
duplex: auto <defaulted>
speed: auto <defaulted>
alt-tcp-reset-interface

<protected entry>

name: Management(0/0 <defaulted>
media-type: tx <protected>
description: <defaulted>
admin-state: disabled <protected>
duplex: auto <defaulted>
speed: auto <defaulted>
alt-tcp-reset-interface

command-control: Management0/0 <protected>
inline-interfaces (min: 0, max: 999999999, current: 0)

bypass-mode: auto <defaulted>

interface-notifications
missed-percentage-threshold: 0 percent <defaulted>
notification-interval: 30 seconds <defaulted>
idle-interface-delay: 30 seconds <defaulted>

sensor (config-int) #

sensor (config-int)# no inline-interfaces interface_name

Cisco Intrusion Prevention System Sensor 5.1
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VLAN

sensor (config-int) # physical-interfaces ?

GigabitEthernet0/0 physical interface.
GigabitEthernet0/1 physical interface.
GigabitEthernet0/2 physical interface.
GigabitEthernet0/3 physical interface.
Management0/0 physical interface.

sensor (config-int) # physical-interfaces

sensor (config-int)# physical-interfaces GigabitEthernet0/2

sensor (config-int-phy)# admin-state enabled

P.5-25

sensor (config-int-phy) # description INT1

sensor (config-int-phy) # duplex full

sensor (config-int-phy)# speed 1000

sensor (config-int-phy)# subinterface-type inline-vlan-pair

config-int-phy-inl)# subinterface 1
config-int-phy-inl-sub)# wvlanl 52

sensor (config-int-phy-inl-sub)# vlan2 53

5
GigabitEthernet0/0
GigabitEthernet0/1
GigabitEthernet0/2
GigabitEthernet0/3
Management0/0
6
7
8
9
10
11 VLAN
(
sensor (
sensor (
(
12 VLAN

sensor (config-int-phy-inl-sub)# description pairs vlans 52 and 53

Cisco Intrusion Prevention System Sensor 5.1
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VLAN

13

14

15

VLAN

sensor (config-int-phy-inl-sub)# show settings
subinterface-number: 1
description: VLANpairl default:
vlanl: 52
vlan2: 53

sensor (config-int-phy-inl-sub) #

sensor (config-int-phy-inl-sub) # exit
sensor (config-int-phy-inl)# exit
sensor (config-int-phy) # exit

sensor (config-int)# exit

Apply Changes:?[yes]:

Enter no

Cisco Intrusion Prevention System Sensor 5.1
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VLAN
. P.5-23
. P.5-23
VLAN
3
bypass-mode
e off
e on
e auto
1 CLlI

sensor# configure terminal
sensor (config)# service interface

Cisco Intrusion Prevention System Sensor 5.1
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sensor (config-int) # bypass-mode off

4
sensor (config-int)# show settings
bypass-mode: off default: auto
interface-notifications
missed-percentage-threshold: 0 percent <defaulted>
notification-interval: 30 seconds <defaulted>
idle-interface-delay: 30 seconds <defaulted>
sensor (config-int) #
5
sensor (config-int) # exit
Apply Changes:?[yes]:
6 Enter no
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OL-8676-01-J |



physical-interface interface_name
interface_name subinterface-number subinterface_number

inline_interface_pair_name

1 CLI

sensor# configure terminal
sensor (config)# service analysis-engine
sensor (config-ana)# virtual-sensor vsO

VLAN
physical-interface

logical-interface

VLAN

3
sensor (config-ana-vir)# physical-interfaces ?
GigabitEthernet0/0 GigabitEthernet0/0 physical interface.
GigabitEthernet0/1 GigabitEthernet0/1 physical interface.
GigabitEthernet2/0 GigabitEthernet2/0 physical interface.
GigabitEthernet2/1 GigabitEthernet2/1 physical interface.
sensor (config-ana-vir) # physical-interfaces
4
sensor (config-ana-vir)# physical-interface GigabitEthernet2/0
4
5
sensor (config-ana-vir)# logical-interface inline interface_pair_ name
5
6 VLAN

sensor (config-ana-vir)# physical-interface GigabitEthernet2/0 subinterface-number

subinterface_number

VLAN

[ oL-8676-01-J
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sensor (config-ana-vir) # exit
sensor (config-ana) # exit
sensor (config) #

Apply Changes:?[yes]:

Enter no
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| |
interface-notifications
e default
e idle-interface-delay
5 3600 30
e missed-percentage-threshold
1 100 0
e notification-interval 5 3600
30
1 CLI
2
sensor# configure terminal
3
sensor (config)# service interface
4

sensor (config-int)# interface-notifications

5 idle-interface-delay

sensor (config-int-int)# idle-interface-delay 60

6 missed-percentage-threshold

sensor (config-int-int) # missed-percentage-threshold 1

7 notification-interval

sensor (config-int-int)# notification-interval 60

Cisco Intrusion Prevention System Sensor 5.1
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10

sensor (config-int-int)# show settings
interface-notifications
missed-percentage-threshold: 1 percent default: 0
notification-interval: 60 seconds default: 30
idle-interface-delay: 60 seconds default: 30

sensor (config-int-int) #

sensor (config-int-int) # exit
sensor (config-int) # exit
Apply Changes:?[yes]:

Enter no
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. P.6-2
e Signature Event Action Processor P.6-2

. P.6-4

. P.6-7
. pP.6-7

. P.6-9

. P.6-11
. p.6-14

. P.6-20

. P.6-25

J P.6-26
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Signature Event Action Processor

Signature Event Action Processor SEAP SEAO
SEAF SEAH
Sensor App
o SEAO
RR SEAO RR
SEAO
P.6-9
o SEAF
ID RR
SEAF SEAO
Y
SEAF
SEAF
ID
ID
RR
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Signature Event Action Processor ||

o SEAH
SEAH
<evldsAlert>
6-1 SEAP
SEAP
6-1 SEAP
RESNI=T 72 avIftor:
DU ZFv ARUE ¢
ARUEDAD U —¢
|
gy - < < FERINT-
O ZTFv ARUE * =g AR
DUZFv ARV
Toay A—nN—34F
‘ < |
RR [CEDWTT Y avEEM v
S ZFx ARUE
Toay Jq)L4E
D ZFv . FRLRA . FR—F.RR |« |
BEIZEDNTT I av#HIbk v
ST =Fx ARV
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T ZFw ARUE
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6-1

6-1

Deny Attacker Inline

List

Monitoring > Denied Attackers > Clear

P.6-23

Deny Attacker Service Pair Inline

Deny Attacker Victim Pair Inline

Configuration > Event

Action Rules > General Settings

P.6-21
Deny Connection Inline TCP
Deny Packet Inline
Log Attacker Packets IP
Y
Produce Alert
Log Pair Packets IP
Y
Produce Alert
Log Victim Packets IP
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6-1
Modify Packet Inline
S
Modify Packet Inline  Add Event Action Filter Add
Event Action Override
Produce Alert
Produce Verbose Alert
S
Produce Alert
Request Block Connection ARC
S
10 ARC
Request Block Host ARC
Y
10 ARC
S
Configuration > Event Action Rules > General
Settings P.6-21
Request Rate Limit ARC
10
ARC
Request SNMP Trap SNMP NotificationApp
A
Produce Alert
SNMP
11 SNMP
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Reset TCP Connection TCP TCP

Reset TCP Connection TCP

Produce Alert
Produce Alert 2
Produce Alert
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IPS

2. Target Value Rating TVR,;
RR TVR
3. RR
RR

ID IP RR

Summarizer Meta Event Generator

. P.6-7
. P.6-8
N
$
1
IP IP
. 10.90.11

e 10.89.10.10-10.89.10.23
e 10.1.1.1-10.2.255.255, 10.89.10.10-10.89.10.23

@

Windows Windows
IP
Windows
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variables variable_name address ip_address IP
1

CLI

sensor# configure terminal
sensor (config)# service event-action-rules rulesO

sensor (config-rul)# variables variablel address 10.89.130.108

address A.B.C.D-A.B.C.D [,A.B.C.D-A.B.C.D]

sensor (config-rul)# show settings
variables (min: 0, max: 256, current: 2)

variableName: variablel

address: 10.89.130.108 default: 0.0.0.0-255.255.255.255

sensor (config-rul)# exit
Apply Changes:?[yes]:

Enter no
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RR RR TVR
. P.6-9
. P.6-9
RR 0 100
RR ASR SFR TVR
RR RR
RR  evldsAlert
RR
e Attack Severity Rating ASR;
ASR
e Signiture Fidelity Rating SFR;
SFR
SFR
e Target Value Rating (TVR;
TVR IP
Web
TVR TVR
Web RR
Y
RR  ASR SFR TVR Promiscuous Delta PD;
TVR TVR RR
1 TVR RR
TVR
target-value target-value-setting [zerovalue | low | medium | high | mission-critical] target-address
ip_address medium
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e target-address ip_address IP
e target-value-setting
zerovalue
low
medium
high
mission-critical

TVR

CLI

sensor# configure terminal
sensor (config)# service event-action-rules rulesO

TVR

sensor (config-rul)# target-value target-value-setting mission-critical target-address
10.89.130.108

TVR

sensor (config-rul)# show settings

target-value-setting: mission-critical
target-address: 10.89.130.108 default: 0.0.0.0-255.255.255.255

sensor (config-rul) #

sensor (config-rul)# exit
Apply Changes:?[yes]:

Enter no
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J P.6-11

o P.6-11

RR
RR
RR
RR 85 SNMP
Request SNMP Trap RR 85 100

overrides [request-block-connection | request-block-host | deny-attacker-inline |
deny-packet-inline | deny-attacker-service-pair-inline | deny-attacker-victim-pair-inline |
deny-connection-inline | log-attacker-packets | log-victim-packets | log-pair-packets |
reset-tcp-connection | produce-alert | produce-verbose-alert | request-rate-limit | request-snmp-trap]

P.6-4
* no
e override-item-status [enabled | disabled]
enabled
e risk-rating-range RR 1 100
e show
1 CLI

sensor# configure terminal
sensor (config)# service event-action-rules rulesO
sensor (config-rul) #

Cisco Intrusion Prevention System Sensor 5.1
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IP

sensor (config-rul)# overrides deny-attacker-inline
sensor (config-rul-ove) #

sensor (config-rul-ove) # exit
sensor (config-rul) # overrides deny-packet-inline
sensor (config-rul-ove) #

TCP

sensor (config-rul-ove) # exit
sensor (config-rul)# overrides deny-connection-inline
sensor (config-rul-ove) #

TCP RST

sensor (config-rul-ove) # exit
sensor (config-rul) # overrides reset-tcp-connection
sensor (config-rul-ove) #

sensor (config-rul-ove) # exit
sensor (config-rul)# overrides request-block-connection
sensor (config-rul-ove) #

sensor (config-rul-ove) # exit
sensor (config-rul)# overrides request-block-host
sensor (config-rul-ove) #

1P

sensor (config-rul-ove) # exit
sensor (config-rul)# overrides log-attacker-packets
sensor (config-rul-ove) #

IP

sensor (config-rul-ove) # exit
sensor (config-rul)# overrides log-victim-packets
sensor (config-rul-ove) #

IP

sensor (config-rul-ove) # exit
sensor (config-rul) # overrides log-pair-packets
sensor (config-rul-ove) #

Cisco Intrusion Prevention System Sensor 5.1

OL-8676-01-J |



6
a.
sensor (config-rul-ove) # exit
sensor (config-rul) # overrides produce-alert
sensor (config-rul-ove) #
b.
sensor (config-rul-ove) # exit
sensor (config-rul)# overrides produce-verbose-alert
sensor (config-rul-ove) #
c. SNMP
sensor (config-rul-ove) # exit
sensor (config-rul) # overrides request-snmp-trap
sensor (config-rul-ove) #
7 RR
sensor (config-rul-ove)# risk-rating-range 85-100
%
RR 0 100 85 100
8
sensor (config-rul-ove) # override-item-status [enabled | disabled]
enabled
9
sensor (config-rul-ove)# show settings
action-to-add: deny-attacker-inline default: produce-alert
override-item-status: Enabled default: Enabled
risk-rating-range: 85-100 default: 0-100
10
sensor (config-rul-ove) # exit
sensor (config-rul) #
Apply Changes:?[yes]:
11 Enter no
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. P.6-14
. P.6-14
P.6-8
$
$ Bad source and destination

filters [edit | insert | move] namel [begin | end | inactive | before | after]

e actions-to-remove

deny-attacker-inline

deny-attacker-service-pair-inline

deny-attacker-victim-pair-inline

deny-connection-inline TCP

deny-packet-inline
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||
log-attacker-packets IP
produce-alert
log-pair-packets IP
produce-alert
log-victim-packets IP
produce-alert
produce-alert
produce-verbose-alert
produce-alert

request-block-connection ARC
request-block-host ARC
request-rate-limit ARC
request-snmp-trap SNMP

produce-alert

SNMP

reset-tcp-connection TCP TCP Reset

TCP Connection

modify-packet-inline

attacker-address-range
10.20.1.0-10.20.1.255,10.20.5.0-10.20.5.255

attacker-port-range

default

deny-attacker-percentage
100

filter-item-status [enabled | disabled]

no
risk-rating-range RR

signature-id-range

stop-on-match

subsignature-id-range
user-comment

victim-address-range
10.20.1.0-10.20.1.255,10.20.5.0-10.20.5.255

victim-port-range

Cisco Intrusion Prevention System Sensor 5.1
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CLI

sensor# configure terminal
sensor (config)# service event-action-rules rules0
sensor (config-rul) #

sensor (config-rul)# filters insert namel begin

namel name2
begin | end | inactive | before | after

a. ID

sensor (config-rul-fil)# signature-id-range 1000-1005

900 65535
b. ID

sensor (config-rul-fil)# subsignature-id-range 1-5

0 255
C.
sensor (config-rul-fil)# attacker-address-range 10.89.10.10-10.89.10.23
0.0.0.0 255.255.255.255
d.
sensor (config-rul-fil)# victim-address-range 192.56.10.1-192.56.10.255
0.0.0.0 255.255.255.255
e.
sensor (config-rul-fil)# victim-port-range 0-434
0 65535
f.
sensor (config-rul-fil)# risk-rating-range 85-100
0 100
g.
sensor (config-rul-fil)# actions-to-remove reset-tcp-connection
h.

sensor (config-rul-fil)# deny-attacker-percentage 90

100
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sensor (config-rul-£fil) # filter-item-status [enabled | disabled]

enabled
j- stop-on-match

sensor (config-rul-fil) # stop-on-match [true | false]

true false

sensor (config-rul-fil) # user-comments

sensor (config-rul-fil)# show settings
NAME: namel

signature-id-range: 1000-10005 default: 900-65535
subsignature-id-range: 1-5 default: 0-255
attacker-address-range: 10.89.10.10-10.89.10.23 default: 0.0.0.0-255.255.255.255
victim-address-range: 192.56.10.1-192.56.10.255 default: 0.0.0.0-255.255.255.255
attacker-port-range: 0-65535 <defaulted>
victim-port-range: 1-343 default: 0-65535
risk-rating-range: 85-100 default: 0-100
actions-to-remove: reset-tcp-connection default:
deny-attacker-percentage: 90 default: 100
filter-item-status: Enabled default: Enabled
stop-on-match: True default: False
user-comment: This is a new filter. default:

ssenor (config-rul-£fil)#

sensor (config-rul)# filters edit namel

7 4a 4k

sensor (config-rul-fil) # exit
sensor (config-rul)# filters move name5 before namel

Cisco Intrusion Prevention System Sensor 5.1
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sensor (config-rul-fil) # exit
sensor (config-rul)# show settings

filters (min: 0, max: 4096, current: 5 - 4 active, 1 inactive)

signature-id-range: 900-65535 <defaulted>
subsignature-id-range: 0-255 <defaulted>

attacker-address-range: 0.0.0.0-255.255.255.255 <defaulted>
victim-address-range: 0.0.0.0-255.255.255.255 <defaulted>

attacker-port-range: 0-65535 <defaulted>
victim-port-range: 0-65535 <defaulted>
risk-rating-range: 0-100 <defaulted>
actions-to-remove: <defaulted>
filter-item-status: Enabled <defaulted>
stop-on-match: False <defaulted>
user-comment: <defaulted>

signature-id-range: 900-65535 <defaulted>
subsignature-id-range: 0-255 <defaulted>

attacker-address-range: 0.0.0.0-255.255.255.255 <defaulted>
victim-address-range: 0.0.0.0-255.255.255.255 <defaulted>

attacker-port-range: 0-65535 <defaulted>
victim-port-range: 0-65535 <defaulted>
risk-rating-range: 0-100 <defaulted>
actions-to-remove: <defaulted>
filter-item-status: Enabled <defaulted>
stop-on-match: False <defaulted>
user-comment: <defaulted>

signature-id-range: 900-65535 <defaulted>
subsignature-id-range: 0-255 <defaulted>

attacker-address-range: 0.0.0.0-255.255.255.255 <defaulted>
victim-address-range: 0.0.0.0-255.255.255.255 <defaulted>

attacker-port-range: 0-65535 <defaulted>
victim-port-range: 0-65535 <defaulted>
risk-rating-range: 0-100 <defaulted>
actions-to-remove: <defaulted>
filter-item-status: Enabled <defaulted>
stop-on-match: False <defaulted>
user-comment: <defaulted>

sensor (config-rul) #

sensor (config-rul)# filters move namel inactive

Cisco Intrusion Prevention System Sensor 5.1
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11
sensor (config-rul-fil) # exit
sensor (config-rul)# show settings
INACTIVE list-contents
NAME: namel
signature-id-range: 900-65535 <defaulted>
subsignature-id-range: 0-255 <defaulted>
attacker-address-range: 0.0.0.0-255.255.255.255 <defaulted>
victim-address-range: 0.0.0.0-255.255.255.255 <defaulted>
attacker-port-range: 0-65535 <defaulted>
victim-port-range: 0-65535 <defaulted>
risk-rating-range: 0-100 <defaulted>
actions-to-remove: <defaulted>
filter-item-status: Enabled <defaulted>
stop-on-match: False <defaulted>
user-comment: <defaulted>
sensor (config-rul) #
12
sensor (config-rul) # exit
Apply Changes:?[yes]:
13 Enter no
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. P.6-20

. P.6-20
. P.6-20
. P.6-21

Event Generator

TCP

Produce Alert

Meta

p.6-21

P.6-23

Summarizer Meta
Summarizer 1
Meta Event Generator
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e Fire All Fire All

Fire All
e Summary Summary

1
Global Summarization

¢ Global Summarization Global Summarization

e Fire Once Fire Once 1
Global Summarization

¢ global-block-timeout

0 10000000 30
¢ global-deny-timeout
1 518400 3600

¢ global-filters-status [enabled | disabled]

enabled
e global-metaevent-status [enabled | disabled] Meta Event Generator

enabled

e global-overrides-status [enabled | disabled]

enabled

e global-summarization-status [enabled | disabled] Summarizer

enabled
e max-denied-attackers
1 100000000 10000

1 CLI
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sensor# configure terminal
sensor (config)# service event-action-rules rules0

sensor (config)# general

Meta Event Generator

sensor (config-rul-gen) # global-metaevent-status [enabled | disabled]

enabled

Summarizer

sensor (config-rul-gen) # global-summarization-status [enabled | disabled]

enabled

sensor (config-rul-gen) # max-denied-attackers 100

1000

sensor (config-rul-gen)# global-deny-timeout 1000

3600

sensor (config-rul-gen)# global-block-timeout 20

30

sensor (config-rul-gen) # global-overrides-status [enabled | disabled]

enabled

sensor (config-rul-gen) # global-filters-status [enabled | disabled]

enabled
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10

11

12

sensor (config-rul-gen) # show settings
general

global-overrides-status: Enabled default: Enabled
global-filters-status: Enabled default: Enabled
Enabled
global-metaevent-status: Enabled default: Enabled

global-summarization-status: Enabled default:

global-deny-timeout: 1000 default: 3600
global-block-timeout: 20 default: 30
max-denied-attackers: 100 default: 10000

sensor (config-rul-gen) #

sensor (config-rul-gen) # exit
sensor (config-rul) # exit
Apply Changes:?[yes]:

Enter

no

show statistics denied-attackers

clear denied-attackers

CLI

IP

sensor# show statistics denied-attackers
Denied Attackers and hit count for each.
10.20.4.2 = 9
10.20.5.2 =5

2 IP
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sensor# clear denied-attackers

Warning: Executing this command will delete all addresses from the list of

attackers currently being denied by the sensor.
Continue with clear? [yes]:

yes

sensor# show statistics virtual-sensor
Virtual Sensor Statistics
Statistics for Virtual Sensor vsO
Name of current Signature-Definition instance = sig0
Name of current Event-Action-Rules instance = rules0
List of interfaces monitored by this virtual sensor = mypair
Denied Address Information
Number of Active Denied Attackers = 0
Number of Denied Attackers Inserted = 2
Number of Denied Attackers Total Hits = 287

Number of times max-denied-attackers limited creation of new entry = 0

Number of exec Clear commands during uptime = 1
Denied Attackers and hit count for each.

Denied Attackers and hit count for each

sensor# show statistics virtual-sensor clear

JWK-4255# show statistics virtual-sensor
Virtual Sensor Statistics
Statistics for Virtual Sensor vs0
Name of current Signature-Definition instance = sig0
Name of current Event-Action-Rules instance = rules0
List of interfaces monitored by this virtual sensor = mypair
Denied Address Information
Number of Active Denied Attackers = 2
Number of Denied Attackers Inserted = 0
Number of Denied Attackers Total Hits = 0

Number of times max-denied-attackers limited creation of new entry = 0

Number of exec Clear commands during uptime = 1
Denied Attackers and hit count for each.

10.20.2.5 =0

10.20.5.2 =0

Number of Active Denied Attackers Number of exec Clear commands during uptime
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* Produce Alert 1 100

e Produce Verbose Alert 90 100
e Request SNMP Trap 50 100

e Log Pair Packets 90 100

e Log Victim Packets 90 100

e Log Attacker Packets 90 100

* Reset TCP Connection 90 100
¢ Request Block Connection 70 89
e Request Block Host 90 100

e Deny Attacker Inline 0 0

e Deny Connection Inline 90 100
e Deny Packet Inline 90 100

1. SiglD=2004, Attacker Address=*, Victim Address=20.1.1.1, Actions to Remove=ALL, Risk Rating
Range=1-100, StopOnMatch=True

2. SiglD=2004, Attacker Address=30.1.1.1, Victim Address=*, Actions to Remove=ALL, Risk Rating
Range=1-100, StopOnMatch=True

3. SigID=2004, Attacker Address=*, Victim Address=*, Actions to Remove=None, Risk Rating
Range=95-100, StopOnMatch=True

4. SiglD=2004, Attacker Address=*, Victim Address=*, Actions to Remove=denyAttackerlnline,
requestBlockHost, requestBlockConnection, Risk Rating Range=56-94, StopOnMatch=True

5. SiglD=2004, Attacker Address=*, Victim Address=*, Actions to Remove=denyAttackerlnline,
requestBlockHost, produceAlert, resetTcpConnection, logAttackerPackets, Risk Rating Range=1-55,
StopOnMatch=True

SIG 2004

. 30.1.11 20.1.11
ALL

30.1.11 20.1.11

e RR 50 Produce Alert
Request SNMP Trap Produce Alert
Request SNMP Trap  <evldsAlert>

e RR 89 Request
SNMP Trap  Request Block Connection Request Block Connection

Cisco Intrusion Prevention System Sensor 5.1
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e RR 96 Deny Attacker
Inline  Request Block Connection
NONE
3
. P.6-26
. P.6-29

show events [{[alert [informational] [low] [medium]
[high] [include-traits traits] [exclude-traits traits]] | error [warning] [error] [fatal] | log | NAC | status}]
[hh:mm:ss [month day [year]] | past hh:mm:ss]

Ctrl+C

e alert

informational low medium high

¢ include-traits
e exclude-traits
e traits 10 0 15

® error

e log

e NAC Attack Response Controller ARC

AY
ARC Network Access Controller NAC
IDM CLIforIPS 5.1
e status
e past
e hh:mm:ss
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show events Ctrl+C

1 CLI

sensor#@ show events
evError: eventId=1041472274774840147 severity=warning vendor=Cisco
originator:
hostId: sensor2
appName: cidwebserver
appInstanceId: 12075
time: 2003/01/07 04:41:45 2003/01/07 04:41:45 UTC
errorMessage: name=errWarning received fatal alert: certificate_unknown

evError: eventId=1041472274774840148 severity=error vendor=Cisco
originator:
hostId: sensor2
appName: cidwebserver
appInstanceId: 351
time: 2003/01/07 04:41:45 2003/01/07 04:41:45 UTC
errorMessage: name=errTransport WebSession::sessionTask(6) TLS connection exce
ption: handshake incomplete.

Ctri+C

3 2005 2 9 10

sensor#@ show events NAC 10:00:00 Feb 9 2005
evShunRgst: eventId=1106837332219222281 vendor=Cisco
originator:
deviceName: Sensorl
appName: NetworkAccessControllerApp
appInstance: 654
time: 2005/02/09 10:33:31 2004/08/09 13:13:31
shunInfo:
host: connectionShun=false
srcAddr: 11.0.0.1
destAddr:
srcPort:
destPort:
protocol: numericType=0 other
timeoutMinutes: 40
evAlertRef: hostId=esendHost 123456789012345678
sensor#
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4 2005 2 9 10

sensor# show events error warning 10:00:00 Feb 9 2005
evError: eventId=1041472274774840197 severity=warning vendor=Cisco
originator:
hostId: sensor
appName: cidwebserver
appInstanceId: 12160
time: 2003/01/07 04:49:25 2003/01/07 04:49:25 UTC
errorMessage: name=errWarning received fatal alert: certificate_unknown

45

sensor# show events alert past 00:00:45

evIdsAlert: eventId=1109695939102805307 severity=medium vendor=Cisco
originator:
hostId: sensor
appName: sensorApp
appInstanceId: 367
time: 2005/03/02 14:15:59 2005/03/02 14:15:59 UTC
signature: description=Nachi Worm ICMP Echo Request id=2156 version=S54
subsigId: 0
sigDetails: Nachi ICMP
interfaceGroup:
vlian: 0
participants:
attacker:
addr: locality=0UT 10.89.228.202
target:
addr: locality=0UT 10.89.150.185
riskRatingvValue: 70
interface: feO_1
protocol: icmp

evIdsAlert: eventId=1109695939102805308 severity=medium vendor=Cisco
originator:
--MORE--
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30

sensor# show events past 00:00:30
evStatus: eventId=1041526834774829055 vendor=Cisco
originator:
hostId: sensor
appName: mainApp
appInstanceId: 2215
time: 2003/01/08 02:41:00 2003/01/08 02:41:00 UTC
controlTransaction: command=getVersion successful=true
description: Control transaction response.
requestor:
user: cids
application:
hostId: 64.101.182.101
appName: -cidcli
appInstanceId: 2316

evStatus: eventId=1041526834774829056 vendor=Cisco
originator:
hostId: sensor
appName: login (pam_unix)
appInstanceId: 2315
time: 2003/01/08 02:41:00 2003/01/08 02:41:00 UTC
syslogMessage:
description: session opened for user cisco by cisco(uid=0)

clear events

CLI

sensor# clear events

Warning: Executing this command will remove all events currently stored in the event

store.
Continue with clear? []:

yes

Cisco Intrusion Prevention System Sensor 5.1
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. pP.7-2

N P.7-3
. P.7-5
. p.7-32
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IPS 5.1

DoS

false positive

ICMP

false positives

Web
Informational

3050 1
1 3050 2 3050 3 3050 4

1000

1D 60000
UDP
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. P.7-3
. P.7-3

variables

e variable-name

e ip-addr-range IP
A.B.C.D-A.B.C.D[,A.B.C.D-A.B.C.D]
e web-ports HTTP

1
80, 3128, 8000, 8010, 8080, 8888, 24326

CLI

sensor# configure terminal
sensor (config)# service signature-definition sig0

IP

sensor (config-sig) # variables IPADD ip-addr-range 10.1.1.1-10.1.1.24

Cisco Intrusion Prevention System Sensor 5.1
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4 Web

sensor (config-sig) # variables WEBPORTS web-ports 80,3128,8000

WEBPORTS  Web
Web
80, 3128, 8000, 8010, 8080, 8888, 24326

sensor (config-sig) # show settings
variables (min: 0, max: 256, current: 2)

variable-name: IPADD

ip-addr-range: 10.1.1.1-10.1.1.24

<protected entry>
variable-name: WEBPORTS

web-ports: 80,3128,8000 default: 80-80,3128-3128,8000-8000,8010-8010,80
80-8080,8888-8888,24326-24326

sensor (config-sig)# exit
Apply Changes:?[yes]:

7 Enter no
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. P.7-5
. P.7-6

. P.7-8

. P.7-9

. P.7-11

. P.7-12

. p.7-13
e AIC P.7-15

e IP P.7-23

e TCP P.7-26

e IP P.7-30

alert-frequency

P.7-6
e alert-severity
p.7-8
e engine
B
p.7-13
e event-counter
P.7-9
e promisc-delta
promisc-delta
RR
RR
RR
RR
0s 0
0s 5 10

15 5
e sig-description
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e sig-fidelity-rating

p.7-11
e status

p.7-12

alert-frequency
e sig-id
1000 65000

e subsig-id

ID

0 255

e alert-frequency

summary-mode

fire-all

fire-once 1

global-summarize 1

summarize
summary-interval
1 65535
summary-key
AXXX
Axxb
AXBX
AaBb
XXBX
specify-global-summary-threshold [yes | no]

global-summary-threshold

CLI

sensor# configure terminal
sensor (config)# service signature-definition sig0
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3
sensor (config-sig) # signatures 9000 0
4
sensor (config-sig-sig)# alert-frequency
5
a. fire-once
sensor (config-sig-sig-ale) # summary-mode fire-once
sensor (config-sig-sig-ale-fir)# specify-global-summary-threshold yes
sensor (config-sig-sig-ale-fir-yes)# global-summary-threshold 3000
sensor (config-sig-sig-ale-fir-yes)# summary-interval 5000
b.
sensor (config-sig-sig-ale-fir-yes)# exit
sensor (config-sig-sig-ale-fir)# summary-key AxBx
C.
sensor (config-sig-sig-ale-fir)# show settings
fire-once
summary-key: AxBx default: Axxx
specify-global-summary-threshold
yes
global-summary-threshold: 3000 default: 120
summary-interval: 5000 default: 15
sensor (config-sig-sig-ale-fir)#
6
sensor (config-sig-sig-ale-fir)# exit
sensor (config-sig-sig-ale) # exit
sensor (config-sig-sig) # exit
sensor (config-sig) # exit
Apply Changes:?[yes]:
7 Enter no
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alert-severity

e sig-id
1000 65000
e subsig-id
ID
0 255
e alert-severity
high
medium
low

informational

CLI

sensor# configure terminal
sensor (config)# service signature-definition sig0

sensor (config-sig) # signatures 9000 0

sensor (config-sig-sig)# alert-severity medium
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sensor (config-sig-sig)# show settings

<protected entry>

sig-id: 9000

subsig-id: 0
alert-severity: medium default: informational
sig-fidelity-rating: 75 <defaulted>
promisc-delta: 0 <defaulted>
sig-description

sig-name: Back Door Probe (TCP 12345) <defaulted>
sig-string-info: SYN to TCP 12345 <defaulted>
sig-comment: <defaulted>

alert-traits: 0 <defaulted>

release: 40 <defaulted>

event-action: produce-alert <defaulted>
fragment-status: any <defaulted>
specify-14-protocol

--MORE--

sensor (config-sig-sig) # exit
sensor (config-sig)# exit
Apply Changes:?[yes]:

Enter no

event-counter
5

e event-count 1 65535
1

e event-count-key
AXXX
AXBX
Axxb
XXBXx
AaBb
¢ specify-alert-interval [yes | no]

alert-interval 60

[ oL-8676-01-J
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CLI

sensor# configure terminal
sensor (config)# service signature-definition sig0

sensor (config-sig) # signatures 9000 0

sensor (config-sig-sig)# event-counter

sensor (config-sig-sig-eve) # event-count 2

sensor (config-sig-sig-eve) # event-count-key AxBx

sensor (config-sig-sig-eve) # specify-alert-interval yes

sensor (config-sig-sig-eve-yes)# alert-interval 30

sensor (config-sig-sig-eve-yes)# exit
sensor (config-sig-sig-eve)# show settings
event-counter
event-count: 2 default: 1
event-count-key: AxBx default: Axxx
specify-alert-interval

alert-interval: 30 default: 60

sensor (config-sig-sig-eve) #
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10

11

sensor (config-sig-sig-eve) # exit
sensor (config-sig-sig) # exit
sensor (config-sig) # exit

Apply Changes:?[yes]:

Enter
sig-fidelity-rating
¢ sig-fidelity-rating
0 100

sensor# configure terminal

no

CLI

sensor (config)# service signature-definition sig0

sensor (config-sig) # signatures 12000 0

sensor (config-sig-sig)# sig-fidelity-rating 50
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sensor (config-sig-sig)# show settings
<protected entry>
sig-id: 12000
subsig-id: 0
alert-severity: low <defaulted>
sig-fidelity-rating: 50 default: 85
promisc-delta: 15 <defaulted>
sig-description
sig-name: Gator Spyware Beacon <defaulted>
sig-string-info: /download/ User-Agent: Gator <defaulted>
sig-comment: <defaulted>
alert-traits: 0 <defaulted>
release: 71 <defaulted>

sensor (config-sig-sig) # exit
sensor (config-sig)# exit
Apply Changes:?[yes]:

Enter no

status

e status
enabled [true | false]
retired [true | false]

30

CLI

sensor# configure terminal
sensor (config)# service signature-definition sig0
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sensor (config-sig) # signatures 12000 O

sensor (config-sig-sig)# status
sensor (config-sig-sig-sta)# enabled true

sensor (config-sig-sig-sta)# show settings
status

enabled: true default: false
retired: false <defaulted>

sensor (config-sig-sig-sta)#

sensor (config-sig-sig-sta)# exit
sensor (config-sig-sig) # exit
sensor (config-sig) # exit

Apply Changes:?[yes]:

7 Enter no

event-action

e deny-attacker-inline

e deny-attacker-service-pair-inline

e deny-attacker-victim-pair-inline /
e deny-connection-inline TCP

e deny-packet-inline

e |og-attacker-packets IP

produce-alert

¢ |og-pair-packets IP
produce-alert
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e |og-victim-packets IP
produce-alert

e produce-alert

e produce-verbose-alert
produce-alert

e request-block-connection ARC
¢ request-block-host ARC
* request-rate-limit ARC

* request-snmp-trap SNMP
produce-alert
SNMP

e reset-tcp-connection TCP TCP Reset TCP
Connection TCP

e modify-packet-inline

CLI

sensor# configure terminal
sensor (config)# service signature-definition sig0
sensor (config-sig) #

sensor (config-sig)# signatures 1200 0

Normalizer

sensor (config-sig-sig)# engine normalizer

sensor (config-sig-sig-nor)# event-action produce-alert|request-snmp-trap

S

product-alert|deny-packet-inline|request-snmp-trap
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||
sensor (config-sig-sig-nor)# show settings
normalizer
event-action: produce—alert|request—snmp—trap default:
produce-alert |deny-packet-inline
sensor (config-sig-sig-nor) # exit
sensor (config-sig-sig)# exit
sensor (config-sig) # exit
Apply Changes:?[yes]:
Enter no
AIC
AIC
. P.7-15
. P.7-16
e AIC P.7-18
e AIC MIME P.7-19
e AIC P.7-22
e AICFTP P.7-22
AIC  Web HTTP
HTTP gotomypc
HTTP p2p
AIC FTP
N
AIC HTTP AIC Web
Web AIC Web Service HTTP
AlIC AIC Web
HTTP
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AlIC
e HTTP
ID p.7-18 AlC
e MIME
ID P.7-19 AIC MIME
MIME P.7-43 AIC MIME
. Web
1 12674 HTTP
Alarm on Non HTTP
Traffic
ID p.7-22 AlIC
e FTP
FTP ID p.7-22
AIC FTP
Web AIC application-policy
4 7 Web
FTP
e ftp-enable [true | false] FTP FTP
true
false

e http-policy HTTP
aic-web-ports AIC
0 65535 a-b[,c-d] 0 65535
2
80-80,3128-3128,8000-8000,8010-8010,8080-8080,8888-8888,24326-24326

http-enable [true | false] Web
HTTP RFC true

false
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max-outstanding-http-requests-per-connection HTTP
1 16 10
1 CLI
2
sensor# configure terminal
sensor (config)# service signature-definition sig0
sensor (config-sig) # application-policy
3 FTP
sensor (config-sig-app)# ftp-enable true
4 HTTP
a. HTTP
sensor (config-sig-app) # http-policy
b. HTTP
sensor (config-sig-app-htt)# http-enable true
C. HTTP
sensor (config-sig-app-htt) # max-outstanding-http-requests-per-connection 5
d. AIC
sensor (config-sig-app-htt)# aic-web-ports 80-80,3128-3128
5
sensor (config-sig-app) # show settings
application-policy
http-policy
http-enable: true default: false
max-outstanding-http-requests-per-connection: 5 default: 10
aic-web-ports: 80-80,3128-3128 default: 80-80,3128-3128,8000-8000,8010-
8010,8080-8080,8888-8888,24326-24326
ftp-enable: true default: false
sensor (config-sig-app) #
6

sensor (config-sig-app) # exit
sensor (config-sig) # exit
Apply Changes:?[yes]:
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no

AIC
HTTP
Define Request Method
. Recognized
Request Methods

7-1
P.7-12

7-1

ID
12676
12677 PUT
12678 CONNECT
12679 DELETE
12680 GET
12681 HEAD
12682 OPTIONS
12683 POST
12685 TRACE
12695 INDEX
12696 MOVE
12697 MKDIR
12698 COPY
12699 EDIT
12700 UNEDIT
12701 SAVE
12702 LOCK
12703 UNLOCK
12704 REVLABEL
12705 REVLOG
12706 REVADD
12707 REVNUM
12708 SETATTRIBUTE
12709 GETATTRIBUTENAME
12710 GETPROPERTIES
12711 STARTENV
12712 STOPREV
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AIC MIME
MIME
image/jpeg MIME
MIME

. Recognized Content Type

7-2

P.7-12
p.7-43 AIC MIME
7-2
ID
12621 image/gif
12622 2 image/png
126230 image/tiff
12623 1 image/tiff
12623 2 image/tiff
126240 image/x-3ds
12624 1 image/x-3ds
12624 2 image/x-3ds
12626 0 image/x-portable-bitmap
12626 1 image/x-portable-bitmap
12626 2 image/x-portable-bitmap
126270 image/x-portable-graymap
12627 1 image/x-portable-graymap
12627 2 image/x-portable-graymap
126280 image/jpeg
12628 1 image/jpeg
12628 2 image/jpeg
126290 image/cgf
12629 1 image/cgf
126310 image/x-xpm
126311 image/x-xpm
126330 audio/midi
126331 audio/midi
12633 2 audio/midi
126340 audio/basic
126341 audio/basic
12634 2 audio/basic
126350 audio/mpeg
126351 audio/mpeg
12635 2 audio/mpeg
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7-2

ID
12636 0 audio/x-adpcm
12636 1 audio/x-adpcm
12636 2 audio/x-adpcm
12637 0 audio/x-aiff
12637 1 audio/x-aiff
12637 2 audio/x-aiff
126380 audio/x-ogg
12638 1 audio/x-ogg
12638 2 audio/x-ogg
126390 audio/x-wav
12639 1 audio/x-wav
12639 2 audio/x-wav
126410 text/html
12641 1 text/html
126412 text/html
12642 0 text/css
12642 1 text/css
126430 text/plain
12643 1 text/plain
12644 0 text/plain
12644 1 text/richtext
126450 text/sgml
12645 1 text/sgml
12645 2 text/sgml
12646 0 text/xml
12646 1 text/xml
12646 2 text/xml
12648 0 video/flc
12648 1 video/flc
12648 2 video/flc
12649 0 video/mpeg
12649 1 video/mpeg
12649 2 video/mpeg
12650 0 text/xmced
12650 1 text/xmcd
126510 video/quicktime
126511 video/quicktime
12651 2 video/quicktime
12652 0 video/sgi
12652 1 video/sgi
126530 video/x-avi
12653 1 video/x-avi
12654 0 video/x-fli
12654 1 video/x-fli
12654 2 video/x-fli
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7-2
ID

126550 video/x-mng
12655 1 video/x-mng
12655 2 video/x-mng
12656 0 application/x-msvideo
12656 1 application/x-msvideo
12656 2 application/x-msvideo
12658 0 application/ms-word
12658 1 application/ms-word
12659 0 application/octet-stream
12659 1 application/octet-stream
12660 0 application/postscript
12660 1 application/postscript
12660 2 application/postscript
126610 application/vnd.ms-excel
12661 1 application/vnd.ms-excel
12662 0 application/vnd.ms-powerpoint
12662 1 application/vnd.ms-powerpoint
12663 0 application/zip
12663 1 application/zip
12663 2 application/zip
12664 0 application/x-gzip
12664 1 application/x-gzip
12664 2 application/x-gzip
12665 0 application/x-java-archive
12665 1 application/x-java-archive
12666 0 application/x-java-vm
12666 1 application/x-java-vm
12667 0 application/pdf
12667 1 application/pdf
12667 2 application/pdf
12668 0 unknown
12668 1 unknown
12669 0 image/x-bitmap
12669 1 image/x-bitmap
126730
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AIC

AIC FTP

Define Transfer Encoding

Recognized Transfer Encodings

J Chunked
Transfer Encoding Error
7-3
p.7-12
7-3
ID

12686 Recognized Transfer Encoding
12687 Define Transfer Encoding Deflate
12688 Define Transfer Encoding Identity
12689 Define Transfer Encoding Compress
12690 Define Transfer Encoding GZIP
12693 Define Transfer Encoding Chunked
12694 Chunked Transfer Encoding Error

7-4 FTP FTP

p.7-12
7-4  FTP
ID FTP
12900 FTP
12901 FTP abor
12902 FTP acct
12903 FTP allo
12904 FTP appe
12905 FTP cdup
12906 FTP cwd
12907 FTP dele
12908 FTP help
12909 FTP list
12910 FTP mkd
12911 FTP mode
12912 FTP nlst
12913 FTP noop
12914 FTP pass
12915 FTP pasv
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7-4 FTP
ID FTP
12916 FTP port
12917 FTP pwd
12918 FTP quit
12919 FTP rein
12920 FTP rest
12921 FTP retr
12922 FTP rmd
12923 FTP rnfr
12924 FTP rnto
12925 FTP site
12926 FTP smnt
12927 FTP stat
12928 FTP stor
12929 FTP stou
12930 FTP stru
12931 FTP syst
12932 FTP type
12933 FTP user
IP
IP IP
IP
. p.7-23
e IP p.7-24
e IP P.7-24
e IP pP.7-25
IP
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IP

IP

7-5 IP
IP Normalizer

1200 IP Fragmentation Buffer Full

10000

1201 IP Fragment Overlap

1202 IP Fragment Overrun - Datagram Too Long

65536

1203 IP Fragment Overwrite - Data is Overwritten

1204 1P Fragment Missing Initial Fragment

1205 IP Fragment Too Many Datagrams

1000

1206 IP Fragment Too Small

400

1207 IP Fragment Too Many Datagrams

170

1208 IP Fragment Incomplete Datagram

60

1220 Jolt2 Fragment Reassembly DoS attack

1225 Fragment Flags Invalid

sensor# configure terminal
sensor (config)# service signature-definition sig0

IP ID

sensor (config-sig) # signatures 1200 0

sensor (config-sig-sig)# engine normalizer

CLI

sensor (config-sig-sig-nor)# edit-default-sigs-only default-signatures-only
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1200

sensor (config-sig-sig-nor-def) # specify-max-fragments yes
sensor (config-sig-sig-nor-def-yes)# max-fragments 20000

sensor (config-sig-sig-nor-def-yes)# show settings
ves

max-fragments: 20000 default: 10000

sensor (config-sig-sig-nor-def-yes) #

sensor (config-sig-sig-nor-def-yes)# exit
sensor (config-sig-sig-nor-def) # exit
sensor (config-sig-sig-nor) # exit

sensor (config-sig-sig) # exit

sensor (config-sig) # exit

Apply Changes:?[yes]:

9 Enter no

fragment-reassembly
NT

e ip-reassemble-mode

nt Windows

solaris  Solaris

linux GNU/Linux

bsd BSD UNIX
nt

1 CLI
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sensor# configure terminal
sensor (config)# service signature-definition sig0
sensor (config-sig) # fragment-reassembly

IP

sensor (config-sig-fra)# ip-reassemble-mode linux

sensor (config-sig-fra)# show settings
fragment-reassembly

ip-reassemble-mode: linux default: nt

sensor (config-sig-fra)#

sensor (config-sig-fra)# exit
sensor (config-sig)# exit
Apply Changes:?[yes]:

Enter no
TCP
TCP TCP
. P.7-26
e TCP p.7-27
e TCP P.7-28
e TCP P.7-29
3 TCP
TCP
TCP TCP
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TCP

7-6 TCP TCP

TCP Normalizer

7-6 TCP

TCP

1300 TCP Segment Overwrite

1301 TCP Session Inactivity Timeout

tcp-idle-timeout 3600

1302 TCP Session Embryonic Timeout

tcp-embryonic-timeout 15

1303 TCP Session Closing Timeout

tcp-closed-timeout 5

1304 TCP Session Packet Queue Overflow

tcp-max-queue 32

1305 TCP Urgent Flag Set

1306 0 TCP Option Others

1306 1 TCP SACK Allowed Option
1306 2 TCP SACK Data Option
1306 3 TCP Timestamp Option
1306 4 TCP Window Scale Option
1306 5 TCP MSS Option

tcp-option-number 6-7,9-255

1307 TCP Window Size Variation

1308 TTL Evasion

1309 TCP Reserved Flags Set

1310 TCP Retransmit Data Different

1311 TCP Packet Exceeds MSS

1312 TCP MSS Below Minimum

tcp-min-mss 400

1313 TCP MSS Exceed Maximum

tcp-max-mss 1460

1314 TCP SYN Packet with Data

1330 0 TCP Drop - Bad Checksum

1330 1 TCP Drop - Bad TCP Flags

1330 2 TCP Drop - Urgent Pointer Without Flag
1330 3 TCP Drop - Bad Option List

1330 4 TCP Drop - Bad Option Length

1330 5 TCP Drop - MSS Option in Non-SYN
1330 6 TCP Drop - WinScale Option in Non-SYN
1330 7 TCP Drop - Bad WinScale Option Value
1330 8 TCP Drop - Bad SACK Allow

1330 9 TCP Drop - Data in SYNJACK

1330 10 TCP Drop - Data Past FIN

1330 11 TCP Drop - Timestamp not Allowed
1330 12 TCP Drop - Segment Out of Order

1330 13 TCP Drop - Invalid TCP Packet

1330 14 TCP Drop - RST or SYN in window
1330 15 TCP Drop - Segment Already ACKed by Peer
1330 16 TCP Drop - PAWS Check Failed

1330 17 TCP Drop - Segment out of State Order
1330 18 TCP Drop - Segment out of Window

3050 Half Open SYN Attack

syn-flood-max-embryonic 5000
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|
7-6 TCP

TCP

3250 TCP Hijack max-old-ack 200

3251 TCP Hijack Simplex Mode max-old-ack 100

1. Normalizer TCP
Normalizer IPS
TCP
TCP
TCP

1 CLI
2

sensor# configure terminal

sensor (config)# service signature-definition sig0
3 TCP 1D 1D

sensor (config-sig) # signatures 1313 0
4

sensor (config-sig-sig)# engine normalizer
5

sensor (config-sig-sig-nor)# edit-default-sigs-only default-signatures-only
6 1313 MSS

sensor (config-sig-sig-nor-def)# specify-tcp-max-mss yes

sensor (config-sig-sig-nor-def-yes)# tcp-max-mss 1380

S

1460 1380 VPN

7

sensor (config-sig-sig-nor-def-yes)# show settings
ves

tcp-max-mss: 1380 default: 1460

sensor (config-sig-sig-nor-def-yes) #
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sensor (config-sig-sig-nor-def-yes)# exit
sensor (config-sig-sig-nor-def)# exit
sensor (config-sig-sig-nor)# exit

sensor (config-sig-sig) # exit

sensor (config-sig)# exit

Apply Changes:?[yes]:

9 Enter no

TCP

TCP
stream-reassembly

e tcp-3-way-handshake-required [true | false] 3

true
e tcp-reassembly-mode TCP
strict
loose
asym

strict

TCP

TCP

1 CLI
2 TCP

sensor# configure terminal
sensor (config)# service signature-definition sig0
sensor (config-sig) # stream-reassembly

sensor (config-sig-str)# tcp-3-way-handshake-required true

4 TCP

sensor (config-sig-str)# tcp-reassembly-mode strict
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sensor (config-sig-str)# show settings

stream-reassembly

tcp-3-way-handshake-required: true default: true
tcp-reassembly-mode: strict default: strict

sensor (config-sig-str) #

6 TCP

sensor (config-sig-str)# exit
sensor (config-sig)# exit
Apply Changes:?[yes]:

7 Enter

e ip-log-bytes

0 2147483647
e ip-log-packets

0 65535
e ip-log-time

30 300

no

ip-log

30

2 IP

sensor# configure terminal

CLI

sensor (config)# service signature-definition sig0

sensor (config-sig)# ip-log
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3 IP
a.
sensor (config-sig-ip)# ip-log-bytes 200000
b.
sensor (config-sig-ip)# ip-log-packets 150
C.
sensor (config-sig-ip)# ip-log-time 60
4

sensor (config-sig-ip) # show settings
ip-log
ip-log-packets: 150 default: 0
ip-log-time: 60 default: 30
ip-log-bytes: 200000 default: 0

sensor (config-sig-ip) #

5 IP

sensor (config-sig-ip)# exit
sensor (config-sig) # exit
Apply Changes:?[yes]:

6 Enter no
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|
. p.7-32
e String TCP pP.7-32
e Service HTTP P.7-36
¢ MEG P.7-39
1
2
. ID
. ID
3
1
4
5
6
String TCP
String ICMP TCP UDP
String
String ICMP  String TCP String UDP 3 String
String TCP
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String UDP String ICMP

String TCP

e default

e direction
from-service
to-service

e event-action

deny-attacker-inline

deny-attacker-service-pair-inline

deny-attacker-victim-pair-inline /
deny-connection-inline TCP

deny-packet-inline

log-attacker-packets IP

produce-alert

log-pair-packets IP
produce-alert

log-victim-packets IP
produce-alert

produce-alert
produce-verbose-alert

produce-alert
request-block-connection ARC
request-block-host ARC

request-rate-limit ARC

request-snmp-trap SNMP
produce-alert
SNMP

reset-tcp-connection TCP TCP Reset
TCP Connection TCP

modify-packet-inline

®* no

* regex-string TCP
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e service-ports

0 65535 a-b[,c-d] 0 65535
2

e specify-exact-match-offset [yes | no]
e specify-min-match-length [yes | no]
e strip-telnet-options Telnet

e swap-attacker-victim [true | false]

String TCP

CLI

sensor# configure terminal
sensor (config)# service signature-definition sig0

1D 1D
sensor (config-sig) # signatures 60025 0

60000 65000

sensor (config-sig-sig)# sig-description

sensor (config-sig-sig-sig) # sig-name This is my new name

sig-comment

sensor (config-sig-sig-sig) # exit

String TCP

sensor (config-sig-sig)# engine string-tcp

sensor (config-sig-sig-str)# service-ports 23
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9

sensor (config-sig-sig-str)# direction to-service
10 TCP

sensor (config-sig-sig-str)# regex-string This-is-my-new-Sig-regex
11 event-action

produce-alert

12 String TCP

¢ specify-exact-match-offset

e specify-min-match-length

e strip-telnet-options

e swap-attacker-victim
13

sensor (config-sig-sig-str)# show settings
string-tcp
event-action: produce-alert <defaulted>
strip-telnet-options: false <defaulted>
specify-min-match-length

regex-string: This-is-my-new-Sig-regex
service-ports: 23

direction: to-service default: to-service
specify-exact-match-offset

swap-attacker-victim: false <defaulted>

sensor (config-sig-sig-str)#
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14

sensor (config-sig-sig-str)# exit
sensor (config-sig-sig) # exit
sensor (config-sig) # exit

Apply Changes:?[yes]:

15 Enter no

Service HTTP

Service HTTP
HTTP

Service HTTP

Web
HTTP
Web
HTTP ASCII HTTP
ASCII
HTTP
Web

Service HTTP
Microsoft I1S Web

Service HTTP
Service HTTP

e de-obfuscate [true | false]
e default
* event-action

deny-attacker-inline

deny-attacker-service-pair-inline

deny-attacker-victim-pair-inline /
deny-connection-inline TCP

deny-packet-inline

log-attacker-packets IP
produce-alert
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||
log-pair-packets IP
produce-alert
log-victim-packets IP
produce-alert
produce-alert
produce-verbose-alert
produce-alert
request-block-connection ARC
request-block-host ARC
request-rate-limit ARC
request-snmp-trap SNMP
produce-alert
SNMP
reset-tcp-connection TCP TCP Reset
TCP Connection TCP
modify-packet-inline
e max-field-sizes
specify-max-arg-field-length [yes | no] max-arg-field-length
specify-max-header-field-length [yes | no] max-header-field-length
specify-max-request-length [yes | no] max-request-length
specify-max-uri-field-length [yes | no] max-uri-field-length
* no
* regex
specify-arg-name-regex arg-name-regex
specify-header-regex header-regex
specify-request-regex request-regex
specify-uri-regex uri-regex
e service-ports
e swap-attacker-victim [true | false]
false

Service HTTP
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10

CLI

sensor# configure terminal
sensor (config)# service signature-definition sig0

1D 1D
sensor (config-sig) # signatures 63000 O

60000 65000

sensor (config-sig-sig)# sig-description
sensor (config-sig-sig-sig) # sig-name myWebSig

sensor (config-sig-sig-sig)# alert-traits 2

0 65535

sensor (config-sig-sig-sig) # exit

sensor (config-sig-sig)# alert-frequency

sensor (config-sig-sig-ale) # summary-mode fire-all

sensor (config-sig-sig-ale-fir)# summary-key Axxx

sensor (config-sig-sig-ale-fir)# specify-summary-threshold yes
sensor (config-sig-sig-ale-fir-yes)# summary-threshold 200

sensor (config-sig-sig-ale-fir-yes)# exit
sensor (config-sig-sig-ale-fir)# exit
sensor (config-sig-sig-ale) # exit

sensor (config-sig-sig)# engine service-http
sensor (config-sig-sig-ser)# de-obfuscate true

Cisco Intrusion Prevention System Sensor 5.1
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11

sensor (config-sig-sig)# engine service-http
sensor (config-sig-sig-ser)# regex
sensor (config-sig-sig-ser-reg)# specify-uri-regex yes

sensor (config-sig-sig-ser-reg-yes)# uri-regex [Mm] [Yy] [F£] [Oo] [Oo]

12

sensor (config-sig-sig-ser-reg-yes)# exit
sensor (config-sig-sig-ser-reg-)# exit

13 WEBPORTS

sensor (config-sig-sig-ser)# service-ports $WEBPORTS

14

sensor (config-sig-sig-ser)# exit
sensor (config-sig-sig) # exit
sensor (config-sig) # exit

Apply Changes:?[yes]:

15 Enter no
MEG
Meta
Meta 1 Meta
Meta
SEAP Meta SEAP minimum hits
Meta
SEAP P.6-2
Signature Event Action Processor
Meta
Meta MEG
N
Meta
Meta P.B-14
Meta

[ oL-8676-01-J
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Meta

e component-list Meta

edit

insert namel

move

begin

end

inactive

before

after
e component-count
e component-sig-id ID
e component-subsig-id ID
e component-list-in-order [true | false]
* event-action

deny-attacker-inline

deny-attacker-service-pair-inline

deny-attacker-victim-pair-inline /
deny-connection-inline TCP

deny-packet-inline

log-attacker-packets IP

produce-alert

log-pair-packets IP
produce-alert

log-victim-packets IP
produce-alert

produce-alert

produce-verbose-alert
produce-alert

request-block-connection ARC
request-block-host ARC
request-rate-limit ARC

request-snmp-trap SNMP
produce-alert
SNMP
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reset-tcp-connection TCP TCP Reset
TCP Connection TCP

modify-packet-inline

e meta-key Meta
AaBb
AXBX
AXXX
XXBX

¢ meta-reset-interval Meta

0 3600 60
S
64000 0 2000
0 3000 0
AXXX XXBx
Meta MEG
1 CLI
2
sensor# configure terminal
sensor (config)# service signature-definition sig0
3 ID 1D
sensor (config-sig)# signatures 64000 O
60000 65000
4
sensor (config-sig-sig)# engine meta
5 MEG cl
sensor (config-sig-sig-met)# component-list insert cl begin
6 1D
sensor (config-sig-sig-met-com)# component-sig-id 2000
7

sensor (config-sig-sig-met-com) # exit

Cisco Intrusion Prevention System Sensor 5.1
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8 MEG c2

sensor (config-sig-sig-met)# component-list insert c2 end

9 ID

sensor (config-sig-sig-met-com)# component-sig-id 3000

10

sensor (config-sig-sig-met-com) # exit
sensor (config-sig-sig-met)# show settings
meta
event-action: produce-alert <defaulted>
meta-reset-interval: 60 <defaulted>
component-list (min: 1, max: 8, current: 2 - 2 active, 0 inactive)

component-sig-id: 2000
component-subsig-id: 0 <defaulted>
component-count: 1 <defaulted>

component-sig-id: 3000
component-subsig-id: 0 <defaulted>
component-count: 1 <defaulted>

unique-victims: 1 <defaulted>

component-list-in-order: false <defaulted>

sensor (config-sig-sig-met) #

11

sensor (config-sig-sig-met) # exit
sensor (config-sig-sig) # exit
sensor (config-sig) # exit

Apply Changes:?[yes]:

12 Enter no
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AIC MIME
AIC MIME

e event-action

deny-attacker-inline

deny-attacker-service-pair-inline

deny-attacker-victim-pair-inline /
deny-connection-inline TCP

deny-packet-inline

log-attacker-packets IP

produce-alert

log-pair-packets IP
produce-alert

log-victim-packets IP
produce-alert

produce-alert

produce-verbose-alert
produce-alert

request-block-connection ARC
request-block-host ARC
request-rate-limit ARC

request-snmp-trap SNMP
produce-alert
SNMP

reset-tcp-connection TCP TCP Reset
TCP Connection TCP

modify-packet-inline

* no

e signature-type
content-types
define-web-traffic-policy Web
max-outstanding-requests-overrun HTTP
msg-body-pattern

request-methods
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transfer-encodings

MIME

CLI

sensor# configure terminal

sensor (config)# service signature-definition sig0

sensor (config-sig) # signatures 60001 0

sensor (config-sig-sig)# engine application-policy-enforcement-http

sensor (config-sig-sig-app) # event-action produce-alert|log-pair-packets
sensor (config-sig-sig-app) # signature-type content-type define-content-type
sensor (config-sig-sig-app-def)# name MyContent

sensor (config-sig-sig-app-def)# show settings
-> define-content-type

name: MyContent
*---> content-type-details

sensor (config-sig-sig-app-def) #

sensor (config-sig-sig-app-def)# exit
sensor (config-sig-sig-app) # exit
sensor (config-sig-sig) # exit

sensor (config-sig) # exit

Apply Changes:?[yes]:

Enter no
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IP

IP
e |IP p.8-2
N IP p.8-3
. IP IP P.8-5
o IP p.8-7
e IP P.8-9
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IP

IP IP
IP IP
IP
IP
IP IP
IP
A
IP no iplog
IP IP IP
IP
IP libpcap Ethereal  tcpdump
S
IP
IP IP IP 1
IP IP
IP ID
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IP

IP
ip-log-bytes number

e ip-log-packets
0 65535
e ip-log-time
0 65535
e ip-log-bytes
0 2147483647

ip-log-packets number ip-log-time number

30

default

e |og-attacker-packets
e |og-victim-packets

¢ log-pair-packets

CLI

6
IP

1
2 IP

sensor# configure terminal

sensor (config)# service signature-definition sig0

sensor (config-sig)# ip-log
3

sensor (config-sig-ip)# ip-log-packets 200
4

sensor (config-sig-ip)# ip-log-time 60
5

sensor (config-sig-ip)# ip-log-bytes 5024
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sensor (config-sig-ip) # show settings
ip-log
ip-log-packets: 200 default: 0
ip-log-time: 60 default: 30
ip-log-bytes: 5024 default: 0

sensor (config-sig-ip) #

IP

sensor (config-sig-ip) # exit
sensor (config-sig) # exit
Apply Changes?: [yes]:

Enter no
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IP IP

IP

IP

iplog name

ip-address [duration minutes] [packets numPackets] [bytes numBytes]

® name

N

IPS 5.0 0 1
e ip-address IP IP
e minutes
1 60 10
e numPackets
0 4294967295 1000
* numBytes
0 4294967295 0
S
minutes numPackets numBytes 3
2
5 1000
2 1000
IP IP pP.8-7 IP
IP
P.8-3 IP IP
P.8-9 IP
IP 3
1 CLI
2 IP IP
sensor# iplog vs0 10.16.0.0 duration 5
Logging started for virtual sensor vs0O, IP address 10.16.0.0, Log ID 1
Warning: IP Logging will affect system performance.
sensor#
10.16.0.0 IP 5
S
ID
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iplog-status IP

sensor# iplog-status

Log ID: 1

IP Address 1: 10.16.0.0
Virtual Sensor: vs0
Status: added
Event ID: 0

Bytes Captured: 0

Packets Captured: 0

sensor#

s
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IP

started added no iplog
[log-id log-id | name name]

added IP no iplog IP added
IP
IP
A
no iplog IP IP
e Jlog-id ID ID iplog-status
* name

IPS 5.0 0 1
1 IP
1 CLI
2 IP
a. iplog-status ID
sensor# iplog-status
Log ID: 1
IP Address 1: 10.16.0.0
Virtual Sensor: vs0
Status: added
Event ID: 0
Bytes Captured: 0
Packets Captured: 0
sensor#

A Y

b. IP

sensor# no iplog log-id 137857512
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8-8

IP

sensor# no iplog name vsO

IP

sensor# iplog-status

Log ID: 1

IP Address 1: 10.16.0.0
Virtual Sensor: vs0
Status: completed
Event ID: 0

Bytes Captured: 0

Packets Captured: 0

sensor#

Cisco Intrusion Prevention System Sensor 5.1
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IP

IP FTP SCP Ethereal  tcpdump
copy iplog log-id destination-url

e Jlog-id ID ID iplog-status
e destination-url URL

URL
e ftp: FTP URL

ftp:[//[username@] location]/relativeDirectory]/filename

ftp:[//[username@]location]//absoluteDirectory]/filename
e scp: SCP URL

scp:[//[username@] location]/relativeDirectory]/filename

scp:[//[username@] location]//absoluteDirectory]/filename

FTP SCP
IP FTP SCP
CLI
ID completed iplog-status
IP
sensor# iplog-status
Log ID: 2425
IP Address: 10.1.1.2
Virtual Sensor: vs0
Status: started
Start Time: 2003/07/30 18:24:18 2002/07/30 12:24:18 CST
Packets Captured: 1039438
Log ID: 2342
IP Address: 10.2.3.1
Virtual Sensor: vs0
Status: completed
Event ID: 209348
Start Time: 2003/07/30 18:24:18 2002/07/30 12:24:18 CST
End Time: 2003/07/30 18:34:18 2002/07/30 12:34:18 CST
sensor#
IP FTP SCP

sensor# copy iplog 2342 ftp://root@l1l0.16.0.0/user/iplogl

Password: ******** Connected to 10.16.0.0 (10.16.0.0). 220 linux.machine.com FTP
server (Version wu-2.6.0(1) Mon Feb 28 10:30 :36 EST 2000) ready. ftp> user (username)
root 331 Password required for root. Password:230 User root logged in. ftp> 200 Type
set to I. ftp> put iplog.8518.tmp iplogl local: iplog.8518.tmp remote: iplogl 227
Entering Passive Mode (2,4,6,8,179,125) 150 Opening BINARY mode data connection for
iplogl. 226 Transfer complete. 30650 bytes sent in 0.00246 secs (1.2e+04 Kbytes/sec)
ftp>
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4 Ethereal tcpdump IP
Ethereal http://www.ethereal.com
http://www.tcpdump.org/
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. pP.9-2

. P.9-3

. P.9-6
. P.9-8

. P.9-9
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packet

packet display

packet capture
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packet display interface-name
[snaplen length] [count count] [verbose] [expression expression]

Ctrl+C

¢ interface-name
e snaplen

68 1600 0 0
e count

1 10000

Y

e verbose 1
e expression

tcpdump tcpdump

N

tcpdump  man

e file-info
File-info
Captured by: user:id, Cmd: cliCmd
Start: yyyy/mm/dd hh:mm:ss zone, End: yyyy/mm/dd hh:mm:ss zone or in-progress

user =
id= CLIID
cliCmd =

A

packet display
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GigabitEthernet0/1

sensor# packet display GigabitEthernet0/1
Warning: This command will cause significant performance degradation

tepdump: listening on ge0O_1, link-type EN10OMB (Ethernet), capture size 65535 bytes
03:43:05.691883 IP (tos 0x10, ttl 64, id 55460, offset 0, flags [DF], length: 100)
10.89.147.31.22 > 10.89.147.50.41805: P [tcp sum ok] 4233955485:4233955533(48) ack
1495691730 win 8576 <nop,nop,timestamp 44085169 226014949>

03:43:05.691975 IP (tos 0x10, ttl 64, id 55461, offset 0, flags [DF], length: 164)
10.89.147.31.22 > 10.89.147.50.41805: P [tcp sum ok] 48:160(112) ack 1 win 8576
<nop,nop, timestamp 44085169 226014949>

03:43:05.691998 IP (tos 0x10, ttl 64, id 53735, offset 0, flags [DF], length: 52)
10.89.147.50.41805 > 10.89.147.31.22: [tcp sum ok] 1:1(0) ack 48 win 11704
<nop,nop, timestamp 226014949 44085169>

03:43:05.693165 IP (tos 0x10, ttl 64, id 53736, offset 0, flags [DF], length: 52)
10.89.147.50.41805 > 10.89.147.31.22: [tcp sum ok] 1:1(0) ack 160 win 11704
<nop,nop, timestamp 226014949 44085169>

03:43:05.693351 IP (tos 0x10, ttl 64, id 55462, offset 0, flags [DF], length: 316)
10.89.147.31.22 > 10.89.147.50.41805: P [tcp sum ok] 160:424(264) ack 1 win 8576
<nop,nop, timestamp 44085169 226014949>

03:43:05.693493 IP (tos 0x10, ttl 64, id 55463, offset 0, flags [DF], length: 292)
10.89.147.31.22 > 10.89.147.50.41805: P [tcp sum ok] 424:664(240) ack 1 win 8576
<nop,nop, timestamp 44085169 226014949>

03:43:05.693612 IP (tos 0x10, ttl 64, id 55464, offset 0, flags [DF], length: 292)
10.89.147.31.22 > 10.89.147.50.41805: P [tcp sum ok] 664:904(240) ack 1 win 8576
<nop,nop, timestamp 44085169 226014949>

03:43:05.693628 IP (tos 0x10, ttl 64, id 53737, offset 0, flags [DF], length: 52)
10.89.147.50.41805 > 10.89.147.31.22: [tcp sum ok] 1:1(0) ack 424 win 11704
<nop,nop, timestamp 226014949 44085169>

03:43:05.693654 IP (tos 0x10, ttl 64, id 53738, offset 0, flags [DF], length: 52)
10.89.147.50.41805 > 10.89.147.31.22: [tcp sum ok] 1:1(0) ack 664 win 11704
<nop,nop, timestamp 226014949 44085169>

03:43:05.693926 IP (tos 0x10, ttl 64, id 55465, offset 0, flags [DF], length: 292)
10.89.147.31.22 > 10.89.147.50.41805: P [tcp sum ok] 904:1144(240) ack 1 win 8576
<nop,nop, timestamp 44085169 226014949>

03:43:05.694043 IP (tos 0x10, ttl 64, id 55466, offset 0, flags [DF], length: 292)
10.89.147.31.22 > 10.89.147.50.41805: P [tcp sum ok] 1144:1384(240) ack 1 win 8576
<nop,nop, timestamp 44085169 226014949>

03:43:05.694163 IP (tos 0x10, ttl 64, id 55467, offset 0, flags [DF], length: 292)
10.89.147.31.22 > 10.89.147.50.41805: P [tcp sum ok] 1384:1624(240) ack 1 win 8576
<nop,nop, timestamp 44085169 226014949>

03:43:05.694209 IP (tos 0x10, ttl 64, id 53739, offset 0, flags [DF], length: 52)
10.89.147.50.41805 > 10.89.147.31.22: [tcp sum ok] 1:1(0) ack 1384 win 11704
<nop,nop, timestamp 226014950 44085169>

03:43:05.694283 IP (tos 0x10, ttl 64, id 55468, offset 0, flags [DF], length: 292)
10.89.147.31.22 > 10.89.147.50.41805: P [tcp sum ok] 1624:1864(240) ack 1 win 8576
<nop,nop, timestamp 44085169 226014950>

03:43:05.694402 IP (tos 0x10, ttl 64, id 55469, offset 0, flags [DF], length: 292)
10.89.147.31.22 > 10.89.147.50.41805: P [tcp sum ok] 1864:2104(240) ack 1 win 8576
<nop,nop, timestamp 44085169 226014950>

03:43:05.694521 IP (tos 0x10, ttl 64, id 55470, offset 0, flags [DF], length: 292)
10.89.147.31.22 > 10.89.147.50.41805: P [tcp sum ok] 2104:2344(240) ack 1 win 8576
<nop,nop, timestamp 44085169 226014950>

03:43:05.694690 IP (tos 0x10, ttl 64, id 53740, offset 0, flags [DF], length: 52)
10.89.147.50.41805 > 10.89.147.31.22: [tcp sum ok] 1:1(0) ack 2344 win 11704
<nop,nop, timestamp 226014950 44085169>

03:43:05.694808 IP (tos 0x10, ttl 64, id 55471, offset 0, flags [DF], length: 300)
10.89.147.31.22 > 10.89.147.50.41805: P [tcp sum ok] 2344:2592(248) ack 1 win 8576

<nop,nop, timestamp 44085169 226014950>
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3 expression TCP

N

tcpdump  man tcp udp
icmp 2 \\

sensor# packet display GigabitEthernet0/l1 verbose expression ip proto \\tcp
Warning: This command will cause significant performance degradation

tecpdump: listening on ge0O_1, link-type EN1OMB (Ethernet), capture size 65535 bytes
03:42:02.509738 IP (tos 0x10, ttl 64, id 27743, offset 0, flags [DF], length: 88)
10.89.147.31.22 > 64.101.182.54.47039: P [tcp sum ok] 3449098782:3449098830(48) ack
3009767154 win 8704

03:42:02.509834 IP (tos 0x10, ttl 64, id 27744, offset 0, flags [DF], length: 152)
10.89.147.31.22 > 64.101.182.54.47039: P [tcp sum ok] 48:160(112) ack 1 win 8704
03:42:02.510248 IP (tos 0x0, ttl 252, id 55922, offset 0, flags [none], length: 40)
64.101.182.54.47039 > 10.89.147.31.22: . [tcp sum ok] 1:1(0) ack 160 win 8760
03:42:02.511262 IP (tos 0x10, ttl 64, id 27745, offset 0, flags [DF], length: 264)
10.89.147.31.22 > 64.101.182.54.47039: P [tcp sum ok] 160:384(224) ack 1 win 8704
03:42:02.511408 IP (tos 0x10, ttl 64, id 27746, offset 0, flags [DF], length: 248)
10.89.147.31.22 > 64.101.182.54.47039: P [tcp sum ok] 384:592(208) ack 1 win 8704
03:42:02.511545 IP (tos 0x10, ttl 64, id 27747, offset 0, flags [DF], length: 240)
10.89.147.31.22 > 64.101.182.54.47039: P [tcp sum ok] 592:792(200) ack 1 win 8704

sensor# packet display file-info

Captured by: cisco:25579, Cmd: packet capture GigabitEthernet0/1
Start: 2003/02/03 02:56:48 UTC, End: 2003/02/03 02:56:51 UTC
sensor#
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packet capture interface-name [snaplen
length] [count count] [expression expression]

packet capture 1 2

A

packet capture

packet capture libpcap

packet display packet-file [verbose] [expression expression]

packet display
file-info

e interface-name

e snaplen
68 1600 0
e count
1 10000
Y
e expression
tcpdump tcpdump

N

Ethereal man

e file-info
File-info
Captured by: user:id, Cmd: cliCmd
Start; yyyy/mm/dd hh:mm:ss zone, End: yyyy/mm/dd hh:mm:ss zone or in-progress

user =
id = CLI'ID
cliCmd =

e verbose 1
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1
2 GigabitEthernet0/1
sensor# packet capture GigabitEthernet0/1
Warning: This command will cause significant performance degradation
tecpdump: WARNING: geO_1: no IPv4 address assigned
tecpdump: listening on ge0O_1, link-type EN1OMB (Ethernet), capture size 65535 bytes
125 packets captured
126 packets received by filter
0 packets dropped by kernel
3

sensor# packet display packet-file

reading from file /usr/cids/idsRoot/var/packet-file, link-type EN1OMB (Ethernet)
03:03:13.216768 802.1d config TOP_CHANGE 8000.00:04:9a:66:35:01.8025 root 8000.0
0:04:6d:£9:e8:82 pathcost 8 age 2 max 20 hello 2 fdelay 15

03:03:13.232881 IP 64.101.182.244.1978 > 10.89.130.108.23: . ack 3266153791 win

64328

03:03:13.232895 IP 10.89.130.108.23 > 64.101.182.244.1978: P 1:157(156) ack 0 wi
n 5840

03:03:13.433136 IP 64.101.182.244.1978 > 10.89.130.108.23: . ack 157 win 65535

03:03:13.518335 IP 10.89.130.134.42342 > 255.255.255.255.42342: UDP, length: 76
03:03:15.218814 802.1d config TOP_CHANGE 8000.00:04:9a:66:35:01.8025 root 8000.0
0:04:6d:£9:e8:82 pathcost 8 age 2 max 20 hello 2 fdelay 15

03:03:15.546866 IP 64.101.182.244.1978 > 10.89.130.108.23: P 0:2(2) ack 157 win
65535

03:03:15.546923 IP 10.89.130.108.23 > 64.101.182.244.1978: P 157:159(2) ack 2 wi
n 5840

03:03:15.736377 IP 64.101.182.244.1978 > 10.89.130.108.23: . ack 159 win 65533
03:03:17.219612 802.1d config TOP_CHANGE 8000.00:04:9a:66:35:01.8025 root 8000.0
0:04:6d:£9:e8:82 pathcost 8 age 2 max 20 hello 2 fdelay 15

03:03:19.218535 802.1d config TOP_CHANGE 8000.00:04:9a:66:35:01.8025 root 8000.0
0:04:6d:£9:e8:82 pathcost 8 age 2 max 20 hello 2 fdelay 15

03:03:19.843658 IP 64.101.182.143.3262 > 10.89.130.23.445: P 3749577803:37495778
56 (53) ack 3040953472 win 64407

03:03:20.174835 IP 161.44.55.250.1720 > 10.89.130.60.445: S 3147454533:314745453
3(0) win 65520 <mss 1260, nop, nop, sackOK>

03:03:21.219958 802.1d config TOP_CHANGE 8000.00:04:9a:66:35:01.8025 root 8000.0
0:04:6d:£9:e8:82 pathcost 8 age 2 max 20 hello 2 fdelay 15

03:03:21.508907 IP 161.44.55.250.1809 > 10.89.130.61.445: S 3152179859:315217985
9(0) win 65520 <mss 1260, nop,nop, sackOK>

03:03:23.221004 802.1d config TOP_CHANGE 8000.00:04:9a:66:35:01.8025 root 8000.0
0:04:6d:£9:e8:82 pathcost 8 age 2 max 20 hello 2 fdelay 15

03:03:23.688099 IP 161.44.55.250.1975 > 10.89.130.63.445: S 3160484670:316048467
0(0) win 65520 <mss 1260, nop,nop, sackOK>

03:03:25.219054 802.1d config TOP_CHANGE 8000.00:04:9a:66:35:01.8025 root 8000.0
0:04:6d:£9:e8:82 pathcost 8 age 2 max 20 hello 2 fdelay 15

03:03:25.846552 IP 172.20.12.10.2984 > 10.89.130.127.445: S 1345848756:134584875
6(0) win 64240 <mss 1460, nop,nop, sackOK>

03:03:26.195342 IP 161.44.55.250.2178 > 10.89.130.65.445: S 3170518052:317051805
2(0) win 65520 <mss 1260, nop,nop, sackOK>

03:03:27.222725 802.1d config TOP_CHANGE 8000.00:04:9a:66:35:01.8025 root 8000.0
0:04:6d:£9:e8:82 pathcost 8 age 2 max 20 hello 2 fdelay 15

03:03:27.299178 IP 161.44.55.250.2269 > 10.89.130.66.445: S 3174717959:317471795
9(0) win 65520 <mss 1260, nop,nop, sackOK>

03:03:27.308798 arp who-has 161.44.55.250 tell 10.89.130.66

03:03:28.383028 IP 161.44.55.250.2349 > 10.89.130.67.445: S 3178636061:317863606
1(0) win 65520 <mss 1260, nop,nop, sackOK>

--MORE--
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sensor# packet display file-info
Captured by: cisco:8874, Cmd: packet capture GigabitEthernet0/1
Start: 2003/01/07 00:12:50 UTC, End: 2003/01/07 00:15:30 UTC

sensor#
Ethereal  tcpdump
FTP SCP copy packet-file destination-url
e packet-file packet capture libpcap
* destination-url URL
Y
URL
ftp: FTP URL

ftp:[//[username@] location]/relativeDirectory]/filename
ftp:[//[username@]location]//absoluteDirectory]/filename
scp: SCP URL
scp:[//[username@] location]/relativeDirectory]/filename
scp:[//[username@] location]//absoluteDirectory]/filename

FTP SCP
FTP SCP
CLI
FTP SCP

sensor# copy packet-file scp://jbrown@64.101.182.20/work/
Password: * ok ok ok ok ok ok ok ok

packet-file 100% 1670 0.0KB/s 00:00
sensor#

Ethereal tcpdump

Cisco Intrusion Prevention System Sensor 5.1
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erase packet-file

1 16 MB packet capture

1
sensor# packet display file-info
Captured by: cisco:1514, Cmd: packet capture GigabitEthernet0/1
Start: 2005/02/15 03:55:00 CST, End: 2005/02/15 03:55:05 CST
sensor#

2
sensor# erase packet-file
sensor#

3

sensor# packet display file-info
No packet-file available.
sensor#

Cisco Intrusion Prevention System Sensor 5.1
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ARC

Attack Response Controller ARC

s

ARC Network Access Controller IPS5.1
CLI nac network-access
. P.10-2
J P.10-4
e ARC P.10-5
. P.10-6
J p.10-8
J P.10-24
. P.10-26
J P.10-35
J P.10-38
. P.10-40
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ARC PIX
FWSM ASA ARC
IP ARC
ARC
FWSM
S
ARC 4 7
250
10
ASA FWSM 1
/ 1
Catalyst VLAN
1 ARC
ASA PIX Firewall 7.0 FWSM 2.1
IPS5.1 VLAN IP
VLAN A VLAN
B
VLAN A VLAN B
3
. IP
. IP IP
IP IP
N
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||
Deny Packet Inline  Deny Connection Inline Deny Attacker Inline
Request Block Host
Request Block Connection
SensorApp
ARC ARC SensorApp
Request Block Host Request Block Connection
P.7-13
Request Block Host Request Block Connection
P.6-11
Cisco Catalyst 6500 ARC ACL VACL
ACL VACL VLAN
ACL VACL IP
PIX Firewall FWSM ASA ACL
VACL shun no shun
ARC ACL
ACL ACL
Pre-Block ACL Post-Block ACL
P.10-26
ARC
. ID AAA
. ethernet0  vlan100
J ACL VACL ACL VACL
Pre-Block ACL VACL ACL VACL Post-Block ACL
VACL
PIX Firewall FWSM ASA ACL
. Telnet SSH
i IP
ARC sensor#  Show statistics network-access
IDM  Monitoring > Statistics ARC
Cisco Intrusion Prevention System Sensor 5.1
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S
ARC Network Access Controller IDM
CLI Network Access Controller nac  network-access
Host Flood Net Flood
TCP SYN ARC Cisco 10S
12.3
P.10-26
P.10-35
ARC P.13-13
IP
Request Rate Limit 10-1
10-1
ID IP
2152 ICMP Flood Host ICMP o echo-request
2153 ICMP Smurf Attack ICMP o echo-reply
4002 UDP Flood Host UDP o
6901 Net Flood ICMP Reply ICMP < echo-reply
6902 Net Flood ICMP Request ICMP >< echo-request
6903 Net Flood ICMP Any ICMP =<
6910 Net Flood UDP UDP =<
6920 Net Flood TCP TCP ><
3050 TCP HalfOpenSyn TCP < halfOpenSyn
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ARC ||
ARC

2

P.10-35

Y
10 10
/ 1
10 10

Telnet SSH

o Pre-Block ACL VACL Post-Block ACL VACL
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ARC

250

ARC

ARC

10
ASA FWSM

Catalyst

250

VLAN

ARC

Cisco 10S 11.2

10S
10S

Cisco 1600
Cisco 1700
Cisco 2500
Cisco 2600
Cisco 2800
Cisco 3600
Cisco 3800
Cisco 7200
Cisco 7500
11.2(9)P
12.1(13)E

Catalyst

VACL
PFC
MSFC1
MFSC2
MSFC2
MSFC3

Cisco ACL

RSM Catalyst 5000 ACL
Catalyst 6500 7600
7.5(1) Catalyst 6500

1A
1A
1A

720

ACL

7600

VACL MSFC

ACL
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J 6.0 PIX Firewall shun
501
506E
515E
525
535
J 7.0 ASA shun
ASA-5510
ASA-5520
ASA-5540
e FWSM 11 shun

ACL VACL shun
ASA shun

ARC

e CiscolOS 12.3 Cisco
Cisco 1700
Cisco 2500
Cisco 2600
Cisco 2800
Cisco 3600
Cisco 3800
Cisco 7200
Cisco 7500
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. P.10-8

i P.10-10

i P.10-12

o P.10-14

e ACL P.10-16

* NVRAM P.10-17

. P.10-19
i P.10-20
i pP.10-22

allow-sensor-block [true | false]

CLI

sensor# configure terminal
sensor (config)# service network-access

sensor (config-net) # general

sensor (config-net-gen) # allow-sensor-block true

false

Cisco Intrusion Prevention System Sensor 5.1
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5
sensor (config-net-gen) # show settings
general
log-all-block-events-and-errors: true <defaulted>
enable-nvram-write: false <defaulted>
enable-acl-logging: false <defaulted>
allow-sensor-block: true default: false
block-enable: true default: true
block-max-entries: 100 default: 250
max-interfaces: 250 <defaulted>
master-blocking-sensors (min: 0, max: 100, current: 0)
never-block-hosts (min: 0, max: 250, current: 1)
ip-address: 11.11.11.11
never-block-networks (min: 0, max: 250, current: 1)
ip-address: 12.12.0.0/16
block-hosts (min: 0, max: 250, current: 0)
--MORE--
6
sensor (config-net-gen)# allow-sensor-block false
7

sensor (config-net-gen) # show settings
general

log-all-block-events-and-errors: true <defaulted>
enable-nvram-write: false <defaulted>
enable-acl-logging: false <defaulted>
allow-sensor-block: false default: false
block-enable: true default: true
block-max-entries: 100 default: 250
max-interfaces: 250 <defaulted>
master-blocking-sensors (min: 0, max: 100, current: 0)

ip-address: 11.11.11.11

never-block-networks (min: 0, max: 250, current: 1)

ip-address: 12.12.0.0/16

block-hosts (min: 0, max: 250, current: 0)

--MORE--

Cisco Intrusion Prevention System Sensor 5.1
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8
sensor (config-net-gen) # exit
sensor (config-net) # exit
Apply Changes:?[yes]:
9 Enter no

block-enable [true | false]

s

P.10-27 Cisco
P.10-30 Catalyst 6500 Cisco 7600
ARC
ARC
ARC
o ARC
1 CLlI

sensor# configure terminal
sensor (config)# service network-access
sensor (config-net) #

Cisco Intrusion Prevention System Sensor 5.1
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ARC

sensor (config-net) # general

sensor (config-net-gen)# block-enable false

true

sensor (config-net-gen)# show settings
general

log-all-block-events-and-errors: true <defaulted>
enable-nvram-write: false <defaulted>
enable-acl-logging: false <defaulted>
allow-sensor-block: false default: false

block-enable: false default: true

block-max-entries: 100 default: 250

max-interfaces: 250 <defaulted>
master-blocking-sensors (min: 0, max: 100, current: 0)

ip-address: 11.11.11.11

never-block-networks (min: 0, max: 250, current: 1)

ip-address: 12.12.0.0/16

block-hosts (min: 0, max: 250, current: 0)

--MORE--

sensor (config-net-gen)# block-enable true

Cisco Intrusion Prevention System Sensor 5.1
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sensor (config-net-gen) # show settings
general

log-all-block-events-and-errors: true <defaulted>
enable-nvram-write: false <defaulted>
enable-acl-logging: false <defaulted>
allow-sensor-block: false default: false

block-enable: true default: true

block-max-entries: 100 default: 250

max-interfaces: 250 <defaulted>
master-blocking-sensors (min: 0, max: 100, current: 0)

ip-address: 11.11.11.11

never-block-networks (min: 0, max: 250, current: 1)

ip-address: 12.12.0.0/16

block-hosts (min: 0, max: 250, current: 0)

--MORE--

sensor (config-net-gen) # exit
sensor (config-net) # exit
Apply Changes:?[yes]:

9 Enter no

1 65535

block-max-entries

250

250
shun

ACL

Cisco Intrusion Prevention System Sensor 5.1
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ARC

CLI

sensor# configure terminal
sensor (config) # service network-access
sensor (config-net) #

sensor (config-net) # general

sensor (config-net-gen)# block-max-entries 100

sensor (config-net-gen) # show settings
general

log-all-block-events-and-errors: true <defaulted>
enable-nvram-write: false <defaulted>
enable-acl-logging: false <defaulted>
allow-sensor-block: false default: false
block-enable: true <defaulted>
block-max-entries: 100 default: 250
max-interfaces: 250 <defaulted>
master-blocking-sensors (min: 0, max: 100, current: 0)

ip-address: 11.11.11.11

never-block-networks (min: 0, max: 250, current: 1)

ip-address: 12.12.0.0/16

block-hosts (min: 0, max: 250, current: 0)

--MORE--

250

sensor (config-net-gen) # default block-max-entries

Cisco Intrusion Prevention System Sensor 5.1
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sensor (config-net-gen) # show settings
general

log-all-block-events-and-errors: true <defaulted>
enable-nvram-write: false <defaulted>
enable-acl-logging: false <defaulted>
allow-sensor-block: false default: false
block-enable: true <defaulted>

block-max-entries: 250 <defaulted>
max-interfaces: 250 <defaulted>

master-blocking-sensors (min: 0, max: 100, current: 0
never-block-hosts (min: 0, max: 250, current: 1)
ip-address: 11.11.11.11
never-block-networks (min: 0, max: 250, current: 1)
ip-address: 12.12.0.0/16
block-hosts (min: 0, max: 250, current: 0)
--MORE--
sensor (config-net-gen) # exit
sensor (config-net) # exit
Apply Changes:?[yes]:
Enter no
global-block-timeout 30

Cisco Intrusion Prevention System Sensor 5.1
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1 CLI

sensor# configure terminal
sensor (config)# service event-action-rules rulesO
sensor (config-rul) #

sensor (config-rul) # general

sensor (config-rul-gen)# global-block-timeout 60

o

10000000

sensor (config-rul-gen) # show settings
general

global-overrides-status: Enabled <defaulted>
global-filters-status: Enabled <defaulted>
global-summarization-status: Enabled <defaulted>
global-metaevent-status: Enabled <defaulted>
global-deny-timeout: 3600 <defaulted>
global-block-timeout: 60 default: 30
max-denied-attackers: 10000 <defaulted>

sensor (config-rul-gen) #

sensor (config-rul-gen) # exit
sensor (config-rul)# exit
Apply Changes:?[yes]:

7 Enter no

A

Cisco Intrusion Prevention System Sensor 5.1
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ACL

ACL

enable-acl-logging [true | false] ACL

ACL VACL

ACL

syslog ACL
disable

CLI

sensor# configure terminal
sensor (config)# service network-access

sensor (config-net) #

sensor (config-net) # general

ACL

sensor (config-net-gen) # enable-acl-logging true

ACL

sensor (config-net-gen)# show settings

general

log-all-block-events-and-errors: true <defaulted>
enable-nvram-write: false <defaulted>
enable-acl-logging: true default: false
allow-sensor-block: false <defaulted>

block-enable:

true <defaulted>

block-max-entries: 250 <defaulted>
max-interfaces: 250 <defaulted>
master-blocking-sensors (min: 0, max: 100, current: 0)

6 ACL

false

sensor (config-net-gen)# enable-acl-logging false

Cisco Intrusion Prevention System Sensor 5.1
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ARC

NVRAM

7 ACL

sensor (config-net-gen)# show settings
general

log-all-block-events-and-errors: true <defaulted>
enable-nvram-write: false <defaulted>

enable-acl-logging: false default:

false

allow-sensor-block: false <defaulted>

block-enable: true <defaulted>

block-max-entries: 250 <defaulted>

max-interfaces: 250 <defaulted>

master-blocking-sensors (min: 0, max: 100, current: 0)

sensor (config-net-gen) # exit
sensor (config-net) # exit
Apply Changes:?[yes]:

Enter
ARC NVRAM
enable-nvram-write [true | false]
ACL NVRAM
NVRAM
NVRAM
NVRAM

CLI

sensor# configure terminal
sensor (config)# service network-access
sensor (config-net) #

sensor (config-net)# general

no

enable-nvram-write

NVRAM

disable

NVRAM
NVRAM

[ oL-8676-01-J
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NVRAM

sensor (config-net-gen) # enable-nvram-write true

NVRAM

sensor (config-net-gen)# show settings
general

log-all-block-events-and-errors: true <defaulted>
enable-nvram-write: true default: false
enable-acl-logging: false default: false
allow-sensor-block: false <defaulted>
block-enable: true <defaulted>

block-max-entries: 250 <defaulted>
max-interfaces: 250 <defaulted>

master-blocking-sensors (min: 0, max: 100, current:

NVRAM

sensor (config-net-gen)# enable-nvram-write false

NVRAM

sensor (config-net-gen)# show settings
general

log-all-block-events-and-errors: true <defaulted>
enable-nvram-write: false default: false
enable-acl-logging: false default: false
allow-sensor-block: false <defaulted>
block-enable: true <defaulted>

block-max-entries: 250 <defaulted>
max-interfaces: 250 <defaulted>

master-blocking-sensors (min: 0, max: 100, current:

sensor (config-net-gen) # exit
sensor (config-net) # exit
Apply Changes:?[yes]:

Enter

0)

no

Cisco Intrusion Prevention System Sensor 5.1
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log-all-block-events-and-errors [true | false]

1
log-all-block-events-and-errors
enabled
1 CLI
2
sensor# configure terminal
sensor (config)# service network-access
sensor (config-net) #
3
sensor (config-net) # general
4
sensor (config-net-gen)# log-all-block-events-and-errors false
5
sensor (config-net-gen)# show settings
general
log-all-block-events-and-errors: false default: true
enable-nvram-write: false default: false
enable-acl-logging: false default: false
allow-sensor-block: false <defaulted>
block-enable: true <defaulted>
block-max-entries: 250 <defaulted>
max-interfaces: 250 <defaulted>
master-blocking-sensors (min: 0, max: 100, current: 0)
6

sensor (config-net-gen)# log-all-block-events-and-errors true

Cisco Intrusion Prevention System Sensor 5.1
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sensor (config-net-gen)# show settings
general

log-all-block-events-and-errors: true default: true
enable-nvram-write: false default: false
enable-acl-logging: false default: false
allow-sensor-block: false <defaulted>

block-enable: true <defaulted>

block-max-entries: 250 <defaulted>

max-interfaces: 250 <defaulted>
master-blocking-sensors (min: 0, max: 100, current: 0)

sensor (config-net-gen) # exit
sensor (config-net) # exit
Apply Changes:?[yes]:

Enter no

PIX Firewall 1
1 2
2 250

CLI

sensor# configure terminal
sensor (config)# service network-access
sensor (config-net) #

sensor (config-net) # general

sensor (config-net-gen) # max-interfaces 50

Cisco Intrusion Prevention System Sensor 5.1
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sensor (config-net-gen)# show settings

general

log-all-block-events-and-errors: true default: true

enable-nvram-write:
enable-acl-logging:
allow-sensor-block:
block-enable: true
block-max-entries:

false default: false
false default: false
false <defaulted>
<defaulted>
250 <defaulted>

max-interfaces: 50 default: 250

master-blocking-sensors (min: 0, max: 100, current:

250

sensor (config-net-gen) # default max-interfaces

sensor (config-net-gen)# show settings

general

log-all-block-events-and-errors: true default:

0)

enable-nvram-write:
enable-acl-logging:
allow-sensor-block:

block-enable: true
block-max-entries:

false default: false
false default: false
false <defaulted>
<defaulted>
250 <defaulted>

max-interfaces: 250 <defaulted>
master-blocking-sensors (min: 0, max: 100, current: 0)

8
sensor (config-net-gen) # exit
sensor (config-net) # exit
Apply Changes:?[yes]:
9 Enter no

Cisco Intrusion Prevention System Sensor 5.1
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never-block-hosts never-block-networks
e ip_address IP
e ip_address /netmask IP A.B.C.D./nn
1
CLI

sensor# configure terminal
sensor (config)# service network-access
sensor (config-net) #

sensor (config-net)# general

e 1

sensor (config-net-gen) # never-block-hosts 10.16.0.0

sensor (config-net-gen) # never-block-networks 10.0.0.0/8

Cisco Intrusion Prevention System Sensor 5.1
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sensor (config-net-gen) # show settings
general

log-all-block-events-and-errors: true <defaulted>
enable-nvram-write: false <defaulted>
enable-acl-logging: false <defaulted>
allow-sensor-block: false default: false

block-enable: true default: true

block-max-entries: 100 default: 250

max-interfaces: 250 <defaulted>
master-blocking-sensors (min: 0, max: 100, current: 0)

ip-address: 10.16.0.0

ip-address: 11.11.11.11

never-block-networks (min: 0, max: 250, current: 2)

ip-address: 10.0.0.0/8

ip-address: 12.12.0.0/16
--MORE--

sensor (config-net-gen) # exit
sensor (config-net) # exit
Apply Changes:?[yes]:

7 Enter no
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user-profiles profile_name

CLI

sensor# configure terminal
sensor (config)# service network-access
sensor (config-net) #

sensor (config-net)# user-profiles PROFILEl

sensor (config-net-use) # username username

sensor (config-net-use) # password
Enter password[]: *******xx*
Re-enter password *******xx*

sensor (config-net-use) # enable-password
Enter enable-password[]: ***xxxxxx
Re-enter enable-password *****xx¥%*
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ARC

sensor (config-net-use) # show settings
profile-name: PROFILE1

enable-password: <hidden>
password: <hidden>
username: jsmith default:

sensor (config-net-use) #

sensor (config-net-use) # exit
sensor (config-net) # exit
Apply Changes:?[yes]:

Enter

Cisco Intrusion Prevention System Sensor 5.1
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. P.10-26
o Cisco P.10-27
. Catalyst 6500 Cisco 7600
P.10-30
. Cisco P.10-33
ARC Cisco ACL
ACL
ACL
1. IP NAT permit
Y
ACL
2. Pre-Block ACL
ACL
Y
ARC ACL ACL
Post-Block ACL
ACL
Y
ARC ACL ACL
Y

ACL
permit ip any any

permit ip any any Post-Block ACL
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ARC 2 ACL

1 ARC ACL ACL
ARC
ARC ACL
ACL ACL
Pre-Block ACL Post-Block ACL
Pre-Block Post-Block ACL
1.
3.
P.10-8
1 1
P.10-35
Cisco
Cisco
. ACL P.10-27
. Cisco P.10-28
ACL
Pre-Block ACL  Post-Block ACL
ACL IP ACL ACL
Y
Pre-Block Post-Block ACL
Pre-Block ACL  Post-Block ACL ACL
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Pre-Block ACL ACL

Pre-Block ACL ACL
Pre-Block ACL

Post-Block ACL

ACL
ACL  Post-Block ACL Post-Block ACL
ACL permit ip any any
2 ACL 3
ACL
. IP permit

Pre-Block ACL

. deny
e Pre-Block ACL
ACL
hY
ACL
ACL
Cisco
Cisco
1 CLI
2

sensor# configure terminal
sensor (config)# service network-access
sensor (config-net) #

3 ARC IP

sensor (config-net)# router-devices ip_address

4 P.10-24

sensor (config-net-rou) # profile-name user profile_name

ARC
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||
sensor (config-net-rou) # communication [telnet | ssh-des | ssh-3des]
SSH 3DES
S
DES 3DES ssh host-key ip_address
ARC
P.4-36
NAT
sensor (config-net-rou) # nat-address nat_address
S
ACL IP NAT
NAT

S
a.

sensor (config-net-rou)# response-capabilities rate-limit
b.

sensor (config-net-rou) # response-capabilities block|rate-limit
sensor (config-net-rou) # block-interfaces interface_name [in | out]

interface
Pre-ACL
sensor (config-net-rou-blo) # pre-acl-name pre_acl_ name
Cisco Intrusion Prevention System Sensor 5.1
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10 Post-ACL

sensor (config-net-rou-blo) # post-acl-name post_acl_name

11

sensor (config-net-rou-blo) # exit
sensor (config-net-rou) # show settings
ip-address: 10.89.127.97
communication: ssh-3des default: ssh-3des
nat-address: 19.89.149.219 default: 0.0.0.0
profile-name: PROFILEL
block-interfaces (min: 0, max: 100, current: 1)
interface-name: GigabitEthernet0/1
direction: in
pre-acl-name: <defaulted>
post-acl-name: <defaulted>

response-capabilities: block|rate-limit default: block

sensor (config-net-rou) #

12

sensor (config-net-rou) # exit
sensor (config-net) # exit
sensor (config) # exit

Apply Changes:?[yes]:

13 Enter no

Catalyst 6500 Cisco 7600

Cisco
. VACL P.10-30
. Catalyst 6500 Cisco 7600
P.10-31
VACL
ARC Cisco Catalyst
VACL Cisco 10S MSFC
ACL VACL
VACL
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ARC

ACL

Catalyst 6500
VLAN

Pre-Block VACL  Post-Block VACL
VACL

Pre-Block VACL  Post-Block VACL

Pre-Block VACL

Pre-Block VACL

P.10-27 Cisco
IP VACL
VACL
VACL

Pre-Block VACL

Post-Block VACL VLAN
VLAN VACL VACL  Post-Block VACL
Post-Block VACL VACL

VACL

VACL

permit ip any any

S
IDSM-2 VACL permit ip any any capture
2 VACL
VACL
. IP permit
* Pre-Block VACL
. deny
e Post-Block VACL
VACL VLAN
A
VLAN VACL VLAN VACL
Catalyst 6500 Cisco 7600
Catalyst 6500 Cisco 7600
1 CLI
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sensor# configure terminal
sensor (config) # service network-access
sensor (config-net) #

ARC IP

sensor (config-net)# cat6k-devices ip_ address

P.10-24

sensor (config-net-cat)# profile-name user profile_name

A

ARC

sensor (config-net-cat)# communication [telnet | ssh-des/ | sh-3des]

SSH 3DES

N

DES 3DES ssh host-key ip_address
ARC
P.4-36

NAT

sensor (config-net-cat)# nat-address nat_address

S

ACL 1P NAT
NAT

VLAN

sensor (config-net-cat)# block-vlans vlan_number

Pre-VACL

sensor (config-net-cat-blo) # pre-vacl-name pre_vacl_name

Cisco Intrusion Prevention System Sensor 5.1
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9 Post-VACL

sensor (config-net-cat-blo) # post-vacl-name post_vacl_name

10
sensor (config-net-cat-blo)# exit
sensor (config-net-cat) # exit
sensor (config-net) # exit
sensor (config) # exit
Apply Changes:?[yes]:
11 Enter no
Cisco
Cisco
1 CLI
2
sensor# configure terminal
sensor (config)# service network-access
sensor (config-net) #
3 ARC IP
sensor (config-net)# firewall-devices ip_address
4 P.10-24
sensor (config-net-fir)# profile-name user profile_name
S
ARC
5

sensor (config-net-fir)# communication [telnet | ssh-des | sh-3des]

SSH 3DES

Cisco Intrusion Prevention System Sensor 5.1
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ARC |

DES 3DES

P.4-36

ssh host-key ip_address
ARC

NAT

sensor (config-net-fir)# nat-address

S

nat_address

ACL IP NAT
NAT
sensor (config-net-fir)# exit
sensor (config-net) # exit
sensor (config) # exit
Apply Changes:?[yes]:
Enter no
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||
1
1
1
ARC ARC ARC
2
S
10 10
/ 1 10
10
Web TLS
ARC X.509
TLS
Y
1
master-blocking-sensors Mbs_ip_address
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e mbs_ip_address IP
e password
e port
e tls [true | false] TLS true
false
® username
ARC
1
CLI
2
sensor# configure terminal
3 TLS
a. TLS
sensor (config) # service web-server
sensor (config-web) # show settings
enable-tls: true <defaulted>
port: 443 <defaulted>
server-id: HTTP/1.1 compliant <defaulted>
sensor (config-web) #
enable-tls true b
b. X.509
sensor (config-web) # exit
sensor (config)# tls trusted-host ip-address mbs_ip address port port_number
sensor (config)# tls trusted-host ip-address 10.0.0.0 port 8080
Certificate MD5 fingerprint is
F4:4A:14:BA:84:F4:51:D0:A4:E2:15:38:7E:77:96:D8Certificate SHAl fingerprint is
84:09:B6:85:C5:43:60:5B:37:1E:6D:31:6A:30:5F:7E:4D:4D:E8:B2
Would you like to add this to the trusted certificate table for this host?[yes]:
Y
show tls
fingerprint
4 vyes
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5

sensor (config)# service network-access
6

sensor (config-net)# general
7

sensor (config-net-gen) # master-blocking-sensors mbs_ip address
8

sensor (config-net-gen-mas) # username username
9

sensor (config-net-gen-mas) # password

Enter password []: ****%*

Re-enter mbs-password []: ****x*

sensor (config-net-gen-mas) #
10 HTTP

sensor (config-net-gen-mas) # port port_number

80/443

1 TLS/SSL

sensor (config-net-gen-mas)# tls [true | falsel]

sensor (config-net-gen-mas)

S

true tls trusted-host ip-address mbs_ip_address

12

sensor (config-net-gen-mas) # exit

sensor (config-net-gen) # exit

sensor (config-net) # exit

sensor (config) # exit

Apply Changes:?[yes]:
13 Enter no

Cisco Intrusion Prevention System Sensor 5.1
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ARC

14

P.4-6

block-hosts block-networks

CLI
CLI
CLI

IPS

CLI

sensor# configuration terminal
sensor (config)# service network-access
sensor (config-net) #

sensor (config-net)# general
sensor (config-net-gen) #

a. 1P

sensor (config-net-gen)# block-hosts ip address

b. IP

sensor (config-net-gen)# block-networks ip address/netmask

ip_address/netmask A.B.C.D/nn

sensor (config-net-gen)# block-networks 10.0.0.0/8

Cisco Intrusion Prevention System Sensor 5.1
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¢

CLI

sensor (config-net-gen)# no block-hosts ip address

sensor (config-net-gen)# exit
sensor (config-net)# exit
sensor (config) # exit

sensor#

Cisco Intrusion Prevention System Sensor 5.1
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show statistics

CLI

ARC

sensor# show statistics network-access
Current Configuration
LogAllBlockEventsAndSensors = true
EnableNvramWrite = false
EnableAclLogging = false
AllowSensorBlock = false
BlockMaxEntries = 250
MaxDeviceInterfaces = 250
NetDevice
Type = Cisco
IP = 10.1.1.1
NATAddr = 0.0.0.0
Communications = telnet
BlockInterface
InterfaceName = £a0/0
InterfaceDirection = in
State
BlockEnable = true
NetDevice
IP = 10.1.1.1
AclSupport = uses Named ACLs
Version = 12.2
State = Active
BlockedAddr
Host
IP = 192.168.1.1
Vlan =
Actuallp =
BlockMinutes = 80
MinutesRemaining = 76

Host

Cisco Intrusion Prevention System Sensor 5.1
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SNMP
o SNMP request-snmp-trap
P.7-13
« SNMP P.11-2
« SNMP P.11-3
« SNMP P.11-6
. MIB P.11-8
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W sNwP
SNMP
SNMP

SNMP /

Get GetNext Set Trap 4
SNMP SNMP
SNMP SNMP

SNMP
A
SNMP
SNMP
SNMP
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SNMP ||
SNMP
N
SNMP request-snmp-trap
P.7-13

e default
e enable-set-get [true | false] Object Identifier OID; ID
* no
¢ read-only-community SNMP

public
e read-write-community SNMP /

private

e snmp-agent-port SNMP
SNMP 161
e snmp-agent-protocol SNMP
UDP
e system-contact
system-contact SNMPv2-MIB::sysContact.0

e system-location

system-location SNMPv2-MIB::sysLocation.0
SNMP
1 CLI
2
sensor# configure terminal
sensor (config)# service notification
sensor (config-not) #
3 SNMP SNMP SNMP

sensor (config-not)# enable-set-get true

Cisco Intrusion Prevention System Sensor 5.1
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SNMP |

SNMP

4 SNMP

SNMP
SNMP weak

sensor (config-not) # read-only-community PUBLIC1

SNMP

/

sensor (config-not) # read-write-community PRIVATE1l

/ SNMP

N

SNMP

SNMP

1D

sensor (config-not) # system-contact BUSINESS

sensor (config-not)# system-location AUSTIN

SNMP

sensor (config-not) # snmp-agent-port 161

A Y

SNMP

sensor (config-not)# snmp-agent-protocol udp

Y
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SNMP | |

sensor (config-not) # show settings
trap-destinations (min: 0, max: 10, current: 0)

error-filter: error|fatal <defaulted>
enable-detail-traps: false <defaulted>
enable-notifications: false <defaulted>
enable-set-get: true default: false
snmp-agent-port: 161 default: 161
snmp-agent-protocol: udp default: udp
read-only-community: PUBLIC1 default: public
read-write-community: PRIVATEl default: private
trap-community-name: public <defaulted>
system-location: AUSTIN default: Unknown
system-contact: BUSINESS default: Unknown
sensor (config-not) #

sensor (config-not) # exit
Apply Changes:?[yes]:

7 Enter no

Cisco Intrusion Prevention System Sensor 5.1
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H sNwmP

SNMP

SNMP

SNMP request-snmp-trap
p.7-13

e enable-detail-traps [true | false]
484

¢ enable-notifications [true | false]
e error-filter [warning | error | fatal] SNMP SNMP

evError
error fatal
e trap-community-name
e trap-destinations

trap-community-name

trap-port SNMP
SNMP

1 CLI

sensor# configure terminal
sensor (config)# service notification
sensor (config-not) #

3 SNMP

sensor (config-not)# enable-notifications true

4 SNMP

a. SNMP

sensor (config-not) # error-filter [error warning | fatall]

N

error-filter [error | warning | fatal]

Cisco Intrusion Prevention System Sensor 5.1
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SNMP

b. SNMP

sensor (config-not)# enable-detail-traps true
C.

sensor (config-not) # trap-community-name TRAP1

5 SNMP

a. SNMP IP

sensor (config-not) # trap-destinations 10.1.1.1
b. SNMP UDP

sensor (config-not-tra)# trap-port 162

162

C.

sensor (config-not-tra)# trap-community-name AUSTIN_ PUBLI

)

sensor (config-not-tra)# exit
sensor (config-not)# show settings
trap-destinations (min: 0, max: 10, current: 1)

ip-address: 10.1.1.1
trap-community-name: AUSTIN_PUBLIC default:
trap-port: 161 default: 162

error-filter: warning|error|fatal default: error|fatal
enable-detail-traps: true default: false
enable-notifications: true default: false
enable-set-get: true default: false
snmp-agent-port: 161 default: 161
snmp-agent-protocol: udp default: udp
read-only-community: PUBLIC1 default: public
read-write-community: PRIVATEl default: private
trap-community-name: PUBLIC1 default: public
system-location: AUSTIN default: Unknown
system-contact: BUSINESS default: Unknown
sensor (config-not) #

Cisco Intrusion Prevention System Sensor 5.1
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MIiB

sensor (config-not) # exit
Apply Changes:?[yes]:

Enter no

MIB

MIB

¢ CISCO-CIDS-MIB

¢ CISCO-PROCESS-MIB

¢ CISCO-ENHANCED-MEMPOOL-MIB
¢ CISCO-ENTITY-ALARM-MIB

Cisco MIB URL SNMP v2 MIBs
http://www.cisco.com/public/sw-center/netmgmt/cmtk/mibs.shtml
MIB  rfc1213 (mib-2)
mib-2 http://rfc.net/rfc1213.html
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. p.12-2

. P.12-4

. P.12-13

. P.12-16

. P.12-18

. P.12-20
. p.12-22

. P.12-23
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show configuration
current-config

CLI

sensor# show configuration

! Version 5.1(0.7)
! Current configuration last modified Thu Jul 14 21:49:58 2005

service interface
exit

service analysis-engine
exit

service authentication
exit

service event-action-rules rulesO
exit

service host
network-settings

host-ip 10.89.149.27/25,10.89.149.126
host-name sensor
telnet-option enabled
access-1list 10.0.0.0/8
access-1list 64.0.0.0/8

exit

time-zone-settings

offset 0
standard-time-zone-name UTC
exit

exit

service logger
exit

service network-access
user-profiles test
exit

exit

service notification
exit

service signature-definition sig0
signatures 60000 O

alert-severity medium
sig-fidelity-rating 75
sig-description

sig-name My Sig

sig-string-info My Sig Info
sig-comment Sig Comment

exit

engine string-tcp

Cisco Intrusion Prevention System Sensor 5.1

more

OL-8676-01-J |



event-action produce-alert
direction to-service
regex-string My Regex String
service-ports 23

exit

event-counter

event-count 1
event-count-key Axxx
specify-alert-interval no
exit

alert-frequency
summary-mode summarize
summary-interval 15
summary-key Axxx
specify-global-summary-threshold yes
global-summary-threshold 75
exit

exit

exit

exit

exit

service ssh-known-hosts
exit

service trusted-certificates
exit

service web-server
exit
sensor#

Cisco Intrusion Prevention System Sensor 5.1
[ oL-8676-01-J .m



12

show settings

CLI

sensor# configure terminal

sensor (config)# service analysis-engine

sensor (config-ana)# show settings
global-parameters

max-open-iplog-files: 20 <defaulted>
virtual-sensor (min: 1, max: 255, current: 1)

<protected entry>

name: vs0 <defaulted>
description: default virtual sensor <defaulted>
signature-definition: sig0 <protected>
event-action-rules: rules(0 <protected>
physical-interface (min: 0, max: 999999999, current: 0)

logical-interface (min: 0, max: 999999999, current: 0)
sensor (config-ana) # exit
sensor (config)# exit
sensor#

sensor# configure terminal

sensor (config)# service authentication

sensor (config-aut)# show settings
attemptLimit: 0 <defaulted>

sensor (config-aut) # exit

sensor (config) # exit

sensor#
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4
sensor# configure terminal
sensor (config)# service event-action-rules rules0
sensor (config-rul)# show settings
variables (min: 0, max: 256, current: 0)
overrides (min: 0, max: 12, current: 0)
filters (min: 0, max: 4096, current: 0 - 0 active, 0 inactive)
general
global-overrides-status: Enabled <defaulted>
global-filters-status: Enabled <defaulted>
global-summarization-status: Enabled <defaulted>
global-metaevent-status: Enabled <defaulted>
global-deny-timeout: 3600 <defaulted>
global-block-timeout: 30 <defaulted>
max-denied-attackers: 10000 <defaulted>
target-value (min: 0, max: 5, current: 0)
sensor (config-rul)# exit
sensor (config) # exit
sensor# exit
5

sensor# configure terminal

sensor (config)# service host

sensor (config-hos) # show settings

network-settings

host-ip: 10.89.149.27/25,10.89.149.126 default: 10.1.9.201/24,10.1.9.1
host-name: sensor default: sensor
telnet-option: enabled default: disabled
access-1list (min: 0, max: 512, current: 2)

network-address: 10.0.0.0/8

network-address: 64.0.0.0/8

ftp-timeout: 300 seconds <defaulted>
login-banner-text: <defaulted>

offset: 0 minutes default: 0
standard-time-zone-name: UTC default: UTC

Cisco Intrusion Prevention System Sensor 5.1
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<protected entry>
name: realm-cisco.pub <defaulted>
type

length: 2048 <defaulted>

exponent: 65537 <defaulted>

modulus: 24442189989357747083874855335232628843599968934198559648
63019947387841151932503911172668940194754549155390407658020393330611891292508300
85940304031186014499632568812428068058089581614196337399623060624990057049103055
90153955935086060008679776808073640186063435723252375575293126304558068704301863
80562114437439289069456670922074995827390284761610591515752008405140243673083189
77822469964934598367010389389888297490802884118543730076293589703535912161993319
47093130298688830012547215572646349623539468838641064915313947806852904082351955
13217273138099965383039716130153270715220046567107828128924197692417332033911704
3 <defaulted>

<protected entry>
name: realm-trend.pub <defaulted>
type

length: 2048 <defaulted>

exponent: 65537 <defaulted>

modulus: 21765561422573021314159855351418723031625093380777053696
63817289527060570932551065489818190713745672148260527030060667208366606603802679
30439066724143390626495479300550101618179584637287052936465692146572612651375969
20354521585644221602944203520804404212975401970895119903756769601133853673296766
45289795777973491984056587045214514820063366950731346400044308491594626434706999
47608668822814014830063399534204647069509052443439525363706527255224510771122235
80181150460544783251498481432705991010069844368525754878413669427639752950801767
99905309235232456295580086724203297914095984224328444391582223138423799100838191
9 <defaulted>

sensor (config-hos) # exit
sensor (config)# exit
sensor#
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sensor# configure terminal
sensor (config)# service interface
sensor (config-int)# show settings
physical-interfaces (min: 0, max: 999999999, current:

<protected entry>
name: GigabitEthernet0/0 <defaulted>

media-type: tx <protected>
description: <defaulted>
admin-state: disabled <defaulted>
duplex: auto <defaulted>

speed: auto <defaulted>
alt-tcp-reset-interface

<protected entry>
name: GigabitEthernet0/1 <defaulted>

media-type: tx <protected>
description: <defaulted>
admin-state: disabled <protected>
duplex: auto <defaulted>

speed: auto <defaulted>
alt-tcp-reset-interface

<protected entry>
name: GigabitEthernet2/0 <defaulted>

media-type: x1 <protected>
description: <defaulted>
admin-state: disabled <defaulted>
duplex: auto <defaulted>

speed: auto <defaulted>
alt-tcp-reset-interface

Cisco Intrusion Prevention System Sensor 5.1
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<protected entry>

name: GigabitEthernet2/1 <defaulted>
media-type: x1 <protected>
description: <defaulted>
admin-state: disabled <defaulted>
duplex: auto <defaulted>
speed: auto <defaulted>
alt-tcp-reset-interface

command-control: GigabitEthernet0/1 <protected>
inline-interfaces (min: 0, max: 999999999, current: 0)

bypass-mode: auto <defaulted>
interface-notifications
missed-percentage-threshold: 0 percent <defaulted>
notification-interval: 30 seconds <defaulted>
idle-interface-delay: 30 seconds <defaulted>
sensor (config-int)# exit
sensor (config) # exit
sensor#
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sensor# configure terminal
sensor (config)# service logger

sensor (config-log) #
master-control

enable-debug:

show settings

false <defaulted>

individual-zone-control: false <defaulted>

0, max: 999999999, current:

<protected entry>

zone-name: Cid

severity: debug <defaulted>
<protected entry>

zone-name: AuthenticationApp
severity: warning <defaulted>
<protected entry>

zone-name: Cli

severity: warning <defaulted>
<protected entry>

zone-name: csi

severity: warning <defaulted>
<protected entry>

zone-name: ctlTransSource
severity: warning <defaulted>
<protected entry>

zone-name: IdapiCtlTrans
severity: warning <defaulted>
<protected entry>

zone-name: IdsEventStore
severity: warning <defaulted>
<protected entry>

zone-name: MpInstaller
severity: warning <defaulted>
<protected entry>

zone-name: nac

severity: warning <defaulted>
<protected entry>

zone-name: SensorApp
severity: warning <defaulted>
<protected entry>

zone-name: tls

severity: warning <defaulted>
<protected entry>

zone-name: intfc

severity: warning <defaulted>
<protected entry>

zone-name: cmgr

severity: warning <defaulted>
<protected entry>

zone-name: cplane

severity: warning <defaulted>

sensor (config-log) # exit
sensor (config) # exit
sensor#
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sensor# configure terminal

sensor (config) # service network-access

sensor (config-net)# show settings

general

log-all-block-events-and-errors: true <defaulted>
enable-nvram-write: false <defaulted>
enable-acl-logging: false <defaulted>
allow-sensor-block: false <defaulted>
block-enable: true <defaulted>
block-max-entries: 250 <defaulted>
max-interfaces: 250 <defaulted>
rate-limit-max-entries: 250 <defaulted>

master-blocking-sensors (min: 0, max: 100, current:

never-block-hosts (min: 0, max: 250, current: 0)
never-block-networks (min: 0, max: 250, current:
block-hosts (min: 0, max: 250, curremt: 0)
block-networks (min: 0, max: 250, current: 0)

enable-password: <hidden>
password: <hidden>
username: <defaulted>

catbk-devices (min: 0, max: 250, current: 0)

firewall-devices (min: 0, max: 250, current: 0)

sensor (config-net)# exit
sensor (config) # exit
sensor#
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sensor# configure terminal

sensor (config)# service notification

sensor (config-not)# show settings
trap-destinations (min: 0, max: 10, current: 0)

error-filter: error|fatal <defaulted>
enable-detail-traps: false <defaulted>
enable-notifications: false <defaulted>
enable-set-get: false <defaulted>
snmp-agent-port: 161 <defaulted>
snmp-agent-protocol: udp <defaulted>
read-only-community: public <defaulted>
read-write-community: private <defaulted>
trap-community-name: public <defaulted>
system-location: Unknown <defaulted>
system-contact: Unknown <defaulted>

sensor (config-not) # exit

sensor (config) # exit

sensor#

10

sensor# configure terminal
sensor (config)# service signature-definition sig0
sensor (config-sig) # show settings
variables (min: 0, max: 256, current: 1)
<protected entry>
variable-name: WEBPORTS
web-ports: 80-80,3128-3128,8000-8000,8010-8010,8080-8080,8888-8888,2432

6-24326 <defaulted>

http-enable: false <defaulted>

max-outstanding-http-requests-per-connection: 10 <defaulted>

aic-web-ports: 80-80,3128-3128,8000-8000,8010-8010,8080-8080,8888-8888,
24326-24326 <defaulted>

ftp-enable: false <defaulted>

ip-reassemble-mode: nt <defaulted>

--MORE--
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SSH

sensor# configure terminal

sensor (config) # service ssh-known-hosts

sensor (config-ssh)# show settings
rsal-keys (min: 0, max: 500, current: 0)

sensor (config-ssh)# exit
sensor (config) # exit
sensor#

trusted certificate

sensor# configure terminal
sensor (config)# service trusted-certificate
sensor (config-tru) # show settings

trusted-certificates (min: 0, max: 500, current:

common-name: 10.89.130.108

1)

certificate: MIICJDCCAYOCCPbSkgXUchJIMAOGCSQGSIb3DQEBBQUAMFcxCzAJBgNVBAYTA
1VTMRwwGgYDVQQKEXNDaXNjbyBTeXN0ZW1 zLCBIbmMuMR IwEAYDVQQLEwW1TU0 0t SVBTM] AXF j AUBgNVE
AMTDTEwWLJjg5LjEzMC4xXxMDgwHhcNMDMwMTAzZMDE1Mj EwWhcNMDUWMTAZzZMDE1M]j EwWj BXMQswCQYDVQQGE
wJVUzECMBOGA1UEChMTQ212zY28gU31zdGVtcywgSW5JjLjESMBAGALIUECXMJUINNLU1QUzIWMRYwWFAYDV
QODEW0xXMC440S4xMzAUMTA4AMIGEMAOGCSQGSIb3DQEBAQUAAAGNADCB1QKBgQCZz1dgLFGAMT4bfgh3md
fP/DCilnnaLfzHKI9FdnhmWI4FY+9MVVAI7MOhACcuV6HYfypbn6cYVH+Eswz19uv7H5nouIDI9StI9GI3Yr
SUt1IQAJ4QVL2DWWP230x6KAHrYgcj+Nmhc7AnnPypjidwGSEF+VetIJLEeRFh/mI2JcmwF2QIDAQABM
AO0GCSgGSIb3DQEBBQUAAAGBAAUI2PLANTOehxvC fwd6UAFXvy8uifbjgKMCljrrF+f9KGkxmR+XZvUaG
0S83FYDX1XJVvB5Xyxms+Y01lwGjzKKpxegBoan80B80193Ueszdpvz2xYmi EgywCDyVIRsw3hAFMXWMS5

XsBUiHtwObtHHOJj7E1FZxUjZv12£Gz8hlnY
sensor (config-tru)# exit

sensor (config) # exit

sensor#

Web

sensor# configure terminal
sensor (config) # service web-server
sensor (config-web) # show settings
enable-tls: true <defaulted>
port: 443 <defaulted>
server-id: HTTP/1.1 compliant <defaulted>
sensor (config-web) # exit
sensor (config) # exit
sensor#
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configuration | [begin | exclude | include] regular-expression

show

current-config

e begin show configuration
e exclude show configuration
e include show configuration

e regular-expression show configuration

A

regular-expression

CLI

ssh

N

show configuration | begin regular-expression
show

sensor# show configuration | begin ssh
communication ssh-3des

profile-name testl

block-vlans 234

pre-vacl-name aaaa

post-vacl-name bbbb

exit

exit

exit

service notification
exit

service signature-definition sig0
signatures 2200 0

engine service-generic
specify-payload-source yes
payload-source 1l2-header

exit
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exit

exit

signatures 12300 0
status

enabled true
retired true
--MORE--

A

CLI Ctrl+C

service

sensor# show configuration | exclude service

! Version 5.1(0.7)
! Current configuration last modified Thu Jul 14 21:49:58 2005

network-settings

host-ip 10.89.149.27/25,10.89.149.126
host-name sensor

telnet-option enabled

access-list 10.0.0.0/8

access-list 64.0.0.0/8

exit

time-zone-settings

offset 0
standard-time-zone-name UTC!
--MORE--

A

CLI Ctrl+C
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sensor#
service
service
service
service
service
service
service
service
service

service

show configuration | include service
analysis-engine

authentication

event-action-rules rules0

host

interface

logger

network-access

notification

signature-definition sig0

engine service-generic

service
service
service
sensor#

ssh-known-hosts
trusted-certificates
web-server
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show
settings | [begin | exclude | include] keyword

e begin show settings
e exclude show settings
e include show settings

e regular-expression show settings

Y

regular-expression

CLI

filters

sensor# configure terminal

sensor (config)# service event-action-rules

sensor (config-rul)# show settings | begin filters

filters (min: 0, max: 4096, current: 0 - 0 active, 0 inactive)

global-overrides-status: Enabled <defaulted>
global-filters-status: Enabled <defaulted>
global-summarization-status: Enabled <defaulted>
global-metaevent-status: Enabled <defaulted>
global-deny-timeout: 3600 <defaulted>
global-block-timeout: 15 default: 30
max-denied-attackers: 10000 <defaulted>
target-value (min: 0, max: 5, current: 0)

sensor (config-rul) #
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sensor# configure terminal

sensor (config) # service network-access

sensor (config-net)# show settings | exclude false
general

log-all-block-events-and-errors: true default: true
block-enable: true default: true

block-max-entries: 11 default: 250

max-interfaces: 13 default: 250
master-blocking-sensors (min: 0, max: 100, current: 1)

ipaddress: 10.89.149.124
password: <hidden>
port: 443 default: 443
tls: true default: true
username: cisco default:

ip-address: 10.89.146.112

never-block-networks (min: 0, max: 250, current: 1)

ip-address: 88.88.88.0/24

--MORE--

sensor# configure terminal

sensor (config)# service host

sensor (config-hos)# show settings | include ip
host-ip: 10.89.149.185/25,10.89.149.254 default: 10.1.9.201/24,10.1.9.1
sensor (config-hos) #

Cisco Intrusion Prevention System Sensor 5.1

[ oL-8676-01-J

"=



12 |

more keyword

e keyword current-config backup-config

current-config

backup-config

more current-config more backup-config  more
terminal length 0 more
terminal
P.13-4
1 CLlI

sensor# more current-config
Generating current config:

! Version 5.1(0.7)
! Current configuration last modified Thu Jul 14 21:49:58 2005

service interface
exit

service analysis-engine
exit

service authentication
exit

service event-action-rules rulesO
exit

service host

network-settings

host-ip 10.89.149.27/25,10.89.149.126
host-name sensor

telnet-option enabled

access-1list 10.0.0.0/8

access-list 64.0.0.0/8

exit
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time-zone-settings

offset 0
standard-time-zone-name UTC
exit

exit

service logger
exit

service network-access
user-profiles test
exit

exit

service notification
exit

service signature-definition sig0
signatures 60000 O
alert-severity medium
sig-fidelity-rating 75
sig-description

sig-name My Sig
sig-string-info My Sig Info
sig-comment Sig Comment
exit

engine string-tcp
event-action produce-alert
direction to-service
regex-string My Regex String
service-ports 23

exit

event-counter

event-count 1
event-count-key Axxx
specify-alert-interval no
exit

alert-frequency
summary-mode summarize
summary-interval 15
summary-key Axxx
specify-global-summary-threshold yes
global-summary-threshold 75
exit

exit

exit

exit

exit

service ssh-known-hosts
exit

service trusted-certificates
exit

service web-server
exit
sensor#
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copy [/erase] source-url
destination-url keywords

e Jerase
current-config backup-config
current-config
current-config
current-config
e source-url URL
e destination-url URL
URL
o ftp: FTP URL

ftp:[//[username@] location]/relativeDirectory]/filename
ftp:[//[username@]location]//absoluteDirectory]/filename
e scp: SCP URL

scp:[//[username@] location]/relativeDirectory]/filename
scp:[//[username@] location]//absoluteDirectory]/filename
e http: Web URL
http:[[/[username@]location]/directory]/filename
e https: Web URL
https:[[/[username@]location]/directory]/filename

Y

FTP SCP

e current-config

e backup-config
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1 CLI

sensor# copy current-config ftp://ga_user@10.89.146.1//tftpboot/update/qgqmaster89.cfg

Password: ***xx*xkkx

3
sensor# copy ftp://ga_user@10.89.146.1//tftpboot/update/gmaster89.cfg current-config
Password: ***xx*xkkx
Warning: Copying over the current configuration may leave the box in an unstable
state.
Would you like to copy current-config to backup-config before proceeding? [yes]:

4 Enter no

Cisco Intrusion Prevention System Sensor 5.1
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CLI

sensor# copy current-config backup-config

sensor# more backup-config

sensor# copy backup-config current-config

sensor# copy /erase backup-config current-config
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erase [backup-config | current-config]

e current-config

e backup-config

1 CLI

sensor# erase current-config

Warning: Removing the current-config file will result in all configuration being reset
to default, including system information such as IP address.

User accounts will not be erased. They must be removed manually using the "no
username" command.

Continue? []:

2 Enter no

Cisco Intrusion Prevention System Sensor 5.1
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. p.13-2

e CLI P.13-3

. P.13-4

. P.13-5

. P.13-9

. P.13-11
. P.13-13

. pP.13-22

. P.13-23

. P.13-25

. P.13-26

. p.13-27

. p.13-28

. P.13-29
e IP P.13-30

. p.13-31

Cisco Intrusion Prevention System Sensor 5.1
[ oL-8676-01-J .m



13 |

banner login 2500
no banner login

CLlI
sensor# configure terminal
sensor (config)# banner login
Banner([]:
Banner[]: This message will be displayed on banner login. M Thank you
sensor (config) #
? Ctrl+V+? Ctrl+V+Enter

"M

This message will be displayed on login.
Thank you

login: cisco

Password: ****

sensor (config)# no banner login
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CLI clear line cli-id [message] message
2500
e cli-id CLI ID CLI ID
show users
* message
clear line CLI

Error: The maximum allowed CLI sessions are currently open, would you like to
terminate one of the open sessions? [no]

Error: The maximum allowed CLI sessions are currently open, please try again later.

CLI

1
2
sensor# show users
CLI ID User
* 13533 jtaylor
15689 jsmith
20098 viewer
3 jsmith  CLI

CLI

CLI'ID

Privilege
administrator
operator
viewer

sensor# clear line cli_id message

Messagel[]:

sensor# clear line 15689 message
Message{}: Sorry! I need to terminate your session.

sensor#
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4 jsmith jtaylor

sensor#
* % %

* Kk ok

*** Termination request from jtaylor
* % %

Sorry! I need to terminate your session.

terminal [length] screen length

screen length

--more-- 0
24
1 CLI
2 screen length 0
sensor# terminal length 0
3 10 CLI --more-- screen length 10

sensor# terminal length 10
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show events [{[alert [informational] [low] [medium]
[high] [include-traits traits] [exclude-traits traits]] | error [warning] [error] [fatal] | log | NAC | status}]
[hh:mm:ss [month day [year]] | past hh:mm:ss]

Ctrl+C

e alert

informational low medium high

¢ include-traits

e exclude-traits

e traits 10 0 15
* error
e log
e NAC ARC

Y

ARC Network Access Controller NAC
IDM CLI for IPS5.1

e status
* past
¢ hh:mm:ss

show events
Ctrl+C

Cisco Intrusion Prevention System Sensor 5.1
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CLI

sensor#@ show events
evError: eventId=1041472274774840147 severity=warning vendor=Cisco
originator:
hostId: sensor2
appName: cidwebserver
appInstanceId: 12075
time: 2003/01/07 04:41:45 2003/01/07 04:41:45 UTC
errorMessage: name=errWarning received fatal alert: certificate_unknown

evError: eventId=1041472274774840148 severity=error vendor=Cisco
originator:
hostId: sensor2
appName: cidwebserver
appInstanceId: 351
time: 2003/01/07 04:41:45 2003/01/07 04:41:45 UTC
errorMessage: name=errTransport WebSession::sessionTask(6) TLS connection exce
ption: handshake incomplete.

Ctrl+C

2006 2 9 10

sensor#@ show events NAC 10:00:00 Feb 9 2005
evShunRgst: eventId=1106837332219222281 vendor=Cisco
originator:
deviceName: Sensorl
appName: NetworkAccessControllerApp
appInstance: 654
time: 2005/02/09 10:33:31 2004/08/09 13:13:31
shunInfo:
host: connectionShun=false
srcAddr: 11.0.0.1
destAddr:
srcPort:
destPort:
protocol: numericType=0 other
timeoutMinutes: 40
evAlertRef: hostId=esendHost 123456789012345678
sensor#

2006 2 9 10

sensor# show events error warning 10:00:00 Feb 9 2005
evError: eventId=1041472274774840197 severity=warning vendor=Cisco
originator:
hostId: sensor
appName: cidwebserver
appInstanceId: 12160
time: 2003/01/07 04:49:25 2003/01/07 04:49:25 UTC
errorMessage: name=errWarning received fatal alert: certificate_unknown
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45

sensor# show events alert past 00:00:45

evIdsAlert: eventId=1109695939102805307 severity=medium vendor=Cisco

originator:
hostId: sensor
appName: sensorApp
appInstanceId: 367
time: 2005/03/02 14:15:59 2005/03/02 14:15:59 UTC

signature: description=Nachi Worm ICMP Echo Request id=2156 version=S54

subsigId: 0
sigDetails: Nachi ICMP
interfaceGroup:
vlian: 0
participants:
attacker:
addr: locality=0UT 10.89.228.202
target:
addr: locality=0UT 10.89.150.185
riskRatingvalue: 70
interface: felO_1
protocol: icmp

evIdsAlert: eventId=1109695939102805308 severity=medium vendor=Cisco

originator:
--MORE--

30

sensor# show events past 00:00:30
evStatus: eventId=1041526834774829055 vendor=Cisco
originator:
hostId: sensor
appName: mainApp
appInstanceId: 2215
time: 2003/01/08 02:41:00 2003/01/08 02:41:00 UTC
controlTransaction: command=getVersion successful=true
description: Control transaction response.
requestor:
user: cids
application:
hostId: 64.101.182.101
appName: -cidcli
appInstanceId: 2316

evStatus: eventId=1041526834774829056 vendor=Cisco
originator:
hostId: sensor
appName: login (pam_unix)
appInstanceId: 2315
time: 2003/01/08 02:41:00 2003/01/08 02:41:00 UTC
syslogMessage:

description: session opened for user cisco by cisco(uid=0)
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clear events

CLI

sensor# clear events
Warning: Executing this command will remove all events currently stored in the event

store.
Continue with clear? []:

yes

Cisco Intrusion Prevention System Sensor 5.1
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show clock [detail]
NTP

NTP

detail

NTP

CLI

sensor# show clock
22:39:21 UTC Sat Jan 25 2003

sensor# show clock detail

22:39:21 CST Sat Jan 25 2003

Time source is NTP

Summer time starts 02:00:00 CST Sun Apr 7 2004
Summer time ends 02:00:00 CDT Sun Oct 27 2004

NTP

sensor# show clock detail

*12:19:22 CST Sat Dec 04 2004

No time source

Summer time starts 02:00:00 CST Sun Apr 7 2004
Summer time ends 02:00:00 CDT Sun Oct 27 2004
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v

clock set hh:mm [:ss] month day year

NTP

NTP P4-32  NTP
P.4-22
P.4-24

clock set

e |IDSM-2

* NM-CIDS

e AIPSSM 10
e AIPSSM 20

CLI

sensor# clock set 13:21 July 29 2004

Y

24
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clear denied-attackers

1 CLI

2 IP

sensor# show statistics denied-attackers
Denied Attackers and hit count for each.
10.20.4.2 = 9
10.20.5.2 =5

2 IP

sensor# clear denied-attackers

Warning: Executing this command will delete all addresses from the list of
attackers currently being denied by the sensor.

Continue with clear? [yes]:

4 vyes

sensor# show statistics virtual-sensor
Virtual Sensor Statistics
Statistics for Virtual Sensor vs0
Name of current Signature-Definition instance = sig0
Name of current Event-Action-Rules instance = rules0O
List of interfaces monitored by this virtual sensor = mypair
Denied Address Information
Number of Active Denied Attackers = 0
Number of Denied Attackers Inserted = 2
Number of Denied Attackers Total Hits = 287
Number of times max-denied-attackers limited creation of new entry = 0
Number of exec Clear commands during uptime = 1
Denied Attackers and hit count for each.

Denied Attackers and hit count for each

sensor# show statistics virtual-sensor clear

[ oL-8676-01-J
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JWK-4255# show statistics virtual-sensor
Virtual Sensor Statistics
Statistics for Virtual Sensor vs0
Name of current Signature-Definition instance = sig0
Name of current Event-Action-Rules instance = rules0
List of interfaces monitored by this virtual sensor = mypair
Denied Address Information
Number of Active Denied Attackers = 2
Number of Denied Attackers Inserted = 0
Number of Denied Attackers Total Hits = 0
Number of times max-denied-attackers limited creation of new entry = 0
Number of exec Clear commands during uptime = 1
Denied Attackers and hit count for each.
10.20.2.5 =0
10.20.5.2 =0

Number of Active Denied Attackers Number of exec Clear commands

during uptime
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| sdee-server | transaction-server | transaction-source | web-server] [clear]

show statistics virtual-sensor [clear]
show statistics [analysis-engine |
authentication | denied-attackers | event-server | event-store | host | logger | network-access | notification

clear

CLI

sensor# show statistics virtual-sensor
Virtual Sensor Statistics

List of

Statistics for Virtual Sensor vsO
Name of current Signature-Definition instance = sig0
Name of current Event-Action-Rules instance = rules0
interfaces monitored by this virtual sensor = felO_1
General Statistics for this Virtual Sensor
Number of seconds since a reset of the statistics =
Measure of the level of resource utilization = 0

Total packets processed since reset = 241

Total IP packets processed since reset = 12

Total packets that were not IP processed since reset
Total TCP packets processed since reset = 0

Total UDP packets processed since reset = 0

Total ICMP packets processed since reset = 12

1675

= 229

Total packets that were not TCP, UDP, or ICMP processed since reset = 0

Total ARP packets processed since reset = 0
Total ISL encapsulated packets processed since reset

=0

Total 802.1g encapsulated packets processed since reset = 0
Total packets with bad IP checksums processed since reset = 0
Total packets with bad layer 4 checksums processed since reset = 0

Total number of bytes processed since reset = 22513
The rate of packets per second since reset = 0

The rate of bytes per second since reset = 13

The average bytes per packet since reset = 93

Denied Address Information

Number of Active Denied Attackers = 0
Number of Denied Attackers Inserted = 0
Number of Denied Attackers Total Hits = 0

Number of times max-denied-attackers limited creation of new entry = 0

Number of exec Clear commands during uptime = 0

Denied Attackers and hit count for each.
The Signature Database Statistics.

The Number of each type of node active in the system
Total nodes active = 0

(can not be reset)

TCP nodes keyed on both IP addresses and both ports = 0
UDP nodes keyed on both IP addresses and both ports = 0

IP nodes keyed on both IP addresses = 0
The number of each type of node inserted since reset
Total nodes inserted = 28

TCP nodes keyed on both IP addresses and both ports = 0
UDP nodes keyed on both IP addresses and both ports = 0

IP nodes keyed on both IP addresses = 6

The rate of nodes per second for each time since reset
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Nodes per second = 0
TCP nodes keyed on both IP addresses and both ports per second = 0
UDP nodes keyed on both IP addresses and both ports per second = 0
IP nodes keyed on both IP addresses per second = 0

The number of root nodes forced to expire because of memory constraints
TCP nodes keyed on both IP addresses and both ports = 0

Fragment Reassembly Unit Statistics for this Virtual Sensor
Number of fragments currently in FRU = 0

Number of datagrams currently in FRU = 0

Number of fragments received since reset = 0
Number of fragments forwarded since reset = 0
Number of fragments dropped since last reset = 0

Number of fragments modified since last reset = 0
Number of complete datagrams reassembled since last reset = 0
Fragments hitting too many fragments condition since last reset
Number of overlapping fragments since last reset = 0
Number of Datagrams too big since last reset = 0
Number of overwriting fragments since last reset = 0
Number of Initial fragment missing since last reset = 0
Fragments hitting the max partial dgrams limit since last reset = 0
Fragments too small since last reset = 0
Too many fragments per dgram limit since last reset = 0
Number of datagram reassembly timeout since last reset = 0
Too many fragments claiming to be the last since last reset = 0
Fragments with bad fragment flags since last reset = 0
TCP Normalizer stage statistics
Packets Input = 0
Packets Modified = 0
Dropped packets from queue = 0
Dropped packets due to deny-connection = 0
Current Streams = 0
Current Streams Closed = 0
Current Streams Closing = 0
Current Streams Embryonic = 0
Current Streams Established = 0
Current Streams Denied = 0
Statistics for the TCP Stream Reassembly Unit
Current Statistics for the TCP Stream Reassembly Unit
TCP streams currently in the embryonic state = 0
TCP streams currently in the established state = 0
TCP streams currently in the closing state = 0
TCP streams currently in the system = 0
TCP Packets currently queued for reassembly = 0
Cumulative Statistics for the TCP Stream Reassembly Unit since reset
TCP streams that have been tracked since last reset = 0
TCP streams that had a gap in the sequence jumped = 0
TCP streams that was abandoned due to a gap in the sequence = 0
TCP packets that arrived out of sequence order for their stream = 0
TCP packets that arrived out of state order for their stream = 0
The rate of TCP connections tracked per second since reset = 0
SigEvent Preliminary Stage Statistics
Number of Alerts received = 491
Number of Alerts Consumed by AlertInterval = 0
Number of Alerts Consumed by Event Count = 0
Number of FireOnce First Alerts = 6
Number of FireOnce Intermediate Alerts = 480
Number of Summary First Alerts = 0
Number of Summary Intermediate Alerts = 0
Number of Regular Summary Final Alerts = 0
Number of Global Summary Final Alerts = 0
Number of Alerts Output for further processing = 491
SigEvent Action Override Stage Statistics
Number of Alerts received to Action Override Processor = 0
Number of Alerts where an override was applied = 0
Actions Added
deny-attacker-inline = 0
deny-connection-inline = 0
deny-packet-inline = 0
modify-packet-inline = 0

1}
o
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log-attacker-packets = 0
log-pair-packets = 0
log-victim-packets = 0
produce-alert = 0
produce-verbose-alert = 0
request-block-connection = 0
request-block-host = 0
request-snmp-trap = 0
reset-tcp-connection = 0
SigEvent Action Filter Stage Statistics
Number of Alerts received to Action Filter Processor = 0
Number of Alerts where an action was filtered = 0
Number of Filter Line matches = 0
Actions Filtered
deny-attacker-inline = 0
deny-connection-inline = 0
deny-packet-inline = 0
modify-packet-inline = 0
log-attacker-packets = 0
log-pair-packets = 0
log-victim-packets = 0
produce-alert = 0
produce-verbose-alert = 0
request-block-connection = 0
request-block-host = 0
request-snmp-trap = 0
reset-tcp-connection = 0
SigEvent Action Handling Stage Statistics.
Number of Alerts received to Action Handling Processor = 491
Number of Alerts where produceAlert was forced = 0
Number of Alerts where produceAlert was off = 0
Actions Performed
deny-attacker-inline = 0
deny-connection-inline = 0
deny-packet-inline = 0
modify-packet-inline = 0
log-attacker-packets = 0
log-pair-packets = 0
log-victim-packets = 0
produce-alert = 11
produce-verbose-alert = 0
request-block-connection = 0
request-block-host = 5
request-snmp-trap = 0
reset-tcp-connection = 0
Deny Actions Requested in Promiscuous Mode
deny-packet not performed = 0
deny-connection not performed = 0
deny-attacker not performed = 0
modify-packet not performed = 0
Number of Alerts where deny-connection was forced for deny-packet action = 0
Number of Alerts where deny-packet was forced for non-TCP deny-connection
action = 0
Per-Signature SigEvent count since reset
Sig 2004 = 5
Sig 2156 = 486
sensor#
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sensor# show statistics analysis-engine
Analysis Engine Statistics
Number of seconds since service started = 1999
Measure of the level of current resource utilization = 0
Measure of the level of maximum resource utilization = 0
The rate of TCP connections tracked per second = 0
The rate of packets per second = 0
The rate of bytes per second = 13
Receiver Statistics
Total number of packets processed since reset = 290
Total number of IP packets processed since reset = 12
Transmitter Statistics
Total number of packets transmitted = 290
Total number of packets denied = 0
Total number of packets reset = 0
Fragment Reassembly Unit Statistics
Number of fragments currently in FRU = 0
Number of datagrams currently in FRU = 0
TCP Stream Reassembly Unit Statistics
TCP streams currently in the embryonic state = 0
TCP streams currently in the established state = 0
TCP streams currently in the closing state = 0
TCP streams currently in the system = 0
TCP Packets currently queued for reassembly = 0
The Signature Database Statistics.
Total nodes active = 0
TCP nodes keyed on both IP addresses and both ports = 0
UDP nodes keyed on both IP addresses and both ports
IP nodes keyed on both IP addresses = 0
Statistics for Signature Events
Number of SigEvents since reset = 491

1}
o

Statistics for Actions executed on a SigEvent
Number of Alerts written to the IdsEventStore = 11
sensor#

sensor# show statistics authentication
General
totalAuthenticationAttempts = 2
failedAuthenticationAttempts = 0
sensor#

sensor# show statistics denied-attackers
Denied Attackers and hit count for each.
sensor#

sensor# show statistics event-server
General
openSubscriptions = 0
blockedSubscriptions = 0
Subscriptions
sensor#
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sensor# show statistics event-store
Event store statistics
General information about the event store
The current number of open subscriptions = 2
The number of events lost by subscriptions and queries = 0
The number of queries issued = 0
The number of times the event store circular buffer has wrapped = 0
Number of events of each type currently stored
Debug events = 0
Status events = 9904

Log transaction events = 0

Shun request events = 61

Error events, warning = 67

Error events, error = 83

Error events, fatal = 0

Alert events, informational = 60
Alert events, low = 1

Alert events, medium 60

Alert events, high = 0
sensor#

sensor# show statistics host
General Statistics
Last Change To Host Config (UTC) = 16:11:05 Thu Feb 10 2005
Command Control Port Device = FastEthernet0/0
Network Statistics
fe0_0 Link encap:Ethernet HWaddr 00:0B:46:53:06:AA
inet addr:10.89.149.185 Bcast:10.89.149.255 Mask:255.255.255.128
UP BROADCAST RUNNING MULTICAST MTU:1500 Metric:1
RX packets:1001522 errors:0 dropped:0 overruns:0 frame:0
TX packets:469569 errors:0 dropped:0 overruns:0 carrier:0
collisions:0 txqueuelen:1000
RX bytes:57547021 (54.8 MiB) TX bytes:63832557 (60.8 MiB)
Interrupt:9 Base address:0xf400 Memory:c0000000-c0000038
NTP Statistics
status = Not applicable
Memory Usage
usedBytes = 500592640
freeBytes = 8855552

totalBytes = 509448192
Swap Usage

Used Bytes = 77824

Free Bytes = 600649728

Total Bytes = 600727552

CPU Statistics
Usage over last 5 seconds = 0
Usage over last minute = 1

Usage over last 5 minutes = 1
Memory Statistics

Memory usage (bytes) = 500498432

Memory free (bytes) = 894976032

Auto Update Statistics
lastDirectoryReadAttempt = N/A
lastDownloadAttempt = N/A
lastInstallAttempt = N/A
nextAttempt = N/A

sensor#
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sensor# show statistics logger
The number of Log interprocessor FIFO overruns = 0
The number of syslog messages received = 11
The number of <evError> events written to the event store by severity
Fatal Severity = 0
Error Severity = 64
Warning Severity = 35
TOTAL = 99
The number of log messages written to the message log by severity
Fatal Severity = 0
Error Severity = 64
Warning Severity = 24
Timing Severity = 311
Debug Severity = 31522
Unknown Severity = 7
TOTAL = 31928
sensor#

ARC

sensor# show statistics network-access
Current Configuration
LogAllBlockEventsAndSensors = true
EnableNvramWrite = false
EnableAclLogging = false
AllowSensorBlock = false
BlockMaxEntries = 11
MaxDeviceInterfaces = 250
NetDevice
Type = PIX
IP = 10.89.150.171
NATAddr = 0.0.0.0
Communications = ssh-3des
NetDevice
Type = PIX
IP = 10.89.150.219
NATAddr = 0.0.0.0
Communications = ssh-des
NetDevice
Type = PIX
IP = 10.89.150.250
NATAddr = 0.0.0.0
Communications = telnet
NetDevice
Type = Cisco
IP = 10.89.150.158
NATAddr = 0.0.0.0
Communications = telnet
BlockInterface
InterfaceName = ethernet(0/1
InterfaceDirection = out
InterfacePostBlock = Post_Acl_Test
BlockInterface
InterfaceName = ethernet0/1
InterfaceDirection = in
InterfacePreBlock = Pre_Acl_Test
InterfacePostBlock = Post_Acl_Test
NetDevice
Type = CAT6000_VACL
IP = 10.89.150.138
NATAddr = 0.0.0.0
Communications = telnet
BlockInterface
InterfaceName = 502

Cisco Intrusion Prevention System Sensor 5.1
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InterfacePreBlock = Pre_Acl_Test
BlockInterface
InterfaceName = 507
InterfacePostBlock = Post_Acl_Test
State
BlockEnable = true
NetDevice
IP = 10.89.150.171
AclSupport = Does not use ACLs
Version = 6.3
State = Active
Firewall-type = PIX
NetDevice
IP = 10.89.150.219
AclSupport = Does not use ACLs
Version = 7.0
State = Active
Firewall-type = ASA
NetDevice
IP = 10.89.150.250
AclSupport = Does not use ACLs
Version = 2.2
State = Active
Firewall-type = FWSM
NetDevice
IP = 10.89.150.158
AclSupport = uses Named ACLs
Version = 12.2
State = Active
NetDevice
IP = 10.89.150.138
AclSupport = Uses VACLs
Version = 8.4
State = Active
BlockedAddr
Host
IP = 22.33.4.5
Vlan =
Actuallp =
BlockMinutes =
Host
IP = 21.21.12.12
Vlan =
Actuallp =
BlockMinutes =
Host
IP = 122.122.33.4
Vlan =
Actuallp =
BlockMinutes = 60
MinutesRemaining = 24
Network
IP = 111.22.0.0
Mask = 255.255.0.0
BlockMinutes =
sensor#

11

sensor# show statistics notification
General
Number of SNMP set requests = 0
Number of SNMP get requests = 0

Number of error traps sent = 0
Number of alert traps sent = 0
sensor#

Cisco Intrusion Prevention System Sensor 5.1
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12

13

14

15

16

SDEE

sensor# show statistics sdee-server
General

Open Subscriptions = 0

Blocked Subscriptions = 0

Maximum Available Subscriptions = 5
Maximum Events Per Retrieval = 500
Subscriptions
sensor#

sensor# show statistics transaction-server
General
totalControlTransactions = 35
failedControlTransactions = 0
sensor#

sensor# show statistics transaction-source
General
totalControlTransactions = 0
failedControlTransactions = 0
sensor#

Web

sensor# show statistics web-server

listener-443
number of server session requests handled = 61
number of server session requests rejected = 0
total HTTP requests handled = 35
maximum number of session objects allowed = 40
number of idle allocated session objects 10
number of busy allocated session objects 0

crypto library version = 6.0.3

sensor#

sensor# show statistics logger clear
The number of Log interprocessor FIFO overruns = 0
The number of syslog messages received = 141
The number of <evError> events written to the event store by severity
Fatal Severity = 0
Error Severity = 14
Warning Severity = 142
TOTAL = 156
The number of log messages written to the message log by severity
Fatal Severity = 0
Error Severity = 14
Warning Severity = 1
Timing Severity = 0
Debug Severity = 0
Unknown Severity = 28
TOTAL = 43

Cisco Intrusion Prevention System Sensor 5.1
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sensor# show statistics logger
The number of Log interprocessor FIFO overruns = 0
The number of syslog messages received = 0
The number of <evError> events written to the event store by severity
Fatal Severity = 0
Error Severity = 0
Warning Severity = 0
TOTAL = 0
The number of log messages written to the message log by severity
Fatal Severity = 0
Error Severity = 0
Warning Severity = 0
Timing Severity = 0
Debug Severity = 0

Unknown Severity = 0
TOTAL = 0
sensor#

Cisco Intrusion Prevention System Sensor 5.1
[ oL-8676-01-J .m



13 |

URL show tech-support [page]

[password] [destination-url destination-url] TAC
* page 1

Enter Space
e password
e destination-url HTML
* destination-url HTML URL

CLlI
sensor# show tech-support page
1 Space
Ctrl+C
HTML

show tech-support destination-url destination-url

FTP URL

[[//username@location] /relativeDirectory]/filename

[[//username@location]//absoluteDirectory]/filename

SCP URL

[[//username@]location] /relativeDirectory]/filename

[[//username@]location]//absoluteDirectory]/filename

/absolute/reports/sensorlReport.html

show tech support dest

ftp://csidsuser@l0.2.1.2//absolute/reports/sensorlReport.html

a.
sensor#
e ftp:
ftp:
ftp:
® Scp.
scp:
scp:
sensor#

password:
b.

Generating report:

Cisco Intrusion Prevention System Sensor 5.1
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IPS show version
more current-config

1 CLI

sensor# show version

NM-CIDS

sensor# show version
Application Partition:

Cisco Intrusion Prevention System, Version 5.1(0.16)S185.0

0OS Version 2.4.26-IDS-smp-bigphys

Platform: IPS-4255-K9

Serial Number: JABO815R017

No license present

Sensor up-time is 5 days.

Using 722145280 out of 3974291456 bytes of available memory (18% usage)

system is using 17.3M out of 29.0M bytes of available disk space (59% usage)
application-data is using 36.3M out of 166.8M bytes of available disk space (23%
usage)

boot is using 39.4M out of 68.6M bytes of available disk space (61% usage)

MainApp 2005_Feb_18_03.00 (Release) 2005-02-18T03:13:47-0600 Running
AnalysisEngine 2005_Feb_18_03.00 (Release) 2005-02-18T03:13:47-0600 Running
CLI 2005_Feb_18_03.00 (Release) 2005-02-18T03:13:47-0600

Upgrade History:
IDS-K9-min-5.1-0.16 03:00:00 UTC Mon Oct 31 2005
Recovery Partition Version 1.1 - 5.1(0.16)

sensor#

NM-CIDS

nm-cids# show version
Application Partition:
Cisco Intrusion Prevention System, Version 5.1(0.16)S185.0

0OS Version 2.4.26-IDS-smp-bigphys

Platform: NM-CIDS

Serial Number: JAD06490681

No license present

Sensor up-time is 1 day.

Using 485675008 out of 509448192 bytes of available memory (95% usage)
system is using 17.3M out of 29.0M bytes of available disk space (59% usage)

Cisco Intrusion Prevention System Sensor 5.1
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application-data is using 31.1M out of 166.8M bytes of available disk space (20%

usage)

boot is using 39.5M out of 68.6M bytes of available disk space (61% usage)

application-log is using 529.6M out of 2.8G bytes of available disk space

(20% usage)

MainApp 2005_Feb_09_03.00 (Release) 2005-02-09T03:22:27-0600 Running
AnalysisEngine 2005_Feb_09_03.00 (Release) 2005-02-09T03:22:27-0600 Running
CLI 2005_Feb_09_03.00 (Release) 2005-02-09T03:22:27-0600
Upgrade History:
IDS-K9-min-5.1-0.16 03:00:00 UTC Mon Oct 31 2005
Recovery Partition Version 1.1 - 5.1(0.16)
nm-cids#
Y
—-MORE-— Space Ctri+C
CLI
S
more current-config show configuration

sensor# more current-config

! Version 5.1(0.16)
! Current configuration last modified Wed Oct 31 03:20:54 2005

service analysis-engine
exit

service authentication
exit

service event-action-rules rulesO
exit

service host

network-settings

host-ip 10.89.147.31/25,10.89.147.126

host-name sensor

access-1list 0.0.0.0/0

login-banner-text This message will be displayed on banner login.
exit

time-zone-settings

--MORE--

Cisco Intrusion Prevention System Sensor 5.1
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display-serial

no display-serial

Linux
display-serial IPS
e IDSM-2
¢ NM-CIDS
e IDS-4215
e 1PS-4240
e IPS-4255
e AIPSSM 10
e AIPSSM 20
CLlI

sensor# configure terminal

sensor (config)# display-serial

sensor (config)# no display-serial

Cisco Intrusion Prevention System Sensor 5.1
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ping ip-address [count]

CLI
ping
sensor# ping ip-address count

count
1 10,000

ping

sensor# ping 10.89.146.110 6
PING 10.89.146.110 (10.89.146.110): 56 data bytes

64 bytes from 10.89.146.110: icmp_seqg=0 ttl=61 time=0.3 ms
64 bytes from 10.89.146.110: icmp_seqg=1 ttl=61 time=0.1 ms
64 bytes from 10.89.146.110: icmp_seqg=2 ttl=61 time=0.1 ms
64 bytes from 10.89.146.110: icmp_seqg=3 ttl=61 time=0.2 ms
64 bytes from 10.89.146.110: icmp_seqg=4 ttl=61 time=0.2 ms
64 bytes from 10.89.146.110: icmp_seqg=5 ttl=61 time=0.2 ms

---10.89.146.110 ping statistics ---
6 packets transmitted, 6 packets received, 0% packet loss
round-trip min/avg/max = 0.1/0.1/0.3 ms

ping

sensor# ping 172.21.172.1 3
PING 172.21.172.1 (172.21.172.1): 56 data bytes

---172.21.172.1 ping statistics ---
3 packets transmitted, 0 packets received, 100% packet loss
sensor#
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reset [powerdown] powerdown

v

P.15-31 IDSM-2 P.16-9 NM-CIDS
p.14-7 AIP SSM

CLI

1 CLI

sensor# reset
Warning: Executing this command will stop all applications and reboot the node.
Continue with reset? []:

3 yes

sensor# yes
Request Succeeded.
sensor#

sensor# reset powerdown
Warning: Executing this command will stop all applications and power off the node if
possible. If the node can not be powered off it will be left in a state that is safe
to manually power down.
Continue with reset? []:

5 yes

sensor# yes
Request Succeeded.
sensor#

Cisco Intrusion Prevention System Sensor 5.1
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show history
50

CLI

EXEC

sensor# show history
clear line

configure terminal
show history

sensor# configure terminal

sensor (config)# service network-access

sensor (config-net)# show history

show settings

show settings terse

show settings | include profile-name|ip-address
exit

show history

sensor (config-net)#

Cisco Intrusion Prevention System Sensor 5.1
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PEP show inventory
PID VID SN uDI
PEP CLI

show inventory

 IDSM-2
« NM-CIDS
e IDS-4210
e IDS-4215
e IDS-4235
e IDS-4250
PEP
CLI
PEP

sensor# show inventory

Name: "Chassis", DESCR: "IPS 4255 Intrusion Prevention Sensor"
PID: IPS-4255-K9, VID: V01 , SN: JAB0815R017

Name: "Power Supply", DESCR: "'

PID: ASA-180W-PWR-AC, VID: V01 , SN: 123456789AB

sensor#

sensor# show inventory

Name: "Module", DESCR: "ASA 5500 Series Security Services Module-20"
PID: ASA-SSM-20, VID: VOl , SN: JABO815R036

sensor#

sensor-4240# show inventory

Name: "Chassis", DESCR: "IPS 4240 Appliance Sensor"

PID: IPS-4240-K9, VID: V01l , SN: P3000000653
sensor-4240#

TAC
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IP trace ip_address count
ip_address count
4 1 256

1 CLI

2 IP

sensor# trace 10.1.1.1
traceroute to 10.1.1.1 (10.1.1.1), 4 hops max, 40 byte packets
1 10.89.130.1 (10.89.130.1) 0.267 ms 0.262 ms 0.236 ms

2 10.89.128.17 (10.89.128.17) 0.24 ms * 0.399 ms

3 * 10.89.128.17 (10.89.128.17) 0.424 ms *

4 10.89.128.17 (10.89.128.17) 0.408 ms * 0.406 ms
sensor#

3 4 count

sensor# trace 10.1.1.1 8
traceroute to 10.1.1.1 (10.1.1.1), 8 hops max, 40 byte packets
1 10.89.130.1 (10.89.130.1) 0.35 ms 0.261 ms 0.238 ms
10.89.128.17 (10.89.128.17) 0.36 ms * 0.344 ms
* 10.89.128.17 (10.89.128.17) 0.465 ms *
10.89.128.17 (10.89.128.17) 0.319 ms * 0.442 ms
*10.89.128.17 (10.89.128.17) 0.304 ms *
10.89.128.17 (10.89.128.17) 0.527 ms * 0.402 ms
* 10.89.128.17 (10.89.128.17) 0.39 ms *
8 10.89.128.17 (10.89.128.17) 0.37 ms * 0.486 ms
sensor#

N o Ul W
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show settings [terse]

1 CLI

2 ARC

sensor# configure terminal

sensor (config)# service network-access

sensor (config-net)# show settings

general

log-all-block-events-and-errors: true <defaulted>
enable-nvram-write: false <defaulted>
enable-acl-logging: false <defaulted>
allow-sensor-block: false <defaulted>
block-enable: true <defaulted>
block-max-entries: 250 <defaulted>
max-interfaces: 250 default: 250
master-blocking-sensors (min: 0, max: 100, current: 0)

never-block-hosts (min: 0, max: 250, current: 0)
never-block-networks (min: 0, max: 250, current: 0)
block-hosts (min: 0, max: 250, curremt: 0)
block-networks (min: 0, max: 250, current: 0)

profile-name: 2admin
enable-password: <hidden>
password: <hidden>
username: pix default:

enable-password: <hidden>
password: <hidden>
username: netrangr default:

profile-name: insidePix
enable-password: <hidden>
password: <hidden>
username: <defaulted>

profile-name: gatest
enable-password: <hidden>
password: <hidden>
username: <defaulted>

Cisco Intrusion Prevention System Sensor 5.1
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enable-password: <hidden>
password: <hidden>
username: pix default:

profile-name: outsidePix
enable-password: <hidden>
password: <hidden>
username: pix default:

enable-password: <hidden>
password: <hidden>
username: <defaulted>

profile-name: rcat
enable-password: <hidden>
password: <hidden>
username: cisco default:

profile-name: nopass
enable-password: <hidden>
password: <hidden>
username: <defaulted>

profile-name: test
enable-password: <hidden>
password: <hidden>
username: pix default:

profile-name: sshswitch
enable-password: <hidden>
password: <hidden>
username: cisco default:

ip-address: 10.89.147.61
communication: telnet default: ssh-3des
nat-address: 0.0.0.0 <defaulted>
profile-name: cat
block-vlans (min: 0, max: 100, current: 1)

pre-vacl-name: <defaulted>
post-vacl-name: <defaulted>

ip-address: 10.89.147.54
communication: telnet default: ssh-3des
nat-address: 0.0.0.0 <defaulted>
profile-name: r7200
block-interfaces (min: 0, max: 100, current: 1)

Cisco Intrusion Prevention System Sensor 5.1
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interface-name: £fa0/0
direction: in
pre-acl-name: <defaulted>
post-acl-name: <defaulted>
firewall-devices (min: 0, max: 250, current: 2)

ip-address: 10.89.147.10
communication: telnet default: ssh-3des
nat-address: 0.0.0.0 <defaulted>

profile-name: insidePix

10.89.147.82
communication: ssh-3des <defaulted>
nat-address: 0.0.0.0 <defaulted>
profile-name: f1

ip-address:

sensor (config-net)#

3 ARC

sensor (config-net) # show settings terse
general

log-all-block-events-and-errors: true <defaulted>

enable-nvram-write:
enable-acl-logging:
allow-sensor-block:

false <defaulted>
false <defaulted>
false <defaulted>

block-enable: true <defaulted>

block-max-entries: 250 <defaulted>

max-interfaces: 250 default: 250

master-blocking-sensors (min: 0, max: 100, current: 0)

never-block-hosts (min: 0, max: 250, current: 0)

never-block-networks (min: 0, max: 250, current: 0)

block-hosts (min: 0, max: 250, current: 0)

block-networks (min: 0, max: 250, current: 0)
user-profiles (min: 0, max: 250, current: 11)

profile-name: 2admin

profile-name: r7200

profile-name: insidePix

profile-name: gatest

profile-name: fwsm

profile-name: outsidePix

profile-name: cat

profile-name: rcat

profile-name: nopass

profile-name: test

profile-name: sshswitch
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catbk-devices (min: 0, max: 250, current: 1)

ip-address: 10.89.147.61

ip-address: 10.89.147.54

ip-address: 10.89.147.10
ip-address: 10.89.147.82

sensor (config-net) #

include
ARC IP

sensor (config-net)# show settings | include profile-name|ip-address
profile-name: 2admin
profile-name: r7200
profile-name: insidePix
profile-name: gatest
profile-name: fwsm
profile-name: outsidePix
profile-name: cat
profile-name: rcat
profile-name: nopass
profile-name: test
profile-name: sshswitch
ip-address: 10.89.147.61
profile-name: cat
ip-address: 10.89.147.54
profile-name: r7200
ip-address: 10.89.147.10
profile-name: insidePix
ip-address: 10.89.147.82
profile-name: test
sensor (config-net) #
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e AIPSSM P.14-7
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AIP SSM

1.

AIP SSM

AIP SSM

setup

AIP SSM

IPS

10

P.2-9 AIP SSM

AIP SSM
p.3-3

P.14-3 AIP SSM
AIP SSM ASA
P.14-4 AIP SSM

4

6

ARC
AIP SSM
13
IPS

18

AIP SSM

P.17-44  AIP SSM
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AIP SSM

AIP SSM

show module slot details AIP SSM

ASA

AIP SSM

asa# show module 1 details
Getting details from the Service Module, please wait...
ASA 5500 Series Security Services Module-20

Model:

Hardware version:
Serial Number:
Firmware version:
Software version:
Status:

Mgmt IP addr:
Mgmt web ports:
Mgmt TLS enabled:
asat

ASA-SSM-20

0.2

P2B000005D0
1.0(10)0
5.1(0.05)S8179.0
Up
10.89.149.219
443

false

P.14-2
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H AP SSM

AIP SSM

IPS

AIP SSM ASA IPS

. P.14-4
e IPS AIP SSM ASA P.14-4

ASA VPN
AIP
SSM AIP SSM

AIP SSM

ASA AIP SSM AIP SSM

1. class-map IPS

2. policy-map 1
IPS

3. service-policy 1
IPS

IPS ASA CLI ASDM

AIP SSM ASA

Cisco Security Appliance Command Line Configuration Guide
18 Using Modular Policy Framework

e access-list word word
241
e access-group word access-list
word 241
e class-map class_map_name IPS
e match
match

access-list

any
e policy-map policy_map_name 1

IPS

e ips[inline | promiscuous][fail-close | fail-open] AIP SSM

inline  AIP SSM
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AIP SSM ||
AIP SSM ASA
AIP SSM
promiscuous AIP SSM
AIP SSM
ASA ASA
AIP SSM AIP
SSM ASA
fail-close AIP SSM ASA
fail-open AIP SSM
ASA
e service-policy service_policy_name [global | interface interface_name] 1
IPS
global
1
1
interface 1
ASA AIP SSM IPS

1 ASA

asa# configure terminal

3 IPS

asa(config)# access-list IPS permit ip any any

4

asa(config)# access-group IPS [in|out] interface [DMZ|inside|mgmt|outside]
5 IPS

asa(config)# class-map class_map name

asa(config-cmap) # match [access-list | any]
6 IPS

asa(config-cmap)# policy-map policy map name

Cisco Intrusion Prevention System Sensor 5.1
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H AP SSM

10

11

asa(config-pmap)# class class_map_name

AIP SSM

asa(config-pmap-c)# ips [inline | promiscuous] [fail-close | fail-open]

IPS

asa(config-pmap-c)# service-policy policymap_name [global | interface interface_namel

asa(config-pmap-c)# show running-config
1
class-map my_ips_class
class-map my-ips-class
match access-1list IPS
class-map all_traffic
match access-1list all_traffic
class-map inspection_default
match default-inspection-traffic
!
1
policy-map my-ids-policy
class my-ips-class
ips promiscuous fail-close
1

service-policy my-ids-policy global

asa(config-pmap-c)# exit
asa(config-pmap) # exit
asa(config)# exit

asa#

IP AIP SSM
IP

hostname (config)# access-list IPS permit ip any any
asa(config)# access-group IPS in interface inside
asa(config)# access-group IPS in interface outside
hostname (config) # class-map my-ips-class

hostname (config-cmap) # match access-list IPS
hostname (config-cmap) # policy-map my-ids-policy
hostname (config-pmap) # class my-ips-class

hostname (config-pmap-c)# ips promiscuous fail-close
(

hostname (config-pmap-c)# service-policy my-ids-policy global
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AIP SSM

AIP SSM

ASA AIP SSM

N

hw-module EXEC

hw-module

e hw-module module 1 reload

AIP SSM
AIPSSM  Up

¢ hw-module module 1 shutdown
AIP SSM

¢ hw-module module 1 reset

AIP SSM
Up/Down/Unresponsive/Recover

e hw-module module 1 recover [boot | stop | configure]
recover

Enter

AIP SSM P.17-44 AIP SSM

hw-module module 1 recover boot
AIP SSM AIP SSM

hw-module module 1 recover stop
AIP SSM AIP SSM

A

AIP SSM

Recover

Up

AIP SSM hw-module module 1 recover stop

30 45
AIP SSM  Unresponsive

AIP SSM

hw-module module 1 recover configure

IP TFTP URL
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IDSM-2

IDSM-2
N
Catalyst 6500 6500 7600
. p.15-2
e |IDSM-2 P.15-3
. IDSM-2 P.15-5
e [IDSM-2 / Catalyst 6500
P.15-6
e IDSM-2 Catalyst 6500 P.15-9
e [IDSM-2 Catalyst 6500 P.15-21
e IDSM-2 P.15-30
e Catalyst Cisco 10S P.15-33
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IDSM-2
1. IDSM-2 / Catalyst 6500
P.15-6 IDSM-2 / Catalyst
6500
2. IDSM-2
IDSM-2 P.2-6 IDSM-2
3. IDSM-2
setup IDSM-2
p.3-3
4. IDSM-2
P.15-9 IDSM-2 Catalyst 6500
p.15-21 IDSM-2 Catalyst 6500
IDSM-2
5 TCP
P.15-9 TCP
Cisco 10S IDSM-2
P.15-25 EtherChanneling
5.
P.4-16
6.
4
7.
6 7
10 ARC
8. IDSM-2
13 P.15-30 IDSM-2
9. IPS
p.18-2 Cisco IPS
10.

P.17-31 IDSM-2
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IDSM-2

IDSM-2

2 Catalyst

cat6k>

(enable)

show module
Mod Slot Ports Module-Type

IDSM-2

Status

2 1000BaseX Supervisor

1 Multilayer Switch Feature
10/100BaseTX Ethernet
10/100/1000BaseT Ethernet
1000BaseX Ethernet

8 Intrusion Detection Mod

Serial-Num

MAC-Address (es)

SAD041308AN
SAD04120BRB
SAD03475400
SAD073906RC
SAL0751QYNO
SAD062004LV

WS-X6K-SUP1A-2GE
WS-F6K-MSFC
WS-X6248-RJ-45
WS-X6548-GE-TX
WS-X6516A-GBIC
WS-SVC-IDSM2

ves

00-d0-c0-cc-0e-d2
00-d0-c0-cc-0e-d0
00-30-71-34-10-00
00-30-7b-91-77-b0
00-30-96-2b-c7-2c
00-0d-29-£f6-01-98
00-0e-83-af-15-48
00-e0-b0-f£-3b-80

to

00-d0-c0-cc-0e-d3
00-d0-cO0-cc-0e-dl
00-30-71-34-13-ff
00-30-7b-91-77-ef
00-30-96-2b-c7-5b
00-0d-29-£6-01-c7
00-0e-83-af-15-57
00-e0-b0-£f£-3b-87

Sub-Model

[STESNRT, ESEY

7
7
02 7

P o o

Sub

12.1(23)E2
4.2(0.24)Vv

.2(1)
-2(1)
.2(0.67)

-Serial

12.1(23)E2
8.4(1)
8.4(1)

8.4 (1)
5.0(0.30)

Sub-Hw Sub-Sw

SAD041303G6 1.1

catbk>

L3 Switching Engine
IDS 2 accelerator board WS-SVC-IDSUPG

(enable)

WS-F6K-PFC

2.0

Cisco Intrusion Prevention System Sensor 5.1
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IDSM-2

IDSM-2

3 Cisco IOS

switch# show module

Mod Ports Card Type Model Serial No.
1 48 48 port 10/100 mb RJ-45 ethernet WS-X6248-RJ-45 SAD0401012S
2 48 48 port 10/100 mb RJ45 WS-X6348-RJ-45 SAL044830QBL
3 48 SFM-capable 48 port 10/100/1000mb RJ45 WS-X6548-GE-TX SAD073906GH
6 16 SFM-capable 16 port 1000mb GBIC WS-X6516A-GBIC SALQ0740MMYJ
7 2 Supervisor Engine 720 (Active) WS-SUP720-3BXL SAD08320L2T
9 1 1 port 10-Gigabit Ethernet Module WS-X6502-10GE SAD071903BT
10 3 Anomaly Detector Module WS-SVC-ADM-1-K9 SAD084104JR
11 8 Intrusion Detection System WS-SVC-IDSM2 SAD05380608
13 8 Intrusion Detection System WS-SVC-IDSM-2 SAD(072405D8
Mod MAC addresses Hw Fw Sw Status
1 00d0.d328.e2ac to 00d40.d328.e2db 1.1 4.2(0.24)VAT 8.5(0.46)ROC Ok
2 0003.6cl4.e1d0 to 0003.6cld.elff 1.4 5.4(2) 8.5(0.46)ROC Ok
3 000d.29f6.7a80 to 000d.29f6.7aaf 5.0 7.2(1) 8.5(0.46)ROC Ok
6 000d.ed23.1658 to 000d.ed23.1667 1.0 7.2(1) 8.5(0.46)ROC Ok
7 0011.21a1.1398 to 0011.21al.139b 4.0 8.1(3) 12.2 (PIKESPE Ok
9 000d.29cl.41bc to 000d.29cl.41bc 1.3 Unknown Unknown PwrDown
10 000b.fcf8.2ca8 to 000b.fcf8.2caf 0.101 7.2(1) 4.0(0.25) Ok
11 00e0.b0ff.3340 to 00e0.b0ff.3347 0.102 7.2(0.67) 5.0(1) Ok
13 0003.feab.c850 to 0003.feab.c857 4.0 7.2(1) 5.0(1) Ok
Mod Sub-Module Model Serial Hw Status
7 Policy Feature Card 3 WS-F6K-PFC3BXL SAD083305A1 1.3 Ok
7 MSFC3 Daughterboard WS-SUP720 SAD083206JX 2.1 Ok
11 IDS 2 accelerator board WS-SVC-IDSUPG 2.0 Ok
13 IDS 2 accelerator board WS-SVC-IDSUPG 0347331976 2.0 Ok
Mod Online Diag Status
1 Pass
2 Pass
3 Pass
6 Pass
7 Pass
9 Unknown
10 Not Applicable
11 Pass
13 Pass
switch#
A
IDSM-2 other
IDSM-2 ok
IDSM-2 5
IDSM-2 P.15-30
Cisco Intrusion Prevention System Sensor 5.1
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IDSM-2 ||
15-1 IDSM-2
15-1
SPAN/ VACL VACL RACL Catalyst Cisco 10S
RSPAN
1A X — — — 7.5(1) —
PFC1 X X X — 7.5(1) —
1A
PFC1 MSFC1 X X X! X 7.5(1) 2
1A
1A-PFC2 |X X X3 X 7.5(1) 12.1(19)E1
MSFC2
PFC2 X X X — 7.5(1) —
2
PFC2 MSFC2 X X x4 X 7.5(1) 12.1(19)E
2 12.2(14)SY
720 PFC3 [X X 5 X — 12.2(14)SX1
MSFC3
1. IDSM-2 VACL Catalyst
Cisco 10S
2. CiscolOS PFC1 MSFC1 1A IDSM-2
3. IDSM-2 VACL Catalyst
Cisco 10S
4. IDSM-2 VACL Catalyst
Cisco 10S
5. Cisco I0S 720  VACL deny IDSM-2 Cisco
10S VACL
1A PFC2 PFC2 MSFC2
2 Catalyst Cisco 10S
Cisco Intrusion Prevention System Sensor 5.1
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IDSM-2

Catalyst

/ Catalyst 6500
IDSM-2 /

e Catalyst P.15-6

e Cisco I0S P.15-7
IDSM-2 /

cat6k> enable

VLAN

cat6k>
idsm2_slot_number/command_and_control_port_number

catbk> (enable) set vlan 147 6/2
VLAN 147 modified.

VLAN 146 modified.

VLAN Mod/Ports

147  2/5,2/16-18
6/2
/ 2
IDSM-2 IP

cat6k> session slot_number
idsm-2# ping network_ip_address

(enable) set vlan command _and control_vlan_.

Catalyst 6500

Catalyst 6500

Catalyst 6500

number

ping

Cisco Intrusion Prevention System Sensor 5.1
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IDSM-2 / Catalyst 6500 ||

console> (enable) session 6
Trying IDS-6...

Connected to IDS-6.

Escape character is '~]1'.

login: cisco

Password:

Last login: Thu Mar 3 09:40:53 from 127.0.0.11

***NOTICE***

This product contains cryptographic features and is subject to United States and local
country laws governing import, export, transfer and use. Delivery of Cisco
cryptographic products does not imply third-party authority to import, export,
distribute or use encryption. Importers, exporters, distributors and users are
responsible for compliance with U.S. and local country laws. By using this product you
agree to comply with applicable laws and regulations. If you are unable to comply with
U.S. and local laws, return this product immediately.

A summary of U.S. laws governing Cisco cryptographic products may be found at:
http://www.cisco.com/wwl/export/crypto/tool/stqgrg.html

If you require further assistance please contact us by sending email to
export@cisco.com.

***L,ICENSE NOTICE***

There is no license key installed on the system.

Please go to http://www.cisco.com/go/license to obtain a new license or install a
license.

idsm-2# ping 10.89.149.126

PING 10.89.149.126 (10.89.149.126): 56 data bytes

64 bytes from 10.89.149.126: icmp_seqg=0 ttl=255 time=0.3 ms
64 bytes from 10.89.149.126: icmp_seqg=1 ttl=255 time=0.3 ms
64 bytes from 10.89.149.126: icmp_seqg=2 ttl=255 time=0.3 ms
64 bytes from 10.89.149.126: icmp_seqg=3 ttl=255 time=0.3 ms

---10.89.149.126 ping statistics ---

4 packets transmitted, 4 packets received, 0% packet loss
round-trip min/avg/max = 0.3/0.3/0.3 ms

idsm-2# exit

caté6k> (enable)

5 IDSM-2
P.3-3
6 IDSM-2 ping
7 IDSM-2 ping SSH Telnet Web
Cisco I0S
IDSM-2 / Catalyst 6500
1

Cisco Intrusion Prevention System Sensor 5.1
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IDSM-2

/ Catalyst 6500

switch# configure terminal

/ VLAN

switch (config)# intrusion-detection module module_ number management-port access-vlan
vlan_number

switch (config)# intrusion-detection module 11 management-port access-vlan 146

IDSM-2 IP ping

switch# session slot module_number processor 1
idsm-2# ping network_ip_ address

switch# session slot 11 processor 1

The default escape character is Ctrl-", then x.

You can also type 'exit' at the remote prompt to end the session
Trying 127.0.0.91 ... Open

login: cisco

Password:

* % *NOTICE* * %

This product contains cryptographic features and is subject to United States and local
country laws governing import, export, transfer and use. Delivery of Cisco
cryptographic products does not imply third-party authority to import, export,
distribute or use encryption. Importers, exporters, distributors and users are
responsible for compliance with U.S. and local country laws. By using this product you
agree to comply with applicable laws and regulations. If you are unable to comply with
U.S. and local laws, return this product immediately.

A summary of U.S. laws governing Cisco cryptographic products may be found at:
http://www.cisco.com/wwl/export/crypto/tool/stqgrg.html

If you require further assistance please contact us by sending email to
export@cisco.com.

***L,ICENSE NOTICE***

There is no license key installed on the system.

Please go to http://www.cisco.com/go/license

to obtain a new license or install a license.

idsm-2# ping 10.89.149.254

PING 10.89.149.254 (10.89.149.254): 56 data bytes

64 bytes from 10.89.149.254: icmp_seqg=0 ttl=255 time=0.2 ms
64 bytes from 10.89.149.254: icmp_seqg=1 ttl=255 time=0.2 ms
64 bytes from 10.89.149.254: icmp_seqg=2 ttl=255 time=0.2 ms
64 bytes from 10.89.149.254: icmp_seqg=3 ttl=255 time=0.2 ms
---10.89.149.254 ping statistics ---

4 packets transmitted, 4 packets received, 0% packet loss
round-trip min/avg/max = 0.2/0.2/0.2 ms

idsm-2# exit

[Connection to 127.0.0.91 closed by foreign host]

switch#

Cisco Intrusion Prevention System Sensor 5.1
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IDSM-2 Catalyst 6500 ||
5 |IDSM-2
P.3-3
IDSM-2 Catalyst 6500
SPAN VACL IDSM-2
1 GigabitEthernet0/1 TCP 2
GigabitEthernet0/2 / 8
GigabitEthernet0/7  GigabitEthernet0/8
SPAN VACL
IDSM-2 IDSM-2 SPAN VACL
SPAN VACL
e TCP P.15-9
e SPAN P.15-10
e VACL P.15-14
e misipids P.15-18
TCP
IDSM-2 TCP 1 IDSM-2
TCP TCP
IDSM-2
. 1 VLAN
VLAN
. dotlq VLAN
VLAN
VLAN
Cisco Intrusion Prevention System Sensor 5.1
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W Dsm-2 Catalyst 6500

SPAN

IDSM-2 SPAN
VLAN VLAN  SPAN

e Catalyst P.15-10
e Cisco I0S P.15-12

Catalyst
IDSM-2 SPAN set span

IDSM-2 7 8

e disable

e module/port

e vlan VLAN

e module/port

¢ both

e filter VLAN

e inpkts /
e Jlearning MAC /
e multicast /
* X

e session SPAN

* X

IDSM-2 SPAN

cat6k> enable

3 IDSM-2 SPAN

Cisco Intrusion Prevention System Sensor 5.1
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caté6k> (enable
Destination
Admin Source
Oper Source
Direction
Incoming Packe
Learning
Multicast
Filter

Session Number

caték> (enable

S

IDSM-2 Catalyst 6500

) set span 3/3 13/7
Port 13/7
Port 3/3
Port 3/3
: transmit/receive
ts: disabled
enabled
enabled

1

)

VLAN

filter

e VLAN
catb6k> (enable
Destination

Admin Source
Oper Source

) set span 650 13/7 rx

Port 13/7

VLAN 650

Port 11/1,13/1

Direction : receive
Incoming Packets: disabled
Learning : enabled
Multicast : enabled

Filter : -
Session Number

cat6k> (enable

SPAN

1

)

cat6k> (enable) show span

Destination Port 13/7
Admin Source VLAN 650

Oper Source Port 11/1,13/1
Direction : receive
Incoming Packets: disabled
Learning enabled
Multicast enabled
Filter -

Session Number 1

Total local span sessions: 1

catb6k> (enable)

Cisco Intrusion Prevention System Sensor 5.1
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Ml 1DSMm-2 Catalyst 6500
5 IDSM-2 SPAN

cat6k> (enable) set span disable session 1

This command will disable your span session.

Do you want to continue (y/n) [n]l? y

Disabled Port 13/7 to monitor receive traffic of VLAN 650

cat6k> (enable)

A Y

SPAN Catalyst 6500 Series Switch Command Reference

Cisco I0S

IDSM-2 SPAN
monitor session

IDSM-2 1 2

e interface SPAN

e remote SPAN

e vian SPAN VLAN

e GigabitEthernet IEEE 802.3z
e Port-channel

o -
* both
* X
LI ¢

e intrusion-detection-module SPAN

e destination SPAN VLAN
e filter SPAN VLAN

e source SPAN VLAN

* type

IDSM-2 SPAN

Cisco Intrusion Prevention System Sensor 5.1
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IDSM-2 Catalyst 6500 ||

1

2
switch# configure terminal

3
switch (config)# monitor session (session_number) source interface
interface/port_number [, | - | rx | tx | both]
switch (config)# monitor session 1 source interface GigabitEthernet2/23 both

4 |IDSM-2 SPAN
switch (config)# monitor session (session_number) destination
intrusion-detection-module module_number data-port data_port_number
switch (config)# monitor session 1 destination intrusion-detection-module 9 data-port
1

5
switch (config)# no monitor session session_number

6 VLAN SPAN
switch (config)# monitor session (session_number) {filter vlan {vlan_ID} [, \ - 13
switch (config)# monitor session 1 filter vlan 146

7
switch (config)# exit

8

switch # show monitor session session_number

Cisco Intrusion Prevention System Sensor 5.1
[ oL-8676-01-J .m



15 IDSM-2 |
W Dsm-2 Catalyst 6500
switch # show monitor session 1
Session 1
Type : Local Session
Source Ports :
Both : Gi2/23
Destination Ports : intrusion-detection-module 9 data-port 1
Y
SPAN Catalyst 6500 Series Cisco 10S Command Reference
VACL
Cisco 10S 1 VLAN VLAN 7600
FLexXWAN2 IPS VACL
e Catalyst P.15-14
e Cisco I0S P.15-16
Catalyst
A
1 TCP 7 8
ACL Catalyst Software 8.4(1)
7 8
ACL VLAN VLAN
VLAN 7 8
ACL set security acl
* ACL ACL
capture-port ACL
cram ACL
ip IP ACL
ipx IPX ACL
mac MAC ACL
map ACL VLAN
e permit
e deny
e redirect
Cisco Intrusion Prevention System Sensor 5.1
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IDSM-2 Catalyst 6500 ||
e before ACE ACE
e capture
e modify ACE
VLAN IPS VACL
1
2
cat6k> enable
3 VACL
cat6k> (enable) set security acl ip acl_namepermit ip [permit (...) | deny (...)]
capture
Y
capture
console> (enable) set security acl ip CAPTUREALL permit ip any any capture
CAPTUREALL editbuffer modified. Use 'commit' command to apply changes.
4 VACL

console> (enable) commit security acl CAPTUREALL
ACL commit in progress.

VACL VACL ACE NVRAM

5 VACL VLAN

console> (enable) set security acl map acl_name vlan_number

console> (enable) set security acl map CAPTUREALL 650
Mapping in progress.

ACL CAPTUREALL successfully mapped to VLAN 650.

6 IDSM-2 7 8

console> (enable) set security acl capture module number/port_number

Cisco Intrusion Prevention System Sensor 5.1
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W Dsm-2 Catalyst 6500

console> (enable) set security acl capture 2/13
Successfully set 2/13 to capture ACL traffic.

S

ACL Catalyst 6500 Series Switch Command
Reference
Cisco I0S
VLAN IPS VACL
e ip access-list
extended
hardware
log-update
logging
resequence
standard
VLAN IPS VACL
1
2
switch# configure terminal
3 ACL
switch (config)# ip access-list [standard | extended] acl_name
switch(config)# ip access-list standard CAPTUREALL
switch(config-std-nacl)# exit
4 VLAN

switch(config)# vlan access-map map_name [0-65535]

Cisco Intrusion Prevention System Sensor 5.1
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IDSM-2 Catalyst 6500 ||

5 VLAN match

switch (config-access-map)# match [ip address {1-199 | 1300-2699 | acl_name}]

6 VLAN action match

switch(config-access-map)# action forward capture

7 VLAN VLAN

switch (config)# vlan filter map_name vlan-list vlan_list

8 IDSM-2

switch (config)# intrusion-detection module module_number data-port data_port_number
capture allowed-vlan capture_vlans

Y

VLAN
IDSM-2 VACL  FlexWan2
VLAN IDSM-2

9 IDSM-2

switch (config)# intrusion-detection module module_number data-port data_port_number
capture

show run

switch# show run
intrusion-detection module 4 data-port 1 capture allowed-vlan 450,1002-1005
intrusion-detection module 4 data-port 1 capture

vlan access-map CAPTUREALL 10
match ip address MATCHALL
action forward capture

ip access-list extended MATCHALL
permit ip any any
switch#

Cisco Intrusion Prevention System Sensor 5.1
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W Dsm-2

mls ip ids

Catalyst

Catalyst 6500
mls ip ids IPS
e Catalyst P.15-18
e Cisco 10S P.15-19
MSFC Cisco 10S VACL IDSM-2
Cisco 10S IP
VLAN VACL mls ip ids
ACL
ACL permit/deny
IPS ACL
mls ip ids
MSFC
mls ip ids mls ip ids
mls ip ids IPS
MSFC
cat6k> enable
switch# configure terminal
ACL
switch(config)# ip access-list extended word
switch(config)# interface interface_name
4 ACL 5
switch(config-if)# mls ip ids word
Cisco Intrusion Prevention System Sensor 5.1
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IDSM-2 Catalyst 6500 ||

cat6k> enable

9 IDSM-2 7 8 VACL

cat6k> (enable) set security acl capture module_ number/port_number

A

IDSM-2 mls ip ids
IDSM-2 7 8 VLAN
Cisco I0S
VACL
VLAN
mls ip ids ACL
ACL

permit/deny

IPS ACL
mls ip ids IDS

1
2
switch# configure terminal
3 ACL
switch(config)# ip access-list extended word
4
switch(config)# interface interface_name
5 VLAN

switch(config)# intrusion-detection module module_number data-port data_port_number
capture allowed-vlan capture_vlans

Cisco Intrusion Prevention System Sensor 5.1
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W Dsm-2 Catalyst 6500

switch(config)# intrusion-detection module 4 data-port 1 capture allowed-vlan 165

6 4 ACL 5

switch(config-if)# mls ip ids word

A

IDSM-2 mls ip ids IDSM-2
1 2 VLAN

Cisco Intrusion Prevention System Sensor 5.1
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IDSM-2

Catalyst

IDSM-2 Catalyst 6500

Catalyst 6500

IDM CLI 2 VLAN IDM-2 1 VLAN
IDSM-2 IDSM-2
IDSM-2
IDSM-2
IDSM-2 5
e Catalyst P.15-21
e Cisco I0S P.15-22
IDSM-2 Supervisor Engine 1la Supervisor Engine 2 Supervisor Engine 32
Supervisor Engine 720 Catalyst 8.4(1)
VLAN VLAN
802.1q
IDSM-2 7 8 VLAN1 4094
IDSM-2 clear configuration
module_number  IDSM-2 VLAN IDSM-2
IDSM-2

cat6k> enable

IDSM-2 VLAN

catb6k (enable)> set vlan vlan number slot_number/port_number

cat6k (enable)> set wvlan 651 9/7
caték (enable)> set vlan 652 9/8

Cisco Intrusion Prevention System Sensor 5.1
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W Dsm-2 Catalyst 6500
4 IDSM-2 VLAN
VLAN 7 651 8 652
catb6k (enable)> clear trunk slot_number/port_number vlan_range
catb6k (enable)> clear trunk 9/7 1-650,652-4094
catb6k (enable)> clear trunk 9/8 1-651,653-4094
5 IDSM-2 Bpdu
cat6k (enable)> set spantree bpdu-filter 6/7-8 enable
N
IPS 5.0(2)
Cisco I0S

N

Supervisor Engine 720 Cisco 10S 12.2(18)SXE 2 VLAN 1
IDSM-2
IDSM-2
S
Etherchannelling IDSM-2 Cisco 10S
VLAN

1

2
switch# configure terminal

3 IDSM-2 1 2 VLAN
switch(config)# wvlan vlan_number
switch(config)# name vlan_ name
switch(config)# exit
switch# exit

Cisco Intrusion Prevention System Sensor 5.1
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IDSM-2 Catalyst 6500 ||

4 VLAN 10S

a.
switch# configure terminal
b. 10S
switch(config)# interface interface_name
C.
switch(config-if)# description description
d. 2
switch(config-if)# switchport
e. VLAN
switch(config-if)# switchport access vlan vlan_number
f. /
switch(config-if)# switchport mode access
g.
switch(config-if)# exit
switch# exit
5 3 2 VLAN 1 IDSM-2

switch# configure terminal

switch(config)# intrusion-detection module slot_number data-port data_port_number
access-vlan vlan_number

switch(config)# exit

13 IDSM-2 VLAN 661 662
IDSM-2 1 VLANGG6L 2 VLANG662

a. IDSM-2

switch# show run | include intrusion-detection
intrusion-detection module 13 management-port access-vlan 147
intrusion-detection module 13 data-port 1 access-vlan 661
intrusion-detection module 13 data-port 2 access-vlan 662
switch#

b. IDSM-2 1 VLANG6L

switch# show intrusion-detection module slot_number data-port data_port_number
state

Cisco Intrusion Prevention System Sensor 5.1
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W Dsm-2 Catalyst 6500

switch# show intrusion-detection module 13 data-port 1 state
Intrusion-detection module 13 data-port 1:

Switchport: Enabled

Administrative Mode: static access

Operational Mode: static access

Administrative Trunking Encapsulation: dotlg Operational Trunking Encapsulation:
native Negotiation of Trunking: Off Access Mode VLAN: 661 (inline-vlan-1) Trunking
Native Mode VLAN: 1 (default) Trunking VLANs Enabled: NONE Pruning VLANs Enabled:
2-1001 Vlans allowed on trunk:661 Vlans allowed and active in management domain:
661 Vlans in spanning tree forwarding state and not pruned: 661

Administrative Capture Mode: Disabled

Administrative Capture Allowed-vlans: <empty>

c. VLAN

switch# show vlan id vlan_number

switch# show vlan id 661

VLAN Name Status Ports

661 ward-attacks active  Gil/2, Gil3a
VLAN Type SAID MTU Parent RingNo BridgeNo Stp BrdgMode Transl Trans2
661 emet 100661 1500 - - - e

Remote SPAN VLAN

Disabled

Primary Secondary Type Ports

switch#
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EtherChanneling ||
EtherChanneling
IDSM-2  Cisco I0S EtherChanneling
J P.15-25
e EtherChanneling P.15-25
e EtherChanneling P.15-28
e EtherChanneling P.15-28
Catalyst 6500 IPS5.0  EtherChannel
IDSM-2 8 IDSM-2
Catalyst 6500 IDSM-2 8
4 1 TCP/IP 2
/ 7 8  Catalyst
1 2 Cisco IOS
1000 Mbps IDSM-2 600 Mbps
IDSM-2 1000 Mbps EtherChannel 8 IDSM-2
7 8
S
IDSM-2  EtherChannel Cisco 10S
Cisco Catalyst EtherChannel IDSM-2
Catalyst
EtherChanneling
S
EtherChannel IDSM-2 Cisco 10S 12.2(18)SXE
Supervisor Engine 720 Cisco 10S VACL SPAN
DSM-2 EtherChanneling
EtherChannel
1 EtherChannel
EtherChannel MAC IP 4
EtherChannel EtherChannel MPLS
2
Cisco Intrusion Prevention System Sensor 5.1
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l EtherChanneling

EtherChannel 1 MAC
MAC EtherChannel EtherChannel

EtherChannel IP
EtherChanneling Catalyst 6500 Series Cisco 10S Software Configuration Guide,
12.2SX
EtherChannel IDSM-2

IDSM-2
5

Y

IDSM-2 EtherChanneling IDSM-2 VACL SPAN

switch# configure terminal

VACL

switch(config)# ip access-list extended vacl_name

permit any any

switch(config-ext-nacl)# permit ip any any

1 VLAN

switch(config-ext-nacl)# vlan access-map vlan_access_map_name sequence_number
switch(config-access-map)# match ip address vacl_name
switch(config-access-map)# action forward capture

VLAN VLAN

switch(config-access-map)# vlan filter vlan_access_map_name vlan-list vlan_list

IDSM-2 EtherChannel

switch(config)# intrusion-detection module module number data-port data_port_number
channel-group channel_number

Cisco Intrusion Prevention System Sensor 5.1
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EtherChannel

1 256

9 EtherChannel

10

11

12

13

EtherChanneling ||

64

switch(config)# port-channel load-balance [dst-ip | dst-mac | dst-port | mpls |
src-dst-ip | src-dst-mac | src-dst-port | src-ip | src-mac | src-port]

dst-ip IP
dst-mac MAC
dst-port TCP/UDP
mpls MPLS
src-dst-ip IP
src-dst-mac MAC
src-dst-port TCP/UDP
src-ip IP
src-mac MAC
src-port TCP/UDP
src-dst-ip EtherChannel

catb6k# show etherchannel load-balance
EtherChannel Load-Balancing Configuration:

EtherChannel Load-Balancing Addresses Used Per-Protocol:

src-dst-ip

Non-IP: Source XOR Destination MAC address

IPv4: Source XOR Destination IP address
IPv6: Source XOR Destination IP address
MPLS: Label or IP

VLAN  EtherChannel

switch(config)# intrusion-detection port-channel channel number capture allowed-vlan
vlan_1list

EtherChannel

switch(config)# intrusion-detection port-channel channel_number capture

switch(config)# exit

Cisco Intrusion Prevention System Sensor 5.1
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Bl EtherChanneling

14

switch# write memory

EtherChanneling
IDSM-2 EtherChanneling

1
2
switch# configure terminal
3 EtherChannel 1 IDSM-2

switch(config)# no intrusion-detection module module_number data-port
data_port_number channel-group channel_number

4 EtherChannel

N

IDSM-2 VACL

switch(config)# no intrusion-detection module port-channel channel_number

EtherChanneling
IDSM-2 EtherChannel

2 EtherChannel

switch# show etherchannel
Channel-group listing:

Group state = L2

Ports: O Maxports = 8

Port-channels: 1 Max Port-channels = 1
Protocol: -

cat6k#

Cisco Intrusion Prevention System Sensor 5.1
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EtherChannel

EtherChanneling ||

switch# show etherchannel 1 [summary | detail | port | port-channel | protocol]

switch# show etherchannel 1 summary
Flags: D - down P - in port-channel

I - stand-alone s - suspended

H - Hot-standby (LACP only)

R - Layer3 S - Layer2

U - in use f - failed to allocate aggregator

u - unsuitable for bundling
Number of channel-groups in use: 1

Number of aggregators: 1

Group Port-channel Protocol Ports

—————— o
switch#

EtherChannel

switch# show etherchannel load-balance
EtherChannel Load-Balancing Configuration:
src-dst-ip
mpls label-ip

EtherChannel Load-Balancing Addresses Used Per-Protocol:
Non-IP: Source XOR Destination MAC address

IPv4: Source XOR Destination IP address

IPv6: Source XOR Destination IP address

MPLS: Label or IP
switch#

IDSM-2

switch# show intrusion-detection module module_number data-port data_port_number state

Intrusion-detection module 11 data-port 2:

Switchport: Enabled

Administrative Mode: trunk

Operational Mode: trunk

Administrative Trunking Encapsulation: dotlg

Operational Trunking Encapsulation: dotlg

Negotiation of Trunking: Off

Access Mode VLAN: 662 (ward-victim3)

Trunking Native Mode VLAN: 1 (default)

Trunking VLANs Enabled: NONE

Pruning VLANs Enabled: 2-1001

Vlans allowed on trunk:none

Vlans allowed and active in management domain: none

Vlans in spanning tree forwarding state and not pruned:
none

Administrative Capture Mode: Disabled

Administrative Capture Allowed-vlans: empty

[ oL-8676-01-J
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IDSM-2 |

W Dsm-2

IDSM-2

Catalyst

IDSM-2
. P.15-30
e IDSM-2 P.15-31
IDSM-2
Catalyst Cisco 10S
e Catalyst P.15-30
e Cisco I0S P.15-31

set boot device boot_sequence module_number mem-test-full

12

cat6k> enable

cat6k> (enable) set boot dev cf:1 3 mem-test-full
Device BOOT variable = cf:1
Memory-test set to FULL

Warning: Device list is not verified but still set in the boot string.

console> (enable) set boot dev hdd:1 3 mem-test-full
Device BOOT variable = hdd:1
Memory-test set to FULL

Warning: Device list is not verified but still set in the boot string.

catb6k> (enable)

set boot device cf:l hdd:1

IDSM-2

P.15-31 IDSM-2

Cisco Intrusion Prevention System Sensor 5.1
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IDSM-2 | |

Cisco I0S
hw-module module module_number reset mem-test-full
12
1
2
switch# hw-module module 9 reset mem-test-full
Device BOOT variable for reset = <empty>
Warning: Device list is not verified.
Proceed with reload of module?[confirm]
% reset issued for module 9
switch#
3 IDSM-2
P.15-31 IDSM-2
IDSM-2
SSH Telnet session IDSM-2
IDSM-2
e Catalyst P.15-31
e Cisco I0S P.15-32
Catalyst
CLI IDSM-2
1
2

cat6k> enable

Cisco Intrusion Prevention System Sensor 5.1
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W iDsm-2
3 IDSM-2
cat6k> (enable) reset module_number [hdd:1 | cf:1]
hdd:1
cf:1 IDSM-2
reset
catbk> (enable) reset 3
2003 Feb 01 00:18:23 %SYS-5-MOD_RESET: Module 3 reset from console//
Resetting module 3... This may take several minutes.
2003 Feb 01 00:20:03 %SYS-5-MOD_OK: Module 3 is online.
cat6k> (enable)
IDSM-2
IDSM-2
3 IDSM-2
P.17-31
IDSM-2
Cisco I0S
CLI IDSM-2
1
2 |IDSM-2

switch# hw-module module module_number reset [hdd:1 | cf:1]

N

hdd:1
cf:1l IDSM-2

Cisco Intrusion Prevention System Sensor 5.1
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Catalyst

N

Catalyst

Catalyst

reset

switch# hw-module module 8 reset

Device BOOT variable for reset =
Warning: Device list is not verified.
Proceed with reload of module? [confirm]

% reset issued for module 8
switch#

Cisco I0S

IDSM-2 Catalyst

Cisco 10S

Cisco I10S

Catalyst Cisco 10S

Cisco.com

Documentation Roadmap for Cisco Intrusion Prevention System 5.1

IDSM-2

Catalyst P.15-33
Cisco 10S P.15-35

Catalyst

IDSM-2 CLI
Catalyst 6500

e clear config module_number
IDSM-2

e clear log module_number
IDSM-2
e session slot_number
IDSM-2
set module set module

set module name module_number

set module power module_number [up | down]
IDSM-2

P.15-33
P.15-34

Catalyst

[ oL-8676-01-J
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M Catalyst Cisco 10S

e set port name module_number

IDSM-2

e setspan
1 SPAN IDSM-2 1 SPAN
e settrunk
e setvlan
VLAN
e show config
NVRAM

e show log

IDSM-2
e show mac module_number

IDSM-2 MAC

e show module module_number
IDSM-2 Module-Type Intrusion Detection System Module

e show port module_number
IDSM-2
e show port capabilities [module | module_number]

e show test

SPAN 1 2
BIOS CMOS

CLI IDSM-2

e set module [enable | disable] module_number
e set port broadcast

e set port channel

e set port cops

e et port disable

e set port enable

e set port flowcontrol
e set port gmrp

e setportgvrp

e set port host

e set port inlinepower
e set port jumbo

e set port membership
e set port negotiation
e set port protocol

Cisco Intrusion Prevention System Sensor 5.1
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Cisco I0S

EXEC

Catalyst

set port qos

set port rsvp

set port security
set port speed
set port trap

set protocolfilter
set rgmp

set snmp

set spantree

set udld

set vtp

IDSM-2 Cisco 10S

EXEC P.15-35
P.15-36

EXEC

clock read-calendar

clock set time date

clock update-calendar

hw-module module slot_number reset

IDSM-2
IDSM-2

device module module_number

hw-module module slot_number reset cf:1

hw-module module slot_number shutdown

reload

session slot slot_number processor processor_number
IDSM-2

show intrusion-detection module module_number data-port data_port_number state

IDSM-2

Cisco Intrusion Prevention System Sensor 5.1

Cisco 10S

show boot
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M Catalyst

Cisco 10S

e show intrusion-detection module module_number data-port data_port_number traffic
IDSM-2

e show intrusion-detection module module_number management-port state
IDSM-2

e show intrusion-detection module module_number management-port traffic
IDSM-2

e show ip access-lists

e show module

e show running-config

e show startup-config

e show vlan access-map

VLAN

VACL
clock calendar valid
clock summer-time zone recurring
clock timezone zone offset
/IDSM-2
intrusion-detection module module_number management-port access-vlan access_vlan_number
IDSM-2 / VLAN

intrusion-detection module module_number data-port data_port_number capture allowed-vlan
allowed_capture_vlan(s)

VACL VLAN

intrusion-detection module module_number data-port data_port_number capture
IDSM-2 VACL

ip access-list extended word

VACL

monitor session session {destination {interface interface interface-number} [, | -] {vlan vlan-id}}
SPAN

monitor session session {source {interface interface interface-number} | {vlan vlan-id}} [, |- | rx
| tx | both]

SPAN
no power enable module slot_number
IDSM-2

Cisco Intrusion Prevention System Sensor 5.1
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Catalyst

power enable module slot_number

IDSM-2

vlan access-map map_name_sequence
VACL

vlan filter map_name vlan-list vlans
VACL VLAN

switchport

switchport access vlan vlan
VLAN
switchport capture

switchport mode access

switchport mode trunk

switchport trunk allowed vlan vlans
VLAN
switchport trunk encapsulation dotlq
dotlq
switchport trunk native vlan vlan
VLAN

VACL

action forward capture

match ip address [1-199 | 1300-2699 | acl_name]
VACL

Cisco Intrusion Prevention System Sensor 5.1
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M Catalyst Cisco 10S
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NM-CIDS

NM-CIDS

s

NM-CIDS

. P.16-2

* IDS P.16-3
* NM-CIDS P.16-5

. P.16-7

. P.16-9

. Cisco 10S P.16-11

Cisco Intrusion Prevention System Sensor 5.1
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16 NM-CIDS

NM-CIDS
1. IDS
P.16-3 IDS
2. NM-CIDS
P.16-5 NM-CIDS
3. NM-CIDS
setup NM-CIDS
P.3-3
4. NM-CIDS
P.16-7
5.
P.4-16
6.
4
7.
6 7
10 ARC
8. NM-CIDS
13 16
9. IPS
p.18-2 Cisco IPS
10.

P.17-23 NM-CIDS

Cisco Intrusion Prevention System Sensor 5.1
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IDS ||
NM-CIDS NM-CIDS
service-module ids-module slot_number/0 session NM-CIDS
Telnet
service-module ids-sensor slot_number/0 session NM-CIDS
NM-CIDS IPS
IPS CLI Cisco IOS CLI
session IDS IP Telnet
IDS NM-CIDS
session IDS IP
IP ID
IP
IDS

NM-CIDS
1 NM-CIDS

router # show interfaces ids-sensor slot_number/0

Y

show run IDS-Sensor
N
Cisco 10S NM-CIDS IDS-Sensor
1 1 0

2 CEF

router# configuration terminal

router (config)# ip cef

router (config)# exit
3

router# configure terminal

router (config)# interface loopback 0
4 |P

router (config-if)# ip address 10.16.0.0 255.255.0.0

[ oL-8676-01-J
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IDS

NM-CIDS 1P NM-CIDS

NM-CIDS

5 IDS

router (config)# interface ids-sensor 1/0
router (config-if)# ip unnumbered loopback 0

6

router (config-if)# no shutdown
7

router (config-if)# end
8 NVRAM

router# write memory
Building configuration
[OK]

Cisco Intrusion Prevention System Sensor 5.1
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NM-CIDS ||
NM-CID
e NM-CIDS P.16-5
e NM-CIDS Telnet P.16-6
NM-CIDS
NM-CIDS session Ctrl+Shift+6
X
NM-CIDS Enter
NM-CIDS
NM-CIDS NM-CIDS
NM-CIDS CLI
CLI
session CLI
S
Telnet Ctrl+6+x
M Ctrl+n ASCII 30 16 1E
disconnect
NM-CIDS
1 NM-CIDS
router# service-module ids-sensor 1/0 session
Trying 10.16.0.0, 2033 ... Open
2 Ctrl+Shift+6 X NM-CIDS
3 Enter NM-CIDS
4 NM-CIDS
nm-cids# exit
Cisco Intrusion Prevention System Sensor 5.1
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H Nwm-CIDS

N

IPS CLI
exit
Router# exit Cisco 10S
5 NM-CIDS Ctrl+Shift 6

IPS

router# disconnect

7 Enter

router# Closing connection to 10.16.0.0 [confirm] <Enter>

NM-CIDS Telnet

NM-CIDS Telnet
P.16-3 IDS 0

2001 +32 <
1 2033 2 2065

Telnet 2033

router# telnet 10.16.0.0 2033

Cisco Intrusion Prevention System Sensor 5.1
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s

NM-CIDS CLI CiscolOS

NM-CIDS
NM-CIDS
router# show run
FastEthernet0/0
1

router# configure terminal

router (config)# interface FastEthernet0/0

A

NM-CIDS

router (config-if)# ids-service-module monitoring

A

no ids-service-module monitoring
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NM-CIDS |

router (config-if)# exit

router (config) # exit

10 NM-CIDS

a. NM-CIDS Telnet

N

SSH

SSH

P.4-36

b. NM-CIDS

nm-cids# show interface clear

nm-cids# show interface

MAC statistics from interface FastEthernet0/1
Media Type = backplane
Missed Packet Percentage = 0
Inline Mode = Unpaired
Pair Status = N/A
Link Status = Up
Link Speed = Auto_100
Link Duplex = Auto_Full
Total Packets Received = 23
Total Bytes Received = 1721
Total Multicast Packets Received = 0
Total Broadcast Packets Received = 0
Total Jumbo Packets Received = 0
Total Undersize Packets Received = 0
Total Receive Errors = 0
Total Receive FIFO Overruns = 0
Total Packets Transmitted = 2
Total Bytes Transmitted = 120
Total Multicast Packets Transmitted = 0
Total Broadcast Packets Transmitted = 0
Total Jumbo Packets Transmitted = 0
Total Undersize Packets Transmitted = 0
Total Transmit Errors = 0
Total Transmit FIFO Overruns = 0

d. c
NM-CIDS

FastEthernet0/0

Cisco Intrusion Prevention System Sensor 5.1
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||
NM-CIDS Cisco IPS

e NM-CIDS P.16-9
e Cisco IPS P.16-10
Cisco 10S NM-CIDS shutdown reload reset
e shutdown

router# service-module ids-sensor slot_number/0 shutdown

NM-CIDS shutdown shutdown
NM-CIDS

e reload NM-CIDS

router# service-module ids-sensor slot_number/0 reload
e reset NM-CIDS

router# service-module ids-sensor slot_number/0 reset

router# service-module ids-sensor 1/0 reset

Use reset only to recover from shutdown or failed state

Warning: May lose data on the hard disc!

Do you want to reset?[confirm]

NM-CIDS reset
NM-CIDS reset
reload reset

Cisco Intrusion Prevention System Sensor 5.1
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Cisco IPS

Cisco IPS status
router# service-module ids-sensor slot_number/0 status
Router# service-module ids-sensor 1/0 status
Service Module is Cisco IDS-Sensor 1/0
Service Module supports session via TTY line 33
Service Module is in Steady state
Getting status from the Service Module, please wait..

Service Module Version information received,
Major ver = 1, Minor ver= 1

Cisco Systems Intrusion Detection System Network Module
Software version: 5.0(1)S42

Model: NM-CIDS

Memory: 254676 KB

Mgmt IP addr: XX . XX . XX . XX
Mgmt web ports: 443

Mgmt TLS enabled: true

Cisco Intrusion Prevention System Sensor 5.1
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Cisco 10S | |

Cisco I0S

service-module ids-sensor slot_number/0 Cisco I0S NM-CIDS
0

. EXEC

service-module ids-sensor slot_number/0 reload
NM-CIDS

service-module ids-sensor slot_number/0 reset
NM-CIDS
service-module ids-sensor slot_number/0 session
session IPS
service-module ids-sensor slot_number/0 shutdown
NM-CIDS IPS

NM-CIDS
NM-CIDS NM-CIDS
Cisco I0S

service-module ids-sensor slot_number/0 status
Cisco IPS
(config-if)
ids-service-module monitoring
IPS

Cisco Intrusion Prevention System Sensor 5.1
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Cisco 10S
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. P.17-2

. P.17-3

. p.17-7

. P.17-10

. P.17-11
. P.17-13

Cisco Intrusion Prevention System Sensor 5.1
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downgrade 5.0 4.x 4.x
5.0(1) downgrade
recover
/ CD ROMMON
cisco cisco
P.3-3
Cisco.com

p.18-2 Cisco IPS

Cisco Intrusion Prevention System Sensor 5.1
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||
upgrade
. pP.17-3
. P.17-3
. P.17-4
. P.17-5
.pkg
. IPS-sig-S150-minreg-5.0-1.pkg
. IPS-K9-maj-6.0-1-pkg
. IPS-K9-min-5.1-1.pkg
. IPS-K9-sp-5.0-2.pkg
. IPS-K9-r-1.1-a-5.0-1.pkg
auto-upgrade-option enabled
e default
e directory
/
e file-copy-protocol
ftp scp
Y
SCP SSH ssh host-key
SSH
P.4-36
e ip-address IP
e password
e schedule-option
calendar-schedule
days-of-week sunday
saturday
no
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times-of-day
hh:mm[:ss]

periodic-schedule

interval 0 8760
start-time hh:mm[:ss]

® user-name

IPS-K9-maj-6.0-1-pkg
FTP SCP HTTP HTTPS

Cisco.com P.18-2 Cisco IPS

N

Cisco.com

Release Notes for Cisco Intrusion Prevention System 5.1

CLI

sensor# configure terminal

sensor# configure terminal
sensor (config)# upgrade scp://tester@10.1.1.1//upgrade/IPS-K9-maj-6.0-1-pkg

Enter password: ***&kdkkk
Re-enter password: *****x*x%*

yes

IPS

Cisco Intrusion Prevention System Sensor 5.1
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sensor# show version
Application Partition:

Cisco Intrusion Prevention System, Version 6.0(1)S149.0

0S Version 2.4.26-IDS-smp-bigphys

Platform: ASA-SSM-20

Serial Number: 021

No license present

Sensor up-time is 5 days.

Using 490110976 out of 1984704512 bytes of available memory (24% usage)

system is using 17.3M out of 29.0M bytes of available disk space (59% usage)
application-data is using 37.7M out of 166.6M bytes of available disk space (24 usage)
boot is using 40.5M out of 68.5M bytes of available disk space (62% usage)

MainApp 2005_Mar_04_14.23 (Release) 2005-03-04T14:35:11-0600 Running
AnalysisEngine 2005_Mar_04_14.23 (Release) 2005-03-04T14:35:11-0600 Running
CLI 2005_Mar_04_14.23 (Release) 2005-03-04T14:35:11-0600

Upgrade History:
IDS-K9-maj-6.0-1- 14:16:00 UTC Thu Mar 04 2004

Recovery Partition Version 1.1 - 6.0(1)S149

sensor#
upgrade
o 5.0(1)
1 IPS-K9-r-1.1-a-5.1-1.pkg
FTP SCP HTTP HTTPS
Cisco.com P.18-2 Cisco IPS

Cisco Intrusion Prevention System Sensor 5.1
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2 CLI

sensor# configure terminal

4
sensor (config) #
upgrade scp://user@server_ ipaddress//upgrade_path/IPS-K9-r-1.1-a-5.1-1.pkg
sensor (config) #
upgrade ftp://user@server ipaddress//upgrade_path/IPS-K9-r-1.1-a-5.1-1.pkg
5

recover
application-partition P.17-11

Cisco Intrusion Prevention System Sensor 5.1
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. P.17-7
. P.17-7
. P.17-8
Cisco.com
Cisco.com p.18-2 Cisco IPS
auto-upgrade-option enabled
e default
e directory
/
e file-copy-protocol
ftp scp
Y
SCP SSH ssh host-key
SSH
P.4-36
e ip-address IP

e password
e schedule-option

calendar-schedule

days-of-week
saturday

no

times-of-day
hh:mm[:ss]

Cisco Intrusion Prevention System Sensor 5.1
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periodic-schedule

interval 0 8760
start-time hh:mm[:ss]

® user-name

CLI

sensor# configure terminal
sensor (config)# service host
sensor (config-hos) # auto-upgrade-option enabled

a.
sensor (config-hos-ena)# schedule-option calendar-schedule
sensor (config-hos-ena-cal# days-of-week sunday
sensor (config-hos-ena-cal# times-of-day 12:00:00

b.

sensor (config-hos-ena)# schedule-option periodic-schedule
sensor (config-hos-ena-per)# interval 24
sensor (config-hos-ena-per) # start-time 13:00:00

IP

sensor (config-hos-ena-per) # exit
sensor (config-hos-ena)# ip-address 10.1.1.1

sensor (config-hos-ena) # directory /tftpboot/update/5.1_dummy updates

sensor (config-hos-ena) # user-name tester

sensor (config-hos-ena) # password
Enter password[]: *****x
Re-enter password: **x**x

Cisco Intrusion Prevention System Sensor 5.1
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sensor (config-hos-ena)# file-copy-protocol ftp

Y

SCP SSH ssh host-key
SSH
P.4-36

sensor (config-hos-ena)# show settings
enabled

start-time: 13:00:00
interval: 24 hours

ip-address: 10.1.1.1

directory: /tftpboot/update/5.0_dummy updates
user-name: tester

password: <hidden>

file-copy-protocol: ftp default: scp

sensor (config-hos-ena) #

10

sensor (config-hos-ena) # exit
sensor (config-hos) # exit
Apply Changes:?[yes]:

11 Enter no

Cisco Intrusion Prevention System Sensor 5.1
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downgrade

A

downgrade 5.0 4.x 4.x
5.0(1) downgrade

1

2
sensor# configure terminal

3
sensor (config)# downgrade
Warning: Executing this command will reboot the system and downgrade to
IPS-K9-sp.5.0-2.pkg. Configuration changes made since the last upgrade will be lost
and the system may be rebooted.
Continue with downgrade?:

4 vyes

5 downgrade

sensor (config)# downgrade
No downgrade available.
sensor (config) #

Cisco Intrusion Prevention System Sensor 5.1
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J p.17-11
J p.17-11
recover application-partition
p.17-11

recover application-partition Telnet SSH

Y
/ CD
p.17-22 / CD
Y
cisco
1 IPS-K9-r-1.1-a-5.0-2.pkg
TFTP tftp
Cisco.com p.18-2 Cisco IPS

Cisco Intrusion Prevention System Sensor 5.1
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TFTP

CLI

sensor# configure terminal

sensor (config)# recover application-partition

Warning: Executing this command will stop all applications and re-image the node to
version 5.0(0.27)891(0.27). All configuration changes except for network settings will
be reset to default.

Continue with recovery? []:

yes
recover
CLlI
setup
p.3-3

Y

IP

recover
application-partition
cisco/cisco SSH setup
Telnet
recover application-partition CLlI
recovery
NM-CIDS
IDSM-2 ASA-SSM

Cisco Intrusion Prevention System Sensor 5.1
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o P.17-13
e |DS-4215 P.17-13
e 1DS-4215 BIOS ROMMON P.17-16
e |PS-4240 IPS-4255 P.17-18
. / CD P.17-22
¢ NM-CIDS P.17-23
e |IDSM-2 P.17-31
e AIPSSM P.17-44
recover application-partition
P.17-11
TFTP 32 MB
TFTP
¢ Windows
Tftpd32 2.0
http://tftpd32.jounin.net/
e UNIX
Tftp-hpa
http://www.kernel.org/pub/software/network/tftp/
IDS-4215
ROMMON
TFTP IDS-4215
1DS-4215-bios-5.1.7-rom-1.4.bin IDS-4215 BIOS 5.1.7 ROMMON
14 P.17-16 IDS-4215
BIOS ROMMON

IDS-4215

Cisco Intrusion Prevention System Sensor 5.1
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1DS-4215

IDS-4215 IPS-4215-K9-sys-1.1-a-5.0-1.img
TFTP tftp
Cisco.com P.18-2 Cisco IPS
IDS-4215 TFTP
IDS-4215
Ctrl+R

Evaluating Run Options...

S

5 Ctrl+R

CISCO SYSTEMS IDS-4215

Embedded BIOS Version 5.1.7 02/23/04 15:50:39.31
Compiled by dnshep

Evaluating Run Options ...

Cisco ROMMON (1.4) #3: Mon Feb 23 15:52:45 MST 2004
Platform IDS-4215

Image Download Memory Sizing
Available Image Download Space: 510MB

0: 18255X @ PCI(bus:0 dev:13 irqg:11)
1: 18255X @ PCI(bus:0 dev:14 irqg:11)

Using 1: i82557 @ PCI(bus:0 dev:14 irg:11), MAC: 0000.0001.0001

Use ? for help.
rommon>

IDS-4215 BIOS 517 ROMMON 14

N

IDS-4215  BIOS ROMMON
BIOS ROMMON
P.17-16  1DS-4215 BIOS ROMMON
3
TFTP

rommon> interface port_number

Cisco Intrusion Prevention System Sensor 5.1
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rommon Using 1: 182557 @ PCI(bus:0
dev:14 irg:11), MAC: 0000.0001.0001 1

TFTP 1
IDS-4215 /

6 IDS-4215 IP

rommon> address ip address

Y

IDS-4215 IP

7 TFTP 1P

rommon> server ip_ address

8 IP

rommon> gateway ip address

9 ping TFTP

rommon> ping server_ip_address
rommon> ping server

10 TFTP
rommon> file path/filename

UNIX

rommon> file /system_ images/IDS-4215-K9-sys-1.l1-a-5.0-1.img

a

UNIX TFTP tftpboot
tftpboot

Cisco Intrusion Prevention System Sensor 5.1
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Windows

rommon> file C:\tftp directory\IDS-4215-K9-sys-1.1-a-5.0-1.img

11

rommon> tftp

S

IDS-4215
IDS-4215
IDS-4215 BIOS ROMMON
BIOS/ROMMON IDS-4215-bios-5.1.7-rom-1.4.bin IDS-4215
BIOS 5.1.7 ROMMON 14
IDS-4215  BIOS ROMMON
1 BIOS ROMMON IDS-4215-bios-5.1.7-rom-1.4.bin IDS-4215
TFTP TFTP
Cisco.com P.18-2 Cisco IPS
S
IDS-4215 TFTP
2 1DS-4215
IDS-4215 BIOS POST POST Evaluating
Run Options ... 5
3 Ctrl+R ROMMON
CISCO SYSTEMS IDS-4215
Embedded BIOS Version 5.1.3 05/12/03 10:18:14.84
Compiled by ciscouser
Evaluating Run Options ...
Cisco ROMMON (1.2) #0: Mon May 12 10:21:46 MDT 2003
Platform IDS-4215
0: i8255X @ PCI(bus:0 dev:13 irqg:11)
1: 18255X @ PCI(bus:0 dev:14 irqg:11)
Using 1: 182557 @ PCI(bus:0 dev:14 irg:11), MAC: 0000.c0ff.eell
Use ? for help.
rommon>
Cisco Intrusion Prevention System Sensor 5.1
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||
TFTP
rommon> interface port_number
rommon Using 1: 182557 @ PCI(bus:0 dev:14
irg:11), MAC: 0000.cOff.ee0l 1
A Y
0 1 /
IDS-4215 IP

rommon> address ip address

S

IDS-4215 IP

TFTP IP
rommon> server ip address

IP
rommon> gateway ip address

ping TFTP
rommon> ping server_ip_address
rommon> ping server
TFTP

rommon> file filename
rommon> file IDS-4215-bios-5.1.7-rom-1.4.bin

TFTP

Cisco Intrusion Prevention System Sensor 5.1
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10

rommon> tftp

11 Y

IDS-4215

IDS-4215
IDS-4215
RMA

IPS-4240 IPS-4255

ROMMON
TFTP IPS-4240 IPS-4255

A

1PS-4240 IPS-4255 IPS-4255
4255

IPS-4240 IPS-4255

1 IPS-4240 IPS-4240-K9-sys-1.1-a-5.0-1.img IPS-4240
TFTP tftp

Cisco.com P.18-2 Cisco IPS

N

IPS-4240 TFTP

2 IPS-4240

Cisco Intrusion Prevention System Sensor 5.1
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Booting system, please wait...

CISCO SYSTEMS

Embedded BIOS Version 1.0(5)0 09/14/04 12:23:35.90

Low Memory:
High Memory:

631 KB
2048 MB

PCI Device Table.

Bus Dev Func VendID DevID

00
00
00
00
00
00
00
00
00
00
00
00
00
00
02
03
03
03
03
03
04
04

00
01
03
1c
1D
1D
1D
1D
1D
1E
1F
1F
1F
1F
01
01
02
02
03
03
02
03

00
00
00
00
00
01
04
05
07
00
00
02
03
05
00
00
00
01
00
01
00
00

8086
8086
8086
8086
8086
8086
8086
8086
8086
8086
8086
8086
8086
8086
8086
177D
8086
8086
8086
8086
8086
8086

2578
2579
257B
25AE
25A9
25AA
25AB
25AC
25AD
244E
25A1
25A3
2574
25A6
1075
0003
1079
1079
1079
1079
1209
1209

Evaluating BIOS Options
Launch BIOS Extension to

Class

Host Bridge
PCI-to-PCI Bridge
PCI-to-PCI Bridge
PCI-to-PCI Bridge
Serial Bus

Serial Bus

System

IRQ Controller
Serial Bus
PCI-to-PCI Bridge
ISA Bridge

IDE Controller
Serial Bus

Audio

Ethernet
Encrypt/Decrypt
Ethernet

Ethernet

Ethernet

Ethernet

Ethernet

Ethernet

setup ROMMON

Cisco Systems ROMMON Version (1.0(5)0) #1:

Platform IPS-4240-K9
Management0/0

MAC Address:

0000.c0ff.eell

Irg

11
10

Tue Sep 14 12:20:30 PDT 2004

3 Break Esc
S
10 Break Esc
Use BREAK or ESC to interrupt boot.
Use SPACE to begin boot immediately.
ROMMON rommon>
4

rommon> set

Cisco Intrusion Prevention System Sensor 5.1
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ROMMON Variable Settings:
ADDRESS=0.0.0.0
SERVER=0.0.0.0
GATEWAY=0.0.0.0
PORT=Management0/0
VLAN=untagged

IMAGE=
CONFIG=
. IPS-4240 IP
. TFTP IP
. IPS-4240 IP
. 1PS-4240
e VLAN VLANID
Y
TFTP
Y
TFTP Management0/0

IDS-4240 MGMT

rommon> PORT=interface_name

IDS-4240 IP
rommon> ADDRESS=ip address
S
IPS-4240 IP
TFTP IP

rommon> SERVER=ip_ address

rommon> GATEWAY=ip address

Cisco Intrusion Prevention System Sensor 5.1
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9 ping TFTP
rommon> ping server_ip_address
rommon> ping server
10 TFTP
rommon> IMAGE=path/file name
UNIX
rommon> IMAGE=/system_ images/IPS-4240-K9-sys-4.1-4-S91.img
N
UNIX TFTP tftpboot
tftpboot IMAGE
Windows
rommon> IMAGE=C:\system_ images\IPS-4240-K9-sys-4.1-4-S91.img
11 set Enter
A Y
sync NVRAM
ROMMON
12
rommon> tftp
IPS-4240

IPS-4240

1PS-4240

[ oL-8676-01-J
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CD
CD-ROM IDS-4210 1DS-4235 IDS-4250
/ CD / CD
/ CD setup
IDM
1
/ CD
/ CD
1 IDM
a. IDM
b. Monitoring > Diagnostics
Diagnostics
c. Run Diagnostics
d. View Results
e. Menu > Save As
2 / CD CD-ROM
3
4 k S
N
CD
5

Cisco Intrusion Prevention System Sensor 5.1
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cisco

sensor#

7 setup

p.3-3

Cisco.com P.18-2 Cisco IPS

NM-CIDS
NM-CIDS

N P.17-23
¢ NM-CIDS P.17-24
i p.17-27

NM-CIDS IPS-NM-CIDS-K9-sys-1.1-a-
5.0-1.pkg

N

NM-CIDS 5.0
4.x 5.0

. upgrade
IPS-K9-maj-5.0-1-S149.rpm.pkg 4.x 5.0

5.0
servicesengine-boot-1.0-17-1_dev.bin

upgrade

Cisco Intrusion Prevention System Sensor 5.1
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[ |
4.x
5.0
5.0 5.0
NM-CIDS
4.x
NM-CIDS
NM-CIDS RMA
NM-CIDS
5.0 NM-CIDS 1.0.17-1
pP.17-27
Y
10 WAN
TFTP
TFTP NM-CIDS
NM-CIDS
1 NM-CIDS IPS-NM-CIDS-K9-sys-1.1-a-5.0-1.pkg NM-CIDS
TFTP tftp
Cisco.com P.18-2 Cisco IPS
hY
NM-CIDS TFTP
2

Cisco Intrusion Prevention System Sensor 5.1
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3
router# enable
router (enable) #
4 NM-CIDS

router (enable)# service-module IDS-Sensor slot_number/0 session

S

NM-CIDS show configuration | include interface 1DS-Sensor

5 Shift+Ctrl+6 X

router# Ctrl+6 X

6 NM-CIDS

router (enable) # service-module IDS-Sensor slot_number/0 reset

reset
7 Enter
8 Enter

15

Please enter ’‘***’ to change boot configuration:

10

ServicesEngine boot-loader> show config

1.0.17-1 5.0
p.17-27

11

ServicesEngine boot-loader> config

Cisco Intrusion Prevention System Sensor 5.1
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12
a. IP NM-CIDS
IP
b. NM-CIDS
IP
c. TFTP IP TFTP IP NM-CIDS
d IP
IP
e.
NM-CIDS IPS-NM-CIDS-K9-sys-1.1-a-5.0-1.img
Y
4.x NM-CIDS-K9-helper-1.0-1.bin 5.0
f. external
g. disk
h. primary
NM-CIDS

13

ServicesEngine boot-loader> boot helper IPS-NM-CIDS-K9-sys-1.l1-a-5.0-1l.img

TFTP

NM-CIDS IPS 5.0(1) NM-CIDS

cisco

setup NM-CIDS P.3-3

Cisco Intrusion Prevention System Sensor 5.1
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NM-CIDS BIOS POST
NM-CIDS 1.05 IPS 5.0(1)
S
NM-CIDS 5.0(1) 5.0(1) IPS-K9-maj-
5.0-1-S149.rpm.pkg
1.0.17-1
upgrade P.17-3
NM-CIDS
NM-CIDS IPS-NM-CIDS-K9-sys-1.1-a-5.0-1.img
1.0.17-1
1.0.17-1 1.05 IDS 4.1
1.0.17-1
Y
10 WAN
TFTP
TFTP NM-CIDS

servicesengine-boot-1.0-17-1_dev.bin NM-CIDS-K9-
helper-1.0-1.bin NM-CIDS TFTP TFTP
Cisco.com p.18-2 Cisco IPS
N

NM-CIDS TFTP

router# enable
router (enable) #

[ oL-8676-01-J

Cisco Intrusion Prevention System Sensor 5.1 ]



17 |

10

11

12

NM-CIDS

router (enable) # service-module IDS-Sensor slot_number/0 session

NM-CIDS show configuration | include interface 1DS-Sensor

Shift+Ctrl+6 X

router# Ctrl+6 X

NM-CIDS

router (enable) # service-module IDS-Sensor slot_number/0 reset

reset

Enter

Enter

15

Please enter ‘***’ to change boot configuration:

15 *Kkk

ServicesEngine boot-loader> show config

ServicesEngine boot-loader> config

a. IP NM-CIDS

IP
b. NM-CIDS

c. TFTP IP TFTP IP NM-CIDS

Cisco Intrusion Prevention System Sensor 5.1
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14

15

||
NM-CIDS NM-CIDS-K9-helper-1.0-1.hin
f. external
g. disk
h. primary

ServicesEngine boot-loader># boot helper NM-CIDS-K9-helper-1.0-1l.bin

TFTP
NM-CIDS

Cisco Systems, Inc.

Services engine helper utility for NM-CIDS
Version 1.0.17-1 [200305011547]

Main menu

- Download application image and write to HDD
- Download bootloader and write to flash

- Display software version on HDD

- Display total RAM size

- Change file transfer method (currently secure shell)
- Exit and reset Services Engine

- Exit and shutdown Services Engine

Selection [1234rh]:

5RO WD

SSH
a. SSH 15
b. TFTP 16 17
a. 2
b. SSH
c. SSH 1P
d.

Selection [1234rh]:servicesengine-boot-1.0-17-1_dev.bin
Ready to begin
Are you sure? y/n

e. vy

The operation was successful

Selection [1234rh]: 18

Cisco Intrusion Prevention System Sensor 5.1
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16 TFTP
a. s
b. 2 TFTP
C. r
17
a. 2
b. TFTP IP
c. TFTP

Selection [1234rh]:servicesengine-boot-1.0-17-1_dev.bin
Ready to begin
Are you sure? y/n

d vy

Selection [1234rh]: 18
18 NM-CIDS

Selection [1234rh]: r
About to exit and reset Services Engine.
Are you sure? [y/N]

19y

1.0.17-1 NM-CIDS

20 NM-CIDS BIOS POST 3

*k*k

Please enter '***' to change boot configuration:

NM-CIDS

21 NM-CIDS

ServicesEngine boot-loader> boot helper IPS-NM-CIDS-K9-sys-l1l.l1-a-5.0-1l.img
TFTP

NM-CIDS IPS 5.0(1) NM-CIDS

cisco

Cisco Intrusion Prevention System Sensor 5.1
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setup NM-CIDS p.3-3
IDSM-2
IDSM-2
IDSM-2
setup IDSM-2
p.3-3
Catalyst Cisco 10S
J p.17-31
J P.17-34
J P.17-42
IDSM-2
e Catalyst P.17-31
e Cisco I0S p.17-32
Catalyst
1 IDSM-2 WS-SVC-IDSM2-K9-sys-1.1-a-5.0-1.bin.gz IDSM-2
FTP FTP
Cisco.com p.18-2 Cisco IPS
2 CLI
3 IDSM-2

cat6k> (enable) reset module_number cf:1

4 CLI

login: guest
Password: cisco

Cisco Intrusion Prevention System Sensor 5.1
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|
S
IDSM-2
P.17-34

5

guest@hostname.localdomain# upgrade ftp://user@ftp server IP/directory

path/MsS-svVC-IDSM2-K9-sys-1.1-a-5.0-1.bin.gz
6 FTP

Upgrading will wipe out the contents on the hard disk. Do you want to proceed

installing it [y]|n]:
7 y

CLI

8 CLI CLlI
9 IDSM-2

cat6k> (enable) reset module_number hdd:1
10 IDSM-2

P.15-3 IDSM-2
1 CLI IDSM-2
P.3-3
Cisco 10S
1 IDSM-2 WS-SVC-IDSM2-K9-sys-1.1-a-5.0-1.bin.gz IDSM-2
TFTP TFTP

Cisco.com P.18-2 Cisco IPS

2 CLI

Cisco Intrusion Prevention System Sensor 5.1
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11

IDSM-2

switch# hw-module module module number reset cf:1

CLI

switch# session slot slot_number processor 1

CLI

login: guest
Password: cisco

S

IDSM-2
P.17-34

guest@hostname.localdomain# upgrade

ftp://user@ftp _server IP_address/directory path/MS-SvVC-IDSM2-K9-sys-1.1-a-5.0-1.bin.gz

—install

TFTP

Upgrading will wipe out the contents on the hard disk.
Do you want to proceed installing it [y]|n]:

CLI

CLI CLI

IDSM-2

switch# hw-module module module number reset hdd:1

IDSM-2 ok

switch# show module module number

Cisco Intrusion Prevention System Sensor 5.1
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|
12 IDSM-2 CLI
switch# session slot slot_number processor 1
13 IDSM-2
P.3-3
IDSM-2
e Catalyst P.17-34
e Cisco 10S P.17-38
Catalyst
IDSM-2
1 CLI
2

caté6k# enable
catébk(enable) #

3 IDSM-2

cat6k# session 9

Trying IDS-9...
Connected to IDS-9.
Escape character is '"]'

Cisco Maintenance image

S

IDSM-2 Telnet
CLI

SSH

4 guest cisco

s

IDSM-2
IDSM-2 RMA

Cisco Intrusion Prevention System Sensor 5.1
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login: guest
Password: cisco

Maintenance image version: 2.1(2)

guest@idsm2.localdomain#

5 IDSM-2

guest@idsm2.localdomain# show ip

IP address : 10.89.149.74
Subnet Mask : 255.255.255.128
IP Broadcast : 10.255.255.255
DNS Name : idsm2.localdomain

Default Gateway : 10.89.149.126
Nameserver (s)

guest@idsm2.localdomain#

6 IDSM-2 1P

guest@idsm2.localdomain# clear ip
guest@localhost.localdomain# show ip

IP address : 0.0.0.0
Subnet Mask : 0.0.0.0
IP Broadcast 0.0.0.0
DNS Name localhost.localdomain

Default Gateway : 0.0.0.0
Nameserver (s)

guest@localhost.localdomain#

7
a. IP
guest@localhost.localdomain# ip address ip_ address netmask
b.
guest@localhost.localdomain# ip gateway gateway ip_address
C.
guest@localhost.localdomain# ip host hostname
8

guest@idsm2.localdomain# show ip

IP address : 10.89.149.74
Subnet Mask : 255.255.255.128
IP Broadcast : 10.255.255.255
DNS Name : idsm2.localdomain

Default Gateway : 10.89.149.126
Nameserver (s)

guest@idsm2.localdomain#

Cisco Intrusion Prevention System Sensor 5.1
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10

11

12

guest@idsm2.localdomain# show images

Device name Partition# Image name
Hard disk (hdd) 1 5.0(1)
guest@idsm2.localdomain#

BIOS

guest@idsm2.localdomain# show version

Maintenance image version: 2.1(2)
mp.2-1-2.bin : Thu Nov 18 11:41:36 PST 2004
integ@kplus-build-1x.cisco.com

Line Card Number :WS-SVC-IDSM2-XL
Number of Pentium-class Processors : 2
BIOS Vendor: Phoenix Technologies Ltd.
BIOS Version: 4.0-Rel 6.0.9

Total available memory: 2012 MB

Size of compact flash: 61 MB

Size of hard disk: 19077 MB

Daughter Card Info: Falcon rev 3, FW ver 2.0.3.0 (IDS), SRAM 8 MB, SDRAM 256 MB

guest@idsm2.localdomain#

guest@idsm2.localdomain# upgrade
ftp://jsmith@10.89.146.11//RELEASES/Latest/5.0-1/WS-SVC-IDSM2-K9-sys-1.1-a-5.0-1.bin.g
z

Downloading the image. This may take several minutes...

Password for jsmith@10.89.146.114:

500 'SIZE WS-SVC-IDSM2-K9-sys-1.1-a-5.0-1.bin.gz': command not understood.

ftp://jsmith@10.89.146.11//RELEASES/Latest/5.0-1/WS-SVC-IDSM2-K9-sys-1.1-a-5.0-1.bin.g
z (unknown size)

/tmp/upgrade.gz [11 28616K

29303086 bytes transferred in 5.34 sec (5359.02k/sec)

Upgrade file
ftp://jsmith@10.89.146.114//RELEASES/Latest/5.0-1/WS-SVC-IDSM2-K9-sys-1.1-a-5.0-1.bin.
gz is downloaded.

Upgrading will wipe out the contents on the storage media.

Do you want to proceed installing it [y|N]:

Proceeding with upgrade. Please do not interrupt.
If the upgrade is interrupted or fails, boot into maintenance image again and restart
upgrade.

Creating IDS application image file...

Initializing the hard disk...

Applying the image, this process may take several minutes...
Performing post install, please wait...

Application image upgrade complete. You can boot the image now.
guest@idsm3.localdomain#

Cisco Intrusion Prevention System Sensor 5.1
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13

14

15

guest@idsm3.localdomain# show log upgrade

Upgrading the line card on Fri Mar 11 21:21:53 UTC 2005

Downloaded upgrade image

ftp://jsmith@10.89.146.114//RELEASES/Latest/5.0-1/WS-SVC-IDSM2-K9-sys-1.1-a-5.0-1.bin.

gz

Extracted the downloaded file

Proceeding with image upgrade.

$22: :
22
22
$22:
22
:22:
$22:
22
22
122
$22:
22
$22:
:22:
:22:
$22:
:22:
$22:
122
22

Fri Mar 11
Fri Mar 11
Fri Mar 11
Fri Mar 11
Fri Mar 11
Fri Mar 11
Fri Mar 11
Fri Mar 11
Fri Mar 11
Fri Mar 11
Fri Mar 11
Fri Mar 11
Fri Mar 11
Fri Mar 11
Fri Mar 11
Fri Mar 11
Fri Mar 11
Fri Mar 11
Fri Mar 11
Fri Mar 11
minutes...
Fri Mar 11
Fri Mar 11
Fri Mar 11
Fri Mar 11
Fri Mar 11
Fri Mar 11

21
21
21
21
21
21
21
21
21
21
21
21
21
21
21
21
21
21
21
21

21
21
21
21
21
21

$22:
:22
:22
122
:22
:22

06
06
06
06
06
06
07
07
07

:07

07
07
07
13
13
19
19
19

:19

19

19

:20
:20
:20
:28
:28 :
Application image upgrade c

2005
2005
2005
2005
2005
2005
2005
2005
2005
2005
2005
2005
2005
2005
2005
2005
2005
2005
2005
2005

2005
2005
2005
2005
2005
2005

argvl = 0, argv2 = 0, argv3 = 3, argvd =1
Creating IDS application image file...
footer:
exeoff: 0000000000031729

image: 0000000029323770

T: 29323818, E: 31729, I: 29323770

partition: /dev/hdcl

startIDSAppUpgrade:Image: /tmp/cdisk.gz
startIDSAppUpgrade:Device: /dev/hdcl
startIDSAppUpgrade:Install type: 1

Initializing the hard disk...

Required disk size: 524288 Kb (blocks)

Available disk size: 19535040 Kb (blocks)
Partitions created on '/dev/hdc'.

Device '/dev/hdc' verified for OK.

Created ext2 fileSystem on '/dev/hdcl'.

Directory '/mnt/hd/' created.

Partition '/dev/hdcl' mounted.

Finished initializing the hard disk.

Applying the image, this process may take several

Directory changed to '/mnt/hd'.
Performing post install, please wait...

File /mnt/hd/post-install copied to /tmp/post-install.

Directory changed to '/tmp'.
Partition '/dev/hdcl' unmounted.
Directory changed to '/tmp'.
omplete. You can boot the image now.

Partition upgraded successfully
guest@idsm2.localdomain#

guest@idsm2

guest@idsm2
guest@idsm2

.localdomain# clear log upgrade
Cleared log file successfully

.localdomain# show log upgrade
.localdomain#
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16 ping
guest@idsm2.localdomain# ping 10.89.146.114
PING 10.89.146.114 (10.89.146.114) from 10.89.149.74 : 56(84) bytes of data.
64 bytes from 10.89.146.114: icmp_seqg=0 ttl=254 time=381 usec
64 bytes from 10.89.146.114: icmp_seqg=1 ttl=254 time=133 usec
64 bytes from 10.89.146.114: icmp_seqg=2 ttl=254 time=129 usec
64 bytes from 10.89.146.114: icmp_seqg=3 ttl=254 time=141 usec
64 bytes from 10.89.146.114: icmp_seqg=4 ttl=254 time=127 usec
---10.89.146.114 ping statistics ---
5 packets transmitted, 5 packets received, 0% packet loss
round-trip min/avg/max/mdev 0.127/0.182/0.381/0.099 ms
guest@idsm2.localdomain#
17 IDSM-2
S
reset
IDSM-2
IDSM-2
guest@idsm2.localdomain# reset
guest@idsm2.localdomain#
2005 Mar 11 21:55:46 CST -06:00 %SYS-4-MOD_SHUTDOWNSTART:Module 9 shutdown in
progress. Do not remove module until shutdown completes
Broadcast message from root Fri Mar 11 21:55:47 2005...
The system is going down for system halt NOW !!
cat6k> (enable)
Cisco 10S

IDSM-2

IDSM-2

CLI

switch# session slot 11 processor 1
The default escape character is Ctrl-",
at the remote prompt to end the session

You can also type

'exit!'

Trying 127.0.0.111

Open

Cisco Maintenance image

N

then x.

IDSM-2

CLI

Telnet SSH

Cisco Intrusion Prevention System Sensor 5.1
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guest cisco

IDSM-2
IDSM-2 RMA

login: guest
password: cisco

Maintenance image version: 2.1(2)

guest@idsm?2.localdomain#

guest@idsm2.localdomain# show ip

IP address : 10.89.149.74
Subnet Mask : 255.255.255.128
IP Broadcast : 10.255.255.255
DNS Name : idsm2.localdomain

Default Gateway : 10.89.149.126
Nameserver (s)

guest@idsm2.localdomain#

guest@idsm2.localdomain# clear ip
guest@localhost.localdomain# show ip

IP address 0.0.0.0
Subnet Mask : 0.0.0.0
IP Broadcast : 0.0.0.0
DNS Name : localhost.localdomain

Default Gateway : 0.0.0.0
Nameserver (s)

guest@localhost.localdomain#

a. IP

guest@localhost.localdomain# ip address ip address netmask

guest@localhost.localdomain# ip gateway gateway ip_address

guest@localhost.localdomain# ip host hostname

Cisco Intrusion Prevention System Sensor 5.1
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guest@idsm2.localdomain# show ip

IP address : 10.89.149.74
Subnet Mask : 255.255.255.128
IP Broadcast : 10.255.255.255
DNS Name : idsm2.localdomain

Default Gateway : 10.89.149.126
Nameserver (s)

guest@idsm2.localdomain#

guest@idsm2.localdomain# show images
Device name Partition# Image name

Hard disk (hdd) 1 5.0(1)
guest@idsm2.localdomain#

BIOS

guest@idsm2.localdomain# show version

Maintenance image version: 2.1(2)
mp.2-1-2.bin : Thu Nov 18 11:41:36 PST 2004
integ@kplus-build-1x.cisco.com

Line Card Number :WS-SVC-IDSM2-XL
Number of Pentium-class Processors : 2
BIOS Vendor: Phoenix Technologies Ltd.
BIOS Version: 4.0-Rel 6.0.9

Total available memory: 2012 MB

Size of compact flash: 61 MB

Size of hard disk: 19077 MB

Daughter Card Info: Falcon rev 3, FW ver 2.0.3.0 (IDS), SRAM 8 MB,

guest@idsm2.localdomain#

guest@idsm2.localdomain# upgrade

SDRAM 256 MB

ftp://jsmith@10.89.146.11//RELEASES/Latest/5.0-1/WS-SVC-IDSM2-K9-sys-1.1-a-5.0-1.bin.g

z
Downloading the image. This may take several minutes...
Password for jsmith@10.89.146.114:

500 'SIZE WS-SVC-IDSM2-K9-sys-1.1-a-5.0-1.bin.gz': command not understood.

ftp://jsmith@10.89.146.11//RELEASES/Latest/5.0-1/WS-SVC-IDSM2-K9-sys-1.1-a-5.0-1.bin.g

z (unknown size)
/tmp/upgrade.gz [1 28616K
29303086 bytes transferred in 5.34 sec (5359.02k/sec)

Upgrade file

ftp://jsmith@10.89.146.114//RELEASES/Latest/5.0-1/WS-SVC-IDSM2-K9-sys-1.1-a-5.0-1.bin.

gz is downloaded.
Upgrading will wipe out the contents on the storage media.
Do you want to proceed installing it [y|N]:

Cisco Intrusion Prevention System Sensor 5.1
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11

12

13

Y

Proceeding with upgrade.

Please do not interrupt.
If the upgrade is interrupted or fails,
upgrade.

Creating IDS application image file...

Initializing the hard disk...
Applying the image,
Performing post install,
Application image upgrade complete. You can boot the image now.
guest@idsm3.localdomain#

this process may take several minutes...

please wait...

guest@idsm3.localdomain# show log upgrade

Upgrading the line card on Fri Mar 11 21:21:53 UTC 2005

Downloaded upgrade image

boot into maintenance image again and restart

ftp://jsmith@10.89.146.114//RELEASES/Latest/5.0-1/WS-SVC-IDSM2-K9-sys-1.1-a-5.0-1.bin.

gz

Extracted the downloaded file

Fri
Fri
Fri
Fri
Fri
Fri
Fri
Fri
Fri
Fri
Fri
Fri
Fri
Fri
Fri
Fri
Fri
Fri
Fri
Fri

minutes.

Fri
Fri
Fri
Fri
Fri
Fri

Mar
Mar
Mar
Mar
Mar
Mar
Mar
Mar
Mar
Mar
Mar
Mar
Mar
Mar
Mar
Mar
Mar
Mar
Mar
Mar

Mar
Mar
Mar
Mar
Mar
Mar

11
11
11
11
11
11
11
11
11
11
11
11
11
11
11
11
11
11
11
11
11
11
11
11
11
11

21
21
21
21
21
21
21
21
21
21
21
21
21
21
21
21
21
21
21
21

21
21
21
21
21
21

122
22
$22:
$22:
:22:
$22:
$22:
:22:
122
$22:
:22:
$22:
$22:
22
$22:
$22:
22
$22:
122
:22:

:22:
:22
122
122
122
122

06
06
06
06
06
07
07

:07

07
07
07
07
13
13
19
19
19

:19

19

19

:20
:20
:20
:28
:28

Proceeding with image upgrade.
:06 :

2005
2005
2005
2005
2005
2005
2005
2005
2005
2005
2005
2005
2005
2005
2005
2005
2005
2005
2005
2005

2005
2005
2005
2005
2005
2005

argvl = 0, argv2 = 0, argv3 = 3, argvd =1
Creating IDS application image file...
footer:
exeoff: 0000000000031729

image: 0000000029323770

T: 29323818, E: 31729, I: 29323770

partition: /dev/hdcl

startIDSAppUpgrade:Image: /tmp/cdisk.gz
startIDSAppUpgrade:Device: /dev/hdcl
startIDSAppUpgrade:Install type: 1

Initializing the hard disk...

Required disk size: 524288 Kb (blocks)

Available disk size: 19535040 Kb (blocks)
Partitions created on '/dev/hdc'.

Device '/dev/hdc' verified for OK.

Created ext2 fileSystem on '/dev/hdcl'.

Directory '/mnt/hd/' created.

Partition '/dev/hdcl' mounted.

Finished initializing the hard disk.

Applying the image, this process may take several

Directory changed to '/mnt/hd'.
Performing post install, please wait...

File /mnt/hd/post-install copied to /tmp/post-install.

Directory changed to '/tmp'.
Partition '/dev/hdcl' unmounted.
Directory changed to '/tmp'.

Application image upgrade complete. You can boot the image now.
Partition upgraded successfully
guest@idsm2.localdomain#

guest@idsm2.localdomain# clear log upgrade
Cleared log file successfully
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14
guest@idsm2.localdomain# show log upgrade
guest@idsm2.localdomain#

15 ping
guest@idsm2.localdomain# ping 10.89.146.114
PING 10.89.146.114 (10.89.146.114) from 10.89.149.74 : 56(84) bytes of data.
64 bytes from 10.89.146.114: icmp_seqg=0 ttl=254 time=381 usec
64 bytes from 10.89.146.114: icmp_seqg=1 ttl=254 time=133 usec
64 bytes from 10.89.146.114: icmp_seqg=2 ttl=254 time=129 usec
64 bytes from 10.89.146.114: icmp_seqg=3 ttl=254 time=141 usec
64 bytes from 10.89.146.114: icmp_seqg=4 ttl=254 time=127 usec
---10.89.146.114 ping statistics ---
5 packets transmitted, 5 packets received, 0% packet loss
round-trip min/avg/max/mdev 0.127/0.182/0.381/0.099 ms
guest@idsm2.localdomain#

16 IDSM-2
Y

reset
IDSM-2
IDSM-2
guest@idsm2.localdomain# reset
guest@idsm2.localdomain#
Broadcast message from root Fri Mar 11 22:04:53 2005...
The system is going down for system halt NOwW !!
[Connection to 127.0.0.111 closed by foreign host]
switch#
e Catalyst P.17-42
e Cisco 10S P.17-43
Catalyst
1 IDSM-2 césvc-mp.2-1-1.bin.gz IDSM-2
FTP FTP

Cisco Intrusion Prevention System Sensor 5.1
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Cisco.com p.18-2 Cisco IPS
2 |IDSM-2CLlI
3
idsm2# configure terminal
4
idsm2# upgrade ftp://user@ftp server IP_address/directory path/césvc-mp.2-1-1.bin.gz
5 v
Cisco 10S
1 IDSM-2 cbsvc-mp.2-1-1.bin.gz IDSM-2
FTP FTP
Cisco.com p.18-2 Cisco IPS
2 CLI
3 CLI
switch# session slot slot_number processor 1
4
idsm2# configure terminal
5
idsm2 (config) # upgrade
ftp://user@ftp_server IP_address/directory_path/c6svc-mp.2-1-1.bin.gz
6 FTP

Password: *****kkx

Cisco Intrusion Prevention System Sensor 5.1
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|
Continue with upgrade?:
7 vyes
AIP SSM
AIP SSM
e ASA hw-module module 1 recover configure/boot
e recover application-partition CLI
p.17-11
e upgrade CLI
P.17-5
AIP SSM
1 ASA
2

asa# enable

3 AIPSSM

asa (enable)# hw-module module 1 recover configure

S

hw-module module 1
recover stop

4 TFTP URL

Image URL [tftp://0.0.0.0/1:

Image URL [tftp://0.0.0.0/]: tftp://10.89.146.1/IPS-SSM-K9-sys-1.1-a-5.0-1.img

5 AIPSSM /

Port IP Address [0.0.0.0]:

Cisco Intrusion Prevention System Sensor 5.1
m. 0L-8676-01-J |



Port IP Address [0.0.0.0]: 10.89.149.231

VLANID 0

VLAN ID [O]:

AIP SSM

Gateway IP Address [0.0.0.0]:

Gateway IP Address [0.0.0.0]: 10.89.149.254

asa# hw-module module 1 recover boot

Recovery Up
asa# show module 1
Mod Card Type Model Serial No.
0 ASA 5540 Adaptive Security Appliance ASA5540 P2B00000019
1 ASA 5500 Series Security Services Module-20 ASA-SSM-20 P1D000004F4

Mod MAC Address Range Hw Version Fw Version

0 000b.fcf8.7blc to 000b.fcf8.7b20
1 000b.fcf8.01lle to 000b.fcf8.011le

Mod Status

Sw Version

7.0(0)82
5.0(0.22)5129.0

debug module-boot

10 AIP SSM setup AIP SSM

P.3-3
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Cisco IPS
Cisco IPS p.18-2
IPS P.18-4
Cisco IPS 41 5. P.18-7
Cisco.com p.18-8
Cisco.com P.18-9
Cisco Intrusion Prevention Alert Center P.18-15
Cisco IPS P.18-16
Network Security Database P.18-17
IPS P.18-18
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W Cisco IPS

Cisco IPS

Readme Cisco.com  Downloads
N
Downloads Cisco.com
1 Cisco.com
Cisco.com
IPS Cisco.com
Cisco.com P.18-8
Cisco.com
IPS Cisco.com
N
5.X
P.18-9 Cisco.com
Cisco.com  Downloads
Cisco.com
Cisco.com
Technical Support > Downloads
Software Products & Downloads Cisco Secure Software
Cisco Secure Software Cisco Intrusion Detection System (IDS)
Downloads Version 5.x
Latest Service Pack Minor Major Updates
BIOS Firmware
Download
Filename Release Date Size Go
N
IPS p.18-4 IPS
Cisco Intrusion Prevention System Sensor 5.1
0L-8676-01-J |
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Cisco IPS | |
8 Cisco.com
~ Cisco.com Encryption Software Export
Distribution Authorization Submit
9
10 Readme
17

v

Cisco Intrusion Prevention System Sensor 5.1
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W rs
IPS
e IPS P.18-4
e 5Xx P.18-6
IPS
Cisco.com IPS

Y
show version
18-1 IPS
181 IPS
IPS-maj-w.x-y-.pkg
TyTT—k 947’4
AOx— N—=Dary LA
TAF— N—230 LA
H—ER /v LR
IDS-K9-sp-5.0-2-.pkg: Service Pack 7 v/ T—hk
IDS-K9-min-5.1-1-.pkg: ¥4+ — /N—23> 7vITT—hF
IDS-K9-maj-5.0-1-.pkg: AP ¥ — I—3> FyIT7—hk
IPS-sig-Sx-minreq-5.0-1.pkg
TvTT—k 247 4T
LUZFv LRI -
BINYTRHTTER 8
IPS 5.0
5.0(1) 4.1
Y
5.0(1) 4.1 5.0(1)
5.0(1) 5.0(1)

Cisco Intrusion Prevention System Sensor 5.1

IEI. OL-8676-01-J |




IPS ||
5.0
5.1(1)
1 S145 S146 S147
S1
A
P.18-6 5.x
IDS-4215 1PS-4240 1PS-4255 NM-CIDS IDSM-2 AIP SSM
IDSM-2
. IDS-4215 IPS-4240 1PS-4255 NM-CIDS IDSM-2 AIP
SSM IPS
IPS
. IDSM-2 IDSM-2
A
Cisco Intrusion Prevention System Sensor 5.1
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W rs
5.x
18-1 IDS 5.x
Readme
Cisco.com p.18-2 Cisco IPS
18-1
! sig IPS-sig-S70-minreq-5.0-1.pkg
2 sp IPS-K9-sp-5.0-2.pkg
8 min IPS-K9-min-5.1-1.pkg
4 maj IPS-K9-maj-5.0-1.pkg
5 IPS-K9-patch-5.0-1pl.pkg
6 r IPS-K9-r-1.1-a-5.0-1.pkg
1. IPS
2,
3.
4,
5.
6. ril
r1.2
5.0(1) ri2
18-2
18-2
! Sys IPS-4240-K9-sys-1.1-a-5.0-1.img
mp IDSM-2 c6svc-mp.2-1-2.bin.gz
2
/ cd CD-ROM —
CD
1.
2,
IDSM-2
5.0

Cisco Intrusion Prevention System Sensor 5.1
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Cisco IPS 41 5.X ||
Cisco IPS 4.1 5.x
Y
IDSM  WS-X6381 Cisco IDS 5.x IDSM  WS-X6381
Version 5.x IDSM-2 WS-SVC-IDSM2-K9
5.1 5.0 5.0
4.1(1) Cisco 5.0 51 Cisco 4.1
5.0 Cisco.com Cisco.com
Downloads p.18-2 Cisco IPS
51 upgrade 51
Readme
pP.17-3
Auto Update
5.1 pP.17-7

Cisco IDS Version 4.1

recover /
CD
e CD-ROM IDS / CD
p.17-22 / CD
. recover
P.17-11
e IDS-4215 1PS-4240 IPS 4255 ROMMON
P.17-13 IDS-4215 P.17-18
IPS-4240 IPS-4255
¢ NM-CIDS
pP.17-23 NM-CIDS
¢ IDSM-2
p.17-31 IDSM-2
e AIPSSM ASA hw-module module 1 recover configure/boot

P.17-44 AIP SSM

cisco

Cisco Intrusion Prevention System Sensor 5.1
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18-8

Cisco.com

Cisco.com

Cisco.com

Cisco.com 2 Cisco.com

URL
http://tools.cisco.com/RPF/register/register.do

URL http://www.cisco.com/pcgi-bin/Software/Crypto/crypto_main.pl
Enter Network Password
Cisco.com
Encryption Software Export Distribution Authorization Form
Submit

Encryption Software Export Distribution Authorization Form

Encryption Software Export Distribution Authorization Form Submit

Cisco Encryption Software: Crypto Access Granted

S

Cisco Intrusion Prevention System Sensor 5.1
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60

show version

Cisco.com
Cisco.com
Cisco.com CLI IDM
. P.18-9
e |PS P.18-9
. P.18-11
IPS
P.18-9 IPS
Cisco.com
http://www.cisco.com/go/license IPS Signature Subscription Service
pP.18-11
IPS IDM IPS
Configuration > Licensing CLI
IDM  Licensing IDM
trial invalid
expired
IDM
CLI
*** [, TCENSE NOTICE***
There is no license key installed on the system.
The system will continue to operate with the currently installed
signature set. A valid license must be obtained in order to apply
signature updates. Please go to http://www.cisco.com/go/license
to obtain a new license or install a license.
IPS Cisco Services for IPS
IPS
Cisco Services for IPS
1 2
Cisco Intrusion Prevention System Sensor 5.1
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W Cisco.com

IPS Cisco Services for IPS

IDS-4215
IPS-4240
IPS-4255
IDSM-2
NM-CIDS

ASA IPS ASA

SMARTnet

SMARTnet

NBD

Cisco.com TAC

ASA5510-K8
ASA5510-DC-K8
ASAS5510-SEC-BUN-K9
ASA5520-K8
ASAS5520-DC-K8
ASAS5520-BUN-K9
ASA5540-K8
ASAS5540-DC-K8
ASAS5540-BUN-K9

AIP SSM
AIP SSM ASA

ASA

Cisco Services for IPS

Cisco Services for IPS IPS

Cisco.com TAC

NBD

ASAS5510-AlIP10-K9
ASA5520-AlP10-K9
ASAS5520-Al1P20-K9
ASAS5540-A1P20-K9
ASA-SSM-AIP-10-K9
ASA-SSM-AIP-20-K9

ASA-5510 IPS
Cisco Services for IPS

Cisco Services for IPS

p.18-11

ASA-SSM-AIP-10-K9

Cisco Intrusion Prevention System Sensor 5.1
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Cisco.com ||
RMA
IDM CLI
e IDM P.18-11
e CLI P.18-12
IDM
1 IDM
2 Configuration > Licensing
Licensing
Download
3
e Cisco.com Cisco Connection Online
IDM Cisco.com
4
. License File
www.cisco.com/go/license
IDM
Cisco.com
7
4 Update License
Licensing
5 Yes
Status Cisco.com Information
6 OK
7 www.cisco.com/go/license
8
Cisco Intrusion Prevention System Sensor 5.1
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W Cisco.com

IPS

9 IDM

10 IDM

11 Configuration > Licensing

12 Update License Update From: License File

13 Local File Path Browse Local

Select License File Path

14 Open

15 Update License

CLI

copy source-url license_file_name license-key

e source-url URL
e destination-url URL
¢ license-key

e license_file_name

URL

o ftp: FTP URL

ftp:[//[username@] location]/relativeDirectory]/filename
ftp:[//[username@]location]//absoluteDirectory]/filename

Cisco Intrusion Prevention System Sensor 5.1
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Cisco.com

e scp: SCP URL

scp:[//[username@] location]/relativeDirectory]/filename

scp:[//[username@] location]//absoluteDirectory]/filename

e http: Web URL
http:[[/[username@]location]/directory]/filename
e https: Web URL
https:[[/[username@]location]/directory]/filename
)
FTP SCP
N
SCP SSH
P.4-36
Y
HTTPS TLS
P.4-42 TLS

1 www.cisco.com/go/license

S
Cisco Services for IPS
P.18-9 IPS

2

Y

IPS
IPS Signature Subscription Service

3 Web FTP SCP
4 CLlI

Cisco Intrusion Prevention System Sensor 5.1
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W Cisco.com

5
sensor# copy scp://user@10.89.147.3://tftpboot/dev.lic license-key
Password: ****xx*x%
6
sensor# show version
Application Partition:
Cisco Intrusion Prevention System, Version 5.1(1)S182.0
0S Version 2.4.26-IDS-smp-bigphys
Platform: IPS-4255-K9
Serial Number: JAB0815R0JS
Licensed, expires: 19-Dec-2005 UTC
Sensor up-time is 2 days.
Using 706699264 out of 3974291456 bytes of available memory (17% usage)
system is using 17.3M out of 29.0M bytes of available disk space (59% usage)
application-data is using 36.5M out of 166.8M bytes of available disk space (23%
usage)
boot is using 39.4M out of 68.6M bytes of available disk space (61% usage)
MainApp 2005_Feb_18_03.00 (Release) 2005-02-18T03:13:47-0600 Running
AnalysisEngine 2005_Feb_15_03.00 (QATest) 2005-02-15T12:59:35-0600 Running
CLI 2005_Feb_18_03.00 (Release) 2005-02-18T03:13:47-0600
Upgrade History:
IDS-K9-maj-5.1-1- 14:16:00 UTC Thu Mar 04 2004
Recovery Partition Version 1.1 - 5.1(1)S182
sensor#
7

sensor# copy license-key scp://user@10.89.147.3://tftpboot/dev.lic
Password: **x**x*x%
sensor#

Cisco Intrusion Prevention System Sensor 5.1
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Cisco Intrusion Prevention Alert Center W

Cisco Intrusion Prevention Alert Center

Cisco Intrusion Prevention Alert Center

Cisco IPS
P.18-16 Cisco
IPS NSDB
NSDB p.18-17 Network Security Database
Software Center Cisco IPS IPS
Technical Documentation Cisco NetPro Forum TAC Case Open

Cisco Intrusion Prevention Alert Center

1 Cisco.com
2 Technical Support > Tools and Resources

3 Alerts & RMAs Cisco Intrusion Prevention Alert Center

Cisco Intrusion Prevention System Sensor 5.1
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W Cisco IPS

Cisco IPS

Cisco.com Active Update Notifications

1 Cisco.com
2 Technical Support & Documentation > Tools and Resources
3 Alerts & RMAs Cisco Intrusion Prevention Alert Center

4 Active Updates Active Update Notifications

5
a. |IPS Active Update Notifications Yes No
b. First Name
c. Middle Name/Initial
d. Last Name/Surname
e. Organization
f.
g. E-mail
6
7
8
a.
b.
c.
d.
e.
9 Submit Form
Cisco Intrusion Prevention System Sensor 5.1
m. OL-8676-01-J |



Network Security Database Wl

Network Security Database
NSDB HTML
NSDB

e Signature Name

e Signature ID ID
e Default Alarm Severity

¢ Release Version

¢ Release Date

e Description

e Benign Trigger(s)
false positives

¢ Recommended Filters
e Related Threats 0

NSDB

1 Cisco.com
2 Technical Support > Tools and Resources
3 Alerts & RMAs Cisco Intrusion Prevention Alert Center

4 ID TOC List
Signatures by Signature 1D

ID

5 TOC  List Signatures by Release

6 ID CVE ID

Cisco Intrusion Prevention System Sensor 5.1
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W irs

IPS
URL IPS 5.1

http://www.cisco.com/en/US/products/hw/vpndevc/ps4077/tsd_products_support_series_home.html
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IPS5.1

. P.A-2
e MainApp P.A-6
e SensorApp P.A-24

. P.A-33
e IPS5.1 P.A-39
e |IPS5.1 P.A-40
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Cisco IPS

Intrusion Prevention System Appliances and Modules 5.1

IPS5.1

IPS
(O8]

A-1

P.A-2
P.A-4
P.A-4
P.A5

Linux

Linux OS

FTP SCP NTP

e -

1 MainApp

Supported Sensors

ARV AT

Installing Cisco

. A
SNMP ; SNMP NotificationApp
. AuthenticationApp y
! XELZavbO—3
1 » InterfaceApp <>
; LogApp
IDM HTTPS ——> Web #—/\
1
1
RRG— ! CtlTransSource
Syl IDAPI
e |1 |
.
. ' - b SensorApp
EHx ! DS | 3| « gy mae <>
7o — L A —H R |~‘ - ZFYER
Avbo=7 7 g - ARUR THL A ORA
1
1
IPS

XML
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e MainApp

ctlTransSource (Control Transaction server)
Attack Response Controller

Event Store CLI IDM ASDM RDEP

Interface App

LogApp

(O]

Network Access Controller

IPS

Attack Response Controller Network Access Controller

ACL

NotificationApp
SNMP NotificationApp
SNMP GET

Web HTTP RDEP2
Web
AuthenticationApp CLI IDM ASDM
e SensorApp (Analysis Engine)
e CLI Telnet SSH
CLI

IPS IDAPI

RDEP2 SDEE

. IPS

. IDSM-2
IPS
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IPS 5.1

Cisco IPS 5.1

Incident Control System ICS

ICS

Inline

IPS
VLAN on a stick
1

51 2

1 VLAN
Cisco Catalyst

Deny Attacker Service Pair

Deny Attacker Victim Pair Inline

Request Rate Limit

GRE/IPV4-in-IPV4

IPS5.1

GRE

IPS5.1

IPS5.1
RDEP2

IPV4-in-IPV4

IPS5.1 CLI IDM IDSMC ASDM
RDEP2 IDCONF

CLI IDM IDSMC ASDM
IDCONF

IPS5.1 CLI IDM IDSMC ASDM
RDEP2 IDCONF
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CLI IDM IDS MC ASDMY RDEP
RDEP2
IPS5.1
e Web SSH SCP Telnet
. Telnet Telnet
o SSH
e FTP SCP
. Web TLS SSL TLS SSL
e CISCO-CIDS-MIB Cisco MIB Police SNMP
SNMP OoID MIB
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H MainApp

MainApp

SensorApp  CLI IPS MainApp

MainApp

MainApp

MainApp P.A-6
P.A-7
NotificationApp P.A-9
CtlTransSource P.A-11
ARC P.A-12
LogApp P.A-20
AuthenticationApp P.A-20
Web P.A-23

MainApp

PEP
IPS

MainApp show version

e MainApp
. IDS-4240 WS-SVC-IDSM2
MainApp
MainApp NotificationApp CtlTransSource ARC Network
Access Controller  LogApp
¢ NotificationApp SNMP
SNMP
SNMP
SNMP
SNMP
SNMP SNMP 2
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MainApp W
RDEP IPS
RDEP RDEP2 SDEE
SDEE CIDEE

IDCONF
. P.A-7
J P.A-8
e IPS P.A-9

IPS ID

1

SensorApp

low medium high 1
A-1

A-1 IPS
IPS
status — 0
error — 0 65743 65743
status
status — 65743 65743
intrusion low 0 low
attack response
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H MainApp

A-1 IPS

IPS

attack response |medium 4123000000 4123987256 4123000000 4123987256
error high

status medium high
intrusion

IPS
7
o SensorApp
. ARC
7 IPS
6
IPS IPS IPS
IPS

IPS

. 1

. ARC
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MainApp W

IPS XML XML
XML

IPS

IPS IPS stimulus
SensorApp

e <evAlert>
e <evStatus> IPS

e <evError>

e <evLogTransaction>

e <evShunRgst> ARC
CLI IDM ASDM

SensorApp  ARC TCP IP

NotificationApp

NotificationApp SNMP
NotificationApp
SNMP MIB SNMP
NotificationApp set get SNMP GET

NotificationApp  <evAlert>

N ID

i UTC

i ID

i ID
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H MainApp

NotificationApp  <evAlert>

. ID

. uTC

. ID

. ID

e VLAN

e IP 1D

NotificationApp <evError>

error fatal warning

NotificationApp <evError>

. ID

. uTC

NotificationApp GET

e FRP

e FRP

. TCP

. TCP

i TCP

. TCP

. TCP

y 1P TCP

. IP UDP

. IP IP

Cisco Intrusion Prevention System Sensor 5.1
m. OL-8676-01-J |



MainApp W
o /
e CPU
e PEP
S
IDS IPS PEP
NotificationApp
e SNMP GET
e SNMP SET
CtiTransSource
CtlTransSource RDEP HTTP
CtlTransSource TLS
TLS HTTP
CtlTransSource HTTP
CtlTransSource
HTTP ID
Cookie
CtlTransSource  transactionHandlerLoop
IDAPI CtlTransSource transactionHandlerLoop
CtlTransSource A-2

CtlTransSource  transactionHandlerLoop

A-2 CtiTransSource

CtlTransSource

+CtlTransSource0
+transaction HandlerLoop

\4 A
HTTP |3
IDAPI HSALF U |8
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H MainApp
transactionHandlerLoop
transactionHandlerLoop
RDEP transactionHandlerLoop HttpClient
HTTP RDEP
HTTP HTTP
RDEP HTTP IPS Web Web
CtlTransSource
transactionHandlerLoop RDEP
HTTP
HTTP HTTP
transactionHandlerLoop ID CtlTransSource
transactionHandlerLoop
ARC
ARC ARC
IPS
ACL IP
ARC  Cisco 10S 12.3
e ARC P.A-12
e ARC P.A-13
. P.A-15
e ACL VACL P.A-16
. P.A-16
. P.A-17
e Cisco P.A-18
e Catalyst P.A-19
ARC
ARC ARC
Web
ARC ARC

A-3 ARC
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MainApp W
A-3 ARC
[l R T R T R T T el T T R R T e il 1
VY — :
L —8ETTAT I
' A JOvoER JOvoER :
! WEEE | FOvs A~Ub Javy 4xup T AT
: Sohnes € IDAPI <€ !
' Joys CT _ Jays CT _ .
Jayscr Joyscer | CTVTR
1 - FIS% D IIZ\E 1
| YRA— TOvEY wuY— —_ CT:
1 - Y !
L—8ET7A4T7 94— 7':'Jl7 CT™ " pa
! . Web H—/3 |
. WEGE | IOvs CT | Soyy o | ek T/ :
' avkA—3 ~1 IDAPI e '
: _Jays CT _Jayycer | CTYA o
, S TR '8
D e e e e e e e e e e e e e e e e e e e e, e e e e e e e e, e e, e e, ., . ., ——m———— J—
Y
1 ARC 0 ARC
ARC IPS
1 ARC
ARC
e CLI IDM ASDM
ARC ARC Telnet SSH
ARC ARC
ACL
ACL
ARC
ARC
e 3DES DES Telnet SSH 15
ARC
ARC
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H MainApp

ACL VACL
ARC ACL
ACL ARC
preblock ACL
postblock ACL Catalyst 6000
VACL ARC preblock VACL
postblock VACL API
ARC ACL
Y
Catalyst 5000 RSM Catalyst 6000 MSFC2 Cisco
P.A-16 ACL VACL
ARC
1
P.10-35
ARC
VACL
Y
Cisco
ARC 250
ARC
ARC
ARC
ARC
ARC
ARC
ARC
Y
ARC
P.A-16
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MainApp W

ARC
ARC ARC

ARC TACACS+ AAA

ARC

P.A-17
e NAT

ARC NAT
NAT

NAT

ARC
ARC
ARC CLI IPS
ARC
ARC

ARC

. 250

ARC 250 ARC 65535
250

ARC

e CiscolOS11.2 Cisco

A Y

Cisco 10S 12.3

. 5.3(1) RSM
10S 11.2(9)P Catalyst 5000

a

RSM RSM
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H MainApp
e Catalyst 5.3 PFC Catalyst 6000
e Catalyst 5.4(3) MSFC2  Cisco I0S 12.1(2)E
Catalyst 6000 MSFC2
e Cisco ASA 500 ASA 5510 ASA 5520 ASA 5540
e FWSM
)
FWSM
ACL VACL
ARC
ACL preblock ACL ACL
postblock ACL ARC ACL
ACL preblock ACL postblock ACL
ARC
ACL ACE
ACL  postblock ACL
ACL ACL ACE
ACE
deny
preblock ACL  postblock ACL ACL
preblock
-1
ARC ARC ACL ARC ACL
ARC ACL ACL
IPS_<interface_name>_[in | out] _[0] 1] <interface_name>
ARC
Catalyst VLAN
preblock ACL  postblock ACL
Catalyst 6000 VACL preblock postblock VACL
VLAN
API preblock ACL
postblock ACL ACL
P.A-18 Cisco
ARC
ARC nac.shun.txt ARC
ARC
ACL nac.shun.txt
ARC
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MainApp W
nac.shun.txt
ARC
1
ARC 2 ARC 1
ARC nac.shun.txt ARC  preblock
postblock  ACL VACL ACL VACL

1. allow sensor_ ip_address allow sensor shun

2. preblock ACL

3. always block

4. nac.shun.txt

5. postblock ACL
ARC

ACL permit ARC
addShunEvent addShunEntry
2
preblock postblock ACL ACL
ACL

1. allow sensor_ ip_address allow sensor shun

2. always block

3. nac.shun.txt

4. permit IP any any
ARC 2 1

ARC connectionShun
connectionShun  true ARC
IP
IP
ARC
. IP
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H MainApp
IP
Cisco
Cisco
ARC Cisco
Cisco

ARC shun shun
e |P

shun srcip [destination_ip_address source_port destination_port [port] ]
e |P

no shun ip

clear shun

show shun [ip_address]
ARC show shun
shun ACL outbound
ARC
block IP TCP
ARC
ARC TACACS+

TACACS+ AAA
ARC pix
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MainApp W
TACACS+ TACACS+
AAA
AAA 3
ARC AAA
NAT PAT
NAT
PAT
Catalyst
PFC Catalyst VACL VACL
VLAN VLAN
MSFC ACL WAN
MSFC2
N
VACL MSFC2 Catalyst
Catalyst ARC
VLAN preblock postblock VACL
Catalyst VACL
. VACL
show security acl info acl_name
. address_spec ACL
set security acl ip acl_name deny address_spec
. VACL
commit security acl all
e 1 VACL
clear security acl map acl_name
. VACL
clear security acl map all
e VACL VLAN
set sec acl acl_name vlans
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H MainApp
LogApp
IP
IP CLI IDM ASDM RDEP
IPS LogApp LogApp debug
timing warning error fatal 5 LogApp
Jusr/cids/idsRoot/log/main.log
main.log main.log
=END OF FILE =
main.log show tech-support warning
error fatal LogApp evError
S
P.13-22
P.13-5
LogApp cron informational syslog
*.info;cron.none Warning <evErrors>
LogApp service logger
LogApp
TAC
logger service
TAC
P.C-28
AuthenticationApp
AuthenticationApp
e AuthenticationApp P.A-20
. P.A-21
. P.A-21
e TLS SSH P.A-22
AuthenticationApp
AuthenticationApp
. ID
e AuthenticationApp
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MainApp W
cisco
CLI IDM
ASDM IPS cisco
CLI
IPS
setEnableAuthenticationTokenStatus
CLI IPS
SSH
setAuthenticationConfig
setEnableAuthenticationTokenStatus
CLI IPS
P.A-29
Web CLI
ID
ID AuthenticationApp
execAuthenticateUser
ID SSH
AuthenticationApp ID execAuthenticateUser
AuthenticationApp
ID AuthenticationApp
execAuthenticateUser
AuthenticationApp 1D
IPS AuthenticationApp
AuthenticationApp
Telnet SSH IPS
IPS CLI
CLI execAuthenticateUser

CLI
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H MainApp
TLS SSH
IP
IPS SSH TLS 2
AuthenticationApp
IPS Web SSH ID
TLS
X.509
man-in-the-middle
16 20
show ssh server-key show tls fingerprint
ID
Microsoft Internet Explorer Web
Internet
Explorer
show tls fingerprint SHAL
CA
TLS
TLS Web
TLS
TLS tls trusted-host
SSH SSH
ssh host-key
TLS  trusted certificate =~ SSH service trusted-certificates
service ssh-known-hosts
X.509
X.509
X.509
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X.509

IP

AuthenticationApp  SSH

TLS trusted certificate

MainApp W

X.509

Web

Web RDEP2 RDEP2

IDIOM IP
Web HTTP 1.0 1.1 Web
TLS
TLS SSL
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W SensorApp

SensorApp

SensorApp
. P.A-24
. P.A-25
e SEAP P.A-26
. P.A-27
SensorApp SensorApp

SensorApp

e Time Processor TP

e Deny Filters Processor DFP

e Signature Event Action Processor SEAP

TCP

SNMP

RR

e Statistics Processor SP

e Layer 2 Processor L2P
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SensorApp W

e Database Processor DBP

e Fragment Reassembly Processor FRP

IP
IP
e Stream Reassembly Processor SRP
TCP TCP
Normalizer
TCP SRP
sensorApp 3

e Signature Analysis Processor SAP

e Slave Dispatch Processor SDP
CPU

SensorApp

NIC IPS
IPS
SEAP

TP --> L2P --> DFP --> FRP --> SP --> DBP --> SAP --> SRP --> EAP

1 TP --> L2P --> DFP --> FRP --> SP --> DBP --> SAP --> SDP --> | 2
DBP --> SRP --> EAP
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W SensorApp

SEAP
SEAP SEAO SEAF SEAH
Sensor App
. SEAO
RR SEAO RR
SEAO
P.6-9
. SEAF
ID RR
SEAF SEAO
Y
SEAF
SEAF
ID
ID
RR
. SEAH
<evldsAlert>
A-4 SEAP
SEAP
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SensorApp W

A-4 SEAP
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SensorApp

TCP

SensorApp

IPS

802.1q
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W SensorApp

SensorApp
SensorApp
SensorApp

e IP

IP

DoS

IP
e TCP
TCP
false positive  false negative
2 TCP
TCP
TCP TCP
TCP TCP
TCP
J RR
RR
RR false positive

4.X 5.X

e SensorApp  TCPdump
SensorApp  TCPdump libpcap
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CLI

CLI Telnet SSH

cu W

CLI
oS

. P.A-29

. P.A-30

e CLI P.A-31
IPS51 CLI

1

CLI 4

. 2

CLI
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N cu

. CLI

R R R R RS EEEEEEEEEEESEEEEEEEEEESE] WARNING IR SRS R SRS EEEE SRS SR SRR S EEEEEEEEREEEEESERESES
UNAUTHORIZED ACCESS TO THIS NETWORK DEVICE IS PROHIBITED.

This account is intended to be used for support and troubleshooting purposes only.
Unauthorized modifications are not supported and will require this device to be

re-imaged to guarantee proper operation.
R R S S S S S SRS SRS SRR SRR R RS EE SRR R RS RS EEE R EEEEEEEEEREEEEEEEEEEEEEEEEEEEEEEESE]

CLlI
TAC CLI
TAC
P.4-16
1
1
root
root su
root
TAC
IPS
TAC
Ivar/log/.tac
S
IPS 5.1 CLI IDM
TAC

CLI
root
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CLI

IPS CLI

CLI

[l

?

sensor# configure ?

terminal Configure from the terminal

sensor# configure

~

cu W

Enter

sensor# show c ?

o

% Ambiguous command : “show c”

sensor# show c?
clock configuration
sensor# show c

Ctrl+P Ctrl+N

N

Tab
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N cu

e CLI

sensor# CONF

Tab

sensor# CONFigure

® _More—

Space Enter

o Ctri+C
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IPS5.1
e IDAPI P.A-33
e RDEP2 P.A-34
e IDIOM P.A-36
e IDCONF P.A-36
e SDEE P.A-37
e CIDEE P.A-37
IDAPI
IPS IDAPI API
IDAPI IDAPI
SensorApp
SensorApp
SensorApp
A-5 IDAPI
A-5 IDAPI
75—k 77—t
SensorApp| ., | IDAPI | 5o, |4RVERMT (8
ER ER I -
IDAPI IDAPI
e IPS
IPS
IPS
IPS
IDAPI
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|
RDEP2
RDEP2 RDEP2 IPS IPS IPS
IP
RDEP2
RDEP2 RDEP2 RDEP2
RDEP2 IP 3 /
IPS
IP IP
IPS
RDEP2 HTTP TLS SSL XML RDEP2
RDEP2 HTTP 1.1
RDEP2 HTTP 1.1 RDEP2 HTTP
RDEP2
IPS
1 10 RDEP2
high  medium low informational
high medium low 1
TLS SSL
A
RDEP2 RDEP
IPS 5.1 RDEP2
RDEP2
RDEP2 Web Web
IDAPI
A-6 RDEP2
Cisco Intrusion Prevention System Sensor 5.1
m. OL-8676-01-J |



A-6 RDEP2

T IDS-MC BECGH—R/i—F40
ARVNEBT T ) r—3y

REDP2
D247k

Web 4—/%

RDEP2
RDEP2 Web Web
IDAPI

A-7 RDEP2

A-7 RDEP2

TIDS-MC BEUH—F/—F4D
ARVNEBT T ) r— 3>

REDP2
9247k

HTTP CT
POST =

\ 4
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IDIOM

IDIOM IPS
IDIOM XML
XML
IDIOM 2
IPS IDIOM
2
1
4 IDIOM
IDIOM
RDEP2
IDIOM
)
IDIOM IDCONF SDEE CIDEE
IDCONF
IPS5.1 XML IDCONF IPS5.1
XML IDCONF
IPS
CLI
IDCONF IDIOM RDEP2
IDCONF

<?xml version="1.0" encoding="UTF-8" standalone="yes"?>
<request xmlns="http://www.cisco.com/cids/idiom" schemaVersion="2.00">
<editConfigbhelta xmlns="http://www.cisco.com/cids/idconf">
<component name="userAccount">
<config typedefsVersion="2004-03-01" xmlns="http://www.cisco.com/cids/idconf">
<struct>
<map name="user-accounts"“ editOp=“merge”>
<mapEntry>
<key>
<var name="name">cisco</var>
</key>
<struct>
<struct name="credentials">
<var name="role">administrator</var>
</struct>
</struct>
</mapEntry>
</map>
</struct>
</config>
</component>
</editDefaultConfig>
</request>
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||
SDEE
IPS IPS
RDEP2
IPS SDEE SDEE
SDEE
RDEP2
SDEE SDEE
SDEE HTTP SSL TLS HTTP
HTTP HTTPS SDEE
HTTP SDEE HTTP
IPS HTTP HTTPS Web Web
HTTP
URL HTTP SDEE
Web
SDEE ID
Web
CIDEE
CIDEE Cisco IPS SDEE CIDEE IPS
CIDEE
CIDEE IPS SDEE  <evldsAlert>
IPS
CIDEE
e <evError>
CIDEE <evError>
e <evStatus>
CIDEE
1
<evStatus>
<evError>
e <evShunRgst>
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CDIEE

<sd:events xmlns:cid="http://www.cisco.com/cids/2004/04/cidee"
xmlns:sd="http://example.org/2003/08/sdee”>
<sd:evIdsAlert eventId="1042648730045587005" vendor="Cisco“ severity="medium">
<sd:originator>
<sd:hostId>Betad4Sensorl</sd:hostId>
<cid:appName>sensorApp</cid:appName>
<cid:appInstanceId>8971</cid:appInstanceId>
</sd:originator>
<sd:time offset="0" timeZone="UTC">1043238671706378000</sd:time>
<sd:signature description="I0S Udp Bomb" id="4600" cid:version="S37">
<cid:subsigId>0</cid:subsigId>
</sd:signature>
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IPS 5.1

IPS5.1

{usr/cids/idsRoot
{usr/cids/idsRoot/shared
{usr/cids/idsRoot/var
Jusr/cids/idsRoot/var/updates

Jusr/cids/idsRoot/var/virtualSensor  SensorApp

Jusr/cids/idsRoot/var/eventStore

Jusr/cids/idsRoot/var/core

{usr/cids/idsRoot/var/iplogs iplog
{usr/cids/idsRoot/bin
{usr/cids/idsRoot/bin/authentication
Jusr/cids/idsRoot/bin/cidDump

{usr/cids/idsRoot/bin/cidwebserver Web
{usr/cids/idsRoot/bin/cidcli CLI

{usr/cids/idsRoot/bin/nac  ARC

Jusr/cids/idsRoot/bin/logApp

Jusr/cids/idsRoot/bin/mainApp

Jusr/cids/idsRoot/bin/sensorApp
Jusr/cids/idsRoot/bin/falcondump IDS-4250-XL IDSM-2

{usr/cids/idsRoot/etc

{usr/cids/idsRoot/htdocs  Web IDM
{usr/cids/idsRoot/lib

Jusr/cids/idsRoot/log

Jusr/cids/idsRoot/tmp

IPS 5.1
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W PS5
A-2 IPS
A-2
AuthenticationApp IP
CLI IDAPI
! RDEP2

MainApp

InterfaceApp

LogApp

Attack Response Controller ARC ARC

ARC
ARC
ARC ARC
IPS
NotificationApp
SNMP NotificationApp
SNMP SNMP
GET
SensorApp
IP
1P
/ IP
RDEP2
RDEP2
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IPS 5.1

A-2
IDM HTML IPS Java
Web HTTP
Web
Web
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IPS

Master

AIC
Atomic
Flood

Meta

Multi String
Normalizer
Service
State

String
Sweep
Traffic ICMP
Trojan

P.B-4
P.B-9
P.B-11
P.B-13
P.B-14
P.B-15
P.B-16
P.B-18
P.B-33
P.B-35
P.B-38
P.B-40
P.B-41

P.B-2
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Cisco IPS
~
5.1
IPS5.1
e AIC Web
HTTP HTTP
gotomypc
AIC FTP
AICFTP AICHTTP 2 AIC
AIC P.7-15 AIC
e Atomic Atomic 2
IP+TCP 3 4 1
Atomic
Atomic IP IP 4
IP 4
4
~
IP Atomic IP
4.x Atomic ICMP Atomic IP Options Atomic L3 IP Atomic TCP Atomic
uUDP
Atomic ARP 2 ARP 31IP
Atomic ARP
¢ Flood ICMP UDP
Flood HOST  Flood NET Flood
e Meta
e Multi String 4
TCP UDP ICMP
S
Multi String IPS5.1
¢ Normalizer IP TCP IP TCP
RFC
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e Service Service

DNS DNS TCP uDP
FTP FTP
GENERIC
H225 VolP

VolP SETUP
url-ids email-ids
Q.931

HTTP HTTP
WEBPORTS HTTP
IDENT IDENT

MSRPC MSRPC

MSSQL Microsoft SQL

NTP NTP
RPC RPC
SMB SMB
SNMP  SNMP
SSH SSH
e State SMTP
State
e String ICMP TCP UDP
String ICMP  String TCP String UDP 3 String
e Sweep 1 ICMP TCP TCP UDP 2
RPC
e Traffic ICMP TFN2K LOKI DDOS
2
e Trojan BO2K TFN2K
Bo2k Tfn2k UDP 3 Trojan
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Master

Master
Master
. P.B-4
o P.B-5
o P.B-6
Master
B-1 Master
B-1 Master

alert-severity

high

medium

low
informational

engine

event-counter

event-count 1 65535
event-count-key AXXX
AXBx
Axxb
) XXBx
* AaBb
specify-alert-interval yes | no
alert-interval 2 1000
promisc-delta 0 30
sig-fidelity-rating 0 100
sig-description —
sig-name sig-name

sig-string-info

sig-string-info

sig-comment sig-comment
alert-traits 0 65335
release release
status enabled
retired

Cisco Intrusion Prevention System Sensor 5.1
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Master ||
promisc-delta
RR
(O] 0
(OF] 5 10 15
stick IDS DoS
Fire All Fire Once Summarize Global
Summarize 4
Fire All
B-2
B-2 Master
alert-frequency —
summary-mode —
fire-all —
fire-once 1 —
global-summarize 1 —
summarize —
specify-summary-threshold yes | no
summary-threshold 0 65535
specify-global-summary-threshold yes | no
global-summary-threshold 1 65535
summary-interval 1 1000

[ oL-8676-01-J
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H Master

B-2 Master

summary-key

AXXX
. AxBx
* Axxb
[ ]

XXBx
[ ]
. AaBb

B-3

B-3

Deny Attacker Inline

Monitoring > Denied Attackers > Clear
List

P.6-23

Deny Attacker Service Pair Inline

Deny Attacker Victim Pair Inline

Configuration > Event
Action Rules > General Settings
P.6-21

Deny Connection Inline

TCP

Deny Packet Inline

Cisco Intrusion Prevention System Sensor 5.1
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Master ||
B-3
Log Attacker Packets IP
S
Produce Alert
Log Pair Packets IP
A
Produce Alert
Log Victim Packets IP
Modify Packet Inline
A
Modify Packet Inline  Add Event Action Filter Add
Event Action Override
Produce Alert
Produce Verbose Alert
N
Produce Alert
Request Block Connection ARC
A
10 ARC
Request Block Host ARC
Y
10 ARC
Y
Configuration > Event Action Rules > General
Settings 6
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H Master

B-8

B-3
Request Rate Limit ARC
10
ARC
Request SNMP Trap SNMP NotificationApp
S
Produce Alert
SNMP
11 SNMP
Reset TCP Connection TCP TCP
S
Reset TCP Connection TCP
1.
A
A
A
Produce Alert
Produce Alert 2

Produce Alert
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AIC ||
AIC HTTP Web FTP AIC
. P.B-9
e AIC
AIC Web FTP
AICHTTP AICFTP 2 AIC
AIC
e Web
RFC
HTTP
MIME
URI
P2pP
e FTP
FTP
AIC
AIC  Web HTTP
HTTP gotomypc
HTTP P2pP
AIC FTP
S
AIC HTTP AIC Web
Web AIC Web Service HTTP
AIC AIC Web
HTTP
Cisco Intrusion Prevention System Sensor 5.1
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W Aac

AlC p.7-15 AlIC
AlC P.7-43 AIC MIME
B-4 AICHTTP
B-4 AIC HTTP
signature-type AlC
content-types MIME AIC

e define-content-type

MIME

MIME

e define-recognized-content-types

image/gif

define-web-traffic-policy HTTP
alarm-on-non-http-traffic [true | false]
max-outstanding-requests-overrun HTTP 1
msg-body-pattern
request-methods HTTP
AlIC
. define-request-method

e recognized-request-methods

transfer-encodings

AlC

e define-transfer-encoding

e recognized-transfer-encodings

e chunked-transfer-encoding-error

B-5 AIC FTP

B-5 AIC FTP

signature-type

AIC

ftp-commands

FTP

e ftp-command

FTP

unrecognized-ftp-command

FTP
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Atomic | |

Atomic

Atomic
Atomic

e Atomic ARP P.B-11
e Atomic IP P.B-12

Atomic ARP

Atomic ARP 2 ARP ARP
dsniff ettercap

B-6 Atomic ARP

B-6 Atomic ARP

specify-mac-flip IP MAC

specify-type-of-arp-sig ARP

e Source Broadcast 255.255.255.255 ARP

e Destination Broadcast 255.255.255.255 ARP

* Same Source and Destination MAC
ARP
* Source Multicast ARP MAC 01:00:5e: 00
7f
specify-request-inbalance IP
specify-arp-operation ARP
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H Atomic

Atomic IP

Atomic IP IP
TCP UDP ICMP

Atomic 1

B-7 Atomic IP

B-7 Atomic IP
fragment-status
specify-ip-payload-length IP
specify-ip-header-length IP
specify-ip-addr-options IP
specify-ip-id IP
specify-ip-total-length IP
specify-ip-option-inspection IP
specify-l4-protocol
specify-ip-tos
specify-ip-ttl
specify-ip-version IP
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Flood ||
Flood
Flood
150
Flood Host  Flood Net 2 Flood
B-8 Flood Host
B-8 Flood Host
protocol ICMP
UDP
rate 0 65535"
icmp-type ICMP 0 65535
dst-ports UDP 0 655352
a-b[,c-d]
src-ports UDP 0 65535°
a-b[,c-d]
2
2
B-9 Flood Net
B-9 Flood Net
gap 0 65535
peaks 0 65535
protocol ICMP
TCP
UDP
rate 0 65535
sampling-interval 1 3600
icmp-type ICMP 0 65535

1.
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H Meta
Meta
Meta
Meta 1 Meta
Meta
SEAP Meta SEAP minimum hits
Meta
SEAP P.6-2
Signature Event Action Processor
Meta
B-10 Meta
B-10 Meta
meta-reset-interval META 0 3600
component-list Meta namel
e edit
e insert
begin
end
inactive
before
after
* move
meta-key Meta AaBb
. AxBx
AXXX
* XXBXx
[ ]
[ ]
unique-victim-ports Meta 1 256
component-list-in-order true | false
Meta P.7-39 MEG
Cisco Intrusion Prevention System Sensor 5.1
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Multi String ||
Multi String
Multi String 1 4
ICMP TCP UDP
UDP regex 1 regex 2 UDP
TCP
1 Multi String
String ICMP  String TCP String UDP
B-11 Multi String
B-11 Multi String
inspect-length 0 4294967295
protocol 4 icmp
tcp
udp

regex-component list 1 16

*  regex-string exact

. minimum

* spacing-type
port-selection TCP UDP 0 655352

e both-ports

e dest-ports

* source-ports !
exact-spacing 0 4294967296
min-spacing 0 4294967296
swap-attacker-victim true | false

true
false
1.
source-ports 80
80
80

2. a-b[,c-d] 0 65535
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W Normalizer

A

Multi String
Normalizer
Normalizer IP TCP
Normalizer
. P.B-16
e Normalizer
Normalizer IP TCP
Normalizer
Y
Normalizer
e |IP
IP
DoS
IP
e TCP
TCP
false positive  false negative
2 TCP
TCP
TCP TCP
TCP TCP
TCP
produce-alert deny-packet-inline modify-packet-inline event-action
Normalizer P.7-23 IP
P.7-26 TCP
Cisco Intrusion Prevention System Sensor 5.1
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Normalizer

Normalizer

B-12 Normalizer

B-12 Normalizer
edit-default-sigs-only
specify-fragment-reassembly-timeout
specify-hijack-max-old-ack hijack-max-old-ack
specify-max-dgram-size
specify-max-fragments
specify-max-fragments-per-dgram
specify-max-last-fragments
specify-max-partial-dgrams
specify-max-small-frags
specify-min-fragment-size
specify-service-ports
specify-syn-flood-max-embryonic SYN
specify-tcp-closed-timeout TCP
specify-tcp-embryonic-timeout TCP
specify-tcp-idle-timeout TCP
specify-tcp-max-mss TCP mss
specify-tcp-max-queue TCP
specify-tcp-min-mss TCP mss
specify-tcp-option-number TCP
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W Service
Service
Service 2 L5+
1 1 L5+
Service
Service
e Service DNS P.B-18
e Service FTP P.B-20
e Service Generic P.B-20
e Service H225 P.B-21
e Service HTTP P.B-24
e Service IDENT P.B-26
e Service MSRPC P.B-26
e Service MSSQL P.B-27
e Service NTP P.B-28
e Service RPC P.B-28
e Service SMB P.B-29
¢ Service SNMP P.B-31
e Service SSH P.B-32
Service DNS
Service DNS DNS
Service
DNS TCP 53 UDP 53 2
TCP UDP
B-13 Service DNS
B-13 Service DNS
protocol TCP
UDP
specify-query-chaos-string DNS query-chaos-string
specify-query-class 0 65535
e query-class DNS 2
specify-query-invalid-domain-name true | false
e query-invalid-domain-name 255
DNS

Cisco Intrusion Prevention System Sensor 5.1
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Service ||
B-13 Service DNS
specify-query-jump-count-exceeded true | false
query-jump-count-exceeded DNS
specify-query-opcode 0 65535
query-opcode DNS
1
specify-query-record-data-invalid true | false
query-record-data-invalid
DNS
specify-query-record-data-len 0 65535
query-record-data-len DNS
specify-query-src-port-53 53 true | false
query-src-port-53 DNS
53
specify-query-stream-len 0 65535
query-stream-len DNS
specify-query-type 0 65535
query-type DNS
specify-query-value true | false

query-value 0 1

[ oL-8676-01-J
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W Service

Service FTP

Service FTP FTP port PASV
String
port
Service FTP TCP 20 21
20 Service FTP 21

B-14 Service FTP

B-14 Service FTP

direction from-service
. to-service
ftp-inspection-type bad-port-cmd-address
. FTP bad-port-cmd-port
pasv
e FTP
e PASV
service-ports 0 65535!
a-b[,c-d]
swap-attacker-victim true | false
true
false
1 2

Service Generic

Service Generic

String State

N

Service Generic

A

Service Generic
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Service | |
B-15 Service Generic
B-15 Service Generic
specify-dst-port 0 65535
e dst-port
specify-ip-protocol IP 0 255
e ip-protocol IP
specify-payload-source icmp-data
12-header
e payload-source 13-header
pay 14-header
ICMP tcp-data
2 udp-data
4
TCP
UDP
specify-src-port 0 65535
® src-port
Service H225
Service H225
. P.B-21
e Service H255 P.B-22
Service H225 H225.0
H.323 H.323
H.225.0 H.323
H.323
H.225.0 Service H225 H.255.0
H.323 VolP
TCP PDU
Service H225 H.225.0
H.255.0
H.225.0 Q.931
Q.931 SETUP

Q.931 CONNECT

Cisco Intrusion Prevention System Sensor 5.1
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W Service

H.225.0
H.245 H.245

SETUP
H.323 SETUP

SETUP
H.225.0 SETUP

Service H225 H225 SETUP TPKT Q.931
ASN.1PER ASN.1
PER PER

Q.931 TPKT H.225
Q.931 H.225

Service H225

o TPKT
¢ Q931

¢ Q931

¢ Q931

e SETUP

e ASN.1PER

e ULR-ID E-mail-ID h323-id

TPKT ASN.1
TPKT ASN.1
Q.931
SETUP SETUP

Service H255
B-16 Service H225

B-16 Service H.225

message-type H225 asn.1-per
g.931
setup

e SETUP
tpkt

s ASN.1-PER
¢ Q931
o TPKT

Cisco Intrusion Prevention System Sensor 5.1
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Service ||
B-16 Service H.225
policy-type H225 length
presence
. regex
validate
* value
TPKT regex  presence
specify-field-name 1 512
SETUP Q.931
e field-name
specify-invalid-packet-index ASN  TPKT 0 255

¢ invalid-packet-index

specify-regex-string regex regex-string
TPKT specify-min-match-length
. TCP
TPKT
specify-value-range length value 0 65535!
0x00 6535 a-b
e value-range

Cisco Intrusion Prevention System Sensor 5.1
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W Service

Service HTTP
Service HTTP

. P.B-24
e Service HTTP P.B-24

Service HTTP
HTTP

Service HTTP

Web
HTTP
Web
HTTP ASCII HTTP
ASCII
HTTP
Web
Service HTTP
Microsoft 11S Web
Service HTTP
Service HTTP P.7-36 Service HTTP
B-17 Service HTTP
B-17 Service HTTP
de-obfuscate true | false
max-field-sizes —
specify-max-arg-field-length 0 65535
e max-arg-field-length
specify-max-header-field-length 0 65535
e max-header-field-length
specify-max-request-length 0 65535
* max-request-length
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Service ||
B-17 Service HTTP
specify-max-uri-field-length URI 0 65535
e max-uri-field-length URI
regex —
specify-arg-name-regex —
® arg-name-regex HTTP Content-Length
?
specify-header-regex —
e header-regex HTTP
CRLF
CRLFCRLF
specify-request-regex 0 65535
* request-regex HTTP URI HTTP
e specify-min-request-match-length
specify-uri-regex HTTP URI [N\][a-zA-Z][a-zA-Z][a-zA-Z]
URI HTTP GET [a-zA-Z][a-zA-Z][a-zA-Z][a-z
CRLF A-Z][.lireg
service-ports 0 65535
a-b[,c-d]
swap-attacker-victim true | false
true
false
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W Service

Service IDENT

Service IDENT TCP 113
B-18 Service IDENT
B-18 Service IDENT
inspection-type —
has-bad-port true | false
has-newline true | false
size 0 65535
service-ports 0 65535¢
a-b[,c-d]
direction from-service
. to-service
1 2
Service MSRPC
Service MSRPC
. P.B-26
e Service MSRPC P.B-27
Service MSRPC MSRPC MSRPC
MSRPC 1ISO 5 6 UDP TCP SMB
MSRPC MSRPC PDU
Windows NT Windows 2000 Window XP
Service MSRPC DCE RPC
Cisco Intrusion Prevention System Sensor 5.1
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Service ||
Service MSRPC
B-19 Service MSRPC
B-19 Service MSRPC
protocol tep
udp
specify-operation MSRPC 0 65535
e operation MSRPC
SMB_COM_TRANSACTION
specify-regex-string 0 65535
e specify-exact-match-offset
exact-match-offset
e specify-min-match-length
min-match-length
specify-uuid UuID 000001a000000000
« wid MSRPC UUID c000000000000046
Service MSSQL
Service MSSQL Microsoft  SQL server MSSQL
1 MSSQL sa MSSQL
MSSQL
B-20 Service MSSQL
B-20 Service MSSQL
password-present MS SQL true | false
specify-sql-username SQL sa

e sgl-username MS SQL
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W Service

Service NTP

Service NTP NTP 1 NTP NTPd readvar
readvar NTP
NTP

NTP

B-21 Service NTP

B-21 Service NTP

inspection-type

inspect-ntp-packets Inspects NTP 0 65535

e control-opcode RFC1305 B NTP

¢ max-control-data-size

* mode RFC 1305 NTP
is-invalid-data-packet NTP NTP true | false
is-non-ntp-traffic NTP NTP true | false
Service RPC
Service RPC RPC
1
1
RPC 111 RPC 551
RPC RPC
TCP RPC UDP
B-22 Service RPC
B-22 Service RPC
direction from-service
. to-service
protocol tcp
udp
service-ports 0 65535!
a-b[,c-d]
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Service ||
B-22 Service RPC
specify-is-spoof-src true | false
* is-spoof-src 127.0.0.1
specify-port-map-program 0
9999999999
* port-map-program
specify-rpc-max-length RPC 0 65535
e rpc-max-length RPC
specify-rpc-procedure IP 0 1000000
* rpc-procedure RPC
specify-rpc-program IP 0 1000000
® rpc-program RPC
1 2
Service SMB
Service SMB SMB SMB SMB
NT_Create_AndX SMB SMB
B-23 Service SMB
B-23 Service SMB
service-ports 0 65535
a-b[,c-d]*
specify-allocation-hint MSRPC 0
42949677295
¢ allocation-hint MSRPC
SMB_COM_TRANSACTION
2
specify-byte-count 0 65535
e byte-count SMB_COM_TRANSACTION
3
specify-command SMB 0 255
e command SMB 4
Cisco Intrusion Prevention System Sensor 5.1
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W Service

B-23 Service SMB

specify-direction from-service
S to service
e direction
specify-file-id ID 0 65535
o file-id ID®
Y
specify-function 0 65535
e function 6
specify-hit-count 0 65535
¢ hit-count
7
specify-operation MSRPC 0 65535
e operation MSRPC

SMB_COM_TRANSACTION

specify-resource resource

* resource
SMB ASCII

specify-scan-interval 0 131071

e scan-interval
8

specify-set-count 0 255
* set-count o
specify-type MSRPC 0 255
e type MSRPC 0=
Request 2 =Response 11=Bind 12 =Bind Ack
specify-word-count 0 255

e word-count SMB_COM_TRANSACTION
10

Cisco Intrusion Prevention System Sensor 5.1
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B-23 Service SMB
swap-attacker-victim true | false
true
false
1. 2
2.
3.
4. 37 (0x25) SMB_COM_TRANSACTION \x26amp 162 (0xA2)
SMB_COM_NT_CREATE_ANDX
5.
6. SMB_COM_TRANSACTION
7. 3302 6255
8. 3302 6255
9. SMB_COM_TRANSACTION 2
10. 16
Service SNMP
Service SNMP 161 SNMP
ID SNMP SNMP
ID
B-24 Service SNMP
B-24 Service SNMP
inspection-type —
brute-force-inspection 0 65535
* brute-force-count
SNMP
invalid-packet-inspection SNMP —
non-snmp-traffic-inspection |UDP 161 SNMP —
snmp-inspection SNMP community-name
e specify-community-name [yes | no] object-id
community-name SNMP
SNMP
e specify-object-id [yes | no]
object-id SNMP ID
Cisco Intrusion Prevention System Sensor 5.1
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B
Ml Service
Service SSH
Service SSH 22 SSH SSH
SSH
2
B-25 Service SSH
B-25 Service SSH
length-type SSH 0 65535
e key-length SSH
length RSAREF
e user-length SSH
length RSAREF
service-ports 0 65535"
a-b[,c-d]
specify-packet-depth 0 65535
e packet-depth
1 2
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State ||
State
State TCP
State 1
State SMTP Cisco Login LPR Format String 3
B-26 State
B-26 State
state-machine —
cisco-login Cisco login cisco-device
control-c
e state-name
pass-prompt
start
Control-C
Ipr-format-string LPR Format String abort
format-char
start
e state-name
LPR Format String
smtp SMTP abort
mail-body
* state-name .
mail-header
. smtp-commands
LPR Format String
start
SMTP
direction from-service
to-service
[ ]
[ ]
service-ports 0 65535
a-b[,c-d] !
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H state

B-26 State

specify-exact-match- 0 65535
offset

* exact-match-offset
specify-min-match- 0 65535
length .

g e min-match-length
swap-attacker-victim true | false
true
false

1 2
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String ||
String
String
. P.B-35
e String ICMP P.B-35
e String TPC P.B-36
e String UDP P.B-36
String ICMP TCP UDP
String
String ICMP  String TCP String UDP 3 String
String ICMP
String pP.7-32 String TCP
B-27 String ICMP
B-27  String ICMP
direction from-service
. to-service
icmp-type ICMP TYPE 0 18t
a-b[,c-d]
specify-exact-match-offset 0 65535
e exact-match-offset
specify-min-match-length 0 65535
e min-match-length
swap-attacker-victim true | false
true
false
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M String

String TPC
String

B-28 String TCP

B-28 String TCP

pP.7-32 String TCP

direction from-service
to-service
[ ]
[ ]
service-ports 0 65535¢
a-b[,c-d]
specify-exact-match-offset 0 65535
* exact-match-offset
specify-min-match-length 0 65535
e min-match-length
strip-telnet-options Telnet true | false
2
swap-attacker-victim true | false
true

false

String UDP
String

B-29 String UDP

B-29 String UDP

IPS

p.7-32 String TCP

direction from-service
to-service
[ ]
[ ]
service-ports 0 65535"
a-b[,c-d]
Cisco Intrusion Prevention System Sensor 5.1
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B-29 String UDP
specify-exact-match-offset 0 65535
* exact-match-offset
specify-min-match-length 0 65535
e min-match-length
swap-attacker-victim true | false
true
false

Cisco Intrusion Prevention System Sensor 5.1

[ oL-8676-01-J

==



H Sweep
Sweep
Sweep 2 1
Sweep ICMP UDP TCP
Sweep
Sweep
2 40 2 2
1 40
5 15
TCP
TCP
ICMP ICMP ICMP
B-30 Sweep
B-30 Sweep
protocol icmp
udp
tcp
specify-icmp-type ICMP 0 255
e icmp-type ICMP TYPE
specify-port-range 0 65535
a-b[,c-d]
e port-range UDP
fragment-status any
. no-fragments
want-fragments
inverted-sweep true | false
mask TCP urg
e URG ack
psh
© ACK rst
i PSH syn
. RST fin
e SYN
* FIN
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Sweep | |
B-30 Sweep
storage-key AXXX
AXBx
Axxb
suppress-reverse true | false
swap-attacker-victim true | false
true
false
tep-flags TCP urg
ack
URG psh
rst
ACK syn
PSH fin
RST
SYN
FIN
unique 0 65535
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W Traffic ICMP

Traffic ICMP

Traffic ICMP TFEN2K LOKI DDOS
2 LOKI
Tribe Flood Net 2000 TFN2K TFN
1 Distributed
DOS DDoS TEN2K
2 1 L3
1 64 A
TEN2K ICMP TCP UDP
LOKI
ICMP ICMP
ICMP
LOKI ICMP ICMP
TFEN2K DDOS ICMP DDOS
TFN Tribe Flood Net Stacheldraht TEN2K
ICMP

B-31 Traffic ICMP

B-31 TRAFFIC.ICMP

parameter-tunable-sig yes | no
inspection-type is-loki
. LOKI is-mod-loki
. LOKI
reply-ratio 0 65535
want-request ECHO REQUEST true | false
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Trojan ||

Trojan BO2K

XOR

Trojan
Trojan BO2K TFN2K
Trojan TFN2K Trojan UDP 3 Trojan
BackOrifice BO UDP Windows
BackOrifice 2000 BO2K BO2K
UDP TCP
BO
BO2K BO
TCP
UDP BO BO2K Trojan UDP TCP
Trojan BO2K
Trojan UDP swap-attacker-victimngine Trojan
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M Trojan
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4200
IDM
IDSM-2
AIP SSM

P.C-2
P.C-3
P.C-5
P.C-5
P.C-41
P.C-46
P.C-54
P.C-56
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P.12-22
P.12-20
TAC
P.4-16
)
AIP SSM AIP SSM
AIP SSM

ROMMON
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o CLI IDM
FTP SCP
P.12-22
Y
~
1D ID
P.4-19
e IDSMC IDS MC
~
ID IDS MC ID
Y
1.
17
2. ID cisco
S
cisco
3. setup
P.3-3
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>

4. IPS
IPS p.18-2
Cisco IPS
IPS
5.
P.12-22
6.
SSH HTTPS
P.4-36
7.
P.4-14
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| |
o su - root
root CLI
password adminu
password adminu 2
P.4-16
17
4200
Readme
o P.C-5
e SensorApp P.C-11
. P.C-19
. P.C-28
. NTP P.C-34
e TCP P.C-35
o P.C-37
4200
e Telnet SSH CLI P.C-5
. P.C-8
. 1 P.C-9
Telnet SSH CLI
Telnet SSH CLI

Cisco Intrusion Prevention System Sensor 5.1
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Telnet

CLI

CLI

sensor# show interfaces
Interface Statistics
Total Packets Received =
Total Bytes Received = 0
Missed Packet Percentage = 0
Current Bypass Mode = Auto_off
MAC statistics from interface GigabitEthernet0/1
Media Type = backplane
Missed Packet Percentage = 0
Inline Mode = Unpaired
Pair Status = N/A
Link Status = Up
Link Speed = Auto_1000
Link Duplex = Auto_Full
Total Packets Received =
Total Bytes Received = 0
Total Multicast Packets Received = 0
Total Broadcast Packets Received = 0
Total Jumbo Packets Received = 0
Total Undersize Packets Received = 0
Total Receive Errors = 0
Total Receive FIFO Overruns =
Total Packets Transmitted = 0
Total Bytes Transmitted = 0
Total Multicast Packets Transmitted = 0
Total Broadcast Packets Transmitted = 0
Total Jumbo Packets Transmitted = 0
Total Undersize Packets Transmitted = 0
Total Transmit Errors = 0
Total Transmit FIFO Overruns = 0
MAC statistics from interface GigabitEthernet0/0
Media Type = TX
Link Status = Up
Link Speed = Auto_100
Link Duplex = Auto_Full
Total Packets Received = 944333
Total Bytes Received = 83118358
Total Multicast Packets Received = 0
Total Receive Errors = 0
Total Receive FIFO Overruns = 0
Total Packets Transmitted = 397633
Total Bytes Transmitted = 435730956
Total Transmit Errors = 0
Total Transmit FIFO Overruns = 0
sensor#

0

0

0

Media Type = TX

Link Status Link Status  up

Down 3

Cisco Intrusion Prevention System Sensor 5.1
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IP

sensor# setup
--- System Configuration Dialog ---

At any point you may enter a question mark '?' for help.
User ctrl-c to abort configuration dialog at any prompt.

Default settings are in square brackets '[]'.

Current Configuration:

service host

network-settings

host-ip 10.89.130.108/23,10.89.130.1
host-name sensor

telnet-option enabled

access-1list 0.0.0.0/0

ftp-timeout 300

no login-banner-text

exit

--MORE--

P44 IP

sensor# setup
--- System Configuration Dialog ---

At any point you may enter a question mark '?' for help.
User ctrl-c to abort configuration dialog at any prompt.

Default settings are in square brackets '[]'.

Current Configuration:

service host

network-settings

host-ip 10.89.130.108/23,10.89.130.1
host-name sensor

telnet-option enabled

access-1list 0.0.0.0/0

ftp-timeout 300

no login-banner-text

exit

--MORE--

Cisco Intrusion Prevention System Sensor 5.1

[ oL-8676-01-J

==



W 3200

6
P.4-6
7
IP
P.4-6
1 CLI
2
sensor# show configuration | include access-list
access-1list 10.0.0.0/8
access-list 64.0.0.0/8
sensor#
3 IP

sensor# configure terminal

sensor (config)# service host

sensor (config-hos) # network-settings

sensor (config-hos-net) # access-list 171.69.70.0/24

Cisco Intrusion Prevention System Sensor 5.1
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4
sensor (config-hos-net)# show settings
network-settings
host-ip: 10.89.149.238/25,10.89.149.254 default: 10.1.9.201/24,10.1.9.1
host-name: gsensor-238 default: sensor
telnet-option: enabled default: disabled
access-list (min: 0, max: 512, current: 3)
network-address: 10.0.0.0/8
network-address: 64.0.0.0/8
network-address: 171.69.70.0/24
ftp-timeout: 300 seconds <defaulted>
login-banner-text: <defaulted>
sensor (config-hos-net) #
IP
IP 2
Linux
/
IP
1 CLI

Cisco Intrusion Prevention System Sensor 5.1
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sensor# show interfaces
Interface Statistics

Total Packets Received

Total Bytes

=0
Received = 0

Missed Packet Percentage = 0
Current Bypass Mode = Auto_off

MAC statistics
Media Type

from interface GigabitEthernet0/1
backplane

Missed Packet Percentage = 0

Inline Mode
Pair Status
Link Status
Link Speed
Link Duplex

= Unpaired
N/A
Up
Auto_1000
= Auto_Full

Total Packets Received = 0

Total Bytes Received = 0

Total Multicast Packets Received = 0
Total Broadcast Packets Received = 0

Total Jumbo

Total Undersize Packets Received

Packets Received = 0

1}
o

Total Receive Errors = 0

Total Receive FIFO Overruns = 0

Total Packets Transmitted = 0

Total Bytes Transmitted = 0

Total Multicast Packets Transmitted = 0
Total Broadcast Packets Transmitted = 0

Total Jumbo

Total Undersize Packets Transmitted

Packets Transmitted = 0

1}
o

Total Transmit Errors = 0
Total Transmit FIFO Overruns = 0

MAC statistics
Media Type
Link Status
Link Speed
Link Duplex

from interface GigabitEthernet0/0
TX

:Up

Auto_100

= Auto_Full

Total Packets Received = 1822323
Total Bytes Received = 131098876
Total Multicast Packets Received = 20
Total Receive Errors = 0

Total Receive FIFO Overruns = 0

Total Packets Transmitted = 219260
Total Bytes Transmitted = 103668610
Total Transmit Errors = 0

Total Transmit FIFO Overruns = 0

sensor#

Installing Cisco Intrusion Prevention System Appliances and Modules 5.1

4 setup

p.3-3

Cisco Intrusion Prevention System Sensor 5.1
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SensorApp
SensorApp

* SensorApp P.C-11

. SPAN VACL P.C-12

. P.C-14

J P.C-16

o SensorApp P.C-18

e |DS-4250-XL p.C-18
SensorApp

SensorApp

SensorApp

1 CLI

sensor# show version
Application Partition:

Cisco Intrusion Prevention System, Version 5.0(1)S149.0

0S Version 2.4.26-IDS-smp-bigphys

Platform: ASA-SSM-20

Serial Number: 021

No license present

Sensor up-time is 19 days.

Using 505495552 out of 1984704512 bytes of available memory (25% usage)

system is using 17.3M out of 29.0M bytes of available disk space (59% usage)
application-data is using 37.7M out of 166.6M bytes of available disk space (24%
usage)

boot is using 40.5M out of 68.5M bytes of available disk space (62% usage)

MainApp 2005_Mar_04_14.23 (Release) 2005-03-04T14:35:11-0600 Running
AnalysisEngine 2005_Mar_04_14.23 (Release) 2005-03-04T14:35:11-0600 Not
Running

CLIT 2005_Mar_04_14.23 (Release) 2005-03-04T14:35:11-0600

Upgrade History:

IDS-K9-maj-5.0-1- 14:16:00 UTC Thu Mar 04 2004

Recovery Partition Version 1.1 - 5.0(1)S149

sensor#

Cisco Intrusion Prevention System Sensor 5.1
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3
sensor# show events error fatal past 13:00:00 | include AnalysisEngine
evError: eventId=1077219258696330005 severity=warning
originator:
hostId: sensor
appName: sensorApp
appInstanceId: 1045
time: 2004/02/19 19:34:20 2004/02/19 19:34:20 UTC
errorMessage: name=errUnclassified Generating new Analysis Engine configuration file.
2004 2 19
7 34
4
sensor# show version
Upgrade History:
IDS-K9-maj-5.0-1- 14:16:00 UTC Thu Mar 04 2004
Recovery Partition Version 1.1 - 5.0(1)S149
Cisco.com
P.18-2 Cisco IPS
5 Readme
DDTS
SPAN VACL
1 CLI
Cisco Intrusion Prevention System Sensor 5.1
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sensor# show interfaces
Interface Statistics

Total Packets Received

Total Bytes Received =

4200

=0
0

Missed Packet Percentage = 0

Current Bypass Mode =

Auto_off

MAC statistics from interface GigabitEthernet0/1

Media Type = backplane
Missed Packet Percentage = 0
Inline Mode = Unpaired
Pair Status N/A

Link Status Up

Link Speed = Auto_1000
Link Duplex = Auto_Full
Total Packets Received =
Total Bytes Received = 0
Total Multicast Packets Received = 0
Total Broadcast Packets Received = 0
Total Jumbo Packets Received = 0

0

1}
o

Total Undersize Packets Received
Total Receive Errors = 0
Total Receive FIFO Overruns =
Total Packets Transmitted = 0
Total Bytes Transmitted = 0
Total Multicast Packets Transmitted = 0
Total Broadcast Packets Transmitted = 0
Total Jumbo Packets Transmitted = 0
Total Undersize Packets Transmitted

0

1}
o

Total Transmit Errors = 0
Total Transmit FIFO Overruns = 0

MAC statistics from interface GigabitEthernet0/0

Media Type = TX

Link Status = Up

Link Speed = Auto_100

Link Duplex = Auto_Full

Total Packets Received = 1830137
Total Bytes Received = 131624465
Total Multicast Packets Received = 20
Total Receive Errors = 0

Total Receive FIFO Overruns = 0
Total Packets Transmitted = 220052
Total Bytes Transmitted = 103796666
Total Transmit Errors = 0

Total Transmit FIFO Overruns = 0

sensor#

3 Link Status

a.

Installing Cisco Intrusion Prevention System Appliances and Modules 5.1

IDSM-2 SPAN

VACL

Configuring the Cisco Intrusion Prevention System Sensor Using the Command Line Interface 5.1

IDSM-2

Cisco Intrusion Prevention System Sensor 5.1
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4200

b. Cisco SPAN VACL

Produce Alert

5
sensor# show interfaces
L]
L]
e Produce Alert
S
Produce Alert
[ ]
[ ]
1 CLI
2

sensor# configure terminal

sensor (config)# service signature-definition sig0
sensor (config-sig) # signatures 1300 0

sensor (config-sig-sig) # status

sensor (config-sig-sig-sta)# show settings

status

enabled: true <defaulted>
retired: false <defaulted>

sensor (config-sig-sig-sta)#

Cisco Intrusion Prevention System Sensor 5.1
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Produce Alert

sensor# configure terminal

sensor (config)# service signature-definition sig0
sensor (config-sig) # signatures 1300 0

sensor (config-sig-sig)# engine ?

normalizer Signature engine

sensor (config-sig-sig)# engine normalizer

sensor (config-sig-sig-nor)# event-action produce-alert

sensor (config-sig-sig-nor)# show settings
normalizer

event-action: produce-alert default: produce-alert|deny-connection-inline

edit-default-sigs-only

sensor#

sensor# show interfaces FastEthernet0/1
MAC statistics from interface FastEthernet0/1

Media Type = backplane

Missed Packet Percentage = 0

Inline Mode = Unpaired

Pair Status = N/A

Link Status = Up

Link Speed = Auto_100

Link Duplex = Auto_Full

Total Packets Received = 267581

Total Bytes Received = 24886471

Total Multicast Packets Received = 0

Total Broadcast Packets Received = 0

Total Jumbo Packets Received = 0

Total Undersize Packets Received = 0

Total Receive Errors = 0

Total Receive FIFO Overruns = 0

Total Packets Transmitted = 57301

Total Bytes Transmitted = 3441000

Total Multicast Packets Transmitted = 0

Total Broadcast Packets Transmitted = 0

Total Jumbo Packets Transmitted = 0

Total Undersize Packets Transmitted = 0

Total Transmit Errors = 1

Total Transmit FIFO Overruns = 0
sensor#

sensor# show statistics virtual-sensor
SigEvent Preliminary Stage Statistics

Number of Alerts received = 0

Number of Alerts Consumed by AlertInterval

=0
Number of Alerts Consumed by Event Count = 0

Number of FireOnce First Alerts = 0
Number of FireOnce Intermediate Alerts = 0
Number of Summary First Alerts = 0
Number of Summary Intermediate Alerts = 0
Number of Regular Summary Final Alerts = 0

Number of Global Summary Final Alerts = 0
Number of Alerts Output for further processing =
intO0;

Cisco Intrusion Prevention System Sensor 5.1
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Traffic Source:
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1 CLI

sensor# show interfaces GigabitEthernet0/1

MAC statistics from interface GigabitEthernet0/1
Media Type = backplane
Missed Packet Percentage = 0
Inline Mode = Unpaired
Pair Status = N/A
Link Status = Down
Link Speed = Auto_1000
Link Duplex = Auto_Full
Total Packets Received =
Total Bytes Received = 0
Total Multicast Packets Received = 0
Total Broadcast Packets Received = 0
Total Jumbo Packets Received = 0
Total Undersize Packets Received = 0
Total Receive Errors = 0
Total Receive FIFO Overruns =
Total Packets Transmitted = 0
Total Bytes Transmitted = 0
Total Multicast Packets Transmitted
Total Broadcast Packets Transmitted = 0
Total Jumbo Packets Transmitted = 0
Total Undersize Packets Transmitted = 0
Total Transmit Errors = 0
Total Transmit FIFO Overruns = 0

sensor#

0

0

1}
o

Installing Cisco Intrusion Prevention System
Appliances and Modules 5.1

Cisco Intrusion Prevention System Sensor 5.1
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sensor# configure terminal
sensor (config)# service interface

sensor (config-int) # physical-interfaces GigabitEthernet0/1
sensor (config-int-phy)# admin-state enabled

sensor (config-int-phy)# show settings
<protected entry>
name: GigabitEthernet0/1

media-type: tx <protected>
description: <defaulted>

admin-state: enabled default: disabled

duplex: auto <defaulted>
speed: auto <defaulted>
alt-tcp-reset-interface

sensor (config-int-phy) #

sensor# show interfaces

MAC statistics from interface GigabitEthernet0/1

Media Type = TX

Missed Packet Percentage = 0
Inline Mode = Unpaired

Pair Status = N/A

Link Status = Up

Link Speed = Auto_100

Link Duplex = Auto_Full

Total Packets Received = 3

Total Bytes Received = 900

Total Multicast Packets Received =
Total Broadcast Packets Received
Total Jumbo Packets Received = 0
Total Undersize Packets Received
Total Receive Errors = 0
Total Receive FIFO Overruns =
Total Packets Transmitted = 0
Total Bytes Transmitted = 0
Total Multicast Packets Transmitted
Total Broadcast Packets Transmitted
Total Jumbo Packets Transmitted = 0
Total Undersize Packets Transmitted
Total Transmit Errors = 0

Total Transmit FIFO Overruns = 0

0

Cisco Intrusion Prevention System Sensor 5.1
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SensorApp
SensorApp SensorApp
SensorApp
SensorApp
1
2 su root
3 IPS

IDS-4250-XL

10

/etc/init.d/cids stop

cp /usr/cids/idsRoot/etc/defVirtualSensorConfig.xml
/usr/cids/idsRoot/etc/VS-Config/virtualSensor.xml

rm /usr/cids/idsRoot/var/virtualSensor/*.pmz

CLI

IPS

sensor# cids start

sensor# reset

Warning: Executing this command will stop all applications and reboot the node.

Continue with reset? [yes]:yes
Request Succeeded.

sensor#
IDS-4250-XL DIMM XL
DIMM SensorApp
1DS-4250-XL
52563

Cisco Intrusion Prevention System Sensor 5.1
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ARC
o P.C-19
e ARC P.C-20
¢ ARC P.C-21
. P.C-22
. P.C-24
. SSH P.C-25
o P.C-25
. P.C-26
ARC show version ARC
ARC show statistics
network-access
~
ARC Network Access Controller IPS 5.1
IDM CLI Network Access Controller nac network-access
ARC
1. ARC
P.C-20 ARC
2. ARC
P.C-21 ARC
3. Event Action Block Host
P.C-25
4,
P.C-26
~
ARC P.A-12 ARC
Cisco Intrusion Prevention System Sensor 5.1
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ARC
ARC show version MainApp
ARC ARC  MainApp
1 CLI
2 MainApp

sensor# show version
Application Partition:

Cisco Intrusion Prevention System, Version 5.0(1.1)S152.0

0S Version 2.4.26-IDS-smp-bigphys

Platform: IPS-4255-K9

Serial Number: JABO815R017

No license present

Sensor up-time is 3 days.

Using 734863360 out of 3974291456 bytes of available memory (18% usage)

system is using 17.3M out of 29.0M bytes of available disk space (59% usage)
application-data is using 35.6M out of 166.8M bytes of available disk space (23%
usage)

boot is using 40.5M out of 68.6M bytes of available disk space (62% usage)

MainApp 2005_Mar_04_14.23 (Release) 2005-03-04T14:35:11-0600 Not
Running

AnalysisEngine 2005_Mar_18_12.53 (Release) 2005-03-18T13:03:21-0600 Running
CLI 2005_Mar_04_14.23 (Release) 2005-03-04T14:35:11-0600

Upgrade History:

IDS-K9-sp-5.0-1.1- 12:53:00 UTC Fri Mar 18 2005
Recovery Partition Version 1.1 - 5.0(1.1)
sensor#
3 MainApp Not Running ARC TAC

Cisco Intrusion Prevention System Sensor 5.1
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4200

ARC State  Active

State  Active

CLI

ARC

State

sensor# show statistics network-access
Current Configuration
LogAllBlockEventsAndSensors = true
EnableNvramWrite = false
EnableAclLogging = false
AllowSensorBlock = false
BlockMaxEntries = 250
MaxDeviceInterfaces = 250
NetDevice
Type = Cisco
IP = 10.89.147.54
NATAddr = 0.0.0.0
Communications = telnet
BlockInterface
InterfaceName = £fa0/0
InterfaceDirection = in
State
BlockEnable = true
NetDevice
IP = 10.89.147.54
AclSupport = uses Named ACLs
Version = 12.2
State = Active
sensor#

ARC

sensor# show events error hh:mm:ss month day year | include : nac

sensor# show events error 00:00:00 Apr 01 2005 | include : nac

sensor# show version
Upgrade History:

IDS-K9-maj-5.0-1- 14:16:00 UTC Thu Mar 04 2004

Recovery Partition Version 1.1 - 5.0(1)S149

Cisco.com
p.18-2 Cisco IPS

Readme ARC DDTS

Cisco Intrusion Prevention System Sensor 5.1
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6 1P
P.C-22

7
P.C-24

8 SSH-DES SSH-3DES SSH
P.C-25 SSH

9
P.C-24

ARC IP
Y SSH 1.5 SSH 2.0
1 CLI

Cisco Intrusion Prevention System Sensor 5.1
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IP

sensor# configure terminal

sensor (config)# service network-access

sensor (config-net)# show settings
general

log-all-block-events-and-errors: true <defaulted>

enable-nvram-write: false <defaulted>
enable-acl-logging: false <defaulted>
allow-sensor-block: false <defaulted>
block-enable: true <defaulted>
block-max-entries: 250 <defaulted>
max-interfaces: 250 <defaulted>

master-blocking-sensors (min: 0, max: 100, current: 0)

never-block-hosts (min: 0, max: 250, current: 0)

never-block-networks (min: 0, max: 250, current: 0)
block-hosts (min: 0, max: 250, current: 0)
block-networks (min: 0, max: 250, current: 0)
user-profiles (min: 0, max: 250, current: 1)
profile-name: r7200
enable-password: <hidden>
password: <hidden>
username: netrangr default:
catbk-devices (min: 0, max: 250, current: 0)
router-devices (min: 0, max: 250, current: 1)
ip-address: 10.89.147.54
communication: telnet default: ssh-3des
nat-address: 0.0.0.0 <defaulted>
profile-name: r7200
block-interfaces (min: 0, max: 100, current: 1)

interface-name: £fa0/0
direction: in
pre-acl-name: <defaulted>
post-acl-name: <defaulted>

firewall-devices (min: 0, max: 250, current: 0)

sensor (config-net) #

Cisco Intrusion Prevention System Sensor 5.1
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a.
b. Telnet SSH
d.
P.C-24
ACL
Monitoring > Active Host Blocks IDM
ARC

sensor# configure terminal
sensor (config) # service network-access
sensor (config-net) # general

IP

sensor (config-net-gen) # block-hosts 10.16.0.0

sensor (config-net-gen) # exit
sensor (config-net) # exit
Apply Changes:? [yes]:

Enter no

Telnet

Cisco Intrusion Prevention System Sensor 5.1
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sensor (config-net-gen)# no block-hosts 10.16.0.0

SSH
SSH-DES SSH-3DES

SSH

1 CLI

sensor# configure terminal

3 SSH

sensor (config)# ssh host blocking device_ip_ address

4 yes

1 CLI

sensor# configure terminal
sensor (config)# service signature-definition sig0
sensor (config-sig) #

S

produce-alert

Cisco Intrusion Prevention System Sensor 5.1
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sensor (config-sig) # signatures 1300 0
sensor (config-sig-sig)# engine normalizer
sensor (config-sig-sig-nor)# event-action produce-alert|request-block-host
sensor (config-sig-sig-nor)# show settings
normalizer

event-action: producefalert|requestfblockfhost default: producefalert|deny

-connection-inline
edit-default-sigs-only

--MORE--

sensor (config-sig-sig-nor) # exit
sensor (config-sig-sig) # exit
sensor (config-sig) # exit

Apply Changes:?[yes]:

Enter no

show statistics network-access
Web TLS TLS

Cisco Intrusion Prevention System Sensor 5.1
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1 ARC

sensor# show statistics network-access
Current Configuration
AllowSensorShun = false
ShunMaxEntries = 250
MasterBlockingSensor
SensorIp = 10.89.149.46
SensorPort = 443
UseTls = 1
State
ShunEnable = true
ShunnedAddr
Host
IP = 122.122.122.44
ShunMinutes = 60
MinutesRemaining = 59

P.10-35

sensor# configure terminal

sensor (config)# service network-access

sensor (config-net) # general

sensor (config-net-gen)# block-hosts 10.16.0.0

sensor (config-net-gen) # exit
sensor (config-net) # exit
Apply Changes:? [yes]:

5 Enter no

6 ARC

sensor# show statistics network-access
Current Configuration
AllowSensorShun = false
ShunMaxEntries = 100
State
ShunEnable = true
ShunnedAddr
Host
IP = 10.16.0.0
ShunMinutes =

Cisco Intrusion Prevention System Sensor 5.1
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7 CLI

sensor# show statistics network-access
Current Configuration
AllowSensorShun = false
ShunMaxEntries = 250
MasterBlockingSensor
SensorIp = 10.89.149.46
SensorPort = 443

UseTls = 1
State
ShunEnable = true
ShunnedAddr
Host
IP = 10.16.0.0
ShunMinutes = 60
MinutesRemaining = 59
8 Web
TLS

sensor# configure terminal

show statistics network-access
ARC

TLS

sensor (config)# tls trust ip master blocking sensor_ip_ address

TAC
LogApp
. P.C-28
. P.C-33
e cidLog SysLog P.C-33

TAC

Cisco Intrusion Prevention System Sensor 5.1
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log.conf

vi /usr/cids/idsRoot/etc/log.conf

fileMaxSizeInK=500 fileMaxSizeInK=5000

CID

severity=debug

Vi

CLI

sensor# configure terminal
sensor (config)# service logger
sensor (config-log) # master-control

sensor (config-log-mas)# enable-debug true
sensor (config-log-mas) # show settings
master-control
enable-debug: true default: false
individual-zone-control: false <defaulted>

sensor (config-log-mas) #

sensor (config-log-mas) # individual-zone-control true
sensor (config-log-mas) # show settings
master-control
enable-debug: true default: false
individual-zone-control: true default: false

sensor (config-log-mas) #

sensor (config-log-mas) # exit

Cisco Intrusion Prevention System Sensor 5.1
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11

sensor (config-log)# show settings
master-control
enable-debug: false <defaulted>
individual-zone-control: true default: false

zone-control (min: 0, max: 999999999, current: 14)
<protected entry>
zone-name: AuthenticationApp
severity: warning <defaulted>
<protected entry>
zone-name: Cid
severity: debug <defaulted>
<protected entry>
zone-name: Cli
severity: warning <defaulted>
<protected entry>
zone-name: IdapiCtlTrans
severity: warning <defaulted>
<protected entry>
zone-name: IdsEventStore
severity: warning <defaulted>
<protected entry>
zone-name: MpInstaller
severity: warning <defaulted>
<protected entry>
zone-name: cmgr
severity: warning <defaulted>
<protected entry>
zone-name: cplane
severity: warning <defaulted>
<protected entry>
zone-name: csi
severity: warning <defaulted>
<protected entry>
zone-name: ctlTransSource
severity: warning <defaulted>
<protected entry>
zone-name: intfc
severity: warning <defaulted>
<protected entry>
zone-name: nac
severity: warning <defaulted>
<protected entry>
zone-name: sensorApp
severity: warning <defaulted>
<protected entry>
zone-name: tls
severity: warning <defaulted>

sensor (config-log) #

P.C-33

Cisco Intrusion Prevention System Sensor 5.1
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sensor (config-log) # zone-control IdsEventStore severity error

sensor (config-log) # show settings
master-control

enable-debug: true default:

false

individual-zone-control: true default: false

zone-control (min: 0, max: 999999999, current: 14)

<protected entry>

zone-name: AuthenticationApp

severity: warning <defaulted>

<protected entry>
zone-name: Cid

severity: debug <defaulted>
<protected entry>
zone-name: Cli

severity: warning <defaulted>

<protected entry>
zone-name: IdapiCtlTrans

severity: warning <defaulted>

<protected entry>
zone-name: IdsEventStore

severity: error default: warning

<protected entry>
zone-name: MpInstaller

severity: warning <defaulted>

<protected entry>
zone-name: cmgr

severity: warning <defaulted>

<protected entry>
zone-name: cplane

severity: warning <defaulted>

<protected entry>
zone-name: csi

severity: warning <defaulted>

<protected entry>
zone-name: ctlTransSource

severity: warning <defaulted>

<protected entry>
zone-name: intfc

severity: warning <defaulted>

<protected entry>
zone-name: nac

severity: warning <defaulted>

<protected entry>
zone-name: sSensorApp

severity: warning <defaulted>

<protected entry>
zone-name: tls

severity: warning <defaulted>

sensor (config-log) #

Cisco Intrusion Prevention System Sensor 5.1
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13

sensor (config-log) # zone-control nac severity debug
sensor (config-log) # show settings
master-control
enable-debug: true default: false
individual-zone-control: true default: false

zone-control (min: 0, max: 999999999, current: 14)
<protected entry>
zone-name: AuthenticationApp
severity: warning <defaulted>
<protected entry>
zone-name: Cid
severity: debug <defaulted>
<protected entry>
zone-name: Cli
severity: warning <defaulted>
<protected entry>
zone-name: IdapiCtlTrans
severity: warning <defaulted>
<protected entry>
zone-name: IdsEventStore
severity: error default: warning
<protected entry>
zone-name: MpInstaller
severity: warning <defaulted>
<protected entry>
zone-name: cmgr
severity: warning <defaulted>
<protected entry>
zone-name: cplane
severity: warning <defaulted>
<protected entry>
zone-name: csi
severity: warning <defaulted>
<protected entry>
zone-name: ctlTransSource
severity: warning <defaulted>
<protected entry>
zone-name: intfc
severity: warning <defaulted>
<protected entry>
zone-name: nac
severity: debug default: warning
<protected entry>
zone-name: sSensorApp
severity: warning <defaulted>
<protected entry>
zone-name: tls
severity: warning <defaulted>

sensor (config-log) #

14

sensor (config-log) # exit
Apply Changes:?[yes]:

15 Enter no

Cisco Intrusion Prevention System Sensor 5.1
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C-1
C-1
AuthenticationApp
Cid
Cli CLI
IdapiCtlTrans
IdsEventStore
Mplnstaller IDSM-2
cmgr Card Manager !
cplane Control Plane 2
csi CIDS 3
ctlTransSource
intfc
nac ARC
SensorApp AnalysisEngine
tls SSL TLS
1. Card Manager
AIP SSM
2. Control Plane Card Manager AIP SSM
3. CIDS CIDS Web
cidLog SysLog
cidLog syslog
cid syslog
idsRoot/etc/log.conf
a. Set [logApp] enabled=false
enabled=false enabled=true
b. Set [drain/main] type=syslog
Cisco Intrusion Prevention System Sensor 5.1
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timemode=1local
; timemode=utc

[logApp]

;enabled=true

e FIFO parameters --------
fifoName=logAppFifo
fifoSizeInK=240

s ————- logApp zone and drain parameters ----

zoneAndDrainName=10gApp
fileName=main.log
fileMaxSizeInK=500

[zone/Cid]
severity=warning
drain=main

[zone/IdsEventStore]
severity=debug
drain=main

[drain/main]
type=syslog

syslog syslog

LOG_DEBUG, // debug
LOG_INFO, // timing
LOG_WARNING, // warning
LOG_ERR, // error
LOG_CRIT // fatal

syslog

local6

[etc/syslog.conf

syslog logApp 1000

50

IPS 5.1 NTP ID NTP
NTP show statistics host
NTP NTP
NTP
NTP
Cisco Intrusion Prevention System Sensor 5.1
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sensor# show statistics host
NTP Statistics
remote refid st t when poll reach delay offset Jjitter
11.22.33.44 CHU_AUDIO(1) 8 u 36 64 1 0.536 0.069 0.001
LOCAL(0) 73.78.73.84 51 35 64 1 0.000 0.000 0.001
ind assID status conf reach auth condition last_event cnt
1 10372 £014 ves yves ok reject reachable 1
2 10373 9014 yves yes none reject reachable 1
status = Not Synchronized
3
sensor# show statistics host
NTP Statistics
remote refid st t when poll reach delay offset Jjitter
*11.22.33.44 CHU_AUDIO(1) 8 u 22 64 377 0.518 37.975 33.465
LOCAL(0) 73.78.73.84 51 22 64 377 0.000 0.000 0.001
ind assID status conf reach auth condition last_event cnt
1 10372 f624 yves yves ok sys.peer reachable 2
2 10373 9024 yves yes none reject reachable 2
status = Synchronized
4 Not Synchronized NTP NTP
TCP
1 CLI

Cisco Intrusion Prevention System Sensor 5.1
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2 TCP

sensor# configure terminal

sensor (config)# service signature-definition sig0

sensor (config-sig) # signatures 1000 0

sensor (config-sig-sig)# engine atomic-ip

sensor (config-sig-sig-ato) # event-action reset-tcp-connection|produc-alert

sensor (config-sig-sig-ato)# show settings

atomic-ip

event-action: producefalert|resetftcpfconnection default: produce-alert
fragment-status: any <defaulted>
specify-14-protocol

--MORE--

3

sensor (config-sig-sig-ato) # exit

sensor (config-sig-sig) # exit

sensor (config-sig) # exit

Apply Changes:?[yes]:
4 Enter no
5

sensor# show events alert

evAlert: eventId=1047575239898467370 severity=medium
originator:

hostId: s3j_4250_40

appName: sensorApp

appInstanceId: 1004

signature: sigId=20000 sigName=STRING.TCP subSigId=0 version=Unknown
addr: locality=0UT 172.16.171.19

port: 32771

victim:

addr: locality=0UT 172.16.171.13 port: 23

actions:

tcpResetSent: true

Cisco Intrusion Prevention System Sensor 5.1
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TCP
root# ./tcpdump -i eth0 src host 172.16.171.19
tcpdump: WARNING: ethO: no IPv4 address assigned
tepdump: listening on ethO
13:58:03.823929 172.16.171.19.32770 > 172.16.171.13.telnet: R 79:79(0) ack 62 win 0
13:58:03.823930 172.16.171.19.32770 > 172.16.171.13.telnet: R 80:80(0) ack 62 win 0
13:58:03.823930 172.16.171.19.32770 > 172.16.171.13.telnet: R 80:80(0) ack 62 win 0
13:58:03.823930 172.16.171.19.32770 > 172.16.171.13.telnet: R 80:80(0) ack 62 win 0
. IDS-4235 IDS-4250 P.C-37
. P.C-37
. P.C-38
. P.C-39
IDS-4235 IDS-4250
IDS-4235 IDS-4250 BIOS AO03 IPS A04
BIOS Installing Cisco

Intrusion Prevention System Appliances and Modules 5.1

C-1

IPS

IPS

p.18-2

Cisco Intrusion Prevention System Sensor 5.1
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W 3200

C-1 IPS

IPS-maj-w.x-y-.pkg
TIIT—hk 947’4T
Aox— N—=Dav LA
TAF— N\—23> LAJL
H—ER /vy LR

IDS-K9-sp-5.0-2-.pkg: Service Pack 7v7F—hk
IDS-K9-min-5.1-1-.pkg: ¥4 F+— /A—3> 7y T 57—+
IDS-K9-maj-5.0-1-.pkg: AP v— N—3> 7T TF—hk

IPS-sig-Sx-minreq-5.0-1.pkg
TIITT—hk 247 4

D ZFxw LR

126921

RINTEIITEH
e tcpDump
FTP
su  root / tcpDump
P.4-16
upgrade
17
tcpDump FTP
Windows FTP
1 2 /
FTP tcpDump FTP
i FTP
FTP
N

4.1(4)

Cisco Intrusion Prevention System Sensor 5.1

m. OL-8676-01-J |




4200 ||
e Windows FTP UNIX MS-DOS
e SCP SSH
P.4-36
upgrade upgrade
U IPS pP.13-23
4.0(1)
4.1(1)
e FTP Cisco.com Downloads
Windows FTP
tcpDump
Ivar
1
2 Cisco.com
P.18-2 Cisco IPS
3 [usr/cids/idsRoot/var FTP SCP

chmod 644 ips package_ file name

Cisco Intrusion Prevention System Sensor 5.1
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7

sensor# configure terminal

sensor (config) # service ssh

sensor (config-ssh)# rsal-keys sensor_ip address
8

sensor (config)# upgrade scp://service@Sensor ip_address/upgrade/ips_package file_name
Enter password: *****
Re-enter password: *****

Cisco Intrusion Prevention System Sensor 5.1
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IDM
)
ASDM IPS
e Java P.C-41
e IDM Java P.C-43
e IDM P.C-43
e IDM
P.C-44
o P.C-45
Java
IDM Java 1.4.2 15
Java 64 MB IDM
IDM IDM
Refresh
Java OutofMemoryError
S
Sun Microsystems Java Java IDM
IDM Java
256 MB
e Windows Java P.C-41
e Linux Solaris Java P.C-42
Windows Java
Java 1.4.2 15 Windows Java
1 Internet Explorer Netscape
2 Start > Settings > Control Panel
3 Java 14.2
a. Java
Java Plug-in Control Panel
b. Advanced
Cisco Intrusion Prevention System Sensor 5.1
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2 ControlPanel

S

N bm
c¢. Java RunTime Parameters -Xmx256m
d. Apply Java Control Panel
4 Java 15
a. Java
Java Control Panel
b. Java
c. Java Applet Runtime Settings View
Java Runtime Settings Panel
d. Java RunTime Parameters -Xmx256m OK
e. OK Java Control Panel
Linux Solaris Java
Linux Solaris  Java 1.4.2 15
1 Netscape Mozilla

Java Plug-in Control Panel

Java 2 SDK <SDK >/jre/bin/ControlPanel
Java 2 SDK Jusr/j2se

Jusr/j2se/jre/bin/ControlPanel

S
Java 2 Runtime Environment <JRE

>/bin/ControlPanel
3 Java 14.2
a. Advanced
b. Java RunTime Parameters -Xmx256m

c. Apply Java Control Panel
4 Java 15
a. Advanced
b. Java Applet Runtime Settings View
c. Java RunTime Parameters -Xmx256m OK
d. OK Java Control Panel

Cisco Intrusion Prevention System Sensor 5.1
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IDM Java
Loading Cisco IDM.Please wait
Loading Java Applet Failed
Java 1.4.x 1.3.x
IDM
Java temp
1
2 ava 1.3.X
a. Start > Settings > Control Panel > Java Plug-in 1.3.x
b. Advanced
c¢. Java Runtime Environment JRE 1.3.x
d. Cache
e. Clear
3 ava 1.4.X
a. Start > Settings > Control Panel > Java Plug-in 1.4.x
b. Advanced
c¢. Java Runtime Environment JRE 1.3.x
d. Cache
e. Browser
f.
g. Clear Cache
4 temp

IDM

Error connecting to sensor. Failed to load
sensor-errNotAvailable-Analysis Engine is busy. Exiting IDM.

IDM

Cisco Intrusion Prevention System Sensor 5.1
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IDM

IDM
SSH Telnet CLI

v

Telnet P.4-5 Telnet

1 Web

sensor# setup

--- System Configuration Dialog ---

At any point you may enter a question mark '?' for help.
User ctrl-c to abort configuration dialog at any prompt.
Default settings are in square brackets '[]'.

Current Configuration:

service host

network-settings

host-ip 10.89.130.108/23,10.89.130.1
host-name sensor

telnet-option enabled

access-1list 0.0.0.0/0

ftp-timeout 300

no login-banner-text

exit

time-zone-settings

offset 0
standard-time-zone-name UTC
exit

summertime-option disabled
ntp-option disabled

exit

service web-server

port 443

exit

P.4-12 Web

Web

Web
P.4-12 Web

Cisco Intrusion Prevention System Sensor 5.1
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Produce Alert

Produce Alert

Produce Alert Produce Alert

Cisco Intrusion Prevention System Sensor 5.1
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Ml 1DSMm-2
IDSM-2 4200 P.C-5 4200
IDSM-2
e |IDSM-2 P.C-46
. switch P.C-47
o LED P.C-47
o LED IDSM-2 P.C-50
e |IDSM-2 / P.C-51
e TCP P.C-52
e |IDSM-2 P.C-53
IDSM-2
IDSM-2
e |IDSM-2
7 8
Partner Field Notice 52816
e |IDSM-2 DIMM
IDSM-2 Partner Field
52563
2
/ 1/10 Is
4.1(4)
4.1(4)
IDSM-2 4.1(4b)
CSCef12198
o 1300 IP
SensorApp CPU  99% CSCed32093
e |IDSM-2 SSH Telnet
IDM IP
SWAP IDSM-2  ping
4.1(4) CSCed54146
Cisco Intrusion Prevention System Sensor 5.1
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IDSM-2

¢ |IDSM-2 VMS

SensorApp
4.1(4b)

J IDSM-2
P.15-5 IDSM-2
IDSM-2
SSH Telnet
IDSM-2  ping
cidDump
TAC

switch
switch IDSM-2

Cisco 10S
Cisco I0S

e show module Cisco Catalyst
e show version Cisco Catalyst
e show port Cisco Catalyst

e show trunk Cisco Catalyst

e show span Cisco Catalyst

e show security acl Cisco Catalyst

¢ show intrusion-detection module Cisco 10S
¢ show monitor Cisco 10S

e show vlan access-map Cisco 10S

¢ show vlan filter Cisco I0S

LED
IDSM-2

IDSM-2

2 IDSM-2

Cisco Intrusion Prevention System Sensor 5.1
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Catalyst

cat6k> enable

Enter password:

cat6k>

(enable)

show module
Mod Slot Ports Module-Type

Status

2 1000BaseX Supervisor

1 Multilayer Switch Feature
48 10/100BaseTX Ethernet
10/100/1000BaseT Ethernet
16 1000BaseX Ethernet

8 Intrusion Detection Mod

Serial-Num

MAC-Address (es)

SAD041308AN
SAD04120BRB
SAD03475400
SAD073906RC
SAL0751QYNO
SAD062004LV

WS-X6K-SUP1A-2GE
WS-F6K-MSFC
WS-X6248-RJ-45
WS-X6548-GE-TX
WS-X6516A-GBIC
WS-SVC-IDSM2

yes ok

00-d0-c0-cc-0e-d2
00-d0-c0-cc-0e-d0
00-30-71-34-10-00
00-30-7b-91-77-b0
00-30-96-2b-c7-2c
00-0d-29-£f6-01-98
00-0e-83-af-15-48
00-e0-b0-f£-3b-80

00-d0-c0-cc-0e-d3
00-d0-cO0-cc-0e-dl
00-30-71-34-13-ff
00-30-7b-91-77-ef
00-30-96-2b-c7-5b
00-0d-29-£6-01-c7
00-0e-83-af-15-57
00-e0-b0-£f£-3b-87

Sub-Model

[STRSNRT, ESEY

4

P o o »

7
7
7

Sub

12.1(23)E2

.2(0.24)v
.2(1)
.2(1)
.2(0.67)

-Serial

12.1(23)E2
8.4(1)
8.4(1)

8.4 (1)
5.0(0.30)

Sub-Hw Sub-Sw

SAD041303G6 1.1

catbk>

L3 Switching Engine
IDS 2 accelerator board WS-SVC-IDSUPG

(enable)

WS-F6K-PFC

Cisco Intrusion Prevention System Sensor 5.1
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Cisco 10S
switch#show module
Mod Ports Card Type Model Serial No.
1 48 48 port 10/100 mb RJ-45 ethernet WS-X6248-RJ-45 SAD0401012S
2 48 48 port 10/100 mb RJ45 WS-X6348-RJ-45 SAL04483QBL
3 48 SFM-capable 48 port 10/100/1000mb RJ45 WS-X6548-GE-TX SAD073906GH
5 8 Intrusion Detection System WS-SVC-IDSM-2 SAD0751059U
6 16 SFM-capable 16 port 1000mb GBIC WS-X6516A-GBIC SALO0740MMYJ
7 2 Supervisor Engine 720 (Active) WS-SUP720-3BXL SAD08320L2T
9 1 1 port 10-Gigabit Ethernet Module WS-X6502-10GE SAD071903BT
11 8 Intrusion Detection System WS-SVC-IDSM2 SAD05380608
13 8 Intrusion Detection System WS-SVC-IDSM-2 SAD072405D8
Mod MAC addresses Hw Fw Sw Status
1 00d0.d328.e2ac to 00d40.d328.e2db 1.1 4.2(0.24)VAI 8.5(0.46)ROC Ok
2 0003.6cl4.e1d0 to 0003.6cl4d.elff 1.4 5.4(2) 8.5(0.46)ROC Ok
3 000d.29f6.7a80 to 0004.29f6.7aaf 5.0 7.2(1) 8.5(0.46)ROC Ok
5 0003.fead.65la to 0003.fead.6521 4.0 7.2(1) 5.0(1.1) Ok
6 000d.ed23.1658 to 000d.ed23.1667 1.0 7.2(1) 8.5(0.46)ROC Ok
7 0011.21al1.1398 to 0011.21al.139b 4.0 8.1(3) 12.2 (PIKESPE Ok
9 000d.29cl.41bc to 000d.29cl.41bc 1.3 Unknown Unknown PwrDown
11 00e0.b0f£f.3340 to 00e0.b0ff.3347 0.102 7.2(0.67) 5.0(1.1) Ok
13 0003.feab.c850 to 0003.feab.c857 4.0 7.2(1) 5.0(1) Ok
Mod Sub-Module Model Serial Hw Status
5 IDS 2 accelerator board WS-SVC-IDSUPG 07E91E508A 2.0 Ok
7 Policy Feature Card 3 WS-F6K-PFC3BXL SAD083305A1 1.3 Ok
7 MSFC3 Daughterboard WS-SUP720 SAD083206JX 2.1 Ok
11 IDS 2 accelerator board WS-SVC-IDSUPG 2.0 Ok
13 IDS 2 accelerator board WS-SVC-IDSUPG 0347331976 2.0 Ok
Mod Online Diag Status
1 Pass
2 Pass
3 Pass
5 Pass
6 Pass
7 Pass
9 Unknown
11 Pass
13 Pass
switch#
S
IDSM-2 other
IDSM-2 ok
IDSM-2 5
3 ok

switch# set module power up module_number

Cisco Intrusion Prevention System Sensor 5.1
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LED IDSM-2
IDSM-2
* IDSM-2
* IDSM-2
IDSM-2
1
2 IDSM-2

router# show module

3 ok IDSM-2

router# set module enable module_number

4 IDSM-2

router# reset module_number

IDSM-2 5

5 IDSM-2

router# show test module_number

6 port fail IDSM-2
7 hdad fail
17

Cisco Intrusion Prevention System Sensor 5.1
m. OL-8676-01-J |



IDSM-2

/

IDSM-2

IDSM-2 / /
VLAN
IDSM-2 /
ping

IP

router# show configuration
/ VLAN

Catalyst
cat6k> (enable) show port 6/8

* = Configured MAC Address

# = 802.1X Authenticated Port Name.
Port Name Status Vlan Duplex Speed Type

6/8 connected trunk full 1000 IDS

Port Status

ErrDisable Reason

Port ErrDisableTimeout

Action on Timeout

6/8 connected - Enable No Change
Port Align-Err FCS-Err Xmit-Err Rcv-Err UnderSize
es o o o o o
Port Single-Col Multi-Coll Late-Coll Excess-Col Carri-Sen Runts Giants
P o °o o o o o -

6/8 Wed Mar 2 2005, 15:29:49

Idle Detection

cat6k> (enable)

Cisco Intrusion Prevention System Sensor 5.1
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Cisco I0S

cat6kfishow intrusion-detection module 5 management-port state
Intrusion-detection module 5 management-port:

Switchport: Enabled

Administrative Mode: dynamic desirable

Operational Mode: static access

Administrative Trunking Encapsulation: negotiate

Operational Trunking Encapsulation: native

Negotiation of Trunking: On

Access Mode VLAN: 1 (default)

Trunking Native Mode VLAN: 1 (default)

Trunking VLANs Enabled: ALL

Pruning VLANs Enabled: 2-1001

Vlans allowed on trunk:1

Vlans allowed and active in management domain: 1

Vlans in spanning tree forwarding state and not pruned:
1

Access Vlan = 1

catbk#
5 / VLAN VLAN
P.15-6 IDSM-2 / Catalyst 6500
TCP
IDSM-2 TCP 1 IDSM-2
TCP TCP
IDSM-2 TCP
. 1 VLAN TCP
VLAN
. dotlq VLAN
TCP VLAN TCP
VLAN

Cisco Intrusion Prevention System Sensor 5.1
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IDSM-2
IDSM-2
IDSM-2
1 IDSM-2 2 RJ-45
RJ-45
2 IDSM-2
3 19200 8
IDSM-2
o IDSM-2

IDSM-2

Cisco Intrusion Prevention System Sensor 5.1
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H AP SSM

AIP SSM

AIP SSM

AIP SSM

AIP SSM

4200

show module 1 details

asa# show module 1 details
Getting details from the Service Module, please wait...
ASA 5500 Series Security Services Module-20

P.C-5 4200

hw-module module

Serial No.

P2A00000014

Model: ASA-SSM-20

Hardware version: 0.2

Serial Number: P2B000005D0

Firmware version: 1.0(10)0

Software version: 5.1(0.1)S153.0

Status: Up

Mgmt IP addr: 10.89.149.219

Mgmt web ports: 443

Mgmt TLS enabled: true

asa#

AIP SSM Down

1 reset AIP SSM

asa# hw-module module 1 reset

The module in slot 1 should be shut down before

resetting it or loss of configuration may occur.

Reset module in slot 1? [confirm]

Reset issued for module in slot 1

asa(config)# show module

Mod Card Type Model
0 ASA 5520 Adaptive Security Appliance ASA5520
1 ASA 5500 Series Security Services Module-10 ASA-SSM-10

Mod MAC Address Range

Hw Version Fw Version

P2A0000067U

Sw Version

0 000b.fcf8.7bdc to 000b.£fcf8.7be0 0.2 1.0(10)0

1 000b.£fcf8.0176 to 000b.£fcf8.0176 0.2 1.0(10)0
Mod Status

0 Up Sys

1 Shutting Down

R R R

asa(config)# show module

Mod Card Type Model
0 ASA 5520 Adaptive Security Appliance ASA5520
1 ASA 5500 Series Security Services Module-10 ASA-SSM-10

Mod MAC Address Range Hw Version Fw Version

0 000b.fcf8.7bdc to 000b.fcf8.7bel

0
1 000b.fcf8.0176 to 000b.fcf8.0176 O. 1.0(10)0

Mod Status

asa(config)#

Cisco Intrusion Prevention System Sensor 5.1
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AIP SSM

AIP SSM

debug module-boot
TFTP IP TFTP
hw-module module 1 recover

asa(config)# hw-module module 1 recover configure

Image URL

[tftp://0.0.0.0/]:

Port IP Address [0.0.0.0]: 10.89.150.227

VLAN ID [O]:

Gateway IP Address [0.0.0.0]: 10.89.149.254
asa(config)# debug module-boot

debug module-boot enabled at level 1
asa(config)# hw-module module 1 recover boot
The module in slot 1 will be recovered. This may erase all configuration and all data
on that device and attempt to download a new image for it.
Recover module in slot 1? [confirm]

Recover issued for module in slot 1

asa(config)# Slot-1 140> Cisco Systems ROMMON Version (1.0(10)0) #0: Fri Mar 25
23:02:10 PST 2005

Slot-1
Slot-1
Slot-1
Slot-1
Slot-1
Slot-1
Slot-1
Slot-1
Slot-1
Slot-1
Slot-1
Slot-1
Slot-1
Slot-1
Slot-1
Slot-1
Slot-1
Slot-1
Slot-1
Slot-1
Slot-1
Slot-1
Slot-1
Slot-1
Slot-1
Slot-1
Slot-1
Slot-1
Slot-1
Slot-1
Slot-1
Slot-1
Slot-1
Slot-1
Slot-1
Slot-1

141>
142>
143>
144>
145>
146>
147>
148>
149>
150>
151>
152>
153>
154>
155>
156>
157>
158>
159>
160>
161>
162>
163>
164>
165>
166>
167>
168>
169>
170>
171>
172>
173>
174>
175>
176>

Platform ASA-SSM-10

GigabitEthernet0/0

Link is UP

MAC Address: 000b.fcf8.0176

ROMMON Variable Settings:
ADDRESS=10.89.150.227
SERVER=10.89.146.1
GATEWAY=10.89.149.254
PORT=GigabitEthernet0/0
VLAN=untagged
IMAGE=IPS-SSM-K9-sys-1.1-a-5.1-0.1.img
CONFIG=
LINKTIMEOUT=20
PKTTIMEOUT=4
RETRY=20

AIP SSM

AIP SSM

tftp://10.89.146.1/IPS-SSM-K9-sys-1.1-a-5.1-0.1.1$

tftp IPS-SSM-K9-sys-1.1-a-5.1-0.1.img@10.89.146.1 via 10.89.149.254

TFTP failure: Packet verify failed after 20 retries
Rebooting due to Autoboot error
Rebooting....

Cisco Systems ROMMON Version (1.0(10)0) #0: Fri Mar 25 23:02:10 PST 2005

Platform ASA-SSM-10

GigabitEthernet0/0

Link is UP

MAC Address: 000b.fcf8.0176

ROMMON Variable Settings:
ADDRESS=10.89.150.227
SERVER=10.89.146.1
GATEWAY=10.89.149.254
PORT=GigabitEthernet0/0
VLAN=untagged
IMAGE=IPS-SSM-K9-sys-1.1-a-5.1-0.1.img
CONFIG=
LINKTIMEOUT=20
PKTTIMEOUT=4
RETRY=20

tftp IPS-SSM-K9-sys-1.1-a-5.1-0.1.img@10.89.146.1 via 10.89.149.254
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CLlI
show tech-support

. P.C-56

. P.C-59

. P.C-62

. P.C-71

. p.C-72

e cidDump P.C-77

e Cisco FTP P.C-77

show tech-support

. P.C-56
. P.C-57
. P.C-58

show tech-support
cidDump
1MB
P.C-57

Monitoring > Support Information > System Information IDM

TAC show tech-support

Cisco Intrusion Prevention System Sensor 5.1
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||

URL show tech-support [page]
[password] [destination-url destination-url] TAC
* page 1

Enter Space
e password
e destination-url HTML
* destination-url HTML URL
CLlI

sensor# show tech-support page

1 Space
Ctrl+C

HTML

show tech-support destination-url destination-url

FTP URL
[[//username@location] /relativeDirectory]/filename

[[//username@location]//absoluteDirectory]/filename

SCP URL
[[//username@]location] /relativeDirectory]/filename
[[//username@]location]//absoluteDirectory]/filename

/absolute/reports/sensorlReport.html

show tech support dest

ftp://csidsuser@l10.2.1.2//absolute/reports/sensorlReport.html

a.
sensor#
e ftp:
ftp:
ftp:
® SCp:
scp:
scp:
sensor#

password:
b.

Generating report:

[ oL-8676-01-J
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show tech-support

Network Access Controller

cidDump

sensor# show tech-support page

System Status Report
This Report was generated on Fri Feb 21 03:33:52 2003.
Output from show interfaces
Interface Statistics
Total Packets Received = 0
Total Bytes Received = 0
Missed Packet Percentage = 0
Current Bypass Mode = Auto_off
MAC statistics from interface GigabitEthernet0/1
Media Type = backplane
Missed Packet Percentage = 0
Inline Mode = Unpaired
Pair Status = N/A
Link Status = Up
Link Speed = Auto_1000
Link Duplex = Auto_Full
Total Packets Received = 0
Total Bytes Received = 0
Total Multicast Packets Received =
Total Broadcast Packets Received = 0

|
o

Total Jumbo Packets Received = 0
Total Undersize Packets Received = 0
Total Receive Errors = 0
Total Receive FIFO Overruns = 0
Total Packets Transmitted = 0

Total Bytes Transmitted = 0

Total Multicast Packets Transmitted
Total Broadcast Packets Transmitted = 0
Total Jumbo Packets Transmitted = 0
Total Undersize Packets Transmitted = 0
Total Transmit Errors = 0

Total Transmit FIFO Overruns = 0

1}
o

MAC statistics from interface GigabitEthernet0/0
Media Type = TX
Link Status = Up
Link Speed = Auto_100
Link Duplex = Auto_Full
Total Packets Received = 2208534
Total Bytes Received = 157390286
Total Multicast Packets Received = 20
Total Receive Errors = 0
Total Receive FIFO Overruns = 0
Total Packets Transmitted = 239437
Total Bytes Transmitted = 107163351
Total Transmit Errors = 0
Total Transmit FIFO Overruns = 0

Output from show statistics networkAccess

Current Configuration
LogAllBlockEventsAndSensors = true
EnableNvramWrite = false
EnableAclLogging = false
AllowSensorBlock = true
BlockMaxEntries = 250
MaxDeviceInterfaces = 250

Cisco Intrusion Prevention System Sensor 5.1
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State
BlockEnable = true

Output from cidDump

cidbDiag

CID Diagnostics Report Fri Feb 21 03:33:54 UTC 2003

5.0(1)

<defaultvVersions>

<defaultVersion aspect="S">

<version>149.0</version>

<date>2005-03-04</date>

</defaultVersion>

</defaultVersions>

1.1 - 5.0(1)s149

Linux version 2.4.26-IDS-smp-bigphys (csailer@mcqg) (gcc version 2.96 20000731 (R

ed Hat Linux 7.3 2.96-112)) #2 SMP Fri Mar 4 04:11:31 CST 2005
03:33:54 up 21 days, 23:15, 3 users, 1load average: 0.96, 0.86, 0.78
--MORE--

show version

. P.C-59
. P.C-59

show version

N

Monitoring > Support Information > Diagnostics Report IDM
ASDM

IPS show version
more current-config

1 CLI

Cisco Intrusion Prevention System Sensor 5.1
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sensor# show version

NM-CIDS

sensor# show version
Application Partition:

Cisco Intrusion Prevention System, Version 5.0(0.29)S135.0

0S Version 2.4.26-IDS-smp-bigphys

Platform: IPS-4255-K9

Serial Number: JABO0815R017

No license present

Sensor up-time is 5 days.

Using 722145280 out of 3974291456 bytes of available memory (18% usage)

system is using 17.3M out of 29.0M bytes of available disk space (59% usage)
application-data is using 36.3M out of 166.8M bytes of available disk space (23%
usage)

boot is using 39.4M out of 68.6M bytes of available disk space (61% usage)

MainApp 2005_Feb_18_03.00 (Release) 2005-02-18T03:13:47-0600 Running
AnalysisEngine 2005_Feb_18_03.00 (Release) 2005-02-18T03:13:47-0600 Running
CLI 2005_Feb_18_03.00 (Release) 2005-02-18T03:13:47-0600

Upgrade History:
IDS-K9-maj-5.0-0.29-S91-0.29-.pkg 03:00:00 UTC Mon Feb 16 2004
Recovery Partition Version 1.1 - 5.0(0.29)S91(0.29)

sensor#

NM-CIDS

nm-cids# show version
Application Partition:
Cisco Intrusion Prevention System, Version 5.0(0.27)S129.0

0S Version 2.4.26-IDS-smp-bigphys

Platform: NM-CIDS

Serial Number: JAD06490681

No license present

Sensor up-time is 1 day.

Using 485675008 out of 509448192 bytes of available memory (95% usage)

system is using 17.3M out of 29.0M bytes of available disk space (59% usage)
application-data is using 31.1M out of 166.8M bytes of available disk space (20%
usage)

boot is using 39.5M out of 68.6M bytes of available disk space (61% usage)
application-log is using 529.6M out of 2.8G bytes of available disk space (20% usage)

MainApp 2005_Feb_09_03.00 (Release) 2005-02-09T03:22:27-0600 Running
AnalysisEngine 2005_Feb_09_03.00 (Release) 2005-02-09T03:22:27-0600 Running
CLI 2005_Feb_09_03.00 (Release) 2005-02-09T03:22:27-0600

Upgrade History:
IDS-K9-maj-5.0-0.27-S91-0.27-.pkg 03:00:00 UTC Thu Feb 05 2004
Recovery Partition Version 1.1 - 5.0(0.27)S91(0.27)

nm-cids#
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—-MORE-— Space Ctri+C
CLI

N

more current-config show configuration

sensor# more current-config

! Version 5.0(0.26)
! Current configuration last modified Wed Feb 16 03:20:54 2005

service analysis-engine
exit

service authentication
exit

service event-action-rules rulesO
exit

service host

network-settings

host-ip 10.89.147.31/25,10.89.147.126

host-name sensor

access-1list 0.0.0.0/0

login-banner-text This message will be displayed on banner login.
exit

time-zone-settings

--MORE--

[ oL-8676-01-J
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show statistics

. P.C-62
. P.C-62

show statistics

e Attack Response Network Access

[ )

e SDEE

[ )

[ )

[ )

e Web

Monitoring > Support Information > Statistics IDM

show statistics virtual-sensor [clear]
show statistics [analysis-engine |
authentication | denied-attackers | event-server | event-store | host | logger | network-access | notification
| sdee-server | transaction-server | transaction-source | web-server] [clear]

clear

Cisco Intrusion Prevention System Sensor 5.1
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1 CLI

sensor# show statistics virtual-sensor
Virtual Sensor Statistics
Statistics for Virtual Sensor vsO
Name of current Signature-Definition instance = sig0
Name of current Event-Action-Rules instance = rules0
List of interfaces monitored by this virtual sensor = fel_1
General Statistics for this Virtual Sensor
Number of seconds since a reset of the statistics = 1675
Measure of the level of resource utilization = 0
Total packets processed since reset = 241
Total IP packets processed since reset = 12
Total packets that were not IP processed since reset = 229
Total TCP packets processed since reset = 0
Total UDP packets processed since reset = 0
Total ICMP packets processed since reset = 12
Total packets that were not TCP, UDP, or ICMP processed since reset = 0
Total ARP packets processed since reset = 0
Total ISL encapsulated packets processed since reset = 0
Total 802.1g encapsulated packets processed since reset = 0
Total packets with bad IP checksums processed since reset = 0
Total packets with bad layer 4 checksums processed since reset = 0
Total number of bytes processed since reset = 22513
The rate of packets per second since reset = 0
The rate of bytes per second since reset = 13
The average bytes per packet since reset = 93
Denied Address Information
Number of Active Denied Attackers = 0
Number of Denied Attackers Inserted = 0
Number of Denied Attackers Total Hits = 0
Number of times max-denied-attackers limited creation of new entry = 0
Number of exec Clear commands during uptime = 0
Denied Attackers and hit count for each.
The Signature Database Statistics.
The Number of each type of node active in the system (can not be reset)
Total nodes active = 0
TCP nodes keyed on both IP addresses and both ports = 0
UDP nodes keyed on both IP addresses and both ports = 0
IP nodes keyed on both IP addresses = 0
The number of each type of node inserted since reset
Total nodes inserted = 28
TCP nodes keyed on both IP addresses and both ports =
UDP nodes keyed on both IP addresses and both ports =
IP nodes keyed on both IP addresses = 6
The rate of nodes per second for each time since reset
Nodes per second = 0
TCP nodes keyed on both IP addresses and both ports per second = 0
UDP nodes keyed on both IP addresses and both ports per second = 0
IP nodes keyed on both IP addresses per second = 0
The number of root nodes forced to expire because of memory constraints
TCP nodes keyed on both IP addresses and both ports = 0
Fragment Reassembly Unit Statistics for this Virtual Sensor
Number of fragments currently in FRU = 0
Number of datagrams currently in FRU = 0
Number of fragments received since reset = 0
Number of fragments forwarded since reset = 0
Number of fragments dropped since last reset = 0
Number of fragments modified since last reset = 0
Number of complete datagrams reassembled since last reset = 0
Fragments hitting too many fragments condition since last reset = 0
Number of overlapping fragments since last reset = 0

Cisco Intrusion Prevention System Sensor 5.1
[ oL-8676-01-J .m




Number of Datagrams too big since last reset = 0
Number of overwriting fragments since last reset = 0
Number of Initial fragment missing since last reset = 0
Fragments hitting the max partial dgrams limit since last reset = 0
Fragments too small since last reset = 0
Too many fragments per dgram limit since last reset = 0
Number of datagram reassembly timeout since last reset = 0
Too many fragments claiming to be the last since last reset = 0
Fragments with bad fragment flags since last reset = 0
TCP Normalizer stage statistics
Packets Input = 0
Packets Modified = 0
Dropped packets from queue = 0
Dropped packets due to deny-connection = 0
Current Streams = 0
Current Streams Closed = 0
Current Streams Closing = 0
Current Streams Embryonic = 0
Current Streams Established = 0
Current Streams Denied = 0
Statistics for the TCP Stream Reassembly Unit
Current Statistics for the TCP Stream Reassembly Unit
TCP streams currently in the embryonic state = 0
TCP streams currently in the established state = 0
TCP streams currently in the closing state = 0
TCP streams currently in the system = 0
TCP Packets currently queued for reassembly = 0
Cumulative Statistics for the TCP Stream Reassembly Unit since reset
TCP streams that have been tracked since last reset = 0
TCP streams that had a gap in the sequence jumped = 0
TCP streams that was abandoned due to a gap in the sequence = 0
TCP packets that arrived out of sequence order for their stream = 0
TCP packets that arrived out of state order for their stream = 0
The rate of TCP connections tracked per second since reset = 0
SigEvent Preliminary Stage Statistics
Number of Alerts received = 491
Number of Alerts Consumed by AlertInterval =
Number of Alerts Consumed by Event Count = 0
Number of FireOnce First Alerts = 6
Number of FireOnce Intermediate Alerts = 480
Number of Summary First Alerts = 0
Number of Summary Intermediate Alerts = 0
Number of Regular Summary Final Alerts = 0
Number of Global Summary Final Alerts = 0
Number of Alerts Output for further processing = 491
SigEvent Action Override Stage Statistics
Number of Alerts received to Action Override Processor = 0
Number of Alerts where an override was applied = 0
Actions Added
deny-attacker-inline = 0
deny-connection-inline = 0
deny-packet-inline = 0
modify-packet-inline = 0
log-attacker-packets = 0
log-pair-packets = 0
log-victim-packets = 0
produce-alert = 0
produce-verbose-alert = 0
request-block-connection = 0
request-block-host = 0
request-snmp-trap = 0
reset-tcp-connection = 0
SigEvent Action Filter Stage Statistics

0

Number of Alerts received to Action Filter Processor = 0
Number of Alerts where an action was filtered = 0
Number of Filter Line matches = 0

Actions Filtered
deny-attacker-inline = 0
deny-connection-inline = 0

Cisco Intrusion Prevention System Sensor 5.1
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deny-packet-inline = 0
modify-packet-inline = 0
log-attacker-packets = 0
log-pair-packets = 0
log-victim-packets = 0
produce-alert = 0
produce-verbose-alert = 0
request-block-connection = 0
request-block-host = 0
request-snmp-trap = 0
reset-tcp-connection = 0
SigEvent Action Handling Stage Statistics.

Number of Alerts received to Action Handling Processor = 491

Number of Alerts where produceAlert was forced = 0

Number of Alerts where produceAlert was off = 0

Actions Performed
deny-attacker-inline = 0
deny-connection-inline
deny-packet-inline = 0
modify-packet-inline = 0
log-attacker-packets = 0
log-pair-packets = 0
log-victim-packets = 0
produce-alert = 11
produce-verbose-alert = 0
request-block-connection = 0
request-block-host = 5
request-snmp-trap = 0
reset-tcp-connection = 0

Deny Actions Requested in Promiscuous Mode
deny-packet not performed = 0

1}
o

deny-connection not performed = 0
deny-attacker not performed = 0
modify-packet not performed = 0

Number of Alerts where deny-connection was forced for deny-packet action = 0
Number of Alerts where deny-packet was forced for non-TCP deny-connection
action = 0
Per-Signature SigEvent count since reset
Sig 2004 =5
Sig 2156 = 486
sensor#
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sensor# show statistics analysis-engine
Analysis Engine Statistics
Number of seconds since service started = 1999
Measure of the level of current resource utilization = 0
Measure of the level of maximum resource utilization = 0
The rate of TCP connections tracked per second = 0
The rate of packets per second = 0
The rate of bytes per second = 13
Receiver Statistics
Total number of packets processed since reset = 290
Total number of IP packets processed since reset = 12
Transmitter Statistics
Total number of packets transmitted = 290
Total number of packets denied = 0
Total number of packets reset = 0
Fragment Reassembly Unit Statistics
Number of fragments currently in FRU = 0
Number of datagrams currently in FRU = 0
TCP Stream Reassembly Unit Statistics
TCP streams currently in the embryonic state = 0
TCP streams currently in the established state = 0
TCP streams currently in the closing state = 0
TCP streams currently in the system = 0
TCP Packets currently queued for reassembly = 0
The Signature Database Statistics.
Total nodes active = 0
TCP nodes keyed on both IP addresses and both ports = 0
UDP nodes keyed on both IP addresses and both ports
IP nodes keyed on both IP addresses = 0
Statistics for Signature Events
Number of SigEvents since reset = 491

1}
o

Statistics for Actions executed on a SigEvent
Number of Alerts written to the IdsEventStore = 11
sensor#

sensor# show statistics authentication
General
totalAuthenticationAttempts = 2
failedAuthenticationAttempts = 0
sensor#

sensor# show statistics denied-attackers
Denied Attackers and hit count for each.
sensor#

sensor# show statistics event-server
General
openSubscriptions = 0
blockedSubscriptions = 0
Subscriptions
sensor#
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sensor# show statistics event-store
Event store statistics
General information about the event store
The current number of open subscriptions = 2
The number of events lost by subscriptions and queries = 0
The number of queries issued = 0
The number of times the event store circular buffer has wrapped = 0
Number of events of each type currently stored
Debug events = 0
Status events = 9904

Log transaction events = 0

Shun request events = 61

Error events, warning = 67

Error events, error = 83

Error events, fatal = 0

Alert events, informational = 60
Alert events, low = 1

Alert events, medium 60

Alert events, high = 0
sensor#

sensor# show statistics host
General Statistics
Last Change To Host Config (UTC) = 16:11:05 Thu Feb 10 2005
Command Control Port Device = FastEthernet0/0
Network Statistics
fe0_0 Link encap:Ethernet HWaddr 00:0B:46:53:06:AA
inet addr:10.89.149.185 Bcast:10.89.149.255 Mask:255.255.255.128
UP BROADCAST RUNNING MULTICAST MTU:1500 Metric:1
RX packets:1001522 errors:0 dropped:0 overruns:0 frame:0
TX packets:469569 errors:0 dropped:0 overruns:0 carrier:0
collisions:0 txqueuelen:1000
RX bytes:57547021 (54.8 MiB) TX bytes:63832557 (60.8 MiB)
Interrupt:9 Base address:0xf400 Memory:c0000000-c0000038
NTP Statistics
status = Not applicable
Memory Usage
usedBytes = 500592640
freeBytes = 8855552

totalBytes = 509448192
Swap Usage

Used Bytes = 77824

Free Bytes = 600649728

Total Bytes = 600727552

CPU Statistics
Usage over last 5 seconds = 0
Usage over last minute = 1

Usage over last 5 minutes = 1
Memory Statistics

Memory usage (bytes) = 500498432

Memory free (bytes) = 894976032

Auto Update Statistics
lastDirectoryReadAttempt = N/A
lastDownloadAttempt = N/A
lastInstallAttempt = N/A
nextAttempt = N/A

sensor#
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sensor# show statistics logger
The number of Log interprocessor FIFO overruns = 0
The number of syslog messages received = 11
The number of <evError> events written to the event store by severity
Fatal Severity = 0
Error Severity = 64
Warning Severity = 35
TOTAL = 99
The number of log messages written to the message log by severity
Fatal Severity = 0
Error Severity = 64
Warning Severity = 24
Timing Severity = 311
Debug Severity = 31522
Unknown Severity = 7
TOTAL = 31928
sensor#

ARC

sensor# show statistics network-access
Current Configuration
LogAllBlockEventsAndSensors = true
EnableNvramWrite = false
EnableAclLogging = false
AllowSensorBlock = false
BlockMaxEntries = 11
MaxDeviceInterfaces = 250
NetDevice
Type = PIX
IP = 10.89.150.171
NATAddr = 0.0.0.0
Communications = ssh-3des
NetDevice
Type = PIX
IP = 10.89.150.219
NATAddr = 0.0.0.0
Communications = ssh-des
NetDevice
Type = PIX
IP = 10.89.150.250
NATAddr = 0.0.0.0
Communications = telnet
NetDevice
Type = Cisco
IP = 10.89.150.158
NATAddr = 0.0.0.0
Communications = telnet
BlockInterface
InterfaceName = ethernet(0/1
InterfaceDirection = out
InterfacePostBlock = Post_Acl_Test
BlockInterface
InterfaceName = ethernet0/1
InterfaceDirection = in
InterfacePreBlock = Pre_Acl_Test
InterfacePostBlock = Post_Acl_Test
NetDevice
Type = CAT6000_VACL
IP = 10.89.150.138
NATAddr = 0.0.0.0
Communications = telnet
BlockInterface
InterfaceName = 502
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InterfacePreBlock = Pre_Acl_Test
BlockInterface
InterfaceName = 507
InterfacePostBlock = Post_Acl_Test
State
BlockEnable = true
NetDevice
IP = 10.89.150.171
AclSupport = Does not use ACLs
Version = 6.3
State = Active
Firewall-type = PIX
NetDevice
IP = 10.89.150.219
AclSupport = Does not use ACLs
Version = 7.0
State = Active
Firewall-type = ASA
NetDevice
IP = 10.89.150.250
AclSupport = Does not use ACLs
Version = 2.2
State = Active
Firewall-type = FWSM
NetDevice
IP = 10.89.150.158
AclSupport = uses Named ACLs
Version = 12.2
State = Active
NetDevice
IP = 10.89.150.138
AclSupport = Uses VACLs
Version = 8.4
State = Active
BlockedAddr
Host
IP = 22.33.4.5
Vlan =
Actuallp =
BlockMinutes =
Host
IP = 21.21.12.12
Vlan =
Actuallp =
BlockMinutes =
Host
IP = 122.122.33.4
Vlan =
Actuallp =
BlockMinutes = 60
MinutesRemaining = 24
Network
IP = 111.22.0.0
Mask = 255.255.0.0
BlockMinutes =
sensor#

11

sensor# show statistics notification
General
Number of SNMP set requests = 0
Number of SNMP get requests = 0

Number of error traps sent = 0
Number of alert traps sent = 0
sensor#
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13

14

15

16

SDEE

sensor# show statistics sdee-server
General

Open Subscriptions = 0

Blocked Subscriptions = 0

Maximum Available Subscriptions = 5
Maximum Events Per Retrieval = 500
Subscriptions
sensor#

sensor# show statistics transaction-server
General
totalControlTransactions = 35
failedControlTransactions = 0
sensor#

sensor# show statistics transaction-source
General
totalControlTransactions = 0
failedControlTransactions = 0
sensor#

Web

sensor# show statistics web-server

listener-443
number of server session requests handled = 61
number of server session requests rejected = 0
total HTTP requests handled = 35
maximum number of session objects allowed = 40
number of idle allocated session objects 10
number of busy allocated session objects 0

crypto library version = 6.0.3

sensor#

sensor# show statistics logger clear
The number of Log interprocessor FIFO overruns = 0
The number of syslog messages received = 141
The number of <evError> events written to the event store by severity
Fatal Severity = 0
Error Severity = 14
Warning Severity = 142
TOTAL = 156
The number of log messages written to the message log by severity
Fatal Severity = 0
Error Severity = 14
Warning Severity = 1
Timing Severity = 0
Debug Severity = 0
Unknown Severity = 28
TOTAL = 43

Cisco Intrusion Prevention System Sensor 5.1

OL-8676-01-J |



17

sensor# show statistics logger

The number of Log interprocessor FIFO overruns = 0
The number of syslog messages received = 0
The number of <evError> events written to the event store by severity

Fatal Severity = 0
Error Severity = 0
Warning Severity = 0
TOTAL = 0

The number of log messages written to the message log by severity

Fatal Severity = 0
Error Severity = 0
Warning Severity = 0
Timing Severity = 0
Debug Severity = 0
Unknown Severity = 0
TOTAL = 0
sensor#

show interfaces

. P.C-71

show interfaces

o SensorApp

show interfaces

command_control_interface_name
interface_name

P.C-72

/ show interfaces
show interfaces
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show interfaces

sensor# show interfaces
Interface Statistics
Total Packets Received =
Total Bytes Received = 0
Missed Packet Percentage = 0
Current Bypass Mode = Auto_off
MAC statistics from interface GigabitEthernet0/1
Media Type = backplane
Missed Packet Percentage = 0
Inline Mode = Unpaired
Pair Status = N/A
Link Status = Up
Link Speed = Auto_1000
Link Duplex = Auto_Full
Total Packets Received =
Total Bytes Received = 0
Total Multicast Packets Received
Total Broadcast Packets Received = 0
Total Jumbo Packets Received = 0
Total Undersize Packets Received = 0
Total Receive Errors = 0
Total Receive FIFO Overruns =
Total Packets Transmitted = 0
Total Bytes Transmitted = 0
Total Multicast Packets Transmitted
Total Broadcast Packets Transmitted
Total Jumbo Packets Transmitted = 0
Total Undersize Packets Transmitted = 0
Total Transmit Errors = 0
Total Transmit FIFO Overruns = 0
MAC statistics from interface GigabitEthernet0/0
Media Type = TX
Link Status = Up
Link Speed = Auto_100
Link Duplex = Auto_Full
Total Packets Received = 2211296
Total Bytes Received = 157577635
Total Multicast Packets Received = 20
Total Receive Errors = 0
Total Receive FIFO Overruns = 0
Total Packets Transmitted = 239723
Total Bytes Transmitted = 107213390
Total Transmit Errors = 0

0

0

1}
o

0

[l
o O

Total Transmit FIFO Overruns = 0
sensor#
show events SensorApp
o P.C-73
o P.C-73
o P.C-73
o P.C-76
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e evAlert
e evError
e evStatus IP

e evLogTransaction

e evShunRgst

show events Event Viewer  Security Monitor
show events

clear events
show events

sensor# show events

<cr>
alert Display local system alerts.

error Display error events.

hh:mm[:ss] Display start time.

log Display log events.

nac Display NAC shun events.

past Display events starting in the past specified time.
status Display status events.

| Output modifiers.

show events [{[alert [informational] [low] [medium]
[high] [include-traits traits] [exclude-traits traits]] | error [warning] [error] [fatal] | log | NAC | status}]
[hh:mm:ss [month day [year]] | past hh:mm:ss]

Ctrl+C

e alert
informational low medium high

¢ include-traits

e exclude-traits
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e traits 10 0 15
* error
e log

e NAC Attack Response Controller ARC

~

ARC Network Access Controller NAC
IDM CLI for IPS5.1
e status
e past
¢ hh:mm:ss

show events
Ctrl+C

1 CLI

sensor#@ show events
evError: eventId=1041472274774840147 severity=warning vendor=Cisco
originator:
hostId: sensor2
appName: cidwebserver
appInstanceId: 12075
time: 2003/01/07 04:41:45 2003/01/07 04:41:45 UTC
errorMessage: name=errWarning received fatal alert: certificate_unknown

evError: eventId=1041472274774840148 severity=error vendor=Cisco
originator:
hostId: sensor2
appName: cidwebserver
appInstanceId: 351
time: 2003/01/07 04:41:45 2003/01/07 04:41:45 UTC
errorMessage: name=errTransport WebSession::sessionTask(6) TLS connection exce
ption: handshake incomplete.

Ctri+C

Cisco Intrusion Prevention System Sensor 5.1
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3 2005 2 9 10

sensor#@ show events NAC 10:00:00 Feb 9 2005
evShunRgst: eventId=1106837332219222281 vendor=Cisco
originator:
deviceName: Sensorl
appName: NetworkAccessControllerApp
appInstance: 654
time: 2005/02/09 10:33:31 2004/08/09 13:13:31
shunInfo:
host: connectionShun=false
srcAddr: 11.0.0.1
destAddr:
srcPort:
destPort:
protocol: numericType=0 other
timeoutMinutes: 40
evAlertRef: hostId=esendHost 123456789012345678
sensor#

2006 2 9 10

sensor# show events error warning 10:00:00 Feb 9 2005
evError: eventId=1041472274774840197 severity=warning vendor=Cisco
originator:
hostId: sensor
appName: cidwebserver
appInstanceId: 12160
time: 2003/01/07 04:49:25 2003/01/07 04:49:25 UTC
errorMessage: name=errWarning received fatal alert: certificate_unknown

45

sensor# show events alert past 00:00:45

evIdsAlert: eventId=1109695939102805307 severity=medium vendor=Cisco
originator:
hostId: sensor
appName: sensorApp
appInstanceId: 367
time: 2005/03/02 14:15:59 2005/03/02 14:15:59 UTC
signature: description=Nachi Worm ICMP Echo Request id=2156 version=S54
subsigId: 0
sigDetails: Nachi ICMP
interfaceGroup:
vlian: 0
participants:
attacker:
addr: locality=0UT 10.89.228.202
target:
addr: locality=0UT 10.89.150.185
riskRatingvValue: 70
interface: felO_1
protocol: icmp

evIdsAlert: eventId=1109695939102805308 severity=medium vendor=Cisco
originator:
--MORE--
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30

sensor# show events past 00:00:30
evStatus: eventId=1041526834774829055 vendor=Cisco
originator:
hostId: sensor
appName: mainApp
appInstanceId: 2215
time: 2003/01/08 02:41:00 2003/01/08 02:41:00 UTC
controlTransaction: command=getVersion successful=true
description: Control transaction response.
requestor:
user: cids
application:
hostId: 64.101.182.101
appName: -cidcli
appInstanceId: 2316

evStatus: eventId=1041526834774829056 vendor=Cisco
originator:
hostId: sensor
appName: login (pam_unix)
appInstanceId: 2315
time: 2003/01/08 02:41:00 2003/01/08 02:41:00 UTC
syslogMessage:
description: session opened for user cisco by cisco(uid=0)

clear events

CLI

sensor# clear events

Warning: Executing this command will remove all events currently stored in the event

store.
Continue with clear? []:

yes

Cisco Intrusion Prevention System Sensor 5.1
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cidDump
IDM CLI root
{usr/cids/idsRoot/bin/cidDump cidDump
cidDump
{usr/cids/idsRoot/htdocs/private/cidDump.html
cidDump IPS
0s
cidDump
1
2 root
3 cidDump /usr/cids/idsRoot/bin/cidDump
4 {usr/cids/idsRoot/log/cidDump.html
gzip /usr/cids/idsRoot/log/cidDump.html
5 HTML TAC IPS
P.C-77 Cisco FTP
Cisco FTP
cidDump.html  show tech-support ftp-sj
Cisco FTP
1 anonymous ftp-sj.cisco.com
2 /incoming
3 put
4 ECS

5 Jauto/ftp/incoming
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GLOSSARY

A
aaa authentication, authorization, and accounting ~ Cisco 10S

PIX PIX
AAA authentication, authorization, and accounting
ACE Access Control Entry  ACL

ACE
ACK acknowledgement 1
ACL Access Control List ACE
2 ACL
1 ACL 1 ACL
ACL ACL
AIC Application Inspection and Control Web HTTP
HTTP
gotomypc
FTP
AIP SSM Advanced Inspection and Prevention Security Services Module Cisco ASA 5500
IPS ASA

API Application Programming Interface

API

API
ARC Attack Response Controller Network Access Controller NAC IPS
1
ARP Address Resolution Protocol  IP MAC
RFC 826
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ASA Adaptive Security Appliance  ASA VPN
1
ASA
ASDM Adaptive Security Device Manager ASA Web
ATOMIC ATOMIC 2 ATOMIC.IP IP
4 ATOMIC.ARP 2 ARP
AuthenticationApp IPS 1 CLI IDM RDEP
B
BIOS Basic Input/Output System
BO2K BackOrifice 2000 TCP UDP Windows
Bpdu Bridge Protocol Data Unit
hello
C
CA certification authority X.509
CA CA CA
cidDump IPS 0S
CIDEE Cisco Intrusion Detection Event Exchange Cisco IPS SDEE
CIDEE Cisco IPS
CIDS IPS
Cisco 10S CiscoFusion
Cisco 10S
CLI Command Line Interface
Cookie Web Web Web
Web
D
Database Processor DBP
DBP Database Processor
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DCE

DDoS

Deny Filters Processor

DES

DFP

DIMM

DMz

DNS

DoS

DRAM

ESD

Ethereal

evldsAlert

F

false negative

false positive

data circuit-terminating equipment  ITU-T
DCE DTE
DCE
DoS Distributed Denial of Service
DFP
Data Encryption Standard 56
Deny Filters Processor IP
Dual In-line Memory Modules
demilitarized zone
Domain Name System
DNS
IP
Denial of Service
dynamic random-access memory
RAM DRAM
DRAM
Electrostatic discharge 1
Ethereal UNIX Windows
Ethereal TCP

XML

http://lwww.ethereal.com
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Flood ICMP UDP

Fragment Reassembly FRP

Processor
FRP Fragment Reassembly Processor IP
IP
FTP File Transfer Protocol ~ TCP/IP
FTP RFC 959

FTP File Transfer Protocol

FTP
FWSM Firewall Security Module Catalyst 6500 shun

FWSM

G
GMT Greenwich Mean Time 0 uTC
H
H.225.0 H.225.0 ITU H.225.0 RAS Q.931

RTP
H.245 H.245 ITU
H.323 H.323

CODEC
HTTP Hypertext Transfer Protocol  IPS

/
HTTPS HTTP Web
TCP 443
|
ICMP Internet Control Message Protocol
IP RFC

792

ICMP ICMP ping
DoS

IDAPI Intrusion Detection Application

Programming Interface  IPS

IDAPI
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IDCONF Intrusion Detection Configurarion
IDIOM Intrusion Detection Interchange and Operations Messages
IDM IPS Device Manager Web IDM  Web
Netscape Internet Explorer Web
IDMEF Intrusion Detection Message Exchange Format IETF Intrusion Detection Working Group
IDSM-2 Intrusion Detection System Module  Catalyst 6500
IDS MC Management Center for IDS Sensors Web IDS 300
iplog iplog log
EventAction iplog Ethereal TCPDump
libpcap

IPS Intrusion Prevention System
IPS IPS /
1Pv6 IP version 6 IP  version 4 IPv6

ID IPng

next generation
1P TCP/IP 32 IP 5
A B C D E 4
10
IP
IP IP
IP IP
IP
IPSec
L
L2P Layer 2 Processor 2
Layer 2 Processor L2P
LOKI ICMP
ICMP ICMP
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M
MainApp IPS
MD5 Message Digest 5 128 MD5  Secure Hash
Algorithm SHA MD4 MD4
IPSec SNMP
v.2 MD5
MEG Mega Event Generator META META
Meta
MIB Management Information Base = SNMP CMIP
MIB
GUI SNMP CMIP
MIB public private
MIME Multipurpose Internet Mail Extension
ASCII
MIME
RFC 2045
MSFC MSFC2 Multilayer Switch Feature Card Catalyst 6000
L3
MSRPC Microsoft Remote Procedure Call
N
NAC Network Access Controller ARC
NAT Native Address Translation IP
IP
NBD Cisco
never block
never shun never block
NIC Network Interface Card
NM-CIDS IPS
NMS network management system
NMS
NMS
Normalizer IP TCP IP TCP
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NSDB Network Security Database IPS
NSDB
NTP Network Timing Protocol ~ TCP
NTP Network Timing Protocol NTP NTP
TCP
NVRAM / Non-Volatile Read/Write Memory  RAM
o
OIR online insertion and removal
P
PASC FTP FTP
FTP 227
PAT Port Address Translation  NAT 1 IP
PCI Peripheral Component Interface  Intel
PDU protocol data unit ~ OSI BPDU
PEP Cisco Product Evolution Program PID VID SN uDlI PEP
PER packed encoding rules  PER
PFC Policy Feature Card  Catalyst 6000
VACL
PID Product Identifier ubl 3 1 uDlI PEP
ping packet internet groper ICMP  echo
IP
PIX Private Internet Exchange Firewall
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PKI Public Key Infrastructure X.509 HTTP
POST Power-On Self Test
Post-ACL ARC ACL
ACL

Pre-ACL ARC ACL

ACL
Q
Q.931 ISDN ITU-T
R
RAM random-access memory
RAS Registration, Admission, and Status

RAS

VolP
RDEP2 Remote Data Exchange Protocol version 2 / HTTP  TLS
regex
ROMMON Read-Only-Memory Monitor ROMMON TFTP
RPC remote-procedure call /

RPC
RR Risk Rating RR 0

100
RSM Router Switch Module Catalyst 5000
RTP Real-Time Transport Protocol IP
RTP
RTP
RU 1RU 44 mm 1.75
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SAP

SCEP

SDEE

SDP

SEAF

SEAH

SEAO

SEAP

Security Monitor

SensorApp

Service

session

shun

Signature Analysis

Processor

signature event action
filter

signature event action
handler

signature event action
override

Glossary W

Signature Analysis Processor

Simple Certificate Enrollment Protocol PKCS#7 PKCS#10
PKI SCEP

Security Device Event Exchange
RDEP
SDEE
http://www.icsalabs.com/html/communities/ids/sdee/index.shtml

Slave Dispatch Processor

signature event action filter

SEAF SEAO

signature event action handler
SEAH
<evldsAlert>

signature event action override RR
SEAO RR
SEAO

Signature Event Action Processor
RR
Monitoring Center for Security

IDS MC

IPS 1 SensorApp

Sensorapp

DNS FTP H255 HTTP IDENT MSRPC MSSL NTP RPC SMB SNMP SSH

Telnet

PIX ARC

SAP

SEAF

SEAH

SEAO
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Signature Event Action =~ SEAP
Processor
Slave Dispatch SDP
Processor
SMB Server Message Block
LAN NOS
SMTP Simple Mail Transfer Protocol
SN Serial Number ~ UDI SN
SNMP Simple Network Management Protocol ~ TCP/IP
SNMP
SNMP2 SNMPv2 2 SNMP2
SMI
SP Statistics Processor
SPAN Switched Port Analyzer  Catalyst 5000
SPAN 1
SPAN SPAN
Catalyst
SQL Structured Query Language
SRAM RAM SRAM DRAM
SRP Stream Reassembly Processor
TCP TCP Normalizer
SSH Secure Shell
SSL Secure Socket Layer e-
Stacheldraht ICMP DDoS
State HTTP
Statistics Processor SP
Stream Reassembly SRP
Processor
String TCP UDP ICMP
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SYN TCP SYN
DoS
T
TAC Cisco Technical Assistance Center TAC 4
TACACS+ Terminal Access Controller Access Control System Plus Terminal Access Controller
Access Control System TACACS
TCP Transmission Control Protocol
TCP TCP/IP
tcpdump tcpdump UNIX Windows
http://www.tcpdump.org/
TCP TCP 1DS-4250-XL IDSM-2
TCP
IDS-4250-XL  IDSM-2 TCP
IDS-4250-XL 10/100/100 TX TCP
XL
IDS-4250-TX IDSM-2 TCP
Catalyst 1 Cisco 10S
TCP TCP
Telnet TCP/IP Telnet
Telnet  RFC 854
TFN2K Tribe Flood Network 2000 DoS IP
IP
TFTP Trivial File Transfer Protocol FTP 1
Time Processor TP
TLS Transport Layer Security ID
TP Time Processor
TPKT RFC 1006
traceroute
traceroute
RFC 1393
Traffic ICMP TFN2K LOKI DDOS
Trojan BO2K TEN2K
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trusted certificate

trusted key

U
uDI Unique Device Identifier uDlI PID VID SN
uDI Cisco IPS ID PROM
UDP User Datagram Protocol ~ TCP/IP
UDP
UDP RFC 768
UPS Uninterruptable Power Source
uTC Coordinated Universal Time 0 GMT
Zulu time
Vv
VACL VLAN ACL VLAN VLAN
ACL ACL
VID Version identifier ~ UDI
VLAN LAN Virtual Local Area Network 1 LAN
VLAN LAN
VLAN
VMS CiscoWorks VPN/Security Management Solution Web
VPN
VolP Voice over IP POTS
IP VolP IP
VolP DSP
2
ITU-T H.323 IP
VPN Virtual Private Network(ing)
1P TCP/IP
VPN IP
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WAN

w
WAN wide-area network
SMDS X.25
Web IPS 1
X
X.509
XML eXtensible Markup Language
TCP IP
ACL ARC ACL
ping of death
ICMP
Cisco IPS
IPS
IP
IPS 1 evidsAlert
IPS
IPS
IPS
IPS 1
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IPS 1 IPS
1
16 \x61 a \x61
1 1
WAN
IPS 5.x 1
1996 IEEE Institute of Electrical and Electronics Engineers 802.3z
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IPS

SNMP

Regex

IPS

NMS

RJ45

FTP Telnet

SensorApp NSDB

IPS
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(O8]

ARC Telnet
1

start stop getConfig

1

Transmission Control Protocol TCP;

ARC IP

SSH
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IP
(OX]]
SNMP NMS
ID
2

IPS 1

IPS 1

DES Triple Data Encryption Standard ~ DES SSH
15 SSH
IP
Cisco PIX
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/ IDSM-2
OSlI
0Ss
1 BSC
100 Mbps 10BaseT
10 MAC MTU
10BaseT 10BaseT
IEEE 802.3
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ARC IP

IDSM-2

IDSM-2 NM-CIDS IPS

IPS

IPS
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IPS

IPS 1

IPS

Cisco Intrusion Prevention System Sensor 5.1
m. 0L-8676-01-J |



I N

D E X

A application-policy 7-16
ARC
access-list 4-6 ACL  10-26, A-14
ACL Catalyst 6000
Post-Block 10-26, 10-27 VACL A-19
Pre-Block 10-26, 10-27 VACL A-19
10-3 Catalyst
AIC VACL  A-16
7-15 VLAN  A-16
AICFTP nac.shun.txt A-17
B-10 NAT A-15
AIC HTTP postblock ACL  A-16
B-10 preblock ACL  A-16
AIC SSH  A-13
AICFTP  B-9 Telnet  A-13
AICHTTP B-9 VACL A-14
B-9 Network Access Controller 10-4
B-9 A-14
AIP SSM C-24
hw-module module 1 recover 14-7 10-2, A-12, A-13
hw-module module 1 reset 14-7 10-2, 10-6
hw-module module 1 shutdown 14-7 A-15
IPS 14-4 A-16
session 2-9 A-15
show module 14-3 A-12
14-4 10-3
14-4 10-2, 10-6
4-23 A-3
14-3 10-5
14-2
14-4 10-6
C-55 C-20
14-4 A-15
C-54 C-21
2-9
alert-frequency 7-6 AAA  A-18
alert-severity 7-8 NAT  A-19
allow-sensor-block 10-8
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postblock ACL A-16 C
preblock ACL A-16
shun A-18 Cat 6K Blocking Device Interfaces
TACACS+  A-19 VACL
A-18 Post-Block 10-31
A-18 Pre-Block 10-31
Catalyst
A-17 IDSM-2
A-17 mls ip ids 15-18
10-2 SPAN 15-10
A-13 VACL 15-15
A-15 / 15-6
A-14 15-30
10-4 15-31
ARC C-19 set span 15-10
Atomic ARP / 15-6
B-11
B-11 15-33
Atomic IP 15-34
B-12 CIDEE
B-12 IPS A-37
Attack Response Controller IPS A-37
Network Access Controller A-3 A-31
A-12 A-37
A-3 A-38
attemptLimit 4-20 cisco
AuthenticationApp 2-3
A-22 2-3
A-20 Cisco Intrusion Prevention Alert Center
A-3 18-15
A-21 Cisco 10S
A-21 10-4
A-21 Cisco 10S
A-21 EXEC 15-35
auto-upgrade-option 17-7 IDSM-2
mls ip ids 15-19
SPAN 15-12
B VACL 15-16
- / 15-7
BackOrifice 15.31
. B4l 15-32
backup—cor_mg 12-18 SPAN
banner login 13-2 1512
block-enable 10-10 1536
block-hosts 10-38 Cisco Services for IPS
block-networks 10-38 445, 18-9
bypass-option 5-23
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4-45, 18-9 debug-module-boot C-55
Cisco.com display-serial 13-25
IDS 18-2 13-25
18-16 downgrade 17-10
18-8
18-8 E
. 18-2 enable-acl-logging 10-16
C!sco.com 18-8 enable-detail-traps 11-6
;:::;Z;n 144 18-8 enable-nvram-write 10-17
clear denied-attackers 6-23, 13-11 erase packet-file 9
erase 12-23
z:::: Iei\r/]e;nts 1343:24, 6-29, 13-8, C-76 EtherChanneling
15-25
CLlI A-29 15-28
12 15-25
18 15-25
Lo o 15-28
15-25
A-3, A-29 15.95
112 event-action 7-13
1 12i2 event-counter 7-9
CLI 1-5, A-31
1-6, A-32 F
1-5, A-31
1-5, A-31 filters 6-14
1-6, A-32 Flood Host
1-5, A-31 B-13
1-5, A-31 FLood Net
clock set 4-25, 13-10 B-13
copy backup-config 12-20 Flood
copy current-config 12-20 B-13
copy iplog 8-9 fragment-reassembly 7-25
copy license-key 4-47,18-12 ftp-timeout
copy packet-file 9-8 4-8
CtlTransSource ftp-timeout 4-8
A-11
A-3, A-11 G
Ctrl+N 1-5, A-31
Ctrl+P 1-5, A-31 global-block-timeout 6-21, 10-14
current-config 12-18 global-deny-timeout 6-21
global-filters-status 6-21
global-metaevent-status 6-21
D global-overrides-status 6-21
DDOS B-40 global-summarization 6-21
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H
BIOS 17-16
H.225.0 B-21 ROMMON 17-16
H.323 B-21 17-13
host-ip IDSM-2 C-51
4-4 IDSM-2
host-ip 4-4 Catalyst
host-name 4-2 15-21
HTTP / 15-6
ASCII 7-36, B-24 EtherChanneling
7-36, B-24 15-28
hw-module module 1 recover 14-7 15-28
hw-module module 1 reset 14-7, C-54 15-25
hw-module module 1 shutdown 14-7 IPS 15-14
mls ip ids 15-18
| SPAN 15-10
mls ip ids
IDAPI A-33 Catalyst 15-18
A-33 Cisco 10S 15-19
A-33 set span 15-10
A-3 TCP 15-9, 15-14
A-3, A-33 VACL
IDCONF 15-14
RDEP2  A-36 15-14
XML  A-36 VACL
A-36 Catalyst 15-15
A-36 Cisco 10S 15-16
IDIOM
A-36 Catalyst
A-36 17-42
IDM Cisco 10S
Java C-41 143
TLS SSL 4-41
17-31
c-43 Catalyst
4-41 17-31 ’
C-41 Cisco 10S
17-32
Java C-43
IDM Cisco 10S 15-22
Java C-43 15-21
IDS-4215 17-16 15-21
BIOS 17-16 15-30
ROMMON 17-11 / 15-7
ROMMON 17-16 15-6
/ 15-9
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15-9 8-2
14-1, 15-2, 16-2 7-30, 8-2
8-9
15-33, 15-34 ip-access-list 15-16
15-5 ip-log 7-30
4-22 iplog 8-5
ip-log-bytes 8-3
EtherChanneling 15-26 ip-log-packets 8-3
mls ip ids 15-18 ip-log-time 8-3
SPAN 15-10 IPS
15-21, 15-22 A-34
/ 15-6 A-33
15-2 IPS
15-1 XML A-2
Catalyst A-40
17-34 A-40
Cisco 10S
17-38 1PS
15-26 A9
15-14 A9
IPS
Catalyst 15-30 Linus OS A-2
Cisco 10S 15-31 A
A-2
15-3 Al
153 18-2
15-9 A
15-31 AS
Catalyst 15-31 A39
Cisco 10S 15-32 A
s A-4
IDSM-2 / C-51 18-2
IDSM-2 15-3 164
IDSM-2 15-31 18-6
inline on a stick A-4
517 IPS
inline-interfaces 5-14 XML A-9
InterfaceApp A-8
A3 IPS-4240
interface-notifications 5-27 ROMMON 17-11
IP
7-24 17-18
7-23 IPS-4255
7-24 ROMMON  17-11
IP
8-3 17-18
8-5
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J MIB
11-8
Java mls ip ids 15-18, 15-19
Linux — C-42 IDSM-2  15-18
Solaris  C-42 more current-config 12-2
Windows C-41 more 12-18
Multi String
L B-15
Licensing
18-11 N
4-45, 18-9 never-block-hosts 10-22
log-all-block-events-and-errors 10-19 never-block-networks 10-22
LogApp NM-CIDS
syslog A-20 reload 16-9
A-20 reset 16-9
A-3, A-20 session 16-3
logical-interface 5-25 shutdown 16-9
login-banner-text Telnet
4-10 16-6
login-banner-text 4-10
LOKI B-40 17-27
17-24
M 17-23
Cisco 10S 16-11
MainApp A-6 4-23
show version A-6 17-23
A-6
A-6 IDS 16-3
A-3 16-3
A-6 16-7
Master
alert-frequency B-5 IPS 16-10
B-5
B-6 16-7
B-5
B-4 17-27
B-4 17-27
B-4 16-9
max-block-entries 10-12 2-7
max-denied-attackers 6-21 no iplog 8-7
max-interfaces 10-20 Normalizer
MBS C-26 IP B-16
Meta TCP B-16
7-39, B-14 B-16
B-14 B-17
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SNMP A-9
A-9 R
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A-10 A-34
A-3 A-34
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NSDB A-34
18-17 RDEP2
NTP A-35
4-22 recover 17-11
4-22 reset 13-27
4-32, 4-33 ROMMON
NTP IDS-4215  17-13
4-32 RPC B-28
NVRAM 10-17 RR
6-9
o 6-25
RSA
overrides 6-11 4-38
P S
packet capture 9-6 SDEE
packet display 9-3 HTTP A-37
password 4-14 A-37
PEP A-37
PID 13-29 SDEE
SN 13-29 A-37
VID 13-29 SEAF
physical-interface 5-25 6-2, A-26
physical-interfaces 5-9, 5-13, 5-17 6-2, A-26
ping 13-26 SEAO
policy-map 14-4 6-2, A-26
Post-Block ACL 10-26, 10-27 SEAP
Pre-Block ACL 10-26, 10-27 6-2, A-26
privilege 6-2, A-26
4-19 6-2, A-26
privilege 4-14, 4-18
6-3, A-26
A-24
Q SensorApp
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