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Interface 5.1] @ [Creating and Using a Backup Configuration File] # &ML T 72 &0,

Ny Ty 7 ar7ZegXalb—varz)E—b VAT AURFELET,
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TTIAT LV ALEY 22— VOREDTFNEIZ DWW T, [Configuring the Cisco Intrusion
Prevention System Sensor Using the Command Line Interface 5.1] @ [Upgrading, Downgrading, and
Installing System Images| ZZM L T 72EW,

FI7 4Nk 2—HFID LA T — Reisco ZFEHL TRV —lcn 71 LET,
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GE) ciscoNAU—REEFTALORDBZ T T IREREINET,

setup =~ RZFATLET,
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FIMAIZ D TiX, [ Configuring the Cisco Intrusion Prevention System Sensor Using the Command Line
Interface 5.1 | ™ TCreating and Using a Backup Configuration File] ZZ M L T 72X,

6. BV —DFHLWEELAELFERTLILIICIIFAT U 2T v T— M LET,
AA—VEHERT D E, B —0 SSH#EEL HTTPS GEHIENEE SN E T, FIHIZOWNT
i, P2-12 0 TEEAOFRA MEOERE] 2L TLIEEN,

7. AiOZ—FE/ERLET,

FHEIZOWTIE, P2-28 D [2—FDFRE|] 2B LT IZE,
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o BOEBRET T FPFETLHE. b HOEMEIT AV - FEEETEET,

o Y—ERTHUYIBFETLIHAIEL, =X Ty MouZ AL, 2~ K su-root
AL Ca—W root ICEI W XD Z LN TEET, CLIEBBET WU FONAT — REZE
FBI21%, password 2~ REFEHLET, =& 2, FHEEO2—F4D Tadminul Th
L35, 2~ Rid password adminu (2720 £, ATV —REZ2EANTLHLIKRDD
Ta T NRERINET, I OWTIL, [Configuring the Cisco Intrusion Prevention System
Sensor Using the Command Line Interface 5.1] D [ Creating the Service Account] ZZ M L T 723\,

UBNY R=T 42 a VERF VAT AARA=Y T7ANVEHFEHLT, B —DA A=V %
BT B Z LR TE ET, FEMIZOWTIL, [ Configuring the Cisco Intrusion Prevention System Sensor
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N— 3 D Readme TEEDIHAFART, BEMOMEEAMERL T EIN,

ZOHETERY EFAHFHIIKRDO LB T,

HWEOME (P.C-5)

e SensorApp B L V77— (P.C-11)

e ZJuvXxyr/ (P.C-19)

e ¥/ (P.C-28)

o BUY—NTP ¥ —NEFEMILTND Z L 2MERT 5 (P.C-34)
o VI =F T LTTCP Uty h3FEITINRW (P.C-35)

e VI NUxT Ty L—FK (P.C37)

HIEDRIRE
ZOHETIF, 4200 >V —RADE Y —TOBEOMBEDO T TNy a—T 4 U TIZOWTHPALE
T WY B HEHITKDO LB TT,
e Telnet 721X SSH #fFiH L T ¥ —CLIIZT 7 EATE R\ (P.C-5)
o WRENE-TCNDHTZ/EAVAL (P.C-8)
o HHTHIPT FLRIZEVA VX —T oA AR Yy NF DU F 5 (P.CY)

Telnet £/l SSH 2FERALTE VY —CLIIZ7Z7V R TEAHL

Telnet (T TIZA X —7 N LTHDHEE) £721LSSH T U Y —CLIICT 7 B A TE R WEAIT.
WOTFINEZFEITLET,

GE) 'Y —"TCTelnet A F—TNEIET 4 =T MIT D FIAICONWTIX, [Configuring the Cisco
Intrusion Prevention System Sensor Using the Command Line Interface 5.1] @ [Enabling and Disabling
Telnet] ZZML TS 7ESW,

AFYT1 a2 V—) MR, FHEIFEa2— Ly Tarhbrrob—CLIICe A LET,

oY — ETCLIE Yy ¥ a A EHER < & F S E R FIEIZ DWW T, [ Configuring the Cisco Intrusion
Prevention System Sensor Using the Command Line Interface 5.1] @ [Logging In to the Sensor] # & L
TLIEEW,
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ATFvS2

TV —DERA =T 2 AVA XTI TNDZ L EMERLET,

sensor# show interfaces
Interface Statistics
Total Packets Received =
Total Bytes Received = 0
Missed Packet Percentage = 0
Current Bypass Mode = Auto off
MAC statistics from interface GigabitEthernet0/1
Media Type = backplane
Missed Packet Percentage = 0
Inline Mode = Unpaired
Pair Status = N/A
Link Status = Up
Link Speed = Auto 1000
Link Duplex = Auto_Full
Total Packets Received = 0
Total Bytes Received = 0

0

Total Multicast Packets Received = 0
Total Broadcast Packets Received = 0
Total Jumbo Packets Received = 0

Total Undersize Packets Received = 0

Total Receive Errors = 0
Total Receive FIFO Overruns =
Total Packets Transmitted = 0
Total Bytes Transmitted = 0

0

Total Multicast Packets Transmitted = 0
Total Broadcast Packets Transmitted = 0
Total Jumbo Packets Transmitted = 0

Total Undersize Packets Transmitted = 0

Total Transmit Errors = 0
Total Transmit FIFO Overruns = 0

MAC statistics from interface GigabitEthernet0/0
Media Type = TX
Link Status = Up
Link Speed = Auto_100
Link Duplex = Auto_Full
Total Packets Received = 944333
Total Bytes Received = 83118358
Total Multicast Packets Received = 0
Total Receive Errors = 0
Total Receive FIFO Overruns = 0
Total Packets Transmitted = 397633
Total Bytes Transmitted = 435730956

Total Transmit Errors = 0
Total Transmit FIFO Overruns = 0
sensor#

A L H—T =2 A AlX, AT —H A{T Media Type = TX M

R ENZIV A NNDOA v X —T = A

A G, Link Status 73 bown THDGEIZAT v 7 3IC#A TL 72 &\, Link Status 28 up TH 545

BlIEART 7 5ICHATL SN,
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ATFYT3 B —DIPT RLABREATHDLZ EEMERLET,
sensor# setup
--- System Configuration Dialog ---
At any point you may enter a question mark '?' for help.
User ctrl-c to abort configuration dialog at any prompt.
Default settings are in square brackets '[]'.
Current Configuration:
service host
network-settings
host-ip 10.89.130.108/23,10.89.130.1
host-name sensor
telnet-option enabled
access-list 0.0.0.0/0
ftp-timeout 300
no login-banner-text
exit
- -MORE- -
F v NI—27 EOROT ARAARECIP T RLAZFFSTWDLZ EEEBA V2 —T = A AR
HLGE, BHA VA —T7 oA ATRBLEHA,
FEARIZ DWW T, [ Configuring the Cisco Intrusion Prevention System Sensor Using the Command Line
Interface 5.1] @ [Changing the IP Address, Netmask, and Gateway | ZZ L T 72 &0,

ARTvT 4 BER—IRT 7T 4783y MU=V EHRICHER L TV D 2 L AR LET,
WEAR—MNT 77 4 T Fy DU =7 HERUTHER SN TORWES, BB V¥ —7 = A 23l
#BLEEA,

ATF9TE BV —ITHRELLEYD L LTVWAT =2 ZATF—2a D IP T RLARE L —DT 71X U X |
THISNTNSZ LR LTS,
sensor# setup
--- System Configuration Dialog ---
At any point you may enter a question mark '?' for help.
User ctrl-c to abort configuration dialog at any prompt.
Default settings are in square brackets '[]'.
Current Configuration:
service host
network-settings
host-ip 10.89.130.108/23,10.89.130.1
host-name sensor
telnet-option enabled
access-list 0.0.0.0/0
ftp-timeout 300
no login-banner-text
exit
--MORE- -
J—J AT = avDFy NI —2 T RLARE L —DT 72 A FTHASNTOEEHA
3. A7 v 7 6ITERET,
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Z2FYwF6 T AF—arDFy NI—F T RUVRAAICHEATZ MU EBENL. 27 4 Fal—3 a2
ERAL, BRErERITLEY,

FEABIZ DT, [ Configuring the Cisco Intrusion Prevention System Sensor Using the Command Line
Interface 5.1] @ [Changing the Access List] # &M L T 72 &0,

ATFYTT Xy hI—F a7 4FXal—agrTCI— AT —arPerh—Il8iTx5X9I0ko
TWBHZ xR LET,

T AT T —NDEH%ATELV Y —RNREINTNT, V=T AT —2a BT 7 AT T4 —/LD
ANCH DA, V= AT =3 a v RN —CT 7 A TEDLLICT 7 AT U4 —/LIRRT
ENTWAEZLEHERALET, HDHWIE, V—2RAF—2 a3 0DIP T RLATRy hU—27 TR
VABEHEFITLTVD T 7 A T T4 —LDRAHIIT =7 AT =2 a v R0, B F—N7 74
T A—VDOFNH A EAE B —DT 7 A VR NIT—Y AT — g L OEMRERT R
AROHF A= FUBEENTVD I L ZHERLET,

FEMZ 2\ TiX, TConfiguring the Cisco Intrusion Prevention System Sensor Using the Command Line
Interface 5.1] @ [Changing the Access List] # &M L T 72 &0,

REMNROTVAITIERX URX+
REDRBE->TNDT 7 EA YA MEFTET2101E, KOFIREFITLET,

ATFvFT1 CLIICal A LET,
ATFYT2 a7 4 X¥al—alrEFRLTT 78R YR MEHERLET,

sensor# show configuration | include access-list
access-list 10.0.0.0/8

access-list 64.0.0.0/8

sensor#

AFYT3 HAENTZRY P DYV AMIIIAT UMD IP 7T RVARDHLZ L MR LET, RV
AlE. BIUET,

sensor# configure terminal

sensor (config) # service host

sensor (config-hos)# network-settings

sensor (config-hos-net)# access-list 171.69.70.0/24
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AFySA4 BRELHELET,

sensor (config-hos-net)# show settings
network-settings

host-ip: 10.89.149.238/25,10.89.149.254 default: 10.1.9.201/24,10.1.9.1
host-name: gsensor-238 default: sensor

telnet-option: enabled default: disabled

access-list (min: 0, max: 512, current: 3)

network-address: 10.0.0.0/8

network-address: 64.0.0.0/8

network-address: 171.69.70.0/24

ftp-timeout: 300 seconds <defaulteds>
login-banner-text: <defaulteds>

sensor (config-hos-net) #

BETBZIIP7FRFLRICKYLMIUE—T A AN vy R EHOUT D

FUIP 7 FLATHLLAA=UIMER SNzt —0N 22050, ZRORFEICRY NU—2
FECRFFICE#STEE, /X —T A A Iy XU LET, Linux X, BIOKRA NEDT
RLADEEEHRETHE, a~v R/ arvbha— NV A Z—T 2 A ANT 7T 4 7T 2D%Y;
FET,

YT ALY —ICR Y FT—7 EDOBIDOHEAREDIP T RLADBEENRNT L 2R T DI
X, ROFNEESFATLET,

AFwF1 CLIicue A4 LET,
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ATFvS2

ATFvF3

ATv74

AL B =T oA ANEIB L TWENE I EHBI L ET,

sensor# show interfaces
Interface Statistics
Total Packets Received =
Total Bytes Received = 0
Missed Packet Percentage = 0
Current Bypass Mode = Auto off
MAC statistics from interface GigabitEthernet0/1
Media Type = backplane
Missed Packet Percentage = 0
Inline Mode = Unpaired
Pair Status = N/A
Link Status = Up
Link Speed = Auto 1000
Link Duplex = Auto_Full
Total Packets Received = 0
Total Bytes Received = 0

0

Total Multicast Packets Received = 0
Total Broadcast Packets Received = 0
Total Jumbo Packets Received = 0

Total Undersize Packets Received = 0

Total Receive Errors = 0
Total Receive FIFO Overruns =
Total Packets Transmitted = 0
Total Bytes Transmitted = 0

0

Total Multicast Packets Transmitted = 0
Total Broadcast Packets Transmitted = 0
Total Jumbo Packets Transmitted = 0

Total Undersize Packets Transmitted = 0

Total Transmit Errors = 0
Total Transmit FIFO Overruns = 0

MAC statistics from interface GigabitEthernet0/0
Media Type = TX
Link Status = Up
Link Speed = Auto_100
Link Duplex = Auto_Full
Total Packets Received = 1822323
Total Bytes Received = 131098876
Total Multicast Packets Received = 20
Total Receive Errors = 0
Total Receive FIFO Overruns = 0
Total Packets Transmitted = 219260
Total Bytes Transmitted = 103668610

Total Transmit Errors = 0
Total Transmit FIFO Overruns = 0
sensor#

av v RK/aryba—n AL B—=—TxAADY) T AT —=HANE T THHIENRHITTREN

TWAEEIE, "= F U =27 ORMEEZIXIP 7 RLADOEARH Y £,

T —DORBAIE LW L AR LUET,

[Installing Cisco Intrusion Prevention System Appliances and Modules 5.1] D& Y — D& ZH L T<

7230,
setup 2~ REEITLTC, IPT RLABRELWI E&2MERLET,

FHEIZSWTIE, P1-6 D oV —oWHik) 2B LT EE0,
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SensorApp 8L U7 5— k
Z OB TIL, SensorApp BLRT T — R TORIF TN a—TF 4 TORBEIZOWTHHALET,
WY EFAHEIIKROEBY TT,
* SensorApp 2AEIEL TWewy (P.C-11)
o WERPEKE. SPAN, F7/21% VACL R— D& (P.C-12)
o TI—bMRAINGR (P.C-14)
o BUH—=D Ty FEBRE LRV (P.C-16)
o JHE L7z SensorApp 2> 7 4 ¥ = L— 3 »OHIER (P.C-18)
o IDS-4250-XL DARRe AE Y (P.C-18)

SensorApp HYEIfE L TUL VALY

BT T AD SensorApp X, WIZEMEL TWARLENRH Y £7, BIEL TWRWIGAEIL,
77— hE%ELEREA, SensorApp I =L P D—EROT, HFZ P UREEL TV D
L EHERTOINENDHY 7,

ST D BEEL TWD 2 E AR T DI, ROFIEZEITLET,

ATy F1 CLlicunZ A LET,
ATvT2 GV Y —ERADRAT =X ZAZHRHLET,

sensor# show version
Application Partition:

Cisco Intrusion Prevention System, Version 5.0(1)S149.0

OS Version 2.4.26-IDS-smp-bigphys

Platform: ASA-SSM-20

Serial Number: 021

No license present

Sensor up-time is 19 days.

Using 505495552 out of 1984704512 bytes of available memory (25% usage)

system is using 17.3M out of 29.0M bytes of available disk space (59% usage)
application-data is using 37.7M out of 166.6M bytes of available disk space (24%
usage)

boot is using 40.5M out of 68.5M bytes of available disk space (62% usage)

MainApp 2005_Mar_ 04_14.23 (Release) 2005-03-04T14:35:11-0600 Running
AnalysisEngine 2005_Mar_ 04_14.23 (Release) 2005-03-04T14:35:11-0600 Not
Running

CLI 2005_Mar_ 04_14.23 (Release) 2005-03-04T14:35:11-0600

Upgrade History:
IDS-K9-maj-5.0-1- 14:16:00 UTC Thu Mar 04 2004
Recovery Partition Version 1.1 - 5.0(1)S149

sensor#
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AF9T3 S P UNEHEL TOARWERIT., FRICORRI T —ERBELET,

sensor# show events error fatal past 13:00:00 | include AnalysisEngine
evError: eventId=1077219258696330005 severity=warning

originator:

hostId: sensor

appName: sensorApp

appInstancelId: 1045

time: 2004/02/19 19:34:20 2004/02/19 19:34:20 UTC

errorMessage: name=errUnclassified Generating new Analysis Engine configuration file.

~

GE) HmEBEOFESESHOBAAMNEFLRY X FEaRE T, ZOHITIE., R&EOFLENL 2004 42 J 19
HD 7344 TLT=,

ATFYT4 EHFOY T NI =T ToTFT—bEEoTWAI EEERLTLIIEED,

sensor# show version
Upgrade History:

IDS-K9-maj-5.0-1- 14:16:00 UTC Thu Mar 04 2004

Recovery Partition Version 1.1 - 5.0(1)S149

BHOY 7 =T 7o 7T — Mo T ARNEREIE, Ciscocom 2HFNLEF T a— R L
*4, FIEICHOWTIL, P.12-2 D [CiscoIPS VY 7 T =T DAFHE] 2B LT TEEN,

RTF9F5 VT NU=T Ty L— RIME LTS Readme 2R LT, SensorApp /- idmfrmr vy
DOEEX D DDTS Zfifgid L T 72 &0y,

WIBELE. SPAN. F/=(& VACL R— FDRERE
NI STV ANESIE, T — hEZELEE AL
T — NN STV D D L ARERT A1, ROFIEE EITLET,

AFwF1 CLIicue A4 LET,

Cisco Intrusion Prevention System Device Manager f YR bL— 3> a—H% 4 F 5.1
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AFYT2 A EF—T2AAANREBLTNWDEZLE, N7y M AT FENML TS Z 2R LET,

sensor# show interfaces
Interface Statistics
Total Packets Received =
Total Bytes Received = 0
Missed Packet Percentage = 0
Current Bypass Mode = Auto off
MAC statistics from interface GigabitEthernet0/1
Media Type = backplane
Missed Packet Percentage = 0
Inline Mode = Unpaired
Pair Status = N/A
Link Status = Up
Link Speed = Auto 1000
Link Duplex = Auto_Full
Total Packets Received = 0
Total Bytes Received = 0

0

Total Multicast Packets Received = 0
Total Broadcast Packets Received = 0
Total Jumbo Packets Received = 0

Total Undersize Packets Received = 0

Total Receive Errors = 0
Total Receive FIFO Overruns = 0
Total Packets Transmitted = 0

Total Bytes Transmitted = 0

Total Multicast Packets Transmitted = 0
Total Broadcast Packets Transmitted = 0
Total Jumbo Packets Transmitted = 0

Total Undersize Packets Transmitted = 0

Total Transmit Errors = 0
Total Transmit FIFO Overruns = 0

MAC statistics from interface GigabitEthernet0/0
Media Type = TX
Link Status = Up
Link Speed = Auto_100
Link Duplex = Auto_Full
Total Packets Received = 1830137
Total Bytes Received = 131624465
Total Multicast Packets Received = 20
Total Receive Errors = 0
Total Receive FIFO Overruns = 0
Total Packets Transmitted = 220052
Total Bytes Transmitted = 103796666

Total Transmit Errors = 0
Total Transmit FIFO Overruns = 0
sensor#

AFw T3 Link Status WX 7 THAHEESIT, B R— FRAEUNICERE SN TWAZ 2 LET,

a. BUV VT AR EIBTTIAT UATHEINEHRINTWD Z LR LET,

[Installing Cisco Intrusion Prevention System Appliances and Modules 5.1 D7 75 A4 7 > AD&FE%
ZRLTSEEN,

b. v 7 R— FIDSM-2 TIE LW SPAN £721% VACL &+ 7F ¥ &~— MMIEH I T
LT LEMRLET,

[ Configuring the Cisco Intrusion Prevention System Sensor Using the Command Line Interface 5.11 ®
IDSM-2 DEZZMR L TIIZEN,

RARFYT4 A F—Tx2Af AT 4 X2l —aEERLET,

a. A H =T A ANELLHEINTWNDZ L E2MERLET,
FMEIZOWTIE, P3-10D (Ao F—T oA ZAORE] 2R LTLFEV,

Cisco Intrusion Prevention System Device Manager f VX FL—L 3> a—H% 4 F 5.1
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b. Cisco A1 v F TSPAN BLO VACL ¥ ¥ 7F ¥ "— bk a7 4Fab—a VEERLE

‘j‘o
FIEIZOWTIEAAL v FDO~=2T L ESHRL T EE0,

AFYTE A E—T2 A APEBLTNDEZEE, X7y b ATV MREML TS ZEEFOMRLE

R

sensor# show interfaces

73— FARRENGL
T T —= FBFIRSNRNGRIE. ROZ L ZR LTSI,

o VI =FANAX—T NI TNDLZ LR LET,
o VU =FXNIETIT 4TI o TWVRNT L EHEHELET,

e Produce Alert N7 7 v a L THESNTWDZ LR LET,

S

(G£)  Produce Alert Z3EIR L7=%. o THIDA X kN 77 a3 »&iBA L. Produce Alert &
a7 4 X2 L — g VIGBEBMLARNE, TI— MIA_2 A RTICEESH
TR, VI F X ERETDHIENC, oy 74 ¥ a2 —varNhnarry
XFal—varvk hEXTLIOT, EVI/=F X IUERANRV N T arzd

THRELTHDLZEaMRLTIEIVY,

o BTUHY—nAby hEBRHELTWAZ EERMERLET,
. TI— MR THD T L EHRLET,
T I EBRERRIND T L EMERT AT, ROTFIEEETLET,

R2FwT1 CLIicun A4 LET,
RATFWT2 S IT=F e NARX—T NI Ro>TWAZ L 2R LET,

sensor# configure terminal
sensor (config) # service signature-definition sig0
sensor (config-sig)# signatures 1300 0
sensor (config-sig-sig)# status
sensor (config-sig-sig-sta)# show settings
status
enabled: true <defaulted>
retired: false <defaulteds>

sensor (config-sig-sig-sta)#

B Cisco Intrusion Prevention System Device Manager 1 ¥R bL—¥ 3> a—H 44 F 5.1

OL-8674-01-J |



| fig&cC

FSITNYVA—TFTa VT

&

ATwT5

4200 YY—ZX FISAFURAD RS TN a—F425 N

Produce Alert 2358 EINTWAH Z L 2 MER L E7,

sensor# configure terminal
sensor (config) # service signature-definition sig0
sensor (config-sig)# signatures 1300 0
sensor (config-sig-sig)# engine ?
normalizer Signature engine
sensor (config-sig-sig)# engine normalizer
sensor (config-sig-sig-nor)# event-action produce-alert
sensor (config-sig-sig-nor)# show settings
normalizer

event-action: produce-alert default: produce-alert|deny-connection-inline

edit-default-sigs-only

sensor#

B =BTy PEBRELTWDAZ 2R LET,

sensor# show interfaces FastEthernet0/1

MAC statistics from interface FastEthernet0/1
Media Type = backplane
Missed Packet Percentage = 0
Inline Mode = Unpaired

N/A

Up

Pair Status
Link Status
Link Speed = Auto 100
Link Duplex = Auto Full
Total Packets Received = 267581
Total Bytes Received = 24886471
Total Multicast Packets Received = 0
Total Broadcast Packets Received = 0
Total Jumbo Packets Received = 0
Total Undersize Packets Received = 0
Total Receive Errors = 0
Total Receive FIFO Overruns = 0
Total Packets Transmitted = 57301
Total Bytes Transmitted = 3441000
Total Multicast Packets Transmitted
Total Broadcast Packets Transmitted = 0
Total Jumbo Packets Transmitted = 0
Total Undersize Packets Transmitted
Total Transmit Errors = 1
Total Transmit FIFO Overruns = 0
sensor#

I
o

I
o

73_]\72‘7‘1‘)7 Lij—o

sensor# show statistics virtual-sensor
SigEvent Preliminary Stage Statistics
Number of Alerts received = 0
Number of Alerts Consumed by AlertInterval = 0
Number of Alerts Consumed by Event Count = 0
Number of FireOnce First Alerts = 0
Number of FireOnce Intermediate Alerts = 0
Number of Summary First Alerts = 0
Number of Summary Intermediate Alerts = 0
Number of Regular Summary Final Alerts = 0
Number of Global Summary Final Alerts = 0
Number of Alerts Output for further processing =
into ;

Cisco Intrusion Prevention System Device Manager f X kL —
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oY —hnN\gy FEBRBLAEWL
T =Ny FT—7 Oy FEBRHL TOWRWESIT. A v X —T =24 A0y b T v
NIEL L Z2WAHEMER H Y 97,

oY=y FEBE L TOWRWESIE, ROFIEZEITLET,

ATwF1

RFwT2 AL F—T2AANREEIL., v N EZE

CLIizn 7 A LET,

sensor# show interfaces GigabitEthernet0/1
MAC statistics from interface GigabitEthernet0/1
Media Type = backplane

Missed Packet Percentage = 0
Inline Mode = Unpaired

Pair Status = N/A

Link Status = Down

Link Speed = Auto 1000

Link Duplex = Auto Full

Total
Total
Total
Total
Total
Total
Total
Total
Total
Total
Total
Total
Total
Total
Total
Total
sensor#

Packets Received = 0
Bytes Received = 0
Multicast Packets Received = 0

Broadcast Packets Received = 0
Jumbo Packets Received = 0
Undersize Packets Received = 0
Receive Errors = 0

Receive FIFO Overruns 0

Packets Transmitted = 0
Bytes Transmitted = 0
Multicast Packets Transmitted = 0

Broadcast Packets Transmitted = 0
Jumbo Packets Transmitted = 0
Undersize Packets Transmitted = 0
Transmit Errors = 0

Transmit FIFO Overruns = 0

LTS Z & affEd LET,

ATFYT3 A F—T A ZAREEBHL TWARWESIT, ROFIEELZETLET,

a. AlMtzfEBLET,

T —REUNA A =L ENTW DN E D MR T D FINEIZ W TIL, [nstalling Cisco
Intrusion Prevention System Appliances and Modules 5.1] O > —DFEEZB L T 7E X0,
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b. fv#—TxA A A FX—TNIZTLET,

sensor# configure terminal
sensor (config) # service interface
sensor (config-int)# physical-interfaces GigabitEthernet0/1
sensor (config-int-phy)# admin-state enabled
sensor (config-int-phy)# show settings
<protected entry>
name: GigabitEthernet0/1
media-type: tx <protecteds>
description: <defaulteds>
admin-state: enabled default: disabled
duplex: auto <defaulted>
speed: auto <defaulted>
alt-tcp-reset-interface

sensor (config-int-phy) #

AF9Ta4 A =T A AREBHL, Ty FEZELTWDINE I DERBLET,

sensor# show interfaces

MAC statistics from interface GigabitEthernet0/1
Media Type = TX
Missed Packet Percentage = 0
Inline Mode = Unpaired
Pair Status = N/A
Link Status = Up
Link Speed = Auto_ 100
Link Duplex = Auto Full
Total Packets Received = 3
Total Bytes Received = 900
Total Multicast Packets Received
Total Broadcast Packets Received
Total Jumbo Packets Received = 0
Total Undersize Packets Received = 0
Total Receive Errors = 0
Total Receive FIFO Overruns =
Total Packets Transmitted = 0
Total Bytes Transmitted = 0
Total Multicast Packets Transmitted = 0

o
o w

0

Total Broadcast Packets Transmitted = 0
Total Jumbo Packets Transmitted = 0
Total Undersize Packets Transmitted = 0
Total Transmit Errors = 0

Total Transmit FIFO Overruns = 0

Cisco Intrusion Prevention System Device Manager f VX FL—L 3> a—H% 4 F 5.1
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B8 L71- SensorApp AV 74 XaL— 3 DEIk
SensorApp 2> 7 4 X o L—3 3 UHBEHE L SensorApp ZFEITTERWEAIE, 207 4 Fal—

ATwF1
ATFvS2

ATwTF3

ATv74

AT9FT5

&
AFyFST

ATvT8

ATwF9

AFv 710

va v ESEEICHIBR LT SensorApp & BT HOMLERH Y T,
SensorApp X E & HIFRT HI2IE, ROFINEEEITLET,

=R TAhY MR LET,

su Troot {272V £,

IPST 7Y r—varaFk LET,

/etc/init.d/cids stop

e Y — T AN EEBRLET,

cp /usr/cids/idsRoot/etc/defVirtualSensorConfig.xml
/usr/cids/idsRoot/etc/VS-Config/virtualSensor.xml

¥ via TrAENIRLET,

rm /usr/cids/idsRoot/var/virtualSensor/*.pmz

=2 THY s NERTLET,
oY —CLIIcur A > LET,

IPS v —E R &R L £,

sensor# cids start

BWRERECT Ay Mo A4 U LET,
oY —2 U T7—hrLET,

sensor# reset

Warning: Executing this command will stop all applications
Continue with reset? [yes]:yes

Request Succeeded.

sensor#

IDS-4250-XL ARG A EY)

IDS-4250-XL O H2i%, 8D H 25 DIMM % XL 71— Ric#E#E L CHF S =bond ) £4, 4
DB % DIMM IZ L > T, B —2ME1E L7 Y | SensorApp DMEREZ I L Ta T 77 A &4

LT EnHY £,

and reboot the node.

IDS-4250-XL & A E UIZREN H B0 E 9 & HEFR T 5 FIAIZ DWW T, Partner Field 52563 % Z:fi#

LTLIZEN,
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ZOHETEH, 7ryF 7L ARCH—ERADEDD T TNy a—T 4 T ONVTEREELE
T MY BT HEHIFIKRO LB TY,

TuyXx DT TN a—T 47 (P.C-19)

ARC BEMEL TV 5 Z L 2R T 5 (P.C-20)

ARCEHGRN T 77 4 7 Ch D Z & &g+ 5 (P.C-20)

FRA AT 7 ADORME (P.C-22)

Xy NT—=0 FRAADA L H—T = A AL EHRT 5 (P.C24)

X NT—27 FINA A~D SSH #ifse & A X —7 MIZT % (P.C-25)
VI=F K LTI Ry R U TRETI ALY (P.C25)

VAL =Ty X S P —Da T 4 X2 b— g VEERT D (P.C26)

TJavx DRI TN a—TF142T
ARC %% E L7-%. show version =~ RZfiH LT, ARC N#EUNZEMET 28 5 M E iR T

EFET, ARCH IRy U= TRA RTEHRINTND Z & EZHERT 5I21%, show statistics
network-access =~ > RZfEH L £7,

~
GE) ARC IZ. LA Network Access Controller & FEIXAIL TV E L7=, IPSS.1 O ARNIEEINFE LT
23, IDM & CLI Tl %% % Network Access Controller, nac. 35X " network-access & L TR &1L
Tb\i‘a—o
ARC% NI TNV a—T 4 7352k, ROFIEEFEITLET,
1. ARCOEMELTWAZ L AfER L E T,
FNEIZOWTIE, P.C-20 D TARC REIEL TWAH Z & 2RI 5] 28R LTLEEW,
2. ARCHRY hT—7 TN AR L TCND T L 2R LUET,
FNEIZSWTIE, P.C20 D TARCHEHGNT 77 4 7 THDHZ EE2MERT D] 2L TLEE
Uy,
3. Event Action B4FED Y 7' =F ¥ @ Block Host IZFRE SN TWAZ L 2R L £9°,
FIEIZOWTIE, PC25D [V =F vk LT T ayx o INETENRV] 2R TL
720,
4, vREZ—TavXx T B —REUIICEESNTNAZ AR LET,
FIEIZOWTIX, PC26D [wRE— TayXo /o —Dar7 4 Xab—3 g &
BT 5] EERLTIEEN,
~
GE) ARCT7—F T 27 F ¥ OFMBHIZOWVTIL, PA-12D [ARC] BB LT 7ZEWN,
Cisco Intrusion Prevention System Device Manager f VX FL—L 3> a—H% 4 F 5.1
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ARC NEIMEL TWAZ L 2HEET S

ATy F1

ATFwT2

ATvF3

ARC NEIEL TW 5D Z & 2 FERR 51213, show version =~ & H L £9, MainApp NEIEL
TWRWE | ARC IFETTE A, ARC IE MainApp D— T,

CLIiCuZ' A4 LET,

MainApp BEIEL TWBH Z L AR L ET,

sensor# show version
Application Partition:

Cisco Intrusion Prevention System, Version 5.0(1.1)S152.0

OS Version 2.4.26-IDS-smp-bigphys

Platform: IPS-4255-K9

Serial Number: JABO815R017

No license present

Sensor up-time is 3 days.

Using 734863360 out of 3974291456 bytes of available memory (18% usage)

system is using 17.3M out of 29.0M bytes of available disk space (59% usage)
application-data is using 35.6M out of 166.8M bytes of available disk space (23%
usage)

boot is using 40.5M out of 68.6M bytes of available disk space (62% usage)

MainApp 2005_Mar 04 14.23 (Release) 2005-03-04T14:35:11-0600 Not
Running

AnalysisEngine 2005 Mar 18 12.53 (Release) 2005-03-18T13:03:21-0600 Running
CLI 2005_Mar 04_14.23 (Release) 2005-03-04T14:35:11-0600

Upgrade History:
IDS-K9-sp-5.0-1.1- 12:53:00 UTC Fri Mar 18 2005
Recovery Partition Version 1.1 - 5.0(1.1)

sensor#

MainApp /3 Not Running & F/RL7ZHA. ARCIZEMEL TWEH A, TACIZERK L FI,

ARC BT T4 I THALEZHRT S

ATwF1

ATFvS2

ARC HEFHEH T State 23 active THRWIEAIL, MIENAE LT TWET,

Wt H N T State 2% Active T 5 Z & 2T 21213, ROFIHAZFATL LT,

CLIizn 7 A LET,

ARC DN L CWA Z L 2R L £,

WD State 7 ¥ a VEART, TXTDOT AL ANERT THDLZ 2R LET,
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sensor# show statistics network-access
Current Configuration
LogAllBlockEventsAndSensors = true
EnableNvramWrite = false
EnableAclLogging = false
AllowSensorBlock = false
BlockMaxEntries = 250
MaxDeviceInterfaces = 250
NetDevice
Type = Cisco
IP = 10.89.147.54
NATAddr = 0.0.0.0
Communications = telnet
BlockInterface
InterfaceName = £a0/0
InterfaceDirection = in
State
BlockEnable = true
NetDevice
IP = 10.89.147.54
AclSupport = uses Named ACLs
Version = 12.2
State = Active
sensor#

2T T3 ARCEH L TWARWESIT, VIR LEET AT I —EHRBLTIIEEN,

sensor# show events error hh:mm:ss month day year \ include : nac

Bl

sensor# show events error 00:00:00 Apr 01 2005 | include : nac

ATF9T4 EHFOY T NI =T T o7 TF— b aHoT0AZ EAHERLTLIIEE N,

sensor# show version
Upgrade History:

IDS-K9-maj-5.0-1- 14:16:00 UTC Thu Mar 04 2004

Recovery Partition Version 1.1 - 5.0(1)S149

BHOY 7 U x=T Ty 7T — Nefio TWARWEAIE, Ciscocom »2HENHEX T a— KL
F4, FIEIZOWTIZ, P.12-2 D [CiscolPS V7 N7 = 7T DAFFE] 2B LT IFEV,

ATFYFE VT NI T Ty F T —RIZAE LTS Readme 2 LT, ARC DOEEAID DDTS ZfEZR L
TLE&E W,

AFYT6 BTN ADAL T 4 Fa2lb—2a VRENPELWI LZHRLET (2—¥4, AT —F, IP
7 RLA),

FINEIZOWTIE, P.C22D T4 2 T 7 ADME] 25 L T ZEW,
ATFYTT HEXY "NT—T TRAADA B —T oA AL FADELWT & 2B LET,

FMEIZSWTIE, P.C24D [y NT—0 TNAADA U H—T = A AL HA&ERT D &5 H
LTL &N,

Cisco Intrusion Prevention System Device Manager f VX FL—L 3> a—H% 4 F 5.1
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ATFvS8

ATw79

Fw NU—27 F 34 A8 SSH-DES F7-1% SSH-3DES Z{HH L TW A AL, T /31 A~0D SSH #
WA T =T NN o TWD Z & MR LET,

FNEIZSWTIE, P.C25D T3y hU—2 T34 Z~D SSH #fgi e A 2 —T NMZT D] B L
TLIE&E W,

FEI S TNEET N ADA U E—T oA AL FHBENENIELNZ L 2B LET,

FHEIZSWTIE, P.C24 D [y NT—0 TNAADA LV H—T = A AL HA&ERT 5D &5 W
LTLEEN,

TINAR 7Y ADEE

G¥)

ATy T 1

ARC BWEHK LD T NA AT 7B A TERWEERH Y T, SHILT AL ZADIP T LR,
=YL BIORSATU—RKRELWZ L E A —T 2 A ZABLOFANELLRESN T
HZEEMERLET,

SSH 7 /34 ZHSSH 1.5 ZHHR— L TWARERH Y £9, Lo H—LSSH2.0 ZH#H— LT
WER A,

FRAZAT I EZAOMEE T TN a—T 4 7T 51I20%, ROFIEEXFEITLET,

CLlicme 714 LET,
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2Fw T2 BEHBETANAADIP T RUARERLET,

sensor# configure terminal

sensor (config)# service network-access

sensor (config-net)# show settings

general

log-all-block-events-and-errors: true <defaulted>
enable-nvram-write: false <defaulteds>
enable-acl-logging: false <defaulteds>
allow-sensor-block: false <defaulted>
block-enable: true <defaulted>
block-max-entries: 250 <defaulteds>
max-interfaces: 250 <defaulteds>
master-blocking-sensors (min: 0, max: 100, current: 0)

never-block-networks (min: 0, max: 250, current: 0)

profile-name: r7200
enable-password: <hiddens>
password: <hiddenx>
username: netrangr default:

ip-address: 10.89.147.54
communication: telnet default: ssh-3des
nat-address: 0.0.0.0 <defaulted>
profile-name: r7200
block-interfaces (min: 0, max: 100, current: 1)
interface-name: £a0/0
direction: in
pre-acl-name: <defaulteds>
post-acl-name: <defaulted>

sensor (config-net) #

>
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ATF9 T3 FTASLSRACFBHTHERL T, 2—F4, NRAT—R BLOAS X—T L RNRAT—RFRELWI &

ATv7 4

&L T AN —InbEEARETH L I L 2R LET,

a. Y—ERATHy NIl A LET,

b. Xv FU—27 F81 Z|Z Telnet £721F SSH THfe LT, 2o 74 Xalb—>a V2R LE
To

C. TAAAICEFETEDZ L AR LET,
d. =—P4 LAV — FEHRLET,

EX NT—T TNRAADA VA —T 2 AL TFHNRENENIELWT & 2R LET,

FNEIZSOWTIE, PC24D [y hT—0 TNRAADA HZ—T = A AL HAEHRT D) 25
LTL7EEW,

FYRT—0 TRAADA VB =T A REFMEHERT S

G¥)

ATy 1

ATFwTF2

&

ATv74

BRSTRDT NA AT LIIHEA L H—=T 2 A AL FRANELND & E2ERT IO, ADKR R b
WFBTry 72X EL, L —FDACLNIZT By 7 ST RUAICKIET D deny =2 b U R
HLMWE I MR TEET,

%72, Monitoring > Active Host Blocks 27 UV v 7 L C, IDM WO FE7 vy 7 23479752 &%
TEET,

BORA MTHTDFBT 1y 7 2T 51213, KOFIEZFATLET,

ARCILHY7E— RNIZAD £9,

sensor# configure terminal
sensor (config) # service network-access
sensor (config-net)# general

BOFRARNIPT RVAIZKT DT v 7 2B L ET,

sensor (config-net-gen)# block-hosts 10.16.0.0

WHY7E— ek TLET,

sensor (config-net-gen) # exit
sensor (config-net)# exit
Apply Changes:? [yes]:

EH AN 25513 Enter ¥ — 24 L, ZHEZREFET L5 81En0 EANLET,
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J—HF\Z Telnet e L, 717 INDH7 RLADERT Y U B3—F O ACL WIZIFHET S5 Z
EEMERLET,

FEIZOWTIEIN—ZD~=aT VESB LT EE0,

FEIT oy 7 BHIBRT A0, AT v 1 ~4%8VRLET, 2L, ATy 72 Tldavy
ROFENZ no # ANLE T,

sensor (config-net-gen)# no block-hosts 10.16.0.0

2y bIT—H FINL AAD SSH EHEZAR—TILIZT S

ATvF1

ATFwT2

ATFvF3

ATFvSa

SSH-DES &£ 721X SSH-3DES % % v hU—27 T RA4 ZADi@fE7r b/l LTHEH L TWAEET
FNNRTRA ZATA F—T IR > TWEZ L EZHERTHLENRH Y 9,

oy NI =7 T8 A~D SSH#fi % A X —7 /T DI2iE, ROFIEZFITLET,

CLIizn 714 LET,
a7 4 FXalb—rar EF—RICAY T,

sensor# configure terminal

SSH %A X —7 M LET,

sensor (config) # ssh host blocking device ip address

TNA RAEZTANDNE I D EMBT L7 a7 h T, yes EANLET,

VH—FyilzLTIAvFRUIMREFEIAEL

BEDY 7 =F ¥ Il LT ey IRFEATEINRNVERE AR N T a v BNRA &S
=4 /7?5; 2 \—Eﬁﬁéﬂ“ﬁz‘é\_ &%ﬁ@mu Lij—

FEDY 7 =F v IZHLTTny R INRFATINTND Z & 2T 21213, ROFIEZFEITL
i j‘o
ATy F1 CLlica /A LET,
ATyT2 VIU=FYERVTE-FCADET,
sensor# configure terminal
sensor (config) # service signature-definition sig0
sensor (config-sig) #
ARTF9F3 FAMNETuyITHEICARV N T 7o aryBEEINTNDZ EE2ERALET,
Cisco Intrusion Prevention System Device Manager f VX FL—L 3> a—H% 4 F 5.1
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N
GE) 77— bFEZTRAEHEEF. A XV b T2V a rORERICHLT produce-alert % B35
PVERHY FT,

sensor (config-sig)# signatures 1300 0
sensor (config-sig-sig)# engine normalizer
sensor (config-sig-sig-nor)# event-action produce-alert|request-block-host

sensor (config-sig-sig-nor)# show settings
normalizer

event-action: produce-alert|request-block-host default: produce-alert|deny
-connection-inline
edit-default-sigs-only

--MORE- -

ATFyFa4 VI =F R ERVTET-FEKTLET,

sensor (config-sig-sig-nor)# exit
sensor (config-sig-sig) # exit
sensor (config-sig)# exit

Apply Changes:?[yes]:

ATy 75 EEEZHEMTL55E Enter ¥ — 2L, BHAFEFET 55810 EANLET,

YREA—JAavxod oy —0arv 4 XalL—2a EHRTD
CAF—TayX 7 =Rty FT v ENTWA I EEMRLEZY, @it v
rT oy FENTWARANWTAY— Ty X7 oY —% I TN a—T 4 7LD TH120
IZ. show statistics network-access =~ > K& C&xEd, VE—h vAX—ToovX 7 &y
H—73 Web 77 £ AIZTLS A L TV O HEEIE, Ikt —BEHTX D TLSHA RE LT
Ty RN v TENTNDHZ EEMRLET,

oY —DvRF—TuoX T B — a7 X2 b—a VEERTHIZIE, KOFNEE
EITLUET,

Cisco Intrusion Prevention System Device Manager f YR bL— 3> a—H% 4 F 5.1
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AFYT1 ARC OHFHERAERRL T, v AF—Tunyx 7 wo¥— o M BRHEHBERNICHD Z L %
R LET,

sensor# show statistics network-access
Current Configuration
AllowSensorShun = false
ShunMaxEntries = 250
MasterBlockingSensor
SensorIp = 10.89.149.46

SensorPort = 443
UseTls = 1
State
ShunEnable = true
ShunnedAddr
Host

IP = 122.122.122.44
ShunMinutes = 60
MinutesRemaining = 59

ATFYvT2 ~2E—TuyX ol B —NHEHERNICARWVESIT, BT A3SLERS D 9,
FHEIZSOWTIE, P83TD [wAX—TuvFx 7 2o —0RE] 22 L TLEI0,

ATFYT3 ~RE—TuoX S B —0NHEICT Oy s EHET DL, BORZ NPT RLRITK
THFH T oy s #BLET,

sensor# configure terminal

sensor (config) # service network-access

sensor (config-net)# general

sensor (config-net-gen)# block-hosts 10.16.0.0

RATFY T4 Ry NU—T T RRANAY T E— REKTLET,

sensor (config-net-gen) # exit
sensor (config-net)# exit
Apply Changes:? [yes]:

ATy T5 TEEZHEHAT25AILEnter ¥—% L, ZHEEZEHETIE AT EALET,
ATwFT6 TrvZH ARC OFFHERICE REND Z L &R L £,

sensor# show statistics network-access
Current Configuration
AllowSensorShun = false
ShunMaxEntries = 100
State
ShunEnable = true
ShunnedAddr
Host
IP = 10.16.0.0
ShunMinutes =

Cisco Intrusion Prevention System Device Manager f VX FL—L 3> a—H% 4 F 5.1
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RFYTT ~AF—TouyvF T P —DKRA D CLIICE 7 A > L. show statistics network-access =1~
VREHEALTC, v AX— T nyx S v —0 ARC DFEHERIC 7 0 v 7 REREND Z &
AR LET,

sensor# show statistics network-access
Current Configuration
AllowSensorShun = false
ShunMaxEntries = 250
MasterBlockingSensor
SensorIp = 10.89.149.46
SensorPort = 443
UseTls = 1
State
ShunEnable = true
ShunnedAddr
Host
IP = 10.16.0.0
ShunMinutes = 60
MinutesRemaining = 59

AFwT8 VE—F~vAZ—TuavX 7 B —7 Web 77 & R TLS 2 H L TWAESIT, iEkE
VY —MNTLS HRA ME LTREINTWDZ EA2MERLET,

sensor# configure terminal
sensor (config)# tls trust ip master blocking sensor ip address

TAC X, "SI N a—FT 4 v TOBEMTZ—WFIZT NNy 7 aX o V5685 L5 Ic 3k
DEAENHY T, LogApp lE., SFEIFhuX o/ YV —rouX JOEREEHIETDLZ LI
FoT . 77V r—vailioTEDORT Ay —UPNERSNDINERIELES, 7741
FCiX, Ty 7 e X 73A 0 A,

x> — il A 2—TMCTH e FY —VIEENRREINTNDRFXF L T DL~ %l
ALET, TNLHOBRIL, TRTCOY = L TR 7 LUV SN E T,

ZOHETERY EFAFHIIKDO LB T,

e TRy T uX T A F—TNMTTH (P.C-28)
o V—4% (P.C-33)
* SysLog ~® cidLog A v —Y Difizi% (P.C-33)

TNy T OXTEAR—TIIZT B
A

FE FRy T aX e T A RX—TNMITHERT A —v L AKX EET A=, TAC 2L - T
IRENTZHARITE T A F—T7 ML TLEE N,

TRy T uX T A X—=TMIT BT, ROFIEEZFATLET,

ATFyF1 b—vATHhHUMNIus AL LET,

Cisco Intrusion Prevention System Device Manager f YR bL— 3> a—H% 4 F 5.1
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AT T2 logconf 7 7 A VEMREL T, BMOR T AT — AL MEBIITE D LI ICa 7OV A X
LET,
vi /usr/cids/idsRoot/etc/log.conf
ATFw T3 fileMaxSizeInK=500 % fileMaxSizeInK=5000 |ZZ5 LET,
ATF9T4 TrANDY = BIOCD®7 v arE RO T, TRy SOEKELZHRELET,
severity=debug
RTYTE Ty ANVERGFL ViZT 4 25K TL, =R ThT U b TLET,
AFwF6 EHHFELLTCCLIIZr A LET,
AF9TT ~AFZ—arbo— L ¥+ TE—RIZADET,
sensor# configure terminal
sensor (config) # service logger
sensor (config-log)# master-control
ATFYT8 TRTOY— NI LTT ANy T aX o 7 aA 32—7MITHI2E, ROFIEEZIATLET,
sensor (config-log-mas)# enable-debug true
sensor (config-log-mas)# show settings
master-control
enable-debug: true default: false
individual-zone-control: false <defaulteds>
sensor (config-log-mas) #
2AFwFT9 Hroy— HlllEF T 5I0E, ROFMEEZFEITLET,
sensor (config-log-mas)# individual-zone-control true
sensor (config-log-mas)# show settings
master-control
enable-debug: true default: false
individual-zone-control: true default: false
sensor (config-log-mas) #
ATYT10 v~ 24—V —UHiliiE#“k T LET,
sensor (config-log-mas)# exit
Cisco Intrusion Prevention System Device Manager f VX FL—L 3> a—H% 4 F 5.1
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2Fy T V- EFERLET,

sensor (config-log)# show settings
master-control
enable-debug: false <defaulteds>
individual-zone-control: true default: false

zone-control (min: 0, max: 999999999, current: 14)
<protected entrys>
zone-name: AuthenticationApp
severity: warning <defaulteds
<protected entry>
zone-name: Cid
severity: debug <defaulteds>
<protected entry>
zone-name: Cli
severity: warning <defaulteds
<protected entry>
zone-name: IdapiCtlTrans
severity: warning <defaulteds>
<protected entry>
zone-name: IdsEventStore
severity: warning <defaulteds
<protected entry>
zone-name: MpInstaller
severity: warning <defaulteds
<protected entry>
zone-name: cmgr
severity: warning <defaulteds>
<protected entry>
zone-name: cplane
severity: warning <defaulteds>
<protected entry>
zone-name: csi
severity: warning <defaulteds>
<protected entry>
zone-name: ctlTransSource
severity: warning <defaulteds>
<protected entry>
zone-name: intfc
severity: warning <defaulteds>
<protected entry>
zone-name: nac
severity: warning <defaulteds>
<protected entry>
zone-name: sensorApp
severity: warning <defaulteds>
<protected entry>
zone-name: tls
severity: warning <defaulteds>

sensor (config-log) #

B = B DB X MZHOWTIL, P.C33D [V =4 BB LTSN,
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0L-8674-01-J |



| ficC rFSINYaA—TFTa VT
4200 Y —X 7 F5AFUADFFINYa—TF4>5F B
ATFY T2 FFEDOY =V DERELN (TR 7 2407 B Flid=7—) 2ZELET,
sensor (config-log)# zone-control IdsEventStore severity error
sensor (config-log) # show settings
master-control
enable-debug: true default: false
individual-zone-control: true default: false
zone-control (min: 0, max: 999999999, current: 14)
<protected entry>
zone-name: AuthenticationApp
severity: warning <defaulteds
<protected entry>
zone-name: Cid
severity: debug <defaulteds>
<protected entry>
zone-name: Cli
severity: warning <defaulteds>
<protected entry>
zone-name: IdapiCtlTrans
severity: warning <defaulteds>
<protected entry>
zone-name: IdsEventStore
severity: error default: warning
<protected entry>
zone-name: MpInstaller
severity: warning <defaulted>
<protected entry>
zone-name: cmgr
severity: warning <defaulteds>
<protected entry>
zone-name: cplane
severity: warning <defaulted>
<protected entry>
zone-name: csi
severity: warning <defaulteds>
<protected entry>
zone-name: ctlTransSource
severity: warning <defaulteds>
<protected entry>
zone-name: intfc
severity: warning <defaulted>
<protected entry>
zone-name: nac
severity: warning <defaulteds>
<protected entry>
zone-name: SensorApp
severity: warning <defaulteds>
<protected entry>
zone-name: tls
severity: warning <defaulteds>
sensor (config-log) #
Cisco Intrusion Prevention System Device Manager f VX FL—L 3> a—H% 4 F 5.1
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AT T3 FEDS —v OF NNy T EF AT LET,

sensor (config-log)# zone-control nac severity debug
sensor (config-log) # show settings
master-control
enable-debug: true default: false
individual-zone-control: true default: false

zone-control (min: 0, max: 999999999, current: 14)
<protected entry>
zone-name: AuthenticationApp
severity: warning <defaulteds
<protected entry>
zone-name: Cid
severity: debug <defaulteds>
<protected entry>
zone-name: Cli
severity: warning <defaulteds>
<protected entry>
zone-name: IdapiCtlTrans
severity: warning <defaulteds>
<protected entry>
zone-name: IdsEventStore
severity: error default: warning
<protected entry>
zone-name: MpInstaller
severity: warning <defaulted>
<protected entry>
zone-name: cmgr
severity: warning <defaulteds>
<protected entry>
zone-name: cplane
severity: warning <defaulted>
<protected entry>
zone-name: csi
severity: warning <defaulteds>
<protected entry>
zone-name: ctlTransSource
severity: warning <defaulteds>
<protected entry>
zone-name: intfc
severity: warning <defaulted>
<protected entry>
zone-name: nac
severity: debug default: warning
<protected entry>
zone-name: SensorApp
severity: warning <defaulteds>
<protected entry>
zone-name: tls
severity: warning <defaulteds>

sensor (config-log) #

AFwT14 v/ T E—REKRTLET,

sensor (config-log) # exit
Apply Changes:? [yes]:

ATy T 15 EEEZHEAT 2551 Enter ¥ — 2L, BEEZFEHET 5551 En0 EANLET,
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Jy—r4%
FCAWZTAy T as V= %R LET,

5 C-1 TNy T 0y -4

J—2% EEA

AuthenticationApp |FEEEY —

Cid WHax 7 v—r

Cli CLI V' —V»

IdapiCtlTrans TRCOEENT oV T vary S—r
IdsEventStore ARV ARNT =

Mplnstaller IDSM-2 ¥ AL —X—FT 4 ar AV A—T J—
cmgr Card Manager —t 2 ' — 1

cplane Control Plane /' — 2

csi CIDS 4 —7 Ly b A F—T = A A
ctlTransSource PEERE NS oy S—
intfc A HE =T oA RS —V

nac ARC V' —

SensorApp AnalysisEngine > — >

tls SSL BLOTLS ' —>

1. Card Manager —E &A%, ¥ —Y DT Y 2 — LETHIEE L OURREDIER 2 25H# 95
72T, AIPSSM TEF S ET,

2. Control Plane (%, Card Manager {Z & > T AIPSSM Tlifi &5 b T v AR—M@EELA Y
T,

3. CIDSY¥—T Ly ¥ —7 A RE, CIDS Web hr—NEH—T Ly hOBDA & —
TxAALA¥YTT,

SysLog ~® cidLog * vt — S DER%
syslog IZ cidLog A v & — U ZIRET 5 LRI OHERH Y £7,
cid B 7 A wE—T% syslog ~EETHITIE, ROFIEEZEITLET,

AT w71 idsRoot/etc/log.conf 7 7 A L~BE L 9,
ATwFT2 ROEEEMZET,

a. [logApp] enabled=false &% E L E T,
enabled=false 37 7 #/V N CTH A7, enabled=true D I X MbLEZERL 9,

b. [drain/main] type=syslog Z T L £,

Cisco Intrusion Prevention System Device Manager f VX FL—L 3> a—H% 4 F 5.1
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ORI, vX¥o a7 Xal—yay 774V ERLTOVET,

timemode=1local
;timemode=utc

[logApp]

;enabled=true

————————— FIFO parameters --------

flfoName logAppFifo

fifoSizeInK=240

————————— logApp zone and drain parameters --------
zoneAndDralnName logApp

fileName=main.log

fileMaxSizeInK=500

[zone/Cid]
severity=warning
drain=main

[zone/IdsEventStore]
severity=debug
drain=main

[drain/main]
type=syslog

syslog /123, syslog * v B— T DBERE~DRDMEE L L HIT syslog 7 7 3V T 1 local6 IZ
EEINET,

LOG_DEBUG, // debug
LOG_INFO, // timing
LOG_WARNING, // warning
LOG_ERR, // error
LOG_CRIT // fatal

~
()  Jete/syslog.conf TEDT 7 v VT 4 B2 7 0 /X7 4 TR =TT >TWNWDH I L%
ﬁ%mubij—

syslog (%, logApp &V 3o LIKHTT (BRI 1000 A v E—IZxf LT, 50 A v&—) F
Ny JERETEIZ1 DDV =0 TARX—=TNMITHZ xR LET,

o= NTP H—NERBIL TR C L EHEET S

ATy F1

IPS 5.1 Tit., EZ/ NTPEELID 2, ELKARWNIP 27 4 Fal—iarrbr—(C
WHT D LIXTEERA, ELLARAVary 7 Fal—varvrfALL>ETDE, =F5—
Ao —UNERENFET, NTP 27 4 X2 b— 3 2R T AI21%. show statistics host =
<~V REHEAL T —OfEHERZINE L £, NTP #aHEHt 7 > 9 U1Zid, NTP — 3¢
DY —ORWNCET D7 4 — K3y 7 25T NTP HFHEFRLA H Y £,

NTP 2> 7 4 Fa b—a U ERERT DX, ROFIEZETLET,

oY —iza A4 LET,
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AF9F2 KA MEEHERE LKL ET,

sensor# show statistics host

NTP Statistics

remote refid st t when poll reach delay offset jitter
11.22.33.44 CHU_AUDIO (1) 8 u 36 64 1 0.536 0.069 0.001
LOCAL (0) 73.78.73.84 51 35 64 1 0.000 0.000 0.001
ind assID status conf reach auth condition 1last_event cnt
1 10372 f£f014 yes yes ok reject reachable 1
2 10373 9014 yes yes none reject reachable 1

status = Not Synchronized

RAT9 T3 HOHBITEA MEFHE#RAE FOAER L E T,
sensor# show statistics host

NTP Statistics

remote refid st t when poll reach delay offset Jjitter
*11.22.33.44 CHU_AUDIO (1) 8 u 22 64 377 0.518 37.975 33.465
LOCAL(0) 73.78.73.84 51 22 64 377 0.000 0.000 0.001

ind assID status conf reach auth condition last_event cnt
1 10372 f624 yes yes ok sys.peer reachable 2
2 10373 9024 yes yes none reject reachable 2
status = Synchronized

AFw T4 AT —HF ANG|X#5EE Not Synchronized T DAL, NTP H— NEHE L —#£2. NTP #—
NELLSRESINTWNWDLZ 2R LET,

DUZFXICHLTTCP Uty FHAERTEINEZL

Vey hTALIICHRESNT AR N T 73 a DWW BEDY 7 =F vkt LT TCP
Uty hRFETENERA,

BEDY 7 =F ¥ IZH LTV 'y FRFEITENRNWZEE N T TN a—T 4 7T B2, kD
FlEEEITLET,

AFyT1 CLlicue A LET,
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ATFYT2 ARV TI7ValrNTCP Y By MIRESNTWAZ L 2R LET,

sensor# configure terminal

sensor (config) # service signature-definition sig0

sensor (config-sig)# signatures 1000 0O

sensor (config-sig-sig)# engine atomic-ip

sensor (config-sig-sig-ato)# event-action reset-tcp-connection|produc-alert

sensor (config-sig-sig-ato)# show settings

atomic-ip

event-action: produce-alert|reset-tcp-connection default: produce-alert
fragment-status: any <defaulted>
specify-1l4-protocol

--MORE- -

ATFYF3 V= FrERTE-FREKTLET,

sensor (config-sig-sig-ato)# exit
sensor (config-sig-sig) # exit
sensor (config-sig)# exit

Apply Changes:?[yes]:

ATy T4 EEEZEMT L2553 Enter ¥ — 2L, BHAFEFET 55810 EANLET,
AT9FT5 ELWTI7—ARERINTNDZ L aiRBLET,

sensor# show events alert

evAlert: eventId=1047575239898467370 severity=medium
originator:

hostId: sj_ 4250 40

appName: sensorApp

appInstanceId: 1004

signature: sigId=20000 sigName=STRING.TCP subSigId=0 version=Unknown
addr: locality=0UT 172.16.171.19

port: 32771

victim:

addr: locality=0UT 172.16.171.13 port: 23

actions:

tcpResetSent: true

Cisco Intrusion Prevention System Device Manager f YR bL— 3> a—H% 4 F 5.1
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ATFvS6

ATFyFST

4200 YY—ZX FISAFURAD RS TN a—F425 N

AL o F TRV —DODFEFETCP Uy b X7y ERFAENTNDZ & &R LET,
FIEIZOWTIIAAS v FOY=a T AEZBRLTIIEE N,
VEey RREEINTWE I EEHERLET,

root# ./tcpdump -i ethO0 src host 172.16.171.19
tcpdump: WARNING: ethO: no IPv4 address assigned
tcpdump: listening on ethO

13:58:03.823929 172.16.171.19.32770 > 172.16.171.13.telnet: R 79:79(0) ack 62 win 0
13:58:03.823930 172.16.171.19.32770 > 172.16.171.13.telnet: R 80:80(0) ack 62 win 0
13:58:03.823930 172.16.171.19.32770 > 172.16.171.13.telnet: R 80:80(0) ack 62 win 0
13:58:03.823930 172.16.171.19.32770 > 172.16.171.13.telnet: R 80:80(0) ack 62 win 0

YILDZTF7 7TyvITTL—FK

COHETEH, VY7 b =T Ty7 TV —RD T TNV a—T 4 TICHOWTHHALET, Bty k-
FHHEREIRD LB T,

e YT NUxT T vl L— RO, IDS-4235 1 L OV IDS-4250 AEEERE IR 2 (P.C-37)

e WHT LT v T L—REZNDOFMHESEM: (P.C-37)

s H®)Y » 7T — MOME (P.C-38)

o BUH—IREFEINTWAET v T — TR —%2T v 7T — 5 (P.C-39)

YILHYTT7 7w T5L—FOR. IDS-4235 £ & U IDS-4250 H\fge{=1t 4 %

IDS-4235 35 L UV IDS-4250 @ BIOS 7% A03 D& T i IPS Y 7 b7 = 7 %M+ 2 Al BIOS
ZAKILT v T T L= T ORENDVET, Ty T T —RLARWnWeE, Y7 =T Ty 7T
L= ROTaeARIT 7 T4 7 o ANRRIEIELET, BIOS 27 v 77 L— F T2 FIHIZON
i, [Configuring the Cisco Intrusion Prevention System Sensor Using the Command Line Interface 5.1 ]
@ [Upgrading the BIOS] #ZM L T 723, BHD IPS V7 bY =7 Zii 7 2 FIEIZ DWW T
IX. P.12-2® [CiscoIPS ¥ 7 b7 =T D ATl BT ZE0,

BAT A7 v TITL—FEThoDRIREH

V7RI =2TDOELWYS—ERA Ry T A F—NN"=Ta, BIOAVY— R"—Varz2HE
THOMENRHY EI, FHY 7 by =27 O T T 7N A LA, WYARRHRSMTIE
LW v 7T — R FZ2EALTWAZ EHRERLTL &N,

o VI =F X TS T— ML, T ANLICY R MENTR/NIAN—T g UINLETT,

o P—bERA Ry ZHEHATIHITIE, ELWVW~ AT — =T g URNKRETT,

s AT A=V a VFELWA Y Y — N—=Ta URLETT,

o ATV — NR—=Ug VNIFIDA TV ¥ — NN—2 g UINNLEETT,

K C-1i%, IPSY 7 b =T D7 7 ANZDORERGIEERLTONET,

[ oL-8674-01-J
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X C-1 IPSYIZrI9T7DI77AIL4A

IPS-maj-w.x-y-.pkg

TyvIT—hk 94’7"41‘

ADx— N—=2ar LA

IA4F— nN—23ar L)L

H—ER /13w L)L

IDS-K9-sp-5.0-2-.pkg : Service Pack 7Y 75—k
IDS-K9-min-5.1-1-.pkg: ¥4 F+— /A—23> 7T T7—h
IDS-K9-maj-5.0-1-.pkg: AP v— =230 7T T—hk

IPS-sig-Sx-minreq-5.0-1.pkg

TIITTF—k B4 4T
D ZFy LRI

126921

=N TR T7EH

BEI7 v Tr— ~ DRERE
HEN 7 v 7T — hOWRINA NI TN 2a—TFT 4 VT HEFROEBY T,

tepDump AT

— P=ER TAUMEERLET, B —L FTP ¥ — O T v b2 BGT 512
IL.su Troot 2720, a~w> K/ aryba— A H—7xA AT tcpDump ZFEITLET,

FIALZ 2N TiX, [ Configuring the Cisco Intrusion Prevention System Sensor Using the Command
Line Interface 5.1] @ [Creating the Service Account] ZZMH L T 72 &0,

— upgrade =~ REEH LT, FEITELVH—%2T v 7L —FLET,

FIALZ >N TiX, [ Configuring the Cisco Intrusion Prevention System Sensor Using the Command
Line Interface 5.1] @ TUpgrading, Downgrading, and Installing System Images| % &M L T<
EEY,

— tepDump )T, FTP H— "B RINHZT — 2B L E T,
TP —RNELWT 4 LI NURNICHD I 2R LET,

T4V FUDBELLBESNTWAIXLERHY £9, Zhzirb/euvE . Windows FTP H—
NTRENREAELET, 74 L2 PIVADORNZE S 1 DFZF 250 (/] BUBERLGENRHY
i‘é—o

INEWHRT D720, ZFEMAO FTP ##¢2 X 5 tepDump /1 CEREIN SR U FTP 2v 2 K
EHEALET,

AR DL T T AT HEOICFTP b —"2EF L TRV EE2HERLTIEE N,

722X, FIP 7o 7 hEEELTEX 2V 7 s BEE2R T LT L, B —N0
N—FRa—RMEENTZIEEDOY A N EHFT 570, BENREAELET,

~
GE) 7urTbhEAEFELRWVI EIE, 414) KVEIONRN—2 9 NIORETITED £75,
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Windows FTP +— /X v b7 v 7 47> g & L T, UNIX 7 7 1 /L & 9 MS-DOS
Tr7ANMEEE T I 2L — T DAXLERH D 9,

SCP ZfEH L TWASEIE., BEEDOAR A N U A M SSH AR A MEEZ B L2 & 2fEE LT
<&V,

FIEIZDOWTIX, P2-12 D TEEHOKR R MEOET] 22 L T &V,

HEWT v 77— N2 EITT 50, THEITupgrade 2~ REEITLTHET, upgrade 2~ F
TIEBELEA, BB v 77— b TIREELZ2VEAICIE, KOZEZRLTHET,

TP —DIPS VT Y27 N=Ta VEFARET (FIEIZOWTE, P.C59D [RX—T g
B #ZRLTLTEEWD),

N—= g 40 IiE, BET v 77— NMIBERMORMERH Y £3, BET v 7T — FORE
EHRAEFITT BRI, 41() ~FETT v L — R LET,

HEN7 v 7T — IR AT = FRREINTWLZ 2R LET, FET7 v 75— MNfE
HALIENNRAT =R —HT 5L 2R LET,

FTP — N D T 7 A VLD, KICFEPTFEOXB G E 8., Cisco.com @ Downloads |25 &
NHELDOLEREBII—HTDHZ LR LET,

Windows FTP ¥ — SO HZ 1%, KXLF/NLFOXFBINIELL 2N T 7 A )v~DT 7 7 A&7 Af
TH5HD0HH0 TN, HEOCIT P —RNEARIOEFZHAICZO 7 7 A VEHELELE
‘j‘o

VBN T, BE) 7 v 77— hTtepDump #ETLET, B L= FET v 75— R &KL
HE7 v 7T — hEHIRL T, 206 T TNV a—T 4V TTHIENTEET,

oY —ITRBEEAhTWE 7Y ITT— TV —Z2T7VvTIT—FT 53
ToTT—h R =Y =D Nar T4 L7 BVIREL . BREISCTEDT v 75— b
PERAL LY —%2T v 75— T&ET,

TP —IREENTWAET v T — TR —%2 7 v 7T — 212, ROFIEEZFEITLE

ﬁ—o
AFyF1 =R TAhU Ml A LET,
AFw T2 CiscocomMbT v TF—h Robr—2 77 A VERELET,
FMEZHDWTIE, P.12-2D [CiscoIPS V7 F 7 =7 DAFHIE] B LTI ZEN,
AFY T3 TuFTF—k Ty A% —D justcids/idsRoot/var 74 L7 kU~ FTP 7213 SCP TIE L
EJrae
RATYT4 T ANHRERELET,
chmod 644 ips package file name
ATFYFTE =R TAIT hEKTLET,
AFwT 6 EHERMEEZFHOT AV FEHEAL TRV —cu s LET,
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2FwTT BV —OFRA MNEREELET,

sensor# configure terminal
sensor (config) # service ssh
sensor (config-ssh)# rsal-keys sensor ip address

AFwT8 oY —ET SIS —FRLET,

sensor (config) # upgrade scp://service@sSensor ip address/upgrade/ips package file name
Enter password: ****x*
Re-enter password: **x*x*
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IDM®D STV a—TF4 05

~

G¥)

ZOHETIZ,. IDMD NI TNV a—F 4 S FEEE R LUET,

INHDOFIEILZ, ASDMDOIPS B v a b SNET,

COHETHRY EF2FHIRO LY TT,

o Java LTI ALDAEY YA XEHELT (P.C-41)
o IDM ZEHEITE 2V -Java 7 7L v hdr— RIZk (P.C-43)
o IDM ZEEITEXARW - ST VU RV —IkEE (P.C-44)

e IDM, VE—F %=V %, £HIERHA LV F—T 2 A AR —IZT 7B RATE R0
(P.C-44)

o VI=FX¥NT T — MEEK LR (P.C45)

Java 7S 514 VDA T 4 XHHEOT

G¥)

IDM % ELLEfESEBI21E,. 79UV Java 777 A 142 F-13 154 VA M—LT D4
ENRHVET, T7ANITIE Java 7T 7 A L 64MB O AE Y % IDM IZE) ¥ Tk, IDM
WFEAFICAEYZFENRIZLTLED 2B ET, ZOHE, IDMITMEILT 50, ZEHOH
HEFRRLET, Refressh 27 Vv 7 Lz X2, AFRYBRFENRIZSNTLEIZELEHY ET,
AT PMEWEZINAT-OND, Java 2 Y —)LIZ OutofMemoryError * vE—UNEREINET,

Sun Microsystems Java Z i3 2 Z L ZHELE L 5, Z DD NN—2 5 D Java T 25 & [ IDM
WCHEZSIEE T DY 7,

IDM Z{EHT 280 Java 7T 7 A VO AF YV REEERTIHILENS Y £9°, LER/NATUH
4 X%, 256 MB T,

ZOHETHRY EFAFHIIKDO LB T,

e Windows T® Java 77 7 A » (P.C-41)
e Linux ¥ JX O Solaris T Lava 77 7 1 > (P.C-42)

Windows T® Java 7545414 >

ATwF1
ATFvS2

ATvF3

Java 77 74 2 142 BI O 1.5 1Z%& L72 Windows Tlava 77 7 A VOREEEE T HITE, IR
DFEEFATLET,

Internet Explorer ¥ 7213 Netscape DT X TDA A X o AL ET,
Start > Settings > Control Panel %7 V v 7 L ¥,

Java 7’7 7 A 142 A VA R =L EINTWBEARIE. ROFIEZFZTLET,

[ oL-8674-01-J
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ATy T4 Java

v

Java 7’7 7oA &7 Vw7 LET,

Java Plug-in Control Panel 73R & E T,

Advanced ¥ 7% 7 U v 7 LET,

Java RunTime Parameters 7  —/L N|{Z -xmx256m & AJJ L F7,
Apply %#72 U » 7 LT Java Control Panel Z#& T L £7°,

TFGTAL NS BA A R—ALENTVWAEEEIT., ROFIEEFEITLET,

Javazm 7 U v 7 LET,

Java Control Panel /SR L NERRSAVE T,

Java ¥ 7% 7 ) w7 LET,

Java Applet Runtime Settings @ FC View #27 U v 7 LE£7,

Java Runtime Settings Panel 2375/~ SALE T,

Java RunTime Parameters 7  —/L N{Z -xmx256m & AJJL, OK%Z 27 U v 7 LET,
OK % 2 Y » 7 LT Java Control Panel Z#& T L £,

Linux 8 & U Solaris T Lava 75454 >

Linu

L%

XTFv7F1 Nets

x B LN Solaris T lJava 77 7 A v 142 BL N 1.5 OREELEFET D121, ROFIEAE ELT
‘j—o

cape F 7213 Mozilla DT XTDOA AL 2A%ALET,

AT w72 ControlPanel EATR[REY 7 A /L& EH)T % &, Java Plug-in Control Panel 23R SIVE T,

N
(%)

AFY T3 Java

a.
b.

C.
ATy T4 Java

a.

Java2 SDK TlE, 2D 7 7 A /LIZ <SDK A A h—/L 7 ¢ L7 k U >/jre/bin/ControlPanel (&
HVFEF, 72L& 21X, Java 2 SDK % /just/j2se (24 > A h— L LIziGH, 78R 1%
/ust/j2se/jre/bin/ControlPanel T3,

Java 2 Runtime Environment % A > A b —/L L7235, 7 7 A MEI<IREA VA h—/V T 4
L2 K~V >/bin/ControlPanel {Z& V) F£9,

TIITA VA2 A VA R—= L ERN TV DLEE1F. ROFIEEZFEITLET,

Advanced ¥ 7% 7 U v 7 LET,
Java RunTime Parameters 7  —/L F|T -xmx256m & AL £,
Apply % 7 U » 7 LT Java Control Panel ##& T L £7,

TFGTAL NS BA A R—LENTVWLEEIT. ROFIEEFEITLET,

Java ¥ 7 %7 ) v 7 LET,
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b. Java Applet Runtime Settings ® FC View %7 U v 7 L E 7,
c. Java Runtime Parameters 7 4 —/L FiZ -xmx256m & AJJ L, OK &7 Vv 7 L¥E9,
d. OK#% 7 U v 7 LT Java Control Panel Z# 7 L £,

IDM 28 TE4L -Java 7 Ly hOO— FIZ&K

ER 77 Ui, Loading Cisco IDM.Please wait ... CFRRENET, V4 RUDLETH
IZ. Loading Java Applet Failed & F/mRIALFE T,

EZZO5NBBEE ~0OREIZ. IDM 2BE)TE v B Java 7574 (14x BLOY
FIE13x) DA VA=A I TWAEASITHRELET,

HIRME JavaF v v =227 V7 LCtemp 7 7 A VZHIBRL, ML T2 7 7 UV OJERE
VT LET, ELLT, 2O T I3 740 DENET 740 b TIIMER SN ER A, &
Ty MIELWS I A AT 50BN H D £,

XFrovvarZ VT T5I20F WOFIBEEZFATLET,

ATFYFT1 T39O 4 Ry ETRTHLET,

RATYT2 Java 7T 74 13xBA VA R— AL ENTWEEAIE. KOFIEEZFETLET,
a. Start > Settings > Control Panel > Java Plug-in 1.3.x 7 V v 7 L $ 7,
b. Advanced ¥ 7% 7 VU v 7 LET,
c. Java Runtime Environment ® FC, Koy 7& 7 A=2—15 JRE 1.3.x 2R L £,
d. Cache ¥ 7% 27 VU v 7 LET,
e. Clearx7 17 LET,

ATFYT3 ava7 T 7 A 14x A VA M= ENTWEHEAIE, ROTIEEZFATLET,
a. Start > Settings > Control Panel > Java Plug-in 1.4x %7 U v 7 LE 7,
b. Advanced ¥ 7% 7V v 7 LET,
c. JavaRuntime Environment ® FC, Kr v X7 A =a—75 JRE 1.3.x Z#IRN L FET,
d. Cache ¥ 7% 7V v 7 LET,
e. Browser ¥ 7% 7 U v/ LET,
f. 7590V 0F v IRy RAETXTRINERLET,
g. Clear Cache 7 U v 7 LET,

ATy T4 temp 77 ANVEHIBRL, 7T UVNOREEEZ 7 VT LET,
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IDM 2B TEL L - I VP UNRE O—KREE

IS— Ayt—Y Error connecting to sensor. Failed to load
sensor-errNotAvailable-Analysis Engine is busy. Exiting IDM.

EFADNBREA Z0O&MIE. B —NOPITZ L DU NZ AT B RZTT2EERDOTZDICE
U—IRRET, IDM IZIRE LARWEAICRET D REELRH D 7,

HRDLE LIIo< FoThb, #amiTL T 7EEy,

IDM.JUE—F IR—V ¥ FTEEBHNA 3 —T A AR Y —IZT7OERATELEL

IDM, VE—F v%—U %, EHIIBMA VX —T 2 A ANB Y —ITT 7B ATERWA, SSH
F771% Telnet (A X—T7NVOHEA) 2HEHL TRV —O CLIICT Z7E® XA TX AEA5I121E,. ROF
E%31T L ET,

GE) B H—T Telnet A R—7 NVETIET 4 B—T MZT D FINEIZOWTIL, [Configuring the Cisco
Intrusion Prevention System Sensor Using the Command Line Interface 5.1] @ [Enabling and Disabling
Telnet] #ZML T ZIV,

ATFYT1 Xy hTI—7 a7 4Xa2l—YarR, BV —TREIN TS Web — RN R— MNZT 7 &
ATEXDHZ EaERLET,

sensor# setup

--- System Configuration Dialog ---

At any point you may enter a question mark '?' for help.
User ctrl-c to abort configuration dialog at any prompt.
Default settings are in square brackets '[]'.

Current Configuration:

service host
network-settings

host-ip 10.89.130.108/23,10.89.130.1
host-name sensor
telnet-option enabled
access-list 0.0.0.0/0
ftp-timeout 300

no login-banner-text

exit

time-zone-settings

offset 0
standard-time-zone-name UTC
exit

summertime-option disabled
ntp-option disabled

exit

service web-server

port 443

exit

Cisco Intrusion Prevention System Device Manager f YR bL— 3> a—H% 4 F 5.1
0L-8674-01-J |


http://www.cisco.com/univercd/cc/td/doc/product/iaabu/csids/csids12/hwguide/index.htm
http://www.cisco.com/univercd/cc/td/doc/product/iaabu/csids/csids12/hwguide/index.htm

| f#&C  +SITNYa—Fa2YT

DMOFSTLYa—F425 A

FEANIZ DWW T, [ Configuring the Cisco Intrusion Prevention System Sensor Using the Command Line
Interface 5.1] @ [Changing Web Server Settings] ZZM L T 72 &0,

ARFvT2 N—F ZAvF FHEFT7AT U= NREDRY NT—T FRAARELH—ET—T R
F— gV OBICHBEEIT. THOEDFNRAL AN, U—l AT — g 255 Y —0D Web
P—RR—= " ~DT VB AZHFATDHILIICEKEINTWND I LR LET,
UE— MEHEEIZTTXTE L —0 Web — R o TEITENET,

FEANIZ DWW Tk, T Configuring the Cisco Intrusion Prevention System Sensor Using the Command Line
Interface 5.1] @ [Changing Web Server Settings] ZZM L T 72 &0,

SOZFeNTS5S—EERLEL
VI =F NS LT E EIZT T — FBRRR I N WA, Produce Alert 34 X2k T Vg v
CLLTRESINTWD I EA2MERL T EEN,

AE ARV N TUI2arvh2RETHERCEOMDT 72 a v 5BINT 52 LIXTEEHA, EBEIC
I, ANV TI7varvERTTHEZNT, ZOVAREBEHBRLTHNEDT, AV FNT 7 v3
VERET D T-ONTHT Produce Alert Z34R LT 72 &0,

7~ & %1%, Produce Alert 38N L= - BRDOA X N 77 3 ZBI L. Produce Alert %
FHar 74X a2 —va ZBMLRWE, TI7—HMIA XU b A RTIZEEESNEREA,
75— FEEICZITRALYICT AT e —E A R b R NTOREESREFEHALE
j—o
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IDSM-2 D STV a—T4 29
IDSM-2 DY 7 "7 =T 7—F%FT 7 F ¥, 4200 >V —ADE P —LFEL T, P.C-5D 14200
V=X TTFIATVADN T TNV a—T 40 THHENTWEDERIL T Ty 2—
TAT Y=V EHATEET,
COHETIIEHIZIDSM2 D RTINSy a—TF 4 IOV TEHBA LET, WY FIFAFEIEIIKRD &
B TY,

IDSM-2 iR

IDSM-2 [EDZWr (P.C-46)

T TNy a—TF 4 T HO switch 2~ K (P.C-47)

AT —H ALED A 727> Tn% (P.C-47)

AT —H A LED INA 2N IDSM-2 I8A v T 4 i b7 (P.C-50)
IDSM-2 2> K/ a2y ha—/L R—k L@fE & (P.C-51)
TCP Uy b A X —T A ADEHHE (P.C-52)

U TN —T V% IDSM-2 ([Z8#E T 5 (P.C-53)

WKWDY A MBS LART, IDSM-2 BEZZW L E 7,

IDSM-2 & =W —R— KOOV Ry r—7 B’ dbBL 2o TWET,

BV a—/VEWENAE LTS EEIZ, 2RI IBRX—R I— Fhbiin, K—F— J1—
RER—Z T — FOBEN KON GERHVET, IRXTXDVRS r—T LB PDHTe
R—=1rT L8 THUVITALVEWMZT—NRELET, ZOLENFETIEHEEG, TV 2—T
METE EH A,

SEHIZ DU TIE. Partner Field Notice 52816 #Z& M L TL 72 &\,

IDSM-2 oz, HHRHZEE D $H 5 DIMM RS A THWD DN H 0 £ LT,

IDSM-2 D A E VIZ[HEN & 500 E 5 D EMERT 5 FIAIZ- DUV TiX, Partner Field 52563 %2
LTLEE,

IN=RT 4 R RIATRHEAI) FRIFEZAAEETTEEEA,

N=RF 427 FIA47%2EH QHEMBLE) ZhloTHEERATIE, ROL I RN H
MDOIERDBNDHZERH Y £,

— oA TERN

— LMY I EBEXALBEOFETEOa L =L A~AD O =T — (Is 2= R)

— avy FRELIETINRY (FITARE T 7 A LA~DO/NAB RO R0

AA O FIEEV 2= NVRRFTHLIIEEHELETH, P—EATHu bMue s A LT
avy REFITLED ETDH L, MEMHETHZ ERRRINET, 41@) —ER Ry
ERERATDE, ZOMBEITRRINETS, A1) T 7V r—var X—=FT gy A A=V
TIDSM-2 DA A=Y ZHERT 284813, 4.1(4b) Ry F @A+ 0ENH Y £, FEMIC
DT, CSCefl12198 ZBMR L TL 72 & Wy,

ARV =bR_X=ADY 7 =F % (1300 V) —X) IZHLTIPuF T R—T/MIT DL,
SensorApp (X7 7 v 2§ 5, CPU @ 99% % iHE LE 9, [BHEERIZ OV TIE, CSCed32093
EHBBLTLIEEN,

IDSM-2 iZr vy o7y 7rEhs EBbiEd, VE— b 77 A 32E I ET (SSH, Telnet,
IDM, A XV b H—=n HE TP ar = BIRIP RS —),
ZoREEX, SWAP O HICEE L CWET, IDSM-2 13 ping IZGE LET, I DN % Mk
THIZE, 414 P—E R Ny 7 ZEALET, FBHIZ OV T, CSCed54146 MR 1L TL
72 a0,

IDSM-2 7 v 7’7 L— RN LIZE#, £hEv 7 =F v % VMS THE L-EHIZ, IDSM-2 28
B L7720, £ O%A. SensorApp 27 77 A NEEKLET, ZOMEEZELET DI
I, 4.1@b) Ny FEEALET,
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o YR—FENBZAL T4 FXal—arBIDSM2I2HDHZ L AR LET,

[ Configuring the Cisco Intrusion Prevention System Sensor Using the Command Line Interface 5.11 ®
['Supported IDSM-2 Configurations] ZZH L T 7Z& WY,

IDSM-2 (2 EFEDORIBEOWTFN AL THARNWI E2HEREL, TN THIEELARVWEIICRZD
e, TmE 21E, SSH £720d Telnet b2 7 A  TERWEAERAAL v FIH LTy a &
W95 2 ENTE WS EiX, IDSM-2 8 ping lZJEET 50 E I e, =R THh v b
LRI A L TEDLMNE Dﬁ)%ﬁ%u LT &N, rTA U TEXAYAIE, cidDump BL =27 77
ANETRFS LT, TAC IZHEAE L T 7ZE0,

FS TN a—T 4 UM switchavw 2 R
IDSM-2 ® s T 7V a—T 4 721X, RO switch 2~ 2 ROMEIZSL B £97,

¢ show module (Cisco Catalyst Y 7 N7 =73 LU CiscolOS V7 h 7 =7)
 show version (Cisco Catalyst ¥ 7 b7 =7 LW CiscolOS ¥ 7 b7 =7)
* show port (Cisco Catalyst ¥ 7 h 7 = 7")

* show trunk (Cisco Catalyst ¥ 7 h U = 7")

e show span (Cisco Catalyst ¥ 7 h 7 =7")

* show security acl (Cisco Catalyst V7 k7 = 7")

 show intrusion-detection module (CiscolOS 7 h7 = 7")

* show monitor (CiscolOS ¥ 7 b7 =7)

* show vlan access-map (CiscolOS V7 F 7 =7")

 show vlan filter (CiscolOS ¥ 7 h7 =7)

AT—HRXLED A 227> TLVS

IDSM-2 DAT—H Z A P —RZNF 712> TWAHBEAIT, BRAZ AN T IDSM-2 2412
HYERBHY ET,

IDSM-2 D AT —H Z&HHIT HI12iE, RO PIEEZFEITLET,

RATFYT1 avy—nizarsLrLET,

ATy T2 IDSM2WRFA T4 THAEZ L ZMRLET,
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Catalyst ¥ 7 F 7 =7 DFE RO X SITATLET,
cat6k> enable
Enter password:
caték> (enable) show module
Mod Slot Ports Module-Type Model Sub Status
1 1 2 1000BaseX Supervisor WS-X6K-SUP1A-2GE yes ok
15 1 1 Multilayer Switch Feature WS-F6K-MSFC no ok
2 2 48 10/100BaseTX Ethernet WS-X6248-RJ-45 no ok
3 3 48 10/100/1000BaseT Ethernet WS-X6548-GE-TX no ok
4 4 16 1000BaseX Ethernet WS-X6516A-GBIC no ok
6 6 8 Intrusion Detection Mod WS-SVC-IDSM2 yes ok
Mod Module-Name Serial-Num
1 SAD041308AN
15 SAD04120BRB
2 SAD03475400
3 SAD073906RC
4 SALO751QYNO
6 SAD062004LV
Mod MAC-Address (es) Hw Fw Sw
1 00-d0-c0-cc-0e-d2 to 00-d0-cO0-cc-0e-d3 3.1 5.3.1 8.4 (1)
00-d0-c0O0-cc-0e-d0 to 00-d0-cO-cc-0e-dl
00-30-71-34-10-00 to 00-30-71-34-13-ff
15 00-30-7b-91-77-b0 to 00-30-7b-91-77-ef 1.4 12.1(23)E2 12.1(23)E2
2 00-30-96-2b-c7-2c to 00-30-96-2b-c7-5b 1.1 4.2(0.24)V 8.4(1)
3 00-0d-29-£f6-01-98 to 00-0d-29-f6-01-c7 5.0 7.2(1) 8.4 (1)
4 00-0e-83-af-15-48 to 00-0e-83-af-15-57 1.0 7.2(1) 8.4 (1)
6 00-e0-b0-ff-3b-80 to 00-e0-b0-ff-3b-87 0.102 7.2(0.67) 5.0(0.30)
Mod Sub-Type Sub-Model Sub-Serial Sub-Hw Sub-Sw
1 L3 Switching Engine WS-F6K-PFC SAD041303G6 1.1
6 IDS 2 accelerator board WS-SVC-IDSUPG 2.0
caték> (enable)
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CiscoIOS YV 7 v =7 DH

catéek#fshow module

Mod Ports Card Type Model Serial No.
1 48 48 port 10/100 mb RJ-45 ethernet WS-X6248-RJ-45 SAD04010128
2 48 48 port 10/100 mb RJ45 WS-X6348-RJ-45 SAL04483QBL
3 48 SFM-capable 48 port 10/100/1000mb RJ45 WS-X6548-GE-TX SAD073906GH
5 8 Intrusion Detection System WS-SVC-IDSM-2 SAD0751059U
6 16 SFM-capable 16 port 1000mb GBIC WS-X6516A-GBIC SALO0740MMYJ
7 2 Supervisor Engine 720 (Active) WS-SUP720-3BXL SAD08320L2T
9 1 1 port 10-Gigabit Ethernet Module WS-X6502-10GE SAD071903BT
11 8 Intrusion Detection System WS-SVC-IDSM2 SAD05380608
13 8 Intrusion Detection System WS-SVC-IDSM-2 SAD072405D8
Mod MAC addresses Hw Fw Sw Status
1 00d0.d328.e2ac to 0040.d328.e2db 1.1 4.2(0.24)VAI 8.5(0.46)R0OC Ok
2 0003.6cl4.eld0 to 0003.6cl4.elff 1.4 5.4(2) 8.5(0.46)ROC Ok
3 000d.29f6.7a80 to 000d.29f6.7aaf 5.0 7.2(1) 8.5(0.46)ROC Ok
5 0003.fead.651la to 0003.fead.6521 4.0 7.2(1) 5.0(1.1) Ok
6 000d.ed23.1658 to 000d.ed23.1667 1.0 7.2(1) 8.5(0.46)ROC Ok
7 0011.21al1.1398 to 0011.21al.139b 4.0 8.1(3) 12.2 (PIKESPE Ok
9 000d.29cl.41bc to 000d.29cl.41bc 1.3 Unknown Unknown PwrDown
11 00e0.b0ff.3340 to 00e0.bOff.3347 0.102 7.2(0.67) 5.0(1.1) Ok
13 0003.feab.c850 to 0003.feab.c857 4.0 7.2(1) 5.0(1) Ok
Mod Sub-Module Model Serial Hw Status
5 IDS 2 accelerator board WS-SVC-IDSUPG 07E91E508A 2.0 Ok
7 Policy Feature Card 3 WS-F6K-PFC3BXL SAD083305A1 1.3 Ok
7 MSFC3 Daughterboard WS-SUP720 SAD083206JX 2.1 Ok
11 IDS 2 accelerator board WS-SVC-IDSUPG 2.0 Ok
13 IDS 2 accelerator board WS-SVC-IDSUPG 0347331976 2.0 Ok

Mod Online Diag Status

Pass
Pass
Pass
Pass
Pass
Pass

< oUW N R

9 Unknown

11 Pass

13 Pass
catek#

A Y

GE) IDSM-2 Z#OTERY T &EIZ, AT —F AN other ZRTOIXIEFEREETT,
IDSM-2 REZWN—F o 2T L TCF L ITA R B T, AT —F AT ok R LET,
IDSM-2 N A>T A N2 Db ETORRM E LTI, &ETSHEATIZE N,

ATFY T3 AT—H AN ok THRWEAIE, TV 2—E2A4 I LET,

router# set module power up module number

Cisco Intrusion Prevention System Device Manager f VX FL—L 3> a—H% 4 F 5.1
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W DpDSM2DFSTLYa2—F12F

AT—HR X LED BF UM IDSM-2 B3A >S54 UITiE 7L

ATvF1

ATFwT2

ATv74

AT9FT5

ATvT6

ATYFT7

AT —B A AL D —BZNF N5 TWABN, IDSM2 WAL T A AR B0 E WS AT,
WRONT TNy a—T 407 b haRLTLIEEN,

e« IDSM2%VUty bLET,

o IDSM-2 AL v FIZHMUNCA VA R— AL ENTWAZ L 2R LET,

o N—KTFT 4RI RTATDARAT—HZANEKMLIEGEIL, 77V r—vay X—=F 43
DA A=V HEFEERLET,

IDSM-2 Z A X —7 /T 5I21%, ROFIEZFEITLET,
ayvy—pizae s A4 LET,

IDSM-2 A 2 —T NN o TCNDB I L AR LET,

router# show module

AT —H AN ok TRWEAIL. IDSM-2 24 2 —7 /L LE T,

router# set module enable module number

IDSM-2 BNENTHA L TA LR BRVERIFE, VY FLTIIEEN,
router# reset module number
IDSM-2 AU T A TR DI TS EERF-> TS IZEW,

IDSM2 NENTH AL TA IR LRWVEERIE, N— R =T AR —TFT 4 VT VAT ANRR
HThDILEMERLTIIZEN,

router# show test module number

port A7 —X A} fail DPA1E, IDSM-2 WAL v FRATLONVERRSNTND Z &2l L
£7,

hdd AT —H& A fail OBEIL, TV r—a sy SN—F 13 a DA A— R BElERRT A 08
NHYET,

FNEIZ DT, [Configuring the Cisco Intrusion Prevention System Sensor Using the Command Line
Interface 5.1] @ TUpgrading, Downgrading, and Installing System Images] #Z M L T 72 X0,

B Cisco Intrusion Prevention System Device Manager 1 ¥R bL—¥ 3> a—H 44 F 5.1
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DSM2 D kS TLva—F4>4 B

IDSM-2 A< R/ayvirO—)L R—rEBETELHL

IDSM-2 2w R/ arv ha—)L RA— K LEBETERVWEAE, a~vr N/ arbha— F"— MR
TE LW VLAN ICEE STV AR WATREMEDN B © £,

IDSM-2 D=2~ K/ a2y ha—)LR— Kk EBETHITIT, ﬁ@ﬂﬂllﬁ%iﬁbi@‘o
RTF9F1 ary—pinrsLrLET,
ATFwFT2 ZoOMOTATANLav L RR— & ping TEDHZ EEMRLET,
7(7_"‘Jj3 IPT }\‘1/1\ -7}7\ j;sJ:Ui‘/f»—F714§£ﬁﬁ§Ebb\lk§5§§§LiTo

router# show configuration

RAFyT4 avrF/arsbe—L R —FBRELWVLANIZEIPNTWAZ 2R LET,

Catalyst ¥ 7 N U7 = 7 DGH

cat6k> (enable) show port 6/8
* = Configured MAC Address

# = 802.1X Authenticated Port Name.

Port Name Status Vlan Duplex Speed Type
s comnected trumk fa1 1000 o8
Port Status ErrDisable Reason Port ErrDisableTimeout Action on Timeout
‘6/8 commected © Enaple No Change
Port Align-Err FCS-Err Xmit-Err Rcv-Err UnderSize

6s o o o o 0

Port Single-Col Multi-Coll Late-Coll Excess-Col Carri-Sen Runts Giants
6 o o o o o o i

6/8 Wed Mar 2 2005, 15:29:49

Idle Detection

caték> (enable)

Cisco Intrusion Prevention System Device Manager f VX FL—L 3> a—H% 4 F 5.1
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AT9FT5

CiscoIOS YV 7 v =7 DH

cat6k#fshow intrusion-detection module 5 management-port state
Intrusion-detection module 5 management-port:

Switchport: Enabled

Administrative Mode: dynamic desirable

Operational Mode: static access

Administrative Trunking Encapsulation: negotiate

Operational Trunking Encapsulation: native

Negotiation of Trunking: On

Access Mode VLAN: 1 (default)

Trunking Native Mode VLAN: 1 (default)

Trunking VLANs Enabled: ALL

Pruning VLANs Enabled: 2-1001

Vlans allowed on trunk:1

Vlans allowed and active in management domain: 1

Vlans in spanning tree forwarding state and not pruned:
1

Access Vlan =1

catek#

avwrRN/ary he—/L R — FBELVY VLAN IZEPIV TR WEETE, IE LV VLAN IZEWT

<TZEW,

FIEZ >\ Tid, [ Configuring the Cisco Intrusion Prevention System Sensor Using the Command Line
Interface 5.1 @ TConfiguring the Catalyst 6500 Series Switch for Command and Control Access to the

IDSM-2] #ZH L T 7EE0,

TCP )ty b A 3—T x4 RADEREE

IDSM-2 IZIZTCP VY b A v F =Tz A (R—F 1) ZHY F9, IDSM-2 (%, B v F R—
MZTCP VtEy hEEETEXRVOT, HHADTCP Uty h A v Z—T = ARATEINTVE

ER

IDSM-2 IZBWTTCP Uy b EOMENEA LZHAIE, ROFIEEZHR L TLIEEW,

o BLUIVLUI R—IBTIZEZR AR —F (1 50O VLAN) ThHHE, TCP Uty b A— M)A

U VLAN IZHFEHET DL OICHETHRLERNH D £9°,

e B VU HR—FMRdotlg hT 7 KR— b (¥/LF VLAN) ThHdHH

H. 20T R—

FETCP Uty b R— MITRTELRAT 47 VLAN ZEFONLERHY, TCP Y v b
A= MNIEFOE T R—=MIEL>T I U 7EHFEINTVND VLAN XTI T 7

Bt STV D BENRH Y £,
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DSM2 D kS TLva—F4>4 B

SYTFIL5—T )% IDSM-2 [ZE#HKT S

SUTN I —TNEIDSM-2 DY T )L oY —)b R— MIEEEGET LA LIITEERA, B
BRI L, AA v TFBIOEV2—NLDORy NU—F LB —T 2 APNARZAINET,

IDSM-2 12 U TV r—T7 Va8 5121, ROTFIREFEITLET,
XFwF1 IDSM-2 T2OD RJ45 R — & RLHOITET,

P R ROHRD IV ICH ) ETLEY 2 LOE T L— b &R TN BS54 AR RI-45
R— N Y TN ary— R—TT,

XFv T2 IDSM2 THUIOR—FIA ML —F =T N2 L THL, WRFP— R R— R NZHr—710D%
5 —F O E R LET,

ATy T3 R — R AR—=FZ2 192008 —, 8 b, NUTF 4 RLICHETELET,

ZNT, IDSM2ICEFER /A4 L TEBHLHI12780 £9,

GE) Fr—oNI vy —ToRimE»rbHTL AUERH LD T, VY TV r—7 )% IDSM-2 (28T 5
DT, AA v F % —IHNTIDSM-2 D FIZEY 2 — A RNRWERETET T,
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W APSSMO ST La—F125

AIPSSM®D SV a—TFa 29
AIPSSM DY 7 NI =7 7T —F%FT 7 F ¥ id, 4200 >V —RADE P —L[E LT, P.C-5D 4200
V=T FIAT U AD RN T TN a—TFT 407 Tl ENTWADELEELD T TNy 22—
FAT LV EEHTEET,
WOETIX, AIPSSM D I TNy a—TF 4 A~y R LET,
AIP SSM D — %Ry 72 b M5 2 HedR 4 5 121E. show module 1 details =~ > R&HH L £,

asa# show module 1 details
Getting details from the Service Module, please wait...
ASA 5500 Series Security Services Module-20

Model: ASA-SSM-20
Hardware version: 0.2

Serial Number: P2B000005D0O
Firmware version: 1.0(10)0
Software version: 5.1(0.1)S153.0
Status: Up

Mgmt IP addr: 10.89.149.219
Mgmt web ports: 443

Mgmt TLS enabled: true

asa#

HINZIZAIPSSM 37 » 7 ¢ LTRENET, AT —H A bown DA L. hw-module module 1
reset 2~ REEHLTCAIPSSMZ )ty h+25Z 0N TEET,

asa# hw-module module 1 reset

The module in slot 1 should be shut down before
resetting it or loss of configuration may occur.
Reset module in slot 1? [confirm]

Reset issued for module in slot 1

asa(config)# show module

Mod Card Type Model Serial No.
0 ASA 5520 Adaptive Security Appliance ASA5520 P2A00000014
1 ASA 5500 Series Security Services Module-10 ASA-SSM-10 P2A0000067U
Mod MAC Address Range Hw Version Fw Version Sw Version
0 000b.fcf8.7bdc to 000b.fcf8.7bed 0.2 1.0(10)0 7.0(1)
1 000b.fcf8.0176 to 000b.fcf8.0176 0.2 1.0(10)0 5.1(0.1)8153.0

Mod Status

0 Up Sys
1 Shutting Down
LR E SRR SRS SRR SRR SRS ESEEE RS EE R R R EEEEEEEEEEEEEEEES]

asa (config) # show module

Mod Card Type Model Serial No.

0 ASA 5520 Adaptive Security Appliance ASA5520 P2A00000014

1 ASA 5500 Series Security Services Module-10 ASA-SSM-10 P2A0000067U
Mod MAC Address Range Hw Version Fw Version Sw Version

0 000b.fcf8.7bdc to 000b.fcf8.7be0d 0.2 1.0(10)0 7.0(1)

1 000b.fcf8.0176 to 000b.fcf8.0176 0.2 1.0(10)0 5.1(0.1)S8153.0
Mod Status

0 Up Sys

1 Up

asa(config) #

Cisco Intrusion Prevention System Device Manager f YR bL— 3> a—H% 4 F 5.1
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APSSM®D FS5TLa—F4>5 M

AIP SSM @D U A1 3 Y CRIBENAE U 72384813, debug module-boot =~ > K% {# f L C AIP SSM Dt
BEFOE N EMRTEET, TFIP — "D IP 7 RLABRIELWIZ & & TFTP — LD 7 7 A
ANRELNWZ & 2R LET, D%, hw-module module 1 recover =~ > RZ#H LT, FEE,
AIPSSM % U BN L&,

asa(config) # hw-module module 1 recover configure

Image URL [tftp://0.0.0.0/]1: tftp://10.89.146.1/IPS-SSM-K9-sys-1.1-a-5.1-0.1.183
Port IP Address [0.0.0.0]: 10.89.150.227

VLAN ID [0]:

Gateway IP Address [0.0.0.0]: 10.89.149.254

asa(config)# debug module-boot

debug module-boot enabled at level 1

asa(config)# hw-module module 1 recover boot

The module in slot 1 will be recovered. This may erase all configuration and all data
on that device and attempt to download a new image for it.

Recover module in slot 1? [confirm]

Recover issued for module in slot 1

asa(config)# Slot-1 140> Cisco Systems ROMMON Version (1.0(10)0) #0: Fri Mar 25
23:02:10 PST 2005

Slot-1 141> Platform ASA-SSM-10

Slot-1 142> GigabitEthernet0/0

Slot-1 143> Link is UP

Slot-1 144> MAC Address: 000b.fcf8.0176

Slot-1 145> ROMMON Variable Settings:

Slot-1 146> ADDRESS=10.89.150.227

Slot-1 147> SERVER=10.89.146.1

Slot-1 148> GATEWAY=10.89.149.254

Slot-1 149> PORT=GigabitEthernet0/0

Slot-1 150> VLAN=untagged

Slot-1 151> IMAGE=IPS-SSM-K9-sys-1.1-a-5.1-0.1.img

Slot-1 152> CONFIG=

Slot-1 153> LINKTIMEOUT=20

Slot-1 154> PKTTIMEOUT=4

Slot-1 155> RETRY=20

Slot-1 156> tftp IPS-SSM-K9-sys-1.1-a-5.1-0.1.img@10.89.146.1 via 10.89.149.254
Slot-1 157> TFTP failure: Packet verify failed after 20 retries

Slot-1 158> Rebooting due to Autoboot error

Slot-1 159> Rebooting....

Slot-1 160> Cisco Systems ROMMON Version (1.0(10)0) #0: Fri Mar 25 23:02:10 PST 2005
Slot-1 161> Platform ASA-SSM-10

Slot-1 162> GigabitEthernet0/0

Slot-1 163> Link is UP

Slot-1 164> MAC Address: 000b.fcf8.0176

Slot-1 165> ROMMON Variable Settings:

Slot-1 166> ADDRESS=10.89.150.227

Slot-1 167> SERVER=10.89.146.1

Slot-1 168> GATEWAY=10.89.149.254

Slot-1 169> PORT=GigabitEthernet0/0

Slot-1 170> VLAN=untagged

Slot-1 171> IMAGE=IPS-SSM-K9-sys-1.1-a-5.1-0.1.img

Slot-1 172> CONFIG=

Slot-1 173> LINKTIMEOUT=20

Slot-1 174> PKTTIMEOUT=4

Slot-1 175> RETRY=20

Slot-1 176> tftp IPS-SSM-K9-sys-1.1-a-5.1-0.1.img@10.89.146.1 via 10.89.149.254
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fRERDUINE

RN A LS AIE, ROCLIa~> REAZ Y P AR LT, BHHRENEL, o —0
RAEZ W CT& £ 77, show tech-support =~ > REfEH LTI XTI P —DIFRENET S Z
EHTENIT., ZOHEIZU R N LT2FOMOfAx Da~y FEEH L TREDIHRAINET S Z &
HLTEET,

ZOHETHRY EF5HEBEIFKRD L BD TT,

o T =N HAKR—MEHR (P.C-56)

o N—Ua R (P.C-59)

o fuEHEE® (P.C-61)

s AVH—TxAADNHR (P.C-71)

o AV MEHR (P.C-72)

e cidDump 227 U 7’k (P.C-76)

e CiscoFTP ¥ A DT 7 ANDT v 7a—RET7 74 (P.C-77)

T = HhIL B R— MER
TARTOE Y —DAT—HABLVPa T 4 Falb—va VR ZRGT 5551, show
tech-support 2~ > RIS HFE T,
ZOEHTHRY EF5HEEIRO LB TY,
o M (P.C-56)
o TU =N YR— MEHROER (P.C-57)
e Tech Support =~ ROH T (P.C-58)

dim

M=

show tech-support =~ > RiX, BV —DRATFT—FZ2ABLPar 74X ab—a UERET T
IWELET, WELIZHERICIT, BIEOa 7 4 Fab—va A=Y 3 UER 3 X0 cidDump
HEHRPEFENET, MR IMBEHEZ LY, REVWARERHY ET, BTV E—F VAT
DTHRECE T, HHEVE— b P AT ACa =T 5 FIHCOWTIE, P.CSTD 77 =
PAR— MEROF ] ZZRLTIEEN,

A

(G£)  Monitoring > Support Information > System Information %22 U v 27 35 Z L2 L > T, IDM »5HH T
A IETE £,

S

(GE)  TAC IZRIWAEZHEIIZ, %3, show tech-support =~ > REFEIT LTI,
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ERowse W

T =h) YR— MEROKRTR
show tech-support [page] [password] [destination-url destination-url] 2~ > RZFEH LT, VAT A
HMABEICER LD, FFED URL ~EELEV 52 N TEES, ZoFRIZ, TAC TH
TINY a—T 4T V=)L LTHERATEET,
WDIRTG A—=2FAT v a v TH,

e page: —EIZ 1 X—UTO FEROMNEERRLET,

RO IAT 2 FRT 2121 Enter F— 2 L, IROX—V DR EFKRT 51214 Space F—%
MLEF,

e password : /XAU— REZDOMOEX 2V T 4 FEREHINFEL T,

e destination-url : ff#% HTML & L C74—~> hL, ZDa~v>r RO®KITH < 585512241
HEofRLET, ZOXF—U—FEEHLZEA. H3mEEICERINET A,

o destination-url : fi#% HTML & LC7 44—~y b T5Z &2 /RLET, URL IL. HHOEE
TEBELET, ZO0OF—U—FE2HHL2WEAE., HEHRSAEmICERINET,

T = AR— MEREETRTHI2IE, ROFIEZFATLET,

‘@—

o

ATFwT1 BHEMNELEST AT FEHEHLTCLLIZE A > LET,

AFw 72 BEEHICHAZERLET,

sensor# show tech-support page

VAT LMEBRN, —EIZ 1 RV T OlAEICERINE T, IRORX—UERERT HITIT Space F—
L, o7 P ~REDHITIE Cr+C F—EF L E T,

ATFYT3 T AN EEET S HIML ERT) 1K, ROFIEEETLET,

a. ROaxry AL, ZORICAN5TEEZ AT LET,

sensor# show tech-support destination-url destination-url

WDFEISA THIBETEET,

o ftp: : FTP * > hU—2 $—3D%E% URL, Z D7 L7 1 7 ADHECIE,
ftp: [[//username@location] /relativeDirectory] /filename F7-0X
ftp: [[//username@location] //absoluteDirectory] /filename <9,

e scp: i SCP Xy hU—2 ¥ —"DFE% URL, ZDF' L7 1 7 ADHETIT,
scp: [ [//username@] location] /relativeDirectory] /filename F7-01X

scp: [ [//username@] location] //absoluteDirectory] /filename VC"?_O

ez 7 A /absolute/reports/sensorlReport.html ~~7 7 =7 )L YR— M E %
9 2121%, WOTFNEEEITLET,

sensor# show tech support dest
ftp://csidsuser@10.2.1.2//absolute/reports/sensorlReport.html

password: 2 7 FRFIREINFET,
b. ZOa—WT7hW T FORRAT—=FEANLET,
Generating report: X /’E’*‘\/ﬁ‘?%ﬂ?éﬂi‘a‘o
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Tech Support A< > FOHA

&iX. show tech-support =~ > KD H I CTJ,

ZOWHDENE, 2w ROEPIOHE, A ¥ —7 A4 A, ARCm 3L cidDump #—E R

B ofma s L TWET,

sensor# show tech-support page

System Status Report
This Report was generated on Fri Feb 21 03:33:52 2003.
Output from show interfaces
Interface Statistics
Total Packets Received = 0
Total Bytes Received = 0
Missed Packet Percentage = 0
Current Bypass Mode = Auto_ off
MAC statistics from interface GigabitEthernet0/1
Media Type = backplane
Missed Packet Percentage = 0
Inline Mode = Unpaired
Pair Status N/A
Link Status Up
Link Speed = Auto 1000
Link Duplex = Auto Full
Total Packets Received = 0
Total Bytes Received = 0
Total Multicast Packets Received = 0
Total Broadcast Packets Received = 0
Total Jumbo Packets Received = 0
Total Undersize Packets Received = 0

Total Receive Errors = 0
Total Receive FIFO Overruns =
Total Packets Transmitted = 0
Total Bytes Transmitted = 0
Total Multicast Packets Transmitted = 0
Total Broadcast Packets Transmitted = 0
Total Jumbo Packets Transmitted = 0
Total Undersize Packets Transmitted = 0
Total Transmit Errors = 0

0

Total Transmit FIFO Overruns = 0

MAC statistics from interface GigabitEthernet0/0
Media Type = TX
Link Status = Up
Link Speed = Auto_100
Link Duplex = Auto Full
Total Packets Received = 2208534
Total Bytes Received = 157390286
Total Multicast Packets Received = 20
Total Receive Errors = 0
Total Receive FIFO Overruns = 0
Total Packets Transmitted = 239437
Total Bytes Transmitted = 107163351
Total Transmit Errors = 0
Total Transmit FIFO Overruns = 0

Output from show statistics networkAccess

Current Configuration
LogAllBlockEventsAndSensors = true
EnableNvramWrite = false
EnableAclLogging = false
AllowSensorBlock = true
BlockMaxEntries = 250
MaxDeviceInterfaces = 250

B Cisco Intrusion Prevention System Device Manager 1 ¥R bL—¥ 3> a—H 44 F 5.1
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M=

~
GH)

ERowse W

State
BlockEnable = true

Output from cidDump

cidbiag

CID Diagnostics Report Fri Feb 21 03:33:54 UTC 2003

5.0(1)

<defaultVersionss>

<defaultVersion aspect="S">

<version>149.0</version>

<date>2005-03-04</date>

</defaultVersions>

</defaultVersions>

1.1 - 5.0(1)S149

Linux version 2.4.26-IDS-smp-bigphys (csaileremcq) (gcc version 2.96 20000731 (R

ed Hat Linux 7.3 2.96-112)) #2 SMP Fri Mar 4 04:11:31 CST 2005
03:33:54 up 21 days, 23:15, 3 users, load average: 0.96, 0.86, 0.78
--MORE- -

Y Y — DR IR R A MEFR I D IZ1E. show version 2~ RIS HET, ZTDOIHET
Y EF2FEEIIROLEBY T,

o MEE (P.C-59)

o N—Va UFHDOER (P.C-59)

show version =~ > FiZ, &+ —D— R EEEFREZLR L, BEEIELEL T DL 5FTE R
FTIENTEET, ROFGHEEMLE T,

« EOTTV =T a YRETH

s TV =T ardOnR=Va v

* TAAIZBIUATY OFHE

s TAUVr—varDT v7 T L— g

Monitoring > Support Information > Diagnostics Report 7 1 » 7925 Z & T, IDM %7213 ASDM
MHFEICHEREINETE T,

N— 3 UEBROERT

show version 2~ > FZHHL T, A1 VA =N ENTVDETRTOFL—FT 4 7 VAT A
Rolr—= V7 =F % Nor—V BLOVATLALETHRB LTS IPS rEADNN—T g
BREFRTTHENTEET, VAT LERKOa 7 4 X2 — 3 E2FRTHICIE. more
current-config =~ > &AL FE T,

NR=Vgrtar7 4 Xal—arx2FrT5203% ROFEEZETLET,

CLIicme 714 LET,

[ oL-8674-01-J

Cisco Intrusion Prevention System Device Manager { VX FL—¥ 32— L4 F51 1



f#EC  FSILLa—F1vY |

N FHRousk

ATFyF2 A=V llRERRLET,

sensor# show version

WOFNZ, TFFAT AL NM-CIDS DX— 5 IO I r LET,
T IFIAT LV ADNN—2a ST

sensor# show version
Application Partition:

Cisco Intrusion Prevention System, Version 5.0(0.29)S135.0

OS Version 2.4.26-IDS-smp-bigphys

Platform: IPS-4255-K9

Serial Number: JAB0815R017

No license present

Sensor up-time is 5 days.

Using 722145280 out of 3974291456 bytes of available memory (18% usage)

system is using 17.3M out of 29.0M bytes of available disk space (59% usage)
application-data is using 36.3M out of 166.8M bytes of available disk space (23%
usage)

boot is using 39.4M out of 68.6M bytes of available disk space (61% usage)

MainApp 2005_Feb 18 03.00 (Release) 2005-02-18T03:13:47-0600 Running
AnalysisEngine 2005_Feb_ 18 03.00 (Release) 2005-02-18T03:13:47-0600 Running
CLI 2005_Feb 18 _03.00 (Release) 2005-02-18T03:13:47-0600

Upgrade History:
IDS-K9-maj-5.0-0.29-891-0.29-.pkg 03:00:00 UTC Mon Feb 16 2004
Recovery Partition Version 1.1 - 5.0(0.29)S91(0.29)

sensor#

NM-CIDS D —2 g oW 7

nm-cids# show version
Application Partition:
Cisco Intrusion Prevention System, Version 5.0(0.27)S129.0

OS Version 2.4.26-IDS-smp-bigphys

Platform: NM-CIDS

Serial Number: JAD06490681

No license present

Sensor up-time is 1 day.

Using 485675008 out of 509448192 bytes of available memory (95% usage)

system is using 17.3M out of 29.0M bytes of available disk space (59% usage)
application-data is using 31.1M out of 166.8M bytes of available disk space (20%
usage)

boot is using 39.5M out of 68.6M bytes of available disk space (61% usage)
application-log is using 529.6M out of 2.8G bytes of available disk space (20% usage)

MainApp 2005_Feb_09_03.00 (Release) 2005-02-09T03:22:27-0600 Running
AnalysisEngine 2005_Feb 09 _03.00 (Release) 2005-02-09T03:22:27-0600 Running
CLI 2005_Feb 09 03.00 (Release) 2005-02-09T03:22:27-0600

Upgrade History:
IDS-K9-maj-5.0-0.27-S91-0.27-.pkg 03:00:00 UTC Thu Feb 05 2004
Recovery Partition Version 1.1 - 5.0(0.27)S91(0.27)

nm-cids#
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(F) —-MorE-— BT IRRRINTEDH, Space F— =L TIROEREZERTRT 50, Crl+C
F—mMLTHIZF YL L, CLL a7 MORY £7°,

RFwT3 ar7 X2l —TaliRERRLET,

~

(3 )  more current-config & 7= |% show configuration =~ > REZFEHTX £,

sensor# more current-config
[

! Version 5.0(0.26)

| Current configuration last modified Wed Feb 16 03:20:54 2005
i

display-serial

service analysis-engine
exit

service authentication
exit

service event-action-rules rulesO
exit

service host

network-settings

host-ip 10.89.147.31/25,10.89.147.126

host-name sensor

access-list 0.0.0.0/0

login-banner-text This message will be displayed on banner login.
exit

time-zone-settings

--MORE- -

GREE
Yo=Y —EZADIREZ T DIT1E, show statistics =~ > RO3MEIZYH £,
ZOHTHRY B 2FHITRO LB TT,

o MEE (P.C-61)
o MEHEHMOER (P.C-62)

M=

show statistics =~ > X, B —DH—E2DREOZF v T gy ML 4, koHEr
WAt LEJ,

o =y

o M ENTMEE
. /]"/\“:/ ]\ ‘H‘—/i‘

o ARV KRARNT
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o KA

« mH—

e Xy NU—I T I ER
o JEHN

e SDEE #—n

T aavaa
e FIUYITILV—R
o ALY —

e Web #h—

(3¥)  Monitoring > Support Information > Statistics % 7 U v 7 35 Z L2 Xk -> T, IDM 226 (A Ul %
IETE LT,

HEHRMORT

show statistics virtual-sensor [clear] =~ > F&fEH] LT, (KA — SOHGEHEREZZRTE LT,
show statistics [analysis-engine | authentication | denied-attackers | event-server | event-store | host |
logger | network-access | notification | sdee-server | transaction-server | transaction-source | web-server]

[clear] =~ RZHHA LT, oV — TV r—ya v ofitERE2ER T £,

GE) clear 7Y g iE, oYy KA, FRERY VU= TIORRA T Y r— g 2
fEHTEERA,

T —OREHERE FRT HI2IE, ROFIEZETLET,

AFwT1 CLIicun A4 LET,
AFw T2 (RIEEVY—OFEEREF R LET,

sensor# show statistics virtual-sensor
Virtual Sensor Statistics
Statistics for Virtual Sensor vso0
Name of current Signature-Definition instance = sig0
Name of current Event-Action-Rules instance = rulesO
List of interfaces monitored by this virtual sensor = fe0O_1
General Statistics for this Virtual Sensor

Number of seconds since a reset of the statistics = 1675

Measure of the level of resource utilization = 0

Total packets processed since reset = 241

Total IP packets processed since reset = 12

Total packets that were not IP processed since reset = 229

Total TCP packets processed since reset = 0

Total UDP packets processed since reset = 0

Total ICMP packets processed since reset = 12

Total packets that were not TCP, UDP, or ICMP processed since reset = 0
Total ARP packets processed since reset = 0

Total ISL encapsulated packets processed since reset = 0

Total 802.1g encapsulated packets processed since reset = 0

Total packets with bad IP checksums processed since reset = 0
Total packets with bad layer 4 checksums processed since reset = 0

Total number of bytes processed since reset = 22513
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The rat
The rat
The ave
Denied Add
Number
Number
Number
Number
Number
Denied Att
The Signat

e of packets per second since reset = 0
e of bytes per second since reset = 13
rage bytes per packet since reset = 93
ress Information

of Active Denied Attackers = 0

of Denied Attackers Inserted = 0

of Denied Attackers Total Hits = 0

ERowse W

of times max-denied-attackers limited creation of new entry = 0

of exec Clear commands during uptime = 0
ackers and hit count for each.
ure Database Statistics.

The Number of each type of node active in the system

Tota

1 nodes active = 0

(can not be reset)

TCP nodes keyed on both IP addresses and both ports = 0
UDP nodes keyed on both IP addresses and both ports = 0

IP n

odes keyed on both IP addresses = 0

The number of each type of node inserted since reset

Tota
TCP
UDP
IP n
The rat
Node
TCP
UDP
IP n

1 nodes inserted = 28

nodes keyed on both IP addresses and both port
nodes keyed on both IP addresses and both port
odes keyed on both IP addresses = 6

s =0
s =0

e of nodes per second for each time since reset

s per second = 0

nodes keyed on both IP addresses and both port
nodes keyed on both IP addresses and both port
odes keyed on both IP addresses per second = 0

1]
o

s per second
s per second = 0

The number of root nodes forced to expire because of memory constraints
TCP nodes keyed on both IP addresses and both ports = 0
eassembly Unit Statistics for this Virtual Sensor

Fragment R
Number
Number
Number
Number
Number
Number
Number
Fragmen
Number
Number
Number
Number
Fragmen
Fragmen
Too man
Number
Too man
Fragmen

TCP Normal
Packets
Packets
Dropped
Dropped
Current
Current
Current
Current
Current
Current

Statistics
Current

TCP
TCP
TCP
TCP
TCP

of fragments currently in FRU = 0

of datagrams currently in FRU = 0

of fragments received since reset = 0

of fragments forwarded since reset = 0

of fragments dropped since last reset = 0
of fragments modified since last reset = 0

of complete datagrams reassembled since last reset = 0

ts hitting too many fragments condition since

of overlapping fragments since last reset = 0

of Datagrams too big since last reset = 0

of overwriting fragments since last reset = 0

of Initial fragment missing since last reset =
ts hitting the max partial dgrams limit since

ts too small since last reset = 0

y fragments per dgram limit since last reset =
of datagram reassembly timeout since last rese
y fragments claiming to be the last since last

ts with bad fragment flags since last reset =
izer stage statistics

Input = 0

Modified = 0

packets from queue = 0

packets due to deny-connection = 0

Streams = 0

Streams Closed = 0

Streams Closing = 0

Streams Embryonic = 0

Streams Established = 0

Streams Denied = 0

for the TCP Stream Reassembly Unit

Statistics for the TCP Stream Reassembly Unit
streams currently in the embryonic state = 0
streams currently in the established state = 0
streams currently in the closing state = 0
streams currently in the system = 0
Packets currently queued for reassembly = 0

last reset = 0

0
last reset

1]
o

0
t =20
reset = 0
0

Cumulative Statistics for the TCP Stream Reassembly Unit since reset
TCP streams that have been tracked since last reset = 0

TCP

streams that had a gap in the sequence jumped

=0

TCP streams that was abandoned due to a gap in the sequence = 0

Cisco Intrusi
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TCP packets that arrived out of sequence order for their stream = 0
TCP packets that arrived out of state order for their stream = 0
The rate of TCP connections tracked per second since reset = 0
SigEvent Preliminary Stage Statistics
Number of Alerts received = 491
Number of Alerts Consumed by AlertInterval = 0
Number of Alerts Consumed by Event Count
Number of FireOnce First Alerts = 6
Number of FireOnce Intermediate Alerts = 480

I
o

Number of Summary First Alerts = 0

Number of Summary Intermediate Alerts = 0
Number of Regular Summary Final Alerts = 0
Number of Global Summary Final Alerts = 0

Number of Alerts Output for further processing = 491
SigEvent Action Override Stage Statistics
Number of Alerts received to Action Override Processor = 0
Number of Alerts where an override was applied = 0
Actions Added
deny-attacker-inline = 0
deny-connection-inline = 0
deny-packet-inline = 0
modify-packet-inline = 0

1]
o

log-attacker-packets
log-pair-packets = 0
log-victim-packets = 0
produce-alert = 0
produce-verbose-alert = 0
request-block-connection = 0
request-block-host = 0
request-snmp-trap = 0
reset-tcp-connection = 0
SigEvent Action Filter Stage Statistics
Number of Alerts received to Action Filter Processor = 0
Number of Alerts where an action was filtered = 0
Number of Filter Line matches = 0
Actions Filtered
deny-attacker-inline = 0
deny-connection-inline = 0
deny-packet-inline = 0
modify-packet-inline = 0

1]
o

log-attacker-packets
log-pair-packets = 0
log-victim-packets = 0
produce-alert = 0
produce-verbose-alert = 0
request-block-connection = 0
request-block-host = 0
request-snmp-trap = 0
reset-tcp-connection = 0
SigEvent Action Handling Stage Statistics.
Number of Alerts received to Action Handling Processor = 491
Number of Alerts where produceAlert was forced = 0
Number of Alerts where produceAlert was off = 0
Actions Performed
deny-attacker-inline = 0
deny-connection-inline = 0
deny-packet-inline = 0
modify-packet-inline = 0
log-attacker-packets

1]
o

log-pair-packets = 0
log-victim-packets = 0
produce-alert = 11
produce-verbose-alert = 0
request-block-connection = 0
request-block-host = 5
request-snmp-trap = 0
reset-tcp-connection = 0

Deny Actions Requested in Promiscuous Mode
deny-packet not performed = 0

Cisco Intrusion Prevention System Device Manager f YR bL— 3> a—H% 4 F 5.1
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deny-connection not performed = 0
deny-attacker not performed = 0
modify-packet not performed = 0
Number of Alerts where deny-connection was forced for deny-packet action = 0
Number of Alerts where deny-packet was forced for non-TCP deny-connection
action = 0
Per-Signature SigEvent count since reset
Sig 2004 = 5
Sig 2156 = 486
sensor#

ATwF3 Gir=r Yo oktiHERE R R LET,

sensor# show statistics analysis-engine
Analysis Engine Statistics
Number of seconds since service started = 1999
Measure of the level of current resource utilization = 0
Measure of the level of maximum resource utilization = 0
The rate of TCP connections tracked per second = 0
The rate of packets per second = 0
The rate of bytes per second = 13
Receiver Statistics
Total number of packets processed since reset = 290
Total number of IP packets processed since reset = 12
Transmitter Statistics
Total number of packets transmitted = 290
Total number of packets denied = 0
Total number of packets reset = 0
Fragment Reassembly Unit Statistics
Number of fragments currently in FRU
Number of datagrams currently in FRU = 0
TCP Stream Reassembly Unit Statistics
TCP streams currently in the embryonic state = 0
TCP streams currently in the established state = 0
TCP streams currently in the closing state = 0
TCP streams currently in the system = 0
TCP Packets currently queued for reassembly = 0
The Signature Database Statistics.
Total nodes active = 0
TCP nodes keyed on both IP addresses and both ports = 0
UDP nodes keyed on both IP addresses and both ports = 0
IP nodes keyed on both IP addresses = 0
Statistics for Signature Events
Number of SigEvents since reset = 491
Statistics for Actions executed on a SigEvent
Number of Alerts written to the IdsEventStore = 11
sensor#

1]
o

AT9 T4 FREOHGHERE R T LET,

sensor# show statistics authentication
General
totalAuthenticationAttempts = 2
failedAuthenticationAttempts = 0
sensor#

ATYFT5 VAT ANTHEA SR BEFOFHERER T LET,

sensor# show statistics denied-attackers
Denied Attackers and hit count for each.
sensor#
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AT9T6 AU P OFEHEREZ FR LET,

sensor# show statistics event-server
General
openSubscriptions = 0
blockedSubscriptions = 0
Subscriptions
sensor#

RAF9TT AU ANTORGEHERER R LET,

sensor# show statistics event-store
Event store statistics
General information about the event store
The current number of open subscriptions = 2
The number of events lost by subscriptions and queries = 0
The number of queries issued = 0
The number of times the event store circular buffer has wrapped = 0
Number of events of each type currently stored
Debug events = 0
Status events = 9904

Log transaction events = 0
Shun request events = 61
Error events, warning = 67

Error events, error = 83
Error events, fatal = 0
Alert events, informational = 60
Alert events, low = 1
Alert events, medium = 60
Alert events, high = 0
sensor#
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AFvF9

RA L OFEEHEHRZ R R LET,

sensor# show statistics host
General Statistics

Last Change To Host Config (UTC) = 16:11:05 Thu Feb 10 2005

Command Control Port Device = FastEthernet0/0
Network Statistics

fe0 0 Link encap:Ethernet HWaddr 00:0B:46:53:06:AA

inet addr:10.89.149.185 Bcast:10.89.149.255

UP BROADCAST RUNNING MULTICAST MTU:1500 Metric:1

ERowse W

Mask:255.255.255.128

RX packets:1001522 errors:0 dropped:0 overruns:0 frame:0
TX packets:469569 errors:0 dropped:0 overruns:0 carrier:0

collisions:0 txgqueuelen:1000

RX bytes:57547021 (54.8 MiB) TX bytes:63832557

(60.8 MiB)

Interrupt:9 Base address:0xf400 Memory:c0000000-c0000038

NTP Statistics

status = Not applicable
Memory Usage

usedBytes = 500592640

freeBytes = 8855552

totalBytes 509448192
Swap Usage

Used Bytes = 77824

Free Bytes = 600649728

Total Bytes = 600727552
CPU Statistics
Usage over last 5 seconds = 0
Usage over last minute = 1
Usage over last 5 minutes =1
Memory Statistics
Memory usage (bytes) = 500498432
Memory free (bytes) = 894976032
Auto Update Statistics
lastDirectoryReadAttempt = N/A
lastDownloadAttempt = N/A
lastInstallAttempt = N/A
nextAttempt = N/A
sensor#

nX 7 7T FY =g COREHEREFR R LET,

sensor# show statistics logger
The number of Log interprocessor FIFO overruns = 0
The number of syslog messages received = 11

The number of <evError> events written to the event store by severity

Fatal Severity = 0
Error Severity = 64
Warning Severity = 35
TOTAL = 99

The number of log messages written to the message log by severity

Fatal Severity = 0
Error Severity 64
Warning Severity = 24
Timing Severity = 311
Debug Severity = 31522
Unknown Severity = 7
TOTAL = 31928

sensor#
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2T w710 ARC OH#FHEREFRLET,

sensor# show statistics network-access
Current Configuration

LogAllBlockEventsAndSensors = true
EnableNvramWrite = false
EnableAclLogging = false
AllowSensorBlock = false
BlockMaxEntries = 11
MaxDeviceInterfaces = 250
NetDevice

Type = PIX

IP = 10.89.150.171

NATAddr = 0.0.0.0

Communications = ssh-3des
NetDevice

Type = PIX

IP = 10.89.150.219

NATAddr = 0.0.0.0

Communications = ssh-des
NetDevice

Type = PIX

IP = 10.89.150.250

NATAddr = 0.0.0.0

Communications = telnet
NetDevice

Type = Cisco

IP = 10.89.150.158

NATAddr = 0.0.0.0

Communications = telnet
BlockInterface
InterfaceName = ethernet0/1

InterfaceDirection = out
InterfacePostBlock = Post_Acl Test
BlockInterface
InterfaceName = ethernet0/1
InterfaceDirection = in
InterfacePreBlock = Pre Acl Test
InterfacePostBlock = Post_Acl Test
NetDevice
Type = CAT6000 VACL
IP = 10.89.150.138
NATAddr = 0.0.0.0
Communications = telnet
BlockInterface
InterfaceName = 502
InterfacePreBlock = Pre Acl Test
BlockInterface
InterfaceName = 507
InterfacePostBlock = Post Acl Test
State
BlockEnable = true
NetDevice
IP = 10.89.150.171
AclSupport = Does not use ACLs
Version = 6.3
State = Active
Firewall-type = PIX
NetDevice
IP = 10.89.150.219
AclSupport = Does not use ACLs
Version = 7.0
State = Active
Firewall-type = ASA
NetDevice
IP = 10.89.150.250
AclSupport = Does not use ACLs
Version = 2.2
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State = Active
Firewall-type =
NetDevice
IP = 10.89.150.158
AclSupport = uses Named ACLs
Version = 12.2
State = Active
NetDevice
IP = 10.89.150.138
AclSupport = Uses VACLs
Version = 8.4
State = Active
BlockedAddr
Host
IP = 22.33.4.5
Vlan =
ActuallIp =
BlockMinutes =
Host
IP = 21.21.12.12
Vlan =
ActuallIp =
BlockMinutes =
Host
IP = 122.122.33.4
Vlan =
Actuallp =
BlockMinutes = 60
MinutesRemaining = 24
Network
IP = 111.22.0.0
Mask = 255.255.0.0
BlockMinutes =

FWSM

sensor#

W7 7Y = a v ORFEHERERRLET,

sensor# show statistics notification

General
Number of
Number of
Number of
Number of

sensor#

SNMP set requests = 0
SNMP get requests = 0
error traps sent
alert traps sent = 0

1]
o

SDEE % — \OffEHEH A £ R LET,

sensor# show statistics sdee-server
General
Open Subscriptions = 0
Blocked Subscriptions = 0
Maximum Available Subscriptions = 5
Maximum Events Per Retrieval = 500
Subscriptions
sensor#

ATFYF13 T v ar = ROFEHERE R R LET,
sensor# show statistics transaction-server
General
totalControlTransactions = 35
failedControlTransactions = 0
sensor#

>
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RTFwT14 VNI ay V—AOKEHEREETRLET,

sensor# show statistics transaction-source
General
totalControlTransactions = 0
failedControlTransactions = 0
sensor#

AFw T 15 Web b —_OHFEHFREZFRLET,

sensor# show statistics web-server

listener-443
number of server session requests handled = 61
number of server session requests rejected = 0
total HTTP requests handled = 35
maximum number of session objects allowed = 40
number of idle allocated session objects 10
number of busy allocated session objects 0

crypto library version = 6.0.3

sensor#

ART9FT16 X7 7Y r—va gl o7 7Y r—ya L OfEHERE 7 V) T3 5I12E RO FIEE FEAT
LET,

sensor# show statistics logger clear
The number of Log interprocessor FIFO overruns = 0
The number of syslog messages received = 141
The number of <evError> events written to the event store by severity
Fatal Severity = 0
Error Severity = 14
Warning Severity = 142
TOTAL = 156
The number of log messages written to the message log by severity
Fatal Severity = 0
Error Severity = 14
Warning Severity = 1
Timing Severity = 0
Debug Severity = 0
Unknown Severity = 28
TOTAL = 43

HRHERARH S, 7V TS E LT,
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ATy T AT HEERRN 7 VT SN2 L 2R LET,

sensor# show statistics logger

The number of Log interprocessor FIFO overruns = 0

The number of syslog messages received = 0

The number of <evErrors> events written to the event store by severity
Fatal Severity = 0
Error Severity = 0
Warning Severity =
TOTAL = 0

The number of log messages written to the message log by severity
Fatal Severity = 0
Error Severity =
Warning Severity
Timing Severity = 0
Debug Severity = 0
Unknown Severity = 0
TOTAL = 0

sensor#

0

N o

0

AHEHRIZTNTONDIED 7,

A= /4 ADER

M=

BEA LV E—T AR, a<wr R/ arvbo— A2 —7 x4 ZETHHEREZNET DT,
show interfaces =~ > RMEIZSEH £,

ZOHETERY EFAFHIIKDO LB T,

o MEE (P.C-71)
o fLH—TxA AR awy ROHSH P.C-72)

show interfaces =~ F&fEH L T, ROEHREFEH T ET,

o AUF =T ABEEL TWVDHHMFIE LTV D )

o Ny IBRFERINTWNDOIMNEINE, EOA U Z—T 2 ATFRIN TN DD

e v NS SensorApp IZE ST RE Yy 7 ENTNDE0E H

o Ny DRy FZORNDIET—RA U F—T = AT Lo THREINTNDE H»
show interfaces =~ > Rif, TRXTOI AT L A X —T7 = ADFFEREETLET, £,
Epoa~sy ReEfHLT, v N/ avybte—)b % —7xA A (show interfaces

command_control_interface_name) . WA 4 —7 = A % (show interfaces interface_name) D%
ENORMEHEREZRTTHI L HTEET,

[ oL-8674-01-J
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A=A R AV FOH N
&i%. show interfaces ==~ > N H 45T,

sensor# show interfaces
Interface Statistics
Total Packets Received =
Total Bytes Received = 0
Missed Packet Percentage = 0
Current Bypass Mode = Auto off
MAC statistics from interface GigabitEthernet0/1
Media Type = backplane
Missed Packet Percentage = 0
Inline Mode = Unpaired
Pair Status = N/A
Link Status = Up
Link Speed = Auto 1000
Link Duplex = Auto_Full
Total Packets Received = 0
Total Bytes Received = 0
Total Multicast Packets Received = 0
Total Broadcast Packets Received = 0
Total Jumbo Packets Received = 0
Total Undersize Packets Received
Total Receive Errors = 0

0

]
o

Total Receive FIFO Overruns = 0
Total Packets Transmitted = 0
Total Bytes Transmitted = 0
Total Multicast Packets Transmitted
Total Broadcast Packets Transmitted = 0
Total Jumbo Packets Transmitted = 0
Total Undersize Packets Transmitted = 0
Total Transmit Errors = 0
Total Transmit FIFO Overruns = 0
MAC statistics from interface GigabitEthernet0/0
Media Type = TX
Link Status = Up
Link Speed = Auto_ 100
Link Duplex = Auto_Full
Total Packets Received = 2211296
Total Bytes Received = 157577635
Total Multicast Packets Received = 20
Total Receive Errors = 0

1]
o

Total Receive FIFO Overruns = 0
Total Packets Transmitted = 239723
Total Bytes Transmitted = 107213390

Total Transmit Errors = 0
Total Transmit FIFO Overruns = 0
sensor#

A4 Ry MER
show events =~ > K% L T, SensorApp (2L » CTERENEZTT— T 7Y r—v 32
Lo ThEREINTET —2FRTEET,
COHETHERY BT 5 FHITKRDO LB TT,
s kU — A (P.CT3)
o W (P.C-73)
o AU FDFERE (P.CT3)
s AU bDZ YT (P.C-T6)
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AR MTIE, RDSODEA TRHY F4,

o evAlert : BARET 77— b

e evError: 7V r—var =T —

e evStatus : IP T 7 Z{ERKH R E, ATF—Z ADEAL

e evLogTransaction : £V — 77U r— a Nl THUBEINIHE TPy a o
Lra—Ff

e evShunRgst : 7' & v 7 FE3R
AR ME, LAY M EEEEINDIETAIN N A RTRITEY £7,

ARV Ba—TRtFXa 74 E=F TARXU MBRFERENLNREDA X2 MY SAARFRE
BERNTTINY2—T 4 7T DEAICIL. show events 2~ 2 R3IZSLH £97, show events =2~
VREHEATDOE, B — ETEDA NS MREREINTDERERT L, AR E N A RN N e
ERE=H Y TMCH D EEHERTEET,

clearevents =< REZfEHL T, A XV M ARTOTRTCOAR 2T YT TEET,
show events =~ RDO/XT A —X | IRDEEBY TT,

sensor# show events

<cr>

alert Display local system alerts.

error Display error events.

hh:mm[:ss] Display start time.

log Display log events.

nac Display NAC shun events.

past Display events starting in the past specified time.
status Display status events.

| Output modifiers.

show events [{[alert [informational] [low] [medium] [high] [include-traits #raits] [exclude-traits #raits]] |
error [warning] [error] [fatal] | log | NAC | status} | [hh:mm:ss [month day [year]] | past hh:mm:ss] 2~ N
EERALT, ARV ARTOA R MERRTEET,

FHRREZI NG . A N FRFTR SN ET, BMBIFZ 2 5E L2V aid, BUERZN S, A~ b
MERINET, AN A TERELROVGAIE, TXTOAXRY PRERRINET,

GX) AR ME, Ctrl+C F—2 L CTEREZ Y BALTHET, 947 74— FELTERINE
‘a‘o
WOFT v a U EASNET,
e alert: 77— haRRLET, WBRNETHTHDLZ L, FRITHERRAALLNTZZ LEZRL
TWDAREED B D RERT /T 4 T 4 HiBALET,
L~L (informational, low, medium, F72/% high) DNBR SN TWRVWEHEEIX, TXTOT
T— b AR IRERINET,
* include-traits : {57 & L= FitE 2 FF>7 7 — h 2R R LET,
Cisco Intrusion Prevention System Device Manager f VX FL—L 3> a—H% 4 F 5.1
| oL-8674-01-J .m



f#EC  FSILLa—F1vY |

N FHRousk

o exclude-traits : 8§ € L= 2 FF>7 7 — 2 ERLEFA,
o traits : 10 L (0~ 15) TRULLERMEY v hONLE,

e error: T — ANV NERRLET, TT— AN ML, =T —FUBIRELZEXITYH—
BRI L s TAERESNET,

e log:a/ ARV INEFERLET, BT A XU NI, T T v arBNGEN, 77—
arDIRENRNSb oL E AR ESNET, TV v a Bk IRE, BLOWEEL
IR BT A IERAE ENTWET,

e NAC:ARC (7mv7) ERELXRLET,

e status : AT —H A AR MEFIRLET,

o past: fEE SN, %%, BEOMICBBINIA Xy FERRLET,

o hh:mm:ss : TR BB HIBEOR, 5. B,

GE) show events =< > RiZ, FEEINT-A XV MO ARRIZZ2 D F TR L £9°, Ctrl+C & — %
LTHRTITHET, A0 bOFFE L FoRIIks LE9,

ARSI ARTDOANRY b EFTRTHI2E, ROFIELFATLET,

AFyT1 CLlicue A LET,

ATy T2 BUEBIHAESN TV AT RTOAL R hEFRRLET,

sensor#@ show events
evError: eventId=1041472274774840147 severity=warning vendor=Cisco
originator:
hostId: sensor2
appName: cidwebserver
appInstanceId: 12075
time: 2003/01/07 04:41:45 2003/01/07 04:41:45 UTC
errorMessage: name=errWarning received fatal alert: certificate unknown

evError: eventId=1041472274774840148 severity=error vendor=Cisco
originator:
hostId: sensor2
appName: cidwebserver
appInstanceId: 351
time: 2003/01/07 04:41:45 2003/01/07 04:41:45 UTC
errorMessage: name=errTransport WebSession::sessionTask(6) TLS connection exce
ption: handshake incomplete.

74— Rif, Ctri+C F—% M+ ETT_RTOA XV MEFRR LT ET,
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ZFwT3 20052 A9 HOFRI10 NS, T ey JHREERLET,

sensor#@ show events NAC 10:00:00 Feb 9 2005
evShunRgst: eventId=1106837332219222281 vendor=Cisco
originator:
deviceName: Sensorl
appName: NetworkAccessControllerApp
appInstance: 654
time: 2005/02/09 10:33:31 2004/08/09 13:13:31
shunInfo:
host: connectionShun=false
srcAddr: 11.0.0.1
destAddr:
srcPort:
destPort:
protocol: numericType=0 other
timeoutMinutes: 40
evAlertRef: hostId=esendHost 123456789012345678

sensor#

ATy T4 20054E2 A 9 AOFRTI0 NS, BHEL LD T—%2 KR LET,

sensor# show events error warning 10:00:00 Feb 9 2005
evError: eventId=1041472274774840197 severity=warning vendor=Cisco
originator:
hostId: sensor
appName: cidwebserver
appInstanceId: 12160
time: 2003/01/07 04:49:25 2003/01/07 04:49:25 UTC
errorMessage: name=errWarning received fatal alert: certificate unknown

ATFYTE ASPEINSDT F—FE2FRLET,

sensor# show events alert past 00:00:45

evIdsAlert: eventId=1109695939102805307 severity=medium vendor=Cisco
originator:
hostId: sensor
appName: sensorApp
appInstanceId: 367
time: 2005/03/02 14:15:59 2005/03/02 14:15:59 UTC
signature: description=Nachi Worm ICMP Echo Request id=2156 version=S54
subsigId: 0
sigDetails: Nachi ICMP
interfaceGroup:
vlan: 0
participants:
attacker:
addr: locality=0UT 10.89.228.202
target:
addr: locality=0UT 10.89.150.185
riskRatingvValue: 70
interface: fe0_1
protocol: icmp

evIdsAlert: eventId=1109695939102805308 severity=medium vendor=Cisco
originator:
--MORE- -
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AF9T6 WEIOMMIHAE TRV FEFRLET,

sensor# show events past 00:00:30
evStatus: eventId=1041526834774829055 vendor=Cisco
originator:
hostId: sensor
appName: mainApp
appInstanceId: 2215
time: 2003/01/08 02:41:00 2003/01/08 02:41:00 UTC
controlTransaction: command=getVersion successful=true
description: Control transaction response.
requestor:
user: cids
application:
hostId: 64.101.182.101
appName: -cidcli
appInstanceId: 2316

evStatus: eventId=1041526834774829056 vendor=Cisco
originator:
hostId: sensor
appName: login (pam unix)
appInstancelId: 2315
time: 2003/01/08 02:41:00 2003/01/08 02:41:00 UTC
syslogMessage:
description: session opened for user cisco by cisco(uid=0)

ARVEDOYT
AR Z T %27 VT T 5HITIE, clearevents 2~ R LET,
ARV N ARTDARY N7 )T 3520, ROFIEEEITLET,

ATy T1 EHEEEEEOT A P EEHLTCLLICeE A LET,

AFyF2 AXRVNANTEIZIUTLET,

sensor# clear events

Warning: Executing this command will remove all events currently stored in the event
store.

Continue with clear? []:

ATFYT3 yes BATILTAR M2 7 UT LET,

cidDump X9 1) 7 k

IDM %7213 CLI ~D T 7 & AMERP R VAL, root & L TR A LT
/ust/cids/idsRoot/bin/cidDump # FE(TTHZ LIC k> T, L5227 U7 | cidDump & ¥ —E X
T EMBIEITTEET, cidDump 7 7 A /L D/IAT
/usr/cids/idsRoot/htdocs/private/cidDump.html T,

cidDump IFKREDTEHEHRZ M VAL T-DDO 27 V7 N CTF, ZofFHIZIE, IPS 7uktx U, =
T T77AN, OSHEWR, T4V 27 b VAR Nobr—UFH BEZ 7 ANRERDHY £7,
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ATvF2
&

ATv74

AT9F5

ERowse W

cidDump 27 U 7 2 FEATT 5121, ROFNAELFATLET,

oY=V —ERTHT M LET,
sub ANL, F—ERTH Tk RAT—RE[HHLTroot (2720 £,
cidDump /usr/cids/idsRoot/bin/cidDump & AJJ L £,

FER & U CTAR S D Jusr/cids/idsRoot/log/cidDump.html 7 7 A /L% 4G L £ 97,

gzip /usr/cids/idsRoot/log/cidDump.html

FIEN A LIZSA. R E LTAERSNS HIML 7 7 1 /L% TAC £721X IPS B EIZXE L
i‘ﬁ—o

FNEIZDWTIE, P.C-77 D [Cisco FTP A FOT7 57 A NDT v Ta—ReT77E2| BB LT
<IEEW,

CiscoFTP YA FD 774 ILDF7yTO—KETFTHER

YA ZXDRKENT 7 A0, 7o& ZIX, cidDump.html, show tech-support =~ > RO ), a7 77
AN E % fip-sj F—NICT v T u— RN TEET,

CiscoFTP A N TTZ 7 ANDT v Fa— RKRLT7 Vv 22 ETT 5120, kOFIELFEITLET,

ZXF w71 anonymous & L T fip-sj.cisco.com (22 7' A > LET,
ATwF2 Jincoming 7T 4 L7 M UICBEILET,
RTF9F3 Ty ANET vy T u—RTHIE, put A~ REHEHALET,
NAFTVEEEXA TEFHLTWAZ 2R LET,
ATFyFa4 ToTu—RENET 7 AMIT 7 EATHITIE, ECSICYHR— Sk x hLTrs AL
E
AF w75  /auto/ftp/incoming 7 4 L7 U ICBEIL£7,
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