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setup
setup IP Telnet Web
1
N
IDS-4215 1PS-4240 IPS-4255

e IDSM-2
Catalyst

cat6k> enable
cat6k> (enable) session module_number

Cisco I0S

router# session slot slot_number processor 1

* NM-CIDS

router# service-module IDS-Sensor slot_number/port_number session

* AIPSSM

asa# session 1

cisco
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Configuring
the Cisco Intrusion Prevention System Sensor Using the Command Line Interface 5.1 Upgrading,
Downgrading, and Installing System Images

TAC Configuring the Cisco
Intrusion Prevention System Sensor Using the Command Line Interface 5.1 Creating the Service
Account

sensor#
setup

System Configuration Dialog

S

System Configuration Dialog

--- System Configuration Dialog ---

At any point you may enter a question mark '?' for help.
User ctrl-c to abort configuration dialog at any prompt.
Default settings are in square brackets '[]'.

Current Configuration:

service host

network-settings

host-ip 10.1.9.201/24,10.1.9.1
host-name sensor
telnet-option disabled
ftp-timeout 300
login-banner-text

exit

time-zone-settings

offset 0
standard-time-zone-name UTC
exit

summertime-option disabled
ntp-option disabled

exit

service web-server

port 443

exit

Current time: Wed May 5 10:25:35 2004

Space

Continue with configuration dialog?[yes]:

[ oL-8674-01-J
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1 Space 1 Enter
5 yes
6
64 H_H H_H
sensor
7 IP
IP IP / XXX XMnY.Y.Y.Y
XXXX X 0 255 32 IP
4 nn
YYYY Y 0 255 32
4
8 Telnet
Telnet disable enable disable
9 Web
Web Web TCP 1 65535 443
)
Web IDM URL
https://Sensor_ip_address:port
https://10.1.9.201:1040
)
Web TLS SSL
80
10 yes
a. Enter Enter
Permit
b. IP
IP IP X.X.X.X/nn
XX XX IP 4
32 X=0 255 nn
10.0.0.0/8 10.0.0.0 IP 10.0.0.0
10.255.255.255 10.1.1.0/24  10.1.1.0 IP 10.1.1.0
10.1.1.255
IP 32
10.1.1.1/32  10.1.1.1
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c b
d. Permit Enter
11 ves
a. NTP yes
NTP IP NTP ID NTP
NTP Configuring the Cisco Intrusion
Prevention System Sensor Using the Command Line Interface 5.1 Configuring the Sensor to Use

an NTP Server as its Time Source

b. yes

N

DST
n
C. recurring date disable
recurring
d. recurring
january february march april may june july august september october november
december
april
e.
first second third fourth fifth last
first
f.
sunday monday tuesday wednesday thursday friday saturday
sunday
g.
02:00:00
~
4 1 2 10 4
2 60

h.
january february march april may june july august september october november
december
october
i.
first second third fourth fifth last
last
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Cisco Intrusion Prevention System Device Manager 51 @1


http://www.cisco.com/univercd/cc/td/doc/product/iaabu/csids/csids12/cliguide/index.htm
http://www.cisco.com/univercd/cc/td/doc/product/iaabu/csids/csids12/cliguide/index.htm

sunday monday tuesday wednesday thursday friday saturday
sunday
k.
. DST
24 [A-Za-20-9()+:,_/-]+$
m.
uTC
0
n. ves
o.
24
p-
0
uTC
12 yes vs0

Current interface configuration
Command control: GigabitEthernet0/1
Unused:

GigabitEthernet2/1
GigabitEthernet2/0
Promiscuous:
GigabitEthernet0/0
Inline:
None
Inline VLAN Pair:
None

13 ves

14 GigabitEthernet0/1

15 yes

Created via setup by user <yourusername>

C. interfacel

d. 2 interface2

Enter

Cisco Intrusion Prevention System Device Manager 5.1
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16 yes VLAN VLAN

VLAN

Available Interfaces:
[1] GigabitEthernet0/0
[2] GigabitEthernet2/0
[3] GigabitEthernet2/1

17 VLAN
VLAN
Inline Vlan Pairs for GigabitEthernet0/0
None
a.
b. VLAN
c. 1 VLAN vlanl
d. 2 VLAN vlan2
e. a d VLAN
Enter
18 yes VLAN
no Enter

[0] Go to the command prompt without saving this config.
[1] Return back to the setup without saving this config.
[2] Save this configuration and exit setup.

19 2

Enter your selection([2]: 2
Configuration Saved.

20 yes

NTP

NTP

a. yyyy-mm-dd

b. hh:mm:ss

Cisco Intrusion Prevention System Device Manager 5.1
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21

sensor# reset
Warning: Executing this command will stop all applications and reboot the node.
Continue with reset? []:

22 vyes

23 X.509 TLS

sensor# show tls fingerprint
MD5: C4:BC:F2:92:C2:E2:4D:EB:92:0F:E4:86:53:6A:C6:01
SHAl: 64:9B:AC:DE:21:62:0C:D3:57:2E:9B:E5:3D:04:8F:A7:FD:CD:6F:27

24
Web
25
p.12-2 Cisco IPS
Readme
1
Configuring the Cisco Intrusion Prevention System Sensor Using the Command Line
Interface 5.1 Logging In to the Sensor

Cisco Intrusion Prevention System Device Manager 5.1
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sensor# show configuration
generating current config:

! Version 5.1(1)
! Current configuration last modified Wed Jun 29 19:18:14 2005

service analysis-engine

virtual-sensor wvsO

physical-interface GigabitEthernet0/0 subinterface-number 0
physical-interface GigabitEthernet2/1

exit

exit

service authentication
exit

service event-action-rules rulesO
exit

service host
network-settings

host-ip 10.89.149.27/25,10.89.149.126
host-name sensor
telnet-option enabled
access-list 10.0.0.0/8
access-1list 64.0.0.0/8
access-1list 171.0.0.0/8
exit

time-zone-settings

offset 0
standard-time-zone-name UTC
exit

exit

service interface

physical-interfaces GigabitEthernet0/0
admin-state enabled

exit

physical-interfaces GigabitEthernet2/0
admin-state enabled

exit

physical-interfaces GigabitEthernet2/1
admin-state enabled

exit

bypass-mode auto
interface-notifications
missed-percentage-threshold 19
notification-interval 36
idle-interface-delay 33

exit

exit

service logger
exit

service network-access
exit

service notification
exit

service signature-definition sig0

signatures 2000 0
alert-severity high

Cisco Intrusion Prevention System Device Manager

[ oL-8674-01-J



status

enabled true

exit

alert-frequency
summary-mode fire-all
exit

exit

exit

signatures 2004 0
alert-severity low
status

enabled true

exit

alert-frequency
summary-mode fire-all
exit

exit

exit

signatures 3201 1
alert-frequency
summary-mode fire-all
exit

exit

exit

signatures 3301 0
status

enabled true

exit

exit

signatures 3401 0
status

enabled true

retired false

exit

engine string-tcp
event-action produce—alert\request—block—host
exit

alert-frequency
summary-mode fire-all
exit

exit

exit

exit

service ssh-known-hosts
exit

service trusted-certificates

trusted-certificates 10.89.149.227:443 certificate MIICJIDCCAYOCCPy71vhtAwyNMAOGC
SAGSIb3DQEBBQUAMFcxCzAJBgNVBAYTA1VTMRwWwGgYDVQQKEXNDaXNjbyBTeXN0ZW1 zLCBIJbmMuMRIWE
AYDVQQLEw1TUOO0tSVBTMTAXF jAUBgNVBAMTDTEwWL jg5LjE00S4yMj cwHhcNMDUwN§ EOMDUwWODA3WhcNM
DcwNjE1IMDUwWODA3W]BXMQswCQYDVQQGEwWJIVUZECMBOGA1UEChMTQ212zY28gU31zdGVtcywgSW5jLjESM
BAGA1UECXMJUINNLU1QUzEWMRYWFAYDVQQDEWOXMC440S4xNDkuMjI3MIGEMAOGCSAGSIb3DQEBAQUAA
4GNADCBiQKBgQCoO0obDUuZOEPUdw63R1t8K1YsymzR/DI9R1cnad/U0gjAQGEfcUh3sG3TXPQewonl fHO+A
nBw8Jxv/ovSB1HI3ujh5k7BrrB2QMv73ESsBDAxLY6S0X/yYANME4zPcPCAORJI6DMQHFj44A+3 tMZWsC
vaod23S10Y0xx7v5puPDYn3IQIDAQABMAOGCSAGSIb3DQEBBQUAAAGBAHEPM7 jawvdfXkYyazgvy3Z0OK
kHVwWHJ 112VvBLo+biULJG95hbTF1gO0+ba3R6nPD3tepgx5zTdOr2onnl1FHWD95I1i+PKAUx]j7vEDBG8atn
obsEBJ11AQDiogskdCs4ax1tB4SbEUSy1ltktKgcwiWEAIpbbNIhzpoRsRICEM3H1OEWN

exit

service web-server

exit
sensor#

N

more current-config

Cisco Intrusion Prevention System Device Manager 5.1
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X.509 TLS

sensor# show tls fingerprint

MD5 :
SHAL:

C4:BC:F2:92:C2:E2:4D:EB:92:0F:E4:86:53:6A:C6:01
64:9B:AC:DE:21:62:0C:D3:57:2E:9B:E5:3D:04:8F:A7:FD:CD:6F:27

Web

Cisco Intrusion Prevention System Device Manager
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H DM

IDM

IDM

. P.1-16
. P.1-16
. P.1-16
e IDM P.1-16
e IDM Cookie P.1-17
e IDM P.1-18

CLI IDS-4210 1DS-4215

NM-CIDS CLlI 3

10
IDM 5.0 setup IDM

P.1-6
IDM
IDM
1 Web IP
https://sensor_ip address
S
IDM
S
https://10.1.9.201
Web IDM
URL
https://sensor_ip address:port https://10.1.9.201:1040

Cisco Intrusion Prevention System Device Manager 5.1
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IDM | |

Security Alert IDM
p.1-18 IDM

2 Enter Network Password OK

N

cisco
P.1-6

Cisco IDM 5.0 Information IDM
IDM

Memory Warning
Your current Java memory heap size i1s less than 256 MB. You must increase the Java

memory heap size before launching IDM. Click Help for information on changing the Java
memory heap size.

3 Help Java

4 Java

5

6 IP IDM

7 Password Needed - Networking Yes
Warning

There is no license key installed on the sensor. To install a new license, go to
Configuration > Licensing.

P.1-23

Status

Please wait while the IDM is loading the current configuration from the Sensor.

IDM
IDM Cookie
IDM  Cookie IDM
Cookie Cookie Cookie

Cookie Cookie
IDM Java

Cisco Intrusion Prevention System Device Manager 5.1
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H DM

IDM
IDM
. P.1-18
e Internet Explorer CA P.1-19
e Netscape CA P.1-21
e Mozilla CA p.1-22
IPS5.1 IDM VMS Web
Web
Web TLS
TLS SSL Web https://ip_address
URL Web TLS SSL
Web IDM CA
Y
IDM TLS SSL TLS SSL
TLS
3
1.
Web CA
CA
2.
Validity
2
3. URL
URL 3
IDM Web
CA CA

Cisco Intrusion Prevention System Device Manager 5.1
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IDM

3
J Web
. Web CA
Web
Web IDM
Internet Explorer Netscape Mozilla
Internet Explorer CA
Internet Explorer
1 Web IP IDM

https://sensor_ ip address

Security Alert

2 View Certificate

Certificate Information

3 Details
4 Thumbprint
S
Certificate
5
. Telnet
e SSH

Cisco Intrusion Prevention System Device Manager
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H DM

6 TLS

sensor# show tls fingerprint
MD5: C4:BC:F2:92:C2:E2:4D:EB:92:0F:E4:86:53:6A:C6:01
SHAl: 64:9B:AC:DE:21:62:0C:D3:57:2E:9B:E5:3D:04:8F:A7:FD:CD:6F:27

7 SHA1l

IP
IP
8 General
9 Install Certificate
Certificate Import Wizard
10 Next
Certificate Store
11 Place all certificates in the following store Browse
Select Certificate Store
12 Trusted Root Certification Authorities OK

13 Next Finish

Security Warning

14 Yes OK
15 OK Certificate
16 Yes IDM

Cisco Intrusion Prevention System Device Manager 5.1
m. 0L-8674-01-J |



IDM | |

Netscape CA

Netscape

1 Web IP IDM

https://sensor_ip address

New Site Certificate

2 Next More Info
View A Certificate

3
. Telnet
e SSH

4 TLS

sensor# show tls fingerprint
MD5: C4:BC:F2:92:C2:E2:4D:EB:92:0F:E4:86:53:6A:C6:01
SHAl: 64:9B:AC:DE:21:62:0C:D3:57:2E:9B:E5:3D:04:8F:A7:FD:CD:6F:27

5 MD5 View A Certificate

IP
IP
6 OK View A Certificate
7 Next Accept this certificate forever (until it expires)
8 Next 2 Finish

Cisco Intrusion Prevention System Device Manager 5.1
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H DM

Mozilla CA
Mozilla
1 Web IP IDM
https://sensor_ip_address
Website Certified by an Unknown Authority
2 Examine Certificate

Certificate Viewer

3

.

.

J Telnet

e SSH
4 TLS

sensor# show tls fingerprint

MD5: C4:BC:F2:92:C2:E2:4D:EB:92:0F:E4:86:53:6A:C6:01

SHAl: 64:9B:AC:DE:21:62:0C:D3:57:2E:9B:E5:3D:04:8F:A7:FD:CD:6F:27
5 MD5 Certificate Viewer General

IP
IP
6 Close Certificate Viewer
7 Accept this certificate permanently OK
8 Prompt
9 Yes

Cisco Intrusion Prevention System Device Manager 5.1
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. P.1-23
e IPS P.1-24
. P.1-25
. P.1-25
. P.1-26
IPS
P.1-24 IPS
60
Cisco.com
http://www.cisco.com/go/license IPS Signature Subscription Service
P.1-26
IPS IDM IPS
Configuration > Licensing CLI  show version
IDM  Licensing IDM
trial invalid
expired
IDM
CLI

***L,ICENSE NOTICE***

There is no license key installed on the system.

The system will continue to operate with the currently installed
signature set. A valid license must be obtained in order to apply
signature updates. Please go to http://www.cisco.com/go/license
to obtain a new license or install a license.

Cisco Intrusion Prevention System Device Manager 5.1
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IPS

IPS
IPS Cisco Services for IPS

Cisco Services for IPS
1 2

IPS Cisco Services for IPS

o IDS-4215
o IPS-4240
o 1PS-4255
¢ IDSM-2
s NM-CIDS

ASA IPS ASA SMARTNNet

N

SMARTnet Cisco.com TAC
NBD

¢ ASA5510-K8

¢ ASA5510-DC-K8

* ASA5510-SEC-BUN-K9
e ASA5520-K8

¢ ASA5520-DC-K8

¢ ASA5520-BUN-K9

e ASA5540-K8

* ASA5540-DC-K8

¢ ASA5540-BUN-K9

AIP SSM ASA
AIP SSM ASA Cisco Services for IPS

N

Cisco Services for IPS IPS
Cisco.com TAC NBD

e ASA5510-AlIP10-K9
e ASA5520-AlIP10-K9
e ASA5520-AlP20-K9
e ASA5540-AlP20-K9
¢ ASA-SSM-AIP-10-K9
¢ ASA-SSM-AIP-20-K9
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ASA-5510 IPS ASA-SSM-AIP-10-K9

Cisco Services for IPS

Cisco Services for IPS

P.1-26
RMA

Licensing
Licensing
e Current License

License Status

Expiration Date

Serial Number
e Update License

Cisco Connection Online Cisco.com

License File

Local File Path
e Download IDM

Download

e Browse Local
e Update License

Cisco Intrusion Prevention System Device Manager
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1 IDM

2 Configuration > Licensing

Licensing
Download
3
¢ Cisco.com Cisco Connection Online
IDM Cisco.com
4
o License File
www.cisco.com/go/license
IDM
Cisco.com
7
4 Update License
Licensing
5 Yes
Status Cisco.com Information
6 OK

7 www.cisco.com/go/license

IPS

9 IDM

10 IDM

Cisco Intrusion Prevention System Device Manager 5.1
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11 Configuration > Licensing
12 Update License Update From: License File

13 Local File Path

Select License File Path
14 Open

15 Update License

Cisco Intrusion Prevention System Device Manager

Browse Local
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setup
setup IP

Telnet

Web

Configuration >Sensor Setup in IDM
P.1-6

Sensor Setup

d p.2-2
. P.2-5
¢ SSH P.2-8

i p.2-17

. p.2-21

i pP.2-28

Cisco Intrusion Prevention System Device Manager
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. p.2-2

. P.2-2
. p.2-3

Network

N

P.2-2

setup
Network

Network

Network

e Hostname

sensor

e |P Address IP
10.1.9.201

e Network Mask IP
255.255.255.0

e Default Route
10.1.9.1

e FTP Timeout FTP

1 86400
e Web Server Settings Web
Enable TLS/SSL  Web

NA-Za-20-9_/-]+$

TLS

64

FTP

300

SSL

5.1

l_ Cisco Intrusion Prevention System Device Manager
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TLS SSL
Web server port Web TCP
443 HTTPS 1 65535

¢ Remote Access

Enable Telnet Telnet

S

Telnet
* Apply
* Reset
1 IDM

2 Configuration > Sensor Setup > Network

Network
3 Hostname
4 IP IP Address
5 Network Mask
6 Default Route
7 FTP FTP Timeout
8 TLS/SSL Enable TLS/SSL
Y
TLS/SSL
S
TLS SSL Web Web
TLS/SSL https://sensor_ip_address IDM
TLS/SSL http://sensor_ip_address: port_number
IDM

Cisco Intrusion Prevention System Device Manager 5.1
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9 Web Web Server Port

Web IDM URL
https://Sensor_ip_address:port_number
https://10.1.9.201:1040

10 Enable Telnet

N

Telnet
SSH

Je

Reset

11 Apply

Cisco Intrusion Prevention System Device Manager 5.1
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| |
. P.2-5
o P.2-5
o P.2-5
o P.2-6
Allowed Hosts
Y
setup Allowed
Hosts Allowed Hosts
Y
ASDM IDM IDS MC IDS Security Monitor
IP
e Allowed Hosts P.2-6
e Add and Edit Allowed Host P.2-6

Cisco Intrusion Prevention System Device Manager
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Allowed Hosts
Allowed Hosts

e |P Address IP
¢ Network Mask IP

e Add Add Allowed Host

e Edit Edit Allowed Host

e Delete

* Apply
e Reset

Add and Edit Allowed Host
Add and Edit Allowed Host

e |P Address IP
¢ Network Mask IP

e OK
e Cancel

e Help

1 IDM

2 Configuration > Sensor Setup > Allowed Hosts
Allowed Hosts

3 Add

Add Allowed Hosts
512

Cisco Intrusion Prevention System Device Manager 5.1
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4 IP Address IP

IP

5 Network Mask

IDM IP

Network Mask is not valid

IP
6 OK
Allowed Hosts
7 Edit
Edit Allowed Host
8 IP Address IP

9 Network Mask

10 OK

Allowed Hosts

11

Delete

Allowed Hosts

Reset

12 Apply

[ oL-8674-01-J
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W ssH

SSH

SSH

SSH
SSH

SSH 1

e Password
o RSA

e X X11

. P.2-8
. P.2-12
. P.2-19

. P.2-8

. P.2-9
. P.2-9

. p.2-8

Authorized Keys RSA SSH
Authorized Keys
SSH

SSH
RSA
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SSH
RSA
Key Modulus Length Public Exponent Public Modulus
Authorized Keys
Delivery Failed
e Authorized Keys P.2-9
e Add and Edit Authorized Key P.2-10
Authorized Keys
Authorized Keys
e ID 1 256
ID 256

e Modulus Length 511 2048
e Public Exponent RSA

3 2147483647
e Public Modulus RSA

1 2048 @2n )< <27 ( +1))

e Add Add Authorized Key

e Edit Edit Authorized Key

e Delete

* Apply
e Reset

Cisco Intrusion Prevention System Device Manager 5.1
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W ssH

Add and Edit Authorized Key

Add and Edit Authorized Key

e ID
ID

e Modulus Length

e Public Exponent RSA
3 2147483647
e Public Modulus RSA
1 2048

e Cancel

e Help

256
256

511 2048

@n )< <@n(

IDM

Configuration > Sensor Setup > SSH > Authorized Keys

Authorized Keys
Add

Add Authorized Key
50 SSH

ID

Modulus Length

RSA

+1))

RSA

5.1

l_ Cisco Intrusion Prevention System Device Manager
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SSH

6 Public Exponent

RSA

2147483647
7 Public Modulus

@n )< <27 ( +1))
RSA
Reset

8 OK

Authorized Keys
9 Edit

Edit Authorized Key
10 Modulus Length Public Exponent Public Modulus

ID

11 OK

Authorized Keys
12 Delete

Authorized Keys
Reset
13 Apply
Cisco Intrusion Prevention System Device Manager 5.1
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W ssH

. p.2-12

. p.2-12
. p.2-12

. p.2-13

Known Host Keys
SSH SCP
Known Host Keys
Add Known
Host Keys Retrieve Host Key

e Known Host Keys P.2-12
Add and Edit Known Host Key P.2-13

Known Host Keys

Known Host Keys

e IP Address IP
e Modulus Length 511 2048

e Public Exponent RSA
3 2147483647
e Public Modulus RSA
1 2048 @» )< <27 ( +1)

Cisco Intrusion Prevention System Device Manager 5.1
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e Add Add Known Host Key

e Edit Edit Known Host Key

e Delete

* Apply
e Reset

Add and Edit Known Host Key
Add and Edit Known Host Key

e IP Address IP
e Modulus Length 511 2048

e Public Exponent RSA
3 2147483647
e Public Modulus RSA
1 2048 @~

¢ Retrieve Host Key IDM IP

IDM
Add IP
e OK
e Cancel
e Help
1 IDM

2 Configuration > Sensor Setup > SSH > Known Host Keys

Known Host Keys

3 Add

Add Known Host Key

4 IP Address IP

Cisco Intrusion Prevention System Device Manager

5.1

SSH

+1))

Add Known Host Key
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W ssH

5 Retrieve Host Key

Device Manager 3 IP
8 5
IP
6 Modulus Length
RSA

7 Public Exponent

RSA
8 Public Modulus

@n )< <@"( +1)
RSA
Reset

9 OK

Known Host Keys
10 Edit

Edit Authorized Key
11 Modulus Length Public Exponent Public Modulus

ID

12 OK

Known Host Keys
13 Delete

Known Host Keys
5.1

l_ Cisco Intrusion Prevention System Device Manager
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SSH ||
Reset
14 Apply
SSH
SSH
o p.2-15
. p.2-15
. p.2-15
. SSH P.2-15
SSH ID
SSH SSH Sensor
Key Generate Key
SSH
Sensor Key SSH Generate Key
SSH
SSH
SSH
1 IDM
2 Configuration > Sensor Setup > SSH > Sensor Key
Sensor Key
Cisco Intrusion Prevention System Device Manager 5.1
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W ssH

SSH

3 SSH Generate Key

Generating a new SSH host key requires you to update the known hosts tables on remote
systems with the new key so that future connections succeed. Do you want to continue?

Cisco Intrusion Prevention System Device Manager 5.1
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| |
P.1-18 IDM
. p.2-17
o P.2-19
. p.2-17
o p.2-17
o p.2-17
. p.2-18
Trusted Hosts
TLS SSL
Trusted Hosts IP
IDM
e Trusted Hosts p.2-17
e Add Trusted Host p.2-18
Trusted Hosts
Trusted Hosts
e |P Address IP
e MD5 Message Digest5
MD5 128

Cisco Intrusion Prevention System Device Manager
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e SHAL Secure Hash Algorithm
SHA1

e Add Add Trusted Host

e View View Trusted Host

e Delete

* Apply

e Reset

Add Trusted Host
Add Trusted Host

IP Address IP
e Port

e OK
e Cancel

e Help

1 IDM

2 Configuration > Sensor Setup > Certificate > Trusted Hosts

Trusted Hosts

3 Add

Add Trusted Host

4 1P Address IP
5 443 Port
6 OK

IDM 3 IP

Trusted Hosts

Cisco Intrusion Prevention System Device Manager 5.1
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IDM

Communicating with the sensor, please wait ...

The new host was added successfully.

7
7
8
8 View
View Trusted Host
9 OK
10 Delete
Trusted Hosts
Reset
11 Apply
. P.2-19
. P.2-20
o P.2-20
. P.2-20
Server Certificate X.509
X.509
Generate Certificate
IP IP

Cisco Intrusion Prevention System Device Manager
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Server Certificate X.509 Generate Certificate
X.509

X.509

1 IDM

2 Configuration > Sensor Setup > Certificate > Server Certificate

Server Certificate

X.509

3 X.509 Generate Certificate

Generating a new server certificate requires you to verify the new fingerprint the

next time you connect or when you add the sensor as a trusted host. Do you want to
continue?

Web

Cisco Intrusion Prevention System Device Manager 5.1
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. p.2-21
J p.2-21
J p.2-23
J p.2-23
J P.2-25
J p.2-27
Time DST
NTP
S
NTP
Coordinated
Universal Time UTC;
P.1-6
clock set
Configuring the Cisco Intrusion Prevention System Sensor Using the Command
Line Interface 5.1 Manually Setting the System Clock
NTP
NTP Configuring
the Cisco Intrusion Prevention System Sensor Using the Command Line Interface 5.1
Configuring a Cisco Router to be an NTP Server NTP IP
NTP ID NTP NTP
CLI IDM ASDM NTP
Y
NTP
e |IDSM-2
IDSM-2
N
uTC IDSM-2
IDSM-2
Cisco Intrusion Prevention System Device Manager 5.1
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IDSM-2 uTC
IDSM-2
IDSM2
NTP
IDSM-2 NTP Configuring
the Cisco Intrusion Prevention System Sensor Using the Command Line Interface 5.1
Configuring a Cisco Router to be an NTP Server NTP IP
NTP ID NTP NTP IDSM-2
CLI IDM ASDM NTP
Y
NTP
¢ NM-CIDS
NM-CIDS
N
uTC NM-CIDS
NM-CIDS
NM-CIDS uTC
NM-CIDS
NM-CIDS
NTP
NM-CIDS NTP Cisco
Configuring the Cisco Intrusion Prevention System Sensor Using the
Command Line Interface 5.1 Configuring a Cisco Router to be an NTP Server
NTP IP NTP ID NTP
NM-CIDS NTP CLI IDM ASDM
NTP
A Y
NTP
e AIPSSM
AIP SSM ASA
Y
uTC ASA  AIP SSM
ASA  AIP SSM
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||
ASA  AIP SSM uTC
AIP SSM  ASA
AIP SSM
NTP
AIP SSM NTP Cisco
Configuring the Cisco Intrusion Prevention System Sensor Using the
Command Line Interface 5.1 Configuring a Cisco Router to be an NTP Server
NTP IP NTP ID NTP
AIP SSM  NTP CLI IDM ASDM
NTP
Y
NTP
e Time p.2-23
e Configure Summertime P.2-24

Time
Time
e Sensor Local Date
1970 1 1
e Sensor Local Time hh:mm:ss
00:00:00
N
NTP
Cisco Intrusion Prevention System Device Manager 5.1
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Standard Time Zone

Zone Name
uTC 37
24
NA-Za-z0-9()+:, /-]+$
UTC Offset
0
NTP Server

IP Address NTP

Key NTP MD5
Key ID NTP
ID
Summertime
Enable Summertime

Configure Summertime

Configure Summertime

Apply

Time NTP

Apply

Reset
Apply Time to Sensor
Apply Time to Sensor

Configure Summertime

Configure Summertime

Summer Zone Name

uTC 37
24
Offset
60
Start Time
hh:mm
End Time
hh:mm

Cisco Intrusion Prevention System Device Manager

uTC
NTP
NTP IP
ID 1 65535
Configure Summertime
Enable Summertime
Apply Time

Apply Time to Sensor

NA-Za-20-9()+:,_/-]+$

5.1
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e Summertime Duration

Recurring
Date
Start

End

e OK
e Cancel

e Help

recurring

nonrecurring

IDM

2 Configuration > Sensor Setup > Time

Time

3 Date

4 Time

hh:mm:ss

Refresh

p.2-27

NTP

5 Standard Time Zone

a. Zone Name

b. UTC Offset

Cisco Intrusion Prevention System Device Manager

UTC
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6 NTP NTP Server
a. IP Address NTP IP
b. Key NTP
c. KeylID NTP ID

A

NTP NTP CLI
clock set

7 Summertime  Enable Summertime
8 Configure Summertime
Configure Summertime

9 Summer Zone Name

10

11 Start Time

12 End Time
13 Summertime Duration recurring
date
a. Recurring
4 1 10
b. Date
1 1
14 OK
Reset

15 Apply
16 1 2 Apply Time to Sensor

Cisco Intrusion Prevention System Device Manager 5.1
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uTC
8:00 a.m. 8:00 p.m.
8:04 p.m. 20:04:37 CDT uTC
01:04:37UTC 1 9:00 a.m. 21:00:23 CDT
9:00 a.m. 09:01:33 CDT
uTC uTC 14:01:33 UTC

clear events
clear events

Configuring the Cisco Intrusion Prevention System Sensor Using the Command Line Interface

5.1 Clearing Events from the Event Store

Cisco Intrusion Prevention System Device Manager
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. P.2-28
. P.2-29
. P.2-29
. P.2-30
IDM
1
4

SSH

. 1 1
IDM CLI bash
)
CLlI
1
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UNAUTHORIZED ACCESS TO THIS NETWORK DEVICE IS PROHIBITED.
This account is intended to be used for support and
troubleshooting purposes only. Unauthorized modifications
are not supported and will require this device to be

re-imaged to guarantee proper operation.
IR R R RS SR SRS RS RS SR SRS RS EE R RS SR EEEEEEEEESEREEEESEREREEESESSE]

Users P.2-29
Add and Edit User

P.2-30

Users
Users
e Username
1 64 [A-Za-z0-9()+:, /-]+$
¢ Role
Administrator Operator Service Viewer Viewer
e Status active expired locked
e Add Add User
e Edit Edit User
e Delete
* Apply
* Reset
Cisco Intrusion Prevention System Device Manager 5.1
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Add and Edit User
Add and Edit User

e Username

1 64 [A-Za-z0-9()+:,_/-]+$
e User Role

Administrator Operator Service Viewer Viewer
e Password

6

e Confirm Password

e Change the password to access the sensor
Edit

e OK
e Cancel
e Help

1 IDM

2 Configuration > Sensor Setup > Users

Users

3 Add

Add User

4 Username

5 User Role

6 Password

7 Confirm Password

Cisco Intrusion Prevention System Device Manager 5.1
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Users

9 Edit

Edit User

10 Change the password to access the sensor

11 User Role Password
12 OK
Users
13 Delete
User

Reset

14 Apply

Cisco Intrusion Prevention System Device Manager
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p.3-2
P.3-3
p.3-3
VLAN P.3-4
P.3-5
p.3-7
P.3-9
P.3-10
p.3-14
VLAN p.3-17
p.3-21
p.3-23
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VLAN
VLAN VLAN VLAN
VLAN
Y
VLAN on-a-stick
VLAN 3
none
J VLAN
VLAN
J 2
IP
p.3-3
p.3-3 p.3-4
VLAN
VLAN
P.4-3
SensorApp
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||
L]
[ ]
L]
IPS
IPS
IPS
IPS
ACL
IPS
IPS
4
3 7
2
2
Y
ASA SSM 1
Cisco Intrusion Prevention System Device Manager 5.1
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[ | VLAN

VLAN
VLAN inline on a stick
VLAN
VLAN VLAN NM-CIDS AIP SSM 10 AIP SSM
20 IPS5.1
VLAN
802.1q VLAN
VLAN VLAN

VLAN
IPS

255 VLAN

802.1q VLAN ID VLAN ID

VLAN VLAN

Cisco Intrusion Prevention System Device Manager 5.1
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3-1
31
PCI
IDS-4210 —
IDS-4215 —
IDS-4215 4FE FastEthernet0/1 1/0<->1/1 FastEthernet0/0
4FE 1/0<->1/2
FastEthernetS/0* 1/0<->1/3
FastEthernetS/1 1/1<->1/2
FastEthernetS/2 1/1<->1/3
FastEthernetS/3 1/2<->1/3
0/1<->1/0
0/1<->1/1
0/1<->1/2
0/1<->1/3
IDS-4235 —
IDS-4235 4FE 4FE 1/0<->1/1 GigabitEthernet0/0
FastEthernetS/0 1/0<->1/2 GigabitEthernet0/1
FastEthernetS/1 1/0<->1/3
FastEthernetS/2 1/1<->1/2
FastEthernetS/3 1/1<->1/3
1/2<->1/3
IDS-4235 TX (GE) TX +TXPCI |0/0<->1/0 GigabitEthernet0/1
GigabitEthernet0/0 + 0/0<->2/0
GigabitEthernet1/0
GigabitEthernet2/0
IDS-4250 —
IDS-4250 4FE 4FE 1/0<->1/1 GigabitEthernet0/0
FastEthernetS/0 1/0<->1/2 GigabitEthernet0/1
FastEthernetS/1 1/0<->1/3
FastEthernetS/2 1/1<->1/2
FastEthernetS/3 1/1<->1/3
1/2<->1/3
1DS-4250 TX (GE) TX +TXPCI |0/0<->1/0 GigabitEthernet0/1
GigabitEthernet0/0 + 0/0<->2/0
GigabitEthernet1/0
GigabitEthernet2/0
IDS-4250 SX
1DS-4250 SX + SX 2SX 1/0<->2/0 GigabitEthernet0/0

GigabitEthernet1/0
GigabitEthernet2/0

GigabitEthernet0/1

Cisco Intrusion Prevention System Device Manager
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3-1
PCI
IDS-4250 XL XL GigabitEthernet2/0 2 |2/0<->2/1 GigabitEthernet0/0
SX GigabitEthernet0/1
GigabitEthernet2/1
IDSM-2 — 7 8 0/7<->0/8 GigabitEthernet0/2
GigabitEthernet0/7
GigabitEthernet0/8
IPS-4240 — 4 GE 0/0<->0/1 Management0/0
GigabitEthernet0/0 0/0<->0/2
GigabitEthernet0/1 0/0<->0/3
GigabitEthernet0/2 0/1<->0/2
GigabitEthernet0/3 0/1<->0/3
0/2<->0/3
IPS-4255 — 4 GE 0/0<->0/1 Management0/0
GigabitEthernet0/0 0/0<->0/2
GigabitEthernet0/1 0/0<->0/3
GigabitEthernet0/2 0/1<->0/2
GigabitEthernet0/3 0/1<->0/3
0/2<->0/3
NM-CIDS —
AIP SSM 10 — GigabitEthernet0/1 GigabitEthernet0/0
AIP SSM 20 — GigabitEthernet0/1 GigabitEthernet0/0
1. 4FE S 1

5.1
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i IDSM-2 NM-CIDS AIP SSM 10 AIP SSM 20  1PS-4240 IPS-4255

NM-CIDS
RBCP

Linux ifconfig
RBCP

. TCP
TCP
TCP

TCP
none

TCP
TCP
i VLAN VLAN

i VLAN 1 255
VLAN

. TCP

. TCP

. TCP TCP

Cisco Intrusion Prevention System Device Manager 5.1
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)
IDSM-2
TCP System0/1
e VLAN
. VLAN 1 VLAN
VLAN
VLAN
none

. FastEthernet 10 Mbps 100 Mbps
. IDS-4250 1000-SX XL

1000 Mbps
. IDS-4235 IDS-4250 1000-TX

10 Mbps 100 Mbps 1000 Mbps

. 1000 Mbps

Cisco Intrusion Prevention System Device Manager 5.1
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Summary

. P.3-9

. P.3-9

Summary

VLAN

P.3-9

VLAN

Summary

e Name

e Details

e Description

e Assigned Virtual Sensor

FastEthernet

Cisco Intrusion Prevention System Device Manager

GigabitEthernet

VLAN

vsO

[ oL-8674-01-J



[ |
. P.3-10
e TCP P.3-10
o P.3-11
. P.3-11
o P.3-13
Interfaces
Interfaces
setup
vsO
Interfaces vsO
Edit Virtual Sensor Configuration > Analysis Engine > Virtual
Sensor > Edit
TCP
TCP
. SPAN VACL SPAN
VACL
o VLAN  SPAN VACL
802.1q
~
TCP VLAN 802.1q
S
TCP
TCP

Cisco Intrusion Prevention System Device Manager 5.1
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Interfaces

Interfaces pP.3-11
Edit Interface p.3-12

Interfaces

Interface Name

FastEthernet GigabitEthernet
Enabled
Media Type

X
SX
XL

Backplane interface

Duplex

Auto

Full

Half
Speed

Auto
10 MB 10 MB TX
100 MB 100 MB TX
1000 1GB

Alternate TCP Reset Interface

TCP
Description

Cisco Intrusion Prevention System Device Manager
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e Select All
e Edit Edit Interface

e Enable
e Disable
* Apply
e Reset

Edit Interface
Edit Interface

* Interface Name
FastEthernet GigabitEthernet
e Description

e Media Type

TX
SX
XL

Backplane interface

e Enabled
e Duplex

Auto

Full

Half
e Speed

Auto
10MB 10 MB TX
100 MB 100 MB TX
1000 1GB

* Use Alternate TCP Reset Interface

TCP
Select Interface  TCP

e OK
e Cancel
e Help

Cisco Intrusion Prevention System Device Manager 5.1
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| |

1 IDM
2 Configuration > Interface Configuration > Interfaces

Interfaces
3 Enable

P.4-3

4

Edit

Edit Interface
5 Description No Yes

enabled disabled Use Alternative TCP Reset Interface
TCP
6 OK
Interfaces
Reset

7 Apply

Cisco Intrusion Prevention System Device Manager
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U p.3-14
. P.3-14
. P.3-14
U p.3-15
N
AIP SSM
¢ [nterface Pairs P.3-14
e Add and Edit Interface Pair P.3-15
Interface Pairs
Interface Pairs
e Interface Pair Name
¢ Paired Interfaces 2

GigabitEthernet0/0<->GigabitEthernet0/1

e Description

e Select All

e Add Add Interface Pair

5.1

l_ Cisco Intrusion Prevention System Device Manager

OL-8674-01-J |



e Edit Edit Interface Pair

e Delete

* Apply
* Reset

Add and Edit Interface Pair

Add and Edit Interface Pair

¢ Interface Pair Name

e Select two interfaces 2
GigabitEthernet0/0<->GigabitEthernet0/1 )

e Description

e OK
e Cancel
e Help

IDM
Configuration > Interface Configuration > Interface Pairs

Interface Pairs

Add
Add Interface Pair
Interface Pair Name
Select two interfaces 2
GigabitEthernet0/0  GigabitEthernet0/1
Description
OK
Interface Pairs
Cisco Intrusion Prevention System Device Manager 5.1

[ oL-8674-01-J



8 Edit

Edit Interface Pair

10 OK

Interface Pairs

11 Delete

Interface Pairs

Reset

12 Apply

Cisco Intrusion Prevention System Device Manager 5.1
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VLAN

VLAN

. p.3-17

. p.3-17

. p.3-17

. VLAN P.3-19
VLAN Pairs VLAN

VLAN Add
A
VLAN
VLAN
VLAN
VLAN
A
on-a-stick VLAN Pairs
AIP SSM NM-CIDS VLAN
VLAN
VLAN
e VLAN Pairs P.3-18
e Add and Edit VLAN Pair P.3-18
Cisco Intrusion Prevention System Device Manager 5.1
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[ | VLAN

VLAN Pairs

Interface Pairs

Add and Edit VLAN Pair

* Interface Name VLAN
e Subinterface (VLAN Pair) VLAN
1 255
¢ VLAN1 VLAN1 VLAN
1 4095
e VLAN2 VLAN2 VLAN
1 4095
e Description VLAN
e Select All VLAN
e Add AddVLAN Pair
VLAN
e Edit Edit VLAN Pair
VLAN
e Delete VLAN
* Apply
* Reset
Add and Edit Inline VLAN Pair
VLAN
¢ Interface Name VLAN
* Subinterface Number
1 255
e VLAN1 VLAN VLAN
1 4095 VLAN
e VLAN?Z2 VLAN 2 VLAN
1 4095 VLAN
e Description VLAN
VLAN

l_ Cisco Intrusion Prevention System Device Manager 5.1
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e Cancel
e Help

VLAN

10

11

12

13

VLAN

IDM

Configuration > Interface Configuration > VLAN Pairs

VLAN Pairs

VLAN Add

Add Inline VLAN Pair

Interface Name

Subinterface Number VLAN

VLAN 1 VLAN

VLAN 2 VLAN 2

VLAN 1

VLAN 1

Description VLAN

OK

VLAN Pairs VLAN

VLAN

Edit Inline VLAN Pair

OK

VLAN Pairs

VLAN Delete

VLAN VLAN Pairs

Cisco Intrusion Prevention System Device Manager

Edit

VLAN

VLAN

4095

4095

VLAN | |

1 255
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[ | VLAN

Je

Reset

14 Apply

Cisco Intrusion Prevention System Device Manager 5.1
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p.3-21
p.3-21
p.3-22

IPS

Cisco Intrusion Prevention System Device Manager
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Bypass

e Auto

¢ On SensorApp

* Apply
e Reset

Cisco Intrusion Prevention System Device Manager 5.1
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. p.3-23

. P.3-23
. P.3-23

. p.3-23

Traffic Flow Notifications

e Missed Packets Threshold

e Notification Interval
¢ Interface Idle Threshold

* Apply
e Reset

1 IDM

2 Configuration > Interface Configuration > Traffic Flow Notifications

Traffic Flow Notifications

Cisco Intrusion Prevention System Device Manager 5.1
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3 Missed Packets Threshold
4 Notification Interval
5

Interface Idle Threshold

Reset

6 Apply

Cisco Intrusion Prevention System Device Manager 5.1
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P.4-1
P.4-2
P.4-5
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. P.4-2
o P.4-2
. P.4-2
. P.4-3
1
1
1
1
1
hY
IPS5.1 1 vs0
VLAN

¢ Virtual Sensor P.4-3
e Edit Virtual Sensor P.4-3

5.1
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Virtual Sensor

Virtual Sensor

¢ Name
IPS5.1 1
e Assigned Interfaces (or Pairs)

e Description

* Apply
e Reset

Edit Virtual Sensor

Edit Virtual Sensor

e Virtual Sensor Name
IPS5.1 1
e Description
e Assign Interfaces
Name

Details

Assigned

e Select All
e Assign

e Remove
Pairs)

vsO

vsO

Assigned Interfaces (or Pairs)

Assigned Interfaces (or

VLAN

Cisco Intrusion Prevention System Device Manager
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1 IDM

N

Configuration > Analysis Engine > Virtual Sensor
Virtual Sensor
3 Edit

Edit Virtual Sensor

4 VLAN
Available Interfaces (or Pairs) Add
5 VLAN
Assigned Interfaces (or Pairs) Remove
6  default virtual sensor Description

Je

Cancel

Virtual Sensor

Reset

8 Apply

Cisco Intrusion Prevention System Device Manager 5.1
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. P.4-5
. P.4-5
. P.4-5
Maximum

Open IP Log Files 1

Global Variables

e Maximum Open IP Log Files IP
20 100 20

* Apply

e Reset

Cisco Intrusion Prevention System Device Manager
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P.5-2
P.5-3
P.5-6
Miscellaneous p.5-27
MEG P.5-45

Cisco Intrusion Prevention System Device Manager
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DoS

false positive

false positives

Web

Informational

3050

IPS 5.1 1000

ubP

Cisco Intrusion Prevention System Device Manager

ICMP

3050 2 3050 3

5.1

3050 4

1D 60000
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. P.5-3
. P.5-3
. P.5-3
. P.5-4
S
$
1
e Signature Variables P.5-3

Add and Edit Signature Variable

Signature Variables

Signature Variables

e Name
e Type Web IP
¢ Value

80, 3128, 8000, 8010, 8080, 8888, 24326

Cisco Intrusion Prevention System Device Manager

P.5-4

[ oL-8674-01-J



e Add Add Signature Variable

e Edit Edit Signature Variable

e Delete

* Apply
e Reset

Add and Edit Signature Variable
Add and Edit Signature Variable

e Name
e Type Web IP
¢ Value

80, 3128, 8000, 8010, 8080, 8888, 24326
e OK

e Cancel
e Help

1 IDM
2 Configuration > Signature Definition > Signature Variables

Signature Variables
3 Add

Add Signature Variable

4 Name

S

Cisco Intrusion Prevention System Device Manager 5.1
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5 Value

S

Validation failed

WEBPORTS  Web
Web
80, 3128, 8000, 8010, 8080, 8888, 24326
6 OK
Signature Variables
7 Edit
Edit Signature Variable
8 Value
9 OK

Signature Variables

10 Delete

Signature Variables

Je

Reset

11 Apply

Cisco Intrusion Prevention System Device Manager
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. P.5-6

. P.5-6

. p.5-7

. p.5-17

N P.5-19

. p.5-21

. p.5-22
N pP.5-23

i P.5-24

Signature Configuration

. NSDB
NSDB

Custom Signature Wizard

Cisco Intrusion Prevention System Device Manager 5.1
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Signature Configuration
Add Signatures

Clone and Edit Signature
Assign Actions

Signature Configuration

Signature Configuration

Select By

Select Criteria

Sig ID

SubsSig ID
SubSig ID
Name
Enabled

Action
Severity
Fidelity Rating

Base RR
100

Severity Factor
Severity Factor = 100
Severity Factor = 75
Severity Factor = 50
Severity Factor = 25

Type
Engine

Retired

Select All

p.5-7
P.5-8
p.5-12
P.5-16

L2/L3/L4 L2/L3/L4

High Informational Low Medium

IDM
Fidelity Rating x Severity Factor /100 RR

high
medium
low

informational

[ oL-8674-01-J
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¢ NSDB Link NSDB
NSDB

e Add Add Signature

e Clone Clone Signature

e Edit Edit Signature

e Enable

e Disable

e Actions Assign Actions
¢ Restore Defaults

e Delete

e Activate

e Retire

* Apply
* Reset

Add Signatures
Add Signature

e Signature ID

1000 65000

e SubSignature ID
ID

0 255
e Alert Severity
e Sig Fidelity Rating

0 100 75
e Promiscuous Delta
* Sig Description

Signature Name
Alert Notes
User Comments

High

MySig

Informational

5.1

Low Medium

l_ Cisco Intrusion Prevention System Device Manager
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Alarm Traits 0 65535
0

Release

e Engine

AICFTP FTP
AICHTTP HTTP HTTP

Atomic ARP 2 ARP 31IP
Atomic ARP

Atomic IP IP 4

Flood Host ICMP UDP
Flood Net ICMP UDP
Meta

Multi String 1 4
ICMP TCP UDP

Normalizer IP TCP IP
TCP RFC

Service DNS DNS TCP UDP

Service FTP FTP

Service Generic

Service H225 VolP

Service HTTP HTTP WEBPORTS HTTP

Service IDENT IDENT
Service MSRPC MSRPC
Service MSSQL  Microsoft SQL
Service NTP NTP
Service RPC RPC
Service SMB SMB
Service SNMP  SNMP
Service SSH SSH

State SMTP

String ICMP  ICMP
String TCP TCP

String UDP UDP

Sweep 1 ICMP TCP TCP uUbP 2
RPC

Sweep Other TCP 1
TCP A B C
3

Cisco Intrusion Prevention System Device Manager 5.1
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Traffic ICMP TFN2K LOKI DDOS
2

Trojan Bo2k BO2K

Trojan Tfn2k TFN2K

Trojan UDP UDP

e Event Action

Deny Attacker Inline

v

Monitoring > Denied Attackers > Clear List

P.11-3

Deny Attacker Service Pair Inline

Deny Attacker Victim Pair Inline

Y
Configuration > Event Action Rules > General Settings
P.7-30
Deny Connection Inline TCP

Deny Packet Inline

Log Attacker Packets IP
Produce Alert

Log Pair Packets IP
Produce Alert

Log Victim Packets IP
Produce Alert

Modify Packet Inline

Cisco Intrusion Prevention System Device Manager 5.1
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Produce Alert

Produce Verbose Alert
Produce Alert

Request Block Connection ARC
8 ARC
Request Block Host ARC
8 ARC

A Y

Configuration >
Event Action Rules > General Settings P.7-30

Request Rate Limit ARC

8 ARC

A

Request Rate Limit
p.8-4

Request SNMP Trap SNMP
Produce Alert
SNMP
9 SNMP

Reset TCP Connection TCP TCP Reset
TCP Connection TCP

e Event Counter

Event Count 1 65535
1

Event Count Key

Specify Alert Interval Yes
No

e Alert Frequency

Summary Mode Fire All Fire Once Global Summarize
Summarize

Summary Interval 1 65535
15

Cisco Intrusion Prevention System Device Manager 5.1
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Summary Key

Specify Global Summary Threshold

e Status

Enabled
yes

Retired

Clone and Edit Signature
Clone and Edit Signature

Signature ID

1000 65000

e SubSignature ID
ID

0 255
e Alert Severity
e Sig Fidelity Rating

0 100
e Promiscuous Delta
* Sig Description

Signature Name
Alert Notes
User Comments

Alarm Traits
0

Release
e Engine

AICFTP FTP
AICHTTP HTTP

Atomic ARP

Atomic IP IP

Flood Host
Flood Net

Yes No

no

High Informational Low Medium

75

MySig

0 65535

HTTP

2 ARP 31IP
Atomic ARP

ICMP
ICMP

UDP
ubP
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Meta

Multi String 1
ICMP TCP

Normalizer IP TCP
TCP

Service DNS DNS TCP
Service FTP  FTP
Service Generic

Service H225 VolP
Service HTTP HTTP

Service IDENT IDENT
Service MSRPC MSRPC

Service MSSQL  Microsoft SQL

Service NTP  NTP
Service RPC RPC
Service SMB SMB
Service SNMP  SNMP
Service SSH SSH
State SMTP

String ICMP  ICMP
String TCP TCP
String UDP  UDP

Sweep 1 ICMP
RPC

Sweep Other TCP 1
TCP
3

Traffic ICMP TFN2K LOKI
2

Trojan Bo2k

Trojan Tfn2k

Trojan UDP UDP

Event Action

Deny Attacker Inline

uUbP

TCP

DDOS

BO2K

TEN2K

Cisco Intrusion Prevention System Device Manager

WEBPORTS

TCP

RFC

UDP

HTTP

[ oL-8674-01-J



2

Monitoring > Denied Attackers > Clear List

P.11-3

Deny Attacker Service Pair Inline

Deny Attacker Victim Pair Inline

S

Configuration > Event Action Rules > General Settings
P.7-30

Deny Connection Inline TCP

Deny Packet Inline

Log Attacker Packets IP
Produce Alert

Log Pair Packets IP
Produce Alert

Log Victim Packets IP
Produce Alert

Modify Packet Inline
Produce Alert

Produce Verbose Alert
Produce Alert

Request Block Connection ARC
8 ARC
Request Block Host ARC
8 ARC
Y
Configuration >
Event Action Rules > General Settings P.7-30

Cisco Intrusion Prevention System Device Manager 5.1
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Request Rate Limit

8

A Y

ARC

ARC

Request Rate Limit

P.8-4

Request SNMP Trap SNMP

Reset TCP Connection TCP

TCP Connection TCP

Event Counter

Event Count
1

Event Count Key

Specify Alert Interval
No

Alert Frequency

Summary Mode
Summarize

Summary Interval
15

Summary Key

Specify Global Summary Threshold
Yes

Status

Enabled
yes

Retired

OK
Cancel
Help

Cisco Intrusion Prevention System Device Manager

Fire All

Produce Alert
SNMP
9 SNMP

TCP Reset

1 65535

Yes

Fire Once Global Summarize

1 65535

No

no
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Assign Actions

Assign Actions

e Deny Attacker Inline

v

Monitoring > Denied Attackers > Clear List

P.11-3

Deny Attacker Service Pair Inline

Deny Attacker Victim Pair Inline

A Y

Configuration > Event Action Rules > General Settings

P.7-30

Deny Connection Inline

Deny Packet Inline
Log Attacker Packets

Log Pair Packets

Log Victim Packets

Modify Packet Inline

Produce Alert

TCP

IP
Produce Alert

IP
Produce Alert
IP
Produce Alert
5.1
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Produce Verbose Alert
Produce Alert

Request Block Connection ARC

8 ARC
Request Block Host ARC

8 ARC
Y
Configuration >
Event Action Rules > General Settings P.7-30

Request Rate Limit ARC

8 ARC
A Y

Request Rate Limit
p.8-4

Request SNMP Trap SNMP
Produce Alert

SNMP
9 SNMP
Reset TCP Connection TCP TCP Reset
TCP Connection TCP
Select All
Select None

[ oL-8674-01-J
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1 IDM

2 Configuration > Signature Definition > Signature Configuration

Signature Configuration

3
a. Add Add Signature
b. Signature ID
c. Subsignature ID
d. Alert Severity

e. Signature Fidelity Rating

1 100

f.
g.

>

Custom Signature Wizard
P.6-22
h. Event Actions
Ctrl

i Event Counter Event Counter
j- Alert Frequency Alert Frequency
k. Status Yes

S
l. Status No

N

Cisco Intrusion Prevention System Device Manager 5.1
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||
Add Signature Cancel
m. OK
Type  Custom
Reset
Apply
Signature Configuration
+ +
IDM
Configuration > Signature Definition > Signature Configuration
Signature Configuration
Select By
UDP Flood L2/L3/L4 Protocol UDP

Floods

Signature Configuration

Cisco Intrusion Prevention System Device Manager
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Clone Clone Signature
Signature ID
Subsignature ID

2 o T o

Ctrl

e. Status Yes

S

f. Status No

Clone Signature Cancel

g. OK
Type  Custom

Je

Reset

5 Apply

Cisco Intrusion Prevention System Device Manager 5.1
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||
+ +
IDM
Configuration > Signature Definition > Signature Configuration
Signature Configuration
Select By
UDP Flood L2/L.3/L4 Protocol UDP
Floods
Signature Configuration
a. Edit Edit Signature
b.
Ctrl
c. Status Yes
N
d. Status No
N
Cisco Intrusion Prevention System Device Manager 5.1
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Je

Edit Signature Cancel
e. OK
Type  Custom
Reset
5 Apply
1 IDM
2 Configuration > Signature Definition > Signature Configuration

Signature Configuration
3 Select By

UDP Flood L2/L3/L4 Protocol UDP
Floods

Signature Configuration

4
a. Enabled
Yes
b. Enable
c. Disable
Reset
5 Apply

Cisco Intrusion Prevention System Device Manager 5.1
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||
30
IDM
Configuration > Signature Definition > Signature Configuration
Signature Configuration
Select By
UDP Flood L2/L3/L4 Protocol UDP
Floods
Signature Configuration
Activate
Retire
Reset

Apply

Cisco Intrusion Prevention System Device Manager
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1 IDM

2 Configuration > Signature Definition > Signature Configuration
Signature Configuration

3 Select By

UDP Flood L2/L3/L4 Protocol UDP
Floods

Signature Configuration

4 Actions

Assign Actions

a.

e Deny Attacker Inline

v

Monitoring > Denied Attackers > Clear List

P.11-3

Deny Attacker Service Pair Inline

Deny Attacker Victim Pair Inline

Cisco Intrusion Prevention System Device Manager 5.1
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¢

Configuration > Event Action Rules > General Settings
P.7-30

Deny Connection Inline TCP

Deny Packet Inline

Log Attacker Packets IP
Produce Alert

Log Pair Packets IP
Produce Alert

Log Victim Packets IP
Produce Alert

Modify Packet Inline
Produce Alert

Produce Verbose Alert
Produce Alert

Request Block Connection ARC
8 ARC
Request Block Host ARC
8 ARC

A

Configuration >
Event Action Rules > General Settings P.7-30

Request Rate Limit ARC

8 ARC

Y

Request Rate Limit
p.8-4

Request SNMP Trap SNMP
Produce Alert
SNMP
9 SNMP

Cisco Intrusion Prevention System Device Manager 5.1
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Reset TCP Connection TCP TCP Reset
TCP Connection TCP
Ctrl
b. All
None
Assign Actions Cancel
C. OK
Action
Cisco Intrusion Prevention System Device Manager 5.1
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Miscellaneous

Miscellaneous
U p.5-27
. P.5-28
e IP
e TCP
e IP P.5-44
Miscellaneous

Web
e |P
e TCP
3

TCP

e IP

Miscellaneous

Miscellaneous

p.5-27
P.5-28
pP.5-37
P.5-40
4
TCP
TCP
IP
IP
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Wl Miscellaneous

Miscellaneous

e Application Policy

Enable HTTP Web HTTP RFC
Yes
Max HTTP Requests HTTP 1
AIC Web Ports AIC
Enable FTP  Web FTP
Yes

e Fragment Reassembly IP
IP Reassembly Mode

e Stream Reassembly TCP
TCP Handshake Required 3

TCP Reassembly Mode TCP

Asymmetric

S

Asymmetric

Asymmetric

Strict

Loose
e |IPLog IP

Max IP Log Packets

IP Log Time 1 60
30

Max IP Log Bytes

* Apply
* Reset
Application Policy AIC
P.B-9 AIC
. P.5-29
e AIC P.5-30
e AIC MIME P.5-31

Cisco Intrusion Prevention System Device Manager 5.1
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Miscellaneous | |
e AIC P.5-34
e AICFTP P.5-34
o P.5-35
o MIME P.5-36
AIC  Web HTTP
HTTP gotomypc
HTTP P2p
AIC FTP
Y
AIC HTTP AIC Web
Web AIC Web Service HTTP
AlIC AIC Web
HTTP
AIC
e HTTP
ID AIC P.5-30
e MIME
ID P.5-31 AIC MIME
MIME
P.5-36 MIME
. Web
1 12674 HTTP
Alarm on Non HTTP
Traffic
ID P.5-34 AIC
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Wl Miscellaneous

e FTP
FTP ID
P.5-34 AIC FTP
AIC
HTTP 2
Define Request Method
. Recognized
Request Methods
5-1
p.5-22
5-1
ID
12676
12677 PUT
12678 CONNECT
12679 DELETE
12680 GET
12681 HEAD
12682 OPTIONS
12683 POST
12685 TRACE
12695 INDEX
12696 MOVE
12697 MKDIR
12698 COPY
12699 EDIT
12700 UNEDIT
12701 SAVE
12702 LOCK
12703 UNLOCK
12704 REVLABEL
12705 REVLOG
12706 REVADD
12707 REVNUM
12708 SETATTRIBUTE
12709 GETATTRIBUTENAME
12710 GETPROPERTIES
12711 STARTENV
12712 STOPREV
Cisco Intrusion Prevention System Device Manager 5.1
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Miscellaneous ||
AIC MIME
MIME
. Define Content Type
image/jpeg MIME
MIME

. Recognized Content Type

5-2

p.5-22
P.5-36
5-2
ID
12621 image/gif
12622 2 image/png
126230 image/tiff
12623 1 image/tiff
12623 2 image/tiff
12624 0 image/x-3ds
12624 1 image/x-3ds
12624 2 image/x-3ds
12626 0 image/x-portable-bitmap
12626 1 image/x-portable-bitmap
12626 2 image/x-portable-bitmap
126270 image/x-portable-graymap
12627 1 image/x-portable-graymap
12627 2 image/x-portable-graymap
12628 0 image/jpeg
12628 1 image/jpeg
12628 2 image/jpeg
12629 0 image/cgf
12629 1 image/cgf
126310 image/x-xpm
126311 image/x-xpm
126330 audio/midi
126331 audio/midi
12633 2 audio/midi
126340 audio/basic
126341 audio/basic
12634 2 audio/basic
126350 audio/mpeg
12635 1 audio/mpeg
12635 2 audio/mpeg
Cisco Intrusion Prevention System Device Manager 5.1
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Wl Miscellaneous

5-2
ID

12636 0 audio/x-adpcm
12636 1 audio/x-adpcm
12636 2 audio/x-adpcm
126370 audio/x-aiff
12637 1 audio/x-aiff
12637 2 audio/x-aiff
126380 audio/x-ogg
12638 1 audio/x-ogg
12638 2 audio/x-ogg
126390 audio/x-wav
12639 1 audio/x-wav
12639 2 audio/x-wav
126410 text/html
126411 text/html
12641 2 text/html
12642 0 text/css
12642 1 text/css
126430 text/plain
12643 1 text/plain
12644 0 text/plain
12644 1 text/richtext
126450 text/sgml
12645 1 text/sgml
12645 2 text/sgml
12646 0 text/xml
12646 1 text/xml
12646 2 text/xml
12648 0 video/flc
12648 1 video/flc
12648 2 video/flc
12649 0 video/mpeg
12649 1 video/mpeg
12649 2 video/mpeg
12650 0 text/xmcd
12650 1 text/xmcd
126510 video/quicktime
126511 video/quicktime
12651 2 video/quicktime
12652 0 video/sgi
12652 1 video/sgi
126530 video/x-avi
12653 1 video/x-avi
12654 0 video/x-fli
12654 1 video/x-fli
12654 2 video/x-fli

5.1
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5-2

Miscellaneous

126550
126551
12655 2

video/x-mng
video/x-mng
video/x-mng

12656 0
12656 1
12656 2

application/x-msvideo
application/x-msvideo
application/x-msvideo

12658 0
12658 1

application/ms-word
application/ms-word

12659 0
12659 1

application/octet-stream
application/octet-stream

12660 0
12660 1
12660 2

application/postscript
application/postscript
application/postscript

126610
12661 1

application/vnd.ms-excel
application/vnd.ms-excel

126620
12662 1

application/vnd.ms-powerpoint
application/vnd.ms-powerpoint

12663 0
12663 1
12663 2

application/zip
application/zip
application/zip

12664 0
12664 1
12664 2

application/x-gzip
application/x-gzip
application/x-gzip

126650
12665 1

application/x-java-archive
application/x-java-archive

12666 0
12666 1

application/x-java-vm
application/x-java-vm

12667 0
12667 1
12667 2

application/pdf
application/pdf
application/pdf

12668 0
12668 1

unknown
unknown

12669 0
12669 1

image/x-bitmap
image/x-bitmap

126730
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Wl Miscellaneous

AIC
3
. Define Transfer Encoding
. Recognized Transfer Encodings
J Chunked
Transfer Encoding Error
5-3
p.5-22
5-3
ID
12686 Recognized Transfer Encoding
12687 Define Transfer Encoding Deflate
12688 Define Transfer Encoding Identity
12689 Define Transfer Encoding Compress
12690 Define Transfer Encoding GZIP
12693 Define Transfer Encoding Chunked
12694 Chunked Transfer Encoding Error
AIC FTP
5-4 FTP
p.5-22
5-4 FTP
ID FTP
12900 FTP
12901 FTP abor
12902 FTP acct
12903 FTP allo
12904 FTP appe
12905 FTP cdup
12906 FTP cwd
12907 FTP dele
12908 FTP help
12909 FTP list
12910 FTP mkd
12911 FTP mode
12912 FTP nlst
12913 FTP noop
12914 FTP pass
12915 FTP pasv
Cisco Intrusion Prevention System Device Manager 5.1
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Miscellaneous ||
5-4 FTP
ID FTP

12916 FTP port

12917 FTP pwd

12918 FTP quit

12919 FTP rein

12920 FTP rest

12921 FTP retr

12922 FTP rmd

12923 FTP rnfr

12924 FTP rto

12925 FTP site

12926 FTP smnt

12927 FTP stat

12928 FTP stor

12929 FTP stou

12930 FTP stru

12931 FTP syst

12932 FTP type

12933 FTP user

+ +
1 IDM
2 Configuration > Signature Definition > Miscellaneous

Miscellaneous
3 Application Policy Enable HTTP Yes HTTP

Cisco Intrusion Prevention System Device Manager 5.1
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Wl Miscellaneous

4 Max HTTP Requests

HTTP 1
5 AIC Web Ports
6 Enable FTP Yes FTP
Y
HTTP FTP
RFC
Reset
7 Apply
MIME
+ +

Recognized Content Type MIME
126231 [tiff MIME

1 IDM

2 Configuration > Signature Definition > Signature Configuration

Signature Configuration

3 Select By Engine

4 Select Engine AICHTTP

Cisco Intrusion Prevention System Device Manager 5.1
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Miscellaneous

5 Sig ID 12623 1 Edit

Edit Signature

6 Status Enabled Yes

7 Content Type Details
Length

8 Length 30,000

9 OK

10 Apply Reset

IP
IP IP
P.B-16 Normalizer
. P.5-37
e |P P.5-37
e |P P.5-38
e |P P.5-39
IP
IP
5-5 IP IP
IP Normalizer
Cisco Intrusion Prevention System Device Manager 5.1
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Wl Miscellaneous

1200 IP Fragmentation Buffer Full 10000

1201 IP Fragment Overlap

1202 IP Fragment Overrun - Datagram Too Long 65536

1203 IP Fragment Overwrite - Data is Overwritten

1204 1P Fragment Missing Initial Fragment

1205 IP Fragment Too Many Datagrams 1000
1206 IP Fragment Too Small 2
400
1207 IP Fragment Too Many Datagrams 170
1208 IP Fragment Incomplete Datagram 60
1220 Jolt2 Fragment Reassembly DoS attack 4

1225 Fragment Flags Invalid

IP

1 IDM

2 Configuration > Signature Definition > Signature Configuration

3 Select By Engine

4 Select Engine Normalizer

5 IP Sig ID 1200 SubSig 0
Edit

Edit Signature

Cisco Intrusion Prevention System Device Manager 5.1
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6 1200 IP
Max Fragments
20000

1200

e Specify TCP Idle Timeout
e Specify Service Ports
e Specify SYN Flood Max Embryonic

Je

Miscellaneous

10000

Reset
7 Apply
IP
+ +
IP
NT
1 IDM
2 Configuration > Signature Definition > Miscellaneous
Miscellaneous
3 Fragment Reassembly IP Reassembly Mode
Reset
Cisco Intrusion Prevention System Device Manager 5.1
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Wl Miscellaneous

4 Apply
TCP
TCP TCP
TCP TCP
P.B-16
Normalizer
. P.5-40
e TCP P.5-40
e TCP P.5-42
e TCP P.5-43
3 TCP
TCP
TCP
TCP TCP
TCP
5-6 TCP TCP
TCP Normalizer
5-6 TCP
TCP

1300 TCP Segment Overwrite
1301 TCP Session Inactivity Timeout

tcp-idle-timeout 3600

1302 TCP Session Embryonic Timeout

tcp-embryonic-timeout 15

1303 TCP Session Closing Timeout

tcp-closed-timeout 5

1304 TCP Session Packet Queue Overflow

tcp-max-queue 32

1305 TCP Urgent Flag Set

1306 0 TCP Option Others

1306 1 TCP SACK Allowed Option
1306 2 TCP SACK Data Option
1306 3 TCP Timestamp Option
1306 4 TCP Window Scale Option
1306 5 TCP MSS Option

tcp-option-number 6-7,9-255

5.1
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5-6 TCP

Miscellaneous

TCP

1307 TCP Window Size Variation

1308 TTL Evasion

1309 TCP Reserved Flags Set

1310 TCP Retransmit Data Different

1311 TCP Packet Exceeds MSS

1312 TCP MSS Below Minimum tcp-min-mss 400

1313 TCP MSS Exceed Maximum tcp-max-mss 1460

1314 TCP SYN Packet with Data

1330 0 TCP Drop - Bad Checksum

1330 1 TCP Drop - Bad TCP Flags

1330 2 TCP Drop - Urgent Pointer Without Flag
1330 3 TCP Drop - Bad Option List

1330 4 TCP Drop - Bad Option Length

1330 5 TCP Drop - MSS Option in Non-SYN
1330 6 TCP Drop - WinScale Option in Non-SYN
1330 7 TCP Drop - Bad WinScale Option Value
1330 8 TCP Drop - Bad SACK Allow

1330 9 TCP Drop - Data in SYNJACK

1330 10 TCP Drop - Data Past FIN

1330 11 TCP Drop - Timestamp not Allowed
1330 12 TCP Drop - Segment Out of Order

1330 13 TCP Drop - Invalid TCP Packet

1330 14 TCP Drop - RST or SYN in window
1330 15 TCP Drop - Segment Already ACKed by Peer
1330 16 TCP Drop - PAWS Check Failed

1330 17 TCP Drop - Segment out of State Order
1330 18 TCP Drop - Segment out of Window

3050 Half Open SYN Attack

syn-flood-max-embryonic 5000

3250 TCP Hijack max-old-ack 200
3251 TCP Hijack Simplex Mode max-old-ack 100
1. TCP
IPS TCP

Cisco Intrusion Prevention System Device Manager
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Wl Miscellaneous

TCP

TCP

1 IDM

2 Configuration > Signature Definition > Signature Configuration

3 Select By Engine

4 Select Engine Normalizer

5 TCP Sig ID 1313 SubSig 0
Edit

Edit Signature

6 1313 IP
TCP Max MSS 1460
1380
)
1460 1380 VPN
13130

e Specify Hijack Max Old Ack

e Specify TCP Idle Timeout

e Specify Service Ports

e Specify SYN Flood Max Embryonic

Je

Reset

7 Apply

Cisco Intrusion Prevention System Device Manager 5.1
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Miscellaneous ||
TCP
+ +
TCP
1 IDM
2 Configuration > Signature Definition > Miscellaneous
Miscellaneous
3 Stream Reassembly TCP Handshake Required yes
TCP Handshake Required 3
4 TCP Reassembly Mode TCP
e Asymmetric
e Strict
e Loose
Reset
5 Apply
Cisco Intrusion Prevention System Device Manager 5.1
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Wl Miscellaneous

IP
IP
IP

2

+ +
2

1P
A

IP IP
1 IDM

N

Configuration > Signature Definition > Miscellaneous
Miscellaneous

3 IPLog Max IP Log Packets

4 |IPLog Time

5 Max IP Log Bytes

Je

Reset

6 Apply

Cisco Intrusion Prevention System Device Manager 5.1
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MEG ||
Meta
Meta 1 Meta
Meta
SEAP Meta SEAP minimum hits
Meta
SEAP P.7-4
Signature Event Action Processor
Meta
Meta MEG
64000 0 2000
0 3000 0
AXXX XXBx
Meta pP.B-14 Meta
MEG
+ +
1 IDM

2 Configuration > Signature Definition > Signature Configuration

Signature Configuration

Cisco Intrusion Prevention System Device Manager
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W MEG

3 Add Add Signature
4 Signature ID
5 Subsignature ID
6 Alert Severity
7 Signature Fidelity Rating
1 100
8 Promiscuous Delta
9
10 Engine Meta
11 Meta
a. Meta Reset Interval Meta
0 3600 60
b. Meta Key Meta
c. Component List MEG
Component List
d. Add MEG
Add List Entry
e. Entry Key Entryl
MyEntry
f. Component Group Component Count
g. Component Group Component Sig ID
ID 2000
h. Component Group Component SubSig ID
ID 0
i. OK
Add List Entry
i- Select Selected Entries
k. OK
Cisco Intrusion Prevention System Device Manager 5.1
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. Add

Add List Entry
m. Entry Key

n. Component Group

o. Component Group

MEG

Entry2

Component Count

Component Sig ID

MEG

ID 3000
p. Component Group Component SubSig ID
ID 0
q. OK
Add List Entry
r. Select Selected Entries
S. Move Up Move Down
Reset Ordering Entry Key
t. OK
u. Component List in Order Yes
12 Event Action
Ctrl

13
14 Alert Frequency

15 Status Yes

A

Event Counter

Alert Frequency

Event Counter

16 Status

Cisco Intrusion Prevention System Device Manager
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W MEG

Y
Add Signature Cancel
17 OK
Type  Custom
Reset

18 Apply

Cisco Intrusion Prevention System Device Manager 5.1
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Custom Signature Wizard

Custom Signature Wizard P.6-2
P.6-5
P.6-5
P.6-22
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Bl Custom Signature Wizard

Custom Signature Wizard

Custom Signature Wizard

IPS5.1  Custom Signature Wizard

e AICFTP

e AICHTTP

e Atomic ARP

¢ Flood Host

* Flood Net

e Meta

e Multi String

e Normalizer

e Service DNS

e Service FTP

* Service Generic
e Service H224

e Service IDENT
e Service MSSQL
e Service NTP

e Service SMB

* Service SNMP
e Service SSH

e Sweep TCP Other

Configuration > Signature Configuration > Clone

P.5-19
CLlI
Configuring the Cisco Intrusion Prevention System Sensor Using the Command Line Interface
5.1
. P.6-3
. P.6-4

Cisco Intrusion Prevention System Device Manager 5.1
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Custom Signature Wizard ||

1

e Atomic IP

e Service HTTP

e Service MSRPC

e Service RPC

e State (SMTP, ...)

e String ICMP

e String TCP

e String UDP

e Sweep
2

o ID

o ID
3

1
4
5
Advanced Advanced
Alert Behavior Wizard

6 Finish
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Bl Custom Signature Wizard

1  Welcome No
2

e |P 4

e ICMP 3

e UDP 3

e TCP 3
3 ICMP UDP

TCP

4

o ID

. ID
5

1

6
7

Advanced Advanced
Alert Behavior Wizard

8 Finish

Cisco Intrusion Prevention System Device Manager 5.1
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Custom Signature Wizard

e Welcome P.6-5

e Protocol Type P.6-6

e Signature Identification P.6-7

e Atomic IP Engine Parameters P.6-7

e Service HTTP Engine Parameters P.6-8
e Service MSRPC Engine Parameters P.6-9
e Service RPC Engine Parameters P.6-10
e State Engine Parameters P.6-11

e String ICMP Engine Parameters P.6-11
e String TCP Engine Parameters P.6-12
e String UDP Engine Parameters P.6-13
e Sweep Engine Parameters P.6-14

e ICMP Traffic Type P.6-15

e UDP Traffic Type P.6-15

e TCP Traffic Type P.6-15

e UDP Sweep Type P.6-16

e TCP Sweep Type P.6-16

e Service Type P.6-16

¢ Inspect Data P.6-17

e Alert Response P.6-17

e Alert Behavior P.6-18

e Advanced Alert Behavior P.6-18

Welcome

Custom Signature Wizard ~ Welcome

* Yes Select Engine

Cisco Intrusion Prevention System Device Manager 5.1
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e Select Engine
Yes

Atomic IP  Atomic IP
Service HTTP HTTP
Service MSRPC MSRPC
Service RPC RPC

State SMTP SMTP
String ICMP  ICMP
String TCP TCP

String UDP  UDP

Sweep

e No Custom Signature Wizard

e Back Custom Signature Wizard

e Next Custom Signature Wizard

e Finish Custom Signature Wizard
e Cancel Custom Signature Wizard
e Help

Protocol Type

. IP
« ICMP
« UDP
« TCP

Custom Signature Wizard  Protocol Type

« IP IP
* ICMP ICMP
e UDP UDP
e TCP TCP

e Back Custom Signature Wizard
e Next Custom Signature Wizard
e Finish Custom Signature Wizard
e Cancel Custom Signature Wizard

e Help

Cisco Intrusion Prevention System Device Manager 5.1
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Signature Identification

Custom Signature Wizard  Signature Identification

e Signature ID

ID
ID  Event Viewer

e SubSignature ID

1D
0 255

e Signature Name
Event Viewer
e Alert Notes

Event Viewer

e User Comments

e Back Custom Signature Wizard

e Next Custom Signature Wizard

e Finish Custom Signature Wizard
e Cancel Custom Signature Wizard
e Help

Atomic IP Engine Parameters

Custom Signature Wizard ~ Atomic IP Engine Parameters

e Event Action
Produce Alert

Je

60000 65000

Event Viewer

Ctrl

¢ Fragment Status

e Specify Layer 4 Protocol

Yes
ICMP Protocol ICMP

Cisco Intrusion Prevention System Device Manager
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Other Protocols
TCP Protocol TCP

UDP Protocol UDP

e Specify Payload Inspection

e Specify IP Payload Length

e Specify IP Header Length IP

e Specify IP Type of Service

e Specify IP Time-to-Live

e Specify IP Version IP

e Specify IP Identifier IP

e Specify Total IP Length IP

e Specify IP Option Inspection Options IP

IP Option IP
IP Option Abnormal Options

e Specify IP Addr Options IP
Address with Localhost

IP Addresses
RFC 1918 Address RFC 1918
Src IP Equal Dst IP

e Back Custom Signature Wizard

e Next Custom Signature Wizard

e Finish Custom Signature Wizard
e Cancel Custom Signature Wizard
e Help

Service HTTP Engine Parameters

Custom Signature Wizard  Service HTTP Engine Parameters

e Event Action
Produce Alert

e

Ctrl

¢ De Obfuscate HTTP
Yes

5.1
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e Max Field Sizes URI Arg Header Request

a—4 A 71:http://10.20.35.6/cgi-bin/userlist.cgi/user.id=100&user.name=admin

To99HA:

URI

5154 5154
51%E 51 %fE

— Bx1% cgi-bin/userlist.cgi/user.id=100 & user.name=admin

2R

&

— Host: host.com

User-Agent: Mozilla/5.0 (X11; U; Linux i686; en-US; rv:1.5a)
__ Accept: text/xml, text/html

Accept-Language: en-us:en: q=0.5

Accept-Encoding: gzip; deflate
—— Accept-Charset: ISO-8859-1, utf-8; g=0.7,%, q=0.7

I EZOSIHKIIT& TR, 5IMALSIBEK=ITRYLNET,

e Regex URI Arg Header Request Regex

e Service Ports

e Swap Attacker Victim

No

e Back Custom Signature Wizard

e Next Custom Signature Wizard

e Finish Custom Signature Wizard

e Cancel Custom Signature Wizard

e Help

Service MSRPC Engine Parameters

Custom Signature Wizard  MSRPC Engine Parameters

e Event Action

Je

Produce Alert

126833

Ctrl

e Specify Regex String

Regex

Cisco Intrusion Prevention System Device Manager
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* Protocol TCP UDP
e Specify Operation
e Specify UUID uuID

e Back Custom Signature Wizard
e Next Custom Signature Wizard
e Finish Custom Signature Wizard
e Cancel Custom Signature Wizard

e Help

Service RPC Engine Parameters

Custom Signature Wizard  Service RPC Engine Parameters

Event Action
Produce Alert

Je

Ctrl

e Direction

To Service
e Protocol TCP UDP
e Service Ports

e Specify Port Map Program

0 9999999999
e Specify RPC Program RPC

0 1000000
e Specify Spool Src 127.0.0.1
e Specify RPC Max Length RPC

0 65535

e Specify RPC Procedure RPC

0 1000000

e Back Custom Signature Wizard

e Next Custom Signature Wizard

e Finish Custom Signature Wizard
e Cancel Custom Signature Wizard
e Help

Cisco Intrusion Prevention System Device Manager 5.1
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State Engine Parameters

Custom Signature Wizard  State Engine Parameters

Event Action
Produce Alert

Je

Ctrl

e State Machine
Cisco Login LPR Format String SMTP
e Specify Min Match Length

0 65535
¢ Regex String
e Direction

To Service

e Service Ports

e Swap Attacker Victim

No
e Specify Exact Match Offset

0 65535
No
1 65535

e Back Custom Signature Wizard
e Next Custom Signature Wizard
e Finish Custom Signature Wizard
e Cancel Custom Signature Wizard

e Help

String ICMP Engine Parameters

Custom Signature Wizard  String ICMP Engine Parameters

e Event Action

Cisco Intrusion Prevention System Device Manager 5.1
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Produce Alert

Je

Ctrl

e Specify Min Match Length

0 65535
e Regex String
e Direction

To Service

e ICMP Type ICMP TYPE

0 18
e Swap Attacker Victim

No
e Specify Exact Match Offset

No

e Back Custom Signature Wizard

e Next Custom Signature Wizard

e Finish Custom Signature Wizard
e Cancel Custom Signature Wizard
e Help

String TCP Engine Parameters

Custom Signature Wizard

e Event Action

Produce Alert

Je

18

65535

String TCP Engine Parameters

0 65535

Ctrl

e Strip Telnet Options

Telnet

No

5.1
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e Specify Min Match Length

0 65535
e Regex String
e Service Ports

e Direction
To Service
e Specify Exact Match Offset

No
1 65535

e Swap Attacker Victim

No

e Back Custom Signature Wizard
e Next Custom Signature Wizard
e Finish Custom Signature Wizard
e Cancel Custom Signature Wizard

e Help

String UDP Engine Parameters

Custom Signature Wizard  String UDP Engine Parameters

e Event Action
Produce Alert

Je

0 65535

Ctrl

e Specify Min Match Length

0 65535
e Specify Exact Match Offset

0 65535
No
1 65535
¢ Regex String

Cisco Intrusion Prevention System Device Manager
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Service Ports

Direction
Swap Attacker Victim

No

Back Custom Signature Wizard
Next Custom Signature Wizard
Finish Custom Signature Wizard
Cancel Custom Signature Wizard

Help

Sweep Engine Parameters

Custom Signature Wizard

Event Action
Produce Alert

Je

Sweep Engine Parameters

Ctrl

Unique

Protocol
ICMP ICMP

TCP

UDP
Swap Attacker Victim

No

Back Custom Signature Wizard
Next Custom Signature Wizard
Finish Custom Signature Wizard
Cancel Custom Signature Wizard
Help

Cisco Intrusion Prevention System Device Manager
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ICMP Traffic Type

Custom Signature Wizard  ICMP Traffic Type

e Single Packet

* Sweeps

e Back Custom Signature Wizard

e Next Custom Signature Wizard

e Finish Custom Signature Wizard
e Cancel Custom Signature Wizard
e Help

UDP Traffic Type
Custom Signature Wizard  UDP Traffic Type

e Single Packet

e Sweeps

e Back Custom Signature Wizard

e Next Custom Signature Wizard

e Finish Custom Signature Wizard
e Cancel Custom Signature Wizard
e Help

TCP Traffic Type
Custom Signature Wizard ~ TCP Traffic Type

Single Packet

e Single TCP Connection TCP

e Multiple Connections

e Back Custom Signature Wizard
e Next Custom Signature Wizard
e Finish Custom Signature Wizard
e Cancel Custom Signature Wizard

e Help

Cisco Intrusion Prevention System Device Manager
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|
UDP Sweep Type
Custom Signature Wizard  UDP Sweep Type
e Host Sweep
e Port Sweep
e Back Custom Signature Wizard
e Next Custom Signature Wizard
e Finish Custom Signature Wizard
e Cancel Custom Signature Wizard
e Help
TCP Sweep Type

Custom Signature Wizard  TCP Sweep Type

e Host Sweep
e Port Sweep

e Back Custom Signature Wizard

e Next Custom Signature Wizard

e Finish Custom Signature Wizard
e Cancel Custom Signature Wizard
e Help

Service Type

Custom Signature Wizard  Service Type

e HTTP HTTP

e SMTP SMTP

e RPC RPC

¢ MSRPC MSRPC

¢ Other HTTP SMTP RPC MSRPC

e Back Custom Signature Wizard

e Next Custom Signature Wizard

Cisco Intrusion Prevention System Device Manager 5.1
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e Finish Custom Signature Wizard
e Cancel Custom Signature Wizard
e Help

Inspect Data

Custom Signature Wizard  Inspect Data

e Header Data Only
e Payload Data Only

e Back Custom Signature Wizard

e Next Custom Signature Wizard

e Finish Custom Signature Wizard
e Cancel Custom Signature Wizard
e Help

Alert Response

Custom Signature Wizard  Alert Response

¢ Signature Fidelity Rating

SFR
Regex
SFR

e Severity of the Alert

High
Medium
Low

Information

e Back Custom Signature Wizard
e Next Custom Signature Wizard
e Finish Custom Signature Wizard
e Cancel Custom Signature Wizard

e Help

Cisco Intrusion Prevention System Device Manager
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Alert Behavior

Custom Signature Wizard  Alert Behavior

Advanced Advanced Alert Behavior

Back Custom Signature Wizard
Next Custom Signature Wizard
Finish Custom Signature Wizard
Cancel Custom Signature Wizard

Help

Advanced Alert Behavior

Advanced Alert Behavior

Event Count and Interval P.6-18

Alert Summarization P.6-19

Alert Dynamic Response Summary P.6-19
Alert Dynamic Response Fire All P.6-20
Alert Dynamic Response Fire Once P.6-20
Global Summarization P.6-21

Event Count and Interval

Advanced Alert Behavior

Event Count and Interval

Event Count

Event Count Key

Event Count Key Attacker Address

Use Event Interval

Event Count 500 Event Interval

30 500
Event Interval (seconds)

Back Alert Behavior Wizard
Next Alert Behavior Wizard
Finish  Alert Behavior Wizard
Cancel Alert Behavior Wizard

Help

5.1

30
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Alert Summarization

Advanced Alert Behavior Alert Summarization

e Alert Every Time the Signature Fires

e Alert the First Time the Signature Fires

e Send Summary Alerts

e Send Global Summary Alerts

e Back Alert Behavior Wizard
e Next Alert Behavior Wizard
e Finish Alert Behavior Wizard
e Cancel Alert Behavior Wizard

e Help

Alert Dynamic Response Summary

Advanced Alert Behavior Alert Dynamic Response Summary

e Summary Interval (seconds)

e Summary Key

Summary Key Attacker Address
e Use Dynamic Global Summarization

e Global Summary Threshold

e Back Alert Behavior Wizard

Cisco Intrusion Prevention System Device Manager
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e Next Alert Behavior Wizard

e Finish Alert Behavior Wizard
e Cancel Alert Behavior Wizard
e Help

Alert Dynamic Response Fire All

Alert Every Time the Signature Fires
Dynamic Response

e Use Dynamic Summarization
e Summary Threshold

e Summary Interval (seconds)
e Summary Key

Summary Key Attacker Address
e Specify Global Summary Threshold

IP

e Global Summary Threshold

e Back Alert Behavior Wizard

e Next Alert Behavior Wizard

e Finish Alert Behavior Wizard
e Cancel Alert Behavior Wizard
e Help

Alert Dynamic Response Fire Once

Alert the First Time the Signature Fires
Response

e Summary Key

Summary Key Attacker Address

e Use Dynamic Global Summarization

Advanced Alert Behavior

Alert Behavior

5.1

Alert

Alert Dynamic
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e Global Summary Threshold

e Global Summary Interval (seconds)

e Back Alert Behavior Wizard
e Next Alert Behavior Wizard
* Finish Alert Behavior Wizard
e Cancel Alert Behavior Wizard

e Help

Global Summarization

Advanced Alert Behavior Global Summarization

e Global Summary Interval (seconds)

e Back Alert Behavior Wizard
e Next Alert Behavior Wizard
e Finish Alert Behavior Wizard
e Cancel Alert Behavior Wizard

e Help

Cisco Intrusion Prevention System Device Manager
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e Custom Signature Wizard P.6-22
J P.6-23

e String TCP P.6-29

e Service HTTP P.6-34

Custom Signature Wizard
IPS5.1  Custom Signature Wizard

e AICFTP

e AICHTTP

e Atomic ARP

¢ Flood Host

* Flood Net

e Meta

e Multi String

e Normalizer

e Service DNS

e Service FTP

* Service Generic
e Service H224

e Service IDENT
e Service MSSQL
e Service NTP

e Service SMB

* Service SNMP
e Service SSH

e Sweep TCP Other

Configuration > Signature Configuration > Clone
P.5-19

CLlI
Configuring the Cisco Intrusion Prevention System Sensor Using the Command Line Interface
5.1

Cisco Intrusion Prevention System Device Manager 5.1
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Custom Signature Wizard

Custom Signature Wizard

1 IDM
2 Configuration > Signature Definition > Custom Signature Wizard

Start

3 Start the Wizard
Welcome
Select Engine
13

No Next

Protocol Type

Next

e IP IP 13

e ICMP ICMP 6
e UDP UDP 7

e TCP TCP 9

6 ICMP Traffic Type Next

e Single Packet
Atomic IP String ICMP

12

* Sweeps

13

Cisco Intrusion Prevention System Device Manager

Yes
Next
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7 UDP Traffic Type

¢ Single Packet
Atomic IP

12

e Sweeps

8 UDP Sweep Type

e Host Sweep

13

e Port Sweep

13
9 TCP Traffic Type

e Single Packet

13
e Single TCP Connection
TCP
10

e Multiple Connections

11
10 Service Type

e HTTP
HTTP

e SMTP
SMTP

e RPC
RPC

Next

String UDP

Next

AXXX

AXBx

Next

Atomic IP

Next

Service HTTP

SMTP

Service RPC

5.1
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e MSRPC
MSRPC Service MSRPC
e Other
HTTP SMTP RPC
String TCP
13
11 TCP Sweep Type Next
e Host Sweep
AXXX
e Port Sweep
AXBXx
13
12
e Header Data Only
e Payload Data Only
13
13
Next
a. Signature ID
60000 65000
b. SubSignature ID
0
ID
c. Signature Name
Signature Name
N
ID ID
d. Alert Notes

Cisco Intrusion Prevention System Device Manager
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e. User Comments

14 Next

15

a. Signature Fidelity Rating

SFR 0 100 100
b.
e High
¢ Informational
e Low
e  Medium
16 Advanced
Advanced Alert Behavior Event Count and Interval
Y
1
IPS IDS
Stick IPS
17
a. Event Count
b. Event Count Key
Event Count Key Attacker address
c. Use Event Interval

Cisco Intrusion Prevention System Device Manager 5.1
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d. Next

Alert Summarization

18

e Alert Every Time the Signature Fires

17a
e Alert the First Time the Signature Fires

17b
e Send Summary Alerts

17c
e Send Global Summary Alerts

17d
a. Alert Every Time the Signature Fires

e Summary Key

Attacker Address

e Use Dynamic Summarization

e Summary Threshold

e Summary Interval (seconds)

e Specify Global Summary Threshold

e Global Summary Threshold

Cisco Intrusion Prevention System Device Manager
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b. Alertthe First Time the Signature Fires

e Summary Key

e Use Dynamic Global Summarization

e Global Summary Threshold

Attacker Address

1
e Global Summary Interval (seconds)
c. Send Summary Alerts
e Summary Interval (seconds)
e Summary Key
Attacker Address
e Use Dynamic Global Summarization
e Global Summary Threshold
d. Global Summarization
e. Next
19 Finish
Create Custom Signature
20 Yes
Cancel
Cisco Intrusion Prevention System Device Manager 5.1
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String TCP
String ICMP TCP UDP
String
String ICMP  String TCP String UDP 3 String
Custom Signature Wizard String TCP String
B
N
String ICMP UDP
String TCP
1 IDM
2 Configuration > Signature Definition > Custom Signature Wizard
Start
3 Start the Wizard
Welcome
4 Yes String TCP  Select Engine Next

Signature Identification

Next

a. Signature ID

60000 65000
b. SubSignature ID
0

c. Signature Name

Cisco Intrusion Prevention System Device Manager
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Signature Name My Sig

~

ID ID
Event Viewer
d. Alert Notes
My Sig Info
e. User Comments
Sig Comment

Next

Engine Specific Parameters
+ +

Produce Alert

Ctrl
7 Direction
e From Service
e To Service
8 Regex String TCP
9 Service Ports 23

Service Ports

Cisco Intrusion Prevention System Device Manager 5.1
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10

e Specify Exact Match Offset

65535
e Specify Min Match Length

e Strip Telnet Options

e Swap Attacker Victim

11 Next
Alert Response
12

a. Signature Fidelity Rating

SFR
75

Medium
e High
e Informational
e Low

e  Medium

13 Next
Alert Behavior
14

Advanced Alert Behavior

N

0 65535
Telnet

0 100

Advanced

Event Count and Interval
15 21

100

Finish

IPS
Stick

IDS
IPS

15

a. Event Count

Cisco Intrusion Prevention System Device Manager
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b. Event Count Key

Event Count Key Attacker Address

c. Use Event Interval

d. Next

Alert Summarization

16
Next

e Alert Every Time the Signature Fires

17a
e Alert the First Time the Signature Fires

17b

e Send Summary Alerts

17c
e Send Global Summary Alerts

17d

Alert Dynamic Response
17

a. Alert Every Time the Signature Fires

e Summary Key

Attacker Address

e Use Dynamic Summarization

e Summary Threshold

Cisco Intrusion Prevention System Device Manager 5.1
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e Summary Interval (seconds)

e Specify Global Summary Threshold

e Global Summary Threshold

b. Alertthe First Time the Signature Fires

e Summary Key

Attacker Address

e Use Dynamic Global Summarization

e Global Summary Threshold

e Global Summary Interval (seconds)

c. Send Summary Alerts

e Summary Interval (seconds)

e Summary Key

Attacker Address

e Use Dynamic Global Summarization

e Global Summary Threshold

d. Global Summarization

18 Finish

Alert Behavior

Cisco Intrusion Prevention System Device Manager
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19 Finish

Create Custom Signature

20 Yes

Cancel

Service HTTP

Service HTTP
HTTP

Service HTTP
Web
HTTP
Web

HTTP ASCII HTTP
ASCII

HTTP
Web

Service HTTP
Microsoft I1S Web

Custom Signature Wizard Service HTTP Service HTTP
P.B-24 Service HTTP

Service HTTP

1 IDM
2 Configuration > Signature Definition > Custom Signature Wizard

Start

Cisco Intrusion Prevention System Device Manager 5.1
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3 Start the Wizard
Welcome

4 Yes Service HTTP
Signature Identification

Next

a. Signature ID

60000 65000
b. SubSignature ID

0

c. Signature Name

Signature Name

~

Select Engine

My Sig

Next

d. Alert Notes

e. User Comments

Next

Engine Specific Parameters

Sig Comment

My Sig Info

Cisco Intrusion Prevention System Device Manager
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Produce Alert

Je

Ctrl

7 De Obfuscate Yes

8 Max Field Sizes

e Specify Max URI Field Length URI
e Specify Max Arg Field Length

e Specify Max Header Field Length

e Specify Max Request Field Length

9 Regex regex

a. Specify URI Regex Yes

b. URI Regex URI Regex [Mm][Yy][Ff][O0][O0]
c.
e Specify Arg Name Regex Arguments
e Specify Header Regex Header
e Specify Request Regex Request
10 Service Ports Web $WEBPORTS

Service Ports

11 Swap Attacker Victim Yes

12 Next

Alert Response

13

a. Signature Fidelity Rating

SFR 0 100 100
75

Cisco Intrusion Prevention System Device Manager 5.1
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| |
b.
Medium
e High
e Informational
e Low
e  Medium
14 Next
Alert Behavior
15 Advanced
Advanced Alert Behavior Event Count and Interval
15 21 Finish

1
IPS IDS
Stick IPS
16
a. Event Count
b. Event Count Key
Event Count Key Attacker Address
C. Use Event Interval

d. Next

Alert Summarization

17
Next

e Alert Every Time the Signature Fires

17a
e Alert the First Time the Signature Fires

17b

[ oL-8674-01-J
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e Send Summary Alerts

17c
e Send Global Summary Alerts

17d

Alert Dynamic Response
18

a. Alert Every Time the Signature Fires

e Summary Key

Attacker Address

e Use Dynamic Summarization

e Summary Threshold

e Summary Interval (seconds)

e Specify Global Summary Threshold

e Global Summary Threshold

b. Alert the First Time the Signature Fires

e Summary Key

Attacker Address

e Use Dynamic Global Summarization

e Global Summary Threshold

Cisco Intrusion Prevention System Device Manager 5.1
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e Global Summary Interval (seconds)

c. Send Summary Alerts

e Summary Interval (seconds)

e Summary Key

Attacker Address

e Use Dynamic Global Summarization

e Global Summary Threshold

d. Global Summarization

19 Finish
Alert Behavior
20 Finish

Create Custom Signature

21 Yes

Cancel

Cisco Intrusion Prevention System Device Manager
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pP.7-2
pP.7-11
Target Value Rating p.7-14
p.7-17
p.7-22
P.7-30
P.7-33
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. p.7-2
. P.7-3
. p.7-3
. p.7-3
e Signature Event Action Processor P.7-4
. p.7-7
. P.7-9
RR 0 100
RR ASR SFR TVR
RR RR
RR  evldsAlert
RR

e Attack Severity Rating ASR
ASR
e Sig Fidelity Rating SFR

SFR

SFR
e Target Value Rating TVR
TVR IP

Web

Cisco Intrusion Prevention System Device Manager 5.1
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TVR TVR
Web RR
S
RR ASR SFR TVR Promiscuous Delta PD;
RR
RR
RR
RR 85 SNMP
Request SNMP Trap RR 85 100
S
. P.7-3
. P.7-4
1
Cisco Intrusion Prevention System Device Manager 5.1
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TCP

Produce Alert

META

e Fire All Fire All

Fire All

e Summary Summary

1
Global Summarization

¢ Global Summarization Global Summarization 1

e Fire Once Fire Once
Global Summarization

Signature Event Action Processor
SEAP SEAO SEAF SEAH

Sensor App

. SEAO

RR SEAO RR
SEAO
p.7-2
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SEAF
ID RR
SEAF SEAO
Y
SEAF
SEAF
ID
ID
RR
SEAH
SEAH
<evldsAlert>
7-1 SEAP
SEAP

Cisco Intrusion Prevention System Device Manager
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7-1 SEAP
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7-1

Deny Attacker Inline

Monitoring > Denied Attackers > Clear List

P.11-3

Deny Attacker Service Pair
Inline

Deny Attacker Victim Pair Inline

Configuration > Event Action
Rules > General Settings
P.7-30

Deny Connection Inline TCP

Deny Packet Inline

Log Attacker Packets IP

Produce Alert

Log Pair Packets IP

Produce Alert

Log Victim Packets IP

Cisco Intrusion Prevention System Device Manager 5.1
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71

Modify Packet Inline

Modify Packet Inline Add Event Action Filter Add
Event Action Override

Produce Alert
Produce Verbose Alert

Produce Alert

Request Block Connection ARC

ARC

Request Block Host ARC

ARC

Configuration > Event Action Rules> General
Settings P.7-30

Request Rate Limit ARC

ARC

Request Rate Limit

P.8-4

Cisco Intrusion Prevention System Device Manager 5.1
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||
71

Request SNMP Trap SNMP NotificationApp

Y

Produce Alert
SNMP
9 SNMP

Reset TCP Connection TCP TCP

)

Reset TCP Connection TCP
1.
A
A
A
Produce Alert
Produce Alert 2
Produce Alert
1
e Produce Alert 1
e Produce Verbose Alert 90 100
e Request SNMP Trap 50 100
e Log Pair Packets
e Log Victim Packets 100
e Log Attacker Packets 90 100
e Reset TCP Connection 90 100
¢ Request Block Connection 70 89
e Request Block Host 90 100
e Deny Attacker Inline 0 0
e Deny Connection Inline 90 100
e Deny Packet Inline 90 100
Cisco Intrusion Prevention System Device Manager 5.1
[ oL-8674-01-J .m



|
1
1. SiglD=2004, Attacker Address=*, Victim Address=20.1.1.1, Actions to Remove=ALL, Risk Rating
Range=1-100, StopOnMatch=True
2. SiglD=2004, Attacker Address=30.1.1.1, Victim Address=*, Actions to Remove=ALL, Risk Rating
Range=1-100, StopOnMatch=True
3. SigID=2004, Attacker Address=*, Victim Address=*, Actions to Remove=None, Risk Rating
Range=95-100, StopOnMatch=True
4. SiglD=2004, Attacker Address=*, Victim Address=*, Actions to Remove=denyAttackerlnline,
requestBlockHost, requestBlockConnection, Risk Rating Range=56-94, StopOnMatch=True
5. SiglD=2004, Attacker Address=*, Victim Address=*, Actions to Remove=denyAttackerlnline,
requestBlockHost, produceAlert, resetTcpConnection, logAttackerPackets, Risk Rating Range=1-55,
StopOnMatch=True
1
SIG 2004
. 30.1.1.1 20.1.11
ALL
30.1.1.1 20.1.11
e RR 50 Produce Alert Request SNMP Trap
Produce Alert
Request SNMP Trap  <evldsAlert>
e RR 89 Request SNMP Trap Request Block Connection
Request Block Connection
e RR 96 Deny Attacker Inline Request Block Connection

NONE 3

Cisco Intrusion Prevention System Device Manager 5.1
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. pP.7-11
. P.7-11
. p.7-12
i P.7-12
$
1
IP IP

e 10.89.10.10-10.89.10.23

e 10.90.11

e 192.56.10.1-192.56.10.255

e 10.1.1.1-10.2.255.255, 10.89.10.10-10.89.10.23

Windows Windows
IP
Windows

Cisco Intrusion Prevention System Device Manager
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e Event Variables p.7-12
¢ Add and Edit Event Variable p.7-12

Event Variables

Event Variables

e Name
e Type
¢ Value

e Add Add Variable

e Edit Edit Variable

e Delete

* Apply
e Reset

Add and Edit Event Variable
Add and Edit Event Variable

e Name
e Type
¢ Value

e OK
e Cancel
e Help

1 IDM

2 Configuration > Event Action Rules > Event Variables

Event Variables

Cisco Intrusion Prevention System Device Manager 5.1
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3 Add

Add Variable
4 Name

Y
5 Value

IP

e 10.89.10.10-10.89.10.23

e 10.90.1.1

e 192.56.10.1-192.56.10.255

~

Validation failed
Add Variable Cancel

6 OK

Event Variables
7 Edit

Edit Event Variable
8 Value

Edit Variable Cancel

9 OK

Event Variables

Reset
10 Apply

Cisco Intrusion Prevention System Device Manager
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Ml Target Value Rating

Target Value Rating

. pP.7-14
. p.7-14
. pP.7-14
e Target Value Rating P.7-15
TVR TVR RR
1 TVR RR
L]
[ ]
L]
TVR
e Target Value Rating P.7-14
e Add and Edit Target Value Rating p.7-15

Target Value Rating
Target Value Rating

e Target Value Rating (TVR) High
Low Medium Mission Critical No Value

e Target IP Address TVR IP

e Select All
e Add Add Target Value Rating
IP TVR

e Edit Edit Target Value Rating

e Delete TVR

Cisco Intrusion Prevention System Device Manager 5.1
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* Apply
* Reset

Add and Edit Target Value Rating
Add and Edit Target Value Rating

e Target Value Rating (TVR)
Low Medium Mission Critical

e Target IP Address(es) TVR

No Value

e OK
e Cancel
e Help

Target Value Rating
TVR

2 Configuration > Event Action Rules > Target Value Rating

Target Value Rating

3 Add TVR
Add Target Value Rating

4 TVR

a. Add
b. Target Value Rating

High Low Medium Mission Critical
c. Target IP Address(es)

IP
10.10.2.1-10.10.2.30

e

Target Value Rating ||

High

IDM

No Value

IP

Add Target Value Rating

Cancel

5 OK

Target Value Rating

Cisco Intrusion Prevention System Device Manager

TVR
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Ml Target Value Rating

6 TVR Edit
Edit Target Value Rating

7 Target IP Address(es)

Je

Edit Target Value Rating Cancel

8 OK
Target Value Rating
9 Delete

Target Value Rating

Reset

10 Apply

Cisco Intrusion Prevention System Device Manager 5.1
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. p.7-17

. p.7-17

. p.7-17

o P.7-20
[ )

[ )

[ )

e Event Action Overrides p.7-17

e Add and Edit Event Action Overrides

Event Action Overrides

Event Action Overrides

e Use Event Action Overrides
e Event Action
e Enabled

¢ Risk Rating
0 100 RR

e Select All

Cisco Intrusion Prevention System Device Manager

RR

p.7-18
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e Add AddEvent Action Override

e Edit Edit Event Action Override

e Enable

Event Action Overrides Use Event Action Overrides

e Disable

e Delete

* Apply
e Reset

Add and Edit Event Action Overrides
Add and Edit Event Action Overrides

e Event Action

Deny Attacker Inline

2

Monitoring > Denied Attackers > Clear List

P.11-3

Deny Attacker Service Pair Inline

Deny Attacker Victim Pair Inline

S

Configuration > Event Action Rules > General Settings
P.7-30

Cisco Intrusion Prevention System Device Manager 5.1
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Deny Connection Inline

Deny Packet Inline
Log Attacker Packets

Log Pair Packets
Log Victim Packets

Modify Packet Inline

A

TCP

IP
Produce Alert

Produce Alert

IP
Produce Alert

Modify Packet Inline

Add Event Action Filter

Add Event Action Override

Produce Alert
Produce Verbose Alert

Produce Alert

Request Block Connection ARC

8 ARC
Request Block Host ARC

8 ARC
A Y
Configuration >
Event Action Rules > General Settings P.7-30

Request Rate Limit ARC

8 ARC

Request SNMP Trap SNMP

Reset TCP Connection TCP

TCP Connection

e Enabled Yes

¢ Risk Rating
0 100 RR

Produce Alert
SNMP
9 SNMP

TCP Reset
TCP

No

[ oL-8674-01-J
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RR

e OK
e Cancel
e Help

1 IDM
2 Configuration > Event Action Rules > Event Action Overrides

Event Action Overrides
3 Add

Add Event Action Override

4 Event Action

5 Enabled Yes

6 Risk Rating Minimum Maximum RR

0 100 Minimum Maximum

Add Event Action Override Cancel
7 OK
Event Action Overrides
8 Use Event Action Overrides
~
Event Action Overrides Use Event Action Overrides

Cisco Intrusion Prevention System Device Manager 5.1
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Je

Edit Event Action Override
10 Enabled Yes

11 Risk Rating Minimum Maximum

0 100 Minimum Maximum

RR

Edit

Edit Event Action Override

Cancel

12 OK

Event Action Overrides

13 Use Event Action Overrides

A

Event Action Overrides Use Event Action Overrides

14

Event Action Overrides

15
Disable

Delete

Enable

Reset

16 Apply

Cisco Intrusion Prevention System Device Manager
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. p.7-22
. pP.7-22
. P.7-22
. p.7-22
Event Variables
~
$
$ Bad source and destination
[ )
[ )
[ )
e Event Action Filters p.7-22

Add and Edit Event Action Filters

Event Action Filters

Event Action Filters

e Use Event Action Filters

e Name

P.7-24

5.1
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Active

Enabled
Sig ID

SubSig ID

subSig ID
ID

Attacker (address/port)

Attacker (address/port)

Risk Rating

100 RR

Actions to Subtract

Deny Pct
Stop on Match

No
Yes

Comments

Select All
Add Add Event Action Filter

Insert Before

Add Event Action Filter
Insert After

Add Event Action Filter
Move Up 1

Move Down 1

Edit Edit Event Action Filter

Active

Inactive

Cisco Intrusion Prevention System Device Manager

RR

subSig

[ oL-8674-01-J



e Enable

Event Action Filters Use Event Action Filters

e Disable
e Delete

* Apply
e Reset

Add and Edit Event Action Filters
Add and Edit Event Action Filters

e Name

e Active

e Enabled
e Signature ID

e SubSignature ID

subSig ID subSig
ID

e Attacker Address IP

e Attacker Port

e Victim Address IP

¢ Victim Port

¢ Risk Rating 0
100 RR
RR

e Actions to Subtract

Deny Attacker Inline

Cisco Intrusion Prevention System Device Manager 5.1
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¢

Monitoring > Denied Attackers > Clear List

P.11-3

Deny Attacker Service Pair Inline

Deny Attacker Victim Pair Inline

Y
Configuration > Event Action Rules > General Settings
P.7-30
Deny Connection Inline TCP

Deny Packet Inline
Log Attacker Packets IP
Produce Alert

Log Pair Packets IP
Produce Alert

Log Victim Packets IP
Produce Alert

Modify Packet Inline

A

Modify Packet Inline Add Event Action Filter Add Event Action Override

Produce Alert

Produce Verbose Alert
Produce Alert

Request Block Connection ARC
8 ARC
Request Block Host ARC
8 ARC

Cisco Intrusion Prevention System Device Manager 5.1
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A Y

Configuration >
Event Action Rules > General Settings P.7-30

Request Rate Limit ARC

8 ARC

Request SNMP Trap SNMP
Produce Alert

SNMP
9 SNMP
Reset TCP Connection TCP TCP Reset
TCP Connection TCP
¢ Deny Percentage 1
100 100%

e Stop on Match

No
Yes

e  Comments

e Cancel
e Help

1 IDM
2 Configuration > Event Action Rules > Event Action Filters

Event Action Filters

. Add

Insert Before Insert After

Add Event Action Filter

Cisco Intrusion Prevention System Device Manager 5.1
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4 Signature ID ID
2001, 2004 2001-2004 Event Variables
SIG $
5 SubSignature ID ID
6 Attacker Address IP
Event Variables $

0.0.0.0  255.255.255.255

7 Attacker Port

8 Victim Address IP

Event Variables $
0.0.0.0 255.255.255.255

9 Victim Port

10 Risk Rating RR
RR

11 Actions to Subtract

Ctrl

12 Deny Percentage
100%

13 Stop on Match

a. Yes

b. No

14 Enabled Yes

Cisco Intrusion Prevention System Device Manager 5.1
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N

Event Action Filters Use Event Action Filters
Add Event Action Filter Yes

15 Active Yes

16 Comments

Je

Add Event Action Filter Cancel
17 OK
Event Action Filters
18 Use Event Action Overrides
hY
Event Action Overrides Use Event Action Overrides

Add Event Action Filter

19 Edit

Edit Event Action Filter

20

Edit Event Action Filter Cancel

21 OK

Event Action Filters

22 Use Event Action Overrides

Cisco Intrusion Prevention System Device Manager 5.1
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| |
N
Event Action Overrides Use Event Action Overrides
Edit Event Action Filter
23 Delete
Event Action Filters
24 Enable Disable
25 Move Up Move
Down

26

Reset

Apply

Cisco Intrusion Prevention System Device Manager
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. P.7-30
. P.7-30
. P.7-30
. p.7-31
Summarizer Meta Event Generator
Summarizer 1
Meta Event Generator
ﬂ_‘. Summarizer  Meta Event Generator
Summarizer Fire All
Meta Event Generator Meta

General Settings

e Use Summarizer Summarizer

Summarizer
Fire All
Summarizer

e Use Meta Event Generator Meta Event Generator

Meta Event Generator Meta Event Generator
Meta

Cisco Intrusion Prevention System Device Manager 5.1
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e Deny Attacker Duration
1 518400
e Block Attack Duration

3600

1 10000000 30

e  Maximum Denied Attackers

1 10000000 10000

* Apply
e Reset

Summarizer

Meta Event Generator

2 Configuration > Event Action Rules > General Settings

General Settings

3 Use Summarizer

A

Summarizer

IDM

Summarizer

Summarizer

4 Use Meta Event Generator

A

Meta Event Generator

Meta Event Generator

Generator

Meta

Meta Event

5 Deny Attacker Duration

6 Block Action Duration

Cisco Intrusion Prevention System Device Manager
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7 Maximum Denied Attackers

Je

Reset

8 Apply
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| |
. P.7-33
o P.7-33
. P.7-33
. P.7-35
Events
1
View
View IDM
View
IDM
1 500 Back Next
e Events p.7-33
e Event Viewer P.7-34
Events
Events
e Show alert events
Informational
Low
Medium
High
Cisco Intrusion Prevention System Device Manager 5.1
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* Show error events
Warning
Error
Fatal

e Show Network Access Controller events ARC Network Access Controller

¢ Show status events

e Select the number of the rows per page
1 500 100
e Show all events currently stored on the sensor

e Show past events

e Show events from the following time range

e View Event Viewer

* Reset

Event Viewer
Event Viewer

o #

e Type Error NAC Status Alert
e Sensor UTC Time

e EventID

e Events

e SiglID

e Details

e Refresh Event Viewer
e Back Event Viewer

e Next EventViewer

¢ Close

e Help

Cisco Intrusion Prevention System Device Manager 5.1
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||
1 IDM
2 Monitoring > Events
Events
3 Events
4 Events
5 ARC Network Access Controller Show

Network Access Controller events

6 Show status events
7

100 100 200 300 400 500
8

e Show all events currently stored on the sensor

e Show past events

e Show events from the following time range

Je

Reset

9 View

Event Viewer

10 1

11 Next Back 100

12 Details

Cisco Intrusion Prevention System Device Manager 5.1
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s

ARC

Attack Response Controller ARC

ARC Network Access Controller IPS5.1
IDM Network Access Controller
. P.8-2
. P.8-4
* ARC P.8-5
. P.8-6
o P.8-8
. P.8-14
. P.8-18
. P.8-22
. P.8-27
¢ Catalyst 6000 P.8-33

. P.8-37
. P.8-42
. P.8-46
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8 ARC |

ARC PIX.Firewall
FWSM ASA ARC
IP ARC
ARC
FWSM
S
ARC 4 7
250
10
ASA FWSM 1
/ 1
Catalyst VLAN
1 ARC
ASA PIX Firewall 7.0 FWSM 2.1
IPS5.1 VLAN IP
VLAN A VLAN
B
VLAN A VLAN B
3
. IP
o IP IP
IP IP
A
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ARC

Deny Packet Inline  Deny Connection Inline

Deny Attacker Inline

Request Block Connection

Request Block Host

SensorApp
ARC ARC SensorApp
Request Block Host
Request Block Connection P.5-24
Request Block Host
Request Block Connection
p.7-17
Cisco Catalyst 6500 ARC ACL VACL
ACL VACL VLAN
ACL VACL IP
PIX Firewall FWSM ASA ACL
VACL shun no shun
ARC ACL
ACL ACL
Pre-Block ACL Post-Block ACL
p.8-27 Sensor
ARC
. ID AAA
. ethernet0  vlan100
. ACL VACL ACL VACL
Pre-Block ACL VACL ACL VACL Post-Block ACL
VACL
PIX Firewall FWSM ASA
ACL
. Telnet SSH
d IP
ARC sensor#  Show statistics network-access

IDM Monitoring > Statistics

ARC

Cisco Intrusion Prevention System Device Manager
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8 ARC |

S
ARC Network Access Controller NAC
IDM  CLI Network Access Controller nac network-access
Host Flood Net Flood TCP
SYN ARC Cisco 10S 12.3
p.8-22
ARC P.10-14
IP
P.8-14 Request Rate
Limit 8-1
8-1

ID IP
2152 ICMP Flood Host ICMP o echo-request
2153 ICMP Smurf Attack ICMP o echo-reply
4002 UDP Flood Host UDP o
6901 Net Flood ICMP Reply ICMP < echo-reply
6902 Net Flood ICMP Request |ICMP < echo-request
6903 Net Flood ICMP Any ICMP >
6910 Net Flood UDP UDP =<
6920 Net Flood TCP TCP =<
3050 TCP HalfOpenSyn TCP >< halfOpenSyn

Cisco Intrusion Prevention System Device Manager 5.1
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| 8 ARC

ARC ||
ARC
2
1
p.8-37
Y
10 10
/ 1
10 10
Telnet SSH
. Pre-Block ACL VACL Post-Block ACL VACL
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8 ARC |

ARC 250 ARC

250
10
ASA FWSM

Catalyst VLAN

ARC

e CiscolOS11.2 Cisco ACL

Cisco 1600

Cisco 1700

Cisco 2500

Cisco 2600

Cisco 2800

Cisco 3600

Cisco 3800

Cisco 7200

Cisco 7500
e [0S 11.2(9)P RSM Catalyst 5000 ACL
e 10S12.1(13)E Catalyst 6500 7600 ACL

e Catalyst 7.5(1) Catalyst 6500 7600
VACL

PFC 1A
MSFC1 1A
MFSC2 1A
MSFC2 2
MSFC3 720

VACL MSFC ACL
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ARC

PIX Firewall 6.0 shun
501
506E
515E
525
535
ASA 7.0 shun
ASA-5510
ASA-5520
ASA-5540
FWSM 1.1 shun

ACL VACLS shun

ASA shun

ARC

Cisco 10S 12.3 Cisco
Cisco 1700
Cisco 2500
Cisco 2600
Cisco 2800
Cisco 3600
Cisco 3800
Cisco 7200
Cisco 7500
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ARC |

. P.8-8

. P.8-9
. P.8-9

. p.8-11

Blocking Properties

ARC
false
positive
S
Never Block Address
IP
IP
ARC
ARC
ARC
S
Cisco 10S
Cisco Intrusion Prevention System Device Manager 5.1
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8 ARC

||
e Blocking Properties P.8-9
e Add and Edit Never Block Address P.8-11
Blocking Properties
Blocking Properties
e Enable blocking
Enable blocking
Y
ARC

¢ Allow the sensor IP address to be blocked IP

e Log all block events and errors

N

Log all block events and errors

Cisco Intrusion Prevention System Device Manager 5.1
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8 ARC |

¢ Enable NVRAM write ARC NVRAM
ACL NVRAM
NVRAM
NVRAM
NVRAM
NVRAM
NVRAM
e Enable ACL Logging ARC ACL VACL
syslog
e Maximum Block Entries
1 65535 250
e  Maximum Interfaces
PIX Firewall 1 1
1 2 2
250 250
~
Maximum Interfaces ARC
/ VLAN 1
Y
100 250 250
250  Catalyst Software 100
¢ Maximum Rate Limit Entries
1 32767 250
e Never Block Addresses IP
IP Address IP
Mask IP

e Add Add Never Block Address

e Edit Edit Never Block

Cisco Intrusion Prevention System Device Manager 5.1
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| 8 ARC

e Delete

* Apply
e Reset

Add and Edit Never Block Address
Add and Edit Never Block Address

e |P Address IP
e Mask IP

e OK
e Cancel
e Help

1 IDM
2 Configuration > Blocking > Blocking Properties
Blocking Properties

3 Enable blocking

N

p.8-27
P.8-33
Catalyst 6000

4 Allow the sensor IP address to be blocked

Cisco Intrusion Prevention System Device Manager 5.1
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8 ARC

5 Log all block events and errors
6 ARC NVRAM
Enable NVRAM write

7 ARC ACL VACL
Enable ACL logging

8 Maximum Block Entries 0 65535

S

250

N

9 Maximum Interfaces

10 Maximum Rate Limit Entries 1 32767

11 Add
Add Never Block Address
12 IP Address IP

13 Network Mask

Je

Add Never Block Address Cancel

14 OK

Blocking Properties Never Block Addresses

Cisco Intrusion Prevention System Device Manager 5.1
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| 8 ARC

15 Edit

Edit Never Block Address
16 IP Address IP

17 Network Mask

Je

Edit Never Block Address Cancel
18 OK
Allowed Hosts Never Block Addresses
19
Delete
Blocking Properties Never Block Addresses
Reset
20 Apply

Cisco Intrusion Prevention System Device Manager 5.1
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8 ARC |

. P.8-14
. P.8-14
. P.8-14
. P.8-16
Rate Limits
1 100
e Rate Limits P.8-15
e Add Rate Limit P.8-15
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ARC

Rate Limits

Add Rate Limit

Rate Limits

e Protocol
e Rate

e Source IP

e Source Port

e Destination IP

¢ Destination Port
e Data

echo-request ICMP

e Minutes Remaining

e Timeout (minutes)

e Add AddRate Limit

e Delete
e Refresh

Add Rate Limit

* Protocol

* Rate

e Source IP

e Source Port

e Destination IP

e Destination Port

ping

ICMP  TCP ubP

e Use Additional Data echo-reply echo-request halfOpenSyn

¢ Timeout
No Timeout
Enable Timeout

* Apply
e Cancel
e Help

Cisco Intrusion Prevention System Device Manager
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8 ARC |

p.8-4

1 IDM
2 Monitoring > Rate Limits

Rate Limits
3 Add

Add Rate Limit

4 ICMP TCP UDP Protocol

5 Rate 1 100
6 Destination IP IP

7 Use Additional Data

8 Select Data echo-reply echo-request halfOpenSyn
9 Enable Timeout

10 Timeout 1 70560

Je

Add Rate Limit Cancel

11 No Timeout

12 Apply

Rate Limits

13 Refresh Rate Limits

14 Delete

Delete Rate Limit

Cisco Intrusion Prevention System Device Manager 5.1
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ARC

No

Delete Rate Limit

15 Yes
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8 ARC |

. p.8-18

. pP.8-18

. P.8-18

. P.8-20

Device Login Profiles

e Device Login Profiles p.8-18
e Add and Edit Device Login Profile P.8-19

Device Login Profiles

Device Login Profile

¢ Profile Name

e Username

Cisco Intrusion Prevention System Device Manager 5.1
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| 8 ARC

e Login Password
Add Device Login Profile

A Y

e Enable Password
Add Device Login Profile

A

e Add Add Device Login Profile

e Edit Edit Device Login Profile

e Delete

* Apply
* Reset

Add and Edit Device Login Profile
Add and Edit Device Login Profile

¢ Profile Name
e Username
e Login Password
Add Device Login Profile

A Y

e Enable Password
Add Device Login Profile

~

Cisco Intrusion Prevention System Device Manager
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8 ARC

e Cancel
e Help

1 IDM
2 Configuration > Blocking > Device Login Profiles
Device Login Profiles
3 Add
Add Device Login Profile
4 Profile Name

5 Username

6 New Password Confirm New Password

7 New Password Confirm New Password

Je

Add Device Login Profile Cancel
8 OK
Device Login Profile
9 Edit
Edit Device Login Profile
10 Username
11 Change the login password

Cisco Intrusion Prevention System Device Manager 5.1
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| 8 ARC
||

12 New Password Confirm New Password

13 Change the enable password

14 New Password Confirm New Password

Edit Device Login Profile Cancel
15 OK
Device Login Profile
16 Delete
Device Login Profile
Reset
17 Apply
Cisco Intrusion Prevention System Device Manager 5.1
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ARC |

. p.8-22
o p.8-22
. p.8-22

Blocking Devices

Cisco 10S Catalyst 6500
Firewall ASA

ACL
ACL  class-map
policy-map service-policy

p.8-24

ACL

P1X

p.8-37

Blocking Devices

e Blocking Devices
e Add and Edit Blocking Devices

5.1

l_ Cisco Intrusion Prevention System Device Manager
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| 8 ARC

Blocking Devices

Blocking Devices

e |P Address IP
¢ Sensor’s NAT Address NAT
e Device Login Profile

e Device Type Cisco Router Cat 6K PIX/ASA
Cisco Router

e Response Capabilities

e Communication
SSH 3DES SSH DES Telnet

SSH 3DES

e Add Add Blocking Device

IP
e Edit Edit Blocking Device

e Delete

* Apply
e Reset

Add/Edit Blocking Devices
Add and Edit Blocking Device

e |P Address IP
e Sensor’s NAT Address NAT
e Device Login Profile

e Device Type Cisco Router Cat 6K PIX/ASA
Cisco Router
e Response Capabilities

e Communication
SSH 3DES SSH DES Telnet

SSH 3DES

e OK
e Cancel

e Help

Cisco Intrusion Prevention System Device Manager
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8 ARC |

1 IDM

2 Configuration > Blocking > Blocking Devices

Blocking Devices

3 Add

p.8-18

Add Blocking Device

4 IP Address IP

5 Sensor's NAT Address NAT

6 Device Login Profile

7 Device Type

8 Response Capabilities Block Rate Limit
Y
SensorApp ARC
P.5-24
9 Communication
SSH 3DES SSH DES 11
Add Blocking Device Cancel

10 OK

IP

Blocking Devices

11 SSH 3DES SSH DES

Cisco Intrusion Prevention System Device Manager 5.1
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| 8 ARC

SSH 3DES SSH DES 3DES/DES

Configuration > SSH > Known Host Keys > Add Known Host Key Add
Known Host Key
p.2-12

Telnet CLI
b.
sensor# configure terminal
C.
sensor (config)# ssh host-key blocking device_ ip_ address
d.
Would you like to add this to the trusted certificate table for this host?[yes]:
e. Yyes
f. CLI
sensor (config) # exit
sensor# exit
12 Edit

Edit Blocking Device

13 NAT

14

15

16

17

Edit Blocking Device Cancel

18 OK

Blocking Devices

Cisco Intrusion Prevention System Device Manager 5.1
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8 ARC |

19 Delete

Blocking Device

Reset

20 Apply

Cisco Intrusion Prevention System Device Manager 5.1
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||
e Sensor p.8-27
. P.8-28
. P.8-29
. P.8-29
. p.8-31
Sensor
ARC  Cisco ACL
ACL
S
ACL
1 IP NAT
permit
)
ACL
2. Pre-Block ACL
ACL
)
ARC ACL ACL
Post-Block ACL
ACL
Y
ARC ACL ACL
)
ACL permit ip any
any
permit ip any any Post-Block ACL
Cisco Intrusion Prevention System Device Manager 5.1
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8 ARC
[

ARC 2 ACL

1 ARC ACL ACL

ARC

A

ARC ACL

ACL ACL
Pre-Block ACL Post-Block ACL

Pre-Block Post-Block ACL
1.

P.8-8

p.8-37

IPS 5.1

ACL
ACL  class-map

policy-map service-policy

Router Blocking Device Interfaces

Pre-Block ACL  Post-Block ACL
ACL IP ACL ACL

N

Pre-Block Post-Block ACL

Cisco Intrusion Prevention System Device Manager 5.1
8-28
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ARC

Pre-Block ACL  Post-Block ACL

Pre-Block ACL

Pre-Block ACL

Post-Block ACL

ACL  Post-Block ACL
ACL permit ip any any

2 ACL
ACL

. IP permit
Pre-Block ACL

Pre-Block ACL
ACL

ACL
Pre-Block ACL

Post-Block ACL

deny

ACL

ACL

ACL

ACL
ACL

e Router Blocking Device Interfaces

e Add and Edit Router Blocking Device Interface

P.8-30

Cisco Intrusion Prevention System Device Manager

P.8-30
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ARC |

Router Blocking Device Interfaces

Router Blocking Device Interfaces

e Router Blocking Device IP
e Blocking Interface
a z A Z 0 9 . / 64
¢ Direction ACL
In Out
* Pre-Block ACL ACL ACL
0 64
e Post-Block ACL ACL ACL
0 64
Y
Post-Block ACL  Pre-Block ACL
e Add Add Router Blocking Device Interface
e Edit Edit Router Blocking Device Interface
e Delete
* Apply
* Reset
Add and Edit Router Blocking Device Interface
Add and Edit Router Blocking Device Interface
e Router Blocking Device IP
e Blocking Interface
a z A Z 0 9 . / 64
e Direction ACL
In Out
Cisco Intrusion Prevention System Device Manager 5.1
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* Pre-Block ACL ACL ACL
0 64
e Post-Block ACL ACL ACL
0 64
Y
Post-Block ACL  Pre-Block ACL
¢ OK
e Cancel
e Help
IDM
Configuration > Blocking > Router Blocking Device Interfaces
Router Blocking Device Interfaces
Add
Add Router Blocking Device Interface
IP
Blocking Interface
Direction
Pre-Block ACL Pre-Block ACL
S
Post-Block ACL Post-Block ACL
Y
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ARC |

Je

Add Router Blocking Device Interface
Cancel

Router Blocking Device Interfaces

10
Edit

Edit Router Blocking Device

11

12

13 Pre-Block ACL

14 Post-Block ACL

Edit Router Blocking Device Interface
Cancel
15 OK
Router Blocking Device Interfaces
16

Delete

Device Interfaces

Router Blocking

Reset

17

Apply

5.1
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Catalyst 6000 ||
Catalyst 6000
Catalyst 6500

. P.8-33

. P.8-34

. P.8-34

e Catalyst 6000 P.8-35
Cat 6K Blocking Device Interfaces Catalyst 6500 VLAN
ID VACL
ARC Cisco Catalyst

VACL Cisco 10S MSFC
ACL VACL
VACL
Catalyst 6500
VLAN
Pre-Block VACL  Post-Block VACL VACL
IP VACL VACL
Pre-Block VACL  Post-Block VACL VACL
Pre-Block VACL VACL
Pre-Block VACL VACL
Pre-Block VACL
Post-Block VACL VLAN
VLAN VACL VACL  Post-Block VACL
Post-Block VACL VACL permit ip any any

Y
IDSM-2 VACL permit ip any any capture
2 VACL 3
VACL
. IP permit
e Pre-Block VACL
. deny
e Post-Block VACL
Cisco Intrusion Prevention System Device Manager 5.1
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ARC |

M Catalyst 6000

VACL VLAN
Y
VLAN VACL VLAN VACL
Catalyst 6500
Catalyst 6500
e Cat 6K Blocking Device Interfaces
e Add and Edit Cat 6K Blocking Device Interface P.8-35
Cat 6K Blocking Device Interfaces
Cat 6K Blocking Device Interfaces
e Cat 6K Blocking Device Catalyst 6500 IP
e VLANID Catalyst 6500 VLAN ID
1 4094
* Pre-Block VACL VACL VACL
0 64
e Post-Block VACL VACL VACL
0 64
Y
Post-Block VACL  Pre-Block VACL
e Add Add Cat 6K Blocking Device Interface
Catalyst 6500
Catalyst 6500
Cisco Intrusion Prevention System Device Manager 5.1
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ARC

Catalyst 6000 ||

e Edit Edit Cat 6K Blocking Device Interface
Catalyst 6500

e Delete

* Apply
* Reset

Add and Edit Cat 6K Blocking Device Interface

Add and Edit Cat 6K Blocking Device Interface

e Cat 6K Blocking Device Catalyst 6500 IP

e VLANID Catalyst 6500 VLAN ID
1 4094
* Pre-Block VACL VACL VACL
0 64
¢ Post-Block VACL VACL VACL
0 64

A

Post-Block VACL  Pre-Block VACL

¢ OK
e Cancel
e Help
Catalyst 6000
Catalyst 6500
1 IDM
2 Configuration > Blocking > Cat 6K Blocking Device Interfaces
CAT 6K Blocking Device Interfaces
3 Add Catalyst 6500
Add Cat 6K Blocking Device Interface
4 Catalyst 6500 IP
Cisco Intrusion Prevention System Device Manager 5.1
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M Catalyst 6000

5 VLANID VLAN ID
6 Pre-Block VACL Pre-Block VACL
7 Post-Block VACL Post-Block VACL

Add Cat 6K Blocking Device Interface
Cancel

8 OK

IP /VLAN

Cat 6K Blocking Device Interfaces

9 Catalyst 6500
Edit
Edit Cat 6K Blocking Device Interface
10 VLANID

11 Pre-Block VACL

12 Post-Block VACL

Je

Edit Cat 6K Blocking Device Interface
Cancel

13 OK

Cat 6K Blocking Device Interfaces Catalyst 6500

14 Catalyst 6500

Delete

Catalyst 6500 Cat 6K Blocking
Device Interfaces

Reset

15 Apply

Cisco Intrusion Prevention System Device Manager 5.1
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| 8 ARC
Y

. P.8-38

. P.8-38

. P.8-39
Master Blocking Sensor

1
1 1
ARC ARC ARC
2
1
Y
10 10
/ 1 10
10
Web TLS
ARC X.509
TLS
Cisco Intrusion Prevention System Device Manager 5.1
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Master Blocking Sensor P.8-38
Add and Edit Master Blocking Sensor P.8-39

Master Blocking Sensor

Master Blocking Sensor

e |P Address IP
e Port
443
e Username
1 64
e TLSUsed TLS

Cisco Intrusion Prevention System Device Manager 5.1
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ARC

e Add Add Master Blocking Sensor

e Edit Edit Master Blocking Sensor

e Delete

* Apply
e Reset

Add and Edit Master Blocking Sensor

Add and Edit Master Blocking Sensor

e |P Address IP
IP
e Port
443
e Username
1 16
e Change the password
* New Password

¢ Confirm Password

e UseTLS TLS

e OK
e Cancel

e Help

Configuration > Blocking > Master Blocking Sensor
Master Blocking Sensor
Add

Add Master Blocking Sensor

Cisco Intrusion Prevention System Device Manager

IDM
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8 ARC |

4 IP Address IP
5 Port
443
6 Username
7 Password
8 Confirm New Password

9 TLS

Je

Add Master Blocking Sensor Cancel
10 OK
IP
Master Blocking Sensor
11 TLS TLS/SSL X.509
ARC
N
Configuration > Certificates > Trusted Hosts > Add Trusted Host X.509
p.2-17
a. CLI
b.
sensor# configure terminal
C.
sensor (config)# tls trusted-host ip-address master blocking sensor_ip_address
Would you like to add this to the trusted certificate table for this host?[yes]:
d. yes
e. CLlI

sensor (config)# exit
sensor# exit

Cisco Intrusion Prevention System Device Manager 5.1
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||
Y
show tls fingerprint
12 Edit
Edit Master Blocking Sensor
13
14
15 Change the password
a. New Password
b. Confirm New Password
16 TLS
Edit Master Blocking Sensor Cancel

17 OK

Master Blocking Sensor

18 Delete

Master Blocking Sensor

Reset

19 Apply

Cisco Intrusion Prevention System Device Manager 5.1
[ oL-8674-01-J .m



ARC |

. P.8-42

. P.8-42

Active Host Blocks

e Active Host Blocks
e Add Active Host Block

Active Host Blocks
Active Host Blocks

e Source IP
e Destination IP
e Destination Port

p.8-42

1

P.8-42

70560

pP.8-43

p.8-44

49

5.1
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ARC

Protocol TCP UDP
ANY
Minutes Remaining
Timeout (minutes)
1 70560 49
VLAN

ANY

VLAN

VLAN ID

ID
FWSM 2.1

Connection Block Enabled

Add Add Active Host Block

Delete
Refresh

Add Active Host Block

Add Active Host Block

Source IP IP
Enable connection blocking
Connection Blocking
Destination IP IP
Destination Port
Protocol
ANY
VLAN

TCP UDP

ANY

VLAN

VLAN ID

ID
FWSM 2.1

Enable Timeout
Timeout
1 70560 49

No Timeout

Apply

Cisco Intrusion Prevention System Device Manager

5.1
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8 ARC |

e Cancel
e Help

1 IDM
2 Monitoring > Active Host Blocks

Active Host Blocks
3 Add

Add Active Host Block

4 IP
5 Enable Connection Blocking

Y

IP IP

a. Destination IP IP

b. Destination Port

c. Protocol
6 VLAN VLAN
7 Enable Timeout
8 Timeout

Add Active Host Block Cancel
9 No Timeout
10 Apply
IP

Active Host Blocks

11 Refresh

Cisco Intrusion Prevention System Device Manager 5.1
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| 8 ARC
12 Delete
Delete Active Host Block
Delete Active Host Block Cancel
13 Yes
Cisco Intrusion Prevention System Device Manager 5.1
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8 ARC |

. P.8-46
. P.8-46

. P.8-46

. P.8-47

Network Blocks

1 70560 49

e Network Blocks P.8-46
e Add Network Block pP.8-47

Network Blocks
Network Blocks

e |P Address 1P
e Mask
e Minutes Remaining
e Timeout (minutes)
1 70560 49

Cisco Intrusion Prevention System Device Manager 5.1
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ARC

e Add Add Network Block

e Delete
e Refresh

Add Network Block

Add Network Block

e Source IP IP
e Netmask
¢ Enable Timeout
e Timeout
1 70560 49

¢ No Timeout

* Apply
e Cancel

e Help

IDM
Monitoring > Features > IPS > Network Blocks
Network Blocks
Add

Add Network Block

Netmask
Enable Timeout

Timeout

Je

Add Network Block

Cancel

Cisco Intrusion Prevention System Device Manager
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8 ARC

8 Apply

Network Blocks

9 Refresh

10 Delete

Delete Network Block

11 Yes

Cisco Intrusion Prevention System Device Manager 5.1
OL-8674-01-J |



s

SNMP

SNMP SNMP
SNMP Request SNMP Trap
p.5-24
e SNMP pP.9-2
e SNMP P.9-3
e SNMP P.9-5

Cisco Intrusion Prevention System Device Manager
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9 SNMP |
W sNwP
SNMP
SNMP
SNMP
Get GetNext Set Trap 4
SNMP SNMP
SNMP SNMP
SNMP
A
SNMP
SNMP
SNMP
5.1
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| o SNMP

SNMP

SNMP
. P.9-3
. P.9-3
i P.9-3
SNMP P.9-4

SNMP General Configuration SNMP

SNMP

SNMP General Configuration

e Enable SNMP Gets/Sets SNMP get
e SNMP Agent Parameters SNMP
Read-Only Community String

Read-Write Community String

Sensor Contact

Sensor Location

Sensor Agent Port IP
161

Sensor Agent Protocol IP
443

* Apply
e Reset

Cisco Intrusion Prevention System Device Manager

SNMP set

SNMP | |
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9 SNMP |
W sNwP
SNMP
A
SNMP Request SNMP Trap
p.5-24
SNMP
1 IDM
2 Configuration > SNMP > SNMP General Configuration
SNMP General Configuration
3 SNMP SNMP Enable
SNMP Gets/Sets SNMP
4 SNMP
SNMP SNMP
a. Read-Only Community String
SNMP
b. Read-Write Community String / read/write
/ SNMP
Y
SNMP SNMP
c. Sensor Contact ID
d. Sensor Location
e. Sensor Agent Port SNMP
SNMP 161
f. Sensor Agent Protocol SNMP
g- UDP
Reset
5 Apply
Cisco Intrusion Prevention System Device Manager 5.1
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| o SNMP

SNMP

SNMP

SNMP

. P.9-5

. P.9-5
i P.9-5

SNMP P.9-6

SNMP Traps Configuration SNMP

SNMP fatal error warning

SNMP

SNMP

SNMP Traps Configuration P.9-5
Add and Edit SNMP Trap Destination P.9-6

SNMP Traps Configuration
SNMP Traps Configuration

e Enable SNMP Traps

e SNMP
Fatal fatal
Error error
Warning warning

e Enable detailed traps for alerts
484

e Default Trap Community String

Cisco Intrusion Prevention System Device Manager
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9 SNMP |

H sNwmP

e Specify SNMP trap destinations

IP Address IP

UDP Port UDP

Trap Community String

e Add Add SNMP Trap Destination
SNMP
e Edit Edit SNMP Trap Destination

e Delete

* Apply
e Reset

Add and Edit SNMP Trap Destination
Add and Edit SNMP Trap Destination

e |P Address 1P

e UDP Port UDP
162

e Trap Community String

¢ OK
e Cancel
e Help
SNMP
Y
SNMP Request SNMP Trap
P.5-24
SNMP
1
2 Configuration > SNMP > SNMP Traps Configuration
SNMP Traps Configuration
3 Enable SNMP Traps SNMP
Cisco Intrusion Prevention System Device Manager 5.1
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| o SNMP

SNMP | |

SNMP

a. SNMP

fatal error warning SNMP
SNMP

b. SNMP Enable detailed traps for alerts

c. Default Trap Community String

SNMP

a. Add

Add SNMP Trap Destination
b. IP Address SNMP IP

c. UDP Port SNMP UDP
d. Trap Community String

~

Add SNMP Trap Destination Cancel

OK

SNMP Traps Configuration SNMP
SNMP Edit
Edit SNMP Trap Destination

UDP Port Trap Community String

Je

Edit SNMP Trap Destination Cancel

OK

SNMP Traps Configuration SNMP

[ oL-8674-01-J
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9 SNMP |

H sNwmP

10 SNMP Delete

SNMP SNMP Traps Configuration

Je

Reset

11 Apply

Cisco Intrusion Prevention System Device Manager 5.1
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pP.10-2
P.10-5
P.10-6
P.10-8

P.10-9

P.10-12
P.10-15

P.10-16
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. P.10-2

. pP.10-2
. p.10-3

DOS
DOS

pP.10-2

Windows FTP
UNIX

FTP SCP

FTP

Cisco.com
Cisco.com FTP

SCP

SCP

A

Cisco.com

FTP SCP

Auto Update

Auto Update

e Enable Auto Update

Enable Auto Update

e Remote Server Settings
IP Address
File Copy Protocol
Directory

FTP

SCP

l_ Cisco Intrusion Prevention System Device Manager 5.1
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Username
Password

Confirm Password

e Schedule
Start Time

Frequency
Hourly n
Daily

* Apply
e Reset

1 IDM

2 Configuration > Auto Update

Auto Update

3 Enable Auto Update

4 IP Address
5

FTP SCP
6 Directory

1 128

7 Username

1 2047

8 Password

1 2047

9 Confirm Password

Cisco Intrusion Prevention System Device Manager

File Copy Protocol

[ oL-8674-01-J



10 |

10 Hourly

a. Start Time

hh:mm:ss
b. Every_hours

1 8760
5 5
1 1
1 Daily
a. Start Time
hh:mm:ss
b. Days
Reset
12 Apply

Cisco Intrusion Prevention System Device Manager 5.1
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S

P.10-5

. P.10-5
. P.10-5

. P.10-5

Restore Defaults

Restore Defaults

¢ Restore Defaults Restore Defaults

¢ OK

e Cancel Restore Defaults
Restore Defaults

IDM

Configuration > Restore Defaults

Restore Defaults

Restore Configuration Defaults

Restore Defaults

Cisco Intrusion Prevention System Device Manager
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4 Yes

IP
IDM
. P.10-6
o P.10-6
o P.10-6
. P.10-7
Reboot Sensor

Restore Sensor

Reboot Sensor

e Reboot Sensor Reboot Sensor

¢ OK

e Cancel Reboot Sensor Reboot
Sensor

Cisco Intrusion Prevention System Device Manager 5.1
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IDM

Configuration > Reboot Sensor

Reboot Sensor

Reboot Sensor

Reboot Sensor

OK

v

CLI
30

Cisco Intrusion Prevention System Device Manager
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IDM
. P.10-8
. P.10-8
. p.10-8
i P.10-8

IPS

Shut Down Sensor

Shut Down Sensor

e Shut Down Sensor Shut Down Sensor

e OK
e Cancel Shut Down Sensor

1 IDM

2 Configuration > Shut Down Sensor

Shut Down Sensor

3 Shut Down Sensor

Shut Down Sensor

4 OK

Cisco Intrusion Prevention System Device Manager 5.1
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)
CLI
30
. P.10-9
. P.10-9
. P.10-9
. P.10-10

Update Sensor

Cisco.com
Cisco.com FTP
FTP

Update Sensor

Update Sensor

e Update is located on a remote server and is accessible by the sensor

URL FTP HTTP/S
SCP

9/
Username
Password
e Update is located on this client
Local File Path

Browse Local Browse

Cisco Intrusion Prevention System Device Manager 5.1
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e Update Sensor Update Sensor

e OK Update Sensor

e Cancel Update Sensor

1 IDM
2 Configuration > Update Sensor

Update Sensor

a. Update is located on a remote server and is accessible by the sensor
b. URL URL
URL
e FTP FTP URL

ftp://location/relative_directory/filename

ftp://location//absolute_directory/filename

e HTTPS Web URL

https://location/directory/filename

N

HTTPS tls trusted-host TLS

e SCP SCP URL

scp://location/relative _directory/filename

scp://location/absolute_directory/filename

e HTTP Web URL

http://location/directory/filename

Cisco Intrusion Prevention System Device Manager 5.1
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FTP

ftp://user@ip_address/UPDATES/file_name.rpm.pkg

N

Cisco.com

FTP

Username

o

Password

e

Update is located on this client

p

Update Sensor

Update Sensor

OK

Browse Local

Cancel

IDM CLI

IPS

Cisco Intrusion Prevention System Device Manager
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. P.10-12
. P.10-12
. P.10-12
. P.10-13
TAC
S
Diagnostics Report Save

Diagnostics Report

e Save Save As

¢ Generate Report

Cisco Intrusion Prevention System Device Manager 5.1
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IDM Diagnostics
1 IDM
2 Monitoring > Support Information > Diagnostics Report
Diagnostics
3 Generate New Report
o Save Save As

Cisco Intrusion Prevention System Device Manager
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. P.10-14
. P.10-14
. P.10-14
. P.10-15
Statistics
.
.
.
.
.
.
e Attack Response Controller Network Access Controller
.
.
.
.
e Web
Statistics
e Refresh Web Network Access
Controller IPS5.1 Attack Response Controller
Network Access Controller Logger

Cisco Intrusion Prevention System Device Manager 5.1
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1

Monitoring > Support Information > Statistics

Statistics

Refresh

Cisco Intrusion Prevention System Device Manager
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. P.10-16

. P.10-16
. P.10-16

. P.10-16

System Information

e TAC

« PEP

System Information

e Refresh PEP

1 Monitoring > Support Information > System Information

System Information

2 Refresh

Cisco Intrusion Prevention System Device Manager 5.1
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p.11-2

p.11-8

P.11-11
P.11-15

Cisco Intrusion Prevention System Device Manager
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. p.11-2

. p.11-2

Denied Attackers
IP

Denied Attackers

e Attacker IP

e Victim IP

e Port

* Protocol

* Percentage

e Hit Count

* Virtual Sensor

e Reset All Hit Counts
e Clear List
¢ Refresh

p.11-2

P.11-3

IPS 5.1

5.1

vsO

l_ Cisco Intrusion Prevention System Device Manager
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IDM

Monitoring > Denied Attackers

Denied Attackers

Refresh

Reset All Hit Counts

Clear List

Cisco Intrusion Prevention System Device Manager

[ oL-8674-01-J



11

. P.11-4

. P.11-4

Active Host Blocks

e Active Host Blocks
e Add Active Host Block

Active Host Blocks
Active Host Blocks

e Source IP
e Destination IP
e Destination Port

P.11-4

P.11-6

1 70560 49

P.11-4

P.11-5

5.1
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* Protocol TCP UDP
ANY
e Minutes Remaining
e Timeout (minutes)
1 70560 49
e VLAN

ANY

VLAN

VLAN ID

ID
FWSM 2.1

e Connection Block Enabled

e Add Add Active Host Block

e Delete
¢ Refresh

Add Active Host Block
Add Active Host Block

e Source IP IP
e Enable connection blocking
e Connection Blocking
Destination IP IP
Destination Port
Protocol
ANY
e VLAN

TCP UDP

ANY

VLAN

VLAN ID

ID
FWSM 2.1

e Enable Timeout
e Timeout

1 70560 49
e No Timeout

Cisco Intrusion Prevention System Device Manager

5.1

[ oL-8674-01-J



11 |

* Apply
e Cancel
e Help

1 IDM
2 Monitoring > Active Host Blocks

Active Host Blocks
3 Add

Add Active Host Block

4 IP
5 Enable Connection Blocking

S

IP IP

a. Destination IP IP

b. Destination Port

c. Protocol
6 VLAN VLAN
7 Enable Timeout
8 Timeout

ﬂ Add Active Host Block Cancel
9 No Timeout
10 Apply
IP

Active Host Blocks

Cisco Intrusion Prevention System Device Manager 5.1
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11 Refresh

12

Delete Active Host Block

Je

Delete

Delete Active Host Block

Cancel

13 Yes

Cisco Intrusion Prevention System Device Manager
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. P.11-8

o P.11-8

o p.11-8

i P.11-9

Network Blocks

1 70560 49

e Network Blocks pP.11-8
e Add Network Block P.11-9

Network Blocks
Network Blocks

e |P Address 1P
e Mask
e Minutes Remaining
e Timeout (minutes)
1 70560 49

Cisco Intrusion Prevention System Device Manager 5.1
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e Add Add Network Block

e Delete
e Refresh

Add Network Block

Add Network Block

e Source IP IP
e Netmask
¢ Enable Timeout
e Timeout
1 70560 49

¢ No Timeout

* Apply
e Cancel

e Help

IDM
Monitoring > Network Blocks
Network Blocks
Add

Add Network Block

Netmask
Enable Timeout

Timeout

Je

Add Network Block

Cancel

Cisco Intrusion Prevention System Device Manager
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8 Apply

Network Blocks

9 Refresh

10 Delete

Delete Network Block

11 Yes

Cisco Intrusion Prevention System Device Manager 5.1
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. p.11-11

J p.11-11

J P.11-12

J P.11-13

Host Flood Net Flood TCP
SYN ARC Cisco 10S 12.3
p.8-27
p.8-37
ARC pP.10-14
IP
P.11-13 Request Rate
Limit 11-1
11-1
ID IP

2152 ICMP Flood Host ICMP o echo-request
2153 ICMP Smurf Attack ICMP o echo-reply

4002 UDP Flood Host UDP o

6901 Net Flood ICMP Reply ICMP >< echo-reply

6902 Net Flood ICMP Request |ICMP < echo-request
6903 Net Flood ICMP Any ICMP >

6910 Net Flood UDP UDP >

6920 Net Flood TCP TCP =<

3050 TCP HalfOpenSyn TCP < halfOpenSyn

Cisco Intrusion Prevention System Device Manager
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¢ Rate Limits P.11-12
¢ Add Rate Limit pP.11-12

Rate Limits

Rate Limits

¢ Protocol
e Rate

e Source IP IP
e Source Port

e Destination IP IP

¢ Destination Port

e Data

echo-request ICMP ping

e Minutes Remaining

e Timeout (minutes)

e Add AddRate Limit

e Delete
¢ Refresh

Add Rate Limit
Add Rate Limit

¢ Protocol ICMP TCP UDP
* Rate

e Source IP IP

e Source Port

e Destination IP IP

¢ Destination Port

e Use Additional Data echo-reply echo-request halfOpenSyn

e Timeout
No Timeout
Enable Timeout 1 70560

Cisco Intrusion Prevention System Device Manager 5.1
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* Apply
e Cancel
e Help

1 IDM

2 Monitoring > Rate Limits

Rate Limits

3 Add

Add Rate Limit

4 ICMP TCP UDP Protocol
5 Rate 1 100

6 Destination IP IP

7 Use Additional Data

8 Select Data echo-reply echo-request halfOpenSyn

9 Enable Timeout

10 Timeout 1 70560

Je

Add Rate Limit Cancel
11 No Timeout
12 Apply
Rate Limits
13 Refresh Rate Limits

[ oL-8674-01-J
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14 Delete

Delete Rate Limit

No Delete Rate Limit

15 Yes

Cisco Intrusion Prevention System Device Manager 5.1
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IP
IP 1 1P IP
IP
IP IP
IP IP
IP
3
e Added IP
e Started Started
e Completed IP
3 20 IP
1P 1P
Y
IP
IP Ethereal ~ TCP Dump
FTP SCP PCAP
pcap
IP
J P.11-15
J P.11-16
J P.11-16
e IP P.11-17
IP Logging IP
IP 2
e Add IP Logging IP
Log Attacker Packets
Log Pair Packets
Log Victim Packets
IP IP
IP
Cisco Intrusion Prevention System Device Manager 5.1
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IP

e IP Logging P.11-16
* Add and Edit IP Logging

IP Logging
IP Logging

e LoglID IP ID
e |P Address
e Status IP

added started
e Event Alert IP
e Start Time

e Current End Time

e Packets Captured
e Bytes Captured

e Add AddIP Logging
e Edit Edit IP Logging
e Download

e Stop IP
¢ Refresh

P.11-17

IP

completed

5.1

l_ Cisco Intrusion Prevention System Device Manager
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| 1

Add and Edit IP Logging
Add and Edit IP Logging

e IP Address IP
e Maximum Values IP
Duration
S
Edit IP Logging Duration IP
1 60 10
Packets
1 4294967295
Bytes
0 4294967295
* Apply
e Cancel
e Help
IP
IP
1 IDM
2 Monitoring > IP Logging
IP Logging
3 Add IP
Add IP Logging
4 |P IP
Added Started
5 Duration IP
6 Packets
7 Bytes
Cisco Intrusion Prevention System Device Manager 5.1
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10

11

12

13

14

15

IP Logging IP

Edit IP Logging

IP Logging IP

IP

Stop IP Logging

OK IP

IP ID

Save As

Apply
Edit
Apply
ID Stop
Download
Ethereal
5.1
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Cisco IPS
Cisco IPS p.12-2
IPS P.12-4
Cisco IPS 41 5. P.12-7
Cisco.com p.12-8
Cisco.com P.12-9
Cisco Intrusion Prevention Alert Center P.12-14
Cisco IPS P.12-15
Network Security Database P.12-16
IPS P.12-16
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W Cisco IPS

Cisco IPS

Readme Cisco.com  Downloads
N
Downloads Cisco.com
1 Cisco.com
Cisco.com
IPS Cisco.com
Cisco.com P.12-8
Cisco.com
IPS Cisco.com
N
5.X
P.12-9 Cisco.com

Cisco.com  Downloads
1 Cisco.com
2 Cisco.com
3 Technical Support > Downloads
4 Software Products & Downloads Cisco Secure Software
5 Cisco Secure Software Cisco Intrusion Detection System (IDS)
6 Downloads Version 5.x

Latest Service Pack Minor Major Updates

BIOS Firmware
7 Download

Filename Release Date Size Go

S

IPS P.12-4 IPS
Cisco Intrusion Prevention System Device Manager 5.1
m. 0L-8674-01-J |


http://www.cisco.com/

8 Cisco.com

S

Cisco IPS | |

Cisco.com
Distribution Authorization

Encryption Software Export
Submit

10 Readme

Prevention System Sensor Using the Command Line Interface 5.1
System Images

S

Configuring the Cisco Intrusion
Upgrading, Downgrading, and Installing

Cisco Intrusion Prevention System Device Manager
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W rs
IPS
e |PS p.12-4
e 5Xx P.12-6
IPS
Cisco.com IPS

N

show version

12-1 IPS

12-1  IPS

IPS-maj-w.x-y-.pkg

TIIT—k ’;‘lzf?"4

AV — =30 L)L
IA4F— N—23av L)L
H—ER /8v5 L)L

IDS-K9-sp-5.0-2-.pkg: Service Pack 7 v/ T—hk
IDS-K9-min-5.1-1-.pkg: XA/ F+— /A—>3a> 7yTT—hk
IDS-K9-maj-5.0-1-.pkg: AV ¥ — IN—3> FyITT—hk

IPS-sig-Sx-minreq-5.0-1.pkg
TIvIT—h 247 4T

D ZFx LR
=NV ITRITEH

126921

IPS 5.0

5.1

5.0(1)

4.1

l_ Cisco Intrusion Prevention System Device Manager
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IPS ||
S
5.0(1) 41 5.0(1)
5.0(1) 5.0(1)
5.0
5.1(1)
1 S145 S146 S147
S1
Y
P.12-6 5.X
IDS-4215 1PS-4240 IPS-4255 NM-CIDS IDSM-2 AIP SSM 10 AIP ASA 20
IDSM-2
. IDS-4215 1PS-4240 |PS-4255 NM-CIDS IDSM-2 AIP ASA 10
AIP ASA 20 IPS
IPS
. IDSM-2 IDSM-2
Cisco Intrusion Prevention System Device Manager 5.1
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12

W rs
S
5.x
12-1 IDS 5.x
Readme
Cisco.com p.12-2 Cisco IPS
12-1
sig IPS-sig-S70-minreg-5.0-1.pkg
1
2 sp IPS-K9-sp-5.0-2.pkg
8 min IPS-K9-min-5.1-1.pkg
4 maj IPS-K9-maj-5.0-1.pkg
5 patch IPS-K9-patch-5.0-1pl.pkg
6 r IPS-K9-r-1.1-a-5.0-1.pkg
1. IPS
2
3.
4,
5,
6. ri1
rl.2
5.0(1) ri.2
12-2
12-2
! sys IPS-4240-K9-sys-1.1-a-
5.0-1.img
mp IDSM-2 c6svc-mp.2-1-2.bin.gz
2
/ cd CD-ROM —
CD
1.
2.
IDSM-2

5.0

5.1

l_ Cisco Intrusion Prevention System Device Manager
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Cisco IPS 41 5.x ||
Cisco IPS 4.1 5.x
S
IDSM  WS-X6381 Cisco IDS 5.x IDSM  WS-X6381
Version 5.x IDSM-2  WS-SVC-IDSM2-K9
5.1 5.0 5.0
4.1(1) Cisco 5.0 51 Cisco 4.1
5.0 Cisco.com Cisco.com
Downloads p.12-2 Cisco IPS
51 upgrade 51
Readme
Configuring the Cisco Intrusion Prevention System Sensor Using the Command Line Interface 5.1
Upgrading the Sensor
Auto Update
5.1 p.10-2
Cisco IDS Version 4.1
recover /
CD
CD-ROM IDS / CD
Configuring the Cisco Intrusion Prevention System Sensor Using the Command Line
Interface 5.1 Using the Recovery/Upgrade CD
recover
Configuring the Cisco Intrusion Prevention System Sensor Using the Command Line
Interface 5.1 Recovering the Application Partition
IDS-4215 1PS-4240 IPS 4255 ROMMON
Configuring the Cisco Intrusion Prevention System Sensor Using the Command Line
Interface 5.1 Installing the IDS-4215 System Image Installing the 1PS-4240 and IPS-4255
System Image
NM-CIDS
Configuring the Cisco Intrusion Prevention System Sensor Using the Command Line
Interface 5.1 Installing the NM-CIDS System Image
IDSM-2
Configuring the Cisco Intrusion Prevention System Sensor Using the Command Line
Interface 5.1 Installing the IDSM-2 System Image
AIP SSM ASA hw-module module 1 recover configure/boot
Configuring the Cisco Intrusion Prevention System Sensor Using the Command Line
Interface 5.1 Installing the ASA-SSM System Image
Cisco Intrusion Prevention System Device Manager 5.1
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[ | Cisco.com

cisco
Cisco.com
Cisco.com
1 Cisco.com 2 Cisco.com
URL

http://tools.cisco.com/RPF/register/register.do
2 URL http://www.cisco.com/pcgi-bin/Software/Crypto/crypto_main.pl

Enter Network Password
3 Cisco.com

Encryption Software Export Distribution Authorization Form
4 Submit

Encryption Software Export Distribution Authorization Form
5 Encryption Software Export Distribution Authorization Form Submit

Cisco Encryption Software: Crypto Access Granted

S

Cisco Intrusion Prevention System Device Manager 5.1
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| 12

Cisco.com

Cisco.com
Cisco.com CLI IDM
J P.12-9
J P.12-9
IPS
5.x
60

IPS IDM  Licensing Cisco.com

IPS IPS

Configuration > Licensing IDM CLI
show version
IDM
trial invalid expired
IDM
CLI

***L,ICENSE NOTICE***

There is no license key installed on the system.

Please go to http://www.cisco.com/go/license to obtain a new license or install a
license.

http://www.cisco.com/go/license IPS Signature Subscription Service
IDM CLlI
e IDM P.12-10
e CLI p.12-11

[ oL-8674-01-J
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12 |

W Cisco.com

IDM

1 IDM

2 Configuration > Licensing

Licensing
Download
3
a. Cisco.com Cisco Connection Online
IDM Cisco.com
4
b. License File
www.cisco.com/go/license
IDM
Cisco.com

4 Update License

Licensing

5 Yes
Status Cisco.com
Information

6 OK

7 www.cisco.com/go/license

IPS

IPS Signature Subscription Service

9 IDM

Cisco Intrusion Prevention System Device Manager 5.1
m. 0L-8674-01-J |
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Cisco.com ||
10 IDM
11 Configuration > Licensing
12 Update License Update From: License File
13 Local File Path Browse Local
Select License File Path
14 Open
15 Update License
CLI
copy source-url license_file_name license-key
e source-url URL
* destination-url URL
¢ license-key
¢ license_file_name
N
URL
e ftp: FTP URL
ftp:[//[username@] location]/relativeDirectory]/filename
ftp:[//[username@]location]//absoluteDirectory]/filename
e scp: SCP URL
scp:[//[username@] location]/relativeDirectory]/filename
scp:[//[username@] location]//absoluteDirectory]/filename
e http: Web URL
http:[[/[username@]location]/directory]/filename
e https: Web URL
https:[[/[username@]location]/directory]/filename
Cisco Intrusion Prevention System Device Manager 5.1
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12 |

W Cisco.com

¢

FTP SCP

s

SCP SSH
P.2-12

v

HTTPS TLS
P.2-17

1 www.cisco.com/go/license

2
T
IPS Signature Subscription Service
3 Web FTP SCP
4 CLlI
5

sensor# copy scp://user@10.89.147.3://tftpboot/dev.lic license-key

Password: ****xx*xx*

Cisco Intrusion Prevention System Device Manager 5.1
m. OL-8674-01-J |



http://www.cisco.com/go/license
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Cisco.com

sensor# show version
Application Partition:

Cisco Intrusion Prevention System, Version 5.0(1)S149.0

0S Version 2.4.26-IDS-smp-bigphys
Platform: IPS-4255-K9

Serial Number: JAB0815R0JS
Licensed, expires: 19-Dec-2005 UTC
Sensor up-time is 2 days.

Using 706699264 out of 3974291456 bytes of available memory (17% usage)
system is using 17.3M out of 29.0M bytes of available disk space

(59% usage)

application-data is using 36.5M out of 166.8M bytes of available disk space (23%

usage)

boot is using 39.4M out of 68.6M bytes of available disk space

MainApp 2005_Feb_18_03.00 (Release) 2005-02-18T03:13:47-0600
AnalysisEngine 2005_Feb_15_03.00 (QATest) 2005-02-15T12:59:35-0600
CLI 2005_Feb_18_03.00 (Release) 2005-02-18T03:13:47-0600

Upgrade History:

IDS-K9-maj-5.0-1- 14:16:00 UTC Thu Mar 04 2004

Recovery Partition Version 1.1 - 5.0(1)S149

sensor#

sensor# copy license-key scp://user@10.89.147.3://tftpboot/dev.lic

Password: **x**x*x%
sensor#

Cisco Intrusion Prevention System Device Manager

(61% usage)

Running
Running
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12 |

l Cisco Intrusion Prevention Alert Center

Cisco Intrusion Prevention Alert Center

Cisco Intrusion Prevention Alert Center

Cisco IPS
P.12-15 Cisco
IPS NSDB
NSDB P.12-16 Network Security Database
Software Center Cisco IPS IPS
Technical Documentation Cisco NetPro Forum TAC Case Open

Cisco Intrusion Prevention Alert Center

1 Cisco.com
2 Technical Support > Tools and Resources

3 Alerts & RMAs Cisco Intrusion Prevention Alert Center

Cisco Intrusion Prevention System Device Manager 5.1
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Cisco IPS

Cisco IPS | |

Cisco.com Active Update Notifications

1 Cisco.com
2 Technical Support & Documentation > Tools and Resources
3 Alerts & RMAs Cisco Intrusion Prevention Alert Center

4 Active Updates Active Update Notifications

5
a. |IPS Active Update Notifications Yes No
b. First Name
c. Middle Name/Initial
d. Last Name/Surname
e. Organization
f.
g. E-mail
6
7
8
a.
b.
c.
d.
e.

9 Submit Form

[ oL-8674-01-J

Cisco Intrusion Prevention System Device Manager 51 m



12

Bl Network Security Database

Network Security Database
NSDB HTML
NSDB

e Signature Name

e Signature ID ID
e Default Alarm Severity

¢ Release Version

¢ Release Date

e Description

e Benign Trigger(s)
false positives

e Recommended Filters
e Related Threats 0

NSDB

1 Cisco.com
2 Technical Support > Tools and Resources
3 Alerts & RMAs Cisco Intrusion Prevention Alert Center

4 ID TOC
List Signatures by Signature ID

ID

5 TOC  List Signatures by Release

6 ID CVE ID

IPS
URL IPS 5.1

http://www.cisco.com/univercd/cc/td/doc/product/iaabu/csids/csids12/index.htm

Cisco Intrusion Prevention System Device Manager 5.1
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IPS 5.1
P.A-2
MainApp P.A-6
SensorApp P.A-24
P.A-33
IPS5.1 P.A-38
IPS5.1 P.A-39

Cisco Intrusion Prevention System Device Manager
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Cisco IPS 2
Installing Cisco Intrusion
Prevention System Appliances and Modules 5.1 Supported Sensors
. P.A-2
e IPS5.1 P.A-4
. P.A-4
. P.A-5
IPS Linux
0s
Linux OS
A-1
A-1

FTP SCP NTP

e -

. MainApp @ E
: A .
SNMP ; SNMP NotificationApp 17 !

AuthenticationApp

' BEHEIAVIA—F
1 » InterfaceApp <> ! Telnet
1 Y » 1 e ne
. LogApp <> ol J«—'S0¢
IDM ; —> Web H—/\ !
1 1
1 1
RRE— ' CtlTransSource '
JayvF Y e———|——— IDAPI '
- ! l :
N ]
. ' - oS SensorApp .
B ! DS ¢ 5| (i am <> |
g ) N | YT ETFYER .
AN b AR Fo A DA 2
s S SO -
IPS
Y
XML
e MainApp 0S
ctlTransSource (Control Transaction server)
Attack Response Controller Network Access Controller

Cisco Intrusion Prevention System Device Manager 5.1
m. OL-8674-01-J |
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||

Event Store CLI IDM ASDM RDEP IPS

InterfaceApp

LogApp

Attack Response Controller Network Access Controller

ARC
ACL shun
NotificationApp
SNMP NotificationApp SNMP
SNMP GET
Web HTTP RDEP2 IPS
Web RDEP2 IPS

AuthenticationApp CLI IDM ASDM RDEP
e SensorApp (Analysis Engine)
e CLI Telnet SSH

CLI CLlI

1 CLlI

IPS IDAPI API
RDEP2 SDEE
. IPS
. IDSM-2

IPS

Cisco Intrusion Prevention System Device Manager
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IPS 5.1
Cisco IPS 5.1

¢ Incident Control System ICS

ICS
IPS

o VLAN on a stick
1

51 2

1 VLAN
Cisco Catalyst

Deny Attacker Service Pair

Inline  Deny Attacker Victim Pair Inline

Request Rate Limit

GRE/IPV4-in-IPV4
IPS5.1 GRE

IPS5.1

IPS5.1
RDEP2

IPV4-in-IPV4

IPS5.1 CLI IDM IDSMC ASDM
RDEP2 IDCONF

CLI IDM IDSMC ASDM
IDCONF

IPS5.1 CLI IDM IDSMC ASDM
RDEP2 IDCONF

Cisco Intrusion Prevention System Device Manager 5.1
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CLI IDM IDS MC ASDMY

RDEP2
IPS5.1
e Web SSH SCP Telnet
. Telnet
o SSH
e FTP
. Web TLS
e CISCO-CIDS-MIB Cisco MIB Police
SNMP

RDEP

Telnet
SCP
SSL TLS SSL
SNMP
OoID MIB

[ oL-8674-01-J
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H MainApp

MainApp

SensorApp  CLI IPS

MainApp

MainApp

P.A-6
P.A-7
NotificationApp P.A-9
CtlTransSource P.A-11
ARC P.A-12

LogApp P.A-20
AuthenticationApp P.A-20
Web P.A-23

MainApp

MainApp

MainApp

IPS

show version

MainApp

MainApp

MainApp
Access Controller

NotificationApp SNMP

SNMP
SNMP

SNMP
SNMP

PEP

IDS-4240

NotificationApp CtlTransSource ARC

LogApp

SNMP

MainApp

WS-SVC-IDSM2

SNMP

5.1

Network

l_ Cisco Intrusion Prevention System Device Manager
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MainApp W
RDEP IPS
RDEP RDEP2 SDEE
SDEE CIDEE

IDCONF
. P.A-7
J P.A-8
e IPS P.A-9

IPS ID

1

SensorApp

low medium high 1

A-1

A-1 IPS
IPS
status — 0
error — 0 65743 65743
status
status — 65743 65743
intrusion low 0 low
attack response
attack response |medium 4123000000 4123987256 4123000000 4123987256
error high
status medium
intrusion

Cisco Intrusion Prevention System Device Manager
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H MainApp

IPS

IPS

XML

IPS
7
SensorApp
ARC
IPS
6
IPS IPS IPS
IPS
1
ARC
1
XML XML

l_ Cisco Intrusion Prevention System Device Manager 5.1
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MainApp W
IPS
IPS IPS stimulus
SensorApp
5
e <evAlert>
e <evStatus> IPS
e <evError>
e <evLogTransaction>
e <evShunRgst> ARC
CLI IDM ASDM
SensorApp  ARC TCP IP
NotificationApp
NotificationApp SNMP
NotificationApp
SNMP MIB SNMP
NotificationApp set get SNMP GET
NotificationApp  <evAlert>
. ID
. uTC
J ID
. ID
NotificationApp  <evAlert>
J ID
J uTC
. ID
J ID
Cisco Intrusion Prevention System Device Manager 5.1
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H MainApp

* VLAN

IP 1D

NotificationApp <evError>
error fatal warning
NotificationApp <evError>

. uTC

NotificationApp GET

e FRP
e FRP

. TCP

. TCP

. TCP

. TCP

. TCP

* 1P TCP

. 1P UDP
. 1P 1P

e CPU

» PEP

Cisco Intrusion Prevention System Device Manager 5.1
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MainApp W

IDS IPS PEP

NotificationApp

e SNMP GET
e SNMP SET

CtiTransSource

CtlTransSource

TLS

CtlTransSource

HTTP

CtlTransSource

IDAPI

RDEP
CtlTransSource
HTTP

HTTP
TLS

HTTP
CtlTransSource
ID

Cookie

transactionHandlerLoop

CtlTransSource transactionHandlerLoop

CtlTransSource A-2

CtlTransSource

transactionHandlerLoop

A-2 CtiTransSource

CtlTransSource

+CtlTransSource0
+transaction HandlerLoop

A4 A
HTTP |3
IDAPI HSALF U |8

transactionHandlerLoop
transactionHandlerLoop

RDEP transactionHandlerLoop HttpClient
HTTP RDEP
HTTP HTTP
RDEP HTTP IPS Web Web

CtlTransSource

Cisco Intrusion Prevention System Device Manager
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H MainApp

transactionHandlerLoop RDEP

HTTP
HTTP HTTP
transactionHandlerLoop ID CtlTransSource
transactionHandlerLoop
ARC
ARC ARC
IPS
ACL IP
ARC  Cisco 10S 12.3

* ARC P.A-12

e ARC P.A-13

J P.A-15

e ACL VACL P.A-16

. P.A-16

J P.A-17

e Cisco P.A-18

e Catalyst P.A-19
ARC

ARC ARC

Web
ARC ARC
A-3 ARC
Cisco Intrusion Prevention System Device Manager 5.1
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MainApp W
A-3 ARC
[l R T R T R T T el T T R R T e il 1
VY — :
L —8ETTAT I
' A JOvoER JOvoER :
! WEEE | FOvs A~Ub Javy 4xup T AT
: Sohnes € IDAPI <€ !
' Joys CT _ Jays CT _ .
Jayscr Joyscer | CTVTR
1 - FIS% D IIZ\E 1
| YRA— TOvEY wuY— —_ CT:
1 - Y !
L—8ET7A4T7 94— 7':'Jl7 CT™ " pa
! . Web H—/3 |
. WEGE | IOvs CT | Soyy o | ek T/ :
' avkA—3 ~1 IDAPI e '
: _Jays CT _Jayycer | CTYA o
, S TR '8
D e e e e e e e e e e e e e e e e e e e e, e e e e e e e e, e e, e e, ., . ., ——m———— J—
Y
1 ARC 0 ARC
ARC IPS
1 ARC
ARC
e CLI IDM ASDM
ARC ARC Telnet SSH
ARC ARC
ACL 1
ACL
ARC
ARC
e 3DES DES Telnet SSH 15
ARC
ARC

Cisco Intrusion Prevention System Device Manager
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H MainApp

ACL VACL
ARC ACL
ACL ARC
preblock ACL
postblock ACL Catalyst 6000
VACL ARC preblock VACL
postblock VACL API
ARC ACL
Y
Catalyst 5000 RSM Catalyst 6000 MSFC2 Cisco
P.A-16 ACL VACL
ARC
1
p.8-37
ARC
VACL
Y
Cisco
ARC 250
ARC
ARC
ARC
ARC
ARC
ARC
ARC
Y
ARC
P.A-16
Cisco Intrusion Prevention System Device Manager 5.1
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MainApp W

ARC
ARC ARC

ARC TACACS+ AAA

ARC

P.A-17
e NAT

ARC NAT
NAT

NAT

ARC
ARC
ARC CLI IPS
ARC
ARC

ARC

. 250

ARC 250 ARC 65535
250

ARC
e CiscolOS11.2 Cisco

~

Cisco 10S12.3

. 5.3(1) RSM
10S 11.2(9)P Catalyst 5000

Y

RSM RSM

Cisco Intrusion Prevention System Device Manager 5.1
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H MainApp
e Catalyst 5.3 PFC Catalyst 6000
e Catalyst 5.4(3) MSFC2  Cisco I0S 12.1(2)E
Catalyst 6000 MSFC2
e Cisco ASA 500 ASA 5510 ASA 5520 ASA 5540
e FWSM
)
FWSM
ACL VACL
ARC
ACL preblock ACL ACL
postblock ACL ARC ACL
ACL preblock ACL postblock ACL
ARC
ACL ACE
ACL  postblock ACL
ACL ACL ACE
ACE
deny
preblock ACL  postblock ACL ACL
preblock
-1
ARC ARC ACL ARC ACL
ARC ACL ACL
IPS_<interface_name>_[in | out] _[0] 1] <interface_name>
ARC
Catalyst VLAN
preblock ACL  postblock ACL
Catalyst 6000 VACL preblock postblock VACL
VLAN
API preblock ACL
postblock ACL ACL
P.A-18 Cisco
ARC
ARC nac.shun.txt ARC
ARC
ACL nac.shun.txt
ARC

Cisco Intrusion Prevention System Device Manager 5.1
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MainApp W
nac.shun.txt
ARC
1
ARC 2 ARC 1
ARC nac.shun.txt ARC  preblock
postblock  ACL VACL ACL VACL

1. allow sensor_ ip_address allow sensor shun

2. preblock ACL

3. always block

4. nac.shun.txt

5. postblock ACL
ARC

ACL permit ARC
addShunEvent addShunEntry
2
preblock postblock ACL ACL
ACL

1. allow sensor_ ip_address allow sensor shun

2. always block

3. nac.shun.txt

4. permit IP any any
ARC 2 1

ARC connectionShun
connectionShun  true ARC
IP
IP
ARC
i IP

[ oL-8674-01-J
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H MainApp
IP
Cisco
Cisco
ARC Cisco
Cisco

ARC shun shun
e |P

shun srcip [destination_ip_address source_port destination_port [port] ]
e |P

no shun ip

clear shun

show shun [ip_address]
ARC show shun
shun ACL outbound
ARC
block IP TCP
ARC
ARC TACACS+

TACACS+ AAA
ARC pix

Cisco Intrusion Prevention System Device Manager 5.1
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Catalyst

TACACS+ TACACS+

AAA

PFC

AAA
ARC AAA

NAT PAT

NAT
PAT

Catalyst VACL
VLAN VLAN

MSFC ACL WAN

MSFC2

MainApp W

VACL

VACL MSFC2 Catalyst

Catalyst ARC

VLAN preblock postblock

VACL

Catalyst VACL

VACL

show security acl info acl_name

address_spec ACL

set security acl ip acl_name deny address_spec

VACL

commit security acl all

1 VACL

clear security acl map acl_name

VACL

clear security acl map all

VACL VLAN

set sec acl acl_name vlans

Cisco Intrusion Prevention System Device Manager
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H MainApp
LogApp
IP
IP CLI IDM ASDM RDEP
IPS LogApp LogApp debug
timing warning error fatal 5 LogApp
Jusr/cids/idsRoot/log/main.log
main.log main.log
= END OF FILE =
main.log show tech-support warning
error fatal LogApp evError
S
P.10-12
p.7-35
LogApp cron informational syslog
*.info;cron.none Warning <evErrors>
LogApp service logger
LogApp
TAC
logger service
TAC
P.C-28
AuthenticationApp
AuthenticationApp

e AuthenticationApp P.A-20

. P.A-21

. P.A-21

e TLS SSH P.A-22
AuthenticationApp

AuthenticationApp

. ID

e AuthenticationApp

Cisco Intrusion Prevention System Device Manager 5.1
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MainApp W
cisco
CLI IDM
ASDM IPS cisco
CLI
IPS
setEnableAuthenticationTokenStatus
CLI IPS
SSH
setAuthenticationConfig
setEnableAuthenticationTokenStatus
CLI IPS
P.A-29
Web CLI
ID
ID AuthenticationApp
execAuthenticateUser
ID SSH
AuthenticationApp ID execAuthenticateUser
AuthenticationApp
ID AuthenticationApp
execAuthenticateUser
AuthenticationApp 1D
IPS AuthenticationApp
AuthenticationApp
Telnet SSH IPS
IPS CLI
CLI execAuthenticateUser

CLI

Cisco Intrusion Prevention System Device Manager
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H MainApp
TLS SSH
IP
IPS SSH TLS 2
AuthenticationApp
IPS Web SSH ID
TLS
X.509
man-in-the-middle
16 20
show ssh server-key show tls fingerprint
ID
Microsoft Internet Explorer Web
Internet
Explorer
show tls fingerprint SHAL
CA
TLS
TLS Web
TLS
TLS tls trusted-host
SSH SSH
ssh host-key
TLS  trusted certificate ~ SSH service trusted-certificates
service ssh-known-hosts
X.509
X.509
X.509

Cisco Intrusion Prevention System Device Manager 5.1
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X.509

IP

MainApp W

X.509

AuthenticationApp  SSH TLS  trusted certificate
Web

Web RDEP2 RDEP2

IDIOM IP
Web HTTP 1.0 1.1 Web
TLS
TLS SSL
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W SensorApp

SensorApp

SensorApp
. P.A-24
. P.A-25
e SEAP P.A-26
. P.A-27
SensorApp SensorApp

SensorApp

e Time Processor TP

e Deny Filters Processor DFP

e Signature Event Action Processor SEAP

TCP

SNMP

RR

e Statistics Processor SP

e Layer 2 Processor L2P

l_ Cisco Intrusion Prevention System Device Manager 5.1
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Database Processor DBP

Fragment Reassembly Processor FRP

IP

Stream Reassembly Processor SRP

TCP

TCP SRP

sensorApp

Signature Analysis Processor SAP

Slave Dispatch Processor SDP
CPU

SensorApp

NIC IPS

SEAP

TCP

IPS

TP --> L2P --> DFP --> FRP --> SP --> DBP --> SAP --> SRP --> EAP

1 TP --> L2P --> DFP --> FRP --> SP --> DBP > SAP --> SDP --> |

DBP --> SRP --> EAP

Cisco Intrusion Prevention System Device Manager
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W SensorApp

SEAP
SEAP SEAO SEAF SEAH
Sensor App
J SEAO
RR SEAO RR
SEAO
p.7-2
. SEAF
ID RR
SEAF SEAO
At
SEAF
SEAF
ID
ID
RR
J SEAH
SEAH

<evldsAlert>

A-4 SEAP

SEAP
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SensorApp W

A-4 SEAP

BRESNF=TIIavIiEoT:

DO ZF v ARUR ¢
ARV DAIUE —¢
|
s o < FERENT=
DO ZFv ARk + B A RUR
O ZF v ARUR
FHLay F—n"—54F
‘ < |
RRIZEDWTT7YYar%:EMm v
S ZF v ARUE
THoay J4)L3
G =Fxv  TRLRA, K—F. RR |« |
BREICEDNTT I av#EIk v
DTZFx ARV
BEHTILE
BEOEHE—FITESNT  |< |
T aEEIk v
ST=Fx ARV
THiar N\URS
FHLAVEERT < 8

SensorApp

TCP

SensorApp

IPS

802.1q
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W SensorApp

SensorApp
SensorApp
SensorApp

e IP

IP

DoS

IP
e TCP
TCP
false positive  false negative
2 TCP
TCP
TCP TCP
TCP TCP
TCP
J RR
RR
RR false positive

4.X 5.X

e SensorApp  TCPdump
SensorApp  TCPdump libpcap
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CLI

CLI Telnet SSH

CLI

cu W

(O8]
J P.A-29
J P.A-30
e CLI P.A-31
IPS51 CLI
CLI
. 2
CLI

Cisco Intrusion Prevention System Device Manager
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N cu

. CLI

R R R R RS EEEEEEEEEEEEEEEEEEEEEEEE] WARNING IR SRS RS RS SRS E SRS SR SRR SRR EEEEEEREEEEESERESES
UNAUTHORIZED ACCESS TO THIS NETWORK DEVICE IS PROHIBITED.

This account is intended to be used for support and troubleshooting purposes only.
Unauthorized modifications are not supported and will require this device to be

re-imaged to guarantee proper operation.
RS S S SRS SRS SRS SRS SRR RS SRS RS RS EEE R EEEEEEEEEREEEEEREEEEEEEEEEEEEEEEEESE]

CLI

TAC  CLI
TAC

Configuring the Cisco Intrusion Prevention System Sensor Using the Command

Line Interface 5.1 Creating the Service Account
1
1
root
root su
root
TAC
IPS
TAC
Ivar/log/.tac
S
IPS 5.1 CLI IDM
TAC

CLI
root

Cisco Intrusion Prevention System Device Manager 5.1
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CLI
IPS CLI

e CLI

[l

?

sensor# configure ?
terminal Configure from the terminal
sensor# configure

~

cu W

Enter

sensor# show c ?

o

% Ambiguous command : “show c”

sensor# show c?
clock configuration
sensor# show c

Ctrl+P Ctri+N

Tab

Cisco Intrusion Prevention System Device Manager
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N cu

e CLI

sensor# CONF

Tab

sensor# CONFigure

® _More—

Space Enter

o Ctri+C
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IPS5.1

e IDAPI P.A-33

e RDEP2 P.A-34

e IDIOM P.A-36

e IDCONF P.A-36
e SDEE P.A-37

e CIDEE P.A-37

IPS IDAPI
IDAPI
SensorApp
SensorApp
A-5 IDAPI
A-5 IDAPI
SensorApp Jovs IDAPI Jawvy
EPS ER
IDAPI
e |PS
IPS
IPS
IPS
IDAPI

ARV AT

Cisco Intrusion Prevention System Device Manager
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API

IDAPI

SensorApp

IDAPI
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|
RDEP2
RDEP2 RDEP2 IPS IPS IPS
IP
RDEP2
RDEP2 RDEP2 RDEP2
RDEP2 IP 3 /
IPS
IP IP
IPS
RDEP2 HTTP TLS SSL XML RDEP2
RDEP2 HTTP 1.1
RDEP2 HTTP 1.1 RDEP2 HTTP
RDEP2
IPS
1 10 RDEP2
high  medium low informational
high medium low 1
TLS SSL
Y
RDEP2 RDEP
IPS 5.1 RDEP2
RDEP2
RDEP2 Web Web
IDAPI
A-6 RDEP2
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A-6 RDEP2

T IDS-MC BECGH—R/i—F40
ARVNEBT T ) r—3y

REDP2
D247k

Web H—/%

LRV RRT

RDEP2
RDEP2

A-7

A-7 RDEP2

CT &R

RDEP2

CT &K

ARUK H—\

Web

REDP2
9247k

CT
IS

Web H—/\

7T r—ay IDAPI

CT ib&

CT &

\ 4

CT H—\

\

Cisco Intrusion Prevention System Device Manager
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Web
IDAPI
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IDIOM

IDIOM IPS
IDIOM XML
XML
IDIOM 2
IPS IDIOM
2
1
4 IDIOM
IDIOM
RDEP2
IDIOM
)
IDIOM IDCONF SDEE CIDEE
IDCONF
IPS5.1 XML IDCONF IPS5.1
XML IDCONF
IPS
CLI
IDCONF IDIOM RDEP2
IDCONF

<?xml version="1.0" encoding="UTF-8" standalone="yes"?>
schemaVersion="2.00">

<request xmlns="http://www.cisco.com/cids/idiom"

<editConfigbhelta xmlns="http://www.cisco.com/cids/idconf">

<component name="userAccount">

<config typedefsVersion="2004-03-01" xmlns="http://www.cisco.com/cids/idconf">

<struct>

<map name="user-accounts"“ editOp=“merge”>

<mapEntry>
<key>
<var name="name">cisco</var>
</key>
<struct>
<struct name="credentials">

<var name="role">administrator</var>

</struct>
</struct>
</mapEntry>
</map>
</struct>
</config>
</component>
</editDefaultConfig>
</request>

5.1
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||
SDEE
IPS IPS
RDEP2
IPS SDEE SDEE
SDEE
RDEP2
SDEE SDEE
SDEE HTTP SSL TLS HTTP
HTTP HTTPS SDEE
HTTP SDEE HTTP
IPS HTTP HTTPS Web Web
HTTP
URL HTTP SDEE
Web
SDEE ID
Web
CIDEE
CIDEE Cisco IPS SDEE CIDEE IPS
CIDEE
CIDEE IPS SDEE  <evldsAlert>
IPS
CIDEE
e <evError>
CIDEE <evError>
e <evStatus>
CIDEE
1
<evStatus>

<evError>

e <evShunRgst>

Cisco Intrusion Prevention System Device Manager 5.1
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W PS54

CDIEE

<sd:events xmlns:cid="http://www.cisco.com/cids/2004/04/cidee"
xmlns:sd="http://example.org/2003/08/sdee”>
<sd:evIdsAlert eventId="1042648730045587005" vendor="Cisco“ severity="medium">
<sd:originator>
<sd:hostId>Betad4Sensorl</sd:hostId>
<cid:appName>sensorApp</cid:appName>
<cid:appInstanceId>8971</cid:appInstanceId>
</sd:originator>
<sd:time offset="0" timeZone="UTC">1043238671706378000</sd:time>
<sd:signature description="I0S Udp Bomb" id="4600" cid:version="S37">
<cid:subsigId>0</cid:subsigId>
</sd:signature>

IPS 5.1
IPS 5.1

* Jusr/cids/idsRoot

e Jusr/cids/idsRoot/shared

e Jusr/cids/idsRoot/var

e /usr/cids/idsRoot/var/updates

e Jusr/cids/idsRoot/var/virtualSensor ~SensorApp

¢ Jusr/cids/idsRoot/var/eventStore

e Jusr/cids/idsRoot/var/core

e Jusr/cids/idsRoot/var/iplogs iplog
e Jusr/cids/idsRoot/bin

e Jusr/cids/idsRoot/bin/authentication
e Jusr/cids/idsRoot/bin/cidDump

e Jusr/cids/idsRoot/bin/cidwebserver Web

e Jusr/cids/idsRoot/bin/cidcli CLI

e Jusr/cids/idsRoot/bin/nac  ARC

e Jusr/cids/idsRoot/bin/logApp

e /usr/cids/idsRoot/bin/mainApp

e Jusr/cids/idsRoot/bin/sensorApp

e Jusr/cids/idsRoot/bin/falcondump 1DS-4250-XL IDSM-2

* Jusr/cids/idsRoot/etc

e Jusr/cids/idsRoot/htdocs Web IDM
e Jusr/cids/idsRoot/lib

e /usr/cids/idsRoot/log

e /usr/cids/idsRoot/tmp

Cisco Intrusion Prevention System Device Manager 5.1
m. OL-8674-01-J |



IPS 5.1

IPS 5.1

A-2 IPS

AuthenticationApp IP

CLI IDAPI

RDEP2

MainApp

InterfaceApp

LogApp

Attack Response Controller ARC ARC

ARC
ARC

ARC
ARC

IPS

NotificationApp SNMP

NotificationApp SNMP
SNMP GET

SensorApp

2 RDEP2

RDEP2

IDM HTML IPS Java
Web HTTP

Web
Web

Cisco Intrusion Prevention System Device Manager
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W PS54
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IPS

Master

AIC
Atomic
Flood

Meta

Multi String
Normalizer
Service
State

String
Sweep
Traffic ICMP
Trojan

Cisco Intrusion Prevention System Device Manager

P.B-4
P.B-9
P.B-11
P.B-13
P.B-14
P.B-15
P.B-16
P.B-18
P.B-33
P.B-35
P.B-38
P.B-40
P.B-41

P.B-2
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Cisco IPS
S
5.1
IPS5.1
e AIC Web
HTTP HTTP
gotomypc
AIC FTP
AICFTP  AICHTTP 2 AlC
AlC P.5-28
e Atomic Atomic 2
IP+ TCP 3 4
Atomic
Atomic IP IP 4
IP 4
4
S
IP Atomic IP
4.x Atomic ICMP  Atomic IP Options Atomic L3 IP  Atomic TCP
Atomic UDP
Atomic ARP 2 ARP 31IP
Atomic ARP
e Flood ICMP UDP
Flood HOST  Flood NET Flood
¢ Meta
e Multi String 4
TCP UDP ICMP
)
Multi String IPS5.1
e Normalizer IP TCP IP TCP
RFC
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e Service Service

DNS DNS TCP uDP
FTP FTP
GENERIC
H225 VolP

VolP SETUP
url-ids email-ids
Q.931

HTTP HTTP
WEBPORTS HTTP
IDENT IDENT

MSRPC MSRPC

MSSQL Microsoft SQL

NTP NTP
RPC RPC
SMB SMB
SNMP  SNMP
SSH SSH
e State SMTP
State
e String ICMP TCP UDP
String ICMP  String TCP String UDP 3 String
e Sweep 1 ICMP TCP TCP UDP
RPC
e Traffic ICMP TFN2K LOKI DDOS
2
e Trojan BO2K TFN2K
Bo2k Tfn2k UDP 3 Trojan

Cisco Intrusion Prevention System Device Manager
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Master

Master
. P.B-4
o P.B-5
[ )
Master
B-1 Master
B-1 Master

Master

P.B-6

alert-severity

high

medium

low
informational

engine

event-counter

event-count 1 65535
event-count-key AXXX
AxBXx
o Axxb
. xxXBx
AaBb
specify-alert-interval yes | no
alert-interval 2 1000
promisc-delta 0 30
sig-fidelity-rating 0 100
sig-description —
sig-name sig-name

sig-string-info

sig-string-info

sig-comment sig-comment
alert-traits 0 65335
release release
status enabled
retired
Cisco Intrusion Prevention System Device Manager 5.1
m. OL-8674-01-J |



Master ||
promisc-delta
RR
(O] 0
(OF] 5 10 15
stick IDS DoS
Fire All Fire Once Summarize Global
Summarize 4
Fire All
B-2
B-2 Master
alert-frequency —
summary-mode —
fire-all —
fire-once —
global-summarize 1 —
summarize —
specify-summary-threshold yes | no
summary-threshold 0 65535
specify-global-summary-th yes | no
reshold
global-summary-threshold 1 65535
summary-interval 1 1000

[ oL-8674-01-J
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H Master

B-2 Master

summary-key AXXX
. AXBX
¢ Axxb
[ ]
XXBX
[ ]
. AaBb
B-3
B-3

Deny Attacker Inline

Monitoring > Denied Attackers > Clear
List

P.11-3

Deny Attacker Service Pair Inline

Deny Attacker Victim Pair Inline

Configuration > Event
Action Rules > General Settings
P.7-30

Deny Connection Inline TCP

Deny Packet Inline

Cisco Intrusion Prevention System Device Manager 5.1
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Master | |

B-3
Log Attacker Packets IP
S
Produce Alert
Log Pair Packets IP
A
Produce Alert
Log Victim Packets IP
Modify Packet Inline
A
Modify Packet Inline  Add Event Action Filter Add
Event Action Override
Produce Alert
Produce Verbose Alert
N
Produce Alert
Request Block Connection ARC
A
8 ARC
Request Block Host ARC
Y
8 ARC

Configuration > Event Action Rules > General
Settings P.7-30

[ oL-8674-01-J
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H Master

B-3
Request Rate Limit ARC
8
ARC
A
Request Rate Limit
P.8-4
Request SNMP Trap SNMP NotificationApp
)
Produce Alert
SNMP
9 SNMP
Reset TCP Connection TCP TCP
)
Reset TCP Connection TCP
1.
A
A
A
Produce Alert
Produce Alert 2
Produce Alert
Cisco Intrusion Prevention System Device Manager 5.1
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AIC ||
AIC HTTP Web FTP AIC
. P.B-9
e AIC P.B-9
AIC Web FTP
AICHTTP AICFTP 2 AIC
AIC
* Web
RFC
HTTP
MIME
URI
P2pP
e FTP
FTP
AIC
AIC  Web
HTTP gotomypc
HTTP P2pP
AIC FTP
S
AIC HTTP AIC Web
Web AIC Web Service HTTP
AIC AIC Web
HTTP
Cisco Intrusion Prevention System Device Manager 5.1
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W Aac

AlIC P.5-28
AlIC P.5-36
MIME

B-4 AICHTTP

B-4 AIC HTTP

signature-type AlC
content-types MIME AIC
e define-content-type MIME image/qif

MIME

e define-recognized-content-types

define-web-traffic-policy HTTP
alarm-on-non-http-traffic [true | false]

max-outstanding-requests-overrun HTTP 1 16

msg-body-pattern

request-methods HTTP
AlIC

. define-request-method

e recognized-request-methods

transfer-encodings AlC

e define-transfer-encoding

e recognized-transfer-encodings

e chunked-transfer-encoding-error

B-5 AIC FTP

B-5 AIC FTP

signature-type AIC
ftp-commands FTP

e ftp-command FTP
unrecognized-ftp-command FTP

Cisco Intrusion Prevention System Device Manager 5.1
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Atomic | |
Atomic
Atomic
Atomic
e Atomic ARP
e Atomic IP P.B-11
Atomic ARP
Atomic ARP 2 ARP ARP
dsniff ettercap
B-6 Atomic ARP
B-6 Atomic ARP
specify-mac-flip IP MAC
specify-type-of-arp-sig ARP
e Source Broadcast 255.255.255.255 ARP
e Destination Broadcast 255.255.255.255 ARP
e Same Source and Destination MAC
ARP
e Source Multicast ARP MAC 01:00:5e: 00
Tt
specify-request-inbalance IP
specify-arp-operation ARP
Atomic IP
Atomic IP IP 4
TCP UDP ICMP
Y
Atomic 1
B-7 Atomic IP
Cisco Intrusion Prevention System Device Manager 5.1
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H Atomic

B-7 Atomic IP

fragment-status

specify-ip-payload-length IP
specify-ip-header-length IP
specify-ip-addr-options IP
specify-ip-id IP
specify-ip-total-length IP
specify-ip-option-inspection IP
specify-l4-protocol 4
specify-ip-tos

specify-ip-ttl

specify-ip-version IP

Cisco Intrusion Prevention System Device Manager 5.1
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Flood ||
Flood
Flood
150
Flood Host  Flood Net 2 Flood
B-8 Flood Host
B-8 Flood Host
protocol ICMP
UDP
rate 0 65535"
icmp-type ICMP 0 65535
dst-ports uDP 0 655352
a-b[,c-d]
src-ports UDP 0 65535°
a-b[,c-d]
2
2
B-9 Flood Net
B-9 Flood Net
gap 0 65535
peaks 0 65535
protocol ICMP
TCP
UDP
rate 0 65535
sampling-interval 1 3600
icmp-type ICMP 0 65535

1.

Cisco Intrusion Prevention System Device Manager
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W Meta

Meta

Meta

Meta 1 Meta
Meta

SEAP Meta SEAP minimum hits
Meta
SEAP P.7-4
Signature Event Action Processor

Meta
B-10 Meta
B-10 Meta
meta-reset-interval META 0 3600
component-list Meta namel
o edit
e insert
begin
end
inactive
before
after
* move
meta-key Meta AaBb
. AxBx
AXXX
* XXBXx
[ ]
[ ]
unique-victim-ports Meta 1 256
component-list-in-order true | false
Meta P.5-45 MEG

Cisco Intrusion Prevention System Device Manager 5.1
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Multi String

Multi String

Cisco Intrusion Prevention System Device Manager

Multi String 4
ICMP TCP UDP
UDP regex 1 regex 2 UDP
TCP
1 Multi String
String ICMP  String TCP String UDP
B-11 Multi String
B-11 Multi String
inspect-length 0 4294967295
protocol 4 icmp
tcp
udp
regex-component list 1 16
regex-string exact
. minimum
spacing-type
port-selection TCP UDP 0 655352
both-ports
dest-ports
source-ports
exact-spacing 0 4294967296
min-spacing 0 4294967296
swap-attacker-victim true | false
true
false
1.
source-ports 80
80
80
2. a-b[,c-d] 0 65535
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W Normalizer

A

Multi String
Normalizer
Normalizer IP TCP
Normalizer
. P.B-16
e Normalizer
Normalizer IP TCP
Normalizer
Y
Normalizer
e |IP
IP
DoS
IP
e TCP
TCP
false positive  false negative
2 TCP
TCP

TCP TCP

TCP TCP

TCP

produce-alert deny-packet-inline modify-packet-inline event-action
Normalizer P.5-37 IP
P.5-40 TCP
Cisco Intrusion Prevention System Device Manager 5.1
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Normalizer

B-12 Normalizer

B-12 Normalizer

Normalizer | |

edit-default-sigs-only

specify-fragment-reassembly-timeout

specify-hijack-max-old-ack

hijack-max-old-ack

specify-max-dgram-size

specify-max-fragments

specify-max-fragments-per-dgram

specify-max-last-fragments

specify-max-partial-dgrams

specify-max-small-frags

specify-min-fragment-size

specify-service-ports

specify-syn-flood-max-embryonic

SYN

specify-tcp-closed-timeout

TCP

specify-tcp-embryonic-timeout

TCP

specify-tcp-idle-timeout

TCP

specify-tcp-max-mss

TCP mss

specify-tcp-max-queue

TCP

specify-tcp-min-mss

TCP mss

specify-tcp-option-number

TCP

Cisco Intrusion Prevention System Device Manager
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W Service

Service

Service DNS

B-18

Service 2 L5+
1 1 L5+
Service
Service
e Service DNS P.B-18
e Service FTP P.B-20
e Service Generic P.B-20
e Service H225 P.B-21
e Service HTTP P.B-24
e Service IDENT P.B-26
e Service MSRPC P.B-26
e Service MSSQL P.B-27
e Service NTP P.B-28
e Service RPC P.B-28
e Service SMB P.B-29
e Service SNMP P.B-31
e Service SSH P.B-32
Service DNS DNS
Service
DNS TCP 53 UDP 53
TCP UDP
B-13 Service DNS
B-13 Service DNS
protocol TCP
UDP
specify-query-chaos-string DNS query-chaos-string
specify-query-class 0 65535
e query-class DNS
specify-query-invalid-domain- true | false
name
e query-invalid-domain-name 255
DNS
Cisco Intrusion Prevention System Device Manager 5.1
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Service ||
B-13 Service DNS
specify-query-jump-count-exce true | false
eded
query-jump-count-exceeded DNS
specify-query-opcode 0 65535
query-opcode DNS
1
specify-query-record-data-inva true | false
lid
query-record-data-invalid DNS
specify-query-record-data-len 0 65535
query-record-data-len DNS
specify-query-src-port-53 53 true | false
query-src-port-53 DNS
53
specify-query-stream-len 0 65535
query-stream-len DNS
specify-query-type 0 65535
query-type DNS 2
specify-query-value true | false

query-value 0 1

Cisco Intrusion Prevention System Device Manager
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W Service

Service FTP

Service FTP FTP port PASV
String
port
Service FTP TCP 20 21
20 Service FTP 21

B-14 Service FTP

B-14 Service FTP

direction from-service
. to-service
ftp-inspection-type bad-port-cmd-address
. FTP bad-port-cmd-port
pasv
e FTP
e PASV
service-ports 0 65535!
a-b[,c-d]
swap-attacker-victim true | false
true
false
1 2

Service Generic

Service Generic

String State

N

Service Generic

A

Service Generic

Cisco Intrusion Prevention System Device Manager 5.1
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Service | |
B-15 Service Generic
B-15 Service Generic
specify-dst-port 0 65535
e dst-port
specify-ip-protocol IP 0 255
e ip-protocol IP
specify-payload-source icmp-data
12-header
e payload-source 13-header
pay 14-header
ICMP tcp-data
udp-data
4
TCP
UDP
specify-src-port 0 65535
® src-port
Service H225
Service H225
. P.B-21
e Service H255 P.B-23
Service H225 H225.0
H.323 H.323
H.225.0 H.323
H.323
H.225.0 Service H225 H.255.0
H.323 VolP
TCP PDU
Service H225 H.225.0
H.255.0
H.225.0 Q.931
Q.931 SETUP

Cisco Intrusion Prevention System Device Manager
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W Service

Q.931 CONNECT
H.225.0
H.245 H.245

SETUP
H.323 SETUP

SETUP
H.225.0 SETUP

Service H225 H225 SETUP TPKT Q.931
ASN.1PER ASN.1
PER PER

Q.931 TPKT H.225
Q.931 H.225

Service H225

o TPKT
s Q931

¢ Q931

¢ Q931

s SETUP

e ASN.1PER

e ULR-ID E-mail-ID h323-id

TPKT ASN.1
TPKT ASN.1
Q.931
SETUP SETUP
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Service ||
Service H255
B-16 Service H225
B-16 Service H.225
message-type H225 asn.1-per
« SETUP q.931
setup
* ASN.1-PER tpkt
e Q931
e TPKT
policy-type H225 length
. presence
regex
* validate
value
TPKT regex  presence
specify-field-name 1 512
SETUP Q.931
¢ field-name
specify-invalid-packet-i ASN  TPKT 0 255

ndex

e invalid-packet-index

specify-regex-string regex regex-string
TPKT specify-min-match-I
. TCP ength
TPKT
specify-value-range length value 0 65535"
0x00 6535 a-b

e value-range

Cisco Intrusion Prevention System Device Manager
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W Service

Service HTTP

Service HTTP

Service HTTP

. P.B-24
e Service HTTP

Service HTTP
HTTP

Service HTTP

HTTP

HTTP

Web

Microsoft 1S Web

Service HTTP

B-17 Service HTTP

B-17 Service HTTP

P.B-24

HTTP

ASCII
ASCII

P.6-34

Web

Web

HTTP

Service HTTP

Service HTTP

de-obfuscate

true | false

max-field-sizes

specify-max-arg-field-length

max-arg-field-length

0 65535

specify-max-header-field-length

max-header-field-length

0 65535

Cisco Intrusion Prevention System Device Manager
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Service ||
B-17 Service HTTP
specify-max-request-length 0 65535
max-request-length
specify-max-uri-field-length URI 0 65535
max-uri-field-length URI
regex —
specify-arg-name-regex —
arg-name-regex HTTP
Content-Length
?
specify-header-regex —
header-regex HTTP
CRLF CRLFCRLF
specify-request-regex 0 65535
request-regex HTTP URI HTTP

specify-min-request-match-length

specify-uri-regex

HTTP URI
URI HTTP
GET CRLF

[\][a-zA-Z][a-zA-
Z][a-zA-Z][a-zA-Z]
[a-zA-Z][a-zA-Z][a-
ZA-Z][.]ipeg

service-ports

0 65535!
a-b[,c-d]

swap-attacker-victim

false

true | false

Cisco Intrusion Prevention System Device Manager
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Service IDENT

Service IDENT TCP 113
B-18 Service IDENT
B-18 Service IDENT
inspection-type —
has-bad-port true | false
has-newline true | false
size 0 65535
service-ports 0 65535¢
a-b[,c-d]
direction from-service
. to-service
1 2
Service MSRPC
Service MSRPC
o P.B-26
e Service MSRPC P.B-27
Service MSRPC MSRPC MSRPC
MSRPC ISO 5 6 UDP TCP SMB
MSRPC MSRPC PDU
Windows NT  Windows 2000 Window XP
Service MSRPC DCE RPC
Cisco Intrusion Prevention System Device Manager 5.1
m. OL-8674-01-J |



Service ||
Service MSRPC
B-19 Service MSRPC
B-19 Service MSRPC
protocol tcp
udp
specify-operation MSRPC 0 65535
e operation MSRPC
SMB_COM_TRANSACTION
specify-regex-string 0 65535
¢ specify-exact-match-offset
exact-match-offset
e specify-min-match-length
min-match-length
specify-uuid UuID 000001a000000000
« wid MSRPC UUID c000000000000046
Service MSSQL
Service MSSQL Microsoft ~ SQL server MSSQL
1 MSSQL sa MSSQL
MSSQL
B-20 Service MSSQL
B-20 Service MSSQL
password-present MS SQL true | false
specify-sql-username SQL sa

e sgl-username MS SQL

Cisco Intrusion Prevention System Device Manager
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W Service

Service NTP

Service NTP NTP 1 NTP NTPd readvar
readvar NTP
NTP

NTP

B-21 Service NTP

B-21 Service NTP

inspection-type

inspect-ntp-packets Inspects NTP 0 65535
e control-opcode RFC1305 B NTP

¢ max-control-data-size

e mode RFC 1305 NTP
is-invalid-data-packet NTP NTP true | false
is-non-ntp-traffic NTP NTP true | false
Service RPC
Service RPC RPC
1
1
RPC 111 RPC 551
RPC RPC
TCP RPC  UDP
B-22 Service RPC
B-22 Service RPC
direction from-service
. to-service
protocol tcp
udp
service-ports 0 65535!
a-b[,c-d]
Cisco Intrusion Prevention System Device Manager 5.1
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B-22 Service RPC

Service | |

specify-is-spoof-src

* is-spoof-src 127.0.0.1

true | false

specify-port-map-program

e port-map-program

0 9999999999

specify-rpc-max-length RPC 0 65535

e rpc-max-length RPC
specify-rpc-procedure IP 0 1000000

* rpc-procedure RPC
specify-rpc-program IP 0 1000000

® rpc-program RPC
1 2

Service SMB
Service SMB SMB SMB SMB
NT_Create_ AndX SMB SMB
B-23 Service SMB
B-23 Service SMB
service-ports 0 65535
a-b[,c-d] !
specify-allocation-hint MSRPC 0 42949677295
e allocation-hint MSRPC
SMB_COM_TRANSACTION
2
specify-byte-count 0 65535
e byte-count SMB_COM_TRANSACTION
3
Cisco Intrusion Prevention System Device Manager 5.1
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B-23 Service SMB

specify-command SMB 0 255
e command SMB 4
specify-direction from-service
to service
e direction
specify-file-id ID 0 65535
o file-id ID®

s

specify-function 0 65535
« function 6
specify-hit-count 0 65535
e hit-count
7
specify-operation MSRPC 0 65535
e operation MSRPC

SMB_COM_TRANSACTION

specify-resource resource

* resource
SMB ASCII

specify-scan-interval 0 131071

e scan-interval

specify-set-count 0 255

* set-count

Cisco Intrusion Prevention System Device Manager 5.1
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Service
B-23 Service SMB
specify-type MSRPC 0 255
* type MSRPC 0=
Request 2 =Response 11=Bind 12 =Bind Ack
specify-word-count 0 255
e word-count SMB_COM_TRANSACTION
10
swap-attacker-victim true | false
true
false
1. 2
2.
3.
4. 37 (0x25) SMB_COM_TRANSACTION \x26amp 162 (0xA2)
SMB_COM_NT_CREATE_ANDX
5.
6. SMB_COM_TRANSACTION
7. 3302 6255
8. 3302 6255
9. SMB_COM_TRANSACTION 2
10. 16
Service SNMP
Service SNMP 161 SNMP
ID SNMP SNMP
ID
B-24 Service SNMP
B-24 Service SNMP
inspection-type —
brute-force-inspection 0 65535
e brute-force-count
SNMP
invalid-packet-inspection SNMP —
non-snmp-traffic-inspection |UDP 161 SNMP —

Cisco Intrusion Prevention System Device Manager 5.1
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B
Ml Service
B-24 Service SNMP
snmp-inspection SNMP community-name
e specify-community-name [yes | no] object-id
community-name SNMP
SNMP
e specify-object-id [yes | no]
object-id SNMP ID
Service SSH
Service SSH 22 SSH SSH
SSH
2
B-25 Service SSH
B-25 Service SSH
length-type SSH 0 65535
e key-length SSH
length RSAREF
e user-length SSH
length RSAREF
service-ports 0 65535
a-b[,c-d]
specify-packet-depth 0 65535
e packet-depth
1 2

l_ Cisco Intrusion Prevention System Device Manager 5.1
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State ||
State
State
State 1
State SMTP Cisco Login LPR Format String 3
B-26 State
B-26 State
state-machine —
cisco-login Cisco login cisco-device
control-c
e state-name
pass-prompt
start
Control-C
Ipr-format-string LPR Format String abort
format-char
start
e state-name
LPR Format String
smtp SMTP abort
mail-body
* state-name )
mail-header
. smtp-commands
LPR Format String
start
SMTP
direction from-service
to-service
[ ]
[ ]
service-ports 0 65535
a-b[,c-d] !
Cisco Intrusion Prevention System Device Manager 5.1
[ oL-8674-01-J .m



H state

B-26 State

specify-exact-match-off 0 65535
set
* exact-match-offset
specify-min-match- 0 65535
length .
g e min-match-length
swap-attacker-victim true | false
true
false
1 2
5.1
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String
String

. P.B-35

e String ICMP P.B-35

e String TPC P.B-36

e String UDP P.B-37

String ICMP TCP UDP

String
String ICMP  String TCP String UDP 3 String
String ICMP
String P.6-29

B-27 String ICMP

B-27  String ICMP

direction from-service
. to-service

icmp-type ICMP TYPE 0 18t

a-b[,c-d]

specify-exact-match-offset 0 65535
e exact-match-offset

specify-min-match-length 0 65535
e min-match-length

swap-attacker-victim true | false

false

true

Cisco Intrusion Prevention System Device Manager
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M String
String TPC
String P.6-29 String TCP

B-28 String TCP

B-28 String TCP

direction from-service
. to-service
.
service-ports 0 65535¢
a-b[,c-d]
specify-exact-match-offset 0 65535

e exact-match-offset

specify-min-match-length 0 65535

e min-match-length

strip-telnet-options Telnet true | false

swap-attacker-victim true | false
true
false

IPS

Cisco Intrusion Prevention System Device Manager 5.1
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String UDP

String

B-29 String UDP

B-29 String UDP

P.6-29

String TCP

String ||

direction

from-service
to-service

service-ports

0 65535!
a-b[,c-d]

specify-exact-match-offset

exact-match-offset

0 65535

specify-min-match-length

min-match-length

0 65535

swap-attacker-victim

false

true

true | false

Cisco Intrusion Prevention System Device Manager
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H Sweep

Sweep
Sweep 1
Sweep ICMP UDP TCP
Sweep
Sweep
2 40 2 2
1 40
5 15
TCP
TCP
ICMP ICMP ICMP
B-30 Sweep
B-30 Sweep
protocol icmp
udp
tcp
specify-icmp-type ICMP 0 255
e icmp-type ICMP TYPE
specify-port-range 0 65535
a-b[,c-d]
e port-range UDP
fragment-status any

no-fragments
want-fragments

inverted-sweep true | false
mask TCP urg

e URG ack

psh

© ACK rst

i PSH syn

. RST fin

e SYN

* FIN

Cisco Intrusion Prevention System Device Manager
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Sweep | |
B-30 Sweep
storage-key AXXX
AXBx
Axxb
suppress-reverse true | false
swap-attacker-victim true | false
true
false
tep-flags TCP urg
ack
URG psh
rst
ACK syn
PSH fin
RST
SYN
FIN
unique 0 65535
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Traffic ICMP

Traffic ICMP TFN2K LOKI DDOS
2 LOKI
Tribe Flood Net 2000 TFN2K TFN
1 Distributed
DOS DDoS TFN2K
2 1 L3
1 A
TFN2K ICMP TCP UDP
LOKI
ICMP
ICMP
LOKI ICMP ICMP
TFN2K DDOS ICMP DDOS
TEN  Tribe Flood Net Stacheldraht TFN2K
ICMP
B-31 Traffic ICMP
B-31 TRAFFIC.ICMP
parameter-tunable-sig yes | no
inspection-type is-loki
. LOKI is-mod-loki
. LOKI
reply-ratio 0 65535
want-request ECHO REQUEST true | false
Cisco Intrusion Prevention System Device Manager
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Trojan BO2K

XOR

Trojan
Trojan BO2K TFN2K
Trojan TFN2K Trojan UDP 3 Trojan
BackOrifice BO UDP Windows
BackOrifice 2000 BO2K BO2K
UDP TCP
BO
BO2K BO
TCP
UDP BO BO2K Trojan UDP TCP
Trojan BO2K
Trojan UDP swap-attacker-victimngine Trojan
Cisco Intrusion Prevention System Device Manager
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IDM
IDSM-2
AIP SSM

P.C-2
P.C-3
P.C-4
P.C-5
P.C-41
P.C-46
P.C-54
P.C-56
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Interface 5.1

Interface 5.1

Interface 5.1

Configuring the Cisco Intrusion Prevention System Sensor Using the Command Line
Creating and Using a Backup Configuration File

Configuring the Cisco Intrusion Prevention System Sensor Using the Command Line
Copying and Restoring the Configuration File Using a Remote Server

TAC

Configuring the Cisco Intrusion Prevention System Sensor Using the Command Line
Creating the Service Account

N

AIP SSM

ROMMON

AIP SSM
AIP SSM

Cisco Intrusion Prevention System Device Manager 5.1
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A

||
CLI IDM
FTP SCP
Configuring the Cisco Intrusion Prevention System Sensor Using the Command Line
Interface 5.1 Creating and Using a Backup Configuration File

ID ID

Configuring the Cisco Intrusion Prevention System
Sensor Using the Command Line Interface 5.1 Viewing User Status

IDS MC IDS MC

ID IDS MC 1D

Configuring the Cisco Intrusion
Prevention System Sensor Using the Command Line Interface 5.1 Upgrading, Downgrading, and
Installing System Images

ID cisco

setup

P.1-6

[ oL-8674-01-J

Cisco Intrusion Prevention System Device Manager 51 @1


http://www.cisco.com/univercd/cc/td/doc/product/iaabu/csids/csids12/hwguide/index.htm
http://www.cisco.com/univercd/cc/td/doc/product/iaabu/csids/csids12/hwguide/index.htm
http://www.cisco.com/univercd/cc/td/doc/product/iaabu/csids/csids12/hwguide/index.htm
http://www.cisco.com/univercd/cc/td/doc/product/iaabu/csids/csids12/hwguide/index.htm
http://www.cisco.com/univercd/cc/td/doc/product/iaabu/csids/csids12/hwguide/index.htm
http://www.cisco.com/univercd/cc/td/doc/product/iaabu/csids/csids12/hwguide/index.htm

4. IPS

IPS
p.12-2 Cisco IPS

>

IPS

5.
Configuring the Cisco Intrusion Prevention System Sensor Using the Command Line
Interface 5.1 Creating and Using a Backup Configuration File
6.
SSH HTTPS
p.2-12
7.
p.2-28
J Su - root
root CLI
password adminu
password adminu 2
Configuring the Cisco Intrusion Prevention System
Sensor Using the Command Line Interface 5.1 Creating the Service Account
Configuring the Cisco Intrusion Prevention System Sensor
Using the Command Line Interface 5.1 Upgrading, Downgrading, and Installing System Images
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4200 ||
4200
Readme
. P.C-5
e SensorApp P.C-11
. P.C-19
. P.C-28
. NTP P.C-34
. TCP P.C-35
. p.C-37
4200
e Telnet SSH CLlI P.C-5
. P.C-8
. IP P.C-9
Telnet SSH CLI
Telnet SSH CLlI
Y
Telnet Configuring the Cisco
Intrusion Prevention System Sensor Using the Command Line Interface 5.1 Enabling and Disabling
Telnet
1 CLI
CLI Configuring the Cisco Intrusion
Prevention System Sensor Using the Command Line Interface 5.1 Logging In to the Sensor

Cisco Intrusion Prevention System Device Manager 5.1
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sensor# show interfaces
Interface Statistics

Total Packets Received = 0
Total Bytes Received = 0
Missed Packet Percentage = 0

Current Bypass Mode = Auto_off

MAC statistics from interface GigabitEthernet0/1

Media Type = backplane
Missed Packet Percentage = 0
Inline Mode = Unpaired

Pair Status = N/A

Link Status = Up

Link Speed = Auto_1000

Link Duplex = Auto_Full

Packets Received = 0

Bytes Received = 0

Multicast Packets Received = 0
Broadcast Packets Received = 0
Jumbo Packets Received = 0

Total
Total
Total
Total
Total
Total
Total
Total
Total
Total
Total
Total
Total
Total
Total
Total

1}
o

Undersize Packets Received
Receive Errors = 0

Receive FIFO Overruns = 0
Packets Transmitted = 0
Bytes Transmitted = 0
Multicast Packets Transmitted = 0
Broadcast Packets Transmitted = 0
Jumbo Packets Transmitted = 0
Undersize Packets Transmitted

1}
o

Transmit Errors = 0
Transmit FIFO Overruns = 0

MAC statistics from interface GigabitEthernet0/0

TX
Up

Media Type =
Link Status =
Link Speed = Auto_100

Link Duplex = Auto_Full

Total Packets Received = 944333
Total Bytes Received = 83118358
Total Multicast Packets Received = 0
Total Receive Errors = 0

Total Receive FIFO Overruns = 0
Total Packets Transmitted = 397633
Total Bytes Transmitted = 435730956
Total Transmit Errors = 0

Total Transmit FIFO Overruns = 0

sensor#

Media Type =
Link Status
5

Down 3

TX

5.1

Link Status

Up
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IP

sensor# setup
--- System Configuration Dialog ---

At any point you may enter a question mark '?' for help.
User ctrl-c to abort configuration dialog at any prompt.
Default settings are in square brackets '[]'.

Current Configuration:

service host

network-settings

host-ip 10.89.130.108/23,10.89.130.1
host-name sensor

telnet-option enabled

access-1list 0.0.0.0/0

ftp-timeout 300

no login-banner-text

Configuring the Cisco Intrusion Prevention System Sensor Using the Command Line

exit
--MORE--
IP
Interface 5.1 Changing the IP Address, Netmask, and Gateway

sensor# setup
--- System Configuration Dialog ---

At any point you may enter a question mark '?' for help.
User ctrl-c to abort configuration dialog at any prompt.
Default settings are in square brackets '[]'.

Current Configuration:

service host

network-settings

host-ip 10.89.130.108/23,10.89.130.1
host-name sensor

telnet-option enabled

access-1list 0.0.0.0/0

ftp-timeout 300

no login-banner-text

exit

--MORE--
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W 3200

6
Configuring the Cisco Intrusion Prevention System Sensor Using the Command Line
Interface 5.1 Changing the Access List
7
IP
Configuring the Cisco Intrusion Prevention System Sensor Using the Command Line
Interface 5.1 Changing the Access List
1 CLI
2
sensor# show configuration | include access-list
access-list 10.0.0.0/8
access-1list 64.0.0.0/8
sensor#
3 IP

sensor# configure terminal

sensor (config)# service host

sensor (config-hos) # network-settings

sensor (config-hos-net)# access-list 171.69.70.0/24

Cisco Intrusion Prevention System Device Manager 5.1
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1

4200 | |

sensor (config-hos-net)# show settings
network-settings
host-ip: 10.89.149.238/25,10.89.149.254 default: 10.1.9.201/24,10.1.9.1
host-name: gsensor-238 default: sensor
telnet-option: enabled default: disabled
access-list (min: 0, max: 512, current: 3)

network-address: 10.0.0.0/8

network-address: 64.0.0.0/8

network-address: 171.69.70.0/24
ftp-timeout: 300 seconds <defaulted>
login-banner-text: <defaulted>

sensor (config-hos-net) #

Linux

CLI

[ oL-8674-01-J
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sensor# show interfaces
Interface Statistics

Total Packets Received = 0
Total Bytes Received = 0
Missed Packet Percentage = 0

Current Bypass Mode = Auto_off

MAC statistics from interface GigabitEthernet0/1

Media Type = backplane

Missed Packet Percentage = 0

Inline Mode = Unpaired

Pair Status N/A

Link Status Up

Link Speed = Auto_1000

Link Duplex = Auto_Full

Total Packets Received = 0

Total Bytes Received = 0

Total Multicast Packets Received = 0
Total Broadcast Packets Received = 0
Total Jumbo Packets Received = 0

1}
o

Total Undersize Packets Received
Total Receive Errors = 0

Total Receive FIFO Overruns = 0
Total Packets Transmitted = 0
Total Bytes Transmitted = 0
Total Multicast Packets Transmitted = 0
Total Broadcast Packets Transmitted = 0
Total Jumbo Packets Transmitted = 0
Total Undersize Packets Transmitted

1}
o

Total Transmit Errors = 0
Total Transmit FIFO Overruns = 0

MAC statistics from interface GigabitEthernet0/0

Media Type = TX

Link Status = Up

Link Speed = Auto_100

Link Duplex = Auto_Full

Total Packets Received = 1822323
Total Bytes Received = 131098876
Total Multicast Packets Received = 20
Total Receive Errors = 0

Total Receive FIFO Overruns = 0
Total Packets Transmitted = 219260
Total Bytes Transmitted = 103668610
Total Transmit Errors = 0

Total Transmit FIFO Overruns = 0

sensor#

Installing Cisco Intrusion Prevention System Appliances and Modules 5.1

setup IP

P.1-6
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4200
SensorApp
SensorApp
* SensorApp P.C-11
. SPAN VACL P.C-12
. P.C-14
. P.C-16
o SensorApp P.C-18
e |DS-4250-XL P.C-18
SensorApp
SensorApp
SensorApp
CLI
sensor# show version
Application Partition:
Cisco Intrusion Prevention System, Version 5.0(1)S149.0
0S Version 2.4.26-IDS-smp-bigphys
Platform: ASA-SSM-20
Serial Number: 021
No license present
Sensor up-time is 19 days.
Using 505495552 out of 1984704512 bytes of available memory (25% usage)
system is using 17.3M out of 29.0M bytes of available disk space (59% usage)
application-data is using 37.7M out of 166.6M bytes of available disk space (24%
usage)
boot is using 40.5M out of 68.5M bytes of available disk space (62% usage)
MainApp 2005_Mar_04_14.23 (Release) 2005-03-04T14:35:11-0600 Running
AnalysisEngine 2005_Mar_04_14.23 (Release) 2005-03-04T14:35:11-0600 Not
Running
CLI 2005_Mar_04_14.23 (Release) 2005-03-04T14:35:11-0600
Upgrade History:
IDS-K9-maj-5.0-1- 14:16:00 UTC Thu Mar 04 2004
Recovery Partition Version 1.1 - 5.0(1)S149
sensor#
Cisco Intrusion Prevention System Device Manager 5.1
[ oL-8674-01-J .m



W 3200

3
sensor# show events error fatal past 13:00:00 | include AnalysisEngine
evError: eventId=1077219258696330005 severity=warning
originator:
hostId: sensor
appName: sensorApp
appInstanceId: 1045
time: 2004/02/19 19:34:20 2004/02/19 19:34:20 UTC
errorMessage: name=errUnclassified Generating new Analysis Engine configuration file.
2004 2 19
7 34
4
sensor# show version
Upgrade History:
IDS-K9-maj-5.0-1- 14:16:00 UTC Thu Mar 04 2004
Recovery Partition Version 1.1 - 5.0(1)S149
Cisco.com
p.12-2 Cisco IPS
5 Readme SensorApp
DDTS
SPAN VACL
1 CLI
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sensor# show interfaces
Interface Statistics
Total Packets Received =
Total Bytes Received = 0
Missed Packet Percentage = 0
Current Bypass Mode = Auto_off
MAC statistics from interface GigabitEthernet0/1
Media Type = backplane
Missed Packet Percentage = 0
Inline Mode = Unpaired
Pair Status N/A
Link Status Up
Link Speed = Auto_1000
Link Duplex = Auto_Full
Total Packets Received =
Total Bytes Received = 0
Total Multicast Packets Received = 0
Total Broadcast Packets Received = 0
Total Jumbo Packets Received = 0

0

0

1}
o

Total Undersize Packets Received
Total Receive Errors = 0
Total Receive FIFO Overruns =
Total Packets Transmitted = 0
Total Bytes Transmitted = 0
Total Multicast Packets Transmitted = 0
Total Broadcast Packets Transmitted = 0
Total Jumbo Packets Transmitted = 0
Total Undersize Packets Transmitted

0

1}
o

Total Transmit Errors = 0
Total Transmit FIFO Overruns = 0
MAC statistics from interface GigabitEthernet0/0
Media Type = TX
Link Status = Up
Link Speed = Auto_100
Link Duplex = Auto_Full
Total Packets Received = 1830137
Total Bytes Received = 131624465
Total Multicast Packets Received = 20
Total Receive Errors = 0
Total Receive FIFO Overruns = 0
Total Packets Transmitted = 220052
Total Bytes Transmitted = 103796666
Total Transmit Errors = 0
Total Transmit FIFO Overruns = 0
sensor#

3 Link Status

a.
Installing Cisco Intrusion Prevention System Appliances and Modules 5.1
b. IDSM-2 SPAN VACL
Configuring the Cisco Intrusion Prevention System Sensor Using the Command Line Interface 5.1
IDSM-2
4
a.

P.3-10

Cisco Intrusion Prevention System Device Manager 5.1
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b. Cisco SPAN VACL

5
sensor# show interfaces
[ )
[ )
¢ Produce Alert
N
Produce Alert Produce Alert
[ )
[ )
1 CLI
2

sensor# configure terminal
sensor (config)# service signature-definition sig0
sensor (config-sig) # signatures 1300 0
sensor (config-sig-sig) # status
sensor (config-sig-sig-sta)# show settings
status
enabled: true <defaulted>
retired: false <defaulted>

sensor (config-sig-sig-sta)#

Cisco Intrusion Prevention System Device Manager 5.1
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sensor# configure terminal

sensor (config)
sensor (config-
sensor (config-
normalizer
sensor (config-
sensor (config-
sensor (config-
normalizer
event-ac
edit-def

sensor#

sensor# show i
MAC statistics

# service signature-definition sig0
sig)# signatures 1300 O

sig-sig)# engine ?

Signature engine

sig-sig)# engine normalizer
sig-sig-nor)# event-action produce-alert
sig-sig-nor)# show settings

tion: produce-alert default: produce-alert|deny-connection-inline
ault-sigs-only

nterfaces FastEthernet0/1
from interface FastEthernet0/1

Media Type = backplane
Missed Packet Percentage = 0
Inline Mode = Unpaired

Pair Status = N/A

Link Status = Up

Link Speed = Auto_100

Link Duplex = Auto_Full

Total Packe
Total Bytes

ts Received = 267581
Received = 24886471

Total
Total
Total
Total
Total
Total
Total
Total
Total
Total
Total
Total
Total
Total
sensor#

Multicast Packets Received = 0
Broadcast Packets Received = 0
Jumbo Packets Received = 0
Undersize Packets Received = 0
Receive Errors = 0

Receive FIFO Overruns = 0

Packets Transmitted = 57301

Bytes Transmitted = 3441000
Multicast Packets Transmitted = 0
Broadcast Packets Transmitted = 0
Jumbo Packets Transmitted = 0
Undersize Packets Transmitted = 0
Transmit Errors = 1

Transmit FIFO Overruns = 0

sensor# show statistics virtual-sensor

SigEvent

Preliminary Stage Statistics

Number of Alerts received = 0

Number of Alerts Consumed by AlertInterval =
Number of Alerts Consumed by Event Count = 0

0

Number of FireOnce First Alerts = 0

Number of FireOnce Intermediate Alerts = 0
Number of Summary First Alerts = 0

Number of Summary Intermediate Alerts = 0
Number of Regular Summary Final Alerts = 0
Number of Global Summary Final Alerts = 0

Number of Alerts Output for further processing = OalertDetails:

int0 ;

Cisco Intrusion Prevention System Device Manager
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1 CLI

sensor# show interfaces GigabitEthernet0/1

MAC statistics from interface GigabitEthernet0/1
Media Type = backplane
Missed Packet Percentage = 0
Inline Mode = Unpaired
Pair Status = N/A
Link Status = Down
Link Speed = Auto_1000
Link Duplex = Auto_Full
Total Packets Received =
Total Bytes Received = 0
Total Multicast Packets Received = 0
Total Broadcast Packets Received = 0
Total Jumbo Packets Received = 0
Total Undersize Packets Received = 0
Total Receive Errors = 0
Total Receive FIFO Overruns =
Total Packets Transmitted = 0
Total Bytes Transmitted = 0
Total Multicast Packets Transmitted
Total Broadcast Packets Transmitted = 0
Total Jumbo Packets Transmitted = 0
Total Undersize Packets Transmitted = 0
Total Transmit Errors = 0
Total Transmit FIFO Overruns = 0

sensor#

0

0

1}
o

Installing Cisco
Intrusion Prevention System Appliances and Modules 5.1

Cisco Intrusion Prevention System Device Manager 5.1
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sensor# configure terminal
sensor (config)# service interface
sensor (config-int) # physical-interfaces GigabitEthernet0/1
sensor (config-int-phy)# admin-state enabled
sensor (config-int-phy)# show settings
<protected entry>
name: GigabitEthernet0/1
media-type: tx <protected>
description: <defaulted>
admin-state: enabled default: disabled
duplex: auto <defaulted>
speed: auto <defaulted>
alt-tcp-reset-interface

sensor (config-int-phy) #

sensor# show interfaces
MAC statistics from interface GigabitEthernet0/1
Media Type = TX
Missed Packet Percentage = 0
Inline Mode = Unpaired
Pair Status = N/A
Link Status = Up
Link Speed = Auto_100
Link Duplex = Auto_Full
Total Packets Received = 3
Total Bytes Received = 900
Total Multicast Packets Received = 3

Total Broadcast Packets Received = 0
Total Jumbo Packets Received = 0
Total Undersize Packets Received = 0

Total Receive Errors = 0
Total Receive FIFO Overruns =
Total Packets Transmitted = 0
Total Bytes Transmitted = 0
Total Multicast Packets Transmitted = 0
Total Broadcast Packets Transmitted = 0
Total Jumbo Packets Transmitted = 0
Total Undersize Packets Transmitted
Total Transmit Errors = 0

Total Transmit FIFO Overruns = 0

0

1}
o

Cisco Intrusion Prevention System Device Manager
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SensorApp
SensorApp SensorApp
SensorApp

SensorApp

1

2 su root

3 IPS
/etc/init.d/cids stop

4
cp /usr/cids/idsRoot/etc/defVirtualSensorConfig.xml
/usr/cids/idsRoot/etc/VS-Config/virtualSensor.xml

5
rm /usr/cids/idsRoot/var/virtualSensor/*.pmz

6

7 CLI

8 IPS
sensor# cids start

9

10
sensor# reset
Warning: Executing this command will stop all applications and reboot the node.
Continue with reset? [yes]:yes
Request Succeeded.
sensor#

IDS-4250-XL
IDS-4250-XL DIMM XL
DIMM SensorApp

IDS-4250-XL Partner Field 52563

Cisco Intrusion Prevention System Device Manager 5.1
m. OL-8674-01-J |



4200 ||
ARC
o P.C-19
e ARC P.C-20
e ARC P.C-20
o pP.C-22
o pP.C-24
o SSH P.C-25
o P.C-25
o P.C-26
ARC show version ARC
ARC show statistics
network-access
~
ARC Network Access Controller IPS5.1
IDM  CLI Network Access Controller nac network-access
ARC
1. ARC
P.C-20 ARC
2. ARC
P.C-20 ARC
3. Event Action Block Host
P.C-25
4.
P.C-26
N
ARC pP.A-12 ARC

Cisco Intrusion Prevention System Device Manager 5.1
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ARC
ARC show version MainApp
ARC ARC  MainApp
1 CLI
2 MainApp
sensor# show version
Application Partition:
Cisco Intrusion Prevention System, Version 5.0(1.1)S152.0
0S Version 2.4.26-IDS-smp-bigphys
Platform: IPS-4255-K9
Serial Number: JABO0815R017
No license present
Sensor up-time is 3 days.
Using 734863360 out of 3974291456 bytes of available memory (18% usage)
system is using 17.3M out of 29.0M bytes of available disk space (59% usage)
application-data is using 35.6M out of 166.8M bytes of available disk space (23%
usage)
boot is using 40.5M out of 68.6M bytes of available disk space (62% usage)
MainApp 2005_Mar_04_14.23 (Release) 2005-03-04T14:35:11-0600 Not
Running
AnalysisEngine 2005_Mar_18_12.53 (Release) 2005-03-18T13:03:21-0600 Running
CLI 2005_Mar_04_14.23 (Release) 2005-03-04T14:35:11-0600
Upgrade History:
IDS-K9-sp-5.0-1.1- 12:53:00 UTC Fri Mar 18 2005
Recovery Partition Version 1.1 - 5.0(1.1)
sensor#
3 MainApp Not Running ARC TAC
ARC
ARC State  Active

State  Active

1 CLI

2 ARC

State

Cisco Intrusion Prevention System Device Manager 5.1
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sensor# show statistics network-access
Current Configuration
LogAllBlockEventsAndSensors = true
EnableNvramWrite = false
EnableAclLogging = false
AllowSensorBlock = false
BlockMaxEntries = 250
MaxDeviceInterfaces = 250
NetDevice
Type = Cisco
IP = 10.89.147.54
NATAddr = 0.0.0.0

Communications = telnet
BlockInterface
InterfaceName = £fa0/0
InterfaceDirection = in
State
BlockEnable = true
NetDevice
IP = 10.89.147.54
AclSupport = uses Named ACLs
Version = 12.2
State = Active
sensor#
3 ARC

sensor# show events error hh:mm:ss month day year | include : nac

sensor# show events error 00:00:00 Apr 01 2005 | include : nac

4
sensor# show version
Upgrade History:
IDS-K9-maj-5.0-1- 14:16:00 UTC Thu Mar 04 2004
Recovery Partition Version 1.1 - 5.0(1)S149
Cisco.com
P.12-2 Cisco IPS
5 Readme ARC DDTS
6 IP
P.C-22
7
P.C-24

Cisco Intrusion Prevention System Device Manager 5.1
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8 SSH-DES SSH-3DES SSH

P.C-25 SSH

P.C-24

ARC IP

s

SSH SSH 1.5 SSH 2.0

1 CLI

Cisco Intrusion Prevention System Device Manager 5.1
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IP

sensor# configure terminal

sensor (config)# service network-access

sensor (config-net)# show settings
general

log-all-block-events-and-errors: true <defaulted>
enable-nvram-write: false <defaulted>
enable-acl-logging: false <defaulted>
allow-sensor-block: false <defaulted>

block-enable: true <defaulted>

block-max-entries: 250 <defaulted>

max-interfaces: 250 <defaulted>
master-blocking-sensors (min: 0, max: 100, current: 0)

never-block-hosts (min: 0, max: 250, current: 0)
never-block-networks (min: 0, max: 250, current: 0)
block-hosts (min: 0, max: 250, curremt: 0)
block-networks (min: 0, max: 250, current: 0)

profile-name: r7200
enable-password: <hidden>
password: <hidden>
username: netrangr default:

catbk-devices (min: 0, max: 250, current: 0)

ip-address: 10.89.147.54
communication: telnet default: ssh-3des
nat-address: 0.0.0.0 <defaulted>
profile-name: r7200
block-interfaces (min: 0, max: 100, current: 1)
interface-name: £fa0/0
direction: in
pre-acl-name: <defaulted>
post-acl-name: <defaulted>

firewall-devices (min: 0, max: 250, current: 0)

sensor (config-net) #

Cisco Intrusion Prevention System Device Manager
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3

b. Telnet SSH

d.
4

P.C-24
ACL deny
Monitoring > Active Host Blocks IDM

1 ARC

sensor# configure terminal

sensor (config)# service network-access

sensor (config-net) # general
2 IP

sensor (config-net-gen) # block-hosts 10.16.0.0
3

sensor (config-net-gen) # exit
sensor (config-net) # exit
Apply Changes:? [yes]:

4 Enter no

Cisco Intrusion Prevention System Device Manager 5.1
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Telnet

no

sensor (config-net-gen)# no block-hosts 10.16.0.0

ACL

SSH
SSH-DES SSH-3DES

SSH

CLI

sensor# configure terminal

SSH

sensor (config)# ssh host blocking device_ip_ address

yes

CLI

sensor# configure terminal
sensor (config)# service signature-definition sig0
sensor (config-sig) #

Cisco Intrusion Prevention System Device Manager

[ oL-8674-01-J



W 3200

produce-alert

sensor (config-sig) # signatures 1300 0
sensor (config-sig-sig)# engine normalizer
sensor (config-sig-sig-nor)# event-action produce-alert|request-block-host
sensor (config-sig-sig-nor)# show settings
normalizer

event-action: produce—alert|request—block—host default: produce—alert|deny
-connection-inline
edit-default-sigs-only

--MORE--

4
sensor (config-sig-sig-nor) # exit
sensor (config-sig-sig) # exit
sensor (config-sig) # exit
Apply Changes:?[yes]:
5 Enter no

show statistics network-access
Web TLS TLS

Cisco Intrusion Prevention System Device Manager 5.1
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1 ARC

sensor# show statistics network-access
Current Configuration
AllowSensorShun = false
ShunMaxEntries = 250
MasterBlockingSensor
SensorIp = 10.89.149.46
SensorPort = 443
UseTls = 1
State
ShunEnable = true
ShunnedAddr
Host
IP = 122.122.122.44
ShunMinutes = 60

MinutesRemaining = 59
2
P.8-37

3

sensor# configure terminal

sensor (config) # service network-access

sensor (config-net) # general

sensor (config-net-gen)# block-hosts 10.16.0.0
4

sensor (config-net-gen) # exit

sensor (config-net) # exit

Apply Changes:? [yes]:
5 Enter
6 ARC

sensor# show statistics network-access
Current Configuration
AllowSensorShun = false
ShunMaxEntries = 100
State
ShunEnable = true
ShunnedAddr
Host
IP = 10.16.0.0
ShunMinutes =

Cisco Intrusion Prevention System Device Manager
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sensor# show statistics network-access

Current Configuration
AllowSensorShun = false
ShunMaxEntries = 250
MasterBlockingSensor

SensorIp = 10.89.149.46
SensorPort = 443
UseTls = 1

State
ShunEnable = true
ShunnedAddr

Host
IP = 10.16.0.0
ShunMinutes = 60
MinutesRemaining = 59

TLS

sensor# configure terminal

sensor (config)# tls trust ip master blocking sensor_ip_ address

CLI

Web

show statistics network-access

ARC

TLS

TAC
LogApp

. P.C-33
e SysLog cidLog

P.C-28

P.C-33

TAC

5.1

l_ Cisco Intrusion Prevention System Device Manager
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log.conf

vi /usr/cids/idsRoot/etc/log.conf

fileMaxSizeInK=500 fileMaxSizeInK=5000

CID

severity=debug

Vi

CLI

sensor# configure terminal
sensor (config)# service logger
sensor (config-log) # master-control

sensor (config-log-mas)# enable-debug true
sensor (config-log-mas) # show settings
master-control
enable-debug: true default: false
individual-zone-control: false <defaulted>

sensor (config-log-mas) #

sensor (config-log-mas) # individual-zone-control true
sensor (config-log-mas) # show settings
master-control

enable-debug: true default: false
individual-zone-control: true default: false

sensor (config-log-mas) #

sensor (config-log-mas) # exit

Cisco Intrusion Prevention System Device Manager
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11

sensor (config-log)# show settings
master-control
enable-debug: false <defaulted>
individual-zone-control: true default: false

zone-control (min: 0, max: 999999999, current: 14)
<protected entry>
zone-name: AuthenticationApp
severity: warning <defaulted>
<protected entry>
zone-name: Cid
severity: debug <defaulted>
<protected entry>
zone-name: Cli
severity: warning <defaulted>
<protected entry>
zone-name: IdapiCtlTrans
severity: warning <defaulted>
<protected entry>
zone-name: IdsEventStore
severity: warning <defaulted>
<protected entry>
zone-name: MpInstaller
severity: warning <defaulted>
<protected entry>
zone-name: cmgr
severity: warning <defaulted>
<protected entry>
zone-name: cplane
severity: warning <defaulted>
<protected entry>
zone-name: csi
severity: warning <defaulted>
<protected entry>
zone-name: ctlTransSource
severity: warning <defaulted>
<protected entry>
zone-name: intfc
severity: warning <defaulted>
<protected entry>
zone-name: nac
severity: warning <defaulted>
<protected entry>
zone-name: sensorApp
severity: warning <defaulted>
<protected entry>
zone-name: tls
severity: warning <defaulted>

sensor (config-log) #

P.C-33

Cisco Intrusion Prevention System Device Manager 5.1
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12

sensor (config-log) # zone-control IdsEventStore severity error
sensor (config-log) # show settings
master-control
enable-debug: true default: false
individual-zone-control: true default: false

zone-control (min: 0, max: 999999999, current: 14)
<protected entry>
zone-name: AuthenticationApp
severity: warning <defaulted>
<protected entry>
zone-name: Cid
severity: debug <defaulted>
<protected entry>
zone-name: Cli
severity: warning <defaulted>
<protected entry>
zone-name: IdapiCtlTrans
severity: warning <defaulted>
<protected entry>
zone-name: IdsEventStore
severity: error default: warning
<protected entry>
zone-name: MpInstaller
severity: warning <defaulted>
<protected entry>
zone-name: cmgr
severity: warning <defaulted>
<protected entry>
zone-name: cplane
severity: warning <defaulted>
<protected entry>
zone-name: csi
severity: warning <defaulted>
<protected entry>
zone-name: ctlTransSource
severity: warning <defaulted>
<protected entry>
zone-name: intfc
severity: warning <defaulted>
<protected entry>
zone-name: nac
severity: warning <defaulted>
<protected entry>
zone-name: sSensorApp
severity: warning <defaulted>
<protected entry>
zone-name: tls
severity: warning <defaulted>

sensor (config-log) #

Cisco Intrusion Prevention System Device Manager
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13

sensor (config-log) # zone-control nac severity debug
sensor (config-log) # show settings
master-control
enable-debug: true default: false
individual-zone-control: true default: false

zone-control (min: 0, max: 999999999, current: 14)
<protected entry>
zone-name: AuthenticationApp
severity: warning <defaulted>
<protected entry>
zone-name: Cid
severity: debug <defaulted>
<protected entry>
zone-name: Cli
severity: warning <defaulted>
<protected entry>
zone-name: IdapiCtlTrans
severity: warning <defaulted>
<protected entry>
zone-name: IdsEventStore
severity: error default: warning
<protected entry>
zone-name: MpInstaller
severity: warning <defaulted>
<protected entry>
zone-name: cmgr
severity: warning <defaulted>
<protected entry>
zone-name: cplane
severity: warning <defaulted>
<protected entry>
zone-name: csi
severity: warning <defaulted>
<protected entry>
zone-name: ctlTransSource
severity: warning <defaulted>
<protected entry>
zone-name: intfc
severity: warning <defaulted>
<protected entry>
zone-name: nac
severity: debug default: warning
<protected entry>
zone-name: sSensorApp
severity: warning <defaulted>
<protected entry>
zone-name: tls
severity: warning <defaulted>

sensor (config-log) #

14

sensor (config-log) # exit
Apply Changes:?[yes]:

15 Enter no

Cisco Intrusion Prevention System Device Manager 5.1
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C-1
C-1
AuthenticationApp
Cid
Cli CLI
IdapiCtlTrans
IdsEventStore
Mplnstaller IDSM-2
cmgr Card Manager !
cplane Control Plane 2
csi CIDS 8
ctlTransSource
intfc
nac ARC
SensorApp AnalysisEngine
tls SSL TLS
1. Card Manager
AIP SSM
2. Control Plane Card Manager AIP SSM
3. CIDS CIDS Web
cidLog
syslog  cidLog
cid syslog

1

idsRoot/etc/log.conf

a. [logApp] enabled=false

enabled=false

b. [drain/main] type=syslog

enabled=true

Cisco Intrusion Prevention System Device Manager
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timemode=1local
; timemode=utc

[logApp]

;enabled=true

e FIFO parameters --------
fifoName=logAppFifo
fifoSizeInK=240

s ————- logApp zone and drain parameters

zoneAndDrainName=10gApp
fileName=main.log
fileMaxSizeInK=500

[zone/Cid]
severity=warning
drain=main

[zone/IdsEventStore]
severity=debug
drain=main

[drain/main]
type=syslog

syslog syslog syslog local6
LOG_DEBUG, // debug
LOG_INFO, // timing
LOG_WARNING, // warning
LOG_ERR, // error
LOG_CRIT // fatal

S

[etc/syslog.conf
syslog logApp 1000 50
1
NTP
IPS 5.1 NTP 1D NTP
NTP show statistics host
NTP NTP
NTP
NTP
1
Cisco Intrusion Prevention System Device Manager 5.1
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sensor# show statistics host
NTP Statistics
remote refid st t when poll reach delay offset Jjitter
11.22.33.44 CHU_AUDIO(1) 8 u 36 64 1 0.536 0.069 0.001
LOCAL(0) 73.78.73.84 51 35 64 1 0.000 0.000 0.001
ind assID status conf reach auth condition last_event cnt
1 10372 £014 ves yves ok reject reachable 1
2 10373 9014 yves yes none reject reachable 1
status = Not Synchronized
3
sensor# show statistics host
NTP Statistics
remote refid st t when poll reach delay offset Jjitter
*11.22.33.44 CHU_AUDIO(1) 8 u 22 64 377 0.518 37.975 33.465
LOCAL(0) 73.78.73.84 51 22 64 377 0.000 0.000 0.001
ind assID status conf reach auth condition last_event cnt
1 10372 f624 yves yves ok sys.peer reachable 2
2 10373 9024 yves yes none reject reachable 2
status = Synchronized
4 Not Synchronized NTP NTP
TCP
1 CLI

Cisco Intrusion Prevention System Device Manager
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2 TCP

sensor# configure terminal

sensor (config)# service signature-definition sig0

sensor (config-sig) # signatures 1000 0

sensor (config-sig-sig)# engine atomic-ip

sensor (config-sig-sig-ato) # event-action reset-tcp-connection|produc-alert

sensor (config-sig-sig-ato)# show settings

atomic-ip

event-action: producefalert|resetftcpfconnection default: produce-alert
fragment-status: any <defaulted>
specify-14-protocol

--MORE--

3

sensor (config-sig-sig-ato) # exit

sensor (config-sig-sig) # exit

sensor (config-sig) # exit

Apply Changes:?[yes]:
4 Enter no
5

sensor# show events alert

evAlert: eventId=1047575239898467370 severity=medium
originator:

hostId: s3j_4250_40

appName: sensorApp

appInstanceId: 1004

signature: sigId=20000 sigName=STRING.TCP subSigId=0 version=Unknown
addr: locality=0UT 172.16.171.19

port: 32771

victim:

addr: locality=0UT 172.16.171.13 port: 23

actions:

tcpResetSent: true

Cisco Intrusion Prevention System Device Manager 5.1
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TCP
root# ./tcpdump -i eth0 src host 172.16.171.19
tcpdump: WARNING: ethO: no IPv4 address assigned
tepdump: listening on ethO
13:58:03.823929 172.16.171.19.32770 > 172.16.171.13.telnet: R 79:79(0) ack 62 win 0
13:58:03.823930 172.16.171.19.32770 > 172.16.171.13.telnet: R 80:80(0) ack 62 win 0
13:58:03.823930 172.16.171.19.32770 > 172.16.171.13.telnet: R 80:80(0) ack 62 win 0
13:58:03.823930 172.16.171.19.32770 > 172.16.171.13.telnet: R 80:80(0) ack 62 win 0
. IDS-4235 IDS-4250 P.C-37
. P.C-37
. P.C-38
. P.C-39
IDS-4235 IDS-4250
IDS-4235 IDS-4250 BIOS  A03 IPS BIOS
A04
BIOS

C-1

Configuring the Cisco Intrusion Prevention System Sensor Using the Command Line Interface 5.1
Upgrading the BIOS
p.12-2 C

IPS

isco IPS

Cisco Intrusion Prevention System Device Manager
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C-1 IPS

IPS-maj-w.x-y-.pkg
TIIT—hk ’;‘«’rf?"4
Aox— N—=Dav LA
TAF— N"=T3v LR
H—ER /vy LR

IDS-K9-sp-5.0-2-.pkg: Service Pack 7v7F—hk
IDS-K9-min-5.1-1-.pkg: ¥4 F+— /A—3> 7y T 57—+
IDS-K9-maj-5.0-1-.pkg: AP v— N—3> 7T TF—hk

IPS-sig-Sx-minreq-5.0-1.pkg
TvTT—k 247 4T
VU ZFv LR
BNV IIITEH

126921

e tcpDump
FTP

su  root / tcpDump

Configuring the Cisco Intrusion Prevention System Sensor Using the Command
Line Interface 5.1 Creating the Service Account

upgrade
Configuring the Cisco Intrusion Prevention System Sensor Using the Command
Line Interface 5.1 Upgrading, Downgrading, and Installing System Images

tcpDump FTP

Windows FTP

FTP tcpDump FTP

. FTP
FTP

4.1(4)

Cisco Intrusion Prevention System Device Manager 5.1
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4200 ||
e Windows FTP UNIX MS-DOS
e SCP SSH
p.2-12
upgrade upgrade
o IPS P.C-59
4.0(1)
4.1(1)
e FTP Cisco.com Downloads
Windows FTP
tcpDump
Ivar
Cisco.com
P.12-2 Cisco IPS
[usr/cids/idsRoot/var FTP SCP

chmod 644 ips package_ file name

Cisco Intrusion Prevention System Device Manager
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W 3200

7

sensor# configure terminal

sensor (config) # service ssh

sensor (config-ssh)# rsal-keys sensor_ip address
8

sensor (config)# upgrade scp://service@Sensor ip_address/upgrade/ips_package file_name
Enter password: *****
Re-enter password: *****

Cisco Intrusion Prevention System Device Manager 5.1
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IDM ||
IDM
S
ASDM IPS
e Java P.C-41
e IDM - Java P.C-43
e IDM - P.C-44
e IDM
P.C-44
o P.C-45
Java
IDM Java 1.4.2 15
Java 64 MB IDM IDM
IDM
Refresh
Java OutofMemoryError
Y
Sun Microsystems Java Java IDM
IDM Java
256 MB
e Windows Java P.C-41
e Linux Solaris Lava P.C-42
Windows Java
Java 1.4.2 15 Windows  Java
1 Internet Explorer Netscape
2 Start > Settings > Control Panel
3 Java 1.4.2
Cisco Intrusion Prevention System Device Manager 5.1
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H DM
a. Java
Java Plug-in Control Panel
b. Advanced
Java RunTime Parameters -Xmx256m
d. Apply Java Control Panel
4 Java 15
a. Java
Java Control Panel
b. Java
c. Java Applet Runtime Settings View
Java Runtime Settings Panel
d. Java RunTime Parameters -Xmx256m OK
e. OK Java Control Panel
Linux Solaris Lava
Linux Solaris Java 14.2 15
1 Netscape Mozilla
2 ControlPanel Java Plug-in Control Panel
A
Java 2 SDK <SDK >/jre/bin/ControlPanel

Java 2 SDK Jusr/j2se
Jusr/j2seljre/bin/ControlPanel

Java 2 Runtime Environment <JRE
>/bin/ControlPanel

3 Java 1.4.2

a. Advanced

b. Java RunTime Parameters -Xmx256m
c. Apply Java Control Panel

4 Java 15
a. Java

Cisco Intrusion Prevention System Device Manager 5.1
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IDM ||
b. Java Applet Runtime Settings View
Java Runtime Parameters -Xmx256m OK
d. OK Java Control Panel
IDM - Java
Loading Cisco IDM.Please wait ...
Loading Java Applet Failed
IDM Java 1.4.x /
1.3.x
Java temp
1
2 Java 1.3.x
a. Start > Settings > Control Panel > Java Plug-in 1.3.x
b. Advanced
c. Java Runtime Environment JRE 1.3.x
d. Cache
e. Clear
3 ava 1.4.X
a. Start > Settings > Control Panel > Java Plug-in 1.4.x
b. Advanced
c¢. Java Runtime Environment JRE 1.3.x
d. Cache
e. Browser
f.
g. Clear Cache
4 temp

Cisco Intrusion Prevention System Device Manager 5.1
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H DM

IDM -

Error connecting to sensor. Failed to load
sensor-errNotAvailable-Analysis Engine is busy. Exiting IDM.

IDM
IDM
IDM SSH
Telnet CLI
N

Telnet Configuring the Cisco
Intrusion Prevention System Sensor Using the Command Line Interface 5.1 Enabling and Disabling
Telnet

1 Web

sensor# setup

--- System Configuration Dialog ---

At any point you may enter a question mark '?' for help.
User ctrl-c to abort configuration dialog at any prompt.
Default settings are in square brackets '[]'.

Current Configuration:

service host

network-settings

host-ip 10.89.130.108/23,10.89.130.1
host-name sensor

telnet-option enabled

access-1list 0.0.0.0/0

ftp-timeout 300

no login-banner-text

exit

time-zone-settings

offset 0
standard-time-zone-name UTC
exit

summertime-option disabled
ntp-option disabled

exit

service web-server

port 443

exit

Cisco Intrusion Prevention System Device Manager 5.1
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IDM | |

Configuring the Cisco Intrusion Prevention System Sensor Using the Command Line
Interface 5.1 Changing Web Server Settings

Web

Web

Configuring the Cisco Intrusion Prevention System Sensor Using the Command Line
Interface 5.1 Changing Web Server Settings

Produce Alert

Produce Alert

Produce Alert - Produce Alert

[ oL-8674-01-J
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W Dsm-2
IDSM-2 4200 pP.C-5 4200
IDSM-2
e |DSM-2 pP.C-46
. switch pP.C-47
o LED p.C-47
o LED IDSM-2 pP.C-50
e |DSM-2 / p.C-51
e TCP p.C-52
. IDSM-2 pP.C-53
IDSM-2
IDSM-2
e |DSM-2
7 8

Partner Field Notice 52816

e IDSM-2 DIMM
IDSM-2 Partner Field 52563
2
/ I/0 Is
4.1(4)
4.1(4)
IDSM-2 4.1(4b)
CSCef12198
. 1300 IP
SensorApp CPU  99% CSCed32093
e IDSM-2 SSH Telnet
IDM IP
SWAP IDSM-2  ping
4.1(4) CSCed54146
e IDSM-2 VMS IDSM-2
SensorApp
4.1(4b)

Cisco Intrusion Prevention System Device Manager 5.1
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. IDSM-2

Configuring the Cisco Intrusion Prevention System Sensor Using the Command Line Interface 5.1
Supported IDSM-2 Configurations

IDSM-2
SSH Telnet
IDSM-2  ping
cidDump
TAC

switch
IDSM-2 switch

e show module Cisco Catalyst Cisco 10S
e show version Cisco Catalyst Cisco 10S
e show port Cisco Catalyst

e show trunk Cisco Catalyst

e showspan Cisco Catalyst

e show security acl Cisco Catalyst

¢ show intrusion-detection module Cisco 10S

¢ show monitor Cisco 10S

e show vlan access-map Cisco 10S

¢ show vlan filter Cisco 10S

LED
IDSM-2 IDSM-2

IDSM-2

2 IDSM-2

[ oL-8674-01-J
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IDSM-2

Catalyst

cat6k> enable

Enter password:

catb6k> (enable) show module
Mod Slot Ports Module-Type Model Sub Status
1 1 2 1000BaseX Supervisor WS-X6K-SUP1A-2GE yes ok
15 1 1 Multilayer Switch Feature WS-F6K-MSFC no ok
2 2 48 10/100BaseTX Ethernet WS-X6248-RJ-45 no ok
3 3 48 10/100/1000BaseT Ethernet WS-X6548-GE-TX no ok
4 4 16 1000BaseX Ethernet WS-X6516A-GBIC no ok
6 6 8 Intrusion Detection Mod WS-SVC-IDSM2 yes ok
Mod Module-Name Serial-Num
1 SAD041308AN
15 SAD04120BRB
2 SAD03475400
3 SAD073906RC
4 SAL0751QYNO
6 SAD062004LV
Mod MAC-Address (es) Hw Fw Sw
1 00-d0-c0-cc-0e-d2 to 00-d0-cO-cc-0e-d3 3.1 5.3.1 8.4 (1)
00-d0-c0-cc-0e-d0 to 00-d0-cO-cc-0e-dl
00-30-71-34-10-00 to 00-30-71-34-13-ff
15 00-30-7b-91-77-b0 to 00-30-7b-91-77-ef 1.4 12.1(23)E2 12.1(23)E2
2 00-30-96-2b-c7-2c to 00-30-96-2b-c7-5b 1.1 4.2(0.24)V 8.4(1)
3 00-04-29-£6-01-98 to 00-04-29-f6-01-c7 5.0 7.2(1) 8.4 (1)
4 00-0e-83-af-15-48 to 00-0e-83-af-15-57 1.0 7.2(1) 8.4 (1)
6 00-e0-b0-f£-3b-80 to 00-e0-b0-f£-3b-87 0.102 7.2(0.67) 5.0(0.30)
Mod Sub-Type Sub-Model Sub-Serial Sub-Hw Sub-Sw
1 L3 Switching Engine WS-F6K-PFC SAD041303G6 1.1
6 IDS 2 accelerator board WS-SVC-IDSUPG 2.0
catb6k> (enable)
5.1

l_ Cisco Intrusion Prevention System Device Manager
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Cisco I0S

catékfshow module

IDSM-2

Mod Ports Card Type Model Serial No.
1 48 48 port 10/100 mb RJ-45 ethernet WS-X6248-RJ-45 SAD0401012S
2 48 48 port 10/100 mb RJ45 WS-X6348-RJ-45 SAL04483QBL
3 48 SFM-capable 48 port 10/100/1000mb RJ45 WS-X6548-GE-TX SAD073906GH
5 8 Intrusion Detection System WS-SVC-IDSM-2 SAD0751059U
6 16 SFM-capable 16 port 1000mb GBIC WS-X6516A-GBIC SALO0740MMYJ
7 2 Supervisor Engine 720 (Active) WS-SUP720-3BXL SAD08320L2T
9 1 1 port 10-Gigabit Ethernet Module WS-X6502-10GE SAD071903BT
11 8 Intrusion Detection System WS-SVC-IDSM2 SAD05380608
13 8 Intrusion Detection System WS-SVC-IDSM-2 SAD072405D8
Mod MAC addresses Hw Fw Sw Status
1 00d0.d328.e2ac to 00d40.d328.e2db 1.1 4.2(0.24)VAI 8.5(0.46)ROC Ok
2 0003.6cl4.e1d0 to 0003.6cl4d.elff 1.4 5.4(2) 8.5(0.46)ROC Ok
3 000d.29f6.7a80 to 0004.29f6.7aaf 5.0 7.2(1) 8.5(0.46)ROC Ok
5 0003.fead.65la to 0003.fead.6521 4.0 7.2(1) 5.0(1.1) Ok
6 000d.ed23.1658 to 000d.ed23.1667 1.0 7.2(1) 8.5(0.46)ROC Ok
7 0011.21al1.1398 to 0011.21al.139b 4.0 8.1(3) 12.2 (PIKESPE Ok
9 000d.29cl.41bc to 000d.29cl.41bc 1.3 Unknown Unknown PwrDown
11 00e0.b0f£f.3340 to 00e0.b0ff.3347 0.102 7.2(0.67) 5.0(1.1) Ok
13 0003.feab.c850 to 0003.feab.c857 4.0 7.2(1) 5.0(1) Ok
Mod Sub-Module Model Serial Hw Status
5 IDS 2 accelerator board WS-SVC-IDSUPG 07E91E508A 2.0 Ok
7 Policy Feature Card 3 WS-F6K-PFC3BXL SAD083305A1 1.3 Ok
7 MSFC3 Daughterboard WS-SUP720 SAD083206JX 2.1 Ok
11 IDS 2 accelerator board WS-SVC-IDSUPG . 2.0 Ok
13 IDS 2 accelerator board WS-SVC-IDSUPG 0347331976 2.0 Ok
Mod Online Diag Status
1 Pass
2 Pass
3 Pass
5 Pass
6 Pass
7 Pass
9 Unknown
11 Pass
13 Pass
catbk#
S
IDSM-2 other
IDSM-2 ok
IDSM-2 5

ok

router# set module power up module_number

Cisco Intrusion Prevention System Device Manager
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W Dsm-2

LED IDSM-2
IDSM-2
* IDSM-2
* IDSM-2
IDSM-2
1
2 IDSM-2

router# show module

3 ok IDSM-2

router# set module enable module_number

4 IDSM-2

router# reset module_number

IDSM-2 5

5 IDSM-2

router# show test module_number

6 port fail IDSM-2

7 hdad fail

Configuring the Cisco Intrusion Prevention System Sensor Using the Command Line
Interface 5.1 Upgrading, Downgrading, and Installing System Images
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IDSM-2

IDSM-2 ||
IDSM-2 / /
VLAN
IDSM-2 /
ping

IP

router# show configuration
/ VLAN

Catalyst
cat6k> (enable) show port 6/8

* = Configured MAC Address

# = 802.1X Authenticated Port Name.
Port Name Status Vlan Duplex Speed Type

6/8 connected trunk full 1000 IDS
Port Status ErrDisable Reason Port ErrDisableTimeout Action on Timeout

6/8 connected - Enable No Change
Port Align-Err FCS-Err Xmit-Err Rcv-Err UnderSize

6/8 0 0 0 0 0
Port Single-Col Multi-Coll Late-Coll Excess-Col Carri-Sen Runts Giants

6/8 0 0 0 0 0 0 -

6/8 Wed Mar 2 2005, 15:29:49

Idle Detection

cat6k> (enable)

Cisco Intrusion Prevention System Device Manager

[ oL-8674-01-J



W iDsm-2
Cisco 10S
cat6kfishow intrusion-detection module 5 management-port state
Intrusion-detection module 5 management-port:
Switchport: Enabled
Administrative Mode: dynamic desirable
Operational Mode: static access
Administrative Trunking Encapsulation: negotiate
Operational Trunking Encapsulation: native
Negotiation of Trunking: On
Access Mode VLAN: 1 (default)
Trunking Native Mode VLAN: 1 (default)
Trunking VLANs Enabled: ALL
Pruning VLANs Enabled: 2-1001
Vlans allowed on trunk:1
Vlans allowed and active in management domain: 1
Vlans in spanning tree forwarding state and not pruned:

1
Access Vlan = 1
catbk#
/ VLAN VLAN
Configuring the Cisco Intrusion Prevention System Sensor Using the Command Line
Interface 5.1 Configuring the Catalyst 6500 Series Switch for Command and Control Access to the
IDSM-2
IDSM-2 TCP 1 IDSM-2
TCP TCP
IDSM-2 TCP
. 1 VLAN TCP
VLAN
. dotlq VLAN
TCP VLAN TCP
VLAN
Cisco Intrusion Prevention System Device Manager 5.1
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IDSM-2
IDSM-2

IDSM-2

IDSM-2

1 IDSM-2 2 RJ-45

2 IDSM-2

3 19200 8

IDSM-2

v

RJ-45

IDSM-2

IDSM-2
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H AP SSM

AIP SSM

AIP SSM 4200 P.C-5 4200

AIP SSM
AIP SSM show module 1 details
asa# show module 1 details

Getting details from the Service Module, please wait...
ASA 5500 Series Security Services Module-20

Model: ASA-SSM-20
Hardware version: 0.2
Serial Number: P2B000005D0
Firmware version: 1.0(10)0
Software version: 5.1(0.1)S153.0
Status: Up
Mgmt IP addr: 10.89.149.219
Mgmt web ports: 443
Mgmt TLS enabled: true
asa#

AIP SSM Down hw-module module 1
reset AIP SSM

asa# hw-module module 1 reset

The module in slot 1 should be shut down before
resetting it or loss of configuration may occur.
Reset module in slot 1? [confirm]

Reset issued for module in slot 1

asa(config)# show module

Mod Card Type Model Serial No.
0 ASA 5520 Adaptive Security Appliance ASA5520 P2A00000014
1 ASA 5500 Series Security Services Module-10 ASA-SSM-10 P2A0000067U
Mod MAC Address Range Hw Version Fw Version Sw Version
0 000b.fcf8.7bdc to 000b.fcf8.7beld 0.2 1.0(10)0 7.0(1)
1 000b.fcf8.0176 to 000b.fcf8.0176 0.2 1.0(10)0 5.1(0.1)S153.0
Mod Status
0 Up Sys

1 Shutting Down

R R R

asa(config)# show module

Mod Card Type Model Serial No.
0 ASA 5520 Adaptive Security Appliance ASA5520 P2A00000014
1 ASA 5500 Series Security Services Module-10 ASA-SSM-10 P2A0000067U
Mod MAC Address Range Hw Version Fw Version Sw Version
0 000b.fcf8.7bdc to 000b.fcf8.7beld 0.2 1.0(10)0 7.0(1)
1 000b.fcf8.0176 to 000b.fcf8.0176 0.2 1.0(10)0 5.1(0.1)sS153.0

Mod Status

asa(config)#

Cisco Intrusion Prevention System Device Manager 5.1
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AIP SS

AIP SS

M

M

AIP SSM

debug module-boot
TFTP IP
hw-module module 1 recover

asa(config)# hw-module module 1 recover configure

Image

URL [tftp://0.0.0.0/]:

Port IP Address [0.0.0.0]: 10.89.150.227

VLAN ID [O]:

Gateway IP Address [0.0.0.0]: 10.89.149.254
asa(config)# debug module-boot

debug module-boot enabled at level 1
asa(config)# hw-module module 1 recover boot

The module in slot 1 will be recovered.

on that device and attempt to download a new image for it.
Recover module in slot 1? [confirm]
Recover issued for module in slot 1

asa(config)# Slot-1 140> Cisco Systems ROMMON Version (1.0(10)0)

23:02:10 PST 2005

Slot-1
Slot-1
Slot-1
Slot-1
Slot-1
Slot-1
Slot-1
Slot-1
Slot-1
Slot-1
Slot-1
Slot-1
Slot-1
Slot-1
Slot-1
Slot-1
Slot-1
Slot-1
Slot-1
Slot-1
Slot-1
Slot-1
Slot-1
Slot-1
Slot-1
Slot-1
Slot-1
Slot-1
Slot-1
Slot-1
Slot-1
Slot-1
Slot-1
Slot-1
Slot-1
Slot-1

141>
142>
143>
144>
145>
146>
147>
148>
149>
150>
151>
152>
153>
154>
155>
156>
157>
158>
159>
160>
161>
162>
163>
164>
165>
166>
167>
168>
169>
170>
171>
172>
173>
174>
175>
176>

Platform ASA-SSM-10

GigabitEthernet0/0

Link is UP

MAC Address: 000b.fcf8.0176

ROMMON Variable Settings:
ADDRESS=10.89.150.227
SERVER=10.89.146.1
GATEWAY=10.89.149.254
PORT=GigabitEthernet0/0
VLAN=untagged
IMAGE=IPS-SSM-K9-sys-1.1-a-5.1-0.1.img
CONFIG=
LINKTIMEOUT=20
PKTTIMEOUT=4
RETRY=20

AIP SSM

tftp://10.89.146.1/IPS-SSM-K9-sys-1.1-a-5.1-0.1.1$

This may erase all configuration and all data

Fri Mar 25

tftp IPS-SSM-K9-sys-1.1-a-5.1-0.1.img@10.89.146.1 via 10.89.149.254

TFTP failure: Packet verify failed after 20 retries
Rebooting due to Autoboot error
Rebooting....

Cisco Systems ROMMON Version (1.0(10)0) #0: Fri Mar 25 23:02:10 PST 2005

Platform ASA-SSM-10

GigabitEthernet0/0

Link is UP

MAC Address: 000b.fcf8.0176

ROMMON Variable Settings:
ADDRESS=10.89.150.227
SERVER=10.89.146.1
GATEWAY=10.89.149.254
PORT=GigabitEthernet0/0
VLAN=untagged
IMAGE=IPS-SSM-K9-sys-1.1-a-5.1-0.1.img
CONFIG=
LINKTIMEOUT=20
PKTTIMEOUT=4
RETRY=20

tftp IPS-SSM-K9-sys-1.1-a-5.1-0.1.img@10.89.146.1 via 10.89.149.254

Cisco Intrusion Prevention System Device Manager
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CLlI
show tech-support

. P.C-56

. P.C-59

. P.C-61

. P.C-71

. P.C-72

e cidDump P.C-76

e Cisco FTP P.C-77

show
tech-support
. P.C-56
. P.C-57
e Tech Support P.C-58
show tech-support
cidDump
1 MB
P.C-57
S
Monitoring > Support Information > System Information IDM
S
TAC show tech-support

Cisco Intrusion Prevention System Device Manager 5.1
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show tech-support [page] [password] [destination-url destination-url]

URL
* page 1
Enter
e password
e destination-url HTML
e destination-url HTML URL
1 CLlI
2
sensor# show tech-support page
1
CtrlI+C
3 HTML
a.
sensor# show tech-support destination-url destination-url
o ftp: FTP URL
ftp:[[//username@location] /relativeDirectory]/filename
ftp:[[//username@location]//absoluteDirectory]/filename
e scp: SCP URL
scp: [[//username@] location] /relativeDirectory]/filename
scp: [[//username@]location]//absoluteDirectory]/filename
/absolute/reports/sensorlReport.html
sensor# show tech support dest
ftp://csidsuser@l10.2.1.2//absolute/reports/sensorlReport.html
password:
b.

Generating report:

Cisco Intrusion Prevention System Device Manager 5.1
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Tech Support

show tech-support

N

ARCm cidDump

sensor# show tech-support page

System Status Report
This Report was generated on Fri Feb 21 03:33:52 2003.
Output from show interfaces
Interface Statistics
Total Packets Received = 0
Total Bytes Received = 0
Missed Packet Percentage = 0
Current Bypass Mode = Auto_off
MAC statistics from interface GigabitEthernet0/1
Media Type = backplane
Missed Packet Percentage = 0
Inline Mode = Unpaired
Pair Status = N/A
Link Status = Up
Link Speed = Auto_1000
Link Duplex = Auto_Full
Total Packets Received = 0
Total Bytes Received = 0
Total Multicast Packets Received =
Total Broadcast Packets Received = 0
Total Jumbo Packets Received = 0
Total Undersize Packets Received = 0
Total Receive Errors = 0

|
o

Total Receive FIFO Overruns = 0
Total Packets Transmitted = 0
Total Bytes Transmitted = 0
Total Multicast Packets Transmitted
Total Broadcast Packets Transmitted = 0
Total Jumbo Packets Transmitted = 0
Total Undersize Packets Transmitted = 0
Total Transmit Errors = 0
Total Transmit FIFO Overruns = 0
MAC statistics from interface GigabitEthernet0/0
Media Type = TX
Link Status = Up
Link Speed = Auto_100
Link Duplex = Auto_Full
Total Packets Received = 2208534
Total Bytes Received = 157390286
Total Multicast Packets Received = 20
Total Receive Errors = 0
Total Receive FIFO Overruns = 0
Total Packets Transmitted = 239437
Total Bytes Transmitted = 107163351
Total Transmit Errors = 0
Total Transmit FIFO Overruns = 0

1}
o

Output from show statistics networkAccess

Current Configuration
LogAllBlockEventsAndSensors = true
EnableNvramWrite = false
EnableAclLogging = false
AllowSensorBlock = true
BlockMaxEntries = 250
MaxDeviceInterfaces = 250

Cisco Intrusion Prevention System Device Manager 5.1
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State
BlockEnable = true

Output from cidDump

cidbDiag

CID Diagnostics Report Fri Feb 21 03:33:54 UTC 2003

5.0(1)

<defaultvVersions>

<defaultVersion aspect="S">

<version>149.0</version>

<date>2005-03-04</date>

</defaultVersion>

</defaultVersions>

1.1 - 5.0(1)s149

Linux version 2.4.26-IDS-smp-bigphys (csailer@mcqg) (gcc version 2.96 20000731 (R

ed Hat Linux 7.3 2.96-112)) #2 SMP Fri Mar 4 04:11:31 CST 2005
03:33:54 up 21 days, 23:15, 3 users, 1load average: 0.96, 0.86, 0.78
--MORE--

show version

. P.C-59
. P.C-59

show version

Monitoring > Support Information > Diagnostics Report IDM ASDM

show version
IPS
more
current-config

CLI

[ oL-8674-01-J
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sensor# show version

NM-CIDS

sensor# show version
Application Partition:

Cisco Intrusion Prevention System, Version 5.0(0.29)S135.0

0S Version 2.4.26-IDS-smp-bigphys

Platform: IPS-4255-K9

Serial Number: JABO0815R017

No license present

Sensor up-time is 5 days.

Using 722145280 out of 3974291456 bytes of available memory (18% usage)

system is using 17.3M out of 29.0M bytes of available disk space (59% usage)
application-data is using 36.3M out of 166.8M bytes of available disk space (23%
usage)

boot is using 39.4M out of 68.6M bytes of available disk space (61% usage)

MainApp 2005_Feb_18_03.00 (Release) 2005-02-18T03:13:47-0600 Running
AnalysisEngine 2005_Feb_18_03.00 (Release) 2005-02-18T03:13:47-0600 Running
CLI 2005_Feb_18_03.00 (Release) 2005-02-18T03:13:47-0600

Upgrade History:
IDS-K9-maj-5.0-0.29-S91-0.29-.pkg 03:00:00 UTC Mon Feb 16 2004
Recovery Partition Version 1.1 - 5.0(0.29)S91(0.29)

sensor#

NM-CIDS

nm-cids# show version
Application Partition:
Cisco Intrusion Prevention System, Version 5.0(0.27)S129.0

0S Version 2.4.26-IDS-smp-bigphys

Platform: NM-CIDS

Serial Number: JAD06490681

No license present

Sensor up-time is 1 day.

Using 485675008 out of 509448192 bytes of available memory (95% usage)

system is using 17.3M out of 29.0M bytes of available disk space (59% usage)
application-data is using 31.1M out of 166.8M bytes of available disk space (20%
usage)

boot is using 39.5M out of 68.6M bytes of available disk space (61% usage)
application-log is using 529.6M out of 2.8G bytes of available disk space (20% usage)

MainApp 2005_Feb_09_03.00 (Release) 2005-02-09T03:22:27-0600 Running
AnalysisEngine 2005_Feb_09_03.00 (Release) 2005-02-09T03:22:27-0600 Running
CLI 2005_Feb_09_03.00 (Release) 2005-02-09T03:22:27-0600

Upgrade History:
IDS-K9-maj-5.0-0.27-S91-0.27-.pkg 03:00:00 UTC Thu Feb 05 2004
Recovery Partition Version 1.1 - 5.0(0.27)S891(0.27)

nm-cids#
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—-MORE-— Space Ctri+C
CLI

N

more current-config show configuration

sensor# more current-config

! Version 5.0(0.26)
! Current configuration last modified Wed Feb 16 03:20:54 2005

service analysis-engine
exit

service authentication
exit

service event-action-rules rulesO
exit

service host

network-settings

host-ip 10.89.147.31/25,10.89.147.126

host-name sensor

access-1list 0.0.0.0/0

login-banner-text This message will be displayed on banner login.

exit
time-zone-settings
--MORE--
show statistics
. P.C-61
. P.C-62

show statistics

[ oL-8674-01-J
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e SDEE
e Web
N
Monitoring > Support Information > Statistics IDM

show statistics virtual-sensor [clear]

show statistics [analysis-engine | authentication | denied-attackers | event-server | event-store | host |
logger | network-access | notification | sdee-server | transaction-server | transaction-source | web-server]
[clear]

clear

1 CLI

sensor# show statistics virtual-sensor
Virtual Sensor Statistics
Statistics for Virtual Sensor vs0
Name of current Signature-Definition instance = sig0
Name of current Event-Action-Rules instance = rules0
List of interfaces monitored by this virtual sensor = fel_1
General Statistics for this Virtual Sensor
Number of seconds since a reset of the statistics = 1675
Measure of the level of resource utilization = 0
Total packets processed since reset = 241

Total IP packets processed since reset = 12
Total packets that were not IP processed since reset = 229
Total TCP packets processed since reset = 0
Total UDP packets processed since reset = 0

Total ICMP packets processed since reset = 12

Total packets that were not TCP, UDP, or ICMP processed since reset = 0
Total ARP packets processed since reset = 0

Total ISL encapsulated packets processed since reset = 0

Total 802.1g encapsulated packets processed since reset = 0

Total packets with bad IP checksums processed since reset = 0

Total packets with bad layer 4 checksums processed since reset = 0
Total number of bytes processed since reset = 22513
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m. OL-8674-01-J |




The rate of packets per second since reset = 0
The rate of bytes per second since reset = 13
The average bytes per packet since reset = 93
Denied Address Information
Number of Active Denied Attackers = 0
Number of Denied Attackers Inserted = 0
Number of Denied Attackers Total Hits = 0
Number of times max-denied-attackers limited creation of new entry = 0
Number of exec Clear commands during uptime = 0
Denied Attackers and hit count for each.
The Signature Database Statistics.
The Number of each type of node active in the system (can not be reset)
Total nodes active = 0
TCP nodes keyed on both IP addresses and both ports = 0
UDP nodes keyed on both IP addresses and both ports = 0
IP nodes keyed on both IP addresses = 0
The number of each type of node inserted since reset
Total nodes inserted = 28
TCP nodes keyed on both IP addresses and both ports =
UDP nodes keyed on both IP addresses and both ports =
IP nodes keyed on both IP addresses = 6
The rate of nodes per second for each time since reset
Nodes per second = 0
TCP nodes keyed on both IP addresses and both ports per second
UDP nodes keyed on both IP addresses and both ports per second
IP nodes keyed on both IP addresses per second = 0
The number of root nodes forced to expire because of memory constraints
TCP nodes keyed on both IP addresses and both ports = 0
Fragment Reassembly Unit Statistics for this Virtual Sensor
Number of fragments currently in FRU = 0
Number of datagrams currently in FRU = 0
Number of fragments received since reset = 0
Number of fragments forwarded since reset = 0
Number of fragments dropped since last reset = 0
Number of fragments modified since last reset = 0
Number of complete datagrams reassembled since last reset = 0
Fragments hitting too many fragments condition since last reset = 0
Number of overlapping fragments since last reset = 0

1 n
o o

Number of Datagrams too big since last reset = 0

Number of overwriting fragments since last reset = 0

Number of Initial fragment missing since last reset = 0

Fragments hitting the max partial dgrams limit since last reset = 0
Fragments too small since last reset = 0

Too many fragments per dgram limit since last reset = 0

Number of datagram reassembly timeout since last reset = 0

Too many fragments claiming to be the last since last reset = 0

Fragments with bad fragment flags since last reset = 0
TCP Normalizer stage statistics

Packets Input = 0

Packets Modified = 0

Dropped packets from queue = 0
Dropped packets due to deny-connection = 0
Current Streams = 0

Current Streams Closed = 0

Current Streams Closing = 0

Current Streams Embryonic = 0

Current Streams Established = 0

Current Streams Denied = 0

Statistics for the TCP Stream Reassembly Unit

Current Statistics for the TCP Stream Reassembly Unit
TCP streams currently in the embryonic state = 0
TCP streams currently in the established state = 0
TCP streams currently in the closing state = 0
TCP streams currently in the system = 0
TCP Packets currently queued for reassembly = 0

Cumulative Statistics for the TCP Stream Reassembly Unit since reset

TCP streams that have been tracked since last reset = 0
TCP streams that had a gap in the sequence jumped = 0
TCP streams that was abandoned due to a gap in the sequence = 0

Cisco Intrusion Prevention System Device Manager 5.1
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TCP packets that arrived out of sequence order for their stream = 0
TCP packets that arrived out of state order for their stream = 0
The rate of TCP connections tracked per second since reset = 0
SigEvent Preliminary Stage Statistics
Number of Alerts received = 491
Number of Alerts Consumed by AlertInterval
Number of Alerts Consumed by Event Count = 0
Number of FireOnce First Alerts = 6

1}
o

Number of FireOnce Intermediate Alerts = 480
Number of Summary First Alerts = 0

Number of Summary Intermediate Alerts = 0
Number of Regular Summary Final Alerts = 0
Number of Global Summary Final Alerts = 0

Number of Alerts Output for further processing = 491
SigEvent Action Override Stage Statistics
Number of Alerts received to Action Override Processor = 0
Number of Alerts where an override was applied = 0
Actions Added
deny-attacker-inline = 0
deny-connection-inline = 0
deny-packet-inline = 0
modify-packet-inline = 0
log-attacker-packets = 0
log-pair-packets = 0
log-victim-packets = 0
produce-alert = 0
produce-verbose-alert = 0
request-block-connection = 0
request-block-host = 0
request-snmp-trap = 0
reset-tcp-connection = 0
SigEvent Action Filter Stage Statistics
Number of Alerts received to Action Filter Processor = 0
Number of Alerts where an action was filtered = 0
Number of Filter Line matches = 0
Actions Filtered
deny-attacker-inline = 0
deny-connection-inline = 0
deny-packet-inline = 0
modify-packet-inline = 0
log-attacker-packets = 0
log-pair-packets = 0
log-victim-packets = 0
produce-alert = 0
produce-verbose-alert = 0
request-block-connection = 0
request-block-host = 0
request-snmp-trap = 0
reset-tcp-connection = 0
SigEvent Action Handling Stage Statistics.
Number of Alerts received to Action Handling Processor = 491
Number of Alerts where produceAlert was forced = 0
Number of Alerts where produceAlert was off = 0
Actions Performed
deny-attacker-inline = 0
deny-connection-inline = 0
deny-packet-inline = 0
modify-packet-inline = 0
log-attacker-packets = 0
log-pair-packets = 0
log-victim-packets = 0
produce-alert = 11
produce-verbose-alert = 0
request-block-connection = 0
request-block-host = 5
request-snmp-trap = 0
reset-tcp-connection = 0
Deny Actions Requested in Promiscuous Mode
deny-packet not performed = 0
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deny-connection not performed =
deny-attacker not performed = 0
modify-packet not performed = 0

Number of Alerts where deny-connection was forced for deny-packet action = 0
Number of Alerts where deny-packet was forced for non-TCP deny-connection

action = 0
Per-Signature SigEvent count since reset
Sig 2004 = 5
Sig 2156 = 486
sensor#

sensor# show statistics analysis-engine
Analysis Engine Statistics
Number of seconds since service started = 1999
Measure of the level of current resource utilization =
Measure of the level of maximum resource utilization =
The rate of TCP connections tracked per second = 0
The rate of packets per second = 0
The rate of bytes per second = 13
Receiver Statistics
Total number of packets processed since reset = 290
Total number of IP packets processed since reset =
Transmitter Statistics
Total number of packets transmitted = 290
Total number of packets denied = 0
Total number of packets reset = 0
Fragment Reassembly Unit Statistics
Number of fragments currently in FRU
Number of datagrams currently in FRU
TCP Stream Reassembly Unit Statistics
TCP streams currently in the embryonic state = 0
TCP streams currently in the established state = 0
TCP streams currently in the closing state = 0
TCP streams currently in the system = 0
TCP Packets currently queued for reassembly = 0
The Signature Database Statistics.
Total nodes active = 0
TCP nodes keyed on both IP addresses and both ports
UDP nodes keyed on both IP addresses and both ports
IP nodes keyed on both IP addresses = 0
Statistics for Signature Events
Number of SigEvents since reset = 491
Statistics for Actions executed on a SigEvent
Number of Alerts written to the IdsEventStore = 11
sensor#

[l
o O

sensor# show statistics authentication
General
totalAuthenticationAttempts = 2
failedAuthenticationAttempts = 0
sensor#

sensor# show statistics denied-attackers
Denied Attackers and hit count for each.
sensor#
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sensor# show statistics event-server
General
openSubscriptions = 0
blockedSubscriptions = 0
Subscriptions
sensor#

sensor# show statistics event-store
Event store statistics
General information about the event store
The current number of open subscriptions = 2
The number of events lost by subscriptions and queries = 0
The number of queries issued = 0
The number of times the event store circular buffer has wrapped = 0
Number of events of each type currently stored
Debug events = 0
Status events = 9904
Log transaction events =
Shun request events = 61
Error events, warning = 67

0

Error events, error = 83

Error events, fatal = 0

Alert events, informational = 60

Alert events, low = 1

Alert events, medium =

Alert events, high = 0
sensor#

60
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sensor# show statistics host
General Statistics
Last Change To Host Config (UTC) = 16:11:05 Thu Feb 10 2005
Command Control Port Device = FastEthernet0/0
Network Statistics
fe0_0 Link encap:Ethernet HWaddr 00:0B:46:53:06:AA
inet addr:10.89.149.185 Bcast:10.89.149.255 Mask:255.255.255.128
UP BROADCAST RUNNING MULTICAST MTU:1500 Metric:1
RX packets:1001522 errors:0 dropped:0 overruns:0 frame:0
TX packets:469569 errors:0 dropped:0 overruns:0 carrier:0
collisions:0 txqueuelen:1000
RX bytes:57547021 (54.8 MiB) TX bytes:63832557 (60.8 MiB)
Interrupt:9 Base address:0xf400 Memory:c0000000-c0000038
NTP Statistics
status = Not applicable
Memory Usage
usedBytes = 500592640
freeBytes = 8855552
totalBytes = 509448192
Swap Usage
Used Bytes = 77824
Free Bytes = 600649728

Total Bytes = 600727552
CPU Statistics

Usage over last 5 seconds = 0

Usage over last minute = 1

Usage over last 5 minutes = 1
Memory Statistics

Memory usage (bytes) = 500498432

Memory free (bytes) = 894976032

Auto Update Statistics
lastDirectoryReadAttempt = N/A
lastDownloadAttempt = N/A
lastInstallAttempt = N/A
nextAttempt = N/A

sensor#

sensor# show statistics logger
The number of Log interprocessor FIFO overruns = 0
The number of syslog messages received = 11
The number of <evError> events written to the event store by severity
Fatal Severity = 0
Error Severity = 64
Warning Severity = 35
TOTAL = 99
The number of log messages written to the message log by severity
Fatal Severity = 0
Error Severity = 64
Warning Severity = 24
Timing Severity = 311
Debug Severity = 31522
Unknown Severity = 7
TOTAL = 31928
sensor#
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10 ARC

sensor# show statistics network-access
Current Configuration
LogAllBlockEventsAndSensors = true
EnableNvramWrite = false
EnableAclLogging = false
AllowSensorBlock = false
BlockMaxEntries = 11
MaxDeviceInterfaces = 250
NetDevice
Type = PIX
IP = 10.89.150.171
NATAddr = 0.0.0.0
Communications = ssh-3des
NetDevice
Type = PIX
IP = 10.89.150.219
NATAddr = 0.0.0.0
Communications = ssh-des
NetDevice
Type = PIX
IP = 10.89.150.250
NATAddr = 0.0.0.0
Communications = telnet
NetDevice
Type = Cisco
IP = 10.89.150.158
NATAddr = 0.0.0.0
Communications = telnet
BlockInterface
InterfaceName = ethernet(0/1
InterfaceDirection = out
InterfacePostBlock = Post_Acl_Test
BlockInterface
InterfaceName = ethernet0/1
InterfaceDirection = in
InterfacePreBlock = Pre_Acl_Test
InterfacePostBlock = Post_Acl_Test
NetDevice
Type = CAT6000_VACL
IP = 10.89.150.138
NATAddr = 0.0.0.0

Communications = telnet
BlockInterface
InterfaceName = 502
InterfacePreBlock = Pre_Acl_Test
BlockInterface
InterfaceName = 507
InterfacePostBlock = Post_Acl_Test
State
BlockEnable = true
NetDevice

IP = 10.89.150.171
AclSupport = Does not use ACLs
Version = 6.3
State = Active
Firewall-type = PIX
NetDevice
IP = 10.89.150.219
AclSupport = Does not use ACLs
Version = 7.0
State = Active
Firewall-type = ASA
NetDevice
IP = 10.89.150.250
AclSupport = Does not use ACLs
Version = 2.2
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State = Active
Firewall-type = FWSM
NetDevice
IP = 10.89.150.158
AclSupport = uses Named ACLs
Version = 12.2
State = Active
NetDevice
IP = 10.89.150.138
AclSupport = Uses VACLs
Version = 8.4
State = Active
BlockedAddr
Host
IP = 22.33.4.5
Vlan =
Actuallp =
BlockMinutes =
Host
IP = 21.21.12.12
Vlan =
Actuallp =
BlockMinutes =
Host
IP = 122.122.33.4
Vlan =
Actuallp =
BlockMinutes = 60
MinutesRemaining = 24
Network
IP = 111.22.0.0
Mask = 255.255.0.0
BlockMinutes =
sensor#

11
sensor# show statistics notification
General
Number of SNMP set requests = 0
Number of SNMP get requests = 0
Number of error traps sent = 0
Number of alert traps sent = 0
sensor#
12 SDEE
sensor# show statistics sdee-server
General
Open Subscriptions = 0
Blocked Subscriptions = 0
Maximum Available Subscriptions = 5
Maximum Events Per Retrieval = 500
Subscriptions
sensor#
13

sensor# show statistics transaction-server
General
totalControlTransactions = 35
failedControlTransactions = 0
sensor#

Cisco Intrusion Prevention System Device Manager

[ oL-8674-01-J



14

15

16

sensor# show statistics transaction-source
General
totalControlTransactions = 0
failedControlTransactions = 0
sensor#

Web

sensor# show statistics web-server

listener-443
number of server session requests handled = 61
number of server session requests rejected = 0
total HTTP requests handled = 35
maximum number of session objects allowed = 40
number of idle allocated session objects 10
number of busy allocated session objects = 0

crypto library version = 6.0.3

sensor#

sensor# show statistics logger clear
The number of Log interprocessor FIFO overruns = 0
The number of syslog messages received = 141
The number of <evError> events written to the event store by severity
Fatal Severity = 0
Error Severity = 14
Warning Severity = 142
TOTAL = 156
The number of log messages written to the message log by severity
Fatal Severity = 0
Error Severity = 14
Warning Severity = 1
Timing Severity = 0
Debug Severity = 0
Unknown Severity = 28
TOTAL = 43

l_ Cisco Intrusion Prevention System Device Manager 5.1
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sensor# show statistics logger
The number of Log interprocessor FIFO overruns
The number of syslog messages received = 0

The number of <evError> events written to the event store by severity

Fatal Severity = 0
Error Severity = 0
Warning Severity = 0
TOTAL = 0

The number of log messages written to the message log by severity

Fatal Severity = 0
Error Severity = 0
Warning Severity = 0
Timing Severity = 0
Debug Severity = 0
Unknown Severity = 0
TOTAL = 0
sensor#

show interfaces

. P.C-71
. P.C-72

show interfaces

o SensorApp

show interfaces

command_control_interface_name

Cisco Intrusion Prevention System Device Manager
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show interfaces

sensor# show interfaces
Interface Statistics
Total Packets Received =
Total Bytes Received = 0
Missed Packet Percentage = 0
Current Bypass Mode = Auto_off
MAC statistics from interface GigabitEthernet0/1
Media Type = backplane
Missed Packet Percentage = 0
Inline Mode = Unpaired
Pair Status = N/A
Link Status = Up
Link Speed = Auto_1000
Link Duplex = Auto_Full
Total Packets Received =
Total Bytes Received = 0
Total Multicast Packets Received
Total Broadcast Packets Received = 0
Total Jumbo Packets Received = 0
Total Undersize Packets Received = 0
Total Receive Errors = 0
Total Receive FIFO Overruns =
Total Packets Transmitted = 0
Total Bytes Transmitted = 0
Total Multicast Packets Transmitted
Total Broadcast Packets Transmitted
Total Jumbo Packets Transmitted = 0
Total Undersize Packets Transmitted = 0
Total Transmit Errors = 0
Total Transmit FIFO Overruns = 0
MAC statistics from interface GigabitEthernet0/0
Media Type = TX
Link Status = Up
Link Speed = Auto_100
Link Duplex = Auto_Full
Total Packets Received = 2211296
Total Bytes Received = 157577635
Total Multicast Packets Received = 20
Total Receive Errors = 0
Total Receive FIFO Overruns = 0
Total Packets Transmitted = 239723
Total Bytes Transmitted = 107213390
Total Transmit Errors = 0

0

0

1}
o

0
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Total Transmit FIFO Overruns = 0
sensor#
show events SensorApp
o P.C-73
o P.C-73
o P.C-73
o P.C-76
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e evAlert
e evError
e evStatus IP

e evLogTransaction

e evShunRgst

clear events
show events

sensor# show events
<Ccr>

alert Display
error Display
hh:mm[:ss] Display
log Display
nac Display
past Display
status Display

show events show events

local system alerts.

error events.

start time.

log events.

NAC shun events.

events starting in the past specified time.
status events.

| Output modifiers.

show events [{[alert [informational] [low] [medium] [high] [include-traits traits] [exclude-traits traits]] |
error [warning] [error] [fatal] | log | NAC | status}] [hh:mm:ss [month day [year]] | past hh:mm:ss]

Ctri+C

e alert

informational

¢ include-traits

low medium high

[ oL-8674-01-J
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e exclude-traits

e traits 10 0 15
* error
e log
e NAC ARC
e status
* past
¢ hh:mm:ss
Y
show events Ctri+C
1 CLI

sensor#@ show events
evError: eventId=1041472274774840147 severity=warning vendor=Cisco
originator:
hostId: sensor2
appName: cidwebserver
appInstanceId: 12075
time: 2003/01/07 04:41:45 2003/01/07 04:41:45 UTC
errorMessage: name=errWarning received fatal alert: certificate_unknown

evError: eventId=1041472274774840148 severity=error vendor=Cisco
originator:
hostId: sensor2
appName: cidwebserver
appInstanceId: 351
time: 2003/01/07 04:41:45 2003/01/07 04:41:45 UTC
errorMessage: name=errTransport WebSession::sessionTask(6) TLS connection exce
ption: handshake incomplete.

Ctri+C
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3 2005 2 9 10

sensor#@ show events NAC 10:00:00 Feb 9 2005
evShunRgst: eventId=1106837332219222281 vendor=Cisco
originator:
deviceName: Sensorl
appName: NetworkAccessControllerApp
appInstance: 654
time: 2005/02/09 10:33:31 2004/08/09 13:13:31
shunInfo:
host: connectionShun=false
srcAddr: 11.0.0.1
destAddr:
srcPort:
destPort:
protocol: numericType=0 other
timeoutMinutes: 40
evAlertRef: hostId=esendHost 123456789012345678
sensor#

2006 2 9 10

sensor# show events error warning 10:00:00 Feb 9 2005
evError: eventId=1041472274774840197 severity=warning vendor=Cisco
originator:
hostId: sensor
appName: cidwebserver
appInstanceId: 12160
time: 2003/01/07 04:49:25 2003/01/07 04:49:25 UTC
errorMessage: name=errWarning received fatal alert: certificate_unknown

45

sensor# show events alert past 00:00:45

evIdsAlert: eventId=1109695939102805307 severity=medium vendor=Cisco
originator:
hostId: sensor
appName: sensorApp
appInstanceId: 367
time: 2005/03/02 14:15:59 2005/03/02 14:15:59 UTC
signature: description=Nachi Worm ICMP Echo Request id=2156 version=S54
subsigId: 0
sigDetails: Nachi ICMP
interfaceGroup:
vlian: 0
participants:
attacker:
addr: locality=0UT 10.89.228.202
target:
addr: locality=0UT 10.89.150.185
riskRatingvValue: 70
interface: felO_1
protocol: icmp

evIdsAlert: eventId=1109695939102805308 severity=medium vendor=Cisco
originator:
--MORE--

Cisco Intrusion Prevention System Device Manager

[ oL-8674-01-J



|
6 30
sensor# show events past 00:00:30
evStatus: eventId=1041526834774829055 vendor=Cisco
originator:
hostId: sensor
appName: mainApp
appInstanceId: 2215
time: 2003/01/08 02:41:00 2003/01/08 02:41:00 UTC
controlTransaction: command=getVersion successful=true
description: Control transaction response.
requestor:
user: cids
application:
hostId: 64.101.182.101
appName: -cidcli
appInstanceId: 2316
evStatus: eventId=1041526834774829056 vendor=Cisco
originator:
hostId: sensor
appName: login (pam_unix)
appInstanceId: 2315
time: 2003/01/08 02:41:00 2003/01/08 02:41:00 UTC
syslogMessage:
description: session opened for user cisco by cisco(uid=0)
clear events
1 CLI
2
sensor# clear events
Warning: Executing this command will remove all events currently stored in the event
store.
Continue with clear? []:
3 ves
cidDump
IDM CLI root
Jusr/cids/idsRoot/bin/cidDump cidDump
cidDump
{usr/cids/idsRoot/htdocs/private/cidDump.html
cidDump IPS
(ON]
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cidDump
1
2 su root
3 cidDump /usr/cids/idsRoot/bin/cidDump
4 {usr/cids/idsRoot/log/cidDump.html
gzip /usr/cids/idsRoot/log/cidDump.html
5 HTML TAC IPS
P.C-77 Cisco FTP
Cisco FTP
cidDump.html  show tech-support
ftp-sj
Cisco FTP
1 anonymous ftp-sj.cisco.com
2 /incoming
3 put
4 ECS
5 Jauto/ftp/incoming
Cisco Intrusion Prevention System Device Manager 5.1
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GLOSSARY

A
aaa authentication, authorization, and accounting ~ Cisco 10S

PIX PIX
AAA authentication, authorization, and accounting
ACE Access Control Entry  ACL

ACE
ACK acknowledgement 1
ACL Access Control List ACE
2 ACL
1 ACL 1 ACL
ACL ACL
AIC Application Inspection and Control Web HTTP
HTTP
gotomypc
FTP
AIP SSM Advanced Inspection and Prevention Security Services Module Cisco ASA 5500
IPS ASA

API Application Programming Interface

API

API
ARC Attack Response Controller Network Access Controller NAC IPS
1
ARP Address Resolution Protocol  IP MAC
RFC 826
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M Glossary

ASA Adaptive Security Appliance  ASA VPN
1
ASA
ASDM Adaptive Security Device Manager ASA Web
ATOMIC ATOMIC 2 ATOMIC.IP IP
4 ATOMIC.ARP ARP
AuthenticationApp IPS 1 CLI IDM RDEP
B
BIOS Basic Input/Output System
BO2K BackOrifice 2000 TCP UDP Windows
Bpdu Bridge Protocol Data Unit
hello
C
CA certification authority X.509
CA CA CA
cidDump IPS 0S
CIDEE Cisco Intrusion Detection Event Exchange Cisco IPS SDEE
CIDEE Cisco IPS
CIDS IPS
Cisco 10S CiscoFusion
Cisco 10S
CLI Command Line Interface
Cookie Web Web Web
Web
D
Database Processor DBP
DBP Database Processor
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DCE

DDoS

Deny Filters Processor

DES

DFP

DIMM

DMz

DNS

DoS

DRAM

ESD

Ethereal

evldsAlert

F

false negative

false positive

Glossary W

data circuit-terminating equipment  ITU-T

DCE
DCE DTE
DCE
DoS Distributed Denial of Service
DFP
Data Encryption Standard 56
Deny Filters Processor IP
Dual In-line Memory Modules
demilitarized zone

Domain Name System IP

DNS

Denial of Service

RAM
Electrostatic discharge
Ethereal UNIX
Ethereal

dynamic random-access memory
DRAM
DRAM  SRAM

Windows

TCP
http://lwww.ethereal.com

XML
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M Glossary

Flood ICMP UDP
Fragment Reassembly FRP
Processor
FRP Fragment Reassembly Processor IP
IP

FTP File Transfer Protocol ~ TCP/IP
FTP File Transfer Protocol

FTP
FWSM Firewall Security Module Catalyst 6500
G
GMT Greenwich Mean Time 0
H
H.225.0 H.225.0 ITU H.225.0

RTP
H.245 H.245 ITU
H.323

CODEC
HTTP Hypertext Transfer Protocol  IPS

/
HTTPS HTTP Web
TCP 443
|
ICMP Internet Control Message Protocol
IP

792

ICMP ICMP ping
DoS

IDAPI

Programming Interface  IPS

IDAPI
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shun
FWSM

uTC

RAS Q.931

H.323
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Glossary W

IDCONF Intrusion Detection Configurarion
IDIOM Intrusion Detection Interchange and Operations Messages
IDM IPS Device Manager Web IDM  Web
Netscape Internet Explorer Web
IDMEF Intrusion Detection Message Exchange Format IETF Intrusion Detection Working Group
IDSM-2 Intrusion Detection System Module  Catalyst 6500
IDS MC Management Center for IDS Sensors Web IDS 300
iplog iplog log
EventAction iplog Ethereal TCPDump
libpcap

IPS Intrusion Prevention System
IPS IPS /
1Pv6 IP version 6 IP  version 4 IPv6

ID IPng

next generation
1P TCP/IP 32 IP 5
A B C D E 4
10
IP
IP IP
IP IP
IP
IPSec
L
L2P Layer 2 Processor 2
Layer 2 Processor L2P
LOKI ICMP
ICMP ICMP
Cisco Intrusion Prevention System Device Manager 5.1

[ oL-8674-01-J .“



M Glossary

M
MainApp IPS
MD5 Message Digest 5 128 MD5  Secure Hash
Algorithm SHA MD4 MD4
IPSec SNMP
v.2 MD5
MEG Mega Event Generator META META
Meta
MIB Management Information Base = SNMP CMIP
MIB
GUI SNMP CMIP
MIB public private
MIME Multipurpose Internet Mail Extension
ASCII
MIME
RFC 2045
MSFC MSFC2 Multilayer Switch Feature Card Catalyst 6000
L3
MSRPC Microsoft Remote Procedure Call
N
NAC Network Access Controller ARC
NAT Native Address Translation IP
IP
NBD Cisco
never block
never shun never block
NIC Network Interface Card
NM-CIDS IPS
NMS network management system
NMS
NMS
Normalizer IP TCP IP TCP
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NSDB Network Security Database IPS
NSDB
NTP Network Timing Protocol ~ TCP
NTP Network Timing Protocol NTP NTP
TCP
NVRAM / Non-Volatile Read/Write Memory  RAM
o
OIR online insertion and removal
P
PASC FTP FTP
FTP 227
PAT Port Address Translation  NAT 1 IP
PCI Peripheral Component Interface  Intel
PDU protocol data unit ~ OSI BPDU
PEP Cisco Product Evolution Program PID VID SN uDlI PEP
PER packed encoding rules  PER
PFC Policy Feature Card  Catalyst 6000
VACL
PID Product Identifier ubl 3 1 uDlI PEP
PING packet internet groper ICMP  echo
IP
PIX Private Internet Exchange Firewall
Cisco Intrusion Prevention System Device Manager 5.1
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PKI Public Key Infrastructure X.509 HTTP
POST Power-On Self Test
Post-ACL ARC ACL
ACL

Pre-ACL ARC ACL

ACL
Q
Q.931 ISDN ITU-T
R
RAM random-access memory
RAS Registration, Admission, and Status

RAS

VolP
RDEP2 Remote Data Exchange Protocol version 2 / HTTP  TLS
regex
ROMMON Read-Only-Memory Monitor ROMMON TFTP
RPC remote-procedure call /

RPC
RR Risk Rating RR 0

100
RSM Router Switch Module Catalyst 5000
RTP Real-Time Transport Protocol IP
RTP
RTP
RU 1RU 1.75
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SAP

SCEP

SDEE

SDP

SEAF

SEAH

SEAO

SEAP

Security Monitor

SensorApp

Service

session

shun

Signature Analysis

Processor

signature event action
filter

signature event action
handler

signature event action
override

Glossary W

Signature Analysis Processor

Simple Certificate Enrollment Protocol PKCS#7 PKCS#10
PKI SCEP

Security Device Event Exchange
RDEP
SDEE
http://www.icsalabs.com/html/communities/ids/sdee/index.shtml

Slave Dispatch Processor

signature event action filter

ID RR SEAF
signature event action handler
SEAH
<evldsAlert>
signature event action override RR
SEAO RR
SEAO
Signature Event Action Processor
RR
Monitoring Center for Security
IDS MC
IPS 1 SensorApp
Sensorapp
DNS FTP H255 HTTP IDENT MSRPC MSSL NTP RPC SMB SNMP SSH
Telnet
PIX ARC
SAP
SEAF
SEAH
SEAO
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M Glossary

Signature Event Action =~ SEAP
Processor
Slave Dispatch SDP
Processor
SMB Server Message Block
LAN NOS
SMTP Simple Mail Transfer Protocol
SN Serial Number ~ UDI SN
SNMP Simple Network Management Protocol ~ TCP/IP
SNMP
SNMP2 SNMPv2 2 SNMP2
SMI
SP Statistics Processor
SPAN Switched Port Analyzer  Catalyst 5000
SPAN 1
SPAN SPAN
Catalyst
SQL Structured Query Language
SRAM RAM SRAM DRAM
SRP Stream Reassembly Processor
TCP TCP
SSH Secure Shell
SSL Secure Socket Layer e-
Stacheldraht ICMP DDoS
State HTTP
Statistics Processor SP
Stream Reassembly SRP
Processor
String TCP UDP ICMP
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SYN TCP SYN
DoS
T
TAC Cisco Technical Assistance Center TAC 4
TACACS+ Terminal Access Controller Access Control System Plus Terminal Access Controller
Access Control System TACACS
TCP Transmission Control Protocol
TCP TCP/IP
tcpdump tcpdump UNIX Windows
http://www.tcpdump.org/
TCP TCP 1DS-4250-XL IDSM-2
TCP
IDS-4250-XL  IDSM-2 TCP
IDS-4250-XL 10/100/100 TX TCP
XL
IDS-4250-TX IDSM-2 TCP
Catalyst 1 Cisco 10S
TCP TCP
Telnet TCP/IP Telnet
Telnet  RFC 854
TFN2K Tribe Flood Network 2000 DoS IP
IP
TFTP Trivial File Transfer Protocol FTP 1
Time Processor TP
TLS Transport Layer Security ID
TP Time Processor
TPKT RFC 1006
traceroute
traceroute
RFC 1393
Traffic ICMP TEN2K LOKI DDOS
Trojan BO2K TEN2K
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trusted certificate

trusted key

U
uDI Unique Device Identifier uDlI PID VID SN
uDI Cisco IPS ID PROM
UDP User Datagram Protocol ~ TCP/IP
UDP
UDP RFC 768
UPS Uninterruptable Power Source
uTC Coordinated Universal Time 0 GMT
Zulu time
Vv
VACL VLAN ACL VLAN VLAN
ACL ACL
VID Version identifier ~ UDI
VLAN LAN Virtual Local Area Network 1 LAN
VLAN LAN
VLAN
VMS CiscoWorks VPN/Security Management Solution Web
VPN
VolP Voice over IP POTS
IP VolP IP
VolP DSP
2
ITU-T H.323 IP
VPN Virtual Private Network(ing)
1P TCP/IP
VPN IP
w
WAN wide-area network
WAN
SMDS X.25
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Web IPS
X
X.509
XML eXtensible Markup Language
ACL ARC
ICMP
Cisco IPS
IPS
IPS
IPS
IPS
IPS

Cisco Intrusion Prevention System Device Manager
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ACL

IPS

ping of death

evidsAlert

IPS

IPS
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1
16 \x61 a \x61
a
1 1
WAN

IPS 5.x 1

1996 IEEE Institute of Electrical and Electronics Engineers 802.3z
/ IPS
IP
SNMP NMS
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Regex

IPS
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RJ45 DB9

FTP Telnet

SensorApp NSDB IPS

IPS

OSlI
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2

NAC Telnet SSH

1 IP

IPS
start stop getConfig
1

Transmission Control Protocol TCP;
ARC IP IP
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osl
SNMP NMS
ID
2
IPS 1
IPS 1
DES Triple Data Encryption Standard ~ DES SSH
15 SSH
IP
Cisco PIX
/ IDSM-2
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OSlI
oS
1 BSC
100 Mbps 10BaseT
10 MAC MTU
10BaseT 10BaseT
IEEE 802.3
IPS
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ARC IP

IPS

IDSM-2 IPS

AIP SSM
IDSM-2 NM-CIDS IPS
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IPS

IPS 1

IPS
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A

ACL
Post-Block 8-27, 8-28
Pre-Block 8-27, 8-28
8-3
Active Host Blocks
8-16, 8-44, 11-6, 11-13

8-42,11-4
8-42,11-4
8-42, 11-4
8-42,11-4
Add Active Host Block
8-43,11-5
8-43, 11-5
Add Allowed Host
2-5
Add Authorized Key
2-9
Add Blocking Device
8-22
Add Cat 6K Blocking Device Interface
8-34
Add Device Login Profile
8-18
Add Event Action Filter
7-22
Add Event Action Overrides
7-17
Add Event Variable
7-11
Add Interface Pair
3-15
3-15
3-14
Add Known Host Key
2-12

Add Master Blocking Sensor

8-38
Add Never Block Address
8-9
Add Router Blocking Device Interface
8-29
Add Signature Variable
5-3
Add Signature
5-6
Add SNMP Trap Destination
9-5
Add Target Value Rating
7-14
Add Trusted Host
2-18
2-18
2-17
Add User
2-29
Add/Edit Allowed Host
2-6
2-6
Add/Edit Authorized Key
2-10
2-10

Add/Edit Cat 6K Blocking Device Interface

8-35
8-35
Add/Edit Event Action Overrides
7-18
7-18
Add/Edit Interface Pair
3-15
3-15
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Add/Edit IP Logging AIC HTTP
11-17 B-10
11-17 AlC
Add/Edit Known Host Key AIC FTP B-9
2-13 AIC HTTP B-9
2-13 B-9
Add/Edit Target Value Rating B-9
7-15 AIP SSM
7-15 2-22
Add/Edit User C-55
2-30 C-54
2-30 Allowed Hosts
Add/Edit Event Action Filters dialog boxes 2-6
7-24 2-5
7-24 2-6
Advanced Alert Behavior 2-6
Alert Dynamic Response Fire Once ARC
6-20 ACL 8-27, A-14
6-20 Catalyst 6000
Alert Dynamic Response Fire All VACL A-19
6-20 VACL A-19
6-20 Catalyst
Alert Dynamic Response Summary VACL A-16
6-19 VLAN A-16
6-19 nac.shun.txt A-17
Alert Summarization NAT A-15
6-19 postblock ACL A-16
6-19 preblock ACL A-16
Event Count and Interval SSH A-13
6-18 Telnet A-13
6-18 VACL A-14
Global Summarization Network Access Controller 8-1,8-4
6-21 A-14
6-21 8-8
Server Certificate 8-2, A-12, A-13
8-2
2-20 A-15
2-20 A-16
2-19 A-15
2-20 A-12
2-20 8-3
2-20 8-2
AlIC A-3
5-29 8-5
AIC FTP
B-10 8-6
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A-15 Auto Update
10-3
AAA A-18 10-2
NAT A-19 10-2
postblock ACL A-16 10-2
preblock ACL A-16 10-2
shun A-18
TACACS+ A-19
A-18 B
A-18 BackOrifice
B-41
A-LT Blocking Devices
AT ssh host-key 8-16, 8-24, 8-44, 8-47, 11-6,
8-2 11-9, 11-13
A-13 8-24
A-15 8-22
A-14 8-23
8-4,11-11 8-23
Assign Actions Blocking Properties
5-16 8-11
5-16 8-8
Atomic ARP 8-9
B-11 8-9
B-11 Bypass
Atomic IP 3-22
B-11 3-22
B-11 3-21
Attack Response Controller
ARC
Network Access Controller A-3 c
A3 Cat 6K Blocking Device Interfaces
AuthenticationApp VACL
A-22 Post-Block ~ 8-33
A-20 Pre-Block  8-33
A3 8-35
A-21 8-33
A-21 8-34
A-2l 8-34
A-21 CIDEE
Authorized Keys IPS A-37
RSA 2-10 IPS A-37
RSA 2-8 A-37
2-10 A-37
2-8 A-38
29 Cisco Intrusion Prevention Alert Center
2-9 12-14
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Cisco 10S
8-4,11-11
Cisco Services for IPS
1-24
1-24
Cisco.com
IDS 12-2
12-15
12-8

12-8
12-2
Cisco.com 12-8
Cisco.com 12-8
clear events 2-27, C-76
CLI A-29
A-3, A-29
CLI A-31
A-32
A-31
A-31
A-32
A-31
A-31
Clone Signature
5-6
Configure Summertime
2-24
2-24
copy license-key 12-11
CtlTransSource
A-11
A-2, A-11
Ctrl+N A-31
Ctrl+P A-31
Custom Signature Wizard
Alert Behavior
6-18
Alert Response
6-17
6-17
Atomic IP Engine Parameters
6-7
6-7
ICMP Traffic Type
6-15

6-15
Inspect Data
6-17
6-17
MSRPC Engine Parameters
6-9
6-9
Protocol Type
6-6
6-6
Service HTTP Engine Parameters
6-8
6-8
Service RPC Engine Parameters
6-10
6-10
Service Type
6-16
6-16
Signature Identification
6-7
6-7
State Engine Parameters
6-11
6-11
String ICMP Engine Parameters
6-11
6-11
String TCP Engine Parameters
6-12
6-12
String UDP Engine Parameters
6-13
6-13
Sweep Engine Parameters
6-14
6-14
TCP Sweep Type
6-16
6-16
TCP Traffic Type
6-15
6-15
UDP Sweep Type
6-16
6-16
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UDP Traffic Type Edit Event Action Filter
6-15 7-22
6-15 Edit Event Action Overrides
Welcome Edit Interface Pair
6-5 3-15
6-5 3-15
6-3 3-14
6-4 Edit Interface
6-2 3-12
6-6 3-12
6-5 3-11
Edit Known Host Key
2-12
D Edit Master Blocking Sensor
DDOS B-40 8-38
debug-module-boot C-55 Edit Never Block Address
Denied Attackers 8-9
11-3 Edit Router Blocking Device Interface
11-2 8-29
11-2 Edit Signature Variable
11-2 53
11-2 Edit Signature
Device Login Profiles 56
8-20 Edit SNMP Trap Destination
8-18 9-5
8-18 Edit Target Value Rating
8-18 7-14
Diagnostics Report Edit User
10-13 2-29
10-12 Edit Virtual Sensor
10-12 4-2
10-12 Event Action Filters
7-26
7-22
E 7-22
. 7-22
Edit Allowed Host Event Action Overrides
. _ 25 7-20
Edit Authorized Key 217
2-9
. . . 7-17
Edit Blocking Device 217
8-22 .
] . . Event Variables
Edit Cat 6K Blocking Device Interface 712
8-34
. . . . 7-11
Edit Device Login Profile 212
8-18 712
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Event Viewer A-3, A-33
7-34 IDCONF
7-34 RDEP2 A-36
Events XML A-36
7-35 A-36
7-33 A-36
7-33 IDIOM
7-33 A-36
7-33 A-36
IDM
Cookie 1-17
- GUI 1-2
Flood Host Java 1-4, C-41
B-13 Signature Wizard
FLood Net 6-2,
B-13 6-22
Flood TLS SSL 1-18
B-13 Web 1-2
1-2
G C-44
1-2
General Settings 1.
7-31
7-30 Internet Explorer
Global Variables 1-19
4-5 Mozilla 1-22
4-5 Netscape 1-21
4-5 1-3
4-5 1-18
1-16
H 1-4,C-41
1-2
H.225.0 B-21
H.323 B-21 Java C-43
HTTP 1-16
ASCII 6-34, B-24 IDM
6-34, B-24 Java C-43
hw-module module 1 reset C-54 IDSM-2 C-51
IDSM-2
2-21
I IDSM-2 / C-51
IDAPI A-33 inline on a stick
A-33 34
A-33 Interface Pairs
A-3 3-15
3-14
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3-14 12-2
3-14 A-4
InterfaceApp A-5
A-3 A-38
Interfaces A-5
3-13 A-4
3-10 12-2
3-11 12-4
3-11
Internet Explorer 12-6
1-19 A-4
IP Logging IPS
11-17 XML A-8
11-15 A-8
11-16
11-16 J
11-16
IP Java
5-37 Linux 1-5, C-42
5-37 Solaris 1-5,C-42
5-37 Windows 1-4,C-41
IP
11-15
11-15 K
5-44,11-15 Known Host Keys
P 2-13
Ethereal 11-15 912
TCP Dump 11-15 9.12
11-15 912
11-15
11-17
IPS L
A-34 _ _
A-33 Licensing
IPS 1-26, 12-10
XML A-2 1-23,12-9
A-39 1-25
A-39 1-25
IPS 1-25
A-9 LogApp
A-9 syslog A-20
IPS A-20
LinusOS  A-2 A-3, A-20
A-d LOKI B-40
A-2
A-4
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M

MainApp A-6

show version A-6

A-6
A-6
A-2

A-6

Master Blocking Sensor
8-39
8-37
8-38
8-38

Master
alert-frequency B-5

B-5
B-6
B-5
B-4
B-4
B-4
MBS C-26
Mega Event Generator
7-30
Meta
5-45, B-14
B-14
Miscellaneous
IP 5-39
IP 5-44
TCP 5-43
5-35
5-27
5-28
5-28
5-27
Mozilla
1-22
Multi String
B-15
N
Netscape
1-21

Network Access Controller

A-12
Network Blocks
8-47, 11-9
8-46, 11-8
8-46, 11-8
8-46, 11-8
8-46, 11-8
Network
TLS/SSL 2-3
2-3
2-2
2-2
2-2
2-2
NM-CIDS
2-22
Normalizer
IP B-16
TCP B-16
B-16
B-17
NotificationApp
SNMP get A-9
SNMP A-9
A-9
A-9
A-10
A-3
A-11
NSDB
12-16
NTP
2-21
2-21
P

Post-Block ACL 8-27, 8-28
Pre-Block ACL 8-27, 8-28

Q

Q.931
SETUP B-21
B-21
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R SEAP
7-4, A-26
Rate Limits 7-4. A-26
8-14 7-4, A-26
8-15, 11-12 75, A-26
8-15, 11-12 7-5, A-26
RDEP2 A-34 A-24
A-34 Sensor Key
A-34 2.15
RDEP2 SSH
A-34 2.15
RDEP2 2.15
A-35 215
Reboot Sensor 215
10-7 215
10-6 SensorApp
10-6 1P A-28
10-6 RR A28
Restore Defaults SEAP A-24
10-5 TCP A-28
10-5 A-25
10-5 A-28
10-5 A-27
Router Blocking Device Interfaces A-24
8-31 A-27
8-28 A-3
8-30 A-25
8-30 A-24
RPC B-28 A-25
RR A-28
-2 Service DNS B-18
7-10 B-18
Service Generic
S B-20
B-21
SDEE Service H225
HTTP A-37 ASN.1PER B-22
A-37 TPKT B-22
A-37 B-22
SDEE B-21
A-37 B-23
SEAF Service HTTP
7-5, A-26 6-34
7-5, A-26 6-34, B-24
SEAO B-24
7-4, A-26 Service HTTP 6-34
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Service IDENT
B-26
B-26
Service MSRPC

10-8
10-8
10-8
Signature Configuration

DCS/RPC protocol B-26 5-24
B-26
B-27 5-23
Service MSSQL 5-22
MSSQL protocol B-27 5-21
B-27 5-17
Service NTP 5-22
B-28 5-19
B-28 5-23
Service RPC 5-6
RPC B-28 5-7
B-28 5-7
B-28 Signature Event Action Processor
Service SMB SEAP
B-29 Signature Variables
B-29 5-4
Service SNMP 5-3
B-31 5-3
B-31 Signature Wizard
Service SSH 6-2, 6-22
B-32 SNMP
Service FTP Get 9-2
B-20 GetNext 9-2
B-20 Set 9-2
SERVICE.MSSQL Trap 9-2
B-27 9-2
SERVICE.SSH 9-4
B-32 SNMP General Configuration
setup 1-6, 2-1 9-4
SFR 9-3
9-3
show events C-73 9-3
show interfaces C-711 9-3
show module 1 details C-54 SNMP Traps Configuration
show statistics virtual-sensor C-62 9-6
show statistics C-61, C-62 9-5
show tech-support C-56, C-57 9-5
C-58 9-5
show version C-59 SNMP
C-59 9-2
Shut Down Sensor 9-6
10-8 SPAN C-12
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SSH A-30
2-8 Target Value Rating
2-8 7-15
SSH 7-14
A-22 7-14
A-22 TCP
State 5-40
Cisco Login B-33 5-40
LPR Format String B-33 5-40
SMTP B-33 TCP
B-33 3-10
B-33 TFN2K B-40
Statistics Time
10-15 2-23
10-14 2-25
10-14 2-21
10-14 2-24
String ICMP 2-23
B-35 2-23
String TCP TLS
6-29 1-18
B-36 1-18
String TCP 6-29 2-3
String 1-18
6-29, B-35 Traffic Flow Notifications
STRING.UDP 3-23
B-37 3-23
Summarizer 3-23
7-30 3-23
Summary 3-23
3-9 Traffic ICMP
3-9 DDOS B-40
3-9 LOKI B-40
Sweep TFN2K B-40
B-38 B-40
B-38 B-40
System Information Transport Layer Security
10-16 TLS
10-16 Tribe Flood Net 2000
10-16 Trojan
10-16 BO2K B-41
B-41
TrojanN
T TFN2K B-41
TAC Trusted Hosts
show tech-support C-57 2-18
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2-17 RDEP2 A-23
2-17 A-22
2-17 A-3, A-23
TVR A-22
7-15
7-14
U
Cisco Intrusion Prevention Alert Center 12-14
Update Sensor IPS 12-2
10-10 C-8
10-9
10-9 4.1 5.0 12-7
10-9 12-7
10-9
Users Cisco.com 10-9
2-30 FTP 10-9
2-28
2-29 2-21
2-29
2-28 XML A-2
A-3
\Y
VACL 7-4, A-26
Post-Block 8-33
Pre-Block  8-33 IDM 12
8-3
Virtual Sensor
4-3
4-2
4-3 7-30
4-3
VLAN Pairs 7-7,B-6
3-17
3-19 7-3
3-18 7-20
3-18 7-7,B-6
VLAN
3-19 7-3
7-26
w 7-2
Web -2
HTTP 1.0 11 A-23 -9
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2-27
A-8
c-73 SSH 2-8
2-21
A-7 3-21
A-3
A7 1-12
A-7 1-12
7.12 MEG 5-45
7-11
4-3
1-26, 12-10
12-12 1-2
3-13 7-35
3-7
3.7 A-29
3-5
3-15
3-14 C-25
4-3
VLAN 11-2
3-4 11-3
3-2,3-4 11-3
3-2
3-2
C-76
3-3 C-62
AIC 5-29 SFR
A-32
clear events 2-27, C-76
A-29 copy license-key 12-11
debug module-boot C-55
hw-module module 1 reset C-54
show events C-73
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show module 1 details C-54

show statistics C-62

show statistics virtual-sensor C-62
show tech-support C-57

Atomic IP B-11

Flood

B-13

Flood Host B-13
FLood Net B-13

show version C-59 IDM 6-2, 6-22
1-6,2-1 Meta 5-45, B-14
Multi String B-15
3-2 Normalizer B-16
Service DNS B-18
Service Generic B-20
Service H225 B-21
Service HTTP 6-34, B-24
A-30 Service IDENT B-26
Service MSRPC B-26
TAC A-30 Service MSSQL B-27
A-30 Service NTP B-28
A-30 Service RPC B-28
A-30 Service SMB B-29
2-28, A-30 Service SNMP B-31
Service SSH B-32
A-31 Service FTP B-20
A-31 Strlng 6-29, B-35
Sweep B-38
Trojan B-41
Service HTTP  6-34 6-3
String TCP 6-29 B-33
6-3 B-2
6-4 B-2
SFR
5-3
221 AIPSSM  2-22
fal i - IDSM-2 2-21
alse positive - - NM-CIDS 999
) 2-21
5-2
5-2
- A-2
) A-38
5-2
84, 11-11 IDAPI  A-33
AIC _ B-9 10-16
Atomic B-11
. A-2
Atomic ARP B-11
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8-16, 8-44, 11-6,
IDM  1-3 11-13
C-38 5-36
7-35
Cisco.com 10-2 7-20
7-26
FTP 10-2
SCP 102 /-3t
7-12
A-32 13
A-32 315
7-15
TCP 3-10 8-20
c3 3-23
8-47, 11-9
8.8 8-24
8-11
Internet Explorer ~ 1-19 8-39
Mozilla 1-22 8-31
Netscape 1-21 8-24
B-18, C-73
1-12
NTP 2-21
10-13 setup 1-6, 2-1
10-13 10-3,10-10
12-7
3-5
2-21
12-7
A-8 10-16
A-8 10-8
1-6, 2-1
CLI 1-16 10-13
2-1
SSH 2-8 10-5
10-15
Cat 6K A-3
8-35 8-8
P 5-38 1-26, 12-10
IP 11-17 10-7
SNMP 9-4 C-16
SNMP 9-6 2.97
TCP 5-42 C-11
TVR 7-15 C.5
VLAN 3-19 10-10
10-8
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