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SFP
2
2
Web
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SFP
SFP SFP
4
SFP 1G 1G 1G
SFP
SFP
3D71x5 AMP7150 SFP PB-1
3-9 SFP
3-10 SFP
FirePOWER 8000
8000 10G 10 10G  40G
2U0
NetMod
~
NetMod 3D8250 3D8350
1 40G NetMod NetMod
NetMod Web

Jl FireSIGHT



3 FireSIGHT

2U

1000BASE-T
1000BASE-SX
10GBASE MMSR SMLR

40GBASE-SR4

. 1000BASE-T
. 1000BASE-SX
. 10GBASE MMSR SMLR
3D8140 3D8250 3D8350
3D8260 3D8&270 3D8290 3D8360 3D8370 3D8390
8000
P.C-1
3-11 81xx
3-12 82xx 83xx
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|
8000
8000
. 1000BASE-T
3-13 1000BASE-T NetMod
P.3-10
. 1000BASE-SX
3-14 1000BASE-SX
NetMod P.3-11
. I10GBASE MMSR SMLR
3-15 10GBASE MMSR
SMLR NetMod P.3-11
. 40GBASE-SR4
3-16 40GBASE-SR4
NetMod P.3-12
8000
. 1000BASE-T
3-18 1000BASE-T NetMod P.3-13
. 1000BASE-SX
3-19 1000BASE-SX NetMod
P3-13
. 10GBASE MMSR SMLR
3-20 10GBASE MMSR
SMLR NetMod  P.3-13
3D8140 3D8250 3D8350
3D8260 3D8270 3D8290 3D8360 3D8370 3D8390
8000 P3-14
3-13 1000BASE-T NetMod
4
2
2
2
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Web
3-14 1000BASE-SX NetMod
1000BASE-SX LC
4
2
2
2
Web
3-15 10GBASE MMSR SMLR
NetMod
10GBASE LC
MMSR SMLR
2
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2
Web
3-16 40GBASE-SR4 NetMod
40GBASE-SR4 MPO
40G NetMod 3D8270 3D8290 3D8360 3D8370 3D8390 40G
3D8250 3D8260 3D8350 40G 40G
Web 40G
40G 3D8250 LCD 3D 8250-40G
40G 3D8350 LCD 3D 8350-40G
2
1
2 40G NetMod 1 40G NetMod 3 7 2
2 6 1 4 40G NetMod
3-17 40G NetMod
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Web
3-18 1000BASE-T NetMod
4
2
3-19 1000BASE-SX NetMod
1000BASE-SX LC
4
2
3-20 10GBASE MMSR SMLR NetMod
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10GBASE
SMLR LC

MMSR

10GBASE NetMod
Pluggable SFP

Small Form-Factor
SFP

8000

3D8140 3D8250

3D8&350

3D8260 3D8270 3D8290 3D8&360 3D8370 3D8&390

- 3D8140 3D8250 3D8&350

- 3D8260 3D8360
1

- 3D8270 3D8370

- 3D8290 3D8390
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e 2 3D8140

. 4 3D8250

- 1 3D8260 1 10G
e 1 3D8270 1 40G
e 1 3D8290 1 40G
. 4 3D8350

- 1 3D8360 1 40G
- 1 3D8370 1 40G
e 1 3D8390 1 40G

3D8260 3D8270 3D8360 3D8370

Web
Web

3D8140 3D8250 3D8350

3D8140 P.3-16

< 82xx 83xx P.3-16

- 8000 P.3-19
. P.3-20

FireSIGHT
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FireSIGHT

[ |
2 3D8&140 1 8000
8000
P.3-19
3D&140
3D8140
1 8000
P.3-20
82xX 83xX
. 4 3D8250 3D8350
e 1 3D8260 1 10G 1
e 1 3D&360 1 40G 1
e 1 3D8270 3D8370 1 40G 2
e 1 3D8290 3D8390 1 40G 3
3D8260 3DR270 3D8360 3D&370
2 8000
8000 P.3-19
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3D8250 3D8350
3D8250 3D8350 1
3D8250 3D8350 1
3D8260 3D8360 1
3D8260 3D8360 3D8260 10G 3D8250
1 3D8360 40G 3D8350
1
3D8260 3D8360
3D8270 3D8370 40G 2
3D8270 3D8370 3D8270 40G 3D8250
2 3D8370 40G 3D8350
2
3D8270 3D8370 1
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3D8290 3D8390 40G 3

3D8290 3D8390 3D8290 40G 3D8250
3 3D8370 40G 3D8350
2
3D8290 3D8390 1
2
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3D8250 3D8350
1 8000
2 2 8000
3 1 2
4
P.3-20
8000
8000
« 3D8250 3D8260 3D8270 3D8290
e 3D8350 3D8360 3D8370 3D8390

« 3D8140 1

8000

8000
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FireSIGHT

8000

Web

FireSIGHT
FireSIGHT
3D7030 10

FireSIGHT System User Guide

3D7010 3D7020

1 FireSIGHT
/KVM
USB VGA FireSIGHT
KVM
KVM
USB
« IP 192.168.45.2

255.255.255.0
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3 FireSIGHT

. 192.168.45.1

HyperTerminal ~Xmodem

* 9600
- 8
e 1

FireSIGHT 1Pv4

IPv6
/
3D2100/2500/3500/4500
FireSIGHT
VGA
RJ-45 DB-9
3-1

3D500/1000/2000 DB-9
3D6500 RJ-45

3 RJ-45
3D70xx RJ-45
3D71xx DB-9
3D8000 RJ-45
3D9900 RJ-45

P.3-23

P.6-1
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Serial over LAN
LOM

LOM

P.7-1

Lights-Out Management LOM

3

LOM
LOM
LOM
Lights-Out Management P.7-20
LOM
FireSIGHT
P.2-7
LC 2
SC

SC analyzer

B analyzer
P.2-1
P.3-24
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3 FireSIGHT

||
6
LED
LED
P.2-7
7 FireSIGHT P.4-1
FireSIGHT init VGA
VGA
SOL
3-2
VGA ttyO
ttySO
SOL LOM |ttySO
3 LOM 7000
LOM
Admin
1 /
Web
3 expert
2 root
sudo /usr/local/sf/bin/set_console.sh -c console_value
console_value 3-2 P3-23

FireSIGHT [ |
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3 sudo reboot

30

ping ping

Admin

FireSIGHT System User Guide

MDIX

P.2-7
4 ping

ping
5 10 ping

Web
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FireSIGHT

10

11

system shutdown

Web
FireSIGHT System User Guide

30
ping
ping

FireSIGHT System User Guide

FireSIGHT

ping
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EULA
/
~
ASA FirePOWER ASA
. P4-2
~
. P4-4
« CLI P4-6
CLI 3
. P4-8 Web
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4 FireSIGHT

. P4-12 Web
. P4-17 FireSIGHT
FireSIGHT System User
Guide CLI
system shutdown
shutdown -h now
FireSIGHT
FireSIGHT
FireSIGHT P.1-2
/KVM
P.3-20
~
KVM USB
1Pv4 IPv6 1P
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FireSIGHT

Web
Web
P4-17
. 3 P4-3
. 3 P4-4
FireSIGHT P.7-1
Web
P4-8
P4-12
3
3
3
Admin
1
P4-4
2 Web
. Web
P4-8
. Web
P4-12
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4 FireSIGHT

CLI

FireSIGHT

IPv6
1Pv4

P4-8

IPv6

Web

1Pv4

1P

SSH

IPv6
IPv4
IPv6

CLI

Lights-Out Management

LOM

P4-6

Web

CLI
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4 FireSIGHT
(y/n)
vl
Enter
Web
P4-9
P4-14
Admin
1 admin
3 expert
2 admin
sudo /ust/local/sf/bin/configure-network
3
IPv4 IPv6
. IPv4 10
255.255.0.0
 IPv6 16 IPv6
112
4
n Enter

5
6

. Web

P4-8
. Web
P4-12
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H cu 3

CLI 3

3
Web
3
EULA
vl
CLI
CLI 3
Admin
1
192.168.45 .45 SSH
EULA
2 EULA
3 admin
admin
admin
Web
8
4
IPv4
. IPv4
255.255.0.0
e IPv6 16
112

CLI
CLI
(y/n)
Enter
Web
P.4-8
admin
3
3
IPv4
Web CLI
CLI

CLI

/ 1

P.4-9

IPv6
10
IPv6
P.4-9
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cul 3 u
5 LCD
LCD
3 LCD P.5-1
6
P4-11
CLI
7 CLI CLI
3
8
3
CLI 3 CLI
CLI
configure manager add
37
1P
configure manager add DC.example.com my_reg_key
NAT
NAT ID DONTRESOLVE
configure manager add DONTRESOLVE my_reg_key my_nat_id
CLI

1 CLI

admin

. 1P SSH
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4 FireSIGHT

2 configure manager add
configure manager add { hostname | IPv4_address | IPv6_address |DONTRESOLVE} reg_key
[ nat_id ]
e {hostname | IPv4_address | IPv6_address | DONTRESOLVE}
IP
DONTRESOLVE
e reg_key 37
e nat_id
DONTRESOLVE
3
CLI 3 CLI
3 P4-6
Web
EULA
Web
Admin
1 https://  mgmt_ip / mgmt_ip
1P

1Pv4
https://192.168.45.45/

IP

2 admin Sourcefire

. P.4-9
. P.4-9
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||

. 3 LCD P4-10

. P.4-10

. P4-10

. P4-11

. P4-12

. EULA P.4-12

3 [Apply]
admin Web
4
~
Web
IP
admin
admin Web CLI
admin CLI
Web CLI
/ 1
8
FireSIGHT IPv4  IPv6
IPv4d  IPV6
IPv4
IPv6 1P
e IPv4 10
255.255.0.0
FireSIGHT
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- IPv6 [Assign the IPv6 address using router autoconfiguration]
IPv6
16
112
3 DNS
3 LCD
3
3 LCD
LCD
3 LCD P.5-1
2
[Register This Device Now] 1P
[Management Host]
[Registration Key] 37
S
NAT

FireSIGHT System User Guide

NTP
NTP
NTP

admin Web
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IDS

Fail Open

AMP

« 8000 NetMod
e 71xx SFP

P.7-2

URL
Fail Close

TCP
DHCP NAT VPN
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4 FireSIGHT

4-1
1
FireSIGHT System User Guide
[Enable Automatic Backups]
EULA
EULA
[Apply]
Web
EULA
P.1-9
FireSIGHT P.1-14
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Web
Admin
1 https://  mgmt_ip / mgmt_ip
1P
1Pv4
https://192.168.45.45/
1P

2 admin Sourcefire

. P4-14

. P4-14

. P4-14

. P4-14

. Admin P4-15

. P4-15

. P4-15

. P4-16

. EULA P.4-17
3 [Apply]

admin Web
>
1P
4 [Task Status] [System] > [Monitoring] > [Task Status]
10
[Completed]
FireSIGHT
System User Guide

5 P4-17

FireSIGHT




4 FireSIGHT

admin
/ 1
8
FireSIGHT IPv4  IPv6
IPv4  IPv6
1Pv4
IPv6 IP
« IPv4 10
255.255.0.0
 IPv6 [Assign the IPv6 address using router autoconfiguration]
IPv6
16
112
3 DNS
NTP
NTP
admin Web
VRT
[Enable Recurring Rule Update Imports]
[Import Frequency]
[Policy Reapply]
[Install Now]
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FireSIGHT

||
>
Admin
DC500
Admin
1P Context Explorer
GeoDB 1P
ISP
GeoDB
[Enable Recurring Weekly Updates]
GeoDB
[Install Now]
~
GeoDB 45
GeoDB
[Enable Automatic Backups]
FireSIGHT
FireSIGHT
P.1-9 FireSIGHT
P.1-14
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4 FireSIGHT

https://keyserver.sourcefire.com/

[Add/Verify]
1
FireSIGHT
A
P4-10 NAT
[Apply Default Access Control Policies]
P4-11
4-2
IP
37
P4-15
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P.1-8
FireSIGHT P.1-14

~

[Apply Default Access Control Policies]

[Add]
[Delete]
EULA
EULA
[Apply]
admin Web
P.4-12 3
FireSIGHT System User Guide
LOM/SOL
P.3-24 LOM
1 LOM LOM LOM
P.7-21
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4 FireSIGHT

admin CLI

admin

10

FireSIGHT
VDB GeoDB

A

FireSIGHT
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3 Web LCD
4
LCD P.5-2 LCD
LCD P.5-3 LCD
[Idle Display] P.5-4 LCD
[Network Configuration] P.5-4 LCD
1Pv4 IPv6
LCD
[System Status] P.5-7
LCD
[Information] P.5-8 1P
[Error Alert] P.5-9
LCD
LCD
FireSIGHT

System User Guide
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5 3 LCD

W o

LCD

3 LCD 4
. 2 17
. LCD
LCD
P.5-3
[Idle Display]
5-1 LCD [Idle Display]
[Idle Display] CPU
[Idle Display]
[Network Configuration] [System Status] [Information] LCD
4
5-2 LCD
1 [Idle Display]
. [Network Configuration] P.5-4
. LCD
[System Status] P.5-7
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| 5 3 LCD

LCD

. [Information] P.5-8
S
LCD [Idle Display]
4 3 LCD
LCD
LCD
5-1 LCD
. LCD
+ 1
- 1
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LCD

W [idie Display]

[Idle Display]

LCD
60 [Idle Display]
[Error Alert] [Error Alert]
P.5-9 [Idle Display]
[Idle Display] CPU
5

CPU: 50%

FREE MEM: 1024 MB

Serial Number:

3D99-101089108-BA0Z
[Idle Display] LCD

P.5-2
>
LCD [Idle Display]
[Network Configuration]
FireSIGHT IPv4  IPv6
[Network Configuration] LCD 3
1P
LCD
Web
LCD
P.5-6
LCD

[Network Configuration]

1 [Idle Display]

Network Config
System Status

2 [Network Configuration]
LCD

IPv4
IPv6

[~
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3 LCD

[Network Configuration]

e IPv4 LCD
IPv4 set to DHCP.

Enable Manual?

e IPv6 LCD
IPv6 Disabled.

Enable Manual?

e IPv4 LCD IPv4
IPv4 Address: -+
194.170.001.001 X

e IPv6 LCD IPv6
IPv6 Address: -+
0000:0000:0000:00 X

IPv4 IPv6
1P

IPv6
IPv6

LCD IP
LCD

6 IPv4 IPv6

IPv4 Address: -+
194.170.001.001 X

IPv4 Address: X
194.170.001.001

IPv4 LCD

Subnet Mask: -+
000.000.000.000 X
IPv6 LCD

Prefix: -+
000.000.000.000 X

FireSIGHT |



5 3 LCD

| [Network Configuration]

8 [IP

LCD

Default Gateway - +
000.000.000.000 X

9 IP
LCD
Save?
X
10
LCD
3 P4-4 Web
LCD
Admin
1 Web
2 [System] > [Local] > [Configuration]
[Information]
3 [Network]
[Network Settings]
4 [LCD Panel] [Allow reconfiguration of network configuration]

FireSIGHT System User Guide

5 [Save]

Jll_ FireSIGHT
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[System Status]

[System Status]

LCD [System Status]
[System Status]
LCD
5-2 [System Status]
Resources CPU [Display]
Link State
normal tripped
eth2-eth3:
normal
Fail Open
normal in bypass
Fan Status
Diagnostics
LCD Brightness LCD
LCD Contrast LCD
[System Status]
1 [Idle Display]
Network Config
System Status
2 [System Status]
LCD
Resources
Link State
3 a
5-2 P5-7 LCD
LCD

FireSIGHT
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3 LCD

| [Information]

LCD

[System Status] LCD [LCD Brightness]

o>

LCD Brightness
LCD Contrast

LCD

LCD

Increase
Decrease

LCD
[Exit]

Decrease
Exit
[Exit]

[LCD Contrast]

[Information]

LCD [Information]

5-3 [Information]

IP

IP address 1P

Model

Serial number

Versions

e Product version
 NFE version
e Micro Engine version

« Flash version

e GerChr version
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[Information]

1 [Idle Display]

Network Config
System Status

[Information]

2 LCD

System Status
Information

3 [Information]

4 a

[Error Alert]

Alert]

5-4

LCD

5-3 P5-8

[Idle Display]
[Error Alert] LCD

[Error Alert]

LCD

[Error

Hardware alarm

Link state propagation

Bypass

Fan status

HARDWARE ERROR!

Exit

LCD

NFE

LCD

FireSIGHT

[Error Alert]
LCD




LCD

| [Error Alert]

NFE_platformdX

NFE_tempX

e WARNING 80°C/176°F 7000
8000

e CRITICAL 90°C/194°F 7000
102°C/215°F 8000

97°C/206°F

HeartBeat X

fragX

nfe_ipfragd

ipfragd

rules X

Rulesd

Rulesd

TCAMNK

TCAM

TCAM

NFEMessX

NFEHardware

NFEcount

7000
GerChr_comm

7000
NMSB_comm

7000
gerd

8000

scmd

scmd

scmd

7000
gpsl

8000
psls

psls

psls

7000
oftw

8000

ftwo

ftwo

ftwo
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[Error Alert]

5-5
NFE_portl8
NFE_port19
NFE_port20
NFE_port21 e« 7000
NFE_portl8
« 8000
81xx NFE_port18 NFE_port19
82xx 83xx NFE_port18
NFE_port19 NFE_port20 NFE_port21

LCD

[Error Alert] [HARDWARE ERROR!]
Alert]

LCD NFE platform

NFEplatformd X
NFEtempX

X

Exit
[Error Alert]

[Error Alert]

[Exit]

[Error Alert]

FireSIGHT

[Error

LCD




5 3 LCD

| [Error Alert]
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FireSIGHT

P.6-1
~
ASA FirePOWER ASA
. P.6-1
- 7000 P.6-14
- 8000 P.6-35
FireSIGHT
3D7010 3D7020 3D7030
3D7010 3D7020 3D7030

« DC750 P6-2
« DCI1500 P.6-6
< DC3500 P.6-10

FireSIGHT [ |



DC750 10
« DC750 P.6-2
<  DC750 P.6-4
- DC750 P.6-5
DC750
DC750
6-1 DC750
DC750 LED
NIC 1 2 3 4
LED
6-2 DC750
6-1
A ID LED ID F
LED
B G NIC 1
LED
C NIC 2 H NIC 3
LED LED
D NIC 4 I LED
LED
E J LED
LED LED
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6-2 DC750 LED

LED
. Degraded
6-3 P.6-3
BIOS
BIOS
BIOS
NIC
LED
6-3 DC750
Critical
. ECC
PCI SERR PERR /

FireSIGHT




6-3 DC750
Non-critical Non-critical
. BIOS Set Fault Indication BIOS CPU
Degraded Degraded
e 1 Fault Resilient Boot FRB BIOS
-« BIOS
DC750
DC750
6-3 DC750
6-4 DC750
AC
VGA
USB
10/100/1000 Mbps
eStreamer eStreamer
10/100/1000 Mbps
LED
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6-5

DC750 LED

LED

DC750

6-6 DC750

DC750

10

21.8 x 17.25 x 1.67

5537 cmx 43.82cm x 4.24 cm

33 15 kg

120 VAC 250 W
110 V. 50/60 Hz 6.0 A
220 V. 50/60 Hz 30A

S50F 9F 10C 35C 1

I8 F 10 C

40 F +158 F 40 C +70 C

0% 95 F 35C

23+/-2 C 73+/-4 F

7.0 dBA

2G 12 11

24 60 cm
40 80 18 36kg

ESD

+/-12 kV 8K

1660 BTU/

FireSIGHT




DC 1500 1U

- DCI1500 P.6-6

- DCI1500 P.6-8

« DC1500 P.6-9

DC1500
LED
6-7

A NIC 2 LED G ID LED
B NIC 1 LED H ID

C I

D / LED J

E K USB 2.0
F LED L

6 LED LED
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6-8 DC1500 LED

LED
NIC 1
NIC 2 .
/
BIOS
BIOS
BIOS
. Degraded
. Non-critical
. POST
6-3 P.6-3
1D
. 1D
. 1D
LED
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6-9 DC1500

Critical

. ECC
PCI SERR PERR /

Non-critical

Non-critical

3

. BIOS  Set Fault Indication BIOS CPU
Degraded Degraded

e 1 Fault Resilient Boot FRB BIOS

« BIOS
DC1500

6-10 DC1500
AC

VGA
USB
10/100/1000 Mbps
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6-10 DC1500
eStreamer eStreamer
RJ45
RJ45 DB-9
RJ45
10/100/1000 Mbps
LED
6-11 DC1500 LED
LED
DC1500
6-12 DC1500
1U0
X X 272 x 16.93 x 1.7 69.1cmx430cmx4.3cm
34 15.4 kg
120 VAC 600 W
110 V. 50/60 Hz 95 A
220V 50/60 Hz 475 A
50F 95F 10C 35C¢C
40 F +158 F 40 C +70 C
90% 824 F 28 C
7.0 dBA
2G 1/2 11
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6-12 DC1500
24 60 cm
40 80 18  36kg
ESD Intel +/-15kV  T/O +/- 8 KV
2550 BTU/
DC3500 1U
- DC3500 P.6-10
- DC3500 P.6-12
- DC3500 P.6-14
DC3500
LED
LED
6-13
A ID LED E D
B LED F
C LED G
D USB
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3 LED

LED
6-14 DC3500 LED

LED
. Degraded
. Non-critical

6-15 P.6-12
NIC
1D
. ID
. 1D
LED

FireSIGHT




6-15 DC3500
Critical
. ECC PCI
SERR PERR /
Non-critical Non-critical
. BIOS Set Fault Indication BIOS CPU
Degraded Degraded
e 1 Fault Resilient Boot FRB BIOS
« BIOS
. 1
Degraded
FireSIGHT System User Guide
shutdown -h
now
DC3500
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6-16 DC3500

PS/2 RJ45
PS/2
VGA
USB USB
RJ45
RJ45 DB-9
RJ45
10/100/1000 Mbps
eStreamer eStreamer
AC
10/100/1000 Mbps
LED
6-17 DC3500 LED
LED
LED
6-18 DC3500 LED
LED

FireSIGHT




W 7000

6-18 DC3500 LED
LED
AC
DC3500
6-19 DC3500
1U
X X 26.2 x 16.93 x 1.7 665cmx430cmx4.3cm
38 17.2 kg
120 VAC 650 W
110 V. 50/60 Hz 85 A
220V 50/60 Hz 42 A
50F 95F 10C 35C¢C
40 F 158 F -40C 170 C
5% 85 %
0% 95 F 35C
7.0 dBA
2G 172 11
24 60 cm
40 80 18  36kg

ESD Intel +/-15kV T/O +/- 8 KV
2550 BTU/

RoHS RoHS 2002/95/EC

LCD

< 3D7010 3D7020
- 3D7110
< 3D7115 3D7125

3D7030  P.6-15
3D7120  P.6-20
AMP7150  P.6-27
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3D7010

3D7020 3D7030

3D7010 3D7020 3D7030

2 1

T0xx

T0xx

7000

10

8

Regulatory Compliance and Safety Information for FirePOWER and FireSIGHT Appliances

e 70xx P.6-15
e 70xx P.6-19
e 70xx P.6-19
70xx
LCD
6-4 70xx CHRY-1U-AC
6-20 70xx
LCD
3 LCD
P.5-1
P.6-17
10/100/1000
LED
6-303D7110 3D7120
P.6-22
FireSIGHT




W 7000

6-5 70xXx

6-21
A D 1D
B LED E LED
C LED

LED
LED
6-22 70xx LED
LED
AC
6-23 P.6-17
1D 1D
LED
LED
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7000

6-23 70xXx

Critical

. ECC

PCI SERR PERR /

Non-critical Non-critical

. BIOS Set Fault Indication BIOS CPU
Degraded Degraded

e 1 Fault Resilient Boot FRB BIOS

« BIOS

. 1

70xx 8
6-6 8 1000BASE-T
LED LED
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6-24 70xx / LED
LED
10 Mb 100 Mb
1 Gb
LED
6-25 70xx LED
10/100/1000
LED
6-26 70xx LED
LED

Jl FireSIGHT



7000

70XxX

ID LED
6-7 70xX CHRY-1U-AC
6-27 70xx
ID LED
LED ID
USB 2.0 RJ45
VGA
FirePOWER P.A-1
12V AC
70xx
6-28 70xXx
10
X X 12.49 x 7.89 x 1.66 31.74cm x 2004 cmx 4.21 cm
2 25.05 x 17.24 x 1.73 63.62 cm x 43.8 cm x
4.44 cm
7 3.17 kg
17.7 8.03 kg
2 24.7 11.2 kg
1000BASE-T
Cat5SE 50 m

FireSIGHT [ |



W 7000

6-28 70xXx
200W AC
100 VAC 240 VAC 90 VAC 264 VAC
2 A
50/60 Hz 47 Hz 63 Hz
0C 40 C 32 F 104 F
-20 C 70 C -29 F 158 F
5 95 %
0 95 %
95%
48
0 5905 0 1800 m
682 BTU/
53 dBA 62 dBA
5G 1/2 11
1 20 570
T1xx 3D7110 3D7120 1U
8 8
T1xx

Regulatory Compliance and Safety Information for FirePOWER and FireSIGHT Appliances

- 3D7110 3D7120 P.6-21
- 3D7110 3D7120 P.6-25
- 3D7110 3D7120 P.6-26

Jl FireSIGHT



3D7110 3D7120

LCD USB

7000

6-8 3D7110 3D7120 GERY-1U-8-C-AC
6-9 3D7110 3D7120
GERY-1U-8-FM-AC
6-29 3D7110 3D7120
LCD
3 LCD P.5-1
USB 2.0
LED 6-103D7110
3D7120 P.6-21
3D7110 3D7120
P.6-23
6-10 3D7110 3D7120
FireSIGHT




W 7000

6-30 3D7110 3D7120
A USB 2.0 E NIC 1 LED
B F LED
C NIC 2 LED G 1D
D LED H LED
LED
LED
6-31 3D7110 3D7120 LED
LED
NIC 1
2
6-323D7110 3D7120 P.6-23
ID
ID
D
LED
LED

Jl FireSIGHT



7000

6-32 3D7110 3D7120

Critical
. ECC
PCI SERR PERR /
Non-critical Non-critical
. BIOS Set Fault Indication BIOS CPU
Degraded Degraded
e 1 Fault Resilient Boot FRB BIOS
« BIOS
. 1
Degraded
FireSIGHT System User Guide
CLI system shutdown
3D7110 3D7120
3D7110 3D7120 8
8
6-11 8 1000BASE-T
LED LED

FireSIGHT
|



W 7000

6-33 3D7110 3D7120 / LED
LED
10 Mb 100 Mb
1 Gb
LED
6-34 3D7110 3D7120 LED
6-12 8 1000BASE-SX
LED LED
6-35 3D7110 3D7120 / LED
LED LED

Jl FireSIGHT



7000 ||

6-36 3D7110 3D7120 LED
3D7110 3D7120
6-13 3D7110 3D7120 GERY-1U-8-C-AC GERY-1U-8-FM-AC
6-37 3D7110 3D7120
VGA
USB
10/100/1000
ID LED
ID
FirePOWER PA-1
AC
#1 #2
LED 6-393D7110 3D7120 LED P6-26

FireSIGHT
|



W 7000

10/100/1000
LED
6-38 3D7110 3D7120 LED
LED
LED
6-39 3D7110 3D7120 LED
LED
AC
3D7110 3D7120
6-40 3D7110 3D7120
1U0
X X 21.6 x 19.0 x 1.73 549 cmx483cmx4.4cm
27.5 12.5 kg
1000BASE-T
Cat5E 50 m
LC
1000BASE-SX SX 850 nm 550 m

Jl FireSIGHT
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6-40 3D7110 3D7120
450 W 1+1 AC
100 VAC 240 VAC 85 VAC 264 VAC
90 VAC 132 VAC 3A
aaoaaaaa-a-a487 VAC 264 VAC 15A
47Hz 63Hz
5C 40C 41F 104 F
-20C 70 C -29F 158 F
5% 85%
5% 90% 28 C 82 F 25C 3C 71F
95 F
95%
48
0 5905 0 1800 m
900 BTU/
64 dBA

GR-63-CORE 4.6
Bellecore GR-63-CORE
1 140 3900

71xx 3D7115 3D7125 AMP7150

4 8
Small Form-Factor Pluggable SFP
SFP 71xx

FireSIGHT Appliances

Regulatory Compliance and Safety Information for FirePOWER and

~
FirePOWER AMP7150 3D7115 3D7125
FireSIGHT AMP
« 3D7115 3D7125 AMP7150 P.6-28
« 3D7115 3D7125 AMP7150 P.6-33
« 3D7115 3D7125 AMP7150 P.6-34
FireSIGHT




W 7000

3D7115 3D7125 AMP7150
LCD USB
SFP
6-14 3D7115 3D7125 AMP7150 GERY-1U-8-4C8S-AC
6-41 3D7115 3D7125 AMP7150
LCD
3 LCD P.5-1
USB 2.0
LED 6-153D7115
3D7125 AMP7150 P.6-28
3D7115 3D7125 AMP7150
P.6-30
6-15 3D7115 3D7125 AMP7150
6-42 3D7115 3D7125 AMP7150
A USB 2.0 E NIC 1 LED
B F
LED
C NIC 2 LED G ID
D LED H LED
LED
LED

Jl FireSIGHT



6-43

3D7115 3D7125

AMP7150 LED

7000

LED

NIC

P.6-30

6-443D7115 3D7125

AMP7150

ID

ID

ID

LED

LED

FireSIGHT
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$TM

Critical

4B1B_B"B® Bf B.4P1jB BNA 2€ "BAB"B2 B¥ BfB<B¥ (»B-B B B 0BU/313B B"Ai
. +2Ai5 G6AI BAB"B2B+B\B®B12€ "B-B B B 0BU/413B B"
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- 2€"B-B_B"'B® Bf BiB®BkBuB-Ai BrBtB®BB*B¥B1 C\ (»EECCBcBraB-BGAT
PCI SERR B BKP&RRB-B,)Ln"/ C\ (»B-B<Bt BcBaB:-B-B,

Non-critical

Non-critical A B2AT 4B1B_B”’B® Bf B.4P1jB BNB B B 0BU/a1SB B"Ai
« +2A15 6A1 BAB"B2B+B\B®B12€ "B*B2B-B B B B 0BU/41SB B"
- BrBzB-BrB1Bf B§BtBEBt
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B BN «'B B BM BAB Ai

Degraded

DegradedA B2 4B1B_B”"B® Bf B.4P1j fB BLBOB)B BAB Ai

. 1B'~ B1B’'B"BvB~BpBFault Resilient BooBERBB é B ABIOSB2BK BM u 2B.B-B&
B)B BN

. BIOSB.BKBMAi BrBEe®+B¥B1 G1fiB B,B"BvB-B'‘B!B.B BOB"B Ai BAB"B2B
BaBfB B"
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BtBU c/a GB BAB Ai
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7000

6-45 3D7115 3D7125 AMP7150 LED
LED
10 Mb 100 Mb
1 Gb
LED
6-46 3D7115 3D7125 AMP7150 LED
SFP
8 SFP 1G 1G
1G SFP
3D71x5 AMP7150
SFP PB-1
6-17 SFP
LED
FireSIGHT




W 7000

6-48 3D7115 3D7125

3D7115 3D7125

AMP7150 SFP

LED

AMP7150 SFP

1000BASE-SX

1000BASE-LX

LC LC
1000 Mbps 1000 Mbps
/ 1250 Mbps/ 1250 Mbps/
8b/10b 8b/10b
200 m 656 10km 6.2
62.5 -m/125 -m 9 -m/125 -m
500 m 1640
50 -m/125 -m
770 - 860 nm 1270 1355 nm
850 nm 1310 nm
0 dBm -3 dBm
-9.5 dBm -11.5dBm
0 dBm -3 dBm
-17 dBm -19 dBm

Jl FireSIGHT



7000

3D7115 3D7125 AMP7150

6-18 3D7115 3D7125 AMP7150 GERY-1U-8-4C8S-AC
6-49 3D7115 3D7125 AMP7150
VGA
USB
10/100/1000
ID LED
ID
FirePOWER P.A-1
AC #1
#2
LED 6-513D7115 3D7125 AMP7150 LED
pP.6-34
10/100/1000
LED
6-50 3D7115 3D7125 AMP7150 LED
LED

FireSIGHT |



W 7000

LED

6-51 3D7115 3D7125 AMP7150 LED
LED
AC
3D7115 3D7125 AMP7150
6-52 3D7115 3D7125 AMP7150
1U
X X 21.6 x 19.0 x 1.73 549cmx483cmx 4.4 cm
29.0 13.2 kg
1000BASE-T
Cat5SE 50 m
1000BASE-T SFP
Cat5E 50 m
1000BASE-SX LC
SFP SX 850 nm 550 m
62.5 -m/125 -m 200 m 656
50 -m/125 -m 500 m 1640
1000BASE-LX LC
SEP LX 1310 nm 10 km
9 m/125 -m
450 W 1+1 AC
100 VAC 240 VAC 85 VAC 264 VAC
90 VAC 132 VAC 3A
2 a=a=a=aa-a-a-a+487 VAC 264 VAC 15A
47Hz 63 Hz
5C 40C 41 F 104 F
20C 70 C -29 F 158 F

Jl FireSIGHT



6
8000 ||

6-52 3D7115 3D7125 AMP7150
5% 85%
5% 90% 28 C 82 F 25C 35C
77 F 95 F
95%
48
0 5905 0 1800 m
900 BTU/

64 dBA

GR-63-CORE 4.6

Bellecore GR-63-CORE

1 140 3900

8000
NetMods
FireSIGHT
8000
NetMod 8000
P.3-15
8000
- 3D8120 3D8130 3D8140 AMP8150  81xx 10
3 3D8140 2U
~
FirePOWER AMP8150 3D8130
FireSIGHT AMP
e 82xx 3D8250 2U 7
8 U 3
e 82xx 3D8260 2 2U 4U
1 6
1 8U
2

FireSIGHT
|



W 5000

e 82xx 3D8270 3 2U 6U
2 5
1 8U
1
* 82xx 3D8290 4 2U 8U
3 4
1
e 83xx 3D8350 2U 7
8U 3
e 83xx 3D8360 2 2U 4U
1 6
1 8U
2
* 83xx 3D8370 3 2U 6U
2 5
1 8U
1
e 83xx 3D8390 4 2U 8U
3 4
1
« 8000 P.6-36
« 8000 P.6-40
« 8000 P.6-43
« 8000 P.6-46
8000 81xX 82XxX 83xx
81xx 82xx 83xx

Regulatory Compliance and Safety Information for FirePOWER and FireSIGHT Appliances

Jl FireSIGHT



81xX

8000

LCD 3
6-19 81xx CHAS-1U-AC/DC
82XxX 83xx
LCD 7
6-20 82xx CHAS-2U-AC/DC 83xx PG35-2U-AC/DC
6-53 8000
8000 P.6-46
LCD
3 LCD P.5-1
LED 6-2282xX
83xx P.6-38
USB USB 2.0
. 8000 P.6-38
. 8000 P.6-40

FireSIGHT




W 5000

8000
81xx 82xx 83xx
6-21 81xx
6-22 82xx 83xx
6-54 8000
A NIC LED F
B G 1D
C LED H LED
D LED I USB 2.0
E
LED
LED
6-55 8000 LED
LED
NIC

Jl FireSIGHT



8000

6-55 8000 LED
LED
. Degraded
. Non-critical
6-56 P.6-39
1D
. ID
. 1D
LED
LED
6-56 8000
Critical
. ECC
PCI SERR PERR /
Non-critical Non-critical
. BIOS Set Fault Indication BIOS CPU

FireSIGHT




W 5000

6-56 8000

Degraded Degraded

e 1 Fault Resilient Boot FRB BIOS

- BIOS

. 1

Degraded
FireSIGHT System User Guide
CLI system shutdown
8000 81xx 82xx 83xx

81xx

6-23 81xx CHAS-1U-AC/DC

Jl FireSIGHT



82XX

6-24 82xx

83xX

6-25 83xx

6-57 8000

CHAS-2U-AC/DC

PG35-2U-AC/DC

8000

VGA
USB 2.0

RJ45
81xx
82xx

DB-9

RJ45
RJ45

FireSIGHT




8000

6-57 8000

RS232
83xx
RS232
10/100/1000
AC
#1 #2
FirePOWER P.A-1
10/100/1000
LED
6-58 8000 LED
LED
LED
6-59 8000 LED
LED
AC

Jl FireSIGHT



8000

8000

81xx
6-60 81xx
1U0
28.7 x17.2 x 1.73 728 cmx433cmx4.4cm
X X
435 19.8 kg
1000BASE-T
NetMod
Cat5E 50 m
10GBASE LC
MMSR SMLR —=[-R~ 5000 m
NetMod - SR 850 nm 550 m
1000BASE-SX LC
1000BASE-SX
NetMod SX 850 nm 550 m
1000BASE-T
NetMod Cat5E 50 m
10GBASE LC
MMSR SMLR —=[-R~ 5000 m
NetMod - SR 850 nm 550 m
1000BASE-SX LC
1000BASE-SX
NetMod SX 850 nm 550 m
AC DC 650 W
AC 100 VAC 240 VAC 85 VAC 264 VAC
AC 52A
Saa a0 a487-VAG - 264 VAC 26 A
AC 47 Hz 63 Hz
DC -48 VDC RTN
DC 11 A
10 35°C 50 95 °F
20C 70 C -29 F 158 F
5% 85 %
5% 90 % 28 C 25 C 35 C
0 6000 0 1800 m
FireSIGHT




W 5000

6-60 81xx
1725 BTU/
87.6 dB LWAd
80 dB LWAd
2G 1/2 11
1 160 4500
79
20 cm
82xx 83xx
6-61 82xX 83xX
2U0
X X 29.0 x17.2 x 3.48 735 cmx43.3 cm x 88.2 cm
82xx 58 253 kg
83xx 67 30.5 kg
1000BASE-T
NetMod
Cat5SE 50 m
10GBASE LC
MMSR SMLR
= +1R -~ 5000 m
NetMod - SR 850 nm 550 m
1000BASE-SX LC
1000BASE-SX
NetMod SX 850 nm 550 m
OTP/MTP
40GBASE-SR4
NetMod = OM3 =850 nm 100 m
= -OM4 - 850 nm 150 m
1000BASE-T
NetMod CatSE 50 m

Jl FireSIGHT



8000

6-61 82xx 83xx
10GBASE LC
NetMod - SR 850 nm 550 m
1000BASE-SXLC
1000BASE-SX
NetMod SX 850 nm 550 m

82xx AC DC 750 W
AC 100 VAC 240 VAC 85 VAC 264 VAC
AC 8 A
aoaaaaa oo 2489 VAC 264 VAC 4A
AC 47 Hz 63 Hz
DC -48 VDC RTN
DC 18 A

83xx AC DC 1000 W
AC 100 VAC 240 VAC 85 VAC 264 VAC
AC 11 A

187 VAC 264 VAC 55A

AC 47 Hz 63 Hz
DC -48 VDC RTN
DC 25 A

82xx 10 C 35C 50F O95F

83xx 5C 40 C 41 F 104 F

-20 C 70 C -29 F 158 F

5 % 85 %

5% 90 % 28 C 25 C 35 C

0 6000 0 1800 m
2900 BTU/
81.6 dB LWAd
81.4 dB LWAd

FireSIGHT ||



W 5000

6-61 82xX 83xx
2G 1/2 11
1 210 6000
7.9 20 cm
8000
8000

P.C-1

. 1000BASE-T

1000BASE-T NetMod  P.6-47
. 1000BASE-SX

1000BASE-SX
NetMod  P.6-47

. 10GBASE MMSR SMLR
10GBASE MMSR
SMLR NetMod  P.6-49

. 2U 40GBASE-SR4
40GBASE-SR4
NetMod  P.6-50

. 1000BASE-T
1000BASE-T NetMod  P.6-52
. 1000BASE-SX
1000BASE-SX NetMod  P.6-52
. 10GBASE MMSR SMLR
10GBASE MMSR SMLR
NetMod  P.6-53
2 3D8140 4 3D8250 4 3D8350

P.6-55

Jl FireSIGHT



8000

1000BASE-T NetMod

1000BASE-T NetMod 4
LED
LED LED
6-62 / LED
LED
10 Mb 100 Mb
1 Gb
LED
6-63 LED
1000BASE-SX NetMod
1000BASE-SX NetMod 4
LED

FireSIGHT |



W 5000

LED LED
6-64 / LED
LED
6-65 LED
6-66 1000BASE-SX NetMod

1000BASE-SX

LC

1000 Mbps

1250 Mbps/8b/10b

62.5 -m/125 -m 200 m
656

50 m/125 -m 500 m
1640

770 860 nm 850 nm

0 dBm

-9.5 dBm

0 dBm

-17 dBm

FireSIGHT



8000 ||

10GBASE MMSR SMLR NetMod
10GBASE MMSR SMLR NetMod
2 LED
LED LED
6-67 / LED
LED
6-68 LED

FireSIGHT |



W 5000

6-69 10GBASE MMSR SMLR NetMod
10GBASE MMSR 10GBASE SMLR
LC LC
10.000 Gbps 10.000 Gbps
/ 10.3125 Gbps/ 10.3125 Gbps/
/ 64/66b / 64/166b
+/- 100 ppm +/- 100 ppm
840 860 nm 1270 1355 nm
850 nm 1310 nm
26 m 85 33m 108 2m 10km 6
62.5 -m/125 -m 6.2
BW 160 200 9 -m/125 -m
66 m 216 82 m 269
50 -w/125 -m
BW 400 500
300 m 980
OM3
2m 6
840 860 nm 1270 1355 nm
850 nm 1310 nm
-1 dBm -0.5 dBm
-7.3 dBm -8.2 dBm
-1 dBm -0.5 dBm
-9.9 dBm -14.4 dBm
40GBASE-SR4 NetMod
40GBASE-SR4 NetMod

LED

Jl FireSIGHT



8000

3D8270 3D8290 3D8360 3D8370 3D8390 40G 3D8250 3D8260
3D8350  40G NetMod 40G 40G
Web 40G
40G 3D8250 LCD 3D 8250-40G
40G 3D8350 LCD 3D 8350-40G
8000 P.3-10
LED LED
6-70 / LED
LED
6-71 LED
6-72 40GBASE-SR4 NetMod
40GBASE-SR4
OTP/MTP 1 12
8
40.000 Gbps
/ / 10.3125 Gbps/
64/66b /+/- 100 ppm
100 m 320
50 -m/125 -m OM3
05m 2
40G MPO
840 860 nm 850 nm
FireSIGHT




W 5000

6-72 40GBASE-SR4 NetMod
40GBASE-SR4
2.4 dBm
-7.8 dBm
2.4 dBm
-9.5 dBm
1000BASE-T NetMod
1000BASE-T NetMod 4
LED
LED
6-73 / LED
LED
10 Mb 100 Mb
1 Gb
1000BASE-SX NetMod
1000BASE-SX NetMod 4
LED
LED LED

Jl FireSIGHT



8000

6-74 / LED

6-75 1000BASE-SX NetMod

1000BASE-SX

LC

1000 Mbps

/ / 1250 Mbps/8b/10b

62.5 -m/125 m 200 m 656
50 m/125 -m 500 m 1640

770 860 nm 850 nm

0 dBm

-9.5 dBm

0 dBm

-17 dBm

10GBASE MMSR SMLR NetMod

10GBASE MMSR SMLR NetMod
LED

10GBASE NetMod SFP

SFP

FireSIGHT




W 5000

LED LED
6-76 / LED
6-77 10GBASE MMSR SMLR NetMod
10GBASE MMSR 10GBASE SMLR
LC LC
10.000 Gbps 10.000 Gbps
/ 10.3125 Gbps/ 10.3125 Gbps/
/ 64/66b / 64/66b
+/- 100 ppm +/- 100 ppm
840 860 nm 1270 1355 nm
850 nm 1310 nm
26 m 85 33m 108 2m 10km 6
62.5 -m/125 -m BW 6.2
160 200 9 -m/125 -m
66m 216 82 m 269
50 -m/125 -m BW
400 500
300 m 980
OM3
2m 6
840 860 nm 1270 1355 nm
850 nm 1310 nm
-1 dBm -0.5 dBm
-7.3 dBm -8.2 dBm
-1dBm -0.5 dBm
-9.9 dBm -14.4 dBm

Jl FireSIGHT



8000

8000

LED
LED 3D8140
3D8250 3D8350 3D8260/3D8270/3D8290
3D8360/3D8370/3D8390
6-78 LED
FireSIGHT




W 5000

Jl FireSIGHT
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L
]
g
i
H

FireSIGHT

I1SO

ASA FirePOWER

ASA

. P.7-1

. P.7-2

. ISO P.7-4

. P.7-5

. P.7-9
« CD DC1000 DC3000 P.7-18

. P.7-19

»  Lights-Out Management P.7-20

Lights-Out Management LOM

FireSIGHT




7 FireSIGHT

FireSIGHT System User

Guide
FireSIGHT
FireSIGHT
P.1-2
~
P.7-2
FireSIGHT
Admin
1
2 ISO
3
4
5
6 ISO
FireSIGHT

Jll_ FireSIGHT



FireSIGHT

7-1
DC1000 I1SO CD
DC3000 CD-ROM [yCS]
CD
DC500 USB USB
[yes]
3D9900 IS0
3D9900 KVM
3
ISO LOM 3
Web
/KVM
USB VGA FireSIGHT
KVM
KVM
3 3D9900
/
3D2100/2500/3500/4500 FireSIGHT
Cisco
HyperTerminal
Xmodem
/
P.3-21
Serial over LAN  SOL Lights-Out Management LOM
Serial over LAN SoL Lights-Out Management LOM
3 LOM
LOM LOM

P.7-20

Lights-Out Management

FireSIGHT |
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