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Firepower-chassis # scopefirmware
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Firepower-chassis /firmware # download image URL

URL
« ftp:// username@hostname / path
* scp:// username@hostname / path
« sftp:// username@hostname / path

« tftp:// hostname : port-num / path

Firepower-chassis /firmware # show package image_name detail

SCP

Firepower-chassis # scope firmware
Firepower-chassis /firmware # download image
scp://user@192.168.1.1/images/fxos-k9.1.1.1.119.SPA
Firepower-chassis /firmware # show package fxos-k9.1.1.1.119.SPA detail
Download task:

File Name: fxos-k9.1.1.1.119.SPA

Protocol: scp

Server: 192.168.1.1

Userid:

Path:

Downloaded Image Size (KB): 5120

State: Downloading

Current Task: downloading image fxos-k9.1.1.1.119.SPA from
192.168.1.1(FSM-STAGE:sam:dme:FirmwareDownloaderDownload:Local)
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Firepower-chassis# scopefirmware

auto-install
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Firepower-chassis /firmware # scopeauto-install

FXOS
Firepower-chassis /firmware/auto-install # installplatformplatform-versversion_number
version_number FXOS
1.1(2.51)
FXOS
yes
yes no

Firepower eXtensible Operating System

a) scopefirmware
b) scopeauto-install
¢) showfsmstatusexpand
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Firepower-chassis /ssa # scopeapp-software

Firepower-chassis /ssa/app-software # download image URL
URL
« ftp://username@hostname/path
« scp://lusername@hostname/path
« sftp://username@hostname/path

« tftp://hostname:port-num/path

Firepower-chassis /ssa/app-software # show download-task

Firepower-chassis /ssa/app-software # up
Firepower-chassis /ssa # show app

Firepower-chassis /ssa # scope app application_type image_version
Firepower-chassis /ssa/app # show expand

SCP

Firepower-chassis # scope ssa

Firepower-chassis /ssa # scope app-software
Firepower-chassis /ssa/app-software # download image
scp://user@®192.168.1.1/images/cisco-asa.9.4.1.65.csp
Firepower-chassis /ssa/app-software # show download-task

Downloads for Application Software:
File Name Protocol Server Userid State

cisco-asa.9.4.1.65.csp Scp 192.168.1.1 user Downloaded
Firepower-chassis /ssa/app-software # up
Firepower-chassis /ssa # show app

Application:

Name Version Description Author Deploy Type CSP Type Is Default App
asa 9.4.1.41 NZA Native Application No
asa 9.4.1.65 N/A Native Application Yes

Firepower-chassis /ssa # scope app asa 9.4.1.65
Firepower-chassis /ssa/Zapp # show expand

Application:
Name: asa
Version: 9.4.1.65
Description: N/A
Author:
Deploy Type: Native
CSP Type: Application
Is Default App: Yes

App Attribute Key for the Application:
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App Attribute Key Description

cluster-role
mgmt-ip
mgmt-url

Net Mgmt Bootstrap Key for the Application:

This is the role of the blade in the cluster
This is the IP for the management interface
This is the management URL for this application

Bootstrap Key Key Data Type Is the Key Secret Description

PASSWORD String Yes
Port Requirement for the Application:
Port Type: Data
Max Ports: 120
Min Ports: 1

Port Type: Mgmt
Max Ports: 1
Min Ports: 1

Mgmt Port Sub Type for the Application:
Management Sub Type

Default

Port Type: Cluster

Max Ports: 1

Min Ports: O
Firepower-chassis /ssa/app #

The admin user password.
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Firepower-chassis # scopessa

Firepower-chassis /ssa # scopeslotslot_number
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Firepower-chassis /ssa/slot # scopeapp-instanceapp_template

Firepower-chassis /ssa/slot/app-instance # setstartup-versionversion_number

commit-buffer

1 ASA
show

Firepower-chassis# scope ssa

Firepower-chassis /ssa # scope slot 1

Firepower-chassis /ssa/slot # scope app-instance asa

Firepower-chassis /ssa/slot/app-instance # set startup-version 9.4.1.65
Firepower-chassis /ssa/slot/app-instance* # show configuration pending
enter app-instance asa

+ set startup-version 9.4.1.65

exit

Firepower-chassis /ssa/slot/app-instance* # commit-buffer
Firepower-chassis /ssa/slot/app-instance # show

Application Instance:
Application Name Admin State Operational State Running Version Startup Version
asa Enabled Updating 9.4.1.41 9.4.1.65
Firepower-chassis /ssa/slot/app-instance #
Firepower-chassis /ssa/slot/app-instance # show

Application Instance:
Application Name Admin State Operational State Running Version Startup Version

asa Enabled Online 9.4.1.65 9.4.1.65
Firepower-chassis /ssa/slot/app-instance #
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fxos-chassis # scopefirmware
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fxos-chassis /firmware # download image URL

URL
« ftp:// username@hostname / path
* scp:// username@hostname / path
« sftp:// username@hostname / path

« tftp:// hostname : port-num / path

fxos-chassis /firmware # show download task image_name detail

fxos-chassis /firmware # show package image_name expand

fxos-chassis /firmware # show package

a) firmware-install
fxos-chassis /firmware # scope firmware-install

b)
fxos-chassis /firmware/firmware-install # install firmware pack-version version_number

C)  yes

d) yes FXO0S

fxos-chassis /firmware/firmware-install # show detail

fxos-chassis /firmware/firmware-install # top
fxos-chassis # scope firmware

fxos-chassis /firmware # show sup version
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fxos-chassis# scope firmware

fxos-chassis /firmware # download image tftp://10.10.10.1/fx0s-k9-fprok-firmware.1.0.10.SPA

fxos-chassis /firmware # show download-task fxos-k9-fpr9k-firmware.1.0.10.SPA detail

Download task:

File Name: fxos-k9-fprok-firmware.1.0.10.SPA

Protocol: Tftp

Server: 10.10.10.1

Port: O

Userid:

Path:

Downloaded Image Size (KB): 2104

Time stamp: 2015-12-04T23:51:57.846

State: Downloading

Transfer Rate (KB/s): 263.000000

Current Task: unpacking image fxos-k9-fpr9k-firmware.1.0.10.SPA on primary(
FSM-STAGE : sam:dme : FirmwareDownloaderDownload :UnpackLocal)

fxos-chassis /firmware # show package fxos-k9-fpr9k-firmware.1.0.10.SPA expand
Package fxos-k9-fpr9k-firmware.1.0.10.SPA:
Images:
fxos-k9-fprok-fpga.1.0.5.bin
xos-k9-fpr9k-rommon.1.0.10.bin
fxos-chassis /firmware # show package
Name Version

fxos-k9-fprok-firmware.1.0.10.SPA 1.0.10

fxos-chassis /firmware # scope firmware-install
fxos-chassis /firmware/firmware-install # install firmware pack-version 1.0.10

Verifying FXOS firmware package 1.0.10. Verification could take several minutes.
Do you want to proceed? (yes/no):yes

FXOS SUP ROMMON: Upgrade from 1.0.10 to 1.0.10
FX0S SUP FPGA : Upgrade from 1.04 to 1.05

This operation upgrades SUP firmware on Security Platform.

Here is the checklist of things that are recommended before starting the install operation

(1) Review current critical/major faults
(2) Initiate a configuration backup

Attention:
The system will be reboot to upgrade the SUP firmware.
The upgrade operation will take several minutes to complete.
PLEASE DO NOT POWER RECYCLE DURING THE UPGRADE.

Do you want to proceed? (yes/no):yes

Upgrading FXOS SUP firmware software package version 1.0.10

command executed
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