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�¥�Ð�å�»�Û�–�å  �–�å�±�î�Ç�™�–�«�b�Q#Ý
  show �¥�Ð�å�»���Š�b�Ç�•�Ý�±�Ü�å�¢
show �¥�Ð�å�»�[�Ç�•�Ý�±�Ü�å�¢  �œ�É�©�Ù�å�†�Q#Ý�M�•���œ�b�S�e�c�
���b�\�>�~�[�M��

hostname# show command | { include | exclude | begin | grep  [ -v ]} regexp

�G�b�¥�Ð�å�»�e�Ð�4�b�q�6�b)ª�¬>& |>'�c ‡'ì�Ê�[�6�~�
�¥�Ð�å�»
Æ�_�µ�u�•�²0[�@�6�~�r�M���G�b ‡
'ì�Ê�c�
 show �¥�Ð�å�»�b���Š�†�Ç�•�Ý�±�_1��_�K�r�M���S�e
Æ�_�µ�r�€�•�Q�b�Ú�b)ª�¬>& |>'�c�æ�p�œ
�É�©�Ù�å�†&g�M�v�b�[�6�~�
�¥�Ð�å�»�b�M4Š�[�c�6�~�r�O�‡��

include �œ�É�©�Ù�å�†�æ���M�•�\�
�G0d/²#'�_�M+´�M�•�M�m�Z�b���Š/œ�@/²&g�I�€�r�M�� -v �†�Ü�E�N�_  
grep �œ�É�©�Ù�å�†�Q#Ý�M�•���œ�v�
� �L)��Ý�\�^�~�r�M�� exclude �œ�É�©�Ù�å�†�æ���M�•�\�
�G0d/²
#'�_�M+´�M�•�M�m�Z�b���Š/œ�@7V�¥�I�€�r�M�� -v �†�Ü�E�Z  grep �œ�É�©�Ù�å�†�Q#Ý�M�•���œ�v�
� �L)�
�Ý�\�^�~�r�M�� begin �œ�É�©�Ù�å�†�æ���M�•�\�
�G0d/²#'�_�M+´�M�•/œ�[���r�•�M�m�Z�b���Š/œ�@/²&g
�I�€�r�M��

regexp �_�c�
 Cisco IOS �b�G0d/²#'�†�æ���K�r�M���G0d/²#'�c�M5��,#Ý'¢�r�S�c�§5��,#Ý'¢�[�V�r�€�Z
�8�r�O�‡���K�S�@�W�Z�
�Ž�•�b'5$Ñ�«�Ì�î�«�@�G0d/²#'�b�M4Š�\0Ž5��I�€�•�S�u�
�Ž�•�b'5$Ñ�«�Ì�î�«
�_�@�–�K�Z�C�T�I�8��

�G0d/²#'�†�8�B�M�•���œ�c�
!·�œ�M�•�õ�–�b�e�Ð�r�S�c�X�Ð�†�Q#Ý�[�A�r�M���r�S�
 �Ó�±�e�Ð �\�ç�d�€
�•�Ÿ�î�Î�î�»�e�Ð�c�
�G0d/²#'�[�Q#Ý�I�€�•�\"I�9�^�–�á�†�â�U�r�M��

Ctrl  �Ÿ�î�†�²�K�S"g�Â�[  V �Ÿ�î�†�²�M�\�
 CLI �_�>�8�Z�
$2�e'¢>& ?>'�x�±�È�^�]�b"I�f�e�Ð�†�M�m�Z
�š�«�£�î�É�[�A�r�M���S�\�<�d�
�¥�å�Ç�•� �×�Þ�î�©�Ù�å�[  d?g �\
°�Š�M�•�_�c�
 d[Ctrl+V]?g  �\
�Ÿ�î
°�Š�K�r�M��

/² 2 �c�
"I�f�^�–�á�†�â�X�Ó�±�e�Ð�b�Ü�«�º�[�M��

/² 2 regex �Ó�±�e�Ð

�e�Ð 1��Â �@�–�¦8o

. �»�µ�º �õ�–�b�"�M�e�Ð�\�M+´�K�r�M���S�\�<�d�
 d.g �c�
 dog�

dag�
 dtg�
�>�|�g�G�€�}�b�e�Ð�†�µ�t�õ�–�b�"1�

>&doggonnit �^�]>'�_�M+´�K�r�M��

(exp) �§�È/²#' �§�È/²#'�c�
�e�Ð�†�Ø�V�b�e�Ð�?�}�(7³�K�Z�
�§�È/²
#'�_�Ú�b�Ó�±�e�Ð�†�Q#Ý�[�A�•�|�:�_�K�r�M���S�\�<
�d�
 d(o|a)g �c  dog �>�|�g  dag �_�M+´�K�r�M�@�
 do|ag 
�c  do �>�|�g  ag �_�M+´�K�r�M���r�S�
�§�È/²#'�†)Þ�~
3É�K7H���8#Ý(ò�\�\�v�_�Q#Ý�K�Z�
)Þ�~3É�M�e�Ð�†�

�9�[�A�r�M���S�\�<�d�
 ab(xy){3}z �c�
 abxyxyxyz �_
�M+´�K�r�M��

| �æ�p �G�b�Ó�±�e�Ð�_�|�W�Z�
�)�}�€�Z�8�•0
�X�b/²#'�b�8
�N�€�?�\�M+´�K�r�M���S�\�<�d�
 dog|cat �c�
 dog �r�S
�c  cat �_�M+´�K�r�M��

? $2�e'¢ %$�S�b/²#'�@  0 �r�S�c  1 �¶�Ñ�~�M�•�G�\�†&g�M�Ÿ8í�Ê��
�S�\�<�d�
 lo?se �c�
 lse �r�S�c  lose �_�M+´�K�r�M��

>&�@>' Ctrl+V �†
°�Š�K�Z�?�}$2�e'¢�†
°�Š�K�^�8�\�

�Ê�Ý�É�µ+��@�ç�g���I�€�r�M��

* �”�«�±�Ü�«�¡ %$�S�b/²#'�@  0�
 1�
�r�S�c�õ�–�b�¶�X�Ñ�~�M�•�G�\�†
&g�M�Ÿ8í�Ê���S�\�<�d�
 lo*se �c�
 lse�
 lose�
 loose �^
�]�_�M+´�K�r�M��

+ �É�Û�« %$�S�b/²#'�@�a�^�C�\�v  1 �¶�Ñ�~�M�•�G�\�†&g�M�Ÿ8í
�Ê���S�\�<�d�
 lo+se �c�
 lose �>�|�g  loose �_�M+´�K�r
�M�@�
 lse �_�c�M+´�K�r�O�‡��
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�¥�Ð�å�»�Û�–�å  �–�å�±�î�Ç�™�–�«�b�Q#Ý
  �¥�Ð�å�»���Š�b�Ì�î�ª�å�¢
�¥�Ð�å�»���Š�b�Ì�î�ª�å�¢
help�
 ?�
 show�
 show xlate �x�
�Ü�«�º�@6×�8�Q�b�Ú�b�¥�Ð�å�»�^�]�[�c�
#ì8��_�_���†/²&g�K�Z�õ
�F�M�•�?�
�ö�¢�M�•�r�[�¥�Ð�å�»�†��/œ�I�O�•�?�†�æ���[�A�r�M�� pager �¥�Ð�å�»�†�Q#Ý�M�•�\�
#ì8�
�V�_/²&g�M�•/œ�X�†4E�¥�K�Z�
�Q�b/œ�X�†/²&g�K�S�‹�_  More �É�ß�å�É�º�†/²&g�M�•�|�:�_�[�A�r�M��

�Ì�î�ª�å�¢�@�–�¿�î�È�Ý�_�^�W�Z�8�•�\�A�_�c�
���b�É�ß�å�É�º�@/²&g�I�€�r�M��

<--- More --->

More �É�ß�å�É�º�b�S�e�c�
 UNIX �b  more �¥�Ð�å�»�\���Z�8�r�M��

• ���b  1 #ì8��(�b�_���†/²&g�M�•�_�c�
�«�Ì�î�«  �Â�î�†�²�K�r�M��

{x} �r�S
�c  {x,}

�q�`)Þ�~3É�K7H���8#Ý(ò �a�^�C�\�v  x �G)Þ�~3É�K�r�M���S�\�<�d�
 ab(xy){2,}z 
�c�
 abxyxyz �x  abxyxyxyz �^�]�_�M+´�K�r�M��

[abc] �e�Ð�¡�Û�« �•�µ�¥
Æ�b�õ�–�b�e�Ð�\�M+´�K�r�M���S�\�<�d�
 [abc] 
�c�
 a�
 b�
�r�S�c  c �_�M+´�K�r�M��

[^ abc] �°���e�Ð�¡�Û�« 0…�•�µ�¥�_�µ�r�€�Z�8�^�8�"�M�e�Ð�\�M+´�K�r�M���S
�\�<�d�
 [^abc]  �c�
 a�
 b�
 c �è�¥�b�õ�–�b�e�Ð�_�M+´
�K�r�M�� [^A-Z]  �c�
�±�e�Ð�b�”�Ý�Ç�“�Ë�µ�º�e�Ð�è�¥
�b�õ�–�b�"�M�b�e�Ð�_�M+´�K�r�M��

[a-c] �e�Ð(
�V�¡�Û�« (
�V
Æ�b�õ�–�b�e�Ð�\�M+´�K�r�M�� [a-z] �c�
�õ�–�b�`
�e�Ð�b�”�Ý�Ç�“�Ë�µ�º�e�Ð�_�M+´�K�r�M���e�Ð�\(
�V
�†)��s�œ�ƒ�O�Z�Q#Ý�M�•�G�\�v�[�A�r�M�� [abcq-z] �>
�|�g  [a-cq-z] �c�
 a�
 b�
 c�
 q�
 r�
 s�
 t�
 u�
 v�
 w�
 x�

y�
 z �_�M+´�K�r�M��

�²�µ�©�×>& ->'�e�Ð�c�
0…�•�µ�¥
Æ�b�q�6�b�e�Ð�r�S�c
�q�‹�b�e�Ð�[�6�•���œ�_�b�s�Ü�¸�Û�Ý�\�^�~�r�M

>&[abc-] �x  [-abc]>'��

"" �,#Ý'¢ �e�Ð�4�b�Ž�•�r�S�c
›8Œ�b�«�Ì�î�«�†�–�â�K�r�M���S
�\�<�d�
 " test"  �c�
�M+´�†�è(ô�M�•���œ�_
›8Œ�b�«
�Ì�î�«�†�–�â�K�r�M��

^ �Ÿ�Õ�Þ�µ�º /œ�b
›8Œ�†�æ���K�r�M��

\ �š�«�£�î�É�e�Ð �Ó�±�e�Ð�\�\�v�_�Q#Ý�M�•�\�
�Ü�¸�Û�Ý�e�Ð�\�M+´�K
�r�M���S�\�<�d�
 \[ �c�e0…�•�µ�¥�_�M+´�K�r�M��

char �e�Ð �e�Ð�@�Ó�±�e�Ð�[�^�8���œ�c�
�Ü�¸�Û�Ý�e�Ð�\�M+´�K
�r�M��

\r �Ÿ�• �Ÿ�•  0x0d �\�M+´�K�r�M��

\n �5/œ �5/œ 0x0a �\�M+´�K�r�M��

\t Tab �±�È  0x09 �\�M+´�K�r�M��

\f �5�Ì�î�ª �Ç�›�î�Ò  �Ç�•�î�»  0x0c �\�M+´�K�r�M��

\xNN �š�«�£�î�É�I�€�S  16 4
�X 16 4
�X>&�]�&�_  2 �F>'�†�Q#Ý�K�S  ASCII �e�Ð�\�M+´�K
�r�M��

\NNN �š�«�£�î�É�I�€�S  8 4
�X 8 4
�X>&�]�&�_  3 �F>'�\�K�Z�b  ASCII �e�Ð�\�M+´�K�r
�M���S�\�<�d�
�e�Ð  040 �c�«�Ì�î�«�†/²�K�r�M��

/² 2 regex �Ó�±�e�Ð  >&)F�A>'

�e�Ð 1��Â �@�–�¦8o
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�¥�Ð�å�»�Û�–�å  �–�å�±�î�Ç�™�–�«�b�Q#Ý
  �¥�Ó�å�º�b3ã�•
• ���b/œ�†/²&g�M�•�_�c�
 Enter �Ÿ�î�†�²�K�r�M��

• �¥�Ð�å�»�Û�–�å�_�`�•�_�c�
 q �Ÿ�î�†�²�K�r�M��

�¥�Ó�å�º�b3ã�•
/œ�b
›8Œ�_�¥�ß�å>& :>'�†*(�8�Z�
�¥�Ó�å�º�†�8�B�[�A�r�M���K�?�K�
�¥�Ó�å�º�@/²&g�I�€�•�b�c�¥�Ð
�å�»  �Ä�«�º�Ü  �Â�µ�Ç�“�T�E�[�
�¥�å�Ç�•� �×�Þ�î�©�Ù�å�_�c/²&g�I�€�r�O�‡���K�S�@�W�Z�
�¥�Ó�å�º
�c�
 show history �¥�Ð�å�»�†�Q#Ý�M�•�?�
%®�3�Ÿ�î�†�²�K�Z�S�b�¥�Ð�å�»�†�v�“�M�•�G�\�_�|�W�Z/²
&g�[�A�r�M�@�
�¥�å�Ç�•� �×�Þ�î�©�Ù�å�_�c�µ�r�€�^�8�b�[�
 write terminal  �¥�Ð�å�»�[�c/²&g�[�A�r
�O�‡��

�¸�Ÿ�«�º  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ç�“�–�Ý
�G�b8o�[�c�
�­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�_�²�˜�å�ß�î�»�[�A�•�¸�Ÿ�«�º  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  
�Ç�“�–�Ý�†�Ç�›�î�Ð�µ�º�M�•�‰�2�_�X�8�Z1��Â�K�r�M�����b8o% �†�v�~�V�F�r�M��

• ���¸�Ÿ�«�º  �Ç�“�–�Ý�[�¥�Ð�å�»�\/œ�@�P�Â�M�•�Ù)��s�� >&P.13>'

• ���¥�Ð�å�»�[�w�b�¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ô�î�»  �¥�Ð�å�»�� >&P.13>'

• ��+¬�·�¸�Ÿ�«�º
°�Š�� >&P.14>'

• ��/œ�b8p�Î�� >&P.14>'

• ���¸�Ÿ�«�º  �¥�å�Ç�•� �×�Þ�î�©�Ù�å�_�µ�r�€�^�8�¥�Ð�å�»�� >&P.14>'

• ���Ã�«�á�î�»�� >&P.14>'

• ���Ð�Ý�³�­�Ÿ�×�Ü�¸�•  �¥�å�¸�Ÿ�«�º  �Ç�“�–�Ý�� >&P.14>'

�¸�Ÿ�«�º  �Ç�“�–�Ý�[�¥�Ð�å�»�\/œ�@�P�Â�M�•�Ù)��s

�¸�Ÿ�«�º  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ç�“�–�Ý�_�c�
�G�b�ž�–�»�[1��Â�M�•�¥�Ð�å�»�_�P�Â�M�•/œ�@�µ�r
�€�Z�8�r�M��

�[�[�c�
�¥�Ð�å�»�b�S�_  CLI �É�ß�å�É�º�@�6�~�r�M�����b�[�[�c�
 CLI �É�ß�å�É�º�c
�� hostname(config)#���[�M��

hostname(config)# context a

�¸�Ÿ�«�º  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ç�“�–�Ý�[�c�
�¥�Ð�å�»�b
°�Š�†�Ó�u�•�É�ß�å�É�º�@/²&g�I�€�^�8
�b�[�
�É�ß�å�É�º�c%,$��I�€�Z�8�r�M��

context a

�¥�Ð�å�»�[�w�b�¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ô�î�»  �¥�Ð�å�»

�¥�Ð�å�»�[�w�b�¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ô�î�»  �¥�Ð�å�»�c�
�¥�Ð�å�»�Û�–�å�[
°�Š�I�€�S�\�A�_�
�Ó
�–�å  �¥�Ð�å�»�b�W�_�Ð�W�F�K�Z/²&g�I�€�r�M���¸�Ÿ�«�º  �Ç�“�–�Ý�b/œ�c�
�¥�Ð�å�»�@�Ó�–�å  �¥�Ð�å�»
�b�M�D�‹�_/²&g�I�€�•7H�~�
�Ð�W�F�M�•�²0[�c�6�~�r�O�‡���S�\�<�d�
���b�¸�Ÿ�«�º�c�Ð�W�F�I�€�Z�8
�r�O�‡�@�
�Ð�W�F�K�S�¸�Ÿ�«�º�\� �L�|�:�_1��s�v�}�€�r�M��

interface gigabitethernet0/0
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�¥�Ð�å�»�Û�–�å  �–�å�±�î�Ç�™�–�«�b�Q#Ý
  �¸�Ÿ�«�º  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ç�“�–�Ý
nameif inside
interface gigabitethernet0/1

nameif outside

+¬�·�¸�Ÿ�«�º
°�Š

�¥�å�Ç�•� �×�Þ�î�©�Ù�å�†�­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�_�²�˜�å�ß�î�»�M�•�\�
�­�Ÿ�×�Ü�¸�•  �”�É�Û
�–�”�å�«�_�|�~�M4Š�b/œ�@+¬�·$×�_��
°�I�€�r�M���S�\�<�d�
�­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�c�
�¹
�Ç�›�Ý�º0¿���b�S�u�
�r�S�c�¥�å�Ç�•� �×�Þ�î�©�Ù�å�@�š�f�I�€�S�\�A�b�S�u�b/œ�†��
°�K�r�M���¸�Ÿ
�«�º  �Ç�“�–�Ý�†�8�B�M�•�\�A�c�
�G�€�}�b+¬�·
°�Š�†/œ�:�²0[�c�6�~�r�O�‡��

/œ�b8p�Î

�o�\�‡�]�b���œ�
�¥�Ð�å�»�c�Ç�“�–�Ý
Æ�[�õ�–�b8p�Î�_*(�C�G�\�@�[�A�r�M���S�T�K�
 ACE �^�]�8�C
�X�?�b/œ�c/²&g�I�€�S8p�_��#.�I�€�•�b�[�
8p�Î�@�”�¡�­�«  �Ü�«�º�b�µ+��_�s8j�M�•���œ�@�6�~�r�M��
�Q�b�Ú�b�¥�Ð�å�»�[�v�
8p�Î�b0[�ó�@�6�•���œ�@�6�~�r�M���S�\�<�d�
�6�•�–�å�±�î�Ç�™�–�«�b�¡�S�†
�¨�X�b�‹)F�¥�Ð�å�»�@�Q#Ý�M�•���œ�c�
�Q�b�–�å�±�î�Ç�™�–�«�b  nameif �¥�Ð�å�»�†�r�N
°�Š�M�•�²0[
�@�6�~�r�M���r�S�
�¥�Ð�å�»�[�w�b�¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ô�î�»�b�¥�Ð�å�»�c�
�Ó�–�å  �¥�Ð�å�»�b
%$�‹�_*(�C�²0[�@�6�~�r�M��

�¸�Ÿ�«�º  �¥�å�Ç�•� �×�Þ�î�©�Ù�å�_�µ�r�€�^�8�¥�Ð�å�»

�8�C�X�?�b�¥�Ð�å�»�c�
�¥�å�Ç�•� �×�Þ�î�©�Ù�å�_/œ�†��
°�K�r�O�‡���S�\�<�d�

show running-config �^�]�b�Û�å�±�–�Ò  �¥�Ð�å�»�c�
�¸�Ÿ�«�º  �Ç�“�–�Ý
Æ�_�P�Â�M�•/œ�@�6�~�r�M��

�Ã�«�á�î�»

�ß�¢�–�å  �Ã�«�á�î�»�
�–�¿�î�È�Ý  �Ã�«�á�î�»�
�>�|�g�Ø�î�¨  �Ã�«�á�î�»�c�
�¥�å�Ç�•� �×�Þ�î�©�Ù�å
�_�–�Ñ�I�€�•�S�_+¬�·$×�_�/�•�ì�I�€�r�M���S�\�<�d�
�Ã�«�á�î�»�� cisco���b�/�•�ì�I�€�S�g�'�c  
jMorNbK0514fadBh �b�|�:�_�^�~�r�M���¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ã�«�á�î�»�c�/�•�ì�I�€�S�g�'�[�9
�b�­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�_�¥�Æ�î�[�A�r�M�@�
�Q�b�Ã�«�á�î�»�b�/�•�†0Ž1��M�•�G�\�c�[�A�r
�O�‡��

�/�•�ì�I�€�Z�8�^�8�Ã�«�á�î�»�†�¸�Ÿ�«�º  �Ç�“�–�Ý�_
°�Š�K�S���œ�
�¥�å�Ç�•� �×�Þ�î�©�Ù�å�†�­
�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�_�¥�Æ�î�K�Z�v�
�­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�c+¬�·$×�_�Ã�«�á�î�»�†�/
�•�ì�K�r�O�‡���­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�@�Ã�«�á�î�»�†�/�•�ì�M�•�b�c�
 copy running-config 
startup-config �¥�Ð�å�»�r�S�c  write memory �¥�Ð�å�»�†�Q#Ý�K�Z�
�¥�Ð�å�»�Û�–�å�?�}��/œ�¥�å�Ç�•
� �×�Þ�î�©�Ù�å�†�–�Ñ�K�S���œ�b�s�[�M��

�Ð�Ý�³�­�Ÿ�×�Ü�¸�•  �¥�å�¸�Ÿ�«�º  �Ç�“�–�Ý

�Ð�Ý�³  �­�Ÿ�×�Ü�¸�•  �¥�å�¸�Ÿ�«�º�b���œ�
�¥�å�Ç�•� �×�Þ�î�©�Ù�å
²�/�c���_&g�M0
�X�b4Š�(�[�S�B
�I�€�r�M��

• �­�Ÿ�×�Ü�¸�•  �¥�å�¸�Ÿ�«�º  �¥�å�Ç�•� �×�Þ�î�©�Ù�å

• �¥�å�¸�Ÿ�«�º�b�Ü�«�º�^�]�
�­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�b�ö�•0¿���†&g�M�©�«�¸�Ò  �¥�å�Ç�•
� �×�Þ�î�©�Ù�å
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�¥�Ð�å�»�Û�–�å  �–�å�±�î�Ç�™�–�«�b�Q#Ý
  �¸�Ÿ�«�º  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ç�“�–�Ý
• �©�«�¸�Ò  �¥�å�Ç�•� �×�Þ�î�©�Ù�å#Ý�b�¿�µ�º�á�î�¡  �–�å�±�î�Ç�™�–�«�†�f�j�M�•'ö#.�¥�å�¸�Ÿ�«
�º

�©�«�¸�Ò  �¥�å�Ç�•� �×�Þ�î�©�Ù�å�_�c�
�Q�€+¬�/�b�–�å�±�î�Ç�™�–�«�r�S�c�¿�µ�º�á�î�¡0¿���c
�µ�r�€�Z�8�r�O�‡���æ�ƒ�~�_�
�©�«�¸�Ò�c�
�¿�µ�º�á�î�¡  �Ü�¯�î�«�_�”�¡�­�«�M�•�²0[�@�6�•�\
�A�_>&�§�î�Â�?�}�¥�å�¸�Ÿ�«�º�†�²�˜�å�ß�î�»�M�•�\�A�^�]>' �
'ö#.�¥�å�¸�Ÿ�«�º�\�K�Z�æ���I�€
�S�¥�å�¸�Ÿ�«�º�†�Q#Ý�K�r�M��

�›�¥�å�¸�Ÿ�«�º�c�
�©�å�¢�Ý  �¥�å�¸�Ÿ�«�º  �Ô�î�»  �¥�å�Ç�•� �×�Þ�î�©�Ù�å�_���Z�8�r�M���©�«�¸�Ò  �¥
�å�Ç�•� �×�Þ�î�©�Ù�å�_�c�©�«�¸�Ò7H���b�¥�Ð�å�»>&
²�¥�å�¸�Ÿ�«�º�b�Ü�«�º�^�]>'�@�µ�r�€�Z�>�~�

�Q�b�Ú�b�M+á$×�^�¥�Ð�å�»>&�¨�X�b�–�å�±�î�Ç�™�–�«  �Ã�Û�Ó�î�±�^�]>'�c�Ñ�~�K�^�8!l�[�
�©�«�¸�Ò  
�¥�å�Ç�•� �×�Þ�î�©�Ù�å�c�
�¥�å�¸�Ÿ�«�º  �¥�å�Ç�•� �×�Þ�î�©�Ù�å�\�c$��^�W�Z�8�r�M��
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�¥�Ð�å�»�Û�–�å  �–�å�±�î�Ç�™�–�«�b�Q#Ý
  �¸�Ÿ�«�º  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ç�“�–�Ý
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C H A P T E R 2

aaa accounting �¥�Ð�å�»>|  
accounting-server-group �¥�Ð�å�»
2-1
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'¨  2 'v       aaa accounting �¥�Ð�å�»>|  accounting-server-group �¥�Ð�å�»
  aaa accounting command
aaa accounting command
CLI �[  show �¥�Ð�å�»�è�¥�b�¥�Ð�å�»�†
°�Š�K�S�\�A�_  TACACS+ �”�•�˜�å�¸�•�å�¢  �§�î�Â�_�”�•�˜
�å�¸�•�å�¢  �Ó�µ�­�î�ª�†3æ�™�M�•�_�c�
 �¢�ß�î�Â�Ý  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ô�î�»�[  aaa accounting 
command �¥�Ð�å�»�†
°�Š�K�r�M���¥�Ð�å�»  �”�•�˜�å�¸�•�å�¢�b�§�Ï�î�º�†�¹�•�­�î�È�Ý�_�M�•�_�c�

�G�b�¥�Ð�å�»�b  no �g�'�†�Q#Ý�K�r�M��

aaa accounting command [privilege level] tacacs+-server-tag

no aaa accounting command [privilege level] tacacs+-server-tag

�S�e�b1��Â

�¹�Ç�›�Ý�º �¹�Ç�›�Ý�º�b"I�’�Þ�Ë�Ý�c  0 �[�M��

�¥�Ð�å�»  �Ô�î�» ���b/²�_�
�¥�Ð�å�»�†
°�Š�[�A�•�Ô�î�»�†&g�K�r�M��

�¥�Ð�å�»�š�T

�Q#Ý�V�b�ž�–�»�Û�–�å aaa accounting command �¥�Ð�å�»�†0¿���M�•�\�
'ö#.*…�@
°�Š�M�•  show �¥�Ð�å�»�è�¥�b�›�¥�Ð�å�»
�@0°6��I�€�
�”�•�˜�å�¸�•�å�¢  �§�î�Â�_3æ�™�I�€�r�M��

tacacs+-server-tag aaa-server protocol �¥�Ð�å�»�[�æ���M�•�|�:�_�
�”�•�˜�å�¸�•�å�¢  �Þ�¥�î
�»�b3æ�™
›�b  TACACS+ �§�î�Â�r�S�c�§�î�Â�b�¢�Ý�î�É�†�æ���K�r�M��

privilege level privilege �¥�Ð�å�»�†�Q#Ý�K�Z�¥�Ð�å�»�b"I�’�Þ�Ë�Ý�†�•�«�±�Ð�–�¬�M�•��
�œ�
�q�`"I�’�Þ�Ë�Ý�†�æ���M�•�G�\�_�|�W�Z�
�­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å
�«�[��#.�b�P1ß�\�M�•�¥�Ð�å�»�†�D7H�[�A�r�M���q�`"I�’�Þ�Ë�Ý�|�~�v�W
�b�¥�Ð�å�»�c�
�­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�[��#.�b�P1ß�\�^�~�r�O�‡��

>&�@>' �ë�F�I�€�S�¥�Ð�å�»�†
°�Š�K�Z  privilege �Ÿ�î�á�î�»�†�–�¿�î�È�Ý
�_�K�S���œ�
�ë�F�I�€�S�¥�Ð�å�»�b�”�•�˜�å�¸�•�å�¢�_���c�­�Ÿ�×
�Ü�¸�•  �”�É�Û�–�”�å�«�_�|�W�Z3æ�™�I�€�r�O�‡���ë�F�I�€�S�¥�Ð�å
�»�†��#.�b�P1ß�\�M�•�_�c�
 privilege �Ÿ�î�á�î�»�†�¹�•�­�î�È�Ý
�_�K�r�M�� CLI �[�c�X�¨�C�b�ë�F�I�€�S�¥�Ð�å�»�@�r�T�w�E
°�€�}
�€�Z�8�r�M���G�€�}�b�¥�Ð�å�»�c�
#'�~�w�E
°�€�}�€�•�¥�Ð�å�»�_  
CLI �[�š�n�I�€�•���œ�v�6�~�r�M���ë�F�I�€�S�¥�Ð�å�»�c�
 CLI �b
�Ê�Ý�É�r�S�c�G�b�Ð�½�×�”�Ý�_�c0°3U�I�€�Z�8�r�O�‡��

�¥�Ð�å�»  �Ô�î�»

�Ç�“�–�”�˜�›�î�Ý  �Ô�î�» �­�Ÿ�×�Ü�¸�•  �¥�å�¸�Ÿ�«�º

�Ý�î�¸�µ�» 3ñ4# �©�å�¢�Ý

�Ð�Ý�³

�¥�å�¸�Ÿ�«
�º �©�«�¸�Ò

�¢�ß�î�Â�Ý  �¥�å�Ç�•� �×�Þ�î
�©�Ù�å

• • • • —

�Ü�Ü�î�« �š�f
Æ��

7.0(1) �G�b�¥�Ð�å�»�@�_
°�I�€�r�K�S��
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'¨  2 'v       aaa accounting �¥�Ð�å�»>|  accounting-server-group �¥�Ð�å�»
  aaa accounting command
�[ ���_�
�§�Ï�î�º�P1ß�b�¥�Ð�å�»�_�X�8�Z�”�•�˜�å�¸�•�å�¢  �Þ�¥�î�»�@#Õ�B�I�€�
�Q�€�}�b�Þ�¥�î�»�@  
adminserver �\�8�:�¡�S�b�¢�Ý�î�É�?�}�§�î�Â�_3æ�™�I�€�•�G�\�†�æ���M�•�[�†&g�K�r�M��

hostname(config)# aaa accounting command adminserver

6õ4��¥�Ð�å�» �¥�Ð�å�» 1��Â

aaa accounting TACACS+ �r�S�c  RADIUS �Ø�î�¨  �”�•�˜�å�¸�•�å�¢�†�–�¿�î�È�Ý�r�S
�c�¹�•�­�î�È�Ý�_�K�r�M>& aaa-server �¥�Ð�å�»�[�æ���K�S�§�î�Â�[>' ��

clear configure aaa 0¿���í�s�b  AAA �”�•�˜�å�¸�•�å�¢�Í�†�P7V�r�S�c�Ü�­�µ�º�K�r�M��

show running-config aaa AAA �¥�å�Ç�•� �×�Þ�î�©�Ù�å�†/²&g�K�r�M��
2-3
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'¨  2 'v       aaa accounting �¥�Ð�å�»>|  accounting-server-group �¥�Ð�å�»
  aaa accounting console
aaa accounting console
'ö#.*…�”�¡�­�«�b  AAA �”�•�˜�å�¸�•�å�¢�b�§�Ï�î�º�†�–�¿�î�È�Ý�_�M�•�_�c�
�¢�ß�î�Â�Ý  �¥�å�Ç�•
� �×�Þ�î�©�Ù�å  �Ô�î�»�[  aaa accounting console �¥�Ð�å�»�†�Q#Ý�K�r�M��'ö#.*…�”�¡�­�«�b  AAA �”
�•�˜�å�¸�•�å�¢�b�§�Ï�î�º�†�¹�•�­�î�È�Ý�_�M�•�_�c�
�G�b�¥�Ð�å�»�b  no �g�'�†�Q#Ý�K�r�M��

aaa accounting { serial | telnet | ssh | enable} console server-tag

no aaa accounting { serial | telnet | ssh | enable}  console server-tag

�S�e�b1��Â

�¹�Ç�›�Ý�º �¹�Ç�›�Ý�º�[�c�
'ö#.�”�¡�­�«#Ý�b  AAA �”�•�˜�å�¸�•�å�¢�c�¹�•�­�î�È�Ý�[�M��

�¥�Ð�å�»  �Ô�î�» ���b/²�_�
�¥�Ð�å�»�†
°�Š�[�A�•�Ô�î�»�†&g�K�r�M��

�¥�Ð�å�»�š�T

�Q#Ý�V�b�ž�–�»�Û�–�å aaa-server �¥�Ð�å�»�[�æ���í�s�b�§�î�Â  �¢�Ý�î�É�b�¡�S�†�æ���M�•�²0[�@�6�~�r�M��

�[ ���_�
�–�¿�î�È�Ý  �”�¡�­�«�_�X�8�Z�”�•�˜�å�¸�•�å�¢  �Þ�¥�î�»�@#Õ�B�I�€�
�Q�€�}�b�Þ�¥�î�»�@  
adminserver �\�8�:�¡�S�b�§�î�Â�_3æ�™�I�€�•�G�\�†�æ���M�•�[�†&g�K�r�M��

hostname(config)# aaa accounting enable console adminserver

enable "I�’  EXEC �Ô�î�»�b6ä���\)
�¢�†&g�M�”�•�˜�å�¸�•�å�¢  �Þ�¥�î�»�b#Õ�B
�†�–�¿�î�È�Ý�_�K�r�M��

serial �©�Ü�”�Ý  �¥�å�¯�î�Ý  �–�å�±�î�Ç�™�–�«�†�Ó�K�Z&�'g�I�€�•  admin �­�µ
�©�Ù�å�b&�'g�\)
�¢�†&g�M�”�•�˜�å�¸�•�å�¢  �Þ�¥�î�»�b#Õ�B�†�–�¿�î�È�Ý
�_�K�r�M��

server-tag aaa-server protocol �¥�Ð�å�»�[��*O�I�€�S�
�”�•�˜�å�¸�•�å�¢  �Þ�¥�î�»
�b3æ�™
›�b�§�î�Â  �¢�Ý�î�É�†�æ���K�r�M���w� �^�§�î�Â  �¢�Ý�î�É  �É�ß�º
�¥�Ý�c  RADIUS �\  TACACS+ �[�M��

ssh SSH �[�8�B�I�€�•  admin �­�µ�©�Ù�å�b&�'g�\)
�¢�†&g�M�”�•�˜�å�¸�•�å
�¢  �Þ�¥�î�»�b#Õ�B�†�–�¿�î�È�Ý�_�K�r�M��

telnet Telnet �[�8�B�I�€�•  admin �­�µ�©�Ù�å�b&�'g�\)
�¢�†&g�M�”�•�˜�å�¸�•�å
�¢  �Þ�¥�î�»�b#Õ�B�†�–�¿�î�È�Ý�_�K�r�M��

�¥�Ð�å�»  �Ô�î�»

�Ç�“�–�”�˜�›�î�Ý  �Ô�î�» �­�Ÿ�×�Ü�¸�•  �¥�å�¸�Ÿ�«�º

�Ý�î�¸�µ�» 3ñ4# �©�å�¢�Ý

�Ð�Ý�³

�¥�å�¸�Ÿ�«
�º �©�«�¸�Ò

�¢�ß�î�Â�Ý  �¥�å�Ç�•� �×�Þ�î
�©�Ù�å

• • • • —

�Ü�Ü�î�« �š�f
Æ��

7.0(1) �G�b�¥�Ð�å�»�@�_
°�I�€�r�K�S��
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'¨  2 'v       aaa accounting �¥�Ð�å�»>|  accounting-server-group �¥�Ð�å�»
  aaa accounting console
6õ4��¥�Ð�å�» �¥�Ð�å�» 1��Â

aaa accounting match TACACS+ �r�S�c  RADIUS �Ø�î�¨  �”�•�˜�å�¸�•�å�¢�†�–�¿�î�È�Ý�r�S
�c�¹�•�­�î�È�Ý�_�K�r�M>& aaa-server �¥�Ð�å�»�[�æ���K�S�§�î�Â�[>' ��

aaa accounting command 'ö#.*…/ �Ø�î�¨�@
°�Š�M�•�›�¥�Ð�å�»>&�r�S�c�
�æ���K�S"I�’�Þ�Ë�Ý�è
�V�b�¥�Ð�å�»>'�@0°6��I�€�
�”�•�˜�å�¸�•�å�¢  �§�î�Â�_3æ�™�I�€�•�G
�\�†�æ���K�r�M��

clear configure aaa 0¿���í�s�b  AAA �”�•�˜�å�¸�•�å�¢�Í�†�P7V�r�S�c�Ü�­�µ�º�K�r�M��

show running-config aaa AAA �¥�å�Ç�•� �×�Þ�î�©�Ù�å�†/²&g�K�r�M��
2-5
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'¨  2 'v       aaa accounting �¥�Ð�å�»>|  accounting-server-group �¥�Ð�å�»
  aaa accounting include, exclude
aaa accounting include, exclude
�­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�†�Ó�K�S  TCP �r�S�c  UDP �K)F�b�”�•�˜�å�¸�•�å�¢�†�–�¿�î�È�Ý�_�M�•
�_�c�
�¢�ß�î�Â�Ý  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ô�î�»�[  aaa accounting include �¥�Ð�å�»�†�Q#Ý�K�r�M��
�”�•�˜�å�¸�•�å�¢�?�}�”�»�Þ�«�†7V�¥�M�•�_�c�
 aaa accounting exclude �¥�Ð�å�»�†�Q#Ý�K�r�M���”�•
�˜�å�¸�•�å�¢�†�¹�•�­�î�È�Ý�_�M�•�_�c�
�G�b�¥�Ð�å�»�b  no �g�'�†�Q#Ý�K�r�M��

aaa accounting { include | exclude}  service interface_name inside_ip inside_mask [outside_ip 
outside_mask] server_tag

no aaa accounting { include | exclude}  service interface_name inside_ip inside_mask [outside_ip 
outside_mask] server_tag

�S�e�b1��Â exclude �§�î�Å�«�>�|�g�”�»�Þ�«�@  include �¥�Ð�å�»�_�|�W�Z�M�[�_�æ���I�€�Z�8
�•���œ�_�
�æ���K�S�§�î�Å�«�>�|�g�”�»�Þ�«�†�”�•�˜�å�¸�•�å�¢�?�}7V�¥
�K�r�M��

include �”�•�˜�å�¸�•�å�¢�@�²0[�^�§�î�Å�«�>�|�g  IP �”�»�Þ�«�†�æ���K�r�M��
include �«�¸�î�º�Ó�å�º�[�æ���I�€�^�8�º�Û�Ç�•�µ�¡�c��#.�I�€�r�O�‡��

inside_ip �­�Ÿ�×�Ü�¸�•�b9×�8
��b�–�å�±�î�Ç�™�–�«�b  IP �”�»�Þ�«�†�æ���K�r�M���G
�b�”�»�Þ�«�c�
�G�b�¥�Ð�å�»�†4:#Ý�M�•�–�å�±�î�Ç�™�–�«�_�|�W�Z�
3æ�™

–�”�»�Þ�«�r�S�c��
›�”�»�Þ�«�[�6�•�G�\�@�6�~�r�M���­�Ÿ�×�Ü�¸�•�b�*
�8
��b�–�å�±�î�Ç�™�–�«�_�¥�Ð�å�»�†4:#Ý�M�•���œ�
�G�b�”�»�Þ�«�c��
›
�”�»�Þ�«�[�M���­�Ÿ�×�Ü�¸�•�b9×�8
��b�–�å�±�î�Ç�™�–�«�_�¥�Ð�å�»�†4:
#Ý�M�•���œ�
�G�b�”�»�Þ�«�c3æ�™
–�”�»�Þ�«�[�M���M�m�Z�b�Í�«�º�†�æ��
�M�•�_�c�
 0 �†�æ���K�r�M��

inside_mask 
Æ4Š IP �”�»�Þ�«�b�¿�µ�º�á�î�¡  �Ð�«�¡�†�æ���K�r�M�� IP �”�»�Þ�«�@  0 �b
���œ�c  0 �†�Q#Ý�K�r�M���Í�«�º�_�c  255.255.255.255 �†�æ���K�r�M��

interface_name �Ø�î�¨�@�”�•�˜�å�¸�•�å�¢�†0[�Ó�M�•�–�å�±�î�Ç�™�–�«�b�¡�S�†�æ���K�r
�M��

outside_ip >&�õ�–>'�­�Ÿ�×�Ü�¸�•�b�*�8
��b�–�å�±�î�Ç�™�–�«�b  IP �”�»�Þ�«�†�æ���K
�r�M���G�b�”�»�Þ�«�c�
�G�b�¥�Ð�å�»�†4:#Ý�M�•�–�å�±�î�Ç�™�–�«�_�|�W
�Z�
3æ�™
–�”�»�Þ�«�r�S�c��
›�”�»�Þ�«�[�6�•�G�\�@�6�~�r�M���­�Ÿ�×�Ü
�¸�•�b�*�8
��b�–�å�±�î�Ç�™�–�«�_�¥�Ð�å�»�†4:#Ý�M�•���œ�
�G�b�”�»�Þ
�«�c3æ�™
–�”�»�Þ�«�[�M���­�Ÿ�×�Ü�¸�•�b9×�8
��b�–�å�±�î�Ç�™�–�«�_�¥
�Ð�å�»�†4:#Ý�M�•���œ�
�G�b�”�»�Þ�«�c��
›�”�»�Þ�«�[�M���M�m�Z�b�Í�«
�º�†�æ���M�•�_�c�
 0 �†�æ���K�r�M��

outside_mask >&�õ�–>'�¥4Š  IP �”�»�Þ�«�b�¿�µ�º�á�î�¡  �Ð�«�¡�†�æ���K�r�M�� IP �”�»�Þ�«
�@ 0 �b���œ�c  0 �†�Q#Ý�K�r�M���Í�«�º�_�c  255.255.255.255 �†�æ���K�r�M��
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'¨  2 'v       aaa accounting �¥�Ð�å�»>|  accounting-server-group �¥�Ð�å�»
  aaa accounting include, exclude
�¹�Ç�›�Ý�º �¹�Ç�›�Ý�º�[�c�
'ö#.�”�¡�­�«#Ý�b  AAA �”�•�˜�å�¸�•�å�¢�c�¹�•�­�î�È�Ý�[�M��

�¥�Ð�å�»  �Ô�î�» ���b/²�_�
�¥�Ð�å�»�†
°�Š�[�A�•�Ô�î�»�†&g�K�r�M��

�¥�Ð�å�»�š�T

�Q#Ý�V�b�ž�–�»�Û�–�å �­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�c�
�­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�†3û4#�M�•�õ�–�b  TCP �º�Û�Ç�•�µ�¡�r
�S�c  UDP �º�Û�Ç�•�µ�¡�_�X�8�Z�b�”�•�˜�å�¸�•�å�¢�_���†  RADIUS �§�î�Â�r�S�c  TACACS+ �§�î�Â
�_3æ�™�[�A�r�M���Q�b�º�Û�Ç�•�µ�¡�v1�0É�I�€�Z�8�•���œ�
 AAA �§�î�Â�c�Ø�î�¨�¡�[�”�•�˜�å�¸�•�å
�¢�_���†�–�â�[�A�r�M���º�Û�Ç�•�µ�¡�@1�0É�í�s�[�^�8���œ�
 AAA �§�î�Â�c  IP �”�»�Þ�«�_�|�W�Z�”�•
�˜�å�¸�•�å�¢�_���†�–�â�[�A�r�M���”�•�˜�å�¸�•�å�¢�_���_�c�
�­�µ�©�Ù�å�b6ä���ì�I�\)
�¢�ì�I�

�Ø�î�¨�¡�
�­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�†3û4#�M�•�­�µ�©�Ù�å�b�Â�–�º�X�
�Q#Ý�I�€�S�§�î�Å�«�
�>
�|�g�›�­�µ�©�Ù�å�b)E)F�ì6ë�^�]�b�_���@�µ�r�€�r�M��

�G�b�¥�Ð�å�»�†�Q#Ý�M�•�S�_�
 aaa-server �¥�Ð�å�»�[  AAA �§�î�Â�†�q�6�_�æ���M�•�²0[�@�6�~�r�M��

�”�¡�­�«  �Ü�«�º�[�æ���I�€�Z�8�•�º�Û�Ç�•�µ�¡�b�”�•�˜�å�¸�•�å�¢�†�–�¿�î�È�Ý�_�M�•�_�c�
 aaa 
accounting match �¥�Ð�å�»�†�Q#Ý�K�r�M�� match �¥�Ð�å�»�c�
 include �¥�Ð�å�»�>�|�g  exclude �¥�Ð
�å�»�\� �L�¥�å�Ç�•� �×�Þ�î�©�Ù�å�[�Q#Ý�[�A�r�O�‡�� include �¥�Ð�å�»�>�|�g  exclude �¥�Ð�å�»�b�æ
�ƒ�~�_  match �¥�Ð�å�»�†�Q#Ý�M�•�G�\�†�N�á�K�r�M�� include �¥�Ð�å�»�>�|�g  exclude �¥�Ð�å�»�c  
ASDM �_�|�W�Z�§�Ï�î�º�I�€�Z�8�r�O�‡��

�­�Ÿ�×�Ü�¸�•�@� �L�–�å�±�î�Ç�™�–�«6ë�[  aaa accounting include �>�|�g  exclude �¥�Ð�å�»�†�Q#Ý�M
�•�G�\�c�[�A�r�O�‡���Q�b���œ�c�
 aaa accounting match �¥�Ð�å�»�†�Q#Ý�M�•�²0[�@�6�~�r�M��

server_tag aaa-server host �¥�Ð�å�»�[��*O�K�S  AAA �§�î�Â  �¢�Ý�î�É�†�æ���K�r�M��

service �”�•�˜�å�¸�•�å�¢�@�²0[�^�§�î�Å�«�†�æ���K�r�M�����b�8�N�€�?�b�Í�†�æ
���[�A�r�M��

• any �r�S�c  tcp/0>&�M�m�Z�b TCP �º�Û�Ç�•�µ�¡�†�æ���K�r�M>'

• ftp

• http

• https

• ssh

• telnet

• tcp/port

• udp/port

�¥�Ð�å�»  �Ô�î�»

�Ç�“�–�”�˜�›�î�Ý  �Ô�î�» �­�Ÿ�×�Ü�¸�•  �¥�å�¸�Ÿ�«�º

�Ý�î�¸�µ�» 3ñ4# �©�å�¢�Ý

�Ð�Ý�³

�¥�å�¸�Ÿ�«
�º �©�«�¸�Ò

�¢�ß�î�Â�Ý  �¥�å�Ç�•� �×�Þ�î
�©�Ù�å

• • • • —

�Ü�Ü�î�« �š�f
Æ��

�¤�Ñ �G�b�¥�Ð�å�»�c�¤�Ñ�[�M��
2-7
Cisco Security Appliance �¥�Ð�å�»  �Ü�Ç�“�Þ�å�«

OL-12173-02-J



'¨  2 'v       aaa accounting �¥�Ð�å�»>|  accounting-server-group �¥�Ð�å�»
  aaa accounting include, exclude
�[ ���_�
�M�m�Z�b  TCP �K)F�[�”�•�˜�å�¸�•�å�¢�†�–�¿�î�È�Ý�_�M�•�[�†&g�K�r�M��

hostname(config)# aaa-server mygroup protocol tacacs+
hostname(config)# aaa-server mygroup (inside) host 192.168.10.10 thekey timeout 20
hostname(config)# aaa accounting include any inside 0 0 0 0 mygroup

6õ4��¥�Ð�å�» �¥�Ð�å�» 1��Â

aaa accounting match �”�¡�­�«  �Ü�«�º�[�æ���I�€�Z�8�•�º�Û�Ç�•�µ�¡�b�”�•�˜�å�¸�•�å�¢�†�–
�¿�î�È�Ý�_�K�r�M��

aaa accounting 
command

'ö#.*…�”�¡�­�«�b�”�•�˜�å�¸�•�å�¢�†�–�¿�î�È�Ý�_�K�r�M��

aaa-server host AAA �§�î�Â�†0¿���K�r�M��

clear configure aaa AAA �¥�å�Ç�•� �×�Þ�î�©�Ù�å�†�¡�Ü�”�K�r�M��

show running-config 
aaa

AAA �¥�å�Ç�•� �×�Þ�î�©�Ù�å�†/²&g�K�r�M��
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'¨  2 'v       aaa accounting �¥�Ð�å�»>|  accounting-server-group �¥�Ð�å�»
  aaa accounting match
aaa accounting match
�­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«  �†�Ó�K�S  TCP �>�|�g  UDP �K)F�b�”�•�˜�å�¸�•�å�¢�†�–�¿�î�È�Ý�_�M�•
�_�c�
�¢�ß�î�Â�Ý  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ô�î�»�[  aaa accounting match �¥�Ð�å�»�†�Q#Ý�K�r�M���º
�Û�Ç�•�µ�¡�b�”�•�˜�å�¸�•�å�¢�†�¹�•�­�î�È�Ý�_�M�•�_�c�
�G�b�¥�Ð�å�»�b  no �g�'�†�Q#Ý�K�r�M��

aaa accounting match acl_name interface_name server_tag

no aaa accounting match acl_name interface_name server_tag

�S�e�b1��Â

�¹�Ç�›�Ý�º �¹�Ç�›�Ý�º�b�·�8�x�Í�c�6�~�r�O�‡��

�¥�Ð�å�»  �Ô�î�» ���b/²�_�
�¥�Ð�å�»�†
°�Š�[�A�•�Ô�î�»�†&g�K�r�M��

�¥�Ð�å�»�š�T

�Q#Ý�V�b�ž�–�»�Û�–�å �­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�c�
�­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�†3û4#�M�•�õ�–�b  TCP �º�Û�Ç�•�µ�¡�r
�S�c  UDP �º�Û�Ç�•�µ�¡�_�X�8�Z�b�”�•�˜�å�¸�•�å�¢�_���†  RADIUS �§�î�Â�r�S�c  TACACS+ �§�î�Â
�_3æ�™�[�A�r�M���Q�b�º�Û�Ç�•�µ�¡�v1�0É�I�€�Z�8�•���œ�
 AAA �§�î�Â�c�Ø�î�¨�¡�[�”�•�˜�å�¸�•�å
�¢�_���†�–�â�[�A�r�M���º�Û�Ç�•�µ�¡�@1�0É�í�s�[�^�8���œ�
 AAA �§�î�Â�c  IP �”�»�Þ�«�_�|�W�Z�”�•
�˜�å�¸�•�å�¢�_���†�–�â�[�A�r�M���”�•�˜�å�¸�•�å�¢�_���_�c�
�­�µ�©�Ù�å�b6ä���ì�I�\)
�¢�ì�I�

�Ø�î�¨�¡�
�­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�†3û4#�M�•�­�µ�©�Ù�å�b�Â�–�º�X�
�Q#Ý�I�€�S�§�î�Å�«�
�>
�|�g�›�­�µ�©�Ù�å�b)E)F�ì6ë�^�]�b�_���@�µ�r�€�r�M��

�G�b�¥�Ð�å�»�†�Q#Ý�M�•�S�_�
 aaa-server �¥�Ð�å�»�[  AAA �§�î�Â�†�q�6�_�æ���M�•�²0[�@�6�~�r�M��

acl_name access-list �¡�\�b!·�œ�_�|�•�”�•�˜�å�¸�•�å�¢�@�²0[�^�º�Û�Ç�•�µ�¡�†�æ
���K�r�M���”�¡�­�«  �Ü�«�º
Æ�b  permit �š�å�º�Ü�c�”�•�˜�å�¸�•�å�¢�b�P
1ß�\�^�~�
 deny �š�å�º�Ü�c�”�•�˜�å�¸�•�å�¢�?�}
 7V�I�€�r�M���G�b�¥�Ð
�å�»�c�
 TCP �º�Û�Ç�•�µ�¡�>�|�g  UDP �º�Û�Ç�•�µ�¡�_�X�8�Z�b�s�§�Ï�î
�º�I�€�r�M���G�b�¥�Ð�å�»�†
°�Š�K�
�Ú�b�É�ß�º�¥�Ý�†0Á�•�M�•�”�¡�­�«  
�Ü�«�º�†�G�b�¥�Ð�å�»�@�g!·�K�Z�8�•���œ�
1™�Ì�Ó�µ�­�î�ª�@/²&g�I�€�r
�M��

interface_name �Ø�î�¨�@�”�•�˜�å�¸�•�å�¢�†0[�Ó�M�•�–�å�±�î�Ç�™�–�«�b�¡�S�†�æ���K�r
�M��

server_tag aaa-server �¥�Ð�å�»�_�|�W�Z��*O�I�€�•  AAA �§�î�Â  �¢�Ý�î�É  �±�¢�†�æ
���K�r�M��

�¥�Ð�å�»  �Ô�î�»

�Ç�“�–�”�˜�›�î�Ý  �Ô�î�» �­�Ÿ�×�Ü�¸�•  �¥�å�¸�Ÿ�«�º

�Ý�î�¸�µ�» 3ñ4# �©�å�¢�Ý

�Ð�Ý�³

�¥�å�¸�Ÿ�«
�º �©�«�¸�Ò

�¢�ß�î�Â�Ý  �¥�å�Ç�•� �×�Þ�î
�©�Ù�å

• • • • —

�Ü�Ü�î�« �š�f
Æ��

�¤�Ñ �G�b�¥�Ð�å�»�c�¤�Ñ�[�M��
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'¨  2 'v       aaa accounting �¥�Ð�å�»>|  accounting-server-group �¥�Ð�å�»
  aaa accounting match
AAA �§�î�Â  �É�ß�º�¥�Ý  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ô�î�»�[  accounting-mode �¥�Ð�å�»�†�Q#Ý�K�Z� �ì
�”�•�˜�å�¸�•�å�¢�†�–�¿�î�È�Ý�_�K�^�87H�~�
�”�•�˜�å�¸�•�å�¢�_���c�§�î�Â  �¢�Ý�î�É
Æ�b�”�¡�¸�•
�È�^�§�î�Â�_�b�s3æ�™�I�€�r�M��

aaa accounting match �¥�Ð�å�»�c�
 aaa accounting include �>�|�g  exclude �¥�Ð�å�»�\� �L�¥�å�Ç�•
� �×�Þ�î�©�Ù�å�b�p�[�c�Q#Ý�[�A�r�O�‡�� include �¥�Ð�å�»�>�|�g  exclude �¥�Ð�å�»�b�æ�ƒ�~�_  match 
�¥�Ð�å�»�†�Q#Ý�M�•�G�\�†�N�á�K�r�M�� include �¥�Ð�å�»�>�|�g  exclude �¥�Ð�å�»�c  ASDM �_�|�W�Z
�§�Ï�î�º�I�€�Z�8�r�O�‡��

�[ ���_�
"I���b�”�¡�­�«  �Ü�«�º  acl2 �\�M+´�M�•�º�Û�Ç�•�µ�¡�b�”�•�˜�å�¸�•�å�¢�†�–�¿�î�È�Ý�_�M�•�[
�†&g�K�r�M��

hostname(config)# access-list acl12 extended permit tcp any any

hostname(config)# aaa accounting match acl2 outside radserver1

6õ4��¥�Ð�å�» �¥�Ð�å�» 1��Â

aaa accounting 
include�
 exclude

�¥�Ð�å�»�[  IP �”�»�Þ�«�†%$�K�æ���M�•�G�\�_�|�W�Z�
�”�•�˜�å�¸�•�å�¢
�†�–�¿�î�È�Ý�_�K�r�M��

access-list extended �”�¡�­�«  �Ü�«�º�†�8�B�K�r�M��

clear configure aaa AAA �¥�å�Ç�•� �×�Þ�î�©�Ù�å�†�P7V�K�r�M��

show running-config 
aaa

AAA �¥�å�Ç�•� �×�Þ�î�©�Ù�å�†/²&g�K�r�M��
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'¨  2 'v       aaa accounting �¥�Ð�å�»>|  accounting-server-group �¥�Ð�å�»
  aaa authentication console
aaa authentication console
�©�Ü�”�Ý�
 SSH�
 HTTPS>&ASDM>'�
�r�S�c  Telnet �K)F�[�­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«  CLI �_�”�¡�­
�«�M�•�Ø�î�¨�†1�0É�M�•�?�
 enable �¥�Ð�å�»�†�Q#Ý�K�Z"I�’  EXEC �Ô�î�»�_�”�¡�­�«�M�•�Ø�î�¨�†1�
0É�M�•�_�c�
�¢�ß�î�Â�Ý  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ô�î�»�[  aaa authentication console �¥�Ð�å�»�†�Q
#Ý�K�r�M��1�0É�†�¹�•�­�î�È�Ý�_�M�•�_�c�
�G�b�¥�Ð�å�»�b  no �g�'�†�Q#Ý�K�r�M��

aaa authentication { serial | enable | telnet | ssh | http }  console { LOCAL  | 
server_group[LOCAL ]}

no aaa authentication { serial | enable | telnet | ssh | http}  console { LOCAL  | 
server_group[LOCAL ]}

�S�e�b1��Â

�¹�Ç�›�Ý�º �¹�Ç�›�Ý�º�[�c�
�ß�î�•�Ý  �¹�î�±�Ë�î�«�l�b�Ç�›�î�Ý�Â�µ�¡�c�¹�•�­�î�È�Ý�_�^�W�Z�8�r�M��

enable enable �¥�Ð�å�»�†�Q#Ý�K�Z"I�’  EXEC �Ô�î�»�_�”�¡�­�«�M�•�Ø�î�¨�†1�0É
�K�r�M��

http HTTPS �[�­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�_�”�¡�­�«�M�•  ASDM �Ø�î�¨�†1�
0É�K�r�M�� RADIUS �§�î�Â�r�S�c  TACACS+ �§�î�Â�†�Q#Ý�M�•���œ�
0¿��
�M�•�²0[�@�6�•�b�c  HTTPS 1�0É�b�s�[�M���¹�Ç�›�Ý�º�[�c�
�G�b�¥�Ð�å�»
�†0¿���K�^�C�Z�v�
 ASDM �_�|�W�Z�ß�î�•�Ý  �¹�î�±�Ë�î�«�@1�0É�_�Q#Ý�I
�€�r�M��

LOCAL 1�0É�_�ß�î�•�Ý  �¹�î�±�Ë�î�«�†�Q#Ý�K�r�M�� LOCAL  �b�e�Ð�c�±�e�Ð�\�`
�e�Ð�@�
�9�I�€�r�M���ß�î�•�Ý  �¹�î�±�Ë�î�«�@'5�b���œ�
���b1™�Ì�Ó�µ
�­�î�ª�@/²&g�I�€�r�M��

Warning:local database is empty! Use 'username' command to define 
local users.

�¥�å�Ç�•� �×�Þ�î�©�Ù�å
Æ�_�r�T  LOCAL  �@�6�•�\�A�_�ß�î�•�Ý  �¹�î�±
�Ë�î�«�@'5�_�^�W�S���œ�
���b1™�Ì�Ó�µ�­�î�ª�@/²&g�I�€�r�M��

Warning:Local user database is empty and there are still commands 
using 'LOCAL' for authentication.

server-tag [LOCAL ] aaa-server �¥�Ð�å�»�_�|�W�Z��*O�I�€�•  AAA �§�î�Â  �¢�Ý�î�É  �±�¢�†�æ��
�K�r�M�� HTTPS 'ö#.1�0É�[�c  AAA �§�î�Â  �¢�Ý�î�É#Ý�_  SDI �É�ß�º�¥�Ý�@
�§�Ï�î�º�I�€�r�O�‡��

server-tag �_�•�<�Z  LOCAL  �Ÿ�î�á�î�»�†�Q#Ý�M�•�\�
 AAA �§�î�Â�†�Q#Ý
�[�A�^�8���œ�_�Ç�›�î�Ý�Â�µ�¡�‰�'�\�K�Z�ß�î�•�Ý  �¹�î�±�Ë�î�«�†�Q#Ý�M
�•�|�:�_�­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�†0¿���[�A�r�M�� LOCAL  �b�e�Ð�c
�±�e�Ð�\�`�e�Ð�@�
�9�I�€�r�M���ß�î�•�Ý  �¹�î�±�Ë�î�«�[�c  AAA �§�î�Â
�\� �L�Ø�î�¨�¡�>�|�g�Ã�«�á�î�»�†�Q#Ý�M�•�G�\�†�N�á�K�r�M���G�€�c�

�­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�b�É�ß�å�É�º�[�c�
�8�N�€�b�‰�'�@�Q#Ý�I�€
�Z�8�•�?�@&g�I�€�^�8�S�u�[�M��

serial �©�Ü�”�Ý  �¥�å�¯�î�Ý  �Ï�î�º�†�Q#Ý�K�Z�­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�_�”�¡
�­�«�M�•�Ø�î�¨�†1�0É�K�r�M��

ssh SSH �†�Q#Ý�K�Z�­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�_�”�¡�­�«�M�•�Ø�î�¨�†1�0É
�K�r�M��

telnet Telnet �†�Q#Ý�K�Z�­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�_�”�¡�­�«�M�•�Ø�î�¨�†1�
0É�K�r�M��
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'¨  2 'v       aaa accounting �¥�Ð�å�»>|  accounting-server-group �¥�Ð�å�»
  aaa authentication console
aaa authentication telnet console �¥�Ð�å�»�@��*O�I�€�Z�8�^�8���œ�c�
�­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«
�b�ß�¢�–�å  �Ã�«�á�î�»>& password �¥�Ð�å�»�[0¿��>'�[�
�­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«  CLI �_�”�¡�­
�«�[�A�r�M��

aaa authentication http console �¥�Ð�å�»�@��*O�I�€�Z�8�^�8���œ�c�
 �Ø�î�¨�¡�>�|�g�­�Ÿ�×�Ü�¸�•  �”
�É�Û�–�”�å�«�b�–�¿�î�È�Ý  �Ã�«�á�î�»>& enable password �¥�Ð�å�»�[0¿��>'�^�K�[�
�­�Ÿ�×�Ü�¸�•  �”
�É�Û�–�”�å�«�_>& ASDM )�#ä�[>'�”�¡�­�«�[�A�r�M�� aaa �¥�Ð�å�»�@��*O�I�€�Z�8�•�@�
 HTTPS 1�0É
�_�|�W�Z�±�–�Ò�”�˜�º�@0[�Ó�I�€�•���œ>& AAA �§�î�Â�@�²�˜�å�K�Z�8�•�?�Q#Ý�[�A�^�8�G�\�†�–�á�M
�•>'�c�
�¹�Ç�›�Ý�º�b'ö#.*…�Ø�î�¨�¡�\�–�¿�î�È�Ý  �Ã�«�á�î�»�†�Q#Ý�K�Z�­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å
�«�_�”�¡�­�«�[�A�r�M���¹�Ç�›�Ý�º�[�c�
�–�¿�î�È�Ý  �Ã�«�á�î�»�c0¿���I�€�Z�8�r�O�‡��

aaa authentication ssh console �¥�Ð�å�»�@��*O�I�€�Z�8�^�8���œ�
�Ø�î�¨�¡  pix �\�­�Ÿ�×�Ü�¸�•  �”�É
�Û�–�”�å�«�b�–�¿�î�È�Ý  �Ã�«�á�î�»>& enable password �¥�Ð�å�»�[0¿��>'�†�Q#Ý�K�Z�­�Ÿ�×�Ü�¸�•  �”
�É�Û�–�”�å�«  CLI �_�”�¡�­�«�[�A�r�M���¹�Ç�›�Ý�º�[�c�
�–�¿�î�È�Ý  �Ã�«�á�î�»�c'5$Ñ�[�M���G�b�·
�8�c�
 AAA �†0¿���K�^�8�[�­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�_�ß�¢�–�å�M�•���œ�\�c$��^�~�r�M���Q�b��
�œ�c�
�ß�¢�–�å  �Ã�«�á�î�»>& password �¥�Ð�å�»�[0¿��>'�†�Q#Ý�K�r�M��

�¥�Ð�å�»  �Ô�î�» ���b/²�_�
�¥�Ð�å�»�†
°�Š�[�A�•�Ô�î�»�†&g�K�r�M��

�¥�Ð�å�»�š�T

�Q#Ý�V�b�ž�–�»�Û�–�å �­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�[  Telnet �Ø�î�¨�r�S�c  SSH �Ø�î�¨�†1�0É�M�•�S�_�
 telnet �¥�Ð�å�»�r�S
�c  ssh �¥�Ð�å�»�†�Q#Ý�K�Z�­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�l�b�”�¡�­�«�†0¿���M�•�²0[�@�6�~�r�M���G
�€�}�b�¥�Ð�å�»�[�c�
�­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�\�b3û�™�†0Á�•�M�•  IP �”�»�Þ�«�†�æ���K�r�M��

�­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�l�b�ß�¢�–�å

�­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�_�K)F�K�S�‹�
�ß�¢�–�å�K�Z�Ø�î�¨  EXEC �Ô�î�»�_�”�¡�­�«�K�r�M��

• Telnet �b1�0É�†�–�¿�î�È�Ý�_�K�Z�8�^�8���œ�c�
�Ø�î�¨�¡�†
°�Š�K�r�O�‡���ß�¢�–�å  �Ã�«�á�î�»
>&password �¥�Ð�å�»�[0¿��>'�†
°�Š�K�r�M�� SSH �b���œ�
�Ø�î�¨�¡�_�� pix���\
°�Š�K�
�ß�¢�–�å  
�Ã�«�á�î�»�†
°�Š�K�r�M��

• �G�b�¥�Ð�å�»�†�Q#Ý�K�Z  Telnet �r�S�c  SSH 1�0É�†�–�¿�î�È�Ý�_�K�S���œ�c�
 AAA �§�î�Â�r�S�c
�ß�î�•�Ý  �Ø�î�¨  �¹�î�±�Ë�î�«�[��*O�I�€�Z�8�•�Ø�î�¨�¡�\�Ã�«�á�î�»�†
°�Š�K�r�M��

"I�’  EXEC �Ô�î�»�l�b�”�¡�­�«

"I�’  EXEC �Ô�î�»�†6ä���M�•�_�c�
 enable �¥�Ð�å�»�r�S�c  login �¥�Ð�å�»�†
°�Š�K�r�M>&�ß�î�•�Ý  
�¹�î�±�Ë�î�«�b�s�†�Q#Ý�K�Z�8�•���œ>' ��

�¥�Ð�å�»  �Ô�î�»

�Ç�“�–�”�˜�›�î�Ý  �Ô�î�» �­�Ÿ�×�Ü�¸�•  �¥�å�¸�Ÿ�«�º

�Ý�î�¸�µ�» 3ñ4# �©�å�¢�Ý

�Ð�Ý�³

�¥�å�¸�Ÿ�«
�º �©�«�¸�Ò

�¢�ß�î�Â�Ý  �¥�å�Ç�•� �×�Þ�î
�©�Ù�å

• • • • —

�Ü�Ü�î�« �š�f
Æ��

�¤�Ñ �G�b�¥�Ð�å�»�c�¤�Ñ�[�M��
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'¨  2 'v       aaa accounting �¥�Ð�å�»>|  accounting-server-group �¥�Ð�å�»
  aaa authentication console
• enable 1�0É�†0¿���K�Z�8�^�8���œ�c�
 enable �¥�Ð�å�»�†
°�Š�M�•�\�A�_�©�«�¸�Ò  �–�¿�î�È�Ý  �Ã�«
�á�î�»>& enable password �¥�Ð�å�»�[0¿��>'�†
°�Š�K�r�M���S�T�K�
 enable 1�0É�†�Q#Ý�K�^�8��
�œ�
 enable �¥�Ð�å�»�†
°�Š�K�S�‹�c�
"I���b�Ø�î�¨�\�K�Z�ß�¢�–�å�K�Z�8�r�O�‡���Ø�î�¨�¡�†)T
�â�M�•�_�c�
 enable 1�0É�†�Q#Ý�K�Z�C�T�I�8��

• enable 1�0É�†0¿���K�Z�8�•���œ�
�­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�_�|�W�Z�Ø�î�¨�¡�\�Ã�«�á�î�»�b

°�Š�@�Ó�u�}�€�r�M��

�ß�î�•�Ý  �¹�î�±�Ë�î�«�†�Q#Ý�M�•1�0É�b���œ�
 login �¥�Ð�å�»�†�Q#Ý�[�A�r�M���G�b�¥�Ð�å�»�[�c�

�Ø�î�¨�¡�c)T�â�I�€�r�M�@�
1�0É�†�œ�å�_�M�•�¥�å�Ç�•� �×�Þ�î�©�Ù�å�c�²0[�6�~�r�O�‡��

ASDM �l�b�”�¡�­�«

�¹�Ç�›�Ý�º�[�c�
�È�Û�å�¡�b�Ø�î�¨�¡�\  enable password �¥�Ð�å�»�_�|�W�Z0¿���I�€�S�–�¿�î�È�Ý  �Ã
�«�á�î�»�†�Q#Ý�K�Z  ASDM �_�ß�¢�–�å�[�A�r�M���S�T�K�
�ß�¢�–�å#ì8��[>&�Ø�î�¨�¡�†�È�Û�å�¡�b�r
�r�_�K�^�8�[>'�Ø�î�¨�¡�\�Ã�«�á�î�»�†
°�Š�K�S���œ�c�
 ASDM �_�|�W�Z�ß�î�•�Ý  �¹�î�±�Ë�î�«�[�M
+´�@�³�™�µ�¡�I�€�r�M��

�G�b�¥�Ð�å�»�†�Q#Ý�K�Z  HTTPS 1�0É�†0¿���K�
�ß�î�•�Ý  �¹�î�±�Ë�î�«�†�æ���[�A�r�M�@�
�Q�b�µ+��c
�¹�Ç�›�Ý�º�[�–�_�–�¿�î�È�Ý�[�M�� AAA �§�î�Â�†1�0É�_�Q#Ý�M�•���œ�
0¿���M�•�²0[�@�6�•�b�c  
HTTPS 1�0É�b�s�[�M�� HTTPS 1�0É�[�c  AAA �§�î�Â  �¢�Ý�î�É#Ý�b  SDI �É�ß�º�¥�Ý�@�§�Ï�î�º�I�€�r
�O�‡�� HTTPS 1�0É�b�Ø�î�¨�¡�É�ß�å�É�º�b�q�±6×�c  30 �e�Ð�[�M���Ã�«�á�î�»�b�q�±6×�c  16 �e�Ð�[
�M��

�©�«�¸�Ò��/œ�«�Ì�î�«�[�b  AAA �¥�Ð�å�»�b�§�Ï�î�º�^�K

�Ð�Ý�³  �¥�å�¸�Ÿ�«�º  �Ô�î�»�[�c�
�©�«�¸�Ò  �¥�å�Ç�•� �×�Þ�î�©�Ù�å�[  AAA �¥�Ð�å�»�†0¿���[�A�r�O
�‡��

0Á�•�I�€�•�ß�¢�–�å0è/œ�b�G�X

���b/²�_&g�M�|�:�_�
 aaa authentication console �¥�Ð�å�»�[4E�¥�M�•�œ�É�©�Ù�å�_�|�W�Z�
�­�Ÿ�×�Ü
�¸�•  �”�É�Û�–�”�å�«  CLI �l�b1�0É�I�€�S�”�¡�­�«�_�P�M�•�É�ß�å�É�º�b�”�¡�©�Ù�å�c$��^�~�r�M��

�Ø�î�¨  CLI �>�|�g  ASDM �”�¡�­�«�b�D7H

aaa authorization exec authentication-server �¥�Ð�å�»�†�Q#Ý�K�Z'ö#.1��•�†0¿���K�
�ß�î�•�Ý  �Ø�î
�¨�
 RADIUS�
 TACACS+�
�r�S�c  LDAP �Ø�î�¨>& LDAP �“�ö�†  RADIUS �“�ö�_�Ð�µ�Æ�å�¢�M�•��
�œ>'�†�
 CLI�
 ASDM�
�r�S�c  enable �¥�Ð�å�»�l�b�”�¡�­�«�†�D7H�[�A�r�M��

>&�@>' �©�Ü�”�Ý  �”�¡�­�«�c'ö#.1�0É�_�µ�r�€�^�8�S�u�
 aaa authentication serial console �†0¿���K�Z�8�•��
�œ�c�
1�0É�K�S�Ø�î�¨�c�M�m�Z�¥�å�¯�î�Ý  �Ï�î�º�_�”�¡�­�«�[�A�r�M��

�Ø�î�¨�†'ö#.1�0É�P1ß�_0¿���M�•�_�c�
���b�›  AAA �§�î�Â  �±�–�É�r�S�c�ß�î�•�Ý  �Ø�î�¨�b0[�ó�†�g
!·�K�Z�C�T�I�8��

�œ�É�©�Ù�å 0Á�•�I�€�•�ß�¢�–�å0è/œ�b�G�X

enable 3 �G�»�K�M�•�\�”�¡�­�«�@�Ä�°�I�€�•��

serial �B�Œ�M�•�r�[�1�G�v0è/œ�[�A�•��

ssh 3 �G�»�K�M�•�\�”�¡�­�«�@�Ä�°�I�€�•��

telnet �B�Œ�M�•�r�[�1�G�v0è/œ�[�A�•��

http �B�Œ�M�•�r�[�1�G�v0è/œ�[�A�•��
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'¨  2 'v       aaa accounting �¥�Ð�å�»>|  accounting-server-group �¥�Ð�å�»
  aaa authentication console
• RADIUS �r�S�c  LDAP>&�Ð�µ�Æ�å�¢�I�€�S>'�Ø�î�¨>8���b�Í�b�8�N�€�?�_�X�8�Z�
 Service-Type 
�“�ö�†0¿���K�r�M  >&LDAP �“�ö�†�Ð�µ�Æ�å�¢�M�•�_�c�
 ldap attribute-map �¥�Ð�å�»�†�g!·�K�Z
�C�T�I�8>' ��

– Service-Type 6>&'ö#.>'>8aaa authentication console �¥�Ð�å�»�[�æ���I�€�S�§�î�Å�«�l�b�Ç�Ý  
�”�¡�­�«�†0Á�•�K�r�M��

– Service-Type 7>&NAS �É�ß�å�É�º>' >8aaa authentication { telnet | ssh} console �¥�Ð�å�»�†0¿��
�K�S���œ�c  CLI �l�b�”�¡�­�«�†0Á�•�K�r�M�@�
 aaa authentication http console �¥�Ð�å�»�†0¿
���K�S���œ�c  ASDM �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �”�¡�­�«�†�Ä�°�K�r�M�� ASDM �Ô�½�±�Ü�å�¢  
�”�¡�­�«�c0Á�•�K�r�M�� aaa authentication enable console �¥�Ð�å�»�[�–�¿�î�È�Ý1�0É�†0¿��
�K�Z�8�•���œ�
�Ø�î�¨�c  enable �¥�Ð�å�»�†�Q#Ý�K�Z"I�’  EXEC �Ô�î�»�_�”�¡�­�«�[�A�r�O
�‡��

– Service-Type 5>&$Î�™>'>8'ö#.�”�¡�­�«�†�Ä�°�K�r�M���Ø�î�¨�c  aaa authentication console �¥
�Ð�å�»�[�æ���I�€�S�§�î�Å�«�†�Q#Ý�[�A�r�O�‡>& serial �Ÿ�î�á�î�»�†7V�A�r�M���©�Ü�”�Ý  �”�¡
�­�«�c0Á�•�I�€�r�M>' ���Ü�Ô�î�º  �”�¡�­�«>& IPSec �>�|�g  SSL>'�Ø�î�¨�c�
�,�A)F�A+¬3��b�Ü
�Ô�î�º  �”�¡�­�«  �­�µ�©�Ù�å�†1�0É�>�|�g)
�¢�[�A�r�M��

• TACACS+ �Ø�î�¨>8 �� service=shell���[1��•�@0[�Ó�I�€�
�§�î�Â�c  PASS �r�S�c  FAIL �[�Â'Å�K�r
�M��

– PASS�
"I�’�Þ�Ë�Ý  1>8aaa authentication console �¥�Ð�å�»�[�æ���I�€�S�§�î�Å�«�l�b�Ç�Ý  �”
�¡�­�«�†0Á�•�K�r�M��

– PASS�
"I�’�Þ�Ë�Ý  2 �è�V>8aaa authentication { telnet | ssh} console �¥�Ð�å�»�†0¿���K�S���œ
�c  CLI �l�b�”�¡�­�«�†0Á�•�K�r�M�@�
 aaa authentication http console �¥�Ð�å�»�†0¿���K�S��
�œ�c ASDM �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �”�¡�­�«�†�Ä�°�K�r�M�� ASDM �Ô�½�±�Ü�å�¢  �”�¡�­�«
�c0Á�•�K�r�M�� aaa authentication enable console �¥�Ð�å�»�[�–�¿�î�È�Ý1�0É�†0¿���K�Z�8�•
���œ�
�Ø�î�¨�c  enable �¥�Ð�å�»�†�Q#Ý�K�Z"I�’  EXEC �Ô�î�»�_�”�¡�­�«�[�A�r�O�‡��

– FAIL>8'ö#.�”�¡�­�«�†�Ä�°�K�r�M���Ø�î�¨�c  aaa authentication console �¥�Ð�å�»�[�æ���I�€
�S�§�î�Å�«�†�Q#Ý�[�A�r�O�‡>& serial �Ÿ�î�á�î�»�†7V�A�r�M���©�Ü�”�Ý  �”�¡�­�«�c0Á�•�I�€�r
�M>'��

• �ß�î�•�Ý  �Ø�î�¨>8 service-type �¥�Ð�å�»�†0¿���K�r�M���¹�Ç�›�Ý�º�b  service-type �c  admin �[�

aaa authentication console �¥�Ð�å�»�[�æ���I�€�S�§�î�Å�«�l�b�Ç�Ý  �”�¡�­�«�†0Á�•�K�r�M��

�[ ���_�
 �� radius���\�8�:�§�î�Â  �±�¢�b  RADIUS �§�î�Â�l�b  Telnet �K)F�[�
 aaa authentication console 
�¥�Ð�å�»�†�Q#Ý�M�•�[�†&g�K�r�M��

hostname(config)# aaa authentication telnet console radius

���_�
�§�î�Â  �¢�Ý�î�É�� AuthIn���†�–�¿�î�È�Ý1�0É#Ý�_�æ���M�•�[�†&g�K�r�M��

hostname(config)# aaa authentication enable console AuthIn

���_�
 aaa authentication console �¥�Ð�å�»�†�Q#Ý�K�Z�
�¢�Ý�î�É�� svrgrp1��
Æ�b�M�m�Z�b�§�î�Â�@�<
#Ý�[�A�^�8���œ�_  LOCAL �Ø�î�¨  �¹�î�±�Ë�î�«�_�Ç�›�î�Ý�Â�µ�¡�I�O�•�[�†&g�K�r�M��

hostname(config)# aaa-server svrgrp1 protocol tacacs
hostname(config)# aaa authentication ssh console svrgrp1 LOCAL

6õ4��¥�Ð�å�» �¥�Ð�å�» 1��Â

aaa authentication �Ø�î�¨1�0É�†�–�¿�î�È�Ý�r�S�c�¹�•�­�î�È�Ý�_�K�r�M��

aaa-server host �Ø�î�¨1�0É�_�Q#Ý�M�•  AAA �§�î�Â�†�æ���K�r�M��

clear configure aaa 0¿���í�s�b  AAA �”�•�˜�å�¸�•�å�¢�Í�†�P7V�r�S�c�Ü�­�µ�º�K�r�M��
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'¨  2 'v       aaa accounting �¥�Ð�å�»>|  accounting-server-group �¥�Ð�å�»
  aaa authentication console
ldap map-attributes LDAP �“�ö�†�
�­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�[1�1‘�[�A�•  RADIUS �“�ö�_
�Ð�µ�Æ�å�¢�K�r�M��

service-type �ß�î�•�Ý  �Ø�î�¨�b  CLI �”�¡�­�«�†�D7H�K�r�M��

show running-config 
aaa

AAA �¥�å�Ç�•� �×�Þ�î�©�Ù�å�†/²&g�K�r�M��
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'¨  2 'v       aaa accounting �¥�Ð�å�»>|  accounting-server-group �¥�Ð�å�»
  aaa authentication include, exclude
aaa authentication include, exclude
�­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�†)�#ä�M�•�K)F�b1�0É�†�–�¿�î�È�Ý�_�M�•�_�c�
�¢�ß�î�Â�Ý  �¥�å�Ç�•
� �×�Þ�î�©�Ù�å  �Ô�î�»�[  aaa authentication include �¥�Ð�å�»�†�Q#Ý�K�r�M�� 1�0É�?�}�”�»�Þ�«�†7V�¥
�M�•�_�c�
 aaa authentication exclude �¥�Ð�å�»�†�Q#Ý�K�r�M��1�0É�†�¹�•�­�î�È�Ý�_�M�•�_�c�
�G�b
�¥�Ð�å�»�b  no �g�'�†�Q#Ý�K�r�M��

aaa authentication {include | exclude}  service interface_name inside_ip inside_mask [outside_ip 
outside_mask] { server_tag | LOCAL }

no aaa authentication {include | exclude} service interface_name inside_ip inside_mask 
[outside_ip outside_mask] { server_tag | LOCAL }

�S�e�b1��Â exclude �§�î�Å�«�>�|�g�”�»�Þ�«�@  include �¥�Ð�å�»�_�|�W�Z�M�[�_�æ���I�€�Z�8
�•���œ�_�
�æ���K�S�§�î�Å�«�>�|�g�”�»�Þ�«�†1�0É�?�}7V�¥�K�r�M��

include 1�0É�@�²0[�^�§�î�Å�«�>�|�g  IP �”�»�Þ�«�†�æ���K�r�M�� include �«�¸�î�º
�Ó�å�º�[�æ���I�€�^�8�º�Û�Ç�•�µ�¡�c��#.�I�€�r�O�‡��

inside_ip �­�Ÿ�×�Ü�¸�•�b9×�8
��b�–�å�±�î�Ç�™�–�«�b  IP �”�»�Þ�«�†�æ���K�r�M���G
�b�”�»�Þ�«�c�
�G�b�¥�Ð�å�»�†4:#Ý�M�•�–�å�±�î�Ç�™�–�«�_�|�W�Z�
3æ�™

–�”�»�Þ�«�r�S�c��
›�”�»�Þ�«�[�6�•�G�\�@�6�~�r�M���­�Ÿ�×�Ü�¸�•�b�*
�8
��b�–�å�±�î�Ç�™�–�«�_�¥�Ð�å�»�†4:#Ý�M�•���œ�
�G�b�”�»�Þ�«�c��
›
�”�»�Þ�«�[�M���­�Ÿ�×�Ü�¸�•�b9×�8
��b�–�å�±�î�Ç�™�–�«�_�¥�Ð�å�»�†4:
#Ý�M�•���œ�
�G�b�”�»�Þ�«�c3æ�™
–�”�»�Þ�«�[�M���M�m�Z�b�Í�«�º�†�æ��
�M�•�_�c�
 0 �†�æ���K�r�M��

inside_mask 
Æ4Š IP �”�»�Þ�«�b�¿�µ�º�á�î�¡  �Ð�«�¡�†�æ���K�r�M�� IP �”�»�Þ�«�@  0 �b
���œ�c  0 �†�Q#Ý�K�r�M���Í�«�º�_�c  255.255.255.255 �†�æ���K�r�M��

interface_name �Ø�î�¨�@1�0É�†0[�Ó�M�•�–�å�±�î�Ç�™�–�«�b�¡�S�†�æ���K�r�M��

LOCAL �ß�î�•�Ý  �Ø�î�¨  �¹�î�±�Ë�î�«�†�æ���K�r�M��

outside_ip >&�õ�–>'�­�Ÿ�×�Ü�¸�•�b�*�8
��b�–�å�±�î�Ç�™�–�«�b  IP �”�»�Þ�«�†�æ���K
�r�M���G�b�”�»�Þ�«�c�
�G�b�¥�Ð�å�»�†4:#Ý�M�•�–�å�±�î�Ç�™�–�«�_�|�W
�Z�
3æ�™
–�”�»�Þ�«�r�S�c��
›�”�»�Þ�«�[�6�•�G�\�@�6�~�r�M���­�Ÿ�×�Ü
�¸�•�b�*�8
��b�–�å�±�î�Ç�™�–�«�_�¥�Ð�å�»�†4:#Ý�M�•���œ�
�G�b�”�»�Þ
�«�c3æ�™
–�”�»�Þ�«�[�M���­�Ÿ�×�Ü�¸�•�b9×�8
��b�–�å�±�î�Ç�™�–�«�_�¥
�Ð�å�»�†4:#Ý�M�•���œ�
�G�b�”�»�Þ�«�c��
›�”�»�Þ�«�[�M���M�m�Z�b�Í�«
�º�†�æ���M�•�_�c�
 0 �†�æ���K�r�M��

outside_mask >&�õ�–>'�¥4Š  IP �”�»�Þ�«�b�¿�µ�º�á�î�¡  �Ð�«�¡�†�æ���K�r�M�� IP �”�»�Þ�«
�@ 0 �b���œ�c  0 �†�Q#Ý�K�r�M���Í�«�º�_�c  255.255.255.255 �†�æ���K�r�M��
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'¨  2 'v       aaa accounting �¥�Ð�å�»>|  accounting-server-group �¥�Ð�å�»
  aaa authentication include, exclude
�¹�Ç�›�Ý�º �¹�Ç�›�Ý�º�b�·�8�x�Í�c�6�~�r�O�‡��

�¥�Ð�å�»  �Ô�î�» ���b/²�_�
�¥�Ð�å�»�†
°�Š�[�A�•�Ô�î�»�†&g�K�r�M��

�¥�Ð�å�»�š�T

�Q#Ý�V�b�ž�–�»�Û�–�å �”�¡�­�«  �Ü�«�º�[�æ���I�€�Z�8�•�º�Û�Ç�•�µ�¡�b1�0É�†�–�¿�î�È�Ý�_�M�•�_�c�
 aaa authentication 
match �¥�Ð�å�»�†�Q#Ý�K�r�M�� match �¥�Ð�å�»�c�
 include �¥�Ð�å�»�>�|�g  exclude �¥�Ð�å�»�\� �L�¥
�å�Ç�•� �×�Þ�î�©�Ù�å�[�Q#Ý�[�A�r�O�‡�� include �¥�Ð�å�»�>�|�g  exclude �¥�Ð�å�»�b�æ�ƒ�~�_  match 
�¥�Ð�å�»�†�Q#Ý�M�•�G�\�†�N�á�K�r�M�� include �¥�Ð�å�»�>�|�g  exclude �¥�Ð�å�»�c  ASDM �_�|�W�Z
�§�Ï�î�º�I�€�Z�8�r�O�‡��

server_tag aaa-server �¥�Ð�å�»�_�|�W�Z��*O�I�€�•  AAA �§�î�Â  �¢�Ý�î�É�†�æ���K�r
�M��

service 1�0É�@�²0[�^�§�î�Å�«�†�æ���K�r�M�����b�8�N�€�?�b�Í�†�æ���[�A�r�M��

• any �r�S�c  tcp/0>&�M�m�Z�b TCP �º�Û�Ç�•�µ�¡�†�æ���K�r�M>'

• ftp

• http

• https

• ssh

• telnet

• tcp/port[-port]

• udp/port[-port]

• icmp/type

• protocol[/port[-port]]

�É�ß�º�¥�Ý�r�S�c�§�î�Å�«�l�b�¿�µ�º�á�î�¡  �”�¡�­�«1�0É�†0[�Ó�M�•�|�:
�_�­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�†0¿���M�•�G�\�c�
�M�m�Z�b�É�ß�º�¥�Ý�r
�S�c�§�î�Å�«�_�X�8�Z�•+��[�M�@�
�Ø�î�¨�@%$�K1�0É�†�w�E�•�G�\�@�[�A
�•�b�c�
 HTTP�
 HTTPS�
 Telnet�
�r�S�c  FTP �T�E�[�M���Ø�î�¨�@�G�€�}
�b�§�î�Å�«�b�8�N�€�?�b1�0É�†�w�E�^�8�\�
�­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«
�c1�0É�@�²0[�^�Ú�b�º�Û�Ç�•�µ�¡�†0Á�•�K�r�O�‡��0ò(ý�_�X�8�Z�c�
 �� �Q#Ý
�V�b�ž�–�»�Û�–�å ���†�g!·�K�Z�C�T�I�8��

�¥�Ð�å�»  �Ô�î�»

�Ç�“�–�”�˜�›�î�Ý  �Ô�î�» �­�Ÿ�×�Ü�¸�•  �¥�å�¸�Ÿ�«�º

�Ý�î�¸�µ�» 3ñ4# �©�å�¢�Ý

�Ð�Ý�³

�¥�å�¸�Ÿ�«
�º �©�«�¸�Ò

�¢�ß�î�Â�Ý  �¥�å�Ç�•� �×�Þ�î
�©�Ù�å

• • • • —

�Ü�Ü�î�« �š�f
Æ��

�¤�Ñ �G�b�¥�Ð�å�»�c�¤�Ñ�[�M��
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'¨  2 'v       aaa accounting �¥�Ð�å�»>|  accounting-server-group �¥�Ð�å�»
  aaa authentication include, exclude
�­�Ÿ�×�Ü�¸�•�@� �L�–�å�±�î�Ç�™�–�«6ë�[  aaa authentication include �>�|�g  exclude �¥�Ð�å�»�†�Q#Ý
�M�•�G�\�c�[�A�r�O�‡���Q�b���œ�c�
 aaa authentication match �¥�Ð�å�»�†�Q#Ý�M�•�²0[�@�6�~�r�M��

TCP �­�µ�©�Ù�å�b�©�î�£�å�«$��•�c�
�©�î�£�å�«  �Û�å�²�Ò�ì�†�¹�•�­�î�È�Ý�_�K�S���œ�[�v�Û�å�²�Ò
�ì�I�€�•�G�\�@�6�~�r�M���G�b#'1ß�c�
 AAA �§�î�Â�@  TCP �­�µ�©�Ù�å�†�æ/œ��#.�K�Z�Ø�î�¨�†1�0É
�K�
�”�¡�­�«�†0Á�•�M�•���œ�_$Î#Õ�K�r�M��

�M�Ø�T�E�b1�0É

�d���b  IP �”�»�Þ�«�b�Ø�î�¨�c�
1�0É�­�µ�©�Ù�å�@�‡7H�)�€�_�^�•�r�[�
�M�m�Z�b�Ý�î�Ý�>�|�g�±�–�É
�_�P�K�Z�M�Ø�T�E1�0É�†�w�E�•�²0[�@�6�~�r�M  >&�±�–�Ò�”�˜�º�Í�_�X�8�Z�c  timeout uauth �¥�Ð�å�»
�†�g!·�K�Z�C�T�I�8>' ���S�\�<�d�
�­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�_  Telnet �\  FTP �b1�0É�†0¿���K�S��
�œ�
�q�6�_  Telnet �b1�0É�_�B�Œ�K�S�Ø�î�¨�c�
�Q�b1�0É�­�µ�©�Ù�å�@�Ñ�~�M�•7H�~�
 FTP �b1�0É�†�w
�E�•�²0[�@�6�~�r�O�‡��

HTTP 1�0É�r�S�c  HTTPS 1�0É�[�c�
 timeout uauth �¥�Ð�å�»�@8��–�_�`�I�^�Í�_0¿���I�€�Z�8�•���œ
�[�v�
�M�Ø1�0É�I�€�S�Ø�î�¨�b
Ì1�0É�@�²0[�_�^�•�G�\�c�6�~�r�O�‡���G�€�c�
�È�Û�˜�¨�@

�� Basic=Uuhjksdkfhk==���«�º�Ü�å�¢�†�Ÿ�Õ�µ�©�×�K�Z�
�\0ñ�§�–�º�l�b�‹)F�b�K)F�M�m�Z�_�Q#Ý�M�•
�S�u�[�M���G�b�«�º�Ü�å�¢�@�¡�Ü�”�I�€�•�b�c�
�Ø�î�¨�@  Web �È�Û�˜�¨�b�–�å�«�±�å�«�† �M�m�Z)
�¢
�K�

Ì2s�·�K�S�\�A�T�E�[�M���Ÿ�Õ�µ�©�×�†�Ç�Û�µ�©�×�K�Z�v�–�á�@�6�~�r�O�‡��

1�0É&�1��†�w�E�•�S�u�_�²0[�^�”�É�Ü�£�î�©�Ù�å

�É�ß�º�¥�Ý�r�S�c�§�î�Å�«�l�b�¿�µ�º�á�î�¡  �”�¡�­�«1�0É�†0[�Ó�M�•�|�:�_�­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”
�å�«�†0¿���M�•�G�\�c�
�M�m�Z�b�É�ß�º�¥�Ý�r�S�c�§�î�Å�«�_�X�8�Z�•+��[�M�@�
�Ø�î�¨�@%$�K1�0É�†
�w�E�•�G�\�@�[�A�•�b�c�
 HTTP�
 HTTPS�
 Telnet�
�r�S�c  FTP �T�E�[�M���Ø�î�¨�@�G�€�}�b�§�î�Å
�«�b�8�N�€�?�b1�0É�†�w�E�^�8�\�
�­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�c1�0É�@�²0[�^�Ú�b�º�Û�Ç�•�µ�¡�†
0Á�•�K�r�O�‡��

�­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�@  AAA #Ý�_�§�Ï�î�º�K�Z�8�•1�0É�Ï�î�º�c�[���Í�[�M��

• �Ï�î�º  21 �c  FTP #Ý

• �Ï�î�º  23 �c  Telnet #Ý

• �Ï�î�º  80 �c  HTTP #Ý

• �Ï�î�º  443 �c  HTTPS #Ý

�­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�b1�0É�É�ß�å�É�º

Telnet �>�|�g  FTP �b���œ�
�­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�c1�0É�É�ß�å�É�º�†#Õ�B�K�r�M��

HTTP �b���œ�
�­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�c�¹�Ç�›�Ý�º�[�ö�•  HTTP 1�0É�†�Q#Ý�K�
1�0É�É�ß�å�É
�º�†�f�j�K�r�M���Ø�î�¨�@�Ø�î�¨�¡�\�Ã�«�á�î�»�†
°�Š�[�A�•
Æ4Š  Web �Ì�î�ª�_�Ø�î�¨�†�Ü�²�–�Þ�¡
�º�M�•�|�:�_�­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�†0¿���M�•�G�\�v�[�A�r�M>& aaa authentication listener �¥
�Ð�å�»�[0¿���K�r�M>' ��

HTTPS �b���œ�
�­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�c�•�«�±�Ò  �ß�¢�–�å#ì8��†#Õ�B�K�r�M���Ø�î�¨�@�Ø�î�¨
�¡�\�Ã�«�á�î�»�†
°�Š�[�A�•
Æ4Š  Web �Ì�î�ª�_�Ø�î�¨�†�Ü�²�–�Þ�¡�º�M�•�|�:�_�­�Ÿ�×�Ü�¸�•  �”�É�Û
�–�”�å�«�†0¿���M�•�G�\�v�[�A�r�M>& aaa authentication listener �¥�Ð�å�»�[0¿���K�r�M>' ��

�Ü�²�–�Þ�¡�©�Ù�å�c�
�ö�•�‰�'�†�I�ì�K�S�v�b�[�M���G�€�c�
1�0É�ì�_�¥�V�K�S�Ø�î�¨  �š�¡�«�Ì�Ü�š
�å�«�@�f�j�I�€�•�\� �ì�_�
 Easy VPN �[�v�Ç�“�–�”�˜�›�î�Ý  �Ô�î�»�[�v�
 HTTP �>�|�g  HTTPS �\� 
�L�Ø�î�¨  �š�¡�«�Ì�Ü�š�å�«�@�f�j�I�€�•�S�u�[�M���r�S�
�­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�[�b%$�K1�0É
�v�§�Ï�î�º�K�Z�8�r�M��

�ö�•  HTTP 1�0É�†�Q#Ý�K)F�E�S�‰�@�|�8���œ�v�6�~�r�M���­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�[�Ü�«�½�å�¢  
�Ï�î�º�†6ä�C�²0[�@�^�8���œ�x�
�Ý�î�±�V�b  NAT �†�Q#Ý�K�Z�8�•�S�u�
�­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«
�[�f�j�I�€�•  Web �Ì�î�ª�b�š�n�Ý�î�Ý�†�8�B�M�•�²0[�@�^�8���œ�
�6�•�8�c�ö�•  HTTP 1�0É�b�‰�@
�¿�µ�º�á�î�¡�[� �Ý$×�_�µ+��M�•���œ�[�M���S�\�<�d�
7Á�Ê�Ó�î�Ý�_  URL �@�Ù�u3¸�r�€�Z�8�•���œ�^
�]�b�|�:�_�
�È�Û�˜�¨�è�¥�b�”�É�Ü�£�î�©�Ù�å�[�c�ö�•1�0É�b�‰�@4:�K�Z�8�•�G�\�@�6�~�r�M��
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'¨  2 'v       aaa accounting �¥�Ð�å�»>|  accounting-server-group �¥�Ð�å�»
  aaa authentication include, exclude
�G�–�_1�0É�I�€�•�\�
�­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�_�|�~
–�b��
›�_�Ü�²�–�Þ�¡�º�I�€�r�M����
›
�§�î�Â�_�v"‚+¬�b1�0É�@�6�•���œ�
�Ø�î�¨�c�9�b�Ø�î�¨�¡�\�Ã�«�á�î�»�†
°�Š�K�r�M���ö�•  HTTP 1�
0É�†�Q#Ý�K�Z�8�Z�
��
›�§�î�Â#Ý�_�9�b�Ø�î�¨�¡�\�Ã�«�á�î�»�†
°�Š�M�•�²0[�@�6�•���œ�c�
 virtual 
http  �¥�Ð�å�»�†0¿���M�•�²0[�@�6�~�r�M��

>&�@>' aaa authentication secure-http-client �¥�Ð�å�»�†�Q#Ý�K�^�8�r�r  HTTP 1�0É�†�Q#Ý�M�•�\�
�Ø�î�¨�¡
�\�Ã�«�á�î�»�c�¡�Ü�”  �¸�Ÿ�«�º�[�¡�Û�–�”�å�º�?�}�­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�_3æ�™�I�€�r�M��
HTTP 1�0É�†�–�¿�î�È�Ý�_�M�•���œ�c�
�²�N  aaa authentication secure-http-client �¥�Ð�å�»�†�Q#Ý�M
�•�G�\�†�N�á�K�r�M��

FTP �b���œ�
�­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«  �Ø�î�¨�¡�
�”�µ�º  �Ð�î�¡>& @>'�
 FTP �Ø�î�¨�¡
>&name1@name2>'�†
°�Š�M�•�œ�É�©�Ù�å�@�6�~�r�M���Ã�«�á�î�»�_�c�
�­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«  
�Ã�«�á�î�»�
�”�µ�º  �Ð�î�¡>& @>'�
 FTP �Ã�«�á�î�»>& password1@password2>'�†
°�Š�K�r�M���S�\�<
�d�
���b�¸�Ÿ�«�º�†
°�Š�K�r�M��

name> asa1@partreq
password>  letmein@he110

�G�b�µ+��c�
0
�X�b�ß�¢�–�å�†�²0[�\�M�•�Ç�“�–�”�˜�›�î�Ý�†�•�«�£�î�»�K)F�K�Z�8�•���œ�_�w#Ý�[
�M��0
�X�b�¡�S�>�|�g�Ã�«�á�î�»�c�
0
�X�b�”�µ�º  �Ð�î�¡>& @>'�[�
�)�•�G�\�@�[�A�r�M��

0Á�•�I�€�•�ß�¢�–�å0è/œ�b�G�X�c�
�§�Ï�î�º�I�€�Z�8�•�É�ß�º�¥�Ý�_�|�W�Z���b�|�:�_$��^�~�r�M��

�«�±�¸�•�µ�¡  PAT �>�|�g  HTTP
HTTP 1�0É�[�c�
�«�±�¸�•�µ�¡  PAT �@0¿���I�€�Z�8�•���œ�
�­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�c��7•�b
�Ï�î�º�†�³�™�µ�¡�K�r�M���­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�c�
�Ð�µ�Æ�å�¢  �Ï�î�º�_�?�?�ƒ�}�N�
��7•�b
�Ï�î�º  80 �†��
›�\�M�•�º�Û�Ç�•�µ�¡�†�è���K�S���œ�
 HTTP �K)F�†�æ/œ�w�™�K�
1�0É�†��/œ�K�r�M��

�S�\�<�d�
�¥4Š  TCP �Ï�î�º  889 �@���b�|�:�_�Ï�î�º  80>&www>'�_�š�n�I�€�Z�8�Z�
6õ�€�M�•�M�m�Z
�b�”�¡�­�«  �Ü�«�º�[�G�b�º�Û�Ç�•�µ�¡�@0Á�•�I�€�Z�8�•�\�K�r�M��

static (inside,outside) tcp 10.48.66.155 889 192.168.123.10 www netmask 255.255.255.255

�G�b���œ�
�Ø�î�¨�c�Ï�î�º  889 �[  10.48.66.155 �_�”�¡�­�«�†0è�s�
�­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�c�Q
�b�º�Û�Ç�•�µ�¡�†�æ/œ�w�™�K�Z�
 HTTP 1�0É�†��/œ�K�r�M���­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�@  HTTP �K
)F�b�ö�¢�†0Á�•�M�•�S�_�
�Ø�î�¨�b  Web �È�Û�˜�¨�_�c  HTTP 1�0É�Ì�î�ª�@/²&g�I�€�r�M��

���b�[�b�|�:�_�
�ß�î�•�Ý  �Ï�î�º�@�Ï�î�º  80 �[�c�^�8�\�K�r�M��

static (inside,outside) tcp 10.48.66.155 889 192.168.123.10 111 netmask 255.255.255.255

�G�b���œ�
�Ø�î�¨�_�c1�0É�Ì�î�ª�c/²&g�I�€�r�O�‡���æ�ƒ�~�_�
�­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�c  Web 
�È�Û�˜�¨�_�š�Û�î  �Ó�µ�­�î�ª�†3æ�™�K�Z�
0[�Ó�I�€�S�§�î�Å�«�†�Q#Ý�M�•�S�_�Ø�î�¨�@1�0É�†�w�E�•
�²0[�@�6�•�G�\�†3û%±�K�r�M��

�É�ß�º�¥�Ý 0Á�•�I�€�•�ß�¢�–�å0è/œ�b�G�X

FTP 6ë4*�W�S�Ã�«�á�î�»�†
°�Š�M�•�\�
�K)F�@�S�T�U�_�»�ß�µ�É�I�€�•��

HTTP

HTTPS

�ß�¢�–�å�@�B�Œ�M�•�r�[�
�É�ß�å�É�º�@�1�G�v
Ì/²&g�I�€�•��

Telnet 4 �G�»�K�M�•�\�K)F�@�»�ß�µ�É�I�€�•��
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'¨  2 'v       aaa accounting �¥�Ð�å�»>|  accounting-server-group �¥�Ð�å�»
  aaa authentication include, exclude
�­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�[�b%$�K1�0É

HTTP�
 HTTPS�
 Telnet�
�r�S�c  FTP �@�­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�†3û4#�M�•�G�\�†0Á�•�O�N�
�Ú
�b�±�–�É�b�º�Û�Ç�•�µ�¡�_�P�K�Z�c1�0É�†1"�M���œ�
 aaa authentication listener �¥�Ð�å�»�†0¿���M�•
�G�\�[�
 HTTP �r�S�c  HTTPS �†�Q#Ý�K�Z�­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�[%$�K1�0É�[�A�r�M��

�–�å�±�î�Ç�™�–�«�b  AAA �†�–�¿�î�È�Ý�_�M�•�\�
���b  URL �[�­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�b%$�K1�
0É�†�w�E�•�G�\�@�[�A�r�M��

http:// interface_ip [ : port ] /netaccess/connstatus.html
https:// interface_ip [ : port ] /netaccess/connstatus.html

�r�S�c�
�ì�•  Telnet �†0¿���M�•�‰�2�v�6�~�r�M>& virtual telnet  �¥�Ð�å�»�†�Q#Ý>' ���ì�•  Telnet �†0¿��
�K�S���œ�
�Ø�î�¨�c�­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�V�[0¿���I�€�S�d���b  IP �”�»�Þ�«�_  Telnet �[�K)F
�K�
�­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�@  Telnet �É�ß�å�É�º�†/²&g�K�r�M��

�[ ���_�
�¥4Š�–�å�±�î�Ç�™�–�«�[  TCP �º�Û�Ç�•�µ�¡�†1�0É�_�µ�u�•�[�†&g�K�r�M��
Æ4Š  IP �”�»�Þ�«  
192.168.0.0 �>�|�g�¿�µ�º�Ð�«�¡  255.255.0.0�
�M�m�Z�b�Í�«�º�b�¥4Š  IP �”�»�Þ�«�†�æ���K�
 tacacs+ �\
�8�:�¡�S�b�§�î�Â  �¢�Ý�î�É�†�Q#Ý�K�r�M�� 2 $��u�b�¥�Ð�å�»�Û�–�å�[�c�
�¥4Š�–�å�±�î�Ç�™�–�«�[  
Telnet �º�Û�Ç�•�µ�¡�†7V�¥�K�r�M��
Æ4Š�”�»�Þ�«  192.168.38.0�
�M�m�Z�b�Í�«�º�b�¥4Š  IP �”�»�Þ�«�†
�æ���K�r�M��

hostname(config)# aaa authentication include tcp/0 outside 192.168.0.0 255.255.0.0 0 0 
tacacs+
hostname(config)# aaa authentication exclude telnet outside 192.168.38.0 255.255.255.0 0 0 
tacacs+

���_�
 interface-name �Ã�Û�Ó�î�±�b�Q#Ý�‰�2�†&g�M�[�†&g�K�r�M���­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�_�c�


Æ4Š�¿�µ�º�á�î�¡  192.168.1.0�
�¥4Š�¿�µ�º�á�î�¡  209.165.201.0>&�§�È�¿�µ�º  �Ð�«�¡  
255.255.255.224>'�
�>�|�g�C#ú�¿�µ�º�á�î�¡  209.165.202.128>&�§�È�¿�µ�º  �Ð�«�¡  255.255.255.224>'
�@�6�~�r�M��

���b�[�[�c�

Æ4Š�¿�µ�º�á�î�¡�?�}�¥4Š�¿�µ�º�á�î�¡�l�b�K)F�b1�0É�†�–�¿�î�È�Ý�_�K�r�M��

hostname(config)# aaa authentication include tcp/0 inside 192.168.1.0 255.255.255.0 
209.165.201.0 255.255.255.224 tacacs+  

���b�[�[�c�

Æ4Š�¿�µ�º�á�î�¡�?�}�C#ú�¿�µ�º�á�î�¡�l�b�K)F�b1�0É�†�–�¿�î�È�Ý�_�K�r�M��

hostname(config)# aaa authentication include tcp/0 inside 192.168.1.0 255.255.255.0 
209.165.202.128 255.255.255.224 tacacs+

���b�[�[�c�
�¥4Š�¿�µ�º�á�î�¡�?�}
Æ4Š�¿�µ�º�á�î�¡�l�b�K)F�b1�0É�†�–�¿�î�È�Ý�_�K�r�M��

hostname(config)# aaa authentication include tcp/0 outside 192.168.1.0 255.255.255.0 
209.165.201.0 255.255.255.224 tacacs+

���b�[�[�c�
�¥4Š�¿�µ�º�á�î�¡�?�}�C#ú�¿�µ�º�á�î�¡�l�b�K)F�b1�0É�†�–�¿�î�È�Ý�_�K�r�M��

hostname(config)# aaa authentication include tcp/0 outside 209.165.202.128 255.255.255.224 
209.165.201.0 255.255.255.224 tacacs+

���b�[�[�c�
�C#ú�¿�µ�º�á�î�¡�?�}�¥4Š�¿�µ�º�á�î�¡�l�b�K)F�b1�0É�†�–�¿�î�È�Ý�_�K�r�M��

hostname(config)# aaa authentication include tcp/0 perimeter 209.165.202.128 
255.255.255.224 209.165.201.0 255.255.255.224 tacacs+
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'¨  2 'v       aaa accounting �¥�Ð�å�»>|  accounting-server-group �¥�Ð�å�»
  aaa authentication include, exclude
6õ4��¥�Ð�å�» �¥�Ð�å�» 1��Â

aaa authentication 
console

'ö#.�”�¡�­�«�b1�0É�†�–�¿�î�È�Ý�_�K�r�M��

aaa authentication 
match

3û4#�º�Û�Ç�•�µ�¡�b�Ø�î�¨1�0É�†�–�¿�î�È�Ý�_�K�r�M��

aaa authentication 
secure-http-client

HTTP 0[�Ó�@�­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�†3û4#�M�•�b�†0Á�•�M�•�S�_�

�­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�_�P�K�Z�­�Ÿ�×�”�^�Ø�î�¨1�0É�‰�'�†�f�j�K
�r�M��

aaa-server �¢�Ý�î�É6õ4��b�§�î�Â�“�ö�†0¿���K�r�M��

aaa-server host �Í�«�º6õ4��b�“�ö�†0¿���K�r�M��
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'¨  2 'v       aaa accounting �¥�Ð�å�»>|  accounting-server-group �¥�Ð�å�»
  aaa authentication listener
aaa authentication listener
HTTP(S) �Ü�«�½�å�¢  �Ï�î�º�[�¿�µ�º�á�î�¡  �Ø�î�¨�†1�0É�[�A�•�|�:�_�M�•�_�c�
�¢�ß�î�Â�Ý  �¥�å�Ç�•
� �×�Þ�î�©�Ù�å  �Ô�î�»�[  aaa authentication listener �¥�Ð�å�»�†�Q#Ý�K�r�M���Ü�«�½�å�¢  �Ï�î�º�†�–
�¿�î�È�Ý�_�M�•�\�
�­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�[�c%$�K�K)F�_�P�K�Z�
�>�|�g�œ�É�©�Ù�å�[3û4#�º
�Û�Ç�•�µ�¡�_�P�K�Z1�0É�Ì�î�ª�†�f�j�K�r�M���Ü�«�¼�î�†�¹�•�­�î�È�Ý�_�M�•�_�c�
�G�b�¥�Ð�å�»�b  
no �g�'�†�Q#Ý�K�r�M��

aaa authentication listener http[s] interface_name [port  portnum] [ redirect]

no aaa authentication listener http[s] interface_name [port  portnum] [redirect]

�S�e�b1��Â

�¹�Ç�›�Ý�º �¹�Ç�›�Ý�º�[�c�
�Ü�«�¼�î  �§�î�Å�«�c�¹�•�­�î�È�Ý�[�6�~�
 HTTP �K)F�[�c�ö�•  HTTP 1�0É�@�Q#Ý�I
�€�r�M���Ü�«�¼�î�†�–�¿�î�È�Ý�_�K�S���œ�
�¹�Ç�›�Ý�º�b�Ï�î�º�c  80>&HTTP>'�>�|�g  443>&HTTPS>'
�[�M��

7.2(1) �?�}�”�µ�É�¢�Þ�î�»�M�•���œ�
�Ü�«�¼�î�c�Ï�î�º  1080>&HTTP>'�>�|�g  1443>&HTTPS>'�[�–
�¿�î�È�Ý�_�^�~�r�M�� redirect �œ�É�©�Ù�å�v�–�¿�î�È�Ý�_�^�~�r�M��

�¥�Ð�å�»  �Ô�î�» ���b/²�_�
�¥�Ð�å�»�†
°�Š�[�A�•�Ô�î�»�†&g�K�r�M��

�¥�Ð�å�»�š�T

http[s] �Ü�µ�«�å�M�•�É�ß�º�¥�Ý>& HTTP �r�S�c  HTTPS>'�†�æ���K�r�M���G�b�¥�Ð
�å�»�c�
�É�ß�º�¥�Ý�H�\�_�9���_
°�Š�K�r�M��

interface_name �Ü�«�¼�î�†�–�¿�î�È�Ý�_�M�•�–�å�±�î�Ç�™�–�«�†�æ���K�r�M��

port portnum �­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�[%$�K�º�Û�Ç�•�µ�¡�r�S�c�Ü�²�–�Þ�¡�º�I�€
�S�º�Û�Ç�•�µ�¡�†�Ü�µ�«�å�M�•�Ï�î�º$��•�†�æ���K�r�M���¹�Ç�›�Ý�º�c  80

>&HTTP>'�>�|�g  443>&HTTPS>'�[�M���õ�–�b�Ï�î�º$��•�†�Q#Ý�K�Z� �L�µ
+��†�–�â�[�A�r�M�@�
%$�K1�0É�Ø�î�¨�@�Q�b�Ï�î�º$��•�†1�1‘�K�Z�8�•�²
0[�@�6�~�r�M���G�€�c�
�Ü�²�–�Þ�¡�º�I�€�S�º�Û�Ç�•�µ�¡�c�G�K�8�Ï�î�º
$��•�_+¬�·$×�_3æ�™�I�€�r�M�@�
%$�K1�0É�M�•�Ø�î�¨�c�
�Ï�î�º$��•�†�m
�·�[�æ���M�•�²0[�@�6�•�S�u�[�M��

redirect �­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�_�|�W�Z�f�j�I�€�•1�0É  Web �Ì�î�ª�_3û4#�º
�Û�Ç�•�µ�¡�†�Ü�²�–�Þ�¡�º�K�r�M���G�b�Ÿ�î�á�î�»�†�æ���K�^�8�\�
�­
�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«  �–�å�±�î�Ç�™�–�«�l�b�º�Û�Ç�•�µ�¡�T�E�@1�0É  
Web �Ì�î�ª�_�”�¡�­�«�[�A�r�M��

�¥�Ð�å�»  �Ô�î�»

�Ç�“�–�”�˜�›�î�Ý  �Ô�î�» �­�Ÿ�×�Ü�¸�•  �¥�å�¸�Ÿ�«�º

�Ý�î�¸�µ�» 3ñ4# �©�å�¢�Ý

�Ð�Ý�³

�¥�å�¸�Ÿ�«
�º �©�«�¸�Ò

�¢�ß�î�Â�Ý  �¥�å�Ç�•� �×�Þ�î
�©�Ù�å

• • • • —

�Ü�Ü�î�« �š�f
Æ��

7.2(2) �G�b�¥�Ð�å�»�@�_
°�I�€�r�K�S��
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'¨  2 'v       aaa accounting �¥�Ð�å�»>|  accounting-server-group �¥�Ð�å�»
  aaa authentication listener
�Q#Ý�V�b�ž�–�»�Û�–�å aaa authentication listener �¥�Ð�å�»�†�Q#Ý�K�^�8�\�
 aaa authentication match �r�S�c  aaa 
authentication include �¥�Ð�å�»�b0¿���‹�_  HTTP(S) �Ø�î�¨�@�­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�[1�0É�M
�•�²0[�@�6�•�\�A�_�
�­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�[�c�ö�•  HTTP 1�0É�@�Q#Ý�I�€�r�M�� HTTPS �b��
�œ�
�­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�c�•�«�±�Ò  �ß�¢�–�å#ì8��†#Õ�B�K�r�M��

aaa authentication listener �¥�Ð�å�»�†  redirect �Ÿ�î�á�î�»�†�æ���K�Z0¿���M�•�\�
 �­�Ÿ�×�Ü�¸�•  �”�É
�Û�–�”�å�«�_�|�~�
�M�m�Z�b  HTTP(S) 1�0É0[�Ó�c�­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�_�|�W�Z�f�j�I�€�•  
Web �Ì�î�ª�_�Ü�²�–�Þ�¡�º�I�€�r�M��

�Ü�²�–�Þ�¡�©�Ù�å�c�
�ö�•�‰�'�†�I�ì�K�S�v�b�[�M���G�€�c�
1�0É�ì�_�¥�V�K�S�Ø�î�¨  �š�¡�«�Ì�Ü�š
�å�«�@�f�j�I�€�•�\� �ì�_�
 Easy VPN �[�v�Ç�“�–�”�˜�›�î�Ý  �Ô�î�»�[�v�
 HTTP �>�|�g  HTTPS �\� 
�L�Ø�î�¨  �š�¡�«�Ì�Ü�š�å�«�@�f�j�I�€�•�S�u�[�M���r�S�
�­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�[�b%$�K1�0É
�v�§�Ï�î�º�K�Z�8�r�M��

�ö�•  HTTP 1�0É�†�Q#Ý�K)F�E�S�‰�@�|�8���œ�v�6�~�r�M���­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�[�Ü�«�½�å�¢  
�Ï�î�º�†6ä�C�²0[�@�^�8���œ�x�
�Ý�î�±�V�b  NAT �†�Q#Ý�K�Z�8�•�S�u�
�­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«
�[�f�j�I�€�•  Web �Ì�î�ª�b�š�n�Ý�î�Ý�†�8�B�M�•�²0[�@�^�8���œ�
�6�•�8�c�ö�•  HTTP 1�0É�b�‰�@
�¿�µ�º�á�î�¡�[� �Ý$×�_�µ+��M�•���œ�[�M���S�\�<�d�
7Á�Ê�Ó�î�Ý�_  URL �@�Ù�u3¸�r�€�Z�8�•���œ�^
�]�b�|�:�_�
�È�Û�˜�¨�è�¥�b�”�É�Ü�£�î�©�Ù�å�[�c�ö�•1�0É�b�‰�@4:�K�Z�8�•�G�\�@�6�~�r�M��

aaa authentication listener �¥�Ð�å�»�†  redirect �œ�É�©�Ù�å�† �æ���K�^�8�[ 
°�Š�K�S���œ�
�­�Ÿ�×�Ü
�¸�•  �”�É�Û�–�”�å�«�[�b%$�K1�0É�b�s�@�–�¿�î�È�Ý�\�^�~�
3û4#�º�Û�Ç�•�µ�¡�[�c�ö�•  HTTP 1�0É�@
�Q#Ý�I�€�r�M�� redirect �œ�É�©�Ù�å�_�|�W�Z�
%$�K1�0É�\3û4#�º�Û�Ç�•�µ�¡1�0É�b�g�‰�@�–�¿�î�È�Ý�_
�^�~�r�M��%$�K1�0É�c�
1�0É�³�Õ�Þ�å�ª�†�§�Ï�î�º�K�^�8�º�Û�Ç�•�µ�¡  �±�–�É�†1�0É�M�•�\�A�_�z'g
�U�r�M���Ú�b�§�î�Å�«�†�Q#Ý�M�•�S�_�
�›�Ø�î�¨�†�­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�[%$�K1�0É�[�A�r�M��

>&�@>' redirect �œ�É�©�Ù�å�†�–�¿�î�È�Ý�_�K�S���œ�
�–�å�±�î�Ç�™�–�«�b  IP �”�»�Þ�«�†�š�n�M�•� �L�–�å
�±�î�Ç�™�–�«�
�>�|�g�Ü�«�¼�î#Ý�_�Q#Ý�I�€�•� �L�Ï�î�º�_�P�K�Z�
�«�±�¸�•�µ�¡  PAT �v0¿���M�•�G
�\�c�[�A�r�O�‡�� NAT �c�B�Œ�K�r�M�@�
1�0É�c�»�K�K�r�M���S�\�<�d�
���b�¥�å�Ç�•� �×�Þ�î�©�Ù�å
�c�§�Ï�î�º�I�€�r�O�‡��

hostname(config)# static (inside,outside) tcp interface www 192.168.0.50 www netmask 
255.255.255.255
hostname(config)# aaa authentication listener http outside redirect

���b�¥�å�Ç�•� �×�Þ�î�©�Ù�å�c�§�Ï�î�º�I�€�r�M���Ü�«�¼�î�_�|�W�Z�
�Ï�î�º�c�¹�Ç�›�Ý�º�b  80 �[�c
�^�C  1080 �@�Q#Ý�I�€�r�M��

hostname(config)# static (inside,outside) tcp interface www 192.168.0.50 www netmask 
255.255.255.255
hostname(config)# aaa authentication listener http outside port 1080 redirect

�[ ���_�
 HTTP �>�|�g  HTTPS �K)F�†�¹�Ç�›�Ý�º�b�Ï�î�º�_�Ü�²�–�Þ�¡�º�M�•�|�:�_�­�Ÿ�×�Ü�¸�•  �”�É�Û
�–�”�å�«�†0¿���M�•�[�†&g�K�r�M��

hostname(config)# aaa authentication http redirect
hostname(config)# aaa authentication https redirect

���_�
�­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�l�b%$�K1�0É0[�Ó�†0Á�•�M�•�[�†&g�K�r�M��3û4#�º�Û�Ç�•�µ�¡�_
�|�W�Z�ö�•  HTTP 1�0É�@�Q#Ý�I�€�r�M��

hostname(config)# aaa authentication http
hostname(config)# aaa authentication https

���_�
 HTTP �>�|�g  HTTPS �K)F�†�¹�Ç�›�Ý�º�è�¥�b�Ï�î�º�_�Ü�²�–�Þ�¡�º�M�•�|�:�_�­�Ÿ�×�Ü�¸�•  �”
�É�Û�–�”�å�«�†0¿���M�•�[�†&g�K�r�M��
2-23
Cisco Security Appliance �¥�Ð�å�»  �Ü�Ç�“�Þ�å�«

OL-12173-02-J



'¨  2 'v       aaa accounting �¥�Ð�å�»>|  accounting-server-group �¥�Ð�å�»
  aaa authentication listener
hostname(config)# aaa authentication http port 1100 redirect
hostname(config)# aaa authentication https port 1400 redirect

6õ4��¥�Ð�å�» �¥�Ð�å�» 1��Â

aaa authentication match 3û4#�º�Û�Ç�•�µ�¡�b�Ø�î�¨1�0É�†0¿���K�r�M��

aaa authentication 
secure-http-client

SSL �†�–�¿�î�È�Ý�_�K�
 HTTP �¡�Û�–�”�å�º�\�­�Ÿ�×�Ü�¸�•  �”�É�Û
�–�”�å�«�b6ë�b�Ø�î�¨�¡�\�Ã�«�á�î�»�b�­�Ÿ�×�”�^�º�n�†�–�¿�î�È
�Ý�_�K�r�M��

clear configure aaa 0¿���í�s�b  AAA �¥�å�Ç�•� �×�Þ�î�©�Ù�å�†�P7V�K�r�M��

show running-config aaa AAA �¥�å�Ç�•� �×�Þ�î�©�Ù�å�†/²&g�K�r�M��

virtual http �ö�•  HTTP 1�0É�_�|�•  HTTP 1�0É�b�•�«�£�î�»�†�§�Ï�î�º�K�r�M��
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'¨  2 'v       aaa accounting �¥�Ð�å�»>|  accounting-server-group �¥�Ð�å�»
  aaa authentication match
aaa authentication match
�­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«  �†3û�L�S�K)F�b1�0É�†�–�¿�î�È�Ý�_�M�•�_�c�
�¢�ß�î�Â�Ý  �¥�å�Ç�•� �×
�Þ�î�©�Ù�å  �Ô�î�»�[  aaa authentication match �¥�Ð�å�»�†�Q#Ý�K�r�M��1�0É�†�¹�•�­�î�È�Ý�_�M�•�_
�c�
�G�b�¥�Ð�å�»�b  no �g�'�†�Q#Ý�K�r�M��

aaa authentication match acl_name interface_name { server_tag | LOCAL }

no aaa authentication match acl_name interface_name { server_tag | LOCAL }

�S�e�b1��Â

�¹�Ç�›�Ý�º �¹�Ç�›�Ý�º�b�·�8�x�Í�c�6�~�r�O�‡��

�¥�Ð�å�»  �Ô�î�» ���b/²�_�
�¥�Ð�å�»�†
°�Š�[�A�•�Ô�î�»�†&g�K�r�M��

�¥�Ð�å�»�š�T

�Q#Ý�V�b�ž�–�»�Û�–�å aaa authentication match �¥�Ð�å�»�c�
 include �¥�Ð�å�»�>�|�g  exclude �¥�Ð�å�»�\� �L�¥�å�Ç�•� �×
�Þ�î�©�Ù�å�[�c�Q#Ý�[�A�r�O�‡�� include �¥�Ð�å�»�>�|�g  exclude �¥�Ð�å�»�b�æ�ƒ�~�_  match �¥�Ð�å�»
�†�Q#Ý�M�•�G�\�†�N�á�K�r�M�� include �¥�Ð�å�»�>�|�g  exclude �¥�Ð�å�»�c  ASDM �_�|�W�Z�§�Ï�î�º
�I�€�Z�8�r�O�‡��

TCP �­�µ�©�Ù�å�b�©�î�£�å�«$��•�c�
�©�î�£�å�«  �Û�å�²�Ò�ì�†�¹�•�­�î�È�Ý�_�K�S���œ�[�v�Û�å�²�Ò
�ì�I�€�•�G�\�@�6�~�r�M���G�b#'1ß�c�
 AAA �§�î�Â�@  TCP �­�µ�©�Ù�å�†�æ/œ��#.�K�Z�Ø�î�¨�†1�0É
�K�
�”�¡�­�«�†0Á�•�M�•���œ�_$Î#Õ�K�r�M��

�M�Ø�T�E�b1�0É

�d���b  IP �”�»�Þ�«�b�Ø�î�¨�c�
1�0É�­�µ�©�Ù�å�@�‡7H�)�€�_�^�•�r�[�
�M�m�Z�b�Ý�î�Ý�>�|�g�±�–�É
�_�P�K�Z�M�Ø�T�E1�0É�†�w�E�•�²0[�@�6�~�r�M  >&�±�–�Ò�”�˜�º�Í�_�X�8�Z�c  timeout uauth �¥�Ð�å�»
�†�g!·�K�Z�C�T�I�8>' ���S�\�<�d�
�­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�_  Telnet �\  FTP �b1�0É�†0¿���K�S��
�œ�
�q�6�_  Telnet �b1�0É�_�B�Œ�K�S�Ø�î�¨�c�
�Q�b1�0É�­�µ�©�Ù�å�@�Ñ�~�M�•7H�~�
 FTP �b1�0É�†�w
�E�•�²0[�@�6�~�r�O�‡��

acl_name �Ñ�G�”�¡�­�«  �Ü�«�º�b�¡�S�†�æ���K�r�M��

interface_name �Ø�î�¨�†1�0É�M�•�–�å�±�î�Ç�™�–�«�b�¡�S�†�æ���K�r�M��

LOCAL �ß�î�•�Ý  �Ø�î�¨  �¹�î�±�Ë�î�«�†�æ���K�r�M��

server_tag aaa-server �¥�Ð�å�»�_�|�W�Z��*O�I�€�•  AAA �§�î�Â  �¢�Ý�î�É  �±�¢�†�æ
���K�r�M��

�¥�Ð�å�»  �Ô�î�»

�Ç�“�–�”�˜�›�î�Ý  �Ô�î�» �­�Ÿ�×�Ü�¸�•  �¥�å�¸�Ÿ�«�º

�Ý�î�¸�µ�» 3ñ4# �©�å�¢�Ý

�Ð�Ý�³

�¥�å�¸�Ÿ�«
�º �©�«�¸�Ò

�¢�ß�î�Â�Ý  �¥�å�Ç�•� �×�Þ�î
�©�Ù�å

• • • • —

�Ü�Ü�î�« �š�f
Æ��

�¤�Ñ �G�b�¥�Ð�å�»�c�¤�Ñ�[�M��
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'¨  2 'v       aaa accounting �¥�Ð�å�»>|  accounting-server-group �¥�Ð�å�»
  aaa authentication match
HTTP 1�0É�r�S�c  HTTPS 1�0É�[�c�
 timeout uauth �¥�Ð�å�»�@8��–�_�`�I�^�Í�_0¿���I�€�Z�8�•���œ
�[�v�
�M�Ø1�0É�I�€�S�Ø�î�¨�b
Ì1�0É�@�²0[�_�^�•�G�\�c�6�~�r�O�‡���G�€�c�
�È�Û�˜�¨�@

�� Basic=Uuhjksdkfhk==���«�º�Ü�å�¢�†�Ÿ�Õ�µ�©�×�K�Z�
�\0ñ�§�–�º�l�b�‹)F�b�K)F�M�m�Z�_�Q#Ý�M�•
�S�u�[�M���G�b�«�º�Ü�å�¢�@�¡�Ü�”�I�€�•�b�c�
�Ø�î�¨�@  Web �È�Û�˜�¨�b�–�å�«�±�å�«�† �M�m�Z)
�¢
�K�

Ì2s�·�K�S�\�A�T�E�[�M���Ÿ�Õ�µ�©�×�†�Ç�Û�µ�©�×�K�Z�v�–�á�@�6�~�r�O�‡��

1�0É&�1��†�w�E�•�S�u�_�²0[�^�”�É�Ü�£�î�©�Ù�å

�É�ß�º�¥�Ý�r�S�c�§�î�Å�«�l�b�¿�µ�º�á�î�¡  �”�¡�­�«1�0É�†0[�Ó�M�•�|�:�_�­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”
�å�«�†0¿���M�•�G�\�c�
�M�m�Z�b�É�ß�º�¥�Ý�r�S�c�§�î�Å�«�_�X�8�Z�•+��[�M�@�
�Ø�î�¨�@%$�K1�0É�†
�w�E�•�G�\�@�[�A�•�b�c�
 HTTP�
 HTTPS�
 Telnet�
�r�S�c  FTP �T�E�[�M���Ø�î�¨�@�G�€�}�b�§�î�Å
�«�b�8�N�€�?�b1�0É�†�w�E�^�8�\�
�­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�c1�0É�@�²0[�^�Ú�b�º�Û�Ç�•�µ�¡�†
0Á�•�K�r�O�‡��

�­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�@  AAA #Ý�_�§�Ï�î�º�K�Z�8�•1�0É�Ï�î�º�c�[���Í�[�M��

• �Ï�î�º  21 �c  FTP #Ý

• �Ï�î�º  23 �c  Telnet #Ý

• �Ï�î�º  80 �c  HTTP #Ý

• HTTPS �b���œ�c�Ï�î�º  443>&aaa authentication listener �¥�Ð�å�»�@�²0[>'

�­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�b1�0É�É�ß�å�É�º

Telnet �>�|�g  FTP �b���œ�
�­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�c1�0É�É�ß�å�É�º�†#Õ�B�K�r�M��

HTTP �b���œ�
�­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�c�¹�Ç�›�Ý�º�[�ö�•  HTTP 1�0É�†�Q#Ý�K�
1�0É�É�ß�å�É
�º�†�f�j�K�r�M���Ø�î�¨�@�Ø�î�¨�¡�\�Ã�«�á�î�»�†
°�Š�[�A�•
Æ4Š  Web �Ì�î�ª�_�Ø�î�¨�†�Ü�²�–�Þ�¡
�º�M�•�|�:�_�­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�†0¿���M�•�G�\�v�[�A�r�M>& aaa authentication listener �¥
�Ð�å�»�[0¿���K�r�M>' ��

HTTPS �b���œ�
�­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�c�•�«�±�Ò  �ß�¢�–�å#ì8��†#Õ�B�K�r�M���Ø�î�¨�@�Ø�î�¨
�¡�\�Ã�«�á�î�»�†
°�Š�[�A�•
Æ4Š  Web �Ì�î�ª�_�Ø�î�¨�†�Ü�²�–�Þ�¡�º�M�•�|�:�_�­�Ÿ�×�Ü�¸�•  �”�É�Û
�–�”�å�«�†0¿���M�•�G�\�v�[�A�r�M>& aaa authentication listener �¥�Ð�å�»�[0¿���K�r�M>' ��

�Ü�²�–�Þ�¡�©�Ù�å�c�
�ö�•�‰�'�†�I�ì�K�S�v�b�[�M���G�€�c�
1�0É�ì�_�¥�V�K�S�Ø�î�¨  �š�¡�«�Ì�Ü�š
�å�«�@�f�j�I�€�•�\� �ì�_�
 Easy VPN �[�v�Ç�“�–�”�˜�›�î�Ý  �Ô�î�»�[�v�
 HTTP �>�|�g  HTTPS �\� 
�L�Ø�î�¨  �š�¡�«�Ì�Ü�š�å�«�@�f�j�I�€�•�S�u�[�M���r�S�
�­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�[�b%$�K1�0É
�v�§�Ï�î�º�K�Z�8�r�M��

�ö�•  HTTP 1�0É�†�Q#Ý�K)F�E�S�‰�@�|�8���œ�v�6�~�r�M���­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�[�Ü�«�½�å�¢  
�Ï�î�º�†6ä�C�²0[�@�^�8���œ�x�
�Ý�î�±�V�b  NAT �†�Q#Ý�K�Z�8�•�S�u�
�­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«
�[�f�j�I�€�•  Web �Ì�î�ª�b�š�n�Ý�î�Ý�†�8�B�M�•�²0[�@�^�8���œ�
�6�•�8�c�ö�•  HTTP 1�0É�b�‰�@
�¿�µ�º�á�î�¡�[� �Ý$×�_�µ+��M�•���œ�[�M���S�\�<�d�
7Á�Ê�Ó�î�Ý�_  URL �@�Ù�u3¸�r�€�Z�8�•���œ�^
�]�b�|�:�_�
�È�Û�˜�¨�è�¥�b�”�É�Ü�£�î�©�Ù�å�[�c�ö�•1�0É�b�‰�@4:�K�Z�8�•�G�\�@�6�~�r�M��

�G�–�_1�0É�I�€�•�\�
�­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�_�|�~
–�b��
›�_�Ü�²�–�Þ�¡�º�I�€�r�M����
›
�§�î�Â�_�v"‚+¬�b1�0É�@�6�•���œ�
�Ø�î�¨�c�9�b�Ø�î�¨�¡�\�Ã�«�á�î�»�†
°�Š�K�r�M���ö�•  HTTP 1�
0É�†�Q#Ý�K�Z�8�Z�
��
›�§�î�Â#Ý�_�9�b�Ø�î�¨�¡�\�Ã�«�á�î�»�†
°�Š�M�•�²0[�@�6�•���œ�c�
 virtual 
http  �¥�Ð�å�»�†0¿���M�•�²0[�@�6�~�r�M��

>&�@>' aaa authentication secure-http-client �¥�Ð�å�»�†�Q#Ý�K�^�8�r�r  HTTP 1�0É�†�Q#Ý�M�•�\�
�Ø�î�¨�¡
�\�Ã�«�á�î�»�c�¡�Ü�”  �¸�Ÿ�«�º�[�¡�Û�–�”�å�º�?�}�­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�_3æ�™�I�€�r�M��
HTTP 1�0É�†�–�¿�î�È�Ý�_�M�•���œ�c�
�²�N  aaa authentication secure-http-client �¥�Ð�å�»�†�Q#Ý�M
�•�G�\�†�N�á�K�r�M��
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'¨  2 'v       aaa accounting �¥�Ð�å�»>|  accounting-server-group �¥�Ð�å�»
  aaa authentication match
FTP �b���œ�
�­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«  �Ø�î�¨�¡�
�”�µ�º  �Ð�î�¡>& @>'�
 FTP �Ø�î�¨�¡
>&name1@name2>'�†
°�Š�M�•�œ�É�©�Ù�å�@�6�~�r�M���Ã�«�á�î�»�_�c�
�­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«  
�Ã�«�á�î�»�
�”�µ�º  �Ð�î�¡>& @>'�
 FTP �Ã�«�á�î�»>& password1@password2>'�†
°�Š�K�r�M���S�\�<
�d�
���b�¸�Ÿ�«�º�†
°�Š�K�r�M��

name> asa1@partreq
password>  letmein@he110

�G�b�µ+��c�
0
�X�b�ß�¢�–�å�†�²0[�\�M�•�Ç�“�–�”�˜�›�î�Ý�†�•�«�£�î�»�K)F�K�Z�8�•���œ�_�w#Ý�[
�M��0
�X�b�¡�S�>�|�g�Ã�«�á�î�»�c�
0
�X�b�”�µ�º  �Ð�î�¡>& @>'�[�
�)�•�G�\�@�[�A�r�M��

0Á�•�I�€�•�ß�¢�–�å0è/œ�b�G�X�c�
�§�Ï�î�º�I�€�Z�8�•�É�ß�º�¥�Ý�_�|�W�Z���b�|�:�_$��^�~�r�M��

�«�±�¸�•�µ�¡  PAT �>�|�g  HTTP
HTTP 1�0É�[�c�
�«�±�¸�•�µ�¡  PAT �@0¿���I�€�Z�8�•���œ�
�­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�c��7•�b
�Ï�î�º�†�³�™�µ�¡�K�r�M���­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�c�
�Ð�µ�Æ�å�¢  �Ï�î�º�_�?�?�ƒ�}�N�
��7•�b
�Ï�î�º  80 �†��
›�\�M�•�º�Û�Ç�•�µ�¡�†�è���K�S���œ�
 HTTP �K)F�†�æ/œ�w�™�K�
1�0É�†��/œ�K�r�M��

�S�\�<�d�
�¥4Š  TCP �Ï�î�º  889 �@���b�|�:�_�Ï�î�º  80>&www>'�_�š�n�I�€�Z�8�Z�
6õ�€�M�•�M�m�Z
�b�”�¡�­�«  �Ü�«�º�[�G�b�º�Û�Ç�•�µ�¡�@0Á�•�I�€�Z�8�•�\�K�r�M��

static (inside,outside) tcp 10.48.66.155 889 192.168.123.10 www netmask 255.255.255.255

�G�b���œ�
�Ø�î�¨�c�Ï�î�º  889 �[  10.48.66.155 �_�”�¡�­�«�†0è�s�
�­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�c�Q
�b�º�Û�Ç�•�µ�¡�†�æ/œ�w�™�K�Z�
 HTTP 1�0É�†��/œ�K�r�M���­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�@  HTTP �K
)F�b�ö�¢�†0Á�•�M�•�S�_�
�Ø�î�¨�b  Web �È�Û�˜�¨�_�c  HTTP 1�0É�Ì�î�ª�@/²&g�I�€�r�M��

���b�[�b�|�:�_�
�ß�î�•�Ý  �Ï�î�º�@�Ï�î�º  80 �[�c�^�8�\�K�r�M��

static (inside,outside) tcp 10.48.66.155 889 192.168.123.10 111 netmask 255.255.255.255

�G�b���œ�
�Ø�î�¨�_�c1�0É�Ì�î�ª�c/²&g�I�€�r�O�‡���æ�ƒ�~�_�
�­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�c  Web 
�È�Û�˜�¨�_�š�Û�î  �Ó�µ�­�î�ª�†3æ�™�K�Z�
0[�Ó�I�€�S�§�î�Å�«�†�Q#Ý�M�•�S�_�Ø�î�¨�@1�0É�†�w�E�•
�²0[�@�6�•�G�\�†3û%±�K�r�M��

�­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�[�b%$�K1�0É

HTTP�
 HTTPS�
 Telnet�
�r�S�c  FTP �@�­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�†3û4#�M�•�G�\�†0Á�•�O�N�
�Ú
�b�±�–�É�b�º�Û�Ç�•�µ�¡�_�P�K�Z�c1�0É�†1"�M���œ�
 aaa authentication listener �¥�Ð�å�»�†0¿���M�•
�G�\�[�
 HTTP �r�S�c  HTTPS �†�Q#Ý�K�Z�­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�[%$�K1�0É�[�A�r�M��

�–�å�±�î�Ç�™�–�«�b  AAA �†�–�¿�î�È�Ý�_�M�•�\�
���b  URL �[�­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�b%$�K1�
0É�†�w�E�•�G�\�@�[�A�r�M��

http:// interface_ip [ : port ] /netaccess/connstatus.html
https:// interface_ip [ : port ] /netaccess/connstatus.html

�r�S�c�
�ì�•  Telnet �†0¿���M�•�‰�2�v�6�~�r�M>& virtual telnet  �¥�Ð�å�»�†�Q#Ý>' ���ì�•  Telnet �†0¿��
�K�S���œ�
�Ø�î�¨�c�­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�V�[0¿���I�€�S�d���b  IP �”�»�Þ�«�_  Telnet �[�K)F
�K�
�­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�@  Telnet �É�ß�å�É�º�†/²&g�K�r�M��

�É�ß�º�¥�Ý 0Á�•�I�€�•�ß�¢�–�å0è/œ�b�G�X

FTP 6ë4*�W�S�Ã�«�á�î�»�†
°�Š�M�•�\�
�K)F�@�S�T�U�_�»�ß�µ�É�I�€�•��

HTTP

HTTPS

�ß�¢�–�å�@�B�Œ�M�•�r�[�
�É�ß�å�É�º�@�1�G�v
Ì/²&g�I�€�•��

Telnet 4 �G�»�K�M�•�\�K)F�@�»�ß�µ�É�I�€�•��
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'¨  2 'v       aaa accounting �¥�Ð�å�»>|  accounting-server-group �¥�Ð�å�»
  aaa authentication match
�[ ���_�
 aaa authentication match �¥�Ð�å�»�†�Q#Ý�M�•�[�†&g�K�r�M��

hostname(config)# show access-list  
access-list mylist permit tcp 10.0.0.0 255.255.255.0 192.168.2.0 255.255.255.0 (hitcnt=0) 
access-list yourlist permit tcp any any (hitcnt=0)

hostname(config)# show running-config aaa  
aaa authentication match mylist outbound TACACS+ 

�G�b�¥�å�¸�Ÿ�«�º�[�c�
���b�¥�Ð�å�»�c

hostname(config)# aaa authentication match yourlist outbound tacacs

���b�¥�Ð�å�»�\� �L�[�M��

hostname(config)# aaa authentication include TCP/0 outbound 0.0.0.0 0.0.0.0 0.0.0.0 
0.0.0.0 tacacs

aaa �¥�Ð�å�»  �«�¸�î�º�Ó�å�º�b�Ü�«�º�[�c�
 access-list �¥�Ð�å�»  �«�¸�î�º�Ó�å�º6ë�b8p�Î�_�k�Ñ�K�r
�M���S�\�<�d�
���b�¥�Ð�å�»�†
°�Š�K�r�M��

hostname(config)# aaa authentication match mylist outbound TACACS+

�Q�b�‹�[�
���b�¥�Ð�å�»�†
°�Š�K�r�M��

hostname(config)# aaa authentication match yourlist outbound tacacs

�­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�c�
�r�N  mylist 
Æ�b access-list �¥�Ð�å�»  �«�¸�î�º�Ó�å�º  �¢�Ý�î�É�_�M
+´�@�6�•�?&��?�u�
���_  yourlist  
Æ�b access-list �¥�Ð�å�»  �«�¸�î�º�Ó�å�º  �¢�Ý�î�É�_�M+´�@�6�•�?�†
&��?�u�r�M��

6õ4��¥�Ð�å�» �¥�Ð�å�» 1��Â

aaa authorization �Ø�î�¨1��•�§�î�Å�«�†�–�¿�î�È�Ý�_�K�r�M��

access-list extended �”�¡�­�«  �Ü�«�º�†�8�B�K�r�M��

clear configure aaa 0¿���í�s�b  AAA �¥�å�Ç�•� �×�Þ�î�©�Ù�å�†�P7V�K�r�M��

show running-config 
aaa

AAA �¥�å�Ç�•� �×�Þ�î�©�Ù�å�†/²&g�K�r�M��
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'¨  2 'v       aaa accounting �¥�Ð�å�»>|  accounting-server-group �¥�Ð�å�»
  aaa authentication secure-http-client
aaa authentication secure-http-client
SSL �†�–�¿�î�È�Ý�_�K�
 HTTP �¡�Û�–�”�å�º�\�­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�b6ë�b�Ø�î�¨�¡�\�Ã�«
�á�î�»�b�­�Ÿ�×�”�^�º�n�†�–�¿�î�È�Ý�_�M�•�_�c�
�¢�ß�î�Â�Ý  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ô�î�»�[  aaa 
authentication secure-http-client �¥�Ð�å�»�†�Q#Ý�K�r�M���G�b�µ+��†�¹�•�­�î�È�Ý�_�M�•�_�c�
�G�b
�¥�Ð�å�»�b  no �g�'�†�Q#Ý�K�r�M�� aaa authentication secure-http-client �¥�Ð�å�»�_�|�W�Z�
 �Ø�î�¨�b  
HTTP �Ë�î�«  Web 0[�Ó�@�­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�†3û4#�M�•�b�†0Á�•�M�•�S�_�
�­�Ÿ�×�Ü�¸�•  �”
�É�Û�–�”�å�«�_�P�M�•�­�Ÿ�×�”�^�Ø�î�¨1�0É�‰�'�@�f�j�I�€�r�M��

aaa authentication secure-http-client

no aaa authentication secure-http-client

�S�e�b1��Â �G�b�¥�Ð�å�»�_�c�,�X�r�S�c�Ÿ�î�á�î�»�c�6�~�r�O�‡��

�¹�Ç�›�Ý�º �¹�Ç�›�Ý�º�b�·�8�x�Í�c�6�~�r�O�‡��

�¥�Ð�å�»  �Ô�î�» ���b/²�_�
�¥�Ð�å�»�†
°�Š�[�A�•�Ô�î�»�†&g�K�r�M��

�¥�Ð�å�»�š�T

�Q#Ý�V�b�ž�–�»�Û�–�å aaa authentication secure-http-client �¥�Ð�å�»�_�|�W�Z�
 >&SSL �†�Ó�K�Z>' HTTP �¡�Û�–�”�å�º1�0É�@
�–1¤�I�€�r�M���G�b�¥�Ð�å�»�c�
 HTTP �•�µ�º�«�Ý�î  �É�ß�Ÿ�©1�0É#Ý�_�Q#Ý�I�€�r�M��

aaa authentication secure-http-client �¥�Ð�å�»�_�c�
���b�D7H�@�6�~�r�M��

• ��/œ�ì�_�
�q�±�[  16 �¶�b  HTTPS 1�0É�É�ß�­�«�@0Á�•�I�€�r�M�� 16 �¶�b  HTTPS 1�0É�É�ß�­�«�M
�m�Z�@��/œ�I�€�Z�8�•���œ�
1�0É�†�²0[�\�M�•  17 $��u�b�‚�K�8  HTTPS �K)F�c0Á�•�I�€�r�O�‡��

• uauth timeout 0 �@0¿���I�€�•�\>& uauth timeout �@ 0 �_0¿���I�€�•>' �
 HTTPS 1�0É�c�µ+��K�^�8
���œ�@�6�~�r�M�� HTTPS 1�0É�†�w�E�S�‹�
�È�Û�˜�¨�@0
�X�b  TCP �K)F�†6ä���K�Z  Web �Ì�î�ª�b
�ß�î�»�†0è�s�•�\�
�q�6�b�K)F�c�Q�b�r�r0Á�•�I�€�r�M�@�
�‹)F�b�K)F�_�P�K�Z�c1�0É�@$Î#Õ�K�r
�M���Q�b)��Ý�
�Ø�î�¨�@1�0É�Ì�î�ª�_�G�K�8�Ø�î�¨�¡�\�Ã�«�á�î�»�†�–�G
°�Š�K�Z�v�
)Þ�~3É�K1�
0É�Ì�î�ª�@/²&g�I�€�r�M���G�b"g�#�†�G4J�M�•�_�c�
 timeout uauth 0:0:1 �¥�Ð�å�»�[  uauth 
timeout �†  1 &Ê�_0¿���K�r�M���S�T�K�
�G�b�G4J'Ç�[�c�
� �L3æ�™
–  IP �”�»�Þ�«�?�}�”�¡�­�«�K
�S1�0É�I�€�Z�8�^�8�Ø�î�¨�@�Ç�“�–�”�˜�›�î�Ý�†3û4#�[�A�•�‡6ë�@  1 &Ê6ë$Î#Õ�K�r�M��

• HTTPS 1�0É�c  SSL �Ï�î�º  443 �[/œ�ƒ�€�•�S�u�
 HTTP �¡�Û�–�”�å�º�?�}  HTTP �§�î�Â  �Ï�î�º  443 
�l�b�º�Û�Ç�•�µ�¡�†�È�ß�µ�¡�M�•�|�:�_�
 access-list �¥�Ð�å�»  �«�¸�î�º�Ó�å�º�†0¿���K�^�8�[�C
�T�I�8���r�S�
�Ï�î�º  80 �V�b  Web �º�Û�Ç�•�µ�¡�_�P�K�Z�«�±�¸�•�µ�¡  PAT �†0¿���M�•���œ�c�


�¥�Ð�å�»  �Ô�î�»

�Ç�“�–�”�˜�›�î�Ý  �Ô�î�» �­�Ÿ�×�Ü�¸�•  �¥�å�¸�Ÿ�«�º

�Ý�î�¸�µ�» 3ñ4# �©�å�¢�Ý

�Ð�Ý�³

�¥�å�¸�Ÿ�«
�º �©�«�¸�Ò

�¢�ß�î�Â�Ý  �¥�å�Ç�•� �×�Þ�î
�©�Ù�å

• • • • —

�Ü�Ü�î�« �š�f
Æ��

�¤�Ñ �G�b�¥�Ð�å�»�c�¤�Ñ�[�M��
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'¨  2 'v       aaa accounting �¥�Ð�å�»>|  accounting-server-group �¥�Ð�å�»
  aaa authentication secure-http-client
SSL �Ï�î�º�_�P�K�Z�v�«�±�¸�•�µ�¡  PAT �†0¿���M�•�²0[�@�6�~�r�M�����b�[�[�c�
�q�6�b/œ�[�«
�±�¸�•�µ�¡  PAT �@ Web �º�Û�Ç�•�µ�¡�_�P�K�Z0¿���I�€�•�S�u�
 HTTPS 1�0É�¥�å�Ç�•� �×�Þ�î
�©�Ù�å�†�§�Ï�î�º�M�•�S�u�_  2 $��u�b/œ�†3ã�•�M�•�²0[�@�6�~�r�M��

static (inside,outside) tcp 10.132.16.200 www 10.130.16.10 www
static (inside,outside) tcp 10.132.16.200 443 10.130.16.10 443

�[ ���_�
 HTTP �º�Û�Ç�•�µ�¡�@�­�Ÿ�×�”�_1�0É�I�€�•�|�:�_0¿���M�•�[�†&g�K�r�M��

hostname(config)# aaa authentication secure-http-client
hostname(config)# aaa authentication include http ...

�� ...���c�
 authen_service if_name local_ip local_mask [foreign_ip foreign_mask] server_tag �b�Í�†/²�K
�r�M��

���_�
 HTTPS �º�Û�Ç�•�µ�¡�@�­�Ÿ�×�”�_1�0É�I�€�•�|�:�_0¿���M�•�¥�Ð�å�»�†&g�K�r�M��

hostname (config)# aaa authentication include https ...

�� ...���c�
 authentication -service interface-name local-ip local-mask [foreign-ip foreign-mask] 
server-tag �b�Í�†/²�K�r�M��

>&�@>' aaa authentication secure-https-client �¥�Ð�å�»�c�
 HTTPS �º�Û�Ç�•�µ�¡�_�c�²0[�6�~�r�O�‡��

6õ4��¥�Ð�å�» �¥�Ð�å�» 1��Â

aaa authentication aaa-server �¥�Ð�å�»�[�æ���K�S�§�î�Â�V�[�b�
 LOCAL�
 TACACS+�
�r�S
�c  RADIUS �b�Ø�î�¨1�0É�†�–�¿�î�È�Ý�_�K�r�M��

virtual telnet �­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�ì�•�§�î�Â�_�”�¡�­�«�K�r�M��
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'¨  2 'v       aaa accounting �¥�Ð�å�»>|  accounting-server-group �¥�Ð�å�»
  aaa authorization command
aaa authorization command
aaa authorization command �¥�Ð�å�»�[�c�
 CLI �[�b�¥�Ð�å�»��/œ�@1��•�b�P1ß�?�]�:�?�†�æ���K�r
�M���¥�Ð�å�»1��•�†�–�¿�î�È�Ý�_�M�•�_�c�
�¢�ß�î�Â�Ý  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ô�î�»�[  aaa 
authorization command �¥�Ð�å�»�†�Q#Ý�K�r�M���¥�Ð�å�»1��•�†�¹�•�­�î�È�Ý�_�M�•�_�c�
�G�b�¥�Ð
�å�»�b  no �g�'�†�Q#Ý�K�r�M��

aaa authorization command {LOCAL | tacacs+ server_tag [LOCAL ]}

no aaa authorization command { LOCAL | tacacs+ server_tag [LOCAL ]}

�S�e�b1��Â

�¹�Ç�›�Ý�º 1��•�b�S�u�b�ß�î�•�Ý  �¹�î�±�Ë�î�«�l�b�Ç�›�î�Ý�Â�µ�¡�c�¹�Ç�›�Ý�º�[�¹�•�­�î�È�Ý�_�^�W�Z�8�r�M��

�¥�Ð�å�»  �Ô�î�» ���b/²�_�
�¥�Ð�å�»�†
°�Š�[�A�•�Ô�î�»�†&g�K�r�M��

�¥�Ð�å�»�š�T

LOCAL privilege �¥�Ð�å�»�_�|�W�Z0¿���I�€�•�ß�î�•�Ý  �¥�Ð�å�»"I�’�Þ�Ë�Ý�†�–
�¿�î�È�Ý�_�K�r�M���ß�î�•�Ý  �Ø�î�¨�
 RADIUS �Ø�î�¨�
�r�S�c  LDAP 
�Ø�î�¨>& LDAP �“�ö�†  RADIUS �“�ö�_�Ð�µ�Æ�å�¢�M�•���œ>'�†  CLI �”�¡
�­�«�_�X�8�Z1�0É�M�•���œ�
�­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�c�Q�b�Ø�î�¨�†
�ß�î�•�Ý  �¹�î�±�Ë�î�«�
 RADIUS�
�r�S�c  LDAP �§�î�Â�[��*O�I�€�Z�8
�•"I�’�Þ�Ë�Ý�_�d�“�I�O�r�M���Ø�î�¨�c�
�Q�b"I�’�Þ�Ë�Ý�è�W�b�¥�Ð�å�»
�_�”�¡�­�«�[�A�r�M��

TACACS+ �§�î�Â  �¢�Ý�î�É  �±�¢�b�‹�_  LOCAL  �†�æ���K�S���œ�

TACACS+ �§�î�Â  �¢�Ý�î�É�@�Q#Ý�[�A�^�8�\�A�_�Ç�›�î�Ý�Â�µ�¡�\�K�Z�b
�s�
�ß�î�•�Ý  �Ø�î�¨  �¹�î�±�Ë�î�«�@�¥�Ð�å�»1��•�_�Q#Ý�I�€�r�M��

tacacs+ server_tag TACACS+ 1��•�§�î�Â�b��*O�í�s�b�§�î�Â  �¢�Ý�î�É  �±�¢�†�æ���K�r�M��
aaa-server �¥�Ð�å�»�[��*O�K�S  AAA �§�î�Â  �¢�Ý�î�É  �±�¢�[�M��

�¥�Ð�å�»  �Ô�î�»

�Ç�“�–�”�˜�›�î�Ý  �Ô�î�» �­�Ÿ�×�Ü�¸�•  �¥�å�¸�Ÿ�«�º

�Ý�î�¸�µ�» 3ñ4# �©�å�¢�Ý

�Ð�Ý�³

�¥�å�¸�Ÿ�«
�º �©�«�¸�Ò

�¢�ß�î�Â�Ý  �¥�å�Ç�•� �×�Þ�î
�©�Ù�å

• • • • —

�Ü�Ü�î�« �š�f
Æ��

7.0(1) TACACS+ �§�î�Â  �¢�Ý�î�É�@�M�ì$×�_�Q#Ý�[�A�^�8�\�A�b  LOCAL 1��•�l
�b�Ç�›�î�Ý�Â�µ�¡�b�§�Ï�î�º�@3ã�•�I�€�r�K�S��

8.0(2) RADIUS �§�î�Â�r�S�c  LDAP �§�î�Â�[��*O�I�€�•"I�’�Þ�Ë�Ý�b�§�Ï�î�º
�@3ã�•�I�€�r�K�S��
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'¨  2 'v       aaa accounting �¥�Ð�å�»>|  accounting-server-group �¥�Ð�å�»
  aaa authorization command
�Q#Ý�V�b�ž�–�»�Û�–�å �¹�Ç�›�Ý�º�[�c�
�ß�¢�–�å�M�•�\�Ø�î�¨  EXEC �Ô�î�»�_�”�¡�­�«�[�A�
�q�*7H�b�¥�Ð�å�»�T�E�@�f�j
�I�€�r�M�� enable �¥�Ð�å�»>&�r�S�c�
�ß�î�•�Ý  �¹�î�±�Ë�î�«�†�Q#Ý�M�•�\�A�c  login �¥�Ð�å�»>'�†
°
�Š�M�•�\�
"I�’  EXEC �Ô�î�»�>�|�g�¥�å�Ç�•� �×�Þ�î�©�Ù�å  �¥�Ð�å�»�†�µ�t9×�Ø�^�¥�Ð�å�»�_�”�¡�­
�«�[�A�r�M���¥�Ð�å�»�l�b�”�¡�­�«�†�D�š�M�•���œ�_�c�
�­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«  �_�¥�Ð�å�»0Á
�•�†0¿���K�
�›�Ø�î�¨�_0Á�•�M�•�¥�Ð�å�»�†�D7H�K�r�M��

�§�Ï�î�º�I�€�•�¥�Ð�å�»0Á�•�‰�'

���b  2 �X�b�¥�Ð�å�»0Á�•�‰�'�b�8�N�€�?�†�Q#Ý�[�A�r�M��

• �ß�î�•�Ý"I�’�Þ�Ë�Ý>8�­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�[�¥�Ð�å�»"I�’�Þ�Ë�Ý�†0¿���K�r�M���ß�î�•
�Ý �Ø�î�¨�
 RADIUS �Ø�î�¨�
�r�S�c  LDAP �Ø�î�¨>& LDAP �“�ö�†  RADIUS �“�ö�_�Ð�µ�Æ�å�¢�M
�•���œ>'�†  CLI �”�¡�­�«�_�X�8�Z1�0É�M�•���œ�
�­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�c�Q�b�Ø�î�¨�†
�ß�î�•�Ý  �¹�î�±�Ë�î�«�
 RADIUS�
�r�S�c  LDAP �§�î�Â�[��*O�I�€�Z�8�•"I�’�Þ�Ë�Ý�_�d�“�I�O
�r�M���Ø�î�¨�c�
�Q�b"I�’�Þ�Ë�Ý�è�W�b�¥�Ð�å�»�_�”�¡�­�«�[�A�r�M���M�m�Z�b�Ø�î�¨�c�
�6�u�Z
�ß�¢�–�å�M�•�\�A�_�
�Ø�î�¨  EXEC �Ô�î�»>&�Þ�Ë�Ý  0 �r�S�c  1 �b�¥�Ð�å�»>'�_�”�¡�­�«�K�r�M��
�Ø�î�¨�c�
"I�’  EXEC �Ô�î�»>&�Þ�Ë�Ý  2 �è�V�b�¥�Ð�å�»>'�_�”�¡�­�«�M�•�S�u�_
Ì�g  enable �¥�Ð
�å�»�[1�0É�M�•�?�
 login �¥�Ð�å�»�[�ß�¢�–�å>&�ß�î�•�Ý  �¹�î�±�Ë�î�«�_7H�•>'�[�A�r�M��

>&�@>' �ß�î�•�Ý  �¹�î�±�Ë�î�«
Æ�_�Ø�î�¨�@�Ñ�~�K�^�C�Z�v�
�r�S  CLI 1�0É�x  enable 1�0É�@�^�8���œ
�[�v�
�ß�î�•�Ý  �¥�Ð�å�»0Á�•�†�Q#Ý�[�A�r�M���æ�ƒ�~�_�
 enable �¥�Ð�å�»�†
°�Š�M�•�\�A�_
�©�«�¸�Ò  �–�¿�î�È�Ý  �Ã�«�á�î�»�†
°�Š�M�•�\�
�­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�_�|�W�Z�Þ�Ë�Ý  
15 �_*(�?�€�r�M�����_�
�M�m�Z�b�Þ�Ë�Ý�b�–�¿�î�È�Ý  �Ã�«�á�î�»�†�8�B�K�r�M���G�€�_�|�~�

enable n>&2 >|  15>'�†
°�Š�K�S�\�A�_�
�­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�_�|�W�Z�Þ�Ë�Ý  n �_*(�?
�€�•�|�:�_�^�~�r�M���G�€�}�b�Þ�Ë�Ý�c�
�ß�î�•�Ý  �¥�Ð�å�»1��•�†�œ�å�_�K�^�87H�~�Q#Ý�I�€
�r�O�‡  >&0ò(ý�_�X�8�Z�c�
 enable �¥�Ð�å�»�†�g!·�K�Z�C�T�I�8>' ��

• TACACS+ �§�î�Â"I�’�Þ�Ë�Ý>8 TACACS+ �§�î�Â�[�
�Ø�î�¨�r�S�c�¢�Ý�î�É�@  CLI �”�¡�­�«�_�X
�8�Z1�0É�K�S�‹�[�Q#Ý�[�A�•�¥�Ð�å�»�†0¿���K�r�M�� CLI �[�Ø�î�¨�@
°�Š�M�•�M�m�Z�b�¥�Ð�å�»
�c�
 TACACS+ �§�î�Â�[�³�™�µ�¡�I�€�r�M��

�­�Ÿ�×�Ü�¸�•  �¥�å�¸�Ÿ�«�º�\�¥�Ð�å�»0Á�•

�Ð�Ý�³  �­�Ÿ�×�Ü�¸�•  �¥�å�¸�Ÿ�«�º�[�¥�Ð�å�»0Á�•�†��/æ�M�•���œ�b5�0[�^*ƒ�Ö!l�†���_&g�K�r�M��

• AAA 0¿���c�¥�å�¸�Ÿ�«�º�H�\�_�¶�9�[�6�~�
�¥�å�¸�Ÿ�«�º6ë�[
¹�w�I�€�r�O�‡��

�¥�Ð�å�»0Á�•�†0¿���M�•���œ�c�
�›�­�Ÿ�×�Ü�¸�•  �¥�å�¸�Ÿ�«�º�†�9���_0¿���M�•�²0[�@�6�~�r�M��
�G�€�_�|�~�
$��^�•�­�Ÿ�×�Ü�¸�•  �¥�å�¸�Ÿ�«�º�_�P�K�Z$��^�•�¥�Ð�å�»1��•�†��/œ�[�A�r�M��

�­�Ÿ�×�Ü�¸�•  �¥�å�¸�Ÿ�«�º�†�)�~�p�<�•���œ�
'ö#.*…�c�
�ß�¢�–�å�ì�_�æ���K�S�Ø�î�¨�¡�[0Á�•
�I�€�•�¥�Ð�å�»�@�‚�K�8�¥�å�¸�Ÿ�«�º  �­�µ�©�Ù�å�[�c$��^�•�•+��ö�@�6�•�G�\�x�
�‚�K�8�¥�å�¸
�Ÿ�«�º�[�c�¥�Ð�å�»0Á�•�@�r�W�S�C0¿���I�€�Z�8�^�8�•+��ö�@�6�•�G�\�†�Õ8Œ�_*(�8�Z�C�T�I�8��
�¥�Ð�å�»0Á�•�@�­�Ÿ�×�Ü�¸�•  �¥�å�¸�Ÿ�«�º�_�|�W�Z$��^�•���œ�@�6�•�G�\�†'ö#.*…�@#.0Ž�K�Z�8
�^�8�\�
�ã�˜�@#Õ�L�•�•+��ö�@�6�~�r�M���G�b�·�8�c�
���b�Ù)��s�_�|�W�Z�I�}�_0
7§�_�^�~�r
�M��

• changeto �¥�Ð�å�»�_�|�W�Z6ä���I�€�S�‚�K�8�¥�å�¸�Ÿ�«�º  �­�µ�©�Ù�å�[�c�
�S�b�¥�å�¸�Ÿ�«�º  
�­�µ�©�Ù�å�[�Q#Ý�I�€�S�Ø�î�¨�¡�_6õ�€�^�C�
'ö#.*…  ID �\�K�Z�–�_�¹�Ç�›�Ý�º�b�� enable_15��
�Ø�î�¨�¡�@�Q#Ý�I�€�r�M���G�€�_�|�~�
 enable_15 �Ø�î�¨�_�P�K�Z�¥�Ð�å�»0Á�•�@0¿���I�€�Z�8�^
�8���œ�x�
 enable_15 �Ø�î�¨�b1��•�@�S�b�¥�å�¸�Ÿ�«�º  �­�µ�©�Ù�å�[�b�Ø�î�¨�b1��•�\$��^�•���œ
�_�
�ã�˜�@#Õ�L�•�•+��ö�@�6�~�r�M��

�G�€�c�
$Î/œ�I�€�•�›�¥�Ð�å�»�†"I���b'ö#.*…�_�G&��_6õ4��Ü�E�•�G�\�@�[�A�•���œ�_7H�~�w� �\
�^�•�
�¥�Ð�å�»  �”�•�˜�å�¸�•�å�¢�_�v�s8j�K�r�M�� changeto �¥�Ð�å�»�b�Q#Ý�@0Á�•�I�€�Z�8�•�M
�m�Z�b'ö#.*…�c  enable_15 �Ø�î�¨�¡�†�Ú�b�¥�å�¸�Ÿ�«�º�[�Q#Ý�[�A�•�S�u�
 enable_15 �Ø�î�¨�¡�[
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'¨  2 'v       aaa accounting �¥�Ð�å�»>|  accounting-server-group �¥�Ð�å�»
  aaa authorization command
�ß�¢�–�å�K�S�Ø�î�¨�†�¥�Ð�å�»  �”�•�˜�å�¸�•�å�¢  �Þ�¥�î�»�[(F�"�_"I���[�A�•�\�c7H�~�r�O�‡��
�¥�å�¸�Ÿ�«�º�H�\�_$��^�•�”�•�˜�å�¸�•�å�¢  �§�î�Â�†�Q#Ý�M�•���œ�c�
 enable_15 �Ø�î�¨�¡�†�Q#Ý
�K�Z�8�S�Ø�î�¨�†3ã2§�M�•�S�u�_�X�Ž�b�§�î�Â�b�¹�î�±�†%&6õ�I�O�•�²0[�@#Õ�L�r�M��

�¥�Ð�å�»0Á�•�†0¿���M�•���œ�c�
���b!l�†*ƒ�Ö�K�r�M��

– changeto �¥�Ð�å�»�b�Q#Ý�@0Á�•�I�€�Z�8�•'ö#.*…�c�
��2A$×�_�
�Ú�b�¥�å�¸�Ÿ�«�º�Q�€�R�€
�[  enable_15 �Ø�î�¨�_0Á�•�I�€�Z�8�•�M�m�Z�b�¥�Ð�å�»�†�Q#Ý�M�•0Á�•�†�â�U�r�M��

– �¥�å�¸�Ÿ�«�º�H�\�_�9���_�¥�Ð�å�»�†1��•�M�•���œ�c�
 changeto �¥�Ð�å�»�b�Q#Ý0Á�•�†�â�X
'ö#.*…�_�P�K�Z�v�Ä�°�I�€�•�¥�Ð�å�»�@  enable_15 �Ø�î�¨�¡�[�v�Ä�°�I�€�•�G�\�†�
�›�¥�å�¸
�Ÿ�«�º�[&�1��K�Z�C�T�I�8��

�­�Ÿ�×�Ü�¸�•  �¥�å�¸�Ÿ�«�º�†�)�~�p�<�•���œ�
'ö#.*…�c"I�’  EXEC �Ô�î�»�†)
�¢�K�

Ì�Ø  enable 
�¥�Ð�å�»�†
°�Š�K�Z�²0[�^�Ø�î�¨�¡�†�Q#Ý�[�A�r�M��

>&�@>' �©�«�¸�Ò��/œ�«�Ì�î�«�[�c  aaa �¥�Ð�å�»�c�§�Ï�î�º�I�€�r�O�‡���K�S�@�W�Z�
�©�«�¸�Ò��/œ�«�Ì�î�«
�[�c�¥�Ð�å�»1��•�c�Q#Ý�[�A�r�O�‡��

�ß�î�•�Ý  �¥�Ð�å�»1��•�b�S�f�²�ó

• aaa authentication enable console �¥�Ð�å�»�†�Q#Ý�K�Z�
�ß�î�•�Ý�
 RADIUS�
�r�S�c  LDAP 1�
0É�b enable 1�0É�†0¿���K�r�M��

enable 1�0É�c�
�Ø�î�¨�@  enable �¥�Ð�å�»�_�”�¡�­�«�K�S�‹�_�Ø�î�¨�¡�†)T�â�M�•�S�u�_�²0[�[�M��

�r�S�c�
�¥�å�Ç�•� �×�Þ�î�©�Ù�å�@�Y0[�^  login �¥�Ð�å�»>&1�0É�†���:  enable �¥�Ð�å�»�\� �L>'
�†�Q#Ý�[�A�r�M�� enable 1�0É�o�]�­�Ÿ�×�”�[�c�^�8�S�u�
�G�b�œ�É�©�Ù�å�c�N�á�K�r�O�‡��

CLI 1�0É>&aaa authentication { ssh | telnet | serial}  console>'�†�Q#Ý�M�•�G�\�v�[�A�r�M�@�
�²8r
�[�c�6�~�r�O�‡��

• RADIUS �@1�0É�_�Q#Ý�I�€�Z�8�•���œ�
 aaa authorization exec authentication-server �¥�Ð�å�»
�†�Q#Ý�K�Z�
 RADIUS �?�}�b'ö#.�Ø�î�¨"I�’�Þ�Ë�Ý�b�§�Ï�î�º�†�–�¿�î�È�Ý�_�M�•�G�\�@�[�A�r
�M�@�
�²8r�[�c�6�~�r�O�‡���G�b�¥�Ð�å�»�c�
�ß�î�•�Ý�
 RADIUS�
 LDAP>&�Ð�µ�Æ�å�¢�í�s>' �

�>�|�g  TACACS+ �b�›�Ø�î�¨�b'ö#.1��•�v�–�¿�î�È�Ý�_�K�r�M���G�b�¥�Ð�å�»�†�Q#Ý�M�•�\�

�ß�î�•�Ý  �¥�Ð�å�»0Á�•�_�s8j�M�•�?�v%±�€�r�O�‡�� authentication-server �Ÿ�î�á�î�»�†�Q#Ý�M�•
�\�
�Ø�î�¨�b1�0É�_�Q#Ý�I�€�S�§�î�Â�?�}"I�’�Þ�Ë�Ý�†�v�“�M�•�¹�Ç�›�Ý�º�b�·�8�†)T�â�K�r�M

>&LDAP>&�Ð�µ�Æ�å�¢�í�s>' �
 LOCAL �>�|�g  RADIUS �§�î�Â�_4:#Ý�I�€�r�M>' ���S�T�K�
�G�b�œ�É
�©�Ù�å�c�
 TACACS+ �§�î�Â�?�}�b�Ø�î�¨"I�’�Þ�Ë�Ý�b�v�“�†�–�¿�î�È�Ý�_�K�r�M��

• ���_&g�M�Ø�î�¨  �±�–�É�H�\�b�S�f�²�ó�†&�1��K�Z�C�T�I�8��

– �ß�î�•�Ý  �¹�î�±�Ë�î�«  �Ø�î�¨>8 username �¥�Ð�å�»�†�Q#Ý�K�Z�
�ß�î�•�Ý  �¹�î�±�Ë�î�«
Æ�b
�Ø�î�¨�†"I�’�Þ�Ë�Ý  0 >|  15 �[0¿���K�r�M��

– RADIUS �Ø�î�¨>8�Ø�î�¨�b  Cisco VSA CVPN3000-Privilege-Level �†�
 0 >|  15 �b�Í�[0¿���K
�r�M��

– LDAP �Ø�î� >̈8�Ø�î�¨�†"I�’�Þ�Ë�Ý  0 >|  15 �†�Q#Ý�K�Z0¿���K�
 ldap map-attributes �¥�Ð�å�»
�†�Q#Ý�K�Z LDAP �“�ö�†  Cisco VAS CVPN3000-Privilege-Level �_�Ð�µ�Æ�å�¢�K�r�M��

• �¥�Ð�å�»"I�’�Þ�Ë�Ý�b0¿���_�X�8�Z�c�
 privilege �¥�Ð�å�»�†�g!·�K�Z�C�T�I�8��

TACACS+ �¥�Ð�å�»1��•

TACACS+ �¥�Ð�å�»1��•�†�–�¿�î�È�Ý�_�K�
�Ø�î�¨�@  CLI �[�¥�Ð�å�»�†
°�Š�M�•���œ�
�­�Ÿ�×�Ü�¸�•  
�”�É�Û�–�”�å�«�_�|�W�Z�¥�Ð�å�»�\�Ø�î�¨�¡�@  TACACS+ �§�î�Â�_3æ�™�I�€�
�¥�Ð�å�»�@1��•�I�€�Z
�8�•�?�]�:�?�@�8�9�I�€�r�M��
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'¨  2 'v       aaa accounting �¥�Ð�å�»>|  accounting-server-group �¥�Ð�å�»
  aaa authorization command
TACACS+ �§�î�Â�_�|�•�¥�Ð�å�»1��•�†0¿���M�•�\�A�c�
�–�W�K�S�\�>�~�_�µ+��M�•�G�\�@&�1��[�A
�•�r�[�
�¥�å�Ç�•� �×�Þ�î�©�Ù�å�†�–�Ñ�K�^�8�[�C�T�I�8��6ë4*�8�_�|�~�ß�µ�¡  �”�˜�º�I�€�S���œ�

3û�–�c�­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�†
Ì2s�·�M�•�G�\�_�|�W�Z�”�¡�­�«�†�G�Ÿ�[�A�r�M��

TACACS+ �©�«�¸�Ò�@�ö
²�_�ó���K�Z�™8—�[�A�•�G�\�†&�1��K�r�M���²0[�^�™8—�ö�Þ�Ë�Ý�_�X�8�Z�

3û�–�c�
�ö
²
Õ6×  TACACS+ �§�î�Â  �©�«�¸�Ò�\�­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�l�b�ö
²
Õ6×�K)F�@�²0[
�[�M���S�\�<�d�
 TACACS+ �§�î�Â  �É�î�Ý�_�
�–�å�±�î�Ç�™�–�«  1 �_�K)F�I�€�S  1 �X�b�§�î�Â�\�–�å
�±�î�Ç�™�–�«  2 �_�K)F�I�€�S�9�b�§�î�Â�†�µ�u�r�M�� TACACS+ �§�î�Â�@�Q#Ý�[�A�^�8���œ�_�Ç�›�î�Ý
�Â�µ�¡�‰�'�\�K�Z�ß�î�•�Ý  �¥�Ð�å�»0Á�•�†0¿���M�•�G�\�v�[�A�r�M���G�b���œ�
�ß�î�•�Ý  �Ø�î�¨�>�|
�g�¥�Ð�å�»"I�’�Þ�Ë�Ý�†0¿���M�•�²0[�@�6�~�r�M��

TACACS+ �§�î�Â�b0¿���_�X�8�Z�c�
 �� Cisco ASA 5500 Series Command Line Configuration Guide���†
�g!·�K�Z�C�T�I�8��

TACACS+ �¥�Ð�å�»1��•�b�S�f�²�ó

• aaa authentication { ssh | telnet | serial}  console �¥�Ð�å�»�†�Q#Ý�K�Z�
 CLI 1�0É�†0¿���K�r�M��

• aaa authentication enable console �¥�Ð�å�»�†�Q#Ý�K�Z�
 enable 1�0É�†0¿���K�r�M��

�[ ���_�
 tplus1 �\�8�:�¡�S�b  TACACS+ �§�î�Â  �¢�Ý�î�É�†�Q#Ý�K�Z�¥�Ð�å�»1��•�†�–�¿�î�È�Ý�_�M�•�[
�†&g�K�r�M��

hostname(config)# aaa authorization command tplus1

���_�
 tplus1 �§�î�Â  �¢�Ý�î�É
Æ�b�M�m�Z�b�§�î�Â�@�Q#Ý�[�A�^�8���œ�_�
�ß�î�•�Ý  �Ø�î�¨  �¹�î�±�Ë�î
�«�l�b�Ç�›�î�Ý�Â�µ�¡�†�§�Ï�î�º�M�•'ö#.1��•�†0¿���M�•�[�†&g�K�r�M��

hostname(config)# aaa authorization command tplus1 LOCAL

6õ4��¥�Ð�å�» �¥�Ð�å�» 1��Â

aaa authentication 
console

CLI�
 ASDM�
�>�|�g  enable 1�0É�†�–�¿�î�È�Ý�_�K�r�M��

aaa authorization exec 
authentication-server

RADIUS �?�}�b'ö#.�Ø�î�¨"I�’�Þ�Ë�Ý�b�§�Ï�î�º�†�–�¿�î�È�Ý�_�K�r�M��

aaa-server host �Í�«�º6õ4��b�“�ö�†0¿���K�r�M��

aaa-server �¢�Ý�î�É6õ4��b�§�î�Â�“�ö�†0¿���K�r�M��

enable "I�’  EXEC �Ô�î�»�†6ä���K�r�M��

ldap map-attributes LDAP �“�ö�†�
�­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�[�Q#Ý�[�A�•  RADIUS �“�ö�_
�Ð�µ�Æ�å�¢�K�r�M��

login �ß�î�•�Ý  �¹�î�±�Ë�î�«�†1�0É�_�Q#Ý�K�Z"I�’  EXEC �Ô�î�»�†6ä���K�r�M��

service-type �ß�î�•�Ý  �¹�î�±�Ë�î�«  �Ø�î�¨�b  CLI�
 ASDM�
�>�|�g�–�¿�î�È�Ý  �”�¡�­�«
�†�D7H�K�r�M��

show running-config 
aaa

AAA �¥�å�Ç�•� �×�Þ�î�©�Ù�å�†/²&g�K�r�M��
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'¨  2 'v       aaa accounting �¥�Ð�å�»>|  accounting-server-group �¥�Ð�å�»
  aaa authorization exec authentication-server
aaa authorization exec authentication-server
'ö#.1��•�†�–�¿�î�È�Ý�_�M�•�_�c�
�¢�ß�î�Â�Ý  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ô�î�»�[  aaa authorization 
exec authentication-server �¥�Ð�å�»�r�S�c  aaa authorization exec �¥�Ð�å�»�†�Q#Ý�K�r�M��'ö#.0Á�•
�†�¹�•�­�î�È�Ý�_�M�•�_�c�
 aaa authorization exec authentication-server �¥�Ð�å�»�b  no �g�'�r�S
�c�
 no aaa authorization exec �¥�Ð�å�»�†�Q#Ý�K�r�M��

aaa authorization exec [authentication-server]

no aaa authorization exec [authentication-server]

�S�e�b1��Â

�¹�Ç�›�Ý�º �¹�Ç�›�Ý�º�[�c�
�G�b�¥�Ð�å�»�c�¹�•�­�î�È�Ý�[�M��

�¥�Ð�å�»  �Ô�î�» ���b/²�_�
�¥�Ð�å�»�†
°�Š�[�A�•�Ô�î�»�†&g�K�r�M��

�¥�Ð�å�»�š�T

�Q#Ý�V�b�ž�–�»�Û�–�å aaa authorization exec authentication-server �¥�Ð�å�»�†�Q#Ý�M�•�\�
 �Ø�î�¨�b  service-type �¡�Þ�¹�å
�©�Õ�Ý�c�¥�å�¯�î�Ý  �”�¡�­�«�b0Á�•�b�S�_�è���I�€�r�M��

no aaa authorization exec authentication-server �¥�Ð�å�»�†�Q#Ý�M�•�\�A�c�
�è�W�_�@�–�K�Z�C�T�I
�8 :

• �¥�å�¯�î�Ý  �”�¡�­�«�b0Á�•�b�S�_�
�Ø�î�¨�b  service-type �¡�Þ�¹�å�©�Õ�Ý�c�³�™�µ�¡�I�€�r�O�‡��

• �¥�Ð�å�»1��•�@0¿���I�€�Z�8�•���œ�
 RADIUS�
 LDAP�
�>�|�g  TACACS+ �Ø�î�¨�_�X�8�Z  AAA 
�§�î�Â�["I�’�Þ�Ë�Ý�“�ö�@0b�X�?�•�\�
"I�’�Þ�Ë�Ý�“�ö�@�,�A)F�A4:#Ý�I�€�r�M��

�Ø�î�¨�@  CLI�
 ASDM�
�r�S�c  enable �¥�Ð�å�»�_�”�¡�­�«�M�•�\�A�_�Ø�î�¨�†1�0É�M�•�|�:�_  aaa 
authentication console �¥�Ð�å�»�†0¿���M�•�\�
�Ø�î�¨  �¥�å�Ç�•� �×�Þ�î�©�Ù�å�_�Â�L�Z  aaa 
authorization exec authentication-server �¥�Ð�å�»�['ö#.�”�¡�­�«�†�D7H�[�A�r�M��

>&�@>' �©�Ü�”�Ý  �”�¡�­�«�c'ö#.1�0É�_�µ�r�€�^�8�S�u�
 aaa authentication serial console �†0¿���K�Z�8�•��
�œ�c�
1�0É�K�S�Ø�î�¨�c�M�m�Z�¥�å�¯�î�Ý  �Ï�î�º�_�”�¡�­�«�[�A�r�M��

authentication-server �Ø�î�¨�b1�0É�_�Q#Ý�I�€�S�§�î�Â�?�}1��•�“�ö�@�v�“�I�€�•�G�\�†�æ���K
�r�M��

�¥�Ð�å�»  �Ô�î�»

�Ç�“�–�”�˜�›�î�Ý  �Ô�î�» �­�Ÿ�×�Ü�¸�•  �¥�å�¸�Ÿ�«�º

�Ý�î�¸�µ�» 3ñ4# �©�å�¢�Ý

�Ð�Ý�³

�¥�å�¸�Ÿ�«
�º �©�«�¸�Ò

�¢�ß�î�Â�Ý  �¥�å�Ç�•� �×�Þ�î
�©�Ù�å

• • • • —

�Ü�Ü�î�« �š�f
Æ��

8.0(2) �G�b�¥�Ð�å�»�@�_
°�I�€�r�K�S��
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'¨  2 'v       aaa accounting �¥�Ð�å�»>|  accounting-server-group �¥�Ð�å�»
  aaa authorization exec authentication-server
�Ø�î�¨�†'ö#.1�0É�P1ß�_0¿���M�•�_�c�
���b�›  AAA �§�î�Â  �±�–�É�r�S�c�ß�î�•�Ý  �Ø�î�¨�b0[�ó�†�g
!·�K�Z�C�T�I�8��

• LDAP �Ð�µ�Æ�å�¢�í�s�Ø�î�¨>8 LDAP �“�ö�†�Ð�µ�Æ�å�¢�M�•�_�c�
 ldap attribute-map �¥�Ð�å�»
�†�g!·�K�Z�C�T�I�8��

• RADIUS �Ø�î� >̈8���b�Í�b�8�N�€�?�_�Ð�µ�Æ�å�¢�M�•  IETF RADIUS numeric service-type �“�ö�†
�Q#Ý�K�r�M��

– Service-Type 5>&$Î�™>'�c�
'ö#.�”�¡�­�«�†�Ä�°�K�r�M���Ø�î�¨�c  aaa authentication console 
�¥�Ð�å�»�[�æ���I�€�S�§�î�Å�«�†�Q#Ý�[�A�r�O�‡>& serial �Ÿ�î�á�î�»�†7V�A�r�M���©�Ü�”�Ý  �”
�¡�­�«�c0Á�•�I�€�r�M>' ���Ü�Ô�î�º  �”�¡�­�«>& IPsec �>�|�g  SSL>'�Ø�î�¨�c�
�,�A)F�A+¬3��b
�Ü�Ô�î�º  �”�¡�­�«  �­�µ�©�Ù�å�†1�0É�>�|�g)
�¢�[�A�r�M��

– Service-Type 6>&'ö#.>'�c�
 aaa authentication console �¥�Ð�å�»�[�æ���I�€�S�§�î�Å�«�l�b�Ç
�Ý �”�¡�­�«�†0Á�•�K�r�M��

– Service-Type 7>&NAS �É�ß�å�É�º>'�c�
 aaa authentication { telnet | ssh} console �¥�Ð�å�»�†
0¿���K�S���œ�c  CLI �l�b�”�¡�­�«�†0Á�•�K�r�M�@�
 aaa authentication http console �¥�Ð�å�»
�†0¿���K�S���œ�c  ASDM �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �”�¡�­�«�†�Ä�°�K�r�M�� ASDM �Ô�½�±�Ü�å
�¢  �”�¡�­�«�c0Á�•�K�r�M�� aaa authentication enable console �¥�Ð�å�»�[�–�¿�î�È�Ý1�0É�†0¿
���K�Z�8�•���œ�
�Ø�î�¨�c  enable �¥�Ð�å�»�†�Q#Ý�K�Z"I�’  EXEC �Ô�î�»�_�”�¡�­�«�[�A�r�O
�‡��

>&�@>' 1�1‘�I�€�•  service-type �c�
�ß�¢�–�å>& 1>'�
�Ç�Þ�î�Ò�ì>& 2>'�
'ö#.>& 6>'�
�>�|�g  NAS �É�ß�å
�É�º>& 7>'�b�s�[�M���Q�b�Ú�b  service-type �†�Q#Ý�M�•�\�
�”�¡�­�«�c�Ä�°�I�€�r�M��

• TACACS+ �Ø�î�¨>8 �� service=shell���š�å�º�Ü�[0Á�•�†0[�Ó�K�
�§�î�Â�c���b�|�:�_  PASS �r�S�c  
FAIL �[�Â'Å�K�r�M��

– PASS�
"I�’�Þ�Ë�Ý  1 �c�
 aaa authentication console �¥�Ð�å�»�[�æ���I�€�S�§�î�Å�«�l�b�Ç�Ý  
�”�¡�­�«�†0Á�•�K�r�M��

– PASS�
"I�’�Þ�Ë�Ý  2 �è�V�c�
 aaa authentication { telnet | ssh} console �¥�Ð�å�»�†0¿���K�S��
�œ�c CLI �l�b�”�¡�­�«�†0Á�•�K�r�M�@�
 aaa authentication http console �¥�Ð�å�»�†0¿���K�S
���œ�c  ASDM �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �”�¡�­�«�†�Ä�°�K�r�M�� ASDM �Ô�½�±�Ü�å�¢  �”�¡�­
�«�c0Á�•�K�r�M�� aaa authentication enable console �¥�Ð�å�»�[�–�¿�î�È�Ý1�0É�†0¿���K�Z�8
�•���œ�
�Ø�î�¨�c  enable �¥�Ð�å�»�†�Q#Ý�K�Z"I�’  EXEC �Ô�î�»�_�”�¡�­�«�[�A�r�O�‡��

– FAIL �c�
'ö#.�”�¡�­�«�†�Ä�°�K�r�M���Ø�î�¨�c  aaa authentication console �¥�Ð�å�»�[�æ��
�I�€�S�§�î�Å�«�†�Q#Ý�[�A�r�O�‡>& serial �Ÿ�î�á�î�»�†7V�A�r�M���©�Ü�”�Ý  �”�¡�­�«�c0Á�•�I
�€�r�M>' ��

• �ß�î�•�Ý  �Ø�î�¨>8 service-type �¥�Ð�å�»�†0¿���K�r�M���G�€�c�
 username �¥�Ð�å�»�b�Ø�î�¨�¡�¥
�å�Ç�•� �×�Þ�î�©�Ù�å  �Ô�î�»�[�M���¹�Ç�›�Ý�º�b  service-type �c  admin �[�
 aaa authentication 
console �¥�Ð�å�»�[�æ���I�€�S�§�î�Å�«�l�b�Ç�Ý  �”�¡�­�«�†0Á�•�K�r�M��

�[ ���_�
 �� radius���\�8�:�§�î�Â  �±�¢�b  RADIUS �§�î�Â�l�b  Telnet �K)F�[�
 aaa authentication console 
�¥�Ð�å�»�†�Q#Ý�M�•�[�†&g�K�r�M��

hostname(config)# aaa authentication telnet console radius

���_�
�§�î�Â  �¢�Ý�î�É�� AuthIn���†�–�¿�î�È�Ý1�0É#Ý�_�æ���M�•�[�†&g�K�r�M��

hostname(config)# aaa authentication enable console AuthIn

���_�
 aaa authentication console �¥�Ð�å�»�†�Q#Ý�K�Z�
�¢�Ý�î�É�� svrgrp1��
Æ�b�M�m�Z�b�§�î�Â�@�<
#Ý�[�A�^�8���œ�_  LOCAL �Ø�î�¨  �¹�î�±�Ë�î�«�_�Ç�›�î�Ý�Â�µ�¡�I�O�•�[�†&g�K�r�M��
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'¨  2 'v       aaa accounting �¥�Ð�å�»>|  accounting-server-group �¥�Ð�å�»
  aaa authorization exec authentication-server
hostname(config)# aaa-server svrgrp1 protocol tacacs
hostname(config)# aaa authentication ssh console svrgrp1 LOCAL

6õ4��¥�Ð�å�» �¥�Ð�å�» 1��Â

aaa authentication 
console

�¥�å�¯�î�Ý1�0É�†�–�¿�î�È�Ý�_�K�r�M��

ldap attribute-map LDAP �“�ö�†�Ð�µ�Æ�å�¢�K�r�M��

service-type �ß�î�•�Ý  �Ø�î�¨�b�D7H  CLI �”�¡�­�«��

show running-config 
aaa

AAA �¥�å�Ç�•� �×�Þ�î�©�Ù�å�†/²&g�K�r�M��
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'¨  2 'v       aaa accounting �¥�Ð�å�»>|  accounting-server-group �¥�Ð�å�»
  aaa authorization include, exclude
aaa authorization include, exclude
�­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«  �†�Ó�K�S�K)F�b0Á�•�†�–�¿�î�È�Ý�_�M�•�_�c�
�¢�ß�î�Â�Ý  �¥�å�Ç�•� �×
�Þ�î�©�Ù�å  �Ô�î�»�[  aaa authorization include �¥�Ð�å�»�†�Q#Ý�K�r�M��0Á�•�?�}�”�»�Þ�«�†7V�¥�M�•
�_�c�
 aaa authorization exclude �¥�Ð�å�»�†�Q#Ý�K�r�M��0Á�•�†�¹�•�­�î�È�Ý�_�M�•�_�c�
�G�b�¥�Ð
�å�»�b  no �g�'�†�Q#Ý�K�r�M��

aaa authorization {include | exclude}  service interface_name inside_ip inside_mask [outside_ip 
outside_mask] server_tag

no aaa authorization {include | exclude} service interface_name inside_ip inside_mask 
[outside_ip outside_mask] server_tag

�S�e�b1��Â exclude �§�î�Å�«�>�|�g�”�»�Þ�«�@  include �¥�Ð�å�»�_�|�W�Z�M�[�_�æ���I�€�Z�8
�•���œ�_�
�æ���K�S�§�î�Å�«�>�|�g�”�»�Þ�«�†0Á�•�?�}7V�¥�K�r�M��

include 1��•�@�²0[�^�§�î�Å�«�>�|�g  IP �”�»�Þ�«�†�æ���K�r�M�� include �«�¸�î�º
�Ó�å�º�[�æ���I�€�^�8�º�Û�Ç�•�µ�¡�c��#.�I�€�r�O�‡��

inside_ip �­�Ÿ�×�Ü�¸�•�b9×�8
��b�–�å�±�î�Ç�™�–�«�b  IP �”�»�Þ�«�†�æ���K�r�M���G
�b�”�»�Þ�«�c�
�G�b�¥�Ð�å�»�†4:#Ý�M�•�–�å�±�î�Ç�™�–�«�_�|�W�Z�
3æ�™

–�”�»�Þ�«�r�S�c��
›�”�»�Þ�«�[�6�•�G�\�@�6�~�r�M���­�Ÿ�×�Ü�¸�•�b�*
�8
��b�–�å�±�î�Ç�™�–�«�_�¥�Ð�å�»�†4:#Ý�M�•���œ�
�G�b�”�»�Þ�«�c��
›
�”�»�Þ�«�[�M���­�Ÿ�×�Ü�¸�•�b9×�8
��b�–�å�±�î�Ç�™�–�«�_�¥�Ð�å�»�†4:
#Ý�M�•���œ�
�G�b�”�»�Þ�«�c3æ�™
–�”�»�Þ�«�[�M���M�m�Z�b�Í�«�º�†�æ��
�M�•�_�c�
 0 �†�æ���K�r�M��

inside_mask 
Æ4Š IP �”�»�Þ�«�b�¿�µ�º�á�î�¡  �Ð�«�¡�†�æ���K�r�M�� IP �”�»�Þ�«�@  0 �b
���œ�c  0 �†�Q#Ý�K�r�M���Í�«�º�_�c  255.255.255.255 �†�æ���K�r�M��

interface_name �Ø�î�¨�@1��•�†0[�Ó�M�•�–�å�±�î�Ç�™�–�«�b�¡�S�†�æ���K�r�M��

outside_ip >&�õ�–>'�­�Ÿ�×�Ü�¸�•�b�*�8
��b�–�å�±�î�Ç�™�–�«�b  IP �”�»�Þ�«�†�æ���K
�r�M���G�b�”�»�Þ�«�c�
�G�b�¥�Ð�å�»�†4:#Ý�M�•�–�å�±�î�Ç�™�–�«�_�|�W
�Z�
3æ�™
–�”�»�Þ�«�r�S�c��
›�”�»�Þ�«�[�6�•�G�\�@�6�~�r�M���­�Ÿ�×�Ü
�¸�•�b�*�8
��b�–�å�±�î�Ç�™�–�«�_�¥�Ð�å�»�†4:#Ý�M�•���œ�
�G�b�”�»�Þ
�«�c3æ�™
–�”�»�Þ�«�[�M���­�Ÿ�×�Ü�¸�•�b9×�8
��b�–�å�±�î�Ç�™�–�«�_�¥
�Ð�å�»�†4:#Ý�M�•���œ�
�G�b�”�»�Þ�«�c��
›�”�»�Þ�«�[�M���M�m�Z�b�Í�«
�º�†�æ���M�•�_�c�
 0 �†�æ���K�r�M��

outside_mask >&�õ�–>'�¥4Š  IP �”�»�Þ�«�b�¿�µ�º�á�î�¡  �Ð�«�¡�†�æ���K�r�M�� IP �”�»�Þ�«
�@ 0 �b���œ�c  0 �†�Q#Ý�K�r�M���Í�«�º�_�c  255.255.255.255 �†�æ���K�r�M��
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'¨  2 'v       aaa accounting �¥�Ð�å�»>|  accounting-server-group �¥�Ð�å�»
  aaa authorization include, exclude
�¹�Ç�›�Ý�º IP �”�»�Þ�«  0 �c���M�m�Z�b�Í�«�º���†�–�á�K�r�M���ß�î�•�Ý  IP �”�»�Þ�«�†  0 �_0¿���M�•�\�
0Á�•�I�€
�•�Í�«�º�†0Á�•�§�î�Â�_�|�W�Z�ô���[�A�r�M��

1��•�b�S�u�b�ß�î�•�Ý  �¹�î�±�Ë�î�«�l�b�Ç�›�î�Ý�Â�µ�¡�c�¹�Ç�›�Ý�º�[�¹�•�­�î�È�Ý�_�^�W�Z�8�r�M��

�¥�Ð�å�»  �Ô�î�» ���b/²�_�
�¥�Ð�å�»�†
°�Š�[�A�•�Ô�î�»�†&g�K�r�M��

�¥�Ð�å�»�š�T

server_tag aaa-server �¥�Ð�å�»�_�|�W�Z��*O�I�€�•  AAA �§�î�Â  �¢�Ý�î�É�†�æ���K�r
�M��

service 1��•�@�²0[�^�§�î�Å�«�†�æ���K�r�M�����b�8�N�€�?�b�Í�†�æ���[�A�r�M��

• any �r�S�c  tcp/0>&�M�m�Z�b TCP �º�Û�Ç�•�µ�¡�†�æ���K�r�M>'

• ftp

• http

• https

• ssh

• telnet

• tcp/port[-port]

• udp/port[-port]

• icmp/type

• protocol[/port[-port]]

>&�@>' �Ï�î�º(
�V�†�æ���M�•�\�
�£�‡�[�A�^�8)��Ý�@0Á�•�§�î�Â�[#Õ�L�•
�•+��ö�@�6�~�r�M���­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�[�c�
�§�î�Â�@�«
�º�Ü�å�¢�†0Ž�Ò�K�Z�Ï�î�º(
�V�_�š�n�[�A�•�G�\�†�S�f�\�K�Z�>
�~�
�Ï�î�º(
�V�†�«�º�Ü�å�¢�\�K�Z�§�î�Â�_3æ�™�K�r�M���M�m�Z�b
�§�î�Â�@�G�b�|�:�^�š�n�†��/œ�M�•�\�c7H�~�r�O�‡���r�S�
�Ø�î�¨
�_�P�K�Z"I���b�§�î�Å�«�T�E�†0Á�•�M�•���œ�v�6�~�r�M�@�
(
�V�@
�w�E
°�€�}�€�•�\�
�G�b�|�:�^0Á�•�c/œ�ƒ�€�r�O�‡��

�¥�Ð�å�»  �Ô�î�»

�Ç�“�–�”�˜�›�î�Ý  �Ô�î�» �­�Ÿ�×�Ü�¸�•  �¥�å�¸�Ÿ�«�º

�Ý�î�¸�µ�» 3ñ4# �©�å�¢�Ý

�Ð�Ý�³

�¥�å�¸�Ÿ�«
�º �©�«�¸�Ò

�¢�ß�î�Â�Ý  �¥�å�Ç�•� �×�Þ�î
�©�Ù�å

• • • • —

�Ü�Ü�î�« �š�f
Æ��

7.0(1) exclude �Ã�Û�Ó�î�±�_�|�W�Z�
"I���b�Í�«�º�_�P�K�Z7V�¥�M�•�Ï�î�º�†
�Ø�î�¨�@�æ���[�A�•�|�:�_�^�~�r�K�S��
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'¨  2 'v       aaa accounting �¥�Ð�å�»>|  accounting-server-group �¥�Ð�å�»
  aaa authorization include, exclude
�Q#Ý�V�b�ž�–�»�Û�–�å �”�¡�­�«  �Ü�«�º�[�æ���I�€�Z�8�•�º�Û�Ç�•�µ�¡�b1��•�†�–�¿�î�È�Ý�_�M�•�_�c�
 aaa authorization 
match �¥�Ð�å�»�†�Q#Ý�K�r�M�� match �¥�Ð�å�»�c�
 include �¥�Ð�å�»�>�|�g  exclude �¥�Ð�å�»�\� �L�¥
�å�Ç�•� �×�Þ�î�©�Ù�å�[�Q#Ý�[�A�r�O�‡�� include �¥�Ð�å�»�>�|�g  exclude �¥�Ð�å�»�b�æ�ƒ�~�_  match 
�¥�Ð�å�»�†�Q#Ý�M�•�G�\�†�N�á�K�r�M�� include �¥�Ð�å�»�>�|�g  exclude �¥�Ð�å�»�c  ASDM �_�|�W�Z
�§�Ï�î�º�I�€�Z�8�r�O�‡��

�­�Ÿ�×�Ü�¸�•�@� �L�–�å�±�î�Ç�™�–�«6ë�[  aaa authorization include �>�|�g  exclude �¥�Ð�å�»�†�Q#Ý
�M�•�G�\�c�[�A�r�O�‡���Q�b���œ�c�
 aaa authorization match �¥�Ð�å�»�†�Q#Ý�M�•�²0[�@�6�~�r�M��

TACACS+ �[�¿�µ�º�á�î�¡  �”�¡�­�«1��•�†��/œ�M�•�|�:�_�
�­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�†0¿���[�A
�r�M��1�0É�«�¸�î�º�Ó�å�º�\1��•�«�¸�î�º�Ó�å�º�c�«�8�_"‚'g�K�Z�8�r�M���S�T�K�
1�0É�I�€�Z�8�^�8
�º�Û�Ç�•�µ�¡�c�
1��•�«�¸�î�º�Ó�å�º�_�M+´�K�S���œ�[�v�Ä�°�I�€�r�M���Ø�î�¨�@1��•�†�w�E�•�_�c�

�r�N�­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�_1�0É�I�€�•�²0[�@�6�~�r�M��1�0É�­�µ�©�Ù�å�@�‡7H�)�€�_�^�W�Z
�8�^�8���œ�
�d���b  IP �”�»�Þ�«�†�â�X�Ø�î�¨�@1�0É�†�w�E�•�²0[�@�6�•�b�c�
�M�m�Z�b�Ý�î�Ý�>�|�g
�±�–�É�[  1 �G�T�E�[�M���G�b�S�u�
�º�Û�Ç�•�µ�¡�@1�0É�«�¸�î�º�Ó�å�º�_�M+´�K�S���œ�[�v1��•�@$Î#Õ
�M�•�•+��ö�@�6�~�r�M��

�Ø�î�¨�b1�0É�@�ö�¢�M�•�\�
�­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�c�
�M+´�M�•�º�Û�Ç�•�µ�¡�b1��•�Ý�î�Ý�†
�³�™�µ�¡�K�r�M���º�Û�Ç�•�µ�¡�@1��•�«�¸�î�º�Ó�å�º�_�M+´�K�S���œ�
�­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«
�c�Ø�î�¨�¡�†  TACACS+ �§�î�Â�_3æ�™�K�r�M�� TACACS+ �§�î�Â�c�­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�_�Â
'Å�K�
�Ø�î�¨  �É�ß�Ç�“�–�Ý�_�ö�Y�8�Z�Q�b�º�Û�Ç�•�µ�¡�b0Á�•�r�S�c�Ä�°�†&g�K�r�M���­�Ÿ�×�Ü�¸�•  
�”�É�Û�–�”�å�«�c�
�Q�b�Â'Å
Æ�b1��•�Ý�î�Ý�†���‹�K�r�M��

�Ø�î�¨�_�P�M�•�¿�µ�º�á�î�¡  �”�¡�­�«1��•�b0¿���_�X�8�Z�c�
�H�Q#Ý�b  TACACS+ �§�î�Â�b�Ð�½�×�”
�Ý�†�g!·�K�Z�C�T�I�8��

IP �”�»�Þ�«�H�\�_  1 �X�b  aaa authorization include �¥�Ð�å�»�@0Á�•�I�€�r�M��

�q�6�b1��•0è/œ�@�»�K�K�
 2 $��u�b0è/œ�[�±�–�Ò�”�˜�º�@$Î#Õ�K�S���œ�c�
1��•�I�€�^�?�W�S�¡�Û�–�”
�å�º�†  service resetinbound �¥�Ð�å�»�†�Q#Ý�K�Z�Ü�­�µ�º�K�
�Q�b�¡�Û�–�”�å�º�@�K)F�b
Ì3æ�™�†/œ
�ƒ�^�8�|�:�_�K�r�M�����b�[�c�
 Telnet �b1��•�±�–�Ò�”�˜�º  �Ó�µ�­�î�ª�[�M��

Unable to connect to remote host: Connection timed out

>&�@>' �Ï�î�º(
�V�†�æ���M�•�\�
�£�‡�[�A�^�8)��Ý�@1��•�§�î�Â�[#Õ�L�•�•+��ö�@�6�~�r�M���­�Ÿ�×�Ü�¸�•  
�”�É�Û�–�”�å�«�[�c�
�§�î�Â�@�«�º�Ü�å�¢�†0Ž�Ò�K�Z�Ï�î�º(
�V�_�š�n�[�A�•�G�\�†�S�f�\�K�Z�>�~�

�Ï�î�º(
�V�†�«�º�Ü�å�¢�\�K�Z�§�î�Â�_3æ�™�K�r�M���M�m�Z�b�§�î�Â�@�G�b�|�:�^�š�n�†��/œ�M�•�\�c
7H�~�r�O�‡���r�S�
�Ø�î�¨�_�P�K�Z"I���b�§�î�Å�«�T�E�†1��•�M�•���œ�v�6�~�r�M�@�
(
�V�@�w�E
°�€
�}�€�•�\�
�G�b�|�:�^1��•�c/œ�ƒ�€�r�O�‡��

�[ ���_�
 TACACS+ �É�ß�º�¥�Ý�†�Q#Ý�M�•�[�†&g�K�r�M��

hostname(config)# aaa-server tplus1 protocol tacacs+
hostname(config)# aaa-server tplus1 (inside) host 10.1.1.10 thekey timeout 20
hostname(config)# aaa authentication include any inside 0 0 0 0 tplus1
hostname(config)# aaa authorization include any inside 0 0 0 0
hostname(config)# aaa accounting include any inside 0 0 0 0 tplus1
hostname(config)# aaa authentication ssh console tplus1

�G�b�[�[�c�
�q�6�b�¥�Ð�å�»  �«�¸�î�º�Ó�å�º�[  tplus1 �\�8�:�¡�S�b�§�î�Â  �¢�Ý�î�É�†�8�B�K�
�G�b�¢
�Ý�î�É�[�Q#Ý�M�•  TACACS+ �É�ß�º�¥�Ý�†�æ���K�Z�8�r�M�� 2 $��u�b�¥�Ð�å�»�[�c�
 IP �”�»�Þ�«  
10.1.1.10 �b1�0É�§�î�Â�@
Æ4Š�–�å�±�î�Ç�™�–�«�V�_�6�•�G�\�
�>�|�g  tplus1 �§�î�Â  �¢�Ý�î�É�_�µ�r�€
�Z�8�•�G�\�†�æ���K�Z�8�r�M�����b  3 �X�b�¥�Ð�å�»  �«�¸�î�º�Ó�å�º�[�æ���K�Z�8�•�b�c�
�¥4Š�–�å
�±�î�Ç�™�–�«)�#ä�[�¥4Š�Í�«�º�l�b�K)F�†6ä���M�•�M�m�Z�b�Ø�î�¨�†  tplus1 �§�î�Â  �¢�Ý�î�É�†�Q#Ý�K
�Z1�0É�M�•�G�\�
�G�–�_1�0É�I�€�S�Ø�î�¨�_�P�K�Z�c�M�m�Z�b�§�î�Å�«�b�Q#Ý�†1��•�M�•�G�\�
�>�|�g
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'¨  2 'v       aaa accounting �¥�Ð�å�»>|  accounting-server-group �¥�Ð�å�»
  aaa authorization include, exclude
�M�m�Z�b$Î�™�K)F�_���†�”�•�˜�å�¸�•�å�¢  �¹�î�±�Ë�î�«�_0°6��M�•�G�\�[�M���q�‹�b�¥�Ð�å�»  �«�¸�î
�º�Ó�å�º�[�c�
�­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�b�¥�å�¯�î�Ý�l�b  SSH �”�¡�­�«�_�c�
 tplus1 �§�î�Â  �¢
�Ý�î�É�?�}�b1�0É�@�²0[�[�6�•�G�\�†�æ���K�Z�8�r�M��

���_�
�¥4Š�–�å�±�î�Ç�™�–�«�?�}�b  DNS �Ý�µ�¡�”�µ�É�_�P�M�•1��•�†�–�¿�î�È�Ý�_�M�•�[�†&g�K�r
�M��

hostname(config)# aaa authorization include udp/53 outside 0.0.0.0 0.0.0.0

���_�

Æ4Š�Í�«�º�?�}
Æ4Š�–�å�±�î�Ç�™�–�«�_�?%T�M�•  ICMP echo-reply �Ã�£�µ�º�b1��•�†�–�¿�î�È�Ý
�_�M�•�[�†&g�K�r�M��

hostname(config)# aaa authorization include 1/0 inside 0.0.0.0 0.0.0.0

�G�€�c�
�Ø�î�¨�@  Telnet�
 HTTP�
�r�S�c  FTP �†�Q#Ý�K�Z1�0É�I�€�Z�8�^�8���œ�c�¥4Š�Í�«�º�†  ping 
�[�A�^�8�G�\�†�–�á�K�r�M��

���_�

Æ4Š�Í�«�º�?�}
Æ4Š�–�å�±�î�Ç�™�–�«�_�?%T�M�•  ICMP �š�¥�î>& ping>'�_�X�8�Z�b�s1��•�†�–
�¿�î�È�Ý�_�M�•�[�†&g�K�r�M��

hostname(config)# aaa authorization include 1/8 inside 0.0.0.0 0.0.0.0

6õ4��¥�Ð�å�» �¥�Ð�å�» 1��Â

aaa authorization 
command

�¥�Ð�å�»�b��/œ�@1��•�b�P1ß�?�]�:�?�†�æ���K�r�M���r�S�c�
�æ���K�S
�§�î�Â  �¢�Ý�î�É
Æ�b�M�m�Z�b�§�î�Â�@�¹�•�­�î�È�Ý�[�6�•���œ�_�
�ß�î�•
�Ý �Ø�î�¨  �¹�î�±�Ë�î�«�l�b�Ç�›�î�Ý�Â�µ�¡�†�§�Ï�î�º�M�•�|�:�_'ö#.1�
�•�†0¿���K�r�M��

aaa authorization 
match

"I���b  access-list �¥�Ð�å�»�¡�_�P�K�Z  LOCAL �r�S�c  TACACS+ �Ø�î�¨1�
�•�§�î�Å�«�†�–�¿�î�È�Ý�r�S�c�¹�•�­�î�È�Ý�_�K�r�M��

clear configure aaa 0¿���í�s�b  AAA �”�•�˜�å�¸�•�å�¢�Í�†�P7V�r�S�c�Ü�­�µ�º�K�r�M��

show running-config 
aaa

AAA �¥�å�Ç�•� �×�Þ�î�©�Ù�å�†/²&g�K�r�M��
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'¨  2 'v       aaa accounting �¥�Ð�å�»>|  accounting-server-group �¥�Ð�å�»
  aaa authorization match
aaa authorization match
�­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«  �†3û�L�S�K)F�b0Á�•�†�–�¿�î�È�Ý�_�M�•�_�c�
�¢�ß�î�Â�Ý  �¥�å�Ç�•� �×
�Þ�î�©�Ù�å  �Ô�î�»�[  aaa authorization match �Ð�å�»�†�Q#Ý�K�r�M��1��•�†�¹�•�­�î�È�Ý�_�M�•�_�c�

�G�b�¥�Ð�å�»�b  no �g�'�†�Q#Ý�K�r�M��

aaa authorization match acl_name interface_name server_tag

no aaa authorization match acl_name interface_name server_tag

�S�e�b1��Â

�¹�Ç�›�Ý�º �¹�Ç�›�Ý�º�b�·�8�x�Í�c�6�~�r�O�‡��

�¥�Ð�å�»  �Ô�î�» ���b/²�_�
�¥�Ð�å�»�†
°�Š�[�A�•�Ô�î�»�†&g�K�r�M��

�¥�Ð�å�»�š�T

�Q#Ý�V�b�ž�–�»�Û�–�å aaa authorization match �¥�Ð�å�»�c�
 include �¥�Ð�å�»�>�|�g  exclude �¥�Ð�å�»�\� �L�¥�å�Ç�•� �×
�Þ�î�©�Ù�å�[�c�Q#Ý�[�A�r�O�‡�� include �¥�Ð�å�»�>�|�g  exclude �¥�Ð�å�»�b�æ�ƒ�~�_  match �¥�Ð�å�»
�†�Q#Ý�M�•�G�\�†�N�á�K�r�M�� include �¥�Ð�å�»�>�|�g  exclude �¥�Ð�å�»�c  ASDM �_�|�W�Z�§�Ï�î�º
�I�€�Z�8�r�O�‡��

TACACS+ �[�¿�µ�º�á�î�¡  �”�¡�­�«1��•�†��/œ�M�•�|�:�_�
�­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�†0¿���[�A
�r�M�� aaa authorization match �¥�Ð�å�»�_�|�•  RADIUS 1��•�[�c�
 FWSM �l�b  VPN 'ö#.�K)F�b1�
�•�b�s�@�§�Ï�î�º�I�€�r�M��

1�0É�«�¸�î�º�Ó�å�º�\1��•�«�¸�î�º�Ó�å�º�c�«�8�_"‚'g�K�Z�8�r�M���S�T�K�
1�0É�I�€�Z�8�^�8�º�Û
�Ç�•�µ�¡�c�
1��•�«�¸�î�º�Ó�å�º�_�M+´�K�S���œ�[�v�Ä�°�I�€�r�M���Ø�î�¨�@1��•�†�w�E�•�_�c�
�r�N
�­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�_1�0É�I�€�•�²0[�@�6�~�r�M��1�0É�­�µ�©�Ù�å�@�‡7H�)�€�_�^�W�Z�8�^
�8���œ�
�d���b  IP �”�»�Þ�«�†�â�X�Ø�î�¨�@1�0É�†�w�E�•�²0[�@�6�•�b�c�
�M�m�Z�b�Ý�î�Ý�>�|�g�±�–
�É�[  1 �G�T�E�[�M���G�b�S�u�
�º�Û�Ç�•�µ�¡�@1�0É�«�¸�î�º�Ó�å�º�_�M+´�K�S���œ�[�v1��•�@$Î#Õ�M�•
�•+��ö�@�6�~�r�M��

acl_name �Ñ�G�”�¡�­�«  �Ü�«�º�b�¡�S�†�æ���K�r�M�� access-list extended �¥�Ð�å�»
�†�g!·�K�Z�C�T�I�8�� 0Á�•  ACE �c�
�M+´�K�S�º�Û�Ç�•�µ�¡�†1��•�M�•�|
�:�_�Ð�î�¡�K�r�M���M�‰�
 �Ä�° �š�å�º�Ü�c�
�M+´�K�S�º�Û�Ç�•�µ�¡�†1��•
�?�}7V�¥�K�r�M��

interface_name �Ø�î�¨�@1�0É�†0[�Ó�M�•�–�å�±�î�Ç�™�–�«�b�¡�S�†�æ���K�r�M��

server_tag aaa-server �¥�Ð�å�»�[��*O�K�S  AAA �§�î�Â  �¢�Ý�î�É  �±�¢�†�æ���K�r�M��

�¥�Ð�å�»  �Ô�î�»

�Ç�“�–�”�˜�›�î�Ý  �Ô�î�» �­�Ÿ�×�Ü�¸�•  �¥�å�¸�Ÿ�«�º

�Ý�î�¸�µ�» 3ñ4# �©�å�¢�Ý

�Ð�Ý�³

�¥�å�¸�Ÿ�«
�º �©�«�¸�Ò

�¢�ß�î�Â�Ý  �¥�å�Ç�•� �×�Þ�î
�©�Ù�å

• • • • —

�Ü�Ü�î�« �š�f
Æ��

�¤�Ñ �G�b�¥�Ð�å�»�c�¤�Ñ�[�M��
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'¨  2 'v       aaa accounting �¥�Ð�å�»>|  accounting-server-group �¥�Ð�å�»
  aaa authorization match
�Ø�î�¨�b1�0É�@�ö�¢�M�•�\�
�­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�c�
�M+´�M�•�º�Û�Ç�•�µ�¡�b1��•�Ý�î�Ý�†
�³�™�µ�¡�K�r�M���º�Û�Ç�•�µ�¡�@1��•�«�¸�î�º�Ó�å�º�_�M+´�K�S���œ�
�­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«
�c�Ø�î�¨�¡�†  TACACS+ �§�î�Â�_3æ�™�K�r�M�� TACACS+ �§�î�Â�c�­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�_�Â
'Å�K�
�Ø�î�¨  �É�ß�Ç�“�–�Ý�_�ö�Y�8�Z�Q�b�º�Û�Ç�•�µ�¡�b0Á�•�r�S�c�Ä�°�†&g�K�r�M���­�Ÿ�×�Ü�¸�•  
�”�É�Û�–�”�å�«�c�
�Q�b�Â'Å
Æ�b1��•�Ý�î�Ý�†���‹�K�r�M��

�Ø�î�¨�_�P�M�•�¿�µ�º�á�î�¡  �”�¡�­�«1��•�b0¿���_�X�8�Z�c�
�H�Q#Ý�b  TACACS+ �§�î�Â�b�Ð�½�×�”
�Ý�†�g!·�K�Z�C�T�I�8��

�q�6�b1��•0è/œ�@�»�K�K�
 2 $��u�b0è/œ�[�±�–�Ò�”�˜�º�@$Î#Õ�K�S���œ�c�
1��•�I�€�^�?�W�S�¡�Û�–�”
�å�º�†  service resetinbound �¥�Ð�å�»�†�Q#Ý�K�Z�Ü�­�µ�º�K�
�Q�b�¡�Û�–�”�å�º�@�K)F�b
Ì3æ�™�†/œ
�ƒ�^�8�|�:�_�K�r�M�����b�[�c�
 Telnet �b1��•�±�–�Ò�”�˜�º  �Ó�µ�­�î�ª�[�M��

Unable to connect to remote host: Connection timed out

>&�@>' �Ï�î�º(
�V�†�æ���M�•�\�
�£�‡�[�A�^�8)��Ý�@1��•�§�î�Â�[#Õ�L�•�•+��ö�@�6�~�r�M���­�Ÿ�×�Ü�¸�•  
�”�É�Û�–�”�å�«�[�c�
�§�î�Â�@�«�º�Ü�å�¢�†0Ž�Ò�K�Z�Ï�î�º(
�V�_�š�n�[�A�•�G�\�†�S�f�\�K�Z�>�~�

�Ï�î�º(
�V�†�«�º�Ü�å�¢�\�K�Z�§�î�Â�_3æ�™�K�r�M���M�m�Z�b�§�î�Â�@�G�b�|�:�^�š�n�†��/œ�M�•�\�c
7H�~�r�O�‡���r�S�
�Ø�î�¨�_�P�K�Z"I���b�§�î�Å�«�T�E�†1��•�M�•���œ�v�6�~�r�M�@�
(
�V�@�w�E
°�€
�}�€�•�\�
�G�b�|�:�^1��•�c/œ�ƒ�€�r�O�‡��

�[ ���_�
 aaa �¥�Ð�å�»�[  tplus1 �§�î�Â  �¢�Ý�î�É�†�Q#Ý�M�•�[�†&g�K�r�M��

hostname(config)# aaa-server tplus1 protocol tacacs+
hostname(config)# aaa-server tplus1 (inside) host 10.1.1.10 thekey timeout 20
hostname(config)# aaa authentication include any inside 0 0 0 0 tplus1
hostname(config)# aaa accounting include any inside 0 0 0 0 tplus1
hostname(config)# aaa authorization match myacl inside tplus1

�G�b�[�[�c�
�q�6�b�¥�Ð�å�»  �«�¸�î�º�Ó�å�º�[  tplus1 �§�î�Â  �¢�Ý�î�É�†  TACACS+ �¢�Ý�î�É�\�K�Z��
*O�K�Z�8�r�M�� 2 $��u�b�¥�Ð�å�»�[�c�
 IP �”�»�Þ�«  10.1.1.10 �b1�0É�§�î�Â�@
Æ4Š�–�å�±�î�Ç�™�–�«�V
�_�6�•�G�\�
�>�|�g  tplus1 �§�î�Â  �¢�Ý�î�É�_�µ�r�€�Z�8�•�G�\�†�æ���K�Z�8�r�M�����b  2 �X�b�¥�Ð�å
�»  �«�¸�î�º�Ó�å�º�[�c�

Æ4Š�–�å�±�î�Ç�™�–�«�†3û4#�M�•�
�õ�–�b�¥4Š�Í�«�º�l�b�K)F�@  tplus1 �§�î
�Â �¢�Ý�î�É�†�Q#Ý�K�Z1�0É�I�€�
�G�€�}�b�M�m�Z�b�K)F�@�”�•�˜�å�¸�•�å�¢  �¹�î�±�Ë�î�«�_0°6��I�€
�•�G�\�†�æ���K�Z�8�r�M���q�‹�b�¥�Ð�å�»  �«�¸�î�º�Ó�å�º�[�c�
 myacl 
Æ�b ACE �_�M+´�M�•�K)F�@  
tplus1 �§�î�Â  �¢�Ý�î�É
Æ�b  AAA �§�î�Â�_�|�W�Z1��•�I�€�•�G�\�†�æ���K�Z�8�r�M��

6õ4��¥�Ð�å�» �¥�Ð�å�» 1��Â

aaa authorization �Ø�î�¨1��•�†�–�¿�î�È�Ý�r�S�c�¹�•�­�î�È�Ý�_�K�r�M��

clear configure aaa �M�m�Z�b aaa �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ã�Û�Ó�î�±�†�¹�Ç�›�Ý�º�Í�_�Ü�­�µ
�º�K�r�M��

clear uauth 1 �Ç�b�Ø�î�¨�r�S�c�M�m�Z�b�Ø�î�¨�_�X�8�Z�
 AAA 1��•�Ÿ�Õ�µ�©�×�\  
AAA 1�0É�Ÿ�Õ�µ�©�×�†�P7V�K�r�M���G�€�_�|�~�
���_�K)F�†�8�B�M�•�\
�A�_�Ø�î�¨�c
Ì1�0É�M�•�²0[�@�6�~�r�M��

show running-config 
aaa

AAA �¥�å�Ç�•� �×�Þ�î�©�Ù�å�†/²&g�K�r�M��

show uauth 1�0É�>�|�g1��•�b�S�u�_1��•�§�î�Â�_�f�j�I�€�S�Ø�î�¨�¡�
�Ø�î�¨�¡�@�Â
�–�å�»�I�€�Z�8�•  IP �”�»�Þ�«�
�>�|�g�Ø�î�¨�c1�0É�I�€�S�T�E�?�Ÿ�Õ�µ
�©�×�I�€�S�§�î�Å�«�†�â�W�Z�8�•�?�†/²&g�K�r�M��
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'¨  2 'v       aaa accounting �¥�Ð�å�»>|  accounting-server-group �¥�Ð�å�»
  aaa local authentication attempts max-fail
aaa local authentication attempts max-fail
�­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«  �["I���b�Ø�î�¨  �”�•�˜�å�º�_�P�K�Z0Á�•�I�€�•�ß�î�•�Ý  �ß�¢�–�å0è/œ�b
4�)F�»�K�G�X�†�D7H�M�•�_�c>&"I�’�Þ�Ë�Ý  15 �b�Ø�î�¨�†7V�A�r�M���G�b�µ+��c�Þ�Ë�Ý  15 �b�Ø�î�¨�_
�c�s8j�K�r�O�‡>' �
�¢�ß�î�Â�Ý  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ô�î�»�[  aaa local authentication attempts 
max-fail �¥�Ð�å�»�†�Q#Ý�K�r�M���G�b�¥�Ð�å�»�c�
�ß�î�•�Ý  �Ø�î�¨  �¹�î�±�Ë�î�«�_�|�•1�0É�T�E�_�s
8j�K�r�M���G�b�µ+��†�¹�•�­�î�È�Ý�_�K�
�ß�î�•�Ý  �ß�¢�–�å0è/œ�b4�)F�»�K�G�X�†!“�D7H�_0Á�•�M�•
�_�c�
�G�b�¥�Ð�å�»�b  no �g�'�†�Q#Ý�K�r�M��

aaa local authentication attempts max-fail number

�S�e�b1��Â

�¹�Ç�›�Ý�º �¹�Ç�›�Ý�º�b�·�8�x�Í�c�6�~�r�O�‡��

�¥�Ð�å�»  �Ô�î�» ���b/²�_�
�¥�Ð�å�»�†
°�Š�[�A�•�Ô�î�»�†&g�K�r�M��

�¥�Ð�å�»�š�T

�Q#Ý�V�b�ž�–�»�Û�–�å �G�b�¥�Ð�å�»�†%,$��M�•�\�
�Ø�î�¨�@6ë4*�W�S�Ã�«�á�î�»�†
°�Š�[�A�•�G�X�_�D7H�c0¿�E�}�€�r�O�‡��

6ë4*�W�S�Ã�«�á�î�»�†
°�Š�K�S0è/œ�G�X�@0¿���G�X�_4)�M�•�\�
�Ø�î�¨�c�ß�µ�¡  �”�˜�º�I�€�
'ö#.*…
�@�Ø�î�¨�¡�†�”�å�ß�µ�¡�M�•�r�[�
�Ø�î�¨�c�G�–�_�ß�¢�–�å�[�A�r�O�‡���Ø�î�¨�¡�b�ß�µ�¡�r�S�c�”�å
�ß�µ�¡�_�|�~�
�©�«�¸�Ò  �ß�¢  �Ó�µ�­�î�ª�@#Õ�B�I�€�r�M��

"I�’�Þ�Ë�Ý  15 �b�Ø�î�¨�c�G�b�¥�Ð�å�»�b�s8j�†�w�E�N�
�ß�µ�¡  �”�˜�º�I�€�•�G�\�c�6�~�r�O�‡��

�Ø�î�¨�@�G�–�_1�0É�I�€�•�?�
�­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�@�Ü�È�î�º�I�€�•�\�
�»�K0è/œ�G�X�c  0 
�_�Ü�­�µ�º�I�€�
�ß�µ�¡�”�˜�º  �«�¸�î�±�«�c  No �_�Ü�­�µ�º�I�€�r�M��

�[ ���_�
 aaa local authentication attempts max-limits �¥�Ð�å�»�†�Q#Ý�K�Z�
0Á�•�I�€�•�»�K0è/œ�b�q�±
�G�X�†  2 �_0¿���M�•�[�†&g�K�r�M��

hostname(config)# aaa local authentication attempts max-limits 2
hostname(config)#

number �Ø�î�¨�@�ß�µ�¡  �”�˜�º�I�€�•�r�[�_6ë4*�W�S�Ã�«�á�î�»�†
°�Š�[�A�•�q�±
�G�X���G�b�X�b(
�V�c�
 1 >|  16 �[�M��

�¥�Ð�å�»  �Ô�î�»

�Ç�“�–�”�˜�›�î�Ý  �Ô�î�» �­�Ÿ�×�Ü�¸�•  �¥�å�¸�Ÿ�«�º

�Ý�î�¸�µ�» 3ñ4# �©�å�¢�Ý

�Ð�Ý�³

�¥�å�¸�Ÿ�«
�º �©�«�¸�Ò

�¢�ß�î�Â�Ý  �¥�å�Ç�•� �×�Þ�î
�©�Ù�å

• • • • —

�Ü�Ü�î�« �š�f
Æ��

7.0(1) �G�b�¥�Ð�å�»�@�_
°�I�€�r�K�S��
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'¨  2 'v       aaa accounting �¥�Ð�å�»>|  accounting-server-group �¥�Ð�å�»
  aaa local authentication attempts max-fail
6õ4��¥�Ð�å�» �¥�Ð�å�» 1��Â

clear aaa local user 
lockout

�æ���K�S�Ø�î�¨�b�ß�µ�¡�”�˜�º  �«�¸�î�±�«�†�¡�Ü�”�K�
�»�K0è/œ�•�˜�å
�±�†  0 �_0¿���K�r�M��

clear aaa local user 
fail-attempts

�Ø�î�¨�b�ß�µ�¡�”�˜�º  �«�¸�î�±�«�†�š�f�K�^�8�[�
�Ø�î�¨1�0É�»�K0è/œ
�G�X�†�Ü�­�µ�º�K�r�M��

show aaa local user #'�~�ß�µ�¡�I�€�Z�8�•�Ø�î�¨�¡�b�Ü�«�º�†/²&g�K�r�M��
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'¨  2 'v       aaa accounting �¥�Ð�å�»>|  accounting-server-group �¥�Ð�å�»
  aaa mac-exempt
aaa mac-exempt
1�0É�>�|�g1��•�?�}
 7V�M�•  MAC �”�»�Þ�«�b��*O�í�s�Ü�«�º�b�Q#Ý�†�æ���M�•�_�c�
�¢�ß�î�Â�Ý  �¥
�å�Ç�•� �×�Þ�î�©�Ù�å  �Ô�î�»�[  aaa mac-exempt �¥�Ð�å�»�†�Q#Ý�K�r�M��3ã�•�[�A�•  aaa 
mac-exempt �¥�Ð�å�»�c  1 �X�T�E�[�M�� MAC �”�»�Þ�«�b�Ü�«�º�b�Q#Ý�†�¹�•�­�î�È�Ý�_�M�•�_�c�
�G
�b�¥�Ð�å�»�b  no �g�'�†�Q#Ý�K�r�M��

aaa mac-exempt match id 

no aaa mac-exempt match id 

�S�e�b1��Â

�¹�Ç�›�Ý�º �¹�Ç�›�Ý�º�b�·�8�x�Í�c�6�~�r�O�‡��

�¥�Ð�å�»  �Ô�î�» ���b/²�_�
�¥�Ð�å�»�†
°�Š�[�A�•�Ô�î�»�†&g�K�r�M��

�¥�Ð�å�»�š�T

�Q#Ý�V�b�ž�–�»�Û�–�å aaa mac-exempt �¥�Ð�å�»�†�Q#Ý�M�•�S�_�
 mac-list �¥�Ð�å�»�†�Q#Ý�K�Z  MAC �Ü�«�º$��•�†0¿���K�r
�M�� MAC �Ü�«�º
Æ�b  permit �š�å�º�Ü�_�|�W�Z  MAC �”�»�Þ�«�c1�0É�>�|�g1��•�?�}
 7V�I�€�
 deny 
�š�å�º�Ü�_�|�W�Z  MAC �”�»�Þ�«�b1�0É�>�|�g1��•�@0[�Ó�I�€�r�M>&1�0É�>�|�g1��•�@�–�¿�î�È�Ý�b��
�œ>'��3ã�•�[�A�•  aaa mac-exempt �¥�Ð�å�»�b�–�å�«�±�å�«�c  1 �X�T�E�[�6�•�S�u�

 7V�M�•�M�m�Z�b  
MAC �”�»�Þ�«�†  MAC �Ü�«�º�_�µ�u�Z�C�T�I�8��

�[ ���b�[�[�c�
 1 �¶�b  MAC �”�»�Þ�«�_�P�M�•1�0É�†�Â�–�Ã�«�K�r�M��

hostname(config)# mac-list abc permit 00a0.c95d.0282 ffff.ffff.ffff
hostname(config)# aaa mac-exempt match abc

���b�š�å�º�Ü�[�c�
�Á�î�»�˜�™�”  ID �@ 0003.E3 �[�6�•�M�m�Z�b  Cisco IP Phone �_�X�8�Z�
1�0É�†�Â�–
�Ã�«�K�r�M��

hostname(config)# mac-list acd permit 0003.E300.0000 FFFF.FF00.0000
hostname(config)# aaa mac-exempt match acd

���_�
 00a0.c95d.02b2 �†7V�C MAC �”�»�Þ�«�b�¢�Ý�î�É�b1�0É�†�Â�–�Ã�«�M�•�[�†&g�K�r�M��

hostname(config)# mac-list 1 deny 00a0.c95d.0282 ffff.ffff.ffff

id mac-list �¥�Ð�å�»�[0¿���K�S  MAC �Ü�«�º$��•�†�æ���K�r�M��

�¥�Ð�å�»  �Ô�î�»

�Ç�“�–�”�˜�›�î�Ý  �Ô�î�» �­�Ÿ�×�Ü�¸�•  �¥�å�¸�Ÿ�«�º

�Ý�î�¸�µ�» 3ñ4# �©�å�¢�Ý

�Ð�Ý�³

�¥�å�¸�Ÿ�«
�º �©�«�¸�Ò

�¢�ß�î�Â�Ý  �¥�å�Ç�•� �×�Þ�î
�©�Ù�å

• • • • —

�Ü�Ü�î�« �š�f
Æ��

�¤�Ñ �G�b�¥�Ð�å�»�c�¤�Ñ�[�M��
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'¨  2 'v       aaa accounting �¥�Ð�å�»>|  accounting-server-group �¥�Ð�å�»
  aaa mac-exempt
hostname(config)# mac-list 1 permit 00a0.c95d.0000 ffff.ffff.0000
hostname(config)# aaa mac-exempt match 1

6õ4��¥�Ð�å�» �¥�Ð�å�» 1��Â

aaa authentication �Ø�î�¨1�0É�†�–�¿�î�È�Ý�_�K�r�M��

aaa authorization �Ø�î�¨1��•�§�î�Å�«�†�–�¿�î�È�Ý�_�K�r�M��

aaa mac-exempt MAC �”�»�Þ�«�b�Ü�«�º�†1�0É�\1��•�b�P1ß�?�}
 7V�K�r�M��

show running-config 
mac-list

mac-list �¥�Ð�å�»�[�è�S�æ���I�€�S  MAC �”�»�Þ�«�b�Ü�«�º�†/²&g�K�r�M��

mac-list 1�0É�>�|�g1��•�?�}  MAC �”�»�Þ�«�†
 7V�M�•�S�u�_�Q#Ý�M�•  MAC �”�»�Þ
�«�b�Ü�«�º�†�æ���K�r�M��
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'¨  2 'v       aaa accounting �¥�Ð�å�»>|  accounting-server-group �¥�Ð�å�»
  aaa proxy-limit
aaa proxy-limit
�Ø�î�¨�H�\�_0Á�•�I�€�•� �ì�É�ß�Ÿ�©�K)F�b�q�±�X�†0¿���M�•�G�\�[�
 uauth �­�µ�©�Ù�å�b�D7H�†�m�·
�[0¿���M�•�_�c�
�¢�ß�î�Â�Ý  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ô�î�»�[  aaa proxy-limit  �¥�Ð�å�»�†�Q#Ý�K�r
�M���É�ß�Ÿ�©�†�¹�•�­�î�È�Ý�_�M�•�_�c�
 disable �Ã�Û�Ó�î�±�†�Q#Ý�K�r�M���¹�Ç�›�Ý�º�b�É�ß�Ÿ�©�D
7H�Í>&16>'�_�`�M�_�c�
�G�b�¥�Ð�å�»�b  no �g�'�†�Q#Ý�K�r�M��

aaa proxy-limit  proxy_limit

aaa proxy-limit  disable

no aaa proxy-limit

�S�e�b1��Â

�¹�Ç�›�Ý�º �¹�Ç�›�Ý�º�b�É�ß�Ÿ�©�D7H�Í�c  16 �[�M��

�¥�Ð�å�»  �Ô�î�» ���b/²�_�
�¥�Ð�å�»�†
°�Š�[�A�•�Ô�î�»�†&g�K�r�M��

�¥�Ð�å�»�š�T

�Q#Ý�V�b�ž�–�»�Û�–�å 3æ�™
–�”�»�Þ�«�@�É�ß�Ÿ�©  �§�î�Â�[�6�•���œ�c�
�G�b  IP �”�»�Þ�«�†1�0É�?�}7V�¥�M�•�?�
0Á���I�€�•
�•��#.  AAA 0[�Ó�b�X�†�Q�x�M�G�\�†�è0¦�K�Z�C�T�I�8��

�[ ���_�
�Ø�î�¨�H�\�_0Á�•�I�€�•�•��#.1�0É0[�Ó�b�q�±�X�†0¿���M�•�[�†&g�K�r�M��

hostname(config)# aaa proxy-limit 6

6õ4��¥�Ð�å�»

disable �É�ß�Ÿ�©�c0Á�•�I�€�r�O�‡��

proxy_limit �Ø�î�¨�H�\�_0Á�•�I�€�•� �ì�É�ß�Ÿ�©�K)F�X>& 1 >|  128>'�†�æ���K�r�M��

�¥�Ð�å�»  �Ô�î�»

�Ç�“�–�”�˜�›�î�Ý  �Ô�î�» �­�Ÿ�×�Ü�¸�•  �¥�å�¸�Ÿ�«�º

�Ý�î�¸�µ�» 3ñ4# �©�å�¢�Ý

�Ð�Ý�³

�¥�å�¸�Ÿ�«
�º �©�«�¸�Ò

�¢�ß�î�Â�Ý  �¥�å�Ç�•� �×�Þ�î
�©�Ù�å

• • • • —

�Ü�Ü�î�« �š�f
Æ��

�¤�Ñ �G�b�¥�Ð�å�»�c�¤�Ñ�[�M��

�¥�Ð�å�» 1��Â

aaa authentication aaa-server �¥�Ð�å�»�[�æ���K�S�§�î�Â�V�[�b�
 LOCAL�
 TACACS+�
�r�S
�c  RADIUS �b�Ø�î�¨1�0É�
�6�•�8�c  ASDM �Ø�î�¨1�0É�†�–�¿�î�È�Ý�r�S�c
�¹�•�­�î�È�Ý�_�M�•�?�
/²&g�K�r�M��

aaa authorization LOCAL �r�S�c  TACACS+ �Ø�î�¨1��•�§�î�Å�«�†�–�¿�î�È�Ý�r�S�c�¹�•�­�î
�È�Ý�_�K�r�M��
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'¨  2 'v       aaa accounting �¥�Ð�å�»>|  accounting-server-group �¥�Ð�å�»
  aaa proxy-limit
aaa-server host AAA �§�î�Â�†�æ���K�r�M��

clear configure aaa 0¿���í�s�b  AAA �”�•�˜�å�¸�•�å�¢�Í�†�P7V�r�S�c�Ü�­�µ�º�K�r�M��

show running-config 
aaa

AAA �¥�å�Ç�•� �×�Þ�î�©�Ù�å�†/²&g�K�r�M��
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'¨  2 'v       aaa accounting �¥�Ð�å�»>|  accounting-server-group �¥�Ð�å�»
  aaa-server
aaa-server
AAA �§�î�Â  �¢�Ý�î�É�†�8�B�K�
�M�m�Z�b�¢�Ý�î�É  �Í�«�º�_�P�K�Z�¢�Ý�î�É�[�w�?�X
¹3û�b  AAA �§�î
�Â �Ã�Û�Ó�î�±�†0¿���M�•�_�c�
�¢�ß�î�Â�Ý  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ô�î�»�[  aaa-server �¥�Ð�å�»�†
�Q#Ý�K�r�M���æ���K�S�¢�Ý�î�É�†�P7V�M�•�_�c�
�G�b�¥�Ð�å�»�b  no �g�'�†�Q#Ý�K�r�M��

aaa-server server-tag protocol server-protocol 

no aaa-server server-tag protocol server-protocol 

�S�e�b1��Â

�¹�Ç�›�Ý�º �¹�Ç�›�Ý�º�b�·�8�x�Í�c�6�~�r�O�‡��

�¥�Ð�å�»  �Ô�î�» ���b/²�_�
�¥�Ð�å�»�†
°�Š�[�A�•�Ô�î�»�†&g�K�r�M��

�¥�Ð�å�»�š�T

�Q#Ý�V�b�ž�–�»�Û�–�å aaa-server �¥�Ð�å�»�[  AAA �§�î�Â  �¢�Ý�î�É  �É�ß�º�¥�Ý�†��*O�M�•�G�\�_�|�W�Z  AAA �§�î�Â  �¥�å
�Ç�•� �×�Þ�î�©�Ù�å�†�D�š�K�
���_  aaa-server host �¥�Ð�å�»�†�Q#Ý�K�Z�§�î�Â�†�¢�Ý�î�É�_3ã�•�K�r
�M��

server-tag �§�î�Â  �¢�Ý�î�É�¡�†�æ���K�r�M�� aaa-server host �¥�Ð�å�»�[�æ���K�S�¡�S�\
� �L�_�K�r�M���Ú�b  AAA �¥�Ð�å�»�[�
�G�b  AAA �§�î�Â  �¢�Ý�î�É�¡�†�g!·
�K�r�M��

protocol 
server-protocol

�¢�Ý�î�É
Æ�b�§�î�Â�_�|�W�Z�§�Ï�î�º�I�€�•  AAA �É�ß�º�¥�Ý�†�æ���K�r�M��

• http-form

• kerberos

• ldap

• nt

• radius

• sdi

• tacacs+

�¥�Ð�å�»  �Ô�î�»

�Ç�“�–�”�˜�›�î�Ý  �Ô�î�» �­�Ÿ�×�Ü�¸�•  �¥�å�¸�Ÿ�«�º

�Ý�î�¸�µ�» 3ñ4# �©�å�¢�Ý

�Ð�Ý�³

�¥�å�¸�Ÿ�«
�º �©�«�¸�Ò

�¢�ß�î�Â�Ý  �¥�å�Ç�•� �×�Þ�î
�©�Ù�å

• • • • —

�Ü�Ü�î�« �š�f
Æ��

7.1(1) http-form �É�ß�º�¥�Ý�@3ã�•�I�€�r�K�S��
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'¨  2 'v       aaa accounting �¥�Ð�å�»>|  accounting-server-group �¥�Ð�å�»
  aaa-server
�©�å�¢�Ý  �Ô�î�»�[�q�±  15 �¶�b�§�î�Â  �¢�Ý�î�É�
�Ð�Ý�³  �Ô�î�»�[�¥�å�¸�Ÿ�«�º�H�\�_  4 �¶�b�§�î�Â  �¢
�Ý�î�É�†�–�â�[�A�r�M���›�¢�Ý�î�É�_�c�
�©�å�¢�Ý  �Ô�î�»�[�q�±  16 �Ž�
�Ð�Ý�³  �Ô�î�»�[�q�±  4 �Ž�b
�§�î�Â�†�µ�u�•�G�\�@�[�A�r�M���Ø�î�¨�@�ß�¢�–�å�M�•�\�
�¥�å�Ç�•� �×�Þ�î�©�Ù�å
Æ�[�æ���I�€�Z�8
�•�q�6�b�§�î�Â�?�}8p�_�
�§�î�Â�@�Â'Å�M�•�r�[�G�€�}�b�§�î�Â�@  1 �X�N�X�”�¡�­�«�I�€�r�M��

�[ ���_�
 aaa-server �¥�Ð�å�»�†�Q#Ý�K�Z�
 TACACS+ �§�î�Â  �¢�Ý�î�É  �¥�å�Ç�•� �×�Þ�î�©�Ù�å�b0ò(ý�†
�š�f�M�•�[�†&g�K�r�M��

hostname(config)# aaa-server svrgrp1 protocol tacacs+
hostname(config-aaa-server-group)# accounting-mode simultaneous
hostname(config-aaa-server-group)# reactivation mode timed
hostname(config-aaa-server-group)# max-failed attempts 2

6õ4��¥�Ð�å�» �¥�Ð�å�» 1��Â

accounting-mode �”�•�˜�å�¸�•�å�¢  �Ó�µ�­�î�ª�@�"�M�b�§�î�Â�_3æ�™�I�€�•�?>&�©�å�¢�Ý  
�Ô�î�»>' �
�¢�Ý�î�É
Æ�b�M�m�Z�b�§�î�Â�_3æ�™�I�€�•�?>&� �ì�Ô�î�»>'
�†�æ���K�r�M��

reactivation-mode 7€���b$Î#Õ�K�S�§�î�Â�†
Ì�Ø�”�¡�¸�•�È�_�M�•�‰�'�†�æ���K�r�M��

max-failed-attempts �§�î�Â  �¢�Ý�î�É
Æ�b�d���b�§�î�Â�@8��”�¡�¸�•�È�ì�I�€�•�r�[�_�
�Q�b
�§�î�Â�[0Á���I�€�•�K)F0è/œ�b�»�K�X�†�æ���K�r�M��

clear configure 
aaa-server

AAA �§�î�Â�b�¥�å�Ç�•� �×�Þ�î�©�Ù�å�†�M�m�Z�P7V�K�r�M��

show running-config 
aaa-server 

�M�m�Z�b AAA �§�î�Â�
"I���b�§�î�Â  �¢�Ý�î�É�
"I���b�¢�Ý�î�É
Æ�b"I
���b�§�î�Â�
�r�S�c"I���b�É�ß�º�¥�Ý�b  AAA �§�î�Â)+0£�_���†/²&g�K
�r�M��
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'¨  2 'v       aaa accounting �¥�Ð�å�»>|  accounting-server-group �¥�Ð�å�»
  aaa-server active/fail
aaa-server active/fail
7€���\�Ð�î�¡�I�€�S  AAA �§�î�Â�†
Ì�Ø�”�¡�¸�•�È�_�M�•�_�c�
"I�’  EXEC �Ô�î�»�[  aaa-server 
active �¥�Ð�å�»�†�Q#Ý�K�r�M���”�¡�¸�•�È�^�§�î�Â�†7€��"g�Â�_�M�•�_�c�
"I�’  EXEC �Ô�î�»�[  
aaa-server fail �¥�Ð�å�»�†�Q#Ý�K�r�M��

aaa-server server_tag [active | fail] host { server_ip | name}

�S�e�b1��Â

�¹�Ç�›�Ý�º �¹�Ç�›�Ý�º�b�·�8�x�Í�c�6�~�r�O�‡��

�¥�Ð�å�»  �Ô�î�» ���b/²�_�
�¥�Ð�å�»�†
°�Š�[�A�•�Ô�î�»�†&g�K�r�M��

�¥�Ð�å�»�š�T

�Q#Ý�V�b�ž�–�»�Û�–�å �G�b�¥�Ð�å�»�†�Q#Ý�K�^�8�\�
�¢�Ý�î�É
Æ�b7€���@$Î#Õ�K�S�§�î�Â�c�
�¢�Ý�î�É
Æ�b�M�m�Z�b�§�î�Â�_
7€���@$Î#Õ�M�•�r�[7€��"g�Â�b�r�r�_�^�~�r�M���¢�Ý�î�É
Æ�b�M�m�Z�b�§�î�Â�_7€���@$Î#Õ�K�S�‹�_�

�§�î�Â�c�M�m�Z
Ì�Ø�”�¡�¸�•�È�_�I�€�r�M��

�[ ���_�
�§�î�Â  192.168.125.60 �b"g�Â�†/²&g�K�
�m�·�[
Ì�Ø�”�¡�¸�•�È�_�M�•�[�†&g�K�r�M��

hostname# show aaa-server group1 host 192.68.125.60
Server Group:  group1
Server Protocol: RADIUS
Server Address:  192.68.125.60
Server port:  1645
Server status: FAILED. Server disabled at 11:10:08 UTC  Fri Aug 22
...
hostname# aaa-server active host 192.168.125.60

active �§�î�Â�†�”�¡�¸�•�È"g�Â�_0¿���K�r�M��

fail �§�î�Â�†7€��"g�Â�_0¿���K�r�M��

host �Í�«�º�b  IP �”�»�Þ�«�¡�r�S�c  IP �”�»�Þ�«�†�æ���K�r�M��

name name �¥�Ð�å�»�†�Q#Ý�K�Z�ß�î�•�Ý�[�m�~�\�Z�S�¡�S�?�
 DNS �¡�†�Q#Ý�K�Z
�§�î�Â�¡�†�æ���K�r�M�� DNS �¡�b�q�±�e�Ð�X�c  128 �e�Ð�[�
 name �¥�Ð�å�»
�†�Q#Ý�K�Z�m�~�\�Z�S�¡�S�c  63 �e�Ð�[�M��

server_ip AAA �§�î�Â�b  IP �”�»�Þ�«�†�æ���K�r�M��

server_tag �§�î�Â  �¢�Ý�î�É�b�©�å�Î�Ü�µ�¡�¡�†�æ���K�r�M���G�b�¡�S�c�
 aaa-server �¥
�Ð�å�»�_�|�W�Z�æ���I�€�S�¡�S�\!·�œ�I�€�r�M��

�¥�Ð�å�»  �Ô�î�»

�Ç�“�–�”�˜�›�î�Ý  �Ô�î�» �­�Ÿ�×�Ü�¸�•  �¥�å�¸�Ÿ�«�º

�Ý�î�¸�µ�» 3ñ4# �©�å�¢�Ý

�Ð�Ý�³

�¥�å�¸�Ÿ�«
�º �©�«�¸�Ò

"I�’  EXEC • • • • —

�Ü�Ü�î�« �š�f
Æ��

8.0(2) �G�b�¥�Ð�å�»�@�_
°�I�€�r�K�S��
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'¨  2 'v       aaa accounting �¥�Ð�å�»>|  accounting-server-group �¥�Ð�å�»
  aaa-server active/fail
hostname# show aaa-server group1 host 192.68.125.60
Server Group:  group1
Server Protocol: RADIUS
Server Address:  192.68.125.60
Server port:  1645
Server status: ACTIVE (admin initiated). Last Transaction at 11:40:09 UTC  Fri Aug 22
...

6õ4��¥�Ð�å�» �¥�Ð�å�» 1��Â

aaa-server AAA �§�î�Â  �¢�Ý�î�É�†�8�B�>�|�g�š�f�K�r�M��

clear configure 
aaa-server

AAA �§�î�Â�b�¥�å�Ç�•� �×�Þ�î�©�Ù�å�†�M�m�Z�P7V�K�r�M��

show running-config 
aaa-server

�M�m�Z�b AAA �§�î�Â�
"I���b�§�î�Â  �¢�Ý�î�É�
"I���b�¢�Ý�î�É
Æ�b"I
���b�§�î�Â�
�r�S�c"I���b�É�ß�º�¥�Ý�b  AAA �§�î�Â)+0£�_���†/²&g�K�r
�M��
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'¨  2 'v       aaa accounting �¥�Ð�å�»>|  accounting-server-group �¥�Ð�å�»
  aaa-server host
aaa-server host
AAA �§�î�Â�†  AAA �§�î�Â  �¢�Ý�î�É�b�M4Š�\�K�Z0¿���K�
�Í�«�º�[�w�b  AAA �§�î�Â  �Ã�Û�Ó�î�±�†0¿
���M�•�_�c�
�¢�ß�î�Â�Ý  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ô�î�»�[  aaa-server host �¥�Ð�å�»�†�Q#Ý�K�r�M��
aaa-server host �¥�Ð�å�»�†�Q#Ý�M�•�\�
 AAA �§�î�Â  �Í�«�º  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ô�î�»�@6ä���I
�€�r�M���G�b�Ô�î�»�?�}�
�Í�«�º�[�w�b  AAA �§�î�Â�K)F�¹�î�±�†�æ���>�|�g'ö#.�[�A�r�M���Í�«�º  �¥
�å�Ç�•� �×�Þ�î�©�Ù�å�†�P7V�M�•�_�c�
�G�b�¥�Ð�å�»�b  no �g�'�†�Q#Ý�K�r�M��

aaa-server server-tag [(interface-name)] host { server-ip | name} [ key] [ timeout seconds]

no aaa-server server-tag [(interface-name)] host { server-ip | name} [ key] [ timeout seconds]

�S�e�b1��Â

�¹�Ç�›�Ý�º �¹�Ç�›�Ý�º�b�±�–�Ò�”�˜�º�Í�c  10 &Ê�[�M��

�¹�Ç�›�Ý�º�b�–�å�±�î�Ç�™�–�«�c�
 inside �[�M��

�¥�Ð�å�»  �Ô�î�» ���b/²�_�
�¥�Ð�å�»�†
°�Š�[�A�•�Ô�î�»�†&g�K�r�M��

(interface-name) >&�õ�–>'1�0É�§�î�Â�@4Ä*(�I�€�Z�8�•�¿�µ�º�á�î�¡  �–�å�±�î�Ç�™�–�«�†�æ���K
�r�M���G�b�Ã�Û�Ó�î�±�_�c�•�µ�¥�@�²0[�[�M���–�å�±�î�Ç�™�–�«�†�æ���K�^
�8���œ�
�¹�Ç�›�Ý�º�c  inside �[�M>&�Q#Ý�•+��^���œ>' ��

key >&�õ�–>' 127 �e�Ð�r�[�b�±�e�Ð�\�`�e�Ð�@�
�9�I�€�•,e�X�Ð�b�Ÿ�î�á�î�»�†�æ
���K�r�M�� RADIUS �§�î�Â�r�S�c  TACACS+ �§�î�Â�V�b�Ÿ�î�\� �L�Í�[�M��
127 �e�Ð�†2x�<�Z
°�Š�I�€�S�e�Ð�@�6�€�d!“0i�I�€�r�M���G�b�Ÿ�î�c�
�­
�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�\�§�î�Â�b6ë�[�¹�î�±�†�/�•�ì�M�•�S�u�_�Q#Ý�I
�€�r�M���G�b�Ÿ�î�c�
�­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�\�§�î�Â  �©�«�¸�Ò�b�g�‰
�[� �L�[�6�•�²0[�@�6�~�r�M���Ÿ�î�_�«�Ì�î�«�c�Q#Ý�[�A�r�O�‡�@�
�Q�b�Ú
�b"I�f�e�Ð�c�Q#Ý�[�A�r�M���Í�«�º  �Ô�î�»�[  key �¥�Ð�å�»�†�Q#Ý�K�Z�
�Ÿ�î
�†3ã�•�r�S�c�š�f�[�A�r�M��

name name �¥�Ð�å�»�†�Q#Ý�K�Z�ß�î�•�Ý�[�m�~�\�Z�S�¡�S�?�
 DNS �¡�†�Q#Ý�K�Z
�§�î�Â�¡�†�æ���K�r�M�� DNS �¡�b�q�±�e�Ð�X�c  128 �e�Ð�[�
 name �¥�Ð�å�»
�†�Q#Ý�K�Z�m�~�\�Z�S�¡�S�c  63 �e�Ð�[�M��

server-ip AAA �§�î�Â�b  IP �”�»�Þ�«�†�æ���K�r�M��

server-tag �§�î�Â  �¢�Ý�î�É�b�©�å�Î�Ü�µ�¡�¡�†�æ���K�r�M���G�b�¡�S�c�
 aaa-server �¥
�Ð�å�»�_�|�W�Z�æ���I�€�S�¡�S�\!·�œ�I�€�r�M��

timeout seconds >&�õ�–>'0[�Ó�b�±�–�Ò�”�˜�º6ë7x���G�b�ì6ë�†2x�<�•�\�
�­�Ÿ�×�Ü�¸�•  �”�É�Û
�–�”�å�«�c�É�Û�–�Ð�Ü  AAA �§�î�Â�l�b0[�Ó�†�•�Õ�K�r�M���«�±�å�Â�–  AAA 
�§�î�Â�@�Ñ�~�M�•���œ�
�­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�c0[�Ó�†�Q�b�Â�µ�¡
�”�µ�É  �§�î�Â�_3æ�™�K�r�M���Í�«�º  �Ô�î�»�[  timeout �¥�Ð�å�»�†�Q#Ý�K�Z�

�±�–�Ò�”�˜�º6ë7x�†�š�f�[�A�r�M��

�¥�Ð�å�»  �Ô�î�»

�Ç�“�–�”�˜�›�î�Ý  �Ô�î�» �­�Ÿ�×�Ü�¸�•  �¥�å�¸�Ÿ�«�º

�Ý�î�¸�µ�» 3ñ4# �©�å�¢�Ý

�Ð�Ý�³

�¥�å�¸�Ÿ�«
�º �©�«�¸�Ò

�¢�ß�î�Â�Ý  �¥�å�Ç�•� �×�Þ�î
�©�Ù�å

• • • • —
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'¨  2 'v       aaa accounting �¥�Ð�å�»>|  accounting-server-group �¥�Ð�å�»
  aaa-server host
�¥�Ð�å�»�š�T

�Q#Ý�V�b�ž�–�»�Û�–�å aaa-server �¥�Ð�å�»�[  AAA �§�î�Â  �¢�Ý�î�É�†��*O�M�•�G�\�_�|�W�Z  AAA �§�î�Â  �¥�å�Ç�•� �×�Þ�î
�©�Ù�å�†�D�š�K�
���_  aaa-server host �¥�Ð�å�»�†�Q#Ý�K�Z�§�î�Â�†�¢�Ý�î�É�_3ã�•�K�r�M��

�©�å�¢�Ý  �Ô�î�»�[�q�±  15 �¶�b�§�î�Â  �¢�Ý�î�É�
�Ð�Ý�³  �Ô�î�»�[�¥�å�¸�Ÿ�«�º�H�\�_  4 �¶�b�§�î�Â  �¢
�Ý�î�É�†�–�â�[�A�r�M���›�¢�Ý�î�É�_�c�
�©�å�¢�Ý  �Ô�î�»�[�q�±  16 �Ž�
�Ð�Ý�³  �Ô�î�»�[�q�±  4 �Ž�b
�§�î�Â�†�µ�u�•�G�\�@�[�A�r�M���Ø�î�¨�@�ß�¢�–�å�M�•�\�
�¥�å�Ç�•� �×�Þ�î�©�Ù�å
Æ�[�æ���I�€�Z�8
�•�q�6�b�§�î�Â�?�}8p�_�
�§�î�Â�@�Â'Å�M�•�r�[�G�€�}�b�§�î�Â�@  1 �X�N�X�”�¡�­�«�I�€�r�M��

aaa-server host �¥�Ð�å�»�†
°�Š�K�S�‹�
�Í�«�º�[�w�b�Ã�Û�Ó�î�±�†0¿���[�A�r�M��

�[ ���_�
 �� watchdogs���\�8�:�¡�S�b  Kerberos AAA �§�î�Â  �¢�Ý�î�É�†0¿���K�
�Q�b�¢�Ý�î�É�_  AAA 
�§�î�Â�†3ã�•�K�
�Q�b�§�î�Â�b  Kerberos �Þ�Ý�Ò�†��*O�M�•�[�†&g�K�r�M��

>&�@>' Kerberos 8•�æ�¡�[�c�X�Ð�\�±�e�Ð�T�E�†�Q#Ý�K�r�M���­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�c8•�æ�¡�_�`�e�Ð
�†�w�E
°�€�r�M�@�
�`�e�Ð�†�±�e�Ð�_�š�n�K�r�O�‡���±�e�Ð�T�E�†�Q#Ý�K�Z�C�T�I�8��

hostname(config)# aaa-server watchdogs protocol kerberos
hostname(config-aaa-server-group)# exit
hostname(config)# aaa-server watchdogs host 192.168.3.4
hostname(config-aaa-server-host)# kerberos-realm EXAMPLE.COM

���_�
 �� svrgrp1���\�8�:�¡�S�b  SDI AAA �§�î�Â  �¢�Ý�î�É�†0¿���K�
�Q�b�¢�Ý�î�É�_  AAA �§�î�Â�†3ã
�•�K�
�±�–�Ò�”�˜�º6ë7x�†  6 &Ê�_�
�Ü�º�Û�–6ë7x�†  7 &Ê�_�
 SDI �Â�î�ª�Ù�å�†�Â�î�ª�Ù�å  5 �_0¿���M�•
�[�†&g�K�r�M��

hostname(config)# aaa-server svrgrp1 protocol sdi
hostname(config-aaa-server-group)# exit
hostname(config)# aaa-server svrgrp1 host 192.168.3.4
hostname(config-aaa-server-host)# timeout 6
hostname(config-aaa-server-host)# retry-interval 7
hostname(config-aaa-server-host)# sdi-version sdi-5

6õ4��¥�Ð�å�»

�Ü�Ü�î�« �š�f
Æ��

7.2(1) DNS �¡�b�§�Ï�î�º�@3ã�•�I�€�r�K�S��

�¥�Ð�å�» 1��Â
aaa-server AAA �§�î�Â  �¢�Ý�î�É�†�8�B�>�|�g�š�f�K�r�M��

clear configure 
aaa-server

AAA �§�î�Â�b�¥�å�Ç�•� �×�Þ�î�©�Ù�å�†�M�m�Z�P7V�K�r�M��

show running-config 
aaa-server

�M�m�Z�b AAA �§�î�Â�
"I���b�§�î�Â  �¢�Ý�î�É�
"I���b�¢�Ý�î�É
Æ�b"I
���b�§�î�Â�
�r�S�c"I���b�É�ß�º�¥�Ý�b  AAA �§�î�Â)+0£�_���†/²&g�K�r
�M��
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'¨  2 'v       aaa accounting �¥�Ð�å�»>|  accounting-server-group �¥�Ð�å�»
  absolute
absolute
�ì6ë(
�V�@�w� �[�6�•���œ�_)/�P�ì6ë�†��*O�M�•�_�c�
�ì6ë(
�V�¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ô�î�»�[  
absolute �¥�Ð�å�»�†�Q#Ý�K�r�M���¹�•�­�î�È�Ý�_�M�•�_�c�
�G�b�¥�Ð�å�»�b  no �g�'�†�Q#Ý�K�r�M��

absolute [end time date] [start time date]

no absolute

�S�e�b1��Â

�¹�Ç�›�Ý�º 6ä���ì�I�>�|�g�¥�Ü�†�æ���K�^�8���œ�
 permit �«�¸�î�º�Ó�å�º�r�S�c  deny �«�¸�î�º�Ó�å�º�c�S�T�U�_
�w� �_�^�~�
�–�_�œ�å�[�M��� �]�_�
�q�±)
�¢�ì�I�c  23:59 31 December 2035 �[�M��)
�¢�ì�I�>�|�g
�¥�Ü�†�æ���K�^�8���œ�
6õ4��Ü�E�}�€�Z�8�•  permit �«�¸�î�º�Ó�å�º�r�S�c  deny �«�¸�î�º�Ó�å�º�c!“�‡
7H�_�w� �[�M��

�¥�Ð�å�»  �Ô�î�» ���b/²�_�
�¥�Ð�å�»�†
°�Š�[�A�•�Ô�î�»�†&g�K�r�M��

�¥�Ð�å�»�š�T

�Q#Ý�V�b�ž�–�»�Û�–�å �ì6ë�Ë�î�«  ACL �†��/æ�M�•�_�c�
 time-range �¥�Ð�å�»�†�Q#Ý�K�Z�
4��>�|�g  1 �¥�b�p�b"I���b�ì�I�†
��*O�K�r�M�����_�
 access-list extended time-range �¥�Ð�å�»�\�\�v�_�Q#Ý�K�Z�
�ì6ë(
�V�†  ACL �_
�Â�–�å�»�K�r�M��

�[ ���_�
 ACL �†  2006 �º  1 �v  1 �¥�b���S  8 �ì�_�”�¡�¸�•�È�_�M�•�[�†&g�K�r�M���[�†&g�K�r�M��

hostname(config-time-range)# absolute  start 8:00 1 January 2006

Because no end time and date are specified, the associated ACL is in effect indefinitely.

date �¥�Ü�†  day month year �g�'�[�æ���K�r�M>&�S�\�<�d�
 1 January 2006>'���º�b�w� �^(
�V�c�

1993 >|  2035 �[�M��

time �ì�I�†  HH:MM �g�'�[�æ���K�r�M���S�\�<�d�
 8:00 �c���S  8 �ì�[�M�����‹  8 �ì�c  20:00 �\
�æ���K�r�M��

�¥�Ð�å�»  �Ô�î�»

�Ç�“�–�”�˜�›�î�Ý  �Ô�î�» �­�Ÿ�×�Ü�¸�•  �¥�å�¸�Ÿ�«�º

�Ý�î�¸�µ�» 3ñ4# �©�å�¢�Ý

�Ð�Ý�³

�¥�å�¸�Ÿ�«
�º �©�«�¸�Ò

�ì6ë(
�V�¥�å�Ç�•� �×�Þ�î�©�Ù
�å

• • • • —

�Ü�Ü�î�« �š�f
Æ��
7.0(1) �G�b�¥�Ð�å�»�@�_
°�I�€�r�K�S��
2-56
Cisco Security Appliance �¥�Ð�å�»  �Ü�Ç�“�Þ�å�«

OL-12173-02-J



'¨  2 'v       aaa accounting �¥�Ð�å�»>|  accounting-server-group �¥�Ð�å�»
  absolute
6õ4��¥�Ð�å�» �¥�Ð�å�» 1��Â

access-list extended �­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«)�#ä�b  IP �º�Û�Ç�•�µ�¡�†0Á�•�r�S�c�Ä�°�M�•
�S�u�b�Ï�Ü�©�î�†0¿���K�r�M��

default time-range �¥�Ð�å�»�b  absolute �Ÿ�î�á�î�»�\  periodic �Ÿ�î�á�î�»�†�¹
�Ç�›�Ý�º0¿���_�`�K�r�M��

periodic �ì6ë(
�V�µ+��†�§�Ï�î�º�M�•�µ+��_�P�K�Z�
���‡$×�^>&4��"�)�b>'�ì6ë(

�V�†�æ���K�r�M��

time-range �ì6ë�_�ö�Y�8�Z�­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�b�”�¡�­�«  �¥�å�º�ß�î�Ý�†��
*O�K�r�M��
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'¨  2 'v       aaa accounting �¥�Ð�å�»>|  accounting-server-group �¥�Ð�å�»
  accept-subordinates
accept-subordinates
�¹�Â�–�«�_�–�å�«�º�î�Ý�I�€�Z�8�^�8�W�)  CA 0É�Â�i�@�Ç�™�î�¬  1 �b  IKE �º�n�[�f�j�I�€�S�\�A�_�

�Q�b0É�Â�i�†�w�E
°�€�•�|�:�_�­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�†0¿���M�•�_�c�
�¡�Ü�É�º  CA �º�Û�«�º
�Ï�–�å�º  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ô�î�»�[  accept-subordinates �¥�Ð�å�»�†�Q#Ý�K�r�M���¹�Ç�›�Ý�º
0¿���_�`�M�_�c�
�G�b�¥�Ð�å�»�b  no �g�'�†�Q#Ý�K�r�M��

accept-subordinates 

no accept-subordinates 

�S�e�b1��Â

�¹�Ç�›�Ý�º �¹�Ç�›�Ý�º0¿���c�œ�å�[�M>&�W�)0É�Â�i�c�w�E
°�€�}�€�r�M>' ��

�¥�Ð�å�»  �Ô�î�» ���b/²�c�
�G�b�¥�Ð�å�»�†
°�Š�[�A�•�Ô�î�»�†&g�K�Z�8�r�M��

�¥�Ð�å�»�š�T

�Q#Ý�V�b�ž�–�»�Û�–�å �Ç�™�î�¬  1 �b��#.�p�_�
 IKE �Æ�”�_�|�W�Z�W�)0É�Â�i�\�”�–�¹�å�¸�•�¸�•0É�Â�i�b�g�‰�@�û�I�€�•���œ
�@�6�~�r�M���W�)0É�Â�i�c�­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�_�–�å�«�º�î�Ý�I�€�^�8���œ�@�6�~�r�M���G
�b�¥�Ð�å�»�†�Q#Ý�M�•�\�
'ö#.*…�c�¹�Â�–�«�V�_�º�Û�«�º�Ï�–�å�º�\�K�Z0¿���I�€�Z�8�^�8�W�)  CA 0É
�Â�i�†�§�Ï�î�º�[�A�r�M��&�'g�I�€�S�M�m�Z�b�º�Û�«�º�Ï�–�å�º�b�M�m�Z�b�W�)  CA 0É�Â�i�@�w�E
°�€
�•+��[�6�•�²0[�c�6�~�r�O�‡���X�r�~�
�G�b�¥�Ð�å�»�†�Q#Ý�M�•�\�
�¹�Â�–�«�[�
0É�Â�i�³�™�î�å
²�/
�†�ß�î�•�Ý�_�–�å�«�º�î�Ý�M�•�G�\�^�C�
�Q�b0É�Â�i�³�™�î�å�†1�0É�[�A�r�M��

�[ ���_�
�º�Û�«�º�Ï�–�å�º  central �b�¡�Ü�É�º  CA �º�Û�«�º�Ï�–�å�º  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ô�î�»�†6ä
���K�Z�
�­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�[�º�Û�«�º�Ï�–�å�º  central �b�W�)0É�Â�i�†�w�E
°�€�•�G�\�@�[
�A�•�|�:�_�M�•�[�†&g�K�r�M��

hostname(config)# crypto ca trustpoint central
hostname(ca-trustpoint)# accept-subordinates
hostname(ca-trustpoint)# 

�G�b�¥�Ð�å�»�_�c�,�X�r�S�c�Ÿ�î�á�î�»�c�6�~�r�O�‡��

�¥�Ð�å�»  �Ô�î�»

�Ç�“�–�”�˜�›�î�Ý  �Ô�î�» �­�Ÿ�×�Ü�¸�•  �¥�å�¸�Ÿ�«�º

�Ý�î�¸�µ�» 3ñ4# �©�å�¢�Ý

�Ð�Ý�³

�¥�å�¸�Ÿ�«
�º �©�«�¸�Ò

�¡�Ü�É�º  CA �º�Û�«�º�Ï�–�å�º  
�¥�å�Ç�•� �×�Þ�î�©�Ù�å

• • • — —

�Ü�Ü�î�« �š�f
Æ��

7.0(1) �G�b�¥�Ð�å�»�@�_
°�I�€�r�K�S��
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'¨  2 'v       aaa accounting �¥�Ð�å�»>|  accounting-server-group �¥�Ð�å�»
  accept-subordinates
6õ4��¥�Ð�å�» �¥�Ð�å�» 1��Â

crypto ca trustpoint �º�Û�«�º�Ï�–�å�º  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ô�î�»�†6ä���K�r�M��

default enrollment $Ï6��Ã�Û�Ó�î�±�†�¹�Ç�›�Ý�º�Í�_�`�K�r�M��
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'¨  2 'v       aaa accounting �¥�Ð�å�»>|  accounting-server-group �¥�Ð�å�»
  access-group
access-group
�”�¡�­�«  �Ü�«�º�†�–�å�±�î�Ç�™�–�«�_�Â�–�å�»�M�•�_�c�
�¢�ß�î�Â�Ý  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ô�î�»
�[  access-group �¥�Ð�å�»�†�Q#Ý�K�r�M���”�¡�­�«  �Ü�«�º�†�–�å�±�î�Ç�™�–�«�?�}�”�å�Â�–�å�»�M�•�_
�c�
�G�b�¥�Ð�å�»�b  no �g�'�†�Q#Ý�K�r�M��

access-group access-list { in | out}  interface interface_name [per-user-override | control-plane]

no access-group access-list { in | out}  interface interface_name

�S�e�b1��Â

�¹�Ç�›�Ý�º �¹�Ç�›�Ý�º�b�·�8�x�Í�c�6�~�r�O�‡��

�¥�Ð�å�»  �Ô�î�» ���b/²�_�
�¥�Ð�å�»�†
°�Š�[�A�•�Ô�î�»�†&g�K�r�M��

�¥�Ð�å�»�š�T

�Q#Ý�V�b�ž�–�»�Û�–�å access-group �¥�Ð�å�»�c�
�”�¡�­�«  �Ü�«�º�†�–�å�±�î�Ç�™�–�«�_�Â�–�å�»�K�r�M���”�¡�­�«  �Ü�«�º
�c�
�–�å�±�î�Ç�™�–�«�l�b%T�™�º�Û�Ç�•�µ�¡�_4:#Ý�I�€�r�M�� access-list �¥�Ð�å�»  �«�¸�î�º�Ó�å�º�[  
permit  �œ�É�©�Ù�å�†
°�Š�M�•�\�
�­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�_�|�W�Z�Ã�£�µ�º�b��#.�c)F/œ�I�€�r
�M�� access-list �¥�Ð�å�»  �«�¸�î�º�Ó�å�º�[  deny �œ�É�©�Ù�å�†
°�Š�M�•�\�
�­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å
�«�_�|�W�Z�Ã�£�µ�º�c�ë� �I�€�
���b  syslog �Ó�µ�­�î�ª�@#Õ�B�I�€�r�M��

%hostname-4-106019: IP packet from source_addr  to destination_addr , protocol 
protocol received from interface interface_name  deny by access-group id

per-user-override �œ�É�©�Ù�å�†�æ���M�•�\�
�²�˜�å�ß�î�»�K�S�”�¡�­�«  �Ü�«�º�[�
�–�å�±�î�Ç�™�–�«
�_4:#Ý�I�€�Z�8�•�”�¡�­�«  �Ü�«�º�†�V�i�A�[�A�r�M���œ�É�©�Ù�å�b  per-user-override �,�X�@�^�8�\�

�­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�_�|�W�Z�¤�Ñ�b�Ç�•�Ý�±�Ü�å�¢�·�8�@�–�â�I�€�r�M�� per-user-override 
�@�6�•�\�
�­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�_�|�~�
�Ø�î�¨�_6õ4��Ü�E�}�€�Z�8�•�Ø�î�¨�H�\�b�”�¡�­�«  

access-list �”�¡�­�«  �Ü�«�º�b  ID��

control-plane >&�õ�–>'�Ý�î�Ý�@  to-the-box �º�Û�Ç�•�µ�¡#Ý�?�]�:�?�†�æ���K�r�M��

in �æ���K�S�–�å�±�î�Ç�™�–�«�[%T�™�Ã�£�µ�º�†�Ç�•�Ý�±�Ü�å�¢�K�r�M��

interface 
interface-name

�¿�µ�º�á�î�¡  �–�å�±�î�Ç�™�–�«�b�¡�S��

out �æ���K�S�–�å�±�î�Ç�™�–�«�[$Î�™�Ã�£�µ�º�†�Ç�•�Ý�±�Ü�å�¢�K�r�M��

per-user-override >&�õ�–>'�²�˜�å�ß�î�»�•+��^�Ø�î�¨  �”�¡�­�«  �Ü�«�º�@�
�–�å�±�î�Ç�™�–�«
�_4:#Ý�I�€�Z�8�•�”�¡�­�«  �Ü�«�º�†�V�i�A�[�A�•�|�:�_�K�r�M��

�¥�Ð�å�»  �Ô�î�»

�Ç�“�–�”�˜�›�î�Ý  �Ô�î�» �­�Ÿ�×�Ü�¸�•  �¥�å�¸�Ÿ�«�º

�Ý�î�¸�µ�» 3ñ4# �©�å�¢�Ý

�Ð�Ý�³

�¥�å�¸�Ÿ�«
�º �©�«�¸�Ò

�¢�ß�î�Â�Ý  �¥�å�Ç�•� �×�Þ�î
�©�Ù�å

• • • • —

�Ü�Ü�î�« �š�f
Æ��

�¤�Ñ �G�b�¥�Ð�å�»�c�¤�Ñ�[�M��
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'¨  2 'v       aaa accounting �¥�Ð�å�»>|  accounting-server-group �¥�Ð�å�»
  access-group
�Ü�«�º>&�²�˜�å�ß�î�»�I�€�S���œ>'�b  permit  �r�S�c  deny �«�¸�î�±�«�[�
 access-group �¥�Ð�å�»�_6õ
4��Ü�E�}�€�Z�8�•�”�¡�­�«  �Ü�«�º�b  permit �r�S�c  deny �«�¸�î�±�«�†�V�i�A�[�A�•�|�:�_�^�~�r�M��
�I�}�_�
���b�Ý�î�Ý�@4:#Ý�I�€�r�M��

• �Ã�£�µ�º�@�?%T�K�S�ì!l�[�
�Q�b�Ã�£�µ�º�_6õ4��Ü�E�}�€�Z�8�•�Ø�î�¨�H�\�b�”�¡�­�«  �Ü�«�º�@
�^�8���œ�
�–�å�±�î�Ç�™�–�«  �”�¡�­�«  �Ü�«�º�@4:#Ý�I�€�r�M��

• �Ø�î�¨�H�\�b�”�¡�­�«  �Ü�«�º�c�
 timeout �¥�Ð�å�»�b  uauth �œ�É�©�Ù�å�[�æ���I�€�S�±�–�Ò�”�˜
�º�Í�_�|�W�Z'ö#.�I�€�r�M�@�
�G�b�±�–�Ò�”�˜�º�Í�c�
�Ø�î�¨�H�\�b  AAA �­�µ�©�Ù�å  �±�–�Ò�”�˜
�º�Í�_�|�W�Z�V�i�A�[�A�r�M��

• �¤�Ñ�b�”�¡�­�«  �Ü�«�º  �ß�¢�·�8�c� �L�[�M���S�\�<�d�
�Ø�î�¨�H�\�b�”�¡�­�«  �Ü�«�º�b�S�u�_
�Ø�î�¨  �º�Û�Ç�•�µ�¡�@�Ä�°�I�€�S���œ�
 syslog �Ó�µ�­�î�ª  109025 �@0°6��I�€�r�M���Ø�î�¨  �º�Û
�Ç�•�µ�¡�@0Á�•�I�€�S���œ�
 syslog �Ó�µ�­�î�ª�c#Õ�B�I�€�r�O�‡���Ø�î�¨�H�\�b�”�¡�­�«  �Ü�«�º
�b�ß�¢  �œ�É�©�Ù�å�c�
�s8j�†�l�p�K�r�O�‡��

access-list �¥�Ð�å�»�c�–�_  access-group �¥�Ð�å�»�\�\�v�_�Q#Ý�K�r�M��

access-group �¥�Ð�å�»�c�
�”�¡�­�«  �Ü�«�º�†�–�å�±�î�Ç�™�–�«�_�Â�–�å�»�K�r�M�� in �Ÿ�î�á�î�»�_
�|�W�Z�
�”�¡�­�«  �Ü�«�º�c�æ���K�S�–�å�±�î�Ç�™�–�«�V�b�º�Û�Ç�•�µ�¡�_4:#Ý�I�€�r�M�� out �Ÿ�î�á�î
�»�_�|�W�Z�
�”�¡�­�«  �Ü�«�º�c$Î�™�º�Û�Ç�•�µ�¡�_4:#Ý�I�€�r�M��

>&�@>' 1 �X�è�V�b  access-group �¥�Ð�å�»�_�|�W�Z�g!·�I�€�•�”�¡�­�«  �Ü�«�º�?�}�
�M�m�Z�b�µ+��š�å�º�Ü
>&permit �«�¸�î�º�Ó�å�º�>�|�g  deny �«�¸�î�º�Ó�å�º>'�†�P7V�M�•�\�
 access-group �¥�Ð�å�»�c�¥�å
�Ç�•� �×�Þ�î�©�Ù�å�?�}+¬�·$×�_�P7V�I�€�r�M�� access-group �¥�Ð�å�»�c�
'5�b�”�¡�­�«  �Ü�«�º�r�S
�c�¥�Ó�å�º�T�E�†�µ�t�”�¡�­�«  �Ü�«�º�†�g!·�[�A�r�O�‡��

no access-group �¥�Ð�å�»�c�
�”�¡�­�«  �Ü�«�º�†�–�å�±�î�Ç�™�–�«  interface_name �?�}�”�å�Â�–�å�»
�K�r�M��

show running config access-group �¥�Ð�å�»�c�
�–�å�±�î�Ç�™�–�«�_�Â�–�å�»�I�€�Z�8�•#'�~�b�”�¡�­
�«  �Ü�«�º�†/²&g�K�r�M��

clear configure access-group �¥�Ð�å�»�c�
�–�å�±�î�Ç�™�–�«�?�}�M�m�Z�b�”�¡�­�«  �Ü�«�º�†�P7V�K�r
�M��

>&�@>' to-the-box 'ö#.�º�Û�Ç�•�µ�¡#Ý�b�”�¡�­�«  �¥�å�º�ß�î�Ý  �Ý�î�Ý>& http �
 ssh�
 telnet �^�]�b�¥�Ð�å�»�[
��*O>'�c�
 control-plane �œ�É�©�Ù�å�[4:#Ý�I�€�•�”�¡�­�«  �Ü�«�º�|�~�v
ƒ
›�I�€�r�M���K�S�@�W�Z�

�G�b�|�:�^0Á�•�I�€�S'ö#.�º�Û�Ç�•�µ�¡�c�
 to-the-box �”�¡�­�«  �Ü�«�º�[�Â&g$×�_�Ä�°�I�€�Z�8�•���œ
�[�v%T�™�@0Á�•�I�€�r�M��

�[ ���b�[�c�
 access-group �¥�Ð�å�»�†�Q#Ý�M�•�‰�2�†&g�K�Z�8�r�M��

hostname(config)# static (inside,outside) 209.165.201.3 10.1.1.3
hostname(config)# access-list acl_out permit tcp any host 209.165.201.3 eq 80
hostname(config)# access-group acl_out in interface outside

static �¥�Ð�å�»�[�c�
 10.1.1.3 �_�6�•  Web �§�î�Â�_�¢�ß�î�Â�Ý  �”�»�Þ�«  209.165.201.3 �†�æ���K�Z�8�r
�M�� access-list �¥�Ð�å�»�[�c�
�õ�–�b�Í�«�º�?�}�Ï�î�º  80 �†�Q#Ý�K�Z�¢�ß�î�Â�Ý  �”�»�Þ�«�_�”�¡�­�«
�[�A�•�|�:�_�K�Z�8�r�M�� access-group �¥�Ð�å�»�[�c�
�¥4Š�–�å�±�î�Ç�™�–�«�_
°�•�º�Û�Ç�•�µ�¡�_  
access-list �¥�Ð�å�»�†4:#Ý�M�•�|�:�_�æ���K�Z�8�r�M��
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'¨  2 'v       aaa accounting �¥�Ð�å�»>|  accounting-server-group �¥�Ð�å�»
  access-group
6õ4��¥�Ð�å�» �¥�Ð�å�» 1��Â

access-list extended �”�¡�­�«  �Ü�«�º�†�8�B�M�•�?�
�²�˜�å�ß�î�»�•+��^�”�¡�­�«  �Ü�«�º�†�Q#Ý
�K�r�M��

clear configure 
access-group

�M�m�Z�b�–�å�±�î�Ç�™�–�«�?�}�”�¡�­�«  �¢�Ý�î�É�†�P7V�K�r�M��

show running-config 
access-group

�¥�å�¸�Ÿ�«�º  �¢�Ý�î�É�b�Ó�å�Â�î�†/²&g�K�r�M��
2-62
Cisco Security Appliance �¥�Ð�å�»  �Ü�Ç�“�Þ�å�«

OL-12173-02-J



'¨  2 'v       aaa accounting �¥�Ð�å�»>|  accounting-server-group �¥�Ð�å�»
  access-list alert-interval
access-list alert-interval
�Ä�°�Ç�ß�î�b�q�±�X�Ó�µ�­�î�ª�b�ì6ë6ë7x�†�æ���M�•�_�c�
�¢�ß�î�Â�Ý  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ô�î
�»�[  access-list alert-interval �¥�Ð�å�»�†�Q#Ý�K�r�M�� �¹�Ç�›�Ý�º0¿���_�`�M�_�c�
 �G�b�¥�Ð�å�»�b  no 
�g�'�†�Q#Ý�K�r�M��

access-list alert-interval secs

no access-list alert-interval

�S�e�b1��Â

�¹�Ç�›�Ý�º �¹�Ç�›�Ý�º�c  300 &Ê�[�M��

�¥�Ð�å�»  �Ô�î�» ���b/²�_�
�¥�Ð�å�»�†
°�Š�[�A�•�Ô�î�»�†&g�K�r�M��

�¥�Ð�å�»�š�T

�Q#Ý�V�b�ž�–�»�Û�–�å access-list alert-interval �¥�Ð�å�»�[�c�
�©�«�¸�Ò  �ß�¢  �Ó�µ�­�î�ª  106001 �†#Õ�B�M�•�ì6ë6ë7x�†0¿��
�K�r�M���©�«�¸�Ò  �ß�¢  �Ó�µ�­�î�ª  106001 �_�|�W�Z�
�­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�@�Ä�°�Ç�ß�î�b�q
�±�X�_4)�K�S�G�\�@1™�Ì�I�€�r�M���Ä�°�Ç�ß�î�b�q�±�X�_4)�K�S�\�A�_�
�S�G�b�©�«�¸�Ò  �ß�¢  �Ó�µ
�­�î�ª  106001 �@#Õ�B�I�€�Z�?�}  secs &Ê�è�V)�4#�K�Z�8�S���œ�c�
�I�}�_  106001 �Ó�µ�­�î�ª�@#Õ�B�I
�€�r�M��

�Ä�°�Ç�ß�î�b�q�±�X�Ó�µ�­�î�ª�b#Õ�B�_�X�8�Z�c�
 access-list deny-flow-max �¥�Ð�å�»�†�g!·�K�Z�C
�T�I�8��

�[ ���_�
�Ä�°�Ç�ß�î�b�q�±�X�Ó�µ�­�î�ª�b�ì6ë6ë7x�†�æ���M�•�[�†&g�K�r�M��

hostname(config)# access-list alert-interval 30

secs �Ä�°�Ç�ß�î�b�q�±�X�Ó�µ�­�î�ª�b#Õ�B�b�ì6ë6ë7x���w� �^�Í�c�
 1 >|  3600 
&Ê�[�M���¹�Ç�›�Ý�º�Í�c  300 &Ê�[�M��

�¥�Ð�å�»  �Ô�î�»

�Ç�“�–�”�˜�›�î�Ý  �Ô�î�» �­�Ÿ�×�Ü�¸�•  �¥�å�¸�Ÿ�«�º

�Ý�î�¸�µ�» 3ñ4# �©�å�¢�Ý

�Ð�Ý�³

�¥�å�¸�Ÿ�«
�º �©�«�¸�Ò

�¢�ß�î�Â�Ý  �¥�å�Ç�•� �×�Þ�î
�©�Ù�å

• • • • —

�Ü�Ü�î�« �š�f
Æ��

�¤�Ñ �G�b�¥�Ð�å�»�c�¤�Ñ�[�M��
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'¨  2 'v       aaa accounting �¥�Ð�å�»>|  accounting-server-group �¥�Ð�å�»
  access-list alert-interval
6õ4��¥�Ð�å�» �¥�Ð�å�» 1��Â

access-list 
deny-flow-max

�8�B�[�A�•� �ì�Ä�°�Ç�ß�î�b�q�±�X�†�æ���K�r�M��

access-list extended �”�¡�­�«  �Ü�«�º�†�¥�å�Ç�•� �×�Þ�î�©�Ù�å�_3ã�•�K�
4:�Â�º�­�Ÿ�×�Ü�¸�•  
�”�É�Û�–�”�å�«�†3û4#�M�•  IP �º�Û�Ç�•�µ�¡#Ý�b�Ï�Ü�©�î�†0¿���K�r�M��

clear access-group �”�¡�­�«  �Ü�«�º  �•�˜�å�±�†�¡�Ü�”�K�r�M��

clear configure 
access-list

��/œ�¥�å�Ç�•� �×�Þ�î�©�Ù�å�?�}�”�¡�­�«  �Ü�«�º�†�¡�Ü�”�K�r�M��

show access-list �”�¡�­�«  �Ü�«�º  �š�å�º�Ü�†$��•�[/²&g�K�r�M��
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  access-list deny-flow-max
access-list deny-flow-max
�8�B�[�A�•� �ì�Ä�°�Ç�ß�î�b�q�±�X�†�æ���M�•�_�c�
�¢�ß�î�Â�Ý  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ô�î�»�[  
access-list deny-flow-max �¥�Ð�å�»�†�Q#Ý�K�r�M���¹�Ç�›�Ý�º0¿���_�`�M�_�c�
�G�b�¥�Ð�å�»�b  no �g
�'�†�Q#Ý�K�r�M��

access-list deny-flow-max

no access-list deny-flow-max

�S�e�b1��Â �G�b�¥�Ð�å�»�_�c�,�X�r�S�c�Ÿ�î�á�î�»�c�6�~�r�O�‡��

�¹�Ç�›�Ý�º �¹�Ç�›�Ý�º�c�
 4096 �¶�b� �ì�Ä�°�Ç�ß�î�[�M��

�¥�Ð�å�»  �Ô�î�» ���b/²�_�
�¥�Ð�å�»�†
°�Š�[�A�•�Ô�î�»�†&g�K�r�M��

�¥�Ð�å�»�š�T

�Q#Ý�V�b�ž�–�»�Û�–�å �­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�@  ACL �Ä�°�Ç�ß�î�b�q�±�X  n �_4)�M�•�\�
�©�«�¸�Ò  �ß�¢  �Ó�µ�­�î�ª  
106101 �@#Õ�B�I�€�r�M��

�[ ���_�
�8�B�[�A�•� �ì�Ä�°�Ç�ß�î�b�q�±�X�†�æ���M�•�[�†&g�K�r�M��

hostname(config) # access-list deny-flow-max 256

6õ4��¥�Ð�å�»

�¥�Ð�å�»  �Ô�î�»

�Ç�“�–�”�˜�›�î�Ý  �Ô�î�» �­�Ÿ�×�Ü�¸�•  �¥�å�¸�Ÿ�«�º

�Ý�î�¸�µ�» 3ñ4# �©�å�¢�Ý

�Ð�Ý�³

�¥�å�¸�Ÿ�«
�º �©�«�¸�Ò

�¢�ß�î�Â�Ý  �¥�å�Ç�•� �×�Þ�î
�©�Ù�å

• • • • —

�Ü�Ü�î�« �š�f
Æ��

�¤�Ñ �G�b�¥�Ð�å�»�c�¤�Ñ�[�M��

�¥�Ð�å�» 1��Â

access-list extended �”�¡�­�«  �Ü�«�º�†�¥�å�Ç�•� �×�Þ�î�©�Ù�å�_3ã�•�K�
4:�Â�º�­�Ÿ�×�Ü�¸�•  
�”�É�Û�–�”�å�«�†3û4#�M�•  IP �º�Û�Ç�•�µ�¡#Ý�b�Ï�Ü�©�î�†0¿���K�r�M��

clear access-group �”�¡�­�«  �Ü�«�º  �•�˜�å�±�†�¡�Ü�”�K�r�M��

clear configure 
access-list

��/œ�¥�å�Ç�•� �×�Þ�î�©�Ù�å�?�}�”�¡�­�«  �Ü�«�º�†�¡�Ü�”�K�r�M��

show access-list �”�¡�­�«  �Ü�«�º  �š�å�º�Ü�†$��•�[/²&g�K�r�M��

show running-config 
access-list

#'�~��/œ�K�Z�8�•�”�¡�­�«  �Ü�«�º  �¥�å�Ç�•� �×�Þ�î�©�Ù�å�†/²&g�K�r�M��
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access-list ethertype
EtherType �_�ö�Y�8�Z�º�Û�Ç�•�µ�¡�†�D�š�M�•�”�¡�­�«  �Ü�«�º�†0¿���M�•�_�c�
�¢�ß�î�Â�Ý  �¥�å�Ç�•
� �×�Þ�î�©�Ù�å  �Ô�î�»�[  access-list ethertype �¥�Ð�å�»�†�Q#Ý�K�r�M���”�¡�­�«  �Ü�«�º�†�P7V�M�•�_
�c�
�G�b�¥�Ð�å�»�b  no �g�'�†�Q#Ý�K�r�M��

access-list id ethertype {deny | permit } { ipx | bpdu | mpls-unicast | mpls-multicast | any | 
hex_number}

no access-list id ethertype { deny | permit } { ipx | bpdu | mpls-unicast | mpls-multicast | any | 
hex_number}

�S�e�b1��Â

�¹�Ç�›�Ý�º �¹�Ç�›�Ý�º�b0¿���c���b�\�>�~�[�M��

• "I�_�”�¡�­�«�†0Á�•�K�^�87H�~�
4:�Â�º�­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�_�|�W�Z�
$Î�™
–�–�å�±�î
�Ç�™�–�«�V�b�M�m�Z�b�Ã�£�µ�º�@�Ä�°�I�€�r�M��

• ACL �ß� �å�¢�[�c�
�Ä�°�I�€�S�Ã�£�µ�º�_�X�8�Z�©�«�¸�Ò  �ß�¢  �Ó�µ�­�î�ª  106023 �@#Õ�B�I�€�r
�M���Ä�°�I�€�S�Ã�£�µ�º�†�ß�¢�_0°6��M�•�_�c�
�Ã�£�µ�º�†�Â&g$×�_�Ä�°�M�•�²0[�@�6�~�r�M��

log �œ�É�©�Ù�å �Ÿ�î�á�î�»�†�æ���K�S���œ�
 �©�«�¸�Ò  �ß�¢  �Ó�µ�­�î�ª  106100 �b�¹�Ç�›�Ý�º�b5��±�Ø�Þ
�Ë�Ý�c  6>&�_��>'�[�M��

�¥�Ð�å�»  �Ô�î�» ���b/²�_�
�¥�Ð�å�»�†
°�Š�[�A�•�Ô�î�»�†&g�K�r�M��

�¥�Ð�å�»�š�T

any �M�m�Z�b�P1ß�l�b�”�¡�­�«�†�æ���K�r�M��

bpdu �È�Ü�µ�ª  �É�ß�º�¥�Ý  �¹�î�±  �Ø�½�µ�º�l�b�”�¡�­�«�†�æ���K�r�M���¹�Ç�›
�Ý�º�[�c�
 BPDU �c�Ä�°�I�€�r�M��

deny �²�ó�_�M+´�M�•���œ�
�”�¡�­�«�†�Ä�°�K�r�M��

hex_number EtherType �†&g�M 0x600 �è�V�b  16 �Å�µ�º�b  16 4
�X�Í�†�æ���K�r�M��

id �”�¡�­�«  �Ü�«�º�b�¡�S�r�S�c$��•�†�Ü�«�º�K�r�M��

ipx IPX �l�b�”�¡�­�«�†�æ���K�r�M��

mpls-multicast MPLS �Ð�Ý�³�Ÿ�Õ�«�º�l�b�”�¡�­�«�†�æ���K�r�M��

mpls-unicast MPLS �Ø�½�Ÿ�Õ�«�º�l�b�”�¡�­�«�†�æ���K�r�M��

permit �²�ó�@�M+´�K�S���œ�_�”�¡�­�«�†0Á�•�K�r�M��

�¥�Ð�å�»  �Ô�î�»

�Ç�“�–�”�˜�›�î�Ý  �Ô�î�» �­�Ÿ�×�Ü�¸�•  �¥�å�¸�Ÿ�«�º

�Ý�î�¸�µ�» 3ñ4# �©�å�¢�Ý

�Ð�Ý�³

�¥�å�¸�Ÿ�«
�º �©�«�¸�Ò

�¢�ß�î�Â�Ý  �¥�å�Ç�•� �×�Þ�î
�©�Ù�å

— • • • —

�Ü�Ü�î�« �š�f
Æ��

7.0(1) �G�b�¥�Ð�å�»�@�_
°�I�€�r�K�S��
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'¨  2 'v       aaa accounting �¥�Ð�å�»>|  accounting-server-group �¥�Ð�å�»
  access-list ethertype
�Q#Ý�V�b�ž�–�»�Û�–�å �­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�[�c�
 16 �Å�µ�º�b  16 4
�X�Í�[&g�I�€�S�õ�–�b  EtherType �†�D�š�[�A�r
�M�� EtherType ACL �_�|�W�Z�–�î�§�¿�µ�º  V2 �Ç�Þ�î�Ò�@�§�Ï�î�º�I�€�r�M�� 802.3 �g�'�b�Ç�Þ�î�Ò
�c�
�±�–�É  �Ç�•�î�Ý�»�[�c�^�C6×�I�Ç�•�î�Ý�»�†�Q#Ý�M�•�S�u�
 ACL �_�|�W�Z��#.�I�€�r�O�‡���È
�Ü�µ�ª  �É�ß�º�¥�Ý  �¹�î�±  �Ø�½�µ�º�c�O�M�b�[�¥�[�6�~�
 ACL �_�|�W�Z��#.�I�€�r�M���È�Ü�µ�ª  �É�ß
�º�¥�Ý  �¹�î�±  �Ø�½�µ�º�c  SNAP �‰�'�[�•�É�­�Ý�ì�I�€�Z�>�~�
�­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�c"I�_  
BPDU �†��#.�M�•�|�:�_0¿0£�I�€�Z�8�r�M��

EtherType �c�¥�¿�¡�©�Ù�å�Þ�«�º�[�6�•�S�u�
�º�Û�Ç�•�µ�¡�†�g�‰�¥�_3û4#�I�O�•���œ�c�
�g�‰�b�–�å
�±�î�Ç�™�–�«�_  ACL �†4:#Ý�M�•�²0[�@�6�~�r�M��

MPLS �†0Á�•�M�•���œ�c�
 �­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�_�K)F�I�€�Z�8�•�g�‰�b  MPLS �Ý�î�±�@  LDP 
�­�µ�©�Ù�å�r�S�c  TDP �­�µ�©�Ù�å#Ý�b�Ý�î�±  ID �\�K�Z�­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«  �–�å�±�î�Ç�™�–
�«�V�b  IP �”�»�Þ�«�†�Q#Ý�M�•�|�:�_0¿���M�•�G�\�_�|�~�
 LDP TCP �K)F�\  TDP TCP �K)F�@�­�Ÿ�×�Ü
�¸�•  �”�É�Û�–�”�å�«)�#ä�[&�'g�I�€�•�|�:�_�K�r�M  >&LDP �>�|�g  TDP �†�Q#Ý�M�•�G�\�_�|�~�
 MPLS 
�Ý�î�±�c�
3?3æ�M�•�Ã�£�µ�º�_�Q#Ý�M�•�Û�Ë�Ý>&�”�»�Þ�«>'�†�¿�¦�©�š�î�º�[�A�•�|�:�_�^�~�r�M>' ��

�–�å�±�î�Ç�™�–�«�b�‰�¥�H�\�_�
�›�±�–�É>&�Ñ�G�r�S�c  EtherType>'�b  ACL �†  1 �X�T�E4:#Ý�[�A�r�M��
� �L  ACL �†0
�X�b�–�å�±�î�Ç�™�–�«�_4:#Ý�M�•�G�\�v�[�A�r�M��

>&�@>' EtherType �”�¡�­�«  �Ü�«�º�@  deny all �¥�Ð�å�»�[0¿���I�€�Z�8�•���œ�
�M�m�Z�b�–�î�§�¿�µ�º  �Ç�Þ�î
�Ò�@�ë� �I�€�r�M���Q�b���œ�[�v�
�œ�î�º�¿�¦�©�š�î�©�Ù�å�^�]�b"@#.�É�ß�º�¥�Ý  �º�Û�Ç�•�µ�¡�T�E
�c0Á�•�I�€�r�M��

�[ ���_�
 EtherType �”�¡�­�«  �Ü�«�º�†3ã�•�M�•�[�†&g�K�r�M��

hostname(config)# access-list ETHER ethertype permit ipx
hostname(config)# access-list ETHER ethertype permit bpdu
hostname(config)# access-list ETHER ethertype permit mpls-unicast
hostname(config)# access-group ETHER in interface inside

6õ4��¥�Ð�å�» �¥�Ð�å�» 1��Â

access-group �”�¡�­�«  �Ü�«�º�†�–�å�±�î�Ç�™�–�«�_�Â�–�å�»�K�r�M��

clear access-group �”�¡�­�«  �Ü�«�º�b�•�˜�å�±�†�¡�Ü�”�K�r�M��

clear configure 
access-list

��/œ�¥�å�Ç�•� �×�Þ�î�©�Ù�å�?�}�”�¡�­�«  �Ü�«�º�†�¡�Ü�”�K�r�M��

show access-list �”�¡�­�«  �Ü�«�º  �š�å�º�Ü�†$��•�[/²&g�K�r�M��

show running-config 
access-list

#'�~��/œ�K�Z�8�•�”�¡�­�«  �Ü�«�º  �¥�å�Ç�•� �×�Þ�î�©�Ù�å�†/²&g�K�r�M��
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'¨  2 'v       aaa accounting �¥�Ð�å�»>|  accounting-server-group �¥�Ð�å�»
  access-list extended
access-list extended
�”�¡�­�«  �¥�å�º�ß�î�Ý  �š�å�º�Ü�†3ã�•�M�•�_�c�
�¢�ß�î�Â�Ý  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ô�î�»�[  
access-list extended �¥�Ð�å�»�†�Q#Ý�K�r�M���”�¡�­�«  �Ü�«�º�c�
� �L�”�¡�­�«  �Ü�«�º  ID �†�â�X  1 �X
�è�V�b  ACE �[�S�B�I�€�r�M���”�¡�­�«  �Ü�«�º�c�
�¿�µ�º�á�î�¡  �”�¡�­�«�†�D�š�K�S�~�
�I�r�J�r�^�µ
+��†4:#Ý�M�•�º�Û�Ç�•�µ�¡�†�æ���K�S�~�M�•�S�u�_�Q#Ý�I�€�r�M�� ACE �†�P7V�M�•�_�c�
�G�b�¥�Ð�å
�»�b  no �g�'�†�Q#Ý�K�r�M���”�¡�­�«  �Ü�«�º
²�/�†�P7V�M�•�_�c�
 clear configure access-list �¥�Ð�å�»
�†�Q#Ý�K�r�M��

access-list id [line line-number] [extended] { deny | permit }
{ protocol | object-group protocol_obj_grp_id}
{ src_ip mask | interface ifc_name | object-group network_obj_grp_id} 
[operator port | object-group service_obj_grp_id]
{ dest_ip mask | interface ifc_name | object-group network_obj_grp_id}
[operator port | object-group service_obj_grp_id | object-group icmp_type_obj_grp_id]
[log [[ level] [ interval secs] | disable | default]]
[inactive | time-range time_range_name]

no access-list id [line line-number] [extended] { deny | permit } { tcp | udp}
{ src_ip mask | interface ifc_name | object-group network_obj_grp_id} 
[operator port] | object-group service_obj_grp_id]
{ dest_ip mask | interface ifc_name | object-group network_obj_grp_id}
[operator port | object-group service_obj_grp_id | object-group icmp_type_obj_grp_id]
[log [[ level] [ interval secs] | disable | default]]
[inactive | time-range time_range_name]

�S�e�b1��Â default >&�õ�–>'�ß� �å�¢�†�¹�Ç�›�Ý�º�b�‰�'�_0¿���K�r�M���Ä�°�I�€�S�Ã�£�µ�º�H
�\�_�©�«�¸�Ò  �ß�¢  �Ó�µ�­�î�ª  106023 �†#Õ�B�K�r�M��

deny �²�ó�_�œ+´�K�Z�8�•���œ�
�Ã�£�µ�º�†�Ä�°�K�r�M���¿�µ�º�á�î�¡  �”�¡�­�«
�b���œ>& access-group �¥�Ð�å�»>' �
�G�b�Ÿ�î�á�î�»�_�|�W�Z�Ã�£�µ�º�c�­
�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�†3û4#�[�A�^�C�^�~�r�M���¡�Û�«  �Ð�µ�É�_�”�É
�Ü�£�î�©�Ù�å  �–�å�«�Ì�¡�©�Ù�å�†4:#Ý�M�•���œ>& class-map �¥�Ð�å�»�>�|
�g  inspect �¥�Ð�å�»>' �
�G�b�Ÿ�î�á�î�»�_�|�W�Z�º�Û�Ç�•�µ�¡�@�–�å�«�Ì�¡
�©�Ù�å�?�}
 7V�I�€�r�M���M4Š�b�µ+��[�c  deny ACE �b�Q#Ý�c0Á�•�I�€�r
�O�‡>&NAT �^�]>' ��0ò(ý�_�X�8�Z�c�
�”�¡�­�«  �Ü�«�º�†�Q#Ý�M�•�›�µ+��b
�¥�Ð�å�»  �Ð�½�×�”�Ý�†�g!·�K�Z�C�T�I�8��

dest_ip �Ã�£�µ�º�b3æ�™
›�b�¿�µ�º�á�î�¡�r�S�c�Í�«�º�b  IP �”�»�Þ�«�†�æ���K�r
�M�� 1 �X�b�”�»�Þ�«�†�æ���M�•���œ�c�
 IP �”�»�Þ�«�b�S�_  host �Ÿ�î�á�î�»
�†
°�Š�K�r�M���G�b���œ�c�
�Ð�«�¡�†
°�Š�K�r�O�‡���M�m�Z�b�”�»�Þ�«�†
�æ���M�•���œ�c�
�”�»�Þ�«�\�Ð�«�¡�b�æ�ƒ�~�_  any �Ÿ�î�á�î�»�†
°�Š�K�r
�M��

disable >&�õ�–>'�G�b  ACE �b�ß� �å�¢�†�¹�•�­�î�È�Ý�_�K�r�M��

extended >&�õ�–>' ACE �†3ã�•�K�r�M��

icmp_type >&�õ�–>'�É�ß�º�¥�Ý�@  ICMP �b���œ�
 ICMP �±�–�É�†�æ���K�r�M��

id �”�¡�­�«  �Ü�«�º  ID �†�q�±  241 �e�Ð�b�«�º�Ü�å�¢�r�S�c�Z�X�\�K�Z�æ���K
�r�M�� ID �c�
�±�e�Ð�\�`�e�Ð�@�
�9�I�€�r�M��

�Ä�å�º �¥�å�Ç�•� �×�Þ�î�©�Ù�å�[�”�¡�­�«  �Ü�«�º  ID �†0b�x�M�C�M�•�_�c�

�M�m�Z�±�e�Ð�_�K�r�M��
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'¨  2 'v       aaa accounting �¥�Ð�å�»>|  accounting-server-group �¥�Ð�å�»
  access-list extended
inactive >&�õ�–>' ACE �†�¹�•�­�î�È�Ý�_�K�r�M��
Ì�Ø�–�¿�î�È�Ý�_�M�•�_�c�

inactive �Ÿ�î�á�î�»�†�Q#Ý�O�N�_  ACE 
²�/�†
°�Š�K�r�M���G�b�µ+��†�Q#Ý
�M�•�\�
8��”�¡�¸�•�È�^  ACE �b�Þ�¥�î�»�†�¥�å�Ç�•� �×�Þ�î�©�Ù�å
Æ�_�–
�â�K�Z�

Ì�Ø�–�¿�î�È�Ý�_�K�x�M�C�M�•�G�\�@�[�A�r�M��

interface ifc_name �–�å�±�î�Ç�™�–�«  �”�»�Þ�«�†3æ�™
–�”�»�Þ�«�r�S�c��
›�”�»�Þ�«�\�K�Z�æ
���K�r�M��

>&�@>' �º�Û�Ç�•�µ�¡�b��
›�@�¹�Â�–�«  �–�å�±�î�Ç�™�–�«�[�6�•���œ�
�”�¡
�­�«  �Ü�«�º�_��7•�b  IP �”�»�Þ�«�†�æ���M�•�æ�ƒ�~�_  interface �Ÿ�î
�á�î�»�†�æ���M�•�²0[�@�6�~�r�M��

interval secs >&�õ�–>'�©�«�¸�Ò  �ß�¢  �Ó�µ�­�î�ª  106100 �†#Õ�B�M�•�ß�¢6ë7x�†�æ���K�r
�M���w� �^�Í�c�
 1 >|  600 &Ê�[�M���¹�Ç�›�Ý�º�c  300 �[�M��

level >&�õ�–>'�©�«�¸�Ò  �ß�¢  �Ó�µ�­�î�ª  106100 �b5��±�Ø�Þ�Ë�Ý>& 0 >|  7>'�†0¿��
�K�r�M���¹�Ç�›�Ý�º�b�Þ�Ë�Ý�c  6>&�_��>'�[�M��

line line-num >&�õ�–>' ACE �†��
°�M�•/œ$��•�†�æ���K�r�M��/œ$��•�†�æ���K�^�?�W�S��
�œ�c�
�”�¡�­�«  �Ü�«�º�b�Ž�•�_  ACE �@3ã�•�I�€�r�M��/œ$��•�c�¥�å�Ç�•
� �×�Þ�î�©�Ù�å�_�–�Ñ�I�€�r�O�‡�� ACE �b��
°���d�†�æ���M�•�T�E�[�M��

log >&�õ�–>' ACE �@�¿�µ�º�á�î�¡  �”�¡�­�«>& access-group �¥�Ð�å�»�[4:#Ý�I�€
�S�”�¡�­�«  �Ü�«�º>'�b�Ã�£�µ�º�\�M+´�K�S�\�A�b�ß� �å�¢  �œ�É�©�Ù�å�†0¿
���K�r�M���,�X�†�æ���O�N�_  log �Ÿ�î�á�î�»�†
°�Š�M�•�\�
�¹�Ç�›�Ý�º  �Þ
�Ë�Ý>&6>'�\�¹�Ç�›�Ý�º6ë7x>& 300 &Ê>'�[�©�«�¸�Ò  �ß�¢  �Ó�µ�­�î�ª  106100 
�@�w� �_�^�~�r�M�� log �Ÿ�î�á�î�»�†
°�Š�K�^�8�\�
�¹�Ç�›�Ý�º�b�©�«�¸�Ò  
�ß�¢  �Ó�µ�­�î�ª  106023 �@#Õ�B�I�€�r�M��

mask IP �”�»�Þ�«�b�§�È�¿�µ�º  �Ð�«�¡���¿�µ�º�á�î�¡  �Ð�«�¡�†�æ���M�•�\�A�c�

�æ���‰�2�@ Cisco IOS �¯�Ç�º�˜�™�”�b  access-list �¥�Ð�å�»�\�c$��^�•�G�\
�_�@�–�K�Z�C�T�I�8���­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�[�c�
�¿�µ�º�á�î�¡  �Ð
�«�¡>&�S�\�<�d�
�¡�Û�«  C �Ð�«�¡�b���œ�c  255.255.255.0>'�†�Q#Ý�K�r�M��
Cisco IOS �Ð�«�¡�[�c�
�á�–�Ý�»�•�î�»  �Å�µ�º>&�S�\�<�d�
 0.0.0.255>'�@
�Q#Ý�I�€�r�M��

object-group 
icmp_type_obj_grp_id

>&�õ�–>'�É�ß�º�¥�Ý�@  ICMP �b���œ�
 ICMP �±�–�É�b�œ�È�ª�™�¡�º  �¢�Ý�î�É
�b  ID �†�æ���K�r�M���œ�È�ª�™�¡�º  �¢�Ý�î�É�†3ã�•�M�•�_�c�

object-group icmp-type �¥�Ð�å�»�†�g!·�K�Z�C�T�I�8��

object-group 
network_obj_grp_id

�¿�µ�º�á�î�¡  �œ�È�ª�™�¡�º  �¢�Ý�î�É�b  ID �†�æ���K�r�M���œ�È�ª�™�¡�º  �¢
�Ý�î�É�†3ã�•�M�•�_�c�
 object-group network �¥�Ð�å�»�†�g!·�K�Z�C�T�I
�8��

object-group 
protocol_obj_grp_id

�É�ß�º�¥�Ý  �œ�È�ª�™�¡�º  �¢�Ý�î�É�b  ID �†�æ���K�r�M���œ�È�ª�™�¡�º  �¢
�Ý�î�É�†3ã�•�M�•�_�c�
 object-group protocol �¥�Ð�å�»�†�g!·�K�Z�C�T�I
�8��

object-group 
service_obj_grp_id

>&�õ�–>'�É�ß�º�¥�Ý�†  TCP �r�S�c  UDP �_0¿���M�•���œ�
�§�î�Å�«  �œ�È�ª�™
�¡�º  �¢�Ý�î�É�b  ID �†�æ���K�r�M���œ�È�ª�™�¡�º  �¢�Ý�î�É�†3ã�•�M�•�_�c�

object-group service �¥�Ð�å�»�†�g!·�K�Z�C�T�I�8��
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�¹�Ç�›�Ý�º �¹�Ç�›�Ý�º�b0¿���c���b�\�>�~�[�M��

• ACE �ß� �å�¢�c�
�Ä�°�I�€�S�Ã�£�µ�º�_�X�8�Z�©�«�¸�Ò  �ß�¢  �Ó�µ�­�î�ª  106023 �†#Õ�B�K�r�M��
�Ä�°�I�€�S�Ã�£�µ�º�†�ß�¢�_0°6��M�•�_�c�
 deny ACE �@�Ñ�~�K�Z�8�•�²0[�@�6�~�r�M��

• log �Ÿ�î�á�î�»�@�æ���I�€�Z�8�•���œ�
 �©�«�¸�Ò  �ß�¢  �Ó�µ�­�î�ª  106100 �b�¹�Ç�›�Ý�º�b5��±�Ø�c  
6>&�_��>'�[�
�¹�Ç�›�Ý�º�b6ë7x�c  300 &Ê�[�M��

operator >&�õ�–>'3æ�™
–�r�S�c��
›�[�Q#Ý�I�€�•�Ï�î�º$��•�†!·�œ�K�r�M���Q#Ý�[�A
�• ‡'ì�Ê�c�
���b�\�>�~�[�M��

• lt >8�|�~�`�I�8

• gt>8�|�~�±�A�8

• eq>8'¼�K�8

• neq>8'¼�K�C�^�8  

• range>8�Í�b�ß�Ó$×�^(
�V���G�b ‡'ì�Ê�†�Q#Ý�M�•�\�A�c�
�Ï�î�º$��•
�†  2 �X�æ���K�r�M���S�\�<�d�
���b�|�:�_�æ���K�r�M��

range 100 200

permit �²�ó�_�œ+´�K�Z�8�•���œ�
�Ã�£�µ�º�†0Á�•�K�r�M���¿�µ�º�á�î�¡  �”�¡�­�«
�b���œ>& access-group �¥�Ð�å�»>' �
�G�b�Ÿ�î�á�î�»�_�|�W�Z�Ã�£�µ�º�c�­
�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�†3û4#�[�A�r�M���¡�Û�«  �Ð�µ�É�_�”�É�Ü�£�î
�©�Ù�å  �–�å�«�Ì�¡�©�Ù�å�†4:#Ý�M�•���œ>& class-map �¥�Ð�å�»�>�|�g  
inspect �¥�Ð�å�»>' �
�G�b�Ÿ�î�á�î�»�_�|�W�Z�–�å�«�Ì�¡�©�Ù�å�@�Ã�£�µ�º
�_4:#Ý�I�€�r�M��

port >&�õ�–>'�É�ß�º�¥�Ý�†  TCP �r�S�c  UDP �_0¿���M�•���œ�
 TCP �Ï�î�º�r�S�c  
UDP �Ï�î�º�b$��•>&�Z�X>'�?�¡�S�†�æ���K�r�M�� DNS�
 Discard�
 Echo�

Ident�
 NTP�
 RPC�
 SUNRPC�
�>�|�g  Talk �c�
�Q�€�R�€�_  TCP �b��*O�\  
UDP �b��*O�b�g�‰�@�²0[�[�M�� TACACS+ �[�c�
�Ï�î�º  49 �_�P�K�Z  1 �X
�b  TCP ��*O�@�²0[�[�M��

protocol IP �É�ß�º�¥�Ý�b�¡�S�r�S�c$��•�†�æ���K�r�M���S�\�<�d�
 UDP �c  17�

TCP �c  6�
 EGP �c  47 �[�M��

src_ip �Ã�£�µ�º�b3æ�™
–�b�¿�µ�º�á�î�¡�r�S�c�Í�«�º�b  IP �”�»�Þ�«�†�æ���K�r
�M�� 1 �X�b�”�»�Þ�«�†�æ���M�•���œ�c�
 IP �”�»�Þ�«�b�S�_  host �Ÿ�î�á�î�»
�†
°�Š�K�r�M���G�b���œ�c�
�Ð�«�¡�†
°�Š�K�r�O�‡���M�m�Z�b�”�»�Þ�«�†
�æ���M�•���œ�c�
�”�»�Þ�«�\�Ð�«�¡�b�æ�ƒ�~�_  any �Ÿ�î�á�î�»�†
°�Š�K�r
�M��

time-range 
time_range_name

>&�õ�–>' ACE �_�ì6ë(
�V�†4:#Ý�M�•�G�\�_�|�W�Z�
4��>�|�g  1 �¥�b�p�b"I
���b�ì�I�_�›  ACE �@�”�¡�¸�•�È�_�^�•�|�:�_�«�£�ª�×�î�Ü�å�¢�K�r�M���ì
6ë(
�V�b��*O�_�X�8�Z�c�
 time-range �¥�Ð�å�»�†�g!·�K�Z�C�T�I�8��
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  access-list extended
�¥�Ð�å�»  �Ô�î�» ���b/²�_�
�¥�Ð�å�»�†
°�Š�[�A�•�Ô�î�»�†&g�K�r�M��

�¥�Ð�å�»�š�T

�Q#Ý�V�b�ž�–�»�Û�–�å "I���b�”�¡�­�«  �Ü�«�º�¡�_�P�K�Z
°�Š�K�S�›  ACE �c�
 ACE �[/œ$��•�†�æ���K�^�87H�~�
�Q�b�”�¡�­
�«  �Ü�«�º�b�q�‹�_3ã�•�I�€�r�M��

ACE �b8p�Î�c5�0[�[�M���­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�@�Ã�£�µ�º�†3?3æ�M�•�?�»�ß�µ�É�M�•�?�†�ô��
�M�•�\�A�
�­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�[�c�
�š�å�º�Ü�@�Ü�«�º�I�€�Z�8�•8p�_�
�›  ACE �_�P�K�Z�Ã
�£�µ�º�†�¸�«�º�K�r�M���M+´�@0b�X�?�•�\�
 ACE �c�Q�€�è�V�³�™�µ�¡�I�€�r�O�‡���S�\�<�d�
�”�¡�­
�«  �Ü�«�º�b
›8Œ�_�M�m�Z�b�º�Û�Ç�•�µ�¡�†�Â&g$×�_0Á�•�M�•  ACE �†�8�B�K�S���œ�
�g�~�b�«�¸�î�º�Ó
�å�º�c�³�™�µ�¡�I�€�r�O�‡��

�”�¡�­�«  �Ü�«�º�b�q�‹�[�/;ò$×�^�Ä�°�@0¿���I�€�•�S�u�
�Â&g$×�_0Á�•�K�^�87H�~�
�º�Û�Ç�•�µ�¡�c
3û4#�[�A�r�O�‡���S�\�<�d�
"I���b�”�»�Þ�«�†7V�A�
�­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«)�#ä�[�b�¿�µ�º
�á�î�¡�l�b�”�¡�­�«�†�M�m�Z�b�Ø�î�¨�_0Á�•�M�•���œ�c�
"I���b�”�»�Þ�«�†�Ä�°�K�
�Q�€�è�¥�c�M�m�Z
0Á�•�M�•�²0[�@�6�~�r�M��

NAT �†�Q#Ý�M�•���œ�
�”�¡�­�«  �Ü�«�º�_�P�K�Z0¿���M�•  IP �”�»�Þ�«�c�
�”�¡�­�«  �Ü�«�º�@�Ü�•�I�€
�•�–�å�±�î�Ç�™�–�«�_�|�W�Z$��^�~�r�M���–�å�±�î�Ç�™�–�«�_�K)F�I�€�•�¿�µ�º�á�î�¡�V�[�w� �^�”�»
�Þ�«�†�Q#Ý�M�•�²0[�@�6�~�r�M���G�b�ž�–�»�Û�–�å�c�
%T�™�”�¡�­�«  �¢�Ý�î�É�\$Î�™�”�¡�­�«  �¢�Ý�î
�É�b�g�‰�_4:#Ý�I�€�r�M���Q#Ý�I�€�•�”�»�Þ�«�c�
�‰�¥�[�c�^�C�
�–�å�±�î�Ç�™�–�«�b�s�_�|�W�Z�ô�r
�~�r�M��

TCP �K)F�\  UDP �K)F�[�c�
�Ü�±�î�å  �º�Û�Ç�•�µ�¡�†0Á�•�M�•�”�¡�­�«  �Ü�«�º�c�²0[�6�~�r�O�‡���G
�€�c�
 FWSM �_�|�W�Z�
&�'g�I�€�S�n�‰�¥�K)F�b�M�m�Z�b�Ü�±�î�å  �º�Û�Ç�•�µ�¡�@0Á�•�I�€�•�S�u�[
�M���S�T�K�
 ICMP �^�]�b�¥�¿�¡�©�Ù�å�Þ�«�º�b�É�ß�º�¥�Ý�[�c�
�­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�_
�|�W�Z�"�‰�¥�b�­�µ�©�Ù�å�@&�'g�I�€�r�M���Q�b�S�u�
�g�‰�¥�b  ICMP �†0Á�•�M�•�”�¡�­�«  �Ü�«�º�@
�²0[�\�^�•�?>&�”�¡�­�«  �Ü�«�º�†3æ�™
–�–�å�±�î�Ç�™�–�«�>�|�g��
›�–�å�±�î�Ç�™�–�«�_4:#Ý>' �
�r�S
�c  ICMP �–�å�«�Ì�¡�©�Ù�å  �š�å�ª�å�†�–�¿�î�È�Ý�_�M�•�²0[�@�6�~�r�M�� ICMP �–�å�«�Ì�¡�©�Ù�å  �š
�å�ª�å�c�
 ICMP �­�µ�©�Ù�å�†�n�‰�¥�K)F�\�K�Z�…�8�r�M��

ICMP �c�¥�¿�¡�©�Ù�å�Þ�«�º�É�ß�º�¥�Ý�[�6�•�S�u�
�g�‰�¥�b  ICMP �†0Á�•�M�•�”�¡�­�«  �Ü�«�º�@�²
0[�\�^�•�?>&�”�¡�­�«  �Ü�«�º�†3æ�™
–�–�å�±�î�Ç�™�–�«�>�|�g��
›�–�å�±�î�Ç�™�–�«�_4:#Ý>' �
�r�S�c  
ICMP �–�å�«�Ì�¡�©�Ù�å  �š�å�ª�å�†�–�¿�î�È�Ý�_�M�•�²0[�@�6�~�r�M�� ICMP �–�å�«�Ì�¡�©�Ù�å  �š�å
�ª�å�[�c�
 ICMP �­�µ�©�Ù�å�c�«�¸�î�º�Ç�Ý�K)F�\�K�Z��#.�I�€�r�M�� ping �†�D�š�M�•�_�c�

echo-reply (0)>&�­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�?�}�Í�«�º�l>'�r�S�c  echo (8)>&�Í�«�º�?�}�­�Ÿ�×�Ü
�¸�•  �”�É�Û�–�”�å�«�l>'�†�æ���K�r�M�� ICMP �±�–�É�b�Ü�«�º�_�X�8�Z�c�
 /² 1 �†�g!·�K�Z�C�T�I�8��

�–�å�±�î�Ç�™�–�«�b�‰�¥�H�\�_�
�›�±�–�É>&�Ñ�G�r�S�c  EtherType>'�b�”�¡�­�«  �Ü�«�º�†  1 �X�T�E4:#Ý
�[�A�r�M��� �L�”�¡�­�«  �Ü�«�º�†0
�X�b�–�å�±�î�Ç�™�–�«�_4:#Ý�[�A�r�M���–�å�±�î�Ç�™�–�«�l�b�”
�¡�­�«  �Ü�«�º�b4:#Ý�b0ò(ý�_�X�8�Z�c�
 access-group �¥�Ð�å�»�†�g!·�K�Z�C�T�I�8��

�¥�Ð�å�»  �Ô�î�»

�Ç�“�–�”�˜�›�î�Ý  �Ô�î�» �­�Ÿ�×�Ü�¸�•  �¥�å�¸�Ÿ�«�º

�Ý�î�¸�µ�» 3ñ4# �©�å�¢�Ý

�Ð�Ý�³

�¥�å�¸�Ÿ�«
�º �©�«�¸�Ò

�¢�ß�î�Â�Ý  �¥�å�Ç�•� �×�Þ�î
�©�Ù�å

• • • • —

�Ü�Ü�î�« �š�f
Æ��

�¤�Ñ �G�b�¥�Ð�å�»�c�¤�Ñ�[�M��
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>&�@>' �”�¡�­�«  �Ü�«�º  �¥�å�Ç�•� �×�Þ�î�©�Ù�å�†�š�f�M�•���œ�
�¤�Ñ�b�K)F�@�±�–�Ò�”�˜�º�M�•�b�†�…�S�N
�_�‚�K�8�”�¡�­�«  �Ü�«�º�_���†�Q#Ý�M�•�\�A�c�
 clear local-host �¥�Ð�å�»�†�Q#Ý�K�Z�K)F�†�¡�Ü�”�[
�A�r�M��

/² 1 �_�
�Q#Ý�[�A�•  ICMP �±�–�É�b�Í�†&g�K�r�M��

�[ ���b�”�¡�­�«  �Ü�«�º�c�
 >&�”�¡�­�«  �Ü�«�º�†4:#Ý�M�•�–�å�±�î�Ç�™�–�«�V�b>'�M�m�Z�b�Í�«�º�@�­�Ÿ�×
�Ü�¸�•  �”�É�Û�–�”�å�«�†3û4#�M�•�b�†0Á�•�K�r�M��

hostname(config)# access-list ACL_IN extended permit ip any any

���b�§�å�É�Ý  �”�¡�­�«  �Ü�«�º�[�c�
 192.168.1.0/24 �V�b�Í�«�º�@  209.165.201.0/27 �¿�µ�º�á�î�¡�_�”
�¡�­�«�M�•�G�\�@&—�F�I�€�r�M���Q�b�Ú�b�”�»�Þ�«�c�M�m�Z0Á�•�I�€�r�M��

hostname(config)# access-list ACL_IN extended deny tcp 192.168.1.0 255.255.255.0 
209.165.201.0 255.255.255.224
hostname(config)# access-list ACL_IN extended permit ip any any

�M4Š�b�Í�«�º�b�s�_�”�¡�­�«�†�D7H�M�•���œ�c�
�D7H�I�€�S  permit ACE  �†
°�Š�K�r�M���¹�Ç�›�Ý�º
�[�c�
�Â&g$×�_0Á�•�K�^�87H�~�
�Ú�b�º�Û�Ç�•�µ�¡�c�M�m�Z�Ä�°�I�€�r�M��

hostname(config)# access-list ACL_IN extended permit ip 192.168.1.0 255.255.255.0 
209.165.201.0 255.255.255.224

/² 2-1 ICMP �±�–�É�b�Ü�¸�Û�Ý

ICMP �±�–�É �Ü�¸�Û�Ý

0 echo-reply

3 unreachable

4 source-quench

5 redirect

6 alternate-address

8 echo

9 router-advertisement

10 router-solicitation

11 time-exceeded

12 parameter-problem

13 timestamp-request

14 timestamp-reply

15 information-request

16 information-reply

17 mask-request

18 mask-reply

30 traceroute

31 conversion-error

32 mobile-redirect
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'¨  2 'v       aaa accounting �¥�Ð�å�»>|  accounting-server-group �¥�Ð�å�»
  access-list extended
���b�”�¡�­�«  �Ü�«�º�[�c�
�M�m�Z�b�Í�«�º>&�”�¡�­�«  �Ü�«�º4:#Ý
›�b�–�å�±�î�Ç�™�–�«�V�_�6�•�M�m
�Z�b�Í�«�º>'�@�”�»�Þ�«  209.165.201.29 �b  Web �§�–�º�_�”�¡�­�«�M�•�G�\�@&—�F�I�€�r�M���Ú�b�º�Û
�Ç�•�µ�¡�c�M�m�Z0Á�•�I�€�r�M��

hostname(config)# access-list ACL_IN extended deny tcp any host 209.165.201.29 eq www
hostname(config)# access-list ACL_IN extended permit ip any any

�œ�È�ª�™�¡�º  �¢�Ý�î�É�†�Q#Ý�M�•���b�”�¡�­�«  �Ü�«�º�[�c�

Æ4Š�¿�µ�º�á�î�¡�V�b�8�C�X�?�b�Í�«�º
�@�8�C�X�?�b  Web �§�î�Â�l�b�”�¡�­�«�†&—�F�I�€�r�M���Ú�b�º�Û�Ç�•�µ�¡�c�M�m�Z0Á�•�I�€�r�M��

hostname(config-network)# access-list ACL_IN extended deny tcp object-group denied 
object-group web eq www
hostname(config)# access-list ACL_IN extended permit ip any any
hostname(config)# access-group ACL_IN in interface inside

�¿�µ�º�á�î�¡  �œ�È�ª�™�¡�º�b  1 �X�b�¢�Ý�î�É>& A>'�?�}�¿�µ�º�á�î�¡  �œ�È�ª�™�¡�º�b�9�b�¢�Ý�î�É
>&B>'�l�b�º�Û�Ç�•�µ�¡�†0Á�•�M�•�”�¡�­�«  �Ü�«�º�†�M�ì$×�_�¹�•�­�î�È�Ý�_�M�•�_�c�
���b�¥�Ð�å�»
�†�Q#Ý�K�r�M��

hostname(config)# access-list 104 permit ip host object-group A object-group B inactive

�ì6ë�Ë�î�«�b�”�¡�­�«  �Ü�«�º�†��/æ�M�•�_�c�
 time-range �¥�Ð�å�»�†�Q#Ý�K�Z�
 1 �¥�>�|�g4��b"I��
�b�ì�I�†��*O�K�r�M�����_�
 access-list extended �¥�Ð�å�»�†�Q#Ý�K�Z�
�ì6ë(
�V�†�”�¡�­�«  �Ü�«�º�_
�Â�–�å�»�K�r�M�����_�
 �� Sales���\�8�:�¡�S�b�”�¡�­�«  �Ü�«�º�†�� New_York_Minute���\�8�:�¡�S�b
�ì6ë(
�V�_�Â�–�å�»�M�•�[�†&g�K�r�M��

hostname(config)# access-list Sales line 1 extended deny tcp host 209.165.200.225 host 
209.165.201.1 time-range New_York_Minute
hostname(config)# 

�ì6ë(
�V�b��*O�‰�2�b0ò(ý�_�X�8�Z�c�
 time-range �¥�Ð�å�»�†�g!·�K�Z�C�T�I�8��

6õ4��¥�Ð�å�» �¥�Ð�å�» 1��Â

access-group �”�¡�­�«  �Ü�«�º�†�–�å�±�î�Ç�™�–�«�_�Â�–�å�»�K�r�M��

clear access-group �”�¡�­�«  �Ü�«�º  �•�˜�å�±�†�¡�Ü�”�K�r�M��

clear configure 
access-list

��/œ�¥�å�Ç�•� �×�Þ�î�©�Ù�å�?�}�”�¡�­�«  �Ü�«�º�†�¡�Ü�”�K�r�M��

show access-list ACE �†$��•�9�_/²&g�K�r�M��

show running-config 
access-list

#'�~��/œ�K�Z�8�•�”�¡�­�«  �Ü�«�º  �¥�å�Ç�•� �×�Þ�î�©�Ù�å�†/²&g�K�r�M��
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'¨  2 'v       aaa accounting �¥�Ð�å�»>|  accounting-server-group �¥�Ð�å�»
  access-list remark
access-list remark
access-list extended �¥�Ð�å�»�b�S�r�S�c�‹�_3ã�•�M�•�¥�Ó�å�º�b�¸�Ÿ�«�º�†�æ���M�•�_�c�
�¢�ß�î�Â
�Ý �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ô�î�»�[  access-list remark �¥�Ð�å�»�†�Q#Ý�K�r�M���¥�Ó�å�º�†�P7V�M�•
�_�c�
�G�b�¥�Ð�å�»�b  no �g�'�†�Q#Ý�K�r�M��

access-list id [line line-num] remark text

no access-list id [line line-num] remark  [text]

�S�e�b1��Â

�¹�Ç�›�Ý�º �¹�Ç�›�Ý�º�b�·�8�x�Í�c�6�~�r�O�‡��

�¥�Ð�å�»  �Ô�î�» ���b/²�_�
�¥�Ð�å�»�†
°�Š�[�A�•�Ô�î�»�†&g�K�r�M��

�¥�Ð�å�»�š�T

�Q#Ý�V�b�ž�–�»�Û�–�å �¥�Ó�å�º  �¸�Ÿ�«�º�_�c�
�«�Ì�î�«�è�¥�b�e�Ð�†�a�^�C�\�v  1 �X�µ�u�•�²0[�@�6�~�r�M��'5�b�¥�Ó�å�º
�c0Á�•�I�€�r�O�‡���¥�Ó�å�º  �¸�Ÿ�«�º�c�
�«�Ì�î�«�x�ƒ1�!l�†�µ�u�
�q�±  100 �e�Ð�[�M��

�¥�Ó�å�º�b�s�†�µ�t  ACL �[�c  access-group �¥�Ð�å�»�c�Q#Ý�[�A�r�O�‡��

�[ ���_�
 access-list �¥�Ð�å�»�b�S�r�S�c�‹�_3ã�•�M�•�¥�Ó�å�º�b�¸�Ÿ�«�º�†�æ���M�•�[�†&g�K�r�M��

hostname(config) # access-list 77 remark checklist

id �”�¡�­�«  �Ü�«�º�b�¡�S��

line line-num >&�õ�–>'�¥�Ó�å�º�r�S�c  Access Control Element>&ACE>'�†��
°�M�•/œ$�
�•��

remark  text access-list extended �¥�Ð�å�»�b�S�r�S�c�‹�_3ã�•�M�•�¥�Ó�å�º�b�¸�Ÿ�«
�º��

�¥�Ð�å�»  �Ô�î�»

�Ç�“�–�”�˜�›�î�Ý  �Ô�î�» �­�Ÿ�×�Ü�¸�•  �¥�å�¸�Ÿ�«�º

�Ý�î�¸�µ�» 3ñ4# �©�å�¢�Ý

�Ð�Ý�³

�¥�å�¸�Ÿ�«
�º �©�«�¸�Ò

�¢�ß�î�Â�Ý  �¥�å�Ç�•� �×�Þ�î
�©�Ù�å

• • • • —

�Ü�Ü�î�« �š�f
Æ��

�¤�Ñ �G�b�¥�Ð�å�»�c�¤�Ñ�[�M��
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'¨  2 'v       aaa accounting �¥�Ð�å�»>|  accounting-server-group �¥�Ð�å�»
  access-list remark
6õ4��¥�Ð�å�» �¥�Ð�å�» 1��Â

access-list extended �”�¡�­�«  �Ü�«�º�†�¥�å�Ç�•� �×�Þ�î�©�Ù�å�_3ã�•�K�
4:�Â�º�­�Ÿ�×�Ü�¸�•  
�”�É�Û�–�”�å�«�†3û4#�M�•  IP �º�Û�Ç�•�µ�¡#Ý�b�Ï�Ü�©�î�†0¿���K�r�M��

clear access-group �”�¡�­�«  �Ü�«�º  �•�˜�å�±�†�¡�Ü�”�K�r�M��

clear configure 
access-list

��/œ�¥�å�Ç�•� �×�Þ�î�©�Ù�å�?�}�”�¡�­�«  �Ü�«�º�†�¡�Ü�”�K�r�M��

show access-list �”�¡�­�«  �Ü�«�º  �š�å�º�Ü�†$��•�[/²&g�K�r�M��

show running-config 
access-list

#'�~��/œ�K�Z�8�•�”�¡�­�«  �Ü�«�º  �¥�å�Ç�•� �×�Þ�î�©�Ù�å�†/²&g�K�r�M��
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'¨  2 'v       aaa accounting �¥�Ð�å�»>|  accounting-server-group �¥�Ð�å�»
  access-list rename
access-list rename
�”�¡�­�«  �Ü�«�º�b�¡�S�†�š�f�M�•�_�c�
�¢�ß�î�Â�Ý  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ô�î�»�[  access-list 
rename �¥�Ð�å�»�†�Q#Ý�K�r�M��

access-list id rename new_acl_id

�S�e�b1��Â

�¹�Ç�›�Ý�º �¹�Ç�›�Ý�º�b�·�8�x�Í�c�6�~�r�O�‡��

�¥�Ð�å�»  �Ô�î�» ���b/²�_�
�¥�Ð�å�»�†
°�Š�[�A�•�Ô�î�»�†&g�K�r�M��

�¥�Ð�å�»�š�T

�Q#Ý�V�b�ž�–�»�Û�–�å �”�¡�­�«  �Ü�«�º�†� �L�¡�S�_�š�f�M�•�\�
�¥�Ð�å�»�c4:�Â�º�­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�_�|�W�Z3û
%±�^�K�[!“0i�I�€�r�M��

�[ ���_�
�”�¡�­�«  �Ü�«�º�b�¡�S�†  TEST �?�}  OUTSIDE �_�š�f�M�•�[�†&g�K�r�M��

hostname(config) # access-list TEST rename OUTSIDE

6õ4��¥�Ð�å�»

id �¤�Ñ�b�”�¡�­�«  �Ü�«�º�b�¡�S��

rename new_acl_id �‚�K�8�”�¡�­�«  �Ü�«�º  ID �†�q�±  241 �e�Ð�b�«�º�Ü�å�¢�r�S�c�Z�X�\�K�Z
�æ���K�r�M�� ID �c�
�±�e�Ð�\�`�e�Ð�@�
�9�I�€�r�M��

�¥�Ð�å�»  �Ô�î�»

�Ç�“�–�”�˜�›�î�Ý  �Ô�î�» �­�Ÿ�×�Ü�¸�•  �¥�å�¸�Ÿ�«�º

�Ý�î�¸�µ�» 3ñ4# �©�å�¢�Ý

�Ð�Ý�³

�¥�å�¸�Ÿ�«
�º �©�«�¸�Ò

�¢�ß�î�Â�Ý  �¥�å�Ç�•� �×�Þ�î
�©�Ù�å

• • • • —

�Ü�Ü�î�« �š�f
Æ��

8.0(2) �G�b�¥�Ð�å�»�@�_
°�I�€�r�K�S��

�¥�Ð�å�» 1��Â

access-list extended �”�¡�­�«  �Ü�«�º�†�¥�å�Ç�•� �×�Þ�î�©�Ù�å�_3ã�•�K�
4:�Â�º�­�Ÿ�×�Ü�¸�•  
�”�É�Û�–�”�å�«�†3û4#�M�•  IP �º�Û�Ç�•�µ�¡#Ý�b�Ï�Ü�©�î�†0¿���K�r�M��

clear access-group �”�¡�­�«  �Ü�«�º  �•�˜�å�±�†�¡�Ü�”�K�r�M��

clear configure 
access-list

��/œ�¥�å�Ç�•� �×�Þ�î�©�Ù�å�?�}�”�¡�­�«  �Ü�«�º�†�¡�Ü�”�K�r�M��

show access-list �”�¡�­�«  �Ü�«�º  �š�å�º�Ü�†$��•�[/²&g�K�r�M��

show running-config 
access-list

#'�~��/œ�K�Z�8�•�”�¡�­�«  �Ü�«�º  �¥�å�Ç�•� �×�Þ�î�©�Ù�å�†/²&g�K�r�M��
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'¨  2 'v       aaa accounting �¥�Ð�å�»>|  accounting-server-group �¥�Ð�å�»
  access-list standard
access-list standard
OSPF 
Ì4Ä�x�b�Ý�î�º  �Ð�µ�É�[�Q#Ý�[�A�•�
 OSPF �Ý�î�º�b��
›  IP �”�»�Þ�«�†�æ���M�•�”�¡�­�«  �Ü�«
�º�†3ã�•�M�•�_�c�
 �¢�ß�î�Â�Ý  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ô�î�»�[  access-list standard �¥�Ð�å�»�†�Q#Ý
�K�r�M���”�¡�­�«  �Ü�«�º�†�P7V�M�•�_�c�
�G�b�¥�Ð�å�»�b  no �g�'�†�Q#Ý�K�r�M��

access-list id standard [line line-num] { deny | permit } { any | host ip_address | ip_address 
subnet_mask}

no access-list id standard [line line-num] { deny | permit } { any | host ip_address | ip_address 
subnet_mask}

�S�e�b1��Â

�¹�Ç�›�Ý�º �¹�Ç�›�Ý�º�b0¿���c���b�\�>�~�[�M��

• "I�_�”�¡�­�«�†0Á�•�K�^�87H�~�
4:�Â�º�­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�_�|�W�Z�
$Î�™
–�–�å�±�î
�Ç�™�–�«�V�b�M�m�Z�b�Ã�£�µ�º�@�Ä�°�I�€�r�M��

• ACL �ß� �å�¢�[�c�
�Ä�°�I�€�S�Ã�£�µ�º�_�X�8�Z�©�«�¸�Ò  �ß�¢  �Ó�µ�­�î�ª  106023 �@#Õ�B�I�€�r
�M���Ä�°�I�€�S�Ã�£�µ�º�†�ß�¢�_0°6��M�•�_�c�
�Ã�£�µ�º�†�Â&g$×�_�Ä�°�M�•�²0[�@�6�~�r�M��

�¥�Ð�å�»  �Ô�î�» ���b/²�_�
�¥�Ð�å�»�†
°�Š�[�A�•�Ô�î�»�†&g�K�r�M��

�¥�Ð�å�»�š�T

�Q#Ý�V�b�ž�–�»�Û�–�å access-group �¥�Ð�å�»�\�\�v�_  deny �Ÿ�î�á�î�»�Q#Ý�M�•�\�
�Ã�£�µ�º�c�­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å
�«�†3û4#�[�A�r�O�‡���¹�Ç�›�Ý�º�[�c�
"I�_�”�¡�­�«�†0Á�•�K�^�87H�~�
�­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å
�«�_�|�W�Z�
$Î�™
–�–�å�±�î�Ç�™�–�«�V�b�M�m�Z�b�Ã�£�µ�º�@�Ä�°�I�€�r�M��

any �M�m�Z�b�P1ß�l�b�”�¡�­�«�†�æ���K�r�M��

deny �²�ó�_�M+´�M�•���œ�
�”�¡�­�«�†�Ä�°�K�r�M��

host ip_address �Í�«�º  IP �”�»�Þ�«�l�b�”�¡�­�«�†�æ���K�r�M>&�õ�–>' ��

id �”�¡�­�«  �Ü�«�º�b�¡�S�r�S�c$��•��

ip_address ip_mask "I���b  IP �”�»�Þ�«>&�õ�–>'�>�|�g�§�È�¿�µ�º  �Ð�«�¡�l�b�”�¡�­�«�†�æ��
�K�r�M��

line line-num >&�õ�–>' ACE �†��
°�M�•/œ$��•��

permit �²�ó�@�M+´�K�S���œ�_�”�¡�­�«�†0Á�•�K�r�M��

�¥�Ð�å�»  �Ô�î�»

�Ç�“�–�”�˜�›�î�Ý  �Ô�î�» �­�Ÿ�×�Ü�¸�•  �¥�å�¸�Ÿ�«�º

�Ý�î�¸�µ�» 3ñ4# �©�å�¢�Ý

�Ð�Ý�³

�¥�å�¸�Ÿ�«
�º �©�«�¸�Ò

�¢�ß�î�Â�Ý  �¥�å�Ç�•� �×�Þ�î
�©�Ù�å

• • • — —

�Ü�Ü�î�« �š�f
Æ��

7.0(1) �G�b�¥�Ð�å�»�@�_
°�I�€�r�K�S��
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'¨  2 'v       aaa accounting �¥�Ð�å�»>|  accounting-server-group �¥�Ð�å�»
  access-list standard
3æ�™
–�”�»�Þ�«�
�ß�î�•�Ý  �”�»�Þ�«�
�r�S�c��
›�”�»�Þ�«�†�æ���M�•�_�c�
���b�ž�–�»�Û�–�å�†�Q#Ý
�K�r�M��

• 4 �X�b4Š�(�?�}�^�•�»�µ�º�Ü�A  10 4
�X�g�'�b  32 �Å�µ�º�b�X�Í�†�Q#Ý�K�r�M��

• �”�»�Þ�«�>�|�g�Ð�«�¡  0.0.0.0 0.0.0.0 �b%,$��g�\�K�Z�Ÿ�î�á�î�»  any �†�Q#Ý�K�r�M��

• �Ð�«�¡  255.255.255.255 �b%,$��g�\�K�Z  host ip_address �œ�É�©�Ù�å�†�Q#Ý�K�r�M��

�[ ���_�
4:�Â�º�­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«)�#ä�b  IP �º�Û�Ç�•�µ�¡�†�Ä�°�M�•�[�†&g�K�r�M��

hostname(config)# access-list 77 standard deny

���_�
�²�ó�_�œ+´�K�Z�8�•���œ�_�
4:�Â�º�­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«)�#ä�b  IP �º�Û�Ç�•�µ�¡�†0Á�•
�M�•�[�†&g�K�r�M��

hostname(config)# access-list 77 standard permit

���b�[�c�
��
›�”�»�Þ�«�†�æ���M�•�‰�2�†&g�K�Z�8�r�M��

hostname(config)# access-list 77 standard permit host 10.1.10.123 

6õ4��¥�Ð�å�» �¥�Ð�å�» 1��Â

access-group �¥�å�Ç�•� �×�Þ�î�©�Ù�å�b�q4:�ì�_�Q#Ý�[�A�•�œ�È�ª�™�¡�º  �¢�Ý�î�É�†��
*O�K�r�M��

clear access-group �”�¡�­�«  �Ü�«�º  �•�˜�å�±�†�¡�Ü�”�K�r�M��

clear configure 
access-list

��/œ�¥�å�Ç�•� �×�Þ�î�©�Ù�å�?�}�”�¡�­�«  �Ü�«�º�†�¡�Ü�”�K�r�M��

show access-list �”�¡�­�«  �Ü�«�º  �š�å�º�Ü�†$��•�[/²&g�K�r�M��

show running-config 
access-list

#'�~��/œ�K�Z�8�•�”�¡�­�«  �Ü�«�º  �¥�å�Ç�•� �×�Þ�î�©�Ù�å�†/²&g�K�r�M��
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'¨  2 'v       aaa accounting �¥�Ð�å�»>|  accounting-server-group �¥�Ð�å�»
  access-list webtype
access-list webtype
�¡�Û�–�”�å�º�Þ�«  SSL VPN �b�Ç�•�Ý�±�Ü�å�¢�†�§�Ï�î�º�M�•�¥�å�Ç�•� �×�Þ�î�©�Ù�å�_�”�¡�­�«  �Ü�«
�º�†3ã�•�M�•�_�c�
�¢�ß�î�Â�Ý  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ô�î�»�[  access-list webtype �¥�Ð�å�»�†�Q#Ý
�K�r�M���”�¡�­�«  �Ü�«�º�†�P7V�M�•�_�c�
�G�b�¥�Ð�å�»�b  no �g�'�†�Q#Ý�K�r�M��

access-list id webtype { deny | permit } url  [url_string | any] [ log [[disable | default] | level] 
[interval  secs] [ time_range name]]

no access-list id webtype {deny | permit } url  [url_string | any] [ log [[disable | default] | level] 
[interval  secs] [ time_range name]]

access-list id webtype { deny | permit } tcp [host ip_address | ip_address subnet_mask | any] [oper 
port [port]] [ log [[disable | default] | level] [ interval  secs] [ time_range name]]

no access-list id webtype { deny | permit } tcp [host ip_address | ip_address subnet_mask | any] 
[oper port [port]] [ log [[disable | default] | level] [ interval  secs] [ time_range name]]

�S�e�b1��Â

�¹�Ç�›�Ý�º �¹�Ç�›�Ý�º�b0¿���c���b�\�>�~�[�M��

• "I�_�”�¡�­�«�†0Á�•�K�^�87H�~�
4:�Â�º�­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�_�|�W�Z�
$Î�™
–�–�å�±�î
�Ç�™�–�«�V�b�M�m�Z�b�Ã�£�µ�º�@�Ä�°�I�€�r�M��

• ACL �ß� �å�¢�[�c�
�Ä�°�I�€�S�Ã�£�µ�º�_�X�8�Z�©�«�¸�Ò  �ß�¢  �Ó�µ�­�î�ª  106023 �@#Õ�B�I�€�r
�M���Ä�°�I�€�S�Ã�£�µ�º�†�ß�¢�_0°6��M�•�_�c�
�Ã�£�µ�º�†�Â&g$×�_�Ä�°�M�•�²0[�@�6�~�r�M��

• log �œ�É�©�Ù�å �Ÿ�î�á�î�»�†�æ���K�S���œ�
 �©�«�¸�Ò  �ß�¢  �Ó�µ�­�î�ª  106100 �b�¹�Ç�›�Ý�º�b�Þ�Ë
�Ý�c  6>&�_��>'�[�M��

any �M�m�Z�b IP �”�»�Þ�«�†�æ���K�r�M��

any >&�õ�–>'�M�m�Z�b  URL �†�æ���K�r�M��

deny �²�ó�_�M+´�M�•���œ�
�”�¡�­�«�†�Ä�°�K�r�M��

host ip_address �Í�«�º  IP �”�»�Þ�«�†�æ���K�r�M��

id �”�¡�­�«  �Ü�«�º�b�¡�S�r�S�c$��•��

interval secs >&�õ�–>'�©�«�¸�Ò  �ß�¢  �Ó�µ�­�î�ª  106100 �†#Õ�B�M�•�ì6ë6ë7x�†�æ���K�r
�M���w� �^�Í�c�
 1 >|  600 &Ê�[�M��

ip_address ip_mask "I���b  IP �”�»�Þ�«�>�|�g�§�È�¿�µ�º  �Ð�«�¡�†�æ���K�r�M��

log [[disable | default] | 
level]

>&�õ�–>' ACE �_�P�K�Z�©�«�¸�Ò  �ß�¢  �Ó�µ�­�î�ª  106100 �@#Õ�B�I�€�•�G�\
�†�æ���K�r�M��0ò(ý�_�X�8�Z�c�
 log �¥�Ð�å�»�†�g!·�K�Z�C�T�I�8��

oper ip_address �Ï�î�º�†�š3Q�K�r�M���Q#Ý�[�A�•�œ�Ì�Û�å�»�c�
 lt>&less than>8
�• 6>' �
 gt>&greater than>8�|�~�±�A�8>' �
 eq>&equal>8�M+´>'�
 neq>&not 
equal>8�Y�M+´>'�
 range>&inclusive range>8�ß�µ(
�V>'�[�M��

permit �²�ó�@�M+´�K�S���œ�_�”�¡�­�«�†0Á�•�K�r�M��

port TCP �Ï�î�º�r�S�c  UDP �Ï�î�º�b  10 4
�X�r�S�c�¡�S�†�æ���K�r�M��

time_range name >&�õ�–>' time-range �œ�É�©�Ù�å�†�G�b�”�¡�­�«  �Ü�«�º0[(ò�_�Ü�•�M�•�S�u
�b�Ÿ�î�á�î�»�†�æ���K�r�M��

url �Ç�•�Ý�±�Ü�å�¢�_  URL �†�Q#Ý�M�•�G�\�†�æ���K�r�M��

url_string >&�õ�–>'�Ç�•�Ý�±�Ü�å�¢�M�•  URL �†�æ���K�r�M��
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'¨  2 'v       aaa accounting �¥�Ð�å�»>|  accounting-server-group �¥�Ð�å�»
  access-list webtype
�¥�Ð�å�»  �Ô�î�» ���b/²�_�
�¥�Ð�å�»�†
°�Š�[�A�•�Ô�î�»�†&g�K�r�M��

�¥�Ð�å�»�š�T

�Q#Ý�V�b�ž�–�»�Û�–�å access-list webtype �¥�Ð�å�»�c�
�¡�Û�–�”�å�º�Þ�«  SSL VPN �Ç�•�Ý�±�Ü�å�¢�†0¿���M�•�S�u�_�Q#Ý�I
�€�r�M�� URL �_�c�
�ö
²�^  URL �r�S�c�Ç�“�–�Ý�†7V�8�S4Š�($×�^  URL �†�æ���[�A�r�M���r�S�
�§�î
�Â�b�á�–�Ý�»�•�î�»�†�µ�u�S�~�
�Ï�î�º�†�æ���K�S�~�[�A�r�M��

�w� �^�É�ß�º�¥�Ý1‘�9�Ê�c�
 http�
 https�
 cifs�
 imap4�
 pop3�
�>�|�g  smtp �[�M�� URL �_�Ÿ�î�á�î�»  
any �†�µ�u�Z�
�õ�–�b  URL �†�g!·�M�•�G�\�v�[�A�r�M���”�«�±�Ü�«�¡�†�Q#Ý�K�Z�
 DNS �¡�b�§�È�¥�å
�Ï�î�¿�å�º�†/²�M�G�\�@�[�A�r�M��

�[ ���b�[�c�
"I���b�û���b  URL �l�b�”�¡�­�«�†�Ä�°�M�•�‰�2�†&g�K�Z�8�r�M��

hostname(config)# access-list acl_company webtype deny url http://*.company.com

���b�[�c�
"I���b�Ç�“�–�Ý�l�b�”�¡�­�«�†�Ä�°�M�•�‰�2�†&g�K�Z�8�r�M��

hostname(config)# access-list acl_file webtype deny url 
https://www.company.com/dir/file.html

���b�[�c�
�õ�–�b  URL �l�b�Ï�î�º  8080 )�#ä�b  HTTP �”�¡�­�«�†�Ä�°�M�•�‰�2�†&g�K�Z�8�r�M��

hostname(config)# access-list acl_company webtype deny url http://my-server:8080/*

6õ4��¥�Ð�å�»

�¥�Ð�å�»  �Ô�î�»

�Ç�“�–�”�˜�›�î�Ý  �Ô�î�» �­�Ÿ�×�Ü�¸�•  �¥�å�¸�Ÿ�«�º

�Ý�î�¸�µ�» 3ñ4# �©�å�¢�Ý

�Ð�Ý�³

�¥�å�¸�Ÿ�«
�º �©�«�¸�Ò

�¢�ß�î�Â�Ý  �¥�å�Ç�•� �×�Þ�î
�©�Ù�å

• — • • —

�Ü�Ü�î�« �š�f
Æ��

7.0(1) �G�b�¥�Ð�å�»�@�_
°�I�€�r�K�S��

�¥�Ð�å�» 1��Â

access-group �¥�å�Ç�•� �×�Þ�î�©�Ù�å�b�q4:�ì�_�Q#Ý�[�A�•�œ�È�ª�™�¡�º  �¢�Ý�î�É�†��
*O�K�r�M��

access-list ethertype EtherType �_�ö�Y�8�Z�º�Û�Ç�•�µ�¡�†�D�š�M�•�”�¡�­�«  �Ü�«�º�†0¿���K�r
�M��

access-list extended �”�¡�­�«  �Ü�«�º�†�¥�å�Ç�•� �×�Þ�î�©�Ù�å�_3ã�•�K�
4:�Â�º�­�Ÿ�×�Ü�¸�•  
�”�É�Û�–�”�å�«�†3û4#�M�•  IP �º�Û�Ç�•�µ�¡#Ý�b�Ï�Ü�©�î�†0¿���K�r�M��

clear access-group �”�¡�­�«  �Ü�«�º  �•�˜�å�±�†�¡�Ü�”�K�r�M��

show running-config 
access-list

4:�Â�º�­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�[��/œ�I�€�Z�8�•�”�¡�­�«  �Ü�«�º  �¥
�å�Ç�•� �×�Þ�î�©�Ù�å�†/²&g�K�r�M��
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  accounting-mode
accounting-mode
�”�•�˜�å�¸�•�å�¢  �Ó�µ�­�î�ª�@�"�M�b�§�î�Â�_3æ�™�I�€�•�?>&�©�å�¢�Ý  �Ô�î�»>' �
�¢�Ý�î�É
Æ�b�M�m�Z
�b�§�î�Â�_3æ�™�I�€�•�?>&� �ì�Ô�î�»>'�†�æ���M�•�_�c�
 AAA �§�î�Â  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ô�î�»
�[  accounting-mode �¥�Ð�å�»�†�Q#Ý�K�r�M���”�•�˜�å�¸�•�å�¢  �Ô�î�»�b�æ���†�P7V�M�•�_�c�
�G�b�¥
�Ð�å�»�b  no �g�'�†�Q#Ý�K�r�M��

accounting-mode { simultaneous | single}

�S�e�b1��Â

�¹�Ç�›�Ý�º �¹�Ç�›�Ý�º�Í�c�©�å�¢�Ý  �Ô�î�»�[�M��

�¥�Ð�å�»  �Ô�î�» ���b/²�_�
�¥�Ð�å�»�†
°�Š�[�A�•�Ô�î�»�†&g�K�r�M��

�¥�Ð�å�»�š�T

�Q#Ý�V�b�ž�–�»�Û�–�å �"�M�b�§�î�Â�_�”�•�˜�å�¸�•�å�¢  �Ó�µ�­�î�ª�†3æ�™�M�•�_�c�
�Ÿ�î�á�î�»  single �†�Q#Ý�K�r�M���§�î
�Â �¢�Ý�î�É
Æ�b�M�m�Z�b�§�î�Â�_�”�•�˜�å�¸�•�å�¢  �Ó�µ�­�î�ª�†3æ�™�M�•�_�c�
�Ÿ�î�á�î�»  
simultaneous �†�Q#Ý�K�r�M��

�G�b�¥�Ð�å�»�c�
�”�•�˜�å�¸�•�å�¢>& RADIUS �r�S�c  TACACS+>'�_�§�î�Â  �¢�Ý�î�É�@�Q#Ý�I�€�Z�8
�•���œ�_�b�s�w� �[�M��

�[ ���_�
 accounting-mode �¥�Ð�å�»�†�Q#Ý�K�Z�
�¢�Ý�î�É
Æ�b�M�m�Z�b�§�î�Â�_�”�•�˜�å�¸�•�å�¢  �Ó�µ
�­�î�ª�†3æ�™�M�•�[�†&g�K�r�M��

hostname(config)# aaa-server svrgrp1 protocol tacacs+
hostname(config-aaa-server-group)# accounting-mode simultaneous
hostname(config-aaa-server-group)# exit
hostname(config)# 

6õ4��¥�Ð�å�»

simultaneous �¢�Ý�î�É
Æ�b�M�m�Z�b�§�î�Â�_�”�•�˜�å�¸�•�å�¢  �Ó�µ�­�î�ª�†3æ�™�K�r�M��

single �"�M�b�§�î�Â�_�”�•�˜�å�¸�•�å�¢  �Ó�µ�­�î�ª�†3æ�™�K�r�M��

�¥�Ð�å�»  �Ô�î�»

�Ç�“�–�”�˜�›�î�Ý  �Ô�î�» �­�Ÿ�×�Ü�¸�•  �¥�å�¸�Ÿ�«�º

�Ý�î�¸�µ�» 3ñ4# �©�å�¢�Ý

�Ð�Ý�³

�¥�å�¸�Ÿ�«
�º �©�«�¸�Ò

AAA �§�î�Â  �¥�å�Ç�•� �×�Þ�î
�©�Ù�å

• • • • —

�Ü�Ü�î�« �š�f
Æ��

 7.0(1) �G�b�¥�Ð�å�»�@�_
°�I�€�r�K�S��

�¥�Ð�å�» 1��Â

aaa accounting �”�•�˜�å�¸�•�å�¢  �§�î�Å�«�†�–�¿�î�È�Ý�r�S�c�¹�•�­�î�È�Ý�_�K�r
�M��
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'¨  2 'v       aaa accounting �¥�Ð�å�»>|  accounting-server-group �¥�Ð�å�»
  accounting-mode
aaa-server protocol AAA �§�î�Â  �¢�Ý�î�É  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ô�î�»�†6ä���K�
�¢
�Ý�î�É
Æ�b�M�m�Z�b�Í�«�º�_�P�K�Z�¢�Ý�î�É�[�w�?�X
¹3û�b  AAA 
�§�î�Â  �Ã�Û�Ó�î�±�†0¿���[�A�•�|�:�_�K�r�M��

clear configure aaa-server AAA �§�î�Â  �¥�å�Ç�•� �×�Þ�î�©�Ù�å�†�M�m�Z�P7V�K�r�M��

show running-config 
aaa-server

�M�m�Z�b AAA �§�î�Â�
"I���b�§�î�Â  �¢�Ý�î�É�
"I���b�¢�Ý�î�É
Æ
�b"I���b�§�î�Â�
�r�S�c"I���b�É�ß�º�¥�Ý�b  AAA �§�î�Â)+0£�_��
�†/²&g�K�r�M��
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accounting-port
�G�b�Í�«�º�b  RADIUS �”�•�˜�å�¸�•�å�¢�_�Q#Ý�I�€�•�Ï�î�º$��•�†�æ���M�•�_�c�
 AAA �§�î�Â  �Í�«
�º  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ô�î�»�[  accounting-port �¥�Ð�å�»�†�Q#Ý�K�r�M��1�0É�Ï�î�º�b�æ���†�P
7V�M�•�_�c�
�G�b�¥�Ð�å�»�b  no �g�'�†�Q#Ý�K�r�M���G�b�¥�Ð�å�»�[�c�
�”�•�˜�å�¸�•�å�¢  �Þ�¥�î�»�b
3æ�™
›�\�^�•�
�Ü�Ô�î�º  RADIUS �§�î�Â  �Í�«�º�b��
›  TCP/UDP �Ï�î�º$��•�†�æ���K�r�M��

accounting-port port

no accounting-port

�S�e�b1��Â

�¹�Ç�›�Ý�º �¹�Ç�›�Ý�º�[�c�
�¹�Â�–�«�c�”�•�˜�å�¸�•�å�¢�b�S�u�_�Ï�î�º  1646 �[  RADIUS �†�Ü�µ�«�å�K�r�M
>&RFC 2058 �_ =�Ð>'���Ï�î�º�†�æ���K�^�8���œ�c�
 RADIUS �”�•�˜�å�¸�•�å�¢�b�¹�Ç�›�Ý�º�b�Ï�î�º$�
�•>&1646>'�@�Q#Ý�I�€�r�M��

�¥�Ð�å�»  �Ô�î�» ���b/²�_�
�¥�Ð�å�»�†
°�Š�[�A�•�Ô�î�»�†&g�K�r�M��

�¥�Ð�å�»�š�T

�Q#Ý�V�b�ž�–�»�Û�–�å RADIUS �”�•�˜�å�¸�•�å�¢  �§�î�Â�[  1646 �è�¥�b�Ï�î�º�†�Q#Ý�M�•���œ�c�
 aaa-server �¥�Ð�å�»�[  
RADIUS �§�î�Å�«�†6ä���M�•�S�_�
4:�)�^�Ï�î�º�_�P�K�Z�­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�†0¿���M�•�²
0[�@�6�~�r�M��

�G�b�¥�Ð�å�»�c�
 RADIUS #Ý�_0¿���I�€�Z�8�•�§�î�Â  �¢�Ý�î�É�_7H�~�w� �[�M��

�[ ���_�
�Í�«�º�� 1.2.3.4���_�� srvgrp1���\�8�:�¡�S�b  RADIUS AAA �§�î�Â�†0¿���K�
�±�–�Ò�”�˜�º�†  
9 &Ê�

Ì0è/œ6ë7x�†  7 &Ê�
�”�•�˜�å�¸�•�å�¢  �Ï�î�º�†  2222 �_0¿���M�•�[�†&g�K�r�M��

hostname(config)# aaa-server svrgrp1 protocol radius
hostname(config-aaa-server-group)# aaa-server svrgrp1 host 1.2.3.4
hostname(config-aaa-server-host)# timeout 9
hostname(config-aaa-server-host)# retry-interval 7
hostname(config-aaa-server-host)# accountinq-port 2222
hostname(config-aaa-server-host)# exit
hostname(config)#

port RADIUS �”�•�˜�å�¸�•�å�¢#Ý�b�Ï�î�º$��•���Í�b(
�V�c  1 >|  65535 �[�M��

�¥�Ð�å�»  �Ô�î�»

�Ç�“�–�”�˜�›�î�Ý  �Ô�î�» �­�Ÿ�×�Ü�¸�•  �¥�å�¸�Ÿ�«�º

�Ý�î�¸�µ�» 3ñ4# �©�å�¢�Ý

�Ð�Ý�³

�¥�å�¸�Ÿ�«
�º �©�«�¸�Ò

AAA �§�î�Â  �Í�«�º  �¥�å�Ç�•
� �×�Þ�î�©�Ù�å

• • • • —

�Ü�Ü�î�« �š�f
Æ��

7.0(1) �G�b�¥�Ð�å�»�@�_
°�I�€�r�K�S��
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  accounting-port
6õ4��¥�Ð�å�» �¥�Ð�å�» 1��Â

aaa accounting �Ø�î�¨�@�8�N�€�b�¿�µ�º�á�î�¡  �§�î�Å�«�_�”�¡�­�«�K
�S�?�_6õ�M�•�Þ�¥�î�»�†�–�â�K�r�M��

aaa-server host AAA �§�î�Â  �Í�«�º  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ô�î�»�†
6ä���K�
�Í�«�º�[�w�b  AAA �§�î�Â  �Ã�Û�Ó�î�±�†0¿���[
�A�•�|�:�_�K�r�M��

clear configure 
aaa-server

�M�m�Z�b AAA �¥�Ð�å�»  �«�¸�î�º�Ó�å�º�†�¥�å�Ç�•� �×
�Þ�î�©�Ù�å�?�}�P7V�K�r�M��

show running-config 
aaa-server

�M�m�Z�b AAA �§�î�Â�
"I���b�§�î�Â  �¢�Ý�î�É�
"I���b
�¢�Ý�î�É
Æ�b"I���b�§�î�Â�
�r�S�c"I���b�É�ß�º�¥�Ý�b  
AAA �§�î�Â)+0£�_���†/²&g�K�r�M��
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  accounting-server-group
accounting-server-group
�”�•�˜�å�¸�•�å�¢  �Þ�¥�î�»3æ�™#Ý�b AAA �§�î�Â  �¢�Ý�î�É�†�æ���M�•�_�c�
�I�r�J�r�^�Ô�î�»�[  
accounting-server-group �¥�Ð�å�»�†�Q#Ý�K�r�M���”�•�˜�å�¸�•�å�¢  �§�î�Â�†�¥�å�Ç�•� �×�Þ�î�©�Ù�å
�?�}�P7V�M�•�_�c�
�G�b�¥�Ð�å�»�b  no �g�'�†�Q#Ý�K�r�M���­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�[�c�
�”�•�˜
�å�¸�•�å�¢�†�Q#Ý�K�Z�
�Ø�î�¨�@�”�¡�­�«�M�•�¿�µ�º�á�î�¡  �Ü�¯�î�«�†3ã2§�K�r�M��

accounting-server-group group_tag

no accounting-server-group [group_tag]

�S�e�b1��Â

�¹�Ç�›�Ý�º �¹�Ç�›�Ý�º�[�c�
�”�•�˜�å�¸�•�å�¢  �§�î�Â�c0¿���I�€�Z�8�r�O�‡��

�¥�Ð�å�»  �Ô�î�» ���b/²�_�
�¥�Ð�å�»�†
°�Š�[�A�•�Ô�î�»�†&g�K�r�M��

�¥�Ð�å�»�š�T

�Q#Ý�V�b�ž�–�»�Û�–�å �G�b�¥�Ð�å�»�†  webvpn �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ô�î�»�[
°�Š�M�•�\�
�º�å�¿�Ý  �¢�Ý�î�É�M+á�“�ö�¥
�å�Ç�•� �×�Þ�î�©�Ù�å  �Ô�î�»�b� '¼�b�¥�Ð�å�»�_�š�n�I�€�r�M��

�[ �º�å�¿�Ý  �¢�Ý�î�É�M+á�“�ö�¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ô�î�»�[�b���b�[�[�c�
 IPSec LAN-to-LAN �º�å
�¿�Ý  �¢�Ý�î�É�� xyz���_�P�K�Z�� aaa-server123���\�8�:�¡�S�b�”�•�˜�å�¸�•�å�¢  �§�î�Â  �¢�Ý�î�É�†0¿
���K�r�M��

hostname(config)# tunnel-group xyz type IPSec_L2L
hostname(config)# tunnel-group xyz general-attributes

group_tag 0¿���í�s�b�”�•�˜�å�¸�•�å�¢  �§�î�Â�r�S�c�§�î�Â  �¢�Ý�î�É�†�æ���K�r�M��
�”�•�˜�å�¸�•�å�¢  �§�î�Â�†0¿���M�•�_�c�
 aaa-server �¥�Ð�å�»�†�Q#Ý�K
�r�M��

�¥�Ð�å�»  �Ô�î�»

�Ç�“�–�”�˜�›�î�Ý  �Ô�î�» �­�Ÿ�×�Ü�¸�•  �¥�å�¸�Ÿ�«�º

�Ý�î�¸�µ�» 3ñ4# �©�å�¢�Ý

�Ð�Ý�³

�¥�å�¸�Ÿ�«
�º �©�«�¸�Ò

Imap4s �¥�å�Ç�•� �×�Þ�î�©�Ù�å • — • — —

Pop3s �¥�å�Ç�•� �×�Þ�î�©�Ù�å • — • — —

smtps �¥�å�Ç�•� �×�Þ�î�©�Ù�å • — • — —

�º�å�¿�Ý  �¢�Ý�î�É�M+á�“�ö�¥�å
�Ç�•� �×�Þ�î�©�Ù�å

• — • — —

�Ü�Ü�î�« �š�f
Æ��

7.0(1) �G�b�¥�Ð�å�»�@�_
°�I�€�r�K�S��

7.1(1) �G�b�¥�Ð�å�»�@�
 webvpn �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ô�î�»�[�c�^�C�
�º�å
�¿�Ý  �¢�Ý�î�É�M+á�“�ö�¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ô�î�»�[�Q#Ý�[�A�•�|�:
�_�^�~�r�K�S��
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'¨  2 'v       aaa accounting �¥�Ð�å�»>|  accounting-server-group �¥�Ð�å�»
  accounting-server-group
hostname(config-tunnel-general)# accounting-server-group aaa-server123
hostname(config-tunnel-general)#

���_�
 POP3SSVRS �\�8�:�¡�S�b�M4��b�”�•�˜�å�¸�•�å�¢  �§�î�Â�†�Q#Ý�M�•�|�:�_  POP3S 7Á�Ê�Ó�î�Ý  
�É�ß�Ÿ�©�†0¿���M�•�[�†&g�K�r�M��

hostname(config)#  pop3s
hostname(config-pop3s)#  accounting-server-group POP3SSVRS

6õ4��¥�Ð�å�» �¥�Ð�å�» 1��Â

aaa-server 1�0É�
0Á�•�
�>�|�g�”�•�˜�å�¸�•�å�¢  �§�î�Â�†0¿���K�r�M��
2-86
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C H A P T E R 3

acl-netmask-convert �¥�Ð�å�»>|  
auto-update timeout �¥�Ð�å�»
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'¨  3 'v       acl-netmask-convert �¥�Ð�å�»>|  auto-update timeout �¥�Ð�å�»
  acl-netmask-convert
acl-netmask-convert
RADIUS �§�î�Â�?�}�w�™�K�S�²�˜�å�ß�î�»�•+��^  ACL 
Æ�b�¿�µ�º�Ð�«�¡�†�­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”
�å�«�[�]�b�|�:�_�…�:�?�†�æ���M�•�_�c�
 AAA �§�î�Â  �Í�«�º  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ô�î�»�[  
acl-netmask-convert �¥�Ð�å�»�†�Q#Ý�K�r�M���G�b�Ô�î�»�_�c�
 aaa-server host �¥�Ð�å�»�†�Q#Ý�K�Z
�”�¡�­�«�[�A�r�M���æ���K�S�­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�b�·�8�†�P7V�M�•�_�c�
�G�b�¥�Ð�å�»�b  no 
�g�'�†�Q#Ý�K�r�M��

acl-netmask-convert { auto-detect | standard | wildcard }

no acl-netmask-convert

�S�e�b1��Â

�¹�Ç�›�Ý�º �¹�Ç�›�Ý�º�[�c�
�á�–�Ý�»�•�î�»  �¿�µ�º�Ð�«�¡/²#'�?�}�b�š�n�c��/œ�I�€�r�O�‡��

�¥�Ð�å�»  �Ô�î�» ���b/²�_�
�¥�Ð�å�»�†
°�Š�[�A�•�Ô�î�»�†&g�K�r�M��

�¥�Ð�å�»�š�T

�Q#Ý�V�b�ž�–�»�Û�–�å RADIUS �§�î�Â�?�}�f�j�I�€�•�²�˜�å�ß�î�»�•+��^  ACL �_�á�–�Ý�»�•�î�»�g�'�b�¿�µ�º�Ð�«�¡�@�µ�r
�€�Z�8�•���œ�c�
 wildcard �r�S�c  auto-detect �Ÿ�î�á�î�»�†�æ���K�Z  acl-netmask-convert �¥�Ð�å�»�†
�Q#Ý�K�r�M���­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�c�
�²�˜�å�ß�î�»�•+��^  ACL �_�† =�¿�µ�º�Ð�«�¡/²#'�@�µ
�r�€�Z�8�•�\�•���K�r�M���M�‰�
 Cisco VPN 3000 �©�Ü�î�¬  �¥�å�­�å�º�Þ�î�±�c�
�²�˜�å�ß�î�»�•+��^  
ACL �_�
�† =�¿�µ�º�Ð�«�¡/²#'�\�c3ë�b�á�–�Ý�»�•�î�»  �¿�µ�º�Ð�«�¡/²#'�@�µ�r�€�Z�8�•�\�•���K�r

auto-detect �­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�c�
�Q#Ý�I�€�Z�8�•�¿�µ�º�Ð�«�¡/²#'�b�±�–
�É�†�8�•�K�|�:�\�K�r�M���á�–�Ý�»�•�î�»  �¿�µ�º�Ð�«�¡/²#'�†�è���K�S��
�œ�c�
�† =�¿�µ�º�Ð�«�¡/²#'�_�š�n�K�r�M���G�b�Ÿ�î�á�î�»�b0ò(ý�_�X�8
�Z�c�
 ���Q#Ý�V�b�ž�–�»�Û�–�å���†�g!·�K�Z�C�T�I�8��

standard �­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�c�
 RADIUS �§�î�Â�?�}�w�™�K�S�²�˜�å
�ß�î�»�•+��^  ACL �_�† =�¿�µ�º�Ð�«�¡/²#'�b�s�@�µ�r�€�Z�8�•�\0b�^�K
�r�M���á�–�Ý�»�•�î�»  �¿�µ�º�Ð�«�¡/²#'�?�}�b�š�n�c��/œ�I�€�r�O�‡��

wildcard �­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�c�
 RADIUS �§�î�Â�?�}�w�™�K�S�²�˜�å
�ß�î�»�•+��^  ACL �_�á�–�Ý�»�•�î�»  �¿�µ�º�Ð�«�¡/²#'�b�s�@�µ�r�€�Z�8
�•�\0b�^�K�
 ACL �b�²�˜�å�ß�î�»�ì�_�Q�€�}�b�M�m�Z�†�† =�¿�µ�º�Ð�«�¡
/²#'�_�š�n�K�r�M��

�¥�Ð�å�»  �Ô�î�»

�Ç�“�–�”�˜�›�î�Ý  �Ô�î�» �­�Ÿ�×�Ü�¸�•  �¥�å�¸�Ÿ�«�º

�Ý�î�¸�µ�» 3ñ4# �©�å�¢�Ý

�Ð�Ý�³

�¥�å�¸�Ÿ�«
�º �©�«�¸�Ò

AAA �§�î�Â  �¥�å�Ç�•� �×�Þ�î
�©�Ù�å  �Í�«�º

• • • • —

�Ü�Ü�î�« �š�f
Æ��

7.0(4) �G�b�¥�Ð�å�»�@�_
°�I�€�r�K�S��
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'¨  3 'v       acl-netmask-convert �¥�Ð�å�»>|  auto-update timeout �¥�Ð�å�»
  acl-netmask-convert
�M���á�–�Ý�»�•�î�»  �Ð�«�¡�[�c�
!“0i�M�•�Å�µ�º�)*(�_  1�
!·�œ�M�•�Å�µ�º�)*(�_  0 �@4Ä*(�I�€�r�M��
acl-netmask-convert �¥�Ð�å�»�†�Q#Ý�M�•�\�
�G�b�|�:�^%&4*�@  RADIUS �§�î�Â�V�b�²�˜�å�ß�î�»�•
+��^  ACL �b0¿���‰�2�_�Z�<�•�s8j�†�q�`7H�_�š�<�•�G�\�@�[�A�r�M��

RADIUS �§�î�Â�b0¿���‰�2�@�Y�Â�^���œ�c�
 auto-detect �Ÿ�î�á�î�»�@�z'g�U�r�M���S�T�K�
 ��'0���@
�6�•�á�–�Ý�»�•�î�»  �¿�µ�º�Ð�«�¡/²#'�c�
�G�K�C�è���>�|�g�š�n�[�A�r�O�‡���S�\�<�d�
�á�–�Ý�»
�•�î�»  �¿�µ�º�Ð�«�¡  0.0.255.0 �c�
'¨  3 �œ�¡�¸�µ�º�_�õ�–�b�Í�†0Á�•�K�
 Cisco VPN 3000 �©�Ü�î�¬  �¥
�å�­�å�º�Þ�î�±�[�c�w� �_�Q#Ý�[�A�r�M���S�T�K�
�­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�[�c�
�G�b/²#'�†�á
�–�Ý�»�•�î�»  �¿�µ�º�Ð�«�¡�\�K�Z�è���[�A�r�O�‡��

�[ ���_�
�Í�«�º�� 192.168.3.4���_�� srvgrp1���\�8�:�¡�S�b  RADIUS AAA �§�î�Â�†0¿���K�
�²�˜�å�ß�î
�»�•+��^  ACL �b�¿�µ�º�Ð�«�¡�b�š�n�†�–�¿�î�È�Ý�_�K�Z�
�±�–�Ò�”�˜�º�†  9 &Ê�

Ì0è/œ6ë7x�†  7 &Ê�

1�0É�Ï�î�º�†  1650 �_0¿���M�•�[�†&g�K�r�M��

hostname(config)# aaa-server svrgrp1 protocol radius
hostname(config-aaa-server-group)# aaa-server svrgrp1 host 192.168.3.4
hostname(config-aaa-server-host)# acl-netmask-convert wildcard
hostname(config-aaa-server-host)# timeout 9
hostname(config-aaa-server-host)# retry-interval 7
hostname(config-aaa-server-host)# authentication-port 1650
hostname(config-aaa-server-host)# exit
hostname(config)# 

6õ4��¥�Ð�å�» �¥�Ð�å�» 1��Â

aaa authentication aaa-server �¥�Ð�å�»�r�S�c  ASDM �Ø�î�¨1�0É�_�|�~�æ���I�€�S�§�î
�Â�V�b  LOCAL�
 TACACS+�
�r�S�c  RADIUS �Ø�î�¨1�0É�†�–�¿�î
�È�Ý�r�S�c�¹�•�­�î�È�Ý�_�K�r�M��

aaa-server host AAA �§�î�Â  �Í�«�º  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ô�î�»�†6ä���K�r�M��
�G�b�Ô�î�»�[�c�
�Í�«�º�_�[�w�b  AAA �§�î�Â  �Ã�Û�Ó�î�±�†0¿���[
�A�r�M��

clear configure 
aaa-server

�M�m�Z�b AAA �¥�Ð�å�»  �«�¸�î�º�Ó�å�º�†�¥�å�Ç�•� �×�Þ�î�©�Ù�å
�?�}�P7V�K�r�M��

show running-config 
aaa-server

�M�m�Z�b AAA �§�î�Â�
"I���b�§�î�Â  �¢�Ý�î�É�
"I���b�¢�Ý�î�É
Æ
�b"I���b�§�î�Â�
�r�S�c"I���b�É�ß�º�¥�Ý�b  AAA �§�î�Â)+0£�_���†
/²&g�K�r�M��
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'¨  3 'v       acl-netmask-convert �¥�Ð�å�»>|  auto-update timeout �¥�Ð�å�»
  action
action
�”�¡�­�«  �Ï�Ü�©�î�†�­�µ�©�Ù�å�_4:#Ý�M�•�?�
�r�S�c�­�µ�©�Ù�å�†)
�¢�M�•�_�c�
�²�–�¼�Ñ�µ�¡  �”�¡
�­�«  �Ï�Ü�©�î  �Þ�¥�î�»  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ô�î�»�[  action �¥�Ð�å�»�†�Q#Ý�K�r�M��

�­�µ�©�Ù�å�†�Ü�­�µ�º�K�Z�”�¡�­�«  �Ï�Ü�©�î�†�­�µ�©�Ù�å�_4:#Ý�M�•�_�c�
�G�b�¥�Ð�å�»�b  no �g�'�†
�Q#Ý�K�r�M��

action {continue | terminate}

no action {continue | terminate}

�S�e�b1��Â

�¹�Ç�›�Ý�º �¹�Ç�›�Ý�º�Í�c  continue �[�M��

�¥�Ð�å�»  �Ô�î�» ���b/²�_�
�¥�Ð�å�»�†
°�Š�[�A�•�Ô�î�»�†&g�K�r�M��

�¥�Ð�å�»�š�T

�Q#Ý�V�b�ž�–�»�Û�–�å 4E�¥�K�S�M�m�Z�b  DAP �Þ�¥�î�»�[�­�µ�©�Ù�å�_�”�¡�­�«  �Ï�Ü�©�î�†4:#Ý�M�•�_�c�
 continue �Ÿ�î
�á�î�»�†�Q#Ý�K�r�M��4E�¥�K�S  DAP �Þ�¥�î�»�b�8�N�€�?�[�K)F�†�)�•�M�•�_�c�
 terminate �Ÿ�î�á�î
�»�†�Q#Ý�K�r�M��

�[ ���_�
 Finance �\�8�:  DAP �Ï�Ü�©�î�b�­�µ�©�Ù�å�†�)�•�M�•�[�†&g�K�r�M��

hostname (config)# config-dynamic-access-policy-record Finance
hostname(config-dynamic-access-policy-record)#  action terminate
hostname(config-dynamic-access-policy-record)#  

continue �”�¡�­�«  �Ï�Ü�©�î�†�­�µ�©�Ù�å�_4:#Ý�K�r�M��

terminate �K)F�†�)�•�K�r�M��

�¥�Ð�å�»  �Ô�î�»

�Ç�“�–�”�˜�›�î�Ý  �Ô�î�» �­�Ÿ�×�Ü�¸�•  �¥�å�¸�Ÿ�«�º

�Ý�î�¸�µ�» 3ñ4# �©�å�¢�Ý

�Ð�Ý�³

�¥�å�¸�Ÿ�«
�º �©�«�¸�Ò

�²�–�¼�Ñ�µ�¡  �”�¡�­�«  �Ï�Ü�©�î  
�Þ�¥�î�»  �¥�å�Ç�•� �×�Þ�î�©�Ù
�å

• • • — —

�Ü�Ü�î�« �š�f
Æ��

8.0(2) �G�b�¥�Ð�å�»�@�_
°�I�€�r�K�S��
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'¨  3 'v       acl-netmask-convert �¥�Ð�å�»>|  auto-update timeout �¥�Ð�å�»
  action
6õ4��¥�Ð�å�» �¥�Ð�å�» 1��Â

dynamic-access-policy-record DAP �Þ�¥�î�»�†�8�B�K�r�M��

show running-config 
dynamic-access-policy-record 
[name]

�M�m�Z�b DAP �Þ�¥�î�»�r�S�c�æ���K�S  DAP �Þ�¥�î�»�b��
/œ�¥�å�Ç�•� �×�Þ�î�©�Ù�å�†/²&g�K�r�M��
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'¨  3 'v       acl-netmask-convert �¥�Ð�å�»>|  auto-update timeout �¥�Ð�å�»
  action-uri
action-uri
Web �§�î�Â�b  URI �†�æ���K�Z�
�©�å�¢�Ý  �§�–�å�œ�å1�0É#Ý�b�Ø�î�¨�¡�\�Ã�«�á�î�»�†�w�™�M�•�_�c�

AAA �§�î�Â  �Í�«�º  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ô�î�»�[  action-uri �¥�Ð�å�»�†�Q#Ý�K�r�M���G�€�c  
HTTP �Ç�›�î�Ò�b�¥�Ð�å�»�†�Q#Ý�K�S  SSO �[�M�� URI �Ã�Û�Ó�î�±�Í�†�Ü�­�µ�º�M�•�_�c�
�G�b�¥�Ð�å
�»�b  no �g�'�†�Q#Ý�K�r�M��

action-uri string

no action-uri

>&�@>' HTTP �É�ß�º�¥�Ý�†�Q#Ý�K�Z  SSO �†�G�K�C0¿���M�•�_�c�
1�0É�\  HTTP �É�ß�º�¥�Ý�º�n�_�X�8�Z�b0ò
�K�8���»%±1‘�@�²0[�[�M��

�S�e�b1��Â

�¹�Ç�›�Ý�º �¹�Ç�›�Ý�º�b�·�8�x�Í�c�6�~�r�O�‡��

�¥�Ð�å�»  �Ô�î�» ���b/²�_�
�¥�Ð�å�»�†
°�Š�[�A�•�Ô�î�»�†&g�K�r�M��

�¥�Ð�å�»�š�T

�Q#Ý�V�b�ž�–�»�Û�–�å Uniform Resource Identifier>&URI; �Ø�½�Ç�›�î�Ò  �Ü�¯�î�«1‘�9�Ê>'�c�
�–�å�±�î�¿�µ�º�V�b�¥�å�¸�å
�¶�b�)*(�†"I���M�•�¥�å�Ã�¡�º�^�«�º�Ü�å�¢�[�M���G�€�}�b�¥�å�¸�å�¶�_�c�
�¸�Ÿ�«�º  �Ì�î�ª�
�Å�¹
�œ �¡�Ü�µ�É�
�§�˜�å�»  �¡�Ü�µ�É�
7ü�F#ì�
�·#ì�
�É�ß�¢�Û�Ò�^�]�@�6�~�r�M�� URI �b�q�v�M+á$×�^�g
�'�c�
 Web �Ì�î�ª  �”�»�Þ�«�[�M�� Web �Ì�î�ª  �”�»�Þ�«�c�
 URI �b"I���b�g�'�r�S�c�§�È�­�µ�º�[�

URL �\�ç�d�€�r�M��

�­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�b  WebVPN �§�î�Â�c�
 POST 0[�Ó�†�Q#Ý�K�Z�
�©�å�¢�Ý  �§�–�å�œ�å1�0É
0[�Ó�†1�0É  Web �§�î�Â�_3æ�™�[�A�r�M���G�€�†/œ�:�_�c�
 HTTP POST 0[�Ó�†�Q#Ý�K�Z�
1�0É  Web 
�§�î�Â�V�b�”�¡�©�Ù�å  URI �_�Ø�î�¨�¡�\�Ã�«�á�î�»�†�û�M�|�:�_�­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�†0¿��
�K�r�M�� action-uri  �¥�Ð�å�»�[�c�
�­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�@  POST 0[�Ó�†3æ�™�M�• Web �§�î�Â
�V�b1�0É�É�ß�¢�Û�Ò�b���d�\�¡�S�†�æ���K�r�M��

1�0É Web �§�î�Â�V�b�”�¡�©�Ù�å  URI �†0b�X�E�•�_�c�
�È�Û�˜�¨�[%$�K  Web �§�î�Â�b�ß�¢�–�å  �Ì�î�ª
�_�K)F�K�r�M���È�Û�˜�¨�_/²&g�I�€�•�ß�¢�–�å  Web �Ì�î�ª�b  URL �@�
1�0É Web �§�î�Â�b�”�¡�©�Ù�å  
URI �[�M��

string 1�0É�É�ß�¢�Û�Ò�b  URI��0
�X/œ�_
°�Š�[�A�r�M���›/œ�b�q�±�e�Ð�X�c  255 �[
�M�� URI 
²�/�b�q�±�e�Ð�X�c�
 2048 �e�Ð�[�M��

�¥�Ð�å�»  �Ô�î�»

�Ç�“�–�”�˜�›�î�Ý  �Ô�î�» �­�Ÿ�×�Ü�¸�•  �¥�å�¸�Ÿ�«�º

�Ý�î�¸�µ�» 3ñ4# �©�å�¢�Ý

�Ð�Ý�³

�¥�å�¸�Ÿ�«
�º �©�«�¸�Ò

AAA �§�î�Â  �Í�«�º  �¥�å�Ç�•
� �×�Þ�î�©�Ù�å

• — • — —

�Ü�Ü�î�« �š�f
Æ��
7.1(1) �G�b�¥�Ð�å�»�@�_
°�I�€�r�K�S��
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  action-uri

°�Š�K�x�M�8�|�:�_�
 URI �c4�)F�M�•0
�X�b/œ�_
°�Š�[�A�•�|�:�_�^�W�Z�8�r�M���›/œ�c
°�Š�\� �ì
�_�­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�_�|�W�Z4�)��I�€�
 URI �@�S�B�I�€�r�M�� action-uri /œ�b 1 /œ�6�S�~�b
�q�±�e�Ð�X�c  255 �e�Ð�[�M�@�
�Q�€�|�~�v�a�^�8�e�Ð�†�›/œ�_
°�Š�[�A�r�M��

>&�@>' �«�º�Ü�å�¢�_$2�e'¢�†�µ�u�•���œ�c�
$2�e'¢�b�S�_  Ctrl+V �b�š�«�£�î�É  �©�î�£�å�«�†�Q#Ý�M�•�²0[�@
�6�~�r�M��

�[ ���_�
 www.example.com �b  URI �†�æ���M�•�[�†&g�K�r�M��

http://www.example.com/auth/index.html/appdir/authc/forms/MCOlogin.fcc?TYPE=33554433&REAL
MOID=06-000a1311-a828-1185-ab41-8333b16a0008&GUID=&SMAUTHREASON=0&METHOD=G
ET&SMAGENTNAME=$SM$5FZmjnk3DRNwNjk2KcqVCFbIrNT9%2bJ0H0KPshFtg6rB1UV2Pxk
HqLw%3d%3d&TARGET=https%3A%2F%2Fauth.example.com

hostname(config)# aaa-server testgrp1 host www.example.com
hostname(config-aaa-server-host)# action-uri http://www.example.com/auth/index.htm
hostname(config-aaa-server-host)# action-uri l/appdir/authc/forms/MCOlogin.fcc?TYP
hostname(config-aaa-server-host)# action-uri 554433&REALMOID=06-000a1311-a828-1185
hostname(config-aaa-server-host)# action-uri -ab41-8333b16a0008&GUID=&SMAUTHREASON
hostname(config-aaa-server-host)# action-uri =0&METHOD=GET&SMAGENTNAME=$SM$5FZmjnk
hostname(config-aaa-server-host)# action-uri 3DRNwNjk2KcqVCFbIrNT9%2bJ0H0KPshFtg6r
hostname(config-aaa-server-host)# action-uri B1UV2PxkHqLw%3d%3d&TARGET=https%3A%2F
hostname(config-aaa-server-host)# action-uri %2Fauth.example.com
hostname(config-aaa-server-host)#

>&�@>' �”�¡�©�Ù�å  URI �_�Í�«�º�¡�\�É�ß�º�¥�Ý�†�µ�u�•�²0[�@�6�~�r�M���V0°�b�[�[�c�
�G�€�}�c  URI �b�q
�6�_�6�•  http://www.example.com �_�µ�r�€�Z�8�r�M��

6õ4��¥�Ð�å�» �¥�Ð�å�» 1��Â

auth-cookie-name 1�0É�¡�µ�Ÿ�î�b�¡�S�†�æ���K�r�M��

hidden-parameter SSO �§�î�Â�\�b�º�n�_�Q#Ý�M�•8�/²&g�Ã�Û�Ó�î�±�†�8�B�K�r
�M��

password-parameter SSO 1�0É#Ý�_�Ø�î�¨  �Ã�«�á�î�»�†3æ�™�M�•�²0[�@�6�•  HTTP 
POST 0[�Ó�Ã�Û�Ó�î�±�b�¡�S�†�æ���K�r�M��

start-url �É�Ü�ß�¢�–�å  �¡�µ�Ÿ�î�†�v�“�M�•  URL �†�æ���K�r�M��

user-parameter SSO 1�0É#Ý�_�Ø�î�¨�¡�†3æ�™�M�•�²0[�@�6�•  HTTP POST 0[
�Ó�b�Ã�Û�Ó�î�±�b�¡�S�†�æ���K�r�M��
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activation-key
�­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«  �b�”�¡�¸�•�Ë�î�©�Ù�å  �Ÿ�î�†�š�f�K�
�­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�V�[
4 #Ý�I�€�Z�8�•�”�¡�¸�•�Ë�î�©�Ù�å  �Ÿ�î�†�
�­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�b�Ç�Û�µ�©�×  �Ó�Ô�Ü�_8�/²
&g�b�Ç�“�–�Ý�\�K�Z�–�Ñ�I�€�Z�8�•�”�¡�¸�•�Ë�î�©�Ù�å  �Ÿ�î�\�š3Q�K�Z�³�™�µ�¡�M�•�_�c�
�¢�ß�î�Â
�Ý �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ô�î�»�[  activation-key �¥�Ð�å�»�†�Q#Ý�K�r�M���­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”
�å�«�[��/œ�I�€�Z�8�•�
�æ���K�S�”�¡�¸�•�Ë�î�©�Ù�å  �Ÿ�î�†!“� �_�M�•�_�c�
�G�b�¥�Ð�å�»�b  no �g�'
�†�Q#Ý�K�r�M��

activation-key [activation-key-four-tuple| activation-key-five-tuple]

no activation-key [activation-key-four-tuple| activation-key-five-tuple]

�S�e�b1��Â

�¹�Ç�›�Ý�º �¹�Ç�›�Ý�º�b�·�8�x�Í�c�6�~�r�O�‡��

�¥�Ð�å�»  �Ô�î�» ���b/²�_�
�¥�Ð�å�»�†
°�Š�[�A�•�Ô�î�»�†&g�K�r�M��

�¥�Ð�å�»�š�T

�Q#Ý�V�b�ž�–�»�Û�–�å �›0[(ò�b6ë�_�«�Ì�î�«�†  1 �X
°�€�Z�
 4 �X�b0[(ò�[�S�B�I�€�•  16 4
�X�e�Ð�4�\�K�Z  
activation-key-four-tuple �†
°�Š�K�r�M���r�S�c�
�›0[(ò�b6ë�_�«�Ì�î�«�†  1 �X
°�€�Z�
 5 �X�b0[(ò�[
�S�B�I�€�•  16 4
�X�e�Ð�4�\�K�Z�
 activation-key-five-tuple �†
°�Š�K�r�M�����_�[�†&g�K�r�M��

0xe02888da 0x4ba7bed6 0xf1c123ae 0xffd8624e


›8Œ�b 0x �æ���Ê�c�õ�–�[�M���M�m�Z�b�Í�@  16 4
�X�\0b�^�I�€�r�M��

�Ÿ�î�c�¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ç�“�–�Ý�_�–�Ñ�I�€�N�
  �©�Ü�”�Ý$��•�_6õ4��Ü�E�}�€�r�M��

�[ ���_�
�­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�b�”�¡�¸�•�Ë�î�©�Ù�å  �Ÿ�î�†�š�f�M�•�[�†&g�K�r�M��

hostname(config)# activation-key 0xe02888da 0x4ba7bed6 0xf1c123ae 0xffd8624e

activation-key-four-tuple �”�¡�¸�•�Ë�î�©�Ù�å  �Ÿ�î���g�'�b�ž�–�»�Û�–�å�_�X�8�Z�c�
 ���Q#Ý�V
�b�ž�–�»�Û�–�å���†�g!·�K�Z�C�T�I�8��

activation-key-five-tuple �”�¡�¸�•�Ë�î�©�Ù�å  �Ÿ�î���g�'�b�ž�–�»�Û�–�å�_�X�8�Z�c�
 ���Q#Ý�V
�b�ž�–�»�Û�–�å���†�g!·�K�Z�C�T�I�8��

�¥�Ð�å�»  �Ô�î�»

�Ç�“�–�”�˜�›�î�Ý  �Ô�î�» �­�Ÿ�×�Ü�¸�•  �¥�å�¸�Ÿ�«�º

�Ý�î�¸�µ�» 3ñ4# �©�å�¢�Ý

�Ð�Ý�³

�¥�å�¸�Ÿ�«
�º �©�«�¸�Ò

�¢�ß�î�Â�Ý  �¥�å�Ç�•� �×�Þ�î
�©�Ù�å  �Ô�î�»

• • • •

�Ü�Ü�î�« �š�f
Æ��

7.0 �G�b�¥�Ð�å�»�@�_
°�I�€�r�K�S��
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  activation-key
6õ4��¥�Ð�å�» �¥�Ð�å�» 1��Â

show activation-key �”�¡�¸�•�Ë�î�©�Ù�å  �Ÿ�î�†/²&g�K�r�M��
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activex-relay
WebVPN �­�µ�©�Ù�å�b  ActiveX �¥�å�º�ß�î�Ý�†�–�¿�î�È�Ý�r�S�c�¹�•�­�î�È�Ý�_�M�•�_�c�
�¢�Ý�î�É  
�Ï�Ü�©�î  webvpn �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ô�î�»�r�S�c�Ø�î�¨�¡  webvpn �¥�å�Ç�•� �×�Þ�î�©�Ù�å  
�Ô�î�»�[  activex-relay �¥�Ð�å�»�†�Q#Ý�K�r�M���¹�Ç�›�Ý�º�b�¢�Ý�î�É  �Ï�Ü�©�î�?�}  activex-relay �¥
�Ð�å�»�†)E�Ž�M�•�_�c�
�G�b�¥�Ð�å�»�b  no �g�'�†�Q#Ý�K�r�M��

activex-relay { enable | disable}

no activex-relay

�S�e�b1��Â

�¹�Ç�›�Ý�º �¹�Ç�›�Ý�º�b�·�8�x�Í�c�6�~�r�O�‡��

�¥�Ð�å�»  �Ô�î�» ���b/²�_�
�¥�Ð�å�»�†
°�Š�[�A�•�Ô�î�»�†&g�K�r�M��

�¥�Ð�å�»�š�T

�Q#Ý�V�b�ž�–�»�Û�–�å activex-relay enable �¥�Ð�å�»�†�Q#Ý�M�•�\�
�Ø�î�¨�c  WebVPN �È�Û�˜�¨�?�}  ActiveX �¥�å�º�ß�î�Ý
�†2s�·�[�A�r�M���G�€�}�b�”�É�Ü�£�î�©�Ù�å�[�c�
 WebVPN �­�µ�©�Ù�å�†�Q#Ý�K�Z  ActiveX �¥�å�º
�ß�î�Ý�†�²�˜�å�ß�î�»�>�|�g�”�µ�É�ß�î�»�K�r�M�� ActiveX �Ü�Þ�î�c�
 WebVPN �­�µ�©�Ù�å�@6â�L�•
�r�[�w� �[�M��

�[ ���b�¥�Ð�å�»�c�
 "I���b�¢�Ý�î�É  �Ï�Ü�©�î�_6õ4��Ü�E�}�€�Z�8�•  WebVPN �­�µ�©�Ù�å�b  ActiveX �¥�å
�º�ß�î�Ý�†�–�¿�î�È�Ý�_�K�r�M��

hostname(config-group-policy)# webvpn
hostname(config-group-webvpn)# activex-relay enable
hostname(config-group-webvpn)

���b�¥�Ð�å�»�c�
"I���b�Ø�î�¨�¡�_6õ4��Ü�E�}�€�Z�8�•  WebVPN �­�µ�©�Ù�å�b  ActiveX �¥�å�º�ß�î�Ý
�†�¹�•�­�î�È�Ý�_�K�r�M��

hostname(config-username-policy)# webvpn

enable WebVPN �­�µ�©�Ù�å�b  ActiveX �†�–�¿�î�È�Ý�_�K�r�M��

disable WebVPN �­�µ�©�Ù�å�b  ActiveX �†�¹�•�­�î�È�Ý�_�K�r�M��

�¥�Ð�å�»  �Ô�î�»

�Ç�“�–�”�˜�›�î�Ý  �Ô�î�» �­�Ÿ�×�Ü�¸�•  �¥�å�¸�Ÿ�«�º

�Ý�î�¸�µ�» 3ñ4# �©�å�¢�Ý

�Ð�Ý�³

�¥�å�¸�Ÿ�«
�º �©�«�¸�Ò

�¢�Ý�î�É  �Ï�Ü�©�î  webvpn �¥�å
�Ç�•� �×�Þ�î�©�Ù�å  

• — • — —

�Ø�î�¨�¡  webvpn �¥�å�Ç�•� �×
�Þ�î�©�Ù�å  

• — • — —

�Ü�Ü�î�« �š�f
Æ��

8.0(2) �G�b�¥�Ð�å�»�@�_
°�I�€�r�K�S��
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  activex-relay
hostname(config-username-webvpn)# activex-relay disable
hostname(config-username-webvpn)
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  address-pool >&�º�å�¿�Ý  �¢�Ý�î�É�M+á�“�ö�Ô�î�»>'
address-pool >&�º�å�¿�Ý  �¢�Ý�î�É�M+á�“�ö�Ô�î�»>'
�”�»�Þ�«�†�Ü�Ô�î�º  �¡�Û�–�”�å�º�_�m�~�\�Z�•�S�u�b�”�»�Þ�«  �É�î�Ý�b�Ü�«�º�†�æ���M�•�_�c�
�º�å
�¿�Ý  �¢�Ý�î�É�M+á�“�ö�¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ô�î�»�[  address-pool �¥�Ð�å�»�†�Q#Ý�K�r�M���”�»�Þ
�«  �É�î�Ý�†�P7V�M�•�_�c�
�G�b�¥�Ð�å�»�b  no �g�'�†�Q#Ý�K�r�M��

address-pool [(interface name)] address_pool1 [...address_pool6]

no address-pool [(interface name)] address_pool1 [...address_pool6] 

�S�e�b1��Â

�¹�Ç�›�Ý�º �¹�Ç�›�Ý�º�b�·�8�x�Í�c�6�~�r�O�‡��

�¥�Ð�å�»  �Ô�î�» ���b/²�_�
�¥�Ð�å�»�†
°�Š�[�A�•�Ô�î�»�†&g�K�r�M��

�¥�Ð�å�»�š�T

�Q#Ý�V�b�ž�–�»�Û�–�å �G�€�}�b�¥�Ð�å�»�c�
�–�å�±�î�Ç�™�–�«�H�\�_  1 �X�N�X�
0
�X
°�Š�[�A�r�M���–�å�±�î�Ç�™�–�«�@�æ��
�I�€�Z�8�^�8���œ�
�¥�Ð�å�»�c�Â&g$×�_�g!·�I�€�Z�8�^�8�–�å�±�î�Ç�™�–�«�M�m�Z�_�P�K�Z�¹�Ç�›�Ý�º
�†�æ���K�r�M��

�¢�Ý�î�É  �Ï�Ü�©�î�b  address-pools �¥�Ð�å�»�_�|�•�”�»�Þ�«  �É�î�Ý0¿���c�
�º�å�¿�Ý  �¢�Ý�î�É�b  
address-pool �¥�Ð�å�»�_�|�•�ß�î�•�Ý  �É�î�Ý0¿���†�V�i�A�K�r�M��

�É�î�Ý�b�æ��8p�Î�c5�0[�[�M���­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�[�c�
�G�b�¥�Ð�å�»�[�É�î�Ý�†�æ���K�S
8p�Î�_�‘�W�Z�
�Q�€�}�b�É�î�Ý�?�}�”�»�Þ�«�@�m�~�\�Z�}�€�r�M��

�[ ���_�
0¿���º�å�¿�Ý�M+á�¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ô�î�»�[�
 IPSec �Ü�Ô�î�º  �”�¡�­�«  �º�å�¿�Ý  �¢�Ý�î
�É �¸�«�º#Ý�_�”�»�Þ�«�†�Ü�Ô�î�º  �¡�Û�–�”�å�º�_�m�~�\�Z�•�S�u�b�”�»�Þ�«  �É�î�Ý�b�Ü�«�º�†�æ���M
�•�[�†&g�K�r�M��

hostname(config)# tunnel-group test type remote-access
hostname(config)# tunnel-group test general
hostname(config-tunnel-general)# address-pool (inside) addrpool1 addrpool2 addrpool3
hostname(config-tunnel-general)# 

address_pool ip local pool �¥�Ð�å�»�[0¿���K�S�”�»�Þ�«  �É�î�Ý�b�¡�S�†�æ���K�r�M���q
�±  6 �¶�b�ß�î�•�Ý  �”�»�Þ�«  �É�î�Ý�†�æ���[�A�r�M��

interface name >&�õ�–>'�”�»�Þ�«  �É�î�Ý�_�Q#Ý�M�•�–�å�±�î�Ç�™�–�«�†�æ���K�r�M��

�¥�Ð�å�»  �Ô�î�»

�Ç�“�–�”�˜�›�î�Ý  �Ô�î�» �­�Ÿ�×�Ü�¸�•  �¥�å�¸�Ÿ�«�º

�Ý�î�¸�µ�» 3ñ4# �©�å�¢�Ý

�Ð�Ý�³

�¥�å�¸�Ÿ�«
�º �©�«�¸�Ò

�º�å�¿�Ý  �¢�Ý�î�É�M+á�“�ö�¥�å
�Ç�•� �×�Þ�î�©�Ù�å

• — • — —

�Ü�Ü�î�« �š�f
Æ��

7.0(1) �G�b�¥�Ð�å�»�@�_
°�I�€�r�K�S��
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  address-pool >&�º�å�¿�Ý  �¢�Ý�î�É�M+á�“�ö�Ô�î�»>'
6õ4��¥�Ð�å�» �¥�Ð�å�» 1��Â

ip local pool VPN �Ü�Ô�î�º  �”�¡�­�«  �º�å�¿�Ý�_�Q#Ý�M�•  IP �”�»�Þ�«  �É�î�Ý�†
0¿���K�r�M��

clear configure tunnel-group 0¿���I�€�Z�8�•�M�m�Z�b�º�å�¿�Ý  �¢�Ý�î�É�†�¡�Ü�”�K�r�M��

show running-config 
tunnel-group

�M�m�Z�b�º�å�¿�Ý  �¢�Ý�î�É�r�S�c"I���b�º�å�¿�Ý  �¢�Ý�î�É�b�º�å
�¿�Ý  �¢�Ý�î�É  �¥�å�Ç�•� �×�Þ�î�©�Ù�å�†/²&g�K�r�M��

tunnel-group-map 
default-group

crypto ca certificate map �¥�Ð�å�»�†�Q#Ý�K�Z�8�B�I�€�S0É�Â�i
�Ð�µ�É  �š�å�º�Ü�†�º�å�¿�Ý  �¢�Ý�î�É�_6õ4��Ü�E�r�M��
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'¨  3 'v       acl-netmask-convert �¥�Ð�å�»>|  auto-update timeout �¥�Ð�å�»
  address-pools >&�¢�Ý�î�É  �Ï�Ü�©�î�“�ö�¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ô�î�»>'
address-pools >&�¢�Ý�î�É  �Ï�Ü�©�î�“�ö�¥�å�Ç�•� �×
�Þ�î�©�Ù�å  �Ô�î�»>'

�”�»�Þ�«�†�Ü�Ô�î�º  �¡�Û�–�”�å�º�_�m�~�\�Z�•�S�u�b�”�»�Þ�«  �É�î�Ý�b�Ü�«�º�†�æ���M�•�_�c�
�¢
�Ý�î�É  �Ï�Ü�©�î�“�ö�¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ô�î�»�[  address-pools �¥�Ð�å�»�†�Q#Ý�K�r�M���¢�Ý�î
�É �Ï�Ü�©�î�?�}�“�ö�†�P7V�K�
�9�b�¢�Ý�î�É  �Ï�Ü�©�î  �¯�î�«�?�}�b)E�Ž�†�–�¿�î�È�Ý�_�M�•�_�c�
�G
�b�¥�Ð�å�»�b  no �g�'�†�Q#Ý�K�r�M��

address-pools value address_pool1 [...address_pool6]

no address-pools value address_pool1 [...address_pool6] 

address-pools none

no address-pools none

�S�e�b1��Â

�¹�Ç�›�Ý�º �¹�Ç�›�Ý�º�[�c�
�”�»�Þ�«  �É�î�Ý�b�“�ö�c)E�Ž�†0Á�•�K�r�M��

�¥�Ð�å�»  �Ô�î�» ���b/²�_�
�¥�Ð�å�»�†
°�Š�[�A�•�Ô�î�»�†&g�K�r�M��

�¥�Ð�å�»�š�T

�Q#Ý�V�b�ž�–�»�Û�–�å �G�b�¥�Ð�å�»�_�|�•�”�»�Þ�«  �É�î�Ý0¿���c�
�¢�Ý�î�É
Æ�b�ß�î�•�Ý  �É�î�Ý0¿���†�V�i�A�K�r�M���ß�î
�•�Ý  �”�»�Þ�«�b�m�~�\�Z�_�Q#Ý�M�•�q�±  6 �¶�b�ß�î�•�Ý  �”�»�Þ�«  �É�î�Ý�b�Ü�«�º�†�æ���[�A�r�M��

�É�î�Ý�b�æ��8p�Î�c5�0[�[�M���­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�[�c�
�G�b�¥�Ð�å�»�[�É�î�Ý�†�æ���K�S
8p�Î�_�‘�W�Z�
�Q�€�}�b�É�î�Ý�?�}�”�»�Þ�«�@�m�~�\�Z�}�€�r�M��

address-pools none �¥�Ð�å�»�c�
�G�b�“�ö�@�Ú�b�Ï�Ü�©�î>& DefaultGrpPolicy �^�]>'�?�})E�Ž�I�€�^
�8�|�:�_�K�r�M�� no address pools none �¥�Ð�å�»�c�
 address-pools none �¥�Ð�å�»�†�¥�å�Ç�•� �×
�Þ�î�©�Ù�å�?�}�P7V�K�Z�
�¹�Ç�›�Ý�º�Í>&)E�Ž�b0Á�•>'�_�`�K�r�M��

address_pool ip local pool �¥�Ð�å�»�[0¿���K�S�”�»�Þ�«  �É�î�Ý�b�¡�S�†�æ���K�r�M���q
�±  6 �¶�b�ß�î�•�Ý  �”�»�Þ�«  �É�î�Ý�†�æ���[�A�r�M��

none �”�»�Þ�«  �É�î�Ý�†0¿���K�^�8�G�\�†�æ���K�
�Ú�b�¢�Ý�î�É  �Ï�Ü�©�î�?�}
�b)E�Ž�†�¹�•�­�î�È�Ý�_�K�r�M��

value �”�»�Þ�«�b�m�~�\�Z�_�Q#Ý�M�•�q�±  6 �¶�b�”�»�Þ�«  �É�î�Ý�b�Ü�«�º�†�æ��
�K�r�M��

�¥�Ð�å�»  �Ô�î�»

�Ç�“�–�”�˜�›�î�Ý  �Ô�î�» �­�Ÿ�×�Ü�¸�•  �¥�å�¸�Ÿ�«�º

�Ý�î�¸�µ�» 3ñ4# �©�å�¢�Ý

�Ð�Ý�³

�¥�å�¸�Ÿ�«
�º �©�«�¸�Ò

�¢�Ý�î�É  �Ï�Ü�©�î�“�ö�¥�å�Ç�•
� �×�Þ�î�©�Ù�å

• — • — —

�Ü�Ü�î�« �š�f
Æ��

7.2(1) �G�b�¥�Ð�å�»�@�_
°�I�€�r�K�S��
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'¨  3 'v       acl-netmask-convert �¥�Ð�å�»>|  auto-update timeout �¥�Ð�å�»
  address-pools >&�¢�Ý�î�É  �Ï�Ü�©�î�“�ö�¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ô�î�»>'
�[ ���_�
 GroupPolicy1 �b0¿���M+á�¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ô�î�»�[�
�”�»�Þ�«�†�Ü�Ô�î�º  �¡�Û�–�”�å�º
�_�m�~�\�Z�•�S�u�_�Q#Ý�M�•�”�»�Þ�«  �É�î�Ý�b�Ü�«�º�\�K�Z  pool_1 �>�|�g  pool_20 �†0¿���M�•�[�†&g
�K�r�M��

hostname(config)# ip local pool pool_1 192.168.10.1-192.168.10.100 mask 255.255.0.0
hostname(config)# ip local pool pool_20 192.168.20.1-192.168.20.200 mask 255.255.0.0
hostname(config)# group-policy GroupPolicy1 attributes
hostname(config-group-policy)# address-pools value pool_1 pool_20
hostname(config-group-policy)# 

6õ4��¥�Ð�å�» �¥�Ð�å�» 1��Â

ip local pool VPN �¢�Ý�î�É  �Ï�Ü�©�î�[�Q#Ý�M�•  IP �”�»�Þ�«  �É�î�Ý�†0¿���K�r
�M��

clear configure group-policy 0¿���I�€�Z�8�•�M�m�Z�b�¢�Ý�î�É  �Ï�Ü�©�î�†�¡�Ü�”�K�r�M��

show running-config 
group-policy

�M�m�Z�b�¢�Ý�î�É  �Ï�Ü�©�î�r�S�c"I���b�¢�Ý�î�É  �Ï�Ü�©�î�b�¥�å
�Ç�•� �×�Þ�î�©�Ù�å�†/²&g�K�r�M��
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'¨  3 'v       acl-netmask-convert �¥�Ð�å�»>|  auto-update timeout �¥�Ð�å�»
  admin-context
admin-context
�©�«�¸�Ò  �¥�å�Ç�•� �×�Þ�î�©�Ù�å�b'ö#.�¥�å�¸�Ÿ�«�º�†0¿���M�•�_�c�
�¢�ß�î�Â�Ý  �¥�å�Ç�•� �×�Þ�î
�©�Ù�å  �Ô�î�»�[  admin-context �¥�Ð�å�»�†�Q#Ý�K�r�M���©�«�¸�Ò  �¥�å�Ç�•� �×�Þ�î�©�Ù�å�_�c�
�©�«
�¸�Ò+¬�/�b�¿�µ�º�á�î�¡  �–�å�±�î�Ç�™�–�«�r�S�c�¿�µ�º�á�î�¡0¿���c�µ�r�€�r�O�‡���æ�ƒ�~�_�
�©�«
�¸�Ò�c�
�¿�µ�º�á�î�¡  �Ü�¯�î�«�_�”�¡�­�«�M�•�²0[�@�6�•���œ�_>&�­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«  �¯�Ç
�º�˜�™�”�†�²�˜�å�ß�î�»�K�S�~�
'ö#.*…�_�P�K�Z�Ü�Ô�î�º  �”�¡�­�«�†0Á�•�M�•���œ�^�]>' �
'ö#.�¥�å�¸
�Ÿ�«�º�\�K�Z�æ���I�€�S�¥�å�¸�Ÿ�«�º�b�8�N�€�?�†�Q#Ý�K�r�M��

admin-context name

�S�e�b1��Â

�¹�Ç�›�Ý�º �Ð�Ý�³  �¥�å�¸�Ÿ�«�º  �Ô�î�»�b�‚�K�8�­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�b���œ�
'ö#.�¥�å�¸�Ÿ�«�º�¡�c
�� admin���[�M��

�¥�Ð�å�»  �Ô�î�» ���b/²�_�
�¥�Ð�å�»�†
°�Š�[�A�•�Ô�î�»�†&g�K�r�M��

�¥�Ð�å�»�š�T

�Q#Ý�V�b�ž�–�»�Û�–�å �¥�å�¸�Ÿ�«�º  �¥�å�Ç�•� �×�Þ�î�©�Ù�å�@
Æ4Š�Ç�Û�µ�©�×  �Ó�Ô�Ü�_�6�•7H�~�
�õ�–�b�¥�å�¸�Ÿ�«�º�†'ö
#.�¥�å�¸�Ÿ�«�º�_0¿���[�A�r�M��

#'�~�b'ö#.�¥�å�¸�Ÿ�«�º�†�P7V�M�•�_�c�
 clear configure context �¥�Ð�å�»�†�Q#Ý�K�Z�M�m�Z�b�¥�å�¸
�Ÿ�«�º�†�P7V�M�•�²0[�@�6�~�r�M��

name �¡�S�†�q�±  32 �e�Ð�b�«�º�Ü�å�¢�[0¿���K�r�M���¥�å�¸�Ÿ�«�º�†�r�T��*O�K
�Z�8�^�8���œ�c�
�r�N�G�b�¥�Ð�å�»�['ö#.�¥�å�¸�Ÿ�«�º�¡�†�æ���K�r�M��
���_�
 context �¥�Ð�å�»�†�Q#Ý�K�Z�q�6�_3ã�•�M�•�¥�å�¸�Ÿ�«�º�†�
�æ���K
�S'ö#.�¥�å�¸�Ÿ�«�º�¡�_�M�•�²0[�@�6�~�r�M��

�G�b�¡�S�[�c�±�e�Ð�\�`�e�Ð�@�
�9�I�€�•�S�u�
�S�\�<�d�
 �� customerA��
�>�|�g�� CustomerA���\�8�:  2 �X�b�¥�å�¸�Ÿ�«�º�†�–�â�[�A�r�M���e�Ð�

�X�Ð�
�r�S�c�Á�–�Ç�å�†�Q#Ý�[�A�r�M�@�
�¡�S�b
›8Œ�r�S�c�Ž�•�_�Á�–�Ç
�å�c�Q#Ý�[�A�r�O�‡��

�� System���>�|�g�� Null ��>&�±�e�Ð�\�`�e�Ð�b�g�‰>'�c�£(Ù�I�€�Z�8�•�¡�S
�[�6�~�
�Q#Ý�[�A�r�O�‡��

�¥�Ð�å�»  �Ô�î�»

�Ç�“�–�”�˜�›�î�Ý  �Ô�î�» �­�Ÿ�×�Ü�¸�•  �¥�å�¸�Ÿ�«�º

�Ý�î�¸�µ�» 3ñ4# �©�å�¢�Ý

�Ð�Ý�³

�¥�å�¸�Ÿ�«
�º �©�«�¸�Ò

�¢�ß�î�Â�Ý  �¥�å�Ç�•� �×�Þ�î
�©�Ù�å

• • — — •

�Ü�Ü�î�« �š�f
Æ��

7.0(1) �G�b�¥�Ð�å�»�@�_
°�I�€�r�K�S��
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'¨  3 'v       acl-netmask-convert �¥�Ð�å�»>|  auto-update timeout �¥�Ð�å�»
  admin-context
�[ ���_�
'ö#.�¥�å�¸�Ÿ�«�º�†�� administrator���_0¿���M�•�[�†&g�K�r�M��

hostname(config)# admin-context administrator

6õ4��¥�Ð�å�» �¥�Ð�å�» 1��Â

clear configure context �©�«�¸�Ò  �¥�å�Ç�•� �×�Þ�î�©�Ù�å�?�}�M�m�Z�b�¥�å�¸�Ÿ�«�º�†�P7V�K�r�M��

context �©�«�¸�Ò  �¥�å�Ç�•� �×�Þ�î�©�Ù�å�_�¥�å�¸�Ÿ�«�º�†0¿���K�
�¥�å�¸�Ÿ�«�º  
�¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ô�î�»�†6ä���K�r�M��

show admin-context #'�~�b'ö#.�¥�å�¸�Ÿ�«�º�¡�†/²&g�K�r�M��
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'¨  3 'v       acl-netmask-convert �¥�Ð�å�»>|  auto-update timeout �¥�Ð�å�»
  alias
alias
�”�»�Þ�«�†�m�·�[�š�n�K�
 DNS �Â'Å�†�š�f�M�•�_�c�
�¢�ß�î�Â�Ý  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ô�î�»�[  
alias �¥�Ð�å�»�†�Q#Ý�K�r�M�� alias �¥�Ð�å�»�†�P7V�M�•�_�c�
�G�b�¥�Ð�å�»�b  no �g�'�†�Q#Ý�K�r�M��

alias (interface_name) real_ip mapped_ip [netmask]

no alias (interface_name) real_ip mapped_ip [netmask]

�S�e�b1��Â

�¹�Ç�›�Ý�º �¹�Ç�›�Ý�º�b�·�8�x�Í�c�6�~�r�O�‡��

�¥�Ð�å�»  �Ô�î�» ���b/²�_�
�¥�Ð�å�»�†
°�Š�[�A�•�Ô�î�»�†&g�K�r�M��

�¥�Ð�å�»�š�T

�Q#Ý�V�b�ž�–�»�Û�–�å �G�b�¥�Ð�å�»�b�µ+��c�
�¥4Š  NAT �¥�Ð�å�»>& dns �Ÿ�î�á�î�»�†�æ���K�S  nat �¥�Ð�å�»�x  static �¥�Ð�å
�»>'�_*(�A�n�<�}�€�Z�8�r�M�� alias �¥�Ð�å�»�b�æ�ƒ�~�_�
�¥4Š  NAT �¥�Ð�å�»�†�Q#Ý�M�•�G�\�†�N�á�K
�r�M��

��
›�”�»�Þ�«�_�P�K�Z�”�»�Þ�«�š�n�†��/œ�M�•�_�c�
�G�b�¥�Ð�å�»�†�Q#Ý�K�r�M���S�\�<�d�
�Í�«�º�@
�Ã�£�µ�º�†  209.165.201.1 �_3æ�™�M�•���œ�c�
 alias �¥�Ð�å�»�†�Q#Ý�K�Z�
�º�Û�Ç�•�µ�¡�†  
209.165.201.30 �^�]�b�9�b�”�»�Þ�«�_�Ü�²�–�Þ�¡�º�K�r�M��

>&�@>' alias �¥�Ð�å�»�†�Ú�b�”�»�Þ�«�b�š�n�[�c�^�C  DNS �b�i�A�n�<�_�Q#Ý�M�•���œ�c�
�š�–�Ü�”�«�P�Â�–�å
�±�î�Ç�™�–�«�[  proxy-arp  �†�¹�•�­�î�È�Ý�_�K�r�M�� �­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�@�M+á$×�^  NAT ��
#.�b�S�u�_  proxy-arp  �[�º�Û�Ç�•�µ�¡�†+¬3��_�,�A�$�O�^�8�|�:�_�M�•�_�c�
 sysopt noproxyarp �¥
�Ð�å�»�†�Q#Ý�K�r�M��

(interface_name) �Ð�µ�Æ�å�¢�I�€�S  IP �”�»�Þ�«���Z�b�º�Û�Ç�•�µ�¡#Ý�b
°�Š�–�å�±�î�Ç�™�–�«
>&�r�S�c�Ð�µ�Æ�å�¢�I�€�S  IP �”�»�Þ�«�?�}�b�º�Û�Ç�•�µ�¡#Ý�b���Š�–�å�±�î
�Ç�™�–�«>'�b�¡�S�†�æ���K�r�M���¥�Ð�å�»�_�•�µ�¥�†�µ�u�Z�C�T�I�8��

mapped_ip ��7•�b  IP �”�»�Þ�«�b�š�n
›  IP �”�»�Þ�«�†�æ���K�r�M��

netmask >&�õ�–>'�g�‰�b  IP �”�»�Þ�«�b�§�È�¿�µ�º  �Ð�«�¡�†�æ���K�r�M���Í�«�º  �Ð�«�¡�b
���œ�c�
 255.255.255.255 �\
°�Š�K�r�M��

real_ip ��7•�b  IP �”�»�Þ�«�†�æ���K�r�M��

�¥�Ð�å�»  �Ô�î�»

�Ç�“�–�”�˜�›�î�Ý  �Ô�î�» �­�Ÿ�×�Ü�¸�•  �¥�å�¸�Ÿ�«�º

�Ý�î�¸�µ�» 3ñ4# �©�å�¢�Ý

�Ð�Ý�³

�¥�å�¸�Ÿ�«
�º �©�«�¸�Ò

�¢�ß�î�Â�Ý  �¥�å�Ç�•� �×�Þ�î
�©�Ù�å

• — • • —

�Ü�Ü�î�« �š�f
Æ��

�¤�Ñ �G�b�¥�Ð�å�»�c�¤�Ñ�[�M��
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'¨  3 'v       acl-netmask-convert �¥�Ð�å�»>|  auto-update timeout �¥�Ð�å�»
  alias
alias �¥�Ð�å�»�†�š�f�r�S�c�P7V�K�S�‹�c�
 clear xlate �¥�Ð�å�»�†�Q#Ý�K�r�M��

DNS �°�î�å  �Ç�“�–�Ý�_�
 alias �¥�Ð�å�»
Æ�b�� dnat���”�»�Þ�«�b  A>&�”�»�Þ�«>'�Þ�¥�î�»�@�Ñ�~�K�Z�8
�•�²0[�@�6�~�r�M��

alias �¥�Ð�å�»�_�c  2 �X�b�Q#Ý�‰�2�@�6�~�r�M�����_�Q�b�+$��†&g�K�r�M��

• �­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�@  mapped_ip ���Z�b�Ã�£�µ�º�†�v�“�K�S���œ�c�
�Q�b�Ã�£�µ�º�†  
real_ip �_3æ�™�M�•�|�:�_  alias �¥�Ð�å�»�†0¿���[�A�r�M��

• �­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�@�­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�_�`�I�€�S  real_ip ���Z�b  DNS �Ã
�£�µ�º�†�v�“�K�S���œ�c�
 DNS �Ã�£�µ�º�†�š�f�K�Z�
��
›�¿�µ�º�á�î�¡  �”�»�Þ�«�†  mapped_ip �_
�š�f�M�•�|�:�_  alias �¥�Ð�å�»�†0¿���[�A�r�M��

alias �¥�Ð�å�»�c�
+¬�·$×�_�¿�µ�º�á�î�¡�V�b  DNS �§�î�Â�\3û�™�K�Z�
�š�–�Ü�”�«�@0¿���I�€�S  IP �”
�»�Þ�«�l�b�»�Ó�–�å�¡�_�|�•�”�¡�­�«�†3ñ4#$×�_��#.�K�r�M��

real_ip IP �”�»�Þ�«�\  mapped_ip IP �”�»�Þ�«�_�¿�µ�º�á�î�¡  �”�»�Þ�«�†�Q#Ý�K�Z�
�¿�µ�º  �š�–�Ü�”�«
�†�æ���K�r�M���S�\�<�d�
 alias 192.168.201.0 209.165.201.0 255.255.255.224 �¥�Ð�å�»�†��/œ�M�•�\�

209.165.201.1 >|  209.165.201.30 �b�›  IP �”�»�Þ�«�b�š�–�Ü�”�«�@�8�B�I�€�r�M��

static �¥�Ð�å�»�\  access-list �¥�Ð�å�»�[  alias mapped_ip �”�»�Þ�«�_�”�¡�­�«�M�•�_�c�
 access-list �¥
�Ð�å�»�[�
0Á�•�I�€�•�º�Û�Ç�•�µ�¡�b$Î�™
–�”�»�Þ�«�\�K�Z  mapped_ip �”�»�Þ�«�†�æ���K�r�M�����_
�[�†&g�K�r�M��

hostname(config)# alias (inside) 192.168.201.1 209.165.201.1 255.255.255.255
hostname(config)# static (inside,outside) 209.165.201.1 192.168.201.1 netmask 
255.255.255.255
hostname(config)# access-list acl_out permit tcp host 192.168.201.1 host 209.165.201.1 eq 
ftp-data
hostname(config)# access-group acl_out in interface outside


Æ4Š�”�»�Þ�«  192.168.201.1 �†��
›�”�»�Þ�«  209.165.201.1 �_�Ð�µ�Æ�å�¢�K�Z�
�š�–�Ü�”�«�†�æ���K�Z
�8�r�M��


Æ4Š�¿�µ�º�á�î�¡  �¡�Û�–�”�å�º  209.165.201.2 �@ example.com �_�K)F�M�•�\�

Æ4Š�¡�Û�–�”�å�º�b�¡
�š�Ü�î�_�P�M�•�¥4Š  DNS �§�î�Â�?�}�b  DNS �Â'Å�@�­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�_�|�W�Z  
192.168.201.29 �_�š�f�I�€�r�M�� �­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�@�¢�ß�î�Â�Ý  �É�î�Ý  IP �”�»�Þ�«�\�K�Z  
209.165.200.225 >|  209.165.200.254 �†�Q#Ý�M�•���œ�
�Ã�£�µ�º�c  SRC=209.165.201.2 �>�|�g  
DST=192.168.201.29 �[�­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�_3æ�™�I�€�r�M���­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«
�c�
�”�»�Þ�«�†�¥4Š�b  SRC=209.165.200.254 �\  DST=209.165.201.29 �_�š�n�K�r�M��

�[ ���_�

Æ4Š�¿�µ�º�á�î�¡�_  IP �”�»�Þ�«  209.165.201.29 �@�µ�r�€�Z�8�•�[�†&g�K�r�M���G�b�”�»�Þ�«�c
�–�å�±�î�¿�µ�º�V�_�6�~�
 example.com �_�“�K�Z�8�r�M��
Æ4Š�¡�Û�–�”�å�º�@  example.com �_�”�¡�­
�«�K�|�:�\�K�Z�v�
 209.165.201.29 �c�ß�î�•�Ý�b
Æ4Š�¿�µ�º�á�î�¡�V�_�6�•�\0b�^�I�€�•�S�u�
�Ã
�£�µ�º�c�­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�_3æ�™�I�€�r�O�‡���G�b�·�8�†�Ÿ�G�M�•�_�c�
 alias �¥�Ð�å�»�†
���b�|�:�_�Q#Ý�K�r�M��

hostname(config)# alias (inside) 192.168.201.0 209.165.201.0 255.255.255.224

hostname(config)# show running-config alias
alias 192.168.201.0 209.165.201.0 255.255.255.224

���_�

Æ4Š�b  10.1.1.11 �_�6�•  Web �§�î�Â�\  209.165.201.11 �[�8�B�I�€�S  static �¥�Ð�å�»�b�[�†&g�K
�r�M���¯�î�«  �Í�«�º�c�¥4Š�_�6�~�
�”�»�Þ�«�c  209.165.201.7 �[�M���¥4Š�b  DNS �§�î�Â�_�c�
���_&g
�M�|�:�_  www.example.com �b�Þ�¥�î�»�@�6�~�r�M��

dns-server# www.example.com. IN A 209.165.201.11

�»�Ó�–�å�¡  www.example.com. �b�Ž�•�b�Æ�Ü�œ�»�c  �²0[�[�M��
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  alias
���_�
 alias �¥�Ð�å�»�b�Q#Ý�[�†&g�K�r�M��

hostname(config)# alias 10.1.1.11 209.165.201.11 255.255.255.255

�­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«  �c�

Æ4Š�¡�Û�–�”�å�º#Ý�b�¿�î�Ò�§�î�Â�Â'Å�†  10.1.1.11 �_�š�f�K�Z�

Web �§�î�Â�_%$�K�K)F�[�A�•�|�:�_�K�r�M��

�”�¡�­�«�†�•+��_�M�•�_�c�
���b�¥�Ð�å�»�v�²0[�[�M��

hostname(config)# static (inside,outside) 209.165.201.11 10.1.1.11

hostname(config)# access-list acl_grp permit tcp host 209.165.201.7 host 209.165.201.11 eq 
telnet
hostname(config)# access-list acl_grp permit tcp host 209.165.201.11 eq telnet host 
209.165.201.7

6õ4��¥�Ð�å�» �¥�Ð�å�» 1��Â

access-list extended �”�¡�­�«  �Ü�«�º�†�8�B�K�r�M��

clear configure alias �M�m�Z�b alias �¥�Ð�å�»�†�¥�å�Ç�•� �×�Þ�î�©�Ù�å�?�}�P7V�K�r�M��

show running-config 
alias

�¥�å�Ç�•� �×�Þ�î�©�Ù�å
Æ�b�¹�×�”�Ý  NAT �¥�Ð�å�»�\5�0
�K�Z�8�•�”�»�Þ
�«�†/²&g�K�r�M��

static �ß�î�•�Ý  IP �”�»�Þ�«�†�¢�ß�î�Â�Ý  IP �”�»�Þ�«�_�
�r�S�c�ß�î�•�Ý  �Ï�î�º
�†�¢�ß�î�Â�Ý  �Ï�î�º�_�Ð�µ�Æ�å�¢�M�•�G�\�_�|�W�Z�
 1 �P 1 �b�”�»�Þ�«�š
�n�Ý�î�Ý�†0¿���K�r�M��
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  allocate-interface
allocate-interface
�–�å�±�î�Ç�™�–�«�†�­�Ÿ�×�Ü�¸�•  �¥�å�¸�Ÿ�«�º�_�m�~�\�Z�•�_�c�
�¥�å�¸�Ÿ�«�º  �¥�å�Ç�•� �×�Þ�î
�©�Ù�å  �Ô�î�»�[  allocate-interface �¥�Ð�å�»�†�Q#Ý�K�r�M���–�å�±�î�Ç�™�–�«�†�¥�å�¸�Ÿ�«�º�?�}�P7V
�M�•�_�c�
�G�b�¥�Ð�å�»�b  no �g�'�†�Q#Ý�K�r�M��

allocate-interface physical_interface [map_name] [visible | invisible]

no allocate-interface physical_interface

allocate-interface physical_interface.subinterface[-physical_interface.subinterface] 
[map_name[-map_name]] [ visible | invisible]

no allocate-interface physical_interface.subinterface[-physical_interface.subinterface]

�S�e�b1��Â

�¹�Ç�›�Ý�º �Ð�µ�Æ�å�¢�¡�†0¿���K�S���œ�
�¹�Ç�›�Ý�º�[�c�
 show interface �¥�Ð�å�»�b���Š�_�–�å�±�î�Ç�™�–�«  
ID �c/²&g�I�€�r�O�‡��

invisible >&�¹�Ç�›�Ý�º>'�¥�å�¸�Ÿ�«�º  �Ø�î�¨�@  show interface �¥�Ð�å�»�[�Ð�µ�Æ�å
�¢�¡>&0¿���I�€�Z�8�•���œ>'�T�E�†/²&g�[�A�•�|�:�_�K�r�M��

map_name >&�õ�–>'�Ð�µ�Æ�å�¢�¡�†0¿���K�r�M��

map_name �c�
�–�å�±�î�Ç�™�–�«  ID �b�æ�ƒ�~�_�¥�å�¸�Ÿ�«�º
Æ�[�Q#Ý�[�A
�•�–�å�±�î�Ç�™�–�«�b,e�X�Ð�b�š�–�Ü�”�«�[�M���Ð�µ�Æ�å�¢�¡�†�æ���K�^
�8���œ�
�–�å�±�î�Ç�™�–�«  ID �@�¥�å�¸�Ÿ�«�º
Æ�[�Q#Ý�I�€�r�M���­�Ÿ�×�Ü
�¸�•�b�S�u�_�
�¥�å�¸�Ÿ�«�º�[�Q#Ý�I�€�Z�8�•�–�å�±�î�Ç�™�–�«�†�¥�å�¸
�Ÿ�«�º'ö#.*…�_%±�}�O�^�8���œ�@�6�~�r�M��

�Ð�µ�Æ�å�¢�¡�c�”�Ý�Ç�“�Ë�µ�º�[���r�~�
�”�Ý�Ç�“�Ë�µ�º�r�S�c�X�Ð�[)

�ƒ�•�²0[�@�6�~�r�M���Q�b6ë�b�e�Ð�_�c�
�”�Ý�Ç�“�Ë�µ�º�
�X�Ð�
�r�S�c
�W)z�b�s�†�Q#Ý�[�A�r�M���S�\�<�d�
���b�¡�S�†�Q#Ý�[�A�r�M��

int0

inta

int_0

�§�È�–�å�±�î�Ç�™�–�«�b���œ�c�
�Ð�µ�Æ�å�¢�¡�b(
�V�†�æ���[�A�r�M��

(
�V�b0ò(ý�_�X�8�Z�c�
 �� �Q#Ý�V�b�ž�–�»�Û�–�å ���†�g!·�K�Z�C�T�I�8��

physical_interface gigabitethernet0/1 �^�]�b�–�å�±�î�Ç�™�–�«  ID �†0¿���K�r�M���w� �Í�_�X
�8�Z�c�
 interface �¥�Ð�å�»�†�g!·�K�Z�C�T�I�8���–�å�±�î�Ç�™�–�«  �±�–�É
�\�Ï�î�º$��•�b6ë�_�«�Ì�î�«�†�µ�u�^�8�[�C�T�I�8��

subinterface �§�È�–�å�±�î�Ç�™�–�«$��•�†0¿���K�r�M���§�È�–�å�±�î�Ç�™�–�«�b(
�V�†
�æ���[�A�r�M��

visible >&�õ�–>'�Ð�µ�Æ�å�¢�¡�†0¿���K�S���œ�[�v�
�¥�å�¸�Ÿ�«�º  �Ø�î�¨�@  show 
interface �¥�Ð�å�»�["@#.�–�å�±�î�Ç�™�–�«�b�É�ß�Ã�¸�•�†/²&g�[�A�•�|�:
�_�K�r�M��
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'¨  3 'v       acl-netmask-convert �¥�Ð�å�»>|  auto-update timeout �¥�Ð�å�»
  allocate-interface
�¥�Ð�å�»  �Ô�î�» ���b/²�_�
�¥�Ð�å�»�†
°�Š�[�A�•�Ô�î�»�†&g�K�r�M��

�¥�Ð�å�»�š�T

�Q#Ý�V�b�ž�–�»�Û�–�å �G�b�¥�Ð�å�»�†0
�X�G
°�Š�K�Z�
$��^�•(
�V�†�æ���[�A�r�M���Ð�µ�Æ�å�¢�¡�r�S�c/²&g0¿���†�š�f�M�•
�_�c�
"I���b�–�å�±�î�Ç�™�–�«  ID �_�P�K�Z�¥�Ð�å�»�†
Ì
°�Š�K�
�‚�K�8�Í�†0¿���K�r�M�� no 
allocate-interface �¥�Ð�å�»�†
°�Š�K�Z�q�6�?�}�x�~%$�M�²0[�c�6�~�r�O�‡�� allocate-interface �¥�Ð�å
�»�†�P7V�M�•�\�
�­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�_�|�W�Z�
�¥�å�¸�Ÿ�«�º
Æ�b�–�å�±�î�Ç�™�–�«6õ4��b
�¥�å�Ç�•� �×�Þ�î�©�Ù�å�@�M�m�Z�P7V�I�€�r�M��

�º�Û�å�«�Ì�”�Þ�å�º  �Ç�“�–�”�˜�›�î�Ý  �Ô�î�»�[�c�
 2 �X�b�–�å�±�î�Ç�™�–�«�b�s�@�º�Û�Ç�•�µ�¡�†3û
4#�I�O�•�G�\�@�[�A�r�M���S�T�K�
 ASA 4:�Â�º�­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�[�c�
�S#Ý�b'ö#.�–�å
�±�î�Ç�™�–�«  Management 0/0>&"@#.�–�å�±�î�Ç�™�–�«�r�S�c�§�È�–�å�±�î�Ç�™�–�«>'�†'ö#.�º�Û
�Ç�•�µ�¡#Ý�b'¨  3 �b�–�å�±�î�Ç�™�–�«�\�K�Z�Q#Ý�[�A�r�M��

>&�@>' �º�Û�å�«�Ì�”�Þ�å�º  �Ô�î�»�b'ö#.�–�å�±�î�Ç�™�–�«�c�
 MAC �”�»�Þ�«  �¸�î�È�Ý�_�^�8�Ã�£�µ�º�†�–
�å�±�î�Ç�™�–�«�_�Ç�Û�µ�¹�•�å�¢�K�r�O�‡��

�Ý�î�¸�µ�»  �Ô�î�»�[�c�
�²0[�_�Â�L�Z� �L�–�å�±�î�Ç�™�–�«�†0
�X�b�¥�å�¸�Ÿ�«�º�_�m�~�\�Z�•�G�\
�@�[�A�r�M���º�Û�å�«�Ì�”�Þ�å�º  �Ô�î�»�[�c�
�–�å�±�î�Ç�™�–�«�†
¹�w�[�A�r�O�‡��

�§�È�–�å�±�î�Ç�™�–�«�b(
�V�†�æ���M�•���œ�c�
�Ð�µ�Æ�å�¢�¡�b�M+´(
�V�†�æ���[�A�r�M��(
�V�_�X�8
�Z�c�
���b�ž�–�»�Û�–�å�_�‘�W�Z�C�T�I�8��

• �Ð�µ�Æ�å�¢�¡�c�
�”�Ý�Ç�“�Ë�µ�º4Š�(�\�
�Q�€�_)F�C�X�Í4Š�(�[�S�B�M�•�²0[�@�6�~�r�M���Ð�µ�Æ
�å�¢�¡�b�”�Ý�Ç�“�Ë�µ�º4Š�(�c�
(
�V�b�g'ƒ�[�M+´�K�Z�8�•�²0[�@�6�~�r�M���S�\�<�d�
���b�|�:
�^(
�V�†
°�Š�K�r�M��

int0-int10

�S�\�<�d�
 gigabitethernet0/1.1-gigabitethernet0/1.5 happy1-sad5 �\
°�Š�K�S���œ�
�¥�Ð�å�»�c
�»�K�K�r�M��

• �Ð�µ�Æ�å�¢�¡�b�X�Í4Š�(�_�c�
�§�È�–�å�±�î�Ç�™�–�«�b(
�V�\� �L�¶�X�b�X�Í�†�µ�u�•�²0[�@�6�~
�r�M���S�\�<�d�
���b�[�[�c�
�g�‰�b(
�V�_  100 �¶�b�–�å�±�î�Ç�™�–�«�@�µ�r�€�Z�8�r�M��

gigabitethernet0/0.100-gigabitethernet0/0.199 int1-int100

�S�\�<�d�
 gigabitethernet0/0.100-gigabitethernet0/0.199 int1-int15 �\
°�Š�K�S���œ�
�¥�Ð�å�»
�c�»�K�K�r�M��

�¥�Ð�å�»  �Ô�î�»

�Ç�“�–�”�˜�›�î�Ý  �Ô�î�» �­�Ÿ�×�Ü�¸�•  �¥�å�¸�Ÿ�«�º

�Ý�î�¸�µ�» 3ñ4# �©�å�¢�Ý

�Ð�Ý�³

�¥�å�¸�Ÿ�«
�º �©�«�¸�Ò

�¥�å�¸�Ÿ�«�º  �¥�å�Ç�•� �×�Þ�î
�©�Ù�å

• • — — •

�Ü�Ü�î�« �š�f
Æ��

7.0(1) �G�b�¥�Ð�å�»�@�_
°�I�€�r�K�S��
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  allocate-interface
�[ ���_�
 gigabitethernet0/1.100�
 gigabitethernet0/1.200�
�>�|�g  gigabitethernet0/2.300 >|  
gigabitethernet0/1.305 �†�¥�å�¸�Ÿ�«�º�_�m�~�\�Z�•�[�†&g�K�r�M���Ð�µ�Æ�å�¢�¡�c�
 int1 >|  int8 �[�M��

hostname(config-ctx)# allocate-interface gigabitethernet0/1.100 int1
hostname(config-ctx)# allocate-interface gigabitethernet0/1.200 int2
hostname(config-ctx)# allocate-interface gigabitethernet0/2.300-gigabitethernet0/2.305 
int3-int8

6õ4��¥�Ð�å�» �¥�Ð�å�» 1��Â
context �©�«�¸�Ò  �¥�å�Ç�•� �×�Þ�î�©�Ù�å�_�­�Ÿ�×�Ü�¸�•  �¥�å�¸�Ÿ�«�º�†�8�B�K�


�¥�å�¸�Ÿ�«�º  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ô�î�»�†6ä���K�r�M��

interface �–�å�±�î�Ç�™�–�«�†0¿���K�
�–�å�±�î�Ç�™�–�«  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  
�Ô�î�»�†6ä���K�r�M��

show context �¥�å�¸�Ÿ�«�º�b�Ü�«�º>&�©�«�¸�Ò��/œ�«�Ì�î�«>'�r�S�c#'�~�b�¥�å�¸�Ÿ�«
�º�_6õ�M�•�_���†/²&g�K�r�M��

show interface �–�å�±�î�Ç�™�–�«�b��/œ�ì�«�¸�î�±�«�\)+0£�_���†/²&g�K�r�M��

vlan �§�È�–�å�±�î�Ç�™�–�«�_  VLAN ID �†�m�~�\�Z�r�M��
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allocate-ips
IPS �ì�•�­�å�§�î�†�­�Ÿ�×�Ü�¸�•  �¥�å�¸�Ÿ�«�º�_�m�~�\�Z�•�_�c�
 AIP SSM�@�–�å�«�º�î�Ý�I�€�Z�8
�•���œ�_�c�
�¥�å�¸�Ÿ�«�º  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ô�î�»�[  allocate-ips �¥�Ð�å�»�†�Q#Ý�K�r�M���ì
�•�­�å�§�î�†�¥�å�¸�Ÿ�«�º�?�}�P7V�M�•�_�c�
�G�b�¥�Ð�å�»�b  no �g�'�†�Q#Ý�K�r�M��

allocate-ips sensor_name [mapped_name] [default]

no allocate-ips sensor_name [mapped_name] [default]

�S�e�b1��Â

�¹�Ç�›�Ý�º �¹�Ç�›�Ý�º�b�·�8�x�Í�c�6�~�r�O�‡��

default >&�õ�–>'�¥�å�¸�Ÿ�«�º�H�\�_  1 �X�b�­�å�§�î�†�¹�Ç�›�Ý�º  �­�å�§�î�\�K�Z0¿
���K�r�M���¥�å�¸�Ÿ�«�º  �¥�å�Ç�•� �×�Þ�î�©�Ù�å�[�­�å�§�î�¡�@�æ���I�€
�Z�8�^�8���œ�c�
�¥�å�¸�Ÿ�«�º�[�G�b�¹�Ç�›�Ý�º  �­�å�§�î�@�Q#Ý�I�€�r�M��
�¥�å�¸�Ÿ�«�º�H�\�_0¿���[�A�•�¹�Ç�›�Ý�º  �­�å�§�î�c  1 �X�b�s�[�M���¹
�Ç�›�Ý�º  �­�å�§�î�†�š�f�M�•���œ�c�
 no allocate-ips sensor_name �¥�Ð�å
�»�†
°�Š�K�Z#'�~�b�¹�Ç�›�Ý�º  �­�å�§�î�†�P7V�K�Z�?�}�
�‚�K�8�¹�Ç�›�Ý
�º  �­�å�§�î�†�m�~�\�Z�r�M���­�å�§�î�†�¹�Ç�›�Ý�º�\�K�Z�æ���O�N�
�¥�å
�¸�Ÿ�«�º  �¥�å�Ç�•� �×�Þ�î�©�Ù�å�_�­�å�§�î�¡�@�µ�r�€�Z�8�^�8���œ�
�º
�Û�Ç�•�µ�¡�c  AIP SSM �b�¹�Ç�›�Ý�º  �­�å�§�î�†�Q#Ý�K�r�M��

mapped_name >&�õ�–>'�¥�å�¸�Ÿ�«�º
Æ�[��7•�b�­�å�§�î�¡�b�æ�ƒ�~�_�Q#Ý�[�A�•�­�å�§�î
�¡�b�š�–�Ü�”�«�\�K�Z�
�Ð�µ�Æ�å�¢�¡�†0¿���K�r�M���Ð�µ�Æ�å�¢�¡�†�æ��
�K�^�8���œ�
�­�å�§�î�¡�@�¥�å�¸�Ÿ�«�º
Æ�[�Q#Ý�I�€�r�M���­�Ÿ�×�Ü�¸�•
�b�S�u�_�
�¥�å�¸�Ÿ�«�º�[�Q#Ý�I�€�Z�8�•�­�å�§�î�†�¥�å�¸�Ÿ�«�º'ö#.*…
�_%±�}�O�^�8���œ�@�6�~�r�M���r�S�c�
�¥�å�¸�Ÿ�«�º  �¥�å�Ç�•� �×�Þ�î
�©�Ù�å�†�M+á�ì�M�•���œ�v�6�~�r�M���S�\�<�d�
�M�m�Z�b�¥�å�¸�Ÿ�«�º�[

�� sensor1���>�|�g�� sensor2���\�8�:�­�å�§�î�†�Q#Ý�M�•���œ�
�¥�å�¸�Ÿ�«
�º  A �b  sensor1 �\  sensor2 �_�� highsec���­�å�§�î�\�� lowsec���­�å�§�î�†
�Ð�µ�Æ�å�¢�K�
�¥�å�¸�Ÿ�«�º  B �b  sensor1 �\  sensor2 �_�� medsec���­�å
�§�î�\�� lowsec���­�å�§�î�†�Ð�µ�Æ�å�¢�[�A�r�M��

sensor_name AIP SSM �_0¿���I�€�Z�8�•�­�å�§�î�¡�†0¿���K�r�M�� AIP SSM �_0¿���I�€
�Z�8�•�­�å�§�î�†/²&g�M�•�_�c�
 allocate-ips ? �\
°�Š�K�r�M���Q#Ý�•+��^
�M�m�Z�b�­�å�§�î�@/²&g�I�€�r�M�� show ips �¥�Ð�å�»�†
°�Š�M�•�G�\�v�[
�A�r�M���©�«�¸�Ò��/œ�«�Ì�î�«�[  show ips �¥�Ð�å�»�†
°�Š�M�•�\�
�Q#Ý�•
+��^�M�m�Z�b�­�å�§�î�@/²&g�I�€�r�M���G�b�¥�Ð�å�»�†�¥�å�¸�Ÿ�«�º�[
°
�Š�M�•�\�
�Q�b�¥�å�¸�Ÿ�«�º�_�M�[�_�m�~�\�Z�}�€�Z�8�•�­�å�§�î�@/²&g
�I�€�r�M�� AIP SSM �_�r�T�Ñ�~�K�^�8�­�å�§�î�¡�†�æ���K�S���œ�c�
�š
�Û�î�@/²&g�I�€�r�M�@�
 allocate-ips �¥�Ð�å�»�c�Q�b�r�r
°�Š�I�€�r�M��
AIP SSM �_�Q�b�¡�S�b�­�å�§�î�@�8�B�I�€�•�r�[�
�¥�å�¸�Ÿ�«�º�c�Q�b�­
�å�§�î�@�²�˜�å�K�Z�8�•�\0b�^�K�r�M��
3-24
Cisco Security Appliance �¥�Ð�å�»  �Ü�Ç�“�Þ�å�«

OL-12173-02-J



'¨  3 'v       acl-netmask-convert �¥�Ð�å�»>|  auto-update timeout �¥�Ð�å�»
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�¥�Ð�å�»  �Ô�î�» ���b/²�_�
�¥�Ð�å�»�†
°�Š�[�A�•�Ô�î�»�†&g�K�r�M��

�¥�Ð�å�»�š�T

�Q#Ý�V�b�ž�–�»�Û�–�å �›�¥�å�¸�Ÿ�«�º�_  1 �X�è�V�b  IPS �ì�•�­�å�§�î�†�m�~�\�Z�•�G�\�@�[�A�r�M���Q�b�‹�
 ips �¥�Ð�å�»�†
�Q#Ý�K�Z AIP SSM �_�º�Û�Ç�•�µ�¡�†3æ�™�M�•�|�:�_�¥�å�¸�Ÿ�«�º�†0¿���M�•�\�A�_�
�¥�å�¸�Ÿ�«�º�_
�m�~�\�Z�}�€�Z�8�•�­�å�§�î�†�æ���[�A�r�M���¥�å�¸�Ÿ�«�º�_�m�~�\�Z�}�€�Z�8�^�8�­�å�§�î�c�æ���[
�A�r�O�‡���¥�å�¸�Ÿ�«�º�_�­�å�§�î�@�m�~�\�Z�}�€�Z�8�^�8���œ�c�
 AIP SSM �_0¿���I�€�Z�8�•�¹
�Ç�›�Ý�º  �­�å�§�î�@�Q#Ý�I�€�r�M��� �L�­�å�§�î�†0
�X�b�¥�å�¸�Ÿ�«�º�_�m�~�\�Z�•�G�\�@�[�A�r�M��

>&�@>' �ì�•�­�å�§�î�†�Q#Ý�M�•�S�u�_�Ð�Ý�³  �¥�å�¸�Ÿ�«�º  �Ô�î�»�†6ä���M�•�²0[�c�6�~�r�O�‡���©�å�¢�Ý  
�Ô�î�»�[�º�Û�Ç�•�µ�¡  �Ç�ß�î�H�\�_$��^�•�­�å�§�î�†�Q#Ý�[�A�r�M��

�[ ���_�
 sensor1 �\  sensor2 �†�¥�å�¸�Ÿ�«�º  A �_�
 sensor1 �\  sensor3 �†�¥�å�¸�Ÿ�«�º  B �_�m�~�\�Z�•�[
�†&g�K�r�M���g�‰�b�¥�å�¸�Ÿ�«�º�[�
�­�å�§�î�¡�†�� ips1���\�� ips2���_�Ð�µ�Æ�å�¢�K�r�M���¥�å�¸�Ÿ
�«�º  A �[�c  sensor1 �†�¹�Ç�›�Ý�º  �­�å�§�î�\�K�Z0¿���K�r�M�@�
�¥�å�¸�Ÿ�«�º  B �[�c�¹�Ç�›�Ý�º�†0¿
���K�^�8�S�u�
 AIP SSM�_0¿���I�€�Z�8�•�¹�Ç�›�Ý�º�@�Q#Ý�I�€�r�M��

hostname(config-ctx)#  context  A
hostname(config-ctx)# allocate-interface gigabitethernet0/0.100 int1
hostname(config-ctx)# allocate-interface gigabitethernet0/0.102 int2
hostname(config-ctx)# allocate-interface gigabitethernet0/0.110-gigabitethernet0/0.115 
int3-int8
hostname(config-ctx)# allocate-ips sensor1 ips1 default
hostname(config-ctx)# allocate-ips sensor2 ips2
hostname(config-ctx)# config-url  ftp://user1:passw0rd@10.1.1.1/configlets/test.cfg
hostname(config-ctx)# member gold

hostname(config-ctx)#  context  sample
hostname(config-ctx)# allocate-interface gigabitethernet0/1.200 int1
hostname(config-ctx)# allocate-interface gigabitethernet0/1.212 int2
hostname(config-ctx)# allocate-interface gigabitethernet0/1.230-gigabitethernet0/1.235 
int3-int8
hostname(config-ctx)# allocate-ips sensor1 ips1
hostname(config-ctx)# allocate-ips sensor3 ips2
hostname(config-ctx)# config-url  ftp://user1:passw0rd@10.1.1.1/configlets/sample.cfg
hostname(config-ctx)# member silver

�¥�Ð�å�»  �Ô�î�»

�Ç�“�–�”�˜�›�î�Ý  �Ô�î�» �­�Ÿ�×�Ü�¸�•  �¥�å�¸�Ÿ�«�º

�Ý�î�¸�µ�» 3ñ4# �©�å�¢�Ý

�Ð�Ý�³

�¥�å�¸�Ÿ�«
�º �©�«�¸�Ò

�¥�å�¸�Ÿ�«�º  �¥�å�Ç�•� �×�Þ�î
�©�Ù�å

• • — — •

�Ü�Ü�î�« �š�f
Æ��

8.0(2) �G�b�¥�Ð�å�»�@�_
°�I�€�r�K�S��
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6õ4��¥�Ð�å�» �¥�Ð�å�» 1��Â

context �©�«�¸�Ò  �¥�å�Ç�•� �×�Þ�î�©�Ù�å�_�­�Ÿ�×�Ü�¸�•  �¥�å�¸�Ÿ�«�º�†�8�B�K�

�¥�å�¸�Ÿ�«�º  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ô�î�»�†6ä���K�r�M��

ips �º�Û�Ç�•�µ�¡�†�–�å�«�Ì�¡�©�Ù�å�b�S�u�_  AIP SSM �_3?3æ�K�r�M��

show context �¥�å�¸�Ÿ�«�º�b�Ü�«�º>&�©�«�¸�Ò��/œ�«�Ì�î�«>'�r�S�c#'�~�b�¥�å�¸�Ÿ�«
�º�_6õ�M�•�_���†/²&g�K�r�M��

show ips AIP SSM �_0¿���I�€�Z�8�•�ì�•�­�å�§�î�†/²&g�K�r�M��
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apcf
Application Profile Customization Framework �É�ß�Ç�“�–�Ý�†�–�¿�î�È�Ý�_�M�•�_�c�
 webvpn �¥�å
�Ç�•� �×�Þ�î�©�Ù�å  �Ô�î�»�[  apcf �¥�Ð�å�»�†�Q#Ý�K�r�M��"I���b  APCF �«�¡�Ü�É�º�†�¹�•�­�î�È�Ý�_
�M�•�_�c�
�G�b�¥�Ð�å�»�b  no �g�'�†�Q#Ý�K�r�M���M�m�Z�b  APCF �«�¡�Ü�É�º�†�¹�•�­�î�È�Ý�_�M�•�_
�c�
�G�b�¥�Ð�å�»�b  no �g�'�†�,�X�^�K�[�Q#Ý�K�r�M��

apcf URL/filename.ext

no apcf [URL/filename.ext]

�S�e�b1��Â

�¹�Ç�›�Ý�º �¹�Ç�›�Ý�º�b�·�8�x�Í�c�6�~�r�O�‡��

�¥�Ð�å�»  �Ô�î�» ���b/²�c�
�G�b�¥�Ð�å�»�†
°�Š�M�•�Ô�î�»�†&g�K�Z�8�r�M��

�¥�Ð�å�»�š�T

�Q#Ý�V�b�ž�–�»�Û�–�å apcf �¥�Ð�å�»�†�Q#Ý�M�•�\�
 �­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�c�
 8��† =�b  Web �”�É�Ü�£�î�©�Ù�å�\  Web 
�Ü�¯�î�«�†  WebVPN �K)F�[�G�K�C�Þ�å�²�Ü�å�¢�I�€�•�|�:�_��#.�[�A�r�M�� APCF �É�ß�Ç�“�–�Ý�_�c�

"I���b�”�É�Ü�£�î�©�Ù�å�_6õ�K�Z�
�8�X>&�¦�S�
�¦�‹>' �
�]�G�b>&�Ê�µ�²�î�
�•�e�
0[�Ó�
�Â'Å>' �
�]�b
�¹�î�±�†�š�n�M�•�?�†�æ���M�•�«�¡�Ü�É�º�@�6�~�r�M��

�­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�[0
�X�b  APCF �É�ß�Ç�“�–�Ý�†�Q#Ý�[�A�r�M���Q�b���œ�
�­�Ÿ�×�Ü�¸�•  
�”�É�Û�–�”�å�«�c�
�Q�€�}�b�É�ß�Ç�“�–�Ý�†�‚�8�v�b�?�}�‚�K�8�v�b�b8p�_  1 �X�N�X4:#Ý�K�r�M��

apcf �¥�Ð�å�»�c�
 Cisco TAC �b�§�Ï�î�º�@�6�•���œ�_�b�s�Q#Ý�M�•�G�\�†�N�á�K�r�M��

�[ ���_�
�Ç�Û�µ�©�×  �Ó�Ô�Ü�b /apcf �_�6�•  apcf1 �\�8�:�¡�S�b  APCF �†�–�¿�î�È�Ý�_�M�•�[�†&g�K�r�M��

filename.extension APCF �•�«�±�Ð�–�®�î�©�Ù�å  �«�¡�Ü�É�º�b�¡�S�†�æ���K�r�M���G�€�}�b�«�¡�Ü
�É�º�c�
�–�_  XML �g�'�[�M���Ñ�G�Ê�c�
 .xml�
 .txt�
 .doc �^�]�[�M��

URL �­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�[�ß�î�»�K�Z�Q#Ý�M�•  APCF �É�ß�Ç�“�–�Ý�b���d
�†�æ���K�r�M�� http://�
 https://�
 tftp://�
 ftp://�
 flash:/�
 disk#:/' �b�8�N�€�?�b  
URL �†�Q#Ý�K�r�M��

URL �_�c�
�§�î�Â�
�Ï�î�º�
�>�|�g�Ã�«�†�µ�u�•�G�\�@�[�A�r�M���Ç�“�–�Ý�¡
�b�s�†�æ���K�S���œ�
�¹�Ç�›�Ý�º�b  URL �c  flash:/ �[�M�� copy �¥�Ð�å�»�†�Q#Ý
�K�Z�
 APCF �É�ß�Ç�“�–�Ý�†�Ç�Û�µ�©�×  �Ó�Ô�Ü�_�¥�Æ�î�[�A�r�M��

�¥�Ð�å�»  �Ô�î�»

�Ç�“�–�”�˜�›�î�Ý  �Ô�î�» �­�Ÿ�×�Ü�¸�•  �¥�å�¸�Ÿ�«�º

�Ý�î�¸�µ�» 3ñ4# �©�å�¢�Ý

�Ð�Ý�³

�¥�å�¸�Ÿ�«
�º �©�«�¸�Ò

webvpn �¥�å�Ç�•� �×�Þ�î�©�Ù
�å

• — • — —

�Ü�Ü�î�« �š�f
Æ��

7.1(1) �G�b�¥�Ð�å�»�@�_
°�I�€�r�K�S��
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hostname(config)#  webvpn
hostname(config-webvpn)# apcf flash:/apcf/apcf1.xml
hostname(config-webvpn)#

���_�
 myserver �\�8�:�¡�S�b  https �§�î�Â>&�Ï�î�º  1440>'�b�Ã�«  /apcf �_�6�•  apcf2.xml �\�8�:�¡�S�b  
APCF �†�–�¿�î�È�Ý�_�M�•�[�†&g�K�r�M��

hostname(config)#  webvpn
hostname(config-webvpn)# apcf https://myserver:1440/apcf/apcf2.xml
hostname(config-webvpn)#

6õ4��¥�Ð�å�» �¥�Ð�å�» 1��Â

proxy-bypass "I���b�”�É�Ü�£�î�©�Ù�å�_�P�K�Z�¥�å�¸�å�¶�b�q�*7H�b�i
�A�n�<�†0¿���K�r�M��

rewrite �º�Û�Ç�•�µ�¡�@�­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�†3û4#�M�•
�?�]�:�?�†�ô���K�r�M��

show running config webvpn apcf APCF 0¿���†/²&g�K�r�M��
3-28
Cisco Security Appliance �¥�Ð�å�»  �Ü�Ç�“�Þ�å�«

OL-12173-02-J



'¨  3 'v       acl-netmask-convert �¥�Ð�å�»>|  auto-update timeout �¥�Ð�å�»
  appl-acl
appl-acl
�­�µ�©�Ù�å�_4:#Ý�M�•0¿���í�s�b  Web �±�–�É  ACL �†�æ���M�•�_�c�
 DAP webvpn �¥�å�Ç�•� �×�Þ�î
�©�Ù�å  �Ô�î�»�[  appl-acl �¥�Ð�å�»�†�Q#Ý�K�r�M���“�ö�†�¥�å�Ç�•� �×�Þ�î�©�Ù�å�?�}�P7V�M�•�_�c�

�G�b�¥�Ð�å�»�b  no �g�'�†�Q#Ý�K�r�M�� �M�m�Z�b Web �±�–�É  ACL �†�P7V�M�•�_�c�
 �G�b�¥�Ð�å�»�b  no 
�g�'�†�,�X�^�K�[�Q#Ý�K�r�M��

appl-acl identifier

no appl-acl [identifier]

�S�e�b1��Â

�¹�Ç�›�Ý�º �¹�Ç�›�Ý�º�b�Í�x�·�8�c�6�~�r�O�‡��

�¥�Ð�å�»  �Ô�î�» ���b/²�_�
�¥�Ð�å�»�†
°�Š�[�A�•�Ô�î�»�†&g�K�r�M��

�¥�Ð�å�»�š�T

�Q#Ý�V�b�ž�–�»�Û�–�å Web �±�–�É  ACL �†0¿���M�•�_�c�
 �¢�ß�î�Â�Ý  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ô�î�»�[  access-list_webtype 
�¥�Ð�å�»�†�Q#Ý�K�r�M��

appl-acl �¥�Ð�å�»�†0
�X�G�Q#Ý�K�Z�
0
�X�b  Web �±�–�É  ACL �†  DAP �Ï�Ü�©�î�_4:#Ý�[�A�r�M��

�[ ���_�
 newacl �\�8�:�¡�S�b0¿���í�s�b  Web �±�–�É  ACL �†�²�–�¼�Ñ�µ�¡  �”�¡�­�«  �Ï�Ü�©�î�_4:#Ý�M�•
�[�†&g�K�r�M��

hostname (config)# config-dynamic-access-policy-record Finance
hostname(config-dynamic-access-policy-record)#  webvpn
hostname(config-dynamic-access-policy-record)#  appl-acl newacl

6õ4��¥�Ð�å�»

identifier 0¿���í�s�b  Web �±�–�É  ACL �b�¡�S>&�q�±  240 �e�Ð>'��

�¥�Ð�å�»  �Ô�î�»

�Ç�“�–�”�˜�›�î�Ý  �Ô�î�» �­�Ÿ�×�Ü�¸�•  �¥�å�¸�Ÿ�«�º

�Ý�î�¸�µ�» 3ñ4# �©�å�¢�Ý

�Ð�Ý�³

�¥�å�¸�Ÿ�«
�º �©�«�¸�Ò

DAP webvpn �¥�å�Ç�•� �×�Þ�î
�©�Ù�å

• • • — —

�Ü�Ü�î�« �š�f
Æ��

8.0(2) �G�b�¥�Ð�å�»�@�_
°�I�€�r�K�S��

�¥�Ð�å�» 1��Â

dynamic-access-policy-record DAP �Þ�¥�î�»�†�8�B�K�r�M��

access-list_webtype Web �±�–�É  ACL �†�8�B�K�r�M��
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application-access
1�0É�I�€�S  WebVPN �Ø�î�¨�_/²&g�I�€�•  WebVPN �Í�î�Ò�Ì�î�ª�b  [Application Access] �Ç�•�î�Ý�»�

�>�|�g�Ø�î�¨�@�”�É�Ü�£�î�©�Ù�å�†4E�¥�K�S�\�A�_/²&g�I�€�•  [Application Access] �˜�•�å�»�˜�†�•�«
�±�Ð�–�¬�M�•�_�c�
�•�«�±�Ð�–�®�î�©�Ù�å  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ô�î�»�[  application-access �¥�Ð
�å�»�†�Q#Ý�K�r�M���¥�å�Ç�•� �×�Þ�î�©�Ù�å�?�}�¥�Ð�å�»�†�P7V�K�Z�
�Í�@)E�Ž�I�€�•�|�:�_�M�•�_
�c�
�G�b�¥�Ð�å�»�b  no �g�'�†�Q#Ý�K�r�M��

application-access { title  | message | window} { text | style} value

no application-access { title  | message | window} { text | style} value

�S�e�b1��Â

�¹�Ç�›�Ý�º [Application Access] �Ç�•�î�Ý�»�b�¹�Ç�›�Ý�º�b�±�–�º�Ý  �¸�Ÿ�«�º�c�� Application Access���[�M��

[Application Access] �Ç�•�î�Ý�»�b�¹�Ç�›�Ý�º�b�±�–�º�Ý  �«�±�–�Ý�c���b�\�>�~�[�M��

background-color:#99CCCC;color:black;font-weight:bold;text-transform:uppercase

[Application Access] �Ç�•�î�Ý�»�b�¹�Ç�›�Ý�º�b�Ó�µ�­�î�ª  �¸�Ÿ�«�º�c�� Start Application Client���[
�M��

[Application Access] �Ç�•�î�Ý�»�b�¹�Ç�›�Ý�º�b�Ó�µ�­�î�ª  �«�±�–�Ý�c���b�\�>�~�[�M��

background-color:#99CCCC;color:maroon;font-size:smaller.

[Application Access] �˜�•�å�»�˜�b�¹�Ç�›�Ý�º�b�˜�•�å�»�˜  �¸�Ÿ�«�º�c���b�\�>�~�[�M��

�� Close this window when you finish using Application Access.Please wait for the table to be 
displayed before starting applications.��

[Application Access] �˜�•�å�»�˜�b�¹�Ç�›�Ý�º�b�˜�•�å�»�˜  �«�±�–�Ý�c���b�\�>�~�[�M��

background-color:#99CCCC;color:black;font-weight:bold

�¥�Ð�å�»  �Ô�î�» ���b/²�_�
�¥�Ð�å�»�†
°�Š�[�A�•�Ô�î�»�†&g�K�r�M��

message [Application Access] �Ç�•�î�Ý�»�b�±�–�º�Ý�b�W�_/²&g�I�€�•�Ó�µ�­�î�ª�†�š
�f�K�r�M��

style [Application Access] �Ç�•�î�Ý�»�b�«�±�–�Ý�†�š�f�K�r�M��

text [Application Access] �Ç�•�î�Ý�»�b�¸�Ÿ�«�º�†�š�f�K�r�M��

title [Application Access] �Ç�•�î�Ý�»�b�±�–�º�Ý�†�š�f�K�r�M��

value ��7•�_/²&g�M�•�¸�Ÿ�«�º>&�q�±  256 �e�Ð>'�
�r�S�c  Cascading Style Sheet
>&CSS>'�Ã�Û�Ó�î�±>&�q�±  256 �e�Ð>'�[�M��

window [Application Access] �˜�•�å�»�˜�†�š�f�K�r�M��

�¥�Ð�å�»  �Ô�î�»

�Ç�“�–�”�˜�›�î�Ý  
�Ô�î�» �­�Ÿ�×�Ü�¸�•  �¥�å�¸�Ÿ�«�º

�Ý�î
�¸�µ�» 3ñ4#

�©�å�¢
�Ý

�Ð�Ý�³

�¥�å�¸�Ÿ�«
�º �©�«�¸�Ò

�•�«�±�Ð�–�®�î�©�Ù�å  �¥�å�Ç�•� �×
�Þ�î�©�Ù�å

• — • — —
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  application-access
�¥�Ð�å�»�š�T

�Q#Ý�V�b�ž�–�»�Û�–�å �G�b�¥�Ð�å�»�_�c�
 webvpn �¥�Ð�å�»�r�S�c  tunnel-group webvpn-attributes �¥�Ð�å�»�†�Q#Ý�K�Z�”
�¡�­�«�K�r�M��

style �œ�É�©�Ù�å�c�w� �^  Cascading Style Sheet>&CSS>'�Ã�Û�Ó�î�±�\�K�Z/²�I�€�r�M���G�€�}�b�Ã�Û
�Ó�î�±�_�X�8�Z�c�
�G�b�Ð�½�×�”�Ý�[�c1��Â�K�r�O�‡�� CSS �Ã�Û�Ó�î�±�b0ò(ý�_�X�8�Z�c�
 World 
Wide Web Consortium>&W3C>'�b  Web �§�–�º>& www.w3.org>'�b  CSS �Ù�]�†�g!·�K�Z�C�T�I�8��

�� CSS 2.1 Specification���b�� Appendix F���_�c�
 CSS �Ã�Û�Ó�î�±�b�Q�8�x�M�8�Ü�«�º�@�6�~�r�M���G
�b�Ü6��c  www.w3.org/TR/CSS21/propidx.html �[
°�m�[�A�r�M��

���_�
 WebVPN �Ì�î�ª�_�P�M�•�š�f�[�q�v�|�C/œ�ƒ�€�•�Ì�î�ª4Ä,
�b�š�f�_�z'g�X�Ä�å�º�†)��Ó�K�r
�M��

• �•�å�Ð�
�)�~�b  RGB �Í�
 HTML �b,
�Í�
�r�S�c,
�b�¡�S>& HTML �[1�1‘�I�€�•���œ>'�†�Q#Ý�[
�A�r�M��

• RGB �g�'�c  0,0,0 �[�
�›,
>&2e�
)s�
7÷>'�†  0 >|  255 �b(
�V�b  10 4
�Í�[
°�Š�K�r�M���G�b�•�å�Ð
�
�)�~�b�š�å�º�Ü�c�
�Ú�b  2 ,
�\)��s�œ�ƒ�O�•�›,
�b�Â�Ø�Þ�Ë�Ý�†&g�K�r�M��

• HTML �g�'�c  #000000 �[�
 16 4
�g�'�b  6 �F�b�X�Í�[�M��
›8Œ�\  2 $��u�c2e�†�
 3 $��u�\  4 $��u�c
)s�†�
 5 $��u�\  6 $��u�c7÷�†/²�K�Z�8�r�M��

>&�@>' WebVPN �Ì�î�ª�†(F�"�_�•�«�±�Ð�–�¬�M�•�_�c�
 ASDM �†�Q#Ý�M�•�G�\�†�N�á�K�r�M�� ASDM �_�c�

,
0b�•�x�É�Þ�Å�×�î�µ+��^�]�
�«�±�–�Ý�b0[(ò�†0¿���M�•�S�u�b�}�<�^�µ+��@�6�~�r�M��

�[ ���_�
 [Application Access] �Ç�•�î�Ý�»�b*ü��,
�†  RGB 16 4
�Í  66FFFF>&)s,
�b�M'�>'�_�•�«�±�Ð�–
�¬�M�•�[�†&g�K�r�M��

F1-asa1(config)# webvpn
F1-asa1(config-webvpn)# customization cisco
F1-asa1(config-webvpn-custom)# application-access title style background-color:#66FFFF

6õ4��¥�Ð�å�»

�Ü�Ü�î�« �š�f
Æ��

7.1(1) �G�b�¥�Ð�å�»�@�_
°�I�€�r�K�S��

�¥�Ð�å�» 1��Â

application-access 
hide-details

[Application Access] �˜�•�å�»�˜�b�”�É�Ü�£�î�©�Ù�å0ò(ý�b/²&g�†�–�¿�î�È�Ý
�r�S�c�¹�•�­�î�È�Ý�_�K�r�M��

browse-networks WebVPN �Í�î�Ò�Ì�î�ª�b  [Browse Networks] �Ç�•�î�Ý�»�†�•�«�±�Ð�–�¬�K�r
�M��

file-bookmarks WebVPN �Í�î�Ò�Ì�î�ª�b  [File Bookmarks] �±�–�º�Ý�r�S�c�Ü�å�¡�†�•�«�±�Ð
�–�¬�K�r�M��

web-applications WebVPN �Í�î�Ò�Ì�î�ª�b  [Web Application] �Ç�•�î�Ý�»�†�•�«�±�Ð�–�¬�K�r
�M��

web-bookmarks WebVPN �Í�î�Ò�Ì�î�ª�b  [Web Bookmarks] �±�–�º�Ý�r�S�c�Ü�å�¡�†�•�«�±
�Ð�–�¬�K�r�M��
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  application-access hide-details
application-access hide-details
WebVPN �b  [Application Access] �˜�•�å�»�˜�_/²&g�I�€�•�”�É�Ü�£�î�©�Ù�å0ò(ý�†8�/²&g�_�M�•�_�c�

�•�«�±�Ð�–�®�î�©�Ù�å  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ô�î�»�[  application-access hide-details �¥�Ð�å�»�†
�Q#Ý�K�r�M���G�b�Ô�î�»�_�c�
 webvpn �¥�Ð�å�»�r�S�c  tunnel-group webvpn-attributes �¥�Ð�å�»�†
�Q#Ý�K�Z�”�¡�­�«�K�r�M���¥�å�Ç�•� �×�Þ�î�©�Ù�å�?�}�¥�Ð�å�»�†�P7V�K�Z�
�Í�@)E�Ž�I�€�•�|�:�_�M
�•�_�c�
�G�b�¥�Ð�å�»�b  no �g�'�†�Q#Ý�K�r�M��

application-access hide-details { enable | disable}

no application-access [hide-details { enable | disable}]

�S�e�b1��Â

�¹�Ç�›�Ý�º �¹�Ç�›�Ý�º�[�c�¹�•�­�î�È�Ý�_�^�W�Z�8�r�M�� [Application Access] �˜�•�å�»�˜�_�”�É�Ü�£�î�©�Ù�å0ò
(ý�@/²&g�I�€�r�M��

�¥�Ð�å�»  �Ô�î�» ���b/²�_�
�¥�Ð�å�»�†
°�Š�[�A�•�Ô�î�»�†&g�K�r�M��

�¥�Ð�å�»�š�T

�[ ���_�
�”�É�Ü�£�î�©�Ù�å0ò(ý�b/²&g�†�¹�•�­�î�È�Ý�_�M�•�[�†&g�K�r�M��

hostname(config)# webvpn
hostname(config-webvpn)# customization cisco
hostname(config-webvpn-custom)# application-access hide-details disable

6õ4��¥�Ð�å�»

disable [Application Access] �˜�•�å�»�˜�_�”�É�Ü�£�î�©�Ù�å0ò(ý�†/²&g�K�r�M��

enable [Application Access] �˜�•�å�»�˜�b�”�É�Ü�£�î�©�Ù�å0ò(ý�†8�/²&g�_�K�r�M��

�¥�Ð�å�»  �Ô�î�»

�Ç�“�–�”�˜�›�î�Ý  �Ô�î�» �­�Ÿ�×�Ü�¸�•  �¥�å�¸�Ÿ�«�º

�Ý�î�¸�µ�» 3ñ4# �©�å�¢�Ý

�Ð�Ý�³

�¥�å�¸�Ÿ�«
�º �©�«�¸�Ò

�•�«�±�Ð�–�®�î�©�Ù�å  �¥�å�Ç�•
� �×�Þ�î�©�Ù�å

• — • — —

�Ü�Ü�î�« �š�f
Æ��

7.1(1) �G�b�¥�Ð�å�»�@�_
°�I�€�r�K�S��

�¥�Ð�å�» 1��Â

application-access WebVPN �Í�î�Ò�Ì�î�ª�b  [Application Access] �Ç�•�î�Ý�»�†�•�«�±�Ð�–�¬�K
�r�M��

browse-networks WebVPN �Í�î�Ò�Ì�î�ª�b  [Browse Networks] �Ç�•�î�Ý�»�†�•�«�±�Ð�–�¬�K�r
�M��

web-applications WebVPN �Í�î�Ò�Ì�î�ª�b  [Web Application] �Ç�•�î�Ý�»�†�•�«�±�Ð�–�¬�K�r
�M��
3-32
Cisco Security Appliance �¥�Ð�å�»  �Ü�Ç�“�Þ�å�«

OL-12173-02-J



'¨  3 'v       acl-netmask-convert �¥�Ð�å�»>|  auto-update timeout �¥�Ð�å�»
  area
area
OSPF �š�Ü�”�†�8�B�M�•�_�c�
�Ý�î�±  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ô�î�»�[  area �¥�Ð�å�»�†�Q#Ý�K�r�M��
�š�Ü�”�†�P7V�M�•�_�c�
�G�b�¥�Ð�å�»�b  no �g�'�†�Q#Ý�K�r�M��

area area_id

no area area_id

�S�e�b1��Â

�¹�Ç�›�Ý�º �¹�Ç�›�Ý�º�b�·�8�x�Í�c�6�~�r�O�‡��

�¥�Ð�å�»  �Ô�î�» ���b/²�_�
�¥�Ð�å�»�†
°�Š�[�A�•�Ô�î�»�†&g�K�r�M��

�¥�Ð�å�»�š�T

�Q#Ý�V�b�ž�–�»�Û�–�å �8�B�K�S�š�Ü�”�_�c�
�Ã�Û�Ó�î�±�@0¿���I�€�Z�8�r�O�‡��6õ4��M�•  area �¥�Ð�å�»�†�Q#Ý�K�Z�š�Ü�”  �Ã
�Û�Ó�î�±�†0¿���K�r�M��

�[ ���_�
�š�Ü�”  ID �@ 1 �b  OSPF �š�Ü�”�†�8�B�M�•�[�†&g�K�r�M��

hostname(config-router)# area 1
hostname(config-router)#

6õ4��¥�Ð�å�»

area_id �8�B�M�•�š�Ü�”�b  ID�� 10 4
�X�r�S�c  IP �”�»�Þ�«�b�8�N�€�?�†�Q#Ý�K�Z  
ID �†�æ���[�A�r�M���w� �^  10 4
�Í�b(
�V�c�
 0 >|  4294967295 �[�M��

�¥�Ð�å�»  �Ô�î�»

�Ç�“�–�”�˜�›�î�Ý  �Ô�î�» �­�Ÿ�×�Ü�¸�•  �¥�å�¸�Ÿ�«�º

�Ý�î�¸�µ�» 3ñ4# �©�å�¢�Ý

�Ð�Ý�³

�¥�å�¸�Ÿ�«
�º �©�«�¸�Ò

�Ý�î�±  �¥�å�Ç�•� �×�Þ�î�©�Ù�å • — • — —

�Ü�Ü�î�« �š�f
Æ��

�¤�Ñ �G�b�¥�Ð�å�»�c�¤�Ñ�[�M��

�¥�Ð�å�» 1��Â

area authentication OSPF �š�Ü�”�b1�0É�†�–�¿�î�È�Ý�_�K�r�M��

area nssa >&�õ�–>'�š�Ü�”�†  Not-So-Stubby Area �\�K�Z��*O�K�r�M��

area stub �š�Ü�”�†�«�±�È  �š�Ü�”�\�K�Z��*O�K�r�M��

router ospf �Ý�î�±  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ô�î�»�†6ä���K�r�M��

show running-config 
router

�¢�ß�î�Â�Ý  �Ý�î�±  �¥�å�Ç�•� �×�Þ�î�©�Ù�å�b�¥�Ð�å�»�†/²&g�K�r�M��
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  area authentication
area authentication
OSPF �š�Ü�”�b1�0É�†�–�¿�î�È�Ý�_�M�•�_�c�
�Ý�î�±  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ô�î�»�[  area 
authentication �¥�Ð�å�»�†�Q#Ý�K�r�M��

�š�Ü�”1�0É�†�¹�•�­�î�È�Ý�_�M�•�_�c�
�G�b�¥�Ð�å�»�b  no �g�'�†�Q#Ý�K�r�M��

area area_id authentication [message-digest]

no area area_id authentication [message-digest]

�S�e�b1��Â

�¹�Ç�›�Ý�º �š�Ü�”1�0É�c�¹�•�­�î�È�Ý�[�M��

�¥�Ð�å�»  �Ô�î�» ���b/²�_�
�¥�Ð�å�»�†
°�Š�[�A�•�Ô�î�»�†&g�K�r�M��

�¥�Ð�å�»�š�T

�Q#Ý�V�b�ž�–�»�Û�–�å �æ���K�S  OSPF �š�Ü�”�@�Ñ�~�K�^�8���œ�c�
�G�b�¥�Ð�å�»�†
°�Š�M�•�\�8�B�I�€�r�M�� message-digest 
�Ÿ�î�á�î�»�†�æ���O�N�_  area authentication �¥�Ð�å�»�†
°�Š�K�S���œ�c�
(F�Æ�Ã�«�á�î�»1�0É�@�–
�¿�î�È�Ý�_�^�~�r�M�� message-digest �Ÿ�î�á�î�»�†�æ���M�•�\�
 MD5 1�0É�@�–�¿�î�È�Ý�_�^�~�r�M��

�[ ���_�
�š�Ü�”  1 �_�P�K�Z  MD5 1�0É�†�–�¿�î�È�Ý�_�M�•�[�†&g�K�r�M��

hostname(config-router)# area 1 authentication message-digest
hostname(config-router)#

6õ4��¥�Ð�å�»

area_id 1�0É�†�–�¿�î�È�Ý�_�M�•�š�Ü�”�b  ID�� 10 4
�X�r�S�c  IP �”�»�Þ�«�b�8�N�€
�?�†�Q#Ý�K�Z  ID �†�æ���[�A�r�M���w� �^  10 4
�Í�b(
�V�c�
 0 >|  
4294967295 �[�M��

message-digest >&�õ�–>' area_id �[�æ���K�S�š�Ü�”�_�P�M�•  Message Digest 5>&MD5>'1�0É
�†�–�¿�î�È�Ý�_�K�r�M��

�¥�Ð�å�»  �Ô�î�»

�Ç�“�–�”�˜�›�î�Ý  �Ô�î�» �­�Ÿ�×�Ü�¸�•  �¥�å�¸�Ÿ�«�º

�Ý�î�¸�µ�» 3ñ4# �©�å�¢�Ý

�Ð�Ý�³

�¥�å�¸�Ÿ�«
�º �©�«�¸�Ò

�Ý�î�±  �¥�å�Ç�•� �×�Þ�î�©�Ù�å • — • — —

�Ü�Ü�î�« �š�f
Æ��

�¤�Ñ �G�b�¥�Ð�å�»�c�¤�Ñ�[�M��

�¥�Ð�å�» 1��Â

router ospf �Ý�î�±  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ô�î�»�†6ä���K�r�M��

show running-config 
router

�¢�ß�î�Â�Ý  �Ý�î�±  �¥�å�Ç�•� �×�Þ�î�©�Ù�å�b�¥�Ð�å�»�†/²&g�K�r�M��
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  area default-cost
area default-cost
�«�±�È�r�S�c  NSSA �_3æ�™�I�€�•�¹�Ç�›�Ý�º7Ÿ(Ù�Ý�î�º�b�¥�«�º�†�æ���M�•�_�c�
�Ý�î�±  �¥�å�Ç�•
� �×�Þ�î�©�Ù�å  �Ô�î�»�[  area default-cost �¥�Ð�å�»�†�Q#Ý�K�r�M���¹�Ç�›�Ý�º�b�¥�«�º�Í�_�`�M�_�c�

�G�b�¥�Ð�å�»�b  no �g�'�†�Q#Ý�K�r�M��

area area_id default-cost cost

no area area_id default-cost

�S�e�b1��Â

�¹�Ç�›�Ý�º cost �b�¹�Ç�›�Ý�º�Í�c  1 �[�M��

�¥�Ð�å�»  �Ô�î�» ���b/²�_�
�¥�Ð�å�»�†
°�Š�[�A�•�Ô�î�»�†&g�K�r�M��

�¥�Ð�å�»�š�T

�Q#Ý�V�b�ž�–�»�Û�–�å �æ���K�S�š�Ü�”�@  area �¥�Ð�å�»�†�Q#Ý�K�Z4#�d�_��*O�I�€�Z�8�^�8���œ�c�
�æ���K�S�Ã�Û�Ó�î�±�[�G
�b�¥�Ð�å�»�@�š�Ü�”�†�8�B�K�r�M��

�[ ���_�
�«�±�È�r�S�c  NSSA �_3æ�™�I�€�•7Ÿ(Ù�Ý�î�º�b�¹�Ç�›�Ý�º  �¥�«�º�†�æ���M�•�[�†&g�K�r�M��

hostname(config-router)# area 1 default-cost 5
hostname(config-router)#

6õ4��¥�Ð�å�»

area_id �¹�Ç�›�Ý�º  �¥�«�º�†�š�f�M�•�«�±�È�r�S�c  NSSA �b  ID��10 4
�X�r�S�c  IP 
�”�»�Þ�«�b�8�N�€�?�†�Q#Ý�K�Z  ID �†�æ���[�A�r�M���w� �^  10 4
�Í�b(
�V
�c�
 0 >|  4294967295 �[�M��

cost �«�±�È�r�S�c  NSSA �_�Q#Ý�I�€�•�¹�Ç�›�Ý�º7Ÿ(Ù�Ý�î�º�b�¥�«�º�†�æ���K
�r�M���w� �^�Í�b(
�V�c�
 0 >|  65535 �[�M��

�¥�Ð�å�»  �Ô�î�»

�Ç�“�–�”�˜�›�î�Ý  �Ô�î�» �­�Ÿ�×�Ü�¸�•  �¥�å�¸�Ÿ�«�º

�Ý�î�¸�µ�» 3ñ4# �©�å�¢�Ý

�Ð�Ý�³

�¥�å�¸�Ÿ�«
�º �©�«�¸�Ò

�Ý�î�±  �¥�å�Ç�•� �×�Þ�î�©�Ù�å • — • — —

�Ü�Ü�î�« �š�f
Æ��

�¤�Ñ �G�b�¥�Ð�å�»�c�¤�Ñ�[�M��

�¥�Ð�å�» 1��Â

area nssa >&�õ�–>'�š�Ü�”�†  Not-So-Stubby Area �\�K�Z��*O�K�r�M��

area stub �š�Ü�”�†�«�±�È  �š�Ü�”�\�K�Z��*O�K�r�M��
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'¨  3 'v       acl-netmask-convert �¥�Ð�å�»>|  auto-update timeout �¥�Ð�å�»
  area default-cost
router ospf �Ý�î�±  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ô�î�»�†6ä���K�r�M��

show running-config 
router

�¢�ß�î�Â�Ý  �Ý�î�±  �¥�å�Ç�•� �×�Þ�î�©�Ù�å�b�¥�Ð�å�»�†/²&g�K�r�M��

�¥�Ð�å�» 1��Â
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'¨  3 'v       acl-netmask-convert �¥�Ð�å�»>|  auto-update timeout �¥�Ð�å�»
  area filter-list prefix
area filter-list prefix
ABR �b  OSPF �š�Ü�”6ë�b�±�–�É  3 LSA �[�”�»�Â�±�–�¬�I�€�S�É�Þ�Ç�•�µ�¡�«�†�Ç�•�Ý�±�Ü�å�¢�M�•�_
�c�
�Ý�î�±  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ô�î�»�[  area filter-list prefix �¥�Ð�å�»�†�Q#Ý�K�r�M���Ç�•�Ý�±
�†�š�f�r�S�c�Ÿ�Õ�å�­�Ý�M�•�_�c�
�G�b�¥�Ð�å�»�b  no �g�'�†�Q#Ý�K�r�M��

area area_id filter-list prefix list_name { in | out}

no area area_id filter-list prefix list_name { in | out} 

�S�e�b1��Â

�¹�Ç�›�Ý�º �¹�Ç�›�Ý�º�b�·�8�x�Í�c�6�~�r�O�‡��

�¥�Ð�å�»  �Ô�î�» ���b/²�_�
�¥�Ð�å�»�†
°�Š�[�A�•�Ô�î�»�†&g�K�r�M��

�¥�Ð�å�»�š�T

�Q#Ý�V�b�ž�–�»�Û�–�å �æ���K�S�š�Ü�”�@  area �¥�Ð�å�»�†�Q#Ý�K�Z4#�d�_��*O�I�€�Z�8�^�8���œ�c�
�æ���K�S�Ã�Û�Ó�î�±�[�G
�b�¥�Ð�å�»�@�š�Ü�”�†�8�B�K�r�M��

�Ç�•�Ý�±�Ü�å�¢�[�A�•�b�c�±�–�É  3 LSA �T�E�[�M���É�Û�–�Ë�î�º  �¿�µ�º�á�î�¡�_  ASBR �@0¿���I�€�Z
�8�•���œ�
 ASBR �c�É�Û�–�Ë�î�º  �¿�µ�º�á�î�¡�†0°3Ù�M�•�±�–�É  5 LSA �†3æ�™�K�r�M���G�b  LSA �c�

�Ã�È�Ü�µ�¡  �š�Ü�”�†�µ�t  AS 
²�/�_�Ç�Û�µ�¹�•�å�¢�I�€�r�M��

�[ ���_�
�Ú�b�M�m�Z�b�š�Ü�”�?�}�š�Ü�”  1 �_3æ�™�I�€�•�É�Þ�Ç�•�µ�¡�«�†�Ç�•�Ý�±�Ü�å�¢�M�•�[�†&g�K�r
�M��

hostname(config-router)# area 1 filter-list prefix-list AREA_1 in
hostname(config-router)#

area_id �Ç�•�Ý�±�Ü�å�¢�†0¿���M�•�š�Ü�”�b  ID�� 10 4
�X�r�S�c  IP �”�»�Þ�«�b�8�N
�€�?�†�Q#Ý�K�Z  ID �†�æ���[�A�r�M���w� �^  10 4
�Í�b(
�V�c�
 0 >|  
4294967295 �[�M��

in �æ���K�S�š�Ü�”�_%T�™�M�•�”�»�Â�±�–�¬�I�€�S�É�Þ�Ç�•�µ�¡�«�_�
0¿���í
�s�É�Þ�Ç�•�µ�¡�«  �Ü�«�º�†4:#Ý�K�r�M��

list_name �É�Þ�Ç�•�µ�¡�«  �Ü�«�º�b�¡�S�†�æ���K�r�M��

out �æ���K�S�š�Ü�”�?�}$Î�™�I�€�•�”�»�Â�±�–�¬�I�€�S�É�Þ�Ç�•�µ�¡�«�_�
0¿
���í�s�É�Þ�Ç�•�µ�¡�«  �Ü�«�º�†4:#Ý�K�r�M��

�¥�Ð�å�»  �Ô�î�»

�Ç�“�–�”�˜�›�î�Ý  �Ô�î�» �­�Ÿ�×�Ü�¸�•  �¥�å�¸�Ÿ�«�º

�Ý�î�¸�µ�» 3ñ4# �©�å�¢�Ý

�Ð�Ý�³

�¥�å�¸�Ÿ�«
�º �©�«�¸�Ò

�Ý�î�±  �¥�å�Ç�•� �×�Þ�î�©�Ù�å • — • — —

�Ü�Ü�î�« �š�f
Æ��

�¤�Ñ �G�b�¥�Ð�å�»�c�¤�Ñ�[�M��
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'¨  3 'v       acl-netmask-convert �¥�Ð�å�»>|  auto-update timeout �¥�Ð�å�»
  area filter-list prefix
6õ4��¥�Ð�å�» �¥�Ð�å�» 1��Â

router ospf �Ý�î�±  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ô�î�»�†6ä���K�r�M��

show running-config 
router

�¢�ß�î�Â�Ý  �Ý�î�±  �¥�å�Ç�•� �×�Þ�î�©�Ù�å�b�¥�Ð�å�»�†/²&g�K�r�M��
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'¨  3 'v       acl-netmask-convert �¥�Ð�å�»>|  auto-update timeout �¥�Ð�å�»
  area nssa
area nssa
�š�Ü�”�†  NSSA �\�K�Z0¿���M�•�_�c�
�Ý�î�±  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ô�î�»�[  area nssa �¥�Ð�å�»�†
�Q#Ý�K�r�M�� NSSA �æ���†�š�Ü�”�?�}�P7V�M�•�_�c�
�G�b�¥�Ð�å�»�b  no �g�'�†�Q#Ý�K�r�M��

area area_id nssa [no-redistribution ] [default-information-originate  [metric-type {1 | 2}] 
[metric value]] [ no-summary]

no area area_id nssa [no-redistribution ] [default-information-originate  [metric-type { 1 | 2}] 
[metric value]] [ no-summary]

�S�e�b1��Â

�¹�Ç�›�Ý�º �¹�Ç�›�Ý�º�b0¿���c���b�\�>�~�[�M��

• NSSA �š�Ü�”�c�•��*O�[�M��

• metric-type �c  2 �[�M��

�¥�Ð�å�»  �Ô�î�» ���b/²�_�
�¥�Ð�å�»�†
°�Š�[�A�•�Ô�î�»�†&g�K�r�M��

�¥�Ð�å�»�š�T

area_id NSSA �\�K�Z�æ���M�•�š�Ü�”�b  ID�� 10 4
�X�r�S�c  IP �”�»�Þ�«�b�8�N�€�?
�†�Q#Ý�K�Z ID �†�æ���[�A�r�M���w� �^  10 4
�Í�b(
�V�c�
 0 >|  
4294967295 �[�M��

default-information-or
iginate

NSSA �š�Ü�”�[�b�±�–�É  7 �¹�Ç�›�Ý�º�b#Õ�B�_�Q#Ý�K�r�M���G�b�Ÿ�î�á�î
�»�c�
 NSSA ABR �r�S�c  NSSA ASBR �[�b�s�w� �[�M��

metric metric_value >&�õ�–>' OSPF �¹�Ç�›�Ý�º  �Ó�º�Ü�µ�¡�Í�†�æ���K�r�M���w� �Í�b(
�V�c  0 
>|  16777214 �[�M��

metric-type { 1 | 2} >&�õ�–>'�¹�Ç�›�Ý�º  �Ý�î�º�b  OSPF �Ó�º�Ü�µ�¡  �±�–�É���w� �^�Í�c���b�\
�>�~�[�M��

• 1>8�±�–�É  1 

• 2>8�±�–�É  2 

�¹�Ç�›�Ý�º�Í�c  2 �[�M��
no-redistribution >&�õ�–>'�Ý�î�±�@  NSSA ABR �b���œ�
 redistribute  �¥�Ð�å�»�†�Q#Ý�K�Z�


�Ý�î�º�†  NSSA �š�Ü�”�[�^�C3û�–�b�š�Ü�”�_�b�s�v�~3¸�t���œ�_�Q#Ý�K�r
�M��

no-summary >&�õ�–>'�š�Ü�”�†  Not-So-Stubby Area>&NSSA>'�\�K�
7Ÿ(Ù�Ý�î�º�@��
°
�I�€�^�8�|�:�_�K�r�M��

�¥�Ð�å�»  �Ô�î�»

�Ç�“�–�”�˜�›�î�Ý  �Ô�î�» �­�Ÿ�×�Ü�¸�•  �¥�å�¸�Ÿ�«�º

�Ý�î�¸�µ�» 3ñ4# �©�å�¢�Ý

�Ð�Ý�³

�¥�å�¸�Ÿ�«
�º �©�«�¸�Ò

�Ý�î�±  �¥�å�Ç�•� �×�Þ�î�©�Ù�å • — • — —

�Ü�Ü�î�« �š�f
Æ��

�¤�Ñ �G�b�¥�Ð�å�»�c�¤�Ñ�[�M��
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'¨  3 'v       acl-netmask-convert �¥�Ð�å�»>|  auto-update timeout �¥�Ð�å�»
  area nssa
�Q#Ý�V�b�ž�–�»�Û�–�å �æ���K�S�š�Ü�”�@  area �¥�Ð�å�»�†�Q#Ý�K�Z4#�d�_��*O�I�€�Z�8�^�8���œ�c�
�æ���K�S�Ã�Û�Ó�î�±�[�G
�b�¥�Ð�å�»�@�š�Ü�”�†�8�B�K�r�M��

�š�Ü�”�_  1 �X�b�œ�É�©�Ù�å�†0¿���K�
�‹�[�9�b�œ�É�©�Ù�å�†�æ���K�S���œ�
�g�‰�b�œ�É�©�Ù�å�@0¿���I
�€�r�M���S�\�<�d�
���b  2 �b�¥�Ð�å�»�†�9���_
°�Š�K�S���œ�
�¥�å�Ç�•� �×�Þ�î�©�Ù�å�_�c�
�g�‰�b�œ
�É�©�Ù�å�†�æ���K�S  1 �X�b�¥�Ð�å�»�@0¿���I�€�r�M��

area 1 nssa no-redistribution
area area_id nssa default-information-originate

�[ ���_�
 2 �X�b�œ�É�©�Ù�å�†�9���_0¿���M�•�\�
 1 �X�b�¥�Ð�å�»�@�¥�å�Ç�•� �×�Þ�î�©�Ù�å�_0¿���I�€�•
�[�†&g�K�r�M��

hostname(config-router)# area 1 nssa no-redistribution
hostname(config-router)# area 1 nssa default-information-originate
hostname(config-router)# exit
hostname(config-router)# show running-config router ospf 1
router ospf 1
 area 1 nssa no-redistribution default-information-originate

6õ4��¥�Ð�å�» �¥�Ð�å�» 1��Â

area stub �š�Ü�”�†�«�±�È  �š�Ü�”�\�K�Z��*O�K�r�M��

router ospf �Ý�î�±  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ô�î�»�†6ä���K�r�M��

show running-config 
router

�¢�ß�î�Â�Ý  �Ý�î�±  �¥�å�Ç�•� �×�Þ�î�©�Ù�å�b�¥�Ð�å�»�†/²&g�K�r�M��
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'¨  3 'v       acl-netmask-convert �¥�Ð�å�»>|  auto-update timeout �¥�Ð�å�»
  area range
area range
�š�Ü�”�C#ú�[�Ý�î�º�†)+�œ�>�|�g7Ÿ(Ù�M�•�_�c�
�Ý�î�±  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ô�î�»�[  area range 
�¥�Ð�å�»�†�Q#Ý�K�r�M���G�b�µ+��†�¹�•�­�î�È�Ý�_�M�•�_�c�
�G�b�¥�Ð�å�»�b  no �g�'�†�Q#Ý�K�r�M��

area area_id range address mask [advertise | not-advertise]

no area area_id range address mask [advertise | not-advertise]

�S�e�b1��Â

�¹�Ç�›�Ý�º �”�»�Þ�«(
�V�«�¸�î�±�«�c  advertise �_0¿���I�€�r�M��

�¥�Ð�å�»  �Ô�î�» ���b/²�_�
�¥�Ð�å�»�†
°�Š�[�A�•�Ô�î�»�†&g�K�r�M��

�¥�Ð�å�»�š�T

�Q#Ý�V�b�ž�–�»�Û�–�å �æ���K�S�š�Ü�”�@  area �¥�Ð�å�»�†�Q#Ý�K�Z4#�d�_��*O�I�€�Z�8�^�8���œ�c�
�æ���K�S�Ã�Û�Ó�î�±�[�G
�b�¥�Ð�å�»�@�š�Ü�”�†�8�B�K�r�M��

area range �¥�Ð�å�»�c�
 ABR �[�b�s�Q#Ý�I�€�r�M���G�b�¥�Ð�å�»�_�|�W�Z�
�š�Ü�”�b�Ý�î�º�@)+�œ�r
�S�c7Ÿ(Ù�I�€�r�M���Q�b)��Ý�
 1 �X�b7Ÿ(Ù�Ý�î�º�@  ABR �_�|�W�Z�Ú�b�š�Ü�”�_�”�»�Â�±�–�¬�I�€�r�M��
�Ý�î�¸�•�å�¢�_���c�
�š�Ü�”�C#ú�[�r�\�u�}�€�r�M���š�Ü�”�b�¥4Š�[�c�
�”�»�Þ�«(
�V�H�\�_  1 �X�b
�Ý�î�º�@�”�»�Â�±�–�¬�I�€�r�M���G�b�·�8�c �Ý�î�º7Ÿ(Ù �\�ç�d�€�r�M�� 1 �X�b�š�Ü�”�_0
�X�b  area 
range �¥�Ð�å�»�†0¿���[�A�r�M���K�S�@�W�Z�
 OSPF �c�
�¨�C�b$��^�•�”�»�Þ�«(
�V�­�µ�º�b�”�»�Þ�«
�†7Ÿ(Ù�[�A�r�M��

no area area_id range ip_address netmask not-advertise �¥�Ð�å�»�c�
 not-advertise �œ�É�©�Ù�å �Ÿ�î
�á�î�»�b�s�†�P7V�K�r�M��

address �§�È�¿�µ�º(
�V�b  IP �”�»�Þ�«��

advertise >&�õ�–>' Type 3 �§�Ð�Ü�î  LSA �†�”�»�Â�±�–�¬�>�|�g#Õ�B�M�•�|�:�_�
�”�»
�Þ�«(
�V�«�¸�î�±�«�†0¿���K�r�M��

area_id (
�V�†0¿���M�•�š�Ü�”�b  ID�� 10 4
�X�r�S�c  IP �”�»�Þ�«�b�8�N�€�?�†�Q#Ý
�K�Z  ID �†�æ���[�A�r�M���w� �^  10 4
�Í�b(
�V�c�
 0 >|  4294967295 �[�M��

mask IP �”�»�Þ�«�b�§�È�¿�µ�º  �Ð�«�¡��

not-advertise >&�õ�–>'�”�»�Þ�«(
�V�«�¸�î�±�«�†  DoNotAdvertise �_0¿���K�r�M�� Type 3 
�§�Ð�Ü�î  LSA �c�š�D�I�€�
�¥�å�Ï�î�¿�å�º  �¿�µ�º�á�î�¡�c�Ú�b�¿�µ�º
�á�î�¡�?�}7ƒ�I�€�S"g�Â�b�r�r�[�M��

�¥�Ð�å�»  �Ô�î�»

�Ç�“�–�”�˜�›�î�Ý  �Ô�î�» �­�Ÿ�×�Ü�¸�•  �¥�å�¸�Ÿ�«�º

�Ý�î�¸�µ�» 3ñ4# �©�å�¢�Ý

�Ð�Ý�³

�¥�å�¸�Ÿ�«
�º �©�«�¸�Ò

�Ý�î�±  �¥�å�Ç�•� �×�Þ�î�©�Ù�å • — • — —

�Ü�Ü�î�« �š�f
Æ��

�¤�Ñ �G�b�¥�Ð�å�»�c�¤�Ñ�[�M��
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'¨  3 'v       acl-netmask-convert �¥�Ð�å�»>|  auto-update timeout �¥�Ð�å�»
  area range
�[ ���_�
�¿�µ�º�á�î�¡  10.0.0.0 �V�b�M�m�Z�b�§�È�¿�µ�º�>�|�g�¿�µ�º�á�î�¡  192.168.110.0 �V�b�M�m�Z�b
�Í�«�º�_�P�M�•  1 �X�b7Ÿ(Ù�Ý�î�º�†�
 ABR �_�|�W�Z�Ú�b�š�Ü�”�_�”�»�Â�±�–�¬�M�•�|�:�_�æ���M�•�[
�†&g�K�r�M��

hostname(config-router)# area 10.0.0.0 range 10.0.0.0 255.0.0.0
hostname(config-router)# area 0 range 192.168.110.0 255.255.255.0
hostname(config-router)# 

6õ4��¥�Ð�å�» �¥�Ð�å�» 1��Â

router ospf �Ý�î�±  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ô�î�»�†6ä���K�r�M��

show running-config 
router

�¢�ß�î�Â�Ý  �Ý�î�±  �¥�å�Ç�•� �×�Þ�î�©�Ù�å�b�¥�Ð�å�»�†/²&g�K�r�M��
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'¨  3 'v       acl-netmask-convert �¥�Ð�å�»>|  auto-update timeout �¥�Ð�å�»
  area stub
area stub
�š�Ü�”�†�«�±�È  �š�Ü�”�\�K�Z��*O�M�•�_�c�
�Ý�î�±  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ô�î�»�[  area stub �¥�Ð
�å�»�†�Q#Ý�K�r�M���«�±�È  �š�Ü�”�µ+��†�P7V�M�•�_�c�
�G�b�¥�Ð�å�»�b  no �g�'�†�Q#Ý�K�r�M��

area area_id [no-summary] 

no area area_id [no-summary]

�S�e�b1��Â

�¹�Ç�›�Ý�º �¹�Ç�›�Ý�º�b�·�8�c���b�\�>�~�[�M��

• �«�±�È  �š�Ü�”�c��*O�I�€�r�O�‡��

• �§�Ð�Ü�î  �Ü�å�¡  �”�»�Â�±�–�¬�Ó�å�º�c�«�±�È  �š�Ü�”�_3æ�™�I�€�r�M��

�¥�Ð�å�»  �Ô�î�» ���b/²�_�
�¥�Ð�å�»�†
°�Š�[�A�•�Ô�î�»�†&g�K�r�M��

�¥�Ð�å�»�š�T

�Q#Ý�V�b�ž�–�»�Û�–�å �G�b�¥�Ð�å�»�c�
�«�±�È�r�S�c  NSSA �_�K)F�I�€�S  ABR �[�b�s�Q#Ý�I�€�r�M��

�«�±�È  �š�Ü�”  �Ý�î�±  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �¥�Ð�å�»�_�c�
 area stub �>�|�g  area default-cost �\�8
�:  2 �X�b�¥�Ð�å�»�@�6�~�r�M���«�±�È  �š�Ü�”�_�K)F�I�€�Z�8�•�M�m�Z�b�Ý�î�±�>�|�g�”�¡�­�«  �§�î�Â
�[�
 area stub �¥�Ð�å�»�†�Q#Ý�K�Z�
�š�Ü�”�†�«�±�È  �š�Ü�”�\�K�Z0¿���M�•�²0[�@�6�~�r�M���«�±�È  �š
�Ü�”�_�K)F�I�€�S  ABR �[�b�s  area default-cost �¥�Ð�å�»�†�Q#Ý�K�r�M�� area default-cost �¥�Ð�å�»
�c�
 ABR �_�|�W�Z#Õ�B�I�€�•7Ÿ(Ù�¹�Ç�›�Ý�º  �Ý�î�º�b�Ó�º�Ü�µ�¡�†�«�±�È  �š�Ü�”�_�f�j�K�r�M��

�[ ���_�
�æ���K�S�š�Ü�”�†�«�±�È  �š�Ü�”�\�K�Z0¿���M�•�[�†&g�K�r�M��

hostname(config-router)# area 1 stub
hostname(config-router)#

area_id �«�±�È  �š�Ü�”�b  ID�� 10 4
�X�r�S�c  IP �”�»�Þ�«�b�8�N�€�?�†�Q#Ý�K�Z  ID 
�†�æ���[�A�r�M���w� �^  10 4
�Í�b(
�V�c�
 0 >|  4294967295 �[�M��

no-summary ABR �@�§�Ð�Ü�î  �Ü�å�¡  �”�»�Â�±�–�¬�Ó�å�º�†�«�±�È  �š�Ü�”�_3æ�™�K�^�8
�|�:�_�K�r�M��

�¥�Ð�å�»  �Ô�î�»

�Ç�“�–�”�˜�›�î�Ý  �Ô�î�» �­�Ÿ�×�Ü�¸�•  �¥�å�¸�Ÿ�«�º

�Ý�î�¸�µ�» 3ñ4# �©�å�¢�Ý

�Ð�Ý�³

�¥�å�¸�Ÿ�«
�º �©�«�¸�Ò

�Ý�î�±  �¥�å�Ç�•� �×�Þ�î�©�Ù�å • — • — —

�Ü�Ü�î�« �š�f
Æ��

�¤�Ñ �G�b�¥�Ð�å�»�c�¤�Ñ�[�M��
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  area stub
6õ4��¥�Ð�å�» �¥�Ð�å�» 1��Â

area default-cost �«�±�È�r�S�c  NSSA �_3æ�™�I�€�•�¹�Ç�›�Ý�º7Ÿ(Ù�Ý�î�º�b�¥�«�º�†�æ���K
�r�M��

area nssa >&�õ�–>'�š�Ü�”�†  Not-So-Stubby Area �\�K�Z��*O�K�r�M��

router ospf �Ý�î�±  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ô�î�»�†6ä���K�r�M��

show running-config 
router

�¢�ß�î�Â�Ý  �Ý�î�±  �¥�å�Ç�•� �×�Þ�î�©�Ù�å�b�¥�Ð�å�»�†/²&g�K�r�M��
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  area virtual-link
area virtual-link
OSPF �ì�•�Ü�å�¡�†��*O�M�•�_�c�
�Ý�î�±  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ô�î�»�[  area virtual-link �¥�Ð�å
�»�†�Q#Ý�K�r�M���œ�É�©�Ù�å�†�Ü�­�µ�º�M�•�?�
�r�S�c�ì�•�Ü�å�¡�†�P7V�M�•�_�c�
�G�b�¥�Ð�å�»�b  
no �g�'�†�Q#Ý�K�r�M��

area area_id virtual-link  router_id [authentication [message-digest | null ]] [ hello-interval 
seconds] [ retransmit-interval  seconds] [transmit-delay seconds] [dead-interval seconds 
[[ authentication-key key] | [message-digest-key key_id md5 key]]

no area area_id virtual-link  router_id [authentication [message-digest | null ]] [ hello-interval 
seconds] [ retransmit-interval  seconds] [transmit-delay seconds] [dead-interval seconds 
[[ authentication-key key] | [message-digest-key key_id md5 key]]

�S�e�b1��Â

�¹�Ç�›�Ý�º �¹�Ç�›�Ý�º�b0¿���c���b�\�>�~�[�M��

• area_id>8�š�Ü�”  ID �c�¦�S�_��*O�I�€�Z�8�r�O�‡��

• router_id>8�Ý�î�±  ID �c�¦�S�_��*O�I�€�Z�8�r�O�‡��

• hello-interval seconds>810 &Ê��

• retransmit-interval seconds>85 &Ê��

area_id �ì�•�Ü�å�¡�b�p)E�š�Ü�”�b�š�Ü�”  ID�� 10 4
�X�r�S�c  IP �”�»�Þ�«�b�8�N�€
�?�†�Q#Ý�K�Z  ID �†�æ���[�A�r�M���w� �^  10 4
�Í�b(
�V�c�
 0 >|  
4294967295 �[�M��

authentication >&�õ�–>'1�0É�±�–�É�†�æ���K�r�M��

authentication-key key >&�õ�–>'�¿�–�Â�î  �Ý�î�¸�•�å�¢  �¹�Â�–�«�[�Q#Ý�M�•  OSPF 1�0É�Ã�«�á�î�»
�†�æ���K�r�M��

dead-interval seconds >&�õ�–>' hello �Ã�£�µ�º�†�w�™�K�^�8���œ�_�
�¿�–�Â�î  �Ý�î�¸�•�å�¢  �¹�Â�–
�«�@�²�˜�å�K�S�G�\�†�	0•�M�•�r�[�b6ë7x�†�æ���K�r�M���w� �^�Í�c�
 1 
>|  65535 &Ê�[�M��

hello-interval seconds >&�õ�–>'�–�å�±�î�Ç�™�–�«�[3æ�™�I�€�•  hello �Ã�£�µ�º6ë�b6ë7x�†�æ���K�r
�M���w� �^�Í�c�
 1 >|  65535 &Ê�[�M��

md5 key >&�õ�–>'�q�±  16 �Â�–�º�b,e�X�Ð�b�Ÿ�î�†�æ���K�r�M��

message-digest >&�õ�–>'�Ó�µ�­�î�ª  �²�–�ª�™�«�º1�0É�†�Q#Ý�M�•�G�\�†�æ���K�r�M��

message-digest-key 
key_id

>&�õ�–>' Message Digest 5>&MD5>'1�0É�†�–�¿�î�È�Ý�_�K�
1�0É�Ÿ�î  ID $�
�•�†�æ���K�r�M���w� �^�Í�c�
 1 >|  255 �[�M��

null >&�õ�–>'1�0É�†�Q#Ý�K�^�8�G�\�†�æ���K�r�M���Ã�«�á�î�»�r�S�c�Ó�µ�­�î
�ª  �²�–�ª�™�«�º1�0É�c�
 OSPF �š�Ü�”�_0¿���I�€�Z�8�•���œ�
�V�i�A�I�€
�r�M��

retransmit-interval  
seconds

>&�õ�–>'�–�å�±�î�Ç�™�–�«�_�“�K�Z�8�•7„�K�Ý�î�±�b  LSA 
Ì3æ�™�b6ë7x�†
�æ���K�r�M���w� �^�Í�c�
 1 >|  65535 &Ê�[�M��

router_id �ì�•�Ü�å�¡  �¿�–�Â�î�_6õ4��Ü�E�}�€�Z�8�•�Ý�î�±  ID���Ý�î�±  ID �c�
�›
�Ý�î�±�_�|�W�Z
Æ4Š�[�–�å�±�î�Ç�™�–�«  IP �”�»�Þ�«�?�}#Õ�B�I�€�r�M��
�G�b�Í�c�
 IP �”�»�Þ�«�b�g�'�[
°�Š�M�•�²0[�@�6�~�r�M���¹�Ç�›�Ý�º�c�6
�~�r�O�‡��

transmit-delay seconds>&�õ�–>' OSPF �@�º�Ï�ß�ª�š�f�†�w�™�K�Z�?�}�
 Shortest Path First>&SPF>'
0£'ì�†6ä���M�•�r�[�b4����ì6ë�†  0 >|  65535 &Ê�[�æ���K�r�M���¹�Ç�›�Ý�º
�c  5 &Ê�[�M��
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  area virtual-link
• transmit-delay seconds>81 &Ê��

• dead-interval seconds>840 &Ê��

• authentication-key key>8�Ÿ�î�c�¦�S�_��*O�I�€�Z�8�r�O�‡��

• message-digest-key key_id md5 key>8�Ÿ�î�c�¦�S�_��*O�I�€�Z�8�r�O�‡��

�¥�Ð�å�»  �Ô�î�» ���b/²�_�
�¥�Ð�å�»�†
°�Š�[�A�•�Ô�î�»�†&g�K�r�M��

�¥�Ð�å�»�š�T

�Q#Ý�V�b�ž�–�»�Û�–�å OSPF �[�c�
�M�m�Z�b�š�Ü�”�@�Â�µ�¡�Î�î�å  �š�Ü�”�_�K)F�I�€�Z�8�•�²0[�@�6�~�r�M���Â�µ�¡�Î�î�å�l
�b�K)F�@�»�ƒ�€�S���œ�c�
�ì�•�Ü�å�¡�†&�'g�K�Z�Ÿ�Ÿ�[�A�r�M��

hello 6ë7x�†�`�I�C�M�€�d�M�•�o�]�
�º�Ï�ß�ª�š�f�b�è���@3ÿ�C�^�~�r�M�@�
�Ý�î�¸�•�å�¢  �º�Û�Ç�•�µ
�¡�@�Q�•�K�r�M��


Ì3æ�™6ë7x�b0¿���Í�c�6�r�~�`�I�C�K�^�8�[�C�T�I�8���`�I�C�M�•�\�
�Y0[�^
Ì3æ�™�@/œ�ƒ�€�r�M���©
�Ü�”�Ý�G)z�>�|�g�ì�•�Ü�å�¡�b���œ�c�
�Í�†�±�A�C�M�•�²0[�@�6�~�r�M��

3æ�™4����b�Í�[�c�
�–�å�±�î�Ç�™�–�«�b3æ�™4����\���™4����†*ƒ�Ö�_
°�€�•�²0[�@�6�~�r�M��

�æ���K�S1�0É�Ÿ�î�c�
 area area_id authentication �¥�Ð�å�»�[�Â�µ�¡�Î�î�å�_�P�K�Z1�0É�@�–�¿�î�È�Ý
�_�I�€�Z�8�•���œ�_�b�s�Q#Ý�I�€�r�M��

(F�Æ�¸�Ÿ�«�º1�0É�\  MD5 1�0É�\�8�:  2 �X�b1�0É�‰�'�c�
%&�«�<�Ú$×�[�M���]�U�}�?�M�‰�†�æ���M�•
�?�
�r�S�c�g�‰�\�v�æ���K�^�8�[�C�T�I�8�� authentication-key key �r�S�c  message-digest-key 
key_id md5 key �b�‹�_�æ���K�S�Ÿ�î�á�î�»�\�,�X�c�
�M�m�Z!“0i�I�€�r�M���K�S�@�W�Z�
�œ�É�©�Ù�å
�b�,�X�c�
�G�€�}�b�Ÿ�î�á�î�»�\�,�X�b)��s�œ�ƒ�O�b�S�_�æ���K�r�M��

�–�å�±�î�Ç�™�–�«�_1�0É�±�–�É�@�æ���I�€�Z�8�^�8���œ�
�–�å�±�î�Ç�™�–�«�[�c�
�š�Ü�”�_�æ���I�€�Z
�8�•1�0É�±�–�É�@�Q#Ý�I�€�r�M���š�Ü�”�_1�0É�±�–�É�@�æ���I�€�Z�8�^�8���œ�
�š�Ü�”�b�¹�Ç�›�Ý�º�c
�¾�Ý1�0É�[�M��

>&�@>' �ì�•�Ü�å�¡�†�G�K�C0¿���M�•�_�c�
�›�ì�•�Ü�å�¡  �¿�–�Â�î�_�
�p)E�š�Ü�”  ID �>�|�g�P�Â�M�•�ì�•�Ü�å
�¡7„�K�Ý�î�±  ID �@�µ�r�€�Z�8�•�²0[�@�6�~�r�M���Ý�î�±  ID �†/²&g�M�•�_�c�
 show ospf �¥�Ð�å�»�†�Q
#Ý�K�r�M��

�ì�•�Ü�å�¡�?�}�œ�É�©�Ù�å�†�P7V�M�•�_�c�
�P7V�M�•�œ�É�©�Ù�å�†�æ���K�Z�
�G�b�¥�Ð�å�»�b  no �g�'
�†�Q#Ý�K�r�M���ì�•�Ü�å�¡�†�P7V�M�•�_�c�
 no area area_id virtual-link  �¥�Ð�å�»�†�Q#Ý�K�r�M��

�¥�Ð�å�»  �Ô�î�»

�Ç�“�–�”�˜�›�î�Ý  �Ô�î�» �­�Ÿ�×�Ü�¸�•  �¥�å�¸�Ÿ�«�º

�Ý�î�¸�µ�» 3ñ4# �©�å�¢�Ý

�Ð�Ý�³

�¥�å�¸�Ÿ�«
�º �©�«�¸�Ò

�Ý�î�±  �¥�å�Ç�•� �×�Þ�î�©�Ù�å • — • — —

�Ü�Ü�î�« �š�f
Æ��

�¤�Ñ �G�b�¥�Ð�å�»�c�¤�Ñ�[�M��
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  area virtual-link
�[ ���_�
 MD5 1�0É�b�ì�•�Ü�å�¡�†&�'g�M�•�[�†&g�K�r�M��

hostname(config-router)# area 10.0.0.0 virtual-link 10.3.4.5 message-digest-key 3 md5 
sa5721bk47

6õ4��¥�Ð�å�» �¥�Ð�å�» 1��Â

area authentication OSPF �š�Ü�”�b1�0É�†�–�¿�î�È�Ý�_�K�r�M��

router ospf �Ý�î�±  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ô�î�»�†6ä���K�r�M��

show ospf OSPF �Ý�î�¸�•�å�¢  �É�ß�­�«�_6õ�M�•�M+á�_���†/²&g�K�r�M��

show running-config 
router

�¢�ß�î�Â�Ý  �Ý�î�±  �¥�å�Ç�•� �×�Þ�î�©�Ù�å�b�¥�Ð�å�»�†/²&g�K�r�M��
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  arp
arp
�«�±�¸�•�µ�¡  ARP �š�å�º�Ü�†  ARP �¸�î�È�Ý�_3ã�•�M�•�_�c�
�¢�ß�î�Â�Ý  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  
�Ô�î�»�[  arp �¥�Ð�å�»�†�Q#Ý�K�r�M���«�±�¸�•�µ�¡  �š�å�º�Ü�†�P7V�M�•�_�c�
�G�b�¥�Ð�å�»�b  no �g�'
�†�Q#Ý�K�r�M���«�±�¸�•�µ�¡  ARP �š�å�º�Ü�c�
 MAC �”�»�Þ�«�†  IP �”�»�Þ�«�_�Ð�µ�Æ�å�¢�K�
�Í�«�º
�_�?4)�M�•�r�[�_3û4#�M�•�–�å�±�î�Ç�™�–�«�†�æ���K�r�M���«�±�¸�•�µ�¡  ARP �š�å�º�Ü�c�±�–�Ò�”�˜
�º�O�N�
�¿�µ�º�á�î�¡�e8Ÿ�b0Ž�ô�_�z'g�X���œ�@�6�~�r�M���º�Û�å�«�Ì�”�Þ�å�º  �Ç�“�–�”�˜�›�î�Ý  
�Ô�î�»�[�c�
 ARP �–�å�«�Ì�¡�©�Ù�å�[�«�±�¸�•�µ�¡  ARP �¸�î�È�Ý�@�Q#Ý�I�€�r�M>& arp-inspection �¥
�Ð�å�»�†�g!·>' ��

arp interface_name ip_address mac_address [alias]

no arp interface_name ip_address mac_address

�S�e�b1��Â

�¹�Ç�›�Ý�º �¹�Ç�›�Ý�º�b�·�8�x�Í�c�6�~�r�O�‡��

�¥�Ð�å�»  �Ô�î�» ���b/²�_�
�¥�Ð�å�»�†
°�Š�[�A�•�Ô�î�»�†&g�K�r�M��

�¥�Ð�å�»�š�T

�Q#Ý�V�b�ž�–�»�Û�–�å �Í�«�º�c  IP �”�»�Þ�«�[�Ã�£�µ�º�b��
›�†1‘�9�K�r�M�@�
�–�î�§�¿�µ�º�_�>�E�•��7•�b�Ã�£�µ�º4Ä�™�c�

�–�î�§�¿�µ�º  MAC �”�»�Þ�«�_�k�Ñ�K�r�M���Ý�î�±�r�S�c�Í�«�º�c�
%$�K�K)F�I�€�S�¿�µ�º�á�î�¡�[�Ã
�£�µ�º�†4Ä�™�M�•�²0[�@�6�•���œ�
 IP �”�»�Þ�«�_6õ4��Ü�E�}�€�S  MAC �”�»�Þ�«�†0[�Ó�M�•  ARP 0[�Ó

alias >&�õ�–>'�G�b�Ð�µ�Æ�å�¢�_�P�K�Z�É�ß�Ÿ�©  ARP �†�–�¿�î�È�Ý�_�K�r�M���­
�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�c�
�æ���I�€�S  IP �”�»�Þ�«�_�P�M�•  ARP 0[�Ó
�†�w�™�M�•�\�
�­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�b  MAC �”�»�Þ�«�[�Â'Å�K�r
�M���Q�b  IP �”�»�Þ�«�†�â�X�Í�«�º���Z�b�º�Û�Ç�•�µ�¡�†�­�Ÿ�×�Ü�¸�•  �”�É
�Û�–�”�å�«�@�w�™�M�•�\�
�­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�c�
�º�Û�Ç�•�µ�¡
�†�G�b�¥�Ð�å�»�[�æ���I�€�S�Í�«�º  MAC �”�»�Þ�«�_3?3æ�K�r�M���G�b
�Ÿ�î�á�î�»�c�
 ARP �†��/œ�K�^�8�¹�Â�–�«�@�6�•���œ�^�]�_�z'g�U�r�M��

�º�Û�å�«�Ì�”�Þ�å�º  �Ç�“�–�”�˜�›�î�Ý  �Ô�î�»�[�c�
�G�b�Ÿ�î�á�î�»�c!“0i
�I�€�
�­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�[�É�ß�Ÿ�©  ARP �c��/œ�I�€�r�O�‡��

interface_name �Í�«�º  �¿�µ�º�á�î�¡�_�K)F�I�€�Z�8�•�–�å�±�î�Ç�™�–�«��

ip_address �Í�«�º�b  IP �”�»�Þ�«��

mac_address �Í�«�º�b  MAC �”�»�Þ�«��

�¥�Ð�å�»  �Ô�î�»

�Ç�“�–�”�˜�›�î�Ý  �Ô�î�» �­�Ÿ�×�Ü�¸�•  �¥�å�¸�Ÿ�«�º

�Ý�î�¸�µ�» 3ñ4# �©�å�¢�Ý

�Ð�Ý�³

�¥�å�¸�Ÿ�«
�º �©�«�¸�Ò

�¢�ß�î�Â�Ý  �¥�å�Ç�•� �×�Þ�î
�©�Ù�å

• • • • —

�Ü�Ü�î�« �š�f
Æ��

�¤�Ñ �G�b�¥�Ð�å�»�c�¤�Ñ�[�M��
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  arp
�†3æ�™�K�
ARP �Â'Å�_�‘�W�Z�Ã�£�µ�º�†  MAC �”�»�Þ�«�_4Ä�™�K�r�M���Í�«�º�r�S�c�Ý�î�±�_�c  ARP 
�¸�î�È�Ý�@�–'ö�I�€�•�S�u�
4Ä�™�@�²0[�^�Ã�£�µ�º�H�\�_  ARP 0[�Ó�†3æ�™�M�•�²0[�c�6�~�r�O�‡��
ARP �¸�î�È�Ý�c�
 ARP �Â'Å�@�¿�µ�º�á�î�¡�V�[3æ�™�I�€�•�S�g�_�²�–�¼�Ñ�µ�¡�_�f�‚�I�€�r�M���M��
�‡6ë�Q#Ý�I�€�^�?�W�S�š�å�º�Ü�c�
�±�–�Ò�”�˜�º�K�r�M���š�å�º�Ü�@�G�K�C�^�8���œ>&�S�\�<�d�
�d��
�b  IP �”�»�Þ�«�b  MAC �”�»�Þ�«�@�š�f�I�€�S���œ�^�]>' �
�š�å�º�Ü�c�f�‚�I�€�•�S�_�±�–�Ò�”�˜�º�K�r
�M��

>&�@>' �º�Û�å�«�Ì�”�Þ�å�º  �Ç�“�–�”�˜�›�î�Ý  �Ô�î�»�[�c�
�²�–�¼�Ñ�µ�¡  ARP �š�å�º�Ü�@�­�Ÿ�×�Ü�¸�•  �”�É
�Û�–�”�å�«�\�b6ë�b�º�Û�Ç�•�µ�¡>&'ö#.�º�Û�Ç�•�µ�¡�^�]>'�_�Q#Ý�I�€�r�M��

�[ ���_�
 �¥4Š�–�å�±�î�Ç�™�–�«�V�b  10.1.1.1 �\  MAC �”�»�Þ�«  0009.7cbe.2100 �b�«�±�¸�•�µ�¡  ARP �š�å
�º�Ü�†�8�B�M�•�[�†&g�K�r�M��

hostname(config)# arp outside 10.1.1.1 0009.7cbe.2100

6õ4��¥�Ð�å�» �¥�Ð�å�» 1��Â

arp timeout �­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�@  ARP �¸�î�È�Ý�†
Ì�S(��M�•�r�[�b�ì6ë�†0¿
���K�r�M��

arp-inspection �º�Û�å�«�Ì�”�Þ�å�º  �Ç�“�–�”�˜�›�î�Ý  �Ô�î�»�[�
 ARP �Ã�£�µ�º�†1*���K�

ARP �«�É�î�Ç�•�å�¢�†75�F�K�r�M��

show arp ARP �¸�î�È�Ý�†/²&g�K�r�M��

show arp statistics ARP )+0£�_���†/²&g�K�r�M��

show running-config 
arp

ARP �±�–�Ò�”�˜�º�b#'�~�b�¥�å�Ç�•� �×�Þ�î�©�Ù�å�†/²&g�K�r�M��
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arp timeout
�­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�@  ARP �¸�î�È�Ý�†
Ì�S(��M�•�r�[�b�ì6ë�†0¿���M�•�_�c�
�¢�ß�î�Â�Ý  �¥
�å�Ç�•� �×�Þ�î�©�Ù�å  �Ô�î�»�[  arp timeout �¥�Ð�å�»�†�Q#Ý�K�r�M  �¹�Ç�›�Ý�º�b�±�–�Ò�”�˜�º�_�`�M
�_�c�
�G�b�¥�Ð�å�»�b  no �g�'�†�Q#Ý�K�r�M�� ARP �¸�î�È�Ý�†
Ì�S(��M�•�\�
+¬�·$×�_�‚�K�8�Í�«�º�_
���@�f�‚�I�€�
�‚�8�Í�«�º�_���@�P7V�I�€�r�M���Í�«�º�_���c8–)¾�_�š�f�I�€�•�S�u�
�±�–�Ò�”�˜�º�†
%·�C�M�•�G�\�@�²0[�_�^�•���œ�@�6�~�r�M��

arp timeout seconds 

no arp timeout seconds

�S�e�b1��Â

�¹�Ç�›�Ý�º �¹�Ç�›�Ý�º�Í�c  14,400 &Ê>&4 �ì6ë>'�[�M��

�¥�Ð�å�»  �Ô�î�» ���b/²�_�
�¥�Ð�å�»�†
°�Š�[�A�•�Ô�î�»�†&g�K�r�M��

�¥�Ð�å�»�š�T

�[ ���_�
 ARP �±�–�Ò�”�˜�º�†  5,000 &Ê�_�š�f�M�•�[�†&g�K�r�M��

hostname(config)# arp timeout 5000

6õ4��¥�Ð�å�»

seconds ARP �¸�î�È�Ý�†
Ì�S(��M�•6ë7x�b&Ê�X>& 60 >|  4294967>'��

�¥�Ð�å�»  �Ô�î�»

�Ç�“�–�”�˜�›�î�Ý  �Ô�î�» �­�Ÿ�×�Ü�¸�•  �¥�å�¸�Ÿ�«�º

�Ý�î�¸�µ�» 3ñ4# �©�å�¢�Ý

�Ð�Ý�³

�¥�å�¸�Ÿ�«
�º �©�«�¸�Ò

�¢�ß�î�Â�Ý  �¥�å�Ç�•� �×�Þ�î
�©�Ù�å

• • • • —

�Ü�Ü�î�« �š�f
Æ��

�¤�Ñ �G�b�¥�Ð�å�»�c�¤�Ñ�[�M��

�¥�Ð�å�» 1��Â
arp �«�±�¸�•�µ�¡  ARP �š�å�º�Ü�†3ã�•�K�r�M��

arp-inspection �º�Û�å�«�Ì�”�Þ�å�º  �Ç�“�–�”�˜�›�î�Ý  �Ô�î�»�[�
 ARP �Ã�£�µ�º�†1*���K�

ARP �«�É�î�Ç�•�å�¢�†75�F�K�r�M��

show arp statistics ARP )+0£�_���†/²&g�K�r�M��

show running-config 
arp timeout

ARP �±�–�Ò�”�˜�º�b#'�~�b�¥�å�Ç�•� �×�Þ�î�©�Ù�å�†/²&g�K�r�M��
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arp-inspection
�º�Û�å�«�Ì�”�Þ�å�º  �Ç�“�–�”�˜�›�î�Ý  �Ô�î�»�[�b  ARP �–�å�«�Ì�¡�©�Ù�å�†�–�¿�î�È�Ý�_�M�•�_�c�
�¢
�ß�î�Â�Ý  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ô�î�»�[  arp-inspection �¥�Ð�å�»�†�Q#Ý�K�r�M�� ARP �–�å�«�Ì�¡
�©�Ù�å�†�¹�•�­�î�È�Ý�_�M�•�_�c�
�G�b�¥�Ð�å�»�b  no �g�'�†�Q#Ý�K�r�M�� ARP �–�å�«�Ì�¡�©�Ù�å�[
�c�
�M�m�Z�b  ARP �Ã�£�µ�º�†�«�±�¸�•�µ�¡  ARP �š�å�º�Ü�\!·�œ�K>& arp �¥�Ð�å�»�†�g!·>' �
�M+´�K�^
�8�Ã�£�µ�º�†�È�ß�µ�¡�K�r�M���G�b�µ+��_�|�~�
 ARP �«�É�î�Ç�•�å�¢�@75�F�I�€�r�M��

arp-inspection interface_name enable [flood | no-flood]

no arp-inspection interface_name enable 

�S�e�b1��Â

�¹�Ç�›�Ý�º �¹�Ç�›�Ý�º�[�c�
 ARP �–�å�«�Ì�¡�©�Ù�å�c�M�m�Z�b�–�å�±�î�Ç�™�–�«�[�¹�•�­�î�È�Ý�_�^�W�Z�8�r�M��
�M�m�Z�b ARP �Ã�£�µ�º�c�­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�†3û4#�[�A�r�M�� ARP �–�å�«�Ì�¡�©�Ù�å�†�–
�¿�î�È�Ý�_�M�•�\�
�M+´�K�^�8  ARP �Ã�£�µ�º�c�¹�Ç�›�Ý�º�[�Ç�Û�µ�¹�•�å�¢�I�€�r�M��

�¥�Ð�å�»  �Ô�î�» ���b/²�_�
�¥�Ð�å�»�†
°�Š�[�A�•�Ô�î�»�†&g�K�r�M��

�¥�Ð�å�»�š�T

�Q#Ý�V�b�ž�–�»�Û�–�å ARP �–�å�«�Ì�¡�©�Ù�å�†�–�¿�î�È�Ý�_�M�•�S�_�
 arp �¥�Ð�å�»�†�Q#Ý�K�Z�«�±�¸�•�µ�¡  ARP �š�å�º�Ü
�†0¿���K�r�M��

enable ARP �–�å�«�Ì�¡�©�Ù�å�†�–�¿�î�È�Ý�_�K�r�M��

flood >&�¹�Ç�›�Ý�º>'�«�±�¸�•�µ�¡  ARP �š�å�º�Ü�b�]�b0[(ò�\�v�M+´�K�^�8�Ã
�£�µ�º�†�M�m�Z�b�–�å�±�î�Ç�™�–�«>&$Î�™
–�–�å�±�î�Ç�™�–�«�†7V�C>'�_
�Ç�Û�µ�¹�•�å�¢�M�•�G�\�†�æ���K�r�M�� MAC �”�»�Þ�«�
 IP �”�»�Þ�«�
�r
�S�c�–�å�±�î�Ç�™�–�«6ë�[�Y�M+´�@�6�•���œ�
�­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å
�«�c�Ã�£�µ�º�†�»�ß�µ�É�K�r�M��

>&�@>' 'ö#.�S#Ý�b�–�å�±�î�Ç�™�–�«>&�Ñ�~�M�•���œ>'�c�
�G�b�Ã�Û�Ó�î�±
�@ flood �_0¿���I�€�Z�8�•���œ�[�v�Ã�£�µ�º�†�Ç�Û�µ�¹�•�å�¢�K�r
�O�‡��

interface_name ARP �–�å�«�Ì�¡�©�Ù�å�†�–�¿�î�È�Ý�_�M�•�–�å�±�î�Ç�™�–�«��

no-flood >&�õ�–>'�«�±�¸�•�µ�¡  ARP �š�å�º�Ü�\�G&��_�c�M+´�K�^�8�Ã�£�µ�º�†�»
�ß�µ�É�M�•�G�\�†�æ���K�r�M��

�¥�Ð�å�»  �Ô�î�»

�Ç�“�–�”�˜�›�î�Ý  �Ô�î�» �­�Ÿ�×�Ü�¸�•  �¥�å�¸�Ÿ�«�º

�Ý�î�¸�µ�» 3ñ4# �©�å�¢�Ý

�Ð�Ý�³

�¥�å�¸�Ÿ�«
�º �©�«�¸�Ò

�¢�ß�î�Â�Ý  �¥�å�Ç�•� �×�Þ�î
�©�Ù�å

— • • • —

�Ü�Ü�î�« �š�f
Æ��

7.0(1) �G�b�¥�Ð�å�»�@�_
°�I�€�r�K�S��
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ARP �–�å�«�Ì�¡�©�Ù�å�†�–�¿�î�È�Ý�_�M�•�\�
�­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�c�
�M�m�Z�b  ARP �Ã
�£�µ�º
Æ�b  MAC �”�»�Þ�«�
 IP �”�»�Þ�«�
�>�|�g3æ�™
–�–�å�±�î�Ç�™�–�«�†  ARP �¸�î�È�Ý
Æ�b�«�±
�¸�•�µ�¡  �š�å�º�Ü�\�š3Q�K�
���b�”�¡�©�Ù�å�†��/œ�K�r�M��

• IP �”�»�Þ�«�
 MAC �”�»�Þ�«�
�>�|�g3æ�™
–�–�å�±�î�Ç�™�–�«�@  ARP �š�å�º�Ü�\�M+´�M�•���œ�

�Ã�£�µ�º�†3û4#�I�O�r�M��

• MAC �”�»�Þ�«�
 IP �”�»�Þ�«�
�r�S�c�–�å�±�î�Ç�™�–�«6ë�[�Y�M+´�@�6�•���œ�
�­�Ÿ�×�Ü�¸�•  �”�É
�Û�–�”�å�«�c�Ã�£�µ�º�†�»�ß�µ�É�K�r�M��

• ARP �Ã�£�µ�º�@�«�±�¸�•�µ�¡  ARP �¸�î�È�Ý
Æ�b�]�b�š�å�º�Ü�\�v�M+´�K�^�8���œ�
�Ã�£�µ�º�†�M
�m�Z�b�–�å�±�î�Ç�™�–�«�_3?3æ>&�Ç�Û�µ�¹�•�å�¢>'�M�•�?�
�r�S�c�»�ß�µ�É�M�•�|�:�_�­�Ÿ�×�Ü
�¸�•  �”�É�Û�–�”�å�«�†0¿���[�A�r�M��

>&�@>' �S#Ý�b'ö#.�–�å�±�î�Ç�™�–�«>&�Ñ�~�M�•���œ>'�c�
�G�b�Ã�Û�Ó�î�±�@  flood �_0¿���I�€�Z
�8�•���œ�[�v�Ã�£�µ�º�†�Ç�Û�µ�¹�•�å�¢�K�r�O�‡��

ARP �–�å�«�Ì�¡�©�Ù�å�_�|�W�Z�
�O�–�b�6�•�Ø�î�¨�@�Ú�b�Í�«�º�x�Ý�î�±�_�^�~�M�r�M>& ARP �«�É�î
�Ç�•�å�¢�\�ç�d�€�•>'�b�†75�F�[�A�r�M�� ARP �«�É�î�Ç�•�å�¢�@0Á�•�I�€�Z�8�•�\�
 ���p6ë*…���7�Á�†
�w�E�•�G�\�@�6�~�r�M���S�\�<�d�
�Í�«�º�@  ARP 0[�Ó�†�¤�î�º�˜�™�–  �Ý�î�±�_3æ�™�M�•�\�
�¤�î�º
�˜�™�–  �Ý�î�±�c�¤�î�º�˜�™�–  �Ý�î�±�b  MAC �”�»�Þ�«�[�Â'Å�K�r�M���S�T�K�
�7�Á*…�c�
�Ý�î�±�b  
MAC �”�»�Þ�«�[�c�^�C�7�Á*…�b  MAC �”�»�Þ�«�[�9�b  ARP �Â'Å�†�Í�«�º�_3æ�™�K�r�M���G�€�[�
�7
�Á*…�c�
�M�m�Z�b�Í�«�º  �º�Û�Ç�•�µ�¡�†�æ/œ�w�™�K�Z�Ý�î�±�_3?3æ�[�A�•�|�:�_�^�~�r�M��

ARP �–�å�«�Ì�¡�©�Ù�å�†�Q#Ý�M�•�\�
�G�K�8  MAC �”�»�Þ�«�\�Q�€�_6õ4��Ü�E�}�€�S  IP �”�»�Þ�«�@�«
�±�¸�•�µ�¡  ARP �¸�î�È�Ý
Æ�_�6�•7H�~�
 �7�Á*…�c�7�Á*…�b MAC �”�»�Þ�«�[  ARP �Â'Å�†3æ�™�[�A�^�C
�^�~�r�M��

>&�@>' �º�Û�å�«�Ì�”�Þ�å�º  �Ç�“�–�”�˜�›�î�Ý  �Ô�î�»�[�c�
�²�–�¼�Ñ�µ�¡  ARP �š�å�º�Ü�@�­�Ÿ�×�Ü�¸�•  �”�É
�Û�–�”�å�«�\�b6ë�b�º�Û�Ç�•�µ�¡>&'ö#.�º�Û�Ç�•�µ�¡�^�]>'�_�Q#Ý�I�€�r�M��

�[ ���_�
�¥4Š�–�å�±�î�Ç�™�–�«�_�>�E�•  ARP �–�å�«�Ì�¡�©�Ù�å�†�–�¿�î�È�Ý�_�K�
�«�±�¸�•�µ�¡  ARP 
�š�å�º�Ü�_�M+´�K�^�8  ARP �Ã�£�µ�º�†�»�ß�µ�É�M�•�|�:�_�­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�†0¿���M�•�[
�†&g�K�r�M��

hostname(config)# arp outside 209.165.200.225 0009.7cbe.2100
hostname(config)# arp-inspection outside enable no-flood

6õ4��¥�Ð�å�» �¥�Ð�å�» 1��Â

arp �«�±�¸�•�µ�¡  ARP �š�å�º�Ü�†3ã�•�K�r�M��

clear configure 
arp-inspection

ARP �–�å�«�Ì�¡�©�Ù�å  �¥�å�Ç�•� �×�Þ�î�©�Ù�å�†�¡�Ü�”�K�r�M��

firewall transparent �Ç�“�–�”�˜�›�î�Ý  �Ô�î�»�†�º�Û�å�«�Ì�”�Þ�å�º�_0¿���K�r�M��

show arp statistics ARP )+0£�_���†/²&g�K�r�M��

show running-config 
arp

ARP �±�–�Ò�”�˜�º�b#'�~�b�¥�å�Ç�•� �×�Þ�î�©�Ù�å�†/²&g�K�r�M��
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asdm disconnect
�”�¡�¸�•�È�^  ASDM �­�µ�©�Ù�å�†)
�¢�M�•�_�c�
 "I�’  EXEC �Ô�î�»�[  asdm disconnect �¥�Ð�å�»�†�Q
#Ý�K�r�M��

asdm disconnect session

�S�e�b1��Â

�¹�Ç�›�Ý�º �¹�Ç�›�Ý�º�b�·�8�x�Í�c�6�~�r�O�‡��

�¥�Ð�å�»  �Ô�î�» ���b/²�_�
�¥�Ð�å�»�†
°�Š�[�A�•�Ô�î�»�†&g�K�r�M��

�¥�Ð�å�»�š�T

�Q#Ý�V�b�ž�–�»�Û�–�å �”�¡�¸�•�È�^  ASDM �­�µ�©�Ù�å�\�Q�€�_6õ4��Ü�E�}�€�Z�8�•�­�µ�©�Ù�å  ID �b�Ü�«�º�†/²&g�M�•�_�c�

show asdm sessions �¥�Ð�å�»�†�Q#Ý�K�r�M��"I���b�­�µ�©�Ù�å�†)
�¢�M�•�_�c�
 asdm disconnect �¥
�Ð�å�»�†�Q#Ý�K�r�M��

ASDM �­�µ�©�Ù�å�†)
�¢�K�Z�v�
�g�~�b�”�¡�¸�•�È�^  ASDM �­�µ�©�Ù�å�c�
6õ4��Ü�E�}�€�Z�8�•�­�µ
�©�Ù�å  ID �†�–�â�K�r�M���S�\�<�d�
 3 �X�b�”�¡�¸�•�È�^  ASDM �­�µ�©�Ù�å�@�6�~�
�Q�€�R�€�b�­�µ
�©�Ù�å  ID �@ 0�
 1�
�>�|�g  2 �b���œ�
�­�µ�©�Ù�å  1 �†)
�¢�M�•�\�
�g�~�b�”�¡�¸�•�È�^  ASDM �­�µ
�©�Ù�å�c�Q�€�R�€�­�µ�©�Ù�å  ID 0 �\  2 �†�–�â�K�r�M���G�b�[�[�
���b�‚�K�8  ASDM �­�µ�©�Ù�å�_�c
�­�µ�©�Ù�å  ID 1 �@�m�~�\�Z�}�€�
�Q�b�‹�b�‚�K�8�­�µ�©�Ù�å�_�c�­�µ�©�Ù�å  ID 3 �?�}8p�_  ID �@�m�~
�\�Z�}�€�r�M��

�[ ���_�
�­�µ�©�Ù�å  ID 0 �b  ASDM �­�µ�©�Ù�å�†)
�¢�M�•�[�†&g�K�r�M�� asdm disconnect �¥�Ð�å�»�b
°
�Š�b�S�‹�_�
 show asdm sessions �¥�Ð�å�»�†�Q#Ý�K�Z�
�”�¡�¸�•�È�^  ASDM �­�µ�©�Ù�å�†/²&g�K�Z�8
�r�M��

hostname# show asdm sessions

0 192.168.1.1
1 192.168.1.2
hostname# asdm disconnect 0
hostname# show asdm sessions

session )
�¢�M�•�”�¡�¸�•�È�^  ASDM �­�µ�©�Ù�å�b�­�µ�©�Ù�å  ID�� show asdm 
sessions �¥�Ð�å�»�†�Q#Ý�K�Z�
�M�m�Z�b�”�¡�¸�•�È�^  ASDM �­�µ�©�Ù�å
�b�­�µ�©�Ù�å  ID �†/²&g�[�A�r�M��

�¥�Ð�å�»  �Ô�î�»

�Ç�“�–�”�˜�›�î�Ý  �Ô�î�» �­�Ÿ�×�Ü�¸�•  �¥�å�¸�Ÿ�«�º

�Ý�î�¸�µ�» 3ñ4# �©�å�¢�Ý

�Ð�Ý�³

�¥�å�¸�Ÿ�«
�º �©�«�¸�Ò

"I�’  EXEC • • • • —

�Ü�Ü�î�« �š�f
Æ��

7.0(1) pdm disconnect �¥�Ð�å�»�@  asdm disconnect �¥�Ð�å�»�_�š�f�I�€�r�K�S��
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  asdm disconnect
1 192.168.1.2

6õ4��¥�Ð�å�» �¥�Ð�å�» 1��Â

show asdm sessions �”�¡�¸�•�È�^  ASDM �­�µ�©�Ù�å�\�Q�€�_6õ4��Ü�E�}�€�Z�8�•�­�µ�©�Ù�å  
ID �b�Ü�«�º�†/²&g�K�r�M��
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  asdm disconnect log_session
asdm disconnect log_session
�”�¡�¸�•�È�^  ASDM �ß� �å�¢  �­�µ�©�Ù�å�†)
�¢�M�•�_�c�
"I�’  EXEC �Ô�î�»�[  asdm disconnect 
log_session �¥�Ð�å�»�†�Q#Ý�K�r�M��

asdm disconnect log_session session

�S�e�b1��Â

�¹�Ç�›�Ý�º �¹�Ç�›�Ý�º�b�·�8�x�Í�c�6�~�r�O�‡��

�¥�Ð�å�»  �Ô�î�» ���b/²�_�
�¥�Ð�å�»�†
°�Š�[�A�•�Ô�î�»�†&g�K�r�M��

�¥�Ð�å�»�š�T

�Q#Ý�V�b�ž�–�»�Û�–�å �”�¡�¸�•�È�^  ASDM �ß� �å�¢  �­�µ�©�Ù�å�\�Q�€�_6õ4��Ü�E�}�€�Z�8�•�­�µ�©�Ù�å  ID �b�Ü�«�º�†/²&g
�M�•�_�c�
 show asdm log_sessions �¥�Ð�å�»�†�Q#Ý�K�r�M��"I���b�ß� �å�¢  �­�µ�©�Ù�å�†)
�¢�M�•�_
�c�
 asdm disconnect log_session �¥�Ð�å�»�†�Q#Ý�K�r�M��

�Q�€�R�€�b�”�¡�¸�•�È�^  ASDM �­�µ�©�Ù�å�_�c�
 1 �X�è�V�b6õ4��M�•  ASDM �ß� �å�¢  �­�µ�©�Ù�å�@
�6�~�r�M�� ASDM �c�
�ß� �å�¢  �­�µ�©�Ù�å�†�Q#Ý�K�Z�
�­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�?�}  Syslog 
�Ó�µ�­�î�ª�†�v�“�K�r�M���ß�¢  �­�µ�©�Ù�å�†)
�¢�M�•�\�
�”�¡�¸�•�È�^  ASDM �­�µ�©�Ù�å�_�O�s8j�@
�l�j���œ�@�6�~�r�M���Y0[�^  ASDM �­�µ�©�Ù�å�†)
�¢�M�•�_�c�
 asdm disconnect �¥�Ð�å�»�†�Q#Ý�K
�r�M��

>&�@>' �›  ASDM �­�µ�©�Ù�å�_�c�a�^�C�\�v  1 �X�b  ASDM �ß� �å�¢  �­�µ�©�Ù�å�@�6�•�S�u�
 show asdm 
sessions �>�|�g  show asdm log_sessions �b���Š�c� �L�|�:�_0b�<�•�G�\�@�6�~�r�M��

ASDM �ß� �å�¢  �­�µ�©�Ù�å�†)
�¢�K�Z�v�
�g�~�b�”�¡�¸�•�È�^  ASDM �ß� �å�¢  �­�µ�©�Ù�å�c�
6õ4�
�Ü�E�}�€�Z�8�•�­�µ�©�Ù�å  ID �†�–�â�K�r�M���S�\�<�d�
 3 �X�b�”�¡�¸�•�È�^  ASDM �ß� �å�¢  �­�µ
�©�Ù�å�@�6�~�
�Q�€�R�€�b�­�µ�©�Ù�å  ID �@ 0�
 1�
�>�|�g  2 �b���œ�
�­�µ�©�Ù�å  1 �†)
�¢�M�•�\�
�g�~
�b�”�¡�¸�•�È�^  ASDM �ß� �å�¢  �­�µ�©�Ù�å�c�Q�€�R�€�­�µ�©�Ù�å  ID 0 �\  2 �†�–�â�K�r�M���G�b�[�[�

���b�‚�K�8  ASDM �ß� �å�¢  �­�µ�©�Ù�å�_�c�­�µ�©�Ù�å  ID 1 �@�m�~�\�Z�}�€�
�Q�b�‹�b�‚�K�8�ß� �å
�¢  �­�µ�©�Ù�å�_�c�­�µ�©�Ù�å  ID 3 �?�}8p�_  ID �@�m�~�\�Z�}�€�r�M��

session )
�¢�M�•�”�¡�¸�•�È�^  ASDM �ß� �å�¢  �­�µ�©�Ù�å�b�­�µ�©�Ù�å  ID��
show asdm log_sessions �¥�Ð�å�»�†�Q#Ý�K�Z�
�M�m�Z�b�”�¡�¸�•�È�^  
ASDM �­�µ�©�Ù�å�b�­�µ�©�Ù�å  ID �†/²&g�[�A�r�M��

�¥�Ð�å�»  �Ô�î�»

�Ç�“�–�”�˜�›�î�Ý  �Ô�î�» �­�Ÿ�×�Ü�¸�•  �¥�å�¸�Ÿ�«�º

�Ý�î�¸�µ�» 3ñ4# �©�å�¢�Ý

�Ð�Ý�³

�¥�å�¸�Ÿ�«
�º �©�«�¸�Ò

"I�’  EXEC • • • • —

�Ü�Ü�î�« �š�f
Æ��

7.0(1) �G�b�¥�Ð�å�»�@�_
°�I�€�r�K�S��
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  asdm disconnect log_session
�[ ���_�
�­�µ�©�Ù�å  ID 0 �b  ASDM �­�µ�©�Ù�å�†)
�¢�M�•�[�†&g�K�r�M�� asdm disconnect log_sessions 
�¥�Ð�å�»�b
°�Š�b�S�‹�_�
 show asdm log_sessions �¥�Ð�å�»�†�Q#Ý�K�Z�
�”�¡�¸�•�È�^  ASDM �­�µ
�©�Ù�å�†/²&g�K�Z�8�r�M��

hostname# show asdm log_sessions

0 192.168.1.1
1 192.168.1.2
hostname# asdm disconnect 0
hostname# show asdm log_sessions

1 192.168.1.2

6õ4��¥�Ð�å�» �¥�Ð�å�» 1��Â

show asdm 
log_sessions

�”�¡�¸�•�È�^  ASDM �ß� �å�¢  �­�µ�©�Ù�å�\�Q�€�_6õ4��Ü�E�}�€�Z�8�•
�­�µ�©�Ù�å  ID �b�Ü�«�º�†/²&g�K�r�M��
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asdm history enable
ASDM �š�T�º�Û�µ�Ÿ�å�¢�†�–�¿�î�È�Ý�_�M�•�_�c�
�¢�ß�î�Â�Ý  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ô�î�»�[  
asdm history enable �¥�Ð�å�»�†�Q#Ý�K�r�M�� ASDM �š�T�º�Û�µ�Ÿ�å�¢�†�¹�•�­�î�È�Ý�_�M�•�_�c�
�G
�b�¥�Ð�å�»�b  no �g�'�†�Q#Ý�K�r�M��

asdm history enable

no asdm history enable

�S�e�b1��Â �G�b�¥�Ð�å�»�_�c�,�X�r�S�c�Ÿ�î�á�î�»�c�6�~�r�O�‡��

�¹�Ç�›�Ý�º �¹�Ç�›�Ý�º�b�·�8�x�Í�c�6�~�r�O�‡��

�¥�Ð�å�»  �Ô�î�» ���b/²�_�
�¥�Ð�å�»�†
°�Š�[�A�•�Ô�î�»�†&g�K�r�M��

�¥�Ð�å�»�š�T

�Q#Ý�V�b�ž�–�»�Û�–�å ASDM �š�T�º�Û�µ�Ÿ�å�¢�†�–�¿�î�È�Ý�_�M�•�G�\�_�|�W�Z�v�“�I�€�S�_���c�
 ASDM �š�T�Â�µ�Ç�“�_
�–�Ñ�I�€�r�M���G�b�_���c�
 show asdm history �¥�Ð�å�»�†�Q#Ý�K�Z/²&g�[�A�r�M���š�T�_���c�

ASDM �_�|�W�Z�¹�Â�–�«  �Ô�½�±�Ü�å�¢�_�Q#Ý�I�€�r�M��

�[ ���_�
 ASDM �š�T�º�Û�µ�Ÿ�å�¢�†�–�¿�î�È�Ý�_�M�•�[�†&g�K�r�M��

hostname(config)# asdm history enable
hostname(config)#

6õ4��¥�Ð�å�»

�¥�Ð�å�»  �Ô�î�»

�Ç�“�–�”�˜�›�î�Ý  �Ô�î�» �­�Ÿ�×�Ü�¸�•  �¥�å�¸�Ÿ�«�º

�Ý�î�¸�µ�» 3ñ4# �©�å�¢�Ý

�Ð�Ý�³

�¥�å�¸�Ÿ�«
�º �©�«�¸�Ò

�¢�ß�î�Â�Ý  �¥�å�Ç�•� �×�Þ�î
�©�Ù�å

• • • • •

�Ü�Ü�î�« �š�f
Æ��

7.0(1) pdm history enable �¥�Ð�å�»�@  asdm history enable �¥�Ð�å�»�_�š�f�I�€
�r�K�S��

�¥�Ð�å�» 1��Â

show asdm history ASDM �š�T�Â�µ�Ç�“�b
Æ���†/²&g�K�r�M��
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  asdm image
asdm image
�Ç�Û�µ�©�×  �Ó�Ô�Ü
Æ�b ASDM �¯�Ç�º�˜�™�”  �–�Ó�î�ª�b���d�†�æ���M�•�_�c�
�¢�ß�î�Â�Ý  �¥�å�Ç�•
� �×�Þ�î�©�Ù�å  �Ô�î�»�[  asdm image �¥�Ð�å�»�†�Q#Ý�K�r�M���–�Ó�î�ª�b���d�†�P7V�M�•�_�c�
�G�b
�¥�Ð�å�»�b  no �g�'�†�Q#Ý�K�r�M��

asdm image url

no asdm image [url]

�S�e�b1��Â

�¹�Ç�›�Ý�º �G�b�¥�Ð�å�»�†�«�±�î�º�”�µ�É  �¥�å�Ç�•� �×�Þ�î�©�Ù�å�_�µ�u�^�8���œ�
�­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å
�«�c2s�·�ì�_�q�6�_�è���K�S  ASDM �–�Ó�î�ª�†�Q#Ý�K�r�M��
Æ4Š�Ç�Û�µ�©�×  �Ó�Ô�Ü�b�Ý�î�º  �¹�•�Þ�¡
�º�Ü
Æ�†�è(ô�K�S�‹�[�
�¥4Š�Ç�Û�µ�©�×  �Ó�Ô�Ü�†�è(ô�K�r�M���­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�c�–�Ó�î
�ª�†�è���K�S���œ�c�
 asdm image �¥�Ð�å�»�†��/œ�¥�å�Ç�•� �×�Þ�î�©�Ù�å�_��
°�K�r�M��

�¥�Ð�å�»  �Ô�î�» ���b/²�_�
�¥�Ð�å�»�†
°�Š�[�A�•�Ô�î�»�†&g�K�r�M��

�¥�Ð�å�»�š�T

�Q#Ý�V�b�ž�–�»�Û�–�å �Ç�Û�µ�©�×  �Ó�Ô�Ü�_0
�X�b  ASDM �¯�Ç�º�˜�™�”  �–�Ó�î�ª�†�–�Ñ�[�A�r�M���”�¡�¸�•�È�^  ASDM �­�µ
�©�Ù�å�@�6�•"g�Â�[  asdm image �¥�Ð�å�»�†
°�Š�K�Z�‚�K�8  ASDM �¯�Ç�º�˜�™�”  �–�Ó�î�ª�†�æ���K�S
���œ�
�”�¡�¸�•�È�^  ASDM �­�µ�©�Ù�å�c�p�•�I�€�N�
�Q�b�­�µ�©�Ù�å�†6ä���K�S  ASDM �¯�Ç�º�˜�™
�”  �–�Ó�î�ª�†�,�A)F�A�Q#Ý�K�r�M���‚�K�8  ASDM �­�µ�©�Ù�å�c�
�‚�K�8�¯�Ç�º�˜�™�”  �–�Ó�î�ª�†�Q#Ý

url �Ç�Û�µ�©�×  �Ó�Ô�Ü
Æ�b ASDM �–�Ó�î�ª�b���d�†0¿���K�r�M�����b  URL �S
�e�†�g!·�K�Z�C�T�I�8��

• disk0:/[path/]filename

ASA 5500 �©�Ü�î�¬4:�Â�º�­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�b���œ�
�G�b  
URL �c
Æ4Š�Ç�Û�µ�©�× �Ó�Ô�Ü�†�æ�K�r�M�� disk0 �[�c�^�C  flash �†�Q
#Ý�M�•�G�\�v�[�A�r�M���G�€�}�c�š�–�Ü�”�«�_�^�W�Z�8�r�M��

• disk1:/[path/]filename

ASA 5500 �©�Ü�î�¬4:�Â�º�­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�b���œ�
�G�b  
URL �c�¥4Š�Ç�Û�µ�©�×  �Ó�Ô�Ü �•�î�»�†�æ�K�r�M��

• flash:/[path/]filename

�G�b  URL �c
Æ4Š�Ç�Û�µ�©�× �Ó�Ô�Ü�†&g�K�r�M��

�¥�Ð�å�»  �Ô�î�»

�Ç�“�–�”�˜�›�î�Ý  �Ô�î�» �­�Ÿ�×�Ü�¸�•  �¥�å�¸�Ÿ�«�º

�Ý�î�¸�µ�» 3ñ4# �©�å�¢�Ý

�Ð�Ý�³

�¥�å�¸�Ÿ�«
�º �©�«�¸�Ò

�¢�ß�î�Â�Ý  �¥�å�Ç�•� �×�Þ�î
�©�Ù�å

• • • — •

�Ü�Ü�î�« �š�f
Æ��

7.0(1) �G�b�¥�Ð�å�»�@�_
°�I�€�r�K�S��
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  asdm image
�K�r�M�� no asdm image �¥�Ð�å�»�†
°�Š�M�•�\�
�¥�å�Ç�•� �×�Þ�î�©�Ù�å�?�}�¥�Ð�å�»�@�P7V�I�€�r
�M���S�T�K�
�q�‹�_0¿���K�S�–�Ó�î�ª�b���d�†�Q#Ý�K�Z�
�­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�?�}�,�A)F�A  
ASDM �_�”�¡�­�«�[�A�r�M��

�G�b�¥�Ð�å�»�†�«�±�î�º�”�µ�É  �¥�å�Ç�•� �×�Þ�î�©�Ù�å�_�µ�u�^�8���œ�
�­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å
�«�c2s�·�ì�_�q�6�_�è���K�S  ASDM �–�Ó�î�ª�†�Q#Ý�K�r�M��
Æ4Š�Ç�Û�µ�©�×  �Ó�Ô�Ü�b�Ý�î�º  �¹�•�Þ�¡
�º�Ü
Æ�†�è(ô�K�S�‹�[�
�¥4Š�Ç�Û�µ�©�×  �Ó�Ô�Ü�†�è(ô�K�r�M���­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�c�–�Ó�î
�ª�†�è���K�S���œ�c�
 asdm image �¥�Ð�å�»�†��/œ�¥�å�Ç�•� �×�Þ�î�©�Ù�å�_��
°�K�r�M�� write 
memory �¥�Ð�å�»�†�Q#Ý�K�Z�
��/œ�¥�å�Ç�•� �×�Þ�î�©�Ù�å�†�«�±�î�º�”�µ�É  �¥�å�Ç�•� �×�Þ�î�©�Ù
�å�_�–�Ñ�K�Z�C�T�I�8�� asdm image �¥�Ð�å�»�†�«�±�î�º�”�µ�É  �¥�å�Ç�•� �×�Þ�î�©�Ù�å�_�–�Ñ�K�^�8
���œ�
�Ü�È�î�º�b�S�g�_�­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�c  ASDM �–�Ó�î�ª�†�è(ô�K�
 asdm image �¥�Ð
�å�»�†��/œ�¥�å�Ç�•� �×�Þ�î�©�Ù�å�_��
°�K�r�M�� Auto Update �†�Q#Ý�M�•���œ�c�
2s�·�ì�_�G�b�¥�Ð
�å�»�@+¬�·$×�_3ã�•�I�€�•�S�u�
�­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�V�b�¥�å�Ç�•� �×�Þ�î�©�Ù�å�c  Auto 
Update Server �V�b�¥�å�Ç�•� �×�Þ�î�©�Ù�å�\�M+´�K�^�C�^�~�r�M���G�b�|�:�^�Y�M+´�@$Î#Õ�M�•�\�

�­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�c�¥�å�Ç�•� �×�Þ�î�©�Ù�å�†  Auto Update Server �?�}�²�˜�å�ß�î�»�K�r
�M���Y0[�^  Auto Update �”�¡�¸�•�Å�¸�•�†�G4J�M�•�_�c�
 asdm image �¥�Ð�å�»�†�«�±�î�º�”�µ�É  �¥�å
�Ç�•� �×�Þ�î�©�Ù�å�_�–�Ñ�K�r�M��

�[ ���_�
 ASDM �–�Ó�î�ª�†  asdm.bin �_0¿���M�•�[�†&g�K�r�M��

hostname(config)# asdm image flash:/asdm.bin
hostname(config)#

6õ4��¥�Ð�å�» �¥�Ð�å�» 1��Â

show asdm image #'�~�b  ASDM �–�Ó�î�ª  �Ç�“�–�Ý�†/²&g�K�r�M��

boot �¯�Ç�º�˜�™�”  �–�Ó�î�ª�\�«�±�î�º�”�µ�É  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ç�“�–
�Ý�†0¿���K�r�M��
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asdm location

�@�– �G�b�¥�Ð�å�»�†�m�·�[0¿���K�^�8�[�C�T�I�8�� asdm location �¥�Ð�å�»�c  ASDM �_�|�W�Z��/œ�¥�å
�Ç�•� �×�Þ�î�©�Ù�å�_3ã�•�I�€�

Æ4Š3û�™�_�Q#Ý�I�€�r�M���G�b�¥�Ð�å�»�c�
�_���f�j�b�S�u�T�E
�_�G�b�Ð�½�×�”�Ý�_0°3U�I�€�Z�8�r�M��

asdm location ip_addr netmask if_name

asdm location ipv6_addr/prefix if_name

�S�e�b1��Â

�¹�Ç�›�Ý�º �¹�Ç�›�Ý�º�b�·�8�x�Í�c�6�~�r�O�‡��

�¥�Ð�å�»  �Ô�î�» ���b/²�_�
�¥�Ð�å�»�†
°�Š�[�A�•�Ô�î�»�†&g�K�r�M��

�¥�Ð�å�»�š�T

�Q#Ý�V�b�ž�–�»�Û�–�å �G�b�¥�Ð�å�»�†�m�·�[0¿���r�S�c�P7V�K�^�8�[�C�T�I�8��

ip_addr �¿�µ�º�á�î�¡  �º�Ï�ß�ª�†��*O�M�•�S�u�_  ASDM �_�|�W�Z
Æ4Š�[�Q#Ý�I�€
�•  IP �”�»�Þ�«��

netmask ip_addr �b�§�È�¿�µ�º  �Ð�«�¡��

if_name ASDM �_�”�¡�­�«�M�•�\�A�_3û4#�M�•�–�å�±�î�Ç�™�–�«�b�¡�S��

ipv6_addr/prefix �¿�µ�º�á�î�¡  �º�Ï�ß�ª�†��*O�M�•�S�u�_  ASDM �_�|�W�Z
Æ4Š�[�Q#Ý�I�€
�•  IPv6 �”�»�Þ�«�\�É�Þ�Ç�•�µ�¡�«��

�¥�Ð�å�»  �Ô�î�»

�Ç�“�–�”�˜�›�î�Ý  �Ô�î�» �­�Ÿ�×�Ü�¸�•  �¥�å�¸�Ÿ�«�º

�Ý�î�¸�µ�» 3ñ4# �©�å�¢�Ý

�Ð�Ý�³

�¥�å�¸�Ÿ�«
�º �©�«�¸�Ò

�¢�ß�î�Â�Ý  �¥�å�Ç�•� �×�Þ�î
�©�Ù�å

• • • • —

�Ü�Ü�î�« �š�f
Æ��
7.0(1) pdm location �¥�Ð�å�»�@  asdm location �¥�Ð�å�»�_�š�f�I�€�r�K�S��
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asr-group
8��P&à�Ý�î�¸�•�å�¢  �–�å�±�î�Ç�™�–�«  �¢�Ý�î�É  ID �†�æ���M�•�_�c�
�–�å�±�î�Ç�™�–�«  �¥�å�Ç�•� �×
�Þ�î�©�Ù�å  �Ô�î�»�[  asr-group �¥�Ð�å�»�†�Q#Ý�K�r�M�� ID �†�P7V�M�•�_�c�
�G�b�¥�Ð�å�»�b  no �g�'
�†�Q#Ý�K�r�M��

asr-group group_id

no asr-group group_id 

�S�e�b1��Â

�¹�Ç�›�Ý�º �¹�Ç�›�Ý�º�b�·�8�x�Í�c�6�~�r�O�‡��

�¥�Ð�å�»  �Ô�î�» ���b/²�_�
�¥�Ð�å�»�†
°�Š�[�A�•�Ô�î�»�†&g�K�r�M��

�¥�Ð�å�»�š�T

�Q#Ý�V�b�ž�–�»�Û�–�å Active/Active �Ç�™�î�Ý�œ�î�Â�î�@�–�¿�î�È�Ý�b���œ�
�ß�î�»  �Â�Û�å�©�å�¢�_�|�~�
$Î�™�K)F�b�Ü�±�î
�å  �º�Û�Ç�•�µ�¡�@�Æ�”  �Ø�½�µ�º�V�b�”�¡�¸�•�È�^�¥�å�¸�Ÿ�«�º�†�Ó�K�Z�Ý�î�¸�•�å�¢�I�€�•�G�\�@�6
�~�r�M���G�b�Æ�”  �Ø�½�µ�º�[�c�
$Î�™�K)F�b�¥�å�¸�Ÿ�«�º�c�«�±�å�Â�–  �¢�Ý�î�É
Æ�_�6�~�r�M��

asr-group �¥�Ð�å�»�†�Q#Ý�M�•�\�
%T�™�–�å�±�î�Ç�™�–�«�b�Ç�ß�î�@0b�X�?�}�^�8���œ�_�
%T�™�Ã�£�µ
�º�@� �L  asr-group �b�–�å�±�î�Ç�™�–�«�[
Ì�(8®�I�€�r�M��
Ì�(8®�_�|�~�9�b�–�å�±�î�Ç�™�–�«�b�Ç
�ß�î�@0b�X�?�~�
6õ4��Ü�E�}�€�Z�8�•�¥�å�¸�Ÿ�«�º�@�«�±�å�Â�–"g�Â�b���œ�
�Ã�£�µ�º�c��#.�b�S�u�_
�”�¡�¸�•�È�^�Ø�½�µ�º�_3?3æ�I�€�r�M��

�G�b�¥�Ð�å�»�†�w� �_�M�•�_�c�
�«�¸�î�º�Ç�Ý  �Ç�™�î�Ý�œ�î�Â�î�†�–�¿�î�È�Ý�_�M�•�²0[�@�6�~�r�M��

ASR )+0£�_���c�
 show interface detail �¥�Ð�å�»�†�Q#Ý�K�Z/²&g�[�A�r�M���G�b)+0£�_���_�c�
�–�å
�±�î�Ç�™�–�«�V�[3æ�™�
�w�™�
�>�|�g�»�ß�µ�É�I�€�S  ASR �Ã�£�µ�º�b�X�@�µ�r�€�r�M��

�[ ���_�
4E�¥�K�S�–�å�±�î�Ç�™�–�«�†8��P&à�Ý�î�¸�•�å�¢  �¢�Ý�î�É  1 �_�m�~�\�Z�•�[�†&g�K�r�M��

�¥�å�¸�Ÿ�«�º  ctx1 �b�¥�å�Ç�•� �×�Þ�î�©�Ù�å>8

hostname/ctx1(config)# interface Ethernet2
hostname/ctx1(config-if)# nameif outside
hostname/ctx1(config-if)# ip address 192.168.1.11 255.255.255.0 standby 192.168.1.21
hostname/ctx1(config-if)# asr-group 1

group_id 8��P&à�Ý�î�¸�•�å�¢  �¢�Ý�î�É  ID���w� �^�Í�c�
 1 >|  32 �[�M��

�¥�Ð�å�»  �Ô�î�»

�Ç�“�–�”�˜�›�î�Ý  �Ô�î�» �­�Ÿ�×�Ü�¸�•  �¥�å�¸�Ÿ�«�º

�Ý�î�¸�µ�» 3ñ4# �©�å�¢�Ý

�Ð�Ý�³

�¥�å�¸�Ÿ�«
�º �©�«�¸�Ò

�–�å�±�î�Ç�™�–�«  �¥�å�Ç�•� �×
�Þ�î�©�Ù�å

• • — • —

�Ü�Ü�î�« �š�f
Æ��

7.0(1) �G�b�¥�Ð�å�»�@�_
°�I�€�r�K�S��
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�¥�å�¸�Ÿ�«�º  ctx2 �b�¥�å�Ç�•� �×�Þ�î�©�Ù�å>8

hostname/ctx2(config)# interface Ethernet3
hostname/ctx2(config-if)# nameif outside
hostname/ctx2(config-if)# ip address 192.168.1.31 255.255.255.0 standby 192.168.1.41
hostname/ctx2(config-if)# asr-group 1

6õ4��¥�Ð�å�» �¥�Ð�å�» 1��Â

interface �–�å�±�î�Ç�™�–�«  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ô�î�»�†6ä���K�r�M��

show interface �–�å�±�î�Ç�™�–�«)+0£�_���†/²&g�K�r�M��
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assertion-consumer-url
�­�Ÿ�×�Ü�¸�•  �¹�Â�–�«�@�”�§�î�©�Ù�å  �¥�å�©�×�î�Ð  �§�î�Å�«�_�K)F�M�•�S�u�_�”�¡�­�«�M�•  URL �†
�æ���M�•�_�c�
 webvpn �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ô�î�»�[�
"I���b  SAML-type SSO �§�î�Â�_�P�K�Z  
assertion-consumer-url �¥�Ð�å�»�†�Q#Ý�K�r�M��

�G�b  URL �†�”�§�î�©�Ù�å�?�}�P7V�M�•�_�c�
�G�b�¥�Ð�å�»�b  no �g�'�†�Q#Ý�K�r�M��

assertion-consumer-url url

no assertion-consumer-url [url] 

�S�e�b1��Â

�¹�Ç�›�Ý�º �¹�Ç�›�Ý�º�b�·�8�x�Í�c�6�~�r�O�‡��

�¥�Ð�å�»  �Ô�î�» ���b/²�_�
�¥�Ð�å�»�†
°�Š�[�A�•�Ô�î�»�†&g�K�r�M��

�¥�Ð�å�»�š�T

�Q#Ý�V�b�ž�–�»�Û�–�å �©�å�¢�Ý  �§�–�å�œ�å�c�
 WebVPN �[�b�s�§�Ï�î�º�I�€�Z�8�r�M���G�€�_�|�~�
�Ø�î�¨�c�Ø�î�¨�¡�\�Ã
�«�á�î�»�†�M�Ø�T�E
°�Š�M�€�d�
�9�b�§�î�Â�[�I�r�J�r�^�­�Ÿ�×�”�^�§�î�Å�«�_�”�¡�­�«�[�A�r�M���­
�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�c#'�~�
 SAML POST-type �b  SSO �§�î�Â�\  SiteMinder-type �b  SSO �§�î
�Â�†�§�Ï�î�º�K�Z�8�r�M��

�G�b�¥�Ð�å�»�c�
 SAML-type �b  SSO �§�î�Â�b�s�_4:#Ý�I�€�r�M��

URL �@ HTTPS �[���r�•���œ�c�
 �”�§�î�©�Ù�å  �¥�å�©�×�î�Ð  �§�î�Å�«�b  SSL 0É�Â�i�b�Ý�î�º0É�Â�i�†
�–�å�«�º�î�Ý�M�•�²0[�@�6�~�r�M��

���_�
 SAML-type �b  SSO �§�î�Â�b�”�§�î�©�Ù�å  �¥�å�©�×�î�Ð  URL �†�æ���M�•�[�†&g�K�r�M��

hostname(config-webvpn)# sso server myhostname type saml-v1.1-post
hostname(config-webvpn-sso-saml# assertion-consumer-url https://saml-server/postconsumer
hostname(config-webvpn-sso-saml#

url SAML-type SSO �§�î�Â�[�Q#Ý�M�•�”�§�î�©�Ù�å  �¥�å�©�×�î�Ð  �§�î�Å�«�b  
URL �†�æ���K�r�M�� URL �c  http:// �r�S�c  https: �[���r�~�
 255 �e�Ð�• 6�b
,e�X�Ð�[�6�•�²0[�@�6�~�r�M��

�¥�Ð�å�»  �Ô�î�»

�Ç�“�–�”�˜�›�î�Ý  �Ô�î�» �­�Ÿ�×�Ü�¸�•  �¥�å�¸�Ÿ�«�º

�Ý�î�¸�µ�» 3ñ4# �©�å�¢�Ý

�Ð�Ý�³

�¥�å�¸�Ÿ�«
�º �©�«�¸�Ò

webvpn �¥�å�Ç�•� �×�Þ�î�©�Ù
�å

• — • — —

�Ü�Ü�î�« �š�f
Æ��

8.0(2) �G�b�¥�Ð�å�»�@�_
°�I�€�r�K�S��
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6õ4��¥�Ð�å�» �¥�Ð�å�» 1��Â

issuer SAML-type �b  SSO �§�î�Â�b�­�Ÿ�×�Ü�¸�•  �¹�Â�–�«�¡�†�æ���K�r�M��

request-timeout SSO 1�0É�b0è/œ�_�»�K�K�S�\�A�_�±�–�Ò�”�˜�º�_�^�•�r�[�b&Ê�X�†�æ��
�K�r�M��

show webvpn sso-server �­�Ÿ�×�Ü�¸�•  �¹�Â�–�«�_0¿���I�€�Z�8�•�M�m�Z�b  SSO �§�î�Â�b4 #Ý)+0£
�_���†/²&g�K�r�M��

sso-server WebVPN �©�å�¢�Ý  �§�–�å�œ�å  �§�î�Â�†�8�B�K�r�M��

trustpoint SAML-type �b�È�Û�˜�¨  �”�§�î�©�Ù�å�l�b*+�¡�_�Q#Ý�M�•0É�Â�i�†�µ�t�º
�Û�«�º�Ï�–�å�º�¡�†�æ���K�r�M��
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attribute
�­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�@  DAP �“�ö�¹�î�±�Ë�î�«�_�i�A3¸�t�“�ö�Í�Ì�”�†�æ���M�•�_�c�
 DAP 
�¸�«�º�“�ö�Ô�î�»�[  attribute  �¥�Ð�å�»�†�Q#Ý�K�r�M��0
�X�b�“�ö�Í�Ì�”�†
°�Š�M�•�_�c�
�G�b�¥�Ð�å
�»�†0
�X�G�Q#Ý�K�r�M��

attribute name value

�S�e�b1��Â

�¥�Ð�å�»  �¹�Ç�›�Ý�º �¹�Ç�›�Ý�º�b�Í�x�·�8�c�6�~�r�O�‡��

�¥�Ð�å�»  �Ô�î�» ���b/²�_�
�¥�Ð�å�»�†
°�Š�[�A�•�Ô�î�»�†&g�K�r�M��

�¥�Ð�å�»�š�T

�Q#Ý�V�b�ž�–�»�Û�–�å 3û�–�
�­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�c  AAA �§�î�Â�?�}�Ø�î�¨1��•�“�ö�†�v�“�K�
 Cisco Secure 
Desktop�
 Host Scan�
 CNA �r�S�c  NAC �?�}�š�å�»�Ï�–�å�º�“�ö�†�v�“�K�r�M�� test �¥�Ð�å�»�b���œ�

�Ø�î�¨1��•�“�ö�\�š�å�»�Ï�–�å�º�“�ö�†�G�b�“�ö�Ô�î�»�[�æ���K�r�M���­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«
�c�
�G�€�}�b�“�ö�†�
 DAP �§�È�©�«�¸�Ò�@  DAP �Þ�¥�î�»�b  AAA 4E�¥�“�ö�>�|�g�š�å�»�Ï�–�å�º4E�¥
�“�ö�†0Û�o�M�•�\�A�_�g!·�M�•�“�ö�¹�î�±�Ë�î�«�_�i�A3¸�s�r�M��

�[ ���b�[�[�c�
1�0É�I�€�S�Ø�î�¨�@  SAP �¢�Ý�î�É�b�Ó�å�Â�î�[�
�š�å�»�Ï�–�å�º  �©�«�¸�Ò�_�”�å�³�˜�–
�Ý�«  �¯�Ç�º�˜�™�”�@�–�å�«�º�î�Ý�I�€�Z�8�•���œ�_�
�­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�@  2 �X�b  DAP �Þ
�¥�î�»�†4E�¥�M�•�G�\�†�S�f�\�K�Z�8�r�M���”�å�³�˜�–�Ý�«  �¯�Ç�º�˜�™�”�b�š�å�»�Ï�–�å�º  �Ý�î�Ý�b
�š�å�»�Ï�–�å�º  ID �c  nav �[�M��

DAP �Þ�¥�î�»�_�c�
���b�Ï�Ü�©�î�“�ö�@�6�~�r�M��

name �¤%±�b�“�ö�¡�
�r�S�c�� label���±�¢�†)��s3¸�t�“�ö�†�æ���K�r�M�� label 
�±�¢�c�
 DAP �Þ�¥�î�»
Æ�b�Ç�“�–�Ý�
�Þ�ª�«�º�Ü�
�É�ß�­�«�
�”�å�³�˜
�–�Ý�«�
�”�å�³�«�Ã�–�˜�™�”�
�>�|�g�Ã�î�¯�¼�Ý  �Ç�“�–�”�˜�›�î�Ý�b�š
�å�»�Ï�–�å�º�“�ö�_�P�K�Z0¿���M�•�š�å�»�Ï�–�å�º  ID �_�P�Â�K�r�M��

value AAA �“�ö�_�m�~�\�Z�}�€�S�Í��

�¥�Ð�å�»  �Ô�î�»

�Ç�“�–�”�˜�›�î�Ý  �Ô�î�» �­�Ÿ�×�Ü�¸�•  �¥�å�¸�Ÿ�«�º

�Ý�î�¸�µ�» 3ñ4# �©�å�¢�Ý

�Ð�Ý�³

�¥�å�¸�Ÿ�«
�º �©�«�¸�Ò

DAP �“�ö�¥�å�Ç�•� �×�Þ�î�©�Ù
�å  �Ô�î�»

• • • — —

�Ü�Ü�î�« �š�f
Æ��

8.0(2) �G�b�¥�Ð�å�»�@�_
°�I�€�r�K�S��
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hostname # test dynamic-access-policy attributes
hostname(config-dap-test-attr)# attribute aaa.ldap.memberof SAP
hostname(config-dap-test-attr)# attribute endpoint.av.nav.exists true
hostname(config-dap-test-attr)# exit

hostname # test dynamic-access-policy execute
Policy Attributes:
action = continue
port-forward = enable hostlist1
url-list = links2
url-entry = enable

hostname #

6õ4��¥�Ð�å�»

DAP �Þ�¥�î�»  1 DAP �Þ�¥�î�»  2
action = continue action = continue

port-forward = enable hostlist1 url-list = links2

url-entry = enable

�¥�Ð�å�» 1��Â
display #'�~�b�“�ö�Ü�«�º�†/²&g�K�r�M��

dynamic-access-policy-record DAP �Þ�¥�î�»�†�8�B�K�r�M��

test dynamic-access-policy 
attributes

�“�ö�§�È�Ô�î�»�†6ä���K�r�M��

test dynamic-access-policy execute DAP �†#Õ�B�M�•�ß�ª�µ�¡�†��/œ�K�
#Õ�B�I�€�S�”�¡�­�«  �Ï
�Ü�©�î�†�¥�å�¯�î�Ý�_/²&g�K�r�M��
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auth-cookie-name
1�0É�¡�µ�Ÿ�î�b�¡�S�†�æ���M�•�_�c�
 AAA �§�î�Â  �Í�«�º  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ô�î�»�[  
auth-cookie-name �¥�Ð�å�»�†�Q#Ý�K�r�M���G�€�c  HTTP �Ç�›�î�Ò�b�¥�Ð�å�»�†�Q#Ý�K�S  SSO �[�M��

auth-cookie-name

�S�e�b1��Â

�¹�Ç�›�Ý�º �¹�Ç�›�Ý�º�b�·�8�x�Í�c�6�~�r�O�‡��

�¥�Ð�å�»  �Ô�î�» ���b/²�_�
�¥�Ð�å�»�†
°�Š�[�A�•�Ô�î�»�†&g�K�r�M��

�¥�Ð�å�»�š�T

�Q#Ý�V�b�ž�–�»�Û�–�å �­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�b  WebVPN �§�î�Â�c�
 SSO �§�î�Â�_�©�å�¢�Ý  �§�–�å�œ�å1�0É0[�Ó�†3æ
�™�M�•�G�\�_  HTTP POST 0[�Ó�†�Q#Ý�K�r�M��1�0É�@�B�Œ�M�•�\�
1�0É  Web �§�î�Â�c�
1�0É�¡�µ�Ÿ�î
�†�¡�Û�–�”�å�º  �È�Û�˜�¨�_�`�K�r�M���¡�Û�–�”�å�º  �È�Û�˜�¨�c�
�Q�b1�0É�¡�µ�Ÿ�î�†�f&g�K�Z�
 SSO 
�»�Ó�–�å
Æ�b�Ú�b  Web �§�î�Â�b1�0É�†�w�E�r�M�� auth-cookie-name �¥�Ð�å�»�c�
�­�Ÿ�×�Ü�¸�•  �”�É
�Û�–�”�å�«�_�|�W�Z  SSO �_�Q#Ý�I�€�•1�0É�¡�µ�Ÿ�î�b�¡�S�†0¿���K�r�M��

�M+á$×�^1�0É�¡�µ�Ÿ�î�b�g�'�c�
 Set-Cookie: <cookie name>=<cookie value> [;<cookie attributes>] �[
�M�����b1�0É�¡�µ�Ÿ�î�b�[�[�c�
 SMSESSION �@ auth-cookie-name �¥�Ð�å�»�[0¿���I�€�•�¡�S�[�M��

Set-Cookie:
SMSESSION=yN4Yp5hHVNDgs4FT8dn7+Rwev41hsE49XlKc+1twie0gqnjbhkTkUnR8XWP3hvDH6PZPbHIHtWLDKTa8
ngDB/lbYTjIxrbDx8WPWwaG3CxVa3adOxHFR8yjD55GevK3ZF4ujgU1lhO6fta0dSSOSepWvnsCb7IFxCw+MGiw0o8
8uHa2t4l+SillqfJvcpuXfiIAO06D/dapWriHjNoi4llJOgCst33wEhxFxcWy2UWxs4EZSjsI5GyBnefSQTPVfma5d
c/emWor9vWr0HnTQaHP5rg5dTNqunkDEdMIHfbeP3F90cZejVzihM6igiS6P/CEJAjE;Domain=.example.com;Pa
th=/

�[ ���_�
 example.com �\�8�:�¡�S�b  Web �§�î�Â�?�}�w�™�K�S1�0É�¡�µ�Ÿ�î�_1�0É�¡�µ�Ÿ�î�¡  
SMSESSION �†�æ���M�•�[�†&g�K�r�M��

hostname(config)# aaa-server testgrp1 host example.com
hostname(config-aaa-server-host)# auth-cookie-name SMSESSION
hostname(config-aaa-server-host)# 

name 1�0É�¡�µ�Ÿ�î�b�¡�S���¡�S�b�q�±�b6×�I�c  128 �e�Ð�[�M��

�¥�Ð�å�»  �Ô�î�»

�Ç�“�–�”�˜�›�î�Ý  �Ô�î�» �­�Ÿ�×�Ü�¸�•  �¥�å�¸�Ÿ�«�º

�Ý�î�¸�µ�» 3ñ4# �©�å�¢�Ý

�Ð�Ý�³

�¥�å�¸�Ÿ�«
�º �©�«�¸�Ò

AAA �§�î�Â  �Í�«�º  �¥�å�Ç�•
� �×�Þ�î�©�Ù�å

• — • — —

�Ü�Ü�î�« �š�f
Æ��

7.1(1) �G�b�¥�Ð�å�»�@�_
°�I�€�r�K�S��
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6õ4��¥�Ð�å�» �¥�Ð�å�» 1��Â

action-uri �©�å�¢�Ý  �§�–�å�œ�å1�0É#Ý�b�Ø�î�¨�¡�>�|�g�Ã�«�á�î�»�†�w
�™�M�•�S�u�b  Web �§�î�Â  URI �†�æ���K�r�M��

hidden-parameter 1�0É Web �§�î�Â�\�º�n�M�•�S�u�b8�/²&g�Ã�Û�Ó�î�±�†�8�B�K
�r�M��

password-parameter SSO 1�0É#Ý�_�Ø�î�¨  �Ã�«�á�î�»�†3æ�™�M�•�²0[�@�6�•  HTTP 
POST 0[�Ó�Ã�Û�Ó�î�±�b�¡�S�†�æ���K�r�M��

start-url �É�Ü�ß�¢�–�å  �¡�µ�Ÿ�î�†�v�“�M�•  URL �†�æ���K�r�M��

user-parameter �Ø�î�¨�¡�Ã�Û�Ó�î�±�†  SSO 1�0É�_�Q#Ý�I�€�•  HTTP POST 0[
�Ó�b�M4Š�\�K�Z3æ�™�M�•�²0[�@�6�•�G�\�†�æ���K�r�M��
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authentication-certificate
�K)F�†&�'g�K�Z�8�•  WebVPN �¡�Û�–�”�å�º�?�}0É�Â�i�†0[�Ó�M�•�_�c�
 webvpn �¥�å�Ç�•� �×�Þ�î
�©�Ù�å  �Ô�î�»�[  authentication-certificate �¥�Ð�å�»�†�Q#Ý�K�r�M���¡�Û�–�”�å�º0É�Â�i�b0[�Ó�†�Ÿ�Õ
�å�­�Ý�M�•�_�c�
�G�b�¥�Ð�å�»�b  no �g�'�†�Q#Ý�K�r�M��

authentication-certificate interface-name

no authentication-certificate [interface-name] 

�S�e�b1��Â

�¹�Ç�›�Ý�º • authentication-certificate �¥�Ð�å�»�†%,$��M�•�\�
�¡�Û�–�”�å�º0É�Â�i1�0É�c�¹�•�­�î�È�Ý�_�^
�~�r�M��

• interface-name �†  authentication-certificate �¥�Ð�å�»�[�æ���K�^�8���œ�
�¹�Ç�›�Ý�º�b  
interface-name �c  inside �[�M��

�¥�Ð�å�»  �Ô�î�» ���b/²�_�
�¥�Ð�å�»�†
°�Š�[�A�•�Ô�î�»�†&g�K�r�M��

�¥�Ð�å�»�š�T

�Q#Ý�V�b�ž�–�»�Û�–�å �G�b�¥�Ð�å�»�†�w� �_�M�•�_�c�
 WebVPN �@�P�Â�M�•�–�å�±�î�Ç�™�–�«�[�M�[�_�–�¿�î�È�Ý�_�^�W�Z
�8�•�²0[�@�6�~�r�M���–�å�±�î�Ç�™�–�«�†0¿���K�Z�¡�S�†�Ü�E�•�_�c�
 interface�
 IP address�
�>�|
�g  nameif �¥�Ð�å�»�†�Q#Ý�K�r�M��

�G�b�¥�Ð�å�»�c�
 WebVPN �¡�Û�–�”�å�º�K)F�_�b�s4:#Ý�I�€�r�M���S�T�K�
 'ö#. �K)F�b�¡�Û�–�”�å�º
0É�Â�i1�0É�†  http authentication-certificate �¥�Ð�å�»�†�Q�W�Z�æ���M�•�G�\�c�
 WebVPN �†�§�Ï�î�º
�K�^�8�É�Û�µ�º�Ç�›�î�Ò�v�µ�u�Z�M�m�Z�b�É�Û�µ�º�Ç�›�î�Ò�[�•+��[�M��

interface-name �K)F�†&�'g�M�•�S�u�_�Q#Ý�M�•�–�å�±�î�Ç�™�–�«�b�¡�S���Q#Ý�•+��^�–�å
�±�î�Ç�™�–�«�¡�c�
���b�\�>�~�[�M��

• inside        GigabitEthernet0/1 �–�å�±�î�Ç�™�–�«�b�¡�S

• outside       GigabitEthernet0/0 �–�å�±�î�Ç�™�–�«�b�¡�S

�¥�Ð�å�»  �Ô�î�»

�Ç�“�–�”�˜�›�î�Ý  �Ô�î�» �­�Ÿ�×�Ü�¸�•  �¥�å�¸�Ÿ�«�º

�Ý�î�¸�µ�» 3ñ4# �©�å�¢�Ý

�Ð�Ý�³

�¥�å�¸�Ÿ�«
�º �©�«�¸�Ò

webvpn �¥�å�Ç�•� �×�Þ�î�©�Ù
�å

• — • — —

�Ü�Ü�î�« �š�f
Æ��

8.0(2) �G�b�¥�Ð�å�»�@�_
°�I�€�r�K�S��
3-69
Cisco Security Appliance �¥�Ð�å�»  �Ü�Ç�“�Þ�å�«

OL-12173-02-J



'¨  3 'v       acl-netmask-convert �¥�Ð�å�»>|  auto-update timeout �¥�Ð�å�»
  authentication-certificate
�­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�c�
 PKI �º�Û�«�º�Ï�–�å�º�_�P�K�Z0É�Â�i�†�è0É�K�r�M��0É�Â�i�@�è0É
�_�œ�A�K�^�8���œ�
���b�8�N�€�?�b�”�¡�©�Ù�å�@��/œ�I�€�r�M��

�[ ���_�
�¥4Š�–�å�±�î�Ç�™�–�«�b  WebVPN �Ø�î�¨�K)F�b0É�Â�i1�0É�†0¿���M�•�[�†&g�K�r�M��

hostname(config)# webvpn
hostname(config-webvpn)# authentication-certificate outside
hostname(config-webvpn)#

6õ4��¥�Ð�å�»

�²�ó ��/œ�I�€�•�”�¡�©�Ù�å

�­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�_)�
�s3¸�r�€�Z�8�•�ß�î�•�Ý  CA �@�–
�¿�î�È�Ý�[�^�8���œ��

�­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�c  SSL �K)F�†6â�L�r�M��

�ß�î�•�Ý  CA �c�–�¿�î�È�Ý�[�6�•
�@�
 AAA 1�0É�@�–�¿�î�È�Ý�[�^�8
���œ��

�­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�c0É�Â�i�†�v�“�M�•�S�u�_�
�¡
�Û�–�”�å�º�†�ß�î�•�Ý  CA �b0É�Â�i$Ï6��Ì�î�ª�_�Ü�²�–�Þ�¡�º
�K�r�M��

�ß�î�•�Ý  CA �\  AAA 1�0É�b�g�‰�@
�–�¿�î�È�Ý�b���œ��

�¡�Û�–�”�å�º�c  AAA 1�0É�Ì�î�ª�_�Ü�²�–�Þ�¡�º�I�€�r�M��0¿
���I�€�Z�8�•���œ�
�ß�î�•�Ý  CA �b$Ï6��Ì�î�ª�b�Ü�å�¡�v�¡�Û
�–�”�å�º�_/²&g�K�r�M��

�¥�Ð�å�» 1��Â

authentication>&�º�å�¿�Ý  �¢
�Ý�î�É  webvpn �¥�å�Ç�•� �×
�Þ�î�©�Ù�å  �Ô�î�»>'

�º�å�¿�Ý  �¢�Ý�î�É�b�Ó�å�Â�î�c1�0É�_�¹�ª�±�Ý0É�Â�i�†�Q#Ý�M�•�²
0[�@�6�•�G�\�†�æ���K�r�M��

http authentication-certificate 1�0É�_�­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�l�b  ASDM 'ö#.�K)F#Ý�b0É�Â
�i�†�Q#Ý�M�•�G�\�†�æ���K�r�M��

interface �K)F�b&�'g�_�Q#Ý�M�•�–�å�±�î�Ç�™�–�«�†0¿���K�r�M��

show running-config ssl #'�~0¿���I�€�Z�8�•�M4��b  SSL �¥�Ð�å�»�†/²&g�K�r�M��

ssl trust-point SSL 0É�Â�i�º�Û�«�º�Ï�–�å�º�†0¿���K�r�M��
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authentication-exclude
�š�å�»  �Ø�î�¨�@�¡�Û�–�”�å�º�Þ�«  SSL VPN �_�ß�¢�–�å�O�N�_0¿���í�s�Ü�å�¡�†�g!·�[�A�•�|�:�_�M�•
�_�c�
 webvpn �Ô�î�»�[  authentication-exclude �¥�Ð�å�»�†�Q#Ý�K�r�M��0
�X�b�§�–�º�l�b�”�¡�­�«�†
0Á�•�M�•�_�c�
�G�b�¥�Ð�å�»�†0
�X�G�Q#Ý�K�r�M��

authentication-exclude url-fnmatch

�S�e�b1��Â

�¥�Ð�å�»  �¹�Ç�›�Ý�º �¹�•�­�î�È�Ý  

�¥�Ð�å�»  �Ô�î�» ���b/²�_�
�¥�Ð�å�»�†
°�Š�[�A�•�Ô�î�»�†&g�K�r�M��

�¥�Ð�å�»�š�T

�Q#Ý�V�b�ž�–�»�Û�–�å �G�b�µ+��c�
�M4Š�b
Æ4Š�Ü�¯�î�«�†  SSL VPN )�#ä�[�M+á�<#Ý�[�A�•�|�:�_�M�•���œ�_�}�<�[�M��

�Ü�å�¡�_6õ�M�•�_���†�
 SSL VPN �Ð�å�¢�Ü�å�¢�K�S�g�'�[�š�å�»  �Ø�î�¨�_4Ä�x�M�•�²0[�@�6�~�r�M��
�S�\�<�d�
 SSL VPN �†�Q#Ý�K�Z�G�€�}�b�Ü�¯�î�«�†�g!·�K�
4Ä�x�M�•�Ü�å�¡�_6õ�M�•�_���_)��Ý�b  
URL �†�¥�Æ�î�K�r�M��

�[ ���_�
 2 �X�b�§�–�º�_�P�K�Z1�0É0[�ó�†
 7V�M�•�[�†&g�K�r�M��

hostname(config)# webvpn
hostname(config-webvpn)# authentication-exclude http://www.site.com/public/*
hostname(config-webvpn)# authentication-exclude *announcement.html
hostname(config-webvpn)# hostname #

url-fnmatch �¡�Û�–�”�å�º�Þ�«  SSL VPN �l�b�ß�¢�–�å�b0[�ó�†
 7V�M�•�Ü�å�¡�†�æ
���K�r�M��

�¥�Ð�å�»  �Ô�î�»

�Ç�“�–�”�˜�›�î�Ý  �Ô�î�» �­�Ÿ�×�Ü�¸�•  �¥�å�¸�Ÿ�«�º

�Ý�î�¸�µ�» 3ñ4# �©�å�¢�Ý

�Ð�Ý�³

�¥�å�¸�Ÿ�«
�º �©�«�¸�Ò

webvpn �¥�å�Ç�•� �×�Þ�î�©�Ù
�å  �Ô�î�»

• — • — —

�Ü�Ü�î�« �š�f
Æ��

8.0(2) �G�b�¥�Ð�å�»�@�_
°�I�€�r�K�S��
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authentication
WebVPN �\7Á�Ê�Ó�î�Ý  �É�ß�Ÿ�©�b1�0É�‰�'�†0¿���M�•�_�c�
�›�Ô�î�»�[  authentication �¥�Ð�å�»�†�Q
#Ý�K�r�M���¹�Ç�›�Ý�º�b�‰�'�_�`�M�_�c�
�G�b�¥�Ð�å�»�b  no �g�'�†�Q#Ý�K�r�M���­�Ÿ�×�Ü�¸�•  �”�É�Û
�–�”�å�«�c�
�Ø�î�¨�†1�0É�K�Z�Ø�î�¨  ID �†&�1��K�r�M��

authentication {[ aaa] [certificate] [mailhost] [piggyback]}

no authentication [aaa] [certificate] [mailhost] [piggyback]

�S�e�b1��Â

�¹�Ç�›�Ý�º ���b/²�_�
 WebVPN �>�|�g7Á�Ê�Ó�î�Ý  �É�ß�Ÿ�©�b�¹�Ç�›�Ý�º�b1�0É�‰�'�†&g�K�r�M��

�¥�Ð�å�»  �Ô�î�» ���b/²�_�
�¥�Ð�å�»�†
°�Š�[�A�•�Ô�î�»�†&g�K�r�M��

aaa �­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�@0¿���í�s�b  AAA �§�î�Â�\!·�œ�M�•�Ø�î�¨
�¡�>�|�g�Ã�«�á�î�»�†�æ���K�r�M��

certificate SSL �¿�¦�©�š�î�©�Ù�å�ì�b0É�Â�i�†�æ���K�r�M��

mailhost �Ü�Ô�î�º  �Ó�î�Ý  �§�î�Â�†�Ó�K�Z1�0É�K�r�M�� SMTPS �b���œ�_�b�s�Q#Ý�K
�r�M�� IMAP4S �>�|�g  POP3S �b���œ�
�Ó�î�Ý�Í�«�º1�0É�c�²8r�[�6�~�

0¿���•+��^�œ�É�©�Ù�å�\�K�Z/²&g�I�€�r�O�‡��

piggyback HTTPS WebVPN �­�µ�©�Ù�å�@�M�[�_�Ñ�~�K�Z�8�•�²0[�@�6�~�r�M���Æ
� �î�Â�µ�¡1�0É�c�
7Á�Ê�Ó�î�Ý  �É�ß�Ÿ�©�[�b�s�Q#Ý�[�A�r�M��

�É�ß�º�¥�Ý �¹�Ç�›�Ý�º�b1�0É�‰�'

IMAP4S �Ó�î�Ý�Í�«�º>&�²8r>'

POP3S �Ó�î�Ý�Í�«�º>&�²8r>'

SMTPS AAA

WebVPN AAA

�¥�Ð�å�»  �Ô�î�»

�Ç�“�–�”�˜�›�î�Ý  �Ô�î�» �­�Ÿ�×�Ü�¸�•  �¥�å�¸�Ÿ�«�º

�Ý�î�¸�µ�» 3ñ4# �©�å�¢�Ý

�Ð�Ý�³

�¥�å�¸�Ÿ�«
�º �©�«�¸�Ò

Imap4s �¥�å�Ç�•� �×�Þ�î�©�Ù�å • — • — —

Pop3s �¥�å�Ç�•� �×�Þ�î�©�Ù�å • — • — —

smtps �¥�å�Ç�•� �×�Þ�î�©�Ù�å • — • — —

webvpn �¥�å�Ç�•� �×�Þ�î�©�Ù
�å

• •
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�¥�Ð�å�»�š�T

�Q#Ý�V�b�ž�–�»�Û�–�å �a�^�C�\�v  1 �X�b1�0É�‰�'�@�²0[�[�M���S�\�<�d�
 WebVPN �b���œ�
 AAA 1�0É�\0É�Â�i1�0É�b�8�N�€
�?�M�‰�r�S�c�g�‰�†�æ���[�A�r�M���G�€�}�c�
�]�U�}�†
›�_�æ���K�Z�v�?�r�8�r�O�‡��

WebVPN 0É�Â�i1�0É�[�c�
�Q�€�R�€�b�–�å�±�î�Ç�™�–�«�_�P�K�Z  HTTPS �Ø�î�¨0É�Â�i�†0[�Ó�M�•�²
0[�@�6�~�r�M���X�r�~�
�G�b4E�¥�@�µ+��M�•�_�c�
0É�Â�i1�0É�†�æ���M�•�S�_�

authentication-certificate �¥�Ð�å�»�[�–�å�±�î�Ç�™�–�«�†�æ���K�Z�>�C�²0[�@�6�~�r�M��

�G�b�¥�Ð�å�»�†  webvpn �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ô�î�»�[
°�Š�M�•�\�
�º�å�¿�Ý  �¢�Ý�î�É  webvpn �“
�ö�¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ô�î�»�b� '¼�b�¥�Ð�å�»�_�š�n�I�€�r�M��

WebVPN �b���œ�
 AAA 1�0É�\0É�Â�i1�0É�b�g�‰�†0[�Ó�[�A�r�M���Q�b���œ�
�Ø�î�¨�c0É�Â�i�>�|�g
�Ø�î�¨�¡�\�Ã�«�á�î�»�†�æ���M�•�²0[�@�6�~�r�M��7Á�Ê�Ó�î�Ý  �É�ß�Ÿ�©1�0É�b���œ�
0
�X�b1�0É�‰�'
�†0[�Ó�[�A�r�M���G�b�¥�Ð�å�»�†
Ì�g�æ���M�•�\�
#'�~�b�¥�å�Ç�•� �×�Þ�î�©�Ù�å�@�V�i�A�I�€�r�M��

�[ ���_�
 WebVPN �Ø�î�¨�_1�0É�b�S�u�b0É�Â�i�†0[�Ó�M�•�[�†&g�K�r�M��

hostname(config)# webvpn
hostname(config-webvpn)# authentication certificate

6õ4��¥�Ð�å�»

�Ü�Ü�î�« �š�f
Æ��

8.0(2) �G�b�¥�Ð�å�»�@�_
°�I�€�r�K�S��

7.1(1) �G�b�¥�Ð�å�»�c�
 webvpn �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ô�î�»�[�c�ë�F�I�€�

WebVPN #Ý�b�º�å�¿�Ý  �¢�Ý�î�É  webvpn �“�ö�¥�å�Ç�•� �×�Þ�î�©�Ù�å  
�Ô�î�»�_*(�A�n�<�}�€�r�K�S��

8.0(2) �G�b�¥�Ð�å�»�c�
0É�Â�i1�0É0[�ó�b�š�f�†�o�Î�M�•�|�:�_�š�f�I�€�r�K
�S��

�¥�Ð�å�» 1��Â

authentication-certificate �K)F�†&�'g�M�•  WebVPN �¡�Û�–�”�å�º�?�}�b0É�Â�i�†0[�Ó�K�r�M��

show running-config #'�~�b�º�å�¿�Ý  �¢�Ý�î�É  �¥�å�Ç�•� �×�Þ�î�©�Ù�å�†/²&g�K�r�M��

clear configure aaa 0¿���í�s�b  AAA �b�Í�†�P7V�r�S�c�Ü�­�µ�º�K�r�M��

show running-config aaa AAA �¥�å�Ç�•� �×�Þ�î�©�Ù�å�†/²&g�K�r�M��
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authentication eap-proxy
L2TP over IPSec �K)F�_�P�K�Z  EAP �†�–�¿�î�È�Ý�_�K�
�­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�@  PPP 1�0É�É�ß
�­�«�†�¥4Š�b  RADIUS 1�0É�§�î�Â�_�É�ß�Ÿ�©�[�A�•�|�:�_�M�•�_�c�
�º�å�¿�Ý  �¢�Ý�î�É  ppp �“�ö�¥�å
�Ç�•� �×�Þ�î�©�Ù�å  �Ô�î�»�[  authentication eap-proxy �¥�Ð�å�»�†�Q#Ý�K�r�M���¥�Ð�å�»�†�¹�Ç�›�Ý
�º0¿���_�`�M�_�c>& CHAP �>�|�g  MS-CHAP �†0Á�•>'�
�G�b�¥�Ð�å�»�b  no �g�'�†�Q#Ý�K�r�M��

authentication eap-proxy

no authentication eap-proxy

�S�e�b1��Â �G�b�¥�Ð�å�»�_�c�Ÿ�î�á�î�»�r�S�c�,�X�c�6�~�r�O�‡��

�¹�Ç�›�Ý�º �¹�Ç�›�Ý�º�[�c�
 EAP �c1�0É�É�ß�º�¥�Ý�\�K�Z0Á�•�I�€�Z�8�r�O�‡��

�¥�Ð�å�»  �Ô�î�» ���b/²�_�
�¥�Ð�å�»�†
°�Š�[�A�•�Ô�î�»�†&g�K�r�M��

�¥�Ð�å�»�š�T

�Q#Ý�V�b�ž�–�»�Û�–�å �G�b�“�ö�c�
 L2TP/IPSec �º�å�¿�Ý  �¢�Ý�î�É  �±�–�É�b�s�_4:#Ý�[�A�r�M��

�[ ���_�
0¿��  ppp �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ô�î�»�[�
 pppremotegrp �\�8�:�¡�S�b�º�å�¿�Ý  �¢�Ý�î�É�b  
PPP �K)F�_�P�K�Z  EAP �†0Á�•�M�•�[�†&g�K�r�M��

hostname(config)# tunnel-group pppremotegrp type IPSec/IPSec
hostname(config)# tunnel-group pppremotegrp ppp-attributes
hostname(config-ppp)# authentication eap
hostname(config-ppp)# 

6õ4��¥�Ð�å�»

�¥�Ð�å�»  �Ô�î�»

�Ç�“�–�”�˜�›�î�Ý  �Ô�î�» �­�Ÿ�×�Ü�¸�•  �¥�å�¸�Ÿ�«�º

�Ý�î�¸�µ�» 3ñ4# �©�å�¢�Ý

�Ð�Ý�³

�¥�å�¸�Ÿ�«
�º �©�«�¸�Ò

�º�å�¿�Ý  �¢�Ý�î�É  PPP �“�ö�¥�å
�Ç�•� �×�Þ�î�©�Ù�å

• — • — —

�Ü�Ü�î�« �š�f
Æ��

7.2(1) �G�b�¥�Ð�å�»�@�_
°�I�€�r�K�S��

�¥�Ð�å�» 1��Â

clear configure 
tunnel-group

0¿���I�€�Z�8�•�M�m�Z�b�º�å�¿�Ý  �¢�Ý�î�É�†�¡�Ü�”�K�r�M��

show running-config 
tunnel-group

�æ���K�S0É�Â�i�Ð�µ�É  �š�å�º�Ü�†/²&g�K�r�M��

tunnel-group-map 
default-group

crypto ca certificate map �¥�Ð�å�»�†�Q#Ý�K�Z�8�B�I�€�S0É�Â�i�Ð�µ�É  �š
�å�º�Ü�†�º�å�¿�Ý  �¢�Ý�î�É�_6õ4��Ü�E�r�M��
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authentication key eigrp
EIGRP �Ã�£�µ�º�b1�0É�†�–�¿�î�È�Ý�_�K�
1�0É�Ÿ�î�†�æ���M�•�_�c�
�–�å�±�î�Ç�™�–�«  �¥�å�Ç�•� �×
�Þ�î�©�Ù�å  �Ô�î�»�[  authentication key eigrp �¥�Ð�å�»�†�Q#Ý�K�r�M�� EIGRP 1�0É�†�¹�•�­�î�È�Ý�_
�M�•�_�c�
�G�b�¥�Ð�å�»�b  no �g�'�†�Q#Ý�K�r�M��

authentication key eigrp as-number key key-id key-id

no authentication key eigrp as-number 

�S�e�b1��Â

�¹�Ç�›�Ý�º EIGRP 1�0É�c�¹�•�­�î�È�Ý�[�M��

�¥�Ð�å�»  �Ô�î�» ���b/²�_�
�¥�Ð�å�»�†
°�Š�[�A�•�Ô�î�»�†&g�K�r�M��

�¥�Ð�å�»�š�T

�Q#Ý�V�b�ž�–�»�Û�–�å EIGRP �Ó�µ�­�î�ª1�0É�†�–�¿�î�È�Ý�_�M�•�_�c�
 authentication mode eigrp �>�|�g  authentication 
key eigrp �¥�Ð�å�»�b�g�‰�†�–�å�±�î�Ç�™�–�«�_0¿���M�•�²0[�@�6�~�r�M���–�å�±�î�Ç�™�–�«�_0¿���I
�€�S  authentication �¥�Ð�å�»�†/²&g�M�•�_�c�
 show running-config interface �¥�Ð�å�»�†�Q#Ý�K�r�M��

�[ ���_�
�–�å�±�î�Ç�™�–�«  GigabitEthernet0/3 �_0¿���I�€�S  EIGRP 1�0É�b�[�†&g�K�r�M��

hostname(config)# interface Gigabit0/3
hostname(config-if)# authentication mode eigrp md5
hostname(config-if)# authentication key eigrp 100 thisismykey key_id 5

as-number 1�0É�M�•  EIGRP �É�ß�­�«�b+¬�Š�©�«�¸�Ò$��•���G�€�c�
 EIGRP �Ý�î�¸�•�å�¢  
�É�ß�­�«�_0¿���I�€�Z�8�•�Í�\� �L�_�M�•�²0[�@�6�~�r�M��

key EIGRP �f�‚�†1�0É�M�•�Ÿ�î���G�b�Ÿ�î�_�c�
�q�±  16 �e�Ð�†�µ�u�•�G�\�@�[�A
�r�M��

key-id key-id �Ÿ�î  ID �Í���w� �^�Í�b(
�V�c  1 >|  255 �[�M��

�¥�Ð�å�»  �Ô�î�»

�Ç�“�–�”�˜�›�î�Ý  �Ô�î�» �­�Ÿ�×�Ü�¸�•  �¥�å�¸�Ÿ�«�º

�Ý�î�¸�µ�» 3ñ4# �©�å�¢�Ý

�Ð�Ý�³

�¥�å�¸�Ÿ�«
�º �©�«�¸�Ò

�–�å�±�î�Ç�™�–�«  �¥�å�Ç�•� �×
�Þ�î�©�Ù�å

• — • — —

�Ü�Ü�î�« �š�f
Æ��

8.0(2) �G�b�¥�Ð�å�»�@�_
°�I�€�r�K�S��
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6õ4��¥�Ð�å�» �¥�Ð�å�» 1��Â

authentication mode 
eigrp

EIGRP 1�0É�_�Q#Ý�M�•1�0É�b�±�–�É�†�æ���K�r�M��
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authentication mode eigrp
EIGRP 1�0É�_�Q#Ý�M�•1�0É�b�±�–�É�†�æ���M�•�_�c�
�–�å�±�î�Ç�™�–�«  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ô�î
�»�[  authentication mode eigrp �¥�Ð�å�»�†�Q#Ý�K�r�M���¹�Ç�›�Ý�º�b1�0É�‰�2�_�`�M�_�c�
�G�b�¥�Ð
�å�»�b  no �g�'�†�Q#Ý�K�r�M��

authentication mode eigrp as-num md5

no authentication mode eigrp as-num md5

�S�e�b1��Â

�¹�Ç�›�Ý�º �¹�Ç�›�Ý�º�[�c�
1�0É�c�f�j�I�€�r�O�‡��

�¥�Ð�å�»  �Ô�î�» ���b/²�_�
�¥�Ð�å�»�†
°�Š�[�A�•�Ô�î�»�†&g�K�r�M��

�¥�Ð�å�»�š�T

�Q#Ý�V�b�ž�–�»�Û�–�å EIGRP �Ó�µ�­�î�ª1�0É�†�–�¿�î�È�Ý�_�M�•�_�c�
 authentication mode eigrp �>�|�g  authentication 
key eigrp �¥�Ð�å�»�b�g�‰�†�–�å�±�î�Ç�™�–�«�_0¿���M�•�²0[�@�6�~�r�M���–�å�±�î�Ç�™�–�«�_0¿���I
�€�S  authentication �¥�Ð�å�»�†/²&g�M�•�_�c�
 show running-config interface �¥�Ð�å�»�†�Q#Ý�K�r�M��

�[ ���_�
�–�å�±�î�Ç�™�–�«  GigabitEthernet0/3 �_0¿���I�€�S  EIGRP 1�0É�b�[�†&g�K�r�M��

hostname(config)# interface GigabitEthernet0/3
hostname(config-if)# authentication mode eigrp 100 md5
hostname(config-if)# authentication key eigrp 100 thisismykey key_id 5

6õ4��¥�Ð�å�»

as-num EIGRP �Ý�î�¸�•�å�¢  �É�ß�­�«�b+¬�Š�©�«�¸�Ò$��•�[�M��

md5 EIGRP �Ó�µ�­�î�ª1�0É�_  MD5 �†�Q#Ý�K�r�M��

�¥�Ð�å�»  �Ô�î�»

�Ç�“�–�”�˜�›�î�Ý  �Ô�î�» �­�Ÿ�×�Ü�¸�•  �¥�å�¸�Ÿ�«�º

�Ý�î�¸�µ�» 3ñ4# �©�å�¢�Ý

�Ð�Ý�³

�¥�å�¸�Ÿ�«
�º �©�«�¸�Ò

�–�å�±�î�Ç�™�–�«  �¥�å�Ç�•� �×
�Þ�î�©�Ù�å

• — • — —

�Ü�Ü�î�« �š�f
Æ��

8.0(2) �G�b�¥�Ð�å�»�@�_
°�I�€�r�K�S��

�¥�Ð�å�» 1��Â

authentication key 
eigrp

EIGRP �Ã�£�µ�º�b1�0É�†�–�¿�î�È�Ý�_�K�
1�0É�Ÿ�î�†�æ���K�r�M��
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authentication ms-chap-v1
L2TP over IPSec �K)F�[  PPP �b  Microsoft CHAP Version 1 1�0É�†�–�¿�î�È�Ý�_�M�•�_�c�
�º�å�¿�Ý  �¢
�Ý�î�É  ppp �“�ö�¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ô�î�»�[  authentication ms-chap-v1 �¥�Ð�å�»�†�Q#Ý�K�r�M��
�G�b�É�ß�º�¥�Ý�c  CHAP �\8®���K�Z�8�r�M�@�
 CHAP �b�|�:�^�¡�Ü�”�¸�Ÿ�«�º  �Ã�«�á�î�»�[�c�^�C�

�/�•�ì�I�€�S�Ã�«�á�î�»�b�s�†�§�î�Â�@�A(á�K�Z�š3Q�M�•�S�u�_�
�|�~�­�Ÿ�×�”�[�M���r�S�
�G�b�É�ß
�º�¥�Ý�c�¹�î�±�/�•�ì�b�S�u�b�Ÿ�î�†  MPPE �_�|�W�Z#Õ�B�K�r�M��

�¥�Ð�å�»�†�¹�Ç�›�Ý�º0¿���_�`�M�_�c>& CHAP �>�|�g  MS-CHAP �†0Á�•>'�
�G�b�¥�Ð�å�»�b  no �g�'�†
�Q#Ý�K�r�M��

Microsoft CHAP Version 1 �†�¹�•�­�î�È�Ý�_�M�•�_�c�
�G�b�¥�Ð�å�»�b  no �g�'�†�Q#Ý�K�r�M��

authentication ms-chap-v2

no authentication ms-chap-v2

�S�e�b1��Â �G�b�¥�Ð�å�»�_�c�,�X�r�S�c�Ÿ�î�á�î�»�c�6�~�r�O�‡��

�¹�Ç�›�Ý�º �¹�Ç�›�Ý�º�b�·�8�x�Í�c�6�~�r�O�‡��

�¥�Ð�å�»  �Ô�î�» ���b/²�_�
�¥�Ð�å�»�†
°�Š�[�A�•�Ô�î�»�†&g�K�r�M��

�¥�Ð�å�»�š�T

�Q#Ý�V�b�ž�–�»�Û�–�å �G�b�“�ö�c�
 L2TP/IPSec �º�å�¿�Ý  �¢�Ý�î�É  �±�–�É�b�s�_4:#Ý�[�A�r�M��

6õ4��¥�Ð�å�»

�¥�Ð�å�»  �Ô�î�»

�Ç�“�–�”�˜�›�î�Ý  �Ô�î�» �­�Ÿ�×�Ü�¸�•  �¥�å�¸�Ÿ�«�º

�Ý�î�¸�µ�» 3ñ4# �©�å�¢�Ý

�Ð�Ý�³

�¥�å�¸�Ÿ�«
�º �©�«�¸�Ò

�º�å�¿�Ý  �¢�Ý�î�É  PPP �“�ö�¥�å
�Ç�•� �×�Þ�î�©�Ù�å

• — • — —

�Ü�Ü�î�« �š�f
Æ��
7.2(1) �G�b�¥�Ð�å�»�@�_
°�I�€�r�K�S��

�¥�Ð�å�» 1��Â

clear configure 
tunnel-group

�º�å�¿�Ý  �¢�Ý�î�É  �¹�î�±�Ë�î�«
²�/�r�S�c�æ���I�€�S�º�å�¿�Ý  �¢�Ý�î�É
�T�E�†�¡�Ü�”�K�r�M��

show running-config 
tunnel-group

�æ���I�€�S�º�å�¿�Ý  �¢�Ý�î�É�r�S�c�M�m�Z�b�º�å�¿�Ý  �¢�Ý�î�É�b#'�~��
/œ�I�€�Z�8�•�º�å�¿�Ý  �¢�Ý�î�É  �¥�å�Ç�•� �×�Þ�î�©�Ù�å�†/²&g�K�r�M��

tunnel-group IPSec �>�|�g  WebVPN �º�å�¿�Ý�b�K)F�[�w�Þ�¥�î�»�b�¹�î�±�Ë�î�«�†�8�B
�>�|�g'ö#.�K�r�M��
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authentication ms-chap-v2
L2TP over IPSec �K)F�_�P�K�Z  PPP �b  Microsoft CHAP Version 2 1�0É�†�–�¿�î�È�Ý�_�M�•�_�c�
�º�å
�¿�Ý  �¢�Ý�î�É  ppp �“�ö�¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ô�î�»�[  authentication ms-chap-v1 �¥�Ð�å�»�†�Q#Ý
�K�r�M���G�b�É�ß�º�¥�Ý�c  CHAP �\8®���K�Z�8�r�M�@�
 CHAP �b�|�:�^�¡�Ü�”�¸�Ÿ�«�º  �Ã�«�á�î�»�[
�c�^�C�
�/�•�ì�I�€�S�Ã�«�á�î�»�b�s�†�§�î�Â�@�A(á�K�Z�š3Q�M�•�S�u�_�
�|�~�­�Ÿ�×�”�[�M���r�S�

�G�b�É�ß�º�¥�Ý�c�¹�î�±�/�•�ì�b�S�u�b�Ÿ�î�†  MPPE �_�|�W�Z#Õ�B�K�r�M��

�¥�Ð�å�»�†�¹�Ç�›�Ý�º0¿���_�`�M�_�c>& CHAP �>�|�g  MS-CHAP �†0Á�•>'�
�G�b�¥�Ð�å�»�b  no �g�'�†
�Q#Ý�K�r�M��

Microsoft CHAP �Â�î�ª�Ù�å  2 �†�¹�•�­�î�È�Ý�_�M�•�_�c�
�G�b�¥�Ð�å�»�b  no �g�'�†�Q#Ý�K�r�M��

authentication ms-chap-v1

no authentication ms-chap-v1

�S�e�b1��Â �G�b�¥�Ð�å�»�_�c�,�X�r�S�c�Ÿ�î�á�î�»�c�6�~�r�O�‡��

�¹�Ç�›�Ý�º �¹�Ç�›�Ý�º�b�·�8�x�Í�c�6�~�r�O�‡��

�¥�Ð�å�»  �Ô�î�» ���b/²�_�
�¥�Ð�å�»�†
°�Š�[�A�•�Ô�î�»�†&g�K�r�M��

�¥�Ð�å�»�š�T

�Q#Ý�V�b�ž�–�»�Û�–�å �G�b�“�ö�c�
 L2TP/IPSec �º�å�¿�Ý  �¢�Ý�î�É  �±�–�É�b�s�_4:#Ý�[�A�r�M��

6õ4��¥�Ð�å�»

�¥�Ð�å�»  �Ô�î�»

�Ç�“�–�”�˜�›�î�Ý  �Ô�î�» �­�Ÿ�×�Ü�¸�•  �¥�å�¸�Ÿ�«�º

�Ý�î�¸�µ�» 3ñ4# �©�å�¢�Ý

�Ð�Ý�³

�¥�å�¸�Ÿ�«
�º �©�«�¸�Ò

�º�å�¿�Ý  �¢�Ý�î�É  PPP �“�ö�¥�å
�Ç�•� �×�Þ�î�©�Ù�å

• — • — —

�Ü�Ü�î�« �š�f
Æ��
7.2(1) �G�b�¥�Ð�å�»�@�_
°�I�€�r�K�S��

�¥�Ð�å�» 1��Â

clear configure 
tunnel-group

�º�å�¿�Ý  �¢�Ý�î�É  �¹�î�±�Ë�î�«
²�/�r�S�c�æ���I�€�S�º�å�¿�Ý  �¢�Ý�î�É
�T�E�†�¡�Ü�”�K�r�M��

show running-config 
tunnel-group

�æ���I�€�S�º�å�¿�Ý  �¢�Ý�î�É�r�S�c�M�m�Z�b�º�å�¿�Ý  �¢�Ý�î�É�b#'�~��
/œ�I�€�Z�8�•�º�å�¿�Ý  �¢�Ý�î�É  �¥�å�Ç�•� �×�Þ�î�©�Ù�å�†/²&g�K�r�M��

tunnel-group IPSec �>�|�g  WebVPN �º�å�¿�Ý�b�K)F�[�w�Þ�¥�î�»�b�¹�î�±�Ë�î�«�†�8�B
�>�|�g'ö#.�K�r�M��
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authentication pap
L2TP over IPSec �K)F�_�P�K�Z  PPP �b  PAP 1�0É�†0Á�•�M�•�_�c�
�º�å�¿�Ý  �¢�Ý�î�É  ppp �“�ö�¥�å�Ç�•
� �×�Þ�î�©�Ù�å  �Ô�î�»�[  authentication pap �¥�Ð�å�»�†�Q#Ý�K�r�M���G�b�É�ß�º�¥�Ý�c�
1�0É�ì�_�¡
�Ü�”�¸�Ÿ�«�º�b�Ø�î�¨�¡�\�Ã�«�á�î�»�†�û�M�S�u�
�ó
²�[�c�6�~�r�O�‡��

�¥�Ð�å�»�†�¹�Ç�›�Ý�º0¿���_�`�M�_�c>& CHAP �>�|�g  MS-CHAP �†0Á�•>'�
�G�b�¥�Ð�å�»�b  no �g�'�†
�Q#Ý�K�r�M��

authentication pap

no authentication pap

�S�e�b1��Â �G�b�¥�Ð�å�»�_�c�Ÿ�î�á�î�»�r�S�c�,�X�c�6�~�r�O�‡��

�¹�Ç�›�Ý�º �¹�Ç�›�Ý�º�[�c�
 PAP �c1�0É�É�ß�º�¥�Ý�\�K�Z0Á�•�I�€�Z�8�r�O�‡��

�¥�Ð�å�»  �Ô�î�» ���b/²�_�
�¥�Ð�å�»�†
°�Š�[�A�•�Ô�î�»�†&g�K�r�M��

�¥�Ð�å�»�š�T

�Q#Ý�V�b�ž�–�»�Û�–�å �G�b�“�ö�c�
 L2TP/IPSec �º�å�¿�Ý  �¢�Ý�î�É  �±�–�É�b�s�_4:#Ý�[�A�r�M��

�[ ���_�
0¿��  ppp �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ô�î�»�[�
 pppremotegrp �\�8�:�¡�S�b�º�å�¿�Ý  �¢�Ý�î�É�b  
PPP �K)F�_�P�K�Z  PAP �†0Á�•�M�•�[�†&g�K�r�M��

hostname(config)# tunnel-group pppremotegrp type IPSec/IPSec
hostname(config)# tunnel-group pppremotegrp ppp-attributes
hostname(config-ppp)# authentication pap
hostname(config-ppp)# 

6õ4��¥�Ð�å�»

�¥�Ð�å�»  �Ô�î�»

�Ç�“�–�”�˜�›�î�Ý  �Ô�î�» �­�Ÿ�×�Ü�¸�•  �¥�å�¸�Ÿ�«�º

�Ý�î�¸�µ�» 3ñ4# �©�å�¢�Ý

�Ð�Ý�³

�¥�å�¸�Ÿ�«
�º �©�«�¸�Ò

�º�å�¿�Ý  �¢�Ý�î�É  PPP �“�ö�¥�å
�Ç�•� �×�Þ�î�©�Ù�å

• — • — —

�Ü�Ü�î�« �š�f
Æ��

7.2(1) �G�b�¥�Ð�å�»�@�_
°�I�€�r�K�S��

�¥�Ð�å�» 1��Â
clear configure 
tunnel-group

0¿���I�€�Z�8�•�M�m�Z�b�º�å�¿�Ý  �¢�Ý�î�É�†�¡�Ü�”�K�r�M��
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show running-config 
tunnel-group

�æ���K�S0É�Â�i�Ð�µ�É  �š�å�º�Ü�†/²&g�K�r�M��

tunnel-group-map 
default-group

crypto ca certificate map �¥�Ð�å�»�†�Q#Ý�K�Z�8�B�I�€�S0É�Â�i�Ð�µ�É  �š
�å�º�Ü�†�º�å�¿�Ý  �¢�Ý�î�É�_6õ4��Ü�E�r�M��

�¥�Ð�å�» 1��Â
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authentication-certificate
�K)F�†&�'g�K�Z�8�•  WebVPN �¡�Û�–�”�å�º�?�}0É�Â�i�†0[�Ó�M�•�_�c�
 webvpn �¥�å�Ç�•� �×�Þ�î
�©�Ù�å  �Ô�î�»�[  authentication-certificate �¥�Ð�å�»�†�Q#Ý�K�r�M���¡�Û�–�”�å�º0É�Â�i�b0[�Ó�†�Ÿ�Õ
�å�­�Ý�M�•�_�c�
�G�b�¥�Ð�å�»�b  no �g�'�†�Q#Ý�K�r�M��

authentication-certificate interface-name

no authentication-certificate [interface-name] 

�S�e�b1��Â

�¹�Ç�›�Ý�º • authentication-certificate �¥�Ð�å�»�†%,$��M�•�\�
�¡�Û�–�”�å�º0É�Â�i1�0É�c�¹�•�­�î�È�Ý�_�^
�~�r�M��

• interface-name �†  authentication-certificate �¥�Ð�å�»�[�æ���K�^�8���œ�
�¹�Ç�›�Ý�º�b  
interface-name �c  inside �[�M��

�¥�Ð�å�»  �Ô�î�» ���b/²�_�
�¥�Ð�å�»�†
°�Š�[�A�•�Ô�î�»�†&g�K�r�M��

�¥�Ð�å�»�š�T

�Q#Ý�V�b�ž�–�»�Û�–�å �G�b�¥�Ð�å�»�†�w� �_�M�•�_�c�
 WebVPN �@�P�Â�M�•�–�å�±�î�Ç�™�–�«�[�M�[�_�–�¿�î�È�Ý�_�^�W�Z
�8�•�²0[�@�6�~�r�M���–�å�±�î�Ç�™�–�«�†0¿���K�Z�¡�S�†�Ü�E�•�_�c�
 interface�
 IP address�
�>�|
�g  nameif �¥�Ð�å�»�†�Q#Ý�K�r�M��

�G�b�¥�Ð�å�»�c�
 WebVPN �¡�Û�–�”�å�º�K)F�_�b�s4:#Ý�I�€�r�M���S�T�K�
 'ö#. �K)F�b�¡�Û�–�”�å�º
0É�Â�i1�0É�†  http authentication-certificate �¥�Ð�å�»�†�Q�W�Z�æ���M�•�G�\�c�
 WebVPN �†�§�Ï�î�º
�K�^�8�É�Û�µ�º�Ç�›�î�Ò�v�µ�u�Z�M�m�Z�b�É�Û�µ�º�Ç�›�î�Ò�[�•+��[�M��

interface-name �K)F�†&�'g�M�•�S�u�_�Q#Ý�M�•�–�å�±�î�Ç�™�–�«�b�¡�S���Q#Ý�•+��^�–�å
�±�î�Ç�™�–�«�¡�c�
���b�\�>�~�[�M��

• inside        GigabitEthernet0/1 �–�å�±�î�Ç�™�–�«�b�¡�S

• outside       GigabitEthernet0/0 �–�å�±�î�Ç�™�–�«�b�¡�S

�¥�Ð�å�»  �Ô�î�»

�Ç�“�–�”�˜�›�î�Ý  �Ô�î�» �­�Ÿ�×�Ü�¸�•  �¥�å�¸�Ÿ�«�º

�Ý�î�¸�µ�» 3ñ4# �©�å�¢�Ý

�Ð�Ý�³

�¥�å�¸�Ÿ�«
�º �©�«�¸�Ò

webvpn �¥�å�Ç�•� �×�Þ�î�©�Ù
�å

• — • — —

�Ü�Ü�î�« �š�f
Æ��

8.0(2) �G�b�¥�Ð�å�»�@�_
°�I�€�r�K�S��
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�­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�c�
 PKI �º�Û�«�º�Ï�–�å�º�_�P�K�Z0É�Â�i�†�è0É�K�r�M��0É�Â�i�@�è0É
�_�œ�A�K�^�8���œ�
���b�8�N�€�?�b�”�¡�©�Ù�å�@��/œ�I�€�r�M��

�[ ���_�
�¥4Š�–�å�±�î�Ç�™�–�«�b  WebVPN �Ø�î�¨�K)F�b0É�Â�i1�0É�†0¿���M�•�[�†&g�K�r�M��

hostname(config)# webvpn
hostname(config-webvpn)# authentication-certificate outside
hostname(config-webvpn)#

6õ4��¥�Ð�å�»

�²�ó ��/œ�I�€�•�”�¡�©�Ù�å

�­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�_)�
�s3¸�r�€�Z�8�•�ß�î�•�Ý  CA �@�–
�¿�î�È�Ý�[�^�8���œ��

�­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�c  SSL �K)F�†6â�L�r�M��

�ß�î�•�Ý  CA �c�–�¿�î�È�Ý�[�6�•
�@�
 AAA 1�0É�@�–�¿�î�È�Ý�[�^�8
���œ��

�­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�c0É�Â�i�†�v�“�M�•�S�u�_�
�¡
�Û�–�”�å�º�†�ß�î�•�Ý  CA �b0É�Â�i$Ï6��Ì�î�ª�_�Ü�²�–�Þ�¡�º
�K�r�M��

�ß�î�•�Ý  CA �\  AAA 1�0É�b�g�‰�@
�–�¿�î�È�Ý�b���œ��

�¡�Û�–�”�å�º�c  AAA 1�0É�Ì�î�ª�_�Ü�²�–�Þ�¡�º�I�€�r�M��0¿
���I�€�Z�8�•���œ�
�ß�î�•�Ý  CA �b$Ï6��Ì�î�ª�b�Ü�å�¡�v�¡�Û
�–�”�å�º�_/²&g�K�r�M��

�¥�Ð�å�» 1��Â

authentication>&�º�å�¿�Ý  �¢
�Ý�î�É  webvpn �¥�å�Ç�•� �×
�Þ�î�©�Ù�å  �Ô�î�»>'

�º�å�¿�Ý  �¢�Ý�î�É�b�Ó�å�Â�î�c1�0É�_�¹�ª�±�Ý0É�Â�i�†�Q#Ý�M�•�²
0[�@�6�•�G�\�†�æ���K�r�M��

http authentication-certificate 1�0É�_�­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�l�b  ASDM 'ö#.�K)F#Ý�b0É�Â
�i�†�Q#Ý�M�•�G�\�†�æ���K�r�M��

interface �K)F�b&�'g�_�Q#Ý�M�•�–�å�±�î�Ç�™�–�«�†0¿���K�r�M��

show running-config ssl #'�~0¿���I�€�Z�8�•�M4��b  SSL �¥�Ð�å�»�†/²&g�K�r�M��

ssl trust-point SSL 0É�Â�i�º�Û�«�º�Ï�–�å�º�†0¿���K�r�M��
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authentication-port
"I���b�Í�«�º�b  RADIUS 1�0É�_�Q#Ý�M�•�Ï�î�º$��•�†�æ���M�•�_�c�
 AAA �§�î�Â  �Í�«�º  �¥�å�Ç�•
� �×�Þ�î�©�Ù�å  �Ô�î�»�[  authentication-port �¥�Ð�å�»�†�Q#Ý�K�r�M��1�0É�Ï�î�º�b�æ���†�P7V�M�•�_
�c�
�G�b�¥�Ð�å�»�b  no �g�'�†�Q#Ý�K�r�M���G�b�¥�Ð�å�»�[�c�
1�0É�µ+��†�m�~�\�Z�•�Ü�Ô�î�º  
RADIUS �§�î�Â  �Í�«�º�b��
›  TCP/UDP �Ï�î�º$��•�†�æ���K�r�M��

authentication-port port

no authentication-port

�S�e�b1��Â

�¹�Ç�›�Ý�º �¹�Ç�›�Ý�º�[�c�
�¹�Â�–�«�c�Ï�î�º  1645 �[  RADIUS �†�Ü�µ�«�å�K�r�M>& RFC 2058 �_ =�Ð>'���Ï�î�º
�@�æ���I�€�Z�8�^�8���œ�
 RADIUS 1�0É�b�¹�Ç�›�Ý�º  �Ï�î�º$��•>& 1645>'�@�Q#Ý�I�€�r�M��

�¥�Ð�å�»  �Ô�î�» ���b/²�_�
�¥�Ð�å�»�†
°�Š�[�A�•�Ô�î�»�†&g�K�r�M��

�¥�Ð�å�»�š�T

�Q#Ý�V�b�ž�–�»�Û�–�å RADIUS 1�0É�§�î�Â�[  1645 �è�¥�b�Ï�î�º�@�Q#Ý�I�€�Z�8�•���œ�c�
 aaa-server �¥�Ð�å�»�[  RADIUS 
�§�î�Å�«�†6ä���M�•�S�_�
4:�)�^�Ï�î�º�†�­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�_0¿���M�•�²0[�@�6�~�r�M��

�G�b�¥�Ð�å�»�c�
 RADIUS #Ý�_0¿���I�€�Z�8�•�§�î�Â  �¢�Ý�î�É�_7H�~�w� �[�M��

�[ ���_�
�Í�«�º�� 1.2.3.4���_�� srvgrp1���\�8�:�¡�S�b  RADIUS AAA �§�î�Â�†0¿���K�
�±�–�Ò�”�˜�º�†  
9 &Ê�

Ì0è/œ6ë7x�†  7 &Ê�
1�0É�Ï�î�º�†  1650 �_0¿���M�•�[�†&g�K�r�M��

hostname(config)# aaa-server svrgrp1 protocol radius
hostname(config-aaa-server-group)# aaa-server svrgrp1 host 1.2.3.4
hostname(config-aaa-server-host)# timeout 9
hostname(config-aaa-server-host)# retry-interval 7
hostname(config-aaa-server-host)# authentication-port 1650
hostname(config-aaa-server-host)# exit
hostname(config)# 

port RADIUS 1�0É#Ý�b�Ï�î�º$��•>& 1 >|  65535>'��

�¥�Ð�å�»  �Ô�î�»

�Ç�“�–�”�˜�›�î�Ý  �Ô�î�» �­�Ÿ�×�Ü�¸�•  �¥�å�¸�Ÿ�«�º

�Ý�î�¸�µ�» 3ñ4# �©�å�¢�Ý

�Ð�Ý�³

�¥�å�¸�Ÿ�«
�º �©�«�¸�Ò

AAA �§�î�Â  �Í�«�º  �¥�å�Ç�•
� �×�Þ�î�©�Ù�å  

• • • • —

�Ü�Ü�î�« �š�f
Æ��

7.0(1) �G�b�¥�Ð�å�»�b�­�Ð�å�¸�•�µ�¡�@�š�f�I�€�
 RADIUS �§�î�Â�†�µ�t�§�î�Â  �¢
�Ý�î�É�[�Í�«�º�H�\�_�§�î�Â  �Ï�î�º�†�æ���[�A�•�|�:�_�^�~�r�K�S��
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  authentication-port
6õ4��¥�Ð�å�» �¥�Ð�å�» 1��Â

aaa authentication aaa-server �¥�Ð�å�»�r�S�c  ASDM �Ø�î�¨1�0É�_�|�~�æ���I�€�S�§�î
�Â�V�b  LOCAL�
 TACACS+�
�r�S�c  RADIUS �Ø�î�¨1�0É�†�–�¿�î
�È�Ý�r�S�c�¹�•�­�î�È�Ý�_�K�r�M��

aaa-server host AAA �§�î�Â  �Í�«�º  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ô�î�»�†6ä���K�
�Í�«
�º�[�w�b  AAA �§�î�Â  �Ã�Û�Ó�î�±�†0¿���[�A�•�|�:�_�K�r�M��

clear configure 
aaa-server

�M�m�Z�b AAA �¥�Ð�å�»  �«�¸�î�º�Ó�å�º�†�¥�å�Ç�•� �×�Þ�î�©�Ù�å
�?�}�P7V�K�r�M��

show running-config 
aaa-server

�M�m�Z�b AAA �§�î�Â�
"I���b�§�î�Â  �¢�Ý�î�É�
"I���b�¢�Ý�î�É
Æ
�b"I���b�§�î�Â�
�r�S�c"I���b�É�ß�º�¥�Ý�b  AAA �§�î�Â)+0£�_���†
/²&g�K�r�M��
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  authentication-server-group >&imap4s �
 pop3s �
 smtps >'
authentication-server-group >&imap4s �
 pop3s �

smtps >'

7Á�Ê�Ó�î�Ý  �É�ß�Ÿ�©�_�Q#Ý�M�•1�0É�§�î�Â�b�­�µ�º�†�æ���M�•�_�c�
�›�Ô�î�»�[  
authentication-server-group �¥�Ð�å�»�†�Q#Ý�K�r�M��1�0É�§�î�Â�†�¥�å�Ç�•� �×�Þ�î�©�Ù�å�?�}�P7V
�M�•�_�c�
�G�b�¥�Ð�å�»�b  no �g�'�†�Q#Ý�K�r�M���­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�c�
�Ø�î�¨�†1�0É�K�Z
�Ø�î�¨  ID �†&�1��K�r�M��

authentication-server-group group_tag

no authentication-server-group

�S�e�b1��Â

�¹�Ç�›�Ý�º �¹�Ç�›�Ý�º�[�c�
1�0É�§�î�Â�c0¿���I�€�Z�8�r�O�‡��

�¥�Ð�å�»  �Ô�î�» ���b/²�_�
�¥�Ð�å�»�†
°�Š�[�A�•�Ô�î�»�†&g�K�r�M��

�¥�Ð�å�»�š�T

�Q#Ý�V�b�ž�–�»�Û�–�å AAA 1�0É�†0¿���M�•���œ�c�
�G�b�“�ö�v0¿���M�•�²0[�@�6�~�r�M��0¿���K�^�8�\�
1�0É�c�–�_�»�K�K
�r�M��

�[ ���_�
 �� IMAP4SSVRS���\�8�:�¡�S�b1�0É�§�î�Â�b�­�µ�º�†�Q#Ý�M�•�|�:�_  IMAP4S 7Á�Ê�Ó�î�Ý  �É�ß
�Ÿ�©�†0¿���M�•�[�†&g�K�r�M��

hostname(config)#  imap4s
hostname(config-imap4s)#  authentication-server-group IMAP4SSVRS

6õ4��¥�Ð�å�»

group_tag �¦�S�_0¿���í�s�b1�0É�§�î�Â�r�S�c�§�î�Â  �¢�Ý�î�É�†�æ���K�r�M��1�0É
�§�î�Â�†0¿���M�•�_�c�
 aaa-server �¥�Ð�å�»�†�Q#Ý�K�r�M��

�¥�Ð�å�»  �Ô�î�»

�Ç�“�–�”�˜�›�î�Ý  �Ô�î�» �­�Ÿ�×�Ü�¸�•  �¥�å�¸�Ÿ�«�º

�Ý�î�¸�µ�» 3ñ4# �©�å�¢�Ý

�Ð�Ý�³

�¥�å�¸�Ÿ�«
�º �©�«�¸�Ò

Imap4s �¥�å�Ç�•� �×�Þ�î�©�Ù�å • — • — —

Pop3s �¥�å�Ç�•� �×�Þ�î�©�Ù�å • — • — —

smtps �¥�å�Ç�•� �×�Þ�î�©�Ù�å • — • — —

�Ü�Ü�î�« �š�f
Æ��

7.0(1) �G�b�¥�Ð�å�»�@�_
°�I�€�r�K�S��

�¥�Ð�å�» 1��Â

aaa-server host 1�0É�
0Á�•�
�>�|�g�”�•�˜�å�¸�•�å�¢  �§�î�Â�†0¿���K�r�M��
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'¨  3 'v       acl-netmask-convert �¥�Ð�å�»>|  auto-update timeout �¥�Ð�å�»
  authentication-server-group >&�º�å�¿�Ý  �¢�Ý�î�É�M+á�“�ö>'
authentication-server-group >&�º�å�¿�Ý  �¢�Ý�î�É�M
+á�“�ö>'

�º�å�¿�Ý  �¢�Ý�î�É�[�Ø�î�¨1�0É�_�Q#Ý�M�•  AAA �§�î�Â  �¢�Ý�î�É�†�æ���M�•�_�c�
�º�å�¿�Ý  �¢�Ý�î�É
�M+á�“�ö�¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ô�î�»�[  authentication-server-group �¥�Ð�å�»�†�Q#Ý�K�r�M���G�b
�“�ö�†�¹�Ç�›�Ý�º�_�`�M�_�c�
�G�b�¥�Ð�å�»�b  no �g�'�†�Q#Ý�K�r�M��

authentication-server-group [(interface_name)] server_group [LOCAL ]

no authentication-server-group [(interface_name)] server_group

�S�e�b1��Â

�¹�Ç�›�Ý�º �G�b�¥�Ð�å�»�b�§�î�Â  �¢�Ý�î�É�b�¹�Ç�›�Ý�º0¿���c  LOCAL  �[�M��

�¥�Ð�å�»  �Ô�î�» ���b/²�_�
�¥�Ð�å�»�†
°�Š�[�A�•�Ô�î�»�†&g�K�r�M��

�¥�Ð�å�»�š�T

�Q#Ý�V�b�ž�–�»�Û�–�å �G�b�“�ö�c�
�M�m�Z�b�º�å�¿�Ý  �¢�Ý�î�É  �±�–�É�_4:#Ý�[�A�r�M��

1�0É�§�î�Â�†0¿���M�•�_�c  aaa-server �¥�Ð�å�»�†�Q#Ý�K�
0¿���í�s�b  AAA �§�î�Â  �¢�Ý�î�É�_�§�î�Â
�†3ã�•�M�•�_�c  aaa-server-host �¥�Ð�å�»�†�Q#Ý�K�r�M��

interface_name >&�õ�–>' IPSec �º�å�¿�Ý�@)
'ƒ�M�•�–�å�±�î�Ç�™�–�«�†�æ���K�r�M��

LOCAL >&�õ�–>'3û�™7€���_�|�~�§�î�Â  �¢�Ý�î�É�_�6�•�M�m�Z�b�§�î�Â�@8��”�¡
�¸�•�È�_�^�W�S���œ�_�
�ß�î�•�Ý  �Ø�î�¨  �¹�î�±�Ë�î�«�_�P�M�•1�0É�†0[
�Ó�K�r�M���§�î�Â  �¢�Ý�î�É�¡�@  LOCAL  �r�S�c  NONE �b���œ�
�G�G�[�c  
LOCAL  �Ÿ�î�á�î�»�†�Q#Ý�K�^�8�[�C�T�I�8��

server_group �¦�S�_0¿���í�s�b1�0É�§�î�Â�r�S�c�§�î�Â  �¢�Ý�î�É�†�æ���K�r�M��

�¥�Ð�å�»  �Ô�î�»

�Ç�“�–�”�˜�›�î�Ý  �Ô�î�» �­�Ÿ�×�Ü�¸�•  �¥�å�¸�Ÿ�«�º

�Ý�î�¸�µ�» 3ñ4# �©�å�¢�Ý

�Ð�Ý�³

�¥�å�¸�Ÿ�«
�º �©�«�¸�Ò

�º�å�¿�Ý  �¢�Ý�î�É�M+á�“�ö�¥�å
�Ç�•� �×�Þ�î�©�Ù�å

• — • — —

�Ü�Ü�î�« �š�f
Æ��

7.0(1) �G�b�¥�Ð�å�»�@�_
°�I�€�r�K�S��

7.1(1) �G�b�¥�Ð�å�»�c�
 webvpn �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ô�î�»�[�c�ë�F�I�€�

�º�å�¿�Ý  �¢�Ý�î�É�M+á�“�ö�¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ô�î�»�_&ã�·�I�€�r
�K�S��

8.0(2) �G�b�¥�Ð�å�»�c�
�–�å�±�î�Ç�™�–�«�"�)�[  IPSec �K)F�b1�0É�†/œ�<�•�|�:
�_�Ñ�G�I�€�r�K�S��
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'¨  3 'v       acl-netmask-convert �¥�Ð�å�»>|  auto-update timeout �¥�Ð�å�»
  authentication-server-group >&�º�å�¿�Ý  �¢�Ý�î�É�M+á�“�ö>'
�[ ���_�
0¿���M+á�¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ô�î�»�[�
 remotegrp �\�8�:�¡�S�b  IPSec �Ü�Ô�î�º  �”�¡�­�«  
�º�å�¿�Ý  �¢�Ý�î�É�_  aaa-server456 �\�8�:�¡�S�b1�0É�§�î�Â  �¢�Ý�î�É�†0¿���M�•�[�†&g�K�r�M��

hostname(config)# tunnel-group remotegrp type ipsec-ra
hostname(config)# tunnel-group remotegrp general-attributes
hostname(config-tunnel-general)# authentication-server-group aaa-server456
hostname(config-tunnel-general)# 

6õ4��¥�Ð�å�» �¥�Ð�å�» 1��Â
aaa-server AAA �§�î�Â  �¢�Ý�î�É�†�8�B�K�
�¢�Ý�î�É�[�w�b  AAA �§�î�Â  �Ã

�Û�Ó�î�±�\�M�m�Z�b�¢�Ý�î�É  �Í�«�º�_
¹3û�b  AAA �§�î�Â  �Ã�Û
�Ó�î�±�†0¿���K�r�M��

aaa-server host 0¿���í�s�b  AAA �§�î�Â  �¢�Ý�î�É�_�§�î�Â�†3ã�•�K�
�Í�«�º�[�w
�b  AAA �§�î�Â  �Ã�Û�Ó�î�±�†0¿���K�r�M��

clear configure tunnel-group 0¿���I�€�Z�8�•�M�m�Z�b�º�å�¿�Ý  �¢�Ý�î�É�†�¡�Ü�”�K�r�M��

show running-config 
tunnel-group

�M�m�Z�b�º�å�¿�Ý  �¢�Ý�î�É�r�S�c"I���b�º�å�¿�Ý  �¢�Ý�î�É�b�º�å
�¿�Ý  �¢�Ý�î�É  �¥�å�Ç�•� �×�Þ�î�©�Ù�å�†/²&g�K�r�M��
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authorization-dn-attributes

>&�@>' �Ü�Ü�î�«  8.0(4) �è7F�G�b�¥�Ð�å�»�c�ë�F�I�€�r�K�S���G�b�¥�Ð�å�»�b�æ�ƒ�~�_  
username-from-certificate �¥�Ð�å�»�†�Q#Ý�K�r�M��

1��•#Ý�b�Ø�î�¨�¡�\�K�Z�Q#Ý�M�•�É�Û�–�Ð�Ü  �§�È�ª�™�¡�º  DN �Ç�•�î�Ý�»�>�|�g�­�•�å�²�Ü  �§�È�ª�™
�¡�º  DN �Ç�•�î�Ý�»�†�æ���M�•�_�c�
�›�¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ô�î�»�[  
authorization-dn-attributes  �¥�Ð�å�»�†�Q#Ý�K�r�M���“�ö�†�¥�å�Ç�•� �×�Þ�î�©�Ù�å�?�}�P7V�K�Z�¹
�Ç�›�Ý�º�Í�_�`�M�_�c�
�G�b�¥�Ð�å�»�b  no �g�'�†�Q#Ý�K�r�M��

authorization-dn-attributes  { primary-attr [secondary-attr] | use-entire-name}

no authorization-dn-attributes 

�S�e�b1��Â

�¹�Ç�›�Ý�º �É�Û�–�Ð�Ü�“�ö�b�¹�Ç�›�Ý�º�Í�c  CN>&�M+á�¡>'�[�M��

�­�•�å�²�Ü�“�ö�b�¹�Ç�›�Ý�º�Í�c  OU>&)�)Ê�b4Š6Û>'�[�M��

�¥�Ð�å�»  �Ô�î�» ���b/²�_�
�¥�Ð�å�»�†
°�Š�[�A�•�Ô�î�»�†&g�K�r�M��

�¥�Ð�å�»�š�T

primary-attr 0É�Â�i�?�}1��•�¡�š�Ü�î#Ý�b�¡�S�†#Õ�B�M�•�\�A�_�Q#Ý�M�•�“�ö�†�æ���K
�r�M��

secondary-attr >&�õ�–>'�¹�ª�±�Ý0É�Â�i�?�}1��•�¡�š�Ü�î#Ý�b�¡�S�†#Õ�B�M�•�\�A�_�É�Û
�–�Ð�Ü�“�ö�\
¹�_�Q#Ý�M�•3ã�•�b�“�ö�†�æ���K�r�M��

use-entire-name �­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�[�c�
�ö
²�^�§�È�ª�™�¡�º  DN>&RFC1779>'
�†�Q#Ý�K�Z�
�¹�ª�±�Ý0É�Â�i�?�}1��•�¡�š�Ü�î�b�¡�S�†�v�“�M�•�²0[�@�6
�•�G�\�†�æ���K�r�M��

�¥�Ð�å�»  �Ô�î�»

�Ç�“�–�”�˜�›�î�Ý  �Ô�î�» �­�Ÿ�×�Ü�¸�•  �¥�å�¸�Ÿ�«�º

�Ý�î�¸�µ�» 3ñ4# �©�å�¢�Ý

�Ð�Ý�³

�¥�å�¸�Ÿ�«
�º �©�«�¸�Ò

Imap4s �¥�å�Ç�•� �×�Þ�î�©�Ù�å • — • — —

Pop3s �¥�å�Ç�•� �×�Þ�î�©�Ù�å • — • — —

smtps �¥�å�Ç�•� �×�Þ�î�©�Ù�å • — • — —

�º�å�¿�Ý  �¢�Ý�î�É�M+á�“�ö�¥�å
�Ç�•� �×�Þ�î�©�Ù�å

• — • — —

�Ü�Ü�î�« �š�f
Æ��

7.1(1) �G�b�¥�Ð�å�»�c�
 webvpn �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ô�î�»�[�c�ë�F�I�€�

�º�å�¿�Ý  �¢�Ý�î�É�M+á�“�ö�¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ô�î�»�_&ã�·�I�€�r
�K�S��

7.2(1) imap4s�
 pop3�
�>�|�g  smtps �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ô�î�»�@3ã�•�I�€
�r�K�S��
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'¨  3 'v       acl-netmask-convert �¥�Ð�å�»>|  auto-update timeout �¥�Ð�å�»
  authorization-dn-attributes
�Q#Ý�V�b�ž�–�»�Û�–�å �É�Û�–�Ð�Ü�“�ö�>�|�g�­�•�å�²�Ü�“�ö�b�w� �Í�c�
���b�\�>�~�[�M��

�[ ���b�[�[�c�
�¢�ß�î�Â�Ý  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ô�î�»�[�
 remotegrp �\�8�:  IPSec �Ü�Ô�î�º  �”�¡�­
�«  �º�å�¿�Ý  �¢�Ý�î�É�†�8�B�K�
�¹�ª�±�Ý0É�Â�i�?�}1��•�¡�š�Ü�î#Ý�b�¡�S�†#Õ�B�M�•�S�u�_  CN

>&Common Name; �M+á�¡>'�†�É�Û�–�Ð�Ü�“�ö�\�K�Z�Q#Ý�M�•�G�\�†�æ���K�r�M��

hostname(config)# tunnel-group remotegrp type ipsec_ra
hostname(config)# tunnel-group remotegrp general-attributes
hostname(config-tunnel-general)# authorization-dn-attributes CN
hostname(config-tunnel-general)# 

6õ4��¥�Ð�å�»

�“�ö ��*O

CN Common Name>&�M+á�¡>'>8�¶�Ç�
�©�«�¸�Ò�^�]�b�¡�S��

OU Organizational Unit>&)�)Ê�Ø�½�µ�º>' >8)�)Ê>&O>'
Æ�b�§�È�¢�Ý�î�É��

O Organization>&)�)Ê>'>8�
&k�
�K�/�
�µ6õ�
4��œ�^�]�b�¡�S��

L Locality>&�…�¡>'>8)�)Ê�@*(�?�€�Z�8�•�w�r�S�c#ë��

SP State/Province>&�^�r�S�c4”4(�Ó%4>'>8)�)Ê�@*(�?�€�Z�8�•�^�r�S�c4”4(�Ó
%4��

C Country>&�\�¡>' >82 �e�Ð�b�\�¡$�1����\�¡�¥�î�»�c�
 ISO 3166 �\�¡$�1��_
 =�Ð�K�Z�8�r�M��

EA 7Á�Ê�Ó�î�Ý  �”�»�Þ�«

T *ê�i

N �¡�S

GN �¡

SN �#

I �–�½�©�Õ�Ý

GENQ Generational Qualifier>&�a�æ�Ÿ8í�Ê>'

DNQ Domain Name Qualifier>&�»�Ó�–�å�¡�Ÿ8í�Ê>'

UID User Identifier>&�Ø�î�¨1‘�9�Ê>'

UPN �Ø�î�¨  �É�Ü�å�©�Ã�Ý�¡

SER Serial Number>&�©�Ü�”�Ý$��•>'

use-entire-name DN �¡
²�/�†�Q#Ý

�¥�Ð�å�» 1��Â

clear configure 
tunnel-group

0¿���I�€�Z�8�•�M�m�Z�b�º�å�¿�Ý  �¢�Ý�î�É�†�¡�Ü�”�K�r�M��

show running-config 
tunnel-group

�æ���K�S0É�Â�i�Ð�µ�É  �š�å�º�Ü�†/²&g�K�r�M��

tunnel-group 
general-attributes

�¡�S�Ü�A�b�º�å�¿�Ý  �¢�Ý�î�É�b�M+á�“�ö�†�æ���K�r�M��
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authorization-required
�K)F�S�_�Ø�î�¨�@�G�–�_1��•�I�€�•�G�\�†�Ó�u�•�_�c�
�›�Ô�î�»�[  authorization-required  �¥�Ð�å�»
�†�Q#Ý�K�r�M���¥�å�Ç�•� �×�Þ�î�©�Ù�å�?�}�“�ö�†�P7V�M�•�_�c�
�G�b�¥�Ð�å�»�b  no �Â�î�ª�Ù�å�†�Q
#Ý�K�r�M��

authorization-required

no authorization-required

�S�e�b1��Â �G�b�¥�Ð�å�»�_�c�,�X�r�S�c�Ÿ�î�á�î�»�c�6�~�r�O�‡��

�¹�Ç�›�Ý�º authorization-required �c�
�¹�Ç�›�Ý�º�[�c�¹�•�­�î�È�Ý�_�^�W�Z�8�r�M��

�¥�Ð�å�»  �Ô�î�» ���b/²�_�
�¥�Ð�å�»�†
°�Š�[�A�•�Ô�î�»�†&g�K�r�M��

�¥�Ð�å�»�š�T

�[ ���_�
�¢�ß�î�Â�Ý  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ô�î�»�[�
 remotegrp �\�8�:�¡�S�b�Ü�Ô�î�º  �”�¡�­�«  �º�å
�¿�Ý  �¢�Ý�î�É�†�Ó�K�Z�K)F�M�•�Ø�î�¨�_�ö
²�^  DN �_�ö�Y�C1��•�†0[�Ó�M�•�[�†&g�K�r�M���q�6�b�¥
�Ð�å�»�[�c�
 remotegrp �\�8�:�¡�S�b�Ü�Ô�î�º  �¢�Ý�î�É�b�º�å�¿�Ý  �¢�Ý�î�É  �±�–�É�†  ipsec_ra>&IPSec 
�Ü�Ô�î�º  �”�¡�­�«>'�\0¿���K�Z�8�r�M�� 2 $��u�b�¥�Ð�å�»�[�
�æ���K�S�º�å�¿�Ý  �¢�Ý�î�É�b�º�å�¿�Ý  
�¢�Ý�î�É�M+á�“�ö�¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ô�î�»�†6ä���K�
�q�‹�b�¥�Ð�å�»�[�
�æ���K�S�º�å�¿�Ý  �¢
�Ý�î�É�_1��•�@�²0[�[�6�•�G�\�†�æ���K�Z�8�r�M��

hostname(config)# tunnel-group remotegrp type ipsec_ra
hostname(config)# tunnel-group remotegrp general-attributes
hostname(config-tunnel-general)# authorization-required
hostname(config-tunnel-general)# 

�¥�Ð�å�»  �Ô�î�»

�Ç�“�–�”�˜�›�î�Ý  �Ô�î�» �­�Ÿ�×�Ü�¸�•  �¥�å�¸�Ÿ�«�º

�Ý�î�¸�µ�» 3ñ4# �©�å�¢�Ý

�Ð�Ý�³

�¥�å�¸�Ÿ�«
�º �©�«�¸�Ò

Imap4s �¥�å�Ç�•� �×�Þ�î�©�Ù�å • — • — —

Pop3s �¥�å�Ç�•� �×�Þ�î�©�Ù�å • — • — —

smtps �¥�å�Ç�•� �×�Þ�î�©�Ù�å • — • — —

�º�å�¿�Ý  �¢�Ý�î�É�M+á�“�ö�¥�å
�Ç�•� �×�Þ�î�©�Ù�å

• — • — —

�Ü�Ü�î�« �š�f
Æ��

7.0(1) �G�b�¥�Ð�å�»�@�_
°�I�€�r�K�S��

7.1(1) �G�b�¥�Ð�å�»�c�
 webvpn �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ô�î�»�[�c�ë�F�I�€�

�º�å�¿�Ý  �¢�Ý�î�É�M+á�“�ö�¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ô�î�»�_&ã�·�I�€�r
�K�S��

7.2(1) webvpn �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ô�î�»�@  imap4s�
 pop3s�
�>�|�g  smtps 
�¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ô�î�»�_*(�A�n�<�}�€�r�K�S��
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  authorization-required
6õ4��¥�Ð�å�» �¥�Ð�å�» 1��Â

authorization-dn-attributes 1��•#Ý�b�Ø�î�¨�¡�\�K�Z�Q#Ý�M�•�É�Û�–�Ð�Ü�>�|�g�­�•�å�²�Ü  �§
�È�ª�™�¡�º  DN �Ç�•�î�Ý�»�†�æ���K�r�M��

clear configure tunnel-group 0¿���I�€�Z�8�•�M�m�Z�b�º�å�¿�Ý  �¢�Ý�î�É�†�¡�Ü�”�K�r�M��

show running-config 
tunnel-group

�æ���K�S0É�Â�i�Ð�µ�É  �š�å�º�Ü�†/²&g�K�r�M��

tunnel-group 
general-attributes

�¡�S�Ü�A�b�º�å�¿�Ý  �¢�Ý�î�É�b�M+á�“�ö�†�æ���K�r�M��
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authorization-server-group
WebVPN �>�|�g7Á�Ê�Ó�î�Ý  �É�ß�Ÿ�©�_�Q#Ý�M�•1��•�§�î�Â�b�­�µ�º�†�æ���M�•�_�c�
�›�Ô�î�»�[  
authorization-server-group �¥�Ð�å�»�†�Q#Ý�K�r�M��1��•�§�î�Â�†�¥�å�Ç�•� �×�Þ�î�©�Ù�å�?�}�P7V
�M�•�_�c�
�G�b�¥�Ð�å�»�b  no �g�'�†�Q#Ý�K�r�M���­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�[�c�
1��•�†�Q#Ý�K
�Z�
�Ø�î�¨�_0Á�•�I�€�Z�8�•�¿�µ�º�á�î�¡  �Ü�¯�î�«�l�b�”�¡�­�«  �Þ�Ë�Ý�†&�1��K�r�M��

authorization-server-group group_tag

no authorization-server-group

�S�e�b1��Â

�¹�Ç�›�Ý�º �¹�Ç�›�Ý�º�[�c�
1��•�§�î�Â�c0¿���I�€�Z�8�r�O�‡��

�¥�Ð�å�»  �Ô�î�» ���b/²�_�
�¥�Ð�å�»�†
°�Š�[�A�•�Ô�î�»�†&g�K�r�M��

�¥�Ð�å�»�š�T

�Q#Ý�V�b�ž�–�»�Û�–�å �G�b�¥�Ð�å�»�†  webvpn �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ô�î�»�[
°�Š�M�•�\�
�º�å�¿�Ý  �¢�Ý�î�É�M+á�“�ö
�Ô�î�»�b� '¼�b�¥�Ð�å�»�_�š�n�I�€�r�M��

VPN 1��•�@  LOCAL �\��*O�I�€�Z�8�•���œ�
�¹�Ç�›�Ý�º  �¢�Ý�î�É  �Ï�Ü�©�î  DfltGrpPolicy �_0¿���I�€
�Z�8�•�“�ö�@4:#Ý�I�€�r�M��

�[ ���_�
 �� POP3Spermit���\�8�:�¡�S�b0Á�•�§�î�Â�b�­�µ�º�†�Q#Ý�M�•�|�:�_  POP3S 7Á�Ê�Ó�î�Ý  �É�ß�Ÿ
�©�†0¿���M�•�[�†&g�K�r�M��

hostname(config)#  pop3s

group_tag 0¿���í�s�b1��•�§�î�Â�r�S�c�§�î�Â  �¢�Ý�î�É�†�æ���K�r�M��1��•�§�î�Â�†
0¿���M�•�_�c�
 aaa-server �¥�Ð�å�»�†�Q#Ý�K�r�M��

�¥�Ð�å�»  �Ô�î�»

�Ç�“�–�”�˜�›�î�Ý  �Ô�î�» �­�Ÿ�×�Ü�¸�•  �¥�å�¸�Ÿ�«�º

�Ý�î�¸�µ�» 3ñ4# �©�å�¢�Ý

�Ð�Ý�³

�¥�å�¸�Ÿ�«
�º �©�«�¸�Ò

Imap4s �¥�å�Ç�•� �×�Þ�î�©�Ù�å • — • — —

Pop3s �¥�å�Ç�•� �×�Þ�î�©�Ù�å • — • — —

smtps �¥�å�Ç�•� �×�Þ�î�©�Ù�å • — • — —

�º�å�¿�Ý  �¢�Ý�î�É�M+á�“�ö�¥�å
�Ç�•� �×�Þ�î�©�Ù�å

• — • — —

�Ü�Ü�î�« �š�f
Æ��

7.0(1) �G�b�¥�Ð�å�»�@�_
°�I�€�r�K�S��

7.1(1) �G�b�¥�Ð�å�»�c�
 webvpn �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ô�î�»�[�c�ë�F�I�€�

�º�å�¿�Ý  �¢�Ý�î�É�M+á�“�ö�¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ô�î�»�_&ã�·�I�€�r
�K�S��
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hostname(config-pop3s)#  authorization-server-group POP3Spermit

���_�
0¿���M+á�¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ô�î�»�[�
 �� remotegrp���\�8�:�¡�S�b  IPSec �Ü�Ô�î�º  �”�¡�­
�«  �º�å�¿�Ý  �¢�Ý�î�É�_�� aaa-server78���\�8�:�¡�S�b0Á�•�§�î�Â  �¢�Ý�î�É�†0¿���M�•�[�†&g�K�r�M��

hostname(config)# tunnel-group remotegrp type ipsec-ra
hostname(config)# tunnel-group remotegrp general-attributes
hostname(config-tunnel-general)# authorization-server-group aaa-server78
hostname(config-tunnel-general)# 

6õ4��¥�Ð�å�» �¥�Ð�å�» 1��Â

aaa-server host 1�0É�
0Á�•�
�>�|�g�”�•�˜�å�¸�•�å�¢  �§�î�Â�†0¿���K�r�M��

clear configure 
tunnel-group

0¿���I�€�Z�8�•�M�m�Z�b�º�å�¿�Ý  �¢�Ý�î�É�†�¡�Ü�”�K�r�M��

show running-config 
tunnel-group

�M�m�Z�b�º�å�¿�Ý  �¢�Ý�î�É�r�S�c"I���b�º�å�¿�Ý  �¢�Ý�î�É�b�º�å�¿�Ý  �¢
�Ý�î�É  �¥�å�Ç�•� �×�Þ�î�©�Ù�å�†/²&g�K�r�M��

tunnel-group 
general-attributes

�¡�S�Ü�A�b�º�å�¿�Ý  �¢�Ý�î�É�b�M+á�“�ö�†�æ���K�r�M��
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auth-prompt
�­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�†�Ó�K�S�Ø�î�¨  �­�µ�©�Ù�å�b  AAA �³�Õ�Þ�å�ª  �¸�Ÿ�«�º�†�æ���r�S�c�š
�f�M�•�_�c�
�¢�ß�î�Â�Ý  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ô�î�»�[  auth-prompt  �¥�Ð�å�»�†�Q#Ý�K�r�M��1�0É
�³�Õ�Þ�å�ª  �¸�Ÿ�«�º�†�P7V�M�•�_�c�
�G�b�¥�Ð�å�»�b  no �g�'�†�Q#Ý�K�r�M��

auth-prompt prompt [prompt  | accept | reject] string

no auth-prompt prompt [ prompt  | accept | reject]

�S�e�b1��Â

�¹�Ç�›�Ý�º 1�0É�É�ß�å�É�º�†�æ���K�^�8���œ�c�
���b�|�:�_�^�~�r�M��

• FTP �Ø�î�¨�_�c  FTP authentication  �@/²&g�I�€�r�M��

• HTTP �Ø�î�¨�_�c  HTTP Authentication  �@/²&g�I�€�r�M��

• Telnet �Ø�î�¨�_�c�³�Õ�Þ�å�ª  �¸�Ÿ�«�º�@/²&g�I�€�r�O�‡��

�¥�Ð�å�»  �Ô�î�» ���b/²�_�
�¥�Ð�å�»�†
°�Š�[�A�•�Ô�î�»�†&g�K�r�M��

�¥�Ð�å�»�š�T

�Q#Ý�V�b�ž�–�»�Û�–�å auth-prompt  �¥�Ð�å�»�†�Q#Ý�M�•�\�
 TACACS+ �§�î�Â�r�S�c  RADIUS �§�î�Â�?�}�b�Ø�î�¨1�0É�@�²
0[�^���œ�_�
�­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«)�#ä�b  HTTP�
 FTP�
�>�|�g  Telnet �”�¡�­�«#Ý�b  AAA �³�Õ
�Þ�å�ª  �¸�Ÿ�«�º�†�æ���[�A�r�M���G�b�¸�Ÿ�«�º�c8í�~�b�|�:�^�v�b�[�
�Ø�î�¨�b�ß�¢�–�å�ì�_�
�Ø�î
�¨�¡�É�ß�å�É�º�\�Ã�«�á�î�»  �É�ß�å�É�º�b�V�_/²&g�I�€�r�M��

Telnet �?�}�b�Ø�î�¨1�0É�@/œ�ƒ�€�•���œ�
 accept �œ�É�©�Ù�å�\  reject �œ�É�©�Ù�å�†�Q#Ý�K�Z�
1�0É0è
/œ�@ AAA �§�î�Â�_�|�W�Z�w�E
°�€�}�€�S�?�Ä�°�I�€�S�?�†&g�M�›�«�¸�î�±�«  �É�ß�å�É�º�†/²&g�[�A�r
�M��

accept Telnet )�#ä�b�Ø�î�¨1�0É�†�w�E
°�€�•���œ�
�É�ß�å�É�º�\�K�Z  string �†/²&g�K�r�M��

prompt �G�b�Ÿ�î�á�î�»�b�‹�_  AAA �³�Õ�Þ�å�ª  �É�ß�å�É�º�b�«�º�Ü�å�¢�†
°�Š�K�r�M��

reject Telnet )�#ä�b�Ø�î�¨1�0É�†�Ä�°�M�•���œ�
�É�ß�å�É�º�\�K�Z  string �†/²&g�K�r�M��

string 235 �e�Ð�r�S�c  30 �"1�>&�]�U�}�?�q�6�_4)�K�S�‰>'�r�[�b,e�X�Ð�[�S�B�I�€�•�«�º
�Ü�å�¢��"I�f�e�Ð�
�«�Ì�î�«�
�>�|�g�ƒ1�!l�†�Q#Ý�[�A�r�M��$2�e'¢�†
°�Š�M�•�?�

�r�S�c  Enter �Ÿ�î�†�²�M�\�
�«�º�Ü�å�¢�@)
�¢�K�r�M  >&$2�e'¢�c�«�º�Ü�å�¢�_�µ�r�€
�r�M>'��

�¥�Ð�å�»  �Ô�î�»

�Ç�“�–�”�˜�›�î�Ý  �Ô�î�» �­�Ÿ�×�Ü�¸�•  �¥�å�¸�Ÿ�«�º

�Ý�î�¸�µ�» 3ñ4# �©�å�¢�Ý

�Ð�Ý�³

�¥�å�¸�Ÿ�«
�º �©�«�¸�Ò

�¢�ß�î�Â�Ý  �¥�å�Ç�•� �×�Þ�î
�©�Ù�å

• • — — •

�Ü�Ü�î�« �š�f
Æ��

7.0(1) �­�Ð�å�¸�•�µ�¡�_�`�I�^�š�f�@�•�<�}�€�r�K�S��
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AAA �§�î�Â�@�Ø�î�¨�†1�0É�M�•�\�
�­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�c  auth-prompt  accept �¸�Ÿ�«�º
>&�æ���I�€�Z�8�•���œ>'�†�Ø�î�¨�_/²&g�K�r�M���Ø�î�¨�@1�0É�I�€�^�8���œ�c�
 reject �¸�Ÿ�«�º>&�æ��
�I�€�Z�8�•���œ>'�†/²&g�K�r�M�� HTTP �­�µ�©�Ù�å�>�|�g  FTP �­�µ�©�Ù�å�b1�0É�[�c�
�É�ß�å�É�º�_
�³�Õ�Þ�å�ª  �¸�Ÿ�«�º�b�s�@/²&g�I�€�r�M�� accept �¸�Ÿ�«�º�\  reject �¸�Ÿ�«�º�c/²&g�I�€�r�O�‡��

>&�@>' Microsoft Internet Explorer �[�c�
1�0É�É�ß�å�É�º�_�q�±  37 �e�Ð/²&g�I�€�r�M�� Telnet �>�|�g  FTP �[
�c�
1�0É�É�ß�å�É�º�_�q�±  235 �e�Ð/²&g�I�€�r�M��

�[ ���_�
1�0É�É�ß�å�É�º�†�� Please enter your username and password���\�8�:�«�º�Ü�å�¢�_0¿���M�•�[
�†&g�K�r�M��

hostname(config)# auth-prompt prompt Please enter your username and password

�G�b�«�º�Ü�å�¢�@�¥�å�Ç�•� �×�Þ�î�©�Ù�å�_3ã�•�I�€�•�\�
�Ø�î�¨�_�c���b�|�:�_/²&g�I�€�r�M��

Please enter your username and password
User Name:
Password:

Telnet �Ø�î�¨�_�P�K�Z�c�
�­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�@1�0É0è/œ�†�w�E
°�€�S�\�A�_/²&g�I�€�•
�Ó�µ�­�î�ª�\�Ä�°�K�S�\�A�_/²&g�I�€�•�Ó�µ�­�î�ª�†�9���_�æ���[�A�r�M�����_�[�†&g�K�r�M��

hostname(config)# auth -prompt reject Authentication failed. Try again.
hostname(config)# auth -prompt accept Authentication succeeded.

���_�
1�0É�_�B�Œ�K�S���œ�b1�0É�É�ß�å�É�º�†�� You're OK.���\�8�:�«�º�Ü�å�¢�_0¿���M�•�[�†&g�K�r
�M��

hostname(config)# auth -prompt accept You’re OK.

1�0É�_�B�Œ�M�•�\�
�Ø�î�¨�_�c���b�Ó�µ�­�î�ª�@/²&g�I�€�r�M��

You’re OK.

6õ4��¥�Ð�å�» �¥�Ð�å�» 1��Â

clear configure 
auth-prompt

�æ���í�s�b1�0É�É�ß�å�É�º  �³�Õ�Þ�å�ª  �¸�Ÿ�«�º>&�6�•���œ>'�†�P7V�K�
�¹
�Ç�›�Ý�º�Í�_�`�K�r�M��

show running-config 
auth-prompt

#'�~�b1�0É�É�ß�å�É�º  �³�Õ�Þ�å�ª  �¸�Ÿ�«�º�†/²&g�K�r�M��
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auto-signon
�¡�Û�–�”�å�º�Þ�«  SSL VPN �K)F#Ý�b�Ø�î�¨  �ß�¢�–�å  �¡�Þ�¹�å�©�Õ�Ý�†
Æ4Š�§�î�Â�_+¬�·$×�_�û�M�|
�:�_�­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�†0¿���M�•�_�c�
 webvpn �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ô�î�»�
 webvpn 
�¢�Ý�î�É  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ô�î�»�
�r�S�c  webvpn �Ø�î�¨�¡�¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ô�î�»�b
�8�N�€�?�b�Ô�î�»�[  auto-signon �¥�Ð�å�»�†�Q#Ý�K�r�M��1�0É�‰�'�c�
 NTLM>&NTLMv1 �\  NTLMv2 
�†�µ�t>'�\  HTTP �ö�•1�0É�b�8�N�€�?�M�‰�
�r�S�c�g�‰�_�M�•�G�\�@�[�A�r�M��"I���b�§�î�Â�l�b+¬
�·�§�–�å�œ�å�†�¹�•�­�î�È�Ý�_�M�•�_�c�

–�b  ip�
 uri �
�>�|�g  auth-type �,�X�†�æ���K�Z�
�G�b�¥�Ð
�å�»�b  no �g�'�†�Q#Ý�K�r�M���M�m�Z�b�§�î�Â�l�b+¬�·�§�–�å�œ�å�†�¹�•�­�î�È�Ý�_�M�•�_�c�
�G�b�¥
�Ð�å�»�b  no �g�'�†�,�X�^�K�[�Q#Ý�K�r�M��

auto-signon allow { ip ip-address ip-mask | uri  resource-mask}  auth-type { basic | ftp | ntlm  | all}

no auto-signon [allow { ip ip-address ip-mask | uri  resource-mask} auth-type { basic | ftp  | ntlm  | 
all}]

�S�e�b1��Â

�¹�Ç�›�Ý�º �¹�Ç�›�Ý�º�[�c�
�G�b�µ+��c�M�m�Z�b�§�î�Â�[�¹�•�­�î�È�Ý�_�^�W�Z�8�r�M��

�¥�Ð�å�»  �Ô�î�» ���b/²�_�
�¥�Ð�å�»�†
°�Š�[�A�•�Ô�î�»�†&g�K�r�M��

all NTLM �\  HTTP �ö�•1�0É�b�g�‰�b�‰�'�†�æ���K�r�M��

allow "I���b�§�î�Â�_�P�M�•1�0É�†�–�¿�î�È�Ý�_�K�r�M��

auth-type 1�0É�‰�'�b4E�¥�†�–�¿�î�È�Ý�_�K�r�M��

basic HTTP �ö�•1�0É�‰�'�†�æ���K�r�M��

ftp FTP �>�|�g  CIFS 1�0É�±�–�É�†�æ���K�r�M��

ip IP �”�»�Þ�«�\�Ð�«�¡�[1�0É
›�b�§�î�Â�†"I���M�•�G�\�†�æ���K�r�M��

ip-address ip-mask �\�\�v�_�Q#Ý�K�Z�
1�0É
›�b�§�î�Â�b  IP �”�»�Þ�«(
�V�†"I���K�r�M��

ip-mask ip-address �\�\�v�_�Q#Ý�K�Z�
1�0É
›�b�§�î�Â�b  IP �”�»�Þ�«(
�V�†"I���K�r
�M��

ntlm NTLMv1 1�0É�‰�'�†�æ���K�r�M��

resource-mask 1�0É
›�b�§�î�Â�b  URI �Ð�«�¡�†�æ���K�r�M��

uri URI �Ð�«�¡�[1�0É
›�b�§�î�Â�†"I���M�•�G�\�†�æ���K�r�M��

�¥�Ð�å�»  �Ô�î�»

�Ç�“�–�”�˜�›�î�Ý  �Ô�î�» �­�Ÿ�×�Ü�¸�•  �¥�å�¸�Ÿ�«�º

�Ý�î�¸�µ�» 3ñ4# �©�å�¢�Ý

�Ð�Ý�³

�¥�å�¸�Ÿ�«
�º �©�«�¸�Ò

webvpn �¥�å�Ç�•� �×�Þ�î�©�Ù
�å>&�¢�ß�î�Â�Ý>'

• — • — —

webvpn �¢�Ý�î�É  �Ï�Ü�©�î  �¥�å
�Ç�•� �×�Þ�î�©�Ù�å

• — • — —

WebVPN �Ø�î�¨�¡�¥�å�Ç�•� �×
�Þ�î�©�Ù�å

• — • — —
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�¥�Ð�å�»�š�T

�Q#Ý�V�b�ž�–�»�Û�–�å auto-signon �¥�Ð�å�»�c�
�¡�Û�–�”�å�º�Þ�«  SSL VPN �Ø�î�¨�b�S�u�b�©�å�¢�Ý  �§�–�å�œ�å�‰�'�[�M��
�G�b�‰�'�[�c�
�ß�¢�–�å  �¡�Þ�¹�å�©�Õ�Ý>&�Ø�î�¨�¡�\�Ã�«�á�î�»>'�†  NTLM 1�0É�\  HTTP Basic 1�0É
�b�8�N�€�?�M�‰�r�S�c�g�‰�†�Q#Ý�M�•1�0É#Ý�b
Æ4Š�§�î�Â�_�û�K�r�M��0
�X�b  auto-signon �¥�Ð�å�»�†

°�Š�[�A�
�Q�€�}�b�¥�Ð�å�»�c
°�Š8p�_��#.�I�€�r�M>&
›�_
°�Š�K�S�¥�Ð�å�»�@
ƒ
›�I�€�r�M>' ��

auto-signon �µ+��c�
 webvpn �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �¢�Ý�î�É  �Ï�Ü�©�î  �Ô�î�»�
 webvpn �¥�å�Ç�•
� �×�Þ�î�©�Ù�å  �Ô�î�»�
�r�S�c  webvpn �Ø�î�¨�¡�¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ô�î�»�b  3 �X�b�Ô�î�»�[�Q
#Ý�[�A�r�M���M+á$×�^
ƒ
›�·�8�@4:#Ý�I�€�r�M���X�r�~�
�¢�Ý�î�É�|�~�v�Ø�î�¨�¡�@
ƒ
›�I�€�
�¢�ß�î
�Â�Ý�|�~�v�¢�Ý�î�É�@
ƒ
›�I�€�r�M���Ô�î�»�c�
1�0É�b% $×(
�V�_�ö�Y�8�Z4E�¥�K�r�M��

�[ ���_�
 NTLM 1�0É�†�Q#Ý�K�Z�
�M�m�Z�b�¡�Û�–�”�å�º�Þ�«  �Ø�î�¨�_+¬�·�§�–�å�œ�å�†0¿���M�•�¥�Ð�å
�»�b�[�†&g�K�r�M��1�0É
›�b�§�î�Â�b  IP �”�»�Þ�«(
�V�c�
 10.1.1.0 >|  10.1.1.255 �[�M��

hostname(config)# webvpn
hostname(config-webvpn)# auto-signon allow ip 10.1.1.0 255.255.255.0  auth-type ntlm  

���_�
 HTTP �ö�•1�0É�†�Q#Ý�K�Z�
�M�m�Z�b�¡�Û�–�”�å�º�Þ�«  �Ø�î�¨�_+¬�·�§�–�å�œ�å�†0¿���M�•�¥
�Ð�å�»�b�[�†&g�K�r�M��1�0É
›�b�§�î�Â�c�
 URI �Ð�«�¡  https://*.example.com/* �[��*O�I�€�Z�8�r�M��

hostname(config)# webvpn
hostname(config-webvpn)# auto-signon allow uri https://*.example.com/* auth-type basic

���_�
 HTTP �ö�•1�0É�r�S�c  NTLM 1�0É�†�Q#Ý�K�Z�
�¡�Û�–�”�å�º�Þ�«  �Ø�î�¨�b  ExamplePolicy �¢
�Ý�î�É�_�P�K�
 URI �Ð�«�¡  https://*.example.com/* �[��*O�I�€�S�§�î�Â�l�b�”�¡�­�«�_+¬�·�§�–�å�œ
�å�†0¿���M�•�[�†&g�K�r�M��

hostname(config)# group-policy ExamplePolicy attributes  
hostname(config-group-policy)# webvpn  
hostname(config-group-webvpn)# auto-signon allow uri https://*.example.com/* auth-type all

���_�
 HTTP �ö�•1�0É�†�Q#Ý�K�Z�
 Anyuser �\�8�:�¡�S�b�Ø�î�¨�_+¬�·�§�–�å�œ�å�†0¿���M�•�¥�Ð�å�»
�b�[�†&g�K�r�M��1�0É
›�b�§�î�Â�b  IP �”�»�Þ�«(
�V�c�
 10.1.1.0 >|  10.1.1.255 �[�M��

hostname(config)#  username Anyuser attributes
hostname(config-username)# webvpn
hostname(config-username-webvpn)# auto-signon allow ip 10.1.1.0 255.255.255.0  auth-type 
basic  

6õ4��¥�Ð�å�»

�Ü�Ü�î�« �š�f
Æ��

7.1(1) �G�b�¥�Ð�å�»�@�_
°�I�€�r�K�S��

8.0(1) NTLMv2 �b�§�Ï�î�º�@3ã�•�I�€�r�K�S�� ntlm  �Ÿ�î�á�î�»�_�c�
 NTLMv1 �\  NTLMv2 
�b�g�‰�@�µ�r�€�r�M��

�Ô�î�» �«�¥�î�É

webvpn �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �M�m�Z�b WebVPN �Ø�î�¨>&�¢�ß�î�Â�Ý>'

webvpn �¢�Ý�î�É  �¥�å�Ç�•� �×
�Þ�î�©�Ù�å

�¢�Ý�î�É  �Ï�Ü�©�î�[��*O�I�€�•  WebVPN �Ø�î�¨�b�§�È�­�µ�º

WebVPN �Ø�î�¨�¡�¥�å�Ç�•� �×
�Þ�î�©�Ù�å

�¶���b  WebVPN �Ø�î�¨

�¥�Ð�å�» 1��Â

show running-config webvpn 
auto-signon

��/œ�¥�å�Ç�•� �×�Þ�î�©�Ù�å�b+¬�·�§�–�å�œ�å�b�m�~�\�Z�†/²
&g�K�r�M��
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  auto-summary
auto-summary
�¿�µ�º�á�î�¡�Þ�Ë�Ý  �Ý�î�º�l�b�§�È�¿�µ�º  �Ý�î�º�b+¬�·7Ÿ(Ù�†�–�¿�î�È�Ý�_�M�•�_�c�
�Ý�î�±  �¥�å
�Ç�•� �×�Þ�î�©�Ù�å  �Ô�î�»�[  auto-summary �¥�Ð�å�»�†�Q#Ý�K�r�M���Ý�î�º7Ÿ(Ù�†�¹�•�­�î�È�Ý�_�M
�•�_�c�
�G�b�¥�Ð�å�»�b  no �g�'�†�Q#Ý�K�r�M��

auto-summary

no auto-summary

�S�e�b1��Â �G�b�¥�Ð�å�»�_�c�,�X�r�S�c�Ÿ�î�á�î�»�c�6�~�r�O�‡��

�¹�Ç�›�Ý�º �Ý�î�º7Ÿ(Ù�c�
 RIP �Â�î�ª�Ù�å  1�
 RIP �Â�î�ª�Ù�å  2�
�>�|�g  EIGRP �[�–�¿�î�È�Ý�_�^�W�Z�8�r�M��

�¥�Ð�å�»  �Ô�î�» ���b/²�_�
�¥�Ð�å�»�†
°�Š�[�A�•�Ô�î�»�†&g�K�r�M��

�¥�Ð�å�»�š�T

�Q#Ý�V�b�ž�–�»�Û�–�å �Ý�î�º7Ÿ(Ù�_�|�~�
�Ý�î�¸�•�å�¢  �¸�î�È�Ý�_�>�E�•�Ý�î�¸�•�å�¢�_���b5��@�a�^�C�^�~�r�M��

RIP �Â�î�ª�Ù�å  1 �[�c�
�–�_+¬�·7Ÿ(Ù�@�Q#Ý�I�€�r�M�� RIP �Â�î�ª�Ù�å  1 �_�P�K�Z+¬�·7Ÿ(Ù�†�¹�•�­�î
�È�Ý�_�M�•�G�\�c�[�A�r�O�‡��

RIP �Â�î�ª�Ù�å  2 �†�Q#Ý�K�Z�8�•���œ�c�
 no auto-summary �¥�Ð�å�»�†�æ���K�Z�
+¬�·7Ÿ(Ù�†�œ�Ç�_
�M�•�G�\�@�[�A�r�M���)�•�I�€�Z�8�•�§�È�¿�µ�º6ë�b�Ý�î�¸�•�å�¢�†��/œ�M�•�²0[�@�6�•���œ�c�
+¬�·
�§�Ð�Û�–�¬�†�¹�•�­�î�È�Ý�_�K�r�M��+¬�·�§�Ð�Û�–�¬�†�¹�•�­�î�È�Ý�_�M�•�\�
�§�È�¿�µ�º�@�”�»�Â�±
�–�¬�I�€�r�M��

EIGRP 7Ÿ(Ù�Ý�î�º�_�c�
�”�»�Ñ�½�«�º�Þ�î�¸�•�È  �¹�•�«�±�å�«�Í  5 �@�m�~�\�Z�}�€�r�M���G�b�Í�c0¿
���[�A�r�O�‡��

��/œ�¥�å�Ç�•� �×�Þ�î�©�Ù�å�[�c�G�b�¥�Ð�å�»�b  no �g�'�b�s�@/²&g�I�€�r�M��

�[ ���_�
 RIP �Ý�î�º7Ÿ(Ù�†�¹�•�­�î�È�Ý�_�M�•�[�†&g�K�r�M��

hostname(config)# router rip
hostname(config-router)# network 10.0.0.0
hostname(config-router)# version 2
hostname(config-router)# no auto-summary

�¥�Ð�å�»  �Ô�î�»

�Ç�“�–�”�˜�›�î�Ý  �Ô�î�» �­�Ÿ�×�Ü�¸�•  �¥�å�¸�Ÿ�«�º

�Ý�î�¸�µ�» 3ñ4# �©�å�¢�Ý

�Ð�Ý�³

�¥�å�¸�Ÿ�«
�º �©�«�¸�Ò

�Ý�î�±  �¥�å�Ç�•� �×�Þ�î�©�Ù�å • — • — —

�Ü�Ü�î�« �š�f
Æ��

7.2(1) �G�b�¥�Ð�å�»�@�_
°�I�€�r�K�S��

8.0(2) EIGRP �b�§�Ï�î�º�@3ã�•�I�€�r�K�S��
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���_�
+¬�·  EIGRP �Ý�î�º7Ÿ(Ù�†�¹�•�­�î�È�Ý�_�M�•�[�†&g�K�r�M��

hostname(config)# router eigrp 100
hostname(config-router)# network 10.0.0.0
hostname(config-router)# no auto-summary

6õ4��¥�Ð�å�» �¥�Ð�å�» 1��Â

clear configure router ��/œ�¥�å�Ç�•� �×�Þ�î�©�Ù�å�?�}�M�m�Z�b  router  �¥�Ð�å�»�\�Ý�î�±  �¥�å
�Ç�•� �×�Þ�î�©�Ù�å  �Ô�î�»  �¥�Ð�å�»�†�¡�Ü�”�K�r�M��

router eigrp EIGRP �Ý�î�¸�•�å�¢  �É�ß�­�«�†�–�¿�î�È�Ý�_�K�
 EIGRP �Ý�î�±  �¥�å�Ç�•
� �×�Þ�î�©�Ù�å  �Ô�î�»�†6ä���K�r�M��

router rip RIP �Ý�î�¸�•�å�¢  �É�ß�­�«�†�–�¿�î�È�Ý�_�K�
 RIP �Ý�î�±  �¥�å�Ç�•� �×
�Þ�î�©�Ù�å  �Ô�î�»�†6ä���K�r�M��

show running-config 
router

��/œ�¥�å�Ç�•� �×�Þ�î�©�Ù�å
Æ�b  router  �¥�Ð�å�»�\�Ý�î�±  �¥�å�Ç�•� �×
�Þ�î�©�Ù�å  �Ô�î�»  �¥�Ð�å�»�†/²&g�K�r�M��
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auto-update device-id
Auto Update Server �[�Q#Ý�M�•�­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�b�¹�Â�–�«  ID �†0¿���M�•�_�c�
�¢�ß�î�Â
�Ý �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ô�î�»�[  auto-update device-id �¥�Ð�å�»�†�Q#Ý�K�r�M���¹�Â�–�«  ID �†�P
7V�M�•�_�c�
�G�b�¥�Ð�å�»�b  no �g�'�†�Q#Ý�K�r�M��

auto-update device-id [hardware-serial | hostname | ipaddress [if_name] | 
mac-address[if_name] | string text]

no auto-update device-id [hardware-serial | hostname | ipaddress [if_name] | 
mac-address[if_name] | string text]

�S�e�b1��Â

�¹�Ç�›�Ý�º �¹�Ç�›�Ý�º  ID �c�Í�«�º�¡�[�M��

�¥�Ð�å�»  �Ô�î�» ���b/²�_�
�¥�Ð�å�»�†
°�Š�[�A�•�Ô�î�»�†&g�K�r�M��

�¥�Ð�å�»�š�T

�[ ���_�
�¹�Â�–�«  ID �†�©�Ü�”�Ý$��•�_0¿���M�•�[�†&g�K�r�M��

hostname(config)# auto-update device-id hardware-serial

hardware-serial �­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�b�Á�î�»�˜�™�”  �©�Ü�”�Ý$��•�†�Q#Ý�K�Z�
�¹�Â�–
�«�†�M�–�_1‘�9�K�r�M��

hostname �­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�b�Í�«�º�¡�†�Q#Ý�K�Z�
�¹�Â�–�«�†�M�–�_1‘�9�K
�r�M��

ipaddress 
[if_name]

�­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�b  IP �”�»�Þ�«�†�Q#Ý�K�Z�
�­�Ÿ�×�Ü�¸�•  �”�É�Û�–
�”�å�«�†�M�–�_1‘�9�K�r�M���¹�Ç�›�Ý�º�[�c�
�­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�c  
Auto Update Server �\�b3û�™�_�Q#Ý�M�•�–�å�±�î�Ç�™�–�«�†�Q#Ý�K�r�M���9�b  
IP �”�»�Þ�«�†�Q#Ý�M�•���œ�c�
 if_name �†�æ���K�r�M��

mac-address 
[if_name]

�­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�b  MAC �”�»�Þ�«�†�Q#Ý�K�Z�
�­�Ÿ�×�Ü�¸�•  �”�É
�Û�–�”�å�«�†�M�–�_1‘�9�K�r�M���¹�Ç�›�Ý�º�[�c�
�­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å
�«�c  Auto Update Server �\�b3û�™�_�Q#Ý�M�•�–�å�±�î�Ç�™�–�«�b  MAC �”�»�Þ
�«�†�Q#Ý�K�r�M���9�b  MAC �”�»�Þ�«�†�Q#Ý�M�•���œ�c�
 if_name �†�æ���K�r
�M��

string text �¸�Ÿ�«�º  �«�º�Ü�å�¢�†�æ���K�Z�
�¹�Â�–�«�†  Auto Update Server �_�P�K�Z�M�–
�_1‘�9�K�r�M��

�¥�Ð�å�»  �Ô�î�»

�Ç�“�–�”�˜�›�î�Ý  �Ô�î�» �­�Ÿ�×�Ü�¸�•  �¥�å�¸�Ÿ�«�º

�Ý�î�¸�µ�» 3ñ4# �©�å�¢�Ý

�Ð�Ý�³

�¥�å�¸�Ÿ�«
�º �©�«�¸�Ò

�¢�ß�î�Â�Ý  �¥�å�Ç�•� �×�Þ�î
�©�Ù�å

• • • — —

�Ü�Ü�î�« �š�f
Æ��

7.0(1) �G�b�¥�Ð�å�»�@�_
°�I�€�r�K�S��
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6õ4��¥�Ð�å�» auto-update 
poll-period

Auto Update Server �?�}�b�”�µ�É�¹�î�º�†�­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�@&�
1��M�•8–�Ø�†0¿���K�r�M��

auto-update server Auto Update Server �†�æ���K�r�M��

auto-update timeout �±�–�Ò�”�˜�º�‡6ë
Æ�_  Auto Update Server �_�K)F�I�€�^�8���œ�
�­�Ÿ�×�Ü
�¸�•  �”�É�Û�–�”�å�«�†3û4#�M�•�º�Û�Ç�•�µ�¡�†�õ�F�K�r�M��

clear configure 
auto-update

Auto Update Server �b�¥�å�Ç�•� �×�Þ�î�©�Ù�å�†�¡�Ü�”�K�r�M��

show running-config 
auto-update

Auto Update Server �¥�å�Ç�•� �×�Þ�î�©�Ù�å�†/²&g�K�r�M��
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auto-update poll-at
�­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�@  Auto Update Server �†�Ï�î�Ü�å�¢�M�•"I���b�¥�ì�†�«�£�ª�×�î�Ü�å�¢
�M�•�_�c�
�¢�ß�î�Â�Ý  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ô�î�»�[  auto-update poll-at �¥�Ð�å�»�†�Q#Ý�K�r�M��
�­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�@  Auto Update Server �†�Ï�î�Ü�å�¢�M�•�|�:�_�«�£�ª�×�î�Ü�å�¢�K�S�¥
�ì�b�:�U�
�æ���K�S�¥�ì�†�M�m�Z�P7V�M�•�_�c�
�G�b�¥�Ð�å�»�b  no �g�'�†�Q#Ý�K�r�M��

auto-update poll-at days-of-the-week time [randomize minutes] [ retry_count [retry_period]]

no auto-update poll-at days-of-the-week time [randomize minutes] [ retry_count [retry_period]]

�S�e�b1��Â

�¹�Ç�›�Ý�º �¹�Ç�›�Ý�º�b�·�8�x�Í�c�6�~�r�O�‡��

�¥�Ð�å�»  �Ô�î�» ���b/²�_�
�¥�Ð�å�»�†
°�Š�[�A�•�Ô�î�»�†&g�K�r�M��

�¥�Ð�å�»�š�T

�Q#Ý�V�b�ž�–�»�Û�–�å auto-update poll-at �¥�Ð�å�»�[�c�
�f�‚�†�Ï�î�Ü�å�¢�M�•�ì�I�†�æ���K�r�M�� randomize �œ�É�©�Ù�å
�†�–�¿�î�È�Ý�_�M�•�\�
�q�6�b  time �b�ì�I�?�}�æ���K�S�‡6ë>&�(�"�)>'
Æ�_�
�Ï�î�Ü�å�¢�@�Y���‡�_
��/œ�I�€�r�M�� auto-update poll-at �>�|�g  auto-update poll-period �¥�Ð�å�»�c�
� �ì�_�Q#Ý�[�A�r�O
�‡���8�N�€�?  1 �X�b�s�†0¿���[�A�r�M��

days-of-the-week �õ�–�b  1 �X�b�Y�¥>& Monday�
 Tuesday�
 Wednesday�
 Thursday�
 Friday�

Saturday�
�>�|�g  Sunday>'�r�S�c�Y�¥�b)��s�œ�ƒ�O���Q�b�Ú�b�æ���•+��^�Í�c�

daily>&�v�Y�¥�?�}�¥�Y�¥�r�[>' �
 weekdays>&�v�Y�¥�?�}5 �Y�¥�r�[>' �
�>�|�g  
weekend>&�u�Y�¥�\�¥�Y�¥>'�[�M��

randomize minutes �æ���K�S6ä���¥�ì�b�‹�
�Y���‡�_�Ï�î�Ü�å�¢�M�•�‡6ë�†�æ���K�r�M�� 1 >|  1439 
�(�[�M��

retry_count Auto Update Server �l�b�K)F�b�6�G0è/œ�@�»�K�K�S���œ�_�

Ì�K)F�†�1�G0è/œ�M
�•�?�†�æ���K�r�M���¹�Ç�›�Ý�º�c  0 �[�M��

retry_period �K)F0è/œ�b6ë7x�†�æ���K�r�M���¹�Ç�›�Ý�º�c  5 �(�[�M���æ���[�A�•(
�V�c  1 >|  
35791 �(�[�M��

time �Ï�î�Ü�å�¢�†6ä���M�•�ì�I�†  HH:MM �g�'�[�æ���K�r�M���S�\�<�d�
 8:00 �c  
8:00 AM �[�
 20:00 �c  8:00 PM �[�M

�¥�Ð�å�»  �Ô�î�»

�Ç�“�–�”�˜�›�î�Ý  �Ô�î�» �­�Ÿ�×�Ü�¸�•  �¥�å�¸�Ÿ�«�º

�Ý�î�¸�µ�» 3ñ4# �©�å�¢�Ý

�Ð�Ý�³

�¥�å�¸�Ÿ�«
�º �©�«�¸�Ò

�¢�ß�î�Â�Ý  �¥�å�Ç�•� �×�Þ�î
�©�Ù�å

• • • — —

�Ü�Ü�î�« �š�f
Æ��

7.2(1) �G�b�¥�Ð�å�»�@�_
°�I�€�r�K�S��
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  auto-update poll-at
�[ ���b�[�[�
�­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�c�
�–4�5 �Y�¥�\�u�Y�¥�b���‹  10 �ì�?�}���‹  11 �ì�r�[�b6ë�

�Y���‡�_  Auto Update Server �†  �Ï�î�Ü�å�¢�K�r�M���­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�c�
�§�î�Â�_�K)F�[
�A�^�8���œ�
 10 �(6ë7x�[  2 �G�K)F�†0è/œ�K�r�M��

hostname(config)# auto-update poll-at Friday Saturday 22:00 randomize 60 2 10
hostname(config)# auto-update server http://192.168.1.114/aus/autoupdate.asp

6õ4��¥�Ð�å�» auto-update 
device-id

Auto Update Server �[�Q#Ý�M�•�S�u�b�­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«  �¹�Â�–�«  
ID �†0¿���K�r�M��

auto-update 
poll-period

Auto Update Server �?�}�b�”�µ�É�¹�î�º�†�­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�@&�
1��M�•8–�Ø�†0¿���K�r�M��

auto-update timeout �±�–�Ò�”�˜�º�‡6ë
Æ�_  Auto Update Server �_�K)F�I�€�^�8���œ�
�­�Ÿ�×�Ü
�¸�•  �”�É�Û�–�”�å�«�†3û4#�M�•�º�Û�Ç�•�µ�¡�†�õ�F�K�r�M��

clear configure 
auto-update

Auto Update Server �¥�å�Ç�•� �×�Þ�î�©�Ù�å�†�¡�Ü�”�K�r�M��

management-access �­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�b
Æ4Š'ö#.�–�å�±�î�Ç�™�–�«�l�b�”�¡�­�«�†�–
�¿�î�È�Ý�_�K�r�M��

show running-config 
auto-update

Auto Update Server �¥�å�Ç�•� �×�Þ�î�©�Ù�å�†/²&g�K�r�M��
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auto-update poll-period
�­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�@  Auto Update Server �?�}�b�f�‚�†&�1��M�•8–�Ø�†0¿���M�•�_�c�
�¢
�ß�î�Â�Ý  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ô�î�»�[  auto-update poll-period �¥�Ð�å�»�†�Q#Ý�K�r�M�� �Ã�Û�Ó�î
�±�†�¹�Ç�›�Ý�º�_�Ü�­�µ�º�M�•�_�c�
�G�b�¥�Ð�å�»�b  no �g�'�†�Q#Ý�K�r�M��

auto-update poll-period poll_period [retry_count [retry_period]]

no auto-update poll-period poll_period [retry_count [retry_period]]

�S�e�b1��Â

�¹�Ç�›�Ý�º �¹�Ç�›�Ý�º�b�Ï�î�Ü�å�¢�‡6ë�c�
 720 �(>& 12 �ì6ë>'�[�M��

Auto Update Server �l�b�q�6�b�K)F0è/œ�_�»�K�K�S���œ�_
Ì�K)F�†0è/œ�M�•�¹�Ç�›�Ý�º�b�G�X�c  0 �[
�M��

�K)F0è/œ�b�¹�Ç�›�Ý�º6ë7x�c  5 �(�[�M��

�¥�Ð�å�»  �Ô�î�» ���b/²�_�
�¥�Ð�å�»�†
°�Š�[�A�•�Ô�î�»�†&g�K�r�M��

�¥�Ð�å�»�š�T

�Q#Ý�V�b�ž�–�»�Û�–�å auto-update poll-at �>�|�g  auto-update poll-period �¥�Ð�å�»�c�
� �ì�_�Q#Ý�[�A�r�O�‡���8�N�€�?  1 
�X�b�s�†0¿���[�A�r�M��

�[ ���_�
�Ï�î�Ü�å�¢�‡6ë�†  360 �(�_�

Ì0è/œ�G�X�†  1 �G�_�

Ì0è/œ6ë7x�†  3 �(�_0¿���M�•�[�†&g�K�r�M��

hostname(config)# auto-update poll-period 360 1 3

poll_period Auto Update Server �†�Ï�î�Ü�å�¢�M�•8–�Ø�†�(�"�)>& 1 >|  35791>'�[�æ���K�r
�M���¹�Ç�›�Ý�º�c  720 �(>& 12 �ì6ë>'�[�M��

retry_count Auto Update Server �l�b�K)F�b�6�G0è/œ�@�»�K�K�S���œ�_�

Ì�K)F�†�1�G0è/œ
�M�•�?�†�æ���K�r�M���¹�Ç�›�Ý�º�c  0 �[�M��

retry_period �K)F0è/œ�b6ë7x�†�(�"�)>& 1 >|  35791>'�[�æ���K�r�M���¹�Ç�›�Ý�º�c  5 �(�[�M��

�¥�Ð�å�»  �Ô�î�»

�Ç�“�–�”�˜�›�î�Ý  �Ô�î�» �­�Ÿ�×�Ü�¸�•  �¥�å�¸�Ÿ�«�º

�Ý�î�¸�µ�» 3ñ4# �©�å�¢�Ý

�Ð�Ý�³

�¥�å�¸�Ÿ�«
�º �©�«�¸�Ò

�¢�ß�î�Â�Ý  �¥�å�Ç�•� �×�Þ�î
�©�Ù�å

• • • — —

�Ü�Ü�î�« �š�f
Æ��

7.0(1) �G�b�¥�Ð�å�»�@�_
°�I�€�r�K�S��
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6õ4��¥�Ð�å�» auto-update 
device-id

Auto Update Server �[�Q#Ý�M�•�S�u�b�­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«  �¹�Â�–�«  
ID �†0¿���K�r�M��

auto-update server Auto Update Server �†�æ���K�r�M��

auto-update timeout �±�–�Ò�”�˜�º�‡6ë
Æ�_  Auto Update Server �_�K)F�I�€�^�8���œ�
�­�Ÿ�×�Ü
�¸�•  �”�É�Û�–�”�å�«�†3û4#�M�•�º�Û�Ç�•�µ�¡�†�õ�F�K�r�M��

clear configure 
auto-update

Auto Update Server �b�¥�å�Ç�•� �×�Þ�î�©�Ù�å�†�¡�Ü�”�K�r�M��

show running-config 
auto-update

Auto Update Server �¥�å�Ç�•� �×�Þ�î�©�Ù�å�†/²&g�K�r�M��
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auto-update server
Auto Update Server �†�æ���M�•�_�c�
�¢�ß�î�Â�Ý  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ô�î�»�[  auto-update 
server �¥�Ð�å�»�†�Q#Ý�K�r�M���§�î�Â�†�P7V�M�•�_�c�
�G�b�¥�Ð�å�»�b  no �g�'�†�Q#Ý�K�r�M���­�Ÿ�×
�Ü�¸�•  �”�É�Û�–�”�å�«�c�
���‡$×�_  Auto Update Server �_�”�¡�­�«�K�Z�
�¥�å�Ç�•� �×�Þ�î�©�Ù�å�

�œ�Ì�Þ�î�¸�•�å�¢  �©�«�¸�Ò�
�>�|�g  ASDM �b�f�‚�@�^�8�?1*�m�r�M��

auto-update server url [source interface] [verify-certificate]

no auto-update server url [source interface] [verify-certificate]

�S�e�b1��Â

�¹�Ç�›�Ý�º �¹�Ç�›�Ý�º�b�·�8�x�Í�c�6�~�r�O�‡��

�¥�Ð�å�»  �Ô�î�» ���b/²�_�
�¥�Ð�å�»�†
°�Š�[�A�•�Ô�î�»�†&g�K�r�M��

�¥�Ð�å�»�š�T

�Q#Ý�V�b�ž�–�»�Û�–�å +¬�·�f�‚#Ý�_0
�X�b�§�î�Â�†0¿���[�A�r�M���f�‚�†&�1��M�•�\�A�_�
�q�6�b�§�î�Â�_�K)F�K�r�M�@�
�K
)F�_�»�K�K�S���œ�c�
���b�§�î�Â�_�K)F�K�r�M���G�€�c�
�M�m�Z�b�§�î�Â�†0è/œ�M�•�r�[)F/œ�I�€�r
�M���]�b�§�î�Â�_�v�K)F�[�A�^�?�W�S���œ�c�
 auto-update poll-period �@�K)F�†
Ì0è/œ�M�•�|�:�_0¿��
�I�€�Z�8�€�d�
�q�6�b�§�î�Â�?�}8p�_�K)F�@
Ì0è/œ�I�€�r�M��

+¬�·�f�‚�µ+��†�G�K�C�·�8�I�O�•�_�c�
 boot system configuration �¥�Ð�å�»�†�Q#Ý�K�Z�
�w� �^�È�î
�º  �–�Ó�î�ª�†�æ���M�•�²0[�@�6�~�r�M��� �]�_�
 asdm image �¥�Ð�å�»�†�Q#Ý�K�Z�
+¬�·�f�‚�[  
ASDM �¯�Ç�º�˜�™�”  �–�Ó�î�ª�†�f�‚�M�•�²0[�@�6�~�r�M��

source interface �,�X�[�æ���I�€�S�–�å�±�î�Ç�™�–�«�@  management-access �¥�Ð�å�»�[�æ���I�€�S�–
�å�±�î�Ç�™�–�«�\� �L�[�6�•���œ�
 Auto Update Server �l�b0[�Ó�c  VPN �º�å�¿�Ý�†�Ó�K�Z3æ�™�I�€�r
�M��

interface 0[�Ó�†  Auto Update Server �_3æ�™�M�•�\�A�_�Q#Ý�M�•�–�å�±�î�Ç�™�–�«�†�æ��
�K�r�M��

url ���b�S�e�†�Q#Ý�K�Z�
 Auto Update Server �b���d�†�æ���K�r�M��
http [s]:[[ user:password@]location [:port ]] / pathname

verify_certificate Auto Update Server �?�}3É�I�€�S0É�Â�i�†�è0É�K�r�M��

�¥�Ð�å�»  �Ô�î�»

�Ç�“�–�”�˜�›�î�Ý  �Ô�î�» �­�Ÿ�×�Ü�¸�•  �¥�å�¸�Ÿ�«�º

�Ý�î�¸�µ�» 3ñ4# �©�å�¢�Ý

�Ð�Ý�³

�¥�å�¸�Ÿ�«
�º �©�«�¸�Ò

�¢�ß�î�Â�Ý  �¥�å�Ç�•� �×�Þ�î
�©�Ù�å

• • • — —

�Ü�Ü�î�« �š�f
Æ��

7.0(1) �G�b�¥�Ð�å�»�@�_
°�I�€�r�K�S��

7.2(1) 0
�X�b�§�î�Â�†�§�Ï�î�º�[�A�•�|�:�_�¥�Ð�å�»�@�š�f�I�€�r�K�S��
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�[ ���_�
 Auto Update Server �b  URL �†0¿���K�
�–�å�±�î�Ç�™�–�«  outside �†�æ���M�•�[�†&g�K�r�M��

hostname(config)# auto-update server http://10.1.1.1:1741/ source outside

6õ4��¥�Ð�å�» auto-update 
device-id

Auto Update Server �[�Q#Ý�M�•�S�u�b�­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«  �¹�Â�–�«  
ID �†0¿���K�r�M��

auto-update 
poll-period

Auto Update Server �?�}�b�”�µ�É�¹�î�º�†�­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�@&�
1��M�•8–�Ø�†0¿���K�r�M��

auto-update timeout �±�–�Ò�”�˜�º�‡6ë
Æ�_  Auto Update Server �_�K)F�I�€�^�8���œ�
�­�Ÿ�×�Ü
�¸�•  �”�É�Û�–�”�å�«�†3û4#�M�•�º�Û�Ç�•�µ�¡�†�õ�F�K�r�M��

clear configure 
auto-update

Auto Update Server �¥�å�Ç�•� �×�Þ�î�©�Ù�å�†�¡�Ü�”�K�r�M��

management-access �­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�b
Æ4Š'ö#.�–�å�±�î�Ç�™�–�«�l�b�”�¡�­�«�†�–
�¿�î�È�Ý�_�K�r�M��

show running-config 
auto-update

Auto Update Server �¥�å�Ç�•� �×�Þ�î�©�Ù�å�†/²&g�K�r�M��
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auto-update timeout
Auto Update Server �l�b�”�¡�­�«�b�±�–�Ò�”�˜�º�‡6ë�†0¿���M�•�_�c�
�¢�ß�î�Â�Ý  �¥�å�Ç�•� �×�Þ�î
�©�Ù�å  �Ô�î�»�[  auto-update timeout �¥�Ð�å�»�†�Q#Ý�K�r�M���±�–�Ò�”�˜�º�‡6ë
Æ�_  Auto Update 
Server �l�b�”�¡�­�«�@/œ�ƒ�€�^�?�W�S���œ�
�­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�c�­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”
�å�«�†3û4#�M�•�M�m�Z�b�º�Û�Ç�•�µ�¡�†�õ�F�K�r�M���±�–�Ò�”�˜�º�†0¿���M�•�\�
�­�Ÿ�×�Ü�¸�•  �”�É
�Û�–�”�å�«�_�q�‚�b�–�Ó�î�ª�\�¥�å�Ç�•� �×�Þ�î�©�Ù�å�@�–�â�I�€�r�M���±�–�Ò�”�˜�º�†�P7V�M�•�_
�c�
�G�b�¥�Ð�å�»�b  no �g�'�†�Q#Ý�K�r�M��

auto-update timeout period

no auto-update timeout [period]

�S�e�b1��Â

�¹�Ç�›�Ý�º �¹�Ç�›�Ý�º�b�±�–�Ò�”�˜�º�c  0 �[�
�­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�c�±�–�Ò�”�˜�º�K�^�8�|�:�_0¿���I
�€�Z�8�r�M��

�¥�Ð�å�»  �Ô�î�» ���b/²�_�
�¥�Ð�å�»�†
°�Š�[�A�•�Ô�î�»�†&g�K�r�M��

�¥�Ð�å�»�š�T

�Q#Ý�V�b�ž�–�»�Û�–�å �±�–�Ò�”�˜�º"g�Â�c�
�©�«�¸�Ò  �ß�¢  �Ó�µ�­�î�ª  201008 �[�Þ�Ï�î�º�I�€�r�M��

�[ ���_�
�±�–�Ò�”�˜�º�†  24 �ì6ë�_0¿���M�•�[�†&g�K�r�M��

hostname(config)# auto-update timeout 1440

6õ4��¥�Ð�å�»

period �±�–�Ò�”�˜�º�‡6ë�†�(�"�)>& 1 >|  35791>'�[�æ���K�r�M���¹�Ç�›�Ý�º�c  0 �[�
�±
�–�Ò�”�˜�º�@�^�8�G�\�†�–�á�K�r�M���±�–�Ò�”�˜�º�†  0 �_0¿���M�•�G�\�c�[�A�r
�O�‡���±�–�Ò�”�˜�º�†  0 �_�Ü�­�µ�º�M�•�_�c�
�G�b�¥�Ð�å�»�b  no �g�'�†�Q#Ý�K
�r�M��

�¥�Ð�å�»  �Ô�î�»

�Ç�“�–�”�˜�›�î�Ý  �Ô�î�» �­�Ÿ�×�Ü�¸�•  �¥�å�¸�Ÿ�«�º

�Ý�î�¸�µ�» 3ñ4# �©�å�¢�Ý

�Ð�Ý�³

�¥�å�¸�Ÿ�«
�º �©�«�¸�Ò

�¢�ß�î�Â�Ý  �¥�å�Ç�•� �×�Þ�î
�©�Ù�å

• • • — —

�Ü�Ü�î�« �š�f
Æ��

7.0(1) �G�b�¥�Ð�å�»�@�_
°�I�€�r�K�S��

auto-update 
device-id

Auto Update Server �[�Q#Ý�M�•�S�u�b�­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«  �¹�Â�–�«  
ID �†0¿���K�r�M��

auto-update 
poll-period

Auto Update Server �?�}�b�”�µ�É�¹�î�º�†�­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�@&�
1��M�•8–�Ø�†0¿���K�r�M��
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auto-update server Auto Update Server �†�æ���K�r�M��

clear configure 
auto-update

Auto Update Server �b�¥�å�Ç�•� �×�Þ�î�©�Ù�å�†�¡�Ü�”�K�r�M��

show running-config 
auto-update

Auto Update Server �¥�å�Ç�•� �×�Þ�î�©�Ù�å�†/²&g�K�r�M��
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backup interface �¥�Ð�å�»>|  
browse-networks �¥�Ð�å�»
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backup interface
ASA 5505 4:�Â�º�­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�^�]�
)��s3¸�s�«�–�µ�³�†�š3U�K�S�Ô�¹�Ý�b���œ�
�–�å
�±�î�Ç�™�–�«  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ô�î�»�[  backup interface �¥�Ð�å�»�†�Q#Ý�K�Z�
 ISP �^�]�b
�Â�µ�¡�”�µ�É  �–�å�±�î�Ç�™�–�«�\�K�Z  VLAN �–�å�±�î�Ç�™�–�«�†�æ���K�r�M���G�b�¥�Ð�å�»�†
°�Š�[
�A�•�b�c�
 VLAN �–�å�±�î�Ç�™�–�«�b�–�å�±�î�Ç�™�–�«  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ô�î�»�T�E�[�M���G
�b�¥�Ð�å�»�c�
�É�Û�–�Ð�Ü  �–�å�±�î�Ç�™�–�«�†)�#ä�M�•�¹�Ç�›�Ý�º  �Ý�î�º�@�²�˜�å�K�^�87H�~�
�æ��
�K�S�Â�µ�¡�”�µ�É  �–�å�±�î�Ç�™�–�«�†3û4#�K�|�:�\�M�•�º�Û�Ç�•�µ�¡�†�M�m�Z�È�ß�µ�¡�K�r�M��3û�–
�b�·�8�_�`�M�_�c�
 no backup interface �¥�Ð�å�»�†�Q#Ý�K�r�M��

backup interface vlan number

no backup interface vlan number

�S�e�b1��Â

�¹�Ç�›�Ý�º �¹�Ç�›�Ý�º�[�c�
 backup interface �¥�Ð�å�»�c�¹�•�­�î�È�Ý�_�^�W�Z�8�r�M��

�¥�Ð�å�»  �Ô�î�» ���b/²�_�
�¥�Ð�å�»�†
°�Š�[�A�•�Ô�î�»�†&g�K�r�M��

�¥�Ð�å�»�š�T

�Q#Ý�V�b�ž�–�»�Û�–�å backup interface �¥�Ð�å�»�[  Easy VPN �†0¿���K�S���œ�c�
�Â�µ�¡�”�µ�É  �–�å�±�î�Ç�™�–�«�@�É�Û�–
�Ð�Ü�_�^�•�\�
 �­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�c  VPN �Ý�î�Ý�†�‚�K�8�É�Û�–�Ð�Ü  �–�å�±�î�Ç�™�–�«�_&ã
�·�K�r�M���Â�µ�¡�”�µ�É  �–�å�±�î�Ç�™�–�«�b"g�Â�†/²&g�M�•�‰�2�_�X�8�Z�c�
 show interface �¥�Ð�å
�»�†�g!·�K�Z�C�T�I�8��

�²�N�É�Û�–�Ð�Ü  �–�å�±�î�Ç�™�–�«�\�Â�µ�¡�”�µ�É  �–�å�±�î�Ç�™�–�«�b�g�‰�_�¹�Ç�›�Ý�º  �Ý�î�º�†0¿��
�K�Z�
�É�Û�–�Ð�Ü  �–�å�±�î�Ç�™�–�«�_7€���@$Î#Õ�K�S���œ�_�Â�µ�¡�”�µ�É  �–�å�±�î�Ç�™�–�«�†�Q#Ý�[
�A�•�|�:�_�K�Z�C�T�I�8���S�\�<�d�
 2 �X�b�¹�Ç�›�Ý�º  �Ý�î�º�†0¿���K�Z�
 1 �X�c�”�»�Ñ�½�«�º�Þ�î
�¸�•�È  �¹�•�«�±�å�«�@�*�8�É�Û�–�Ð�Ü  �–�å�±�î�Ç�™�–�«#Ý�\�K�
�v�:  1 �X�c�”�»�Ñ�½�«�º�Þ�î�¸�•�È  
�¹�•�«�±�å�«�@9×�8�Â�µ�¡�”�µ�É  �–�å�±�î�Ç�™�–�«#Ý�\�M�•�G�\�@�[�A�r�M�� DHCP �§�î�Â�?�}�v�“

vlan number �Â�µ�¡�”�µ�É  �–�å�±�î�Ç�™�–�«�b  VLAN ID �†�æ���K�r�M��

�¥�Ð�å�»  �Ô�î�»

�Ç�“�–�”�˜�›�î�Ý  �Ô�î�» �­�Ÿ�×�Ü�¸�•  �¥�å�¸�Ÿ�«�º

�Ý�î�¸�µ�» 3ñ4# �©�å�¢�Ý

�Ð�Ý�³

�¥�å�¸�Ÿ�«
�º �©�«�¸�Ò

�–�å�±�î�Ç�™�–�«  �¥�å�Ç�•� �×
�Þ�î�©�Ù�å

• — • — —

�Ü�Ü�î�« �š�f
Æ��

7.2(1) �G�b�¥�Ð�å�»�@�_
°�I�€�r�K�S��

7.2(2) Security Plus �Û�–�­�å�«�[�c�
 VLAN �–�å�±�î�Ç�™�–�«�X�b�D7H>&3û�–�b
�º�Û�Ç�•�µ�¡#Ý�c  3 �X�
�Â�µ�¡�”�µ�É  �–�å�±�î�Ç�™�–�«#Ý�c  1 �X�
�Ç�™�î
�Ý�œ�î�Â�î#Ý�c  1 �X>'�@�^�C�^�~�
�q�±  20 �b�–�å�±�î�Ç�™�–�«�†0¿���[�A
�•�|�:�_�^�~�r�K�S>&�q�±�X�è�¥�b�D7H�c�6�~�r�O�‡>' ���K�S�@�W�Z�
 4 �X
�è�V�b�–�å�±�î�Ç�™�–�«�†�–�¿�î�È�Ý�_�M�•�S�u�_  backup interface �¥�Ð
�å�»�†�Q#Ý�M�•�²0[�@�^�C�^�~�r�K�S��
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�K�S�¹�Ç�›�Ý�º  �Ý�î�º�b�”�»�Ñ�½�«�º�Þ�î�¸�•�È  �¹�•�«�±�å�«�†�V�i�A�M�•�‰�2�_�X�8�Z�c�
 dhcp 
client route distance �¥�Ð�å�»�†�g!·�K�Z�C�T�I�8���¹�×�”�Ý  ISP �§�Ï�î�º�b0¿���b0ò(ý�_�X�8�Z�c�

sla monitor �¥�Ð�å�»�>�|�g  track rtr  �¥�Ð�å�»�†�g!·�K�Z�C�T�I�8��

management-only �¥�Ð�å�»�†�M�[�_0¿���K�Z�8�•�–�å�±�î�Ç�™�–�«�†�Â�µ�¡�”�µ�É  �–�å�±�î�Ç�™�–�«
�_0¿���M�•�G�\�c�[�A�r�O�‡��

�[ ���_�
 4 �X�b  VLAN �–�å�±�î�Ç�™�–�«�†0¿���M�•�[�†&g�K�r�M�� backup-isp �–�å�±�î�Ç�™�–�«�c�
�É
�Û�–�Ð�Ü  �–�å�±�î�Ç�™�–�«�@�²�˜�å�K�Z�8�•���œ�_7H�~�
3û4#�º�Û�Ç�•�µ�¡�†0Á�•�K�r�M�� route �¥�Ð
�å�»�[�c�
�É�Û�–�Ð�Ü  �–�å�±�î�Ç�™�–�«�\�Â�µ�¡�”�µ�É  �–�å�±�î�Ç�™�–�«�b�¹�Ç�›�Ý�º  �Ý�î�º�†�8�B
�K�
�Â�µ�¡�”�µ�É  �Ý�î�º�_�c�*�8�”�»�Ñ�½�«�º�Þ�î�¸�•�È  �¹�•�«�±�å�«�†0¿���K�Z�8�r�M��

hostname(config)# interface vlan 100
hostname(config-if)# nameif outside
hostname(config-if)# security-level 0
hostname(config-if)# ip address 10.1.1.1 255.255.255.0
hostname(config-if)# backup interface vlan 400
hostname(config-if)# no shutdown

hostname(config-if)# interface vlan 200
hostname(config-if)# nameif inside
hostname(config-if)# security-level 100
hostname(config-if)# ip address 10.2.1.1 255.255.255.0
hostname(config-if)# no shutdown

hostname(config-if)# interface vlan 300
hostname(config-if)# nameif dmz
hostname(config-if)# security-level 50
hostname(config-if)# ip address 10.3.1.1 255.255.255.0
hostname(config-if)# no shutdown

hostname(config-if)# interface vlan 400
hostname(config-if)# nameif backup-isp
hostname(config-if)# security-level 50
hostname(config-if)# ip address 10.1.2.1 255.255.255.0
hostname(config-if)# no shutdown

hostname(config)# interface ethernet 0/0
hostname(config-if)#  switchport access vlan 100
hostname(config-if)# no shutdown

hostname(config-if)# interface ethernet 0/1
hostname(config-if)#  switchport access vlan 200
hostname(config-if)# no shutdown

hostname(config-if)# interface ethernet 0/2
hostname(config-if)#  switchport access vlan 300
hostname(config-if)# no shutdown

hostname(config-if)# interface ethernet 0/3
hostname(config-if)#  switchport access vlan 400
hostname(config-if)# no shutdown

hostname(config-if)# route outside 0 0 10.1.1.2 1
hostname(config)# route backup-isp 0 0 10.1.2.2 2
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6õ4��¥�Ð�å�» �¥�Ð�å�» 1��Â

forward interface �–�å�±�î�Ç�™�–�«�@�9�b�–�å�±�î�Ç�™�–�«�l�b�º�Û�Ç�•�µ�¡�†6ä���M
�•�G�\�†�D7H�K�r�M��

interface vlan VLAN �–�å�±�î�Ç�™�–�«�†�8�B�K�
�–�å�±�î�Ç�™�–�«  �¥�å�Ç�•� �×
�Þ�î�©�Ù�å  �Ô�î�»�†6ä���K�r�M��

dhcp client route distance DHCP �§�î�Â�?�}�v�“�K�S�¹�Ç�›�Ý�º  �Ý�î�º�b�”�»�Ñ�½�«�º�Þ�î
�¸�•�È  �¹�•�«�±�å�«�†�V�i�A�K�r�M��

sla monitor �«�±�¸�•�µ�¡  �Ý�î�º�b�º�Û�µ�Ÿ�å�¢�b  SLA �Ô�½�±�Ü�å�¢�·�8�†�8�B
�K�r�M��

track rtr SLA �Ô�½�±�Ü�å�¢�·�8�b"g�Â�†3ã2§�K�r�M��
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 backup-servers
�Â�µ�¡�”�µ�É  �§�î�Â�†0¿���M�•�_�c�
�¢�Ý�î�É  �Ï�Ü�©�î  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ô�î�»�[  
backup-servers �¥�Ð�å�»�†�Q#Ý�K�r�M���Â�µ�¡�”�µ�É  �§�î�Â�†�P7V�M�•�_�c�
�G�b�¥�Ð�å�»�b  no �g
�'�†�Q#Ý�K�r�M����/œ�¥�å�Ç�•� �×�Þ�î�©�Ù�å�?�}  backup-servers �“�ö�†�P7V�M�•�_�c�
�G�b�¥�Ð�å
�»�b  no �g�'�†�,�X�^�K�[�Q#Ý�K�r�M���G�€�_�|�~�
 backup-servers �b�Í�†�9�b�¢�Ý�î�É  �Ï�Ü�©�î�?�}
)E�Ž�[�A�r�M��

IPSec �Â�µ�¡�”�µ�É  �§�î�Â�_�|�~�
 VPN �¡�Û�–�”�å�º�c�
�É�Û�–�Ð�Ü�­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�@
�<#Ý�[�A�^�8���œ�[�v�p�¸�§�–�º�_�K)F�[�A�r�M���Â�µ�¡�”�µ�É  �§�î�Â�†0¿���M�•�\�
 IPSec �º�å�¿�Ý
�@&�'g�I�€�•�\�A�_�­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�@�¡�Û�–�”�å�º�_�§�î�Â  �Ü�«�º�†�É�µ�©�×�K�r�M��

backup-servers {server1 server2. . . . server10 | clear-client-config | keep-client-config}

no backup-servers [server1 server2. . . . server10 | clear-client-config | keep-client-config]

�S�e�b1��Â

�¹�Ç�›�Ý�º �¡�Û�–�”�å�º�V�r�S�c�É�Û�–�Ð�Ü�­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�V�_�Â�µ�¡�”�µ�É  �§�î�Â�†0¿���K�^�8
7H�~�
�Â�µ�¡�”�µ�É  �§�î�Â�c�Ñ�~�K�r�O�‡��

�¥�Ð�å�»  �Ô�î�» ���b/²�_�
�¥�Ð�å�»�†
°�Š�[�A�•�Ô�î�»�†&g�K�r�M��

�¥�Ð�å�»�š�T

clear-client-config �¡�Û�–�”�å�º�@�Â�µ�¡�”�µ�É  �§�î�Â�†�Q#Ý�K�^�8�G�\�†�æ
���K�r�M���­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�c�
�¾�Ý�b�§�î�Â  
�Ü�«�º�†�É�µ�©�×�K�r�M��

keep-client-config �­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�@�Â�µ�¡�”�µ�É  �§�î�Â�_���†
�¡�Û�–�”�å�º�_3æ�™�K�^�8�G�\�†�æ���K�r�M���¡�Û�–�”�å�º
�c�
"‚+¬�b�Â�µ�¡�”�µ�É  �§�î�Â  �Ü�«�º�†�Q#Ý�K�r�M>&0¿��
�I�€�Z�8�•���œ>' ��

server1 server 2....server10 �É�Û�–�Ð�Ü�­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�@�<#Ý�[�A�^�8��
�œ�_ VPN �¡�Û�–�”�å�º�@�Q#Ý�M�•�§�î�Â�b�Ü�«�º�†�æ���K
�r�M���›�§�î�Â�†�«�Ì�î�«�[�
�)�~�
�É�Û�–�œ�Ü�¸�•�b9×�8
8p�_�j�m�r�M���§�î�Â�c�
 IP �”�»�Þ�«�r�S�c�Í�«�º�¡�[�æ
���K�r�M���Ü�«�º�_�c  500 �e�Ð�r�[
°�Š�[�A�r�M�@�
 10 �¶
�b�š�å�º�Ü�b�s�†�µ�u�•�G�\�@�[�A�r�M��

�¥�Ð�å�»  �Ô�î�»

�Ç�“�–�”�˜�›�î�Ý  �Ô�î�» �­�Ÿ�×�Ü�¸�•  �¥�å�¸�Ÿ�«�º

�Ý�î�¸�µ�» 3ñ4# �©�å�¢�Ý

�Ð�Ý�³

�¥�å�¸�Ÿ�«
�º �©�«�¸�Ò

�¢�Ý�î�É  �Ï�Ü�©�î  �¥�å�Ç�•� �×
�Þ�î�©�Ù�å

• — • — —

�Ü�Ü�î�« �š�f
Æ��

7.0(1) �G�b�¥�Ð�å�»�@�_
°�I�€�r�K�S��
4-5
Cisco Security Appliance �¥�Ð�å�»  �Ü�Ç�“�Þ�å�«

OL-12173-02-J



'¨  4 'v       backup interface �¥�Ð�å�»>|  browse-networks �¥�Ð�å�»
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�Q#Ý�V�b�ž�–�»�Û�–�å �Â�µ�¡�”�µ�É  �§�î�Â�c�
�¡�Û�–�”�å�º�V�r�S�c�É�Û�–�Ð�Ü�­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�V�_0¿���K�r
�M���­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�V�_�Â�µ�¡�”�µ�É  �§�î�Â�†0¿���M�•�\�
4:�Â�º�­�Ÿ�×�Ü�¸�•  �”�É�Û
�–�”�å�«�c�
�Â�µ�¡�”�µ�É  �§�î�Â  �Ï�Ü�©�î�†�¢�Ý�î�É
Æ�b�¡�Û�–�”�å�º�_�É�µ�©�×�K�Z�
�¡�Û�–�”�å
�º�V�_�Â�µ�¡�”�µ�É  �§�î�Â  �Ü�«�º�@0¿���I�€�Z�8�•���œ�
�Q�b�Ü�«�º�†*(�A�n�<�r�M��

>&�@>' �Í�«�º�¡�†�Q#Ý�M�•���œ�c�
�Â�µ�¡�”�µ�É  DNS �§�î�Â�>�|�g�Â�µ�¡�”�µ�É  WINS �§�î�Â�†�
�É�Û�–�Ð
�Ü DNS �§�î�Â�>�|�g�É�Û�–�Ð�Ü  WINS �§�î�Â�\�c�9�b�¿�µ�º�á�î�¡�V�_4Ä*(�M�•�G�\�†�N�á�K�r�M��
�G�b�|�:�_�K�^�8�\�
�Á�î�»�˜�™�”  �¡�Û�–�”�å�º�b*ü�‹�b�¡�Û�–�”�å�º�@  DHCP �†�Ó�K�Z�Á�î�»�˜�™
�”  �¡�Û�–�”�å�º�?�}  DNS �_���>�|�g  WINS �_���†�v�“�K�Z�8�•���œ�
�É�Û�–�Ð�Ü  �§�î�Â�\�b�K)F�@
�»�ƒ�€�
�Â�µ�¡�”�µ�É  �§�î�Â�_$��^�•  DNS �_���\  WINS �_���@�6�•�\�
 DHCP �Ü�î�«�@�‡7H�)�€�_
�^�•�r�[�¡�Û�–�”�å�º�†�f�‚�[�A�^�C�^�~�r�M���I�}�_�
�Í�«�º�¡�†�Q#Ý�M�•�\�A�_  DNS �§�î�Â�@�<
#Ý�[�A�^�8�\�
5��±�^4����@$Î#Õ�M�•�G�\�@�6�~�r�M��

�[ ���_�
 �� FirstGroup���\�8�:�¡�S�b�¢�Ý�î�É  �Ï�Ü�©�î�_  IP �”�»�Þ�«  10.10.10.1 �>�|�g  192.168.10.14 �b
�Â�µ�¡�”�µ�É  �§�î�Â�†0¿���M�•�[�†&g�K�r�M��

hostname(config)#  group-policy FirstGroup attributes
hostname(config-group-policy)# backup-servers 10.10.10.1 192.168.10.14
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banner
ASDM �Â�¼�î�
�­�µ�©�Ù�å  �Â�¼�î�
�ß�¢�–�å  �Â�¼�î�
�r�S�c  Message-of-The-Day �Â�¼�î�†0¿���M�•
�_�c�
�¢�ß�î�Â�Ý  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ô�î�»�[  banner �¥�Ð�å�»�†�Q#Ý�K�r�M�� no banner �¥�Ð
�å�»�c�
�æ���K�S�Â�¼�î  �Ÿ�î�á�î�»>& exec�
 login�
�r�S�c  motd>'�b�M�m�Z�b/œ�†�P7V�K�r�M��

banner { asdm | exec | login | motd text}

[no] banner { asdm | exec | login | motd [text]}

�S�e�b1��Â

�¹�Ç�›�Ý�º �¹�Ç�›�Ý�º�[�c�
�Â�¼�î�c/²&g�I�€�r�O�‡��

�¥�Ð�å�»  �Ô�î�» ���b/²�_�
�¥�Ð�å�»�†
°�Š�[�A�•�Ô�î�»�†&g�K�r�M��

�¥�Ð�å�»�š�T

�Q#Ý�V�b�ž�–�»�Û�–�å banner �¥�Ð�å�»�c�
�æ���K�S�Ÿ�î�á�î�»�_�P�Â�K�Z/²&g�I�€�•�|�:�_�Â�¼�î�†0¿���K�r�M�� text �«�º
�Ü�å�¢�c�
�q�6�b'5$Ñ>&�«�Ì�î�«>'�b�‹�_)F�C�
/œ�Ž>&�Ÿ�•�r�S�c�5/œ>& LF>'>'�r�[�b�M�m�Z�b�e�Ð�[
�S�B�I�€�r�M���¸�Ÿ�«�º
Æ�b�«�Ì�î�«�c)T�â�I�€�r�M���S�T�K�
 CLI �[�c�±�È�†
°�Š�[�A�r�O�‡��

�q�6�_�¤�Ñ�b�Â�¼�î�†�¡�Ü�”�K�^�87H�~�
�‹)F�b  text �š�å�º�Ü�c�¤�Ñ�b�Â�¼�î�b�Ž�•�_3ã�•�I�€�Z�8
�A�r�M��

asdm ASDM �l�b�ß�¢�–�å�_�B�Œ�K�S�‹�_�Â�¼�î�†/²&g�M�•�|�:�_�©�«�¸�Ò�†0¿���K�r
�M��)F/œ�K�Z�ß�¢�–�å�†�ö�¢�M�•�?�
�r�S�c�)�•�M�•�?�†&�1��M�•�É�ß�å�É�º�@
�Ø�î�¨�_/²&g�I�€�r�M���G�b�œ�É�©�Ù�å�†�Q#Ý�M�•�\�
�K)F�b�S�_�
�i8��_�|�•�Ï
�Ü�©�î�²�ó�b�w�E
°�€�†�Ø�î�¨�_�Ó�u�•�G�\�@�[�A�r�M��

exec �–�¿�î�È�Ý  �É�ß�å�É�º�†/²&g�M�•�S�_�
�Â�¼�î�†/²&g�M�•�|�:�_�©�«�¸�Ò�†0¿��
�K�r�M��

login Telnet �†�Q#Ý�K�Z�­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�_�”�¡�­�«�M�•���œ�
�Ã�«�á�î�»  
�ß�¢�–�å  �É�ß�å�É�º�†/²&g�M�•�S�_�Â�¼�î�†/²&g�M�•�|�:�_�©�«�¸�Ò�†0¿���K�r
�M��

motd �6�u�Z�K)F�K�S�\�A�_  Message-of-The-Day �Â�¼�î�†/²&g�M�•�|�:�_�©�«�¸�Ò�†0¿
���K�r�M��

text /²&g�M�•�Ó�µ�­�î�ª  �¸�Ÿ�«�º/œ��

�¥�Ð�å�»  �Ô�î�»

�Ç�“�–�”�˜�›�î�Ý  �Ô�î�» �­�Ÿ�×�Ü�¸�•  �¥�å�¸�Ÿ�«�º

�Ý�î�¸�µ�» 3ñ4# �©�å�¢�Ý

�Ð�Ý�³

�¥�å�¸�Ÿ�«
�º �©�«�¸�Ò

�¢�ß�î�Â�Ý  �¥�å�Ç�•� �×�Þ�î
�©�Ù�å

• • • • •

�Ü�Ü�î�« �š�f
Æ��

7.2(4)/8.0(3) asdm �Ÿ�î�á�î�»�@3ã�•�I�€�r�K�S��
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'¨  4 'v       backup interface �¥�Ð�å�»>|  browse-networks �¥�Ð�å�»
  banner
>&�@>' $(domain) �º�î�¡�å�\  $(hostname) �º�î�¡�å�c�
�­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�b�»�Ó�–�å�¡�\�Í�«�º�¡
�_�Q�€�R�€*(�A�n�<�}�€�r�M���¥�å�¸�Ÿ�«�º  �¥�å�Ç�•� �×�Þ�î�©�Ù�å�[  $(system) �º�î�¡�å�†
°�Š�M�•
�\�
�G�b�¥�å�¸�Ÿ�«�º�[�c�
�©�«�¸�Ò  �¥�å�Ç�•� �×�Þ�î�©�Ù�å�[0¿���I�€�Z�8�•�Â�¼�î�@�Q#Ý�I�€�r
�M��

�Â�¼�î�†0
�X/œ�_�M�•�_�c�
3ã�•�M�•/œ�H�\�_  banner �¥�Ð�å�»�†�‚�S�_
°�Š�K�r�M���›/œ�c�
�¤�Ñ�b
�Â�¼�î�b�Ž�•�_3ã�•�I�€�Z�8�A�r�M�� RAM �>�|�g�Ç�Û�µ�©�×�[�b�D7H�†7V�A�
�Â�¼�î�b6×�I�_�D7H�c
�6�~�r�O�‡��

Telnet �r�S�c  SSH �†�Ó�K�Z�­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�_�”�¡�­�«�M�•���œ�c�
�Â�¼�î  �Ó�µ�­�î�ª�b
��#.�_�²0[�^�©�«�¸�Ò  �Ó�Ô�Ü�@���(�^�8�?�
�r�S�c  TCP �i�A3¸�s�š�Û�î�@$Î#Õ�M�•�\�
�­�µ�©�Ù�å�@
6â�L�r�M�� exec �Â�¼�î�\  motd �Â�¼�î�T�E�@�
 SSH �†�Ó�K�S�­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�l�b�”�¡�­
�«�†�§�Ï�î�º�K�Z�8�r�M�� login �Â�¼�î�c  SSH �†�§�Ï�î�º�K�Z�8�r�O�‡��

�Â�¼�î�†*(�A�n�<�•�_�c�
 no banner �¥�Ð�å�»�†�Q#Ý�K�Z�?�}�
�‚�K�8/œ�†3ã�•�K�r�M��

�æ���K�S�Â�¼�î  �Ÿ�î�á�î�»�b�M�m�Z�b/œ�†�P7V�M�•�_�c�
 no banner { exec | login | motd} �¥�Ð�å�»�†
�Q#Ý�K�r�M��

no banner �¥�Ð�å�»�[�c�
�¸�Ÿ�«�º  �«�º�Ü�å�¢�†4E�¥�K�Z�P7V�M�•�G�\�c�[�A�r�O�‡���Q�b�S�u�
 no 
banner �¥�Ð�å�»�b�Ž�•�_
°�Š�K�S �¸�Ÿ�«�º �c�M�m�Z!“0i�I�€�r�M��

�[ ���_�
 asdm�
 exec�
 login�
�>�|�g  motd �b�›�Â�¼�î�†0¿���M�•�[�†&g�K�r�M��

hostname(config)#  banner asdm You successfully logged in to ASDM
hostname(config)#  banner motd Think on These Things
hostname(config)# banner exec Enter your password carefully
hostname(config)#  banner login Enter your password to log in
hostname(config)#  show running-config banner
asdm:
You successfully logged in to ASDM

exec:
Enter your password carefully

login:
Enter your password to log in

motd:
Think on These Things

���_�
 motd �Â�¼�î�_�9�b/œ�†3ã�•�M�•�[�†&g�K�r�M��

hostname(config)#  banner motd and Enjoy Today
hostname(config)#  show running-config banner motd
Think on These Things and Enjoy Today

6õ4��¥�Ð�å�» �¥�Ð�å�» 1��Â

clear configure banner �M�m�Z�b�Â�¼�î�†�P7V�K�r�M��

show running-config banner �M�m�Z�b�Â�¼�î�†/²&g�K�r�M��
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'¨  4 'v       backup interface �¥�Ð�å�»>|  browse-networks �¥�Ð�å�»
  banner >&�¢�Ý�î�É  �Ï�Ü�©�î>'
banner >&�¢�Ý�î�É  �Ï�Ü�©�î>'
�Ü�Ô�î�º  �¡�Û�–�”�å�º�b�K)F�ì�_�Ü�Ô�î�º  �¡�Û�–�”�å�º�V�[�Â�¼�î>&�˜�™�Ý�•�Ò  �¸�Ÿ�«�º>'�†/²&g�M
�•�_�c�
�¢�Ý�î�É  �Ï�Ü�©�î  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ô�î�»�[  banner �¥�Ð�å�»�†�Q#Ý�K�r�M���Â�¼�î
�†�P7V�M�•�_�c�
�G�b�¥�Ð�å�»�b  no �g�'�†�Q#Ý�K�r�M���G�b�œ�É�©�Ù�å�†�Q#Ý�M�•�\�
�9�b�¢�Ý�î�É  
�Ï�Ü�©�î�b�Â�¼�î�†)E�Ž�[�A�r�M���Â�¼�î�†)E�Ž�K�^�8�|�:�_�M�•�_�c�
 banner none �¥�Ð�å�»�†�Q
#Ý�K�r�M��

banner { value banner_string | none}

no banner

>&�@>' VPN �¢�Ý�î�É  �Ï�Ü�©�î�[0
�X�b�Â�¼�î�†0¿���K�
�8�N�€�?�b�Â�¼�î�†�P7V�M�•�\�
�M�m�Z�b�Â�¼�î�@
�P7V�I�€�r�M��

�S�e�b1��Â

�¹�Ç�›�Ý�º �¹�Ç�›�Ý�º�b�Â�¼�î�c�6�~�r�O�‡��

�¥�Ð�å�»  �Ô�î�» ���b/²�_�
�¥�Ð�å�»�†
°�Š�[�A�•�Ô�î�»�†&g�K�r�M��

�¥�Ð�å�»�š�T

�Q#Ý�V�b�ž�–�»�Û�–�å IPsec VPN �¡�Û�–�”�å�º�c�
�Â�¼�î#Ý�b�ö
²�^  HTML �†�§�Ï�î�º�K�Z�8�r�M���S�T�K�
�¡�Û�–�”�å�º
�Þ�«  �Ï�î�±�Ý�>�|�g  AnyConnect �¡�Û�–�”�å�º�c4Š�($×�^  HTML �†�§�Ï�î�º�K�Z�8�r�M���Â�¼�î�@�Ü
�Ô�î�º  �Ø�î�¨�_4:�)�_/²&g�I�€�•�|�:�_�M�•�_�c�
���b�ž�–�»�Û�–�å�_�‘�8�r�M��

• IPsec �¡�Û�–�”�å�º  �Ø�î�¨�b���œ�c�
 /n �±�¢�†�Q#Ý�K�r�M��

• AnyConnect �¡�Û�–�”�å�º  �Ø�î�¨�b���œ�c�
 <BR> �±�¢�†�Q#Ý�K�r�M��

• �¡�Û�–�”�å�º�Þ�«  �Ø�î�¨�b���œ�c�
 <BR> �±�¢�†�Q#Ý�K�r�M��

none �Â�¼�î�_�¾�Ý�Í�†0¿���K�Z�
�Â�¼�î�†&—�F�K�r�M���¹�Ç�›�Ý�º�r�S�c�æ���K
�S�¢�Ý�î�É  �Ï�Ü�©�î�b�Â�¼�î�†)E�Ž�K�r�O�‡��

value banner_string �Â�¼�î  �¸�Ÿ�«�º�†0¿���K�r�M���q�±�«�º�Ü�å�¢  �§�–�¬�c  500 �e�Ð�[�M���Ÿ
�•�†��
°�M�•�_�c�
 �� \n���©�î�£�å�«�†�Q#Ý�K�r�M��

�¥�Ð�å�»  �Ô�î�»

�Ç�“�–�”�˜�›�î�Ý  �Ô�î�» �­�Ÿ�×�Ü�¸�•  �¥�å�¸�Ÿ�«�º

�Ý�î�¸�µ�» 3ñ4# �©�å�¢�Ý

�Ð�Ý�³

�¥�å�¸�Ÿ�«
�º �©�«�¸�Ò

�¢�Ý�î�É  �Ï�Ü�©�î  �¥�å�Ç�•� �×
�Þ�î�©�Ù�å

• — • — —

�Ü�Ü�î�« �š�f
Æ��

7.0(1) �G�b�¥�Ð�å�»�@�_
°�I�€�r�K�S��
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'¨  4 'v       backup interface �¥�Ð�å�»>|  browse-networks �¥�Ð�å�»
  banner >&�¢�Ý�î�É  �Ï�Ü�©�î>'
�[ ���_�
 �� FirstGroup���\�8�:�¡�S�b�¢�Ý�î�É  �Ï�Ü�©�î#Ý�b�Â�¼�î�†�8�B�M�•�[�†&g�K�r�M��

hostname(config)#  group-policy FirstGroup attributes
hostname(config-group-policy)# banner value Welcome to Cisco Systems 7.0.
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'¨  4 'v       backup interface �¥�Ð�å�»>|  browse-networks �¥�Ð�å�»
  blocks
blocks
�È�ß�µ�¡0Ç�•>& show blocks �¥�Ð�å�»�[/²&g>'�_3ã�•�b�Ó�Ô�Ü�†�m�~�\�Z�•�_�c�
"I�’  EXEC �Ô�î�»
�[  blocks �¥�Ð�å�»�†�Q#Ý�K�r�M���Í�†�¹�Ç�›�Ý�º�_�`�M�_�c�
�G�b�¥�Ð�å�»�b  no �g�'�†�Q#Ý�K�r�M��
�m�~�\�Z�}�€�•�Ó�Ô�Ü5��c�q�±  150 KB �[�M�@�
'5�A�Ó�Ô�Ü�b  50% �†2x�<�•�G�\�c�6�~�r�O�‡���²0[
�_�Â�L�Z�
�Ó�Ô�Ü  �§�–�¬�†�m�·�[�æ���[�A�r�M��

blocks queue history enable [memory_size]

no blocks queue history enable [memory_size]

�S�e�b1��Â

�¹�Ç�›�Ý�º �È�ß�µ�¡0Ç�•�b3ã2§�_�m�~�\�Z�}�€�•�¹�Ç�›�Ý�º  �Ó�Ô�Ü�c�
 2136 �Â�–�º�[�M��

�¥�Ð�å�»  �Ô�î�» ���b/²�_�
�¥�Ð�å�»�†
°�Š�[�A�•�Ô�î�»�†&g�K�r�M��

�¥�Ð�å�»�š�T

�Q#Ý�V�b�ž�–�»�Û�–�å #'�~�m�~�\�Z�}�€�Z�8�•�Ó�Ô�Ü�†/²&g�M�•�_�c�
 show blocks queue history �¥�Ð�å�»�†
°�Š�K�r�M��

�­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�†�Ü�ß�î�»�M�•�\�
�Ó�Ô�Ü�m�~�\�Z�@�¹�Ç�›�Ý�º�_�`�~�r�M��

�[ ���_�
�È�ß�µ�¡0Ç�•#Ý�b�Ó�Ô�Ü  �§�–�¬�†�Q�x�M�[�†&g�K�r�M��

hostname# blocks queue history enable

���_�
�Ó�Ô�Ü  �§�–�¬�†  3000 �Â�–�º�_�Q�x�M�[�†&g�K�r�M��

hostname# blocks queue history enable 3000

���_�
�Ó�Ô�Ü  �§�–�¬�†  3000 �Â�–�º�_�Q�x�M�G�\�†0è�s�•�v�b�b�
�G�b�Í�@'5�A�Ó�Ô�Ü�†2x�<�Z�8�•�[
�†&g�K�r�M��

hostname# blocks queue history enable 3000
ERROR: memory size exceeds current free memory

memory_size >&�õ�–>'�²�–�¼�Ñ�µ�¡�^�Í�†4:#Ý�M�•�b�[�c�^�C�
�È�ß�µ�¡0Ç�•#Ý�b�Ó�Ô�Ü  
�§�–�¬�†�Â�–�º�"�)�[0¿���K�r�M���G�b�Í�@'5�A�Ó�Ô�Ü�|�~�v�±�A�8���œ
�c�
�š�Û�î  �Ó�µ�­�î�ª�@/²&g�I�€�
�Í�c�w�E
°�€�}�€�r�O�‡���G�b�Í�@'5
�A�Ó�Ô�Ü�b  50% �†2x�<�•���œ�c�
1™�Ì�Ó�µ�­�î�ª�@/²&g�I�€�r�M�@�
�Í�c
�w�E
°�€�}�€�r�M��

�¥�Ð�å�»  �Ô�î�»

�Ç�“�–�”�˜�›�î�Ý  �Ô�î�» �­�Ÿ�×�Ü�¸�•  �¥�å�¸�Ÿ�«�º

�Ý�î�¸�µ�» 3ñ4# �©�å�¢�Ý

�Ð�Ý�³

�¥�å�¸�Ÿ�«
�º �©�«�¸�Ò

"I�’  EXEC • • • — •

�Ü�Ü�î�« �š�f
Æ��

7.0(1) �G�b�¥�Ð�å�»�@�_
°�I�€�r�K�S��
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'¨  4 'v       backup interface �¥�Ð�å�»>|  browse-networks �¥�Ð�å�»
  blocks
���_�
�Ó�Ô�Ü  �§�–�¬�†  3000 �Â�–�º�_�Q�x�M�v�b�b�
�G�b�Í�@'5�A�Ó�Ô�Ü�b  50% �†2x�<�Z�8�•�[�†&g
�K�r�M��

hostname# blocks queue history enable 3000
WARNING: memory size exceeds 50% of current free memory

6õ4��¥�Ð�å�» �¥�Ð�å�» 1��Â

clear blocks �©�«�¸�Ò  �Â�µ�Ç�“�b)+0£�_���†�¡�Ü�”�K�r�M��

show blocks �©�«�¸�Ò  �Â�µ�Ç�“�b�Q#Ý"g�#�†/²&g�K�r�M��
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'¨  4 'v       backup interface �¥�Ð�å�»>|  browse-networks �¥�Ð�å�»
  boot
boot
�©�«�¸�Ò�@���G�b�Ü�ß�î�»�[�Q#Ý�M�•�©�«�¸�Ò  �–�Ó�î�ª�
�>�|�g�©�«�¸�Ò�@2s�·�ì�_�Q#Ý�M�•�¥�å
�Ç�•� �×�Þ�î�©�Ù�å  �Ç�“�–�Ý�†�æ���M�•�_�c�
�¢�ß�î�Â�Ý  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ô�î�»�[  boot �¥
�Ð�å�»�†�Q#Ý�K�r�M���¹�Ç�›�Ý�º�Í�_�`�M�_�c�
�G�b�¥�Ð�å�»�b  no �g�'�†�Q#Ý�K�r�M��

boot { config | system} url

no boot { config | system}  url

�S�e�b1��Â

�¹�Ç�›�Ý�º boot config �¥�Ð�å�»�†�æ���K�^�8�\�
�«�±�î�º�”�µ�É  �¥�å�Ç�•� �×�Þ�î�©�Ù�å�@8�/²&g�b���d�_�–�Ñ
�I�€�
�«�±�î�º�”�µ�É  �¥�å�Ç�•� �×�Þ�î�©�Ù�å�†�<#Ý�M�•�¥�Ð�å�»>& show startup-config �¥�Ð�å�»�x  
copy startup-config �¥�Ð�å�»>'�T�E�[�Q#Ý�I�€�•�|�:�_�^�~�r�M��

boot system �¥�Ð�å�»�_�¹�Ç�›�Ý�º�c�6�~�r�O�‡�����d�†�æ���K�^�8�\�
�­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«
�c�
�È�î�º�M�•�q�6�b�w� �^�–�Ó�î�ª�†
Æ4Š�Ç�Û�µ�©�×  �Ó�Ô�Ü�[�b�s�H�K�r�M���w� �^�–�Ó�î�ª�@0b
�X�?�}�^�8���œ�c�
�©�«�¸�Ò  �–�Ó�î�ª�@�ß�î�»�I�€�N�
�­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�c�
 ROMMON 
�Ô�î�»�r�S�c�Ô�½�±  �Ô�î�»�@6ä���I�€�•�r�[�È�î�º  �Ý�î�É"g�Â�_�^�~�r�M��

config �©�«�¸�Ò�@�ß�î�»�I�€�•�\�A�_�Q#Ý�M�•�¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ç�“�–�Ý
�†�æ���K�r�M��

system �©�«�¸�Ò�@�ß�î�»�I�€�•�\�A�_�Q#Ý�M�•�©�«�¸�Ò  �–�Ó�î�ª  �Ç�“�–�Ý�†�æ
���K�r�M��

url �–�Ó�î�ª�r�S�c�¥�å�Ç�•� �×�Þ�î�©�Ù�å�b���d�†0¿���K�r�M���Ð�Ý�³  �¥�å
�¸�Ÿ�«�º  �Ô�î�»�[�c�
'ö#.�¥�å�¸�Ÿ�«�º�[�M�m�Z�b�Ü�Ô�î�º  URL �_�”�¡
�­�«�[�A�•�²0[�@�6�~�r�M�����b  URL �S�e�†�g!·�K�Z�C�T�I�8��

• disk0:/[path/]filename

ASA 5500 �©�Ü�î�¬4:�Â�º�­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�b���œ�
�G�b  
URL �c
Æ4Š�Ç�Û�µ�©�× �Ó�Ô�Ü�†�æ�K�r�M�� disk0 �[�c�^�C  flash �†�Q
#Ý�M�•�G�\�v�[�A�r�M���G�€�}�c�š�–�Ü�”�«�_�^�W�Z�8�r�M��

• disk1:/[path/]filename

ASA 5500 �©�Ü�î�¬4:�Â�º�­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�b���œ�
�G�b  
URL �c�¥4Š�Ç�Û�µ�©�×  �Ó�Ô�Ü �•�î�»�†�æ�K�r�M��

• flash:/[path/]filename

�G�b  URL �c
Æ4Š�Ç�Û�µ�©�× �Ó�Ô�Ü�†&g�K�r�M��

• tftp:// [user[:password]@]server[:port]/[path/]filename[;int= interface_n
ame]

�§�î�Â  �”�»�Þ�«�l�b�Ý�î�º�†�V�i�A�M�•���œ�c�
�–�å�±�î�Ç�™�–�«�¡
�†�æ���K�r�M��

�G�b�œ�É�©�Ù�å�c�
 ASA 5500 �©�Ü�î�¬4:�Â�º�­�Ÿ�×�Ü�¸�•  �”�É�Û�–
�”�å�«�b  boot system �¥�Ð�å�»�T�E�[�Q#Ý�[�A�r�M�� boot config �¥�Ð
�å�»�†�Q#Ý�M�•�_�c�
�«�±�î�º�”�µ�É  �¥�å�Ç�•� �×�Þ�î�©�Ù�å�@�Ç
�Û�µ�©�×  �Ó�Ô�Ü�_�Ñ�~�K�Z�8�•�²0[�@�6�~�r�M��

boot system tftp: �¥�Ð�å�»�c�
 1 �X�b�s0¿���[�A�
�?�X�q�6�_0¿���M
�•�²0[�@�6�~�r�M��
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  boot
�¥�Ð�å�»  �Ô�î�» ���b/²�_�
�¥�Ð�å�»�†
°�Š�[�A�•�Ô�î�»�†&g�K�r�M��

�¥�Ð�å�»�š�T

�Q#Ý�V�b�ž�–�»�Û�–�å �G�b�¥�Ð�å�»�†�
 write memory �¥�Ð�å�»�†�Q#Ý�K�Z�«�±�î�º�”�µ�É  �¥�å�Ç�•� �×�Þ�î�©�Ù�å�_�–�Ñ�M
�•�\�
 BOOT #”�C�š�X�\  CONFIG_FILE #”�C�š�X�_�v0¿���@�–�Ñ�I�€�r�M���­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”
�å�«�c�
�G�€�}�b#”�C�š�X�†�Q#Ý�K�Z�

Ì2s�·�ì�b�«�±�î�º�”�µ�É  �¥�å�Ç�•� �×�Þ�î�©�Ù�å�>�|�g
�È�î�º�M�•�¯�Ç�º�˜�™�”  �–�Ó�î�ª�†�ô���K�r�M��

�q�±  4 �X�b  boot system �¥�Ð�å�»  �š�å�º�Ü�†
°�Š�K�Z$��^�•�–�Ó�î�ª�†�æ���K�
8p$��_�È�î�º�M�•�G
�\�@�[�A�r�M���­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�c�
�q�6�_0b�X�E�S�w� �^�–�Ó�î�ª�†�È�î�º�K�r�M��

#'�~�b��/œ�¥�å�Ç�•� �×�Þ�î�©�Ù�å�\�c$��^�•�
�‚�K�8���d�_�6�•�«�±�î�º�”�µ�É  �¥�å�Ç�•� �×�Þ�î
�©�Ù�å  �Ç�“�–�Ý�†�Q#Ý�M�•���œ�c�
��/œ�¥�å�Ç�•� �×�Þ�î�©�Ù�å�†�–�Ñ�K�S�‹�_�
�²�N�
�«�±�î�º
�”�µ�É  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ç�“�–�Ý�†�‚�K�8���d�_�¥�Æ�î�K�Z�C�T�I�8���G�b�|�:�_�K�^�8�\�

��/œ�¥�å�Ç�•� �×�Þ�î�©�Ù�å�b�–�Ñ�ì�_�
��/œ�¥�å�Ç�•� �×�Þ�î�©�Ù�å�_�|�W�Z�‚�K�8�«�±�î�º�”�µ�É  
�¥�å�Ç�•� �×�Þ�î�©�Ù�å�@�V�i�A�I�€�r�M��

�Ä�å�º ASDM �–�Ó�î�ª  �Ç�“�–�Ý�c�
 asdm image �¥�Ð�å�»�[�æ���K�r�M��

�[ ���_�
2s�·�ì�_�­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�@  configuration.txt �\�8�:�¡�S�b�¥�å�Ç�•� �×�Þ�î�©�Ù
�å  �Ç�“�–�Ý�†�ß�î�»�M�•�|�:�_�æ���M�•�[�†&g�K�r�M��

hostname(config)# boot config disk0:/configuration.txt

6õ4��¥�Ð�å�»

�¥�Ð�å�»  �Ô�î�»

�Ç�“�–�”�˜�›�î�Ý  �Ô�î�» �­�Ÿ�×�Ü�¸�•  �¥�å�¸�Ÿ�«�º

�Ý�î�¸�µ�» 3ñ4# �©�å�¢�Ý

�Ð�Ý�³

�¥�å�¸�Ÿ�«
�º �©�«�¸�Ò

�¢�ß�î�Â�Ý  �¥�å�Ç�•� �×�Þ�î
�©�Ù�å

• • • — •

�Ü�Ü�î�« �š�f
Æ��

7.0(1) �G�b�¥�Ð�å�»�@�_
°�I�€�r�K�S��

�¥�Ð�å�» 1��Â
asdm image ASDM �¯�Ç�º�˜�™�”  �–�Ó�î�ª�†�æ���K�r�M��

show bootvar �È�î�º  �Ç�“�–�Ý�>�|�g�¥�å�Ç�•� �×�Þ�î�©�Ù�å�b#”�C�š�X�†/²&g�K�r�M��
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  border style
border style
1�0É�I�€�S  WebVPN �Ø�î�¨�_/²&g�I�€�•  WebVPN �Í�î�Ò�Ì�î�ª�b�C#ú)z�†�•�«�±�Ð�–�¬�M�•�_�c�

�•�«�±�Ð�–�®�î�©�Ù�å  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ô�î�»�[  border style �¥�Ð�å�»�†�Q#Ý�K�r�M���¥�å
�Ç�•� �×�Þ�î�©�Ù�å�?�}�¥�Ð�å�»�†�P7V�K�Z�
�Í�@)E�Ž�I�€�•�|�:�_�M�•�_�c�
�G�b�¥�Ð�å�»�b  no �g
�'�†�Q#Ý�K�r�M��

border style value

no border style value

�S�e�b1��Â

�¹�Ç�›�Ý�º �C#ú)z�b�¹�Ç�›�Ý�º  �«�±�–�Ý�c  background-color:#669999;color:white �[�M��

�¥�Ð�å�»  �Ô�î�» ���b/²�_�
�¥�Ð�å�»�†
°�Š�[�A�•�Ô�î�»�†&g�K�r�M��

�¥�Ð�å�»�š�T

�Q#Ý�V�b�ž�–�»�Û�–�å style �œ�É�©�Ù�å�c�w� �^  Cascading Style Sheet>&CSS>'�Ã�Û�Ó�î�±�\�K�Z/²�I�€�r�M���G�€�}�b�Ã�Û
�Ó�î�±�_�X�8�Z�c�
�G�b�Ð�½�×�”�Ý�[�c1��Â�K�r�O�‡�� CSS �Ã�Û�Ó�î�±�b0ò(ý�_�X�8�Z�c�
 World 
Wide Web Consortium>&W3C>'�b  Web �§�–�º>& www.w3.org>'�b  CSS �Ù�]�†�g!·�K�Z�C�T�I�8��

�� CSS 2.1 Specification���b�� Appendix F���_�c�
 CSS �Ã�Û�Ó�î�±�b�Q�8�x�M�8�Ü�«�º�@�6�~�r�M���G
�b�Ü6��c  www.w3.org/TR/CSS21/propidx.html �[
°�m�[�A�r�M��

�G�G�[�c�
 WebVPN �Ì�î�ª�_�P�M�•�š�f�[�q�v�|�C/œ�ƒ�€�•�Ì�î�ª�b4Ä,
�†�š�f�M�•�S�u�b�Ä�å�º�†
)��Ó�K�r�M��

• �•�å�Ð�
�)�~�b  RGB �Í�
 HTML �b,
�Í�
�r�S�c,
�b�¡�S>& HTML �[1�1‘�I�€�•���œ>'�†�Q#Ý�[
�A�r�M��

• RGB �g�'�c  0,0,0 �[�
�›,
>&2e�
)s�
7÷>'�†  0 >|  255 �b(
�V�b  10 4
�Í�[
°�Š�K�r�M���G�b�•�å�Ð
�
�)�~�b�š�å�º�Ü�c�
�Ú�b  2 ,
�\)��s�œ�ƒ�O�•�›,
�b�Â�Ø�Þ�Ë�Ý�†&g�K�r�M��

• HTML �g�'�c  #000000 �[�
 16 4
�g�'�b  6 �F�b�X�Í�[�M��
›8Œ�\  2 $��u�c2e�†�
 3 $��u�\  4 $��u�c
)s�†�
 5 $��u�\  6 $��u�c7÷�†/²�K�Z�8�r�M��

value Cascading Style Sheet>&CSS; �•�«�£�î�¹�•�å�¢  �«�±�–�Ý  �©�î�º>'�Ã�Û�Ó�î�±
>&�q�± 256 �e�Ð>'��

�¥�Ð�å�»  �Ô�î�»

�Ç�“�–�”�˜�›�î�Ý  �Ô�î�» �­�Ÿ�×�Ü�¸�•  �¥�å�¸�Ÿ�«�º

�Ý�î�¸�µ�» 3ñ4# �©�å�¢�Ý

�Ð�Ý�³

�¥�å�¸�Ÿ�«
�º �©�«�¸�Ò

�•�«�±�Ð�–�®�î�©�Ù�å  �¥�å�Ç�•
� �×�Þ�î�©�Ù�å

• — • — —

�Ü�Ü�î�« �š�f
Æ��

7.1(1) �G�b�¥�Ð�å�»�@�_
°�I�€�r�K�S��
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  border style
>&�@>' WebVPN �Ì�î�ª�†(F�"�_�•�«�±�Ð�–�¬�M�•�_�c�
 ASDM �†�Q#Ý�M�•�G�\�†�N�á�K�r�M�� ASDM �_�c�

,
0b�•�x�É�Þ�Å�×�î�µ+��^�]�
�«�±�–�Ý�b0[(ò�†0¿���M�•�S�u�b�}�<�^�µ+��@�6�~�r�M��

�[ ���_�
�C#ú)z�b*ü��,
�†  RGB �•�Û�î  #66FFFF>&)s,
�b�M'�>'�_�•�«�±�Ð�–�¬�M�•�[�†&g�K�r�M��

hostname(config)# webvpn
hostname(config-webvpn)# customization cisco
hostname(config-webvpn-custom)# border style background-color:66FFFF

6õ4��¥�Ð�å�» �¥�Ð�å�» 1��Â

application-access WebVPN �Í�î�Ò�Ì�î�ª�b  [Application Access] �Î�µ�¡�«�†�•�«�±�Ð�–�¬�K�r
�M��

browse-networks WebVPN �Í�î�Ò�Ì�î�ª�b  [Browse Networks] �Î�µ�¡�«�†�•�«�±�Ð�–�¬�K�r
�M��

web-bookmarks WebVPN �Í�î�Ò�Ì�î�ª�b  [Web Bookmarks] �±�–�º�Ý�r�S�c�Ü�å�¡�†�•�«�±
�Ð�–�¬�K�r�M��

file-bookmarks WebVPN �Í�î�Ò�Ì�î�ª�b  [File Bookmarks] �±�–�º�Ý�r�S�c�Ü�å�¡�†�•�«�±�Ð
�–�¬�K�r�M��
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  browse-networks
browse-networks
1�0É�I�€�S  WebVPN �Ø�î�¨�_/²&g�I�€�•  WebVPN �Í�î�Ò�Ì�î�ª�b  [Browse Networks] �Î�µ�¡�«�†�•
�«�±�Ð�–�¬�M�•�_�c�
 webvpn �•�«�±�Ð�–�®�î�©�Ù�å  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ô�î�»�[  
browse-networks �¥�Ð�å�»�†�Q#Ý�K�r�M���¥�å�Ç�•� �×�Þ�î�©�Ù�å�?�}�¥�Ð�å�»�†�P7V�K�Z�
�Í�@)E
�Ž�I�€�•�|�:�_�M�•�_�c�
�G�b�¥�Ð�å�»�b  no �g�'�†�Q#Ý�K�r�M��

browse-networks { title  | message | dropdown} { text | style} value

no browse-networks [{ title  | message | dropdown} { text | style} value]

�S�e�b1��Â

�¹�Ç�›�Ý�º �±�–�º�Ý�b�¹�Ç�›�Ý�º  �¸�Ÿ�«�º�c�� Browse Networks���[�M��

�¹�Ç�›�Ý�º�b�±�–�º�Ý  �«�±�–�Ý�c�
���b�\�>�~�[�M��

background-color:#99CCCC;color:black;font-weight:bold;text-transform:uppercase

�Ó�µ�­�î�ª�b�¹�Ç�›�Ý�º  �¸�Ÿ�«�º�c�� Enter Network Path���[�M��

�Ó�µ�­�î�ª�b�¹�Ç�›�Ý�º  �«�±�–�Ý�c���b�\�>�~�[�M��

background-color:#99CCCC;color:maroon;font-size:smaller.

�»�ß�µ�É�²�˜�å�b�¹�Ç�›�Ý�º  �¸�Ÿ�«�º�c�� File Folder Bookmarks���[�M��

�»�ß�µ�É�²�˜�å�b�¹�Ç�›�Ý�º  �«�±�–�Ý�c���b�\�>�~�[�M��

border:1px solid black;font-weight:bold;color:black;font-size:80%.

�¥�Ð�å�»  �Ô�î�» ���b/²�_�
�¥�Ð�å�»�†
°�Š�[�A�•�Ô�î�»�†&g�K�r�M��

�¥�Ð�å�»�š�T

dropdown �»�ß�µ�É�²�˜�å  �Ü�«�º�†�š�f�M�•�G�\�†�æ���K�r�M��

message �±�–�º�Ý�b�W�_/²&g�I�€�•�Ó�µ�­�î�ª�†�š�f�M�•�G�\�†�æ���K�r�M��

style �«�±�–�Ý�†�š�f�M�•�G�\�†�æ���K�r�M��

text �¸�Ÿ�«�º�†�š�f�M�•�G�\�†�æ���K�r�M��

title �±�–�º�Ý�†�š�f�M�•�G�\�†�æ���K�r�M��

value ��7•�_/²&g�M�•�¸�Ÿ�«�º>&�q�±  256 �e�Ð>'�
�r�S�c  Cascading Style Sheet
>&CSS>'�Ã�Û�Ó�î�±>&�q�±  256 �e�Ð>'�[�M��

�¥�Ð�å�»  �Ô�î�»

�Ç�“�–�”�˜�›�î�Ý  �Ô�î�» �­�Ÿ�×�Ü�¸�•  �¥�å�¸�Ÿ�«�º

�Ý�î�¸�µ�» 3ñ4# �©�å�¢�Ý

�Ð�Ý�³

�¥�å�¸�Ÿ�«
�º �©�«�¸�Ò

webvpn �•�«�±�Ð�–�®�î�©�Ù�å  
�¥�å�Ç�•� �×�Þ�î�©�Ù�å

• — • — —

�Ü�Ü�î�« �š�f
Æ��

7.1(1) �G�b�¥�Ð�å�»�@�_
°�I�€�r�K�S��
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  browse-networks
�Q#Ý�V�b�ž�–�»�Û�–�å style �œ�É�©�Ù�å�c�w� �^  Cascading Style Sheet>&CSS>'�Ã�Û�Ó�î�±�\�K�Z/²�I�€�r�M���G�€�}�b�Ã�Û
�Ó�î�±�_�X�8�Z�c�
�G�b�Ð�½�×�”�Ý�[�c1��Â�K�r�O�‡�� CSS �Ã�Û�Ó�î�±�b0ò(ý�_�X�8�Z�c�
 World 
Wide Web Consortium>&W3C>'�b  Web �§�–�º>& www.w3.org>'�b  CSS �Ù�]�†�g!·�K�Z�C�T�I�8��

�� CSS 2.1 Specification���b�� Appendix F���_�c�
 CSS �Ã�Û�Ó�î�±�b�Q�8�x�M�8�Ü�«�º�@�6�~�r�M���G
�b�Ü6��c  www.w3.org/TR/CSS21/propidx.html �[
°�m�[�A�r�M��

�G�G�[�c�
 WebVPN �Ì�î�ª�_�P�M�•�š�f�[�q�v�|�C/œ�ƒ�€�•�Ì�î�ª�b4Ä,
�†�š�f�M�•�S�u�b�Ä�å�º�†
)��Ó�K�r�M��

• �•�å�Ð�
�)�~�b  RGB �Í�
 HTML �b,
�Í�
�r�S�c,
�b�¡�S>& HTML �[1�1‘�I�€�•���œ>'�†�Q#Ý�[
�A�r�M��

• RGB �g�'�c  0,0,0 �[�
�›,
>&2e�
)s�
7÷>'�†  0 >|  255 �b(
�V�b  10 4
�Í�[
°�Š�K�r�M���G�b�•�å�Ð
�
�)�~�b�š�å�º�Ü�c�
�Ú�b  2 ,
�\)��s�œ�ƒ�O�•�›,
�b�Â�Ø�Þ�Ë�Ý�†&g�K�r�M��

• HTML �g�'�c  #000000 �[�
 16 4
�g�'�b  6 �F�b�X�Í�[�M��
›8Œ�\  2 $��u�c2e�†�
 3 $��u�\  4 $��u�c
)s�†�
 5 $��u�\  6 $��u�c7÷�†/²�K�Z�8�r�M��

>&�@>' WebVPN �Ì�î�ª�†(F�"�_�•�«�±�Ð�–�¬�M�•�_�c�
 ASDM �†�Q#Ý�M�•�G�\�†�N�á�K�r�M�� ASDM �_�c�

,
0b�•�x�É�Þ�Å�×�î�µ+��^�]�
�«�±�–�Ý�b0[(ò�†0¿���M�•�S�u�b�}�<�^�µ+��@�6�~�r�M��

�[ ���_�
�±�–�º�Ý�†�� Browse Corporate Networks���_�š�f�K�
�«�±�–�Ý
Æ�b�¸�Ÿ�«�º�†7÷,
�_�š�f�M�•
�[�†&g�K�r�M��

F1-asa1(config)# webvpn
F1-asa1(config-webvpn)# customization cisco
F1-asa1(config-webvpn-custom)# browse-networks title text Browse Corporate Networks
F1-asa1(config-webvpn-custom)# browse-networks title style color:blue

6õ4��¥�Ð�å�» �¥�Ð�å�» 1��Â

application-access WebVPN �Í�î�Ò�Ì�î�ª�b  [Application Access] �Î�µ�¡�«�†�•�«�±�Ð�–�¬�K�r
�M��

file-bookmarks WebVPN �Í�î�Ò�Ì�î�ª�b  [File Bookmarks] �±�–�º�Ý�r�S�c�Ü�å�¡�†�•�«�±�Ð
�–�¬�K�r�M��

web-applications WebVPN �Í�î�Ò�Ì�î�ª�b  [Web Application] �Î�µ�¡�«�†�•�«�±�Ð�–�¬�K�r�M��

web-bookmarks WebVPN �Í�î�Ò�Ì�î�ª�b  [Web Bookmarks] �±�–�º�Ý�r�S�c�Ü�å�¡�†�•�«�±
�Ð�–�¬�K�r�M��
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cache �¥�Ð�å�»>|  clear compression �¥�Ð
�å�»
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  cache
cache
�Ÿ�Õ�µ�©�×  �Ô�î�»�†6ä���K�
�Ÿ�Õ�µ�©�å�¢�“�ö�b�Í�†0¿���M�•�_�c�
 webvpn �¥�å�Ç�•� �×�Þ�î�©�Ù�å  
�Ô�î�»�[  cache �¥�Ð�å�»�†
°�Š�K�r�M���¥�å�Ç�•� �×�Þ�î�©�Ù�å�?�}�Ÿ�Õ�µ�©�×6õ4��b�¥�Ð�å�»�†�M
�m�Z�P7V�K�
�G�€�}�†�¹�Ç�›�Ý�º�Í�_�Ü�­�µ�º�M�•�_�c�
�G�b�¥�Ð�å�»�b  no �g�'�†
°�Š�K�r�M��

cache

no cache

�¹�Ç�›�Ý�º �›�Ÿ�Õ�µ�©�×�“�ö�b�¹�Ç�›�Ý�º0¿���[�–�¿�î�È�Ý�_�^�W�Z�8�r�M��

�¥�Ð�å�»  �Ô�î�» ���b/²�c�
�G�b�¥�Ð�å�»�†
°�Š�M�•�Ô�î�»�†&g�K�Z�8�r�M��

�¥�Ð�å�»�š�T

�Q#Ý�V�b�ž�–�»�Û�–�å �Ÿ�Õ�µ�©�å�¢�_�|�W�Z8–)¾�_
Ì�<#Ý�I�€�•�œ�È�ª�™�¡�º�c�©�«�¸�Ò  �Ÿ�Õ�µ�©�×�_�–�Ñ�I�€�
�¥�å�¸�å
�¶�†)Þ�~3É�K�Ü�Û�–�º�K�S�~�})°�K�S�~�M�•�²0[�ö�†�ö�}�M�G�\�@�[�A�r�M���Ÿ�Õ�µ�©�å�¢�_�|�~�

WebVPN �\�Ü�Ô�î�º  �§�î�Â�>�|�g�š�å�»  �Ø�î�¨�b�È�Û�˜�¨�b�g�‰�b6ë�b�º�Û�Ç�•�µ�¡�@�P�ö�I�€�Z�

�¨�C�b�”�É�Ü�£�î�©�Ù�å�b��/œ� "á�@�±�œ�_�¥�V�I�€�r�M��

�[ ���_�
�Ÿ�Õ�µ�©�×  �Ô�î�»�†6ä���M�•�[�†&g�K�r�M��

hostname(config)#  webvpn
hostname(config-webvpn)# cache 
hostname(config-webvpn-cache)#

6õ4��¥�Ð�å�»

�¥�Ð�å�»  �Ô�î�»

�Ç�“�–�”�˜�›�î�Ý  �Ô�î�» �­�Ÿ�×�Ü�¸�•  �¥�å�¸�Ÿ�«�º

�Ý�î�¸�µ�» 3ñ4# �©�å�¢�Ý

�Ð�Ý�³

�¥�å�¸�Ÿ�«
�º �©�«�¸�Ò

webvpn �¥�å�Ç�•� �×�Þ�î�©�Ù
�å

• — • — —

�Ü�Ü�î�« �š�f
Æ��

7.1(1) �G�b�¥�Ð�å�»�@�_
°�I�€�r�K�S��

�¥�Ð�å�» 1��Â

cache-static-content �i�A�n�<�b�P1ß�[�^�8�¥�å�¸�å�¶�†�Ÿ�Õ�µ�©�×�K�r�M��

disable �Ÿ�Õ�µ�©�×�†�¹�•�­�î�È�Ý�_�K�r�M��

expiry-time �œ�È�ª�™�¡�º�†
Ì�è0É�O�N�_�Ÿ�Õ�µ�©�×�M�•�w� �‡7H�†0¿���K�r�M��

lmfactor �q)
�š�f�ì�I�b�±�–�Ò�«�±�å�É�T�E�†�â�X�œ�È�ª�™�¡�º�b�Ÿ�Õ�µ
�©�×�_6õ�M�•
Ì&�1��Ï�Ü�©�î�†0¿���K�r�M��

max-object-size �Ÿ�Õ�µ�©�×�M�•�œ�È�ª�™�¡�º�b�q�±�§�–�¬�†��*O�K�r�M��

min-object-size �Ÿ�Õ�µ�©�×�M�•�œ�È�ª�™�¡�º�b�q�`�§�–�¬�†��*O�K�r�M��
5-2
Cisco Security Appliance �¥�Ð�å�»  �Ü�Ç�“�Þ�å�«

OL-12173-02-J



'¨  5 'v       cache �¥�Ð�å�»>|  clear compression �¥�Ð�å�»
  cache-fs limit
cache-fs limit
�­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�@�Ü�Ô�î�º  PC �_�²�˜�å�ß�î�»�M�•�–�Ó�î�ª�†�–�Ñ�M�•�S�u�_�Q#Ý�M�•
�Ÿ�Õ�µ�©�×  �Ç�“�–�Ý  �©�«�¸�Ò�b�§�–�¬�†�D7H�M�•�_�c�
 webvpn �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ô�î�»�[  
cache-fs limit �¥�Ð�å�»�†�Q#Ý�K�r�M���¹�Ç�›�Ý�º�Í�_�`�M�_�c�
�G�b�¥�Ð�å�»�b  no �g�'�†�Q#Ý�K�r
�M��

cache-fs limit { size}

no cache-fs limit { size}

�S�e�b1��Â

�¹�Ç�›�Ý�º �¹�Ç�›�Ý�º�Í�c  20 MB �[�M��

�¥�Ð�å�»  �Ô�î�» ���b/²�_�
�¥�Ð�å�»�†
°�Š�[�A�•�Ô�î�»�†&g�K�r�M��

�¥�Ð�å�»�š�T

�Q#Ý�V�b�ž�–�»�Û�–�å �­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�c�
 Cisco AnyConnect VPN Client �>�|�g  Cisco Secure Desktop>&CSD>'
�b�–�Ó�î�ª�>�|�g�Ç�“�–�Ý�†�µ�t�Ã�µ�£�î�ª  �Ç�“�–�Ý�†�
�Ü�Ô�î�º  PC �l�b�²�˜�å�ß�î�»#Ý�_�Ÿ�Õ�µ
�©�×  �Ó�Ô�Ü
Æ�[�Ž6ä�K�r�M���­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�[�G�–�_�Ã�µ�£�î�ª  �Ç�“�–�Ý�†�Ž6ä�M�•�_
�c�
�G�b�–�Ó�î�ª�\�Ç�“�–�Ý�†�–�Ñ�M�•�b�_���(�^�Ÿ�Õ�µ�©�×  �Ó�Ô�Ü�@�²0[�[�M��

�Ã�µ�£�î�ª�b�Ž6ä�_���(�^�Ÿ�Õ�µ�©�×  �Ó�Ô�Ü�@�^�8�G�\�†�­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�@�è���K�S��
�œ�
�¥�å�¯�î�Ý�_�š�Û�î  �Ó�µ�­�î�ª�@/²&g�I�€�r�M�����_�
 svc image �¥�Ð�å�»�[  AnyConnect VPN 
Client �b�–�Ó�î�ª  �Ã�µ�£�î�ª�†�–�å�«�º�î�Ý�K�|�:�\�K�S�‹�_�Þ�Ï�î�º�I�€�•�š�Û�î  �Ó�µ�­�î�ª�b�[
�†&g�K�r�M��

hostname(config-webvpn)# svc image disk0:/vpn-win32-Release-2.0-k9.pkg
ERROR: File write error (check disk space)
ERROR: Unable to load SVC image - extraction failed

�–�Ó�î�ª  �Ã�µ�£�î�ª�†�–�å�«�º�î�Ý�K�|�:�\�K�Z�G�b�š�Û�î  �Ó�µ�­�î�ª�@�Þ�Ï�î�º�I�€�S���œ�c�
�¢
�ß�î�Â�Ý  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ô�î�»�[  dir cache:/ �¥�Ð�å�»�†�Q#Ý�K�Z�
 �Ÿ�Õ�µ�©�×  �Ó�Ô�Ü�b�g5�
�>�|�g�G�€�r�[�_�–�å�«�º�î�Ý�K�S�Ã�µ�£�î�ª�b�§�–�¬�†�è���[�A�r�M���è��)��Ý�_�Â�L�Z�
�Ÿ�Õ�µ
�©�×  �§�–�¬�b�D7H�†1*�Z�[�A�r�M��

size �Ÿ�Õ�µ�©�×  �Ç�“�–�Ý  �©�«�¸�Ò�b�§�–�¬�D7H>& 1 >|  32 MB>'��

�¥�Ð�å�»  �Ô�î�»

�Ç�“�–�”�˜�›�î�Ý  �Ô�î�» �­�Ÿ�×�Ü�¸�•  �¥�å�¸�Ÿ�«�º

�Ý�î�¸�µ�» 3ñ4# �©�å�¢�Ý

�Ð�Ý�³

�¥�å�¸�Ÿ�«
�º �©�«�¸�Ò

webvpn �¥�å�Ç�•� �×�Þ�î�©�Ù
�å

• — • — —

�Ü�Ü�î�« �š�f
Æ��

8.0(2) �G�b�¥�Ð�å�»�@�_
°�I�€�r�K�S��
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'¨  5 'v       cache �¥�Ð�å�»>|  clear compression �¥�Ð�å�»
  cache-fs limit
�[ ���_�
 CSD �–�Ó�î�ª>& sdesktop 
Æ>'�>�|�g  CVC �–�Ó�î�ª>& stc 
Æ>'�@(Ù 5.44 MB �b�Ÿ�Õ�µ�©�×  �Ó�Ô
�Ü�†�Q#Ý�K�Z�8�•�[�†&g�K�r�M��

hostname(config-webvpn)# dir cache:/

Directory of cache:/

0      drw-  0           17:06:55 Nov 13 2006  sdesktop
0      drw-  0           16:46:54 Nov 13 2006  stc

5435392 bytes total (4849664 bytes free)

���_�
�Ÿ�Õ�µ�©�×  �§�–�¬�†  6 MB �_�D7H�M�•�[�†&g�K�r�M��

hostname(config-webvpn)# cache-fs limit 6

6õ4��¥�Ð�å�» �¥�Ð�å�» 1��Â

dir cache:/ �Ÿ�Õ�µ�©�×  �Ó�Ô�Ü�b
Æ��>&�£(Ù�I�€�Z�8�•�Ÿ�Õ�µ�©�×  �Ó�Ô�Ü�b)r5��x�Ÿ�Õ�µ
�©�×  �Ó�Ô�Ü�b�g5��^�]>'�†/²&g�K�r�M��

show run webvpn #'�~�b  WebVPN �¥�å�Ç�•� �×�Þ�î�©�Ù�å>&�Ÿ�Õ�µ�©�×  �Ó�Ô�Ü�†�˜2��M�•�•
+��ö�@�6�•�–�å�«�º�î�Ý�í�s�b  SSL VPN �¡�Û�–�”�å�º�x  CSD �–�Ó�î�ª�^
�]>'�†/²&g�K�r�M��

show webvpn csd CSD �Â�î�ª�Ù�å�>�|�g�–�å�«�º�î�Ý  �«�¸�î�±�«�†/²&g�K�r�M��

show webvpn svc �–�å�«�º�î�Ý�í�s�b  SSL VPN �Ã�µ�£�î�ª  �Ç�“�–�Ý�b�¡�S�>�|�g�Â�î�ª�Ù�å
�†/²&g�K�r�M��
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'¨  5 'v       cache �¥�Ð�å�»>|  clear compression �¥�Ð�å�»
  cache-static-content
cache-static-content
�¡�Û�–�”�å�º�Þ�«  SSL VPN �K)F�_�Q#Ý�M�•�M�m�Z�b7ü$×�¥�å�¸�å�¶�@�Ÿ�Õ�µ�©�×  �Ó�Ô�Ü�_�ß�î�»�I�€
�•�|�:�­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�†0¿���M�•�_�c�
�Ÿ�Õ�µ�©�×  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ô�î�»�[  
cache-static-content �¥�Ð�å�»�†�Q#Ý�K�r�M��

cache-static-content enable

no cache-static-content enable

�S�e�b1��Â

�¹�Ç�›�Ý�º �¹�Ç�›�Ý�º�[�c�¹�•�­�î�È�Ý�_�^�W�Z�8�r�M��

�¥�Ð�å�»  �Ô�î�» ���b/²�_�
�¥�Ð�å�»�†
°�Š�[�A�•�Ô�î�»�†&g�K�r�M��

�¥�Ð�å�»�š�T

�Q#Ý�V�b�ž�–�»�Û�–�å �Ÿ�Õ�µ�©�×�•+��^�M�m�Z�b7ü$×�¥�å�¸�å�¶�@�­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�b�Ÿ�Õ�µ�©�×�_�–�Ñ�I�€�•
�|�:�­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�†0¿���M�•�\�
�Â�µ�¡�š�å�»  SSL VPN �K)F�b�Ã�Ç�›�î�Ð�å�«�@�¥�V
�K�r�M��7ü$×�¥�å�¸�å�¶�_�c�
 PDF �Ç�“�–�Ý�x�–�Ó�î�ª�^�]�
�­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�_�|�W�Z
�¹�î�±�b�i�A�n�<>&�V�i�A>'�@/œ�ƒ�€�^�8�œ�È�ª�™�¡�º�@�µ�r�€�Z�8�r�M��

�[ ���b�[�c�
7ü$×�¥�å�¸�å�¶�b�Ÿ�Õ�µ�©�×�†�–�¿�î�È�Ý�_�M�•�‰�2�†&g�K�S�v�b�[�M��

hostname(config-webvpn-cache)# cache-static-content enable

6õ4��¥�Ð�å�»

enable �M�m�Z�b7ü$×�¥�å�¸�å�¶�b�Ÿ�Õ�µ�©�×  �Ó�Ô�Ü�l�b�ß�î�»�†�–�¿�î�È�Ý�_�K�r
�M��

�¥�Ð�å�»  �Ô�î�»

�Ç�“�–�”�˜�›�î�Ý  �Ô�î�» �­�Ÿ�×�Ü�¸�•  �¥�å�¸�Ÿ�«�º

�Ý�î�¸�µ�» 3ñ4# �©�å�¢�Ý

�Ð�Ý�³

�¥�å�¸�Ÿ�«
�º �©�«�¸�Ò

webvpn �Ÿ�Õ�µ�©�×  �¥�å�Ç�•
� �×�Þ�î�©�Ù�å

• — • — —

�Ü�Ü�î�« �š�f
Æ��

8.0(2) �G�b�¥�Ð�å�»�@�_
°�I�€�r�K�S��

�¥�Ð�å�» 1��Â

cache-compressed WebVPN �Ÿ�Õ�µ�©�×�b�})°�†0¿���K�r�M��

disable �Ÿ�Õ�µ�©�×�†�¹�•�­�î�È�Ý�_�K�r�M��
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'¨  5 'v       cache �¥�Ð�å�»>|  clear compression �¥�Ð�å�»
  cache-time
cache-time
CRL �†�»� �\0b�^�M�S�_�Ÿ�Õ�µ�©�×
Æ�_�g�M�ì6ë�†�(�"�)�[�æ���M�•�_�c�
 crl 0¿���¥�å�Ç�•� �×�Þ�î
�©�Ù�å  �Ô�î�»�[  cache-time �¥�Ð�å�»�†�Q#Ý�K�r�M���G�b�Ô�î�»�_�c�
�¡�Ü�É�º  CA �º�Û�«�º�Ï�–�å�º  
�¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ô�î�»�?�}�”�¡�­�«�[�A�r�M���¹�Ç�›�Ý�º�Í�_�`�M�_�c�
�G�b�¥�Ð�å�»�b  no 
�g�'�†�Q#Ý�K�r�M��

cache-time refresh-time

no cache-time

�S�e�b1��Â

�¹�Ç�›�Ý�º �¹�Ç�›�Ý�º�b0¿���c  60 �(�[�M��

�¥�Ð�å�»  �Ô�î�» ���b/²�c�
�G�b�¥�Ð�å�»�†
°�Š�[�A�•�Ô�î�»�†&g�K�Z�8�r�M��

�¥�Ð�å�»�š�T

�[ ���_�
 ca-crl �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ô�î�»�†6ä���K�
�º�Û�«�º�Ï�–�å�º  central �[�Ÿ�Õ�µ�©�×�ì6ë�b
�Ü�Ç�Þ�µ�©�×�Í�†  10 �(�_�æ���M�•�[�†&g�K�r�M��

hostname(configure)# crypto ca trustpoint central
hostname(ca-trustpoint)# crl configure
hostname(ca-crl)# cache-time 10
hostname(ca-crl)# 

6õ4��¥�Ð�å�»

refresh-time CRL �†�Ÿ�Õ�µ�©�×
Æ�_�g�M�ì6ë�†�(�"�)�[�æ���K�r�M�� �æ���[�A�•(
�V�c  
1 >|  1440 �(�[�M�� CRL �_  NextUpdate �Ç�•�î�Ý�»�@�^�8���œ�
 CRL �c
�Ÿ�Õ�µ�©�×�I�€�r�O�‡��

�¥�Ð�å�»  �Ô�î�»

�Ç�“�–�”�˜�›�î�Ý  �Ô�î�» �­�Ÿ�×�Ü�¸�•  �¥�å�¸�Ÿ�«�º

�Ý�î�¸�µ�» 3ñ4# �©�å�¢�Ý

�Ð�Ý�³

�¥�å�¸�Ÿ�«
�º �©�«�¸�Ò

crl 0¿���¥�å�Ç�•� �×�Þ�î�©�Ù�å • • • • •

�Ü�Ü�î�« �š�f
Æ��

7.0 �G�b�¥�Ð�å�»�@�_
°�I�€�r�K�S��

�¥�Ð�å�» 1��Â

crl configure CRL �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ô�î�»�†6ä���K�r�M��

crypto ca trustpoint �º�Û�«�º�Ï�–�å�º  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ô�î�»�†6ä���K�r�M��

enforcenextupdate 0É�Â�i�[  NextUpdate CRL �Ç�•�î�Ý�»�†��#.�M�•�‰�2�†�æ���K�r�M��
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'¨  5 'v       cache �¥�Ð�å�»>|  clear compression �¥�Ð�å�»
  call-agent
call-agent
�¥�î�Ý  �š�î�ª�™�å�º�b�¢�Ý�î�É�†�æ���M�•�_�c�
 MGCP �Ð�µ�É  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ô�î�»�[  
call-agent �¥�Ð�å�»�†�Q#Ý�K�r�M���G�b�Ô�î�»�_�c�
 mgcp-map �¥�Ð�å�»�†�Q#Ý�K�Z�”�¡�­�«�[�A�r
�M��0¿���†�P7V�M�•�_�c�
�G�b�¥�Ð�å�»�b  no �g�'�†�Q#Ý�K�r�M��

call-agent ip_address group_id 

no call-agent ip_address group_id 

�S�e�b1��Â

�¹�Ç�›�Ý�º �G�b�¥�Ð�å�»�c�
�¹�Ç�›�Ý�º�[�¹�•�­�î�È�Ý�_�^�W�Z�8�r�M��

�¥�Ð�å�»  �Ô�î�» ���b/²�_�
�¥�Ð�å�»�†
°�Š�[�A�•�Ô�î�»�†&g�K�r�M��

�¥�Ð�å�»�š�T

�Q#Ý�V�b�ž�–�»�Û�–�å 1 �X�è�V�b�¤�î�º�˜�™�–�†'ö#.�[�A�•�¥�î�Ý  �š�î�ª�™�å�º�b�¢�Ý�î�É�†�æ���M�•�_�c�
 call-agent �¥�Ð
�å�»�†�Q#Ý�K�r�M���¥�î�Ý  �š�î�ª�™�å�º�b�¢�Ý�î�É�_���c�
�]�b�¥�î�Ý  �š�î�ª�™�å�º�v�Â'Å�†3æ�™�[
�A�•�|�:�_�
�¢�Ý�î�É
Æ�b>&�¤�î�º�˜�™�–�@�¥�Ð�å�»�†3æ�™�M�•
›�è�¥�b>'�¥�î�Ý  �š�î�ª�™�å�º�_�K
)F�†6ä�C�S�u�_�Q#Ý�I�€�r�M��� �L  group_id �†�â�X�¥�î�Ý  �š�î�ª�™�å�º�c�
� �L�¢�Ý�î�É�_�“�K�r
�M�� 1 �X�b�¥�î�Ý  �š�î�ª�™�å�º�c0
�X�b�¢�Ý�î�É�_�d�“�[�A�r�M�� group_id �œ�É�©�Ù�å�_�c�
 0 >|  
4294967295 �b�X�Ð�†�æ���K�r�M�� ip_address �œ�É�©�Ù�å�_�c�
�¥�î�Ý  �š�î�ª�™�å�º�b  IP �”�»�Þ�«�†
�æ���K�r�M��

�[ ���_�
�¥�î�Ý  �š�î�ª�™�å�º  10.10.11.5 �>�|�g  10.10.11.6 �_�¤�î�º�˜�™�–  10.10.10.115 �b�D�š�†0Á�•
�K�
�¥�î�Ý  �š�î�ª�™�å�º  10.10.11.7 �>�|�g  10.10.11.8 �_�¤�î�º�˜�™�–  10.10.10.116 �>�|�g  
10.10.10.117 �b�D�š�†0Á�•�M�•�[�†&g�K�r�M��

hostname(config)# mgcp-map mgcp_inbound
hostname(config-mgcp-map)#  call-agent 10.10.11.5 101
hostname(config-mgcp-map)# call-agent 10.10.11.6 101
hostname(config-mgcp-map)# call-agent 10.10.11.7 102
hostname(config-mgcp-map)# call-agent 10.10.11.8 102
hostname(config-mgcp-map)# gateway 10.10.10.115 101
hostname(config-mgcp-map)# gateway 10.10.10.116 102

ip_address �¤�î�º�˜�™�–�b  IP �”�»�Þ�«��

group_id �¥�î�Ý  �š�î�ª�™�å�º  �¢�Ý�î�É�b  ID>&0 >|  2147483647>'��

�¥�Ð�å�»  �Ô�î�»

�Ç�“�–�”�˜�›�î�Ý  �Ô�î�» �­�Ÿ�×�Ü�¸�•  �¥�å�¸�Ÿ�«�º

�Ý�î�¸�µ�» 3ñ4# �©�å�¢�Ý

�Ð�Ý�³

�¥�å�¸�Ÿ�«
�º �©�«�¸�Ò

�¢�ß�î�Â�Ý  �¥�å�Ç�•� �×�Þ�î
�©�Ù�å

• • • • —

�Ü�Ü�î�« �š�f
Æ��

7.0(1) �G�b�¥�Ð�å�»�@�_
°�I�€�r�K�S��
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'¨  5 'v       cache �¥�Ð�å�»>|  clear compression �¥�Ð�å�»
  call-agent
hostname(config-mgcp-map)# gateway 10.10.10.117 102

6õ4��¥�Ð�å�» �¥�Ð�å�» 1��Â

debug mgcp MGCP �b�¹�Â�µ�¢�_���b/²&g�†�–�¿�î�È�Ý�_�K�r�M��

mgcp-map MGCP �Ð�µ�É�†��*O�K�
 MGCP �Ð�µ�É  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ô�î�»�†
�–�¿�î�È�Ý�_�K�r�M��

show mgcp MGCP �b�¥�å�Ç�•� �×�Þ�î�©�Ù�å�>�|�g�­�µ�©�Ù�å�b�_���†/²&g�K�r�M��
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  call-duration-limit
call-duration-limit
H.323 �¥�î�Ý�b�¥�î�Ý)E)F�ì6ë�†0¿���M�•�_�c�
�Ã�Û�Ó�î�±  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ô�î�»�[  
call-duration-limit �¥�Ð�å�»�†�Q#Ý�K�r�M���G�b�Ô�î�»�_�c�
�Ï�Ü�©�î  �Ð�µ�É  �¥�å�Ç�•� �×�Þ�î�©�Ù
�å  �Ô�î�»�?�}�”�¡�­�«�[�A�r�M���G�b�µ+��†�¹�•�­�î�È�Ý�_�M�•�_�c�
�G�b�¥�Ð�å�»�b  no �g�'�†�Q#Ý
�K�r�M��

call-duration-limit hh:mm:ss

no call-duration-limit hh:mm:ss

�S�e�b1��Â

�¹�Ç�›�Ý�º �¹�Ç�›�Ý�º�b�·�8�x�Í�c�6�~�r�O�‡��

�¥�Ð�å�»  �Ô�î�» ���b/²�_�
�¥�Ð�å�»�†
°�Š�[�A�•�Ô�î�»�†&g�K�r�M��

�¥�Ð�å�»�š�T

�[ ���_�
 H.323 �¥�î�Ý�b�¥�î�Ý)E)F�ì6ë�†0¿���M�•�[�†&g�K�r�M��

hostname(config)# policy-map type inspect h323 h323_map
hostname(config-pmap)# parameters
hostname(config-pmap-p)# call-duration-limit 0:1:0

6õ4��¥�Ð�å�»

hh:mm:ss )E)F�ì6ë�†�ì�
�(�
�>�|�g&Ê�[�æ���K�r�M��

�¥�Ð�å�»  �Ô�î�»

�Ç�“�–�”�˜�›�î�Ý  �Ô�î�» �­�Ÿ�×�Ü�¸�•  �¥�å�¸�Ÿ�«�º

�Ý�î�¸�µ�» 3ñ4# �©�å�¢�Ý

�Ð�Ý�³

�¥�å�¸�Ÿ�«
�º �©�«�¸�Ò

�Ã�Û�Ó�î�±  �¥�å�Ç�•� �×�Þ�î
�©�Ù�å

• • • • —

�Ü�Ü�î�« �š�f
Æ��

7.2(1) �G�b�¥�Ð�å�»�@�_
°�I�€�r�K�S��

�¥�Ð�å�» 1��Â

class �Ï�Ü�©�î  �Ð�µ�É�b�¡�Û�«  �Ð�µ�É�¡�†�æ���K�r�M��

class-map type 
inspect

�”�É�Ü�£�î�©�Ù�å�[�w�b�º�Û�Ç�•�µ�¡�†!·�œ�M�•�S�u�b�–�å�«�Ì�¡�©�Ù�å  �¡
�Û�«  �Ð�µ�É�†�8�B�K�r�M��

policy-map �Þ�–�Ö  3/4 �b�Ï�Ü�©�î  �Ð�µ�É�†�8�B�K�r�M��

show running-config 
policy-map

#'�~�b�Ï�Ü�©�î  �Ð�µ�É  �¥�å�Ç�•� �×�Þ�î�©�Ù�å�†�M�m�Z/²&g�K�r�M��
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  call-party-numbers
call-party-numbers
H.323 �¥�î�Ý�b0¿���ì�_$Î�™
��b$��•�b3æ�™�†4:#Ý�_�M�•�_�c�
�Ã�Û�Ó�î�±  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  
�Ô�î�»�[  call-party-numbers �¥�Ð�å�»�†�Q#Ý�K�r�M���G�b�Ô�î�»�_�c�
�Ï�Ü�©�î  �Ð�µ�É  �¥�å�Ç�•� �×
�Þ�î�©�Ù�å  �Ô�î�»�?�}�”�¡�­�«�[�A�r�M���G�b�µ+��†�¹�•�­�î�È�Ý�_�M�•�_�c�
�G�b�¥�Ð�å�»�b  no �g
�'�†�Q#Ý�K�r�M��

call-party-numbers

no call-party-numbers

�S�e�b1��Â �G�b�¥�Ð�å�»�_�c�,�X�r�S�c�Ÿ�î�á�î�»�c�6�~�r�O�‡��

�¹�Ç�›�Ý�º �¹�Ç�›�Ý�º�b�·�8�x�Í�c�6�~�r�O�‡��

�¥�Ð�å�»  �Ô�î�» ���b/²�_�
�¥�Ð�å�»�†
°�Š�[�A�•�Ô�î�»�†&g�K�r�M��

�¥�Ð�å�»�š�T

�[ ���_�
 H.323 �¥�î�Ý�b�¥�î�Ý0¿���ì�_$Î�™
��b$��•�†4:#Ý�M�•�[�†&g�K�r�M��

hostname(config)# policy-map type inspect h323 h323_map
hostname(config-pmap)# parameters
hostname(config-pmap-p)# call-party-numbers

6õ4��¥�Ð�å�»

�¥�Ð�å�»  �Ô�î�»

�Ç�“�–�”�˜�›�î�Ý  �Ô�î�» �­�Ÿ�×�Ü�¸�•  �¥�å�¸�Ÿ�«�º

�Ý�î�¸�µ�» 3ñ4# �©�å�¢�Ý

�Ð�Ý�³

�¥�å�¸�Ÿ�«
�º �©�«�¸�Ò

�Ã�Û�Ó�î�±  �¥�å�Ç�•� �×�Þ�î
�©�Ù�å

• • • • —

�Ü�Ü�î�« �š�f
Æ��

7.2(1) �G�b�¥�Ð�å�»�@�_
°�I�€�r�K�S��

�¥�Ð�å�» 1��Â

class �Ï�Ü�©�î  �Ð�µ�É�b�¡�Û�«  �Ð�µ�É�¡�†�æ���K�r�M��

class-map type 
inspect

�”�É�Ü�£�î�©�Ù�å�[�w�b�º�Û�Ç�•�µ�¡�†!·�œ�M�•�S�u�b�–�å�«�Ì�¡�©�Ù�å  �¡
�Û�«  �Ð�µ�É�†�8�B�K�r�M��

policy-map �Þ�–�Ö  3/4 �b�Ï�Ü�©�î  �Ð�µ�É�†�8�B�K�r�M��

show running-config 
policy-map

#'�~�b�Ï�Ü�©�î  �Ð�µ�É  �¥�å�Ç�•� �×�Þ�î�©�Ù�å�†�M�m�Z/²&g�K�r�M��
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  capture
capture
�Ã�£�µ�º  �Ÿ�Õ�É�³�Õ�µ+��†�–�¿�î�È�Ý�_�K�Z�
�Ã�£�µ�º�b�«�½�µ�Ç�•�å�¢�x�¿�µ�º�á�î�¡7€���†�è��
�[�A�•�|�:�_�M�•�_�c�
"I�’  EXEC �Ô�î�»�[  capture �¥�Ð�å�»�†�Q#Ý�K�r�M���Ã�£�µ�º  �Ÿ�Õ�É�³�Õ�µ
+��†�¹�•�­�î�È�Ý�_�M�•�_�c�
�G�b�¥�Ð�å�»�b  no �g�'�†�Q#Ý�K�r�M��

capture capture_name [type { asp-drop all [drop-code] | tls-proxy| raw-data | isakmp | decrypted 
| webvpn user webvpn-user [url  url]}] [ access-listaccess_list_name] [buffer  buf_size] 
[ethernet-type type] [ interface interface_name] [packet-length bytes] [circular-buffer ] 
[trace trace_count] [ real-time] [dump] [detail] [ trace] [match prot { host source-ip | source-ip 
mask | any}{ host destination-ip | destination-ip mask | any} [ operator port ]

no capture capture-name [type {asp-drop [drop-code] | tls-proxy | raw-data | isakmp | decrypted 
| webvpn user webvpn-user] [access-list access_list_name] [circular-buffer ] 
[interface interface_name] [ real-time] [dump] [detail] [ trace] [match prot] { host source-ip | 
source-ip mask | any}{ host destination-ip | destination-ip mask | any} [ operator port ]

�S�e�b1��Â access-list 
access_list_name

>&�õ�–>'�”�¡�­�«  �Ü�«�º�\�M+´�M�•�º�Û�Ç�•�µ�¡�†�Ÿ�Õ�É�³�Õ�K�r�M���Ð�Ý�³  �¥
�å�¸�Ÿ�«�º  �Ô�î�»�[�c�
 1 �X�b�¥�å�¸�Ÿ�«�º
Æ�[�b�s�G�b�¥�Ð�å�»�†�Q#Ý�[�A�r
�M��

any �"�M�b  IP �”�»�Þ�«�>�|�g�Ð�«�¡�[�c�^�C�
�õ�–�b  IP �”�»�Þ�«�†�æ���K�r�M��

all �­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�@�»�ß�µ�É�M�•�Ã�£�µ�º�†�M�m�Z�Ÿ�Õ�É�³�Õ�K�r
�M��

asp-drop 
[drop-code]

>&�õ�–>'9×3ÿ�­�Ÿ�×�Ü�¸�•  �Ã�«�[�»�ß�µ�É�I�€�•�Ã�£�µ�º�†�Ÿ�Õ�É�³�Õ�K�r�M��
drop-code �c�
9×3ÿ�­�Ÿ�×�Ü�¸�•  �Ã�«�[�»�ß�µ�É�I�€�•�º�Û�Ç�•�µ�¡�b�±�–�É�†
�æ���K�r�M���»�ß�µ�É  �¥�î�»�b�Ü�«�º�_�X�8�Z�c�
 show asp drop frame �¥�Ð�å
�»�†�g!·�K�Z�C�T�I�8�� drop-code �,�X�†
°�Š�K�^�8�\�
�»�ß�µ�É�I�€�•�Ã�£�µ
�º�M�m�Z�@�Ÿ�Õ�É�³�Õ�I�€�r�M��

�G�b�Ÿ�î�á�î�»�c�
 packet-length�
 circular-buffer �
�>�|�g  buffer  �\�\�v�_
°
�Š�[�A�r�M�@�
 interface �r�S�c  ethernet-type �\�\�v�_�c
°�Š�[�A�r�O�‡��

buffer  buf_size >&�õ�–>'�Ã�£�µ�º�b�–�Ñ�_�Q#Ý�M�•�Â�µ�Ç�“�b�§�–�¬�†�Â�–�º�"�)�[��*O�K�r�M��
�G�b�Â�–�º�X�b�Â�µ�Ç�“�@�8�W�e�8�_�^�•�\�
�Ã�£�µ�º  �Ÿ�Õ�É�³�Õ�c�õ�F�K�r
�M��

capture_name �Ã�£�µ�º  �Ÿ�Õ�É�³�Õ�b�¡�S�†�æ���K�r�M��0
�X�b�±�–�É�b�º�Û�Ç�•�µ�¡�†�Ÿ�Õ
�É�³�Õ�M�•�_�c�
0
�X�b  capture �«�¸�î�º�Ó�å�º�[� �L�¡�S�†�Q#Ý�K�r�M��
show capture �¥�Ð�å�»�†�Q#Ý�K�Z�Ÿ�Õ�É�³�Õ�b�¥�å�Ç�•� �×�Þ�î�©�Ù�å�†/²&g
�M�•�\�
�M�m�Z�b�œ�É�©�Ù�å�@  1 /œ�_�r�\�u�}�€�r�M��

circular-buffer >&�õ�–>'�Â�µ�Ç�“�@�8�W�e�8�_�^�W�S�\�A�
�Â�µ�Ç�“�†
›8Œ�?�}�V�i�A�K�r�M��

detail >&�õ�–>'�›�Ã�£�µ�º�_�X�8�Z�
�É�ß�º�¥�Ý�_���†3ã�•/²&g�K�r�M��

dump >&�õ�–>'�¹�î�±  �Ü�å�¡  �º�Û�å�«�Ï�î�º)�#ä�[3?3æ�I�€�S�Ã�£�µ�º�b  16 4
�²�å�É
�†/²&g�K�r�M��

decrypted >&�õ�–>'�Ÿ�•�ì  TCP �¹�î�±�c�
 L2-L4 �Ê�µ�²�î�[�•�É�­�Ý�ì�I�€�
�Ÿ�Õ�É�³�Õ  �š
�å�ª�å�_�|�W�Z�Ÿ�Õ�É�³�Õ�I�€�r�M��

ethernet-type type>&�õ�–>'�Ÿ�Õ�É�³�Õ�M�•�–�î�§�¿�µ�º  �±�–�É�†4E�¥�K�r�M���¹�Ç�›�Ý�º�c  IP �Ã
�£�µ�º�[�M�� 802.1Q �±�–�É�\  VLAN �±�–�É�[�c�[�¥�@$Î#Õ�K�r�M�� 802.1Q �±
�¢�c+¬�·$×�_�«�Ÿ�µ�É�I�€�
!·�œ�_�c
Æ4Š�–�î�§�¿�µ�º  �±�–�É�@�Q#Ý�I�€�r�M��

host ip �Ã�£�µ�º3æ�™
›�Í�«�º�b�"�M�b  IP �”�»�Þ�«�†�æ���K�r�M��
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  capture
interface 
interface_name

�Ã�£�µ�º  �Ÿ�Õ�É�³�Õ�†�Q#Ý�M�•�–�å�±�î�Ç�™�–�«�b�¡�S�†0¿���K�r�M���Ÿ�Õ�É
�³�Õ�M�•�M�m�Z�b�Ã�£�µ�º�b�–�å�±�î�Ç�™�–�«�†0¿���M�•�²0[�@�6�~�r�M��0
�X
�b  capture �¥�Ð�å�»�[� �L�¡�S�†�Q#Ý�K�Z�
0
�X�b�–�å�±�î�Ç�™�–�«�†0¿���[�A
�r�M�� ASA 5500 �©�Ü�î�¬4:�Â�º�­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�b�¹�î�±�É�Þ�î�å
�V�b�Ã�£�µ�º�†�Ÿ�Õ�É�³�Õ�M�•�_�c�
 interface �Ÿ�î�á�î�»�\�\�v�_�–�å�±�î
�Ç�™�–�«�b�¡�S�\�K�Z  asa_dataplane �†�Q#Ý�[�A�r�M��

isakmp >&�õ�–>' ISAKMP �º�Û�Ç�•�µ�¡�†�Ÿ�Õ�É�³�Õ�K�r�M���G�€�c�
�Ð�Ý�³  �¥�å�¸�Ÿ�«
�º  �Ô�î�»�[�c�Q#Ý�[�A�r�O�‡�� ISAKMP �§�È�©�«�¸�Ò�c�
�V�)�™�É�ß�º�¥�Ý�_
�”�¡�­�«�[�A�r�O�‡���G�b�Ÿ�Õ�É�³�Õ�c�
 PCAP �Ã�î�§�î�† 6�S�M�S�u�_"@#.
�™�
 IP �Þ�–�Ö�
�>�|�g  UDP �Þ�–�Ö�†)��s�œ�ƒ�O�S$2���Ÿ�Õ�É�³�Õ�[�M���G�b�Æ
�”  �”�»�Þ�«�c�
 SA �º�n�?�}�v�“�I�€�
 IP �Þ�–�Ö�_�–�Ñ�I�€�r�M��

mask IP �”�»�Þ�«�b�§�È�¿�µ�º  �Ð�«�¡���¿�µ�º�á�î�¡  �Ð�«�¡�†�æ���M�•���œ�_�Q#Ý�M
�•�‰�'�c�
 Cisco IOS �¯�Ç�º�˜�™�”  access-list �¥�Ð�å�»�b�‰�'�\$��^�~�r�M���G
�b�­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�c�
�¿�µ�º�á�î�¡  �Ð�«�¡>&�S�\�<�d�
�¡�Û�«  C 
�Ð�«�¡�b���œ�c  255.255.255.0>'�†�Q#Ý�K�r�M�� Cisco IOS �Ð�«�¡�[�c�
�á�–�Ý
�»�•�î�»  �Å�µ�º>&�S�\�<�d�
 0.0.0.255>'�@�Q#Ý�I�€�r�M��

match prot 5 �±�É�Ý�@�M+´�M�•�Ã�£�µ�º�†�æ���K�
�Ÿ�Õ�É�³�Õ�I�€�•�G�€�}�b�Ã�£�µ�º�b
�Ç�•�Ý�±�Ü�å�¢�†0Á�•�K�r�M�� 1 /œ�_�q�±  3 �G�G�b�Ÿ�î�á�î�»�†�Q#Ý�[�A�r�M��

operator >&�õ�–>'3æ�™
–�r�S�c��
›�[�Q#Ý�I�€�•�Ï�î�º$��•�†!·�œ�K�r�M���Q#Ý�[�A�• ‡
'ì�Ê�c�
���b�\�>�~�[�M��

• lt >8�|�~�`�I�8

• gt>8�|�~�±�A�8

• eq>8'¼�K�8

packet-length 
bytes

>&�õ�–>'�Ÿ�Õ�É�³�Õ  �Â�µ�Ç�“�_�–�Ñ�M�•�›�Ã�£�µ�º�b�q�±�Â�–�º�X�†0¿���K�r
�M��

port >&�õ�–>'�É�ß�º�¥�Ý�†  tcp �r�S�c  udp �_0¿���M�•���œ�
 TCP �Ï�î�º�r�S�c  UDP 
�Ï�î�º�b$��•>&�Z�X>'�?�¡�S�†�æ���K�r�M��

raw-data >&�õ�–>'%T�™�Ã�£�µ�º�>�|�g$Î�™�Ã�£�µ�º�†  1 �X�è�V�b�–�å�±�î�Ç�™�–�«�[�Ÿ�Õ
�É�³�Õ�K�r�M���G�b0¿���c�
�¹�Ç�›�Ý�º�[�M��

real-time �Ÿ�Õ�É�³�Õ�K�S�Ã�£�µ�º�†�Ü�”�Ý�±�–�Ò�[)E)F$×�_/²&g�K�r�M���Ü�”�Ý�±�–�Ò�b
�Ã�£�µ�º  �Ÿ�Õ�É�³�Õ�†)
�¢�M�•�_�c�
 Ctrl+C  �†�²�K�r�M���G�b�œ�É�©�Ù�å�c�

raw-data �Ÿ�Õ�É�³�Õ�>�|�g  asp-drop �Ÿ�Õ�É�³�Õ�_�T�E4:#Ý�I�€�r�M��

tls-proxy >&�õ�–>' 1 �X�è�V�b�–�å�±�î�Ç�™�–�«�[  TLS �É�ß�Ÿ�©�?�}�b�Ÿ�•�ì�I�€�S�–�å�Â
�˜�å�»  �¹�î�±�>�|�g�”�˜�º�Â�˜�å�»  �¹�î�±�†�Ÿ�Õ�É�³�Õ�K�r�M��

trace trace_count >&�õ�–>'�Ã�£�µ�º  �º�Þ�î�«�_���
�>�|�g�Ÿ�Õ�É�³�Õ�M�•�Ã�£�µ�º�X�†�Ÿ�Õ�É�³�Õ
�K�r�M���G�€�c�
�”�¡�­�«  �Ü�«�º�\�\�v�_�Q#Ý�I�€�
�º�Þ�î�«  �Ã�£�µ�º�†�¹�î
�±  �Ã�«�_��
°�K�Z�
�Ã�£�µ�º�@�•���]�>�~�_��#.�I�€�Z�8�•�?�]�:�?�†�8�9�K
�r�M��

type >&�õ�–>'�Ÿ�Õ�É�³�Õ�I�€�•�¹�î�±�b�±�–�É�†�æ���K�r�M��

url  url >&�õ�–>'�¹�î�±�b�Ÿ�Õ�É�³�Õ�b�S�u�_!·�œ�M�•  URL �É�Þ�Ç�•�µ�¡�«�†�æ���K�r
�M���§�î�Â�l�b  HTTP �º�Û�Ç�•�µ�¡�†�Ÿ�Õ�É�³�Õ�M�•�_�c�
 URL �b�g�'�\�K�Z  
http://server/path �†�Q#Ý�K�r�M���§�î�Â�l�b  HTTPS �º�Û�Ç�•�µ�¡�†�Ÿ�Õ�É�³�Õ
�M�•�_�c�
 https://server/path �†�Q#Ý�K�r�M��

user webvpn-user>&�õ�–>' WebVPN �Ÿ�Õ�É�³�Õ�b�Ø�î�¨�¡�†�æ���K�r�M��

webvpn >&�õ�–>'"I���b  WebVPN �K)F�b  WebVPN �¹�î�±�†�Ÿ�Õ�É�³�Õ�K�r�M��
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  capture
�¹�Ç�›�Ý�º �¹�Ç�›�Ý�º�b0¿���c���b�\�>�~�[�M��

• �¹�Ç�›�Ý�º�b  type �c  raw-data �[�M��

• �¹�Ç�›�Ý�º�b  buffer  size �c  512 KB �[�M��

• �¹�Ç�›�Ý�º�b�–�î�§�¿�µ�º  �±�–�É�c  IP �[�M��

• �¹�Ç�›�Ý�º�b  packet-length �c  1518 �Â�–�º�[�M��

�¥�Ð�å�»  �Ô�î�» ���b/²�_�
�¥�Ð�å�»�†
°�Š�[�A�•�Ô�î�»�†&g�K�r�M��

�¥�Ð�å�»�š�T

�Q#Ý�V�b�ž�–�»�Û�–�å �Ã�£�µ�º  �Ÿ�Õ�É�³�Õ�c�
�K)F�b�e8Ÿ�b�º�Û�È�Ý�©�×�î�¸�•�å�¢�r�S�c�Y�B�^�”�¡�¸�•�Å�¸�•�b�Ô�½�±
�Ü�å�¢�†/œ�:�\�A�_�z'g�U�r�M��0
�X�b�Ÿ�Õ�É�³�Õ�†�8�B�[�A�r�M���Ã�£�µ�º  �Ÿ�Õ�É�³�Õ�†/²&g�M�•
�_�c�
 show capture name �¥�Ð�å�»�†�Q#Ý�K�r�M���Ÿ�Õ�É�³�Õ�†�Ç�“�–�Ý�_�–�Ñ�M�•�_�c�
 copy 
capture �¥�Ð�å�»�†�Q#Ý�K�r�M���Ã�£�µ�º  �Ÿ�Õ�É�³�Õ�_���†  Web �È�Û�˜�¨�[/²&g�M�•�_�c�
 https:// �­
�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�« -ip-address/admin/capture/capture_name[/pcap] �¥�Ð�å�»�†�Q#Ý�K�r�M��
�œ�É�©�Ù�å�b  pcap �Ÿ�î�á�î�»�†�æ���M�•�\�
 libpcap �g�'�b�Ç�“�–�Ý�@  Web �È�Û�˜�¨�_�²�˜�å�ß�î�»
�I�€�
 Web �È�Û�˜�¨�†�Q#Ý�K�Z�G�b�Ç�“�–�Ý�†�–�Ñ�[�A�r�M  >&libcap �Ç�“�–�Ý�c�
 TCPDUMP �r�S�c  
Ethereal �[/²&g�[�A�r�M>' ��

�Â�µ�Ç�“�b
Æ���†  TFTP �§�î�Â�_  ASCII �g�'�[�¥�Æ�î�M�•���œ�
�Ã�£�µ�º�b0ò(ý�>�|�g  16 4
�²�å�É�c
/²&g�I�€�N�
�Ê�µ�²�î�T�E�@/²&g�I�€�r�M��0ò(ý�>�|�g  16 4
�²�å�É�†/²&g�M�•�_�c�
�Â�µ�Ç�“�†  
PCAP �g�'�[3?3æ�K�
 TCPDUMP �r�S�c  Ethereal �[1��s�v�•�²0[�@�6�~�r�M��

>&�@>' WebVPN �Ÿ�Õ�É�³�Õ�†�–�¿�î�È�Ý�_�M�•�\�
�­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�b�Ã�Ç�›�î�Ð�å�«�_�s8j�K
�r�M���º�Û�È�Ý�©�×�î�¸�•�å�¢�_�²0[�^�Ÿ�Õ�É�³�Õ  �Ç�“�–�Ý�†#Õ�B�K�S�‹�
�²�N�Ÿ�Õ�É�³�Õ�†�¹�•
�­�î�È�Ý�_�K�Z�C�T�I�8��

�¥�Ð�å�»  �Ô�î�»

�Ç�“�–�”�˜�›�î�Ý  �Ô�î�» �­�Ÿ�×�Ü�¸�•  �¥�å�¸�Ÿ�«�º

�Ý�î�¸�µ�» 3ñ4# �©�å�¢�Ý

�Ð�Ý�³

�¥�å�¸�Ÿ�«
�º �©�«�¸�Ò

"I�’  EXEC • • • • •

�Ü�Ü�î�« �š�f
Æ��

6.2(1) �G�b�¥�Ð�å�»�@�_
°�I�€�r�K�S��

7.0(1) �Ÿ�î�á�î�»  type asp-drop�
 type isakmp�
 type raw-data�
�>�|�g  type 
webvpn �†�µ�t�|�:�_�š�f�I�€�r�K�S��

7.0(8) �­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�@�»�ß�µ�É�M�•�Ã�£�µ�º�†�M�m�Z�Ÿ�Õ�É�³�Õ
�M�•�|�:�_�
 all �œ�É�©�Ù�å�@3ã�•�I�€�r�K�S��

7.2(1) �œ�É�©�Ù�å trace trace_count�
 match prot�
 real-time�
 host ip�
 any�

mask�
�>�|�g  operator �†�µ�t�|�:�_�š�f�I�€�r�K�S��

8.0(2) �Ÿ�Õ�É�³�Õ�K�S
Æ���_�Ã�«�†�f�‚�M�•�|�:�_�š�f�I�€�r�K�S��

8.0(4) �Ÿ�î�á�î�»  type decrypted �†�µ�t�|�:�_�š�f�I�€�r�K�S��
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'¨  5 'v       cache �¥�Ð�å�»>|  clear compression �¥�Ð�å�»
  capture
�œ�É�©�Ù�å�b�Ÿ�î�á�î�»�†�æ���O�N�_  no capture �†
°�Š�M�•�\�
�Ÿ�Õ�É�³�Õ�@�P7V�I�€�r�M���œ�É
�©�Ù�å�b  access-list �Ÿ�î�á�î�»�†�æ���M�•�\�
�G�b�”�¡�­�«  �Ü�«�º�@�Ÿ�Õ�É�³�Õ�?�}�P7V�I�€�
�Ÿ�Õ
�É�³�Õ�c�–�â�I�€�r�M�� interface �Ÿ�î�á�î�»�†�æ���M�•�\�
�æ���K�S�–�å�±�î�Ç�™�–�«�?�}�Ÿ�Õ�É
�³�Õ�@�(7³�I�€�
�Ÿ�Õ�É�³�Õ�c�–�â�I�€�r�M���Ÿ�Õ�É�³�Õ+¬�/�†�¡�Ü�”�K�^�8���œ�c�
 no capture �¥
�Ð�å�»�†�œ�É�©�Ù�å�b  access-list �Ÿ�î�á�î�»�r�S�c  interface �Ÿ�î�á�î�»�b�8�N�€�?�†�æ���K�Z
°�Š�K
�r�M��

�Ü�”�Ý�±�–�Ò/²&g�b4
/œ�p�_�c�
�Ÿ�Õ�É�³�Õ�_6õ�M�•�6�}�z�•�ï�8�†��/œ�[�A�r�O�‡���*3ÿ�b�¥�å�¯�î
�Ý�K)F�[  real-time �Ÿ�î�á�î�»�†�Q#Ý�M�•�\�
�Ã�Ç�›�î�Ð�å�«�@*ƒ�Ö�I�€�Z�
�¨�X�b�Ã�£�µ�º�@8�/²&g
�_�^�•���œ�@�6�~�r�M���Â�µ�Ç�“�b�[���b�D7H�c�
 1000 �Ã�£�µ�º�[�M���Â�µ�Ç�“�@�8�W�e�8�_�^�•�\�

�•�˜�å�±�c�Ÿ�Õ�É�³�Õ�K�S�Ã�£�µ�º�[)T�â�I�€�r�M���9�b�­�µ�©�Ù�å�†6ä�C���œ�
 no capture 
real-time �¥�Ð�å�»�†
°�Š�K�Z�
�Ü�”�Ý�±�–�Ò/²&g�†�¹�•�­�î�È�Ý�_�[�A�r�M��

>&�@>' capture �¥�Ð�å�»�c�
�¥�å�Ç�•� �×�Þ�î�©�Ù�å�_�c�–�Ñ�I�€�r�O�‡���r�S�
�Ç�™�î�Ý�œ�î�Â�î�ì�_�«�±
�å�Â�–  �Ø�½�µ�º�_�¥�Æ�î�I�€�r�O�‡��

�[ �Ã�£�µ�º�†�Ÿ�Õ�É�³�Õ�M�•�_�c�
���b�¥�Ð�å�»�†
°�Š�K�r�M��

hostname# capture captest interface inside
hostname#  capture captest interface outside

Web �È�Û�˜�¨�V�[�
$Î/œ�I�€�S  capture �¥�Ð�å�»�b
Æ��>&�� captest���\�8�:�¡�S>'�c�
���b���d�_/²&g
�[�A�r�M��

https://171.69.38.95/admin/capture/captest

libpcap �Ç�“�–�Ý>& Web �È�Û�˜�¨�@�Q#Ý>'�†�ß�î�•�Ý  �Ð�©�å�_�²�˜�å�ß�î�»�M�•�_�c�
���b�¥�Ð�å�»�†

°�Š�K�r�M��

https://171.69.38.95/capture/http/pcap

���_�
�¥4Š�Í�«�º  171.71.69.234 �?�}
Æ4Š HTTP �§�î�Â�_�º�Û�Ç�•�µ�¡�@�Ÿ�Õ�É�³�Õ�I�€�•�[�†&g�K�r
�M��

hostname# access-list http permit tcp host 10.120.56.15 eq http host 171.71.69.234
hostname# access-list http permit tcp host 171.71.69.234 host 10.120.56.15 eq http
hostname# capture http access-list http packet-length 74 interface inside

���_�
 ARP �Ã�£�µ�º�†�Ÿ�Õ�É�³�Õ�M�•�[�†&g�K�r�M��

hostname# capture arp ethernet-type arp interface outside

���_�
 5 �X�b�º�Þ�î�«  �Ã�£�µ�º�†�¹�î�±  �«�º�Ü�î�Ò�_��
°�M�•�[�†&g�K�r�M���G�G�[�
 access-list 101 
�c�
 TCP �É�ß�º�¥�Ý  FTP �\�M+´�M�•�º�Û�Ç�•�µ�¡�†��*O�K�r�M��

hostname#  capture ftptrace interface outside access-list 101 trace 5

�º�Þ�î�«�I�€�S�Ã�£�µ�º�>�|�g�Ã�£�µ�º��#.�_6õ�M�•�_���†�ƒ�?�~�x�M�C/²&g�M�•�_�c�
 show 
capture ftptrace �¥�Ð�å�»�†�Q#Ý�K�r�M��

���_�
�Ÿ�Õ�É�³�Õ�K�S�Ã�£�µ�º�†�Ü�”�Ý�±�–�Ò�[/²&g�M�•�[�†&g�K�r�M��

hostname# capture test interface outside real-time
Warning: Using this option with a slow console connection may result in an excess amount 
of non-displayed packets due to performance limitations.
Use ctrl-c to terminate real-time capture.

10 packets displayed
12 packets not displayed due to performance limitations
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6õ4��¥�Ð�å�» �¥�Ð�å�» 1��Â

clear capture �Ÿ�Õ�É�³�Õ  �Â�µ�Ç�“�†�¡�Ü�”�K�r�M��

copy capture �Ÿ�Õ�É�³�Õ  �Ç�“�–�Ý�†�§�î�Â�_�¥�Æ�î�K�r�M��

show capture �œ�É�©�Ù�å�@�æ���I�€�Z�8�^�8���œ�c�
�Ÿ�Õ�É�³�Õ  �¥�å�Ç�•� �×�Þ�î�©�Ù
�å�†/²&g�K�r�M��
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  cd
cd
#'�~�b�8���¹�•�Þ�¡�º�Ü�?�}�æ���K�S�¹�•�Þ�¡�º�Ü�_�š�f�M�•�_�c�
"I�’  EXEC �Ô�î�»�[  cd �¥�Ð�å�»
�†�Q#Ý�K�r�M��

cd [disk0: | disk1: | flash:] [path]

�S�e�b1��Â

�¹�Ç�›�Ý�º �¹�•�Þ�¡�º�Ü�†�æ���K�^�8�\�
�Ý�î�º  �¹�•�Þ�¡�º�Ü�_&ã�·�K�r�M��

�¥�Ð�å�»  �Ô�î�» ���b/²�_�
�¥�Ð�å�»�†
°�Š�[�A�•�Ô�î�»�†&g�K�r�M��

�¥�Ð�å�»�š�T

�[ ���_�
 �� config���¹�•�Þ�¡�º�Ü�_&ã�·�M�•�[�†&g�K�r�M��

hostname# cd flash:/config/

6õ4��¥�Ð�å�»

disk0: 
Æ4Š�Ç�Û�µ�©�× �Ó�Ô�Ü�†�æ���K�
)F�E�Z�¥�ß�å�†
°�Š�K�r�M��

disk1: �v�~�¥�K�•+��^�¥4Š�Ç�Û�µ�©�×  �Ó�Ô�Ü �•�î�»�†�æ���K�
)F�E�Z�¥�ß�å�†
°�Š�K�r
�M��

flash: 
Æ4Š�Ç�Û�µ�©�× �Ó�Ô�Ü�†�æ���K�
)F�E�Z�¥�ß�å�†
°�Š�K�r�M�� ASA 5500 �©�Ü�î
�¬�[�c�
 flash �Ÿ�î�á�î�»�c  disk0 �b�š�–�Ü�”�«�[�M��

path >&�õ�–>'&ã�·
›�¹�•�Þ�¡�º�Ü�b)/�P�Ã�«��

�¥�Ð�å�»  �Ô�î�»

�Ç�“�–�”�˜�›�î�Ý  �Ô�î�» �­�Ÿ�×�Ü�¸�•  �¥�å�¸�Ÿ�«�º

�Ý�î�¸�µ�» 3ñ4# �©�å�¢�Ý

�Ð�Ý�³

�¥�å�¸�Ÿ�«
�º �©�«�¸�Ò

"I�’  EXEC • • • — •

�Ü�Ü�î�« �š�f
Æ��

7.0(1) �G�b�¥�Ð�å�»�@�_
°�I�€�r�K�S��

�¥�Ð�å�» 1��Â

pwd #'�~�b�8���¹�•�Þ�¡�º�Ü�†/²&g�K�r�M��
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  cdp-url
cdp-url
�ß�î�•�Ý  CA �_�|�W�Z$Î/œ�I�€�S0É�Â�i�_�µ�u�•  CDP �†�æ���M�•�_�c�
 CA �§�î�Â  �¥�å�Ç�•� �×�Þ�î
�©�Ù�å  �Ô�î�»�[  cdp-url �¥�Ð�å�»�†�Q#Ý�K�r�M���¹�Ç�›�Ý�º�b  CDP �_�`�M�_�c�
�G�b�¥�Ð�å�»�b  no 
�g�'�†�Q#Ý�K�r�M��

[no] cdp-url  url

�S�e�b1��Â

�¹�Ç�›�Ý�º �¹�Ç�›�Ý�º�b  CDP URL �c�
�ß�î�•�Ý  CA �@�µ�r�€�•�­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�b  CDP URL �[�M��
�¹�Ç�›�Ý�º�b  URL �b�g�'�c�
 http://hostname.domain/+CSCOCA+/asa_ca.crl �[�M��

�¥�Ð�å�»  �Ô�î�» ���b/²�_�
�¥�Ð�å�»�†
°�Š�[�A�•�Ô�î�»�†&g�K�r�M��

�¥�Ð�å�»�š�T

�Q#Ý�V�b�ž�–�»�Û�–�å CDP �c�
$Î/œ�I�€�S0É�Â�i�_�µ�u�•�G�\�@�[�A�•�Ñ�G�[�6�~�
0É�Â�i�b�»� �«�¸�î�±�«�†�è0É
��@�v
�“�[�A�•���d�†�æ���[�A�r�M���M�Ø�_0¿���[�A�•  CDP �c  1 �X�T�E�[�M��

>&�@>' CDP URL �@�æ���I�€�S���œ�
'ö#.*…�c�Q�b���d�?�}#'�~�b  CRL �_�”�¡�­�«�[�A�•�|�:�_'ö#.�M�•�²
0[�@�6�~�r�M��

�[ ���_�
�ß�î�•�Ý  CA �§�î�Â�@$Î/œ�K�S0É�Â�i�_�P�K�Z�
 10.10.10.12 �b  CDP �†0¿���M�•�[�†&g�K�r�M��

hostname(config)# crypto ca server
hostname(config-ca-server)# cdp-url http://10.10.10.12/ca/crl
hostname(config-ca-server)# 

url �ß�î�•�Ý  CA �_�|�W�Z$Î/œ�I�€�S0É�Â�i�b�»� �«�¸�î�±�«�†�è0É
��@�v�“
�M�•  URL �†�æ���K�r�M�� URL �c�
,e�X�Ð  500 �e�Ð�• 6�[�6�•�²0[�@�6�~
�r�M��

�¥�Ð�å�»  �Ô�î�»

�Ç�“�–�”�˜�›�î�Ý  �Ô�î�» �­�Ÿ�×�Ü�¸�•  �¥�å�¸�Ÿ�«�º

�Ý�î�¸�µ�» 3ñ4# �©�å�¢�Ý

�Ð�Ý�³

�¥�å�¸�Ÿ�«
�º �©�«�¸�Ò

CA �§�î�Â  �¥�å�Ç�•� �×�Þ�î
�©�Ù�å

• — • — —

�Ü�Ü�î�« �š�f
Æ��
8.0(2) �G�b�¥�Ð�å�»�@�_
°�I�€�r�K�S��
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  cdp-url
6õ4��¥�Ð�å�» �¥�Ð�å�» 1��Â

crypto ca server CA �§�î�Â  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ô�î�»�b  CLI �¥�Ð�å�»  �­�µ�º�_�”�¡
�­�«�[�A�•�|�:�_�K�r�M���G�€�}�b�¥�Ð�å�»�†�Q#Ý�M�•�G�\�[�
�ß�î�•�Ý  
CA �†0¿���>�|�g'ö#.�[�A�r�M��

crypto ca server crl issue CRL �†�I�D$×�_$Î/œ�K�r�M��

crypto ca server revoke 0É�Â�i�¹�î�±�Ë�î�«�>�|�g  CRL �[�
�ß�î�•�Ý  CA �§�î�Â�_�|�W�Z$Î/œ�I
�€�S0É�Â�i�†�»� �\�Ð�î�¡�K�r�M��

crypto ca server unrevoke�ß�î�•�Ý  CA �§�î�Â�_�|�W�Z$Î/œ�I�€�
�è�S�_�»� �K�S0É�Â�i�b�»� �†�v
�~�˜�K�r�M��

lifetime crl 0É�Â�i�»� �Ü�«�º�b�Û�–�Ç�±�–�Ò�†�æ���K�r�M��
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  certificate
certificate
�æ���K�S0É�Â�i�†3ã�•�M�•�_�c�
�¡�Ü�É�º  CA 0É�Â�i�³�™�î�å  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ô�î�»�[  
certificate �¥�Ð�å�»�†�Q#Ý�K�r�M���G�b�¥�Ð�å�»�†$Î/œ�M�•���œ�
�­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�c�

�¥�Ð�å�»�_�µ�r�€�Z�8�•�¹�î�±�†  16 4
�g�'�b0É�Â�i�\�K�Z0Ž5��K�r�M�� quit  �«�º�Ü�å�¢�c�
0É�Â�i�b
�Ž�•�†&g�K�r�M��0É�Â�i�†�P7V�M�•�_�c�
�G�b�¥�Ð�å�»�b  no �g�'�†�Q#Ý�K�r�M��

certificate [ca | ra-encrypt | ra-sign | ra-general] certificate-serial-number

no certificate certificate-serial-number

�S�e�b1��Â

�¹�Ç�›�Ý�º �¹�Ç�›�Ý�º�b�·�8�x�Í�c�6�~�r�O�‡��

�¥�Ð�å�»  �Ô�î�» ���b/²�_�
�¥�Ð�å�»�†
°�Š�[�A�•�Ô�î�»�†&g�K�r�M��

�¥�Ð�å�»�š�T

�Q#Ý�V�b�ž�–�»�Û�–�å CA �c�
�Ó�µ�­�î�ª�/�•�ì�b�S�u�b�­�Ÿ�×�Ü�¸�•  �¡�Þ�¹�å�©�Õ�Ý�>�|�g
¶6ä�Ÿ�î�b$Î/œ�>�|�g'ö#.�†/œ
�:�¿�µ�º�á�î�¡
Æ�b)�)Ê�[�M��
¶6ä�Ÿ�î  �–�å�Ç�Û�«�º�Û�¡�³�Õ�b�M4Š�[�6�•  CA �[�c�
 RA �\4�� �K
�Z�
�¹�ª�±�Ý0É�Â�i�b0[�Ó*…�?�}�v�“�K�S�_���†&�1��K�r�M�� RA �@0[�Ó*…�b�_���†&�1��M�•�\�
 CA 
�?�}0É�Â�i�@$Î/œ�I�€�r�M��

�[ ���_�
�©�Ü�”�Ý$��•  29573D5FF010FE25B45 �b  CA 0É�Â�i�†3ã�•�M�•�[�†&g�K�r�M��

hostname(config)# crypto ca trustpoint central
hostname(ca-trustpoint)# crypto ca certificate chain central 
hostname(ca-cert-chain)# certificate ca 29573D5FF010FE25B45
  30820345 308202EF A0030201 02021029 572A3FF2 96EF854F D0D6732F E25B4530

certificate-serial-number 0É�Â�i�b�©�Ü�”�Ý$��•�†  quit �[)
�ƒ�•  16 4
�g�'�[�æ���K�r�M��

ca 0É�Â�i�@ CA $Î/œ�b0É�Â�i�[�6�•�G�\�†&g�K�r�M��

ra-encrypt 0É�Â�i�@ SCEP �[�Q#Ý�I�€�•  RA �Ÿ�î�/�•�ì0É�Â�i�[�6�•�G�\�†&g�K�r
�M��

ra-general 0É�Â�i�@ SCEP �Ó�µ�­�î�ª�å�¢�b�¹�ª�±�Ý*+�¡�>�|�g�Ÿ�î�/�•�ì�_�Q#Ý
�I�€�•  RA 0É�Â�i�[�6�•�G�\�†&g�K�r�M��

ra-sign 0É�Â�i�@ SCEP �Ó�µ�­�î�ª�å�¢�[�Q#Ý�I�€�•  RA �¹�ª�±�Ý*+�¡0É�Â�i�[
�6�•�G�\�†&g�K�r�M��

�¥�Ð�å�»  �Ô�î�»

�Ç�“�–�”�˜�›�î�Ý  �Ô�î�» �­�Ÿ�×�Ü�¸�•  �¥�å�¸�Ÿ�«�º

�Ý�î�¸�µ�» 3ñ4# �©�å�¢�Ý

�Ð�Ý�³

�¥�å�¸�Ÿ�«
�º �©�«�¸�Ò

�¡�Ü�É�º  CA 0É�Â�i�³�™�î�å  �¥
�å�Ç�•� �×�Þ�î�©�Ù�å

• • • • •

�Ü�Ü�î�« �š�f
Æ��
7.0(1) �G�b�¥�Ð�å�»�@�_
°�I�€�r�K�S��
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'¨  5 'v       cache �¥�Ð�å�»>|  clear compression �¥�Ð�å�»
  certificate
  0D06092A 864886F7 0D010105 05003081 8F311630 1406092A 864886F7 0D010901
  16076140 622E636F 6D310B30 09060355 04061302 55533116 30140603 55040813
  0D6D6173 73616368 75736574 74733111 300F0603 55040713 08667261 6E6B6C69
  6E310E30 0C060355 040A1305 63697363 6F310F30 0D060355 040B1306 726F6F74
  6F75311C 301A0603 55040313 136D732D 726F6F74 2D736861 2D30362D 32303031
  301E170D 30313036 32363134 31313430 5A170D32 32303630 34313430 3133305A
  30818F31 16301406 092A8648 86F70D01 09011607 6140622E 636F6D31 0B300906
  03550406 13025553 31163014 06035504 08130D6D 61737361 63687573 65747473
  3111300F 06035504 07130866 72616E6B 6C696E31 0E300C06 0355040A 13056369
  73636F31 0F300D06 0355040B 1306726F 6F746F75 311C301A 06035504 0313136D
  732D726F 6F742D73 68612D30 362D3230 3031305C 300D0609 2A864886 F70D0101
  01050003 4B003048 024100AA 3EB9859B 8670A6FB 5E7D2223 5C11BCFE 48E6D3A8
  181643ED CF7E75EE E77D83DF 26E51876 97D8281E 9F58E4B0 353FDA41 29FC791B
  1E14219C 847D19F4 A51B7B02 03010001 A3820123 3082011F 300B0603 551D0F04
  04030201 C6300F06 03551D13 0101FF04 05300301 01FF301D 0603551D 0E041604
  14E0D412 3ACC96C2 FBF651F3 3F66C0CE A62AB63B 323081CD 0603551D 1F0481C5
  3081C230 3EA03CA0 3A86386C 6461703A 2F2F7732 6B616476 616E6365 64737276
  2F436572 74456E72 6F6C6C2F 6D732D72 6F6F742D 7368612D 30362D32 3030312E
  63726C30 3EA03CA0 3A863868 7474703A 2F2F7732 6B616476 616E6365 64737276
  2F436572 74456E72 6F6C6C2F 6D732D72 6F6F742D 7368612D 30362D32 3030312E
  63726C30 40A03EA0 3C863A66 696C653A 2F2F5C5C 77326B61 6476616E 63656473
  72765C43 65727445 6E726F6C 6C5C6D73 2D726F6F 742D7368 612D3036 2D323030
  312E6372 6C301006 092B0601 04018237 15010403 02010130 0D06092A 864886F7
  0D010105 05000341 0056221E 03F377B9 E6900BF7 BCB3568E ADBA146F 3B8A71F3
  DF9EB96C BB1873B2 B6268B7C 0229D8D0 FFB40433 C8B3CB41 0E4D212B 2AEECD77
  BEA3C1FE 5EE2AB6D 91
  quit

6õ4��¥�Ð�å�» �¥�Ð�å�» 1��Â

clear configure crypto map �M�m�Z�b�¡�Ü�É�º  �Ð�µ�É�b�M�m�Z�b�¥�å�Ç�•� �×�Þ�î�©�Ù
�å�†�¡�Ü�”�K�r�M��

show running-config crypto map �¡�Ü�É�º  �Ð�µ�É�b0¿��
Æ���†/²&g�K�r�M��

crypto ca certificate chain 0É�Â�i�¡�Ü�É�º  CA 0É�Â�i�³�™�î�å  �Ô�î�»�†6ä���K�r�M��

crypto ca trustpoint CA �º�Û�«�º�Ï�–�å�º  �Ô�î�»�†6ä���K�r�M��

show running-config crypto map �M�m�Z�b�¡�Ü�É�º  �Ð�µ�É�b�M�m�Z�b�¥�å�Ç�•� �×�Þ�î�©�Ù
�å�†/²&g�K�r�M��
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  certificate-group-map
certificate-group-map
0É�Â�i�Ð�µ�É�b�Ý�î�Ý  �š�å�º�Ü�†�º�å�¿�Ý  �¢�Ý�î�É�_6õ4��Ü�E�•�_�c�
 webvpn �¥�å�Ç�•� �×�Þ�î
�©�Ù�å  �Ô�î�»�[  certificate-group-map �¥�Ð�å�»�†�Q#Ý�K�r�M��#'�~�b�º�å�¿�Ý  �¢�Ý�î�É  �Ð�µ�É�b6õ
4��Ü�E�†�¡�Ü�”�M�•�_�c�
�G�b�¥�Ð�å�»�b  no �g�'�†�Q#Ý�K�r�M��

certificate-group-map certificate_map_name index tunnel_group_name

no certificate-group-map

�S�e�b1��Â

�¹�Ç�›�Ý�º �G�b�¥�Ð�å�»�c�
�¹�Ç�›�Ý�º�[�¹�•�­�î�È�Ý�_�^�W�Z�8�r�M��

�¥�Ð�å�»  �Ô�î�» ���b/²�_�
�¥�Ð�å�»�†
°�Š�[�A�•�Ô�î�»�†&g�K�r�M��

�¥�Ð�å�»�š�T

�Q#Ý�V�b�ž�–�»�Û�–�å certificate-group-map �¥�Ð�å�»�@�w� �^"g�Â�[�
 WebVPN �¡�Û�–�”�å�º�?�}�w�™�K�S0É�Â�i�@�Ð�µ�É  
�š�å�º�Ü�_�P�Â�M�•���œ�
)��Ý�\�K�Z�“�}�€�•�º�å�¿�Ý  �¢�Ý�î�É�c�
�K)F�_6õ4��Ü�E�}�€�
�Ø�î�¨�@
4E�¥�K�S�º�å�¿�Ý  �¢�Ý�î�É�†�V�i�A�K�r�M��

certificate-group-map �¥�Ð�å�»�b0
�X�b�–�å�«�±�å�«�†�Q#Ý�M�•�\�
0
�X�b�Ð�µ�Æ�å�¢�@�•+��[�M��

�[ ���_�
 tgl �\�8�:�¡�S�b�º�å�¿�Ý  �¢�Ý�î�É�_�Ý�î�Ý  6 �†6õ4��Ü�E�•�[�†&g�K�r�M��

hostname(config)# webvpn

hostname(config-webvpn)# certificate-group-map map1 6 tg1
hostname(config-webvpn)#

certificate_map_name 0É�Â�i�Ð�µ�É�b�¡�S��

index 0É�Â�i�Ð�µ�É�b�Ð�µ�É  �š�å�º�Ü�b�X�Í1‘�9�Ê�� index �b�Í�b(
�V�c�

1 >|  65535 �[�M��

tunnel_group_name �Ð�µ�É  �š�å�º�Ü�@0É�Â�i�\�M+´�M�•���œ�_4E�¥�I�€�•�º�å�¿�Ý  �¢
�Ý�î�É�b�¡�S�� tunnel-group name �c�M�[�_�Ñ�~�K�Z�8�•�²0[�@�6�~
�r�M��

�¥�Ð�å�»  �Ô�î�»

�Ç�“�–�”�˜�›�î�Ý  �Ô�î�» �­�Ÿ�×�Ü�¸�•  �¥�å�¸�Ÿ�«�º

�Ý�î�¸�µ�» 3ñ4# �©�å�¢�Ý

�Ð�Ý�³

�¥�å�¸�Ÿ�«
�º �©�«�¸�Ò

webvpn �¥�å�Ç�•� �×�Þ�î�©�Ù
�å

• — • — —

�Ü�Ü�î�« �š�f
Æ��

8.0(2) �G�b�¥�Ð�å�»�@�_
°�I�€�r�K�S��
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  certificate-group-map
6õ4��¥�Ð�å�» �¥�Ð�å�» 1��Â

crypto ca certificate map 0É�Â�i�b$Î/œ*…�¡�\�§�È�ª�™�¡�º  Distinguished Name>&DN; 1���*…
�¡>'�_�ö�Y�8�Z�
�Ý�î�Ý�†0¿���M�•�S�u�_  CA 0É�Â�i�Ð�µ�É  �¥�å�Ç�•
� �×�Þ�î�©�Ù�å  �Ô�î�»�†6ä���K�r�M��

tunnel-group-map 0É�Â�i�Ë�î�«�b  IKE �­�µ�©�Ù�å�†�º�å�¿�Ý  �¢�Ý�î�É�_�Ð�µ�É�M�•�\�A
�b�Ï�Ü�©�î�>�|�g�Ý�î�Ý�†0¿���K�r�M��
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  chain
chain
0É�Â�i�³�™�î�å�b3æ�™�†�–�¿�î�È�Ý�_�M�•�_�c�
 �º�å�¿�Ý  �¢�Ý�î�É  ipsec �“�ö�¥�å�Ç�•� �×�Þ�î�©�Ù�å  
�Ô�î�»�[  chain �¥�Ð�å�»�†�Q#Ý�K�r�M���G�b�”�¡�©�Ù�å�_�c�
�Ý�î�º0É�Â�i�>�|�g3æ�™
Æ�b�M�m�Z�b�W
�)  CA 0É�Â�i�@�µ�r�€�r�M���G�b�¥�Ð�å�»�†�¹�Ç�›�Ý�º�_�`�M�_�c�
�G�b�¥�Ð�å�»�b  no �g�'�†�Q#Ý�K
�r�M��

chain

no chain 

�S�e�b1��Â �G�b�¥�Ð�å�»�_�c�,�X�r�S�c�Ÿ�î�á�î�»�c�6�~�r�O�‡��

�¹�Ç�›�Ý�º �G�b�¥�Ð�å�»�b�¹�Ç�›�Ý�º0¿���c�
�¹�•�­�î�È�Ý�[�M��

�¥�Ð�å�»  �Ô�î�» ���b/²�_�
�¥�Ð�å�»�†
°�Š�[�A�•�Ô�î�»�†&g�K�r�M��

�¥�Ð�å�»�š�T

�Q#Ý�V�b�ž�–�»�Û�–�å �G�b�“�ö�c�
�M�m�Z�b  IPSec �º�å�¿�Ý  �¢�Ý�î�É  �±�–�É�_4:#Ý�[�A�r�M��

�[ ���_�
�º�å�¿�Ý  �¢�Ý�î�É  ipsec �“�ö�¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ô�î�»�†6ä���K�
 IPSec LAN-to-LAN �º
�å�¿�Ý  �¢�Ý�î�É�b�³�™�î�å�†  IP �”�»�Þ�«  209.165.200.225 �[3æ�™�M�•�G�\�†�–�¿�î�È�Ý�_�M�•�[�†&g
�K�r�M���G�b�”�¡�©�Ù�å�_�c�
�Ý�î�º0É�Â�i�>�|�g�M�m�Z�b�W�)  CA 0É�Â�i�@�µ�r�€�r�M��

hostname(config)# tunnel-group 209.165.200.225 type IPSec_L2L
hostname(config)# tunnel-group 209.165.200.225 ipsec-attributes
hostname(config-tunnel-ipsec)# chain
hostname(config-tunnel-ipsec)# 

�¥�Ð�å�»  �Ô�î�»

�Ç�“�–�”�˜�›�î�Ý  �Ô�î�» �­�Ÿ�×�Ü�¸�•  �¥�å�¸�Ÿ�«�º

�Ý�î�¸�µ�» 3ñ4# �©�å�¢�Ý

�Ð�Ý�³

�¥�å�¸�Ÿ�«
�º �©�«�¸�Ò

�º�å�¿�Ý  �¢�Ý�î�É  ipsec �“�ö�¥
�å�Ç�•� �×�Þ�î�©�Ù�å

• — • — —

�Ü�Ü�î�« �š�f
Æ��

7.0(1) �G�b�¥�Ð�å�»�@�_
°�I�€�r�K�S��
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  chain
6õ4��¥�Ð�å�» �¥�Ð�å�» 1��Â

clear-configure tunnel-group 0¿���I�€�Z�8�•�M�m�Z�b�º�å�¿�Ý  �¢�Ý�î�É�†�¡�Ü�”�K�r�M��

show running-config tunnel-group #'�~�b�º�å�¿�Ý  �¢�Ý�î�É  �¥�å�Ç�•� �×�Þ�î�©�Ù�å�†/²&g�K
�r�M��

tunnel-group ipsec-attributes �G�b�¢�Ý�î�É�b�º�å�¿�Ý  �¢�Ý�î�É  ipsec �“�ö�†0¿���K�r�M��
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changeto
�­�Ÿ�×�Ü�¸�•  �¥�å�¸�Ÿ�«�º�\�©�«�¸�Ò�b6ë�[�)�~�p�<�†/œ�:�_�c�
"I�’  EXEC �Ô�î�»�[  changeto �¥
�Ð�å�»�†�Q#Ý�K�r�M��

changeto { system | context name}

�S�e�b1��Â

�¹�Ç�›�Ý�º �¹�Ç�›�Ý�º�b�·�8�x�Í�c�6�~�r�O�‡��

�¥�Ð�å�»  �Ô�î�» ���b/²�_�
�¥�Ð�å�»�†
°�Š�[�A�•�Ô�î�»�†&g�K�r�M��

�¥�Ð�å�»�š�T

�Q#Ý�V�b�ž�–�»�Û�–�å �©�«�¸�Ò��/œ�«�Ì�î�«�r�S�c'ö#.�¥�å�¸�Ÿ�«�º�_�ß�¢�–�å�K�Z�8�•���œ�
�¥�å�¸�Ÿ�«�º6ë�[�)�~�p�<�†
/œ�:�G�\�@�[�A�
�›�¥�å�¸�Ÿ�«�º
Æ�[�¥�å�Ç�•� �×�Þ�î�©�Ù�å�>�|�g�±�«�¡�b�Ô�½�±�Ü�å�¢�†��/œ�[�A
�r�M���¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ô�î�»�[�b)…7Ÿ�r�S�c  copy �¥�Ð�å�»�6�•�8�c  write  �¥�Ð�å�»�[�Q#Ý�I
�€�•����/œ���¥�å�Ç�•� �×�Þ�î�©�Ù�å�c�
�ß�¢�–�å�K�Z�8�•��/œ�«�Ì�î�«�_�|�W�Z$��^�~�r�M���©�«�¸
�Ò��/œ�«�Ì�î�«�_�ß�¢�–�å�K�Z�8�•���œ�
��/œ�¥�å�Ç�•� �×�Þ�î�©�Ù�å�c�
�©�«�¸�Ò  �¥�å�Ç�•� �×
�Þ�î�©�Ù�å�b�s�[�S�B�I�€�r�M���¥�å�¸�Ÿ�«�º��/œ�«�Ì�î�«�_�ß�¢�–�å�K�Z�8�•���œ�
��/œ�¥�å�Ç�•
� �×�Þ�î�©�Ù�å�c�
�G�b�¥�å�¸�Ÿ�«�º�b�s�[�S�B�I�€�r�M���S�\�<�d�
 show running-config �¥�Ð�å�»
�†
°�Š�K�Z�v�
�M�m�Z�b��/œ�¥�å�Ç�•� �×�Þ�î�©�Ù�å>&�©�«�¸�Ò�>�|�g�M�m�Z�b�¥�å�¸�Ÿ�«�º>'�†/²&g
�M�•�G�\�c�[�A�r�O�‡��#'�~�b�¥�å�Ç�•� �×�Þ�î�©�Ù�å�T�E�@/²&g�I�€�r�M��

�[ ���_�
"I�’  EXEC �Ô�î�»�[�¥�å�¸�Ÿ�«�º�\�©�«�¸�Ò�b6ë�[�)�~�p�<�†/œ�:�[�†&g�K�r�M��

hostname/admin# changeto system
hostname# changeto context customerA
hostname/customerA#

���_�
�–�å�±�î�Ç�™�–�«  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ô�î�»�[�©�«�¸�Ò�\'ö#.�¥�å�¸�Ÿ�«�º�b6ë�[�)�~�p
�<�†/œ�:�[�†&g�K�r�M����/œ�«�Ì�î�«6ë�[�)�~�p�<�†/œ�:�\�A�_�¥�å�Ç�•� �×�Þ�î�©�Ù�å  �§�È�Ô�î�»
�_�ß�¢�–�å�K�Z�8�•���œ�
�‚�K�8��/œ�«�Ì�î�«�b�¢�ß�î�Â�Ý  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ô�î�»�_�š�f�I
�€�r�M��

hostname(config-if)# changeto context admin
hostname/admin(config)#

context name �æ���K�S�¡�S�b�¥�å�¸�Ÿ�«�º�_�)�~�p�<�r�M��

system �©�«�¸�Ò��/œ�«�Ì�î�«�_�)�~�p�<�r�M��

�¥�Ð�å�»  �Ô�î�»

�Ç�“�–�”�˜�›�î�Ý  �Ô�î�» �­�Ÿ�×�Ü�¸�•  �¥�å�¸�Ÿ�«�º

�Ý�î�¸�µ�» 3ñ4# �©�å�¢�Ý

�Ð�Ý�³

�¥�å�¸�Ÿ�«
�º �©�«�¸�Ò

"I�’  EXEC • • — • •

�Ü�Ü�î�« �š�f
Æ��

7.0(1) �G�b�¥�Ð�å�»�@�_
°�I�€�r�K�S��
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  changeto
6õ4��¥�Ð�å�» �¥�Ð�å�» 1��Â

admin-context �¥�å�¸�Ÿ�«�º�†'ö#.�¥�å�¸�Ÿ�«�º�_0¿���K�r�M��

context �©�«�¸�Ò  �¥�å�Ç�•� �×�Þ�î�©�Ù�å�_�­�Ÿ�×�Ü�¸�•  �¥�å�¸�Ÿ�«�º�†�8�B�K�

�¥�å�¸�Ÿ�«�º  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ô�î�»�†6ä���K�r�M��

show context �¥�å�¸�Ÿ�«�º�b�Ü�«�º>&�©�«�¸�Ò��/œ�«�Ì�î�«>'�r�S�c#'�~�b�¥�å�¸�Ÿ�«
�º�_6õ�M�•�_���†/²&g�K�r�M��
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character-encoding
WebVPN �Ï�î�±�Ý  �Ì�î�ª�[�¢�ß�î�Â�Ý�^�e�Ð�š�å�¥�î�¹�•�å�¢�†�æ���M�•�_�c�
 webvpn �¥�å�Ç�•
� �×�Þ�î�©�Ù�å  �Ô�î�»�[  character-encoding �¥�Ð�å�»�†�Q#Ý�K�r�M�� character-encoding �“�ö�b�Í�†
�P7V�M�•�_�c�
�G�b�¥�Ð�å�»�b  no �g�'�†�Q#Ý�K�r�M��

character-encoding charset

no character-encoding [charset]

�S�e�b1��Â

�¹�Ç�›�Ý�º �¹�Ç�›�Ý�º�b�·�8�x�Í�c�6�~�r�O�‡��

�¥�Ð�å�»  �Ô�î�» ���b/²�_�
�¥�Ð�å�»�†
°�Š�[�A�•�Ô�î�»�†&g�K�r�M��

�¥�Ð�å�»�š�T

�Q#Ý�V�b�ž�–�»�Û�–�å �e�Ð�š�å�¥�î�¹�•�å�¢ >&���e�Ð�¥�î�¹�•�å�¢���r�S�c���e�Ð�­�µ�º���\�v�ç�d�€�r�M>'�c�
 raw �¹�î�±
>&0 �\  1 �?�}�^�•�¹�î�±�^�]>'�\�e�Ð�†�Ì�”�_�M�•�G�\�[�
�¹�î�±�†/²�K�r�M���Q#Ý�M�•�e�Ð�š�å�¥�î
�»�‰�'�c�
0•1��_�|�W�Z�ô�r�~�r�M���6�•0•1��[�c� �L�‰�'�†�Q#Ý�K�Z�8�Z�v�
�9�b0•1��[�v� �L�\�c
�?�B�~�r�O�‡��3û�–�
�È�Û�˜�¨�[�Q#Ý�I�€�•�¹�Ç�›�Ý�º�b�š�å�¥�î�¹�•�å�¢�‰�'�c�…�æ�_�|�W�Z�ô�r�~
�r�M�@�
�Ø�î�¨�c�G�b�‰�'�†�š�f�[�A�r�M���È�Û�˜�¨�c�Ì�î�ª�_�æ���I�€�S�š�å�¥�î�»�†�è���M�•�G�\
�v�[�A�
�Q�b�š�å�¥�î�»�_�‘�W�Z�»�Ÿ�×�Ó�å�º�†/²&g�K�r�M�� character-encoding �“�ö�†�Q#Ý�M�•�\�

�Ø�î�¨�c�
�e�Ð�š�å�¥�î�¹�•�å�¢�‰�'�b�Í�†  WebVPN �Ï�î�±�Ý  �Ì�î�ª�_�æ���K�
�È�Û�˜�¨�†�Q#Ý�K�Z
�8�•�…�æ�x�È�Û�˜�¨�_�P�K�Z/œ�ƒ�€�S�6�}�z�•�š�f�_6õ�€�^�C�
�È�Û�˜�¨�[�G�b�Ì�î�ª�†4:�)�_��#.�[
�A�r�M��

charset �q�±  40 �e�Ð�?�}�B�•�«�º�Ü�å�¢�[�

http://www.iana.org/assignments/character-sets �["I���I�€�Z�8�•�w� �^�e
�Ð�­�µ�º�b�8�N�€�?�_%&�\�M�•�v�b���G�b�Ì�î�ª�_&g�I�€�Z�8�•�e�Ð�­�µ
�º�b�¡�S�r�S�c�š�–�Ü�”�«�b�8�N�€�?�†�Q#Ý�[�A�r�M���S�\�<�d�

iso-8859-1�
 shift_jis�
 ibm850 �^�]�[�M��

�G�b�«�º�Ü�å�¢�c�
�±�e�Ð�\�`�e�Ð�@�
�9�I�€�r�O�‡���­�Ÿ�×�Ü�¸�•  �”�É
�Û�–�”�å�«  �¥�å�Ç�•� �×�Þ�î�©�Ù�å
Æ�[�c�
�¥�Ð�å�»  �–�å�±�É�Ü�±�_�|�W
�Z�±�e�Ð�@�`�e�Ð�_�š�n�I�€�r�M��

�¥�Ð�å�»  �Ô�î�»

�Ç�“�–�”�˜�›�î�Ý  �Ô�î�» �­�Ÿ�×�Ü�¸�•  �¥�å�¸�Ÿ�«�º

�Ý�î�¸�µ�» 3ñ4# �©�å�¢�Ý

�Ð�Ý�³

�¥�å�¸�Ÿ�«
�º �©�«�¸�Ò

webvpn �¥�å�Ç�•� �×�Þ�î�©�Ù
�å

• — • — —

�Ü�Ü�î�« �š�f
Æ��

7.1(1) �G�b�¥�Ð�å�»�@�_
°�I�€�r�K�S��
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character-encoding �“�ö�c�
�¹�Ç�›�Ý�º�[�c�
�M�m�Z�b  WebVPN �Ï�î�±�Ý  �Ì�î�ª�_)E�Ž�I�€�•�¢�ß�î
�Â�Ý�^0¿���[�M���S�T�K�
�Ø�î�¨�c�
 character-encoding �“�ö�b�Í�\$��^�•�e�Ð�š�å�¥�î�¹�•�å�¢�†�Q
#Ý�M�• Common Internet File System �§�î�Â�b  file-encoding �“�ö�†�V�i�A�[�A�r�M��$��^�•�e�Ð�š�å
�¥�î�¹�•�å�¢�@�²0[�^  CIFS �§�î�Â�_�c$��^�•�Ç�“�–�Ý  �š�å�¥�î�¹�•�å�¢�Í�†�Q#Ý�K�r�M��

CIFS �§�î�Â�?�}  WebVPN �Ø�î�¨�_�²�˜�å�ß�î�»�I�€�S  WebVPN �Ï�î�±�Ý  �Ì�î�ª�c�
 �§�î�Â�†1‘�9�M
�•  WebVPN file-encoding �“�ö�b�Í�†'¢�•�ì�K�r�M��'¢�•�ì�@/œ�ƒ�€�^�?�W�S���œ�c�

character-encoding �“�ö�b�Í�†)E�Ž�K�r�M���Ü�Ô�î�º  �Ø�î�¨�b�È�Û�˜�¨�[�c�
�È�Û�˜�¨�b�e�Ð�š�å�¥�î
�»  �­�µ�º�b�š�å�º�Ü�_�G�b�Í�@�Ð�µ�É�I�€�
�Q#Ý�M�•4:�)�^�e�Ð�­�µ�º�@�ô���I�€�r�M�� WebVPN �¥
�å�Ç�•� �×�Þ�î�©�Ù�å�[  CIFS �§�î�Â#Ý�b  file-encoding �š�å�º�Ü�@�æ���I�€�N�
 character-encoding �“
�ö�v0¿���I�€�Z�8�^�8���œ�
 WebVPN �Ï�î�±�Ý  �Ì�î�ª�c�Í�†�æ���K�r�O�‡�� WebVPN �Ï�î�±�Ý  �Ì�î
�ª�@�e�Ð�š�å�¥�î�¹�•�å�¢�†�æ���K�^�8���œ�
�r�S�c�È�Û�˜�¨�@�§�Ï�î�º�K�Z�8�^�8�e�Ð�š�å�¥�î�¹�•
�å�¢�Í�†�æ���K�S���œ�
�Ü�Ô�î�º  �È�Û�˜�¨�c�È�Û�˜�¨+¬�/�b�¹�Ç�›�Ý�º  �š�å�¥�î�¹�•�å�¢�†�Q#Ý�K�r
�M��

CIFS �§�î�Â�_4:�)�^�e�Ð�š�å�¥�î�¹�•�å�¢�†�
�È�æ$×�_�c  webvpn character-encoding �“�ö�_�|�W�Z�

�¶�9$×�_�c  file-encoding �b�V�i�A�_�|�W�Z�Ð�µ�Æ�å�¢�M�•�G�\�[�
�Ì�î�ª�\� �]�_�Ç�“�–�Ý�¡�x�¹�•
�Þ�¡�º�Ü  �Ã�«�†4:�)�_�Þ�å�²�Ü�å�¢�M�•�G�\�@�²0[�^���œ�_�c�
 CIFS �Ì�î�ª�b�G&��^��#.�\/²&g�@�•
+��_�^�~�r�M��

>&�@>' character-encoding �b�Í�>�|�g  file-encoding �b�Í�c�
�È�Û�˜�¨�_�|�W�Z�Q#Ý�I�€�•�Ç�›�å�º  �Ç�“�Ñ�Ü
�†�<7V�M�•�v�b�[�c�6�~�r�O�‡�� Shift_JIS �e�Ð�š�å�¥�î�¹�•�å�¢�†�Q#Ý�K�Z�8�•���œ�
���b�[�_&g�M
�|�:�_  webvpn �•�«�±�Ð�–�®�î�©�Ù�å  �¥�Ð�å�»  �Ô�î�»�[  page style �¥�Ð�å�»�†�Q#Ý�K�Z�
�G�€�}�b�Í
�b  1 �X�b0¿���†/õ�ö�K�Z�
�Ç�›�å�º  �Ç�“�Ñ�Ü�†*(�A�n�<�•�²0[�@�6�~�r�M���6�•�8�c�
 webvpn �•�«�±
�Ð�–�®�î�©�Ù�å  �¥�Ð�å�»  �Ô�î�»�[  no page style �¥�Ð�å�»�†
°�Š�K�Z�
 �G�b�Ç�›�å�º  �Ç�“�Ñ�Ü�†�P7V�M
�•�²0[�@�6�~�r�M��

�G�b�“�ö�_�Í�@�µ�r�€�Z�8�^�8���œ�
 WebVPN �Ï�î�±�Ý  �Ì�î�ª�b�e�Ð�­�µ�º�c�
�Ü�Ô�î�º  �È�Û�˜�¨�_
0¿���I�€�Z�8�•�š�å�¥�î�¹�•�å�¢  �±�–�É�_�|�W�Z�ô�r�~�r�M��

�[ ���_�
�¥�•1�  Shift_JIS �e�Ð�†�§�Ï�î�º�M�•  character-encoding �“�ö�†0¿���K�
�Ç�›�å�º  �Ç�“�Ñ�Ü�†�P
7V�K�
�¹�Ç�›�Ý�º�b*ü��,
�†�–�â�M�•�[�†&g�K�r�M��

hostname(config)# webvpn
hostname(config-webvpn)# character-encoding shift_jis
F1-asa1(config-webvpn)# customization DfltCustomization
F1-asa1(config-webvpn-custom)# page style background-color:white
F1-asa1(config-webvpn-custom)# 

6õ4��¥�Ð�å�» �¥�Ð�å�» 1��Â

file-encoding CIFS �§�î�Â�>�|�g6õ4��M�•�e�Ð�š�å�¥�î�¹�•�å�¢�†�æ���K�
�G�b�“�ö�b�Í
�†�V�i�A�K�r�M��

show running-config 
[all] webvpn

WebVPN �b��/œ�¥�å�Ç�•� �×�Þ�î�©�Ù�å�†/²&g�K�r�M���¹�Ç�›�Ý�º  �¥�å
�Ç�•� �×�Þ�î�©�Ù�å�†)��s3¸�t�_�c  all �Ÿ�î�á�î�»�†�Q#Ý�K�r�M��

debug webvpn cifs CIFS �_6õ�M�•�¹�Â�µ�¢  �Ó�µ�­�î�ª�†/²&g�K�r�M��
5-28
Cisco Security Appliance �¥�Ð�å�»  �Ü�Ç�“�Þ�å�«

OL-12173-02-J



'¨  5 'v       cache �¥�Ð�å�»>|  clear compression �¥�Ð�å�»
  checkheaps
checkheaps
checkheaps �è0É�b6ë7x�†0¿���M�•�_�c�
�¢�ß�î�Â�Ý  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ô�î�»�[  checkheaps �¥
�Ð�å�»�†�Q#Ý�K�r�M���G�b�Í�†�¹�Ç�›�Ý�º�_0¿���M�•�_�c�
�G�b�¥�Ð�å�»�b  no �g�'�†�Q#Ý�K�r�M��
�³�™�µ�¡�Ä�î�É�c�
�Ä�î�É  �Ó�Ô�Ü �Â�µ�Ç�“�b�G�–�ö�>�|�g�¥�î�»8•�æ�b�ö
²�ö�†�è0É�M�•���‡$×�^�É
�ß�­�«�[�M>&�²�–�¼�Ñ�µ�¡  �Ó�Ô�Ü�c�©�«�¸�Ò  �Ä�î�É  �Ó�Ô�Ü8•�æ�?�}�m�~�\�Z�}�€�r�M>' ��

checkheaps {check-interval | validate-checksum} seconds

no checkheaps {check-interval | validate-checksum} [ seconds]

�S�e�b1��Â

�¹�Ç�›�Ý�º �¹�Ç�›�Ý�º�b6ë7x�c�Q�€�R�€  60 &Ê�[�M��

�¥�Ð�å�»  �Ô�î�» ���b/²�_�
�¥�Ð�å�»�†
°�Š�[�A�•�Ô�î�»�†&g�K�r�M��

�¥�Ð�å�»�š�T

�[ ���_�
�Â�µ�Ç�“�m�~�\�Z6ë7x�†  200 &Ê�
�¥�î�»  �«�Ì�î�«�b�³�™�µ�¡�§�Ò�b6ë7x�†  500 &Ê�_0¿���M�•�[
�†&g�K�r�M��

hostname(config)# checkheaps check-interval 200

check-interval �Â�µ�Ç�“�è0É�b6ë7x�†0¿���K�r�M���Â�µ�Ç�“�è0É�É�ß�­�«�[�c�
�Ä�î�É
>&�m�~�\�Z�}�€�
0Ž�:�I�€�S�Ó�Ô�Ü  �Â�µ�Ç�“>'�b�ú
²�ö�@�³�™�µ�¡�I�€�r
�M���G�b�É�ß�­�«�b�›�ç�g���K�b6ë�
�­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�c�Ä�î
�É
²�/�†�³�™�µ�¡�K�
�›�Ó�Ô�Ü  �Â�µ�Ç�“�†�è0É�K�r�M���Y�M+´�@�6�•���œ�

�­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�c�
 ���Â�µ�Ç�“�m�~�\�Z�š�Û�î���r�S�c���Â�µ
�Ç�“0Ž�:�š�Û�î���†$Î/œ�K�r�M���š�Û�î�@�6�•���œ�
�­�Ÿ�×�Ü�¸�•  �”�É�Û
�–�”�å�«�c�•+��[�6�€�d�º�Þ�î�«�Â�µ�¡�_���†�²�å�É�K�
�Ü�ß�î�»�K�r�M��

validate-checksum �¥�î�»  �«�Ì�î�«�b�³�™�µ�¡�§�Ò�è0É6ë7x�†0¿���K�r�M���q�6�_�­�Ÿ�×�Ü
�¸�•  �”�É�Û�–�”�å�«�†2s�·�M�•�\�A�_�
�­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�c
�¥�î�»
²�/�b�Á�µ�©�×�†0£'ì�K�r�M���Q�b�‹�
�­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å
�«�c�
���‡�³�™�µ�¡�b6ë�_�‚�K�8�Á�µ�©�×�†#Õ�B�K�

–�b�Á�µ�©�×�\�š3Q
�K�r�M���Y�M+´�@�6�•���œ�
�­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�c���¸�Ÿ�«�º  
�³�™�µ�¡�§�Ò  checkheaps �š�Û�î���†$Î/œ�K�r�M���š�Û�î�@�6�•���œ�
�­
�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�c�•+��[�6�€�d�º�Þ�î�«�Â�µ�¡�_���†�²�å�É�K�

�Ü�ß�î�»�K�r�M��

seconds 1 >|  2147483 �b6ë7x�†&Ê�"�)�[0¿���K�r�M��

�¥�Ð�å�»  �Ô�î�»

�Ç�“�–�”�˜�›�î�Ý  �Ô�î�» �­�Ÿ�×�Ü�¸�•  �¥�å�¸�Ÿ�«�º

�Ý�î�¸�µ�» 3ñ4# �©�å�¢�Ý

�Ð�Ý�³

�¥�å�¸�Ÿ�«
�º �©�«�¸�Ò

�¢�ß�î�Â�Ý  �¥�å�Ç�•� �×�Þ�î
�©�Ù�å

• • • — •

�Ü�Ü�î�« �š�f
Æ��

7.0(1) �G�b�¥�Ð�å�»�@�_
°�I�€�r�K�S��
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hostname(config)# checkheaps validate-checksum 500

6õ4��¥�Ð�å�» �¥�Ð�å�» 1��Â

show checkheaps checkheaps )+0£�_���†/²&g�K�r�M��
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check-retransmission
TCP 
Ì3æ�™�«�±�–�Ý�b�7�Á�†75�F�M�•�_�c�
 tcp �Ð�µ�É  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ô�î�»�[  
check-retransmission �¥�Ð�å�»�†�Q#Ý�K�r�M���G�b�æ���†�P7V�M�•�_�c�
�G�b�¥�Ð�å�»�b  no �g�'�†�Q
#Ý�K�r�M��

check-retransmission

no check-retransmission

�S�e�b1��Â �G�b�¥�Ð�å�»�_�c�,�X�r�S�c�Ÿ�î�á�î�»�c�6�~�r�O�‡��

�¹�Ç�›�Ý�º �¹�Ç�›�Ý�º�[�c�¹�•�­�î�È�Ý�_�^�W�Z�8�r�M��

�¥�Ð�å�»  �Ô�î�» ���b/²�_�
�¥�Ð�å�»�†
°�Š�[�A�•�Ô�î�»�†&g�K�r�M��

�¥�Ð�å�»�š�T

�Q#Ý�V�b�ž�–�»�Û�–�å tcp-map �¥�Ð�å�»�c�Ô�ª�×�Û  �Ï�Ü�©�î  �Ç�Þ�î�Ò�á�î�¡  �–�å�Ç�Û�«�º�Û�¡�³�Õ�\�M)t�_�Q#Ý�I�€�r�M��
class-map �¥�Ð�å�»�†�Q#Ý�K�Z�º�Û�Ç�•�µ�¡�b�¡�Û�«�†��*O�K�
 tcp-map �¥�Ð�å�»�[  TCP �–�å�«�Ì�¡
�©�Ù�å�†�•�«�±�Ð�–�¬�K�r�M�� policy-map �¥�Ð�å�»�†�Q#Ý�K�Z�
�‚�K�8  TCP �Ð�µ�É�†4:#Ý�K�r�M��
service-policy �¥�Ð�å�»�[�
 TCP �–�å�«�Ì�¡�©�Ù�å�†�”�¡�¸�•�È�_�K�r�M��

tcp-map �¥�Ð�å�»�†�Q#Ý�K�Z�
 TCP �Ð�µ�É  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ô�î�»�†6ä���K�r�M��%©%*�M�•
Ì
3æ�™�†�š�å�» �©�«�¸�Ò�@0Ž5��M�•7•�_#Õ�L�•  TCP 
Ì3æ�™�«�±�–�Ý�b�7�Á�†75�F�M�•�_�c�
 tcp �Ð�µ�É  
�¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ô�î�»�[  check-retransmission �¥�Ð�å�»�†�Q#Ý�K�r�M��

�­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�c�

Ì3æ�™�b�¹�î�±�@
–�b�¹�î�±�\� �L�?�]�:�?�†&�1��K�|�:�\�K�r�M��
�¹�î�±�@�M+´�K�^�8���œ�
�K)F�@�­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�_�|�W�Z�»�ß�µ�É�I�€�r�M���G�b�µ+�
�@�–�¿�î�È�Ý�b���œ�
 TCP �K)F�V�b�Ã�£�µ�º�c8p�Î�]�>�~�_�b�s0Á�•�I�€�r�M��0ò(ý�_�X�8�Z�c�

queue-limit �¥�Ð�å�»�†�g!·�K�Z�C�T�I�8��

�[ ���_�
�M�m�Z�b  TCP �Ç�ß�î�[  TCP �³�™�µ�¡
Ì3æ�™�µ+��†�–�¿�î�È�Ý�_�M�•�[�†&g�K�r�M��

hostname(config)# access-list TCP extended permit tcp any any
hostname(config)# tcp-map tmap
hostname(config-tcp-map)# check-retransmission
hostname(config)# class-map cmap
hostname(config-cmap)# match access-list TCP

�¥�Ð�å�»  �Ô�î�»

�Ç�“�–�”�˜�›�î�Ý  �Ô�î�» �­�Ÿ�×�Ü�¸�•  �¥�å�¸�Ÿ�«�º

�Ý�î�¸�µ�» 3ñ4# �©�å�¢�Ý

�Ð�Ý�³

�¥�å�¸�Ÿ�«
�º �©�«�¸�Ò

TCP �Ð�µ�É  �¥�å�Ç�•� �×�Þ�î
�©�Ù�å

• • • • —

�Ü�Ü�î�« �š�f
Æ��

7.0(1) �G�b�¥�Ð�å�»�@�_
°�I�€�r�K�S��
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  check-retransmission
hostname(config)# policy-map pmap
hostname(config-pmap)# class cmap
hostname(config-pmap)# set connection advanced-options tmap
hostname(config)# service-policy pmap global

6õ4��¥�Ð�å�» �¥�Ð�å�» 1��Â

class �º�Û�Ç�•�µ�¡�(8®�_�Q#Ý�M�•�¡�Û�«  �Ð�µ�É�†�æ���K�r�M��

help policy-map �¥�Ð�å�»�
 class �¥�Ð�å�»�
�>�|�g  description �¥�Ð�å�»�b�S
�e�Ê�Ý�É�†/²&g�K�r�M��

policy-map �Ï�Ü�©�î�†0¿���K�r�M���G�€�c�
 1 �X�b�º�Û�Ç�•�µ�¡  �¡�Û�«�\  1 �X�è�V�b
�”�¡�©�Ù�å�b�”�¯�©�š�î�©�Ù�å�[�M��

set connection �K)F�Í�†0¿���K�r�M��

tcp-map TCP �Ð�µ�É�†�8�B�K�Z�
 TCP �Ð�µ�É  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ô�î�»�_�”
�¡�­�«�[�A�•�|�:�_�K�r�M��
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checksum-verification
TCP �³�™�µ�¡�§�Ò�b�è0É�†�–�¿�î�È�Ý�r�S�c�¹�•�­�î�È�Ý�_�M�•�_�c�
 tcp �Ð�µ�É  �¥�å�Ç�•� �×�Þ�î
�©�Ù�å  �Ô�î�»�[  checksum-verification �¥�Ð�å�»�†�Q#Ý�K�r�M���G�b�æ���†�P7V�M�•�_�c�
�G�b�¥�Ð
�å�»�b  no �g�'�†�Q#Ý�K�r�M��

checksum-verification

no checksum-verification

�S�e�b1��Â �G�b�¥�Ð�å�»�_�c�,�X�r�S�c�Ÿ�î�á�î�»�c�6�~�r�O�‡��

�¹�Ç�›�Ý�º �³�™�µ�¡�§�Ò�b�è0É�c�
�¹�Ç�›�Ý�º�[�¹�•�­�î�È�Ý�[�M��

�¥�Ð�å�»  �Ô�î�» ���b/²�_�
�¥�Ð�å�»�†
°�Š�[�A�•�Ô�î�»�†&g�K�r�M��

�¥�Ð�å�»�š�T

�Q#Ý�V�b�ž�–�»�Û�–�å tcp-map �¥�Ð�å�»�c�Ô�ª�×�Û  �Ï�Ü�©�î  �Ç�Þ�î�Ò�á�î�¡  �–�å�Ç�Û�«�º�Û�¡�³�Õ�\�M)t�_�Q#Ý�I�€�r�M��
class-map �¥�Ð�å�»�†�Q#Ý�K�Z�º�Û�Ç�•�µ�¡�b�¡�Û�«�†��*O�K�
 tcp-map �¥�Ð�å�»�[  TCP �–�å�«�Ì�¡
�©�Ù�å�†�•�«�±�Ð�–�¬�K�r�M�� policy-map �¥�Ð�å�»�†�Q#Ý�K�Z�
�‚�K�8  TCP �Ð�µ�É�†4:#Ý�K�r�M��
service-policy �¥�Ð�å�»�[�
 TCP �–�å�«�Ì�¡�©�Ù�å�†�”�¡�¸�•�È�_�K�r�M��

tcp-map �¥�Ð�å�»�†�Q#Ý�K�Z�
 TCP �Ð�µ�É  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ô�î�»�†6ä���K�r�M�� tcp �Ð�µ�É  
�¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ô�î�»�[  checksum-verification �¥�Ð�å�»�†�Q#Ý�K�Z�
 TCP �³�™�µ�¡�§�Ò�b
�è0É�†�–�¿�î�È�Ý�_�K�r�M���G�b�³�™�µ�¡�_�»�K�M�•�\�
�Ã�£�µ�º�c�»�ß�µ�É�I�€�r�M��

�[ ���_�
 10.0.0.0 >|  20.0.0.0 �b  TCP �K)F�[  TCP �³�™�µ�¡�§�Ò�b�è0É�†�–�¿�î�È�Ý�_�M�•�[�†&g�K�r�M��

hostname(config)# access-list TCP1 extended permit tcp 10.0.0.0 255.0.0.0 20.0.0.0 
255.0.0.0
hostname(config)# tcp-map tmap
hostname(config-tcp-map)# checksum-verification

hostname(config)# class-map cmap
hostname(config-cmap)# match access-list TCP1

hostname(config)# policy-map pmap
hostname(config-pmap)# class cmap

�¥�Ð�å�»  �Ô�î�»

�Ç�“�–�”�˜�›�î�Ý  �Ô�î�» �­�Ÿ�×�Ü�¸�•  �¥�å�¸�Ÿ�«�º

�Ý�î�¸�µ�» 3ñ4# �©�å�¢�Ý

�Ð�Ý�³

�¥�å�¸�Ÿ�«
�º �©�«�¸�Ò

TCP �Ð�µ�É  �¥�å�Ç�•� �×�Þ�î
�©�Ù�å

• • • • —

�Ü�Ü�î�« �š�f
Æ��

7.0(1) �G�b�¥�Ð�å�»�@�_
°�I�€�r�K�S��
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  checksum-verification
hostname(config-pmap)# set connection advanced-options tmap

hostname(config)# service-policy pmap global

6õ4��¥�Ð�å�» �¥�Ð�å�» 1��Â

class �º�Û�Ç�•�µ�¡�(8®�_�Q#Ý�M�•�¡�Û�«  �Ð�µ�É�†�æ���K�r�M��

help policy-map �¥�Ð�å�»�
 class �¥�Ð�å�»�
�>�|�g  description �¥�Ð�å�»�b�S
�e�Ê�Ý�É�†/²&g�K�r�M��

policy-map �Ï�Ü�©�î�†0¿���K�r�M���G�€�c�
 1 �X�b�º�Û�Ç�•�µ�¡  �¡�Û�«�\  1 �X�è�V�b
�”�¡�©�Ù�å�b�”�¯�©�š�î�©�Ù�å�[�M��

set connection �K)F�Í�†0¿���K�r�M��

tcp-map TCP �Ð�µ�É�†�8�B�K�Z�
 TCP �Ð�µ�É  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ô�î�»�_�”
�¡�­�«�[�A�•�|�:�_�K�r�M��
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cipc security-mode authenticated
Cisco IP Communicator>&CIPC>' Softphone �†8b�Œ VLAN �©�¼�Ü�œ�r�S�c�¹�î�±  VLAN �©�¼�Ü�œ�_�_

°�M�•���œ�_�
�I�D$×�_  CIPC Softphone �†1�0É�í�s�Ô�î�»�[�·�8�I�O�•�_�c�
7Á0ð�É�ß�Ÿ�©  �¥�å�Ç�•
� �×�Þ�î�©�Ù�å  �Ô�î�»�[  cipc security-mode authenticated �¥�Ð�å�»�†�Q#Ý�K�r�M��

CIPC Softphone �@�/�•�ì�†�§�Ï�î�º�K�Z�8�•���œ�_�
�G�b�¥�Ð�å�»�†�œ�Ç�_�M�•�_�c�
�G�b�¥�Ð�å�»
�b  no �g�'�†�Q#Ý�K�r�M��

cipc security-mode authenticated 

no cipc security-mode authenticated

�S�e�b1��Â �G�b�¥�Ð�å�»�_�c�
�,�X�r�S�c�Ÿ�î�á�î�»�c�6�~�r�O�‡��

�¹�Ç�›�Ý�º �¹�Ç�›�Ý�º�[�c�
�G�b�¥�Ð�å�»�c�
 no �g�'�_�|�W�Z�¹�•�­�î�È�Ý�_�^�W�Z�8�r�M��

�¥�Ð�å�»  �Ô�î�» ���b/²�_�
�¥�Ð�å�»�†
°�Š�[�A�•�Ô�î�»�†&g�K�r�M��

�¥�Ð�å�»�š�T

�Q#Ý�V�b�ž�–�»�Û�–�å �¹�î�±  VLAN �_�s8j�†�l�p�Q�:�\�M�•�­�Ÿ�×�Ü�¸�•�V�b+#�>�?�}8b�Œ�«�º�Ü�î�Ò�†�ò�•�S�u�_�
0
�X
�b  VLAN �†�Q#Ý�K�Z8b�Œ�\�¹�î�±�b�º�Û�Ç�•�µ�¡�†�(7³�M�•�G�\�@�­�Ÿ�×�Ü�¸�•�V�b�Ë�«�º  �É�Û�¡
�¸�•�«�[�M���S�T�K�
 Cisco IP Communicator>&CIPC>' Softphone �”�É�Ü�£�î�©�Ù�å�c�
�Q�€�R�€�b  IP 
Phone �_�K)F�M�•�²0[�@�6�~�r�M�� IP Phone �c�
8b�Œ  VLAN �_�–9T�K�Z�8�r�M���G�b0[�ó�_�|�~�
8b
�Œ VLAN �\�¹�î�±  VLAN �†�(7³�M�•�G�\�@�e8Ÿ�_�^�~�r�M���G�€�c�
 SIP �É�ß�º�¥�Ý�>�|�g  SCCP �É
�ß�º�¥�Ý�@�È(
�V�b�Ï�î�º�[  RTP �Ï�î�º�>�|�g  RTCP �Ï�î�º�†�²�–�¼�Ñ�µ�¡�_�¿�¦�©�š�î�º�M�•�S�u
�[�M���G�b�²�–�¼�Ñ�µ�¡  �¿�¦�©�š�î�©�Ù�å�[�c�
"I���b(
�V�b�Ï�î�º�†  2 �X�b  VLAN �b6ë�[6ä�C�²0[
�@�6�~�r�M��

>&�@>' 1�0É�í�s�Ô�î�»�†�§�Ï�î�º�K�Z�8�^�8�§�Â�î�ª�Ù�å�b  CIPC �c�
7Á0ð�É�ß�Ÿ�©�[�c�§�Ï�î�º�I�€�Z�8�r
�O�‡��

�¹�î�±  VLAN �\8b�Œ VLAN �b6ë�[�b�”�¡�­�«�†�È(
�V�b�Ï�î�º�[/œ�ƒ�N�_�
 �¹�î�±  VLAN �V�b  CIPC 
Softphone �†8b�Œ VLAN �V�b0ñ�\�M�•  IP Phone �\�K)F�M�•�_�c�
 cipc security-mode authenticated 
�¥�Ð�å�»�†�Q#Ý�K�Z7Á0ð�É�ß�Ÿ�©�†0¿���K�r�M��

�¥�Ð�å�»  �Ô�î�»

�Ç�“�–�”�˜�›�î�Ý  �Ô�î�» �­�Ÿ�×�Ü�¸�•  �¥�å�¸�Ÿ�«�º

�Ý�î�¸�µ�» 3ñ4# �©�å�¢�Ý

�Ð�Ý�³

�¥�å�¸�Ÿ�«
�º �©�«�¸�Ò

Phone-Proxy �¥�å�Ç�•� �×�Þ�î
�©�Ù�å

• — • — —

�Ü�Ü�î�« �š�f
Æ��

8.0(4) �G�b�¥�Ð�å�»�@3ã�•�I�€�r�K�S��
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�G�b�¥�Ð�å�»�†�Q#Ý�M�•�\�
7Á0ð�É�ß�Ÿ�©�@  CIPC �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ç�“�–�Ý�†�g!·�K�
 CIPC 
Softphone �@�I�D$×�_>&�/�•�ì�í�s�Ô�î�»�[�c�^�C>'1�0É�í�s�Ô�î�»�_�^�~�r�M���G�€�c�
#'�~�b�Â�î
�ª�Ù�å�b  CIPC �@�/�•�ì�í�s�Ô�î�»�†�§�Ï�î�º�K�Z�8�^�8�S�u�[�M��

�G�b�¥�Ð�å�»�@�–�¿�î�È�Ý�b���œ�
7Á0ð�É�ß�Ÿ�©�c�
7Á0ð�¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ç�“�–�Ý�†0Ž�Ò�K�

7Á0ð�@ CIPC Softphone �?�]�:�?�†�8�9�K�
�­�Ÿ�×�Ü�¸�•  �Ô�î�»�†1�0É�í�s�_�š�f�K�r�M���r�S�¹�Ç�›
�Ý�º�[�c�
7Á0ð�É�ß�Ÿ�©�@�M�m�Z�b7Á0ð�†�I�D$×�_�/�•�ì�í�s�Ô�î�»�_�K�Z�8�•6ë�T�E�
 CIPC 
Softphone �c1�0É�í�s�Ô�î�»�†�§�Ï�î�º�K�r�M��

�[ ���_�
 cipc security-mode authenticated �¥�Ð�å�»�†�Q#Ý�K�Z�
8b�Œ  VLAN �©�¼�Ü�œ�r�S�c�¹�î�±  
VLAN �©�¼�Ü�œ�_ Cisco IP Communicator>&CIPC>'Softphone �†�_
°�M�•�\�A�_  CIPC Softphone �†�I
�D$×�_1�0É�í�s�Ô�î�»�[�·�8�I�O�•�[�†&g�K�r�M��

hostname(config)# phone-proxy asa_phone_proxy
hostname(config-phone-proxy)# cipc security-mode authenticated  

6õ4��¥�Ð�å�» �¥�Ð�å�» 1��Â

phone-proxy Phone Proxy �–�å�«�±�å�«�†0¿���K�r�M��
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  class >&�¢�ß�î�Â�Ý>'
class >&�¢�ß�î�Â�Ý>'
�­�Ÿ�×�Ü�¸�•  �¥�å�¸�Ÿ�«�º�b�m�~�\�Z
›�b�Ü�¯�î�«  �¡�Û�«�†�8�B�M�•�_�c�
�¢�ß�î�Â�Ý  �¥�å�Ç�•� �×
�Þ�î�©�Ù�å  �Ô�î�»�[  class �¥�Ð�å�»�†�Q#Ý�K�r�M���¡�Û�«�†�P7V�M�•�_�c�
�G�b�¥�Ð�å�»�b  no �g�'�†
�Q#Ý�K�r�M��

class name

no class name

�S�e�b1��Â

�¹�Ç�›�Ý�º �¹�Ç�›�Ý�º�b�·�8�x�Í�c�6�~�r�O�‡��

�¥�Ð�å�»  �Ô�î�» ���b/²�_�
�¥�Ð�å�»�†
°�Š�[�A�•�Ô�î�»�†&g�K�r�M��

�¥�Ð�å�»�š�T

�Q#Ý�V�b�ž�–�»�Û�–�å �¹�Ç�›�Ý�º�[�c�
�¥�å�¸�Ÿ�«�º�H�\�b�V7H�Í�@4:#Ý�I�€�Z�8�^�87H�~�
�M�m�Z�b�­�Ÿ�×�Ü�¸�•  �¥�å�¸
�Ÿ�«�º�@�­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�b�Ü�¯�î�«�_!“�D7H�_�”�¡�­�«�[�A�r�M���S�T�K�
 1 �X�è�V�b�¥
�å�¸�Ÿ�«�º�@�Ü�¯�î�«�†�±5��_�Q#Ý�K�Z�>�~�
�Ú�b�¥�å�¸�Ÿ�«�º�@�K)F�†�Ä�°�I�€�Z�8�•���œ�c�
�Ü
�¯�î�«'ö#.�†0¿���K�Z�¥�å�¸�Ÿ�«�º�H�\�b�Ü�¯�î�«�b�Q#Ý�†�D7H�[�A�r�M��

�­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�[�c�
�Ü�¯�î�«  �¡�Û�«�_�¥�å�¸�Ÿ�«�º�†�m�~�\�Z�•�G�\�_�|�W�Z�
�Ü
�¯�î�«�†'ö#.�K�r�M���›�¥�å�¸�Ÿ�«�º�[�c�
�¡�Û�«�_�|�W�Z0¿���I�€�S�Ü�¯�î�«�D7H�@�Q#Ý�I�€�r�M��

�¡�Û�«�†�8�B�M�•�\�
�­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�c�
�¡�Û�«�_�m�~�\�Z�}�€�•�›�¥�å�¸�Ÿ�«�º�_�P
�K�Z�Ü�¯�î�«�b�M4Š�†&��–�K�^�C�^�~�r�M���Q�b�æ�ƒ�~�_�
�­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�c�
�¥�å�¸
�Ÿ�«�º�b�V7H�†0¿���K�r�M���Ü�¯�î�«�†�œ�î�Â�î�§�È�«�¡�Û�–�È�M�•���œ�
�r�S�c�M4Š�b�Ü�¯�î�«�†!“
�D7H�_�M�•���œ�c�
�a�X�b�¥�å�¸�Ÿ�«�º�@�G�€�}�b�Ü�¯�î�«�†���Q�8�Ý�S�K�� �
�Ú�b�¥�å�¸�Ÿ�«�º�l�b
�§�î�Å�«�_�s8j�M�•�•+��ö�@�6�~�r�M���¡�Û�«#Ý�b�Ü�¯�î�«�†0¿���M�•�_�c�
 limit-resource �¥�Ð�å�»
�†�g!·�K�Z�C�T�I�8��

�M�m�Z�b�¥�å�¸�Ÿ�«�º�c�
�9�b�¡�Û�«�_�m�~�\�Z�}�€�Z�8�^�8���œ�c�¹�Ç�›�Ý�º  �¡�Û�«�_�“�K�r�M��
�¥�å�¸�Ÿ�«�º�†�¹�Ç�›�Ý�º  �¡�Û�«�_'���$×�_�m�~�\�Z�•�²0[�c�6�~�r�O�‡��

�¥�å�¸�Ÿ�«�º�@�¹�Ç�›�Ý�º  �¡�Û�«�è�¥�b�¡�Û�«�_�“�M�•���œ�
�Q�€�}�b�¡�Û�«0¿���c�–�_�¹�Ç�›�Ý�º  
�¡�Û�«0¿���†�V�i�A�K�r�M���S�T�K�
�Ú�b�¡�Û�«�_��*O�I�€�Z�8�^�80¿���@�6�•���œ�
�Ó�å�Â  �¥�å�¸
�Ÿ�«�º�c�Q�€�}�b�D7H�_�¹�Ç�›�Ý�º  �¡�Û�«�†�Q#Ý�K�r�M���S�\�<�d�
�M�m�Z�b� �ì�K)F�_  2% �b�D7H

name 20 �e�Ð�r�[�b�e�Ð�4�[�¡�S�†�æ���K�r�M���¹�Ç�›�Ý�º  �¡�Û�«�_6õ�M�•�D7H
�†0¿���M�•�_�c�
 default �\�8�:�¡�S�†
°�Š�K�r�M��

�¥�Ð�å�»  �Ô�î�»

�Ç�“�–�”�˜�›�î�Ý  �Ô�î�» �­�Ÿ�×�Ü�¸�•  �¥�å�¸�Ÿ�«�º

�Ý�î�¸�µ�» 3ñ4# �©�å�¢�Ý

�Ð�Ý�³

�¥�å�¸�Ÿ�«
�º �©�«�¸�Ò

�¢�ß�î�Â�Ý  �¥�å�Ç�•� �×�Þ�î
�©�Ù�å

• • — — •

�Ü�Ü�î�« �š�f
Æ��

7.2(1) �G�b�¥�Ð�å�»�@�_
°�I�€�r�K�S��
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'¨  5 'v       cache �¥�Ð�å�»>|  clear compression �¥�Ð�å�»
  class >&�¢�ß�î�Â�Ý>'
�†0¿���K�S�@�Q�b�Ú�b�D7H�†0¿���O�N�_�¡�Û�«�†�8�B�K�S���œ�
�Ú�b�M�m�Z�b�D7H�c�¹�Ç�›�Ý�º  �¡�Û
�«�?�})E�Ž�I�€�r�M��3ë�_�
�M�m�Z�b�Ü�¯�î�«�_�P�M�•�D7H�†0¿���K�Z�¡�Û�«�†�8�B�K�S���œ�
�Q�b�¡
�Û�«�c�¹�Ç�›�Ý�º  �¡�Û�«�b0¿���†�Q#Ý�K�r�O�‡��

�¹�Ç�›�Ý�º�[�c�
�¹�Ç�›�Ý�º  �¡�Û�«�c�
�M�m�Z�b�¥�å�¸�Ÿ�«�º�_�Ü�¯�î�«�l�b�”�¡�­�«�†!“�D7H�_�f
�j�K�r�M���S�T�K�
���b�D7H�@4:#Ý�I�€�r�M>&�G�b�D7H�c�
�¹�Ç�›�Ý�º�[�c�¥�å�¸�Ÿ�«�º�6�S�~�b�q�±
0Á���Í�@0¿���I�€�r�M>' ��

• Telnet �­�µ�©�Ù�å>8 5 �­�µ�©�Ù�å��

• SSH �­�µ�©�Ù�å>8 5 �­�µ�©�Ù�å��

• MAC �”�»�Þ�«>8 65,535 �š�å�º�Ü��

�[ ���_�
�K)F�b�¹�Ç�›�Ý�º  �¡�Û�«�b�D7H�_�
!“�D7H�[�c�^�C  10 % �†0¿���M�•�[�†&g�K�r�M��

hostname(config)# class default
hostname(config-class)# limit-resource conns 10%

�Ú�b�Ü�¯�î�«�c�M�m�Z!“�D7H�b�r�r�[�M��

gold �\�8�:�¡�Û�«�†3ã�•�M�•�_�c�
���b�¥�Ð�å�»�†
°�Š�K�r�M��

hostname(config)#  class gold
hostname(config-class)#  limit-resource mac-addresses 10000
hostname(config-class)#  limit-resource conns 15%
hostname(config-class)#  limit-resource rate conns 1000
hostname(config-class)#  limit-resource rate inspects 500
hostname(config-class)#  limit-resource hosts 9000
hostname(config-class)#  limit-resource asdm 5
hostname(config-class)#  limit-resource ssh 5
hostname(config-class)#  limit-resource rate syslogs 5000
hostname(config-class)#  limit-resource telnet 5
hostname(config-class)#  limit-resource xlates 36000

6õ4��¥�Ð�å�» �¥�Ð�å�» 1��Â
clear configure class �¡�Û�«  �¥�å�Ç�•� �×�Þ�î�©�Ù�å�†�¡�Ü�”�K�r�M��

context �­�Ÿ�×�Ü�¸�•  �¥�å�¸�Ÿ�«�º�†0¿���K�r�M��

limit-resource �¡�Û�«�b�Ü�¯�î�«�D7H�†0¿���K�r�M��

member �¥�å�¸�Ÿ�«�º�†�Ü�¯�î�«  �¡�Û�«�_�m�~�\�Z�r�M��

show class �¡�Û�«�_�m�~�\�Z�}�€�Z�8�•�¥�å�¸�Ÿ�«�º�†/²&g�K�r�M��
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'¨  5 'v       cache �¥�Ð�å�»>|  clear compression �¥�Ð�å�»
  class >&�Ï�Ü�©�î  �Ð�µ�É>'
class >&�Ï�Ü�©�î  �Ð�µ�É>'
�¡�Û�«  �Ð�µ�É  �º�Û�Ç�•�µ�¡�_�”�¡�©�Ù�å�†�m�~�\�Z�•�G�\�@�[�A�•�Ï�Ü�©�î  �Ð�µ�É�_�¡�Û�«  �Ð�µ�É�†
�m�~�\�Z�•�_�c�
�Ï�Ü�©�î  �Ð�µ�É  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ô�î�»�[  class �¥�Ð�å�»�†�Q#Ý�K�r�M���Ï
�Ü�©�î  �Ð�µ�É�?�}�¡�Û�«  �Ð�µ�É�†�P7V�M�•�_�c�
�G�b�¥�Ð�å�»�b  no �g�'�†�Q#Ý�K�r�M��

class classmap_name

no class classmap_name

�S�e�b1��Â

�¹�Ç�›�Ý�º �¹�Ç�›�Ý�º�b�·�8�x�Í�c�6�~�r�O�‡��

�¥�Ð�å�»  �Ô�î�» ���b/²�_�
�¥�Ð�å�»�†
°�Š�[�A�•�Ô�î�»�†&g�K�r�M��

�¥�Ð�å�»�š�T

�Q#Ý�V�b�ž�–�»�Û�–�å class �¥�Ð�å�»�†�Q#Ý�M�•�_�c�
 Modular Policy Framework �†�Q#Ý�K�r�M���Þ�–�Ö  3/4 �Ï�Ü�©�î  �Ð�µ�É
�[�¡�Û�«�†�Q#Ý�M�•�_�c�
���b�¥�Ð�å�»�†
°�Š�K�r�M��

1. class-map>8�”�¡�©�Ù�å�†��/œ�M�•�º�Û�Ç�•�µ�¡�†1‘�9�K�r�M��

2. policy-map>8�›�¡�Û�«  �Ð�µ�É�_6õ4��Ü�E�•�”�¡�©�Ù�å�†�æ���K�r�M��

a. class>8�”�¡�©�Ù�å�†��/œ�M�•�¡�Û�«  �Ð�µ�É�†�æ���K�r�M��

b. commands for supported features>8"I���b�¡�Û�«  �Ð�µ�É�_�X�8�Z�
 QoS�
�”�É�Ü�£�î�©�Ù�å  �–
�å�«�Ì�¡�©�Ù�å�
 CSC �r�S�c  AIP SSM�
 TCP �K)F�\  UDP �K)F�b�D7H�\�±�–�Ò�”�˜�º�
 TCP 
�G0d�ì�^�]�
�I�r�J�r�^�µ+��b�¨�X�b�”�¡�©�Ù�å�†0¿���[�A�r�M���›�µ+��[�Q#Ý�•+��^�¥�Ð�å
�»�b0ò(ý�_�X�8�Z�c�
 �� Cisco ASA 5500 Series Configuration Guide using the CLI���†�g!·�K�Z
�C�T�I�8��

3. service-policy>8�Ï�Ü�©�î  �Ð�µ�É�†�–�å�±�î�Ç�™�–�«�H�\�_�
�r�S�c�¢�ß�î�Â�Ý�_�m�~�\�Z�r�M��

�–�å�«�Ì�¡�©�Ù�å  �Ï�Ü�©�î  �Ð�µ�É�[�¡�Û�«�†�Q#Ý�M�•�_�c�
���b�¥�Ð�å�»�†
°�Š�K�r�M��

1. class-map type inspect>8�”�¡�©�Ù�å�†��/œ�M�•�º�Û�Ç�•�µ�¡�†�æ���K�r�M��

classmap_name�¡�Û�«  �Ð�µ�É�b�¡�S�†�æ���K�r�M���Þ�–�Ö  3/4 �Ï�Ü�©�î  �Ð�µ�É>&policy-map �¥�Ð
�å�»>'�b���œ�
�Þ�–�Ö  3/4 �¡�Û�«  �Ð�µ�É�¡>& class-map �¥�Ð�å�»�r�S�c  class-map 
type management �¥�Ð�å�»>'�†�æ���M�•�²0[�@�6�~�r�M���–�å�«�Ì�¡�©�Ù�å  �Ï�Ü
�©�î  �Ð�µ�É>&policy-map type inspect �¥�Ð�å�»>'�b���œ�
�–�å�«�Ì�¡�©�Ù�å  �¡�Û
�«  �Ð�µ�É�¡>& class-map type inspect �¥�Ð�å�»>'�†�æ���M�•�²0[�@�6�~�r�M��

�¥�Ð�å�»  �Ô�î�»

�Ç�“�–�”�˜�›�î�Ý  �Ô�î�» �­�Ÿ�×�Ü�¸�•  �¥�å�¸�Ÿ�«�º

�Ý�î�¸�µ�» 3ñ4# �©�å�¢�Ý

�Ð�Ý�³

�¥�å�¸�Ÿ�«
�º �©�«�¸�Ò

�Ï�Ü�©�î  �Ð�µ�É  �¥�å�Ç�•� �×
�Þ�î�©�Ù�å

• • • • —

�Ü�Ü�î�« �š�f
Æ��

7.0(1) �G�b�¥�Ð�å�»�@�_
°�I�€�r�K�S��
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'¨  5 'v       cache �¥�Ð�å�»>|  clear compression �¥�Ð�å�»
  class >&�Ï�Ü�©�î  �Ð�µ�É>'
2. policy-map type inspect>8�›�¡�Û�«  �Ð�µ�É�_6õ4��Ü�E�}�€�Z�8�•�”�¡�©�Ù�å�†�æ���K�r�M��

a. class>8�”�¡�©�Ù�å�†��/œ�M�•�–�å�«�Ì�¡�©�Ù�å  �¡�Û�«  �Ð�µ�É�†�æ���K�r�M��

b. �”�É�Ü�£�î�©�Ù�å  �±�–�É�b�¥�Ð�å�» >8�›�”�É�Ü�£�î�©�Ù�å  �±�–�É�[�Q#Ý�•+��^�¥�Ð�å�»�_�X
�8�Z�c�
 �� Cisco ASA 5500 Series Configuration Guide using the CLI���†�g!·�K�Z�C�T�I�8���–
�å�«�Ì�¡�©�Ù�å  �Ï�Ü�©�î  �Ð�µ�É�b�¡�Û�«  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ô�î�»�[�§�Ï�î�º�I�€�Z�8
�•�”�¡�©�Ù�å�_�c�
���b�v�b�@�µ�r�€�r�M��

– �Ã�£�µ�º�b�»�ß�µ�É

– �K)F�b�»�ß�µ�É

– �K)F�b�Ü�­�µ�º

– �ß� �å�¢

– �Ó�µ�­�î�ª�b�Þ�î�º�b�D7H

– �¥�å�¸�å�¶�b�Ð�«�Ÿ�å�¢

c. parameters>8�–�å�«�Ì�¡�©�Ù�å  �š�å�ª�å�_�s8j�†�l�p�M�Ã�Û�Ó�î�±�†0¿���K�r�M�� CLI �c�Ã
�Û�Ó�î�±  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ô�î�»�_&ã/œ�K�r�M���Q#Ý�•+��^�¥�Ð�å�»�_�X�8�Z�c�


�� Cisco ASA 5500 Series Configuration Guide using the CLI���†�g!·�K�Z�C�T�I�8��

3. class-map>8�”�¡�©�Ù�å�†��/œ�M�•�º�Û�Ç�•�µ�¡�†1‘�9�K�r�M��

4. policy-map>8�›�¡�Û�«  �Ð�µ�É�_6õ4��Ü�E�•�”�¡�©�Ù�å�†�æ���K�r�M��

a. class>8�”�¡�©�Ù�å�†��/œ�M�•�Þ�–�Ö  3/4 �¡�Û�«  �Ð�µ�É�†�æ���K�r�M��

b. inspect application inspect_policy_map>8�”�É�Ü�£�î�©�Ù�å  �–�å�«�Ì�¡�©�Ù�å�†�–�¿�î�È�Ý�_
�K�
"I�9�^�”�¡�©�Ù�å�†��/œ�M�•�–�å�«�Ì�¡�©�Ù�å  �Ï�Ü�©�î  �Ð�µ�É�†�ç�g���K�r�M��

5. service-policy>8�Ï�Ü�©�î  �Ð�µ�É�†�–�å�±�î�Ç�™�–�«�H�\�_�
�r�S�c�¢�ß�î�Â�Ý�_�m�~�\�Z�r�M��

�G�b�¥�å�Ç�•� �×�Þ�î�©�Ù�å�_�c�
�M�m�Z�b�º�Û�Ç�•�µ�¡�\�M+´�M�•�
 class-default �\�ç�d�€�•�¡�Û
�«  �Ð�µ�É�@�²�N�µ�r�€�Z�8�r�M���›�Þ�–�Ö  3/4 �Ï�Ü�©�î  �Ð�µ�É�b�Ž�•�_�c�
�”�¡�©�Ù�å�@��*O�I�€�Z
�8�^�8  class-default �¡�Û�«  �Ð�µ�É�@�¥�å�Ç�•� �×�Þ�î�©�Ù�å�_�µ�r�€�Z�8�r�M���M�m�Z�b�º�Û�Ç�•�µ
�¡�\!·�œ�M�•�@�
�9�b�¡�Û�«  �Ð�µ�É�†�8�B�K�^�8���œ�
�G�b�¡�Û�«  �Ð�µ�É�†�œ�É�©�Ù�å�[�Q#Ý�[�A�r
�M����7•�
�M4Š�b�µ+��c�
 class-default �¡�Û�«  �Ð�µ�É#Ý�_�b�s0¿���[�A�r�M>& shape �¥�Ð�å�»�^�]>' ��

class-default �¡�Û�«  �Ð�µ�É�†�µ�u�Z�
�q�±  63 �¶�b  class �¥�Ð�å�»�>�|�g  match �¥�Ð�å�»�†�Ï�Ü�©�î  
�Ð�µ�É�_0¿���[�A�r�M��

�[ ���_�
 class �¥�Ð�å�»�†�µ�t�
�K)F�Ï�Ü�©�î�b  policy-map �¥�Ð�å�»�b�[�†&g�K�r�M���G�b�¥�Ð�å�»�c�

Web �§�î�Â  10.1.1.1 �l�b�K)F0Á�•�X�†�D7H�K�r�M��

hostname(config)# access-list http-server permit tcp any host 10.1.1.1
hostname(config)# class-map http-server
hostname(config-cmap)# match access-list http-server

hostname(config)# policy-map global-policy
hostname(config-pmap)# description This policy map defines a policy concerning connection 
to http server.
hostname(config-pmap)# class http-server
hostname(config-pmap-c)# set connection conn-max 256

���b�[�c�
�Ï�Ü�©�î  �Ð�µ�É�[�b0
�X�b!·�œ�b�·�8�†&g�K�Z�8�r�M��

hostname(config)# class-map inspection_default
hostname(config-cmap)# match default-inspection-traffic
hostname(config)# class-map http_traffic
hostname(config-cmap)# match port tcp eq 80
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'¨  5 'v       cache �¥�Ð�å�»>|  clear compression �¥�Ð�å�»
  class >&�Ï�Ü�©�î  �Ð�µ�É>'
hostname(config)# policy-map outside_policy
hostname(config-pmap)# class inspection_default
hostname(config-pmap-c)# inspect http http_map
hostname(config-pmap-c)# inspect sip
hostname(config-pmap)# class http_traffic
hostname(config-pmap-c)# set connection timeout tcp 0:10:0

���b�[�c�
�º�Û�Ç�•�µ�¡�@�q�6�b�<#Ý�•+��^�¡�Û�«  �Ð�µ�É�\�M+´�K�S���œ�_�
� �L�µ+��»�Ó�–�å�b�”
�¡�©�Ù�å�@�æ���I�€�Z�8�•�‹)F�b�¡�Û�«  �Ð�µ�É�\!·�œ�I�€�^�8�G�\�†&g�K�Z�8�r�M��

hostname(config)# class-map telnet_traffic
hostname(config-cmap)#  match port tcp eq 23
hostname(config)#  class-map ftp_traffic
hostname(config-cmap)#  match port tcp eq 21
hostname(config)#  class-map tcp_traffic
hostname(config-cmap)#  match port tcp range 1 65535
hostname(config)#  class-map udp_traffic
hostname(config-cmap)#  match port udp range 0 65535
hostname(config)#  policy-map global_policy
hostname(config-pmap)#  class telnet_traffic
hostname(config-pmap-c)#  set connection timeout tcp 0:0:0
hostname(config-pmap-c)#  set connection conn-max 100
hostname(config-pmap)#  class ftp_traffic
hostname(config-pmap-c)#  set connection timeout tcp 0:5:0
hostname(config-pmap-c)#  set connection conn-max 50
hostname(config-pmap)#  class tcp_traffic
hostname(config-pmap-c)#  set connection timeout tcp 2:0:0
hostname(config-pmap-c)#  set connection conn-max 2000

Telnet �K)F�c�
6ä���ì�_  class telnet_traffic �\�M+´�K�r�M��� �]�_  FTP �K)F�c�
6ä���ì�_  class 
ftp_traffic  �\�M+´�K�r�M�� Telnet �>�|�g  FTP �è�¥�b  TCP �K)F�b���œ�c�
 class tcp_traffic �\�M+´�K�r
�M�� Telnet �K)F�r�S�c  FTP �K)F�c  class tcp_traffic �\�M+´�K�r�M�@�
�M�[�_�Ú�b�¡�Û�«�\�M+´�K�Z�8
�•�S�u�
�­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�c�G�b!·�œ�†/œ�8�r�O�‡��

6õ4��¥�Ð�å�» �¥�Ð�å�» 1��Â

class-map �Þ�–�Ö  3/4 �b�¡�Û�«  �Ð�µ�É�†�8�B�K�r�M��

class-map type management 'ö#.�º�Û�Ç�•�µ�¡#Ý�b�Þ�–�Ö  3/4 �¡�Û�«  �Ð�µ�É�†�8�B�K�r�M��

clear configure policy-map service-policy �¥�Ð�å�»�[�Q#Ý�p�b�Ï�Ü�©�î  �Ð�µ�É�†7V�C�
�M
�m�Z�b�Ï�Ü�©�î  �Ð�µ�É  �¥�å�Ç�•� �×�Þ�î�©�Ù�å�†�P7V�K�r�M��

match �º�Û�Ç�•�µ�¡!·�œ�Ã�Û�Ó�î�±�†��*O�K�r�M��

policy-map �Ï�Ü�©�î>&�Q�€�R�€�@  1 �X�è�V�b�”�¡�©�Ù�å�†�â�X  1 �X�è�V�b
�º�Û�Ç�•�µ�¡  �¡�Û�«�b6õ4��Ü�E>'�†0¿���K�r�M��
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'¨  5 'v       cache �¥�Ð�å�»>|  clear compression �¥�Ð�å�»
  class-map
class-map
�Ô�ª�×�Û  �Ï�Ü�©�î  �Ç�Þ�î�Ò�á�î�¡�†�Q#Ý�M�•�\�A�
�¢�ß�î�Â�Ý  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ô�î�»�[  
class-map �¥�Ð�å�»>& type �Ÿ�î�á�î�»�c�æ���K�^�8>'�†�Q#Ý�K�Z�
�”�¡�©�Ù�å�†4:#Ý�M�•�Þ�–�Ö  3 �r
�S�c�Þ�–�Ö  4 �b�º�Û�Ç�•�µ�¡�†�æ���K�r�M���¡�Û�«  �Ð�µ�É�†�P7V�M�•�_�c�
�G�b�¥�Ð�å�»�b  no �g�'�†
�Q#Ý�K�r�M��

class-map class_map_name

no class-map class_map_name

�S�e�b1��Â

�¹�Ç�›�Ý�º �¹�Ç�›�Ý�º�b�·�8�x�Í�c�6�~�r�O�‡��

�¥�Ð�å�»  �Ô�î�» ���b/²�_�
�¥�Ð�å�»�†
°�Š�[�A�•�Ô�î�»�†&g�K�r�M��

�¥�Ð�å�»�š�T

�Q#Ý�V�b�ž�–�»�Û�–�å �G�b�±�–�É�b�¡�Û�«  �Ð�µ�É�c�
�Þ�–�Ö  3/4 3û4#�º�Û�Ç�•�µ�¡�S#Ý�[�M���­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«
���Z�b'ö#.�º�Û�Ç�•�µ�¡�_�X�8�Z�c�
 class-map type management �¥�Ð�å�»�†�g!·�K�Z�C�T�I�8��

�Þ�–�Ö  3/4 �¡�Û�«  �Ð�µ�É�_�|�~�
�”�¡�©�Ù�å�†4:#Ý�M�•�Þ�–�Ö  3 �>�|�g  4 �b�º�Û�Ç�•�µ�¡�†"I���K�r
�M�� 1 �X�b�Þ�–�Ö  3/4 �Ï�Ü�©�î  �Ð�µ�É�_0
�X�b�Þ�–�Ö  3/4 �¡�Û�«  �Ð�µ�É�†�8�B�[�A�r�M��

�¹�Ç�›�Ý�º�b�¡�Û�«  �Ð�µ�É

�¥�å�Ç�•� �×�Þ�î�©�Ù�å�_�c�
�¹�Ç�›�Ý�º  �¢�ß�î�Â�Ý  �Ï�Ü�©�î�[�­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�@�Q#Ý
�M�•�¹�Ç�›�Ý�º�b�Þ�–�Ö  3/4 �¡�Û�«  �Ð�µ�É�@�µ�r�€�r�M���G�€�c�
 inspection_default �\�ç�d�€�
�¹
�Ç�›�Ý�º  �–�å�«�Ì�¡�©�Ù�å  �º�Û�Ç�•�µ�¡�\�M+´�K�r�M��

class-map inspection_default
 match default-inspection-traffic

class_map_name 40 �e�Ð�r�[�b6×�I�b�¡�Û�«  �Ð�µ�É�¡�†�æ���K�r�M�� �� class-default���\�8
�:�¡�S�>�|�g�� _internal���r�S�c�� _default���[���r�•�õ�–�b�¡�S�c�£(Ù
�I�€�Z�8�r�M���¡�Û�«  �Ð�µ�É�b�M�m�Z�b�±�–�É�[� �L�¿�î�Ò  �«�Ì�î�«�†
�Q#Ý�M�•�S�u�
�M�[�_�9�b�¡�Û�«  �Ð�µ�É  �±�–�É�[�Q#Ý�I�€�Z�8�•�¡�S�c

Ì�<#Ý�[�A�r�O�‡��

�¥�Ð�å�»  �Ô�î�»

�Ç�“�–�”�˜�›�î�Ý  �Ô�î�» �­�Ÿ�×�Ü�¸�•  �¥�å�¸�Ÿ�«�º

�Ý�î�¸�µ�» 3ñ4# �©�å�¢�Ý

�Ð�Ý�³

�¥�å�¸�Ÿ�«
�º �©�«�¸�Ò

�¢�ß�î�Â�Ý  �¥�å�Ç�•� �×�Þ�î
�©�Ù�å

• • • • —

�Ü�Ü�î�« �š�f
Æ��

7.0(1) �G�b�¥�Ð�å�»�@�_
°�I�€�r�K�S��
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  class-map
�¹�Ç�›�Ý�º�b�¥�å�Ç�•� �×�Þ�î�©�Ù�å�_�Ñ�~�M�•�9�b�¡�Û�«  �Ð�µ�É�c�
 class-default �\�ç�d�€�
�G�€�c
�M�m�Z�b�º�Û�Ç�•�µ�¡�\�M+´�K�r�M��

class-map class-default
 match any

�G�b�¡�Û�«  �Ð�µ�É�c�
�M�m�Z�b�Þ�–�Ö  3/4 �Ï�Ü�©�î  �Ð�µ�É�b�q�‹�_/²&g�I�€�
�N�N$×�_�
�Ú�b�M�m�Z
�b�º�Û�Ç�•�µ�¡�[�]�‡�^�”�¡�©�Ù�å�v��/œ�K�^�8�|�:�_�­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�_3û%±�K�r�M��
"‚+¬�b  match any �¡�Û�«  �Ð�µ�É�†�8�B�M�•�b�[�c�^�C�
�²0[�_�Â�L�Z  class-default �¡�Û�«  �Ð�µ�É�†�Q
#Ý�[�A�r�M����7•�b�\�G�•�
 class-default �[�Q#Ý�•+��^�µ+��c�
 QoS �º�Û�Ç�•�µ�¡  �©�™�î�Æ�å�¢�^�]
�b�M4Š�b�µ+��T�E�[�M��

�q�±�¡�Û�«  �Ð�µ�É

�M�m�Z�b�±�–�É�b�¡�Û�«  �Ð�µ�É�b�q�±�X�c�
�©�å�¢�Ý  �Ô�î�»�[�c  255 �¶�
�Ð�Ý�³  �Ô�î�»�[�c�¥�å�¸�Ÿ
�«�º�H�\�_  255 �¶�[�M���¡�Û�«  �Ð�µ�É�_�c�
���b�±�–�É�@�6�~�r�M��

• class-map

• class-map type management

• class-map type inspection

• class-map type regex

• �Ï�Ü�©�î  �Ð�µ�É  �±�–�É�b  match �¥�Ð�å�»�[�c�
�¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ô�î�»�†�è���K�r�M��

�G�b�D7H�_�c�M�m�Z�b�±�–�É�b�¹�Ç�›�Ý�º  �¡�Û�«  �Ð�µ�É�v�µ�r�€�r�M��

0¿���b�+0[

�Ô�ª�×�Û  �Ï�Ü�©�î  �Ç�Þ�î�Ò�á�î�¡�b0¿���m8p�c�
���b  4 �X�b�8���[�S�B�I�€�r�M��

1. class-map �¥�Ð�å�»�r�S�c  class-map type management �¥�Ð�å�»�†�Q#Ý�K�Z�
�”�¡�©�Ù�å�b4:#Ý
�P1ß�\�^�•�Þ�–�Ö  3 �\  4 �b�º�Û�Ç�•�µ�¡�†�æ���K�r�M��

2. >&�”�É�Ü�£�î�©�Ù�å  �–�å�«�Ì�¡�©�Ù�å�b�s>' policy-map type inspect �¥�Ð�å�»�†�Q#Ý�K�Z�
�”�É�Ü
�£�î�©�Ù�å  �–�å�«�Ì�¡�©�Ù�å  �º�Û�Ç�•�µ�¡�b"I�9�^�”�¡�©�Ù�å�†��*O�K�r�M��

3. policy-map �¥�Ð�å�»�†�Q#Ý�K�Z�
�Þ�–�Ö  3 �\  4 �b�º�Û�Ç�•�µ�¡�_�”�¡�©�Ù�å�†4:#Ý�K�r�M��

4. service-policy �¥�Ð�å�»�†�Q#Ý�K�Z�
�–�å�±�î�Ç�™�–�«�[�b�”�¡�©�Ù�å�†�”�¡�¸�•�È�_�K�r�M��

class-map �¥�Ð�å�»�†�Q#Ý�K�Z�
�¡�Û�«  �Ð�µ�É  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ô�î�»�†6ä���K�r�M���¡�Û�«  
�Ð�µ�É  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ô�î�»�?�}�
 match �¥�Ð�å�»�†�Q#Ý�K�Z�
�¡�Û�«�_�µ�u�•�º�Û�Ç�•�µ
�¡�†��*O�[�A�r�M���Þ�–�Ö  3/4 �¡�Û�«  �Ð�µ�É�_�c�
�¡�Û�«  �Ð�µ�É�_�µ�r�€�Z�8�•�º�Û�Ç�•�µ�¡�†�æ��
�M�•�
 match �¥�Ð�å�»>& match tunnel-group �¥�Ð�å�»�>�|�g  match default-inspection-traffic �¥�Ð
�å�»�†7V�C>'�@  1 �X�T�E�µ�r�€�Z�8�r�M��

�[ ���_�
 4 �X�b�Þ�–�Ö  3/4 �¡�Û�«  �Ð�µ�É�†�8�B�M�•�[�†&g�K�r�M��

hostname(config)# access-list udp permit udp any any
hostname(config)# access-list tcp permit tcp any any
hostname(config)# access-list host_foo permit ip any 10.1.1.1 255.255.255.255

hostname(config)# class-map all_udp
hostname(config-cmap)# description "This class-map matches all UDP traffic"
hostname(config-cmap)# match access-list udp

hostname(config-cmap)# class-map all_tcp
hostname(config-cmap)# description "This class-map matches all TCP traffic"
hostname(config-cmap)# match access-list tcp
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'¨  5 'v       cache �¥�Ð�å�»>|  clear compression �¥�Ð�å�»
  class-map
hostname(config-cmap)# class-map all_http
hostname(config-cmap)# description "This class-map matches all HTTP traffic"
hostname(config-cmap)# match port tcp eq http

hostname(config-cmap)# class-map to_server
hostname(config-cmap)# description "This class-map matches all traffic to server 10.1.1.1"
hostname(config-cmap)# match access-list host_foo

6õ4��¥�Ð�å�» �¥�Ð�å�» 1��Â

class-map type management �­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�l�b�º�Û�Ç�•�µ�¡#Ý�b�¡�Û�«  
�Ð�µ�É�†�8�B�K�r�M��

policy-map �º�Û�Ç�•�µ�¡  �¡�Û�«�†  1 �X�è�V�b�”�¡�©�Ù�å�\6õ4��Ü�E�•�G�\
�_�|�W�Z�
�Ï�Ü�©�î  �Ð�µ�É�†�8�B�K�r�M��

policy-map type inspect �”�É�Ü�£�î�©�Ù�å  �–�å�«�Ì�¡�©�Ù�å�b"I�9�^�”�¡�©�Ù�å�†��*O
�K�r�M��

service-policy �Ï�Ü�©�î  �Ð�µ�É�†  1 �X�è�V�b�–�å�±�î�Ç�™�–�«�\6õ4��Ü�E�•�G
�\�_�|�W�Z�
�­�Ÿ�×�Ü�¸�•  �Ï�Ü�©�î�†�8�B�K�r�M��

show running-config class-map �¡�Û�«  �Ð�µ�É  �¥�å�Ç�•� �×�Þ�î�©�Ù�å�_6õ�M�•�_���†/²&g�K
�r�M��
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class-map type inspect
�Ô�ª�×�Û  �Ï�Ü�©�î  �Ç�Þ�î�Ò�á�î�¡  �†�Q#Ý�M�•�\�A�_�
�¢�ß�î�Â�Ý  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ô�î�»�[  
class-map type inspect �¥�Ð�å�»�†�Q#Ý�K�Z�è���”�É�Ü�£�î�©�Ù�å�_�[�w�b�ö =�\�M+´�†&�1��K�r�M��
�–�å�«�Ì�¡�©�Ù�å  �¡�Û�«  �Ð�µ�É�†�P7V�M�•�_�c�
�G�b�¥�Ð�å�»�b  no �g�'�†�Q#Ý�K�r�M��

class-map type inspect application [match-all | match-any] class_map_name

no class-map [type inspect application [match-all | match-any]]  class_map_name

�S�e�b1��Â

�¹�Ç�›�Ý�º �¹�Ç�›�Ý�º�b�·�8�x�Í�c�6�~�r�O�‡��

�¥�Ð�å�»  �Ô�î�» ���b/²�_�
�¥�Ð�å�»�†
°�Š�[�A�•�Ô�î�»�†&g�K�r�M��

�¥�Ð�å�»�š�T

application !·�œ�M�•�”�É�Ü�£�î�©�Ù�å  �º�Û�Ç�•�µ�¡�b�±�–�É�†�æ���K�r�M���<#Ý�•+�
�^�±�–�É�c���b�\�>�~�[�M��

• dns

• ftp

• h323

• http

• im 

• sip

class_map_name 40 �e�Ð�r�[�b6×�I�b�¡�Û�«  �Ð�µ�É�¡�†�æ���K�r�M�� �� class-default���\�8�:
�¡�S�>�|�g�� _internal���r�S�c�� _default���[���r�•�õ�–�b�¡�S�c�£(Ù�I�€
�Z�8�r�M���¡�Û�«  �Ð�µ�É�b�M�m�Z�b�±�–�É�[� �L�¿�î�Ò  �«�Ì�î�«�†�Q#Ý�M
�•�S�u�
�M�[�_�9�b�¡�Û�«  �Ð�µ�É  �±�–�É�[�Q#Ý�I�€�Z�8�•�¡�S�c
Ì�<#Ý�[
�A�r�O�‡��

match-all >&�õ�–>'�º�Û�Ç�•�µ�¡�@�¡�Û�«  �Ð�µ�É�\�M+´�M�•�_�c�
�M�m�Z�b�ö =�\�M+´
�M�•�²0[�@�6�•�G�\�†�æ���K�r�M���œ�É�©�Ù�å�†�æ���K�^�8���œ�

match-all �@�¹�Ç�›�Ý�º�[�M��

match-any >&�õ�–>'�º�Û�Ç�•�µ�¡�@�¡�Û�«  �Ð�µ�É�\�M+´�M�•�_�c�
 1 �X�è�V�b�ö =�\�M
+´�M�•�²0[�@�6�•�G�\�†�æ���K�r�M��

�¥�Ð�å�»  �Ô�î�»

�Ç�“�–�”�˜�›�î�Ý  �Ô�î�» �­�Ÿ�×�Ü�¸�•  �¥�å�¸�Ÿ�«�º

�Ý�î�¸�µ�» 3ñ4# �©�å�¢�Ý

�Ð�Ý�³

�¥�å�¸�Ÿ�«
�º �©�«�¸�Ò

�¢�ß�î�Â�Ý  �¥�å�Ç�•� �×�Þ�î
�©�Ù�å

• • • • —

�Ü�Ü�î�« �š�f
Æ��

7.2(1) �G�b�¥�Ð�å�»�@�_
°�I�€�r�K�S��

8.0(2) match-any �Ÿ�î�á�î�»�@3ã�•�I�€�r�K�S��
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�Q#Ý�V�b�ž�–�»�Û�–�å �Ô�ª�×�Û  �Ï�Ü�©�î  �Ç�Þ�î�Ò�á�î�¡�†�Q#Ý�M�•�\�
�¨�C�b�”�É�Ü�£�î�©�Ù�å  �–�å�«�Ì�¡�©�Ù�å�_�P�K�Z
"I�9�^�”�¡�©�Ù�å�†0¿���[�A�r�M���Þ�–�Ö  3/4 �Ï�Ü�©�î  �Ð�µ�É�[�–�å�«�Ì�¡�©�Ù�å  �š�å�ª�å�†�–�¿�î
�È�Ý�_�M�•�\�A�c�
 �–�å�«�Ì�¡�©�Ù�å  �Ï�Ü�©�î  �Ð�µ�É �[��*O�I�€�Z�8�•�”�¡�©�Ù�å�†�²0[�_�Â�L�Z�–
�¿�î�È�Ý�_�M�•�G�\�v�[�A�r�M>& policy-map type inspect �¥�Ð�å�»�†�g!·>' ��

�–�å�«�Ì�¡�©�Ù�å  �Ï�Ü�©�î  �Ð�µ�É�[�c�
�–�å�«�Ì�¡�©�Ù�å  �¡�Û�«  �Ð�µ�É�†�8�B�K�Z�
�P1ß�\�M�•�º�Û
�Ç�•�µ�¡�†�æ���[�A�r�M���G�b�¡�Û�«  �Ð�µ�É�_�c�
 1 �X�è�V�b  match �¥�Ð�å�»�@�µ�r�€�r�M  >&�6�•�8
�c�
�"�M�b�ö =�\�”�¡�©�Ù�å�†�Ì�”�_�M�•���œ�c�
�–�å�«�Ì�¡�©�Ù�å  �Ï�Ü�©�î  �Ð�µ�É�[  match �¥�Ð�å
�»�†%$�K�Q#Ý�[�A�r�M>' ���”�É�Ü�£�î�©�Ù�å�[�w�b�ö =�†!·�œ�[�A�r�M���S�\�<�d  DNS �º�Û�Ç�•�µ�¡
�b���œ�c�
 DNS �¡�š�Ü�î
Æ�b�»�Ó�–�å�¡�\!·�œ�•+��[�M��

�¡�Û�«  �Ð�µ�É�c�
0
�X�b�º�Û�Ç�•�µ�¡!·�œ�†�¢�Ý�î�É�ì�K�r�M>& match-all �¡�Û�«  �Ð�µ�É>'���6�•�8�c
�¡�Û�«  �Ð�µ�É�[�
!·�œ�Ü�«�º�b�8�N�€�?�†!·�œ�[�A�r�M>& match-any �¡�Û�«  �Ð�µ�É>'���¡�Û�«  �Ð�µ�É�†
�8�B�M�•�G�\�\�
�–�å�«�Ì�¡�©�Ù�å  �Ï�Ü�©�î  �Ð�µ�É
Æ�[%$�K�º�Û�Ç�•�µ�¡!·�œ�†��*O�M�•�G�\�b4*�8
�c�
�¡�Û�«  �Ð�µ�É�†�Q#Ý�K�Z0
�X�b  match �¥�Ð�å�»�†�¢�Ý�î�É�ì�[�A�•!l�\�
�¡�Û�«  �Ð�µ�É�†
Ì�Q#Ý
�[�A�•!l�[�M���G�b�¡�Û�«  �Ð�µ�É�[�æ���M�•�º�Û�Ç�•�µ�¡�_�P�K�Z�c�
�–�å�«�Ì�¡�©�Ù�å  �Ï�Ü�©�î  
�Ð�µ�É�[�
�K)F�b�»�ß�µ�É�
�Ü�­�µ�º�
�r�S�c�ß� �å�¢�^�]�b�”�¡�©�Ù�å�†�æ���[�A�r�M��

�M�m�Z�b�±�–�É�b�¡�Û�«  �Ð�µ�É�b�q�±�X�c�
�©�å�¢�Ý  �Ô�î�»�[�c  255 �¶�
�Ð�Ý�³  �Ô�î�»�[�c�¥�å�¸�Ÿ
�«�º�H�\�_  255 �¶�[�M���¡�Û�«  �Ð�µ�É�_�c�
���b�±�–�É�@�6�~�r�M��

• class-map

• class-map type management

• class-map type inspection

• class-map type regex

• �Ï�Ü�©�î  �Ð�µ�É  �±�–�É�b  match �¥�Ð�å�»�[�c�
�¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ô�î�»�†�è���K�r�M��

�G�b�D7H�_�c�M�m�Z�b�±�–�É�b�¹�Ç�›�Ý�º  �¡�Û�«  �Ð�µ�É�v�µ�r�€�r�M��0ò(ý�_�X�8�Z�c�
 class-map 
�¥�Ð�å�»�†�g!·�K�Z�C�T�I�8��

�[ ���b�[�[�c�
�M�m�Z�b�ö =�_�M+´�M�•�²0[�@�6�•  HTTP �¡�Û�«  �Ð�µ�É�†�8�B�K�r�M��

hostname(config-cmap)# class-map type inspect http match-all http-traffic
hostname(config-cmap)# match req-resp content-type mismatch
hostname(config-cmap)# match request body length gt 1000
hostname(config-cmap)# match not request uri regex class URLs

���b�[�[�c�
�ö =�b�8�N�€�?�_�M+´�M�•�²0[�@�6�•  HTTP �¡�Û�«  �Ð�µ�É�†�8�B�K�r�M��

hostname(config-cmap)# class-map type inspect http match-any monitor-http
hostname(config-cmap)# match request method get
hostname(config-cmap)# match request method put
hostname(config-cmap)# match request method post

6õ4��¥�Ð�å�» �¥�Ð�å�» 1��Â

class-map 3û4#�º�Û�Ç�•�µ�¡#Ý�b�Þ�–�Ö  3/4 �¡�Û�«  �Ð�µ�É�†�8�B�K�r�M��

policy-map �º�Û�Ç�•�µ�¡  �¡�Û�«�†  1 �X�è�V�b�”�¡�©�Ù�å�\6õ4��Ü�E�•�G�\
�_�|�W�Z�
�Ï�Ü�©�î  �Ð�µ�É�†�8�B�K�r�M��

policy-map type inspect �”�É�Ü�£�î�©�Ù�å  �–�å�«�Ì�¡�©�Ù�å�b"I�9�^�”�¡�©�Ù�å�†��*O
�K�r�M��
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service-policy �Ï�Ü�©�î  �Ð�µ�É�†  1 �X�è�V�b�–�å�±�î�Ç�™�–�«�\6õ4��Ü�E�•�G
�\�_�|�W�Z�
�­�Ÿ�×�Ü�¸�•  �Ï�Ü�©�î�†�8�B�K�r�M��

show running-config class-map �¡�Û�«  �Ð�µ�É  �¥�å�Ç�•� �×�Þ�î�©�Ù�å�_6õ�M�•�_���†/²&g�K
�r�M��

�¥�Ð�å�» 1��Â
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class-map type management
�Ô�ª�×�Û  �Ï�Ü�©�î  �Ç�Þ�î�Ò�á�î�¡  �†�Q#Ý�M�•�\�A�
�¢�ß�î�Â�Ý  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ô�î�»�[  
class-map type management �¥�Ð�å�»�†�Q#Ý�K�Z�
�”�¡�©�Ù�å�†4:#Ý�M�•�­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å
�«���Z�b�
�Þ�–�Ö  3 �r�S�c�Þ�–�Ö  4 �b'ö#.�º�Û�Ç�•�µ�¡�†�æ���K�r�M���¡�Û�«  �Ð�µ�É�†�P7V�M�•�_�c�

�G�b�¥�Ð�å�»�b  no �g�'�†�Q#Ý�K�r�M��

class-map type management class_map_name

no class-map type management class_map_name

�S�e�b1��Â

�¹�Ç�›�Ý�º �¹�Ç�›�Ý�º�b�·�8�x�Í�c�6�~�r�O�‡��

�¥�Ð�å�»  �Ô�î�» ���b/²�_�
�¥�Ð�å�»�†
°�Š�[�A�•�Ô�î�»�†&g�K�r�M��

�¥�Ð�å�»�š�T

�Q#Ý�V�b�ž�–�»�Û�–�å �G�b�±�–�É�b�¡�Û�«  �Ð�µ�É�c�
'ö#.�º�Û�Ç�•�µ�¡�S#Ý�[�M��3û4#�º�Û�Ç�•�µ�¡�_�X�8�Z�c�
 class-map 
�¥�Ð�å�»>& type �Ÿ�î�á�î�»�c�æ���K�^�8>'�†�g!·�K�Z�C�T�I�8��

�­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�l�b'ö#.�º�Û�Ç�•�µ�¡�_�P�K�Z�
�G�b'�8®�b�º�Û�Ç�•�µ�¡�_"I�w�b�”�¡
�©�Ù�å�b��/œ�@�²0[�_�^�•���œ�@�6�~�r�M���Ï�Ü�©�î  �Ð�µ�É�b'ö#.�¡�Û�«  �Ð�µ�É�[0¿���•+��^�”�¡
�©�Ù�å�b�±�–�É�c�
'ö#.�º�Û�Ç�•�µ�¡�S#Ý�[�M���S�\�<�d�
�G�b�±�–�É�b�¡�Û�«  �Ð�µ�É�[�c�

RADIUS �”�•�˜�å�¸�•�å�¢  �º�Û�Ç�•�µ�¡�†�–�å�«�Ì�¡�º�K�Z�
�K)F�D7H�†0¿���[�A�r�M��

�Þ�–�Ö  3/4 �¡�Û�«  �Ð�µ�É�_�|�~�
�”�¡�©�Ù�å�†4:#Ý�M�•�Þ�–�Ö  3 �>�|�g  4 �b�º�Û�Ç�•�µ�¡�†"I���K�r
�M���M�m�Z�b�±�–�É�b�¡�Û�«  �Ð�µ�É�b�q�±�X�c�
�©�å�¢�Ý  �Ô�î�»�[�c  255 �¶�
�Ð�Ý�³  �Ô�î�»�[�c�¥�å
�¸�Ÿ�«�º�H�\�_  255 �¶�[�M��

class_map_name 40 �e�Ð�r�[�b6×�I�b�¡�Û�«  �Ð�µ�É�¡�†�æ���K�r�M�� �� class-default���\�8
�:�¡�S�>�|�g�� _internal���r�S�c�� _default���[���r�•�õ�–�b�¡�S�c�£(Ù
�I�€�Z�8�r�M���¡�Û�«  �Ð�µ�É�b�M�m�Z�b�±�–�É�[� �L�¿�î�Ò  �«�Ì�î�«�†
�Q#Ý�M�•�S�u�
�M�[�_�9�b�¡�Û�«  �Ð�µ�É  �±�–�É�[�Q#Ý�I�€�Z�8�•�¡�S�c

Ì�<#Ý�[�A�r�O�‡��

�¥�Ð�å�»  �Ô�î�»

�Ç�“�–�”�˜�›�î�Ý  �Ô�î�» �­�Ÿ�×�Ü�¸�•  �¥�å�¸�Ÿ�«�º

�Ý�î�¸�µ�» 3ñ4# �©�å�¢�Ý

�Ð�Ý�³

�¥�å�¸�Ÿ�«
�º �©�«�¸�Ò

�¢�ß�î�Â�Ý  �¥�å�Ç�•� �×�Þ�î
�©�Ù�å

• • • • —

�Ü�Ü�î�« �š�f
Æ��

7.2(1) �G�b�¥�Ð�å�»�@�_
°�I�€�r�K�S��

8.0(2) �­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�_�¥�?�:'ö#.�º�Û�Ç�•�µ�¡�b���œ�
�Þ�–�Ö  
3/4 'ö#.�¡�Û�«  �Ð�µ�É�_  set connection �¥�Ð�å�»�@�Q#Ý�[�A�•�|�:�_�^�~
�r�K�S�� conn-max �Ÿ�î�á�î�»�>�|�g  embryonic-conn-max �Ÿ�î�á�î�»�T
�E�@�Q#Ý�•+��[�M��
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'¨  5 'v       cache �¥�Ð�å�»>|  clear compression �¥�Ð�å�»
  class-map type management
�Þ�–�Ö  3/4 �Ï�Ü�©�î  �Ð�µ�É�Q�€�R�€�_�
0
�X�b�Þ�–�Ö  3/4 �¡�Û�«  �Ð�µ�É>&'ö#.�º�Û�Ç�•�µ�¡�r�S�c3û
4#�º�Û�Ç�•�µ�¡>'�†�8�B�[�A�r�M��

�Ô�ª�×�Û  �Ï�Ü�©�î  �Ç�Þ�î�Ò�á�î�¡�b0¿���m8p�c�
���b  4 �X�b�8���[�S�B�I�€�r�M��

1. class-map �¥�Ð�å�»�>�|�g  class-map type management �¥�Ð�å�»�†�Q#Ý�K�Z�
�”�¡�©�Ù�å�†4:#Ý
�M�•�Þ�–�Ö  3 �>�|�g�Þ�–�Ö  4 �b�º�Û�Ç�•�µ�¡�†1‘�9�K�r�M��

2. >&�”�É�Ü�£�î�©�Ù�å  �–�å�«�Ì�¡�©�Ù�å�b�s>' policy-map type inspect �¥�Ð�å�»�†�Q#Ý�K�Z�
�”�É�Ü
�£�î�©�Ù�å  �–�å�«�Ì�¡�©�Ù�å  �º�Û�Ç�•�µ�¡�b"I�9�^�”�¡�©�Ù�å�†��*O�K�r�M��

3. policy-map �¥�Ð�å�»�†�Q#Ý�K�Z�
�Þ�–�Ö  3 �\  4 �b�º�Û�Ç�•�µ�¡�_�”�¡�©�Ù�å�†4:#Ý�K�r�M��

4. service-policy �¥�Ð�å�»�†�Q#Ý�K�Z�
�–�å�±�î�Ç�™�–�«�[�b�”�¡�©�Ù�å�†�”�¡�¸�•�È�_�K�r�M��

class-map type management �¥�Ð�å�»�†�Q#Ý�K�Z�
 �¡�Û�«  �Ð�µ�É  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ô�î�»�†6ä
���K�r�M���¡�Û�«  �Ð�µ�É  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ô�î�»�?�}�
 match �¥�Ð�å�»�†�Q#Ý�K�Z�
�¡�Û�«�_
�µ�u�•�º�Û�Ç�•�µ�¡�†��*O�[�A�r�M��'ö#.�¡�Û�«  �Ð�µ�É�†�æ���K�Z�
�”�¡�­�«  �Ü�«�º�r�S�c  TCP �x  
UDP �b�Ï�î�º�\!·�œ�[�A�r�M���Þ�–�Ö  3/4 �¡�Û�«  �Ð�µ�É�_�c�
�¡�Û�«  �Ð�µ�É�_�µ�r�€�•�º�Û�Ç�•�µ�¡
�†�æ���M�•  match �¥�Ð�å�»�@  1 �X�T�E�@�µ�r�€�Z�8�r�M��

�M�m�Z�b�±�–�É�b�¡�Û�«  �Ð�µ�É�b�q�±�X�c�
�©�å�¢�Ý  �Ô�î�»�[�c  255 �¶�
�Ð�Ý�³  �Ô�î�»�[�c�¥�å�¸�Ÿ
�«�º�H�\�_  255 �¶�[�M���¡�Û�«  �Ð�µ�É�_�c�
���b�±�–�É�@�6�~�r�M��

• class-map

• class-map type management

• class-map type inspection

• class-map type regex

• �Ï�Ü�©�î  �Ð�µ�É  �±�–�É�b  match �¥�Ð�å�»�[�c�
�¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ô�î�»�†�è���K�r�M��

�G�b�D7H�_�c�M�m�Z�b�±�–�É�b�¹�Ç�›�Ý�º  �¡�Û�«  �Ð�µ�É�v�µ�r�€�r�M��0ò(ý�_�X�8�Z�c�
 class-map 
�¥�Ð�å�»�†�g!·�K�Z�C�T�I�8��

�[ ���_�
�Þ�–�Ö  3/4 'ö#.�¡�Û�«  �Ð�µ�É�†�8�B�M�•�[�†&g�K�r�M��

hostname(config)# class-map type management radius_acct
hostname(config-cmap)# match port tcp eq 10000

6õ4��¥�Ð�å�» �¥�Ð�å�» 1��Â

class-map 3û4#�º�Û�Ç�•�µ�¡#Ý�b�Þ�–�Ö  3/4 �¡�Û�«  �Ð�µ�É�†�8�B�K�r�M��

policy-map �º�Û�Ç�•�µ�¡  �¡�Û�«�†  1 �X�è�V�b�”�¡�©�Ù�å�\6õ4��Ü�E�•�G�\
�_�|�W�Z�
�Ï�Ü�©�î  �Ð�µ�É�†�8�B�K�r�M��

policy-map type inspect �”�É�Ü�£�î�©�Ù�å  �–�å�«�Ì�¡�©�Ù�å�b"I�9�^�”�¡�©�Ù�å�†��*O
�K�r�M��

service-policy �Ï�Ü�©�î  �Ð�µ�É�†  1 �X�è�V�b�–�å�±�î�Ç�™�–�«�\6õ4��Ü�E�•�G
�\�_�|�W�Z�
�­�Ÿ�×�Ü�¸�•  �Ï�Ü�©�î�†�8�B�K�r�M��

show running-config class-map �¡�Û�«  �Ð�µ�É  �¥�å�Ç�•� �×�Þ�î�©�Ù�å�_6õ�M�•�_���†/²&g�K
�r�M��
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class-map type regex
�Ô�ª�×�Û  �Ï�Ü�©�î  �Ç�Þ�î�Ò�á�î�¡  �†�Q#Ý�M�•�\�A�_�
�¢�ß�î�Â�Ý  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ô�î�»�[  
class-map type regex �¥�Ð�å�»�†�Q#Ý�K�Z�
�M+´�¸�Ÿ�«�º�[�<#Ý�M�•�G0d/²#'�†�¢�Ý�î�É�ì�K�r�M���G
0d/²#'�¡�Û�«  �Ð�µ�É�†�P7V�M�•�_�c�
�G�b�¥�Ð�å�»�b  no �g�'�†�Q#Ý�K�r�M��

class-map type regex match-any class_map_name

no class-map [type regex match-any] class_map_name

�S�e�b1��Â

�¹�Ç�›�Ý�º �¹�Ç�›�Ý�º�b�·�8�x�Í�c�6�~�r�O�‡��

�¥�Ð�å�»  �Ô�î�» ���b/²�_�
�¥�Ð�å�»�†
°�Š�[�A�•�Ô�î�»�†&g�K�r�M��

�¥�Ð�å�»�š�T

�Q#Ý�V�b�ž�–�»�Û�–�å �Ô�ª�×�Û  �Ï�Ü�©�î  �Ç�Þ�î�Ò�á�î�¡�†�Q#Ý�M�•�\�
�¨�C�b�”�É�Ü�£�î�©�Ù�å  �–�å�«�Ì�¡�©�Ù�å�_�P�K�Z
"I�9�^�”�¡�©�Ù�å�†0¿���[�A�r�M���Þ�–�Ö  3/4 �Ï�Ü�©�î  �Ð�µ�É�[�–�å�«�Ì�¡�©�Ù�å  �š�å�ª�å�†�–�¿�î
�È�Ý�_�M�•�\�A�c�
 �–�å�«�Ì�¡�©�Ù�å  �Ï�Ü�©�î  �Ð�µ�É �[��*O�I�€�Z�8�•�”�¡�©�Ù�å�†�²0[�_�Â�L�Z�–
�¿�î�È�Ý�_�M�•�G�\�v�[�A�r�M>& policy-map type inspect �¥�Ð�å�»�†�g!·>' ��

�–�å�«�Ì�¡�©�Ù�å  �Ï�Ü�©�î  �Ð�µ�É�[�c�
 1 �X�è�V�b  match �¥�Ð�å�»�†�µ�‡�T�–�å�«�Ì�¡�©�Ù�å  �¡�Û�«  
�Ð�µ�É�†�8�B�M�•�G�\�[�
�”�¡�©�Ù�å�b��/œ�P1ß�\�^�•�º�Û�Ç�•�µ�¡�†1‘�9�[�A�r�M���r�S�c�
 match 
�¥�Ð�å�»�†�–�å�«�Ì�¡�©�Ù�å  �Ï�Ü�©�î  �Ð�µ�É
Æ�[%$�K�Q#Ý�M�•�G�\�v�[�A�r�M���M4Š�b  match �¥�Ð�å
�»�[�c�
�Ã�£�µ�º
Æ�b�¸�Ÿ�«�º�†�G0d/²#'�†�Q#Ý�K�Z1‘�9�[�A�r�M���S�\�<�d�
 HTTP �Ã�£�µ�º
Æ�b  
URL �e�Ð�4�†!·�œ�[�A�r�M���G0d/²#'�¡�Û�«  �Ð�µ�É�[�G0d/²#'�†�¢�Ý�î�É�ì�[�A�r�M��

class_map_name 40 �e�Ð�r�[�b6×�I�b�¡�Û�«  �Ð�µ�É�¡�†�æ���K�r�M�� �� class-default���\�8�:
�¡�S�>�|�g�� _internal���r�S�c�� _default���[���r�•�õ�–�b�¡�S�c�£(Ù�I�€
�Z�8�r�M���¡�Û�«  �Ð�µ�É�b�M�m�Z�b�±�–�É�[� �L�¿�î�Ò  �«�Ì�î�«�†�Q#Ý�M
�•�S�u�
�M�[�_�9�b�¡�Û�«  �Ð�µ�É  �±�–�É�[�Q#Ý�I�€�Z�8�•�¡�S�c
Ì�<#Ý�[
�A�r�O�‡��

match-any �º�Û�Ç�•�µ�¡�@�G0d/²#'�b�8�N�€�?�\�T�E�M+´�M�•���œ�[�v�
�G�b�º�Û
�Ç�•�µ�¡�@�¡�Û�«  �Ð�µ�É�\�M+´�K�Z�8�•�\�M�•�G�\�†�æ���K�r�M��
match-any �@�O�M�b�œ�É�©�Ù�å�[�M��

�¥�Ð�å�»  �Ô�î�»

�Ç�“�–�”�˜�›�î�Ý  �Ô�î�» �­�Ÿ�×�Ü�¸�•  �¥�å�¸�Ÿ�«�º

�Ý�î�¸�µ�» 3ñ4# �©�å�¢�Ý

�Ð�Ý�³

�¥�å�¸�Ÿ�«
�º �©�«�¸�Ò

�¢�ß�î�Â�Ý  �¥�å�Ç�•� �×�Þ�î
�©�Ù�å

• • • • —

�Ü�Ü�î�« �š�f
Æ��

7.2(1) �G�b�¥�Ð�å�»�@�_
°�I�€�r�K�S��
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�G0d/²#'�¡�Û�«  �Ð�µ�É�†�8�B�M�•�S�_�
 regex �¥�Ð�å�»�†�Q#Ý�K�Z�
�G0d/²#'�†�8�B�K�r�M�����_�

match regex �¥�Ð�å�»�†�Q#Ý�K�Z�
�¡�Û�«  �Ð�µ�É  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ô�î�»�[�¡�S�†�Ü�E�}�€�S
�G0d/²#'�†�æ���K�r�M��

�M�m�Z�b�±�–�É�b�¡�Û�«  �Ð�µ�É�b�q�±�X�c�
�©�å�¢�Ý  �Ô�î�»�[�c  255 �¶�
�Ð�Ý�³  �Ô�î�»�[�c�¥�å�¸�Ÿ
�«�º�H�\�_  255 �¶�[�M���¡�Û�«  �Ð�µ�É�_�c�
���b�±�–�É�@�6�~�r�M��

• class-map

• class-map type management

• class-map type inspection

• class-map type regex

• �Ï�Ü�©�î  �Ð�µ�É  �±�–�É�b  match �¥�Ð�å�»�[�c�
�¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ô�î�»�†�è���K�r�M��

�G�b�D7H�_�c�M�m�Z�b�±�–�É�b�¹�Ç�›�Ý�º  �¡�Û�«  �Ð�µ�É�v�µ�r�€�r�M��0ò(ý�_�X�8�Z�c�
 class-map 
�¥�Ð�å�»�†�g!·�K�Z�C�T�I�8��

�[ ���_�
 2 �X�b�G0d/²#'�†�8�B�K�
�G�€�†�G0d/²#'�¡�Û�«  �Ð�µ�É�_3ã�•�M�•�[�†&g�K�r�M���º�Û�Ç�•�µ�¡
�_�� example.com���r�S�c�� example2.com���\�8�:�«�º�Ü�å�¢�@�µ�r�€�Z�8�•���œ�
�G�b�º�Û�Ç�•�µ
�¡�c�¡�Û�«  �Ð�µ�É�\�M+´�K�Z�8�r�M��

hostname(config)# regex url_example example\.com
hostname(config)# regex url_example2 example2\.com
hostname(config)# class-map type regex match-any URLs
hostname(config-cmap)# match  regex  example
hostname(config-cmap)# match  regex  example2

6õ4��¥�Ð�å�» �¥�Ð�å�» 1��Â

class-map type inspect �”�É�Ü�£�î�©�Ù�å�[�w�b�º�Û�Ç�•�µ�¡�\!·�œ�M�•�–�å�«�Ì�¡
�©�Ù�å  �¡�Û�«  �Ð�µ�É�†�8�B�K�r�M��

policy-map �º�Û�Ç�•�µ�¡  �¡�Û�«�†  1 �X�è�V�b�”�¡�©�Ù�å�\6õ4��Ü�E�•�G�\
�_�|�W�Z�
�Ï�Ü�©�î  �Ð�µ�É�†�8�B�K�r�M��

policy-map type inspect �”�É�Ü�£�î�©�Ù�å  �–�å�«�Ì�¡�©�Ù�å�b"I�9�^�”�¡�©�Ù�å�†��*O
�K�r�M��

service-policy �Ï�Ü�©�î  �Ð�µ�É�†  1 �X�è�V�b�–�å�±�î�Ç�™�–�«�\6õ4��Ü�E�•�G
�\�_�|�W�Z�
�­�Ÿ�×�Ü�¸�•  �Ï�Ü�©�î�†�8�B�K�r�M��

regex �G0d/²#'�†�8�B�K�r�M��
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clear aaa local user fail-attempts
�Ø�î�¨�b�ß�µ�¡  �”�˜�º  �«�¸�î�±�«�†�š�f�K�^�8�[�
�Ø�î�¨1�0É�»�K0è/œ�G�X�†  0 �_�Ü�­�µ�º�M�•�_�c�

"I�’  EXEC �Ô�î�»�[  clear aaa local user fail-attempts �¥�Ð�å�»�†�Q#Ý�K�r�M��

clear aaa local user authentication fail-attempts { username name | all}

�S�e�b1��Â

�¹�Ç�›�Ý�º �¹�Ç�›�Ý�º�b�·�8�x�Í�c�6�~�r�O�‡��

�¥�Ð�å�»  �Ô�î�» ���b/²�_�
�¥�Ð�å�»�†
°�Š�[�A�•�Ô�î�»�†&g�K�r�M��

�¥�Ð�å�»�š�T

�Q#Ý�V�b�ž�–�»�Û�–�å �Ø�î�¨�@1�0É0è/œ�†�1�G�?�»�K�K�S�‹�_�
�Ø�î�¨1�0É�†�»�K�_�M�•�_�c�
�G�b�¥�Ð�å�»�†�Q#Ý�K�r�M��

0¿���I�€�S1�0É0è/œ�b�»�K�X�_4)�M�•�\�
�Ø�î�¨�c�
�©�«�¸�Ò�?�}�ß�µ�¡  �”�˜�º�I�€�
�©�«�¸�Ò'ö#.
*…�@�G�b�Ø�î�¨�¡�b�ß�µ�¡�†0Ž7V�M�•�?�
�r�S�c�©�«�¸�Ò�†�Ü�È�î�º�M�•�r�[�
�G�–�_�ß�¢�–�å�[�A�r
�O�‡���Ø�î�¨�@�G�–�_1�0É�I�€�•�?�
�r�S�c�­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�†�Ü�È�î�º�M�•�\�
�»�K0è
/œ�X�@ 0 �_�Ü�­�µ�º�I�€�
�ß�µ�¡�”�˜�º  �«�¸�î�±�«�@  No �_�Ü�­�µ�º�I�€�r�M���r�S�
�¥�å�Ç�•� �×
�Þ�î�©�Ù�å�@�š�f�I�€�•�\�
�©�«�¸�Ò�@�•�˜�å�±�†  0 �_�Ü�­�µ�º�K�r�M��

�Ø�î�¨�¡�b�ß�µ�¡�r�S�c�”�å�ß�µ�¡�_�|�~�
�©�«�¸�Ò  �ß�¢  �Ó�µ�­�î�ª�@#Õ�B�I�€�r�M��"I�’�Þ�Ë�Ý  15 
�b�©�«�¸�Ò'ö#.*…�c�
�ß�µ�¡  �”�˜�º�I�€�r�O�‡��

�[ ���_�
 clear aaa local user authentication fail-attempts �¥�Ð�å�»�†�Q#Ý�K�Z�
�Ø�î�¨�¡  anyuser �b�»
�K0è/œ�•�˜�å�±�†  0 �_�Ü�­�µ�º�M�•�[�†&g�K�r�M��

hostname(config)# clear aaa local user authentication fail-attempts  username anyuser
hostname(config)#

���_�
 clear aaa local user authentication fail-attempts �¥�Ð�å�»�†�Q#Ý�K�Z�
�M�m�Z�b�Ø�î�¨�b�»�K
0è/œ�•�˜�å�±�†  0 �_�Ü�­�µ�º�M�•�[�†&g�K�r�M��

hostname(config)# clear aaa local user authentication fail-attempts  all

all �M�m�Z�b�Ø�î�¨�_�X�8�Z�
�»�K0è/œ�•�˜�å�±�†  0 �_�Ü�­�µ�º�K�r�M��

name �»�K0è/œ�•�˜�å�±�†  0 �_�Ü�­�µ�º�M�•"I���b�Ø�î�¨�¡�†�æ���K�r�M��

username )F�C�Ã�Û�Ó�î�±�@�
�»�K0è/œ�•�˜�å�±�†  0 �_�Ü�­�µ�º�M�•�Ø�î�¨�b�Ø�î�¨
�¡�[�6�•�G�\�†&g�K�r�M��

�¥�Ð�å�»  �Ô�î�»

�Ç�“�–�”�˜�›�î�Ý  �Ô�î�» �­�Ÿ�×�Ü�¸�•  �¥�å�¸�Ÿ�«�º

�Ý�î�¸�µ�» 3ñ4# �©�å�¢�Ý

�Ð�Ý�³

�¥�å�¸�Ÿ�«
�º �©�«�¸�Ò

"I�’  EXEC • • • • —

�Ü�Ü�î�« �š�f
Æ��

7.0(1) �G�b�¥�Ð�å�»�@�_
°�I�€�r�K�S��
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hostname(config)#

6õ4��¥�Ð�å�» �¥�Ð�å�» 1��Â

aaa local authentication 
attempts max-fail

0Á�•�I�€�•�»�K�Ø�î�¨1�0É0è/œ�b�G�X�D7H�†0¿���K�r�M��

clear aaa local user lockout �Ø�î�¨�b�ß�µ�¡�”�˜�º  �«�¸�î�±�«�†�š�f�M�•�G�\�^�C�
�»�K�Ø�î
�¨1�0É0è/œ�b�G�X�†�®�ß�_�Ü�­�µ�º�K�r�M��

show aaa local user [locked] #'�~�ß�µ�¡�I�€�Z�8�•�Ø�î�¨�¡�b�Ü�«�º�†/²&g�K�r�M��
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clear aaa local user lockout
�æ���K�S�Ø�î�¨�b�ß�µ�¡�”�˜�º  �«�¸�î�±�«�†�¡�Ü�”�K�
�»�K0è/œ�•�˜�å�±�†  0 �_0¿���M�•�_�c�
"I�’  
EXEC �Ô�î�»�[  clear aaa local user lockout �¥�Ð�å�»�†�Q#Ý�K�r�M��

clear aaa local user lockout { username name | all}

�S�e�b1��Â

�¹�Ç�›�Ý�º �¹�Ç�›�Ý�º�b�·�8�x�Í�c�6�~�r�O�‡��

�¥�Ð�å�»  �Ô�î�» ���b/²�_�
�¥�Ð�å�»�†
°�Š�[�A�•�Ô�î�»�†&g�K�r�M��

�¥�Ð�å�»�š�T

�Q#Ý�V�b�ž�–�»�Û�–�å username �œ�É�©�Ù�å�†�Q#Ý�K�Z�"�M�b�Ø�î�¨�†�æ���M�•�?�
 all �œ�É�©�Ù�å�†�Q#Ý�K�Z�M�m�Z�b�Ø�î
�¨�†�æ���[�A�r�M��

�G�b�¥�Ð�å�»�c�
�ß�µ�¡�”�˜�º�I�€�Z�8�•�Ø�î�¨�b�«�¸�î�±�«�T�E�_�s8j�K�r�M��

'ö#.*…�†�¹�Â�–�«�?�}�ß�µ�¡�”�˜�º�M�•�G�\�c�[�A�r�O�‡��

�Ø�î�¨�¡�b�ß�µ�¡�r�S�c�”�å�ß�µ�¡�_�|�~�
 syslog �Ó�µ�­�î�ª�@#Õ�B�I�€�r�M��

�[ ���_�
 clear aaa local user lockout �¥�Ð�å�»�†�Q#Ý�K�Z�
�Ø�î�¨�¡  anyuser �b�ß�µ�¡�”�˜�º"g�Â�†�¡�Ü
�”�K�
�»�K0è/œ�•�˜�å�±�†  0 �_�Ü�­�µ�º�M�•�[�†&g�K�r�M��

hostname(config)# clear aaa local user lockout username anyuser
hostname(config)#

all �M�m�Z�b�Ø�î�¨�_�X�8�Z�
�»�K0è/œ�•�˜�å�±�†  0 �_�Ü�­�µ�º�K�r�M��

name �»�K0è/œ�•�˜�å�±�†  0 �_�Ü�­�µ�º�M�•"I���b�Ø�î�¨�¡�†�æ���K�r�M��

username )F�C�Ã�Û�Ó�î�±�@�
�»�K0è/œ�•�˜�å�±�†  0 �_�Ü�­�µ�º�M�•�Ø�î�¨�b�Ø�î�¨
�¡�[�6�•�G�\�†&g�K�r�M��

�¥�Ð�å�»  �Ô�î�»

�Ç�“�–�”�˜�›�î�Ý  �Ô�î�» �­�Ÿ�×�Ü�¸�•  �¥�å�¸�Ÿ�«�º

�Ý�î�¸�µ�» 3ñ4# �©�å�¢�Ý

�Ð�Ý�³

�¥�å�¸�Ÿ�«
�º �©�«�¸�Ò

"I�’  EXEC • • • • —

�Ü�Ü�î�« �š�f
Æ��

7.0(1) �G�b�¥�Ð�å�»�@�_
°�I�€�r�K�S��
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6õ4��¥�Ð�å�» �¥�Ð�å�» 1��Â

aaa local authentication attempts 
max-fail

0Á�•�I�€�•�»�K�Ø�î�¨1�0É0è/œ�b�G�X�D7H�†0¿���K�r�M��

clear aaa local user fail-attempts �Ø�î�¨�b�ß�µ�¡�”�˜�º  �«�¸�î�±�«�†�š�f�M�•�G�\�^�C�
�»�K
�Ø�î�¨1�0É0è/œ�b�G�X�†�®�ß�_�Ü�­�µ�º�K�r�M��

show aaa local user [locked] #'�~�ß�µ�¡�I�€�Z�8�•�Ø�î�¨�¡�b�Ü�«�º�†/²&g�K�r�M��
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clear aaa-server statistics
AAA �§�î�Â�b)+0£�_���†�Ü�­�µ�º�M�•�_�c�
"I�’  EXEC �Ô�î�»�[  clear aaa-server statistics �¥�Ð�å
�»�†�Q#Ý�K�r�M��

clear aaa-server statistics [LOCAL  | groupname [host hostname] | protocol protocol]

�S�e�b1��Â

�¹�Ç�›�Ý�º �M�m�Z�b�¢�Ý�î�É�b�M�m�Z�b  AAA �§�î�Â�b)+0£�_���†�P7V�K�r�M��

�¥�Ð�å�»  �Ô�î�» ���b/²�_�
�¥�Ð�å�»�†
°�Š�[�A�•�Ô�î�»�†&g�K�r�M��

�¥�Ð�å�»�š�T

�[ ���_�
�¢�Ý�î�É
Æ�b"I���b�§�î�Â�b  AAA )+0£�_���†�Ü�­�µ�º�M�•�¥�Ð�å�»�†&g�K�r�M��

hostname(config)#  clear aaa-server statistics svrgrp1 host 1.2.3.4

���_�
�§�î�Â  �¢�Ý�î�É
²�/�b  AAA )+0£�_���†�Ü�­�µ�º�M�•�¥�Ð�å�»�†&g�K�r�M��

hostname(config)#  clear aaa-server statistics svrgrp1

LOCAL >&�õ�–>' LOCAL �Ø�î�¨  �¹�î�±�Ë�î�«�b)+0£�_���†�¡�Ü�”�K�r�M��

groupname >&�õ�–>'�¢�Ý�î�É
Æ�b�§�î�Â�b)+0£�_���†�¡�Ü�”�K�r�M��

host hostname >&�õ�–>'�¢�Ý�î�É
Æ�b"I���b�§�î�Â�b)+0£�_���†�¡�Ü�”�K�r�M��

protocol protocol >&�õ�–>'���_�æ���M�•�É�ß�º�¥�Ý�b�§�î�Â�b)+0£�_���†�¡�Ü�”�K�r�M��

• kerberos

• ldap

• nt

• radius

• sdi

• tacacs+

�¥�Ð�å�»  �Ô�î�»

�Ç�“�–�”�˜�›�î�Ý  �Ô�î�» �­�Ÿ�×�Ü�¸�•  �¥�å�¸�Ÿ�«�º

�Ý�î�¸�µ�» 3ñ4# �©�å�¢�Ý

�Ð�Ý�³

�¥�å�¸�Ÿ�«
�º �©�«�¸�Ò

"I�’  EXEC • • • • —

�Ü�Ü�î�« �š�f
Æ��

7.0(1) CLI �ž�–�»�Û�–�å�_�"�:�|�:�_�
�G�b�¥�Ð�å�»�@�š�f�I�€�r�K�S���É�ß�º�¥
�Ý�b�Í�_�>�8�Z�
�è�S�b  nt-domain �?�}  nt �_�
�è�S�b  rsa-ace �?�}  sdi �_*(
�A�n�<�}�€�r�K�S��
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���_�
�M�m�Z�b�§�î�Â  �¢�Ý�î�É�b  AAA )+0£�_���†�Ü�­�µ�º�M�•�¥�Ð�å�»�†&g�K�r�M��

hostname(config)# clear aaa-server statistics

���_�
"I���b�É�ß�º�¥�Ý>&�G�b���œ�c  TACACS+>'�b  AAA )+0£�_���†�Ü�­�µ�º�M�•�¥�Ð�å�»�†&g�K�r
�M��

hostname(config)# clear aaa-server statistics protocol tacacs+

6õ4��¥�Ð�å�» �¥�Ð�å�» 1��Â

aaa-server protocol AAA �§�î�Â�K)F�¹�î�±�b�¢�Ý�î�É�ì�b�æ���>�|�g'ö#.�†/œ�8�r
�M��

clear configure aaa-server �¹�Ç�›�Ý�º�è�¥�b�M�m�Z�b  AAA �§�î�Â  �¢�Ý�î�É�†�P7V�M�•�?�

�r�S�c�æ���K�S�¢�Ý�î�É�†�¡�Ü�”�K�r�M��

show aaa-server AAA �§�î�Â�b)+0£�_���†/²&g�K�r�M��

show running-config aaa-server #'�~�b  AAA �§�î�Â  �¥�å�Ç�•� �×�Þ�î�©�Ù�å�b�Í�†/²&g�K�r�M��
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clear access-list
�”�¡�­�«  �Ü�«�º  �•�˜�å�±�†�¡�Ü�”�M�•�_�c�
�¢�ß�î�Â�Ý  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ô�î�»�[  clear 
access-list �¥�Ð�å�»�†�Q#Ý�K�r�M��

clear access-list id counters

�S�e�b1��Â

�¹�Ç�›�Ý�º �¹�Ç�›�Ý�º�b�·�8�x�Í�c�6�~�r�O�‡��

�¥�Ð�å�»  �Ô�î�» ���b/²�_�
�¥�Ð�å�»�†
°�Š�[�A�•�Ô�î�»�†&g�K�r�M��

�¥�Ð�å�»�š�T

�Q#Ý�V�b�ž�–�»�Û�–�å clear access-list �¥�Ð�å�»�†
°�Š�K�S�}�
�•�˜�å�±�†�¡�Ü�”�M�•�”�¡�­�«�Ü�«�º�b  ID �†�æ���K�r�M��
�Q�:�K�^�8�\�
�•�˜�å�±�c�¡�Ü�”�I�€�r�O�‡��  

�[ ���_�
"I���b�”�¡�­�«  �Ü�«�º  �•�˜�å�±�†�¡�Ü�”�M�•�[�†&g�K�r�M��

hostname # clear access-list inbound counters

6õ4��¥�Ð�å�»

counters �”�¡�­�«  �Ü�«�º�b�•�˜�å�±�†�¡�Ü�”�K�r�M��

id �”�¡�­�«  �Ü�«�º�b�¡�S�r�S�c$��•��

�¥�Ð�å�»  �Ô�î�»

�Ç�“�–�”�˜�›�î�Ý  �Ô�î�» �­�Ÿ�×�Ü�¸�•  �¥�å�¸�Ÿ�«�º

�Ý�î�¸�µ�» 3ñ4# �©�å�¢�Ý

�Ð�Ý�³

�¥�å�¸�Ÿ�«
�º �©�«�¸�Ò

�¢�ß�î�Â�Ý  �¥�å�Ç�•� �×�Þ�î
�©�Ù�å

• • • • —

�Ü�Ü�î�« �š�f
Æ��

�¤�Ñ �G�b�¥�Ð�å�»�c�¤�Ñ�[�M��

�¥�Ð�å�» 1��Â

access-list extended �”�¡�­�«  �Ü�«�º�†�¥�å�Ç�•� �×�Þ�î�©�Ù�å�_3ã�•�K�
�Ç�“�–�”
�˜�›�î�Ý�†3û4#�M�•  IP �º�Û�Ç�•�µ�¡#Ý�b�Ï�Ü�©�î�†0¿���K�r�M��

access-list standard OSPF �Ý�î�º�b��
›  IP �”�»�Þ�«�†1‘�9�M�•�”�¡�­�«  �Ü�«�º�†3ã�•�K
�r�M���G�b�”�¡�­�«  �Ü�«�º�c�
 OSPF 
Ì4Ä�x�b�Ý�î�º  �Ð�µ�É�[�Q#Ý
�[�A�r�M��

clear configure access-list ��/œ�¥�å�Ç�•� �×�Þ�î�©�Ù�å�?�}�”�¡�­�«  �Ü�«�º�†�¡�Ü�”�K�r�M��

show access-list �”�¡�­�«  �Ü�«�º  �š�å�º�Ü�†$��•�[/²&g�K�r�M��

show running-config 
access-list

�­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�[��/œ�p�b�”�¡�­�«  �Ü�«�º  �¥�å�Ç�•
� �×�Þ�î�©�Ù�å�†/²&g�K�r�M��
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clear arp
�²�–�¼�Ñ�µ�¡  ARP �š�å�º�Ü�r�S�c  ARP )+0£�_���†�¡�Ü�”�M�•�_�c�
 "I�’  EXEC �Ô�î�»�[  clear arp �¥
�Ð�å�»�†�Q#Ý�K�r�M��

clear arp [statistics]

�S�e�b1��Â �G�b�¥�Ð�å�»�_�c�,�X�r�S�c�Ÿ�î�á�î�»�c�6�~�r�O�‡��

�¹�Ç�›�Ý�º �¹�Ç�›�Ý�º�b�·�8�x�Í�c�6�~�r�O�‡��

�¥�Ð�å�»  �Ô�î�» ���b/²�_�
�¥�Ð�å�»�†
°�Š�[�A�•�Ô�î�»�†&g�K�r�M��

�¥�Ð�å�»�š�T

�[ ���_�
�M�m�Z�b  ARP )+0£�_���†�¡�Ü�”�M�•�[�†&g�K�r�M��

hostname# clear arp statistics

6õ4��¥�Ð�å�»

�¥�Ð�å�»  �Ô�î�»

�Ç�“�–�”�˜�›�î�Ý  �Ô�î�» �­�Ÿ�×�Ü�¸�•  �¥�å�¸�Ÿ�«�º

�Ý�î�¸�µ�» 3ñ4# �©�å�¢�Ý

�Ð�Ý�³

�¥�å�¸�Ÿ�«
�º �©�«�¸�Ò

"I�’  EXEC • • • • —

�Ü�Ü�î�« �š�f
Æ��

�¤�Ñ �G�b�¥�Ð�å�»�c�¤�Ñ�[�M��

�¥�Ð�å�» 1��Â

arp �«�±�¸�•�µ�¡  ARP �š�å�º�Ü�†3ã�•�K�r�M��

arp-inspection �º�Û�å�«�Ì�”�Þ�å�º  �Ç�“�–�”�˜�›�î�Ý  �Ô�î�»�[�
 ARP �Ã�£�µ�º�†1*
���K�
 ARP �«�É�î�Ç�•�å�¢�†75�F�K�r�M��

show arp statistics ARP )+0£�_���†/²&g�K�r�M��

show running-config arp ARP �±�–�Ò�”�˜�º�b#'�~�b�¥�å�Ç�•� �×�Þ�î�©�Ù�å�†/²&g�K�r�M��
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  clear asp drop
clear asp drop
9×3ÿ�­�Ÿ�×�Ü�¸�•  �Ã�«�b�»�ß�µ�É)+0£�_���†�¡�Ü�”�M�•�_�c�
"I�’  EXEC �Ô�î�»�[  clear asp drop �¥
�Ð�å�»�†�Q#Ý�K�r�M��

clear asp drop [flow type | frame type]

�S�e�b1��Â

�¹�Ç�›�Ý�º �¹�Ç�›�Ý�º�[�c�
�G�b�¥�Ð�å�»�†�Q#Ý�M�•�\�
�M�m�Z�b�»�ß�µ�É)+0£�_���@�¡�Ü�”�I�€�r�M��

�¥�Ð�å�»  �Ô�î�» ���b/²�_�
�¥�Ð�å�»�†
°�Š�[�A�•�Ô�î�»�†&g�K�r�M��

�¥�Ð�å�»�š�T

�Q#Ý�V�b�ž�–�»�Û�–�å �É�ß�­�«  �±�–�É�_�c�
���b�v�b�@�µ�r�€�r�M��

acl-drop
audit-failure
closed-by-inspection
conn-limit-exceeded
fin-timeout
flow-reclaimed
fo-primary-closed
fo-standby
fo_rep_err
host-removed
inspect-fail
ips-fail-close
ips-request
ipsec-spoof-detect
loopback
mcast-entry-removed
mcast-intrf-removed
mgmt-lockdown
nat-failed
nat-rpf-failed
need-ike

flow >&�õ�–>'�»�ß�µ�É�I�€�S�Ç�ß�î)+0£�_���†�¡�Ü�”�K�r�M��

frame >&�õ�–>'�»�ß�µ�É�I�€�S�Ã�£�µ�º)+0£�_���†�¡�Ü�”�K�r�M��

type >&�õ�–>'"I���b�É�ß�­�«�b�S�u�_�»�ß�µ�É�I�€�S�Ç�ß�î)+0£�_���r�S�c�Ã
�£�µ�º)+0£�_���†�¡�Ü�”�K�r�M���±�–�É�b�Ü�«�º�_�X�8�Z�c�
 �� �Q#Ý�V�b�ž
�–�»�Û�–�å ���†�g!·�K�Z�C�T�I�8��

�¥�Ð�å�»  �Ô�î�»

�Ç�“�–�”�˜�›�î�Ý  �Ô�î�» �­�Ÿ�×�Ü�¸�•  �¥�å�¸�Ÿ�«�º

�Ý�î�¸�µ�» 3ñ4# �©�å�¢�Ý

�Ð�Ý�³

�¥�å�¸�Ÿ�«
�º �©�«�¸�Ò

"I�’  EXEC • • • • •

�Ü�Ü�î�« �š�f
Æ��

7.0(1) �G�b�¥�Ð�å�»�@�_
°�I�€�r�K�S��
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  clear asp drop
no-ipv6-ipsec
non_tcp_syn
out-of-memory
parent-closed
pinhole-timeout
recurse
reinject-punt
reset-by-ips
reset-in
reset-oout
shunned
syn-timeout
tcp-fins
tcp-intecept-no-response
tcp-intercept-kill
tcp-intercept-unexpected
tcpnorm-invalid-syn
tcpnorm-rexmit-bad
tcpnorm-win-variation
timeout
tunnel-pending
tunnel-torn-down
xlate-removed

�[ ���_�
�M�m�Z�b�»�ß�µ�É)+0£�_���†�¡�Ü�”�M�•�[�†&g�K�r�M��

hostname# clear asp drop

6õ4��¥�Ð�å�» �¥�Ð�å�» 1��Â

show asp drop �»�ß�µ�É�I�€�S�Ã�£�µ�º�b9×3ÿ�­�Ÿ�×�Ü�¸�•  �Ã�«  �•�˜�å�±�†&g�K�r�M��
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  clear asp table
clear asp table
asp arp �¸�î�È�Ý�r�S�c  asp classify �¸�î�È�Ý�b�8�N�€�?�
 �6�•�8�c�G�b�g�‰�[�Ä�µ�º  �•�˜�å�±�†�¡�Ü�”
�M�•�_�c�
"I�’  EXEC �Ô�î�»�[  clear asp table �¥�Ð�å�»�†�Q#Ý�K�r�M��

clear asp table [arp | classify]

�S�e�b1��Â

�¹�Ç�›�Ý�º �¹�Ç�›�Ý�º�b�·�8�x�Í�c�6�~�r�O�‡��

�¥�Ð�å�»  �Ô�î�» ���b/²�_�
�¥�Ð�å�»�†
°�Š�[�A�•�Ô�î�»�†&g�K�r�M��

�¥�Ð�å�»�š�T

�Q#Ý�V�b�ž�–�»�Û�–�å clear asp table �¥�Ð�å�»�[�Ä�µ�º�†�æ���M�•�œ�É�©�Ù�å�c  arp �\  classify �b  2 �X�T�E�[�M��

�[ ���_�
�M�m�Z�b�»�ß�µ�É)+0£�_���†�¡�Ü�”�M�•�[�†&g�K�r�M��

hostname# clear asp table

Warning: hits counters in asp arp and classify tables are cleared, which might impact the 
hits statistic of other modules and output of other "show" commands! hostname#clear asp 
table arp 
Warning: hits counters in asp arp table are cleared, which might impact the hits statistic 
of other modules and output of other "show" commands! hostname#clear asp table classify 
Warning: hits counters in classify tables are cleared, which might impact the hits 
statistic of other modules and output of other "show" commands! hostname(config)# clear 
asp table 
Warning: hits counters in asp tables are cleared, which might impact the hits statistics 
of other modules and output of other "show" commands! hostname# sh asp table arp 

Context: single_vf, Interface: inside 10.1.1.11 Active 00e0.8146.5212 hits 0 

Context: single_vf, Interface: identity :: Active 0000.0000.0000 hits 0 0.0.0.0 Active 
0000.0000.0000 hits 0 

arp asp arp �¸�î�È�Ý�b�s�[�Ä�µ�º  �•�˜�å�±�†�¡�Ü�”�K�r�M��

classify asp classify �¸�î�È�Ý�b�s�[�Ä�µ�º  �•�˜�å�±�†�¡�Ü�”�K�r�M��

�¥�Ð�å�»  �Ô�î�»

�Ç�“�–�”�˜�›�î�Ý  �Ô�î�» �­�Ÿ�×�Ü�¸�•  �¥�å�¸�Ÿ�«�º

�Ý�î�¸�µ�» 3ñ4# �©�å�¢�Ý

�Ð�Ý�³

�¥�å�¸�Ÿ�«
�º �©�«�¸�Ò

"I�’  EXEC • • • • •

�Ü�Ü�î�« �š�f
Æ��

7.2(4) �G�b�¥�Ð�å�»�@�_
°�I�€�r�K�S��
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  clear asp table
6õ4��¥�Ð�å�» �¥�Ð�å�» 1��Â

show asp table arp 9×3ÿ�­�Ÿ�×�Ü�¸�•  �Ã�«�b
Æ���†/²&g�K�r�M���G�b�_���c�
�e8Ÿ�b�º�Û�È�Ý
�©�×�î�¸�•�å�¢�_�z'g�X���œ�@�6�~�r�M��
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clear blocks
�q�*�È =!l�x�š�T�_���^�]�b�Ã�£�µ�º  �Â�µ�Ç�“  �•�˜�å�±�†�Ü�­�µ�º�M�•�_�c�
"I�’  EXEC �Ô�î�»�[  
clear blocks �¥�Ð�å�»�†�Q#Ý�K�r�M��

clear blocks

�S�e�b1��Â �G�b�¥�Ð�å�»�_�c�,�X�r�S�c�Ÿ�î�á�î�»�c�6�~�r�O�‡��

�¹�Ç�›�Ý�º �¹�Ç�›�Ý�º�b�·�8�x�Í�c�6�~�r�O�‡��

�¥�Ð�å�»  �Ô�î�» ���b/²�_�
�¥�Ð�å�»�†
°�Š�[�A�•�Ô�î�»�†&g�K�r�M��

�¥�Ð�å�»�š�T

�Q#Ý�V�b�ž�–�»�Û�–�å �q�*�È =!l�•�˜�å�±�†�›�É�î�Ý
Æ�[#'�~�Q#Ý�•+��^�È�ß�µ�¡�_�Ü�­�µ�º�K�r�M���r�S�
�G�b�¥�Ð�å�»
�c�
�S�G�b�Â�µ�Ç�“�m�~�\�Z�b�»�K�ì�_�–�Ñ�I�€�S�š�T�_���†�¡�Ü�”�K�r�M��

�[ ���_�
�È�ß�µ�¡�†�¡�Ü�”�M�•�[�†&g�K�r�M��

hostname# clear blocks

6õ4��¥�Ð�å�»

�¥�Ð�å�»  �Ô�î�»

�Ç�“�–�”�˜�›�î�Ý  �Ô�î�» �­�Ÿ�×�Ü�¸�•  �¥�å�¸�Ÿ�«�º

�Ý�î�¸�µ�» 3ñ4# �©�å�¢�Ý

�Ð�Ý�³

�¥�å�¸�Ÿ�«
�º �©�«�¸�Ò

"I�’  EXEC • • • — •

�Ü�Ü�î�« �š�f
Æ��

�¤�Ñ �G�b�¥�Ð�å�»�c�¤�Ñ�[�M��

�¥�Ð�å�» 1��Â

blocks �È�ß�µ�¡0Ç�•�_�m�~�\�Z�•�Ó�Ô�Ü�†�Q�x�K�r�M��

show blocks �©�«�¸�Ò  �Â�µ�Ç�“�b�Q#Ý"g�#�†/²&g�K�r�M��
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  clear-button
clear-button
WebVPN �Ø�î�¨�@�­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�_�K)F�K�S�\�A�_/²&g�I�€�•  WebVPN �Ì�î�ª  �ß�¢�–
�å  �Ç�•�î�Ý�»�b  [Clear] �Î�±�å�†�•�«�±�Ð�–�¬�M�•�_�c�
�•�«�±�Ð�–�®�î�©�Ù�å  �¥�å�Ç�•� �×�Þ�î�©�Ù
�å  �Ô�î�»�[  clear-button �¥�Ð�å�»�†�Q#Ý�K�r�M���¥�å�Ç�•� �×�Þ�î�©�Ù�å�?�}�¥�Ð�å�»�†�P7V�K�Z�

�Í�@)E�Ž�I�€�•�|�:�_�M�•�_�c�
�G�b�¥�Ð�å�»�b  no �g�'�†�Q#Ý�K�r�M��

clear-button { text | style} value

no clear-button [{ text | style}] value

�S�e�b1��Â

�¹�Ç�›�Ý�º �¹�Ç�›�Ý�º�b�¸�Ÿ�«�º�c�� Clear���[�M��

�¹�Ç�›�Ý�º�b�«�±�–�Ý�c�
 border:1px solid 
black;background-color:white;font-weight:bold;font-size:80% �[�M��

�¥�Ð�å�»  �Ô�î�» ���b/²�_�
�¥�Ð�å�»�†
°�Š�[�A�•�Ô�î�»�†&g�K�r�M��

�¥�Ð�å�»�š�T

�Q#Ý�V�b�ž�–�»�Û�–�å style �œ�É�©�Ù�å�c�w� �^  Cascading Style Sheet>&CSS>'�Ã�Û�Ó�î�±�\�K�Z/²�I�€�r�M���G�€�}�b�Ã�Û
�Ó�î�±�_�X�8�Z�c�
�G�b�Ð�½�×�”�Ý�[�c1��Â�K�r�O�‡�� CSS �Ã�Û�Ó�î�±�b0ò(ý�_�X�8�Z�c�
 World 
Wide Web Consortium>&W3C>'�b  Web �§�–�º>& www.w3.org>'�b  CSS �Ù�]�†�g!·�K�Z�C�T�I�8��

�� CSS 2.1 Specification���b�� Appendix F���_�c�
 CSS �Ã�Û�Ó�î�±�b�Q�8�x�M�8�Ü�«�º�@�6�~�r�M���G
�b�Ü6��c  www.w3.org/TR/CSS21/propidx.html �[
°�m�[�A�r�M��

�G�G�[�c�
 WebVPN �Ì�î�ª�_�P�M�•�š�f�[�q�v�|�C/œ�ƒ�€�•�Ì�î�ª�b4Ä,
�†�š�f�M�•�S�u�b�Ä�å�º�†
)��Ó�K�r�M��

• �•�å�Ð�
�)�~�b  RGB �Í�
 HTML �b,
�Í�
�r�S�c,
�b�¡�S>& HTML �[1�1‘�I�€�•���œ>'�†�Q#Ý�[
�A�r�M��

• RGB �g�'�c  0,0,0 �[�
�›,
>&2e�
)s�
7÷>'�†  0 >|  255 �b(
�V�b  10 4
�Í�[
°�Š�K�r�M���G�b�•�å�Ð
�
�)�~�b�š�å�º�Ü�c�
�Ú�b  2 ,
�\)��s�œ�ƒ�O�•�›,
�b�Â�Ø�Þ�Ë�Ý�†&g�K�r�M��

style �«�±�–�Ý�†�š�f�M�•�G�\�†�æ���K�r�M��

text �¸�Ÿ�«�º�†�š�f�M�•�G�\�†�æ���K�r�M��

value ��7•�_/²&g�M�•�¸�Ÿ�«�º>&�q�±  256 �e�Ð>'�
�r�S�c  Cascading Style Sheet
>&CSS>'�Ã�Û�Ó�î�±>&�q�±  256 �e�Ð>'�[�M��

�¥�Ð�å�»  �Ô�î�»

�Ç�“�–�”�˜�›�î�Ý  �Ô�î�» �­�Ÿ�×�Ü�¸�•  �¥�å�¸�Ÿ�«�º

�Ý�î�¸�µ�» 3ñ4# �©�å�¢�Ý

�Ð�Ý�³

�¥�å�¸�Ÿ�«
�º �©�«�¸�Ò

�•�«�±�Ð�–�®�î�©�Ù�å  �¥�å�Ç�•
� �×�Þ�î�©�Ù�å

• — • — —

�Ü�Ü�î�« �š�f
Æ��

7.1(1) �G�b�¥�Ð�å�»�@�_
°�I�€�r�K�S��
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'¨  5 'v       cache �¥�Ð�å�»>|  clear compression �¥�Ð�å�»
  clear-button
• HTML �g�'�c  #000000 �[�
 16 4
�g�'�b  6 �F�b�X�Í�[�M��
›8Œ�\  2 $��u�c2e�†�
 3 $��u�\  4 $��u�c
)s�†�
 5 $��u�\  6 $��u�c7÷�†/²�K�Z�8�r�M��

>&�@>' WebVPN �Ì�î�ª�†(F�"�_�•�«�±�Ð�–�¬�M�•�_�c�
 ASDM �†�Q#Ý�M�•�G�\�†�N�á�K�r�M�� ASDM �_�c�

,
0b�•�x�É�Þ�Å�×�î�µ+��^�]�
�«�±�–�Ý�b0[(ò�†0¿���M�•�S�u�b�}�<�^�µ+��@�6�~�r�M��

�[ ���_�
 [Clear] �Î�±�å�b�¹�Ç�›�Ý�º�b*ü��,
�†;î�?�}7÷�_�š�f�M�•�[�†&g�K�r�M��

hostname(config)# webvpn
hostname(config-webvpn)# customization cisco
hostname(config-webvpn-custom)# clear-button style background-color:blue

6õ4��¥�Ð�å�» �¥�Ð�å�» 1��Â

login-button WebVPN �Ì�î�ª�b  Login �Ç�•�î�Ý�»�b�ß�¢�–�å  �Î�±�å�†�•�«�±�Ð�–�¬�K�r
�M��

login-title WebVPN �Ì�î�ª�b  Login �Ç�•�î�Ý�»�b�±�–�º�Ý�†�•�«�±�Ð�–�¬�K�r�M��

group-prompt WebVPN �Ì�î�ª�b  Login �Ç�•�î�Ý�»�b�¢�Ý�î�É  �É�ß�å�É�º�†�•�«�±�Ð�–�¬�K
�r�M��

password-prompt WebVPN �Ì�î�ª�b  Login �Ç�•�î�Ý�»�b�Ã�«�á�î�»  �É�ß�å�É�º�†�•�«�±�Ð�–�¬
�K�r�M��

username-prompt WebVPN �Ì�î�ª�b  Login �Ç�•�î�Ý�»�b�Ø�î�¨�¡�É�ß�å�É�º�†�•�«�±�Ð�–�¬�K
�r�M��
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  clear capture
clear capture
�Ÿ�Õ�É�³�Õ  �Â�µ�Ç�“�†�¡�Ü�”�M�•�_�c�
"I�’  EXEC �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ô�î�»�[  clear capture 
capture_name �¥�Ð�å�»�†�Q#Ý�K�r�M��

clear capture capture_name

�S�e�b1��Â

�¹�Ç�›�Ý�º �¹�Ç�›�Ý�º�b�·�8�x�Í�c�6�~�r�O�‡��

�¥�Ð�å�»  �Ô�î�» ���b/²�_�
�¥�Ð�å�»�†
°�Š�[�A�•�Ô�î�»�†&g�K�r�M��

�¥�Ð�å�»�š�T

�Q#Ý�V�b�ž�–�»�Û�–�å 1��W�Z�M�m�Z�b�Ã�£�µ�º  �Ÿ�Õ�É�³�Õ�†%Ú� �M�•�G�\�†75�F�M�•�S�u�_�
 clear capture �b%·)°�g>&�S�\
�<�d�
 cl cap �x  clear cap>'�c�
�§�Ï�î�º�I�€�Z�8�r�O�‡��

�[ ���_�
�Ÿ�Õ�É�³�Õ  �Â�µ�Ç�“�� example���b�Ÿ�Õ�É�³�Õ  �Â�µ�Ç�“�†�¡�Ü�”�M�•�[�†&g�K�r�M��

hostname(config)# clear capture example

6õ4��¥�Ð�å�»

capture_name �Ã�£�µ�º  �Ÿ�Õ�É�³�Õ�b�¡�S��

�¥�Ð�å�»  �Ô�î�»

�Ç�“�–�”�˜�›�î�Ý  �Ô�î�» �­�Ÿ�×�Ü�¸�•  �¥�å�¸�Ÿ�«�º

�Ý�î�¸�µ�» 3ñ4# �©�å�¢�Ý

�Ð�Ý�³

�¥�å�¸�Ÿ�«
�º �©�«�¸�Ò

"I�’  EXEC • • • • •

�Ü�Ü�î�« �š�f
Æ��

7.0(1) �G�b�¥�Ð�å�»�@�§�Ï�î�º�I�€�•�|�:�_�^�~�r�K�S��

�¥�Ð�å�» 1��Â

capture �Ã�£�µ�º  �«�½�µ�Ç�•�å�¢�>�|�g�¿�µ�º�á�î�¡7€���b�)�~�(�E�b�S�u�_�Ã�£�µ�º  �Ÿ�Õ
�É�³�Õ�µ+��†�–�¿�î�È�Ý�_�K�r�M��

show capture �œ�É�©�Ù�å�@�æ���I�€�Z�8�^�8���œ�c�
�Ÿ�Õ�É�³�Õ  �¥�å�Ç�•� �×�Þ�î�©�Ù�å�†/²&g
�K�r�M��
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  clear compression
clear compression
�M�m�Z�b SVC �>�|�g  WebVPN �b�K)F�b�})°)+0£�_���†�¡�Ü�”�M�•�_�c�
"I�’  EXEC �Ô�î�»�[  clear 
compression �¥�Ð�å�»�†�Q#Ý�K�r�M��

clear compression {all | svc | http-comp}

�S�e�b1��Â

�¹�Ç�›�Ý�º �¹�Ç�›�Ý�º�b�·�8�x�Í�c�6�~�r�O�‡��

�¥�Ð�å�»  �Ô�î�» ���b/²�_�
�¥�Ð�å�»�†
°�Š�[�A�•�Ô�î�»�†&g�K�r�M��

�¥�Ð�å�»�š�T

�[ ���_�
�Ø�î�¨�b�})°�¥�å�Ç�•� �×�Þ�î�©�Ù�å�†�¡�Ü�”�M�•�[�†&g�K�r�M��

hostname# clear configure compression

6õ4��¥�Ð�å�»

all �M�m�Z�b�})°)+0£�_���†�¡�Ü�”�K�r�M��

http-comp HTTP-COMP )+0£�_���†�¡�Ü�”�K�r�M��

svc SVC �})°)+0£�_���†�¡�Ü�”�K�r�M��

�¥�Ð�å�»  �Ô�î�»

�Ç�“�–�”�˜�›�î�Ý  �Ô�î�» �­�Ÿ�×�Ü�¸�•  �¥�å�¸�Ÿ�«�º

�Ý�î�¸�µ�» 3ñ4# �©�å�¢�Ý

�Ð�Ý�³

�¥�å�¸�Ÿ�«
�º �©�«�¸�Ò

"I�’  EXEC • — • — —

�Ü�Ü�î�« �š�f
Æ��

7.1(1) �G�b�¥�Ð�å�»�@�_
°�I�€�r�K�S��

�¥�Ð�å�» 1��Â

compression �M�m�Z�b SVC �K)F�>�|�g  WebVPN �K)F�b�})°�†�–�¿�î�È�Ý�_�K�r�M��

svc compression "I���b�¢�Ý�î�É�r�S�c�Ø�î�¨�_�P�K�Z�
 SVC �K)F)�#ä�[�b�¹�î�±�b�})°�†�–
�¿�î�È�Ý�_�K�r�M��
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C H A P T E R 6

clear configure �¥�Ð�å�»>|  clear configure 
zonelabs-integrity �¥�Ð�å�»
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'¨  6 'v       clear configure �¥�Ð�å�»>|  clear configure zonelabs-integrity �¥�Ð�å�»
  clear configure
clear configure
��/œ�¥�å�Ç�•� �×�Þ�î�©�Ù�å�†�¡�Ü�”�M�•�_�c�
�¢�ß�î�Â�Ý  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ô�î�»�[  clear 
configure �¥�Ð�å�»�†�Q#Ý�K�r�M��

clear configure { primary  | secondary | all | command}

�S�e�b1��Â

�¹�Ç�›�Ý�º �¹�Ç�›�Ý�º�b�·�8�x�Í�c�6�~�r�O�‡��

�¥�Ð�å�»  �Ô�î�» ���b/²�_�
�¥�Ð�å�»�†
°�Š�[�A�•�Ô�î�»�†&g�K�r�M��

�¥�Ð�å�»�š�T

all ��/œ�¥�å�Ç�•� �×�Þ�î�©�Ù�å
²�/�†�¡�Ü�”�K�r�M��

command �æ���K�S�¥�Ð�å�»�b�¥�å�Ç�•� �×�Þ�î�©�Ù�å�†�¡�Ü�”�K�r�M��0ò(ý�_�X�8
�Z�c�
�G�b�Ð�½�×�”�Ý�b�›  clear configure command �¥�Ð�å�»�b�¶���b�š
�å�º�Ü�†�g!·�K�Z�C�T�I�8��

primary ���b�¥�Ð�å�»�†�µ�t�
�K)F�_6õ4��M�•�¥�Ð�å�»�†�¡�Ü�”�K�r�M��

• tftp-server

• shun

• route

• ip address

• mtu

• failover

• monitor-interface

• boot

secondary primary  �Ÿ�î�á�î�»�†�Q#Ý�K�Z�¡�Ü�”�I�€�•�K)F�_6õ4��K�^�8�¥�Ð�å�»�†
�¡�Ü�”�K�r�M��

�¥�Ð�å�»  �Ô�î�»

�Ç�“�–�”�˜�›�î�Ý  �Ô�î�» �­�Ÿ�×�Ü�¸�•  �¥�å�¸�Ÿ�«�º

�Ý�î�¸�µ�» 3ñ4# �©�å�¢�Ý

�Ð�Ý�³

�¥�å�¸�Ÿ�«
�º �©�«�¸�Ò

�¢�ß�î�Â�Ý  �¥�å�Ç�•� �×�Þ�î
�©�Ù�å

• • • • •

�Ü�Ü�î�« �š�f
Æ��

�¤�Ñ �G�b�¥�Ð�å�»�c�¤�Ñ�[�M��
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'¨  6 'v       clear configure �¥�Ð�å�»>|  clear configure zonelabs-integrity �¥�Ð�å�»
  clear configure
�Q#Ý�V�b�ž�–�»�Û�–�å �G�b�¥�Ð�å�»�†�­�Ÿ�×�Ü�¸�•  �¥�å�¸�Ÿ�«�º�[
°�Š�M�•�\�
�¥�å�¸�Ÿ�«�º  �¥�å�Ç�•� �×�Þ�î�©�Ù�å�T�E
�@�¡�Ü�”�I�€�r�M���G�b�¥�Ð�å�»�†�©�«�¸�Ò��/œ�«�Ì�î�«�[
°�Š�M�•�\�
�©�«�¸�Ò��/œ�¥�å�Ç�•� �×
�Þ�î�©�Ù�å�\�
�M�m�Z�b�¥�å�¸�Ÿ�«�º��/œ�¥�å�Ç�•� �×�Þ�î�©�Ù�å�@�¡�Ü�”�I�€�r�M���©�«�¸�Ò  �¥�å
�Ç�•� �×�Þ�î�©�Ù�å
Æ�b�M�m�Z�b�¥�å�¸�Ÿ�«�º  �š�å�º�Ü�@�¡�Ü�”�I�€�•�S�u>& context �¥�Ð�å�»�†�g
!·>' �
�¥�å�¸�Ÿ�«�º�c��/œ�I�€�^�C�^�~�
�¥�å�¸�Ÿ�«�º��/œ�«�Ì�î�«�_&ã�·�[�A�^�C�^�~�r�M��

�¥�å�Ç�•� �×�Þ�î�©�Ù�å�†�¡�Ü�”�M�•�S�_�
 >&�«�±�î�º�”�µ�É  �¥�å�Ç�•� �×�Þ�î�©�Ù�å�b���d�†�æ���M
�•>' boot config �¥�Ð�å�»�l�b�M�m�Z�b�š�f�†�«�±�î�º�”�µ�É  �¥�å�Ç�•� �×�Þ�î�©�Ù�å�_�²�N�–�Ñ�K�Z
�C�T�I�8���«�±�î�º�”�µ�É  �¥�å�Ç�•� �×�Þ�î�©�Ù�å�b���d�†��/œ�¥�å�Ç�•� �×�Þ�î�©�Ù�å
Æ�T�E�[�š
�f�K�S���œ�

Ì2s�·�ì�_�¥�å�Ç�•� �×�Þ�î�©�Ù�å�c�¹�Ç�›�Ý�º�b���d�?�}�ß�î�»�I�€�r�M��

�[ ���_�
��/œ�¥�å�Ç�•� �×�Þ�î�©�Ù�å
²�/�†�¡�Ü�”�M�•�[�†&g�K�r�M��

hostname(config)# clear configure all

6õ4��¥�Ð�å�» �¥�Ð�å�» 1��Â

configure http �æ���K�S  HTTP(S) URL �b�¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ç�“�–�Ý�†��/œ�¥�å
�Ç�•� �×�Þ�î�©�Ù�å�_�Ð�î�ª�K�r�M��

configure memory �«�±�î�º�”�µ�É  �¥�å�Ç�•� �×�Þ�î�©�Ù�å�†��/œ�¥�å�Ç�•� �×�Þ�î�©�Ù�å�\
�Ð�î�ª�K�r�M��

configure net �æ���K�S  TFTP URL �b�¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ç�“�–�Ý�†��/œ�¥�å�Ç�•
� �×�Þ�î�©�Ù�å�_�Ð�î�ª�K�r�M��

configure 
factory-default

CLI �[
°�Š�I�€�S�¥�Ð�å�»�†��/œ�¥�å�Ç�•� �×�Þ�î�©�Ù�å�_3ã�•�K�r�M��

show running-config ��/œ�¥�å�Ç�•� �×�Þ�î�©�Ù�å�†/²&g�K�r�M��
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'¨  6 'v       clear configure �¥�Ð�å�»>|  clear configure zonelabs-integrity �¥�Ð�å�»
  clear configure aaa
clear configure aaa
aaa �¥�å�Ç�•� �×�Þ�î�©�Ù�å�†�¡�Ü�”�M�•�_�c�
�¢�ß�î�Â�Ý  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ô�î�»�[  clear 
configure aaa �¥�Ð�å�»�†�Q#Ý�K�r�M�� clear configure aaa �¥�Ð�å�»�c�
�¥�å�Ç�•� �×�Þ�î�©�Ù�å�?�}  
AAA �¥�Ð�å�»  �«�¸�î�º�Ó�å�º�†�P7V�K�r�M��

clear configure aaa

�S�e�b1��Â �G�b�¥�Ð�å�»�_�c�,�X�r�S�c�Ÿ�î�á�î�»�c�6�~�r�O�‡��

�¹�Ç�›�Ý�º �¹�Ç�›�Ý�º�b�·�8�x�Í�c�6�~�r�O�‡��

�¥�Ð�å�»  �Ô�î�» ���b/²�_�
�¥�Ð�å�»�†
°�Š�[�A�•�Ô�î�»�†&g�K�r�M��

�¥�Ð�å�»�š�T

�Q#Ý�V�b�ž�–�»�Û�–�å �r�S�
�G�b�¥�Ð�å�»�c�
 AAA �Ã�Û�Ó�î�±>&�Ñ�~�M�•���œ>'�†�¹�Ç�›�Ý�º�Í�_�Ü�­�µ�º�K�r�M��

�v�~�˜�K�ï�8�c�6�~�r�O�‡��

�[ hostname(config)# clear  configure  aaa

6õ4��¥�Ð�å�»

�¥�Ð�å�»  �Ô�î�»

�Ç�“�–�”�˜�›�î�Ý  �Ô�î�» �­�Ÿ�×�Ü�¸�•  �¥�å�¸�Ÿ�«�º

�Ý�î�¸�µ�» 3ñ4# �©�å�¢�Ý

�Ð�Ý�³

�¥�å�¸�Ÿ�«
�º �©�«�¸�Ò

�¢�ß�î�Â�Ý  �¥�å�Ç�•� �×�Þ�î
�©�Ù�å

• • • • —

�Ü�Ü�î�« �š�f
Æ��

7.0(1) �G�b�¥�Ð�å�»�c�
 CLI 
Æ�[�b�M2��ö�b�S�u�_�Ÿ�G�I�€�r�K�S��

�¥�Ð�å�» 1��Â

aaa accounting �Ø�î�¨�@�”�¡�­�«�K�S�¿�µ�º�á�î�¡  �§�î�Å�«�_6õ�M�•�Þ�¥�î�»�b�–�â
�†�–�¿�î�È�Ý�ì�
�¹�•�­�î�È�Ý�ì�
�r�S�c/²&g�K�r�M��

aaa authentication aaa-server �¥�Ð�å�»�[�æ���K�S�§�î�Â�V�[�b  LOCAL�
 TACACS+�

�r�S�c  RADIUS �b�Ø�î�¨1�0É�
�6�•�8�c  ASDM �Ø�î�¨1�0É�†�–�¿�î
�È�Ý�ì�r�S�c/²&g�K�r�M��

aaa authorization aaa-server �¥�Ð�å�»�[�æ���K�S  LOCAL �r�S�c  TACACS+ �§�î�Â�b
�Ø�î�¨1��•�
�6�•�8�c  ASDM �Ø�î�¨1�0É�b�Ø�î�¨1��•�†�–�¿�î�È�Ý�r
�S�c�¹�•�­�î�È�Ý�_�K�r�M��

show running-config aaa AAA �¥�å�Ç�•� �×�Þ�î�©�Ù�å�†/²&g�K�r�M��
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'¨  6 'v       clear configure �¥�Ð�å�»>|  clear configure zonelabs-integrity �¥�Ð�å�»
  clear configure aaa-server
clear configure aaa-server
�M�m�Z�b AAA �§�î�Â  �¢�Ý�î�É�†�P7V�M�•�_�c�
�r�S�c�æ���K�S�¢�Ý�î�É�†�¡�Ü�”�M�•�_�c�
�¢�ß�î�Â
�Ý �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ô�î�»�[  clear configure aaa-server �¥�Ð�å�»�†�Q#Ý�K�r�M��

clear configure aaa-server [server-tag]

clear configure aaa-server [server-tag] host server-ip

�S�e�b1��Â

�¹�Ç�›�Ý�º �M�m�Z�b AAA �§�î�Â  �¢�Ý�î�É�†�P7V�K�r�M��

�¥�Ð�å�»  �Ô�î�» ���b/²�_�
�¥�Ð�å�»�†
°�Š�[�A�•�Ô�î�»�†&g�K�r�M��

�¥�Ð�å�»�š�T

�Q#Ý�V�b�ž�–�»�Û�–�å "I���b  AAA �§�î�Â  �¢�Ý�î�É�
�r�S�c�¹�Ç�›�Ý�º�[�
�M�m�Z�b  AAA �§�î�Â  �¢�Ý�î�É�†�æ���[�A�r�M��

�§�î�Â  �¢�Ý�î�É
Æ�b"I���b�§�î�Â�†�æ���M�•�_�c�
 host �Ÿ�î�á�î�»�†�Q#Ý�K�r�M��

�r�S�
�G�b�¥�Ð�å�»�c�
 AAA �§�î�Â  �Ã�Û�Ó�î�±>&�Ñ�~�M�•���œ>'�†�¹�Ç�›�Ý�º�Í�_�Ü�­�µ�º�K�r�M��

�[ hostname(config)# aaa-server svrgrp1 protocol sdi
hostname(config)# aaa-server svrgrp1 host 1.2.3.4
hostname(config-aaa-server)# timeout 9
hostname(config-aaa-server)# retry 7
hostname(config-aaa-server)# sdi-version sdi-5
hostname(config-aaa-server)# exit

�V0°�b�¥�å�Ç�•� �×�Þ�î�©�Ù�å�†�S�f�\�K�Z�
���b�¥�Ð�å�»�c�
�¢�Ý�î�É�?�}"I���b�§�î�Â�†�P7V�M�•
�‰�2�†&g�K�Z�8�r�M��

hostname(config)#  clear config aaa-server svrgrp1 host 1.2.3.4

���b�¥�Ð�å�»�c�
 1 �X�b�§�î�Â  �¢�Ý�î�É�†�P7V�M�•�‰�2�†&g�K�Z�8�r�M��

hostname(config)#  clear config aaa-server svrgrp1

server-ip AAA �§�î�Â�b  IP �”�»�Þ�«��

server-tag >&�õ�–>'�¡�Ü�”�M�•�§�î�Â  �¢�Ý�î�É�b0°�•�¡��

�¥�Ð�å�»  �Ô�î�»

�Ç�“�–�”�˜�›�î�Ý  �Ô�î�» �­�Ÿ�×�Ü�¸�•  �¥�å�¸�Ÿ�«�º

�Ý�î�¸�µ�» 3ñ4# �©�å�¢�Ý

�Ð�Ý�³

�¥�å�¸�Ÿ�«
�º �©�«�¸�Ò

�¢�ß�î�Â�Ý  �¥�å�Ç�•� �×�Þ�î
�©�Ù�å

• • — — •

�Ü�Ü�î�« �š�f
Æ��

�¤�Ñ �G�b�¥�Ð�å�»�c�¤�Ñ�[�M��
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'¨  6 'v       clear configure �¥�Ð�å�»>|  clear configure zonelabs-integrity �¥�Ð�å�»
  clear configure aaa-server
���b�¥�Ð�å�»�c�
�M�m�Z�b�§�î�Â  �¢�Ý�î�É�†�P7V�M�•�‰�2�†&g�K�Z�8�r�M��

hostname(config)# clear config aaa-server

6õ4��¥�Ð�å�» �¥�Ð�å�» 1��Â

aaa-server host �Í�«�º�[�w�b  AAA �§�î�Â�K)F�¹�î�±�†�æ���>�|�g'ö#.�K�r�M��

aaa-server protocol �M�m�Z�b�Í�«�º�_�P�K�Z�¢�Ý�î�É�[�w�?�X
¹3û�b  AAA �§�î�Â  �Ã�Û�Ó�î
�±�†0¿���[�A�r�M��

show running-config aaa �Ú�b  AAA �¥�å�Ç�•� �×�Þ�î�©�Ù�å�Í�\�\�v�_�
�Ø�î�¨  1 �Ç�6�S�~�_0Á
�•�M�•� �ì�É�ß�Ÿ�©�K)F�b#'�~�b�q�±�X�†/²&g�K�r�M��
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'¨  6 'v       clear configure �¥�Ð�å�»>|  clear configure zonelabs-integrity �¥�Ð�å�»
  clear configure access-group
clear configure access-group
�M�m�Z�b�–�å�±�î�Ç�™�–�«�?�}�”�¡�­�«  �¢�Ý�î�É�†�P7V�M�•�_�c�
�¢�ß�î�Â�Ý  �¥�å�Ç�•� �×�Þ�î�©�Ù
�å  �Ô�î�»�[  clear configure access-group �¥�Ð�å�»�†�Q#Ý�K�r�M��

clear configure access-group

�S�e�b1��Â �G�b�¥�Ð�å�»�_�c�,�X�r�S�c�Ÿ�î�á�î�»�c�6�~�r�O�‡��

�¹�Ç�›�Ý�º �¹�Ç�›�Ý�º�b�·�8�x�Í�c�6�~�r�O�‡��

�¥�Ð�å�»  �Ô�î�» ���b/²�_�
�¥�Ð�å�»�†
°�Š�[�A�•�Ô�î�»�†&g�K�r�M��

�¥�Ð�å�»�š�T

�[ ���_�
�M�m�Z�b�”�¡�­�«  �¢�Ý�î�É�†�P7V�M�•�[�†&g�K�r�M��

hostname(config)# clear configure access-group

6õ4��¥�Ð�å�»

�¥�Ð�å�»  �Ô�î�»

�Ç�“�–�”�˜�›�î�Ý  �Ô�î�» �­�Ÿ�×�Ü�¸�•  �¥�å�¸�Ÿ�«�º

�Ý�î�¸�µ�» 3ñ4# �©�å�¢�Ý

�Ð�Ý�³

�¥�å�¸�Ÿ�«
�º �©�«�¸�Ò

�¢�ß�î�Â�Ý  �¥�å�Ç�•� �×�Þ�î
�©�Ù�å

• • • • —

�Ü�Ü�î�« �š�f
Æ��

7.0(1) �Ÿ�î�á�î�»  configure �@3ã�•�I�€�r�K�S��

�¥�Ð�å�» 1��Â

access-group �”�¡�­�«  �Ü�«�º�†�–�å�±�î�Ç�™�–�«�_�Â�–�å�»�K�r�M��

show running-config access-group #'�~�b�”�¡�­�«  �¢�Ý�î�É  �¥�å�Ç�•� �×�Þ�î�©�Ù�å�†/²&g�K�r
�M��
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'¨  6 'v       clear configure �¥�Ð�å�»>|  clear configure zonelabs-integrity �¥�Ð�å�»
  clear configure access-list
clear configure access-list
��/œ�¥�å�Ç�•� �×�Þ�î�©�Ù�å�?�}�”�¡�­�«  �Ü�«�º�†�¡�Ü�”�M�•�_�c�
�¢�ß�î�Â�Ý  �¥�å�Ç�•� �×�Þ�î
�©�Ù�å  �Ô�î�»�[  clear configure access list �¥�Ð�å�»�†�Q#Ý�K�r�M��

clear configure access-list [id]

�S�e�b1��Â

�¹�Ç�›�Ý�º ��/œ�¥�å�Ç�•� �×�Þ�î�©�Ù�å�?�}�M�m�Z�b�”�¡�­�«  �Ü�«�º�@�¡�Ü�”�I�€�r�M��

�¥�Ð�å�»  �Ô�î�» ���b/²�_�
�¥�Ð�å�»�†
°�Š�[�A�•�Ô�î�»�†&g�K�r�M��

�¥�Ð�å�»�š�T

�Q#Ý�V�b�ž�–�»�Û�–�å clear configure access-list �¥�Ð�å�»�c�
 crypto map �¥�Ð�å�»�r�S�c�–�å�±�î�Ç�™�–�«�?�}�”�¡�­�«  �Ü
�«�º�†+¬�·$×�_�”�å�Â�–�å�»�K�r�M�� crypto map �¥�Ð�å�»�?�}�”�¡�­�«  �Ü�«�º�†�”�å�Â�–�å�»�M�•
�\�
�M�m�Z�b�Ã�£�µ�º�@�ë� �I�€�•"g�Â�_�^�•���œ�@�6�~�r�M���G�€�c�
�”�¡�­�«  �Ü�«�º�†�g!·�K�Z
�8�•  crypto map �¥�Ð�å�»�@�Y�ö
²�^�v�b�_�^�•�S�u�[�M���G�b"g�Â�†0Ž�˜�M�•�_�c�
�Ú�b  access-list 
�¥�Ð�å�»�†��*O�K�Z  crypto map �¥�Ð�å�»�†�ö
²�^�v�b�_�M�•�?�
 access-list �¥�Ð�å�»�_6õ�€�M�•  
crypto map �¥�Ð�å�»�†�P7V�K�r�M��0ò(ý�_�X�8�Z�c�
 crypto map client �¥�Ð�å�»�†�g!·�K�Z�C�T�I
�8��

�[ ���_�
��/œ�¥�å�Ç�•� �×�Þ�î�©�Ù�å�?�}�”�¡�­�«  �Ü�«�º�†�¡�Ü�”�M�•�[�†&g�K�r�M��

hostname(config)# clear configure access-list

6õ4��¥�Ð�å�»

id >&�õ�–>'�”�¡�­�«  �Ü�«�º�b�¡�S�r�S�c$��•��

�¥�Ð�å�»  �Ô�î�»

�Ç�“�–�”�˜�›�î�Ý  �Ô�î�» �­�Ÿ�×�Ü�¸�•  �¥�å�¸�Ÿ�«�º

�Ý�î�¸�µ�» 3ñ4# �©�å�¢�Ý

�Ð�Ý�³

�¥�å�¸�Ÿ�«
�º �©�«�¸�Ò

�¢�ß�î�Â�Ý  �¥�å�Ç�•� �×�Þ�î
�©�Ù�å

• • • • —

�Ü�Ü�î�« �š�f
Æ��

�¤�Ñ �G�b�¥�Ð�å�»�c�¤�Ñ�[�M��

�¥�Ð�å�» 1��Â

access-list extended �”�¡�­�«  �Ü�«�º�†�¥�å�Ç�•� �×�Þ�î�©�Ù�å�_3ã�•�K�
�Ç�“�–�”�˜�›�î�Ý
�†3û4#�M�•  IP �º�Û�Ç�•�µ�¡#Ý�b�Ï�Ü�©�î�†0¿���K�r�M��

access-list standard OSPF �Ý�î�º�b��
›  IP �”�»�Þ�«�†1‘�9�M�•�”�¡�­�«  �Ü�«�º�†3ã�•�K�r
�M���G�b�”�¡�­�«  �Ü�«�º�c�
 OSPF 
Ì4Ä�x�b�Ý�î�º  �Ð�µ�É�[�Q#Ý�[�A�r
�M��

clear access-list �”�¡�­�«  �Ü�«�º�b�•�˜�å�±�†�¡�Ü�”�K�r�M��
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'¨  6 'v       clear configure �¥�Ð�å�»>|  clear configure zonelabs-integrity �¥�Ð�å�»
  clear configure access-list
show access-list �”�¡�­�«  �Ü�«�º�b�•�˜�å�±�†/²&g�K�r�M��

show running-config 
access-list

�­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�[��/œ�I�€�Z�8�•�”�¡�­�«  �Ü�«�º  �¥�å�Ç�•
� �×�Þ�î�©�Ù�å�†/²&g�K�r�M��

�¥�Ð�å�» 1��Â
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'¨  6 'v       clear configure �¥�Ð�å�»>|  clear configure zonelabs-integrity �¥�Ð�å�»
  clear configure alias
clear configure alias
�¥�å�Ç�•� �×�Þ�î�©�Ù�å�?�}�M�m�Z�b  alias �¥�Ð�å�»�†�P7V�M�•�_�c�
�¢�ß�î�Â�Ý  �¥�å�Ç�•� �×�Þ�î
�©�Ù�å  �Ô�î�»�[  clear configure alias �¥�Ð�å�»�†�Q#Ý�K�r�M��

clear configure alias

�S�e�b1��Â �G�b�¥�Ð�å�»�_�c�,�X�r�S�c�Ÿ�î�á�î�»�c�6�~�r�O�‡��

�¹�Ç�›�Ý�º �¹�Ç�›�Ý�º�b�·�8�x�Í�c�6�~�r�O�‡��

�¥�Ð�å�»  �Ô�î�» ���b/²�_�
�¥�Ð�å�»�†
°�Š�[�A�•�Ô�î�»�†&g�K�r�M��

�¥�Ð�å�»�š�T

�[ ���_�
�¥�å�Ç�•� �×�Þ�î�©�Ù�å�?�}�M�m�Z�b  alias �¥�Ð�å�»�†�P7V�M�•�[�†&g�K�r�M��

hostname(config)# clear configure alias

6õ4��¥�Ð�å�»

�¥�Ð�å�»  �Ô�î�»

�Ç�“�–�”�˜�›�î�Ý  �Ô�î�» �­�Ÿ�×�Ü�¸�•  �¥�å�¸�Ÿ�«�º

�Ý�î�¸�µ�» 3ñ4# �©�å�¢�Ý

�Ð�Ý�³

�¥�å�¸�Ÿ�«
�º �©�«�¸�Ò

�¢�ß�î�Â�Ý  �¥�å�Ç�•� �×�Þ�î
�©�Ù�å

• — • • •

�Ü�Ü�î�« �š�f
Æ��

�¤�Ñ �G�b�¥�Ð�å�»�c�¤�Ñ�[�M��

�¥�Ð�å�» 1��Â

alias �6�•�”�»�Þ�«�†�9�b�”�»�Þ�«�_�š�n�K�r�M��

show running-config alias �¥�å�Ç�•� �×�Þ�î�©�Ù�å
Æ�b�¹�×�”�Ý  NAT �¥�Ð�å�»�\5�0
�K�Z�8�•
�”�»�Þ�«�†/²&g�K�r�M��
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'¨  6 'v       clear configure �¥�Ð�å�»>|  clear configure zonelabs-integrity �¥�Ð�å�»
  clear configure arp
clear configure arp
arp �¥�Ð�å�»�[3ã�•�K�S�«�±�¸�•�µ�¡  ARP �š�å�º�Ü�†�¡�Ü�”�M�•�_�c�
�¢�ß�î�Â�Ý  �¥�å�Ç�•� �×�Þ�î
�©�Ù�å  �Ô�î�»�[  clear configure arp �¥�Ð�å�»�†�Q#Ý�K�r�M��

clear configure arp

�S�e�b1��Â �G�b�¥�Ð�å�»�_�c�,�X�r�S�c�Ÿ�î�á�î�»�c�6�~�r�O�‡��

�¹�Ç�›�Ý�º �¹�Ç�›�Ý�º�b�·�8�x�Í�c�6�~�r�O�‡��

�¥�Ð�å�»  �Ô�î�» ���b/²�_�
�¥�Ð�å�»�†
°�Š�[�A�•�Ô�î�»�†&g�K�r�M��

�¥�Ð�å�»�š�T

�[ ���_�
�¥�å�Ç�•� �×�Þ�î�©�Ù�å�?�}�«�±�¸�•�µ�¡  ARP �š�å�º�Ü�†�¡�Ü�”�M�•�[�†&g�K�r�M��

hostname(config)# clear configure arp

6õ4��¥�Ð�å�»

�¥�Ð�å�»  �Ô�î�»

�Ç�“�–�”�˜�›�î�Ý  �Ô�î�» �­�Ÿ�×�Ü�¸�•  �¥�å�¸�Ÿ�«�º

�Ý�î�¸�µ�» 3ñ4# �©�å�¢�Ý

�Ð�Ý�³

�¥�å�¸�Ÿ�«
�º �©�«�¸�Ò

�¢�ß�î�Â�Ý  �¥�å�Ç�•� �×�Þ�î
�©�Ù�å

— • • • —

�Ü�Ü�î�« �š�f
Æ��

7.0(1) �G�b�¥�Ð�å�»�@�_
°�I�€�r�K�S��

�¥�Ð�å�» 1��Â

arp �«�±�¸�•�µ�¡  ARP �š�å�º�Ü�†3ã�•�K�r�M��

arp-inspection �º�Û�å�«�Ì�”�Þ�å�º  �Ç�“�–�”�˜�›�î�Ý  �Ô�î�»�[�
 ARP �Ã�£�µ�º�†1*
���K�
 ARP �«�É�î�Ç�•�å�¢�†75�F�K�r�M��

firewall transparent �Ç�“�–�”�˜�›�î�Ý  �Ô�î�»�†�º�Û�å�«�Ì�”�Þ�å�º�_0¿���K�r�M��

show arp statistics ARP )+0£�_���†/²&g�K�r�M��

show running-config arp ARP �±�–�Ò�”�˜�º�b#'�~�b�¥�å�Ç�•� �×�Þ�î�©�Ù�å�†/²&g�K�r�M��
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'¨  6 'v       clear configure �¥�Ð�å�»>|  clear configure zonelabs-integrity �¥�Ð�å�»
  clear configure arp-inspection
clear configure arp-inspection
ARP �–�å�«�Ì�¡�©�Ù�å�b�¥�å�Ç�•� �×�Þ�î�©�Ù�å�†�¡�Ü�”�M�•�_�c�
�¢�ß�î�Â�Ý  �¥�å�Ç�•� �×�Þ�î
�©�Ù�å  �Ô�î�»�[  clear configure arp-inspection �¥�Ð�å�»�†�Q#Ý�K�r�M��

clear configure arp-inspection

�S�e�b1��Â �G�b�¥�Ð�å�»�_�c�,�X�r�S�c�Ÿ�î�á�î�»�c�6�~�r�O�‡��

�¹�Ç�›�Ý�º �¹�Ç�›�Ý�º�b�·�8�x�Í�c�6�~�r�O�‡��

�¥�Ð�å�»  �Ô�î�» ���b/²�_�
�¥�Ð�å�»�†
°�Š�[�A�•�Ô�î�»�†&g�K�r�M��

�¥�Ð�å�»�š�T

�[ ���_�
 ARP �–�å�«�Ì�¡�©�Ù�å�b�¥�å�Ç�•� �×�Þ�î�©�Ù�å�†�¡�Ü�”�M�•�[�†&g�K�r�M��

hostname(config)# clear configure arp-inspection

6õ4��¥�Ð�å�»

�¥�Ð�å�»  �Ô�î�»

�Ç�“�–�”�˜�›�î�Ý  �Ô�î�» �­�Ÿ�×�Ü�¸�•  �¥�å�¸�Ÿ�«�º

�Ý�î�¸�µ�» 3ñ4# �©�å�¢�Ý

�Ð�Ý�³

�¥�å�¸�Ÿ�«
�º �©�«�¸�Ò

�¢�ß�î�Â�Ý  �¥�å�Ç�•� �×�Þ�î
�©�Ù�å

— • • • —

�Ü�Ü�î�« �š�f
Æ��

7.0(1) �G�b�¥�Ð�å�»�@�_
°�I�€�r�K�S��

�¥�Ð�å�» 1��Â

arp �«�±�¸�•�µ�¡  ARP �š�å�º�Ü�†3ã�•�K�r�M��

arp-inspection �º�Û�å�«�Ì�”�Þ�å�º  �Ç�“�–�”�˜�›�î�Ý  �Ô�î�»�[�
 ARP �Ã�£�µ�º�†1*
���K�
 ARP �«�É�î�Ç�•�å�¢�†75�F�K�r�M��

firewall transparent �Ç�“�–�”�˜�›�î�Ý  �Ô�î�»�†�º�Û�å�«�Ì�”�Þ�å�º�_0¿���K�r�M��

show arp statistics ARP )+0£�_���†/²&g�K�r�M��

show running-config arp ARP �±�–�Ò�”�˜�º�b#'�~�b�¥�å�Ç�•� �×�Þ�î�©�Ù�å�†/²&g�K�r�M��
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'¨  6 'v       clear configure �¥�Ð�å�»>|  clear configure zonelabs-integrity �¥�Ð�å�»
  clear configure asdm
clear configure asdm
��/œ�¥�å�Ç�•� �×�Þ�î�©�Ù�å�?�}�M�m�Z�b  asdm �¥�Ð�å�»�†�P7V�M�•�_�c�
�¢�ß�î�Â�Ý  �¥�å�Ç�•� �×
�Þ�î�©�Ù�å  �Ô�î�»�[  clear configure asdm �¥�Ð�å�»�†�Q#Ý�K�r�M��

clear configure asdm [location | group | image]

�S�e�b1��Â

�¹�Ç�›�Ý�º �¹�Ç�›�Ý�º�b�·�8�x�Í�c�6�~�r�O�‡��

�¥�Ð�å�»  �Ô�î�» ���b/²�_�
�¥�Ð�å�»�†
°�Š�[�A�•�Ô�î�»�†&g�K�r�M��

�¥�Ð�å�»�š�T

�Q#Ý�V�b�ž�–�»�Û�–�å ��/œ�¥�å�Ç�•� �×�Þ�î�©�Ù�å
Æ�b  asdm �¥�Ð�å�»�†/²&g�M�•�_�c�
 show running-config asdm �¥�Ð�å
�»�†�Q#Ý�K�r�M��

�¥�å�Ç�•� �×�Þ�î�©�Ù�å�?�}  asdm image �¥�Ð�å�»�†�¡�Ü�”�M�•�\�
 ASDM �”�¡�­�«�@�¹�•�­�î�È�Ý
�_�^�~�r�M���¥�å�Ç�•� �×�Þ�î�©�Ù�å�?�}  asdm location �¥�Ð�å�»�\  asdm group �¥�Ð�å�»�†�¡�Ü�”�M
�•�\�
 ASDM �c�
���G�”�¡�­�«�I�€�S�\�A�_�G�€�}�b�¥�Ð�å�»�†
Ì#Õ�B�K�r�M�@�
�”�¡�¸�•�È�^  
ASDM �­�µ�©�Ù�å�@�	�F�}�€�•���œ�@�6�~�r�M��

>&�@>' �Ð�Ý�³  �¥�å�¸�Ÿ�«�º  �Ô�î�»�[��/œ�I�€�Z�8�•�­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�[�c�
 clear configure 
asdm image �¥�Ð�å�»�c�©�«�¸�Ò��/œ�«�Ì�î�«�[�b�s�Q#Ý�[�A�r�M���M�‰�
 clear configure asdm 
group �¥�Ð�å�»�>�|�g  clear configure asdm location �¥�Ð�å�»�c�
�Ø�î�¨  �¥�å�¸�Ÿ�«�º�[�b�s�Q#Ý�[
�A�r�M��

group >&�õ�–>'��/œ�¥�å�Ç�•� �×�Þ�î�©�Ù�å�?�}  asdm group �¥�Ð�å�»�T�E�†�¡�Ü
�”�K�r�M��

image >&�õ�–>'��/œ�¥�å�Ç�•� �×�Þ�î�©�Ù�å�?�}  asdm image �¥�Ð�å�»�T�E�†�¡�Ü
�”�K�r�M��

location >&�õ�–>'��/œ�¥�å�Ç�•� �×�Þ�î�©�Ù�å�?�}  asdm location �¥�Ð�å�»�T�E�†�¡
�Ü�”�K�r�M��

�¥�Ð�å�»  �Ô�î�»

�Ç�“�–�”�˜�›�î�Ý  �Ô�î�» �­�Ÿ�×�Ü�¸�•  �¥�å�¸�Ÿ�«�º

�Ý�î�¸�µ�» 3ñ4# �©�å�¢�Ý

�Ð�Ý�³

�¥�å�¸�Ÿ�«
�º �©�«�¸�Ò

�¢�ß�î�Â�Ý  �¥�å�Ç�•� �×�Þ�î
�©�Ù�å

• • • • •

�Ü�Ü�î�« �š�f
Æ��
7.0(1) �G�b�¥�Ð�å�»�c�
 clear pdm �¥�Ð�å�»�?�}  clear configure asdm �¥�Ð�å�»

�_�š�f�I�€�r�K�S��
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'¨  6 'v       clear configure �¥�Ð�å�»>|  clear configure zonelabs-integrity �¥�Ð�å�»
  clear configure asdm
�[ ���_�
��/œ�¥�å�Ç�•� �×�Þ�î�©�Ù�å�?�}  asdm group �¥�Ð�å�»�†�¡�Ü�”�M�•�[�†&g�K�r�M��

hostname(config)# clear configure asdm group
hostname(config)#

6õ4��¥�Ð�å�» �¥�Ð�å�» 1��Â

asdm group �œ�È�ª�™�¡�º  �¢�Ý�î�É�¡�†�–�å�±�î�Ç�™�–�«�_6õ4��Ü�E�•�S�u�_�

ASDM �_�|�W�Z�Q#Ý�I�€�r�M��

asdm image ASDM �–�Ó�î�ª  �Ç�“�–�Ý�†�æ���K�r�M��

asdm location IP �”�»�Þ�«�†�–�å�±�î�Ç�™�–�«  �”�¯�©�š�î�©�Ù�å�_0°6��M�•�S�u
�_�
 ASDM �_�|�W�Z�Q#Ý�I�€�r�M��

show running-config asdm ��/œ�¥�å�Ç�•� �×�Þ�î�©�Ù�å
Æ�b  asdm �¥�Ð�å�»�†/²&g�K�r�M��
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'¨  6 'v       clear configure �¥�Ð�å�»>|  clear configure zonelabs-integrity �¥�Ð�å�»
  clear configure auth-prompt
clear configure auth-prompt
�S�_�æ���K�S1�0É�É�ß�å�É�º  �³�Õ�Þ�å�ª  �¸�Ÿ�«�º�†�P7V�K�
�¹�Ç�›�Ý�º�Í>&�Ñ�~�M�•���œ>'�_�`�M�_
�c�
�¢�ß�î�Â�Ý  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ô�î�»�[  clear configure auth-prompt �¥�Ð�å�»�†�Q#Ý�K�r
�M��

clear configure auth-prompt

�S�e�b1��Â �G�b�¥�Ð�å�»�_�c�,�X�r�S�c�Ÿ�î�á�î�»�c�6�~�r�O�‡��

�¹�Ç�›�Ý�º �¹�Ç�›�Ý�º�b�·�8�x�Í�c�6�~�r�O�‡��

�¥�Ð�å�»  �Ô�î�» ���b/²�_�
�¥�Ð�å�»�†
°�Š�[�A�•�Ô�î�»�†&g�K�r�M��

�¥�Ð�å�»�š�T

�Q#Ý�V�b�ž�–�»�Û�–�å 1�0É�É�ß�å�É�º�†�¡�Ü�”�K�S�‹�
�Ø�î�¨�b�ß�¢�–�å�ì�_/²&g�I�€�•�É�ß�å�É�º�c�
�Q#Ý�M�•�É�ß�º�¥�Ý
�_�|�W�Z���b�|�:�_$��^�~�r�M��

• HTTP �†�Q#Ý�K�Z�ß�¢�–�å�M�•�Ø�î�¨�b���œ�
 HTTP Authentication  �@/²&g�I�€�r�M��

• FTP �†�Q#Ý�K�Z�ß�¢�–�å�M�•�Ø�î�¨�b���œ�
 FTP Authentication  �@/²&g�I�€�r�M��

• Telnet �†�Q#Ý�K�Z�ß�¢�–�å�M�•�Ø�î�¨�b���œ�
�É�ß�å�É�º�c/²&g�I�€�r�O�‡��

�[ ���_�
1�0É�É�ß�å�É�º�†�¡�Ü�”�M�•�[�†&g�K�r�M��

hostname(config)# clear configure auth-prompt

6õ4��¥�Ð�å�»

�¥�Ð�å�»  �Ô�î�»

�Ç�“�–�”�˜�›�î�Ý  �Ô�î�» �­�Ÿ�×�Ü�¸�•  �¥�å�¸�Ÿ�«�º

�Ý�î�¸�µ�» 3ñ4# �©�å�¢�Ý

�Ð�Ý�³

�¥�å�¸�Ÿ�«
�º �©�«�¸�Ò

�¢�ß�î�Â�Ý  �¥�å�Ç�•� �×�Þ�î
�©�Ù�å

• • — — •

�Ü�Ü�î�« �š�f
Æ��

7.0(1) CLI 0d�A�_4:�œ�M�•�|�:�_�G�b�¥�Ð�å�»�@�š�f�I�€�r�K�S��

auth-prompt �Ø�î�¨1��•�É�ß�å�É�º�†0¿���K�r�M��

show running-config auth-prompt �Ø�î�¨1��•�É�ß�å�É�º�†/²&g�K�r�M��
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'¨  6 'v       clear configure �¥�Ð�å�»>|  clear configure zonelabs-integrity �¥�Ð�å�»
  clear configure banner
clear configure banner
�M�m�Z�b�Â�¼�î�†�P7V�M�•�_�c�
�¢�ß�î�Â�Ý  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ô�î�»�[  clear configure 
banner �¥�Ð�å�»�†�Q#Ý�K�r�M��

clear configure banner

�S�e�b1��Â �G�b�¥�Ð�å�»�_�c�,�X�r�S�c�Ÿ�î�á�î�»�c�6�~�r�O�‡��

�¹�Ç�›�Ý�º �¹�Ç�›�Ý�º�b�·�8�x�Í�c�6�~�r�O�‡��

�¥�Ð�å�»  �Ô�î�» ���b/²�_�
�¥�Ð�å�»�†
°�Š�[�A�•�Ô�î�»�†&g�K�r�M��

�¥�Ð�å�»�š�T

�[ ���_�
�Â�¼�î�†�¡�Ü�”�M�•�[�†&g�K�r�M��

hostname(config)# clear configure banner

6õ4��¥�Ð�å�»

�¥�Ð�å�»  �Ô�î�»

�Ç�“�–�”�˜�›�î�Ý  �Ô�î�» �­�Ÿ�×�Ü�¸�•  �¥�å�¸�Ÿ�«�º

�Ý�î�¸�µ�» 3ñ4# �©�å�¢�Ý

�Ð�Ý�³

�¥�å�¸�Ÿ�«
�º �©�«�¸�Ò

�¢�ß�î�Â�Ý  �¥�å�Ç�•� �×�Þ�î
�©�Ù�å

• • • • •

�Ü�Ü�î�« �š�f
Æ��

7.0(1) �G�b�¥�Ð�å�»�@�_
°�I�€�r�K�S��

�¥�Ð�å�» 1��Â

banner �­�µ�©�Ù�å  �Â�¼�î�
�ß�¢�–�å  �Â�¼�î�
�r�S�c  
Message-of-The-Day �Â�¼�î�†0¿���K�r�M��

show running-config banner �M�m�Z�b�Â�¼�î�†/²&g�K�r�M��
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'¨  6 'v       clear configure �¥�Ð�å�»>|  clear configure zonelabs-integrity �¥�Ð�å�»
  clear configure ca certificate map
clear configure ca certificate map
�M�m�Z�b0É�Â�i�Ð�µ�É  �š�å�º�Ü�
�r�S�c�æ���K�S0É�Â�i�Ð�µ�É  �š�å�º�Ü�†�P7V�M�•�_�c�
�¢�ß�î�Â�Ý  
�¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ô�î�»�[  clear configure ca configurate map �¥�Ð�å�»�†�Q#Ý�K�r�M��

clear configure ca certificate map [sequence-number]

�S�e�b1��Â

�¹�Ç�›�Ý�º �¹�Ç�›�Ý�º�b�·�8�x�Í�c�6�~�r�O�‡��

�¥�Ð�å�»  �Ô�î�» ���b/²�c�
�G�b�¥�Ð�å�»�†
°�Š�[�A�•�Ô�î�»�†&g�K�Z�8�r�M��

�¥�Ð�å�»�š�T

�[ ���_�
�M�m�Z�b0É�Â�i�Ð�µ�É  �š�å�º�Ü�†�P7V�M�•�[�†&g�K�r�M��

hostname(config)#  clear configure ca certificate map
hostname(config)#

6õ4��¥�Ð�å�»

sequence-number >&�õ�–>'�P7V�M�•0É�Â�i�Ð�µ�É  �Ý�î�Ý�b$��•�†�æ���K�r�M���æ���[�A�•(

�V�c  1 >|  65535 �[�M��

�¥�Ð�å�»  �Ô�î�»

�Ç�“�–�”�˜�›�î�Ý  �Ô�î�» �­�Ÿ�×�Ü�¸�•  �¥�å�¸�Ÿ�«�º

�Ý�î�¸�µ�» 3ñ4# �©�å�¢�Ý

�Ð�Ý�³

�¥�å�¸�Ÿ�«
�º �©�«�¸�Ò

�¢�ß�î�Â�Ý  �¥�å�Ç�•� �×�Þ�î
�©�Ù�å

• • • •

�Ü�Ü�î�« �š�f
Æ��
7.0(1) �G�b�¥�Ð�å�»�@�_
°�I�€�r�K�S��

�¥�Ð�å�» 1��Â

crypto ca certificate map CA 0É�Â�i�Ð�µ�É  �Ô�î�»�†6ä���K�r�M��
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'¨  6 'v       clear configure �¥�Ð�å�»>|  clear configure zonelabs-integrity �¥�Ð�å�»
  clear configure class
clear configure class
�Ü�¯�î�«  �¡�Û�«  �¥�å�Ç�•� �×�Þ�î�©�Ù�å�†�¡�Ü�”�M�•�_�c�
�¢�ß�î�Â�Ý  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ô�î
�»�[  clear configure class �¥�Ð�å�»�†�Q#Ý�K�r�M��

clear configure class

�S�e�b1��Â �G�b�¥�Ð�å�»�_�c�,�X�r�S�c�Ÿ�î�á�î�»�c�6�~�r�O�‡��

�¹�Ç�›�Ý�º �¹�Ç�›�Ý�º�b�·�8�x�Í�c�6�~�r�O�‡��

�¥�Ð�å�»  �Ô�î�» ���b/²�_�
�¥�Ð�å�»�†
°�Š�[�A�•�Ô�î�»�†&g�K�r�M��

�¥�Ð�å�»�š�T

�[ ���_�
�¡�Û�«  �¥�å�Ç�•� �×�Þ�î�©�Ù�å�†�¡�Ü�”�M�•�[�†&g�K�r�M��

hostname(config)# clear configure class

6õ4��¥�Ð�å�»

�¥�Ð�å�»  �Ô�î�»

�Ç�“�–�”�˜�›�î�Ý  �Ô�î�» �­�Ÿ�×�Ü�¸�•  �¥�å�¸�Ÿ�«�º

�Ý�î�¸�µ�» 3ñ4# �©�å�¢�Ý

�Ð�Ý�³

�¥�å�¸�Ÿ�«
�º �©�«�¸�Ò

�¢�ß�î�Â�Ý  �¥�å�Ç�•� �×�Þ�î
�©�Ù�å

• • — — •

�Ü�Ü�î�« �š�f
Æ��

7.2(1) �G�b�¥�Ð�å�»�@�_
°�I�€�r�K�S��

�¥�Ð�å�» 1��Â

class �Ü�¯�î�«  �¡�Û�«�†0¿���K�r�M��

context �­�Ÿ�×�Ü�¸�•  �¥�å�¸�Ÿ�«�º�†0¿���K�r�M��

limit-resource �¡�Û�«�b�Ü�¯�î�«�D7H�†0¿���K�r�M��

member �¥�å�¸�Ÿ�«�º�†�Ü�¯�î�«  �¡�Û�«�_�m�~�\�Z�r�M��

show class �¡�Û�«�_�m�~�\�Z�}�€�Z�8�•�¥�å�¸�Ÿ�«�º�†/²&g�K�r�M��
6-18
Cisco Security Appliance �¥�Ð�å�»  �Ü�Ç�“�Þ�å�«

OL-12173-02-J



'¨  6 'v       clear configure �¥�Ð�å�»>|  clear configure zonelabs-integrity �¥�Ð�å�»
  clear configure class-map
clear configure class-map
�M�m�Z�b�¡�Û�«  �Ð�µ�É�†�P7V�M�•�_�c�
 �¢�ß�î�Â�Ý  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ô�î�»�[  clear configure 
class-map �¥�Ð�å�»�†�Q#Ý�K�r�M��

clear configure class-map [type { management | regex | inspect [protocol]} 

�S�e�b1��Â

�¹�Ç�›�Ý�º �¹�Ç�›�Ý�º�b�·�8�x�Í�c�6�~�r�O�‡��

�¥�Ð�å�»  �Ô�î�» ���b/²�_�
�¥�Ð�å�»�†
°�Š�[�A�•�Ô�î�»�†&g�K�r�M��

�¥�Ð�å�»�š�T

�Q#Ý�V�b�ž�–�»�Û�–�å "I���b�¡�S�b�¡�Û�«  �Ð�µ�É�†�¡�Ü�”�M�•�_�c�
 class-map �¥�Ð�å�»�b  no �g�'�†�Q#Ý�K�r�M��

�[ ���_�
0¿���í�s�b�M�m�Z�b�¡�Û�«  �Ð�µ�É�†�¡�Ü�”�M�•�[�†&g�K�r�M��

hostname(config)# clear configure class-map

inspect >&�õ�–>'�–�å�«�Ì�¡�©�Ù�å  �¡�Û�«  �Ð�µ�É�†�¡�Ü�”�K�r�M��

management >&�õ�–>''ö#.�¡�Û�«  �Ð�µ�É�†�¡�Ü�”�K�r�M��

protocol >&�õ�–>'�¡�Ü�”�M�•�”�É�Ü�£�î�©�Ù�å  �Ð�µ�É�b�±�–�É�†�æ���K�r�M���<#Ý�•+��^
�±�–�É�c���b�\�>�~�[�M��

• dns

• ftp

• h323

• http

• im 

• p2p-donkey

• sip

regex >&�õ�–>'�G0d/²#'�¡�Û�«  �Ð�µ�É�†�¡�Ü�”�K�r�M��

type >&�õ�–>'�¡�Ü�”�M�•�¡�Û�«  �Ð�µ�É�b�±�–�É�†�æ���K�r�M���Þ�–�Ö  3/4 �¡�Û�«  �Ð�µ
�É�†�¡�Ü�”�M�•���œ�c�
�±�–�É�†�æ���K�r�O�‡��

�¥�Ð�å�»  �Ô�î�»

�Ç�“�–�”�˜�›�î�Ý  �Ô�î�» �­�Ÿ�×�Ü�¸�•  �¥�å�¸�Ÿ�«�º

�Ý�î�¸�µ�» 3ñ4# �©�å�¢�Ý

�Ð�Ý�³

�¥�å�¸�Ÿ�«
�º �©�«�¸�Ò

�¢�ß�î�Â�Ý  �¥�å�Ç�•� �×�Þ�î
�©�Ù�å

• • • • —

�Ü�Ü�î�« �š�f
Æ��

7.0(1) �G�b�¥�Ð�å�»�@�_
°�I�€�r�K�S��
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'¨  6 'v       clear configure �¥�Ð�å�»>|  clear configure zonelabs-integrity �¥�Ð�å�»
  clear configure class-map
6õ4��¥�Ð�å�» �¥�Ð�å�» 1��Â

class-map �º�Û�Ç�•�µ�¡  �¡�Û�«�†�–�å�±�î�Ç�™�–�«�_4:#Ý�K�r�M��

show running-config class-map �¡�Û�«  �Ð�µ�É  �¥�å�Ç�•� �×�Þ�î�©�Ù�å�_6õ�M�•�_���†/²&g�K�r
�M��
6-20
Cisco Security Appliance �¥�Ð�å�»  �Ü�Ç�“�Þ�å�«

OL-12173-02-J



'¨  6 'v       clear configure �¥�Ð�å�»>|  clear configure zonelabs-integrity �¥�Ð�å�»
  clear configure client-update
clear configure client-update
�¡�Û�–�”�å�º�f�‚�†�I�D�M�•�µ+��†�¥�å�Ç�•� �×�Þ�î�©�Ù�å�?�}�P7V�M�•�_�c�
�¢�ß�î�Â�Ý  �¥�å�Ç�•
� �×�Þ�î�©�Ù�å  �Ô�î�»�r�S�c�º�å�¿�Ý  �¢�Ý�î�É  ipsec �“�ö�¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ô�î�»�[  clear 
configure client-update �¥�Ð�å�»�†�Q#Ý�K�r�M��

clear configure client-update

�¹�Ç�›�Ý�º �¹�Ç�›�Ý�º�b�·�8�x�Í�c�6�~�r�O�‡��

�¥�Ð�å�»  �Ô�î�» ���b/²�_�
�¥�Ð�å�»�†
°�Š�[�A�•�Ô�î�»�†&g�K�r�M��

�¥�Ð�å�»�š�T

�[ ���_�
�¢�ß�î�Â�Ý  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ô�î�»�[�
�¥�å�Ç�•� �×�Þ�î�©�Ù�å�?�}�¡�Û�–�”�å�º�f�‚
�µ+��†�P7V�M�•�[�†&g�K�r�M��

hostname(config)# clear configure client-update
hostname(config)# 

���_�
�º�å�¿�Ý  �¢�Ý�î�É  ipsec �“�ö�¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ô�î�»�[�
 test �\�8�:�¡�S�b�º�å�¿�Ý  �¢
�Ý�î�É�b�¥�å�Ç�•� �×�Þ�î�©�Ù�å�?�}�¡�Û�–�”�å�º�f�‚�µ+��†�P7V�M�•�[�†&g�K�r�M��

hostname(config)#  tunnel-group test ipsec-attributes
hostname(config-tunnel-ipsec)# clear configure client-update
hostname(config-tunnel-ipsec)# 

6õ4��¥�Ð�å�»

�¥�Ð�å�»  �Ô�î�»

�Ç�“�–�”�˜�›�î�Ý  �Ô�î�» �­�Ÿ�×�Ü�¸�•  �¥�å�¸�Ÿ�«�º

�Ý�î�¸�µ�» 3ñ4# �©�å�¢�Ý

�Ð�Ý�³

�¥�å�¸�Ÿ�«
�º �©�«�¸�Ò

�¢�ß�î�Â�Ý  �¥�å�Ç�•� �×�Þ�î
�©�Ù�å

• — • — —

�º�å�¿�Ý  �¢�Ý�î�É  ipsec �“�ö�¥
�å�Ç�•� �×�Þ�î�©�Ù�å

• — • — —

�Ü�Ü�î�« �š�f
Æ��

7.0(1) �G�b�¥�Ð�å�»�@�_
°�I�€�r�K�S��

7.1(1) �º�å�¿�Ý  �¢�Ý�î�É  ipsec �“�ö�¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ô�î�»�@3ã�•�I�€�r
�K�S��

�¥�Ð�å�» 1��Â

client-update �¡�Û�–�”�å�º  �”�µ�É�¹�î�º�†0¿���K�r�M��

show running-config 
client-update

#'�~�b�¡�Û�–�”�å�º  �”�µ�É�¹�î�º  �¥�å�Ç�•� �×�Þ�î�©�Ù�å�†/²&g�K�r�M��
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'¨  6 'v       clear configure �¥�Ð�å�»>|  clear configure zonelabs-integrity �¥�Ð�å�»
  clear configure clock
clear configure clock
�¡�ß�µ�¡  �¥�å�Ç�•� �×�Þ�î�©�Ù�å�†�¡�Ü�”�M�•�_�c�
�¢�ß�î�Â�Ý  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ô�î�»�[  
clear configure clock �¥�Ð�å�»�†�Q#Ý�K�r�M��

clear configure clock

�S�e�b1��Â �G�b�¥�Ð�å�»�_�c�,�X�r�S�c�Ÿ�î�á�î�»�c�6�~�r�O�‡��

�¹�Ç�›�Ý�º �¹�Ç�›�Ý�º�b�·�8�x�Í�c�6�~�r�O�‡��

�¥�Ð�å�»  �Ô�î�» ���b/²�_�
�¥�Ð�å�»�†
°�Š�[�A�•�Ô�î�»�†&g�K�r�M��

�¥�Ð�å�»�š�T

�Q#Ý�V�b�ž�–�»�Û�–�å �G�b�¥�Ð�å�»�c�
�M�m�Z�b  clock �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �¥�Ð�å�»�†�¡�Ü�”�K�r�M�� clock set �¥�Ð�å
�»�c�¥�å�Ç�•� �×�Þ�î�©�Ù�å  �¥�Ð�å�»�[�c�^�8�S�u�
�G�b�¥�Ð�å�»�c�¡�ß�µ�¡�†�Ü�­�µ�º�K�r�O�‡��
�¡�ß�µ�¡�†�Ü�­�µ�º�M�•�_�c�
 clock set �¥�Ð�å�»�b�‚�K�8�ì�I�†0¿���M�•�²0[�@�6�~�r�M��

�[ ���_�
�M�m�Z�b  clock �¥�Ð�å�»�†�¡�Ü�”�M�•�[�†&g�K�r�M��

hostname# clear configure clock

6õ4��¥�Ð�å�»

�¥�Ð�å�»  �Ô�î�»

�Ç�“�–�”�˜�›�î�Ý  �Ô�î�» �­�Ÿ�×�Ü�¸�•  �¥�å�¸�Ÿ�«�º

�Ý�î�¸�µ�» 3ñ4# �©�å�¢�Ý

�Ð�Ý�³

�¥�å�¸�Ÿ�«
�º �©�«�¸�Ò

�¢�ß�î�Â�Ý  �¥�å�Ç�•� �×�Þ�î
�©�Ù�å

• • • — •

�Ü�Ü�î�« �š�f
Æ��

7.0(1) �G�b�¥�Ð�å�»�c�
 clear clock �?�}�š�f�I�€�r�K�S��

�¥�Ð�å�» 1��Â
clock set �ì6ë�†�m�·�[0¿���K�r�M��

clock summer-time �Ÿ�ì6ë�†/²&g�M�•�¥�Ü(
�V�†0¿���K�r�M��

clock timezone �ì6ë�•�†0¿���K�r�M��
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'¨  6 'v       clear configure �¥�Ð�å�»>|  clear configure zonelabs-integrity �¥�Ð�å�»
  clear configure command-alias
clear configure command-alias
�¹�Ç�›�Ý�º�è�¥�b�¥�Ð�å�»  �š�–�Ü�”�«�†�M�m�Z�P7V�M�•�_�c�
�¢�ß�î�Â�Ý  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  
�Ô�î�»�[  clear configure command-alias �¥�Ð�å�»�†�Q#Ý�K�r�M��

clear configure command-alias 

�S�e�b1��Â �G�b�¥�Ð�å�»�_�c�,�X�r�S�c�Ÿ�î�á�î�»�c�6�~�r�O�‡��

�¹�Ç�›�Ý�º �¹�Ç�›�Ý�º�b�·�8�x�Í�c�6�~�r�O�‡��

�¥�Ð�å�»  �Ô�î�» ���b/²�_�
�¥�Ð�å�»�†
°�Š�[�A�•�Ô�î�»�†&g�K�r�M��

�¥�Ð�å�»�š�T

�Q#Ý�V�b�ž�–�»�Û�–�å �G�b�¥�Ð�å�»�_�c�Q#Ý�V�b�ž�–�»�Û�–�å�@�6�~�r�O�‡��

�[ ���_�
�¹�Ç�›�Ý�º�è�¥�b�¥�Ð�å�»  �š�–�Ü�”�«�†�M�m�Z�P7V�M�•�[�†&g�K�r�M��

hostname(config)# clear configure command-alias

6õ4��¥�Ð�å�»

�¥�Ð�å�»  �Ô�î�»

�Ç�“�–�”�˜�›�î�Ý  �Ô�î�» �­�Ÿ�×�Ü�¸�•  �¥�å�¸�Ÿ�«�º

�Ý�î�¸�µ�» 3ñ4# �©�å�¢�Ý

�Ð�Ý�³

�¥�å�¸�Ÿ�«
�º �©�«�¸�Ò

�¢�ß�î�Â�Ý  �¥�å�Ç�•� �×�Þ�î
�©�Ù�å

• • • • •

�Ü�Ü�î�« �š�f
Æ��

7.0(1) �G�b�¥�Ð�å�»�@�_
°�I�€�r�K�S��

�¥�Ð�å�» 1��Â

command-alias �¥�Ð�å�»  �š�–�Ü�”�«�†�8�B�K�r�M��

show running-config command-alias �¹�Ç�›�Ý�º�è�¥�b�¥�Ð�å�»  �š�–�Ü�”�«�†�M�m�Z/²&g�K�r
�M��
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'¨  6 'v       clear configure �¥�Ð�å�»>|  clear configure zonelabs-integrity �¥�Ð�å�»
  clear configure compression
clear configure compression
�¢�ß�î�Â�Ý�})°�¥�å�Ç�•� �×�Þ�î�©�Ù�å�†�¹�Ç�›�Ý�º>&�M�m�Z�b�})°�•/¡�@�–�¿�î�È�Ý>'�_�Ü�­�µ�º�M
�•�_�c�
 �¢�ß�î�Â�Ý  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ô�î�»�[  clear configure compression �¥�Ð�å�»�†�Q#Ý�K
�r�M��

clear configure compression

�¹�Ç�›�Ý�º �G�b�¥�Ð�å�»�_�¹�Ç�›�Ý�º�b�·�8�c�6�~�r�O�‡��

�¥�Ð�å�»  �Ô�î�» ���b/²�_�
�¥�Ð�å�»�†
°�Š�[�A�•�Ô�î�»�†&g�K�r�M��

�¥�Ð�å�»�š�T

�[ ���_�
�})°�¥�å�Ç�•� �×�Þ�î�©�Ù�å�†�¡�Ü�”�M�•�[�†&g�K�r�M��

hostname(config)# clear configure compression

6õ4��¥�Ð�å�»

�¥�Ð�å�»  �Ô�î�»

�Ç�“�–�”�˜�›�î�Ý  �Ô�î�» �­�Ÿ�×�Ü�¸�•  �¥�å�¸�Ÿ�«�º

�Ý�î�¸�µ�» 3ñ4# �©�å�¢�Ý

�Ð�Ý�³

�¥�å�¸�Ÿ�«
�º �©�«�¸�Ò

�¢�ß�î�Â�Ý  �¥�å�Ç�•� �×�Þ�î
�©�Ù�å

• — • — —

�Ü�Ü�î�« �š�f
Æ��

7.1(1) �G�b�¥�Ð�å�»�@�_
°�I�€�r�K�S��

�¥�Ð�å�» 1��Â

compression �M�m�Z�b SVC �K)F�
 WebVPN �K)F�
�>�|�g�Ï�î�º3?3æ�K)F�_�P�K�Z�})°�†
�–�¿�î�È�Ý�_�K�r�M��

svc compression "I���b�¢�Ý�î�É�r�S�c�Ø�î�¨�_�P�K�Z  SVC �K)F�†�Ó�M�•  HTTP �¹�î�±�b�})°
�†�–�¿�î�È�Ý�_�K�r�M��
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'¨  6 'v       clear configure �¥�Ð�å�»>|  clear configure zonelabs-integrity �¥�Ð�å�»
  clear configure console
clear configure console
�¥�å�¯�î�Ý�K)F0¿���†�¹�Ç�›�Ý�º�_�Ü�­�µ�º�M�•�_�c�
�¢�ß�î�Â�Ý  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ô�î�»�[  
clear configure console �¥�Ð�å�»�†�Q#Ý�K�r�M��

clear configure console

�S�e�b1��Â �G�b�¥�Ð�å�»�_�c�,�X�r�S�c�Ÿ�î�á�î�»�c�6�~�r�O�‡��

�¹�Ç�›�Ý�º �¹�Ç�›�Ý�º�b�·�8�x�Í�c�6�~�r�O�‡��

�¥�Ð�å�»  �Ô�î�» ���b/²�_�
�¥�Ð�å�»�†
°�Š�[�A�•�Ô�î�»�†&g�K�r�M��

�¥�Ð�å�»�š�T

�[ ���_�
�¥�å�¯�î�Ý�K)F0¿���†�¹�Ç�›�Ý�º�_�Ü�­�µ�º�M�•�[�†&g�K�r�M��

hostname(config)# clear configure console

6õ4��¥�Ð�å�»

�¥�Ð�å�»  �Ô�î�»

�Ç�“�–�”�˜�›�î�Ý  �Ô�î�» �­�Ÿ�×�Ü�¸�•  �¥�å�¸�Ÿ�«�º

�Ý�î�¸�µ�» 3ñ4# �©�å�¢�Ý

�Ð�Ý�³

�¥�å�¸�Ÿ�«
�º �©�«�¸�Ò

�¢�ß�î�Â�Ý  �¥�å�Ç�•� �×�Þ�î
�©�Ù�å

• • • • •

�Ü�Ü�î�« �š�f
Æ��

7.0(1) �G�b�¥�Ð�å�»�@�_
°�I�€�r�K�S��

�¥�Ð�å�» 1��Â
console timeout �­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�_�P�M�•�¥�å�¯�î�Ý�K)F�b�”

�–�»�Ý  �±�–�Ò�”�˜�º�†0¿���K�r�M��

show running-config console timeout �­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�_�P�M�•�¥�å�¯�î�Ý�K)F�b�”
�–�»�Ý  �±�–�Ò�”�˜�º�†/²&g�K�r�M��
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'¨  6 'v       clear configure �¥�Ð�å�»>|  clear configure zonelabs-integrity �¥�Ð�å�»
  clear configure context
clear configure context
�©�«�¸�Ò  �¥�å�Ç�•� �×�Þ�î�©�Ù�å
Æ�b�M�m�Z�b�¥�å�¸�Ÿ�«�º  �¥�å�Ç�•� �×�Þ�î�©�Ù�å�†�¡�Ü�”�M�•�_
�c�
�¢�ß�î�Â�Ý  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ô�î�»�[  clear configure context �¥�Ð�å�»�†�Q#Ý�K�r�M��

clear configure context [noconfirm]

�S�e�b1��Â

�¹�Ç�›�Ý�º �¹�Ç�›�Ý�º�b�·�8�x�Í�c�6�~�r�O�‡��

�¥�Ð�å�»  �Ô�î�» ���b/²�_�
�¥�Ð�å�»�†
°�Š�[�A�•�Ô�î�»�†&g�K�r�M��

�¥�Ð�å�»�š�T

�Q#Ý�V�b�ž�–�»�Û�–�å �G�b�¥�Ð�å�»�†�Q#Ý�M�•�\�
'ö#.�¥�å�¸�Ÿ�«�º�†�µ�t�M�m�Z�b�¥�å�¸�Ÿ�«�º�†�P7V�[�A�r�M��'ö#.�¥�å
�¸�Ÿ�«�º�c�
 no context �¥�Ð�å�»�†�Q#Ý�K�Z�P7V�M�•�G�\�c�[�A�r�O�‡�@�
 clear configure context �¥
�Ð�å�»�†�Q#Ý�K�Z�P7V�[�A�r�M��

�[ ���_�
�©�«�¸�Ò  �¥�å�Ç�•� �×�Þ�î�©�Ù�å�?�}�M�m�Z�b�¥�å�¸�Ÿ�«�º�†�P7V�K�
�P7V�†&�1��K�^�8�[�†
&g�K�r�M��

hostname(config)# clear configure context noconfirm

6õ4��¥�Ð�å�»

noconfirm >&�õ�–>'&�1��†�Ó�u�•�É�ß�å�É�º�†/²&g�O�N�_�M�m�Z�b�¥�å�¸�Ÿ�«�º�†�P7V
�K�r�M���G�b�œ�É�©�Ù�å�c+¬�·�«�¡�Ü�É�º�[�z'g�U�r�M��

�¥�Ð�å�»  �Ô�î�»

�Ç�“�–�”�˜�›�î�Ý  �Ô�î�» �­�Ÿ�×�Ü�¸�•  �¥�å�¸�Ÿ�«�º

�Ý�î�¸�µ�» 3ñ4# �©�å�¢�Ý

�Ð�Ý�³

�¥�å�¸�Ÿ�«
�º �©�«�¸�Ò

�¢�ß�î�Â�Ý  �¥�å�Ç�•� �×�Þ�î
�©�Ù�å

• • — — •

�Ü�Ü�î�« �š�f
Æ��

7.0(1) �G�b�¥�Ð�å�»�@�_
°�I�€�r�K�S��

�¥�Ð�å�» 1��Â

admin-context 'ö#.�¥�å�¸�Ÿ�«�º�†0¿���K�r�M��

changeto �¥�å�¸�Ÿ�«�º6ë�r�S�c�¥�å�¸�Ÿ�«�º�\�©�«�¸�Ò��/œ�«�Ì�î�«�b6ë�[�)�~�p
�<�†/œ�8�r�M��

context �©�«�¸�Ò  �¥�å�Ç�•� �×�Þ�î�©�Ù�å�_�­�Ÿ�×�Ü�¸�•  �¥�å�¸�Ÿ�«�º�†�8�B�K�

�¥�å�¸�Ÿ�«�º  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ô�î�»�†6ä���K�r�M��
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'¨  6 'v       clear configure �¥�Ð�å�»>|  clear configure zonelabs-integrity �¥�Ð�å�»
  clear configure context
mode �¥�å�¸�Ÿ�«�º  �Ô�î�»�†�©�å�¢�Ý�r�S�c�Ð�Ý�³�_0¿���K�r�M��

show context �¥�å�¸�Ÿ�«�º�b�Ü�«�º>&�©�«�¸�Ò��/œ�«�Ì�î�«>'�r�S�c#'�~�b�¥�å�¸�Ÿ�«
�º�_6õ�M�•�_���†/²&g�K�r�M��

�¥�Ð�å�» 1��Â
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'¨  6 'v       clear configure �¥�Ð�å�»>|  clear configure zonelabs-integrity �¥�Ð�å�»
  clear configure crypto
clear configure crypto
IPSec�
�¡�Ü�É�º  �Ð�µ�É�
�²�–�¼�Ñ�µ�¡  �¡�Ü�É�º  �Ð�µ�É�
 CA �º�Û�«�º�Ï�–�å�º�
�M�m�Z�b0É�Â�i�
0É
�Â�i�Ð�µ�É  �¥�å�Ç�•� �×�Þ�î�©�Ù�å�
�>�|�g  ISAKMP �†�µ�t�
�¡�Ü�É�º  �¥�å�Ç�•� �×�Þ�î�©�Ù�å
²�/
�†�P7V�M�•�_�c�
�¢�ß�î�Â�Ý  �¥�å�Ç�•� �×�Þ�î�©�Ù�å�[  clear configure crypto �¥�Ð�å�»�†�Q#Ý�K�r
�M��"I���b�¥�å�Ç�•� �×�Þ�î�©�Ù�å�†�P7V�M�•�_�c�
�S�e�_&g�I�€�Z�8�•�|�:�_�
�G�b�¥�Ð�å�»�†�Ÿ�î
�á�î�»�\�\�v�_�Q#Ý�K�r�M���G�b�¥�Ð�å�»�c�@�–�K�Z�Q#Ý�K�Z�C�T�I�8��

clear configure crypto [ca | dynamic-map | ipsec | iskmp | map]

�S�e�b1��Â

�¹�Ç�›�Ý�º �¹�Ç�›�Ý�º�b�·�8�x�Í�c�6�~�r�O�‡��

�¥�Ð�å�»  �Ô�î�» ���b/²�_�
�¥�Ð�å�»�†
°�Š�[�A�•�Ô�î�»�†&g�K�r�M��

�¥�Ð�å�»�š�T

�[ ���_�
�¢�ß�î�Â�Ý  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ô�î�»�[$Î/œ�I�€�
�­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�?�}�M�m
�Z�b�¡�Ü�É�º  �¥�å�Ç�•� �×�Þ�î�©�Ù�å�†�P7V�M�•�[�†&g�K�r�M��

hostname(config)# clear configure crypto
hostname(config)# 

6õ4��¥�Ð�å�»

ca 1�0É�•�b�Ï�Ü�©�î�†�P7V�K�r�M��

dynamic-map �²�–�¼�Ñ�µ�¡  �¡�Ü�É�º  �Ð�µ�É  �¥�å�Ç�•� �×�Þ�î�©�Ù�å�†�P7V�K�r�M��

ipsec IPSec �¥�å�Ç�•� �×�Þ�î�©�Ù�å�†�P7V�K�r�M��

isakmp ISAKMP �¥�å�Ç�•� �×�Þ�î�©�Ù�å�†�P7V�K�r�M��

map �¡�Ü�É�º  �Ð�µ�É  �¥�å�Ç�•� �×�Þ�î�©�Ù�å�†�P7V�K�r�M��

�¥�Ð�å�»  �Ô�î�»

�Ç�“�–�”�˜�›�î�Ý  �Ô�î�» �­�Ÿ�×�Ü�¸�•  �¥�å�¸�Ÿ�«�º

�Ý�î�¸�µ�» 3ñ4# �©�å�¢�Ý

�Ð�Ý�³

�¥�å�¸�Ÿ�«
�º �©�«�¸�Ò

�¢�ß�î�Â�Ý  �¥�å�Ç�•� �×�Þ�î
�©�Ù�å

• — • — —

�Ü�Ü�î�« �š�f
Æ��
7.0(1) �G�b�¥�Ð�å�»�@�_
°�I�€�r�K�S��

�¥�Ð�å�» 1��Â

clear configure crypto 
dynamic-map

�¥�å�Ç�•� �×�Þ�î�©�Ù�å�?�}�
�M�m�Z�b�²�–�¼�Ñ�µ�¡  �¡�Ü�É�º  �Ð�µ
�É�r�S�c�æ���K�S�²�–�¼�Ñ�µ�¡  �¡�Ü�É�º  �Ð�µ�É�†�¡�Ü�”�K�r�M��

clear configure crypto map �M�m�Z�r�S�c�æ���I�€�S�¡�Ü�É�º  �Ð�µ�É�†�¥�å�Ç�•� �×�Þ�î�©�Ù�å
�?�}�¡�Ü�”�K�r�M��
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'¨  6 'v       clear configure �¥�Ð�å�»>|  clear configure zonelabs-integrity �¥�Ð�å�»
  clear configure crypto
clear configure isakmp policy �M�m�Z�b ISAKMP �Ï�Ü�©�î  �¥�å�Ç�•� �×�Þ�î�©�Ù�å�†�¡�Ü�”�K�r
�M��

show running-config crypto IPSec�
�¡�Ü�É�º  �Ð�µ�É�
�²�–�¼�Ñ�µ�¡  �¡�Ü�É�º  �Ð�µ�É�
 ISAKMP 
�^�]�/�•�¥�å�Ç�•� �×�Þ�î�©�Ù�å
²�/�†/²&g�K�r�M��

�¥�Ð�å�» 1��Â
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'¨  6 'v       clear configure �¥�Ð�å�»>|  clear configure zonelabs-integrity �¥�Ð�å�»
  clear configure crypto ca trustpoint
clear configure crypto ca trustpoint
�¥�å�Ç�•� �×�Þ�î�©�Ù�å�?�}�M�m�Z�b�º�Û�«�º�Ï�–�å�º�†�P7V�M�•�_�c�
�¢�ß�î�Â�Ý  �¥�å�Ç�•� �×
�Þ�î�©�Ù�å�[  clear configure crypto ca trustpoint �¥�Ð�å�»�†�Q#Ý�K�r�M��

clear configure crypto ca trustpoint

�S�e�b1��Â �G�b�¥�Ð�å�»�_�c�,�X�r�S�c�Ÿ�î�á�î�»�c�6�~�r�O�‡��

�¹�Ç�›�Ý�º �¹�Ç�›�Ý�º�b�·�8�x�Í�c�6�~�r�O�‡��

�¥�Ð�å�»  �Ô�î�» ���b/²�_�
�¥�Ð�å�»�†
°�Š�[�A�•�Ô�î�»�†&g�K�r�M��

�¥�Ð�å�»�š�T

�[ ���_�
�¢�ß�î�Â�Ý  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ô�î�»�[�
�¥�å�Ç�•� �×�Þ�î�©�Ù�å�?�}�M�m�Z�b�º�Û�«�º
�Ï�–�å�º�†�P7V�M�•�[�†&g�K�r�M��

hostname(config)# clear configure crypto ca trustpoint
hostname(config)# 

6õ4��¥�Ð�å�»

�¥�Ð�å�»  �Ô�î�»

�Ç�“�–�”�˜�›�î�Ý  �Ô�î�» �­�Ÿ�×�Ü�¸�•  �¥�å�¸�Ÿ�«�º

�Ý�î�¸�µ�» 3ñ4# �©�å�¢�Ý

�Ð�Ý�³

�¥�å�¸�Ÿ�«
�º �©�«�¸�Ò

�¢�ß�î�Â�Ý  �¥�å�Ç�•� �×�Þ�î
�©�Ù�å

• — • — —

�Ü�Ü�î�« �š�f
Æ��

7.0(1) �G�b�¥�Ð�å�»�@�_
°�I�€�r�K�S��

�¥�Ð�å�» 1��Â

crypto ca trustpoint �æ���K�S�º�Û�«�º�Ï�–�å�º�b�º�Û�«�º�Ï�–�å�º  �§�È�¥�å�Ç�•� �×�Þ�î�©�Ù
�å  �Þ�Ë�Ý�_
°�~�r�M��
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'¨  6 'v       clear configure �¥�Ð�å�»>|  clear configure zonelabs-integrity �¥�Ð�å�»
  clear configure crypto dynamic-map
clear configure crypto dynamic-map
�¥�å�Ç�•� �×�Þ�î�©�Ù�å�?�}�M�m�Z�b�²�–�¼�Ñ�µ�¡  �¡�Ü�É�º  �Ð�µ�É�r�S�c�æ���K�S�²�–�¼�Ñ�µ�¡  �¡�Ü
�É�º  �Ð�µ�É�†�P7V�M�•�_�c�
�¢�ß�î�Â�Ý  �¥�å�Ç�•� �×�Þ�î�©�Ù�å�[  clear configure crypto 
dynamic-map �¥�Ð�å�»�†�Q#Ý�K�r�M��

clear configure crypto dynamic-map dynamic-map-name dynamic-seq-num

�S�e�b1��Â

�¹�Ç�›�Ý�º �¹�Ç�›�Ý�º�b�·�8�x�Í�c�6�~�r�O�‡��

�¥�Ð�å�»  �Ô�î�» ���b/²�_�
�¥�Ð�å�»�†
°�Š�[�A�•�Ô�î�»�†&g�K�r�M��

�¥�Ð�å�»�š�T

�[ ���_�
�¢�ß�î�Â�Ý  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ô�î�»�[�
�¥�å�Ç�•� �×�Þ�î�©�Ù�å�?�}�©�î�£�å�«$��•  3 
�b�²�–�¼�Ñ�µ�¡  �¡�Ü�É�º  �Ð�µ�É  mymaps �†�P7V�M�•�[�†&g�K�r�M��

hostname(config)# clear configure crypto dynamic-map mymaps 3
hostname(config)# 

6õ4��¥�Ð�å�»

dynamic-map-name "I���b�²�–�¼�Ñ�µ�¡  �¡�Ü�É�º  �Ð�µ�É�b�¡�S�†�æ���K�r�M��

dynamic-seq-num �²�–�¼�Ñ�µ�¡  �¡�Ü�É�º  �Ð�µ�É�b�©�î�£�å�«$��•�†�æ���K�r�M��

�¥�Ð�å�»  �Ô�î�»

�Ç�“�–�”�˜�›�î�Ý  �Ô�î�» �­�Ÿ�×�Ü�¸�•  �¥�å�¸�Ÿ�«�º

�Ý�î�¸�µ�» 3ñ4# �©�å�¢�Ý

�Ð�Ý�³

�¥�å�¸�Ÿ�«
�º �©�«�¸�Ò

�¢�ß�î�Â�Ý  �¥�å�Ç�•� �×�Þ�î
�©�Ù�å

• — • — —

�Ü�Ü�î�« �š�f
Æ��

7.0(1) �G�b�¥�Ð�å�»�@�_
°�I�€�r�K�S��

�¥�Ð�å�» 1��Â

clear configure crypto map �M�m�Z�b�¡�Ü�É�º  �Ð�µ�É�r�S�c�æ���K�S�¡�Ü�É�º  �Ð�µ�É�b�¥�å�Ç�•
� �×�Þ�î�©�Ù�å�†�¡�Ü�”�K�r�M��

show running-config crypto 
dynamic-map 

�M�m�Z�b�²�–�¼�Ñ�µ�¡  �¡�Ü�É�º  �Ð�µ�É�b�”�¡�¸�•�È�^�¥�å�Ç�•� �×
�Þ�î�©�Ù�å�†�M�m�Z/²&g�K�r�M��

show running-config crypto 
map

�M�m�Z�b�¡�Ü�É�º  �Ð�µ�É�b�”�¡�¸�•�È�^�¥�å�Ç�•� �×�Þ�î�©�Ù�å�†
�M�m�Z/²&g�K�r�M��
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'¨  6 'v       clear configure �¥�Ð�å�»>|  clear configure zonelabs-integrity �¥�Ð�å�»
  clear configure crypto isakmp
clear configure crypto isakmp
�M�m�Z�b ISAKMP �¥�å�Ç�•� �×�Þ�î�©�Ù�å�†�P7V�M�•�_�c�
�¢�ß�î�Â�Ý  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ô�î
�»�[  clear configure crypto isakmp �¥�Ð�å�»�†�Q#Ý�K�r�M��

clear configure crypto isakmp

�S�e�b1��Â �G�b�¥�Ð�å�»�_�c�,�X�r�S�c�Ÿ�î�á�î�»�c�6�~�r�O�‡��

�¹�Ç�›�Ý�º �¹�Ç�›�Ý�º�b�·�8�x�Í�c�6�~�r�O�‡��

�¥�Ð�å�»  �Ô�î�» ���b/²�_�
�¥�Ð�å�»�†
°�Š�[�A�•�Ô�î�»�†&g�K�r�M��

�¥�Ð�å�»�š�T

�[ ���b�¥�Ð�å�»�c�
�¢�ß�î�Â�Ý  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ô�î�»�[$Î/œ�I�€�
�M�m�Z�b  ISAKMP �¥�å�Ç�•
� �×�Þ�î�©�Ù�å�†�­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�?�}�P7V�K�Z�8�r�M��

hostname(config)# clear configure crypto isakmp
hostname(config)# 

6õ4��¥�Ð�å�»

�¥�Ð�å�»  �Ô�î�»

�Ç�“�–�”�˜�›�î�Ý  �Ô�î�» �­�Ÿ�×�Ü�¸�•  �¥�å�¸�Ÿ�«�º

�Ý�î�¸�µ�» 3ñ4# �©�å�¢�Ý

�Ð�Ý�³

�¥�å�¸�Ÿ�«
�º �©�«�¸�Ò

�¢�ß�î�Â�Ý  �¥�å�Ç�•� �×�Þ�î
�©�Ù�å

• — • — —

�Ü�Ü�î�« �š�f
Æ��

7.0(1) clear configure isakmp �¥�Ð�å�»�@�_
°�I�€�r�K�S��

7.2(1) �G�b�¥�Ð�å�»�c�ë�F�I�€�r�K�S�� clear configure crypto isakmp �¥�Ð�å�»
�[*(�n�I�€�Z�8�r�M��

�¥�Ð�å�» 1��Â

clear configure crypto isakmp 
policy

�M�m�Z�b ISAKMP �Ï�Ü�©�î  �¥�å�Ç�•� �×�Þ�î�©�Ù�å�†�¡�Ü�”�K�r
�M��

crypto isakmp enable IPSec �Æ�”�@�­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�\3û�™�M�•�–�å�±�î�Ç�™
�–�«�V�b  ISAKMP �¿�¦�©�š�î�©�Ù�å�†�–�¿�î�È�Ý�_�K�r�M��

show crypto isakmp stats ��/œ�ì)+0£�_���†/²&g�K�r�M��

show crypto isakmp sa 3ã�•�_���†�µ�u�
 IKE �Û�å�±�–�Ò  SA �¹�î�±�Ë�î�«�†/²&g�K�r�M��

show running-config crypto 
isakmp

�”�¡�¸�•�È�^�¥�å�Ç�•� �×�Þ�î�©�Ù�å�†�M�m�Z/²&g�K�r�M��
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  clear configure crypto isakmp policy
clear configure crypto isakmp policy
�M�m�Z�b ISAKMP �Ï�Ü�©�î  �¥�å�Ç�•� �×�Þ�î�©�Ù�å�†�P7V�M�•�_�c�
�¢�ß�î�Â�Ý  �¥�å�Ç�•� �×�Þ�î
�©�Ù�å  �Ô�î�»�[  clear configure isakmp policy �¥�Ð�å�»�†�Q#Ý�K�r�M��

clear configure crypto isakmp policy priority

�S�e�b1��Â

�¹�Ç�›�Ý�º �¹�Ç�›�Ý�º�b�·�8�x�Í�c�6�~�r�O�‡��

�¥�Ð�å�»  �Ô�î�» ���b/²�_�
�¥�Ð�å�»�†
°�Š�[�A�•�Ô�î�»�†&g�K�r�M��

�¥�Ð�å�»�š�T

�[ ���_�
�É�Û�–�œ�Ü�¸�•  3 �b  ISAKMP �Ï�Ü�©�î�†�¥�å�Ç�•� �×�Þ�î�©�Ù�å�?�}�P7V�M�•�[�†&g�K�r�M��

hostname(config)# clear configure isakmp policy 3
hostname(config)# 

6õ4��¥�Ð�å�»

priority �¡�Ü�”�M�•  ISAKMP �É�Û�–�œ�Ü�¸�•�b�É�Û�–�œ�Ü�¸�•�†�æ���K�r�M��

�¥�Ð�å�»  �Ô�î�»

�Ç�“�–�”�˜�›�î�Ý  �Ô�î�» �­�Ÿ�×�Ü�¸�•  �¥�å�¸�Ÿ�«�º

�Ý�î�¸�µ�» 3ñ4# �©�å�¢�Ý

�Ð�Ý�³

�¥�å�¸�Ÿ�«
�º �©�«�¸�Ò

�¢�ß�î�Â�Ý  �¥�å�Ç�•� �×�Þ�î
�©�Ù�å

• — • — —

�Ü�Ü�î�« �š�f
Æ��

7.0(1) clear configure isakmp policy �¥�Ð�å�»�@�_
°�I�€�r�K�S��

7.2(1) clear configure isakmp policy �¥�Ð�å�»�@�
 clear configure crypto 
isakmp policy �¥�Ð�å�»�_*(�A�n�<�}�€�r�K�S��

�¥�Ð�å�» 1��Â

isakmp enable IPSec �Æ�”�@�­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�\3û�™�M�•�–�å�±�î�Ç�™�–�«�V
�b  ISAKMP �¿�¦�©�š�î�©�Ù�å�†�–�¿�î�È�Ý�_�K�r�M��

show isakmp stats ��/œ�ì)+0£�_���†/²&g�K�r�M��

show isakmp sa 3ã�•�_���†�µ�u�
 IKE �Û�å�±�–�Ò  SA �¹�î�±�Ë�î�«�†/²&g�K�r�M��

show running-config 
isakmp

�”�¡�¸�•�È�^�¥�å�Ç�•� �×�Þ�î�©�Ù�å�†�M�m�Z/²&g�K�r�M��
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clear configure crypto map
�¥�å�Ç�•� �×�Þ�î�©�Ù�å�?�}�M�m�Z�b�¡�Ü�É�º  �Ð�µ�É�r�S�c�æ���K�S�¡�Ü�É�º  �Ð�µ�É�†�P7V�M�•�_�c�

�¢�ß�î�Â�Ý  �¥�å�Ç�•� �×�Þ�î�©�Ù�å�[  clear configure crypto map �¥�Ð�å�»�†�Q#Ý�K�r�M��

clear configure crypto map map-name seq-num

�S�e�b1��Â

�¹�Ç�›�Ý�º �¹�Ç�›�Ý�º�b�·�8�x�Í�c�6�~�r�O�‡��

�¥�Ð�å�»  �Ô�î�» ���b/²�_�
�¥�Ð�å�»�†
°�Š�[�A�•�Ô�î�»�†&g�K�r�M��

�¥�Ð�å�»�š�T

�[ ���_�
�¢�ß�î�Â�Ý  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ô�î�»�[�
�¥�å�Ç�•� �×�Þ�î�©�Ù�å�?�}�©�î�£�å�«$��•  3 
�b�¡�Ü�É�º  �Ð�µ�É  mymaps �†�P7V�M�•�[�†&g�K�r�M��

hostname(config)# clear configure crypto map mymaps 3
hostname(config)# 

6õ4��¥�Ð�å�»

map-name "I���b�¡�Ü�É�º  �Ð�µ�É�b�¡�S�†�æ���K�r�M��

seq-num �¡�Ü�É�º  �Ð�µ�É�b�©�î�£�å�«$��•�†�æ���K�r�M��

�¥�Ð�å�»  �Ô�î�»

�Ç�“�–�”�˜�›�î�Ý  �Ô�î�» �­�Ÿ�×�Ü�¸�•  �¥�å�¸�Ÿ�«�º

�Ý�î�¸�µ�» 3ñ4# �©�å�¢�Ý

�Ð�Ý�³

�¥�å�¸�Ÿ�«
�º �©�«�¸�Ò

�¢�ß�î�Â�Ý  �¥�å�Ç�•� �×�Þ�î
�©�Ù�å

• — • — —

�Ü�Ü�î�« �š�f
Æ��

7.0(1) �G�b�¥�Ð�å�»�@�_
°�I�€�r�K�S��

�¥�Ð�å�» 1��Â

clear configure crypto 
dynamic-map

�M�m�Z�b�²�–�¼�Ñ�µ�¡  �¡�Ü�É�º  �Ð�µ�É�r�S�c�æ���K�S�²�–�¼�Ñ�µ�¡  
�¡�Ü�É�º  �Ð�µ�É�b�¥�å�Ç�•� �×�Þ�î�©�Ù�å�†�¡�Ü�”�K�r�M��

crypto map interface �¡�Ü�É�º  �Ð�µ�É�†�–�å�±�î�Ç�™�–�«�_4:#Ý�K�r�M��

show running-config crypto 
map

�M�m�Z�b�¡�Ü�É�º  �Ð�µ�É�b�”�¡�¸�•�È�^�¥�å�Ç�•� �×�Þ�î�©�Ù�å�†
/²&g�K�r�M��

show running-config crypto 
dynamic-map

�M�m�Z�b�²�–�¼�Ñ�µ�¡  �¡�Ü�É�º  �Ð�µ�É�b�”�¡�¸�•�È�^�¥�å�Ç�•� �×
�Þ�î�©�Ù�å�†/²&g�K�r�M��
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  clear configure ctl-file
clear configure ctl-file
0¿���I�€�Z�8�•  CTL �Ç�“�–�Ý  �–�å�«�±�å�«�†�¡�Ü�”�M�•�_�c�
�¢�ß�î�Â�Ý  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  
�Ô�î�»�[  clear configure ctl-file �¥�Ð�å�»�†�Q#Ý�K�r�M��

clear configure ctl [ctl_name]

�S�e�b1��Â

�¥�Ð�å�»  �¹�Ç�›�Ý�º �¹�Ç�›�Ý�º�b�·�8�x�Í�c�6�~�r�O�‡��

�¥�Ð�å�»  �Ô�î�» ���b/²�_�
�¥�Ð�å�»�†
°�Š�[�A�•�Ô�î�»�†&g�K�r�M��

�¥�Ð�å�»�š�T

�[ ���_�
 clear configure ctl-file �¥�Ð�å�»�†�Q#Ý�K�Z�
0¿���I�€�Z�8�•  CTL �Ç�“�–�Ý  �–�å�«�±�å�«�†�¡
�Ü�”�M�•�[�†&g�K�r�M��

hostname# clear configure ctl asa_phone_proxy asa_ctl

6õ4��¥�Ð�å�»

ctl_name >&�õ�–>' CTL �–�å�«�±�å�«�b�¡�S�†�æ���K�r�M��

�¥�Ð�å�»  �Ô�î�»

�Ç�“�–�”�˜�›�î�Ý  �Ô�î�» �­�Ÿ�×�Ü�¸�•  �¥�å�¸�Ÿ�«�º

�Ý�î�¸�µ�» 3ñ4# �©�å�¢�Ý

�Ð�Ý�³

�¥�å�¸�Ÿ�«
�º �©�«�¸�Ò

�¢�ß�î�Â�Ý  �¥�å�Ç�•� �×�Þ�î
�©�Ù�å

• — • — —

�Ü�Ü�î�« �š�f
Æ��

8.0(4) �G�b�¥�Ð�å�»�@3ã�•�I�€�r�K�S��

�¥�Ð�å�» 1��Â

ctl-file>&�¢�ß�î�Â�Ý>' Phone Proxy �¥�å�Ç�•� �×�Þ�î�©�Ù�å#Ý�_�8�B�M�•  CTL �Ç�“�–�Ý�
�r�S�c�Ç
�Û�µ�©�×  �Ó�Ô�Ü�?�}0Ž�Ò�M�•�S�u�b  CTL �Ç�“�–�Ý�†�æ���K�r�M��

ctl-file
>&Phone-Proxy>'

Phone Proxy �¥�å�Ç�•� �×�Þ�î�©�Ù�å�[�Q#Ý�M�•  CTL �Ç�“�–�Ý�†�æ���K�r
�M��

phone-proxy Phone Proxy �–�å�«�±�å�«�†0¿���K�r�M��
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'¨  6 'v       clear configure �¥�Ð�å�»>|  clear configure zonelabs-integrity �¥�Ð�å�»
  clear configure ctl-provider
clear configure ctl-provider
0¿���I�€�Z�8�•�M�m�Z�b0É�Â�i�™8—�Ü�«�º  �É�ß�Â�–�²�î  �–�å�«�±�å�«�†�P7V�M�•�_�c�
�¢�ß�î�Â�Ý  �¥
�å�Ç�•� �×�Þ�î�©�Ù�å  �Ô�î�»�[  clear configure ctl-provider �¥�Ð�å�»�†�Q#Ý�K�r�M��

clear configure ctl-provider

�S�e�b1��Â �G�b�¥�Ð�å�»�_�c�,�X�r�S�c�Ÿ�î�á�î�»�c�6�~�r�O�‡��

�¹�Ç�›�Ý�º �¹�Ç�›�Ý�º�b�·�8�x�Í�c�6�~�r�O�‡��

�¥�Ð�å�»  �Ô�î�» ���b/²�_�
�¥�Ð�å�»�†
°�Š�[�A�•�Ô�î�»�†&g�K�r�M��

�¥�Ð�å�»�š�T

�[ ���_�
 clear configure ctl-provider �¥�Ð�å�»�b�S�e�[�†&g�K�r�M��

hostname# clear configure ctl-provider

6õ4��¥�Ð�å�»

�¥�Ð�å�»  �Ô�î�»

�Ç�“�–�”�˜�›�î�Ý  �Ô�î�» �­�Ÿ�×�Ü�¸�•  �¥�å�¸�Ÿ�«�º

�Ý�î�¸�µ�» 3ñ4# �©�å�¢�Ý

�Ð�Ý�³

�¥�å�¸�Ÿ�«
�º �©�«�¸�Ò

�¢�ß�î�Â�Ý  �¥�å�Ç�•� �×�Þ�î
�©�Ù�å

• • • • —

�Ü�Ü�î�« �š�f
Æ��

8.0(2) �G�b�¥�Ð�å�»�@�_
°�I�€�r�K�S��

�¥�Ð�å�» 1��Â
ctl CTL �¡�Û�–�”�å�º�b  CTL �Ç�“�–�Ý�†0Ž�Ò�K�
�º�Û�«�º�Ï�–�å�º�†�–�å�«

�º�î�Ý�K�r�M��

ctl-provider CTL �É�ß�Â�–�²�î  �Ô�î�»�[  CTL �É�ß�Â�–�²�î  �–�å�«�±�å�«�†0¿���K�r
�M��

export �¡�Û�–�”�å�º�_�š�¡�«�Ï�î�º�M�•0É�Â�i�†�æ���K�r�M��

service CTL �É�ß�Â�–�²�î�@�Ü�µ�«�å�M�•�Ï�î�º�†�æ���K�r�M��
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'¨  6 'v       clear configure �¥�Ð�å�»>|  clear configure zonelabs-integrity �¥�Ð�å�»
  clear configure ddns
clear configure ddns
�M�m�Z�b DDNS �¥�Ð�å�»�†�¡�Ü�”�M�•�_�c�
�¢�ß�î�Â�Ý  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ô�î�»�[  clear 
configure ddns �¥�Ð�å�»�†�Q#Ý�K�r�M��

clear configure ddns

�S�e�b1��Â �G�b�¥�Ð�å�»�_�c�,�X�r�S�c�Ÿ�î�á�î�»�c�6�~�r�O�‡��

�¹�Ç�›�Ý�º �¹�Ç�›�Ý�º�b�·�8�x�Í�c�6�~�r�O�‡��

�¥�Ð�å�»  �Ô�î�» ���b/²�_�
�¥�Ð�å�»�†
°�Š�[�A�•�Ô�î�»�†&g�K�r�M��

�¥�Ð�å�»�š�T

�[ ���_�
�M�m�Z�b  DDNS �¥�Ð�å�»�†�¡�Ü�”�M�•�[�†&g�K�r�M��

hostname(config)# clear configure ddns

6õ4��¥�Ð�å�»

�¥�Ð�å�»  �Ô�î�»

�Ç�“�–�”�˜�›�î�Ý  �Ô�î�» �­�Ÿ�×�Ü�¸�•  �¥�å�¸�Ÿ�«�º

�Ý�î�¸�µ�» 3ñ4# �©�å�¢�Ý

�Ð�Ý�³

�¥�å�¸�Ÿ�«
�º �©�«�¸�Ò

�¢�ß�î�Â�Ý  �¥�å�Ç�•� �×�Þ�î
�©�Ù�å

• — • • —

�Ü�Ü�î�« �š�f
Æ��

7.2(1) �G�b�¥�Ð�å�»�@�_
°�I�€�r�K�S��

�¥�Ð�å�» 1��Â

ddns>&DDNS �f�‚
�‰�'�Ô�î�»>'

�8�B�í�s�b  DDNS �‰�'�_�P�K�Z�
 DDNS �”�µ�É�¹�î�º�‰�'�b�±�–�É�†�æ��
�K�r�M��

ddns update>&�–�å�±�î
�Ç�™�–�« �¥�å�Ç�•� �×
�Þ�î�©�Ù�å  �Ô�î�»>'

�­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«  �–�å�±�î�Ç�™�–�«�†  DDNS �”�µ�É�¹�î�º�‰�'
�r�S�c  DDNS �”�µ�É�¹�î�º  �Í�«�º�¡�_6õ4��Ü�E�r�M��

ddns update method
>&�¢�ß�î�Â�Ý  �¥�å�Ç�•
� �×�Þ�î�©�Ù�å  �Ô�î�»>'

DNS �b�Ü�¯�î�«  �Þ�¥�î�»�†�²�–�¼�Ñ�µ�¡�_�”�µ�É�¹�î�º�M�•�S�u�b�‰�'�†
�8�B�K�r�M��

show ddns update 
interface

0¿���í�s�b�›  DDNS �‰�'�_6õ4��Ü�E�}�€�S�–�å�±�î�Ç�™�–�«�†/²&g�K�r�M��

show ddns update 
method

0¿���í�s�b  DDNS �‰�'�H�\�_�±�–�É�\6ë7x�†/²&g�K�r�M�� DDNS �”�µ�É
�¹�î�º�†��/œ�M�•  DHCP �§�î�Â��

show running-config 
ddns

��/œ�¥�å�Ç�•� �×�Þ�î�©�Ù�å�_0¿���I�€�Z�8�•�M�m�Z�b  DDNS �‰�'�b�±�–
�É�>�|�g6ë7x�†/²&g�K�r�M��
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'¨  6 'v       clear configure �¥�Ð�å�»>|  clear configure zonelabs-integrity �¥�Ð�å�»
  clear configure dhcpd
clear configure dhcpd
DHCP �§�î�Â  �¥�Ð�å�»�
�Â�–�å�¹�•�å�¢�
�>�|�g)+0£�_���†�M�m�Z�¡�Ü�”�M�•�_�c�
�¢�ß�î�Â�Ý  �¥�å
�Ç�•� �×�Þ�î�©�Ù�å  �Ô�î�»�[  clear configure dhcpd �¥�Ð�å�»�†�Q#Ý�K�r�M��

clear configure dhcpd

�S�e�b1��Â �G�b�¥�Ð�å�»�_�c�,�X�r�S�c�Ÿ�î�á�î�»�c�6�~�r�O�‡��

�¹�Ç�›�Ý�º �¹�Ç�›�Ý�º�b�·�8�x�Í�c�6�~�r�O�‡��

�¥�Ð�å�»  �Ô�î�» ���b/²�_�
�¥�Ð�å�»�†
°�Š�[�A�•�Ô�î�»�†&g�K�r�M��

�¥�Ð�å�»�š�T

�Q#Ý�V�b�ž�–�»�Û�–�å clear configure dhcpd �¥�Ð�å�»�c�
 dhcpd �¥�Ð�å�»�
�Â�–�å�¹�•�å�¢�
�>�|�g)+0£�_���†�M�m�Z�¡�Ü
�”�K�r�M��)+0£�_���•�˜�å�±�r�S�c�Â�–�å�¹�•�å�¢�_���T�E�†�¡�Ü�”�M�•�_�c�
 clear dhcpd �¥�Ð�å�»
�†�Q#Ý�K�r�M��

�[ ���_�
�M�m�Z�b  dhcpd �¥�Ð�å�»�†�¡�Ü�”�M�•�[�†&g�K�r�M��

hostname(config)# clear configure dhcpd

6õ4��¥�Ð�å�»

�¥�Ð�å�»  �Ô�î�»

�Ç�“�–�”�˜�›�î�Ý  �Ô�î�» �­�Ÿ�×�Ü�¸�•  �¥�å�¸�Ÿ�«�º

�Ý�î�¸�µ�» 3ñ4# �©�å�¢�Ý

�Ð�Ý�³

�¥�å�¸�Ÿ�«
�º �©�«�¸�Ò

�¢�ß�î�Â�Ý  �¥�å�Ç�•� �×�Þ�î
�©�Ù�å

• • • • —

�Ü�Ü�î�« �š�f
Æ��

7.0(1) �G�b�¥�Ð�å�»�c�
 clear dhcpd �?�}  clear configure dhcpd �_�š�f�I�€�r�K
�S��

�¥�Ð�å�» 1��Â

clear dhcpd DHCP �§�î�Â  �Â�–�å�¹�•�å�¢�>�|�g)+0£�_���•�˜�å�±�†�¡�Ü
�”�K�r�M��

show running-config dhcpd #'�~�b  DHCP �§�î�Â  �¥�å�Ç�•� �×�Þ�î�©�Ù�å�†/²&g�K�r�M��
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'¨  6 'v       clear configure �¥�Ð�å�»>|  clear configure zonelabs-integrity �¥�Ð�å�»
  clear configure dhcprelay
clear configure dhcprelay
�M�m�Z�b DHCP �Ü�Þ�î  �¥�å�Ç�•� �×�Þ�î�©�Ù�å�†�¡�Ü�”�M�•�_�c�
�¢�ß�î�Â�Ý  �¥�å�Ç�•� �×�Þ�î�©�Ù
�å  �Ô�î�»�[  clear configure dhcprelay �¥�Ð�å�»�†�Q#Ý�K�r�M��

clear configure dhcprelay

�S�e�b1��Â �G�b�¥�Ð�å�»�_�c�,�X�r�S�c�Ÿ�î�á�î�»�c�6�~�r�O�‡��

�¹�Ç�›�Ý�º �¹�Ç�›�Ý�º�b�·�8�x�Í�c�6�~�r�O�‡��

�¥�Ð�å�»  �Ô�î�» ���b/²�_�
�¥�Ð�å�»�†
°�Š�[�A�•�Ô�î�»�†&g�K�r�M��

�¥�Ð�å�»�š�T

�Q#Ý�V�b�ž�–�»�Û�–�å clear configure dhcprelay �¥�Ð�å�»�c�
 DHCP �Ü�Þ�î�b)+0£�_���>�|�g�¥�å�Ç�•� �×�Þ�î�©�Ù�å�†�¡
�Ü�”�K�r�M�� DHCP )+0£�_���•�˜�å�±�T�E�†�¡�Ü�”�M�•�_�c�
 clear dhcprelay statistics �¥�Ð�å�»�†�Q
#Ý�K�r�M��

�[ ���_�
 DHCP �Ü�Þ�î  �¥�å�Ç�•� �×�Þ�î�©�Ù�å�†�¡�Ü�”�M�•�[�†&g�K�r�M��

hostname(config)# clear configure dhcprelay

6õ4��¥�Ð�å�»

�¥�Ð�å�»  �Ô�î�»

�Ç�“�–�”�˜�›�î�Ý  �Ô�î�» �­�Ÿ�×�Ü�¸�•  �¥�å�¸�Ÿ�«�º

�Ý�î�¸�µ�» 3ñ4# �©�å�¢�Ý

�Ð�Ý�³

�¥�å�¸�Ÿ�«
�º �©�«�¸�Ò

�¢�ß�î�Â�Ý  �¥�å�Ç�•� �×�Þ�î
�©�Ù�å

• — • • —

�Ü�Ü�î�« �š�f
Æ��

7.0(1) �G�b�¥�Ð�å�»�c�
 clear dhcprelay �?�}  clear configure dhcprelay �_�š�f
�I�€�r�K�S��

�¥�Ð�å�» 1��Â

clear dhcprelay statistics DHCP �Ü�Þ�î  �š�î�ª�™�å�º�b)+0£�•�˜�å�±�†�¡�Ü�”�K�r�M��

debug dhcprelay DHCP �Ü�Þ�î  �š�î�ª�™�å�º�b�¹�Â�µ�¢�_���†/²&g�K�r�M��

show dhcprelay statistics DHCP �Ü�Þ�î  �š�î�ª�™�å�º�b)+0£�_���†/²&g�K�r�M��

show running-config dhcprelay DHCP �Ü�Þ�î  �š�î�ª�™�å�º�b#'�~�b�¥�å�Ç�•� �×�Þ�î�©�Ù
�å�†/²&g�K�r�M��
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'¨  6 'v       clear configure �¥�Ð�å�»>|  clear configure zonelabs-integrity �¥�Ð�å�»
  clear configure dns
clear configure dns
�M�m�Z�b DNS �¥�Ð�å�»�†�¡�Ü�”�M�•�_�c�
�¢�ß�î�Â�Ý  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ô�î�»�[  clear 
configure dns �¥�Ð�å�»�†�Q#Ý�K�r�M��

clear configure dns

�S�e�b1��Â �G�b�¥�Ð�å�»�_�c�,�X�r�S�c�Ÿ�î�á�î�»�c�6�~�r�O�‡��

�¹�Ç�›�Ý�º �¹�Ç�›�Ý�º�b�·�8�x�Í�c�6�~�r�O�‡��

�¥�Ð�å�»  �Ô�î�» ���b/²�_�
�¥�Ð�å�»�†
°�Š�[�A�•�Ô�î�»�†&g�K�r�M��

�¥�Ð�å�»�š�T

�[ ���_�
�M�m�Z�b  DNS �¥�Ð�å�»�†�¡�Ü�”�M�•�[�†&g�K�r�M��

hostname(config)# clear configure dns

6õ4��¥�Ð�å�»

�¥�Ð�å�»  �Ô�î�»

�Ç�“�–�”�˜�›�î�Ý  �Ô�î�» �­�Ÿ�×�Ü�¸�•  �¥�å�¸�Ÿ�«�º

�Ý�î�¸�µ�» 3ñ4# �©�å�¢�Ý

�Ð�Ý�³

�¥�å�¸�Ÿ�«
�º �©�«�¸�Ò

�¢�ß�î�Â�Ý  �¥�å�Ç�•� �×�Þ�î
�©�Ù�å

• • • • —

�Ü�Ü�î�« �š�f
Æ��

7.0(1) �G�b�¥�Ð�å�»�@�_
°�I�€�r�K�S��

�¥�Ð�å�» 1��Â

dns domain-lookup �­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�_�|�•�¿�î�Ò  �Ý�µ�¡�”�µ�É�b��/œ�†�–�¿�î�È
�Ý�_�K�r�M��

dns name-server DNS �§�î�Â  �”�»�Þ�«�†0¿���K�r�M��

dns retries �­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�@�Â'Å�†�w�™�K�^�8�\�A�_�
 DNS �§�î�Â�b�Ü
�«�º�†
Ì0è/œ�M�•�G�X�†�æ���K�r�M��

dns timeout ���b  DNS �§�î�Â�†0è/œ�M�•�r�[�_�…�µ�M�•�ì6ë�†�æ���K�r�M��

show dns-hosts DNS �Ÿ�Õ�µ�©�×�†/²&g�K�r�M��
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'¨  6 'v       clear configure �¥�Ð�å�»>|  clear configure zonelabs-integrity �¥�Ð�å�»
  clear configure dynamic-access-policy-config
clear configure dynamic-access-policy-config
DAP �¥�å�Ç�•� �×�Þ�î�©�Ù�å�†�¡�Ü�”�M�•�_�c�
�²�–�¼�Ñ�µ�¡  �”�¡�­�«  �Ï�Ü�©�î  �Þ�¥�î�»  �¥�å�Ç�•
� �×�Þ�î�©�Ù�å  �Ô�î�»�[  clear configure dynamic-access-policy-config �¥�Ð�å�»�†�Q#Ý�K�r�M��

clear config dynamic-access-policy-config name

�S�e�b1��Â

�¹�Ç�›�Ý�º �¹�Ç�›�Ý�º�b�·�8�x�Í�c�6�~�r�O�‡��

�¥�Ð�å�»  �Ô�î�» ���b/²�_�
�¥�Ð�å�»�†
°�Š�[�A�•�Ô�î�»�†&g�K�r�M��

�¥�Ð�å�»�š�T

�[ ���_�
 Finance �\�8�:  DAP �Þ�¥�î�»�_�É�Û�–�œ�Ü�¸�•  15 �†0¿���M�•�[�†&g�K�r�M��

hostname (config) config-dynamic-access-policy-record Finance
hostname(config-dynamic-access-policy-record)#  priority 15
hostname(config-dynamic-access-policy-record)#  

6õ4��¥�Ð�å�»

name DAP �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ç�“�–�Ý�b�¡�S�†�æ���M�•�«�º�Ü�å�¢��

�¥�Ð�å�»  �Ô�î�»

�Ç�“�–�”�˜�›�î�Ý  �Ô�î�» �­�Ÿ�×�Ü�¸�•  �¥�å�¸�Ÿ�«�º

�Ý�î�¸�µ�» 3ñ4# �©�å�¢�Ý

�Ð�Ý�³

�¥�å�¸�Ÿ�«
�º �©�«�¸�Ò

�²�–�¼�Ñ�µ�¡  �”�¡�­�«  �Ï�Ü�©�î  
�Þ�¥�î�»  �¥�å�Ç�•� �×�Þ�î�©�Ù
�å

• • • — —

�Ü�Ü�î�« �š�f
Æ��

8.0(2) �G�b�¥�Ð�å�»�@�_
°�I�€�r�K�S��

�¥�Ð�å�» 1��Â

dynamic-access-policy-record DAP �Þ�¥�î�»�†�8�B�K�r�M��

show running-config 
dynamic-access-policy-record 
[name]

�M�m�Z�b DAP �Þ�¥�î�»�r�S�c�æ���K�S  DAP �Þ�¥�î�»�b��
/œ�¥�å�Ç�•� �×�Þ�î�©�Ù�å�†/²&g�K�r�M��
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'¨  6 'v       clear configure �¥�Ð�å�»>|  clear configure zonelabs-integrity �¥�Ð�å�»
  clear config dynamic-access-policy-record
clear config dynamic-access-policy-record
DAP �Þ�¥�î�»�†�¡�Ü�”�M�•�_�c�
�¢�ß�î�Â�Ý  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ô�î�»�[�Þ�¥�î�»�b�¡�S�†�æ��
�K�Z  clear config dynamic-access-policy-record �¥�Ð�å�»�†�Q#Ý�K�r�M���M�m�Z�b  DAP �Þ�¥�î�»�†�¡
�Ü�”�M�•�_�c�
�G�b�¥�Ð�å�»�b  no �g�'�†�Q#Ý�K�r�M��

clear config dynamic-access-policy-record name

�S�e�b1��Â

�¹�Ç�›�Ý�º �¹�Ç�›�Ý�º�b�·�8�x�Í�c�6�~�r�O�‡��

�¥�Ð�å�»  �Ô�î�» ���b/²�_�
�¥�Ð�å�»�†
°�Š�[�A�•�Ô�î�»�†&g�K�r�M��

�¥�Ð�å�»�š�T

�[ ���_�
 Finance �\�8�:�¡�S�b  DAP �Þ�¥�î�»�†�¡�Ü�”�M�•�[�†&g�K�r�M��

hostname(config)#  clear configure dynamic-access-policy-record Finance
hostname(config-dynamic-access-policy-record)#  

6õ4��¥�Ð�å�»

name DAP �Þ�¥�î�»�b�¡�S�†�æ���K�r�M���¡�S�c  64 �e�Ð�è
Æ�[�æ���[�A�r
�M���«�Ì�î�«�†�µ�u�•�G�\�c�[�A�r�O�‡��

�¥�Ð�å�»  �Ô�î�»

�Ç�“�–�”�˜�›�î�Ý  �Ô�î�» �­�Ÿ�×�Ü�¸�•  �¥�å�¸�Ÿ�«�º

�Ý�î�¸�µ�» 3ñ4# �©�å�¢�Ý

�Ð�Ý�³

�¥�å�¸�Ÿ�«
�º �©�«�¸�Ò

�¢�ß�î�Â�Ý  �¥�å�Ç�•� �×�Þ�î
�©�Ù�å

• • • — —

�Ü�Ü�î�« �š�f
Æ��

8.0(2) �G�b�¥�Ð�å�»�@�_
°�I�€�r�K�S��

�¥�Ð�å�» 1��Â

dynamic-access-policy-record 
[name]

�æ���K�S  DAP �Þ�¥�î�»�†�8�B�K�r�M��

dynamic-access-policy-config url DAP 4E�¥�¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ç�“�–�Ý�†0¿���K�r�M��

show running-config 
dynamic-access-policy-record 
[name]

�M�m�Z�b DAP �Þ�¥�î�»�r�S�c�æ���K�S  DAP �Þ�¥�î�»�b��
/œ�¥�å�Ç�•� �×�Þ�î�©�Ù�å�†/²&g�K�r�M��
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'¨  6 'v       clear configure �¥�Ð�å�»>|  clear configure zonelabs-integrity �¥�Ð�å�»
  clear configure established
clear configure established
&�'g�I�€�S�¥�Ð�å�»�†�M�m�Z�P7V�M�•�_�c�
�¢�ß�î�Â�Ý  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ô�î�»�[  clear 
configure established �¥�Ð�å�»�†�Q#Ý�K�r�M��

clear configure established

�S�e�b1��Â �G�b�¥�Ð�å�»�_�c�,�X�r�S�c�Ÿ�î�á�î�»�c�6�~�r�O�‡��

�¹�Ç�›�Ý�º �¹�Ç�›�Ý�º�b�·�8�x�Í�c�6�~�r�O�‡��

�¥�Ð�å�»  �Ô�î�» ���b/²�_�
�¥�Ð�å�»�†
°�Š�[�A�•�Ô�î�»�†&g�K�r�M��

�¥�Ð�å�»�š�T

�Q#Ý�V�b�ž�–�»�Û�–�å established �¥�Ð�å�»�[�8�B�K�S&�'g�í�s�b�K)F�†�P7V�M�•�_�c�
 clear xlate �¥�Ð�å�»�†
°�Š�K�r�M��

�[ ���_�
&�'g�I�€�Z�8�•�¥�Ð�å�»�†�P7V�M�•�[�†&g�K�r�M��

hostname(config)# clear configure established

6õ4��¥�Ð�å�»

�¥�Ð�å�»  �Ô�î�»

�Ç�“�–�”�˜�›�î�Ý  �Ô�î�» �­�Ÿ�×�Ü�¸�•  �¥�å�¸�Ÿ�«�º

�Ý�î�¸�µ�» 3ñ4# �©�å�¢�Ý

�Ð�Ý�³

�¥�å�¸�Ÿ�«
�º �©�«�¸�Ò

�¢�ß�î�Â�Ý  �¥�å�Ç�•� �×�Þ�î
�©�Ù�å

• • • • •

�Ü�Ü�î�« �š�f
Æ��

7.0(1) �Ÿ�î�á�î�»  configure �@3ã�•�I�€�r�K�S��

�¥�Ð�å�» 1��Â

established &�'g�I�€�Z�8�•�K)F�_�ö�Y�C�Ï�î�º�V�b�Ü�±�î�å�K)F�†0Á�•�K�r�M��

show running-config 
established

&�'g�I�€�Z�8�•�K)F�_�ö�Y�C�
0Á�•�í�s�b%T�™�K)F�†/²&g�K�r�M��

clear xlate #'�~�b�š�n�>�|�g�K)F�«�ß�µ�º�_���†�¡�Ü�”�K�r�M��
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'¨  6 'v       clear configure �¥�Ð�å�»>|  clear configure zonelabs-integrity �¥�Ð�å�»
  clear configure failover
clear configure failover
�¥�å�Ç�•� �×�Þ�î�©�Ù�å�?�}  failover �¥�Ð�å�»�†�P7V�K�Z�¹�Ç�›�Ý�º�_�`�M�_�c�
�¢�ß�î�Â�Ý  �¥�å
�Ç�•� �×�Þ�î�©�Ù�å  �Ô�î�»�[  clear configure failover �¥�Ð�å�»�†�Q#Ý�K�r�M��

clear configure failover

�S�e�b1��Â �G�b�¥�Ð�å�»�_�c�,�X�r�S�c�Ÿ�î�á�î�»�c�6�~�r�O�‡��

�¹�Ç�›�Ý�º �¹�Ç�›�Ý�º�b�·�8�x�Í�c�6�~�r�O�‡��

�¥�Ð�å�»  �Ô�î�» ���b/²�_�
�¥�Ð�å�»�†
°�Š�[�A�•�Ô�î�»�†&g�K�r�M��

�¥�Ð�å�»�š�T

�Q#Ý�V�b�ž�–�»�Û�–�å �G�b�¥�Ð�å�»�c�
��/œ�¥�å�Ç�•� �×�Þ�î�©�Ù�å�?�}�M�m�Z�b  failover �¥�Ð�å�»�†�¡�Ü�”�K�
�¹�Ç�›�Ý
�º�_�`�K�r�M�� all �Ÿ�î�á�î�»�†  show running-config failover �¥�Ð�å�»�[�Q#Ý�M�•�\�
�¹�Ç�›�Ý�º�b
�Ç�™�î�Ý�œ�î�Â�î  �¥�å�Ç�•� �×�Þ�î�©�Ù�å�@/²&g�I�€�r�M��

clear configure failover �¥�Ð�å�»�c�
�Ð�Ý�³  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ô�î�»�b�­�Ÿ�×�Ü�¸�•  �¥�å�¸�Ÿ
�«�º�[�c�Q#Ý�[�A�r�O�‡���G�b�¥�Ð�å�»�c�©�«�¸�Ò��/œ�«�Ì�î�«�[
°�Š�M�•�²0[�@�6�~�r�M��

�[ ���_�
�¥�å�Ç�•� �×�Þ�î�©�Ù�å�?�}�M�m�Z�b  failover �¥�Ð�å�»�†�¡�Ü�”�M�•�[�†&g�K�r�M��

hostname(config)# clear configure failover
hostname(config)# show running-configuration failover
no failover

6õ4��¥�Ð�å�»

�¥�Ð�å�»  �Ô�î�»

�Ç�“�–�”�˜�›�î�Ý  �Ô�î�» �­�Ÿ�×�Ü�¸�•  �¥�å�¸�Ÿ�«�º

�Ý�î�¸�µ�» 3ñ4# �©�å�¢�Ý

�Ð�Ý�³

�¥�å�¸�Ÿ�«
�º �©�«�¸�Ò

�¢�ß�î�Â�Ý  �¥�å�Ç�•� �×�Þ�î
�©�Ù�å

• • • • •

�Ü�Ü�î�« �š�f
Æ��

7.0(1) �G�b�¥�Ð�å�»�c�
 clear failover �?�}  clear configure failover �_�š�f�I�€
�r�K�S��

�¥�Ð�å�» 1��Â

show running-config failover ��/œ�¥�å�Ç�•� �×�Þ�î�©�Ù�å�b  failover �¥�Ð�å�»�†/²&g�K�r�M��
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'¨  6 'v       clear configure �¥�Ð�å�»>|  clear configure zonelabs-integrity �¥�Ð�å�»
  clear configure filter
clear configure filter
URL�
 FTP�
�>�|�g  HTTPS �Ç�•�Ý�±�Ü�å�¢  �¥�å�Ç�•� �×�Þ�î�©�Ù�å�†�¡�Ü�”�M�•�_�c�
�¢�ß�î�Â�Ý  
�¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ô�î�»�[  clear configure filter �¥�Ð�å�»�†�Q#Ý�K�r�M��

clear configure filter  

�¹�Ç�›�Ý�º �¹�Ç�›�Ý�º�b�·�8�x�Í�c�6�~�r�O�‡��

�¥�Ð�å�»  �Ô�î�» ���b/²�_�
�¥�Ð�å�»�†
°�Š�[�A�•�Ô�î�»�†&g�K�r�M��

�¥�Ð�å�»�š�T

�Q#Ý�V�b�ž�–�»�Û�–�å clear configure filter �¥�Ð�å�»�c�
 URL�
 FTP�
�>�|�g  HTTPS �Ç�•�Ý�±�Ü�å�¢  �¥�å�Ç�•� �×�Þ�î�©�Ù
�å�†�¡�Ü�”�K�r�M��

�[ ���_�
 URL�
 FTP�
�>�|�g  HTTPS �Ç�•�Ý�±�Ü�å�¢  �¥�å�Ç�•� �×�Þ�î�©�Ù�å�†�¡�Ü�”�M�•�[�†&g�K�r
�M��

hostname(config)# clear configure filter

6õ4��¥�Ð�å�»

�¥�Ð�å�»  �Ô�î�»

�Ç�“�–�”�˜�›�î�Ý  �Ô�î�» �­�Ÿ�×�Ü�¸�•  �¥�å�¸�Ÿ�«�º

�Ý�î�¸�µ�» 3ñ4# �©�å�¢�Ý

�Ð�Ý�³

�¥�å�¸�Ÿ�«
�º �©�«�¸�Ò

�¢�ß�î�Â�Ý  �¥�å�Ç�•� �×�Þ�î
�©�Ù�å

• • • • •

�Ü�Ü�î�« �š�f
Æ��

7.0(1) �G�b�¥�Ð�å�»�@�_
°�I�€�r�K�S��

�¥�Ð�å�» 1��Â
filter ftp URL �Ç�•�Ý�±�Ü�å�¢  �§�î�Â�_�|�W�Z�Ç�•�Ý�±�Ü�å�¢�I�€�•  FTP �º�Û

�Ç�•�µ�¡�†�æ���K�r�M��

filter https Websense �§�î�Â�_�|�W�Z�Ç�•�Ý�±�Ü�å�¢�I�€�•  HTTPS �º�Û�Ç�•�µ�¡�†�æ
���K�r�M��

filter url �º�Û�Ç�•�µ�¡�†  URL �Ç�•�Ý�±�Ü�å�¢  �§�î�Â�_3æ�~�r�M��

show running-config 
filter

�Ç�•�Ý�±�Ü�å�¢  �¥�å�Ç�•� �×�Þ�î�©�Ù�å�†/²&g�K�r�M��

url-server filter  �¥�Ð�å�»�[�Q#Ý�M�•  N2H2 �§�î�Â�r�S�c  Websense �§�î�Â�†�æ���K
�r�M��
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'¨  6 'v       clear configure �¥�Ð�å�»>|  clear configure zonelabs-integrity �¥�Ð�å�»
  clear configure fips
clear configure fips
NVRAM �_�A(á�I�€�Z�8�•�©�«�¸�Ò�r�S�c�Ô�ª�×�î�Ý�b  FIPS �¥�å�Ç�•� �×�Þ�î�©�Ù�å�_���†�¡�Ü�”�M
�•�_�c�
�¢�ß�î�Â�Ý  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ô�î�»�[  clear configure fips �¥�Ð�å�»�†�Q#Ý�K�r�M��

clear configure fips

�S�e�b1��Â �G�b�¥�Ð�å�»�_�c�,�X�r�S�c�Ÿ�î�á�î�»�c�6�~�r�O�‡��

�¹�Ç�›�Ý�º �¹�Ç�›�Ý�º�b�·�8�x�Í�c�6�~�r�O�‡��

�¥�Ð�å�»  �Ô�î�» ���b/²�_�
�¥�Ð�å�»�†
°�Š�[�A�•�Ô�î�»�†&g�K�r�M��

�¥�Ð�å�»�š�T

�[ hostname(config)# clear configure fips

6õ4��¥�Ð�å�»

�¥�Ð�å�»  �Ô�î�»

�Ç�“�–�”�˜�›�î�Ý  �Ô�î�» �­�Ÿ�×�Ü�¸�•  �¥�å�¸�Ÿ�«�º

�Ý�î�¸�µ�» 3ñ4# �©�å�¢�Ý

�Ð�Ý�³

�¥�å�¸�Ÿ�«
�º �©�«�¸�Ò

�¢�ß�î�Â�Ý  �¥�å�Ç�•� �×�Þ�î
�©�Ù�å

• • • — •

�Ü�Ü�î�« �š�f
Æ��

7.0(4) �G�b�¥�Ð�å�»�@�_
°�I�€�r�K�S��

�¥�Ð�å�» 1��Â

crashinfo console disable �Ç�Û�µ�©�×�_�P�M�•�¡�Û�µ�©�×�i�A3¸�s�b1��s�v�~�
�i�A3¸�s�
�>�|
�g�¥�å�Ç�•� �×�Þ�î�©�Ù�å�†�¹�•�­�î�È�Ý�_�K�r�M��

fips enable �©�«�¸�Ò�r�S�c�Ô�ª�×�î�Ý�[  FIPS  =�Ð�†�I�D�M�•�S�u�b�Ï�Ü�©�î  
�³�™�µ�¡�†�–�¿�î�È�Ý�r�S�c�¹�•�­�î�È�Ý�_�K�r�M��

fips self-test poweron 7Á ;�ž
°�ì+¬�k0Ç�•�¸�«�º�†��/œ�K�r�M��

show crashinfo console �Ç�Û�µ�©�×�_�P�M�•�¡�Û�µ�©�×�i�A3¸�s�b1��s�v�~�
�i�A3¸�s�
�>�|
�g0¿���†/œ�8�r�M��

show running-config fips �­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�[��/œ�I�€�Z�8�•  FIPS �¥�å�Ç�•� �×
�Þ�î�©�Ù�å�†/²&g�K�r�M��
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'¨  6 'v       clear configure �¥�Ð�å�»>|  clear configure zonelabs-integrity �¥�Ð�å�»
  clear configure firewall
clear configure firewall
�Ç�“�–�”�˜�›�î�Ý  �Ô�î�»�†�¹�Ç�›�Ý�º�b�Ý�î�¸�µ�»  �Ô�î�»�_0¿���M�•�_�c�
�¢�ß�î�Â�Ý  �¥�å�Ç�•� �×
�Þ�î�©�Ù�å  �Ô�î�»�[  clear configure firewall �¥�Ð�å�»�†�Q#Ý�K�r�M��

clear configure firewall

�S�e�b1��Â �G�b�¥�Ð�å�»�_�c�,�X�r�S�c�Ÿ�î�á�î�»�c�6�~�r�O�‡��

�¹�Ç�›�Ý�º �¹�Ç�›�Ý�º�b�·�8�x�Í�c�6�~�r�O�‡��

�¥�Ð�å�»  �Ô�î�» ���b/²�_�
�¥�Ð�å�»�†
°�Š�[�A�•�Ô�î�»�†&g�K�r�M��

�¥�Ð�å�»�š�T

�[ ���_�
�Ç�“�–�”�˜�›�î�Ý  �Ô�î�»�†�¹�Ç�›�Ý�º�_0¿���M�•�[�†&g�K�r�M��

hostname(config)# clear configure firewall

6õ4��¥�Ð�å�»

�¥�Ð�å�»  �Ô�î�»

�Ç�“�–�”�˜�›�î�Ý  �Ô�î�» �­�Ÿ�×�Ü�¸�•  �¥�å�¸�Ÿ�«�º

�Ý�î�¸�µ�» 3ñ4# �©�å�¢�Ý

�Ð�Ý�³

�¥�å�¸�Ÿ�«
�º �©�«�¸�Ò

�¢�ß�î�Â�Ý  �¥�å�Ç�•� �×�Þ�î
�©�Ù�å

• • • — •

�Ü�Ü�î�« �š�f
Æ��

7.0(1) �G�b�¥�Ð�å�»�@�_
°�I�€�r�K�S��

�¥�Ð�å�» 1��Â

arp �«�±�¸�•�µ�¡  ARP �š�å�º�Ü�†3ã�•�K�r�M��

firewall transparent �Ç�“�–�”�˜�›�î�Ý  �Ô�î�»�†�º�Û�å�«�Ì�”�Þ�å�º�_0¿���K�r�M��

show arp statistics ARP )+0£�_���†/²&g�K�r�M��

show running-config 
arp

ARP �±�–�Ò�”�˜�º�b#'�~�b�¥�å�Ç�•� �×�Þ�î�©�Ù�å�†/²&g�K�r�M��
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'¨  6 'v       clear configure �¥�Ð�å�»>|  clear configure zonelabs-integrity �¥�Ð�å�»
  clear configure fixup
clear configure fixup
�Ç�•�µ�¡�«�”�µ�É  �¥�å�Ç�•� �×�Þ�î�©�Ù�å�†�¡�Ü�”�M�•�_�c�
�¢�ß�î�Â�Ý  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  
�Ô�î�»�[  clear configure fixup �¥�Ð�å�»�†�Q#Ý�K�r�M��

clear configure fixup  

�¹�Ç�›�Ý�º �¹�Ç�›�Ý�º�b�·�8�x�Í�c�6�~�r�O�‡��

�¥�Ð�å�»  �Ô�î�» ���b/²�_�
�¥�Ð�å�»�†
°�Š�[�A�•�Ô�î�»�†&g�K�r�M��

�¥�Ð�å�»�š�T

�Q#Ý�V�b�ž�–�»�Û�–�å clear configure fixup �¥�Ð�å�»�c�
�Ç�•�µ�¡�«�”�µ�É  �¥�å�Ç�•� �×�Þ�î�©�Ù�å�†�P7V�K�r�M��

�[ ���_�
�Ç�•�µ�¡�«�”�µ�É  �¥�å�Ç�•� �×�Þ�î�©�Ù�å�†�¡�Ü�”�M�•�[�†&g�K�r�M��

hostname# clear configure fixup

6õ4��¥�Ð�å�»

�¥�Ð�å�»  �Ô�î�»

�Ç�“�–�”�˜�›�î�Ý  �Ô�î�» �­�Ÿ�×�Ü�¸�•  �¥�å�¸�Ÿ�«�º

�Ý�î�¸�µ�» 3ñ4# �©�å�¢�Ý

�Ð�Ý�³

�¥�å�¸�Ÿ�«
�º �©�«�¸�Ò

�¢�ß�î�Â�Ý  �¥�å�Ç�•� �×�Þ�î
�©�Ù�å

• • • • •

�Ü�Ü�î�« �š�f
Æ��

�¤�Ñ �G�b�¥�Ð�å�»�c�¤�Ñ�[�M��

�¥�Ð�å�» 1��Â

class-map �­�Ÿ�×�Ü�¸�•  �”�¡�©�Ù�å�†4:#Ý�M�•�º�Û�Ç�•�µ�¡  �¡�Û�«�†��*O�K�r�M��

policy-map "I���b�­�Ÿ�×�Ü�¸�•  �”�¡�©�Ù�å�_�¡�Û�«  �Ð�µ�É�†6õ4��Ü�E�r�M��
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'¨  6 'v       clear configure �¥�Ð�å�»>|  clear configure zonelabs-integrity �¥�Ð�å�»
  clear configure fragment
clear configure fragment
�M�m�Z�b IP �Ç�Û�¢�Ó�å�º
Ì�S(��¥�å�Ç�•� �×�Þ�î�©�Ù�å�†�¹�Ç�›�Ý�º�_�Ü�­�µ�º�M�•�_�c�
�¢�ß�î�Â
�Ý �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ô�î�»�[  clear configure fragment �¥�Ð�å�»�†�Q#Ý�K�r�M��

clear configure fragment [interface]

�S�e�b1��Â

�¹�Ç�›�Ý�º interface �@�æ���I�€�Z�8�^�8���œ�
�G�b�¥�Ð�å�»�c�M�m�Z�b�–�å�±�î�Ç�™�–�«�_4:#Ý�I�€�r�M��

�¥�Ð�å�»  �Ô�î�» ���b/²�_�
�¥�Ð�å�»�†
°�Š�[�A�•�Ô�î�»�†&g�K�r�M��

�¥�Ð�å�»�š�T

�Q#Ý�V�b�ž�–�»�Û�–�å clear configure fragment �¥�Ð�å�»�c�
�M�m�Z�b  IP �Ç�Û�¢�Ó�å�º
Ì�S(��¥�å�Ç�•� �×�Þ�î�©�Ù�å�†�¹
�Ç�›�Ý�º�Í�_�Ü�­�µ�º�K�r�M���I�}�_�
 chain�
 size�
�>�|�g  timeout �b�›�Ÿ�î�á�î�»�@�
���_&g�M�Q
�€�R�€�b�¹�Ç�›�Ý�º�Í�_�Ü�­�µ�º�I�€�r�M��

• chain �c  24 �Ã�£�µ�º�[�M��

• size �c  200 �[�M��

• timeout �c  5 &Ê�[�M��

�[ ���_�
�M�m�Z�b  IP �Ç�Û�¢�Ó�å�º
Ì�S(��¥�å�Ç�•� �×�Þ�î�©�Ù�å�†�¹�Ç�›�Ý�º�Í�_�Ü�­�µ�º�M�•�[�†&g
�K�r�M��

hostname(config)# clear configure fragment

6õ4��¥�Ð�å�»

interface >&�õ�–>'�­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�b�–�å�±�î�Ç�™�–�«�†�æ���K�r�M��

�¥�Ð�å�»  �Ô�î�»

�Ç�“�–�”�˜�›�î�Ý  �Ô�î�» �­�Ÿ�×�Ü�¸�•  �¥�å�¸�Ÿ�«�º

�Ý�î�¸�µ�» 3ñ4# �©�å�¢�Ý

�Ð�Ý�³

�¥�å�¸�Ÿ�«
�º �©�«�¸�Ò

�¢�ß�î�Â�Ý  �¥�å�Ç�•� �×�Þ�î
�©�Ù�å

• • • • —

�Ü�Ü�î�« �š�f
Æ��

7.0(1) configure �Ÿ�î�á�î�»�>�|�g�œ�É�©�Ù�å�b  interface �,�X�@3ã�•�I�€�r�K�S���r�S�

�G�b�¥�Ð�å�»�c�
�¥�å�Ç�•� �×�Þ�î�©�Ù�å  �¹�î�±�b�¡�Ü�”�†�·�8�¹�î�±�b�¡�Ü�”
�\�
�9�M�•�S�u�_�
 clear fragment �\  clear configure fragment �b  2 �X�b�¥�Ð�å
�»�_�(�E�}�€�r�K�S��

�¥�Ð�å�» 1��Â
clear fragment IP �Ç�Û�¢�Ó�å�º
Ì�S�B�Ô�ª�×�î�Ý�b�·�8�¹�î�±�†�¡�Ü�”�K�r�M��

fragment �Ã�£�µ�º  �Ç�Û�¢�Ó�å�¸�î�©�Ù�å�†0ò(ý�_'ö#.�[�A�•�|�:�_�K�

NFS �\�b�«�n�ö�†9×�u�r�M��
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'¨  6 'v       clear configure �¥�Ð�å�»>|  clear configure zonelabs-integrity �¥�Ð�å�»
  clear configure fragment
show fragment IP �Ç�Û�¢�Ó�å�º
Ì�S�B�Ô�ª�×�î�Ý�b�·�8�¹�î�±�†/²&g�K�r�M��

show running-config fragment IP �Ç�Û�¢�Ó�å�º
Ì�S�B�¥�å�Ç�•� �×�Þ�î�©�Ù�å�†/²&g�K�r�M��

�¥�Ð�å�» 1��Â
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'¨  6 'v       clear configure �¥�Ð�å�»>|  clear configure zonelabs-integrity �¥�Ð�å�»
  clear configure ftp
clear configure ftp
FTP �¥�å�Ç�•� �×�Þ�î�©�Ù�å�†�¡�Ü�”�M�•�_�c�
�¢�ß�î�Â�Ý  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ô�î�»�[  clear 
configure ftp �¥�Ð�å�»�†�Q#Ý�K�r�M��

clear configure ftp  

�¹�Ç�›�Ý�º �¹�Ç�›�Ý�º�b�·�8�x�Í�c�6�~�r�O�‡��

�¥�Ð�å�»  �Ô�î�» ���b/²�_�
�¥�Ð�å�»�†
°�Š�[�A�•�Ô�î�»�†&g�K�r�M��

�¥�Ð�å�»�š�T

�Q#Ý�V�b�ž�–�»�Û�–�å clear configure ftp �¥�Ð�å�»�c�
 FTP �¥�å�Ç�•� �×�Þ�î�©�Ù�å�†�¡�Ü�”�K�r�M��

�[ ���_�
 FTP �¥�å�Ç�•� �×�Þ�î�©�Ù�å�†�¡�Ü�”�M�•�[�†&g�K�r�M��

hostname# clear configure ftp

6õ4��¥�Ð�å�»

�¥�Ð�å�»  �Ô�î�»

�Ç�“�–�”�˜�›�î�Ý  �Ô�î�» �­�Ÿ�×�Ü�¸�•  �¥�å�¸�Ÿ�«�º

�Ý�î�¸�µ�» 3ñ4# �©�å�¢�Ý

�Ð�Ý�³

�¥�å�¸�Ÿ�«
�º �©�«�¸�Ò

�¢�ß�î�Â�Ý  �¥�å�Ç�•� �×�Þ�î
�©�Ù�å

• • • • •

�Ü�Ü�î�« �š�f
Æ��

7.0(1) �G�b�¥�Ð�å�»�@�_
°�I�€�r�K�S��

�¥�Ð�å�» 1��Â

filter ftp URL �Ç�•�Ý�±�Ü�å�¢  �§�î�Â�_�|�W�Z�Ç�•�Ý�±�Ü�å�¢�I�€�•  FTP �º�Û
�Ç�•�µ�¡�†�æ���K�r�M��

filter https Websense �§�î�Â�_�|�W�Z�Ç�•�Ý�±�Ü�å�¢�I�€�•  HTTPS �º�Û�Ç�•�µ�¡�†
�æ���K�r�M��

filter url �º�Û�Ç�•�µ�¡�†  URL �Ç�•�Ý�±�Ü�å�¢  �§�î�Â�_3æ�~�r�M��

show running-config 
filter

�Ç�•�Ý�±�Ü�å�¢  �¥�å�Ç�•� �×�Þ�î�©�Ù�å�†/²&g�K�r�M��

url-server filter  �¥�Ð�å�»�[�Q#Ý�M�•  N2H2 �§�î�Â�r�S�c  Websense �§�î�Â�†�æ���K
�r�M��
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'¨  6 'v       clear configure �¥�Ð�å�»>|  clear configure zonelabs-integrity �¥�Ð�å�»
  clear configure global
clear configure global
�¥�å�Ç�•� �×�Þ�î�©�Ù�å�?�}  global �¥�Ð�å�»�†�P7V�M�•�_�c�
�¢�ß�î�Â�Ý  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  
�Ô�î�»�[  clear configure global �¥�Ð�å�»�†�Q#Ý�K�r�M��

clear configure global

�S�e�b1��Â �G�b�¥�Ð�å�»�_�c�,�X�r�S�c�Ÿ�î�á�î�»�c�6�~�r�O�‡��

�¹�Ç�›�Ý�º �¹�Ç�›�Ý�º�b�·�8�x�Í�c�6�~�r�O�‡��

�¥�Ð�å�»  �Ô�î�» ���b/²�_�
�¥�Ð�å�»�†
°�Š�[�A�•�Ô�î�»�†&g�K�r�M��

�¥�Ð�å�»�š�T

�[ ���_�
�¥�å�Ç�•� �×�Þ�î�©�Ù�å�?�}  global �¥�Ð�å�»�†�P7V�M�•�[�†&g�K�r�M��

hostname(config)# clear configure global

6õ4��¥�Ð�å�»

�¥�Ð�å�»  �Ô�î�»

�Ç�“�–�”�˜�›�î�Ý  �Ô�î�» �­�Ÿ�×�Ü�¸�•  �¥�å�¸�Ÿ�«�º

�Ý�î�¸�µ�» 3ñ4# �©�å�¢�Ý

�Ð�Ý�³

�¥�å�¸�Ÿ�«
�º �©�«�¸�Ò

�¢�ß�î�Â�Ý  �¥�å�Ç�•� �×�Þ�î
�©�Ù�å

• — • • —

�Ü�Ü�î�« �š�f
Æ��

7.0(1) �Ÿ�î�á�î�»  configure �@3ã�•�I�€�r�K�S��

�¥�Ð�å�» 1��Â

global �¢�ß�î�Â�Ý  �”�»�Þ�«�b�É�î�Ý�?�}�š�å�º�Ü�†�8�B�K�r�M��

show running-config 
global

�¥�å�Ç�•� �×�Þ�î�©�Ù�å
Æ�b  global �¥�Ð�å�»�†/²&g�K�r�M��
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'¨  6 'v       clear configure �¥�Ð�å�»>|  clear configure zonelabs-integrity �¥�Ð�å�»
  clear configure group-delimiter
clear configure group-delimiter
�º�å�¿�Ý�b�¿�¦�©�š�î�©�Ù�å�p�_�w�™�K�S�Ø�î�¨�¡�?�}�¢�Ý�î�É�¡�†0Ž�Ò�M�•�\�A�_�Q#Ý�M�•�¢�Ý�î�É  
�¹�Ü�Ñ�±�†�¥�å�Ç�•� �×�Þ�î�©�Ù�å�?�}�P7V�M�•�_�c�
�¢�ß�î�Â�Ý  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ô�î�»�[  
clear configure group-delimiter �¥�Ð�å�»�†�Q#Ý�K�r�M���¢�Ý�î�É�¡�b0Ž�Ò�@�¹�•�­�î�È�Ý�_�^�~�r
�M��

clear config group-delimiter

�¹�Ç�›�Ý�º �¹�Ç�›�Ý�º�b�·�8�x�Í�c�6�~�r�O�‡��

�¥�Ð�å�»  �Ô�î�» ���b/²�_�
�¥�Ð�å�»�†
°�Š�[�A�•�Ô�î�»�†&g�K�r�M��

�¥�Ð�å�»�š�T

�Q#Ý�V�b�ž�–�»�Û�–�å �¹�Ü�Ñ�±�c�
�º�å�¿�Ý�b�¿�¦�©�š�î�©�Ù�å�p�_�
�Ø�î�¨�¡�?�}�º�å�¿�Ý  �¢�Ý�î�É�¡�†0Ž�Ò�M�•�S�u�_
�Q#Ý�I�€�r�M���¹�Ü�Ñ�±�@�æ���I�€�Z�8�^�8���œ�
�¢�Ý�î�É�¡�b0Ž�Ò�c�¹�•�­�î�È�Ý�_�^�~�r�M��

�[ ���_�
�¢�ß�î�Â�Ý  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ô�î�»�[�
�¢�Ý�î�É  �¹�Ü�Ñ�±�†�¥�å�Ç�•� �×�Þ�î�©�Ù�å�?
�}�P7V�M�•�[�†&g�K�r�M��

hostname(config)# clear config group-delimiter
hostname(config)# 

6õ4��¥�Ð�å�»

�¥�Ð�å�»  �Ô�î�»

�Ç�“�–�”�˜�›�î�Ý  �Ô�î�» �­�Ÿ�×�Ü�¸�•  �¥�å�¸�Ÿ�«�º

�Ý�î�¸�µ�» 3ñ4# �©�å�¢�Ý

�Ð�Ý�³

�¥�å�¸�Ÿ�«
�º �©�«�¸�Ò

�¢�ß�î�Â�Ý  �¥�å�Ç�•� �×�Þ�î
�©�Ù�å

• — • — —

�Ü�Ü�î�« �š�f
Æ��

7.0(1) �G�b�¥�Ð�å�»�@�_
°�I�€�r�K�S��

�¥�Ð�å�» 1��Â

group-delimiter �¢�Ý�î�É�¡�b0Ž�Ò�†�–�¿�î�È�Ý�_�K�
 IPSec �Ü�Ô�î�º  �”�¡�­�«  �º�å�¿�Ý  
�¢�Ý�î�É�b�¢�Ý�î�É  �¹�Ü�Ñ�±�†�æ���K�r�M��

show running-config 
group-delimiter

#'�~�b0¿���í�s�¢�Ý�î�É  �¹�Ü�Ñ�±�†/²&g�K�r�M��
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'¨  6 'v       clear configure �¥�Ð�å�»>|  clear configure zonelabs-integrity �¥�Ð�å�»
  clear configure group-policy
clear configure group-policy
"I���b�¢�Ý�î�É  �Ï�Ü�©�î�b�¥�å�Ç�•� �×�Þ�î�©�Ù�å�†�P7V�M�•�_�c�
�¢�ß�î�Â�Ý  �¥�å�Ç�•� �×�Þ�î
�©�Ù�å  �Ô�î�»�[  clear configure group-policy �¥�Ð�å�»�†�Q#Ý�K�
�¢�Ý�î�É  �Ï�Ü�©�î�b�¡�S�†�Ü�•�K
�r�M���M�m�Z�b  group-policy �¥�Ð�å�»>&�¹�Ç�›�Ý�º�b�¢�Ý�î�É  �Ï�Ü�©�î�c7V�C>'�†�¥�å�Ç�•� �×�Þ�î
�©�Ù�å�?�}�P7V�M�•�_�c�
�G�b�¥�Ð�å�»�†�,�X�^�K�[�Q#Ý�K�r�M��

clear configure group-policy [name]

�S�e�b1��Â

�¹�Ç�›�Ý�º �M�m�Z�b group-policy �¥�Ð�å�»>&�¹�Ç�›�Ý�º�b�¢�Ý�î�É  �Ï�Ü�©�î�c7V�C>'�†�¥�å�Ç�•� �×�Þ�î�©�Ù�å
�?�}�P7V�K�r�M��

�¥�Ð�å�»  �Ô�î�» ���b/²�_�
�¥�Ð�å�»�†
°�Š�[�A�•�Ô�î�»�†&g�K�r�M��

�¥�Ð�å�»�š�T

�[ ���_�
 FirstGroup �\�8�:�¡�S�b�¢�Ý�î�É  �Ï�Ü�©�î�b�¥�å�Ç�•� �×�Þ�î�©�Ù�å�†�¡�Ü�”�M�•�[�†&g�K�r
�M��

hostname(config)#  clear configure group-policy FirstGroup

6õ4��¥�Ð�å�»

name >&�õ�–>'�¢�Ý�î�É  �Ï�Ü�©�î�b�¡�S�†�æ���K�r�M��

�¥�Ð�å�»  �Ô�î�»

�Ç�“�–�”�˜�›�î�Ý  �Ô�î�» �­�Ÿ�×�Ü�¸�•  �¥�å�¸�Ÿ�«�º

�Ý�î�¸�µ�» 3ñ4# �©�å�¢�Ý

�Ð�Ý�³

�¥�å�¸�Ÿ�«
�º �©�«�¸�Ò

�¢�ß�î�Â�Ý  �¥�å�Ç�•� �×�Þ�î
�©�Ù�å

• — • — —

�Ü�Ü�î�« �š�f
Æ��

7.0(1) �G�b�¥�Ð�å�»�@�_
°�I�€�r�K�S��

�¥�Ð�å�» 1��Â

group-policy �¢�Ý�î�É  �Ï�Ü�©�î�†�8�B�
)…7Ÿ�
�r�S�c�P7V�K�r�M��

group-policy attributes �¢�Ý�î�É  �Ï�Ü�©�î�“�ö�Ô�î�»�†6ä���K�r�M���G�b�Ô�î�»�[�c�

�æ���K�S�¢�Ý�î�É  �Ï�Ü�©�î�b  AVP �†0¿���[�A�r�M��

show running-config 
group-policy

"I���b�¢�Ý�î�É  �Ï�Ü�©�î�r�S�c�M�m�Z�b�¢�Ý�î�É  �Ï�Ü�©�î�b��
/œ�¥�å�Ç�•� �×�Þ�î�©�Ù�å�†/²&g�K�r�M��
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'¨  6 'v       clear configure �¥�Ð�å�»>|  clear configure zonelabs-integrity �¥�Ð�å�»
  clear configure hostname
clear configure hostname
�Í�«�º�¡�†�¹�Ç�›�Ý�º�Í�_�Ü�­�µ�º�M�•�_�c�
�¢�ß�î�Â�Ý  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ô�î�»�[  clear 
configure hostname �¥�Ð�å�»�†�Q#Ý�K�r�M��

clear configure hostname

�S�e�b1��Â �G�b�¥�Ð�å�»�_�c�,�X�r�S�c�Ÿ�î�á�î�»�c�6�~�r�O�‡��

�¹�Ç�›�Ý�º �¹�Ç�›�Ý�º�Í�c�É�Û�µ�º�Ç�›�î�Ò�_�|�W�Z$��^�~�r�M��

�¥�Ð�å�»  �Ô�î�» ���b/²�_�
�¥�Ð�å�»�†
°�Š�[�A�•�Ô�î�»�†&g�K�r�M��

�¥�Ð�å�»�š�T

�[ ���_�
�Í�«�º�¡�†�¡�Ü�”�M�•�[�†&g�K�r�M��

hostname(config)# clear configure hostname

6õ4��¥�Ð�å�»

�¥�Ð�å�»  �Ô�î�»

�Ç�“�–�”�˜�›�î�Ý  �Ô�î�» �­�Ÿ�×�Ü�¸�•  �¥�å�¸�Ÿ�«�º

�Ý�î�¸�µ�» 3ñ4# �©�å�¢�Ý

�Ð�Ý�³

�¥�å�¸�Ÿ�«
�º �©�«�¸�Ò

�¢�ß�î�Â�Ý  �¥�å�Ç�•� �×�Þ�î
�©�Ù�å

• • • • —

�Ü�Ü�î�« �š�f
Æ��

7.0(1) �G�b�¥�Ð�å�»�@�_
°�I�€�r�K�S��

�¥�Ð�å�» 1��Â

banner �ß�¢�–�å  �Â�¼�î�
 Message-of-The-Day �Â�¼�î�
�r�S�c�–�¿�î�È�Ý  �Â�¼�î
�†0¿���K�r�M��

domain-name �¹�Ç�›�Ý�º�b�»�Ó�–�å�¡�†0¿���K�r�M��

hostname �­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�b�Í�«�º�¡�†0¿���K�r�M��
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'¨  6 'v       clear configure �¥�Ð�å�»>|  clear configure zonelabs-integrity �¥�Ð�å�»
  clear configure http
clear configure http
HTTP �§�î�Â�†�¹�•�­�î�È�Ý�_�K�
 HTTP �§�î�Â�_�”�¡�­�«�[�A�•0¿���í�s�Í�«�º�†�P7V�M�•�_�c�
�¢
�ß�î�Â�Ý  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ô�î�»�[  clear configure http �¥�Ð�å�»�†�Q#Ý�K�r�M��

clear configure http

�¹�Ç�›�Ý�º �¹�Ç�›�Ý�º�b�·�8�x�Í�c�6�~�r�O�‡��

�¥�Ð�å�»  �Ô�î�» ���b/²�_�
�¥�Ð�å�»�†
°�Š�[�A�•�Ô�î�»�†&g�K�r�M��

�¥�Ð�å�»�š�T

�[ ���_�
 HTTP �¥�å�Ç�•� �×�Þ�î�©�Ù�å�†�¡�Ü�”�M�•�[�†&g�K�r�M��

hostname(config)#  clear configure http

6õ4��¥�Ð�å�»

�¥�Ð�å�»  �Ô�î�»

�Ç�“�–�”�˜�›�î�Ý  �Ô�î�» �­�Ÿ�×�Ü�¸�•  �¥�å�¸�Ÿ�«�º

�Ý�î�¸�µ�» 3ñ4# �©�å�¢�Ý

�Ð�Ý�³

�¥�å�¸�Ÿ�«
�º �©�«�¸�Ò

�¢�ß�î�Â�Ý  �¥�å�Ç�•� �×�Þ�î
�©�Ù�å

• — • — —

�Ü�Ü�î�« �š�f
Æ��

7.0(1) �G�b�¥�Ð�å�»�@�_
°�I�€�r�K�S��

�¥�Ð�å�» 1��Â

http IP �”�»�Þ�«�\�§�È�¿�µ�º  �Ð�«�¡�_�|�W�Z�
 HTTP �§�î�Â�_�”�¡�­�«
�[�A�•�Í�«�º�†�æ���K�r�M���Í�«�º�@  HTTP �§�î�Â�l�b�”�¡�­�«�[
)�#ä�M�•�­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�b�–�å�±�î�Ç�™�–�«�†�æ���K
�r�M��

http authentication-certificate �­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�l�b  HTTPS �K)F�†&�'g�M�•�Ø�î�¨�b
0É�Â�i�_�|�•1�0É�†0[�Ó�K�r�M��

http redirect �­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�@  HTTP �K)F�†  HTTPS �_�Ü�²�–�Þ�¡
�º�M�•�G�\�†�æ���K�r�M��

http server enable HTTP �§�î�Â�†�–�¿�î�È�Ý�_�K�r�M��

show running-config http HTTP �§�î�Â�_�”�¡�­�«�[�A�•�Í�«�º�†/²&g�K�
�I�}�_  HTTP �§�î
�Â�@�–�¿�î�È�Ý�[�6�•�?�]�:�?�†/²&g�K�r�M��
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'¨  6 'v       clear configure �¥�Ð�å�»>|  clear configure zonelabs-integrity �¥�Ð�å�»
  clear configure icmp
clear configure icmp
ICMP �º�Û�Ç�•�µ�¡�b0¿���í�s�”�¡�­�«  �Ý�î�Ý�†�¡�Ü�”�M�•�_�c�
�¢�ß�î�Â�Ý  �¥�å�Ç�•� �×�Þ�î�©�Ù
�å  �Ô�î�»�[  clear configure icmp �¥�Ð�å�»�†�Q#Ý�K�r�M��

clear configure icmp 

�¹�Ç�›�Ý�º �¹�Ç�›�Ý�º�b�·�8�x�Í�c�6�~�r�O�‡��

�¥�Ð�å�»  �Ô�î�» ���b/²�_�
�¥�Ð�å�»�†
°�Š�[�A�•�Ô�î�»�†&g�K�r�M��

�¥�Ð�å�»�š�T

�Q#Ý�V�b�ž�–�»�Û�–�å clear configure icmp �¥�Ð�å�»�c�
 ICMP �º�Û�Ç�•�µ�¡�b0¿���í�s�”�¡�­�«  �Ý�î�Ý�†�¡�Ü�”�K�r�M��

�[ ���_�
 ICMP �º�Û�Ç�•�µ�¡�b0¿���í�s�”�¡�­�«  �Ý�î�Ý�†�¡�Ü�”�M�•�[�†&g�K�r�M��

hostname# clear configure icmp

6õ4��¥�Ð�å�»

�¥�Ð�å�»  �Ô�î�»

�Ç�“�–�”�˜�›�î�Ý  �Ô�î�» �­�Ÿ�×�Ü�¸�•  �¥�å�¸�Ÿ�«�º

�Ý�î�¸�µ�» 3ñ4# �©�å�¢�Ý

�Ð�Ý�³

�¥�å�¸�Ÿ�«
�º �©�«�¸�Ò

�¢�ß�î�Â�Ý  �¥�å�Ç�•� �×�Þ�î
�©�Ù�å

• • • • •

�Ü�Ü�î�« �š�f
Æ��

7.0(1) �G�b�¥�Ð�å�»�@�_
°�I�€�r�K�S��

�¥�Ð�å�» 1��Â

clear configure icmp ICMP �¥�å�Ç�•� �×�Þ�î�©�Ù�å�†�¡�Ü�”�K�r�M��

debug icmp ICMP �b�¹�Â�µ�¢�_���b/²&g�†�–�¿�î�È�Ý�_�K�r�M��

show icmp ICMP �¥�å�Ç�•� �×�Þ�î�©�Ù�å�†/²&g�K�r�M��

timeout icmp ICMP �b�”�–�»�Ý  �±�–�Ò�”�˜�º�†0¿���K�r�M��
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'¨  6 'v       clear configure �¥�Ð�å�»>|  clear configure zonelabs-integrity �¥�Ð�å�»
  clear configure imap4s
clear configure imap4s
�¥�å�Ç�•� �×�Þ�î�©�Ù�å�?�}�M�m�Z�b  IMAP4S �¥�Ð�å�»�†�P7V�K�Z�
�¹�Ç�›�Ý�º�Í�_�`�M�_�c�
�¢
�ß�î�Â�Ý  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ô�î�»�[  clear configure imap4s �¥�Ð�å�»�†�Q#Ý�K�r�M��

clear configure imap4s

�S�e�b1��Â �G�b�¥�Ð�å�»�_�c�,�X�r�S�c�Ÿ�î�á�î�»�c�6�~�r�O�‡��

�¹�Ç�›�Ý�º �¹�Ç�›�Ý�º�b�·�8�x�Í�c�6�~�r�O�‡��

�¥�Ð�å�»  �Ô�î�» ���b/²�_�
�¥�Ð�å�»�†
°�Š�[�A�•�Ô�î�»�†&g�K�r�M��

�¥�Ð�å�»�š�T

�[ ���_�
 IMAP4S �¥�å�Ç�•� �×�Þ�î�©�Ù�å�†�P7V�M�•�[�†&g�K�r�M��

hostname(config)#  clear configure imap4s
hostname(config)# 

6õ4��¥�Ð�å�»

�¥�Ð�å�»  �Ô�î�»

�Ç�“�–�”�˜�›�î�Ý  �Ô�î�» �­�Ÿ�×�Ü�¸�•  �¥�å�¸�Ÿ�«�º

�Ý�î�¸�µ�» 3ñ4# �©�å�¢�Ý

�Ð�Ý�³

�¥�å�¸�Ÿ�«
�º �©�«�¸�Ò

�¢�ß�î�Â�Ý  �¥�å�Ç�•� �×�Þ�î
�©�Ù�å

• — • — —

�Ü�Ü�î�« �š�f
Æ��

7.0(1) �G�b�¥�Ð�å�»�@�_
°�I�€�r�K�S��

�¥�Ð�å�» 1��Â

show running-configuration imap4s IMAP4S �b��/œ�¥�å�Ç�•� �×�Þ�î�©�Ù�å�†/²&g�K�r�M��

imap4s IMAP4S 7Á�Ê�Ó�î�Ý  �É�ß�Ÿ�©  �¥�å�Ç�•� �×�Þ�î�©�Ù�å�†�8
�B�r�S�c)…7Ÿ�K�r�M��
6-58
Cisco Security Appliance �¥�Ð�å�»  �Ü�Ç�“�Þ�å�«

OL-12173-02-J



'¨  6 'v       clear configure �¥�Ð�å�»>|  clear configure zonelabs-integrity �¥�Ð�å�»
  clear configure interface
clear configure interface
�–�å�±�î�Ç�™�–�«  �¥�å�Ç�•� �×�Þ�î�©�Ù�å�†�¡�Ü�”�M�•�_�c�
�¢�ß�î�Â�Ý  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  
�Ô�î�»�[  clear configure interface �¥�Ð�å�»�†�Q#Ý�K�r�M��

clear configure interface [physical_interface[.subinterface] | mapped_name | interface_name]

�S�e�b1��Â

�¹�Ç�›�Ý�º �–�å�±�î�Ç�™�–�«�†�æ���K�^�8���œ�
�­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�c�M�m�Z�b�–�å�±�î�Ç�™�–�«  �¥�å
�Ç�•� �×�Þ�î�©�Ù�å�†�¡�Ü�”�K�r�M��

�¥�Ð�å�»  �Ô�î�» ���b/²�_�
�¥�Ð�å�»�†
°�Š�[�A�•�Ô�î�»�†&g�K�r�M��

�¥�Ð�å�»�š�T

�Q#Ý�V�b�ž�–�»�Û�–�å �Ó�–�å�b"@#.�–�å�±�î�Ç�™�–�«�b�–�å�±�î�Ç�™�–�«  �¥�å�Ç�•� �×�Þ�î�©�Ù�å�†�¡�Ü�”�M�•���œ�
�­
�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�c�¹�Ç�›�Ý�º0¿���†�Q#Ý�K�r�M��

�–�å�±�î�Ç�™�–�«�¡�c�
�©�«�¸�Ò��/œ�«�Ì�î�«�[�c�Q#Ý�[�A�r�O�‡���G�€�c�
 nameif �¥�Ð�å�»�c�¥�å
�¸�Ÿ�«�º
Æ�T�E�[�Q#Ý�[�A�•�S�u�[�M��� �]�_�
 allocate-interface �¥�Ð�å�»�†�Q#Ý�K�Z�–�å�±�î�Ç�™
�–�«  ID �†�Ð�µ�Æ�å�¢�¡�_�Ð�µ�Æ�å�¢�K�S���œ�
�Q�b�Ð�µ�Æ�å�¢�¡�c�¥�å�¸�Ÿ�«�º
Æ�T�E�[�Q#Ý�[�A�r
�M��

�[ ���_�
 GigabitEthernet0/1 �¥�å�Ç�•� �×�Þ�î�©�Ù�å�†�¡�Ü�”�M�•�[�†&g�K�r�M��

hostname(config)# clear configure interface gigabitethernet0/1

���_�

Æ4Š�–�å�±�î�Ç�™�–�«  �¥�å�Ç�•� �×�Þ�î�©�Ù�å�†�¡�Ü�”�M�•�[�†&g�K�r�M��

interface_name >&�õ�–>' nameif �¥�Ð�å�»
Æ�_�–�å�±�î�Ç�™�–�«�¡�b�­�µ�º�†�æ���K�r�M��

mapped_name >&�õ�–>' allocate-interface �¥�Ð�å�»�†�Q#Ý�K�Z�Ð�µ�Æ�å�¢�¡�†�m�~�\�Z�S
���œ�
�Ð�Ý�³  �¥�å�¸�Ÿ�«�º  �Ô�î�»�[�Q�b�¡�S�†�æ���K�r�M��

physical_interface >&�õ�–>' gigabiternet0/1 �^�]�b�–�å�±�î�Ç�™�–�«  ID �†�æ���K�r�M���w� �Í
�_�X�8�Z�c�
 interface �¥�Ð�å�»�†�g!·�K�Z�C�T�I�8��

subinterface >&�õ�–>'1=#.�§�È�–�å�±�î�Ç�™�–�«�†&g�M  1 >|  4294967293 �b�Z�X�†�æ���K
�r�M��

�¥�Ð�å�»  �Ô�î�»

�Ç�“�–�”�˜�›�î�Ý  �Ô�î�» �­�Ÿ�×�Ü�¸�•  �¥�å�¸�Ÿ�«�º

�Ý�î�¸�µ�» 3ñ4# �©�å�¢�Ý

�Ð�Ý�³

�¥�å�¸�Ÿ�«
�º �©�«�¸�Ò

�¢�ß�î�Â�Ý  �¥�å�Ç�•� �×�Þ�î
�©�Ù�å

• • • • •

�Ü�Ü�î�« �š�f
Æ��

7.0(1) �G�b�¥�Ð�å�»�c�
 clear interface �?�}�š�f�I�€�r�K�S���r�S�
�G�b�¥�Ð�å
�»�c�
�–�å�±�î�Ç�™�–�«�b�‚�K�8$��•�Ü�E�‰�'�†�µ�u�•�|�:�_�Ÿ�G�I�€�r
�K�S��
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'¨  6 'v       clear configure �¥�Ð�å�»>|  clear configure zonelabs-integrity �¥�Ð�å�»
  clear configure interface
hostname(config)# clear configure interface inside

���_�
�¥�å�¸�Ÿ�«�º
Æ�[  int1 �–�å�±�î�Ç�™�–�«  �¥�å�Ç�•� �×�Þ�î�©�Ù�å�†�¡�Ü�”�M�•�[�†&g�K�r�M��
�� int1���c�Ð�µ�Æ�å�¢�¡�[�M��

hostname/contexta(config)# clear configure interface int1

���_�
�M�m�Z�b�–�å�±�î�Ç�™�–�«  �¥�å�Ç�•� �×�Þ�î�©�Ù�å�†�¡�Ü�”�M�•�[�†&g�K�r�M��

hostname(config)# clear configure interface

6õ4��¥�Ð�å�» �¥�Ð�å�» 1��Â

allocate-interface �–�å�±�î�Ç�™�–�«�>�|�g�§�È�–�å�±�î�Ç�™�–�«�†�­�Ÿ�×�Ü�¸�•  �¥�å�¸�Ÿ�«
�º�_�m�~�\�Z�r�M��

clear interface show interface �¥�Ð�å�»�b�•�˜�å�±�†�¡�Ü�”�K�r�M��

interface �–�å�±�î�Ç�™�–�«�†0¿���K�
�–�å�±�î�Ç�™�–�«  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  
�Ô�î�»�†6ä���K�r�M��

show interface �–�å�±�î�Ç�™�–�«�b��/œ�ì�«�¸�î�±�«�\)+0£�_���†/²&g�K�r�M��
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'¨  6 'v       clear configure �¥�Ð�å�»>|  clear configure zonelabs-integrity �¥�Ð�å�»
  clear configure ip
clear configure ip
ip address �¥�Ð�å�»�[0¿���K�S�M�m�Z�b  IP �”�»�Þ�«�†�¡�Ü�”�M�•�_�c�
�¢�ß�î�Â�Ý  �¥�å�Ç�•� �×�Þ�î
�©�Ù�å  �Ô�î�»�[  clear configure ip �¥�Ð�å�»�†�Q#Ý�K�r�M��

clear configure ip

�S�e�b1��Â �G�b�¥�Ð�å�»�_�c�,�X�r�S�c�Ÿ�î�á�î�»�c�6�~�r�O�‡��

�¹�Ç�›�Ý�º �¹�Ç�›�Ý�º�b�·�8�x�Í�c�6�~�r�O�‡��

�¥�Ð�å�»  �Ô�î�» ���b/²�_�
�¥�Ð�å�»�†
°�Š�[�A�•�Ô�î�»�†&g�K�r�M��

�¥�Ð�å�»�š�T

�Q#Ý�V�b�ž�–�»�Û�–�å �º�Û�å�«�Ì�”�Þ�å�º  �Ç�“�–�”�˜�›�î�Ý  �Ô�î�»�[�c�
�G�b�¥�Ð�å�»�c�
'ö#.  IP �”�»�Þ�«�\  Management 
0/0 IP �”�»�Þ�«>&0¿���I�€�Z�8�•���œ>'�†�¡�Ü�”�K�r�M��

�‚�8  IP �”�»�Þ�«�†�Q#Ý�K�Z�8�•#'�~�b�K)F�†�M�m�Z�õ�F�M�•�_�c�
 clear xlate �¥�Ð�å�»�†
°�Š�K�r�M��

°�Š�K�^�8���œ�
�K)F�c3û�–�]�>�~�±�–�Ò�”�˜�º�K�r�M��

�[ ���_�
�M�m�Z�b  IP �”�»�Þ�«�†�¡�Ü�”�M�•�[�†&g�K�r�M��

hostname(config)# clear configure ip

6õ4��¥�Ð�å�»

�¥�Ð�å�»  �Ô�î�»

�Ç�“�–�”�˜�›�î�Ý  �Ô�î�» �­�Ÿ�×�Ü�¸�•  �¥�å�¸�Ÿ�«�º

�Ý�î�¸�µ�» 3ñ4# �©�å�¢�Ý

�Ð�Ý�³

�¥�å�¸�Ÿ�«
�º �©�«�¸�Ò

�¢�ß�î�Â�Ý  �¥�å�Ç�•� �×�Þ�î
�©�Ù�å

• • • • —

�Ü�Ü�î�« �š�f
Æ��

7.0(1) �G�b�¥�Ð�å�»�@�_
°�I�€�r�K�S��

�¥�Ð�å�» 1��Â

allocate-interface �–�å�±�î�Ç�™�–�«�>�|�g�§�È�–�å�±�î�Ç�™�–�«�†�­�Ÿ�×�Ü�¸�•  �¥�å�¸�Ÿ�«
�º�_�m�~�\�Z�r�M��

clear configure 
interface

�–�å�±�î�Ç�™�–�«�b�¥�å�Ç�•� �×�Þ�î�©�Ù�å�†�M�m�Z�¡�Ü�”�K�r�M��

interface �–�å�±�î�Ç�™�–�«�†0¿���K�
�–�å�±�î�Ç�™�–�«  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  
�Ô�î�»�†6ä���K�r�M��
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'¨  6 'v       clear configure �¥�Ð�å�»>|  clear configure zonelabs-integrity �¥�Ð�å�»
  clear configure ip
ip address �–�å�±�î�Ç�™�–�«�b  IP �”�»�Þ�«�†0¿���K�r�M��

show running-config 
interface

�–�å�±�î�Ç�™�–�«�b0¿���†/²&g�K�r�M��

�¥�Ð�å�» 1��Â
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'¨  6 'v       clear configure �¥�Ð�å�»>|  clear configure zonelabs-integrity �¥�Ð�å�»
  clear configure ip audit
clear configure ip audit
%����Ï�Ü�©�î  �¥�å�Ç�•� �×�Þ�î�©�Ù�å
²�/�†�¡�Ü�”�M�•�_�c�
�¢�ß�î�Â�Ý  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  
�Ô�î�»�[  clear configure ip audit �¥�Ð�å�»�†�Q#Ý�K�r�M��

clear configure ip audit [configuration]

�S�e�b1��Â

�¹�Ç�›�Ý�º �¹�Ç�›�Ý�º�b�·�8�x�Í�c�6�~�r�O�‡��

�¥�Ð�å�»  �Ô�î�» ���b/²�_�
�¥�Ð�å�»�†
°�Š�[�A�•�Ô�î�»�†&g�K�r�M��

�¥�Ð�å�»�š�T

�[ ���_�
�M�m�Z�b  ip audit  �¥�Ð�å�»�†�¡�Ü�”�M�•�[�†&g�K�r�M��

hostname# clear configure ip audit

6õ4��¥�Ð�å�»

configuration >&�õ�–>'�G�b�Ÿ�î�á�î�»�†
°�Š�[�A�r�M�@�
�Q#Ý�K�^�8���œ�v)��Ý�c� �L�[
�M��

�¥�Ð�å�»  �Ô�î�»

�Ç�“�–�”�˜�›�î�Ý  �Ô�î�» �­�Ÿ�×�Ü�¸�•  �¥�å�¸�Ÿ�«�º

�Ý�î�¸�µ�» 3ñ4# �©�å�¢�Ý

�Ð�Ý�³

�¥�å�¸�Ÿ�«
�º �©�«�¸�Ò

�¢�ß�î�Â�Ý  �¥�å�Ç�•� �×�Þ�î
�©�Ù�å

• • • • —

�Ü�Ü�î�« �š�f
Æ��

7.0(1) �G�b�¥�Ð�å�»�c�
 clear ip audit �?�}�š�f�I�€�r�K�S��

�¥�Ð�å�» 1��Â

ip audit attack �7�Á�©�¢�½�³�Õ�_�M+´�M�•�Ã�£�µ�º�b�¹�Ç�›�Ý�º  �”�¡�©�Ù�å�†0¿���K�r�M��

ip audit info �_���©�¢�½�³�Õ�_�M+´�M�•�Ã�£�µ�º�b�¹�Ç�›�Ý�º  �”�¡�©�Ù�å�†0¿���K�r�M��

ip audit interface %����Ï�Ü�©�î�†�–�å�±�î�Ç�™�–�«�_�m�~�\�Z�r�M��

ip audit name �Ã�£�µ�º�@�7�Á�©�¢�½�³�Õ�r�S�c�_���©�¢�½�³�Õ�_�M+´�K�S���œ�_��/œ�M
�•�”�¡�©�Ù�å�†�æ���M�•�
�¡�S�Ü�A%����Ï�Ü�©�î�†�8�B�K�r�M��

ip audit signature �©�¢�½�³�Õ�†�¹�•�­�î�È�Ý�_�K�r�M��
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'¨  6 'v       clear configure �¥�Ð�å�»>|  clear configure zonelabs-integrity �¥�Ð�å�»
  clear configure ip local pool
clear configure ip local pool
IP �”�»�Þ�«  �É�î�Ý�†�P7V�M�•�_�c�
�¢�ß�î�Â�Ý  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ô�î�»�[  clear configure ip 
local pool �¥�Ð�å�»�†�Q#Ý�K�r�M��

clear ip local pool [poolname]

�S�e�b1��Â

�¹�Ç�›�Ý�º �¹�Ç�›�Ý�º�b�·�8�x�Í�c�6�~�r�O�‡��

�¥�Ð�å�»  �Ô�î�» ���b/²�_�
�¥�Ð�å�»�†
°�Š�[�A�•�Ô�î�»�†&g�K�r�M��

�¥�Ð�å�»�š�T

�[ ���_�
��/œ�¥�å�Ç�•� �×�Þ�î�©�Ù�å�?�}�M�m�Z�b  IP �”�»�Þ�«  �É�î�Ý�†�P7V�M�•�[�†&g�K�r�M��

hostname(config)# clear config ip local pool
hostname(config)# 

6õ4��¥�Ð�å�»

poolname >&�õ�–>' IP �”�»�Þ�«  �É�î�Ý�b�¡�S�†�æ���K�r�M��

�¥�Ð�å�»  �Ô�î�»

�Ç�“�–�”�˜�›�î�Ý  �Ô�î�» �­�Ÿ�×�Ü�¸�•  �¥�å�¸�Ÿ�«�º

�Ý�î�¸�µ�» 3ñ4# �©�å�¢�Ý

�Ð�Ý�³

�¥�å�¸�Ÿ�«
�º �©�«�¸�Ò

�¢�ß�î�Â�Ý  �¥�å�Ç�•� �×�Þ�î
�©�Ù�å

• — • — —

�Ü�Ü�î�« �š�f
Æ��

7.0(1) �G�b�¥�Ð�å�»�@�_
°�I�€�r�K�S��

�¥�Ð�å�» 1��Â

clear configure ip local pool �M�m�Z�b IP �ß�î�•�Ý  �É�î�Ý�†�P7V�K�r�M��

ip local pool IP �”�»�Þ�«  �É�î�Ý�†0¿���K�r�M��
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'¨  6 'v       clear configure �¥�Ð�å�»>|  clear configure zonelabs-integrity �¥�Ð�å�»
  clear configure ip verify reverse-path
clear configure ip verify reverse-path
ip verify reverse-path �¥�å�Ç�•� �×�Þ�î�©�Ù�å�†�¡�Ü�”�M�•�_�c�
�¢�ß�î�Â�Ý  �¥�å�Ç�•� �×�Þ�î�©�Ù
�å  �Ô�î�»�[  clear configure ip verify reverse-path �¥�Ð�å�»�†�Q#Ý�K�r�M��

clear configure ip verify reverse-path

�S�e�b1��Â �G�b�¥�Ð�å�»�_�c�,�X�r�S�c�Ÿ�î�á�î�»�c�6�~�r�O�‡��

�¹�Ç�›�Ý�º �¹�Ç�›�Ý�º�b�·�8�x�Í�c�6�~�r�O�‡��

�¥�Ð�å�»  �Ô�î�» ���b/²�_�
�¥�Ð�å�»�†
°�Š�[�A�•�Ô�î�»�†&g�K�r�M��

�¥�Ð�å�»�š�T

�[ ���_�
�M�m�Z�b�–�å�±�î�Ç�™�–�«�b  ip verify reverse-path �¥�å�Ç�•� �×�Þ�î�©�Ù�å�†�¡�Ü�”�M�•�[�†
&g�K�r�M��

hostname(config)# clear configure ip verify reverse-path

6õ4��¥�Ð�å�»

�¥�Ð�å�»  �Ô�î�»

�Ç�“�–�”�˜�›�î�Ý  �Ô�î�» �­�Ÿ�×�Ü�¸�•  �¥�å�¸�Ÿ�«�º

�Ý�î�¸�µ�» 3ñ4# �©�å�¢�Ý

�Ð�Ý�³

�¥�å�¸�Ÿ�«
�º �©�«�¸�Ò

�¢�ß�î�Â�Ý  �¥�å�Ç�•� �×�Þ�î
�©�Ù�å

• — • • —

�Ü�Ü�î�« �š�f
Æ��

7.0(1) �G�b�¥�Ð�å�»�c�
 clear ip verify reverse-path �?�}�š�f�I�€�r�K�S��

�¥�Ð�å�» 1��Â

clear ip verify statistics �Ø�½�Ÿ�Õ�«�º  RPF �b)+0£�_���†�¡�Ü�”�K�r�M��

ip verify reverse-path IP �«�É�î�Ç�•�å�¢�†75�D�Ø�½�Ÿ�Õ�«�º  �Ü�Â�î�«  �Ã�«3?3æ�µ+��†�–
�¿�î�È�Ý�_�K�r�M��

show ip verify statistics �Ø�½�Ÿ�Õ�«�º  RPF )+0£�_���†/²&g�K�r�M��

show running-config ip verify 
reverse-path

ip verify reverse-path �¥�å�Ç�•� �×�Þ�î�©�Ù�å�†/²&g�K�r�M��
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'¨  6 'v       clear configure �¥�Ð�å�»>|  clear configure zonelabs-integrity �¥�Ð�å�»
  clear configure ipv6
clear configure ipv6
��/œ�¥�å�Ç�•� �×�Þ�î�©�Ù�å�?�}�¢�ß�î�Â�Ý  IPv6 �¥�Ð�å�»�†�¡�Ü�”�M�•�_�c�
�¢�ß�î�Â�Ý  �¥�å�Ç�•
� �×�Þ�î�©�Ù�å  �Ô�î�»�[  clear configure ipv6 �¥�Ð�å�»�†�Q#Ý�K�r�M��

clear configure ipv6 [route | access-list]

�S�e�b1��Â

�¹�Ç�›�Ý�º �Ÿ�î�á�î�»�†�æ���K�^�8���œ�
�G�b�¥�Ð�å�»�c�
��/œ�¥�å�Ç�•� �×�Þ�î�©�Ù�å�?�}�M�m�Z�b  IPv6 �¥�Ð
�å�»�†�¡�Ü�”�K�r�M��

�¥�Ð�å�»  �Ô�î�» ���b/²�_�
�¥�Ð�å�»�†
°�Š�[�A�•�Ô�î�»�†&g�K�r�M��

�¥�Ð�å�»�š�T

�Q#Ý�V�b�ž�–�»�Û�–�å �G�b�¥�Ð�å�»�c�
��/œ�¥�å�Ç�•� �×�Þ�î�©�Ù�å�?�}�¢�ß�î�Â�Ý  IPv6 �¥�Ð�å�»�T�E�†�¡�Ü�”�K�r�M���–
�å�±�î�Ç�™�–�«  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ô�î�»�[
°�Š�K�S  IPv6 �¥�Ð�å�»�c�¡�Ü�”�K�r�O�‡��

�[ ���_�
 IPv6 �Ý�î�¸�•�å�¢  �¸�î�È�Ý�?�}�
�«�±�¸�•�µ�¡�_��*O�I�€�S  IPv6 �Ý�î�º�†�¡�Ü�”�M�•�[�†&g�K
�r�M��

hostname(config)# clear configure ipv6 route
hostname(config)#

6õ4��¥�Ð�å�»

access-list >&�õ�–>'��/œ�¥�å�Ç�•� �×�Þ�î�©�Ù�å�?�}  IPv6 �”�¡�­�«  �Ü�«�º  �¥�Ð�å�»
�†�¡�Ü�”�K�r�M��

route >&�õ�–>'��/œ�¥�å�Ç�•� �×�Þ�î�©�Ù�å�?�}�
 IPv6 �Ý�î�¸�•�å�¢  �¸�î�È�Ý
Æ
�b�Ý�î�º�†�«�±�¸�•�µ�¡�_��*O�M�•�¥�Ð�å�»�†�¡�Ü�”�K�r�M��

�¥�Ð�å�»  �Ô�î�»

�Ç�“�–�”�˜�›�î�Ý  �Ô�î�» �­�Ÿ�×�Ü�¸�•  �¥�å�¸�Ÿ�«�º

�Ý�î�¸�µ�» 3ñ4# �©�å�¢�Ý

�Ð�Ý�³

�¥�å�¸�Ÿ�«
�º �©�«�¸�Ò

�¢�ß�î�Â�Ý  �¥�å�Ç�•� �×�Þ�î
�©�Ù�å

• — • • —

�Ü�Ü�î�« �š�f
Æ��

7.0(1) �G�b�¥�Ð�å�»�@�_
°�I�€�r�K�S��

�¥�Ð�å�» 1��Â

ipv6 route IPv6 �Ý�î�¸�•�å�¢  �¸�î�È�Ý
Æ�b�«�±�¸�•�µ�¡  �Ý�î�º�†��*O�K�r�M��

show ipv6 route IPv6 �Ý�î�¸�•�å�¢  �¸�î�È�Ý�b
Æ���†/²&g�K�r�M��

show running-config 
ipv6

��/œ�¥�å�Ç�•� �×�Þ�î�©�Ù�å
Æ�b  IPv6 �¥�Ð�å�»�†/²&g�K�r�M��
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'¨  6 'v       clear configure �¥�Ð�å�»>|  clear configure zonelabs-integrity �¥�Ð�å�»
  clear configure isakmp
clear configure isakmp
�M�m�Z�b ISAKMP �¥�å�Ç�•� �×�Þ�î�©�Ù�å�†�P7V�M�•�_�c�
�¢�ß�î�Â�Ý  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ô�î
�»�[  clear configure isakmp �¥�Ð�å�»�†�Q#Ý�K�r�M��

clear configure isakmp

�S�e�b1��Â �G�b�¥�Ð�å�»�_�c�,�X�r�S�c�Ÿ�î�á�î�»�c�6�~�r�O�‡��

�¹�Ç�›�Ý�º �¹�Ç�›�Ý�º�b�·�8�x�Í�c�6�~�r�O�‡��

�¥�Ð�å�»  �Ô�î�» ���b/²�_�
�¥�Ð�å�»�†
°�Š�[�A�•�Ô�î�»�†&g�K�r�M��

�¥�Ð�å�»�š�T

�[ ���_�
�¢�ß�î�Â�Ý  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ô�î�»�[$Î/œ�I�€�
�­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�?�}�M�m
�Z�b  ISAKMP �¥�å�Ç�•� �×�Þ�î�©�Ù�å�†�P7V�M�•�[�†&g�K�r�M��

hostname(config)# clear configure isakmp
hostname(config)# 

6õ4��¥�Ð�å�»

�¥�Ð�å�»  �Ô�î�»

�Ç�“�–�”�˜�›�î�Ý  �Ô�î�» �­�Ÿ�×�Ü�¸�•  �¥�å�¸�Ÿ�«�º

�Ý�î�¸�µ�» 3ñ4# �©�å�¢�Ý

�Ð�Ý�³

�¥�å�¸�Ÿ�«
�º �©�«�¸�Ò

�¢�ß�î�Â�Ý  �¥�å�Ç�•� �×�Þ�î
�©�Ù�å

• — • — —

�Ü�Ü�î�« �š�f
Æ��

7.0(1) clear configure isakmp �¥�Ð�å�»�@�_
°�I�€�r�K�S��

7.2(1) �G�b�¥�Ð�å�»�c�ë�F�I�€�r�K�S�� clear configure crypto isakmp �¥�Ð�å�»
�[*(�n�I�€�Z�8�r�M��

�¥�Ð�å�» 1��Â

clear configure isakmp policy �M�m�Z�b ISAKMP �Ï�Ü�©�î  �¥�å�Ç�•� �×�Þ�î�©�Ù�å�†�¡�Ü�”�K�r
�M��

isakmp enable IPSec �Æ�”�@�­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�\3û�™�M�•�–�å�±�î�Ç�™
�–�«�V�b  ISAKMP �¿�¦�©�š�î�©�Ù�å�†�–�¿�î�È�Ý�_�K�r�M��

show isakmp stats ��/œ�ì)+0£�_���†/²&g�K�r�M��

show isakmp sa 3ã�•�_���†�µ�u�
 IKE �Û�å�±�–�Ò  SA �¹�î�±�Ë�î�«�†/²&g�K�r�M��

show running-config isakmp �”�¡�¸�•�È�^�¥�å�Ç�•� �×�Þ�î�©�Ù�å�†�M�m�Z/²&g�K�r�M��
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'¨  6 'v       clear configure �¥�Ð�å�»>|  clear configure zonelabs-integrity �¥�Ð�å�»
  clear configure isakmp policy
clear configure isakmp policy
�M�m�Z�b ISAKMP �Ï�Ü�©�î  �¥�å�Ç�•� �×�Þ�î�©�Ù�å�†�P7V�M�•�_�c�
�¢�ß�î�Â�Ý  �¥�å�Ç�•� �×�Þ�î
�©�Ù�å  �Ô�î�»�[  clear configure isakmp policy �¥�Ð�å�»�†�Q#Ý�K�r�M��

clear configure isakmp policy priority

�S�e�b1��Â

�¹�Ç�›�Ý�º �¹�Ç�›�Ý�º�b�·�8�x�Í�c�6�~�r�O�‡��

�¥�Ð�å�»  �Ô�î�» ���b/²�_�
�¥�Ð�å�»�†
°�Š�[�A�•�Ô�î�»�†&g�K�r�M��

�¥�Ð�å�»�š�T

�[ ���_�
�É�Û�–�œ�Ü�¸�•  3 �b  ISAKMP �Ï�Ü�©�î�†�¥�å�Ç�•� �×�Þ�î�©�Ù�å�?�}�P7V�M�•�[�†&g�K�r�M��

hostname(config)# clear configure isakmp policy 3
hostname(config)# 

6õ4��¥�Ð�å�»

priority �¡�Ü�”�M�•  ISAKMP �É�Û�–�œ�Ü�¸�•�b�É�Û�–�œ�Ü�¸�•�†�æ���K�r�M��

�¥�Ð�å�»  �Ô�î�»

�Ç�“�–�”�˜�›�î�Ý  �Ô�î�» �­�Ÿ�×�Ü�¸�•  �¥�å�¸�Ÿ�«�º

�Ý�î�¸�µ�» 3ñ4# �©�å�¢�Ý

�Ð�Ý�³

�¥�å�¸�Ÿ�«
�º �©�«�¸�Ò

�¢�ß�î�Â�Ý  �¥�å�Ç�•� �×�Þ�î
�©�Ù�å

• — • — —

�Ü�Ü�î�« �š�f
Æ��

7.0(1) clear configure isakmp policy �¥�Ð�å�»�@�_
°�I�€�r�K�S��

7.2(1) �G�b�¥�Ð�å�»�c�ë�F�I�€�r�K�S�� clear configure crypto isakmp policy �¥
�Ð�å�»�_*(�A�n�<�}�€�r�K�S��

�¥�Ð�å�» 1��Â

isakmp enable IPSec �Æ�”�@�­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�\3û�™�M�•�–�å�±�î�Ç�™�–�«�V
�b  ISAKMP �¿�¦�©�š�î�©�Ù�å�†�–�¿�î�È�Ý�_�K�r�M��

show isakmp stats ��/œ�ì)+0£�_���†/²&g�K�r�M��

show isakmp sa 3ã�•�_���†�µ�u�
 IKE �Û�å�±�–�Ò  SA �¹�î�±�Ë�î�«�†/²&g�K�r�M��

show running-config 
isakmp

�”�¡�¸�•�È�^�¥�å�Ç�•� �×�Þ�î�©�Ù�å�†�M�m�Z/²&g�K�r�M��
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'¨  6 'v       clear configure �¥�Ð�å�»>|  clear configure zonelabs-integrity �¥�Ð�å�»
  clear configure ldap attribute-map
clear configure ldap attribute-map
�­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�b��/œ�¥�å�Ç�•� �×�Þ�î�©�Ù�å�?�}�M�m�Z�b  LDAP �“�ö�Ð�µ�É�†�P7V�M
�•�_�c�
 �¢�ß�î�Â�Ý  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ô�î�»�[  clear configure ldap attribute-map �¥�Ð�å�»�†
�Q#Ý�K�r�M��

clear configure ldap attribute-map

�S�e�b1��Â �G�b�¥�Ð�å�»�_�c�,�X�r�S�c�Ÿ�î�á�î�»�c�6�~�r�O�‡��

�¹�Ç�›�Ý�º �¹�Ç�›�Ý�º�b�·�8�x�Í�c�6�~�r�O�‡��

�¥�Ð�å�»  �Ô�î�» ���b/²�_�
�¥�Ð�å�»�†
°�Š�[�A�•�Ô�î�»�†&g�K�r�M��

�¥�Ð�å�»�š�T

�Q#Ý�V�b�ž�–�»�Û�–�å �G�b�¥�Ð�å�»�†�Q#Ý�K�Z�
�­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�b��/œ�¥�å�Ç�•� �×�Þ�î�©�Ù�å�?�}  LDAP �“
�ö�Ð�µ�É�†�P7V�K�r�M��

�[ ���_�
�¢�ß�î�Â�Ý  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ô�î�»�[�
��/œ�¥�å�Ç�•� �×�Þ�î�©�Ù�å�?�}�M�m�Z�b  
LDAP �“�ö�Ð�µ�É�†�P7V�K�
 show running-config ldap attribute-map �¥�Ð�å�»�†�Q#Ý�K�Z�P7V�†&�
1��M�•�[�†&g�K�r�M��

hostname(config)#  clear configuration ldap attribute-map
hostname(config)# show running-config ldap attribute-map
hostname(config)#

6õ4��¥�Ð�å�»

�¥�Ð�å�»  �Ô�î�»

�Ç�“�–�”�˜�›�î�Ý  �Ô�î�» �­�Ÿ�×�Ü�¸�•  �¥�å�¸�Ÿ�«�º

�Ý�î�¸�µ�» 3ñ4# �©�å�¢�Ý

�Ð�Ý�³

�¥�å�¸�Ÿ�«
�º �©�«�¸�Ò

�¢�ß�î�Â�Ý  �¥�å�Ç�•� �×�Þ�î
�©�Ù�å

• • • • —

�Ü�Ü�î�« �š�f
Æ��

7.1(1) �G�b�¥�Ð�å�»�@�_
°�I�€�r�K�S��

�¥�Ð�å�» 1��Â

ldap attribute-map>&�¢�ß�î�Â�Ý  
�¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ô�î�»>'

�Ø�î�¨��*O�b�“�ö�¡�†  Cisco LDAP �“�ö�¡�_�Ð�µ�Æ�å�¢�M�•�S
�u�_�
 LDAP �“�ö�Ð�µ�É�†�8�B�K�Z�¡�S�†�Ü�E�r�M��

ldap-attribute-map>&AAA �§�î�Â  
�Í�«�º  �Ô�î�»>'

LDAP �“�ö�Ð�µ�É�†  LDAP �§�î�Â�_�Â�–�å�»�K�r�M��

map-name �Ø�î�¨��*O�b  LDAP �“�ö�¡�†�
 Cisco LDAP �“�ö�¡�_�Ð�µ�Æ
�å�¢�K�r�M��
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'¨  6 'v       clear configure �¥�Ð�å�»>|  clear configure zonelabs-integrity �¥�Ð�å�»
  clear configure ldap attribute-map
map-value �Ø�î�¨��*O�b�“�ö�Í�†�©�«�¥�“�ö�_�Ð�µ�Æ�å�¢�K�r�M��

show running-config ldap 
attribute-map

��/œ�p�b"I���b  LDAP �“�ö�Ð�µ�É�r�S�c��/œ�p�b�M�m�Z�b�“
�ö�Ð�µ�É�†/²&g�K�r�M��

�¥�Ð�å�» 1��Â
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'¨  6 'v       clear configure �¥�Ð�å�»>|  clear configure zonelabs-integrity �¥�Ð�å�»
  clear configure logging
clear configure logging
�ß� �å�¢  �¥�å�Ç�•� �×�Þ�î�©�Ù�å�†�¡�Ü�”�M�•�_�c�
�¢�ß�î�Â�Ý  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ô�î�»�[  
clear configure logging �¥�Ð�å�»�†�Q#Ý�K�r�M��

clear configure logging [disabled | level] 

�S�e�b1��Â

�¹�Ç�›�Ý�º �Ÿ�î�á�î�»�†�æ���K�^�8���œ�
�G�b�¥�Ð�å�»�c�
�M�m�Z�b�¥�å�Ç�•� �×�Þ�î�©�Ù�å0¿���†�¹�Ç�›�Ý�º�Í
�_�`�K�r�M��

�¥�Ð�å�»  �Ô�î�» ���b/²�_�
�¥�Ð�å�»�†
°�Š�[�A�•�Ô�î�»�†&g�K�r�M��

�¥�Ð�å�»�š�T

�Q#Ý�V�b�ž�–�»�Û�–�å show running-config logging �¥�Ð�å�»�†�Q#Ý�K�Z�
�M�m�Z�b�ß� �å�¢  �¥�å�Ç�•� �×�Þ�î�©�Ù�å0¿���†
/²&g�[�A�r�M�� clear configure logging �¥�Ð�å�»�†  disabled �r�S�c  level �Ÿ�î�á�î�»�^�K�[�Q#Ý�K�S��
�œ�
�M�m�Z�b�ß� �å�¢  �¥�å�Ç�•� �×�Þ�î�©�Ù�å0¿���@�¡�Ü�”�I�€�
�¹�Ç�›�Ý�º�Í�_�`�~�r�M��

�[ ���_�
�ß� �å�¢  �¥�å�Ç�•� �×�Þ�î�©�Ù�å0¿���†�¡�Ü�”�M�•�[�†&g�K�r�M�� show logging �¥�Ð�å�»�b��
�Š�c�
�M�m�Z�b�ß� �å�¢�µ+��@�¹�•�­�î�È�Ý�_�^�W�Z�8�•�G�\�†&g�K�r�M��

hostname(config)# clear configure logging
hostname(config)# show logging
Syslog logging: disabled
    Facility: 20
    Timestamp logging: disabled
    Standby logging: disabled
    Deny Conn when Queue Full: disabled
    Console logging: disabled
    Monitor logging: disabled
    Buffer logging: disabled

disabled >&�õ�–>'�¹�•�­�î�È�Ý�_�^�W�Z�8�•�M�m�Z�b�©�«�¸�Ò  �ß�¢  �Ó�µ�­�î�ª�†
Ì
�Ø�–�¿�î�È�Ý�_�M�•�G�\�†�æ���K�r�M���G�b�œ�É�©�Ù�å�†�Q#Ý�M�•�G�\�_
�|�W�Z�
�Ú�_�¡�Ü�”�I�€�•�ß� �å�¢  �¥�å�Ç�•� �×�Þ�î�©�Ù�å�c�6�~�r�O�‡��

level >&�õ�–>'�©�«�¸�Ò  �ß�¢  �Ó�µ�­�î�ª�l�b5��±�Ø�Þ�Ë�Ý�b�m�~�\�Z�†�¹�Ç�›�Ý
�º�Í�_�Ü�­�µ�º�M�•�G�\�†�æ���K�r�M���G�b�œ�É�©�Ù�å�†�Q#Ý�M�•�G�\�_
�|�W�Z�
�Ú�_�¡�Ü�”�I�€�•�ß� �å�¢  �¥�å�Ç�•� �×�Þ�î�©�Ù�å�c�6�~�r�O�‡��

�¥�Ð�å�»  �Ô�î�»

�Ç�“�–�”�˜�›�î�Ý  �Ô�î�» �­�Ÿ�×�Ü�¸�•  �¥�å�¸�Ÿ�«�º

�Ý�î�¸�µ�» 3ñ4# �©�å�¢�Ý

�Ð�Ý�³

�¥�å�¸�Ÿ�«
�º �©�«�¸�Ò

�¢�ß�î�Â�Ý  �¥�å�Ç�•� �×�Þ�î
�©�Ù�å

• • • • —

�Ü�Ü�î�« �š�f
Æ��

7.0(1) �G�b�¥�Ð�å�»�@�_
°�I�€�r�K�S��
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'¨  6 'v       clear configure �¥�Ð�å�»>|  clear configure zonelabs-integrity �¥�Ð�å�»
  clear configure logging
    Trap logging: disabled
    History logging: disabled
    Device ID: disabled
    Mail logging: disabled
    ASDM logging: disabled

6õ4��¥�Ð�å�» �¥�Ð�å�» 1��Â
show logging �–�¿�î�È�Ý�^�ß� �å�¢  �œ�É�©�Ù�å�†/²&g�K�r�M��

show running-config logging ��/œ�¥�å�Ç�•� �×�Þ�î�©�Ù�å�b�ß�¢6õ4�4Š�(�†/²&g�K�r�M��
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'¨  6 'v       clear configure �¥�Ð�å�»>|  clear configure zonelabs-integrity �¥�Ð�å�»
  clear configure logging rate-limit
clear configure logging rate-limit
�ß� �å�¢  �Þ�î�º�D7H�†�Ü�­�µ�º�M�•�_�c�
�¢�ß�î�Â�Ý  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ô�î�»�[  clear 
configure logging rate-limit �¥�Ð�å�»�†�Q#Ý�K�r�M��

clear configure logging rate-limit 

�S�e�b1��Â �G�b�¥�Ð�å�»�_�c�,�X�r�S�c�Ÿ�î�á�î�»�c�6�~�r�O�‡��

�¹�Ç�›�Ý�º �¹�Ç�›�Ý�º�b�·�8�x�Í�c�6�~�r�O�‡��

�¥�Ð�å�»  �Ô�î�» ���b/²�_�
�¥�Ð�å�»�†
°�Š�[�A�•�Ô�î�»�†&g�K�r�M��

�¥�Ð�å�»�š�T

�[ ���_�
�ß� �å�¢  �Þ�î�º�D7H�†�Ü�­�µ�º�M�•�[�†&g�K�r�M��

hostname(config)# clear configure logging rate-limit

�_���@�¡�Ü�”�I�€�•�\�
�Í�«�º�@�K)F�†
Ì&�'g�M�•�r�[�
�1�v/²&g�I�€�r�O�‡��

6õ4��¥�Ð�å�»

�¥�Ð�å�»  �Ô�î�»

�Ç�“�–�”�˜�›�î�Ý  �Ô�î�» �­�Ÿ�×�Ü�¸�•  �¥�å�¸�Ÿ�«�º

�Ý�î�¸�µ�» 3ñ4# �©�å�¢�Ý

�Ð�Ý�³

�¥�å�¸�Ÿ�«
�º �©�«�¸�Ò

�¢�ß�î�Â�Ý  �¥�å�Ç�•� �×�Þ�î
�©�Ù�å

• • • • —

�Ü�Ü�î�« �š�f
Æ��

7.0(4) �G�b�¥�Ð�å�»�@�_
°�I�€�r�K�S��

�¥�Ð�å�» 1��Â

logging rate limit �©�«�¸�Ò  �ß�¢  �Ó�µ�­�î�ª�@#Õ�B�I�€�•�Þ�î�º�†�D7H�K�r�M��

show running config 
logging rate-limit

#'�~�b�ß� �å�¢  �Þ�î�º�D7H�b0¿���†/²&g�K�r�M��
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'¨  6 'v       clear configure �¥�Ð�å�»>|  clear configure zonelabs-integrity �¥�Ð�å�»
  clear configure mac-address-table
clear configure mac-address-table
mac-address-table static �>�|�g  mac-address-table aging-time �¥�å�Ç�•� �×�Þ�î�©�Ù�å�†�¡�Ü�”�M�•
�_�c�
�¢�ß�î�Â�Ý  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ô�î�»�[  clear configure mac-address-table �¥�Ð�å�»�†�Q
#Ý�K�r�M��

clear configure mac-address-table

�S�e�b1��Â �G�b�¥�Ð�å�»�_�c�,�X�r�S�c�Ÿ�î�á�î�»�c�6�~�r�O�‡��

�¹�Ç�›�Ý�º �¹�Ç�›�Ý�º�b�·�8�x�Í�c�6�~�r�O�‡��

�¥�Ð�å�»  �Ô�î�» ���b/²�_�
�¥�Ð�å�»�†
°�Š�[�A�•�Ô�î�»�†&g�K�r�M��

�¥�Ð�å�»�š�T

�[ ���_�
 mac-address-table static �>�|�g  mac-address-table aging-time �¥�å�Ç�•� �×�Þ�î�©�Ù�å�†�¡�Ü
�”�M�•�[�†&g�K�r�M��

hostname# clear configure mac-address-table

6õ4��¥�Ð�å�»

�¥�Ð�å�»  �Ô�î�»

�Ç�“�–�”�˜�›�î�Ý  �Ô�î�» �­�Ÿ�×�Ü�¸�•  �¥�å�¸�Ÿ�«�º

�Ý�î�¸�µ�» 3ñ4# �©�å�¢�Ý

�Ð�Ý�³

�¥�å�¸�Ÿ�«
�º �©�«�¸�Ò

�¢�ß�î�Â�Ý  �¥�å�Ç�•� �×�Þ�î
�©�Ù�å

— • • • —

�Ü�Ü�î�« �š�f
Æ��

7.0(1) �G�b�¥�Ð�å�»�@�_
°�I�€�r�K�S��

�¥�Ð�å�» 1��Â

firewall transparent �Ç�“�–�”�˜�›�î�Ý  �Ô�î�»�†�º�Û�å�«�Ì�”�Þ�å�º�_0¿���K�r�M��

mac-address-table 
aging-time

�²�–�¼�Ñ�µ�¡  MAC �”�»�Þ�«  �š�å�º�Ü�b�±�–�Ò�”�˜�º�†0¿���K�r�M��

mac-address-table 
static

MAC �”�»�Þ�«  �¸�î�È�Ý�_�«�±�¸�•�µ�¡  MAC �”�»�Þ�«  �š�å�º�Ü�†3ã�•�K
�r�M��

mac-learn �–�å�±�î�Ç�™�–�«�b  MAC �”�»�Þ�«  �Û�î�½�å�¢�†�¹�•�­�î�È�Ý�_�K�r�M��

show 
mac-address-table

�²�–�¼�Ñ�µ�¡  �š�å�º�Ü�>�|�g�«�±�¸�•�µ�¡  �š�å�º�Ü�†�µ�t  MAC �”�»�Þ�«  
�¸�î�È�Ý�†/²&g�K�r�M��
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'¨  6 'v       clear configure �¥�Ð�å�»>|  clear configure zonelabs-integrity �¥�Ð�å�»
  clear configure mac-learn
clear configure mac-learn
mac-learn �¥�å�Ç�•� �×�Þ�î�©�Ù�å�†�¡�Ü�”�M�•�_�c�
�¢�ß�î�Â�Ý  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ô�î�»�[  
clear configure mac-learn �¥�Ð�å�»�†�Q#Ý�K�r�M��

clear configure mac-learn

�S�e�b1��Â �G�b�¥�Ð�å�»�_�c�,�X�r�S�c�Ÿ�î�á�î�»�c�6�~�r�O�‡��

�¹�Ç�›�Ý�º �¹�Ç�›�Ý�º�b�·�8�x�Í�c�6�~�r�O�‡��

�¥�Ð�å�»  �Ô�î�» ���b/²�_�
�¥�Ð�å�»�†
°�Š�[�A�•�Ô�î�»�†&g�K�r�M��

�¥�Ð�å�»�š�T

�[ ���_�
 mac-learn �¥�å�Ç�•� �×�Þ�î�©�Ù�å�†�¡�Ü�”�M�•�[�†&g�K�r�M��

hostname# clear configure mac-learn

6õ4��¥�Ð�å�»

�¥�Ð�å�»  �Ô�î�»

�Ç�“�–�”�˜�›�î�Ý  �Ô�î�» �­�Ÿ�×�Ü�¸�•  �¥�å�¸�Ÿ�«�º

�Ý�î�¸�µ�» 3ñ4# �©�å�¢�Ý

�Ð�Ý�³

�¥�å�¸�Ÿ�«
�º �©�«�¸�Ò

�¢�ß�î�Â�Ý  �¥�å�Ç�•� �×�Þ�î
�©�Ù�å

— • • • —

�Ü�Ü�î�« �š�f
Æ��

7.0(1) �G�b�¥�Ð�å�»�@�_
°�I�€�r�K�S��

�¥�Ð�å�» 1��Â

firewall transparent �Ç�“�–�”�˜�›�î�Ý  �Ô�î�»�†�º�Û�å�«�Ì�”�Þ�å�º�_0¿���K�r�M��

mac-address-table static MAC �”�»�Þ�«  �¸�î�È�Ý�_�«�±�¸�•�µ�¡  MAC �”�»�Þ�«  �š�å�º�Ü�†3ã�•
�K�r�M��

mac-learn �–�å�±�î�Ç�™�–�«�b  MAC �”�»�Þ�«  �Û�î�½�å�¢�†�¹�•�­�î�È�Ý�_�K�r
�M��

show mac-address-table �²�–�¼�Ñ�µ�¡  �š�å�º�Ü�>�|�g�«�±�¸�•�µ�¡  �š�å�º�Ü�†�µ�t  MAC �”�»
�Þ�«  �¸�î�È�Ý�†/²&g�K�r�M��
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'¨  6 'v       clear configure �¥�Ð�å�»>|  clear configure zonelabs-integrity �¥�Ð�å�»
  clear configure mac-list
clear configure mac-list
mac-list �¥�Ð�å�»�[�æ���í�s�b  MAC �”�»�Þ�«�b�æ���K�S�Ü�«�º�†�P7V�M�•�_�c�
�¢�ß�î�Â�Ý  �¥�å
�Ç�•� �×�Þ�î�©�Ù�å  �Ô�î�»�[  clear configure mac-list �¥�Ð�å�»�†�Q#Ý�K�r�M��

 clear configure mac-list id

�S�e�b1��Â

�¹�Ç�›�Ý�º �¹�Ç�›�Ý�º�b�·�8�x�Í�c�6�~�r�O�‡��

�¥�Ð�å�»  �Ô�î�» ���b/²�_�
�¥�Ð�å�»�†
°�Š�[�A�•�Ô�î�»�†&g�K�r�M��

�¥�Ð�å�»�š�T

�Q#Ý�V�b�ž�–�»�Û�–�å MAC �”�»�Þ�«�b�Ü�«�º�†�P7V�M�•�_�c�
 clear mac-list �¥�Ð�å�»�†�Q#Ý�K�r�M��

�[ ���_�
 MAC �”�»�Þ�«  �Ü�«�º�†�¡�Ü�”�M�•�[�†&g�K�r�M��

hostname(config)#  clear configure mac-list firstmaclist

6õ4��¥�Ð�å�»

id MAC �”�»�Þ�«  �Ü�«�º�¡��

�¥�Ð�å�»  �Ô�î�»

�Ç�“�–�”�˜�›�î�Ý  �Ô�î�» �­�Ÿ�×�Ü�¸�•  �¥�å�¸�Ÿ�«�º

�Ý�î�¸�µ�» 3ñ4# �©�å�¢�Ý

�Ð�Ý�³

�¥�å�¸�Ÿ�«
�º �©�«�¸�Ò

�¢�ß�î�Â�Ý  �¥�å�Ç�•� �×�Þ�î
�©�Ù�å

• • — — •

�Ü�Ü�î�« �š�f
Æ��

7.0(1) CLI 0d�A�_4:�œ�M�•�|�:�_�G�b�¥�Ð�å�»�@�š�f�I�€�r�K�S��

�¥�Ð�å�» 1��Â

mac-list 
›8Œ�M+´�è(ô�†�Q#Ý�K�Z  MAC �”�»�Þ�«�b�Ü�«�º�†3ã�•�K�r�M��

show running-config 
mac-list

id �Í�[�æ���K�S  MAC �”�»�Þ�«  �Ü�«�º
Æ�b  MAC �”�»�Þ�«�†/²&g�K�r�M��
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'¨  6 'v       clear configure �¥�Ð�å�»>|  clear configure zonelabs-integrity �¥�Ð�å�»
  clear configure management-access
clear configure management-access
�­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�b'ö#.�”�¡�­�«#Ý�b
Æ4Š�–�å�±�î�Ç�™�–�«�b�¥�å�Ç�•� �×�Þ�î�©�Ù�å�†
�P7V�M�•�_�c�
�¢�ß�î�Â�Ý  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ô�î�»�[  clear configure management-access �¥
�Ð�å�»�†�Q#Ý�K�r�M��

clear configure management-access

�S�e�b1��Â �G�b�¥�Ð�å�»�_�c�,�X�r�S�c�Ÿ�î�á�î�»�c�6�~�r�O�‡��

�¹�Ç�›�Ý�º �¹�Ç�›�Ý�º�b�·�8�x�Í�c�6�~�r�O�‡��

�¥�Ð�å�»  �Ô�î�» ���b/²�_�
�¥�Ð�å�»�†
°�Š�[�A�•�Ô�î�»�†&g�K�r�M��

�¥�Ð�å�»�š�T

�Q#Ý�V�b�ž�–�»�Û�–�å management-access �¥�Ð�å�»�†�Q#Ý�M�•�\�
 mgmt_if �[�æ���K�S�Ç�“�–�”�˜�›�î�Ý  �–�å�±�î�Ç�™�–�«
�b  IP �”�»�Þ�«�†�Q#Ý�K�Z�

Æ4Š'ö#.�–�å�±�î�Ç�™�–�«�†��*O�[�A�r�M  >&�–�å�±�î�Ç�™�–�«�¡�c  
nameif �¥�Ð�å�»�[��*O�I�€�
 show interface �¥�Ð�å�»�b���Š�[�,#Ý'¢>& " ">'�_�V�r�€�Z/²&g�I�€�r
�M>'�� clear configure management-access �¥�Ð�å�»�c�
 management-access �¥�Ð�å�»�[�æ���K�S
Æ4Š
'ö#.�–�å�±�î�Ç�™�–�«�b�¥�å�Ç�•� �×�Þ�î�©�Ù�å�†�P7V�K�r�M��

�[ ���_�
�­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�b'ö#.�”�¡�­�«#Ý�b
Æ4Š�–�å�±�î�Ç�™�–�«�b�¥�å�Ç�•� �×�Þ�î
�©�Ù�å�†�P7V�M�•�[�†&g�K�r�M��

hostname(config)# clear configure management-access 

6õ4��¥�Ð�å�»

�¥�Ð�å�»  �Ô�î�»

�Ç�“�–�”�˜�›�î�Ý  �Ô�î�» �­�Ÿ�×�Ü�¸�•  �¥�å�¸�Ÿ�«�º

�Ý�î�¸�µ�» 3ñ4# �©�å�¢�Ý

�Ð�Ý�³

�¥�å�¸�Ÿ�«
�º �©�«�¸�Ò

�¢�ß�î�Â�Ý  �¥�å�Ç�•� �×�Þ�î
�©�Ù�å

• • • • •

�Ü�Ü�î�« �š�f
Æ��

7.0(1) �Ÿ�î�á�î�»  configure �@3ã�•�I�€�r�K�S��

�¥�Ð�å�» 1��Â
management-access 'ö#.�”�¡�­�«#Ý�b
Æ4Š�–�å�±�î�Ç�™�–�«�†0¿���K�r�M��

show running-config 
management-access

'ö#.�”�¡�­�«�b�S�u�_0¿���I�€�S
Æ4Š�–�å�±�î�Ç�™�–�«�b�¡�S�†/²&g�K�r
�M��
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'¨  6 'v       clear configure �¥�Ð�å�»>|  clear configure zonelabs-integrity �¥�Ð�å�»
  clear configure monitor-interface
clear configure monitor-interface
��/œ�¥�å�Ç�•� �×�Þ�î�©�Ù�å�?�}�M�m�Z�b  monitor-interface �¥�Ð�å�»�†�P7V�K�
�¹�Ç�›�Ý�º�b�–�å
�±�î�Ç�™�–�«  �Ê�Ý�«  �Ô�½�±�Ü�å�¢�_�`�M�_�c�
�¢�ß�î�Â�Ý  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ô�î�»�[  clear 
configure monitor-interface �¥�Ð�å�»�†�Q#Ý�K�r�M��

clear configure monitor-interface

�S�e�b1��Â �G�b�¥�Ð�å�»�_�c�,�X�r�S�c�Ÿ�î�á�î�»�c�6�~�r�O�‡��

�¹�Ç�›�Ý�º �¹�Ç�›�Ý�º�b�·�8�x�Í�c�6�~�r�O�‡��

�¥�Ð�å�»  �Ô�î�» ���b/²�_�
�¥�Ð�å�»�†
°�Š�[�A�•�Ô�î�»�†&g�K�r�M��

�¥�Ð�å�»�š�T

�Q#Ý�V�b�ž�–�»�Û�–�å �¹�Ç�›�Ý�º�[�c�
"@#.�–�å�±�î�Ç�™�–�«�@�Ç�™�î�Ý�œ�î�Â�î�b�S�u�_�Ô�½�±�I�€�r�M�� clear 
monitor-interface �¥�Ð�å�»�†�Q#Ý�M�•�\�
��/œ�¥�å�Ç�•� �×�Þ�î�©�Ù�å�?�}  no monitor-interface �¥
�Ð�å�»�@�¡�Ü�”�I�€�
�¹�Ç�›�Ý�º�b�–�å�±�î�Ç�™�–�«  �Ê�Ý�«  �Ô�½�±�Ü�å�¢�_�`�~�r�M����/œ�¥�å�Ç�•
� �×�Þ�î�©�Ù�å
Æ�b  monitor-interface �¥�Ð�å�»�†/²&g�M�•�_�c�
 show running-config all 
monitor-interface �¥�Ð�å�»�†�Q#Ý�K�r�M��

�[ ���_�
��/œ�¥�å�Ç�•� �×�Þ�î�©�Ù�å�?�}  monitor-interface �¥�Ð�å�»�†�¡�Ü�”�M�•�[�†&g�K�r�M��

hostname(config)# clear configure monitor-interface
hostname(config)#

6õ4��¥�Ð�å�»

�¥�Ð�å�»  �Ô�î�»

�Ç�“�–�”�˜�›�î�Ý  �Ô�î�» �­�Ÿ�×�Ü�¸�•  �¥�å�¸�Ÿ�«�º

�Ý�î�¸�µ�» 3ñ4# �©�å�¢�Ý

�Ð�Ý�³

�¥�å�¸�Ÿ�«
�º �©�«�¸�Ò

�¢�ß�î�Â�Ý  �¥�å�Ç�•� �×�Þ�î
�©�Ù�å

• • • • —

�Ü�Ü�î�« �š�f
Æ��

7.0(1) �G�b�¥�Ð�å�»�@�_
°�I�€�r�K�S��

�¥�Ð�å�» 1��Â

monitor-interface �æ���K�S�–�å�±�î�Ç�™�–�«�[�Ç�™�î�Ý�œ�î�Â�î�†% $×�\�M�•�Ê�Ý�«  
�Ô�½�±�Ü�å�¢�†�–�¿�î�È�Ý�_�K�r�M��

show running-config 
monitor-interface

��/œ�¥�å�Ç�•� �×�Þ�î�©�Ù�å
Æ�b  monitor-interface �¥�Ð�å�»�†/²
&g�K�r�M��
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'¨  6 'v       clear configure �¥�Ð�å�»>|  clear configure zonelabs-integrity �¥�Ð�å�»
  clear configure mroute
clear configure mroute
��/œ�¥�å�Ç�•� �×�Þ�î�©�Ù�å�?�}  mroute �¥�Ð�å�»�†�P7V�M�•�_�c�
�¢�ß�î�Â�Ý  �¥�å�Ç�•� �×�Þ�î
�©�Ù�å  �Ô�î�»�[  clear configure mroute �¥�Ð�å�»�†�Q#Ý�K�r�M��

clear configure mroute

�S�e�b1��Â �G�b�¥�Ð�å�»�_�c�,�X�r�S�c�Ÿ�î�á�î�»�c�6�~�r�O�‡��

�¹�Ç�›�Ý�º �¹�Ç�›�Ý�º�b�·�8�x�Í�c�6�~�r�O�‡��

�¥�Ð�å�»  �Ô�î�» ���b/²�_�
�¥�Ð�å�»�†
°�Š�[�A�•�Ô�î�»�†&g�K�r�M��

�¥�Ð�å�»�š�T

�[ ���_�
�¥�å�Ç�•� �×�Þ�î�©�Ù�å�?�}  mroute �¥�Ð�å�»�†�P7V�M�•�[�†&g�K�r�M��

hostname(config)# clear configure mroute
hostname(config)#

6õ4��¥�Ð�å�»

�¥�Ð�å�»  �Ô�î�»

�Ç�“�–�”�˜�›�î�Ý  �Ô�î�» �­�Ÿ�×�Ü�¸�•  �¥�å�¸�Ÿ�«�º

�Ý�î�¸�µ�» 3ñ4# �©�å�¢�Ý

�Ð�Ý�³

�¥�å�¸�Ÿ�«
�º �©�«�¸�Ò

�¢�ß�î�Â�Ý  �¥�å�Ç�•� �×�Þ�î
�©�Ù�å

• — • — —

�Ü�Ü�î�« �š�f
Æ��

7.0(1) �G�b�¥�Ð�å�»�@�_
°�I�€�r�K�S��

�¥�Ð�å�» 1��Â

mroute �«�±�¸�•�µ�¡  �Ð�Ý�³�Ÿ�Õ�«�º  �Ý�î�º�†0¿���K�r�M��

show mroute IPv4 �Ð�Ý�³�Ÿ�Õ�«�º  �Ý�î�¸�•�å�¢  �¸�î�È�Ý�†/²&g�K�r�M��

show running-config mroute ��/œ�¥�å�Ç�•� �×�Þ�î�©�Ù�å
Æ�b  mroute �¥�Ð�å�»�†/²&g�K�r�M��
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'¨  6 'v       clear configure �¥�Ð�å�»>|  clear configure zonelabs-integrity �¥�Ð�å�»
  clear configure mtu
clear configure mtu
�M�m�Z�b�–�å�±�î�Ç�™�–�«�b0¿���í�s�q�±��3æ�"�)�Í�†�¡�Ü�”�M�•�_�c�
�¢�ß�î�Â�Ý  �¥�å�Ç�•� �×
�Þ�î�©�Ù�å  �Ô�î�»�[  clear configure mtu �¥�Ð�å�»�†�Q#Ý�K�r�M��

clear configure mtu

�S�e�b1��Â �G�b�¥�Ð�å�»�_�c�,�X�r�S�c�Ÿ�î�á�î�»�c�6�~�r�O�‡��

�¹�Ç�›�Ý�º clear configure mtu �¥�Ð�å�»�†�Q#Ý�M�•�\�
�M�m�Z�b�–�î�§�¿�µ�º  �–�å�±�î�Ç�™�–�«�b�q�±��3æ�"�)�@
�¹�Ç�›�Ý�º�b  1500 �_0¿���I�€�r�M��

�¥�Ð�å�»  �Ô�î�» ���b/²�_�
�¥�Ð�å�»�†
°�Š�[�A�•�Ô�î�»�†&g�K�r�M��

�¥�Ð�å�»�š�T

�[ ���_�
�M�m�Z�b�–�å�±�î�Ç�™�–�«�b#'�~�b�q�±��3æ�"�)�Í�†�¡�Ü�”�M�•�[�†&g�K�r�M��

hostname(config)# clear configure mtu

6õ4��¥�Ð�å�»

�¥�Ð�å�»  �Ô�î�»

�Ç�“�–�”�˜�›�î�Ý  �Ô�î�» �­�Ÿ�×�Ü�¸�•  �¥�å�¸�Ÿ�«�º

�Ý�î�¸�µ�» 3ñ4# �©�å�¢�Ý

�Ð�Ý�³

�¥�å�¸�Ÿ�«
�º �©�«�¸�Ò

�¢�ß�î�Â�Ý  �¥�å�Ç�•� �×�Þ�î
�©�Ù�å

— • • • —

�Ü�Ü�î�« �š�f
Æ��

�¤�Ñ �G�b�¥�Ð�å�»�c�¤�Ñ�[�M��

�¥�Ð�å�» 1��Â
mtu �–�å�±�î�Ç�™�–�«�b�q�±��3æ�"�)�†�æ���K�r�M��

show running-config 
mtu

#'�~�b�q�±��3æ�"�)�b�È�ß�µ�¡  �§�–�¬�†/²&g�K�r�M��
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'¨  6 'v       clear configure �¥�Ð�å�»>|  clear configure zonelabs-integrity �¥�Ð�å�»
  clear configure multicast-routing
clear configure multicast-routing
��/œ�¥�å�Ç�•� �×�Þ�î�©�Ù�å�?�}  multicast-routing  �¥�Ð�å�»�†�P7V�M�•�_�c�
�¢�ß�î�Â�Ý  �¥�å�Ç�•
� �×�Þ�î�©�Ù�å  �Ô�î�»�[  clear configure multicast-routing �¥�Ð�å�»�†�Q#Ý�K�r�M��

clear configure multicast-routing

�S�e�b1��Â �G�b�¥�Ð�å�»�_�c�,�X�r�S�c�Ÿ�î�á�î�»�c�6�~�r�O�‡��

�¹�Ç�›�Ý�º �¹�Ç�›�Ý�º�b�·�8�x�Í�c�6�~�r�O�‡��

�¥�Ð�å�»  �Ô�î�» ���b/²�_�
�¥�Ð�å�»�†
°�Š�[�A�•�Ô�î�»�†&g�K�r�M��

�¥�Ð�å�»�š�T

�Q#Ý�V�b�ž�–�»�Û�–�å clear configure multicast-routing �¥�Ð�å�»�c�
��/œ�¥�å�Ç�•� �×�Þ�î�©�Ù�å�?�}  multicast-routing �†�P
7V�K�r�M�� no multicast-routing �¥�Ð�å�»�v�
��/œ�¥�å�Ç�•� �×�Þ�î�©�Ù�å�?�}  multicast-routing �¥�Ð
�å�»�†�P7V�K�r�M��

�[ ���_�
��/œ�¥�å�Ç�•� �×�Þ�î�©�Ù�å�?�}  multicast-routing  �¥�Ð�å�»�†�P7V�M�•�[�†&g�K�r�M��

hostname(config)# clear configure multicast-routing

6õ4��¥�Ð�å�»

�¥�Ð�å�»  �Ô�î�»

�Ç�“�–�”�˜�›�î�Ý  �Ô�î�» �­�Ÿ�×�Ü�¸�•  �¥�å�¸�Ÿ�«�º

�Ý�î�¸�µ�» 3ñ4# �©�å�¢�Ý

�Ð�Ý�³

�¥�å�¸�Ÿ�«
�º �©�«�¸�Ò

�¢�ß�î�Â�Ý  �¥�å�Ç�•� �×�Þ�î
�©�Ù�å

• — • — —

�Ü�Ü�î�« �š�f
Æ��

7.0(1) �G�b�¥�Ð�å�»�@�_
°�I�€�r�K�S��

�¥�Ð�å�» 1��Â

multicast-routing �­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�[�Ð�Ý�³�Ÿ�Õ�«�º  �Ý�î�¸�•�å�¢�†�–�¿�î�È
�Ý�_�K�r�M��
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'¨  6 'v       clear configure �¥�Ð�å�»>|  clear configure zonelabs-integrity �¥�Ð�å�»
  clear configure nac-policy
clear configure nac-policy
��/œ�¥�å�Ç�•� �×�Þ�î�©�Ù�å�?�}�
�M�m�Z�b  NAC �Ï�Ü�©�î>&�¢�Ý�î�É  �Ï�Ü�©�î�_�m�~�\�Z�}�€�Z�8�•  
NAC �Ï�Ü�©�î�†7V�C>'�†�P7V�M�•�_�c�
�¢�ß�î�Â�Ý  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ô�î�»�[  clear 
configure nac-policy �¥�Ð�å�»�†�Q#Ý�K�r�M��

clear configure nac-policy

�S�e�b1��Â �G�b�¥�Ð�å�»�_�c�,�X�r�S�c�Ÿ�î�á�î�»�c�6�~�r�O�‡��

�¹�Ç�›�Ý�º �¹�Ç�›�Ý�º�b�·�8�x�Í�c�6�~�r�O�‡��

�¥�Ð�å�»  �Ô�î�» ���b/²�_�
�¥�Ð�å�»�†
°�Š�[�A�•�Ô�î�»�†&g�K�r�M��

�¥�Ð�å�»�š�T

�Q#Ý�V�b�ž�–�»�Û�–�å �G�b�¥�Ð�å�»�c�
�M�m�Z�b  NAC �Ï�Ü�©�î�†�P7V�M�•���œ�_�b�s�Q#Ý�K�r�M���¥�å�Ç�•� �×�Þ�î�©�Ù�å
�?�}  1 �X�b  NAC �Ï�Ü�©�î�†�P7V�M�•�_�c�
 nac-policy �¥�Ð�å�»�b  no �g�'�†�Q#Ý�K�r�M��

�[ ���b�¥�Ð�å�»�c�
�M�m�Z�b  NAC �Ï�Ü�©�î�†�P7V�M�•�‰�2�†&g�K�Z�8�r�M��

hostname(config)#  clear config nac-policy

6õ4��¥�Ð�å�»

�¥�Ð�å�»  �Ô�î�»

�Ç�“�–�”�˜�›�î�Ý  �Ô�î�» �­�Ÿ�×�Ü�¸�•  �¥�å�¸�Ÿ�«�º

�Ý�î�¸�µ�» 3ñ4# �©�å�¢�Ý

�Ð�Ý�³

�¥�å�¸�Ÿ�«
�º �©�«�¸�Ò

�¢�ß�î�Â�Ý  �¥�å�Ç�•� �×�Þ�î
�©�Ù�å

• • — — •

�Ü�Ü�î�« �š�f
Æ��

8.0(2) �G�b�¥�Ð�å�»�@�_
°�I�€�r�K�S��

�¥�Ð�å�» 1��Â
nac-policy Cisco NAC �Ï�Ü�©�î�†�8�B�K�Z�”�¡�­�«�K�
�Q�b�±�–�É�†�æ��

�K�r�M��

show nac-policy �­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�[�b  NAC �Ï�Ü�©�î�Q#Ý"g�#�b)+0£
�_���†/²&g�K�r�M��

show running-config nac-policy �­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�V�b�›  NAC �Ï�Ü�©�î�b�¥�å�Ç�•
� �×�Þ�î�©�Ù�å�†/²&g�K�r�M��

show vpn-session_summary.db IPSec �­�µ�©�Ù�å�
 WebVPN �­�µ�©�Ù�å�
�>�|�g  NAC �­�µ�©�Ù
�å�b�X�†/²&g�K�r�M��

show vpn-session.db NAC �b)��Ý�†�µ�t�
 VPN �­�µ�©�Ù�å�b�_���†/²&g�K�r�M��
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'¨  6 'v       clear configure �¥�Ð�å�»>|  clear configure zonelabs-integrity �¥�Ð�å�»
  clear configure name
clear configure name
�¥�å�Ç�•� �×�Þ�î�©�Ù�å�?�}�¡�S�b�Ü�«�º�†�¡�Ü�”�M�•�_�c�
�¢�ß�î�Â�Ý  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  
�Ô�î�»�[  clear configure name �¥�Ð�å�»�†�Q#Ý�K�r�M��

clear configure name

�S�e�b1��Â �G�b�¥�Ð�å�»�_�c�,�X�r�S�c�Ÿ�î�á�î�»�c�6�~�r�O�‡��

�¹�Ç�›�Ý�º �¹�Ç�›�Ý�º�b�·�8�x�Í�c�6�~�r�O�‡��

�¥�Ð�å�»  �Ô�î�» ���b/²�_�
�¥�Ð�å�»�†
°�Š�[�A�•�Ô�î�»�†&g�K�r�M��

�¥�Ð�å�»�š�T

�Q#Ý�V�b�ž�–�»�Û�–�å �G�b�¥�Ð�å�»�_�c�Q#Ý�V�b�ž�–�»�Û�–�å�@�6�~�r�O�‡��

�[ ���_�
�¡�S�b�Ü�«�º�†�¡�Ü�”�M�•�[�†&g�K�r�M��

hostname(config)# clear configure name

6õ4��¥�Ð�å�»

�¥�Ð�å�»  �Ô�î�»

�Ç�“�–�”�˜�›�î�Ý  �Ô�î�» �­�Ÿ�×�Ü�¸�•  �¥�å�¸�Ÿ�«�º

�Ý�î�¸�µ�» 3ñ4# �©�å�¢�Ý

�Ð�Ý�³

�¥�å�¸�Ÿ�«
�º �©�«�¸�Ò

�¢�ß�î�Â�Ý  �¥�å�Ç�•� �×�Þ�î
�©�Ù�å

• • • • —

�Ü�Ü�î�« �š�f
Æ��

7.0(1) �Ÿ�î�á�î�»  configure �@3ã�•�I�€�r�K�S��

�¥�Ð�å�» 1��Â

name �¡�S�†  IP �”�»�Þ�«�_6õ4��Ü�E�r�M��

show running-config name IP �”�»�Þ�«�_6õ4��Ü�E�}�€�Z�8�•�¡�S�b�Ü�«�º�†/²&g�K�r�M��
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'¨  6 'v       clear configure �¥�Ð�å�»>|  clear configure zonelabs-integrity �¥�Ð�å�»
  clear configure nat
clear configure nat
NAT �¥�å�Ç�•� �×�Þ�î�©�Ù�å�†�P7V�M�•�_�c�
�¢�ß�î�Â�Ý  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ô�î�»�[  clear 
configure nat �¥�Ð�å�»�†�Q#Ý�K�r�M��

clear configure nat

�S�e�b1��Â �G�b�¥�Ð�å�»�_�c�,�X�r�S�c�Ÿ�î�á�î�»�c�6�~�r�O�‡��

�¹�Ç�›�Ý�º �¹�Ç�›�Ý�º�b�·�8�x�Í�c�6�~�r�O�‡��

�¥�Ð�å�»  �Ô�î�» ���b/²�_�
�¥�Ð�å�»�†
°�Š�[�A�•�Ô�î�»�†&g�K�r�M��

�¥�Ð�å�»�š�T

�Q#Ý�V�b�ž�–�»�Û�–�å ���b�G�\�@�
�º�Û�å�«�Ì�”�Þ�å�º  �Ç�“�–�”�˜�›�î�Ý  �Ô�î�»�_4:#Ý�I�€�r�M��

>&�@>' �º�Û�å�«�Ì�”�Þ�å�º  �Ç�“�–�”�˜�›�î�Ý  �Ô�î�»�[�c�
 NAT ID 0 �b�s�@�w� �[�M��

�[ ���_�
 NAT �¥�å�Ç�•� �×�Þ�î�©�Ù�å�†�P7V�M�•�[�†&g�K�r�M��

hostname(config)# clear configure nat

6õ4��¥�Ð�å�»

�¥�Ð�å�»  �Ô�î�»

�Ç�“�–�”�˜�›�î�Ý  �Ô�î�» �­�Ÿ�×�Ü�¸�•  �¥�å�¸�Ÿ�«�º

�Ý�î�¸�µ�» 3ñ4# �©�å�¢�Ý

�Ð�Ý�³

�¥�å�¸�Ÿ�«
�º �©�«�¸�Ò

�¢�ß�î�Â�Ý  �¥�å�Ç�•� �×�Þ�î
�©�Ù�å

• — • • —

�Ü�Ü�î�« �š�f
Æ��

7.0(1) �Ÿ�î�á�î�»  configure �@3ã�•�I�€�r�K�S��

�¥�Ð�å�» 1��Â

nat �¿�µ�º�á�î�¡�†�¢�ß�î�Â�Ý  IP �”�»�Þ�«  �É�î�Ý�_6õ4��Ü�E�r�M��

show running-config 
nat

�¿�µ�º�á�î�¡�_6õ4��Ü�E�}�€�Z�8�•�¢�ß�î�Â�Ý  IP �”�»�Þ�«�b�É�î�Ý�†/²
&g�K�r�M��
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'¨  6 'v       clear configure �¥�Ð�å�»>|  clear configure zonelabs-integrity �¥�Ð�å�»
  clear configure nat-control
clear configure nat-control
NAT �¥�å�Ç�•� �×�Þ�î�©�Ù�å�b0[�ó�†�¹�•�­�î�È�Ý�_�M�•�_�c�
�¢�ß�î�Â�Ý  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  
�Ô�î�»�[  clear configure nat-control �¥�Ð�å�»�†�Q#Ý�K�r�M��

clear configure nat-control

�S�e�b1��Â �G�b�¥�Ð�å�»�_�c�,�X�r�S�c�Ÿ�î�á�î�»�c�6�~�r�O�‡��

�¹�Ç�›�Ý�º �¹�Ç�›�Ý�º�b�·�8�x�Í�c�6�~�r�O�‡��

�¥�Ð�å�»  �Ô�î�» ���b/²�_�
�¥�Ð�å�»�†
°�Š�[�A�•�Ô�î�»�†&g�K�r�M��

�¥�Ð�å�»�š�T

�[ ���_�
 NAT �¥�å�Ç�•� �×�Þ�î�©�Ù�å�b0[�ó�†�¹�•�­�î�È�Ý�_�M�•�[�†&g�K�r�M��

hostname(config)# clear configure nat-control

6õ4��¥�Ð�å�»

�¥�Ð�å�»  �Ô�î�»

�Ç�“�–�”�˜�›�î�Ý  �Ô�î�» �­�Ÿ�×�Ü�¸�•  �¥�å�¸�Ÿ�«�º

�Ý�î�¸�µ�» 3ñ4# �©�å�¢�Ý

�Ð�Ý�³

�¥�å�¸�Ÿ�«
�º �©�«�¸�Ò

�¢�ß�î�Â�Ý  �¥�å�Ç�•� �×�Þ�î
�©�Ù�å

• — • • —

�Ü�Ü�î�« �š�f
Æ��

7.0(1) �G�b�¥�Ð�å�»�@�_
°�I�€�r�K�S��

�¥�Ð�å�» 1��Â

nat �Ú�b�–�å�±�î�Ç�™�–�«�b�¢�ß�î�Â�Ý  �”�»�Þ�«�_�š�n�I�€�•�
 1 �X�b�–�å
�±�î�Ç�™�–�«�V�b�”�»�Þ�«�†��*O�K�r�M��

nat-control NAT �¥�å�º�ß�î�Ý�†4:#Ý�K�r�M�� NAT �¥�å�º�ß�î�Ý�†�¹�•�­�î�È�Ý�_�M�•
�\�
 NAT �Ý�î�Ý�†0¿���M�•�G�\�^�C�

Æ4Š�Í�«�º�@�¥4Š�¿�µ�º�á�î�¡�\3û
�™�[�A�r�M��

show running-config 
nat-control

NAT �¥�å�Ç�•� �×�Þ�î�©�Ù�å�b0[�ó�†/²&g�K�r�M��
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'¨  6 'v       clear configure �¥�Ð�å�»>|  clear configure zonelabs-integrity �¥�Ð�å�»
  clear configure ntp
clear configure ntp
NTP �¥�å�Ç�•� �×�Þ�î�©�Ù�å�†�¡�Ü�”�M�•�_�c�
�¢�ß�î�Â�Ý  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ô�î�»�[  clear 
configure ntp �¥�Ð�å�»�†�Q#Ý�K�r�M��

clear configure ntp

�S�e�b1��Â �G�b�¥�Ð�å�»�_�c�,�X�r�S�c�Ÿ�î�á�î�»�c�6�~�r�O�‡��

�¹�Ç�›�Ý�º �¹�Ç�›�Ý�º�b�·�8�x�Í�c�6�~�r�O�‡��

�¥�Ð�å�»  �Ô�î�» ���b/²�_�
�¥�Ð�å�»�†
°�Š�[�A�•�Ô�î�»�†&g�K�r�M��

�¥�Ð�å�»�š�T

�[ ���_�
�M�m�Z�b  ntp �¥�Ð�å�»�†�¡�Ü�”�M�•�[�†&g�K�r�M��

hostname# clear configure ntp

6õ4��¥�Ð�å�»

�¥�Ð�å�»  �Ô�î�»

�Ç�“�–�”�˜�›�î�Ý  �Ô�î�» �­�Ÿ�×�Ü�¸�•  �¥�å�¸�Ÿ�«�º

�Ý�î�¸�µ�» 3ñ4# �©�å�¢�Ý

�Ð�Ý�³

�¥�å�¸�Ÿ�«
�º �©�«�¸�Ò

�¢�ß�î�Â�Ý  �¥�å�Ç�•� �×�Þ�î
�©�Ù�å

• • • — •

�Ü�Ü�î�« �š�f
Æ��

7.0(1) �G�b�¥�Ð�å�»�c�
 clear ntp �?�}�š�f�I�€�r�K�S��

�¥�Ð�å�» 1��Â

ntp authenticate NTP 1�0É�†�–�¿�î�È�Ý�_�K�r�M��

ntp authentication-key NTP 1�0É�Ÿ�î�†0¿���K�r�M��

ntp server �­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�b�ì6ë�†0¿���M�•  NTP �§�î�Â�†�æ���K
�r�M��

ntp trusted-key NTP �b�™8—�[�A�•�Ÿ�î�†�æ���K�r�M��

show running-config ntp NTP �¥�å�Ç�•� �×�Þ�î�©�Ù�å�†/²&g�K�r�M��
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'¨  6 'v       clear configure �¥�Ð�å�»>|  clear configure zonelabs-integrity �¥�Ð�å�»
  clear configure object-group
clear configure object-group
�¥�å�Ç�•� �×�Þ�î�©�Ù�å�?�}�M�m�Z�b  object group �¥�Ð�å�»�†�P7V�M�•�_�c�
�¢�ß�î�Â�Ý  �¥�å�Ç�•
� �×�Þ�î�©�Ù�å  �Ô�î�»�[  clear configure object-group �¥�Ð�å�»�†�Q#Ý�K�r�M��

clear configure object-group [protocol | service | icmp-type | network] 

�S�e�b1��Â

�¹�Ç�›�Ý�º �¹�Ç�›�Ý�º�b�·�8�x�Í�c�6�~�r�O�‡��

�¥�Ð�å�»  �Ô�î�» ���b/²�_�
�¥�Ð�å�»�†
°�Š�[�A�•�Ô�î�»�†&g�K�r�M��

�¥�Ð�å�»�š�T

�[ ���_�
�¥�å�Ç�•� �×�Þ�î�©�Ù�å�?�}�M�m�Z�b  object-group �¥�Ð�å�»�†�P7V�M�•�[�†&g�K�r�M��

hostname(config)# clear configure object-group

6õ4��¥�Ð�å�»

icmp-type >&�õ�–>'�M�m�Z�b  ICMP �¢�Ý�î�É�†�¡�Ü�”�K�r�M��

network >&�õ�–>'�M�m�Z�b�¿�µ�º�á�î�¡  �¢�Ý�î�É�†�¡�Ü�”�K�r�M��

protocol >&�õ�–>'�M�m�Z�b�É�ß�º�¥�Ý  �¢�Ý�î�É�†�¡�Ü�”�K�r�M��

service >&�õ�–>'�M�m�Z�b�§�î�Å�«  �¢�Ý�î�É�†�¡�Ü�”�K�r�M��

�¥�Ð�å�»  �Ô�î�»

�Ç�“�–�”�˜�›�î�Ý  �Ô�î�» �­�Ÿ�×�Ü�¸�•  �¥�å�¸�Ÿ�«�º

�Ý�î�¸�µ�» 3ñ4# �©�å�¢�Ý

�Ð�Ý�³

�¥�å�¸�Ÿ�«
�º �©�«�¸�Ò

�¢�ß�î�Â�Ý  �¥�å�Ç�•� �×�Þ�î
�©�Ù�å

• • • • —

�Ü�Ü�î�« �š�f
Æ��

�¤�Ñ �G�b�¥�Ð�å�»�c�¤�Ñ�[�M��

�¥�Ð�å�» 1��Â

group-object �¿�µ�º�á�î�¡  �œ�È�ª�™�¡�º  �¢�Ý�î�É�†3ã�•�K�r�M��

network-object �¿�µ�º�á�î�¡  �œ�È�ª�™�¡�º  �¢�Ý�î�É�_�¿�µ�º�á�î�¡  �œ�È
�ª�™�¡�º�†3ã�•�K�r�M��

object-group �¥�å�Ç�•� �×�Þ�î�©�Ù�å�†�q4:�ì�M�•�S�u�b�œ�È�ª�™�¡�º  �¢
�Ý�î�É�†��*O�K�r�M��

port-object �§�î�Å�«  �œ�È�ª�™�¡�º  �¢�Ý�î�É�_�Ï�î�º  �œ�È�ª�™�¡�º�†3ã
�•�K�r�M��

show running-config object-group #'�~�b�œ�È�ª�™�¡�º  �¢�Ý�î�É�†/²&g�K�r�M��
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'¨  6 'v       clear configure �¥�Ð�å�»>|  clear configure zonelabs-integrity �¥�Ð�å�»
  clear configure passwd
clear configure passwd
�ß�¢�–�å  �Ã�«�á�î�»  �¥�å�Ç�•� �×�Þ�î�©�Ù�å�†�¡�Ü�”�K�
�¹�Ç�›�Ý�º0¿���b�� cisco���_�`�M�_�c�
�¢
�ß�î�Â�Ý  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ô�î�»�[  clear configure passwd �¥�Ð�å�»�†�Q#Ý�K�r�M��

clear configure { passwd | password}

�S�e�b1��Â

�¹�Ç�›�Ý�º �¹�Ç�›�Ý�º�b�·�8�x�Í�c�6�~�r�O�‡��

�¥�Ð�å�»  �Ô�î�» ���b/²�_�
�¥�Ð�å�»�†
°�Š�[�A�•�Ô�î�»�†&g�K�r�M��

�¥�Ð�å�»�š�T

�[ ���_�
�ß�¢�–�å  �Ã�«�á�î�»�†�¡�Ü�”�K�
�¹�Ç�›�Ý�º�b�� cisco���_�`�M�[�†&g�K�r�M��

hostname(config)# clear configure passwd

6õ4��¥�Ð�å�»

passwd | password �]�U�}�b�¥�Ð�å�»�[�v
°�Š�[�A�r�M���G�€�}�c�«�8�_�š�–�Ü�”�«6õ�€�_�6
�~�r�M��

�¥�Ð�å�»  �Ô�î�»

�Ç�“�–�”�˜�›�î�Ý  �Ô�î�» �­�Ÿ�×�Ü�¸�•  �¥�å�¸�Ÿ�«�º

�Ý�î�¸�µ�» 3ñ4# �©�å�¢�Ý

�Ð�Ý�³

�¥�å�¸�Ÿ�«
�º �©�«�¸�Ò

�¢�ß�î�Â�Ý  �¥�å�Ç�•� �×�Þ�î
�©�Ù�å

• • • • •

�Ü�Ü�î�« �š�f
Æ��

7.0(1) �G�b�¥�Ð�å�»�c�
 clear passwd �?�}�š�f�I�€�r�K�S��

�¥�Ð�å�» 1��Â

enable "I�’  EXEC �Ô�î�»�†6ä���K�r�M��

enable password �–�¿�î�È�Ý  �Ã�«�á�î�»�†0¿���K�r�M��

passwd �ß�¢�–�å  �Ã�«�á�î�»�†0¿���K�r�M��

show curpriv #'�~�ß�¢�–�å�K�Z�8�•�Ø�î�¨�¡�\�Ø�î�¨�b"I�’�Þ�Ë�Ý�†/²&g�K�r�M��

show running-config 
passwd

�/�•�ì�I�€�S�g�'�[�ß�¢�–�å  �Ã�«�á�î�»�†/²&g�K�r�M��
6-88
Cisco Security Appliance �¥�Ð�å�»  �Ü�Ç�“�Þ�å�«

OL-12173-02-J



'¨  6 'v       clear configure �¥�Ð�å�»>|  clear configure zonelabs-integrity �¥�Ð�å�»
  clear configure phone-proxy
clear configure phone-proxy
7Á0ð�É�ß�Ÿ�© �¥�å�Ç�•� �×�Þ�î�©�Ù�å�†�¡�Ü�”�M�•�_�c�
�¢�ß�î�Â�Ý  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ô�î�»
�[  clear configure phone-proxy �¥�Ð�å�»�†�Q#Ý�K�r�M��

clear configure phone-proxy [phone_proxy_name]

�S�e�b1��Â

�¥�Ð�å�»  �¹�Ç�›�Ý�º �¹�Ç�›�Ý�º�b�·�8�x�Í�c�6�~�r�O�‡��

�¥�Ð�å�»  �Ô�î�» ���b/²�_�
�¥�Ð�å�»�†
°�Š�[�A�•�Ô�î�»�†&g�K�r�M��

�¥�Ð�å�»�š�T

�[ ���_�
 clear configure phone-proxy �¥�Ð�å�»�†�Q#Ý�K�Z�
7Á0ð�É�ß�Ÿ�©  �¥�å�Ç�•� �×�Þ�î�©�Ù�å�†�¡
�Ü�”�M�•�[�†&g�K�r�M��

hostname# clear configure phone-proxy asa_phone_proxy

6õ4��¥�Ð�å�»

phone_proxy_name Phone Proxy �–�å�«�±�å�«�b�¡�S�†�æ���K�r�M��

�¥�Ð�å�»  �Ô�î�»

�Ç�“�–�”�˜�›�î�Ý  �Ô�î�» �­�Ÿ�×�Ü�¸�•  �¥�å�¸�Ÿ�«�º

�Ý�î�¸�µ�» 3ñ4# �©�å�¢�Ý

�Ð�Ý�³

�¥�å�¸�Ÿ�«
�º �©�«�¸�Ò

�¢�ß�î�Â�Ý  �¥�å�Ç�•� �×�Þ�î
�©�Ù�å

• — • — —

�Ü�Ü�î�« �š�f
Æ��

8.0(4) �G�b�¥�Ð�å�»�@3ã�•�I�€�r�K�S��

�¥�Ð�å�» 1��Â

phone-proxy Phone Proxy �–�å�«�±�å�«�†0¿���K�r�M��
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'¨  6 'v       clear configure �¥�Ð�å�»>|  clear configure zonelabs-integrity �¥�Ð�å�»
  clear configure pim
clear configure pim
��/œ�¥�å�Ç�•� �×�Þ�î�©�Ù�å�?�}�M�m�Z�b�¢�ß�î�Â�Ý  pim �¥�Ð�å�»�†�¡�Ü�”�M�•�_�c�
�¢�ß�î�Â�Ý  �¥
�å�Ç�•� �×�Þ�î�©�Ù�å  �Ô�î�»�[  clear configure pim �¥�Ð�å�»�†�Q#Ý�K�r�M��

clear configure pim

�S�e�b1��Â �G�b�¥�Ð�å�»�_�c�
�Ÿ�î�á�î�»�x�,�X�c�6�~�r�O�‡��

�¹�Ç�›�Ý�º �¹�Ç�›�Ý�º�b�·�8�x�Í�c�6�~�r�O�‡��

�¥�Ð�å�»  �Ô�î�» ���b/²�_�
�¥�Ð�å�»�†
°�Š�[�A�•�Ô�î�»�†&g�K�r�M��

�¥�Ð�å�»�š�T

�Q#Ý�V�b�ž�–�»�Û�–�å clear configure pim �¥�Ð�å�»�c�
��/œ�¥�å�Ç�•� �×�Þ�î�©�Ù�å�?�}�M�m�Z�b  pim �¥�Ð�å�»�†�¡�Ü�”�K
�r�M�� PIM �º�Û�Ç�•�µ�¡  �•�˜�å�±�>�|�g�º�Ï�ß�ª�_���†�¡�Ü�”�M�•�_�c�
 clear pim counters �¥�Ð�å
�»�>�|�g  clear pim topology �¥�Ð�å�»�†�Q#Ý�K�r�M��

clear configure pim �¥�Ð�å�»�c�¢�ß�î�Â�Ý  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ô�î�»�[
°�Š�I�€�S  pim �¥�Ð�å�»
�T�E�†�¡�Ü�”�K�r�M���–�å�±�î�Ç�™�–�«�[�w�b  pim �c�¡�Ü�”�K�r�O�‡��

�[ ���_�
��/œ�¥�å�Ç�•� �×�Þ�î�©�Ù�å�?�}�M�m�Z�b  pim �¥�Ð�å�»�†�¡�Ü�”�M�•�[�†&g�K�r�M��

hostname(config)# clear configure pim

6õ4��¥�Ð�å�»

�¥�Ð�å�»  �Ô�î�»

�Ç�“�–�”�˜�›�î�Ý  �Ô�î�» �­�Ÿ�×�Ü�¸�•  �¥�å�¸�Ÿ�«�º

�Ý�î�¸�µ�» 3ñ4# �©�å�¢�Ý

�Ð�Ý�³

�¥�å�¸�Ÿ�«
�º �©�«�¸�Ò

�¢�ß�î�Â�Ý  �¥�å�Ç�•� �×�Þ�î
�©�Ù�å

• — • — —

�Ü�Ü�î�« �š�f
Æ��

7.0(1) �G�b�¥�Ð�å�»�@�_
°�I�€�r�K�S��

�¥�Ð�å�» 1��Â

clear pim topology PIM �º�Ï�ß�ª  �¸�î�È�Ý�†�¡�Ü�”�K�r�M��

clear pim counters PIM �º�Û�Ç�•�µ�¡  �•�˜�å�±�†�¡�Ü�”�K�r�M��

show running-config pim ��/œ�¥�å�Ç�•� �×�Þ�î�©�Ù�å
Æ�b  pim �¥�Ð�å�»�†/²&g�K�r�M��
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'¨  6 'v       clear configure �¥�Ð�å�»>|  clear configure zonelabs-integrity �¥�Ð�å�»
  clear configure policy-map
clear configure policy-map
�M�m�Z�b policy-map �¥�Ð�å�»�†�P7V�M�•�_�c�
�¢�ß�î�Â�Ý  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ô�î�»�[  clear 
configure policy-map �¥�Ð�å�»�†�Q#Ý�K�r�M��

clear configure policy-map [type inspect [protocol]}

�S�e�b1��Â

�¹�Ç�›�Ý�º �¹�Ç�›�Ý�º�b�·�8�x�Í�c�6�~�r�O�‡��

�¥�Ð�å�»  �Ô�î�» ���b/²�_�
�¥�Ð�å�»�†
°�Š�[�A�•�Ô�î�»�†&g�K�r�M��

�¥�Ð�å�»�š�T

type inspect >&�õ�–>'�–�å�«�Ì�¡�©�Ù�å  �Ï�Ü�©�î  �Ð�µ�É�†�¡�Ü�”�K�r�M��

protocol >&�õ�–>'�¡�Ü�”�M�•�–�å�«�Ì�¡�©�Ù�å  �Ï�Ü�©�î  �Ð�µ�É�b�±�–�É�†�æ���K�r�M���<
#Ý�•+��^�±�–�É�c���b�\�>�~�[�M��

• dcerpc

• dns

• esmtp

• ftp

• gtp

• h323

• http

• im 

• mgcp

• netbios

• p2p

• radius-accounting

• sip

• skinny

• snmp

�¥�Ð�å�»  �Ô�î�»

�Ç�“�–�”�˜�›�î�Ý  �Ô�î�» �­�Ÿ�×�Ü�¸�•  �¥�å�¸�Ÿ�«�º

�Ý�î�¸�µ�» 3ñ4# �©�å�¢�Ý

�Ð�Ý�³

�¥�å�¸�Ÿ�«
�º �©�«�¸�Ò

�¢�ß�î�Â�Ý  �¥�å�Ç�•� �×�Þ�î
�©�Ù�å

• • • • —

�Ü�Ü�î�« �š�f
Æ��
7.0(1) �G�b�¥�Ð�å�»�@�_
°�I�€�r�K�S��
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'¨  6 'v       clear configure �¥�Ð�å�»>|  clear configure zonelabs-integrity �¥�Ð�å�»
  clear configure policy-map
�Q#Ý�V�b�ž�–�»�Û�–�å "I���b�¡�S�b�Ï�Ü�©�î  �Ð�µ�É�†�¡�Ü�”�M�•�_�c�
 policy-map �¥�Ð�å�»�b  no �g�'�†�Q#Ý�K�r�M��

�[ ���_�
 clear configure policy-map �¥�Ð�å�»�b�[�†&g�K�r�M��

hostname(config)# clear configure policy-map

6õ4��¥�Ð�å�» �¥�Ð�å�» 1��Â

policy-map �Ï�Ü�©�î�†0¿���K�r�M���G�€�c�
 1 �X�b�º�Û�Ç�•�µ�¡  �¡�Û�«�\  1 �X�è�V�b�”
�¡�©�Ù�å�b�”�¯�©�š�î�©�Ù�å�[�M��

show running-config 
policy-map

�Ï�Ü�©�î  �¥�å�Ç�•� �×�Þ�î�©�Ù�å
²�/�†/²&g�K�r�M��
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'¨  6 'v       clear configure �¥�Ð�å�»>|  clear configure zonelabs-integrity �¥�Ð�å�»
  clear configure pop3s
clear configure pop3s
�¥�å�Ç�•� �×�Þ�î�©�Ù�å�?�}�M�m�Z�b  POP3S �¥�Ð�å�»�†�P7V�K�Z�
�¹�Ç�›�Ý�º�Í�_�`�M�_�c�
�¢�ß�î
�Â�Ý  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ô�î�»�[  clear configure pop3s �¥�Ð�å�»�†�Q#Ý�K�r�M��

clear configure pop3s

�S�e�b1��Â �G�b�¥�Ð�å�»�_�c�,�X�r�S�c�Ÿ�î�á�î�»�c�6�~�r�O�‡��

�¹�Ç�›�Ý�º �¹�Ç�›�Ý�º�b�·�8�x�Í�c�6�~�r�O�‡��

�¥�Ð�å�»  �Ô�î�» ���b/²�_�
�¥�Ð�å�»�†
°�Š�[�A�•�Ô�î�»�†&g�K�r�M��

�¥�Ð�å�»�š�T

�[ ���_�
 POP3S �¥�å�Ç�•� �×�Þ�î�©�Ù�å�†�P7V�M�•�[�†&g�K�r�M��

hostname(config)#  clear configure pop3s
hostname(config)# 

6õ4��¥�Ð�å�»

�¥�Ð�å�»  �Ô�î�»

�Ç�“�–�”�˜�›�î�Ý  �Ô�î�» �­�Ÿ�×�Ü�¸�•  �¥�å�¸�Ÿ�«�º

�Ý�î�¸�µ�» 3ñ4# �©�å�¢�Ý

�Ð�Ý�³

�¥�å�¸�Ÿ�«
�º �©�«�¸�Ò

�¢�ß�î�Â�Ý  �¥�å�Ç�•� �×�Þ�î
�©�Ù�å

• — • — —

�Ü�Ü�î�« �š�f
Æ��

7.0(1) �G�b�¥�Ð�å�»�@�_
°�I�€�r�K�S��

�¥�Ð�å�» 1��Â

show running-configuration pop3s POP3S �b��/œ�¥�å�Ç�•� �×�Þ�î�©�Ù�å�†/²&g�K�r�M��

pop3s POP3S 7Á�Ê�Ó�î�Ý  �É�ß�Ÿ�©  �¥�å�Ç�•� �×�Þ�î�©�Ù�å�†�8�B
�r�S�c)…7Ÿ�K�r�M��
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'¨  6 'v       clear configure �¥�Ð�å�»>|  clear configure zonelabs-integrity �¥�Ð�å�»
  clear configure prefix-list
clear configure prefix-list
��/œ�¥�å�Ç�•� �×�Þ�î�©�Ù�å�?�}  prefix-list  �¥�Ð�å�»�†�P7V�M�•�_�c�
�¢�ß�î�Â�Ý  �¥�å�Ç�•� �×�Þ�î
�©�Ù�å  �Ô�î�»�[  clear configure prefix-list �¥�Ð�å�»�†�Q#Ý�K�r�M��

clear configure prefix-list [prefix_list_name] 

�S�e�b1��Â

�¹�Ç�›�Ý�º �¹�Ç�›�Ý�º�b�·�8�x�Í�c�6�~�r�O�‡��

�¥�Ð�å�»  �Ô�î�» ���b/²�_�
�¥�Ð�å�»�†
°�Š�[�A�•�Ô�î�»�†&g�K�r�M��

�¥�Ð�å�»�š�T

�Q#Ý�V�b�ž�–�»�Û�–�å clear configure prefix-list �¥�Ð�å�»�c�
��/œ�¥�å�Ç�•� �×�Þ�î�©�Ù�å�?�}  prefix-list  �¥�Ð�å�»�\  
prefix-list description �¥�Ð�å�»�†�P7V�K�r�M���É�Þ�Ç�•�µ�¡�«  �Ü�«�º�¡�†�æ���K�S���œ�c�
��/œ�¥�å
�Ç�•� �×�Þ�î�©�Ù�å�?�}�Q�b�É�Þ�Ç�•�µ�¡�«  �Ü�«�º�b  prefix-list  �¥�Ð�å�»�\  prefix-list description �¥
�Ð�å�»>&�Ñ�~�M�•���œ>'�T�E�@�P7V�I�€�r�M��

�G�b�¥�Ð�å�»�c�
��/œ�¥�å�Ç�•� �×�Þ�î�©�Ù�å�?�}  no prefix-list sequence �¥�Ð�å�»�†�P7V�K�r�O�‡��

�[ ���_�
��/œ�¥�å�Ç�•� �×�Þ�î�©�Ù�å�?�}�
 MyPrefixList �\�8�:�¡�S�b�É�Þ�Ç�•�µ�¡�«  �Ü�«�º�b�
�M�m
�Z�b  prefix-list  �¥�Ð�å�»�†�P7V�M�•�[�†&g�K�r�M��

hostname# clear configure prefix-list MyPrefixList

6õ4��¥�Ð�å�»

prefix_list_name >&�õ�–>'�É�Þ�Ç�•�µ�¡�«  �Ü�«�º�b�¡�S���É�Þ�Ç�•�µ�¡�«  �Ü�«�º�¡�†�æ���K
�S���œ�c�
�Q�b�É�Þ�Ç�•�µ�¡�«  �Ü�«�º�b�¥�Ð�å�»�T�E�@�¥�å�Ç�•� �×�Þ�î
�©�Ù�å�?�}�P7V�I�€�r�M��

�¥�Ð�å�»  �Ô�î�»

�Ç�“�–�”�˜�›�î�Ý  �Ô�î�» �­�Ÿ�×�Ü�¸�•  �¥�å�¸�Ÿ�«�º

�Ý�î�¸�µ�» 3ñ4# �©�å�¢�Ý

�Ð�Ý�³

�¥�å�¸�Ÿ�«
�º �©�«�¸�Ò

�¢�ß�î�Â�Ý  �¥�å�Ç�•� �×�Þ�î
�©�Ù�å

• — • — —

�Ü�Ü�î�« �š�f
Æ��

7.0(1) �G�b�¥�Ð�å�»�c�
 clear prefix-list �?�}  clear configure prefix-list �_�š�f
�I�€�r�K�S��

�¥�Ð�å�» 1��Â

show running-config prefix-list ��/œ�¥�å�Ç�•� �×�Þ�î�©�Ù�å
Æ�b  prefix-list  �¥�Ð�å�»�†/²&g�K�r
�M��
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'¨  6 'v       clear configure �¥�Ð�å�»>|  clear configure zonelabs-integrity �¥�Ð�å�»
  clear configure priority-queue
clear configure priority-queue
�¥�å�Ç�•� �×�Þ�î�©�Ù�å�?�}�É�Û�–�œ�Ü�¸�•  �Ÿ�×�î�b�æ���†�P7V�M�•�_�c�
�¢�ß�î�Â�Ý  �¥�å�Ç�•� �×
�Þ�î�©�Ù�å  �Ô�î�»�[  clear configure priority-queue �¥�Ð�å�»�†�Q#Ý�K�r�M��

clear configure priority queue interface-name

�S�e�b1��Â

�G�b�¥�Ð�å�»�_�c�,�X�r�S�c�Ÿ�î�á�î�»�c�6�~�r�O�‡��

�¹�Ç�›�Ý�º �¹�Ç�›�Ý�º�b�·�8�x�Í�c�6�~�r�O�‡��

�¥�Ð�å�»  �Ô�î�» ���b/²�_�
�¥�Ð�å�»�†
°�Š�[�A�•�Ô�î�»�†&g�K�r�M��

�¥�Ð�å�»�š�T

�[ ���_�
 clear configure priority-queue �¥�Ð�å�»�†�Q#Ý�K�Z�
 test �\�8�:�¡�S�b�–�å�±�î�Ç�™�–�«�b�É
�Û�–�œ�Ü�¸�•  �Ÿ�×�î  �¥�å�Ç�•� �×�Þ�î�©�Ù�å�†�P7V�M�•�[�†&g�K�r�M��

hostname(config)# clear configure priority-queue test

6õ4��¥�Ð�å�»

interface-name �É�Û�–�œ�Ü�¸�•  �Ÿ�×�î�b0ò(ý�†/²&g�M�•�–�å�±�î�Ç�™�–�«�b�¡�S�†�æ���K�r
�M��

�¥�Ð�å�»  �Ô�î�»

�Ç�“�–�”�˜�›�î�Ý  �Ô�î�» �­�Ÿ�×�Ü�¸�•  �¥�å�¸�Ÿ�«�º

�Ý�î�¸�µ�» 3ñ4# �©�å�¢�Ý

�Ð�Ý�³

�¥�å�¸�Ÿ�«
�º �©�«�¸�Ò

�¢�ß�î�Â�Ý  �¥�å�Ç�•� �×�Þ�î
�©�Ù�å

• • • • —

�Ü�Ü�î�« �š�f
Æ��

7.0(1) �G�b�¥�Ð�å�»�@�_
°�I�€�r�K�S��

�¥�Ð�å�» 1��Â

priority-queue �–�å�±�î�Ç�™�–�«�_�É�Û�–�œ�Ü�¸�•  �Ÿ�×�î�–�å�¢�†0¿���K�r�M��

show running-config 
priority-queue

�æ���K�S�–�å�±�î�Ç�™�–�«�b#'�~�b�É�Û�–�œ�Ü�¸�•  �Ÿ�×�î  �¥�å�Ç�•� �×
�Þ�î�©�Ù�å�†/²&g�K�r�M��
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'¨  6 'v       clear configure �¥�Ð�å�»>|  clear configure zonelabs-integrity �¥�Ð�å�»
  clear configure privilege
clear configure privilege
�¥�Ð�å�»�b0¿���í�s"I�’�Þ�Ë�Ý�†�P7V�M�•�_�c�
�¢�ß�î�Â�Ý  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ô�î�»�[  clear 
configure privilege �¥�Ð�å�»�†�Q#Ý�K�r�M��

clear configure privilege

�S�e�b1��Â �G�b�¥�Ð�å�»�_�c�,�X�r�S�c�Ÿ�î�á�î�»�c�6�~�r�O�‡��

�¹�Ç�›�Ý�º �¹�Ç�›�Ý�º�b�·�8�x�Í�c�6�~�r�O�‡��

�¥�Ð�å�»  �Ô�î�» ���b/²�_�
�¥�Ð�å�»�†
°�Š�[�A�•�Ô�î�»�†&g�K�r�M��

�¥�Ð�å�»�š�T

�Q#Ý�V�b�ž�–�»�Û�–�å �v�~�˜�K�ï�8�c�6�~�r�O�‡��

�[ ���_�
�¥�Ð�å�»�b0¿���í�s"I�’�Þ�Ë�Ý�†�Ü�­�µ�º�M�•�[�†&g�K�r�M��

hostname(config)# clear configure privilege

6õ4��¥�Ð�å�»

�¥�Ð�å�»  �Ô�î�»

�Ç�“�–�”�˜�›�î�Ý  �Ô�î�» �­�Ÿ�×�Ü�¸�•  �¥�å�¸�Ÿ�«�º

�Ý�î�¸�µ�» 3ñ4# �©�å�¢�Ý

�Ð�Ý�³

�¥�å�¸�Ÿ�«
�º �©�«�¸�Ò

�¢�ß�î�Â�Ý  �¥�å�Ç�•� �×�Þ�î
�©�Ù�å

• • • • —

�Ü�Ü�î�« �š�f
Æ��

7.0(1) �G�b�¥�Ð�å�»�c  CLI �ž�–�»�Û�–�å�_�"�:�|�:�_�š�f�I�€�r�K�S��

�¥�Ð�å�» 1��Â

privilege �¥�Ð�å�»"I�’�Þ�Ë�Ý�†0¿���K�r�M��

show curpriv #'�~�b"I�’�Þ�Ë�Ý�†/²&g�K�r�M��

show running-config privilege �¥�Ð�å�»�b"I�’�Þ�Ë�Ý�†/²&g�K�r�M��
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'¨  6 'v       clear configure �¥�Ð�å�»>|  clear configure zonelabs-integrity �¥�Ð�å�»
  clear configure regex
clear configure regex
�M�m�Z�b�G0d/²#'�†�P7V�M�•�_�c�
�¢�ß�î�Â�Ý  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ô�î�»�[  clear configure 
regex �¥�Ð�å�»�†�Q#Ý�K�r�M��

clear configure regex

�S�e�b1��Â �G�b�¥�Ð�å�»�_�c�,�X�r�S�c�Ÿ�î�á�î�»�c�6�~�r�O�‡��

�¹�Ç�›�Ý�º �¹�Ç�›�Ý�º�b�·�8�x�Í�c�6�~�r�O�‡��

�¥�Ð�å�»  �Ô�î�» ���b/²�_�
�¥�Ð�å�»�†
°�Š�[�A�•�Ô�î�»�†&g�K�r�M��

�¥�Ð�å�»�š�T

�Q#Ý�V�b�ž�–�»�Û�–�å "I���b�¡�S�b�G0d/²#'�†�¡�Ü�”�M�•�_�c�
 regex �¥�Ð�å�»�b  no �g�'�†�Q#Ý�K�r�M��

�[ ���_�
0¿���í�s�b�M�m�Z�b�G0d/²#'�†�¡�Ü�”�M�•�[�†&g�K�r�M��

hostname(config)# clear configure regex

6õ4��¥�Ð�å�»

�¥�Ð�å�»  �Ô�î�»

�Ç�“�–�”�˜�›�î�Ý  �Ô�î�» �­�Ÿ�×�Ü�¸�•  �¥�å�¸�Ÿ�«�º

�Ý�î�¸�µ�» 3ñ4# �©�å�¢�Ý

�Ð�Ý�³

�¥�å�¸�Ÿ�«
�º �©�«�¸�Ò

�¢�ß�î�Â�Ý  �¥�å�Ç�•� �×�Þ�î
�©�Ù�å

• • • • —

�Ü�Ü�î�« �š�f
Æ��

7.0(1) �G�b�¥�Ð�å�»�@�_
°�I�€�r�K�S��

�¥�Ð�å�» 1��Â

class-map type regex �G0d/²#'�¡�Û�«  �Ð�µ�É�†�8�B�K�r�M��

regex �G0d/²#'�†�8�B�K�r�M��

show running-config regex �M�m�Z�b�G0d/²#'�†/²&g�K�r�M��

test regex �G0d/²#'�†�¸�«�º�K�r�M��
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'¨  6 'v       clear configure �¥�Ð�å�»>|  clear configure zonelabs-integrity �¥�Ð�å�»
  clear configure route
clear configure route
connect �Ÿ�î�á�î�»�†�µ�r�^�8�¥�å�Ç�•� �×�Þ�î�©�Ù�å�?�}  route �¥�Ð�å�»�†�P7V�M�•�_�c�
�¢�ß�î�Â
�Ý �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ô�î�»�[  clear configure route �¥�Ð�å�»�†�Q#Ý�K�r�M��

clear configure route [interface_name ip_address [netmask gateway_ip]]

�S�e�b1��Â

�¹�Ç�›�Ý�º �¹�Ç�›�Ý�º�b�·�8�x�Í�c�6�~�r�O�‡��

�¥�Ð�å�»  �Ô�î�» ���b/²�_�
�¥�Ð�å�»�†
°�Š�[�A�•�Ô�î�»�†&g�K�r�M��

�¥�Ð�å�»�š�T

�Q#Ý�V�b�ž�–�»�Û�–�å �¹�Ç�›�Ý�º  �Ý�î�º�†�æ���M�•�_�c�
 0.0.0.0 �†�Q#Ý�K�r�M�� 0.0.0.0 IP �”�»�Þ�«�c  0 �_�
 0.0.0.0 netmask 
�c  0 �_%,$��[�A�r�M��

�[ ���_�
 connect �Ÿ�î�á�î�»�†�µ�r�^�8�¥�å�Ç�•� �×�Þ�î�©�Ù�å�?�}  route �¥�Ð�å�»�†�P7V�M�•�[�†&g�K
�r�M��

hostname(config)# clear configure route

6õ4��¥�Ð�å�»

gateway_ip >&�õ�–>'�¤�î�º�˜�™�–  �Ý�î�±�b  IP �”�»�Þ�«�†�æ���K�r�M>&�G�b�Ý�î�º�b�¿
�¡�«�º  �Í�µ�É  �”�»�Þ�«>' ��

interface_name>&�õ�–>'
Æ4Š�r�S�c�¥4Š�b�¿�µ�º�á�î�¡  �–�å�±�î�Ç�™�–�«�¡��

ip_address >&�õ�–>'
Æ4Š�r�S�c�¥4Š�¿�µ�º�á�î�¡  IP �”�»�Þ�«��

netmask >&�õ�–>' ip_address �_4:#Ý�M�•�¿�µ�º�á�î�¡  �Ð�«�¡�†�æ���K�r�M��

�¥�Ð�å�»  �Ô�î�»

�Ç�“�–�”�˜�›�î�Ý  �Ô�î�» �­�Ÿ�×�Ü�¸�•  �¥�å�¸�Ÿ�«�º

�Ý�î�¸�µ�» 3ñ4# �©�å�¢�Ý

�Ð�Ý�³

�¥�å�¸�Ÿ�«
�º �©�«�¸�Ò

�¢�ß�î�Â�Ý  �¥�å�Ç�•� �×�Þ�î
�©�Ù�å

• • • • —

�Ü�Ü�î�« �š�f
Æ��

7.0(1) �Ÿ�î�á�î�»  configure �@3ã�•�I�€�r�K�S��

�¥�Ð�å�» 1��Â

route �–�å�±�î�Ç�™�–�«�b�«�±�¸�•�µ�¡  �Ý�î�º�r�S�c�¹�Ç�›�Ý�º  �Ý�î�º
�†�æ���K�r�M��

show route �Ý�î�º�_���†/²&g�K�r�M��

show running-config route 0¿���I�€�Z�8�•�Ý�î�º�†/²&g�K�r�M��
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'¨  6 'v       clear configure �¥�Ð�å�»>|  clear configure zonelabs-integrity �¥�Ð�å�»
  clear configure route-map
clear configure route-map
�M�m�Z�b�Ý�î�º  �Ð�µ�É�†�P7V�M�•�_�c�
 �¢�ß�î�Â�Ý  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ô�î�»�[  clear configure 
route-map �¥�Ð�å�»�†�Q#Ý�K�r�M��

clear configure route-map

�S�e�b1��Â �G�b�¥�Ð�å�»�_�c�,�X�r�S�c�Ÿ�î�á�î�»�c�6�~�r�O�‡��

�¹�Ç�›�Ý�º �¹�Ç�›�Ý�º�b�·�8�x�Í�c�6�~�r�O�‡��

�¥�Ð�å�»  �Ô�î�» ���b/²�_�
�¥�Ð�å�»�†
°�Š�[�A�•�Ô�î�»�†&g�K�r�M��

�¥�Ð�å�»�š�T

�Q#Ý�V�b�ž�–�»�Û�–�å �¥�å�Ç�•� �×�Þ�î�©�Ù�å
Æ�b�M�m�Z�b  route-map �¥�Ð�å�»�†�P7V�M�•�_�c�
�¢�ß�î�Â�Ý  �¥�å�Ç�•� �×
�Þ�î�©�Ù�å  �Ô�î�»�[  clear configure route-map �¥�Ð�å�»�†�Q#Ý�K�r�M�� route-map �¥�Ð�å�»�c�
�6�•
�Ý�î�¸�•�å�¢  �É�ß�º�¥�Ý�?�}�9�b�Ý�î�¸�•�å�¢  �É�ß�º�¥�Ý�_�Ý�î�º�†
Ì4Ä�x�M�•�S�u�b�²�ó�†0¿���M
�•�S�u�_�Q#Ý�I�€�r�M��

route-map �¥�Ð�å�»�†�¶�9�_�P7V�M�•�_�c�
 no route-map �¥�Ð�å�»�†�Q#Ý�K�r�M��

�[ ���_�
�6�•�Ý�î�¸�•�å�¢  �É�ß�º�¥�Ý�?�}�9�b�Ý�î�¸�•�å�¢  �É�ß�º�¥�Ý�_�Ý�î�º�†
Ì4Ä�x�M�•�S�u�b�²
�ó�†�P7V�M�•�[�†&g�K�r�M��

hostname(config)# clear configure route-map

6õ4��¥�Ð�å�»

�¥�Ð�å�»  �Ô�î�»

�Ç�“�–�”�˜�›�î�Ý  �Ô�î�» �­�Ÿ�×�Ü�¸�•  �¥�å�¸�Ÿ�«�º

�Ý�î�¸�µ�» 3ñ4# �©�å�¢�Ý

�Ð�Ý�³

�¥�å�¸�Ÿ�«
�º �©�«�¸�Ò

�¢�ß�î�Â�Ý  �¥�å�Ç�•� �×�Þ�î
�©�Ù�å

• — • — —

�Ü�Ü�î�« �š�f
Æ��

�¤�Ñ �G�b�¥�Ð�å�»�c�¤�Ñ�[�M��

�¥�Ð�å�» 1��Â

route-map �6�•�Ý�î�¸�•�å�¢  �É�ß�º�¥�Ý�?�}�9�b�Ý�î�¸�•�å�¢  �É�ß�º�¥�Ý�_�Ý�î�º
�†
Ì4Ä�x�M�•�²�ó�†��*O�K�r�M��

show running-config 
route-map

�Ý�î�º  �Ð�µ�É  �¥�å�Ç�•� �×�Þ�î�©�Ù�å�_6õ�M�•�_���†/²&g�K�r�M��
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'¨  6 'v       clear configure �¥�Ð�å�»>|  clear configure zonelabs-integrity �¥�Ð�å�»
  clear configure router
clear configure router
��/œ�¥�å�Ç�•� �×�Þ�î�©�Ù�å�?�}�Ý�î�±  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �¥�Ð�å�»�†�¡�Ü�”�M�•�_�c�
�¢�ß�î
�Â�Ý  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ô�î�»�[  clear configure router �¥�Ð�å�»�†�Q#Ý�K�r�M��

clear configure router [ospf [ id] | rip  | eigrp [as-number]]

�S�e�b1��Â

�¹�Ç�›�Ý�º �¹�Ç�›�Ý�º�b�·�8�x�Í�c�6�~�r�O�‡��

�¥�Ð�å�»  �Ô�î�» ���b/²�_�
�¥�Ð�å�»�†
°�Š�[�A�•�Ô�î�»�†&g�K�r�M��

�¥�Ð�å�»�š�T

as-number >&�õ�–>'�æ���K�S  EIGRP +¬�Š�©�«�¸�Ò$��•>&�É�ß�­�«  ID �\�v�ç�g�r�M>'
�_�P�M�•�¥�å�Ç�•� �×�Þ�î�©�Ù�å  �¥�Ð�å�»�†�¡�Ü�”�K�r�M���æ���K�^�8
�\�
�M�m�Z�b  EIGRP �Ý�î�¸�•�å�¢  �É�ß�­�«�_�P�M�•�¥�å�Ç�•� �×�Þ�î
�©�Ù�å  �¥�Ð�å�»�@�¡�Ü�”�I�€�r�M���Í�b(
�V�c  1 >|  65535 �[�M��

�­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�[�§�Ï�î�º�I�€�•  EIGRP �Ý�î�¸�•�å�¢  �É�ß
�­�«�c  1 �X�T�E�[�6�•�S�u�
�œ�É�©�Ù�å�b  as-number �,�X�†�µ�u�Z�v�
%,
$��K�S���œ�\� �L)��Ý�_�^�~�r�M��

eigrp >&�õ�–>'�¥�å�Ç�•� �×�Þ�î�©�Ù�å�?�}  EIGRP �Ý�î�±  �¥�å�Ç�•� �×�Þ�î�©�Ù
�å  �¥�Ð�å�»�T�E�†�P7V�M�•�G�\�†�æ���K�r�M�� EIGRP �–�å�±�î�Ç�™�–�«  
�¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ô�î�»  �¥�Ð�å�»�c�P7V�I�€�r�O�‡��

id >&�õ�–>'�æ���K�S  OSPF �É�ß�­�«  ID �b�¥�å�Ç�•� �×�Þ�î�©�Ù�å  �¥�Ð�å�»�†
�¡�Ü�”�K�r�M�� ID �†�æ���K�^�8�\�
�M�m�Z�b  OSPF �É�ß�­�«�b�¥�å�Ç�•
� �×�Þ�î�©�Ù�å  �¥�Ð�å�»�@�¡�Ü�”�I�€�r�M��

ospf >&�õ�–>'�¥�å�Ç�•� �×�Þ�î�©�Ù�å�?�}  OSPF �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �¥�Ð
�å�»�T�E�†�P7V�M�•�G�\�†�æ���K�r�M��

rip �¥�å�Ç�•� �×�Þ�î�©�Ù�å�?�}  RIP �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �¥�Ð�å�»�T�E�†
�P7V�M�•�G�\�†�æ���K�r�M��

�¥�Ð�å�»  �Ô�î�»

�Ç�“�–�”�˜�›�î�Ý  �Ô�î�» �­�Ÿ�×�Ü�¸�•  �¥�å�¸�Ÿ�«�º

�Ý�î�¸�µ�» 3ñ4# �©�å�¢�Ý

�Ð�Ý�³

�¥�å�¸�Ÿ�«
�º �©�«�¸�Ò

�¢�ß�î�Â�Ý  �¥�å�Ç�•� �×�Þ�î
�©�Ù�å

• — • — —

�Ü�Ü�î�« �š�f
Æ��

7.0(1) �G�b�¥�Ð�å�»�c�
 clear router �¥�Ð�å�»�?�}  clear configure router �¥�Ð
�å�»�_�š�f�I�€�r�K�S��

7.2(1) rip  �Ÿ�î�á�î�»�@�¥�Ð�å�»�_3ã�•�I�€�r�K�S��

8.0(2) eigrp �Ÿ�î�á�î�»�@�¥�Ð�å�»�_3ã�•�I�€�r�K�S��
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'¨  6 'v       clear configure �¥�Ð�å�»>|  clear configure zonelabs-integrity �¥�Ð�å�»
  clear configure router
�[ ���_�
��/œ�¥�å�Ç�•� �×�Þ�î�©�Ù�å�?�}�
 OSPF �É�ß�­�«  1 �_6õ4��Ü�E�}�€�Z�8�•�M�m�Z�b  OSPF �¥�Ð
�å�»�†�¡�Ü�”�M�•�[�†&g�K�r�M��

hostname(config)# clear configure router ospf 1

���_�
��/œ�¥�å�Ç�•� �×�Þ�î�©�Ù�å�?�}�
 RIP �Ý�î�¸�•�å�¢  �É�ß�­�«�_6õ4��Ü�E�}�€�Z�8�•�M�m�Z�b
�¢�ß�î�Â�Ý  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ô�î�»  �¥�Ð�å�»�†�¡�Ü�”�M�•�[�†&g�K�r�M���–�å�±�î�Ç�™�–�«  �¥
�å�Ç�•� �×�Þ�î�©�Ù�å  �Ô�î�»�[
°�Š�I�€�S  RIP �¥�Ð�å�»�c�¡�Ü�”�I�€�r�O�‡��

hostname(config)# clear configure router rip

6õ4��¥�Ð�å�» �¥�Ð�å�» 1��Â

show running-config router �¢�ß�î�Â�Ý  �Ý�î�±  �¥�å�Ç�•� �×�Þ�î�©�Ù�å�b�¥�Ð�å�»�†/²&g�K�r
�M��

router eigrp EIGRP �Ý�î�¸�•�å�¢  �É�ß�­�«�†�–�¿�î�È�Ý�_�K�
�Q�b�É�ß�­�«�b
�Ý�î�±  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ô�î�»�†6ä���K�r�M��

router ospf OSPF �Ý�î�¸�•�å�¢  �É�ß�­�«�†�–�¿�î�È�Ý�_�K�
�Q�b�É�ß�­�«�b
�Ý�î�±  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ô�î�»�†6ä���K�r�M��

router rip RIP �Ý�î�¸�•�å�¢  �É�ß�­�«�†�–�¿�î�È�Ý�_�K�
�Q�b�É�ß�­�«�b
�Ý�î�±  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ô�î�»�†6ä���K�r�M��
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'¨  6 'v       clear configure �¥�Ð�å�»>|  clear configure zonelabs-integrity �¥�Ð�å�»
  clear configure same-security-traffic
clear configure same-security-traffic
same-security-traffic �¥�å�Ç�•� �×�Þ�î�©�Ù�å�†�¡�Ü�”�M�•�_�c�
�¢�ß�î�Â�Ý  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  
�Ô�î�»�[  clear configure same-security-traffic �¥�Ð�å�»�†�Q#Ý�K�r�M��

clear configure same-security-traffic

�S�e�b1��Â �G�b�¥�Ð�å�»�_�c�,�X�r�S�c�Ÿ�î�á�î�»�c�6�~�r�O�‡��

�¹�Ç�›�Ý�º �¹�Ç�›�Ý�º�b�·�8�x�Í�c�6�~�r�O�‡��

�¥�Ð�å�»  �Ô�î�» ���b/²�_�
�¥�Ð�å�»�†
°�Š�[�A�•�Ô�î�»�†&g�K�r�M��

�¥�Ð�å�»�š�T

�[ ���_�
 same-security-traffic �¥�Ð�å�»�@$Î/œ�I�€�S�\�A�_�¥�å�Ç�•� �×�Þ�î�©�Ù�å�†�¡�Ü�”�M�•�[�†
&g�K�r�M��

hostname(config)# clear configure same-security-traffic

6õ4��¥�Ð�å�»

�¥�Ð�å�»  �Ô�î�»

�Ç�“�–�”�˜�›�î�Ý  �Ô�î�» �­�Ÿ�×�Ü�¸�•  �¥�å�¸�Ÿ�«�º

�Ý�î�¸�µ�» 3ñ4# �©�å�¢�Ý

�Ð�Ý�³

�¥�å�¸�Ÿ�«
�º �©�«�¸�Ò

�¢�ß�î�Â�Ý  �¥�å�Ç�•� �×�Þ�î
�©�Ù�å

• • • • —

�Ü�Ü�î�« �š�f
Æ��

7.0(1) �G�b�¥�Ð�å�»�@�_
°�I�€�r�K�S��

�¥�Ð�å�» 1��Â

same-security-traffic � �L�­�Ÿ�×�Ü�¸�•  �Þ�Ë�Ý�b�–�å�±�î�Ç�™�–�«6ë�b3û�™�†0Á�•�K�r�M��

show running-config 
same-security-traffic

same-security-traffic �¥�Ð�å�»�@$Î/œ�I�€�S�\�A�_�¥�å�Ç�•� �×�Þ�î�©�Ù
�å�†/²&g�K�r�M��
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'¨  6 'v       clear configure �¥�Ð�å�»>|  clear configure zonelabs-integrity �¥�Ð�å�»
  clear configure service-policy
clear configure service-policy
�§�î�Å�«  �Ï�Ü�©�î  �¥�å�Ç�•� �×�Þ�î�©�Ù�å�†�¡�Ü�”�M�•�_�c�
�¢�ß�î�Â�Ý  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  
�Ô�î�»�[  clear configure service-policy �¥�Ð�å�»�†�Q#Ý�K�r�M��

clear configure service-policy

�S�e�b1��Â �G�b�¥�Ð�å�»�_�c�,�X�r�S�c�Ÿ�î�á�î�»�c�6�~�r�O�‡��

�¹�Ç�›�Ý�º �¹�Ç�›�Ý�º�b�·�8�x�Í�c�6�~�r�O�‡��

�¥�Ð�å�»  �Ô�î�» ���b/²�_�
�¥�Ð�å�»�†
°�Š�[�A�•�Ô�î�»�†&g�K�r�M��

�¥�Ð�å�»�š�T

�[ ���_�
 clear configure service-policy �¥�Ð�å�»�b�[�†&g�K�r�M��

hostname(config)# clear configure service-policy

6õ4��¥�Ð�å�»

�¥�Ð�å�»  �Ô�î�»

�Ç�“�–�”�˜�›�î�Ý  �Ô�î�» �­�Ÿ�×�Ü�¸�•  �¥�å�¸�Ÿ�«�º

�Ý�î�¸�µ�» 3ñ4# �©�å�¢�Ý

�Ð�Ý�³

�¥�å�¸�Ÿ�«
�º �©�«�¸�Ò

�¢�ß�î�Â�Ý  �¥�å�Ç�•� �×�Þ�î
�©�Ù�å

• • • • —

�Ü�Ü�î�« �š�f
Æ��

7.0(1) �G�b�¥�Ð�å�»�@�_
°�I�€�r�K�S��

�¥�Ð�å�» 1��Â

show service-policy �§�î�Å�«  �Ï�Ü�©�î�†/²&g�K�r�M��

show running-config 
service-policy

��/œ�¥�å�Ç�•� �×�Þ�î�©�Ù�å�_0¿���I�€�Z�8�•�§�î�Å�«  �Ï�Ü�©�î�†/²&g
�K�r�M��

service-policy �§�î�Å�«  �Ï�Ü�©�î�†0¿���K�r�M��

clear service-policy �§�î�Å�«  �Ï�Ü�©�î�b)+0£�_���†�¡�Ü�”�K�r�M��
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'¨  6 'v       clear configure �¥�Ð�å�»>|  clear configure zonelabs-integrity �¥�Ð�å�»
  clear configure sla monitor
clear configure sla monitor
��/œ�¥�å�Ç�•� �×�Þ�î�©�Ù�å�?�}  sla monitor �¥�Ð�å�»�†�P7V�M�•�_�c�
�¢�ß�î�Â�Ý  �¥�å�Ç�•� �×�Þ�î
�©�Ù�å  �Ô�î�»�[  clear configure sla monitor �¥�Ð�å�»�†�Q#Ý�K�r�M��

clear configure sla monitor [sla-id]

�S�e�b1��Â

�¹�Ç�›�Ý�º sla-id �†�æ���K�^�?�W�S���œ�
 SLA �·�8�b�¥�å�Ç�•� �×�Þ�î�©�Ù�å�@�M�m�Z�¡�Ü�”�I�€�r�M��

�¥�Ð�å�»  �Ô�î�» ���b/²�_�
�¥�Ð�å�»�†
°�Š�[�A�•�Ô�î�»�†&g�K�r�M��

�¥�Ð�å�»�š�T

�Q#Ý�V�b�ž�–�»�Û�–�å �G�b�¥�Ð�å�»�c�
 sla monitor �¥�Ð�å�»�
6õ4��M�•  SLA �Ô�½�± �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ô�î�»  �¥�Ð�å
�»�
�>�|�g6õ4��M�•  sla monitor schedule �¥�Ð�å�»>&�Ñ�~�M�•���œ>'�†�¡�Ü�”�K�r�M�� track rtr  �¥�Ð
�å�»�c�
�¥�å�Ç�•� �×�Þ�î�©�Ù�å�?�}�P7V�I�€�r�O�‡��

��/œ�¥�å�Ç�•� �×�Þ�î�©�Ù�å
Æ�b  sla monitor �¥�Ð�å�»�†/²&g�M�•�_�c�
 show running-config sla 
monitor �¥�Ð�å�»�†�Q#Ý�K�r�M��

�[ ���_�
�¥�å�Ç�•� �×�Þ�î�©�Ù�å�?�}�M�m�Z�b  sla monitor �¥�Ð�å�»�†�¡�Ü�”�M�•�[�†&g�K�r�M��

hostname(config)# clear configure sla monitor

���_�
 SLA �·�8  ID 5 �_6õ4��Ü�E�}�€�Z�8�•  sla monitor �¥�Ð�å�»�†�¡�Ü�”�M�•�[�†&g�K�r�M��

hostname(config)# clear configure sla monitor 5

6õ4��¥�Ð�å�»

sla-id >&�õ�–>' SLA �·�8�b  ID���w� �^�Í�c  1 >|  2147483647 �[�M��

�¥�Ð�å�»  �Ô�î�»

�Ç�“�–�”�˜�›�î�Ý  �Ô�î�» �­�Ÿ�×�Ü�¸�•  �¥�å�¸�Ÿ�«�º

�Ý�î�¸�µ�» 3ñ4# �©�å�¢�Ý

�Ð�Ý�³

�¥�å�¸�Ÿ�«
�º �©�«�¸�Ò

�¢�ß�î�Â�Ý  �¥�å�Ç�•� �×�Þ�î
�©�Ù�å

• — • — —

�Ü�Ü�î�« �š�f
Æ��

7.2(1) �G�b�¥�Ð�å�»�@�_
°�I�€�r�K�S��

�¥�Ð�å�» 1��Â

show running-config 
sla monitor

��/œ�¥�å�Ç�•� �×�Þ�î�©�Ù�å
Æ�b  sla monitor �¥�Ð�å�»�†/²&g�K�r�M��
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'¨  6 'v       clear configure �¥�Ð�å�»>|  clear configure zonelabs-integrity �¥�Ð�å�»
  clear configure smtps
clear configure smtps
�¥�å�Ç�•� �×�Þ�î�©�Ù�å�?�}�M�m�Z�b  SMTPS �¥�Ð�å�»�†�P7V�K�Z�
�¹�Ç�›�Ý�º�Í�_�`�M�_�c�
�¢�ß�î
�Â�Ý  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ô�î�»�[  clear configure smtps �¥�Ð�å�»�†�Q#Ý�K�r�M��

clear configure smtps

�S�e�b1��Â �G�b�¥�Ð�å�»�_�c�,�X�r�S�c�Ÿ�î�á�î�»�c�6�~�r�O�‡��

�¹�Ç�›�Ý�º �¹�Ç�›�Ý�º�b�·�8�x�Í�c�6�~�r�O�‡��

�¥�Ð�å�»  �Ô�î�» ���b/²�_�
�¥�Ð�å�»�†
°�Š�[�A�•�Ô�î�»�†&g�K�r�M��

�¥�Ð�å�»�š�T

�[ ���_�
 SMTPS �¥�å�Ç�•� �×�Þ�î�©�Ù�å�†�P7V�M�•�[�†&g�K�r�M��

hostname(config)#  clear configure smtps

6õ4��¥�Ð�å�»

�¥�Ð�å�»  �Ô�î�»

�Ç�“�–�”�˜�›�î�Ý  �Ô�î�» �­�Ÿ�×�Ü�¸�•  �¥�å�¸�Ÿ�«�º

�Ý�î�¸�µ�» 3ñ4# �©�å�¢�Ý

�Ð�Ý�³

�¥�å�¸�Ÿ�«
�º �©�«�¸�Ò

�¢�ß�î�Â�Ý  �¥�å�Ç�•� �×�Þ�î
�©�Ù�å

• — • — —

�Ü�Ü�î�« �š�f
Æ��

7.0(1) �G�b�¥�Ð�å�»�@�_
°�I�€�r�K�S��

�¥�Ð�å�» 1��Â
show running-configuration smtps SMTPS �b��/œ�¥�å�Ç�•� �×�Þ�î�©�Ù�å�†/²&g�K�r�M��

smtps SMTPS 7Á�Ê�Ó�î�Ý  �É�ß�Ÿ�©  �¥�å�Ç�•� �×�Þ�î�©�Ù�å�†�8
�B�r�S�c)…7Ÿ�K�r�M��
6-105
Cisco Security Appliance �¥�Ð�å�»  �Ü�Ç�“�Þ�å�«

OL-12173-02-J



'¨  6 'v       clear configure �¥�Ð�å�»>|  clear configure zonelabs-integrity �¥�Ð�å�»
  clear configure smtp-server
clear configure smtp-server
SMTP �§�î�Â�b�¥�Ð�å�»�\)+0£�_���†�M�m�Z�¡�Ü�”�M�•�_�c�
�¢�ß�î�Â�Ý  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  
�Ô�î�»�[  clear configure smtp-server �¥�Ð�å�»�†�Q#Ý�K�r�M��

clear configure smtp-server

�S�e�b1��Â �G�b�¥�Ð�å�»�_�c�,�X�r�S�c�Ÿ�î�á�î�»�c�6�~�r�O�‡��

�¹�Ç�›�Ý�º �¹�Ç�›�Ý�º�b�·�8�x�Í�c�6�~�r�O�‡��

�¥�Ð�å�»  �Ô�î�» ���b/²�_�
�¥�Ð�å�»�†
°�Š�[�A�•�Ô�î�»�†&g�K�r�M��

�¥�Ð�å�»�š�T

�Q#Ý�V�b�ž�–�»�Û�–�å clear configure smtp-server �¥�Ð�å�»�c�
 smtp �¥�Ð�å�»�>�|�g)+0£�_���†�M�m�Z�¡�Ü�”�K�r�M��

�[ ���_�
�M�m�Z�b  smtp-server �¥�Ð�å�»�†�¡�Ü�”�M�•�[�†&g�K�r�M��

hostname(config)# clear configure smtp-server

6õ4��¥�Ð�å�»

�¥�Ð�å�»  �Ô�î�»

�Ç�“�–�”�˜�›�î�Ý  �Ô�î�» �­�Ÿ�×�Ü�¸�•  �¥�å�¸�Ÿ�«�º

�Ý�î�¸�µ�» 3ñ4# �©�å�¢�Ý

�Ð�Ý�³

�¥�å�¸�Ÿ�«
�º �©�«�¸�Ò

�¢�ß�î�Â�Ý  �¥�å�Ç�•� �×�Þ�î
�©�Ù�å

• • • • —

�Ü�Ü�î�« �š�f
Æ��

7.1(1) �G�b�¥�Ð�å�»�@�§�Ï�î�º�I�€�•�|�:�_�^�~�r�K�S��

�¥�Ð�å�» 1��Â

show running-config smtp-server #'�~�b  DHCP �§�î�Â  �¥�å�Ç�•� �×�Þ�î�©�Ù�å�†/²&g�K�r�M��
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'¨  6 'v       clear configure �¥�Ð�å�»>|  clear configure zonelabs-integrity �¥�Ð�å�»
  clear configure snmp-map
clear configure snmp-map
SNMP �Ð�µ�É  �¥�å�Ç�•� �×�Þ�î�©�Ù�å�†�¡�Ü�”�M�•�_�c�
�¢�ß�î�Â�Ý  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ô�î�»
�[  clear configure snmp-map �¥�Ð�å�»�†�Q#Ý�K�r�M��

clear configure snmp-map

�S�e�b1��Â �G�b�¥�Ð�å�»�_�c�,�X�r�S�c�Ÿ�î�á�î�»�c�6�~�r�O�‡��

�¹�Ç�›�Ý�º �¹�Ç�›�Ý�º�b�·�8�x�Í�c�6�~�r�O�‡��

�¥�Ð�å�»  �Ô�î�» ���b/²�_�
�¥�Ð�å�»�†
°�Š�[�A�•�Ô�î�»�†&g�K�r�M��

�¥�Ð�å�»�š�T

�Q#Ý�V�b�ž�–�»�Û�–�å clear configure snmp-map �¥�Ð�å�»�c�
 SNMP �Ð�µ�É  �¥�å�Ç�•� �×�Þ�î�©�Ù�å�†�P7V�K�r�M��

�[ ���_�
 SNMP �Ð�µ�É  �¥�å�Ç�•� �×�Þ�î�©�Ù�å�†�¡�Ü�”�M�•�[�†&g�K�r�M��

hostname# clear configure snmp-map

6õ4��¥�Ð�å�»

�¥�Ð�å�»  �Ô�î�»

�Ç�“�–�”�˜�›�î�Ý  �Ô�î�» �­�Ÿ�×�Ü�¸�•  �¥�å�¸�Ÿ�«�º

�Ý�î�¸�µ�» 3ñ4# �©�å�¢�Ý

�Ð�Ý�³

�¥�å�¸�Ÿ�«
�º �©�«�¸�Ò

�¢�ß�î�Â�Ý  �¥�å�Ç�•� �×�Þ�î
�©�Ù�å

• • • • •

�Ü�Ü�î�« �š�f
Æ��

7.0(1) �G�b�¥�Ð�å�»�@�_
°�I�€�r�K�S��

�¥�Ð�å�» 1��Â

class-map �­�Ÿ�×�Ü�¸�•  �”�¡�©�Ù�å�†4:#Ý�M�•�º�Û�Ç�•�µ�¡  �¡�Û�«�†��*O�K�r�M��

deny version "I���b�Â�î�ª�Ù�å�b  SNMP �†�Q#Ý�K�S�º�Û�Ç�•�µ�¡�†�Y0Á�•�_�K�r�M��

inspect snmp SNMP �”�É�Ü�£�î�©�Ù�å  �–�å�«�Ì�¡�©�Ù�å�†�–�¿�î�È�Ý�_�K�r�M��

snmp-map SNMP �Ð�µ�É�†��*O�K�
 SNMP �Ð�µ�É  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ô�î�»�†
�–�¿�î�È�Ý�_�K�r�M��
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'¨  6 'v       clear configure �¥�Ð�å�»>|  clear configure zonelabs-integrity �¥�Ð�å�»
  clear configure snmp-server
clear configure snmp-server
SNMP �§�î�Â�†�¹�•�­�î�È�Ý�_�M�•�_�c�
�¢�ß�î�Â�Ý  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ô�î�»�[  clear 
configure snmp-server �¥�Ð�å�»�†�Q#Ý�K�r�M��

clear configure snmp-server

�S�e�b1��Â �G�b�¥�Ð�å�»�_�c�,�X�r�S�c�Ÿ�î�á�î�»�c�6�~�r�O�‡��

�¹�Ç�›�Ý�º �G�b�¥�Ð�å�»�_�c�
�¹�Ç�›�Ý�º0¿���@�6�~�r�O�‡��

�¥�Ð�å�»  �Ô�î�» ���b/²�_�
�¥�Ð�å�»�†
°�Š�[�A�•�Ô�î�»�†&g�K�r�M��

�¥�Ð�å�»�š�T

�[ �G�b�[�c�
 SNMP �§�î�Â�†�¹�•�­�î�È�Ý�_�M�•�‰�2�†&g�K�Z�8�r�M��

hostname# clear configure snmp-server

6õ4��¥�Ð�å�»

�¥�Ð�å�»  �Ô�î�»

�Ç�“�–�”�˜�›�î�Ý  �Ô�î�» �­�Ÿ�×�Ü�¸�•  �¥�å�¸�Ÿ�«�º

�Ý�î�¸�µ�» 3ñ4# �©�å�¢�Ý

�Ð�Ý�³

�¥�å�¸�Ÿ�«
�º �©�«�¸�Ò

�¢�ß�î�Â�Ý  �¥�å�Ç�•� �×�Þ�î
�©�Ù�å

• • • • —

�Ü�Ü�î�« �š�f
Æ��

7.0(1) �G�b�¥�Ð�å�»�@�_
°�I�€�r�K�S��

�¥�Ð�å�» 1��Â
snmp-server SNMP �†�Ó�K�Z�­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�b�–�Ë�å�º�_���†�f�j

�K�r�M��

show snmp-server statistics SNMP �§�î�Â�b�¥�å�Ç�•� �×�Þ�î�©�Ù�å�_6õ�M�•�_���†/²&g�K�r�M��
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'¨  6 'v       clear configure �¥�Ð�å�»>|  clear configure zonelabs-integrity �¥�Ð�å�»
  clear configure ssh
clear configure ssh
��/œ�¥�å�Ç�•� �×�Þ�î�©�Ù�å�?�}�M�m�Z�b  SSH �¥�Ð�å�»�†�¡�Ü�”�M�•�_�c�
�¢�ß�î�Â�Ý  �¥�å�Ç�•� �×
�Þ�î�©�Ù�å  �Ô�î�»�[  clear configure ssh �¥�Ð�å�»�†�Q#Ý�K�r�M��

clear configure ssh 

�S�e�b1��Â �G�b�¥�Ð�å�»�_�c�,�X�r�S�c�Ÿ�î�á�î�»�c�6�~�r�O�‡��

�¹�Ç�›�Ý�º �¹�Ç�›�Ý�º�b�·�8�x�Í�c�6�~�r�O�‡��

�¥�Ð�å�»  �Ô�î�» ���b/²�_�
�¥�Ð�å�»�†
°�Š�[�A�•�Ô�î�»�†&g�K�r�M��

�¥�Ð�å�»�š�T

�Q#Ý�V�b�ž�–�»�Û�–�å �G�b�¥�Ð�å�»�c�
�¥�å�Ç�•� �×�Þ�î�©�Ù�å�?�}�M�m�Z�b  SSH �¥�Ð�å�»�†�¡�Ü�”�K�r�M��"I���b�¥�Ð�å
�»�†�¡�Ü�”�M�•�_�c�
�G�b�¥�Ð�å�»�b  no �g�'�†�Q#Ý�K�r�M��

�[ ���_�
�¥�å�Ç�•� �×�Þ�î�©�Ù�å�?�}�M�m�Z�b  SSH �¥�Ð�å�»�†�¡�Ü�”�M�•�[�†&g�K�r�M��

hostname(config) # clear configure ssh

6õ4��¥�Ð�å�»

�¥�Ð�å�»  �Ô�î�»

�Ç�“�–�”�˜�›�î�Ý  �Ô�î�» �­�Ÿ�×�Ü�¸�•  �¥�å�¸�Ÿ�«�º

�Ý�î�¸�µ�» 3ñ4# �©�å�¢�Ý

�Ð�Ý�³

�¥�å�¸�Ÿ�«
�º �©�«�¸�Ò

�¢�ß�î�Â�Ý  �¥�å�Ç�•� �×�Þ�î
�©�Ù�å

• • • • —

�Ü�Ü�î�« �š�f
Æ��

7.0(1) �G�b�¥�Ð�å�»�c�
 clear ssh �¥�Ð�å�»�?�}  clear configure ssh �¥�Ð�å�»�_�š
�f�I�€�r�K�S��

�¥�Ð�å�» 1��Â

show running-config 
ssh

��/œ�¥�å�Ç�•� �×�Þ�î�©�Ù�å�b#'�~�b  SSH �¥�Ð�å�»�†/²&g�K�r�M��

ssh �æ���K�S�¡�Û�–�”�å�º�r�S�c�¿�µ�º�á�î�¡�?�}�­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å
�«�l�b  SSH �K)F�†0Á�•�K�r�M��

ssh scopy enable �­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�[�­�Ÿ�×�”  �¥�Æ�î  �§�î�Â�†�–�¿�î�È�Ý�_�K
�r�M��

ssh timeout �”�–�»�Ý"g�Â�b  SSH �­�µ�©�Ù�å�b�±�–�Ò�”�˜�º�Í�†0¿���K�r�M��

ssh version SSH �Â�î�ª�Ù�å  1 �\  SSH �Â�î�ª�Ù�å  2 �b�8�N�€�?�†�Q#Ý�M�•�|�:�
�­
�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�†�D7H�K�r�M��
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'¨  6 'v       clear configure �¥�Ð�å�»>|  clear configure zonelabs-integrity �¥�Ð�å�»
  clear configure ssl
clear configure ssl
�¥�å�Ç�•� �×�Þ�î�©�Ù�å�?�}�M�m�Z�b  SSL �¥�Ð�å�»�†�P7V�K�Z�
�¹�Ç�›�Ý�º�Í�_�`�M�_�c�
�¢�ß�î�Â
�Ý �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ô�î�»�[  clear configure ssl �¥�Ð�å�»�†�Q#Ý�K�r�M��

clear configure ssl

�S�e�b1��Â �G�b�¥�Ð�å�»�_�c�,�X�r�S�c�Ÿ�î�á�î�»�c�6�~�r�O�‡��

�¹�Ç�›�Ý�º �¹�Ç�›�Ý�º�c���b�\�>�~�[�M��

• SSL �¡�Û�–�”�å�º�>�|�g  SSL �§�î�Â�b�Â�î�ª�Ù�å�c�g�‰�\�v  any �[�M��

• SSL �/�•�ì�c�
 3des-sha1 | des-sha1 | rc4-md5 �b8p$��[�M��

• �º�Û�«�º�Ï�–�å�º  �”�¯�©�š�î�©�Ù�å�c�6�~�r�O�‡���­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�c�¹�Ç�›�Ý�º�b  
RSA �Ÿ�î  �Ì�”0É�Â�i�†�Q#Ý�K�r�M��

�¥�Ð�å�»  �Ô�î�» ���b/²�_�
�¥�Ð�å�»�†
°�Š�[�A�•�Ô�î�»�†&g�K�r�M��

�¥�Ð�å�»�š�T

�[ ���_�
 clear configure ssl �¥�Ð�å�»�b�Q#Ý�[�†&g�K�r�M��

hostname(config)#  clear configure ssl

6õ4��¥�Ð�å�»

�¥�Ð�å�»  �Ô�î�»

�Ç�“�–�”�˜�›�î�Ý  �Ô�î�» �­�Ÿ�×�Ü�¸�•  �¥�å�¸�Ÿ�«�º

�Ý�î�¸�µ�» 3ñ4# �©�å�¢�Ý

�Ð�Ý�³

�¥�å�¸�Ÿ�«
�º �©�«�¸�Ò

�¢�ß�î�Â�Ý  �¥�å�Ç�•� �×�Þ�î
�©�Ù�å

• • • — —

�Ü�Ü�î�« �š�f
Æ��

7.0(1) �G�b�¥�Ð�å�»�@�_
°�I�€�r�K�S��

�¥�Ð�å�» 1��Â

show running-config ssl #'�~0¿���I�€�Z�8�•�M4��b  SSL �¥�Ð�å�»�†/²&g�K�r�M��

ssl client-version �­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�@�¡�Û�–�”�å�º�\�K�Z�·�8�M�•���œ�_�Q
#Ý�M�• SSL �É�ß�º�¥�Ý�>�|�g  TLS �É�ß�º�¥�Ý�b�Â�î�ª�Ù�å�†�æ���K�r
�M��

ssl server-version �§�î�Â�\�K�Z�·�8�M�•�\�A�_�­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�@�Q#Ý�M�•  
SSL/TLS �É�ß�º�¥�Ý�b�Â�î�ª�Ù�å�†�æ���K�r�M��

ssl trust-point �–�å�±�î�Ç�™�–�«�b  SSL 0É�Â�i�†/²�M0É�Â�i�º�Û�«�º�Ï�–�å�º�†�æ��
�K�r�M��
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'¨  6 'v       clear configure �¥�Ð�å�»>|  clear configure zonelabs-integrity �¥�Ð�å�»
  clear configure static
clear configure static
�¥�å�Ç�•� �×�Þ�î�©�Ù�å�?�}�M�m�Z�b  static �¥�Ð�å�»�†�P7V�M�•�_�c�
�¢�ß�î�Â�Ý  �¥�å�Ç�•� �×�Þ�î
�©�Ù�å  �Ô�î�»�[  clear configure static �¥�Ð�å�»�†�Q#Ý�K�r�M��

clear configure static 

�S�e�b1��Â �G�b�¥�Ð�å�»�_�c�,�X�r�S�c�Ÿ�î�á�î�»�c�6�~�r�O�‡��

�¹�Ç�›�Ý�º �¹�Ç�›�Ý�º�b�·�8�x�Í�c�6�~�r�O�‡��

�¥�Ð�å�»  �Ô�î�» ���b/²�_�
�¥�Ð�å�»�†
°�Š�[�A�•�Ô�î�»�†&g�K�r�M��

�¥�Ð�å�»�š�T

�[ ���_�
�¥�å�Ç�•� �×�Þ�î�©�Ù�å�?�}�M�m�Z�b  static �¥�Ð�å�»�†�P7V�M�•�[�†&g�K�r�M��

hostname(config)# clear configure static

6õ4��¥�Ð�å�»

�¥�Ð�å�»  �Ô�î�»

�Ç�“�–�”�˜�›�î�Ý  �Ô�î�» �­�Ÿ�×�Ü�¸�•  �¥�å�¸�Ÿ�«�º

�Ý�î�¸�µ�» 3ñ4# �©�å�¢�Ý

�Ð�Ý�³

�¥�å�¸�Ÿ�«
�º �©�«�¸�Ò

�¢�ß�î�Â�Ý  �¥�å�Ç�•� �×�Þ�î
�©�Ù�å

• • • • —

�Ü�Ü�î�« �š�f
Æ��

7.0(1) �Ÿ�î�á�î�»  configure �@3ã�•�I�€�r�K�S��

�¥�Ð�å�» 1��Â

show running-config static �¥�å�Ç�•� �×�Þ�î�©�Ù�å
Æ�b�M�m�Z�b  static �¥�Ð�å�»�†/²&g�K�r�M��

static �ß�î�•�Ý  IP �”�»�Þ�«�†�¢�ß�î�Â�Ý  IP �”�»�Þ�«�_�Ð�µ�Æ�å�¢�M�•�G�\�_
�|�W�Z�
�[���b  1 �P 1 �b�”�»�Þ�«�š�n�Ý�î�Ý�†0¿���K�r�M��
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'¨  6 'v       clear configure �¥�Ð�å�»>|  clear configure zonelabs-integrity �¥�Ð�å�»
  clear configure sunrpc-server
clear configure sunrpc-server
�Ü�Ô�î�º  �É�ß�­�µ�§  �¥�î�Ý  �§�î�Å�«�†�­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�?�}�¡�Ü�”�M�•�_�c�
 �¢�ß�î�Â�Ý  
�¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ô�î�»�[  clear configure sunrpc-server �¥�Ð�å�»�†�Q#Ý�K�r�M��

clear configure sunrpc-server [active] 

�S�e�b1��Â

�¹�Ç�›�Ý�º �¹�Ç�›�Ý�º�b�·�8�x�Í�c�6�~�r�O�‡��

�¥�Ð�å�»  �Ô�î�» ���b/²�_�
�¥�Ð�å�»�†
°�Š�[�A�•�Ô�î�»�†&g�K�r�M��

�¥�Ð�å�»�š�T

�Q#Ý�V�b�ž�–�»�Û�–�å sunrpc-server �¥�Ð�å�»�c�
0¿���í�s�b  router ospf �¥�Ð�å�»�†/²&g�K�r�M��

>&�@>' �­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�V�[�q�V�)�b  IP �”�»�Þ�«�@�É�Û�–�Ë�î�º  �”�»�Þ�«�[�6�•���œ�
�G�b�”�»
�Þ�«�c  hello �Ã�£�µ�º�>�|�g�¹�î�±�Ë�î�«��*O�[3æ�™�I�€�r�M���G�b�”�¡�©�Ù�å�†75�F�M�•�_�c�

router-id  ip_address �†�¢�ß�î�Â�Ý  �”�»�Þ�«�_0¿���K�r�M��

�[ ���_�
�­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�?�}  SunRPC �§�î�Å�«�†�¡�Ü�”�M�•�[�†&g�K�r�M��

hostname(config)# clear configure sunrpc-server active

6õ4��¥�Ð�å�»

active >&�õ�–>'�­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�[#'�~�”�¡�¸�•�È�^  SunRPC �§�î�Å
�«�†�æ���K�r�M��

�¥�Ð�å�»  �Ô�î�»

�Ç�“�–�”�˜�›�î�Ý  �Ô�î�» �­�Ÿ�×�Ü�¸�•  �¥�å�¸�Ÿ�«�º

�Ý�î�¸�µ�» 3ñ4# �©�å�¢�Ý

�Ð�Ý�³

�¥�å�¸�Ÿ�«
�º �©�«�¸�Ò

�¢�ß�î�Â�Ý  �¥�å�Ç�•� �×�Þ�î
�©�Ù�å

• • • • •

�Ü�Ü�î�« �š�f
Æ��

�¤�Ñ �G�b�¥�Ð�å�»�c�¤�Ñ�[�M��

�¥�Ð�å�» 1��Â

sunrpc-server SunRPC �§�î�Å�«  �¸�î�È�Ý�†�8�B�K�r�M��

show running-config sunrpc-server SunRPC �¥�å�Ç�•� �×�Þ�î�©�Ù�å�_6õ�M�•�_���†/²&g�K�r�M��
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'¨  6 'v       clear configure �¥�Ð�å�»>|  clear configure zonelabs-integrity �¥�Ð�å�»
  clear configure sysopt
clear configure sysopt
�M�m�Z�b sysopt �¥�Ð�å�»�b�¥�å�Ç�•� �×�Þ�î�©�Ù�å�†�¡�Ü�”�M�•�_�c�
�¢�ß�î�Â�Ý  �¥�å�Ç�•� �×�Þ�î
�©�Ù�å  �Ô�î�»�[  clear configure sysopt �¥�Ð�å�»�†�Q#Ý�K�r�M��

clear configure sysopt

�S�e�b1��Â �G�b�¥�Ð�å�»�_�c�,�X�r�S�c�Ÿ�î�á�î�»�c�6�~�r�O�‡��

�¹�Ç�›�Ý�º �¹�Ç�›�Ý�º�b�·�8�x�Í�c�6�~�r�O�‡��

�¥�Ð�å�»  �Ô�î�» ���b/²�_�
�¥�Ð�å�»�†
°�Š�[�A�•�Ô�î�»�†&g�K�r�M��

�¥�Ð�å�»�š�T

�[ ���_�
�M�m�Z�b  sysopt �¥�Ð�å�»�b�¥�å�Ç�•� �×�Þ�î�©�Ù�å�†�¡�Ü�”�M�•�[�†&g�K�r�M��

hostname(config)# clear configure sysopt

6õ4��¥�Ð�å�»

�¥�Ð�å�»  �Ô�î�»

�Ç�“�–�”�˜�›�î�Ý  �Ô�î�» �­�Ÿ�×�Ü�¸�•  �¥�å�¸�Ÿ�«�º

�Ý�î�¸�µ�» 3ñ4# �©�å�¢�Ý

�Ð�Ý�³

�¥�å�¸�Ÿ�«
�º �©�«�¸�Ò

�¢�ß�î�Â�Ý  �¥�å�Ç�•� �×�Þ�î
�©�Ù�å

• • • • —

�Ü�Ü�î�« �š�f
Æ��

7.0(1) �G�b�¥�Ð�å�»�c�
 clear sysopt �?�}�š�f�I�€�r�K�S��

�¥�Ð�å�» 1��Â

show running-config 
sysopt

sysopt �¥�Ð�å�»  �¥�å�Ç�•� �×�Þ�î�©�Ù�å�†/²&g�K�r�M��

sysopt connection 
permit-ipsec

ACL �[�–�å�±�î�Ç�™�–�«�†�³�™�µ�¡�O�N�_  IPSec �º�å�¿�Ý�?�}�b�M�m�Z�b
�Ã�£�µ�º�†0Á�•�K�r�M��

sysopt connection 
tcpmss

TCP �­�¢�Ó�å�º�b�q�±�§�–�¬�†�V�i�A�K�r�M���r�S�c�
&����_�q�±�§�–�¬
�@�æ���K�S�§�–�¬�|�~�v�`�I�C�^�}�^�8�|�:�_�K�r�M��

sysopt connection 
timewait

�q�‹�b�† =  TCP �¡�ß�î�¬�²�˜�å  �©�î�£�å�«�b�‹�
�›  TCP �K)F�@%·)° 
TIME_WAIT "g�Â�†�–�â�M�•�|�:�_�K�r�M��

sysopt nodnsalias alias �¥�Ð�å�»�†�Q#Ý�M�•�\�A�_�
 DNS A �Þ�¥�î�»  �”�»�Þ�«�b�š�f�†�¹�•
�­�î�È�Ý�_�K�r�M��
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'¨  6 'v       clear configure �¥�Ð�å�»>|  clear configure zonelabs-integrity �¥�Ð�å�»
  clear configure tcp-map
clear configure tcp-map
tcp-map �¥�å�Ç�•� �×�Þ�î�©�Ù�å�†�¡�Ü�”�M�•�_�c�
�¢�ß�î�Â�Ý  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ô�î�»�[  
clear configure tcp-map �¥�Ð�å�»�†�Q#Ý�K�r�M��

clear configure tcp-map

�S�e�b1��Â �G�b�¥�Ð�å�»�_�c�,�X�r�S�c�Ÿ�î�á�î�»�c�6�~�r�O�‡��

�¹�Ç�›�Ý�º �¹�Ç�›�Ý�º�b�·�8�x�Í�c�6�~�r�O�‡��

�¥�Ð�å�»  �Ô�î�» ���b/²�_�
�¥�Ð�å�»�†
°�Š�[�A�•�Ô�î�»�†&g�K�r�M��

�¥�Ð�å�»�š�T

�[ ���_�
 TCP �Ð�µ�É  �¥�å�Ç�•� �×�Þ�î�©�Ù�å�†�¡�Ü�”�M�•�[�†&g�K�r�M��

hostname(config)# clear configure tcp-map

6õ4��¥�Ð�å�»

�¥�Ð�å�»  �Ô�î�»

�Ç�“�–�”�˜�›�î�Ý  �Ô�î�» �­�Ÿ�×�Ü�¸�•  �¥�å�¸�Ÿ�«�º

�Ý�î�¸�µ�» 3ñ4# �©�å�¢�Ý

�Ð�Ý�³

�¥�å�¸�Ÿ�«
�º �©�«�¸�Ò

�¢�ß�î�Â�Ý  �¥�å�Ç�•� �×�Þ�î
�©�Ù�å

• • • • —

�Ü�Ü�î�« �š�f
Æ��

7.0(1) �G�b�¥�Ð�å�»�@�_
°�I�€�r�K�S��

�¥�Ð�å�» 1��Â
tcp-map TCP �Ð�µ�É�†�8�B�K�Z�
 TCP �Ð�µ�É  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ô�î�»�_�”

�¡�­�«�[�A�•�|�:�_�K�r�M��

show running-config 
tcp-map

TCP �Ð�µ�É  �¥�å�Ç�•� �×�Þ�î�©�Ù�å�_6õ�M�•�_���†/²&g�K�r�M��
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'¨  6 'v       clear configure �¥�Ð�å�»>|  clear configure zonelabs-integrity �¥�Ð�å�»
  clear configure telnet
clear configure telnet
�¥�å�Ç�•� �×�Þ�î�©�Ù�å�?�}  Telnet �K)F�>�|�g�”�–�»�Ý  �±�–�Ò�”�˜�º�†�P7V�M�•�_�c�
�¢�ß�î�Â�Ý  �¥
�å�Ç�•� �×�Þ�î�©�Ù�å  �Ô�î�»�[  clear configure telnet �¥�Ð�å�»�†�Q#Ý�K�r�M��

clear configure telnet

�S�e�b1��Â �G�b�¥�Ð�å�»�_�c�,�X�r�S�c�Ÿ�î�á�î�»�c�6�~�r�O�‡��

�¹�Ç�›�Ý�º �¹�Ç�›�Ý�º�b�·�8�x�Í�c�6�~�r�O�‡��

�¥�Ð�å�»  �Ô�î�» ���b/²�_�
�¥�Ð�å�»�†
°�Š�[�A�•�Ô�î�»�†&g�K�r�M��

�¥�Ð�å�»�š�T

�[ ���_�
�­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�b�¥�å�Ç�•� �×�Þ�î�©�Ù�å�?�}  Telnet �K)F�>�|�g�”�–�»�Ý  �±�–�Ò
�”�˜�º�†�P7V�M�•�[�†&g�K�r�M��

hostname(config)# clear configure telnet

6õ4��¥�Ð�å�»

�¥�Ð�å�»  �Ô�î�»

�Ç�“�–�”�˜�›�î�Ý  �Ô�î�» �­�Ÿ�×�Ü�¸�•  �¥�å�¸�Ÿ�«�º

�Ý�î�¸�µ�» 3ñ4# �©�å�¢�Ý

�Ð�Ý�³

�¥�å�¸�Ÿ�«
�º �©�«�¸�Ò

�¢�ß�î�Â�Ý  �¥�å�Ç�•� �×�Þ�î
�©�Ù�å

• • • • —

�Ü�Ü�î�« �š�f
Æ��

7.0(1) �Ÿ�î�á�î�»  configure �@3ã�•�I�€�r�K�S��

�¥�Ð�å�» 1��Â

show running-config 
telnet

�­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�l�b  Telnet �K)F�b�Q#Ý�†1��•�I�€�Z�8�•  IP �”
�»�Þ�«�b#'�~�b�Ü�«�º�†/²&g�K�r�M��

telnet Telnet �”�¡�­�«�†�¥�å�¯�î�Ý�_3ã�•�K�
�”�–�»�Ý  �±�–�Ò�”�˜�º�†0¿���K�r
�M��
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'¨  6 'v       clear configure �¥�Ð�å�»>|  clear configure zonelabs-integrity �¥�Ð�å�»
  clear configure terminal
clear configure terminal
'ƒ�Ž�b/²&g�œ0¿���†�¡�Ü�”�M�•�_�c�
�¢�ß�î�Â�Ý  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ô�î�»�[  clear configure 
terminal  �¥�Ð�å�»�†�Q#Ý�K�r�M��

clear configure terminal

�S�e�b1��Â �G�b�¥�Ð�å�»�_�c�Ÿ�î�á�î�»�r�S�c�,�X�c�6�~�r�O�‡��

�¹�Ç�›�Ý�º �¹�Ç�›�Ý�º�b/²&g�œ�c  80 �•�Û�Ò�[�M��

�¥�Ð�å�»  �Ô�î�» ���b/²�_�
�¥�Ð�å�»�†
°�Š�[�A�•�Ô�î�»�†&g�K�r�M��

�¥�Ð�å�»�š�T

�[ ���_�
/²&g�œ�†�¡�Ü�”�M�•�[�†&g�K�r�M��

hostname# clear configure terminal

6õ4��¥�Ð�å�»

�¥�Ð�å�»  �Ô�î�»

�Ç�“�–�”�˜�›�î�Ý  �Ô�î�» �­�Ÿ�×�Ü�¸�•  �¥�å�¸�Ÿ�«�º

�Ý�î�¸�µ�» 3ñ4# �©�å�¢�Ý

�Ð�Ý�³

�¥�å�¸�Ÿ�«
�º �©�«�¸�Ò

�¢�ß�î�Â�Ý  �¥�å�Ç�•� �×�Þ�î
�©�Ù�å

• • • • •

�Ü�Ü�î�« �š�f
Æ��

7.0(1) configure �Ÿ�î�á�î�»�@3ã�•�I�€�r�K�S��

�¥�Ð�å�» 1��Â

terminal 'ƒ�Ž�G)z�b�Ã�Û�Ó�î�±�†0¿���K�r�M��

terminal width 'ƒ�Ž�b/²&g�œ�†0¿���K�r�M��

show running-config terminal #'�~�b'ƒ�Ž0¿���†/²&g�K�r�M��
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'¨  6 'v       clear configure �¥�Ð�å�»>|  clear configure zonelabs-integrity �¥�Ð�å�»
  clear configure threat-detection
clear configure threat-detection
+#�>�è���¥�å�Ç�•� �×�Þ�î�©�Ù�å�†�¡�Ü�”�M�•�_�c�
�¢�ß�î�Â�Ý  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ô�î�»�[  
clear configure threat-detection �¥�Ð�å�»�†�Q#Ý�K�r�M��

clear configure threat-detection

�S�e�b1��Â �G�b�¥�Ð�å�»�_�c�,�X�r�S�c�Ÿ�î�á�î�»�c�6�~�r�O�‡��

�¹�Ç�›�Ý�º �¹�Ç�›�Ý�º�b�·�8�x�Í�c�6�~�r�O�‡��

�¥�Ð�å�»  �Ô�î�» ���b/²�_�
�¥�Ð�å�»�†
°�Š�[�A�•�Ô�î�»�†&g�K�r�M��

�¥�Ð�å�»�š�T

�Q#Ý�V�b�ž�–�»�Û�–�å �G�b�¥�Ð�å�»�c�
�M�m�Z�b  threat-detection �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �¥�Ð�å�»�†�¡�Ü�”�K�r�M��

�[ ���_�
�M�m�Z�b+#�>�è���¥�Ð�å�»�†�¡�Ü�”�M�•�[�†&g�K�r�M��

hostname# clear configure threat-detection

6õ4��¥�Ð�å�»

�¥�Ð�å�»  �Ô�î�»

�Ç�“�–�”�˜�›�î�Ý  �Ô�î�» �­�Ÿ�×�Ü�¸�•  �¥�å�¸�Ÿ�«�º

�Ý�î�¸�µ�» 3ñ4# �©�å�¢�Ý

�Ð�Ý�³

�¥�å�¸�Ÿ�«
�º �©�«�¸�Ò

�¢�ß�î�Â�Ý  �¥�å�Ç�•� �×�Þ�î
�©�Ù�å

• • • — —

�Ü�Ü�î�« �š�f
Æ��

8.0(2) �G�b�¥�Ð�å�»�@�_
°�I�€�r�K�S��

�¥�Ð�å�» 1��Â

clear threat-detection rate �ö�•+#�>�è���b)+0£�_���†�¡�Ü�”�K�r�M��

clear threat-detection shun #'�~�G4J�I�€�Z�8�•�Í�«�º�†0Ž�:�K�r�M��

show running-config 
threat-detection

+#�>�è���¥�å�Ç�•� �×�Þ�î�©�Ù�å�†/²&g�K�r�M��

threat-detection basic-threat �ö�•$×�^+#�>�b�è���†�–�¿�î�È�Ý�_�K�r�M��

threat-detection scanning-threat +#�>�è���b�«�Ÿ�Õ�å�†�–�¿�î�È�Ý�_�K�r�M��
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'¨  6 'v       clear configure �¥�Ð�å�»>|  clear configure zonelabs-integrity �¥�Ð�å�»
  clear configure timeout
clear configure timeout
�¥�å�Ç�•� �×�Þ�î�©�Ù�å�b�¹�Ç�›�Ý�º�b�”�–�»�Ý�ì6ë�_�`�M�_�c�
�¢�ß�î�Â�Ý  �¥�å�Ç�•� �×�Þ�î�©�Ù
�å  �Ô�î�»�[  clear configure timeout �¥�Ð�å�»�†�Q#Ý�K�r�M��

clear configure timeout

�S�e�b1��Â �G�b�¥�Ð�å�»�_�c�,�X�r�S�c�Ÿ�î�á�î�»�c�6�~�r�O�‡��

�¹�Ç�›�Ý�º �¹�Ç�›�Ý�º�b�·�8�x�Í�c�6�~�r�O�‡��

�¥�Ð�å�»  �Ô�î�» ���b/²�_�
�¥�Ð�å�»�†
°�Š�[�A�•�Ô�î�»�†&g�K�r�M��

�¥�Ð�å�»�š�T

�[ ���_�
�¥�å�Ç�•� �×�Þ�î�©�Ù�å�?�}�q�±�”�–�»�Ý�ì6ë�†�P7V�M�•�[�†&g�K�r�M��

hostname(config)# clear configure timeout

6õ4��¥�Ð�å�»

�¥�Ð�å�»  �Ô�î�»

�Ç�“�–�”�˜�›�î�Ý  �Ô�î�» �­�Ÿ�×�Ü�¸�•  �¥�å�¸�Ÿ�«�º

�Ý�î�¸�µ�» 3ñ4# �©�å�¢�Ý

�Ð�Ý�³

�¥�å�¸�Ÿ�«
�º �©�«�¸�Ò

�¢�ß�î�Â�Ý  �¥�å�Ç�•� �×�Þ�î
�©�Ù�å

• • • • —

�Ü�Ü�î�« �š�f
Æ��

�¤�Ñ �G�b�¥�Ð�å�»�c�¤�Ñ�[�M��

�¥�Ð�å�» 1��Â

show running-config timeout �æ���I�€�S�É�ß�º�¥�Ý�b�±�–�Ò�”�˜�º�Í�†/²&g�K�r�M��

timeout �”�–�»�Ý�ì6ë�b�q�±)E)F�‡6ë�†0¿���K�r�M��
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'¨  6 'v       clear configure �¥�Ð�å�»>|  clear configure zonelabs-integrity �¥�Ð�å�»
  clear configure time-range
clear configure time-range
0¿���I�€�Z�8�•�M�m�Z�b�ì6ë(
�V�†�¡�Ü�”�M�•�_�c�
�¢�ß�î�Â�Ý  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ô�î�»�[  
clear configure time-range �¥�Ð�å�»�†�Q#Ý�K�r�M��

clear configure time-range

�S�e�b1��Â �G�b�¥�Ð�å�»�_�c�,�X�r�S�c�Ÿ�î�á�î�»�c�6�~�r�O�‡��

�¹�Ç�›�Ý�º �¹�Ç�›�Ý�º�b�·�8�x�Í�c�6�~�r�O�‡��

�¥�Ð�å�»  �Ô�î�» ���b/²�_�
�¥�Ð�å�»�†
°�Š�[�A�•�Ô�î�»�†&g�K�r�M��

�¥�Ð�å�»�š�T

�[ ���_�
0¿���í�s�b�M�m�Z�b�ì6ë(
�V�†�¡�Ü�”�M�•�[�†&g�K�r�M��

hostname(config)# clear configure time-range

6õ4��¥�Ð�å�»

�¥�Ð�å�»  �Ô�î�»

�Ç�“�–�”�˜�›�î�Ý  �Ô�î�» �­�Ÿ�×�Ü�¸�•  �¥�å�¸�Ÿ�«�º

�Ý�î�¸�µ�» 3ñ4# �©�å�¢�Ý

�Ð�Ý�³

�¥�å�¸�Ÿ�«
�º �©�«�¸�Ò

�¢�ß�î�Â�Ý  �¥�å�Ç�•� �×�Þ�î
�©�Ù�å

• • • • —

�Ü�Ü�î�« �š�f
Æ��

7.0(1) �G�b�¥�Ð�å�»�@�_
°�I�€�r�K�S��

�¥�Ð�å�» 1��Â

time-range �ì6ë(
�V�¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ô�î�»�†6ä���K�
�º�Û�Ç�•�µ�¡  �Ý�î�Ý�r
�S�c�”�¡�©�Ù�å�_�Ü�•�[�A�•�ì6ë(
�V�†��*O�K�r�M��
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'¨  6 'v       clear configure �¥�Ð�å�»>|  clear configure zonelabs-integrity �¥�Ð�å�»
  clear configure tls-proxy
clear configure tls-proxy
0¿���I�€�Z�8�•�M�m�Z�b  TLS �É�ß�Ÿ�©  �–�å�«�±�å�«�†�P7V�M�•�_�c�
�¢�ß�î�Â�Ý  �¥�å�Ç�•� �×�Þ�î
�©�Ù�å  �Ô�î�»�[  clear configure tls-proxy �¥�Ð�å�»�†�Q#Ý�K�r�M��

clear configure tls-proxy

�S�e�b1��Â �G�b�¥�Ð�å�»�_�c�,�X�r�S�c�Ÿ�î�á�î�»�c�6�~�r�O�‡��

�¹�Ç�›�Ý�º �¹�Ç�›�Ý�º�b�·�8�x�Í�c�6�~�r�O�‡��

�¥�Ð�å�»  �Ô�î�» ���b/²�_�
�¥�Ð�å�»�†
°�Š�[�A�•�Ô�î�»�†&g�K�r�M��

�¥�Ð�å�»�š�T

�[ ���_�
 clear configure tls-proxy �¥�Ð�å�»�†�Q#Ý�K�Z�
0¿���I�€�Z�8�•�M�m�Z�b  TLS �É�ß�Ÿ�©  �–�å�«
�±�å�«�†�P7V�M�•�[�†&g�K�r�M��

hostname# clear configure tls-proxy

6õ4��¥�Ð�å�»

�¥�Ð�å�»  �Ô�î�»

�Ç�“�–�”�˜�›�î�Ý  �Ô�î�» �­�Ÿ�×�Ü�¸�•  �¥�å�¸�Ÿ�«�º

�Ý�î�¸�µ�» 3ñ4# �©�å�¢�Ý

�Ð�Ý�³

�¥�å�¸�Ÿ�«
�º �©�«�¸�Ò

�¢�ß�î�Â�Ý  �¥�å�Ç�•� �×�Þ�î
�©�Ù�å

• • • • —

�Ü�Ü�î�« �š�f
Æ��

8.0(2) �G�b�¥�Ð�å�»�@�_
°�I�€�r�K�S��

�¥�Ð�å�» 1��Â

client �/�•�«�–�î�º�†��*O�K�
�ß�î�•�Ý  �²�–�¼�Ñ�µ�¡0É�Â�i�b$Î/œ*…�r�S�c�Ÿ�î  
�Ì�”�†0¿���K�r�M��

ctl-provider CTL �É�ß�Â�–�²�î  �–�å�«�±�å�«�†��*O�K�
�É�ß�Â�–�²�î  �¥�å�Ç�•� �×
�Þ�î�©�Ù�å  �Ô�î�»�†6ä���K�r�M��

show running-config 
tls-proxy

�M�m�Z�r�S�c�æ���I�€�S  TLS �É�ß�Ÿ�©�b��/œ�¥�å�Ç�•� �×�Þ�î�©�Ù�å�†/²
&g�K�r�M��

tls-proxy TLS �É�ß�Ÿ�©  �–�å�«�±�å�«�†��*O�K�
�q�±�­�µ�©�Ù�å�X�†0¿���K�r�M��
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'¨  6 'v       clear configure �¥�Ð�å�»>|  clear configure zonelabs-integrity �¥�Ð�å�»
  clear configure tunnel-group
clear configure tunnel-group
�¥�å�Ç�•� �×�Þ�î�©�Ù�å�?�}�M�m�Z�b�º�å�¿�Ý  �¢�Ý�î�É�r�S�c�æ���K�S�º�å�¿�Ý  �¢�Ý�î�É�†�P7V�M�•
�_�c�
�¢�ß�î�Â�Ý  �¥�å�Ç�•� �×�Þ�î�©�Ù�å�[  clear config tunnel-group �¥�Ð�å�»�†�Q#Ý�K�r�M��

clear config tunnel-group [name]

�S�e�b1��Â

�¹�Ç�›�Ý�º �¹�Ç�›�Ý�º�b�·�8�x�Í�c�6�~�r�O�‡��

�¥�Ð�å�»  �Ô�î�» ���b/²�_�
�¥�Ð�å�»�†
°�Š�[�A�•�Ô�î�»�†&g�K�r�M��

�¥�Ð�å�»�š�T

�[ ���_�
�¢�ß�î�Â�Ý  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ô�î�»�[�
�¥�å�Ç�•� �×�Þ�î�©�Ù�å�?�}  toengineering �º�å
�¿�Ý  �¢�Ý�î�É�†�P7V�M�•�[�†&g�K�r�M��

hostname(config)# clear config tunnel-group toengineering
hostname(config)# 

6õ4��¥�Ð�å�»

name >&�õ�–>'�º�å�¿�Ý  �¢�Ý�î�É�b�¡�S�†�æ���K�r�M��

�¥�Ð�å�»  �Ô�î�»

�Ç�“�–�”�˜�›�î�Ý  �Ô�î�» �­�Ÿ�×�Ü�¸�•  �¥�å�¸�Ÿ�«�º

�Ý�î�¸�µ�» 3ñ4# �©�å�¢�Ý

�Ð�Ý�³

�¥�å�¸�Ÿ�«
�º �©�«�¸�Ò

�¢�ß�î�Â�Ý  �¥�å�Ç�•� �×�Þ�î
�©�Ù�å

• — • — —

�Ü�Ü�î�« �š�f
Æ��

7.0(1) �G�b�¥�Ð�å�»�@�_
°�I�€�r�K�S��

�¥�Ð�å�» 1��Â

show running-config 
tunnel-group

�M�m�Z�b�º�å�¿�Ý  �¢�Ý�î�É�r�S�c4E�¥�K�S�º�å�¿�Ý  �¢�Ý�î�É�_6õ�M�•�_
���†/²&g�K�r�M��

tunnel-group �æ���I�€�S�±�–�É�b�º�å�¿�Ý  �¢�Ý�î�É  �§�È�¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ô�î
�»�†6ä���K�r�M��
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'¨  33 'v       undebug �¥�Ð�å�»>|  zonelabs integrity ssl-client-authentication �¥�Ð�å�»
  zonelabs-integrity ssl-client-authentication
6õ4��¥�Ð�å�» �¥�Ð�å�» 1��Â

zonelabs-integrity interface �”�¡�¸�•�È�^  Zone Labs Integrity �§�î�Â�\3û�™�M�•�S�u�b�­
�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«  �–�å�±�î�Ç�™�–�«�†�æ���K�r�M��

zonelabs-integrity port Zone Labs Integrity �Ç�“�–�”�˜�›�î�Ý  �§�î�Â�\3û�™�M�•�S�u
�b�­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�V�b�Ï�î�º�†�æ���K�r�M��

zonelabs-integrity server-address Zone Labs Integrity �Ç�“�–�”�˜�›�î�Ý  �§�î�Â�†�­�Ÿ�×�Ü�¸�•  
�”�É�Û�–�”�å�«�b�¥�å�Ç�•� �×�Þ�î�©�Ù�å�_3ã�•�K�r�M��

zonelabs-integrity 
ssl-certificate-port

SSL 0É�Â�i�†�v�“�M�•�\�A�_�
 Zone Labs Integrity �Ç�“�–�”
�˜�›�î�Ý  �§�î�Â�@�K)F�M�•�­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�b
�Ï�î�º�†�æ���K�r�M��
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第 33 章      undebug コマンド～ zonelabs integrity ssl-client-authentication コマンド

  zonelabs-integrity ssl-client-authentication
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