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T4V EDASA REEZHERATHE, T74NVFOFEIP 7 RLA (192, 16811) W CE £,
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AAZBREL, X5/ Management 0/0 A > % —7 = A ANDLARTZHIBRT 2L ERHY T3, 1
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ATwF 2 [Address] 7 4 —/v KiZ URL https://ASA_IP_address/admin # AJ1L¥9, 77 4 /V
o> ASA EBLIP 7 KL A1 192.168.1.1 T9,
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A7Tv7F 1 ASDM C, [Wizards] > [Startup Wizard] % 3R L £,

AT9F 2 ASA CX @ [Basic Configuration] Bifi N FE R S5 E T, [Next] 27 Vv 7 LT, #H#
JE] ] e 3 A T,

800 Cisco ASDM 6.4 for ASA - 10.89.147.152 - Startup Wizard
Startup Wizard ASA CX Basic Configuration (Step 9 of 12)

In order to establish proper connectivity with the ASA CX service blade, please enter all necessary
information.

Mote: ASA CX-related configuration is intended for bootstrapping. Modifying an existing ASA CX
configuration may lead to undesired results.

|_| Select to Bypass ASA CX Configuration.

MNetwork Settings

IP Address: | 10.89.147.153
Subnet Mask: |255.255.255.0 =

Gateway: [10.89.147.1
Auth Proxy Port
Auth Proxy Port (must be greater than 1024): 5000

| <Back || Mext> | | Finish | | Cancel | | Help | &
H
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AFvyF 5  [Finish) 7V v 7 LCHKY OBif%Z A%y 732575, [Next] 27 U v 27 LCHEY O
HEESR, T4 P—REFETLET,

5 (ASA 5512-X ~ ASA 5555-X TWLELIES
HY) YVINHYTT7 EDa2a—ILDA R =)L

ASACX EVa2— L EBIZASA A LTSA, EV2— AV VY7 MU =2T7BLBY Uy K A7 —
M K747 (SSD) IFFANZA VA b= ENTEY, I IFEHTEET, BEFD ASA IZ ASA CX
BT D56, 721X SSD 2T HVENH L5681, ZOFNEIZHE-STASACX 77— Y7 b
T T A A=/, SSD ZHEITHMENRHY 9, WEAIZ SSD #H Y +1) 5121k, TASA
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Cisco.com O 1 7 A U EZBELOHAIF. KO Web ¥ A b b7 —h VY7 v =T %
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http://www.cisco.com/cisco/software/release.html?mdfid=284325223 &softwareid=2843
99946

T—hs V7 T EEHTDE AR ASACX Ry NI —IFREEITV, SSD
EHEL, FVKEWVWSRATA VT NI 2T 2{LEOHF— "5 SSDIcX o — R
TEFET,

AFvT 2 ASACXEHEHA X —T=A A0DT 7 AAHEZ HTTP, HTTPS, 721X FTP ¥—
Nz, Cisco.com 75 ASACX VAT AL VY7 hu=T 45Xy rn—RKLET,
Cisco.com DR 7 A U EBRELOHEE, RO Web A ROLUVAT A YT R =T
EFANFTEET,
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ATwF 3 ASDM . [Tools] > [File Management] % 4R L, KIZ [File Transfer] > [Between
Local PC and Flash] Z3&R L E§, 77— Y7 b7 % ASA Lo disk0 (Z#xk L F
To VAT LA YT P =T IFRE LRV TS EEY, ZHFETSSD I v rr— R
SNET,

AFwF 4 ASACLIIZHEF L, Rk EXEC T— FEB#H L E T, ASACLIIZT 7 BAT BHITIL,
[ASA Configuration Guide] 74 K®D# [Getting Started] S L T &0,
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IPSEV2— % ASACX EV 2 — LV ERWT LA, IPSEVa— L&Yy v b
T LTCT YA ARN— L, RICASAZYV—RLET,

hostname# sw-module module ips shutdown
hostname# sw-module module ips uninstall
hostname# reload

ASA DV o — F#IZ, ASA CLI ICHE#H L £,

kDA< Fae AL T, ASAdisk0 TASACX EVa—/V 7T — b A A=V D%
i LET

hostname# sw-module module cxsc recover configure image disk0O:file path

B :

hostname# sw-module module cxsc recover configure image
disk0:asacx-boot-9.1.1.img

WDa<v R AN LT, ASACX 77— h A A—VZu—RKLET,

hostname# sw-module module cxsc recover boot

ASACX TV 2— A NEFHTDHETHS D> Tob, BIEETTDO ASACX 77— h
A A=V ~Daryy—)LeyvarEi&Ed, 7740 O —HF 4L admin T,
F 7 )V hDOINAT — FiZ Adminl23 T,

hostname# session cxsc console

Establishing console session with slot 1

Opening console session with module cxsc.

Connected to module cxsc. Escape character sequence is 'CTRL-SHIFT-6 then x'.
cxsc login: admin

Password: Adminl23

SSD 4y EI L £7,
asacx-boot> partition

Partition Successfully Completed

TASA CX CLI TOHANZ ASA CX O%E] (P.13) IZHt-> T, setup =~ FEfHEH
LCHEAMRR Y hU—IREEZEITL (ASACXCLI ZHTLARAWVWTLLEEN), 2
DFEIZRSTY TN 2T A A—VEA VA=V LET,

P—=NINHV AT L VT U =T A A b= LET,

asacx-boot> system install url

B

WD a< Rit asacx sys9.1.1.pkg VAT L VY7 "o =2T A A =L LET,



asacx-boot> system install
https://upgrades.example.com/packages/asacx-sys-9.1.1.pkg

Username: buffy
Password: angelforever
Verifying
Downloading
Extracting
Package Detail
Description:
Requires reboot:
Cisco ASA CX System Upgrade
Yes
Do you want to continue with upgrade? [n]: ¥
Warning: Please do not interrupt the process or turn off the system. Doing so
might leave system in unusable state.
Upgrading
Stopping all the services ...
Starting upgrade process ...
Reboot is required to complete the upgrade. Press Enter to reboot the system.

ATFvT 12 ASACX EV2—N% U 7—F4221%, Enter ¥—%2f L E4, TVa2—1% ) 7—
r2E, avy—byraryBELET, 77V r—var arR—Rx DA
A R =Lt ASA CX —E ZDOEENTIT 10 0L B 3,

6 ASA CXCLI TOEXRHE ASA CX DEETE

X2 T4 RY—%2BET AT, ASACX BV 2 — LV THAMR R Y NT—VHREBLOED
DR T X —H %F ﬁ?é%%ﬁﬁ«%@i?‘

ATYvT 1 KROVWTIIEIATLET,
o (FTXRTOETN) SSHEMHEM L TASACX EHIP 7 FL AR LET,

*  (ASA 5512-X ~ ASA 5555-X) ASACLI »»HEV a—/~Dary—)L &y g
VEBEET (ASACLLIZT 727 5121%, [ASA Configuration Guidel] D=
[Getting Started] ZZH L T 7ZE W),

hostname# session cxsc console

ATFvF 2 2—%4 admin BELUSZA T — K Adminl23 2L Te s A LET, ZOFED
—BRL LTSRN ELEFELET,
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WDa<r REANLET,

asacx> setup

il

asacx> setup

Welcome to Cisco Prime Security Manager Setup
[hit Ctrl-C to abort]

Default values are inside [ ]

WIZ, V4P —FEFEHLT, BHRONNRAEZRRTIFAERLET, H: A¥T 4>/
IPv6 7 RV AZRETHELEEDT a7 R TN EWETHZ LT, IPv6 AT — LA
HERREICT DI ENTEET,

Enter a hostname [asacx]: asa-cx-host

Do you want to configure IPv4 address on management interface?(y/n) [Y]: Y
Do you want to enable DHCP for IPv4 address assignment on management
interface? (y/n) [N]: N

Enter an IPv4 address [192.168.8.8]: 10.89.31.65

Enter the netmask [255.255.255.0]: 255.255.255.0

Enter the gateway [192.168.8.1]: 10.89.31.1

Do you want to configure static IPv6 address on management interface? (y/n)
[N]: ¥

Enter an IPv6 address: 2001:DB8:0:CD30::1234/64

Enter the gateway: 2001:DB8:0:CD30::1

Enter the primary DNS server IP address [ ]: 10.89.47.11

Do you want to configure Secondary DNS Server? (y/n) [N]: N

Do you want to configure Local Domain Name? (y/n) [N] ¥

Enter the local domain name: example.com

Do you want to configure Search domains? (y/n) [N] Y

Enter the comma separated list for search domains: example.com

Do you want to enable the NTP service?(y/n) [N]: ¥

Enter the NTP servers separated by commas: l.ntp.example.com,
2.ntp.example.com

RKBEOTO T IRETTHE REDOY~ Y —poRESnET, ¥~ U —IZHZ@ELT
EARELWZ E 2R L, ERELEFREZEHATHIXY AZANLET, EREZX v
EATHIZIEINZANLET,

B -

Apply the changes?(y,n) [Y]: ¥

Configuration saved successfully!

Applying...

Done.

Generating self-signed certificate, the web server will be restarted after
that

Done.



AFwT 5

ATFvT 6

Press ENTER to continue...
asacx>

NTP ZfEH L2 WG&1E, A EZRELET, 7740 b ORH#IE UTC KT,
MR EEZ AR T HI1E, ROoavy FEATEET,

asacx> config timezone
asacx> config time

Woa< FEAHLT, admin XA T — FE2EHE L £,

asacx> config passwd

B -

asacx> config passwd

The password must be at least 8 characters long and must contain
at least one uppercase letter (A-Z), at least one lowercase letter
(a-z) and at least one digit (0-9).

Enter password: Farscapel

Confirm password: Farscapel

SUCCESS: Password changed for user admin

exit 2~ FEZ A JLTrZ 7o hLET,
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ZOHETI, ASADHL ASACX EV a2a— NIV FA VI bTAH T 74 v 7 2B LET, ASA T
ZORY U—HEHFELET,

Y

GE)

PRSM &~ /F T4 X2 £— R THHT 5456, ASDM 2fEHT 5o v iz, PRSM WD
ASACX EV 2 — /LI hTF 7«4 /75’334::?‘5715?)@ ASA RV v—%RWETEET, 2/
L. ASAHV—t R R v—%2RETHEHAE. PRSM IZIEW K O OHIRAH Y F9°, FEMIC
2L, FTASA CX User Guide] %% L'C< 7ZE,

ZOFMEEFEHLTASA TRIET e X v &2 F—TNMZTD55E61F,. ASACX EV 22—/ T

SEEHOT L2 Y LAABEEL TSV, 2R ;Ob\“C 1Z. TASA CX User Guide]
L TLTEE0,

(ASACX 38 L72) IPSEV 2— W T 74w 0B VEA VI VBT 7T 47 $—b

2RV —BHDEEIE. ASACX V—E R RY V—%2RETIRMCEDRY > —%HIRT
HULERHY £,

AFv7F 1 ASDM T, [Configuration] > [Firewall] > [Service Policy Rules] Z &R L £,
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JO0 Frewal
B4 Access Rules a
NAT Rules
W Service Policy Rres
i' AMA Rules
22% Filter Rules
B Public Servers
¥ URL Filtering Servers
&) Threat Detection
QE) Identity Options ¥

gg Remote Access VPN

g:% Site-to-Site VPN

%

E:J} Device Management

[Add] > [Add Service Policy Rule] # %R L £9°, [Add Service Policy Rule Wizard -
Service Policy] ¥4 7 a7 R v 7 ANERINET,

WFIIG U T [Service Policy] A 727Ky 7 ZIZ AN LET, T b OBEEDFEM
IZOWTIE, ASDM A 74 v ~AT 2B R LT IEEN,

[Next] #2 U v 27 L%, [Add Service Policy Rule Wizard - Traffic Classification
Criteria]) ¥4 7R 7Ry 7 ARFRINET,

MBI U T [Traffic Classification Criteria] # A4 7 27 ARy 7 ZIZAHLET, Zhbd
OEHE OFEMIZ DN TIL, ASDM A2 T4 v AT EBR LT ZEN,

[Next] #7 Y » 7 LT [Add Service Policy Rule Wizard - Rule Actions] %4 7 & 'R v
JAERRTLET,
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AFvF 7

AFv7F 10

27y 7 11
2ATFvFT 12

[ASA CX Inspection] # 7% 7V v 7 LET,

800 Add Service Policy Rule Wizard - Rule Actions

Protocol Inspection ASA B ALY Connection Seitings | QoS = Ne

Eﬂ Enable ASA CX for this traffic flow
If ASA CX Card Fails

(=) Permit traffic

() Close traffic
Authentication Proxy

To enable auth proxy, select the checkbox
and click Apply. Then connect to the ASA
CX and enable auth proxy on the device.

(¥ Enable Auth Proxy

Override the default auth proxy port here:
Configuration > Firewall > Advanced > ASA CX Auth Proxy

[Enable ASA CX for this traffic flow] = v 7 R > 7 A&+ 2L ET,

[If ASA CX Card Fails] fHi% T, [Permit traffic] & 721X [Close traffic] #2 V v 7 L&
9, [Close traffic] 7> a V% 8IRT 5 L. ASA 1X ASA CX BV 2 — L BMEHARFTO
BEWCT_RTCO NI 7 v o & Ty s LEd, [Permit traffic] 772 2 V&2 #IRT 5
L. ASAIZASACX EV a— W MEHARAIOBFEIZ, T _XTORNT 7 40 v 7 O@lE%E
BRAERLTHFAILET,

T T 4 TR MERRIE T 0 X v B A X — T W T HIZiX. [Enable Auth Proxy]
Frv IRy I AL AN LET,

[OK] %27 VU w27 LThb, [Applyl 227V v 7 LET,
ZOFNEZEAEREY T.BNoONF 74y 7 7a—% B0 TCHRELET,
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T. ASDM »5 PRSM %Z & L £9°,
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