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#EELD Strong Encryption 74 £ A& FEITY 7 = A N T 250 ERH 5854613, http://www.cisco.com/go/license
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[Device Management] > [Licensing Activation Key] *— Y 2 2B L T 7230,
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Control (AVC) DEHZIT. v A 2 R — NN EENE T,
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T ZOERMEY 7 27 U 79 13, ASA FirePOWER £ 22—/ D PAK/ S A © v A 775 4 _X— g v F—
DAERBERS LER A, 2L EH 2 HEHT 2HERN 27T 2 b DT,

IEARBERZ DD T A AT LIRS ERE T,

B Advanced Malware Protection (AMP)
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FEIEEHIZ DV TIL. [Cisco ASA with FirePOWER Services Ordering Guidell% &/ L T< 72 &\, £ 7= [Cisco
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ASA FirePOWER Default Gateway
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Switch

inside —@_ outside et
GigabitEthernet 1/2 | 4 GigabitEthernet 1/1

192.168.1.1

(May be required)
Firepower Management Center Management 1/1
No ASA IP address

ASA FirePOWER IP address: 192.168.1.2
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1. UTOBEOr—T N %1 A ¥ 24 —HFy b AL v FICBHELET,
— GigabitEthernet 1/2 - > % —7 = A X (i)
- E®|11 144 —7 =1 A(ASA FirePOWER £ = —/L H)
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(F) B 2 —7 = A AL ASA FirePOWER £ = — A 7B T B BDTF A 2 & UCEIET 5 7= NES
A E =T oA AEEHRA L HE—T oA ZFFR Xy N — 7 TR TE £,
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P — O EILT T, [Startup Wizard] i L CTEF T E3,ASDM IZEH L TWAHIPT FLAEZETT S
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2. [Address] 7 ¢+ —/L RiZ https://192.168.1.1/admin &> 9 URL % AJj L &7, [Cisco ASDM] Web ~=— %
RENFET,
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[Install ASDM Launcher] % 7 U » 7 L7=354 35412 & - TliL. [nstall an Identity Certificate for ASDMJ[#535] 124 -
T ASA @ ID FEBHE & ASA FirePOWER € = —/VOFEHEZ ZNEIA VA M—AT 5 ENVBET/RD 77,
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6. { A R—)LF 2% ASAFirePOWER EV 2 — LD IP T RLAZIEETH L IKRDONT-HAIZT A AT a /Ry
J AkXx kN LET, [Startup Wizard] 2 L C.E T EV2—LDIPT RLAZIELWIP 7 R L AIZEE
ETDHHENRHY F9,

ASDM [Z ASA RNy 7 7L —2 %4 LT ASAFirePOWER £ 2 — /LD IP 7 RLARELXLER X ET,7-77L
TV 2= L EEHT I XYy N EZ N L TER 1IN A X —T 2 A A OV 2— L (BLXOH LW IP
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http://www.cisco.com/c/en/us/support/security/adaptive-security-device-manager/products-release-notes-list.html
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6. flio> ASDM 7 ¢ ' — Fi5 L OFHMIRRE D FAT

7. [Wizards] > [Startup Wizard] % 4R L £,

8. MG UTIBMD ASA R EA1T 9 7>, £ 7213 ASA FirePOWER o [Basic Configuration] BN F RSN D ET
B & A E T,

- e e — =S b
[ Cisco ASDM 7.3 for ASA - 192.168.1.1 - Startup Wizard
e e

( Startup Wizard ASA FirePOWER Basic Configuration (Step 9 of 12)

In order to establish proper connectivity with the 454 FirePOWER service blade, please enter
y all necessary information.

Note: ASA FirePOWER-related configuration is intended for bootstrapping, Modifying an
existing ASA FirePOWER configuration may lead to undesired results,

Metwork Settings

IP Address: _-:192.163.1.2 _‘ I
Subnet Mask: :“255.255.255.0;: |
Gateway:  [192.168.1.1 | |
Please read the following license agreement, You must accept the terms of this agreement
before continuing the wizard,
End User License Agreement -

=

IMPORTANT: PLEASE READ THIS END USER. LICENSE AGREEMENT
CAREFULLY. IT IS YERY IMPORTANT THAT YOU CHECK THAT YOU ARE
PURCHASING CISCO SOFTWARE OR EQUIPMENT FROM AN APPROYED
SOURCE AND THAT YOU, OR THE ENTITY YOU REPRESENT (COLLECTIVELY,

THE "CUSTOMER") HAYE BEEN REGISTERED AS THE END USER FOR THE I
PURPOSES OF THIS CISCO END USER LICENSE AGREEMENT. IF YOU ARE NOT
REGISTERED AS THE END USER YOU HAYE NO LICENSE TO USE THE I

SOFTWARE AND THE LIMITED WARRANTY IN THIS END USER LICENSE
AGREEMENT DOES NOT APPLY. ASSUMING YOU HAYE PURCHASED FROM AN
APPROYED SOURCE, DOWNLOADING, INSTALLING OR USING CISCO OR
CISCO-SUPPLIED SOFTWARE CONSTITUTES ACCEPTANCE OF THIS

AGREEMENT.

CISCO SYSTEMS, INC, OR ITS SUBSIDIARY LICENSING THE SOFTWARE INSTEAD OF = N

<[i - m | 3

(7) T accept the agreement I
{' e |

T 74N PREEREHT DT ROEERELET,
[IP Address]:192.168.1.2
[Subnet Mask]: 255.255.255.0
[Gateway]:192.168.1.1
9. [l accept the agreement] 7 U v 7 LC [Next] £721% [Finish] 27 V v 745 ¢ U4 P —F KT LET,
10. ASDM % & 7 L FBE) L £ 3, K —L~<X—1C ASA FirePOWER O % 73 FR SIVE T,

N SN S =22 G =L e == 4
6./t ASDM 7 ¢ ' — NI X OGEMER € D LT
ASDM 12l X =2V T 4 R V—%RETH7DDOY 4 F— KRS HEFTNTCWET FHARERTXTOY ¢
P— N2 R 5121E. [Wizards] A ==2—%2ZH LT &V,

ASA DR E %179 5 121%. [Navigating the Cisco ASA Series Documentation] TV 7 h 7 =7 NR—T g G LTz
Vo2 T VEBRL T EIN,
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ASDM #fFH L CIA4 L AE A A =N L . EFVa—NDOtXaTF 4 R —FBELTC.EVa2a—NIZ T
T4 EEELET,

Bl D)7k & LT Firepower Management Center% ffi ] L C ASA FirePOWER £V = — /L Z#EH T 52 L H T
*9, FMIZ OV T, TASA FirePOWER Module Quick Start Guidel[355E] &M L T 72 &0,

TFABVSADA VA F—)
Control 3 X O Protection ™7 A &2 A 137 7 4 /v b TR S E 37, BRI L 72 3 5L 385E % — (PAK) 235812 [RFH S v
TWETBMTA B RAERAETHIEE BT A—NMIFDOT AL AD PAK 2T H5XLIENH Y F9,
FlE

1. [Configuration] > [ASA FirePOWER Configuration] > [Licenses] DJIEIZE&4R L .[Add New License] #7 U » 7
THZEIWLEsT v —vDIA B F—2HFLET,

TA A T, EEATICH Y F9(41]:72:78:DA:6E:D9:93:35)

2. [Get License] #27 UV v 7 LT . 94 B A R—F AL ZEE LET, HAWI. T T UHFT
http://www.cisco.com/go/license (& L £ 7,

3. [Get New Licenses] 7 4 —/L Rz >~ TR Hh7= PAK Z AN L [Fulfill] 227 V v 7 LET,
4. ZOMDOT7 4 — L RTIL BV A F—LBEFA—NL T RLAEANTLLEIRDENET,

5. Web %1 FOFR, F72IT VAT ML > THEBMIICEE SN TA B ADET A — /IR ST\ 2 zip
Ty ANMIERHENTTA B AT I T4~V ary F—%ab—LET,

6. [ASDM Configuration] > [ASA FirePOWER Configuration] > [Licenses] > [Add New License] ®EmIZE Y 9,
7. [License] Ry 7 AT A VLA T I T 4 _"—=ay F—%A0 £,

8. [VerifyLicense] %7 U v 7 L. 7F A MPIELL a B — &Nz Z & 2R L TH 5, [Submit License] 7 U v 7
Li—aﬁo

9. [Return to License Pagel #7 U v 7 L$9,

ASA FirePOWER % =2 U7 4 R > —DRFE
FIE

1. [Configuration] > [ASA FirePOWER Configuration] % 3R L C,ASA FirePOWER €% = U 7 1 KU > — %% E
LET,

FEAIZ OV TIL,ASDM @ ASA FirePOWER X— 2 EHA L E T, R Y O — DR EFIEIC OO TEEL L HAITIE,
EFEDO_—T [Help] 7 U v 74 %2>, £721% [Help] > [ASA FirePOWERHelp Topics] Z3&#R L £,

% 72 .[ASA FirePOWER module user guideJ[#3E] H B L T 72 &0,

ASAtx=UT 0 R —DRE
FE

1. T 74 v 7 &%V 2—/WIZEET 51213, [Configuration] > [Firewall] > [Service Policy Rules] % %R L £,
2. [Add] > [Add Service Policy Rule] &4k L £,
3. RUTV—%HEDA X —T A AZBEHAT D0, F2I3EENCEHAT 028K L [Next] #27 U v 7 LET,
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N7 4y 7 DO—HEHRELET, 7”_2:%_ B AVNRD U ROT 7R = VEBBLIZTXTO NI 7 4 v 70
EVa— A~V E AL T FEND X HIZ, % [Any Traffic] ICRETE £9, /2. K" — M. ACLGEE It & 56t
DREHE) ETFBEFEDO N T 7 4 v 771 WCESWC LB R EEEERTHZ L TEET , ZORY > —
T ZOMOF T aEbEVFEATIEOVERA VT T4 v 7 7T ADERNTET L7265 [Next] &7

Uy 7 LET,

5. [Rule Actions] ~*— T [ASA FirePOWER Inspection] # 7% 7V v 7 L£7,
6. [Enable ASA FirePOWER for this traffic flow] = v 7R v 7 A& 4 N2 L ET,

. [ASA FirePOWER Card Fails] fHI& C. kOWIThnx 2 U v o LET,

— [Permit traffic]: ¥ 2 — A BMEACTEX AR NEAS TRTCORNT 7 4 v 7 OilEERAER LTHAT5 L9
ASA ZRELET,

— [Close traffic]: TV 2 — A MFEHTE R WA TRXTO NI 74075270y 735X HIC ASA ZRTEL
£,

(T a) T T4y I OBHARYEHO AL —EFY 2= VIIHEET D (DE VRN T E—RIZT D)

%, [Monitor-only] #4212 LE9,

. [Finish] 2 V v 27 L . %IZ [Applyl 27 V v 7 LE£7,

COFHZ#EYRLTOEMD T 7 4 v 7 7o—2 LB R U TRELET,

8. /ﬁ(@ﬁf%

ASA FirePOWER £ = —/L & ASA #EDFEMIZ DWW TIZ.ASA/ASDM O 7 7 A4 70 4 — Vi EH A KDOTASA
FirePOWER Module ] D&, F7=1X ASDM O A2 T A v ~ VT RS L TL 72 &V, ASA/ASDM O3 _TD K
XA MDY T G:Ob\fbi\Navigating the Cisco ASA Series Documentation & L T 7230,

ASA FirePOWER & DZEMIZ W TIE A v T A > ~L 7 [ASA FirePOWER module user guidel[#:E]. £ 7=
;tIT'FlreSIGHT/Flrepower Management Center system user guideJ[Z:5E] # M L T 7230,
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