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AaBbCc123 Please choose an IP interface
for this Listener.

sethostname IronPort

AaBbCc123 mail3.example.com> commit
Please enter some comments
describing your changes:

[1> Changed the system hostname

AaBbCc123 IronPort Quickstart Guide

IronPort

Before you begin, please reset
your password to a new value.
Old password: ironport

New password: your_new_password
Retype new password:
your_new_password

ZDfDIFEHD AF

Cisco IronPort IronPort
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YRAAYR—bFaAZSa2a=FT«

Web

Cisco IronPort

URL
https://supportforums.cisco.com
Cisco IronPort i k L—=24
Cisco IronPort IronPort

Cisco lronPort

« http://training.ironport.com

e training@ironport.com

e http://training.ironport.com/certification.html

 certification@ironport.com

FTLyY R—=X

Cisco IronPort IronPort
URL
http://cisco.com/web/ironport/index.html
N
(GE)

[Support] [Register]
[Support]
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IronPort

. IronPort

o IronPort

o IronPort

DNS
ID
Cisco IronPort h# X4 < — H1R— k
Cisco IronPort 24
24
1
IronPort

1 877 641-4766
http://cisco.com/web/ironport/contacts.html

http://cisco.com/web/ironport/index.html
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IronPort AsyncOS FreeBSD Stichting
Mathematisch Centrum Corporation for National Research Initiatives

IronPort
URL
https://support.ironport.com/3rdparty/AsyncOS_User_Guide-1-1.html.
IronPort AsyncOS Tobi Oetiker
RRDtool
Dell Computer Corporation
McAfee
Sophos

lronPort EFA—JIL X )TFa FTSATY
ADHE

IronPort

Total Cost of
Ownership TCO;

IronPort

IronPort AsyncOS™

IronPort
e SenderBase IronPort Anti-Spam
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e Sophos McAfee
. IronPort
™
. IronPort AsyncOS DomainKeys

DomainKeys Identified Mail DKIM
Sender Policy Framework SPF  Sender ID Framework SIDF

DKIM
¢ lronPort HIPAA GLBA
IronPort
. AsyncOS for Email
. IP IP
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. SMTP over Transport Layer Security
« Virtual Gateway ™ IronPort
IP
1 IP
IP
AsyncOS for Email
AsyncOS
IronPort
MTA
CPU
1/0
1/0
AsyncOS AsyncFS
AsyncOS for Email RFC 2821
Simple Mail Transfer Protocol SMTP;
IronPort
HTTP HTTPS
Web GUI Secure Shell SSH;
Telnet

Command Line Interface CLI;

[ oL-23078-01-J
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IronPort

A—JL 78— LUV IronPort M-Series 7 7547 >R

M-Series IronPort C-Series
X-Series IronPort M-Series
IronPort M-Series
IronPort M-Series
HAT
IronPort
M-Series IP
IronPort M-Series IP C-Series
X-Series
IronPort M-Series
IP
IronPort M-Series IronPort
IP IronPort M-Series
IronPort AsyncOS for Security
Management User Guide IronPort M-Series
IronPort
IronPort M-Series
IronPort
IronPort
AsyncOS for Security Management User Guide IronPort
M-Series IronPort
IronPort IronPort

M-Series
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CHAPTER

IronPort AsyncOS Web
Graphical User Interface GUI;
Command Line Interface CLlI;
IronPort
CLI

e Web GUI p.2-17
. CLI P.2-24

Web R—ZXADT 5714 h)La1—F 232 —Dx
14X (GUI

Graphical User Interface GUI;
Command Line Interface CLlI;

Web GUI
IronPort AsyncOS Web
GUI
CLlI GUI
CLlI
GUI
CLlI
GUI
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|
e System Setup Wizard IronPort
IronPort
. Host Access Table HAT,;
SenderBase Reputation Score SBRS; SenderBase
e lronPort
e lIronPort Anti-Spam Sophos Anti-Virus
SenderBase Network Participation
e XML XML
T30 EH
Web Ul JavaScript
Cascading
Style Sheet CSS HTML
Y
(3¥)  AsyncOS5.5 Web ul Yahoo! User Interface YUI
Web JavaScript
Web ul
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YUI
YUI

URL
http://developer.yahoo.com/yui/articles/gbs/

IronPort Web ul A
Web

e Firefox 2.0
e« WinXP Internet Explorer 7
e Mac OS X Safari 3.1

N

GE) 30

GUI
IronPort GUI
CLI

GUI

GUI~D7 IR

IronPort C650/660/670
C350/360/370 X1050/1060/1070
1 IronPort C150/160 HTTP
Enabling the GUI on an Interface, page -442

GUI URL

http://192.168.42.42

Cisco IronPort AsyncOS 7.3 for Email a> 74 ¥alb—Y 3> A/ F
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TIHHFEEDOT 74 b A—FRBE/IRRT—F

. admin
. ironport
21 [Login] Ei@m

CEDIRDHPDRTCED

Waealcome

Username: m—

Password: [eessssss

w4.5.0-630 m

AsyncOS
System Setup Wizard

HTTP HTTPS
HTTP

URL IP IP
GUI

http://192.168.1.1
https://192.168.1.1

http://mail3.example.com
https://mail3.example.com

HTTPS
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Y
GE) HTTPS HTTP
https://
GUI
nJq4y
GUI
[Login] GUI
Web p.2-18
admin
IronPort AsyncOS Daily Management
Guide Common Administrative Tasks Adding Users

[Monitor] > [Incoming Mail Overview]

GUI Y arvEEUERFTFES—Tay

GUI IronPort [Monitor] [Mail Policies] [Security
Services] [Network] [System Administration]

Y

Gx) GUl GUI

[Help] > [Online Help]

[Monitor] [Mail Policies] [Security Services]

[Network] [System Administration]
[Security Services] [Anti-Spam]
[Anti-Spam] GUI

[Security Services] > [SenderBase]

Cisco IronPort AsyncOS 7.3 for Email a> 74 ¥alb—Y 3> A/ F
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[Monitor] A =a—

[Monitor]

[Mail Policies] »* =a1—

[Mail Policies]

[Security Services] * =a1—
[Security Services]

Participation

[Network] A =a1—

[Network]
DNS

[System Administration] # =1 —

[System Administration]

LDAP

Host Access Table HAT;
Recipient Access Table RAT;
DomainKeys

IronPort
SenderBase Network

IP SMTP
SMTP

System Setup Wizard
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ShEHE
clustermode clusterset
GUI
Cisco IronPort AsyncOS for Email Advanced Configuration
Guide Administering a Cluster from the GUI
[Commit Changes] K% ~
GUI CLI
P.2-29 GUI
[Commit Changes]
2-2 [Commit Changes] K4 >

| Commit Changes = |

[Commit Changes]

CLI clear
P.2-30

2-3 BESAL-ZEEORESR
Uncommitted Changes

Commit Changes

You have uncemmitted changes. These changes will not go inte effect until you commit them.

Comment (optional): I

m Abandon Changes Commit Changes
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aAvI kR 42403 —J x4 X (CLI

IronPort AsyncOS IronPort
SSH Telnet
IP SSH Telnet
SSH Telnet
P.5-107 interfaceconfig
CLI Cisco IronPort AsyncOS CLI Reference
Guide

ARV FA A3 —T 4 ADREEE

AsyncOS CLI
avvkJFaryFr

1

mai l3.example.com>

CLI

(Cluster Americas) >

Cisco IronPort AsyncOS 7.3 for Email a> 74 Xalb—Y3> /4 F
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(Machine losangeles.example.com) >

Cisco IronPort AsyncOS for Email Advanced Configuration
Guide Centralized Management

CLI CLI
1

Please create a fully-qualified hostname for this Gateway

(Ex: "mail3.example.com™):
[1> mail3.example.com

Ethernet interface:
1. Data 1

2. Data 2

3. Management

[1]> 1

Return

Ethernet interface:
1. Data 1

2. Data 2

3. Management

[11> (type Return)

Cisco IronPort AsyncOS 7.3 for Email a> 74 ¥alb—Y 3> A/ F
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|
a7 FHEX
CLI
mail3.example.com> systemsetup
BRYR B
Log level:
1. Error
2. Warning
3. Information
4. Debug
5. Trace
[3]> 3
Yes/No ¥ L) —
yes no
Y N Yes No
Do you want to enable FTP on this interface? [Y]> n
» >
HJav R
NEW EDIT DELETE EDIT DELETE
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mail3.example.com> interfaceconfig

Currently configured interfaces:

1. Management (192.168.42.42/24: mail3.example.com)

Choose the operation you want to perform:
- NEW - Create a new interface.

- EDIT - Modify an interface.

- GROUPS - Define interface groups.

DELETE - Remove an interface.

>
Enter
Return
IRY—7
Ctrl+C
CLI
545
CLI
1 !
Ctrl+P Ctrl+N

mail3._example.com> (type the Up arrow key)
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mail3.example.com> interfaceconfig (type the Up arrow key)

mail3.example.com> topin (type the Down arrow key)

a7y RO

IronPort AsyncOS CLI
Tab CLI

CLI

mail3.example.com> set (type the Tab key)

setgateway, sethostname, settime, settz

mail3._example.com> seth (typing the Tab again completes the entry
with sethostname)

CLI Enter Return

IronPort AsyncOS

1. commit
commit
CLI  commit

commit
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||
Y
(i)  AsyncOS commi't
Cisco IronPort AsyncOS for Email Advanced Configuration Guide
A AsyncOS Quick Reference Guide Cisco IronPort
AsyncOS CLI Reference Guide
CLI
clear
AACLI a2k
RELEEDHEE
IronPort commit
commit
commit
Cisco IronPort AsyncOS for Email Advanced
Configuration Guide A AsyncOS Quick Reference Guide
commit commit clear
IronPort AsyncOS
255
commit

mail3.example.com> commit

Please enter some comments describing your changes:

[ oL-23078-01-J
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[1> Changed *psinet” IP Interface to a different IP address

Changes committed: Wed Jan 01 12:00:01 2003

GE)

Return

REEEDI T

clear commit clear

IronPort AsyncOS

mai l13.example.com> clear

Are you sure you want to clear all changes since the last commit?

[vl> y

Changes cleared: Mon Jan 01 12:00:01 2003

mai l3.example.com>

ARVERE AV AVE—T ARy avDRT

quit CLI
quit

quit

mail3.example.com> quit
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Configuration changes entered but not committed. Exiting will lose
changes.

Type “commit® at the command prompt to commit changes.

Are you sure you wish to exit? [N]> Y

AYU R SA A3 —T 2L ATONILTDERE

help CLI
help
help ? 1

mai l3.example.com> help
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CHAPTER

2y 7Y ITEIUVERE

System Setup Wizard IronPort
C-Series X-Series
IronPort M-Series 17 IronPort
M-Series
IronPort
SMTP
5
. P.3-34
e [ronPort P.3-40
. P.3-43
e System Setup Wizard P.3-50
. P.3-89
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BB AT E

158 HRIIZ

IronPort

2y hI—OERIC IronPort 7 7547V REZEHET S

IronPort MX
SMTP

AsyncOS

IP

pP.7-246 IronPort

Anti-Spam P.8-264 Sophos Anti-Virus
P.9-305 P.10-335
HAT
P.5-115 IronPort
IronPort
1
MTA
IronPort IP
IP

SenderBase SenderBase
Reputation Score SBRS; SenderBase IronPort
Anti-Spam
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||
Y
GE) IronPort
IronPort
P.8-288
IronPort SMTP
. Cisco IronPort AsyncOS for Email Daily
Management Guide Using Email Security Monitor
. LDAP
Cisco IronPort AsyncOS for Email Advanced Configuration
Guide LDAP Queries
. Cisco lronPort AsyncOS for Email Advanced
Configuration Guide Creating Alias Tables
Cisco IronPort AsyncOS for Email Advanced Configuration
Guide The Domain Map Feature Cisco

IronPort AsyncOS for Email Advanced Configuration Guide
Configuring Masquerading
MTA

DNS ~® IronPort 7 754 7 > A D&%

DNS
IronPort Anti-Spam McAfee
Antivirus Sophos Anti-Virus IronPort
DNS IronPort

DNS IP

A

MX MTA
MTA IronPort
MX
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MX 20
IronPort IronPort.example.com
example.com MTA
MTA
$ host -t mx example.com

example.com mail is handled (pri=10) by mail.example.com

example.com mail is handled (pri=20) by ironport.example.com

IronPort DNS MX
MTA

IronPort MX MTA

AR M=IL OF YA

4
IronPort

IronPort
Cisco IronPort P.1-12

. L
camsr — - I - R -
[H]
§ 2 i ‘7.”:-—:";’ 7 Q Q
IronPort C-Series caw-am:r;.

FrAT Hotee™. ropwiag™ 2347 Lh
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IronPort
IronPort

3-2 P.3-42

P.3-43

&I

IronPort IronPort
Exchange™ Groupwise™ Domino™

IronPort AsyncOS for Email Advanced Configuration Guide
Email for Local Domains

g
mifi

IronPort

¢ lronPort

P.5-108

AI—YRY b AE2—T(RX

IronPort
1

[ oL-23078-01-J
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|
IP
Cisco IronPort AsyncOS for Email Advanced Configuration Guide
Using Virtual Gateway ™ Technology B
IP
Y
(¥)  IronPort X1050/1060/1070 C650/660/670 C350/360/370
3 IronPort C150/160
2
YhERER TE
3-2 3-3
. IronPort
e [lronPort 2 NIC

Cisco IronPort AsyncOS for Email
Advanced Configuration Guide

T7A4T724—IEREME (NAT. R—F)
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SMTP DNS
# 341 TF7AT 24— R—F
e SMTP 25 « LDAP 389 3268
¢ DNS 53 « NTP 123
e HTTP 80 e« LDAP over SSL 636
e HTTPS 443\ » SSL
. SSH 29 LDAP 3269
e Telnet 23 « FTP 21 TCP 1024
e lronPort 6025
IronPort
C
. MTA IronPort
. DNS DNS
e lronPort McAfee Sophos Anti-Virus
AsyncOS
e NTP
« LDAP
YRRt ik
IronPort X1050/1060 C650/660 C350/360

8.656 cm 3.40

48.26 cm 19.0

17.5

[ oL-23078-01-J
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. 75.68 cm 29.79
. 26.76 kg 59
IronPort C370 C670 X1070
. 8.64cm 3.40
. 48.24 cm 18.99
. 72.06 cm 28.40
. 23.59 kg 52
lronPort C150 C160
. 42cm 1.68
. 48.26 cm 19.0
17.5
. 57.6cm 22.7
. 11.8kg 26

IronPort 775472 ADARY RJ—O AN
EL

BELFTUA
IronPort

. IronPort

2
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— HAT
HAT

— RAT

— SMTP

IronPort

BIEA—ILEREA—ILDOSE

IronPort C-Series X-Series

HAT
HAT

IP
System Setup Wizard

P.3-47

[ oL-23078-01-J
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[
32 TPATIA—NBLOLF UL : YRF— 2. IP7 KL 2 EORE
X
. X2
e |P X 2
. X1 2
1 SMTP 1
. SMTP
ITATIA—_ e
oo
o P _. ORI .
asZ A4 "9 K 1JRHF— : TInboundMaill (/87U v
9)
RIJvE JRF—: < 1P 12.3.4
lNnboundMail] e Data?2
PAoE—TzAR: 25
PublicNet (1 1.2.3.4) . HAT
A—YRI b A VE3—TTLR:
L Data 2 ] © RAT
A—HYXYF A VE—TILR: 7 ks K ) XF— : [OutboundMaill (F5
Data 2 LA R—P])
PLfo8—TxAR: o 1235
PublicNet ({3l 1.2.3.5) o
T4 R—b YRF—: * Daa2
rOutboundMail ) 25
¢ « HAT
- A8 —Fy b — b $—SE = (XRE DNS H—/3
TN—T2x7 4—n\ AT 5& 51 DNS 2B ETEE
(Exchange™.Domino™,
fenTM
Groupwise'™) SMTP JL— hTld. BUGTL—TH T $—I
=_ @Y —ER & IronPort 7 754 7 Y ROBHAH
IN—=T927 7547 ¢ DEERIZT 747+ —I K— b EA—T>
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® 3-3 JZRF—x1. IP 7 ELR x 1 DRFE
bz 3
. X1
. IP x 1
. x1
SMTP * SMTP
7747’771-—»_‘;4& A4 21392 K 1JRF+— : TInboundMailj (/87
...ﬁ‘ ” )w%)
,F"# 4 o IP 1.2.3.4
\7
N f#
ul’ e Data?2
v 25
nRITYvh YRF—: e HAT
FAllMailJ RELAYLIST

PAYA—T (R
PublicNet(fjl 1.2.3.4)

4—Y%v + £28—T 4 :Data|

* RAT

A3 =2y b IL— bk Y—RFET-IZHNE DNS
Y—NEFERATHE51Z DNS =RERTHE

SMTP JL— +Tl, BYLETIN—Toz7 4—
NZA—=LZIRY AT

TN—THz7 H—n

(Exchange™.Domino™, BYLEY—ERE IronPort 77547 AD
Groupwise™) ARDBEFERICTIZ7A T 24— R—+EA—
T

Y b7V TOER

IronPort 5
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AFvFT 1
AFyvF 2 IP IP 1 2
ATv7 3
AFv7T 4 Web IP
CLI System Setup Wizard
P.3-70 Command Line Interface CLI;

ATwF 5  System Setup Wizard

TT54AT D AANDEGARDIRE

IronPort IronPort
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T T34 T o A~DER

® 3-2

TIoAT7RICETET AT ay

Ethernet

PC IronPort

Management IP
192.168.42.42

SUT7IIL

PC IronPort

Management

P.A-583

Bits per second 9600
8

(G¥)  FIPS

30

GE)
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Cisco IronPort AsyncOS for Email Daily Management Guide Adding
Users

Y LIT—2 FRELREIPT7 FLADEY B TORE

BEFA—NLNEZRELELVEIET SR Y FT—V ERHOER

IronPort 2
2 Data

1 Data Management

MEBA—HRy b R—F~ADHBEIP 7 EFLADNNS VK

IP
System Setup Wizard
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| |
BEGARY FO—OBREEDEIR
e IP
. IP
¢ DNS IP
e NTP IP IronPort
B IP
~,
() IronPort
IronPort
C

v b7y FEROINE

System Setup Wizard
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IP B
IP IronPort M-Series
17 IronPort M-Series

* 3-3 SRFLEYNTPYT IT—H9S—F: 2D IP 7P FLRIZEZEF
A= ST 4 9 DB

[System Settings]

[Default System Hostname:]

[Email System Alerts To:]

[Deliver Scheduled Reports To:]

[Time Zone Information:]

[NTP Server:]

[Admin Password:]

[SenderBase Network Participation:] /
[AutoSupport:] /
[Network Integration]

[Gateway:]

[DNS:]

[Interfaces]

[Data 1 Port]

[IP Address:]

[Network Mask:]

[Fully Qualified Hostname:]

[Accept Incoming Mail:] [Domain] ‘[Destination]

[Relay Outgoing Mail:] [System]

[Data 2 Port]

[IP Address:]

[Network Mask:]

[Fully Qualified Hostname:]

[Accept Incoming Mail:] [Domain] ‘[Destination]

[Relay Outgoing Mail:] [System]
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||
= 3-3 SRATLEYMTYTI—=OL—F 2D IP 7 FLRIZKBEF
A= b3 T4 VO DRH (RE)
[Management Port]
[IP Address:]
[Network Mask:]
[Fully Qualified Hostname:]
[Accept Incoming Mail:] [Domain] ‘[Destination]
[Relay Outgoing Mail:] [System]
[Message Security]
[SenderBase Reputation Filtering:] /
[Anti-Spam Scanning Engine] /lronPort
[McAfee Anti-Virus Scanning Engine] /
[Sophos Anti-Virus Scanning Engine] /
[Virus Outbreak Filters] /
* 34 SATFLEYECTFYT T—=U —F  1BDOIP 7 FLRAETRTO

BEFA—IL bS53 740 vHIfER

[System Settings]

[Default System Hostname:]

[Email System Alerts To:]

[Deliver Scheduled Reports To:]

[Time Zone:]

[NTP Server:]

[Admin Password:]

[SenderBase Network Participation:] /
[AutoSupport:] /
[Network Integration]

[Gateway:]

[DNS:]
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= 34 SRFLEYMTPYT I—9S—F 1EHDIP 7 FLRZTRTD
BFA—IL PS5 7109 0I12ER EE)

[Interfaces]

[Data 2 Port]

[IP Address:]

[Network Mask:]

[Fully Qualified Hostname:]

[Accept Incoming Mail:] [Domain] |[Destination

]

[Relay Outgoing Mail:] [System]

[Data 1 Port]

[IP Address:]

[Network Mask:]

[Fully Qualified Hostname:]

[Message Security]

[SenderBase Reputation Filtering:] /
[Anti-Spam Scanning Engine] /IronPort
[McAfee Anti-Virus Scanning Engine] /
[Sophos Anti-Virus Scanning Engine] /
[Virus Outbreak Filters] /

System Setup Wizard QR A%

IronPort AsyncOS
5 System Setup Wizard
Command Line Interface CLI;
System Setup Wizard
CLI System Setup Wizard
P.3-70 System Setup Wizard
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System Setup Wizard

P.3-43
A
&4  System Setup Wizard TlE, YR TLEEL2ICERELFY . System
Setup Wizard . 77547 VR &F oK NHTHET HHEH. BF
DREEZLESTIHHEEICBYBEALTLESL,
A
BE C€650/660/670. C350/360/370. # & U X1050/1060/1070 > X T LD

Management ;R— k& & U C150/160 > X 7 LD Data 1 K— O HFERFERTE
I2& % IronPort 7FSAF7UADT 4L M IP 7 FLRIE, 192.168.42_42
T9, lronPort 77SA 7 VRERY FI—2 28T SR, thOEED
IP7FLRA, COIB/UFEHDT IAHILFRELEHESLTVEN L &R
LTL &Ly, IronPort M-Series 7 754 7 VR ZERET HHBE1E.
lNronPort M-Series %) 74 EB7 547> R] (PA17-563) #5HEL
TLESL,

IronPort
IronPort IP

Web R—ZXDTS574HIL 21— L23—Tx4 X (GUI)
DF|F

Web Graphical User Interface GUI;
Web 192.168.42.42

|dddress | hitpr192.165.42.42]
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3-4 FISAT7oRADATAL Y
Welcome

Passmord: | [reeeeres
18.80-606 E

THHERDOT I4 I b A—FRE/NRT—F

. admin

. ironport
N
GE) 30

System Setup Wizard

Web X—X M System Setup Wizard D3E1T

System Setup Wizard Web
GUI P.3-51
[System Administration]
[System Setup Wizard]
AsyncOS
System Setup Wizard

System Setup Wizard 5

A7TvF 1 [Start]
ATwvF 2 [System]
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- AutoSupport
- NTP
admin

SenderBase Network Participation
ATvF 3  [Network]
- DNS

SMTP

ATwvF 4 [Security]

SenderBase

IronPort
Anti-Virus

ATvF 5 [Review]

[Next] System Setup Wizard
[Previous]

[Next]

[Next]
FIE 1 : [Start]

[Begin Setup]
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% 3-5 System Setup Wizard : FIE 1 : [Start]

1. Starl 2. Syibefmn X Natwdric & Tacurity 5 Bavew

Start: Accept License Agreement

Flasps revirw 8nd Bcospt tha losras sgresmant, then dick Bagin Sabup

] 1 szoapt the berma of this hoerde sjreement.

| Bacin Setc = |
https://support.ironport.com/license/eula._html
FIE 2 : [System]
RR FBDEE
IronPort
VRATL T I— FOBHE
IronPort AsyncOS

P.15-495
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| |

LR— FEEDERE
B DR E

IronPort

GMT
GMT P.15-542
Network Time
Protocol NTP;
IronPort Systems time. lronPort.com
1 IronPort

INAT—RKDRE

admin IronPort

AsyncOS  admin

6

SenderBase v k7 —o~D&M

SenderBase

SenderBase IronPort

IronPort
IronPort
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|
SenderBase [Click here for more information about what data
is being shared] P.13-423
SenderBase [Allow IronPort to gather
anonymous statistics on email and report them to SenderBase in order to identify
and stop email-based threats] [Accept]

13 SenderBase Network Participation

AutoSupport D1 r—TJJL{E

IronPort AutoSupport IronPort
IronPort
IronPort

AutoSupport  P.15-498

3-6 System Setup Wizard : FIE 2 : [System]
System Configuration

Before you erter your Sysbemn and Hetwork Settings:

Dtk Sypiem wosmame: Bl iy on

Emmasl System Alerts To: | [

Dalvswr Schadulsd Reparts To: I

Torted 200! | magren GMT Offset %
[ T %
Tima Tore ! GMT Cffeet [ gay

WTF Servar: | B conportoam
Administrator Fameword: | oo r——

Confem Feppword: I

Fercerass Nebwork Partiipation: | [Flilow [ronPort bo gathar snonymous statatics on smsdl snd repart tham io Serderiscs in
erdar b identity and sop emal-Babed threats. Leasn what mitemation is shared

suatuspent: [l | Flsend system slets snd weskly status repents 10 Irenfe Customes Suggant
[Next]
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||
FIE 3 : [Network]
3 DNS
Data 1 Data 2
Management
DNS £ 774+ — bz A DRE
IP
Domain Name Service DNS IronPort AsyncOS
DNS / DNS
DNS IP
System Setup Wizard
DNS 4 DNS
0
DNS P.15-531
Y
(GE) DNS
DNS
DNS
[Use Internet Root DNS Server] Management
IP

System Setup Wizard

RYRI—H L 2B3—D 4 ADHEE

IronPort
C650/660/670 (C350/360/370
X1050/1060/1070 3
C150/160 2
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[Enable] IP
IP DNS
DNS MX
1
1 1 C150
C160 1
1
1
IP
Data 1 Data 2
C650/660/670 C350/360/370 X1050/1060/1070
IronPort
1
1
C150/160
1
1 System Setup Wizard
IP P.3-46
. IP
10 16
. IP
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||
Y
GE) IP
IP
B IP
A—ILDRITAN
. SMTP
[Accept Incoming Mail]
[Destination] SMTP
SMTP SMTP
Recipient Access Table
RAT,; Mail Exchange
MX SMTP
Microsoft
Exchange
example.com .example.com

exchange .example.com

[Add Row]
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Y
() SMTP SMTP
DNS
Cisco IronPort AsyncOS for Email Advanced
Configuration Guide Routing Email for Local Domains
1
example.com example.net

.example.net
P.5-178

A=) ) L— (EE)

RELAYLIST

P.5-132

[Relay Outgoing Mail]

SSH  System Setup Wizard

2
e 192.168.42.42 Management

e 192.168.1.1 Data 1
.example.com
exchange.example.com SMTP

« 192.168.2.1 Data 2
exchange.example.com
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C150/160 DERE

X1050/1060/1070 C650/660/670 C350/360/370
C150/160
Data 2 Data 1

C150/160 P.3-61

3-7

This interface A hpedally configured B aooaie Ml

This interface A hpedally configured b3 relay Ml

Thig interface is hipscally confipared for pyshem sdminigiration

Yy hI—H £248—T 4R : Management 8L TEMD IP 7 K
LXx2 (F524 99 D58

1# address: fiazienat
Wetwerk Mask: | B35 355, 755.0
Fully Guakfied Hagtharms: F;ﬂlwm-wn

Fully qosifiad hogtname for this seplance

Accapk Ircoming Mad: | [2] Accept masl on the intarface

seman @ mamann Ao g |
[erarete.com | rr——— ]

BT COMPAnY 00T i, v Eachange or Nobes panvaer

Ralay Qubgoing Mad: | [] Rslay maeil on thes intarface

1# address: fiazienat
Wetwerk Mask: | B35 355, 755.0
Fuly Quabfed Faginame: gl cnempie com

Ly gudfied hadtharme lor tha aedance
sseapt Inmoring Mad: | [] ascept misl an tha inberace
Belay Cubgeerg Mad: [ Belay mesl an tha wberface

- | Zadd Bw
[ r———— L]
ERRTNE: SOTBARY. T

(You are curmendly connectied bo thip interface. )
1= Addrees: | [ATiesenes
Wetwork Mask: | [AETEREiRn
Fully Quabfied Hostrame:  [ral enempie com

Ly gudfied hadtharme lor tha aedance
sseapt Inmoring Mad: | [] ascept misl an tha inberace
elay CGubgeerg Mad: [ Belay mesl an tha inberface

3-2

P.3-42

IP
System Setup Wizard 3
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3-8 FYRNT—D A3 —T1( R : BELRED (DHEShEW) 3

J4v5RBIZ1DODIP 7PELR

¥ou Mud fal v & feadl |

ol e’

1P Ridrwee:
Mgtmcric Hagk:
Fully Croadiiad Homtrama:

mterface and I interfade must be configured 19 aocen! msall frass the Lstarmet.

©  Enable Dsta 3 Intarfacs

Thig inbafics e Spically unsd i scoepd and nelsy mal
1P Ridrwee:

Mgtmcric Hagk:

Fully Croadiiad Homtrama:

Aprest lacorming Madl:

;| [F] Rty mad on the istedface

@ Enable Dsta 1 Intarfacs

Thig intavfce i Srpically upsd for Frshem adminigiration

F——

102 188.0.1
Es!.zu.:sm

3. ennple com

Folly guaified boslsase G tha angdascs

[ Acemst mad o= th istesfase

R 7 | Demination Adddl Borw
[a=piaczm F:Mrm-ium-wn w

axamale: sompaty.oom 8. A Exchasge or NOlES Sarver

Syanern [l Add Hrm
T —— ]

EaiE SNBSS

Fiou are curmendly

102, 188,42 42
Es!.zu.:sm

exarmsle. o=

consacted io fis intarface. )

Py qualified bostsasse B this appdiasce
Aprest Iacoming Madl: | [] Accest mad on ths isterface
Reliry Cotpaing Masl: | [] Rty mad o tha isterface

3-3 P.3-43

[Next]

FIE 4 : [Security]

SenderBase

Sophos McAfee
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SenderBase Eifi7 1 L2 U5 D4 R—T It

SenderBase
IronPort Anti-Spam
SenderBase http://www.SenderBase.org
IP
SenderBase
SenderBase
IronPort SenderBase
SenderBase
FUOFRINL Axv DA r—T Ik
IronPort IronPort Anti-Spam 30

System Setup Wizard
IronPort Anti-Spam

IronPort
AsyncOS IronPort

IronPort Anti-Spam
8 IronPort
Cisco IronPort AsyncOS for Email Daily Management Guide
Quarantines

FUOFILILR AF¥x v DA 2—T )Lt

IronPort Sophos Anti-Virus McAfee Anti-Virus
30 System
Setup Wizard
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IronPort

JAIWRBEET 2 LEDA 2—TILE

IronPort 30

10

39 System Setup Wizard : Fli 4: * v&— X2 F 1 DRE

1. Start 2. Sysbem . Rtk 4. Securily

£, Raview

Message Security

Tour [ronPart SpobSNcE USEE METEIGE saounty &3 protect your smal nfrsptructers from cecurity thrashe. Tha security salsbars sre spplsd in the arder

dapicted balaw, Eath Maduls reduces ®e svacall valeig of aimall dest 1 o ilranidere

chuck bared o6 do
» Scons (SMRS) More sbout SBRS

[F] Bnabls Saaderfuss Sepetyton Filwnng

[Ty
) proaPart ab-Spam

Ari-Egam Scanneng | Select the aat-spam engine 52 use for the defask ncemng mad peler;

[F] Bnalble BronPart Spam Quarantiog, Tha s#tbng widl qusrsnting paptive snd UEpSct Epam.

[F] Bnalsle Virus Qusress Filers

EaticVirus Searming: | Telect the asti-vire esgne by wie for B Selpult indomitg and outgeitg mal paker:

e Juifviadud (eiaped ered before Fediode! 80w decurify

[Ty
£ Mckdns
& Sonhad
Wi Oubicaak Fleds | oru Ootbeamk Altes o
T Y sra e Mors stoct Wings Dutbresh Filwr

[Next]
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FIE 5 : [Review]

[Message Security]

3-10

L. Giert - Fyetem

Review Your Configuration

[Edit]

3. Hatwork

[System Settings] [Network Integration]
[Previous]

System Setup Wizard : FIE 5 : [Review]

4. Faounty

Prslalle Pape

Plasta raview vour configurstion., [F vou need to maks changss, chok tha Bdt button to rebum to th page vou'd kios to et

DCafsult Syrhem Fogtramae:

Errad Sysbam Aleris Ta:

Tima Tora:

NTP Saraw:

Adman Paggwsard:

Genderface Netwaric Pamogato:
el &

sunmple com
sdmanBacamels.com
Amanca/los_irgeles
tma ingrgont. com
rhigcent

Tratisd

[ratisd

Retwark Inbegration

Sateway:

L 18851

DMS: | Ui the [mterret's Roct OHS servers

Data 1 Port
1P Aadchwrn;
Pagtworic Magk:
Fully Guslfied Hestrame:
sppept Inptrmang Masl:

Data 2 Port
1P Acdebeui:
Pestwari Magh:
Fully Qualfied Hedtrame:
Relary Cutipsang Masl:

FLEC -
Pestwari Magh:
Fully Gualified Hedtrama:

163.168.L.1
2557553550
sl enpnplecam
Damain

XA, DT

3 r R0

255, 198.354.0

sl axarrsle.com
Syulesn

enchangs. Euample.com

1R EEE
255, 198.354.0
sl axafrols.oom

Destinaties
enchangs. Euample.com

Hessage Secerly

Fercdarliane Regutation Fikbaring:
Dfaesk: Incaming Mad anti-Soam Ingine:
Sophas Ant-vine:

Virus Qutbreais Fiters:

Tratisd
IronPort Anti-Spam
Tratisd
[ratisd
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[Install This Configuration]
[Install]

3-1 System Setup Wizard : [Confirm Install]

Warning: The default 1P sddress of 192,100,42,42
has been changed to 172.17.0.201. Installing these
chuarges now may desconniesd your browser's
connection to the applanca, Your browsear will ba
redirected to the IP address you configured earker.

Cinsal

IronPort

N

G¥) X1050/1060/1070
C650/660/670 C350/360/370 Management
C150/160 Data 1 IP

[Install] URL
http://192.168.42.42 IP

P.3-88

Active Directory D% 5E

System Setup Wizard
Active Directory Wizard

Active Directory Active Directory

Wizard Active Directory LDAP
Active
Directory [SKip this Step]
Active Directory Wizard [System Administration] > [Active

Directory Wizard] Active Directory
LDAP [System Administration] > [LDAP]
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Active Directory Wizard DN SSL
LDAP
Active Directory Wizard LDAP
LDAP
Active Directory Wizard LDAP

[System Administration] > [LDAP]

Active Directory Wizard

AT7wv7 1 [Active Directory Wizard] [Run Active Directory Wizard]
3-12 Active Directory Wizard : I§ 1 : [Start]

Active Directory Wizard

Enter the hastame |
af your Kcties Directary server:

Tnter crederaas
Upermame:
4 the Droniart appbance can carsmedt: T

Fappeord:

== [ st |
AT7wF 2 Active Directory
AT97 3
ATvF 4  [Next]

Active Directory Active Directory Wizard
[Test Directory Settings]

Cisco IronPort AsyncOS 7.3 for Email a> 74 ¥alb—Y 3> A/ F
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3-13 Active Directory Wizard : I 2 : [Directory Lookup Test]

Test Directory Settings

Bpcioiers Omad Address: | [~ it

Lot Slatd

[« Previous | Cancel | | dene |
ATwF 5 Active Directory
[Test]

ATy 6 [Done]

RDFIR

Active Directory Wizard
[System Setup Next Steps]

314 VRTFLEYNTFTYTDOET
System Setup Next Steps

The [renkart apphance should fam Be corfigured i madk withen poer Setwork infrastruttore. Soe belom for sddBonal tasks and nfermation

Dats Loss Preventies Enter Feature Eeys

Fired ot whish serastive infarmation it lesving yaur netsark. The Dats o sepbied cavarsl features dunng Sretem Sebup. To coninus ugng
Lass Prevention (DUF) Aseessrmant Witard allass pou b aasly asply e Poatures baposed e sl trial paried, you Mt after v alid
popiler DLP pabcsss 1o Four gubgoeng msd 80 Fow cb% debirmens yaur

Frik gnpadure.

Shart Wibard.

Reperts Send Configuration File

Tha [ronPart sppliance can gensvate, debvar, and srchive penodic Thare srs s recpesnks configursd. Confguration file cannct bs senk vis
reperls o el sacurity for rour Brgamzatos eriad

Manags FReparte

[System Setup Next Steps] IronPort
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AR S4 A3 —Tx4 R (CLI) ~D79€X
CLI P.3-45

admin CLI
admin

Cisco IronPort AsyncOS for Email Daily Management Guide

Common Administrative Tasks System Setup
Wizard admin
admin password

IP

192.168.42.42 SSH Telnet

SSH 22 Telnet
23

P.3-45

IBHFEEOTI4HIL N 2—FRENRRXT—F

. admin

. ironport

login: admin
password: ironport
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ATV R SA4 A48 =74 R (CLI) System Setup
Wizard OE1T

CLI System Setup Wizard GUI
e CLI Web
e CLI
e CLI
e CLI LDAP
lIdapconfig
LDAP
System Setup Wizard systemsetup

IronPort> systemsetup

System Setup Wizard
[Yes]
WARNING: The system setup wizard will completely delete any existing

"listeners®™ and all associated settings including the "Host Access
Table® - mail operations may be interrupted.

Are you sure you wish to continue? [Y]> Y

Cisco IronPort AsyncOS 7.3 for Email a> 74 Xalb—Y3> /4 F
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N

GE)
System Setup Wizard

CLI

Web System Setup Wizard

P.3-52 GUI System Setup Wizard

admin /AX7— FOZEE

IronPort AsyncOS  admin

6

A4 AZREDZEE
KRR FBDERTE

IronPort
REIPAUA—T /A ADEIY B TLHTE

Management
C350/360/370

X1050/1060/1070 C650/660/670
Datal C150/160
IP

Data 1
IP

Data 2

[ oL-23078-01-J
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X1050/1060/1070 C650/660/670 C350/360/370
IronPort
1
1
C150/160
1
1 systemsetup
N
(i)
SSH
. IP
1
1
PrivateNet PublicNet
~
(E)
AsyncOS 2
Privatenet PrivateNet 2
. IP
. 10
16
N
(i) IP
IP
B IP
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||

TI2HNE T— oA DEE

systemsetup

IP

Web 41 >3 —J x4 ADA x—T)L{E

systemsetup Management

Web
Secure HTTP https Web
HTTPS
Cisco IronPort AsyncOS for Email

Advanced Configuration Guide Enabling a Certificate for HTTPS

DNS =% E EDERE
Domain Name Service DNS IronPort AsyncOS
DNS / DNS
DNS IP
DNS
0
DNS systemsetup
1) R —DERK
IP
IronPort
IronPort AsyncOS
IP
SMTP
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X1050/1060/1070 C650/660/670 C350/360/370
1 2
systemsetup
P.5-107
C150/160
1 systemsetup C150/160
P.3-80
OutboundMail
. systemsetup
IP
smtproutes Cisco
IronPort AsyncOS for Email Advanced Configuration Guide Routing
Email for Local Domains
. SenderBase Reputation Score SBRS; SenderBase
[Conservative] [Moderate] [Aggressive]
. 1
P.5-132 RAT
P.5-177
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NRITYwy YyRF}—

N
()
X1050/1060/1070 C650/660/670 C350/360/370
IronPort C150/160 C150/160
P.3-80
systemsetup PublicNet IP
InboundMail
example.com
Mail Exchange exchange.example.com SMTP
1 4500
Y
() 1 1
1 200
10,000 IronPort
1
200
50 1 200
P.5-132

You are now going to configure how the IronPort C60 accepts mail by
creating a "Listener".
Please create a name for this listener (Ex: "InboundMail'™):

[1> InboundMail

Cisco IronPort AsyncOS 7.3 for Email a> 74 ¥alb—Y 3> A/ F
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Please choose an IP interface for this Listener.

1. Management (192.168.42.42/24: mail3.example.com)
2. PrivateNet (192.168.1.1/24: mail3.example.com)
3. PublicNet (192.168.2.1/24: mail3.example.com)

[1]> 3

Enter the domains or specific addresses you want to accept mail for.

Hostnames such as "example.com™ are allowed.
Partial hostnames such as ".example.com" are allowed.
Usernames such as "postmaster@" are allowed.

Full email addresses such as "joe@example.com™ or "joe@[1.2.3.4]" are
allowed.

Separate multiple addresses with commas.

[1> example.com

Would you like to configure SMTP routes for example.com? [Y]> vy

Enter the destination mail server which you want mail for example.com
to be delivered. Separate multiple entries with commas.

[1> exchange.example.com

Cisco IronPort AsyncOS 7.3 for Email a> 74 Xalb—Y3> /4 F
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Do you want to enable rate limiting for this listener? (Rate limiting
defines the maximum number of recipients per hour you are willing to
receive from a remote domain.) [Y]> y

Enter the maximum number of recipients per hour to accept from a
remote domain.

[1> 4500

Default Policy Parameters

Maximum Message Size: 100M
Maximum Number OFf Connections From A Single IP: 1,000
Maximum Number Of Messages Per Connection: 1,000
Maximum Number Of Recipients Per Message: 1,000
Maximum Number OFf Recipients Per Hour: 4,500
Maximum Recipients Per Hour SMTP Response:

452 Too many recipients received this hour
Use SenderBase for Flow Control: Yes
Virus Detection Enabled: Yes
Allow TLS Connections: No

Would you like to change the default host access policy? [N]> n

Listener InboundMail created.

[ oL-23078-01-J
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Defaults have been set for a Public listener.

Use the listenerconfig->EDIT command to customize the listener.

FhkAkk

IS4 R—F YRF—

systemsetup PrivateNet IP
OutboundMail
example.com
-example.com

P.5-110

Do you want to configure the C60 to relay mail for internal hosts?
Yl y

Please create a name for this listener (Ex: "OutboundMail'™):

[1> OutboundMail

Please choose an IP interface for this Listener.

1. Management (192.168.42.42/24: mail3.example.com)
2. PrivateNet (192.168.1.1/24: mail3.example.com)
3. PublicNet (192.168.2.1/24: mail3.example.com)

[1]> 2
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Please specify the systems allowed to relay email through the
IronPort C60.

Hostnames such as "example.com™ are allowed.
Partial hostnames such as ".example.com" are allowed.

IP addresses, IP address ranges, and partial IP addressed are
allowed.

Separate multiple entries with commas.

[1> -example.com

Do you want to enable rate limiting for this listener? (Rate limiting
defines the maximum number of recipients per hour you are willing to
receive from a remote domain.) [N]> n

Default Policy Parameters

Maximum Message Size: 100M

Maximum Number OFf Connections From A Single IP: 600
Maximum Number Of Messages Per Connection: 10,000
Maximum Number Of Recipients Per Message: 100,000
Maximum Number Of Recipients Per Hour: Disabled

Use SenderBase for Flow Control: No

Virus Detection Enabled: Yes

Allow TLS Connections: No

[ oL-23078-01-J
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Would you like to change the default host access policy? [N]> n

Listener OutboundMAil created.
Defaults have been set for a Private listener.

Use the listenerconfig->EDIT command to customize the listener.

FhkAkk

C150/160 ') R F—0H
~

GE) C150/160
systemsetup MailNet IP
Maillnterface
example.com Mail
Exchange exchange .example_com SMTP

example.com
.example.com

1 450

(i) 1 1
1 200
10,000 IronPort

200
50 1 200
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You are now going to configure how the IronPort C160 accepts mail by
creating a "Listener".

Please create a name for this listener (Ex: "Maillnterface'):

[1> Maillnterface

Please choose an IP interface for this Listener.
1. MailNet (10.1.1.1/24: mail3.example.com)
2. Management (192.168.42.42/24: mail3.example.com)

[1]> 1

Enter the domain names or specific email addresses you want to accept
mail for.

Hostnames such as "example.com™ are allowed.
Partial hostnames such as ".example.com" are allowed.
Usernames such as "postmaster@” are allowed.

Full email addresses such as "joe@example.com™ or "joe@[1.2.3.4]" are
allowed.

Separate multiple addresses with commas.

[1> example.com

[ oL-23078-01-J
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Would you like to configure SMTP routes for example.com? [Y]> y

Enter the destination mail server where you want mail for example.com
to be delivered. Separate multiple entries with commas.

[1> exchange.example.com

Please specify the systems allowed to relay email through the
IronPort C160.

Hostnames such as "example.com™ are allowed.
Partial hostnames such as ".example.com" are allowed.

IP addresses, IP address ranges, and partial IP addresses are
allowed.

Separate multiple entries with commas.

[1> -example.com

Do you want to enable rate limiting for this listener? (Rate limiting
defines the maximum number of recipients per hour you are willing to
receive from a remote domain.) [Y]> Yy

Enter the maximum number of recipients per hour to accept from a
remote domain.

[1> 450

Default Policy Parameters

Cisco IronPort AsyncOS 7.3 for Email a> 74 Xalb—Y3> /4 F
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Maximum Message Size: 10M
Maximum Number OF Connections From A Single IP: 50
Maximum Number Of Messages Per Connection: 100
Maximum Number Of Recipients Per Message: 100
Maximum Number OFf Recipients Per Hour: 450
Maximum Recipients Per Hour SMTP Response:

452 Too many recipients received this hour
Use SenderBase for Flow Control: Yes
Spam Detection Enabled: Yes
Virus Detection Enabled: Yes
Allow TLS Connections: No

Would you like to change the default host access policy? [N]>

Listener Maillnterface created.
Defaults have been set for a Public listener.

Use the listenerconfig->EDIT command to customize the listener.

*kkk*k

GE) systemsetup C150/160
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Cisco IronPort
AsyncOS for Email Daily Management Guide Using the Email Security
Monitor

IronPort Anti-Spam @O *—J)Lik

IronPort IronPort Anti-Spam 30
systemsetup
IronPort Anti-Spam

IronPort Anti-Spam

() IronPort Anti-Spam

IronPort Anti-Spam

TFIHILE PUFRINA RAFYY TS UDER

IronPort A/ N\LBEDA r—T Lt

IronPort
IronPort

IronPort Cisco lronPort AsyncOS for Email Daily
Management Guide Quarantines
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FUOFIANA RX Y204 Rr—T )L

IronPort 30
systemsetup 1

IronPort

DALINRBEE T 4 IILE2E LY SenderBase BEFA—IL 57499 =4
o xy bI7—504 %2—TILiE

SenderBase
IronPort
30

DALINRBEREDT 1L

P.10-335

SenderBase ~D&N

SenderBase
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SenderBase

IronPort
IronPort

13 SenderBase Network Participation

75— MRFENES & U AutoSupport DEETE

IronPort AsyncOS
1
CLI  alertconfig
GUI  [System Administration] > [Alerts]
P.15-495
IronPort AutoSupport IronPort
IronPort
IronPort
[Yes] IronPort
AutoSupport  P.15-498
Ry a—VEHLR— FDERE
Bl B E IE D EXTE
IronPort AsyncOS Network Time Protocol NTP;
IronPort
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EEDHTE

IronPort Systems
IronPort

[Continent] [Country] [Timezone] NTP
NTP

System Setup
Wizard [Yes]

System Setup Wizard
Congratulations! System setup is complete. For advanced
configuration, please refer to the User Guide.

mai l3.example.com>

IronPort

IronPort AsyncOS mailconfig
systemsetup

mai l3.example.com> mailconfig

Please enter the email address to which you want to send
the configuration file. Separate multiple addresses with commas.

[1> user@example.com

[ oL-23078-01-J

Cisco IronPort AsyncOS 7.3 for Email av2s¥alb—varv #i4F g




F3F vy rT7YTELIURE |

The configuration file has been sent to user@example.com.

mai l3.example.com>

Bg7 35—k
IronPort
systemsetup IronPort Anti-Spam
Sophos McAfee Anti-Virus

2 [System] P.3-54

Your "Receiving” key will expire in under 30 day(s). Please contact
IronPort Customer Support.

Your "Sophos"™ key will expire in under 30 day(s). Please contact
IronPort Customer Support.

Your "Virus Outbreak Filters"™ key will expire in under 30 day(s)-
Please contact IronPort Customer Support.

30 IronPort
[System Administration] >
[Feature Keys] featurekey
Cisco IronPort AsyncOS for Email Daily
Management Guide Common Administrative Tasks
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RDFIE : EFA—IL 1L T34 O DEE

systemsetup IronPort
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IronPort
. P.4-91
. P.4-95
. P.4-99

BME:EFA I ILMTSM4Y

Cisco IronPort
AsyncOS for Email Advanced Configuration Guide Cisco lronPort
AsyncOS for Email Daily Management Guide
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|
4-2
P.4-99
trace
Debugging Mail Flow Using Test Messages: Trace, page -446
)
GE) RSA
% 41 IronPort 7 7SA 7 UVADBFA—IL 14 T54 Y : BF A —ILZ{EiEE
HERE L]
Host Access Table ACCEPT REJECT RELAY TCPREFUSE

(HAT; RR b 79X =)L)
KRR + DNS B#iEHRT

IP
EEBEIN—T
IoARO—FEEER
EEERIEMNT—TNL TCP

A=l 7A— Ky S— TLS nolpreferred/required

SMTP AUTH no/preferred/required

FROM
SenderBase / IP /
Received ~ v 4 — Received
/
FTIHILE BALY
NV RREE
FAq <y
Recipient Access Table RCPT TO SMTP
(RAT; 279 R 7—T ) ACCEPT REJECT
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% 41 IronPort 7 7SA 7V ADBFA—I L TS54 > : BFA—ILZEME (HS)
I(YF7R 7=
aliasconfig listenerconfig
LDAP 2E&EDZ T AN LDAP SMTP
LDAP
LDAP
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® 4-2 IronPort 7 7S A 7V ADEFA—IL R4 TS54 Y : b—T 1 T #iH S UBE#AE
LDAP ZfEEDZ AN LDAP
LDAP
SMTP LDAP
TRAL—F
F/=1X LDAP RRAL—F LDAP
To: From: CC:
LDAP L—F 1 >4 LDAP
LDAP
mai l-from-group rcpt-to-group
AyE—Y T4 LA
*
—2JUR M TAYIYRE REXYY AsyncOS
/
* Blocklist
T OFRISL**
Anti-Virus*
*
— A
AVvTUY T4ILE >
+ DKIM
X |SPF SIDF *
I e
r \
¥ LRI LA 1)
LY o *
| i
D BX
REST— b2z A IP IP
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® 4-2 IronPort 7 7S A7 UVADEFA—IN "L TS5A4Y  L—TFT 1 V7 BRES K UBERE (ES)

EEHIR 1.

F A4 o R—ZDOHIRE

TLS
no/preferred/required

RALVR—ZRDIL—F 4 25

Jo—nRILVEERL

IRYVUR FAIT7ZAL

* Quarantines

** |ronPort

BEELURIE
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RA R 7R T—TIL (HAT). EEHEITIL—T. B&
UA—JL 70— KR >—

HAT
1
HAT
SMTP
1
HAT
DNS SMTP
SMTP
DNS
DNS
DNS
IronPort SenderBase
HAT
P.5-115
Received: Ny 54—
listenerconfig
Received:
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Cisco IronPort AsyncOS for Email Advanced Configuration
Guide Customizing Listeners Advanced Configuration Options

TIHILE FALY

joe joe@example.com

Cisco IronPort AsyncOS for Email Advanced Configuration
Guide Customizing Listeners SMTP Address Parsing Options

N O X RREE

Cisco IronPort AsyncOS for Email Advanced
Configuration Guide Configuring Routing and Delivery Features
IronPort Bounce Verification

KA <2y

joe@old.com ->
joe@new.com

Cisco lronPort AsyncOS for Email Advanced Configuration
Guide Configuring Routing and Delivery Features The Domain
Map Feature
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ZEET7IEA T—TI (RAT)

IronPort
RAT
RAT
P.5-177
IAY)VTFRT—=7TIL
1
Envelope To RCPT TO

Cisco lronPort AsyncOS for Email
Advanced Configuration Guide Configuring Routing and Delivery
Features Creating Alias Tables

LDAP ZEEDZITAN
LDAP
SMTP
Cisco IronPort AsyncOS for
Email Advanced Configuration Guide Customizing Listeners
Accept Queries IronPort
Directory Harvest Attacks DHAP;
SMTP
LDAP
LDAP
Cisco IronPort AsyncOS for Email Advanced Configuration

Guide LDAP Queries
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N
(3¥) Data Loss Prevention DLP;
DLP

P.6-194

BFA—NWNRLTS40EtEFa) T4 Y—ER

- HAT
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HAT

LDAP Z{EEDEITAN

LDAP
SMTP
Cisco IronPort AsyncOS for
Email Advanced Configuration Guide Customizing Listeners
Accept Queries IronPort
Directory Harvest Attacks DHAP;
SMTP
LDAP

LDAP

Cisco IronPort AsyncOS for Email Advanced Configuration
Guide LDAP Queries

TABL—FFEEIELDAP XA L—F

Sender MAIL FROM
To: From: CC:

LDAP 2

Cisco IronPort AsyncOS for Email Advanced Configuration Guide
Configuring Routing and Delivery Features Configuring
Masquerading

Cisco lronPort AsyncOS for
Email Advanced Configuration Guide LDAP Queries
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LDAP JL—TF 4 >

LDAP
IronPort

Cisco IronPort AsyncOS for Email Advanced Configuration
Guide LDAP Queries

Ayvt—2 74 )L4

Cisco IronPort AsyncOS for Email Advanced Configuration
Guide Using Message Filters to Enforce Email Policies

BFA—-IL XA T4 T3—P ¥ (ZEBHEMDRAFT v V)

t—2JUYRKNTAYIYRF XF¥YY
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|
Cisco
IronPort AsyncOS for Email Daily Management Guide Quarantines
T UOFRINL
IronPort Anti-Spam
IronPort
IronPort
8
TFUFIA4ILRA
IronPort
. X-Hader
P.4-103
9
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ATV T4ILE

P.6-198

DA IWABERED 4L

IronPort
1 IronPort

Outbreak
Outbreak

P.4-103
10

®i%

IronPort AsyncOS
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Cisco IronPort AsyncOS for Email Daily Management Guide
Quarantines

R

RES—broxA

IronPort Virtual Gateway IronPort

Cisco IronPort AsyncOS for Email Advanced Configuration
Guide Configuring Routing and Delivery Features Using Virtual
Gateway Technology

EofS IR

deliveryconfig

Cisco IronPort AsyncOS for Email Advanced Configuration
Guide Configuring Routing and Delivery Features Set Email
Delivery Parameters

FA A AR—ZXDOHIR{E

[Mail Policies] > [Destination Controls] destconfig

Cisco IronPort AsyncOS 7.3 for Email a> 74 Xalb—Y3> /4 F
m. 0L-23078-01-J |



| 4% BFA—LAATSAOER

Cisco IronPort AsyncOS for Email Advanced Configuration
Guide Configuring Routing and Delivery Features Controlling
Email Delivery

KALUR—ZADIL—F 4 5

Mail Exchange MX
[Network] > [SMTP Routes] smtproutes

Cisco IronPort AsyncOS for Email Advanced Configuration
Guide Configuring Routing and Delivery Features Routing
Email for Local Domains

Ja—NILEERFL

IP IronPort

IP

Cisco IronPort AsyncOS for Email Advanced Configuration
Guide Configuring Routing and Delivery Features Using Global
Unsubscribe

187 2 AR

IronPort AsyncOS [Network] > [Bounce
Profiles] bounceconfig
[Network] >
[Listeners] listenerconfig
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Cisco IronPort AsyncOS for Email
Advanced Configuration Guide Configuring Routing and Delivery
Features Directing Bounced Email
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GUI  System Setup Wizard CLI  systemsetup
IronPort IronPort

Host Access Table HAT;
Host Access Table HAT;

Cisco IronPort AsyncOS for Email Daily

Management Guide Using Email Security Monitor
. P.5-108
. HAT
P.5-115
- P.5-117
- P.5-131
- GUI HAT P.5-158
. P.5-161
. RAT
P.5-177
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« GUI RAT p.5-182

JRF—I2k ZBFA—ILOBE

IronPort AsyncOS IronPort
SMTP
IP
IronPort
IronPort AsyncOS
IP systemsetup
SMTP
IP
25
IronPort 6025
IP
System Setup Wizard systemsetup CLI IronPort
IP
IronPort C150 C160
Datal Data2
IronPort
Datal Data2 Management
[Network] [IP Interfaces]
interfaceconfig GUI  System Setup
Wizard systemsetup
1
3 [Network] P.3-57
SMTP [Network] >

[SMTP Routes] smtproutes
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||
Y
()  System Setup Wizard AsyncOS
AsyncOS SBRS
IronPort IP
[Listeners] [Network] > [Listeners]
listenerconfig
Cisco IronPort AsyncOS for Email Advanced Configuration Guide
Customizing Listeners Cisco lronPort AsyncOS
for Email Advanced Configuration Guide Using Virtual GatewayT'VI
Technology IronPort Virtual Gateway
1 IP IP
IP
5-1 JRAF—  IPAVE—Tz4 R, MBS —HRIY A 2E—TI(R
D&
YRF— R—F
B IPAY8—T714R | IP7 ELR
| MEA—gAYEAU8—TzAR | MEALE—TTAR

S IronPort 7 X
| X1V T4 TTSATUR

IVE—TSA4XF— bz (18R

POP/IMAP
MTA
SMTP

[ oL-23078-01-J
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5-2 IVA—TSAXHF—,9z4ELTD IronPort 77547V ADER

BE

KRR INRIRTZ ISP

S 3 S
IronPort BF 4 —JL _ I SMTP
wxauF1 775470277 T L
| G -
pe— T
\7
‘ g

TJi—F9xz7 4—n
(Exchange™,

Groupwise™)
™

Domino'™, EI

[==l—
TIW—T9xF7 9547~k POPIIMAP 547> b+
2

POP/IMAP H#—/\

. POP/IMAP

NIy YRF—ETS5A4R—F JRF—

2
IronPort AsyncOS

POP/IMAP
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3-3 1 A 1
B
3-4
C150/160 System Setup Wizard
1
1
5-4 RIY9Y YRF—=ETSAR—F YRF—
AT

; 4 -) A8—3v b
. Internet - RR R 2%
Ikh""'(\_ f_j 2{EE: BEN

RIYyy YRF—

IronPort EFXA—)L
wXayFq4 775
ATFIR

‘754&—FUZT—‘
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KRR ~: BRER
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5-5 IronPort X1000/1050/1060, C60/600/650/660

C30/300/350/360 System Setup Wizard CLI
systemsetup
2
IP
5-6 IronPort C150/160 System Setup Wizard

CLI  systemsetup
1 IP 1
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[ |
g 5.5 X1000/1050/1060. C60/600/650/660. C30/300/350/360 7 754 7R EMIRTY v4
JRF—ETSLR—F YRF—
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& y 4
‘. Internet - <— GE)
S _J Data2
— IP PublicNet
¢SMTP 25 SMTP

NITYwyy YRF—:
lNnboundMaill

PAoA—T A R: IP PublicNet
PublicNet (fl: 192.168.2.1)

1—9Rry b A 28—T A X:Data 2

IronPort EF 4 —JL
X2 T4 FTSAF7UR

4A—HRy kL8 —T x4 X:Data f IP PrivateNet
PAYA—TIAR:
PrivateNet(5l:192.168.1.1) GE)
Datal

TS5AR—F YRF—:

PrivateNet IP
lOutboundMail |

25 SMTP

¢ -example.com

IN—Toxz7 =8| Ay —CERVRT L
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AyvE—SEROARAT L
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() Data?2

IP PublicNet 25 SMTP
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IP MailNet

KA+ 72X T—TIIL (HAT) :
EEETN—TEA—L 7O— KRy I—

P.4-91
1 Host Access Table HAT;
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HAT
HAT HAT
HAT
% 51 HAT OEERMTHEX
YUE—b KRR FEE L=

AsyncOS  HAT

5-2
& 5-2 HAT OREL#EX
BEBETIL—TF A—JL 20— R S—:
JE—F KR FIOER L= +1854—4
JE—F KRR+
JE—F KX F
HAT
HAT
HAT
ALL
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| |
TI74#ILEHAT TV MY
HAT
HAT
~
(i) listenerconfig
systemsetup
SMTP
A= 2A—FR)O— : TIOERIIL—I]LENTA—43
HAT
SMTP
SMTP
HAT 4
AFv7T 1 ACCEPT
AFwF 2 REJECT
4XX

5XX
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(G¥) SMTP
RCPT TO AsyncOS

AsyncOS
CLI
listenerconfig --> setup
Cisco IronPort AsyncOS for Email Advanced Configuration Guide
Customizing Listeners

AFwv7F 3 TCPREFUSE

TCP
ATwvF 4 RELAY
* CONTINUE
HAT HAT
CONTINUE
CONTINUE Graphical User Interface
GUI; HAT
P.5-149
ACCEPT
REJECT
HAT
SMTP
1
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HAT

% 5-3 HAT »—J)L 28— Ry o— kS5 A—4

1’85 A—4 EE:
[Connections]

[Maximum message
size] 1 KB
[Maximum concurrent IP

connections from a
single IP]

[Maximum messages
per connection]

[Maximum recipients
per message]

[SMTP Banner]

[Custom SMTP
Banner Code] SMTP

[Custom SMTP
Banner Text] SMTP

[Custom SMTP Reject
Banner Code] SMTP

[Custom SMTP Reject
Banner Text] SMTP

[Override SMTP SMTP
Banner Host Name]

220- hostname ESMTP
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& 5-3 HAT A—JL 28— RYI— RF*—4 (&E)

K5 A—% EX

[Rate Limiting]

[Rate Limiting: 1

Maximum Recipients IP
per Hour]

[Rate Limiting:
Max.recipient per SMTP
Hour Exceeded Error
Code]

[Rate Limiting:
Max.Recipients Per SMTP
Hour Exceeded Error
Text]

[Flow Control]

[Use SenderBase for IronPort SenderBase
Flow Control]

[Group by Similarity Host Access Table HAT;
of IP Addresses:] CIDR
0 32 IP

IP

IP Use
SenderBase
HAT Cisco IronPort
AsyncOS for Email Advanced Configuration Guide
Configuring Routing and Delivery Features
HAT Significant Bits Feature
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& 5-3 HAT A—JL 28— RYI— RF*—4 (&E)

INTA—45 BiEA

[Directory Harvest Attack Prevention (DHAP)]
[Directory Harvest 1

Attack Prevention:

Maximum Invalid RAT SMTP
Recipients Per Hour]

LDAP
LDAP
LDAP DHAP
Cisco IronPort AsyncQOS for
Email Advanced Configuration Guide LDAP
Queries

[Directory Harvest IronPort
Attack Prevention:
Drop Connection if
DHAP threshold is
Reached within an
SMTP Conversation]

[Max.Invalid
Recipients Per Hour 550
Code:]

[Max.Invalid

Recipients Per Hour Too many invalid
Text:] recipients

[Drop Connection if  |[SMTP DHAP
DHAP threshold is
reached within an
SMTP Conversation]

[Max.Invalid SMTP DHAP
Recipients Per Hour
Code] 550

[Max.Invalid SMTP DHAP
Recipients Per Hour
Text:]

Cisco IronPort AsyncOS 7.3 for Email a> 74 ¥alb—Y 3> A/ F
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® 5-3

HAT A—J)L 28— R >— kS A—4 (HE)

NT A=A

EX:

[Spam Detection]

[Anti-spam scanning]

[Virus Detection]

[Anti-virus scanning]

[Encryption and Authentication]

[Allow TLS SMTP Transport
Connections] Layer Security TLS
[SMTP SMTP

Authentication]

Configuration Guide

SMTP
Cisco IronPort AsyncOS for Email Advanced
LDAP Queries

[If Both TLS and
SMTP Authentication
are enabled:]

TLS

SMTP

[Domain Key Signing]

[Domain Key/ DKIM DomainKeys DKIM

Signing] ACCEPT RELAY

[DKIM Verification] |DKIM

[SPF/SIDF Verification]

[Enable SPF/SIDF SPF/SIDF

Verification] Cisco IronPort AsyncOS for Email
Advanced Configuration Guide Email

Authentication

[Conformance Level]

SPF/SIDF
[SIDF Compatible]

Advanced Configuration Guide
Authentication

[SPF] [SIDF]

Cisco IronPort AsyncOS for Email
Email
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® 5-3

HAT A—J)L 28— R >— kS A—4 (HE)

NT A=A

BB

[Downgrade PRA
verification result if
'Resent-Sender:' or

[SIDF Compatible]
Resent-Sender:

Resent-From: PRA

'Resent-From:' were Identity Pass  None
used:]
[HELO Test] HELO ID

[SPF] [SIDF Compatible]

[Untagged Bounces]

[Consider Untagged
Bounces to be Valid]

Cisco IronPort AsyncOS for
Email Advanced Configuration Guide
Configuring Routing and Delivery Features

[Envelope Sender DNS Verification]

| P.5-161
[Exception Table]
[Use Exception Table]
1
P.5-165
5-5 5-6
Y
GE) HAT
IronPort

[ oL-23078-01-J
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|
HAT ZH 01X
5-4 SMTP
$group $Group
& 5-4 HAT ZEHO#EX
8 it
$Group HAT
None
$Hostname ||ronPort
IP DNS
None
DNS
DNS DNS
Unknown
$0rglD SenderBase ID
IronPort SenderBase ID
SenderBase None
$RemotelP IP
$HATEntry HAT
HAT Z#0ER
N
) Cisco IronPort AsyncOS for Email Advanced Configuration
Guide Customizing Listeners 1-3 HAT

smtp_banner_text

max_rcpts_per_hour_text

Hl_ Cisco IronPort AsyncOS 7.3 for Email av 21 ¥alL—v3 v A4 F

0L-23078-01-J |



| £5% BFA-IIERETILEOHDTS—FITADORE

$TRUSTED
SMTP GUI
B 5-7 HAT 80O
Rate Limiting: Max. Recpients Per Haur: | @y oy

M. Recipierts Per Hour Code: I-:_,_-\.

Max. Recipients Per Howr Test: | [Too many recipients recsived this haur from
Hasl: ghostname

CLI

Would you like to specify a custom SMTP response? [Y]> vy

Enter the SMTP code to use in the response. 220 is the standard code.

[220]> 200

Enter your custom SMTP response. Press Enter on a blank line to finish.

You"ve connected from the hostname: $Hostname, IP address of: $RemotelP,
matched the group: $Group, $HATEntry and the SenderBase Organization:
$0rglD.

Cisco IronPort AsyncOS 7.3 for Email a> 74 ¥alb—Y 3> A/ F
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HAT Z8DT X +

IronPort SWHITELIST
telnet SMTP

# telnet IP_address_of_lronPort_Appliance

220 hostname ESMTP

200 You"ve connected from the hostname: hostname, IP address of:

IP-address_of_connecting_machine, matched the group: WHITELIST, 10.1.1.1
the SenderBase Organization: OrglD.

FI4ILE A=) 78— RYL—DELR

5-8

ATFv7F 1 GUI GUI P.2-19
ATv7 2 [Mail Policies] > [Mail Flow Policies]
[Mail Flow Policies]

5-8 [Mail Flow Policies] _—
Mail Flow Policies

Al Pk
Puboy Hame Behawviar Delale
THROTTLED Accept "
ACCEPTED Accept |
TRUSTED Aooept o
BLOCKED Fieject -
Drefault Policy Parameters
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AT7wF 3 [Default Policy Parameters]
[Default Policy Parameters] 5-9

5-9 RIV9 Y YRF—DT I+ RYD— 185 4—4 (1/2)

Carnetions: Max. Mettages bor Conrmction: | g~ |
Max Mecpiarts Per Massage: | o |
Max, Message Site: | [pamiam

[ & pradeg &7 for kilobyted; M for mepabytes)
M, Concurrent Cannections Fram a Single IF: | 3

£8P Cuttom SHTP Banrr Code: | B

Cugtern SHTP Bafner Taxt:

Cutham IMTP Reject Banvar Code: | [ia |

Custerm SHTF Baject Banner Taxt:

Creernide SHTP Baffer Hedthame: & \ta Mostname from [nterfece

<
Fabe Limiing: Max. Recipierts Per Hour: | o e

"~
Max, Racpianti Per Hour Cede: r

Max, Reapients Par Howr Tast: | (fap many recpients reesvad this hiur

3 red i I .
Flom Cantrol Use Sardertians for Flam Comtrali | o o
Greup by Sivdlarty of P Sddradied: | TR feafuse an only e cied & Sesdierbaris M Dontrod o o
F o

- [

[wsgrificant bt 8-33)
b "
Diraptery Harvest Aftack M. Invabd Reciiares ee tiour: | gL

Pravenbon [DHAF);
"~
Drep Comnestion # DHAP thrashald i Rasthed

wthin a0 SMTF Convaration: | O T ot
Mae, [nvakd Recpesnts Per Hour Code: I_““
Myx, Irvslid Recipients Per our Teut: [Fan many irvesid rece
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5-10 IRITYY Y YRF—DTIAIE RY— "5 A—4 (2/2)

Spam Datestion: | 5 ag ) o8

Wirus Protetien: | 51 an L o8

Ercrpplien and TLE: | (Z o O referred 'O Regured
Ligttepriacabion: - — -~
SHTP Sethermcaton: | 2o O breferred O Rogured
IF Beath TLS and ST Ausestication | Begquire TLE Te OMer SHTF Authantication

wre anables
Damain KenDEM Signing: | O on @ o#
DEM Verfication: | Olon @ off
SFRSIDF Verfication: | gn @ o#
Gomlfrmanca Lewwt: | [5557 Compabe -
Diowngrade PRA werficaSion result # | = mz  vep
Hesant Seader: ar Hesent Fram:'
e e

WL Tast: off " On

Evaluate Urtagged Dources: | Olver @ Ho
Azpded i pees SR PO (1 W uie, Tee e e LT

|

Ervelope Tander DNE | Tl op & ol
W 2

Hakarmed Bavelape Seaders:

FMTF Cade f

SHTP Tert ru

Envalape Seaders whide diman does ot resokoe

TR Cade: fED

SHTP Tert ru

Envalape Seaders whide diman does et auist:

FMTF Cade f

SHTP Tert ru

U Sender varification Tl an 5 o8
[ecagrtean Table:

JRF—DTIHILE R — NS5 A—4

® 5-5 IRTY Y YRF—DO HAT T4k R o— 185 4A—4
RFA—4 T+ ME
[Maximum message size:] 20 MB
[Max.concurrent connections allowed to this listener:] |10

[Maximum messages per connection:] 10

[Maximum recipients per message:] 50

[SMTP Banner Code:] 220

[SMTP Banner Text:] hosthame ESMTP
[SMTP Reject Banner Code:] 554

[SMTP Reject Banner Text:] Access Denied

Cisco IronPort AsyncOS 7.3 for Email a> 74 Xalb—Y3> /4 F
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& 5-5 RITY 9P YRF—D HAT FIFI F RYS— RS54 —48 (#Z)

INTA—45 T4 ME

[Override SMTP Banner Hostname] Use hostname
from Interface

[Rate Limiting: Maximum Recipients per Hour:]

[Rate Limiting: Limit Exceeded Error Code:] 452

[Rate Limiting: Limit Exceeded Error Text:] Too many
recipients

received this

hour

[Directory Harvest Attack Prevention] OFF

[Use SenderBase:] ON

[Group by Similarity of IP address:] OFF

[Use anti-spam scanning:] ON

[Use anti-virus scanning:] ON

[Allow TLS Connections:] NO

[Override Hostname] NO

[SMTP Auth] OFF

[Domainkey/DKIM Signing] OFF

[DKIM Verification] OFF

[SPF/SIDF Verification] OFF

[Envelope Sender DNS Verification] OFF

[Use Exception Table] OFF

Cisco IronPort AsyncOS 7.3 for Email a> 74 ¥alb—Y 3> A/ F
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= 5-6 TS5AR—F YRF—DO HAT T4 b RY— RS A =4

INTA—4 T4 ME

[Maximum messages per connection:] 10,000

[Maximum recipients per message:] 100,000

[Maximum message size:] 100 MB
104857600

[Max.concurrent connections from a single IP] 50

[SMTP Banner Code:] 220

[SMTP Banner Text:]

hostname ESMTP

[SMTP Reject Banner Code:]

554

[SMTP Reject Banner Text:]

Access Denied

[Override SMTP Banner Hostname]

Use hostname
from Interface

[Rate Limiting: Maximum Recipients per Hour:] Unlimited
[Rate Limiting: Limit Exceeded Error Code:] N/A
[Rate Limiting: Limit Exceeded Error Text:] N/A
[Use SenderBase:] OFF
[Group by Similarity of IP address:] OFF
[Directory Harvest Attack Prevention] OFF
[Use anti-spam scanning:] OFF
[Use anti-virus scanning:] ON
[Allow TLS Connections:] NO
[Override Hostname] NO
[SMTP Auth] OFF
[Domainkeys/DKIM Signing] OFF
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||
& 5-6 TFAR—+ YRF—O HAT T4k RY— R 4—42 (&E)
NTA—4 T4 ME
[DKIM Verification] OFF
[SPF/SIDF Verification] OFF
[Accept Untagged Bounces] NO
[Envelope Sender DNS Verification] OFF
[Use Exception Table] OFF

EEETIN—T

HAT
5-6
P.5-117 HAT
. IP
. IP

» SenderBase
e SenderBase Reputation Score SBRS; SenderBase

« DNS

5-7
HAT
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HAT
IronPort

P.5-139

HAT

(i) DNS IP

DNS PTR PTR
DNS A
A PTR

IP HAT

EIEETIL—TDEX

& 5-7 HAT ITOY E—+ KRR FOEH : EEETIL—TOEX
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® 5-7

HAT ATOY E—F KRR FOEE : #EEHTIL—TOEX (FE)

#X

B

n.n.n.n-n

n.n.n-n.

n.n.n-n

IP

yourhost.example.com

-partialhost

n/c
n.n/c
n.n.n/c

n.n.n.n/c

CIDR

SBRS[n:n]
SBRS[none]

SenderBase
SenderBase
P.5-136

SBO:n

SenderBase
SenderBase
P.5-136

dnslist[dnsserver.domain]

DNS
DNS

HAT

P.5-138

ALL

FY M= F—F—, FASL U IPF7RFLRATERINDEEEITN—T

SMTP

[ oL-23078-01-J
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HELO
SenderBase
IP
IP
1
IP Address IP
Domain 2 yahoo.com
IP
PTR
Network Owner IP
American Registry for Internet Numbers ARIN
IP
Organization IP
SenderBase Organization  Network Owner Network
Owner Network Owner
HAT IZE D<K R —DE&RE
5-8

% 5-8 2y FD—=H F—F—LERDOH
BliERH Y D=9 F—F— fHis
*v k—49 H9—EX |Level 3 Communications |Macromedia Inc.
TR F— AllOutDeals.com

GreatOffers.com
BEFA—ILHY—ER |GE GE Appliances
TRq = GE Capital

GE Mortgage
EREES The Motley Fool The Motley Fool
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SenderBase
IronPort
Host Access Table HAT;
Level 3 Communications SenderBase
3-7 Level 3
10 IronPort Macromedia Inc.
Alloutdeals.com Greatoffers.com 10
Level 3 30
Level 3
The Motley Fool
10
Motley Fool 10
IronPort 1
A7y T 1 IP
SenderBase
SenderBase
SenderBase SenderBase
- IP
ATFvFT 2

- IP
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ISP NSP

ISP NSP
IP

IP

SenderBase

SenderBase
SenderBase

Cisco IronPort AsyncOS for Email Daily Management Guide
Using Email Security Monitor

SenderBase iR A7 I L >TEHZSnT=EEETIL—T

IronPort SenderBase
SBRS SBRS SenderBase
IP
5-9 -10.0 +10.0
#* 5-9

SenderBase iR I 7 DEE

a7 B

-10.0

0

+10.0

ZL
SBRS

IronPort -7.5
GUI
SenderBase
P.5-155 HAT
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SenderBase
5-10 Cisco IronPort AsyncOS for Email Advanced
Configuration Guide Customizing Listeners

% 5-10 HAT R ® SenderBase SliX a7 DEX

SBRS[N:Nn] |SenderBase SenderBase

SBRS[none] |SBRS
SenderBase

G¥) GUI HAT SBO:N
n SenderBase

SenderBase
[Network] > [Listeners] CLI  Iistenerconfig -> setup
SenderBase

GUI  [Mail Policies] CLI  ristenerconfig
-> edit -> hostaccess SenderBase

(i) SenderBase

Cisco lronPort AsyncOS for Email Advanced
Configuration Guide SenderBase Reputation Rule Bypass Anti-Spam
System Action Bypass Anti-Virus System Action
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HATHDO DNS UR MO T —%RTTEH L TEESIN-EEEZTTIL—

7

GE)

(E)

HAT DNS
DNS
Cisco IronPort AsyncOS for Email Advanced Configuration Guide DNS
List Rule
DNS
DNS 127.0.0.1 127.0.0.2
127.0.0.3 IP
DNS Cisco
IronPort AsyncOS for Email Advanced Configuration Guide DNS List
Rule
HAT DNS
IP
CLI GUI  DNS
DNS
DNS CLI

dnslistconfig

query.bondedsender.org
IronPort Systems
Bonded Sender ™
WHITELIST Bonded Sender
DNS
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NIy YRF—RITOEZBFHADA—IL 20— K1) o—

2FyvFT 1
AFyvFT 2

ACCEPT REJECT 5-3
P.5-119 4
e $ACCEPTED
e« $BLOCKED
e $THROTTLED
e $TRUSTED
GUI GUI P.2-19
[Mail Policies] > [HAT Overview]
[Overview]
[Host Access Table
overview] [Listener]
5-11 RITYwy YRF—RAITDEBBEHDA—IL 70— K o—

Add Sender Group... rmEm‘r HAT. ..
SenderBass™ Reputation Score B

COrder | Sender Group W& .3, 4 3 o0 i q 8 & a0 | Mail Fow Palicy Delete
1 WHITELLST TRUSTED 1~ ]
2 BLACKLIST —————— BLOTHED -
3 SUSPECTLIST _— THROTTLED .
4 UNEROWNLLST —_— AOCEFTED 1~ ]

ALL ACCEPTED
Edit Order... Export HAT...

[ oL-23078-01-J
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(E) C150/160 systemsetup
1
IronPort C150/160
$SRELAYED 5-12
RELAYLIST  P.5-147 SRELAYLIST
IronPort X1050/1060/1070 C650/660/670
C350/360/370
5-12 BE—YRF—RTOREFHDA—) 70— K1) L—
]ncominumail =
Add Eender Group... | Limport HAT,,
Sandarfase™ Roptation Seore B
Crdar Sander Group m 8 L] 4 2 1] I 4 3 & 10 | Mal Flow Polcy Cialals
1 RELATVLIST RELATED ‘
- WHITELTET — | TRUSTED ‘
3 BLACKLISET ———— BLOCKED ‘
4 SUSPECTLIAT — THROTTLED ‘
s LUNENOWHLIST e —— ACCEFTED ‘
ALL ACCEFTED
Edit Order... Expart HAT...

Cisco IronPort AsyncOS 7.3 for Email a> 74 Xalb—Y3> /4 F
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# 5-11 RIYvY YRF—MAITDEEFHDA—)L 78— K1) o—
FEL
e
(F7oEX
RYo—8 | L—N) |15 A—4 E
$ACCEPTED ACCEPT Maximum messages / session: Default
All Maximum recipients / message: Default
Maximum message size: Default
Maximum concurrent connections: Default
SMTP Banner Code: Default
SMTP Banner Text: Default
Override Hostname: Default
Use TLS: Default
Use McAfee virus scanning: Default
Maximum recipients / hour: No default
Maximum rcpt / hour Error Code: Default
Max recipients / hour Text: Default
Use SenderBase: ON
$ACCEPTED CLI  systemsetup
listenerconfig
y
Would you like to change the default host access policy?
GUI
5-7 P.5-126
$BLOCKED REJECT Maximum messages / session: N/A
Maximum recipients / message: NZA
Maximum message size: N/A
Maximum concurrent connections: NZA
SMTP Banner Code: Default
SMTP Banner Text: Default
Override Hostname: Default
Use TLS: N/A
Use McAfee virus scanning: N/ZA
Maximum recipients / hour: N/A
Maximum rcpt / hour Error Code: NZA
Max recipients / hour Text: N/A
Use SenderBase: NZA

Cisco IronPort AsyncOS 7.3 for Email a> 74 ¥alb—Y 3> A/ F
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# 5-11 RIY9Y YRF—RATOEEFHDA—)L 78— K o— (=)
FEL
Bk
(7UEA
RYS—& (L—L) |(I’5A—% E
$THROTTLED |ACCEPT Maximum messages / session: 1
Maximum recipients / message: 25
Maximum message size: 10MB
Maximum concurrent connections: 1
SMTP Banner Code: Default
SMTP Banner Text: Default
Override Hostname Default
Use TLS: Default
Use McAfee virus scanning: Default*
Maximum recipients / hour: 20
Maximum rcpt / hour Error Code: Default
Max recipients / hour Text: Default
Use SenderBase: ON
Envelope Sender DNS Ver: ON
$TRUSTED ACCEPT Maximum messages / session: 5,000
Maximum recipients / message: 5,000
Maximum message size: 100 MB
Maximum concurrent connections: 600
SMTP Banner Code: Default
SMTP Banner Text: Default
Override Hostname: Default
Use TLS: Default
Use McAfee virus scanning: OFF*
Maximum recipients / hour: -1(Disable)
Maximum rcpt / hour Error Code: NZA
Max recipients / hour Text: N/A
Use SenderBase: OFF
*
$ACCEPTED
HAT $ACCEPTED
P.5-149
[Connections]  P.5-119 HAT
P.5-160
HAT ALL
$ACCEPTED
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5-12
% 5-12 RITYv Yy YRT—HAOEREADEEEIIN—TEA—L JA— K
IJ é/_

REEITN—T AT A—N 27— KRy S—

WHITELIST $TRUSTED

BLACKLIST $BLOCKED

SUSPECTLIST $THROTTLED

UNKNOWNLIST $ACCEPTED

4
Cisco IronPort AsyncOS for Email
Daily Management Guide Using Email Security Monitor
HAT
IP
WHITELIST
WHITELIST
$TRUSTED
BLACKLIST
BLACKLIST
$BLOCKED
SMTP HELO 5EXX SMTP
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[ |
SUSPECTLIST
SUSPECTLIST
SUSPECTLIST
. 20
. IronPort SenderBase
UNKNOWNLIST

UNKNOWNLIST

IronPort Anti-Spam
IronPort SenderBase

P.9-304 SenderBase
P.7-246
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T53A4R—F YRAF—HOEZEFHDA—)L 20— K1) o—

5-3 RELAY
REJECT 2
* $RELAYED
* $BLOCKED
5-13
5-13 T34 R—+ YRF—ADEREFHDA—L 7A— K o —

Serder Groups [Listenar; eGSR

THEMT HAT...

Add Sender Group...

SenderBass™ Reputation Score B

Order | Sender Group W& .3, 4 3 o0 i q 8 & a0 [ Mail Fow Palicy Delete
1 HELAYLLST RELAYED a3
ALL BLOCKED

Edit Order... Export HAT...
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|
#* 513 TS54R—+ YRFT—ADEBFHDA—IL 70— K o—
FEL
e
(7o9tR
RUS—&  L—I) RS A—=4 El
$RELAYED RELAY Maximum messages / session: Default
Maximum recipients / message: Default
Maximum message size: Default
Maximum concurrent connections: Default
SMTP Banner Code: Default
SMTP Banner Text: Default
Override Hostname: Default
Use TLS: Default
Use Sophos virus scanning: Off (if enabled)
Maximum recipients / hour: -1 (Disabled)
Maximum rcpt / hour Error Code: Not applicable
Max recipients / hour Text: Not applicable
Use SenderBase: Default
$BLOCKED REJECT Maximum messages / session: Not applicable
All Maximum recipients / message: Not applicable
Maximum message size: Not applicable
Maximum concurrent connections: Not applicable
SMTP Banner Code: Default
SMTP Banner Text: Default
Override Hostname: Default
Use TLS: Not applicable
Use Sophos virus scanning: Not applicable
Maximum recipients / hour: Not applicable
Maximum rcpt / hour Error Code: Not applicable
Max recipients / hour Text: Not applicable
Use SenderBase: Not applicable
$BLOCKED

HAT
$BLOCKED

HAT

ALL
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RELAYLIST

(E)

GE)

5-14
#* 5-14 TS34R—+ YRFT—ADEBREHDEEFEIN—TLA—) 70—
Ry —
REEITN—T AT A—N 27— KRy S—
RELAYLIST $RELAYED
ALL $BLOCKED
RELAYLIST
$RELAYED
GUI  System Setup Wizard CLI  systemsetup
IronPort
RELAYLIST 3 [Network] P.3-57
C150/160 systemsetup 1
IronPort C150/160
$RELAYED

Cisco IronPort AsyncOS

[ oL-23078-01-J
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GUIIZEBREEBZETIL—TEA—)L 72— Ry —DEHE

[Mail Policies] > [HAT Overview] [Mail Flow Policy]
HAT
. HAT
[Mail Policies] > [HAT Overview] 5-14
[Listener:]
5-14 [Host Access Table Overview] R—<

HAT Overview

Find Senders that Sonlain s Teal; | m
Add Sender Group... lmpart HAT... ”
Senderlase™ Raputation Soore ﬂ
Dirder | Sender Growp BT | r " 3 n a " A 0«0 Mail Flow Palicy Deslate
1 WHITELIST TRUSTED | l
] BLACKLIST I ——— BLOCKED ‘
3 SUSPLCTLIST — THROTTLED B
UNENOYWHNLIST e ACCEPTED |
ALL ACCEPTED
Edit Order... LKEﬂIIAI... ”

wey: [Con= | Loami]
[HAT Overview]
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FLULXEET L—T0EM

ZA7v7 1  [HAT Overview] [Add Sender Group]
5-15 [Add Sender Group] R—

Add Sender Group

Sender Group Sellings

Hame: I

Crder: |5 w

Comment: I

Pelicy: | | salect & policy... N

SERS [(Opbonal): ta I
Include SBRS Seoores of "None”

Recammended far suspected senders anly.

RS Lists (Optional): [B [

Connecting Host DNS verfication: 7] connecting bust FTR record does not exist m the CHS.
D Conneching host PTR record lsokup fails due Lo lemparary DNE Fadure.

D Conneching host reverse DNS lockup (PTR) dees nal match the Forward
DHNE lnokup (4)

m m Submit and Add Senders >3
A7y 2
ATvT 3

CONTINUE

(no policy)
A7TvF 4 SBRS DNS SBRS

none
ATFyFT 5 DNS — P.5-166
AT7wv7 6 [Submit] [Host Access Table]

[Submit and Add Senders]

AFvF 7

Cisco IronPort AsyncOS 7.3 for Email a> 74 ¥alb—Y 3> A/ F
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[
U4
~
[N
o

EEEITIN—TOHRE

X797 1 [HAT Overview]

5-16 [Sender Group Detail] R—
Sender Group: WHITELIST

Sander Group Sallings

Namea: WHLTLLIST
Crder: | 1
Camment: | My brusted senders have ng Bnghimal or rate hiruling
Palicy: | TRUSTED
SRS (Optonal): | Mot in use
DNE Lists [Opbanal): | None
Cronnecting Host DNS Verification: | Nene Inclisded

== Back bo HAT Cvervies ] Edit Seltings...

Find Senders that Contain this Text: | m

Sender List: Display All Thems in List

Add Sender... I

There are noe senders,

ATwvF 2 [Edit Settings] [Edit Sender Group]

Cisco IronPort AsyncOS 7.3 for Email a> 74 Xalb—Y3> /4 F
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5-17 [Edit Sender Group] R—
Edit Sender Group Settings: WHITELIST

Lender Group Settings

Name: | fuMITELIST

Order: | [ &

Camment: h'.r trusted senders have o Broghbmad ar rabe hrting

Palicy: | | TausTED w

SERS (Optonal): E_u Ba |1|_-._|;|
Incdude SERE Scores of "None”

Recomrended for susgecied sendevs only.

DNE Lists (Optonal): B [

Cennecting Most DNS Verification: Canrecting hast FTR record does not axist in the ONG.

El
[[] Cannecting hast PTR record lackup Fails due to temparary DNS failure.
El

Cannacting host réverss DNG [Gokup (PFTR) doas not match the forward

DS leakug [A)
E=1
2FvF 3 [Submit]
ATv7 4
EEE T L —TDHIBR
AFv 7 1 [HAT Overview] [Delete]
ATy 2  [Yes] [No]
ATvT 3
FLUOWA—L 28— R >—niEM
Z2FvwF 1 [Mail Policies] > [Mail Flow Policies] [Mail Flow

Policies]

Cisco IronPort AsyncOS 7.3 for Email a> 74 ¥alb—Y 3> A/ F
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AFTwv7 2 [Add Policy]

ATv7 4 DNS
P.5-166

[Mail Flow Policies Add Policy]

(¥)  [Use Default]

[On]

Y

(%)  [Custom SMTP Banner Text] [Max. Recipients Per Hour]
HAT P.5-124 HAT

A

GE)

LDAP

A—)L 70— R —DRE

A7w7 1 [Mail Flow Policy overview]
[Mail Flow Policy Edit Policy]

ATFyvFT 2
ATFvFT 3

Hl_ Cisco IronPort AsyncOS 7.3 for Email av 21 ¥alL—v3 v A4 F
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||
A—J)L 78— R O—DHIER
ATyFT1 [Delete]
ATvF 2 [Yes] [No]
ATvT 3
-, = » -, = -
BEEBET I —T~DEEEDEM
AFvT 1 IP [Add to
Sender Group]
5-18 [Profile] *—<® [Add to Sender Group] U >%
Currgnt Information from Sarder e Sandar Growg Informaton Hatworks Irfigrmaton
Morw from Senderfacs ©F add 1o Serder Group
[Add to Sender Group] 5-19
5-19 [Add to Sender Group] R—¥
Add to Sender Group
Sender:  Fxpl.run, fxpl.run
Sender Groups | QutgoingMail (L0.10.2.10:25) | <
IncamingMail (10.10.1.10:25) :':
Commant: I WHITELLST
BLACKLIST
[Conce | UNRNONLIET [Suir |
BLL
ATvT 2
Cisco IronPort AsyncOS 7.3 for Email a> 74 ¥alb—Y 3> A/ F
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ATv7 3  [Submit]

[Cancel]
ATv7 4

Y

GE) 2

GUI example.net
[Add to Sender Group] example.net  .example.net
2 example.net
P.5-132

N

(GE) 1

Success — Added sender(s) to sender group(s). Some duplicates existed and were not added.
ATvF 5 [Save] [Incoming Mail Overview]

FLOEEEIT L —T~DEEEDEM

ATyFT1 [Submit and Add Senders]
[Add Sender]
ATvT 2
ATv7 3
ATy 7 4 [Submit] [Cancel]
ATwT 5

Cisco IronPort AsyncOS 7.3 for Email a> 74 Xalb—Y3> /4 F
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SenderBase

FMER 7 ZFEALI-EEETN—TDER

SenderBase

[HAT Overview] [Add Sender Group]
[Add Sender Group]

[Senders] [SBRS] [Add
Sender]
SBRS  [from:] [to:]

5-20 SenderBase -7.5 BLOCKED
5-20 SenderBase iR a7 &#HA L1=%EH I L—FTOER (1)

Add Sender Group

Hame; Iﬂgd_ﬂ.ewlﬂtlul'

Order: [ w

Comment: I'.'pl:c:-: senders with & bad SenderDase Repuiaton Soore

Policy: | | BLOCKED -

SERS (Optional): [7g o I T
Include SBRES Seores of "Nons”

Recammended far suspected senders anly.

RS Lists (Optional): [B [

Connecting Host DNS verfication: 7] connecting bust FTR record does not exist m the CHS.

D Conneching host PTR record lsokup fails due Lo lemparary DNE Fadure.
D Conneching host reverse DNS lockup (PTR) dees nal match the Forward

DHNE lnokup (4)

m m Submit and Add Senders >
5-21 SenderBase 8.0

[ oL-23078-01-J
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5-21 SenderBase SR a7 2EA L £ BE T IV —TOER (2)
Add Sender Group

Sender Group Settings

Harme; k.;uuu:_P.:pu:alnurl

Order: | § w

Comment: |1ru:|: sanders with & gocd Senderliase Heputation Soore

Policy: | | TRUSTED -

SERS (Optional): | [5.q tn I“:'
Inclsde SHAS Seares af "None”

Recammended far suspected senders anly.

NS Lists (Optional): [B |
Connecting Host DNS verification: | 7 comnecing hest FTR record doss not st in the DNS.

D Connecing hedt PTR recard kokup fals due ko lamporary DNS failwre,

D Connecing hedd reverse DNE lookup (PFTR) does net match the forward
DHE lankup (A)

m m Submit and Add Senders > »

(i) SenderBase
TRUSTED BLOCKED
SenderBase
P.7-250
AT7v7 6 [Submit] SenderBase

Cisco IronPort AsyncOS 7.3 for Email a> 74 Xalb—Y3> /4 F
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HAT QOIEFZ =

5-22
HAT Overview

Fired Serders thal Contan s Text: I

SenderBase FHER a7 &#FERALIzHRX b 79X T—TIL

Fird

Sender Groups (Listemar: QUISTUTLTEE TR e R el 3R

Add Sender i.'.muE... Impart HAT...
SenderBase™ Anputation Seare [B
Order | Sender Group T 4 4 3 0 z 4 i & g | Mail Flow Policy Dedete
1 WHITELIST = | TRUSTLD 2
2 BLACKLIST T—— BLOCKED -
3 SUSFECTLIST _ THRQTTLED "
4 UNENCOWRLLST — BCCLFTLD 2
5 Bad_Reputation o BLOCKED |
3 Gaad_Reputation == | TRUSTED "
BALL ACCEFTED
Edit Qrder... Export HAT...
HAT
HAT
CIDR A 1
CIDR IP B
B
HAT
[HAT Overview] [Edit Order] [Edit Sender Group

Order]
HAT

[HAT Overview]
5-23

[ oL-23078-01-J
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5-23 HAT HOT Y FYDIEFOER
Edit Sender Group Order

Sender Groups (Listener: Tneoming®ail (172,19, 1.86:25))
SenderBage™ Repulabaon Score ﬂ

Order Sender Group A0 41 Y 4 i) T a & & 0 | Mail Flaw Palicy
[ | weimenst s | TRUSTED
| sackuss —_— BAOCKED
F | suseectust — RO TS
F |unewownst —— ACCEPTED
| sad_reputation —_— BLOCKED
l."'_ Good_Reputation = | TRUSTED
BALL AOCEFTED
[ Cancel | [ Submit |
EEEDERR
[HAT Overview] [Find Senders]
[Find]
GUI [2& 5 1JRFT—D HAT OZER
Graphical User Interface GUI;
[Mail Policies] GUI
GUI P.2-19
[HAT Overview] [Host Access Table Overview]
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5-24 [Host Access Table Overview] R—
HAT Overview

Fired Serders thal Contan s Text: I

Sender Groups (Listemar: QUISTUTLTEE TR e R el 3R

Add Sender i.'.muE... Impart HAT...
SenderBase™ Anputation Seare [B
Ordar Sender Group AD & . &4 a4 1] T 4 B g «+13 | Mal Flow Polscy Delale
1 WHITELIST === | TRUSTED "
2 BLACKELLST = SLOCKELD 2
3 SUSPECTLIST ——— THROTTLED -
£ LUNENOWRLIST —_— ACCEFTED "
BALL ACCEFTED
Edit Qrder... Export HAT...
[Host Access Table Overview] HAT
SenderBase
[Host Access Table Overview]
. HAT
. HAT
.
.
. HAT HAT
HAT P.5-160
e HAT
)
.
.
GUI

P.5-148

[ oL-23078-01-J
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[ |
HAT Dk
HAT O T 9 XFKR—+
HAT
ATv7F 1 [Export HAT] [Export Host Access Table]
5-25 HAT O T H RKR—
Export HAT
Extport to file: | |
==
ATvF 2 HAT

2AFvT 3

HAT O 4 >R— b

HAT HAT HAT
HAT
A7Tv7 1 [Import HAT] [Import Host Access Table]
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5-26 HAT O 1 vR—F
Import HAT

Import File: | | REACIME -~
config.dtd

prefaniy. it
progrietany_conbent bt
sexual_caeni.ixl

[ Canerl | [ Submi
ATy T 2

Y

GE)
ATy F 3 [Submit] HAT

ATvF 4 [Import]
AT97 5

AsyncOS

# File exported by the GUI at 20060530T215438

$BLOCKED
REJECT {3
L---1

=SB HREE

SMTP IP DNS

Cisco IronPort AsyncOS 7.3 for Email av2s¥alb—varv #i4F g
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IronPort
AsyncOS
SMTP
IronPort
SMTP
SMTP
2
EIEBREL : RX b
DNS
DNS SMTP
IronPort DNS
SMTP
DNS
IP
DNS IP
DNS PTR PTR
DNS A A
PTR
PTR A
IP HAT
3
. PTR DNS
¢ DNS PTR
. DNS PTR DNS

Cisco IronPort AsyncOS 7.3 for Email a> 74 Xalb—Y3> /4 F
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||
[Connecting Host DNS Verification]
SUSPECTLIST
P.5-167
DNS
DNS
WHITELIST DNS
WHITELIST
B = = SN M =P =
EEERI : ToRO—TEEH
DNS
A MX DNS
DNS DNS
domain does not exist
SMTP
DNS
SMTP IP
AsyncOS MX
AsyncOS MX
A DNS NXDOMAIN
AsyncOS
Envelope Senders whose domain does
not exist NXDOMAIN
DNS SERVFAIL Envelope Senders whose
domain does not resolve SERVFAIL

DNS

Cisco IronPort AsyncOS 7.3 for Email a> 74 ¥alb—Y 3> A/ F
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MAIL FROM
MAIL FROM
MAIL FROM IronPort
. DNS
. SMTP
DNS
« DNS
P.5-165
DNS DNS
DNS SMTP
DNS
MAIL
FROM SMTP
SMTP
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DNS
GUI CLI Tristenerconfig -> edit -> hostaccess
-> <policy>
B EALY, TIFILE FAL Y, FEHLEKXD MAIL FROM
SMTP
Cisco IronPort
AsyncOS for Email Advanced Configuration Guide Customizing Listeners
SMTP Address Parsing Options
HARA L SMTP a—FERE
DNS
DNS DNS
SMTP
SMTP $EnvelopeSender
Domain does not exist
5XX 4XX
EEERMNNT—TIL
SMTP
SMTP
IronPort 1

MAIL FROM pres@whitehouse.gov

Cisco IronPort AsyncOS 7.3 for Email a> 74 ¥alb—Y 3> A/ F
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Recipient Access Table RAT;
SMTP RCPT TO

GUI  [Mail Policies] > [Exception Table]
CLI  exceptionconfig GUI
ACCEPTED P.5-171
CLI  Cisco lronPort AsyncOS CLI Reference Guide

5-27 BNTF—T DY R +
Exception Table

Find Doemain Exceplion

Search for Email address: ﬂ

Domain Lxception Table

Add Curnain Exceplicin.. ]

Order | Excaplan Behawar | SHTP Responde Dielate
1 pres@gwhitchouse.gov Allerw A -1
GUI
P.5-172
= = =PrS SN
EEEREDRE — HEH
SUSPECTLIST THROTTLED DNS
UNVERIFIED
THROTTLEMORE
SMTP
UNVERIFIED THROTTLEMORE

Cisco IronPort AsyncOS 7.3 for Email a> 74 Xalb—Y3> /4 F
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ACCEPTED
5-15
#* 5-15 RIEEWA - BRI IHTE
EEEITN—T |KRUYS— AR
SMTP
UNVERIFIED |THROTTLEMORE PTR DNS
SUSPECTLIST |THROTTLED DNS PTR
DNS A
SMTP
- MAIL FROM:
ACCEPTED - DNS
- DNS

EIEFH Y I —T SUSPECTLIST 29 37K X FEEBRIINDER

GUI [Mail Policies] [HAT Overview]
SUSPECTLIST
DNS
A7wv7 1 [HAT Overview] [SUSPECTLIST]

Cisco IronPort AsyncOS 7.3 for Email a> 74 ¥alb—Y 3> A/ F
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5-28
HAT Overview

Find Senders that Contain this Text: |

[HAT Overview] R—

Sender Groups {Lisbener: JIST TN R TS oM ERVE L ALY

Add Sender Greap... I

Order | Sender Group
1 WHLITELLST
2 BLACKLIST

e LMENOWNLIST

ALL

Edit Order... r

L[

SenderBase™ Reputation Seore B
& 4 I u 2 4 L] 8

3 SUSPECTLIST

B

1mEr‘l HAT... i

Mail Flew Palicy Drelete
TRUSTED
BLOCKED
THROTTLED
ACCEFTED

ACCEFTED

F!Er‘l HAT... i

AT7wF 2 [Sender Group: SUSPECTLIST]

5-29

Sender Group: SUSPECTLIST

Sender Group Settings

Name:
Crder:
Cammient:
Palcy:
SBRSE (Opbanal):

DINS Lists (Optiomall:

Connecting Host DNG Venficaton:

<< Back to HAT Overview |

SUSPECTLIST

3

Suspecious senders are throttled
THROTTLED

=4.0 o 1.0 and SBRE Scores of "None”
Hiane

None Included

Edi HminE...

AT7wF 3 [Edit Settings]

[Edit Settings]

Hl_ Cisco IronPort AsyncOS 7.3 for Email av 21 ¥alL—v3 v A4 F
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5-30 Sender Group: SUSPECTLIST: Edit Settings

Comment: | |8umaous senders are thiettled

Pelicy! || THROTTLED e

SORS (Opticnal): | [a.n ta |10
# Inclede SBRE Scores ol "Hona”

Recornmended for suspecied senders only,

NS Lists (Sptional): [l | |

Connecting Hast ONS Verifieation: | [7)  ceanecsting host FTR record doss not exist i ONS.
] Cennecting host PTR recard kaakup Fails dus to temparary DNS Fadure.

¥ Connedting host reverse DNS lockup (PTR) does not match the Forward
DNE lookup (A).

ATv7 4 [THROTTLED]
AT7w7 5 [Connecting Host DNS Verification] [Connecting host reverse DNS lookup

(PTR) does not match the forward DNS lookup (A)]

ATFvT 6
DNS SUSPECTLIST
THROTTLED

G¥) CLI DNS
CLI DNS P.5-176

EIEHRILDRE

THROTTLEMORE

Z27wv7 1 [Mail Flow Policies] [Add Policy]
ATyF 2 [Connection Behavior] [Accept]

Cisco IronPort AsyncOS 7.3 for Email a> 74 ¥alb—Y 3> A/ F
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UNVERIFIED
THROTTLEMORE
ZA7v7 1  [HAT Overview] [Add Sender Group]
5-31 Add Sender Group: THROTTLEMORE

Add Sender Group to IncomingMail (192.168.0.1:25)

Lender Group Settings

Name: | | s ERIFIEC

Order: | (g

famment: Irl"n:tle when hast recard is not in DNS

Palicy: | | THROTTLEMORE -

SEAS (Optiomal): ’ i I
| Include SBRS Scores of "None”

Racommandad for suspected sendars only.

DNS Lists (Optianal): [H [

Cennecing Host DNS Venficabon: Cannecting hast PTR record does ot exist in QNS
|:| Canneching hast PFTR record lockup fails due lo lemparary DNES ladure.

|:| Canneching host revarse DNS lookup (PTR) does nal match the ferward
OME Inalousp (A).

[ Submit ] Subemit and Add Senders 3> |
AFvT 2 [THROTTLEMORE]
AT7w7 3 [Connecting Host DNS Verification] [Connecting host PTR record does not
exist in DNS]
ATy 4 [HAT Overview]

Cisco IronPort AsyncOS 7.3 for Email a> 74 Xalb—Y3> /4 F
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5-32 [HAT Overview]
HAT Overview

Find Senders that Contain this Text: | m

Sender Groups {(Lisbener: JIISTTHE TS oM ERVE L ALY
Add Sender Growp.. Impart HAT... ‘

SenderBase™ Reputation Seore B
Qrder | Sender Group T & 4 i ] 3 4 & 4 10  Mail Flow Palicy Drelate

1 WHITELLST TRUSTED B l
2 BLACKLIST [ —— BLOCHED |

3 SUSPECTLIST — THROTTLED '

4 UNVERIFIED THEOT TLEMORE B

3 UNKNOWNLIST —— ACCEFTED -

ALL ACCEPTED

Edit Order... Lxport HAT... i |

Egy: | Cuiles Dalault I

ACCEPTED

A—JL 78— R1) &— ACCEPTED IZx ¥ X EERIADEE

GUI [Mail Policies] [Mail Flow Policies]
ACCEPTED DNS
ZAF7v7 1 [Mail Flow Policies] [ACCEPTED]
ATyF 2
Cisco IronPort AsyncOS 7.3 for Email a> 74 ¥alb—Y 3> A/ F
[ oL-23078-01-J .m




B58 BFANERETIEHOT—LVTADHRE |

5-33 *—JL 78— Ry L — ACCEPTED MO I _AA— £ {FEHD DNS &
EDRE
Envelope Sender | (T Use Default (OF) E on O off
DME Venhcation:

Malfermed Envelope Senders.
SMTP Codde: 553

SMTP Text: |5 5.4 Darmain reguired for sender address

Envelops Senders whose doman dees mal resalve:
SMTP Codle; I:',51

SMTF Text: |2-5 1.3 Darnain of sender address < §Envela

Ervelops Sendars whose domain do#s nokb axist:

SMTF Cede:  [goq

SMTF Text: |2'.- 1.8 Darmnain of sender address < §Envela

Use Exception Table: | O Use Cefault (0F) & on O off

AFvF 3 [0n]
DNS

ATvT 4 SMTP
AT7w7 5 [Use Domain Exception Table]  [On]

GUI TOXEEFRIAFNT—TILDIER

[Mail Policies] > [Exception Table]
[Use Exception Table]

AFw7 1 [Mail Policies] > [Exception Table] [Add Domain Exception]
[Add Domain Exception]
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BINTF—TILADT FLRADEM

5-34
Add Domain Exception
Excaption: I—
é-.;.jl'-_r....‘-..'-_z"_"-.--'4-1':-'-.-.::1'_ s, Paxvample oom, .Aaxample. Oom,
Cirder: I-__ (o 1)
Behavior: | (&) allaw
O meject
SMTP Cade:  [F53
SMTP Tee:
[ Cancel | Subiret
ATyT 2 pres@whitehouse.gov
user@ @example.com @.example.com IP
user@[192.168.23.1]
ATvT 3
SMTP
ATFv7 4

REERIIMNNTF—TILATODT7 KLADER

[Find Domain Exception]

[Exception Table]

2FyvFT 1
[Find]

K 5-35 BN TF—TNhDO—HT Y ) DBRER
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5-36 BINT—TNHO—HTY ) O—ERT

EEEBREAREDT R b

IronPort
DNS
IToAO—TEEFERIADEEDT R b+
THROTTLED DNS
MAIL FROM
A7vZ 1 lronPort Telnet
ATFvF 2 SMTP MAIL FROM
admin
Y
(GE)
IronPort
Cisco IronPort AsyncOS
for Email Advanced Configuration Guide Customizing Listeners
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# telnet IP_address_of_IronPort_Appliance port
220 hostname ESMTP

helo example.com

250 hostname

mail from: admin

553 #5.5.4 Domain required for sender address

SMTP THROTTLED

EIEERAHNT—TILOTA

A7y T 1 admin@zzzaaazzz.com Allow
ATvT 2
AFw7 3 lronPort Telnet

AFvFT 4 SMTP
admin@zzzaaazzz.com

AFvT 5
# telnet IP_address_of_IronPort_Appliance port
220 hostname ESMTP

helo example.com

250 hostname

Cisco IronPort AsyncOS 7.3 for Email a> 74 ¥alb—Y 3> A/ F
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mail from: admin@zzzaaazzz.com

250 sender <admin@zzzaaazzz.com> ok

DNS

EEERIEEEOX VT

Iy RO—TREHRIE

Thu Aug 10 10:14:10 2006 Info: ICID 3248 Address: <user> sender rejected,
envelope sender domain missing

NXDOMAIN

Wed Aug 9 15:39:47 2006 Info: ICID 1424 Address: <user@domain.com>
sender rejected, envelope sender domain does not exist

SERVFAIL

Wed Aug 9 15:44:27 2006 Info: ICID 1425 Address: <user@domain.com>
sender rejected, envelope sender domain could not be resolved

CLI TDHRR + DNS HEED 1 =2 — T LA

CLI DNS

listenerconfig->edit->hostaccess
Cisco lronPort AsyncOS CLI Reference Guide
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5-16 CLI
® 5-16 REETN—TERELHNET S CLIE
#EHion/R R o DNS &REE R%FOD CLI 5%
PTR DNS nx.domain
DNS PTR serv.fail
DNS PTR not.double.verified
DNS A

NTYwy )X4— (RAT) LTOO—AhJ)
KA VFERIIBFEDI—TFDEFA—ILD
2T AN

Recipient Access Table RAT;

currentcompanyname.com

oldcompanyname.com

RAT

Cisco IronPort AsyncOS for Email Advanced

Configuration Guide Configuring Routing and Domain Features
Y
(3¥)  System Setup Wizard systemsetup commit
1

3 [Network] P.3-57

RAT
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ZEET7IEA T—TI (RAT)

RCPT TO SMTP

RAT

%= 517 RAT QERMLHE

ZEETEE L= (FE) hRBZ L SMTP IH%&
IL—IL

RAT SMTP

2

ACCEPT

REJECT
ZIEEDES

RAT

division.example.com

.partialhost partialhost

user@domain

Cisco IronPort AsyncOS 7.3 for Email a> 74 Xalb—Y3> /4 F
m. 0L-23078-01-J |



| £5% BFA-IIERETILEOHDTS—FITADORE

user@

[1

user@IP_address

RAT
user@[IP_address]

S
(G¥) GUI  System Setup Wizard 4
3 [Network] P.3-57
example.net .example.net
2 example.net

RAT .example.com
.example.com

joe@example.com

BALSEZETOROY Y UFTDINL 18R

postmaster@domain RAT

postmaster@domain

GUI RAT
[Bypass Receiving Control]  [Yes]
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5-37 SEHBO/AL /X

CcLli

listenerconfig -> edit -> rcptaccess
yes

Would you like to bypass receiving control for this entry? [N]> vy

A7 2{EEFTD LDAP FFalD/N1M /XX
LDAP

customercare@example.com

LDAP

LDAP
LDAP
customercare@example.com bob@example.com
sue@example.com customercare@example.com
LDAP
bob@example.com sue@example.com LDAP
GUlI  LDAP RAT
[Bypass LDAP Accept Queries for this Recipient]

CLI LDAP
listenerconfig -> edit -> rcptaccess

yes

Would you like to bypass LDAP ACCEPT for this entry? [Y]> vy

LDAP RAT RAT

RAT
RAT postmaster@ironport.com  ironport.com
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postmaster@ironport.com
ironport.com
postmaster@ironport.com
postmaster@ironport.com
ironport.com

LDAP
ACCEPT
LDAP
ironport.com
postmaster@ironport.com

RAT
ACCEPT
TI74IERATZV Y
RAT
ALL ‘REJECT
[Recipient Access Table Overview]
[All Other Recipients]
N
() RAT
SMTP

ALL RAT

TEXARM I7ANELTTEXFRAMN N Y—REFAVER—FBEUVITHRAR—F

ERCYD S

[ oL-23078-01-J
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A
— — 4
GUIIZKDJRFT—D RAT ODZERE
GUI RAT [Mail Policies] > [Recipient Access Table
(RAT)] [Recipient Access Table Overview]
5-38 [Recipient Access Table Overview] R—2
[Recipient Access Table Overview] RAT
LDAP
[Recipient Access Table Overview]
« RAT
« RAT
. RAT
. RAT
« RAT
RAT Command Line Interface CLI;
RAT
listenerconfig edit -> rcptaccess -> new
RAT Cisco IronPort AsyncOS CLI Reference

Guide
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||
>
HFLLRAT TV U MEM

RAT
A7wv7 1 [Add Recipient] [Add to Recipient Access Table]

B 5-39 RAT T Y MiEhn
ATYv7 2
ATv7 3

P.5-178
ATv7 4
AFvT 5 LDAP
LDAP P.5-180

AFv7 6 SMTP [Custom SMTP

Response]  [Yes]
ATy 7

P.5-179

[Bypass Receiving Control]  [Yes]

ATv7 8
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RAT T kY OHEIER

RAT
ATyFT1 [Delete]
ATvF 2 [Delete]
ATFvF 3 RAT

AFvT 4

RAT T FYDZER

RAT

AFwF 1 [Recipient Access Table Overview] RAT [Edit
Recipient Access Table]

A7y 2

ATv7 3

RAT T M) DIEFOER

RAT
ATv7 1 [Edit Order] [Edit Recipient Access Table Order]
5-40 RAT TV FUDIEFDOEE

ATwvF 2 [Order]
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ATvT 3

RATIRYDIHY RER—F

RAT
ATvF 1 [Export RAT] [Export Recipient Access Table]
5-41 RAT TV FYDITHYRKR—F

ATFyvFT 2
ATFvFT 3
RATIV RYDA ViR— b
RAT RAT RAT
RAT

A7v7 1 [Import RAT] [Import Recipient Access Table]
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Hl_ Cisco IronPort AsyncOS 7.3 for Email av 21 ¥alL—v3 v A4 F

5-42 RAT T FYDA VR—F
ATy T 2

Y

GE)
ATy F 3 [Submit] RAT

ATvF 4 [Import]
AT97 5
AsyncOS
# File exported by the GUI at 20060530T220526
.example.com ACCEPT

ALL REJECT
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5-43 RTYvy 1)RF—0 RAT DiRE
%SMTP
187 Y w4 1) RF—:InboundMail
HAT
WHITELIST: $TRUSTED
BLACKLIST: $BLOCKED
SUSPECTLIST: $THROTTLED
UNKNOWNLIST: $ACCEPTED

spamdomain.com REJECT
.spamdomain.com REJECT

251.192.1. TCPREFUSE G¥)
169.254.10.10  RELAY
ALL: $ACCEPTED RAT
newcompanyname .com
RAT
SMTP
example.com ACCEPT
newcompanyname.com ACCEPT
ALL REJECT

PAUE3—Tz(1R:
PublicNet(f:192.168.2.1)

A1—YRy b 232 —TJ A R:Data 2

IronPort BF A —JL
X1 UTa FISATUR

{—H¥*y k428 —T x4 Z:Data

IPAL22—TJxAR:
PrivateNet({1:192.168.1.1)
754 R—F J XF—:OutboundMail

HAT
RELAYLIST:  S$RELAYED &=
ALL: $BLOCKED
¢ RAT
—_—

GN—FH17 =X | AvE—SERVARATL
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5-44 5-4

5-44

RAT

f”wf“ﬁ
. A
. Internet ?
kﬂ&m _ﬁ—f

N"ITYyy YRF—

TS5 R—F YRF—

ARy FT7—2:

RITYYH) JRF—EFTSLR—F YRF—

A8 —Fy b
KRR B

2EH: BREN

IronPort 8F+—JL

tHXaYTF4 7TSA4T7VR

KRR ~: RER

2EE: 2%

AWAIER/E

TSAR—F}:

RAMTF7OER
Hosj—jlb(HAT) SEET7H 1R T—TIL(RAT)
Domain
Ho ;\ECEPT ACCEPT
ALL
RELAY
AL REJECT
ACCEPT \
RAMT72€RX
F—7JIL(HAT)
Host
RELAY ——> RAT %L
ALL
REJECT

HAT
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CHAPTER 6

BFA—ILEXa)T4 IR—

& O

Sy

IronPort

GUI  [Mail Policies] CLI  policyconfig

From:
Reply-To:

LDAP
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. P.6-190
. P.6-198
. GUI P.6-219

A—HFR—X R —DIRE

IronPort Anti-Spam

jJjobs@example.com

RSA Email DLP

. MP3

10
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.dwg

GE)

P.14-429
= = S
EERLUREAYE—D
2
1 HAT Accept
1 HAT Relay
. ACCEPT HAT
. RELAY HAT
SMTP AUTH
Y
GE) IronPort
IronPort C150/160
System Setup Wizard
1 1

[ oL-23078-01-J
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GUI  [Mail Policies] > [Incoming Mail
Policies] [Outgoing Mail Policies] CLlI
policyconfig

RKYI—R9FUT

LDAP

- RFC821 MAIL FROM
— RFC822 From:
— RFC822 Reply-To:

LDAP
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First Match Wins

1
[+] »
R)—2vFoT0H
6-1
& 6-1 RYS—2vFoion
B |RUS—4& a—¥
1 special_people joe@example.com
ann@example.com
2 from_lawyers @lawFirm.com
3 acquired_domains @newdomain.com
@anotherexample.com
4 engineering PublicLDAP. Idapgroup: engineers
5 sales_team Jim@
john@
larry@
Default Policy
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|
Bl 1

bill@lawfirm.com Jjim@example.com

2 @lawFirm.com
Jim@

il 2

Joe@yahoo.com 3 Jjohn@example.com

Jane@newdomain.com bill@example.com
Jane@newdomain.com 3
Jjohn@example.com
5 bill@example.com
LDAP
P.6-194

i 3

bill@lawfirm.com ann@example.com

larry@example.com ann@example.com
1
larry@example.com
2
@lawfirm.com Jim@

Ayt—UHR
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. DLP

6-2

N

(¥)  Email DLP
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|
% 6-2 BFA—N L TSAUTOA Y E—OHR
*2yt— J4LAE
filters p TRTOREFBDAvE—
T OFRINL A
antispamconfig, ¥
listenerconfig -> antispam +r\(—
TIOFIAILAR ¥
antivirusconfig, N
antivirusupdate _'L TRTOREFOA v E—
listenerconfig -> antivirus > |[RUS—1 -5
AVFUY T4NLE " TRTOREEDA v E—F
policyconfig -> filters o ||RYyS—2 &—%
r
DANABERET 4 ILE + ZOMHDITRTOREEDA v E—D
|I-| vofconfig, vofflush, vofstatus ij (T4 RYO—E—F)
¥ T
T |75 #HxmsL "
D | policyconfig e
Y
GE) MID ID
MID 1 MID 2 MID 3 Cisco
IronPort AsyncOS for Email Daily Management Guide Logging
B
IronPort
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RYS—DRAE

From: Reply-To:
. AsyncOS
P.8-259
. AsyncOS
P.9-303
P.6-198
IronPort
10
. 11
6-1
DLP
GUI
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X 6-1 GUIDEFA—IL XU FT1 I3+—Tx R —DOBE

ATV T4 L2 OHE

CLI GUI
GUI
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6-3
6-4

6-5

AVTFUY T4 ILEDOEE

AsyncOS

true
1D

e Committee on Uniform Security Identification Procedures CUSIP
e American Banking Association ABA;

ID
Cisco IronPort AsyncOS for Email Advanced Configuration Guide
Using Message Filters to Enforce Email Policies
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OR AND
= 6-3 AVTUY T4 A DOEE
& E LT
(F#HHL)
true
true

[Message Body or |[Contains text]
Attachments]

[Contains smart identifier]

[Contains term in content dictionary]
<dictionary name>

P.14-431

[Number of matches required] true

ID
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® 6-3 AVTUY T4 L2 DEE (HE)

E3iy B
[Message Body] [Contains text]

[Contains smart identifier]
ID

[Contains term in content dictionary]
<dictionary name>

P.14-431

[Number of matches required] true

ID

[Message Size]
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|

& 6-3 AVTUY T4 LEADOEE (FS)
FH 2L

[Attachment [Contains text]

Content]

body-contains()

[Contains a smart identifier]
ID

[Contains terms in content dictionary]
<dictionary name>

P.14-431

[Number of matches required] true

ID
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||

&® 6-3 AVTUY T4 LEDOEE (&\E)
& A
[Attachment File  |[Filename]
Info]

[File type]

UNIX file
[MIME type] MIME

attachment-type
MIME
MIME

[Image Analysis]

[Suspect] [Inappropriate] [Suspect or Inappropriate]

[Unscannable] [Clean]
[Attachment [Contains an attachment that is password-protected or
Protection] encrypted]

[Contains an attachment that is NOT password-protected
or encrypted]

Encrypt
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% 6-3 ay

TV TN EDEE (HE)

E3iy

Bt

[Subject Header]

[Subject Header]

[Contains terms in content dictionary]
<dictionary name>

P.14-431

[Other Header]

[Header name]

[Header value]

P.14-431

<dictionary name>
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® 6-3 AVTUY T4 L2 DEE (HE)

& H LT
[Envelope Sender] |[Envelope Sender]
Envelope From <MAIL FROM>

[Matches LDAP group]
Envelope From <MAIL FROM> LDAP

[Contains term in content dictionary]
<dictionary name>

P.14-431
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% 6-3 AVTUY T4 LEADEE HE)
& H LT

[En\{e!ope [Envelope Recipient]
Recipient] Envelope To <RCPT TO>

[Matches LDAP group]
Envelope To <RCPT TO> LDAP

[Contains term in content dictionary]
<dictionary name>

P.14-431
[Envelope Recipient]

1

Envelope From <MAIL
FROM> LDAP

[Receiving
Listener]
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||
& 6-3 AVTUY TALEDOEHE ERE)
FH 2L
[Remote IP] IP 1P
[Remote IP]
IP
IP
P.5-132
SBO
SBRS dnslist ALL
[Reputation Score] SenderBase
[Reputation Score] SenderBase
[DKIM DKIM
Authentication] DKIM
[SPF Verification] |SPF
SPF SPF
Cisco IronPort AsyncOS for Email
Advanced Configuration Guide Email
Authentication

(E) 1

P.14-431
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6-2 AVTUY T4 DEE

AVTUY TANEDTOaY

1
[Attachment Content] [Message Body or Attachment] [Message
Body] [Attachment Content]
$MatchedContent

Cisco IronPort
AsyncOS for Email Advanced Configuration Guide
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1
GUI
CLI
® 6-4 AVFUY TA4NEDFTIaY
Fovay ETL)
[Quarantine] [Quarantine]
[Duplicate message]
[Encrypt on
Delivery]
[Encryption rule] TLS
TLS
P.12-407
[Encryption Profile]
IronPort
[Subject]
$Subject
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&® 6-4 AVTVY TANEDTIaY (E)

Toay BH

[Strip Attachment | [Attachment contains]
by Content]

glull‘:

zip tar

[Contains smart identifier] ID

[Attachment contains terms in the content dictionary]
<dictionary name>

[Number of matches required] true

ID

[Replacement message]
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||
= 6-4 AVTUY TANEDTIaY (#HE)
FTovayv H7LT
[Strip Attachment |[File name]
by File Info]
zip tar
[File size]
[File type]
zip tar
[MIME type] MIME
[Image Analysis Verdict]
[Suspect] [Inappropriate]
[Suspect or Inappropriate] [Unscannable] [Clean]

[Replacement message]

[ oL-23078-01-J
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= 6-4 AVTFIOY TANEDTIVaY (|E)
Tovary BiEA
[Add Disclaimer |[Above]
Text]

[Below]

P.14-452

[Bypass Outbreak
Filter Scanning]
[Send Copy [Email addresses]
(Bcc:)]

[Subject]

[Return path (optional)]

[Alternate mail host (optional)]
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= 6-4 AVTFIOY TANEDTIVaY (|E)
Tovary BiEA
[Notify]

[Subject]

[Return path (optional)]

[Use template]

[Include original message as an attachment]

[Change [Email address]
Recipient to]
[Send to [Mail host]
Alternate
Destination Host]
GE)
[Deliver from IP |[Send from IP interface] IP
Interface] [Deliver from IP Interface]

IP

[Strip Header] [Header name]
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% 6-4 aAVTIOY Z4NEADTIaY (FE)
FTovayv H7LT
[Add Header] [Header name]

[Header value]

[Add Message RSA Email DLP

Tag] RSA Email DLP
DLP
DLP P.11-366
[Add Log Entry] INFO IronPort
Text Mail
[Encrypt and

Deliver Now

(Final Action)] ]
[Encryption rule] TLS

TLS
P.12-407

[Encryption Profile]

IronPort

[Subject]
$Subject

[Bounce (Final
Action)]
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&® 6-4 AVTVY TANEDTIaY (E)

Tovay

gluII:I

B

[Skip Remaining
Content Filters
(Final Action)]

[Drop (Final
Action)]

6-3 GUIDaYTYY Z4NADFTHLaY
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FTOLavER

IronPort

& 6-5 THOavEHR

EH X SR

All Headers $AllHeaders

Body Size $BodySize

Date $Date MM/DD/YYYY

Dropped File Name

$dropped_Tfilename

Dropped File $dropped_filenames |¢fijlenames
Names
Dropped File $dropped_filetypes |$filetypes
Types
Envelope Sender |$envelopefrom
g;nvelo esender Envelope From <MAIL
P FROM>
Envelope $EnvelopeRecipients
Recipients Envelope To <RCPT
TO>
File Names $filenames
File Sizes $filesizes
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£ 6-5 ToavEH (#FE)
i 38 E
File Types $filetypes
Filter Name $FilterName
GMTimeStamp $GMT imeStamp GMT

Received:
HAT Group Name |$Group

>Unknown<
Mail Flow Policy $Policy
HAT
>Unknown<

Matched Content $MatchedContent

1

Matched Content
ID

Header $Header["string”]
Hostname $Hostname IronPort
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B EFALEFaIUTaIR—Tw |

= 6-5 TOavEHR (&E)
8 L 5°4 B7L
Internal Message |$MID
ID ID
MID
RFC822 Message-ld
Message-1d
$Header
Receiving Listener |$RecvListener
Receiving $RecvInt
Interface
Remote IP $RemotelP IronPort
Address IP
Remote Host $remotehost IronPort
Address
SenderBase $Reputation SenderBase
Reputation Score
None
Subject $Subject
Time $Time
Timestamp $Timestamp
Received:
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=
EERDF (GUD
ATvTA1
ATvT 2 2
AT7w7 3 [Incoming Mail Overview policy] 3
ATv7 4
. P.8-259
. P.9-303
. P.10-335
== — & »
BEFA—IL EFaAVTA IR—D¥XADT7I LR
[Mail
Policies]
[Incoming Mail Policies]
System Setup Wizard IronPort
Anti-Spam Sophos McAfee Anti-Virus
6-4 [Incoming Mail
Policies]
. IronPort
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. IronPort
X-Header
X 6-4 [Incoming Mail Policies] R—2 : FIR7 T34 7V ADT 74 +
N
(i) IronPort
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[Enabled]. [Disabled]. [Not Available]

[Email Security Manager]

[Enabled]
[Disabled]

[Not Available]
[Not Available] [Security Services]

6-5

6-5 FERATERWNEX2 YT Y—ER

TI2xIE RY—DHwE : 7UoFRINLEKE
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[MARKETING]

ATvTA1 6-6
[Anti-Spam Settings]
Y
GE)
[Disable]
AFwF 2 [Positively Identified Spam Settings] [Action to apply to this
message]  [Drop]
ATwF 3 [Marketing Email Settings] [Yes]
[MARKETING]
[Add text to message] US-ASCII
ATwv7 4  [Submit] [Incoming Mail Policies table]
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% 6-6 [Anti-Spam Settings] R—

#HLLAKRY O—DER

LDAP

A7v7 1 [Add Policy]
[Add Users]
A7y 2
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First Match Wins  P.6-193

P.6-192 6-7

- user@example.com
- user@
- @example.com

- @.example.com

— LDAP
N
(¥) AsyncOS  GUI CLI
Joe@ Joe@example.com
Microsoft Active Directory SunONE Directory
Server iPlanet Directory Server Open LDAP
LDAP
IronPort LDAP
Cisco IronPort AsyncOS for Email Advanced
Configuration Guide LDAP Queries
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= 6-7 R o—D1—HOESE
ATv7 4 [Add] [Current Users]
LDAP
[Remove]
ATy7T 5 [Submit]
[Mail Policies]
X 6-8 HLLBMEShEZRY >— BRI L—F
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|
ATw7 6 [Add Policy]
6-9 Ioo=FYVYT F—LOR) O—DER

ARF9T 7T [Submit]
[Mail Policies]
6-10
A7y 8
6-10 FLLEBMEAERY S — o027 YVT F—4
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N

()

Sales_Group Engineering

[Default]. [Custom]. [Disabled]

HRBL R —DIERK

P.6-221
IronPort

P.8-259
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P.10-335

AFvTA1 [Anti-Spam]

[(use default)]

6-11 BFRF—L RY—DF o FRINLEEORE
ATyF 2 [Enable Anti-Spam Scanning for
this Policy] [Use Default Settings] [Use IronPort Anti-Spam]

[Use IronPort Anti-Spam]

Z2FwF 3 [Positively-ldentified Spam Settings] [Apply This Action to
Message] [Drop]

ATw 7 4 [Suspected Spam Settings] [Yes]

AT7w7 5 [Suspected Spam Settings] [Apply This Action to Message]

[Spam Quarantine]
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Y
(i) [lronPort Spam Quarantine] Cisco IronPort AsyncOS for
Email Daily Management Guide Quarantines
AT7wv7 6 [Add text to subject] [None]
IronPort
ATwF 7 [Marketing Email Settings] [Yes]
ZAFv7 8 [Apply This Action to Message] [Spam Quarantine]
ATv7T 9
[Incoming Mail Policies]
6-12
6-12 EESNEBREXITN—FTOR) O—07 O FRIRLEE
LDAP IronPort

AFvTA1

[Virus Outbreak Filters]

[ oL-23078-01-J
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[(use default)]

6-13 IVSZFYIT F—LRII—DIVLAINABED 1 L2 BEERED
wE
ATwF 2 [Virus Outbreak Filters feature security service] [Enable Virus
Outbreak Filter Scanning for this Policy] [Use Default Settings] [Yes]
[Yes]
AT9T 3 [Bypass Outbreak Filtering For]
dwg
dwg IronPort
A
Gx) 3
AT7w7 4 [Add Extension] .dwg
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6-14 DAWRBRET A IVEDINAIRR
ATyFT 5
[Incoming Mail
Policies] 6-15
B 6-15 EESNERRF—LOKRY) S—DF U FRINLEE
dwg
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BEFA-IL X2 T4 IR—Vr DR —D1—FD
LS

[Find Policies] [Email Security Manager Incoming]
[Outgoing Mail Policies]

Joe@example._com [Find Policies]

6-16 R O—TO1—F DK%

[Edit Policy]

EFA-IL X)) T4 =Ty EEHIS
2
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6-6 P.6-233
false positive

& 6-6 RBHNELUVRTFNEEFA—L X2 T1 IF—D BT

BB E RFNGRTE
T OFRINL

[Suspected Spam]
[Marketing]

TFIOoFI4ILR
RPN SN {1
PRgI%

LW TUY T4IL32DERK

[Incoming Mail Policy]
3

ATyFT1 scan_for_confidential
confidential
hr@example.com Policy

ART9T 2 no_mp3s
MP3 MP3
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2797 3  ex_employee

Confidential DX ¥+ >

1 2

AFv 7 1 [Mail Policies]
AFw 7 2 [Incoming Content Filters Section]

[Incoming Content Filters]

6-17 [Incoming Content Filters] R—

ATv 7 3 [AddFilter]

[Add Content Filter]
ZAT7v7 4 [Name] scan_for_confidential

ASCII

AFwF 5 [Description] scan all incoming

mail for the string ‘' confidential’
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AT7v7 6 [Add Condition]
27w 7 7 [Message Body]
AT7w7 8 [Contains text:] confidential [OK]

[Add Content Filter]
AFv7 9 [Add Action]
AFwv7 10 [Send Copy To (Bcc:)]
A7v 7 11 [Email Addresses] hr@example.com

AT7wv7 12 [Subject] [message matched confidential Ffilter]

ZT7vT7 13 [OK]

[Add Content Filter]
ATv7 14 [Add Action]
AT7w 7 15 [Quarantine]

2797 16 [Policy quarantine area]
ATFv 7 17 [OK]
[Add Content Filter] 2
ATFv7 18
MP3 HF 771 IL7%L
2 1
2

ATvZ 1 [Add Filter]
[Add Content Filter]
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|
X797 2 [Name] no_mp3s
AT7wF 3 [Description] strip all MP3
attachments
ATwv7 4 [Add Action]
ATwF 5 [Strip Attachment by File Info]
ATv7T 6 [File type is]
AFvF 7 [-- mp3]
ATv7 8
AFv7 9 [OK]
[Add Content]
2797 10
N
(¥)
true()
THFRR
3
ATv7F 1 [AddFilter]
[Add Content Filter]
AFwvF 2 [Name:] ex_employee
AT7wF 3 [Description:] bounce messages
intended for Doug
AFwv7 4 [Add Condition]
ATw7 5 [Envelope Recipient]
ATvT 6 [Begins with] doug@

Cisco IronPort AsyncOS 7.3 for Email a> 74 Xalb—Y3> /4 F
m. 0L-23078-01-J |



| 6% BEFA-LEFaUTq IR—=Tx

ATFvT 8
ATFvF9
AFv7 10

ATy 7 11

ATFvF 12

AFv7 13
2797 14

AFwF 15

[OK]
[Content Filters]
LDAP
[Add Action]
[Notify]
[Sender] [Subject] message

bounced for ex-employee of example.com

[Use template]

A
GE)
[Mail Policies] > [Dictionaries]
CLI  dictionaryconfig

P.14-431

[OK]
[Add Content Filters]
[Add Action]
[Bounce (Final Action)] [OK]
1
GUI
2

[Incoming Content Filters]

[ oL-23078-01-J
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BrORYS—~DAVTIY T4 L3O R—TI)iLE &
WHEH

[Incoming Content Filters] 3
[Incoming Content Filters] [Outgoing Content
filters]
6-18 [Incoming Content Filters] : k& hf=3 2D 71/ %
[Incoming Mail Policy]
3
. 3
. no_mp3s
A7v7 1 [Incoming Mail Policies] [Incoming Mail Policy]
P.6-223 2
ART9T 2 [Content
Filters] 6-19
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||
6-19 T4 REEA—IL R)>—DaoToY T4 LI REDESE
AT7wF 3 [Content Filtering] [Enable Content Filtering
for this Policy] [No] [Yes]
6-20 RY—TOAVTUY T4 LEDL R—TLEESLIUREDI VT

oY T4 ILEDER

[Incoming Content
Filters] P.6-198
[No] [Yes]

N

GE)

AFwF 4 [Submit]
[Incoming Mail Policies]
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6-21 TIHILEEA—LR)—TALR—TNIZehi 3 20a Ty
Y 745
AFvTA1 [Content Filters security service]
[Content Filters]
AT7wF 2 [Content Filtering security service] [Enable Content Filtering for this
Policy] [Use Default Settings] [Yes]

Settings] [Yes]
AT9T 3 no_mp3s

X 6-22 AVTUY 742 OERER

ATv7 4 [Submit]
[Incoming Mail Policies]

[Use Default
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6-23 VTV 74 LA REFE ATz [Incoming Mail Policies]

AFvyF 5

MP3
MP3

GUI TOaYTYY 24 3NEREICEAT 5TEEIE

AND

true()

A Jhal s A I I N Y ¢

\*Warning\*

OR
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6-24 ERFERETRTOSFEDRR
e benign
— [Incoming Content Filters] [Outgoing Content Filters]
1
— [Incoming Mail Policies] [Outgoing Mail Policies]
. [Bece:] [Quarantine]
Cisco
IronPort AsyncOS for Email Daily Management Guide Quarantines
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¢ scanconfig Entire Message
Entire Message

Subject Header

e LDAP LDAP
lIdapconfig
LDAP
GUI

GUI
[Text Resources]
CLI  textconfig

Unicode UTF-8

Unicode UTF-16

Western European/Latin-1 1SO 8859-1
Western European/Latin-1  Windows CP1252
- Big 5

- GB 2312

- HZ GB 2312

- ISO 2022-KR

- KS-C-5601/EUC-KR

- Shift-JIS  X0123

- 1SO-2022-JP
- EUC
1
Web

Cisco IronPort AsyncOS 7.3 for Email a> 74 ¥alb—Y 3> A/ F
| oL-23078-01-J .m



F6E EBF AL EF2UT1 IR—T¥ |

6-25 aAVTUY T4 LA TORBOXTRY +
. [Description]
[Rules] [Policies]

[Description]

[Rules]

[Policies]

6-26 aYT Y 7440 [Description]. [Rules] & & U [Policy] #4]
YBZHU VI DER
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Hai e A2

IronPort
IronPort SenderBase ™
2
IronPort Anti-Spam ™
IronPort
IronPort
. P.7-246
. pP.7-251
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B s LB YT
SenderBase IP

SenderBase

Cisco lronPort AsyncOS for Email
Daily Management Guide Using Email Security Monitor
SenderBase
IronPort Anti-Spam

SenderBase
SenderBase IP
SoBig
SenderBase
IronPort
1
P.10-335
IronPort
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| |
@I cILRY) T : IronPort SenderBase it —E X
IronPort SenderBase http://www.senderbase.org
SenderBase
SenderBase
SenderBase
IronPort GUI
Unsolicited Commercial Email UCE
IP IP
SenderBase
N
(i) IronPort MX/MTA
IP
P.8-288
SenderBase
IP
SMTP TCP/IP IP
IP
SenderBase

SenderBase Affiliate

Cisco IronPort AsyncOS 7.3 for Email a> 74 ¥alb—Y 3> A/ F
| oL-23078-01-J .m



E7E  FEIALIULY |

SenderBase

SenderBase

SenderBase §{fix a7 (SBRS)

SenderBase Reputation Score SBRS; SenderBase SenderBase
IP

SenderBase 25
SenderBase

-10.0 +10.0

237 =
-10.0

+10.0

-10.0
10.0

SBRS
IronPort

SenderBase
Cisco IronPort

AsyncOS for Email Advanced Configuration Guide Using Message Filters
to Enforce Email Policies SenderBase Reputation Rule
Bypass Anti-Spam System Action
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AFvFT A1
AFyvFT 2
ATFvT 3

X 7-1 SenderBase S —E X

@ 250-Recipient Accepted
452-Too many recipients this hour

E1E MTA 554-Access Denied IronPort 775472 X

R

(@) rewo © @

1.2.3.4 SBRS = x.x

SBRS Ra7Uv5 TPy

SenderBase Affiliate #y 77—

1.2.3.4 1.2.3.41Z
By kFBIL—IL

©

_
SenderBase Affiliate
MTA IronPort
IronPort IP
SenderBase
SenderBase
IronPort SenderBase

[ oL-23078-01-J
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SenderBase S}l 7 1 L2 DELE

SenderBase IronPort

P.4-91

2000 false positive

50 %

® 7-2 FE7 12 2 T0H

7-2 SenderBase
Conservative

Moderate Aggressive

Y
(i)  lronPort SenderBase
1
7-1
reputation
strip-header insert-header
SenderBase -2.0 {Spam SBRS}

SenderBase
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listener_name
filters

Cisco IronPort AsyncOS for Email Advanced Configuration
Guide Using Message Filters to Enforce Email Policies

& 71 HR~NySL—% SBRS [LEETHAvE—T T1 L% : i1

sbrs_filter:
if ((recv-inj == "listener_name™ AND subject I= "\\{Spam -?[0-9.71+\\}'"))
{

insert-header("'X-SBRS", "$REPUTATION");

if (reputation <= -2.0)

strip-header(*'Subject™);

insert-header('Subject™, "$Subject \\{Spam $REPUTATION\\}");

Mo IR VT DEKRTE

[Mail Policies] > [HAT Overview]
SenderBase P.7-250
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|
Conservative
Conservative SenderBase -4.0
40 -2.0 -20 +6.0
+6.0
false positive
0
Moderate
Moderate SenderBase -3.0
-3.0 0 0 +6.0
+6.0
false positive
Aggressive
Aggressive SenderBase -2.0
-20 05 0 +4.0
+4.0

false positive

~

(i) SenderBase 6.0
$TRUSTED
® 7-2 SBRS ZERA L= 7 1 L2 ) VT EEDOH BB F &

I5vY AZBy b R4+

Ry o— JR b+ 2% TI+NE )R+
Conservative |[-10 -4 -4 -2 2 7 7 10
Moderate -10 -3 -3 -1 -1 6 6 10
Aggressive -10 -2 -2 -05 -05 4 4 10
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#BRTHA—)L 70—
Ry o—: TRiE - R o—
Conservative : |false positive 0 $BLOCKED
Moderate : false positive $THROTTLED
Aggressive : false positive $DEFAULT

1) ZXF—0O HAT TOEMI7 1 ILE ) VT RE

HAT SBRS

A7w7 1 [Mail Policies] [Host Access Table] > [HAT Overview]
[Sender Groups (Listener)]
[HAT Overview] SenderBase

X 7-3 #{EFZ Y IL—TD SenderBase FEMAI7EHAY X +
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F@EIs L8005 |

[HAT Overview]

SenderBase
ATvT 2
SUSPECTLIST [Edit Sender
Group]
X 7-4 #{EE YT I—TD SBRS #HH
AFw 7 3 SenderBase
SUSPECTLIST -4.0
SenderBase
P.5-136
AFwF 4 [Submit]
HAT 5
conservative 7-2 Moderate
Aggressive
A—J)L JO—
#{5&FJ)IL—7 |SBRS Range Ry —
WHITELIST 6~ 10 TRUSTED
BLACKLIST 10 ~ -7 BLOCKED
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A=) JA—
#*{5&FJ)IL—7 |SBRS Range Ry S—
SUSPECTLIST |-7 ~ -2 THROTTLED
UNKOWNLIST (-2~ 6 ACCEPTED
~
(i) HAT

HAT
IronPort

HAT
RELAYLIST (C150/160
WHITELIST BLACKLIST SUSPECTLIST UNKNOWNLIST

AFwv 7 5 [Commit Changes]
[Commit Changes] HAT

SBRS ##ERAL=FE 74 L2 Y TDTR b

SBRS
7-3
HAT  SenderBase
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|
SBRS  trace
Debugging Mail Flow Using Test Messages: Trace, page -446
trace GUI CLI
®73 SBRS REDH#EA—)L JA— KR —
FELBEF
(FOoER
RUYS—&  |L—I) IRFA—4 &
$BLOCKED REJECT None
$THROTTLED ACCEPT Maximum messages / session: 10
Maximum recipients / message: 20
Maximum message size: 1 MB
Maximum concurrent connections: 10
Use Spam Detection: ON
Use TLS: OFF
Maximum recipients / hour: 20
Use SenderBase: ON
$ACCEPTED ACCEPT Maximum messages / session: 1,000
Maximum recipients / message: 1,000
Maximum message size: 100 MB
Maximum concurrent connections: 1,000
Use Spam Detection: ON
Use TLS: OFF
Use SenderBase: ON
$TRUSTED ACCEPT Maximum messages / session: 1,000
Maximum recipients / message: 1,000
Maximum message size: 100 MB
Maximum concurrent connections: 1,000
Use Spam Detection: OFF
Use TLS: OFF
Maximum recipients / hour: -1
Use SenderBase: OFF
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N

(G¥) $THROTTLED 1

P.5-139

SenderBase SHiiH—EXDRATF—E2 ADE=4 )45

[Security Services] [SenderBase] IronPort
SenderBase Network Status Server SenderBase
SenderBase SRBS
SenderBase Network Server
IP AsyncOS
B 7-5 [SenderBase] X—<® [SenderBase Network Status]

CLI  sbstatus
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CHAPTER

IronPort

.
IronPort SenderBase ™

2
IronPort Intelligent Multi-Scan

IronPort

IronPort

. P.8-260
e IronPort Anti-Spam
e lronPort Intelligent Multi-Scan
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P.8-264
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. P.8-275
. P.8-276
. P.8-288

T UFRANLOBE

IronPort IronPort Anti-Spam IronPort
Intelligent Multi-Scan 2
IronPort

TFUOFRINL REx v oA 2—TILE

System Setup Wizard CLI  systemsetup
IronPort Intelligent Multi-Scan  IronPort Anti-Spam

[Security
Services]
IronPort
IronPort
8-1 FUOFARRLAIVSY : YRTL Y M7y THITER
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||
Y
(GE)
P.4-99
[Mail Policies] > [Incoming Mail
Policies]
Partners IronPort
Anti-Spam
B 8-2 A= RYI—:  BEFZLOTUFRILIVOY

IronPort Intelligent Multi-Scan
Partners [Partners]
[Anti-Spam] use default

IronPort Intelligent Multi-Scan [Yes]
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8-3 IronPort Intelligent Multi-Scan
8-3 *—JL R & — : IronPort Intelligent Multi-Scan @1 #+—J L1t
8-4 *—JL R — : Intelligent Multi-Scan A4 r—T LIS ht=RY

t/_
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||
\ >S S
FUOFRNRLRXYY TV VDERERE
[Security
Services] [IronPort Anti-Spam] [IronPort Intelligent
Multi-Scan]
[IronPort Anti-Spam] [IronPort Intelligent
Multi-Scan]
e IronPort Anti-Spam P.8-267

e lronPort Intelligent Multi-Scan
P.8-272

P.8-276

FOFRINLREXxw2E IronPort 77547 URICEST
SEndrAvte—o

IronPort IronPort
URL
IronPort IP
WHITELIST
P.5-153
IronPort
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IronPort Anti-Spam Z 1 IL&2 ) V45

IronPort
30

IronPort Anti-Spam

IronPort Anti-Spam # & U CASE O#I=

IronPort Anti-Spam
CASE ™
1

RAR ST EELLE

CASE

IronPort Anti-Spam

Anti-Spam

IronPort Anti-Spam

Web

Context Adaptive Scanning Engine
Web

SenderBase Web

CASE

IronPort Anti-Spam

Web

IronPort Anti-Spam
419
IronPort
URL

IronPort Anti-Spam
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Web
Web SenderBase
A
GE) MX/MTA IronPort
IP
P.8-288
R/IMBRO false positive
IronPort Anti-Spam IronPort
Context Adaptive Scanning Engine CASE ™ CASE
4 100,000
ATvTA1
ATvF 2
ATv7 3
AFv7T 4 Web
CASE
IP PC
URL
ER by TKEDMRE
CASE
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IronPort
IronPort

IronPort

A o8—FariLa—¥

IronPort Anti-Spam

[Security Services] >
[IronPort Anti-Spam]

N
GE)

IronPort Anti-Spam
125,000 ISP
Web

Threat Operations
Center

32
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IronPort Anti-Spam D4 *—7J )Lt L5 O—/\LERFEED

M=
IronPort Anti-Spam [Security
Services] > [IronPort Anti-Spam] [Security Services] > [Service
Updates] GUI antispamconfig updateconfig
CLI
. IronPort Anti-Spam

e IronPort Anti-Spam

e lronPort Anti-Spam
[Security Services] >
[Service Updates]

e IronPort Anti-Spam
[Security Services] >
[Service Updates]

e lronPort Anti-Spam

GE) [Security Services] > [Service Updates]

[Service Updates] P.15-487
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(GE) GUI  System Setup Wizard CLI  systemsetup

IronPort Anti-Spam

Sl —

IronPort IronPort Anti-Spam

30

System Setup Wizard

[Security Services] > [IronPort Anti-Spam]
antispamconfig CLI

GUI systemsetup

IronPort Anti-Spam
2 [System] P.3-54

IronPort Anti-Spam

0 30
IronPort

30
30 15 5

[System Administration] > [Feature Keys]

featurekey

Cisco IronPort AsyncOS for Email Daily Management Guide

Common Administrative Tasks

8-5 [Security Services] > [IronPort Anti-Spam]

8-5 IronPort Anti-Spam 05 O0—/3LERTE(E : #RE

IronPort Anti-Spam

AFw7F 1 System Setup Wizard  IronPort Anti-Spam
[Security Services] > [IronPort Anti-Spam]

Cisco IronPort AsyncOS 7.3 for Email a> 74 Xalb—Y3> /4 F
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||
ATwv7 2 [Enable]
Y
GE) IronPort Anti-Spam
AT9T 3 [Accept]
8-6
ATwvF 4 [Edit Global Settings]
AT7w7 5 [Enable IronPort Anti-Spam scanning]
P.8-276
AT7w7 6 IronPort Anti-Spam
128 Kb
IronPort Anti-Spam
X-1ronPort-Anti-Spam-Filtered: true
ATy 7
1 120 60
ATv7 8
IronPort Anti-Spam
P.8-266
ATv7 9

[Security Services] > [IronPort Anti-Spam]
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|
% 8-6 IronPort Anti-Spam M4 O0—/3)L R E{E
ZTDHRDFIE
IronPort Anti-Spam SenderBase
SenderBase
SBRS
SenderBase P.7-250
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IronPort Intelligent Multi-Scan 7 1 L2 Y V45

IronPort Intelligent Multi-Scan IronPort Anti-Spam

false positive

IronPort Intelligent Multi-Scan

IronPort Anti-Spam
IronPort Anti-Spam

AsyncOS
IronPort Anti-Spam
IronPort Anti-Spam false positive
IronPort Intelligent Multi-Scan
IronPort Anti-Spam
IronPort Intelligent Multi-Scan
IronPort Intelligent Multi-Scan
IronPort
C100 C-Series
X-Series
Y
(i) Intelligent Multi-Scan IronPort Anti-Spam
IronPort Intelligent
MultiScan IronPort Anti-Spam
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IronPort Intelligent Multi-Scan O *—7J)L{L& 50—
NILEREED T

M=
IronPort Intelligent Multi-Scan
[Security Services] > [IronPort Intelligent Multi-Scan] [Security
Services] > [Service Updates] GUI antispamconfig
updateconfig CLI
. IronPort Intelligent Multi-Scan

e lIronPort Intelligent Multi-Scan

e lronPort Intelligent Multi-Scan
[Security
Services] > [Service Updates]

e lronPort Intelligent Multi-Scan
[Security Services]
> [Service Updates]

e lIronPort Intelligent Multi-Scan
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N

(E)

AFvT 3

ATy 4

[Security Services] > [Service Updates]

[Service Updates] P.15-487

GUI  System Setup Wizard CLI  systemsetup
IronPort Intelligent Multi-Scan

8-7 [Security Services] > [IronPort Intelligent Multi-Scan]

K 8-7 IronPort Intelligent Multi-Scan ® 4 0—/LEREE : %k

IronPort Intelligent Multi-Scan

System Setup Wizard  IronPort Intelligent Multi-Scan
[Security Services] > [IronPort Intelligent Multi-Scan]

[Enable]
Y
(GE) IronPort Intelligent Multi-Scan
[Accept]
8-8

[Edit Global Settings]

[ oL-23078-01-J
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|
ATw 7 5 [Enable IronPort Intelligent Multi-Scan]
P.8-276
AT7w7 6 lIronPort Intelligent Multi-Scan
128 Kb
IronPort Intelligent Multi-Scan
A7y 7
1 120 60
ATy 8
[Security Services] > [IronPort Intelligent Multi-Scan]
K 8-8 IronPort Intelligent Multi-Scan ® 4" A—/XLE&E{E
ZDHDFIE
IronPort Intelligent Multi-Scan SenderBase
SenderBase
SBRS
SenderBase P.7-250
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FOFRNLIL—=ILDT v TT— FDOERTE

IronPort Anti-Spam IronPort Intelligent Multi-Scan
IronPort

[Security Services] >
[Service Updates] [Edit Update Settings]

P.15-486
IronPort Anti-Spam JL—ILOT7 Y 77— FEWMBETHTAFXL 4—/\D
14 *—J it
IronPort IronPort

80 HTTP

IronPort Anti-Spam IronPort
Intelligent Multi-Scan
Sophos Anti-Virus

GE)

HTTP
P.15-493
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EZRYITIIL—ILDOT Y TT—F

IronPort Anti-Spam
IronPort Intelligent Multi-Scan [Security Services]
GUI antispamstatus CLI

(GE)
Never Updated

8-9 [Security Services] > [IronPort Anti-Spam] *R— <@ [Rules
Updates] 2 < 3> : GUI

T oFRANLDREFRNR) O—DRE

IronPort Anti-Spam IronPort Intelligent Multi-Scan

IronPort Anti-Spam IronPort
Intelligent Multi-Scan
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||
¢ mbox
P.8-280
. X-Header
)
GE)
IronPort Anti-Spam IronPort Intelligent Multi-Scan
[Mail Policies] > [Incoming
Mail Policies] [Outgoing Mail Policies] GUI
policyconfig -> antispam CLI
1

[ oL-23078-01-J
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()

P.5-117

8-10 A= RYS—: PUFRRLIVDY

A= RY =T oFRANLEREEDERSE

[Use Default]

P.6-221

8-11
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8-11
6-6 P.6-223 [Use

Default]
ATvT 2

[Disabled]
ATv7 3

8-11 IronPort Anti-Spam
P.8-283
P.8-279

ATv7 4

[Mail Policies] > [Incoming Mail Policies] [Outgoing Mail Policies]

B Sz A v E—CDOREEEZRET SRODEERR

BiES L UBEEFEDL LOR/IRLD L ELVME

p.8-281

BRI D73y
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BRAlEh-AvE—SOF7—h4T

mbox
Cisco IronPort AsyncOS for Email Daily Management Guide Logging

HBAYH—DER

N
(3¥)  [Modify message subject]

[SPAM]

N

(3¥) [Add text to message] US-ASCII

BAlSh=AvE—COREIELRR FADEE

H X% L X-Header ®iEHN

X-Header
[Yes]

I RA—FZEET7 FLADER

[Yes]
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8-11 *—JL R L —HA IronPort Anti-Spam =& EfE

BB L UVEEERD LVR/NLD L ELME

IronPort Anti-Spam
IronPort Intelligent Multi-Scan

90 100
75
99
IronPort Anti-Spam IronPort
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Intelligent Multi-Scan

IronPort Anti-Spam

false positive

50 2
P.8-283

IronPort Anti-Spam
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Bt HIESN=ANLEBEERED LLVANL

IronPort Anti-Spam

P.8-281

IronPort Intelligent Multi-Scan

% 8-1 Bt HEBINI-RANLABLUBEEED LWR/ARLO—BILERED
#i
AX107ovay AX20F79vay
RINL (Aggressive) (Conservative)
Rt $IE [Positive
Spam]
[Z1: X3~ T o)
L [Suspected Spam] [Suspected Spam]
1
false positive
2
1
6-6
P.6-233

RELER—=YT40T7 AvyE—T0HKE

IronPort Anti-Spam

IronPort Intelligent Multi-Scan
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IronPort Anti-Spam # & U Intelligent Multi-Scan IZ& -

TEmMEIhBdIAYF—

IronPort Anti-Spam

X-1ronPort-Anti-Spam-Filtered: true

IronPort Anti-Spam Intelligent Multi-Scan

CASE
IronPort Support

X-lronPort-Anti-Spam: result

IronPort Intelligent Multi-Scan

Intelligent Multi-Scan

X-Header P.8-280
skip-spamcheck IronPort
Anti-Spam

Cisco IronPort AsyncOS for Email Advanced Configuration
Guide Using Message Filters to Enforce Email Policies Bypass

Anti-Spam System Action
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ROoTHEINT=AvE—TD IronPort Systems ~DxE

IronPort
RFC 822
e spam@access.ironport.com
* ham@access.ironport.com false positive
IronPort
IronPort
IronPort Anti-Spam D7 X
IronPort Anti-Spam
AFvTA1 IronPort Anti-Spam
ATFyF 2 X-Advertisement: spam
IronPort Anti-Spam X-Advertisement: spam
X-Header
IronPort
Anti-Spam
P.8-276
trace
Telnet SMTP
Cisco IronPort AsyncOS for
Email Daily Management Guide Testing and Troubleshooting
A
Y
GE) IronPort Anti-Spam
IronPort Anti-Spam
IronPort Anti-Spam Intelligent
Multi-Scan P.8-284

Cisco IronPort AsyncOS 7.3 for Email a> 74 ¥alb—Y 3> A/ F
| oL-23078-01-J 8-285



E8E FUFRARL |

T O F R\ LD HERED FTAD

IronPort
IronPort Anti-Spam
IronPort Intelligent Multi-Scan

X-Advertisement: spam
trace Debugging Mail
Flow Using Test Messages: Trace, page -446

IP
SBRS
CASE
i :
SMTP X-advertisement: spam
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RAT
P.5-177 HAT

# telnet IP_address_of lronPort_Appliance_with_lronPort_Anti-Spam
port

220 hostname ESMTP

helo example.com

250 hostname

mail from: <test@example.com>
250 sender <test@example.com> ok
rcpt to: <test@address>

250 recipient <test@address> ok
data

354 go ahead

Subject: Spam Message Test

X-Advertisement: spam

spam test

250 Message MID accepted

221 hostname

quit
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BiE) L—

1 Mail
Exchange/Transfer MX MTA
IronPort IP
IronPort
IronPort IP
MX/MTA
IronPort Anti-Spam IronPort
Intelligent Multi-Scan IP
IronPort
S
GE) IronPort MX/MTA
8-12 MX/MTA
IronPort IP
7.8.9.1 IP 10.2.3.4
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||
N 8-12 MX/MTA & To” ]_092%0
H on
f‘; IP: 7.8.9.1
[
P27 —=_1]
"f i
o C 1M >
Z !
IP: 10.2.3.4
MX/MTA
IP: 10.2.3.5
|
IronPort 56To” . X]9 J\ f,
N 8-131é 2Ré $0ub-1¢é 6"EO-5a% "@6:bo"
]aéTo”é]_0C:a" lronPort J\ f,66é i180éaesEa
E "@6;bo0"]é-,™(0CeaeAl To"é£l C:$ 000" A
aé” 7.89.1/& éTo”"CH o 1b1S 0O MX A T MTA af
'D 4& ” IronPort J\ f,&2)>b ul- B aée” 7.89.14&
éTo"C o< C\f(uUé«é2 Jé:;\H 6" * oGf#
J\ f,elM>D "01jé MX é:0 £2IM>D a& " IronPort

J\ f,&2)>b 1u0l.

[ oL-23078-01-J
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N 8-13 MX/MTA & To”™ ]_o9%e >
IP:7.8.9.1

T
o
>

1M >
Q*f

Q®
N\
>

§
|\

IP:10.2.5.1-n

e
-

N6s 2w [l W X

IP:10.2.3.4

P4
»
o

N
-
=z

x

IP:10.2.3.5

MTA
N6J 1

IP: 10.2.3.6 \
|

IronPort5 6 To”~ . X]9 J\ f,

N\

=z
(o2}
o

=:. IP: 10.2.6.1

Tor H "2

# >]_ol(»9a N-b

%ol (*&” f20@6;&£ Tor"a’ >0 « ="@6;bo"é
6+@%  Mail Exchangd@MX90 1 U é Mail Transfer AgeralMTA 90 é(>
Ra lronPort J\ f, s- Q&1 84 &4¢+'C% 016

30 60 o' lronPort J\ f,aé"w(4C f20@6;

£ Tor"& >08,U0" 1i@6;bo"/FE é&eé’& IP <
_,C%E 10 + >To"é"s &="0 7 MX/MTA £ >b
vuas B 00-'&i IP <_,Céa#nawn ” IronPort Intelligent

Multi-Scan A 1 IronPort Anti-Spamé, Vfa SenderBas® (oF,
IronPort J\ f,é\idGphaedba 3a0-

olraE Tae
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IronPort MX/MTA
IP IP
Received 2
BEEIVL—ELEFA—NLEXaYTa EZA
IP MX/MTA
IP7.8.9.1 MX/MTA 1P 10.2.3.4 5
[Mail Flow Summary] IP7.89.1
5 MX/MTA 1P 10.2.3.5 5
BEIVL—ED14LE
SenderBase
reputation no-reputation SenderBase
&IE'Y) L—. HAT. SBRS B&UZEEFIIL—T
HAT
SenderBase
$reputation HAT

BIEUYL—&ELR—F

SenderBase

Cisco IronPort AsyncOS 7.3 for Email a> 74 ¥alb—Y 3> A/ F
| oL-23078-01-J .m




E8E FUFRARL |
|

IP7FLA

IronPort IP

CIDR IP
MTA

MTA IP 10.2.3.1/8
10.2.3.1-10

Ayt—U Ayg—¢ELEEYL—

ARBL ANy H—

IP
SenderlIP: 7.8.9.1
X-CustomHeader: 7.8.9.1
MX/MTA
8-14 C D IP 10.2.3.5
c 2 D 1
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MX/MTA &8 To* ]_0922 oN6J™

IP:7.8.9.1
H on

/ 1M*>
C v

IP:10.2.3.4 D

IP:10.2.35 « |
MTA

N

N6J 1
IP:10.2.3.6

A

IronPort5 6 To® . X]9 J\

f,

Received K630

MX/MTA 300 «'"1IM> P < _, =0 ,2S
Gél-i(taed 0l «# >]_oi»e"T6.0+&Y Received: K 6
30.200 1aa bpaiM> IP < ,éi1\-0 Az30aE
0O« VYReceived: K630 620 C:é”@6;bo" N6J™CHea
0oa% IP <_,é+'®4¢ I>OudRBU ""EéENBIY
Q*f90 N 8-13 ¢ 10.2.3.30é"@6;b0"¢é 6+/& éN6IJ™Chiee
%O, -DCY% ube IronPort J\ f,&'&04¢ Q*fuaé#
>To”"éD,Clad (»HC% «900UCPA"N 8-14a$ OU A
®”"N6J™clas -90e” ,2s K630 620 -bCc% 00

9§ ,2S K630 9(P.8-2920 6-90-
»IN¥<UUB&¥<EA 1IR- 04 & 0O @6;bo" N6J ™90 u
Ué Received:K630™90 000u0O+N6J&"nAa&"T6.0+C
Q*fAFa00IMD 14 000090  IronPort J\

K6 30é&uul

f,ee >é

o |

Cisco IronPort AsyncOS 7.3 for Email &fH I!X_o*Zf
[ oL-23078-01-J




E8E FUFRARL |

P.8-296 AsyncOS
Received:
IP 2
IronPort 2 Received:
IP
IronPort IP
[ 2
IP 7.8.9.1 ))
IP
IP 10.2.3.5
8-13
. A 10.2.3.5 Received 2
. B 10.2.6.1 Received 2
8-2 8-13 IronPort
IronPort
2 8-3
* 8-2 —& 0 Received: Ay 45— (XX AHI1)
1 Microsoft Mail Internet Headers Version 2.0

Received: from smemail.rand.org ([10.2.2.7]) by
smmai l5.customerdoamin.org with Microsoft
SMTPSVC(5.0.2195.6713);

Received: from ironport.customerdomain.org ([10.2.3.6]) by
smemail .customerdoamin.org with Microsoft
SMTPSVC(5.0.2195.6713);

2 Received: from mta.customerdomain.org ([10.2.3.5]) by
ironport.customerdomain.org with ESMTP; 21 Sep 2005 13:46:07
-0700

3 Received: from mx.customerdomain.org (mx.customerdomain.org)
[10.2.3.4]) by mta.customerdomain.org (8.12.11/8.12.11) with
ESMTP id j8LKkWul008155 for <joefoo@customerdomain.org>
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= 8-2 —i&E D Received: Ay 45— (R AH1) (FEE)

4 Received: from sending-machine.spamham.com
(sending-machine.spamham.com [7.8.9.1]) by mx.customerdomain.org
(Postfix) with ESMTP id 4F3DA15AC22 for
<joefoo@customerdomain.org>

5 Received: from linuxl.thespammer.com (HELO
linuxl.thespammer.com) ([10.1.1.89]) by
sending-machine.spamham.com with ESMTP;

Received: from exchangel.thespammer.com ([10.1.1.111]) by
linuxl.thespammer.com with Microsoft SMTPSVC(6.0.3790.1830);

Subject: Would like a bigger paycheck?
Date: Wed, 21 Sep 2005 13:46:07 -0700
From: "A.Sender" <asend@otherdomain.com>

To: <joefoo@customerdomain.org>

8-2

AFwv7 1 lronPort
AFwv7 2 lronPort

ATv7 4 2 MTA IP 7.8.9.1
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X797 5 lronPort Microsoft Exchange

% 8-3 —iE D Received: Ay & — (/XX Al 2)

1 Received: from mta.customerdomain.org ([10.2.3.5]) by
ironport.customerdomain.org with ESMTP; 21 Sep 2005 13:46:07
-0700

2 Received: from mx.customerdomain.org (mx.customerdomain.org)
[10.2.3.4]) by mta.customerdomain.org (8.12.11/8.12.11) with
ESMTP id j8LKkWul008155 for <joefoo@customerdomain.org>;

3 Received: from sending-machine.spamham.com
(sending-machine.spamham.com [7.8.9.1]) by mx.customerdomain.org
(Postfix) with ESMTP id 4F3DA15AC22 for
<joefoo@customerdomain.org>;

8-15 GUI [Add Relay] A

8-15 BESHhBEEYL—

EREhEAYI—DRE

IronPort

Microsoft Exchange IronPort
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1 logconfig CLI logheaders
Received AsyncOS

mail3.example.com> logconfig

Currently configured logs:

[ --- list of configured logs ... ]

Choose the operation you want to perform:

- NEW - Create a new log.

- EDIT - Modify a log subscription.

- DELETE - Remove a log subscription.

- SETUP - General settings.

- LOGHEADERS - Configure headers to log.

- HOSTKEYCONFIG - Configure SSH host keys.

- CLUSTERSET - Set how logs are configured in a cluster.

- CLUSTERSHOW - Display how logs are configured in a cluster.

[1> logheaders

Please enter the list of headers you wish to record in the log files.
Separate multiple headers with commas.

[1> Received
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EIEY) L—HEEDERE (GUD
[Incoming Relays] [Network]

AR L—#EEDM r—TILE

A7Tv7 1  [Network] [Incoming Relays] [Incoming
Relays]

B 8-16 [Incoming Relays] R—%

AT7wF 2 [Enable]
[Disable]

BEEYL—EA— 0y

Wed Aug 17 11:20:41 2005 Info: MID 58298 IncomingRelay(myrelay):
Header Received found, IP 192.168.230.120 being used

1) L—®iEn
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AFw7F 1 [Incoming Relays] [Add Relay] [Add Relay]

8-17 [Add Relay] =—
ATvT 2
2AFv7 3 IP IP

IP P.8-292
ATFv7 4 [Custom] [Received]
P.8-292
¢ Received: IP
IP
Received P.8-293
ATvT 5
) L—D#ES%E

AFv7 1 [Incoming Relay] [Edit Relay]
A7y 2
ATvT 3
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1) L—®DHI&
ATvFT 1
ATvF 2 [Delete]
ATFvFT 3
— »
BEYL—&LOXY
SenderBase 1
SenderBase 5
1 Fri Apr 28 17:07:29 2006 Info: ICID 210158 ACCEPT SG
UNKNOWNLIST match nx.domain SBRS rfc1918
2 Fri Apr 28 17:07:29 2006 Info: Start MID 201434 ICID 210158

<joe@sender.com>

Fri Apr 28 17:07:29 2006 Info: MID 201434 ICID 210158 From:

4 Fri Apr 28 17:07:29 2006 Info: MID 201434 ICID 210158 RID 0 To:

<mary@example.com>

5 Fri Apr 28 17:07:29 2006 Info: MID 201434

192.192.108.1 being used, SBRS 6.8

IncomingRelay(senderdotcom): Header Received found, IP

6 Fri Apr 28 17:07:29 2006 Info: MID 201434 Message-1D

'<7.0.1.0.2.20060428170643.0451be40@sender.com>'

Fri Apr 28 17:07:29 2006 Info: MID 201434 Subject 'That report...'

8 Fri Apr 28 17:07:29 2006 Info: MID 201434 ready 2367 bytes from

<joe@sender.com>

9 Fri Apr 28 17:07:29 2006 Info: MID 201434 matched all recipients for

per-recipient policy DEFAULT in the inbound table

10 Fri Apr 28 17:07:34 2006 Info: ICID 210158 close

1 Fri Apr 28 17:07:35 2006 Info: MID 201434 using engine: CASE spam

negative
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12 Fri Apr 28 17:07:35 2006 Info: MID 201434 antivirus negative
13 Fri Apr 28 17:07:35 2006 Info: MID 201434 queued for delivery
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IronPort Sophos, Plc McAfee, Inc.
IronPort

X-Header

P.4-91

. P.9-304

e Sophos Anti-Virus P.9-305

e McAfee Anti-Virus P.9-309

. P.9-311
. P.9-315

. P.9-331
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TFUOFIAINR RAxYY

S —

IronPort McAfee Sophos
McAfee Sophos
IronPort
30
Setup Wizard [Security Services] > [Sophos]
GUI
systemsetup CLI
30
IronPort

[System Administration] > [Feature Keys]
featurekey

System
[McAfee Anti-Virus]
antivirusconfig

Cisco IronPort AsyncOS for Email Daily Management Guide Common

Administrative Tasks

TILFLANY TUOFIALILR Rxv Y

AsyncOS

IronPort

McAfee

Sophos
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Sophos
McAfee

McAfee Anti-Virus
P.9-309 Sophos Anti-Virus
P.9-305

IronPort

McAfee
Sophos
McAfee
Sophos
McAfee
IronPort Sophos

Sophos Anti-Virus Z 1 JL2 1) 245

IronPort Sophos
Sophos Anti-Virus

Sophos Anti-Virus

DANLRABRHTI DY

Sophos Sophos Anti-Virus
Microsoft  Component Object Model COM,;
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IronPort

JAILAR XFEx Y

BRHAE

OLE2
SAV

Word
MIME
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Sophos

HRMFE

Sophos

1
1
Sophos
false positive
IZalb—v3y
DOS Windows

Sophos

Sophos
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A JLADELR

Sophos
Sophos
30 %
Sophos
Sophos 75— F
IronPort Sophos Anti-Virus
Sophos http://www.sophos.com/virusinfo/notifications/
Sophos
Sophos
N =]
DAILNADNERESNT-EE
Sophos Anti-Virus
Sophos Anti-Virus
Email Security [Mail Policies] > [Incoming Mail Policies]
[Outgoing Mail Policies] GUI policyconfig -> antivirus
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CLI

P.9-315

McAfee Anti-Virus Z 14 /LA ) 24

McAfee®

DANARBZLEDING—VEBE

McAfee DAT

FEElEEN-RUE—T 14 v I EIALIADHEH

2
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F RIS

DAINVABRRSNI-1HE

McAfee
McAfee
Email Security [Mail Policies] > [Incoming Mail Policies]
[Outgoing Mail Policies] GUI policyconfig ->
antivirus CLI
P.9-315
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DLILR AXx v oA =T IiEHE LU T A—
ILERTE DFERK

IronPort
1
System Setup Wizard
[Security Services] > [Sophos] [McAfee
Anti-Virus] GUI antivirusconfig CLI
. McAfee Sophos Anti-Virus
2 [Service Updates]
[Security Services]
. URL
McAfee Anti-Virus
URL
URL IronPort
P.15-541
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DANLNR AXx DA R2—TIEE LUV ST O—NILEEDIE

54

AFvFT 1

ATvT 2

ATFvFT 3

ATv7 4
AFwT 5

ATFv7T 6

[Edit Global Settings] P.9-312
System Setup Wizard
GUI 4 [Security] P.3-62 CLI
P.3-85

[Security Services] > [McAfee]

[Security Services] > [Sophos]

[Enable]
)
(G¥)  [Enable]
[Mail Policies]
[Accept]
9-1
[Edit Global Settings]
60
[Submit] [Security Services] > [Sophos] [McAfee

Anti-Virus]
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X 9-1 7 v 77—k &hiz Sophos Anti-Virus 8%

A7w7 7 [Commit Changes]

ATFv7T 8
P.9-315

N

GE)

P.4-99

HTTP %#fERA L 7= Anti-Virus 7 v 77— F D%

IronPort 15
Sophos
http://downloads.ironport.com/av
McAfee Anti-Virus

1
[Security Services] > [Service Updates]
10
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EZAYUTBEUVFETO7ZYTT—F FI vy

[Security Services]
> [Sophos] [McAfee Anti-Virus] GUI antivirusstatus

CLI

[Security Services] >
[Sophos] [McAfee Anti-Virus] [Current Anti-Virus Files]

[Update Now]

X 9-2 Sophos 7Y 77— FDFEBIF T v Y

CLI antivirusstatus
antivirusupdate

£ 9-1 Anti-Virus X 7—42 DR

example.com> antivirusstatus

Choose the operation you want to perform:

- MCAFEE - Display McAfee Anti-Virus version information
- SOPHOS - Display Sophos Anti-Virus version information

> sophos

SAV Engine Version 4.13
IDE Serial 2007020302
Last Engine Update Tue Jan 23 22:35:16 2007
Last IDE Update Sat Feb 3 14:13:49 2007
Last Update Attempt Sun Feb 4 00:33:43 2007

Last Update Success Sat Feb 3 14:13:47 2007

= 9-2 LU Anti-Virus 7Yy 77F— FODF v

example.com> antivirusupdate

Choose the operation you want to perform:

- MCAFEE - Request updates for McAfee Anti-Virus

- SOPHOS - Request updates for Sophos Anti-Virus
>sophos

Requesting check for new Sophos Anti-Virus updates
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||
£ 9-2 LU Anti-Virus 7Yy 77— ODF v
example.com>
antivirus filename.ide
AntiVirus
tail
LN > . =
A—HFDIAIWNR RFxv>2 7O aVDERE
IronPort
[Email Security Manager]
[Email
Security Feature] [Mail Policies] > [Incoming Mail Policies] [Outgoing
Mail Policies] GUI policyconfig -> antivirus
CLI

Ayt—Y A v URE

¢ [Scan for Viruses Only]

e [Scan and Repair Viruses]

e [Dropping Attachments]
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Removed
Attachment
This attachment contained a virus and was stripped.
Filename: filename
Content-Type: application/filetype
P.9-321

e [X-IronPort-AV Header]

X-1ronPort-Av:

X-IronPort-AV

Ay —JNBEEE

9-3
GUI
9-4 9-5

P.9-318
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BEIA=AytE—DDNE
EElEShzAvtE—SD0E
Cisco IronPort AsyncOS for Email
Advanced Configuration Guide Using Message Filters to Enforce Email
Policies Encryption Detection Rule
PGP SIMIME
true PGP
SIMIME ZIP
Microsoft Word
Excel
Y
(GE)  AsyncOS 3.8 Sophos Anti-Virus

[Encrypted Message Handling]

AEXvUTELRVNWA vE—DDNE
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DAIWRICRERE LA vE—DDNE

AE—UNEBTH L3 VDREDERK

WHTSF7Iay

P.9-319
Cisco IronPort AsyncQOS for
Email Daily Management Guide Quarantines

GUI  [Advanced]
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N

(E)

P.9-328

GE) [Add custom header]
[Send custom alert notification] 2

BEBLUTZUFIMILA Rxv Y

AoE—CDHBANYT—DER

)

(3¥)  [Modify message subject]

[WARNING: VIRUS REMOVED]
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* 9-3

FOoFIANRERITERDT 74U FMERITTFR b+

Ll

BRIEMENDTIHILFOTHFR

~

[WARNING:

MESSAGE ENCRYPTED]

[WARNING:

VIRUS DETECTED]

[WARNING:

VIRUS REMOVED]

[WARNING:

A/V UNSCANNABLE]

FTUVSTFI AyE—SDFT—hA4T

mbox

avarchive
Anti-Virus Archive

Cisco IronPort AsyncOS for Email Daily Management Guide

Logging
Y
G¥) GUI
message]

[Advanced] [Archive original
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||
BRIDEE
CLI GUI
% 94 TUFIANRBHDT 74 FEM
$l e A
The following virus(es) was detected in a mail message: <virus
name(s)>
Actions taken: Infected attachment dropped. Infected
attachment repaired.
The following message could not be fully scanned by the
anti-virus engine due to encryption.
The following message could not be fully scanned by the
anti-virus engine.
The following unrepairable virus(es) was detected in a mail
message: <virus name(s)>.
AYE—CADHRE L Ay F—0DBHN
[Yes]
skip-viruscheck
Cisco lronPort AsyncOS for Email Advanced Configuration Guide Using
Message Filters to Enforce Email Policies Bypass Anti-Virus System
Action
AvtE—UREENDEE

[Yes]

[ oL-23078-01-J
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REFERR FAD A vE—SORIE

[Yes]

1

HRELDT 53— FMBHDEE (REEETOH)

P.14-446
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GE) WHITELIST
$TRUSTED

P.5-117

A= RY—DT7 UF 7L ILABREDwSE

[Use Default]

[Email Security Feature] [Mail Policies] >
[Incoming Mail Policies] [Outgoing Mail Policies] GUI
policyconfig -> antivirus CLI

A7w7 1 [Email Security Manager]

9-4 9-5 [Anti-Virus settings]
9-4 9-5
ATy FT 2 [Yes] [Use Default]
[Disable]

Cisco IronPort AsyncOS 7.3 for Email a> 74 Xalb—Y3> /4 F
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||
[Yes]
[Repaired Messages] [Encrypted Messages] [Unscannable Messages]
[Virus Infected Messages]
ATv7 3 McAfee Sophos
AT7wF 4 [Message Scanning]
P.9-315
AFwv7 5 [Repaired Messages] [Encrypted Messages] [Unscannable Messages]
[Virus Infected Messages]
9-4 9-5 Engineering
P.9-316 P.9-318

ATy 7 6 [Submit]

[Mail Policies] > [Incoming Mail Policies] [Outgoing Mail Policies]

AFvF 7T

Cisco IronPort AsyncOS 7.3 for Email a> 74 ¥alb—Y 3> A/ F
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9-4 A= RYS—DTPUFILILAEBE (TIHILRUS) : 1/2
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X 9-5 A= RYS—DTPUFILILAEBE (TIHIL ML) : 2/2
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TFUOFI)AINAEREICEHT 5 FESE

[Drop infected attachments if a virus is found and it
could not be repaired]

MIME

GUI [Unscannable Messages]

[Scan for Viruses only]

RFC822
RFC822

[Scan for Viruses only] [Drop
infected attachments if a virus is found and it could not be repaired]

9-5
% 9-5 —REET OFIANRBEAF T 3 VORT
iR TFUOFIAILAERE
@ &) i [
L

Scan-Only
DAIWNRED A vt—

DIRBEHIO R T LD
5FrayFEh, tho
REMNRITENH &
FFEREAEHBYEEA,

Cisco IronPort AsyncOS 7.3 for Email a> 74 Xalb—Y3> /4 F
m. 0L-23078-01-J |



| £F9F 7FUFIAILX

& 9-5 BT UFIVAIWREEF T3 vORT (HE)

YRFLERY —

TEHRYZ<DF Scan and Repair

FaAU PEREL
5. [VIRUS REMOVED]

L YRTFHBRY) O—
Scan and Repair
[VIRUS REMOVED]

REWEARY O—T

LE21—%RET D

DANR A ytE—OD
AR H DL DI,
B TEBENNEER
BTEDH&LSIC, BE
A=Ky P RZEE
shEd,

Scan-Only

alt-src-host alt-rcpt-to
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FUOFIALINARTHSavO720—FATF7HTS5 A

9-6 P.9-330

9-6 FUOFIANR T3>0 I70— L7554
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~
(i) IronPort
McAfee Sophos
McAfee
McAfee IronPort

DAINA XAFXTXDTAR B

AFvT 1
[Security Services] > [Sophos] [McAfee Anti-Virus]
antivirusconfig
[Email Security Manager] GUI policyconfig
antivirus

ATvT 2

X501P%@AP [4\PZX54 (P~)7CC)7}$EICAR-STANDARD-ANT IVIRUS-TEST-FILE!$H+H*

N

GE) 1

X50...

PDF
HTML
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ATv7 3 EICAR.COM
68 70
Y
GE)
ATv7 4 EICAR.COM 1
RAT
P.5-177
IronPort Microsoft Exchange
Y
GE)
ATvFT 5
- [Scan and Repair] [Scan Only]
EICAR

[Virus Infected Messages]
P.9-318
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- [Scan and Repair] [Scan Only]

EICAR
[Repaired Messages]
P.9-317
URL
http://www_eicar.org/anti_virus_test_file_htm

4
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IronPort

IronPort

IronPort

IronPort
IronPort

IronPort
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IronPort 30
. P.10-336
. GUI P.10-346
. P.10-358
. P.10-359

DAIABELED £ LR DEE

SenderBase
SenderBase 2 IP
25 % IronPort SenderBase

DANWNRBEEDT 4 ILZ : KD FHHY) 2 —2 3>

< Context Adaptive Scanning Engine CASE
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W—ILDEAT : PETF4T L—ILBLUTIORITLAY
JL—IL

45
1
AsyncOS 4.5
2
TORILA4Y L—1
IronPort Threat Operations Center TOC
SenderBase
ID
GUI Outbreak
SenderBase
IronPort Threat Operations Center TOC
Virus Threat Level VTL VTL
IronPort 0
5 Virus
Threat Level VTL P.10-341 VTL TOC
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. URL
. Sophos IDE
TETT47 L—IL
CASE

IronPort
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10-1 BH : @BOFEESEDIRFA—4

TorkTLAY

VTL 4
hello .exe
143 KB
IronPort TOC
VTL
IronPort
5
P.10-351
IronPort
3 VTL
Outbreak
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BREBEIUZUFIAMILA Ry

Outbreak

P.10-344

[Quarantines]
Cisco IronPort AsyncOS for Email Daily
Management Guide Quarantines
Outbreak
Outbreak P.10-354

(i) IronPort

IronPort

Outbreak
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Virus Threat Level (VTL)

10-1 P.10-341
£ 101 Virus Threat Level D&%
VT
L |(yxs =k
0
1
2
3
4
5

VTL URL
http://support.ironport.com/outbreaks/

IronPort Threat Operations Center TOC

[View]

IronPort

VTL
P.10-350
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BERLALDOLEVMERESAA FS1 Y

1 2
4 5
IronPort 3
K A
DA IIRARERET 4 )L OREEBE
IronPort
P.4-91
Anti-Spam AS; Anti-Virus AV,
P.10-360
Ayt—C a7y oy
CASE
P.10-337
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Virus Threat Level VTL

Context Adaptive
Scanning Engine P.10-343
VTL
VTL 0

VTL

*yt—> a7 4. Context Adaptive Scanning
Engine. 5&KUIAMIILRAREREDT 1 ILA

IronPort Context Adaptive Scanning Engine
CASE CASE
100,000
CASE
CASE Threat Operations Center TOC
Virus Threat Level VTL VTL
CASE
CASE IronPort Anti-Spam CASE P.8-264
1
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PR E

Outbreak
P.10-345
Outbreak
Outbreak
Outbreak
Outbreak
24
Outbreak
Outbreak 100 %
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Outbreak 100 %

Cisco IronPort AsyncOS for Email Daily Management Guide
Quarantines

Outbreak
Virus
Outbreak P.10-354
2
1 1 Outbreak
Outbreak
2
IronPort Anti-Spam IronPort Intelligent Multi-Scan
Outbreak
IronPort

FIOrTLAY SATHAILELVIL—ILEST
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|
Outbreak
% 10-2 FILTLALY 4 THALIILDIL—ILOH
s fel L—ILOEF | IL—ILOHRA Fovav
T=0 10
T=5 .Zip  exe .exe .Zip
T=10 50 KB .Zip  exe 50 KB .ZIip  exe
T=20 Price
50 55KB .zip
exe
T=12

DAIIABEED 1 JLADEE (GUI)

Graphical User Interface GUI,

Hl_ Cisco IronPort AsyncOS 7.3 for Email av 21 ¥alL—v3 v A4 F
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GUI

[Virus Outbreak Filters]
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10-2 DLWNRBRIAILEDAL Y R—=D
[Virus Outbreak Filters] [Virus Outbreak Filters Overview]
[Virus Outbreak Filter Rules] 2
10-2 Adaptive Scanning
256 k 3

[Edit Global Settings]

P.10-348
[Virus Outbreak Filter Rules]

P.10-350
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DAIINARBREDT 2 ILEADOT O—/NILERTEDIER

[Edit Global Settings]
[Virus Outbreak Filters Global Settings]

10-3 [Virus Outbreak Filters Global Settings] X—<

Adaptive Scanning

vofconfig CLI
Cisco IronPort AsyncOS CLI Reference Guide
[Submit] [Commit Changes]
[Commit
Changes]

DAIIARBRED 4 ILABRED A 2—TILIE

[Virus Outbreak Filters
Global Settings] [Enable Virus Outbreak Filters]
[Submit]
SenderBase

P.10-352
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||
IronPort Anti-Spam
Context Adaptive Scanning Engine CASE
P.4-99
Y
(G¥) 4
[Security] P.3-62 [Security Services] > [Virus Outbreak Filters]
[Enable]
TETT47 L—LDA4 =TIk
Adaptive Scanning
Adaptive Scanning [Virus
Outbreak Filters Global Settings] [Enable Adaptive Rules]
[Submit]
BRLARILOLZEMEDRTE
IronPort 3
P.10-342
DLIWRBETAILEDT 57— bDA r—T )i
[Emailed Alerts]
[Alerts]
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[System Administration]
SNMP
P.10-358

DAINRBEET 4 ILE JL—]IL

IronPort Threat Operations Center

IronPort 5
[Virus Outbreak Filters] [Virus Outbreak Filter Status]
2 [Above Quarantine
Threshold] [Below Quarantine Threshold]
10-4 DALIWRERT 4 ILE L—ILD)R

BRI )LE IL—ILDOEE

IronPort SenderBase
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[Clear Current Rules]
CLI  vofflush Cisco IronPort
AsyncOS CLI Reference Guide

N
() GUI  [Clear Current Rules]

CLI  vofflush IronPort
SenderBase

DALINABRET L ILE L—ILDT Y TT—k

IronPort 5
[Security Services] >
[Service Updates]
P.15-541

AVTT  BEL-ILELUER/IL—IL

.Zip
TOC

IronPort TOC 1 .exe
1 .Zip .Zip
.exe .zip(exe) .Zip
Axt

.Zip(*)
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|
VTL
TOC

% 10-3 TH+—Ni3v I L—LELUVEBLARIL X7
FTorITLA
9 L= EBELR)L |BH
.zip(exe) 4 .Zip .exe

4
.zip(doc) 0 Zip .doc

0
zip(*) 2

.Zip
2
.Zip .foo 2

DAIARRBEEDT 4 JLABEEE A—)L K1) > —

policyconfig CLI
Reference Guide

Cisco IronPort AsyncOS CLI

Hl_ Cisco IronPort AsyncOS 7.3 for Email av 21 ¥alL—v3 v A4 F
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10-5 A= RYL—DYR

[Virus Outbreak Filters] [Virus
Outbreak Filter Settings]

10-6 DALIWARBEILILIREEA—IL R >—

[Yes]
[Use Default Settings]
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D27 A IHRERF R A TDINA 18R

CASE

[Virus Outbreak Filter Settings] [Incoming Mail Policies]
[Add Extension]
P.6-189

T7ANEEFDONANR : AVTF T7A4IMNDEA4T

.Zip .doc
.doc
.doc
> >
DA ILRAREET 14 )L BEES & U Outbreak &
Outbreak
ID
Cisco IronPort AsyncOS for Email Daily Management Guide
Quarantines
[Outbreak Quarantine] [Manage by Rule Summary] P.10-357

Cisco IronPort AsyncOS 7.3 for Email a> 74 Xalb—Y3> /4 F
m. 0L-23078-01-J |



| 8810F AL REEIAILE

10-7 Outbreak #%#%&

Outbreak BEDE=4") 25

Outbreak
Outbreak
X-Header
Outbreak
Cisco IronPort AsyncOS for Email
Daily Management Guide Quarantines

Cisco IronPort AsyncOS 7.3 for Email a> 74 ¥alb—Y 3> A/ F
| oL-23078-01-J .m



F10FE IMLRERI LE |

X-Header
Outbreak
Outbreak
Outbreak IronPort
Outbreak Outbreak
Cisco IronPort AsyncOS for
Email Daily Management Guide Quarantines
Outbreak
~
(G¥) Outbreak
~
() IronPort
P.10-340

Cisco IronPort AsyncOS 7.3 for Email a> 74 Xalb—Y3> /4 F
m. 0L-23078-01-J |



| 8810F AL REEIAILE

[Outbreak Quarantine] # & U [Manage by Rule Summary] £ 21—

GUI  [Monitor]

Outbreak
Outbreak Outbreak [Manage by Rule
Summary]
10-8 Outbreak #® [Manage by Rule Summary] J >4

Y1) — Ea—0DFEAIZKS Outbreak BREL ) PHD A vE—JIZxT B)IL—IL ID IZEDLV=
A=Y F7H L3 VDRT

[Manage by Rule Summary] ID
Outbreak
10-9 Outbreak ##® [Manage by Rule Summary] Ea1—

quarantineconfig -> vofmanage CLI
Cisco IronPort AsyncOS CLI Reference Guide

Cisco IronPort AsyncOS 7.3 for Email a> 74 ¥alb—Y 3> A/ F
| oL-23078-01-J .m



F10FE IMLRERI LE |

DAINRABREDI L IILEADE=R) VYT

IronPort Systems

DAIINARBRETLIILZOWMELIL—IL )X+

[Security Services] > [Virus Outbreak

Filters]
Outbreak &
Outbreak
[Monitor]
> [Local Quarantines] > [Outbreak] [Monitor] > [Local
Quarantines] [Manage Rule by Summary]

HHR— b~ Web ¥4 F

IronPort Systems
URL

http://www.ironport.com/ Virus Threat Level
http://www. ironport.com/

https://support.ironport.com/index_.html

75—k, SNMP +S 97, BEUDSIWRARELET 4 LA

AsyncOS SNMP

Cisco IronPort AsyncOS 7.3 for Email a> 74 Xalb—Y3> /4 F
m. 0L-23078-01-J |



| 8810F AL REEIAILE

||
SNMP
AsyncOS  SNMP Cisco IronPort AsyncOS for
Email Daily Management Guide Managing and Monitoring via the CLI
AsyncOS 2
AsyncOS Outbreak 5 50
75 95 95 %
CRITICAL
WARNING
P.15-495
AsyncOS

CASE

DAIINABELED 4 JLABEED FS T a—T 4
2l

[Manage Quarantine] Outbreak
IronPort

IronPort Systems

e clean@ironport.com

e outbreaks@ironport.com Outbreak

Cisco IronPort AsyncOS 7.3 for Email a> 74 ¥alb—Y 3> A/ F
| oL-23078-01-J .m



F10FE IMLRERI LE |

BHOREI7ALBEBELUVNAIRRENET7AIL 8347

1

Ayt—U TR, AVTIUY T40E BEUVEFA—INL M TS54 >

Cisco IronPort AsyncOS 7.3 for Email a> 74 Xalb—Y3> /4 F
m. 0L-23078-01-J |



CHAPTER

T—3HKBLE

1
Web
IronPort Data Loss Prevention
DLP; RSA Security Inc. DLP
RSA Email DLP

RSA Email DLP

P.6-194
¢ Email DLP P.11-362
¢ RSA Email DLP P.11-364
« DLP P.11-366
¢ DLP Assessment Wizard P.11-377
. P.11-382

[ oL-23078-01-J

Cisco IronPort AsyncOS 7.3 for Email av2s¥alb—varv #i4F g



FEME  F—EERBL |

. P.11-389
. DLP P.11-391
¢ RSA Email DLP P.11-394

Email DLP OEMEZEET D

RSA Email DLP 3
IronPort
. DLP
ID
RSA
Visa AMEX
false
positive DLP
DLP
e DLP DLP
DLP Policy Manager DLP

DLP

Cisco IronPort AsyncOS 7.3 for Email a> 74 Xalb—Y3> /4 F
m. 0L-23078-01-J |



XL

T—5HKMLE

AsyncOS
DLP
Wizard

RSA Email DLP
DLP

P.11-377

Email DLP

DLP Assessment Wizard
DLP Assessment

IronPort
RSA Email DLP
RSA
DLP
DLP

RSA Email DLP

Manager DLP
RSA Email DLP
0 100

DLP
DLP

* Ignore
e Low

e Medium
e High

e Critical

DLP

e DLP

DLP DLP Policy

DLP
DLP
RSA Email DLP

1

DLP
DLP

DLP P.11-366

P.11-382
e DLP

for Email Daily Management Guide

Cisco lronPort AsyncOS
Using Email Security Monitor

[ oL-23078-01-J

Cisco IronPort AsyncOS 7.3 for Email av2s¥alb—varv #i4F g



FEME  F—EERBL |

. DLP
Cisco IronPort AsyncOS for Email Daily Management Guide
Tracking Email Messages

(E) 1
1 2 DLP

N—FT7EH

RSA Email DLP C-Series X-Series
C10 C30 C60 C100 C300D C350D
C360D

RSA Email DLP ¥ B—/\JLERSE

[Security Services] >
[RSA Email DLP] RSA Email DLP
DLP Assessment Wizard

DLP
RSA Email DLP
DLP Assessment Wizard DLP Assessment Wizard

P.11-377 RSA Email DLP
RSA Email DLP
P.11-365
RSA Email DLP DLP Policy Manager DLP
DLP P.11-366 RSA Email DLP
P.11-394

Cisco IronPort AsyncOS 7.3 for Email a> 74 Xalb—Y3> /4 F
m. 0L-23078-01-J |



| $118E  F—oH%mL

RSA Email DLP O 4 *—J)LiL & 7 a—/\ILEEFEDERTE

N

(E)

AFvFT 1
A7y 2
2AFvT 3

ATFvFT 8

DLP Assessment Wizard DLP
DLP Assessment Wizard P.11-377

RSA Email DLP

[Security Services] > [RSA Email DLP]
[Enable]

N

(i) RSA Email DLP

[Accept]

[Enable]
RSA Email DLP
[Edit Settings]
[Edit RSA Email Data Loss Prevention Global Settings]

IronPort DLP
AsyncOS DLP

[ oL-23078-01-J

Cisco IronPort AsyncOS 7.3 for Email av2s¥alb—varv #i4F g



FEME  F—EERBL |

111 RSA Email Data Loss Prevention O —7J/Lit

DLP K o—

DLP
AsyncOS RSA Email DLP
AsyncOS
DLP RSA
RSA Email DLP
ID
false positive
P.11-382
DLP DLP
DLP
DLP
DLP
Ignore Low Medium High Critical 5
Ignore
e DLP
. bce DLP

Cisco IronPort AsyncOS 7.3 for Email a> 74 Xalb—Y3> /4 F
m. 0L-23078-01-J |



| $118E  F—oH%mL

e DLP DLP

(E)

DLP

RY)—Da>Toy

Email DLP

P.11-382
P.11-374
P.11-375
P.11-375
DLP Policy Manager
DLP Policy Manager IronPort Email DLP
DLP Policy Manager  [Mail

Policies] DLP Policy Manager

Cisco IronPort AsyncOS 7.3 for Email a> 74 ¥alb—Y 3> A/ F
| oL-23078-01-J .m



FEME  F—EERBL |

. DLP
Email DLP
P.11-371
. DLP
Custom Policy DLP
P.11-392
. DLP
Cisco IronPort AsyncOS for Email Configuration Guide Text
Resources
P.11-370
11-2 75954 7% DLP R o —h'#$% 5 DLP Policy Manager
RSA Email DLP Ry >— F>FL—F
AsyncOS RSA
DLP Policy Manager DLP
11-3 DLP

Cisco IronPort AsyncOS 7.3 for Email a> 74 Xalb—Y3> /4 F
m. 0L-23078-01-J |



| $118E  F—oH%mL

11-3 T FL— kb5 DLP RY S —%EM

DLP
e [Regulatory Compliance]

[Acceptable Use]

[Privacy Protection] ID

[Intellectual Property Protection]

¢ [Company Confidential]

e [Custom Policy] AsyncOS RSA
DLP
P.11-391
DLP DLP
P.11-372
11-4 Family Educational Rights and Privacy Act FERPA;
RSA

Cisco IronPort AsyncOS 7.3 for Email a> 74 ¥alb—Y 3> A/ F
| oL-23078-01-J .m



FEME  F—EERBL |

|
11-4 EFIEZE SNz RSA Email DLP R ¥— T FL—+
KEES RS EF
50
AB-1298 HB-732
51 false positive
DLP Policy

Manager  [Advanced Settings]

Cisco IronPort AsyncOS 7.3 for Email a> 74 Xalb—Y3> /4 F
m. 0L-23078-01-J |



| $118E  F—oH%mL

RSA
P.11-387

BHIEEIN=TTL—F%% &2 LT Email DLP R1)
—DERK

DLP

Custom Policy DLP
P.11-392

DLP

AFv7 1 [Mail Policies] > [DLP Policy Manager]
ATw7 2 [Add DLP Policy]

ATvF 3 RSA Email DLP
Y
(3¥) [Display Policy Descriptions]
AFvT 4 RSA Email DLP [Add]
11-4 P.11-370
1
ATwT 5
DLP
P.11-372
Y
GE)

Cisco IronPort AsyncOS 7.3 for Email a> 74 ¥alb—Y 3> A/ F
| oL-23078-01-J .m



FEME  F—EERBL |

AT97T 6 DLP
DLP P.11-374
ATwF 7 [Critical Settings] DLP
ATv7 8
bcc DLP

DLP Cisco IronPort AsyncOS for Email Configuration

Guide Text Resources
AFv7 9 High Medium Low

[Inherit settings]
ATv7T 10 DLP [Edit Scale]
P.11-375

ATv7 11

DLP Policy Manager

DLP KU L—ICHT BBEFOHARETA X

DLP

false positive
Health Insurance Portability and Accountability Act HIPAA,;

[0-91{3}\-[A-Z]{2}[0-9]1{6}

Cisco IronPort AsyncOS 7.3 for Email a> 74 Xalb—Y3> /4 F
m. 0L-23078-01-J |



| $118E  F—oH%mL

123-CL456789
Patient ID

Patient ID
DLP

DLP

Health Insurance Portability and Accountability Act HIPAA,;

ID
HIPAA DLP
Family Educational Rights and Privacy Act FERPA;
DLP
Gramm-Leach Bliley Act GLBA;
1 DLP
California AB-1298
1
DLP
ID HIPAA
Massachusetts CMR-201
1 DLP
ABA
AsyncOS 7.1.1
DLP
ID DLP

[ oL-23078-01-J

Cisco IronPort AsyncOS 7.3 for Email av2s¥alb—varv #i4F g



FEME  F—EERBL |

DLP
P.11-389 DLP
P.11-382
[ > »
DLP R —DAYvE—SDT714ILB) YD
AsyncOS DLP
DLP
EEEELUREEDILEY T
1 DLP
. user@example.com
. user@
. @example.com
. @.example.com
AsyncOS
RSA
Email DLP

DLP

Cisco IronPort AsyncOS 7.3 for Email a> 74 Xalb—Y3> /4 F
m. 0L-23078-01-J |



| %Y11%( :02-,4]

YfH ~éH "2]f#
DLP P]*0élija $0éYfH ~é2 J ,RT6.0+a4t00
TaCaEub"EaeYfH ~C AsyncOSé &f9f7 , Vi
f+fee y' D "4daYfH "é]°C RSA Email DLP, Vf
f+fee P4, VID 0de J\ f,a&” ™MéPeodb U
H ~ 23, VvfasraeEuOdC "0-éxd¢H 2J0
00 TayaEub+«Peéo0db acad¢H A 2J 000 &
AsyncOS&”"YfH ~é >6 ydeH 722 J & O0u0-
RSA Email DLPé, Vf ""EH ( 96cCc 906 éYfH
"eedtoO TACAENOD-.

T6.0+ 2#2 H "2]f#
DLP P]*0o $0éH_o0- =0T6.0+é, Vfedtod «'&”
T6.0+0Ué&&f9f7 H "2 6P&4">T6.0+@éH_o-
Ca,/E & O” ,25S T6.0+ 2# °eT6.0+aLI0O T4C
AEuO. DLP Pl*ob‘(&™>T6.0+éH "~2]f#x620
T6.0+ 2# 1-T000f&l @R aé” Y&f9f7 H ~2¢é
*7Zf 9CP.6-2090A 1 Cisco IronPort AsyncOS for Email Advanced

Configuration Guide&éY Using Message Filters to Enforce Mail Policie
-04EUD, -

2€"2 LAé30

RSA Email DLP, Vf f+fC DLP1'a O a” DLP 10 é2¢€"
2%$0],"PA,& 90 0:* 100 é%, P90 . %u30ubd+P]*0e"],
"DA,& 2€"2n0&80»0u02€"2n0xé” Ignore” Low "

Medium” High” Critical € 5 Ré2€"2_LA"C% u0O2€"2_L 4"
T6.0+eelitb "*ZfCyu 0Oe«:H ~;a"006aé2¢"

2_L"90 Ignore 4°E90 a7 1é2€"2 L~é.30 &UO Azab

a¢c 00+ High é2€"2_L~é Critical £ .30 & UO” Medium & High
£ " Low é Medium £ &UOuU0+ L™ "450"44 2€"2&»0

a1"é "*zf 000 TaCcacuod-.

DLP , Vf f+fé],"DAé NS BRsae” YEmail DLP é G b
1.0 9(P.11-3620 6 -0 4EUD ¢ »

[ oL-23078-01-J

Cisco IronPort AsyncOS 7.3 for Email &fH I!X_o*Zf < ]



FEME  F—EERBL |

DLP
11-5
11-5 DLP R L—EREELDRE
Email DLP R!) >—®DIEF DK E
DLP Policy Manager DLP
RSA Email DLP DLP
DLP RSA
Email DLP DLP
A7w7 1 [DLP Policy Manager] [Edit Policy Order]
ATy 2
ATv7 3
Email DLP R!) >—D#wE
DLP
A7w7 1 [DLP Policy Manager] RSA Email DLP

[Mail Policies: DLP]

Hl_ Cisco IronPort AsyncOS 7.3 for Email av 21 ¥alL—v3 v A4 F

0L-23078-01-J |



| $118E  F—oH%mL

ATFvT 2 DLP
ATvT 3

GE)

Email DLP R') & —®DHIEk

DLP
DLP

Email DLP R1) >—DiEH!

DLP
DLP Policy Manager

Email DLP
AFw7 1 [DLP Policy Manager]

AFyvFT 2
AFyvFT 3
ATFyv7 4

DLP Assessment Wizard O{EFH

AsyncOS DLP Assessment Wizard
DLP

3

Cisco IronPort AsyncOS 7.3 for Email a> 74 ¥alb—Y 3> A/ F
| oL-23078-01-J .m



FEME  F—EERBL |

DLP Assessment Wizard DLP
DLP DLP
Policy Manager

DLP
DLP Policy Manager  P.11-367
DLP Assessment Wizard
DLP AsyncOS
DLP Assessment Wizard

[Security Services] > [RSA Email DLP]

DLP Assessment Wizard [Security Services] > [RSA Email

DLP] [Enable] [DLP using the DLP Assessment

Wizard] [Enable]

DLP DLP Assessment Wizard
11-6 DLP Assessment Wizard [RSA

Email Data Loss Prevention Settings]

11-6 [RSA Email Data Loss Prevention Settings] R—

DLP Assessment Wizard DE1T

DLP Assessment Wizard DLP
3

AFvF 1

Cisco IronPort AsyncOS 7.3 for Email a> 74 Xalb—Y3> /4 F
m. 0L-23078-01-J |



| $118E  F—oH%mL

- DLP
- DLP
ATy 2
— DLP Incident Summary
AFv7 3
— DLP
[Next] DLP Assessment Wizard

[Previous]

FIE: R)—

DLP R o—®i&EiR

DLP

[Payment Card Industry Data Security Standard (PCI-DSS)]

[HIPAA (Health Insurance Portability and Accountability Act)] HIPAA

[FERPA (Family Educational Rights and Privacy Act)]

[GLBA (Gramm-Leach Bliley Act)]

[California SB-1386] SB-1386 1798

Personally Identifiable Information PII;

Cisco IronPort AsyncOS 7.3 for Email a> 74 ¥alb—Y 3> A/ F
| oL-23078-01-J .m



FEME  F—EERBL |

Pl
¢ [Restricted Files] .mdb .exe .bat Oracle fmx
frm
DLP Policy Manager DLP
DLP R S—DHhREITA4 X
DLP
HIPAA
FERPA GLB
Restricted Files
DLP
Restricted Files .exe .mdb
Restricted Files
DLP
DLP P.11-372
[Next]

Cisco IronPort AsyncOS 7.3 for Email a> 74 Xalb—Y3> /4 F
m. 0L-23078-01-J |



| $118E  F—oH%mL

||

11-7 DLP Assessment Wizard : FIE1: K1) L —
FIE2: LR—F
DLP Incident Summary
DLP Incident

Summary Cisco IronPort AsyncOS for Email Daily
Management Guide Using Email Security Monitor
[Next]

Cisco IronPort AsyncOS 7.3 for Email a> 74 ¥alb—Y 3> A/ F
| oL-23078-01-J .m



FEME  F—EERBL |

|

11-8 DLP Assessment Wizard : FIE 2 : LR—k
FIE3: LEa—

DLP [Previous]

[Edit] [Policies and
Reporting]
= 11-9 DLP Assessment Wizard : FIE3: LEa1—
[Finish] AsyncOS
[Outgoing Mail Policies]
DLP DLP
DLP DLP Policy Manager  P.11-367
DLP
RSA Email DLP

P.11-394

ATy BESETF

RSA Email DLP

Cisco IronPort AsyncOS 7.3 for Email a> 74 Xalb—Y3> /4 F
m. 0L-23078-01-J |



| $118E  F—oH%mL

false positive

RSA
Custom Policy
RSA 1 DLP

P.11-393

Family Educational
Rights and Privacy Act FERPA;

ID
ID Student ID
Student ID: 123-45-6789
DLP
DLP
P.11-372
S
()
75
DLP
P.11-375

Cisco IronPort AsyncOS 7.3 for Email a> 74 ¥alb—Y 3> A/ F
| oL-23078-01-J .m



FEME  F—EERBL |

EFREHIL—IL

DLP
1
false positive
DLP P.11-391
* RSA Email
DLP RSA
14
. ID
ABA
DLP
0 100
10 2 20

Cisco IronPort AsyncOS 7.3 for Email a> 74 Xalb—Y3> /4 F
m. 0L-23078-01-J |



| $118E  F—oH%mL

1 11-1
10 10000 10 100

& 111 VRO EEFERAOXKERY
IW—=IVDRAaTF YRYUERA
10 10

20 20

30 30

50 40

100 50

150 60

300 70

500 80

1000 90

10000 100

SETFDOH

9Ly k h—FES
DLP

false positive

Cisco IronPort AsyncOS 7.3 for Email a> 74 ¥alb—Y 3> A/ F
| oL-23078-01-J .m



FEME  F—EERBL |

|

* 4999-9999-9999-9996

* 4999-9999-9999-9996 01/09

* Visa 4999-9999-9999-9996

* 4999-9999-9999-9996 4899 9999 9999 9997
sz AN <. =
REHERERS

SSN

e 321-02-3456

e 321-02-3456 July 4

e 321-02-3456 7/4/1980

e 321-02-3456 7/4

e 321-02-3456 321-02-7654 SSN
* SSN: 321-02-3456

e Joe Smith 321-02-3456

* 321-02-3456 CA 94066

ABA IL—T 1 VJES
ABA

e 119999992

* routing 119999992 account 1234567

Cisco IronPort AsyncOS 7.3 for Email a> 74 Xalb—Y3> /4 F
m. 0L-23078-01-J |



| $118E  F—oH%mL

KEEEL G EFE
DLP
DLP Policy Manager  [Advanced Settings]
Y
(G¥)  California SB 1386 DLP

DLP

e CA DL: C3452362

e California DL: C3452362
e DL: C3452362

e California C3452362

e OR DL: C3452362

* OR DL: 3452362

e WV DL: D654321

e WV DL: G654321

HIPAA 7«49 <3+

HIPAA
HIPAA 1D
HIPAA DLP DLP

Cisco IronPort AsyncOS 7.3 for Email a> 74 ¥alb—Y 3> A/ F
| oL-23078-01-J .m



FEME  F—EERBL |

* angina, cancer

* angina

* headache, fever

e camphor glycerin

e fracture paralysis

* bite cut

B&EID

ID HIPAA
National
Provider ldentifier NPI;
NPI 10

* 321-02-4567 7/4/1980
e NPI: 3459872347 NPI
* 3459872347

e NPI: 3459872342

4 fERD SR

Family Educational Rights and Privacy Act FERPA,;
DLP

* Joe Smith, Class Rank: 234, Major: Chemistry Transcript

R HIRHR

Sarbanes-Oxley SOX

Cisco IronPort AsyncOS 7.3 for Email a> 74 Xalb—Y3> /4 F
11-388 OL-23078-01-J |



| $118E  F—oH%mL

||
2009 Cisco net sales, net income, depreciation
FORM 10-Q 2009 I1.R.S.Employer ldentification No.
AB A 4\ %
AT UVRASETFRADESRRE
1
POSIX
& 11-2 SEFTOEREKRE
ERFRE (abc)
ACC ACCOUNT ACCT
[1
, [a-z] a z
[a-zA-Z] A z
[xyz] Xy z

Cisco IronPort AsyncOS 7.3 for Email a> 74 ¥alb—Y 3> A/ F
| oL-23078-01-J .m



ENME T—H2HXBIE |
|
£ 11-2 SETTCOERRR )
NYYPRZ Y1 BHXF
QV) \.
\$ \n
\d
2
1
\d 0 9
{>
, \d 5 1
55 \d{2} 55
2 5
RUERLOEH{ 1
3
\d{8} 12345678
11223344 8
EREERD (D or A B
AlB A B
1
foo|bar foo bar
foobar

Hl_ Cisco IronPort AsyncOS 7.3 for Email av 21 ¥alL—v3 v A4 F

0L-23078-01-J |



| $118E  F—oH%mL

DLP A®DIERTRIRDH

* 8 \d{8}
. \d{3}-\d{4}-\d
. 1 [a-zA-Z]\d{7}
. 3 9 \d{3}[A-Z]1{9}
LI | 2
\d{3}[A-Z]1{9} I\d{2}[A-Z]{9}-\d
Y
GE) [a-zA-Z]

=EEDLP RYS—DHRE<TA4 X

RSA
DLP

e Custom Policy DLP

. DLP

[ oL-23078-01-J

Cisco IronPort AsyncOS 7.3 for Email av2s¥alb—varv #i4F g



FEME  F—EERBL |

Custom Policy 7> 7L — AL DLP R o —D1E

X

AFvTA1
A7y 2
ATvT 3
ATy 4
AFvT 5
ATvT 6

ATy 7T

ATFv7 8
AFvF9

2Fv7 10

Custom Policy DLP
RSA
P.11-393
1
DLP false
positive DLP
[NOT]
DLP
[Mail Policies] > [DLP Policy Manager]
[Add DLP Policy]
Custom Policy
Custom Policy [Add]
[Create a
Classifier]
[Add]
[Create a Classifier] [Add Content Matching Classifier]
7
DLP
P.11-374
DLP

P.11-375

Hl_ Cisco IronPort AsyncOS 7.3 for Email av 21 ¥alL—v3 v A4 F

0L-23078-01-J |



| $118E  F—oH%mL

AF7w 7 11 [Critical Violations Settings] DLP
ATv T 12
bcc DLP
DLP P.14-429
AT97 13 High Medium Low

[Inherit settings]

ATFv7T 14 DLP [Edit Scale]
P.11-375

ATv7 15
DLP Policy Manager

AVTUYRBSETFOER
[Create a Classifier]

P.11-384

ATFvFT 1
ATFvF 2

AFvT 3
2AFyv7 4
AFwv7 5 [Add Rule]

Cisco IronPort AsyncOS 7.3 for Email a> 74 ¥alb—Y 3> A/ F
| oL-23078-01-J .m



FEME  F—EERBL |

&

RSA Email DLP OZ{EEHEZLDHRY) O—DHRE

RSA Email
DLP [Mail Policies] > [Outgoing
Mail Policies (GUI)] policyconfig CLI
DLP
DLP
11-10
DLP
Cisco IronPort AsyncOS for Email

Configuration Guide Email Security Manager
11-10 A R—TNIZHESTINS DLP KUY S—2HES T I+ FDOREA—IL

R o—

o) ~ E = —
A—JL 7R —0 DLP BHEDHwE
DLP
DLP [Enable DLP (Inherit default
mail policy settings)]
DLP
11-11 DLP

Cisco IronPort AsyncOS 7.3 for Email a> 74 Xalb—Y3> /4 F
m. 0L-23078-01-J |



| $118E  F—oH%mL

11-11 TI4HIEDREA—IL KRYL—TDLP RYL—A R—TILIZT S

DLP
AFvTA1
DLP

DLP
ATy 2
ATv7 3 [Enable DLP (Customize Settings)]

DLP Policy Manager
ATy 4 RSA Email DLP
AFwT 5

Cisco IronPort AsyncOS 7.3 for Email a> 74 ¥alb—Y 3> A/ F
| oL-23078-01-J .m



FEME  F—EERBL |

Cisco IronPort AsyncOS 7.3 for Email a> 74 Xalb—Y3> /4 F
m. 0L-23078-01-J |



= CHAPTER 12

IronPort &F A —JLEES1E

IronPort AsyncOS
IronPort P.12-397
P.12-400
P.12-406
P.12-412

IronPort @F A —JLEEE1L : I=

Cisco Registered Envelope Service IronPort

C-Series
CRES

Cisco IronPort AsyncOS 7.3 for Email a> 74 ¥alb—Y 3> A/ F
| oL-23078-01-J .m



¥125 IronPort BFA—ILEESE |

>,
GE) TLS
TLS
P.12-407
ATy A1 IronPort
IronPort Encryption
Appliance Local Key Server User Guide
ATvT 2
P.12-400
AFvT 3 Cisco Registered Envelope Service
[Provision]
ATvT 4
P.12-406
Web

« Microsoft® Internet Explorer 6 Windows
« Microsoft® Internet Explorer 7 Windows
e Firefox 2

¢ Firefox 3
e Safari 3

BBt —o on0—

IronPort

Cisco IronPort AsyncOS 7.3 for Email a> 74 Xalb—Y3> /4 F
m. 0L-23078-01-J |



| £12F IronPort EFA—ILEES{L

B 12-1 BEET—5 70— o
1) BFA—L £F2UF4 754 2) 1—HHITS
FURM, Ave—U F—ERESE, FTRELGLT YN

n—J &M,

3) A—YAREE S,
Fyt—U F—%
AF,

4) EStsnt

F— G—, FRERRT Y R il

F—H—EX
AFvT 1
Cisco Registered Envelope Service
ATwT 2
AT9v7 3

Cisco IronPort AsyncOS 7.3 for Email a> 74 ¥alb—Y 3> A/ F
| oL-23078-01-J .m



¥125 IronPort BFA—ILEESE |
|

ATv7 4

EEEERAvtE—D Y1 X

12-1
IronPort

= 1241 IronPort 7 754 7V RIZKBBEILBRRAvE—Y 4 X
ETIL BK AvtE— 44X (MB)
C150/160 44
C350/360/370 46
C650/660/670 50
X1050/1060/1070

ETA—LEBESETOTI7MILDRE

encryptionconfig CLI
GUI  [Security Services] > [IronPort Email Encryption]

FBEFA BB O—NILEEDRE

AFw7 1 [Security Services] > [IronPort Email Encryption]
AT7v7 2 [Enable]
ATv7 3 [Edit Settings]

Cisco IronPort AsyncOS 7.3 for Email a> 74 Xalb—Y3> /4 F
m. 0L-23078-01-J |



| £12F IronPort EFA—ILEES{L

12-2 JO—/NLEREDER

g2 774 IL0DBMN

confidential

G 1

PXE

e [Key server settings]

e [Envelope settings]

Cisco IronPort AsyncOS 7.3 for Email a> 74 ¥alb—Y 3> A/ F
| oL-23078-01-J .m



¥125 IronPort BFA—ILEESE |

e [Message settings]

¢ [Notification settings] HTML

P.14-470
P.14-464

Cisco IronPort AsyncOS 7.3 for Email a> 74 Xalb—Y3> /4 F
m. 0L-23078-01-J |



| £12F IronPort EFA—ILEES{L

12-3 BEitzoRO0—F FOI74IL0EM
AF7w7 1 [Email Encryption Profiles] [Add Encryption Profile]

ATvT 2
AFw 7 3 [Key Server Settings]

Cisco IronPort AsyncOS 7.3 for Email a> 74 ¥alb—Y 3> A/ F
| oL-23078-01-J .m



¥125 IronPort BFA—ILEESE |

— [lronPort Encryption appliance (in network)]
— [Cisco Registered Envelope Service (hosted key service)]
AT7wF 4 [Cisco Registered Envelope Service]
URL URL https://res.cisco.com

AT7w7 5 [lronPort Encryption appliance (local key service)]

— [Internal URL] IronPort
URL IronPort

— [External URL] URL  IronPort

URL HTTPS
AT7w7 6 [Envelope Settings]

— [High Security]

— [Medium Security]

— [No Password Required]

ATYTT URL
— [No link]
— [Custom link URL] URL

ATFvFT 8

Cisco IronPort AsyncOS 7.3 for Email a> 74 Xalb—Y3> /4 F
m. 0L-23078-01-J |



| £12F IronPort EFA—ILEES{L

ATv7 9
ATv7T 10
— [ARC4] ARC4
— [AES] AES
AES
AFvF 1
AT7wv 7 12 [Message Settings] [Secure Reply All]

AT7w7 13 [Secure Message Forwarding]

ATv7 14 HTML
HTML

N

GE)

HTML

2AFvF 15

2797 16

ATFyvF 17

Cisco IronPort AsyncOS 7.3 for Email a> 74 ¥alb—Y 3> A/ F
| oL-23078-01-J .m



¥125 IronPort BFA—ILEESE |

ATv7 18
ZT7w 7 19 Cisco Registered Envelope Service

[Provision]

PXETVOUDEH

[IronPort Email Encryption Settings] PXE
AsyncOS PXE AsyncOS
[Security Services] > [Service Updates]
CLI  updateconfig PXE
IronPort
P.15-486
[IronPort Email Encryption Settings] [PXE Engine Updates]
[Update Now] CLI  encryptionupdate
12-4 [IronPort Email Encryption Settings] X*—<® [PXE Engine
Updates]

BEeEa>ToY 74IL2DETE

IronPort

Cisco IronPort AsyncOS 7.3 for Email a> 74 Xalb—Y3> /4 F
m. 0L-23078-01-J |



| £12F IronPort EFA—ILEES{L

||
== Yr = > -—
TLS EHiZHBSLOKbH Y IZEH
IronPort TLS
TLS
Required Preferred
None TLS
TLS
TLS
TLS
12-2 TLS
TLS
#* 12-2 ESA7 754 F72AD TLS HiR—k
TLS A ERARIEETH TLS BEMAERATAITH
SESCHIE TLS &E BHBEDTIVaY BHBEDTIaY
[None]
[TLS Preferred] TLS
[TLS Required] TLS
TLS Cisco lronPort AsyncOS
for Email Advanced Configuration Guide Customizing Listeners

Encrypt and Deliver Now 2> 7> 7 1 LA DERK

Z2Fw7 1 [Mail Policies] > [Outgoing Content Filters]
ATvF 2 [Filters] [Add Filter]
AT7w7 3 [Conditions] [Add Condition]

Cisco IronPort AsyncOS 7.3 for Email a> 74 ¥alb—Y 3> A/ F
| oL-23078-01-J .m



¥125 IronPort BFA—ILEESE |

Confidential
AFvF 5 [OK]
P.6-198

ATvT 6 [Add Action] [Add Header]
P.12-412

AT9F T [Actions] [Add Action]
AT7w7 8 [Encryptand Deliver Now (Final Action)]

12-5 Encrypt and Deliver Now 747 > 3 > D& E

ATv7 9 TLS

AFv7F 10

Cisco IronPort AsyncOS 7.3 for Email a> 74 Xalb—Y3> /4 F
12-408 OL-23078-01-J |



| £12F IronPort EFA—ILEES{L

AFv7T 11
AFwF 12 [OK]
12-6 ABA

12-6 BeSktarvrToy 7214043
25y 13 [Submit]
AFv7 14
AFv7 15

P.6-190

Cisco IronPort AsyncOS 7.3 for Email a> 74 ¥alb—Y 3> A/ F
| oL-23078-01-J .m



¥125 IronPort BFA—ILEESE |

Encrypt on Delivery a>5 > 74 L2 DERK

ATy A1
ATvT 2
AFv7 3
ATv7 4

&

ATFvT 6

AFyvFT 7T
ATFyv7T 8

[Mail Policies] > [Outgoing Content Filters]

[Filters] [Add Filter]
[Conditions] [Add Condition]

Confidential
[OK]

P.6-198
[Add Action] [Add Header]
P.12-412

[Actions] [Add Action]

[Encrypt on Delivery]

Hl_ Cisco IronPort AsyncOS 7.3 for Email av 21 ¥alL—v3 v A4 F

0L-23078-01-J |



| £12F IronPort EFA—ILEES{L

12-7 Encrypt on Delivery 79 ¥ 3 Y DEE

AFv7 9 TLS

2797 10

ATy 1

ZFvyF 12 [OK]

ATFv7 13 [Submit]
ATv7T 14

ATv7T 15

P.6-190

Cisco IronPort AsyncOS 7.3 for Email a> 74 ¥alb—Y 3> A/ F
| oL-23078-01-J .m



¥125 IronPort BFA—ILEESE |

A yE—OADESENY Z—DEM

AsyncOS SMTP

Add Header
Registered Envelope 24
X-PostX-ExpirationDate
+24:00:00

Cisco IronPort AsyncOS 7.3 for Email a> 74 Xalb—Y3> /4 F
m. 0L-23078-01-J |



| £12F IronPort EFA—ILEES{L

12-8 Add Header 77 > 3 VDHE
Encrypt and Deliver Now
P.12-407
Cisco IronPort AsyncOS for Email
Advanced Configuration Guide Using Message Filters to Enforce Email
Policies

Cisco IronPort AsyncOS 7.3 for Email a> 74 ¥alb—Y 3> A/ F
| oL-23078-01-J .m



¥125 IronPort BFA—ILEESE |

|
Y 21 il
FaiEAy 4—
12-3

* 12-3 BFA—IEBEEBIEAY F—

MIME A 5 — BL E

X-PostX-Reply-Enabled [Reply]

[Reply] true

false

X-PostX-Reply-All-Enab [Reply All]

led

[Reply All] true

false

X-PostX-Forward-Enable [Forward]

d

[Forward] true

false

X-PostX-Send-Return-Re

ceipt
true

false

Cisco IronPort AsyncOS 7.3 for Email a> 74 Xalb—Y3> /4 F
m. 0L-23078-01-J |



| £12F IronPort EFA—ILEES{L

® 12-3 BT A—ILBEEAyT— (HE)
MIME ~ v 54— BiEA E
X-PostX-ExpirationDate Registered Envelope
Registered Envelope +HH:MM:SS
Registered Envelope +D

Cisco Registered Envelope Service

http://res._cisco.com Web

X-PostX-ReadNotificati Registered Envelope
onDate
Registered Envelope
+HH:MM:SS

+D

Registered

Envelope Cisco Registered
Envelope Service

Cisco IronPort AsyncOS 7.3 for Email a> 74 ¥alb—Y 3> A/ F
| oL-23078-01-J .m



¥125 IronPort BFA—ILEESE |
|
x® 12-3 BT A—ILBEEAyT— (HE)
MIME ~v ¥ — H7LT E
X-PostX-Suppress-Apple
t-For-Open

true

false

Hl_ Cisco IronPort AsyncOS 7.3 for Email av 21 ¥alL—v3 v A4 F

0L-23078-01-J |



| £12F IronPort EFA—ILEES{L

® 12-3 BT A—ILBEEAyT— (HE)
MIME ~ v 54— BiEA E
X-PostX-Use-Script JavaScript JavaScript
JavaScript JavaScript
false
JavaScript
Registered Envelope true
Open
Online Open by
Forwarding
JavaScript
X-PostX-Remember-Envel
ope-Key-Checkbox
[Remember
the password for this
envelope]
[Remember
the password for this envelope]
false

Cisco IronPort AsyncOS 7.3 for Email a> 74 ¥alb—Y 3> A/ F

[ oL-23078-01-J



¥125 IronPort BFA—ILEESE |

FEEEAN Y F—D4

T34 TCORHDEHI O AO—T X—%AR—TNIZT S

Registered Envelope

X-PostX-Remember-Envelope-Key-Checkbox: true

[Remember the password for this envelope] Registered
Envelope

JavaScript Z8F NI oRA—FE# A R—TIIZT B
JavaScript Registered Envelope

X-PostX-Use-Script: false

securedoc.html Registered Envelope  Open
Online [Open]

Avb—CBPHBES R—TILIZT S
24
X-PostX-ExpirationDate: +24:00:00

24
Registered Envelope

EEE7ILY FETaE—TNIZT S

X-PostX-Suppress-Applet-For-Open: true

Cisco IronPort AsyncOS 7.3 for Email a> 74 Xalb—Y3> /4 F
m. 0L-23078-01-J |



| £12F IronPort EFA—ILEES{L

N

(E)

Cisco IronPort AsyncOS 7.3 for Email a> 74 ¥alb—Y 3> A/ F
| oL-23078-01-J .m



¥125 IronPort BFA—ILEESE |

Cisco IronPort AsyncOS 7.3 for Email a> 74 Xalb—Y3> /4 F
m. 0L-23078-01-J |



= CHAPTER 13

SenderBase Network
Participation

SenderBase
System Setup Wizard GUI systemsetup CLI
SenderBase IronPort
IronPort
IronPort
. P.13-422
. P.13-423

[ oL-23078-01-J

Cisco IronPort AsyncOS 7.3 for Email av2s¥alb—varv #i4F g



#£13&E  SenderBase Network Participation |

HEDA r—TILiE

IronPort SenderBase

AFwF 1 [Security Services] > [SenderBase]

131 [Security Services] > [SenderBase] R—
)
(GE)

2 [System] P.3-54

> [SenderBase] [Enable]

[Security Services]

AT7wF 2 [Edit Global Settings]

13-2 [Security Services] > [SenderBase] R—2 : &%
AFyvFT 3 SenderBase Information Service

IronPort

Hl_ Cisco IronPort AsyncOS 7.3 for Email av 21 ¥alL—v3 v A4 F

0L-23078-01-J |



| 8813% SenderBase Network Participation

| |
Anti-Spam
Context Adaptive Scanning Engine CASE
2AFyv7 4 SenderBase Information Service
P.15-541 CLI  senderbaseconfig
—
KL< H5EM
IronPort
SenderBase Network Participation
IronPort
IronPort
BESMTE2DBELHLIDTTH,
SenderBase Network IronPort
IronPort
1 IronPort

Cisco IronPort AsyncOS 7.3 for Email a> 74 ¥alb—Y 3> A/ F
| oL-23078-01-J .m



#£13&E  SenderBase Network Participation |

EDESIBT—2EHETHDTTH,

IronPort
IronPort
IronPort
P.13-426
13-1 13-2
& 1341 IronPort 7 754 7 o A &I A Sh 2 #fEHER
HH YoIN F—4
MGA ID MGA 10012
BALRBEYT 2006 7 1 8 8:05
YIbr9zF7 N—2avEE MGA 4.7.0
=Lty bDIN—P 3 08B 102
FUoFIALIAR Ty FTT— R 10
BETUT7DOYA4X 500 MB
BRETHEA vE—S8 50
AR AAFLELVE 3
BREShEAvE—SOD9/ LR R (120
TODEE
BEShFAvE—CH 30 4
BKiR &R 12
FOFIAINAREREDHBEIZEDZBE | .exe 50
HASLURERRKREHRTHEL . 30 30
Outbreak B * v—SHD AR
REMRROBICETESNEZTIL32T |10
S LT, Outbreak RELA vt —>
#HDOAR
A y—URERBOEE 20

Cisco IronPort AsyncOS 7.3 for Email a> 74 Xalb—Y3> /4 F
m. 0L-23078-01-J |



| 8813% SenderBase Network Participation

® 13-2 IP7 FLRZEITHE S HHRHER
HH oIV T4
FISGAT7oADEESELRBICE T

2rAvtE—TH 100

80

FUFRILETUFHALADAAT 2,000
BE B & UHE

SEXELPUOFRNRL IL—ILEELUVT 100 A
UFILILR L—ILOMAEDLEIZEY B
FLIzAYE—D8

50 A
R 20 SMTP
REZOBEE K UEHDH 50
10
nyashtk274)4%: (a <one-way-hash>.zip

<one-way-hash>.pif

#mikSht-O74L4 : (b) aaaaaaa.zip
aaaaaaa0l.aaa.pif

URL /X k% (C) www.domain.com

gt S hi- URL XX (d) aaa000aa/aa00aaa

www.domain.com

RANRLBEEUIMILR RE: v UERTE 10
DAvE—S%
10
5
4
16
5
SEEFELETZUFARANRLBEUTVUFY 500 300

ANRHEIZE DA vE—D8

Cisco IronPort AsyncOS 7.3 for Email a> 74 ¥alb—Y 3> A/ F
| oL-23078-01-J .m



#£13&E  SenderBase Network Participation |

= 13-2 IP7 FLRZEICHB S DHEER WS
/A H$oTL T—8 (&E)
YA X LVSHADA vE—O8 30 35K 125
SETELUB/FHATLDOH 300 .exe
BRIFAINE4T FEOT 7ML 2 100
17, B&VaAUTF 24 JOHEBER | doc .exe
50 zip
.exe

BEFELKURLEDT7IIL 414 TEF |30 50 55K
2741 Y1 XnIEEAEEER .exe
a MD5
b

ASCII [a zZ] a ASCII A Z] A

UTF-8

X ASCII [0 9 0

Britneyl.txt.pif ~ Aaaaaaa0.aaa.pif
c IP URL Web
d URL

IronPort I3, EBEESN-T—E2REXFa1a7THEIELEEZEDESICHEELT
LETH,

SenderBase Network

IronPort
HTTPS IronPort SenderBase Network
IronPort
IronPort

IronPort Systems

Cisco IronPort AsyncOS 7.3 for Email a> 74 Xalb—Y3> /4 F
m. 0L-23078-01-J |



| 8813% SenderBase Network Participation

T—3&2H/BTEHLETIrONPort 7754 7V ADINT+—I D RITFHEIK
HYETH,

IronPort
IronPort

SenderBase HTTPS
1%

IronPort Anti-Spam
Context Adaptive
Scanning Engine CASE

IronPort Cisco
IronPort pP.1-12

EDMDEEZTT—SEZHBTEETH,

IronPort

URL
IronPort

Cisco IronPort AsyncOS 7.3 for Email a> 74 ¥alb—Y 3> A/ F
| oL-23078-01-J .m



#£13&E  SenderBase Network Participation |

Cisco IronPort AsyncOS 7.3 for Email a> 74 Xalb—Y3> /4 F
m. 0L-23078-01-J |



CHAPTER

T¥FAMYY—XR

DLP

AVFUY FaHvaFy

ASCII

DLP 74223+

Data Loss Prevention DLP;
DLP

Cisco IronPort AsyncOS 7.3 for Email a> 74 ¥alb—Y 3> A/ F
| oL-23078-01-J .Im



E14E  FERFUYY—Z |

DLP AsyncOS
RSA Security Inc.
DLP
ASCII
11
THEARYY—R
AsyncOS

AyE—CDGREFRRE TS

. P.14-431

. GUI P.14-434

. P.14-440

e DLP P.14-442

. P.14-446

. GUI P.14-448

. P.14-452

Cisco IronPort AsyncOS 7.3 for Email a> 74 Xalb—Y3> /4 F
m. 0L-23078-01-J |



| $148 FTHRXFYY-—R

AVFUY Fa4ovaty

AsyncOS DLP 2
DLP
DLP P.14-442
AsyncOS GUI [Mail Policies] >
[Dictionaries] CLI  dictionaryconfig
100
— ~ cia
TA4223aFIORA
1 1
ASCII
Python
URL Python Regular Expression
HOWTO
http://www.python.org/doc/howto/
Y
GE) # [#]

AsyncOS

Cisco IronPort AsyncOS 7.3 for Email a> 74 ¥alb—Y 3> A/ F
| oL-23078-01-J .m



T14=

FHERF YY—Z |

2
6 AsyncOS
ID
ID ABA
ID
Cisco IronPort AsyncOS
for Email Advanced Configuration Guide Using Message Filters to Enforce
Email Policies Regular Expressions in Rules
ID Cisco IronPort AsyncOS for Email
Advanced Configuration Guide Using Message Filters to Enforce Email
Policies Smart Identifiers
Y
(GE) CLI ASCII
ASCII

P.14-433

BHEBRE 2/ P XFEY b

2
/
\w

Hl_ Cisco IronPort AsyncOS 7.3 for Email av 21 ¥alL—v3 v A4 F

0L-23078-01-J |



| $148 FTHRXFYY-—R

TXRAR I7ANELTT Ao 2aFVEAR—FELY
I9AR— S BHE

e config.dtd
e profanity.txt
* proprietary_content.txt

e sexual_content.txt

ASCII

P.14-438

P.14-439

DLP
DLP
P.14-444

-4 3

NEDTERBF Z740ICIEE. —SBOANDBTIEER. TRIELITFHRICRE
CONBEENEFEFATWET, ChLDIT7AILABaVTIY T4 3
FYIZHEEZA VR—FLEBE, 77547 VRICREL-AVTUY Ta
a3 F ) ERTHETAERICChLDEERRREINET,

Cisco IronPort AsyncOS 7.3 for Email a> 74 ¥alb—Y 3> A/ F
| oL-23078-01-J .m



E14E  FERFUYY—Z |

AVTUY T4 03T IDEER (GUD

GUI [Mail Policies]
[Dictionaries]

14-1 [Dictionaries] R—

T4 aFymEM

A7w7 1 [Dictionaries] [Add Dictionary] [Add Dictionary]

Cisco IronPort AsyncOS 7.3 for Email a> 74 Xalb—Y3> /4 F
m. 0L-23078-01-J |



| $148 FTHRXFYY-—R

14-2 [Dictionaries] R—

ATvT 2
AT7wvF 3 [Match Whole Words Only]

P.14-436
ATv7 4
P.14-436
ATwT 5 ID ID
ABA
ID
Cisco IronPort AsyncOS for Email Advanced Configuration Guide
Using Message Filters to Enforce Email Policies

ATv7T 6

P.14-431
AT T

Cisco

Cisco IronPort AsyncOS 7.3 for Email a> 74 ¥alb—Y 3> A/ F
| oL-23078-01-J .m



E14E  FERFUYY—Z |

IronPort AsyncOS for Email Advanced Configuration Guide Using Message

Filters to Enforce Email Policies Threshold Scoring for Content
Dictionaries
Z2Fv 7 8 [Add]
ATv7 9
[Dictionaries]
~
(i) *
MIME
AXFENMXFERA L-EED—H
AsyncOS /
codename
codename CodeName
SL2ICT—HTLEEOHDER
codename codename
code codenam

BEDY—

Cisco IronPort AsyncOS 7.3 for Email a> 74 Xalb—Y3> /4 F
m. 0L-23078-01-J |



| $148 FTHRXFYY-—R

T4 F) DEE

A7w7 1 [Dictionaries]
[Edit Dictionary page]
ART9T 2 [Submit]

AFvT 3

T4 a3+ OEIK

AFvFT 1
ATFvF 2

AFv7T 3 [Delete]
ATv7 4
ATwT 5

ATFvT 6

Cisco IronPort AsyncOS 7.3 for Email a> 74 ¥alb—Y 3> A/ F
| oL-23078-01-J .m



E14E  FERFUYY—Z |

T4223aFVDAR—F

GUI
27w 7 1 [Dictionaries] [Import Dictionary] [Import
Dictionary]
14-3 [Import Dictionary] R—<
ATvT 2
ATv7 3
Y
(¥)
ATvT 4 AsyncOS
ATvT 5
ATv7 6 [Next]
ATYT 7T [Add Dictionary]
A7y 8
ATv7 9

Cisco IronPort AsyncOS 7.3 for Email a> 74 Xalb—Y3> /4 F
14-438 OL-23078-01-J |



| 8148 FTFAFYVY—R

T4923FVDOITHYRAR—F

GUI
A7w7 1 [Dictionaries] [Export Dictionary] [Export
Dictionary]
B 14-4 [Export Dictionary] X—

ATFvFT 2
AFvT 3

ATv7 4
AFvT 5
ATFvT 6

Cisco IronPort AsyncOS 7.3 for Email a> 74 ¥alb—Y 3> A/ F
| oL-23078-01-J .m



E14E  FERFUYY—Z |

ATV T4 aFTIDERAEELUTAR

P

T3 FIORE

n

dictionary-match()

4L )JL—JL

dictionary-match(<dictionary_name>)

dictionary_name

dictionary-match(Q)

Guide

body-contains()

*-dictionary-match()
subject-dictionary-match()

header-dictionary-match()

Cisco IronPort AsyncOS for Email Advanced Configuration

Dictionary Rules

& 141

Using Message Filters to Enforce Email Policies

AVTFIOY T400aFIDAvE—D T8 L—IL

L=

X

B

Ta49ary
Be

dictionary-match(<dict
ionary_name>)

dictionary-match()

secret_words

IronPort

Cisco IronPort AsyncOS 7.3 for Email a> 74 Xalb—Y3> /4 F
[ 14-440 |

0L-23078-01-J |



| $148 FTHRXFYY-—R

/ codename

bcc_codenames:
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}
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{
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TXANIZ7A4IELTDLP T4 923 FVEIHVRR— T BHEE

AF7v7 1 [Dictionaries] [Export Dictionary]
[Export Dictionary]

14-7 T4923aF)DTYRE—+

AFyF 2
ATFvFT 3
AFvT 4

THFAMYY—R

P.14-452

* notify()
notify-bcc()
P.14-459
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P.14-460
P.14-464
e DLP
DLP P.14-466
. IronPort
P.14-470
CLI textconfig GUI
GUI
P.14-448
ASCII
S
(G¥) CLI CLI ASCII
ASCII
P.14-448
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FERR TPANELTTER R YY—REASVR—FE&
UIHRR— LT BAHE

ASCII

P.14-450
P.14-451

TXRAMJY—ZXDOEE (GUD
GUI [Mail Policies]

[Text Resources]
[Text Resources]

14-8 [Text Resources] R—2
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FER L Y Y—ROEM

ATwF 1 [Text Resource] [Add Text Resource] [Add Text
Resource]
B 149 [Add Text Resource] R—<

ATy 2

ATv7 3

ATv7 4

ATvF 5 [Submit]

AFv7 6

TEXERAM YY—RDIEE

AFv 7 1 [Text Resources]
[Edit Text Resource]

A7y 2
AFyvFT 3
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TXRA M Y Y—ZXDHIBR

AFvFT 1

ATvF 2 [Delete]
AFvT 3
ATFv7 4

&

THERAL YY—RDA ViR— b

GUI
AFv7F 1 [Text Resources] [Import Text Resource] [Import
Text Resource]
14-10 [Import Text Resource] R—

ATFvF 2
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~
(i)
AFyvFT 3
ATvF 4  [Next]
AFwT 5
& A
ATy 7T

THERAMDY—RDITY RKR— b

GUI
ATv7F 1 [Text Resources] [Export Text Resource] [Export
Text Resource]
14-11 [Export Text Resource] X—2

ATFvFT 2
ATFvFT 3

AFvT 4
AFyFT 5
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TXALVY—RADERAE

[Text Resources] CLI
textconfig
= —
REZBETIYRA b
IronPort
IronPort
4
1. GUI listenerconfig
P.14-453
2. Add Disclaimer Text
P.6-208
3. add-footer() Cisco
IronPort AsyncOS for Email Advanced Configuration Guide Using
Message Filters to Enforce Email Policies
4,
P.11-361
GUI
[Text Resources] P.14-449
textconfig Cisco IronPort AsyncOS CLI Reference Guide
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DAFT—HoDHREFETFR FDEM

HTML Microsoft Outlook
multipart alternative
IronPort

Content-Disposition inline attachment
Cisco IronPort AsyncOS for

Email Advanced Configuration Guide Using Message Filters to Enforce
Email Policies Message Bodies vs.Message Attachments

GUI
B 14-12 JRF—ICRRFEZEHHES
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T4 DEEEEDEM

add-footer()
Add Disclaimer Text

LDAP Legal

legal .disclaimer
Add-Disclaimer-For-Legal-Team:
if (mail-from-group == "Legal")
{

add-footer("legal .disclaimer®);

REFEBELUV 742 7O aVEH

Cisco IronPort AsyncOS for Email Advanced Configuration Guide
Using Message Filters to Enforce Email Policies Action

Variables
GUI  [Text Resource] textconfig

(running textconfig command)

Enter or paste the message disclaimer here. Enter "." on a blank line to
end.

This message processed at: $Timestamp

Message disclaimer "legal.disclaimervar" created.

Cisco IronPort AsyncOS 7.3 for Email a> 74 Xalb—Y3> /4 F
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Current Text Resources:
1. legal.disclaimer (Message Disclaimer)

2. legal.disclaimervar (Message Disclaimer)

Choose the operation you want to perform:

- NEW - Create a new text resource.

- IMPORT - Import a text resource from a Ffile.
- EXPORT - Export text resource to a file.

- PRINT - Display the content of a resource.

- EDIT - Modify a resource.

- DELETE - Remove a resource from the system.

1>

mai l13.example.com>commit

Add-Timestamp:

if (mail-from-group == "Legal")

{

add-footer("legal .disclaimervar®);
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add-footer() inline attachment UTF-8 coded
attachment quoted printable attachment ASCII

REFHEAAVTEERT V- FARK

AsyncOS
AsyncOS

localeconfig

To: joe@example.com
From: mary@example.com
Subject: Hi!

< >

Hello!

Example.zip 2

MIME

To: joe@example.com
From: mary@example.com
Subject: Hi!

< >

Cisco IronPort AsyncOS 7.3 for Email a> 74 Xalb—Y3> /4 F
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Hello!
Example.zip
AsyncOS
US-ASCII 1SO-8859-1
localeconfig
AsyncOS

example.com> localeconfig

Behavior when modifying headers: Use encoding of message body
Behavior for untagged non-ASCII1 headers: Impose encoding of message body

Behavior for mismatched footer or heading encoding: Only try encoding
from

message body

Choose the operation you want to perform:
- SETUP - Configure multi-lingual settings.

[1> setup

[ oL-23078-01-J
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IT a header is modified, encode the new header in the same encoding as
the message body? (Some MUAs incorrectly handle headers encoded in a
different encoding than the body. However, encoding a modified header

in the same encoding as the message body may cause certain characters in
the modified header to be lost.) [Y]>

IT a non-ASCII header is not properly tagged with a character set and
is being used or modified, impose the encoding of the body on the
header during processing and final representation of the message?
(Many MUAs create non-RFC-compliant headers that are then handled in
an undefined way. Some MUAs handle headers encoded in character sets

that differ from that of the main body in an incorrect way. Imposing the
encoding of the body on the header may encode

the header more precisely. This will be used to interpret the content of
headers for processing, it will not modify or rewrite the header

unless that is done explicitly as part of the processing.) [Y]>

Footers or headings are added in-line with the message body whenever
possible. However, if the footer or heading is encoded differently
than the message body, and if imposing a single encoding will cause
loss of characters, it will be added as an attachment. The system will

always try to use the message body®s encoding for the footer or

Cisco IronPort AsyncOS 7.3 for Email a> 74 Xalb—Y3> /4 F
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heading. If that fails, and if the message body®s encoding is US-
ASCII, the system can try to edit the message body to use the footer"s
or heading®s encoding. Should the system try to impose the footer"s

or headings®s encoding on the message body? [N]> y

Behavior when modifying headers: Use encoding of message body
Behavior for untagged non-ASCII headers: Impose encoding of message
body. Behavior for mismatched footer or heading encoding: Try both

body and footer or heading encodings

Choose the operation you want to perform:

- SETUP - Configure multi-lingual settings.

localeconfig Cisco lronPort AsyncOS for Email
Advanced Configuration Guide Customizing Listeners

BHTTL— bk

notify() notify-copy()
Cisco lronPort
AsyncOS for Email Advanced Configuration Guide Using Message Filters
to Enforce Email Policies Action Variables ASCII

$Allheaders
From:

P.15-494
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14-13
grapewatchers@example.com grape_text
notify-copy()
1413 AVTUY T4 LEIZ&BEHDH
FUOFIOANABRT T L— bk
2
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From:
P.15-494

NRBLTFOFIAINRERNTYTL—F

14-14
14-14 A= RYS—TDTFUFIAILR AVTF ToTL— rOEAH
FOFI4 LA BNEH

14-3

& 14-3 FUF oA IR ENEY

T EEHZ5E

$To To:

$From From:

$Subject

Cisco IronPort AsyncOS 7.3 for Email a> 74 ¥alb—Y 3> A/ F
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* 14-3 TFOoFIANRBHNEH $FE)
i EEWASHE
$AV_VIRUSES

"Unix/Apache.Trojan", "W32/Bagel-F"

$AV_VIRUS_TABLE MIME-Part/Attachment

"HELLO.SCR" : "W32/Bagel-F"

<unnamed part of the message> :
"Unix/Apache.Trojan"

$AV_VERDICT

$AV_DROPPED_TABLE

"HELLO.SCR" : "W32/Bagel-f", "W32/Bagel-d"
"Love.SCR" : "Netsky-c", "W32/Bagel-d"

$AV_REPAIRED_VIRUSES

$AV_REPAIRED_TABLE

"HELLO.SCR" :
"W32/Bagel-F"

$AV_DROPPED_PARTS

"HELLO.SCR", "CheckThisOut.exe"

$AV_REPAIRED_PARTS

$AV_ENCRYPTED_PARTS

$AV_UNSCANNABLE_PA
RTS

$Date MM/DD/YYYY
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® 14-3 TFOoFIANRBHNEH $FE)
Pt ESMZSHIE
$Time
$GMTimestamp GMT
Received:
$MID
ID MID
RFC822 Message-Id
Message-1d
$Header
$Group
>Unknown<
$Policy
HAT
>Unknown<
$Reputation SenderBase
None
$filenames
$filetypes
$filesizes
$remotehost IronPort
$AllHeaders
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® 14-3 TOFIALANRBNEHR ()
Pt ESMZSHIE
$EnvelopeFrom Envelope
From <MAIL FROM>
$Hostname IronPort
N
() / $to
$To AV_
<None>

[Mail Policies] > [Incoming/Outgoing Mail
Policies] > [Edit Anti-Virus Settings] policyconfig -> edit ->
antivirus

RFC 822

p.9-322

N ABANE L UVESIERBBEMT Y TL— b

14-15
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14-15 NIVRX FTATPALILDINY 2 ZEHOF
~
GE) RFC-1891 DSN
14-16
14-16

ESt707 74 IILOES{ELBEDH

NIV RBHE S VESERBUEMNMESR

14-4
= 144 N REAER
it | BEHmZ5E
$Subject
$Date MM/DD/YYYY
$Time

[ oL-23078-01-J
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= 144 NV RBHEH (HE)

Pt EEWASHE

$GMTimeStamp GMT

Received:
$MID
ID MID
RFC822 Message-Id
Message-1d
$Header

$BouncedRecipient

$BounceReason
$remotehost IronPort

DLP &7 >7L— b
DLP RSA Email DLP

DLP Policy Manager DLP
DLP

14-17 DLP DLP
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DLP EXNZEH

14-17 DLP /K)o —TA R—TIIZHE>TLVS DLP EHIT>FL—F
DLP
#* 14-5 DLP BEMEH
=¥ BEETHZ5E
$DLPPolicy Email DLP
$DLPSeverity Low
Medium High Critical
$DLPRiskFactor
0 100
$To To:
$From From:
$Subject
$Date MM/DD/YYYY
$Time

[ oL-23078-01-J

Cisco IronPort AsyncOS 7.3 for Email av2s¥alb—varv #i4F g



E14E  FERFUYY—Z |

® 14-5 DLP BEHZEH (#%E)
Pt BEEFMASHE
$GMTimestamp GMT
Received:
$MID
ID MID
RFC822 Message-Id
Message-ld
$Header
$Group
>Unknown<
$Reputation SenderBase
None
$filenames
$filetypes
$filesizes
$remotehost IronPort
$AllHeaders
$EnvelopeFrom Envelope
From <MAIL FROM>
$Hostname IronPort
$bodysize
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& 14-5 DLP BHZEH (#i&)

£

BEERZLHE

$header]['string']

$remoteip

IronPort
IP

$recvlistener

$dropped_filenames

$filenames

$dropped_filename

$recvint

$timestamp

Received:

$Time

$orgid

SenderBase ID

$enveloperecipients

Envelope To <RCPT TO>

$dropped_filetypes

$filetypes

$dropped_filetype

[ oL-23078-01-J
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EELBHMT T L— bk

IronPort
HTML
HTML
14-18
B 14-18 BEETO774ILTAR—TIIZE>TWSBEELEATYTL—
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Graphical User Interface GUI;
[System Administration]
Command Line Interface CLI;

IronPort  Graphical User Interface GUI,
IronPort
Other Tasks in the GUI, page -441

GE)
IP P.B-588
e AsyncOS P.15-472
e AsyncOS P.15-482
. P.15-486
P.15-494
. P.15-495
. P.15-530
. P.15-541
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AsyncOS O7v 757 L—Fk

7w IFTTL— K9 BHIIC

AFvF 1

ATvT 2

AFvFT 1
A7y 2

ATvT 3

ATFyv7 4

GE)

AsyncOS

AsyncOS

GUI
AsyncOS

XML

CLI

GUI

AsyncOS
AsyncOS

P.15-474

GUI

P.15-480

P.15-473 CLI

suspendlistener
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GUI i 5D AsyncOS 7 v 75 L—FK

AsyncOS

AT7wF 1 [System Administration] > [System Upgrade] [Available Upgrades]
[Available Upgrades]

B 15-1 [Available Upgrades] R—2
ATy 2
AFvFT 3 configuration
ATv7 4

Y

GE)

GUI  [Configuration File] CLI  1loadconfig

ATv7T 5

ATv7 6 [Begin Upgrade]
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ATFvFT 7T

AT7wv7 8 [Reboot Now]

CLI™M5dD AsyncOS D7y 7 L—F

upgrade

configuration

N

()

loadconfig

TCP

WEDT7 v TTL—FHEEDELN

AsyncOS

AFvFT 1

10
Ctrl C
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||
> NS AL—] SN —]
AsyncOS 7v 745 L— FEREEDHRTE
AsyncOS
IronPort
2
IronPort IronPort
AsyncOS
IronPort
P.15-476
IronPort
AsyncOS
IronPort IronPort
P.15-477
[Security Services] > [Service Updates] 2
GUI
P.15-480 CLI
updateconfig
15-2 [Service Updates] R—
N
GE)
saveconfig

Cisco IronPort AsyncOS for Email Daily Management Guide
Managing the Configuration File
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JSRAAEEINE=VRATLDTYTITL—F
Cisco IronPort

AsyncOS for Email Advanced Configuration Guide Centralized
Management Upgrading Machines in a Cluster

ANJ—=22T FTvITTL—FOBE

IronPort IronPort

X 15-3 AM)—22Y TYTT— b OFE

B

F7A4T724—NLENLT- HTTP &

IronPort 7 75472

IronPort X7 L
FvIT—bF =1

IronPort Systems

AsyncOS
IronPort
IP
AsyncOS
P.15-477
80 443 IronPort
22 25 80 4766 upgrades. ironport.com
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||
A=V 7YFTITL—FRADRE T4 Y9 7 FLADEE
McAfee Anti-Virus IronPort AsyncOS
i AsyncOS
IP

X797 1 lronPort URL
ATyT 2 80 IP
AFwF 3 [Security Services] > [Service Updates] [Edit Update Settings]
AFw7 4 [Edit Update Settings] [Update Servers (images)] [Local

Update Servers] 1 AsyncOS

McAfee Anti-Virus URL [Base URL]
X797 5 lronPort [Update Servers (list)]
ATv7T 6

VE—FT7yvTTL— FOBE

IronPort
AsyncOS

HTTP
HTTP
AsyncOS IronPort

[ oL-23078-01-J
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15-4 JE—F 7y FTF—FOAE

IronPort & X 7L
FyIT—F 5=

!
l

A8—2y FADHTTIP 7€ X%
175 Web H—/\

FT7A4T7 94— NENRLIzA 22—y bAD HTTP &

“B—hLHTTP &

IronPort 7 7S A7 >R

AFvTA1

ATv7 2

ATwF 3 GUI [Security Services] > [Service Updates] CLI
updateconfig

ATwF 4 [System Administration] > [System Upgrade] CLI  upgrade

JE—F 7Y FIL—FRICEATEIN—FOz7ELVVI MO T7TEHR
AsyncOS

e lIronPort Systems

e Web P.2-18
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||
~
(E) HTTP
IP

DNS
AsyncOS
e Web Microsoft Internet Information Services 1IS;

Apache
- 24
- AsyncOS 350 MB
JE—PFTF7YTITU—FR A A=CDKRRAT4 YT
http://updates.ironport.com/fetch_manifest._html
ZIP
IronPort
ZIP
[Edit Update Settings] CLlI
updateconfig
IronPort

AsyncOS

XML

ZIP

asyncos

[ oL-23078-01-J
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ZIP [Edit Update Settings]
CLI  updateconfig XML URL
IronPort
IronPort Support
Y
GE) AsyncOS
IronPort
AsyncOS
IronPort
-~ > S= =
GUINSDT7Y T L— FREEDHRTE
AsyncOS
AsyncOS
IronPort
P.15-486
AsyncOS
AT7wF 1 [Security Services] > [Service Updates] [Edit Update Settings]
[Edit Update Settings]
ATFvF 2 AsyncOS IronPort
AsyncOS
URL
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~
()  AsyncOS
IronPort McAfee Anti-Virus
IronPort
McAfee Anti-Virus
ATv7 3 AsyncOS
XML
URL
HTTP
ATvT 4
AFwFT 5 HTTP HTTPS
&
~ g NS — O —]
CLINSD7 v 7T L— FREMEDHKTE
AsyncOS IronPort
updateconfig
upgrade
A
() AsyncOS upgradeconfig AsyncOS

AsyncOS 6.5

updateconfig A< >

updateconfig AsyncOS
IronPort
upgrade
IronPort
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updateconfig
)
(i) ping
telnet 80
Telnet
l —
AsyncOS D{ET
AsyncOS AsyncOS
N
()  Async0S 7.0 6.5 AsyncOS
FIFARIREE/N\— 3 >
IronPort Quality Assurance IronPort
AsyncOS CASE Sophos
AsyncOS
AsyncOS AsyncOS 5.5.0

AsyncOS

BEROEEICHT IEELIESR

IronPort

revert
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revert

A

IronPort

RLEON—C30oDar74F¥aL—23Y I7ALNKRBRETT, AV T4
Xal—23Y I7AINICTRERKES Y EEA.

AsyncOS ExTDELT

revert

ATvTA1
FTP CcLli
mailconfig
ATvT 2

Y

GE)
ATvT 3 / /
ATv7 4
AFvT 5 CLI

revert

AFv7 6 CLI revert
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(i) IronPort

15
20

revert

mail .mydomain.com> revert

This command will revert the appliance to a previous version of
AsyncOS.

WARNING: Reverting the appliance is extremely destructive.

The following data will be destroyed in the process:

- all configuration settings (including listeners)

- all log files

- all databases (including messages in Virus Outbreak and Policy
quarantines)

- all reporting data (including saved scheduled reports)

- all message tracking data

- all IronPort Spam Quarantine message and end-user
safelist/blocklist data

Only the network settings for the Management interface will be
preserved.

Cisco IronPort AsyncOS 7.3 for Email a> 74 Xalb—Y3> /4 F
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Before running this command, be sure you have:

- saved the configuration file of this appliance (with passwords

unmasked)

- exported the lronPort Spam Quarantine safelist/blocklist database
to another machine (if applicable)

- waited for the mail queue to empty

Reverting the device causes an immediate reboot to take place.

After rebooting, the appliance reinitializes itself and reboots again
to the desired version.

Do you want to continue?

Are you *really* sure you want to continue? yes

Available version Install date
Available version Install date
1. 5.5.0-236 Tue Aug 28 11:03:44 PDT 2007
2. 5.5.0-330 Tue Aug 28 13:06:05 PDT 2007
3. 5.5.0-418 Wed Sep 5 11:17:08 PDT 2007

Please select an AsyncOS version: 2

Cisco IronPort AsyncOS 7.3 for Email a> 74 ¥alb—Y 3> A/ F
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You have selected "5.5.0-330".

The system will now reboot to perform the revert operation.

AFvT 7T 2
AFyv7T 8 2 interfaceconfig
IP
ATv7 9 1 FTP HTTP
AT97 10 XML FTP
GUI
AFv7T 1 XML
ATFvT 12 / /
ATv7 13
IronPort AsyncOS
» —
Y—ERD7 v TT—+
IronPort
[Security Services]
[Service Updates] CLI  updateconfig
[Service Updates] updateconfig IronPort
AsyncOS AsyncOS

P.15-472
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||
= (] N
[Service Updates] X—
[Service Updates] GUI  [Security Services]
IronPort
URL
HTTP HTTPS
Y
(G¥)  McAfee Anti-Virus IronPort AsyncOS
IP
McAfee Anti-Virus AsyncOS
IP
IronPort
URL
7y T T— FREEORSE
IronPort [Edit Update
Settings] [Update Servers (images)] [Update Servers
(list)] [Automatic Updates] [Interface] [Proxy Servers]
15-1 P.15-490
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15-5

15-5 A A=CBEFIVYRMETET Y TT— b —DOREHE
15-6 [Automatic Updates] [Interface]

15-6 [Automatic Updates] & & U [Interfaces] DR EE
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15-7

15-7 FOoxd Y—I\DOREE
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& 151 7y IT— MEEHE
B EiEA
[Update Servers IronPort
(images)] AsyncOS IronPort
Web
IronPort
AsyncOS
Sophos McAfee Anti-Virus
IronPort Anti-Spam IronPort Intelligent
Multi-Scan
PXE Engine
Web
e lronPort
IronPort
. Web
IronPort
URL
(G¥) IronPort Intelligent Multi-Scan
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;R L]
[Update Servers (lists)]
XML IronPort
Web
XML AsyncOS
McAfee Anti-Virus PXE Engine
IronPort
Web
Web
IronPort
XML
AsyncOS 80
P.15-477
[Automatic Updates] Sophos McAfee Anti-Virus
IronPort Anti-Spam IronPort Intelligent
Multi-Scan PXE Engine
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[Routing Table] McAfee Anti-Virus
PXE Engine IronPort
AsyncOS
[HTTP Proxy Server] IronPort AsyncOS PXE Engine

Sophos McAfee Anti-Virus
IronPort Anti-Spam
IronPort Intelligent Multi-Scan
Virus Threat Level
SenderBase Network Participation

[HTTPS Proxy Server] HTTPS

HTTPS IronPort
AsyncOS SenderBase Network
Participation PXE Engine

McAfee Anti-Virus

7T T— bk H—/I\DOHRE

IronPort

AFw7 1 lronPort
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Y
(GE)
McAfee Anti-Virus
McAfee Anti-Virus
ATy T 2
AsyncOS McAfee Anti-Virus
URL
AsyncOS McAfee Anti-Virus
URL
AT7wv7 3 IronPort
IronPort AsyncOS McAfee Anti-Virus
ATv7 4
HTTP
XML
BE)7 v IT— FORE
AFvTA1
ATvT 2
m h d

HTTP 7R¥%Y 4—/\DiEE (EE)
HTTP
AFvT 1 URL

ATFvFT 2
ATFvFT 3
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HTTPS 7R+ H—/\DiEE (EE)

HTTPS

ATFvT 1 URL
ATFvT 2
ATFvFT 3

EMENDESEXELR vE—SISHT BIE(E
7 FLADERTE

AsyncOS
e Anti-Virus
. notify() notify-copy()
GUI  [System Administration] [Return Addresses]

CLI  addressconfig
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15-8 [Return Addresses] R—¥
GUI
[Return Addresses] [Edit Settings]
[Submit]
72— b
IronPort
IronPort
GUI  [System Administration] > [Alerts] CLI
alertconfig
75— FDOBE
2
e [Alerts]
e [Alert Settings] [FROM:]
AutoSupport

AutoSupport
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F35—bh: 75— FREF. 75— 2. BLUVEEE

73— o8

System
Critical

P.15-503
P.15-505

AsyncOS

EXE

System

Hardware

Updater

Virus Outbreak Filters

Anti-Virus

Anti-Spam

Directory Harvest Attack Prevention

[Critical]
[Warning]

[Information]
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e RFC 2822 Header From
"alert@<hostname>"
alertconfig -> from CLI

e AutoSupport

e Information System
AutoSupport

EHEL-75— FOEE
AsyncOS

2 5
5 15 35 75 155 315

[Maximum Number of
Seconds to Wait Before Sending a Duplicate Alert]
5
60 5 15 35 60
120

SMTP L—kEXUT7 53— F

[Alert Recipient]
SMTP
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IronPort AutoSupport

IronPort
IronPort Systems
IronPort AutoSupport
AutoSupport status
AsyncOS
System Information
IronPort
P.15-503

Fo5—hk AytE—

Header From:

7o5—F®DFrom7 FLR

[Edit Settings] CLI  Cisco IronPort AsyncOS CLI Reference
Guide Header From:

75— rOH¥%
Subject: [severity]-[hostname]: ([class]) short message

75— FDEME

IronPort
AsyncOS
AsyncOS
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AsyncOS
. DNS MX A
- 5X AsyncOS
smtproutes
- DNS 30
30 DNS
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Date: 23 Mar 2005 21:10:19 +0000
To: joe@example.com
From: lronPort C60 Alert [alert@example.com]

Subject: Critical-example.com: (Anti-Virus) update via
http://newproxy.example.com failed

The Critical message is:

update via http://newproxy.example.com failed

Version: 4.5.0-419
Serial Number: XXXXXXXXXXXX=XXXXXXX

Timestamp: Tue May 10 09:39:24 2005

For more information about this error, please see
http://support.ironport.com

IT you desire further information, please contact your support
provider.
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75— FREBOEE

Graphical User Interface GUI,

[System Administration] GUI
GUI P.2-19
[Alerts]
15-9 [Alerts] R—2
Y
(GE) AutoSupport

[Alerts]

[Alerts]
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T 5— FREBFDEM

ATFv7T 1 [Alerts] [Add Recipient] [Add Alert Recipients]
15-10 FR75— FREEOERM

ATvF 2

AFv7 3

ATv7 4

BED7 55— FZEBDHRE

Z2T7v7 1 [Alert Recipients] [Configure
Alert Recipient]

ATvT 2

ATvT 3
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75— FREEDHIRR

AT7wv7F 1 [Alert Recipient]

ATy T 2 [Delete]
ATvT 3

75— FREEDRTE

75— FEREEDOHRSE

ATvF 1 [Alerts] [Edit Settings] [Edit Alert Settings]
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15-11 77— FEREEORSE
ATvT 2 Header From:
[Automatically Generated] ™alert@<hostname>"
ATv7 3
P.15-497
AT7w7 4 [lronPort AutoSupport] AutoSupport
AutoSupport IronPort AutoSupport
P.15-498
— AutoSupport Information System
AutoSupport
ATvT 5
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72—k UARFG

IronPort
critical information warning
$ip
$ip IP
TFUOFRINLTZ5—F
15-2 AsyncOS
= 15-2 RETIARRMENHDIT7VFRILT5—FOYR b+
77— k4 A yt— L NRoTA—=4
AS.SERVER.ALERT $engine anti-spam - $message $tb | engine
Critical
message
th
AS.UPDATE_ENOSPC Anti-Spam Update: Out of disk
space.
Critical
AS.TOOL.INFO_ALERT Update - $engine - $message engine
Information
message
AS.TOOL.ALERT Update - $engine - $message engine
Critical
1 message
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£ 15-2 RETHARMENHEIT7VFRIRLTI— DY+ (HE)
75— kA Ayt—U LA NI A—4
AS.UPDATE.ALERT Update - $engine - $message engine
Critical
message
AS.UPDATE_FAILURE $engine update unsuccessful.This engine
may be due to transient network or
DNS issues, HTTP proxy
s . . error
configuration causing update
transmission errors or
unavailability of
downloads.ironport.com.The
specific error on the appliance for
this failure is: $error
Warning
CASE
TFUOFIANRTI3—F
15-3 AsyncOS
% 15-3 RETHARMENHEITPUFIIILR 75— DY R+
75— k& Ayt—U LA NI A—4
AV.SERVER.ALERT/ $engine antivirus - $message $th engine
AV.SERVER.CRITICAL -
Critical
message
th
AV.SERVER.ALERT.INFO $engine antivirus - $message $th engine
Information
message
th
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= 15-3 RETHARMENRDHEITVFIANVATS5—FOYR+ ($#E)
77— kA A ytE—T LEREA NI A—4
AV.SERVER.ALERT.WARN | $engine antivirus - $message $tb engine
Warning
message
th
AV.UPDATE.ALERT.INFO $message message
Information
AV.UPDATE.ALERT.WARN |$message message
Warning
AV.UPDATE.ALERT $message message
Critical
AV.UPDATE_ENOSPC Anti-Virus Update: Out of disk
space.
Critical
MAIL.ANTIVIRUS. MID $mid antivirus $what error mid MID
ERROR_MESSAGE $tag
what
Critical
tag
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® 15-3 RETHARMENHBEITUFIAILR 75— LDV R+ (§FE)

7o5—h4 Ayt—T LN IND A=A
MAIL.SCANNER. MID $mid is malformed and cannot | mid MID
PROTOCOL_MAX_RETRY be scanned by $eng|ne. engine

Critical
T4 LY M)ERKE (DHAP) 75—+
15-4 AsyncOS DHAP

& 15-4 RETHARMENHD T4 LY P BBRE7S—FDOYR

75— k4 Ayt—2 LM NS A=A

LDAP.DHAP_ALERT LDAP: Potential Directory Harvest
Attack detected.See the system mail
logs for more information about this

attack.

Warning
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N—FOxz7 75—+

15-5 AsyncOS

% 15-5 RET DTN SHDN—FIZP7 75— FDURF
75— k4 Ayt—U LA NRNFIA—4
INTERFACE.ERRORS Port $port: has detected $in_err port

input errors, $out_err output errors,

$col collisions please check your \n_err
media settings.
Warning out_err
col
MAIL.MEASUREMENTS_ |The $file_system partition is at file_system
FILESYSTEM $capacity% capacity
Warning capacity
75 % %
MAIL.MEASUREMENTS_ | The $file_system partition is at file_system
FILESYSTEM.CRITICAL $capacity% capacity
Critical capacity
90 % 95 %

% 96% 97 %

SYSTEM.RAID_EVENT_ A RAID-event has occurred: $error | error RAID
ALERT -
Warning RAID-event

SYSTEM.RAID_EVENT_ A RAID-event has occurred: $error | error RAID
ALERT_INFO

Information RAID-event
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IronPort R/SLBRET7S5— +
15-6 AsyncOS IronPort

& 15-6 RETHAREMNH S IronPort R/IRLIBREFTS—FDYR +
77— k4 A ytE—T LA NTA—3
ISQ.CANNOT_CONNECT_OFF_ |I1SQ: Could not connect to host
BOX off-box quarantine at $host:$port

Information AsyncOS port

IP

ISQ.CRITICAL 1SQ: $msg msg

Critical IronPort
ISQ.DB_APPROACHING_ I1SQ: Database over $threshold% | threshold
FULL full

Warning IronPort
ISQ.DB_FULL I1SQ: database is full

Critical IronPort
ISQ.MSG_DEL_FAILED I1SQ: Failed to delete MID $mid | mid MID

for $rcpt: $reason g

rcpt all
Warning IronPort
reason
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% 15-6 RET HARENES H S IronPort RINLBEFZS—FDOY X b (#%E)
FTo—+4 A y—T LA NTA—=43
ISQ.MSG_NOTIFICATION_ I1SQ: Failed to send notification reason
FAILED message: $reason
Warning
ISQ.MSG_QUAR_FAILED
Warning
ISQ.MSG_RLS_FAILED ISQ: Failed to release MID $mid | mid MID
to $rept: $reason oy
rcpt all
Warning
reason
ISQ.MSG_RLS_FAILED _ ISQ: Failed to release MID $mid: | mid MID
UNK_RCPTS $reason
reason
Warning
ISQ.NO_EU_PROPS I1SQ: Could not retrieve $user's user

properties.Setting defaults

Information AsyncOS

ISQ.NO_OFF_BOX_HOST_

SET

I1SQ: Setting up off-box ISQ
without setting host

Information AsyncOS

[ oL-23078-01-J
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AsyncOS

= 15-7 RETHAREEAHSEL—TVRA N TAYIYVRAFTS—FDYR F
75— k4 IAyt—T LGB N A=A
SLBL.DB.RECOVERY_FAILED |SLBL: Failed to recover error
End-User Safelist/Blocklist
database: '$error’.
Critical /
SLBL.DB.SPACE_LIMIT SLBL: End-User current
Safelist/Blocklist database MB
exceeded allowed disk space: L
$current of $limit. limit
MB
Critical /
DATLTS5—F
15-8 AsyncOS
= 15-8 RETHARRENRHDIVRATLTS—FDUR+
75— k4 IAyt—T LGN IS A—4A
COMMON.APP_FAILURE An application fault occurred: error

$error

Warning
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#* 15-8 RETHARMENHEIRATLTFTI—FDYRF (FEE)
77— kA A yt—T LA N A—=4
COMMON.KEY_EXPIRED_A |Your "$feature” key has feature
LERT expired.Please contact your
authorized IronPort sales
representative.
Warning
COMMON.KEY_EXPIRING_A | Your "$feature" key will expire in | feature
LERT under $days day(s).Please contact
your authorized IronPort sales
. days
representative.
Warning
COMMON.KEY_FINAL _ This is a final notice.Your feature
EXPIRING_ALERT "$feature" key will expire in under
$days day(s).Please contact your davs
authorized lronPort sales y
representative.
Warning
DNS.BOOTSTRAP_FAILED |Failed to bootstrap the DNS
resolver.Unable to contact root
servers.
Warning
DNS
INTERFACE. Standby port $port on $pair_name | port
FAILOVER.FAILURE_ failure .
BACKUP_DETECTED pair_name

Warning NIC

[ oL-23078-01-J
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75— kA Ayt—T LA NTA—5
INTERFACE. Standby port $port on $pair_name | port
FAILOVER.FAILURE_ okay .
BACKUP_RECOVERED : pair_name
Information NIC
INTERFACE.FAILOVER. Port $port failure on $pair_name, | port
FAILURE_DETECTED switching to $port_other
port_other
Critical air name
NIC pair_
INTERFACE.FAILOVER. Port $port_other on $pair_name is | port
FAILURE_DETECTED_NO_ |down, can't switch to $port_other
BACKUP — port_other
Critical air name
NIC pair_
INTERFACE.FAILOVER. Recovered network on $pair_name | port
FAILURE_RECOVERED using port $port .
pair_name
Information NIC
INTERFACE.FAILOVER. Manual failover to port $port on port
MANUAL $pair_name
Information NIC pair_name
COMMON.INVALID_FILTER |Invalid $class: $error class Filter
Warning SimpleFilter
error
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= 15-8 RETBZARMESHEIXTLTFTI—FOVR+ (§EE)
75— kA Ayt—T LA NTA—5
LDAP.GROUP_QUERY_ LDAP: Failed group query $name, | name
FAILED_ALERT comparison in filter will evaluate

as false

Critical LDAP
LDAP.HARD_ERROR LDAP: work gueue processing name

error in $name reason $why

why

Critical LDAP
LOG.ERROR.* Critical
MAIL.PERRCPT.LDAP_ LDAP group query failure during
GROUP_QUERY_FAILED per-recipient scanning, possible

LDAP misconfiguration or

unreachable server.

Critical

LDAP
MAIL.QUEUE.ERROR.* Critical
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MAIL.RES_CON_START_ This system (hostname: hostname
ALERT.MEMORY $hostname) has entered a 'resource

conservation' mode in order to
prevent the rapid depletion of
critical system resources.RAM
utilization for this system has
exceeded the resource
conservation threshold of
$memory_threshold_start%.The
allowed receiving rate for this
system will be gradually decreased
as RAM utilization approaches
$memory_threshold_halt%.

Critical

memory_threshold_start

memory_threshold_halt

MAIL.RES_CON_START_
ALERT.QUEUE_SLOW

This system (hostname:
$hostname) has entered a 'resource
conservation' mode in order to
prevent the rapid depletion of
critical system resources.The
queue is overloaded and is unable

to maintain the current throughput.

Critical

hostname
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& 15-8 RETHARMNHEIVRATLTI—FDYR+ (#HE)

73— A Ayt—T LA NG A—4
MAIL.RES_CON_START_ This system (hostname: hostname
ALERT.QUEUE $hostname) has entered a 'resource

conservation' mode in order to queue_threshold_start

prevent the rapid depletion of
critical system resources.Queue
utilization for this system has queue_threshold_halt
exceeded the resource
conservation threshold of
$queue_threshold_start%.The
allowed receiving rate for this
system will be gradually decreased
as queue utilization approaches
$queue_threshold_halt%.

Critical
MAIL.RES_CON_START_ This system (hostname: hostname
ALERT.WORKQ $hostname) has entered a 'resource

conservation' mode in order to suspend_threshold

prevent the rapid depletion of
critical system resources.Listeners
have been suspended because the | resume_threshold
current work queue size has
exceeded the threshold of
$suspend_threshold.Listeners will
be resumed once the work queue
size has dropped to
$resume_threshold.These
thresholds may be altered via use
of the 'tarpit' command on the
system CLI.

Information
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#* 15-8 RETHARMENHEIRATLTFTI—FDYRF (FEE)
77— kA A yt—T LA NI A—4%
MAIL.RES_CON_START_ This system (hostname: hostname
ALERT $hostname) has entered a 'resource

conservation' mode in order to

prevent the rapid depletion of

critical system resources.

Critical
MAIL.RES_CON_STOP_ This system (hostname: hostname
ALERT $hostname) has exited 'resource

conservation' mode as resource

utilization has dropped below the

conservation threshold.

Information
MAIL.WORK_QUEUE_ work queue paused, $num msgs, num
PAUSED_NATURAL $reason

Critical reason
MAIL.WORK_QUEUE_ work queue resumed, $num msgs | num
UNPAUSED_NATURAL -

Critical
NTP.NOT_ROOT Not running as root, unable to

adjust system time

Warning NTP

IronPort
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= 15-8 RETBZARMESHEIXTLTFTI—FOVR+ (§EE)
75— kA Ayt—T LA NTA—5
QUARANTINE.ADD_DB_ Unable to quarantine MID $mid - | mid MID
ERROR quarantine system unavailable

Critical
QUARANTINE.DB_ Unable to update quarantine version
UPDATE_FAILED database (current version:

$version; target $target_version) target_version

Critical
QUARANTINE.DISK _ The quarantine system is file_system
SPACE_LOW unavailable due to a lack of space

on the $file_system partition.

Critical
QUARANTINE.THRESHOLD |Quarantine "$quarantine" is quarantine
_ALERT $full% full

Warning full

5% 50% 75 %

QUARANTINE.THRESHOLD |Quarantine "$quarantine" is quarantine
_ALERT.SERIOUS $full% full

Critical full

95 %
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#* 15-8 RETHARMENHEIRATLTFTI—FDYRF (FEE)
77— kA A yt—T LA N A—=4
REPORTD.DATABASE_ The reporting system has err_msg
OPEN_FAILED_ALERT encountered a critical error while

opening the database.In order to

prevent disruption of other

services, reporting has been

disabled on this machine.Please

contact customer support to have

reporting enabled.The error

message is: $err_msg

Critical
REPORTD.AGGREGATION_ |Processing of collected reporting threshold

DISABLED_ALERT

data has been disabled due to lack
of logging disk space.Disk usage is
above $threshold
percent.Recording of reporting
events will soon become limited
and reporting data may be lost if
disk space is not freed up (by
removing old logs, etc.).Once disk
usage drops below $threshold
percent, full processing of
reporting data will be restarted
automatically.

Warning

reportd
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= 15-8 RETBZARMESHEIXTLTFTI—FOVR+ (§EE)
75— kA Ayt—T LA NTA—5
REPORTING.CLIENT. Reporting Client: The reporting duration
UPDATE_FAILED_ALERT system has not responded for an

extended period of time

($duration).

Warning 1h 3m 27s
REPORTING.CLIENT. Reporting Client: The reporting
JOURNAL.FULL system is unable to maintain the

rate of data being generated.Any

new data generated will be lost.

Critical
REPORTING.CLIENT. Reporting Client: The reporting
JOURNAL.FREE system is now able to handle new

data.

Information
PERIODIC_REPORTS. A failure occurred while building | report_title
REPORT_TASK.BUILD_ periodic report '$report_title".This
FAILURE subscription has been removed

from the scheduler.

Critical
PERIODIC_REPORTS. A failure occurred while emailing | report_title
REPORT_TASK.EMAIL _ periodic report '$report_title'. This
FAILURE subscription has been removed

from the scheduler.

Critical
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= 15-8 RETBZARMESHEIXTLTFTI—FOVR+ (§EE)
75— kA Ayt—T LA NTA—5
PERIODIC_REPORTS. A failure occurred while archiving | report_title
REPORT_TASK.ARCHIVE_F |periodic report '$report_title'. This
AILURE subscription has been removed

from the scheduler.

Critical
SENDERBASE.ERROR Error processing response to query | query

$query: response was $response

response raw

Information SenderBase
SMTPAUTH.FWD_SERVER_ |SMTP Auth: could not reach ip IP
FAILED_ALERT forwarding server $ip with reason:

why

$why

Warning SMTP
SMTPAUTH.LDAP_QUERY_ |SMTP Auth: LDAP query failed,
FAILED see LDAP debug logs for details.

Warning LDAP
SYSTEM.HERMES_ While preparing to ${what}, failed | error
SHUTDOWN_FAILURE. to stop mail server gracefully:
REBOOT ${error}$what:=reboot

Warning
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= 15-8 RETBZARMESHEIXTLTFTI—FOVR+ (§EE)
75— kA Ayt—T LA NTA—5
SYSTEM.HERMES _ While preparing to ${what}, failed | error
SHUTDOWN_FAILURE. to stop mail server gracefully:
SHUTDOWN ${error}$what:=shut down

Warning
SYSTEM. Error updating recipient validation | why
RCPTVALIDATION.UPDATE_ |data: $why
FAILED -

Critical
SYSTEM.SERVICE_ Tech support: Service tunnel has
TUNNEL.DISABLED been disabled

Information IronPort

SYSTEM.SERVICE_ Tech support: Service tunnel has port
TUNNEL.ENABLED been enabled, port $port

Information IronPort
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15-9 AsyncOS

® 159 RETBHARMESAHEITYITT—F2 75— FOVR L
75— k4 Ayt—U LA NTA—4
UPDATER.APP.UPDATE_A |$app abandoning updates until a app
BANDONED new version is published.The $app
. ; . attempts
application tried and failed
$attempts times to successfully
complete an update.This may be
due to a network configuration issue
or temporary outage
Warning
UPDATER.UPDATERD.MA |The updater has been unable to threshold
NIFEST_FAILED_ALERT |communicate with the update server
for at least $threshold.
Warning
UPDATER.UPDATERD.RE |$mail_text mail_text
LEASE_NOTIFICATION - . .
Warning notification_subject

UPDATER.UPDATERD.UP
DATE_FAILED

Unknown error occured: $traceback

Critical

traceback
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DAIWNRBEEDT 4 IILE TS5—F

15-10 AsyncOS

Outbreak

% 1510 RETDARMENHDIVIILABEI(ILE TF53—FDOYR L
77— k4 ry—T LA NS A=A
VOF.GTL_THRESHOLD_ |lronPort Virus Outbreak Filters Rule | text
ALERT Update Alert:$text All rules last

updated at: $time on $date. .

: time
Information date

AS.UPDATE_FAILURE |$engine update unsuccessful. This engine
may be due to transient network or
DNS issues, HTTP proxy
configuration causing update
transmission errors or unavailability
of downloads.ironport.com.The
specific error on the appliance for
this failure is: $error

error

Warning
CASE
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15-11 AsyncOS
% 15-11 RETHARMENDHDVFIXFIYLT T5—FDYRX b+
77— k4 AytE—T LEH NRoTA—4
CLUSTER.CC_ERROR.AUTH_ Error connecting to cluster name
ERROR machine $name at IP $ip - $error
- $why$error:=Machine does
not appear to be in the cluster ip P
Critical
why
CLUSTER.CC_ERROR.DROPPED |Error connecting to cluster name
machine $name at IP $ip - $error
- $why$error:=Existing
connection dropped ip P
Warnin
arning why
CLUSTER.CC_ERROR.FAILED Error connecting to cluster name
machine $name at IP $ip - $error
- $why$error:=Connection
failure ip P
Warning why
CLUSTER.CC_ERROR.FORWAR |Error connecting to cluster name
D_ machine $name at IP $ip - $error
FAILED - $why$error:=Message forward
failed, no upstream connection ip P
Critical
why
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% 15-11 RETHARMENRDHEIISTRAEZVVIT T5—FOYR b+ ($EE)
77— kA AytE—T LA NI A—4%
CLUSTER.CC_ERROR.NOROUT |Error connecting to cluster name
E machine $name at IP $ip - $error

- $whys$error:=No route found

Critical ip IP

why

CLUSTER.CC_ERROR.SSH_KEY |Error connecting to cluster name

machine $name at IP $ip - $error
- $why$error:=Invalid host key

Critical SSH ip IP
why
CLUSTER.CC_ERROR.TIMEOUT |Error connecting to cluster name

machine $name at IP $ip - $error
- $why$error:=Operation timed

out ip IP
Warning why
CLUSTER.CC_ERROR_NOIP Error connecting to cluster name
machine $name - $error - $why
Critical
IP | why
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% 15-11 RETHARMENRDHEIISTRAEZVVIT T5—FOYR b+ ($EE)
77— kA AytE—T LA NI A—4%
CLUSTER.CC_ERROR_NOIP. Error connecting to cluster name
AUTH_ERROR machine $name - $error -
$whys$error:=Machine does not
appear to be in the cluster why
Critical
CLUSTER.CC_ERROR_ Error connecting to cluster name
NOIP.DROPPED machine $name - $error -
$whyS$error:=Existing
connection dropped why
Warning
IP
CLUSTER.CC_ERROR_ Error connecting to cluster name
NOIP.FAILED machine $name - $error -
$whySerror:=Connection
failure
why
Warning
IP
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£ 15-11 RETBARMESHEISXEVIT FS5—FODYRF (§HE)
FTo—+4 Ayt— LA NTA—=%3
CLUSTER.CC_ERROR_ Error connecting to cluster name
NOIP.FORWARD_FAILED machine $name - $error -
$why$error:=Message forward
failed, no upstream connection
why
Critical
IP
CLUSTER.CC_ERROR_ Error connecting to cluster name
NOIP.NOROUTE machine $name - $error -
$why$error:=No route found
Critical why
IP
CLUSTER.CC_ERROR_ Error connecting to cluster name
NOIP.SSH_KEY machine $name - $error -
$whySerror:=Invalid host key
Critical why
IP
SSH
CLUSTER.CC_ERROR _ Error connecting to cluster name
NOIP.TIMEOUT machine $name - $error -
$why$error:=Operation timed
out
why
Warning
IP
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# 15-11 RETHARENDHDITRFIIVVIT 75— DYR+ ()
75— kA Ayt—T LA NTGA—5
CLUSTER.SYNC.PUSH_ALERT |Overwriting $sections on name
machine $name
Critical

sections

2y FI—UREEDERE

IronPort
System Setup Wizard
P.3-50 System Setup Wizard systemsetup
DNS
* sethostname
e DNS GUI dnsconfig
o GUI routeconfig setgateway

e dnsflush

VATLRA MEDER

CLI
sethostname IronPort
commit
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sethosthame <> F

oldname.example.com> sethostname

[oldname.example.com]> mail3.example.com

oldname.example.com>

commit

CLI

oldname.example.com> commit

Please enter some comments describing your changes:
[1> Changed System Hostname

Changes committed: Mon Jan 01 12:00:01 2003

mail3.example.com>

FAALY R—L X T L (DNS) BREEDHRTE

GUI  [Network] [DNS] dnsconfig
IronPort DNS
. DNS DNS
« DNS
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. DNS
« DNS

DNS H—/\DiEE

IronPort AsyncOS DNS
DNS DNS
DNS
DNS
DNS
AsyncOS DNS
DNS
DNS
DNS in-addr.arpa PTR
.eng
1234 .eng 172.16
DNS eng,16.172.in-addr.arpa

BRI ETSZA4F) T2

DNS AsyncOS
0 DNS DNS
AsyncOS
DNS
DNS
DNS
IP
60 1
60 2
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| #1558 RTLEER
15 45
3 5 10 45
4 DNS 2 0 1
1 1 2
& 15-12 DNS 4—/3, T34 AT 4. B&UELA LT FEROA
TS3A4F VT4 =R BALTI R ()
0 1234 1.235 5 5
1 1.2.3.6 10
2 1.2.3.7 45
AsyncOS 0 2
0 1 1
0
1 1.2.3.6 2
1.2.3.7
0
1 2
A3 =3y b b—F =/ \DFEH
IronPort AsyncOS DNS
DNS
Y
GE) DNS
HEEDNSILYITYTDRAL LTIk
IronPort
DNS
DNS IP
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IP
DNS PTR PTR
DNS A
A PTR
A
IP Host Access Table HAT;
P.15-532
DNS
20 0
DNS
0 DNS
DNS 75—+
Failed to bootstrap the DNS
cache
DNS
DNS
DNS
DNS v v>ado VU7
GUI  [Clear Cache] dnsflush DNS
dnsflush
Cisco IronPort AsyncOS CLI Reference Guide

DNS
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F524ha—H A3 —Tx (4 A%ZEMALT- DNS BEED

Graphical User Interface GUI,

%{!II
filt

[Network] [DNS]
15-12 [DNS] R—2
DNS GUI
AT7wvF 1 [Edit Settings] [Edit DNS]
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|
15-13 [Edit DNS] R—<

AFvT 2 DNS DNS
DNS DNS
ATvT 3 DNS ID [Add Row]
DNS

DNS P.15-532

ATy 4 DNS DNS
IP [Add Row]
Y
(GE) 1 DNS
IP
DNS

ATv7 5 DNS
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| |
ATvT 6 DNS
27w 7 7 [Clear Cache] DNS
ATv7 8
TCP/IIP 327499 IL— FDEKRTE
GUI  [Network] [Routing]
CLI  routeconfig
A2T499 IL—FOEE (GUID)
[Network] [Routing]
ARET4 Y L—bDEM
A7wv7 1 [Routing] [Add Route] [Add Static
Route]
15-14 RET4 99 L— FDER
ATy 2
ATvT 3 IP
ATv7 4 IP
ATvT 5
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RAT4 99 IL— FDOHIK

AT7wv7 1 [Static Routes]

AFvT 2 [Delete]
ATvT 3

ABTF499 L—FORE

AT7w7 1 [Static Routes]

ATFvFT 2
ATFvFT 3

T4V TF—FrOA4DEE (GUI)

X797 1 [Routing] [Default Route]
Static Route]

15-15 T4+ F— ko4 0OEE

AFvT 2 IP
AFvT 3

[Edit Static Route]

[Edit

Hl_ Cisco IronPort AsyncOS 7.3 for Email av 21 ¥alL—v3 v A4 F

0L-23078-01-J |



| 158 SRTLER

||
— N =)
TIAHILE TF—Fro A DERE
GUI  [Network] [Static Routes]
GUI P.15-538 CLI  setgateway
= & o >
admin 21 —5O/\XJ7—FZEE
admin GUI CLI
GUI [System Administration]

[Users] Cisco IronPort AsyncOS
for Email Daily Management Guide Common Administrative Tasks
admin CLI password

6 password
Y
() commit
N ENch
IPA—ZADHY bT—9 7V 2ADEE
IP
IP
IP CIDR
AsyncOS IP
IP
GUI  [Network Access] CLI  adminaccessconfig > ipaccess
15-16
IP

[Network Access]
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15-16 [Network Access] R—

GUI

AT7wF 1 [System Administration] > [Network Access]
ATwF 2 [Edit Settings]
ZAFwv7 3 [Only Allow Specific Connections]
AFv7 4 IP
IP IP CIDR

AFyT 5

A5 4> 1\F—namn

SSH Telnet FTP Web Ul
CLl
GUI
CLI  adminaccessconfig > banner
80 x 25 2000

/data/pub/configuration

15-17 Web Ul
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15-17 NF—BFFTEhi- Web Ul 0T 1 VEE

O AT L

IronPort
NTP GUI  [System
Administration] [Time Zone] [Time Settings]
CLI  ntpconfig settime settz
= o A

[Time Zone] X—¥

[Time Zone] GUI  [System Administration]
IronPort

GMT

BRI DER
IronPort

X797 1 [System Administration] > [Time Zone] [Edit Settings]

[Edit Time Zone]
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15-18 [Time Zone] R—

AFyF 2
ATFvFT 3

GMT # 7t v FDER

AT7wv7 1 [System Administration] > [Time Zone]
[Edit Time Zone]

AT7TyT 2 [GMT Offset]

B 15-19 [Time Zone] R—

AT7w7 3 [Time Zone]

[Edit Settings]

[Time Zone Setting]

GMT
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||
SJL = =
Bz E DS (GUD)
IronPort [System Administration] >
[Time Settings] [Edit Settings] [Edit Time
Settings]
15-20 [Edit Time Settings] R—2
v k77— 44 L 7O L)L (NTP) REDHE (Time Keeping
Method)
NTP NTP
ZAFwvF 1 [System Administration] > [Time Settings] [Edit Settings]
[Edit Time Settings]
ATwvF 2 [Time Keeping Method] [Use Network Time Protocol]
ATvF 3 NTP [Add Row] NTP

ATv7T 4 NTP

ATyF 5 NTP NTP
IP
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&

AT LEZIDEE (NTP —\Z2#EALEVAER)

NTP
ZAT7wvF 1 [System Administration] > [Time Settings] [Edit Settings]
[Edit Time Settings]
AT7wF 2 [Time Keeping Method] [Set Time Manually]
ATvT 3
ATvF 4 [AM] [P.M.]
AFwT 5
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C300D/C350D/C360D 7 75 1
TUADA 2—TIE

C300D/C350D/C360D

IronPort C300D
AsyncOS
C300D C350D C360D
C300D C350D
C360D
C300D P.16-545
C300D P.16-549

IronPort Mail Merge IPMM P.16-551

BME:C300D 7 TS5M4 7R

C300D
AsyncOS C300/350/360

C300D
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C300D M:ENntHE

C300D
IronPort

BN RE

e 256 IronPort Virtual Gateway

Cisco lronPort AsyncOS for Email Advanced
Configuration Guide Customizing Listeners

IronPort Mail Merge IPMM  IronPort Mail Merge IPMM

IronPort Mail Merge IPMM P.16-551

. C300D

P.16-550
. C300D

C300D TT a1 t—ILIZEch B #hE
C300D AsyncOS

C X-Series
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C300D/C350D/C360D 7 754 7 Y ADA r—T )Lk

i L TULVELVHEE

IronPort Anti-Spam

IronPort

11

SenderBase Network Participation

RSA Data Loss Prevention DLP;
RSA DLP C300D

C300D/350D

IronPort Anti-Spam
9

C300D

SenderBase Network Participation
C300D
8 12

C300/350D

[ oL-23078-01-J
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C300D IZEA SN 5 AsyncOS #gE

C300D AsyncOS
C300D 16-1
#* 16-1 C300D 7 754 7V RIZ&Fh S AsyncOS #iE
BERE ENER
DomainKeys £4 DKIM/DomainKeys
Cisco IronPort AsyncOS for Email Advanced
Configuration Guide Email Authentication
SRER Cisco IronPort AsyncOS for Email Advanced
Configuration Guide Centralized Management
BiEXAY F) VT
destconfig
Cisco IronPort AsyncOS for Email
Advanced Configuration Guide Configuring
Routing and Delivery Features Controlling
Email Delivery
N U RRREE Cisco
IronPort AsyncOS for Email Advanced Configuration
Guide Configuring Routing and Delivery
Features IronPort Bounce Verification
FEEHE Cisco lronPort AsyncOS
for Email Daily Management Guide Common

Administrative Tasks

FL—R (F1R89%) Debugging Mail Flow Using Test Messages: Trace,
page -446
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C300D 77347V ARMD

AFvFT 1

GE)

£ 16-1 C300D 7754 7V RIZEFEN S AsyncOS #i: (FE)

HERE EBnTEER

VLAN. NIC R7 Y% | Cisco lronPort AsyncOS for Email Advanced
Configuration Guide Advanced Network

Configuration

FFvarvoroF
YANVR IOy

P.9-304

%l,..l'll

¥E

C300D
System Setup Wizard
C300D IronPort
[System
Administration] > [Feature Key] CLI  featurekey
N
() Sophos McAfee Anti-Virus
30
System Setup Wizard GUI CLI

IronPort C300D

C300D/C350D
AsyncOS

[ oL-23078-01-J
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)V —REERT BNV AKEDNEE

C300D

N

GE)

JY—REHHT NI REBEEEA 12— TILIZT B4

mai I3.example.com> bounceconfig

Choose the operation you want to perform:

- NEW - Create a new profile.

- EDIT - Modify a profile.

- DELETE - Remove a profile.

- SETUP - Configure global bounce settings.

[1> setup

Do you want to bounce all enqueued messages bound for a domain if the
host is down? [N]> vy

10
AsyncOS 15
11
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IronPort Mail Merge (IPMM)

(3¥)  IronPort Mail Merge IronPort C300D

M=

IronPort Mail Merge

IPMM
IPMM
2
=

IronPort C300D Mail Merge

. IPMM

. 1

IronPort C300D
IronPort
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|

C300D

Mail Merge M {EFH
SMTPA>oxzovay

IPMM SMTP IronPort

C300D

IPMM IronPort C300D

SMTP
IronPort C300D SMTP

Cisco IronPort AsyncOS for Email

Advanced Configuration Guide Customizing Listeners

listenerconfig setipmm

IPMM
IPMM MAIL FROM  DATA 2 XDFN
SMTP MAIL FROM XMRG FROM DATA
XPRT
Mail Merge
ATvTA1 EHLO
ATvT 2 XMRG FROM:
ATv7 3
-1 XDEN

XDFN *PART=1,2,3...
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||
- RCPT TO:
RCPT TO: XMRG FROM RCPT TO
ATv7 4 XPRT n DATA
XPRT n
LAST
EREMR
HTML
&
FHEHR
IPMM 5
# 16-2 IPMM : FHZEH
*FROM *FROM Envelope From
Envelope From XMRG FROM:
*TO *TO RCPT TO:
*PARTS *PARTS
RCPT TO:

XPRT n
*DATE *DATE
*DK *DK DomainKeys

AsyncOS
DomainKeys
Cisco IronPort AsyncOS for Email Advanced
Configuration Guide Email Authentication
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&*TO;

S
Ayt—o0H 1
From: Mr.Spacely <spacely@sprockets.com>
To: &First_name;&last_name;&*TO;

Subject: Thanks for Being a Spacely Sprockets Customer

Dear &first_name;,

Thank you for purchasing a &color; sprocket.

IronPort C300D

N—y 7t

SMTP DATA IPMM 1
XPRT

*PARTS
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AvE—U0H 2 18—V 1)
From: Mr. Spacely <spacely@sprockets.com>
To: &First_name; &last _name; &*TO;

Subject: Thanks for Being a Spacely Sprockets Customer

Dear &first_name;,

Thank you for purchasing a &color; sprocket.
> o
AvtE—onh 2 18—V 2)
Please accept our offer for 10% off your next sprocket purchase.

IronPort C300D
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IPMM # & U DomainKeys E%

IPMM DomainKeys DomainKeys
*DK

XDFN first_name="Jane'" last_name="User" color="red" *PARTS=1,2
*DK=mass_mailing_1

mail_mailing_1 DomainKeys

m I VR NOH L.

IPMM

SMTP
XMRG FROM
XMRG FROM: <sender email address>
SMTP MAIL FROM:
IPMM IPMM XMRG FROM:

XDFN

XDFN <KEY=VALUE> [KEY=VALUE]

XDFN

*PARTS XPRT
*PARTS
XPRT
*FROM  *TO
*DATE
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XPRT

XPRT index_number LAST

Message
XPRT SMTP DATA
SMTP DATA
LAST Mail Merge
LAST
== - =
EHEERICET S FTESE
e XDFN
IronPort
C300D 1 4 KB
. /
HTML
&trade; HTML
XDFN trade=foo
HTML &trade; IPMM
foo GET URL
&
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IPMM 51 >/ t—2 3 DOl

2 IPMM
2 Jane User Joe
User
IronPort C300D
SMTP
SMTP
220 ESMTP
EHLO foo

250-ehlo responses from the injector enabled for IPMM

XMRG FROM:<user@domain.com> [Note: This replaces the MAIL FROM: SMTP
command.]

250 OK

XDFN first_name="Jane" last_name="User" color="red" *PARTS=1,2

[Note: This line defines three variables (first_name, last_name, and
color) and then uses the *PARTS reserved variable to define that the
next recipient defined will receive message parts numbers 1 and 2.]

250 OK
RCPT TO:<jane@example.com>
250 recipient <jane@example.com> ok

XDFN first_name="Joe" last_name="User" color="black" *PARTS=1
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[Note: This line defines three variables (first_name, last_name, and
color) and then uses the *PARTS reserved variable to define that the
next recipient defined will receive message parts numbers 1 only.]

RCPT TO:<joe@example.com>

250 recipient <joe@example.com> ok

XPRT 1 [Note: This replaces the DATA SMTP command.]
354 0K, send part

From: Mr. Spacely <spacely@sprockets.com>

To: &First_name; &last_name; &*TO;

Subject: Thanks for Being a Spacely Sprockets Customer

&*DATE;

Dear &first_name;,

Thank you for purchasing a &color; sprocket.

2 LAST 2

XPRT 2 LAST

Please accept our offer for 10% off your next sprocket purchase.

Cisco IronPort AsyncOS 7.3 for Email a> 74 ¥alb—Y 3> A/ F
| oL-23078-01-J .m



#16E C300D/C350D/C360D 7 7547 YADA +—T NIt |

250 Ok, mailmerge message enqueued

250 Ok, mailmerge message queued

Jane User
From: Mr. Spacely <spacely@sprockets.com>
To: Jane User <jane@example.com>

Subject: Thanks for Being a Spacely Sprockets Customer

message date

Dear Jane,

Thank you for purchasing a red sprocket.

Please accept our offer for 10% off your next sprocket purchase.

Joe User
From: Mr. Spacely <spacely@sprockets.com>
To: Joe User <joe@example.com>

Subject: Thanks for Being a Spacely Sprockets Customer
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message date

Dear Joe,

Thank you for purchasing a black sprocket.

IronPort IPMM
IPMM IronPort
IPMM IronPort
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IronPort M-Series X311 7«
BEB7ISAT7 R

IronPort M-Series IronPort

IronPort
IronPort M-Series

. P.17-563
. P.17-564
. P.17-566
IronPort M-Series IronPort
IronPort
M-Series
AsyncOS

IronPort C-Series  X-Series

IronPort M-Series
IronPort

[ oL-23078-01-J
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IronPort M-Series

AsyncOS
. IronPort

IronPort
IronPort AsyncOS for Security Management User Guide

ry b= TSo=0F

IronPort M-Series
DMZ

DMz 17-1
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17-1 IronPort M-Series 7 754 7 VA28 —RABRY FD—HRE
5488 DMZ DMZ 1o 3
i P *ykI—Y
C-Series 77547 VR
»M-Series 7 754 7 X,
A Y
| R
C-Series 775472 ¢
4
- |
#
C-Series 77547 VR TN—TFHz7?
REBL—
IronPort
1 IronPort M-Series 1 IronPort
C-Series X-Series
IronPort
C-Series X-Series
IronPort
17-1 IronPort M-Series DMZ
DMZ  IronPort
DMz MTA
IronPort M-Series
IronPort

Cisco IronPort AsyncOS for Email Daily Management Guide
Quarantines

=)L 78— LW IronPort M-Series 7 7547 X
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