CHAPTER

ACS TOEH & LKR—

[Monitoring and Reports] FeURTF A~V Web A ' F—T =4 X U 4 FUICERREINET, Z
® Fu 7ZiE, [Launch Monitoring and Report Viewer] 7+ a 3% D £7,

Monitoring and Report Viewer (21X, %~ FU—27 N®D ACS ¥ — NIx 9 5 EERE, LA — MERE,
BLOMT TN a=T 4 Y ITBREFHAONTVET, @ERLA—E T TNV a—T 4T %
FATT DD, MErT, RE, BLORZWT —%% 1 2L ED ACS — in bl T& £97,

F > U —21Z Network Access Device (NAD) % #% i L T, Monitoring and Report Viewer IZ syslog
AvE—VEEETEET, ZORELFTTHITIE, NAD Or X7 R"— % UDP 20514 IZE
TOMERDHY ET,

e & 21X, vy U7 —27 N NAD % Monitoring and Report Viewer IZ syslog A v & — Y % E{F T
HEICTRITFE CLI a7 4 Falb—v gy E—RFTNAD RO A~y RE AT 20ERH Y
\i \a_o

1. logging monitor informational

2. logging origin-id ip

3. logging host ip transport udp port 20514 : ip Iy NV —27HNOa s 2L 7 XD IP 7 KLV AT
-?—O

4. epm logging

[Launch Monitoring and Report Viewer]| %27 Vv 27 325 &, XY Web A v X —T x4 A T 4

R 7 T Monitoring and Reports Viewer 23 & £9, ZOE2—7I2X, ROFrURH Y £7,

e Monitoring and Reports

* Monitoring Configuration (Monitoring and Report Viewer T®D A7 A DEIE & 5% E D FL |
(P.15-1) &),

[Monitoring and Reports] K2 VIZi%, ROEENRH Y 3,

e Dashboard : JEBH &7 ACS H— O (VTN H A LATEFINET), BfET7 774 €
T4, BEOEKEID R NIRRT HREEOENINERINET, [FyaRh—F =) (P11-2)
EHRLTLLIEE N,

o Alarms : FFATED VAT A NI =~ A% KT LEVVE ’5:% T £, WEDHHANZAT
i, THDLEWEEKRESNET, LEVWEEZBR LGS, 77 —20ERInET,
[7Z =122 T (P12-1) #BRL TS,

e Reports : BERLA—rDEy FEFHATEET, LFA—LFOFH] 2L TIZIN,

e Troubleshooting : ¥ A7 AR DT A MRLY R —h N Frazdyra—RT5Y— 1k d,
ACS VAT LD NTF TNy a—T 4 U TIZZNDY —ARHEENTWET, [Monitoring and
Report Viewer 2 L7= ACSD T TNy a—T 47 5B LTLIIEE N,
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* Support for non-English characters (UTF-8) : (k OTH H TIXRFELN O LFEHER T ET,
— Syslog A vt —v  REFRRLRBWEME, =—¥4 . ACS DA EREA TV =7 b
- GUIL AN 74— K
- T — R
— L — k& Interactive Viewer
- 77—A
- XyvaR—KLy s 7o
- R OHEHEDOT F A b

[Monitoring and Reports] K1 U ~_—ICTiE, ~— VIO FRE (v) 2#H L CHEHEOa T Y
HIEFRICTE, ARAI &) ZEALTar T Y EaRRTEET,

EEEE
o uALthEI/j—]\kuqé'fEJ (Pll2

BEILO— K &35

FyamlR—K R=

LAR— bOBEHMOE/e Y — R FFBFEL 2 — RT3, ERICEHINLZT 78R —E R, TRTEHR
éhtl—ﬁit IHEA N, BRETSIET AL AREOEH DO T IV IHWHEH-T, ZThbDLa—RK

ST B LAR— MRS THET, ACS TREIT IV DA LV AHX A LITRIEDOERI NI
X, FHEFIIS DISHEMAREREBS CEET,

BWAEL 72— FRIZ, BAELV 23— FOFEMz£RT 247 v a b0 4, M. ROBHNE
ESOE

e Authentication Details : ZROFEM, RIS L CGBIRENZT—E A, KU o—, HAl JEET
3@ éﬂf:ﬁ’%%fi E%gnwu uﬂz@uiﬁ“ﬂ;ﬂ

e Authentication Result : #& R DIEE DO NE,
o Steps : EUROWHRFZIATINICFIEDNEFN Y 2 R ENET,

PREDFEAIE BIT. FFEDER ZSEPR SNZHAZ I T 256, BLO. KW LESENRS L
TmEEICHFTLIEFIREZ T v X 74 55812 &“j%iﬁ”o

& O

Monitoring and Report Viewer #£#3 5L, EH ¥ Web A v ¥ —T7 =2 A U4V RUILH ¥
VaR— FNRRREINET,

ACS54121F, HLWHRZ~A XAHER L v 2R — KRR ONTHET, ¥ v vaR— RZiE#
TLER—PLy PRGEENTEY, 22T BRICAVOZ 2 — FEOT 7 —LELAR—F, BX
WACS A Y AH v ZADREEMEAT — X% A3, Monitoring and Report Viewer IZ X > THRA I E T,
INLOFZTITIE, FR—F Ly MNCRIRLET TV r—varBngEnsg, #HoR—rry b2
RRINDHENDHY £7,

EHARERT 7Y r—va DU A RND, T r—va VEBRTEET, 774/ M TR
Monitoring and Report Viewer D ¥ > & 2R — RIZIZRDEZ 7T T 7V r—va U RHEBEERTHE
R
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INDLDHTIEANAZ <A APARET, WOF T 2BEEEITHBRTE £,

e [General] : [General] # 7ITIZROEANY A & ET,
— [Five most recent alarms] : 77— ADL4RE 7 Vv 73D L, T I7—LDOFMEAT —X A%

NI EATOT Ry I AREREINET, ZOXATas Ry 7 2D [Status] ¥ 7 OIEH % T
HLC, T7—L%& b T oX 7 T&ET, [Status] ¥ 7D 7 4 —/v KOFHHIZ W T,
F12-52BBLTLTEEN,

[Favorite reports] : BXUIZAYD LR —FRT7 A7 7y MECERSNET, LA—FE2ER
THIZE, VAR RFOL4RIEZ Y v LET, ZOLAR— I, Interactive Viewer TR T
EET, ZOVARAPEDAZVA XL TBRUICAY LR—FEEOLZ LR TEET, ZhiZ
X, ZRMHDLER—= 22Xy v aRlR— b3 @@ TE £9,

¢ [Troubleshooting] : [Troubleshooting] # 7IZi%, IKDOXA > RH Y £,
— [Live Authentications] : €O HD 7 A TN ERINE T, O CFRENDH L a—

Kizzqnz2V) o 7TcEfd,

— [My Links] : BRIZAV DY 7 % Z DA NZEBIMTEET,
— [NAD Show Command] : Z DA 05, {FED NAD 7354 A L CEpra~vy RaE

- ® 2 0 T o

ITC&EET, NAD KRna~y REFETT DI, ROBIEEZITOLENRH Y £,

NAD @ IPv4 F721Z IPv6 IP 7 RV AZ AN LET (WZH),

NAD Oz —H4 L RAT—RE AN LET,

7'a haj b LT Telnet 721 SSHv2 #BIR L F3 (W),

R— b EBEANLET, T 740 M 23 TT (WH),

A X =T N NRAT—REANLET,

ay = b—N"EHEHT 8451, [Use Console Server] F= v 7Ry 7 A% A4 NI LE
R

ay = YP—D Ipvd £7203 Ipv6 7 R LA é"]\j] LET., ZO7 14—/ i [Use
Console Server] = v 7 R v 7 A& 4 A LI2HEICMEATT,

. NAD 2%t L CETT IR Ra~ FEAALLET (%H),

Monitoring and Report Viewer T NAD F/ra~v 2 FE2ETTH L &, LV FEMAREHRDO AT
EERENDGENH Y 9, [Progress Details] =X— D7 ¢ —/L KOFHIZ OV TIE,

# 14-5 %L TLL7ZEW, [Done]l 27 Y v 7 Licd &, [Show Results Summary] % 7
Vo r35E, £ 14-61T7T KO BRBRERRTEET,

[Authentication Lookup] : ZOR— R~y hEFEHA LT, T 74V hORT A —X THGE

— FE2ETLEY, 2P EZIIMAC 7 FLAICHT BBFELa— FERELEZY T%i
\?‘o T, VIR T A2V EHN LR — FR U R RSV MNIRT 5 RARA > ME
FIUAR— R &FEITTE £, [Authentication Lookup] &R— k L v h DFEHIZ DV TIE,
[[Authentication Lookup] " — k L v O #fE] (P.11-5) 2L T ES 0,

» [Authentication Trends] : [Authentication Trends] Z 7 IZIZR DA V13 H Y £,
— [Authentication Trend] : Fx K Cild 2 30 A OFRIEDEIN N 7T 7 4 AN BB TEREN

£V, V7T 4 ANARERTIE, FRA X7 ey S, RBEEA Y B ey hESRLE
R

BRRORRTIE, TNENDOBOME), K, BLTHIBRS N BREO RN RN SN ET,
ROATHICHLHRY > ((F]22)) ZEMALT, 2202 —ME2U0VHEX 52 LB TE
ij—o
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— [Top <N> Authentications] : Ef7 <N> HOFEIENR T T 7 4 DVIZER R INE T, KA X dih
WZ7my FEh, REEN Y ey hERET,

— [Authentication Snapshot] : /e K Tl 30 HRE]OFRIALD A F v F gy MBI T T 4 INipk
BRTERENET, T T A DVRFIRTHE, Va—RFOTV—=TMEORETRDL T 4 —b
FAXENZTmy b, BBRER Y #hic 7wy b ESiEd,

#FEXDFERTIL, [Category]. [Pass Count], [Daily, Weekly, or Monthly Pass Count], [Fail
Count], [Daily, Weekly, or Monthly Fail Count] N&E/RENET, MOFTHIZHLRE v
([F]EE) &HALT, 250 2—MEHRVERXL LB TEET,

« [ACS Health] : [ACS Health] # 71213, ACS A v 2 v 2D AT AMESIEL AAA ELMENE

RENFET, ZOFRIIRBEN TR RINET,

— VAT L AT —H AL, CPUMEMREL., AFVMARE., 74 27 AJy/HAHERE, &
Wopt 7 4 A2 & [local 74 A2 DT 4 AV HHRMDNRT A —=FIZ Lo THRESNET,

— AAA A7 —% A%, RADIUS L O TACACS+ OBIEIZ L > THRESNET,

JLI (Critical, Warning, Healthy) @ ElZ~ 7 2 KA v 2 2BETH L. ACS A LV AZ L AD

AT =B ARRET DHEEDNRTIINET, ACS £ VA Z U ZADERMEOFEMR 7T 7 1 I

RIZOWTIE, ACS A Y AZ L ADA4EZ Y v 7 LTLIEEW, ACS MO EK LR — k23

FRINET, TOLAR— I, Interactive Viewer TR TEX E T,

HovaBR—RDETIE, =— ARG TRECTEET, ¥y vaRh—NOEXTOREFIELIOL T
~NOT TV = a COBMFEDFEMCOW T, [¥yvaf—FADZ70%RE] (P11-6) 2%
LTS,

EENEYY

o [A—=11v bO#EIE) (P.11-4)

o [FyvalR—FRAOX 7O E] (P.11-6)
o (BT ~OT 7V r—aroiEn (P.11-7)

R"—kLvy FDRE

A—hrby MI, ¥y aR—RFRNO/PNIRERMILY 1 RUTHY, VT NLVEAL T T TR
KL AR— MR OB THERBRRINET, vy vaR—FAOKX 7L, 1 2B EOFR—F L b
PO ENTWET, 11-1 12, [General] # 7D 2 >DHR— L v h&ERLET,
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11 R—kLwy b
Top 5 Alarms £l -10] x|
Minimum Severity: Info
Severity MName Date * Cause
ﬁ}, Dafabase comersion Tue Jul 07 23:26:42 Database conversion has sucessfully completed
Q Critical Alarm &Waming Alarm @ Infarmation Alarrm
My Favorite Reports 1 =] B
Favorite Name =~  Report Name Report Type
ACS - Confiquration Audit- T ACS Instance=ACS_Configuration_Audit System Report
ACS - System Errors - Today ACS Instance=ACS_Svstern_Diagnosiics System Report
Authenfications - BA) Afa Protocol>RADIUS_Authentication System Report
A ications - B i A8 Protocol=RADILS_Authentication System Report
A tications - TA - Tog, A4 Protocol>TACACS _Authentication System Report
Authentications - TACACS - Yesterday AlA Protocol>TACACS _Authentication System Report | E
= == = &

[Top 5 Alarms] & [My Favorite Reports] 233l % DU 1 > RUICERENET, ZhH6DHEFR— Ly
~EERNCRE TE £T,

Kb Ly FERETHICE, vy Kook LBk smersy (@ 22907 LeT,
Monitoring and Report Viewer TiZ, =— XICHE TR — Ly NNOEREI A XA A TEET,
27 OB, fRE. HIBR, R—FLry NNOT 7V r—va VREDOHRE., BLOF— Ly FOHIER
EITH ZEMTEET,

[Authentication Lookup] R"— kL v b4k

w3 2R — RIZ [Authentication Lookup] " — kL v hZBMTE 7,

[Authentication Lookup] &"— ~ L v N ZBIT 2L, [ T~DT7 7V r—v = o (P.11-7)
L TLIZEN,

[Authentication Lookup] " — ~ L' v MIIZKRD 7 4 —/ FRH D £,

e [Username/MAC Address] : (B LA — N TEHMHA) =—F O —HF 4 F721F aa-bb-cc-dd-ee-ff
£ T MAC 7 K LA, Monitoring and Report Viewer Ti&, thOER D MAC 7 L A XA
TEEHEA,

e [View] : [Authentication] Z 3R L CERFEL A — b 2 E4T79 55>, [Summary] Z&R L TEH L
N—FE2EITLET,

* [Time Range] : #IR L7z [View] 7> 3 VTG U T, [Time Range] ke 7 # 7  UA K Ry
J AT — A PHHPAENE T, VAR — N OGO REFIHITE & 2R LT,

o [Start Date] : ([Custom time range] 47> 2 VEBRINT D LA X —T AR £7) BtAH 2R
LET,

* [End Date] : ([Custom time range] 47> a v Z&IRT D LA X —T NI Y F7) T HEER
Lij‘o
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e [Protocol]: [Protocol] Fr > 7FZ 7 U A K Ry 7 A5 [RADIUS] £ 7213 [TACACS+] &R
LET, mhanid, =2 RRA 2 MEHLR— N TIEBEINETA,

EEEA
o [HyvaR—FK =) (P11-2)

e [[Authentication Lookup] V" — k ®%Ef7| (P.11-6)

[Authentication Lookup] L'/R— F DE1T

[Authentication Lookup] LA — b & FEITT 55 AL, RO LEBELET,

* [Username or MAC Address] |Z aa-bb-cc-dd-ee-ff JERXDEEIEE L1ZHAEIX. 2O MAC 7 KL
AWK L CRBRELV AR — b FEIT SN D,

* [Username or MAC Address] I2Z DO ERDEZIEE LG AL, N2 —VF4 LR Sh, £
D2 — Ik U CRAE L H— b AET SN D,

e [Username or MAC Address] 7 4 —/L RRZEDHAIT, BIR L7270 b =2/L L EEEFEICS L TT
T AN EDNRT A —=Z L CREIEL R — RTINS (B ¥ s ~—2TRADIUS £7-1%
TACACS §8iE VAR — M2 ETT HEE L FER).

e [Username or MAC Address] 7 4 —/V NIZA %72 MAC 7 KL 2 fE%$5E L. [Summary View] A
TrarEERLEGEIE. = FRAV FERNLR— FRFETIND, BIRLZT v k2t
272 <, HIZRADIUS & ha/uiZxt LTy RARA Y FEH LR — EBRFEFTENET,

fBE L2 MAC 7 RLAERREDOHRTRWGEAIE, 22—V & RS, BR LRI L 7' n
ks LT —YRBREEA L AR — R EIT SN E T,

Avyaii— FROA jo)gﬁi
T, Ay vaR—FRNOXTOBREFELE X TICT TV r—ra U EBNT 5 5ECOWV T
LET, ZOHEOHERIL, KDOEEBY T,
o [Fyal—R~DZ7DEM (P.11-6)
o Xy aR—FNOZT7OLMER] (P.11-7)
o HyvadR—RoLA7vU FOEE] (P.11-8)
o [HyvaR—RhrboX 7O B (P.11-8)

Fyah—FkAD% TOEM

Monitoring and Report Viewer & v ¥ 2R — R TliX, ¥ v adh— RNOZX 7L 2T b HRExR
TIVr—va vk NAZSARTEET, ¥y var— RC¥T7E2BINT512F, ROFIEEFETL
£7.

AT7w7 1 Monitoring and Report Viewer 7>5., [Monitoring and Reports] > [Dashboard] % 3R L £,
[Dashboard] X— Y NFRENET,

ATwF 2 [Dashboard] X—YDF EREIZH B [Configure] Ka v 7H v VA NESZ Uy 7 LET,

AT7v7 3 [AddNewPagel %7V v 7 LET,

AT9F 4 [AddNew Page] 7F A b Ry 7 22, fERT 24 7 D4MIEATLET,
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ATYvF 5 [AddPagel %7V v 7 LET,

BN L2 LW TRMER ENET, 2OXT7 T, RHbEBICERTLI TV r—va 2EBINTEE
ﬁ_o

BI~ADTF)r—avmiEm
4FET TV = s v A, RO FIEEETLET.

AT7v7 1 Monitoring and Report Viewer #>5 ., [Monitoring and Reports] > [Dashboard] % 3R L £,
[Dashboard] X— Y NFRENET,
AFvFT 2 TV r—TalrEEMTHE T EERLET,

TNV = arEBHLWE ZIGENT 25480, 77V r—2a Y EBMTARNICE v ah— R
HLWETEBNTOMLERDD £,

AT7wF7 3 [Dashboard] <X—Y DA EMIZH 5 [Configure] Ke vy FX¥ v VA2 7 ) v 7 LET,
ATwvF 4 [Add Application] %7 V v 7 LE 7,
[Add Application] ¥ 1 > RURFERINET,

AFw7T 5 [ViewDashboard| 227 Vv 27 LT, #vvaf—REMTEE7 7V r—varDY A MEFRL
ij‘o

F72i1%. [Search Content] 7F A F Ry 7 AT SV r—v a2 VOLARTZ AN TEET,
TV = aryDUARBRRRINET,

RF9T 6 EMTHT TV r—a OO [Add] Vv 2 B2 v s LET
BIRLI=T 7V —va v RN TITBEIMENET, ZOX T THRIA—FEfFETEET,

FyaR—FAOS TJOLRTER
55yt ROBAEO S 7 DRI ERT HICIE, o FIREFETLET,

AFwv7 1 Monitoring and Report Viewer 7>5. [Monitoring and Reports] > [Dashboard] % 34K L £,
[Dashboard] X— Y NFRENET,

ATyFT 2 AWEEERTLIXYTERINLET,

AT7wF7 3 [Dashboard] <—Y DA EMIZH 5 [Configure] Ke vy FX¥ v U227 ) v 7 LET,

ATvF 4 [RenamePagel %7V v 7 LET,

AFw7 5 [Rename Page] 7F% A b Ry 7 ATHLWARTIZ AN LET,

AFvF 6 [Update] 227V v LET,
TR LVWARTTRRINET,

Cisco Secure Access Control System 5.4 1—4 H4 F
| oL-26225-01-J .m



H11% ACS TOEHELA—F |

B 5yiak—FRns JoBE

By alRk—FOLA7OFDER

By allR—RONy 7 TR 74—V EBRETEET, ACSIZIE, 9 FEHOMABIAZL LA T T bs
MESHATVET, oA 7Y P &2RIRT 51203, KOFIEZFEITLET,

ATv7F 1 Monitoring and Report Viewer 7>5 ., [Monitoring and Reports] > [Dashboard] % 3%&{R L £ 9,
[Dashboard] X— Y NFRENFET,

ATYT 2 VATUNEEETLXTERIRLET,

AT7wF7 3 [Dashboard] <—Y DA EMIZH 5 [Configure] Ke vy FX¥ v U227 ) v 7 LET,
VAT N AT arol A NRERENET,

AFvT 4 ZOZTIMATLVAT IS AZANOEDOA T var RE w27 ) v LET,

AFvF 5 [Savel] 7 Vw7 LTCLAT U EEFRELET,

FyaR— D% TOHEIER
¥y aR— Kinh 8 7 EHIRT BT, KON LET,

AT7w7 1 Monitoring and Report Viewer 7>5. [Monitoring and Reports] > [Dashboard] % 4R L £,
[Dashboard] X— Y NFRENET,

ATwF 2 [Dashboard] X—Y D EREIZH B [Configure] Ka v 7H o VA NESZ U v 7 LET,

25w 7 3 [ManagePages] %7 U v 27 LET,

ATw9F 4 [Page Display Order] U A b R 7 AT, HIRT 24 7 E2ERLET,

RF9F 5 B HUUys LT, BRUES 7 EHIRLET.

JURIY R T ERLR FE, HIRT 24 70RO LIt~ T A RA LV 2 E2BEITLE. 8 LS T A ariErahE
T, ZOT A&7 v LTCHXTEHIRLET,
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