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o [User Authentication| (P.2-2)
e [User Change Password] (P.2-3)

User Authentication

)

User Authentication A Y v RKif, WNElT —Z X=X 2L > T —HFDORIEEZITVE T,
ARIRTA—4
e Username

e Password

B8y

22— RRT—RFOEFEEZ 2EBEOFIETITOMLEDH DT 7V 7 —2 3 TliL, authenticateUser
AV REFERALET, e, Va7 EaRRLTa2—FIZRRAT— ROETEZERT 5 ACS
2P A F =T AR T TV r—a i, RO2OOFETI OLEAEEITLTWET,

1. :L_‘H-j&uuuﬁvd—é
2, 2—YP RRU—-KEEHET D,
NAT— REEFFTHITIE, ROFIEIZENE T,

UCP Web 77U r— g R LET,
oy R=URERINET,
2—PLZENRART—-RFE AT LET,

authenticateUser Web —E AERENIFOHEINET, ZLT v ACSHERA T OF —4 &
gﬁ'@—é k umu EEIJJ Li@"

TOAYy RIE ATHREET, AT ORITLFFALEE A, ZOX Yy FiF, NAT—=FRELY
NEIMEKRTIZTORMTHERLET, 72720, BT L7-#, User Change Password A
Yy REMALT, mAT— FEEX—VICBBTE £,

HANRSA—%
User Authentication X Y v KB OIEEIL. ROWTHITY,

¢ Authentication Succeeded

¢ Authentication Failed

Bist
CORAY Y R, KROBAICTT— Ayt —VEFRLET,

i 1“"7’%&7‘:0;’(/\°7<'7~}\75!IEL< fib\f: \—uuuﬁﬁl%ﬁﬁbf_o
o YR,

Il Cisco Secure Access Control System 5.4 ¥ 7 k) c 7EREHA F

0L-26229-01-J |



| 2% UCPWeb%—EXDER

UCP Web #—EZD* Vv Fiznivt M

o Web —b AT — (Ry NU—ZHIWr, BRXA LT b =T7—78) R"BELE,
o VAT AMEE (F—EZRXR—IANFT LTS, HHTEXRNRE) BNEAE L,

User Change Password

User Change Password 2 Vv i, W7 — 4% _X—A |l X > T2 —FOFIEZITV, 2—F 27—
REETLET,

ANIRTA—42
e Username
o BED/NATU—F
o HLUWRRAT—]R

B&Y

22— RRAT— ROEEE 1 BOFIRTITHILEDOH L7 7V r— 3 T,
changeUserPassword A Y > R&HEMA L E3, BF, 2—% "2V — FOLHIL, 2 BEFEOFIETE
TENET, PO FIET2—VE2RFEL, 2FBOFIRC—Y X2AT—RE2EELET,

changeUserPassword A ¥ » FE2EHT 5L, 2 BEEOFIAZ | DICHAEDEDLZ ENTEET,
2= RAT—NOEEIZ | EOFIEZLELTL5T7 7V —aroflé LT, A7 V7 NER
FTH—_=VDO Web 77V r—varBb 7,

NRAT— RZETT 5120, ROFNEIZEVET,

UCPWeb 77U r—a i8R LET,

0y R=URERENET,
2—PLENRRT—-RFE AT LET,

authenticateUser Web ¥ — B ZEBEN IO SV E T,

REEICHT DL, Web B —E X TH LWWAIAT — R L ACS THRENTNDLRAT— R RY —%
HEg L £,

BFLWSRAT — RBERSN TS IEREZMZ LTV 554, changeUserPassword Web - — & 2
BEDNIFO SR, NAT— RNERSNET,

HANS A —4
User Change Password A VY > K226 DIREIL, ROWT I TT,

e Operation Succeeded

e Operation Failed

Fi5t

DAYy FiE, ROBEILTT—2FRLET,

o I—YHZELIINAT = RPN IELL RWZDICERGEN KL LT,

o L— N,

e ACS TEHRINTWANRT— FOHEMESIZHET ZHANC IR T — FREHR L TV zd | ]
AU — RETEIENKIB LT,
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o Web V—b AT — (Ry hU—ZHIWr, BRXA LT b =T7—78) R’EELE,
o VAT AMEE (F—EZRXR—IANFT LTS, HHTXRNRE) BNEA L,

WSDL 774 ILDOEAA

Z ZTlE, WSDL 7 7 A /W22 TaiB] L, User Authentication 3 & U8 User Change Password A/
FOERBIWIGEAF—<IZOVWTHHLET, ZOHOHRIEL, KD LBH TT,

e IWSDL 77 A NDX¥ 7y ru— K] (P.2-4)
e« [UCPWSDL 7 7 A /L] (P.2-4)
o [ERBIOEAFX—~] (P2-7)

WSDL 274 LDFH>vAa—Fk

ATvTA1
A7y 2
AFv7 3
ATvT 4
ATyFT 5

ACS54Web A Z—7 x4 AnH WSDL 77 A VE XD ra—RT5

ACS54Web A v H—T AR Za T A LET,

Wi, ROFIEICHENET,

[System Administration] > [Downloads] > [User Change Password] Z &R L £,

[UCPWSDL]%#7V »Z7 LCUCPWSDL 77 A V&FERLET,
WSDL 77 A VZa—hL N—FK R4 T |lcar’—Lx1,

[UCP web application example] #7 U v 27 LT, 7/ Web 77V &
B—J =K R4 TIRIFELET,

UCPWSDL 274/

WSDL 7 7 A /Vi&, Web —E 2 & Web —EZABABT H2BFLFTET 2 XML R¥ 2 A T

9, UCP WSDL #&IZ/RLET,

<?xml version="1.0" encoding="UTF-8"?>

< | __*‘k‘k***********************************************__>
<!-- Copyright (c) 2009 Cisco Systems, Inc.-->

<!-- All rights reserved.-->

< | __‘k‘k‘k***********************************************__>

<definitions name="changepass"
targetNamespace="http://www.cisco.com/changepass.service"
xmlns:tns="http://www.cisco.com/changepass.service"
xmlns:SOAP-ENV="http://schemas.xmlsoap.org/soap/envelope/"
xmlns:SOAP-ENC="http://schemas.xmlsoap.org/soap/encoding/"
xmlns:xsi="http://www.w3.0rg/2001/XMLSchema-instance"
xmlns:xsd="http://www.w3.0rg/2001/XMLSchema"
xmlns:SOAP="http://schemas.xmlsoap.org/wsdl/soap/"
xmlns:MIME="http://schemas.xmlsoap.org/wsdl/mime/"
xmlns:DIME="http://schemas.xmlsoap.org/ws/2002/04/dime/wsdl/"
xmlns:WSDL="http://schemas.xmlsoap.org/wsdl/"
xmlns="http://schemas.xmlsoap.org/wsdl/">

<WSDL:documentation>
Copyright (c) 2009 Cisco Systems, Inc.

—varEXyru—FRL,
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ACS5.1 WSDL
Service Interface for change password

This WSDL document defines the publication API calls for
changing user

password.

</WSDL:documentation>

<xsd:types>
<xsd:schema xmlns="http://www.w3.0rg/2001/XMLSchema"
targetNamespace="http://www.cisco.com/changepass.service">

<xsd:simpleType name="UserNameType'">
<xsd:restriction base="string">
<xsd:minLength value="1" />
</xsd:restriction>

</xsd:simpleType>

<xsd:element name="usernameType" type="tns:UserNameType" />

<xsd:simpleType name="PasswordType">
<xsd:restriction base="string">
<xsd:minLength value="1" />
</xsd:restriction>

</xsd:simpleType>

<xsd:element name="passwordType" type="tns:PasswordType" />

<xsd:simpleType name="StatusCodeType">
<xsd:restriction base="string">
<xsd:enumeration value="success" />
<xsd:enumeration value="failure" />
</xsd:restriction>

</xsd:simpleType>

<xsd:element name="ResponseType">

<xsd:complexType>

<xsd:attribute name="status" type="tns:StatusCodeType" use="required" />

<xsd:sequence>

<xsd:element name="errorMessage" type="xsd:string" minOccurs="0"
maxOccurs="unbounded" />

</xsd:sequence>

</xsd:complexType>

</xsd:element>

</xsd:schema>

</xsd:types>

<message name="AuthUserRequest">

<part name="user name" element="tns:usernameType" />
<part name="password" element="tns:passwordType" />
</message>

<message name="AuthUserResponse">
<part name="authUserResponse" element="tns:ResponseType" />
</message>

<message name="ChangeUserPassRequest">

<part name="user name" element="tns:usernameType" />
<part name="old password" element="tns:passwordType" />
<part name="new password" element="tns:passwordType" />
</message>

[ oL-26229-01-J
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<message name="ChangeUserPassResponse">
<part name="changeUserPassResponse" element="tns:ResponseType" />
</message>

<WSDL:portType name="ChangePassword">

<operation name="authenticateUser">

<input message="tns:AuthUserRequest" name="authUserRequest" />
<output message="tns:AuthUserResponse" name="authUserResponse" />
</operation>

<operation name="changeUserPass">

<input message="tns:ChangeUserPassRequest" name="changeUserPassRequest" />
<output message="tns:ChangeUserPassResponse" name="changeUserPassResponse" />
</operation>

</WSDL:portType>

<WSDL:binding name="changePassSoapBinding" type="tns:ChangePassword">
<SOAP:binding style="document"
transport="http://schemas.xmlsoap.org/soap/http" />

<l--

This is the SOAP binding for the Change Password publish operations.
-—>

<WSDL:operation name="authenticateUser">
<SOAP:operation soapAction="" />

<input>

<SOAP:body use="literal" />

</input>

<output>

<SOAP:body use="literal" />

</output>

</WSDL:operation>

<WSDL:operation name="changeUserPass">
<SOAP:operation soapAction="" />
<input>

<SOAP:body use="literal" />

</input>

<output>

<SOAP:body use="literal" />

</output>

</WSDL:operation>

</WSDL:binding>

<WSDL:service name="changepassword">

<documentation>

ACS5.1 Programmatic Interface Service Definitions

</documentation>

<port name="changepassword" binding="tns:changePassSoapBinding">
<SOAP:address location="https://localhost:8080/PI/services/changepass/" />
</port>

</WSDL:service>

</definitions>
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UCP Web #—Ezxp## M

ERBLUVBERF—7

Z Z TlE. User Authentication ¥ & O User Change Password A Y v ROTERB L OISEAF—<D Y
ARERLET, 22T ROAF—IZHOWTHBLET,

e [User Authentication D%k | (P.2-7)
o [User Authentication D&% (P.2-7)
e [User Change Password D%k (P.2-7)
e [User Change Password D)%) (P.2-7)

User Authentication DZE3R

<message name="AuthUserRequest">

<part name="user name" element="changepass:usernameType" />
<part name="password" element="changepass:passwordType" />
</message>

User Authentication DIG&

<message name="AuthUserResponse">

<part name="authUserResponse" element="changepass:ResponseType" />
</message>

User Change Password O3k

<message name="ChangeUserPassRequest">

<part name="user name" element="changepass:usernameType" />

<part name="current password" element="changepass:passwordType" />
<part name="new password" element="changepass:passwordType" />
</message>

User Change Password D&%

<message name="ChangeUserPassResponse">

<part name="changeUserPassResponse" element="changepass:ResponseType" />
</message>

UCP Web H—EX DR

2—FRHNAOEGDRATV—FEERETCELLICTDH, WAXLWeb X—RA T TV rr—vav
ZAERTE 9, T T, Python M L TR SN NV 77U r— 3 Y OETHIEICD
WCEHIL, 7947 F a—FoflZRLET,

ACSWeb A v —7 = A ANRMT X T o — FA[RER /Ny =213, RO O THEKINET,
e Linux 3 X O Windows | Python SOAP 717 7 U
e Python A7 U 7 |
e ReadMe : 1 v A N — /L HFIEDOFH
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H  UCP Web 4—E XD

(E)

TONRy =Ry a— RT 5100, ROFIRIENET,

ACS54Web A ¥ —T AR a7 LET,

[System Administration] > [Downloads] > [Sample Python Scripts] Z &R L £,
[Sample Python Scripts] ~— Y NRRINET,

[Python Script for Using the User Change Password Web Service] #27 U » 27 L£79,
n—H =K RIAL TN zip 7 7 A VERFLET,

IIAT v N a—=ROFNZ zip 77 ANVOFERLET, ZO7 7 AWIZiE war 7 7 A AREENT
WEJ, Z® .war 7 7 A /L% Web —3 (Tomcat 2 ) ICERTOIMLERH Y £+, Z OB ZEH
5L, TV =23 N UCP Web ' —E 2% LT ACS s@EfE T,

VAADT Y =N FR—FTIE, T 74/ D Python A7 V7 R EF R R—-bERTWET, &
FINAZ VT MIFAR— SN THWERA,

93472k a—FDOH

GE)

from SOAPpy import SOAPProxy

# Get the ACS host / IP
host = raw_input ('Please enter ACS host name or IP address:\n"'")
targetUrl = 'https://' + host + '/PI/services/UCP/'

server = SOAPProxy(targetUrl, 'UCP')

# Get the username
username = raw_input ('Please enter user name:\n")

# Get the old password
oldPassword = raw_input ('Please enter old password:\n'")

# Get the new password
newPassword = raw_input ('Please enter new password:\n'")

# Call the changeUserPassword with the given input
ans = server.changeUserPass (username, oldPassword, newPassword)

# Password changing failed
if ans.status == 'failure':
print '\nFailure:'

# Print all failure reasons

for err in ans.errors:

print err

else:

# Password was changed successfully
print 'Success'

DA VT N EFALTT DI, Python V7 b U = 7 BRME T,

Il Cisco Secure Access Control System 5.4 ¥ 7 k) c 7EREHA F

0L-26229-01-J |



CHAPTER

\

Monitoring and Report Viewer Web H—
ADEATE
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e getVersion() : Monitoring and Report Viewer — D/ —T 5 VAR L ET,
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Viewer Web ' —E 2 & #2012, ACS TWeb A v Z—T =2 A A% AX—T NI TINERHY
F£9, ACS TWeb A ¥ —T A A% A X —TNMICT5HIZ1E., ACSCLI 26RO EHICTAILET,

acs config web-interface view enable

acs config web-interface =~ > ROFEMIZOWTIEL, kD URL #5H LTI Z X0,

http://www.cisco.com/en/US/docs/net_ mgmt/cisco_secure access_control system/5.4/command/
reference/cli_app a.html#wp1887278

ACSCLI 5D Web £ 23— 2 A ADAT—RARTE
Web A& —T A ADAT—F A% FKRT HIZIE, ACSCLINHIRO L SICAN LET,

show acs-config-web-interface

show acs-config-web-interface =~ > ROFEMIC DWW TIL, D URL #ZR LT X0,

http://www.cisco.com/en/US/docs/net_ mgmt/cisco_secure access_control system/5.4/command/
reference/cli_app a.html#wp1890877

Z Z TIE. Monitoring and Report Viewer Web #— B2 O HIEIZ OV T L E T,
o [Viewer Web ' —E 2D X Y v RIZH>WT] (P.3-2)

e IWSDL 7 7 A 2>\ T (P.3-5)

e [Viewer Web —t 277V r—v g oksd) (P3-9)

o [Viewer Web — & 2 D#fE] (P.3-10)
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o IR—=Varolf (P3-2)

o [HAMBIRRFEAT —% ZDHAF) (P.3-3)

o [HFMHAL Z & ORFEAT —Z 2O HHF) (P.3-3)

o [MEFHMORSG (P3-4)

e RADIUS 7h Uo7 47 D&l (P3-4)

o [API N—V g v OEA] (P.3-5)

# 3-17T, Viewer Web y—EATHEH SN D7 T AIZHOWTHB LET,

= 3-1 Viewer Web 4—E X 2 5 2 DR

93 R HL

ACSViewWebServices |7 547 F 77V r—3 3V TERTE 5T XTHD Web —E 2R E
FhET,

UserContext Monitoring and Report Viewer — /3732 —HF OFRFEICfEH 95 ACS

a—WhH - RT—- R KREENET,

AuthenticationParam fashizra—FEREND LV a— RZESWT, @BFEr =) — X5
A—=HE T LFET,

AuthenticationStatus ACS o2 T A 7 ) —H OB AT—F A La— KR EENE

R
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PEENET,
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RTATHZT—DNEENET,

(3¥)  Monitoring and Report Viewer T, $XT®?D Web #—E' X 7 T X3 com.cisco.acsview.nbapi /3
r=UIlEENET,

N—2 3 VDG

ARNNT A—=42
userCtx : (M) 2—H avFF 2k 727 b

B

getVersion AV~ FZEA LT, ACS #— 32 A > A F—/L STV % Monitoring and Report
Viewer DNN—a VAR IR LET, Z0Oavwr RF%& CLI TASILT Web —EREZFEOH T & |
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o ANIDSEER)
e ACS A A% A3 Monitoring and Report Viewer #h—/3 & L TEITI LTV

Bt AIZERER T—% ADWEF
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o userCtx : (M) 2—HF arFXA N F+7Vx b

+ authParam : (#47H) AuthenticationParam 47 ¥ =7 k

o startDate : (W) BIEAT —¥ A& B3 2 BATHIPE OB 4G B A+
« endDate : (%) WRAEAT —% A& WA 5 BAHEEHOK T A

B
getAuthenticationStatusByDate A V' v K& L C, HESINTEHEOZ—V OFRFEAT —HF A%

At O E W BIEICE R L ET,

HANRFT A4
RIS~ Bz, f7E SN O 22— ORFERT —Z X,

Uk
DAYy R, ROGBEIZET—2FRLET,

o Z—H IUTFHFXNDEMNASSNIZN, XLTE 7
o Z—FHBLIONRRAT—FNRANENTR, XLEST-
o BfIOENATISNTZBN, XNTEoT
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ANIRZA—4
o userCtx : (WMZH) =—H¥F av7FHFA M A7 Vs b
e authParam : (%ZH) AuthenticationParam 47 = 7 b
o lastX : (WMZH) FBAEAT — & A % HA59 2 RERHEH O & T R4l
o timeUnit : (%ZH) 4. KR, F72IX BECTHIE L7z R HAL

B
getAuthenticationStatusByTimeUnit 2 ' v R&ZEH L T, #HEINHH O —FORFERT — ¥

A WA OENTT IR BIEICR R LET,
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o AMOERAD SN, XNVEoT

EFEAORE
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B
getFailureReasons # /v R&HH LT, ROBHEIEENTHWDILa—FOU A MERELET,
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— AttributeName, MultipleValueMatchArgument, MatchOp=[ valueIN | valueINNOT ]

Attribute Name : 2% RADIUS/Cisco A-V X7 L TERINTWD LBD, BEA TIIRTE
INUFERERIENER A, 2L, ETRRCTFE/NLTFERRINS N ET,

valueLIKE : VAL RO — RIZK 5 —% (%) MR, %foo% 7L,
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valueLE : TEAF | DR A FEAT,

valueGT : TE VD b RE V] DA ET,

valueLT : TRV &/ &) D HgZE FAT,
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B
getAPIVersion 2 v K& LT, Viewer Web h—EADRA—V 3 VERGLET,

HANRSA—%
Viewer Web +—E 2D NRR—T 5

Uk
TDAYy X, #BIEREPEELEZGEICZ T — 2R LET,

WSDL 7274 JLIZDLVT

ZZTi. WSDL 77 AL, WSDL 77 A V%X oo —RTEXL8F, 77A 774/, BILO
Viewer Web " —EATHEATE A7) —IZoWTHPALET, ZOHOHERIZ, kOLEBY T,
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e [Viewer ® WSDL 7 7 A /L] (P.3-6)
e [Viewer Web —t 2 L7 70 r—3 g o o#s (P.3-9)
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WSDL 274 IILDSo>oO—F

WSDL 7 7 A /Wi, ROFFiNL L T rm— R TEET,

https://ip address ¥ 7=/% hostname/ ACSViewWebServices/ACSViewWebServices?wsdl, Z Z T, ip
address F 7213 hostname 1X, ACS — "D IP 7 KL A E2IFHR A R4 T,

Viewer ® WSDL 271 )L

WSDL X, Web —t A, $—ERADEFFT, BL O —EARAT 2#8ELZTLIRT S XML K& =
A2 hTT,

<definitions name="ACSViewWebServicesService"
targetNamespace="http://nbapi.acsview.cisco.com/jaws"
xmlns="http://schemas.xmlsoap.org/wsdl/"
xmlns:soap="http://schemas.xmlsoap.org/wsdl/soap/"
xmlns:tns="http://nbapi.acsview.cisco.com/jaws"
xmlns:xsd="http://www.w3.0rg/2001/XMLSchema">
<types>
<schema elementFormDefault="qualified"
targetNamespace="http://nbapi.acsview.cisco.com/jaws"
xmlns="http://www.w3.0rg/2001/XMLSchema"
xmlns:soapll-enc="http://schemas.xmlsoap.org/soap/encoding/"
xmlns:tns="http://nbapi.acsview.cisco.com/jaws"
xmlns:xsi="http://www.w3.0rg/2001/XMLSchema-instance">
<complexType name="getFailureReasons">
<sequence>
<element name="userCtx" nillable="true" type="tns:UserContext"/>
</sequence>
</complexType>
<complexType name="getAuthenticationStatusByDate">
<sequence>
<element name="userCtx" nillable="true" type="tns:UserContext"/>
<element name="authParam" nillable="true" type="tns:AuthenticationParam"/>
<element name="startDate" nillable="true" type="dateTime"/>
<element name="endDate" nillable="true" type="dateTime"/>
</sequence>
</complexType>
<complexType name="getAuthenticationStatusByDateResponse">
<sequence>
<element maxOccurs="unbounded" minOccurs="0" name="result" nillable="true"
type="tns:AuthenticationStatus"/>
</sequence>
</complexType>
<complexType name="getAuthenticationStatusByTimeUnit">
<sequence>
<element name="userCtx" nillable="true" type="tns:UserContext"/>
<element name="authParaml" nillable="true" type="tns:AuthenticationParam"/>
<element name="lastX" type="int"/>
<element name="timeUnit" nillable="true" type="string"/>
</sequence>
</complexType>
<complexType name="getVersion">
<sequence>
<element name="userCtx" nillable="true" type="tns:UserContext"/>
</sequence>
</complexType>
<complexType name="ACSViewNBException">
<sequence>
<element name="message" nillable="true" type="string"/>
</sequence>
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</complexType>
<complexType name="FailureReason">
<sequence>
<element name="authenFailureCode" nillable="true" type="string"/>
<element name="possibleRootCause" nillable="true" type="string"/>
<element name="resolution" nillable="true" type="string"/>
</sequence>
</complexType>
<complexType name="AuthenticationParam">
<sequence>
<element name="AAAClient" nillable="true" type="string"/>
<element name="clientIPAddress" nillable="true" type="string"/>
<element name="clientMACAddress" nillable="true" type="string"/>
<element name="userName" nillable="true" type="string"/>
</sequence>
</complexType>
<complexType name="AuthenticationStatus">
<sequence>
<element name="authStatus" nillable="true" type="string"/>
<element name="date" nillable="true" type="dateTime"/>
<element name="errorCode" nillable="true" type="string"/>
<element maxOccurs="unbounded" minOccurs="0" name="moreDetails" nillable="true"
type="string"/>
</sequence>
</complexType>
<complexType name="getAuthenticationStatusByTimeUnitResponse">
<sequence>
<element maxOccurs="unbounded" minOccurs="0" name="result" nillable="true"
type="tns:AuthenticationStatus"/>
</sequence>
</complexType>
<complexType name="getVersionResponse">
<sequence>
<element name="result" nillable="true" type="string"/>
</sequence>
</complexType>
<complexType name="getFailureReasonsResponse">
<sequence>
<element maxOccurs="unbounded" minOccurs="0" name="result" nillable="true"
type="tns:FailureReason"/>
</sequence>
</complexType>
<complexType name="UserContext">
<sequence>
<element name="password" nillable="true" type="string"/>
<element name="userName" nillable="true" type="string"/>
</sequence>
</complexType>
<element name="getAuthenticationStatusByDate"
type="tns:getAuthenticationStatusByDate" />
<element name="getAuthenticationStatusByDateResponse"
type="tns:getAuthenticationStatusByDateResponse"/>
<element name="getAuthenticationStatusByTimeUnit"
type="tns:getAuthenticationStatusByTimeUnit"/>
<element name="getAuthenticationStatusByTimeUnitResponse"
type="tns:getAuthenticationStatusByTimeUnitResponse"/>
<element name="getVersion" type="tns:getVersion"/>
<element name="ACSViewNBException" type="tns:ACSViewNBException"/>
<element name="getVersionResponse" type="tns:getVersionResponse"/>
<element name="getFailureReasons" type="tns:getFailureReasons"/>
<element name="getFailureReasonsResponse" type="tns:getFailureReasonsResponse"/>
</schema>
</types>
<message name="ACSViewNBException">
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<part element="tns:ACSViewNBException" name="ACSViewNBException"/>
</message>
<message name="ACSViewWebServices getAuthenticationStatusByDate">
<part element="tns:getAuthenticationStatusByDate" name="parameters"/>
</message>
<message name="ACSViewWebServices getAuthenticationStatusByTimeUnitResponse">
<part element="tns:getAuthenticationStatusByTimeUnitResponse" name="result"/>
</message>
<message name="ACSViewWebServices getAuthenticationStatusByDateResponse">
<part element="tns:getAuthenticationStatusByDateResponse" name="result"/>
</message>
<message name="ACSViewWebServices getVersionResponse">
<part element="tns:getVersionResponse" name="result"/>
</message>
<message name="ACSViewWebServices getAuthenticationStatusByTimeUnit">
<part element="tns:getAuthenticationStatusByTimeUnit" name="parameters"/>
</message>
<message name="ACSViewWebServices getVersion">
<part element="tns:getVersion" name="parameters"/>
</message>
<message name="ACSViewWebServices getFailureReasons">
<part element="tns:getFailureReasons" name="parameters"/>
</message>
<message name="ACSViewWebServices getFailureReasonsResponse">
<part element="tns:getFailureReasonsResponse" name="result"/>
</message>
<portType name="ACSViewWebServices">
<operation name="getAuthenticationStatusByDate">
<input message="tns:ACSViewWebServices getAuthenticationStatusByDate"/>
<output message="tns:ACSViewWebServices getAuthenticationStatusByDateResponse"/>
<fault message="tns:ACSViewNBException" name="ACSViewNBException"/>
</operation>
<operation name="getAuthenticationStatusByTimeUnit">
<input message="tns:ACSViewWebServices getAuthenticationStatusByTimeUnit"/>
<output message="tns:ACSViewWebServices getAuthenticationStatusByTimeUnitResponse"/>
<fault message="tns:ACSViewNBException" name="ACSViewNBException"/>
</operation>
<operation name="getVersion">
<input message="tns:ACSViewWebServices getVersion"/>
<output message="tns:ACSViewWebServices getVersionResponse"/>
<fault message="tns:ACSViewNBException" name="ACSViewNBException"/>
</operation>
<operation name="getFailureReasons">
<input message="tns:ACSViewWebServices getFailureReasons"/>
<output message="tns:ACSViewWebServices getFailureReasonsResponse"/>
<fault message="tns:ACSViewNBException" name="ACSViewNBException"/>
</operation>
</portType>
<binding name="ACSViewWebServicesBinding" type="tns:ACSViewWebServices">
<soap:binding style="document" transport="http://schemas.xmlsoap.org/soap/http"/>
<operation name="getAuthenticationStatusByDate">

<soap:operation soapAction=""/>
<input>

<soap:body use="literal"/>
</input>

<output>

<soap:body use="literal"/>

</output>

<fault name="ACSViewNBException">

<soap:fault name="ACSViewNBException" use="literal"/>
</fault>
</operation>
<operation name="getAuthenticationStatusByTimeUnit">
<soap:operation soapAction=""/>
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<input>
<soap:body use="literal"/>
</input>
<output>
<soap:body use="literal"/>
</output>
<fault name="ACSViewNBException">
<soap:fault name="ACSViewNBException" use="literal"/>
</fault>
</operation>
<operation name="getVersion">
<soap:operation soapAction=""/>
<input>
<soap:body use="literal"/>
</input>
<output>
<soap:body use="literal"/>
</output>
<fault name="ACSViewNBException">
<soap:fault name="ACSViewNBException" use="literal"/>
</fault>
</operation>
<operation name="getFailureReasons">
<soap:operation soapAction=""/>
<input>
<soap:body use="literal"/>
</input>
<output>
<soap:body use="literal"/>
</output>
<fault name="ACSViewNBException">
<soap:fault name="ACSViewNBException" use="literal"/>
</fault>
</operation>
</binding>
<service name="ACSViewWebServicesService">
<port binding="tns:ACSViewWebServicesBinding" name="ACSViewWebServices">
<soap:address location="http://localhost:8080/ACSViewWebServices/ACSViewWebServices" />
</port>
</service>
</definitions>

Viewer Web —EX &7 T 5r— 3 U D#HE

ZZ T, Viewer Web —bE 2 &7 7 r— g U EARAET HHECONTHBEALET,

22— RN% Viewer Web —E R L4 L. Web Y —EZXDEENZISEEZZITRA L HICT 5101, &
OFNEZHENET,

AF9T 1 V=GR ELIRG L. 7747 MEREEERLET,
a. KO URL »H, BEASNTWVD Web Y —E 2 &R L ET,
https://ip address F /z/Z hostname/ ACSView WebServices/ ACSViewWebServices?wsdl
Web #— B X DFEMIZ DN TIE, [Viewer Web —E 2D 2V » RiZ21 T (P3-2) 28 LT
<TEEVY,
b. [View Certificate] #27 VY v 7 L. [Details] # 7IZBE L £,
c. [CopytoFile] %27 U v 27 LET,
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ATFvF 2

ATv7 4
ATwT 5

ATy 6
AFvFT 7T

d. [Welcome] 7 > KU T, [Next] 27V >27 LET,

e. [Export File Format] 7 1 > K7 ¢, [DER encoded binary X.509(.CER)] Zi#&R L, [Next] &7
Vyr LET,

f. [File to Export] V4 > KU T, 77 A4 % AJIL, [Next] %27 Vv 7 LET,
dg. [Completing the Certificate Export Wizard] © 4 > K7 C, [Finish] %7 UV v 7 LE£7,
FEBAED servercer L LT —HI NV VAT LRI NET,

h. Roa~sy REFEHLT, y—EAEE A R — ML, clienthks (7747 MiE#E) & LT
RFLET,

keytool -import -file server.cer -keystore client.ks
Wo URL 6, JBEIENTW5 Viewer Web h—E 2 ZFER L 9,
https://[Paddress (% 7z/3) HostName/ACSViewWebServices/ACSViewWebServices?wsdl

Web - —E 2D FEAMIZ OV TiX, [Viewer Web ' —EAD X Y v RiIZHW T (P3-2) 28R LT
S,

ROa<v FEFEHLT, Y—RAEZRRFL, =0V VAT AICWSDL 77 A V& ab—LET,
soap:address location="https://acsview-cars:443/ ACSViewWebServices/ACSViewWebServices'/
WSDL 7 7 A VDFEANC DWW TIE, TWSDL 7 7 A /LZ2W0 T (P3-5) B L T 7Z&EWN,
Sun Microsystems @ Web - 5 JAX-WS2.0 7477 V& X v ru—RKLET,

T—T 4777 MIEETAEREFRT HIOIZ, IROLGFT T wsimport -keep 2 v RE AL E
9, https://[PAddress:443/ACSViewWebServ/ACSViewWebServices?wsdl

0 — BN TRTOTA 7T Y KM ET,
JIAT b a—REEKRLET,
734 TN a—REay ALV LTETLET,

Viewer Web H—E X D#E4E

TR, Java DI FA Tk a—ROFlERLET, T2 TmBATAESET, 7547 MIDZE
#iy— b LT Java 2T 2B AICOABHINET, ZOHEOHERIZ, kO LB T,

o WERT7 7 A1 (P3-10)
o [HHR—FEIDSOAP 7747 ] (P3-11)
e T4 7 vk a—FKofl) (P3-12)

WWEBERI7AIL

Java (JAX-WS) 20% 27 747 MIlOEH Y —L L UTHERT DI, RO JAR 7 7 A VINLET

T Jjar 77 A VB LOBEE Y —/L X, Sun Microsystems @ Web 14 kb Xy om— RTEET,
e activation.jar
e FastInfoset.jar

e http.jar
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e jaxb-api.jar

e jaxb-impl.jar
e jaxb-xjc.jar

e jaxws-api.jar
e jaxws-rt.jar

* jaxws-tools.jar
e jsr173 api.jar
e jsrl8l-api.jar
e jsr250-api.jar
e resolver.jar

e saaj-api.jar

e saaj-impl.jar

* sjsxp.jar

YR—bkEhd SOAP V5147

PR—FEIND SOAP 7 747 M, LT LB TY,
e Apache
o JAX-WS

Viewer Web H—E XD

Viewer Web ¥ — B A IZHH T 5121%, RO FIEICEVE T,

ATv7T 1 KOURL»H, EHIN TS Viewer Web h— B A &8 L £ 7,
https://ip address F /z/Z hostname/ ACSViewWebServices/ACSViewWebServices?wsdl

Web #—E ZDOFEMIZ OV TIE, [Viewer Web —E 2D 2 VY v RiZ2W T (P3-2) 22 LT
W,

AFwF 2 427V »2 LT|[View Source/View Page Source] 47> a U ZIRBIRL, YV —AEREERLET,
V=AERIIR T T T FATa TRy 7 AERINET,

ATFvFT 3 V—RFHREE—DNV T 4 L2 b U <SERVICE HOME> (2, ACSViewWebServices.wsdl & > 9 4 i
TREFELET,

AFyvT 4 RKOa<w REFEITLT, 77X 77 A NVEERLET,

wsimport <SERVICE HOME>/ACSViewWebServices.wsdl -d <SERVICE HOME>

AFyF 5 (7547 a—Rofl] (P3-12) Z=2—L T, Clientjava & LT <SERVICE_HOME> (= {17
L. koa<wy RefRALTa "I LET,

javac -cp <SERVICE HOME> <SERVICE HOME>/Client.java -d <SERVICE HOME>
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ATFvT 6

GE)

INTZIA4T7 b a—FRar A rEi, <SERVICE_HOME> 7 L2 b VIR y r— UMk

FEnEd,
IIAT b A= REFATT LI, ROa~vr FEETLET,

java -cp <SERVICE HOME> com.cisco.acsview.nbapi.jaws.Client.

FEROFIEE, Java 1.6.0 25 THEFF L £F, JAVA HOME % java DA > A h—/L F 4 L7 kU T,

"path BEEEZE4IC{H <JAVA HOME>/bin #8014 % %ER b 0 7,

D534 TF72F a—FOH

- lj:\ Viewer Web -!j-~[:‘}<0)7 ‘347:/ ]\ =aq— F‘@{ﬁl‘]%i—\‘ L/ij—o

package com.cisco.acsview.nbapi.jaws;

import java.util.Calendar;

import java.util.GregorianCalendar;

import java.util.ArrayList;

import java.util.List;

import java.util.Iterator;

import com.sun.org.apache.xerces.internal.jaxp.datatype.XMLGregorianCalendarImpl;
import javax.xml.datatype.XMLGregorianCalendar;
import javax.xml.datatype.DatatypeFactory;
import java.security.cert.X509Certificate;
import javax.net.ssl.HostnameVerifier;

import javax.net.ssl.HttpsURLConnection;

import javax.net.ssl.SSLContext;

import javax.net.ssl.SSLSession;

import javax.net.ssl.TrustManager;

import javax.net.ssl.X509TrustManager;

public class Client

{

private static void install() throws Exception

{

// Create a trust manager that does not validate certificate chains
TrustManager[] trustAllCerts = new TrustManager[]
{

new X509TrustManager ()

{

public X509Certificate[] getAcceptedIssuers ()

{

return null;

}

public void checkClientTrusted (X509Certificate[] certs, String authType)
{

// Trust always

}

public void checkServerTrusted (X509Certificate[] certs, String authType)
{

// Trust always

}

}

bi
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// Install the all-trusting trust manager
SSLContext sc = SSLContext.getInstance ("SSL");

// Create empty HostnameVerifier

HostnameVerifier hv = new HostnameVerifier ()

{

public boolean verify(String arg0, SSLSession argl)
{

return true;

}

bi

sc.init (null, trustAllCerts, new java.security.SecureRandom());
HttpsURLConnection.setDefaultSSLSocketFactory (sc.getSocketFactory())
HttpsURLConnection.setDefaultHostnameVerifier (hv) ;

}

public static void installl() throws Exception
{

// Bypass hostname verification.
HttpsURLConnection.setDefaultHostnameVerifier (
new HostnameVerifier ()

{

public boolean verify(String arg0, SSLSession argl)
{

return true;

}

1)

}

public static void main(String argsl])

{

try

{

install();

ACSViewWebServicesService serviceObj = new ACSViewWebServicesService();
ACSViewWebServices service = serviceObj.getACSViewWebServices () ;

UserContext userCtx = new UserContext () ;
userCtx.setUserName ("acsadmin") ;
userCtx.setPassword ("Acs5.1") ;
getVersion (service,userCtx) ;
getAPIVersion (service,userCtx) ;
getAuthBydate (service,userCtx) ;
getAuthByTime (service,userCtx) ;
getRadiusAccounting (service,userCtx) ;
getFailureReasons (service, userCtx) ;

}

catch (Exception ex)

{

ex.printStackTrace();

}

}

/**

* getVersion provide the application version

*/

public static void getVersion (ACSViewWebServices service, UserContext userCtx)

{

try

{

String result = service.getVersion (userCtx);
System.out.println("---—---------———-——--———— *x* Application Version
A "+"\n") ;

System.out.println ("Application Version : "+result);
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System.out.println("-—-——-—————————- -
_______ ll+ll\nll) ;

catch (Exception e)

{

e.printStackTrace();

}

}

/**

*getAuthByDate provides the data of the authentication success/failure between
the specified date range

*/

private static void getAuthBydate (ACSViewWebServices service, UserContext userCtx)

{

try

{

System.out.println("---—---=-=""="""—"—"-"—"—-—-"————— *** Authentication Status by
Date Starts ***---------ommmmmm oo "+"\n") ;

AuthenticationParam authParam = new AuthenticationParam() ;

/**

***x The following Attributes are optional.
** If the parameters are not set, method will return all the authentications
success/failure between the specified date range.
** The Data will be filtered based on the attribute set which is falling
under the specified date range.
** The attributes set are exactly matched for filtering,ie., only the data
which is matching the below attributes

and with in the specified date range are retrived.
*/
authParam.setAAAClient ("MyClient") ;
authParam.setClientIPAddress ("10.77.241.203");
authParam.setClientMACAddress ("ABACO0019EQ05") ;
authParam.setUserName ("userl") ;
/*x****xx Optional Attributes Ends *****xxxkkkxxxx/
DatatypeFactory datatypeFactory = DatatypeFactory.newInstance();
GregorianCalendar gcl = newGregorianCalendar (2011, Calendar.AUGUST, 4);
XMLGregorianCalendar startDate =
datatypeFactory.newXMLGregorianCalendar (gcl) .normalize () ;
GregorianCalendar gc2 = newGregorianCalendar (2011, Calendar.AUGUST, 6);
XMLGregorianCalendar endDate =
datatypeFactory.newXMLGregorianCalendar (gc2) .normalize () ;
java.util.List authStatusArray =
service.getAuthenticationStatusByDate (userCtx,authParam, startDate, endDate);
System.out.println("No of Records Retrieved : "+authStatusArray.size());
for (int i=0; i<authStatusArray.size();i++)

{

System.out.println ("***k*xdkxdkxskx Aythentication Status : "+ (i+1)+"
***************") ;

AuthenticationStatus status = (AuthenticationStatus)authStatusArray.get(i);
java.util.List sarray = status.getMoreDetails();
System.out.println(sarray.get (0) +" :: "+sarray.get(l));

for (int j=0;j<sarray.size();j++)

{

System.out.println(sarray.get (j)+" :: "+sarray.get (++7j));

}

Systemlout.println("**************************************~k*‘k‘k‘k‘k‘k‘k‘k‘k‘k‘k‘k‘k‘k‘k‘k‘k‘k‘k‘k‘k‘k‘k‘k‘k‘k‘k") ;
}

System.out.println("---—-------""="""-"—"-"—"—--"————— *** Authentication Status by

Date Ends ***------------————————————— "+"\n") ;

}

catch (Exception ex)

{
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ex.printStackTrace();
}
}

/**

* getAuthByTime provides the data of the authentication success/failure in the
specified time.

* Time can be provided in Minutes, Hours or Days

*/

private static void getAuthByTime (ACSViewWebServices service, UserContext userCtx)

{

try

{

System.out.println("---—---------———-——-————— *** Authentication Status by
Time Starts ***-——-----oommmm o "+"\n");

AuthenticationParam authParam = new AuthenticationParam() ;

/**

*** The following Attributes are optional.
** If the parameters are not set method will return all the authentications
success/failure between the specified date range.
** The Data will be filtered based on the attribute set which is falling
under the specified date range.
** The attributes set are exactly matched for filtering,ie., only the data
which is matching the below attributes
and with in the specified date range are retrived.
*/
authParam.setAAAClient ("MyClient");
authParam.setClientIPAddress ("10.77.241.203");
authParam.setClientMACAddress ("ABACO0019E05") ;
authParam.setUserName ("userl") ;
/*x**%*xx Optional Attributes Ends ******xxkkkkxx/
java.util.List authStatusArray =

service.getAuthenticationStatusByTimeUnit (userCtx,authParam, 20, "Hours");
System.out.println ("No of Records Retrieved : " + authStatusArray.size()):;
for (int i1=0; i<authStatusArray.size();i++)

{

System.out.println ("**Fxxxkkdkdkxxxkk Aythentication Status : "+ (i+1)+"
*********‘k‘k‘k‘k‘k‘k") ;

AuthenticationStatus status = (AuthenticationStatus)authStatusArray.get(i);
java.util.List sarray = status.getMoreDetails();
System.out.println(sarray.get(0) +" :: "+sarray.get(l));

for (int j=0;Jj<sarray.size();j++)

{

System.out.println(sarray.get(j)+" :: "+sarray.get(++3));

}

System.out'println("‘k‘k‘k‘k‘k‘k‘k‘k‘k‘k‘k‘k‘k‘k*************************************************‘k‘k‘k") ;

}

System.out.println("-—-------"="--"—"—"-"—"="-——————— *** Authentication Status by
Time Ends ***-—-----————ommmm oo "+"\n") ;

}

catch (Exception ex)

{

ex.printStackTrace () ;

}

}

/**

** getAPIVersion provides the application API Version

*/

public static void getAPIVersion (ACSViewWebServices service, UserContext userCtx)
{

try

{
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System.out.println("--------------—--———-————- *** API Version
i "+"\n");

String apiresult = service.getAPIVersion (userCtx);
System.out.println ("API Version : "+apiresult);

System.out.println(M—————-——-———-—— -
_______ "+ll\n") ;

catch (Exception ex)

{
ex.printStackTrace () ;
}

}

/**

** getFailureReasons provide the Failure Code, Possible Root Cause and Resolution
*/

public static void getFailureReasons (ACSViewWebServices service, UserContext
userCtx)

{

try

{

// Get Failure reason - Example

System.out.println("---—-------""=""—"—"-"—"—--"————— *** Failure Reasons Starts
KK K e — — "+"\n");
List resultl = service.getFailureReasons (userCtx);

System.out.println("Failure reasons list is + resultl.size());
for (int i=0;i<resultl.size() ;i++ )

{

System.out.println ("Authentication Failure Code

"+ ((FailureReason)resultl.get (i)) .getAuthenFailureCode()) ;
System.out.println ("Possible Root Cause
"+ ((FailureReason)resultl.get (i)) .getPossibleRootCause());

System.out.println ("Resolution
"+ ((FailureReason)resultl.get (i)) .getResolution());
}

System.out.println("--—------"-=--"—""—"—"="—-——————— *** Failure Reasons Ends

catch (Exception ex)

{
ex.printStackTrace();
}

}

/**

** getRadiusAccounting provides the accounting details between the specified
date range.

*/

public static void getRadiusAccounting (ACSViewWebServices service, UserContext
userCtx)

System.out.println("-----------—-———-—-————————— *** Radius Accounting Starts
e "+"\n") ;

List acctParam = new ArrayList();

AccountingParam acParam = new AccountingParam() ;

List vallList = acParam.getMatchValues () ;

valList.add("11");

acParam.setAttributeName ("cisco-h323-disconnect-cause/h323-disconnect-cause") ;
acParam.setMatchOperator ("valueINNOT") ;

acctParam.add (acParam) ;

List returnAttributes = new ArrayList();
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returnAttributes.add ("cisco-h323-disconnect-cause/h323-disconnect-cause") ;
DatatypeFactory datatypeFactory = DatatypeFactory.newInstance();
GregorianCalendar gcl = newGregorianCalendar (2011, Calendar.AUGUST, 5);
XMLGregorianCalendar startDate =
datatypeFactory.newXMLGregorianCalendar (gcl) .normalize () ;
GregorianCalendar gc2 = newGregorianCalendar (2011, Calendar.AUGUST, 7);
XMLGregorianCalendar endDate =
datatypeFactory.newXMLGregorianCalendar (gc2) .normalize () ;

AccountingStatus acctStatus = service.getRadiusAccounting (userCtx,acctParam,
startDate, endDate, returnAttributes);

List attrNames = acctStatus.getAttrNames();

for (int x=0 ; x<attrNames.size() ; x++)

{

System.out.println ("Attribute Names : "+attrNames.get (x));

}

List acctDetailsList = (ArrayList)acctStatus.getAcctDetails();

Iterator detaillterator = acctDetailsList.iterator();

while (detaillterator.hasNext())

{

AccountingDetail acctDetailObj = (AccountingDetail)detaillterator.next();
List acctDetails = (List)acctDetailObj.getAttrValues();

for (int i=0;i<acctDetails.size() ;i++ )

{

System.out.println ("Attribute Details : "+acctDetails.get(i));

}

}

System.out.println("---—------""=""""-""—"—-"————— *** Radius Accounting Ends
R e e e e e e "+"\n") ;

catch (Exception e)
{

e.printStackTrace();

}
}
}

Cisco Secure Access Control System 5.4 V2 by = 7RISE H4 K
| 0oL-26229-01-J .m



¥ 3E Monitoring and Report Viewer Web ¥—ERXDERA % |

W vViewer Web 4—EXDi#1E

Cisco Secure Access Control System 5.4 V7 by = ZRISEE HA K
m. 0L-26229-01-J |



CHAPTER

Configuration Web 4+— E XD fiE

ZOETIL, Configuration Web —E R ZHHT L7 DICRENMNERRE L, 2OV —E A&
T D HECOWTHA L ET,

Configuration Web ¥—t 2 Z, HTTPS ECREST A V¥ —7 =4 A & LCHEESNET, HTTP i
PR—FShTHER A,

Configuring REST Web — bt A%, HEARBENOTXTO ACS —"TEHTEET, =727L
ACS 774 =V A RAZ VRIS, HHAMY BEL ESABBELZ YR — 2T XTOYF—E R
ERELET, B FY ACS A U AF LV RIRET —F ~Oat A0 FHT 7 v A 214t L £,
Monitoring and Report Viewer (21X, TXTO REST 77 7 4 ET 4T HA v E—V LR IR
KRINET,

ACS CLI TD RESTWeb £ >4 —2 x4 ADA4 x—TIJL{t
REST Web #— b 2 &2 2012, ACS TWeb A v Z—7 = A A% A R —TWITHLENHY £
4, ACS TWeb A > X —T A A% AFX—TNMIZTHIZ1F. ACSCLIDHRDLEHICAN LET,

acs config-web-interface rest enable

acs config-web-interface =~ > ROFEMIZ OV TiX, kD URL #Z2HL T 7ZE 0,

http://www.cisco.com/en/US/docs/net_mgmt/cisco_secure_access_control system/5.4/command/
reference/cli_app_a.html#wp1887278
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show acs-config-web-interface

show acs-config-web-interface =~ > NOFEMIZOWTIZ, IRD URL 2L TS 723V,

http://www.cisco.com/en/US/docs/net_mgmt/cisco_secure access_control system/5.4/command/refere
nce/cli_app_a.html#wp1890877

ACSConﬁguratlonREST"j‘ R EXEETH T Y r— a3 Tk, REST #— Exé"wuuﬁﬁ“ét
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ACS Version
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=Y THRAMERGETEET,
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Protocol User
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£,

JxY—ix, FFED /) —RKOY T T )—
TERETHEOICHERESNET, K7
N—=T D2 —FDV A I, =—FIZH
LT/ =V —%23473 52 Lic kv Es
ENnET,

Internal Host

CRUD 3§ _TLr Y —%HR—FL
£,

Network Device

Network Device

CRUD O3 _TL/ ) =% R—FL
ij‘o

Device Group

Network Device Group

CRUD ®F_TL 7Y —%HR—-FL
i‘é—o

Device Group Type

Network Device Group Type

CRUD ¢ _T,r ) —%HR—FL
£,

ZOHOMEMIL, KD LBV TT,
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HR—rEhdavT74X¥aL—LavFIvzor N

e [ID ZVv—7) (P4-3)

« [Attribute Info| (P.4-3)

o [ N—T7ORENT]) (P.4-3)
e [Device Info] (P.4-4)

IDZN—T7 47V =2 NI, ID ZNV—TFEE T/ — R BT 270N LES, 7r—741C
XoT, BEAD = FOT7 )L RARERSNET, LW/ — F2BNT 556, /— o4 (7
N RNZREEEe) AE, £D )/ — FEBMT~EREAOLRFEZHEL TV ZEITERETOILERDHY
F9, L E ROESICANLET,

e All Groups:CDO:PMBU
¢ All Groups:CDO
e All Groups:CDO:PMBU:ACS-Dev

LV otE (Bl —K) ZERLTHL, V—7 /J— REERTLILERH Y £,
72L 21X, B8 All Groups:US:WDC #{ERKT HIZIX. All Groups:US #{EK LT H., BEEHNTKRO L~ /LD
YERUCEL LERH Y £,

BED I N—TOFEBFT %121%, Tstart with All groups:CDOJ & LTCT7 4 VX EZHETEET,

Attribute Info

AttributeInfo #i&i1%, BMHES & BHEMHEOXT OESNZ /R > TWET,

BT, 2= T va I EZRLEY, 20T 4272 aF YT, HEOMRLDEEDERE
MRTEES, BUEDMEIZ, 74272 a T VOERBIINES LERHY £7,

W, 2 ODEMEDR & D2 —PITxT 5 Java TORBDOHFIZRLE T,

User user = new User();
user.setDescription (description);
user.setPassword (password) ;
user.setName (userName) ;
user.setAttributeInfo (new AttributeInfol] {
new AttributeInfo ("Department","Dev"),
new AttributeInfo("Clock","10 Nov 2008 12:12:34")
1)

FIL— T OREER T

RESTA v H—T 2 A AF—<F, a—HF F 727 DT NV—TF4 T a5 1L, ID
=Tk T D= OREMN T EZRLET,

Wiz, =% & ID 7V —FIZBEMN T 5 H 2R LET,

User user = new User();
user.setIdenityGroupName ("IdentityGroup:All Groups:Foo");
user.setDescription (description);
user.setPassword (password) ;
user.setName (userName) ;
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Device Info

RIZ, Ky bT—=27 THAALATV=TORELLOR Y T —2 T3, AOMERICBEE T 5 1 H O
Java RBIOFIZ R LET, 2L, TA R I A—T%2EHKT 5729012 Grouplnfo 7 ¥ = 7 h &
AT 2RBWIITHHY 7,

IPSubnetType ipl = new IPSubnetType () ;

ipl.setIpAddress("1.1.1.1-5");

ipl.setNetMask (32);

ipl.setIpSubnetExclude (new IPSubnetExcludeType () .setIpAddress("1.1.1.3");
IPSubnetType ip2 = new IPSubnetType () ;

ipl.setIpAddress("3.3.3.1-5");

ipl.setNetMask (32);

ipl.setIpSubnetExclude (new IPSubnetExcludeType () .setIpAddress("3.3.3.3");

TACACSConnection tacacsCon = new TACACSConnection();
tacacsCon.setSharedSecret ("secret") ;
tacacsCon.setSingleConnect ("true") ;
tacacsCon.setLegacyTACACS ("true") ;

RADIUSConnection radiusCon = new RADIUSConnection();
radiusCon.setSharedSecret ("secret") ;
radiusCon.setPortCoA (1700) ;
radiusCon.setKeyWrap (true) ;
radiusCon.setKeyEncryption ("Key") ;
radiusCon.setMessageAuthenticationCodeKey ("AuthKey") ;
radiusCon.setDisplayedInHex (false) ;

Device device = new Device();
device.setName (deviceName) ;
device.setdescription (deviceDescription);
device.setGroupInfo (new GroupInfol[]{new GroupInfo ("All
Locations:Chennai", "Location"),new GroupInfo ("All Device Types:Router","Device Type"});
device.setSubnets (new IPSubnetType[]{ipl,ip2});
device.setTacacsConnection() ;
device.setRadiusConnection (radiusCon) ;

~ A7 FT-I3HEME A A TICE— TP 21ERT D12, IPSubnetType BERLC. FROBO LS
2. COFT Vs NEF TRy bR BE T ST T,

(G¥) RESTAUH—TxzA REMHAL TRy NT—0 TRAAEZEHTIHLEEIL, Xy hT—7 THRA R
DEEMA T LN TR L 1 T A—T 2OV TORFRERMTILERNLVET, Xy NT—7
TN AT D T N —TICBEAMA T SN TS RREERH Y T3, BiftSh TR n I A — g
X, BEIWICT 740 METEHFSNET,

HYTY—A#AIToxy k

REST A v ¥ —T = A A AF¥—~(E, REBLOZOMD I =) — RTRA—REFHKT DHHODI =
V—F7 =7 befBLTWET, 72U — A7 Y= ME, Users, Identity Groups, Network
Device. Network Device Groups 3 & O Internal Hosts FlIZflE A S vk 5,

JxY—FT7 V2l ML, ROBERBICHEAEINDEZRTA—=INEENET,
o [Z4nN&VY 7| (P4-5)
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o [V—1} (P4-6)
o [R—T 7| (P4-6)

2403 Y 25

)= FTV 2l VEFEHTLE, T4 NFBORBEY Y FERBTE T, ROBEHEITTESNT,
a—HYERFID IN—TE T4 NEZ ) T TEET,

o WARGME e T o 4 BIE, BEOMEAGENET, 72 L 21F. name STARTS_WITH "A"

ELET,
T 4 VE T, ROBIERFR— I TWET,
o CONTAINS

« DOES_NOT_CONTAIN
« ENDS_WITH

« IS_EMPTY

« EQUALS

« NOT_EMPTY

« NOT EQUALS

« STARTS WITH

o And Mt BRSO Y MG ENE T, And KL BT 50T, TATO BRI S
2 True ICFHBE SN D MLERH Y 9,

WIZ TAnd] 7 4 VZIZHkT 2 XML X— 2D # %~ LET,

<?xml version="1.0" encoding="UTF-8" standalone="yes"?>
<ns2:query xmlns:ns2="query.rest.mgmt.acs.nm.cisco.com">
<criteria
xmlns:xsi="http://www.w3.0rg/2001/XMLSchema-instance"xsi:type="ns2:AndFilter">
<simpleFilters>
<propertyName>name</propertyName>
<operation>STARTS WITH</operation>
<value>user</value>
</simpleFilters>
<simpleFilters>
<propertyName>name</propertyName>
<operation>ENDS WITH</operation>
<value>1</value>
</simpleFilters>
</criteria>
<numberOfItemsInPage>100</numberOfItemsInPage>
<startPageNumber>1</startPageNumber>
</ns2:query>

Wiz TAnd) 7 4V ZIZxT 5 Java X—2ADP =R LET,

Query query = new Query();
query.setStartPageNumber (1) ;
query.setNumberOfItemsInPage (100) ;

SimpleFilter simpleFilter = new SimpleFilter();
simpleFilter.setOperation(FilterOperation.STARTS WITH) ;
simpleFilter.setPropertyName ("name") ;
simpleFilter.setValue ("user");
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BRIEE

URL /A X

SimpleFilter simpleFilterl = new SimpleFilter();
simpleFilterl.setOperation(FilterOperation.ENDS WITH) ;
simpleFilterl.setPropertyName ("name") ;
simpleFilterl.setValue("1");

AndFilter andFilter = new AndFilter();
andFilter.setSimpleFilters (new SimpleFilter[] { simpleFilter,
simpleFilterl });

query.setCriteria (andFilter);
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WO FGEZEY URL TID #4FETE £,
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Service Location ../Rest/Common/ServiceLocation |—

ErrorMessage ../Rest/Common/ErrorMessage —

User ../Rest/Identity/User/... —#pD A~ KTi%, URL ([ZBMO
T—EANDHVET, K 43EBHL
TLEE,

Identity Group ../Rest/Identity/IdentityGroup/... —HD A Y v KTk, URL (ZEMD
T=ERHYET, K 435SR L
TLIEE,

Network Device ../Rest/NetworkDevice/Device/..... — DAY v RTIX, URL IZEMD
T—EANHYET, K 43EBHL
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Device Group ..Rest/NetworkDevice/DeviceGrou |—#gd £V v RKCTi%. URL (ZBEMD

p/..... T—EANDHVET, K 43EBHL
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TWEHA,
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wADL 771 M

WADL 274l

WADL 7 7 A MZiX, T XTCOAT V=7 MZHTH4T7 V7 bMEE (AFd—~) XYy RRE
FhET,

WADL 7 7 A MiE, EICCEICHESILLE T, WADL 77 A ALEEH LT, 2547 s 77U r—
TarvEERTAZEIITEERA,

WADL 7 7 A W& IL, W3C HEARIZHE > TWET, FERIIZ DWW T,
http://www.w3.org/Submission/wadl/ ZZ M L T 7230,

WADL 77 A V& XU ru— RT 5121, WOFNEEEITLET,

AT7FvF 1 ACS =—H A ¥ —7 = A AT, [System Administration] > [Downloads] > [Rest Service] D JIEIZ i A
E3 e

ATwF 2 ACS Rest Service WADL 7 7 4 /L@ FC, [Common] ¥721Z [Identity] 27 U »Z L, a—A)L RZ
A 7T 7 ANVERELET,

AX—T J7274)L

ACS 12X, ACS54RESTA v #—T7 =2 A ATYHR—FENDAT V=7 bOMEELTET S 4250
XSD 7 7 A VMR L TWNET,

WD 42D XSD 77 A NBHY ET,
s WOAT V=7 FRFIRE N7 Common.xsd
— Version
— Attributelnfo
— Error Message
— ResultResult, RestCreateResult
— BaseObject
— Service Location
— Status
— RestCommonOperationType
o ROFAT Vs FRFER I Tz Identity.xsd
— Users
— Hosts
— IdentityGroup
o /) —FT V= FORENRTIR S 472 Query.xsd
o WROAT V=l FFRIR I 47z NetworkDevice.xsd
— Network Device
— Network Device Group

— Network Device Group Types

Cisco Secure Access Control System 5.4 V2 by = 7RISE H4 K
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a—Fofl

GE)

Ax—~ T7AME, WADL 77 A vDFZ U run—FLFELUHFETH Y m— FT&EEd, JAXB 72
EOMERARERY =L L BIAF— 2L T, AF—~ VT AZERTEET,

HTTP 7 947 v b&EBE L, FF3YVy—F X—=F  HTTP 7 747> b a— &AL T, XSD
T ANMDOERINIEZAFT—~ 7T RALHETEET,

XML #a—7 47 LD FETERLEYVTZ2ED S, XSD 77 A V2 b REST 2 947 2~ 7
TARALEERT HZ L EMSHERELET,

O— FH

ACSIZIZZ 94T 77V r—va vy Hoa—RaRHESNATEY, ACSREST £ ¥ —7 = A
AL WEEIHET DT 7Y r—v g VOBRRBICEYEBLET, a— Fflld, WADL 7 7 A VB LU AF—
v 77ANERUFETHY Y a— RTEET,

= — Nfili%, Apache HTTP Client (http://hc.apache.org/httpcomponents-client-ga/index.html) 35 X O
XSD 77 A WEFIH L JAXB (xjc 2~v 2 N) THEEIND Java 2 — NIZESHNTHET, RO
a— REIREENTNET,

e ACS N—¥ 3 v O

o TRTO—VOHEEG

o TRTOYy—ERX ur— a0l

o TuNE VT Liza—H% U2 NORG

o TFT— Ayk—UDY R FDOEG

e ID AR K D2 —F DG

o a—VPDOER. HIkR, HTH

o ID ZV—7DfER. HIFR, B L OEH

e ZMiE/IFXIDICLSD ID Z—F DR

o IDIN—TFOHTY I —DOHG

e ID 7 NV—TF DT RTO—FDOES

o Fv NT—Z FNA AR, HIBR, HH

e ID LATINCE DRy NT—2 F34 2 1D ORSE

o TRTOFXY NT—7 THRA ZADOEFE

« XY RU—I FALADI Y —

o Fv hNT—T FNRAL AT N—T O, HIBR, FEH

o ID EHIFARNCE DR Y NT—7 TAAL R T N—T DR
o Xy NT—J FRLA R T N—TDOH TV ) —DHG

o Xy U= FNRARAITN—TDsxY —

o Xy NU—T FNRARTN—T ZATOMERKR, Yk, FH
o IDEAFNCEDH Y NU—T TNRA R TN—" XA TOHG
o TRTOXY NT—F FTNA R TN—T XA TOES

o XY RNIU—T TNRARITN—T XL TDI Y —
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a—rop H

o WHERARA FOER. HIBR, FHr

o ID FITIARNIC L Z2REA R FOEUE
o TRTOWNHAR DG

e WESHRA D/ Y —
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CHAPTER 5

RDYVTrAB2—T 4 ADERAE

COETEH, A A= FBLP= 7 AR — MEREZFEHLTACS A7 V=7 MIxXT 5 —fEEEE2E
1795, ACSS54 NEWMT LA VTN A X —T A AZHOWTEHRALET,

ACS TliZ. Web A v Z—T A A (974 NV a—HF AL Z—TxA4A) BLOCLI »HFHT
EHA VA= IBLO= 7 AR — MEREN R ENE T, ACS TiX, 2o DOREZ CLIIZ k- TH
HrLRIHTE D720, ACSAT V7 MIHT 5 - fERIERAOAZZ L e 27 ) 7 R EERT
52N TEET, import-data 2~ > FEHEATLHE, ROZENTEET,

e ACS A7 V=7 FoiEM
e ACSHT7 V=7 NOEH
e ACS A7 ¥ =7 NOHIBR

ACS54 DA A= FBLO 7 AR — MERTIL, ACS A7 V=2 bofER, B, B X OHIERZ:
EO—FERELEITTE, ACS4x VUV =206 ACS 54 IZBATT D120 DBAT AR R E N E T,

AVR=PBIVP=7 2R — MEEEZHEMNT 2L, BBIZAZ VT MZE>TACS ZEFEO YR MY
LB L. 7—F % ACSIZA VR—FTEET, £72, osv 7 7 A M EEEA NI SLL TEx 2 Y
Tazmfblcy, BEELTEFR a7 77 A k7w hajb (SFTP) zfifl4+5 2L b T %
R

VRS FNINT—EDLYDT 7 AN ERET S~y REER L TAF D a—LilE+T 5L, —§EH
ExRETTHZENTEET, ZOHETIE, ACS4x UV U —ZTRIHATRES » - EREN 2L S E
-?—O

ACS TIRF2—HNOA U K= PBLOT Y A= FERPLBSNET, —EIC | DOMMIT %K
TC&FET, ACSOWeb A v F—T oA ZAEFHLTA VA= MBIV AR — M2ITHIEAEIT.
Xo—%TEHTHBETEEEA,

ACS i3 2 —ZHF I L ES, 727ZL, CLI 2T 5L, ACS DA v AR— LU= AR —
M 7aEREETEET, ACSOCLI TiX, ¥2—DAT—XRAEZFRLTED, Fa—HNOTrk
AxET LI TEET,

ZOEONEIT, KO LB T,

e [ACS TOA v FR—FBLOPxTZ AR — MMZoWT) (P.5-2)
o [HFR—FENDACSHT V=7 b (P5-5)

o AU R—=K Z7ANDERKS (P.5-7)

o vz 27 V7 N L —fERIEDFET) (P5-11)

[ oL-26229-01-J
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WM ACS TO4 vR— FBEUIH RE— FZDWT

ACS TDA VR—rBXUVI I RAR—FZDT

ACS DA VR — MERZMEM LT, D ACS A7V =7 MERFHIEM, B, ELITHIBRTE X
T ACS TlE, B~V (CSV) 77 Az LT, ZhbD—FfFEfEE2FZITLET, 2
D.csv 77 ANEAHR—F T A NVEERET,

ACS 1213, & ACS A7 =7 bOBI, BH ., BILOHIBRERERIZ, EHD csv 77 L— MM &
BNTWVWET, csv 77 A NVHNORPIOLVa— KX, 75 (74— F) A7 07— D
ANy H— L a—RTT, INLDT T L —RMIACSWeb f VX —T = A A X T a— KT 54
ERHVEST, TUoTL— b~y F— La—KE, A FR— 1 TD csv 77 A NVDERYIOITIZE E
NTWAERLERDHY 5,

FTRTDACS F TVl baA v R — T A3DICELTrFL— MIMEHTEERA, & ACS 7
VYl PRICERFHENET UL 2 X v ru— KL, ®METEHTUo L= EE TV DA
A— FEICFEHT 2L ERDH Y £7,

T AR— MEREEZMFEH LT, ACSWEA N7 THEAFIBERIEEDOF TV =/ b A4 TOTXTHO L
a—REET .csv 77 A NVEERTEET,

A UR—=FBLOT I AR — FMEZFEITTHI21E, CLIEHEL L T B RAENRLETT, &5
12, ROMERMBMLETT,

o ACSRERET —HEAVHR—FTDHHEIEF. FFEOa L 74 FXa2lb—valr 7=y MIXHTD
CRUD #E[R

e UE—RURYNICT =27 AR— T HE81F, BEOar 74 FXal—var 47
Va7 M DR A E 0 HER

COHOHMIT, RO LBV TT,

e ICLIICKBAACS ATV =2/ DA vAR—F] (P5-2)

o ICLIICXD ACS A7 Y=/ D=y AR— 1] (P.5-3)

o [AUR—FBLOT I ZAR—F Tk ADRT—Z ZADFE ]| (P.5-4)
e MV AR—=FBIOEI AR~ TutZxDET) (P.5-5)

CLIIC&HACS ATV bDA UR—F

ACS a7 4FXal—yary EF—RKRMPL5ACS AT V=2l ha A AR—FT&ET, 4R — MNREE

EFATT 5121%, import-data =~ > REMALET, Zoa~r ik, RO EEMELET,

o AUR—F T ANABEMEINTZYE—F URT NVA, A VR—F 77 A VOVERTIEDFEM
WZOWTHE, T4 AR—F 77 A VOIER] (P5-7) #ZLTLIEE0,

o AUR—F T A NDLHEIL

o AVUR—FNT7ANMIGEEND ACS ATVl FOXHATS,

ACSIZVE—RN URTNIDND esv 77 ANVERGL, 2077 A VEWLE L ET,
import-export-status =~ FZfHHTH L, AV FR—h 7oEADAT—% 2% ACS IZHW& bt
HIENTEET, A VA —b T EANRET LIEE, ACSIZTZOFatEAHIZ ACS NEFk L=
TN EENDAT—H A T A%, VE—F VRV MVIZAERLET,

AVER—F 7B EBRATOEX 2V T 4 258bT 570D, f AR —bF 774 NVERSLLT, 1~
A— MR xF 2V T RSNV E—F VRPNV EFEATAZE L TEET,

Flo, AVFE—F T AT T —BRETIHIAMEELDHVET, A AFA— b 70 ERAZKTT D50,
SETTAETHRITTANERECTE £,
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N

(E)

ACS TOA vf— FH&LUTH RE— k=2t W

X VT RSNV E— N UKD MY A VR — NMTHHT 2854 repository i & L C SFTP
EIRETOLENDH Y ET,

ez, WEl=—% La— REEfFO ID A R TIZEBMT 512X, ACSCLI 26RO X HICADL
iﬁ—o

import-data add user repository file-name result-file-name {abort-on-error | cont-on-error}
{full | none | only-sec-repo | only-sec-files} secret—phrase

BX DA
repository : ACS 7V =7 DA VYAR—Fe2VE—F URY M4, ZOHa, NEx—3,
file-name : VE— 1 VAT NVNDOA UR—k 77 A V4,

result-file-name : 4 V' R— MEEDORERBNEENDI T 7 A N4, ZDOT 7 ANME, AV KR—K Tt
ANFETELIIETTDE, VE—FN VR M) THEHTELLSICR2D ET,

abort-on-error : { VAR— h OB AT T —NRELESE, 4 VA — MaE2TIEL F5,
cont-on-error : f VAR—F TRV AFIRATIZTI—ZEEL, BOVOFT V=V bDOA R —
N ERiT LET,

full : GNU Privacy Guard (GPG) Hf S b A B =X Ak >TA Vv R—b 77 A VEHEZL, &
Fa )T 4 REINTZVE— N VRNV EEALCTZ 7 A VB AR—bMLET, BXF2UT 4 ¥
A 7L LT full #457E L7234, repository fii& LT SFTP #48E T2 L EMRH Y £7,

none: { VAR —hk 77 ANEREFET, AV FR—bDBIZEX2 VT o R#EINZVE—F UERY
M) ZEHLEREA,

secret phrase: { VR — K 77 A NVEEZFTHZOIL, MMEO7 L —X&2BELET, X2V T 4
H A 7% full £721 only-sec-files CFRELT-HE. WEO 7L —XZHETIHILENHD 7,
only-sec-repo : EX a2 VT s ff#EINTZVE—F VRV NI EFAHLTCZ 7 VEA > FR—FLE
T, EX=2UT7 4 ¥4 7L LT only-sec-repo #H5/E LG, repository fE& LC SFTP Z45E T
DHRENRDHY ET,

only-sec-files : GPG W EAbL A N = AL ZHEH LT, A1 F—b 77 A NVERFILLET,
import-data =~ > ROFEMIZ SN TIEL, WD URL 25 L TLIZ&E 0,

http://www.cisco.com/en/US/docs/net mgmt/cisco_secure access_control system/5.4/command/
reference/cli_app_a.html#wp1893385

CLIIZCEARACS ATz rODITHAREKR—F

ACS b — RIA4TZ, esv 77 ANMVADACS A7 V27 bDY R h&ET 7 AR—FTEE
9, export-data I~V RZHEHALT, ACSa 74Xl —yay T— R IOEELZFEITTE
F9, Zoavr NI, ROBIEEHEHLET,

o TIJAR—FITEFT V=T b XA,
o TUAR—KFUBADETHIZ, csv 77 ANEZ T u—RELRp)VE—F URY U4,

ACSIZ LB AR— FEROMHEF L, a~v FEANTL T2/ AR— bOEEE2BETE FT,
T AR—F T RAD5ETH, VE—F VRIS MIICHD .csv 77 A M1, ACS WEEA R TIZTE
TELTWATRTOFT Vs b La— KREENET,

[ oL-26229-01-J
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WM ACS TO4 vR— FBEUIH RE— FZDWT

N

(E)

Web A 24 —7 = A 2D ACS A7 Yz 7 M= Ak — B8 6, FIMTERZ L5 M8 L
Tl a— ]\@v’d‘jﬁzy ]\%i&}d{“— ]"C%ia‘o

T AR—F T RATOEX2 YT 4 2L T 572012, T AKR—F 77 A VEKFLLT, =
I AR— MEEIZEXF 2V F RSNV E— KN VRN AT AL TEXET,

X2 VT RESNZYVE—F VAT M) 27 ZAR— MNIERT 284G, repository & LT
SFTP #18ET HLERH Y £7,

el 2, Wila—% La—Rzx 7 ZR— F$212iE, ACSCLI »HIRODEIICANLET,

export-data user repository file-name result-file-name {full | none | only-sec-repo |
only-sec-files} secret-phrase

BXOiinA

repository : ACS A7 V=7 hOZ I AR— ks VE—h UK N4, Z0HE, Niflx—
‘H:O

file-name : VE— K UARY FYNOZI AKR—K 77 AV4,

result-file-name : =7 AR — MMEOFRNEENDI 77 A NV4L, ZOT 7 A NME, =F AFR—F 7
OB ANFETTHEYE—K VDRI N THEHTEALO12R2Y F9,

full : GPG BB LA =AM Lo T2 I AR —h Z7ANVERFLL, EX=2 U7 RS2
E—hMUKRTIMNIZHEHLTZ 74NV 2 AR = LET, %2 VT 4 XA 7L LT full 2FE
L7254, repository flie LT SFTP Z4EET 5 LE R H V £,

none : TV AR—F 77 A NEREEET, 2/ AR OBtV T o IRESNTZVE—F U
RNV EFEHLERA,

secret phrase: 7 AR— K 77 A NEREFLTHDIC, MEOT7 L —XEHEELET, X2
T4 XA 7% full £721% only-sec-files ICHELTZHEG. MEO 7L —XE2HBETHLERNHY £
‘j—o

only-sec-repo : EX a2 VT 4 IR#E NV E—F VRPNV EBFAHLTZ 7 AV BT AR —FL
9., X2 VT4 ZA47 L LT only-sec-repo & i L7235, repository fiE& LT SFTP & +5i&E7
DHRENRDHY ET,

only-sec-files : GPG K 5L A W =X L ZHEH LT, =7 AKR—bF 77 A V&L L ET,
export-data I~ ROFEMIZOWTIX, kD URL 2L T 7Z&W,

http://www.cisco.com/en/US/docs/net mgmt/cisco_secure access_control system/5.4/command/
reference/cli_app_a.html#wp1893300

AR— BV RAR—F TOERDRT—2 ZADRTR

import-export-status =~ R&fFEHT25 L, ACS TOA U A—FBLURZI AFR— K TartEADR
T—HAERRTEET, ZOavry FEEHLT, FETHOAL A= bEREFTZ 7 AR—F etk

ADAT—HAEFR L, REFOT 2 ANFET D0EHERLET,

import-export-status I~ NI, ACS a7 4 FXal—ay T—RPLIETTIHILERLYD £
T, T NE, = lBRRL TARTOa—PRFITTEET,

import-export-status {current|all|id id}
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gR—rEhad ACSHTSzo+ M

X DERHA

current : BIEEETHO o AD AT —X 25 F R LET,

all : RETFOT o v AEED, TRXTOA VA= FBIOT I AR—F 708 RADAT —HF A% FER
LFET,

id: 7ot A ID TIHRESNDOIFHED 7B ATEITSNLA VA= FELBFEI AR—FDORT =X
A TR LET,

import-export-status I~ ¥ ROFEMIZOWTIL, kD URL &ML TL7ZE 0,

http://www.cisco.com/en/US/docs/net_ mgmt/cisco_secure access_control _system/5.4/command/
reference/cli_app_a.html#wp1893573

AoR—bBEUVIHRER—F TAOERDEKT

import-export-abort I~ RAHEHL T, ¥ _XCHOA VA= BLOZI AR—F FukRx, £/
FHREFEITTH20VNIF 2 —IZ A2 TNAEA 7T A% T CX £9, import-export-abort I <. K
T, ACS a7 4 Fal—ay T—RhbFEITTHISLENRH Y £T,

EIrHhoTae AL TRTOREFTOL LV FA— b BLPZ 7 AR —F 7o AEREHIKE T TX 5
DiF, A—R—BHEDOHRTT, 7L, HFEDA LV R—bEIF I AR—F okt 2Z2HET 5D
a—WE, Fuek X ID #HAT 50, FETHICEOT oA EEILETLZLICE T, ZFORKFEDYS
ntRAEKTTEET,

import-export-abort {running | all|idid}

BXnEEHA
current : BEFEITHDOA U R—bERIE I AR —F et rzdhib LET,

all : ¥ 2—NOFTRTOA Vv HR—FEFLEFZIAR—F oAz IELET,
id:  BELE7v8k®2AXID DA Vi R—bERiZZ 7 AFR—F Yot AxA&2FIELFT,
import-export-abort I <. RDFEMII DWW TIZ, kD URL &R L T 72 &0,

http://www.cisco.com/en/US/docs/net_mgmt/cisco_secure_access_control system/5.4/command/
reference/cli_app_a.html#wp1893490

YR—rENEACS ATk

ACS 5.4 TiX, A A— MEREZMHHLTACS A7 =7 MIxtd 2 —1E#/E GBI, FHr. HIBR)
HETTEETD, IRXTDOACSHF T V= b A R—FTE DT TEHY F¥A, ACS54 D
AR — MERTIE, RO ACS A7 V=7 FBRYR—FENTWET,

o a—¥

e KA

o Xy U= FRA R

I D/ s

* NDG

e ¥vyrnm—RufE ACL

e avrRFEyh

£ 511, ACSAT Y=/ b, 20T 0T 4, BRI RT 4 OF—2BEY X LET,

[ oL-26229-01-J
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M 9R—FSh3ACSHTSzHk

% 51 ACSATCIH b : FARTABETFT—4T
JanF44 FanF4DF—4H

+Izo b 5472

Username (fERk, M. B LOHIBRCTRE) X751, KR 64 X7 TT,
Description (EE) 75, RARIE 1024 7T,
Enabled (PERR TRZH) 7 — b,

Change Password

(fER TRZH) 7 — b,

Password

(TERCCTRZH) XFH, R 32 XFETHRETT, =27 AKR— FTIIEATE
FE A

Enable Password | ({L) 0751, Fek 32 CFE THRETY,
User Identity Group | ({£5) X35, MAEIE 256 XFTT,
List of attributes UEE) SUFHB L OZFE oo s — 2 il

ATz HO b B4F KR+

MAC address (TERR. TREE. HIBRCTH®ZH) T4, KEIX 64 XFTY,
Description EE) 5%, wmKEIE 1024 XFT,

Enabled UEE) 77—,

Host Identity Group | (f£5) X5, KEIX 256 XFTT,

List of attributes EE) U775,

ATSzHO M BRALT R FT—9 FIRA4R

Name (fEpk. MR, BIRCUE) LT, FAE 64 XFTT,
Description (EE) XFF, HREIT 1024 XFETT,
Subnet (e TzE) s,

Support RADIUS

(TERR TRZH) 7 — b,

RADIUS secret

(FEE) XF5, K32 LFETHRETT,

Support TACACS

(TERR TRZH) 7 — b,

TACACS secret

(FEF) XF5, K32 LFETHRETT,

Single connect

(FEE) 77—,

Legacy TACACS

(FE&E) 77—,

Support CTS

(TERCTRZH) 7 — /b,

CTS Identity (EE) SUFF, Fek 32 XFE THRET T,
CTS trusted EE) 77—,

Password (TE) U7, ek 32 LFE TAMRETT,
sgACLTTL (1E5) B8,

peerAZNTTL EE) ¥,

envDataTTL EE) BB

Session timeout L8 i,

List of NDG names | ({T-&) SC7%1,

AICzH b B2A4TIDTL—TF

Name (PERk. fRfE. HIBRCTHZH) X741, RARKIT 64 307 T,
Description (EE) 75, RARIE 1024 7T,
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Aok—F 2740tk B

% 5-1 ACS AT/ b : FAONRF4RBET—EE (HZ)

TANRT 1% FanRF1a0T—4E

AIxH k247 : NDG

Name (FERR, fWEE. HIBRCHZH) 3UF5, KRR 64 X5 T
Description ER) 7, HRRIE 1024 07T,

AITSH b 847 HYon—Fake ACL

Name (FERk. fREE. HIBRCT#ZH) 75, RRIL 64 X7 T,
Description (EE) 75, AR 1024 XF T,

Content (PERk. fRtk. HIBRCTHZH) 0741, RRERIT 1024 X7 T,
ATz b B4F a7 kY

Name (PERk. fRtk. HIBR T X751, RRRIT 64 305 T,
Description (EE) CFH, HREFEIE 1024 X5 T,

Commands (EE) X751,

(grant:commandia sy - iz grant \oxt LCHIET O Y A b T, BEOMEE a0
rguments D7) v O TRWBHRE R ET

FEERRED T 41—V RiF, ZOFEETEHELE, ACSICL>TENENDT 4 —)L ROF 7 /L MEITHE
BEnET,

72z, WEICEET 27—V FE2ZEADEFICTDHE, ACSIZLE-T, Bgoir—bF /J—FoD
fEREY B THENET, Ry hT—27 F4 2T, TrustSec 2314 % — 7 /LDLFE . T _XTOREEK
ET 4=V RRT 7 4L MEICRESNET,

AR— bk 72714 ILDER

ZITIE, ACS F 7 V7 MIX L T—EBIEZFEITT D200 .csv 7 7 A VOERRFIEIZ DWW TR
HLET, £A 727 MTlLET T L— 240 rn—RTExE9, ZOHEOHEKIZ, kot
D <9,

e Web A Vv Z—TxAANLDT L — DX a— ] (P.5-7)
e [CSVF 7L — Ko (P.5-8)
o [AfYF—F 774 VDEKR] (P.5-9)

Web 1 V32— x4 AW DTUTL—FDAEHO—F
A HR—=F 77 ANVEERTDENT. ACSWeb f v X —T = A ABALVHR—K T7 AN T T
L—haFovra—RT3208ERHY 3,

N —PF 2 BINT 20 R R—F 77 AL T FL— a2 F v rn— K450, ROFIEE
FEITLET,

AFvFT 1 ACSS54Web A H—T xR T AL LET,
AFwF 2 [Users and Identity Stores] > [Internal Identity Stores] > [Users] # &R L £,
[Users] XN—YNRRINET,

Cisco Secure Access Control System 5.4 V2 by = 7RISE H4 K
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WM A oR—F 7 ILOER

AFwT 5

AFvT 6
AFyvFT 7T

[File Operations] %7 U v 27 LE7,
File Operations wizard W& R S E T,
WONTIN 1 DERIRL ET,

Add : BEfFO Y A MZa—HFZBMLET, 2047 a3 Tik, BEOY X MIMEESNEY
ho RV, BINEREEZFEITLET,

Update : BEfFOWNE 2 —H% U X FEEH L ET,
Delete : NERID A R 7D, A VAR —bF 77 A NAVANOZ—F DY 2 FEHIFRLET,

[Next] #2 U v 7 LET,

[Template] _X— TV NERRIILE T,

[Download Add Template] 227 U v 27 LET,

[Save] #27 Vw2 LT, 77 b—ha2u—hL 5 4 A7 ITHREFELET,

WOV AN, HEA T/ MCHELET L — BB TE L5 a R~ LET,

= —# : [Users and Identity Stores] > [Internal Identity Stores] > [Users]
AR A I : [Users and Identity Stores] > [Internal Identity Stores] > [Hosts]
F v kT —2 T34 A : [Network Resources] > [Network Devices and AAA Clients]
ID 7 /v —7" : [Users and Identity Stores] > [Identity Groups]
NDG
— 3T @ [Network Resources] > [Network Device Groups] > [Location]
— T NA R # A7 : [Network Resources] > [Network Device Groups] > [Device Type]

X7 m— RAlEE ACL : [Policy Elements] > [Authorization and Permissions] > [Named
Permission Objects] > [Downloadable ACLs]

=< K &> I : [Policy Elements] > [Authorization and Permissions] > [Device Administration]
> [Command Sets]

ZZTHATOFIRICH ST, A7 V=27 M@ LT L —ha Xy rm—RRLET,

CSV T 7 L—FkIZDU\T

Microsoft Excel £7213F DD AT Ly R — s 7V r—2 9 CCSVT U7 L—hElE, 7
T — b ER— AN T A AT esv 77 ANE LTRIFTEET, csv 77 L— MZiE, ®HsT
HACS ATVl b7 aRT 4BV ARNTE~N T —ITRHY F9,

7= & 21X, internal user Add 7> 7 L — MZiX, £ 5-2 THHAT A7 4 — 1V FBH D 9,

% 5-2 internal user Add 7> 7L — k
ANYyHF—T4—JL K EoL):
name:String(64):Required L —HP D —H4
description:String(1024) Z—F DA

enabled:Boolean(true,false):Required |2 —4% 4 x—T7 NI TEZHERH DL, £RIEIT 4 =T NICTILERD D

MERT T =) 7 4 —)L K

Il Cisco Secure Access Control System 5.4 ¥ 7 k) c 7EREHA F
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Aok—F 2740tk B

® 5-2 internal user Add 7> FL—k ()

ANYyHF—T4—)L K E548H

changePassword:Boolean(true,false):R | = —FREHICa VA LT ALXICRAT— RELEFETALERHBZNE 50 E
equired KT T = T 4= R

password:String(32):Required 2—HPDONRAT— R

enablePassword:String(32) =P DA RX—T )N NAT— R

UserldentityGroup:String(256) 2—¥RET B ID F—7

BELLTXToa—V@itil ZicgrsnEd,

sy 77 ANVDELTIE, 1 DORE 22—V La— RiZxc LET, =2—¥% ACS 124 R — M 57
W2, % esv 77 ANMICAT L, RETHISLERHY £, £V BR—F 77 A4 VOIERITIEDZERIC
SNWTIE, (A R—F 77 A VDOER] (P5-9) ZBRLTLEEW,

Z OflX. internal user Add 7> 7L — MCESWTWET, ZOMDO ACS ATV =27 v T FL—
MI, ~y X —ITIZ, TOFT V=7 MIONWTE 5-1 THHINTWA 7T e XTF s BREENTHE
\?‘O

A oiR— bk 274 ILDERK

O—H)N T 4ATIIAVIR—F T4V T — e yra—RLizdH e T, ACSIZA R —F
THLa—FKz, 707 L—FTCHRESNTWLIEXNTAALET, §XTOLa— K% csv 774

WA LTZHE T, A VAR — MEREICHET 2 LN TE XS, A VR —F 7t RTITROLH ) E

ZLET,

o TACSHEEA RT~D L a— Ko (P.5-9)
e TACSHEA FTHOL2—FRFoHEH (P.5-10)
e TACSHEHARTHbDL a— RO (P.5-11)

ACS RER F7~®D L a— FDEN
ACS WA b 72 b a— REBMTA5EE1E, La— REBEFO Y 2 MBI LET, ZidEmi
ETHO ., csv 77 A NVHND L a— R, ACSIZHFETH U X MIBEMENET,
W= —H La— REBMNT > 7 L— MGBENT 5120, ROFPIEZFETLET,

AFv7 1 internaluser Add 7> 7L —FrEF v o —RKLET, MOV TIE, [Web £ v F—T =4 A5
DF T =Xy rr—FR] (P5-7) 2Z2RLTLEEN,

AFwF 2 internal user Add 7 > 7 L — b &, Microsoft Excel /21Xt DDO AT Ly Ko —k 7Y r— g
VTCHEET, TUT L= Oy X —ATOT 4 — L ROFBHIZOWNTIX, & 5-1 2B LTLLEEE
AN

AFwT 3 AH—FHEREANLET, csv TP L— bORITIE, | DO —HF La— RIS LET,
5-1 5-112, o7 vd Add Users f V' HR— bk 77 A vERLET,

Cisco Secure Access Control System 5.4 V2 by = 7RISE H4 K
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B (o R—F I7/LOER
5-1 add users : 1 Y R—k I741IL
A | B ¢l o | € | £ | 5 | H I ¢ IR
1 |name: String(54):Rer description: Strenabled; changePassw password: Stri enablePasswa Userldentity Group: St attr-Real Name attr-Description: String(256)
2 |John TRUE | FALSE 1234 Al Groups: Sandose
3 |Kenneth TRUE FALSE 1235 All Graups:SanJose
4 |Abraham TRUE = FALSE 1236 Al Groups: Texas
4 [Kelly TRUE = FALSE 1237 Al Groups:Texas
B |Sandra TRUE = FALSE 1238 Al Groups:Flonida
7 [Milafer TRUE = FALSE 1239 Al Groups:Flarida
8 |James TRUE =~ FALSE 1240 All Groups: Sanose
9 |Albert TRUE FALSE 1241 All Groups:Florida "
10 |Kevin TRUE = FALSE 1242 Al Groups:Florida I ! @
11 |Samantha TRUE | FALSE 1243 All Groups:Texas o
ATv7T 4 addusers 1 A—F Zr A NVER—N T 4 ATITRFELET,

ACS AR F7RD L a— FDOEH

5-2

Il Cisco Secure Access Control System 5.4 ¥ 7 k) c 7EREHA F

ACSAFTHOLa—REHEHTHE, £ R—F TabvxikoT, NEA T OEFEOL a—F
N.oesyv 77ANMDLa—RTEEXINET, TORETIE, ACSIZHFEET DL I—FN csv 774
NDOLa— R CTEHEINET,

L, BT L — MNCBMTE S 1 DOBINA T LAZFBE, BINEEL FETT,

BT T L— MR, NE2—TF B L RZ OO ACS 7 V=7 + @ [Updated name] 77 & &,
¥R A - D [Updated MAC address] 7 7 AR EENDHERH Y £, ACS O ID A b7 DAHIH,
[Updated Name] 77 7 AR R EN D4R TEBLEINET,

FZACS ATV 2l FOEFHT T — 2 ra—Rt53Rb0VIC, T4 T2/ O R
R—=F 77 A NVEFHLT, ~v X —fT&2HEFL, T—FE2FH L TEHFINZ csv 7 7 A NVEAER
TEET,

FHINTZATERIIMAC 7 FLAZ ACS A7 V=7 MTBMT 212, HEDOFE#HT 7L — b
ZHEoa—RLTHEALTLSEEY, £/2. NDG 04, =7 AKR—hk 77 L — MIIE NDG 4
FONEENTWALRD, o7 a7 0 Z#THT512iF, NDG BH7 7 L—ha4vra—RL
THEALTLLE &N,

X 5212, BEfFO2—Y La—RE8EHITL23 TV AR —F 774V ERLET,

A—HDEHF : A1 viR—k 774

GE)

A B ¢ | o | e | F 1 & | W | 1 [ 9 1T k [ L |
_1 |name:Strir Updated name: Strir descriptior enabled:Bi changePas password:! enablePas Userldentit attr-Real M attr-Description: String(256)
_2 |dahn Mark TRUE | FALSE 1234 All Groups:SanJose
_3 |Kenneth  Dawvid TRUE | FALSE 1235 All Groups: SanJose
4 |Abraham | Jamie TRUE | FALSE 1236 All Groups:Texas
5 [Kelly Lucy TRUE | FALSE 1237 All Groups: Texas
B |Sandra  Tina TRUE | FALSE 1233 All Groups:Flarida
7 |Milafer  WWilliam TRUE | FALSE 1239 All Graups:Flarida
B |James  Frank TRUE | FALSE 1240 All Groups:SanJose
8 |Albert George TRUE | FALSE 1241 All Groups:Florida -
10 |Kevin Paul TRUE | FALSE 1242 All Groups:Florida 5
11 |Samantha Patrick TRUE | FALSE abcd All Groups: Texas §

2 %/OD AT LD [Updated name] i%, EHT > 7L — MIBMTEDBMOD T LT, /o, 21—
P ATV =7 MO L EHREOL AL, NAT = MEBLOA R—=7 1T > TV H/RAY—F
ERMETIEIH Y THA,

0L-26229-01-J |
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R9YT A8 —T A ADFERAE

LI R T rEEALE—EREORT A

ACS AER 7MiM L a— FDHIER

Q)

ZoFTvarEHEHALT, ACSHEA FT b L a— KoY 7y hEHIBRTEET, 4R —b
T5 .csv 77 AIHFIET B L a— Rk, ACS WA N7 oilREnET, HIRT 7 L— ML,
HIBR T 20 EOH DL a— RE#NT 23— BT LR EENET,

72213, A —HF oty FE ACS NEID A2 R 7 b HIBRT 5121X,. Nl —HFollkT 7
L—bhE2Hvra—FKL, BIBRT22—VFDIV A 2ZDA R —F 77/ MBMLET, K 5-3
2, A2 —% La— RFZHIRT2H TV AR —b 77 A VERLET,

JURL VR T FRAR

5-3

TRCOZ—FEHIRTDHIZ2FE, T _XCH2—HY %R AKRK—FL, T RAKRK—F 77 (V% 21—
FEHIRT D2 0DA AR —F 7740 L THEHATE £,

A—Y0HEIER: A oR—F 7740

A | B | ¢ | o | E | E |

nare: stringB4): Reguired

kenneth

Jamie

john

jaseph

nilofer

casey

lucie

jacob

Heorge

R

|m

!m|m|~4|m

B
[}
2R2056

Yz RV )T EERLE-—EREDRET

A7y T 1
AFyvF 2

N

(F)

AVER—= I BLRZ I AR—FCLI 2~y FEEH L T—HERIELZFITIL, IRXRZL =L T
T REEKTEET, ACSWeb A > F—7 = A A2V 7V Python 227 V7 v 3BV 9, 20O
TN ATV T NEF T ra— KT 5120, ROTFIEEZFETLET,

ACSWeb A v #—T7 = AT 7 A LET,
[System Administration] > [Downloads] > [Scripts] Z Z&4R L £ 7,
Zyra— Ra[fg /Ry 7 —IIIRONE THER SN E T,

e Python £ = —/L, Pexpect

e Python 27 U 7'k

e ReadMe : A v A h— /L FIEDFHH

ZOAY YT N EFLTTHIZIL, Python Y 7 b U = T RMETT,

BT ROYT R

import pexpect

[ oL-26229-01-J
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W L zoUTrEEALE—EREDEST

# Create connection to a specific IP using 'admin' username
connector = pexpect.spawn('ssh admin@l1.2.3.4")
connector.expect ('.ssword:*")

# Enter password

connector.sendline ('defaultPass"')

connector.expect ('.$")

# Defining a repository that point to the localdisc
connector.sendline ('configure')

connector.expect ('.$")

connector.sendline ('repository localRepo')
connector.expect ('.$")
connector.sendline ('url disk:/")
connector.expect ('.$")

connector.sendline ('exit')
connector.expect ('.$")

connector.sendline ('exit"')
connector.expect ('.$")

# Saving the repository
connector.sendline ('write memory')
connector.expect ('.$")

# Going into acs-config mode
connector.sendline ('acs-config')
connector.expect ('.ername:*")

# Enter acs admin username
connector.sendline ('acsadmin')
connector.expect ('.ssword:*")

# Enter acs admin password
connector.sendline('1111")

connector.expect ('.config-acs*')

connector.sendline ('import-data add device local device.csv device res.csv cont-on-error
none') # Performing the import command

connector.expect ('.$")

# Exit acs-config mode
connector.sendline ('exit"')
connector.expect ('.$")

# Exit ssh mode
connector.sendline ('exit"')

Cisco Secure Access Control System 5.4 V7 by = ZRISEE HA K
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APPENDIX A

Monitoring and Report Viewer ®7—4
N—R RAF¥F—%

ACS Tix, U<E— F ¥ —,3D Microsoft Active Directory (AD) F721% Oracle System ID (SID) (Z
Ea—7 T—4N=ANbDT—F T 7 AKR—FTZET, ZOKRBIZL>T, HED=—X%H
T HAZ D VA= T TV = a VEERTEET,

ez, BPAZAXLIZVAR— N TV r—va 2500V — "0 ) E— K 7 —FX—2|Z,
Ba—7 T—HR=2ANHDT —H T ) AR—FTEET, 7—F&2T7 AR— bT D120, &Y
ICACS TUE— b T R—AZRETILERDHY 7,

Z O T, Monitoring and Report Viewer 7 — ¥ X—ATUE— K T—H RXR—ZAB LT —7 V%

B

RETDHHEIZOWTHEHH LET, £/2. ZOfETIE, Microsoft SQL ¥—/3& Oracle SID O jij 7
{22\ T, Monitoring and Report Viewer 77— 4% X— A A ¥ —~< %R LE T,
ZOHETIIRD FE Yy Z12oWTEB LET,

e TACS TOUE—| 7—H#_X—20DFE] (P.A-1)

N

» [Monitoring and Report Viewer D7 — X X—2 AF —<{Z2\T] (P.A-2)
— [Microsoft SQL Server A% —=~| (P.A-4)
— [Oracle 2% —~] (P.A-23)

JE— |k T—R2R—XDETE

fR® L7=MFE T, ACS IZ X - T Monitoring and Report Viewer 7 — 4 3T/ AR— k&N 5 Y E— K
T—HN—RAERETEET, ZI7AF—F Va7iE, 1, 2, 4, 6, 8 12, Fix24 KT LI 1
BIETTDLEOCATVa—) I TEET,

ZOVE— RN F—AR—RLBEFETADAZ L VR— N 7T A —3 3 VEIERTXE9, ACS
T, ROTF—=HFRXR—=ZANPR—FENTHET,

e Oracle SQL Developer
e Microsoft SQL Server 2005

YE—h T=FR=2AZRET 2T, ROFIMEZFETLET,

ACSWeb f v Z—T A4 R Zual A4 LET,

Monitoring and Report Viewer T, [Monitoring Configuration] > [System Configuration] > [Remote
Database Settings] 3R L £ 77,

7% A-1 12787 [Remote Database Settings] X— U BNFRINE T,

[ oL-26229-01-J
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fi#% A Monitoring and Report Viewer D 7—42 R—R 2%—7 |

W Monitoring and Report Viewer DF—#% A—X R¥—37([2\T

= A1 [Remote Database Settings] R—<
rFvay e
Publish to Remote Database ACS TUE— R T —FX—RTEMMICT — 2 %227 AR— T 2I10F, 20D

Frxv IRy 7 AA NI LET, T7A/NBNTIE, T—XIZ4BHIT LY £—
F F = R— 2|27 AR— N ENFET,

Server VE—KNT—H_X—ADDNSALEIXIP T RLAZ AN LET,

Port VE—RK T—HX—2ADKR— ESFEANILET,

Username VE— | F—BR—Z2~DT VT RMEHT B2—FLE AT LET,

Password VE—F T—FRXR—=Z2~DT 7B RAMEHT 2 AT—READLET,

Publish data every » hours Fry 7y VAL Ry 7 206 RHMAELRBRLC, HELzMRcr—4

NI AR—hEINDHLEICLET, At 7 a3 1, 2, 4, 6, 8, 12, B
J: U 24 H#F:Eﬁ‘/c‘\j‘o

Database Type RETDHVE—F T—HRXR=2ADHA T,

* Microsoft 7 — % X— X % ET 521X, [Microsoft Database] 7'+ = > &K
Zrur7YVy s L, VE—bF T—EX—ADAHTEZ AT LET,

e Oracle 7 —# N—RAZHET HIZIL, [Oracle SID] A7 v a v RE %7V >
7 L. Oracle T—HRX—Z2AD L AT LA+ 2 A LET,

AFvF 3 [Submit] 27 Vv LT, VE—h T—HF_X—REHFZELET,

TV AR—N Va T DRAT—F A% FRRT HIZIE, Monitoring and Report Viewer ¢, [Monitoring
Configuration] > [System Operations] > [Scheduler] &R L £,

Monitoring and Report Viewer D 7—42 RX—X X*—7
[2DUNVT

Monitoring and Report Viewer TiE, IRDOT — & NINE S E T,

e Accounting

* AAA Audit

GE)  AAA B, AT L2, BIOEHEAT -2 2507 —7VE, =7 AR—- g,

Ea—7 T—F_X—2 21X, raw T— 7NV EEHNT—TANREENTHET, 22 TIE, KOPEFIC
DWTHBLET,

e [Raw 7—7/] (P.A-3)

o [EMT—7 v (P.A-3)

e [Microsoft SQL Server A% —~ ] (P.A-4)
e [Oracle A% —~] (P.A-23)
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Raw 7—7JJL

£HT—J1L

Raw 7—7 1

Monitoring and Report Viewer DF—4% <—2 2¥—=I=olvt N

fHE DL a— RREENTWET, Monitoring and Report Viewer TiL, raw 7 —

7/V0)I/:l“*ﬁ7)>§%1’*’]éﬂ ERIT =T NVCENT =2 BRI E T, Raw 7 —7 L OE L

KR LEEY N 74— Ry a— REhT.,

1 &0 TRASNET,

BRT—TNIZE, SEIERT —FXOMB ALK LT, BT LICERAE & KRB L 72 3BRED [R5 3 1%

MENEF, 2 xiE. NADB, 772 KU ¥— C @ Identity Group 4 75 D Userl |

IRLT,

Monitoring and Report Viewer TiX, #H ., A L7zEE & R L 2B FHHR &, BIRT —7 LI

ZOEDBEMSNET,

ART—T1

SFEIERT —FOMAALEICK U TRID L7ZF8RE & R L 72383E0 B » O REE, ART —7 i

s Ed,

ERTF—TIL
T_RTHOAR

. BIRT — TV ZE DEEP BN ENE T,

Raw 7 — 7 A0 b0l A O L a— REFHET 55,

IZ. Monitoring and Report Viewer TiZ, Z ® ATk L72[E% & KM L 72 [AIEASEH A S

ERT =T N6 R BEERAGT 50 &2 RIRT

TET, BT T AT, SESERT X OMBELEITR LT, lidh LB E KL 7B %

METEET,

Passed, Failed. TotalResponseTime, 3 X Uf MaxResponseTime D% 7 1 —/L Ri%, 7 — % OfAA

PEREICEENEE A,

/EI\%‘J‘_‘\L;%E%FEE Lj:\ EEIJJ bfi?g\gﬁ L %E& L7272 AN uE@ ﬁrﬁjf Z ;d' LTIV */ﬁ{l‘f ;j'ﬁ
SNET, HRT—7 VO BAM7 4 —V FiL, BFORIZEREI N,

RIS ENEE A,

xA2ZE, 77D RN, HHERHTA, BLOEKNT—TVDI A MERLET,
& A-2 Monitoring and Report Viewer O 7—42 R—Z X%—7
B T—IL BL £HT—TNL
Accounting TACACS Accounting TACACS ¥ v ¥ = > : Bifh$ X |acstacacsaccountingmonth
(acstacacsaccounting) [N r7‘7r vF Ry 7 Fatk acstacacsaccountingyear
A, BLESSWZEY v
v DIER,
RADIUS Accounting RADIUS & v < =3 > : Bk, 1= |acsradiusaccountingmonth
(acsradiusaccounting) 1B, B L OEH O, acsradiusaccountingyear
AAA Audit TACACS Authentication TACACS : f%Th L7-33E3E L |acstacacsauthenticationmonth

(acstacacsauthentication)

FP L7237,

acstacacsauthenticationyear

TACACS Authorization
(acstacacsauthorization)

TACACS T /34 ZEH . o~
FBIO Yy g VHFra ORI
BILOKRKLHIT,

acstacacsauthorizationmonth

acstacacsauthorizationyear

RADIUS Authentication
(acsradiusauthentication)

RADIUS : 5 L7238iiEs L O
KPR L7237,

acsradiusauthenticationmonth

acsradiusauthenticationyear

[ oL-26229-01-J
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W Monitoring and Report Viewer DF—#% A—X R¥—37([2\T

Microsoft SQL Server X &—<

Microsoft SQL Server ® Monitoring and Report Viewer 7 — & ~X— A (Z|%, acstacacsauthentication
T ANEENTNET,

acstacacsauthentication 7 — 7 /L{ZiX, £ A-3 TUHAT L7 4 — A FRH Y £,

acstacacsauthentication

& A3 acstacacsauthentication 7—7)L

Hh3L4L T—5E

1D integer
ACSTimestamp datetime
ACSViewTimestamp datetime
ACSServer varchar(500)
MessageCode varchar(10)
ACSSessionlD varchar(500)
AccessService varchar(500)
ServiceSelectionPolicy varchar(500)
AuthorizationPolicy text
UserName varchar(500)
IdentityStore varchar(500)
AuthenticationMethod varchar(500)
AuthenType varchar(500)
NetworkDeviceName varchar(500)
DevicelPAddress varchar(500)
IdentityGroup text
NetworkDeviceGroups text
Response text
PrivilegeLevel varchar(10)
FailureReason varchar(500)
ADDomain varchar(500)
AuthenMethod varchar(500)
GroupMappingPolicyMatchedR varchar(500)
IdentityPolicyMatchedRule varchar(500)
QueryldentityStores varchar(500)
RemoteAddress varchar(500)
Selected Authenticationldenti varchar(500)
SelectedQueryldentityStores varchar(500)
Service varchar(500)
AVPair text
ExecutionSteps text

Il Cisco Secure Access Control System 5.4 ¥ 7 k) c 7EREHA F
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Monitoring and Report Viewer DF—4% <—2 2¥—=I=olvt N

& A-3 acstacacsauthentication 7—7J)L (&)
PN T4
OtherAttributes text
SelectedShellProfile varchar(500)
AuthorizationExceptionPolicyMa varchar(500)
ResponseTime integer
Passed bit
Failed bit

acstacacsauthenticationmonth

£ A4 acstacacsauthenticationmonth T—7)L
hSL F—4aH
ID integer
Day smalldatetime
ACSServer varchar(500)
MessageCode varchar(10)
AccessService varchar(500)
ServiceSelectionPolicy varchar(500)
UserName varchar(500)
IdentityStore varchar(500)
NetworkDeviceName varchar(500)
DevicelPAddress varchar(500)
IdentityGroup text
NetworkDeviceGroups text
FailureReason varchar(500)
ADDomain varchar(500)
UseCase varchar(500)
Passed integer
Failed integer
TotalResponseTime integer
MaxResponseTime integer

acstacacsauthenticationyear

#* A-5 acstacacsauthenticationyear 7—7JJL
PN T8
ID integer
Month varchar(10)
ACSServer varchar(500)
MessageCode varchar(10)

[ oL-26229-01-J
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W Monitoring and Report Viewer DF—#% A—X R¥—37([2\T

# A-5 acstacacsauthenticationyear 7—7J)L (i &)
PN T8
AccessService varchar(500)
ServiceSelectionPolicy varchar(500)
UserName varchar(500)
IdentityStore varchar(500)
NetworkDeviceName varchar(500)
DevicelPAddress varchar(500)
IdentityGroup text
NetworkDeviceGroups text
FailureReason varchar(500)
ADDomain varchar(500)
UseCase varchar(500)
Passed integer
Failed integer
TotalResponseTime integer
MaxResponseTime integer
acsradiusauthentication

& A-6 acsradiusauthentication T—7JL

Hh3 L T4

1D integer
ACSTimestamp datetime
ACSViewTimestamp datetime
ACSServer varchar(500)
MessageCode varchar(10)
ACSSessionID varchar(500)
AccessService varchar(500)
ServiceSelectionPolicy varchar(500)
AuthorizationPolicy text
UserName varchar(500)
IdentityStore varchar(500)
AuthenticationMethod varchar(500)
NetworkDeviceName varchar(500)
IdentityGroup text
NetworkDeviceGroups text
Response text
CallingStationID varchar(500)
NASPort varchar(500)

Il Cisco Secure Access Control System 5.4 ¥ 7 k) c 7EREHA F
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Monitoring and Report Viewer DF—4% <—2 2¥—=I=olvt N

& A-6 acsradiusauthentication T—7JL (&)
PN T4
ServiceType varchar(500)
AuditSessionID varchar(500)
CTSSecurityGroup varchar(500)
FailureReason varchar(500)
UseCase varchar(500)
ExecutionSteps varchar(4000)
FramedIPAddress varchar(500)
NASIdentifier varchar(500)
NASIPAddress varchar(500)
NASPortld varchar(500)
CiscoAVPair text
ADDomain varchar(500)
RadiusResponse text
ACSUserName varchar(500)
RadiusUserName varchar(500)
NACRole varchar(500)
NACPolicyCompliance varchar(500)
NACUsername varchar(500)
NACPostureToken varchar(500)
NACRadiusIsUserAuthenticated varchar(10)
SelectedPostureServer varchar(500)
SelectedIdentityStore varchar(500)
AuthenticationldentityStore varchar(500)
AuthorizationExceptionPolicyMa varchar(500)
ExternalPolicyServerMatchedRul varchar(500)
GroupMappingPolicyMatchedRule varchar(500)
IdentityPolicyMatchedRule varchar(500)
NASPortType varchar(500)
QueryldentityStores varchar(500)
Selected AuthorizationProfiles varchar(500)
SelectedExceptionAuthorization varchar(500)
SelectedQueryldentityStores varchar(500)
EapAuthentication varchar(500)
EapTunnel varchar(500)
TunnelDetails text
CiscoH323Attributes text
CiscoSSGAttributes text
OtherAttributes text
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= A-6 acsradiusauthentication 7—7JJ)L (&)
Hh3L4 T—32E
ResponseTime integer
NADPFailure bit

Passed bit

Failed bit

acsradiusauthenticationmonth

& A7 acsradiusauthenticationmonth ¥—7JJL
PN T4

ID integer

Day smalldatetime
ACSServer varchar(500)
MessageCode varchar(10)
AccessService varchar(500)
ServiceSelectionPolicy varchar(500)
AuthorizationPolicy text
UserName varchar(500)
IdentityStore varchar(500)
NetworkDeviceName varchar(500)
IdentityGroup text
NetworkDeviceGroups text
CallingStationID varchar(500)
FailureReason varchar(500)
NASIdentifier varchar(500)
NASIPAddress varchar(500)
ADDomain varchar(500)
UseCase varchar(500)
Selected AuthorizationProfiles varchar(500)
CTSSecurityGroup varchar(500)
Passed integer
Failed integer
TotalResponseTime integer
MaxResponseTime integer
constraint ASA1234 primary key (ID) integer
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acsradiusauthenticationyear

& A-8 acsradiusauthenticationyear +—7J )L

Hh3L T8

ID integer
Month varchar(10)
ACSServer varchar(500)
MessageCode varchar(10)
AccessService varchar(500)
ServiceSelectionPolicy varchar(500)
AuthorizationPolicy text
UserName varchar(500)
IdentityStore varchar(500)
NetworkDeviceName varchar(500)
IdentityGroup text
NetworkDeviceGroups text
CallingStationID varchar(500)
FailureReason varchar(500)
NASIdentifier varchar(500)
NASIPAddress varchar(500)
ADDomain varchar(500)
UseCase varchar(500)
Selected AuthorizationProfilesCTSSecurityGro |varchar(500)
up

Passed integer
Failed integer
TotalResponseTime integer
MaxResponseTime integer

acstacacsauthorization

& A9 acstacacsauthorization T—7)L

Hh3L4h T4

1D integer
ACSTIMESTAMP datetime
ACSViewTIMESTAMP datetime
ACSServer varchar(500)
MessageCode varchar(10)
ACSSessionlD varchar(500)
AccessService varchar(500)
ServiceSelectionPolicy varchar(500)
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® A9 acstacacsauthorization T—7JL (#%)
PN T4
AuthorizationPolicy text
UserName varchar(500)
Response text
NetworkDeviceName varchar(500)
DevicelPAddress varchar(500)
PrivilegeLevel varchar(10)
CmdSet varchar(500)
MatchedCommandSet varchar(500)
SelectedShellProfile varchar(500)
SelectedCommandSet varchar(500)
AuthorizationFailureReason varchar(500)
FailedShellAttribute varchar(500)
IdentityGroup text
NetworkDeviceGroups text
AuthenMethod varchar(500)
AuthorizationExceptionPolicyMa varchar(500)
AuthorReplyStatus varchar(500)
FailureReason varchar(500)
GroupMappingPolicyMatchedRule varchar(500)
IdentityPolicyMatchedRule varchar(500)
QueryldentityStores varchar(500)
RemoteAddress varchar(500)
Selected AuthorizationProfiles varchar(500)
SelectedExceptionAuthorization varchar(500)
AVPair text
ExecutionSteps text
OtherAttributes text
AuthenType varchar(500)
IdentityStore varchar(500)
ADDomain varchar(500)
SelectedIdentityStore varchar(500)
SelectedQueryldentityStore varchar(500)
ResponseTime integer
Passed bit
Failed bit
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acstacacsauthorizationmonth

& A-10 acstacacsauthorizationmonth ¥—7)L
Hh3L TS5

ID integer

Day smalldatetime
ACSServer varchar(500)
MessageCode varchar(10)
AccessService varchar(500)
ServiceSelectionPolicy varchar(500)
AuthorizationPolicy text
UserName varchar(500)
NetworkDeviceName varchar(500)
DevicelPAddress varchar(500)
PrivilegeLevel varchar(10)
CmdSet varchar(500)
MatchedCommandSet varchar(500)
SelectedShellProfile varchar(500)
SelectedCommandSet varchar(500)
AuthorizationFailureReason varchar(500)
FailedShellAttribute varchar(500)
IdentityGroup text
NetworkDeviceGroups text
TotalResponseTime integer
Passed integer
Failed integer
acstacacsauthorizationyear

£ A1 acstacacsauthorizationyear 7— 7L

h3 L T—45E

ID integer
Month varchar(10)
ACSServer varchar(500)
MessageCode varchar(10)
AccessService varchar(500)
ServiceSelectionPolicy varchar(500)
AuthorizationPolicy text
UserName varchar(500)
NetworkDeviceName varchar(500)
DevicelPAddress varchar(500)

[ oL-26229-01-J

Cisco Secure Access Control System 54 V7 oz 7REEHAF 1



fi#% A Monitoring and Report Viewer D 7—42 R—R 2%—7 |

W Monitoring and Report Viewer DF—#% A—X R¥—37([2\T

£ A1 acstacacsauthorizationyear T—7J)L (&)
Hh3L4 T8
PrivilegeLevel varchar(10)
CmdSet varchar(500)
MatchedCommandSet varchar(500)
SelectedShellProfile varchar(500)
SelectedCommandSet varchar(500)
AuthorizationFailureReason varchar(500)
FailedShell Attribute varchar(500)
IdentityGroup text
NetworkDeviceGroups text
TotalResponseTime integer
Passed integer
Failed integer
acstacacsaccounting

* A-12 acstacacsaccounting 7— 7/l

Hh3L4h T—5E

ID integer
ACSTimestamp datetime
ACSViewTimestamp datetime
ACSServer varchar(500)
MessageCode varchar(10)
ACSSessionlD varchar(500)
AccessService varchar(500)
UserName varchar(500)
RemoteAddress varchar(500)
AcctRequestFlags varchar(10)
AuthenMethod varchar(20)
ServiceType varchar(20)
Service varchar(500)
NetworkDeviceName varchar(500)
Port varchar(500)
NetworkDeviceGroups text
DevicelPAddress varchar(500)
SourcelPAddress varchar(500)
PrivilegeLevel varchar(10)
CmdSet varchar(500)
ServerMsg varchar(500)
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® A12 acstacacsaccounting T—7JJL ()
PN T8
ServiceArgument varchar(500)
AVPair text
AcctlnputPackets numeric(11)
AcctOutputPackets numeric(11)
AcctTerminateCause varchar(500)
AcctSessionTime numeric(11)
AcctSessionld varchar(500)
ExecutionSteps text
Response text
OtherAttributes text
ResponseTime integer
Started smallint
Stopped smallint
SessionKey varchar(500)

acstacacsaccountingmonth

# A-13 acstacacsaccountingmonth 7—7JJL

Hh3 L4 T4

ID integer

Day smalldatetime
ACSServer varchar(500)
MessageCode varchar(10)
AccessService varchar(500)
UserName varchar(500)
RemoteAddress varchar(500)
Service varchar(500)
NetworkDeviceName varchar(500)
NetworkDeviceGroups text
DevicelPAddress varchar(500)
SourcelPAddress varchar(500)
PrivilegeLevel varchar(10)
CmdSet varchar(500)
Count integer
TotalResponseTime bigint
MaxResponseTime numeric(11)
Active integer
Throughput bigint
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# A-13 acstacacsaccountingmonth 7—7JJL (&)
PN T8
TotalSessionTime bigint
MaxSessionTime numeric(11)
Started integer
Stopped integer

acstacacsaccountingyear

& A14 acstacacsaccountingyear 7— 7L
PN T4
ID integer
Month varchar(10)
ACSServer varchar(500)
MessageCode varchar(10)
AccessService varchar(500)
UserName varchar(500)
RemoteAddress varchar(500)
Service varchar(500)
NetworkDeviceName varchar(500)
NetworkDeviceGroups text
DevicelPAddress varchar(500)
SourcelPAddress varchar(500)
PrivilegeLevel varchar(10)
CmdSet varchar(500)
Count integer
TotalResponseTime bigint
MaxResponseTime numeric(11)
Active integer
Throughput bigint
TotalSessionTime bigint
MaxSessionTime numeric(11)
Started integer
Stopped integer

acsradiusaccounting

% A-15 acsradiusaccounting 7—7 /L
PN T8
ID integer
ACSTimestamp datetime
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& A15 acsradiusaccounting T—7JL (%)
Hh3L4 T8
ACSViewTimestamp datetime
ACSServer varchar(500)
MessageCode varchar(10)
ACSSessionID varchar(500)
UserName varchar(500)
CallingStationID varchar(500)
AcctSessionld varchar(500)
AcctStatusType varchar(500)
AcctSessionTime varchar(500)
ServiceType varchar(20)
FramedProtocol varchar(500)
AcctInputOctets varchar(500)
AcctOutputOctets varchar(500)
AcctInputPackets varchar(500)
AcctOutputPackets varchar(500)
FramedIPAddress varchar(500)
NASPort varchar(500)
NASIPAddress varchar(500)
CiscoAVPair text
Class varchar(500)
AcctTerminateCause varchar(500)
AccessService varchar(500)
AuditSessionID varchar(500)
AcctMultiSessionID varchar(500)
AcctAuthentic varchar(10)
TerminationAction varchar(500)
SessionTimeout varchar(500)
IdleTimeout varchar(500)
AcctInterimInterval varchar(500)
AcctDelayTime varchar(500)
EventTimestamp varchar(500)
NASIdentifier varchar(500)
NASPortld varchar(500)
AcctTunnelConnection varchar(500)
AcctTunnelPacketLost varchar(500)
NetworkDeviceName varchar(500)
NetworkDeviceGroups varchar(500)
ServiceSelectionPolicy varchar(500)
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& A15 acsradiusaccounting T—7JL (%)
PN T8
IdentityStore varchar(500)
ADDomain varchar(500)
IdentityGroup varchar(500)
AuthorizationPolicy varchar(500)
FailureReason varchar(500)
SecurityGroup varchar(500)
TunnelDetails text
CiscoH323SetupTime datetime
CiscoH323ConnectTime datetime
CiscoH323DisconnectTime datetime
CiscoH323 Attributes text
CiscoSSGAttributes text
ExecutionSteps text
OtherAttributes text
ResponseTime integer
Started smallint
Stopped smallint
SessionKey varchar(500)

acsradiusaccountingmonth

% A-16 acsradiusaccountingmonth ¥—7)L
Hh3 L4 T—4E

ID integer

Day smalldatetime
ACSServer varchar(500)
MessageCode varchar(10)
AccessService varchar(500)
UserName varchar(500)
CallingStationID varchar(500)
AcctTerminateCause varchar(500)
TerminationAction varchar(500)
NASIdentifier varchar(500)
NASIPAddress varchar(500)
NetworkDeviceName varchar(500)
NetworkDeviceGroups varchar(500)
IdentityStore varchar(500)
ADDomain varchar(500)
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#* A-16 acsradiusaccountingmonth 7—7JJL (#&)
PN T—4E
IdentityGroup varchar(500)
AuthorizationPolicy varchar(500)
AcctStatusType varchar(500)
FramedIPAddress varchar(500)
Count integer
TotalResponseTime bigint
MaxResponseTime numeric(11)
Active integer
Throughput bigint
TotalSessionTime bigint
MaxSessionTime numeric(11)
Started integer
Stopped integer

acsradiusaccountingyear

* A-17 acsradiusaccountingyear —7 )L
A5L F—4H
ID integer
Month varchar(10)
ACSServer varchar(500)
MessageCode varchar(10)
AccessService varchar(500)
UserName varchar(500)
CallingStationID varchar(255)
AcctTerminateCause varchar(500)
TerminationAction varchar(500)
NASIdentifier varchar(500)
NASIPAddress varchar(500)
NetworkDeviceName varchar(500)
NetworkDeviceGroups varchar(500)
IdentityStore varchar(500)
ADDomain varchar(500)
IdentityGroup varchar(500)
AuthorizationPolicy varchar(500)
AcctStatusType varchar(500)
FramedIPAddress varchar(500)
Count integer
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# A7 acsradiusaccountingyear 7—7JJ)L (&)
PN T4
TotalResponseTime bigint
MaxResponseTime numeric(11)
Active integer
Throughput bigint
TotalSessionTime bigint
MaxSessionTime numeric(11)
Started integer
Stopped integer

acsaaadiagnostics

& A-18 acsaaadiagnostics 7— 7L
Hh3 L T—5E
ID integer
ACSTimestamp datetime
ACSViewTimestamp datetime
ACSServer varchar(500)
MessageCode varchar(10)
MessageSeverity varchar(10)
ACSSessionID varchar(500)
Category varchar(500)
Diagnosticlnfo text

acsadministratorlogin

& A-19 acsadministratorlogin ¥—J /L
Hh3 L T—5E
ID integer
ACSTimestamp datetime
ACSViewTimestamp datetime
ACSServer varchar(500)
MessageCode varchar(10)
AdminName varchar(500)
AdminIPAddress varchar(100)
AdminSession varchar(100)
AdminInterface varchar(10)
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acsconfigurationchanges

& A-20 acsconfigurationchanges +—7)L
Hh3 L T8
ID integer
ACSTimestamp datetime
ACSViewTimestamp datetime
ACSServer varchar(500)
MessageCode varchar(10)
AdminName varchar(500)
AdminIPAddress varchar(100)
AdminSession varchar(100)
AdminInterface varchar(10)
ObjectType varchar(500)
ObjectName varchar(500)
RequestedOperation varchar(100)
OperationMessageText varchar(1000)
ConfigChangeData text
HostID varchar(100)
RequestResponseType varchar(10)
FailureFlag varchar(10)
Details varchar(1000)
OperatorName varchar(500)
UserAdminFlag varchar(10)
AccountName varchar(500)
DevicelP varchar(15)
IdentityStoreName varchar(500)
ChangePasswordMethod varchar(10)
AuditPasswordType varchar(10)
ObjectID varchar(100)
AppliedToACSInstance varchar(500)
LocalMode bit

acslogcollectionfailures

& A-21 acslogcollectionfailures +—7 )L
Hh3L T4

1D integer
ACSViewTimestamp datetime
ACSServer varchar(500)
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# A-21 acslogcollectionfailures T—7J)L (&)
Hh3L4 T—32E
ACSLoggingCategory varchar(100)
Error text

acsmessagecatalog

# A-22 acsmessagecatalog 7— 7L

h3 L T—45E

ID integer
MESSAGECODE integer
MESSAGECLASS varchar(100)
MESSAGETEXT text
acsprocessstatus

#* A-23 acsprocessstatus 7—7J )L

PN T8

ID integer
ACSTimestamp datetime
ACSViewTimestamp datetime
ACSServer varchar(500)
MessageCode varchar(10)
Nodeld smallint
NodeName varchar(500)
Role varchar(100)
DatabaseProc bit
Management bit

Runtime bit

Adclient bit
ViewDatabase bit
ViewCollector bit
ViewJobManager bit
ViewAlertManager bit
ViewLogProcessor bit
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acssystemstatus

& A-24 acssystemstatus 7— 7L

Hh3 L T—5E

ID integer
ACSTimestamp datetime
ACSViewTimestamp datetime
ACSServer varchar(500)
MessageCode varchar(10)
CPUUtilization decimal(5,2)
NetworkUtilizationRcvd integer
NetworkUtilizationSent integer

MemoryUtilization

decimal(5,2)

DiskIOUtilization

decimal(5,2)

DiskSpaceUtilizationRoot

decimal(5,2)

DiskSpaceUtilizationAltRoot

decimal(5,2)

DiskSpaceUtilizationBoot

decimal(5,2)

DiskSpaceUtilizationHome

decimal(5,2)

DiskSpaceUtilizationLocaldisk

decimal(5,2)

DiskSpaceUtilizationOpt

decimal(5,2)

DiskSpaceUtilizationRecovery

decimal(5,2)

DiskSpaceUtilizationStoredconf

decimal(5,2)

DiskSpaceUtilizationStoreddata

decimal(5,2)

DiskSpaceUtilizationTmp

decimal(5,2)

DiskSpaceUtilizationRuntime

decimal(5,2)

AverageRadiusRequestLatency integer
AverageTacacsRequestLatency integer
DeltaRadiusRequestCount integer
DeltaTacacsRequestCount integer

acssystemdiagnostics

# A-25 acssystemdiagnostics T—7JL
Hh3L4h T—5E

ID integer
ACSTimestamp datetime
ACSViewTimestamp datetime
ACSServer varchar(500)
MessageCode varchar(10)
MessageSeverity varchar(10)
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# A-25 acssystemdiagnostics T—7JL (&)
Hh3L4 T8

Category varchar(100)
DiagnosticInfo text

acsviewnetflowaggregation

#* A-26 acsviewnetflowaggregation 7—7JJL
h3 L T4

ID integer
ACSViewTimestamp datetime
SourceUsername varchar(500)
SourceAddress varchar(15)
SourcePort varchar(50)
DestinationUsername varchar(500)
DestinationAddress varchar(15)
DestinationPort varchar(50)
SGTName varchar(100)
SGT Value integer
DGTName varchar(100)
DGTValue integer
NASIPAddress varchar(15)
Protocol varchar(50)
ACLDrops integer

checkpointday

& A-27 checkpointday 7—7JL

hSL F—4E

ID integer

Type smallint
Timestamp datetime
AuditSessionID varchar(100)
ACSServer varchar(100)
ACSSessionlD varchar(100)
NASIP varchar(41)
EndpointMAC varchar(100)
EndpointIP varchar(41)
UserName varchar(500)
VLAN varchar(100)
dACL varchar(100)
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& A-27 checkpointday 7—7JL (&)
Hh3L4 T4
AuthenticationType varchar(500)
InterfaceName varchar(100)
Reason varchar(500)
nadaaastatus

& A-28 nadaaastatus 7—7JL
Hh3L4h T4
1D integer
Timestamp datetime
Alive bit
ACSServer varchar(100)
NASIP varchar(100)
DeviceGroups text

Oracle A ¥—%
AD @ Monitoring and Report Viewer 7 — % X— R (Z{X, KOT—TABEENTHET,

acstacacsauthentication

& A-29 acstacacsauthentication T—7)L
PN T—4E

ID integer
ACSTimestamp timestamp
ACSViewTimestamp timestamp
ACSServer varchar2(500)
MessageCode varchar2(10)
ACSSessionlD varchar2(500)
AccessService varchar2(500)
ServiceSelectionPolicy varchar2(500)
AuthorizationPolicy clob
UserName varchar2(500)
IdentityStore varchar2(500)
AuthenticationMethod varchar2(500)
AuthenType varchar2(500)
NetworkDeviceName varchar2(500)
DevicelPAddress varchar2(500)
IdentityGroup clob
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& A-29 acstacacsauthentication 7—7J)L (¥ %)
PN TF—4E
NetworkDeviceGroups clob
Response clob
PrivilegeLevel varchar2(500)
FailureReason varchar2(500)
ADDomain varchar2(500)
AuthenMethod varchar2(500)
GroupMappingPolicyMatchedR  |varchar2(500)
IdentityPolicyMatchedRule varchar2(500)
QueryldentityStores varchar2(500)
RemoteAddress varchar2(500)
Selected Authenticationldenti varchar2(500)
SelectedQueryldentityStores varchar2(500)
Service varchar2(500)
AVPair clob
ExecutionSteps clob
OtherAttributes clob
SelectedShellProfile varchar2(500)
AuthorizationExceptionPolicyMa |varchar2(500)
ResponseTime integer
Passed smallint
Failed smallint
acstacacsauthenticationmonth
& A-30 acstacacsauthenticationmonth 7—JJL
Hh3 L4 T4
ID integer
Day date
ACSServer varchar2(500)
MessageCode varchar2(10)
AccessService varchar2(500)
ServiceSelectionPolicy varchar2(500)
UserName varchar2(500)
IdentityStore varchar2(500)
NetworkDeviceName varchar2(500)
DevicelPAddress varchar2(500)
IdentityGroup clob
NetworkDeviceGroups clob
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& A-30 acstacacsauthenticationmonth 7—JJL (%)
PN T4

FailureReason varchar2(500)
ADDomain varchar2(500)

UseCase varchar2(500)

Passed integer

Failed integer
TotalResponseTime integer
MaxResponseTime integer

acstacacsauthenticationyear

* A-31 acstacacsauthenticationyear 7 —7/L
Hh3 L4 T4
ID integer
Month varchar2(10)
ACSServer varchar2(500)
MessageCode varchar2(10)
AccessService varchar2(500)
ServiceSelectionPolicy varchar2(500)
UserName varchar2(500)
IdentityStore varchar2(500)
NetworkDeviceName varchar2(500)
DevicelPAddress varchar2(500)
IdentityGroup clob
NetworkDeviceGroups clob
FailureReason varchar2(500)
ADDomain varchar2(500)
UseCase varchar2(500)
Passed integer
Failed integer
TotalResponseTime integer
MaxResponseTime integer
acsradiusauthentication
& A-32 acsradiusauthentication 7—7 /L
h3L4L T—45E
ID integer
ACSTimestamp timestamp
ACSViewTimestamp timestamp
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& A-32 acsradiusauthentication T—7JL (&)
PN T—4E
ACSServer varchar2(500)
MessageCode varchar2(10)
ACSSessionlD varchar2(500)
AccessService varchar2(500)
ServiceSelectionPolicy varchar2(500)
AuthorizationPolicy clob
UserName varchar2(500)
IdentityStore varchar2(500)
AuthenticationMethod varchar2(500)
NetworkDeviceName varchar2(500)
IdentityGroup clob
NetworkDeviceGroups clob
Response clob
CallingStationID varchar2(500)
NASPort varchar2(500)
ServiceType varchar2(500)
AuditSessionID varchar2(500)
CTSSecurityGroup varchar2(500)
FailureReason varchar2(500)
UseCase varchar2(500)
ExecutionSteps clob
FramedIPAddress varchar2(500)
NASIdentifier varchar2(500)
NASIPAddress varchar2(500)
NASPortld varchar2(500)
CiscoAVPair clob
ADDomain varchar2(500)
RadiusResponse clob
ACSUserName varchar2(500)
RadiusUserName varchar2(500)
NACRole varchar2(500)
NACPolicyCompliance varchar2(500)
NACUsername varchar2(500)
NACPostureToken varchar2(500)
NACRadiusIsUserAuthenticated varchar2(500)
SelectedPostureServer varchar2(500)
SelectedIdentityStore varchar2(500)
AuthenticationldentityStore varchar2(500)
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& A-32 acsradiusauthentication T—7JL (&)
PN T—4E
AuthorizationExceptionPolicyMa varchar2(500)
ExternalPolicyServerMatchedRul varchar2(500)
GroupMappingPolicyMatchedRule |varchar2(500)
IdentityPolicyMatchedRule varchar2(500)
NASPortType varchar2(500)
QueryldentityStores varchar2(500)
Selected AuthorizationProfiles varchar2(500)
SelectedExceptionAuthorization varchar2(500)
SelectedQueryldentityStores varchar2(500)
EapAuthentication varchar2(500)
EapTunnel varchar2(500)
TunnelDetails clob
CiscoH323Attributes clob
CiscoSSGAttributes clob
OtherAttributes clob
ResponseTime integer
NADFailure smallint
Passed integer

Failed integer

acsradiusauthenticationmonth

& A-33 acsradiusauthenticationmonth 7—7)L
Hh3 L4 T—4E

ID integer

Day date
ACSServer varchar2(500)
MessageCode varchar2(10)
AccessService varchar2(500)
ServiceSelectionPolicy varchar2(500)
AuthorizationPolicy clob
UserName varchar2(500)
IdentityStore varchar2(500)
NetworkDeviceName varchar2(500)
IdentityGroup clob
NetworkDeviceGroups clob
CallingStationID varchar2(500)
FailureReason varchar2(500)
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& A-33 acsradiusauthenticationmonth 7—7JJL (&)
PN T4
NASIdentifier varchar2(500)
NASIPAddress varchar2(500)
ADDomain varchar2(500)
UseCase varchar2(500)
Selected AuthorizationProfiles varchar2(500)
CTSSecurityGroup varchar2(500)
Passed integer

Failed integer
TotalResponseTime integer
MaxResponseTime integer
acsradiusauthenticationyear

& A-34 acsradiusauthenticationyear +—7J )L
h3L4L T4

1D integer

Month varchar2(10)
ACSServer varchar2(500)
MessageCode varchar2(10)
AccessService varchar2(500)
ServiceSelectionPolicy varchar2(500)
AuthorizationPolicy clob
UserName varchar2(500)
IdentityStore varchar2(500)
NetworkDeviceName varchar2(500)
IdentityGroup clob
NetworkDeviceGroups clob
CallingStationID varchar2(500)
FailureReason varchar2(500)
NASIdentifier varchar2(500)
NASIPAddress varchar2(500)
ADDomain varchar2(500)
UseCase varchar2(500)
Selected AuthorizationProfiles varchar2(500)
CTSSecurityGroup varchar2(500)
Passed integer

Failed integer
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#* A-34 acsradiusauthenticationyear 7—7JL (%)
PN T—4E
TotalResponseTime integer
MaxResponseTime integer

acstacacsauthorization

& A-35 acstacacsauthorization T—7JL

Hh3 L4 T—4HE

ID integer
ACSTIMESTAMP timestamp
ACSViewTIMESTAMP timestamp
ACSServer varchar2(500)
MessageCode varchar2(10)
ACSSessionID varchar2(500)
AccessService varchar2(500)
ServiceSelectionPolicy varchar2(500)
AuthorizationPolicy clob
UserName varchar2(500)
Response clob
NetworkDeviceName varchar2(500)
DevicelPAddress varchar2(500)
PrivilegeLevel varchar(10)
CmdSet varchar2(500)
MatchedCommandSet varchar2(500)
SelectedShellProfile varchar2(500)
SelectedCommandSet varchar2(500)
AuthorizationFailureReason varchar2(500)
FailedShell Attribute varchar2(500)
IdentityGroup clob
NetworkDeviceGroups clob
AuthenMethod varchar2(500)
AuthorizationExceptionPolicyMa varchar2(500)
AuthorReplyStatus varchar2(500)
FailureReason varchar2(500)
GroupMappingPolicyMatchedRule varchar2(500)
IdentityPolicyMatchedRule varchar2(500)
QueryldentityStores varchar2(500)
RemoteAddress varchar2(500)
SelectedAuthorizationProfiles varchar2(500)
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& A-35 acstacacsauthorization T—7JL (# %)
Hh3L4 T—4E
SelectedExceptionAuthorization varchar2(500)
AVPair clob
ExecutionSteps clob
OtherAttributes clob
AuthenType varchar2(500)
IdentityStore varchar2(500)
ADDomain varchar2(500)
SelectedIdentityStore varchar2(500)
SelectedQueryldentityStore varchar2(500)
ResponseTime integer
Passed small int
Failed smallint

acstacacsauthorizationmonth

& A-36 acstacacsauthorizationmonth 7—7J /L
Hh3L4h T—5E
ID integer
Day date
ACSServer varchar2(500)
MessageCode varchar2(10)
AccessService varchar2(500)
ServiceSelectionPolicy varchar2(500)
AuthorizationPolicy clob
UserName varchar2(500)
NetworkDeviceName varchar2(500)
DevicelPAddress varchar2(500)
PrivilegeLevel varchar2(10)
CmdSet varchar2(500)
MatchedCommandSet varchar2(500)
SelectedShellProfile varchar2(500)
SelectedCommandSet varchar2(500)
AuthorizationFailureReason varchar2(500)
FailedShell Attribute varchar2(500)
IdentityGroup clob
NetworkDeviceGroups clob
TotalResponseTime integer
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#* A-36 acstacacsauthorizationmonth T—7JJL (#%)
HhI L T—4F

Passed integer

Failed integer

acstacacsauthorizationyear

# A-37 acstacacsauthorizationyear 7—7J /L
Hh3 L4 T4

ID integer

Month varchar2(10)
ACSServer varchar2(500)
MessageCode varchar2(10)
AccessService varchar2(500)
ServiceSelectionPolicy varchar2(500)
AuthorizationPolicy clob
UserName varchar2(500)
NetworkDeviceName varchar2(500)
DevicelPAddress varchar2(500)
PrivilegeLevel varchar2(10)
CmdSet varchar2(500)
MatchedCommandSet varchar2(500)
SelectedShellProfile varchar2(500)
SelectedCommandSet varchar2(500)
AuthorizationFailureReason varchar2(500)
FailedShell Attribute varchar2(500)
IdentityGroup clob
NetworkDeviceGroups clob
TotalResponseTime integer
Passed integer

Failed integer
acstacacsaccounting

& A-38 acstacacsaccounting 7—7JL
Hh3L T4

1D integer
ACSTimestamp timestamp
ACSViewTimestamp timestamp
ACSServer varchar2(500)
MessageCode varchar2(10)
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#* A-38 acstacacsaccounting T—7J)L (&)
Hh3L4 T4
ACSSessionlD varchar2(500)
AccessService varchar2(500)
UserName varchar2(500)
RemoteAddress varchar2(500)
AcctRequestFlags varchar2(10)
AuthenMethod varchar2(20)
ServiceType varchar2(20)
Service varchar2(500)
NetworkDeviceName varchar2(500)
Port varchar2(500)
NetworkDeviceGroups clob
DevicelPAddress varchar2(500)
SourcelPAddress varchar2(500)
PrivilegeLevel varchar2(10)
CmdSet varchar2(500)
ServerMsg varchar2(500)
ServiceArgument varchar2(500)
AVPair clob
AcctInputPackets number(6)
AcctOutputPackets number(6)
AcctTerminateCause varchar2(500)
AcctSessionTime number(6)
AcctSessionld varchar2(500)
ExecutionSteps clob
Response clob
OtherAttributes clob
ResponseTime integer
Started smallint
Stopped smallint
SessionKey varchar2(500)

acstacacsaccountingmonth

% A-39 acstacacsaccountingmonth F—7JL
h3 L T—42E

ID integer

Day date
ACSServer varchar2(500)
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#* A-39 acstacacsaccountingmonth 7—7JJL (&)
Hh3L4 TF—4E
MessageCode varchar2(10)
AccessService varchar2(500)
UserName varchar2(500)
RemoteAddress varchar2(500)
Service varchar2(500)
NetworkDeviceName varchar2(500)
NetworkDeviceGroups clob
DevicelPAddress varchar2(500)
SourcelPAddress varchar2(500)
PrivilegeLevel varchar2(10)
CmdSet varchar2(500)
Count integer
TotalResponseTime number(20)
MaxResponseTime number(6)
Active integer
Throughput number(20)
TotalSessionTime number(20)
MaxSessionTime number(6)
Started integer
Stopped integer

acstacacsaccountingyear

& A-40 acstacacsaccountingyear 7—7 )L
Hh3L T8

ID integer
Month varchar2(10)
ACSServer varchar2(500)
MessageCode varchar2(10)
AccessService varchar2(500)
UserName varchar2(500)
RemoteAddress varchar2(500)
Service varchar2(500)
NetworkDeviceName varchar2(500)
NetworkDeviceGroups clob
DevicelPAddress varchar2(500)
SourcelPAddress varchar2(500)
PrivilegeLevel varchar2(10)
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# A-40 acstacacsaccountingyear 7—7J)L (#&&)
Hh3L4 T4
CmdSet varchar2(500)
Count integer
TotalResponseTime number(20)
MaxResponseTime number(6)
Active integer
Throughput number(20)
TotalSessionTime number(20)
MaxSessionTime number(6)
Started integer
Stopped integer

acsradiusaccounting

x A-41 acsradiusaccounting 7—7 /L
h3L4L T—5E
1D integer
ACSTimestamp timestamp
ACSViewTimestamp timestamp
ACSServer varchar2(500)
MessageCode varchar2(10)
ACSSessionlD varchar2(500)
UserName varchar2(500)
CallingStationID varchar2(500)
AcctSessionld varchar2(500)
AcctStatusType varchar2(500)
AcctSessionTime varchar2(500)
ServiceType varchar2(20)
FramedProtocol varchar2(500)
AcctlnputOctets varchar2(500)
AcctOutputOctets varchar2(500)
AcctInputPackets varchar2(500)
AcctOutputPackets varchar2(500)
FramedIPAddress varchar2(500)
NASPort varchar2(500)
NASIPAddress varchar2(500)
CiscoAVPair clob
Class varchar2(500)
AcctTerminateCause varchar2(500)
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# A-M1 acsradiusaccounting 7—7JJL (&)
PN T8
AccessService varchar2(500)
AuditSessionID varchar2(500)
AcctMultiSessionID varchar2(500)
AcctAuthentic varchar2(10)
TerminationAction varchar2(500)
SessionTimeout varchar2(500)
IdleTimeout varchar2(500)
AcctlnterimInterval varchar2(500)
AcctDelayTime varchar2(500)
EventTimestamp varchar2(500)
NASIdentifier varchar2(500)
NASPortld varchar2(500)
AcctTunnelConnection varchar2(500)
AcctTunnelPacketLost varchar2(500)
NetworkDeviceName varchar2(500)
NetworkDeviceGroups varchar2(500)
ServiceSelectionPolicy varchar2(500)
IdentityStore varchar2(500)
ADDomain varchar2(500)
IdentityGroup varchar2(500)
AuthorizationPolicy varchar2(500)
FailureReason varchar2(500)
SecurityGroup varchar2(500)
TunnelDetails clob
CiscoH323SetupTime timestamp
CiscoH323ConnectTime timestamp
CiscoH323DisconnectTime timestamp
CiscoH323Attributes clob
CiscoSSGAttributes clob
ExecutionSteps clob
OtherAttributes clob
ResponseTime integer
Started integer
Stopped integer
SessionKey varchar2(500)
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acsradiusaccountingmonth
& A-42 acsradiusaccountingmonth ¥—7)L
Hh3 L T8
ID integer
Day date
ACSServer varchar2(500)
MessageCode varchar2(10)
AccessService varchar2(500)
UserName varchar2(500)
CallingStationID varchar2(500)
AcctTerminateCause varchar2(500)
TerminationAction varchar2(500)
NASIdentifier varchar2(500)
NASIPAddress varchar2(500)
NetworkDeviceName varchar2(500)
NetworkDeviceGroups varchar2(500)
IdentityStore varchar2(500)
ADDomain varchar2(500)
IdentityGroup varchar2(500)
AuthorizationPolicy varchar2(500)
AcctStatusType varchar2(500)
FramedIPAddress varchar2(500)
Count integer
TotalResponseTime number(20)
MaxResponseTime number(6)
Active integer
Throughput number(20)
TotalSessionTime number(20)
MaxSessionTime number(6)
Started integer
Stopped integer
acsradiusaccountingyear
& A-43 acsradiusaccountingyear —7J )L
Hh3 L T4
ID integer
Month varchar2(10)
ACSServer varchar2(500)
MessageCode varchar2(10)
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#* A-43 acsradiusaccountingyear 7—7JJ)L (&)
Hh3L4 T4
AccessService varchar2(500)
UserName varchar2(500)
CallingStationID varchar2(500)
AcctTerminateCause varchar2(500)
TerminationAction varchar2(500)
NASIdentifier varchar2(500)
NASIPAddress varchar2(500)
NetworkDeviceName varchar2(500)
NetworkDeviceGroups varchar2(500)
IdentityStore varchar2(500)
ADDomain varchar2(500)
IdentityGroup varchar2(500)
AuthorizationPolicy varchar2(500)
AcctStatusType varchar2(500)
FramedIPAddress varchar2(500)
Count integer
TotalResponseTime number(20)
MaxResponseTime number(6)
Active integer
Throughput number(20)
TotalSessionTime number(20)
MaxSessionTime number(6)
Started integer
Stopped integer

acsaaadiagnostics

= A-44 acsaaadiagnostics T—7J )L
h3L4L T4

ID integer
ACSTimestamp timestamp
ACSViewTimestamp timestamp
ACSServer varchar2(500)
MessageCode varchar2(10)
MessageSeverity varchar2(10)
ACSSessionID varchar2(500)
Category varchar2(500)
DiagnosticInfo clob
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acsadministratorlogin
& A-45 acsadministratorlogin ¥—J /L
Hh3 L T4

ID integer
ACSTimestamp timestamp
ACSViewTimestamp timestamp
ACSServer varchar2(500)
MessageCode varchar2(10)
AdminName varchar2(500)
AdminIPAddress varchar2(100)
AdminSession varchar2(100)
AdminInterface varchar2(10)
acsconfigurationchanges
& A-46 acsconfigurationchanges ¥—7)L
Hh3 L T—5E

ID integer
ACSTimestamp timestamp
ACSViewTimestamp timestamp
ACSServer varchar2(500)
MessageCode varchar2(10)
AdminName varchar2(500)
AdminIPAddress varchar2(100)
AdminSession varchar2(100)
AdminInterface varchar2(10)
ObjectType varchar2(500)
ObjectName varchar2(500)
RequestedOperation varchar2(100)
OperationMessageText varchar2(1000)
ConfigChangeData clob

HostID varchar2(100)
RequestResponseType varchar2(10)
FailureFlag varchar2(10)
Details varchar2(1000)
OperatorName varchar2(500)
UserAdminFlag varchar2(10)
AccountName varchar2(500)
DevicelP varchar2(15)
IdentityStoreName varchar2(500)

Il Cisco Secure Access Control System 5.4 ¥ 7 k) c 7EREHA F

0L-26229-01-J |



| 18 A Monitoring and Report Viewer D 7—4R—2 2%—7

Monitoring and Report Viewer DF—4% <—2 2¥—=I=olvt N

#* A-46 acsconfigurationchanges 7—7J)L (%)
PN T8
ChangePasswordMethod varchar2(10)
AuditPasswordType varchar2(10)

ObjectID varchar2(100)

AppliedToACSInstance varchar2(500)
LocalMode smallint

acslogcollectionfailures

= A-47 acslogcollectionfailures +—7/L
Hh3L4h T—5E

1D integer
ACSViewTimestamp timestamp
ACSServer varchar2(500)
ACSLoggingCategory varchar2(100)
Error clob

acsmessagecatalog

& A-48 acsmessagecatalog T— 7L
Hh3L T—45H

ID smallint
MESSAGECODE integer
MESSAGECLASS varchar2(100)
MESSAGETEXT clob
acsprocessstatus

& A-49 acsprocessstatus 7—7 )L
Hh3L T—42H

1D integer
ACSTimestamp timestamp
ACSViewTimestamp timestamp
ACSServer varchar2(500)
MessageCode varchar2(10)
Nodeld smallint
NodeName varchar2(500)
Role varchar2(100)
DatabaseProc smallint
Management smallint
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#* A-49 acsprocessstatus 7—7I)L (&)
PN T8
Runtime smallint
Adclient smallint
ViewDatabase smallint
ViewCollector smallint
ViewJobManager smallint
ViewAlertManager smallint
ViewLogProcessor smallintRuntimeRuntime
acssystemstatus
% A-50 acssystemstatus 7—JJL
Hh3 L4 T4
ID integer
ACSTimestamp timestamp
ACSViewTimestamp timestamp
ACSServer varchar2(500)
MessageCode varchar2(10)
CPUUtilization decimal(5,2)
NetworkUtilizationRcvd integer
NetworkUtilizationSent integer
MemoryUtilization decimal(5,2)
DiskIOUtilization decimal(5,2)
DiskSpaceUtilizationRoot decimal(5,2)
DiskSpaceUtilizationAltRoot decimal(5,2)
DiskSpaceUtilizationBoot decimal(5,2)
DiskSpaceUtilizationHome decimal(5,2)
DiskSpaceUtilizationLocaldisk decimal(5,2)
DiskSpaceUtilizationOpt decimal(5,2)
DiskSpaceUtilizationRecovery decimal(5,2)
DiskSpaceUtilizationStoredconf |decimal(5,2)
DiskSpaceUtilizationStoreddata |decimal(5,2)
DiskSpaceUtilizationTmp decimal(5,2)
DiskSpaceUtilizationRuntime decimal(5,2)
AverageRadiusRequestLatency integer
AverageTacacsRequestLatency integer
DeltaRadiusRequestCount integer
DeltaTacacsRequestCount integer
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acssystemdiagnostics

& A-51 acssystemdiagnostics T—7J L

Hh3 L T4

ID integer
ACSTimestamp timestamp
ACSViewTimestamp timestamp
ACSServer varchar2(500)
MessageCode varchar2(10)
MessageSeverity varchar2(10)
Category varchar2(100)
DiagnosticInfo clob

acsviewnetflowaggregation

% A-52 acsviewnetflowaggregation 7 —7JL
h3 L T—4HE

ID integer
ACSTimestamp timestamp
SourceUsername varchar2(500)
SourceAddress varchar2(15)
SourcePort varchar2(50)
DestinationUsername varchar2(500)
DestinationAddress varchar2(15)
DestinationPort varchar2(50)
SGTName varchar2(100)
SGTValue integer
DGTName varchar2(100)
DGT Value integer
NASIPAddress varchar2(15)
Protocol varchar2(50)
ACLDrops integer

checkpointday

% A-53 checkpointday 7—7 L

Hh3L T—58

ID integer

Type number(5)
Timestamp timestamp
AuditSessionID varchar2(100)
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& A-53 checkpointday 7—7JL (&)
PN T4
ACSServer varchar2(100)
ACSSessionlD varchar2(100)
NASIP varchar2(41)
EndpointMAC varchar2(100)
EndpointIP varchar2(41)
UserName varchar2(500)
VLAN varchar2(100)
dACL varchar2(100)
AuthenticationType varchar2(500)
InterfaceName varchar2(100)
Reason varchar2(500)
nadaaastatus

#£ A-54 nadaaastatus 7—7JL

PN TS

ID integer
Timestamp timestamp
Alive smallint
ACSServer varchar2(100)
NASIP varchar2(100)
DeviceGroups clob
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