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6WDUWLRUORQLWRULGIURXEOHVKRRRILIQIRFHVVRU
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&UHDWKP50, FRQQHFWRUHMMQERQQHEWWRWKIS0, FRQQHFWRUYHU
*HWD Q0% HDQ6HUYHU&RQQHFWLRQ
5HWULHO:BhHDQ
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(QGSRLQWV5H3URILOHG (QGSRLQWV'HOHWHG

3UHVEWUOF
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6HOHFWLRQFRQILIJXUDWLSRMLRQ

> @5HVEW 6HVVLRQWDEDVH
SHEXLOBGSQXVDEMMGH[HYV
3XUDH7 2SHUDWLRQ WD

5HVEW 'DWDEDVH
5HIUHDKVDEDSFWDWLVWLFV
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(SRUWWHUQ&XEWRUH
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EXECUo<é CiscolISECL&Qf<
[l avplication reset-passwd
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2 |
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LVH DGPLI)SSOLFDWLHRHW SDMWAHBGPLQ
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&RQILUPHZSDVVZRUG
3DVVZRUBVHWXFFHVVIXOO\

LVH DGPLQ
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| EXEcUo<é CiscolSECI&QT<

application start  [JJjj

application start

$0é J]$0*Zf @ol*ed xé” (;(& Uo<a DSSOLADNWBLENIBE 6
POUOe J]$0*Zfé/aG : 01" xé’"1é&Qf<é QR| 620
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DSSOLPYWDR®SOLFDWNVNRQBQDPH
QMSSOLEPYWDRSSOLFDWYRI@QDPH
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LVH DGPLMSSOLFDW.MWRQUW H
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6WDUWL®UJ3URILOMDWDEDVH
6WDUWL®UJS$SSOLFDWAEHRWY HU
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[l avplication start

6WDUWL®QJ
6WDUWLQQU
6WDUWL®QU
6WDUWL®Q
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EXECUo<é CiscolISECL& Qf<

UWLILFBWMKRUIBWUYLFH
QLWRULQURXEOHVKRRRUILQIRFHVVRU
QLWRULQURXEOHVKRRRULERIOOHFWRU
&RQQHFWRU

HVVIHWVH. QLWLDOL]LSYH VKRD SSOLFDWLRRQWKXWVH

&/, WRYHULIDOGURFHV\HMLQUXQQLQWDWH

LVH DGPLMXRDSSOLFDWWDRWXWH

,6( 352&(66%0( 6787( 352&(66'
'DWDEDMWWHQHU UXQQLQJ
'DWDED®¥HUYHU UXQQLQJ 352&(66(6
$SSOLFDWAHRWY HU LQLWLDOL]LQJ
SURILOMMWDEDVH UXQQLQJ
$' &RQQHFWRU UXQQLQJ
0 76HVVLROQWDEDVH UXQQLQJ
07/RJ& OOHFWRU UXQQLQJ
0 7/RIBURFHVVRU UXQQLQJ
&GHUWLILFBWWKRUIBWUYLFH UXQQLQJ
S[*ULGQIUDVWUXFWHEKWWHLFH GLVDEOHG
S[*ULGXEOLVKENEVFULBHWYLFH GLVDEOHG
S[*UL&RQQHFWILIR@DJHU GLVDEOHG
S[*ULGRQWUROOHU GLVDEOHG
,GHQWLMWDSSLBHUYLFH GLVDEOHG
LVH DGPLQ
.0H Uo<aé CiscolSEJ]$o0*ZfélaG
Y_K J*zfé'abe’«pa”"Gb U (»HC% ".,U4¢ C D,0 1a
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O
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460D uOl-

LVH DGPLIMSSOLFDWWRSEVH

6WRSSL®GJ ORQLWRULQURXEOHVKRRRULKRIOOHFWRU
6WRSSL®J ORQLWRULQURXEOHVKRRRWULQAURFHVVRU
,6( . GHQWLADSSL@HUYLRNWGLVDEOHG

,6( S[*ULGURFHV\DHMGLVDEOHG

6WRSSL®J $SSOLFDWEHRWYHU
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EXECUo<é CiscolISECL& Qf<

6WRSSL®BJ &HUWLILFBYWWKRUIBWUYLFH

6WRSSL®J 3URILOMDWDEDVH

6WRSSL®B) ORQLWRULGURXEOHVKRRBWVYQURQWDEDVH
6WRSSL®BJ $' &RQQHFWRU

6WRSSL®J 'DWDEDSHRFHVVHV

LVH DGPLIMSSOLFDWWRQUWHVDIH

6WRSSL®BJ ORQLWRULQURXEOHVKRRRILLRIOOHFWRU
6WRSSL®BJ ORQLWRULQURXEOHVKRRRMILBQRFHVVRU
GHQWLBDSSLBHUYLAW GLVDEOHG

o
—_~—

,6( S[*ULGBURFHV\DHMGLVDEOHG

BWRSSL®J $SSOLFDWAHRQYHU

6WRSSL®J &HUWLILFEMWKRUIBWUYLFH

6WRSSL®J 3URILOMDWDEDVH

6WRSSL®J ORQLWRULQURXEOHVKRRBWVYQURQWDEDVH
BWRSSL®J $' &8RQQHFWRU

6WRSSL®J 'DWDEDSHRFHVVHYV

LVH DGPLQ

application start
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application stop

application stop
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[*ULGURFHVVHV

SSOLFDWAHRWQY HU
HUWLILFBXYWKRUIBWUYLFH
URILOMDWDEDVH
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$' &RQQHFWRU

DWDEDSHRFHVVHV

LVH DGPL‘QKRDSSOLFDV\M_VRQWIX\VH
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'DWDEDMWWHQHU
$SSOLFDWEHRWY HU
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| EXEcUo<é CiscolSECI&QT<
application stop [

3URILOMDWDEDVH QRWXQQLQJ
$' &RQQHFWRU QRWXQQLQJ
0 76HVVLRQWDEDVH QRWXQQLQJ
0 7/RIJ&ROOHFWRU QRWXQQLQJ
0 7/RIJI3URFHVVRU QRWXQQLQJ
&HUWLILFBXYWKRUIBWUYLFH GLVDEOHG

S[*ULGQIUDVWU X FWKWYL F H QRWXQQLQJ
S[*ULGXEOLVKANEVFULBHWYLFH QRWXQQLQJ
S[*UL&RQQHFWILIR@D JH U QRWXQQLQJ
S[*UL&RQWUROOHU QRWXQQLQJ
,GHQWLMDSSLBHUYLFH QRWXQQLQJ

LVH DGPLQ
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EXEQUo<é CiscoISE CL& Qf<
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PG GH H F | DG H I F

VKD H FD G DI |IEEEE EH FH G| F FG ED H GGGIHIG
2

LVH DGPLI)SSOLFDWIRIQDGHWRFHHG

QLWLDWBSQ OLFDWARXQYDGH
‘DUQLQIR QRWVHEWUO RUFORVWKLWHUPLQ@DLQGRAQWDOSIJUDGERPSOHWHYV
&KHFNLQOIRUPLQLPXMUGZDWHTXLUHPHQWV

67(3 6WRSSL®J DSSOLFDWLRQ

67(3 O9HULI\LQLOHVYQEXQGOH

,QWHUQIDMVK HULILFDWSBQVHBUEXQGOH

67(3 9DOLGDWGRWBHIRUXSJIUDGH

67(3 7DNLQEDFNXS WKHRQILJXUDWLIRWQD

67(3 5XQQLQB( FRQILIXUDW®BR/GEKHPXOSJIJUDGH

5XQQLGEVDQLWKHFWRIL] LQGHFRUUXSWLR® Q\

,6( 'DWDEDVHKHPOSJUDGRPSOHWHG

67(3

5XQQLQE( FRQILJXUDWLIRAROSJIUDGH
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B J]$0*Zfé 6J#_o<

'DWIXSJUDWGMHS
'‘DWIXSJUDWMHS
'‘DWIXSJUDWMHS
'DWIXSJUDWGMHS
'‘DWIXSJUDWMHS
'‘DWIXSJUDWMHS
'DWIXSJUDWGMHS
'‘DWIXSJUDWMHS
'‘DWIXSJUDWMHS
'DWIXSJUDWGMHS
'‘DWIXSJUDWMHS
'‘DWIXSJUDWMHS
'DWIXSJUDWGMHS
'‘DWIXSJUDWMHS
'‘DWIXSJUDWMHS
'DWIXSJUDWGMHS
'‘DWIXSJUDWMHS
'‘DWIXSJUDWMHS
'DWIXSJUDWGMHS
'DWIXSJUDWMHS
'‘DWIXSJUDWMHS
'DWIXSJUDWGMHS
'DWIXSJUDWMHS
'‘DWIXSJUDWMHS
'DWIXSJUDWGMHS
'DWIXSJUDWMHS
'‘DWIXSJUDWMHS
'DWIXSJUDWGMHS
'DWIXSJUDWMHS
'‘DWIXSJUDWMHS
'DWIXSJUDWGMHS
'DWIXSJUDWMHS
'‘DWIXSJUDWMHS
'DWIXSJUDWGMHS
'DWIXSJUDWMHS
'‘DWIXSJUDWMHS
'DWIXSJUDWGMHS
'‘DWIXSJUDWMHS
'‘DWIXSJUDWMHS
'DWIXSJUDWGMHS
'DWIXSJUDWMHS
'‘DWIXSJUDWMHS
'DWIXSJUDWGMHS
'DWIXSJUDWMHS
'‘DWIXSJUDWMHS
'DWIXSJUDWGMHS
'DWIXSJUDWMHS
'‘DWIXSJUDWMHS
'DWIXSJUDWGMHS
'DWIXSJUDWMHS
'‘DWIXSJUDWMHS
'DWIXSJUDWGMHS
'DWIXSJUDWMHS
'‘DWIXSJUDWMHS
'DWIXSJUDWGMHS
'DWIXSJUDWMHS
'‘DWIXSJUDWMHS
'DWIXSJUDWGMHS
'DWIXSJUDWMHS

EXEQUo<é CiscolISECL&Qf< |

16)8SJUDGHBHUYLFH RQHQ VHFRQGYV
1HWZRUNS$FFHVV8SJUDGH 'RQH.Q VHFRQGV
*XHVW8SJUDGHBHUYLFH RQHQ VHFRQGV
1HWZRUNS$SFFHVV8SJUDGH RQHQ VHFRQGYV
1HWZRUNS$FFHVV8SJUDGH 'RQH.Q VHFRQGV
16)8SJUDGHBHUYLFH RQHQ VHFRQGYV
5HILVWHU3RVWXUH7\SHV RQHQ VHFRQGYV
3URILOHUS8SJUDGHGB6HUYLFH 'RQH.Q VHFRQGV
*XHVW8SJUDGHBHUYLFH RQHQ VHFRQGYV
1HWZRUNS$SFFHVV8SJUDGH 'RQH.Q VHFRQGV
*XHVWS8SJUDGHG6HUYLFH 'RQH.Q VHFRQGV
*XHVW8SJUDGHBHUYLFH 'RQH.Q VHFRQGV
5%$&8SJUDGHBHUYLFH RQHQ VHFRQGV
1HWZRUNS$FFHVV8SJUDGH 'RQH.Q VHFRQGV
*XHVW8SJUDGHBHUYLFH 'RQH.Q VHFRQGV
1HWZRUNS$SFFHVV8SJUDGH 'RQH.Q VHFRQGV
5%$&8SJUDGHBHUYLFH 'RQH.Q VHFRQGV
5%%$&8SJUDGHBHUYLFH 'RQH.Q VHFRQGV
3URILOHU8SJUDGHG6HUYLFH "RQHLQ VHFRQGYV
3URILOHU8SJUDGHB6HUYLFH 'RQH.Q VHFRQGV
16)8SJUDGHBHUYLFH 'RQH.Q VHFRQGV
16)8SJUDGHBHUYLFH 'RQH.Q VHFRQGV
16)8SJUDGHB6HUYLFH 'RQH.Q VHFRQGV
5%%$&8SJUDGHBHUYLFH 'RQH.Q VHFRQGV
1HWZRUNS$SFFHVV8SJUDGH 'RQH.Q VHFRQGV
5%$&8SJUDGHBHUYLFH 'RQH.Q VHFRQGV
(JUHVV8SJUDGHG6HUYLFH 'RQH.Q VHFRQGV
16)8SJUDGHBHUYLFH 'RQH.Q VHFRQGV
16)8SJUDGHB6HUYLFH 'RQH.Q VHFRQGV
&GDS5HIJLVWUDWLRQ 'RQH.Q VHFRQGV
5%%$&8SJUDGHBHUYLFH ‘RQH.Q VHFRQGV
1HWZRUNS$FFHVV8SJUDGH 'RQH.Q VHFRQGV
16)8SJUDGHBHUYLFH 'RQH.Q VHFRQGV
&HUWOJPWS8SJUDGHG6HUYLFH 'RQH.Q VHFRQGV
1HWZRUNS$FFHVV8SJUDGH 'RQH.Q VHFRQGV
16)8SJUDGHBHUYLFH 'RQH.Q VHFRQGV
5%$&8SJUDGHBHUYLFH 'RQH.Q VHFRQGV
16)8SJUDGHB6HUYLFH 'RQH.Q VHFRQGV
16)8SJUDGHBHUYLFH 'RQH.Q VHFRQGV
0'08SJUDGHBHUYLFH 'RQH.Q VHFRQGV
16)8SJUDGHB6HUYLFH 'RQH.Q VHFRQGV
1HWZRUNS$SFFHVV8SJUDGH '‘RQH.Q VHFRQGV
5%$&8SJUDGHBHUYLFH '‘RQH.Q VHFRQGV
&HUWOJPWS8SJUDGHBHUYLFH 'RQH.Q VHFRQGYV
&HUWOJPW8SJUDGH6HUYLFH 'RQH.Q VHFRQGYV
&HUWOJPW8SJUDGH6HUYLFH 'RQH.Q VHFRQGV
2FVS6HUYLFH8SJUDGHSHJLVWUDWLROQRQH.Q VHFRQGYV
16)8SJUDGHBHUYLFH 'RQH.Q VHFRQGV
16)8SJUDGHBHUYLFH RQHQ VHFRQGYV
&HUWOJPWS8SJUDGHBHUYLFH 'RQHQ VHFRQGYV
5%%$&8SJUDGHBHUYLFH RQHQ VHFRQGYV
&HUWOJPWS8SJUDGHBHUYLFH RQHQ VHFRQGYV
1RGH*URXS8SJUDGH6HUYLFH 'RQH.Q VHFRQGV
5%$&8SJUDGHBHUYLFH 'RQH.Q VHFRQGV
3URILOHU8SJUDGHG6HUYLFH RQHQ VHFRQGV
16)8SJUDGHB6HUYLFH 'RQH.Q VHFRQGV
$XWK]8SJUDGHB6HUYLFH 'RQH.Q VHFRQGV
*XHVW$FFHVV8SJUDGHGBHUYLFH '‘RQHLQ VHFRQGYV
3URYLVLRQLQJ8SJUDGHG6HUYLFH ‘ROH.Q VHFRQGV
D

67(3 5XQQLQB( FRQILJIXUDWLR@OSIUDGRIUQRGWMSHFLILEDW
67(3 5XQQLQB( 0 7 '% XSJUDGH
,6( 'DWDEDVOIWFKHPDSJUDGRPSOHWHG

*DWKHURKRIQILYFKHPD &(3/0NDWV
*DWKHURLGHUDWLRWFXGIPD 0 VWD WV
6WRSSL®GJ 'DWDEDSHRFHVVHYV
127,&( 7TKHDSSOLDQEW® WHERRW LFWRXSJUDGRIWZDDHEG'( 26 'XULQWKLWLPH

SURJ
FRPSOHWH
5HER

UHRVWKEKSJUDGMYLVLERQFRQVROMW FRXOWDNXSWR
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QV OR RN $SDI\RB VW QDIPRH V HIUSY BIG\CH
QV O R RN 3 SDIS\RR V W QIXHHU \ W $3 B@

(;(& Uo<a QVORRNXS

LS DK\GW ]JUo; * 9Sé ,3yaué ,3Y < et ¥<
g+ ™< (Po;0u0-

KRVWQDPH JUO; *,9SEN,;, " ¥<é)r™< (Po
000

$3%% :HE ;,&» O ,3Y <_,é f20@6; <
Tf @oS(oC -30u00-

QDPH VHUYHU *§@0S (0oC 000UO."" ¥<é)r M< (
Po;0u0-

TXHU\W\SH ]JUo; *,9Sé ,3YuUeé ,3Y <_,"% ¢éN

i, o' QU e

< (Po;0ub-

3753 $" $3$%$% 63
é Aad" Jo 2 Jy=0 uOe"" ¥<g)r T

nslookup
t¥é.y
&Qf< H 7~
&Qf< Uo<

‘H ~":6Gbyoé% U0

(; (&
1
LVH DGPL@QVORRNXS
7U\LQJ LQ DGGU DUSD
5HFHLYHG E\WHWRP LQ PV
7U\LQJ LQ DGGU DUSD
+RVW LQ DGGU DUSIRWRXQG 1;'20%,1
5HFHLYHG E\WHWRP LQ PV

LVH DGPLQ
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B nslookup

2

LVH DGPL@QVORRNI)SY JRRJOH FRAU\W\S$$$S$
6HUYHU

$GGUHVV

1RQ DXWKR U L WDQWLZYHU

LSY JRRJOH FRPRQLRIDPHLSY O JRRJOH FRP
LSY O JRRJOH FRP KDW$$$SDGGUHVV
$XWKRULWDMWQAWZHBU EHIRXQGURP

JRRJOH FRP QDPHVHUYB®Y JRRJOH FRP

P QDPHVHUY®WY JRRJOH FRP

P QDPHVHUY®WY JRRJOH FRP

P QDPHVHUYB®Y JRRJOH FRP
H FRPWHU @G UHV V

H FRPWHU@HBVGE UHVV

OH FRPWHU @G UH VV

JOH FRPWHU @B UHVV
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| EXEcUo<é CiscolSECI&QT<
password [}

password
&/, f:6D,bo< «AO xé” (;(& Uo<a SDVVZRYMGE 620u0-
SDVVZRUG
t¥e'y (QWRHED VVZRUG 0+é &/,D,bo< | OUO-
(QWQHEDVVZRUG AO; &/.D.bo< | QU0
&RQIIQHEDVVZRUG AO¢ &/,D,bo< #0.z0OuO-
&Qf< Uo< (; (&

LVH DGPLSDVVZRUG
(QWHROGDVVZRUG

(QWHQHZSDVVZRUG

&RQILUPHZSDVVZRUG
LVH DGPLQ
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patch install

EXECUo<é CiscolISECL& Qf<

patch install

SDWRK W@B05204aD64 f,;070 ée"@6D64faDO ]]o,

Ao;aD64é f,;0"»5A 6-04EUD¢]]o0, Ao;eeé"26-b a-A»5A
C=0 4A "8A -DC¥% U0

$06A0<a &/, J]$0*2féD64 Cf<r f,;07°0 ®é” (&
Uo<a SDWHRK/WOQX05RO0 .

S D WLRKV SIDVOFX BHSRG/Q W R U\

90 H9O
t¥é.y
&Qf< H »;
&Qf< Uo<
or é <\ f

&LVFRY:2"+4?c°aé"D64 Cf<rcObaé. 3] Ao<abDGh e f,

;0D Ax"%o!(*Po2"/E D64 Cf<r f,;07000-

LQVWDOO J]$o0*Zfé$0éD64 cf<r f,;070
ulbe

SDWFK EXQGOH D64 Cf<AhéH N, ,e"" ¥<é):r™< (
Po;0u00-

1P+;] 0oOU]P+;],2D64 f,;0r000""

¥<é):™< (Po;0u0-

+4?1aJ\ Q]%xa! Ao<90 33190éDGH 0" 0Co0.30 @ol*"®&0a; -
'€"D64 f,;0"0 éa: .0l"®@04aEUD;++4?]6¢0064éA0<a
D64 f,;o"CbLOU ” 3%31¢é)DGH 0" 0Co030 @ol*"&e0ul-

'H ~;éGbyoé% 00 -

(i (&
J]$0*Zfé$0éD64 cCf<r f,;07000-
a=éD64é (Co+z2fa, D64 f,;020 AaO a74é \o T6

.0+C+$ D uOl-

SDWFWREHLQVWDOOWBQROGHWHUVLRMXKDRXUUHQWQVWDO®HGBVLRQ
&/,/E D64 f,;0"é,902, #0.20 +'¢” &LVPR(Po; Cf<né
DGHHRIG-0AEUD
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| EXEcUo<é CiscolSECI&QT<
patch install [

+4?]4 351é)DGH o” 0Co0.30C @ol*®abéa¢ 4"4éT6.0+C-+$
D 0l

3$1$XWRDLORYHUHQDEOHBKLRSHUDWLRQ
QRWOORZH®HDVILVDEG#I$SXWR IDLORYHYW

331¢)DGH 0" 0Co0.30 : .0l"®&04"+4?]1¢0064aéA0<aD64 f
,;0"CbLOU @ol*& 0ul-

1

LVH DGPLSDWFKQVWDIOWH SDWFKEXQGOH L  WDUH$RVLWRU\
'R\RXZDQWRVDYMKHXUUHBOWQILIJXUDWLRI®"QR>\HV@HV
*HQHUDWERQILIXUDWLRQ

6DYHWKH/ XQQLBORBQILJIXUDWVR/QVDUWXSFHVVIXOO\
,QLWLDWBOSOLFDWIRWFKQVWDOODWLRQ
3DWFKXFFHVVIXD@YWDOOHG

LVH DGPLQ

2

LVH DGPLIDWFKQVWDIOWOH SDWFKEXQGOH L  WDUH$RVLWRU\
'R\RXZDQWRVDYMKHXUUHBGRQILIXUDWLR®"QR>\HV@OR
,QLWLDWBOQSOLFDWIRWFIKQVWDOODWLRQ
3DWFKXFFHVVIXD@YWDOOHG

LVH DGPLQ

3

LVH DGPLSDWFKQVWDIOWOH SDWFKEXQGOH L WO N]

'R\RXZDQWRVDYMKHXUUHORQILIXUDWLRI®"QR>\HV@HV

*HQHUDWERQILIXUDWLRQ

6DYHBEKHXQQLORBQILJIXUDWLR/@ DUWXSEFHVVIXO0O0\

,QLWLDWBOSOLFDWIRWFIKQVWDOODWLRQ
3DWFWREHLQVWDOOWGBQROGHWHUVLRXKDBOXUUHQWQVWDO®HGBVLRQ

LVH DGPLQ
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B patch remove

patch remove

SDWHRRE®f< 6204D64 0°C6"0 ¢a"@éD64f4D0 ]]o

, A0;aD64¢é 0"C6"»5A 6-04EUD¢*]]o0, Ao;e@é"26Da*A»
SAC=0 4A "&A -DC% U0
J]$0*Zfé$0éD64 Cf<nhéCo+2Zf 84°0 xé” (;(& Uo<a SDWFK

HPRE&Bf< 620u0-
SDWEHKPRYMSSOLFDWYRQB@R®H

90HIO &LVFBRY:"+4?1c°aé %ul (*Po2~/E D64 Cf<n 84°0 &”. £3]
Ao</Z )DGH>®&D64C&4°D 10

t¥ey WHPRYH J]$0*2f6$06D64 Cf<réCo+2f &
4°0 &Qf<e
DSSOLFDWLRQBQDPHD64C&4°D J]$o0*Zfé,e+"" ¥<
€+ ™M< (Po;0u0-
YHUVLRQ 344°D D64 Co+ZfiR " ¥<é)r ™M<
(Po;:0u0-
+4?1aJ\ Q]%xa! Ao<90 33190¢éDGH 0" 0Co0.30 @ol"&04a¢ -
'€"D64 44°0 é@®: 01" Q4EUD:*D64¢é84°CbLOU 3$1é
J)DGH 0" 0Co0.30 @ol*"a& Olacacuol-
&Qf< H 7 ‘H ~";éGbyoé% ul -
&Qf< Uoc< (; (&
ol é <\ f f,;0"D 4,4¢:D64 84°0 AaO a”4é \o T6.0+C-+$ D U
O

SDWFKVQRWQVWDOOHG
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| EXEcUo<é CiscolSECI&QT<
patch remove [

+4?]a 331é)DGH o™ 0C030C @ol*x&dbas 4"4éT6.0+C+3$
b ub-

VHQDEOHGBGKLRSHUDWLRQ
VDEQG#HI$XWR IDLORIYHVW

LVH DGPLSDWFKHPRYLWH
&ROWL@AMKPSSOLFDWLIRWQPKQLQVWDO0OJ@
$SSOLFDWIRWPRKXFFHVVIX®RQLQVWDOOHG
LVH DGPLQ

2

LVH DGPLSDWFKHPRYWH

&ROWL@AMIPSSOLFDWLIRWPKQLQVWDOOY@
3DWFIKVQRWQVWDOOHG

LVH DGPLQ

i Cisco Identity Services Engine CLI Reference Guide, Releate
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B g

ping
]JUo; *,9S&énA"»a ,3Y@6;b0"& ;60 ®eé” (;(&Uo<a SL@J
Qf< 6”20u0-
SLQ@US DKB\GKIR VW OQGE®S D F N HI\DWIN HA8 V Q H 8 XQ@QJIF@ X Q W

t¥e'y LS D\GW 3,1*s- 0 *,9S¢é ,3<_ e ¥<g)r ™
< (Po;0u0-

KRVWQDPH 3,1*s- 0O *,9SEéN,;,s"" ¥<g)r™M<
(Po;0u0-
Gl 905>¢90+D$6; H\#Tf90*Zfaed4PO Oo-
Gl D$6; H\#Tf90*Zf$L[O «'é”0 &
000" 0 "®&D$6; H\#Tf;0 «'é "
'y 3008¢-'é @000u00-
SDFNHWVLI]H 905>¢90+ 3,1*D$6;6( -+
SDENHWVL]H 3,1*D$6;6é( - o* €%, Da0oOul-
SLQJFRXQW 905>¢90+« 3,1* &o-DbPeé™.
SLQJFRXQW 3,1* &o-Dbé™ * é%,Pa0oOul-
&Qf< H 7y ‘H ~";éGbyoé% ul -
&Qf< Uo< (; (&
o’ é <\ f SL@Rf<é” &o-DPD$6; <_,x@IM>04 %u UUUOD- SLQE”N,

:0é6D,é>51H"D,é1fg"N,; 01 »E£4ALE O O éxi% Uud-

LVH DGPLSLQJ Gl SDFNHWVL]LQJFRXQW

3,1% E\WHR| GDWD
E\WHWRP LFPSBVHWWO WLPH PV
E\WHMIRP LFPSBVHWWO WLPH PV

SLQVWDWLVWLFV
SDFNHWVYDQVPLWWUHIKBFHLYHG SDFNHORVVWLPH PV
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ping [}

UWWLQ DYJ PD[ PGHY PV SLSH
LVH DGPLQ
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EXEQUo<é CiscolISECL&Qf< |

B ping6

pINg6
]JUo; *,9S&dénA%4a ,3Y@6;b0"&i ;.0 e (;(&Uo<a sSLQ&
Qf< 820ud-1 & ,3Yé SL@IRf<86 AOa¢sule
SLQALS DMGRWLIDELW (WK H@DHW HYSDIEIMH @BALQ Bl F RXLQN F X Q W

t¥e'y LS DIE\GW 3,1*s- O *,9Sé 3< e ¥<g)s ™
< (Po;0u0b-
*LIDELW(WKHUQHW  905>¢90+ 0(@6; f2o0H -
0(@6; f2o0H , 1-i0u0-
SDFNHWVL]H 905>¢90+ 3,1*D$6;6( -»
SDFNHWVL]H 3,1*D$6;é( - * €%, Da0oOul-
SLQJFRXQW 905>¢90+ 3,1* &o-Dbé™e
SLQIJFRXQW 3,1* &o-Dbé™ *  é% PaooOuld-
&Qf< :H »; ‘H ~;éGbyoéy 00 -
&Qf< Uo< (; (&
ol é <\ f SLQ&Qf<é” &0-DPD$6; < _,@IM>04a %u UUUO- SLQE"N,

:06D,é>51H"D,é1fg"N,;e 01« »A8AL O O éxin Uub-
SLQ&Qf<éra=é SL@Rf<ae6 AO4dsu0e SLQ&A&Qf<é” ,3YéDS$6;

H\#Tf90*Zf0 SL@QRf<a'yb a¢ G0 J*zf (Po;0u0 ¢~
De 04 f2o0H , 0oaEUOe. f20H , J*Zfé"%e f20
H ,0-é <_,a% ]f" o » < _,aéGf&ai% Uud- SDFNHWVL]H
J*Zfa SLQJFRXDW” SL@Rf<é«'d+}aei»>Oub-
1
LVH DGPLSLQJ IIH F Il IHDI GD
3,1* IIH F Il IHDI GD I'H F Il ITIHDI GD IURP
I'H F Il IHDI GD HW K GDWB\WHV
E\WHWRPIIH F Il IHDI GD LFPSBVHWWO WLPH PV
E\WHWRPIIH F Il IHDI GD LFPSBVHWWO WLPH PV
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pings [
E\WHWRPIIH F Il IHDI GD LFPSBVHWWO WLPH PV
E\WHWRPIIH F Il IHDI GD LFPSBVHWWO WLPH PV
I'H F Il IHDI GD SLQVWDWLVWLFV
SDFNHWVYDQVPL WWlH'lKBFHLYHG SDFNHORVVWLPH PV
UDWLQ DIW PD[ HQGLYH PV SLSH
LVH DGPLQ
2
LVH DGPLSLQJ IIH F Il IHDI GD *LIJDELW(WKHUSBMNHWVL]BLQJFRXQW
3,1* IIH F Il IHDI GD I'H F Il IHDI GD IURP
IH F Il IHDI GD HWK GDWB\WHV
E\WHWRPIIH F Il IHDI GD LFPSBVHWWO WLPH PV
E\WHWRPIIH F Il IHDI GD LFPSBVHWWO WLPH PV
IH F Il IHDI GD SLQVWDWLVWLFV
SDFNHWVUDQVPLWWUHKWFHLYHG SDFNHORVVWLPH PV
UDWLQ DIW PD[ HQGLYH PV SLSH

LVH DGPLQ

i Cisco Identity Services Engine CLI Reference Guide, Release Jjij



reload

reload

&Qf< :H 7
&Qf< Uo<
or é <\ f

EXECUo<é CiscolISECL& Qf<

Té&Qf<aeé” obo<A fe™aw, 0O » &LVBRM_09 f# x9S
]10;0 xé” (;(& Uo<a WHORDY< 62000

WHORDG

‘H " éGbyoé¥ 00 -

(i (&

HORDIF<é*,9S J1o;000«&FfH !X _o0*Zf+Z H ~a&l O

a” &/,ax&"™a,20; 6J &fH 'X _o*Zfes &fH !X _o*Zf ;

=0” &LVPR%eo! (*Po2~ .6*Zfe30 ;=0OURA” HORDYI< 6201
O

WHORDE< s- 0 éa” &LVPBRC"C6" 6J700” f,;0"” 6J#

_o<’uUeéds°2p s- aadsia#d.z0ul- &LVFBRCT é2b -bayg
AFe HORDQE< s-0 474¢é¢:0 A£¢é/ TT6.0+C+$D 00

'$51,1* $ EDFNXSUUHVWRIMFXUUHQWQSURJUHMRQWL@LWKHORDG"
:$51,1* $QLQVWDOO XSJUDGHLVAREYHQWQSURJUHWRQWL@LWKHORDG"

| e¢(~) EE TC+$ D U«'""]"0<2b &i- O xeé <H%®Il O” Vf
A0 xé 1Ral Oub-

HHORMG<édR (€l .,Cs-D acdc¢e'"ulUé+$b /TT6.0
+ee 04 <HYl OU+'é"4é/Ircee %uO -DC% 00~

'R\RXZDQWRVDYMVKHXUUHBRQILIXUDWLRQ"
<HVI Oaa=¢ &LVFBR&TH !X_0*Zf ;=0 4"46T6.0+G+$ D
ul-

6DYHWKH XQQLBRQILJIXUDWLR/QVDUWKXSFHVVIX0O0\
+4?]aDGH o 0CoC @ol”eedba¢ 84"74é/ TT6.0+C+$ D U
O

3$1$XWRDLORYHHUDWXWUMHQDEOHMBKHUHIRUH

WKLRSHUDWEZRQAOVULJIJHUDLORYMU,6( VHUYLFBEVHRW
UHVWDUMHGK MPK HDLO RYRWUQGRZR \RXZDQWRFRQWLQXK "

&-0 «'6Y \ " [0 e'8Y Q1 Oub-.

LVH DGPLWHORD
'R\RXZDQWRVDY

*HQHUDWERQILIXUDWLRQ

6DYHWKI-HJXQQLQ QILJXUDV\Y/\LHR/(WDUVWX)G:FHVVIXOO\
&EROWL@AMWKHERRW' Q@

G
MYKHEXUUHERQILIXUDWLR®"QR>\HV@'HV
U
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reload i}

%URDGFBMWVDJIJHRPURRWWY  )UL $XJ
7KHV\VWHPVJRLQBRZORUUHERRW:
LVH DGPLQ
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B restore

restore
* 90Sé«2é6C6" 6J 600 e (;(&Uo<a WHVWRUF< 60O0U0-
602bé &LVPRA T &LVER 264P1jé:02 60000
&LVPBR J]$o0*Zfa &LVER 2624P 0O :02 600 =é&746&Qf< &
ool
WHVWRUOHQBISIRYV KRV LWR B\Q® D PSHW IKDY BNHIHQ FU\SWLR Q@ H\ QDF

HVWRUO H QMBI V LB RW L W R BI\Q® D PSHW KW SNHIHQ FUVSWLRQ NH\ QDF
LQFOXG®@DGHRYV

t¥e'y ILOHQDPH 1P+:]ee=+0 C6" 61 H ~"éH Ao
¥<é):r™< (Po;0u0-
90HO H ~,éRa” WDBaE: A >6 fl
-bC¥% 0090 P\ILOH SERID «
1P+:] UHSRWLQYR YU\

HSRVLWRU\ QDPH C6" 6J 600 JP+;]é,e- ¥<uaa
000Ul

HQFU\SWLRQ NH\ 90>¢90+C6" 6J 600 Yo)odég o
0oOuob-

KDVK C6" 6J 600 UuéB6*XD Ug o046
20 g {P UIOB6*X{D U90g { o 0o
Oudbs ¥<v0aaooOuob-

SODLQ C6" 6J 600 UuéJ of 9 ,;ég o
620 g {P UJ_of9 ,;ég { o0 0o
Oube ¥<0aaooOuo-

HQFU\SWLRQ NH\ QDPKIDVKODRIL&Y o 0o00Oul-

LQFOXGH DGHRYV $'( 2630:02CC6" 6Jee=+0 «'"C6"
6J 600" &LVPR J10;0u0

+4?]1aJ\ Q]%=a! Ao<90 33190éDGH o 0Co0.30 @ol*"&04a¢
'@"C6" 6J 600 eé=xié30 : .01"204EUD:+60CbLOU ”
331éDGH 0" 0Co0.30 @ol*"a& Olacacul-
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EXECUo<é CiscolISECL& Qf<

co6"

C6" 6JAE é CiscoISE30:02€é060 .
&Qf<é:H ©;
‘H ~;éGbyoé¥ ud -
&Qf<Uo<
(&
ol ¢ <\ f
&LVFRA UHVW®@1xHo6”2O &~ &LVPBR(0CC)DGYaec/aGOud-
:02é060f£ a”’g oé J*zfabeg o - O @é6C6" 6J 60
O ®é’g 0 0000e HVWRUF< 620U«

+4?]4 351é)DGH o™ 0Co030C @ol*"®adbPa; 4"46T6.0+C-+3$
D ul-

3$1$XWRDLORYHUHQDEOHBGKLRSHUDWLRQ

QRWOORZH®HDWH. VDEGHI$XWR IDLORYHYW

90H9O &LVFBRSHOHDWH &LVPRSHOHDWHEEC6E" 6J/& é608é” &LV FBR
5HOHDYEI(Po;D Ud -

90HIO &LVFBR]]o, éllo, 48 ¢cOUCB" 6JA €60 (Po;04
cule

6J/E € CiscolISE30:02¢é060

C6" 6JA &LVPBR30:02 600 &é74é&Qf< 62000
HVWRBDFNXS &)* J SV BV PWHRIR VHW RUNS W ISFOUDIRGE O D E
LVH DGPLUWHVWROBWHVW MXO  &)* WDWHSBVLWRE6720(5 '% VIWS

HQFU\SWLRQS®OID\LDHVWB

"DUQLQIR QRWVHEWUO RUFORVWKLWHUPL@D@Q GRZQW LK H HVWREURPSOHWHYV
,QLWLDWURYWRUBOHDWD LW

UHVWRIUMSURJUHWWDUW 5 WRUH FRPSOHWHG

UHVWRIUMSURJUHVWHWULHYEQENXSOH URPSHSRVLWRU\ FRPSOHWHG
UHVWRIUMSURJUHVMFU\SWLBDFNXSDWD FRPSOHWHG
UHVWRLUQiSURJUH\,(‘{/WUDFWLEQ).FNXCSDWD FRPSOHWHG
/HDYLQUKHFXUUHQWRQQHFWHGRPDLQ

3OHDVWHMRMX ' GRPDUQRPNKHGPLQLVWUD®,LYH
UHVWRIUMSURJUHWWRSSL®BJ SURFHVWHM XLUHRRAUHVWRUH FRPSOHWHG
UHVWRIMSURJUHWHVWRULQUJIFRQILIXUDWIIRMDEDVH FRPSOHWHG
UHVWRILMSURJUHWGMXVWKBYWDWIRUXSJUDGH FRPSOHWHG
83*5%$'(67(3 5XQQLQE( FRQILIXUDW®BR/FEKHPOSIJUDGH
5XQQLGEVDQLWKHFWRIL[ LQGHFRUUXSWLR® Q\

83*5%$'(67(3 5XQQLQE( FRQIL JXUDV‘G_ER\ADX)SJUDGH

‘DWIXSJUD M HS 16)8SJUDGHBHUYLFH 'RQH.Q VHFRQGV
'‘DWIXSJUDG®MHS 1HWZRUNS$FFHVV8SJUDGH 'RQH.Q VHFRQGV
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6J/&E é CiscoISE30:02€é60

B cs

'DWIXSJUDWGMHS
'‘DWIXSJUDWMHS
'‘DWIXSJUDWMHS
'DWIXSJUDWGMHS
'‘DWIXSJUDWMHS
'‘DWIXSJUDWMHS
'DWIXSJUDWGMHS
'‘DWIXSJUDWMHS
'‘DWIXSJUDWMHS
'DWIXSJUDWGMHS
'‘DWIXSJUDWMHS
'‘DWIXSJUDWMHS
'DWIXSJUDWGMHS
'‘DWIXSJUDWMHS
'‘DWIXSJUDWMHS
'DWIXSJUDWGMHS
'‘DWIXSJUDWMHS
'‘DWIXSJUDWMHS
'DWIXSJUDWGMHS
'DWIXSJUDWMHS
'‘DWIXSJUDWMHS
'DWIXSJUDWGMHS
'DWIXSJUDWMHS
'‘DWIXSJUDWMHS
'DWIXSJUDWGMHS
'DWIXSJUDWMHS
'‘DWIXSJUDWMHS
'DWIXSJUDWGMHS
'DWIXSJUDWMHS
'‘DWIXSJUDWMHS
'DWIXSJUDWGMHS
'DWIXSJUDWMHS
'‘DWIXSJUDWMHS
'DWIXSJUDWGMHS
'DWIXSJUDWMHS
'‘DWIXSJUDWMHS
'DWIXSJUDWGMHS
'‘DWIXSJUDWMHS
'‘DWIXSJUDWMHS
'DWIXSJUDWGMHS
'DWIXSJUDWMHS
'‘DWIXSJUDWMHS
'DWIXSJUDWGMHS
'DWIXSJUDWMHS
'‘DWIXSJUDWMHS
'DWIXSJUDWGMHS
'DWIXSJUDWMHS
'‘DWIXSJUDWMHS
'DWIXSJUDWGMHS
'DWIXSJUDWMHS
'‘DWIXSJUDWMHS
'DWIXSJUDWGMHS
'DWIXSJUDWMHS
'‘DWIXSJUDWMHS
'DWIXSJUDWGMHS
'DWIXSJUDWMHS
'‘DWIXSJUDWMHS

'‘DWIXSJUDGMHS
‘DWIXSJUDGMHS
‘DWIXSJUDGMHS

VHFRQGYV
‘DWIXSJUDGMHS
‘DWIXSJUDGMHS
'DWIXSJUDGMHS
‘DWIXSJUDGMHS
'DWIXSJUDGMWHS

83*5$'(67(3

5XQ QL Q8
UHVWRIUS URJUH\ABH
UHVWRIUGS URJUH\A\H
6WRSSL®J ORQLWRUL
6WRSSL®J ORQLWRUL
,6( ,GHQWLODSSLGHU

EXEQUo<é CiscolISECL&Qf< |
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*XHVW8SJUDGHBHUYLFH '‘RQH.Q VHFRQGV
1HWZRUNS$FFHVV8SJUDGH 'RQH.Q VHFRQGV
1HWZRUNS$SFFHVV8SJUDGH 'RQH.Q VHFRQGV
16)8SJUDGHBHUYLFH RQHQ VHFRQGYV
16)8SJUDGHB6HUYLFH 'RQH.Q VHFRQGV
5HILVWHU3RVWXUH7\SHV '‘RQH.Q VHFRQGV
3URILOHU8SJUDGHGB6HUYLFH 'RQH.Q VHFRQGV
*XHVW8SJUDGHBHUYLFH 'RQH.Q VHFRQGV
1HWZRUNS$FFHVV8SJUDGH 'RQH.Q VHFRQGV
*XHVW8SJUDGHBHUYLFH 'RQH.Q VHFRQGV
*XHVW8SJUDGHBHUYLFH 'RQH.Q VHFRQGV
5%%$&8SJUDGHBHUYLFH RQHQ VHFRQGV
1HWZRUNS$SFFHVV8SJUDGH 'RQH.Q VHFRQGV
*XHVW8SJUDGHB6HUYLFH 'RQH.Q VHFRQGV
1HWZRUNS$FFHVV8SJUDGH 'RQH.Q VHFRQGV
5%%$&8SJUDGHBHUYLFH 'RQH.Q VHFRQGV
5%$&8SJUDGHB6HUYLFH 'RQH.Q VHFRQGV
3URILOHU8SJUDGHGB6HUYLFH "RQHLQ VHFRQGYV
3URILOHU8SJUDGHG6HUYLFH 'RQH.Q VHFRQGV
16)8SJUDGHB6HUYLFH 'RQH.Q VHFRQGV
16)8SJUDGHBHUYLFH 'RQH.Q VHFRQGV
16)8SJUDGHBHUYLFH RQHQ VHFRQGYV
5%$&8SJUDGHBHUYLFH 'RQH.Q VHFRQGV
1HWZRUNS$SFFHVV8SJUDGH 'RQH.Q VHFRQGV
5%$&8SJUDGHBHUYLFH RQHQ VHFRQGV
(JUHVV8SJUDGHG6HUYLFH 'RQH.Q VHFRQGV
16)8SJUDGHBHUYLFH 'RQH.Q VHFRQGV
16)8SJUDGHBHUYLFH 'RQH.Q VHFRQGV
&GD5HIJLVWUDWLRQ 'RQH.Q VHFRQGV
5%%$&8SJUDGHBHUYLFH ‘RQH.Q VHFRQGV
1HWZRUNS$FFHVV8SJUDGH 'RQH.Q VHFRQGV
16)8SJUDGHB6HUYLFH 'RQH.Q VHFRQGV
&HUWOJPW8SJUDGH6HUYLFH 'RQH.Q VHFRQGV
1HWZRUNS$SFFHVV8SJUDGH 'RQH.Q VHFRQGV
7RNHQ8SJUDGHG6HUYLFH 'RQH.Q VHFRQGV
16)8SJUDGHBHUYLFH 'RQH.Q VHFRQGV
5%$&8SJUDGHBHUYLFH 'RQH.Q VHFRQGV
16)8SJUDGHB6HUYLFH 'RQH.Q VHFRQGV
16)8SJUDGHBHUYLFH ROQHQ VHFRQGYV
0'08SJUDGHBHUYLFH 'RQH.Q VHFRQGV
16)8SJUDGHB6HUYLFH 'RQH.Q VHFRQGV
1HWZRUNS$SFFHVV8SJUDGH '‘RQH.Q VHFRQGV
5%$&8SJUDGHBHUYLFH RQHQ VHFRQGV
&HUWOJPWS8SJUDGHB6HUYLFH 'RQH.Q VHFRQGV
&HUWOJPW8SJUDGH6HUYLFH 'RQH.Q VHFRQGYV
&HUWOJPW8SJUDGH6HUYLFH 'RQH.Q VHFRQGV
2FVS6HUYLFH8SJUDGHSHJLVWUDWLROQRQH.Q VHFRQGYV
16)8SJUDGHBHUYLFH 'RQH.Q VHFRQGV
16)8SJUDGHBHUYLFH RQHQ VHFRQGYV
&HUWOJPW8SJUDGH6HUYLFH 'RQH.Q VHFRQGV
5%%$&8SJUDGHBHUYLFH RQHQ VHFRQGYV
&HUWOJPWS8SJUDGH6HUYLFH 'RQHQ VHFRQGV
1RGH*URXS8SJUDGHB6HUYLFH 'RQHQ VHFRQGYV
5%$&8SJUDGHBHUYLFH 'RQH.Q VHFRQGV
3URILOHU8SJUDGHG6HUYLFH 'RQH.Q VHFRQGV
3URILOHU8SJUDGHG6HUYLFH 'RQH.Q VHFRQGV
3URILOHU8SJUDGHGB6HUYLFH

‘RQH LQ VHFRQGYV
16)8SJUDGHB6HUYLFH 'RQH.Q VHFRQGV
$XWK]8SJUDGHB6HUYLFH 'RQH.Q VHFRQGV
*XHVW$FFHVV8SJUDGHGBHUYLFH 'RQH LQ
16)8SJUDGHBHUYLFH 'RQH.Q VHFRQGV
3URYLVLRQLQJ5HJLVWUDWLRQ 'RQHQ VHFRQGYV
5HILVWHU3RVWXUH7\SHV 'RQH.Q VHFRQGV
&HUWOJPW8SJUDGH6HUYLFH 'RQH.Q VHFRQGV
3URYLVLRQLQJS8SJUDGHBHUYLFH "'RQHLQ VHFRQGYV
FRQILJXUDWLRAMOSIJUD GRIUQRGHWSHFLILEDWD
VWR U ORIV FRPSOHWHG
VWDUWBQBHUYLFHY FRPSOHWHG
Q@URXEOHVKRRRMILELRIOOHFWRU
QGURXEOHVKRRRMILIAIRFHVVRU
YLAW GLVDEOHG
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C6" 6JA é CiscolSEGP:02660 B

,6( S[*ULGURFHV\DHMGLVDEOHG

6WRSSL®J $SSOLFDWAEHRWQYHU

6WRSSL®J &HUWLILFBYWKRUIBWUYLFH

6WRSSL®J 3URILOMDWDEDVH

6WRSSL®J ORQLWRULQGURXEOHVKRRBWVYQURRQWDEDVH

6WRSSL®J $' &RQQHFWRU

6WRSSL®GJ) DWDEDSHRFHVVHV

6WDUWLQUJORQLWRULQGURXEOHVKRRBWVYQURRQWDEDVH

6WDUWLQU3URILOMWWDEDVH

6WDUWL®J$SSOLFDWAHRWQY HU

6WDUWLQUJ&HUWLILFBYWWKRUIBWUYLFH

6WDUWLRUORQLWRULGURXEOHVKRRRILIQIRFHVVRU

6WDUWLOUORQLWRULGQURXEOHVKRRRILLRIOOHFWRU

6WDUWLQUS$' &RQQHFWRU

1RWH,6( 3URFHVVIHWH. QLWLDOL]LBYH VKRDSSOLFDWL\RQW XWH

&/, WRYHULIDOGURFHV\HMLQUXQQLQWDWH

UHVWRIUMS URJUHWRPSOHWILHMWR UH FRPSOHWHG

LVH DGPLQ

C6" 6JA& ¢ CiscoISEGP:02é00

C6" 6J/A&E &LVPRGP:02 600 ®&74¢&Qf< 62000~
WHVWRBPDFNXS 236 J SUH SVIDVUPWHRSR VHW RUNS W ER @INEO® D E

LVH DGPLWHVWRRMEDFNXS 236 WDU UBSRVLWRWAHSRVLWRU\
HQFU\SWLRQSKOBLQDEODE

"DUQLQIR QORWVHWUORUFORVWKLWHUPL@LQ GRZQW LMK H HVWRRRIPSOHWH YV
L, QLWLDWUGINYWRUBOHDWZD LW

UHVWRIUMSURJUHWWDUWIBBYWRUH FRPSOHWHG

UHVWRIUMSURJUHVWHWULHYEQENXSOH URPSHSRVLWRU\ FRPSOHWHG
UHVWRIUQJSURJUHVHFU\SWLQDFNXGBDWD FRPSOHWHG
UHVWRIUGS URJUHMVYW UD FW LEQF N XED W D FRPSOHWHG
6WRSSL®BJ) ORQLWRULGURXEOHVKRRRILIUIRFHVVRU
6WRSSL®BJ ORQLWRULQURXEOHVKRRRILEROOHFWRU
6WRSSL®J $SSOLFDWAHRWQY HU
6WRSSL®J 3URILO MY
6WRSSL®G) ORQLWRULQURXEOHVKRRBWVYQURQWDEDVH
6WRSSL®J) 'DWDEDSHRFHVVHV
UHVWRIUMS URJUHWMWD UWIGEUHVWRUH FRPSOHWHG
UHVWRIWMSURJUHVWQGL@GEUHVWRUH FRPSOHWHG

FKHENLRIUXSJUDGH
6WDUWIOQU '% XSJUDGH
( 'DWDEDSHRFHVMOHOWHDGXQQLQ3],'
G X

,6(0 76HVVLRDWDEDNVWDOUHDGXQQLQ3,'

6WDUWL62(J3UR|LOH%

6WDUWL®UJS$SSOLFDWAEHRWY HU

6WDUWLRUORQLWRULQURXEOHVKRRRILSRIOOHFWRU

,6( 0 7/RIBURFHVMRADOUHDGXQQL Q3"

1RWH,6( 3URFHVVHVH. QLWLDOL]IBYH VKRDSSOLFDW.\WRQW XWH

&/, WRYHULIDOGURFHVVHM. QUXQQLBWDWH

UHVWRIUHSURJUHWRPSOHWILHMWRUH FRPSOHWHG

LVH DGPLQ

C6" 6JA& é CiscoISE30:02A 1 Cisco ADE OSo 2 é
600

&LVFBRS'( 26:02 =0 &LVBR30:02 600 &e"46&Qf< 620U

O.
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. C6" 6JA é CiscoISE30:02A 1 Cisco ADEOS02¢é60
WHVWREDFNXS &)* J SIWERN PWHREIR VHOY RUNS WER@INHN LQFOXGH DGHR
LVH DGPLULHVWRRMEDFNXS &)* WDU USHBRVLWRWHSRVLWHRQRU\SWLRQ NH\

SODL@NH\ LQFOXGH DGHRV

‘:DUQLQIR QRWVHEWUO RUFORVWKLWHUPL QD@ GRQW LWKH HVWRURPSOHWHYV
,QLWLDWU®BYWRUBOHD\ZDLW

UHVWRIMSURJUHWWDUWIBGIYWRUH FRPSOHWHG
UHVWRIUMSURIJUHVWHWULHYEQBENXSOH URPSHSRVLWRU\ FRPSOHWHG
UHVWRIUGS U HVMFU\SWLBDFNXSDWD FRPSOHWHG

UH VW RIUQS U H YW U D F W L[EQJF N XGSD W D FRPSOHWHG

UHVW RIS U HWWRSSL®BJ SURFHVVHM XLUHRGUHVWRUH FRPSOHWHG
UHVWRIUGS U HVWHVWRULQUJFRQILIXUDWAIRWDEDVH FRPSOHWHG

UH VW RIUQS U HWSGDWLQWDEDRHWDGDWD FRPSOHWHG

UHV W RIS U H\5\H VW R U IORU V FRPSOHWHG
UHVWRIMSURJUHWBHUIRUPL®( 'DWDEDVH)FKXS FRPSOHWHG
UHVWRIUMS URJUHWR P SOHWILHMWRUH FRPSOHWHG
%URDGFBMWVDJHRPURRWSWY )ULS$SU
7KHV\VWHPVJRLQBRZQRUUHERRW:

%URDGFPMWVDJHRPURRWSWY )ULS$SU
7KHV\VWHPVJRLQGRZQRUUHERRW:

LVH DGPLQ

Ju
RJU
RJU
RJU
RJU
RJU
RJU

Ju
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rmdir [
a=é: "] 44°0 =& (;(& Uo<a UPG&Qf< 620u0-
UPGGHFWRU\ QDPH
GHFWRU\ QDPH ], e ¥<é)r™< (Po;0u0-

rmdir
t¥é. y
&Qf< :H 7
&Qf< Uo<

‘H ~";éGbyoé¥ 00 -

(i (&

LVH DGPLRNGLGLVN WHVW

LVH DGPL®LU

'LUHFWRRINGLVN
0D\
0D\
0ODU
0D\
0D\

DFWLYHPT GDWD
ORJV

ORVW IRXQG
WDUJHW

WHVW

8VDJHRUGLVNILOHV\VWHP

LVH DGPLQ

E\WHWRWIXVHG
E\WHWHH
E\WHBYDLODEOH

LVH DGPLWPGLGLVN WHVW

LVH DGPL®LU
'LUHFWRRINGLVN
0D\
0D\
0DU
0D\

DFWLYHPT GDWD

ORJV
ORVW IRXQG
WDUJHW

8VDJHRUGLVNILOHV\VWHP

LVH DGPLQ

E\WHWRWIXVHG
E\WHWHH
E\WHBYDLODEOH
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B ssh
ssh
JUo; *,9Sdég {P U.6*2f4?220 =eé” (;(& Uo<a VV&Qf<
6r0u0-
90HIO %u! (*uUéYo)Clé&Qf< 6”raENd
VVKE'S DIB\GHR VW @X N H U @BRHSR QWP EMHU WL R'@
V VB H OKHRWIG DKE\GKUR VW' Q D P H
t¥e'y LS DB\GW JUo; * 9Sé ,3Y < _ e ¥<é)r ™M<
(Po;000-
KRVWQDPH JUo; *,9SEéN,;,*"" ¥<ér™< (Po
;000
XVHUQDPH 66+z0a # fO4, Y0)éYo),e
Po; 905>¢90+]Uo0; N,;éPo;IR $Ou0-
SRQWPEHU Po;é-2%, beé * aQe:H ~; Po;é
40
YHUVLRQ 905>¢90+Co+ZflIR $ Oul-
Y HUMQORRKEHU 66+Co0+ZflR At «:H 7~ é 66+C0+7Z
fée ald.
a4° $0€éN,;é 66+H f 0J]f; &4°0Ou0-
N,; N,; o0Cé&4b ]JUo; * 9SéN,;,
LS DKE\GW JUo; * 9Sé ,3Y < _ e ¥<é)r ™M<
(Po;000-
KRVWQDPH JUo; *,9SEéN,;,*"" ¥<ér™< (Po
;000
&Qf< H A; L0 Ne
&Qf< Uox< (; (&
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ol é

<\

f

ssh

VV&Qf<é”* 9S /& Té]Uo; * 9suUé(oCa”_Kag {P U&
#0% OulO-1é'&ié”'&Cg {P P 4.4 THO@HW f<'&&d+}
gi» - Oub- 66+\ f;é”z=A 1g {&& "5V. X 4@6:bo

"a. X &b>CateEul-.

1
LVH DGPLWQVK DGPLRRUW YHUVLRQ
VVK FRQQHWWKRVW SRUW 1RURXWWRKRVW

LVH DGPLQ

2

LVH DGPLMQVKGHOHWRYV WV H
LVH DGPLQ
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Bl teoh
tech

1-iOU@6;bo" , é;\H 6" 3fJ0 =x=eé” (:(& Uo<a

WHE&Rf< 620U

WHEKPSWFRBWHUIDF H RX®EFNDIH FRXQW

t¥e'y GXPSWFS 78&D6S0+ &f0073fIOU0

LQWHUIDFH QXPEHU I Fe; 0(@6; f2o0H ,éR 90 * 90

FRXQW ""D6$0+™ 0000UO0:H ~;e1j&adod U
4¢ 8090 »

SDFNDJH FRXQW * (Po;000-

LRVWDW $}%U0 é )£-]190 &3806&0. +ZA 1:C
,ADo9 *zfél &0. +7 &fO0o & 3fJ
Oule /LOQX[LRVSNIW 6-04EUD

PSVWDW &f0o”eIM>DP J .6(4P1j+Z 3fJOu0-
ILQX[PSVWQIiN¥ 6-04EUD -

QHWVWDW $}% U é&f00"®@IM>D @6;b0"4P1j+7
3fJOud- ILQX[QHW&/Q¥RW-O4EUD
(.4.

WRS s- é*,9S¢é3 =R6"4] *2 S FXo 3
fJoud-C64 Uo<a $}laes-D ul- ILQX][
¢ WR®f< 6-04EUD

YPVWDW $}%U0 éTU]"J ., AMo+f# (QloxZ
3fJOu0. J/LQX[YPVWOMW 6-04EUD -

&Qf< H »; ol

&Qf< Uox< (i (&

or e <\ f WHGEKPS®WFS ED&LI3FNVEPTC+$ D U«'é"¢c50éUAaca'CY
U0« WHEKPSWE$<é™>D$6;C 0(@6; Q ""J.6(&E ~ @&
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tech B

&l 00ub«"Aé 0(@6; 46J)8">D%$6;é4 6"(S . %3000
C”" M_o09 f# *9S OH; ¢,26"és- 000 OUCPA™>D
$6:C ED®L3FNVEPAuU D (aelanaen ud .

1

LVH DGPLWHFEXPSWFERXQW
L, QYRNL@FSGXPUHVEZRQWURWR QWHUUXSW
WFSGXPBLVWHQRQ@HWK OLQN W\EH 0% (WKHUQHWDSWXVUHH E\WHV
FNHWIYSWXUHG
FNHWNFHLYEGILOWHU
FNHWVYRSSHGNHUQHO

.3 WRV[ WWO LG RIIVHW 10DJ%')@ SURWR&3 OHQJWK

! FNVXHH FRUUHFW

SD
SD
SD

"DEN ZLQ
.3 WRV[ WWO LG RIIVHW 10DJW¥')@ SURWR&3 OHQJIWK
! 3 DFN ZLQ

LVH DGPLQ

2

LVH DGPL@HFKRVWDW
ILQX] HO LVH
DYJ FSX XVHU QLFHV\WWHRRZDLWVWHDO LGOH

'"HYLFH WSV %ONBUHDGWONBZUWQWONBUHDGONBZUWQ
VGD

VGD

VGD

VGD

VGD

VGD

VGD

VGD

LVH DGPLQ

3

LVH DGPL@HFRSVWDW
ILQX] HO LVH
&38 XVHU QLFH V\V LRZDLW LUT VRIW VWHDOLGOH LQWU V
DOO
LVH DGPLQ
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B telnet

telnet
THOQIPW;O N,;a@ # fO «'"%al(*A T M_o2é (;(& Uo<a
WHRDHW 6RPAaEU0 .
W H C'Q3H WHB\GKR V W QIRFISAR UW QX PEH U

t¥é‘y LS DKB\GW ]UO, *,QSé ,3Y <_,'..,, ¥<é)+TM<
(Po;000-
KRVWQDPH JUO; *,9Sé&N,;, " ¥<&:m™< (Po
Oude
Po; p5é6 7THO®HWO0oOUuUO-
SRUWQXPEHU 905¢80+]U0; N, ;éPo;B $0UO- .

6%, Da000u0-

&Qf< :H *; ‘H ~;éGPyoé% 00 -

&Qf< Uoc< (; (&
LVH DGPLW@QHOQHW SRUW
LVH FLVFR FRRRILQDGPLQ
SDVVZRUG
IDVWORJLQIRQ XO RQWW\6

LVH DGPLQ
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| EXEcUo<é CiscolSECI&QT<

terminal length
e (;(&Uo<a WHUPQEROWK

0+é.6*Zfaét+é%5A5Yé- ™ 300 xé”
Qf< 820Ul
WHUPQE RIOYWKH JH U

t¥e'y OHQJWK 0+6é%5AI5Ye+$ O "0+¢é.6*Z2fé-™ 0o
Oul-
LQWHJIHU 15Y g- ™ ok -é%,Dadoo0Oul- 000
4" 15Y4Faé0(—[C: .ol"ed ul-
&Qf< H 7 'H "~ é-™Me0+é.6*Zfae Al 0+é%n5AIBY @»04 ao-
&Qf< Uox< (&
or é <\ f * 9Sé OHQIW#20O4"-,™ii5Yé  (sel(—[O 2 Rf# yoOuO-
LVH DGPLWHUPLQDHRJIWK
LVH DGPLQ
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terminal session-timeout

0064aé.6*Zfae»O 5V "9 | 2S ;300 e
VHVVLRQ &\QfRHFXOWO »

WHUPYBDOLR Q P QXERXW

EXEQUo<é CiscolISECL&Qf< |

(;(&Uo<a WHUPLQDO

t¥e'y VHVVLRQ WLPHRXW $546.6*Zfe»04a"sVv "9 | 2's

300u0-
Y 5V "9 | 2 S ;€% ™e0é% D6 i

a0«/90 90 000 @2 S ;C: .ol e
& ul-

&Qf< H 7 ‘H ~:é.6*2f 2 S :é %ald.

&Qf< Uox< (; (&

or e <\ f WHUPYBDWLRQ SQRHROW 90x300 "2 S ;C30b 0d -

LVH DGPLWHUPLQMMHYVLRQ WLPHRXW
LVH DGPLQ
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terminal session-welcome [

terminal session-welcome

*9Se # fO O64éYo)ae+$D EWT6.0+ *,9S&2300 *é”
(;(& Uo<a WHUPYBDWOLRQ ZDERPHIUO -

WHUPYRDOLRQ YWOERBH

t¥e'y VHVVLRQ ZHOFRPH  * 9Sa'# fO O04éYo)ae+$D EY
T6.0+ *,9S2.300u0-

VWuLQJ Ev4T6.0+"" ¥<é)r™M< (PO;OUO'
0/ aM& b U¥<és5 b ud -

&Qf< H 7 ‘H ~";éGbyoéy ud -

&Qf< Uox< (; (&

o e <\ f &/, # fOUAE®&Qf< JfJ;5Y é liee+$ D E¥%T6.0+ 000
el

LVH DGPLWHUPLOMMMHYVLRQ ZHO:HROFARP H
LVH DGPLQ
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[l terminal terminal-type

terminal terminal-type

0+6.6*Zfé0+6A"2'&D %5Aé2 J 000 xé” (;(& Uo<d WHUPLQDO

WHUPLQBQfW\&HD1uO -
WHUPWRIDO®LQWOSW\SH

t¥e'y WHUPLQDO W\SH '&iD A¢ W5AE2 J 00000 H " 6%5
A2 Jé 97 aob.

WASH %5Aé,842 J 080" Bé(0F, 62 J -
O N,;&& %5A@'* 0*zf.5 Ould+""
¥<é)r™< (P0o;000-

&Qf< H »; 97

&Qf< Uo«< (; (&

or é <\ f 97 &Alad «""%5A2 J$Oud-
LVH DGPLRHUPLQMWUPLQDO WWSH
LVH DGPLQ
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traceroute ]

traceroute
D$6;Cp5¢é <_,@IM>D &adEaxs4Uelb "o; 'O xé” (;(& Uo<
a wWumrRpHaEf< 62000
W U IRPHAUIS DIS\GHR VW@ D P H

t¥é‘y LS DKB\GW ]UO, *,QSé ,3Y <_,'..,, ¥<é)+TM<
(Po;000-
KRVWQDPH JUo: *,9S&N,: e " ¥<&r < (Po
0u0-.
&Qf< :H 7 ‘H ";6GPyoé% U0 -
&Qf< Uo< (i (&

LVH DGPLWUDFHURXWH

WUDFHURWR H KRSWYD] E\WESDFNHWYV
PV PV PV

LVH DGPLQ
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B undebug

undebug

"C6#i» : .01"@0 ®e” (;(& Uo<a XQGHERI< 62000-

XQGHIMQS SOLFEWAREY WRG FRQIERSLFP®RFOIRJI JIMIUP S \VWHP
W U D Q X VHHWUW@ O V

604 O064aé:C6# : .0l*=e0ud

J]$o*zf J]$o*zf H Ao
DD 64aé J]$0*Zfé:CH#”
0l"xe0ud-
ILQ\OW DIQED *Zfé f,;07é:C6#
.0l"a@0ubd-
iRSHU%N\]_]RQ*ZfZDé:CG#'
.0l"xe0ud-

IX QL @¥WDEDOZfé f f,:0°é:C6
#° . 017" 0u0-

EDFNXSWRU H ~ C6" 6JA T600u0-

1D 6" 6JA 160a"0064é:C6#°
01" 0ub-.

IEDFOBXS6" 6JA 160a"C6" 6J6é:

ce6#”  : .0l"a20ub-

IEDFNXSeCRIWIA 160a"C6" 6J

“#é:C6#° : .ol*a@0ub-.

IKLVO®RROBY 6JA 160a” gé:C6#”
017Ul

IUHVW#RBH6JA 160a"606:C6#"
017Ul
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| EXEcUo<é CiscolSECI&QT<
undebug i

&'3 &LVERFRBHBRWOEF BO&TH !X _o*Zf H

Ne

IDWD 646 &L VAR FRBHRWERFRIX o
*7fé:C6#° : .0l"&0u0b-

IFROHMRI VAR FRBHWBRWERRFROX 0*Z
fé:Cc6#” : .ol"a@0ub-

L QoS VER FR BHBRWER RO\ "4V é
C6#  : .olrae0ul-

FRQILJ &fH IX_o*Zf H 7o
D@D 64E&fH IX_0*Zfé:CH#”
.0l"e0ul-
TEDFOXGS6" 6J &fH !X_0*Zfé:C6
#° : .olra@0ul-
IFOBENG" &fH IX_0*Zfé:C6#"
.0l"e0ul-

ILQYERIH !X _o*Zf FH\,:\"4Vé
C6# : .ol"&0ul-
iNUQ@@Qf< ,$+Xo\ &fH !X _o*Zfé
:C6#° : .0ol"@&@0ud-

iQHW%R@BI;bO" &fH 'X o0*Zfé:Cb

#° . 01" 0ub-.

iUHSRSYaE}/PRLﬂ\ &fH IX 0*Zfé:C6

#° . 01" 0ub-.

iVHU9éEL(I-?)I'FF, &fH !'X o*Zfé:C6#”
.0l"a@0ub-

FRS\ &Go &Qf<e

LFPS ,&03 &0 %Ué&fH !X _o*Zfe
D®WER 03 &0 %ué&fH X _o0*z2féOo64é
:C6#  : .olr@0ulb- *  @4Fa L~
30000 g2€"” eOo6asoud-
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EXEQUo<é CiscolISECL&Qf< |
B undebug

ORFNYV ]0o, "6 f#e
DD 64é]00, 6 f#HE:CHH#'
01" 0ub-.
fiLeesH ~ "6 f#é:C6#° : .ol
"eOube.

ORJJLQJ “1f# &fH IX_o*Zf H Ao

D®@O!f# &fH IX_0*Z2fé0064aé:C6#~
0lr@0u0-

VQPS 6103&fH IX_o*Zf H 7o

D®@103&fH !X_O*Zfé@ééé:CG#'
.0l"a&0ud-

VA\VWHP * 9S8 H AN

DD 64E*,9S H "é:C6#°
01" 0ub-.

L9z *,9S ,'é:C6# : .olraeOu
O
FLQBR*,9S+7é:C6#  : .0l"&e0
a0
IL@EWISEEW{é:C6#  : .ol e
Oubd-
0©1M H ~0©1M e
XVHU Y 0) €%un! o
D@D 6aEYO) %! é:C6#° : .ol
20ub-
ISDVVZRU%Be BRODIKP\|*0éY 0)%a! é:
cé6#  : .ol"ae0ul-
XWLOV Yo9 ]9 &fH IX_o*Zf H e
DWW 64éY09 ]9 &fH IX_o*Zfé:
ce#” : .0l"xeQud-
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| EXEcUo<é CiscolSECI&QT<
undebug i

&Qf<:H »;
‘H ~;éGbyoéy% 00 -

&Qf<Uo<
(&

LVH DGPLDXQQRGHERODO
LVH DGPLQ
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write

write

EXECUo<é CiscolISECL& Qf<

&LVBROC &fH !X_o0*Zf &Go"+$ "uUé-80 ®&"1j%a+™ 0
004 (;(& Uo<a ZUL&QH< 612000
ZULMWIWDFHPRUVHUP@QDO

t¥e. y

HUDVH ,20; 6J &fH IX_0*Zf —30u0-1¢
J*zfe”  &LVFeRAé: .017a0-
PHPRU\ s- &fH !X_0*Zf ”,20; 6J &fH

IX 0*Zfee&GoOuUOD-

WHUPLQDO s- &fH I'X_0*Zf &f00”*&@&GoOu0-

&Qf<

'H

A -

3

&Qf<

Uo<

ol é

<\

f

‘H 2;6Gbyoél uld
(; (&

&LVPeRAE” ZUL&QF<a HUDVYHZf 620 Tae
HUDWZ fa ZULANH< ayae6l0 &~ &L
oud-

a
VFRE4é \0  T6.0+ -+$

‘:DUQLQJZULWHUDVHXQFWLRQD®DWHHGLVDEOEND SSOLFDWLRE

1

LVH DGPLZULWRHPRU\
*HQHUDWERQILIXUDWLRQ
LVH DGPLQ

2

LVH DGPLAULWWHUPLQDO
*HQHUDWERQILIXUDWLRQ

KRVWQ DFH
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