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IE 7/\1 R DHE(

1. M xry NT—T o —T NV EHE L ET,
2. TNAADEREANET,

SD H— FDERE & 10x DERIE

I0x 1% Cisco IOS XE THEITEND AL TF KRAT 47 FF7 v b7 —LTHY ., Cisco loT
Operations Dashboard 232 fit T & 2DV —E A (Secure Equipment Access (SEA) . Cisco
Cyber Vision (CCV) . Edge Intelligence (EI) 72&) ZA A F—/L L CEITT H7-DITMEH
ShET, BRPOFIEE LT, I0x Z#REL THMILET,

Ox 7 7Y r—=3 3 &2 MAd 5120%, 1E3x00 12 ext4 JE=0 SD 1 — R LE T, =771,
HATo—# L LCHEXEND SD 71— RIZFATR BT, 207, SD I — F% extd [ZH
TH—<v FTAHAVERHY 7,

WDa<wy REFEHLET,
format sdflash: ext4

WOFNEZFATLET,

1. K727 %— FT AppGigabitEthernetl/1 ZFXEL T, ZO LT 71, A v FDEZ
THHEH SN D ATREMEMENARA T 4 7 VLANZHH L TRETH 2 2R LET, £
7. MWATIEHD FEAN, 7V r—varb A2 —Fy EZIIMO VLAN 25 D
BEICHERVLANDHZZ ZDO N7 7 THATLZ2 L6 TEET, ROHFID X 5121004
EOREWRAT 4 7 VLANFE S EEHT 25613, AA » F 2 "vip mode transparent" |Z
RESNTWDLZ E2MR LT, ZOVLANZIERTES L9 LET, ZORETIE,
TV r—vay NI T7 407k ELEDEED VLANIZT 7Y r—ya URNERR S
nET,

conf t
vtp mode transparent
vlan 4094
name app-man-native-vlan
interface AppGigabitEthernetl/1
switchport trunk native vlan 4094
switchport mode trunk
end

2. 10x zHMkd %,

conf t
iox
end

3. IOxVELL ETENTWDZ 2R LET,

I &R L ET,
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1E-3400# show iox-service

TNA ANZKRD XD e InFERENET,

IOx Infrastructure Summary:

I0x service (CAF) : Running
I0Ox service (HA) : Not Supported
I0Ox service (IOxman) : Running
I0x service (Sec storage) : Running
Libvirtd : Running
Dockerd : Running

loTOD [Z3E8: 9 B71=-6DD IE3X00 X 1 v FDERTE

WIZ, T /34 A CLI T—# D 10S =~ F% %17 L T, Cisco IoT Operations Dashboard & ™
Bt 2 ffer L £ 9, 10T Operations Dashboard D7 /34 A7 07 7 A UL, IEAAL v F72EDT
NA ZZEHHEM T O, ENOEEHRT OO —F—H/ AT — ROty hbEENE
9, 10x 77U r—3 3 U EEBT HIZIE, CiscoloT Operations Dashboard T, IOSXE DA A~
FTLV s Du s A AAFREFEH L TRES WA R —F =B LETT,
1. ROBEZBEHN LT, FHELL 15 Ox—F—%2ER L ET,
Zou 7 A E#RIL, CiscoloT Operations Dashboard DT /A A7 1 7 7 A )L TR E I iz
EE—HLTWDLIMERHY £7,

conf t

username <DEVICE PROFILE USERNAME> privilege 15 algorithm-type scrypt secret <DEVICE
PROFILE PASSWORD>

end

2. FREFRIHEOHRE L WSMA OFREZITWET,

GE) WSMA ¥—E ZADOfEHIT http (ZIKFT 572, 5% E T "ip http server" Z BN T HHLENH D
9, TV —va rEREIZERT D2, “ip http secure-server” LB L E T, HYIC
THRAATETEN TV ORELHR LET, —HOEET 2RET. T ITEHNTE 55
N0 FET,

conf t
aaa new-model
aaa authentication login default local
aaa authorization exec default local

ip http secure-server
ip http server
ip http authentication local

wsma agent exec
profile exec
wsma profile listener exec

transport http path /wsma/exec

cgna gzip
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ntp server pool.ntp.org

end

A
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GE)  “iphttpserver" =~ RiX, 7/34 AT Web h——%BIELET, D WebH—/3—I1T1F,
R—=b4B3 AL TT 7 ERATHI LN TEET., BEDOT 7 AT U — A ThRi#ESHTH
IRNT A ARA B =2y MZELENTW DAL, BENREX 2T 4 V27 %2B<
720IZ, 2D Web F—EZA~DT 7t 2%+ 25 2 LRNEETY, Z OB LR ITED
FEAIZDUWNTIX,  [Technote: Troubleshooting] @t v hEHMR L T Z SV, AR — FR3HE

728 1E. Cisco TAC IZBHIWWE L ZE N

3. 7"— b TCP 443 C TLS % fif L. WebSocket Zf#i [l L T Cisco IoT Operations Dashboard -~
DEF 27 TLSHERAANZIT DL IICIDA M TV AR—= T 07 7 A LV EFRELET,

USYT S R2MDIGFE :

conf t

ida transport-profile wst

callhome-url wss://device-us.ciscoiot.com/wst/cgna

active
end

EUY S RAEDIGE :

conf t

ida transport-profile wst

callhome-url wss://device-eu.ciscoiot.com/wst/cgna

active
end

4. cgna BERTm T A NE

conf t

cgna profile cg-nms-register
transport-profile wst

add-command show version | format flash:/managed/odm/cg-nms.odm
add-command show inventory | format flash:/managed/odm/cg-nms.odm

interval 3
active

url https://localhost/cgna/ios/registration

gzip
end

A

GCE) BRENETTDHE, AL AT 0TOD IZHH L, BT atv 2% MU H—LE T,

5. (X7 3) DHCP #—_X—% /L TDNS Z £ 77HBE L TWARWESIZ, AA vTFT

DNS # Bz LE T,
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Friqszcogzorz [l

A

GB Zhud, AL v FREHNIP LT 74V NP — b oA 2 L CERE &, 45 DNS
P — R—NIRANCHEE SN TWRWEAICEE T, Z OB TiX, CiscoDNS Z#fiH L £
T AEEDODNS h—_—%fiHTEEd, MBT I, RKOa~vr REETLET,

Switch# ping us.ciscoiot.com

Type escape sequence to abort.
Sending 5, 100-byte ICMP Echos to 35.84.105.79, timeout is 2 seconds:

Success rate is 0 percent (0/5)

ping [ TR LET, ZHITHMENTNDZ L TR, KRR MRIPT FLRHIESH
TWDHZ EAMAET D Z L NBEETY, &E 3472 DNS $—/3—(X, "show ip dns view"
ZEA L CHERCT& £9, DHCP % —/3—723 DNS ZH L T ARWEAIE, T34 AT
DNS ZHIRIICHET 2 M4 ERH Y £9, I ZRLET,

conf t
ip name-server 208.67.222.222 208.67.220.220
end

=, s =L =X

TINA ATDHREDIER
FEFIENTET L, CLINDNGDT T L— " RAAL v FIZ Ty a SN TWAZ L 2MHRELE
T, Oa<w REHERA LT, T34 AN 0T OD 12k T A T2 DICTE LS RESNTNSE Z
AR LET,

Switch# show ida transport-profile-state all

FONA AR D LD I IR FERENE 9, IDA Status: Connected & W FTICER L TL 72 &
/AN

Profile Name: wst

Activated at: Tue Mar 12 15:12:19 2024

Reconnect Interval: 30 seconds

keepalive timer Interval: 50 seconds

Source interface: [not configured]

callhome-url: wss://device-us.ciscoiot.com/wst/cgna
Local TrustPoint: CISCO_IDEVID SUDI

Remote TrustPoint: [not configured]

Execution-url: http://localhost:80

Proxy-Addr: [not configured]

IDA Status: Connected

State: Wait for activation

Last successful response at Tue Mar 12 15:13:19 2024
Last failed response at Tue Mar 12 15:12:15 2024
Last failed reason: Gracefully disconnected
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TNA ANBEFERIZE VR IND &, T3 AFRTEN [oT OD |2 L - TERFEB L OMGES
. T 31 A HENYIZ [Devices] > [Staged] AT — & A7/ 5 10T OD #AHR DB ERIE L AT — &
ANCATLETS,

I0T OD M EEGRIT 25215 L7e o 72854 1E3x00 7 /34 A% [Devices] > [Staged] U A M IF%
DVET, TAATROZ EEMERLET,

stelnet 2~ REHEH LT, 73 A0 72 1oTOD 7 7 A% (US/EU) 128kt S 4L TV
LI EEMERLET,

// Verify that opening a telnet session to the cluster is successful. The output
should have "Open"

1

Example:
#telnet us.ciscoiot.com 443
Trying us.ciscoiot.com (10.105.58.227, 443)... Open

o [EENRAE LTESA1E. 7734 A L1 D [Event Log] X— V2 H LT, #HLB LI O0T
7)#—Va/7z UXBEDOA N NEERLET, Ty ZIIE, T AD
[Troubleshooting] X—IZH D T TN a—T 47 V—NEFEHLET,
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