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ZORF¥a A MOBMIL, WIHTCiscoIE v kU —2 7 /31 A% Cisco loT Operations
Dashboard (24> /R—F 1 > 2 L. Secure Equipment Access (SEA) $—E A%/ L THIHTY
F-bbya rERET ORI, HILWSEAFRELIET 5L TY, BT 5L, SEA
EHEIIA 2=y MRT AN ADD LR OTEE~DY E— N7 7 BEAEZFETTED
£ £,

ZhuE, AREERT D7D OREN DR S NRN R 2RI 5 Ko ICRGE sz, BE
SERERID Y A 7 AH— N TA RTT,

FEAME BERMESIZ OV TR, FEAA RS2 AV FESHLTLIIEE N,

Cisco Secure Equipment Access (SEA) H—E A(X, AT F U AEEEFITT L7201, FHE
DEEM TV VY —=A~DY E— T 7B AZBEK L NN— M F—ct T2 2 L2 e L
TWET,

IEXA Y FTOHSEADEHE

IEAA v T TSEAZBNIL., BRINTZEELOVE— b2y a EB2FTTHIT0F, K
DTFNEEFAT L E T,

1L TRA 2T Ty ANDIERET TV r— gy w3 —V% —EZ~DIE AL vTFD
B (5—2)

2. IE AA v FDOf%E & IoT Operations Dashboard & O OBALE (9 X—)
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‘@‘é—o

eIJEAA v FIZSD H— Kb 5.
«[E AA v FITiX, F/v3— 2 TIOS-XE 17.14.1 BMLETT,

s IEAA v TN, HEHTAHI0TODZ 7 AXIHL T, 4% —% v k¥ A b us.ciscoiot.com
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TSV = ar vR—T % F—ERASDIE AL v F OB (6-2—)

FTINAATOT 74 ILDERK

TNA AT T 7 ANMZIE, 2—F—0ua s A R EOBRENGTENTNET, =—
Pt bRV —RNOu /A AFREFH LTI 7 7 A L EER L, Zhbou 7 A fE#R
EHETDHTRCOT AL AT T 7 ANEY) 7T HTENTEET, FERIC OV T,
TNRAAT T 7 ANEZRLTLTEEN,

1. Cisco IoT Operations Dashboard G, [Application Manager] — & A B #E) L £ 7,

2. [Device Profiles] {Z#%8 L. [Create Device Profile] Y 7 %2 U v 2 L ¥ 7, [Create Device
Profile] X— Y NHFRRSNET,

3. ZONR—=UT, LHiEHHAEZATDL, [Next] #7 U v 27 LET,

4. [Configure credentials] C, T/3 A7/ 07 7 A ViR EHD2—W—4 L XA T — K& AT
LET,

5. [Next|#Z7 Vw27 LEd, fEk L2707 7 A LRI RENET,

6. fERL7=D, [CreateDeviceProfile] #27 U > 7 LET, fERLTZT /A A7 07 7 A VI3,
[Device Profiles] D FIZFER S VE T,
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FRARTAT7ANDERET T =230 XFx—S% Y—ERADERA v FOEM |

B 77vr—vav=x—sr9—Ex~DERC v F0BEM

77()')/7-_:/3 sjv*_:)—v 'U'—t\\xl\d) |EX’f“J7’

DPEY

TNRAAT O T 7 A NVEERLIZSL, TV r—vary v 32—V Y—ERIZIE AL v F &

BNTEET,
1 Cisco IoT Operations Dashboard C, [Application Manager] #— E A IZBE) L £7°,
2. [Devices] > [Staged] ¥ 7% 7 U v 7 LET,
3. [AddDevices] #7 U v 7 LE7,
4, [Single Device] Z &4 L T, [Add Device] X— T & F 7,
5. [Devices] > [Staged] > [Add Devices] #27 V v 7 L ¥ 7,
0 S g, DeVices = Refresh As of:May 31, 2024 1:16 PM
£ Applications Registered  Staged
Devices \ Staged Devices (1)
S\ Device Profiles s:;ifi:::::evice to connect to loT OD. Once the device connects and registers with loT OD, the device moves from Staged to
Q Search Table v
0 Selected @ Add Devices &
O Network Device Name ~ Device Profe Name Model Serial Number
O testor test-switch IE-3100-18T2C 12345678910
- Show Records: 10+ 1-1 o
6. [Select Add Device Method] 7 ¢ > R/ C, [Single Device] 7 V v 7 L %79,
7.  [Add Device] — T, ®iLID, v U TAE S, AR EOFEMEATLET,
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10.

FIUs—var 2x—Ux 4—ER~DE R4 vFoiEm [

Add Device

o Setup 2

Select your Devices

Assign Device Profile J Review

WDa<wy REER LT, T4 208D &Y T AEREEFRLET,

Switch# show license udi

VU TARBELHELIDIE, TAALZADID AT v H—& . T ABAS TV ELE

WhitE s TnET,
Next] Z#27 V v 27 LET,

[Select Device Profile for Assignment] i T, U A RO T /A A7 07 7 A L EFFER L,

[Next| 27 U w27 LET,
[Review] B CiX EIE M2 MR L E T,
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FRARTATFALNOHRET TV r—2 3y TR—D% $—EX~DE RS vF0Em |
B ovr—av<r—crv4—Ex~0ERSvFOEM

Add Device

O Setup Q Assign Device Profile e Review

Device Detalls

Product 1D E-3105-18T2C
Device Type i@3100
Mame Test Device

i ", |
Jerial NumbDeris)

. |
Longiiude -

TE {
ugde

Device Profile Details

- - _ N
Device Profile Name O0test
Category Switch
Description -

11. [AddDevice] #7 V v 27 LET,

B LT 3o 273 [Staged Devices] D FICE/RINTND Z AR TEET, L,
ZOTRARAZT TV r—var~x—U % &/t LTBEMSE L7225, 1oTOD 134
RSN TWRNWZ EEBEWRLET, £72. 7731 AL FE 7 Cisco loT Operations Dashboard
ICHEHE STV ER A,
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LET, S OWTIE, A AT 77 A NVOIEKRET TV r—yvay ~3—Vy
P —EZA~DIE ZAA v TFOEMESBB LTI,

5% 7E FIIE
1. T3 ADUE(
2. SD #1— ROF&E L 10x DFEML
3. ToT OD (ZHfc T 2 72O D IE3x00 7 /3 A A DR E
4. T NA A TOFKE DR

5. IoT OD TDOT /A AAT —H ADIER
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IEX A v FOHE L loT Operations Dashboard & DiEEDME |

IE 7/\1 R DHE(

1. M xry NT—T o —T NV EHE L ET,
2. TNAADEREANET,

SD H— FDERE & 10x DERIE

I0x 1% Cisco IOS XE THEITEND AL TF KRAT 47 FF7 v b7 —LTHY ., Cisco loT
Operations Dashboard 232 fit T & 2DV —E A (Secure Equipment Access (SEA) . Cisco
Cyber Vision (CCV) . Edge Intelligence (EI) 72&) ZA A F—/L L CEITT H7-DITMEH
ShET, BRPOFIEE LT, I0x Z#REL THMILET,

Ox 7 7Y r—=3 3 &2 MAd 5120%, 1E3x00 12 ext4 JE=0 SD 1 — R LE T, =771,
HATo—# L LCHEXEND SD 71— RIZFATR BT, 207, SD I — F% extd [ZH
TH—<v FTAHAVERHY 7,

WDa<wy REFEHLET,
format sdflash: ext4

WOFNEZFATLET,

1. K727 %— FT AppGigabitEthernetl/1 ZFXEL T, ZO LT 71, A v FDEZ
THHEH SN D ATREMEMENARA T 4 7 VLANZHH L TRETH 2 2R LET, £
7. MWATIEHD FEAN, 7V r—varb A2 —Fy EZIIMO VLAN 25 D
BEICHERVLANDHZZ ZDO N7 7 THATLZ2 L6 TEET, ROHFID X 5121004
EOREWRAT 4 7 VLANFE S EEHT 25613, AA » F 2 "vip mode transparent" |Z
RESNTWDLZ E2MR LT, ZOVLANZIERTES L9 LET, ZORETIE,
TV r—vay NI T7 407k ELEDEED VLANIZT 7Y r—ya URNERR S
nET,

conf t
vtp mode transparent
vlan 4094
name app-man-native-vlan
interface AppGigabitEthernetl/1
switchport trunk native vlan 4094
switchport mode trunk
end

2. 10x zHMkd %,

conf t
iox
end

3. IOxVELL ETENTWDZ 2R LET,

I &R L ET,
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1E-3400# show iox-service

TNA ANZKRD XD e InFERENET,

I0x

Infrastructure Summary:

service
service
service
service

Libvirtd
Dockerd

CAF)

HA)

IOxman)

Sec storage)

0T 0D (<$%459 515D IE3x00 2 1 v F0EE [

: Running
: Not Supported
: Running
: Running
: Running
: Running

loTOD [Z3E8: 9 B71=-6DD IE3X00 X 1 v FDERTE

WIZ, T /34 A CLI T—# D 10S =~ F% %17 L T, Cisco IoT Operations Dashboard & ™
¥l & MeS. L £ 9, IoT Operations Dashboard D7 /XA A7 0 7 7 A Vi, IEAA v T 72 EDT
NA ZZEHHEM T O, ENOEEHRT OO —F—H/ AT — ROty hbEENE
9, 10x 77U r—3 3 U EEBT HIZIE, CiscoloT Operations Dashboard T, IOSXE DA A~
FTLV s Du s A AAFREFEH L TRES WA R —F =B LETT,

REXHEM LT, FriEL -~V 15 D —PF—2ER L £7,
Zou 7 A E#RIL, CiscoloT Operations Dashboard DT /A A7 1 7 7 A )L TR E I iz

1. ko

EE—HLTWDRERDH D £,

conf t
username <DEVICE PROFILE USERNAME> privilege 15 algorithm-type scrypt secret <DEVICE
PROFILE PASSWORD>

end

2. FREFRIHEOHRE L WSMA OFREZITWET,

GE) WSMA ¥—E ZADOfEHIT http (ZIKFT 572, 5% E T "ip http server" Z BN T HHLENH D
9, TV =2 a R EARIZEAT A2, “ip http secure-server” BB L E T, HANIC

TNAATEITSNTND

WY ET,

EHEELET, —HOMETLIREE., TICHENTE 256

conf t
aaa new-model
aaa authentication login default local
aaa authorization exec default local

ip http secure-server
ip http server

ip http authentication local

wsma agent exec
profile exec

wsma profile listener exec

cgna gzip

transport http path /wsma/exec

Cisco Secure Equipment Access ~D IE X v FOA U R—F 4 25 9499 258—+H4F [}
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B oro0 s 200 B0 24 v FORE

ntp server pool.ntp.org

end

A

IEX A v FOHE L loT Operations Dashboard & DiEEDME |

GE)  “iphttpserver" =~ RiX, 7/34 AT Web h——%BIELET, D WebH—/3—I1T1F,
R—=b4B3 AL TT 7 ERATHI LN TEET., BEDOT 7 AT U — A ThRi#ESHTH
IRNT A ARA B =2y MZELENTW DAL, BENREX 2T 4 V27 %2B<
720IZ, 2D Web F—EZA~DT 7t 2%+ 25 2 LRNEETY, Z OB LR ITED
FEAIZDUWNTIX,  [Technote: Troubleshooting] @t v hEHMR L T Z SV, AR — FR3HE

728 1E. Cisco TAC IZBHIWWE L ZE N

3. 7"— b TCP 443 C TLS % fif L. WebSocket Zf#i [l L T Cisco IoT Operations Dashboard -~
DEF 27 TLSHERAANZIT DL IICIDA M TV AR—= T 07 7 A LV EFRELET,

USYT S R2MDIGFE :

conf t

ida transport-profile wst

callhome-url wss://device-us.ciscoiot.com/wst/cgna

active
end

EUY S RAEDIGE :

conf t

ida transport-profile wst

callhome-url wss://device-eu.ciscoiot.com/wst/cgna

active
end

4. cgna BERTm T A NE

conf t

cgna profile cg-nms-register
transport-profile wst

add-command show version | format flash:/managed/odm/cg-nms.odm
add-command show inventory | format flash:/managed/odm/cg-nms.odm

interval 3
active

url https://localhost/cgna/ios/registration

gzip
end

A

GCE) BRENETTDHE, AL AT 0TOD IZHH L, BT atv 2% MU H—LE T,

5. (X7 3) DHCP #—_X—% /L TDNS Z £ 77HBE L TWARWESIZ, AA vTFT

DNS # Bz LE T,
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Friqszcogzorz [l

A

GB Zhud, AL v FREHNIP LT 74V NP — b oA 2 L CERE &, 45 DNS
P — R—NIRANCHEE SN TWRWEAICEE T, Z OB TiX, CiscoDNS Z#fiH L £
T AEEDODNS h—_—%fiHTEEd, MBT I, RKOa~vr REETLET,

Switch# ping us.ciscoiot.com

Type escape sequence to abort.
Sending 5, 100-byte ICMP Echos to 35.84.105.79, timeout is 2 seconds:

Success rate is 0 percent (0/5)

ping [ TR LET, ZHITHMENTNDZ L TR, KRR MRIPT FLRHIESH
TWDHZ EAMAET D Z L NBEETY, &E 3472 DNS $—/3—(X, "show ip dns view"
ZEA L CHERCT& £9, DHCP % —/3—723 DNS ZH L T ARWEAIE, T34 AT
DNS ZHIRIICHET 2 M4 ERH Y £9, I ZRLET,

conf t
ip name-server 208.67.222.222 208.67.220.220
end

=, s =L =X

TINA ATDHREDIER
FEFIENTET L, CLINDNGDT T L— " RAAL v FIZ Ty a SN TWAZ L 2MHRELE
T, Oa<w REHERA LT, T34 AN 0T OD 12k T A T2 DICTE LS RESNTNSE Z
AR LET,

Switch# show ida transport-profile-state all

FONA AR D LD I IR FERENE 9, IDA Status: Connected & W FTICER L TL 72 &
/AN

Profile Name: wst

Activated at: Tue Mar 12 15:12:19 2024

Reconnect Interval: 30 seconds

keepalive timer Interval: 50 seconds

Source interface: [not configured]

callhome-url: wss://device-us.ciscoiot.com/wst/cgna
Local TrustPoint: CISCO_IDEVID SUDI

Remote TrustPoint: [not configured]

Execution-url: http://localhost:80

Proxy-Addr: [not configured]

IDA Status: Connected

State: Wait for activation

Last successful response at Tue Mar 12 15:13:19 2024
Last failed response at Tue Mar 12 15:12:15 2024
Last failed reason: Gracefully disconnected
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. loT Operations Dashboard TD 7 /3 R X T—4 ADFER

loT Operations Dashboard TD 7 /N4 R X T—3 A DHEE

TNA ANBEFERIZE VR IND &, T3 AFRTEN [oT OD |2 L - TERFEB L OMGES
. T 31 A HENYIZ [Devices] > [Staged] AT — & A7/ 5 10T OD #AHR DB ERIE L AT — &
ANCATLETS,

I0T OD M EEGRIT 25215 L7e o 72854 1E3x00 7 /34 A% [Devices] > [Staged] U A M IF%
DVET, TAATROZ EEMERLET,

stelnet 2~ REHEH LT, 73 A0 72 1oTOD 7 7 A% (US/EU) 128kt S 4L TV
LI EEMERLET,

// Verify that opening a telnet session to the cluster is successful. The output
should have "Open"

1

Example:
#telnet us.ciscoiot.com 443
Trying us.ciscoiot.com (10.105.58.227, 443)... Open

o [EENRAE LTESA1E. 7734 A L1 D [Event Log] X— V2 H LT, #HLB LI O0T
7)#—Va/7z UXBEDOA N NEERLET, Ty ZIIE, T AD
[Troubleshooting] X—IZH D T TN a—T 47 V—NEFEHLET,

[l Cisco Secure Equipment Access ~D IE R4 v FOA U R—F 4 25 94 99 RB— A K



B,
=% =R

Secure EquipmentAccess H—E X ~MDIE X
4 v FDIEM

HEE (15 %—Y)
cRETFIE (15 2—2)

=

Cisco IoT Operations Dashboard & {59 272 DIZIE AA v FEHE L2 5, SEA V—E RIZT
NARAZBINTHZEMTEET,

A\

6= « X NU—I TR ZAEITEE~D Y X o 7 7REEEE 2 #2043 % [SEA Management]
Ama—F 7 a v B I ENRTXADIT,. SEA VAT AEBRET— L OHLTT,

e F7-. FIOTDSEA T AT AEBENEROTEEIIAT v T TT 7 EATES LI
JEENT, A FEoFHla—Y—v—r 7ao—bHAEISNTWET, SO T
1%. T[SEA: New User Workflow] ZZM L T 77X,

e Xy NI =T FTNARAETXEIEE L VIR A VA M=V BILOEHT 5 HIEZON
TIiE. [SEA Quick Wizard] #ZM L T 72 &0,

BXEFIR

1. [Services] 7S/ )25 [Secure Equipment Access] > [System Management] % 38R L 37,
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Secure Equipment Access #—E XA~®D IE X A v F DB |
REFIE

2. [Network Devices] /3% /L C, [Add Network Device] 7 U v 7 L £,

Service System Management
@ secure Equipment

Access >

Network Devices Assets SEA Plus Protocols External Integrations
7Y Dashboard e

Remote Sessions

Get started with Configure Access to Remote Asset X
& Access Management Quickly configure remote access to an OT A§set with this §tep-by-§tep guide. Bcth pa}rts must be completed to enable
remote access. After completion, this guide is repeatable in the Quick Wizard section in the menu.
san System Management © Install SEA Agent 2 Connect to Asset
Failed to install SEA Agent due to inability to verify Complete the guided experience and configure
*4+4 Quick Wizard 10x status. App Management must be enabled in remote access to an OT Asset.

the Network Device configuration, and its 10x
status must be "Up" for installation to proceed.

View Network Device

Q  Search Table \Y4

‘» Add Network Device £7 Refresh As of: May 19, 2024 4:55 PM 6%
Network Device Name = SEA Agent Connection Up Time Actions
IR1101-A-K9+11111111111 © Unknown

3. [Add Network Device] ~~— T, RO FNEZFEITL£7,

1. XY MU= TR, 2% YR MPLEINT 50>, [Search] 7 4 —/V RTHRE L ET,
[Next| #27 U v 27 LET,

2. Xy bT—=I T ZAOFHB], VLANID, BIOIPHIY U TE2 AN LET, HEHVLAN
E TP EN Y Y TOREDFEMZOWVTIL,  Multi-VLAN and Static IP support] % ZE L
TLEEY,

3. [Add Network Device] #7 U v 7 L£7,
SEAT 7V r—va DA A M ADRBENET,

4. [Next]| &7 Vw7 LET, WERA v 7 ABHAEET,

5. Rv NT—ZF N4 2 ZHEMMT SN TS SEA=—V x> NORBEORELHRLE
hd‘o

[SEA Agent] O JEBAIKEED [Installed] IZZE DD £9, AT —FANA VA M= LIFERIZED
SRWEAIE, Ry hT—TF AL ADY A2 MIBH L, [Actions] 5D 3 DD RIZH— Y
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I Secure Equipment Access —E XA~®D IE X A ¥ F DB

zeziE ]

NG R T, [Install SEA Agent] ZE8R L £,
System Management
Network Devices Assets SEA Plus Protocols External Integrations

Q  Search Table Y

-+ Add Network Device 7 Refresh As of: May 19, 2024 4:22 PM {g}
Network Device Name = SEA Agent Connection Up Time Actions
IR1101-A-K9+11111111111 © Unknown - ﬁ
Install SEA Agent
IR1101-K9+12345678901 © Unknown Delete

Cisco Secure Equipment Access ~D IE X v FOA U R—F 4 25 9499 258—+H4F [}



Secure Equipment Access #—E XA~®D IE X A v F DB |
REFIE

[l Cisco Secure Equipment Access ~D IE R4 v FOA U R—F 4 25 94 99 RB— A K



S

=6~
=% =R

JE—FEYIIVDERE

o EE (19 X—Y)

e X RT— 27 F R Z2~D OT EFEDEM (19 =—)
cOTEBPEDT 7 B AHFXDKE (20 *—)

e T VB AT N—TDERE T IV—T ~Da2—HF—DE| ) YT (21 X—)
« IN—TNOZ—F—~DEFEDEIV KT (23 2—)

cUE— By a O (24 2—2)

SEA E ¥ 1%, Secure Equipment Access (SEA) ZfEH LT, OTEMEL Ry hT—T T /A R
iR CEHEB L OHETEET,

SEA BELEHII I N—THER L CT 7 B AEZEB L, SEA 22— — |3 EDT 7B A 7 L—
TENLCT 7 ARG ESNET, JAV—T7OHMIL, EOSEA 2—HF—RNEDT /&
AFRIZT 7 BATEDENEERTHIETT, SEA—V—I, TI7BRMOHDLT /A R
DHEFRRTEDH IRV ET,
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