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enable

configure terminal

parameter-map type inspect-zone zone-pmap-name
tcp syn-flood rate per-destination maximum-rate
max-destination /imit

exit

zone security zone-name

protection parameter-map-name
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exit
10. show parameter-map type inspect-zone zone-pmap-name
11. show zone security

12. show policy-firewall stats zone zone-name
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1. enable
2. configure terminal
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enable

configure terminal

parameter-map type inspect-vrf vrf-pmap-name
tcp syn-flood limit number

exit

parameter-map type inspect global

vrf vrf-name inspect parameter-map-name

end
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show parameter-map type inspect-vrf

10. show policy-firewall stats vrf vrf-name
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Router# show policy-firewall stats vrf
vrf-pmap
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Router (config) # parameter-map type inspect-zone zone-pmap

Router (config-profile)# tcp syn-flood rate per-destination 400

Router (config-profile) # max-destination 10000

Router (config-profile)# eXit

Router (config) # Zone securny secure-zone

Router (config-sec-zone) # protection zone-pmap
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Router# configure terminal

Router (config) # parameter-map type inspect global

Router (config-profile) # tep syn-flood limit 500

Router (config-profile) # end
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Router# configure terminal

Router (config) # parameter-map type inspect-vrf vrf-pmap
Router (config-profile) # tep syn-flood limit 200

Router (config-profile) # eXit

Router (config) # parameter-map type inspect global
Router (config-profile)# vrf vrfl inspect vrf-pmap

Router (config-profile) # end
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