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A kENT-Two-layer 7 S X 7Y TDERTE

FIRDOHE

FIEDFH

enable

configure terminal

class-map match-any class-map-name
match protocol protocol-name

exit

class-map match-any class-map-name
match protocol protocol-name

exit

© e NS G RwDh=

class-map match-any class-map-name
10. match class-map class-map-name

11. match class-map class-map-name

12. end

ARV FFEREETIVa Yy

Sl

ATy T

enable

1 -

Router> enable

it EXEC E— F& A 2—7 W2 LET,
*NRAT—REANLET EREINEZHE)

ATvT2

configure terminal

1 -

Router# configure terminal
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. R hENt=Two-layer 7 SR v TDHRE

ARV RFERRTI Y

Sl

2Ty T3 class-map match-any class-map-name LAY ELTIVAYA4DI TRy THERRL, 7
FAwy T ar7 4 ¥alb—varE—REBLE
51 4,
Router (config)# class-map match-any
childl
27y T4 match protocol protocol-name FEESNZTE haLEESL T TR vy T O H
HZRELET,
i :
Router (config-cmap) # match protocol tcp
ATvT5 exit VIR =y T ar74Xalb—var T—FEKRT
L. 77— a7 4Xal—>3gr T— K&K
i LET,
Router (config-cmap) # exit
25976 class-map match-any class-map-name LAYIERFLATVADI TR~y TRER L, 7
FAwy T ar74¥al—rarE— RNE2BBLE
1 3.
Router (config) # class-map match-any
child2
ZFvT1 match protocol protocol-name HESNETE haLERSL s TR vy T Ok
WERELET,
1 -
Router (config-cmap) # match protocol udp
ATvT8 exit JTA vy T ar74¥al—ary T—REKT
L. 77—l a7 4Xal—3gy F— REHE
i LET,
Router (config-cmap) # exit
2FvT9 class-map match-any class-map-name LAYIERELATVADI TR~y TRER L, 7
FAwy T ar74¥al—arE— RNE2BBLE
B 4.
Router (config) # class-map match-any
parent
25w 710 match class-map class-map-name NI T4 s 7T ARSERY v— & LCRELET,
1) :
Router (config-cmap) # match class-map
childl
ATvIN match class-map class-map-name NTT 47 I TAEDERY —E LTRHRELET,

i
Router (config-cmap) # match class-map
child2
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end

1 -

Router (config-cmap) # end

Ay ar7 4 Xal—grE— NEKT
L. ¥4 EXEC E— RZ BB L £,

FRRARENE=I9SATYTOR) O —< Y TDHETE

FlEDHE
1. enable
2. configure terminal
3. policy-map type inspect policy-map-name
4. class-type inspect class-map-name
5. inspect
6. end
FIEDEFH
ARV KFEEEFET7Ia Y B
ATy I enable F5HE EXEC E— R& A X —7/LIC LET,
- PSAT—REANLET ERIALHD) .
Router> enable
ATFv T2 configure terminal Ta—r ) ar7 4 Xal—ary T— NERGBLE
j‘o
i -
Router# configure terminal
ATv73 policy-map type inspect policy-map-name | L A ¥ 3 721X LA ¥ 4 OREX A T RV v—~v v T %
ER L, RV —~vFar74¥al— g EF—FR
1 - B LET,
Router (config) # policy-map type
inspect pmap
ATFvT4 class-type inspect class-map-name T arvEETTANBEORN T T 40w (VT R) %

1) :
Router (config-pmap) # class-type
inspect parent

BEL, RV —~vwTF 52 a7 4F¥al— g
ET— F&ERHEKBLET,
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ARV RFEREETI 3y B
ATYT5 inspect CiscoIOSXE AT —h TV Ry b A VAT g %k
A X =TV LET,
i -
Router (config-pmap-c) # inspect
ATvT6 end RV —~9F VT Aary7 4F¥al—varyEt—KE

T L. HMEEXEC B— REBRBLET,
B -

Router (config-pmap-c) # end

V=0 RT7ADORY — <y TOHM

FIRDHE

FIED

enable

configure terminal

zone security zone-name

exit

Zone security zone-name

exit

zone-pair security zone-pair-name [source zone-name destination [zone-name]|

service-policy type inspect policy-map-name

© e NS R wh =

exit

10. interface type number

11. zone-member security zone-name
12. end

ARV RFEREFTIVaY =]

ATy T

enable ¥ ¥ EXEC £ — K& A 2 —7 I LFET,

Bl PRART—FEANLET ERSLEHD)

Router> enable

ATy T2

configure terminal Jao—xN)Lary7 4 Fal—ay ET— RERBLET,

51 -

Router# configure terminal
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ATV7T3 zone security zone-name AVE =T 2 A AZEVETHI LN TEDEX 2T 4/ —
VEERL, EXa2 VT Vv ar7 s Fal—vay
i - E— FNZBts L £,
Router (config) # zone security
source-zone
ATvT4 exit txalT 4 V= arz s Xal—varET—RNaiT
L., Ze—rbary7 4 ¥al—3iare— REHBLET,
£
Router (config-sec-zone) # exit
ATvT5 zone security zone-name AVHE—T A AEEVYTCHLENTEDEXF2YT 4V —
VEERL, EXa VT v ar7 4 Xal—vay
i - E— FZBBLET,
Router (config)# zone security
destination-zone
ATvT6 exit X2 VT g V= ar7 Xal—var - REKT
L. Za—r_lar74X¥al—arF— REBBLET,
1 :
Router (config-sec-zone) # exit
ATFvT1T zone-pair security zone-pair-name S = X7 EER L, X2V T4 V= R a7 4 KX
[source zone-name destination L—3ay B— REBEBLET,
[zone-name]]
ARV V—EHEHT HITIE. YV RXT ERET HLENR
i bV ET,
Router (config) # zone-pair security
secure-zone source source-zone
destination destination-zone
ATvT8 service-policy type inspect TrAT I =N R =y T aGEEY — 2 SXTITAmL
policy-map-name F3,
GE) V—rOXTHTEI AR EISAANES, b
Bl - FIAYIETTHNV TRy T ERET,
Router (config-sec-zone-pair) #
service-policy type inspect pmap
ATv79 exit X2V T 4= XT a7 4 Xal—varET— REk
TL,. Za—Larv 74 Xal—yaryT— Rt F
11 : 4,
Router (config-sec-zone-pair) # exit
27y 710 interface fype number AV B—T 2 A ARBEEL, AV F—Txf A AT 4 Fa

£ :
Router (config) # interface
gigabitethernet 0/0/1
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AR RFEREETO V3 Y

Sl

2Ty TN zone-member security zone-name A B =T 2 A ABBELTEEF 2T 40 V=&Y 4T
*7,
1 - _ N .
Router (config-if)# zone-member A =T 2 ReCxXa T 4 = DA IN=ITL
security source-zone 7% a. FNZERRA v 2 —T o4 A BiET 57
RCDOIF 74 w7 OW—F5DNTT v 7 EliF—
BHEDNT T 47 %K) 1L, 774NV E TRy
TENET, M T TAvINA U E—T oA ABHT D
Wik, Y= &R =0 DY — 2 T O—HI
TAVERHYET, NV —NET T4 v EFR]T
HeE, NI T4 9073 FDOA L E—T oA A BB TE
£7
ATvT12 end Ao B —T A A AT 4FXal—ary T—RFREKTL.
¥EHE EXEC E— REBIMA L £,
i -

Router (config-if)# end

J—R—AR)—T7AT794—ILDRR Stz
HDSRAIY T HR—bDZEH

Bl - 2 X k& 1= Two-Layer 7 SR 7 v TDKE

Router# configure terminal

Router (config) # class-map match-any
Router (config-cmap) # match protocol
Router (config-cmap) # exit

Router (config) # class-map match-any
Router (config-cmap) # match protocol

Router (config) # class-map match-any

childl
tep

child2
udp

parent

Router (config-cmap) # match class-map childl
Router (config-cmap) # match class-map child2

(
(
(
(
Router (config-cmap) # exit
(
(
(
(

Router (config-cmap) # end

Bl : RRFENF=OSATYTOR)O— Ty TOHRTE

Router# configure terminal

Router (config) # policy-map type inspect pmap
Router (config-pmap) # class-type inspect parent

Router (config-pmap-c) # inspect
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Router (config-pmap-c) # end

Bl: V=20 RTADKRY >— v TOHH

Router# configure terminal

Router (config) # zone security source-zone

Router (config-sec-zone) # exit

Router (config) # zone security destination-zone

Router (config-sec-zone) # exit

Router (config) # zone-pair security secure-zone source source-zone destination destination-zone
Router (config-sec-zone-pair) # service-policy type inspect pmap
Router (config-sec-zone-pair) # exit

Router (config) # interface gigabitethernet 0/0/1

Router (config-if) # zone-member security source-zone

Router (config-if) # end

J—R—XRY—T7AT7I924—ILOFRR ENT=
SR Iy T HR—FDEMER

EE N
ESPERCYS R=aT7ILEA L
CiscolOS 2w R [Cisco IOS Master Command List, All Releases]

X2V T7 4 a~v R
VA ) * [Cisco I0S Security Command Reference:

Commands A to CJ

* [Cisco I0S Security Command Reference:
Commands D to LJ

* [Cisco 10S Security Command Reference:
Commands M to RJ

* [Cisco I0S Security Command Reference:
Commands S to Z

V= R—= ARV — T 7 AT U F—)b [ Zone-Based Policy Firewall]
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