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| EMPO T 74794+ — L RF—FIL A VAR STy

FIEDHEE

FIEDFH

1. enable

2. configure terminal

CMP DT 747 9+—L 27— k7L A vZRovavnEE I

3. access-list access-list-number {deny | permit} icmp source source-wildcard destination

destination-wildcard

class-map type inspect class-map-name

match protocol protocol-name

policy-map type inspect policy-map-name

4
5

6. exit
1

8. class class-map-name

9. inspect

10. exit

11. exit

12. zone security zone-name

13. exit

14. zone-pair security zone-pair-name source source-zone destination destination-zone

15. service-policy type inspect policy-map-name

16. end

ATV RFEREETOVa Y

E:g)

ATy T

enable

51

Device> enable

¥i#E EXEC T— F& A 32— 7 M LFET,
cNRRATU—KREADLET (BREINEHA) &

ATy T2

configure terminal

Bl :

Device# configure terminal

Ja—) a7 4 F¥al—ary T— REBLE
£

ATvT3

access-list access-list-number {deny |
permit} icmp source source-wildcard
destination destination-wildcard

i -

Device (config) # access-1list 102 permit
icmp 192.168.0.1 255.255.255.0
192.168.2.22 255.255.255.0

WEPT7T/7EA VA MNEEELET,
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AR RFERERTIVa Y

E]:g)

ATyT4 class-map type inspect class-map-name | T 7 L 3 v EFITT HRED Y T AEEFE L, QoS VT
2wy ar7 4 Xal—ary ET— REHBLET,
i -
Device (config) # class-map type inspect
cl
ATV 75 match protocol protocol-name fRESNTm FaViZESLK 7 TR v~y T O—E
ERELET,
i
Device (config-cmap) # match protocol
icmp
ATvT6 exit QS/ ARy T ar7 4 Xal—varyT—RFakT
L. Zua—Lar74X¥al—3 gy T— RERBL
1) £,
Device (config-cmap) # exit
ATvT1 policy-map type inspect policy-map-name | 7' ks 2 )VEFAES A 7R —~ v T EAER L, QoS
RY)v—<y 7 ar74X¥al—varE—FzBAL
i - £
Device (config) # policy-map type
inspect pl
ATvT8 class class-map-name TUvarEFETT LMD T AEERL, QoS AKY
Vv TA AT 4 ¥ alb—arE— &k
i - L7,
Device (config-pmap) # class cl
ATvT9 inspect AT—=KIN Ry N AV ART v a vk F—T T
LET,
i -
Device (config-pmap-c)# inspect
ATv 710 exit QSR —~vF /IR a7 4F¥al—ar E—
REHETL, QSHRI v—~vvF ar7 s Xal—3
i v E— RERMLET,
Device (config-pmap-c)# exit
ATvINn exit QSHRY v—~<v T a7 4F¥al—alrET— ek
TL, Za—rnlarvr s Fal—var t— Neth
i - LET,
Device (config-pmap) # exit
ATy 12 zone security zone-name X VT4 SV EERL, X2 T = ay

Bl :

Device (config) # zone security zl

T4 X2l —ar®—FERBLET,
CRUEITIE, Y T BT D702 o0 F 2
VT g V=, RExS—rEmy v RnEEn
TWAOLRENRDH D 7,
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AR RFEREETIVa Y

E:g)

Y= X7 TR EELY - EREsE -k
LCT 74k V=V afEATEET,

ATvT13 exit X2V Ty V- ar7 o ¥al—rarE— ek
TL, Za— b ar7 4 Xal—ar®— Neth
i) LE7,
Device (config-sec-zone) # exit
ATvT14 zone-pair security zone-pair-name source | { L X — 7 2 A4 AEE VB TCAEZ LN TEXE ) — X7
source-zone destination destination-zone | kg L. Fx 2 U TF 4 V=T AL T 4 X2 L—
YarE—RemLET,
i -
Device (config)# zone-pair security
inout source zl destination z2
ATy T15 service-policy type inspect policy-map-name| 7 7> 4 77— )L R S — < FH S — o XTIANL
£7.
i -
Device (config-sec-zone-pair) #
service-policy type inspect pl
ATV 716 end X2V T4 V= _XT a7 X¥al—varyE—F
T L, HiME EXEC T— R BItA L £,
i -

Device (config-sec-zone-pair) # end

ICMPD O 7A70A—ILAT—FIILADART D I UDHEDR

RD show 2~ RELEDIEFTHEHETE E7,

FIRDOHE

FIEDFFH

&

enable

show ip access-lists

show zone security zone-name

A o o

show policy-map type inspect policy-map-name

show policy-map type inspect zone-pair zone-pair-name

show zone-pair security [source source-zone destination destination-zone]
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RTv74

ATy TH

ATvT6

B X274 FaL—2a v AAF: V=UR=RKRYL—T74T7I+—)L. Cisco

51 -

Device> enable

¥i#E EXEC £ — R& A x—7 /I LET,
*NRATU—KREADLET (FERINEHA) &

show ip access-lists

&1 -

Device# show ip access-lists
FBELERY) v— <~y TEREFRRLET,
show policy-map type inspect policy-map-name

&1 -

Device# show policy-map type inspect pl
HELLERY v— vy FERERRLET,
show policy-map type inspect zone-pair zone-pair-name

51

Device# show policy-map type inspect zone-pair inout
S RXT DTGB LREZA T R =~y THEHERERTILET,
show zone security zZone-name

51

Device# show zone security zl
Y—r X2 VT 4 FEREFRLET,

show zone-pair security [source source-zone destination destination-zone]

151 -

Device# show zone-pair security source zl destination z2

EEI—rbnky—r BXOY —r X7 fnEneR ) v—2 KR LET,

% -

show ip access-lists =~ > R HDOWROY 7 VIHIIL, ping 737 > RIZTBAA R BIHITI N

7ZICMP v a it LTACL N ED X S ITEfi SN2 %&r LET,

Device# show ip access-lists

Extended IP access list 102
permit icmp any host 192.168.133.3 time-exceeded
permit icmp any host 192.168.133.3 unreachable
permit icmp any host 192.168.133.3 timestamp-reply
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CMPD I 7479+ — L ZF— k7L A 25 avnREs I

permit icmp any host 192.168.133.3 echo-reply (4 matches)

RIZ., show policy-map type inspect pl =~ > RO /12~ LE T,
Device# show policy-map type inspect pl
Policy Map type inspect pl

Class cl
Inspect

IZ. show policy-map type inspect zone-pair inout =2~ > KO H HHl %R L F 9,
Device# show policy-map type inspect zone-pair inout

Zone-pair: inout

Service-policy : pl
Class-map: cl (match-all)
Match: protocol icmp

Inspect

Session creations since subsystem startup or last reset 0
Current session counts (estab/half-open/terminating) [0:0:0]
Maxever session counts (estab/half-open/terminating) [0:0:0]

Last session created never

Last statistic reset never

Last session creation rate 0

half-open session total 0
Class-map: class-default (match-any)
Match: any

Drop

0 packets, 0 bytes

KIZ. show zone security =~ > RO 1flz R~ L £,

Device# show zone security

zone self
Description: System defined zone

KIZ. show zone-pair security =~ > ROH il Z R LET,

Device# show zone-pair security source zl destination z2

zone-pair name inout
Source-Zone zl Destination-Zone z2
service-policy pl

ICMP D27 747 04— )L AT—FIILA VAR T3

> DR EHI

BlICMPD 7 7A T I94A—ILAT—FIILA VARG I UDHTE

Device# configure terminal

Device (config) # access-list 102 permit icmp 192.168.0.1 255.255.255.0 192.168.2.22

255.255.255.0

Device (config) # class-map type inspect cl
Device (config-cmap) # match protocol icmp
Device (config-cmap) # exit

Device (config) # policy-map type inspect pl
Device (config-pmap) # class cl

Device (config-pmap-c) # inspect

Device (config-pmap-c) # exit

Device (config-pmap) # exit

Device (config) # zone security zl

Device (config-sec-zone) # exit
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Device (config) # zone security z2

Device (config-sec-zone) # exit

Device (config) # zone-pair security inout source zl destination z2
Device (config-sec-zone-pair)# service-policy type inspect pl
Device (config-sec-zone-pair) # end

ICMPD 7 7A 70— ILAT—FIILADVARYT ST
> D EMNEH

ESPERERS I=aT7ILEA R
CiscolOS =z~ [Master Command List, All Releases/]]

TH*a)F 4 avy R :

['Security Command Reference: Commands A to CJ

['Security Command Reference: Commands D to L]

['Security Command Reference: Commands M to R ]

['Security Command Reference: Commands S to ZJ

BEE S URFC
Z#/RFC 24 b
RFC 792 [ Internet Control Message Protocol
RFC 950 [ Internet Standard Subnetting Procedure]
RFC 1700 [ Assigned Numbers]
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