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enable

configure terminal

flow exporter exporter-name

description description

destination {hostname | ip-address} [vrf vrf-name]
export-protocol {netflow-v5 | netflow-v9 | ipfix}
transport udp udp-port

exit
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. show running-config flow exporter exporter-name
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FIEDFH
ARV RFERETI3 Y B#
ATy enable K EXEC E— R A X —7 /M LE T,
5l - *RAT—REANLET (FEREINTEEA)
Device> enable
ATy T2 configure terminal sua— b ar7 4 Xal—vary - REBLE
ﬁ—o
il -
Device# configure terminal
2Ty T3 flow exporter exporter-name Tn— 7 AR—FZE L. Flexible NetFlow 7 11—
T AR—HF a7 4FXal—ar T— REMBL
15l 7
Device (config) # flow exporter EXPORTER-1 N =0 ]@«Gci %ﬁ@7 R 4 7\7]'\9*—5 ;%
ERERSTHZEHTEET,
ATFvw T4 description description EE) 77— =) AR—FOHHEER L ET,
il -
Device (config-flow-exporter) #
description Exports to datacenter
RATFwTH destination {/ostmame | ip-address} [vrf T AR—Z CT—A B R ETHHE AT LDRA
vrf-name] HEFEIP T FUAZRELET,
Bl GE) PV E£ITIPV6 7 RLADOW TR ZMA L
' THLIZ T AR— N TEET,
Device (config-flow-exporter) #
destination 172.16.10.2
25976 export-protocol {netflow-v5 | netflow-v9 | | == 25— 4 i ff] & 115 NetFlow = 7 A4 — | 71 |
ipfix} ANDON—T a ERELET,
B - * 5 7 /L ME : netflow-v9,
Device (config-flow-exporter) #
export-protocol netflow-v9
ATvIT transport udp udp-port N7V AR—F 7m bz LCUDP Z%EL, =7
AR— b E#L5 Flexible NetFlow k7 7« v 7 &5
I : AT LRSS H UDP A — R EHEE L E T,
Device (config-flow-exporter) # transport
udp 65
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ATvT8 exit Flexible NetFlow 72— =7 AR —H 27 f Fa L —
varyE—FREKTLT, ZJue—lary 7 Xal—
i TaryE'—RIRERYET,
Device (config-flow-exporter) # exit
ATvT9 flow monitor flow-monitor-name ERNAER &2 7 v — £ = #|Zx] L C Flexible NetFlow
TJu—F=H arJ 4 FXal—iaryE—REeEBL
i - £
Device (config)# flow monitor
FLOW-MONITOR-1
ATv710 exporter exporter-name HANER SN T AR —Z OA4RTEfRELE T,
il -
Device (config-flow-monitor) # exporter
EXPORTER-1
ATvITN end Flexible NetFlow 7 10— £=4 a7 4 Fal— 3
E— FEHET LT, FiHE EXEC E— RIZRY £,
il -
Device (config-flow-monitor)# end
RATFvw 712 show flow exporter exporter-name UEE) lBESN 77— AR—FZDHED AT —
ZARRLET,
il -
Device# show flow exporter
FLOW_EXPORTER-1
279713 show running-config flow exporter (R $EE SN 7 B — =/ A — 2 DREA T L

exporter-name

I -

Device<# show running-config flow
exporter FLOW EXPORTER-1

iTo

WRAEATAAXAL-70— =2 DER

ARG T a— F= S 2ERT D11E, ROVLFEEZFATLET,
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Flexible NetFlow D HFRIEHRF AL 2 — KOOV IZHT A X~ A A LTz a— REERT 256
1. ZOFRT BFETTIHENC, WA A AL a— RE2ERTA2HERDH Y £,

Fe R ET I AR— T HEDIIT O —Z I AR — T a0 — =X BT AR, o
AT HSE T T DRI AR—Z BERTHALENHY £,

GE) 7r—F=4 Trecord 2~ NO/XT XA —FZZEHF HHIIZ, no ip flow monitor =~ > N %
ERALT, 3 XTOAL o Z =T oA ADLHEAEHAO 7 n— E=F ZHIBRT 2 0ERH Y £
3, ip flow monitor ==~ > R|Z-2W\TiX, [Cisco IOS Flexible NetFlow Command Reference] %
ZRLTIEZSN,

FIEDHE
1. enable
2. configure terminal
3. flow monitor monitor-name
4. description description
5. record {record-name | netflow-original | netflow {ipv4 | ipv6} record [peer]}
6. cache {entries number | timeout {active | inactive | update} seconds | type {immediate | normal |
permanent} }
1. MWEIELTAT v 7 6 2MOVIKLT, 2070 —F=HDX Yy via RNTA—FDERE
FETLET,
8. statistics packet protocol
9. statistics packet size
10. exporter exporter-name
11. end
12. show flow monitor [[name] monitor-name [cache [format {csv | record | table}]] [statistics]]
13. show running-config flow monitor monitor-name
FIgDFH
ARV RFERERTIVa Y EL:Y
AT enable Fite EXEC £ — & A X —7/VIZLET,
Bl *RAT—REANLET (ERENHE) .
Device> enable
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2Ty T2 configure terminal sua—s ) ary7 4 Xalb—v gy T— Feth
LET,
fAi
Device# configure terminal
ATvT3 flow  monitor monitor-name 7w — =% %Z{ER L. Flexible NetFlow 7 = — &
=Har7 4 Xal—yarET—REMBLET,
i
cZpavy RTIE, BEFo7e— =4 %%
Device (config)# flow monitor FLOW-MONITOR-1 ﬁiij‘%) - & 16 Tﬂcg i»ﬁ«
ATFv T4 description description (EE) 7a— =2 OMHEZFEHRLET,
fAi
Device (config-flow-monitor)# description Used
for basic ipv4 traffic analysis
ATFvTH record {record-name | netflow-original | netflow | 7o — =% L a— R F&EELET,
{ipv4 | ipv6} record [peer]}
11 -
Device (config-flow-monitor)# record
FLOW-RECORD-1
ATvT6 cache {entries number | timeout {active | inactive| ({L7%) 7um—F=F Xy v o T A —F (X
| update} seconds | type {immediate [normal | | ¢ 27 . Fro ol FUEK Frouia
permanent; FATE) BERLET,
1l - * timeout ¥ — U — FZFET 5% — U — FOfE
bevie (contigtl Cor b eache t X, ¥ ¥ v a2 XA 77 immediate |23 E I
evlice (conrig- Ow—-monitor cachne e
normal 7 e NTWBEGAITIIKE SN ERA,
ATvT1 VEIS U TAT v 6 &YKL T, ZD7 |—
H—E=XDF¥yya NTA—FOER%
ETLET,
ATvT8 statistics packet protocol (f£&) Flexible NetFlow =% O~ 1 | 2 L4538

11 -

Device (config-flow-monitor)# statistics
packet protocol

MatEMONEZ A R =T VI LET,
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ATvT9 statistics packet size (f£#) Flexible NetFlow & =% O A X4y #hist
HHROWEZ A X —T VT LET,
fAi
Device (config-flow-monitor)# statistics
packet size
ATy 710 exporter exporter-name (EE) FANER SN AR —X DA RTE 1
E L/ i ?—O
i
Device (config-flow-monitor)# exporter
EXPORTER-1
& | end Flexible NetFlow 7 11— £=% 217 { ¥ 2 L —
vayE— REKT LT, Rt EXEC E— RIZK
i 0 ET,
Device (config-flow-monitor)# end
ATvT12 show flow monitor [[name] monitor-name [cache | ({£-7) Flexible NetFlow 7 & — E=X D AT —X
[format {csv | record | table}]] [statistics]] 2B L OWEHE AR R LET,
{1 -
Device# show flow monitor FLOW-MONITOR-2
cache
XTFv 713 show running-config flow monitor monitor-name| (L&) HEEIN-7 08— F=FXDOFEEZ R R L

11 -

Device# show running-config flow monitor
FLOW MONITOR-1

£

AR—T A A~ANO 70— F=_2DEH

Tu—F=ZET 7T 4 7AbT BN, 1DUEDA v —T 2 A ATEHTHLERDH D T,
Tu—F=H BT T 4 7T DI, ROMEEEEEITLET,
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FIEDBE
1. enable
2. configure terminal
3. interface #ype number
4. {ip|ipv6} flow monitor monitor-name {input | output}
5. 27 v 73BLV4EMYVIELT, NI T4 vV EE=FTHT S ADMDA v 2 —T =4
ATCT7u—F=HET 7T 4 7L LET,
6. end
1. show flow interface type number
8. show flow monitor name monitor-name cache format record
FED M
AU RFEEET7I 3y B#)
ATy enable ¥iHE EXEC E— K& A 3x—7 M LET,
il - CNRAT—REANLET ERINHE) .
Device> enable
2Ty T2 configure terminal Ja—\) ary7 4 Xal—g T — Reth
LET,
1 -
Device# configure terminal
ATv73 interface 1ype number Ao =T 2 A AL EL, /X —Tx2f A
T4 X2l —v gy ET— REBEBLET,
1 :
Device (config)# interface GigabitEthernet
0/0/0
ATvT4 {ip | ipv6} flow monitor monitor-name {input | |{ERkFHLD 7O —F=H % T 7 4 v 7 OS5H%t
output} RLERDALI—T =2 A ATEIVYTHI LT, %
DT7A—F=HET I T 47 LET,
1 -
Device (config-if)# ip flow monitor
FLOW-MONITOR-1 input
ATy 75 ATy FIBIP4EBVIRLT, bTFT7 4 v |—
T TS T DTN, ADMDA X —T =
AARATTO—F=ZET 77 47 LET,
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AU RFERETIVa Y E]:g]
ATvT6 end A B =T A AL T 4 X2l — g F—FR
T L. Bt EXEC £— RIZREY £,
i -
Device (config-if)# end
ATv 71 show flow interface fype number FBEIN=A v % —7 = A AD Flexible NetFlow
AT =B A (A F—TNVEIIT =T N) &%
1 - ~LET,
Device# show flow interface GigabitEthernet
0/0/0
ATv S8 show flow monitor name monitor-name WBESNhE7a—F=FDOAT—F A HEHE#R.
cache format record BLOF vy valNO7n—F—2 %7 LET,
1 :

Device# show flow monitor name
FLOW _MONITOR-1 cache format record

Flexible NetFlow MPLS 1 1 NetFlow 0 % 7€ 5]

{5l : IPvAE K UIPV6 ~ 5 7 ¢ v 7 FHDFlexibleNetFlowEgressAccounting
DEHTE
WIZ, IPv4 BELVIPV6 kT 7 ¢ w7 FHD Flexible NetFlow tH 17 7 7 4 v 7 hgRET 5 ik
DR LET,

ZOFNE, Fe— L ar 74X al—ay B— RCHBLET,

|

flow record vé4 rl

match ipv4 tos

match ipv4 protocol

match ipv4 source address

match ipv4 destination address
match transport source-port
match transport destination-port
collect counter bytes long
collect counter packets long

|

flow record v6 rl

match ipvé traffic-class

match ipv6é protocol

match ipvé source address

match ipvé destination address
match transport source-port
match transport destination-port
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collect counter bytes long
collect counter packets long
|

flow monitor FLOW-MONITOR-1
record v4_rl

exit

|

!

flow monitor FLOW-MONITOR-2
record vé6_rl

exit

|
ip cef
ipv6 cef

|

interface GigabitEthernet0/0/0

ip address 172.16.6.2 255.255.255.0
ipv6 address 2001:DB8:2:ABCD::2/48

ip flow monitor FLOW-MONITOR-1 output
ipv6 flow monitor FLOW-MONITOR-2 output

Z Dt DEEE
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CiscolOS 2~v > K [Cisco IOS Master Command List, All Releases.]
Flexible NetFlow OBEREH IS L O ENFHE [ Flexible NetFlow =7 4 X2 L — 3 7]
1K)
Flexible NetFlow =~ > K [ Cisco 10S Flexible NetFlow Command Reference]
¥R#/RFC
R4 24 ML

COMBEBICIVYR—-NEINDIHHREITETE | —
SN7-HEHE/RFC 13H D £H A

i Flexible NetFlow 0> 7 ¢ ¥a1lL—3 3> H4 K. Ciscol0S XE Release 38 (ASR 1000)


http://www.cisco.com/en/US/docs/ios/mcl/allreleasemcl/all_book.html

Flexible NetFlow : MPLS 1 /1 NetFlow
Flexible NetFlow : MPLS 71 NetFlow 0#éaetgss [

MiIB
MIB MB®D!')>s
2L B LT Ty N7+ —A, VAV 7 >

7 UVI)—=X, BXOT7 4 —F ¥ > O MIB
ERBELTH U v— RT 58581, RO URL
\Z 3 % Cisco MIB Locator Z{# i L £,

http://www.cisco.com/go/mibs

SRADTHZAIL YR—+

BLL] o

VAaADYR—FBLIUORF a2 A TF—3 g 0 | http://www.cisco.com/cisco/web/support/index.html
Web¥ A FTiE, FUurmr— RKa[iEle~=a7
. VT N2 T =N DT A
VAL TWnWEY, Zhbnl Y —2R
X, Y7 U =TEA ARV LTRELE
D, YRAaWET 7 v Y —IZBT S Hifk
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VW 2D Web A kN EDOY =TT AT
BHERIE. Cisco.com D1 74 2 ID BLOVIR
U — RBMETT,
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ROFIZ, ZOFY2a—/LTHH LEEICETLS ) ) —AFRE R LET, ZOoXRIE Y7 b
V7 VU= FLA U TEERROYR— FPREASNTLEDOY T Mo =T V=R T%
ALTWET, ZOMREIZ, FRCHI D BRWRD | ENLIEO—ED Y 7 vy =7 VY —ZTh
HAR—bhINET,
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HEEES J1)—= BERETEER
Flexible NetFlow : MPLS {7 | 12.2(33)SRE Flexible NetFlow : MPLS /7
NetFlow 12.2(50)SY NetFlow B8REZ R 32 &,
12.4(22)T MPI\JEZJ\‘H/@? A ZOZK DAV
UMFETEINTWBE /Ny b,
15.0(1)SY SED . MPLS %4 v R & LT
15.0(1)SY1 N—ZIZEEL, PNy R
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