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A

GE) To— T AR—EZ LI, 1 OFEOBDBY R — NENFET, BEROBEICT— 22y
ZAR— T AEESTE. O T — 2 AR —FEBEL T IR — =X |ZE Y YT A0
N ET,

IPvd £721XIPv6 7 RL ADW T EFH L Tamice s AR— FTEFET,

FIRDOHE

enable

configure terminal

flow exporter exporter-name

description description

destination {ip-address | hostname} [vrf vrf-name]
export-protocol {netflow-v5 | netflow-v9 | ipfix}
dsep dscp

source interface-type interface-number

© e NS AR N =

option {exporter-stats | interface-table | sampler-table | vrf-table} [timeout seconds]

—
(=]

. output-features

-—
—

. template data timeout seconds

—
N

. transport udp udp-port

—
w

. ttl seconds

—
=

. end

—
(4]

. show flow exporter exporter-name

—
(=]

. show running-config flow exporter exporter-name

F IR D8

ARV FFEERTI VI Y S0

ATy 1 enable ¥iHE EXEC £— R& A 32— 7 LIC L£T,

- CSAV—FEASLET (BRSNS .

Device> enable

2Ty T2 configure terminal ra—rar 7 4 FXal—grEF— REBEELET,

1 :

Device# configure terminal
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sn—zoxf—4soxe W

AR RFEREETOVa Y

Sl

2Ty T3 flow exporter exporter-name Tu— 27 AR—=HZER L, Flexible NetFlow 7 17— T
JAR—H a7 4 Xalb—arE—RERBLET,
1 - .
CZpawy RTIE, BEO7u— ) AR—Z EE
Device (config) # f1l t - <
Device (config)# flow exporter 5L bTEET,
ATvT4 description description (EE) =27 4 ¥ = b—1 3 8 X Oshow flow exporter
Ay ROHNCRFEND T AR—Z O ZRE L
1 - *7,
Device (config-flow-exporter) #
description Exports to the datacenter
25w T5 destination {ip-address | hostname} [virf |7 ZR— 2 DHEHT AT LDOIP T RLAEEITA A b
vif-name] SEYRELET,
Bl - GE) IPvd £721XIPv6 7 R L AD Wil LT
' ST AR— hTEET,
Device (config-flow-exporter) #
destination 172.16.10.2
27976 export-protocol {netflow-v5 | netflow-v9 | | =/ % K — % CffiJfl £ 115 NetFlow =7 AH— b 71 b
ipfix; ANDA—Ya U EELET, NBAR 2OifH S
74—V RO Y AR — MIIPFIX TOHYHR— KT
i WET,
Device (config-flow- ter)# .= .
export-protocol netflow-vs 774 /V ME : netflow-v9,
ATvI1T dscp dscp EE) T AR—ZICE > THESNDZT—E 7T LD
Diffserv = — K 7RA > & (DSCP) /XT A—X 2% E L F
B : 4,
Device (config-flow-exporter) # dscp 63 . 6@5( dscp @%ﬁ&i 0~ 63 w@-@—o 5:“7 F ke [0]0
2Ty T8 source interface-type interface-number | ({LiF) T/ AK—H T, TI AK— FERET—H T T
LADEEITXIPT RLALE LTIPT RLAZEHT 5 —
1 - HNAVE—T 24 AERBELET,
Device (config-flow-exporter)# source
ethernet 0/0
ATFvT9 option {exporter-stats | interface-table | UEE) Z 7 AR—BFOF T ay F—H NRNFTA—F%

sampler-table | vrf-table} [timeout seconds]

51

Device (config-flow-exporter)# option
exporter-stats timeout 120
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F—#% T4 ZK— kTO Flexible NetFlow H H1ikae |

AR RFEREETOVa Y

Sl

ATy 710 output-features (&) Qualityof Service (QoS) LW E bEfEHA L=/
AR—=F" Ry FOEEFEEAR—T M LET,
1 -
Device (config-flow-exporter) #
output-features
ZFv TN template data timeout seconds EE) A LT 7 NS TT 7 L— hOFEEL
1 - "
* 5%k seconds DFFHIL, 1 ~ 86400 T (86400 F» =
Device (config-flow- ter)# templat
ice (ontig-tgenorten s tenlate | 24 W)
2Ty T12 transport udp udp-port TYAR—NSINDET —H T T LEIET AT DT
% UDP A— M ZHEE L £,
1 - "
* 513 udp-port DFIPAIL 1 ~ 65536 T,
Device (config-flow-exporter) # transport
udp 650
ATvT13 ttl seconds (ER) =7 AR—HIZL > TEEEINDT—H T T LD
17#5t AT RERFR (TTL) fEZ8%E L £9,
i - "
* 518 seconds DFIFHIL 1 ~ 255 TT,
Device (config-flow-exporter)# ttl 15
ATvT14 end TR— T AR—F a7 4 Fal—arE— e
T L. ¥ EXEC E— FIZEY £,
1 -
Device (config-flow-exporter) # end
2Fv 715 show flow exporter exporter-name EE) BEEN-70— 2 AR—FDOBRIED AT —
HAZRRLET,
1 -
Device# show flow exporter
FLOW_EXPORTER-1
25y 716 show running-config flow exporter (L) BE&SNETo— =7 AK— X OBREEFRL

exporter-name

51 -

Device# show running-config flow
exporter FLOW EXPORTER-1

jz—g«o
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JO—IJRR—FDBEEDRAT—F ADERTR

T0— T AR=HDBEDAT —H AT R_THIIE, ROA T a L E¥EE2FITLET,

FIEDHE
1. enable
2. show flow exporter [export-ids {netflow-v5| netflow-v9} | [name] exporter-name [statistics |
templates]]
FlaDFH

AT w71 enable
enable 2~ FIZ Lo T, HHEEXECE— RZBRELET (oL 7 MREREINTZHLRRAT—RE AN
LET)

51 -

Device> enable
Device#

XFw 72 show flow exporter [export-ids {netflow-v5| netflow-v9} | [name] exporter-name [statistics | templates]]
show flow exporter =~ R TCiX, f§ETDH 70— TV AKR—FDHBEDAT —X A2 TR LET,

51 -

Device# show flow exporter EXPORTER-1
Flow Exporter EXPORTER-1:
Description: Exports to the datacenter
Export protocol: NetFlow Version 9
Transport Configuration:
Destination IP address: 172.16.10.2

Source IP address: 172.16.6.2

Source Interface: GigabitEthernetl1l/0/0
Transport Protocol: UDP

Destination Port: 650

Source Port: 55864

DSCP: 0x3F

TTL: 15

Output Features: Used

Options Configuration:
exporter-stats (timeout 120 seconds)
interface-table (timeout 120 seconds)
sampler-table (timeout 120 seconds)

JO0— I AKR—FDEHRTEDIER

ANLTcar7 s Xalb—ray avy ReflERT LI, ROA T a NEELZFEITLET,
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F—#/ T4 ZK— kTO Flexible NetFlow & H#se |
[ | T—4 T4 RR— FIZ& 5 Flexible NetFlow D% E &« +—J L1k

FIEDHEE

1. enable

2. show running-config flow exporter exporter-name

FIEDFFH

AXFw 71 enable
enable 2~ RIZ Lo T, HHEEXECE— RZBRBLET (a7 MRFEREINTZHLRRAT—RKE AN
LET)

&1 -

Device> enable
Device#

X w 72 show running-config flow exporter exporter-name
show running-config flow exporter =~ > N Ci&, 8 ETLH 70—/ AR —FDars 7 Falb— g
avy RaefmRLET,

51

Device# show running-config flow exporter EXPORTER-1
Building configuration...

Current configuration:
|

flow exporter EXPORTER-1
description Exports to the datacenter
destination 172.16.10.2

source GigabitEthernetl/0/0

dscp 63

ttl 15

transport udp 650

template data timeout 120

option exporter-stats timeout 120
option interface-table timeout 120
option sampler-table timeout 120

end

T—4 L9 RR— k& B Flexible NetFlow DX E & 1 *— T )Lk

XYy aTF—Fax I AR— DT T4y DEATHHRET DHIIE, 7Tn—E=F%{F
KT HMERHY T, T—HDOTI AR— NeET 51 DU EDA X2 —T = A AT
HZEICEST, 7R—F=HEAF—TNITHMERSD ET, T—X =7 AK— KT
Flexible NetFlow % #%E L CTA X —7/WMZT DX, IROMEX A7 ZFEITLET,

Kru—E=sE, HRAOR Yy L2 n8E S TORTWES, 7n—E=4 Zkic, Fv o
Vo T  PUOWEBLERLAT Y FEERT AL — RAKETY, La—F 74—vy b
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F—#& T4 RHK— ML B Flexible NetFlow Dz E 1 +— Tt I}

. FRIERBFHAOLa—R T pr—<y hOoWTFnncTs 2 b TEETN, EFOa—3T
HaUIE Flexible NetFlow 72— L a— K 227 4 ¥ 2 L—3 3 » F— R T collect 33 . ¥ match =
< REHEALTUMEBEOLa— K 74—~y FE{ERTHZEHTEET,

A

GE) TJa—FT=HZDLa— K 73—~y haxrecord 2~ RCTEET AL, ZOHIIZZ7a—F
=AEBMALTHILITRTDA L H—T oA A6, 70— F=FZHIBRL T LERD

D \32 j—O
FIROWME
1. enable
2. configure terminal
3. flow monitor monitor-name
4. record {record-name | netflow-original | netflow {ipv4 | ipv6 record [peer] }]
5. exporter exporter-name
6. exit
1. interface type number
8. {ip|ipv6} flow monitor monitor-name {input | output}
9. end
10. show flow monitor [[name] monitor-name [cache [format {csv | record | table}]][statistics]]
FlED
ARV KRFERETIVaY B
ATvT1 enable ¥t EXEC E— R& A R—7 /WM LET,
1 *RAT—REANLET (FERESNTEER)
Device> enable
ATy T2 configure terminal Ja—nR_) a7 40X a2l —arEFT— RE2BLE
D
i -
Device# configure terminal
ATv73 flow  monitor monitor-name 71— =% %{Ek L, Flexible NetFlow 7 12— E =%
2y 74 Xa2lb—varyE—RERBLET,
i
CIpavy RTE, BFO 7 — =X 2EFET
Device (config)# f1 it - <
FLOWMONTTORLL LIEBTERT,
ATFvT4 record {record-name | netflow-original | Ja—F=ZOlLa— REEELET,
netflow {ipv4 | ipv6 record [peer] }]
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F—% T4 ZAR— k TO Flexible NetFlow H H#4aE

AR RFEREETO V3 Y

B

51

Device (config-flow-monitor)# record
netflow ipv4 original-input

ATvTh exporter exporter-name FHNER SN AR =X OL4FIEfRELET,
i
Device (config-flow-monitor)# exporter
EXPORTER-1
ATvT6 exit Flexible NetFlow 71— E=% a7 4 ¥ a2l —i g
F—REKTLTC, Zu—Lary7 4 Xa2l—3 3
i v E—RIZRED ET,
Device (config-flow-monitor) # exit
ATv 71 interface 1ype number A B =T 2 A AEREL, AV X =Tz AT 4
Fal—rarET—REBLET,
£ :
Device (config) # interface GigabitEthernet
0/0/0
27 v78 {ip | ipv6} flow monitor monitor-name {input | [E 707 10— T=5 % kT 7 4 v 7 ORI
| output} LRBAVHE—T 2 ATEHD B THI LT, 207
H—E=XET 7T 4TI LET,
I -
Device (config-if)# ip flow monitor
FLOW-MONITOR-1 input
ATvT9 end AV B =T AfA ALy T 4 Fal—ar T—Rek
T L., H EXEC T— NIZED 7,
151
Device (config-if)# end
279710 show flow monitor [[name] monitor-name | ({1:3) Flexible NetFlow 7 1 — =4 0 AF— % A 35

[cache [format {csv | record |
table} ]][statistics]]

51

Device# show flow monitor FLOW-MONITOR-2
cache

JOMEHEREZFR R LET, UL, T—F =7 AKR—
MRT7a—F=F ¥y 2|2 L TARX—T N>
TWHZ L EMRLET,
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T—% T4 XHR— kT Flexible NetFlow H H#RED %
7E 31

5l : QS ZFEALI=T UV RAR—F /Ny FEEDETE
RIZ., Flexible NetFlow =27 AR —k /35> F T QoS A R—7 WIZT Hfla R LET,

N

(51) Flexible NetFlow I7 XTJ—S‘—‘ ]\ /\Db‘\y ]\gi\ FastEthernet /I’ :/&__7:]:/1» Z 0/1 (g{g%ﬁgiué
AIRETRA V¥ —T = A R) T, QoS AL THEFERAR R (P T KL% 100.1.2) Ck(E S
nET,

ZOBNE, Ye— L ar 74X alb—y gy E— RCREBLET,

flow record FLOW-RECORD-1
match ipv4 source address
collect counter packets

|

flow exporter FLOW-EXPORTER-1
destination 10.0.1.2
output-features

dscp 18

|

flow monitor FLOW-MONITOR-1
record FLOW-RECORD-1
exporter FLOW-EXPORTER-1
cache entries 1024

|

ip cef

|

class—-map match-any COS3
|

policy-map PH LABS FRL 64k 16k 16k 8k 8k
class COS3
bandwidth percent 2
random-detect dscp-based
random-detect exponential-weighting-constant 1
random-detect dscp 18 200 300 10
|
interface Ethernet 0/0
ip address 10.0.0.1 255.255.255.0
ip flow monitor FLOW-MONITOR-1 input
|

interface Ethernet 0/1

ip address 10.0.1.1 255.255.255.0

service-policy output PH_LABS FRL 64k 16k 16k 8k 8k
|

Wi, T2 Ak ENITF— B TD QoS D% A 5T T % HH R A — k%R L
R I R T A T

Device# show flow monitor FLOW-MONITOR-1
Flow Exporter FLOW-EXPORTER-1:
Description: User defined
Tranport Configuration:
Destination IP address:

10.0.1.2
Source IP address: 10.0.0.1

1
0.
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Transport Protocol: UDP
Destination Port: 9995
Source Port: 56750
DSCP: 0x12
TTL: 255
Output Features: Used

Z Dt DEEE

F—4& T4 XR— T Flexible NetFlow H H#ARE

ESPERCY=! SHE

CiscoIOS =~v > K

[Cisco IOS Master Command List, All Releases.]

Flexible NetFlow OB EIE#RFS L O EIEE

[Flexible NetFlow =7 4 X a2l —3 g i
£ K]
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[ Cisco IOS Flexible NetFlow Command Referencel

1Z#/RFC

T
i

24 kL

COMBEBICIVYR—-NEINIHHREIIERE
SNT-HEHE/RFC 13H Y £H A

MIB®D'>Y

L

BIRLET Ty h 74 —4L, YA YT by =
7 IV —=Z2, BLXOT7 4 —F+ &y hd MIB
ERBELTH U e — RT55581E, IROURL
123 % Cisco MIB Locator Zf# ] L £,

http://www.cisco.com/go/mibs
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ATV R—FBIORKRF o2 X 57— g | http://www.cisco.com/cisco/web/support/index.html
WebV A FTlE, Fvoro— Ra[fE~==27
I, VT No2T V=Nl EDOF L TA Y
V=Z2ERFELTWEST, b0l V—2A
3. Y7 =T EA ARV LTRE L
D, YA T 7 ) v T —ZBT S Hk
HIREZ R L2 0 T 572D L T2 &
VW, ZO Web A N EODY—IZT 7 AT
BHERI%. Cisco.com D117 A D BL VIR
U— RPN METT,

— [e) - - £
F—A& T4 XA7R— k ThHFlexible NetFlow : = e D #4%
Ab \l
BEE R
WDOFEIZ, ZOFY2—/LCTHA LIEREICET ) ) —AERE2RLET, ZOFEF, Y7 b
U7 UU—R Fof U TEMREDOF R — MPNBASNILEZDOY T =27 U —R7ET%
FRLTWET, ZOBREIT. FHCHi0 BRVRY . 2RO —#HOY 7 by =T V) —ZTh
PR—FEINFET,
T R T7 =DV R—FBLRZ2a YT 2T A A—=VOWR— MIET DGR AR

J %1%, Cisco Feature Navigator Zffif] L £, Cisco Feature Navigator |27 7 & 24 5121,
www.cisco.com/go/ctn [ZBHE) L £9°, Cisco.com DT T MIKEH Y £H A,

®1: T—48 T4 XHR— FTO Flexible NetFlow : H HH4EEDHEEEEHR

Hhe4 1)1)—= HREIER

Flexible NetFlow : 7 —% T2 |12.420)T QoS LW H A Lz 7 X

AR — N TOHTIHRE Cisco I0S XE Release 3.1S =R Ty FOEEFEEA R—
TMZLET,

DA~y RPEAINEL
72, output-features,
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