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key 1 match
nonkey 1 collect

FIRDOHE

enable
configure terminal
flow record record-name
description description
match {ipv4 | ipv6} {destination | source} address
5 key
collect interface {input |output}

7 nonkey

© 0N oG RE wWwNh=

. end
10. show flow record record-name
11. show running-config flow record record-name
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enable

11 -

Device> enable

EXEC

ATy T2

configure terminal

{1

Device# configure terminal

ATvT3

flow record record-name

{1 -

Device(config)# flow record
FLOW-RECORD-1

Flexible NetFlow

ATv74

description description

{1

Device(config-flow-record)# description
Used for basic traffic analysis

ATy T5

match {ipv4 | ipv6} {destination | source}
address

{51 -

Device(config-flow-record)# match ipv4
destination address

key

GE) IPv4
key

key

key
match

match ipv4

Cisco

10S Flexible NetFlow Command Reference

ATvT6

key

ATy IT1

collect interface {input |output}

{1

Device(config-flow-record)# collect
interface input

nonkey
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GE)
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nonkey
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collect

Cisco 10S

ATvT8 7 —
nonkey
ATv79 end Flexible NetFlow
EXEC
{1 -
Device(config-flow-record)# end
ATv 710 show flow record record-name
{1 -
Device# show flow record FLOW_RECORD-1
ATy TN show running-config flow record

record-name

{1 -

Device# show running-config flow record
FLOW_RECORD-1
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record no ip flow monitor

ip flow monitor Cisco 10S Flexible NetFlow Command Reference

S kR N =

enable

configure terminal

flow monitor monitor-name

description description

record {record-name | netflow-original | netflow {ipv4 | ipv6} record [peer]}

cache {entries number | timeout {active | inactive | update} seconds | type {immediate | normal |
permanent}}

8. statistics packet protocol

10.
1.
12.
13.

statistics packet size

exporter exporter-name

end

show flow monitor [[name] monitor-name [cache [format {csv | record | table}]] [statistics]]
show running-config flow monitor monitor-name
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ATy T

I -

Device> enable

enable EXEC

ATy T2

1 -

configure terminal

Device# configure terminal

ATvT3

{1

Device(config)# flow monitor FLOW-MONITOR-1

flow monitor monitor-name Flexible NetFlow
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ATvT4

description description

11 -

Device(config-flow-monitor)# description Used
for basic ipv4 traffic analysis

ATvT5

record {record-name | netflow-original | netflow
{ipv4 | ipv6} record [peer]}

1 -

Device(config-flow-monitor)# record
FLOW-RECORD-1

ATvT6

cache {entries number | timeout {active | inactive
| update} seconds | type {immediate | normal |
permanent}}

1 -

Device(config-flow-monitor)# cache type
normal

* timeout
immediate

ATy IT1

ATvT8

statistics packet protocol

11 -

Device(config-flow-monitor)# statistics
packet protocol

Flexible NetFlow

ATvT9

statistics packet size

11 -

Device(config-flow-monitor)# statistics
packet size

Flexible NetFlow

ATy 710

exporter exporter-name

1 -

Device(config-flow-monitor)# exporter
EXPORTER-1
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ATvINn end Flexible NetFlow
EXEC
{1
Device(config-flow-monitor)# end
ATv 12 show flow monitor [[name] monitor-name [cache Flexible NetFlow
[format {csv | record | table}]] [statistics]]
1 :
Device# show flow monitor FLOW-MONITOR-2
cache
ATFvT13 show running-config flow monitor monitor-name

1 -

Device# show running-config flow monitor
FLOW_MONITOR-1

A3 —T A AANDT7A— FE=Z2NEA

FIEDHEE

1

enable
configure terminal
interface type number

LA S

3 4

end

~ o

. show flow interface type number
8. show flow monitor name monitor-name

{ip | ipv6} flow monitor monitor-name {input | output}

cache format record
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RATv T enable EXEC
1 -
Device> enable
RATFw T2 configure terminal
11
Device# configure terminal
2FvT3 interface type number
151
Device(config)# interface GigabitEthernet
0/0/0
2Ty T4 {ip | ipv6} flow monitor monitor-name {input |
output}
i
Device(config-if)# ip flow monitor
FLOW-MONITOR-1 input
ATvT5 3 4 —
ATvT6 end
EXEC
51 -
Device(config-if)# end
2Ty T show flow interface type number Flexible NetFlow

51

Device# show Flow interface GigabitEthernet
0/0/0
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ATvT8

show flow monitor name monitor-name
cache format record

1 -

Device# show flow monitor name
FLOW_MONITOR-1 cache format record

Flexible NetFlow L. £ ¥ 2 7 4+ —JL KD EH|

5l - MAC B &K UVLAN#EHEHRE =4 ") > % FH D Flexible NetFlow D)%

—

X

MAC VLAN Flexible NetFlow

flow record LAYER-2-FIELDS-1

match ipv4 source address

match ipv4 destination address

match datalink dotlg vlan output

match datalink mac source address input
match datalink mac source address output
match datalink mac destination address input
match flow direction

1

exit

1

1
flow monitor FLOW-MONITOR-4

record LAYER-2-FIELDS-1

exit

!

ip cef

1

interface GigabitEthernet0/0/1
ip address 172.16.6.2 255.255.255.0

ip flow monitor FLOW-MONITOR-1 input
!
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Cisco 10S

Cisco 10S Master Command List, All Releases

Flexible NetFlow

Flexible NetFlow

Flexible NetFlow

Cisco 10S Flexible NetFlow Command Reference

1Z#E/RFC
ZAE 24 kL
IRFC
MIB
MIB MB®D' >4
MIB
URL

Cisco MIB Locator
http://www.cisco.com/go/mibs
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Heae 4 )1)—= BEBETR IR
Flexible NetFlow 12.2(33)SRE MAC LAN
12.4(22)T VLAN ID 2
Cisco 10S XE Release 3.2SE
Cisco
7200 7300
NPE
Cisco 10S
Release 12.2(33)SRE

collect datalink dotlq vlan
collect datalink mac match

datalink dotlq vlan match
datalink mac
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