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FIaDHE
1. enable
2. configure terminal
3. flow record record-name
4. description description
5. match {ipv4 |ipv6} {destination | source} address
6. VEIGLTAT v 520K L, La—RoBkey 74—/ RE#&ELET,
1. collect interface {input | output}
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9. end

10. show flow record record-name

11. show running-config flow record record-name
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ARV RFERIETY Va3 Y EL:y
ATy enable FitE EXEC E— R& A R—7 M LET,
Bl AT —=REANLET ERINEZHE) .
Device> enable
2Ty T2 configure terminal sa—sLar7 4 ¥al—vary E— RERBLE
‘g_O
il -
Device# configure terminal
ATv7T3 flow record record-name 7r— L a— RZ{ER L, FlexibleNetFlow 7 7 — L = —
FRarv74Xalb—vary T— Rl £,
i -
cZDavr RTE, BFEO 7o — L a— REEE T
Device (config) # fl d - <
Deviosicontig)t flow recor HILHTIET.
ATvT4 description description (EE) 7e— La— OB Z/ERLET,
il -
Device (config-flow-record) # description
Used for basic traffic analysis
2Ty TE match {ipv4 |ipv6} {destination |source} | 7o — L a—RdDkey 7 4 —/L FERELET,
address
GE) ZOBITIE, IPVASEET RL A& La— oD
Bl key 7 4 —/L N & LTRIEL£T. matchipv4
' g~y RO FREZR ZE DD key 7 4 — /L
Device (config-flow-record) # match ipv4 F iSJ:CFkCyj7/{“/V}$U>EQEEGZ{§fﬁEqﬁEi§
destination address ) ‘
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ATvT1 collect interface {input|output} ANIA B —T = A A% L 2— RdDnonkey 7 4 —/L K &
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Device (config-flow-record)# collect
interface input
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DAL colleet =~ > RIZOWTIL,  [CiscolOS
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TLEEN,
ATvT8 VEIZECTAT v 7 7 &0ikL, L |—
21— ROiBH nonkey 7 4 —/L R&FRIE L
i‘é‘o
ATvT9 end Flexible NetFlow 72— L a— R a7 4 X2 L—3 g
¥ E— Nz T LT, ¥ EXEC E— FIZRY £75,
{51
Device (config-flow-record) # end
ATy 710 show flow record record-name (EE) fFEEShE7u— L a— ROBEO AT —F A
rRALET,
{5
Device# show flow record FLOW RECORD-1
ATy 71 show running-config flow record (LB EBEsnr-7e— La— RoOREXFERLE

record-name

{1 -

Device# show running-config flow record
FLOW_RECORD-1

R
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WROMIAVEREZFATLET,

K7 —F=XIZE, BHOX Yy v v aREH DB ToNTWVWET, 7Jr—F=H T L2, Ty v
Va U NIDOHRBILOLA T U NEERTHLa— RBMETT,
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Flexible NetFlow DERICHmF AL 2 — FORDOVICHAX~ A A L= a— REERAT 56
X, ZOX AT EZETTIHRINC, WAX~A AL a— RE{ERRT20ENH Y 97,

T—HET I AR— T HEHICTr—
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77— E=H Trecord 2~ RDO/XT A —X %JEHF HHIIZ, no ip flow monitor =~ > K%
LT, $_XTOA L F =T =2 A ADOEMEFEHAO 70— E=F ZHIRT 20BN H Y £
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ZRL T ZE Y,

FIEDHEE
1. enable
2. configure terminal
3. flow monitor monitor-name
4. description description
5. record {record-name | netflow-original | netflow {ipv4 | ipv6} record [peer]}
6. cache {entries number | timeout {active | inactive | update} seconds | type {immediate | normal |
permanent} }
1. WEIELTAT v 7 62 MVIELT, 2070 —F=FDX Yy va RTA—FDEHR%
e LET,
8. statistics packet protocol
9. statistics packet size
10. exporter exporter-name
11. end
12. show flow monitor [[name] monitor-name [cache [format {csv | record | table}]] [statistics]]
13. show running-config flow monitor monitor-name
F D48
ARV RFERERETIVa Yy B8
ATvT1 enable FitE EXEC £ — & A X —7 VIZLET,
Bl - CNAT—FRE AN LET ERINEHE)
Device> enable
ATvT2 configure terminal Ja—s ar7 4 Xalb—var E— Rabiln
L/ \32 —g—o
i -
Device# configure terminal
ATvT3 flow  monitor monitor-name 7u— =4 %{ER L. Flexible NetFlow 7 17— &

{1

Device (config)# flow monitor FLOW-MONITOR-1

=H a7 4 Xal—are—FeRBLET,

cZpavwy RTIE, BFD7u— =4 52K
W52 L TEET,
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ATFv T4 description description (EE) 7a— =2 OMHEZFEHRLET,
{51
Device (config-flow-monitor) # description Used
for basic ipv4 traffic analysis
ATFvTH record {record-name | netflow-original | netflow | 7o — =% L a— R N&EELET,
{ipv4 | ipv6} record [peer]}
11
Device (config-flow-monitor)# record
FLOW-RECORD-1
ATvT6 cache {entries number | timeout {active | inactive| ({IL7%) 7um—F=F Xy v a2 T A —HF (X
| update} seconds | type {immediate [normal | | ¢ 27 Nl Fr ool FUEK Frouia
permanent; FATE) BERLET,
- * timeout ¥ — 7 — N|ZE T 5 F— U — FOfHE
bevice (contigtl Cort eache t X, F¥ v a2 XA 77 immediate |23 E I
evlice (conrig- OoOw—-monitor cachne e
normal ? e NTWBEAITIIKE SN EEA,
ATvT1 VEIZGELTAT v 76 &20IKLT, 207 |—
= F=FDX Yy a NTFTA—FOETE
SETLET,
ATv T8 statistics packet protocol (f£&) Flexible NetFlow =% ® 7 1 k 2 L4538
FEHEMOINEE A X — T MIZ L ET,
{1
Device (config-flow-monitor)# statistics
packet protocol
ATv79 statistics packet size (f£&) Flexible NetFlow & =% D% A X380k H
HHROWEZA RX—T NI LET,
{1
Device (config-flow-monitor)# statistics
packet size
ATv 710 exporter exporter-name LE) FANER SNy AR—% D4 % 15

1 -

Device (config-flow-monitor)# exporter
EXPORTER-1

Ebiﬁ—o
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ATvIN end Flexible NetFlow 72— F=% 2.7 4 ¥ =2 L —
Tar E'— FEK&T LT, FitE EXEC E— NIZRE

{1 DET,
Device (config-flow-monitor)# end

ATwT12 show flow monitor [[name] monitor-name [cache | ({T-7&) Flexible NetFlow 72— E=Z D A5 —X
[format {csv | record | table}]] [statistics]] 2B X OWEHEREF R LET,
1 :
Device# show flow monitor FLOW-MONITOR-2
cache

ATy 713 show running-config flow monitor monitor-name| ({13&) EEINZ70— E=F DR EEZE L

1 -

Device# show running-config flow monitor
FLOW_MONITOR-1

jz—g«o

A3 —T A AANDT7A— FE=Z2NEA

Tu—F=XET T 4 TAET RN, 1 DU LEDA U H—T o AZHEATHOSERS D £7,
Tu— =B ET VT 4 T BTN, IROVBIEEAFEITLET,

FIEDHEE

enable
configure terminal

interface type number

LA S

ATC7u— =427 77 47 LET,
end

~ o

. show flow interface #ype number

8. show flow monitor name monitor-name

{ip | ipv6} flow monitor monitor-name {input | output}
ATy TI3BIOAZOE LT, NITA v I HFT=FT 0T M ADMDA o Z—T =4

cache format record
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FEDEFHA
ARV REEEFET7Ia Y B#
ATy 1 enable FibE EXEC E— R& A R2—7 LI LE T,
i CNAT—=REANLET FERINTEHA)
Device> enable
2Ty T2 configure terminal sua—s ) ary7 4 Xalb—gy ®— etk
L/ijqo
1 -
Device# configure terminal
ATvT3 interface fype number AVE—=T A AGEEL, AV F =Tz XA
TA4X a2l —ar EB— FERBLET,
1 -
Device (config)# interface GigabitEthernet
0/0/0
257y T4 {ip | ipv6} flow monitor monitor-name {input| | JERFEHOT B —F=F % NT T 4 v 7 DLETRE
output; BLRBA L H—T 2 A ATEIVSTHZ LT, Z
D7R—F=FET I T 4TI LET,
151 -
Device (config-if)# ip flow monitor
FLOW-MONITOR-1 input
ATvTH ATy 3B EHEVIRLT, FT7T7 4w |—
IR AT EHT A, ADMMD A X —T =
AARTTR—F=XET 774 7L LET,
ATv76 end A B =T A AT 4 Fal—gr EF—FR
AT L. HHE EXEC £— RIZR Y £,
1 -
Device (config-if)# end
ATvT1 show flow interface type number WWEINIZA v HZ—7 = A AD Flexible NetFlow @
AT =B A (A F—=TNEIEZT =T N) &%
51 ~LET,
Device# show flow interface GigabitEthernet
0/0/0

i Flexible NetFlow 0> 7 ¢ ¥a1lL—3 3> H4 K. Ciscol0S XE Release 38 (ASR 1000)



|  Flexible NetFlow : LA ¥ 274 —JL K
Flexible NetFlow L £ v 2 7« —)L F0%Es [

ARV RFEREERT IV a Y Sy

ATvS8 show flow monitor name monitor-name BEIN-70—F=FDAT—F A $HeHEH.
cache format record BLUOF v v aNO7a—F—2 2 &R LET,
i -
Device# show flow monitor name
FLOW_MONITOR-1 cache format record

Flexible NetFlow L. £ ¥ 2 7 4+ —JL KD EH|

5l - MAC B &K UVLAN#EHEHRE =4 ") > % FH D Flexible NetFlow D)%

—

X

WDENL, MAC 38 X O VLAN #EZHEHRES L H 12 Flexible NetFlow 3 ET 5 FiELXZ R L TWE
7,

ZOFE, Fu—r a7 4 Fal—vary = NTHBLET,

flow record LAYER-2-FIELDS-1

match ipv4 source address

match ipv4 destination address

match datalink dotlg vlan output

match datalink mac source address input
match datalink mac source address output
match datalink mac destination address input
match flow direction

|

exit

|

!

flow monitor FLOW-MONITOR-4

record LAYER-2-FIELDS-1

exit

|

ip cef

|

interface GigabitEthernet0/0/1

ip address 172.16.6.2 255.255.255.0
ip flow monitor FLOW-MONITOR-1 input
|
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MIB

MIB MB®D!) >y

mL BIRLZT Ty b7 4—h, YA YT hy=

7 V)=, BLXOT7 4—F % &y D MIB
PRRLTCHE Y — R 5881, kO URL
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V7 VU= FLA U TEERROYRN— FREASNTLEDOY T v =2T VI =R T %
ARLTWET, ZOMAREIL. FRTHD 2R | TR LEO—ED Y 7 F =T VY —XTh
PAR—hSHET,

Ty N7 —LbDYR—=FBLOV AT T =T A A=V OV R— MIETLIERE MR
J"%1ZI%, Cisco Feature Navigator ZffifH L &9, Cisco Feature Navigator |27 7 & 24 5121,
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Cisco IOS XE Release 3.2SE

HEEER J1y—= BERETEER
Flexible NetFlow : L 1 ¥ 2 12.2(33)SRE MAC 7 R L A48 LAN
74— 12.4(22)T (VLAN) ID 72 ED LA ¥ 2

74—V ROKEHEHRZ, b7
T4 I MBINETE FT,

Z ORERED YR — R, Cisco
7200 3 L7300 % v kT —2
WPLx > (NPE) U —X
JL—%2 & LT, CiscolOS
Release 12.2(33)SRE TiEM &1
F L7

RDOA~ L RPEAETITEE
ShE LT
collect datalink dotlq vlan,

collect datalink mac. match

datalink dotlq vlan, match
datalink mac
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