Flexible NetFlow D #}ZE

NetFlow X, /V—& Zi@ild %37 > FOFGFHEWRDGFH4 D CiscolOS 77 / m ¥ —T7,
NetFlow (%, IP R > NV —27 0OEEOIP T —# Z B33 2% 72O OFEMERFE TF, NetFlow 1%,
Fy b= X2 VT A OER, Xy NT—Z5ME, T 74 v 700, BEORIP T AU
VT AT A X—TNMIT BT — X R L ET,

Flexible NetFlow |3, FEEROBAFIZHEDET N T 7 4 v 7N TA—=Z 2 DAL~ A X5
BEZIBINT B Z & T, LAEIO NetFlow £V &3 S CWEJ, Flexible NetFlow CTix, 7
T4 TSRO DIEF B R B L2 0 . FRIAATRE e mk o AR — v b B
LCT =522 AR—=FTDHZENEHITRD T,

* HERETEROMERR, 1| X—

* Flexible NetFlow DORFTHESAE, 2 ~_—

* Flexible NetFlow {2 DWW T, 3 ~R_X—

* Flexible NetFlow DR E %, 38 ~X—

* Flexible NetFlow D% EH], 55 ~X—

* FOMOBEEE, 61 NX—

* Flexible NetFlow OFEREIE R, 62 ~X—

HRE R DR

CHROY 7 R 2T V) —RATHE, ZOFEY 22— L THHENDI TR TOMENRYFR—FSh
TS LI £HA, EFHOESER LOMEEHRICOWTIX,  [Bug Search Tool] 3 LT
HOTZ7y v 77—V T =T VY —=RZHG LT U= ) = SR LTEE0,
ZOEY 2 —/VIEHIN TV DOEEEOFEM AR L, SEEXYR— S Tnd Y Y —2D
UANEHEGRT D25 E1E. ZOEY 2 —LORKIZH LWEBIHFEROR LS L TIIZEN,

TT7y b7 F— LD R— PRI AT YT MY =T A A=V OV R — MNCHET S IE#RE R
9 5ZI%, Cisco Feature Navigator ZffiH L &7, Cisco Feature Navigator |27 7 & 23 521X
www.cisco.com/go/ctn IZBBE) L 3, Ciscocom DT BT MILEH Y FH A,

Flexible NetFlow 21> 7 « ¥ a2 L—3 3> H4 K. Cisco l0S XE Release 3S (ASR 1000) [ |


http://www.cisco.com/cisco/psn/bssprt/bss
http://www.cisco.com/go/cfn

Flexible NetFlow DM Z |
B Flexible NetFlow ORTIRE#

Flexible NetFlow D RIIZ&

* Flexible NetFlow @ key 7 4 —/V KIiZ2W\W T, [ Cisco I0OS Flexible NetFlow Command Reference ]
TROASY RIZERINTVWOINFZ LSBEELTND T &,

* match flow

* match interface

* match {ipv4 | ipv6}
* match routing

» match transport

* Flexible NetFlow ® nonkey 7 4 —/L K{Z DT, [ Cisco IOS Flexible NetFlow Command
Reference]] TIRO A~ RIZERINTWOINEL LSEHFELTNWDHZ &,

* collect counter

* collect flow

* collect interface

* collect{ipv4 | ipv6}

* collect routing

* collect timestamp sys-uptime
* collect transport

* Xy hU—F% 7 F XA AT, Flexible NetFlow N VR —hEn7/=v 2 U =238 L
TWAHZ L,

P4 5T 409%
Ry NT—F T FNRAANIPVEN—T 4V TRICERESNTNWAZ L,

VAA T AT VAT H T =T 4 VT ERIDEHR L Aa 2 VAT VA T3 T —F 47
DOWT DD, AP O/ —Z 3 L OVFlexible NetFlow % A 2 — 7 /I T BT _RTCDA o Z—
T2 ATA RZ—=TNMIZENTWNDH I &,

IPv6 F> 7497
Ry NT—F T FNAL AN, IPV6o —TF 4 T RICEBRESNLTWNWA D L,

CLRAA T AT VAT U —F 4 TPV ETIIN I R a 2 ) AT VLA T U —F ¢
VDWW, AL —Z 3 X Flexible NetFlow % % — 7 /W T 53T TDA
VH =T 2 ATA F—=TMZENTWNBHZ &,

il Flexible NetFlow 2> 7 ¢ ¥a1lL—3 3> H4 K. Ciscol0S XE Release 38 (ASR 1000)



|  Flexible NetFlow D=

Flexible NetFlow =2 T [}

Flexible NetFlow [Z DUV T

Flexible NetFlow D1} %&

Flexible NetFlow TlZ. bT7 7 4 v 7S5 D720 OIEEIEMELRRER ZER L2 . BRI A ATREZ
Moy K= FERH L TF— 227 2AF— b2 2 L REZICR T,

NetFlow — %89S {E R A%

—HRAIIZ. NetFlow IZIRO L 572, BEAIALZ~—T 7V r—2aON O THASNE

j—O

Xy hU—IDE=HVY T, NetFlow T —% CTliE, IZFEV TN XA LDOIFEIERFRY b

T—7DE=F) IHEEEZFIHATEET, Xy NUV—7 AL —Z|ZT7 1 —_—2AD%;
MPEEZEALT, Hrxo—2BLOAL v FIZEEMTONTZ N T 7 4 v 7 R —0R0
Xy NT—=TREDNT T 47 RE—EHRAL ENRNT 70 7 EEXT 7Y r—
Ta v R—ADE a—0RE) | THIRNRMEORE., RN N T TN a—T 4 T
TR 70 R AR A SEEL L £,

TV =g rDE=ZY LTI T A ) T, NetFlow ODF—Z ZRH4 5 &

Xy MU= X =V ¥ 3Ry NI —=7 2R8I D, 7Y r—1a UERPRDLZ R
N—=ZATHMICHTHND ZENTEET, ZOFRIT, H LY —E R &5 L OB L,
Xy RNT—27 VY —2ABIOT SV r—ay UY—RAEED YT (2L 21X, Web —
INOY A ZAFFE L VoIP DELIE) | K OERK 2 IS 7= I 72 oIl S E

Ca—YoE=X)TETuTrL YT, Fy hU—2 2TV =T E NetFlow 77— 4 &

R+ 2L, BERC2—VIZEDX Y FU—2 VY —ZABLIOT U r— gy JY—2R
DOFIZHONWTEFELS B CEET, ZOHMEFEHL T, BIENREX 2V T 40K
V—DEREBE LTRSS A0, TI/®8A, Xy IR—r, 77V r—ar ) J—
AZNERANZHE L TEIV Y THZ ENTEET,

Xy NU—27 75 =7, NetFlow 325 L, EHficOlzo T —4%2%x 7T ¥
THILICEST, Xy NV OREZEBHLTTRIL, V—TFT 47 T/, A F—
M, BXOERFIBIEDOA % —7 = f AOKEHESCTI20DOT v 77 b— RE i+ 55
MELNET, NetFlow b —ER F—HIChoT, BT YT, Ny s R=2 DT v 77
L—R, =T 47 R —DOFy U7 Gl EHE{E T £9, NetFlow 1Zx% >~ b
T—J DRT —< A, K, BIOMEENEZERET D LR, *v hT—27EHO
Bax N ER/RICIMZ 27201 HE 7, NetFlow 2k, ZELL RV WAN R 7

7 4 7 B S, fHE & Quality of Service (QoS) ARRFEEIL, HLWER Y hTU—2
TV = a OGN AIREIC /R D £97, NetFlow 2 Hi1%, F v hT—27 DEHa A %
HI S 2 720 OF AR IERBE LN ET,

st ¥ a2 UTF 1 DO, NetFlow Tid, 28 DoS (dDoS) WE, A LA, BLORT—L%E

TNAEA LTI L THELEY, *y hT—27 OEENRE(LT 5 & . Flexible NetFlow 7 —

Flexible NetFlow 21> 7 « ¥ a2 L—3 3> H4 K. Cisco l0S XE Release 3S (ASR 1000) [ |



Flexible NetFlow DM Z |

LIBIT®M NetFlow & & U Flexible NetFlow T® 7 O—®DO

ZICHH BB ENENET, ZOF =%, EF 2 T4 REOBEBELH. BT 57
DOEBELBFHE FLOY—ALTEH Y 3,

ML T AU T 47, NetFlow 77— 3 2 LV ED FREZRFHE] (72 & %
X IPT RV A, N7y MEOASA M A LRE T BATFHTH—EZ (ToS)
TV r—vary K= e POz Er7n— T —X%) BTEXLHH, FERFITEEKND
PR Y Y —AMHBOT A T 4 T EFEBTEE T, B Faf X =i K
A, R OERER, 7Y r—v g OIS, Quality of Service 72 EITEED e DT
DIZZDEREFEHTEET, BEOBERIL, VY —2OMARIZIE CZEMB 0 F v —
Uy 7Ra A RN YT, IROOEREFHATLIZENHY FT,

*NetFlow 7—X DU =T NGV T b5 —4 <A =7, NetFlow DT —4% (£, £
DHELNTER) Z2REL, BODORYHLTONT 52 & T, Elle~—r7 007
BLOHW A ~v—HP—ERA TSI LY R—bT&ET (o2, W IO =—
PR, EOT TV r—2a P —EREEH L T D 0EHX, —Ex0m kL JR&7
ErZFO—FMFICE—FT 4 7 TEET) ., SHIT, FlexibleNetFlow 7 —Z 2L D |
HHAEOHEYEIL. BERBLIOY—E A Ta "/ F—IZBEELZA, ¥, HF. BLOWH
MOEHEAFTEET,

LIAIT® NetFlow F & U Flexible NetFlow TO 70— D {E A

i Flexible NetFlow 0> 7 ¢ ¥a1lL—3 3> H4 K. Ciscol0S XE Release 38 (ASR 1000)

LLRIT D NetFlow 3 & OF Flexible NetFlow Offi f C7 u—OMaz2 A LE+, 7ua—ik, ¥ED
EEILERFEDSHEIEDOMD Ty FOA RN —AELTEERELET,

LLHIT® NetFlow 33 & O Flexible NetFlow D 5T, v hU—727 "7 7 4 v 7 OBEHRFIZF v v
VaNIZWOF LW T B —E BT AMERNDH D0 E T 572005 E LT, IPT—X 7T
LD key 74—/ ROME (P EELT RV AE213560 7 U AB L O E e 213580 v 7
VAR—=bTr haL R el BEHLES, T4 7T LDkey 74—/ ROT — X DfE
DEEFEO7a—IZBLT—EBToho%LA, LT e —MERIILET,

LLAii @ NetFlow 38 X OV Flexible NetFlow Dfi )5 C, 70 —nb X ¥ 7F ¥ SNDT—X DT 4 —)b
RZFBIT 5720 D5MAFE LT, nonkey 7 4 —/V K& LET, 7r—IZiL, nonkey 7 4 —/b
ROEMNSF v 7 F v SNIeT — P ShE T,



|  Flexible NetFlow DHE
LIBT® NetFlow & Flexible NetFlow [l

WOKNZ, Nry FEBREL, ¥y viaNO7a— La— REERT S et 206% 57 LE
T, ZOFITIE, BHMEITLESEDIPT FLADkey 7 4 —/V RICRRHEND H7-80, 2 ODHE
HO7a—RNMERSNET,

1: /357y FORE
Example 1 Example 2

P2| P

Inspact Packet Inspect Packat
Kay Fialds FPacket 1 Key Fields Packst 1
Source P 10.2.2.3 Sourcs P 10.3.33
Destination IP 10are Destination IP 10are
Source port =] Source port 22
Destination port 22078 Destination port 22078
Layar 3 Protocol TCP-G Layar 3 Protocol TCP-G
TOES Byla 4] TOS Byle 4]
Input Intarface Etharnst 0 _ Input Interface Etharnet 0
Create Flow record in the Cache Add new Flow to the MetFlow Cache
Source |IP | Dest. IP | Dest. IVF | Protocol | TOS | .. | Pkls Source I[P | Dest. IP | Dest. /F | Protecol | TOS | ... |Pkis
10,333 (10272 |E1 G 0 . | TM000) (10,333 (10272 [E1 G W] ... {11000
10,333 10272 |[E1 G [u] ... (11000
2
B

LIBITM NetFlow & Flexible NetFlow

LA NetFlow 1%, 72 —OHIEICEET Z 7LD IPIEHRAZMHH L TWE L7-, Flexible NetFlow
T 7o —%2a2—PREFZTEXEJ, KIZ. Flexible NetFlow DFI S 2R L E9,

CRT—=Z VT 4, 7u—{FROENLED, REET v —ilik,

X2 UT o OBEMRE dDoS OB KOS DYRES N7 n— A VT T ANT T
Fx,

s T —1ERERY N HNOBEDY —ERFE T4 R — g VICHEGES®EB 7 v |~
MHOH LWEHR, FIFHTE 27 o —1F#i%. FlexibleNetFlow L —¥ 13 H A ¥ <~ A X AJHE,

* VA D THLE A HEZ: NetFlow Version 9 =27 AR — k 7 3 —< v DI,

*IPT AU T 4T, R—F— = UxA T hanr (BGP) RV —ThooT7 4
T, KX Y v v a R EOREOT AT T 4 v TR R EBR T S 7O IEH T HalE
W72 1P 717 T 4 v 7 HERE,

Flexible NetFlow 21> 7 « ¥ a2 L—3 3> H4 K. Cisco l0S XE Release 3S (ASR 1000) [ |



Flexible NetFlow DM Z |

I Flexible NetFlow d o > R—% > +

LIHI® NetFlow TlX, Xy NT—JNOT 7T 4 €7 4 8L T, v hU—7 &5t & &b
L. B2 A F&HT& £9, FlexibleNetFlow TiX., *v FU—27 O@IfE%E, *v FU—27 N
THEHSND S ESERY—ERICEDEIFFED 7 o —fFHE & HIT, LV RMICERE TX
F9°, WIZ. Flexible NetFlow #AEH O B2~ LE 9,

* Flexible NetFlow I Cisco NetFlow #t ¥ = U7 4 BEfR>Y — L & LTHRRE L £7, 7= & 2.
=Ry NI NTRHEDHA TOREZRBETEDH LI, Ty FESMACT
RLADEDIZHF LW T e — F—%2ERT AN TEET,

* Flexible NetFlow Z i fi42% & . TCPT 7'V rr—>a £ 71ZUDP T ) r—a v a3
FNDH—E AR 7T & (CoS) Z EICHAEIZEBTA2Z LIk -T, AXAMNETEEEIND
TTVlr—ay NI T7 4 v 7 OEEEIGENTE £,

s~ LFra bhan TUL AL vF 7 (MPLS) F2XIP a7 2y bU—7 . BXOY—
ERA 7 ITRATEDERT AN Ry TOREEEFETDINT T4 I DT AT 4T,
ZOMRETIH., =y VMO NI T 4 v v MU RAEREERTEET,

WD, % kT —27 N~ Flexible NetFlow D &R HEDHZ 7~ LET,

2 : Flexible NetFlow Dt RHITEA

—~ . Peering Flows

L Dest AS

' Dest. Traffic Index

BGP Mext Hop
o

DSCP i
';’:,"r E P .
= N
Data Center h"n Branch it
// IP Subnets
== Parts
Multicast Flows Protocol
Frotocol Interfaces
Ports Egressingress
IF Address
TCP Flags TCP Flags
Packet Section Packet Section

Flexible NetFlow ® O > 7R—=x > b+

Flexible NetFlow (%, W< DD m—3 g T L T, b774/7\ﬁk;07~
S T AR— MUEATESarR—3> b THKSILE T, Flexible NetFlow O —H7E
Zu—La— RFBXOarR—xr hoETIX \%d@®ﬁ@ﬂy74¥zv—vayﬂvy
RC, Ry T —=F U T TNRNARATDORNT T4 v I BLNT —X 2 AKR—FDTDDSF
SERar 74 FXalb—a Y OERBESICRVET, £7a—F=H|Z, 7r—La—K,
TJu— T AR—4, BLOF v via XA TOEEOMAEDEERETCEET, Ju—=x

Il Flexible NetFlow 3 > 7 ¢ ¥a1lL—3 3> H4 K. Ciscol0S XE Release 38 (ASR 1000)



Flexible NetFlow D%

Records

Flexible NetFlow 03> R—%> ||

JAR—=HDFIRIPT RV R EONRT A= 2 BRI IHHE, 7Ju—x 7 AR—F&2EHT5
TRTO7r— E=X I L THBNICEAEESNET, RL7n— =228 0 70—
T ELMBEDDE, SEEERA L F—T oA AL TEEERHEEDORI LA A TDOR Y FT—
7 NI T4y EY TS TEES, T ZTliE, Flexible NetFlow = ViR —F% 2 s DF DAt
DfEHR AL F 9,

Flexible NetFlow TiZ, key 7 4 —/L K & nonkey 7 « —/L ROFAGOEN L a2 — K EMINE
9, Flexible NetFlow ® L =2— K| Flexible NetFlow 7 2 — E=#|ZEID {4 ToHh, 7r—FT—X
OB INDF Y v a2 NERSINE T, Flexible NetFlow (21, Flexible NetFlow i
PR T DB ON L OO FATERFE SO L a— FREFEN TV ET, Flexible NetFlow O
WREZ SERICHIAT 2I1CiZ, ROIETHAT AL IIC, WAZA X LTMAD L a— RE/ERR
THVENRDY 7,

NetFlow DFERIEHEFHFD L OI—F

Flexible NetFlow [ZIZ FATERFAD L a2 — KRN OEEN, TEEALTHxy hT—2 b
T 747 OERERIETEET, FRIERFAD L 32— R, Flexible NetFlow % il 128 A §
LIS, =Y EZRO 77— La— L) LI TEEd, *y hT—2 £=
BV T D= R efwic T ERFADL a— KDY A M)OHEINTE £9, Flexible NetFlow 23t&
BEnsd &, iR —PERDO 70— L a— RE2HEFERZFLLa—RE LTHEHATE,
HICBEATELL01220 7,

FRIERFAL I—RIZEY, 27 AR—=FENDT =X D=DIZEEAFD NetFlow 2 L7 & 21
TA4X2b—a O PV EBERHERINET, FRIEREAL 32— NI, ThZNEAE D
key 3 X 'nonkey 7 4 —/V RO A GO ZF;H, /L—& TFlexible NetFlow & 51 A &~ A X L7
KTH, XAy NIV HNOZEZERIATDNT T 4 v 7 BERT D, NBHEREEZRIL L £,

2 ODHEREFRFE A L 2— F (NetFlow original & NetFlow IPv4/IPv6 original output) [IF¥EERIIZ[F]
T, LLETO (AJ)) NetFlow, 35 & UNLHITD NetFlow O Hi 7] NetFlow 74 7 > 7 « > 7 HRER &
NEhTIalb—hLET, ZOfO Flexible NetFlow D HFFTEFRF AL 2— ROV DT,
LIATO NetFlow THIHTE 28 MF v v 2 FRUTHESE £, LLATD NetFlow THIH T 24
% v v > =2 FFRUTHS < Flexible NetFlow DHERIEFRF L 22— FTIEL, BRZFITLEE A,
ROVIZ, FHIERF AL I — R X o THE 7o —3MERNE S vET,

A—YE&HRLI—F

Flexible NetFlow ClE, key 3L Unonkey 7 1 —/L RZ4RE L, REOEMHIZALE TT — X INE
T AL~ A X4 5HZ LT, Flexible NetFlow 72— F=# ¥y v =2 HOMBEDOL a— R&2FE
#FTEET, FlexibleNetFlow 7 —E=X ¥ v =l LTHMAD L a— Fa2ERT L5588,
a—PEFELa— FEMEINET, nonkey 7 4 —/L ROEIX, 7o —KNDO T 7 4 v 71T %
BIMEHR AT 272017 a —IZBME I ET, nonkey 7 4 —/V ROEDETIZ L > TH LW
Tu—MMEREINDZ EiEHY EHA, FEAEDEA, nonkey 7 1 —/V ROEIZ T v —NOK
WD WD DFHEAE &I E T, Flexible NetFlow 292 & . nonkey 7 4 —/L K& LT,
T —NONRA MERRTy MR ED T T X — Xy T T Y TEET,

Flexible NetFlow 21> 7 « ¥ a2 L—3 3> H4 K. Cisco l0S XE Release 3S (ASR 1000) [ |



i Flexible NetFlow 0> 7 ¢ ¥a1lL—3 3> H4 K. Ciscol0S XE Release 38 (ASR 1000)

Flexible NetFlow DM Z |

Flexible NetFlow ® 3 > 7R—R > +

Flexible NetFlow Cif, ~v X —BXLUO v vk v a DX A4 T IZH LWWAA—TUa3 97 R
R—hF 74—~y b 74—V XA TPRBIMEIET, Flexible NetFlow |3 NetFlow = L 7 4
K\ﬂﬁ?éﬂ~yay9i&x?~k?V7V~b74~WFT§E§MK?&V5V%4
AE@HALET, A r—RFEer7vailid, ET2ES 70—V RBbh, WESNILEY
va v OEBEOY A XENET HT20D Jﬁﬁﬁf‘é‘iﬁ‘o

JO— =4

71— £ =4 % Flexible NetFlow DX~ v T —27 77 4 v 7 OB EEITTLHarR—x2 b
T, f ¥ —T = AT@EHEINET,

TR—FT =R FRy NU—7 FFT 4 v I pbIESH, 7u— L a—ROkey 7 4 —/L FB X
Wnonkey 7 4 —/L RIZHEASWTER 7 AFIZ7E— =% ¥ v o |ZBMENET,
Flexible NetFlow 1%, RWICL F T 7 4 v 7 DS FEERZ A T OG5 EFEITTH-0lcfiflcx £
T, WOKTIE, ANMA L E—T 2 A ALDOERELNT 7 4 v 7 O DICERFFEINZLa— R
LAV E—T oA A LR 2 T 4 o OTDICEH SN a— REEAL TRy
MBS ENET,

K3:22o070—F=42%#FALERAL 71497 DHHH

TE P5| |P4][P3] [P2] [Fiow Manitor 1 Flow Manitor 2
[Ethernst 0} [Ethernst 1)

Key Fislds Pachket 1 Monkesy Fields E Key Fields Pachket 1 Monkey Fisks

Source P 10333 Packets i Soumre P 10333 FPackets

Destination IP ma222 Bytes i Destination IP 10222 Time Stamps

Source port 2 Time Stamps E Input Inte facs Ethemat 0

Destination port 22078 Mext-Hop Address i SY¥M Flag 0

Layer3 Protocal TCP-6 i
 TOS Byte 4] | :

Input Inte rface Ethernst O \

Traffic Analysis Cache Security Analysis Cache

Soumce |P | Dest. IP | Dest. I'F | Protocol [ TOS | .. | PkE ] Sourcs IP | Dest. IP | Dest 'F |Protocal | TOS | .. | Phis
10333 |10222 (E1 [ 0 11mul 10,333 |10z222 | E1 E1 o] | 17000

f2r -1



Flexible NetFlow D%

Flexible NetFlow 03> R—%> ||

KON, HAZ L Va— R L TEBO YA T D7 n—E=2 2@+ 5 & 0 8- 7k
OBlERLET,

K4: hRAL LO—KTOERDEA TO 70— T2 OEHLERG

Multicast

Application Flows -
pphicat Security Flows Flows

Normal

TI7AN DXy v a XA 71X Tnormal] T, ZOE—RTIE, FrvraNOT FYR
timeout active & timeout inactive DX EIZHE> THIRBINIZZeV £F, v vz =2 MUIE, #
FREINIZZR D &% ¥ v v anbHIBREN, RESN TV HLNDT I AR—FITE -T2 s X
A—haIhEd,

JO0— IHRKR—4

Ja— T AR—HFTX, 70—FT=H X ¥ v aNDT—F &%) E—h VAT A (72L 203,
IR L OMRE DT DIZ NetFlow 2 L 7 Z #F4TT 5 —) T2/ AR—FLES, 7r—=
JAR—=HIE, a7 4Falb—varTHlo=rT 47 0L LCERENET, 7r—x2 7 X
R—HiE, 7u— F=FIIT—F =7 AKR— MEREZIRIET 2720178 — E=XI1ZH |V 4T
bRET, BEO 7o — 7 AR—ZEER LT, 1 >FRI3EHRO 70— =X |Z@EHA+5
EL WO AR—MNEEIBETLIZENTEET, 1207 — =7 AKR—X E/E
L. W07 — E=X|ZHMATAZENTEET,

NetFlow T—% T XR— bk T4+—< v FD/A—2 329

NetFlow DHEARH HIZT 7o — La— R TF, NetFlow BNZEB I, 70— L a— RKDOWL D500
Tx—~v FBRALELEL, NetFlow =7 AR— ks 73—~ v bOFEFOEIL, X—T 3

Flexible NetFlow 21> 7 « ¥ a2 L—3 3> H4 K. Cisco l0S XE Release 3S (ASR 1000) [ |



i Flexible NetFlow 0> 7 ¢ ¥a1lL—3 3> H4 K. Ciscol0S XE Release 38 (ASR 1000)

Flexible NetFlow DM Z |

Flexible NetFlow D3 > /R—% > k

9 LIEIEN F 4, NetFlow Version9 =7 AR — k 74—~ v hDikBIMEREIL, T 7L — F 23—
ALV EST, TUTVL—MNI Va— K 74—~y hOFKHEIERRERLOIZLET,
NetFlow h—EANFERAERS T, ATV o — La— K 7xr—~vy bEAEE LT 508N
HVERFA, ToTVL— EEATEZE, ROV OPLOFLERH 7,

*NetFlow D L7 X 24t L2y $—EREZRR LIV TEHT7 7V r— a v Z2EKT 5
P— RRX—F 4 BEVRAN— M —{, FHO NetFlowEEN BN SN BTN T 7Y r—
varEBHaL AT LIMNEEH) FHA, b, BT L—h Tr—~v v
N EFIRT DO T =% Ty A NVEHHT L LN TEET,

CHTHBEREIT. BUEDEABREE A5 Z &7 < NetFlow |[ZHUEIZIBINTE £,

CNRN—=Var9T7p—<y MIFTLWTE FaCHEROT T N aV#ERTE D0,
NetFlow IZZ U607 v b aZxt LT DEsEficstin) LET,

W=z 9D I AR—K T+ —~vv MI, Ty b~y X =2 1 DL EOT 7
L—h7e—%y bERIIT—% 7u—ty b TSN TWEST, 77 L—F7r—%y
FTIX, FRDT—% 7ua— -ty MIERIND 7 4 —/V KOG INET, 20X

r—4% 7u— -ty MI, BCTRLZZ AR—k Xy hERII®REOT 7 AR — bk X7 v b
TRAETAHREELR2HVET, T 7L —bh 77— %y hBIOTFT—% 7a— %y ME, RO
MIZRTEIIZ, 1 DO F AR—h X7y NNTRETEET,

B5: \—23> 9T HRFR— k5w k

Packet Template Data Data Template Dala
Header FlowSet FlowSet FlowSet FlowSet FlowSet

IFTET

NetFlow Version 9 CTlit, &N 25T —# % NetFlow 2 L7 ¥ NWEfRCE B L5, 7o 71—
b T ERNIC T AR—FLET, £, TV — DT —Z Ju—ky bbb X
A—h LET, FlexibleNetFlow D ERFEIL, =2—F RN 77— L a—RERETDIE, N—Ts
YOT T U— MIENICER S, 2Ly ZITEIREIND 2L T, ROMIZ, ~y & —,



Flexible NetFlow D%

Flexible NetFlow ® 3 Vi R—% > k

Tl —hT7a—%y FBIOT—¥ 7u—t vy & &Te, NetFlow/ 3—T g 9T/ AR—
r 74 —<v b0 E ERLET,

X 6 : NetFlow Version 9 T4 AR— b T +—< v kDB

Haadar -— NatFlow Varsion 9 Haader: 32 bits —»
First Tamplate FlowSeat Varsion 9 l 'Dnu_nt_ =4 [Fh\\!ﬂﬂ:‘a‘j
Tamplate Racord Systam Uptime
First Racord FlowSet UNIX Seconds
(Template |D 258)
Package Sequanca
First Data Racond
Source D
Second Data Racaord
Third Data Recard «— Tamplate FlowSat: 16 bits—= «—Data FlowSet: 32 bits —»
Second Template FlowSet FlowSat ID -0 FlowSat Langth =
ID =256 64 bytes
Tamplate Record Langth = 28 bytes
1892.168.1.12
Tarplate Racard Templat D = 258
Second Racord FlowSat Fiald Count = 5 Ll
[Tamplate 1D 257) IPvé_SRCADDR (0x0008) 192.168.1.1
Data Record Langth = 4 — 5009
Data Record IPv4_DSTADDR (0x000C) 4 5344385
E:Z :mz Length = 4 182.168.1.27
" IPvé_NEXT_HDP (0x000E) 1051559
Length = 4 192.168.1.1
PKTS:_32(0x0002) 748
Langth = 4 208964
BYTES: 32{0x0001) 182 168.1 56
Langth = 4 10.5.12 85
182.168.1.1
z 8
6534 E

N—=T g V92T AR— K 74—~ v bOFEHIZOWTIX, AT Ak ~X—,3— [CiscolOS NetFlow
Version 9 Flow-Record Format)] ZZ M L C< 72X\, D URL »H AFTE £ 9, http:/
www.cisco.com/en/US/tech/tk648/tk362/technologies white paper09186a00800a3db9.shtml

JO0—HY2U 75

T T FUT T BRICEIRS NSy FOREHIRT S 2 & T, Flexible NetFlow
EFEITLTCNBT A A EOAR &S oI S ET,

TJa— Yo FY T TIE, V=B DR T 3 —w AT EE=Z Y U ORERS BRI E T,
YT T ATHE, T X NGTAMEOH DNy MR
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Lo, —FTI7n— F=F 2 FTT 57D —"—~y FMAFMMETFLET, 7r—F
= THNEND ATy MDD T DL, 7Tun—F=2DF v v ¥ 2 lTENS N D IHEROFE
2, FHUTS CTIR T LET,

ip flow monitor =~ > FZEH L TA U =T = A AT 25HE, Vo777 om—F=4
ZfBEDEET,

Flexible NetFlow TOtx 1 !) 7 1 BE1R

FlexibleNetFlow % % v b U — 27 K&y — /L L LTIP~y X —DFT X TOEGE L OB A8
FybhkrZvarEBT oS ELICHERALT, ZoBRE 7o — IR TS ENTE
£, B¥=2VUT BT AT ATl Flexible NetFlow & — % Z /5 ¢&, x*v hU—2 DR
E RO 5A12, FREOEHRZBIF L CHB AR — 2 72137 — MEFEOFEM 2358515 2% &
INCERESNAIAENAr v FERIFFEX vy v V2 2 ERTE £4, BEDEREANT 4 V4
Voo (& ziE, FEDHE~DTXTOT7u—DT7 42 7)) LA DE TEHNIC

X ¥ v Y2 BVERCT D HERE Al 2 7= Flexible NetFlow 1%, TER Y X =2 U T ¢ BAHLY —/L T,

LAY — DA =T VIR TCPERE T T v T 4 7T 5 (o 2iE, SYNTZ T v RE) 729
WZTCP 7 7 VIMER &SN D56, 1 >OM@ Y 4 T ORENEALET, HET /N1 AL TCP

SYNDA R —AZRKFEDEHT RURIZEFLETN, TCPAV —T g N Ry =g 7 D—
e LT, =/ 3SYN-ACK IZJEE L TACK #5ET562 130 EHA, EX=2U T o HiH
PRI FE e 7 v —EFRTIL, 3BHEDT RLAEEH 7y b, TCP 777, v M
ED3 DD key 7 4 —/V ROBBMPRERINET, BF¥= U T 4 B — S TIE—fXAY72 Flexible
NetFlow [N E=FZ I, ZDOF—HIZ Lo T, Flexible NetFlow T/L—Z D7 4 F a2 L —
Va L ATH LW T — 2 EICER T H 2 & T, ZOREDOKHBEDOFHME 2 —N M) -3 E
I, F L7 o — F£=#|Z% Flexible NetFlow ¥ v v > 2 IZEREIND VT 7 4 v 7 ZHIET 5
TeDDANN 7 4B 7L TCP N—ZADBEEZZWT 57O DREDTEROIEII A G FivE
T, ZOHE, 2—FIE =D HT FL AL EY 7Ry b~DT_RCOT7a—1FHRE 7 4
NEV 7 LT, X2 7T R — " TOFMIO DI LB REL IR T T, &

X2 VT AR — T OWELEM L LM SN GE, love—F=2%27 0773
YIZLT, X7y NNOBAEZFHMICHR T 2 a— REREIIry bokZ7 v a &I
HEL Ty AR—=FLET, ZDOHIL, Flexible NetFlow # ¥ = U T 1 A 25 hDBHIC
FHTE DD HED 1 DIcTEEHA,

Flexible NetFlow D 23 #TIZERSINS T 7«4 v U DFRIEEE

i Flexible NetFlow 0> 7 ¢ ¥a1lL—3 3> H4 K. Ciscol0S XE Release 38 (ASR 1000)

HFHIEFE SAL TV D Flexible NetFlow L 22— K238 N T 7 ¢ 7 B L T WEATE, Flexible
NetFlow collect =~ > R X O match =~ > REFEH L T2—VER (WAX L) La— REE
MCEET, DAZYA A LT a— FEERT 201, key 7 4 —/V RE L U nonkey 7 o — /b
Rzt U CHERT 2R EZRET 20 ERH D £7,

Xy N WBRHHDO I AL LV a— Ra2{ERT 235613, #Y)72 key 3 X Utnonkey 7 1 —
NMRELI=RIZEDHH LT, b—F PNBROSHT LRI L E R 7 a—%Fk L, T4 %
FY 7 TFr T OMERHY T, Ll R —E XEG (DoS) WETHDH SYN 7
T v R TIL, 560Eh A MIkT 24—V TCPERE T T v T 4 v 75720 TCP 7 7 7
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Flexible NetFlow T® LLRTD NetFlow DT = 2 L— FDF|= .

DEHSNET, J‘E%W) TCP i B & D &, 5deAR A MEIEFEILA A 2260 SYN ([F
H]/BaR) Ny FEZ(E L, SYNACK ([FISEMER) ZIELET, stk A ML, B

LT DRI \SNAO@MDMX(KKﬁM)%x%fé%%#%@iTo;ﬂ . ITCcp =
V—=UxA NS Rz A 7] EMENET, 5856 A FD SYN ACK ~D ACK ZF## L T\ %
. 365 A b EOY A ARHIRE SN2 —IX, BT IH5FETRHELRNRG, Bz icsk
LEd, ACKIZISYNACK DEI UMRIZEIET L L PHRENDL D, ZoFa—id@H, +<
2221272 £, TCPSYNKETIIZOREIZEHL, WBILARA N TT X LARFEETLT L
Az L THERA MZxtd 5 TCPSYN X7 v hEAER L ET, WELZZT5mERA M

SYNACK % 7 v X L7RiEE07 RVAICRE L, #fita—IlZ=r MU BNBIEShET, SYN
ACKITHGI TV, FHI3EEL TOWRWERZ M &5EEICT 5720, TCPAY — T A NV R
A 70)%?&0)4{5 DINFETHET, =2 M UIEF A ~—HROIIC/e D E T BEIIN 120,

B 2 —I25R 0 7, BEREITFARNRT X LR IP T RLUADS TCP SYN /X7 k Zitud iz
BT DHA. S 2P0 X0 2 AREERH Y | EY e —FITxtd 5 TCP —E A
(BT A—Ib. 77 A IVEEE, WWW&E)ﬁﬁKéMék%n#%Diﬁ

ZDZATDDoS WBICKTHEF 2T 4 BEHL 33— NICTHERFRITIL. RO key 74—V
RNEB L Wnonkey 7 4 —/V RBEENDZ ENHY £,

*key 7 4 —/L N
*SEYEIP T RLAEZ35 P 7 v b
*TCP 75 7
Xy MR

*nonkey 7 4 —/L R
*BESEIP 7 R L&
*EFETLIPT RLA
AU E—T A AANNB IO

Evh 2—HDLIE, INHDkey 7 4 —/L FE L U nonkey 7 4 —/L K& LT, DoS KED
FEAH 73 Flexible NetFlow &' = —% kU 4 —9 % —fi%f# 72 Flexible NetFlow E=# #&ZE L £,

Flexible NetFlow TOLLIHI®D NetFlow DT X a2 L— FDF &

Flexible NetFlow CTLLRT®D NetFlow # = 2L — h 2L, W RAX A a—PEFHZEL a— o &KEFL
TRETLH ROV, FERFHLOLVa— REEATED 7‘_&5 &£ 0 3H3H(Z Flexible NetFlow %
BATEET, L/Lau@NetFlow & FRERICEAEA LA T 272 DI DX, 7 — E=X B3R E
L T Flexible NetFlow DA ' #—7 = A ZZ@HT 2 Z L7217 TY, NetFlow 2 L7 #8077
Vor—ya s CIETHT — 225 5561%, EEOT I AR—FZBINTEET,
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B Flexible NetFlow DERIEREFALI— F

K7 —F=FE, HFHOFy vy v aPFEO LB TOENTHET, 7u—F=FT L2, v v
Va NI OARBIORLAT Y MEERTHLaA—RAKETT, La—RK7r—vv b
X, FRIERFADL I—F 75—y FOWTINITLHI ELTEETH, BFEO2—FT
H AL Flexible NetFlow 72— L a— R a7 ¥ a2 bL—3 3 » F— N T collect 3 L X match =
~ U REHFEALTHEOLa— K 73—~y baERTDZ b TEET,

7nr— 7 AR—4IL, Flexible NetFlow TUNEE 41257 — ¥ % NetFlow Collection Engine 7¢ & D
UE—bF VAT LANEET LD SNET, =7 AR—2TIE, FTFAKR—F 7Fm b
A)LE LTUDP, =7 AR—F Tx—~vy heLTA=Var9RififlahEd,

LLRIT D NetFlow Z{HEWENLCTWiLE., LLETO NetFlow # T 2 = L— ;3 5 8-41C Flexible NetFlow
TPREL T AR— 5T =4 D7 4=~y hEBLUONEZEMKL TV 2139 T, 74
DR CFREEFEHTE £,

Flexible NetFlow D ERIE&HEFAL 21— F

Flexible NetFlow D FHFTEFRF A L 2 — NiE, LLRTO NetFlow DA S F v v 2B L OH ¥ v »
VabERHT Y v 2 ZESVTVET, LETO NetFlow K% v v o= &, Zhicxsd 5%
AIEFZ T 4 D Flexible NetFlow O L 1 — RO OHERIX, FRTERF# L 32— R CTIEENZIAT
L7 & W) Z & T, FlexibleNetFlow DHFRIERF AL 27— RiL, =2 —FER (WAFX L) L

o— RZ2REEHT 50 &R UJ7EE T, Flexible NetFlow 7 12— &= X (2@ SN TWET,

Flexible NetFlow D EfIE&ZEFA L 21— FDFI R

LARI® NetFlow F7213EKF v v ¥ 248 & OLLRETO NetFlow Z i H L TV 535418, Flexible
NetFlow (2179 % & (T, Flexible NetFlow T fHA[fE/R EFRF A L 2 — REMHH LT, o H
WRIC N7 747 T—=2D0Fx I Fyafkfit T 22N TEET, 2 Da—¥n, BFOD
Flexible NetFlow L 2 — R K$ED hT 7 4 o 7 5 EFICHE L TS Z 2B T HTL &
Do

EHIEZEFHA L O— F NetFlow Original | # & U 'NetFlow IPv4 Original Input |

Flexible NetFlow D FHRIEFRFH A L 2 — K NetFlow Original | 33 & O [NetFlow IPv4 Original Input |
L. key 7 4 —/L K& nonkey 7 4 —/V KRR L TH D7D, RUELHIICEATEET, KROE
2. Flexible NetFlow D FRHIEFEHF 4 L 2 — K [NetFlow Original] & [NetFlow IPv4 Original Input |
®D key 33 £ W nonkey 7 4 —/V FE R LET,

3R 1: Flexible NetFlow DERIE & KA L 3— K [ NetFlow Originall & T NetFlow IPv4 Original Input) T{EF &
3 key & XU nonkey 7 4 —J)L K

Z4—ILEF key 7 1 —JL KEf=IZ nonkey | EE
Z4—ILF
IP ToS Key A AT FT F—r A (ToS)

7 4 —v RDfHE,
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Flexible NetFlow O E#TEZF4#La1—F [l

Z4—ILF key 7+ —JL FEf=z[X nonkey | EE
Z4—ILF
IP Protocol Key IP a2 b 7 4—)L KD
fiEi,
IP Source Address Key IP EIE567 KL A,
IP Destination Address Key IP4E5eT KL A,
Transport Source Port Key r I AR— FNEOEETLR—

k74— ROAHE,

Transport Destination Port Key r T v AR— FNEDOSEER— b
74—V FOfE,

Interface Input Key N7 4 v I RZIEENTA
H—TxA A,
Flow Sampler ID Key Ja—Y% 70D ES (7

n— TN T RA =T
JMZERTWDIER) .

IP Source AS Nonkey EETHEY AT 2 E S,

IP Destination AS Nonkey SEdc Ry AT N B,

IP Next Hop Address Nonkey XITANKYyTOIPT KL
XO

IP Source Mask Nonkey IPERETT RLADS AT,

IP Destination Mask Nonkey IP4ESET RLAD~ AT,

TCP Flags Nonkey TCP 75 7 7 4 —J)L KOfH,

Interface Output Nonkey N7 4 I BEEINTA
=T A A,

Counter Bytes Nonkey Ju—NTHE#SIN"1 b

Counter Packets Nonkey Jua—RNTHREIN- 7y
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Z4—ILF key 7+ —JL FEf=z[X nonkey | EE
J4—ILF
Time Stamp System Uptime First | Nonkey BHIDO/ N NIRRT L

EOVAT LB (R VR
BN, DT A AN
T— R LTHhH DR .

Time Stamp System Uptime Last | Nonkey BONRTry "R INT L
SO AT MR (R U
HfZ, ZOT /A ZAREANC
T— L THhHORR) |

ERIEZFH L a— K [NetFlow IPv4 Original Output |

Flexible NetFlow D FH B EFF A L 72— K [NetFlow IPv4 Original Output] (%, Cisco IOS Release
123(1)T TV U —R X7z LLRTD NetFlow {1 /] NetFlow 7 1 7 > 7 ¢V 7JHfE# =l 2 L— T
LIS ET, ROFEIZ, Flexible NetFlow D FHHIEFEH L 2 — K [NetFlow IPv4 Original
Output] @ key 33X WP nonkey 7 4 —/V RED DT ZarmLET,

% 2 : Flexible NetFlow DERIEE FH L a— K [ NetFlow IPv4 Original Output] T{EFR S 3 key & U nonkey

TJ4—IL K
J4—ILF key 7 4 —JL KE1=IZ nonkey | %
Z4—ILF

IP ToS Key ToS 7 14—/ RO,

IP Protocol Key IP a2 b 7 4—)L KD
fiEi,

IP Source Address Key IP EEE7 KL A,

IP Destination Address Key IP 3647 KL A,

Transport Source Port Key kv AR— NBOREE TR —
74—/ ROE,

Transport Destination Port Key K Z v AR— NEOSEER—
7 /f ’4/1/ F\OD,fﬁo

Interface Output Key T T4 BEE SN
=T A A,
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Z4—ILF key 7+ —JL FEf=z[X nonkey | EE
TJa4—ILF
Flow Sampler ID Key Ja— Y 7FSOIDERE (7

0— YT TN =T
MZENTWBEER) &

IP Source AS Nonkey EEILEEI AT LEH,

IP Destination AS Nonkey S AT AT LS,

IP Next Hop Address Nonkey XTI ANKYyTOIPT KL
x o

IP Source Mask Nonkey IPEETLT RLADS AT,

IP Destination Mask Nonkey IPSE5ET RLAD~ AT,

TCP Flags Nonkey TCP 75 7 7 4 —)L KOfH,

Interface Input Nonkey N7 4y I RREESNITZA
H—TxA A,

Counter Bytes Nonkey Ju—NTHE#E SN "1 b
5,

Counter Packets Nonkey Tu—WNTRIINE My b
.

Time Stamp System Uptime First | Nonkey HAIDOIN > RIS T L

EDOVAT LR (2 VR
BN, ZOT 3, AR
7““—‘ l\ Lfﬁ)%@ﬂ%ﬁﬁﬁ) o

Time Stamp System Uptime Last | Nonkey Bl Oy NI I T L
EOTAT LR (LU
BN, ZOT A ZADERANS
77— h LTHhH B OREH)

Bl . IPvd B L OVIPv6 T 7 « v 77 H @ Flexible NetFlow Egress Accounting DF%E, (58 ~X—1)
DFIETIE, Flexible NetFlow D HRIEFRH 4 L = — K [NetFlow Original Output| Z{# il L £,
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Flexible NetFlow DM Z |

RODFIZ, Flexible NetFlow DO RIEFHKF A L =2 — R [NetFlow IPv6 Original Input] @ key ¥ L O
nonkey 7 4 —/V RE AT ERLET,

% 3 Flexible NetFlow DEHIE & FH L3 — K [ NetFlow IPv6 Original Input] T{ER SN 5 key & & U\ nonkey

Z14—ILF
Z4—ILF key 7 4 —JL FE=[E nonkey | &
J4—ILE
Traffic Class Key NoT74v 07 7R T 40—
R DA,
Flow Label Key Jna— 7~
Protocol Key 7ua ka7 44— ROHE,
Extension Map Key YR~y 7 vy b~y 7 OIE,
IP Source Address Key IP EETT7T KL A,
IP Destination Address Key IP %857 KL &,
Transport Source Port Key h 7 U AR— NgDFEEFE LR —
r 74—/ RDfHE,
Transport Destination Port Key T U AR— NEDOSEYEHR— b
74—V RO,
Interface Input Key N7 T4y I RAEENTA
H—T A R,
Flow Direction Key 7 u—n kI,
Flow Sampler Key 7u—H%r7I70IDES (7
= YT TRA =T
MZENTWDBEHE)
Routing Source AS Nonkey BHETCHE Y AT LK S,
Routing Destination AS Nonkey SEYCEHEEY AT A E A,
Routing Next-hop Address Nonkey I AR TOIPT KL
Ao
IP Source Mask Nonkey IPEETLT RLADS AT,
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Flexible NetFlow DERIE&EFH# L 31— F

Z4—ILF key 7+ —JL FEf=z[X nonkey | EE
J4—ILF
IP Destination Mask Nonkey IP4ESET RLAD~ AT,
Transport TCP Flags Nonkey TCP 77 7 7 4 —/)L RDHE,
Interface Output Nonkey o740 I EEINTZA
=T AR,
Counter Bytes Nonkey Ju—WNTE#E I "1 b
Counter Packets Nonkey 7 —WNTk Sz v b
Time Stamp System Uptime First | Nonkey IOy RIIRZHL I T L
EDOVAT LB (VR
HifiL, ZOT /5, ZABREAN
7 — F LTHhH 5L D) |
Time Stamp System Uptime Last | Nonkey BB O Ny "I ES T b

DOV AT LB (R VR
BN, DT A AR
T— R LTHhHORR) .

F# L O— F [NetFlow IPv6 Original Output |

RDOFEIZ, Flexible NetFlow DHERIEFR KA L 7 — K [NetFlow IPv6 Original Output] @ key 3 XY
nonkey 7 4 —/V RE BT 2 ERLET,

% 4 : Flexible NetFlow DEBIEZHFH L 3 — K T NetFlow IPv6 Original Output) T{EA S h % key & & U nonkey

J4—ILEF
Z4—ILFK key 7 « —JL FEfz[& nonkey | E=E
J4—ILE
Traffic Class Key NoT 4T TTAT 4—)b
N DfE,

Flow Label Key 7na— I,

Protocol Key “ua ka7 44— KOfHE,
Extension Map Key e~y 7By b~ v 7 OIE,
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Z4—ILF key 7+ —JL FEf=z[X nonkey | EE
Z4—ILF
IP Source Address Key IP EE67 KL A,
IP Destination Address Key IP 3647 KL A,
Transport Source Port Key r I v AR— FNEOEETLR—

k74— ROAHE,

Transport Destination Port Key F T v AR— FEDOSEIER— b
74—V ROfE,

Interface Output Key FoT7 4w I NEEINTA
F—=T AR,

Flow Direction Key 7 —D A,

Flow Sampler Key TJa—Y% o FI70IDES (7

n— YT TRA T
MZENTVDHA) .

Routing Source AS Nonkey EEITCEEY AT LE =,

Routing Destination AS Nonkey SEACHER Y AT LAE

Routing Next-hop Address Nonkey FITANKYTDIPT KL
Ao

IP Source Mask Nonkey IPEETLT RLADS AT,

IP Destination Mask Nonkey IP%ESET RLAD~ AT,

Transport TCP Flags Nonkey TCP 75 7 7 4 —/)v KA,

Interface Input Nonkey N T4 I PZEINTZA
F—=T A A,

Counter Bytes Nonkey Ju—NTHE#mIN- 31k

Counter Packets Nonkey T o—NTERIE N R
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Z4—ILF key 7+ —JL FEf=z[X nonkey | EE
J4—ILF
Time Stamp System Uptime First | Nonkey BHIDO N NI EI T L

SO AT N (2 VR
BAL, ZOT /A ADBEMNT
7 — F LT EORFRH]) |

Time Stamp System Uptime Last | Nonkey BB DOy NIRRT L
E DV AT LBEERFE (XU
HifL, T DT /3 A AWM
7 — K LTHhBORH)

ERIEZRFA L 3— K [Autonomous System |

Flexible NetFlow D HHEFH L 7 — K [Autonomous System] Tix, HEIS AT ABONT 7 4 v
7 7n— F =R EASNT T u = MEREVE T, Flexible NetFlow D HRTERFH# L 2— R
[ Autonomous System| T, LA NetFlow @ [Autonomous System] DEHKIF ¥ v = L[E LT
key 7 4 —/L FE X W nonkey 7 4 —/L FMERH S NVE T,

G¥) COERIERFAL aI— RiE, IPVABLIOIPV6 N T 7 4 v 7 OSHFITHEHTE £9°,

ROFKRIT, Flexible NetFlow D FHIEFKH L 2 — R [ Autonomous System| THEH S5 key 7 1 —
)V B L O nonkey 7 4 —/V RERLET,

% 5: Flexible NetFlow DERITE ZFHA L3 — K T Autonomous System] THEREh D key 74 —ILKE LV
nonkey 7 4 —JL K

Z4—ILF key 7 1 —JL FEf=z[E nonkey | EE
J4—ILE
IP Source AS Key EETIP T RL20BAREY A

Th (BT ERIIAV V)

IP Destination AS Key SEYEIP 7 RLADOBFE AT
A (BT EEFFI YY)

Interface Input Key N7 T4y I NRAEENTA
A —TxA A,

Interface Output Key NZ 74 w7 BNEEINTA
H—T A R,

Flow Direction Key 7 u—NEE STV B A,
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Z4—ILF key 7+ —JL FEf=z[X nonkey | EE

J4—ILF
Counter Bytes Nonkey Ju—WNTHEE®HINT- N1 b
Counter Packets Nonkey Tu—RNTREmEINT 3y
Time Stamp System Uptime First | Nonkey BIDO /N NI EI T L

EOVAT LB (R VR
BN, DT A AN
T— R LTHhH DR .

Time Stamp System Uptime Last | Nonkey Bl DOy NIRRT L
E DV AT LBEERFE (XU
HAL, ZOT /A AR
7 — K LThHOREH) |

ERIEEFA L a3— K [Autonomous System ToS |

Flexible NetFlow D FHHEFHEFK A L 72— K [ Autonomous System ToS| Tix, BRI AT LMD b
T4 Ta—TFT—EBIOAA T T = A (ToS) b7 7 4 v 7u—F—H 23N
T7a—2ESLE T, Flexible NetFlow DFRIEHK A L = — K [Autonomous System ToS |
TiE, LLATO NetFlow @ [ Autonomous System ToS] OHEKF v v =2 LRI L key 7 4 —/V B X
Wnonkey 7 4 —/V RMEH S VE T,

G¥)

COFEMERFEAL A — NI, IPvA b7 7 4 v 7 ORHTTEFIEATE £,

Bk
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W DFIZ, Flexible NetFlow D RIEFHEF 4+ L 2 — F [ Autonomous System ToS| T H X415 key
74—/ FEB L WP nonkey 7 4 —/V FERLET,

5 6 : Flexible NetFlow DER1TEEFH L 23— K [ Autonomous System ToS] TlEREh b key 74 —IL KB &
U nonkey 7 4 —JL K

J4—ILF key 7 4+ —JL KEf=(X nonkey | EH
J4—ILF
IP ToS Key ToS 7 4 —/L KDl
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TJ4—IJLF

key 7 « —JL F E =% nonkey
TJa4—ILF

[—=4
=

IP Source autonomous system Key FETLIP T RLAOHFEI A
Th (BT EREFFY V),

IP Destination autonomous system | Key S IP 7 RV ADOBHE AT
L (BT EREFFI VYY)

Interface Input Key N7 4w IPZEEINTZA
H—TxA A,

Interface Output Key o740 I MDEEINTA
H—TxA A,

Flow Direction Key 7 a—NER STV D HI,

Counter Bytes Nonkey Ju—WNTHEE I N1 b

Counter Packets Nonkey Tu—NTHRE Iy b

Time Stamp System Uptime First | Nonkey IO/ NIIRZHL ST L
EDOVAT LR (2 VR
HBAL, ZOT A AR
T— K LT b OERR]) |

Time Stamp System Uptime Last | Nonkey BHRON sy NI ES T b
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Time Stamp System Uptime First | Nonkey BHID/ N SIS LT L

EOVAT LEERRL (R VR
BN, Z DT /34 AR
T— R LTH O

Time Stamp System Uptime Last | Nonkey ROy "I L
SO AT KR (2 U
HfZ, ZOT A ZABEANT
7=k LTHhHORRH) |
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B Flexible NetFlow 3 A5k

Flexible NetFlow D% E A%

HAATA XA L-78— La— FDETE

HAZ L Tua— La— RERETDHIE, ROEEEFITLET,

ANAZZA A L7 a—La— N3, FFEOAW TN 7 4 v 7 T—=F &0 5720 L
¥, IAFvA A LT=7a— La—RZiE, key 74— /L FELTHEHT S 1 2L E® match
FEHEN VI T, BH X nonkey 7 4 —/L K& LTEMT S 1 DLLED collect Z£HERH D F 97,

WA A X LTe7a—Lba— ROIEFNL, HELOMREMERH Y £, ZOEETIE, "laEMt:
DHDHNEHND 1 DEAEERT DT2ODOFNEICHOWTHBALET, MNEISLUTIOEEOFIEEZE
FL, B APbETHAZ L 77— La— REERLET,

FIROWE
1. enable
2. configure terminal
3. flow record record-name
4. description description
5. match {ipv4 |ipv6} {destination | source} address
6. VEIZIGLTCAT v 75 20 L, La—RKoBElkey 7 4 —/LV RE#HELET,
1. collect interface {input | output}
8 MHEIZIEULTAT v 7T E2MEVIEL, L a— FOBMnonkey 7 4 —/L RZFHELET,
9. end
10. show flow record record-name
11. show running-config flow record record-name
FlED M
ARV KRFERRETI Va3 Y B#
ATvI1 enable ¥t EXEC E— R& A R—7 M LET,
5l - SRRV FEASLET ERENEHE)
Device> enable
2Ty T2 configure terminal Jao—nN)ar7 4 Fal—ary ET— RERBELE
R
i -
Device# configure terminal
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nzav4ZLt=70—La—roze |

aAvY RFEEET7II Y

Sl

ATvT3 flow record record-name 7nr— L a— R&{ER L, FlexibleNetFlow 7 17— L 21—
Karv74F¥alb—vary®— Rt E7,
i -
*ZDavwr TR, BFOT7n— b a— RE&ERET
Device (config)# fl d - <
Desiceicontis)t tlov recor BIrbTEET
RATFvw T4 description description (EE) 7a— La— ROHBPZIEHR L ET,
il -
Device (config-flow-record) # description
Used for basic traffic analysis
ATFvTH match {ipv4 |ipv6} {destination |source} |7 o — L a—RKDkey 7 4 —/L FERELET,
address
GE) ZOFITIE, IPvASET FLA&Z L a— KD
il - key 7 4 —/V K& LT ELET, matchipvd
’ o< KT TTREZR Z DD key 7 4 — /b
Device (config-flow-record) # match ipv4 N :}‘o’cl:()“key 74—V RO EITE AR/
destination address A i
Z DD mateh =~ > RIZHOW T, [Cisco
10S Flexible NetFlow Command Referencell % %
LTI 7ZEN,
ATvT6 MEZRLTAT v 7 S 2 0iRL, L |—
a— RDiBlkey 7 4 —/V RERE L E
D
ATFvT7 collect interface {input|output} ANNA v H—T 24 A% L a— RKDnonkey 7 4 —/L K &
LTHRELET,
B GH WIS, AN v =T = A% LI— KD
I?evice (conlfig—flow—record) # collect nonkey 74—V R& LCHETAHEZRLE
interface input 7fo nonkey ;74’*_/VIQO)EQfEL:fﬁﬁHEqﬁEiﬁ%E
DAt collect 7~ > RIZOWTIE,  [CiscolOS
Flexible NetFlow Command Reference] %=Z M 1L
TLEENY,
ATvT8 VEIGECTAT v 7 T E2EVEL, L |—
21— KB nonkey 7 4 —/L RZFRE L
£
ATvT9 end Flexible NetFlow 72— L 23— K 23> 7 4 Fa l— 3
Y E— REKT LT, Rk EXEC E— FIZRD £,
15

Device (config-flow-record) # end
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ARV FERET7IVa Y El:g]
ATv710 show flow record record-name R BESNF-7o— L a— FOBED AT —HF R
ERARLET,
{1 -
Device# show flow record FLOW_RECORD-1
ATFvyIT1N1 show running-config flow record (L) BEsSnF7e— La— ROREXFERLE
record-name +.
{1 -

Device# show running-config flow record
FLOW_RECORD-1

20— LaO—FOBREDAT—RF ADERR

Zu— La— ROBIEDAT —Z A& FRRTHIE, WOAT v a MEEEZFEITLET,

FIRDHE

1. enable

2. show flow record
FIE D FE

AT w71 enable
enable =~ RIZ k- T, BMEEXECE— RZBELET (a7 ERERENEZHRATU—FRE AT

LEY) o

51 -

Device> enable
Device#

AXFw 2 show flow record
show flow record =~ > R TiL, F8ETH 70— FE=HDBREDAT —Z A EFR R LET,

&1 -
Device# show flow record
flow record FLOW-RECORD-2:
Description: Used for basic IPv6 traffic analysis

No. of users: 1
Total field space: 53 bytes
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Fields:
match ipv6 destination address
collect counter bytes
collect counter packets
flow record FLOW-RECORD-1:

Description: Used for basic IPv4 traffic analysis
No. of users: 1

Total field space: 29 bytes

Fields:

match ipv4 destination address
collect counter bytes
collect counter packets

SEL S =
JO— La— FEEEDHE:E
AN Licar7oXalb—rayavwy ReERT DT, ROA T a AMNEEEFITLET,

FIRDHE

1. enable

2. show running-config flow record
FIED

X w71 enable
enable =~ FIZ k- T, BMHEEXECE— RZBBLET (o7 MRERENEZHRRATU—RE AN

LET) .

51

Device> enable
Device#

AXFw 72 show running-config flow record
show running-config flow record =~ > FClL, f§ETLH7n—F=FDar7 1 Fal—v gy avy
NEeRRLET,

i -
Device# show running-config flow record

Current configuration:

|

flow record FLOW-RECORD-2

description Used for basic IPv6 traffic analysis
match ipv6 destination address

collect counter bytes

collect counter packets

|

flow record FLOW-RECORD-1

description Used for basic IPv4 traffic analysis
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[ ] ENERAALI—FEEALIPMERIZIPG 5T 49 oD T7A— EZ2DHRE

match ipv4 destination address
collect counter bytes

collect counter packets

collect timestamp sys-uptime first
collect timestamp sys-uptime last

FREEFALI—FZEALEIPMEEIXIPG ST 99D
A—E=-32DETE

7 v — & =X @ Flexible NetFlow D FEHIEFRF A L 2 — K [NetFlow IPv4/IPv6 Original Input| % f#
AL IPVA/IPV6 N T 7 4 v 7 ICxtT b 70— =X %R ET HI01E. WONBEEE®FETLE
7

K7u—F=X X, FHOXFy vy vaBFDETonTWET, 7e—F=FT &2, v v
Va U NONEBEIRLAT Y MEERETHLa—FBRMETT, La—RFRZ7xr—~vv b
I, FHIERBEADOLIA—R 74—y hOWVWTNNIT B EHLTEETH, ERO2—FT
H X Flexible NetFlow 72— L a2— K 227 ¥ = L—3 3 » E— KT collect 33 J: (X match =
<~V REHFEALTHEOLa— K 73—~y baEkT 22 b TEET,

FIEDHE

GE)

Tu—F=XZ DL a— K T7p—<v hErrecord 1~ RTEET AL, ORI 2—F
ZAEWMALTHLITRTDA L EZ—T oA ANE, 70— F=FZHIBRL TEL LERD
@ij‘o

enable

configure terminal

flow monitor monitor-name

description description

record netflow {ipv4 | ipv6} original-input

end

show flow monitor [[name] monitor-name [cache [format {csv | record | table} |][statistics]]

O NS R DN =

show running-config flow monitor monitor-name
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BHEREALI—FEHERALEIPVEEILIPG F5 T4 v DTO— E=FDEE [ ]

FIE D
ARV RFERETI3Y B#Y
ATy enable ¥iME EXEC E— F& A R—7 ML E T,
5l - *RAU—REASNLET (ERINTZHE)
Device> enable
ATFv T2 configure terminal Jua—»)L a7 4 FXalb—3ar B— RZ2BG
L/\i‘a_O
i :
Device# configure terminal
ATFvT3 flow monitor monitor-name 7u—E=X%{ER L. Flexible NetFlow 7 = — E
=Har74X¥al—varyE—FFEBBLET,
i -
*IoATY RTHE, BFO7n— =42k
Device (config) # flow monitor FLOW-MONITOR-1 E-g—é el & %) f% iﬁ—o
RTFw T4 description description (EE) 7o— =X OmAZ{ERL £,
11 :
Device (config-flow-monitor)# description
Used for monitoring IPv4 traffic
ATvT5 record netflow {ipv4 | ipv6} original-input Ju—F=HDlLa— REEELET,
1 -
Device (config-flow-monitor) # record netflow
ipv4 original-input
ATvT6 end Flexible NetFlow 70— E=% a7 ¢ a2 L —
valr E— RFaf T LT, %M EXEC E— FIZR
i - D ET,
Device (config-flow-monitor)# end
ATFwT] show flow monitor [[name] monitor-name [cache| ({I-7%) Flexible NetFlow 7 2 — E=X D AT —HX
[format {csv | record | table}]|[statistics]] AB L O ERE IR LET,
il -
Device# show flow monitor FLOW-MONITOR-2
cache
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ARV RFERRTI VA Y =Y
ATvS8 show running-config flow monitor monitor-name| ({LiZ) {EEINT-7 80— F=F DR EXFE L
£,
I
Device# show flow monitor FLOW MONITOR-1

JA—E=-42HAO 70— IO RXRKR—FDETE

FEMZR AT 2 HAY & LT, FlexibleNetFlow (2 X » TIRESN DT —4 &2 U E— h VAT A
W=7 AR— T HE0IC7e—F=HO 70— 7 AR—FERETHITE, ROL T3
NEEETFATLET,

7 nu— =7 AR—42L, Flexible NetFlow TIUE T 57 —F % NetFlow Collection Engine 72 £ D
VE—h VAT LANKETHEOIHEHENES, =7 AKR—FTIL, FTUAFR—F Frk
a/Le LTUDP, =7 AR— K 74—y & LTA=Va r9REHINET,

FIEDHEE
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To— T AR—=FZ LI, 1 OEOHENYR— N ENFT, BEROEECT—F 52Ty
ZR—bT 5581, O 70— 2 AR—FEZRELTC 70— F=H|ZED Y THNLE
NV ET,

IPvd £72131Pv6 7 FL ADWT M EHEH L T/ AR — FTEEJ,

enable

configure terminal

flow exporter exporter-name

description description

destination {hostname | ip-address} [vrf vrf-name]
export-protocol {netflow-v5 | netflow-v9 | ipfix}
transport udp udp-port

exit

© e NS RN =

flow monitor flow-monitor-name

—
o

. exporter exporter-name

=Y
—

. end

-—
N

. show flow exporter exporter-name

—
w

. show running-config flow exporter exporter-name



|  Flexible NetFlow DHE
Jo—x=4An7a— s 2R—40%E I

FIEDFH
ARV RFERETI3 Y B#
ATy enable K EXEC E— R A X —7 /M LE T,
5l - *RAT—REANLET (FEREINTEEA)
Device> enable
ATy T2 configure terminal sua— b ar7 4 Xal—vary - REBLE
ﬁ—o
il -
Device# configure terminal
2Ty T3 flow exporter exporter-name Tn— 7 AR—FZE L. Flexible NetFlow 7 11—
T AR—HF a7 4FXal—ar T— REMBL
15l 7
Device (config) # flow exporter EXPORTER-1 N =0 ]@«Gci %ﬁ@7 R 4 7\7]'\9*—5 ;%
ERERSTHZEHTEET,
ATFvw T4 description description EE) 77— =) AR—FOHHEER L ET,
il -
Device (config-flow-exporter) #
description Exports to datacenter
RATFwTH destination {/ostmame | ip-address} [vrf T AR—Z CT—A B R ETHHE AT LDRA
vrf-name] HEFEIP T FUAZRELET,
Bl GE) PV E£ITIPV6 7 RLADOW TR ZMA L
' THLIZ T AR— N TEET,
Device (config-flow-exporter) #
destination 172.16.10.2
25976 export-protocol {netflow-v5 | netflow-v9 | | == 25— 4 i ff] & 115 NetFlow = 7 A4 — | 71 |
ipfix} ANDON—T a ERELET,
B - * 5 7 /L ME : netflow-v9,
Device (config-flow-exporter) #
export-protocol netflow-v9
ATvIT transport udp udp-port N7V AR—F 7m bz LCUDP Z%EL, =7
AR— b E#L5 Flexible NetFlow k7 7« v 7 &5
I : AT LRSS H UDP A — R EHEE L E T,
Device (config-flow-exporter) # transport
udp 65
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Flexible NetFlow DM Z |

ARV RFERRETIVa Y

B

ATvT8 exit Flexible NetFlow 72— =7 AR —H 27 f Fa L —
varyE—FREKTLT, ZJue—lary 7 Xal—
i TaryE'—RIRERYET,
Device (config-flow-exporter) # exit
ATvT9 flow monitor flow-monitor-name ERNAER &2 7 v — £ = #|Zx] L C Flexible NetFlow
TJu—F=H arJ 4 FXal—iaryE—REeEBL
i - £
Device (config)# flow monitor
FLOW-MONITOR-1
ATv710 exporter exporter-name HANER SN T AR —Z OA4RTEfRELE T,
il -
Device (config-flow-monitor) # exporter
EXPORTER-1
ATvITN end Flexible NetFlow 7 10— £=4 a7 4 Fal— 3
E— FEHET LT, FiHE EXEC E— RIZRY £,
il -
Device (config-flow-monitor)# end
RATFvw 712 show flow exporter exporter-name UEE) lBESN 77— AR—FZDHED AT —
ZARRLET,
il -
Device# show flow exporter
FLOW_EXPORTER-1
279713 show running-config flow exporter (R $EE SN 7 B — =/ A — 2 DREA T L

exporter-name

I -

Device<# show running-config flow
exporter FLOW EXPORTER-1

iTo

WRAEATAAXAL-70— =2 DER

ARG T a— F= S 2ERT D11E, ROVLFEEZFATLET,

K70 —F=HIZE, EHOXF Yy v aRE OB THENTWET, 7e—F=X T L2, Ty v
Va xRN ONEBIRLAT U NEERTHLI— RNRMLETT,
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hzav14ZLt-70—x=40kk |

[T L& BHIIC

Flexible NetFlow D HFRIEHRF AL 2 — KOOV IZHT A X~ A A LTz a— REERT 256
1. ZOFRT BFETTIHENC, WA A AL a— RE2ERTA2HERDH Y £,

Fe R ET I AR— T HEDIIT O —Z I AR — T a0 — =X BT AR, o
AT HSE T T DRI AR—Z BERTHALENHY £,

GE) 7r—F=4 Trecord 2~ NO/XT XA —FZZEHF HHIIZ, no ip flow monitor =~ > N %
ERALT, 3 XTOAL o Z =T oA ADLHEAEHAO 7 n— E=F ZHIBRT 2 0ERH Y £
3, ip flow monitor ==~ > R|Z-2W\TiX, [Cisco IOS Flexible NetFlow Command Reference] %
ZRLTIEZSN,

FIEDHE
1. enable
2. configure terminal
3. flow monitor monitor-name
4. description description
5. record {record-name | netflow-original | netflow {ipv4 | ipv6} record [peer]}
6. cache {entries number | timeout {active | inactive | update} seconds | type {immediate | normal |
permanent} }
1. MWEIELTAT v 7 6 2MOVIKLT, 2070 —F=HDX Yy via RNTA—FDERE
FETLET,
8. statistics packet protocol
9. statistics packet size
10. exporter exporter-name
11. end
12. show flow monitor [[name] monitor-name [cache [format {csv | record | table}]] [statistics]]
13. show running-config flow monitor monitor-name
FIgDFH
ARV RFERERTIVa Y EL:Y
AT enable Fite EXEC £ — & A X —7/VIZLET,
Bl *RAT—REANLET (ERENHE) .
Device> enable
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Flexible NetFlow DM Z |

aAv Y RFEEET7I 3y

S

2Ty T2 configure terminal sua—s ) ary7 4 Xalb—v gy T— Feth
LET,
fAi
Device# configure terminal
ATvT3 flow  monitor monitor-name 7w — =% %Z{ER L. Flexible NetFlow 7 = — &
=Har7 4 Xal—yarET—REMBLET,
i
cZpavy RTIE, BEFo7e— =4 %%
Device (config)# flow monitor FLOW-MONITOR-1 ﬁiij‘%) - & 16 Tﬂcg i»ﬁ«
ATFv T4 description description (EE) 7a— =2 OMHEZFEHRLET,
fAi
Device (config-flow-monitor)# description Used
for basic ipv4 traffic analysis
ATFvTH record {record-name | netflow-original | netflow | 7o — =% L a— R F&EELET,
{ipv4 | ipv6} record [peer]}
11 -
Device (config-flow-monitor)# record
FLOW-RECORD-1
ATvT6 cache {entries number | timeout {active | inactive| ({L7%) 7um—F=F Xy v o T A —F (X
| update} seconds | type {immediate [normal | | ¢ 27 . Fro ol FUEK Frouia
permanent; FATE) BERLET,
1l - * timeout ¥ — U — FZFET 5% — U — FOfE
bevie (contigtl Cor b eache t X, ¥ ¥ v a2 XA 77 immediate |23 E I
evlice (conrig- Ow—-monitor cachne e
normal 7 e NTWBEGAITIIKE SN ERA,
ATvT1 VEIS U TAT v 6 &YKL T, ZD7 |—
H—E=XDF¥yya NTA—FOER%
ETLET,
ATvT8 statistics packet protocol (f£&) Flexible NetFlow =% O~ 1 | 2 L4538

11 -

Device (config-flow-monitor)# statistics
packet protocol

MatEMONEZ A R =T VI LET,
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Jn—E=4nBENRT—4220%% M

aAv Y RFEEET7I 3y

S

ATvT9 statistics packet size (f£#) Flexible NetFlow & =% O A X4y #hist
HHROWEZ A X —T VT LET,
fAi
Device (config-flow-monitor)# statistics
packet size
ATy 710 exporter exporter-name (EE) FANER SN AR —X DA RTE 1
E L/ i @—O
i
Device (config-flow-monitor)# exporter
EXPORTER-1
ATy TN end Flexible NetFlow 72— £=4% 217 4 ¥ 2 L —
vayE— REKT LT, Rt EXEC E— RIZK
i 0 ET,
Device (config-flow-monitor)# end
ATvT12 show flow monitor [[name] monitor-name [cache | ({£-7) Flexible NetFlow 7 & — E=X D AT —X
[format {csv | record | table}]] [statistics]] 2B L OWEHE AR R LET,
{1 -
Device# show flow monitor FLOW-MONITOR-2
cache
2ATv 713 show running-config flow monitor monitor-name| (L&) HEEIN-7 08— F=FXDOFEEZ R R L

11 -

Device# show running-config flow monitor
FLOW MONITOR-1

£

JO0—EZANHREDRAT—RADERT

Ta— T2 X DBIEDARAT — X AR RTHITIE, RO T v a AEEEZFETLET,

FIRDEE

1. enable

2. show flow monitor monitor-name
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B oo E-48FryramoT—20RT

FIEDFH

AT w71 enable
enable 2~ R L - T, BHEEXECE— FZBAELET (7 IRFRRINTEBENRAT—RE AT
LET) .

51 -

Device> enable
Device#

A Fw 72 show flow monitor monitor-name
show flow monitor =~ > R TiE, EETH 70— E=XDHEDAT — X AR R LET,

i -
Device# show flow monitor FLOW-MONITOR-1

Flow Monitor FLOW-MONITOR-1:

Description: Used for basic ipv4 traffic analysis
Flow Record: FLOW-RECORD-1
Flow Exporter: EXPORTER-1
Cache:
Type: normal
Status: allocated
Size: 1000 entries / 50052 bytes
Inactive Timeout: 15 secs
Active Timeout: 1800 secs
Update Timeout: 1800 secs

JA—E=- A Xv vy alDT—ADERTR
Ta— =X Ty v aNOT—HEFRTHIZIE, ROA T a U MEEE2FEITLET,

[T L& BHIIC

TH—FE=H Xy aNOTa—%EK KT HIHIZIE, NetFloworiginal L 2 — R TEFRK Iz
HEIZHEET DN T T4 v V2% EGTHA L —T =4 A, ANi7u— =X EEHT 505
VAT SR g A

FIRDOHE

1. enable

2. show flow monitor name monitor-name cache format record

i Flexible NetFlow 0> 7 ¢ ¥a1lL—3 3> H4 K. Ciscol0S XE Release 38 (ASR 1000)



|  Flexible NetFlow DHE

FIEDFH

ATy I

ATy T2

Jo— =4 FvviamnrF—a0xsc |

enable
enable 2~ RIZL > T, ¥HEEXECE— RZBIELET (o 7 ERERINTZH/NRAT—REAT]
LET) .

51 -

Device> enable

Device#

show flow monitor name monitor-name cache format record

show flow monitor name monitor-name cache format record =~ > NXXFH|TIL, 7o — FE=HDAT—H
R MEHEH., BXOX vy v aNO TR — F— X EFRLET,

i
Device# show flow monitor name FLOW-MONITOR-1 cache format record
Cache type: Normal
Cache size: 1000
Current entries: 4
High Watermark: 4
Flows added: 101
Flows aged: 97
- Active timeout ( 1800 secs) 3
- Inactive timeout ( 15 secs) 94
- Event aged 0
- Watermark aged 0
- Emergency aged 0
IPV4 DESTINATION ADDRESS: 172.16.10.5
ipv4 source address: 10.10.11.1
trns source port: 25
trns destination port: 25
counter bytes: 72840
counter packets: 1821
IPV4 DESTINATION ADDRESS: 172.16.10.2
ipv4 source address: 10.10.10.2
trns source port: 20
trns destination port: 20
counter bytes: 3913860
counter packets: 7326
IPV4 DESTINATION ADDRESS: 172.16.10.200
ipv4 source address: 192.168.67.6
trns source port: 0
trns destination port: 3073
counter bytes: 51072
counter packets: 1824

Device# show flow monitor name FLOW-MONITOR-2 cache format record

Cache type: Normal
Cache size: 1000
Current entries: 2
High Watermark: 3
Flows added: 95
Flows aged: 93

- Active timeout ( 1800 secs) 0
- Inactive timeout ( 15 secs) 93
- Event aged 0
- Watermark aged 0
- Emergency aged 0
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IPV6 DESTINATION ADDRESS: 2001:DB8:4:ABCD::2

ipv6 source address: 2001:DB8:1:ABCD::1
trns source port: 33572

trns destination port: 23

counter bytes: 19140

counter packets: 349

IPV6 DESTINATION ADDRESS: FF02::9

ipv6 source address: FE80: :A8AA:BBFF:FEBB:CC03
trns source port: 521

trns destination port: 521

counter bytes: 92

counter packets: 1

— /e =
JO0— E=-32RTFEDHEDR
AN Licar7oXalb—rayavwy RERT DT, ROA T a AMNEEEFEITLET,

FIRDHE

1. enable

2. show running-config flow monitor
FIED

X w71 enable
enable =~ FIZ k- T, BMHEEXECE— RZBLET (a7 MRERENEZHRRATU—RE AT

LET) .

51

Device> enable
Device#

A w 72 show running-config flow monitor
show running-config flow monitor =~ > R T, fFE L7 rn— E=FDar 7 4 Fal— g a~v
Y FeFRLET,

i -
Device# show running-config flow monitor FLOW-MONITOR-1

Current configuration:
|
flow monitor FLOW-MONITOR-1
description Used for basic ipv4 traffic analysis
record FLOW-RECORD-1
exporter EXPORTER-1
cache entries 1000
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1va—oz42~070—=20ER I}

A3 —T I AANDT7A— FE=Z2NEA

Tu—%=SET VT 4 TET DN, 1OULEDA 7 =T = A RS 20BN H Y £,
Tn— E=FET 7T 47T DT ROMAFEEEZFITLET,

FIEOME
1. enable
2. configure terminal
3. interface #ype number
4. {ip |ipv6} flow monitor monitor-name {input | output}
5 ZRT v T3BIV4ERYVIELT, NI T4y I BE=XTHTNRNAADMDA 2 —T = A
ATT7R—E=F&2T 7747 LET,
6. end
1. show flow interface #ype number
8. show flow monitor name monitor-name cache format record
FlED
OV bFEREETOVa Y B&Y
ATy enable FitE EXEC E— R& A X—7 /LI LET,
- P RRT— REAALET ERSNLZHE) .
Device> enable
ATFv T2 configure terminal rJua—n)L a7 4 Xal—3g )y F— RE2HG
l./ \i j—O
1 -
Device# configure terminal
AFvT3 interface type number Ao B =T o f REAEE L, A F—T 2 Ry

51 -

Device (config)# interface GigabitEthernet
0/0/0

T4 X2l —TaryE®—RERBLET,

Flexible NetFlow 21> 7 « ¥ a2 L—3 3> H4 K. Cisco l0S XE Release 3S (ASR 1000) [ |



B > %—7 x4 ZTFlexible NetFlow A Z— T JLIL S W T\ B = & DR
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AR RFEREETOVa Y

E[:b)

ATFvT4 {ip | ipv6} flow monitor monitor-name {input | |{EkFHD 70 —F=F % FT 7 4 v 7 OS5H%
output} RENRDBALVE—T A ATEHV B THI LT, %
DT7a—F=HET 7T 47 LET,
51 -
Device (config-if)# ip flow monitor
FLOW-MONITOR-1 input
ATvT5 ATy T 3IBLVAEBEVIRLT, NTT7 4y |—
JHT=HTHT A ADMDA o H—T =
AARATTIe—F=XET 7747 LET,
ATvT6 end A B =T Af A AT 4 X2l — g F—FR
T L. FifE EXEC £— RIZEY £,
1 -
Device (config-if)# end
ATvIT show flow interface nype number FREESNI=A v % —7 = A AD Flexible NetFlow ¢
AT =B A (A F—TNVERITT =T N) &%
1 RLET,
Device# show flow interface GigabitEthernet
0/0/0
ATFv T8 show flow monitor name monitor-name BEShEZ7ue—F=FDAT—F A WHEHER.

cache format record

1 :

Device# show flow monitor name
FLOW _MONITOR-1 cache format record

BLOX vy v v aNOT7u—TF =2 2K RLET,

A4 >3 —7 x4 X CFlexibleNetFlow™ 1 r—TJJLILENTLNBZ ED

R

FIRDHE
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1. enable

2. show flow interface type  number
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FIEDFH

ATy I

ATy T2

Flexible NetFlow @)

=

E

enable

Flexible NetFlow 0% 5E i

enable 2~ RIZL > T, ¥HEEXECE— RZBIELET (o 7 ERERINTZH/NRAT—REAT]

LET) .

51 -

Device> enable
Device#

show flow interface type

number

show flow interface =~ > K CiX, A % —7 = A AT Flexible NetFlow 2’ f 2 —T7 /WLl 72 > TNH I L%

R L ET,

151 -

Device# show flow interface GigabitEthernet 0/0/0

Interface GigabitEthernet0/0/0

FNF: monitor:
direction:
traffic(ip):

FNF: monitor:
direction:
traffic (ipv6) :

FLOW-MONITOR-1
Input

on
FLOW-MONITOR-2
Input

on

Device# show flow interface GigabitEthernet 1/0/0
Interface GigabitEthernetl1/0/0

FNF: monitor:
direction:
traffic(ip):

FNF: monitor:
direction:
traffic (ipv6) :

FLOW-MONITOR-1
Output

on
FLOW-MONITOR-2
Input

on

&% TE 151

5] : IPv8d ~ 5 7 « v 2 FA®D Flexible NetFlow &

K& L a— KNS

=L
5374

KIZ, Flexible NetFlow D HFEFHF &L 27— K [BGP ToSNext-Hop| #fH L C7u—E=4%

FEL. IPVA N T 7 4 v 7 BT ZTAFEOHZRLET,
o, Fa— L ary 74X al— gy B— RTHEBELET,

flow monitor FLOW-MONITOR-1
record netflow ipv4 bgp-nexthop-tos

exit
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!
ip cef
|

interface Ethernet 0/0

ip address 172.16.6.2 255.255.255.0
ip flow monitor FLOW-MONITOR-1 input
|

5 - IPv6 k5 7 4 v BD Flexible NetFlow BRI E&E XA L 01— FD%

X

RIZ. Flexible NetFlow DR EFHF A L 22— K [Source Prefix| #fH L C7n— =X Z2RE
L. IPV6 N7 7 4 v 7 =T 5 HEOHEZRLET,

OB, Fe— L ar 7 4 Fal—vary B RCRHHLET,

flow monitor FLOW-MONITOR-2

record netflow ipvé source-prefix
exit

ip cef

ipvée cef

|

interface GigabitEthernet 0/0/0

ipv6 address 2001:DB8:2:ABCD::2/48
ipv6 flow monitor FLOW-MONITOR-2 input
|

Bl AFIREREINI-O0—ZFFRITLIEEFEND 70— La—F v vy

=L

o aAMETE

W, W—=EZDT_XTCDA B =T 2 A ALDEAT 7 P — & (ToS) 74—/ REEHS
HTOOBRERZRLET, ZOHL, show flow monitor =~ > R&ZfEH LT, /L—% THH
DBEIMT—FZWNETDHZEEZHNE L TWDED, T AR—FIIRESHTWHETA,

ZofNE, Fe—rL ar 7 4 FXal—rar T— RCHBLET,

flow record QOS RECORD

description UD: Flow Record to monitor the use of TOS within this router/network
match interface input

match interface output

match ipv4 tos

collect counter packets

collect counter bytes

exit

|

flow monitor QOS MONITOR

description UD: Flow Monitor which watches the limited combinations of interface and TOS
record QOS_RECORD

cache type normal

cache entries 8192 ! 275 (combos of interfaces) * 256 (values of TOS)
exit

|
interface GigabitEthernet0/0/0

ip flow monitor QOS MONITOR input

exit

|
interface GigabitEthernet0/1/0
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ip flow monitor QOS_MONITOR input
exit

|
interface GigabitEthernet0/2/0

ip flow monitor QOS MONITOR input
exit

!

show flow monitor =~ > FCiX, v v a2 DBHEDAT —X AEFR RLET,

Router# show flow monitor QOS_MONITOR cache

Cache type: Normal
Cache size: 8192
Current entries: 2

High Watermark:
Flows added:
Updates sent ( 1800 secs)

o NN

Bl :IPv6 FS 74w IDE=ZRAYVITRODAARAL ZJO— LOa—F

=JL ==

Ty v a1DETE
WOBITIE, IPV6 T 7 4 v Z7ERFADOH AL L 77— La— R v viazERLET,
oL, Fa—r L ar7 4 FXalb—ary T—RKCTHBLET,

!

ip cef

ipvé cef
!

flow record FLOW-RECORD-2

description Used for basic IPv6 traffic analysis
match ipvé destination address

collect counter bytes

collect counter packets

!
flow monitor FLOW-MONITOR-2

description Used for basic IPv6 traffic analysis
record FLOW-RECORD-2

cache entries 1000

|

interface GigabitEthernet0/0/0

ipv6 address 2001:DB8:2:ABCD::2/48

ipvé flow monitor FLOW-MONITOR-2 input

!

interface GigabitEthernetl/0/0

ipv6 address 2001:DB8:3:ABCD::1/48

ipvé flow monitor FLOW-MONITOR-2 output

|

Bl BHOFHRSN-70—Z2&AY HKkEMNETIO0—La—FXry

T AMNETE

WIZ, —=ZDTXCDA L H—T A ALDOXAT &7 H—EA (ToS) 74—V REEHRT
Bl DEREBZR LET, ZOHIL. show flow monitor =~ > R&Z{#HH L T, /L—& THITH
DBMT —ZHZNETAHZLEZANE L TWATED, =7 AR—ZIIREINTWETA,
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5 : 1Pva B KU IPV6 5 7 1 v - D Flexible NetFlow Egress Accounting %5

oW, Fae— )L a7 4 FXal— gy F— FCHBLET,

I
ip cef
|

flow record QOS RECORD

description UD: Flow Record to monitor the use of TOS within this router/network
match interface input

match interface output

match ipv4 tos

collect counter packets

collect counter bytes

exit

|
flow monitor QOS MONITOR
description UD: Flow Monitor which watches the limited combinations of interface and TOS
record QOS RECORD

cache type permanent

cache entries 8192 ' 275 (combos of interfaces) * 256 (values of TOS)
exit

!
interface ethernet0/0

ip flow monitor QOS MONITOR input
exit

|

interface ethernet0/1

ip flow monitor QOS MONITOR input
exit

|

interface ethernet0/2

ip flow monitor QOS MONITOR input
exit

!

interface serial2/0

ip flow monitor QOS MONITOR input
exit

|

interface serial2/1

ip flow monitor QOS MONITOR input
|

show flow monitor =~ FTiX, v vV aDBEOAT —X A 2R RLET,

Router# show flow monitor QOS MONITOR cache

Cache type: Permanent
Cache size: 8192
Current entries: 2
High Watermark: 2
Flows added: 2
Updates sent ( 1800 secs) 0

{5 - IPvdE K TIPV6 k5 7 « +v ¥ A D FlexibleNetFlowEgressAccounting

o

)

A

X &

WIZ, IPvd BEIPv6 T 7 4 v 7 D Flexible NetFlow (N7 H o5 ¢ o PR3/ ET D HE
OB &R LET,

o, Fa—rar 7 4 X2 b—v gy B— RCHBLET,

!
flow record v4 rl

match ipv4 tos

match ipv4 protocol

match ipvé4 source address
match ipv4 destination address
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match transport source-port
match transport destination-port
collect counter bytes long
collect counter packets long

|

flow record v6_rl
match ipvé traffic-class
match ipv6 protocol
match ipv6 source address
match ipvé destination address
match transport source-port
match transport destination-port
collect counter bytes long
collect counter packets long
|
flow monitor FLOW-MONITOR-1
record v4_rl
exit
|
!
flow monitor FLOW-MONITOR-2
record v6_rl
exit
|
ip cef
ipv6 cef
|

interface GigabitEthernet0/0/0

ip address 172.16.6.2 255.255.255.0
ipv6 address 2001:DB8:2:ABCD::2/48

ip flow monitor FLOW-MONITOR-1 output
ipv6 flow monitor FLOW-MONITOR-2 output

NetFlow HJ A4 42 —J 24 X i R— FD:

=JL ==
X B

wOFNL, IPvd b T 7 4 > 7 D Flexible NetFlow 7' A L Z—7 = A4 A Y R— NEHRETDH

EERLTWET,
OB, se— L ar T 4 Fal—vary B RCRHBLET,

|
flow record vé4 rl
match ipv4 tos
match ipv4 protocol
match ipv4 source address
match ipv4 destination address
match transport source-port
match transport destination-port
collect counter bytes long
collect counter packets long
|
flow monitor FLOW-MONITOR-1
record v4_rl
exit
|
ip cef
|

interface Ethernet0/0.1

ip address 172.16.6.2 255.255.255.0
ip flow monitor FLOW-MONITOR-1 input
|

WIT. IPV6 57 4 » 2 F1O NetFlow # 7 A 2 #—F = 4 2 HH— hET S 2 L— h 21017

Flexible NetFlow Z X E T 2 HFiEDOHIZ R L ET,

Flexible NetFlow 21> 7 « ¥ a2 L—3 3> H4 K. Cisco l0S XE Release 3S (ASR 1000) [ |



Flexible NetFlow D=

B #: Flexible NetFlow TO#HM T & R FK— FEDHEE

{51 : Flexible

oW, Fae— )L a7 4 FXal— gy F— FCHBLET,

flow record v6_rl
match ipv6é traffic-class
match ipvé protocol
match ipvé source address
match ipv6 destination address
match transport source-port
match transport destination-port
collect counter bytes long
collect counter packets long
collect timestamp absolute first
collect timestamp absolute last
!
flow monitor FLOW-MONITOR-2
record v6_rl
exit
|
ip cef
ipvé cef
|

interface Ethernet0/0.1

ipv6 address 2001:DB8:2:ABCD::2/48
ipvé flow monitor FLOW-MONITOR-2 input
|

NetFlow TOEHIT I AFR— FEDERTE

WK DOFL. Flexible NetFlow /L F =7 AR — "NEEZRET HIHFEEZRLTNET,
O, re— L ar 7 4 Xal—Y gy B— NCHEBLET,

flow exporter EXPORTER-1
destination 172.16.10.2
transport udp 90

exit

|

flow exporter EXPORTER-2
destination 172.16.10.3
transport udp 90

exit

|

flow monitor FLOW-MONITOR-1
record netflow-original
exporter EXPORTER-2
exporter EXPORTER-1
exit

|

ip cef

|

interface GigabitEthernet0/0/0

ip address 172.16.6.2 255.255.255.0
ip flow monitor FLOW-MONITOR-1 input
|
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CiscoIOS =2~ R [Cisco I0S Master Command List, All Releases.]
Flexible NetFlow OHE&1E #ids L O E1ESE [Flexible NetFlow 2> 7 4 X2 L — 3 H
£ K]
Flexible NetFlow =~ > R [ Cisco IOS Flexible NetFlow Command Referencel]
1R ZE/RFC
R 24 kL

ORI DR — N ENDAFIRETITEF | —
SIN-HEHE/RFCITH Y FH A,

MiB
MIB MB®D!') s
2L B LT Ty N7+ —A, VAV 7 Y=

7 V=2, BLXOV 4—F % &y D MIB
PRRLTHE Y — R D588, kO URL
\Z 3 % Cisco MIB Locator Z{# ] L £,

http://www.cisco.com/go/mibs
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Bl

)

VAADYR—FBIN N2 AT —v g v
Web VA FTlt, v oo — KAlfER~==7
I, V7 N7 V= NIpEDOF L TA Y
V=Z2ERELTWEST, bl V—2A
. Y7 MU= TEA ARV LTRE L
D, YAORKCT 7 ) v v—I2BT B Hl
HIRMEZ R LT T 57O LTS
VW, ZDWeb WA KN EDY—)ZT 7 EAT
HERIZ. Cisco.com D7 A ID B LS A
U — RAMETT,

http://www.cisco.com/cisco/web/support/index.html

Flexible NetFlow #8215 3R

WORIZ, ZOFY 22— /LTl L7-EEICET 2 ) U — X FHRERLET,

Ux7 VU= hLA U THEEROV RN — FNEASNEEDY T =T V) =X T%
ARLTWET, ZOKEET. FICH Y BRWIRY . ZRUEO—EDY 7 by =7 J U —2TH

PR—bSNET,

ZoRIF, VT b

T R 7 =DV R—FBLR 23 YT 2T A A—VOWR— MNMIEAT DGR E R

951X, Cisco Feature Navigator Zffif L £,

Cisco Feature Navigator |27 7 £ A3 51214,

www.cisco.com/go/ctn [IZBHE) L £9°, Cisco.com DT T2 MIKEH Y £H A,
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5= 18 : Flexible NetFlow D 4RETE 4R

Hae 1)) —2x HRETE R
Flexible NetFlow 12.2(33)SRC

12.2(50)SY

12.4(9)T

15.0(1)SY

15.0(1)SY1

Cisco IOS XE Release 3.1S

Iy
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Flexible NetFlow 73 A X1 £
L7z,

Z DHEREDH AR — M, Cisco
7200 >V —X L—ZHL LT
Cisco IOS Release 12.2(33)SRC
cTEMEShE L,
KD~ RPVEANETITER
S#vE L7, cache (Flexible
NetFlow) . clear flow
exporter, clear flow monitor,
clear sampler, collect counter,
collect flow, collect interface,
collect ipv4, collect ipv4
destination, collect ipv4
fragmentation, collect ipv4
section, collect ipv4 source,
collect ipv4 total-length, collect
ipv4 ttl, collect routing. collect
timestamp sys-uptime, collect
transport, collect transport
icmp ipv4. collect transport
tcp. collect transport udp,
debug flow exporter, debug flow
monitor, debug flow record.
debug sampler. description
(Flexible NetFlow) .
destination, dscp (Flexible
NetFlow) . exporter, flow
exporter, flow monitor, flow
platform. flow record. ip flow
monitor, match flow, match
interface (Flexible NetFlow) .
match ipv4, match ipv4
destination, match ipv4
fragmentation, match ipv4
section, match ipv4 source,
match ipv4 total-length, match
ipv4 ttl, match routing, match
transport, match transport
icmp ipv4. match transport
tcp. match transport udp.
mode (Flexible NetFlow) .
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option (Flexible NetFlow) .
record, sampler, show flow

exporter, show flow interface,
show flow monitor, show flow
record, show sampler, source
(Flexible NetFlow) . statistics
packet, template data timeout,
transport (Flexible NetFlow)
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