vy bJD—o%FETOMIIL

Xy NU—=Z7RET 1 kab (NETCONF) [X, Ry MU —27 T8 ZADEH, RET —F DI
. BLOF LWRET —XD7T v 7/ a— REBERIT ) L ODOBEIR AN = AL EERTDHH
?DTF, NETCONF Tit, RET7T —#BLNT v bar Ayt —T L LTHRRARE~Y—27 7 »
‘S5 (XML) X—ADOT— X 5{bEEHLET,

° *F% hﬁ?&mﬁﬁmu, 1 =

* NETCONF OS5t 2 ~—v

* NETCONF O#f#E, 2 ~—

* NETCONF O E L, 2 _—

* NETCONF O ERF], 10 ~—

* NETCONF (2B 2 BMfE#H, 13 ~—

* NETCONF OFERETE#, 14 ~—

© HEEEE, 15 ~—v

HEEIHRR DR

RO 7 2T VU —RATliE, 2TOFY 22—V TitBHENE T XTOMENRTFR— &N
TWD EITRY £ A, EHOESEL LOHERIEHRIC OV TIX,  [Bug Search Tooll 3 X ONTfl
HOTZ7y v 74—V 7 o7 V) —RZHS LY V=R ) —FE2ZRL T EEN,
ZOEYV 2= /VMIRH SN T DOEEEOEMZ R L, SEENYR—FShTnd Y U —20D
UZ MR T 25815, ZOFVa2a—LORRICHHEEFBRORESR LTIV,

TI7Y N7 =LY R BIORAY T T =T A A=V OV R— MIET D HREHER
9 5 IZI%, Cisco Feature Navigator Zf# ] L &7, Cisco Feature Navigator |27 7 & 23 51Z1%
www.cisco.com/go/ctn IZEE) L £9, Cisco.com DT H 72 MIVLEH D FH A,
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Fvbko—sBEIOraL |
B NeETCONF omTIREH

NETCONF D RIIZSH

netconf max-session =~ > N THE SN TS K 912, & NETCONF & v 3 Tty {THMLET
R

NETCONF OO #1 2

NETCONF ;& 47

Nmrmw@\MH&WFLT&E%E@@%%%ELifo@ﬁﬁ REEBENMTONI-Z &

ERTANRNTY, BEICIE, REOBM, HIFR, £ iﬂ%E?ﬁi‘&)Diﬁ“o WENL, WEENAT

DN EEEDRZIT, uﬁszwﬁémt HEDBATIZOWVTEBD A vE—UTiE<,
SHOEEEZTFT 1 OOAvE—IL L'Cﬁé{:.éﬂi’h

NETCONF D&% %E /5%

NETCONF Ry FD—HO 12— 75— 3 VDERTE

FIEDHE
1. NETCONF % SSH %7 v A7 A& LT T X 912, NETCONF X hU—7 <% —
TV —a VERET DI, RO CLI CFHNEHEH L ET,
2. NETCONF & v ¥ = v Ot <IZ, <hello> 2 & Tek D X 572 XML XEEEETDHZ LI
LoT, —OfEL R LET,
3. ko XML LFFNEEA LT, NETCONF %> hU—27 w3 —T % 77U r— 2 )
NETCONF @ 2 X2 ETEH L 21 LE T,
4. NETCONF % hU—7 <F— % 77V r—3 3 O NETCONF ;@i DO%(E £ 1-13%E %
B4 52i%, RO XML XF8 &2 L £,
FIE D FEHE

ATw 1 NETCONF % SSH %7 v A7 A& L THOHT X 512, NETCONF v hU—7 ~F—V % 77V Ir—
g UERETHITIE. RO CLI XFHNZFEH L ET,
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ATy T2

ATvT3

ATvT4

NETCONF v t7—4 2 2—Sv 77U —vavniE I}

51 -

Unix Side: ssh-2 -s companyname@l0.1.1.1 netconf

NETCONF & v 3 » OfEN#% T <IZ, <hello> ZETeIRD L H 72 XML XELZEETDHZ LITL- T,
P — \OREE R LET,

51

<?xml version="1.0" encoding="UTF-8"?>
<hello>
<capabilities>
<capability>
urn:ietf:params:xml:ns:netconf:base:1.0
</capability>
<capability>
urn:ietf:params:ns:netconf:capability:startup:1.0
</capability>
</capabilities>
<session-id>4<session-id>
</hello>]11>]11>

7547 M. <hello> 258 XML XELZEEL UK LET,

51 -

<?xml version="1.0" encoding="UTF-8"?>
<hello>
<capabilities>
<capability>
urn:ietf:params:xml:ns:netconf:base:1.0
</capability>
</capabilities>
</hello>]1]1>]11>

GE) ZOFITIE, = 3D <hello> A v E—TVDERFRRICZ FA T MDA vE—UNRFES Z LI
725 CWET A, NETCONFH7 > 27 AOPMb#%Z T <2, Wi A RODIZIEFRFRZ A v &—
UNREEINET,

Ev bk T TONETCONF ZKiE, ZROK DY ZR-T]>]]> THROLILERH D T, P> —
FUANEFEEINDET, T AFERZLHE L R A,

R DOBNZHWTIE, ] : NETCONF over SSHV2 D% E] #ZMH L TL &0,

WD XML L5501 L C, NETCONF % v kU —27 vx— % 77U »r—3 3 L) NETCONF il &l &
EZETELEIITLET,

i

<?xml version="1.0" encoding="UTF-8" 2>

<rpc message-id="9.0"><notification-on/>

</rpc>]11>11>

NETCONF %~ hU—2 =3%—% 77U A —3 3 0O NETCONF SBHIDOEEF I ELE I3
1. kD XML CFEANEFH L E9,
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51 -

<?xml version="1.0" encoding="UTF-8" 2>
<rpc message-id="9.13"><notification-off/>
</rpc>11>11>

NETCONF X O— FDE{E

NETCONF XA B— K& Ry hU—F ==V % TV r— 3 AZBETHITIE. RO XML
SCFHNEEA L ET,

<?xml version="1.0" encoding="UTF-8"?>
<xs:schema targetNamespace="http://www.cisco.com/cpi 10/schema" elementFormDefault="qualified"
attributeFormDefault="unqualified" xmlns="http://www.cisco.com/cpi 10/schema"

xmlns:xs="http://www.w3.0rg/2001/XMLSchema">

<!--The following elements define the cisco extensions for the content of the filter
element in a <get-config> request. They allow the client to specify the format of the
response and to select subsets of the entire configuration to be included.-->

<xs:element name="config-format-text-block">

<xs:annotation>
<xs:documentation>If this element appears in the filter, then the client is

requesting that the response data be sent in config command block format.</xs:documentation>

</xs:annotation>
<xs:complexType>
<xs:sequence>
<xs:element ref="text-filter-spec" minOccurs="0"/>
</xs:sequence>
</xs:complexType>
</xs:element>
<xs:element name="config-format-text-cmd">
<xs:complexType>
<xs:sequence>
<xs:element ref="text-filter-spec"/>
</xs:sequence>
</xs:complexType>
</xs:element>
<xs:element name="config-format-xml">
<xs:annotation>
<xs:documentation>When this element appears in the filter of a get-config request,
the results are to be returned in E-DI XML format. The content of this element is treated
as a filter.</xs:documentation>
</xs:annotation>
<xs:complexType>
<xs:complexContent>
<xs:extension base="xs:anyType"/>
</xs:complexContent>
</xs:complexType>
</xs:element>
<!--These elements are used in the filter of a <get> to specify operational data to
return.-->
<xs:element name="oper-data-format-text-block">
<xs:complexType>
<xs:sequence>
<xs:element name="show" type="xs:string" maxOccurs="unbounded"/>
</xs:sequence>
</xs:complexType>
</xs:element>
<xs:element name="oper-data-format-xml">
<xs:complexType>
<xs:sequence>
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<xs:any/>
</xs:sequence>
</xs:complexType>
</xs:element>
<!--When confing-format-text format is specified, the following describes the content
of the data element in the response-->
<xs:element name="cli-config-data">
<xs:complexType>
<xs:sequence>
<xs:element name="cmd" type="xs:string" maxOccurs="unbounded">
<xs:annotation>
<xs:documentation>Content is a command. May be multiple
lines.</xs:documentation>
</xs:annotation>
</xs:element>
</xs:sequence>
</xs:complexType>
</xs:element>
<xs:element name="cli-config-data-block" type="xs:string">
<xs:annotation>
<xs:documentation>The content of this element is the device configuration as it
would be sent to a terminal session. It contains embedded newline characters that must be
preserved as they represent the boundaries between the individual command
lines</xs:documentation>
</xs:annotation>
</xs:element>
<xs:element name="text-filter-spec">
<xs:annotation>
<xs:documentation>If this element is included in the config-format-text element,
then the content is treated as if the string was appended to the "show running-config"
command line.</xs:documentation>
</xs:annotation>
</xs:element>
<xs:element name="cli-oper-data-block">
<xs:complexType>
<xs:annotation>
<xs:documentation> This element is included in the response to get operation.
Content of this element is the operational data in text format.</xs:documentation>
</xs:annotation>
<xs:sequence>
<xs:element name="item" maxOccurs="unbounded">
<xs:complexType>
<xs:sequence>
<xs:element name="show"/>
<xs:element name="response"/>
</xs:sequence>
</xs:complexType>
</xs:element>
</xs:sequence>
</xs:complexType>
</xs:element>
<xs:schema>

NETCONF BEXHD T +—< v k

NETCONF R hU—7 =3 —T % TV r—aid, xsd Ax—< 77 A )VEMHEHLT,
NETCONF * v hU—2 =% — % 77U #—3i 3 & NETCONF over SSHv2 ¥ 7213 NETCONF
over BEEP 358192 7 /3 A A & O] TR &5 XML NETCONF @I A v E—Y D7 4 —~< v
ek LET, TNOEDT7 7 ANET T IO EIFAXT—<HAY Y — LV TERTEET,
INHDAX—<52FEH L TXMLOZYMEZRGECEET, INDLDAXF—< TRtk 501,
R EINDT—HZ DT 3 —~< " ThHo THETIEHY HA,

NETCONF [ <edit-config> F{REZ I L T, FFEDRET N TEREDF —7 v MREICH— R
LET, TOHLOVREZAN LSS, #—7y MRERBEESHAONEEAL, =7y MK
B, BROREFEILOT = BLOBERSNIZEEIS U TERSNET,
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Fvbko—sBEIOraL |

NETCONF @X1D 7+ —< v k

KRIZ, CLI, CLIZ7 vy 7”7 BLOXML D% 7 +—~ v D NETCONF <edit-config> #§HED A F—
~ERLET,

NETCONF <edit-config> &3k : CLI 7+ —< v k

<?xml version="1.0" encoding="UTF-8"?>
<rpc message-1d="101" xmlns="urn:ietf:params:xml:ns:netconf:base:1.0">
<edit-config>
<target>
<running/>
</target>
<config>
<cli-config-data>
<cmd>hostname test</cmd>
<cmd>interface fastEthernet0/1</cmd>
<cmd>ip address 192.168.1.1 255.255.255.0</cmd>
</cli-config-data>
</config>
</edit-config>
</rpc>11>11>

NETCONF <edit-config> i5%:CLI 74+ —< v +

<?xml version="1.0" encoding="UTF-8"?>

<rpc-reply message-id="101" xmlns="urn:ietf:params:netconf:base:1.0">
<ok/>

</rpc-reply>11>11>

NETCONF <edit-config> Z3X : CLI 7By Y J4+—<w b

<?xml version="1.0" encoding="UTF-8"?>
<rpc message-id="netconf.mini.edit.3">
<edit-config>
<target>
<running/>
</target>
<config>
<cli-config-data-block>
hostname bob
interface fastEthernet0/1
ip address 192.168.1.1 255.255.255.0
</cli-config-data-block>
</config>
</edit-config>
</rpc>11>11>

NETCONF <edit-config> 5% : CLI 7R vy J4—< v b

<?xml version="1.0" encoding=\"UTF-8\"?>

<rpc-reply message-id="netconf.mini.edit.3" xmlns="urn:ietf:params:netconf:base:1.0">
<ok/>

</rpc-reply>]11>11>

WIZ, CLIBXOCLI 7 1 v 27 D& 7 4+ —~ > K ® NETCONF <get-config> FEHED A ¥ —~< & /R L
ij‘o

NETCONF <get-config> 3k : CLI 7+ —< v k

<?xml version="1.0" encoding=\"UTF-8\"?2>
<rpc message-id="101" xmlns="urn:ietf:params:xml:ns:netconf:base:1.0">
<get-config>
<source>
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NETCONF BHID T+ —< v + [}

<running/>
</source>
<filter>
<config-format-text-cmd>
<text-filter-spec> | inc interface </text-filter-spec>
</config-format-text-cmd>

</filter>
</get-config>
</rpc>11>11>

NETCONF <get-config> [&2: CLIl 7+ —< v k

<?xml version="1.0" encoding=\"UTF-8\"?2>
<rpc-reply message-id="101" xmlns="urn:ietf:params:xml:ns:netconf:base:1.0">
<data>
<cli-config-data>
<cmd>interface FastEthernet0/1</cmd>
<cmd>interface FastEthernet0/2</cmd>
</cli-config-data>
</data>
</rpc-reply>11>11>

NETCONF <get-config> Z3k : CLI 7@ vy 74+—< v b

<?xml version="1.0" encoding=\"UTF-8\"?>
<rpc message-1d="101" xmlns="urn:ietf:params:xml:ns:netconf:base:1.0">
<get-config>

<source>
<running/>
</source>
<filter>
<config-format-text-block>
<text-filter-spec> | inc interface </text-filter-spec>
</config-format-text-block>
</filter>

</get-config>
</rpc>11>11>

NETCONF <get-config> [5% : CLI 7R Y9 J4—< v b+

<?xml version="1.0" encoding=\"UTF-8\"?2>
<rpc-reply message-id="101" xmlns="urn:ietf:params:xml:ns:netconf:base:1.0">
<data>
<cli-config-data-block>
interface FastEthernet0/1
interface FastEthernet0/2
</cli-config-data-block>
</data>
</rpc-reply>]1>11>

NETCONF | <get> #fEZ i L T, EB L BT A ZADREEHRZ TS L E9, NETCONF

<get> 7 4+ —~ v M, CiscolOS show =~ FIZHHY LE T, <filter> NT A—HF X, VAT A
RIEB LT A ZARET — X ORIFES ZHEE LE T, <filter>/37 A —Z NZEOLAIX, T
I FER A,

KRIZ, CLIBEUCLI 7Ry 7 DT 4 —~ > bD <get> BRED A X —~ Z/R L ET,

NETCONF <get> 3K : CLI 7+ —< v k

<?xml version="1.0" encoding=\"UTF-8\"?>
<rpc message—-1id="101" xmlns="urn:ietf:params:xml:ns:netconf:base:1.0">
<get>
<filter>

Cisco Networking Service 1> 7 4 X2 L—3 3> #4 K. Ciscol0S XE Release 3S (Cisco ASR 1000)

"o



Ty b= HZETAROL
NETCONF @X1D 7+ —< v k

<config-format-text-cmd>
<text-filter-spec> | include interface </text-filter-spec>

</config-format-text-cmd>

<oper-data-format-text-block>
<exec>show interfaces</exec>
<exec>show arp</exec>

</oper-data-format-text-block>

</filter>
</get>
</rpc>11>11>

NETCONF <get> i5Z: CLI 7+ —< v k

<?xml version="1.0" encoding=\"UTF-8\"?>
<rpc-reply message-id="101" xmlns="urn:ietf:params:xml:ns:netconf:base:1.0">
<data>
<cli-config-data>
<cmd>interface Loopback0</cmd>
<cmd>interface GigabitEthernet0/1</cmd>
<cmd>interface GigabitEthernet0/2</cmd>
</cli-config-data>
<cli-oper-data-block>
<item>
<exec>show interfaces</exec>
<response>
<!-- output of "show interfaces" ------ >
</response>
</item>
<item>
<exec>show arp</exec>
<response>
<!-- output of "show arp" ------ >
</response>
</item>
</cli-oper-data-block>
</data>
</rpc-reply>]1>]11>

NETCONF <get> &K : CLI JAv Y 7+—< v k

<?xml version="1.0" encoding=\"UTF-8\"?2>
<rpc message-1d="101" xmlns="urn:ietf:params:xml:ns:netconf:base:1.0">
<get>
<filter>
<config-format-text-block>
<text-filter-spec> | include interface </text-filter-spec>
</config-format-text-block>
<oper-data-format-text-block>
<exec>show interfaces</exec>
<exec>show arp</exec>
</oper-data-format-text-block>
</filter>
</get>
</rpc>11>11>

NETCONF <get> i-% : CLI 7AOw Y 74+—< v k

<?xml version="1.0" encoding=\"UTF-8\"?>
<rpc-reply message-1d="101" xmlns="urn:ietf:params:xml:ns:netconf:base:1.0">
<data>

<cli-config-data-block>
interface LoopbackO
interface GigabitEthernet0/1
interface GigabitEthernet0/2

</cli-config-data-block>

<cli-oper-data-block>

<item>
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<exec>show interfaces</exec>

<response>

NETCONF v > avnE=4 UL s8sU4v7T+o2 ||}

<!-- output of "show interfaces" ------ >

</response>

</item>

<item>
<exec>show arp</exec>
<response>

<!-- output of "show arp"

</response>
</item>
</cli-oper-data-block>
</data>
</rpc-reply>]1>11>

NETCONFE Yy a3 DEZARYUITELVATFUR

S

GE) * 4 fHLL EDOJEEE NETCONF & v v a VAR ETHHENH Y £,
* K 16 [HOEKE NETCONF £ v v a VAR ETXET,
* NETCONF TiX SSHvl iV H— F &N FHA,

FIEDHEE

enable

debug netconf {all | error}

bl o

clear netconf {counters | sessions}

F IR D48

show netconf {counters | session| schema}

ARV RFERERTIVa Y

=)

ATy enable

&1

Device> enable

it EXEC E— R& A 2—T7 /W LET,
cNRAT—KREASNLET (BEREINZBS)

ATw T2 show netconf {counters | session| schema}

Bl :

Device# show netconf counters

NETCONF 8= Fr~ LET,
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B NeETCONF DA
aAvY RFERET7TII Y B &
ATv73 debug netconf {all | error} NETCONF & v 5 DF Ny T A x—T /L
ij‘o
151
Device# debug netconf error
ATv T4 clear netconf {counters | sessions} NETCONF #&t75 7 o % 38 L UYNETCONF & v 3 =
CEZIVTL, METAY Y—REEKRL, vy 7y
Bl - BREFRE L F9,
Device# clear netconf sessions

NETCONF o) % E 45l

5l : NETCONF ry b D—9 22— 7IUH5—S 3V NHETE

[l Cisco Networking Service 3> 7« a2 L—3 3> /74 I, Ciscol0S XE Release 3S (Cisco ASR 1000)

WIZ, NETCONF % SSH 7> A7 A& L TR T XL 512, NETCONF *v hU—7 < R—
X TV = a v ERETHHE R LET,

Unix Side: ssh-2 -s companyname@l0.1.1.1 netconf
NETCONF t v ¥ 3 » Ofgrte 3 <2, <hello>ZFZT0IRD L 5 R XML LHEAEET L2 &Ik
T, =Dz " LET,

<?xml version="1.0" encoding="UTF-8"?>
<hello>
<capabilities>
<capability>
urn:ietf:params:xml:ns:netconf:base:1.0
</capability>
<capability>
urn:ietf:params:ns:netconf:capability:startup:1.0
</capability>
</capabilities>
<session-id>4<session-id>
</hello>1]1>11>

74T v M, <hello> 5T XML LEZEXEL UK LET,

<?xml version="1.0" encoding="UTF-8"?>
<hello>
<capabilities>
<capability>
urn:ietf:params:xml:ns:netconf:base:1.0
</capability>
</capabilities>
</hello>]11>11>
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# :NETCONF v > 3>nE=49>s I}

RO XML CEF| 2 LT, NETCONFA* v hU—2 ~%— % 77U r—3 3 U )XNETCONF
BHEEZECTELELIICLET,

<?xml version="1.0" encoding="UTF-8" 2>
<rpc message-id="9.0"><notification-on/>
</rpc>11>11>

NETCONF % v hU—27 =32 — % 77U A7 —3 5 O NETCONF A DEE £ - 13ZE 2=
T 5121, RO XML XFEANEFH L E9,

<?xml version="1.0" encoding="UTF-8" 2>
<rpc message-id="9.13"><notification-off/>
</rpc>11>11>

5] : NETCONF v 3> DE=2Y) T

Iz . show netconf counters =~ > N5 il E < LET,

Device# show netconf counters
NETCONF Counters
Connection Attempts:0: rejected:0 no-hello:0 success:0
Transactions
total:0, success:0, errors:0
detailed errors:

in-use 0 invalid-value 0

missing-attribute 0
missing-element 0
unknown-namespace 0
resource—-denied 0

bad-attribute 0

too-big 0

unknown-attribute 0

bad-element 0 unknown-element 0

access-denied 0
rollback-failed O

lock-denied 0
data-exists 0

data-missing 0 operation-not-supported 0 operation-failed 0
partial-operation 0

KIZ. show netconfsession =~ > N O 2R L E£7,

Device# show netconf session

(Current | max) sessions: 31 4

Operations received: 100 Operation errors: 99

Connection Requests: 5 Authentication errors: 2 Connection Failures: 0
ACL dropped : 30

Notifications Sent: 20

show netconf schema =~ > KO /713, NETCONF ZXKi5 L NE DERIZH T HIGED T L A
Mgz R LET, ZOAF—~iX, #Y)72 NETCONF ZRDOIERE L O O BRI 2 164
DIRFFICHE TE £4, AF—~<0D /) — RIZOWTIZRFC 4741 THESHTWET, KIZ,
show netconf schema =~ > K> DOH flZR< L E T,

Device# show netconf schema
New Name Space 'urn:ietf:params:xml:ns:netconf:base:1.0'
<VirtualRootTag> [0, 1] required
<rpc-reply> [0, 1] required
<ok> [0, 1] required
<data> [0, 1] required
<rpc-error> [0, 1] required
<error-type> [0, 1] required
<error-tag> [0, 1] required
<error-severity> [0, 1] required
<error-app-tag> [0, 1] required
<error-path> [0, 1] required
<error-message> [0, 1] required
<error-info> [0, 1] required
<bad-attribute> [0, 1] required
<bad-element> [0, 1] required
<ok-element> [0, 1] required
<err-element> [0, 1] required
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<noop-element> [0, 1] required
<bad-namespace> [0, 1] required
<session-id> [0, 1] required
<hello> [0, 1] required
<capabilities> 1 required
<capability> 1+ required
<rpc> [0, 1] required
<close-session> [0, 1] required
<commit> [0, 1] required
<confirmed> [0, 1] required
<confirm-timeout> [0, 1] required
<copy-config> [0, 1] required
<source> 1 required
<config> [0, 1] required
<cli-config-data> [0, 1] required
<cmd> 1+ required
<cli-config-data-block> [0, 1] required
<xml-config-data> [0, 1] required
<Device-Configuration> [0, 1] required
<> any subtree is allowed
<candidate> [0, 1] required
<running> [0, 1] required
<startup> [0, 1] required
<url> [0, 1] required
<target> 1 required
<candidate> [0, 1] required
<running> [0, 1] required
<startup> [0, 1] required
<url> [0, 1] required
<delete-config> [0, 1] required
<target> 1 required
<candidate> [0, 1] required
<running> [0, 1] required
<startup> [0, 1] required
<url> [0, 1] required
<discard-changes> [0, 1] required
<edit-config> [0, 1] required
<target> 1 required
<candidate> [0, 1] required
<running> [0, 1] required
<startup> [0, 1] required
<url> [0, 1] required
<default-operation> [0, 1] required
<test-option> [0, 1] required
<error-option> [0, 1] required
<config> 1 required
<cli-config-data> [0, 1] required
<cmd> 1+ required
<cli-config-data-block> [0, 1] required
<xml-config-data> [0, 1] required
<Device-Configuration> [0, 1] required
<> any subtree is allowed
<get> [0, 1] required
<filter> [0, 1] required
<config-format-text-cmd> [0, 1] required
<text-filter-spec> [0, 1] required
<config-format-text-block> [0, 1] required
<text-filter-spec> [0, 1] required
<config-format-xml> [0, 1] required
<oper-data-format-text-block> [0, 1] required
<show> 1+ required
<oper-data-format-xml> [0, 1] required
<show> 1+ required
<get-config> [0, 1] required
<source> 1 required
<config> [0, 1] required
<cli-config-data> [0, 1] required
<cmd> 1+ required
<cli-config-data-block> [0, 1] required
<xml-config-data> [0, 1] required
<Device-Configuration> [0, 1] required
<> any subtree is allowed
<candidate> [0, 1] required
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<running> [0, 1] required
<startup> [0, 1] required
<url> [0, 1] required
<filter> [0, 1] required
<config-format-text-cmd> [0, 1]
<text-filter-spec> [0, 1] required
<config-format-text-block> [0, 1]
<text-filter-spec> [0, 1] required
<config-format-xml> [0, 1] required
<kill-session> [0, 1] required
<session-id> [0, 1] required
<lock> [0, 1] required
<target> 1 required
<candidate> [0, 1] required
<running> [0, 1] required
<startup> [0, 1] required
<url> [0, 1] required
<unlock> [0, 1] required
<target> 1 required
<candidate> [0, 1] required
<running> [0, 1] required
<startup> [0, 1] required
<url> [0, 1] required
<validate> [0, 1] required
<source> 1 required
<config> [0, 1] required
<cli-config-data> [0, 1]
<cmd> 1+ required
<cli-config-data-block>
<xml-config-data> [0, 1] required
<Device-Configuration> [0, 1]
<> any subtree is allowed
<candidate> [0, 1] required
<running> [0, 1] required
<startup> [0, 1] required
<url> [0, 1] required
<notification-on> [0, 1]
<notification-off> [0, 1]

required

[0, 11

required
required
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required

required
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required
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