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Lica—H LT A 20 IDIEREFEM LT, Xy hUV—=ZITEAT LTy FERBLET,
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TrustSec @ IPsec £ > T A > XX JHEEIL. SGT D% v F U —7 T34 ZEHET B ERIC
EALET,

G ZOBEREN Y AR — F STV WA X, SGT Exchange Protocol over TCP (SXP) H&/E % fifi H
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K 1: HH/XXTD IPsec DESE

AUSARELTDORTL | CTSIZ& S SGT DIR{H IPsec D EH1E

I—i3y

Yes Yes SGT CMD % /347 > MBI L
F7,

Yes No SGT CMD Z B3 87 »

FEEELET,

No Yes F 7213 No SGT CMD ZBiE3 1287 »
X ELET,

£ 2: AN/IRRATO IPsec DEIE

Ny bDAR T A4 BAXTDRTY | IPsec DEIE
I—vav

Yes Yes N> D SGTCMD Z ALE L
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Yes No N> D SGTCMD Z /LB L
FH A,

No Yes F 7213 No Ny N EIEE O IPsec /N v
FELUTHREBELET,

IKEv2 O FE8I & I ZETD SGT
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RDOFE T, SGT HRENREM LIGEMTRESNTWDL YT Y FIZHOWTHHALET,
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%

IPsec 1 >S54 3X25D4%+—TI)Lik

[ C&BHIIC
IKEV2 38X W IPsec 7% ETHHLERH Y 97,

FIEDHE
1. enable
2. configure terminal
3. cts sgt inline
4. exit
FlED M
aAv U RFEREET7TIVa Y =]:g]
ATy enable Fi#E EXEC E— K& A 13— 7 M LET,
Bl *RAT—REANLET (FEREINTEHE)
Device> enable
AT 2 configure terminal Ja—rLarZ 4 Xal—varE—RefBLET,
i -
Device# configure terminal
ATv73 cts sgt inline DMVPN @ TrustSec % A % —7/WIZLET, ZDa~vr K
X, ¥FL—T 4 7 7ML (GRE) & b LA
1 B —T 2 A A FT— RIZHLTOHEEHTT,
Device (config)# cts sgt inline
2Ty T4 exit Ja—rarz 4 Xalb—varyE— Rk T LET,
41 -
Device (config) # exit
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TrustSec DMVPN 4/ >S5 A >V A X T HiR—bcDEZ=ZAR ) U5 L TER
TrustSec DMVPN A > T A > XX F $iR— MREEZT=F B L OHRT B121F. ROTFEESHE
1ITLET,

FIEDHE

enable

show dmvpn

show ip nhrp nhs detail

show tunnel endpoints

LA S

show adjacencyinterface-type interface-number detail

FIED M

AT w71 enable

1 -

Device> enable
¥iHE EXEC E— RZA X —7 M LET,
AXFw 2 showdmvpn

151 -

Device# show dmvpn

Legend: Attrb --> S - Static, D - Dynamic, I - Incomplete
N - NATed, L - Local, X - No Socket
Tl - Route Installed, T2 - Nexthop-override
C - CTS Capable
# Ent --> Number of NHRP entries with same NBMA peer
NHS Status: E --> Expecting Replies, R --> Responding, W --> Waiting
UpDn Time --> Up or Down Time for a Tunnel

Interface: TunnelO, IPv4 NHRP Details
Type:Spoke, NHRP Peers:1,

# Ent Peer NBMA Addr Peer Tunnel Add State UpDbn Tm Attrb

11.1.1.99 10.1.1.99  UP 00:00:01  SC
Dynamic Multipoint VPN (DMVPN) [EH Dt > v a UAEREFRTT HICIE, Zoa~vr REFEHLET,

AT 73 show ip nhrp nhs detail

&1 -

Device# show ip nhrp nhs detail

Legend: E=Expecting replies, R=Responding, W=Waiting
TunnelO:
10.1.1.99 RE NBMA Address: 1.1.1.99 priority = 0 cluster = 0 reg-sent 44 reg-failed 0 repl-recv
43 (00:01:37 ago)
TrustSec Enabled
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ATvT4

ATy TH

Next Hop Resolution Protocol (NHRP) %27 & k78 v 7" #—,3 (NHS) fF#EzER~T DL, ZOa~v R
EREHLET,

show tunnel endpoints

&1 -

Device# show tunnel endpoints
TunnelO running in multi-GRE/IP mode

Endpoint transport 1.1.1.99 Refcount 3 Base O0xF3FB79B4 Create Time 00:03:15
overlay 10.1.1.99 Refcount 2 Parent OxF3FB79B4 Create Time 00:03:15
Tunnel Subblocks:

tunnel-nhrp-sb:
NHRP subblock has 1 entries; TrustSec enabled

2 IVFRA v RN —T 4 7 T 'L (MGRE) E— R TR R EFETLTWAEEIZ, Forrk
NV RRA L FOT RURRRICHE END bV = RiRA v b T—=ER—ZADODHNKEERTDH
i, Zoa<wr REFEHRLET,

show adjacencyinterface-type interface-number detail

i -

Device# show adjaceny tunnel0 detail

Protocol Interface Address

Ip TunnelO 10.1.1.99(2)
0 packets, 0 bytes
epoch 0

sourced in sev-epoch 1

Encap length 32
4500000000000000FF2FB76901010101
01010163000089090800010100010000
Tun endpt

Next chain element:

Fa kB B A RS B, Coawy RefA LT

TrustSec DMVPN £ >S54 > A X5 HiR— FDEXREH

Bl :IPsec A 2542 32X TDA—T )L

WOFITIE, AXT 47 VTITOREREF AT I v 7 VIIOJEEM TIPsec £ v T A v ZF
ToAR—TNMITHHEEZRLET, TOREEHEA LTIV T~y 7BIORVIIZHET
=F7,

AT 49 NTI DHREROHRTE

crypto ikev2 proposal pl
encryption 3des
integrity md5
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5l : IPsec £ 542 AFXTDA x—T )Lk

group 2
|

crypto ikev2 policy policyl
proposal pl
|

crypto ikev2 keyring key
peer peer
address ::/0
pre-shared-key cisco
|
peer vi4
address 0.0.0.0 0.0.0.0
pre-shared-key cisco
|
|
1
crypto ikev2 profile prof3
match identity remote address 0.0.0.0
authentication local pre-share
authentication remote pre-share
keyring key
|

crypto ikev2 cts sgt

|

crypto ipsec transform-set trans esp-3des esp-sha-hmac
|

crypto map cmap 1 ipsec-isakmp
set peer 10.1.1.2

set transform-set trans

set ikev2-profile prof3

match address ipvédacl

|

!

interface Loopbackl

ip address 209.165.201.1 255.255.255.224
ipvé address 2001::4:1/112

|

interface Loopback?2

ip address 209.165.200.1 255.255.255.224
ipv6 address 2001::40:1/112

|

interface Embedded-Service-Engine0/0
no ip address

shutdown

|

interface GigabitEthernet0/0

ip address 192.168.210.74 255.255.255.0
duplex auto

speed auto

|

interface GigabitEthernet0/1

ip address 172.16.0.1 255.240.0.0
duplex auto

speed auto

ipv6 address 2001::5:1/112

ipv6 enable

crypto map cmap

|

ip forward-protocol nd
|

no ip http server

no ip http secure-server

|

ip route 0.0.0.0 0.0.0.0 172.16.0.2

ip route 10.12.255.200 255.0.0.0 172.31.255.254
|

ip access-list extended ipvéacl

permit ip host 209.165.201.lhost 192.168.12.125
permit ip host 209.165.200.1 host 172.18.0.1
permit ip host 172.28.0.1 host 10.10.10.1
permit ip host 10.12.255.200 host 192.168.14.1
|

logging esm config
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ipv6 route ::/0 2001::5:2
|

|
!
|
M
control-plane

|

|

!

line con O

exec-timeout 0 O

line aux O

line 2

no activation-character
no exec

transport preferred none
transport input all

TrustSec DMVPN 1 > 54 ¥ 2 X U5 HR— FDFRE

transport output lat pad telnet rlogin lapb-ta mop udptn v120 ssh

stopbits 1

line vty 0 4

login

transport input all
|

exception data-corruption buffer truncate

scheduler allocate 20000 1000

B4 T2y I NTI DEERIOETE

crypto ikev2 proposal pl
encryption 3des
integrity md5

group 2

|

crypto ikev2 policy policyl
proposal pl
|

crypto ikev2 keyring key

peer peer
address 172.160.1.1 255.240.0.0
pre-shared-key cisco

!

peer v4 _p2

address 172.31.255.1 255.240.0.0

pre-shared-key cisco
|

crypto ikev2 profile prof

match identity remote address 0.0.0.0

authentication local pre-share
authentication remote pre-share
keyring key

virtual-template 25

|

crypto ikev2 cts sgt
|

crypto ipsec transform-set trans esp-null esp-sha-hmac
!

crypto ipsec profile prof ipvé
set transform-set trans

set ikev2-profile profl ipvi4
|

|
interface Loopback0

ip address 192.168.12.1 255.255.0.0
!

interface Loopbackl

no ip address
|

interface Loopback?2

ip address 172.18.0.1 255.240.0.0
!
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interface LoopbacklO

no ip address

ipvé address 2001::8:1/112
|

interface Loopbackll
no ip address

ipv6 address 2001::80:1/112
I

interface Embedded-Service-Engine0/0

no ip address

shutdown
|

interface GigabitEthernet0/0
ip address 10.1.1.2 255.0.0.0

duplex auto
speed auto
ipv6 address 2001::7:1/112

ipv6 enable
!

interface GigabitEthernet0/1
ip address 10.10.10.2 255.255.255.0

duplex auto

speed auto
|

interface GigabitEthernet0/2

Bl Psec 1 >34 axvin4 72—t

ip address 192.168.210.144 255.255.255.0

duplex auto
speed auto
|

interface FastEthernet0/0/0
no ip address

shutdown

|

interface FastEthernet0/0/1
no ip address

|

interface FastEthernet0/0/2
no ip address

|

interface FastEthernet0/0/3
no ip address

|

|

interface Virtual-Template25 type tunnel

ip unnumbered GigabitEthernet0/0

tunnel mode ipsec ipv4

tunnel protection ipsec profile prof ipvi4

interface Vlanl

no ip address

|

1

ip forward-protocol nd
|

no ip http server

no ip http secure-server
|

ip route 0.0.0.0 0.0.0.0 10.1.1.1

ip route 172.17.0.0 255.240.0.0 10.10.10.1
|

logging esm config

ipvé route ::/0 2001::7:2
|

control-plane

|

|

!

line con O

exec-timeout 0 O

line aux O

line 2

no activation-character
no exec
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transport preferred none

transport input all

transport output lat pad telnet rlogin lapb-ta mop udptn v120 ssh
stopbits 1

line vty 0 4

login

transport input all

|
exception data-corruption buffer truncate
scheduler allocate 20000 1000
end
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BAEE H
&R E I=ZaTFILEA ML
CiscoIOS a~<w > K [Cisco I0S Master Command List, All Releases.]

X2V T7 4 av R
=7 * [Cisco I10S Security Command Reference

Commands A to CJl

* [Cisco I0S Security Command Reference
Commands D to L

* [Cisco I0S Security Command Reference
Commands M to R

* [Cisco I0S Security Command Reference
Commands S to ZJ

Cisco TrustSec 33 & Y SXP D% iE [Cisco TrustSec Switch Configuration Guide,]
[Psec DX E IPsec %M L7z VPN DX 2 U T 1 DFRE
IKEv2 DFXE [ Configuring Internet Key Exchange Version 2

(IKEv2) and FlexVPN Site-to-Site]

Cisco Secure Access Control Server Cisco Secure ACS D> 7 4 X2l — g H
1 F
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http://www.cisco.com/en/US/docs/ios-xml/ios/security/m1/sec-m1-cr-book.html
http://www.cisco.com/en/US/docs/ios-xml/ios/security/s1/sec-s1-cr-book.html
http://www.cisco.com/en/US/docs/ios-xml/ios/security/s1/sec-s1-cr-book.html
http://www.cisco.com/c/en/us/td/docs/switches/lan/trustsec/configuration/guide/trustsec.html
http://www.cisco.com/c/en/us/support/security/secure-access-control-system/products-user-guide-list.html
http://www.cisco.com/c/en/us/support/security/secure-access-control-system/products-user-guide-list.html
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http://www.cisco.com/cisco/web/support/index.html

WKDOFRIZ, ZOFY 2— /L TH L7-FEEL

243X 0T HiR—

b DHERETR

BT AV U —RERAERLET, ZORIZ, VT b

727 VU —A P AV TEHBEDOTR—FREAINTZLEDOY 7 T V) —R7ET%
RLTWET, ZOMEREIL. 5FICH 0 B2V RY . ZHRLBEO—#HDOY 7 vy =7 U Y —ZATH

FR—FENET,

TI N T F =LY R—FBLR 22 YT 2T A A=Y R— MBET IHERERR

9 5121%, Cisco Feature Navigator #ff ] L 97,

Cisco Feature Navigator |27 7 £ A3 51213

www.cisco.com/go/ctn IZEE) L 3, Cisco.com DT I 7 MILEDH Y FH A,

R 4: TrustSecDMVPN A >S54 > B X5 HR—

DFRFEICET HHAEHFR

e 1)) —x

HAETEHR

R T YA R

TrustSec DMVPN 1 5 A . 4 | Cisco IOS XE Release 3.13S

TrustSec DMVPN A > 7 A > &
X7 YA — MEREIZXD
IPsec i Cisco TrustSec (CTS)
X2 VT IN—TF 2T
(SGT) % IPsec &7 [#]CIrik
TEET,
WO~y RPEANFEIFIER
SHVE L7, ctssgtinline,
show dmvpn. show ip nhrp

nhs, show tunnel endpoints,
show adjacency
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