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AHR—2 TOHONHRP 5 )L— TDETE

FIEDBE
1. enable
2. configure terminal
3. interfacetunnelnumber
4 koWFhr1 o2 AN LET,
* ipnhrpgroupgroup-name
* nhrpgroupgroup-name
5. end
FlED M
ARV RFEEEFT7Ia Y B#
ATy enable FiME EXEC E— K& A R—7 MIZLET,
i *NAT—REANLET (BFERINTGE) .
Device> enable
2ATFY T2 configure terminal Jua—rbar 7 4 Xal—arET— RERKBL
i —a‘o
1 -
Device# configure terminal
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ATvT3 interfacetunnelnumber MoV A B =T 2 A REREL, AV F—T =
A A7 4 FX¥al—raryE—RFEHBLET,
i -
Device (config)# interface tunnel 1
ATv74 WDOWT 1 DEALET, A 7"— 27 1Z Next Hop Resolution Protocol (NHRP) 7
P A
« ipnhrpgroupgroup-name VT ERELET .
* nhrpgroupgroup-name
i :
Device (config-if) # ip nhrp group
spoke groupl
i -
Device (config-if)# nhrp group spoke groupl
ATv 75 end A B =Tz AT 4 Fal—YarET—RE
T L, %M EXEC E— FIZIRY £7,
11 :

Device (config-if)# end

AHR—2 TOHONHRP 5 )L—TEMHE®D

FIRDOHE

enable

configure terminal
interfacetunnelnumber
nhrpgroupgroup-name

nhrpattributegroupgroup-name

N o a R wbdh-=

end

=JL ==

ax &

nhrpmapgroupgroup-nameservice-policyoutputqos-policy-map-name
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ATw 71 | enable FMEEXECE— R&ZA X —T7 /ML E
j—O
i . . ,
Device> enable * NRRAU—KREANLET (FRE
NS E) .
RTFw T2 configure terminal Ja—N) a7 4 FXal—gy
T— FEBBLET,
1) :
Device# configure terminal
ZFwF3 |interfacetunnelnumber NN A B =T oA AERIE L,
A B —T A A AT {Fal—
i - vary E—RFERBLET,
Device (config)# interface tunnel 1
ATvTa nhrpgroupgroup-name A 7R — 2 |Z Next Hop Resolution Protocol
(NHRP) /' NV—7 %% ELET,
1
Device (config-if)# nhrp group spoke groupl
25w T5 nhrpattributegroupgroup-name AR—=271Z QoS Z—"7 ID IHEH & 7%
ﬁ_i‘ L/ i TO
i
Device (config-if) # nhrp group attribute spokel
ATvT6 nhrpmapgroupgroup-nameservice-policyoutputqos-policy-map-name Quality of Service (QoS) ARV v — <
£ 7|2 Next Hop Resolution Protocol
i (NHRP) 7V —7ZBMLET,
Device (config-if) # nhrp map group spoke groupl service-policy
output groupl parent
A7y 71 |end Ao B =T A AT 4F 2l —
var E®— AT L. ¥k EXEC
i : T FICREDY £7,

Device (config-if)# end

il Dynamic MultipointVPN 3> 7 4 FalL— 3> A F



| DMVPN 0 Per-Tunnel QoS

NTD QSR —~DNHRP ' )L—TDT v EVY

INTD QS HKYS—A~ADNHRP ¥ )L—TD<vEVY

FIEDHEE
1. enable
2. configure terminal
3. interfacetunnelnumber
4 RkoONFHNEFITLET,
* ipnhrpmapgroupgroup-nameservice-policyoutputgos-policy-map-name
* nhrpmapgroupgroup-nameservice-policyoutputqos-policy-map-name
5 end
F g o> %48
AT REREETOVa Y E]:g]
AT w71 |enable Fite EXEC E— & A X —7 /ML
i ﬁ—o
i -

Device> enable

AT — RKEASLET (FR
ENEEA) .

ATw T2 configure terminal Ja—\)ars7 4 Fal—a
ET— NEBBLET,
i -
Device# configure terminal
AT w73 |interfacetunnelnumber R RNV A v H—T o ABBEFEL.
A H =T 2 A AT 4 Fal—
11 : varE®E—REMMBLET,
Device (config)# interface tunnel 1
ATV T4 [ ROWTINEFITLET, /N7 @ Quality of Service (QoS) 7RV

« ipnhrpmapgroupgroup-nameservice-policyoutputqos-policy-map-name

+ nhrpmapgroupgroup-nameservice-policyoutputqos-policy-map-name

51 -

Device (config-if)# ip nhrp map group spoke groupl
service-policy output groupl parent

L — < v £ 7|12 Next Hop Resolution
Protocol (NHRP) Z/L—7ZB/NL
ESC AN
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AT RFEREETO VI Y

S]]

51 -

Device (config-if)# nhrp map group spoke groupl service-policy
output groupl parent

ATy T5

end

51 -

Device (config-if)# end

AV B —Tx2A A AT 4 F 2l —
Yaly '— REKT L. R EXEC
t— FQZE D i—g«o

DMVPN @ Per-Tunnel QoS D FE:R

FIEDHE
1. enable
2. showdmvpndetail
3. show ip nhrp
4. showipnhrpgroup [group-name)
5. ROWTNNEFEITLET,
+ showipnhrpgroup-map [group-name]
* shownhrpgroup-map [group-name]
6. showpolicy-mapmultipoint [tunneltunnel-interface-number|
1. showtunnelendpoints
F g 48
ARV REREETIYaY BeY
AT 71 enable FitE EXEC £ — R& A R—7 /I LET,
1 - AT —=REANLET (FERSNTZHE) .
Device> enable
ATvT2 showdmvpndetail %t > 3 @ Dynamic Multipoint VPN (DMVPN) ##HHE
W (X7 ARMAYT =3 (NHS) BEONHSDAT—X
B : A, W5ty a AW Yy NOFEMRLY) R RLE
Device# show dmvpn detail +
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ARV RFERRTI Y

=)

s AR, AR =27 92 B52{5 L7z Next Hop Resolution
Protocol (NHRP) 7 —7, BLORKR—7 hrxib
(23 S 40TV % Quality of Service (QoS) AU v —3
BENET,

ATvT73 show ip nhrp NHRP ¥ v v ¥ 2 &, AR—2705%F LIZNHRP 7/ v —7
BFRRALET,
151 :
Device# show ip nhrp
ATy T4 showipnhrpgroup [group-name] NHRP /' V—7 ~ v B 7 FRr LET,
- s HZIE, BEAT T B2 QoS AN Y —D AT E E D
%ﬁw#wwipmmgmw QoS AU v—FfA LTS b/l = KA > b
DY A RBEENET,
ATvT5 WONWT NN EFITLET, NTTRESNTNDINA—TLRY v—D~ v 7 BIWY
U S PN =
« showipnhrpgroup-map [group-name] | QS =V ¥ PR SN TND R VERTLET,
* shownhrpgroup-map [group-name]
i -
Device# show ip nhrp group-map
groupl-parent
i :
Device# show nhrp group-map
groupl-parent
ATy 76 showpolicy-mapmultipoint ~NWVTFHRA b PUFRVICHEH ENTND QoS ARY v—0D
[tunneltunnel-interface-number) A IR LET,
151 :
Device# show policy-map multipoint
tunnel 1
ATvIT1 showtunnelendpoints ~IVTFHRA N PRV DEETLB L OSEET  RARA
MZBT 215, BEOAKR—7 hrxrTc@EfEShTn
1 - % QoS K v—HFRLET,

Device# show tunnel endpoints
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5l - RIR—% TH NHRP ¥ )L— T DHTFE

WOHITIL, 3 2D AKR—21Z 220 Next Hop Resolution Protocol (NHRP) 7 /V—7F%FKET 5

THiEERLET,

1BZBDRAR—I DFRE

interface tunnel 1

address 209.165.200.225 255.255.255.224
ip redirects

mtu 1400

ip
no
ip
ip
ip
ip
ip
ip
ip
ip
ip

nhrp
nhrp
nhrp
nhrp
nhrp
nhrp

authentication testing

group spoke groupl

map 209.165.200.226 203.0.113.1
map multicast 203.0.113.1
network-id 172176366

holdtime 300

tcp adjust-mss 1360

nhrp

nhs 209.165.200.226

tunnel source fastethernet 2/1/1
tunnel mode gre multipoint

tunnel protection ipsec profile DMVPN
interface fastethernet 2/1/1

ip address 203.0.113.2 255.255.255.0

2FBDAKR—Y DERFE

interface tunnel 1

address 209.165.200.227 255.255.255.224
ip redirects

mtu 1400

ip
no
ip
ip
ip
ip
ip
ip
ip
ip
ip

nhrp
nhrp
nhrp
nhrp
nhrp
nhrp

authentication testing

group spoke groupl

map 209.165.200.226 203.0.113.1
map multicast 203.0.113.1
network-id 172176366

holdtime 300

tcp adjust-mss 1360

nhrp

nhs 209.165.200.226

tunnel source fastethernet 2/1/1
tunnel mode gre multipoint

tunnel protection ipsec profile DMVPN
interface fastethernet 2/1/1

ip address 203.0.113.3 255.255.255.0

3FRDAKR—Y DERE

interface tunnel 1

address 209.165.200.228 255.255.255.224
ip redirects

mtu 1400

ip
no
ip
ip
ip
ip
ip
ip
ip

nhrp
nhrp
nhrp
nhrp
nhrp
nhrp

authentication testing

group spoke group2

map 209.165.200.226 203.0.113.1
map multicast 203.0.113.1
network-id 172176366

holdtime 300
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ip tcp adjust-mss 1360

ip nhrp nhs 209.165.200.226

tunnel source fastethernet 2/1/1
tunnel mode gre multipoint

tunnel protection ipsec profile DMVPN
interface fastethernet 2/1/1

ip address 203.0.113.4 255.255.255.0

5l - RFIR—% TH NHRP ¥ )L— TR DERTE

WORFITIL, 2 DD AKR—21Z 2 D0 Next Hop Resolution Protocol (NHRP) 7 /L — 7 @M% 5% 7E
TLHEERLET,

1BEHDRKR—Y DERTE

class-map match-any class2
match ip precedence 5
end
|
policy-map p2
class class2
priority percent 60
end
|
interface TunnelO
ip address 10.0.0.2 255.255.255.0
no ip redirects
ip mtu 1436
ip nhrp authentication hlthere
ip nhrp attribute groupl
ip nhrp map group groupl service-policy output p2
ip nhrp map multicast 172.17.0.1
ip nhrp map 10.0.0.1 172.17.0.1
ip nhrp network-id 253
ip nhrp nhs 10.0.0.1
ip nhrp registration timeout 600
ip nhrp cache non-authoritative
no ip mroute-cache
tunnel source 172.17.0.2
tunnel mode gre multipoint
tunnel key 253
tunnel protection ipsec profile dmvpn-profile
end

2ZBBHDARAKR—Y DERE

class-map match-any classl
match ip precedence 5

policy-map policy pl
class classl
priority 70

interface TunnelO

ip address 10.0.0.1 255.255.255.0
no ip redirects

ip mtu 1436

ip nhrp authentication hlthere

ip nhrp attribute groupl

ip nhrp map group groupl service-policy output pl
ip nhrp map multicast 172.17.0.2
ip nhrp map 10.0.0.2 172.17.0.2
ip nhrp network-id 253

ip nhrp nhs 10.0.0.2

ip nhrp registration timeout 600
ip nhrp cache non-authoritative
no ip mroute-cache
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tunnel source 172.17.0.1

tunnel mode gre multipoint

tunnel key 253

tunnel protection ipsec profile dmvpn-profile

end

Bl NTDQSHKY)L—~DNHRP FIL—TD<TvELY

WOFHITIL, /N7 D Quality of Service (QoS) 7~ U 2 —IZ Next Hop Resolution Protocol (NHRP) 7
N—T o~y 74 55EERLET, ORI REER Qos AU >— (Bl :

groupl parent/group2_parent, - : groupl/group2) L. Dynamic Multipoint VPN (DMVPN) @
Per-Tunnel QoS #RE DX EICHH SN F T, £ ZOHITIE, /~7 T, NHRP 7 /L— 7 spoke_groupl
% QoS 7~ U »— groupl parent |2, NHRP 7 /L'—= spoke group2 % QoS 78 U I — group2 parent (Z
ETNEN~y 7T HHELRLTNET,

class-map
match ip
class-map
match ip
class—-map

match-all groupl Routing
precedence 6

match-all group2 Routing
precedence 6

match-all group2 voice

match access-group 100
class-map match-all groupl voice
match access-group 100
policy-map groupl

class groupl voice
priority 1000
class groupl Routing
bandwidth percent 20
policy-map groupl parent
class class—-default
shape average 3000000

service-policy groupl
policy-map group?2

class group2 voice
priority percent 20
class group2 Routing
bandwidth percent 10
policy-map group2 parent
class class—-default
shape average 2000000

service-policy group2
interface tunnel 1
address 209.165.200.225 255.255.255.224
ip redirects
mtu 1400

ip
no
ip
ip
ip
ip
ip
ip
ip
ip

nhrp
nhrp
nhrp
nhrp
nhrp
nhrp
nhrp

authentication testing

map multicast dynamic

map group spoke groupl service-policy output groupl parent
map group spoke group2 service-policy output group2 parent
network-id 172176366 B
holdtime 300

registration unique

tunnel source fastethernet 2/1/1

tunnel mode gre multipoint

tunnel protection ipsec profile DMVPN
interface fastethernet 2/1/1

ip address 209.165.200.226 255.255.255.224
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Device# show dmvpn detail

Legend: Attrb --> S - Static, D - Dynamic, I - Incomplete
N - NATed, L - Local, X - No Socket
# Ent --> Number of NHRP entries with same NBMA peer
NHS Status: E --> Expecting Replies, R --> Responding
UpDn Time --> Up or Down Time for a Tunnel

Interface Tunnell is up/up, Addr. is 209.165.200.225, VRF ""
Tunnel Src./Dest. addr: 209.165.200.226/MGRE, Tunnel VRF ""
Protocol/Transport: "multi-GRE/IP", Protect "DMVPN"
Type:Hub, Total NBMA Peers (v4/v6): 3
# Ent Peer NBMA Addr Peer Tunnel Add State UpDn Tm Attrb Target Network
1 209.165.200.227 192.0.2.2 UP 00:19:20 D 192.0.2.2/32
NHRP group: spoke groupl
Output QoS service-policy applied: groupl parent
1 209.165.200.228 192.0.2.3 UP 00:19:20 D 192.0.2.3/32
NHRP group: spoke groupl
Output QoS service-policy applied: groupl parent
1 209.165.200.229 192.0.2.4 UP 00:19:23 D 192.0.2.4/32
NHRP group: spoke group2
Output QoS service-policy applied: group2 parent
Crypto Session Details:
Interface: tunnell
Session: [0x04AC1D0O0]
IKE SA: local 209.165.200.226/500 remote 209.165.200.227/500 Active
Crypto Session Status: UP-ACTIVE
fvrf: (none), Phasel id: 209.165.200.227
IPSEC FLOW: permit 47 host 209.165.200.226 host 209.165.200.227
Active SAs: 2, origin: crypto map
Outbound SPI : 0x9B264329, transform : ah-sha-hmac
Socket State: Open
Interface: tunnell
Session: [0x04AC1CO08]
IKE SA: local 209.165.200.226/500 remote 209.165.200.228/500 Active
Crypto Session Status: UP-ACTIVE
fvrf: (none), Phasel id: 209.165.200.228
IPSEC FLOW: permit 47 host 209.165.200.226 host 209.165.200.228
Active SAs: 2, origin: crypto map
Outbound SPI : 0x36FD56E2, transform : ah-sha-hmac
Socket State: Open
Interface: tunnell
Session: [0x04AC1B10]
IKE SA: local 209.165.200.226/500 remote 209.165.200.229/500 Active
Crypto Session Status: UP-ACTIVE
fvrf: (none), Phasel id: 209.165.200.229
IPSEC FLOW: permit 47 host 209.165.200.226 host 209.165.200.229
Active SAs: 2, origin: crypto map
Outbound SPI : 0xAC96818F, transform : ah-sha-hmac
Socket State: Open
Pending DMVPN Sessions:

WIZ, AR—=7 5% E SN NHRP 7 V— 1T AERE R R TLH2HEOMEZRLEST, =
Da<y RINTTEITTEET,

Device# show ip nhrp

192.0.2.240/32 via 192.0.2.240
Tunnell created 00:22:49, expire 00:01:40
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Type: dynamic, Flags: registered
NBMA address: 209.165.200.227
Group: spoke groupl
192.0.2.241/32 via 192.0.2.241
Tunnell created 00:22:48, expire 00:01:41
Type: dynamic, Flags: registered
NBMA address: 209.165.200.228
Group: spoke groupl
192.0.2.242/32 via 192.0.2.242
Tunnell created 00:22:52, expire 00:03:27
Type: dynamic, Flags: registered
NBMA address: 209.165.200.229
Group: spoke group2

WIZ, N"TDONHRP V' )V—7 < B T O, B~y BV 7 TEFR STV 5% NHRP 7
N—TEFEHALTND b2V DY R NERRTLHHEOHZRLET, ZOa~wy RigNT T
FITTEET,

Device# show ip nhrp group-map

Interface: tunnell
NHRP group: spoke groupl
QoS policy: groupl parent
Tunnels using the QoS policy:
Tunnel destination overlay/transport address
198.51.100.220/203.0.113.240
198.51.100.221/203.0.113.241
NHRP group: spoke group?2
QoS policy: group2 parent
Tunnels using the QoS policy:
Tunnel destination overlay/transport address
198.51.100.222/203.0.113.242

WIZ, R RiRA Y MOEH ST DRED QoS A Y v —IZBHT 2 G E R 2 £RT
LHEORERLET, Zoavy RigNnT TEITTEET,

Device# show policy-map multipoint

Interface tunnell <--> 203.0.113.252
Service-policy output: groupl parent
Class-map: class-default (match-any)
29 packets, 4988 bytes
5 minute offered rate 0 bps, drop rate 0 bps
Match: any
Queueing
queue limit 750 packets
(queue depth/total drops/no-buffer drops) 0/0/0
(pkts output/bytes output) 0/0
shape (average) cir 3000000, bc 12000, be 12000
target shape rate 3000000
Service-policy : groupl
queue stats for all priority classes:
queue limit 250 packets
(queue depth/total drops/no-buffer drops) 0/0/0
(pkts output/bytes output) 0/0
Class-map: groupl voice (match-all)
0 packets, 0 bytes
5 minute offered rate 0 bps, drop rate 0 bps
Match: access-group 100
Priority: 1000 kbps, burst bytes 25000, b/w exceed drops: 0
Class-map: groupl Routing (match-all)
0 packets, 0 bytes
5 minute offered rate 0 bps, drop rate 0 bps
Match: ip precedence 6
Queueing
queue limit 150 packets
(queue depth/total drops/no-buffer drops) 0/0/0
(pkts output/bytes output) 0/0
bandwidth 20% (600 kbps)
Class-map: class-default (match-any)
29 packets, 4988 bytes
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5 minute offered rate 0 bps, drop rate 0 bps
Match: any
queue limit 350 packets
(queue depth/total drops/no-buffer drops) 0/0/0
(pkts output/bytes output) 0/0
Interface tunnell <--> 203.0.113.253
Service-policy output: groupl parent
Class-map: class-default (match-any)
29 packets, 4988 bytes
5 minute offered rate 0 bps, drop rate 0 bps
Match: any
Queueing
queue limit 750 packets
(queue depth/total drops/no-buffer drops) 0/0/0
(pkts output/bytes output) 0/0
shape (average) cir 3000000, bc 12000, be 12000
target shape rate 3000000
Service-policy : groupl
queue stats for all priority classes:
queue limit 250 packets
(queue depth/total drops/no-buffer drops) 0/0/0
(pkts output/bytes output) 0/0
Class-map: groupl voice (match-all)
0 packets, 0 bytes
5 minute offered rate 0 bps, drop rate 0 bps
Match: access-group 100
Priority: 1000 kbps, burst bytes 25000, b/w exceed drops: 0
Class-map: groupl Routing (match-all)
0 packets, 0 bytes
5 minute offered rate 0 bps, drop rate 0 bps
Match: ip precedence 6
Queueing
queue limit 150 packets
(queue depth/total drops/no-buffer drops) 0/0/0
(pkts output/bytes output) 0/0
bandwidth 20% (600 kbps)
Class-map: class-default (match-any)
29 packets, 4988 bytes
5 minute offered rate 0 bps, drop rate 0 bps
Match: any
queue limit 350 packets
(queue depth/total drops/no-buffer drops) 0/0/0
(pkts output/bytes output) 0/0
Interface tunnell <--> 203.0.113.254
Service-policy output: group2 parent
Class-map: class-default (match-any)
14 packets, 2408 bytes
5 minute offered rate 0 bps, drop rate 0 bps
Match: any
Queueing
queue limit 500 packets
(queue depth/total drops/no-buffer drops) 0/0/0
(pkts output/bytes output) 0/0
shape (average) cir 2000000, bc 8000, be 8000
target shape rate 2000000
Service-policy : group2
queue stats for all priority classes:
queue limit 100 packets
(queue depth/total drops/no-buffer drops) 0/0/0
(pkts output/bytes output) 0/0
Class-map: group2 voice (match-all)
0 packets, 0 bytes
5 minute offered rate 0 bps, drop rate 0 bps
Match: access-group 100
Priority: 20% (400 kbps), burst bytes 10000, b/w exceed drops: 0
Class-map: group2 Routing (match-all)
0 packets, 0 bytes
5 minute offered rate 0 bps, drop rate 0 bps
Match: ip precedence 6
Queueing
queue limit 50 packets
(queue depth/total drops/no-buffer drops) 0/0/0
(pkts output/bytes output) 0/0
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bandwidth 10% (200 kbps)
Class-map: class-default (match-any)
14 packets, 2408 bytes

DMVPN @ Per-Tunnel QoS

5 minute offered rate 0 bps, drop rate 0 bps

Match: any
queue limit 350 packets

(queue depth/total drops/no-buffer drops) 0/0/0

(pkts output/bytes output) 0/0
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[Cisco I0S Master Command List, All Releases.]
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* [Cisco 10S Security Command Reference
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* [Cisco I0S Security Command Reference
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* [Cisco I0S Security Command Reference
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[Cisco I0S IP Addressing Services Command
Reference,]
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[IP Switching Cisco Express Forwarding
Configuration Guide]
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[IP Addressing: NHRP Configuration Guide]
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[Next Generation Encryption,]
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http://www.cisco.com/en/US/docs/ios/mcl/allreleasemcl/all_book.html
http://www.cisco.com/en/US/docs/ios-xml/ios/security/a1/sec-a1-cr-book.html
http://www.cisco.com/en/US/docs/ios-xml/ios/security/a1/sec-a1-cr-book.html
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http://www.cisco.com/en/US/docs/ios-xml/ios/security/m1/sec-m1-cr-book.html
http://www.cisco.com/en/US/docs/ios-xml/ios/security/s1/sec-s1-cr-book.html
http://www.cisco.com/en/US/docs/ios-xml/ios/security/s1/sec-s1-cr-book.html
http://www.cisco.com/en/US/docs/ios-xml/ios/ipaddr/command/ipaddr-cr-book.html
http://www.cisco.com/en/US/docs/ios-xml/ios/ipaddr/command/ipaddr-cr-book.html
http://www.cisco.com/web/about/security/intelligence/nextgen_crypto.html
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Per-Tunnel QoS Cisco IOS XE Release 3.11S

DMVPN O Per-Tunnel QoS HHE
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RO~ RPEANETITLEE
S E L7z, ipnhrpgroup. ip
nhrp map. ip nhrp map
group, nhrp group. nhrp map
group, show dmvpn, show ip
nhrp. show ip nhrp
group-map. show nhrp
group-map. show policy-map
multipoint tunnel

QoS : DMVPN @D AR —7 [E] Cisco IOS XE Release 3.15S
Per-Tunnel QoS

QoS : DMVPN D A 7R— 7 [
Per-Tunnel QoS #4BEIZ X V) |
DMVPN 7 7 A 7 b i Next
Hop Resolution Protocol

(NHRP) #fEH L CTAR—2
V= AR AL, b
Y F VR QoS AR Y —Zfil
LTWHRHIODMVPN 2 Z AT
YheDEAVI N 7T R
bRV ERENLTE T,
RDA~ Y RPHEANEITER
S#VE L72, nhrp attribute
group, show dmvpn, show ip
nhrp. show ip nhrp group
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