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NHRP

NHRP

enable
configure terminal
interfacetunnelnumber

1

BN =

* ipnhrpgroupgroup-name

« nhrpgroupgroup-name

5. end

DMVPN  Per-

B VPE
VPE

QoS

Next Hop Resolution Protocol
Quality of Service QoS

Tunnel QoS

VPE

NHRP

1 enable

Device> enable

EXEC

2 configure terminal

Device# configure terminal

i Dynamic Multipoint VPN
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3 interfacetunnelnumber
Device(config)# interface tunnel 1
4 1 Next Hop Resolution Protocol NHRP

« ipnhrpgroupgroup-name

* nhrpgroupgroup-name

Device(config-if)# ip nhrp group
spoke_groupl

Device(config-if)# nhrp group spoke_groupl

5 end
EXEC

Device(config-if)# end

NHRP

enable

configure terminal

interfacetunnelnumber

nhrpgroupgroup-name

nhrpattributegroupgroup-name
nhrpmapgroupgroup-nameservice-policyoutputqos-policy-map-name
end

N o a R wbdh-=
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B NHRP

1 enable EXEC

Device> enable

2 configure terminal

Device# configure terminal

3 interfacetunnelnumber

Device(config)# interface tunnel 1

4 nhrpgroupgroup-name Next Hop Resolution Protocol
NHRP

Device(config-if)# nhrp group spoke_groupl

5 nhrpattributegroupgroup-name QoS ID

Device(config-if)# nhrp group attribute spokel

6 nhrpmapgroupgroup-nameservice-policyoutputqos-policy-map-name | Quality of Service QoS
Next Hop Resolution Protocol

NHRP
Device(config-if)# nhrp map group spoke_groupl service-policy
output groupl_parent

7 end
EXEC

Device(config-if)# end

Dynamic Multipoint VPN
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QoS

2L Dnh =

QoS NHRP B

NHRP

enable
configure terminal
interfacetunnelnumber

« ipnhrpmapgroupgroup-nameservice-policyoutputqos-policy-map-name

« nhrpmapgroupgroup-nameservice-policyoutputqos-policy-map-name

end

enable

Device> enable

EXEC

configure terminal

Device# configure terminal

interfacetunnelnumber

Device(config)# interface tunnel 1

* ipnhrpmapgroupgroup-nameservice-policyoutputgos-policy-map-name

< nhrpmapgroupgroup-nameservice-policyoutputgos-policy-map-name

Device(config-if)# ip nhrp map group spoke_groupl
service-policy output groupl_ parent

Quality of Service QoS
Next Hop Resolution
Protocol NHRP

Dynamic Multipoint VPN
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Device(config-if)# nhrp map group spoke_groupl service-policy
output groupl_parent

5 |end
EXEC

Device(config-if)# end

DMVPN Per-Tunnel QoS

enable

showdmvpndetail

show ip nhrp
showipnhrpgroup [group-name]

LA S e

« showipnhrpgroup-map [group-name]

« shownhrpgroup-map [group-name]

6. showpolicy-mapmultipoint [tunneltunnel-interface-number]
1. showtunnelendpoints

1 enable EXEC

Device> enable

2 showdmvpndetail Dynamic Multipoint VPN DMVPN
NHS NHS

Device# show dmvpn detail

Dynamic Multipoint VPN
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Protocol

NHRP

Next Hop Resolution

Quality of Service QoS

show ip nhrp

Device# show ip nhrp

NHRP

NHRP

showipnhrpgroup [group-name]

Device# show ip nhrp group

NHRP

QoS

QoS

« showipnhrpgroup-map [group-name]

« shownhrpgroup-map [group-name]

Device# show ip nhrp group-map
groupl-parent

Device# show nhrp group-map
groupl-parent

QoS

showpolicy-mapmultipoint
[tunneltunnel-interface-number]

Device# show policy-map multipoint
tunnel 1

QoS

showtunnelendpoints

Device# show tunnel endpoints

QoS

Dynamic Multipoint VPN
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NHRP

3 2 Next Hop Resolution Protocol

interface tunnel 1

ip address 209.165.200.225 255.255.255.224
no ip redirects

ip mtu 1400

ip nhrp authentication testing
ip nhrp group spoke_groupl
ip nhrp map 209.165.200.226 203.0.113.1
ip nhrp map multicast 203.0.113.1
ip nhrp network-id 172176366
ip nhrp holdtime 300
ip tcp adjust-mss 1360

ip nhrp nhs 209.165.200.226

tunnel source fastethernet 2/1/1

tunnel mode gre multipoint

tunnel protection ipsec profile DMVPN
interface fastethernet 2/1/1

ip address 203.0.113.2 255.255.255.0

2

interface tunnel 1

ip address 209.165.200.227 255.255.255.224
no ip redirects

ip mtu 1400

ip nhrp authentication testing

ip nhrp group spoke_groupl

ip nhrp map 209.165.200.226 203.0.113.1
ip nhrp map multicast 203.0.113.1

ip nhrp network-id 172176366

ip nhrp holdtime 300

ip tcp adjust-mss 1360

ip nhrp nhs 209.165.200.226

tunnel source fastethernet 2/1/1

tunnel mode gre multipoint

tunnel protection ipsec profile DMVPN
interface fastethernet 2/1/1

ip address 203.0.113.3 255.255.255.0

3

interface tunnel 1

ip address 209.165.200.228 255.255.255.224
no ip redirects

ip mtu 1400

ip nhrp authentication testing

ip nhrp group spoke_group2

ip nhrp map 209.165.200.226 203.0.113.1

ip nhrp map multicast 203.0.113.1

ip nhrp network-id 172176366

ip nhrp holdtime 300

i Dynamic Multipoint VPN
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ip tcp adjust-mss 1360

ip nhrp nhs 209.165.200.226

tunnel source fastethernet 2/1/1
tunnel mode gre multipoint

tunnel protection ipsec profile DMVPN
interface fastethernet 2/1/1

ip address 203.0.113.4 255.255.255.0

NHRP

2 2 Next Hop Resolution Protocol NHRP

1

class-map match-any class2
match ip precedence 5
end

!
policy-map p2
class class2
priority percent 60
end

!

interface TunnelO

ip address 10.0.0.2 255.255.255.0
no ip redirects

ip mtu 1436

ip nhrp authentication hlthere
ip nhrp attribute groupl
ip nhrp map group groupl service-policy output p2
ip nhrp map multicast 172.17.0.1
ip nhrp map 10.0.0.1 172.17.0.1
ip nhrp network-id 253
ip nhrp nhs 10.0.0.1

ip nhrp registration timeout 600
ip nhrp cache non-authoritative
no ip mroute-cache

tunnel source 172.17.0.2

tunnel mode gre multipoint

tunnel key 253

tunnel protection ipsec profile dmvpn-profile
end

2

class-map match-any classl
match ip precedence 5

policy-map policy pl
class classl
priority 70

interface TunnelO

ip address 10.0.0.1 255.255.255.0
no ip redirects

ip mtu 1436

ip nhrp authentication hlthere

ip nhrp attribute groupl

ip nhrp map group groupl service-policy output pl
ip nhrp map multicast 172.17.0.2
ip nhrp map 10.0.0.2 172.17.0.2
ip nhrp network-id 253

ip nhrp nhs 10.0.0.2

ip nhrp registration timeout 600
ip nhrp cache non-authoritative
no ip mroute-cache

Dynamic Multipoint VPN
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tunnel source 172.17.0.1

tunnel mode gre multipoint

tunnel key 253

tunnel protection ipsec profile dmvpn-profile
end

QoS NHRP

Quality of Service QoS Next Hop Resolution Protocol NHRP
QoS
groupl parent/group2_parent groupl/group2 Dynamic Multipoint VPN DMVPN
Per-Tunnel QoS NHRP spoke_groupl
QoS groupl_parent NHRP spoke_group?2 QoS group2_parent

class-map match-all groupl_Routing
match ip precedence 6
class-map match-all group2_Routing
match ip precedence 6
class-map match-all group2_voice
match access-group 100
class-map match-all groupl_voice
match access-group 100
policy-map groupl
class groupl_voice
priority 1000
class groupl_Routing
bandwidth percent 20
policy-map groupl_parent
class class-default
shape average 3000000
service-policy groupl
policy-map group2
class group2_voice
priority percent 20
class group2_Routing
bandwidth percent 10
policy-map group2_parent
class class-default
shape average 2000000
service-policy group2
interface tunnel 1
ip address 209.165.200.225 255.255.255.224
no ip redirects
ip mtu 1400
ip nhrp authentication testing
ip nhrp map multicast dynamic
ip nhrp map group spoke_groupl service-policy output groupl_parent
ip nhrp map group spoke_group2 service-policy output group2_parent
ip nhrp network-id 172176366
ip nhrp holdtime 300
ip nhrp registration unique
tunnel source fastethernet 2/1/1
tunnel mode gre multipoint
tunnel protection ipsec profile DMVPN
interface fastethernet 2/1/1
ip address 209.165.200.226 255.255.255.224

Dynamic Multipoint VPN
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Per-Tunnel QoS

Next Hop Resolution Protocol NHRP
Quality of Service QoS

Device# show dmvpn detail

Legend: Attrb --> S - Static, D - Dynamic, | - Incomplete
N - NATed, L - Local, X - No Socket
# Ent --> Number of NHRP entries with same NBMA peer
NHS Status: E --> Expecting Replies, R --> Responding
UpDn Time --> Up or Down Time for a Tunnel

Interface Tunnell is up/up, Addr. is 209.165.200.225, VRF "
Tunnel Src./Dest. addr: 209.165.200.226/MGRE, Tunnel VRF "
Protocol/Transport: "multi-GRE/IP", Protect "DMVPN"
Type:Hub, Total NBMA Peers (v4/v6): 3
# Ent Peer NBMA Addr Peer Tunnel Add State UpDn Tm Attrb Target Network
1 209.165.200.227 192.0.2.2 UP 00:19:20 D 192.0.2.2/32
NHRP group: spoke_groupl
Output QoS service-policy applied: groupl_parent
1 209.165.200.228 192.0.2.3 UP 00:19:20 D 192.0.2.3/32
NHRP group: spoke_groupl
Output QoS service-policy applied: groupl_parent
1 209.165.200.229 192.0.2.4 UP 00:19:23 D 192.0.2.4/32
NHRP group: spoke_group2
Output QoS service-policy applied: group2_parent
Crypto Session Details:
Interface: tunnell
Session: [0x04AC1D00]
IKE SA: local 209.165.200.226/500 remote 209.165.200.227/500 Active
Crypto Session Status: UP-ACTIVE
fvrf: (none), Phasel_id: 209.165.200.227
IPSEC FLOW: permit 47 host 209.165.200.226 host 209.165.200.227
Active SAs: 2, origin: crypto map
Outbound SPI : 0x9B264329, transform : ah-sha-hmac
Socket State: Open
Interface: tunnell
Session: [0x04AC1C08]
IKE SA: local 209.165.200.226/500 remote 209.165.200.228/500 Active
Crypto Session Status: UP-ACTIVE
fvrf: (none), Phasel_id: 209.165.200.228
IPSEC FLOW: permit 47 host 209.165.200.226 host 209.165.200.228
Active SAs: 2, origin: crypto map
Outbound SPI : Ox36FD56E2, transform : ah-sha-hmac
Socket State: Open
Interface: tunnell
Session: [0x04AC1B10]
IKE SA: local 209.165.200.226/500 remote 209.165.200.229/500 Active
Crypto Session Status: UP-ACTIVE
fvrf: (none), Phasel_id: 209.165.200.229
IPSEC FLOW: permit 47 host 209.165.200.226 host 209.165.200.229
Active SAs: 2, origin: crypto map
Outbound SPI : OxAC96818F, transform : ah-sha-hmac
Socket State: Open
Pending DMVPN Sessions:

NHRP

Device# show ip nhrp

192.0.2.240/32 via 192.0.2.240
Tunnell created 00:22:49, expire 00:01:40

Dynamic Multipoint VPN B
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Type: dynamic, Flags: registered
NBMA address: 209.165.200.227
Group: spoke_groupl
192.0.2.241/32 via 192.0.2.241
Tunnell created 00:22:48, expire 00:01:41
Type: dynamic, Flags: registered
NBMA address: 209.165.200.228
Group: spoke_groupl
192.0.2.242/32 via 192.0.2.242
Tunnell created 00:22:52, expire 00:03:27
Type: dynamic, Flags: registered
NBMA address: 209.165.200.229
Group: spoke_group2

NHRP NHRP

Device# show ip nhrp group-map

Interface: tunnell
NHRP group: spoke_groupl
QoS policy: groupl_parent
Tunnels using the QoS policy:
Tunnel destination overlay/transport address
198.51.100.220/203.0.113.240
198.51.100.221/203.0.113.241
NHRP group: spoke_group2
QoS policy: group2_parent
Tunnels using the QoS policy:
Tunnel destination overlay/transport address
198.51.100.222/203.0.113.242

QoS

Device# show policy-map multipoint

Interface tunnell <--> 203.0.113.252
Service-policy output: groupl_parent
Class-map: class-default (match-any)
29 packets, 4988 bytes
5 minute offered rate O bps, drop rate O bps
Match: any
Queueing
queue limit 750 packets
(queue depth/total drops/no-buffer drops) 0/0/0
(pkts output/bytes output) 0/0
shape (average) cir 3000000, bc 12000, be 12000
target shape rate 3000000
Service-policy : groupl
queue stats for all priority classes:
queue limit 250 packets
(queue depth/total drops/no-buffer drops) 0/0/0
(pkts output/bytes output) 0/0
Class-map: groupl_voice (match-all)
0 packets, 0O bytes
5 minute offered rate O bps, drop rate O bps
Match: access-group 100
Priority: 1000 kbps, burst bytes 25000, b/w exceed drops: 0O
Class-map: groupl_Routing (match-all)
0 packets, O bytes
5 minute offered rate O bps, drop rate O bps
Match: ip precedence 6
Queueing
queue limit 150 packets
(queue depth/total drops/no-buffer drops) 0/0/0
(pkts output/bytes output) 0/0
bandwidth 20% (600 kbps)
Class-map: class-default (match-any)
29 packets, 4988 bytes

Dynamic Multipoint VPN
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5 minute offered rate O bps, drop rate O bps
Match: any
queue limit 350 packets
(queue depth/total drops/no-buffer drops) 0/0/0
(pkts output/bytes output) 0/0
Interface tunnell <--> 203.0.113.253
Service-policy output: groupl_parent
Class-map: class-default (match-any)
29 packets, 4988 bytes
5 minute offered rate O bps, drop rate O bps
Match: any
Queueing
queue limit 750 packets
(queue depth/total drops/no-buffer drops) 0/0/0
(pkts output/bytes output) 0/0
shape (average) cir 3000000, bc 12000, be 12000
target shape rate 3000000
Service-policy : groupl
queue stats for all priority classes:
queue limit 250 packets
(queue depth/total drops/no-buffer drops) 0/0/0
(pkts output/bytes output) 0/0
Class-map: groupl_voice (match-all)
0 packets, O bytes
5 minute offered rate O bps, drop rate O bps
Match: access-group 100
Priority: 1000 kbps, burst bytes 25000, b/w exceed drops: O
Class-map: groupl_Routing (match-all)
0 packets, 0O bytes
5 minute offered rate O bps, drop rate O bps
Match: ip precedence 6
Queueing
queue limit 150 packets
(queue depth/total drops/no-buffer drops) 0/0/0
(pkts output/bytes output) 0/0
bandwidth 20% (600 kbps)
Class-map: class-default (match-any)
29 packets, 4988 bytes
5 minute offered rate O bps, drop rate O bps
Match: any
queue limit 350 packets
(queue depth/total drops/no-buffer drops) 0/0/0
(pkts output/bytes output) 0/0
Interface tunnell <--> 203.0.113.254
Service-policy output: group2_parent
Class-map: class-default (match-any)
14 packets, 2408 bytes
5 minute offered rate O bps, drop rate O bps
Match: any
Queueing
queue limit 500 packets
(queue depth/total drops/no-buffer drops) 0/0/0
(pkts output/bytes output) 0/0
shape (average) cir 2000000, bc 8000, be 8000
target shape rate 2000000
Service-policy : group2
queue stats for all priority classes:
queue limit 100 packets
(queue depth/total drops/no-buffer drops) 0/0/0
(pkts output/bytes output) 0/0
Class-map: group2_voice (match-all)
0 packets, 0O bytes
5 minute offered rate O bps, drop rate O bps
Match: access-group 100
Priority: 20% (400 kbps), burst bytes 10000, b/w exceed drops: 0O
Class-map: group2_Routing (match-all)
0 packets, O bytes
5 minute offered rate O bps, drop rate O bps
Match: ip precedence 6
Queueing
queue limit 50 packets
(queue depth/total drops/no-buffer drops) 0/0/0
(pkts output/bytes output) 0/0

Dynamic Multipoint VPN
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bandwidth 10% (200 kbps)

Class-map: class-default (match-any)

14 packets, 2408 bytes

5 minute offered rate O bps, drop rate O bps
Match: any

queue limit 350 packets

(queue depth/total drops/no-buffer drops) 0/0/0
(pkts output/bytes output) 0/0

DMVPN Per-Tunnel QoS
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Per-Tunnel QoS

Cisco 10S XE Release 3.11S

DMVPN  Per-Tunnel QoS
DMVPN
QoS IPSec

QoS

Cisco 10S XE Release 3.11S
IPv6

ipnhrpgroup ip
nhrp map ip nhrp map
group nhrpgroup nhrp map
group show dmvpn show ip
nhrp show ip nhrp
group-map show nhrp
group-map show policy-map
multipoint tunnel

QoS DMVPN
Per-Tunnel QoS

Cisco 10S XE Release 3.15S

QoS DMVPN
Per-Tunnel QoS

DMVPN Next
Hop Resolution Protocol

NHRP

QoS
DMVPN

nhrp attribute
group show dmvpn show ip
nhrp show ip nhrp group

i Dynamic Multipoint VPN



	DMVPN の Per-Tunnel QoS
	機能情報の確認
	DMVPN の Per-Tunnel QoS の前提条件
	DMVPN の Per-Tunnel QoS の制約事項
	DMVPN の Per-Tunnel QoS について
	DMVPN の Per-Tunnel QoS の設定方法
	DMVPN の Per-Tunnel QoS の設定例
	例：スポークでの NHRP グループの設定

	DMVPN の Per-Tunnel QoS の参考資料
	DMVPN の Per-Tunnel QoS の機能情報


