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FIROWE
1. enable
2. configureterminal
3. load protocollocation.filename
4. class-map [type {stack | access-control}] class-map-name [match-all | match-any]
5. descriptioncharacter-string
6. match fieldprofocol protocol-field {eq [mask] | neq | [mask] | gt | It | rangerange | regexstring} value
[nextnext-protocol]
1. match start {12-start | 13-start} offsetnumbersizenumber {eq | neq | gt | It | rangerange | regexstring}
{value [value?] | [string]}
8. match classclass-name [packet-rangelow high | byte-rangelow high] session
9. exit
10. exit
11. show class-map [type {stack | access-control} | class-map-name]
FIED 4
ATy RERETI VA Bt
RATv I enable Rt EXEC E— R& A X—7LIZLET,
Bl *NAT—=REANLET (FERENEHA) .
Router> enable
ATFv T2 configureterminal ra— ) ary7 4 Xal—aryEe— REBEEBLET,
i
Router# configure terminal
ATFvwT3 load protocollocation.filename (&) PHDF #/V—ZiZn— KL %9,

&1

Router (config) # load protocol
disk2:udp.phdf

CFRETAEANI. V=X DOu—h M T BLENH Y F9,

GE) PHDF 235t A E LTV W RS . matchstart =2~ 2
ROZBZEHEHTEET, DF Y., matchfield 2~ > R
IIRITTEERA,

GE) ASR 7’7 v b7 4 —LO4A, PHDF 7 7 A WiE, 7
IJT 4L TRBELOAZ AL — | 7akvH (RP)
77 AN AT LT (loadprotocol =< > K& 41 L)
FHTa—T20ERNHY 7,
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ZFwF4 | class-map [type {stack | access-control}] |5 L= 2 T R L3y kv v F L SCHHEND 2 T A<y
class-map-name [match-all | match-any] FEER L, 7T Ay T ar 7 4 Xal— gy E— K&
MLUET,
i -
type stack : FPM T, 3 272D DIEL W 7 h 2L A
( fig)# cl -
ooy e e 5o )BT T,
* type access-control : %4957 1 A AKX v 7 NERER
T DI DIEREIR N F — 2 RELET,
* class-map-name : TR A0 HOFEFT R E T ET,
* match-all & 7= (X match-any D5 E S NRWGEE, N T 7 4 v
IINNT T 4w 7T AD—EE LTHEINDITIE, T
NTO—BHEBIIEAET OILERD Y 77,
ATFvTH descriptioncharacter-string (I3 32792 <y AlCBMLET,
1 -
Router (config-cmap) # description
“match on slammer packets”
ATvT6 match fieldprotocol protocol-field {eq ({EE) PHDFIZE#RINTWAS 7 4 — /)L RIZESNWT, 7T A
[mask] | neq | [mask] | gt |1t | rangerange | < o, > —F H U2 % L £,
| regexstring} value [nextnext-protocol]
* nextnext-protocol % —7 — N5 [$~<7 1%, class-map type stack
i - avy RERE LIZRICOMEATEET,
Router (config-cmap) # match field udp
dest-port eq 0x59A
ATV match start {I2-start | 13-start} EE) 7—2 7T b~y Z— (LA¥2) Elidxy PV —
offsetnumbersizenumber {eq [neq |gt[1t| , ~ o, 52— (L 4% 3) |ZHSNT, 7T X v v FDO—FHLUE
| rangerange | regexstring} {value e UE4
[value2] | [string]} °
1 -
Router (config-cmap) # match start
13-start offset 224 size 4 eq
0x4011010
ATFvT8 match classclass-name [packet-rangelow| (L&) f&HOXr v "aeghrtk vy ay (ZFu—) ZEET
high | byte-rangelow high] session 5272~y 7O BHEEERELES. ZOKEL, £y
VHIZEREINDTXTONT y MIEH S ET,

151 -

Router (config-cmap) # match class c2
packet-range 1 5 session

packet-range % — 7 — 35 LU\ byte-range ¥ — 7 — RE, &3
}7y N7 a—ONry NESINT Y R A RORLIZHEIFN
WD T T4 v 7 &0 THILIZE T, regex X—AD

i Flexible Packet Matching 2> 7 4 ¥alL—Y 3> #i4 K
|



| Flexible Packet Matching

Flexible Packet Matching ® + 57« v 4 2 520K I}

AR RFEREETOVa Y E]:g]

FPM 7 S5 A < T DONRT p—< AL —FREEE LXE 5
TANHE A=A LEERLET,

session X — U — N353 class-name & & I sns &, o
BEREIIFE U Ny b By a %oy FAICRGEE
nET,

session & — 7 — K73 packet-range ¥ 7= (3 byte-range ¥ — 7 — K
EEBIEREND E, SEERERC APy F By aro
fREINT Ny B EIET AL NHICBRFESNET,

ATv79 exit

B :

Router (config-cmap) # exit

IRy ar7 4 X¥al—aryE—REKTLET,

ATy 710 | exit

B -

Router (config) # exit

Ja—r ) ar7 4 ¥al—ary EF—RERTLET,

ATy 71 |show class-map [type {stack | (ER) REISNIZFPM 7 7 A vy T HFRLET,

access-control} | class-map-name)

Bl :

Router# show class-map type
access-control slammer

SIS a—TavTDEY R

RDEXE

F_XTOD FPM A X F & BT 5 121%, debug fpm event =~ > REHITL £ T,
WIZ, debug fpm event 2~ > ROH Sz R L £,

*Jun 21 09:22:21.607: policy-classification-inline(): matches class: class-default *Jun 21
09:22:21.607: packet-access-control(): policy-map: fpm-policy, dir: input, match. retval:
0x0, ip-flags: 0x80000000

Xy MU= 12U EDI TR vy T HEFR LIS, IRODZ A7 [Flexible Packet Matching ®
F7 74 w7 WY =D \RT LI, R T T4 w7 R =2kl TORY —%
A E =T A AWM DHENDH Y £7,
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FIROWME
1. enable
2. configure terminal
3. policy-map type access-controlpolicy-map-name
4. descriptioncharacter-string
5. classclass-nameinsert-beforeclass-name
6. drop [all]
1. log [all]
8. service-policypolicy-map-name
9. exit
10. interfacetype number
11. service-policy type access-control {input | output} policy-map-name
12. exit
13. exit
14. show policy-map [type access-control | interfacetypenumber | input | output]
FIEDF 4
ATy RERETI VA B
ATvT1 enable FibE EXEC £ — R& A 1 —7 MIZLET,
bl PAAT—READLET (ERSNEHE) .
Router> enable
ATy T2 configure terminal FTa—r ) ar7 4 Xal—ary T— KRG LET,
i -
Router# configure terminal
ATvT3 policy-map type P—bRA RN =% HET LD DU LD v H—T = A

access-controlpolicy-map-name

51 -

Router (config) # policy-map type
access-control fpm-udp-policy

ANHIATT B Z W TE LR v — = v T AR ETZITELE
L. policymap 2> 7 4 ¥ =2 b—T =z F— RERHBELET,
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IV RERIEFETIVa Y Bry
ATy T4 descriptioncharacter-string (EE) MBAEZRY v— <y ITBMLET,
1 -
Router (config-pmap) # description
“policy for UDP based attacks”
AFwTH classclass-nameinsert-beforeclass-name | class-map =~ > & L CRE SN2, FATCHEEH T
T4 v T AQLRIERELE T, £, cass 2~ R,
i NI T4 BN T T4y R —ICAbETHEL, R
Router (config-pmap) # class slammer P y7° 7T7A AT A ﬂ?l b—=vart— ]\%Bﬂﬁébi
R
* insert-beforeclass-name ¥ —7U — R & 5|180%,. RV —~v
THNOEEDGITNZ Y F A~y T2 BMLET, 20X
VavEBRELRWES, VAR TIERY v—~ T
DORBIEME N FET,
ATvT6 drop [all] UEE) VT T74v 0 VT R%, FEDY T AZETH/37 v
NeREETHILORELET,
Bl Al X — U — R, Z0O KT 74 97 7 FRACET 537 v kO
Router (config-pmap-c)# drop all 2R — AR ERETLHIOICMEHLET,
Zoavy RERITT 556, ROGIFIFHRIZEELTLES
AN
CNT Y NOBEFEIX, VT T 4w 7 7 TATHRETE HME—
DT arTT,
NI T 4w T VT AE drop 27 RTRETDHHAE. =
DEEDNT 74P 772D [+ (ANFITH>TW
%) ARV —IL, servicepolicy =~ REMH L Ci%ET
LT EITTEERA,
* Xy FOBEFEIX, classclass-default =~ > K& L CHg
ESNTZT 74V~ 77 AFRETEEEA,
*dropall =2~ > RBEESINTWAESE., Z0avy K&
HAFT D 2 & AT E S DI classmaptypeaccess-control =2~
v FOHTT,
ATvIT1 log [all] HEE) bTF 7497 072007 Avbe—VEAERLET,
. Al —Y— RN, FONTT7 47 7 TRAZETHREESNT

Router (config-pmap-c) # log all

Ny ROZA MY — AR ZFR T 2D LET, ZoF—
7 — KX, class-map type access-control ==~ > K C{ER L7272

FA =y TOHEHAEETT,
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ATV REREETOVa Y

B

ATvT8

service-policypolicy-map-name

&1 -

Router (config-pmap-c) # service
policy fpm-udp-policy

PEERY 2 —E R RY —Z2ERl L £7,

ATvT9

exit

51 -

Router (config-pmap-c) # exit

&1 -

Router (config-pmap) # exit

RV ==y T VIR ar74F¥al—rarE—FBLW
R —~yFar7 4 ¥al—var®—ReKkTLET,

ATy 710

interfacetype number

&1 -

Router (config) # interface
gigabitEthernet 0/1

AR =T 2 A AXATEREL, A F—T A AT 4
Fal—TaryE®— N2 LET,

ATvINn

service-policy type access-control
{input | output} policy-map-name

1 -

Router (config-if) # service-policy
type access-control input
fpm-policy

A B =T =2A ZAD AN TR EAZH DTGNS TS - Z
T4y RKY—OREEARTIEERELET,

ATvT12

exit

51 -

Router (config-if) # exit

AV B —TxzA A AT 4 Fal—rary ET—REKTLE
ﬁ—o

ATy 713

exit

&1 -

Router (config) # exit

Ju— )L ary 7 4 F¥al—aryE—REKRTLET,

ATvT14

show policy-map [type access-control
| interfacesypenumber | input | output]

51 -

Router# show policy-map type

FEE) FPM 2> 7 4 X ab—3 g VAR LET,

G¥) NF 7 4 w7 R —% FPM [T ITVERL LT~ 1413,
—H L=y NERIORTEA v F—T = A A2
P—FRI VAL L7 R TEET,
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AT REREETOVa Y

E:g)

access-control interface
gigabitethernet 0/1

FPMO> D74 F¥al—3 3 DREH

ASR 75y b4 —LTOHOFPMDHETE EMHER : 4

WIZ. ASR 75 v N 7 4+ —ATFPM 2R ET AW %2R LET,

load protocol bootflash:ip.phdf
load protocol bootflash:tcp.phdf
class-map type stack match-all ip tcp
match field IP protocol eqg 6 next TCP
class-map type access-control match-all test class
match field TCP dest-port gt 10
match start 13-start offset 40 size 32 regex "ABCD"
policy-map type access-control child
class test class
drop
policy-map type access-control parent
class ip tcp
service-policy child
interface GigabitEthernet0/3/0
ip address 10.1.1.1 255.0.0.0
service-policy type access-control input parent

WO IFEITIE, TXTD TCP 7347 > M class-map [ip tep] D FIZRR I, FFED/XF —
WZ—EF 53T _XTD /Y > M class-map [test class| O FIZERINET, FFED/ X —2 D¢
WTCP 237y MEIFARY —0 [class-default] @ FIZFRRI4L, TXTOIETCP 37 » MIBL

RN T —d lclass-default] @ TIZRRINFET, (ZOFITEH, AU Zi307TT) o

Router# show policy-map type access-control interface GigabitEthernet0/3/0

GigabitEthernet0/3/0

Service-policy access-control input: parent
Class-map: ip tcp (match-all)

2024995578 packets, 170099628552 bytes

5 minute offered rate 775915000 bps

Match: field IP version eq 4

Match: field IP ihl eg 5

Match: field IP protocol eg 6 next TCP
Service-policy access-control : child
Class-map: test class (match-all)

1598134279 packets, 134243279436 bytes

5 minute offered rate 771012000 bps, drop rate 771012000 bps
Match: field TCP dest-port gt 10

Match: start 13-start offset 40 size 32 regex "ABCD"
drop
Class-map: class-default (match-any)

426861294 packets, 35856348696 bytes

5 minute offered rate 4846000 bps, drop rate 0 bps
Match: any
Class-map: class-default (match-any)

0 packets, 0 bytes

5 minute offered rate 0 bps, drop rate 0 bps
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Match:
Router#

any
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[Cisco I0S Master Commands List, All Releases.]

X274 av K

[ Cisco I0S Security Command Reference]

N7 4w 7 REERT 7 A VEHEHLIEFPM
A=l

DX IE

[ Cisco IOS Security Configuration Guide: Securing
the Data Plane] @ TFlexible Packet Matching XML
Configuration] €3 =—/L

Quality of Service (QoS) =~ Nt

[ Cisco I0S Quality of Service Solutions Command
Referencel]

MIB
MIB MB®D!') >4
7L WINL77F v 74—, CiscolOSXE ¥ 7

Fo=27 V) —X, BIOT74—Fx vk
DOMIB DT RIR LA v v— KT 510,
& URL 123 % Cisco MIB Locator Z{# /] L £
‘a‘o

http://www.cisco.com/go/mibs

DRADTYHYZAILYR—F

Bl

>y

HDOURLIZT Z7EALT, YAadD75r =7
Y R— MR RRIIEH LT Z3N, 2
BOYY—XF, VYT R =T A A =)L
LTRELED, vRAapflfeT 7 Jar—
BT D BRI A R L7205~ 5 72 DIl
HALTL7ZEW, Z0O Web %A k EDY—)L
W7 7 B AT HERIL, Cisco.com D17 A 1D
BILOANRY — RRMLETT,

http://www.cisco.com/cisco/web/support/index.html
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ROEKIZ, ZOFY2— )L T LIEEEICET L) ) —AfFRE R~ LET, ZOXRE Y7 h
V7 VU= FLA U THEEREROYR— M PREASNLEDOY T Mo =T V=R T %
ARLTWET, TOBERIE, FRCE 0 2372 0RY . ZhBEO—#EDOY 7 by =7 VU —ZTh
PAR—hInET,

TT 9 N7 A —bDOPFR— PRIV R YT v =T A A=V OV R— MIMET D IERE HER
9% 21X, Cisco Feature Navigator Z-f#i ] L &4, Cisco Feature Navigator (27 27 & 24 5121,
www.cisco.com/go/ctn [ZFHE) L 9, Cisco.com DT H 7 v MIKLEH D FHA,

%= 1: Flexible Packet Matching |ZB89 % #8EIE R

HERES Jy—= HEETEER
Flexible Packet Cisco IOS XE Release 2.2 | FPM L. HE#ED ~ » F o FIRE T L 2 — W5
Matching F#OT haN Ny HF— T —)L REFHR

BEOEDHZ LT, 1OERIFEHDO R Y hT—
7 NI T 4T VITABERTE LY
N ERERE T,

BASNE, FR3EEINTZa~ 2 R
class (policy-map) class-map debug fpm
event, description(class-map) load protocol
matchfield matchstart, policy-map.
service-policy. show class-map, show
policy-map interface, showprotocolphdf T3,
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