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X, BIOX R Th—T0hbEEesflkcExEd) . Lz, 2=V I—TAnRa2—% 7
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a—PL, BEDO=— &M T OB OZ A7 SV —T%2RETEET,
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SDR D/L— b ¥ A5 I —H 75 SDR OMERDIF & A L2 BF L ET, /— b SDR 22—+,
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AAA T—HE2 R—X
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a—Y, a—WIN—TF FRT ITN—TREDAAAT —FF, BXa2T RAAL L L—FNT
O—HVIRECTE T, ZOTF—ZF, AFYHNTF—Z_X—R B EZEEN, 207 4 F a2 b—
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2= TN—TEEEMTH LT, FO—Y L X 27 ID ODRFEDOE v FBREEA T S E
T, X A7 IDIZEET bz —FIX, TOX A7 ID ICBHET AL A EITTE £,

22X IDICEAY L5 —BMEERLEDOAS FF14 2

| oL-28387-01-J

FEAEDOL—2HEIE, FEEITET=2 U 7#E (CLI £721X XML API) |X, # A2 ID ®
RrED® v MOABEMIT N E T, @, FFEDOCLI 2~ REZIZAPL A/ _X—T 3 Ui, ]
DL EDOZ A7 ID BNEEEAT 5 E T, config 38 LU commit 2~ > KT, FFED X X7 1D
FFAIESH U FH A, REBIN2 Iy MEETIEL, FFEOX A7 ID FAIILEH D FHEA
(A VT ATHHX A7 IDFFAIIMESL Y FHA) . rootIr FFRINEI Y B THN 5D E T, config
replace # EITTCEEH A, a7 4Xal—rar T— B LR20EA, TACACS+ 2~
RABAZMHEHA LT, configa~r REESTEET, ZNHOBEMITIX, V—FNT/Hh—Fa—
MEEhTnWT, AETEXEHA, XAZ DL, FEDX AV 2FEITT 5825 LET,
ZA7ID TlX, # A7 ZFATTHFANIIEGINEE A, # A7 IDEEIL, ROKIZY A X
NTWDHZTZAD 1D, TX_TC, FRIMEEOMAEDOHIZTHIENTEET,

K2 3R IDYSRX

1k HLi)

Read FeA I M E TR T LE T,

Write EHEEZ TR, B L OFAED BlE 2 BRI
WZEFRTLE T,

Execute ping X°> Telnet 72 &', 7 7 £ AEEZFFAT L £
7

Debug Ty TEEETFAT LET,

AT AT, B CLLa~<wy RBEXOAPIA / X— g o Ra—HFOE 27 IDFFATU X b E—#
LTCWAHBREL T, CLI 2~ ROMRARHIMEBRREAE LGS, VAT AEBFIHEE L
TLTIEEWY,

2T v a TRUSNT-EIDOZ 27 1D #E (read/write 72 &) 1E. W OEENFEED Z 2 7
IDICEHAENDZ L ERLET,

CiscoASR9000 > ) —X 75 )5 =23V H—ERIL—F PRATFLEFa T4 a0 T4 Fal—

avA4ryy—243x i



AMA H—EZDBE |
B TAcACS+ £ LU RADIUS EBEEL—H DA RS ID

B = TRYGNT-EE DX X7 ID #E (read, read/write 72 &) 1. W7 DOEMEIME 42 D& R 7
IDICEASND Z EaRLET, =& 2L, copyipv4 access-list =~ 2 FiE, iAMDY B L OE
ZIALHEEE acl ¥ A7 IDIZH#H L, FATEAEL filesystem % A7 ID IZi#H T 77,

Z 27 ID B IOBIEOFTIPEE SN TWRWES, a2~ NiE, #A227 IDBLOESEL 22—
EOREM TR LTSN E T, £/, ROME=F a<r FEERT L2010, 22—
A7 1D % BEfHT 2 B H D FH A,

AR RRREDRL T 4 Falb—var $TE-NTHEHENDGE, Toa~<y N
L1 OEME A7 1D & 2—FICBEfH T 2 0B H Y £7°, 72L& 21, showredundancy =~
v REFETT DI, 22—, system (read) % A7 ID 35 L OMREZ BT 5 0B H 0 £
T RoflEBR)

RP/0/RSPO/CPUO:router# show redundancy
72, FE EXEC £— FTiX, =—¥IiZ, admin 35 L W' system (read) # A7 ID 5 L OfE% B
HAHTDMENRH Y £ ROBIEZSH) .

RP/0/RSPO/CPUO:router# admin
RP/0/RSPO/CPUO:router (admin) # show redundancy

TACACS+ # & U RADIUS FEEE1—H D2 X7 ID

CiscoIOSXR Y 7 7 =7 AAA TliE. TACACS+ 3 JLONRADIUS FR CERIF S B 22— |2k D
FHHETHATHR[ZED B CHRZ ENTEET,

CHRY =T DTHRANN—=Ug % HER TACACS+ B LN RADIUS r— D7 4
Xl —Tay 77 A VICEEEELET,

TR OWTIE, ¥ A7 = v, (16 %—) 2L TIIEEN,

S TACACS+H B L U'RADIUS Y — XD a7 4 Fal— g 77 A )V THKEL L& 5
’_‘/iE’L/jE‘a_o

FEAZOWTIE, BREL L = o BT, (19%—) 2L TLTEE N,

TACACS+ B L O'RADIUS F X CiE T 52— LR Ua—H4 Tr—hL 2—FEERk L
ij‘o

FER A TACACS+ 3 L O'RADIUS S CRET A2EED2—VICHEA INDT 740 b X A
7 IN—T B ENHEELET,

BRY Ty
S EB TACACS+ H— 38 L T'RADIUS #»«/\%ﬁﬁﬁ Lfmftézné:h«ﬂf 2% L. CiscolOSXR
V7R 2T AAALL, #A7 IDEUE— #9552V R—FLFET,

[l CiscoASR9000 &) —X 75U S =23V 4—ER L—8 YRTLEFa)TF4 20T ¥
L—>av 4 FY1)—X43x
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AAA H—E R DEBE

TACACS+ & & U RADIUS ZiE1—v 042210 [

B ZAMYTORRK

TACACS+ V—_"Dar 7 4 FXal—yal 77 A NVDXZ AT LFEINL, o~ () TRUGN
7- b= o THRENET, b= 03, A7 IDABLIOFOHFA, £HIEZ0OBEDL—
YEEgGira—Y JL—TDONTINTHESINET ROBZ2EM) |

task = “ permissions : taskid name , # usergroup name , ...”

GE)

CiscoIOSXR ¥ 7 b7 =7 Tli&, # A7 ID %4 RADIUS % 721X TACACS+ H— "D @k &
LCHRETEET, —0HCiscolOSXR V7 b7 =T VAT A EHEEINDHAE, Zh
LOBYEICIE, =N~ T L TORENTWE LIS, v ar~—rB™fiFonEd,
7= & 21X, CiscoSecure ACS 3L X Cisco D7V —1v7 =7 TACACS+ — "Tik, 7 a3
DB ORNCE SR (=) Tk, TAX U RZ (%) BZ0ETT, BEEs47v =3
VELTHRETDHE. TACACS+ M — "D~ =a T VEEH LT EEN,

7= & 2L, userl BGP &\ H & RiiD = —H|T, read. write 35 & O execute ZF Al 2 5- L. userl %
operator & V) A RID L —Y ZN—TFIZEO LG, SMNBY—/30 TACACS+ =27 4 F o L —
Vary ZryANDa—HFHT N UITIRO L DIZRY FT,

user = userl{

member = some-tac-server-group
opap = cleartext "lab"

service = exec {

task = "rwx:bgp, #foperator"

}

}

r. w. X, dIZZNZEH read, write, execute, debug (ZxtiLE T, K Rigls #) 1T=2—9 7
N—T 0N ZEERLET,

| oL-28387-01-J

G¥)

CiscolOS V7 b U = TIZEDW=V AT A E OMAEREZ A X—T7 W3 5120%,.  Ttask]
DOHNCA TV ay F—U—REBINTHILERNH D £,

CiscoSecure ACS MEH SN H%5A. WOFIEEZFEITLT, XAV ID Ea—F JL—T%HEEL
iTO

CiscoASR9000 > ) —X 75 )5 =23V H—ERIL—F PRATFLEFa T4 a0 T4 Fal—

arvA4r U Y—243x I}



AAH—EZRDHE |

B TAcACS+ £ LU RADIUS EBEEL—H DA RS ID

FIEDHEE

F IR D48

ATvT1
ATvT2
ATvT3
ATvT4
ATvTH
ATvT6
ATvT1
ATvT8

ATvT9

2—HPHENRAT—REASTLET,

[Group Setup] "% > %27 U » 7 LC, [Group Setup] 7 « > RUEFKRLET,

[Group] Ka w7 & URRnh, BHTL7V—T 28R ET,

[Edit Settings] R > &7 U v 7 LET,

A7 v — VR ZHH L C, [Shell (exec)]| F= v /Ry 7 AZELET,

[Shell (exec)] T = v 7 RNy 7 AZBIRL T, W AX LBEHERELA RX—T VIZLET,
[Custom attributes] F = > 7 AR > 7 22N L £7,

74— RIZZERRI A2 E O TICRD X A7 LFFN 2 ATJLET,
[Submit + Restart] R ¥ %27 U v 7 LTCH—"zHiEE LET,

© o N o e B w D=

2—=YPHENRAT—=REASLET,

[Group Setup] "% > %27 U 2 LT, [Group Setup] 7 1 ~ RUZFRRL ET,
[Group] Ky X VA NNpDL, BHTHTNV—T%FRLET,

[Edit Settings] R¥ > %27 U v 7 LE7,

A7 — VR ZMEH LT, [Shell (exec)] T = v 7Ry 7 AL ET,

[Shell (exec)] T = v 7 Ry 7 AZBINL T, W AX LEHEREELA F—TVIZLET,
[Custom attributes] = > 7 7R v 7 A& IR L E T,

74— RIZZEARS A Z ZOTICIRDFZ A7 L2 NI LET,

B :

task=rwx:bgp, #netadmin

[Submit + Restart] "% %27 U v 7 LTH— "2 HiEHE LE7,

KD RADIUS N> # —[EfFEME (VSA) OfITIE, =—H%IL, sysadmin FHIEFLSY A7 JV—T1ZEHF
. BGP ##%ET&, OSPF OFEEF R TX £7°,

i
user Auth-Type := Local, User-Password == lab
Service-Type = NAS-Prompt-User,
Reply-Message = "Hello, %u",
Login-Service = Telnet,
Cisco-AVPair = "shell:tasks=#sysadmin, rwx:bgp,r:ospf"

userl 73, — 4 userl B LY/ AT — R&2fEH LT, EFIZHEE TACACS+ T — NIZEfHB L O
a7 A4 %& ., show user tasks 2~ F% EXEC E— RTHEH LT, userl NETTEXDLTRTHOH A
JHERARTEET, WITHZRLET,

[l CiscoASR9000 &) —X 75U S =23V 4—ER L—8 YRTLEFa)TF4 20T ¥
L—2arv 4R Y)Y —R43x

0L-28387-01-J |



| AMAS—EzDR

51 -

=

E

TACACS+ & & U RADIUS ZiE1—v 042210 [

Username:userl
Password:
RP/0/RSPO/CPUQO:router# show user tasks

Task: basic-services :READ WRITE EXECUTEDEBUG

Task: bgp :READ WRITE EXECUTE

Task: cdp :READ

Task: diag :READ

Task: ext-access :READ EXECUTE

Task: logging :READ

B A CFHNIBFRE STV user2 & W) ARTO =R —cr 7oA U35 & IROTERD
KRINFET,

1 :

Username:user2

Password:

RP/0/RSPO/CPUO:router# show user tasks
No task ids available

BIELR)LITYELY

| oL-28387-01-J

2 27 1D D&% R — bk L2V TACACS+ 7 —F v & O HHAMED 72, AAA 1355 TACACS+
P—REET 7 ANVANTL—PFICERIN TV DFHEL L n—h L a—HF 7 L—7 L OO
~y BB YR—FLET, TACACS+ #iEL., MBS TACACS+ H— 3Bk S 4L 5 HERR L
Aol Enica—Y IN—TDX AT v v FRa—PF '8 Y TohET, =&z
X, BFHE L UL 5 3N TACACS 1 — "Bk SN2 E6 . AAA X —h )L 22— 7 )L—7
privs DZ A7 =y 7 alfGT5 2L 2R BT, Zovy s FrktRiE 1~ 13 OO
ML~V THRRTT, FRHEL~LV 15 DA, V— K VAT L a—F J A —7REHILE
T, FrtEL L 14 32— ' —F F—F —SDRIC~v v B 7V ENET,

7-& z2IE, Cisco 7Y — =7 TACACS+ V—"TiE, 27 4Falb—Tay 774 L
ROBPNTRTEIICar 74X alb—ay Z7A0Tpriv W ZEETHILEND Y £5,

user = sampleuserl{
member = bar
service = exec-ext {

priv 1vl = 5
}
}

ZoOBID S5 En D FHEIX, = — W sampleuser \ZE| V) 2T D BN b HILE DFFHE L~ /VIZE XL
2D ENTEET,

RADIUS #—/3TiZ, # A7 ID IZ. Cisco-AVPair ZFifl L CEFINFT ROFIEZHM) .

user = sampleuser2
member = bar
Cisco-AVPair = "shell:tasks=#root-system, #cisco-support"{
Cisco-AVPair = "shell:priv-1lv1l=10"

CiscoASR9000 > ) —X 75 )5 =23V H—ERIL—F PRATFLEFa T4 a0 T4 Fal—

arvA4r U Y—243x I}



AAH—EZRDHE |

B rmay—cExoxmzx—<

AAAH—E XD XML X +—<

RADIUS [ZD

A

Extensible Markup Language (XML) A > % —7 = A AL, XML K& =2 A > MERTEXR L JEE %
FRALT, AAAZREBLOE=FLET, AAA IV R—X 2 M, BEBLOE=21 7
R END T —X ONE EBEE ST D XML A —~ 2R T LET, XMLY—LBIOT
TV r—vaii, TOAF—<&EHHAL T, XMLZ—Y =2 b ElE L CREZFETLET,

WDAF—~<1%, AAA ZfEH L TRITESNET,
CWGE, BEE, TAULT 4V TRE
ca—H, =P TNAN—TEBIOY AT TA—TEE
* TACACS+ =B L —\ ZL—T5RIE
* RADIUS H— B LU —/N 71— T 3RGE

LT

RADIUS (X, RIERT 7B ANL Xy hU— 7@?%:J74%%£#5\ﬁ7747/wﬁ%
NUATALATY, VAIOFEETIE, RADIUS 7 714 7 > Mid Cisco/L—4% ECBEILE9, 3
FFERE T AT T 4 v ERIE, TARTO—PRIHERE Ry U= F—E R T 7 &2
WO STV D H YD RADIUS H— N2k E S vE T,

RADIUS i[Z52&cA—7 727 haLvThh, V—A a— XA TREAINTWDH72H, BifE
ERATXAEEDEX 2T 4 VAT ALHETA L) ICEFCXET,

AT, AAAEX =2V T 4 T HE A LDOTFTRADIUS ZH7R— kL TWET, RADIUS i,
TACACS+, Kerberos, B —Hh /b 2—HF L OHmBERE, D AAA X2V T 0 7 bav A
T&EFET,

G¥)

Rmmmi#&fmcmOfiyh7f—ATﬁﬁ~héni#ﬁ\mmwsv%ﬁ~bém
L MOMREIL, FRESNTIT T v b7+ — AT TERITENET,

RADIUSIZ, VE— b 22—V DRy NTU— 777tx%%%¢6&ﬂﬁK%EQVNW®t%;
V74 0BT H3FIERFy N7 BREICEEI N THET,

RADIUS L, 77 BADEFX 2 T DMERKRORy N — IV BEETHEATE £,

CENTNMRADIUS VR — b5, v~ VFRUHE =T I HAY—RNZLDFy hT—7,
2L 21X, BEORE—DT 7 AV —R08, 1 OORADIUS —"R_R—A X2V T ¢
T—AR—2AEFHALET, BN HT DT 7 EAY—NNEREPRI—ADR Y hT—
7 T, XA YA 22— |LRADIUS — 3% U CRRES 4L EJ, RADIUS ¥— 3%
Kerberos X = VT 4 VAT ATEWET AL OICHAZ A AENTWVET,

[l CiscoASR9000 &) —X 75U S =23V 4—ER L—8 YRTLEFa)TF4 20T ¥
L—2arv 4R Y)Y —R43x
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| AMAY—EzOBE
raDiUs =20 T

TV —2a UNRADIUS 71 haE A R— 54 —rF— Xy hU—27 X2l

THRE, ExX, [A~v—FI—F] 7782 ar b= AT AEERTLT 2
AR, &5%ETlE, RADIUS & Enigma Dt ¥ =25 4 H— F&2fFH L CTx—H 2K
AEL, Xy hT—27 VY —RZxT 57 7 B AR L TOVET,

FTIZRADIUS o> v b7 —2, RADIUS A4 55O Cisco b —Z &Ry hT—7
\ZIBIC& £9, Terminal Access Controller Access Control System Plus (TACACS+) H—/N\(C
BATT 256, THUDNRYOTFIRE 20 £,

I—YPRE—DY - RIIETT I/ EATLHIMNERHL Y U —7, RADIUS ZEHT 5
L B—FRAN BH—a2—F 4 U7 4 (TelnetZ2&) | FHFHE—~7a hair (KA hY—
RAY b7 m bz (PPP) ) T 52— T 7R EHETEET, X, =2—W
N7 A4 5L, RADIUS ., IP 7 RL A 10234 2 L CZD2—47) PPP &2 374
DHERRZFF > CND Z L ZWRI L, EEFAHDOT 78R VA RBBRBENET,

UI—=ATHOT 4 T RBERFxy hU—2, RADIUS T H 7 T 4 > 7%, RADIUS
FOREE 721X RADIUS 8 Al &I XEBIICEH CE £9, RADIUS T WU 7 ¢ v VHEE A
L, P—EROBHBB IO TRHIZ, ByvarficALEZY Y—2 (K., X7 v
M XA Fe&) ORERTT—HEEEFETEET, /¥y b —ERT BN H—
(ISP) I, RADIUS 77 A av bu—ABIORXTHU T 407 VT T=2T DT Y —
VT N—=Va EMFHLT, EX 2V T BLUOHEOMA =— X 2T 2L TEE
ERS

FHRGEDO Y R— h 2 HET Dy NU—2, Fv hU—7IZ RADIUS ¥— "% 3#E A9 %
L. AAA FRIFGIEZRE L, FAGGRED 7 B 7 7 A VW ERETEET, h—E X T o
A —NHERRAE AT 5 L. BEFORADIUS YV U = — a U &2 T 28— h OFHLMER
mEL, 37V YA RNICERL T, FEOT—EA LV EZRIETEH L1
e ET,

RADIUS N S G L Z\Ry T —Y X2 ) T4 KR
RADIUS [ZIRDF >y hU—7 X 2 U7 RGICIEFE L TWOER A,

*wAFTu b a7 7 e ABEL, RADIUS (ZIRO 7w haLzdR—F L THER A,
° AppleTalk Remote Access (ARA)
° NetBIOS Frame Control Protocol (NBFCP)
° NetWare Asynchronous Services Interface (NASI)
° X.25 PAD ¥

*—ZHTHEERE L TV D BREE, RADIUS (X, M7 AGBREZ TV & A, RADIUSIE, /b—4

& RADIUS F¥REZ ME L T % 2 A 2SOV — 2 & OFBFEICH A TE £,

WOV —EAEEHT SRy hU—2, RADIUSIZ. — %21 AD=2—H %2 1 H5DO%—t
A EFIIINNAL R LET,

CiscoASR9000 > ) —X 75 )5 =23V H—ERIL—F PRATFLEFa T4 a0 T4 Fal—

vav A4 K1) —R43x
| oL-28387-01-J



ARA H—EZDBRE |
B  Amavs—cEzxomEsE

RADIUS D EjE
a—PRa A o EFITL, RADIUS 2 L CT7 7 B A — bRk a2 58546, IROF
EAZEA L E 9,

1 2—PR, 2—FHLEART—-FDOANERD LN, ASLET,

2 a—PABLOKGIINTZASRAT— R, Ry bU— 27 &H TRADIUS % — ZT#E EivE
o

3 a—#E, RADIUS =D bR OWTINDINEEZE L ET,
a ACCEPT : = — WP FESNZ L 2R LET,

a REJECT : 2 —WIIIGEEN T, 22—V Z L NRNATU—ROFANEZRO LI, T A
PHEGINET,

a CHALLENGE : RADIUS #—NiZ Lo CF ¥ LU VNBITEINET, Ty L oI, 22—
PFHHEMT—2 #IE LT,

a2 CHANGEPASSWORD : RADIUS # =375 2 —HIZxf L TH LWV AT — ROZBRZ K
HERVFITENET,

ACCEPT £ 721X REJECT )& IZ1%, EXEC £7213xy MU —Z3RIER SN 2BMNT —# 2%
GENTWVWET, RADIUS el 24 5I11%. i?Rmmmmﬁ%mTﬁéZE#%Di
9, ACCEPT 721X REIECT /X7 v MIEGENDEBMT —X ONFIFKRD LBV TT,

* Telnet, rlogin, £7-iZn—H/LxV 7 hZ7 2 AKR—bk (LAT) . 3L OPPP, Serial Line
InternetProtocol (SLIP) . F7/IXEXECH—E AR L Lol 2—PFRT /A TX LY —
vz,

CAHRANFERIIIIATV FDIPT RLA, TR A VA, 22—V XA LT T REDOE
Be/NT A—H

AAA H—EXDERTEFE

AAA Y —EAZBIET 21213, LT O TR OERZIATLET,

BRY TIV—TDEE
BAY R—=ZDRATIE, TOEAERL LTH A7 IDOBEMEFSRET, ¥ A7 DI
2=V OREFITH AL ERZ L LT, F2—ViX, ¥ A7 ID CHBI SNSRI Sz — 4 i
EX2 227 Oty NREEMTORET, 2—WFF, 2 —F A —FICE T N5 2 L THFAf
PG SRET, 22— ZA—TFIE, Z A7 FA—FPEEA T S ET, &8 RT T —
i, EHTE DX A2 ID @ Cisco CRS-1 £ b B@RE 72 1 DL EDZ 27 1D 733

[l CiscoASR9000 &) —X 75U S =23V 4—ER L—8 YRTLEFa)TF4 20T ¥
L—>av 4 FY1)—X43x
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| AMAY—EzOBE

2z s—70%E I

fFFoinEdT, BAIRAXF—LERETDIHE, RO H AT TNA—TEFELET, KIT, ¥ A
7 ITh—7 filx O2—VFOIEICERE L £7,

BRY TIL—TDHRE

HAG TN—TNE, TIZary A TTLIC—HEOH AT IDPNRESNET,

no L7 4 v AEMFH L task 2~ REBEL T, FEDX AT IDEZ AT T)—Tnb
HIfRCc&E £,

B2 T—THERITEIBRTEET, FFXa2 A MOLLIXRAT JL—7%Hkt5L,. =
T—DFEELFET,
[ZC®HBHIIZ

HAY TN—T 2R LT, # A7 1D ZBd#A T 5812, # 27 IDDOAL—F U A MBIUOKS
A7 IDDHMIZOWTEE L T LENH Y £9°, show aaa task supported =~ > KA L
T, # A7 IDDERRY A MeFRLET,

GE)  AAA X A7 ID D write #F A &2 Ffo TV L2 —HWETFH R Y I N—TERETEET,
FIEDHE
1. configure
2. taskgroup faskgroup-name
3. description string
4. task {read | write | execute | debug} taskid-name
. ATy T2 TRELILF AT ZV—TICHEMIT 282 A7 ID T, AT v 7 4 %0 KL E
B
6. koWFhroa~r FEHEHALET,
* end
* commit
F g 48
AU RFEREETIVa Y S0
ZF w71 |configure Ja—s\par7 4 F¥al—vary - REefBLE
ﬁ—o
1 -
RP/0/RSPO/CPUO: router# configure

| oL-28387-01-J
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AAH—EZRDHE |

B x5 5—JoxE
AU RFERETIVa Y B#
AT w F2 |taskgroup taskgroup-name WEDZ AT TN—TDAFI R L, A7 TL—
T arg4FXal—rar B 7E—RERBLET,
£ :
*no JEX D taskgroup =~ > REFRETH &, KT
RP/0/RSP0O/CPUO: router (config) # taskgroup beta DEAT TN—TE AT ANGHIBRTX £,
AT w73 |description string EE) AT v 72 THELLZ AT Zv—T Ol %
B L E7,
51 -
RP/0/RSPO/CPUO: router (config-tg) # description
this is a sample task group description
R w74 |task {read | write | execute | debug} taskid-name | A5 <~ F2THELI-X A7 7 A—T AT 5 2 A
7 ID #fRELET,
i - . .
*ZDOH A7 D BEEMIT b, ¥ AT TA—TD
RP/0/RSPO/CPUO: router (config-tg) # task read XNk D ?%ﬁiéﬂf)ﬁ&%@ CLI if:&i API u?
b =S
> O LIS read FF [ 27810 4 T E
‘no S L7 4 v AEMEH LI task 2~ REHRE
LT, BEDF AT IDEZ AT T L—T0bHIER
TEET,
RATYTS (AT v T2 TRE LA A 7 N—T Bl | —
JEEHXATID T, AT v 7 4 %40 LE
—g—o
ATYT6 (KOWThmoa~vr RefHALET, REEHEZRAFELET,

e end

e commit

151 -

RP/0/RSPO/CPUO:router (config)# end

ER

RP/0/RSPO/CPUO:router (config)# commit

cenda~ 2 REE[TTHE, BEEZ2I v FTDH K
HZEREINFET,

Uncommitted changes found, commit them
before exiting(yes/no/cancel)? [cancel]:

yes EANTHE, FEfiary 74 F¥alb—Ts
V77 ANMIEREMRMEEN, 2T 4 ¥
L—alrbyralrBDETLT, Lb—20
EXEC £— FIZHEY £9°,

‘no EANTHE, IT 4 Falb—vay
Ty va BT LT, L—& N EXEC E—
RIZEY FT, £EiTZay FEnFEHA,

°cancel E AT 5L, BIEDa L7 4 FaLb—
varEyvalyPERLET, a7 X2

[l CiscoASR9000 &) —X 75U S =23V 4—ER L—8 YRTLEFa)TF4 20T ¥
L—2arv 4R Y)Y —R43x
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| AMAY—EzOBE

a—4sr—708x I}

AR RFEREETOVa Y =]

1

N

L—varytvyva ik THd., RELH

baly FESnEEA,

I

ol

CRELELLFETaLs T4 Fal—ary Ty L
WBREFEL, a7 4F¥al—varykyiark
AT AI21E, commit =<2 RE{FEHAL F4,

RDIEZE
HAT TN—TDFT_XTOEy hORENZET LIEZSL, 22—V I —TD7 ¥y hEREL

7 ([2—% 7N —TDRE] OHESH) .

A—Y HIL—TDEHETE

2= TNN—TNL, FRT TN—T el =PI T Ha vy R NT A—H (T Lo Tk
EINET, usergroup 2~ REANTLHE, 2a—F I/ —T a7 Farb—var ¥7
F—RNIZT 7 EALET, usergroup 2~ RO no X AT DL, FFEDO2—Y I NL—T%
HIBRCEE£7, VAT LATBRINTWDL2—F V=T ZHIRT 2 &, BERFRINET,

[ L& BHIIC

G¥)

FIEDHEE

| 0L-28387-01-J

WRITE:AAA # A7 1D REfHIT b T D 2—H72), 2—% Z L —T 2R ETEET,
a—H ZL—T1L, root-system K> owner-sdr 72 & DHFERFIERR SN2 T N—T DS 13T 1 Eik
KTEEE A,

configure

usergroup usergroup-name

description string

taskgroup taskgroup-name

ATy 72, 26—Y) THELLZ—Y ZAV—T%28EM T 582 27 7 V—7T, A
Ty 74, (28X—V) HVIRLET,

6. oOWTNAD vy REMFHLET,

* end

R W=

e commit
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1 HL—TOBE

AAH—EZRDHE |

F IR DA
ARV RERETI V3 Y =Y
ZF w71 |configure Ja—s\ b ar7 4 F¥al—vary - RERBLE
—a—o
il

RP/0/RSPO/CPUO:router# configure

ATy T2

usergroup usergroup-name

51

RP/0/RSP0/CPUO: router (config) # usergroup beta

FEDZ—W JV—T D4R ZER L, =—% 77—
a7 4 Xal—ary BT E—REMBLET,

*no XD usergroup =2~ REFEETDH L. KE
Da—Y TN—T % AT AP HHIBRTE 7,

ATvT3

description string

i -
RP/0/RSPO/CPUO: router (config-ug) # description
this is a sample user group
description

EE) A7 w72, (26°—Y) THEELZZ—W
TN—T O EER L ET,

ATv74

taskgroup taskgroup-name

i -
RP/0/RSP0O/CPUO: router (config-ug) # taskgroup
beta

AT w72, (28—Y) THRELZaZ—Y JL—7
., ZOFETHELEZ AT TL—FIZBEEMT E
‘é—O

ca—H I N—T1F, AN LTZ AT T —F %
LTCTTIREBENTCWAHRERM (#2227 1DV
A N EHERR) ZELD £,

ATV TS | AT w72, (26°5—V) THELLZ=2—Y 7 |—
N—THBE T DK S AT TN—TFT, A
T4 (28—V) HARVIRLET,
RFYT6 [ KOVFRpOav FEMLET, RELT & RAF LET,
* end cend2~ 2 RE2F(TTHL, AHEZaI v DK
* commit INCESRESNET,
Uncommitted changes found, commit them
ﬁuz before exiting(yes/no/cancel)? [cancel]:

RP/0/RSP0O/CPUO:router (config) # end

Ep

RP/0/RSP0O/CPUO: router (config)# commit

cyes EANITDHE, FElTaryT4Fab—Ta
VI ANMIEENRFSN, 2T 4F 2
L—yvartbyraryRNETLT, Lb—FNRN
EXEC £— RIZEY 7,

‘no EAJITAHE, T 4 Fal—T g
tya UNET LT, L—F) EXEC E—
RIZREY £9, BHZay FENFEFA,

[l CiscoASR9000 &) —X 75U S =23V 4—ER L—8 YRTLEFa)TF4 20T ¥
L—2arv 4R Y)Y —R43x

0L-28387-01-J |



| AMAY—EzOBE
i—voz W

AU RFEREETO VI Y B8

ccancel L AJTH &, BIED a7 4 F 2 b —
artylaryPgLET, 237 ¥
L—vartyva 3T, RELE
Hbaly hSRERFA,

CRTELEWAFETa L 74 FXal—ary IrA)L
R EL, a7 4 Falb—varykyials
Wkwe 2121, commit =~ > R&EfEH L F9,

RDEE

2= ITN—=TDT7Vy "OBRENTET LIEL, fHx02—V2RTELET (2—TDRT,
(27 =) DEEZZBR) |

> E I-'ﬂ
1—HDEHTE
A—WEFEETDHITIL, ROX AT #FITLET,

Ba—FiL, BERAALLCHNTBOI—HFLIZI o Tl ESNET, KFa—HFi, Pt
12D2—HF T N—T DAL N—=THDHIENNETT, 22— IN—T%HIRTDHE, DT
N—FZEESfT T SN — RN T 55503 H 0 £9, AAAY— ST L7z —HF H 38
HENFTN, IFEAEDa~wY RiIFZFTESnEHA,

FIEDHEE

1. configure

2. username user-name
3 koWTNNrEFEITLET,
* password {0 | 7} password

* secret {0 | 5} secret

4. group group-name

S. AT w72, (8=) THELZ2—VPICHEENT bRS2—Y Z1—T T X7 v
74, (28—V) EZEVIKLET,

6. kOWPTHIrD o~ RE#HEHLET,

*end

e commit

CiscoASR9000 > ) —X 75 )5 =23V H—ERIL—F PRATFLEFa T4 a0 T4 Fal—

vav A4 K1) —R43x
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AAH—EZRDHE |

B -—vosz
FEDEFHA
ARV EEEET7IVa Y E]:g]
ATy configure 7\]:!*‘/\\/1/ :"/743'\":_ L—yay E'— }‘%Fﬂlﬁﬁébjﬁ—g«o
71
i -
RP/0/RSP0O/CPUO:router# configure
ATy username user-name RSPO
72 FLna—FOLRTEAER (FIFBIEO = —F Z55]) L
i - T, a—HPhHar7 s ¥alb—va 37— REBLE
RP/0//CPUO:router (config) # username userl —a—o
* user-name 51 FUIX 1 DOHELIFFEHATEET, A—
A LB HFIIEHATEEEA,
ATY KONTNNEFATLET, AT v 72, (28%—Y) THRELLZ—VFORT— K%
73 * password {0 | 7} password FRELET
- secret {0 | 5} secret *secret 2~ REFHLT, A7 v 72, (28—Y)
THE LTca—PH ORI 7 A v NAT — REAE
L E9,
15“ . ° N S NS ) > &
RP/0/RSP0O/CPUO:router (config-un) # password 0% password av R mfﬁz‘ﬂﬁﬁ—é L N H%E"ﬂﬁéﬂ
0 pwdl TR (ZIUTTFAN) NRAU—RIZRDZ ENRE
EJ/e b ESNET, 7%password 2~ ROBZIZANTDH L
RP/0/RSPO/CPUO:router (config-un) # secret B b SN XA — R B2 ENFRESINET,
0 secl
*0 % secret I~ RORIZANTH L, BRI
RN (P U TTHRARND) BER/NAT—RIZRDH L
DIESNET, 5% secret I~ FOBICANTS
LB R SN R NA T — R I/ B L REE X
nET,
* X A7 0705, password 2=~ RE I Usecret 2~ N
DT 7 4V FTT,
ATY group group-name AT w72, (28 %—V) THE L2 —%4 % usergroup
74 g~y RTCEREFHDOLZ—F Z—F 1280 Y TET,
51 - . . i . .
RP/0/RSP0O/CPUO:router (config-un) # group ca—WE, 2= ITN—TDIFEIFERLTRT T)—
sysadmin T~OED YT L o TERSNTENEIE- T, =—
P IN—TOFTRTOBMEEZZITIY £,
cKa—Pix, b b1 o0a—F FA—TFIZEY
BCHMERDHY 7, 2—WFITEHO=2—H 7L —
TR T 2 EBHY ET,

[l CiscoASR9000 &) —X 75U S =23V 4—ER L—8 YRTLEFa)TF4 20T ¥

l/_

av A4 Ky —R43x
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| AMAY—EzOBE

RADIUS H—\EEOL—20EE I}

AU RFEEETIa Y Bra
ATy | AT vT2, (28%—Y) THRELEZ—H|—
75 BN B —Y S—F T, X
T4 (28 R—V) HEEDIKLET,
ATy KoOWTN LD a~y R LES, RELELERFLET,
76 * end tend IV FEFETTHE, BHEIIY M DHEIIC
. commit gﬂ%éﬂi j—o

11 -

RP/0/RSP0O/CPUO: router (co

ERl e

RP/0/RSPO/CPUO:router (co

Uncommitted changes found, commit them
before exiting(yes/no/cancel)? [cancel]:

nfig) # end °yes EANTBHE, FErar 74 Falb—Tay
T AMCEEPRFS, a7 4 Falb—a
ey va R T LT, V—4NEXECE— R
nfig)# commit IZEED iﬁo

‘no bk ANNTHE, 2T 4Falb—Tartktyig
UHBHET LT, V—HZBEXECE— RIZRED £1°,
AR TaIy hEhEdA,

ccancel E AT HE, BIEOa L T 4 Fal—T 3

Ry a UMk LET, a7 4 Falb—Ta
ey Ta IR TET, REAEL IV RS
NEHEA,

CRELEHAEFTaLy T4 X2 — gy T AR
FL, av74¥al—vartyiariaikgEds
2%, commit =~ R&EFEHLET,

RDOE%E
—HFD T

v NOBRENFET L7265, RADIUS — @15 & 7213 TACACS+ H— &3

HENN—FEEELET RADIUSH— R@EONL—HF DFFE, (29X—) FZIXTACACS+

P RORE,

(39 =) OHEEBR)

RADIUS H—/\B@IEDIL—F DEEXTE

| oL-28387-01-J

JL—24 & RADIU

SH—NOBEEHRTELET,

%, RADIUS AR A hME, A= (CiscoSecure ACS) . Livingston, Merit, Microsoft, & 721X

VA NVEY S

B /8A X —@ RADIUS — V7 N =7 2 FTT o~ NVF2—H VAT AT

T, RADIUS — L DEEDTDITN—H ZRETHITIE., ROXIRERNH Y £,

CiscoASR9000 > ) —X 75 )5 =23V H—ERIL—F PRATFLEFa T4 a0 T4 Fal—

arvA4r U Y—243x I}



AAA H—E R DEBE

B rausy—nEEOL—2DHE

DY

CAHRARAEIZIP T LR

* PRREDSE AR — b
CTATT 4T DR — k
* FRAE R

*ZA LT T N

* XTSI

RADIUS ¥ = U 7 ¢ H— %, KA FLELILIP T FL A, KR M EFED—F F—%
7'Z 5 7u haj (UDP) R— h&ES., £/ IP 7 FLABLOHED UDP R— hEBIZLY
BAlENET, EHREOHBIERIZ. IPT KL AL UDPAR— MESOMAGDE TR I ET,
THICEY . RADIUSTHR A F & LTERINTVWASESERR— MR, BADAAA Y —E 2%
RETEL LRV ES, DF0, ZOBEAHIEREZLH LT, HDIPT FLRAIMET D
1 BOY =/ RO UDP R— F BMAHET D56, £h Lo UDP AR— M2k LT RADIUS
PR A EETXET, FURADIUSH—NRNEDRLB25DFA M=y MJICRILY—ERX (=
ERBETHO T 4T ERELIEGEAE, 2BEDICHELICFAA N =0 MU L, BANCHREL
TeRA N 2 P DHBAAL v F A== Ny 77 o7 LTEMELE T, ZOHE, KOO
FADZ NIRRT HILT 427 P—ERERECE RS HE, Xy hT—2 T &R
Y NIER DR L TT AT T 4 v P EAACHES N TVD2BODARA N = N %
AITLET GUTENDRADIUSHRA b= b U DIEFEIE, BESNTODIEFICHENET) .

RADIUS #— & Cisco b—F %, EWETF AN A N) T E2FEHLTARRT— RERS{L
L. W& ZZHLUET, RADIUSZRELTAAAEXF 2 U T ¢ a~ Raifi4 51213, RADIUS
PR TF—F U BRITTHRANE, V=X EWHETIHIMETFAL (F—) AN T EIEE
THOMLENRHY £,

A LT T ME, FEEE, BLORSF—HIZIE, T3TO RADIUS b — " &d BRI LIz
12— LERGE, P NRERGE . £ T2iE T m— 2 LERIE & IR E DM G bE A TE £
F, FTRTORADIUS =" E—Z EDBFIZZ DL D 72/ v — 7 IVERE Z M4 5 113,
radius-server timeout, radius-server retransmit, 33 J O radius-server key &\ 9 3 DD EAF 72T
n—barZ 4 Xalb—rvaryavy FEEHLET, FED RADIUS — N2 2 b Off
Zi 9 5121, radius-serverhost 2~ K&/ o — )L av 7 4 X2 b— a3y E— NTHEM
LET,

G¥)

Ry ARy NT—7 TR Y —R_T, ¥4 L7 HEE, BIXOX—EOa~
¥ RERBHIRE (Fa— LB EB IOV —BIERE) CTEXET, L—XIZFa— L
BEL P — BBREDO W F 2R ET 2 %A, V—BloX A ~—, HEE, BLOF—EoOa~
Y ROFM, Ta—rvprfv— FEE, BLOXF—Hoa~vr R bELINET,

Il Cisco ASR 9000 DY—XTFINVF—=23 0 H—ERIN—F VRATFLEFXaYT AV T14¥2

L—2arv 4R Y)Y —R43x
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| AMAY—EzOBE

RADIUS H—\EEOL—20EE I}

radius-server host {hostname | ip-address} [auth-port port-number] [acct-port port-number] [timeout

RETAHAENE— T, ZAT v 72, @BlX—=) ~257v76, (B2X—) ZHEVIKRL

FIROWE
1. configure
2.
seconds] [retransmit retries] [key string]
3. radius-server retransmit retries
4. radius-server timeout seconds
5. radius-server key {0 clear-text-key |7 encrypted-key | clear-text-key}
6. radius source-interface type instance [vrf vrf-id|
1.
i ‘ﬂ—o
8. oW Thnroa~vy REMEHLET,
* end
* commit
9. show radius
FIED 54

AV RFEEETIVa Y

S]]

ATy configure ya—ar7Z 4 Xal—yaryE— NEEBLET,
1

P -

RP/0/RSPO/CPUO:router# configure
ATy radius-server host {hostname | ip-address} JE— K RADIUS — R KA FDOFEARA R EFIZIP T R
-2 [auth-port port-number] [acct-port port-number] |\ z 57 | 4,

| oL-28387-01-J

[timeout seconds] [retransmit retries] [key string]

11 -

RP/0/RSP0O/CPUO: router (config) # radius-server
host hostl

* auth-port port-number 7> 2 & LT, FRRERE
™ RADIUS H— XZEAE D UDP F— F &R ELF
R

* acct-port port-number 77" a VEERA LT, ThHU v
7 4 v 7'#H 0 RADIUS H— 2[4 @ UDP A— k
ARELET,

XY NT— TIZRAY—N"PHE—DIPT KL A&
%@H%Bht@ﬁ@fxbiyb)%wﬁféio
WCRET DI, Z0a~<y RenBamlZg#o
5Li¢o%@%ﬁﬁmmT%FﬁﬁﬂﬁﬁOTW
HZLEERLTLZEY, 4% RADIUS 55 A kTfff
AT 224277 8, BEEEE, BLOKESX—0
(ER ey ey W+ ELT< 72 &0,

CiscoASR9000 > ) —X 75 )5 =23V H—ERIL—F PRATFLEFa T4 a0 T4 Fal—

arvA4r U Y—243x I}



AAH—EZRDHE |

B rausy—nEEOL—2DHE
ARV FERET7IVa Y By
CHA LT U RNERELBRWGS, e —UVEDMEH
SNET, RETD2%E. EOHMILT~1000 TI,
HEEELRELR2WSEE, 77— UUENMER S
F9, RETLHHE. HEOFMAIT1~100 T, F—
LFFNEFEE L WGa, Za— SUENMEH S E
—g—o
GE) *—I%, RADIUS — TEHT 51 5{bFx —IC
—HTDHTXFA RN AN T TRITFUERY F8
ho F—OEFITH D A=A TP I N ET
B, F—HNDOAR—R L X —KBEDOAR—R[Iff
HAEN 57D, F—I3H I radius-server host =~
Y REXORBEOT AT LELTRELTLES
VW, FICAN—2EMHT 55, SIHMGE
XF—IZEOLGAERE, SIHGF T —2ME R
WTL &N,
Ty radius-server retransmit retries CiscolOSXR V7 b7 =7 TRADIUS h—NHKA DY
73 A NERBET DR EfRELET,

{1 - RV -
RP/0/RSPO/CPUO:router (config) # radius-server y :@ijf“ﬁt\ ﬁﬁé{é @ﬁitﬁ‘@;ﬁli 51 EQ z’biT
retransmit 5

ATy radius-server timeout seconds BA LTI NIRDHBETIL—ENY— RN R A NDISEA %4
F4 W s s ERE LET,

{1 - . . -
RP/0/RSP0/CPUO:router (config) # radius-server CRIT, AE =L HZ A= 10 FHITERE S LT
timeout 10 Z)WJ%% Ljﬁj*o

ATy radius-server key {0 clear-text-key |7 encrypted-key /1/~ 21 L IOXRADIUS & —F D¢+~ T?d RADIUS =
75 | clear-text-key} Sa=h—varORER—B LU SR —2ELET,

{51
RP/0/RSP0O/CPUO:router (config) # radius-server
key 0 samplekey

ATy radius source-interface type instance [vrf vrf-id| ({£5&) RADIUS T, T_XTD%*/E RADIUS /47 v ~Zig
76 EDA VB =T oA AETBFYTA X —T =24 ZADIPT

i -
RP/0/RSPO/CPUO:router (config) # radius
source-interface GigabitEthernet 0/3/0/1

RLARFERERD LI LET,

CHBEINEA L H—T 2 A RAFERF TS H—T =
A AL, IPT RUARBEEM T 6N TWDRER D
DES, FHEDA L F—T oA ZAF T T A 2 —
7 A AZIPT R L ANRE Eénfw@wﬂ DA
VHE—T 2 ANRZ T RREIZH HE . RADIUS I X

T 7 AV MR Diﬁo_h%@ﬁﬁé [ S
B =Tz A REFYTA =T = AZIPT R

[l CiscoASR9000 &) —X 75U S =23V 4—ER L—8 YRTLEFa)TF4 20T ¥

L—>av 4 FY1)—X43x
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| AMAY—EzOBE
RADIUS H—\EEOL—20EE I}

OV RFERETIV3 Y B
AEIBINT DN, TOA =T A A% T v T IREE
ZLEJ,
vrf ¥ — 7 — Ri%, VRFHEN CHAREZ A 2 —7 /M LET,
ATY RET LY —T, 27 v 72, 31 | —
71 R—=Y) ~RAT w76, (32—) BEVIK
LET,
ATY KoOWTFAhDa~<r R LET, REEREZRFLET,
78 _ .
*end ‘end A~ REFATTH L, AHEZaI v 5L
° commit a:g;‘k é hjz ‘é"o
Uncommitted changes found, commit them
i - before exiting(yes/no/cancel)? [cancel]:
RP/0/RSPO/CPUO:router (config)# end °yes EANTD N ggfﬁ—gj/74» FXal—rar
F 7o T ANVICERPRIES L, 2T 4 Falb—
vartvyvaryNETLT, L—4M»NEXEC
RP/0/RSPO/CPUO:router (config) # commit F— RIZEREDY i»@—o
cno LANTAHE, T4 Xal—Tarty
arNET LT, W—FPEXECE— RIZRY
F9, AHEFTaIy FSRERFA,
ccancel EANITH L, BIFEOa LT 4 ¥ 2 L—
varevrvarnELET, 27 ¥
L—vartyia iigkred, RELEDL
aIv FEINEHEA,
CHELEHEF AT 74 Falb—Tar Ty AR
FL, av74F¥al—vartyrarzikgdsd
([Z1%, commit =~ REHLET,
ATy  |show radius (fER) AT AITEEE STV 5 RADIUS — D1
79 ARRALET,
{51
RP/0/RSPO/CPUO:router# show radius

LONES

RADIUS %r—/ R & OBE D7D —F % E L7214 1%. RADIUS YV — I NV—T 2R ELET,
(RADIUS =R J—T"DFRE, (43 X—) OEE&Ml) |

CiscoASR9000 > ) —X 75 )5 =23V H—ERIL—F PRATFLEFa T4 a0 T4 Fal—

vav A4 K1) —R43x
| oL-28387-01-J



AAAH—EZDRE |
B RADIUS Dead H—/ SR D BT

RADIUS Dead H—/\#& 5 DEZTE

Z OYEETIX. RADIUS Dead-Server Detection #RE A X E L £ 77,

RADIUS Dead-Server Detection #§iE % {1 13" 2% &, RADIUS +— 1% 7 v NIREELFRET 572012
FEATAFEMEZRERIORETEET, FMUEPHARMICEE SN TWRWEGEEIE, SR RL
BO RN oY v a rOBIZE SO TEIICHE SLE T, RADIUS Dead-Server Detection % 5% &
T5 &, IEzFIE LTV RADIUS - — S HIR R I S v E T, Z ORIGE RADIUS H—/30D
BIRERR . B & 3 — ORI O, 7 v NIREE L T A 7RAEZ 4 0 IR T BL5 O [REE S
HNZI2 D&, Ty REALDEL R, /N7y MUBEREHIZ/R D £7,

JL—4 I3 RADIUS ="M 70 37 v b & R R I T B> Thx 6 RADIUS H— 337 Rk
RLESNDIETICRBT 2 MLEND L I 2N THRETHENTEET, L—F
DB L THH Ty NOZENRRLS, ¥4 L2570 MIRd e, BEEEIN -0 L L
TR ENET,

I 5T, RADIUS =07 v RIRREELFEE SN D £ TIONV—F TRET HHLENH Dl & A
AT U N EHRET A ELTEET, P—BFET AT T 4 T OW G2 ETT 55
A, WHOREHO Ny R ZoEEICEERE T, ELIERESN TRV Sy M, #A
AT T NI TWAEDELTHIT Y NENET, T bENDDITHFEELT T, KO
HREI T T b EnEHA, 2R EXA LT U RTlLROFEENEEFEINET,

A

GE)  BFEOSRM L RITEBRORMEOW G 2= L ThRn e =37y RREBLHEESNEYE
}\/o

radius-server deadtime =~ > N{X, ¥ — 037 v NIREE, T v RIREEO F £ L FE I D Rl &
SHALTHRELE T, ZORMARET D & IRENZEINRVNGAETSH, BEiT e LTHEE
ENET, Ty REERERE SN T TH, radius-server deadtime =~ > R3ERE S22 W R
D, —NFE=F INFEHA,

FIEDHE

configure
radius-server deadtime minutes
radius-server dead-criteria time seconds

radius-server dead-criteria tries fries
TONTNILD A~ REFEHLET,

e end

R W=

e commit

6. show radius dead-criteria host ip-addr [auth-port auth-port] [acct-port acct-port]

[l CiscoASR9000 &) —X 75U S =23V 4—ER L—8 YRTLEFa)TF4 20T ¥
L—2arv 4R Y)Y —R43x

B 0L-28387-01-J |



| AMAY—EzOBE

RADIUS Dead #—/ 0 [

FIE D
aAX U RFERET7TIVa Y B#)
27y T configure Ja—) a7 4 Xal—raryET—RR2BLET,
il
RP/0/RSPO/CPUO: router# configure
ATy T2 radius-server deadtime minutes W DD Y  — 30 FHRGEIC /2 - 72 & = D RADIUS P— 3
DISERE 2L L, BAARRIC R o 7o — S84 I A F v
K TENLHEIITLET,
RP/0/RSPO/CPUO: router (config) #
radius-server deadtime 5
ATFvT3 radius-server dead-criteria time seconds |RADIUS — 237 v NREEL L TIEEINAT v FEHED
REM 2 fSr L E T
i
RP/0/RSPO/CPUO: router (config) #
radius-server dead-criteria time 5
2Ty T4 radius-server dead-criteria tries fries RADIUS — 3 F » RIRFEL L THEEINST v REHED
AATRE 2 S L £
il -
RP/0/RSPO/CPUO: router (config) #
radius-server dead-criteria tries 4
ATy 5 KOWTNOa~vy REFRLET, RELFZRGFLET,

| oL-28387-01-J

e end

e commit

51

RP/0/RSPO/CPUO:router (config) # end

ER 8

RP/0/RSPO/CPUO:router (config)# commit

‘end I~V REFETTHE, BEEZaIv M THEOIC
FREINFET,

Uncommitted changes found, commit them
before exiting(yes/no/cancel)? [cancel]:
=

cyes EANTHE, FATa T 4 Fab—Tay

Ty ANVICEEPRE S, 27 4 FXal—va
vy a BN T LT, V—Z M EXEC E— R
WZRD ET,

ol AN THE, a7 4 Xal—arkyisg
U T LT, V—ZNEXECE— RIZEY ¥4,
BRIy FEIhFEHA,

°cancel E AT T HE, BfEDa L 7 4 X2l — g
veEvvarPikLET, a7 ¥ b—va
ey a IR TET, REEAE LIy MR
FH A,

CiscoASR9000 > ) —X 75 )5 =23V H—ERIL—F PRATFLEFa T4 a0 T4 Fal—

arvA4r U Y—243x I}



AMA H—EZDBE |
B revrRFAAADEHE

ARV KRFERETI VY B#

CREAFEEFITAL T 4 X2 b—ay Ty A MTRAF
L, arv74Xalb—vartyva rzikkdsic
%, commit =~ R&EHEHLET,

ATvT6 show radius dead-criteria host ip-addr (EE) B EIP 7 R AT RADIUS —N|[ZEE R I/~
[auth-port auth-port] [acct-port acct-port] dead-server-detection 155 %2 %< L £,
Bl :

RP/0/RSPO/CPUO:router# show radius
dead-criteria host 172.19.192.80

Per VRF AAA DELTE

Per VRF AAA HREZ 5 & . AAA —E 2% VPN VPN L—F (1 > 7B L OE%E (VRE) A
VAR RSO DH I ENTEET, Tunf X — v Y (PE) IR —A F— b
x4 (VHG) IX, WAZ~—ORADIUS H—Li@fELET, ZOV—NF, BAZ~w—D
VPN & BE#fT T S5 Cnb 728, RADIUS 7 %3 204 5 08 3H Y 8 A, RADIUS 7%
VEMAT HMLENIRNZD, ISP X, VPN (IZ X B — v 2% L 0 RMICHBETE, B A
A2 —ICE BRIt TE T,

HLOARVA—BEFDEME (VSA)

A B =3y MEHEBIHEZES (IETF) K77 MERIZIL, %y NT—7 778 A =L
RADIUS $r— DTy Z—EHF RN UEME26) 2HH L T —EGOEREBET DT
ERHESNTNET, B0 IIX X —EHREEEZ D 72 bLET, Z0kd, X F—

LM 7 R il S e W OYEREMEZ AR — F X £,

CiscoIOSXR ¥ 7 b w7 =7 @ RADIUS %%, ZOMARTHRINIERAMEHL T, 1 DOX
VHE—EAEA T arEFR—FLTWET, YARAaAOXRF—IDIE9 T, VAR — THA4TS
vasFReH— AT 1, 4N lcisco-av-pair] T9, EIZROEAXDA NI v 7 TT,
protocol : attribute sep value *

lprotocol] 1%, FFEDFRAIZ A FMEHT L Aap7 v ha)V@glEofE <y, lattribute] ¥
L Tvalue] 1%, A2 DRADIUSHEAR TER AL TV DU B (AV) X7 TF,  Tsep)
%, BAORBRBMEOEET =] | RERECBHEOLEIL [+ T,

W DF T, Per VRF AAA THITEV R — F SN TWD VSA IZOWTHA L £,

[l CiscoASR9000 &) —X 75U S =23V 4—ER L—8 YRTLEFa)TF4 20T ¥
L—2arv 4R Y)Y —R43x

[ 36 0L-28387-01-J |



| AMAY—EzOBE

% 3: Per VRFAAATHHR— FEhTLVS VSA

perVRFAMA 0 E [

VSA &

BEDIELE

BLl]

=)

RADIUS VSA (rad-serv. rad-serv-source-if 33 &2 Of rad-serv-vrf) 1%, VSA £ DHIZ T L

7 4 v 7 A laaa:] DL TT,

rad-serv

string

P—RBLOY—D 7 —7
DIPT RLA, —_ XA A
7 U M X OFRERRE R L
7,

WIZ, VSA#XERLET,

rad-serv=a.b.c.d [key
SomeKey] [auth-port X]
[acct-port Y]

[retransmit V] [timeout W].

P77 RLALSE, $_THORT
A—=BIA T a T AEED
EFFCRITSNES, F7 =3
YDRTA—=EPIREI TN
WAL T 7 AV MEDMEH]
SNET,

F—l2F AR=R2EZDHDH T
Lk TcEEHA, [retransmit
Vi ® V] 1%, 1~ 100 OfE
T, [ltimeoutW,) ® W] 1%
1 ~ 1000 OfE T,

rad-serv-vrf string

RADIUS /37 » bk O#RIEZH
3D VRF OA4RITERE L E
9, VRF£4IE, vifz~2 K%
ML THRESNT4ATE —E L
3

VRF Z & @ RADIUS H—N 7 L—T7 %2R ELET, VRF Z & D TACACS+ V— N T )L—T D%

FENZ DWW TIE, TACACS+ — X T )—7 0D

| oL-28387-01-J

(45 =) ZZRLTIEZE W,

CiscoASR9000 > ) —X 75 )5 =23V H—ERIL—F PRATFLEFa T4 a0 T4 Fal—

avA4ryy—243x i



FIEDHEE

FIED

Per VRF AAA D& TE

1. configure

AAH—EZRDHE |

2. aaa group server radius group-name

3. server-private {hostname | ip-address} [auth-port port-number] [acct-port port-number] [timeout
seconds] [retransmit retries] [Key string]

4. vrf vrf-name

RONTNNOa~y R LET,

* end

e commit

ARV RFEEETY a3y

=)

RTw 71 |configure sua—n)ar7 4 Xal—ar '— RERBLET,
1 -
RP/0/RSPO/CPUO: router# configure
Z 5 72 |aaa group server radius group-name KRESF— N BA R ERUEO Y 2 M ZA—F AL, F—rX 7
N—TF ar7 4 FXal—rarE—REHBELET,

A1) :

RP/0/RSPO/CPUO:router (config)# aaa group
server radius radgroupl

RP/0/RSP0O/CPUQ: router (config-sg-radius) #

AT 73 |server-private {hostname | ip-address} I N—TNx$ D7 T A ~_X— K RADIUS — 3D IP 7 KL A

[auth-port port-number] [acct-port ZaE LUET,

port-number] [timeout seconds] [retransmit o o \ R

retries] [key Sl‘rlng] 7 7/r ~N— ]\ -H-»—/i /\7 )( »—& ﬁs*giéﬂfl/\fcib \%é\\ 7

B— L ar7 4 Falb—varyMiHInEd, Fr—n

Bl - VAT 4 Xa b= a Y PRESNTWRWES, 774
RP/0/RSPO/CPUO: router (config-sg-radius) # | /L MEIMEH I F 1,
server-private 10.1.1.1 timeout 5

RP/0/RSPO/CPUO: router (config-sg-radius) # auth-port F—U— K& acct-port X—U—FRDOLEH 5 %{iﬁﬁ L
server-private 10.2.2.2 retransmit 3 N o . N

TH, RADIUSH— NI N—T T T A _XR—h a7 ¥z lb—
var E'— BB ESNET,
ATy 74 |vrf vif-name AAA RADIUS #—/3 7 )L—7'0 VRF 2 A E L £7,

5 GE) TFGAR—K YP—NRIPT RLRAZ, Fa— LT
RP./O/RSPO/CPUO:router (config-sg-radius) # %‘LE SNTVDT FLALA—/IR—=T 70—&5 e
vrf v2.44.com RV ET, VRFERIT, ZOX5%GE1c, 7F

VAZ KR % & EITRIZED £,
ATV TS [ ROWTIhOa~y REERLET,  RELEZRFLET,

Il Cisco ASR 9000 DY—XTFINVF—=23 0 H—ERIN—F VRATFLEFXaYT AV T14¥2
L—>av 4 FY1)—X43x
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| AMAY—EzOBE
acacs+ —noxzE i

ATV RFERETIVaY B
+ end *end 2~ REF(TTHE, BHELAZaIy M HL9ICH
« commit RInEd,
Uncommitted changes found, commit them
Bl - before exiting(yes/no/cancel)? [cancel]:

RP/0/RSPO/CPUO: router (config)# end °yes<kﬂj]'§*%)<1:\ Frarr4Xalb—rars Ty

EJil s ANVIEBENMEFES N, a7 4 Falb—vay
Ty varngkT LT, —&2 EXEC T— RIZE
RP/0/RSP0O/CPUO:router (config) # commit D FE9,

chol ANT AL, a4 FXal—vartyis
U T LT, V—Z BN EXEC E— RIZEY ¥4,
BRIy FEhFEHA,

ccancel L ASJT DL, BIEOa L7 4 ¥ a2l —g
ey arBkRLET, a7 4 F¥alb—Ta
Ry va IR TET, RELELaI Y RS
FHA,

CREEEAFETAL T 4 X2 —Tar T ANVHRE
L, 274Xzl —artbyya ket s,
commit =~ > REFEHL FT,

TACACS+ H—/\DEETE
TACACS+ —"ERELET,

A= IR ESN TN, BEER— RS 49 BT 740 N CHEMASNET, timeout 35 X
Wkey /N7 A—H %, TXTD TACACS+ — Nk LT/ r— L CTIRETE £ 7, timeout
N A=K E, AAA B — 33 TACACS+ M — "\ LI E 22 5T 2 £ TCORMERE L £,
key /X7 A —H X, AAA —/3 % TACACS+ H— [ THA SN DHBFEB LU 5 —Z2FEE L
e 8

CiscoASR9000 > ) —X 75 )5 =23V H—ERIL—F PRATFLEFa T4 a0 T4 Fal—

vav A4 K1) —R43x
| oL-28387-01-J



TACACS+ H—/ DR TE

FIEDHEE

FIED

configure
tacacs-server host sost-name port port-number

tacacs-server host sost-name timeout seconds

tacacs-server host sost-name single-connection

No o R wDh-=

RETHEILY—NT, AT v 72,
£7,
8 monwFhroa~vy REHEHLET,

* end

e commit

9. show tacacs

B3

tacacs-server host host-name key [0 | 7] auth-key

AAH—EZRDHE |

tacacs source-interface type instance vrf vrf-name

(40 X—) ~RAT w5,

(41 =) ZEHRVIKL

AR RFEEETIa Y

S

ATy configure 71:7*—/{/1/:1:/7/(#:‘; L=t F%F’ﬂ
1 HBLET,
fi
RP/0/RSPO/CPUO:router# configure
X |tacacs-server host host-name port port-number TACACS+ R A N —REHEEL, 73
72 TH— N AKR— I EFEZHEELET,
f . .
CIDF T a Nl TTANED
RP/0/RSPO/CPUO:router (config) # tacacs-server host - == e -
209.165.200.226 port 51 A M4 FEES INET, ARRR
RP/0/RSPO/CPUO:router (config-tacacs-host) # F%%@%ﬁ(i 1 ~ 65535 VC‘TO
X5 |tacacs-server host host-name timeout seconds TACACS+ R A N —REHEEL. 73
73 T, AAA B — 308 TACACS+ Y— 3005 DA

{1 -

RP/0/RSPO/CPUO:router (config-tacacs-host) # tacacs-server
host 209.165.200.226 timeout 30
RP/0/RSPO/CPUO: router (config) #

EFHET ORHORSZRET D4 A LT U b
fEafaE LET,

* DA T a iz Lo T, tacacs-server
timeout =~ R CRE L/ v —r3L ¥
ALT T MEBRZ O —NZRY EEXX
NWET, FALT U MEIX, #ALT TR
MRERET AR LTREINET, 4
FHIZ 1 ~ 1000 T9,

[l CiscoASR9000 &) —X 75U S =23V 4—ER L—8 YRTLEFa)TF4 20T ¥

L—>av 4 FY1)—X43x
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| AMAY—EzOBE

acacs+ —noxzE i

aAvY RFERET7IIY

E[:)

ATy
74

tacacs-server host sost-name key [0 | 7] auth-key

{1 -

RP/0/RSPO/CPUO:router (config)# tacacs-server host
209.165.200.226 key 0 a_ secret

TACACS+ R A b h—REH{/EL, A7 a v
T. AAA — 3L TACACS+ V— [ CiAF &
NABIEB LS —2HBELET,

* TACACS+ /N7 v ME, ZOF—%ffi~T
e b SN ET, ZDF—iT TACACS+
TEUTCHEHINS XL KT HHNE
DoV ET, ZOXF—ZHETHE, 2D
H— RIZFR Y | tacacs-server key =~
THEINTNDZr— L =3 LEX
SNET,

* (fFE) 0OAHIZEY | Kb T
BN (ZUTTHAR) F—0F %
BELET,

s (EE) TOADIZEY,
ZEERELET,

* auth-key 313%1%. AAA ¥—,3& TACACS+
T— SR THA SN DL E T IXE B
SNHXF—%EELET,

2% — 342 <

2Ty
75

tacacs-server host sost-name single-connection

{1

RP/0/RSPO/CPUO:router (config)# tacacs-server host
209.165.200.226 single-connection

H— TCP i 2/ L T3 T?D TACACS+ FR
IOV —NIEZET D)V —F ERE
LET, T74/ T ByiarZ eyl
oA ER S ET,

ATy
76

tacacs source-interface type instance vrf vrf-name

{5
RP/0/RSPO/CPUO: router (config) # tacacs source-interface
GigabitEthernet 0/4/0/0 vrf abc

(EE) T _XTDOH(E TACACS+ /7 v Mkt
LT, BRLIEA LV H—T A ADFEETLIPT
FLRERELET,

cFEESNIA L E—T oA AFITY T A
VAT oA AT, IPT R LA
TOHNTWEHERSHY £3, FHEDA >
B—T A RAERFY TN H—T 24 R
IZIPT RUARREIILTWVRND, Z£D
AHE =T 2 A ANRZ T REIZH D
&, TACACS+ T 74V b A X —T =
A ARV 3, IEBHRET DI, A
VE—=T 2 A AETLFYTA =T = A
AP T RV RZBINT 50, Z2DA
B —T A AT v IREBIZLET,

CiscoASR9000 > ) —X 75 )5 =23V H—ERIL—F PRATFLEFa T4 a0 T4 Fal—

| oL-28387-01-J
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TACACS+ H—/ DR TE

AAH—EZRDHE |

aAvY RFERET7II Y

E[:)

*vif 73 2 1%, AAA TACACS+ H—
TN—TDN—=F % )b T T4 X— | X
kT —2 (VPN) N—T 4 > 78 LDk
(VRF) 2%z ELET,

ATy
717

WETDHIMBY—T, 2T v 72, (40 =—) ~Z
Fv75 (41 R—) ERVIRLET,

ATy
78

KOWTNILD <y REFERLET,
e end

e commit

{51 -

RP/0/RSPO/CPUO:router (config)# end

EJS

RP/0/RSPO/CPUO: router (config) # commit

RELBZRIFLET,

*end 2~ RESFETTHE, BHEaI v
rb LS ICERENFTT,

Uncommitted changes found, commit them

before exiting(yes/no/cancel)? [cancel]:

cyes EANTHE, FlTarT 4 F¥a
L—y gy 77 A NVICERPMEFE
N, a7 4F¥al—raryrtyig
UT LT, L—ZNEXECE— R
WZRY £7,

‘no EANTHE, 2T 4 F2b—
varkEylalryBnKTLT, L—
A NEXECE— FICREY £9, ZHEIX
aIv FENFEHA,

°cancel L AJTH &, BIfEDa 7 ¢
Xal—TartvyiarRNiksL
F9, a7 4 FXal—artby
aI TR, RELE LIy
FERnEHA,

CRELEFEZETa L T4 Fal— gy
Ty ANWVHREFEL, a7 4F2b—T3
vy va rEkT 2121E, commit =
~VU REEHLET,

2T
79

show tacacs

{1 -

RP/0/RSPO/CPUO: router# show tacacs

(EE) VAT LITERESNTWS TACACS+
P—ROFERERTLET,

[l CiscoASR9000 &) —X 75U S =23V 4—ER L—8 YRTLEFa)TF4 20T ¥

L—2arv 4R Y)Y —R43x
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| AMAY—EzOBE
raDws 4—n T —70HE I

RDIEFE

TACACS+ Y — "R E L7 b, TACACSt h— " VN —7 %R ELET (TACACS+ Hr—rs3 7
N—TDHRE, @53—) OHEHESR)

RADIUS H—/\ ' )L—TDHFE
ZOFEETIE. RADIUS — R VL —7 %2R ELE T,

=N 12O ED server 2~ RE AN TEET, server 2~ NI — FEE L & LI
RADIUS = _"DHE A MG EZITIP 7 RLAZHRELE T, RESNTWDLEA, Z0OW—2
TN—71F, AAATTY 2~ GRFE, RAEZET AT T 4 7 OREIHEHEINET) b
ZHRTEET (FRXU 2L, (113=) OHEEER)

[ L& BHIIC
EFICETEEITI D, INBY—"NERERFIZT VEATEDILENDY £9°,

FIRDOHE
1. configure
2. aaa group server radius group-name
3. server {hostname | ip-address} [auth-port port-number] [acct-port port-number|
4 27973, (443—) TRELEY— NI A= EMT 58008 —NIcxt L, AT v
74, (44~—) ZRVIRLET,
5. server-private {fostname | ip-address} [auth-port port-number] [acct-port port-number] [timeout
seconds] [retransmit retries] [Key string]
6. deadtime minutes
1. koWTFhnroa<wy ReiHLET,
*end
* commit
8. show radius server-groups [group-name [detail]]
F gD FEH
ARV KRFERETIVaY B#Y
AT configure Jao—nN)ary7 4 Fal—ary ETF—RKE
71 Bt L E 7,
i -
RP/0/RSPO/CPUO:router# configure

CiscoASR9000 > ) —X 75 )5 =23V H—ERIL—F PRATFLEFa T4 a0 T4 Fal—

Tav A4 K Yy—R43x
| 0L-28387-01-J



AAH—EZRDHE |

B rADUSH—NTL—TOBE
AU RFERETIVa Y B#
ATy aaa group server radius group-name BFEY— AR NEREO Y R M L—7 1L
72 L, =R N—Tar7 4 Fal—rar
£ : E— FZBRELET,
RP/0/RSPO/CPUO: router (config) # aaa group server radius
radgroupl
AT server {hostname | ip-address} [auth-port port-number] B RADIUS — "D A ML E-1ZIP T R
-3 [acct-port port-number] L 2AEELET,
i - CH RN TN=TE BEShD L AAA
RP/0/RSPO/CPUO:router (config-sg-radius) # server jiit U A ]\ (3}8\5 N E}\S\Ej’i f:{i')?ﬁ '7 Ve
192.168.20.0 FA VT OREHASNET) »HBR
T% i‘a‘o
ATY | AT v73, 44x—) THELLY =27 A—7I28 | —
74 MT 28— Tk L, 2T v 74, 44~—) %
ML ET,
ATy server-private {hostname | ip-address} [auth-port port-number]| 7’ ) — 7 H— N Z%t4 % 75 A ~<— |~ RADIUS
75 [acct-port port-number] [timeout seconds] [retransmit refries] |4-— < [P 7 FL 2 &2 3%E L E ¥+,
[key string] ) _ ‘
GE) TTAN— N =N NT A= F R
Bl - ESNTHRWGESE, Zrn—3L =
RP/0/RSPO/CPUO: router (config-sg-radius) # server-private V74X alb—valdMEHEINE
10.10.130.2 auth-port 1600 S e 3 S . —
= Iajgit—port 1666 key code ¥, Fr— a7 4F¥al )
VarBEEIRTW WSS 7
74V MEBER SVET,
AT deadtime minutes RADIUS H— R 7 )L—7 L~-YLTF v RE A L
76 EAEHELET,
B - . e —
RP/0/RSP0O/CPUO:router (config-sg-radius) # deadtime 1 * minutes 54021X, RADIUS #— 378 7
YW a BRI TAR Yy TERD
e & & 1440 (24 BR[E]) £ CTHHALT
FRELET, fHETE DL 1 ~ 1440
TTO
RADIUS #—/3 7' /L—"7 radgroupl 73a8aEZK
AOIEIZRB LT & & D deadtime 2~ > KT
LT, 130T v REA LERET L6 % R
LET,
GE) TN—T DNERRIRIZ T —T L~ L
DT v R EALERETETET,
ATy |KROWTRIDOa~ RE[HHALET, RELELZRIFLET,
71

[l CiscoASR9000 &) —X 75U S =23V 4—ER L—8 YRTLEFa)TF4 20T ¥
L—2arv 4R Y)Y —R43x
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1acacs+ ¥ —n su—705E I

ARV EERRTIVa Y B
« end cend 2~ RESETTHE, BEAZaI v
* commit 2B EIICERSINET,

Uncommitted changes found, commit them
Bl - before exiting(yes/no/cancel)? [cancel]:

RP/0/RSPO/CPUO:router (config) # end

713 cyes EANTHE, T T 4F 2
=Ygy 77 A VICEEPRAFS

RP/0/RSP0O/CPUO:router (config) # commit ;h/\ a7 4 Xal—T3 =
YIMET LT, b—4 5 EXEC E—
RIZRY £,

‘no EANTHE, 2T 4 Fal—
varbyrvalryBNKTLT, b—
Z N EXEC E— RIZRY £, AF
T2y FSnvERA,

°cancel E AJ1TH L, BEDa 7 4
Xal—vartyia kel
F9, 27 4 Fal—Tar by
Ta IR TET, REEAE Iy
MENFEFA,

CHREATEETaAL T4 Fal—Ta v
T ANMVBEEL, a7 4 Fal— 3
vy ia ek 521X, commit =
~V REHERLET,

ATy show radius server-groups [group-name [detail]] (EE) VAT LATHRESNTUVAE RADIUS

Ce PR TN—TDIEHRERRLET,
51 -

RP/0/RSPO/CPUO:router# show radius server-groups

RDEE

RADIUS #— N 7N —T 2B E LD, Bk, R BILOT T4 v 7 %FELTHAY X
FEEZRLET (AAA TRV XA FORE, (48 —) DIHEEZZBH)

TACACS+ H—/\ J JL— T DERTE

TACACS+ H— N F L —FHHELE T,

CiscoASR9000 > ) —X 75 )5 =23V H—ERIL—F PRATFLEFa T4 a0 T4 Fal—

vav A4 K1) —R43x
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TACACS+ H—/\ JIL—TDHRTE

1 2L D server 2~ R&E AT TEFE T,
KETIZIPT RLAZIEELET,

N=Y) DEHZZMR)

[T L& BHIIC

AAH—EZRDHE |

server 2~ . FNiL. 4 TACACS+ — DK A |
RERIT., 2OV —R T —T1%, AAA TRY A+ R
GE. RBAEIIT AT 4 T OREHEHINET) o TcxEdT (XY R |,

(11

EFICHREZIT I 20, B — A "RBREFFICT 7 A TELIHENRHY £, Fo—ULB X
O'VRF BREDOMGIZECIP 7 RLRAERIET D & EIL, server-private /X7 A —Z BLETT,

FIEDHEE

configure

aaa group server tacacst group-name
server {hostname | ip-address}

AT v 72, (46°—7)
73, (W6~—v) ZHVIRLET,

2w bh =

o &

. vrfvrf-name
1. kOWTFhhOa~<y ReEFEHALET,
* end

e commit

show tacacs server-groups

F IR D 48

THE LY== BT D&M — NI L, AT v

server-private {hostname | ip-address} [port port-number] [timeout seconds] [key string)

ARV RFERERTI VA Y

=)

ATy configure Ja—n\)ary 4 F¥al—varE— K%
71 BAtA L &9,
i
RP/0/RSPO/CPUO:router# configure
ATy aaa group server tacacs+ group-name BFEY— RN BRA NZREO Y A Mz A—T
72 fbL, =R~ a7 1 Xal—3
fAi v E—RNERBLET,
RP/0/RSPO/CPUO:router (config)# aaa group server tacacs+
tacgroupl
ATy server {hostname | ip-address} AR TACACS+ H— DR A N4 E-1XIP T
73 FLAZ$EELE T,

1 -

RP/0/RSP0O/CPUO: router (config-sg-tacacs+) # server
192.168.100.0

CREINTWDEGES., 207 NV—T71%,
AAA AU A N GERE, BRI E1XT 4
VT4 T OBREHEHINET) »n
LR TEET

[l CiscoASR9000 &) —X 75U S =23V 4—ER L—8 YRTLEFa)TF4 20T ¥

L—2arv 4R Y)Y —R43x

0L-28387-01-J |



| AMAY—EzOBE

1acacs+ ¥ —n su—705E I

AU RFEEET7I 3y

=)

ATV AT w72, (46X—Y) THELLEY—XRNINL—T108 | —
74 M 28— NS L, AT v 773, (46 X—Y) %
MR L ET,
ATy server-private {hostname | ip-address} [port port-number] TN—T —NZxT BT T A _"— K
75 [timeout seconds] [key string] TACACS+H—/3DIPT N L A% #E LT,
. GE)  TIAR— b P ST R
RP}O/RSPO/CPUO:router(config—sg—tacacs+)# server-private ?EEE?§ijCb\iib\%%é§\ 7a—s3)L
10.1.1.1 key a_secret 3:/743'\::11/‘—‘\/3\‘/75”%}%%“
I, Fa— a7 4 Fal—
varPEESNTWRWES, 7
74V MEBMMER S NE T,
A7y |vrtvifname AAA TACACS+ H—/3 7 =T DR—F ¥ L
76 TTARX—=h Xy hU—2 (VPN) L—T ¢
i - 7B X OEE (VRF) ZRIEHREZRE L E
RP/0/RSP0O/CPUO:router (config-sg-tacacs+)# vrf abc ?r
ATY KOWTNDa~y REFHALET, RELLZ2RFELET,
71 _
*end tend 2~y NEFETTHE, AHE=Iy
ocommit ]\j—éi 5c:g;}‘zéhi?—o
Uncommitted changes found, commit them
11 - before exiting(yes/no/cancel)?
’ [cancel]:
RP/0/RSPO/CPUO:router (config) # end e .
713 cyes EANTHE, FElTarT7 ¥

| 0L-28387-01-J

RP/0/RSPO/CPUO: router (config) # commit

L—3a vy 7y A NMVCEREMEES
NN, ary74F¥al—rarty
Ta T LT, L—FD EXEC
E— RIZED £,

‘no bt AT HE, AT 4 F2L—
vartyarngkrTLT, b—
X PEXECE— NIZRED £9, £%
a3y hShERA,

°cancel E AT H &, BIFEO =
T4Xal—artyia Lk
FLET, a7 X2l —vav
By va IR TET REEED
aIv hEINFEHA,

CRTEEEAEEITa L T4 X2l —T g
TrANMIRIFL, 2T 4 Falb—

CiscoASR9000 > ) —X 75 )5 =23V H—ERIL—F PRATFLEFa T4 a0 T4 Fal—

arvA4r U Y—243x I}



B massuzron:

AAH—EZRDHE |

A RFERIFT7ZIa Y B#

varkyiarEikEt oI,
commit =~ FE2FEHLE T,

AT show tacacs server-groups

78
1 -

RP/0/RSPO/CPUO:router# show tacacs server-groups

(fEE) VAT LA TREESNTNDHE
TACACS+ H— R )L —7F D5 A2FR R L E
—540

RDIEFE

TACACS+ — N TN —T%FE LD, Bk, BABIOT AT T4 0 7 2RELTHAY
A hETFRLET (AAA U 2 FORRE, 48 X—V) DIHEAZEM) |

AAA A1) R FDERTE

AAA T —21%, SEIERT—F V- RAIREFETEET, AAAREIF, FRXU A MEHEHL
T, AAAT =42 DY —ZADEEIAM ZERX L ET., AAA L, EEOFRY X NEERTE, 7
TV hr—vay (A0 RE) X, ZhbonThre@E@RNcEEd, ez vy —
BLRAUXA—FEVIYAR— FTERLHFRY XA ME2fFHTEEST, FRY X IR EESNT
WRWEE, TV = a i, 774NV MO A N EFEHALET,

2T, ROFEIZOWTHALET,

AKX R FDERTE

FBRLEX TE

A

PREDHAY A M EFRELET,

7]

WREE, — (FF TV VL) BRGESN S 7 et A TT, FEEREIX. XU A b &
FEFHLTC, SEIFERT—F V—RIBREFINTND, AAAT—% J—ADERIAM = EFR L
F9, WAEEHREL T, E#HEOFRV R MNE2ERTEET, 77V r—vasid (m7A4 0%
E) L INHDOWNTIMNEBIRTEET, 2L 20E, 2 V= BITAUXFA— k& VTY R—
FCERRL RV A MeATEET, SRV A MBREESRTWARWES, 77—y a v
. T 74N FOEFRY A MEFALET,

G¥)

FRY AP AEN/eD L2 32120%, 77V r—2 a VIFBIRBICERF A O HFAY A B
ERTBERD D £,

[l CiscoASR9000 &) —X 75U S =23V 4—ER L—8 YRTLEFa)TF4 20T ¥
L—2arv 4R Y)Y —R43x
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marszyzrose

FFEIX. login authentication 71 > 2> 7 4 X2l —ar 7 E— K a<vr REEHL T,
TTY ERRICEH T £,

ﬂlUHEﬁT@{’Em

aaa authentication =~ > F&fEH LT, —#HOFBIEFX, 2 F 0 HFRNU X M 2{ERLET, HX
UZRMI, =7 ATREENDREFSTR (RADIUS, TACACS+72 &) A A4 2 B2 5 4 i
ff&x U2 MTT, HRITZEKROWNTHNTT,

* group radius : H—/N Z)L—7"F 721X RADIUS H— " ZF8REICEH L £
* group tacacs+ : — 3 ZL—T7"F 721X TACACS+ Y — " ZFRGEICEH L ET
*local : 2 —HHEINIRNAY — RO —H )V T =X _X—RAZFIEHEH L E 7,
*line : B SR T — K& T2 —0 F A —T ZFRECHER L £,
T, H—" T —7 Tl <, RADIUS F 721 TACACS+ #— DA RADIUS F 721X
TACACS+ $— NF, §%E S4L TV 5 RADIUS 35 X N TACACS+ Y— 3D 7 1 —/ 3L ' — )L

5. BRTEBISEIREINET, Z0Za— L P—AnbBBIRIND—NL, —R 71—
IZIBINTE B9 —/3T9,

B DFERES AL, T AN T — &g, ERPEG S G e RS ET,
[F L& BRI

GE) TN EFOLRY A MI T7 40 MUSAOAFHTE IR A FABIRIICRE STV D
Yt (ZOHEIEARMTE A A RBREHEND) ZRE, BAEOTXTOA F—T = A
A S ET,

group radius. group tacacs+, group group-name #5:\% aaa authentication =~ > NIZIFET 5
& LIAMZEFE L7z RADIUS $— 3£ 7213 TACACS+ H— Dt v h &R LET, KA

P — "% ET HIZIL, radius-server host =~ > N F 72| tacacs-server host 2T~ > R&flH L
F9, V—OLHIftE 7 NV—T%/ERT BIZ1L. aaagroupserverradius =~ K$ 72/ aaa
group server tacacs+ 2~ > RZfEH L £,

FIEDHEE

1. configure
2. aaa authentication {login | ppp} {default | /ist-name | remote} method-list
I konThhroa~vr REEHRLET,

* end

* commit

4. RESINDTRNTORFESFRXY A MK LT, AT 7 1~3 %40 [/35—’9,«

CiscoASR9000 > ) —X 75 )5 =23V H—ERIL—F PRATFLEFa T4 a0 T4 Fal—

vav A4 K1) —R43x
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AAH—EZRDHE |

B massuzron:
F B D FEHE
ARV REEEFET7IYa Yy B8
2Ty configure Jsa—sbar 7 4 Xalb—r gy E—RERBLET,
71
{51
RP/0/RSPO/CPUO:router#
configure
ATY aaa authentication {login | ppp} DAL, 2FV HF RV A M EERLET,
52 {default | list-name | remote} )
method-list *login ¥ —7V— RFZ2EHT5L, v/ A ORGP HESNET, ppp
ﬂ% U— R&EEHATHE, RAV Y —KRA 2 b 7o haLoiEi
11 - BREINET,
RP/0/RSPO/CPUO: router (config) # * default 3’\‘ U — ]\f&]\jjj_éz) . ZOF—U—KRDOHBEDOU RN
dZ?iuiEtgiQE;ci;ézzsiogm Tb\ Fl‘h ﬂEji_tz)) wu EE@T 771‘/1/ ]‘ji_t ) A }‘ 7L£ V) iﬁ—o
* list-name LT ANS)§ 5 & FBAESF U A RikBl & E 9,
*‘remote ¥ — U — REZANT5HL, VUE—FF—F—LIFDSDRIZE
féh&@nuuﬁﬂzj@772"/l/]‘@j7ﬁ)2]“&LT ZDOF—TU—FK
ke U A RENERFESF XA Y T—1LFET,
GE) remote ¥ — VU — FIZEH S L — TR T £
TO
* method-list 5188 AJ13 5 &, WIZHFRY AN AT E2EELET,
FRU AN XA, BIOIEFTASHLET, VA MSbHHERX
ZATNE, ROWTNDLDF T a o TF,
° group tacacs+ : —/ N JL— 7 F 721X TACACS+ H— %583
WZERLET
° group radius : —/% 7L —7 & /2|3 RADIUS H— %383
FRHLET
° group named-group : TACACS+ ¥ — 3% 721X RADIUS H—/ 3D
%H'J'H‘%‘H-7ﬂz v b &G :'fﬁ};ﬁ L/i‘j—o
°local : T —V L FEIT/RAT— KO =)L T —FX— 2%
REICEER LES
°line : FHR/SA T — RE/id2—W 7 —7 %2 3B5ECEH L%
j—
* ZOBITIL, default 5V X NAFRFEICEH SNET
ATV WKOWTNrOa<wy ReFER | RELRERTFLET,
73 L%,

[l CiscoASR9000 &) —X 75U S =23V 4—ER L—8 YRTLEFa)TF4 20T ¥
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marszyzrose

AU RFEEET7I 3y Br
* end ‘end AV REFATTHE, BHEAZaI Y ML) ICERSNE
e commit EE

1 -

RP/0/RSPO/CPUO: router (config) #
end

F720x

RP/0/RSPO/CPUO: router (confiqg) #
commit

Uncommitted changes found, commit them
before exiting(yes/no/cancel)? [cancel]:

cyes EANTHE, FfTard s Xal—Talr Ty ANVIE
FMEFE S, a7 4 Xal—arbyia ryBNETLT,
JL—% N EXEC E— RIZEREY £,

o b ANTAHAE, a7 4 Xal—aryiarBNETL
T, W—ZNEXECE—RNIZEV T, EHFaIy FEhZE
A,

ccancel FANTHE. HEODaLY 7 4 Fal—vartyia
UBHEELET, =T 4 Fal—rary Eyva Ik T
T RELEbAI Y hESNLERE A,

CREERZFTAL 74 F¥alb—ary T rAMIURFL, 274
Xal—TarkvyvareziT 2120, commit 2~ KA H
L\iﬁqo

ATY ﬂmHﬂé;%b%ijﬁf\TTODWDQEjigt,} -
74 M LT, AT v 7 1~3
i’ﬁ‘ﬁ%@ ELET,
ROEZE

ARESTAY A RERE LS, @A) A baRELET, GRAHAY X hokiE, (51

N=Y) OHEHZZR)

le\jﬁ_t IJ Z IN O)EQ;E
BEHRY A M ERELET,

Y

GE) radius & — 7 — K % aaa authorization =~ R CRE T £9,

CiscoASR9000 > ) —X 75 )5 =23V H—ERIL—F PRATFLEFa T4 a0 T4 Fal—
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MAH—EZDZE |
B massuzron:

= =01 —1
BADERTE

ARV A ML - T, FAOETHIEE N0 FROETIEFAERSNLET, HFRU R
ME, =7 ATHREENDB A (TACACS+ 72 L) 2HiT A48 &V 2 AT
T, FRUVAMEERT DL, BANEHAT28x20F 0 Fu harz 1S EEETEX 57
O, BUDFTABNRILIZGEDNR Y 7T v T VAT AR TE£d, CiscolOSXR V7 |k
U7 TlE, BFEOFR Y NT—7 —ERIHK L TC2—VEFFAT 572012, VA NNOERIOD
FEANEHENET, ZOFRDISEIZRKKT S L, CiscolOSXR V7 hU =7 TEHFAU A b
NORDFAPNEIRESNET, Zo7mtRAE, VA MOFAHFRE OBEIZHKIT 5 FE T,
FLEFERINTODFREHE R TE Thifr S ET,

GE) CiscoIOSXR ¥ 7 b7 =7 TliL, BIOFK D SIGEN R NVERIIMTEEOZT —SENRH -T2
(fEETIERY) HEICET, RICEESNZFRRE2FE > TR AELNE T, ZO¥A
I NVOEBORETRANKW LGS (DFED, X2 T 0 —R_Eide— 22—
PHT —ZRXR—=ZAN L2 —F P —ERDESICENRINLIS5E) | BA e R3EEL,
ZOMOFEA G RUFFRITINE R A,

FFRY 2 MI, BERENTWBHAOX A T2 L > THRAL Y F4, CiscolOSXR Y7+ =7
1. RO 45D F A TD AAA FA[Z Y R— M LET,

AT ROFE 2 —PRETT D EXECE— K a~vr NZ#EfAShET, a~wr ROF
T, TRXTDOEXECE— R a~<wy NI THHFARRLONET,

A

GE) [a<= 2 R OFIL, FiERFICRE SN A AT a7 7 A VESL T4
AR RX—R| OFAEIFELRY £F,

EXEC OFET : EXEC v > a OB T ARAAEH SN E T,

S

GE)  exee ¥—U—FiE, EEYR—V ¥ P—EROFMMEH SRy EL
7o PEER—V ¥ —EADOFFANIZIX, eventmanager ¥ — VU — K ([EE~
X—Vx) HEALET, exee ¥—7— K&, EXEC OF ML £,

Y RIT—IDHFAIKEREDRy NU—7 —E RO N#EHAINET,

AR IRX—DXDHFA: AR b v3x—Vx (EEYX—Vx) AT 57200
W ERXAEH I E T, RADIUSH— N, /A X h~vw3x—Vy (EE-x—T¥) RBA[lZ
WETEEHA, TACACS+ ZHHT52 L, locald T2 b TEE,

AR E HRY A N EERT 5 &L FBE LTERFRIZ A 7Ioxt L CREEDFFAI TR Y A RIS ESR
nETd, FRUVRARZERLEZGA, EELEFROWTNNEZREITTHI2E, TTREDEIR
FlFA v F—T oA AHRY A MNEEHATHLERHY 3, HLWAY Y RU R NEER
95 & X2, TACACS+ 2 EDOF XL EMBH LT 7EE N,

Il Cisco ASR 9000 DY—XTFINVF—=23 0 H—ERIN—F VRATFLEFXaYT AV T14¥2
L—2arv 4R Y)Y —R43x
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TFA T U= MZavr R AV XA M2EA LR Ta<2 K] OFFF &3BIET
b, V—FTHEIMNICETESND X AT RX—=R ] OFFICMzTEITENnNs FATd, 2«
¥ ROFFR DT 7 v FEEIEnone T, T 74/ FDOFRY A FRFRESNLTNTH, F0F
KU AMI, HFHTEZ0DTA > T 7 L—MIBMTAHLERDHY £5,

aaa authorization commands =~ > N2 LV, Fri7atwx0—EEE LT, —#HORBEMEE (AV)
DT e E Bk N v RS TACACS+ 7 —E I EINET, F—FE UL, ROWVTAND
T varEFTTEET,

*BERELZDEEZITANET,
CFFA RS LET,

—EDZRA A X DIERK
aaa authorization =~ > F&fEHA L T, @BAINTA—XEZREL, FEBEZIZA L F—T = A
ATHATE AR/ EORAFREZERT DL4ATEDOEFRY X M EERLET,

CiscolOSXR ¥ 7 hU = 71X, IROFA HFXEHR—FLET,

*none : L— X LRBAEROERIIH Y FHA, TOERA VF —T oA AR DA
HThbhvERA,

*local : T — W) T —FZ R_R—ZEZFANEH L £,

* group tacacs+ : X E SN TS TRTD TACACS+ — " Z3B e\ L £,

* group radius : FE XN TWVHTXTD RADIUS H— "D U A M &ERBANIHEH L E T,
* group group-name : TACACS+ Y — DA EH 7 > M EFFIHEH L ET,

FIEDHEE

1. configure

2. aaa authorization {commands | eventmanager | exec | network} {default | /ist-name} {none | local |
group {tacacs+ | radius | group-name}}

3. monwThhroavwy REFRLET,
e end

e commit

CiscoASR9000 > ) —X 75 )5 =23V H—ERIL—F PRATFLEFa T4 a0 T4 Fal—

vav A4 K1) —R43x
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AAA H—ERXDHE

B massuzron:
FEDEFHA
ARV REEEFET7Ia Y B#
Z 5y |configure Ja—)L a7 4 Xal—aryET— 2B LET,
71
i -
RP/0/RSPO/CPUO:router#
configure
Z - |aaaauthorization {commands | OB, 2F 0 HFXKY A FEEKRLET,
-2 eventmanager | exec | network} . B
{default | list-name} {none | local *commands ¥ — U — X, §XTPDEXEC ¥ =/V a~v > FORAE%
| group {tacacs+ | radius | ELET, a~vr FORWIE, 2—HFIZI VBTSN D EXEC E— R
group-name} } av U RZEHESNET, a2~ ROFAITIE, 73TD EXEC E—
K a<y N3 25 il bt E 7,
o * eventmanager ¥ — 7 — NI, /X h v x—V ¥y (EEvR—TV¥)
RP/O/RSPO/CEUO :router (config) # AT A f:&b@gq:ﬁjjjiﬁffi@ﬁﬁ L%,
gaa authorization commands
tietnamel group tacacst “exec¥—TU— RiX, 2452547 (BEXEC) v arDRAE%
ELET,
*network ¥ — 7 — RiX, PPP £/2IZIKED Lk /e x v hU—2 #—t
AZDRA TR E L ET,
wmmu# TJ—REANTHE, ZOF—T—FO%DOY ARSI T
LA HRMN, BAIDOT 7 40 KU A MR £,
* list-name SLTFHN e NI 5 L, BB HR U X MRFAISnET, HX
YA MARKE, FRY X MACkiEET, FRNV AN X473, BW
DIEFTAALET, VA ISNDHFAXI RN Z A7, ROWVTH
IZTEET,
°none : v hU—27 77 A Y —,3 (NAS) &, s nl i A 2K
LEHA, BIEFICERILET, UBORFRTFITSNE
ﬁhottb‘&x&m@%ﬂ@ﬁm%%f%©\74t~7
LZIETEEHEA,
°local : B —J )V F—H N— 2 & GEANAEH LET,
* group tacacs+ : % /E AL TUVD TN T D TACACS+ H— 2 Z8 AN fE
LEJ, NASIE, #n %ﬁ%n&A$+ﬁ#1)747—%/&x@
LF T, TACACS+RAMlX., AV X7 ZEHfT 5 Z & Ca—VIZRE
DOHERZER L ET, AV IT#T 22— L & HIZ TACACS+ ¥ =2 U
T A = RNOT = HRXR—=RRFEENET,
* group radius : FXEINTNDHTXTORADIUS — 3D Y & K & G8#
WERLET,
- CiscoASR9000 > ') —X 75 ) =23V H—ERIL—EF VATFLEF2TF4 20T 4F2
L—>3 > HA4 K J1I)—R43x
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AR REREETOVa Y =]

* group group-name : aaa group server tacacs+ ¥ 7213 aaa group server
radius 2~ R TERINTND EBVIZ, TACACS+ — " F 71X
RADIUS — D% T7& v b AEifT & —N T —F %38 H

L\ij—o
ATY [ROWThprOa~vy REf | REERZRGFLET,
j3 ]\/i o P = N
E endavy FEEFTHE, BHEIIy M 5L ICERSNET,
* end
« commit Uncommitted changes found, commit them
before exiting(yes/no/cancel)? [cancel]:
cyes EANTHE, EfTar 7 4 Xal—vary Ty A VICER
il - MRESH, av 74 ¥al—vartyra Mg TLT, —
RP/0/RSP0/CPUO: router (config) # 4 73 EXEC &— Ny ij‘o
end
713 ‘no EANTLHE, AT 4 Falb—TartyraryRNKTL
T, W—FNEXECE—FNIZREV ¥, ZHiF=aIy hahxd
RP/0/RSP0O/CPUO: router (config) # Ao
commit

ccancel EANTHE, BEOa 7 4 X2l —varkyvay
D LES, avr 74 Fal—ar by g VIR TES,
BEALAFELaI v bInEHA,

CEMEATAE[TaL T4 X2l —Tary Ty ANMIREL, 3T 4
Fal—rarbyrarzi#Ed A2, commit =<2 RE2ERH L
iﬁ—o

RDEE

BASTRIU A NERELES, THAVCT 4V PRI ANERELET (THO T 400
R R FOFKE, (B35—) ODHEEZEBMR) .

THooT40TARKX R FDERE

ThorT 40T HR) A NERTELET,

A

GE) radius % — "7 — R % aaa accounting =~ > N CHETXET,

CiscoASR9000 > ) —X 75 )5 =23V H—ERIL—F PRATFLEFa T4 a0 T4 Fal—

vav A4 K1) —R43x
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AMA H—EZDBE |
B Amaszxuztoms

TFHhHOUT 42T DERE
HIfE, CiscolOSXR Y7 ho =TlE, ThHU T 427 TTACACS+ B XU RADIUS H XDl 7
EYHR—FLTWET, V—FiE, ThHorT 47 La— ROEATTACACS+ £ 721X RADIUS
X2V T4 VN2 Y T T AT 2RELES, BT W VT 47 ba— R
THIUTF 4 T ANRTREEN, X2 T 4 =R ERESNET,

T T 4T HRXI R NIE, TV T 4 TOFERITHENRERINET, O X%
LT, BEDFATOT AT 407 B —ERZEAORBREIFA F—T = A RTfE
HI28EDEX2 VT4 7 halzigETcaEd, FRU R NOL4FTEMHT 585A. TACACS+
REDOHRDARTZHEH LN T 7ZE 0,

BANDT DT 4 T DOYA, stop-only ¥ — 7 — REZHEEL T, ZRIhica—HF 7ot xn
& TIRFLZ Tstopaccounting | %%ﬂ%éﬁbiﬁ‘ BNEORENT I T 4 T O start-stop
F—U—REMEATEET, ZITEY, SHBAAA — 0 FRE N7 1k 2O
[start accounting | A% 5(5 L. 7°f1 T ADOK THEZ Tstop accounting ] A ZEE L ET, =+
7-. aaa accounting update =~ > R LT, BEERICEIDHER L 22— F2EHRICEET
TET, THUUT 47 La— RiE, TACACS+ £ 721L RADIUS H— 72 I S v E 77,

AAAT AT AT BT IT47ICTHE, V—FiF, TnoOREET I T4 7 L
a—RELTHELET, ZOTHU T4 ba—RE, X254 —R_EDOThU
T4 a IR RESnET,

—EDTHIT 4T HARDERK
aaaaccounting 2~ > RZFEH LT, KRR EIFA X —T =2 RAFEHTED5EDT T
T4 T HREERT DT 74N N EIFTARIMTE R A M EERLET,

CiscolIOSXR V7 " = TIWIRDOT h v T 4 7 & R—FLET,
*none : THI LT 4 X DEEEIIA V F—T = A ZATFITENEE A
* grouptacacs+ : ix/E SN CWNDET X TCDOTACACS+ Y —R"E2THho T 4 VIR LET,

* groupradius : FXE SN TVDLTXTORADIUSH— DY R NET AT T 4 ZITEHL
£,

FIRDHE
1. configure
2. ROVWTIEFETLET,
+ aaa accounting {commands | exec | network} {default | /ist-name} {start-stop | stop-only}

* {none | method}

3 koW a~wy REFERLET,
e end

e commit

[l CiscoASR9000 &) —X 75U S =23V 4—ER L—8 YRTLEFa)TF4 20T ¥
L—2arv 4R Y)Y —R43x
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FIEDFH

AAA 5K R FDERTE

ARV RFEEETIa Y

S

2w | configure Ja—) a7 4 Xal—aryET— 2B LET,
71
i -
RP/0/RSPO/CPUO:router#
configure
ATy (ROWTHNEETLET, —EHDT R T 4 TR DFEDHRY A MEERLET,
72

* aaa accounting {commands
| exec | network} {default |
list-name} {start-stop |
stop-only}

* {none | method}

&1 -

RP/0/RSP0O/CPUO: router (config) #

aaa accounting commands
default stop-only group
tacacs+

* commands ¥— V7 — NI, EXEC> =/ a~vw> RCTHU LT 40T %
A FX—=TNIZLET,

*exec ¥ —U— FEMH LT, 558 (EXEC) &y ¥ a iidd 577
DT 4T A XTI LET,

*network ¥— 7 — KX, "A > FY—>R A s 7 kaj (PPP) 72
. X2y NI BEOT R TOV—ERERIIHNTEITHIT T 4
T A F—T N LET,

*default ¥— UV — RF&2AN1T5H6LE, ZOF—TU—FDOHEDY A KEZT
WAT AT 4 THAN, T T 4T DT 7 30 SR A
Mz £9,

* list-name LFHNENT)T D8, TAU T 4 7R A BRI S
£,

* start-stop ¥ — U — N&, Fu AORMINC [TAHV T 12 7B
WEEZRE L, TR RORRIC [TV T 0 o 7EIL) @mE A
LEd, ERkEnia—¥ FovRig, 7HhvrT 4 v JRGENE
THO T 4T =B ZE LN E D NI rb b TG EN
£

*stop-only ¥ — U — NiE, ZRIiza2—W Fnt ADRKIC
T4 TELR] BEEREELET,

*none X —V—RNEIT WU T 4 T ETORNZ EEZRLET,

* 53U A M EIRIL, start-stop ¥— VU — FORITHEEFI, FRU A

A 7L, BIODOIEFRETASI LET, method 5IEITITKDZ A T3
D E9,

° group tacacs+ : X E STV DHT_TD TACACS+ H— "% T H
TUT A TIERLET,

° group radius : % E I TWVDHTXTOHORADIUS — "D VY R | %
THY T 4TI LET,

v RyAvg

CiscoASR9000 > ) —X 75 )5 =23V H—ERIL—F PRATFLEFa T4 a0 T4 Fal—
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ARA H—EZDBRE |
B massuzron:

AR RFEREETOVa Y =]

° group group-name : aaa group server tacacs+ ¥ 723 aaa group server

radius 7~ RTEZEINTND LBV IZ, TACACS+H— F 7=
IZRADIUS — D% 7k v b AR &= T V—T%T 7
T4 A LET,

CHROEITIE, THI T 4 7 —EANTACACS+EF = U F ¢ H—
NTHMEE L, stop-only HlfEN & 2 default 2~ > R T hH o T 7
FRY A MDOEHFEE R LET,

ATY (ROWTANOa~y FEEH | RELEZRFLET,

70 3 L/jETO e - ~
tend 2~ FE2ETTLL, ARAZa Iy LR ICERINET,
* end
e commit Uncommitted changes found, commit them
before exiting(yes/no/cancel)? [cancel]:
cyes EANTHE, EfTar 74 X¥al—vary 7y A VICER
Bl : MEESIL, av 74 Fal—varkyiaryBETLT, L—
RP/0/RSP0O/CPUO:router (config) # £ 75 EXEC E— RIZR Y i‘g—o
end
701 ‘no EANTHE, a7 4Fal—varkyra BT L
T, V—HZMPEXECE—RNIZREV T, AHF=Iy hIhFEH
RP/0/RSPO/CPUO: router (config) # Iuo
commit

ccancel F AT AHE, BlfEOa Ly 7 4 FXFal—vartyiay
PR LES, av 74 F¥al—rar vy a3k T,
BREAFELaI v hEnFERA,

CHREEFWZFATar 74 FXFalb—ary 774 VIRTFL, a7 4
Xal—varbvyia rEFET 51203, commit=2~> REFHL
e

ROER

FRVAMEFRELEZSL, bRV A M2@EALET TV r—varolXY A D
WA, (602—) DEEZER) .

RET7HIoT40T La—FOERK

TR T 4 TP NCEEESNDEMNTHE T A0 T 7 L a— Ref =7 LI LE
7, aaaaccounting update 2~ K% 7 77 ¢ 729 5H &, CiscolOSXR V7 b =7 %, A
TALEDTRTCOaA—FIHHT AT T 47 La—RERTLET,

[l CiscoASR9000 &) —X 75U S =23V 4—ER L—8 YRTLEFa)TF4 20T ¥
L—2arv 4R Y)Y —R43x
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AAA H—E R DEBE

A

marszyzrose

G HETAvCTarTva—RE A F—Fy FF—H (IKE) TV T 4 2 TRE,
Xy MU= By a U TAERSNET, T, network ¥— U — RZ5E L7- aaa
accounting =~ > R CHlEISNE T, VAT A, a~ 2 RELIFEXECT U T 407 &y
Ta T, PRV a— RIAERINLERE A,

FIEDHE
1. configure
2. aaa accounting update {newinfo | periodic minutes}
3. monFhroavwy FEfHLET,
*end
* commit
F gD FH

AU RFEREETO 3y

E:)

X5 |configure Ja—r L ary7 4 ¥al—ay B— REBBLET,
71
i -
RP/0/RSP0O/CPUQO:router# configure
Z 3w |aaaaccounting update {newinfo | THI T 4 T —NCEEENAEHNHTE T T o7 L
52 periodic minutes} a— RE A F—T NI LET,

1 -

RP/0/RSPO/CPUO: router (confiqg) # aaa
accounting update periodic 30

*newinfo X — U — REFHT 5L, ®ETL2HLWT IO T 4
VIERN DTN IT AT T v a— KRR T AT
T4 =NCEHEESNET, L& ZE IPCPARYE—F E
TEDHTIPTY FLAORIA Y Z—va v aE T LIEEERET
T, FET AT o La—RiZiE, VE— b ETICHEH
ENDHFRALT— hFERIP T FLARGENET,

* periodic ¥ — UV — RZEHT 5L, FRIT IV T 7 La—
KU number 51 CEZE SN TS LBV IZEMICERFE SN E
I, FETHU T Lva— Rk, YT AT 4T
L a— RPREEESNDHEHEE TIZ, 202 —FIZ oW TRigk S
T RTOT T 4 TIERDEENET,

FE periodic ¥ —UV— FEHT DL, ZHOA—FRRy FU—
70nZA LTS E ST, REVWEPECDLEVRDHY
£7
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B 77v7r—yarosztux oiEm

AAA H—ERXDHE

AU RFERETIYaY =]:g]
ATy |(ROWThrOa~vy REfEHLE REEELRFELET,
73 . . . \
T vend 3wy FEEFTHL, BEE2Iy M 5L ICERSA
* end *1,
* commit
Uncommitted changes found, commit them
before exiting(yes/no/cancel)? [cancel]:
K cyes EANITHE, FEfrar T4 Fal—vary Ty AT
RP/0/RSPO/CPUO: router (config) # end ’2‘5%7531}%7{?5“\ 27 4 ﬂ?;" L—vart YA ‘/75)’%%7
FolX LT, V—HFMNEXEC E— RIZEY 7,

RP/0/RSP0O/CPUO:router (config) #
commit

cho PANTAHE, T4 X2l —Taryia UK
TLT, W—HMPEXECE— RIZREY £9, EHiF=Iv b
SNEE A,

°cancel EANTHE, BIEOay 74 X2l —Tartky
arMERELET, a7 4 Fal—rarkyva ik
BTET, RELELaIy PENERA,

CRELWEFETaL T4 Xl —ar T ANVITREL, 3
T4 F¥al—rarytyia M T 5120E,. commit 2~
FEFEHLET,

TIV =23 nAR) X FOEA

BAIBIOT YT 4 T —2AOFRV A NERELLED, 2OV —ERA2HHT S
TV —vay (ary—b vy, filhied) I, RELEFARY XA MEEATEET, HKX

UAMOmAIL, AAA R

H.

EBELOT AT T 4 TaAAX—TNMITDHILETEITLET,

22T, IROFNEICHOWTHEA L E9,

AAA BRI DA 1 — T IL1E

AAA F R 2 A5 E DI E T2 XD 7V —F IR LTA R =7 M LET

ARXURX +DEA

aaa authorization =~ FZ LT, $FED X A T ORBANIK L CHARIMT &R 5 Y 2 F &
EF (FFT 740 OFRY A REMEH) Lich b, BAZ2FTT 540, EFT
LDY A NEWEATHHLENHY £9, authorization =~ > REFHHA LT, FEEDHFKY X b

[l CiscoASR9000 &) —X 75U S =23V 4—ER L—8 YRTLEFa)TF4 20T ¥

L—2arv 4R Y)Y —R43x
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| AMAY—EzOBE

TIVr—23a AKX OERA

(F7203, FRY R FEBEL TORWEEIET 740 bR Y 2 ) Z@RUEREIX

EHR 7 A —F I @A L3,

FIEDHE
1. configure
2. line {aux | console | default | template template-name}
3. authorization {commands | exec} {default | /ist-name}
4 konFhroa~vr REfALET,
*end
* commit
FIED
ARV RFEREERTOVa Y E]:g]
AT w71 |configure Ja—sLar7 4 Xal—var E— RERBLET,
i -

RP/0/RSPO/CPUO: router# configure

Z 5w 72 |line {aux | console | default | template |[EEHF> FL—h a7 s F¥al—v g2 T— REBEBELET,
template-name}
i -
RP/0/RSP0O/CPUO:router (config) # line
console
AT v 73 |authorization {commands | exec} AAAGRV] Z R E DIEIRRE 721X EIRR D 7/ — 71Tk L TA K — T T

| oL-28387-01-J

{default | list-name}

151

RP/0/RSP0O/CPUO: router (config-line) #
authorization commands listnameb5

LET,

* commands ¥ — U — KL, 9 XTCHa~<2 NI LT, Z|RL
7-ERRICBT 232 A 2 —T iz LET,

cexec ¥— U — R&2fEHL T, 5% (EXEC) v a3 Tkt
THRAEA F—T M LET,

* default ¥— 7V — K% AJj L. aaaauthorization =~ . N CTEH
INTWBHEIIZ, T7HNV DX X FDLRTZ#EA L E
TO

AT AR EXY X NOL4RIEAN LET, UAXAMNERE
ELRWEAIE, 774V MBRERSNET, U A Miaaa
authorization =~ > K CTER &N 7,

s iz, KU A b listnames ZfEH L7z a~ > R OB 2 R
LET,
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B 77v7r—yarosztux oiEm

AAH—EZRDHE |

OV RFERETIVa Y B
ATV T8 | ROWNTNOa~vy REFHLE RELFZRAFLET,
R end vl REFATT AL, BEEDIy bS8 ICERS
* end ET,
* commit
Uncommitted changes found, commit them
before exiting(yes/no/cancel)? [cancel]:
i - cyes EANTHE, FEfTarT 4 Fal—varrr AL
RP/0/RSPO/CPUO:router (config)# end ﬂl%ﬁﬁﬁ%ﬁéh\ 274 Fal—vartyiyar
Fix BT LT, W—X EXECE— RIZED £7°,

RP/0/RSPO/CPUO: router (config) #
commit

‘no EAJITHE, T4 Falb—Tarykyraln
BT LT, V—FMNEXECE— RIZEY F3, AH T
Ty hENEREA,

ccancel E AT BHE, BlEOa 74 Xalb—var by
varMkELET, a7 4 Fal—rar by
VIR T, RELE LI v FERERAL

CHEAEAEITAL T 4 KX al—Tay T A VIRTE L.
a7 4 X al—arybyia AT A2, commit
a~vr REfFEHLET,

RDIEFE

AAA BRI ZA X —T ML CRAIGFRV A MEZEH LTS, AAAT DT 4 o T F—T
MIZLTT AT 4T HERVAME#EALES Thor T4 7 —EADA F—T )b
b, (62 =—) OHEEZR) |

THhooT42T9 Y—ERDA *r—T )Lt
THAT T 47— REREDEBEEIXERRO 7L —FI2k L TA 2= M LET,

[l CiscoASR9000 &) —X 75U S =23V 4—ER L—8 YRTLEFa)TF4 20T ¥

L—2arv 4R Y)Y —R43x
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TIVr—23a AKX OERA

FIEDHEE
1. configure
2. line {aux | console | default | template template-name}
3. accounting {commands | exec} {default | /ist-name}
b wkoOVTRrOa~r REFERLET,
* end
* commit
F g 48
ARV RFERETIVa Yy Be
A5 w 71 |configure Ju—sbar74¥al—vary T— REBBLET,
i

RP/0/RSP0O/CPUO:router# configure

AT 72 |line {aux | console | default|template |[F{i7 . F L —F a7 Xal— 3> F— NEEBLET,
template-name}
1 -
RP/0/RSPO/CPUO: router (config) # line
console
AT 73 |accounting {commands | exec} {default| AAAT H 7T ¢ 2 7 ZREEDRIBRE 21X EIFRO 7 V—T7 2% LT

| list-name}

11 -

RP/0/RSP0O/CPUO: router (config-line) #
accounting commands listname?

A X =TI LET,

* commands ¥ — 7 — KL, § XTHEXEC v =/ a~< > RIZxf
LT, BIRLEERMCBITAT T T 4 T oA F—T T
L\iﬁ—o

*exece ¥—U— R&EHA LT, 6% (EXEC) v a ikt
THET AT T 4 T F—T M LET,

* default ¥ — 7 — N% AJJ L. aaaaccounting 2~ > R TEFHRI
NTnD L, 774NV 0GR Y XA NOA4RTEZ#EA L E
7

T LZT AT 4 TR A NoL4FiEfRELET, U
A NGERELRWEAIX, 7740 MAB™MERSET, U
A MX. aaaaccounting =~ > N TIER SN E T,

sz, AV R b listname7 ZEH L7Z-a~ R T h T 4
YT OB ERLET,

| oL-28387-01-J
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AAH—EZRDHE |
B oy o ns5x—s08E

OV RFEREETI3 Y B#J
ATV T8 |\ KOWTRpOa~vy Rl LE |[REEEZRFELET
EE Cend 3wy FEFFFTHE. BEEIIy b5 K5 ICERS
« end nET,
* commit
Uncommitted changes found, commit them
before exiting(yes/no/cancel)? [cancel]:
Bl cyes EANTHE, EfTar 74 Falb—Tary Ty
RP/0/RSPO/CPUO:router (config)# end Gl%%ﬁlﬁéﬁéﬂ\ ::/74:5?:" L—rvartkyvar
EJ/ES BT LT, —FMNEXECE— RIZEYD £,

RP/0/RSPO/CPUO: router (config) # °no &]\jjj—é t L ATA ﬂ?‘; 1/_‘;/3 vk ¥ ¥a <7
commit BTLT, V»—#MNEXECE— RIZRY £7, £HiT=
Ty FESNERA,

ccancel E ANJTH &, BIFEOa 74 Falb—varty
arMRELET, a7 4 Fal—rar by
ViFRTET, RELAE LIy PENERA,

CEMELHAFEITaL T 4Kl —ar T ANMREL, 2
V74X alb—varky g s EFET A2, commit =
~ U REFEHALEDT,

RDIEFE

AAAT IO T 4 v T —EREA =T NI LTI T4 7R A FEBEALED,
07 A RTGA=FERELET (07 A 2 RTRA—=FOHRE, (64 2—) OHEELR) ,

A59A4 2 INTGA—FDEHRTE
P IR A DR R B R A T L £ T

FIRDHE

configure
line template template-name

timeout login response seconds
KONTFNLO I~ REFEHLET,

* end

BN =

e commit

[l CiscoASR9000 &) —X 75U S =23V 4—ER L—8 YRTLEFa)TF4 20T ¥
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| AMAY—EzOBE

A4 2 NS5 A—2DERE

FlED M
AU RFERETOIVa Y B#Y
ATy 71 |configure Ja—s )L ary 7 4 FXal—yar®—NehLET,
i -
RP/0/RSPO/CPUO:router# configure
AT 72 |line template template-name BRETHEMEBEEL T, BT 7T L—h ar7 s Fal—
varyE'E—RERBLET,
i -
RP/0/RSPO/CPUO: router (config)# line
template alpha
X w3 |timeout login response seconds PPN u S DS RO AR ELE T,
1 * seconds S1EUTIZ. 2 A LT U M) (BDEAL) % 0~ 300 D
' HATHELEY., 7740 MI30RTT,
RP/0/RSP0O/CPUO:router (config-line) #
timeout login response 20 CZDOWHITIE, A VHE— NNV A —F 20T EE LET,
ATV T4 (kRoOVWThproavr ReEfHALE |RELEEZRGTFLET,
T vend 3wy RFEEFTHL, EHEaIy b5 L5 Bk
* end SNET,
* commit

i -
RP/0/RSP0O/CPUO:router (config) # end

Ep e

RP/0/RSP0O/CPUO:router (config) #
commit

Uncommitted changes found, commit them

before exiting(yes/no/cancel)? [cancel]:

cyes EANTHE, FTa L T4 X2l —vary TrA
JNIEBEMEESN, a7 4 Fal—varykyia
VIMET LT, —Z N EXEC B— RIZRED 77,

cno L AJITAHRE, a7 4 FXal—Taryyiay
PET LT, W—ZNBEXECE— FICEY =9, ZHEX
a3y hENFEHA,

ccancel L AT B L, BEOa 7 4 Fal—vay
TovardiELET, a7 4 FXal—Tarty
valiFRTET, REAE LIy FERERA,

BRELEFEFTA L T4 Falb—ar 77 A /WTRIEL,
a 74X alb—rarvy g rEEET SII2E. commit
a~vr REFHLEDT,

| oL-28387-01-J
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AAH—EZRDHE |

AAA H— E R DEXTE DR EHI

AAA H—E X DEHRTFDHETEH

ZIZTHE. ROBREFNZHOWTHIALES,

AAA H—E X DERTE :

WIZ, AAA P —ERERET L0 2R L ET,

FBALFAY A b viy-authen 2RESNET, ZOFITH, FIESHIZT S TO TACACS+ H—3
DU A MERIEERT 2R A FERELET, TOFABKRK LSS, n—hr a—HF
4T = HN—= 2 G ADPRBREE A S E T,

configure
aaa authentication login vty-authen group tacacs+ local

PPP DT 7 /L b D FHFRY A M, v— A FREFHHT L) ICREENET,

aaa authentication ppp default local

2—HL userl 10 7 A L DIDITERI N, BRpu T A2 RAT— RHEY 4T o, userl
I — K VAT LO—FIZR D 5, 2—VFH user2 (IZFALOREEZRE L ET,

username userl
secret lab

group root-system
exit

username user2

secret lab

exit

tga EWVWIAATDOX AT TN—TBNER S, Z A7 08 tga lTBITE 4L, uga &\ ARTO—H
TN—TDPER S, Z AT T —T tga MOMHERZ AT DKo ICuga WRESNET, 5
MWHRAY TN—T uga lTEBIMEINET,

taskgroup tga
task read bgp
task write ospf
exit

usergroup uga
taskgroup tga

description usergroup uga
exit

a—H4 user2 B, 22— F—T uga ORI INET,

username user2
group uga
exit

3 HB®D TACACS 4 — BB EINFET,

tacacs-server host 10.1.1.1 port 1 key abc
tacacs-server host 10.2.2.2 port 2 key def
tacacs-server host 10.3.3.3 port 3 key ghi

[l CiscoASR9000 &) —X 75U S =23V 4—ER L—8 YRTLEFa)TF4 20T ¥
L—>av 4 FY1)—X43x
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zomwomEEas [

privs L WO LD —HF F—TNERR SN E T, D7 N—T71FE, TACACS+ AL LT
FEHE SN2 — P S, AN TACACS+ 5 —FLrDary 7 4 ¥alb—ray 7y A bDOx
VR UICIEEBHEL XL S BRRESNNET,

usergroup privb
taskgroup operator
exit

AR HAEY A B vty-author 235X E SAVE T, WIT, BIE AL TNDTTD TACACS+ H—3D
YA MR L Cavy FRADETIND L ICHRET 20 EZ R~ LET,

aaa authorization commands vty-author group tacacs+

TG T 47 AT A B vty-acet DERESNET, I, FEEIANTNDTTDTACACS+
PF— DY A REMHH L Tstart-stop 2~ R T I T 4V ITNRFETIND LI ITHET HH1%
RLET,

aaa accounting commands vty-acct start-stop group tacacs+

TACACS+REAETIL, 72 & 21X, BHEL L 8 NI, v—)b 22— J)b—"7 priv8 WFAE
B, R CARTO B —I v 2—F HIEAE LW A taskgroup-name 5145 C tga ZF57E L7 aaa
default-taskgroup =~ > RZfEHT L L, ZOL IR —FICH AT TV —Ttga DX AT < v
TRt ES,

aaa default-taskgroup tga

[AI#T > 7 L — b vty LXTL/ FIFROBEEICFEH T HEHRSA T — RREID S THi, BIFROR
FE (AT 285E) OOIlED Y ToEND I N—TThda— F)L—7 uga BIER S,
Vty -authen, vty-author, Vty -acct DENENERR S NVE T, THBITRRRE. FFrl, 7D T 1>

T 55U 2 hTT,

line template vty

password lab

users group uga

login authentication vty-authen
authorization commands vty-author
accounting commands vty-acct

exit

abc &\ D A HTD TACACS+ —rN Z)L—TMER S 4L, T TICRREFH D TACACS+ H— 37
7/1/_ LLbDéﬂi‘a_o

aaa group server tacacs+ abc
server 10.3.3.3
exit

Z D DEEE R

| oL-28387-01-J

T 2T, AAA P —E RO EICEET 22ZEEHI OV T L £ 7,
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ESPERCYS!

AAH—EZRDHE |

X=-aF7ILAR3A LI

AAAY—E R o< R awr FRESLOZEM,

avy NE—F, avr NgEE 774/ b
E, A EOTA KT A BIOW

D T Authentication, Authorization, and Accounting
Commands on Cisco ASR 9000 3V — X JL—# |

B
R 24 ~IL
COMRETY AN — b SN DHBOEEE 72ITL | —
HINTEHETDH Y A, T, BEFEOREYE
DY R— MIEEINTWERE A,
MIB
MIB MB®D!) >y
— CiscolOSXR V7 b =7 #fEH L T\ 5 MIB
ERFELTH v rm— R95I12iE, kD URL
\Zd % Cisco MIB Locator Zffif L, [Cisco
AccessProducts] A ==—"5677 v b7 4 — A
Z 3R L E 9, http:/cisco.com/public/sw-center/
netmgmt/cmtk/mibs.shtml
RFC
RFC 24 ML

ZOMBEIZ L VYR — F ENZEHTHE RFC £72
1Z24ET RFC IZH 0 £H¥ A, T2 Z ORI &
HEETE RFC DY R — MIEEIZH Y £ A,

L—2arv 4R Y)Y —R43x
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AAA H—E R DEBE
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SRADTY ZHIL YR—F

ZDHDOBEEEM

5t

=111}

)

AADT 7 =H)VHAR— N Web A kTl
Ih, 727 /0y— Y Ya—Tg, *ﬁﬁﬁ'a’{j
Ry b, BIOY—1L~DY 7R ED,
T-_R=VNZ R SEAE RSB FRET T,
Cisco.com |2 ERF S D2 —HF X, ZDX—Y
NOEEMIERICT 7 EATEET,

http://www.cisco.com/techsupport
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soal mMH EERMEDREE

LR (CA) MHAIEMMEIE, IPSecurity (IPSec) . Secure Socket Layer (SSL) ¥5 & UYSecure Shell
(SSH) 7'm haioHR— ke LTRSS ET, ZOET2—/TlE, CAMHAERMEEZSE
BT B FEICHOWNTIHHLET,

CA ORI EEFAMIZ LY Cisco ASR9000 2 U — R )—H T34 AL CAITBETE, T3 A
DT VHENGERAELZ CANOERIG L THEHTE X927 £9, IPSeciZCAZMHETICR v
U — 7 CHRETEZETA, CAZEMAT S L. IPSec DEELE L JLRMENIRIL S E T,

GE) IOEVa—VTHHENZAMF—A 77X M7 27 F v (PKD) 2v 2 FOFEIIONT
I%X. [Cisco ASR 9000 Series Aggregation Services Router System Security Command Reference] @
[ Public Key Infrastructure Commands on Cisco ASR 9000 > U — R JL—% | £ 2 —/LESM L
TLEEY, ZOEVa—LTEATIHHMOa~ Y RIZonTE, a~r R 77 LA~
AL—= AT I A (FrTA R 2EMLT, B4 T5~v=a2T7 V2B ML TS
Wy,

AR EERMEDREDHEEREE

Jy—2 LENR
Y y—2372 S OBREIEASE LT,

* WRRER ORI DR, 72 N—Y
* RRRER DO FEILICEET LK, 72 R—
* BEEROEEIZONT, 72 RX—=Y

* CAHEEMMEDFETE, 76 ~—

© FREERFH EIEHIMED DR ER], 85 N—
© ROMEE, 87 N—v
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[ e AN e e e

* ZOMOBEEE, 87 ~N—

RELEDREEICET HAHREH

CA tHAEMRMEA FET 2121F, ROFRFHELZRHIETHLERNDH D £7,

'ﬁ@&527m%€ﬁ&27ﬁw%°’%LH?EMT®52%$7N%°’ELTV6
VERHVET, Zoavr R 77 LR L, a~y RICRERZ A7 IDBNEEN
FI, 2=V I L—T70EY émbﬂﬁi@f:w/ h %ﬁﬁﬁ“(%?‘ib\}:%z LNDGHE. AAA
BWEEIGEE LT E &N,

X2 VT A VT NI 2T ORI =V A AL =Ygy _Xa—7 (PIE) A VA
NV LTT 7T 47T HRERNHY T,

F7aDPIEA VA R —LOFEMIZOWTIL, [ Cisco ASR 9000 Series Aggregation Services
Router System Management Configuration Guide] %2R L T30,

s ZOMEERMMSEEARTETAHIIC. Xy MU —7 TCAEZERAREICTA2LENHY £,
CA %, Cisco Systems PKI 7’2 | =2/L Simple Certificate Enrollment Protocol (SCEP)  (LAfi
@ Certificate Enrollment Protocol (CEP) ) ZH AR — h T 2A2XERH VY £9°,

LB DEEICET HHHIEIR

CiscolOSXR Y7 h 7 =7T1%, 2048 £ h a2 D CA — " RfF—Z Y R—F LEHA,

HIL\HIEEOD% ' ’-)L\-t

CA #HETAI1TE, WOMEEZHETILERH Y 77,

mELBRMEEERMEOHYR— SN T HRE

AATIFIROFELEL YR —F L THET,

* IPsec : IP Security Protocol (IP &%= VU7 ¢ 71 h=L) , IPSecix., 7 — i, &L
TWAHETHOT =2 BEVR L OT — 2GRt 54 —7" 0 X% 4 — R T7, IPSec
FPLAPTINGDEFR2 T4 b—E 2R L, A7 —%y b F—5H (IKE)
EERHLT, a—h R o=l TT e hart7 L3 ) X LorIvm— a9 V%
WPR L. TPSec THEAT AR LB L OEAET—%2 4 L £9, IPSec AT HZ LI &
D, "RARNXTH, %2074 F—F 0o XTH, Flidtx=2V7 4 F—Fo=A
EARARNEHD 1 DU EDOT—4% 7o —%{f#E T ET,

* IKE : Oakley ¥ —7Z#i<° Skeme ¥ — Rz A L X —FX vy N X274 TV —rva v
BLOXx—E#M 7o k=2l ISAKMP) 7L —AU— 7 NEIZEE LA 7Y v K 7Fu k
) TT, IKEJMhoT e ha )V THEATEETN, ZTOMEERIL IPSec 7’1 b2/ T
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zirE B

FRHLET, IKEIX, IPSec &7 OFBFEZ AL L. IPSec ¥— %R L, IPSec X =V T «
TYvxE—ay (SA) ERWLET,

Public-Key Cryptography Standard #7 (PKCS#7) : GEFAZERER A v — Y DO ELE LUE4
\ZfEH S 415 RSA Data Security Inc. DFEHE,

Public-Key Cryptography Standard #10 (PKCS #10) : REHIEZ KD 7% D RSA Data Security
Inc. DARHERE L,

* RSA s— : RSA [ZAARAF—KrB5{k A7 AT, RonRivest, Adi Shamir, Leonard Adelman @
3AICE TR ENELTZ, RSAF—IE, 1 DOARF—L 1 DOMEXF—DXT 7% »>
T l/ N i ﬁ‘o

SSL : Secure Socket Layer 7' &2 |k =11,

X.509v3 FEWIE : ST V4 L ID 71— R %55 /310 ZUTHHET 5 2 £ T, IPSec TR S
MRy MU —2 ORRE FIRCT A EYH— b, 2 AOBESBET DB, TY4L
AEEA TS 2 ETID AR LET (ZAICKD, £E7 CABF— 2 FB TR L
720, FETTHAF—ZFHTHEE LY TO2LENRIRVET) . ZThbOERET
CAMBEAIET, X509 1%, ITU @ X.500 FEHED—HTT,

RO T, CA D RIFHEHHAL £,

CA L, FEFAEFELRZEH L, 275 IPSec v hU—7 T34 ZA~DFERAEORITL E T,
INHEDOY—ERIL. BT AL A —EE— AL LTIV ET,

CAlZ, IPSec * b —7 TRA ZAOEBREMBILLET, CAIL, M—F72 L, HED IPSec
SIST AL 2GRy NU—7 THEMATEET,

Public Key Cryptography (Z £ 0 A R =T /WS NTeT VX NVBHIL, T3 ABLMEANZ—F %
TUHNVRGELE T, RSA W5 A7 L7 £ @ Public Key Cryptography CTld, &= —Hi%, &8
B — L WEX—DOmMFxatex— T 2FEALET, ZhoOX—1F, s L THIEL., —
FCHofbEnb D, b9 —HFTHEHZETEET, 2FV, v 7=FxiL, 7—Fn=2—%
DOREF— T s band L IR SNET, ZEMT, B EUOAHF—ZHEAL TA Y
T—VEEBTHIET, V=T ERIELET, A vEB—U0F, EHEROARY— %2 H
LTHEZITE LD, EX—DOIAHE, DEVREEDA v E—VZ2ERTLZ LI F
T, ZOTrERL, ZEEDEFEOAHF—DOa b —% o TN T, ZABKRYITHEED
HLOTHY, EEHEEFRAOMAD LD TIHRND & ZRmWEFEMEEZ R > To T2 Z & % ik
ELTWET,

FUHNVFEAEIZ) 7 BRI L £, FTUXAGEHEICL. 4R VU T VRS, ¥, WE
FLIFIIPT RL AR E, 2—FEIET A RERETHEREEZATHET, £, =0T 1
TADRAF—DOA—bFATHET, GEAFAKT, ZEENH TR L, 7 VX LGN
EEERT D9 XA TCHEEIGBHETE LY — KK =T ThHd, CAIZLVEBELEINET,

CiscoASR9000 > ) —X 75 )5 =23V H—ERIL—F PRATFLEFa T4 a0 T4 Fal—
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BIRMEEALORE |

B =5

CADY T =F ¥ ZHEFT 51213, ZEHIT. CAOABF—Z2RHM L TCWAMERHY £, @
W, IOk RL, TURET N RT, FHREA VA PV TITON D EAEIC L VL X
F9, TEZE, BEOWeb 7T UV TIX, 774 N T, D CADAF—NEREIINT
WEJ, IKEE, IPSec DMHEER T, T VX NVAEHELZMEH L T, SAZRETHRICET T3
A ADYEEVEEFRIEL £,

FUHN T =F v NS 2 —WE, IPSec #HEHT 5T /34 ADKET M TARF—F
Iy —27 by NEFE TR LT, BELRETHILENRDD £9, FEHENLRWEE, X
PO =2 LWT A 2R EMEND TN, BRISEEEITOMOT X TOT /A A THE
EERTILIVNENGY £, TOXVGEREND DA, K730 AL, CAIEEINET,

2BEDTINA ADBET DHE, AEAEERBL, T X ETUXNBEL LT, BEWERIEL
T, HILOWT AL ARy NU—ZZBMEND &, 2—PFX, ZFOT /N1 A% CAITEFKL
F9, MMOTANAZATIIEFOXLEIIH Y A, HFH LT A A0 [PSec Bt & ikIT9 5 &
REFAEN BB S, TN, AERRECTE £,

CA M7 LY IPSec

CA ZHHEFIZ, 220 Cisco /b—Z BT IPSec —E R (BB YY) A —T I T D
B BN, B—HIZH D —HDONL—Z DX — (RSA ABF—odf % —) BNIFEET L0 0R
THBLERSHDET, 2F0D, ROWTNPLOEEELZ TEICTEITTILENL Y F9,

CHZIN—HT, b —FHDNL—FDRSAANBEF—FASILET,
CKN—HT, WMFONLV—FTHEHEINIEEF—FEELET,

D CiscoV—F %Ay a hABYTREL, T _XTONL—FBTIPSec NT 7 4 v 7 %X
WXEDIEEITIE,. O, TRTOA—FBIZHEE X —F 2 IIRSAAHEF —Z2HET D HLEN
HFEI,

IPSecZ/ NI —ZIZH LWL —F BT 5 Z &1, HriLvi—4 LBEFO& LV —ZRIC
RETHLENHD F9

L7=MR->T, IPSec —EREZNMIEL T LT, AR HIFE, F—FHITEMEZRY £,
OT77ue—FTlE, X0 KRECHEMERR S bRy N —ZIZI3ERTE EH AL

CA »'d 5 IPSec

CA AT 26, T X TOREEL—XTHF—2BRETHLETHY FHA, RKDVIZ
MAéﬁé%w%&%CA CMEBNZBGERL, FEN—F OFFRAELZER L ET, ZOBENRZETL
TWiuE, EMAL—F 1T, OTXTOMAN—F 2 ZAF I v 7IZFHIFTEET,

Fy NU—Z1ZH LU IPSec /b— ¥ BT A6, #HLVL—H 28 CAICREHAEZ BRI 5 &
SNCERETAHE T TEL . BEEDOMDT T D IPSec /L — & & ORNTHE DO X —FHREX{T 5 M B
TH Y FHA,

Il Cisco ASR 9000 DY—XTFINVF—=23 0 H—ERIN—F VRATFLEFXaYT AV T14¥2
L—2arv 4R Y)Y —R43x
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zirE B

BEHD SR RS2~ CADDH S IPSec

BEDONTANKRA Y N CARDHIYGA. AEHEEZ ETIT8IT LI CA IDV—F 5T D05
EH FEHAL, FORDY, EHETELEBD CAICV—FERELET, ZTDOD, L—%
L, RESNTZCA (FEHTXAHL—N) ZHHLT, V=X ID TEXRSINTWAIRL CAIZEK

D%’v\éﬁéﬂfb\foewﬁ@%% BT R LN E S D EREETE ET,

@ﬁmCA% RETHZLICEY, IKEZFEHA L TIPSec b RIVEFESL T HBEIT, B D R A
v (BB CA) IZBELE2BUEONL—FTHAED ID 2T £,

SCEP Tid, #/L—XiF, CA (B CA) THRESNET, CAlL, CAOMEXF—TEHIND
N—SGEHEERITLET, AU KA v OET OEHEZHRT 5720, A—F 1%, BECA
DL— hEFETORESNET,

BB RAAL UL ET OIEAELZHERT DL, TOET O KA A OBk CA DL— ~EEH
EEN—H TERIIHETLDLENRNDHY £,

IKE 7 = — X1 OEL ORGET . BEMIZCAGTEHED U A b ZIGEANZEME LET, IENE
UAPDOWFNNO CAIZE W FEITSNDEAELRETD2LENHY £, FEPEPHEES
7eb, EAFICEEN LA —2 AT — U o 7ICRMFLET,

BEDONL— N CAVNHIHEE, X—F ¥V T T4 _X—F Xy hU—2 (VPN) 22—, — 5D
RAAL L TEBEEZMHILT, b9 DO RAAL VTRENOZRICEMTEET, T, i
B RAAL LV TCTRHRIAESNDZ LT AT A HOMRERTTARX— NBET ¥ RAVDBBELET,

IPSec 7/V1 RIZ&k Y CASERRZEDERAE

| oL-28387-01-J

2 HBDIPSec /—# I3 IPSec TIR#ESNTZ N T 7 4 v 7 A3 H B I12IT, W@umﬁ ﬁ%b%o
Z‘gﬁ)&)bij‘o uuuﬁéﬂwcl/\fctl/\ia/\\ IPS@C{%uéﬁ)l@ﬁﬁéhiﬁ/\/o ZD uuu 7&??
IKE ZfEH LET,

CA%ﬁ%L&wFA N—%1%, RSAKFEA LT v AE - i3Fmtar—2EH LTV T — hL—
CTAHEZHWIALET, WTHOFRTEH, 200V —FETEF—2FHANIHE L THB L LEN
%Diﬁo

CAZMHHTAEGAE. V—F1XVE— b V—FIZAEHEEZEE L, MO0OARY —K5ik%x %
T2 LIk T, =% AL v FIZXH L THEZRIAELET, FA—FiX, CAIZIYIRIT
SHTHREES N, V—ZEFOMAELZEETLOIMLERH D FT, ZOTawAREHRO
X, H—F OFEHEIIV—F DARBF =00 b S, FREBED CA I L > CREEES L
HZEIZED, TRTOMANL—H N CA ZFBAERE L CR#ET 20105 TT, ZO#EIX, RSA
VI =F xBTS IKE EMEENET,

N—2 X, GEBENHIRYINIC /D £ T, EEOIPSec BT IZxf LT, D IPSectz v o v H
\ZH S OFEHEZ RGN EE TEET, FEENHIRGE TR o7 & &, —F OEHEET
FLVGEEZ CADDAFTHMERDH Y £7°,

N—BBPND RAAL v (872D CA) OETNLREAELZE LGS, V=2 DCANLF T
o— R U7ZREA#ERZ Y 2 b (CRL) 1Zi1E, 2O T OFEFAEFRITE T ETAL, TOD,
Lightweight Directory Access Protocol (LDAP) URL Ti%E L7= b7 A hARA > b THAIT S 417 CRL
Tyl LT, ETOFERAERLG L TCNDENE I DEHERLET,
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CA Z5x/5

CA tHEE

RIABMEERAMORE |

REHE

LDAPURL TEREINTWA T A RKRA » MZE VBTSN CRLEBETHIZiE, F 7 A b
KA ary74¥alb—rarET—RCTqueryurl 2~ REMHEHLET,

—HD CAIZ, EBEO—EE L TR RA) BV ET, RAEFIARENIZCADT XD
B2 BT —_ThHHI, CART T T4 DL X H CAEREITKE L TWET,

ERAMDOEEAE

2T, ROFIEIZOWTHALET,

IW—EADHRAMEEELVIP FALVEZDETE

FIEDHEE

FIED

TOEETEH, V—ZDHRAMBIOIP FAL VA ERELET,

N—BDRA MBI OIP RAAL VADBKREDOLEIIL, TNOERETHLENRH D £,
HRARMGBEIOIP AL AP OIX, V— X NEREM KA A 4 (FQDN) % IPSec (2
FVFERINDIF—BLUOREAREICE D 4T, L —ZIZHD B TONTEARA MBLOIP KA A
VAIZFQDN N EESWNW TN S 729 TF, 72 & 2. router20.example.com & V9 £ miDFEAE X
router20 &\ 9 /L—Z DR A b4 & example.com EVNH L—H DIP KA A VL IZHESNTWVET,

configure
hostname name
domain name domain-name

KONTNLOa~y REFEHLET,

2L nh =

* end

e commit

ARV RFEREFTIVaY E]:g]

& A configure ya—r~ ) ar 74 ¥al—vary E— NEBBLET,

51 -

RP/0/RSPO/CPUO:router# configure

Il CiscoASR9000 & —X FHUSF—a v H—ERN—8 YRTFLEF2UT4 AV T4 ¥
L—oay 4 R U U—243x
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RsA x— <704

AT RFEREETI VI Y

S]]

ATvT2 hostname name N—BDRA N ERELET,
£ :
RP/0/RSP0O/CPUO:router (config) #
hostname myhost
ATFwT3 domain name domain-name JW—HDIP RAA L ERELET,
11 :
RP/0/RSP0O/CPUO:router (config) #
domain name mydomain.com
ATvTA4 ROWTNILDa~y RelLE | REERLZREFELET,
R N - . ‘
tend 2~ REFTTLHE AR zaIy 5K DICEK
* end SNET,
* commit

1 :

RP/0/RSPO/CPUO:router (config) # end

E s

RP/0/RSP0O/CPUO: router (config) #
commit

Uncommitted changes found, commit them
before exiting(yes/no/cancel)? [cancel]:
e

cyes EANTHE, FEfrarrvoFal—vary 7y
AVNIZEBEIMEESN, 207 4 Fal—rarty
arBNERTLT, LV—FBNEXECE— FIZREY £7°,

not A1 TAE, a4 FalL—TarkEyiay
PETLT, VL—FNEXEC E— RICEYV F7, &£H
Iy hEhERHA,

ccancel L ANT B L, BEOa 7 4 Fal—ay
o a R LET, a7 Fal—rarty
va AT, RELAEL Iy FESRERA,

CRELEAEAETIL T 4 X al—ar T ANV,
2T 4FXal—artyya s EMEET AIZIE. commit
o<y REERALET,

RSA F+— X7 DERK

| oL-28387-01-J

RSA ¥ — X7 &4k LEd,

RSA F— ~NTIIIKE ¥ —AEHA vt —VOBA B LU ELICER SN ES, F2, —X
DFFAEZ ST 5B LB T,

CiscoASR9000 > ) —X 75 )5 =23V H—ERIL—F PRATFLEFa T4 a0 T4 Fal—
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B 2BEx—oL—s~n1oF—+t

FIROWE
1. crypto key generate rsa [usage keys | general-keys] [keypair-label]
2. crypto key zeroize rsa [keypair-label]
3. show crypto key mypubkey rsa
FIEDFEH
AU RFERIETOVa Y B#Y
ATy I crypto key generate rsa [usage keys | RSA ¥— X7 ZAERLET,
general-keys] [keypair-label]
* usage keys ¥ — U — N2 LT, FkHiEkF—24EE
i - L ¥9, general-keys ¥ — 7 — NZfif] LT, LA RSA
F—ZELET,
RP/0/RSPO/CPUQO:router# crypto key
generate rsa general-keys * keypair-label 514513, RSA ¥ — X7 Zf5E T 5 RSA F—
R ZL T,
ATFv T2 crypto key zeroize rsa [keypair-label] UEE) W—2 53T _XTORSA ZHIBELET,
I - AT o T, TRTO RSA F—%/b—Z 05 HIl
' LET, & zxiE, MLNDKKTRSA F—XT OfF
RP/0/RSPO/CPUO: router# crypto key R debiv, AL ii<)ﬁ:§%é§ FOX— T %
zeroize rsa keyl . N N
HIBRL 7
* FFE D RSA ¥ — T ZHIBRT D121, keypair-label 5 %%
ML ET,
ATFvT3 show crypto key mypubkey rsa (fEE) V—H D RSALBHF—ZFERLET,
i -
RP/0/RSPO/CPUO:router# show crypto key
mypubkey rsa

NEAF—DIL—F3 DA iR— F
NF—Z2 N —HIZA VR —FLET,
NBEF =N —FIZA VR— &N, 2—FRBIEESNE T,
FEDHEE

1. crypto key import authentication rsa [usage keys | general-keys] [keypair-label]
2. show crypto key mypubkey rsa

[l CiscoASR9000 &) —X 75U S =23V 4—ER L—8 YRTLEFa)TF4 20T ¥
L—>av 4 FY1)—X43x
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FlED M
aAv U RFERETIVaY B #Y
2ATFvT1 crypto key import authentication rsa [usage keys | RSA % — X7 24k L £,
| general-keys] [keypair-label]
* usage keys ¥ — U — FZfEH LT, FgrHizx—
i - ZHEE LE T, general-keys X— 7 — K& L
T, HHRSA F—ZHEELET,
RP/0/RSPO/CPUO:router# crypto key import
authentication rsa general-keys . keypair-label %I%Ui\ RSA % — 7 %?Eﬁiﬂ'?‘%)
RSA ¥— X7 L TT,
ATvT2 show crypto key mypubkey rsa (EE) V—X O RSA AT —Z2FRLET,
i
RP/0/RSPO/CPUO:router# show crypto key
mypubkey rsa

RIIENDEESLIWEETET SR,V FDOEE
CAZESL., BHTEXDARA LV FERELET,

FIEDHEE

configure

crypto ca trustpoint ca-name
enrollment url CA-URL

query url LDAP-URL
enrollment retry period minutes
enrollment retry count number

rsakeypair keypair-label
KONFRLD I~ REFEHLET,

* end

O NS R WDN =

e commit

CiscoASR9000 > ) —X 75 )5 =23V H—ERIL—F PRATFLEFa T4 a0 T4 Fal—

vav A4 K1) —R43x
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RIABMEERAMORE |

FIE
ARV RFERIETI3Y B#Y
AT w71 |configure Jua—)ar7 4 ¥al—varET—REBLE
j‘o
il
RP/0/RSPO/CPUO: router# configure
X w2 |crypto ca trustpoint ca-name CAZESLET,
Bl - L= ZPRETICKR L TRIT SN A E A R T E
' X, BIRLIEARITEBHTEOARA MR
RP/O/RSEO/CPUO:router(config)# crypto ca ﬁ?L/§57fo
trustpoint myca
*RIARRA N ary T 4 Falb—ar E—F
R L E T,
Z 5w 73 |enrollment url CA-URL CADURL 28 L E7,
il - * URL (Z1%, FEHEHE cgi-bin A7 U 7" b DBFFTNE £
’ NTWDHRERDHY £77,
RP/0/RSPO/CPUO: router (config-trustp) #
enrollment url
http://ca.domain.com/certsrv/mscep/mscep.dll
AT v 74 |queryurl LDAP-URL (&) CA VAT AIZE D LDAP 7’1 b 2 L3k —
FENTWDEE, LDAP — SO EZEE L £ 7,
il -
RP/0/RSPO/CPUO: router (config-trustp) # query
url ldap://my-ldap.domain.com
25w 75 |enrollment retry period minutes () WM 2 isE LT,
1 CRERAZEOERE, L— XL CA S OREHEDZ T
' B0 2 LET, A—2 28I (BRATHIR) A
RP/O/RSPO/CPUO:route¥(config—trustp)# a:gﬁ@ﬁ%;%ﬁé%ﬂfﬁiQ)iﬁb\ﬁ%é§\ J—Z %, BIORER
enrollment retry period 2 N
FEREZEELET,
CHIPHIZ 1 ~603TT, T7ANLMLIHTT,
AT 76 |enrollment retry count number (FEE) REUTZGEAFEERIXE 2 /T 2RI 2 e E

11 -

RP/0/RSPO/CPUO: router (config-trustp) #
enrollment retry count 10

L7,
s HFHIT 1 ~ 100 T,

Il Cisco ASR 9000 DY—XTFINVF—=23 0 H—ERIN—F VRATFLEFXaYT AV T14¥2
L—>av 4 FY1)—X43x
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canzii

ARV FERET7IVa Y By
AT 71 |rsakeypair keypair-label (f£&) Z® b A FARA > BT erypto key generate rsa
gy REMHA L AR LIZTEE RSA £ — X7 Z2fEE
1 - LET,
RP/0/RSPO/CPUO:router (config-trustp) # I DF— T %E&Hff L7V \i}%/ﬁ\ oA FERA L B
rsakeypair myke
ypanE mEey HHIEOBEDT 7 41 O RSA F—%f#f L%
—a—o
AFv T8 |(kOWThrOa~vwy ReFEHLET, REELTE R LET,
* end ‘end 22 REFEITTHE, BEAZaI v bTH X
* commit INZEREINET,

11 -

RP/0/RSPO/CPUO:router (config)# end

F720x

RP/0/RSPO/CPUO:router (config) # commit

Uncommitted changes found, commit them

before exiting(yes/no/cancel)? [cancel]:

cyes EANTHE, FfTar T4 X¥al—va
VI FANIEEBRESN, 2T 4 F 2
L—yaryyalryBETLT, Lb—2ZN0
EXEC E— RIZEY £7°,

nobt ASITHE, a7 s F¥al—rarky
Ta vy T LT, V—HFNEXECE— FIZE
DNE9I, BEITaIy FINETA,

ccancel L AT 5L, BIfEDa L7 4 F 2L —
arkyvarsPiLET, a7 ¥
Loy oy s R T, RELE
baIy hENEHFA,

CRELEZFATA L T4 Falb—ar TrAVC
RAEL, av 74Xl —artyia bk
T A2, commit =~ FE2fEH L E7,

CA DAL

| oL-28387-01-J

Z Z Tl

/l/‘—&’\@ CA %fumuJ‘.E[./gzjﬁ

N—Z 1T CA DRHF—NEEN TS CADHCELIEHEZTUG L T, CAZFIET D LEN
HVET, CAOFAEITZHCESL (CADHEDIHEICELT D) THAEAZD, CAOAKHF—
1. CAEIEICEK L, CAIFHED 7 4 o W=7V v a2l U CFENCTIREIEL £,

CiscoASR9000 > ) —X 75 )5 =23V H—ERIL—F PRATFLEFa T4 a0 T4 Fal—
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FIROWE

1. crypto ca authenticate ca-name

2. show crypto ca certificates
F gD FEH

ARV RFERETIVaY BH#Y
ATvT1 crypto ca authenticate ca-name CA DARF—% &1 CAREHELZESG 5 2

LT, —ZIZH LT CA it LET,

i -

RP/0/RSPO/CPUO:router# crypto ca authenticate

myca
ATvI2 show crypto ca certificates (EE) CAREHFEICET o HAaFR R LET,

151 -

certificates

RP/0/RSP0O/CPUO:router# show crypto ca

BB DIEAEDER
CA 05 DTEIE S BK L 2T,

N—FDRSAF— X7 T LI, CADDLDOEAMNEZFEAELZTETA24E NS £3, LHRSA
F—ZAERLESEE. V—Z T 1O RSA F— X7 EF 2, | HOGFHAES T NLETY,
ATZEER 72 3B D RSA ¥ — % ERR LT-8E . A—Z X 2§00 RSA ¥ — X7 &5 2 (HOZEH

HEPMEETT,
FIEDOHME
1. crypto ca enroll ca-name
2. show crypto ca certificates
FIEDFEH
ARV KRFERERETI VY EL:y)
X Fw 1 |crypto ca enroll ca-name T _TDORSA F— X7 OHHAELFTR L F 4,

11 -

RP/0/RSPO/CPUO: router# crypto
ca enroll myca

cZpawy KT, W—ZIIfFHET D RSA F— X7 L [REDFHEH
ELFRTHZD, BEHRDORSA F— XTNHLEEICH, =
Oa<y RE1TRILMFEITTAXLETHY A,

Il Cisco ASR 9000 DY—XTFINVF—=23 0 H—ERIN—F VRATFLEFXaYT AV T14¥2
L—>av 4 FY1)—X43x
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ny b7y ER—z rizspimzszose W

AT RFERET7IIY B#

*ZOaAvy FTE, RECRESNRNT ¥ L PR T — R&AE
KT DOMLENRH Y T, FEHELZ RS ELILENECSGE, &
DIRAT— KNERENDZDT, ZONRRAT—RERZ TBL HE
NH Y FJ,

CRERAEIT T CICRITTE T, F03, B M T ARRICEL,
BA LT NINRAETDHET, V—EDFFAEER A OEE L E
To ZA LT U MRBELESGE, VAT MEBEICERAGE 2K
WMLT, Zoa~vry ReEEANLET,

AT w72 |show crypto ca certificates UEE) CAFHEICHET AIERERETLET,

{1 -

RP/0/RSPO/CPUO:router# show
crypto ca certificates

Ny b7 RR=RX ML HAAEEHRDETE

N—BEBERTDH T ANRA Y MBIER (CA) ZESL T, TOMITARNKRASA L NCAZRT >
7o R—A MZ LD FEVEERICRE L ET,

FIRDHE

configure
crypto ca trustpoint ca-name

enrollment terminal
KONTNILD I~ REHEHLET,

* end

i o

e commit

crypto ca authenticate ca-name
crypto ca enroll ca-name

crypto ca import ca- name certificate

o N o o

show crypto ca certificates

CiscoASR9000 > ) —X 75 )5 =23V H—ERIL—F PRATFLEFa T4 a0 T4 Fal—

vav A4 K1) —R43x
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B 57y ER—R MoK BAREEROETE

FIE
ARV RFERIETI3 Y BHY

ZTwF1 | configure sua—)ar7 4 Xal—ary '— REHBLET,
i -
RP/0/RSPO/CPUO: router# configure

ATy 72 |crypto ca trustpoint ca-name N—ERERTHCAEZES L., PZAMKRA LV a7y

Xal—varE—RERHBLET,

i : o o s
RP/0/RSPO/CPUO: router (config) # * ca-name 5l EFEH L T, CA DLAEIZHELET,
crypto ca trustpoint myca
RP/0/RSPO/CPUO:router (config-trustp) #

AFw 73 |enrollment terminal Ay 8T v RR—=2Z MZ KD FE)CTOIEAERERZIEE L E

R
11 -

RP/0/RSPO/CPUO:router (config-trustp) #
enrollment terminal

ATv7T4 | KOWTIUhDOavy REMHLET, RELELZRFLET,

* end tend 2~ FEFITTLE, AHEZaIy bF2LHICHE
° commit *éhjﬁ ‘jﬁo
Uncommitted changes found, commit them
1 - before exiting(yes/no/cancel)? [cancel]:
RP/0/RSPO/CPUO:router (config)# end °yes EANTITD & gﬂ%ﬁi: 74 FXal—ar 77
Eals AVIELEPRGFS, a7 4 Fal—varty
TarPETLT, W—FMNEXEC E— FIZED F

RP/0/RSP0O/CPUO: router (config) # commit Tro

‘no EANTLHE, a4 Fal—varkyia
UBET LT, =B EXEC E— RIZREY £,
ZHEIZaly bahEztEA,

ccancel E AT B L, BEODa 7 4 X2l —T g

Ty varNiELET, =74 Fal—Tay
Ty va IR TET, RELEL Iy PINLER
oo

CHRELEEFETaLry 74 Xalb—ay 77ANVIHRTE
L. 2y 74Xal—Yarbyia a2t sz,
commit =< R&ZfHEHL £,

[l CiscoASR9000 &) —X 75U S =23V 4—ER L—8 YRTLEFa)TF4 20T ¥
L—2arv 4R Y)Y —R43x
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| mimpmEERtORE

zipaEERtozzoxnts I}

ARV NFEERTOVa Y EL:Y
AT w75 |crypto ca authenticate ca-name CA OFEHEAZRIGTH5Z LICLD . CAZRFEL 7,
1 * ca-name AL LT, CAOARIZRELE T, AT v
RE;/O/RSPO/CPUO:router# crypto ca 702, (84 /\o‘—‘/> T)\jj Lf:%ﬁﬁ& [F] L%ﬁﬁ%{fﬁﬁ L¥F
authenticate myca Tfo
ATvT6 crypto ca enroll ca-name CA MWD L—FDIFHELTELET,
1 * ca-name G EHH LT, CADAFIZIEELET, AT v
RP./O/RSPO/CPUO:router# crypto ca T2TAN L= LR CARIEER LES,
enroll myca
ATFvT1T crypto ca import ca- name certificate URR CHFFAEAZFE A AR —FLET,
1 * ca-name B AL T, CAOLEIZfRELET, AT v
RP./O/RSPO/CPUO:router# crypto ca 72 TASLIZD LA L%ﬁﬁ%‘ﬁﬂ% Li?‘o
import myca certificate
GE) MiEx— 7 =FxBLUOHZX—) M+
%A1L. erypto caimport =~ K% 2 [AlA 1T 5 4%
ERHYET, Z0awr REEIICAN LZEE
ﬁ\mﬁ@loﬂww5KN%XFéﬂiT02@a
(A LIz ald, ORERENA L —Z ([T — X b &
hi?(k%%@&%%ﬁ%inxbéﬂf%%
M EHEA)
AT S8 |show crypto ca certificates AEAE & CA REIFICET 2 IE TR LE T,
il -
RP/0/RSPO/CPUO:router# show crypto
ca certificates

munEF%*HZil_FH“£G)§%

- >
— —

LR EEERAMEDRE : 4l

RIZ,
SFESEhhavw R

configure

hostname myrouter

domain name mydomain.com
end

0D &% 7 51

TiX, ROBREFNZHDWTIA L ET,

CAMHAEERMEEZHZRET 20 E2RLET,
T L a X FAREICEENET,

CiscoASR9000 > ) —X 75 )5 =23V H—ERIL—F PRATFLEFa T4 a0 T4 Fal—
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RIABMEERAMORE |
B  2ssREERnto®RT 6

Uncommitted changes found, commit them? [yes]:yes
crypto key generate rsa mykey

The name for the keys will be:mykey

Choose the size of the key modulus in the range of 360 to 2048 for your General Purpose
Keypair

Choosing a key modulus greater than 512 may take a few minutes.

How many bits in the modulus [1024]:

Generating RSA keys

Done w/ crypto generate keypair

[OK]

show crypto key mypubkey rsa

Key label:mykey

Type :RSA General purpose

Size :1024

Created :17:33:23 UTC Thu Sep 18 2003
Data

30819F30 0D06092A 864886F7 0D010101 05000381 8D003081 89028181 00CB8D86
BF6707AA FDTE4F08 ALF70080 BO9E6016B 8128004C B477817B BCF35106 BC60BO6E
07A417FD 7979D262 B35465A6 1D3B70D1 36ACAFBD 7F91D5A0 CEFBOEE91 B9D52C69
7CAF89ED F66A6A58 89EEF776 A03916CB 3663FB17 B7DBEBF8 1C54AF7F 293F3004
C15B0O8BA8 C6965F1E 289DD724 BD40AF59 E90E44D5 7D590000 5C4BEAY9D B5020301
0001

! The following commands declare a CA and configure a trusted point.

configure

crypto ca trustpoint myca
enrollment url http://xyz-ultrab
enrollment retry count 25
enrollment retry period 2
rsakeypair mykey

end

Uncommitted changes found, commit them? [yes]:yes
! The following command authenticates the CA to your router.
crypto ca authenticate myca

Serial Number :01

Subject Name

cn=Root coax-ul0 Certificate Manager,ou=HFR,o0=Cisco Systems,l=San Jose, st=CA, c=US
Issued By :

cn=Root coax-ul0 Certificate Manager, ou=HFR,o0=Cisco Systems,l=San Jose, st=CA, c=US
Validity Start :07:00:00 UTC Tue Aug 19 2003

Validity End :07:00:00 UTC Wed Aug 19 2020

Fingerprint:58 71 FB 94 55 65 D4 64 38 91 2B 00 61 E9 F8 05

Do you accept this certificate?? [yes/no]:yes

! The following command requests certificates for all of your RSA key pairs.
crypto ca enroll myca

Start certificate enrollment

Create a challenge password. You will need to verbally provide this
password to the CA Administrator in order to revoke your certificate.

For security reasons your password will not be saved in the configuration.
Please make a note of it.

oo o

oo o

Password:
Re-enter Password:
Fingerprint: 17D8B38D ED2BDF2E DF8ADBF7 A7DBE35A
! The following command displays information about your certificate and the CA certificate.

show crypto ca certificates

Trustpoint rmyca

Il Cisco ASR 9000 DY—XTFINVF—=23 0 H—ERIN—F VRATFLEFXaYT AV T14¥2
L—2arv 4R Y)Y —R43x
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zotrx W

CA certificate
Serial Number :01
Subject Name
cn=Root coax-ul0 Certificate Manager,ou=HFR,o0=Cisco Systems,l=San Jose, st=CA, c=US
Issued By :
cn=Root coax-ul0 Certificate Manager, ou=HFR,o0=Cisco Systems,l=San Jose, st=CA, c=US
Validity Start :07:00:00 UTC Tue Aug 19 2003

Validity End :07:00:00 UTC Wed Aug 19 2020
Router certificate

Key usage :General Purpose

Status :Available

Serial Number :6E
Subject Name
unstructuredName=myrouter.mydomain.com,o=Cisco Systems
Issued By :
cn=Root coax-ul0 Certificate Manager,ou=HFR,o0=Cisco Systems,l=San Jose, st=CA, c=US
Validity Start :21:43:14 UTC Mon Sep 22 2003
Validity End :21:43:14 UTC Mon Sep 29 2003
CRL Distribution Point
ldap://coax-ul0.cisco.com/CN=Root coax-ul0 Certificate Manager,O=Cisco Systems

POLES

CAFAEEMMEORENKE T Lizs, IKE, IPSec 33X SSL 2R ET HMENRH Y £9°, IKE &
ENZDWTIX,  [Implementing Internet Key Exchange Security Protocol on Cisco ASR 9000 2 J — X
N—H& | TV 2—/)b,  [1PSec in the Implementing IPSec Network Security on Cisco ASR 9000 >V —
A N—H | BV 2—LE LW TSSL in the Implementing Secure Socket Layer on Cisco ASR 9000
V= N—4] TV 2=V EZR LTSN, INbDOEY 2—niE,  [Cisco ASR 9000 Series
Aggregation Services Router System Security Configuration Guidel (Z O&FR) 12HV 77,

Z Dt DEEE

RO TIL, WAERHAAEMED T 225G 22t L £5

BEER
BEEIER T=aTFILEAL L

PKI 2= K : <y REXOFM, =<2 K| [Cisco ASR 9000 Series Aggregation Services
E— R, avr REE, 774/ NRE. £/ | Router System Security Command Reference] @
FDOTA T4 BLUW [ Public Key Infrastructure Commands on

Cisco ASR9000 >V —X )L—H | a2 —/b

2
ZAE 24 kI

ZOOMRETH R — P ENDFHOEREF 7= 138 | —
BN ERETHY FHA, F7-. BEFEOREYE
DY R—MIEEINLTHEREA,

CiscoASR9000 > ) —X 75 )5 =23V H—ERIL—F PRATFLEFa T4 a0 T4 Fal—

vav A4 K1) —R43x
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ZDHDOBEE R

BIRAEERALORE

MIB
MIB MB®D!'Y) >
- CiscolOSXR Y 7 b =T &#fEH L T\ 5 MIB
ERELTH UV rm— R 5I2iE, kD URL
{23 % Cisco MIB Locator Z{# f L. [Cisco
Access Products] A == —M"57 T v F 74— A
ZEIR L F T, http://cisco.com/public/sw-center/
netmgmt/cmtk/mibs.shtml
RFC
RFC "4 b
ZOMREIZ K 0 AR — b SALTEHTHLRFC £72 | —
ILET RFC 1H YV 8 A, 72 ZOBEREBIZ X
HWEAE RFC DY R— MIEEITH Y £ A,
RAMTY Z AL HBR—F
& EA oy

AADT I =J VYR — bk WebV A kTl

Ufh, 727/ T—,

T _R—= VI SEE RN R R FTRE T,
Cisco.com | ZBEF LD —H L, ZDO_X—
NHEEIERIC T 7B A TE £,

VY a—a .
ey b, BEORY—n~DY 70, ¥

http://www.cisco.com/techsupport

[l CiscoASR9000 &) —X 75U S =23V 4—ER L—8 YRTLEFa)TF4 20T ¥
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%4%

F—Fr— BEHOER

IDEFEVa2—LTHE, F—F=—VEHOFEEFECOWTHALEST, F—F=— B,
FAIEHEEENLT DRICF—RED—7 Ly NERWT 5T XTOT T 47 4 DILFFE
ERET DO OFAEO {72 FA T, BT EDMEHIZ, CiscolOSXR Y7 =T O
N—TFT 47 7a halvBLOxy NT—VEFHT 7V r—ra it <054, %2
T 4 Z 88T B T OICERIE A L £,

F—F 1 — L BEEOEEOMEEE

Jy—2 LENR
Y y—2372 S OBREIEASE LT,

¢ X —F = — UEROREICHET DATHREM, 89 N—
¢ F—F = —UEROIEICHET HHKFE, 90 N—
C F—TF = —VEHOREIZONT, 90 =
* X —F = —UEHOREEE, 91 =Y

¢ =T = UEHROIEORER], 104 N—

* FOMOBEEEL, 104 N—Y

—_— —_ S &5 A= 2 +8 A
IT—Frx—EHORTICET HEIRSEH
WX A7 ID BEgie X A7 ZTA—7CBHEMT N TS —Y T L—T12@ L T\ HHEE
NHVET, Zoa~vr F I T77 LA, Fa~vr RICKRERZ A7 IDBREENET,
=P T N—TOEY B TRFKRTa~vy REFHATERNWEEZLONDHE. AAAEEE IH#E
BLTLTEE N,

CiscoASR9000 > ) —X 75 )5 =23V H—ERIL—F PRATFLEFa T4 a0 T4 Fal—
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*F—Fr—UEEOERE |
B 7 B0 ETIHNEE

F—Frz—UEEOREICET HHIHSEIR

VAT A vy I EERTLE, BEOa T 4 X alb—va DX —DaMEICEELYE 2D
ZEIWCEBETAOMLENRHD F9,

== -_—
T—Fz—2BFEHOEREIZDOIVT

F—F = — BRICEEEER 2N, F—F = —FZeT X —% GRREDO7=0I2) HEHL

TEETOIMNEDHLT 7V r—a  THAT2XERDY £9, F—F =— 2%, 7l
FICHEASNTHF =B LR =A== BT DX 2 TR AT =X LNEA LN TOET,
AR—F——Fro=A 7u bzl (BGP) . OpenShortestPathFirst (OSPF) . I X U'Intermediate
System-to-Intermediate System (IS-IS) TiX, ¥ —F =—ZMHH L TRGEHOE v h L X F—

’—/I/j‘“—/\‘_%gé LEJ, BGPIZTCP LA H L £3, ZORIETIX, BFEA v a v
%ﬁ;‘j]yl/ i? %I‘_‘/}EH \—pXLdEﬂéﬂf_H 7%"'”27/1/3)%.& %Ob\ﬁ_){ /‘IZ /ntunﬂzz‘_‘l\

(MAC) %i#EL E3., BGP, OSPF, BLWISIS OF—F = —VREDFHMIONTIE, &
ZRL TS ZEN,

* VY —=ZAFHK 7w b= (RSVP) 3, BRECF—F =—> 2 L £, RSVP OFEHIC
DWTIX, [ Cisco ASR 9000 Series Aggregation Services Router MPLS Configuration Guide) % %
LT 7ZEn,

*IPY—E R LoULEK) (IPSLA) 1%, IPSLA [l A v &— 0D MD5 fBGEICF—F = — %
R LET, IPSLA OFEMIZOWTIX,  [Cisco ASR 9000 Series Aggregation Services Router
System Monitoring Configuration Guide] % ZHi L T 72V, F£72, key-chain =~ NDF¥
A DOWTIX, [ Cisco ASR 9000 Series Aggregation Services Router System Monitoring Comand
Referencel] %ZML T 230,

F—F = —UEFRZEET L12T, ROBETHHEIN TN DF—DT A 7 Z A LOBEZPEFEL
TELLERHY £7,

F—DZ47%4 L

X2 VT HFRE L TR —2MHTHEE. F—DT74 7414 L%HBELT, BRI I
BRICIXEMMIC X —2 A E T 20BN £3, LEMEEZHRTLI2E, S 3—T BT 7Y

= arOXF—EEERTF L CRKFIEHRTELL2ICTIRERHY T, F—F=—

L, RCET, 707V —7 32 0OMGZRET 57O —fEEHRI N TV D —H DX —
<7,

F—F 2 —EFHTIT, —HEOF—E2F—F2—LDOFICEEO I L—TbL, F—F=2—
WD % — %747&4 W REE AT E T,

[l CiscoASR9000 &) —X 75U S =23V 4—ER L—8 YRTLEFa)TF4 20T ¥
L—>av 4 FY1)—X43x
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F—Fr—UEBEOEE

A

E e |

G¥)

TATEA DPRESNTORNF—TTRXTEYG L ARSI, F—ITRERITHESS
nEJ,

XF—DFA TEA LT, ROF T a Nk TERBSNET,
* Start-time : MM ZEE L F 7,
* End-time : BRAAFFRIC G T Dt 248 E T 50>, BHREZHEE L £7,

F—F 2= HNHOZNENDOF—DEFRTIE, F—DHRMM (T4 7424 1708) 2HET
HVBERH Y T, HWELLEIF—DTA 75 A4 2L, ZOFYRX—L LB —TFT 1
TRy FREEENET, F—2DAFITHLVWHRIES -2 HTE A, ZDD,
BELLEX—F=—2 T, F—0FMHMEZEEIE T, A —OREMEZR2<F &
ZHERE U E9, B —OREHIBNEE LA, %A A= Thbn T, v—F 47
HRTIIRM L F7,

BEOX—F = — 2 ERETEET,

F—Fr—2BEDEEARZE

22T, ROFIMEICHOWTHALET,

F—FI—UDEE

FIRDOHE

| 0L-28387-01-J

TOEEXETIE., —F=2— 2 OL4HTEZELET,
X —F == OARTEERE T IFEETEET,

1. configure
2. key chain key-chain-name

3. koWFhroa~wy Ra#EHLET,
* end

e commit

4. show key chain key-chain-name
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B 75— ons
FEDEFHA
ARV REEET7IVa Y B
ATy 71 configure Ja—s )L ary7 4 Xal—yar - NelthLET,
{51 -
RP/0/RSPO/CPUO: router# configure
ATy 72 |key chain key-chain-name F—Fz—OAHTEERR L £,
bl GE) F—DIDEHETTIIF—T == ADOHREREL
' Th, BfETEZ L ArshvEd, REEZKTLT
RE/Q/RiPO/CPUO:router (config) # key chain H, F—OIDE 1D o u—S a7 X
R;j’g?RSgg?CPUO :router (config-isis-keys) # L—ya ' ]\@Eﬁlﬁi 7ol keychain—key 74
Fal—arET— OB (4754 L60F—
XFHN R L) EHRETHETIEH, BFO=2I v M
BRINERA,
AT T3 | ROWTIhDa~vr REEHLEST, |RELEARFLET,
*end ‘enda~> REFTTHE, BHE2aIy 58008
e commit RINFET,

151 -

RP/0/RSPO/CPUO:router (config)# end

F720%

RP/0/RSPO/CPUO:router (config) # commit

Uncommitted changes found, commit them

before exiting(yes/no/cancel)? [cancel]:

cyes EANTHE, Elrary 4 Xal—varry
ANWVICEBPRAESIL, a0 T 4 Falb—Tay
tyva BN T LT, —F2 EXEC T— RIZE
nET,

‘no bl ANTHE, a4 Fal—varkyvs
VIMET LT, b—Z M EXEC E— FIZEY £,
EHRIFaIy hanEHi,

ccancel L ASTHE, BHIEDI L 7 4 ¥ 2l —g

vy varpiELET, ar 7 Fal—va
ey va IR TET RELELa Iy M S
F¥ A

CREEFEETaL T4 X2 b — 3y T A NVICERAE
L. 2y 74FXal—Yartyia ik siaid,
commit =~ > RZHHL £,

[l CiscoASR9000 &) —X 75U S =23V 4—ER L—8 YRTLEFa)TF4 20T ¥
L—>av 4 FY1)—X43x
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| *—Fz—rgB0E%
x—zzraaEostE I

ARV RFERERTOVa Y E]:g]
A F v 7 4 |show key chain key-chain-name EE) *—F=z—2 %R RLET,
Bl GE) key-chain-name 5|83 472 a > CF, key-chain-name
' FIBOAHEZRE LRWEE, 7 3TOF—F = —
RP/0/RSPO/CPUO:router# show key chain UMEFREINET,
isis-keys

ROER
F—F=—UREPTT LD, F—2ZTMI 2FFRMEORE, (93 =) OHESZMRL T
<TZEvy,

F— £ BT SHBEORE

CDHEAT T V=T 4 TBIOER T harph o7 7 ) r—varyDey hLA F—
0—L F— N5 KRBT AEOIL, F—F =2 —r OF— 5T IHRMEHELET,

FIEDHE

configure
key chain key-chain-name

accept-tolerance value [infinite]
RONFRND I~ REFEHLET,

* end

B Dh =

e commit

FIED M

ARV RFERRTI Y =)

AT w71 |configure Ja—sYbary 74 F¥alb—vary®— RERBLET,

il
RP/0/RSPO/CPUO:router# configure

25w 72 |key chain key-chain-name F—F =L OLREERLET,

I -

RP/0/RSP0O/CPUO:router (config) # key chain
isis-keys

CiscoASR9000 > ) —X 75 )5 =23V H—ERIL—F PRATFLEFa T4 a0 T4 Fal—

vav A4 K1) —R43x
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B =F—o%x—nonz

F—F 1 —VEEORS

AU RFEEET7I 3y

=)

X w73 |accept-tolerance value [infinite]

11 -

RP/0/RSPO/CPUO: router (config-isis-keys) #
accept-tolerance infinite

F—FT 2= DOF—2ZF ANLBEOFRE LR ELET,

*value 5135 L€, IFRMEORHEAZETHRE L E
4, #PHIL. 1 ~ 8640000 T,

*infinite ¥ — 7 — R&2{#H LT, FRENEHRTHD Z
EEBELET,

ATy T4 |[koWTNhroa~r REFERLET,
e end

e commit

11 -

RP/0/RSPO/CPUO: router (config) # end

E s

RP/0/RSPO/CPUO: router (config) # commit

RELEZRFLET,

end 2~ R2ETTHE, BHEZaIv NTHEIHIC
FREINFET,

Uncommitted changes found, commit them
before exiting(yes/no/cancel)? [cancel]:

cyes EANTHE, FTa T4 Falb—Tay
T AVICEEDMFSN, a7 4 FX¥alb—F
ey varynETLT, L—F N EXEC E— K
WZRY £,

cnob AJJTHE, ar7 4 Xal—rarktyia
U T LT, V= NEXECE— FIZEY £,
BETay hEhEREA

ccancel L AT H L BIEODa L 7 4 Fal— 3
v arMkELET, a7 4 X2 lb—Tg
ey va I TET REEAEL IV RS
NEHEA,

CRELEWEFTaLr 74 Xal— g 77 A IVITRAE
L, arv74Xalb—YaryivyrarzifeEdsic
1%, commit =~ R&EFEHLFET,

F—Fz—2DOF—ID DFEE

COEETIE, F—Fx—rDOFXF—IDERELET,
F—F 2 —rOX—EERELIIEETEET,

[l CiscoASR9000 &) —X 75U S =23V 4—ER L—8 YRTLEFa)TF4 20T ¥
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| *—Fz—rgB0E%

s—Fr—onx—nDoiE I

FIEDBE
1. configure
2. key chain key-chain-name
3. key key-id
4 Kkonwdnnroa~r ReHLET,
* end
e commit
FEDEFHA
ARV REEET7IVa Y B
A5 w1 |configure Jsua— L ar 7 4 X¥al—rarE— RREBLET,
{51 -
RP/0/RSPO/CPUO: router# configure
27w T2 |key chain key-chain-name YT DA EER L E T
{1 -
RP/0/RSP0O/CPUO:router (config) # key chain
isis-keys
ATwv T3 keykey-id F—Fz—rOF =% EkLET, F—IDFFIT10ELLH
Hl6ERICE RS, a~vry RE—RKH$ 77 a7 MaME
i BENFET,
RP/0/RSPO/CPUO: router (config-isis-keys) # . key-id %léﬁ&i 48 B ]\%ﬁﬂ—g L LT{%)EH Li‘@_
key 8 o
ATvT4 (KoOVWTrOavy REHERLET, |[RELEZRFELET,
* end ‘end 2V REFITTHE, AHEZaI v FTHLE91C
+ commit FERINET,

| oL-28387-01-J

11 -

RP/0/RSPO/CPUO:router (config)# end

ERl

RP/0/RSPO/CPUO: router (config) # commit

Uncommitted changes found, commit them
before exiting(yes/no/cancel)? [cancel]:

cyes EANTHE, FTa T 4 Fab—Tay
Ty ANVICEFEMEESN, 207 4 F2lb—T3
ey va B TLT, V—ZNEXECE— K
2R £,

ol AJJTAHE, a7 4 Xal—Tarkyig
VBT LT, =2 NEXECTE— RIZEY £9°,
EHETaly hEnERA,
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F—Fr—oERORE |
B =—=xza5sxxtrozx

avY RFERET7II Y B#

ccancel L ANJTH L, BIfEOa Y7 4 ¥al—g

veEvvarnRLET, a7 4 Fa2lb—T 3
YRy a IR TR RELELaI Y b S
nEHA,

CRELHAETaA L T4 X2 lb— g 77 A IVITHRE
L, arv74Xalb—arytydiarzilesdsic
IZ. commit =~ RZFEHLET,

ROE%E
F—F 2= DX —IDEZHELZD, F—LFHTHRAMORE, (96 %—) OHEEZHL
TLTIEEWY,

F—XFITFRXFDERTE
ZOEETHEH, F—XFHOTFAMEHRELET,

FIRDHE

configure

key chain key-chain-name

key key-id

key-string [clear | password] key-string-text

KONTNILDO I~ REFERLET,

* end

LA S

e commit

F IR D 48

ARV NEERTI V3 Y Be

Z 5w 51 |configure ra—ar7 4 Xal—aryET— REBEBLET,

&1 -

RP/0/RSP0O/CPUO:router# configure

Il CiscoASR9000 & —X FHUSF—a v H—ERN—8 YRTFLEF2UT4 AV T4 ¥
L—oay 4 R U U—243x
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| *—Fz—rgB0E%

F—XFHTFER FOBE

ARV RFERERTOVa Y

Sl

AT 72 |key chain key-chain-name X —F = — DL EZERR L £,
i
RP/0/RSPO/CPUO:router (config) # key chain
isis-keys
AT T3 keykey-id F—F x2—rDF—%ERLET,
1 -
RP/0/RSPO/CPUO:router (config-isis-keys) # key
8
RP/0/RSPO/CPUO:router (config-isis-keys-0x8) #
R Fw 7 4 |Kkey-string [clear | password] key-string-text F—DTFTF A NLFEHEREELET,
- 7 U7 THRA MG THF—UFHNEEET DI
' clear ¥— U — F&EHLET, Kbl Ttxr—%
Ri/O{RSPQ/CPUO :router (config-isis-keys-0x8) # ;J:Eﬁ;»@—é s password 17— ]\%{ﬁ)ﬂ Lij—o
ey-string password 8
C SUFBNER IR SIAT — RIZT HI2iE, IROHHNC
TEHWMENHY ET,
C FHITMEE TH D,
CHANDEEIT4TH D,
CEBAO2HIT 10 EHTH Y | FZ 0 IE 16 EE T
b5,
WD 2 KT S3LLTFTH D,
BN RAT — ROBIERIT R LET,
o 12abcd
© 32986510
ATV TS (KOWThmoa~vy RefHLET, REEHEZRAFELET,
* end cenda~vy NEETTHE, BHEZaI v FT5L9
. commit &:g;‘kéﬂij—o

| oL-28387-01-J

{1

RP/0/RSPO/CPUO:router (config)# end

Uncommitted changes found, commit them
before exiting(yes/no/cancel)? [cancel]:
yes EANNTHE, FEfTarrv 4 F¥alb—ayv
T AMIERRAFESI, a7 4 Fab—

CiscoASR9000 > ) —X 75 )5 =23V H—ERIL—F PRATFLEFa T4 a0 T4 Fal—
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F—Fr—oERORE |
B sonr—omR

ARV RFEEEFT7Ia Y E]:3]
* 713 varkyva MK T LT, L—&H EXEC
T—RIZEY £,

ol ANTAHE, 274X a2l —arty
TarNET LT, —ZD EXEC E— RIZE
DET, BEEF2Iy FESNFEHEA,

ccancel EANITH L, BIFEOa L7 4 X2 L —
varevyrvaryNimLET, 3T 4 X
L—vareyvra ik g, RELED
aIy FENERHA,

RP/0/RSPO/CPUO: router (config) # commit

CREAHZETAL T 4 Fal—vary T A
MEL, av 74 Xal—var tyya ikt
T AHIZIE, commit =~ REfHLET,

RDIEFE

F—XFHNDTHANEHRELILDL, 7Y MU RT TV r—va D77 47 ORGES
AT APERERTLF—0E, (100 ~—) OHEEZZRLTIZIW,

BNIE X —DHESE

IDOXAT T, VE—FNETEFT D=V T 7V r—a TR, B —%H
LE9,

FIEDHEE

configure

key chain key-chain-name

key key-id

accept-lifetime start-time [duration duration-value | infinite | end-time]

KOWThrDa~y REfFHLET,

* end

RN =

e commit

[l CiscoASR9000 &) —X 75U S =23V 4—ER L—8 YRTLEFa)TF4 20T ¥
L—>av 4 FY1)—X43x
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| *—Fz—emoxs
aans—orz I

FIEDFH
ARV RFERETI3Y B#
25wy 71 |configure SR v T ¥ al—ay B PR LE
—a—o
i -
RP/0/RSP0O/CPUO:router# configure
AT wF2 |Kkey chain key-chain-name F—F == DAFTEAER L ET,
i -

RP/0/RSP0O/CPUO: router (config) # key chain
isis-keys

ATwF3 | keykey-id X—F 2—rDF—Z{ERE LET,

1 -

RP/0/RSPO/CPUO:router (config-isis-keys) # key
8
RP/0/RSPO/CPUO:router (config-isis-keys-0x8) #

2T w74 |accept-lifetime start-time [duration duration-value| ({13) BERIOELSENS . F—0DF A 7 XA LOF LM
| infinite | end-time] HEELET,
i -

RP/0/RSPO/CPUO:router (config-isis-keys-0x8) #
accept-lifetime 1:00:00 october 24 2005

infinite
ATvTS | ROWTRhOawr REFEHALET, REEBZRFLET,
+ end cend2~ 2 FEFETTHE, BHEZaIv T H K
. commit 5 z:g;}%éhij—o
Uncommitted changes found, commit them
4 - before exiting(yes/no/cancel)? [cancel]:
RP/0/RSPO/CPUQ: router (config) # end cyes EANITHE, FfTar T 4 Fal— s
E VI ANMIEEPMFEEN, 2T 4 F 2
L—YartyyaryBRTLT, Lb—2N0
RP/0/RSP0O/CPUO: router (config) # commit EXEC &— KIZFEY i-@ao

°no ELANITHBE, AT 4 Fal—T gy
Ty va BT LT, L—HZ»NEXEC E—
RIZRY 9, ZEiZaIy hEnvETA,

°cancel E AS1T B &, WMEDaA LT 4 Fal—
artylarPgLET, 27 ¥

CiscoASR9000 > ) —X 75 )5 =23V H—ERIL—F PRATFLEFa T4 a0 T4 Fal—

vav A4 K1) —R43x
| oL-28387-01-J



B 79 )Y R 7= D574 v ORBES A SR FEERT 52X —DRE

ARV RFERRTI VA Y

B

L—yartvyva ik T, RELH

baly FENEEA,

e

BELELZFATAa L 74 Falb—ary Ty AL
WCRFL, av 74 Fal—varkyiarsk
HEBET HIZIE, commit 2~ REFEHL T,

TIORNOUORT7ITYS5—3 DS T4 v IDRAEFA TR+
ZERT HF—DERTE

TIRRTURT AU r—ay v 7 497 ORFEA L 2 A NEERTAT-ODOXF—42EE

LEJ,
FIEDHEE
1. configure
2. key chain key-chain-name
3. Kkey key-id
4. send-lifetime start-time [duration duration-value | infinite | end-time)
5 koWThroa~vr REfHALET,
*end
* commit
F g 48
ARV REEEFTIVa Y EL:y
AT w1 |configure Ja—s b ar7 4 ¥alb—vary - REMBLE
ﬁ—O
i -

RP/0/RSPO/CPUO:router# configure

ATvT2

key chain key-chain-name

51 -

RP/0/RSPO/CPUO:router (config) # key chain
isis-keys

X—F = — D4R EER L T,

Il CiscoASR9000 & —X FHUSF—a v H—ERN—8 YRTFLEF2UT4 AV T4 ¥
L—oay i KU U—2R43x
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| *—Fr—remozx
FORNYYR T IYUr—23 0D 5 T4 9o ORIEF1 SR b 245 T25—0%E |

AV RKFEEEF7TII Y BH#
2T w F3 |key key-id F—Frx—rDOF—HERLET,
B -

RP/0/RSPO/CPUO:router (config-isis-keys)# key
8

RP/0/RSPO/CPUO: router (config-isis-keys-0x8) #

R 74 |send-lifetime start-time [duration duration-value | | (L&) ¥ —F = — L ORI F —NEHENIEE SN D
infinite | end-time] EHIMEIEE LET, HHOBLENL, $—0T74( 74
A LOFEIMEERETEET,

1| - N N
pl F 72, start-time DIE E ROWTNDDOIEEFEETE £,
RP/0/RSPO/CPUO: router (config-isis-keys-0x8) #
send-lifetime 1:00:00 october 24 2005 * duration ¥—V—F ()
infinite
* infinite ¥ — 7 — F
* end-time 314X
X—DTFATHA LERETLHHAF. XAy NU—7 4
4A7Dh:w(NW)iti%@@@ﬂ@ﬁf%%%
[./ijqo
RATYTE (KOVTRhDa~y REMHALET, RELRERIFLET,
* end ‘end vy NEFETTHE, BEEEAZaI v b5 K
* commit INTERINET,
Uncommitted changes found, commit them
i - before exiting(yes/no/cancel)? [cancel]:
RP/0/RSPO/CPUO:router (config) # end °yes EATITD i iﬁij‘\/j/( FTal—ia
F2 YT FANVCERBPRFESN, 2T 4 F =
L—rarytyialryBETLT, —4N0
RP/0/RSPO/CPUO:router (config) # commit EXEC &— RIZ&EY ij—o

cno b ANTHRE, a7 4 Fal—artky
aryNETLTC, VY —FMNEXECE— RIZE
DNE9d, BHEIFaIy hEnLERE A,

°cancel EANT DL, BEOI LT 4 Fab—
varktyvarpkgLES, 374X
L—vartyiva 3T d, HELTEDL
aIy FINERA,

CREEFEFE[TaL T4 X2l —ary Ty AT
BEL, av 74 X2l —vartyiaraiks
T 5I121%, commit =~ R&EFHLET,

CiscoASR9000 > ) —X 75 )5 =23V H—ERIL—F PRATFLEFa T4 a0 T4 Fal—

Tav A4 K Yy—R43x
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B sst7r3uXLonE

AR RFEREETO V3 Y =]

sESE7IILTY) RLDHRTE

B b7 LT ZLDOEREZ T ANLDDF—F = — U ERETEDLLIITLET,

FIRDOHE
1. configure
2. key chain key-chain-name
3. key key-id
4. cryptographic-algorithm [HMAC-MDS | HMAC-SHA1-12 | HMAC-SHA1-20 | MDS | SHA-1]
5. oW Fhroa~r FEEHLET,
* end
* commit
FIEDFEHE
ARV RFEREETIVa Yy =Lz
AT 71 |configure Ja—\arZ4Xal—va ' RERBLET,
i :
RP/0/RSPO/CPUO:router# configure
25w F2 | key chain key-chain-name X—F = — L DA EIER L ET,
il -

RP/0/RSPO/CPUO: router (config) # key chain
isis-keys
RP/0/RSP0O/CPUO:router (config-isis-keys) #

AT w73 |key key-id X —Fr—DOF—EFERLET,

1 -

RP/0/RSP0O/CPUO:router (config-isis-keys) # key
8
RP/0/RSPO/CPUO: router (config-isis-keys-0x8) #

Il Cisco ASR 9000 DY—XTFINVF—=23 0 H—ERIN—F VRATFLEFXaYT AV T14¥2
L—>av 4 FY1)—X43x
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| *—Fz—emoxs

SN INEDPINOE SR |

OV RFEREETIVaY =]:g]
AT 7 4 |cryptographic-algorithm [HMAC-MDS | B LT LT RAERIRLET, ROTAITY X LD
HMAC-SHA1-12 | HMAC-SHA1-20 | MD5 | B Tx E4,
SHA-1]
« HMAC-MD5
1 * HMAC-SHA1-12
RP/0/RSPO/CPUO: router (config-isis-keys-0x8) # « HMAC-SHA1-20
cryptographic-algorithm MD5
* MD5
* SHA-1

B—TF 47 7a had, kO LD IR AREEAL
TNITYXALOEy hEYR—KLET,

*R—HF—FF—ry=xA 7u bas (BGP) IX
HMAC-MD5 & HMAC-SHA1-12 721 Z ¥R — b

* Intermediate System-to-Intermediate System (IS-IS) %
HMAC-MDS5 72 2% A — k

* Open Shortest Path First (OSPF) |3 MD5 &
HMAC-MDS5 721} % %R — b

ATV TS \ROWThrOa~r ReEfHALET, REER R LET,
* end cenda~y REETTHE, BHEEaI v FT5HL9
. commit a:%;}i‘ éhi‘j—o
Uncommitted changes found, commit them
151 - before exiting(yes/no/cancel)? [cancel]:
RP/0/RSPO/CPUQ: router (config) # end cyes EANTHE, FITar 74 F¥2lb—Tay
EQe S T AVICERBPMEFEN, 27 4 Falb—

varbvyiarynKT LT, V—#) EXEC
E—FIZRD ET,

RP/0/RSPO/CPUO:router (config) # commit

ol AJJTHE, a7 4 FXalb—artby
aryNETLT, V—2MNEXEC E— RIZE
DET, BEITaI v FERFERE A

ccancel L ASJTHE, BITEO2 7 4 ¥ 2L —

ariyiarsnsLlET, a7 ¥
L—varvbyva A3k TET, RELED
a3y hEINFEHEA,

CiscoASR9000 > ) —X 75 )5 =23V H—ERIL—F PRATFLEFa T4 a0 T4 Fal—

Tav A4 K Yy—R43x
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ARV RFERRTI VA Y

B

CRELAREFEITAL T4 Falb—vay T AN
RIFL, a7 4 Xal—var kyva ik

T AI21%, commit 2~ FEFEHALET,

F—F—UEEDEEDREH

T ROBEFNCHOWTEALET,

F—Fz—UEHEHDERTE : Hi

WIZ, F—F=—EFHERET 20 2R LET,

configure

key chain isis-keys

accept-tolerance infinite

key 8

key-string mykey9labcd
cryptographic-algorithm MD5

send-lifetime 1:00:00 june 29 2006 infinite
accept-lifetime 1:00:00 june 29 2006 infinite
end

Uncommitted changes found, commit them? [yes]: yes

show key chain isis-keys

Key-chain: isis-keys/ -

accept-tolerance -- infinite

Key 8 -- text "1104000E120B520005282820"
cryptographic-algorithm -- MD5

Send lifetime: 01:00:00, 29 Jun 2006 - Always valid
Accept lifetime: 01:00:00, 29 Jun 2006 - Always valid

Z D DOBEEE

TR, T =2V EHOREICETISEEEHIOWTHA LT,

EEEH

[Valid now]
[Valid now]

BEEIE H TZaTFILEAL L

F—Fz—VEHOav R a<xy REXD | [Cisco ASR 9000 Series Aggregation Services
P, <> RE— R, <> NERE. 7 7 4 | Router System Security Command Referencel] O
NV RRE, R EOTA R4 BEOH | F—F=—rFHla~v R

Il CiscoASR9000 & —X FHUSF—a v H—ERN—8 YRTFLEF2UT4 AV T4 ¥
L—oay 4 R U U—243x
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zomwomEEas [

B
R 24 kL
COBRETHY AR— F SN DO ETITL | —
FEINTERETH Y THA, 7o, BEFEOEYE
DY R— MIEEINTWER A,
MIB
MIB MB®D!) >y
— CiscolOSXR V7 N w7 =7 Zfi [l L T\ % MIB
ERFELTH v m— F95I12iE, kD URL
23 % Cisco MIB Locator Z il L, [Cisco
AccessProducts] A == —n6H 77 v N 74— A
AR L ¥ 9, http:/cisco.com/public/sw-center/
netmgmt/cmtk/mibs.shtml
RFC
RFC 24 ML
ZOMRETH R — MBBEBMEIIAER SN | —
RFC IZH 0 FH A,
SRADMTI Z AL HYR—F
&5 EA )y

AADT 7 =T AR— F Web A kT,
I, 77 /uav—, VY a— g3y,
BRer b, BIRY—A~DU 738D, ¥
TA_R=VI K SEIRTERBR R TR T T,
Cisco.com |[ZHERF A D2 —FIL, ZDX—
MOFEMEWRICT 7B ATEET,

http://www.cisco.com/techsupport
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%5%

BIEMEZDRE

AERIEZIL, FNEY RN EHIET E 7 I3 TEREB KR SN TERT 5. BB L0 > b
N—Z2DWEE— ROBEFHEIEEL AW HRNELZIT) 7r e AT, ERSHE 7y ho
EF— DRy FU— 7ﬁ9 BT A OCTERIE L, FEYRE2XET 5 2 LRt T o
F—BER TN X I THEIRD BN E T,

R INTH—ER T F—DHYFHEDOLINR, 1ER _uLTéﬂf_ﬁ?if\/\%Lfﬁ%kiU
ETDHZ &%H‘Téhfh\iﬁ‘ Xy MU =7 EHE L LOEANE 1L, BRI S i fEx
i, E LT EPO)@? BT DM A/L 2 s atiibahThnEd, L—FITf A b—
NENTWLEZICEAT 227 — Ay b—VF 3T w70 Ayk—Uid, 2y —did
FREINFEEA,

BIENEZOXREDKEEERE

J1)—= ETEARE
1Y —2410 ZOMENBEAINE LT,
JY—2420 EENESZONA TRAZEY T 4 YiR— RSB E

L7,
IPv6 OEEMEZ OV R— FvBEINEnE Lz,

| o0L-28387-01-J

* BIEMES OEIEICE T DS, 108 RX—

* BIERIES OEIEICET HHIKEE, 109 RX—Y

© BB OFEEICONT, 110 RX—Y

* IPv6 Ny FOfEZ, 113 R—

C BEREZONA TXATEY T 1, 116 N—

* Cisco ASR9000 > U — X )b—Z TOEIERIEZ D SNMPV3 7 7 B ADRIE 1k, 117 ~—

C A UNRYU REHT L — U EBEED A 2 —T AL DRRERF], 121 R_—
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B crnEzo=RcET oaREs

* ZOMOBEE R, 122 N—Y

BIEMEROREICET SHlREH

WEIR A A7 ID BEGie X A7 J—TIZBEMTF N TWNWE 22— J—T 2B L TV AHNLE
NHYVEST, Z0avwr R T77 LA, Fa~vr NICKERZ A7 ID ZEGENRET,
A= I N—TOEN B TCHREKTa~vy REFHTERNWEEZONIHE. AAAEEF 12H
LT EEN,

BEREZ ORI, ROFHRRMF BT HERDH D £,
*Cisco ASR9000 > U —RX 7 7 U F—a v h—E R —F L, GIENEZOEIZBNT
AT UYOEZT 78 A KA~ (IAP) —H2 L LTHEHSNET,
*TOEYaZ SNz —F L= F T T a = SERATHLILERDHY 3, F
Az >WTIE, [ Cisco ASR 9000 Series Aggregation Services Router Getting Started Guidel % %
LTl zEaw,

2
Evbh BEMNESOZ I, VTR T B —T o2 AT g =
TEBHE MDA E—T oA A XA FITHRTRERHY £7,

* Cisco IOSXR ¥V 7 b7 = 7D SNMP Server I > FDEME : GIEMEZ & B 25 ik L
mAHMHGH Ry N — 7 ER T han 8—Y 33 (SNMPV3) 1, [Cisco ASR 9000 Series
Aggregation Services Router System Management Command Reference] @ [SNMP Server Commands |
EVa—MIGHASA TS a~vr R L TRESNE T, BIEMEZEZEET DI
(X, SNMP ¥ — SOEREZ BET DL BN H Y £9, Z D72, [Cisco ASR 9000 Series

Aggregation Services Router System Management Configuration Guidel @ [Implementing SNMP)
TV 2 —/UIHA STV D H#E LSRR L TIEE 0,

C AEMESZABETRMICT A E—TILIZESTWAIE . Tutla o T ENNL—HFT
X, BEMEZIZEEICA R—T IR TWET, 7L, E#ITHhoT7 75 4T Ay
TRBHDHGE. Xy TIERHIBRSNAT=0, L1 2T 42— M LARNTL 30,

CEETL—UTSNMPVINA R—TILIZRESNTWE I L : a~v U RBL—F DA ¥ —
Tz A (CENEFNV—T Ny 7) ITERFRINDLH, BHTL—VNSNMP a~ Yy K&
5B LI LET, XY, AT 42— a3 TA A (MD) BWELA
H—T 2 A ALBETEDHLIITRDET,

*VACM E 2 —H SNMP —/\[FIZA F2—TIIZHES>TWAIE : Ea—_"—XA T Ik R
HlfET /L (VACM) Ea—i%, V=X TA R —T N> TWBHBLENRHY F7,

*JREYIZ U EINEMD I OWTIE, ZHEAOMD ICET AR —Dv =2 T
NEZBRLTEZS, YRAaPfRET 2 MD B 7 4 YD U 2 MZOWTIE,
http://www.cisco.com/en/US/tech/tk583/tk799/tsd_technology support protocol home.html % Z2& L
TL7Z&n,

* VolP EEREE D EH

[l CiscoASR9000 &) —X 75U S =23V 4—ER L—8 YRTLEFa)TF4 20T ¥
L—>av 4 FY1)—X43x
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axmpzo=zcETsanzEE ]

BIERNESZINA R—TIIZHE->TWDaA—ILI—C v b BIEREZ N A 2—T L
o Tnha—)=—yxr Tk, BEHEY—7 Y RAMDIZY 7T v 7 iflRa iz
1T%éi5C\MDE®@ﬁ%4V§ T2 AP R—=FLTWDHLENRDHY £
T, MDIiX, X —" > hotyarid”a hain (SDP) o> 7)1 v 7iE#R
N, 9@{;.71: IP7 RLZ, 5G4 IP 7 KL A, Real-Time Protocol (RTP) ®AR— hFEE
ZHHLET, 2 b0E®REMH L T SNMPV3 SET Z 1Bk L £, SNMPv3 SET I
AT UVIAP E LTEEL TV A A—HIZEE S, BERY —7y Nz 2B L
7,

MD 13 CISCO-TAP2-MIB Z i L C, =27 Y IAP & LCEI{EL CWA/L—#& & MD
LtoflodfgEy T v LET,

MD (% CISCO-IP-TAP-MIB # i L T, SDPOEZB LOEIGTHIPT RL X LR—
NEEDODT7 4N E Rty N T v LET,

cH—4y MEFICED AL THA S — 213, ZORMOEZDICMDZiE LT
HEYa= TSNS BERDY £

CfE T AR —Fy NEEA TR E Y g = &N TWS MD,

‘T2 ty Y3 VEREROEHR

CT—H A=y ML T END, ZOAMOTEDICMD Z#E L T7rEY 3 =
VITENTWBHIL—H,

cA—H OS54 2ID, A—H®D CPE T/Nf RO MAC 7 KL X, F71=IX DSLAM QY&
MEBEIDNATOESIZUSEINTWAMD: IP7 FL AL, Xy U= NOE—47F
N ORFEIZIEFITHBEIEHN IND A T 4 7203, 2L, —#Hoxy b
J—J T —%T7 7 F ¥ Tk, v NT—IHNDOHZ—7 v bEMEIZFET D BIOERE
APMEHENTWDEERHY £, 2oL ) efF@miciz, MACT KLk
acct-session-id 23 & FILTWE T,

*MDIEFR Yy NI = NOEBEDOBANIEE CEXEI0N, ¥—F v hOBEZIHEHAINLTWS
T UV IAPLV—Z L EIENRE THIMLENDY £9, MDIZTu— L )b—TF 4 7
T =TS DBBERFET, VREA—T 4 7 T —T NI GITREGERT THOHMLENH D
e

BENEZOREICET 2HIKSEIA

AERES L, Cisco ASR 9000 3 U — X )L— & TIROBERED YR — R 242t LA,
*IPV6 ¥V FF Y AN ZF BT
*IPVA v IVFFY AN ZyE T
*H TRl Ry A
*XHEw b A —FFRy b LCITBITD IPv6 DFF%
* IPv6 MD 71 7 /LAL

CiscoASR9000 > ) —X 75 )5 =23V H—ERIL—F PRATFLEFa T4 a0 T4 Fal—
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AU =T A A[NZ T

« HED MD ~DEL— X+ 7 DL
BTNy DY T
‘L27e—DX T
*RTP O 71 7 AL

T AL ADBE LR LOEAMT = v 2

A

GE) o TRIRa v DR — X, ASR9000-SIP-700 T 1 > — ROATHHTE £
Ty A —HF v b TA o — FCRATE £ A,

AN 2L 27 = el
SENEZOEZEIZDNT
A aADHEREZIT, Y RAEEES SI) 7T—F%F 7 F ¥ &, SNMPv3 Frb g =
T T —=%T 7 F TSN THET, SNMPv3 %, T— X DEETLHERIEL., L—F 025 MD ~
DEFRNEX 2T THDHZ EZ2RIETHIEMHICHIGLET, ZHUCE D, BAIITWARNR—
TADEZOX—Fy MeBETERNEIICLET,

BIEREEZIE, ROBRRZ A L £,

* SNMPv3 Zffif L7=, MD 5D Voice-over IP (VoIP) BLX T —4% v g EZn7n
g =

CEZENT-VIPBLOT—F By gy T—F0O MD ~DEYE
*SNMPV3 SiEffESZ Yue Va2 A 2 —T A A
s B 1ERYEES: MIB : CISCO-TAP2-MIB /R— 3 2

* CISCO-IP-TAP-MIB (%, IP D v A aDFS G2 & EE L, CISCO-TAP2-MIB & & (2 IP
No7 4 v OFEZIEASLET,

ca—HY F—%7F N 7 bz (UDP) O MD ~D7H 7kt

B SNy B O MD ~OERLE X OVE%

CZAF /Ny MICRRIE SNTAEEOBANC ZESU 72 Voice-over IP (VoIP) =t — /L{%3%,
CLINA X—T WMo TnD a—)b =—V = MK D Voice-over IP (VoIP) D5

*IPT7 RLRIZEASWETF—&F By g 0a— e

VolPa—/)LOTJRES 3=y

VoIP DEVEREZ DT n ey a = 71, IROFIETITOIVET,

[l CiscoASR9000 &) —X 75U S =23V 4—ER L—8 YRTLEFa)TF4 20T ¥
L—>av 4 FY1)—X43x
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a—roEz A

c L —HRSNMPV3 2 U TEZRL TWAEX 2 U T ¢ LEIANEITEINE T,
*MD X SNMPv3 Z i LT, BIEMEZERO 7oy a =0 72T 0ET,
* Ry NU— 7 EHIIFEAE MIB 218 U TIThivE T,

O—ILDES
VoIP 2 —/ L%, ROFIETHEZINET,
*MDiFarv 74 FXal—varavwry ReHLT, a—AGElzT 47 0 IBEZE2RE
LET,
s a— =T 4T 41, X —F v bOEZICET AR A MD ICEELET,
*MDIZSNMPV3 ZHEU T, 2TV YVIAPL—F F I T 7 F— b U= IZa— LAR
Dz EREZBIGLET,

CAVTUVIAP VA ELF T Y S U A3 A NEEEZ LER LT, Packet
Cable Electronic Surveillance UDP FEZR T MD IZEE LE T, KRz, IP ~v X — DRI DA
F B E BT DN MZiE, TAP2-MIB IV T MD 7 HIEfE &5 4 /31 kD CCCID
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6PE /X7 > R VPN L CIPVv6 /37 > h&RELET, 737> ML VRFID X T
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Th7TeMbasnEd, ERIN ATy NI, a7 U YE ST e b UDP &4 L C,
MD IZEEE SN ET, [PvaMDS B AL FROBHR—FENTWET,
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ID (CCCID) &3 > @ UDP ~v X —DRIIHASNET, MD I 7 bzB L=,
NIy b A AR MTU iR+ 2854, HALCCPU X7y y F 2777 A MELET, &
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£

*RPFO#%, 7R EYa =7 I TORNT — 7 LDOFTIZIE, SNMP Get #EDRER & L
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* T — T )L OITERN RPFO Hi & 7241216 CfE T, 7> rowStatus % CreateAndGo (2 LT, 1[H]
DFREAT v T THERSNDELERNH Y £7, HlISMNEI. BRFRORL % KT 5
cTap2MediationTimeout 47 ¥ = 7 N DOHTT,

)JLA 34—

HELA~—iL, BEfFO % v 7 7a—%iT oM, B/ eeya=v2roxy 7= FYICk
9% MDS CTHo 7l 28t 2N % 4 & 77 T3, RPFO ¥ A7 MMTbihbd L ZiT,
ACTIVERP TUt v b CRthsNET, VLA XA ~—iF, L—FHNOLIT> D
FRECT, HBIMEZ 10 73T,

VUL ADEALT T M, BEZIZHE I r a7 E3nNT0nang v A oEIELET,

(GE) A TRAFTEYT 4 BRERNES, 72— LA —_"—ZICMD T N R —D
TURNTL2OEFHELET, MDIZV LA XA~—WNiw T THET= N ZEAHTEE
Th, ¥y TEBROFEHA ANV LTEET D, T TUNTHD%E
g CcEET,

CiscoASR9000 < ') — X JL— 43 TOEEMESZ D SNMPv3
7O ADEHRTERE

BIERZ 2 AMMET 5 BRYT SNMPY3 2@ ET 21213, 2 ZIORTIEF TFIEZET L ET,

SNMP R—XDEENEZDT 1« E—2IL1E
BVERESZ 1T, Cisco ASR 9000 > — X )—H CiEIT 7 4/ b TA X —T T > TWET,

BN ET 4T CT AR, Fe— b ar T 4 Xal—v g E—RT
lawful-intercept disable =~ > K& A/ L7,

CZOMBEAEEAR—T I T AL, Zoawr RO ne BEREHEALET,

SNMP R—ZXDEEMEZDT « 2—T )L : fI

RP/0/RSPO/CPUO:router# configure
RP/0/RSP0O/CPUO:router (config)# lawful-intercept disable

GE) FTRTODSNMP X—AD X v 71X, AENIEZRNT =7 0L X X Rkrey 7 LET,
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FIED M

VolP 8L UT—F £y aviaERTERODATAI—23 0 THRAADA =TIk

configure

No o R wDh-=

*end

e commit

8. show snmp users
9. show snmp group

10. show snmp view

snmp-server view view-name ciscoTap2MIB included

snmp-server view view-name ciscoUserConnectionTapMIB included

snmp-server group group-name v3auth read view-name write view-name notify view-name
snmp-server host ip-address traps version 3 auth username udp-port port-number

snmp-server user mduser-id groupname v3 auth md5 md-password

EKONTNILDO I~ REFERLET,

AR RFEREEFT7IVa Y

B

ZFwF1 |configure Ja—r~)ary 74 Xal—vary E— RERBLET,
i -
RP/0/RSPO/CPUO:router# configure

AT 72 |snmp-server view view-name Ba— La— REERELITEE L, ¥ 2—I|ZCISCO-TAP2-MIB
ciscoTap2MIB included 77V EEDET, GUENFEZEHIET % CISCO-TAP2-MIB

WOSNMPEBA 7 V=2 MR GENET, V—FEZWBELTLT

Bl : TA vV EEET DSy FCRENERERED LOEITS
RP/0//CPUO:router (config) # % 71:’—?55\ A '7:‘4 Tr—3 Y :71‘/\‘/1) A2 X > TZ D MIB ﬁ“ﬁﬂq 3
snmp-server view TapName iLSE?f
ciscoTap2MIB included °

Ry F3 | snmp-server view view-name Ba—Loa— REEREZIEEL, a—PHEEAOL 2 a0

ciscoUserConnectionTapMIB included

&1 -

RP/0//CPUO:router (config) #
snmp-server view TapName
ciscoUserConnectionTapMIB included

ZREHE 2 PR 5 72 912 CISCO-USER-CONNECTION-TAP-MIB
77 IV EEDET, ZOMIBIE, CISCO-TAP2-MIB & & 412,
=W T T4 T EFEZBIOT A VE Y T DIEA
SNET,
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VP BEUVT—F 2y a VvEERTIEODATAI—3 Y TINLRADA *—TILiE

AT RFEREETO VI Y

Be

A5 74 |snmp-server group group-name v3auth |SNMP t" = —(Z SNMP = —# %~ » &> 7458 LU SNMP 7
read view-name write view-name notify | ;. — —2=noe | £94 =D )L—F|ZSNMP E 2 —DIELELY |
view-name EXAL, BLOBAMHERE B> TOET,

1 -

RP/0//CPUO:router (config) #
snmp-server group TapGroup v3 auth
read TapView write TapView notify
TapView

AT w75 |snmp-server host ip-address traps SNMP k7 v 7%, EHT 5 SNMP O/ 3—2 3 v @HOE
version 3 auth username udp-port X T 4 LUl SBAOZEL (RA R 2EELET,
port-number
1 -

RP/0//CPUO:router (config) #
snmp-server host 223.255.254.224
traps version 3 auth bgreen udp-port
2555

ATFw 6 |snmp-server user mduser-id groupname |MD /XA U — R LEB#EFIT A VI EF 2V T 4 50 L HMAC
v3 auth mdS md-password MD5 7 /L= ) X A% fE LT, MD = —4% 7 SNMP 27 /L — 7T J&

THEOICHELET,
i -

. * mduser-id 33 X O mdpassword & MD IZ5%E S AV TV HfH & —
e o oup w3 BHLCWDRERDHY ET. DT, b OEIEIL—4
auth md5 mdpassword THEHINTWDOEE —H L TWAIRERD D £7°,

*SNMPV3 & =2 U T o DRREREL/ZTI2E, ~"AT—F
DESIZI8XTFULETHINERNHY £,

IR EERESZDOEX = U 7 4 LoUlidauth T3, noauth
F 7L a idnoAuthnoPriveE X = U7 ¢ L-ULEIRT 720,
MWL EEA, BIENFEZOEX2 U7 4 LUV, MDS
DL~YLE—FH L TWDMENRH Y £9,

*JL—H TIIMD5 U ARSI &EHTEE T2, MDEIE—
BLTWALERDHY £7,
IZEAEDMD TiL, MD5 3T 7 4V MMZ72 > TV D,
MD 5 D&%V R— K LTWET,

AT TT (kOWFhrOa<wry ReFEHLE | RELFEZHETFELET,

7 rend vy RESATT AL, AHEE Y S LD CER
« end SNET,
e commit

Uncommitted changes found, commit them

before exiting(yes/no/cancel)? [cancel]:
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IV -3 i F A7 B Sk
cyes EANTHE, FEfTars T4 Falb—varyTrA
i - JCEEMNMMEEN, 207 4 Fa2lb—Yartyis
VIMET LT, —H N EXEC E— RIZED £,
RP/0/RSPO/CPUO:router (config) # end
F2iX ‘no EANTHE, a7 4 Fal—arkyvgy
. BHET LT, V—F RN EXEC E— FICED £F, £F
lzgéuiiléSPO/CPUO:router(conflq) # 23wk éﬂi’@f/uo
ccancel EANITHE, BITEOa 7 4 Falb— g
tyvarPiELET, 274 Xalb—rartky
Va IR TR RELEL Iy hSLEE AL
CHREEWEIATAL T 4 X2l —r a7 A VITERIFL,
a7 4 F¥al—arkyia rEET 51013, commit
avy REFEHLET,
A5 w8 |show snmp users SNMP = —H 7 —7 /L D4 SNMP = — 4 B3 D 5 A £Kas L
F7,
1 -
RP/0//CPUO:router# show snmp users
A7 79 |showsnmp group Xy kT —27 D% SNMP 7 /v —71CBT B E For LET,
1 -
RP/0//CPUO:router# show snmp group
A5y 710 |show snmp view BETH5MBE2— 77 IV =4, ARNL—V ZAT AT —
HRARE, BREENTZE 2—IZlTAHEREFERLET,
1 -
RP/0//CPUO:router# show snmp view

AN RFEBITL—U#EED A 22— T ILIEDERE HI

WIZ, T4V N TF 4 B—T 272> TWA MPPHETE R B IEMIES O BRI TA R—7 2T 5
FEOH EFH L ET,

AN FEBTL—REHMEEDRTE : 4

WOFIEZFH LT, BT 7T 4T 4270 —rULETITA N R aR— FEALTHRIC
A F—=T VT EHELENDY ET, 4273 KMPP &7 10— LA X—T VT 51T,
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interface =~ R CREDA L H—T oA A XA T ALV AZ L AID BEAT 5D TIERL,

all ¥ — U — K&2EHALFET,

RP/0//CPUO:
RP/0//CPUO:
RP/0//CPUO:
RP/0//CPUO:
RP/0//CPUO:
RP/0//CPUO:
RP/0//CPUO:
RP/0//CPUO:
RP/0//CPUO:
RP/0//CPUO:
RP/0//CPUO:
RP/0//CPUO:
RP/0//CPUO:

router# configure
router (config) # control-plane

router (config-mpp) # inband

router (config-mpp-inband) # exit
router (config-mpp) # exit

router (config-ctr) # exit

router (config) # exit

Management

interface - Loopback0
snmp configured -
All peers allowed

RP/0//CPUO:router (config) # commit

Z Dt DEEE

D DT, AR OREICHET 5 BEREHI OV TR L ¥,

router (config-ctrl) # management-plane

(
(
router (config-mpp-inband) # interface loopbackO
router (config-mpp-inband-LoopbackO) # aHOWImnnp
router (config-mpp-inband-Loopback0) # commit
router (config-mpp-inband-Loopback0) # exXit

(

(

(

router# show mgmt-plane inband interface loopback0

Plane Protection - inband interface

HEEE

I=-aTF7ILARA LI

B K

[ Cisco ASR 9000 Series Aggregation Services
Router System Security Command Referencel]

SNMP @ F#E
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ZDHDOBEEEM

R4
R

24 bIL

Fv b V=2 FAL ZAE TOFEIERO L E
KT DT TV r—var@re han,
‘R e hav/ A —3xy b e han
(TCP/IP) 71 k2L AA — hD—Hp,

G ry NU—78B 7o halX— g3
(SNMPv3)

MB®D') >y

* CISCO-TAP2-MIB X—> g 2
 CISCO-IP-TAP-MIB

CiscolOSXR V7 h w7 =7 Zfi [l L T\ % MIB
ERELTH U r— RT 5120, R URL
\Z& % Cisco MIB Locator i/ L. [Cisco
Access Products] A == —M"567T v F 74— A
Z IR L E£9, http://cisco.com/public/sw-center/
netmgmt/cmtk/mibs.shtml

RFC

RFC

24 kL

RFC-3924

[Cisco Architecture for Lawful Intercept in IP
Networks.]

SRADTY ZAHI YR—F

Bl

)y

SAADT 7 =Y AR— N Web A kT,
Ih, 77 /av—, YVa—val, *ﬁﬁﬁ'a’{j
Rev b, BIOY—A~DU 2R ED, B
T_R=VNZ R SEAE R B FRET T,
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BEITL—UREORE

CiscolOSXR V7 h 7 =7 OEHT L — i (MPP) HERETIE, Xy MY —2ZEH 7 v b
DT NA ANDERFEH AT HA LV F—T = AZHIRTEET, Ty hT—27 A —FZ
MPP#REZFEH LT, 1 DL EDONV—F A 0 X —T 2 A AEEFEHRA X —T oA AL LTHRE
TXET,

TFTNRARBHRIN T 7 40713, ZTNODOEHA L X —T 2 A A B L TCOLRERNHTFATENE
9, MPP A A RX—T7NWICT DL, BESNTEHA LV F—T A ALSNDA L F—T = A4 AT
X, ZOTNRA ROy NT—VFEH NI 7 4 v 73 SNERA, BESNTA ¥ —
T oA AEH AT FEFIRT D2 E T, T AOEHEGEE XD FEICHIEITE 57290,
TNRAZADEX 2V T 4 BEELET,

ZDFEY 2 —/LTlE, Cisco ASR 9000 > — X L—& TOEIT L — AR FEHFFIEIZ O
T L £,

MPP 1< > ROFEAZ DWW TIE, [ Cisco ASR 9000 Series Aggregation Services Router System Security
Command Referencel] @ [Management Plane Protection Commands on Cisco ASR 9000 +/ V) — X jL—
F] BV 2a— LB TIIEEN,

ERTL—UREOEEDOHERE

-2 LTEAS
VY —2372 COMHEIEASE LT,

s BHT U — U AREO IR T A EHRESM, 126 X—
BT A HFHE, 126 X—

s BT L — RO EEIZONT, 126 RX—Y
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s BHTL—R#EDOE
C BT L — U MREDOT N, ADORRE S, 129 X—
C BHT L AREOREOFRER, 136 X—
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gESL— REORE |
B s L REo=®cET omREs

faran y _ = =B b el e 1B 5%
=B L—UREDODEEICEAYT HHIHIEEH
W72 A7 ID #E&ie X A7 JTA—FICEEMT N TWDE2—% T —TIZ B L CWVWAHME
NHVEST, Zoavwr R U777 LA T, Fa~vr RICRERZ A7 IDBIEENET,
2—HF T N—TDED B TRFRTa~vy REFHTERNWEB I ON5E68. AAAFEEIC
LT EE N,

BEIL—UREOREICHT HHINEE

BTET LU — R (MPP) OFEIEIZIZROHFIEE LI H Y 7,
*HFE., MPPIIIES F-IEI Ry &8Nz 7a 3/ LERAZBHFL T EE A,

*MPPRETIX, u ha/l b —ERE2A RX—T/MIITTEXEHA, Mmjéiéi&4/
=T 2 ATH—EREZFATRICT 2HREOLZRZLET, v b a/VZHARMIC
F—TMbLENET,

CAUNU R H =T 2 ATZETHEHERIL, TOHTLT LLAEMIND DT T
HYEE A

‘N—% FuvvP RP) L4oEn—bk 7akyP (DRP) DA —V Xy b A X —TxA
X, FTIFNVITT I RETTARU RN A F—=T 2 AL, MPP TRETE £,

*MPPETEIIMAT-ERIL, TOEELY LENIHLINTWDET 77 4 7ty a il
WA 2 9 A,

* HifE., MPP I%, TFTP. Telnet., fiG *y hU—27&H 7o b=l (SNMP) . EF% =27 o=
/b (SSH) . HTTP 72 &7 h a iz L CERET 2 EHEROLEZHIE L E 9,

*MIB IV AR —FENTWERA,

EEITL—UREODEEIZDONT

BET L — RERRRE R A R — T WIS T DR, ROBESIZOWTEMF L TBBERH Y £

AN FEBAUA—D 14X

AU REBA U H—T 2 AL, T—XEENT y N2 TREEAT y M BT 5
CiscolOSXR Y 7 N7 =7 OWFEA L B —T oA ZAFE T35 A v X —T oA A TE, A\
REHA X —T oA AF, EEHAS L H—T oA 2L BRI TWVET,
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| sEIL—REoRE
7orrInvrgEsoa—7z42

TIMFINVFEEBALUA—T1(4X

TURNETRRE, BB ba)w NT7 40y 7 OREETIILBEIZ T 2357564 V% —
T2 A AEBERLET, TUMETTAN REEA L H—T =2 A AF, Xy NIT—JEBRNT T 4 v
IETEZETDHEI Ry NV =0 AR —F Lo TERSNE T, X (FHiEhAZ~—)
N7 7 4w 7 OFEIE, V—FOEEBGEINNETHY, ZhICE Y, b—ERERK
B A[REMED RIEIZARIR L F 97,

TORNFTRURA L H =T 2 A RE, TURNETTNRURA UV H =T 2 A ABDNT T 4 7D
BEGRET D, —HGEOEH Ny R LET, 72, TU NI TR AU H—T =
ARELAT IV I =T 47 7 haVlMzxbZ ENTEET, F—ER T of F—
FN—F DT T NAT N R AU F—T o AZHFE L, —F PR T X TOL—T
VI VEBIORY =Y — VB FEH LT, M LA N LA Ry N — T L
£7,

AB—TIARLEDET7 T4ILAY Y

BT 74 NE )T F T a TR, BEOET £ ETHENOOE N T T 4 v T ORE
EEFRLET,

arvhkO—)L TL—UREOHEE

ayhba— FL—iE, —F TakyY EOTav R LV THEBIT L e 20ES T
HY, 1TEAEDCiscolOSXR Y 7 b7 =7 OREICE LUV ORI 244t U E 3, BEENE-
EHHERICLV— 2 250 e T2 T _XRTCDO T 74 v 7id, ar b= P L=l o TREE
N4+, BHL—R#ETIa L be— L FL—0 AT TFTANT I FYNTEMEL 7,

EEIL—Y

BT VL=, V=T 4T T Ty N7 4 —LOFHRIIHET LT XTONT 7 4 v 7 Off
BI72RXATT, BBLIOXT L= THlRENEET—FT7 7 F D3 5071 —2D 1 5Th
LEBTL—0F, Xy N7 OFBEREZFITL, X To7L—r (B, §ill#l, B3IV
F—%) B CHEAZTFHELET, T/, BHIL—IExXy NT—7 LOEREZBE U TT /AL A
OERIHEH SN E T,

BHSL—r T ENL 7 e havofllk, figxy NU—27FBE T ha (SNMP)
Telnet, HTTP, =% =7 HTTP (HTTPS) . BLXU'SSH TY, TN HOEH 1 haiix, £=
ZY o rReavr RIf A2 —TxAA (CLI) OT 7 v A EHINE T, T35 RTxH
L. WNEEETT BHER Y hU—2) ~OT 78 AZHIRT 2 Z L NEETT,
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gESL— REORE |

B =7 —mmns

BETL— U REREE

MPP {#-EREREIZ. MPP R FTOT RCTOEM T o ha L LFEEE. T 744 FClEF 4 B—7 2
BRoTWET, AV EZ—T A RAET T T TR RERIZA VANV RELTRETDE, A
H—T A ATHENIMPP 24 F—7 ML ET, LY, MPPETFTOTRTHOTa |
Il A =TI F9,

MPP AT 4 B—TNTT e baViiT I T 47 75E&. NI 74 v 7137 _XTCOA v Z—T A
A BB TEET,

TOT 4 TR s A ET HIRBETMPP N R—T b b BHNT 7 4 v 7 B
THT 7 ANV NOEFEEAS X —T A ATV — b ety H RP) BLOAZ A — K 7
2ty (SRP) OA —HFy hA L F—T 2 A ADRZRY EF, MPPZA R —T VIZT 5
DFRTOA B —T 2 A ZTHONWTE, RICFHI T2 MPP CLI 2 H LT, FE)CEHEA
H—=T 2 A AL LTHETDHLERDY £3, LIZIX, 774V NEHA VX —T7 = A L Hq]
ICMPPA v H—T 24 AL LTRELIEA LV H =T 2 ADBNRT A AGEDF v U — 7 & FL
Ry NEZIMNTET, OT_XTOAL U F—T A AL, T/ ZA5ED Ky b U — 7 FHR
Ty hERryLET,

GE)

A LA —T oA R (F11FTF—F L —VIZFEE LRV TR TOA B —T = A R)
T, ATEA LV Z—T oA AZHE STy 2T 4 Z ) T LET,

RIEHIC, BHA L —T oA AEEREITHIBRTE 7,
MPPHEREDS Y R — N L TCWAEHE T e habjd, ROLEBY T, TNAHLOEHET v k= /ud,
MPP 3 A R —T NI IR o BB A Z T AME—D 7 e harThdb v £,

*SSHv1 & v2

*SNMP D¢ _XTDH/NN— 7
* Telnet

* TFTP

« HTTP

*« HTTPS

EEIJL—REHMEDAY v k

MPP HEREZ R ET D &, IROFRAH Y £,

T RTCDA VH—T oA ATEHT 0 balzFadhZ L aB25,. 73 ADEHEMN
TOT 7 & ZHHE,

CHEEHA AT 2 ATDT —HX Nry NORT —< 2 A L,
* X U —7 OPLIEMEDO VR — b,
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gEIL—oREnT 1 208EsE I

A HE—T oA AN OT 7R a2 fur—/L UX L (ACL) 2HTHZLicks, 5
INA A~DEHRT 7 & AHIBOVEEDORE S 1L,
CTNAANDT 7B AEHIRT D72 DI HE 7 ACL £ HITH,

AL TF T A BT 2 A ABION—T 4 T A E—T 2 A A LTy N 7Ty
F 4 7D CPU ~DEFEA IR,

EEITL—2REDTINA RADEEAE

ZZTIE, DA ATIZONWTHBALE T,

AN AVA—DT A RADEBTL—2VIREDOTINA ADERTE

Fw T =7 TBMLTEEZDOT N, AR, Xy =7 TTTIZEEL TWDT A A TE
THIE, ZOEEEZFITLET, ZOEETIE, FFEDA VF—T7 oA A% L TDI Telnet
DN—B DT T VANTFAENDIA N RA v Z—T 2 A 2L LT, MPPERET D HIEIC
DWTHELET,
F T4 N TRWVRE TA VN RMPP A vV Z—7 = A ZAZHRETDHITIE, ROMEEAZBINT
FITLE T,

T T F NV ENTRNA VN RVREDA VZ—T =24 AR ELET,

*Ju—)L AR RVRF ZRELET,

* Telnet DAL, A 273 K VRF [Z%} L T Telnet VRF — R ZRELE T,

FIEDHEE

configure

control-plane

management-plane

FIVZavVan

interface {type instance | all}

allow {protocol | all} [peer]

address ipv4 {peer-ip-address | peer ip-address/length}
KONTFNLD A~ REFHLET,

O NS R wWwDh=

* end

* commit

9. show mgmt-plane [inband | out-of-band] [interface {fype instance}]

CiscoASR9000 > ) —X 75 )5 =23V H—ERIL—F PRATFLEFa T4 a0 T4 Fal—

vav A4 K1) —R43x
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ANV EAVA—DILAADEBRTL—VBREDTINA ADBRE

FIEDFH

gESL— REORE |

ARV RFERETOVa Y

E:)

ATy |configure sua— a7 4 Xab—3ig s E— RERBL
1 £
{5
RP/0/RSPO/CPUO: router# configure
ATY control-plane ayvhkp—Ll—r a7 4 FXFal— g F—
72 N&BAtE L ET,
fA
RP/0/RSPO/CPUO:router (config)# control-plane
RP/0/RSP0O/CPUO:router (config-ctrl) #
A w  |management-plane FHT L — U REEREL T ha el X
73 G L, BT L—REa 74 X2 —va
il : v oE— FERBIALET,
RP/0/RSP0O/CPUO:router (config-ctrl) # management-plane
RP/0/RSPO/CPUO:router (config-mpp) #
ATY | AUNUFR A UNRY RA VB =T oA AEFREL, FHTL—
P REA R R ar T 4 Fal—varyE—RE
il - BRtG L £7,
RP/0/RSP0O/CPUO:router (config-mpp) # inband
RP/0/RSPO/CPUO:router (config-mpp-inband) #
Z 5w |interface {type instance | all} FEEDA N RA =T = A RERIET DD
75 FTRCDOA VN R A B —T = ABHELE
Bl T, BHT LR N R =T A A
a7 4 Xab—ar E— RERBTHICE,
RP/0/RSP0/CPUO: router (config-mpp-inband) # interface |jnterface =~ > R&ZHH L 9,
GigabitEthernet 0/6/0/1
RP/0/RSPO/CPUO: router (config-mpp-inband-Gi0 6 0 1)# call ¥F— U — RAFALT, +_CHA 22—
7 :1:/( A %g&h/\dg Liﬁ‘o
ATy |allow {protocol | all} [peer] BEShE7am barEid+To7r e faic
76 MTDA VNS R A H =T 2 AL LT, 4V

{1 -

RP/0/RSP0/CPUO:router (config-mpp-inband-Gi0 6 0 1)#
allow Telnet peer
RP/0/RSPO/CPUO:router (config-telnet-peer) #

H—T 2 AEBELET,

* protocol 51 AMEH LT, faEEHA 4 —T =
A ATHEH S0 ha L&A LET,

°HTTP %7213 HTTPS

[l CiscoASR9000 &) —X 75U S =23V 4—ER L—8 YRTLEFa)TF4 20T ¥
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ARV EAva—Tr420EBTL—REDOT 1 20%E I}

aAvY RFERET7II Y

E[:)

°SNMP (IX—T 3 1)
el FaT b (vI BELURV2)
o TFTP

o Telnet

cal ¥F—U—FR&MFEHLT, e hairol R
FTCHESNDTRTOEERNT 7 4 v 7 &3
AT DENA v F—T =2 AEFRELET,

* (EE) peerX¥—U— FREFEHLT, f¥—
T2 ATET 7 RLAZRELET,

ATy address ipv4 {peer-ip-address | peer ip-address/length} TDOAE—T A A LTERNT 7 4 v 7 DA
71 ENHETIPvA 7 RLAZFHELET,
1 - "
* peer-ip-address 518z LT, ZDA ¥ —
< pes > o 7N .
RP/0/RSPO/CPUO:router (config-telnet-peer) # address 7 :E/f XJ:-( B E'é ]t7 T A 7 YR nﬁiﬁféz"bé E
ipvd 10.1.0.0/16 TIPv4 7 RLAZHELET,
* peer ip-address/length 5|3 A LT, 7 IPv4
T RVADT VT 4 v 7 AR ELET,
ATy  ([kROWTRhrOavy REEHLET, RELEFERAFLET,
78 _
« end ‘end I~ REFETTHE, BEZaI v M
* commit DR ITERSNET,
Uncommitted changes found, commit them
1) - before exiting(yes/no/cancel)? [cancel]:
RP/0/RSP0/CPUO: router (config) # end °yes EANTHE, FETary7 4 Falb—
EJre vay Ty ANMIEEPRE SN, 3

RP/0/RSPO/CPUO: router (config) # commit

Cisco ASR9000 > ) —X 745 ) 5— 3> H—

| oL-28387-01-J

TA4Xa2l—aryialryni&TL
T. L—Z BN EXEC E— RIZREY £,

‘no EANTHE, 2T 4 X2l —T3
ey a BT LT, V—FNEXEC
E—RNIREVET, EHIFaIy bahE
A,

°cancel E AT HE, BIEOI LT 4 ¥ 2
L—yarkyiaryPMiksLESd, =
V74 FXalb—varbyva 3T
T, RELAE b I Y FSNEHA,

EXWN—E YRATFLEFa2YT4 AV T4 Fal—

avA4ryy—243x i



BT L—URENEE |
B 79 IRV P (U8 — T RDBEETL—VRED TN RDBRE

ARV FERET7IVa Y By
CREAREZFE(TAa L T4Fal—TarTrAg
JVIBRIFEL, a7 4 Falb—rartys
VT AIZIE, commit T2 REAMHEHL
e

ATy show mgmt-plane [inband | out-of-band] [interface {nype | { L % — T = f ZADZF A SO L X —T = A TA
79 instance;] F—TNCEND T T Al BHRTL—C
B4 2FmaeRrmLET,

i -
. * ({£E) inband ¥— VU — RZfEH L C, B
Intertace Gigabiththernet 0/610/1 7y N ROT SRS 1A 5 A
VH=T A ATHDHA N FEHA 2 —
T2 A ADRECRRLET,

* ({£E) out-of-band F—V— F&fEH L T,
T NET N RA U H—T 2 AREE TR
Li‘é—c

* ({£E&) interface ¥ — U — RZHHL T, BT
DA H—T A4 ADFHMER R LET,

TORATNIERLA VA=A ADEBTL—VREDTNARD
XTE
T RETIRURMPP A U H—T oA AR ETHICIE, ROEEEFATLET,
*TRETNRURVREFDOA U H—T x4 AEFEELET,
S u— )L T AT R R VRE ZRELET,
* Telnet DA%, 70 b4 73 K VRF 2% LT Telnet VRF $— "\ Z 3% E L7,

[l CiscoASR9000 &) —X 75U S =23V 4—ER L—8 YRTLEFa)TF4 20T ¥
L—>av 4 FY1)—X43x
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FYRF TRV EAva—T x4 20EBRTL—vRE0T 1 208E I}

FIROWE
1. configure
2. control-plane
3. management-plane
AN A
5. vrfvrf-name
6. interface {type instance | all}
1. allow {protocol | all} [peer]
8. address ipv6 {peer-ip-address | peer ip-address/length}
9. koWTnrOa~vr RE[HALET,
* end
* commit
10. show mgmt-plane [inband | out-of-band] [interface {type instance} | vrf]
FIED
ARV KRFERETI VY EL:y
AT |configure Jua—)Lary74Xal— a3y ET— K&k
71 LETS
1 :
RP/0/RSPO/CPUO:router# configure
AFw | control-plane aybhkap— L Fl—r ar74F¥al— gy
72 ET— F&BBLES,
i
RP/0/RSPO/CPUO:router (config)# control-plane
RP/0/RSP0O/CPUO: router (config-ctrl) #
AT |management-plane FHTL—MREEZREL T r haLzifak X
73 VAL, BT — a7 1 Falb—T 3
i YE—RERBLETS,
RP/0/RSP0O/CPUO: router (config-ctrl) # management-plane
RP/0/RSPO/CPUO: router (config-mpp) #
ATY |\ TUNEFTNUR WA 2 F =T 2 A AT T 0 b 2L 2 BE
74 L., BT L — At 7 4 Fa L— g

i :

RP/0/RSPO/CPUO: router (config-mpp) # out-of-band

Cisco ASR9000 > ) —X 745 ) 5— 3> H—
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FIOCFTTNRURAVE—T A RDEBTL—VREDT /N1 ADEEE

ERTL—REOEE

ARV RFEREETOVa Y

S

RP/0/RSPO/CPUO: router (config-mpp-outband) #

2T
75

vrf vif-name

11 -

RP/0/RSPO/CPUO:router (config-mpp-outband) # vrf target

BINA B —T = ADNR—F )L T T A _N—
K > hU—2 (VPN) Routing and Forwarding
(VRF; VPN L —7 4 V' 7B X OMEL) V77 L
AEFELET,

* vif-name 518 % M L C. VRF IZ4RTZED
“TET,

2Ty
76

interface {type instance | all}

{1

RP/0/RSPO/CPUO: router (config-mpp-outband) # interface
GigabitEthernet 0/6/0/2
RP/0/RSPO/CPUO:router (config-mpp-outband-Gi0 6 0 2)#

FEDT T NAT N R A F—T x4 A Fiz
IT_RTOT Y AT AR R A B —T o f R%
TORNETNRU R A HE—T oA AL LTREL
F9, BTV #ET U NAF TR K37 g
Faol—varyE— NERGETHI2IE, interface
av s REfALET,

call ¥ —U— RFZHEH LT, +_XTHOA v F—
7141%%&ELET0

ATy
71

allow {protocol | all} [peer]

Bl :

RP/0/RSP0O/CPUO: router (config-mpp-outband-Gi0 6 0 2)#
allow TFTP peer
RP/0/RSP0O/CPUO:router (config-tftp-peer) #

BEsni-7o barEziddTcos e hanic
RTDT T NATNRU KA H—T oA AL LT,
A H =T A RAEFRELET,

* protocol BIEE M LT, fEEH A ¥ —
Tz A ATEH T havEFFaILET,
° HTTP ¥ 7213 HTTPS
°SNMP (NN— =3 %)
kX aT v (v BEUV2)
o TFTP

o Telnet

cal ¥—U—KR&ZMALT, Yrhatol z

FNCHREENLITRTOBERN I 74 v I %
HFATAELIICA LV E—T oA AEHELE
ﬁ‘o

* (EE) peer¥—VU—R&EfHFEHLT, 4 ¥—
T AATET 7 RLAEZHELET,

[l CiscoASR9000 &) —X 75U S =23V 4—ER L—8 YRTLEFa)TF4 20T ¥
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FYRF TRV EAva—T x4 20EBRTL—vRE0T 1 208E I}

OV RFERETIYa Y B
ATy address ipv6 {peer-ip-address | peer ip-address/length} DA VE—T A ALTEBRNT 7 4 v 7N
78 SNDHETIPV6 7 RLRAZRELET,

i -

* peer-ip-address 5|3 EM LT, ZOA 57—
< S “ 3=
RP/0/RSP0O/CPUO: router (config-tftp-peer)# address ipv6 701/( A kT ‘E' b 7 7H:r v 7 BRFAIS D
33::33 7 IPv6 7 KL AZHRTELE T,

* peer ip-address/length 5| ¥4 LT, &7
IPv6 7 RLVADT VT 4w 7 A& ELET,

ATy | KOVFRNOav Y FEHLET, RELEERALET
79 b
* end *end 2~ FEFETTHE, BHEEZaIy b
. commit 6 J: 5 &:g* éhij‘o
Uncommitted changes found, commit them
11]-“ i before exiting(yes/no/cancel)? [cancel]:
RP/0/RSP0/CPUO: router (config) # end °yes EATITBHE, FHfTar7 X2 b—
Foix vay 7y ANVICERNMRMES L, a3V
T4 Xal—vartyraryBETL
RP/0/RSPO/CPUO: router (config) # commit T, L—X 78 EXEC & — RIZED jETo

‘no EASITHE, a7 4 FaLb—g

vy Tva BT LT, —HZREXEC
E-FNIEVET, ERIT=Iv FEN
FH A,

ccancel E A1 B L, BIEDa 7 X =2
L—Yart®yia M LES, =
V74X alb—arybyia KT
P, HELEL Iy FIhvEHA,

CREEEEETAL T4 Xal—var Ty
ANV EL, 207 4 Fal—rar by
g U ERMEEET HIZIE, commit =2 RA{#

ﬁH L\ij—o
ZFw |show mgmt-plane [inband | out-of-band] [interface {fype | (L X —T =4 ADX A T L H—T = A ATA
710 instance} | vrf] F—=TMENLTa haiirl FETL—AC
BT ofEmaRrLET,
i
* (fE&) inband ¥—VU— RZHEHL T, EH
RP/0/RSP0O/CPUO:router# show mgmt-plane out-of-band SNy PBEOT —FEREAT P ERLET
interface GigabitEthernet 0/6/0/2 AA LR —T oA ATHAHL LN ]\’A‘é—ﬁ@,r

V=T 2 f ADHBRTEEERLET,

CiscoASR9000 > ) —X 75 )5 =23V H—ERIL—F PRATFLEFa T4 a0 T4 Fal—

vav A4 K1) —R43x
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ERTL— U REOEERDHEN

gESL— REORE |

S

ATV RFERET7II Y

(f£&) out-of-band F¥—V— F&FHEHL T,

TORNFTTNRU R AV E—T o AREEFE
i—\‘ L/i‘j‘o

(£3) interface ¥ — 7V — RZ{HEH L T, #F
EDA v E—T oA ZADFEMEERLET,

(EE) ifx¥—U—KR&2HEHLT, 7U bA
TR R A B —T 2 ZADNN—F %)L T
A _R—k v hU—27 (VPN) L—TF 47
BLIOEXY) 77 L 25 F R LET,

BETL— U REDEREDEES

TR ROBEFNZOVTHI L ET,

BEITL—REDRTE : 4l

WIZ, MMP FCTORFEDIP 7 RLAIZKTBHA N FBELOT U hA TN R A H—T =

A AR ET HH 2R LET,

configure
control-plane
management-plane
inband
interface all
allow SSH
|
interface GigabitEthernet 0/6/0/0
allow all
allow SSH
allow Telnet peer
address ipv4 10.1.0.0/16
|
|
interface GigabitEthernet 0/6/0/1
allow Telnet peer
address ipv4 10.1.0.0/16
!
|
|
out-of-band
vrf my out of band
interface GigabitEthernet 0/6/0/2
allow TFTP peer
address ipv6 33::33
!
!
|

Il Cisco ASR 9000 DY—XTFINVF—=23 0 H—ERIN—F VRATFLEFXaYT AV T14¥2

L—>av 4 FY1)—X43x
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| sEIL—REoRE
zomwomEEas [

show mgmt-plane
Management Plane Protection

inband interfaces

interface - GigabitEthernetO 6 0 0
ssh configured -
All peers allowed
telnet configured -
peer v4 allowed - 10.1.0.0/16
all configured -
All peers allowed
interface - GigabitEthernetO 6 0 1
telnet configured -
peer v4 allowed - 10.1.0.0/16

interface - all
all configured -
All peers allowed
outband interfaces

interface - POSO 6 0 2

tftp configured -
peer v6 allowed - 33::33

show mgmt-plane out-of-band vrf

Management Plane Protection -
out-of-band VRF - my out of band

Z Dt DEEE

ZITE BET L= REDRIECET S BEERHI OV TR L £ 7,

BEEER
BEEIE H T=aTFILEAL L

MPP 2~ K : o<y REXOFEM, 2~ K| [Cisco ASR 9000 Series Aggregation Services
E— R, avr REE, 774V NRE. [ | Router System Monitoring Command Reference]

FoHA T A0 BLOW DEHS L — Af#Ea~ 2 R
1z
ZAE 24 kL

ZOMHETY R — N SNDHROEAEE /2138 | —
HIN/ERETHY A, -, BEOEYE
DFR— MIEFINLTWHERA,

CiscoASR9000 > ) —X 75 )5 =23V H—ERIL—F PRATFLEFa T4 a0 T4 Fal—

vav A4 K1) —R43x
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B zotomzEas

ERTL—REOEE

MIB
MIB MB®D!) >y
— CiscolOSXR V7 N v =7 Zfffl L T\ % MIB
ERELTH Y r— T 2121, kD URL
(23 % Cisco MIB Locator % f# ] L. [Cisco
AccessProducts] A == —n6H 7T v N 74— A
ZER L F 9, http:/cisco.com/public/sw-center/
netmgmt/cmtk/mibs.shtml
RFC
RFC 24 ML
ZOMEETYH AR — EBBEBMEIIERE SN | —
RFC iZH VY £H A,
SRADTIZ AL HYR—F
&% EA )y

VAADT I =H )Y R— s WebH¥A kN TIL,
Ui, 727 /my— Y Ua—Tar, Hi
BRer b, BIOY—A~DU 2R ED, ¥
TR=VIZ R SEIRTE SRR EE T,
Cisco.com |[ZHFRF A D2 —WFL, ZDOX—
DOFEMBWRICT 7 A TEET,

http://www.cisco.com/techsupport

Il Cisco ASR 9000 DY—XTFINVF—=23 0 H—ERIN—F VRATFLEFXaYT AV T14¥2
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%’7E

Software Authentication Manager 0% E

Software Authentication Manager (SAM) (I, V—ZIZA VA =L EINTWBY 7 N7 =T 3%
BT, BEEPUIAINTWELAIZIEY 7 by =7 IEEEL W &2 RiET 5

Cisco ASR 9000 'V — X —H F_L—F 4 v J VAT LD AL KR—F T,

SAM Z2= > ROFEMIZ DWW TIL, [ Cisco ASR 9000 Series Aggregation Services Router System Security
Command Referencell @ [Software Authentication Manager Commands on Cisco IOS XR ¥ 7 k7 =
T 'Y= VEBRLTIZEN,

VAT AT a sy 7 OFFEDTEMIZOWTIE,  [Cisco ASR 9000 Series Aggregation Services Router
System Management Command Referencel] @ [Clock Commands on CiscoIOSXR ¥ 7 N =7 | &
Va—/lH D clockset 2 RESZHL TS0,

Software Authentication Manager 0 =% & D #% 5 /B FF

)y —2 LENE
Yy —%372 C OMEEREA SR E LI,

* Software Authentication Manager D% E 2R3 2 AR SGAE, 139 _—
* Software Authentication Manager |22V T, 140 ~—/

* Software Authentication Manager D7 &2 > 7§ A X — /)L DR EFE, 140 X—

Software Authentication Manager D% IZBE 9 D RIIREH

| o0L-28387-01-J

W7 # A7 1D Egic X AT J—FICEEMT b TnD2—H T —TIZ @B L CWAHAME
BHYET, ZOa<wr R T77 LA, £a~vy RIOUERX X7 IDBEENET,
A= I N—TOEN B TCHFEKTa~vy REFHTERNEEZONI5E. AAAEEE 12H
LT ZEN,
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Software Authentication Manager 0% & I

. Software Authentication Manager (D U\ T

Software Authentication Manager [Z DUV T

SAM DA VA M—)VHIZY 7 N =T ZRGEET DT, A VA=A ENDH YT b7 =T

IOS/ENA (PIE) FEX Do r—V Y WICHIET AR ENRH Y £7, PIEIXT VX NLVELINTE
V. SAM X PIE OFT — X DN —F ~OELEZFFATHRNCT VX NVELERGELET, A A
M=V ENTZY T "I =T O—HNEITEINDHTZONT, SAMIZY 7 b U =7 OELSGMENRA A
M= BN S S A EIN TV RWNWZ AR LET, SAMIZ, 77 v a I— K7V A A
F—=LENTNDEY 7 FY =7 REFHFICHIS A SN TN W & b MEEL 7,

WA A=V ERITY 7 by =T RNy —VOEHRPL—FIZa— RIb &, SAMIEA A —
COBLIMER SN EORENIIRE T =y 7 LT, A A— ?@ﬁ%é%@ﬁbiﬁomﬁ
EOAPHYIRPNYUIN TNDZLEERTZTI— A v —URNERENTHAEF. VAT L7y
F vl L, FHETHAZEEMHERLTIEZIN, /XTJA7D/77§TI:L< RE SN TV
WA, VAT AMIEFITHREL ¥ A,

Software Authentication Manager D 70> J k 4 > A2 —/\
IVDERTE L

SAMIZEFEHCEERINEZRETH L, =2—PIZT 72 a vy 2FITT 5L 51K, — &R
L £, nuﬁm @ﬁﬁ@ﬁ UNE LW E, SAMIFFRIERINZT 7 v a v aEFTL
I+, 20T 7 a b REFETT,

Ty T s A E =V ERET DL, ROEEETATLET,

FIEDHEE
1. configure
2. sam promptinterval time-interval {proceed | terminate}
3. koWThhroa~vy REfALET,
* end
* commit
FlEDFH
ARV RFERRETIVa Y ]3]
AT w71 |configure Ju—sbar74Xal—var T— RERBLET,

RP/0/RSP0O/CPUO:router# configure

Il CiscoASR9000 & —X FHUSF—a v H—ERN—8 YRTFLEF2UT4 AV T4 ¥
L—oay 4 R U U—243x
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Software Authentication Manager 0%

Software Authentication Manager D 70> 7~ 4 VA —/NLDREH %

AU RFEEET7I 3y

E:)

ATvT2

sam promptinterval time-interval
{proceed | terminate}

1 -

RP/0/RSPO/CPUO: router (config) #
sam prompt-interval 25 {proceed
| terminate}

SAM BIRDT 72 a & FATT 0, A X — "LV EEKTTHETD
Tur T A=V ERBBMNTRELEY, Yo7 A F—
2V OFEFIL 0 ~ 300 2T,

—PRIEE L6, SAMIZa—FRERELIZERR L, kOT 7
arvEFTLET, 2—PRRE LR E. SAM T2 —¥R
HELEZERRL, 77y arvZTLET, SAMBRET T 7+
vk OB 10 BT,

ATvT3

WOWTNNDa~ L RafEfL
s

* end

* commit

1 -

RP/0/RSPO/CPUO: router (config) #
end

F0F

RP/0/RSPO/CPUO: router (config) #
commit

BOERE AR LE T
tend 3V KEETTHL, AlEay b Dk ICERER
ES

Uncommitted changes found, commit them

before exiting(yes/no/cancel)? [cancel]:

cyes EANTHE, FTar T4 Xal—ary 77 AT
EEMEESN, ar 74 Xal—artyiarBNKT
LT, V—#2EXEC £— KIZEY £,

o b ANTBE, AT 4 X2l —Tartyia BT
LT, W—FNEXECE—RIZEV T, ZH|ZaI v b &
nNE¥A,

ccancel EANNTHE, BEOa L 7 4 X2l —varty
varPRLES, a7 4 FXal—varkyvaik
HKTHT, REELELaI Y FENFEHA,

CRELEAF(Tar 74 Xal—ary 774 MIUREFEL, a2
T4 X2 lb—rariyiaryEMFET A2, commit 2w N
PRERHLET,

| oL-28387-01-J
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Software Authentication Manager D% E |
B Ssoftware Authentication Manager D 70> 7 + A » 8 —/\LDBREF &
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%8%

X7 U )LDEE

¥ 27 =/ (SSH) 1%, Berkeley DY — /b ~D¥F o 7 REBREZRET 77U r— 9
YEBELOT e hanTd, Ta b aVIFEOR S AN = AL 2R LTy v a D ueE
R LET, 77V r—3 3 13 Berkeley @ rexec 33 X O rsh Y — /L & RIREICEH T&E £,
SSH #— 3¢ LT, SSH/ Y= =21 (SSHvl) & SSH/N—= 2 (SSHv2) @ 2 ffHD/N—
Vg & TX £9, SSHvl X Rivest, Shamir, and Adelman (RSA) F—ZfEfH L. SSHv2 /%,
TYUZNBELT LAY XL (DSA) F—ZEHLET, CiscolOSXR Y7 F ¥ =7 (X SSHvl &
SSHv2 O 5 Z %R —F L TWET,

ZDFEY 2—/L T, Cisco ASR9000 'V — X )L—F TOEF 2T ¥ x/LOFIEFEIZONT
ML £,

GE) ZOEFEY 2= A THEASA TS X aT Y x/b a<wr ROFERICOWTIL,  [CiscoASR 9000
Series Aggregation Services Router System Security Command Reference] ~ = =7 /L ® [Secure Shell
Commands] €V 2—/VEZR LTSN, ZOEVa—LOfioa~y FZETLIv=2
TIZONWTIE, a~v U RV T 7 LV ARRE— AT v I AEERT L, 474 0T
B LET,

tHaT DTIIDREDHEEERERE

1)) —x TRAR
VY)—2A372 ZOMERENEAINE LT,
J1Y—2x390 WOPEREYR— kN BmMEnE L,

* SSH #—/3C D RSA ~— A 8F
CAVBTIT AT = RNTOSFTP 7 7 A7 > b
* SFTP H— 52

CiscoASR9000 > ) —X 75 )5 =23V H—ERIL—F PRATFLEFa T4 a0 T4 Fal—

vav A4 K1) —R43x
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X217 v inEE |
B tr27 o rlo=%cET aaREs

X T v VORECET SRS, 144 =Y
* X T v LOFEEICET AHEE, 144 S—
* X T VL OFERITONT, 145 =

* bFX 2T L LDFEETE 149 N—Y

* X a7 VAV OFEORIEN], 154 N—V

* ZOMOBEEEL, 155 ~—

X217 U )LDEEICEAT SHFHEEHE

X aT Ve ERETHIZE., ROBHRSG AT SLERILY $77,

'ﬁ@&527m%€ﬁ&27ﬁw%°’%LH?EMTM52%$7Wa°’ELTw6
VERHVET, Zoavr R 77 LR, Ea~y RICRERZ A7 IDBNEEN
FI, 2=V I L—T70EY é“(ﬁ\)ﬁi@“(ﬂv/ F%ﬁﬁﬁf%iﬁb\}:%z LNDGE. AAA
EEFIHAL LT EEND,

MBERA AT EN—FIZF T ue—RRLET, SSHYH—ESSHZ 747 FTid, B
TN = (F—2EEEHK (DES) . MU /LDES, B8LAES) v Aanb If#
HoOL—Z 2T ra— RTAVLERLD £,

SSHv2 V— "% FE{79 5I121L, VRE XMKLETT, ZhIET 74/ FD VRF Th[EA D VRE
THHEWET A, VRFIZETAHEE|LSSH V2 b — O S E T,

R—HNT I ERAELFYE— b 77 BRI —YRGEARE L E T, AL, FFAL T
N7 47 (AAA) OFBEIZERR <, mﬁ%ﬁﬁfﬁi?o#ﬁuﬁwfﬁ\

[ Cisco ASR 9000 Series Aggregation Services Router System Security Command Reference)] ~ = =
T v® [ Authentication, Authorization, and Accounting Commands on CiscoIOSXR ¥ 7 h 7 = 7 |
B LW [Cisco ASR 9000 Series Aggregation Services Router System Security Configuration Guide ]
~ == 7 VD [Configuring AAA Services onCiscolOSXR ¥ 7 h =7 | #HZM LTI I3,

AAA FTFEB X OB ldt 27 77 A Vst~ o b ab (SFTP) THERET D L HIZIE LKL
RESHTWERLERH Y 7,

X7 DxI)LDEEICET HFHIFNEIE

SSH D EARM 72 HIFIZEIE & SFTP #REDHIRIZ. kD LBV T,

*VRERTTIZT U AT /N RVRF & LTRESINTWAEAIX, VRFIZA N REL
TIEZFHTONEEA, SSHVI TG L TT 74/ F®D VRF OIIZAA o RLET,

CHERT T AT v NI —Z T T AT, L—ZIZRSA (SSHvl) F7-1ZDSA (SSHv2)
F— RTPRESNTODIRLENRNH Y T, —FDOIHELV—T 4 7 T34 A2 SSH
T IAT v NEGEBART HHE . DSABLXUNRSA F—IIMEH Y FH A, i SFTP

[l CiscoASR9000 &) —X 75U S =23V 4—ER L—8 YRTLEFa)TF4 20T ¥
L—>av 4 FY1)—X43x
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| exa7 oz
tx27 vzroxizont W

HFEEETT, SFTPIZY 947 > b B— R TCOREMET 572, DSAF LTURSA F— (TN
HDFEEA,

* SFTP NIEFIZEMET B I12i%, U E— b SSH V— 3L SFTP V— HREE A 2 —T /W2 T 5
WENH Y £9, 72L& 21X, Jete/ssh2/sshd2_config 72 X DIT % LT, SFTP V7 L AT A
PRS2 K92 SSHV2 b —ERELET,

* subsystem-sftp /usr/local/sbin/sftp-server

*SFTP — NZIBHEANT YV w7 RAALLDSSH Ay r—0—8E LTEENRTEY ., 7
7 IV N ORER TIXENT > TWET,

* SFTP X, SFTP H#—/ X /3— 5 > OpenSSH_2.9.9p2 LI | & HHaMENRH 9,

* SSH #— B L RSFTP — X Tld, RSAR—Z D2 —WFHIENYR— SN TWET, 7~
7L, SSHZ A7 v hTIHZOREGFTI T AR— SR TWEHFA,

Y R—REINDT TV r—a id, FEITV = VB IOSFTP DA T,

*SSHV2 H—BLRY T4 7T 2 FTIHAESHF LT LT U R ARYAR— h X TWET A,
SSHvl H—_EBLONI FA4 7 F TP FR—FENTWERFA, SSHV2 7 T4 72 b D
SSHv1 ¥ — NZiE[F SN2 AESHF 5 O ZLRIZ TR CTEE I E T, RV —1TIE R
)V DES I LET,

*SFTP 7 A4 7 v hid, VAN KI—FK (*, 2, [) 280 VE—F 77 A NMAEVR—h
LEHA, YA T7ANEL—FIZF TR — RTHITIE, 2—Fidsftp a2~ K&
AT TH, VE—RFERZA DL TRTDY—RA T 7 A )VEFRTHLERH Y 3,
7wy 7 ua— RO, ZOED 1 EFANDS 3EFHE TOESFES TR LUZBEN RIS
NTWBEGEE, W—HSFTP 7 AT v MIVA NV RO — REERA L8 T 7 A LVOFERT
EYH— b TEET

* SSH H— DIE2{ka% E1%. AES128. AES192. AES256. VU 7/L DES DJETY, HAR—
FENTWARWIESDOHS, =37 947 FOBEREZTXTHESL, SSHE v g~
T SN A,

*vt100 LIS DMK X A T OEHIEZ TR — RS TWERA, TOHA. V7 MU o TI3ES
7( \\/—{Z_:\/\\%ﬁzﬁi ]\/i—a—o

*SSHZ AT FTlE, X"ATU—FRK Ay E—E LT lThone)] ZHEATAHZ LI R—FE
NTWEE AL

N—B AL TFTANTZF Y |ZUNIXFEEED 7 7 A VERRAZ YR —F L TWARWNWED, B—
NN TS AR ENT. 7 7 A VBTEOHERIEHRE RV E T, VE—F T7 AV VAT
A BRI 7 7 A NVDEE. 7 7 A MERIZSEEA A b O umask [IZHEVY, AR FS
TR T 7 & AT 2 B — oI 2 0 97,

X7 DT ILDOEREIZDONT

SSH #EIET 5 121%., IROMESIZTHOWTHM L TBLLERH Y £7°,

CiscoASR9000 > ) —X 75 )5 =23V H—ERIL—F PRATFLEFa T4 a0 T4 Fal—

vav A4 K1) —R43x
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B ossHy—n

SSH —/\

t¥17 vrLoxEE |

SSH H— "DFEHEIZ L - T, SSH 7 74 7 > M Cisco b—Z Ik LT F =27 THEB{L S iz
Bt 3T CEET, ZOERIL. A L3 2 R Telnet #5ft OFEHE & [FEE T4, SSHLULRNIE., &
X2 U7 4L Telnet DX = U T 4 IZRESNTWE L7z, SSH L3 )72k 5{LAY Cisco I0S XR
V7N = TRFECHEHEND X HIC LT, CiscolOSXR Y7 h =7 @ SSH r— \[F, M
& DVITHIRD SSH 7 74 7 > b & O EER N AJHE T,

SSHUV 5472 b

SSHZ 74 7 v MEREIX, SSH 7’1 ha vz LTHEITSNDT IV r—va T, Bk &K
{47\ ET, SSHZ 747 > MLk > T, Cisco /L —Z (IMD Cisco /—# ., F£7=i% SSH ¥—
NEFITTHMDOT AL ZZHH LT, Bx a7 TR bENT-BRasEITr o x4, oK
. RSB EISN TV D REZRE, 77 h3T K Telnet #6t OFERE & AR T3, FEREE WY
FIZED, SSHZ FA4 7 ME, EX a2V 74 RESNTWRNWRYy NU—7 EThEFXa T
RBEEEBTEET,

CiscolOSXR Y 7 U =T DSSHZ A4 7 > ME, #EED D WILRGH O SSH H— &R L TH)
ELCWE L7z, SSHZ 747> MMZAES, 3DES, Avt—Y XA P2 AN T/LITYXLS
(MD5) . SHALl, BLUVIRT — REGEDORE 2 YA — ML TWE L7z, —HRIEIL—F
~D Telnet v 2 a VINTFEITEINE Lz, SSH BV R— b 252 —WFGEA I =X AT,
Remote Authentication Dial-In User Service (RADIUS) . TACACS+., B Lo — b/ iz nsz
=YL ENRT = REFH LZEERH Y £ LT,

SFTP #gE DI E

SSH 21X, SSHvV2 TEAINT=HT- IR T 7 A ViiRk 7 1 ks 2/ Th % Standard File Transfer
Protocol (SFTP) OV AR— MR EENTWET, ZOHREIX, V—FRTEEHIIN—F A XA —
Ty AN Eabt —F 5% 7 CRESNT-HFIEE#RAE L 9,

SFTP 7 A4 7 > MEREIZSSH =2 " R—3 > b —f & LTS, V—% THEIZA 2—T L
W7o TWVWET, 2o, @l Lo —FiE, L—F~DT7 741D a—BLUUL—
ZMBEDT 7 A)Da L — 7537 ETY, copy 2~ RERIERIZ, sftp 2~ RIZEXECE— KT
LM CE 8 A,

SFTP 7 7 A4 7 > ME VRF XfIETH H 720, B OFATRICFFEDEE LA v F — 7 = A AITH
BT BN/ VRFEHEHAT L9108 F 2T FIPZ 947 bARETHZ & TEEF, SFTP
IIAT L NIA U HE T T 47 F— Kb R—=FLTWET, ZOF—FTIE, 2—PFIH—
Nza 7 A v UTREDIE¥E%Z UNIX h— SRR TEITTE £,

SFTP #—/ N|L SSH — DB 7 25 AT, -DF VD, SSH Y—/33 SFTP — \BR A 5(E
4% L. SFTP API I SSH #— N2t L CF 7 et 2 E LTSFIP —ZER LET, H-7
FRODO-ONT, LW SFTP —8 f A Z U ZARERENE T,

SFTP iX. ROFNETH =72 SFTP V— " &F TR L E 9,

[l CiscoASR9000 &) —X 75U S =23V 4—ER L—8 YRTLEFa)TF4 20T ¥
L—2arv 4R Y)Y —R43x
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| exa7 oz

RSA~—zohz rEE [

C LY E R G A G L Csftp 2~ R&EFITLET

* SFTP AP |3 SSH #— &5 95 F7 1 A ZWNERICHER L £
* SSH ¥ —/NL SFTP =7 u v A& /E L £§

*SFTP — B 74 7 v MIK LR CHAEIZEE L ET

SSH$— "N SSH 7 74 7 > b &l pew a3 5 &, —" 7 —F 1387272 SSH H—
NETFav RAEERLET, H—NTabRiF, F—Hla—VFRIFTS 2R LT,
SSHZ 7A T v e —REDIZEX 2T RBEF v XNVEHBELET, SSHY— BT T
AT K& SFTP — N2 T 2R &5 L7c A, SSH — " 7 —F (X SFTP — 7 m &
AEMERLET, SFTP ¥ — %7 AT AEREZZET H7- NS, #7272 SSH Y — 371 2
B2 ABIOSFTP =N A U AF ADPMERRSIVE T, SFTP — g2 —H v a %R
FAEL, #E A L E T, 22—V OT 74NV T4 L7 PIBILORI T4 T 2 FORELZRE L
3

MBUENEITEND & SFTPY— T 7 T4 7 2 R 5D SSH FXP INIT A v — V25 L %
T ZOA Y=V, TrANEEEYy v a VEBMGT ATEDIIEARARTT, ZOXvE—
POBIZ, 7 TAT Y ROBERIZESNWEA v UL BERHY £, 22T, Fu b
g TERIGE ] FETAVERHLTCWET, 727470 MR —NICEREZEETDL L, —
NIEZOFREZWHE USNEEZLEEFELET,

SFTP — NIk D& EFR L ET,
C AT —H AIRE
© LR
T AR
* HESE

RSA ~

| 0L-28387-01-J

P — %, BIET D SFIP B a2 I 1T 27201 L CWARLRERH Y £4,

—ADHRA EREE

P—ROIEYPEERFET S 2 L3, B = 7 722 SSHEEE & 819 2 RO FIE T, :mfﬂt
VIR A PRIEL BT, 7 TA T2 RRERRY—NCER L TN D I L AR T B0
S ET,

RA RBAEI T —"OARF—Z2FH L CEITINET, —NF, W7 = — XOMIZA
B —%2 7 947 MCRELEST, 27472 MIZOV—"OBEHME R FOT —F _R— 2R

L HIRT AR —%2TF v I LET, 7I7A4T 2 b TH—="DIPT RLARRDNLRN-o
AT, 2= E X =V E R L, 22— FITAT— 2 RET D0 BEIHT 5 02 EIR
T&EET, P—DIPT RLAZRON -T2 bDODORAF—N—E LAWEE, 77472 M
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t¥17 vrLoxEE |
B RsA~R—zpa1—3BE

i T LET, KRF—DAEDRGE. P NIMEES L, B 2 7 7 SSHE A HENL S HL
iﬁqo

IOSXRSSH #—_"BLWRT FA4T7 v ML, DSAXR—ZDHRA "RIFEEFFR—FLTWE LT,
7272 L. 10S 72 oo RS, & O HHPED 728, RSA RX—ZADKRA FRIEOVR— M HEMEN
F L7,

RSA R—X D1 —HER3E

SSH ' u k 2uic %U‘T:L“"'j-%nunﬁ—a—éjj{f@lf) (N RSA/\Eﬁa‘V“‘/\“‘X@J '&utuuﬁﬁ‘%
DET, EX—ORRP—VRIEOEE Z R LET, ZOHET, 2—FOMEF—TIE
B L7 B4 A ET D 2 & CThre Lifo%J—W1MA%~N7%7?47ybvvym%
FELTWET, RSAXF—XTOMEX—1Z7 TA T F v~ k-T2 £TT,

2 —H1X, ssh-keygen 72 & OREHER) 70 % — AR A B = X A% LT, RSA AR F— &b ¥ —
DX —XTHUNIXY 747 b EICAEKLET, YAR—FEINTNDEF—DHRKOE 132048
vy NC, R/OEIITSI2Ey FTT, I, MR —ERKT 7T o BT 0 OflE R LE
7,

bash-2.05b$ ssh-keygen -b 1024 -t rsa
Generating RSA private key, 1024 bit long modulus

ANBF—Z EFICR Y 7 AL VR— b T 5I121E, ABF—idIBase64 = a— K (XA F 1) B
XTHAIMERHVET, A F—Fy NCAFTEEY =R =T DYV —LEHHLT,
F—m A FURUEBRTEET,

ANBAF =PI —ZICA VR—FENDE, SSHYZ TAT 2 MINET To] A7 a v ZFHL
THERZ/ETDHZ LT, AFRF—RESIRAFEHTEET, RIHIZRLET,

client$ ssh -o PreferredAuthentications=publickey 1.2.3.4
ABF—RRSAFREMHA L TA—FITA VAR — FENTWARWES SSHY—/NE/ 2T — R
N—2DRFEEIE L E T, BAF—0A R —F SN TWD5EE, —NTm G5O HF RO
ERELET, SSHZ 747 MIWTIrOFREMH LT, #HiaErL £y, Y AT LT
(. FIET % SSHZ T4 7 2 MERLOHE 10 ETHFAI L THNET,

BUE, SSH/AN—Y a3 v 2 BLONSFTP — /"D HH RSA R—ADFBFEEZ AR —FLTHET, &
X —DN—F~DA VR — N FIEOFEMIZOWTIZ, 2T A RO [Implementing Certification
Authority Interoperability on Cisco ASR 9000 >V — X jb—% GERERMAEMAMEDSHELE) | oE%:
ZRLTZE0,

G¥) HESR XN AEREE H1EIT SSHRFC IZE# SN TWET, RSA R—AZEEOHR— Mo —H L
FRFED A TT, TACACS/RADIUS H— Z%f LTI AR — P S TWER A,

WRE, FFR. BEXOT U T 4 7 (AAA) X, Cisco V—F 12T 78X —NITT 7 &

Aay b= LERECTELEELT L—bU—7 2T 5 —#oxry NV —2 %2 )7 o
P —ERTT, AAA DFEMIZ DWW TIX,  [Cisco ASR 9000 Series Aggregation Services Router System
Security Command Referencell ~ = =7 /LD T Authentication, Authorization, and Accounting Commands
on Cisco ASR 9000 + U — X )L —H Sofiware] € = —/L3 LW [Cisco ASR 9000 Series Aggregation

Il Cisco ASR 9000 DY—XTFINVF—=23 0 H—ERIN—F VRATFLEFXaYT AV T14¥2
L—2arv 4R Y)Y —R43x
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| exa7 oz
txa7vzroziEsz ||

Services Router System Security Configuration Guidel] ~ = =7 /L@ [Configuring AAA Services on
Cisco ASR9000 >V —X )b—X& | EVa—LZZRLTIZ3N,

X7 T )LDEERE

SSH iR ET HI2IE, IROBETHHT DMEEZFATLET,

SSH D% 7E
SSH #FXET DX, IROX AT FITLET,

N

GE) SSHvl DR ETIL. AT v 7N 1 ~40B3MNHETT, SSHV2 ODERETIE. AT v T 1~AT v
AT F T g T,

FIRDHE

configure

hostname hostname

domain name domain-name

exit

crypto key generate rsa [usage keys | general-keys| [keypair-label]
crypto key generate dsa

configure

ssh timeout seconds
WONWTNNEFEITLET,

+ ssh server [vrf vrf-name]

© NS E W=

* ssh server v2

10. KoWFnroa~wy REFEHLET,
* end

e commit

11. show ssh
12. show ssh session D FEHM

CiscoASR9000 > ) —X 75 )5 =23V H—ERIL—F PRATFLEFa T4 a0 T4 Fal—

vav A4 K1) —R43x
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FIEDFH

t¥17 vrLoxEE |

AU RFERETIVa Y

=)

25y T configure sua—s\ ) ary 74 ¥al—iary E— REBBLET,
51 -
RP/0/RSPO/CPUO: router# configure
RATFw T2 hostname hostname JL—BZDIRA NG ERTELET,
51 -
RP/0/RSPO/CPUO: router (config) #
hostname routerl
27w T3 domain name domain-name ZOVT RNy THATLZT 74NV D RAL VA EERL,
RGERIRRA DD R AL EMTELET,
i
RP/0/RSPO/CPUO: router (config) #
domain name cisco.com
ATvT4 exit Ja—\)arZ 4 Xal—yaryE—RKEKRTLT, LV—%
Z EXEC E— NIZRE L £,
i
RP/0/RSPO/CPUO: router (config) #
exit
ATv 75 crypto key generate rsa [usage keys | |[RSA §— <7 BERLET,
general-keys| [keypair-label]
* RSA F— X7 ZHIFRT 511X, eryptokey zeroize rsa =~ >~
{5“ : F‘%f'fj‘di);ﬁ L/i‘a—o
RP/0/RSP0O/CPUO: router# crypto key 2D~ Rik SSHvl 721F L:{ﬁﬁﬁ S ﬂjﬁ—g—o
generate rsa general-keys
ATVT6 crypto key generate dsa —H Tr—H VB IO E— bRIEEZAT 9 SSHY— % A 1 —
TN LET,
i - . .
* HELES D /MR X131024 B h T,
RP/0/RSP0O/CPUO:router# crypto key
generate dsa *DSA F— X7 EAEKLET,
DSA F— X7 ZHIFRT HI1Z1E, crypto key zeroize dsa =~
YREERLET,
Zoa~y RiE, SSHV2 2T S E T,
2Ty TT configure ra—s L ar7 4 Xal—vary E®—RelhLET,
151

RP/0/RSP0O/CPUO:router# configure

Il Cisco ASR 9000 DY—XTFINVF—=23 0 H—ERIN—F VRATFLEFXaYT AV T14¥2
L—2arv 4R Y)Y —R43x
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sshozz W

ATV RFFERERTO VI Y

E:g)

ATvT8 ssh timeout seconds ERE) AAA ~DO 2 —WRFECRIT 2% A4 L7 7 MEEZRTE L
i‘j‘o
I : . . N
w *RE SRR — Y B & OFEFED AAAIZXF L TTE
Riigéiiiog%PUo:router(config)# ssh fcﬁb‘k\ *%ﬁﬁ&iqj%ﬁéﬂi'ﬁ‘o
EAERRE LT AU, 30807 7 40 MEBER ZE T,
#iPHIZ 5 ~ 120 T,
ATvT9 WONWT NN EFITLET, ¢ (fEE) 3230FE TORE SN/ VRF Z i L T SSH H—
N N =T \ BoA o
* ssh server [vrf vrf-name] ’ %@@]L’%ﬁ‘() VRE ZHEE ST RO, 77 40
~® VRF BMEH S VET,
* ssh server v2 o N o
SSH H— SHEE &7z VRF O 4 Z L E3ZA5 Lk
EricT Atz 2oavr Fono BERXEFEHLET,
i - VRE MEE SN TWRWES, 774V hAEH S ET,
Rgég\/}e{iPO/CPUO:router(config) # ssh GE) SSH .H_._/\w:%gﬁg) VRF # i3 A Lo IChETxF
EJ B kR
RP/0/RSPO/CPUO:router (config) # ssh ©UEED sshserverv2 3 REMMLTSSH2 AT a
server v2 ’ g %%&E Lf:%/ﬁ\\ SSH %— "M SSHV2 7 A4 7 v 2T %
AT AID L O IZHREI LE T, sshserverv2 2~ A& EER
TAHE.SSHV2 7 747 v bERTE TR S NET,
ATv 710 RONWTNrOa~ s FEEHLE | RELEEEARGFLET,

| oL-28387-01-J

—g—o
* end

e commit

&1 -

RP/0/RSP0O/CPUO:router (config) # end

F72ix

RP/0/RSPO/CPUO:router (confiqg) #
commit

cend2~ > REETTHE, BHEEaI vy MTHEHICER
ShET,

Uncommitted changes found, commit them

before exiting(yes/no/cancel)? [cancel]:

"yes EANT DL, EffArT 4 Xal—varTrA
JIEFEMREESN, a7 4Xal—vartkbyia
VIMET LT, —HF N EXEC E— RIZED 77,

‘no b AT AHE, a4 FXKal—varkyiay
DT LT, V—4ZNEXEC T— FIZREY £4, £
Tz Iy hERLERA,

°cancel EANNTHE, BEOa Yy 7 4 Falb—g v
Tyva Mk LET, a7 s Fal—vartky
TaviFRTET, RELAE LIy FSNLEHA,
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B ssHos5qs7>roBE

AU RFERETIVa Y By
CREREEFATAL T A Fab—var 77 A MIURIFL
a7 4 Xal—Yarty i U EEET 5I21E, commit
avy REMHLET,
AT 71 |showssh (TLE) V—H ~DF(EE L UFE(E O SSHvI Bkt & SSHv2 #5¢
P _NTRRLET,
Bl :
RP/0/RSPO/CPUO:router# show ssh
ATvT12 show ssh session D FEA (EE) N—FIZxIT % SSHV2 #fiDFffl L AR — F 2R L E
7
1 -
RP/0/RSPO/CPUO:router# show ssh
session details

A

GEX)  SSH ¥ — NIHIE/7 v RO DSCPEDORREZ YA — FLET,
ssh server dscp <value from 0 - 63>
RESILTORWES, A7y PTRIEENDST 74V O DSCPEIZ 16 T (7 F74 7T~
k&Y —ROWS)

SSHO 547> FDEKRTE

SSHZ 9472 "eRETHITIH, ROEXE2FEITLET,

FIEDHE
1. configure
2. ssh client knownhost device : /filename
3. exit
4. ssh {ipv4-address | hostname} [ username user- id | cipher des | source-interface type
instance)

[l CiscoASR9000 &) —X 75U S =23V 4—ER L—8 YRTLEFa)TF4 20T ¥
L—2arv 4R Y)Y —R43x
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SSHU 5472 FDRE

FIE D
ARV KRFERETI VY B#
ATy 71 | configure Jua—s)Lary7 4 FXal—yarE®— e LET,
1 -
RP/0/RSPO/CPUO:router# configure
RATFw T2 ssh client knownhost device : ER) ZOEBEN 7 74 T > MUTTH—DORNEIX— (pubkey)
[filename ZERREL., fEFERTEH LI LET,
1 - GF) T 7 AN DZRIZ/NANMNETT, aray (1) LA
’ 7 P4 /:L (/) %Z‘%Tﬂ‘o
RP/0/RSPO/CPUO: router (config) # ssh
client knownhost
slot0:/server pubkey
ATwvTF3 exit Jua—s L arZ 4 ¥al—varyEF—REKTLT, V4%
EXEC E— FIZREL £,
1 -
RP/0/RSPO/CPUO: router (config) #
exit
ATFvT4 ssh {ipv4-address | hostname} | |3&{Z SSH ik 4 Xx— 7 MIZ LET,
username user- id | cipher des | B )
source-interface type instance] * SSHv2 'H‘%/\%%?T—g—é i VRF 732 ‘gqu :ﬂgi? 7 F

&1 -

RP/0/RSPO/CPUO: router# ssh
remotehost username userl234

JL R VRE THEAD VRF ThiBEWEHR A, VRE
ZEHEITSSHV2 —_"ORICEA SN E T,

*SSHZ 747 Mok, UE—F E7 ~0 SSHv2 A5
A%ﬂi# JE—h E7 TSSHvl — " LA — bk &n
TWRWEA., ZOETTY F— k —3~0 SSHv] HfEn
ﬂiﬁéﬂi?o

* cipher des 47" 2 1%, SSHvl 7 54 7 > b COHREH FHE
‘(:\ﬁ—o

*SSHv1 7 54 7> MiF. 3DESHEBLT L TY XA A S a
Pz R—rLEdT, 2047V a 0, b0 SSH 7
FGAT L MIKLTES., £77 740 FTHEATFRETT,

* hostname BIEEMER &L, A A NMTIPv6 & IPvA D DT R
LAND DA, IPv6 7 RLANMER SN E1,

(2B

| oL-28387-01-J

*SSHvl #fE L THY,
ARSI TWER A,

SSH ##i ME STV A AL, /L—F D RSA F— X7 M)
FRAMBIORRAALS VEREL TSI AR LET, KRIC

crypto key generate rsa 2~ > RZ{Hf L CRSA ¥— X7 24 L, SSH ¥ — %1 3x—

JUZLET,

Cisco ASR 9000 -
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X217 v inEE |
tXa7 LT LOEEDREH

*SSHv2 Z#fEA LTIV, SSHEHRMAESR SN TV DLHEATL, L—F D DSA F— <7 At
WCAERSNTOWEFA, FAMBIORAS VEREL TS Z E2MHRLET, KIZ,
crypto key generate rsa =~ > R&ff ] L CDSA — X7 &AL, SSH ¥V — %A 31—
MZLET,

*RSAF—F7IIDSAF— XTEHRETHHE. ROTT— Avv—URFRINDHT LN
HFEI,

o No hostname specified

hostname 72— N)L a7 4 X2 l—3T gy avy REEHLT, V—F DR R N EH
ETHVENHY 9,

o No domain specified

domain-name 7 27— )L a7 4 Fal— g av s REEHLT, —FDEAR R
AL VEBRETDIDLEIDY 7,

* R CT& D SSHEE AT, /—Z IR E ST D RARN R RIFR O KR HIR S v E 3,
% SSH #ftid vty U VY — A& H L £7,

*SSH Cid, W—HF TAAA K s TREESN D e —I N X2 T E03EX2V T4 7
7 ko, —HPRERECHH SN E T, AAAZRET %G, 22 Y —/V ETAAA &
T AEDIC T e— L a7 4 Fal—ary B— R TF—U—REHEHATLHZ LI
XV, Y= VBN AAA D FTEITEN TN L 2ERTILERDH Y 7,

GE)  SSHZ A7 > MIFEET7 v FODSCPEDOKREZ Y A —F LET,
ssh client dscp <value from 0 - 63>
RESNTWRWEGS, 7y hTRESNDT 74/ O DSCPEIX 16 T (7 747~
K &H— D)

TXa7 D IILDOEREDETEH

ZIZTHEH, ROBREFNZHOWTHIALET,

X7 O I)LDOFKRTE : Hl

WIZ, SSHV2 —NZRET D HEOHZRLET, ZOBHTIE, SR MEERL, KAAL
X EEFRL, DSAXF— XTEERTERILTL—XTOER—HABLONY E— MR LT
SSHY— & A X—T ML, SSHY—R"EZEFHL, a7 4 Falb—var 77 NVEFETT
HDary 7 4 FXal—ay avy RERELET,

SSH ORENTZETT H L., L—& TSFTPHEREXFEHTE £,

configure

[l CiscoASR9000 &) —X 75U S =23V 4—ER L—8 YRTLEFa)TF4 20T ¥
L—2arv 4R Y)Y —R43x
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hostname routerl

domain name cisco.com
exit

crypto key generate dsa
configure

ssh server

end

Z D DEEE R

CIZTE, BF AT ORI A BEEEEHC W T L1,

| oL-28387-01-J

zomwomEEas [

BEEE X=aTFIL B4 L
AAA =< K a~ 2 RESCOREM, =2~ | [Cisco ASR 9000 Series Aggregation Services

KE—FR, o~ N@EE, 774V RE, fE
HAEDHTA KTA4 2, BILUWI

Router System Security Command Referencel O
[ Authentication, Authorization, and Accounting
Commands on Cisco ASR 9000 3V — X jL— X

Software] E 2—/\,

AAA FIEVEE

[ Cisco ASR 9000 Series Aggregation Services
Router System Security Configuration Guidel @

[ Configuring AAA Services on Cisco ASR 9000
V=X )b—4% Software] £ 2—)b,

AN YP—ERBIOT SV r—r g aw
VR EEM e RS, 3w RE— R,
a~vy RERE, 774V Ne&E, M EoF A
KoA4 v, BLUW

[ Cisco ASR 9000 Series Aggregation Services
Router IP Addresses and Services Command

Reference) @ [ Host Services and Applications
Commands on Cisco ASR 9000 3V — X )L — &
| BV a—)b,

IPSec =~ K : o< REESTOFM, o~
KE—FK, v FERE., 774/ RE. i
HEDTA R 142, BLOW

[ Cisco ASR 9000 Series Aggregation Services
Router System Security Command Reference] @
[ IPSec Network Security Commands on
Cisco ASR 9000 >V — X /L —4# Sofiware] &
¥ a—/)b

SSHa~<> K : o< FECOFEM, =<2 K
E— R, avr FERE, 774V NRE, EH
EOTA KT A, BLOWY

[ Cisco ASR 9000 Series Aggregation Services
Router System Security Command Referencel O

[ Secure Shell Commands on Cisco ASR 9000 >
V=X )b—% Software] E¥ 2—)b,
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ZDHDOBEE R

X217 P IDEE

e

p3 24 ML

Draft-ietf-secsh-userauth-17.txt ['SSH Authentication Protocoll (2003 £ 7 H)
Draft-ietf-secsh-connect-17.txt ['SSH Connection Protocol] (2003 47 H)

Draft-ietf-secsh-architecture-14.txt

[SSH Protocol Architecturell (2003 £ 7 H)

Draft-ietf-secsh-transport-16.txt

['SSH Transport Layer Protocol] (2003 4E7 H)

MIB
MIB MB®D!) >y
— CiscolOSXR V7 N v =7 Zffl L T\ % MIB
ERFELTH U m— R95I2iE, kD URL
\Z& % Cisco MIB Locator Zff i L, [Cisco
AccessProducts] A == —n6H 7T v M 74— A
ZER L ¥ 9, http:/cisco.com/public/sw-center/
netmgmt/cmtk/mibs.shtml
RFC
RFC 24 ML
ZOBRRICE D AR — NI RFC £72 | —
IZMET RFC 1EH Y ¥ A, 722 OBEREIZ X
HEEF RFC O AR — MIEHIZH Y 8 A,
SRADTIZ AL HYR—F
% EA )y

VAaADT I =H )Y R— F Web¥ A b Tid,
I, 77 /av— Y Ua—Tar, HiW
e b, BEORY—n~DY 70, ¥
FAR=VIC R SEHERPRZE FTHETT,
Cisco.com [ZBFKF A DL —F L, ZD_X—
NOIFEMBRICT 7B ATEET,

http://www.cisco.com/techsupport

Il Cisco ASR 9000 DY—XTFINVF—=23 0 H—ERIN—F VRATFLEFXaYT AV T14¥2
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Secure Socket Layer D E %

ZDFEY 2—/LTiE, SSL DFEEFFEICOWVTHHALET,

Secure Socket Layer (SSL) 7'& b =2/l & Transport Layer Security (TLS) 1%, FHAFEGE, &M%
HIOE Lieny v adfifl, 774N —%2 HE LI B{bE23F 32528 T, 7747
Eh—NREDBEOEX 2T RBEERETIT S r—v a7 e harcd, SSL
BELOTLS IFREAE, AFF—, BLXOMWEX—ZMHLE7,

FEHEIZT AV ID — R TOWES, ZOREHEZ, 729472 MR LT —0 ID
ZREW] L ¥, VeriSign X° Thawte 72 £ DFEGE/R (CA) DREIEEFITLET, Kb EITIL,
AT LB D4 R, REEOFRITIR V7 4 7 4 D4R, =T 47 4 OAFF—, BLOGE
HEOHF IR E RTHA DAZ U TREERET,
NBIF—BLOMEX—1T, FROBEALB L OESLIER SN I SF—T79, Af¥—
IEFEFICHEBICIAE SN ETN, MEX—IIR/REND 2 &bV T A, A — L EX—
DFEF— AT FHEHE L CTEEL £9., ARFF— TR BbENT=T — X TRE F— TORE 1L
TEET

(E) ZOEVa— NV THEASUTOWDIAMF—A 77X 77 F % (PKD OFEHIC OV TIL,
[ Cisco ASR 9000 Series Aggregation Services Router System Security Command Referencel @ [ Public
Key Infrastructure Commands on Cisco ASR 9000 U — X )L—H& | £V a2— /L ESHRL T
VW, ZOEVa—AOoavy RICBET A= T MIonTE, avr R T77 LU A
VAL = ATy ARMAT D, AT AU TRELET,

Secure Socket Layer D R D #EEEFE

1)1)—2R EHERNE
JYy—=2372 ZOMRENEAINE LT,

* Secure Socket Layer D EHEIZEHT HHIHFRSM:, 158 X—

CiscoASR9000 > ) —X 75 )5 =23V H—ERIL—F PRATFLEFa T4 a0 T4 Fal—

vav A4 K1) —R43x
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Secure Socket Layer D=3 |
B Secure Socket Layer D% ICEIT BATIREH

* Secure Socket Layer D ZEHE 2OV T, 158 ~—
* Secure Socket Layer D SEHEHE, 159 ~_X—
* Secure Socket Layer D FEHEDFRER], 162 ~<—

* ZOMOBEEE, 163 ~N—Y

Secure Socket Layer M IZEH T S HIIREH

WIZ, SSL #E4E+ A 7- 0 ORHESEEZ R~ LE T,

CWHE)R A A7 D B X A TA—TICHEMN T b T2 —F Z—FIZ/R LTV D
VENDY ET, Z0avrs F Y7y Ly A0E, £a~ 2y NCRERZ A7 IDREENL
T, 2=V 7N —TOEVYTHFRTa~vy REFHTERNEZZLNL5E,. AAA
BHAFICHERE LTI EEN,

kX2 VT4 VTN 2T OV A AN L=V gz _n—7 (PIE) A A
NNV LTT 7T 4 7T HRERNHY £,

F 7 aDPIEA VA R —/LOFEMIZOWTIX, [ Cisco ASR 9000 Series Aggregation Services
Router Getting Started Guidel] % ZMH L T 72E0,

* SSL O FH % BH4s HBETIC. Rivest, Shamir, and Adelman (RSA) F /2137 VX LVEL T LI
U XL (DSA) F— XT&EAKL, CAIZERFKL T, V—4 F—0 CAGEAELZRET 4
ERHY FT,

* SSLH—/N1d, 128, 192, BEL U256 £y kD F— W1 X % % Advanced Encryption Standard
(AES) Z#H¥AR—FLTWET,

INODE AT ZFATT HIOICRE R~ ROFEMIZOWTIL,  [Cisco ASR 9000 Series
Aggregation Services Router System Security Command Referencel] @ [Public Key Infrastructure
Commands on Cisco ASR 9000 >V — X /L—4% | £ 2 —/LDerypto key generate rsa, crypto
key generate dsa, crypto ca enroll, crypto ca authenticate =~ > RZZMH L T 7E X0,

Secure Socket Layer MEZEIZDILVT

SSL # B4 5213, ROWMEZEHET ILERH Y £7°,

'L\I:IIE%O) E El]

AR (CA) 1T, GEMAEERZEE L, BRI 2 IPSec v b U —2 T34 Z~OFEHE A FEIT
LET, Zhonh—v %, BT A ADF—EF#HE —ulb L TUTWET,

CAlZ, IPSec * b —7 THRA ZAOEBREMBLLET, CAIL, NM—F72 L, EED IPSec
T A AEgiery hU—7 THEHATEET,

Il CiscoASR9000 & —X FHUSF—a v H—ERN—8 YRTFLEF2UT4 AV T4 ¥
L—oay 4 R U U—243x
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I Secure Socket Layer D =%
Secure Socket Layer (D323 i% [ |

Public Key Cryptography (2 X V) f XF—T /NI ENT=T VX IVELIL, T34 X%i(ﬁ@kl%ﬁi%
TYUHNGRAELE T, RSA K5 b A7 L7 £ O Public Key Cryptography T, &= —Hi%
A — L MEF—DOM G2 EHF— T Z2MEHLET, ZnbDF—i%, fidL L ThEE
FTHFbENT-bDIE, ©H—FTEFTEET, 2F0, ¥ I=FxiL, 7—#Bna—%
DOWEF—CHE LI D &L ZITBR SN ET, ZEMNL, EHEROAHF—Z2HEHLTA Y
T —VEERTHIET, V=T ERIELE T, A vb—UF, EHEROARY— & H
LTEFTE LD, EX—DOFAE, DEVEREENA v E—VZ2ERT L2 LI F
T, ZOTrERE, ZEEPEEEOAMIF—DOaAL—%FS>TWT, TANKRYITEEFEED
LOTHY, BEFEEROIMAD LD TIERNT L2 EWHEMEZ > THo> TW\D Z L &5
ELTWVET,

TUXNVGEAERY 7 BRI LET, T UXGEAEIIE, 4Rl U TUEE, ¥ HE
FXIPT KL AR, 22—V EEFT A AERETHEREGATHET, Fo, =0T«
T4 DOAAF—Da = FATHET, GEHERRIL, ZEELFICEH L, 7 X Vil
BEERT D) 2 CHERIEETELZY—RF X—T 4 Thb, CAICEIVELINET,
CADY T =F ¥ ZWAET HI21E, ZIEEIL. CAOAHF—ZiM L W ALERH Y £9, &
W, ZOTakvR L, TURETNYRT, EEA VA M= A TR D EEIC L D S
F9, iz BEOWeb 7T UV TIL, T 74 NT, BEOCADABREF—NERESINT
WEJ, IPSec DHEARTI LV R—FR L FTHDHA X —F v b F—%H (IKE) X, TIH¥LV 7
=F ¥ E2HHALT, X2V T4 TV —ar (SA) ZRETIARNCET TN A% A r—
?7/]/ \—nunftycgszj—

FUORN T =F e B WE. 2—PE, IPSec ZEHT 5T 34 ADKAT B TABF—F
7ixe—7 by FEFEI TR LT, BELZRETLIVNEND Y £T, EHENRVEESE. v

F—=Z1ZH LWT A 2R EMEND =N, BRISEFEEITOMOT X TOT/NA A TRE
EERTLIMNERDY 7, TUXNGMHERHDILGE., 57 31 AT, CAICHEFKINET,

2EDT A ANBETDHHE. IEHEEZRZHBRL, T— X E2T VX NVEL LT, BEWERIEL
FT, LTS ARRy NT—ZIZBMEND L, 2—HX, TOT /A A% CAITHEKL
F, MOTF AL ZATIIEEOMLENLIH Y T e FTLWT /S 2 [PSec #2347 5 5 &
REREN BENICAH S, T, AEREECE £,

Secure Socket Layer D=3 5%

HITP — A7 Y27 F V7 X s 7Ju—#4 (ORB) —_R Y F£BEOT SV r— a9
TSSLZ#fEHTEL L OICHET HITIE, WOHETHHIN TWAIEELEITLET,

=JL ==

Secure Socket Layer D&% 7E

Z ZTiE, SSL OEEFIEIZHOWTHA L ET,

CiscoASR9000 > ) —X 75 )5 =23V H—ERIL—F PRATFLEFa T4 a0 T4 Fal—

vav A4 K1) —R43x
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. Secure Socket Layer D% 5E

FIEDHEE

F IR D 48

configure

crypto ca trustpoint ca-name
enrollment url CA-URL

U A o o

* end

e commit

Secure Socket Layer D =% I

crypto key generate rsa [usage-keys | general-keys] [keypair-label]

domain ipv4 hos t /ost-name v4address [v4address2...v4address8] [unicast | multicast]

wKOWTNIO <y ReEFERLET,

1. RP/0/RSP0O/CPUO:routercrypto ca authenticate ca-name

8. crypto ca enroll ca-name

9. show crypto ca certificates

ATV RKFEEET7TII Y

Sl

ATy T

crypto key generate rsa [usage-keys | general-keys]
[keypair-label]

&1

RP/0/RSPO/CPUO:router# crypto key generate
rsa general-keys

The name for the keys will be: the default
% You already have keys defined for
the default

Do you really want to replace them? [yes/no]:

RSA $— X7 &4 LE9,

*RSAF— 73 A ¥ —xRy F F—4Hh (IKE) %—
BHA =Y OBAB IO S LIEH S NET,
Fio, = F OREHELZ TG T HBRICKETT,

* usage-keys ¥ — U — & LT, FFERMDOF—%

fBE LE7, general-keys ¥ — 7V — RZEH LT, i
A RSA F—%Z4EELET,

* keypair-label 513%1%. RSA F— X7 #f5E T 5 RSA
F— X7 TYL T,

* DSA F— X7 24T 511X, EXECE— K Terypto
key generatedsa =~ > R&ZfEH L £,

ATvT2

configure

151 -

RP/0/RSPO/CPUO: router# configure

Jsa—)ar 7 4Xalb—varyE— NeBELET,

ATvT3

domain ipv4 hos t host-name v4address]
[v4address?2...v4address8] [unicast | multicast]

151 -

RP/0/RSP0O/CPUO:router (config) # domain ipv4
host ultra5 192.168.7.18

RARNGET RVADAET 4T <~ 7% IPvd %
FERHLTHRAN Fv v a2 lTERLET,

Il Cisco ASR 9000 DY—XTFINVF—=23 0 H—ERIN—F VRATFLEFXaYT AV T14¥2
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I Secure Socket Layer D%

Secure Socket Layer D% 5E

AT RFEREERTOVa Y

S

ATv74

crypto ca trustpoint ca-name

151 -

RP/0/RSPO/CPUO:router (config) # crypto ca
trustpoint myca

/V*_f7b‘t:77 T1/7f§§1il§%Lf;uiﬁﬁgi%BEEQu7f§?Ewi )

W, BIRLAAICTEETELIRA L PERELET,
CrIRAMRA VN T 4 K2l =gy F— %
BtE L £,

ATvTH

enrollment url CA-URL

&1

RP/0/RSP0O/CPUO: router (config-trustp) #
enrollment url
http://ca.domain.com/certsrv/mscep/mscep.dll

CADURL #HEELET,

* URL (Z1%, FEHEHE cgi-bin 227 U 7 hOBFTNEG £
TWDLRERH D 7,

ATvT6

wKOWTNIO <y ReEFERALET,
* end

e commit

Bl :

RP/0/RSPO/CPUO:router (config) # end

ER s

RP/0/RSPO/CPUO:router (config) # commit

BREEFEERTFLET,
cenda~ 2 REFETTILE, 2EEAZaI Y T5H XD
WCER SN ET,

Uncommitted changes found, commit them

before exiting(yes/no/cancel)? [cancel]:

cyes EANTDHE, FEfTar7 4 ¥alb—a»
T ANWVICERRREFESN, 207 4 F 2 b—
vartvyvalryNKT LT, V—%N EXEC
E—RITRED £,

ol ASITHE, a7 4 FXal—Tarty
Ta BN TLTC, L—Z N EXEC E— RIZE
NET, BEIZaIy hENFEHA,

ccancel EANITH L, BITEOa 7 4 ¥ 2L —

varieyrvarnELET, =T ¥
L—vartylal ik red, RELED
a3y FENERA,

CRELEEEFTaLy T4 X2l — gy T AT
BFEL, ary74X2lb— gy By a il
T A2, commit =~ F&2fEH L7,

ATvT1

RP/0/RSPO/CPUO:routercrypto ca authenticate
ca-name

151

RP/0/RSP0/CPUO:router# crypto ca authenticate
myca

ZDawr Nit, CA DARF—%2ET CAFEHELIS

TAHIET, W—FIZX LT CAEZFIEL £,
CHERROBEmMNAR RTINS, Tyl ZAN) L CRENE
%fﬁkﬁml/ﬁkvib

| oL-28387-01-J

Cisco ASR 9000 -

=X TF7H5)V5F=2avH—ERIL—F VRTFL X2 YTV T4 F2L—

arvA4r U Y—243x I}



Secure Socket Layer D=3 |
. Secure Socket Layer (D E =M% E 51

ARV RFEEETIa Y =E]:g]
X 78 |crypto ca enroll ca-name $_RTO RSA ¥ — XTOIFHELER L F4,

Bl - * DAy RTI, V—FIFTFET % RSA F— <7

' E R DREAE 2 ER T 572, FEBINORSA F—
RP/0/RSPO/CPUO: router# crypto ca enroll myca R NP DHPEICEH. —Oa~wy Rl ELHEFT
HLEIIH Y FH A,

Zoavwy RTH, RECRGFESIN W TF Y LY
INAY— REERT 20 ERH Y £7, GEHEL K
ST LMEPNE TG, ZO/RAY — RREERS
NHOT, ZONRAT—RERZTBLERHY F
7T

REEIT T CITRITTEE T, F003, B8 oA
FERICIE L, A L7 U MR ETHET, —FN
REHEERZEBOEELET, ¥A4 L7 U MBRAE
L=8f, VAT LDEHFICERARAEL T, =
Davr REFBANLET,

* show crypto ca certificates =~ > R&fli ] L C, FEMH
ERFTFAISNTNDZ LR LET,

ATy 79 |show crypto ca certificates AEE & CA REEICB T 2 MEe R LET,

51 -

RP/0/RSPO/CPUO:router# show crypto ca
certificates

Secure Socket Layer (D=3 M % E 5

Z T, ROBREFNZHOWTHIALES,

Secure Socket Layer D% 7E : 5

WIZ, W—=Z DRSAF—DAM, FT A FRA L FORE, CAYV—SOFRGE, F—IZx3 5 CA
O DOFEAEOEAT, B X UREHEICET 2IFMOFROBI 2R L £7,

crypto key generate rsa general-keys commit configure domain ipv4 host

xyz-ultra5 10.0.0.5 crypto ca trustpoint myca enrollment url http://xyz-ultrab
end

crypto ca authenticate myca crypto ca enroll myca show crypto ca certificates

Il Cisco ASR 9000 DY—XTFINVF—=23 0 H—ERIN—F VRATFLEFXaYT AV T14¥2
L—>av 4 FY1)—X43x
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I Secure Socket Layer D =%

Z D DEEE R

zomwomEEas [

Z ZClX. SSL OEEICEET A BEERHIOW T L 7,

HEIEE

X=—aT7ILBZA L

PKI o~ K : a<wy FEXOFEM, o~ N
E— R, a~vr FEE, 774V MRE, A
EOTA KT A, BLOW

[ Cisco ASR 9000 Series Aggregation Services
Router System Security Command Referencell @
[ Public Key Infrastructure Commands on
Cisco ASR 9000 'V — X )—& | TV =2—)b

SSLa~<wy R :a<vwy NEXOFEM, 2~ 8
T— R, a<r NERE, 774/ EE,
EOTA KT A, BLOWI

[ Cisco ASR 9000 Series Aggregation Services
Router System Security Command Referencell

[ Secure Socket Layer Protocol Commands on
Cisco ASR 9000 v U —X JL—H | EV a2 —/)b

pibi

ZAE 24 kL
ZOBEETY R — P ENDIFHOIEAEE 72138 | —
TFINEHETIH D FEA, £, BEFEOEY

D R— MIEFEINLTWERA,

MIB

MIB MB®'Y >

CiscolOSXR V7 N v =7 Zff [l L T\ % MIB
ERFELTH v m— F95I12iE, kD URL
\Zd % Cisco MIB Locator Zf#if L, [Cisco
AccessProducts] A == —16H 7T v N 74— A
Zi3 L E 9, http:/cisco.com/public/sw-center/
netmgmt/cmtk/mibs.shtml

CiscoASR9000 > ) —X 75 )5 =23V H—ERIL—F PRATFLEFa T4 a0 T4 Fal—
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ZDHDOBEE R

RFC

Secure Socket Layer D =%

RFC

24 kL

RFC 2246

[The TLS Protocol, Version 1] . T. Dierks, C.
Allen. 1999 # 1 A,

SRADTY ZHI YR—F

B

)y

VAaADT 7 =Jv PR — N Web Ak TIE,
Ih, 77 /ay—, VY a— g3,
Rev b, BIOY—A~DY 2R ED, K
T A= VN R SETE R SR ATRE T,
Cisco.com [ZBERF A D2 — WL, ZDOX—
MOFEIERICT 7 B A TE £,

http://www.cisco.com/techsupport

[l CiscoASR9000 &) —X 75U S =23V 4—ER L—8 YRTLEFa)TF4 20T ¥

L—>av 4 FY1)—X43x
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LANY2t¥Xal) T 1 HeE

TDFEVa—UE, LAY 2V —ERADEX 2 U T OB OWTHALES, T
DLAYXY2EXa2 VT HEEIZ. VPLS 7 U v Y RAAL L LULTRETHLELRH Y 97,

* LAVY2VPLS 7V v RAAL L DEF = U T ¢ KfE, 165 ~—
LANY2VPLS T v FALVDEF ) T 1 HEE

TORIZ, LAF2VPLS 7Y oY RAL DX a2 U T iR . FHREOFARE~Y=2
TINDGH R LET,

"5 LAV2VPNDEF ) T 1 R

HRE SHRE

| o0L-28387-01-J

VPLS 7V v RAAL LU TOHOMACT KL A
R—=ZAD T T 47 TayFr I, 7404
Uo7, BELORIREE

['Cisco ASR 9000 Series Aggregation Services
Router MPLS Configuration Guide] T,

lMmplementing Virtual Private LAN Services on
Cisco ASR 9000 Series Routers| €3 2 —/LD

[Configuring the MAC Address-related
Parameters] ZZM L T 7230,

VPLSDZ7 Vv KAL Y TD LT T 4 w7 A
I — il

[ Cisco ASR 9000 Series Aggregation Services
Router System Security Configuration Guide] (T
D~<==a7)) T, [Cisco ASR9000 Y —X
N—ZDVPLS 7V v P TDLTT 47 A

PR T2 — V2SR TE
SN

CiscoASR9000 > ) —X 75 )5 =23V H—ERIL—F PRATFLEFa T4 a0 T4 Fal—
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B L v2WS TU YD FAA DX T 1 ke

LAv2t¥xaysoisae |

VPLS 7'V v RAAL L TCODHCP AX—E v
pr

[ Cisco ASR 9000 Series Aggregation Services
Router IP Addresses and Services Configuration

Guide] . TImplementing DHCP on

Cisco ASR 9000 Series Routers| £ = —/L &%
LT EEY, 22Tl L1 v2ToO
DHCP U L'—#—E X & DHCP A X—E 7D
W ZH L TWET,

VPLS 7 U w3 RAAL L TOHOIGMP AX—t
e

[ Cisco ASR 9000 Series Aggregation Services
Router Multicast Configuration Guide] T,

[Tmplementing Layer 2 Multicast with IGMP
Snooping] TV 2 —/LEBBL T &,
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11.

VPLS D )y O TD T 74 w9 X F—Ll
4 == =

{EH D EE

N7 7427 A F—AHIEITIE, BEIRNT 740 v 718570 v VOHERZIETSHZ & T,
N=F ¥ )V 7T A= KLANH—E 2 (VPLS) 7V v PICBFH LA F2R— ¥ VT 4
ML LET, ZOFV2—ATIE, FF77 4 v 7 A M—LHHIOFEETGTIEOWTHE L E

‘j—o

b5 7499 R b—LHIEOEEEERE

)1)—2=R EERNE

Yy —=2372 VPLS 7' U »v JIZRBIT 2 ERERE (AC) &7 7 & REEL
Fl#R PW) DT 7 47 A b—AHIEMNEMSNE L
7=,

N7 747 AL —AHEOFEEICET D AR, 167 N—Y
N7 47 A=A O TR T D HKIFE, 168 ~—
57 4 w7 A R—LHIEIOEREZONT, 168 ~N—
N7 7 4y 7 A M= AHIEIORRESE, 170 X—¥
774y A= LHEEORER, 176 ~—

* TOMOBEERE, 178 ~—

S T4 v P R bF—LHEOEREIZEHT EMHREH

N7 47 A b—ALHlillZ2EEST BRI, ROBHESFMEEZRIZTLERND Y 7,

*MPLS LAY 2VPND VPLS 7 U v ¥ RAAL IZH-T, Ry P =7 BRESNLTNDHL
LY SN S B

CiscoASR9000 > ) —X 75 )5 =23V H—ERIL—F PRATFLEFa T4 a0 T4 Fal—

Tav A4 K Yy—R43x
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)IH}
i

VPLS Ty TD ST 4 v 9 R =Ll
B 57199 R —LHB0OELEICBET 2HHEE

)X A7 ID G A TA—FICHEf T TS —YF ZA—TICE LTS
VENRHYET, Z0avr R 77 L AL, Fa~vy NICRERZ A7 IDBNEGENR
FI, 2=V IN—TOEV LB CRFEETa~vy REFEHTERNEEZLNIHA. AAA
EEREICHRE LT,

>4 v 9 X b— Aﬂ@@% =9 HHIFIEIE

CiscolOSXR V7 F U =7 VU U —Z370FCLIZIX. IROFIBEENEH I NET,

*hF T 4w A b—=AHlENL. TV vY ALV ETHEHBEZEFYAR—-ESNEHA, IO
RBIX, 7V oY RAAL U B TE—FREHEHLT, 7V v FAA D Ethernet Flow Point
(EFP) TEETHMLENHY ¥, HR—FINDHHTE—FiE, ACOREEL PW DT
IR END T E— RTT,

* NI T 4w A —LEINT. ERENTZEFP (S0 RL) TIEEHR—FENREH A,
* NI T 4w A R—AHlEN, BLERR (VFIPW) OEEIZIZVR— S EHA,

*N—h XA vF Futkvyt RSP) DT =— LA —_"—DE%E. NF7 4 v 7 A F—LAi
Mo FRray 7 B ZIXEMETRWARRERNH Y £+, Tz—d—R"—FDh v 2
HOEIIT, CiscolOSXR Y 7 "I =T I ZDOTRENLZENETT,

Ny ERBEESND EEIL, TI—ATERSER AL

S J49v9 A M—LFHIFEIOEREIZDINT

N7 4 w7 A M—AililEFET BT, ROWRIZOWTHME L TEBLERH Y £7,

kS TJ49v9 X F—LFHIEHIZDWLT

NF77 497 Ah—AF, Ty "B VPLS 7V vV TI T v T 4 7T HEHRICRETDHHD
T, BRI N T T v 7 BERL, Ry NT—T ORT 3 —~ L AERETFIEES, VT 74y
7 A M—LHIETIE, N7y MEIREESINTZ LEVELVIZELZEEIL, VT 740 v 0%
P+ 22 £ TVPLS 7V v VOMERTABGIE LE T, VPLS 7V v VR FOKR— FTlix, &F
SERFATORNT 7 4 v 7 LTHEO LEVEL LV ERETEET,

N7 74w 7 AR—LHIITIE, R—FEOERFNT 7 4 v7 LAARERSHL, 1T BOA
Z—=NNVDI)BHIZANTy MERRE LT LEVELSVZEIET D E, NI 747 B ke
ENFET, ZO1IHOAL U Z— UL, N—RU=TICHESIND O, BERTEETA, 1
DA BZ =V OMICEERZFF T 537 Mix, A— Kl 877 4 v 7 ZA TRHNIEEF]
BT,

LEWEZ, 1 BHEY0ry MO L — 2L THRESNET, BEINZRNT 7 4w
T BATDONRT s MERR—FDOLEVMEL~UIEET D E, TOR—MI1IHOA 72—
NOFEVIEBNRLRDBET, EONT T 4w T XA TOH TR ry vedT_XT Ry LE

Il Cisco ASR 9000 DY—XTFINVF—=23 0 H—ERIN—F VRATFLEFXaYT AV T14¥2
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| VWS TuvSTnr574 99 R b—LHIEOEE
574 vs 2 b—stinForor

T HLWIBOA 2= Uifllisng &, TORESNIZLATD T T 4 v Z1FAR— b
ZBETEHE 21220 7,

N7 497 2 F—LEHHNZINL—F DR T p—< RIFE AT ERBEE 2 T30, A— FNEHE
WDy ME, ZOBEENA X—TNITRo>TWENE I DTS By v FanE T,
Hilzlsho b, Fey 7SNz ry haE=435 R ka7 Av L 20HRTEAELET,

Ny PREEISND LEIT, T I AERSNES A,

S 2J4v 9 R M—LFHIEHOT 74U K
* NI T 4w A —LHIEEEEIX. TNV RN TTF =T IR s TWET, TR,
ENT T4 BATOER— N ETHRMIZA F—T VT EIRERH Y 7,

NI T4 w7 AN—AHOE=ZY U THREIEI AN Ry = TIZEEINTWA T, RE
TXxFHA, CiscoASR9000 VY —R N—F TOEF=FY > 7HEIL 1 T3,

i

S DJ499 A M—LFHETHR—bENB ST T49T 24T

% VPLS 7' U v ¥ R— b Tk, ARIBOA F—LHIHLEVME (PR —bSND T 747
AATZTEIZ1DTD) FRETEET, NT 7497 XA TOLEVEERELZRWGE, b
T4 v AR—AHIENE, TDONT T4 v I XA TDEDOR—NEZEIA 2 F—T = A ATA
F—T TR0 TR A,

YR—=FEINTWDE T T 4T FATFIIRDOELY TT,

*7u—RK*Fy A~ NF 74 v : FFFEFFFEFFFF O 3% > D555 MAC 7 R L A ZEo R
7 b,

CVAFEYAR KT T4y T FEP A DT RLAICHE LA, AT F v A b
By kA3 1 ézﬁﬁéﬂf:/\ob“‘/ ]\O)ﬁ% MAC 7 ]\‘\I/X;gf%/)/\/ﬁ‘/ ]\O <L FF¥ ¥ AR
By MI, MACT RLADE /34 hOE Y R80T,

CRHDA=F XY AN FTT 4y T Ty PO EMACT FUARELEFEFH S THRN
NIy R

N7 4w A b—AKHNE, 7V vy e barsT—% 2=y (BPDU) /37 v MIIE#EA
ShE¥A, TRXTOBPDU XYy ME, bT 74 v 7 A M—AHERRESHL T ARNED L
LTS nET,

57499 R —LFHIETYHR—FEINEHEKR—

CiscolOSXR Y7 h 7 =7 Y U—AZ370FCI TiZ, VPLS 7V v ¥ RAA  TRD A R—F
FNDOLT7 47 A M=LHIEEZRETE ET,

*VPLS 7 U v ¥ RAA - AC

CiscoASR9000 > ) —X 75 )5 =23V H—ERIL—F PRATFLEFa T4 a0 T4 Fal—

vav A4 K1) —R43x
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WIS T ySTD RS T4 99 R b—LEIEOEE |
B S v xb—LtioLEME

*VPLS 7V v RAAL L DT 7+ APW

kS TJ4wH9 X M—LEIfHDOLEVME

NT7 74w 7 AF—AFILEVEIR, 1By P EOL— P TRESNET, L&
VMEE, 1 BRI CAR— b ET7y FEETZERARER, FHESNTE N T 74 v T A TD
Ny METT, I 7 4w A=A L EWEOAZNMEIL 1 ~ 160000 DFEEH T, AR
fECIL, 10Gbps U v 7 T1HHIZ 0 ITHIIEDOK 19 % Oi@iEziFaf LET (X7 v b 4 X%
1500 /N1 h Z248E)

S T4 00 ALK EFOYT hOUE

N7 47 AP—LfillE, Fey T LTy FOBER—-FBLO NI 74 v 7 2472
AT PLEY, FryZavr2i3, WRIZZ V7 LR0IRY , BEshET, Fry
7T H v NEZRT AHIZ1X, showRvpn bridge-domain detail =~ > N335 J U show 12vpn forwarding
detail =~ > FZEHLET, Fry 7o 2% 7 )79 5IZ1E, clear2vpn forwarding counters
awy Rz L £,

FS5 T4 90 X M—LFIHOEESRE

TR FT T4 v 7 A=A EZRET D HIECOWTHALE T,

TV ODACTD ST 499 R M—LAIHOA R—T L

VPLS 7V v VB FOAC TR T 7 4 v 7 A b—AflHEZA X —T VT DITIE, ROEEEFE
TLET, WOEETIE. A— VXY h AL E—T 24 ALFLOVLANTHHACT NI T 4 v
A b= Al &2 A F—T T D FECHOWTHA LT,

)

GE) No77 40 AN—LHIllET 4 =T WIT DT, WEEEA RX—T LT E— R
WCFEHA—RLTC, Z0Oa<wr RO no EREFHEHLET,

Il CiscoASR9000 & —X FHUSF—a v H—ERN—8 YRTFLEF2UT4 AV T4 ¥
L—oay 4 R U U—243x
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| VWS TuvSTnr574 99 R b—LHIEOEE

TUYSHACTD ST 494 R b—nftnsx—Tuie ||

FIEDOE
1. configure
2. 12vpn
3. bridge group bridge-group-name
4. bridge-domain bridge-domain-name
5. interface interface-name
6. storm-control {broadcast | multicast | unknown-unicast} pps packet-threshold
1. kOWFhrDa<wy FEFERLET,
* end
e commit
8. show 12vpn bridge-domain bd-name bridge-name detail
FlED M
aAv U RFERET7TIVaY
17_"7701 configure Ja— a7 4 FXFal—arET— RERBELET,
11
RP/0/RSP0O/CPUO:router# configure
AFwvF2 |LR2vpn [2VPN a7 4 X2l — gy T—FEBLET,
i)
RP/0/0/CPUO:router (config) # 12vpn
RP/0/0/CPUO:router (config-12vpn) #
ATv73 bridge group bridge-group-name I2VPN 7Y o F—F a7 X2l — gy F—
NaBta L ET,
1 -
RP/0/0/CPUO:router (config-12vpn) # bridge
group Csco
RP/0/0/CPUO:router (config-12vpn-bg) #
ATFvT4 bridge-domain bridge-domain-name [I2VPN 7Y vy RAL v a7 4FXal— g F—

1 -

RP/0/0/CPU0:router (config-12vpn-bg) #
bridge-domain abc
RP/0/0/CPUO:router (config-12vpn-bg-bd) #

RZPiha L £9,

| oL-28387-01-J
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B Uy oATcnrST495 R b—LHH#EOA R—T L

VPLS D woTD RS T4 99 X b—LE#HOESE

ARV RFERRETIVa Y

E:g)

RATFwSH interface interface-name

1 -

RP/0/0/CPUO:router (config-12vpn-bg-bd) #
interface GigabitEthernet0/1/0/0.100
RP/0/0/CPUO:router (config-12vpn-bg-bd-ac) #

TV oY RAALVETOACEIBELET, ZOHA.
ACIIA—YV Xy h A Z—T A A LD VLAN T,

XTvT6 storm-control {broadcast | multicast |
unknown-unicast} pps packet-threshold

1 -

RP/0/0/CPUO: router (config-12vpn-bg-bd-ac) #
storm-control broadcast pps 4500
RP/0/0/CPUO:router (config-12vpn-bg-bd-ac) #
storm-control multicast pps 500
RP/0/0/CPUO: router (config-12vpn-bg-bd-ac) #

MEENEZ T 747 XA TR LT, 2O Z—
T2AATKT 747 AM—AHilillE A F2—T ML
¥4, ZOavwrREENT T 4 v XA TITH LT
DiRLET,

packet-threshold 1%, 1 ¥ @720 O/ MO L— T,
fEIX 1~ 160000 DEELETT, 1BOA Z—/SLDORIT,
BESNE NI 749 T ZATDA L F—T A ATl
AT 53y MEEEELET,

ATFv T |(kOWTROa~<r REHERLET,
e end

* commit

1 -

RP/0/RSPO/CPUO:router (config) # end

ER/l e

RP/0/RSPO/CPUO: router (config) # commit

RELRZRIFLET,

cend 2~ REFETTHE, BHEEZaI v b TDH L
HTHEREINFET,

Uncommitted changes found, commit them
before exiting(yes/no/cancel)? [cancel]:

cyes EANTHE, Elfraryv4Fal—vav
T ANVICERPMRAESIL, 20T 4 Fal—
varkyvalryBET LT, L—F P EXEC
E—RFIZREV ET,

nol ANTAHE, a7 4 Xal—rarky
arNKETLT, V=N EXEC E— FIZKE
DET, ZEITaI v FERERE A

ccancel L ASJTHE, BIFEOZ 7 4 ¥ 2L —
Varktyia Bl ET, a7 ¥
L—vartyva 3R TES, BIELAED
a3y bEINERA,

CREEWEETaL T4 K2l —ary T AT
RAFL, a7 4 X¥al—var kyva ik
T 5121, commit 2~ RAEHALET,

ATv T8 show 12vpn bridge-domain bd-name
bridge-name detail

A b= SRR E 2 2R LE T,

[l CiscoASR9000 &) —X 75U S =23V 4—ER L—8 YRTLEFa)TF4 20T ¥

L—2arv 4R Y)Y —R43x
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| VWS TuvSTnr574 99 R b—LHIEOEE
TUYSOPWTD STy R b—sdlEnsx—T Lt [}

ARV RFERRTI A Y B &

1

RP/0/0/CPUO:router# show 1l2vpn
bridge-domain bd-name abc detail

TV COPWTD LS T4 99 R E—LFEDA *—T )L
VPLS 7'V v ¥ FCERUEIEIRD F T 7 4 v 7 2 b—2AMlHEZ A F—T T DI21E, ROEE%E
FITLET,
A

GE) N7 7 47 AM—ALHlHET 4 =T WITDITIE, BWEEELA RX—T LY TE—F
WCFEXF—F LT, Z0a<y RO ne B aHHLET,

FIEDHE
1. configure
2. 12vpn
3. bridge group bridge-group-name
4. bridge-domain bridge-domain-name
5. neighbor address pw-id id
6. storm-control {broadcast | multicast | unknown-unicast} pps packet-threshold
1. kOWFhhDa<y REERLET,
* end
* commit
8. show 12vpn bridge-domain bd-name bridge-name detail
F D 48
AU RFEEETI 3y B#Y
ATy 71 | configure ru—s L ar 74 Falb—varyE - FeBLET,
i -
RP/0/RSP0O/CPUQO:router# configure

CiscoASR9000 > ) —X 75 )5 =23V H—ERIL—F PRATFLEFa T4 a0 T4 Fal—

vav A4 K1) —R43x
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B Uy oPWTO RS T4 95 R F—LEEOA R—T L

WIS Ty STD RS T4 v R b—LilEOEE |

ARV RFERRTI Y

Br

RTvF2 |R2vpn [2VPN 27 4 Fal— gy T— RaefthLET,
11 :
RP/0/0/CPUO:router (config)# 1l2vpn
RP/0/0/CPUO:router (config-12vpn) #
X w73 |bridge group bridge-group-name I2VPN 7Y v I —F a7 4 Xal— g F—
N&RmG L ET,
{5 :
RP/0/0/CPUO:router (config-12vpn) # bridge
group csco
RP/0/0/CPUO:router (config-12vpn-bg) #
X w74 |bridge-domain bridge-domain-name [2VPN 7Y vy KA a7 4 F¥al— g F—
Na&Bs L ET,
11 :
RP/0/0/CPUO:router (config-12vpn-bg) #
bridge-domain abc
RP/0/0/CPUO:router (config-12vpn-bg-bd) #
AT w75 |neighbor address pw-id id TV oY RAAL VR TOT 72 AGRLEREZIEELET,
- =3 A b — Al 2 #5326 PW (VFLEC T O PW) (T3
' HT5Z LiETEERA,
RP/0/0/CPUO:router (config-12vpn-bg-bd) #
neighbor 1.1.1.1 pw-id 100
RP/0/0/CPUO: router (config-12vpn-bg-bd-pw) #
AT w76 |storm-control {broadcast | multicast | BESNIZNT 74 v 7 ZATIZXH LT, ZORLERRT
unknown-unicast} pps packet-threshold NS T 4w A =N EA F—T M LET, O
av U REBENT T4 v 7 AT L THEDIRLET,
B : . ”
packet-threshold 1%, 1 &H7=0 O/ v gD L — KT,
RP/0/0/CPUO: router (config-12vpn-bg-bd-pw) # f[ﬁbi 1 ~ 160000 @%%{-’Cj—o 17D A 2 —LDRIC,
storm-control broadcast pps 4500 e _ R NN
RP/0/0/CPUO:router (config-12vpn-bg-bd-pw) # WHESNTZ N T T4 ZATDA L H—T = A A Ti@R
storm-control multicast pps 500 = N ¥ o
RP/0/0/CPUO: router (config-12vpn-bg-bd-pw) # ERFAIT D87y b ;&%?Eﬂé Liﬁ‘o
ATv7T1 (koW TFhroa<wr REFHALET, REEHEZRAFLET,
* end end 2~ R&FATTHE, BEEAaI v b TDH L9
* commit WZERENET,
Uncommitted changes found, commit them
1 - before exiting(yes/no/cancel)? [cancel]:

RP/0/RSPO/CPUO:router (config) # end

E S

RP/0/RSP0O/CPUO: router (config) # commit

cyes EANNTHE, Effar 74 ¥l —vay
T AVICEFEMEESN, 207 4 Fa2b—
arkyraryngT LT, L—F ) EXEC
E—RIZREY £7,

[l CiscoASR9000 &) —X 75U S =23V 4—ER L—8 YRTLEFa)TF4 20T ¥
L—2arv 4R Y)Y —R43x
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| VWS TuvSTnr574 99 R b—LHIEOEE

FSTsvs 2 b—ntl@mroy T aoransu7 IR

ARV RFERRTI Y

Br

no b ASTBRL, a7 4 Fal—Tarty
TaryNE T LT, b—ZMNEXEC E— RIZE
NE9d, BHEIFaIy hILERE A,

ccancel L ASJ 5L, BUEDA LT 4 F 2 b—
varvieyrvarBNiELET, 2T 4 Fa
L—varvtiyra ik red, RELREDL
aIy FINERA,

CHREEWEF T T4 FXFalb—Tary Ty AZ
BEL, a7 4FXalb—vary bty g ik
T AL, commit =<2 REfFEHLEI,

ATvT8

show 12vpn bridge-domain bd-name
bridge-name detail

51 -

RP/0/0/CPUO:router# show 12vpn
bridge-domain bd-name csco detail

BESNFETY oY FAL VDA M—LBIHRTEEZFRL
9, Z0avr RTIE, BEINLEA b— AL
ABUAD R Yy S AT AL ERRINET,

ST 4 90 A M—LFIEEOYT AoV EDO )T

FNIT7 4y AP—LHO Ny T AT 2201l By P DR, ROEEEZFATLE

ﬁ—o
FIEDHEE
1. clear 12vpn forwarding counters
F D48
ARV RFERIETI3Y By
2Ty T clear 12vpn forwarding counters 12vpn forwarding counters 7 7 > Z D7 U TIZIX,

1 -

counters

RP/0/0/CPUO:router# clear 1l2vpn forwarding

A N—LHH Ry 7 By ZREENET,

| oL-28387-01-J
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VPLS D woTD RS T4 99 X b—LE#HOESE

B 57199 2 —stiEnER

F2 T4 v R b—LFEDEETE B

I T, koOREFEZRLET,

ACTD S 7499 R M—LHIEHDEZE : 4l

WIZ, VPLS 7 o VD AC TOT 1 — REF ¥ A MBI OB~wLFF¥ A b A b—AHIHHERE DH]

ZRLET,

RP/0/RSPO/CPUQO:router# show run
[lines deleted]

bridge group 215
bridge-domain 215
mtu 9000
interface GigabitEthernet0/1/0/3.215
storm-control multicast pps 500
storm-control broadcast pps 4500
|

[lines deleted]

RP/0/RSPO/CPUO:router# show 1l2vpn bridge-domain bd-name 215 detail
Bridge group: 215, bridge-domain: 215, id: 3, state: up, ShgId: 0,

MAC learning: enabled
MAC withdraw: disabled
Flooding:

Broadcast & Multicast: enabled

Unknown unicast: enabled
MAC aging time: 300 s, Type: inactivity
MAC limit: 4000, Action: none, Notification: syslog
MAC limit reached: no
Security: disabled
Split Horizon Group: none
DHCPv4 snooping: disabled
IGMP Snooping profile: none
Bridge MTU: 9000
Filter MAC addresses:
ACs: 2 (2 up), VFIs: 1, PWs: 1 (1 up)
List of ACs:

AC: GigabitEthernet0/1/0/3.215, state is up

Type VLAN; Num Ranges: 1
vlan ranges: [100, 100]

MTU 9008; XC ID 0x440005; interworking none; MSTi 0 (unprotected)

MAC learning: enabled
Flooding:
Broadcast & Multicast: enabled
Unknown unicast: enabled
MAC aging time: 300 s, Type: inactivity
MAC limit: 4000, Action: none, Notification: syslog
MAC limit reached: no
Security: disabled
Split Horizon Group: none
DHCPv4 snooping: disabled
IGMP Snooping profile: none

Storm Control:
Broadcast: enabled (4500)
Multicast: enabled(500)
Unknown unicast: disabled
Static MAC addresses:
Statistics:
packet totals: receive 36728, send 31

[l CiscoASR9000 &) —X 75U S =23V 4—ER L—8 YRTLEFa)TF4 20T ¥
L—2arv 4R Y)Y —R43x
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| VWS TuvSTnr574 99 R b—LHIEOEE

FOHEAPWTO RS 74 v9 R b—Limoze 5 |

byte totals: receive 2791284, send 2318
Storm control drop counters:
packet totals: broadcast 0, multicast 0, unknown unicast 0
byte totals: broadcast 0, multicast 0, unknown unicast 0
[lines deleted]

TOEAPWTD LI 7499 R M—LHFHIEDEERTE : 5

| oL-28387-01-J

WIZ, VPLS 7 U v VDT 7 APW TOT7a— R¥x¥y A MBI /LFFv A b A b— Il
REOH R LET,

RP/0/RSP0O/CPUO:router# show run
12vpn
bridge group bg storm pw
bridge-domain bd storm pw
interface Bundle-Ether101
|

neighbor 10.10.30.30 pw-id 1
storm-control unknown-unicast pps 120
storm-control multicast pps 110

storm-control broadcast pps 100
|

RP/0/RSPO/CPUO:router# show 12vpn bridge-domain group bg_storm pw detail
Bridge group: bg storm pw, bridge-domain: bd storm pw, id: 2, state: up, ShgId: 0, MSTi: 0
MAC learning: enabled
MAC withdraw: disabled
Flooding:
Broadcast & Multicast: enabled
Unknown unicast: enabled
MAC aging time: 300 s, Type: inactivity
MAC limit: 4000, Action: none, Notification: syslog
MAC limit reached: no
Security: disabled
Split Horizon Group: none
DHCPv4 snooping: disabled
IGMP Snooping profile: none
Bridge MTU: 1500
Filter MAC addresses:
ACs: 1 (1 up), VFIs: 0, PWs: 1 (1 up)
List of ACs:
AC: Bundle-Etherl0l, state is up
Type Ethernet
MTU 1500; XC ID 0xfffc0003; interworking none
MAC learning: enabled
Flooding:
Broadcast & Multicast: enabled
Unknown unicast: enabled
MAC aging time: 300 s, Type: inactivity
MAC limit: 4000, Action: none, Notification: syslog
MAC limit reached: no
Security: disabled
Split Horizon Group: none
DHCPv4 snooping: disabled
IGMP Snooping profile: none
Storm Control: disabled
Static MAC addresses:
Statistics:
packets: received 0, sent 5205
bytes: received 0, sent 645420
Storm control drop counters:
packets: broadcast 0, multicast 0, unknown unicast 0
bytes: broadcast 0, multicast 0, unknown unicast 0
List of Access PUWs:
PW: neighbor 10.10.30.30, PW ID 1, state is up ( established )

CiscoASR9000 > ) —X 75 )5 =23V H—ERIL—F PRATFLEFa T4 a0 T4 Fal—
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ZDHDOBEE R

PW class not set, XC ID 0xfffc0006
Encapsulation MPLS, protocol LDP
PW type Ethernet, control word disabled
PW backup disable delay 0 sec
Sequencing not set

PW Status TLV in use

MPLS Local
Label 16001
Group ID 0x2
Interface Access PW
MTU 1500
Control word disabled
PW type Ethernet
VCCV CV type 0x2
(LSP ping verification)
VCCV CC type 0x6

(router alert label)
(TTL expiry)

Status
code:

Incoming
Status
Outgoing

(PW Status
0x0 (Up) in
Status (PW Status

Status code: 0x0 (Up) in Notification
Create time: 16/12/2008 00:06:08 (01:00
Last time status changed: 16/12/2008 00

MAC withdraw message:
Static MAC addresses:

TLV) :
Notification
TLV) :

Statistics:
packets: received 0, sent O
bytes: received 0, sent 0

Storm control drop counters:
packets: broadcast 0, multicast O,
bytes: broadcast 0, multicast 0,

MAC learning: enabled

Flooding:

Broadcast & Multicast: enabled
Unknown unicast: enabled

MAC aging time: 300 s, Type: inactivity

MAC limit: 4000, Action: none,

MAC limit reached: no

Security: disabled

Split Horizon Group: none

DHCPv4 snooping: disabled

IGMP Snooping profile: none

Storm Control:

Broadcast: enabled(100)

Multicast: enabled(110)

Unknown unicast: enabled(120)

Z Dt DEEE

N7 47 A N—AHIEOFEEIZET 5
v,

Notification:

VPLS Yy OTD RS 71499 R b—LEIEHO

=t
EH

, interworking none

Remote

Access PW

1500

disabled

Ethernet

0x2

(LSP ping verification)
0x6

(router alert label)
(TTL expiry)

message

message

122 ago)
:35:02
send 0 receive 0

(00:31:28 ago)

unknown unicast 0O
unknown unicast 0

syslog

FHEMIEHRIZONTIE, ROZEEHEZZRML TS

EEEE

X=-aT7IL3A LI

MPLS LA ¥ 2 VPN

[ Cisco ASR 9000 Series Aggregation Services
Router MPLS Configuration Guidel @
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ERELTHY U r— RT 5120, RO URL
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XZaFILEA ML
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[ Cisco ASR 9000 Series Aggregation Services
Router MPLS Configuration Guidell
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EREs)

FRRER D 2R 73,158
CA HLZ MR 82
REEL M 713

A

aaa accounting update =~ > K 58
aaa accounting =~ > N 58
AAA —E X o< ROREN 66
AAA Y—E 2R OHIFIEIR 4
AAA —ERDOFRE : =2~ Rl 66
AAA GRFE. v, 7HU T 42 7) 4,561910,1,
15, 19, 20, 23, 25, 27, 29, 36, 39, 43, 45, 48, 51, 55, 58, 60, 62, 64,
66
per VRF (VPN L —F ¢ 7B L OHE%) 36
per VRE (VPN L—7 ¢ > 7 B X OMEE) OEH 36
RADIUS H— N5 O /L— 2 5% iE 29
XML A% —~ 20
THO T 47—, £ 3x—T7 4 62
FRTE 4,10,23,25,27, 29, 39, 43, 45, 48, 51, 55, 64, 66
AAA Y —E ZDOHIKIEIE 4
AAA Y —E ZDOHIKIHIE 4
RADIUS #—/8 71— 43
RADIUS #— @ D/L— 4 29
TACACS+ $—/3 39
TACACS+ $—N 7 )L—"7 45
T T 47U A 55
f#l % D —Y 27
=2 (f) 66
BAY R—=ZADGBODE AT T )—T 23
RG-S |
FRRES Y X b 48
a—H J—7 2%
UE— kK AAA 10
a0y Ay RTA—H 64

AAA GERIE, #FF, T T 4 0)
B AR _X—ZADFEA] 15
H A7 1D 15
W7 T 47 Lba— K, Ak 58
7o T 47 Lba—K, FE 58
TR R 9
AR, A x—7 4L 60
FEE M
a—PBLRIL—TEM 5
2—H F—7 6,1,19
Mk 7
FRHIESR 6
ZA7IDONREELE L TCORMEL L~y B 719
EF 6
accept-lifetime =~ > |~ 98
ACTD LT 7 4 w7 AM—AHEIOA F—T L 170
ACTO NI 7 4 v 7 A M—AFKIHIOERE . 2~ Kl 176

(FEE)

c

CA 75
CAZ L THDFEIE 75
F24L 75
CA L DFEFEDZ R 82
CA TD3FEE 15
CA L CDEE 15
CA (GRAFR) 72,73,76,71,19, 81, 83, 158
PAER b2 13,158
RSA (Rivest, Shamir, and Adelman) F%— X7 77
R T
PFAR— FINTVHIERE 72
FEPEEE, Y TV R—Z M5k 83
FLHA 73,158
HE 19
NAA %, BRE (F) 76
NZARNKRALNEE 19
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B =

CA GEiER) (#iZ)
FRGE 81
RA N4 16
CA DFiH 13
CA DFRFE 81
clockset =<2 K 139
CRL 73,82,158

D

deadtime =~ K 43

dead Yr—/NfiH 34
RADIUS 34

radius-server dead-criteria time 2~ > N 34
radius-server dead-criteria tries 2~ > N 34

E

end-time 90

IP Network Security (IPSec) °’& k=)L 72
IPSec 73,158

IPSec (IP Network Security Protocol) 75
CA 75

CA7R L THDHEL 15
ES 1]
IPSec (IPSec Network Security Protocol) 75
CA TDHEE 15
CA7g L TDFHEL 15

K

key-string =~ N 96
key chain =~ R 91
key (keychain) =~ K 9

M

MAC (A vE®—U8RFE=2— K) 90,102
EEALT LY X ADHRE 102
WAL T3 90

MPP (7L — %) 125,126,127, 128,129
BWHA L X —T A A 126,121
T RETNR 121
AN K 126
EEHSL— 127
A 127
oy ho— FL—A5# 127
#HEH 125,128
TN, ARTE 129
VT T4NBE )T AT a 121
FlAL 128
MPP #HE 128

P

peer ¥ — U — [ 129,132
TORNETN R A B =T A X 132
ARV RAVHE—T =24 A 129
per VRF AAA 36
per VRF (VPN L —7 ¢ 7B L HEE) 36
per VRF (VPN /L—7 ¢ > 73 L OMEDE) AAA 36
PFAR—=HFIHN TS VSA 36
FIIE 36
per VRF (VPN /L —7 ¢ > 73 L OMEIR) DEF 36
Public-Key Cryptography Standard #10 (PKCS#10) 72
Public-Key Cryptography Standard #7 (PKCS#7) 72
PW CTO R 7 4 v 7 A h—AHlfHIOA X —T AL 173

RA[CA (GEFE/) 73,158
zzz] 73,158
RADIUS 22,29,34

BXE 29,34
dead H—/ Kt 34
UDP "— |~ 29
RiF 22
radius-server dead-criteria time =2~ > N 34
radius-server dead-criteria tries 2~ > N 34
radius-server deadtime =~ > N 34
RADIUS #—/\ 7 /b—7" 43
RADIUS ¥ — @ D/v— 4 29
RADIUS ¥ —/N@{5 D/ — Z BE 29
RA (B&kJR) 76
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RSA (Rivest, Shamir, and Adelman) 72,77 T
*— 12,7 ACACSS s
—
HiIB® 17 TACACS 39

TACACS+ H—/N 7 )L—7 45

EFR 12 . . .,
TAPS B L UYMDS 7 — 7 /L DO#ER: 116

RSA (Rivest, Shamir, and Adelman) % — 72
RSA (Rivest, Shamir, and Adelman) F— X7 77

R T

RSA (Rivest, Shamir, and Adelman) F%— X7 O ERL 77 u

RSA A"?‘_‘[EEED%%: 82 UDP 7j—\9,_. ]\ 29
777) 82

vV

VPLS 7' U v ¥ 161,168,170, 173
ACTDO T 7 4 v 7 A M—ALHEIDOA 2—7 11k 170
PWTDORT7 4 v 7 AM—=ALHIOA % —7 111713
N7 7 4y 7 A h—AHINCET 2 AR 167
77T 47 168

VSA (R Z—[EHDRYE) 36

S

SAM (Software Authentication Manager) 139

SAM (Software Authentication Manager) D#ith] 139
Secure Socket Layer (SSL) 7'& k=L 72

Secure Socket Layer =~ > KD DR EH] 162
Secure Socket Layer : =< > Kf§il 162

send-lifetime =~ > F 100 ) per VRF AAA 36
SFTP (Standard File Transfer Protocol) 77 146 PR —F I TS VSA 36

show radius dead-criteria host =2~ > K 34
show key chain =~ > |~ 01

SSH (=7 > =/l) 143,144, 146,149, 152 X

SFTP (Standard File Transfer Protocol) F%BH 146

747~ 146,152 X.509v3 FEHE 72
3DES A — K 146 XML A% —=< 20
P—/ N PR — |k 146
FXTE 152
FE 146 Z

H— N 146

FH— P ERTNB A=Y 3 13 #27] 13,82, 158

HIFIEIE 144
HIFEIE, 524 144

FRIE 149 &
el 1aa VA AR T
HRIRPE, BOE 1M T RFTNRU R AR =T oA A 132
hITNTa=T 4T 1R T hATAY REEA LS —T = A A, MPP 121
SSL (Secure Socket Layer) 157, 158, 159 3% 127
BUIE 159 TURAYUR KT T4 7 100
w01 151 TORSYLR EF7 490 (F—F=—>) 10
AT 158 THIT 4T =R, A F—T L 62
HIFRARAT, S 158 THYI T 4 7SR AR 6
start-time 90 7717 ,7\/51/1) \/7 L a— }q 58
FIIE 58

TIHVAPW CTORNT 7 v 7 A M—AHIBHORE : =
< K 177
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vav A4 K1) —R43x
| oL-28387-01-J



B =
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