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�Î�é%(�â�ê�” Cisco 860�” Cisco 880�”�Å���î  Cisco 890 �*�]�o�-  Integrated Services Router9ÔISR; �(�o
�F�,&Ô�'�3�^�o�29Õ�â�Ñ!ª�â�È���Ï(»�é�N-Ð�æ�ß�¿�á.‘�ÿ�Ò�ù�Ô�•�Î�é%(�é�]�ˆ�ê�4�é�ã�Å���â�Ô�•

 • �Ÿ�K)x"›�å.‘�ÿ�  9ÔP.1-19Õ

 • �ŸCisco 860 �*�]�o�-  ISR� 9ÔP.1-19Õ

 • �ŸCisco 880 �*�]�o�-  ISR� 9ÔP.1-29Õ

 • �ŸCisco 890 �*�]�o�-  ISR� 9ÔP.1-59Õ

 • �Ÿ�\���.�f�,�  9ÔP.1-69Õ

�K)x"›�å.‘�ÿ
Cisco 860�” Cisco 880�”�Å���î  Cisco 890 �*�]�o�-  ISR �ê�”
¡�:�é�÷�[
U(*�ÿ�”�Y�o�)�Ç  20 
q�Â�)�é
�]�U�o�;  ���H���,�Å���î�,�U�o�^  ���H���,�æ�»�Ò�”���f�2�o�@�6�;�” VPN�”5¸�ÿ�”�:�o�2�”�Å���î
�C�6�"���6�J�Ï(»�
�­���Ò�ù�Ô�•�Î�����é�^�o�2�ê�” LAN �P�o�;�ã  WAN �P�o�;�é4F�â�é�I�]�6�+�f
�#�Å���î�Q�^�4�J�`�;�&�^  �^�o�9���f�#�Ï(»�
�»�Ã�á�Å���”���f�4�����^�,�å�ä�é7��2�å�Ï(»�ý�­��
�Ò�ù�Ô�•�ù�Ú�” Cisco 860W�” Cisco 880W�”�Å���î  Cisco 890W �*�]�o�-  ISR �æ�ê�” 802.11n �b���W
�_�,  LAN ���J�*�Z�f�Ç�½���” ISR �Ç�b���W�_�,  ���"�.�,  �P���f�;�ã�Ò�á�é�Ï(»�
���Ú�Ô�Î�ã�Ç�â�È
�ù�Ô�•

Cisco  860 �*�]�o�-  ISR
Cisco 860 �*�]�o�-  ISR �ê�”�t�‘�Ç�Õ�o�Ð���Ú�:�o�2  �^�o�2�â�Ô�•�4�é  3 �ß�é�U�:�^�Ç�½���”�Ø���Ù��

±	û�é  WAN �’&ï�Ç��(»�â�Ô�•

 • Cisco 861 �Å���î  Cisco 861W9æFast Ethernet9ÔFE; �H���,�;  ���o�(�@�6�;9Õ WAN �’&ï

 • Cisco 8669æVDSL2 Annex B�” DSL over ISDN WAN �’&ï

 • Cisco 8679æVDSL2 Annex A�” DSL over POTS WAN �’&ï

�4�é�Ï(»�ê  3 $³6��é�U�:�^�Ô�ô�á�â�(�P�o�;�Ð���á�¿�ù�Ô�•

 • �Ÿ4 �P�o�;  10/100 FE LAN �,���6�4�  9ÔP.1-29Õ

 • �Ÿ�.� �X�]�9���Ï(»�  9ÔP.1-29Õ

 • �Ÿ802.11n �b���W�_�,  LAN ���J�*�Z�f�  9ÔP.1-29Õ
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  Cisco 880 �*�]�o�-  ISR
4 �P�o�;  10/100 FE LAN �,���6�4

�Î�é�,���6�4�ê�” 10/100BASE-T9Ô10/100 Mbps9Õ�H���,�;  ���o�(�@�6�;9Ô FE9ÕLAN �ù�Ú�ê���"�.�,  
�P���f�;�æ�’&ï�Ô���Ú�ü�é  4 �ß�é�P�o�;�
�»�Ã�á�¿�ù�Ô�•

�.� �X�]�9���Ï(»

Cisco 860 �J�\�6�;�H���o�S�ê�”�4�é�.� �X�]�9���Ï(»�
�­���Ò�ù�Ô�•

 • IPsec

 • �H�����������o�^

802.11n �b���W�_�,  LAN ���J�*�Z�f

Cisco 861W ISR �æ�ê�”�b���W�_�,  LAN �’&ï�é�Ú�ü�é  802.11b/g/n �*�f�#�^�u'"�U�+�X�o�^�Ç&µ�ú1��ù
���á�¿�ù�Ô�•�Î�é�U�+�X�o�^�

ö!ª�Ô���Î�ã�â�”�^�o�2�ê�`�o���^  ���f�H�\�,�;�\�"�4�V�é
��â���"
�.�,  �P���f�;�ã�Ò�á�Ï(»�Ò�ù�Ô�•

Cisco  880 �*�]�o�-  ISR
Cisco 880 �*�]�o�-  ISR �ê�”�4�é�.�"�*�Z�f�â.‘�ÿ�Ô�����Á�æ�”�t�‘�Ç�Õ�o�é�:�o�2�Å���î5¸�ÿ�^�o�2  
�H���R�]�â�Ô�•

 • �ŸCisco 880 �*�]�o�-  ISR �é�U�:�^�  9ÔP.1-29Õ

 • �Ÿ�R1b�Ï(»�  9ÔP.1-39Õ

 • �Ÿ5¸�ÿ�Ï(»�  9ÔP.1-49Õ

Cisco 880 �*�]�o�-  ISR �é�U�:�^

�Î�é�H���R�]�ê�”!ã�å��  WAN �’&ï�
�­���Ô��-„�™�é�#�^�o�J�æ�
�Æ���á�¿�ù�Ô�•

 • Cisco 881 �#�^�o�J9æ FE WAN �’&ï

 • Cisco 887V �#�^�o�J9æ VDSL2oPOTS WAN �’&ï

 • Cisco 888 �#�^�o�J9æ G.SHDSL 2 '"�|�ù�Ú�ê  4 '"�|  WAN �’&ï

Cisco 881 �Å���î  888 �#�^�o�J�æ�ê�”�4�é  3 �ß�é�U�:�^�Ç�½���ù�Ô�•

 • Cisco 8809æ�n�Ä"›�å�:�o�2  �^�o�2

 • Cisco 880G9æ�.�^�\�o  �:�o�2  �C�6�"���6�J�
�»�Ã�Ú�:�o�2  �^�o�2

 • Cisco C880SRST9æSurvivable Remote Site Telephony9ÔSRST9Õ�Ï(»�
�»�Ã�Ú�÷�[
U
K(*�0�Ì5¸�ÿ
�^�o�2

Cisco 887 �#�^�o�J�ê�”�n�Ä"›�å�:�o�2  �^�o�2�Û�Ì�â�t�‘�Ð���ù�Ô�•

�&�^�o�2�æ�ê  WAN �P�o�;�Ç  1 �ß�½���ù�Ô�•�ù�Ú�”5¸�ÿ�^�o�2�æ�ê�” FXS �ù�Ú�ê  BRI 5¸�ÿ�P�o�;�Ç�½
���ù�Ô�•�ù�Ú�”�:�o�2�ù�Ú�ê5¸�ÿ�C�6�"���6�J  �P�o�;�ê�”�ö�ã���ä�é�^�o�2�â�Ñ!ª�â�È�ù�Ô�• Cisco 
880G �^�o�2�æ�ê�”�.�^�\�o  �C�6�"���6�J�é�Ú�ü�é�Ò/|�é%Y  3 
�
•9Ô 3G9Õ�b���W�_�,  ���f�2�o�H����
�,  ���o�<�Ç
ƒ�û�Ò�á�¿�ù�Ô�•
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  Cisco 880 �*�]�o�-  ISR     
-+��1-1 �æ�” Cisco 880 �*�]�o�-  �:�o�2  �^�o�2�é�P�o�;�t�‘�
$��Ò�ù�Ô�•

-+��1-2 �æ�” Cisco 880 �*�]�o�-5¸�ÿ�^�o�2�é�P�o�;�t�‘�
$��Ò�ù�Ô�•

�R1b�Ï(»

Cisco 880 �*�]�o�-  ISR �ê�4�é�Ï(»�
�(�P�o�;�Ò�á�¿�ù�Ô�•

 • �Ÿ4 �P�o�;  10/100 FE LAN �,���6�4�  9ÔP.1-39Õ

 • �Ÿ802.11n �b���W�_�,  LAN ���J�*�Z�f�  9ÔP.1-39Õ

 • �Ÿ�]���^�2���S  �"�`�6�"9Ô RTC9Õ� 9ÔP.1-49Õ

 • �Ÿ�.� �X�]�9���Ï(»�  9ÔP.1-49Õ

4 �P�o�;  10/100 FE LAN �,���6�4

�Î�é�,���6�4�ê�” 10/100BASE-T FE LAN�”���"�.�,  �P���f�;�” IP 5�.d�æ�’&ï�Ô���Ú�ü�é  4 �ß�é�P�o
�;�
�»�Ã�á�¿�ù�Ô�•�ù�Ú�”���"�.�,  �P���f�;�ù�Ú�ê5�.d�æ5�
��
��&Î�Ô���Ú�ü�é  Power over Ethernet

9ÔPoE9Õ�Ç 2 �ß�é�P�o�;�â
ö!ª��(»�ã�å�����6�J�#�_�o�<�Ç��(»�â�Ô�•

802.11n �b���W�_�,  LAN ���J�*�Z�f

Cisco 880W �*�]�o�-  ISR �æ�ê�”�b���W�_�,  LAN �’&ï�é�Ú�ü�é�” 802.11b/g/n �*�f�#�^�u'"�U�+�X�o�^
�Ç&µ�ú1��ù���á�¿�ù�Ô�•�Î�é�U�+�X�o�^�

ö!ª�Ô���Î�ã�â�”�^�o�2�ê�`�o���^  ���f�H�\�,�;�\�"�4�V
�é
��â���"�.�,  �P���f�;�ã�Ò�á�Ï(»�Ò�ù�Ô�•

-+��1-1 Cisco  880 �*�]�o�-  �:�o�2  ISR �é�P�o�;�t�‘

�U�:�^ WAN �P�o�;

�C�6�"���6�J

�:�o�2 ��
ISDN

�:�o�2 ��
3G

881 �Å���î  881W FE

881G �Å���î  881GW FE x

887V VDSL2oPOTS x

888 �Å���î  888W G.SHDSL x

888G �Å���î  888GW G.SHDSL x

-+��1-2 Cisco  880 �*�]�o�-5¸�ÿ  ISR �é�P�o�;�t�‘

�U�:�^
WAN 
�P�o�;

FXS 5¸�ÿ
�P�o�;

�C�6�"���6�J

PSTN��
FXO

PSTN��
BRI

C881SRST �Å���î  C881SRSTW FE 4 x

C888SRST �Å���î  C888CRSTW G.SHDSL 4 x
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  Cisco 880 �*�]�o�-  ISR
�]���^�2���S  �"�`�6�"9Ô RTC9Õ

Real-Time Clock9ÔRTC; �]���^�2���S  �"�`�6�"9Õ�ê�”�*�,�9�S�æ5��.�Ç�é�I�Ð���á�¿���ã�È�æ�ã
ƒ�ã
�(�Þ�
�­���Ò�ù�Ô�• RTC �ê�”�^�o�2�æ�;�=�Ð���Ú.z.=�ê�é�\�°�H�
��.=�Ô���Ú�ü�æ
ö!ª�Ð���ù�Ô�•

�.� �X�]�9���Ï(»

Cisco 880 �J�\�6�;�H���o�S�ê�”�4�é�.� �X�]�9���Ï(»�
�­���Ò�ù�Ô�•

 • Intrusion Prevention System9ÔIPS; ���I4•�î�*�,�9�S9Õ

 • Dynamic Multipoint VPN9ÔDMVPN; �3���=�R�6�"  �Q�^�4�P���f�;  VPN9Õ

 • IPsec

 • Quality of service9ÔQoS; �(�o�F�,� /°9Õ

 • �H�����������o�^

 • URL �H���^�2�]�f�#

5¸�ÿ�Ï(»

Cisco 880 5¸�ÿ�J�\�6�;�H���o�S9Ô C880SRST �Å���î  C880SRSTW9Õ�ê�”�4�é5¸�ÿ�Ï(»�
�(�P�o�;�Ò
�ù�Ô�•

 • �*�#�=�]�f�#  �J�`�;�&�^9æ Session Initiation Protocol9ÔSIP9Õ�” Media Gateway Control Protocol
9ÔMGCP9Õ�” H323

 • �Î�����é�*�#�=�]�f�#  �J�`�;�&�^�é�Ú�ü�é  Real-time transfer protocol9ÔRTP9Õ�” Cisco RTP
9ÔcRTP9Õ�” Secure RTP9ÔSRTP9Õ

 • FAX �D�,�,�^�o�” Cisco FAX �]�_�o�” T37 FAX Store-and-Forward�”�Å���î  T.38 FAX �]�_�o
9ÔT.38 �%�o�;�������Ù�î  MGCP FAX �]�_�o�
�=�û9Õ

 • Dual Tone MultiFrequency9ÔDTMF; �:�X���^�;�o�f��2€�_�D�™9Õ�]�_�o9æ OOB �Å���î  RFC2833

 • �u5¸�ö'W�ã�&�f�H���o�;  �A���-  

 • G.7119Ôa-law �Å���î  u-law9Õ�” G.729A�” G.729AB�” G.729�” G.729B�” G.726

 • WAN 4Ú�‚�é�•�'�é�” Foreign Exchange Office9ÔFXO9Õ�ù�Ú�ê PSTN �æ�’&ï�Ð���Ú  BRI �C�6�"
���6�J  �P�o�;�ó�é  SRST �H���o�^���o�C�o�é�(�P�o�;

 • FXS 
��é  Direct Inward Dialing9ÔDID; �3���W�^���f9Õ
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  Cisco 890 �*�]�o�-  ISR     
Cisco  890 �*�]�o�-  ISR
Cisco 890 �*�]�o�-  ISR �ê�”�t�‘�Ç�Õ�o�Ð���Ú�:�o�2  �^�o�2�â�Ô�• 2 �ß�é�U�:�^�Ç�½���”�Ø���Ù��
±	û
�é�!���F�6�;  ���o�(�@�6�;  WAN �’&ï�Ç��(»�â�Ô�•�:�o�2  �C�6�"���6�J  �P�o�;�ý
ö!ª�â�È�ù�Ô�•

�4�é�Ï(»�Ç�(�P�o�;�Ð���ù�Ô�•

 • �Ÿ8 �P�o�;  10/100 FE LAN �,���6�4�  9ÔP.1-59Õ

 • �Ÿ802.11n �b���W�_�,  LAN ���J�*�Z�f�  9ÔP.1-59Õ

 • �Ÿ�]���^�2���S  �"�`�6�"9Ô RTC9Õ� 9ÔP.1-59Õ

 • �Ÿ�.� �X�]�9���Ï(»�  9ÔP.1-69Õ

8 �P�o�;  10/100 FE LAN �,���6�4

�Î�é�,���6�4�ê�” 10/100BASE-T FE LAN�”���"�.�,  �P���f�;�” IP 5�.d�æ�’&ï�Ô���Ú�ü�é  8 �ß�é�P�o
�;�
�»�Ã�á�¿�ù�Ô�•�ù�Ú�”���"�.�,  �P���f�;�ù�Ú�ê5�.d�æ5�
��
��&Î�Ô���Ú�ü�é  Power over Ethernet

9ÔPoE9Õ�Ç 4 �ß�é�P�o�;�â
ö!ª��(»�ã�å�����6�J�#�_�o�<�Ç��(»�â�Ô�•

802.11n �b���W�_�,  LAN ���J�*�Z�f

Cisco 890W �*�]�o�-  ISR �æ�ê�”�b���W�_�,  LAN �’&ï�é�Ú�ü�é  802.11b/g/n �Å���î  802.11a/n �:�X��
�^�u'"�U�+�X�o�^�Ç&µ�ú1��ù���á�¿�ù�Ô�•�Î�����é�U�+�X�o�^�

ö!ª�Ô���Î�ã�â�”�^�o�2�ê�`�o���^  
���f�H�\�,�;�\�"�4�V�é
��â���"�.�,  �P���f�;�ã�Ò�á�Ï(»�Ò�ù�Ô�•

�]���^�2���S  �"�`�6�"9Ô RTC9Õ

Real-Time Clock9ÔRTC; �]���^�2���S  �"�`�6�"9Õ�ê�”�*�,�9�S�æ5��.�Ç�é�I�Ð���á�¿���ã�È�æ�ã
ƒ�ã
�(�Þ�
�­���Ò�ù�Ô�• RTC �ê�”�^�o�2�æ�;�=�Ð���Ú.z.=�ê�é�\�°�H�
��.=�Ô���Ú�ü�æ
ö!ª�Ð���ù�Ô�•

-+��1-3 Cisco  890 �*�]�o�-  ISR �é�P�o�;�t�‘

�U�:�^
WAN 
�P�o�;

�:�o�2  �C�6�"���6�J

FE V.92 ISDN

891 �Å���î  891W GE x x

892 �Å���î  892W GE x x
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  �\���.�f�,
�.� �X�]�9���Ï(»

Cisco 890 �J�\�6�;�H���o�S�ê�”�4�é�.� �X�]�9���Ï(»�
�­���Ò�ù�Ô�•

 • Intrusion Prevention System9ÔIPS; ���I4•�î�*�,�9�S9Õ

 • Dynamic Multipoint VPN9ÔDMVPN; �3���=�R�6�"  �Q�^�4�P���f�;  VPN9Õ

 • IPsec

 • Quality of service9ÔQoS; �(�o�F�,� /°9Õ

 • �H�����������o�^

 • URL �H���^�2�]�f�#

�\���.�f�,
Cisco 860�” Cisco 880�”�Å���î  Cisco 890 ISR �æ�ê�”�\���.�f�,�Ç
ƒ
��Ð���Ú�0�H�;�������Ç���f�,
�;�o�^�Ð���á�¿�ù�Ô�•�0�H�;�������Ï(»�é���6�J�#�_�o�<�ÿ�”�0�H�;������  �\���.�f�,�é%¤!��ê�”
Cisco Licensing Manager �
1b�Ó�á-��¿�ù�Ô�•.f&¦�æ�ß�¿�á�ê�” Cisco.com �æ�½���¡ Software 
Activation On Cisco Integrated Services Routers�¢�

ó�–�Ò�á�Ê�Û�Ð�¿�•

�Â�Ò�¿�^�o�2�
�H�¥�Ô��4Ù�”��-Ð�å�0�H�;������  ���T�o�+�ã�H���o�4�V  �.�6�;�
�0�o�Ò�ù�Ô�•���T�o
�+�ã�H���o�4�V  �.�6�;�ê���f�,�;�o�^�Ð���Ú A���â�´*D�Ð�����Ú�ü�”�0�H�;������  �\���.�f�,�
/¼�I
�Ô����-Ð�ê�½���ù�Ö���•�0�H�;������  �\���.�f�,  �H�����^�ê�”�^�o�2�é�H�\�6�*�X  �T�U�]�æ�p&Š�Ð��
�ù�Ô�•

�H���o�4�V  �.�6�;�é1¬�ï

	û1ñ�é�H���o�4�V  �.�6�;�ê�^�o�2�æ
ƒ�û�Ò�á�Å���”�B�o�<������  �J�\�6�;�H���o�S�æ���f�,�;�o�^�Ð
���Ú�0�H�;������  �\���.�f�,�ã�ã�ý�æ�­���Ð���ù�Ô�• Cisco 860�” Cisco 880�”�Å���î  Cisco 890 �J�\�6
�;�H���o�S�â�0�H�;������  �\���.�f�,�ã�ã�ý�æ
ö!ª�â�È���H���o�4�V�é	û-é�æ�ß�¿�á�ê�” �¡ Cisco 860 
Data Sheet�¢�”�¡ Cisco 880 Data Sheet�¢�”�Å���î�¡ Cisco 890 Data Sheet�¢�

ó�–�Ò�á�Ê�Û�Ð�¿�•�0�H�;
������  �\���.�f�,�é���"�9���I
{�ã%¤!��Ç�:�é.f&¦�æ�ß�¿�á�ê�” Cisco.com �æ�½���¡ Cisco IOS 
Software Activation Tasks and Commands�¢�

ó�–�Ò�á�Ê�Û�Ð�¿�•
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C H A P T E R 2
e

�b���W�_�,  �:�C���,�é�N-Ð

�b���W�_�,  �:�C���,9Ô	û)x�æ ���"�.�,  �P���f�; �ã�Ò�á.3�o�Ð���ù�Ô9Õ�ê�”�.� �X���â�&�,�;�Ç
Ð�Ê
ö
�¿�ÿ�Ô�¿�b���W�_�,  LAN �0�]�X�o�*�Z�f�
�­���Ò�á�¿�ù�Ô�•�Î�é�b���W�_�,  LAN �0�]�X�o�*�Z�f�ê�”

¡�:�_�L�^�é�Ï(»�ã�@�6�;�b�o�"�Û-�(*�Ç-Ð�Þ�Ô���Ï
G�H�Å���î�50¨�H�
�W�è�»�Ã�á�¿�ù�Ô�•���"�.�,  
�P���f�;�ã�Ò�á.3�o�Ð�����ã�”�b���W�_�,  �:�C���,�ê�b���W�_�,  �@�6�;�b�o�"�ã�b���W�o�<  �@�6�;
�b�o�"�ã4F�é�’&ï�P���f�;�ã�Ò�á�Ï(»�Ò�Ú���”�,�2�f�<���`�f�é�b���W�_�,  �@�6�;�b�o�"�é�.�f�2�o  
�P���f�;�ã�Ò�á�Ï(»�Ò�ù�Ô�•�"-Ù�¨�å���f�,�;�o�^�â�ê�”�u'"%¸�Ð�]�é�b���W�_�,  �Y�o�)�ê�”�H���*
�]�9���]�
$–
G�â�È��	û�Ç�â�”�*�o�S�_�,�â
��¿�é�å�¿�@�6�;�b�o�"  ���"�.�,�
&ý�,�â�È�ù�Ô�•�u'"
%¸�Ð�]�é�b���W�_�,  �Y�o�)�ê�”�H���*�]�9���]�
$–
G�â�È��	û�Ç�â�”�*�o�S�_�,�â
��¿�é�å�¿�@�6�;
�b�o�"  ���"�.�,�
&ý�,�â�È�ù�Ô�•

Cisco IOS �0�H�;�������æ�n�à�¿�Ú%¤!��*�,�9�S�â�ê�”�b���W�_�,  �:�C���,�ã�ê  Wi-Fi 
CERTIFIED(TM)�” 802.11 �0���” 802.11b �0���” 802.11g �0���”�Å���î  802.11n �0���é�b���W�_�,  
LAN �;�\�f�*�o�C�â�Ô�•

�0�H�;������  �U�o�<
���"�.�,  �P���f�;�æ�ê)D�Þ���T�o�+�Ç
ƒ�û�Ò�”���"�.�,  �P���f�;�é�H�\�6�*�X�æ�ê�Á�ó���T�o�+�Ç
ƒ
�û�Ò�ù�Ô�•�:�H���^�;�é�U�o�<�ê  Autonomous �â�Ô�Ç�”���"�.�,  �P���f�;�ê  Cisco �Y�>�H�����<  �b��
�W�_�,  �U�o�<�â
G
Þ�Ô�����Á�æ���6�J�#�_�o�<�â�È�ù�Ô�•

�4�æ�”�&�U�o�<�æ�ß�¿�á.‘�ÿ�Ò�ù�Ô�•

 – Autonomous �U�o�<9æ�,�2�f�<���`�f�é�@�6�;�b�o�"�t�‘�
�(�P�o�;�Ò�”�Ô�ô�á�é.3�o�ê�b
���W�_�,  �:�C���,�â�`�o���^%¤!��Ð���ù�Ô�•)D�Þ�:�C���,�ê�”�Ø���Ù��)D0Š�é�Ë�¼.3�o�

�`�o�<�â�È��	û�Ç�â�”�@�6�;�b�o�"�ã�é�’�’�å4P�%�
�;�Ü�å�Ç��
G
Þ�Ò�ù�Ô�•

 – Cisco Unified Wireless �U�o�<9æ Cisco Unified Wireless LAN �&�f�;�`�o�\�ã1j
G�Ò�” �Ô�ô
�á�é�t�‘�±�Ž�ê�&�f�;�`�o�\�é�]1ñ�æ�;�,�Ð���ù�Ô�• Cisco Unified Wireless LAN ���o� �9�"
�4�V�â�ê�”�b���W�_�,  �:�C���,�ê�” Leightweight Access Point Protocol9ÔLWAPP; 
Lightweight ���"�.�,  �P���f�;  �J�`�;�&�^9Õ�

ö!ª�Ô��  Lightweight �U�o�<�â
G
Þ�Ò�ù�Ô

9ÔAutonomous �U�o�<�ã�ê�»�–"›9Õ �• Lightweight ���"�.�,  �P���f�;�ß�ù���b���W�_�,  �:�C���,
�æ�ê�”�&�f�;�`�o�\�æ4P1j
ƒ�Ì�����å�¿4¢���”.3�o�ê�½���ù�Ö���•�b���W�_�,  �:�C���,�é.3
�o�ê�”�@�6�;�b�o� �f�#�Ç$¿
G�Ò�á�¿���•�'�æ4¢���”�&�f�;�`�o�\�Æ�����•�â�È�ù�Ô�•�&�f�;
�`�o�\�ê�”�b���W�_�,  �:�C���,�é.3�o�”�H���o�S�������”�Å���î  802.1x .z.=�å�ä�é�Ù�î�;�\
�f�)�"�*�Z�f�
%¤!��Ò�ù�Ô�•�Ô�ô�á�é�b���W�_�,  �;�\�H���6�"�ê�&�f�;�`�o�\�æ���Þ�á�;�f
�@�]�f�#�Ð���ù�Ô�•

�Î�é�@�6�;�b�o�"  ���o� �9�"�4�V.3.��é.f&¦�æ�ß�¿�á�ê�” Cisco.com �é�Ÿ Why Migrate to a 
Cisco Unified Wireless Network?�  �
�4�é  URL �Æ��
ó�–�Ò�á�Ê�Û�Ð�¿�•  
http://www.cisco.com/en/US/prod/collateral/wireless/ps5679/ps6548/prod_white_paper0900a
cd804f19e3_ps6305_Products_White_Paper.html
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%Y 2 %(     �b���W�_�,  �:�C���,�é�N-Ð������ �������� ��
  %¤!����J�*�Z�f
%¤!����J�*�Z�f
�b���W�_�,  �:�C���,�ê�”�^�o�2
��â
G
Þ�Ô��  Cisco IOS �0�H�;�������ã�ê!ã�å�� [)D�é�C�o�+�Z�f�é  
Cisco IOS �0�H�;�������
�s-��Ò�ù�Ô�•���"�.�,  �P���f�;�ê�”�4�é���Á�å�7�o�^�â.3�o�Ò�Ú��"Ù-Þ�Ò�Ú
���â�È�ù�Ô�•

 • Cisco IOS �0�H�;�������é  Command-Line Interface9ÔCLI; �&�Q�f�<�\���f  ���f�2�o�H�����,9Õ

 • Simple Network Management Protocol9ÔSNMP9Õ

 • Web �I�\���)  ���f�2�o�H�����,  ��
http://cisco.com/en/US/docs/wireless/access_point/12.4_10b_JA/configuration/guide/scg12410b-c
hap2-gui.html

9Ô�H9Õ Web �I�\���)  ���f�2�o�H�����,�ê�” Windows 98�” 2000�” XP �é�&�J�\�6�;�H���o�S�â$¿
G�Ô
��  Microsoft Internet Explorer �C�o�+�Z�f  6.0 �ã�b�K�å
U�µ�H�Ç�½���ù�Ô�•�ù�Ú�” Windows 98�”
2000�” XP�”�Å���î  Solaris �é�&�J�\�6�;�H���o�S�â$¿
G�Ô��  Netscape �C�o�+�Z�f  7.0 �ã�ý�b�K
�å
U�µ�H�Ç�½���ù�Ô�•

9Ô�H9Õ CLI !ª�7�o�^�ã  Web �I�\���)!ª�7�o�^�
�+�(�æ
ö!ª�Ò�á�b���W�_�,  �:�C���,�
.3�o�Ò�å�¿�â
�Ê�Û�Ð�¿�• CLI �

ö!ª�Ò�á�b���W�_�,  �:�C���,�
.3�o�Ô���ã�”.3�o�æ4P�Ô���\#Õ�â�å�¿.‘�ÿ�Ç  
Web �I�\���)�é���f�2�o�H�����,�æ-+$��Ð�����•�'�Ç�½���ù�Ô�•�Î�é���Á�æ�\#Õ�â�å�¿�±�Ž�Ç
-+$��Ð���Ú�•�'�â�ý�”�b���W�_�,  �:�C���,�æ���Õ�Ò�ý�\�Ò�Ê�å�¿.3�o�Ç�Ð���Ú�ã�¿�Á�
�Ì�â�ê
�½���ù�Ö���•

�b���W�_�,  �:�C���,�
�u'"�&�f�H���!�X�_�o�*�Z�f  �U�o�<�æ�Ô���æ�ê�” interface dot11radio global 
�&�f�H���!�X�_�o�*�Z�f  CLI �&�Q�f�<�

ö!ª�Ò�ù�Ô�•
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%Y 2 %(     �b���W�_�,  �:�C���,�é�N-Ð
  �@�6�;�b�o�"�t�‘�é������
�@�6�;�b�o�"�t�‘�é��
�Î�é���Á�å	û)x"›�å�b���W�_�,  �@�6�;�b�o�"�t�‘�æ���"�.�,  �P���f�;�é�Î
��
.3�o�Ò�ù�Ô�•�:�H���^
�;�â�ê�”���"�.�,  �P���f�;�ê�”�b���W�o�<  LAN �æ�’&ï�Ò�Ú�^�o�;  �Y�>�6�;�ã�Ò�á�”�ù�Ú�ê�b�K�å�b
���W�_�,  �@�6�;�b�o�"�]�é�.�f�;�\�^  �Y�>�6�;�ã�Ò�á�t�‘�Ð���ù�Ô�•���"�.�,  �P���f�;�ê�I�]�6�+
�ù�Ú�ê�b�o�"�#�^�o�J�é�I�]�6�+�ã�Ò�á�ý�t�‘�â�È�ù�Ô�•�Î�����é�Î
��æ�ê $�o�é�t�‘�Ç��-Ð�æ�å��
�ù�Ô�•�4�é�&�M�o�+�â���
�<�Í�á.‘�ÿ�Ò�ù�Ô�•

 • �Ÿ�^�o�;  ���"�.�,  �P���f�;�  9ÔP.39Õ

 • �Ÿ�b�K�å�b���W�_�,  �@�6�;�b�o�"�â�é�.�f�;�\�^  �Y�>�6�;�  9ÔP.49Õ

�^�o�;  ���"�.�,  �P���f�;

�b���W�o�<  LAN �æ"å�’�’&ï�Ð�������"�.�,  �P���f�;�ê�”�b���W�_�,  �Y�o�)�ó�é�’&ï�P���f�;�ã�Ò�á
�Ï(»�Ò�ù�Ô�• LAN �æ-„�™�é���"�.�,  �P���f�;�Ç�’&ï�Ð���á�¿���•�'�”�Y�o�)�ê�@�6�;�b�o�"�ó�é�’&ï
�
&ý�,�Ò�Ú�ù�ù�t�]�é���]���
$–
G�Ô���Î�ã�Ç�â�È�ù�Ô�• 1 �ß�é���"�.�,  �P���f�;�é%¸�Ð�Æ�������Ú
�Y�o�)�ê�”)D
G"›�æ�Î�é���"�.�,  �P���f�;�
&»!±�Ò�á�@�6�;�b�o�"�æ�’&ï9Ô4P1j
ƒ�Ì9Õ�Ð���ù�Ô�•�Î
�é�`�o�R�f�#�£!��ê�”�Y�o�)�æ�ã�Þ�á�*�o�S�_�,�â�Ò�Æ�ý1X1Š"›�æ-��
���ù�Ô�• �Ñ��1 �æ�”�b���W�o�<  
LAN 
��â�^�o�;  �Y�>�6�;�ã�Ò�á�Ï(»�Ô�����"�.�,  �P���f�;�
$��Ò�ù�Ô�•

�Ñ��1 �b���W�o�<  LAN 
��â�^�o�;  �Y�>�6�;�ã�Ò�á�Ï(»�Ô�����"�.�,  �P���f�;

���"�.�,  �P���f�;

���"�.�,  �P���f�;
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%Y 2 %(     �b���W�_�,  �:�C���,�é�N-Ð������ �������� ��
  �@�6�;�b�o�"�t�‘�é��
�b�K�å�b���W�_�,  �@�6�;�b�o�"�â�é�.�f�;�\�^  �Y�>�6�;

�b�K�å�b���W�_�,  �@�6�;�b�o�"�â�ê�”���"�.�,  �P���f�;�ê�,�2�f�<���`�f�é�^�o�;  �Y�>�6�;�ã�Ò�á�Ï
(»�Ò�ù�Ô�•�Î�é���"�.�,  �P���f�;�ê�b���W�o�<  LAN �æ�ê�’&ï�Ð���Õ�”�Ô�ô�á�é�,�9�o�*�Z�f�
�ù�ã�ü
�á�]�f�"�Ô���B�I�ã�Ò�á�Ï(»�Ò�ù�Ô�•�ß�ù���”�Î�é���"�.�,  �P���f�;�ê1b�>�é
����P�ã�Ò�á
G
Þ�Ò�”
�b���W�_�,  �Y�o�)�é1b�>%¸�Ð�
�� �›�Ò�ù�Ô�• �Ñ��2 �æ�”�b�K�å�b���W�_�,  �@�6�;�b�o�"�â�é���"�.�,  �P
���f�;�
$��Ò�ù�Ô�•

�Ñ��2 �b�K�å�b���W�_�,  �@�6�;�b�o�"�â�.�f�;�\�^  �Y�>�6�;�ã�Ò�á�Ï(»�Ô�����"�.�,  �P���f�;

���"�.�,  �P���f�;
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C H A P T E R 3

�n�Ä"›�å�^�o�2�é.3�o

�Î�é%(�â�ê�”�*�,�&  �^�o�2�â�n�Ä"›�å�D�\�T�o�29Ô�#�`�o�C�^  �D�\�T�o�2�é.3�o�”�^�o�9���f�#  �J�`�;
�&�^�”���f�2�o�H�����,�”�Å���î�&�Q�f�<�\���f  ���"�.�,�å�ä9Õ�
.3�o�Ô���»5Å�æ�ß�¿�á.‘�ÿ�Ò�ù�Ô�•
�ù�Ú�”/à
G�(�é�:�H���^�;.3�o�æ�ß�¿�á�ý.‘�ÿ�Ò�ù�Ô�•

 • �Ÿ���f�2�o�H�����,  �P�o�;�  9ÔP.3-29Õ

 • �Ÿ�:�H���^�;.3�o�  9ÔP.3-29Õ

 • �Ÿ.3�o�æ��-Ð�å�±�Ž�  9ÔP.3-49Õ

 • �Ÿ�&�Q�f�<�\���f  ���"�.�,�é.3�o�  9ÔP.3-59Õ

 • �Ÿ�#�`�o�C�^  �D�\�T�o�2�é.3�o�  9ÔP.3-79Õ

 • �ŸWAN ���f�2�o�H�����,�é.3�o�  9ÔP.3-79Õ

 • �Ÿ�H���,�;  ���o�(�@�6�;  LAN ���f�2�o�H�����,�é.3�o�  9ÔP.3-239Õ

 • �Ÿ�b���W�_�,  LAN ���f�2�o�H�����,�é.3�o�  9ÔP.3-239Õ

 • �Ÿ�^�o�J�C�6�"  ���f�2�o�H�����,�é.3�o�  9ÔP.3-249Õ

 • �Ÿ�,�2�9���6�"  �^�o�;�é.3�o�  9ÔP.3-269Õ

 • �Ÿ�3���=�R�6�"  �^�o�;�é.3�o�  9ÔP.3-279Õ

9Ô�H9Õ �^�o�2�é�&�U�:�^�ê�”�Î�é�Q�>�X���^�æ.%0¿�Ð���á�¿���Ï(»�é	û1ñ�
�(�P�o�;�Ò�á�¿�å�¿�•�'�Ç�½��
�ù�Ô�• $�o�é�^�o�2�â�(�P�o�;�Ð���á�¿�å�¿�Ï(»�ê�”��(»�å4¢���ÿ$��Ð���á�¿�ù�Ô�•

�Î�é%(�â�ê�”.e�°�Ô���ý�é�Ç�½���•�'�æ�ê.3�o���ã#Õ.z�»5Å�Ç.%0¿�Ð���á�¿�ù�Ô�•

�#�`�o�C�^  �&�f�H���!�X�_�o�*�Z�f  �U�o�<�é�Ñ!ª�é.f&¦�æ�ß�¿�á�ê�”
ƒ3s  A�ŸCisco IOS Basic Skills� 
�é �Ÿ�#�`�o�C�^  �&�f�H���!�X�_�o�*�Z�f  �U�o�<�é4?�Ž�  �é5Ä�

ó�–�Ò�á�Ê�Û�Ð�¿�•
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%Y 3 %(     �n�Ä"›�å�^�o�2�é.3�o������ ��������
  ���f�2�o�H�����,  �P�o�;
���f�2�o�H�����,  �P�o�;
-+��3-1 �ê�”�&�^�o�2�â�(�P�o�;�Ð���á�¿�����f�2�o�H�����,�ã-]'Î�æ-+.%�Ð���á�¿���P�o�;  �\�L�^�

$��Ò�á�¿�ù�Ô�•

�:�H���^�;.3�o
�*�,�&  �^�o�2�
�Ë�ü�á/à
G�Ô���ã�”	û1ñ�é�n�Ä"›�å.3�o�ê�Ô�â�æ-��
���á�¿�ù�Ô�• LAN �Å���î  WAN 
���f�2�o�H�����,�ê�Ô�ô�á
Þ�‘�Ð���á�Å���”�&�f�0�o�^  �P�o�;�ã  VTY �P�o�;�é.3�o�ÿ  Network 
Address Translation9ÔNAT; �@�6�;�b�o�"  ���<�_�,���µ9Õ!ª�é�]1ñ���f�2�o�H�����,�é
����°�á�ý�Ô�â
�æ-��
���á�¿�ù�Ô�•�Ë�¼.3�o�
-+$��Ô���æ�ê�” show running-config �&�Q�f�<�

ö!ª�Ò�ù�Ô9Ô�4�é  
Cisco 881W �é���

ó�–�Ò�á�Ê�Û�Ð�¿9Õ �•

Router# show running-config

User Access Verification 

Password: 
Router> en 
Password: 
Router# show running-config 
Building configuration...  

Current configuration : 986 bytes 
! 
version 12.4 
no service pad 
service timestamps debug datetime msec 
service timestamps log datetime msec 
no service password-encryption 
! 
hostname Router
! 
boot-start-marker 
boot-end-marker 
! 
enable secret 5 $1$g4y5$NxDeM.0hON6YA51bcfGvN1 
enable password ciscocisco 
! 
no aaa new-model 
! 
! 
! 
! 
no ip routing 
no ip cef 

-+��3-1 �*�,�&  �^�o�2�â�(�P�o�;�Ð���á�¿�����f�2�o�H�����,�ã�»���Ô���P�o�;  �\�L�^ ��

�^�o�2 ���f�2�o�H�����, �P�o�;  �\�L�^

Cisco 860 �*�]�o�-�”
Cisco 880 �*�]�o�-

�H���,�;  ���o�(�@�6�;  LAN LAN �” FE0–FE3

�b���W�_�,  LAN 9Ô-+$��å�Ò9Õ

Cisco 861�” 861W�” 881�”
881W

�H���,�;  ���o�(�@�6�;  WAN WAN�” FE4

Cisco 888�” 888W G.SHDSL WAN G.SHDSL
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%Y 3 %(     �n�Ä"›�å�^�o�2�é.3�o
  �:�H���^�;.3�o����
! 
! 
! 
! 
! 
multilink bundle-name authe 
! 
! 
archive 
 log config 
  hidekeys 
! 
! 
! 
! 
! 
interface FastEthernet0 
! 
interface FastEthernet1 
 shutdown         
! 
interface FastEthernet2 
 shutdown         
! 
interface FastEthernet3 
 shutdown         
! 
interface FastEthernet4 
 ip address 10.1.1.1 255.255.255.0 
 no ip route-cache 
 duplex auto 
 speed auto 
! 
interface Vlan1 
 no ip address 
 no ip route-cache 
 shutdown 
! 
interface wlan-ap0 
 description Service Module interface to manage the embedded AP
 ip unnumbered Vlan1 
 no cdp enable 
 arp timeout 0
! 
ip route 0.0.0.0 0.0.0.0 10.1.1.1 
! 
! 
no ip http server 
no ip http secure-server
!
!
!
!
!
control-plane
!
!
line con 0
 no modem enable
line aux 0
line vty 0 4
 password cisco
 login
 transport input telnet ssh
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%Y 3 %(     �n�Ä"›�å�^�o�2�é.3�o������ ��������
  .3�o�æ��-Ð�å�±�Ž
!
scheduler max-task-time 5000 

!
webvpn cef 
end

Router# 

.3�o�æ��-Ð�å�±�Ž
�@�6�;�b�o�"�
.3�o�Ô���è�æ�”
ö!ª�Ô���@�6�;�b�o�"�t�‘�æ�n�à�¿�á�”�4�é�±�Ž�é	û1ñ�ù�Ú�ê�Ô�ô�á�


ü4ø�Ò�á�Å�Ê��-Ð�Ç�½���ù�Ô�•

 • ���f�2�o�@�6�;�’&ï�
.3�o�Ô���•�'�”�4�é�±�Ž�

ü4ø�Ò�á�Ê�Û�Ð�¿�•

 – �Y�o�)�é�`�#���f�,�ã�Ò�á
����°�á�����Ú  PPP �"�\�����f�;�,

 – PPP .z.=�é�2���J9æ Challenge Handshake Authentication Protocol9ÔCHAP9Õ�ù�Ú�ê  Password 
Authentication Protocol9ÔPAP9Õ

 – Internet Service Provider9ÔISP; ���f�2�o�@�6�;  �(�o�F�,  �J�`�C���3�o9Õ�������f�;�æ���"�.
�,�Ô���Ú�ü�é  PPP �D�,�b�o�<

 – DNS �(�o�C�é  IP ���<�_�,�Å���î�:�H���^�;  �%�o�;������

 • 
¡�:�@�6�;�b�o�"�ó�é�’&ï�
.3�o�Ô���•�'�ê�”�Y�o�)�ã�@�6�;�b�o�"%¤!�(*�é4F�â�”�^�o�2�é  
WAN ���f�2�o�H�����,�æ4P�Ô���4�é�±�Ž�æ�ß�¿�á�Â�Ü�'�
�Ö�á�Å�Ê��-Ð�Ç�½���ù�Ô�•

 – PPP .z.=�é�2���J9æ CHAP �ù�Ú�ê  PAP

 – �^�o�2�æ���"�.�,�Ô���Ú�ü�é  PPP �"�\�����f�;�,

 – �^�o�2�æ���"�.�,�Ô���Ú�ü�é  PPP �D�,�b�o�<

 • IP �^�o�9���f�#�
.3�o�Ô���•�'�”�4�é�0�»�Ç��-Ð�â�Ô�•

 – IP �@�6�;�b�o�"�é���<�_�,�0�o�Ç�|�

Þ�‘�Ò�ù�Ô�•

 – IP ���<�_�,�å�ä�é  IP �^�o�9���f�#  �D�\�T�o�2�±�Ž�ã  ATM Permanent Virtual Circuit9ÔPVC; 
"ç�»�5�Õ�o�’&ï9Õ�
 $�o�Ò�ù�Ô�•1b�ñ�”�Î�����é  PVC �D�\�T�o�2�ê�” Virtual Path Identifier

9ÔVPI; 
’�Ð�D�,/��Î�69Õ �” Virtual Circuit Identifier9ÔVCI; 
’�Ð�Á'"/��Î�69Õ �”�Å���î�;�\�H���6
�"  �*���o�G�f�#  �D�\�T�o�2�â�Ô�•

 – �(�o�F�,  �J�`�C���3�o�Æ��
ƒ
��Ð���Ú  PVC !ß� �” VPI�”�Å���î  VCI �
 $�o�Ò�ù�Ô�•

 – PVC �Ï�ã�æ�”�(�P�o�;�Ð���á�¿��  AAL5 ���J�.�^
{�é�2���J�
�Í�Î�Ò�ù�Ô�•�4�é���Á�å�ý�é
�Ç�½���ù�Ô�•

AAL5SNAP9æ�Î���ê�” RFC 1483 �^�o�9���f�#�ù�Ú�ê  RFC 1483 �I�]�6�+�f�#�é�¿�Õ���Æ�â
�Ô�• RFC 1483 �^�o�9���f�#�é�•�'�”�(�o�F�,  �J�`�C���3�o�ê�,�2�9���6�"  IP ���<�_�,�
�­
���Ô����-Ð�Ç�½���ù�Ô�•�I�]�6�+�f�#  RFC 1483 �é�•�'�” DHCP �
!ª�¿�á  IP ���<�_�,�
�I�»
�Ô���Æ�”�(�o�F�,  �J�`�C���3�o�Æ���,�2�9���6�"  IP ���<�_�,�
�I�»�Ô���Î�ã�ý�â�È�ù�Ô�•

AAL5MUX PPP9æ�Î�é�2���J�â�é���J�.�^
{�â�ê�” PPP 4P1j.3�o5Ä"á�
�Í�Î�Ô����-Ð�Ç�½��
�ù�Ô�•
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  �&�Q�f�<�\���f  ���"�.�,�é.3�o������
 • ADSL �ù�Ú�ê  G.SHDSL �Á'"�

ö!ª�Ò�á�’&ï�Ô���•�'�”�4�é�0�»�Ç��-Ð�â�Ô�•

 – 5�.d
³$ �ã�Á'"�>&‚�
&¿�î�ù�Ô�•

ADSL �Á'"�é�•�'9æ ADSL �*�#�=�]�f�#  �2���J�Ç  DMT9ÔANSI T1.413 �ã�ý�¿�Á9Õ�ù�Ú�ê  
DMT Issue 2 �â�½���Î�ã�
#Õ.z�Ò�ù�Ô�•

G.SHDSL �Á'"�é�•�'9æ G.SHDSL �Á'"�Ç  ITU G.991.2 -Ù�p�æ�0���Ò�” Annex A9Ô
|&(9Õ�ù�Ú�ê  
Annex B9Ô�7�º9Õ�
�(�P�o�;�Ò�á�¿���Î�ã�
#Õ.z�Ò�ù�Ô�•

.e�°�Ô���±�Ž�é
ü4ø�Ç�ã���Û���”�^�o�2�é.3�o�
-��Á�Î�ã�Ç�â�È�ù�Ô�• �Ÿ�&�Q�f�<�\���f  ���"�.�,�é.3
�o�  9ÔP.3-59Õ�Æ��.3�o�
�Ž�ü�á�Ê�Û�Ð�¿�•

5¸�ÿ�Ï�z�æ�’&ï�Ô���•�'9æ

 • �¡ Cisco IOS Voice Port Configuration Guide�¢�

ó�–�Ò�á�Ê�Û�Ð�¿�•

�0�H�;������  �\���.�f�,�
���ç�ù�Ú�ê���•�Ô���•�'9æ

 • �¡ Software Activation On Cisco Integrated Services Routers�¢�

ó�–�Ò�á�Ê�Û�Ð�¿�•

�&�Q�f�<�\���f  ���"�.�,�é.3�o
�^�o�2�ó�é���"�.�,�
�Ù�î�Ô���D�\�T�o�2�
.3�o�Ô���æ�ê�”�#�`�o�C�^  �&�f�H���!�X�_�o�*�Z�f  �U�o
�<�Æ���”�4�é
Þ�:�
-��¿�ù�Ô�•

�&�Q�f�< "á"›

�,�9�6�J ��1 line [aux | console | tty  | vty] line-number 

��9æ
Router(config)# line console 0
Router(config-line)# 

�\���f  �&�f�H���!�X�_�o�*�Z�f  �U�o�<�
4?�Ž�Ò�”
�\���f  �2���J�
�0�o�Ò�ù�Ô�•

�Î�é���â�ê�”���"�.�,!ª�é�&�f�0�o�^%5�Ã�
�0�o
�Ò�á�¿�ù�Ô�•

�,�9�6�J ��2 password password

��9æ
Router(config)# password 5dr4Hepw3
Router(config-line)# 

�&�f�0�o�^%5�Ã�\���f�é	û�ç�å�D�,�b�o�<�
�0�o
�Ò�ù�Ô�•

�,�9�6�J ��3 login

��9æ
Router(config-line)# login
Router(config-line)# 

%5�Ã�.�6�*�Z�f  �`�#���f�â�D�,�b�o�<  �4���6�"
�
���@�o�I�^�æ�Ò�ù�Ô�•

�,�9�6�J ��4 exec-timeout minutes [seconds]

��9æ
Router(config-line)# exec-timeout 5 30
Router(config-line)# 

EXEC �&�Q�f�<  ���f�2�o�J�]�2�Ç�Y�o�)�I
��

�Ù�Ï�Ô���(4F�
.3�o�Ò�ù�Ô�•�:�H���^�;�ê  10 �½
�â�Ô�•$}
±
Ï�é�(4F�

›�ç�æ.3�o�Ô���Î�ã�ý�â�È
�ù�Ô�•

�Î�é���â�ê�”�2���S�����;�(4F�Ç  5 �½ 30 $}�â�½
���Î�ã�
$��Ò�á�¿�ù�Ô�•�2���S�����;�(4F�
  0 0 
�æ.3�o�Ô���ã�”�2���S�����;�ê�u
2�æ�å���ù�Ô�•
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%Y 3 %(     �n�Ä"›�å�^�o�2�é.3�o������ ��������
  �&�Q�f�<�\���f  ���"�.�,�é.3�o
��

�4�é.3�o�ê�”�&�Q�f�<�\���f  ���"�.�,  �&�Q�f�<�
$��Ô�ý�é�â�Ô�•

�Ÿdefault� �é�Q�o�"�Ç
ƒ�¿�á�¿���&�Q�f�<�ê�I
��Ô����-Ð�Ç�½���ù�Ö���•�Î�����é�&�Q�f�<�ê�” show 
running-config �&�Q�f�<�

ö!ª�Ò�Ú�•�'�æ!¢�‘�Ð�����&�f�H���!�X�_�o�*�Z�f  �H�����^�æ)D
G"›�æ-+
$��Ð���ù�Ô�•

!
line con 0
exec-timeout 10 0
password 4youreyesonly
login
transport input none (default)
stopbits 1 (default)
line vty 0 4
password secret
login
!

�,�9�6�J ��5 line [aux | console | tty  | vty] line-number 

��9æ
Router(config-line)# line vty 0 4
Router(config-line)# 

�]�U�o�;  �&�f�0�o�^  ���"�.�,�é
’�Ð%5�Ã�
�0�o
�Ò�ù�Ô�•

�,�9�6�J ��6 password password

��9æ
Router(config-line)# password aldf2ad1
Router(config-line)#


’�Ð%5�Ã�\���f�é	û�ç�å�D�,�b�o�<�
�0�o�Ò�ù�Ô�•

�,�9�6�J ��7 login

��9æ
Router(config-line)# login
Router(config-line)# 


’�Ð%5�Ã�.�6�*�Z�f  �`�#���f�â�D�,�b�o�<  
�4���6�"�
���@�o�I�^�æ�Ò�ù�Ô�•

�,�9�6�J ��8 end

��9æ
Router(config-line)# end
Router# 

�\���f  �&�f�H���!�X�_�o�*�Z�f  �U�o�<�
&³
L�Ò
�á $�­  EXEC �U�o�<�æ�¯���ù�Ô�•

�&�Q�f�< "á"›
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%Y 3 %(     �n�Ä"›�å�^�o�2�é.3�o
  �#�`�o�C�^  �D�\�T�o�2�é.3�o������
�#�`�o�C�^  �D�\�T�o�2�é.3�o
�^�o�2�æ1¬�ï�Ò�Ú�#�`�o�C�^  �D�\�T�o�2�
.3�o�Ô���æ�ê�”�4�é
Þ�:�
-��¿�ù�Ô�•

WAN ���f�2�o�H�����,�é.3�o
Cisco 860 �Å���î  Cisco 880 �*�]�o�-  ISR �ê�” WAN �’&ï!ª�æ�Ø���Ù��  1 �ß�é���f�2�o�H�����,�
�,�Þ
�á�¿�ù�Ô�•

��-Ð�æ���Ó�á�”�4�é�¿�Õ���Æ�é�»5Å�
-��¿�”�^�o�2�é  WAN ���f�2�o�H�����,�
.3�o�Ò�ù�Ô�•

 • �Ÿ�H���,�;  ���o�(�@�6�;  WAN ���f�2�o�H�����,�é.3�o�  9ÔP.3-89Õ

 • �ŸG.SHDSL WAN ���f�2�o�H�����,�é.3�o�  9ÔP.3-99Õ

 • �Ÿ�.�^  �b���W�_�,  WAN ���f�2�o�H�����,�é.3�o�  9ÔP.3-129Õ

�&�Q�f�< "á"›

�,�9�6�J ��1 configure terminal

��9æ
Router> enable
Router# configure terminal
Router(config)# 

�#�`�o�C�^  �&�f�H���!�X�_�o�*�Z�f  �U�o�<�
4?�Ž
�Ò�ù�Ô9Ô�&�f�0�o�^  �P�o�;
ö!ª�(9Õ �•

�]�U�o�;%5�Ã�

ö!ª�Ò�á�^�o�2�æ�’&ï�Ò�á�¿���•
�'�ê�”�4�é�&�Q�f�<�

ö!ª�Ò�ù�Ô�•

telnet router name or address
Login: login id
Password: *********
Router> enable

�,�9�6�J ��2 hostname name

��9æ
Router(config)# hostname Router
Router(config)# 

�^�o�2�,�
�0�o�Ò�ù�Ô�•

�,�9�6�J ��3 enable secret password

��9æ
Router(config)# enable secret cr1ny5ho
Router(config)# 

�^�o�2�ó�é
��\���"�.�,�
4•�Ë�Ú�ü�é�g� 
{�D�,
�b�o�<�
�0�o�Ò�ù�Ô�•

�,�9�6�J ��4 no ip domain-lookup

��9æ
Router(config)# no ip domain-lookup  
Router(config)# 

�^�o�2�Ç#n���å�¿.†��9Ô�I
��R�,9Õ�
  IP ���<�_�,
�æ���µ�Ò�å�¿���Á�æ�Ò�ù�Ô�•
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%Y 3 %(     �n�Ä"›�å�^�o�2�é.3�o������ ��������
  WAN ���f�2�o�H�����,�é.3�o
�H���,�;  ���o�(�@�6�;  WAN ���f�2�o�H�����,�é.3�o

Cisco 861 �ù�Ú�ê  881 ISR �â�H���,�;  ���o�(�@�6�;  ���f�2�o�H�����,�
.3�o�Ô���æ�ê�”�#�`�o�C�^  �&
�f�H���!�X�_�o�*�Z�f  �U�o�<�Æ���”�4�é
Þ�:�
-��¿�ù�Ô�•

�&�Q�f�< "á"›

�,�9�6�J ��1 interface type number

��9æ
Router(config)# interface fastethernet 4
Router(config-if)# 

�^�o�2�é�H���,�;  ���o�(�@�6�;  WAN ���f
�2�o�H�����,�é�&�f�H���!�X�_�o�*�Z�f  �U�o
�<�
4?�Ž�Ò�ù�Ô�•

�,�9�6�J ��2 ip address ip-address mask

��9æ
Router(config-if)# ip address 192.168.12.2 
255.255.255.0
Router(config-if)# 

�0�o�Ð���Ú�H���,�;  ���o�(�@�6�;  ���f�2�o
�H�����,�é  IP ���<�_�,�Å���î�(�I�@�6�;  �Q�,
�"�
.3�o�Ò�ù�Ô�•

�,�9�6�J ��3 no shutdown

��9æ
Router(config-if)# no shutdown
Router(config-if)# 

���o�(�@�6�;  ���f�2�o�H�����,�
���@�o�I�^
�æ�Ò�á�”���f�2�o�H�����,�é A���
%¤!�
��é
�3���f�Æ�����6�J�æ���•�Ò�ù�Ô�•

�,�9�6�J ��4 exit

��9æ
Router(config-if)# exit
Router(config)# 

�H���,�;  ���o�(�@�6�;  ���f�2�o�H�����,�é�&
�f�H���!�X�_�o�*�Z�f  �U�o�<�
&³
L�Ò�á�”�#
�`�o�C�^  �&�f�H���!�X�_�o�*�Z�f  �U�o�<�æ�¯
���ù�Ô�•
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%Y 3 %(     �n�Ä"›�å�^�o�2�é.3�o
  WAN ���f�2�o�H�����,�é.3�o������
G.SHDSL WAN ���f�2�o�H�����,�é.3�o

Cisco 888 ISR �â  G.SHDSL �
.3�o�Ô���æ�ê�”�#�`�o�C�^  �&�f�H���!�X�_�o�*�Z�f  �U�o�<�Æ���”�4�é
Þ
�:�
-��¿�ù�Ô�•

�&�Q�f�< "á"›

�,�9�6�J ��1 Router(config)# controller dsl 0 �&�f�;�`�o�\�é�&�f�H���!�X�_�o�*�Z�f  �U�o�<�

4?�Ž�Ò�”�&�f�;�`�o�\!ß� �
�I
��Ò�ù�Ô�•

�,�9�6�J ��2 Router(config-ctrl)# mode atm ATM ���J�.�^
{�
���@�o�I�^�æ�Ò�”.°!�  ATM ��
�f�2�o�H�����,  0 �

Þ�‘�Ò�ù�Ô�•

�,�9�6�J ��3 Router(config-ctrl)# line-term cpe CPE �
���@�o�I�^�æ�Ò�ù�Ô�•

�,�9�6�J ��4 Router(config-ctrl)# line-mode 4 wire 
standard

4 '"�|
G
Þ�
���@�o�I�^�æ�Ò�ù�Ô�•

�,�9�6�J ��5 Router(config-ctrl)# line-rate 4608 SHDSL �P�o�;�é  DSL �\���f  �_�o�;�
�0�o�Ò�ù�Ô�•
%¸�Ð�ê�” 192 :*  2312 kb/s �â�Ô�•�:�H���^�;�ê�”
auto9ÔSHDSL �P�o�;�Å���î  DSLAM 4F�â�@�'�*
���o�;�Ð���ù�Ô9Õ�â�Ô�•

9Ô�H9Õ 1R�¥�é DSL ���6�J�]�f�"�â.3�o�Ð���á�¿
��  DSL �\���f  �_�o�;�Ç!ã�å���•�'�”�s4Ù
�é  DSL �\���f  �_�o�;�ê�”�ñ�æ�”
Ð�¿�Ç�é
�_�o�;�æ�å���ù�Ô�•

9Ô�H9Õ �¨�"�G�o�"  �.�^  �_�o�;�ê�”�\���f  �_�o�;
����  8 kb/s 
Ð�Ê�å���ù�Ô�•

�,�9�6�J ��6 Router(config-ctrl)# interface atm0 ���f�2�o�H�����,  ATM 0 �é  ATM �&�f�H���!�X
�_�o�*�Z�f�U�o�<�
4?�Ž�Ò�ù�Ô�•

�,�9�6�J ��7 Router(config-ctrl)#ip-address IP-address DSL ATM ���f�2�o�H�����,�æ  IP ���<�_�,�

���
�°�á�ù�Ô�•

�,�9�6�J ��8 Router(config-ctrl)#load-interval 3
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%Y 3 %(     �n�Ä"›�å�^�o�2�é.3�o������ ��������
  WAN ���f�2�o�H�����,�é.3�o
��

�4�é.3�o���ê�” 4 '"�|�¡�0  G.SHDSL .3�o�
$��Ò�á�¿�ù�Ô�•

!
controller DSL 0
 mode atm
 line-term cpe
 line-mode 4-wire standard
 dsl-mode shdsl symmetric annex B
 line-rate 4608
!
interface BRI0
 no ip address
 encapsulation hdlc
 shutdown

�,�9�6�J ��9 Router(config-ctrl)# no atm ilmi-keepalive0 9Ô
›�ç9ÕIntegrated Local Management Interface
9ÔILMI; &Ô�'�`�o���^%¤!����f�2�o�H�����,9Õ� �o
�J���\���I�
�:���.�o�I�^�æ�Ò�ù�Ô�•

$}�™�
�0�o�Ö�Õ�æ  ILMI � �o�J���\���I�
���@�o
�I�^�æ�Ò�Ú�•�'�”�:�H���^�;�â�”4F4Ò�ê  3 $}�æ�å
���ù�Ô�•

�,�9�6�J ��10 Router(config-ctrl)# pvc 0/35 atm-virtual-circuit9Ôinterface-atm-vc9Õ�&�f�H��
�!�X�_�o�*�Z�f  �U�o�<�
4?�Ž�Ò�”�,�è9Ô
›�ç9Õ�Å
���î  VPI/VCI !ß� �

����°�á�”�Â�Ò�¿  ATM PVC 
�
.3�o�Ò�ù�Ô�•

�:�H���^�;�é�;�\�H���6�"  �*���o�G�f�#�ê  UBR 
�â�Ô�•�:�H���^�;�é���J�.�^
{�ê  
AAL5+LLC/SNAP �â�Ô�•

�,�9�6�J ��11 Router(config-ctrl)# protocol ip 10.10.10.2 
broadcast

9Ô
›�ç9ÕIP �’&ï�
���@�o�I�^�Ò�” VC �é�P���f�;
�7�o�P���f�;  IP ���<�_�,�

Þ�‘�Ò�ù�Ô�•

�,�9�6�J ��12 Router(config-ctrl)# encapsulation aal5snap 9Ô
›�ç9ÕATM Adaptation Layer9ÔAAL; ATM ���3
�J�9�o�*�Z�f  �_���W9Õ�Å���î���J�.�^
{�2���J�

.3�o�Ò�ù�Ô�•

 • aal2 � �o�b�o�<�
  AAL2 �æ
ö!ª�Ò�ù�Ô�•

 • aal5ciscoppp � �o�b�o�<�
  Cisco PPP over 
AAL5 �æ
ö!ª�Ò�ù�Ô�•

 • aal5mux � �o�b�o�<�
  AAL5+MUX �æ
ö!ª�Ò
�ù�Ô�•

 • aal5nlpid � �o�b�o�<�
  AAL5+NLPID �æ
ö!ª
�Ò�ù�Ô�•

 • aal5snap � �o�b�o�<�
  AAL5+LLC/SNAP
9Ô�:�H���^�;9Õ�æ
ö!ª�Ò�ù�Ô�•

�&�Q�f�< "á"›
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%Y 3 %(     �n�Ä"›�å�^�o�2�é.3�o
  WAN ���f�2�o�H�����,�é.3�o������
 isdn termination multidrop
!
!
interface ATM0
 ip address 10.10.10.1 255.255.255.0
 no atm ilmi-keepalive
 pvc 0/35 
  protocol ip 10.10.10.2 broadcast
  encapsulation aal5snap
 !
!
interface FastEthernet0
!
interface FastEthernet1
!
interface FastEthernet2
!
interface FastEthernet3
 shutdown
!
interface Vlan1
 ip address 2.15.15.26 255.255.255.0
!
ip forward-protocol nd
ip route 223.255.254.254 255.255.255.255 Vlan1
no ip http server
no ip http secure-server
!

.3�o�é#Õ.z

�^�o�2�Ç�\�Ò�Ê.3�o�Ð���á�¿���Æ�ä�Á�Æ�
#Õ.z�Ô���æ�ê�” show run �&�Q�f�<�
�I
��Ò�á�”�&�f�;�`�o
�\  DSL �Å���î���f�2�o�H�����,  ATM0 �D�\�T�o�2�
.ž�ô�ù�Ô�•

Router# sh run
Building configuration...
 
Current configuration : 1298 bytes
!
.......
 
!
controller DSL 0
 mode atm
 line-term cpe
 line-mode 4-wire standard
 dsl-mode shdsl symmetric annex B
 line-rate 4608
!         
!
interface ATM0
 ip address 10.10.10.1 255.255.255.0
 no atm ilmi-keepalive
 pvc 0/31 
  protocol ip 10.10.10.5 broadcast
  encapsulation aal5snap
 !
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%Y 3 %(     �n�Ä"›�å�^�o�2�é.3�o������ ��������
  WAN ���f�2�o�H�����,�é.3�o

cd
�.�^  �b���W�_�,  WAN ���f�2�o�H�����,�é.3�o

Cisco 881G �Å���î  888G ISR �ê�” Global System for Mobile Communications9ÔGSM9Õ�Å���î  Code 
Division Multiple Access9ÔCDMA; %S� �½
���2€�’&ï9Õ�@�6�;�b�o�"�

z�Ò�á
ö!ª�Ô���” Third 
Generation9Ô3G9Õ�b���W�_�,  ���f�2�o�H�����,�
�­���Ò�ù�Ô�•�Î�é���f�2�o�H�����,�ê�” 34-mm 
PCMCIA �,�`�6�;�â�Ô�•

�Ø�é
%�å!ª1\�ê�”2€-Ð�å�:�o�2  ���J�]�$�o�*�Z�f�é�C�6�"���6�J  �:�o�2  �]�f�"�ã�Ò�á�é  WAN �’&ï
�â�Ô�•�Ú�Û�Ò�” 3G �b���W�_�,  ���f�2�o�H�����,�ê�”�^�o�2�é�J�\���Q�]  WAN �’&ï�ã�Ò�á�ý�Ï(»�â
�È�ù�Ô�•

3G �.�^  �b���W�_�,  ���f�2�o�H�����,�
.3�o�Ô���æ�ê�”�4�é�H�ç
P5Ä�Å���î�»5Å�æ�å�Þ�á�Ê�Û�Ð�¿�•

 • �Ÿ3G �b���W�_�,  ���f�2�o�H�����,�é.3�o�æ4P�Ô��-Ð
™�  9ÔP.3-129Õ

 • �Ÿ�.�^  �b���W�_�,  ���f�2�o�H�����,�é.3�o�æ4P�Ô���Ù&‚
P5Ä�  9ÔP.3-139Õ

 • �Ÿ�:�o�2  �������f�;  �J�`�F�+�Z�>�f�#�  9ÔP.3-149Õ

 • �Ÿ�.�^  ���f�2�o�H�����,�é.3�o�  9ÔP.3-189Õ

 • �ŸDDR �é.3�o�  9ÔP.3-199Õ

 • �Ÿ�.�^  �b���W�_�,  ���f�2�o�H�����,�é.3�o���  9ÔP.3-219Õ

3G �b���W�_�,  ���f�2�o�H�����,�é.3�o�æ4P�Ô��-Ð
™

�4�æ�” 3G �b���W�_�,  ���f�2�o�H�����,�é.3�o�æ4P�Ô��-Ð
™�
$��Ò�ù�Ô�•

 • 1b�>
P�:(*�é�b���W�_�,  �(�o�F�,�Ç��-Ð�â�Ô�•�ù�Ú�”�^�o�2�Ç �!�"›�æ2)'Î�Ð�����@�6�;�b�o�"  
���C�_�6�+�ý��-Ð�â�Ô�•�(�P�o�;�Ð���á�¿��1b�>
P�:(*�é.f&¦�]�,�;�æ�ß�¿�á�ê�”�4�é  URL �é
�:�o�2  �*�o�;�

ó�–�Ò�á�Ê�Û�Ð�¿�•

http://www.cisco.com/en/US/prod/routers/networking_solutions_products_genericcontent0900ae
80601f7e.html

 • �b���W�_�,  �(�o�F�,  �J�`�C���3�o�ã�é�(�o�F�,  �J�\�f�æ�>&‚�Ò�” �Ø�é�(�o�F�,  �J�`�C���3�o�Æ��  
SIM ���o�<9Ô GSM �U�:�S�Û�Ì9Õ�
���ç�Ô����-Ð�Ç�½���ù�Ô�•

 • -+��3-2 �é�>� �•�2�

ó�–�Ò�á�” LED �
�4���6�"�Ò�å�Ì���ë�å���ù�Ö���•

 • Cisco IOS �0�H�;�������é  Cisco 3G �b���W�_�,  �(�P�o�;�é  Cisco IOS �]�]�o�, ��12.4(15)XZ 
•4 
�

 �½�æ!�.��Ò�á�¿����-Ð�Ç�½���ù�Ô9Ô Cisco IOS /—�±�

ó�–�Ò�á�Ê�Û�Ð�¿9Õ �•

 • GSM �:�o�2  �J�`�H�����^�
.3�o�Ô���æ�ê�”�(�o�F�,  �J�`�C���3�o�Æ���4�é�±�Ž�
���ç�Ô����-Ð�Ç
�½���ù�Ô�•

 – �Y�o�)�,

 – �D�,�b�o�<

 – Access Point Name9ÔAPN; ���"�.�,  �P���f�;  �@�o�S9Õ

 • �»
G�â���"�9���I�æ�Ô���Ú�ü�æ  CDMA �:�o�2  �J�`�H�����^�
.3�o�Ô���æ�ê�”�(�o�F�,  �J�`�C��
�3�o�Æ���4�é�±�Ž�
���ç�Ô����-Ð�Ç�½���ù�Ô�•

 – Master Subsidy Lock9ÔMSL9Õ!ß�  

 – Mobile Directory Number9ÔMDN9Õ 

 – Mobile Station Identifier9ÔMSID9Õ 

 – Electronic Serial Number9ÔESN9Õ 
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�.�^  �b���W�_�,  ���f�2�o�H�����,�é.3�o�æ4P�Ô���Ù&‚
P5Ä

Cisco 3G �b���W�_�,  ���f�2�o�H�����,�é.3�o�æ�ê�”�4�é�Ù&‚
P5Ä�Ç�½���ù�Ô�•

 • �:�o�2�’&ï�ê�” 3G �b���W�_�,  ���f�2�o�H�����,�Û�Ì�Æ��-��Á�Î�ã�Ç�â�È�ù�Ô�•�]�U�o�;  �3���W�^
���f�ê�(�P�o�;�Ð���á�¿�ù�Ö���•

 • �b���W�_�,1b�>�R1b�é�H/°�æ�����”�,�^�o�J�6�;�ê�”�@�6�;�b�o�"�â�é���"�9���I  �Y�o�)�é�™�ÿ
0æ0Þ�é2‚�æ����!ã�å���ù�Ô�•

 • �.�^  �@�6�;�b�o�"�é1ƒ�g�ê�”���5�@�6�;�b�o�"�é�•�'�����ý�"�È�Ê�å���ù�Ô�•1ƒ�g�_�o�;�ê�”�9
�"�A�`�+�o�Å���î1b�>
P�:(*�æ����!ã�å���ù�Ô�•�@�6�;�b�o�"0æ0Þ�Ç"’!¢�Ò�á�¿���•�'�”1ƒ�g�Ç�"
�È�Ê�å���Î�ã�Ç�½���ù�Ô�•

 • VoIP �ê û�÷�(�P�o�;�Ð���á�¿�ù�Ö���•

 • 1b�>
P�:(*�é�(�o�F�,�æ
™�æ�=�ù�����¿�Õ���é�Ù&‚
P5Ä�ý  Cisco 3G �b���W�_�,  ���f�2�o�H�����,
�æ1¡!ª�Ð���ù�Ô�•

 • Cisco 880G ISR �ê�” 3G �U�:�S�é  Online Insertion and Removal9ÔOIR; �t�H�L�î9Õ�
�(�P�o�;�Ò�ù
�Ö���•�U�:�S�
�U�:�S  �2���J�Ç�+�Ó�Î�é�U�:�^�ã
d�µ�Ô���æ�ê�”�U�:�S�

d�µ�Ô���è�æ�” Cisco 
CLI �

ö!ª�Ò�á�”�.�^  ���f�2�o�H�����,�â  shutdown �&�Q�f�<�
�I
��Ò�ù�Ô�•

 • 3G �U�:�^�Ç�������Ð���á�ý�” show interface cellular 0�” show run �Å���î  show version �´
��æ�”
�.�^  ���f�2�o�H�����,�æ4P�Ô���±�Ž�Ç-+$��Ð���ù�Ô�• show interface �&�Q�f�<�ê�”�4�é�T�6�.�o
�+�
-+$��Ò�ù�Ô�•�Ø�é
•�é�Ô�ô�á�é�&�Q�f�<�ê$è�é�´
��
-+$��Ò�ù�Ô�•

3G Modem not inserted

 • 3G �U�:�S�Ç�������Ð���á�¿�� A���â�.�^  ���f�2�o�H�����,�
.3�o�â�È�ù�Ô�•�Ú�Û�Ò�” 3G �U�:�S
�Ç����
ƒ�Ì�������ù�â�”.3�o�ê�­
2�æ�å���ù�Ö���•�U�:�S�Ç����
ƒ�Ì�����á�¿�å�¿ A���â�.�^  ��
�f�2�o�H�����,�
.3�o�Ò���Á�ã�Ô���ã�”�4�é�T�6�.�o�+�Ç-+$��Ð���ù�Ô�•

Router(config)#interface cellular 0
Warning: 3G Modem is not inserted 
Configuration will not be effective until modem is inserted 

 • �������Ò�Ú�U�:�S�ã�2���J�Ç!ã�å���U�:�S�
����
ƒ�Ì���•�'�”.3�o�
���•�Ò�”�*�,�9�S�
�]�`�o�<
�Ò�å�Ì���ë�å���ù�Ö���•

-+��3-2 �è5Y�D�@�^ LED �é�>� �•�2-+$�

LED LED ���\�o �>� �•�2

3G RSSI1

1. 3G ���>�>� �•�2-+$�

���_�f�+ 
ö!ª�â�È���(�o�F�,�Ç�å�Ê�” RSSI 
�Ç���´�Ð���ù�Ö��

�#�]�o�f�Ç�P�. 7�1f  RSSI9Ô-69 dBm 
•
�9Õ

�#�]�o�f�Ç&›�ç�Ê9Ô 16 Hz9Õ
�P�L


�1f  RSSI9Ô-89 :*  -70 dBm9Õ

�#�]�o�f�Ç���Þ�Ê��9Ô 1 Hz9Õ
�P�L


Ð:*
�1f  RSSI9Ô-99 :*  -90 dBm9Õ�”
�>5ì�â�È���’&ï�é�¨�Ê�_�L�^

�–�. 
Ð1f  RSSI9Ô-100 dBm �Â�)9Õ 
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  WAN ���f�2�o�H�����,�é.3�o
�:�o�2  �������f�;  �J�`�F�+�Z�>�f�#

9Ô�H9Õ �U�:�S�
�J�`�F�+�Z�>�f�#�Ô���æ�ê�”�(�o�F�,  �J�`�C���3�o�ã�é���"�9���I  �b���W�_�,  �������f�;�Ç
��-Ð�â�Ô�• SIM ���o�<�
  GSM 3G �b���W�_�,  ���o�<�æ�L�I�Ô����-Ð�Ç�½���ù�Ô�•

�:�o�2  �������f�;�
�J�`�F�+�Z�>�f�#�Ô���æ�ê�”�4�é�»5Å�
-��¿�ù�Ô�•

 • �Ÿ�>� �•�2�Å���î�(�o�F�,  ���L���\�F�]�9���é#Õ.z�  9ÔP.3-149Õ

 • �ŸGSM �U�:�^  �:�o�2  �J�`�H�����^�é.3�o�  9ÔP.3-159Õ

 • �ŸCDMA �U�:�S  ���"�9���L�o�*�Z�f�Å���î�J�`�F�+�Z�>�f�#�  9ÔP.3-169Õ

�>� �•�2�Å���î�(�o�F�,  ���L���\�F�]�9���é#Õ.z

�U�:�S�é�>� �•�2�Å���î�(�o�F�,  ���L���\�F�]�9���
#Õ.z�Ô���æ�ê�” $�­  EXEC �U�o�<�â�”�4�é�&�Q
�f�<�

ö!ª�Ò�ù�Ô�•

�»5Å�N-Ð

1. show cellular 0 network

2. show cellular 0 hardware

3. show cellular 0 connection

4. show cellular 0 radio

5. show cellular 0 profile

6. show cellular 0 security

7. show cellular 0 all

.f&¦�»5Å

�&�Q�f�<�ù�Ú�ê���"�*�Z�f "á"›

�,�9�6�J ��1 Router# show cellular 0 network

��9æ
Router# show cellular 0 network

1b�>
P�:(*�@�6�;�b�o�"�”�.�^  �(���;�”�Å���î
ö
!ª��(»�å�(�o�F�,�æ4P�Ô���±�Ž�
-+$��Ò�ù�Ô�•

�,�9�6�J ��2 Router# show cellular 0 hardware

��9æ
Router# show cellular 0 hardware

�.�^  �U�:�S  �B�o�<�������±�Ž�
-+$��Ò�ù�Ô�•

�,�9�6�J ��3 Router# show cellular 0 connection

��9æ
Router# show cellular 0 connection

 û�÷���"�9���I�å�’&ï A���Å���î�:�o�2�é&Ô.��±�Ž
�
-+$��Ò�ù�Ô�•
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GSM �U�:�^  �:�o�2  �J�`�H�����^�é.3�o

�Â�Ò�¿�U�:�S  �:�o�2  �J�`�H�����^�
.3�o�ù�Ú�ê
Þ�‘�Ô���æ�ê�” $�­  EXEC �U�o�<�â�”�4�é�&�Q�f�<�

�I
��Ò�ù�Ô�•

�»5Å�N-Ð

1. cellular gsm profile create <profile number> <apn> <authentication> <username> <password>

.f&¦�»5Å

�,�9�6�J ��4 Router# show cellular 0 radio

��9æ
Router# show cellular 0  radio

�\�+���>� �•�2�
$��Ò�ù�Ô�•

9Ô�H9Õ �’&ï�Ç�_�o�Ò�>5ì�â�È�� A���â�½���æ�ê  
RSSI �Ç -90 dBm 
•
��â�å�Ì���ë�å���ù
�Ö���•

�,�9�6�J ��5 Router# show cellular 0 profiles

��9æ
Router# show cellular 0  profile


Þ�‘�Ð���Ú�U�:�S  �:�o�2  �J�`�H�����^�æ4P�Ô���±
�Ž�
$��Ò�ù�Ô�•

�,�9�6�J ��6 Router# show cellular 0 security

��9æ
Router# show cellular 0 security

SIM �Å���î�U�:�S  �`�6�"  �,�9�o�2�,�å�ä�”�U�:�^
�é�.� �X�]�9���±�Ž�
$��Ò�ù�Ô�•

�,�9�6�J ��7 Router# show cellular 0  all

��9æ
Router# show cellular 0  all

�U�:�S�æ4P�Ô��&Ô�'�±�Ž�
$��Ò�ù�Ô�•�Ú�ã�Ã�ë�”

Þ�‘�Ð���Ú�J�`�H�����^�”�\�+���>� �•�2�”�@�6
�;�b�o�"  �.� �X�]�9���å�ä�â�Ô�•

�&�Q�f�<�ù�Ú�ê���"�*�Z�f "á"›

�&�Q�f�<�ù�Ú�ê���"�*�Z�f "á"›

Router# cellular  0 gsm profile create  < profile 
number> <apn> <authentication> <username> 
<password>

��9æ
Router# cellular 0 gsm profile create 3 apn.com 
chap GSM GSMPassword

�Â�Ò�¿�U�:�S  �:�o�2  �J�`�H�����^�

Þ�‘
�Ò�ù�Ô�•�&�Q�f�<  �D�\�T�o�2�é.f&¦�æ�ß
�¿�á�ê�” -+��3-3 �

ó�–�Ò�á�Ê�Û�Ð�¿�•
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�4�é-+�ê�”�U�:�S  �:�o�2  �J�`�H�����^  �D�\�T�o�2�é�]�,�;�
$��Ò�ù�Ô�•

CDMA �U�:�S  ���"�9���L�o�*�Z�f�Å���î�J�`�F�+�Z�>�f�#

���"�9���L�o�*�Z�f�»5Å�ê�”1b�>
P�:(*�æ����!ã�å���ù�Ô�•1b�>
P�:(*�æ�ç�¿�'�Ö�á�”�4�é�¿�Õ���Æ�é
�»5Å�
�s-��Ò�á�Ê�Û�Ð�¿�•

 • �»
G�æ�������"�9���L�o�*�Z�f  

 • �þ
��D�(�o�F�,  �J�`�F�+�Z�>�f�#�

ö!ª�Ò�Ú���"�9���L�o�*�Z�f  

�4�é-+�ê�”�Ð�ù�Ñ�ù�å�b���W�_�,1b�>
P�:(*�æ�����(�P�o�;�Ð���á�¿�����"�9���L�o�*�Z�f�Å���î�J�`
�F�+�Z�>�f�#  �J�`�.�,�é�]�,�;�
$��Ò�ù�Ô�•

�»
G�æ�������"�9���L�o�*�Z�f

9Ô�H9Õ �Î�é�»5Å�
4?�Ž�Ô���è�æ�”�­
2�å  Mobile Directory Numner9ÔMDN9Õ�” Mobile Subsidy Lock9ÔMSL9Õ�”
�Å���î  Mobile Station Identifier9ÔMSID9Õ�±�Ž�
1b�>
P�:(*�Æ�����ç�Ò�á�Å�Ê��-Ð�Ç�½���ù�Ô�•

�U�:�S  �J�`�H�����^�
�»
G�â.3�o�Ô���æ�ê�” EXEC �U�o�<�Æ���”�4�é�&�Q�f�<�

ö!ª�Ò�ù�Ô�•

cellular 0 cdma activate manual mdn msid sid nid msl

���"�9���I
{�Ð�����è�æ�”�U�:�^  �:�o�2  �J�`�H�����^�é�J�`�F�+�Z�>�f�#�Ç�” Internet Over the Air
9ÔIOTA; ���f�2�o�@�6�;�þ
��D9Õ�J�`�.�,�

z�Ò�á-��
���ù�Ô�• IOTA �J�`�.�,�ê�” cellular cdma 
activate manual �&�Q�f�<�

ö!ª�Ô���ã)D
G"›�æ4?�Ž�Ð���ù�Ô�•

�4�æ�”�Î�é�&�Q�f�<�é�´
����
$��Ò�ù�Ô�•

router# cellular 0 cdma activate manual 1234567890 1234567890 1234 12 12345  
NAM 0 will be configured and will become Active
Modem will be activated with following Parameters 
MDN :1234567890; MSID :1234567890; SID :1234; NID 12:
Checking Current Activation Status
Modem activation status: Not Activated

-+��3-3 �U�:�S  �:�o�2  �J�`�H�����^  �D�\�T�o�2

profile number 
Þ�‘�Ô���J�`�H�����^�é!ß� �•�¨�"  16 �é�J�`�H�����^�

Þ�‘�â�È�ù�Ô�•

apn ���"�.�,  �P���f�;  �@�o�S�•�Î�é�±�Ž�
�(�o�F�,  �J�`�C���3�o�Æ�����ç�Ô
����-Ð�Ç�½���ù�Ô�•

authentication .z.=�é�2���J�•�Ú�ã�Ã�ë�” CHAP�” PAP �â�Ô�•

Username �(�o�F�,  �J�`�C���3�o�æ�����­���Ð�����Y�o�)�,�•

Password �(�o�F�,  �J�`�C���3�o�æ�����­���Ð�����D�,�b�o�<�•

���"�9���L�o�*�Z�f�Å���î�J�`�F�+�Z�>�f�#  
�J�`�.�, 1b�>
P�:(*

MDN�” MSID�” MSL �

ö!ª�Ò�Ú�»
G�æ�������"
�9���L�o�*�Z�f  

Sprint 

OTASP1 ���"�9���L�o�*�Z�f Verizon Wireless 

�:�o�2  �J�`�H�����^  �]�H�_�6�*�X!ª  IOTA2 Sprint 

1. �þ
��D�(�o�F�,  �J�`�F�+�Z�>�f�#

2. ���f�2�o�@�6�;�þ
��D
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Begin Activation
Account activation - Step 1 of 5
Account activation - Step 2 of 5
Account activation - Step 3 of 5
Account activation - Step 4 of 5
Account activation - Step 5 of 5
Secure Commit Result: Succeed
Done Configuring - Resetting the modem
The activation of the account is Complete
Waiting for modem to be ready to start IOTA
Beginning IOTA
router#
*Feb  6 23:29:08.459: IOTA Status Message Received. Event: IOTA Start, Result: SUCCESS
*Feb  6 23:29:08.459: Please wait till IOTA END message is received
*Feb  6 23:29:08.459: It can take up to 5 minutes
*Feb  6 23:29:27.951: OTA State = SPL unlock, Result = Success
*Feb  6 23:29:32.319: OTA State = Parameters commited to NVRAM, Result = Success
*Feb  6 23:29:40.999: Over the air provisioning complete; Result:Success
*Feb  6 23:29:41.679: IOTA Status Message Received. Event: IOTA End, Result: SUCCESS

IOTA Start �Å���î  IOTA End �æ�ê�”&¿���é�´
��ã�Ò�á�Ÿ SUCCESS� �ã$��Ð���á�¿�å�Ì���ë�å���ù�Ö
���•���\�o  �T�6�.�o�+�Ç-+$��Ð���Ú�•�'�” cellular cdma activate iota �&�Q�f�<�

ö!ª�Ò�á�X�Î�æ  
IOTA �
�s-��â�È�ù�Ô�•

1b�>
P�:(*�æ�����”�:�o�2  �J�`�H�����^�é�o�¼"›�å�]�H�_�6�*�X�Ç-Ð�Þ�Ð�����Î�ã�Ç�½���ù�Ô�•�:�o
�2  �J�`�H�����^�
�]�H�_�6�*�X�Ô���æ�ê�”�4�é�&�Q�f�<�

ö!ª�Ò�ù�Ô�•

cellular cdma activate iota

Over-the-Air Service Provisioning �

ö!ª�Ò�Ú���"�9���L�o�*�Z�f  
Over-the-Air Service Provisioning9ÔOTASP9Õ�é�J�`�F�+�Z�>�f�#�Å���î���"�9���L�o�*�Z�f�
-��Á�æ
�ê�” EXEC �U�o�<�Æ���”�4�é�&�Q�f�<�

ö!ª�Ò�ù�Ô�•

cellular 0 cdma activate otasp phone_number

9Ô�H9Õ �Î�é�&�Q�f�<�â
ö!ª�Ô��5�.d!ß� �ê�”1b�>
P�:(*�Æ�����ç�Ô����-Ð�Ç�½���ù�Ô�•�¡�0�é  OTASP "’!ß� 
�ê  *22899 �â�Ô�•

�4�æ�”�Î�é�&�Q�f�<�é�´
����
$��Ò�ù�Ô�•

router# cellular 0 cdma activate otasp  *22899
Beginning OTASP activation
OTASP number is *22899
steelers_c881G#
OTA State = SPL unlock, Result = Success
router#
OTA State = PRL downloaded, Result = Success
OTA State = Profile downloaded, Result = Success
OTA State = MDN downloaded, Result = Success
OTA State = Parameters commited to NVRAM, Result = Success
Over the air provisioning complete; Result:Success
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%Y 3 %(     �n�Ä"›�å�^�o�2�é.3�o������ ��������
  WAN ���f�2�o�H�����,�é.3�o
�.�^  ���f�2�o�H�����,�é.3�o

�.�^  ���f�2�o�H�����,�
.3�o�Ô���æ�ê�” $�­  EXEC �U�o�<�Æ���”�4�é�&�Q�f�<�
�I
��Ò�ù�Ô�•

�»5Å�N-Ð

1. configure terminal

2. interface cellular 0

3. encapsulation ppp

4. ppp chap hostname <host>

5. ppp chap password 0 <password>

6. asynchronous mode interactive

7. ip address negotiated

9Ô�H9Õ �Î�é�»5Å�â
ö!ª�Ô��  PPP Challenge Handshake Authentication Protocol9ÔCHAP9Õ.z.=�D�\�T�o�2�ê�”
1b�>
P�:(*�æ�����­���Ð���” GSM �J�`�H�����^
��Û�Ì�â.3�o�Ð���á�¿���Y�o�)�,�Å���î�D�,�b�o�<�ã
�+�Ó�â�å�Ì���ë�å���ù�Ö���• CDMA �â�ê�”�Y�o�)�,�ù�Ú�ê�D�,�b�o�<�ê��-Ð�½���ù�Ö���•

.f&¦�»5Å

�&�Q�f�<�ù�Ú�ê���"�*�Z�f "á"›

�,�9�6�J ��1 Router# configure terminal  

��9æ
Router# configure terminal

%5�Ã�Æ���#�`�o�C�^  �&�f�H���!�X�_�o�*�Z�f  �U�o
�<�
4?�Ž�Ò�ù�Ô�•

�,�9�6�J ��2 Router(config)# interface cellular 0

��9æ
Router (config)# interface cellular 0

�.�^  ���f�2�o�H�����,�
�0�o�Ò�ù�Ô�•

�,�9�6�J ��3 Router(config-if)# encapsulation ppp

��9æ
Router (config-if)# encapsulation ppp

�¾!ª5V�+�¼�U�o�<�ù�Ú�ê  Dial-on-Demand Routing
9ÔDDR; �3���W�^���f�:�Q�f�<  �^�o�9���f�#9Õ�æ.3
�o�Ð���á�¿�����f�2�o�H�����,�é  PPP ���J�.�^
{
�
�0�o�Ò�ù�Ô�•

�,�9�6�J ��4 Router(config-if)# ppp chap hostname  < hostname >

��9æ
Router (config-if)# ppp chap hostname cisco@wwan.ccs

���f�2�o�H�����,�Õ�­�é  Challenge Handshake 
Authentication Protocol9ÔCHAP9Õ�N�,�;�,�
�o'õ
�Ò�ù�Ô�•�Î���ê�”1b�>
P�:(*�æ�����­���Ð�����Y�o
�)�,�ã	û)L�Ò�å�Ì���ë�å���ù�Ö���• GSM �Û�Ì�æ1¡
!ª�Ð���ù�Ô�•

�,�9�6�J ��5 Router(config-if)# ppp chap password  0 < password >

��9æ
Router (config-if)# ppp chap password 0 cisco

���f�2�o�H�����,�Õ�­�é  CHAP �D�,�b�o�<�
�o'õ
�Ò�ù�Ô�•�Î���ê�”1b�>
P�:(*�æ�����­���Ð�����D�,
�b�o�<�ã	û)L�Ò�å�Ì���ë�å���ù�Ö���•
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%Y 3 %(     �n�Ä"›�å�^�o�2�é.3�o
  WAN ���f�2�o�H�����,�é.3�o������
9Ô�H9Õ �.�^  ���f�2�o�H�����,�â�,�2�9���6�"  IP ���<�_�,�Ç��-Ð�å�•�'�”���<�_�,�ê�” ip address negotiated 
�ã�Ò�á.3�o�â�È�ù�Ô�• Internet Protocol Control Protocol9ÔIPCP; ���f�2�o�@�6�;  �J�`�;�&�^  �&�f�;
�`�o�^  �J�`�;�&�^9Õ�

z�Ò�á�”�@�6�;�b�o�"�æ�����”�\�Ò�¿�,�2�9���6�"  IP ���<�_�,�Ç�:�C���,�æ
�
���°�á���������Á�æ�å���ù�Ô�•�;�f�@�^  ���f�2�o�H�����,�Ç  ip address unnumbered <cellular 
interface> �â.3�o�Ð���á�¿���•�'�”�s4Ù�é�,�2�9���6�"  IP ���<�_�,�ê�” ip address negotiated �â�å�Ê�”
�.�^  ���f�2�o�H�����,
��â.3�o�Ð���å�Ì���ë�å���ù�Ö���•�.�^  ���f�2�o�H�����,�é.3�o���æ�ß�¿�á�ê�”

�Ÿ�.�^  ���f�2�o�H�����,�é�n�Ä.3�o�  9ÔP.3-229Õ�

ó�–�Ò�á�Ê�Û�Ð�¿�•

DDR �é.3�o

�.�^  ���f�2�o�H�����,�é�3���W�^���f�:�Q�f�<  �^�o�9���f�#9Ô DDR9Õ�
.3�o�Ô���æ�ê�”�4�é�»5Å�
�s
-��Ò�ù�Ô�•

�»5Å�N-Ð

1. configure terminal

2. interface cellular 0

3. dialer in-band

4. dialer idle-timeout <seconds>

5. dialer string <string>

6. dialer group <number>

7. exit

8. dialer-list  <dialer-group> protocol <protocol-name> { permit  | deny | list <access-list-number> | 
access-group}>

9. ip access-list <access list number> permit  <ip source address>

10. line 3

11. script dialer <regexp>

12. exit

13. chat-script <script name> �
�
 �� ATDT*99* <profile number>#�
 TIMEOUT  <timeout value> 
CONNECT

14. interface cellular 0

15. dialer string <string>

�,�9�6�J ��6 Router(config-if)# asynchronous mode interactive

��9æ
Router (config-if)# asynchronous mode interactive

�\���f�
�¾!ª5V�+�¼�@�6�;�b�o�"  �U�o�<�Æ���».d
�U�o�<�æ�¯�Ò�á�” $�­  EXEC �U�o�<�â�” slip �Å��
�î  ppp �&�Q�f�<�
���@�o�I�^�æ�Ò�ù�Ô�•

�,�9�6�J ��7 Router(config-if)# ip address negotiated

��9æ
Router (config-if)# ip address negotiated

 $�o�é���f�2�o�H�����,�é  IP ���<�_�,�Ç  PPP �Å��
�î  IPCP ���<�_�,  �@�'�*���o�*�Z�f�

z�Ò�á���ç�Ð
�����Î�ã�
�0�o�Ò�ù�Ô�•

�&�Q�f�<�ù�Ú�ê���"�*�Z�f "á"›
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%Y 3 %(     �n�Ä"›�å�^�o�2�é.3�o������ ��������
  WAN ���f�2�o�H�����,�é.3�o
.f&¦�»5Å

�&�Q�f�<�ù�Ú�ê���"�*�Z�f "á"›

�,�9�6�J ��1 Router# configure terminal 

��9æ
Router# configure terminal

�#�`�o�C�^  �&�f�H���!�X�_�o�*�Z�f  �U�o�<�
4?�Ž
�Ò�ù�Ô�•

�,�9�6�J ��2 Router(config)# interface cellular 0

��9æ
Router (config)# interface cellular 0

�.�^  ���f�2�o�H�����,�
�0�o�Ò�ù�Ô�•

�,�9�6�J ��3 Router(config-if)# dialer in-band  

��9æ
Router (config-if)# dialer in-band

DDR �
���@�o�I�^�æ�Ò�”���f�C�f�<  �3���W�]�f�#
�æ�0�o�Ð���Ú�*�]���^  ���f�2�o�H�����,�
.3�o�Ò
�ù�Ô�•

�,�9�6�J ��4 Router(config-if)# dialer idle-timeout <seconds>

��9æ
Router (config-if)# dialer idle-timeout 30

�Á'"�Ç�¾�¿�Ð�����ù�â�é�����<�^�(4F�
$}
±
Ï�â�0
�o�Ò�ù�Ô�•

�,�9�6�J ��5 Router(config-if)# dialer string <string >

��9æ
Router (config-if)# dialer string gsm

�3���W�^�Ô��!ß� �ù�Ú�ê�,�;�]�f�#�
�0�o�Ò�ù�Ô�•
�4�V�6�;  �,�"�]�J�;�é�,�è�
�Î�Î�â
ö!ª�Ò�ù�Ô�•

�,�9�6�J ��6 Router(config-if)# dialer-group <number >

��9æ
Router (config-if)# dialer-group 1

 $�o�é���f�2�o�H�����,�Ç�û�Ô���3���W�\  ���"�.
�,  �#�^�o�J�é!ß� �
�0�o�Ò�ù�Ô�•

�,�9�6�J ��7 Router(config-if)# exit

��9æ
Router (config-if)# exit

�#�`�o�C�^  �&�f�H���!�X�_�o�*�Z�f  �U�o�<�
4?�Ž
�Ò�ù�Ô�•

�,�9�6�J ��8 Router(config)# dialer-list  <dialer-group>  protocol  
<protocol-name>  { permit |  deny |  list  
<access-list-number> |  access-group }>

��9æ
Router (config)# dialer-list 1 protocol ip list 1

�»/N�;�\�H���6�"�é�3���W�\  �]�,�;�

Þ�‘�Ò�á�”
�Ô�ô�á�é�J�`�;�&�^�ó�é���"�.�,�
.5���Ò�ù�Ô�•

�,�9�6�J ��9 Router(config)# ip access-list <access list number > 
permit  <ip source address >

��9æ
Router (config)# ip access list 1 permit any

�»/N�;�\�H���6�"�
�o'õ�Ò�ù�Ô�•
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%Y 3 %(     �n�Ä"›�å�^�o�2�é.3�o
  WAN ���f�2�o�H�����,�é.3�o������
�.�^  �b���W�_�,  ���f�2�o�H�����,�é.3�o��

�Î�Î�â�ê�”�4�é.3�o���
$��Ò�ù�Ô�•

 • �Ÿ�.�^  ���f�2�o�H�����,�é�n�Ä.3�o�  9ÔP.3-229Õ

 • �Ÿ�.�^  ���f�2�o�H�����,.3�o�

z�Ò�Ú�;�f�@�^�  9ÔP.3-239Õ

�,�9�6�J ��10 Router(config)# line  3

��9æ
Router (config-line)# line 3

�\���f  �&�f�H���!�X�_�o�*�Z�f  �U�o�<�
�0�o�Ò�ù
�Ô�•�Î���ê�ñ�æ  3 �â�Ô�•

�,�9�6�J ��11 Router(config-line) script dialer  < regexp >

��9æ
Router (config-line)# script-dialer gsm

�:�H���^�;  �U�:�S  �4�V�6�;  �,�"�]�J�;�
�0�o�Ò
�ù�Ô�•

�,�9�6�J ��12 Router(config-line) exit

��9æ
Router (config-line)# exit

�\���f  �&�f�H���!�X�_�o�*�Z�f  �U�o�<�
&³
L�Ò
�ù�Ô�•

�,�9�6�J ��13 For GSM:
Router(config)# chat-script <script name > ”” 
“ATDT*99* <profile number> #” TIMEOUT <timeout value>  
CONNECT

For CDMA:
Router(config)# chat-script  <script name> "" 
"ATDT*777* <profile number> #" TIMEOUT  <timeout value> 
CONNECT

��9æ
Router (config)# chat-script gsm "" "ATDT*98*2#" 
TIMEOUT 60 "CONNECT“

�\���f�Ç  GSM !ª�â�Ô�•

�\���f�Ç  CDMA !ª�â�Ô�•

�3���W�\�Ç4?�Ž�Ð�����ã�È�é  Attention Dial Tone
9ÔATDT9Õ�&�Q�f�<�
�o'õ�Ò�ù�Ô�•

�,�9�6�J ��14 Router(config)# interface cellular  0

��9æ
Router (config)# interface cellular 0

�.�^  ���f�2�o�H�����,�
�0�o�Ò�ù�Ô�•

�,�9�6�J ��15 Router(config-if)# dialer string <string >

��9æ
Router (config)# dialer string gsm

�3���W�\  �,�"�]�J�;9Ô chat script �&�Q�f�<�

ö!ª
�Ò�á�o'õ�Ð���ù�Ô9Õ�
�0�o�Ò�ù�Ô�•

�&�Q�f�<�ù�Ú�ê���"�*�Z�f "á"›
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%Y 3 %(     �n�Ä"›�å�^�o�2�é.3�o������ ��������
  WAN ���f�2�o�H�����,�é.3�o
�.�^  ���f�2�o�H�����,�é�n�Ä.3�o

�4�æ�”�J�\���Q�]  WAN �’&ï�ã�Ò�á
ö!ª�Ð����  gsm �.�^  ���f�2�o�H�����,�
.3�o�Ô�����
$��Ò�ù�Ô�•
�Î���ê�”�:�H���^�;  �^�o�;�ã�Ò�á.3�o�Ð���ù�Ô�•

chat-script gsm "" "ATDT*98*2#" TIMEOUT 60 "CONNECT“

!
interface Cellular0
 ip address negotiated
 encapsulation ppp
 dialer in-band
 dialer string gsm
 dialer-group 1
 async mode interactive
 ppp chap hostname cisco@wwan.ccs
 ppp chap password 0 cisco
 ppp ipcp dns request
!

ip route 0.0.0.0 0.0.0.0 Cellular0
!
!
access-list 1 permit any
dialer-list 1 protocol ip list 1
!
line 3
 exec-timeout 0 0
 script dialer gsm
 login
 modem InOut

�4�æ�”�J�\���Q�]�ã�Ò�á
ö!ª�Ð����  cdma �.�^  ���f�2�o�H�����,�
.3�o�Ô�����
$��Ò�ù�Ô�•�Î���ê�”
�:�H���^�;  �^�o�;�ã�Ò�á.3�o�Ð���ù�Ô�•

chat-script cdma "" "ATDT#777" TIMEOUT 60 "CONNECT“

!
interface Cellular0
 ip address negotiated
 encapsulation ppp
 dialer in-band
 dialer string cdma
 dialer-group 1
 async mode interactive
 ppp chap password 0 cisco
!

ip route 0.0.0.0 0.0.0.0 Cellular0
!
!
access-list 1 permit any
dialer-list 1 protocol ip list 1
!
line 3
 exec-timeout 0 0
 script dialer cdma
 login
 modem InOut
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%Y 3 %(     �n�Ä"›�å�^�o�2�é.3�o
  �H���,�;  ���o�(�@�6�;  LAN ���f�2�o�H�����,�é.3�o�� ��������
�.�^  ���f�2�o�H�����,.3�o�

z�Ò�Ú�;�f�@�^

�4�æ�”�;�f�@�^  ���f�2�o�H�����,�Ç  ip address unnumbered <cellular interface> �&�Q�f�<�â.3�o�Ð��
���•�'�é�,�2�9���6�"  IP ���<�_�,�
.3�o�Ô�����
$��Ò�ù�Ô�•

interface Tunnel2
 ip unnumbered Cellular0
 tunnel source Cellular0
 tunnel destination 128.107.248.254

interface Cellular0
 bandwidth receive 1400000
 ip address 23.23.0.1 255.255.0.0
 ip nat outside
 ip virtual-reassembly
 encapsulation ppp
 no ip mroute-cache
 dialer in-band
 dialer idle-timeout 0
 dialer string dial<carrier>
 dialer-group 1
 async mode interactive
 no ppp lcp fast-start
 ppp chap hostname <hostname>        *** gsm only ***
 ppp chap password 0 <password>
 ppp ipcp dns request
 
! traffic of interest through the tunnel/cellular interface
ip route 10.10.0.0 255.255.0.0 Tunnel2

�H���,�;  ���o�(�@�6�;  LAN ���f�2�o�H�����,�é.3�o
�^�o�2�é�H���,�;  ���o�(�@�6�;  LAN ���f�2�o�H�����,�ê�”�:�H���^�;  VLAN �é	û1ñ�ã�Ò�á)D
G"›�æ
.3�o�Ð���”�X�Î�é���<�_�,�æ����.3�o�ê-��
���ù�Ö���•���"�.�,�ê  VLAN �
1b�Ó�á�­���Ð���ù�Ô�•��
-Ð�æ���Ó�á�”�Î�é���f�2�o�H�����,�
�Î�é  VLAN �æ
����°�á���Î�ã�Ç��(»�â�Ô�• VLAN 
Þ�‘�é.f&¦�æ
�ß�¿�á�ê�” %Y��6 %(�Ÿ���o�(�@�6�;  �,���6�4�é.3�o�  �

ó�–�Ò�á�Ê�Û�Ð�¿�•

�b���W�_�,  LAN ���f�2�o�H�����,�é.3�o
Cisco 861W ISR �Å���î  Cisco 880W �*�]�o�-  ISR �ê�”�b���W�_�,  LAN �’&ï�é&Ô�'  802.11n �U�+�X�o
�^�
�»�Ã�á�¿�ù�Ô�•�Î�é�^�o�2�ê�”�`�o���^  ���f�H�\�,�;�\�"�4�V�é���"�.�,  �P���f�;�ã�Ò�á�Ï(»�â
�È�ù�Ô�•�b���W�_�,�’&ï�é.3�o�é.f&¦�æ�ß�¿�á�ê�” %Y��8 %(�Ÿ�b���W�_�,  �:�C���,�é�n�Ä.3�o�  �

ó�–
�Ò�á�Ê�Û�Ð�¿�•
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%Y 3 %(     �n�Ä"›�å�^�o�2�é.3�o������ ��������
  �^�o�J�C�6�"  ���f�2�o�H�����,�é.3�o
�^�o�J�C�6�"  ���f�2�o�H�����,�é.3�o
�^�o�J�C�6�"  ���f�2�o�H�����,�ê�”�,�2�9���6�"  IP ���<�_�,�é�J�_�o�,�N�^�3�ã�Ò�á�Ï(»�Ò�”�:�H��
�^�;�é�^�o�9���f�#�±�Ž�
�­���Ò�ù�Ô�•

�^�o�J�C�6�"  ���f�2�o�H�����,�
.3�o�Ô���æ�ê�”�#�`�o�C�^  �&�f�H���!�X�_�o�*�Z�f  �U�o�<�Æ���”�4
�é�»5Å�
�s-��Ò�ù�Ô�•

��

.3�o���é�^�o�J�C�6�"  ���f�2�o�H�����,�ê�”
’�Ð�9�f�J�_�o�;  ���f�2�o�H�����,
��â  Network 
Address Translation9ÔNAT; �@�6�;�b�o�"  ���<�_�,���µ9Õ�
�(�P�o�;�Ô���Ú�ü�æ
ö!ª�Ð���ù�Ô�•�Î�é.3
�o���ê�”�,�2�9���6�"  IP ���<�_�,�ã�å��  IP ���<�_�,  200.200.100.1/24 �
�,�ß�H���,�;  ���o�(�@�6�;  
���f�2�o�H�����,�æ.3�o�Ð�����^�o�J�C�6�"  ���f�2�o�H�����,�
$��Ò�ù�Ô�•�Î�é�^�o�J�C�6�"  ���f
�2�o�H�����,�ê�”�@�'�*���o�;�Ð���Ú  IP ���<�_�,�
�,�ß  virtual-template1 �
�0�Ò�ù�Ô�•

!
interface loopback 0
ip address 200.200.100.1 255.255.255.0 ( static IP address )
ip nat outside
!
interface Virtual-Template1
ip unnumbered loopback0
no ip directed-broadcast
ip nat outside
!

�&�Q�f�< "á"›

�,�9�6�J ��1 interface type number

��9æ
Router(config)# interface Loopback 0
Router(config-if)# 

�^�o�J�C�6�"  ���f�2�o�H�����,�é�&�f�H���!�X
�_�o�*�Z�f  �U�o�<�
4?�Ž�Ò�ù�Ô�•

�,�9�6�J ��2 ip address ip-address mask

��9æ
Router(config-if)# ip address 10.108.1.1 
255.255.255.0
Router(config-if)# 

�^�o�J�C�6�"  ���f�2�o�H�����,�é  IP ���<�_�,�Å
���î�(�I�@�6�;  �Q�,�"�
.3�o�Ò�ù�Ô�•

�,�9�6�J ��3 exit

��9æ
Router(config-if)# exit
Router(config)# 

�^�o�J�C�6�"  ���f�2�o�H�����,�é�&�f�H���!�X
�_�o�*�Z�f  �U�o�<�
&³
L�Ò�á�”�#�`�o�C�^  �&�f
�H���!�X�_�o�*�Z�f  �U�o�<�æ�¯���ù�Ô�•
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%Y 3 %(     �n�Ä"›�å�^�o�2�é.3�o
  �^�o�J�C�6�"  ���f�2�o�H�����,�é.3�o������
.3�o�é#Õ.z

�^�o�J�C�6�"  ���f�2�o�H�����,�Ç�\�Ò�Ê.3�o�Ð���á�¿���Æ�ä�Á�Æ�
#Õ.z�Ô���æ�ê�” show interface 
loopback �&�Q�f�<�
�I
��Ò�ù�Ô�•#Õ.z�´
��ê�”�4�é���é���Á�æ-+$��Ð���ù�Ô�•

Router# show interface loopback 0
Loopback0 is up, line protocol is up 
  Hardware is Loopback
  Internet address is 200.200.100.1/24
  MTU 1514 bytes, BW 8000000 Kbit, DLY 5000 usec, 
     reliability 255/255, txload 1/255, rxload 1/255
  Encapsulation LOOPBACK, loopback not set
  Last input never, output never, output hang never
  Last clearing of "show interface" counters never
  Queueing strategy: fifo
  Output queue 0/0, 0 drops; input queue 0/75, 0 drops
  5 minute input rate 0 bits/sec, 0 packets/sec
  5 minute output rate 0 bits/sec, 0 packets/sec
     0 packets input, 0 bytes, 0 no buffer
     Received 0 broadcasts, 0 runts, 0 giants, 0 throttles
     0 input errors, 0 CRC, 0 frame, 0 overrun, 0 ignored, 0 abort
     0 packets output, 0 bytes, 0 underruns
     0 output errors, 0 collisions, 0 interface resets
     0 output buffer failures, 0 output buffers swapped out

���f�2�o�H�����,�æ�»�Ò�á  ping �
�s-��Ò�á�^�o�J�C�6�"  ���f�2�o�H�����,�
#Õ.z�Ô���Î�ã�ý�â�È�ù�Ô�•

Router# ping 200.200.100.1 
Type escape sequence to abort.
Sending 5, 100-byte ICMP Echos to 200.200.100.1, timeout is 2 seconds:
!!!!!
Success rate is 100 percent (5/5), round-trip min/avg/max = 1/2/4 ms
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%Y 3 %(     �n�Ä"›�å�^�o�2�é.3�o������ ��������
  �,�2�9���6�"  �^�o�;�é.3�o
�,�2�9���6�"  �^�o�;�é.3�o
�,�2�9���6�"  �^�o�;�

ö!ª�Ô���ã�”�@�6�;�b�o�"�]�â�Õ�o�^�o�9���f�#  �D�,�
�Ñ!ª�â�È�ù�Ô�•�,�2
�9���6�"  �^�o�;�ê�”�^�o�2
��â�»
G�â.3�o�Ò�ù�Ô�•�@�6�;�b�o�"  �;�P�`�+�o�Ç��
{�Ò�Ú�•�'�æ�ê�”�Â
�Ò�¿�^�o�;�

ö!ª�Ò�á�,�2�9���6�"  �^�o�;�
�•�Â�Ô����-Ð�Ç�½���ù�Ô�•�,�2�9���6�"  �^�o�;�ê�”�^�o
�9���f�#  �J�`�;�&�^�æ���Þ�á�c2)�>�Ð�����•�'�
4°�È�”�J�\���L�o�;�å�^�o�;�â�Ô�•

�,�2�9���6�"  �^�o�;�
.3�o�Ô���æ�ê�”�#�`�o�C�^  �&�f�H���!�X�_�o�*�Z�f  �U�o�<�Æ���”�4�é�»5Å�
�s
-��Ò�ù�Ô�•

�,�2�9���6�"  �^�o�9���f�#�é	û)x"›�å.‘�ÿ�æ�ß�¿�á�ê�” 
ƒ3s B�Ÿ�H�`�o�9���f�#  �,�2�9���6�"  �^�o
�;�  �

ó�–�Ò�á�Ê�Û�Ð�¿�•

��

�4�é.3�o���â�” �,�2�9���6�"  �^�o�;�ê�” �H���,�;  ���o�(�@�6�;  ���f�2�o�H�����,�â�p�5  IP ���<�_�,  
192.168.1.0 �Å���î�(�I�@�6�;  �Q�,�"  255.255.255.0 �
�,�ß�Ô�ô�á�é  IP �D�$�6�;�
�” IP ���<�_�,  
10.10.10.2 �
�,�ß�Î�é�:�C���,�æ1M�>�Ò�ù�Ô�•�Î�����é�D�$�6�;�ê.3�o�Ð���Ú  PVC �ó1M�>�Ð���á�¿
�ù�Ô�•

�Ÿdefault� �é�Q�o�"�Ç
ƒ�¿�á�¿���&�Q�f�<�ê�I
��Ô����-Ð�Ç�½���ù�Ö���•�Î�é�&�Q�f�<�ê�” show 
running-config �&�Q�f�<�

ö!ª�Ò�Ú�•�'�æ!¢�‘�Ð�����&�f�H���!�X�_�o�*�Z�f  �H�����^�æ)D
G"›�æ-+
$��Ð���ù�Ô�•

!
ip classless ( default )
ip route 192.168.1.0 255.255.255.0 10.10.10.2!

�&�Q�f�< "á"›

�,�9�6�J ��1 ip route prefix mask { ip-address | interface-type 
interface-number [ip-address]} 

��9æ
Router(config)# ip route 192.168.1.0 
255.255.0.0 10.10.10.2
Router(config)# 

IP �D�$�6�;�é�,�2�9���6�"  �^�o�;�
�0�o�Ò�ù�Ô�•

�Î�é�&�Q�f�<�é.f&¦�Å���î.3�o��(»�å�Ø�é
•�é�D
�\�T�o�2�æ�ß�¿�á�ê�” �¡ Cisco IOS IP Routing 
Protocols Command Reference�¢�

ó�–�Ò�á�Ê�Û
�Ð�¿�•

�,�9�6�J ��2 end

��9æ
Router(config)# end
Router# 

�^�o�2  �&�f�H���!�X�_�o�*�Z�f  �U�o�<�
&³
L�Ò
�á $�­  EXEC �U�o�<�æ�¯���ù�Ô�•
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%Y 3 %(     �n�Ä"›�å�^�o�2�é.3�o
  �3���=�R�6�"  �^�o�;�é.3�o������
.3�o�é#Õ.z

�,�2�9���6�"  �^�o�9���f�#�Ç�\�Ò�Ê.3�o�Ð���á�¿���Æ�ä�Á�Æ�
#Õ.z�Ô���æ�ê�” show ip route �&�Q�f�<
�
�I
��Ò�” �ŸS� �â-+�Ð�����,�2�9���6�"  �^�o�;�
.ž�ô�ù�Ô�•

#Õ.z�´
��ê�”�4�é���Á�æ-+$��Ð���ù�Ô�•

Router# show ip route
Codes: C - connected, S - static, R - RIP, M - mobile, B - BGP
       D - EIGRP, EX - EIGRP external, O - OSPF, IA - OSPF inter area
       N1 - OSPF NSSA external type 1, N2 - OSPF NSSA external type 2
       E1 - OSPF external type 1, E2 - OSPF external type 2
       i - IS-IS, su - IS-IS summary, L1 - IS-IS level-1, L2 - IS-IS level-2
       ia - IS-IS inter area, * - candidate default, U - per-user static route
       o - ODR, P - periodic downloaded static route

Gateway of last resort is not set

     10.0.0.0/24 is subnetted, 1 subnets
C       10.108.1.0 is directly connected, Loopback0
S* 0.0.0.0/0 is directly connected, FastEthernet0

�3���=�R�6�"  �^�o�;�é.3�o
�3���=�R�6�"  �^�o�9���f�#�â�ê�”�@�6�;�b�o�"  �J�`�;�&�^�ê�”�@�6�;�b�o�"  �;�\�H���6�"�ù�Ú�ê�@�6
�;�b�o�"  �;�P�`�+�o�æ�n�à�È)D
G"›�æ�D�,�
.ž�›�Ò�ù�Ô�•�3���=�R�6�"  �^�o�;�é���•�ê�”�@�6�;�b�o
�"
��é
•�é�^�o�2�ã�R�­�Ð���ù�Ô�•

�*�,�&  �^�o�2�ê�” Routing Information Protocol9ÔRIP9Õ�ù�Ú�ê Enhanced Interior Gateway Routing 
Protocol9ÔEIGRP9Õ�å�ä�é  IP �^�o�9���f�#  �J�`�;�&�^�

ö!ª�Ò�á�”
G"›�æ�^�o�;�
�G(��Ò�ù�Ô�•�^�o
�2�â�ê  RIP �ù�Ú�ê  EIGRP �é�¿�Õ���Æ�é�^�o�9���f�#  �J�`�;�&�^�
.3�o�â�È�ù�Ô�•

 • �ŸRouting Information Protocol �é.3�o�  9ÔP.3-289Õ

 • �ŸEnhanced Interior Gateway Routing Protocol �é.3�o�  9ÔP.3-299Õ
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%Y 3 %(     �n�Ä"›�å�^�o�2�é.3�o������ ��������
  �3���=�R�6�"  �^�o�;�é.3�o
Routing Information Protocol �é.3�o

�^�o�2
��â  RIP �^�o�9���f�#  �J�`�;�&�^�
.3�o�Ô���æ�ê�”�#�`�o�C�^  �&�f�H���!�X�_�o�*�Z�f  �U�o�<
�Æ���”�4�é
Þ�:�
-��¿�ù�Ô�•

RIP �æ4P�Ô��	û)x"›�å.‘�ÿ�æ�ß�¿�á�ê�” 
ƒ3s B�ŸRIP�  �

ó�–�Ò�á�Ê�Û�Ð�¿�•

�&�Q�f�< 
Þ�:

�,�9�6�J ��1 router rip

��9æ
Router> configure terminal
Router(config)# router rip
Router(config-router)# 

�^�o�2  �&�f�H���!�X�_�o�*�Z�f  �U�o�<�
4?�Ž�Ò�”
�^�o�2
��â  RIP �
���@�o�I�^�æ�Ò�ù�Ô�•

�,�9�6�J ��2 version { 1 | 2}

��9æ
Router(config-router)# version 2
Router(config-router)# 

RIP �C�o�+�Z�f  1 �ù�Ú�ê  2 �

ö!ª�Ô���Î�ã�
�0�o
�Ò�ù�Ô�•

�,�9�6�J ��3 network ip-address

��9æ
Router(config-router)# network 192.168.1.1
Router(config-router)# network 10.10.7.1
Router(config-router)# 

RIP �
1¡!ª�Ô���@�6�;�b�o�"�é�]�,�;�
�0�o�Ò�ù
�Ô9Ô"å�’�’&ï�Ð���á�¿���&�@�6�;�b�o�"�é�@�6�;
�b�o�"  ���<�_�,�

ö!ª9Õ �•

�,�9�6�J ��4 no auto-summary

��9æ
Router(config-router)# no auto-summary
Router(config-router)# 

�@�6�;�b�o�"  �_�L�^  �^�o�;�ó�é�(�I�@�6�;  �^�o�;
�é)D
G�(�Q�\���-�
�:���.�o�I�^�æ�Ò�ù�Ô�•�Ø�é
&¿���”�(�I�J�_�H���"�,  �^�o�9���f�#�±�Ž�Ç�"�\
�,�H�^  �@�6�;�b�o�"�º!Ç�
/å�Ã�á
µ1M�Ð���ù�Ô�•

�,�9�6�J ��5 end

��9æ
Router(config-router)# end
Router# 

�^�o�2  �&�f�H���!�X�_�o�*�Z�f  �U�o�<�
&³
L�Ò�á
 $�­  EXEC �U�o�<�æ�¯���ù�Ô�•
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%Y 3 %(     �n�Ä"›�å�^�o�2�é.3�o
  �3���=�R�6�"  �^�o�;�é.3�o������
��

�4�æ�” IP �@�6�;�b�o�"  10.0.0.0 �Å���î  192.168.1.0 �â  RIP �C�o�+�Z�f  2 �
���@�o�I�^�æ�Ô��.3�o���

$��Ò�ù�Ô�•

�Î�é.3�o�

ó�–�Ô���æ�ê�” $�­  EXEC �U�o�<�Æ���” show running-config �&�Q�f�<�

ö!ª�Ò�ù�Ô�•

!
Router# show running-config
router rip
 version 2
 network 10.0.0.0
 network 192.168.1.0
 no auto-summary
!

.3�o�é#Õ.z

RIP �Ç�\�Ò�Ê.3�o�Ð���á�¿���Æ�ä�Á�Æ�
#Õ.z�Ô���æ�ê�” show ip route �&�Q�f�<�
�I
��Ò�” �ŸR� �â-+�Ð
����  RIP �^�o�;�
.ž�ô�ù�Ô�•#Õ.z�´
��ê�”�4�é���é���Á�æ-+$��Ð���ù�Ô�•

Router# show ip route
Codes: C - connected, S - static, R - RIP, M - mobile, B - BGP
       D - EIGRP, EX - EIGRP external, O - OSPF, IA - OSPF inter area
       N1 - OSPF NSSA external type 1, N2 - OSPF NSSA external type 2
       E1 - OSPF external type 1, E2 - OSPF external type 2
       i - IS-IS, su - IS-IS summary, L1 - IS-IS level-1, L2 - IS-IS level-2
       ia - IS-IS inter area, * - candidate default, U - per-user static route
       o - ODR, P - periodic downloaded static route

Gateway of last resort is not set

     10.0.0.0/24 is subnetted, 1 subnets
C       10.108.1.0 is directly connected, Loopback0
R    3.0.0.0/8 [120/1] via 2.2.2.1, 00:00:02, Ethernet0/0

Enhanced Interior Gateway Routing Protocol �é.3�o

Enhanced Interior Gateway Routing Protocol GRP9ÔEGRP9Õ�
.3�o�Ô���æ�ê�”�#�`�o�C�^  �&�f�H��
�!�X�_�o�*�Z�f  �U�o�<�Æ���”�4�é
Þ�:�
-��¿�ù�Ô�•

�&�Q�f�< "á"›

�,�9�6�J ��1 router eigrp as-number

��9æ
Router(config)# router eigrp 109
Router(config)# 

�^�o�2  �&�f�H���!�X�_�o�*�Z�f  �U�o�<�
4?�Ž�Ò
�á�”�^�o�2
��â  EIGRP �
���@�o�I�^�æ�Ò�ù�Ô�•
)D�Þ�*�,�9�S!ß� �ê�”
•�é  EIGRP �^�o�2�ó�é
�^�o�;�
-+�Ò�” EIGRP �±�Ž�é�2�#
ƒ�Ì�æ
ö!ª�Ð
���ù�Ô�•
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%Y 3 %(     �n�Ä"›�å�^�o�2�é.3�o������ ��������
  �3���=�R�6�"  �^�o�;�é.3�o
EIGRP �é�N-Ð�æ�ß�¿�á�ê�” 
ƒ3s  B�ŸEIGRP�  �

ó�–�Ò�á�Ê�Û�Ð�¿�•

��

�4�æ�”IP �@�6�;�b�o�"  192.145.1.0 �Å���î  10.10.12.115 �â  EIGRP �^�o�9���f�#  �J�`�;�&�^�
���@�o�I
�^�æ�Ô��.3�o���
$��Ò�ù�Ô�• EIGRP )D�Þ�*�,�9�S!ß� �ê�” 109 �æ.3�o�Ð���á�¿�ù�Ô�•

�Î�é.3�o�

ó�–�Ô���æ�ê�” $�­  EXEC �U�o�<�Æ���” show running-config �&�Q�f�<�

ö!ª�Ò�ù�Ô�•

!
router eigrp 109

network 192.145.1.0
network 10.10.12.115

!

.3�o�é#Õ.z

IP EIGRP �Ç�\�Ò�Ê.3�o�Ð���á�¿���Æ�ä�Á�Æ�
#Õ.z�Ô���æ�ê�” show ip route �&�Q�f�<�
�I
��Ò�”
�ŸD� �â-+�Ð����  EIGRP �^�o�;�
.ž�ô�ù�Ô�•#Õ.z�´
��ê�”�4�é���é���Á�æ-+$��Ð���ù�Ô�•

Router# show ip route
Codes: C - connected, S - static, R - RIP, M - mobile, B - BGP
       D - EIGRP, EX - EIGRP external, O - OSPF, IA - OSPF inter area
       N1 - OSPF NSSA external type 1, N2 - OSPF NSSA external type 2
       E1 - OSPF external type 1, E2 - OSPF external type 2
       i - IS-IS, su - IS-IS summary, L1 - IS-IS level-1, L2 - IS-IS level-2
       ia - IS-IS inter area, * - candidate default, U - per-user static route
       o - ODR, P - periodic downloaded static route

Gateway of last resort is not set

     10.0.0.0/24 is subnetted, 1 subnets
C       10.108.1.0 is directly connected, Loopback0
D    3.0.0.0/8 [90/409600] via 2.2.2.1, 00:00:02, Ethernet0/0

�,�9�6�J ��2 network ip-address

��9æ
Router(config)# network 192.145.1.0
Router(config)# network 10.10.12.115
Router(config)# 

EIGRP �
1¡!ª�Ô���@�6�;�b�o�"�é�]�,�;�
�0�o�Ò
�ù�Ô9Ô"å�’�’&ï�Ð���á�¿���@�6�;�b�o�"�é  IP ���<
�_�,�

ö!ª9Õ �•

�,�9�6�J ��3 end

��9æ
Router(config-router)# end
Router# 

�^�o�2  �&�f�H���!�X�_�o�*�Z�f  �U�o�<�
&³
L�Ò�á
 $�­  EXEC �U�o�<�æ�¯���ù�Ô�•

�&�Q�f�< "á"›
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C H A P T E R 4

�C�6�"���6�J  �:�o�2  �\���f�Å���î�]�U�o�;%¤
!��é.3�o

�Î�é%(�â�ê�”�4�é5Ä�â�”�C�6�"���6�J  �:�o�2  �\���f�Å���î�]�U�o�;%¤!��é.3�o�æ�ß�¿�á.‘�ÿ�Ò�ù�Ô�•

• �Ÿ�C�6�"���6�J  ���f�2�o�H�����,�é.3�o�  9ÔP.4-19Õ

• �Ÿ�.�^  �3���W�^���f�:�Q�f�<  �^�o�9���f�#  �C�6�"���6�J�é.3�o�  9ÔP.4-39Õ

• �Ÿ�&�f�0�o�^  �P�o�;�ù�Ú�ê  AUX �P�o�;�

ö!ª�Ò�Ú�3���W�^  �C�6�"���6�J�Å���î�]�U�o�;%¤!��é.3
�o�  9ÔP.4-99Õ

• �ŸISDN S/T �P�o�;�

ö!ª�Ò�Ú�:�o�2  �\���f  �C�6�"���6�J�Å���î�]�U�o�;%¤!��é.3�o�  9ÔP.4-169Õ

Cisco 880 �*�]�o�-  Integrated Services Router9ÔISR; �(�o�F�,&Ô�'�3�^�o�29Õ�ê�” WAN �é�3���f�2��
�S�
�å�ë�Ô���C�6�"���6�J  �:�o�2  �\���f�ã�é�C�6�"���6�J  �:�o�2�’&ï�
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�,�9�6�J ��1 interface type number

��9æ
Router(config)# interface atm 0
Router(config-if)#

�C�6�"���6�J�é.3�o�
-��Á���f�2�o�H�����,�â�”
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�,�9�6�J ��2 backup interface interface-type 
interface-number

��9æ
Router(config-if)# backup interface bri 0
Router(config-if)#
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�Î�Î�â�0�o�â�È�����f�2�o�H�����,�ê�”�*�]���^  
���f�2�o�H�����,�ù�Ú�ê5V�+�¼���f�2�o�H�����,
�â�Ô�•�Ú�ã�Ã�ë�”�*�]���^  0 ���f�2�o�H�����,�é
�C�6�"���6�J�ã�Ò�á�*�]���^  1 ���f�2�o�H�����,
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�Î�é���â�ê�” ATM 0 ���f�2�o�H�����,�é�C�6�"
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�H�����,�
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�,�9�6�J ��3 exit

��9æ
Router(config-if)# exit
Router(config)#
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�<�
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1. configure terminal

2. interface type number

3. dialer watch group group-number

4. dialer watch-list group-number ip ip-address address-mask

5. dialer-list  <dialer-group> protocol <protocol name> {permit  | deny | list <access list number> | 
access-group}

6. ip access-list <access list number> permit  <ip source address>

7. interface cellular 0

8. dialer string <string>
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�,�9�6�J ��1 Router# configure terminal  

��9æ
Router# configure terminal

�#�`�o�C�^  �&�f�H���!�X�_�o�*�Z�f  �U�o�<�
4?�Ž
�Ò�ù�Ô�•

�,�9�6�J ��2 Router(config)# interface  type number  

��9æ
Router (config)# interface ATM0

���f�2�o�H�����,�
�0�o�Ò�ù�Ô�•

�,�9�6�J ��3 Router(config-if) # dialer watch-group
group-number

��9æ
Router(config-if)# dialer watch-group 2

�C�6�"���6�J  ���f�2�o�H�����,�â�3���W�\  �����6
�4�
���@�o�I�^�æ�Ò�ù�Ô�•

�,�9�6�J ��4 Router(config)# dialer watch-list group-number  ip  
ip-address address-mask

��9æ
Router(config-if)# dialer watch-list 2 ip 10.4.0.254 
255.255.0.0

�����6�4�»/N�é�Ô�ô�á�é  IP ���<�_�,�é�]�,�;�
�o
'õ�Ò�ù�Ô�•

�,�9�6�J ��5 Router(config)#  dialer-list  <dialer-group>  protocol  
<protocol-name>  { permit |  deny |  list  
<access-list-number> |  access-group }>

��9æ
Router(config)# dialer-list 2 protocol ip permit

�»/N�;�\�H���6�"�é�3���W�\  �]�,�;�

Þ�‘�Ò�á�”
�Ô�ô�á�é�J�`�;�&�^�ó�é���"�.�,�
.5���Ò�ù�Ô�•

�,�9�6�J ��6 Router(config)# ip access-list <access list number > 
permit  <ip source address >

��9æ
Router(config)# access list 2 permit 10.4.0.0

�»/N�;�\�H���6�"�
�o'õ�Ò�ù�Ô�•

access list permit all �&�Q�f�<�

ö!ª�Ò�á�”�;�\
�H���6�"�é  IP �@�6�;�b�o�"�ó�é1M�>�
�Á1±�Ò�å�¿
�â�Ê�Û�Ð�¿�•�Î�é���Á�æ�Ô���ã�”�&�o�^�Ç&³
L�Ô��
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9Ô�H9Õ �^�o�2�â  IP �"�\�,�Ç���@�o�I�^�æ�å�Þ�á�¿���Î�ã�
#Õ.z�Ò�á�Ê�Û�Ð�¿�•

�»5Å�N-Ð

1. configure terminal

2. ip route network-number network-mask {ip address | interface} [administrative distance] [name 
name]

.f&¦�»5Å

�,�9�6�J ��7 Router(config)# interface cellular  0

��9æ
Router (config)# interface cellular 0

�.�^  ���f�2�o�H�����,�
�0�o�Ò�ù�Ô�•

�,�9�6�J ��8 Router(config-if)# dialer string <string >

�ù�Ú�ê

Router(config-if)# dialer group <dialer group 
number >

��9æ
Router (config-if)# dialer string cdma  *** cdma ***

�ù�Ú�ê

Router (config-if)# dialer group 2      *** gsm ***

CDMA �Û�Ì�•�3���W�\  �,�"�]�J�;9Ô chat script 
�&�Q�f�<�

ö!ª�Ò�á�o'õ�Ð���ù�Ô9Õ�
�0�o�Ò�ù�Ô�•

GSM �Û�Ì�•�3���W�\  �]�,�;�
�3���W�\  ���f�2�o
�H�����,�æ�Q�6�G�f�#�Ò�ù�Ô�•

�&�Q�f�<�ù�Ú�ê���"�*�Z�f "á"›

�&�Q�f�<�ù�Ú�ê���"�*�Z�f "á"›

�,�9�6�J ��1 Router# configure terminal  

��9æ
Router# configure terminal

%5�Ã�Æ���#�`�o�C�^  �&�f�H���!�X�_�o�*�Z�f  �U�o
�<�
4?�Ž�Ò�ù�Ô�•

�,�9�6�J ��2 Router(config)# ip route  network-number network-mask
{ip-address | interface} [administrative distance] 
[ name name]

��9æ
Router (config)# ip route 0.0.0.0 Dialer 2 track 234

�0�o�Ð���Ú���f�2�o�H�����,�

z�Ò�á.3�o�Ð���á�¿
��%¤!�0�5��â�H�`�o�9���f�#  �,�2�9���6�"  �^�o�;
�
#Õ%��Ò�ù�Ô�•

�J�\���Q�]  ���f�2�o�H�����,�Ç�3���f�Ò�Ú�•�'�Û
�Ì�C�6�"���6�J  ���f�2�o�H�����,�Ç
ö!ª�Ð������
�Á�æ�”�C�6�"���6�J  ���f�2�o�H�����,�é�^�o�;�æ
.3�o�Ô��%¤!�0�5��ê43�Ê�Ò�á�Ê�Û�Ð�¿�•
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$��Ò�ù�Ô�•

9Ô�H9Õ ���>�Å���î1M�>1f�2�ê.3�o�â�È�ù�Ö���•�s4Ù�é�,�^�o�J�6�;�ê�”�.�^  �@�6�;�b�o�"  �(�o�F�,�æ����!ã
�å���ù�Ô�•

Current configuration : 3433 bytes
!
version 12.4
no service pad
service timestamps debug datetime msec
service timestamps log datetime msec
no service password-encryption
!
hostname Router
!
boot-start-marker
boot-end-marker
!
!
no aaa new-model
!
!
! 
!
crypto isakmp policy 1
 encr 3des
 authentication pre-share
crypto isakmp key gsm address 128.107.241.234              *** or cdma ***
!
!
crypto ipsec transform-set gsm ah-sha-hmac esp-3des        *** or cdma ***
!
crypto map gsm1 10 ipsec-isakmp                            *** or cdma1 ***
 set peer 128.107.241.234
 set transform-set gsm                                     *** or cdma ***
 match address 103
!
!
!
no ip dhcp use vrf connected
ip dhcp excluded-address 10.4.0.254
!
ip dhcp pool gsmpool                                        *** or cdmapool ***
   network 10.4.0.0 255.255.0.0
   dns-server 66.209.10.201 66.102.163.231 
   default-router 10.4.0.254 
!
!
ip cef
!
no ipv6 cef
multilink bundle-name authenticated
chat-script gsm "" "atdt*98*1#" TIMEOUT 30 "CONNECT"        *** or cdma ***
!
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!
archive
 log config
  hidekeys
!
!
controller DSL 0
 mode atm
 line-term cpe
 line-mode 4-wire standard
 line-rate 4608
!
!
!
!
interface ATM0
 no ip address
 ip virtual-reassembly
 load-interval 30
 no atm ilmi-keepalive
!
interface ATM0.1 point-to-point
 backup interface Cellular0
 ip nat outside
 ip virtual-reassembly
 pvc 0/35 
  pppoe-client dial-pool-number 2
 !
!
interface FastEthernet0
!
interface FastEthernet1
!
interface FastEthernet2
!
interface FastEthernet3
!
interface Cellular0
 ip address negotiated
 ip nat outside
 ip virtual-reassembly
 encapsulation ppp
 no ip mroute-cache
 dialer in-band
 dialer idle-timeout 0
 dialer string gsm                                      *** or cdma ***
 dialer-group 1
 async mode interactive
 no ppp lcp fast-start
 ppp chap hostname chunahayev@wwan.ccs
 ppp chap password 0 B7uhestacr
 ppp ipcp dns request
 crypto map gsm1                                       *** or cdma1 ***
!
interface Vlan1
 description used as default gateway address for DHCP clients
 ip address 10.4.0.254 255.255.0.0
 ip nat inside
 ip virtual-reassembly
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%Y 4 %(     �C�6�"���6�J  �:�o�2  �\���f�Å���î�]�U�o�;%¤!��é.3�o������ �������� ����
  �.�^  �3���W�^���f�:�Q�f�<  �^�o�9���f�#  �C�6�"���6�J�é.3�o
!
interface Dialer2
 ip address negotiated
 ip mtu 1492
 ip nat outside
 ip virtual-reassembly
 encapsulation ppp
 load-interval 30
 dialer pool 2
 dialer-group 2
 ppp authentication chap callin
 ppp chap hostname cisco@dsl.com
 ppp chap password 0 cisco
 ppp ipcp dns request
 crypto map gsm1                                       *** or cdma1 ***
!
ip local policy route-map track-primary-if
ip forward-protocol nd
ip route 0.0.0.0 0.0.0.0 Dialer2 track 234
ip route 0.0.0.0 0.0.0.0 Cellular0 254
no ip http server
no ip http secure-server
!
!
ip nat inside source route-map nat2cell interface Cellular0 overload
ip nat inside source route-map nat2dsl interface Dialer2 overload
!         
ip sla 1
 icmp-echo 209.131.36.158 source-interface Dialer2
 timeout 1000
 frequency 2
ip sla schedule 1 life forever start-time now
access-list 1 permit any
access-list 2 permit 10.4.0.0 0.0.255.255
access-list 3 permit any
access-list 101 permit ip 10.4.0.0 0.0.255.255 any
access-list 102 permit icmp any host 209.131.36.158
access-list 103 permit ip host 166.136.225.89 128.107.0.0 0.0.255.255
access-list 103 permit ip host 75.40.113.246 128.107.0.0 0.0.255.255
dialer-list 1 protocol ip list 1
dialer-list 2 protocol ip permit
!
!
!
route-map track-primary-if permit 10
 match ip address 102
 set interface Dialer2
!
route-map nat2dsl permit 10
 match ip address 101
 match interface Dialer2
!
route-map nat2cell permit 10
 match ip address 101
 match interface Cellular0
!
!
control-plane
!
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%Y 4 %(     �C�6�"���6�J  �:�o�2  �\���f�Å���î�]�U�o�;%¤!��é.3�o
  �&�f�0�o�^  �P�o�;�ù�Ú�ê  AUX �P�o�;�

ö!ª�Ò�Ú�3���W�^  �C�6�"���6�J�Å���î�]�U�o�;%¤!��é.3�o�� ����������
!
line con 0
 no modem enable
line aux 0
line 3
 exec-timeout 0 0
 script dialer gsm                                    *** or cdma ***
 login
 modem InOut
 no exec
line vty 0 4
 login
!
scheduler max-task-time 5000
 
!
webvpn cef
end

�&�f�0�o�^  �P�o�;�ù�Ú�ê  AUX �P�o�;�

ö!ª�Ò�Ú�3���W�^  
�C�6�"���6�J�Å���î�]�U�o�;%¤!��é.3�o

Cisco 880 �*�]�o�-  ISR �å�ä�é
��I(*�[�]�Ï�z�ã  Internet Service Provider9ÔISP; ���f�2�o�@�6�;  �(�o
�F�,  �J�`�C���3�o9Õ�Ç�’&ï�Ð���á�¿���•�'�” IP ���<�_�,�ê
G"›�æ�^�o�2�æ
����°�á�����ù�Ô�•�ù�Ú�”

��)%¤!��Ï(»�

ö!ª�Ò�á�”�^�o�2�é�G���æ���Þ�á
����°�á�������Î�ã�ý�½���ù�Ô�•�3���W�^  �C�6�"
���6�J�Ï(»�
1J
��Ô���ã�”�J�\���Q�]�Á'"�æ4Ú�‚�Ç"’!¢�Ò�Ú�•�'�æ�”�H���o�^���o�C�o  �^�o�;�

ö!ª
�â�È�ù�Ô�• Cisco 880 �*�]�o�-  ISR �â�ê�” AUX �P�o�;�

ö!ª�Ò�á�3���W�^  �C�6�"���6�J�Å���î�]�U�o
�;%¤!��
-��Á�Î�ã�Ç�â�È�ù�Ô�•

�Ñ��4-1 �ê�” �]�U�o�;%¤!����"�.�,�Å���î�J�\���Q�]  WAN �Á'"�é�C�6�"���6�J�æ
ö!ª�Ô���@�6�;�b�o�"
.3�o�
$��Ò�á�¿�ù�Ô�•

�Ñ��4-1 AUX �P�o�;�

ö!ª�Ò�Ú�3���W�^  �C�6�"���6�J�Å���î�]�U�o�;%¤!�

82
26

9

A1

3

2

2

C

B

BC

2

ATM

PSTN
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%Y 4 %(     �C�6�"���6�J  �:�o�2  �\���f�Å���î�]�U�o�;%¤!��é.3�o������ �������� ����
  �&�f�0�o�^  �P�o�;�ù�Ú�ê  AUX �P�o�;�

ö!ª�Ò�Ú�3���W�^  �C�6�"���6�J�Å���î�]�U�o�;%¤!��é.3�o
�Î�����é�^�o�2�â�3���W�^  �C�6�"���6�J�Å���î�]�U�o�;%¤!��
.3�o�Ô���æ�ê�”�#�`�o�C�^  �&�f�H��
�!�X�_�o�*�Z�f  �U�o�<�Æ���”�4�é
Þ�:�
-��¿�ù�Ô�•

1  Cisco 880 �*�]�o�-  
�^�o�2

A �T���f  WAN �]�f�"9Ô���f�2�o�@�6�;  �(�o�F�,  �J�`�C���3�o�ã�é
�J�\���Q�]�’&ï9Õ

2 �U�:�S B �3���W�^  �C�6�"���6�J9Ô�J�\���Q�]�Á'"�Ç�3���f�Ò�Ú�•�'�æ  
Cisco 880 �^�o�2�é�H���o�^���o�C�o  �]�f�"�ã�Ò�á�Ï(»9Õ

3 PC C �]�U�o�;%¤!�9Ô Cisco IOS �é.3�o�é���•�ù�Ú�ê�•�Â�Ç��(»�å�3��
�W�^���f  ���"�.�,�ã�Ò�á�Ï(»9Õ

�&�Q�f�< "á"›

�,�9�6�J ��1 ip name-server server-address

��9æ
Router(config)#ip name-server 192.168.28.12
Router(config)#

ISP DNS IP ���<�_�,�
�I
��Ò�ù�Ô�•

�E�f�; -„�™�é�(�o�C  ���<�_�,�Ç�=�÷�Ô���•�'�æ
�ê�”�Ø�����é���<�_�,�ý1J
��â�È�ù�Ô�•

�,�9�6�J ��2 ip dhcp pool name

��9æ
Router(config)#ip dhcp pool 1
Router(config-dhcp)#

�^�o�2
��æ  DHCP ���<�_�,  �J�o�^�

Þ�‘�Ò�”
DHCP �J�o�^  �&�f�H���!�X�_�o�*�Z�f  �U�o�<�

4?�Ž�Ò�ù�Ô�• name �•�™�æ�ê�”�,�;�]�f�#�ù�Ú�ê
�›�™�

ö!ª�â�È�ù�Ô�•

 • DHCP ���<�_�,  �J�o�^�
.3�o�Ò�ù�Ô�•
DHCP �J�o�^  �&�f�H���!�X�_�o�*�Z�f  �U�o
�<�â
ö!ª��(»�å�(�f�J�^  �&�Q�f�<�æ�ß�¿�á
�ê�”�Ÿ���  9ÔP.4-139Õ�

ó�–�Ò�á�Ê�Û�Ð�¿�•

�,�9�6�J ��3 exit

��9æ
Router(config-dhcp)#exit
Router(config)#

config-dhcp �U�o�<�
&³
L�Ò�”�#�`�o�C�^  �&�f
�H���!�X�_�o�*�Z�f  �U�o�<�æ�¾���§�Ã�ù�Ô�•

�,�9�6�J ��4 chat-script script-name expect-send

��9æ
Router(config)# chat-script Dialout ABORT 
ERROR ABORT BUSY ““ “AT” OK “ATDT 5555102 
T” TIMEOUT 45 CONNECT \c
Router(config)#

�3���W�^���f�:�Q�f�<  �^�o�9���f�#9Ô DDR9Õ�â

ö!ª�Ô���4�V�6�;  �,�"�]�J�;�
.3�o�Ò�”�U�:�S
�é�3���W�]�f�#�Å���î�]�U�o�;  �*�,�9�S�ó�é�`
�#���f�
-��Á�&�Q�f�<�

ö!ª�Ò�ù�Ô�•�o'õ�Ð���Ú
�,�"�]�J�;�ê�” PSTN �æ�’&ï�Ð���á�¿���U�:�S&»
!±�â�&�o�^�Ô���•�'�æ
ö!ª�Ð���ù�Ô�•

�,�9�6�J ��5 interface type number

��9æ
Router(config)# interface Async 1
Router(config-if)#

5V�+�¼���f�2�o�H�����,�é�&�f�H���!�X�_�o�*�Z
�f  �U�o�<�

Þ�‘�Å���î4?�Ž�Ò�ù�Ô�•

5V�+�¼���f�2�o�H�����,�
.3�o�Ò�ù�Ô�•5V�+�¼��
�f�2�o�H�����,  �&�f�H���!�X�_�o�*�Z�f  �U�o�<
�â
ö!ª��(»�å�(�f�J�^  �&�Q�f�<�æ�ß�¿�á�ê�”

�Ÿ���  9ÔP.4-139Õ�

ó�–�Ò�á�Ê�Û�Ð�¿�•
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%Y 4 %(     �C�6�"���6�J  �:�o�2  �\���f�Å���î�]�U�o�;%¤!��é.3�o
  �&�f�0�o�^  �P�o�;�ù�Ú�ê  AUX �P�o�;�

ö!ª�Ò�Ú�3���W�^  �C�6�"���6�J�Å���î�]�U�o�;%¤!��é.3�o�� ����������
�,�9�6�J ��6 exit

��9æ
Router(config-if)# exit
Router(config)#

�#�`�o�C�^  �&�f�H���!�X�_�o�*�Z�f  �U�o�<�
4?
�Ž�Ò�ù�Ô�•

�,�9�6�J ��7 interface type number

��9æ
Router(config)# interface Dialer 3
Router(config-if)#

�3���W�\  ���f�2�o�H�����,�é�&�f�H���!�X�_�o
�*�Z�f  �U�o�<�

Þ�‘�Å���î4?�Ž�Ò�ù�Ô�•

�,�9�6�J ��8 dialer watch-group group-number

��9æ
Router(config-if)#  dialer watch-group 1
Router(config-if)#

�����6�4  �]�,�;�é�#�^�o�J!ß� �
�0�o�Ò�ù�Ô�•

�,�9�6�J ��9 exit

��9æ
Router(config-if)# exit
Router(config)#

���f�2�o�H�����,  �&�f�H���!�X�_�o�*�Z�f  �U�o
�<�
&³
L�Ò�ù�Ô�•

�,�9�6�J ��10 ip nat inside source { list access-list-number} 
{ interface type number | pool name} [ overload]

��9æ
Router(config)# ip nat inside source list 
101  interface Dialer 3 overload

�]1ñ�é���f�2�o�H�����,�â�3���=�R�6�"  ���<�_
�,���µ�
���@�o�I�^�æ�Ò�ù�Ô�•

�,�9�6�J ��11 ip route prefix mask { ip-address | interface-type 
interface-number [ip-address]}

��9æ
Router(config)# ip route 0.0.0.0 0.0.0.0 
22.0.0.2
Router(config)#

�:�H���^�;  �%�o�;�������ã�Ò�á�3���W�\  ���f
�2�o�H�����,�
$��Ô���Á�æ�” IP �^�o�;�
.3�o�Ò
�ù�Ô�•

�,�9�6�J ��12 access-list access-list-number { deny | permit }  
source [source-wildcard]

��9æ
Router(config)# access-list 1 permit 
192.168.0.0 0.0.255.255 any

���µ�Ç��-Ð�å���<�_�,�
�0�o�Ô�����›���"�.�,  
�]�,�;�
�o'õ�Ò�ù�Ô�•

�&�Q�f�< "á"›
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%Y 4 %(     �C�6�"���6�J  �:�o�2  �\���f�Å���î�]�U�o�;%¤!��é.3�o������ �������� ����
  �&�f�0�o�^  �P�o�;�ù�Ú�ê  AUX �P�o�;�

ö!ª�Ò�Ú�3���W�^  �C�6�"���6�J�Å���î�]�U�o�;%¤!��é.3�o
�,�9�6�J ��13 dialerwatch-list group-number { ip ip-address 
address-mask | delay route-check initial 
seconds}

��9æ
Router(config)# dialer watch-list 1 ip 
22.0.0.2 255.255.255.255
Router(config)#

�G���ó�é�^�o�;�Ç�=�÷�Ô���Æ�ä�Á�Æ�æ�n�à�¿�á�”
�J�\���Q�]  �]�f�"�é�,�9�o�2�,�
.O���Ò�ù�Ô�•
���<�_�,  22.0.0.2 �ê  ISP �é�G��  IP ���<�_�,�â�Ô�•

�,�9�6�J ��14 line [aux | console | tty  | vty] line-number 
[ending-line-number]

��9æ
Router(config)# line console 0
Router(config-line)#

�\���f  ���f�2�o�H�����,�é�&�f�H���!�X�_�o
�*�Z�f  �U�o�<�
4?�Ž�Ò�ù�Ô�•

�,�9�6�J ��15 modem enable

��9æ
Router(config-line)# modem enable
Router(config-line)#

�P�o�;�
�&�f�0�o�^�Æ��  AUX �P�o�;�Ï(»�æ���•
�Ò�ù�Ô�•

�,�9�6�J ��16 exit

��9æ
Router(config-line)# exit
Router(config)#

���f�2�o�H�����,  �&�f�H���!�X�_�o�*�Z�f  �U�o
�<�
&³
L�Ò�ù�Ô�•

�,�9�6�J ��17 line [aux | console | tty  | vty] line-number 
[ending-line-number]

��9æ
Router(config)# line aux 0
Router(config)#

AUX ���f�2�o�H�����,  �&�f�H���!�X�_�o�*�Z�f  
�U�o�<�
4?�Ž�Ò�ù�Ô�•

�,�9�6�J ��18 flowcontrol  { none | software [lock] [ in | out] | 
hardware [in | out]} 

��9æ
Router(config)# flowcontrol hardware
Router(config)#

�B�o�<�������>� �H�`�o�Ù�î�
���@�o�I�^�æ�Ò
�ù�Ô�•

�&�Q�f�< "á"›
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%Y 4 %(     �C�6�"���6�J  �:�o�2  �\���f�Å���î�]�U�o�;%¤!��é.3�o
  �&�f�0�o�^  �P�o�;�ù�Ú�ê  AUX �P�o�;�

ö!ª�Ò�Ú�3���W�^  �C�6�"���6�J�Å���î�]�U�o�;%¤!��é.3�o�� ����������
��

�4�é.3�o���â�ê�” ATM ���f�2�o�H�����,�é  IP ���<�_�,�
�” PPP �Å���î  Internet Protocol Control 
Protocol9ÔIPCP; ���f�2�o�@�6�;  �J�`�;�&�^  �&�f�;�`�o�^  �J�`�;�&�^9Õ���<�_�,  �@�'�*���o�*�Z�f�Å
���î�&�f�0�o�^  �P�o�;�

z�Ò�Ú�3���W�^  �C�6�"���6�J�æ���Þ�á�0�o�Ò�ù�Ô�•

!
ip name-server 192.168.28.12
ip dhcp excluded-address 192.168.1.1
!
ip dhcp pool 1
 import all
 network 192.168.1.0 255.255.255.0
 default-router 192.168.1.1
!
! Need to use your own correct ISP phone number.
modemcap entry MY-USER_MODEM:MSC=&F1S0=1
chat-script Dialout ABORT ERROR ABORT BUSY ““ “AT” OK “ATDT 5555102\T”
TIMEOUT 45 CONNECT \c
!
!
!
!
interface vlan 1
 ip address 192.168.1.1 255.255.255.0
 ip nat inside
 ip tcp adjust-mss 1452
 hold-queue 100 out
!
! Dial backup and remote management physical interface.
interface Async1
 no ip address
 encapsulation ppp
 dialer in-band
 dialer pool-member 3
 async default routing
 async dynamic routing
 async mode dedicated
 ppp authentication pap callin
!
interface ATM0
 mtu 1492
 no ip address
 no atm ilmi-keepalive
 pvc 0/35
 pppoe-client dial-pool-number 1
!
dsl operating-mode auto
!
! Primary WAN link.
interface Dialer1
 ip address negotiated
 ip nat outside
 encapsulation ppp
 dialer pool 1
 ppp authentication pap callin
 ppp pap sent-username account password 7 pass
 ppp ipcp dns request
 ppp ipcp wins request
 ppp ipcp mask request
!
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%Y 4 %(     �C�6�"���6�J  �:�o�2  �\���f�Å���î�]�U�o�;%¤!��é.3�o������ �������� ����
  �&�f�0�o�^  �P�o�;�ù�Ú�ê  AUX �P�o�;�

ö!ª�Ò�Ú�3���W�^  �C�6�"���6�J�Å���î�]�U�o�;%¤!��é.3�o
! Dialer backup logical interface.
interface Dialer3
 ip address negotiated
 ip nat outside
 encapsulation ppp
 no ip route-cache
 no ip mroute-cache
 dialer pool 3
 dialer idle-timeout 60
 dialer string 5555102 modem-script Dialout
 dialer watch-group 1
!
! Remote management PC IP address.
peer default ip address 192.168.2.2
no cdp enable
!
! Need to use your own ISP account and password.
ppp pap sent-username account password 7 pass
ppp ipcp dns request
ppp ipcp wins request
ppp ipcp mask request
!
! IP NAT over Dialer interface using route-map.
ip nat inside source route-map main interface Dialer1 overload
ip nat inside source route-map secondary interface Dialer3 overload
ip classless
!
! When primary link is up again, distance 50 will override 80 if dial backup 
! has not timed out. Use multiple routes because peer IP addresses are alternated 
! among them when the CPE is connected.
ip route 0.0.0.0 0.0.0.0 64.161.31.254 50
ip route 0.0.0.0 0.0.0.0 66.125.91.254 50
ip route 0.0.0.0 0.0.0.0 64.174.91.254 50
ip route 0.0.0.0 0.0.0.0 63.203.35.136 80
ip route 0.0.0.0 0.0.0.0 63.203.35.137 80
ip route 0.0.0.0 0.0.0.0 63.203.35.138 80
ip route 0.0.0.0 0.0.0.0 63.203.35.139 80
ip route 0.0.0.0 0.0.0.0 63.203.35.140 80
ip route 0.0.0.0 0.0.0.0 63.203.35.141 80
ip route 0.0.0.0 0.0.0.0 Dialer1 150
no ip http server
ip pim bidir-enable
!
! PC IP address behind CPE.
access-list 101 permit ip 192.168.0.0 0.0.255.255 any
access-list 103 permit ip 192.168.0.0 0.0.255.255 any
!
! Watch multiple IP addresses because peers are alternated 
! among them when the CPE is connected.
dialer watch-list 1 ip 64.161.31.254 255.255.255.255
dialer watch-list 1 ip 64.174.91.254 255.255.255.255
dialer watch-list 1 ip 64.125.91.254 255.255.255.255
!
! Dial backup will kick in if primary link is not available 
! 5 minutes after CPE starts up.
dialer watch-list 1 delay route-check initial 300
dialer-list 1 protocol ip permit
!
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ö!ª�Ò�Ú�3���W�^  �C�6�"���6�J�Å���î�]�U�o�;%¤!��é.3�o�� ����������
! Direct traffic to an interface only if the dialer is assigned an IP address.
route-map main permit 10
 match ip address 101
 match interface Dialer1
!
route-map secondary permit 10
 match ip address 103
 match interface Dialer3
!
! Change console to aux function.
line con 0
 exec-timedout 0 0
 modem enable
 stopbits 1
line aux 0
 exec-timeout 0 0
 ! To enable and communicate with the external modem properly.
 script dialer Dialout
 modem InOut
 modem autoconfigure discovery
 transport input all 
 stopbits 1
 speed 115200
 flowcontrol hardware
line vty 0 4
 exec-timeout 0 0
 password cisco
 login
!
scheduler max-task-time 5000
end
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ö!ª�â�È�ù�Ô�• �Ñ��4-2 �Å���î �Ñ��4-3 
�ê�”�]�U�o�;%¤!����"�.�,�Å���î�J�\���Q�]  WAN �Á'"�é�C�6�"���6�J�æ
ö!ª�Ô��  2 �ß�é	û)x"›�å�@�6
�;�b�o�"�t�‘�
$��Ò�á�¿�ù�Ô�• �Ñ��4-2 �é�•�'�”�3���W�^  �C�6�"���6�J  �]�f�"�ê  Customer Premises 
Equipment9ÔCPE; 
��I(*�[�]�Ï�z9Õ�é�,�J�]�6�2�” Digital Subscriber Line Access Multiplexer

9ÔDSLAM; �:�+�2�^
��I(*'"���"�.�,  �Q�^�4�J�_�"�(9Õ �”�Å���î  Central Office9ÔCO; �.�f�;�\�^  ��
�H���,9Õ�é�,�J�]�6�2�
&»!±�Ò�á  ISDN 
d�µ�Ï�æ�’&ï �Ð���ù�Ô�• �Ñ��4-3 �â�ê�”�3���W�^  �C�6�"���6�J  
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d�µ�Ï�æ"å�’�’&ï�Ð���ù�Ô�•

�Ñ��4-2 CPE �,�J�]�6�2�” DSLAM�”�Å���î  CO �,�J�]�6�2�
&»!±�Ò�Ú�:�o�2  �\���f  �C�6�"���6�J

1 Cisco 880 �*�]�o�-  �^�o�2 A �J�\���Q�]  DSL ���f�2�o�H�����,�” FE ���f�2�o
�H�����,9Ô Cisco 881 �^�o�29Õ

2 DSLAM B ISDN ���f�2�o�H�����,9Ô ISDN S/T �P�o�;9Õ�

z
�Ò�Ú�3���W�^  �C�6�"���6�J�Å���î�]�U�o�;%¤!�

9Ô�J�\���Q�]�Á'"�Ç�3���f�Ò�Ú�•�'�æ�H���o�^���o
�C�o  �]�f�"�ã�Ò�á�Ï(»9Õ

3 ATM ���#�]�%�o�2

4 ISDN 
d�µ�Ï

5 ISDN C �J�\���Q�]  DSL �]�f�"�Ç�3���f�Ò�Ú�•�'�é�”
ISDN ���f�2�o�H�����,�

z�Ò�Ú%¤!�(*�æ�����]
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�Â�Ç��(»�å�3���W�^���f  ���"�.�,�ã�Ò�á�Ï(»9Õ

6 ISDN �G��  �^�o�2

7 Web �(�o�C

8 %¤!�(* — —

82
89

2

ATM

B

2 3

4

8
7

6
5

C

A

1

4-16
Cisco 860 �Å���î  Cisco 880 �*�]�o�-  �(�o�F�,&Ô�'�3�^�o�2  �0�H�;������  �&�f�H���!�X�_�o�*�Z�f  �����<

OL-18906-01-J



 

%Y 4 %(     �C�6�"���6�J  �:�o�2  �\���f�Å���î�]�U�o�;%¤!��é.3�o
  ISDN S/T �P�o�;�

ö!ª�Ò�Ú�:�o�2  �\���f  �C�6�"���6�J�Å���î�]�U�o�;%¤!��é.3�o�� ����������
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d�µ�Ï�æ"å�’�’&ï�Ð���Ú�:�o�2  �\���f  �C�6�"���6�J
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z�Ò�Ú�3���W�^  �C�6�"���6�J�Å���î�]�U�o�;%¤!��
.3�o�Ô���æ�ê�”�4�é
Þ
�:�
-��¿�ù�Ô�•

 • ISDN �é.3�o

 • ���#�]�%�o�2�Å���î  ISDN �G��  �^�o�2�é.3�o

1 PC A �J�\���Q�]  DSL ���f�2�o�H�����,

2 Cisco 880 �*�]�o�-  ISR B ISDN ���f�2�o�H�����,9Ô ISDN S/T �P�o�;9Õ�

z�Ò�Ú�3���W�^  
�C�6�"���6�J�Å���î�]�U�o�;%¤!�9Ô�J�\���Q�]�Á'"�Ç�3���f�Ò
�Ú�•�'�æ�H���o�^���o�C�o  �]�f�"�ã�Ò�á�Ï(»9Õ
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d�µ�Ï C �J�\���Q�]  DSL �]�f�"�Ç�3���f�Ò�Ú�•�'�é�” ISDN ���f�2�o
�H�����,�
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ISDN �é.3�o

9Ô�H9Õ �C�6�"���6�J  ���f�2�o�H�����,�Å���î�H�`�o�9���f�#  �,�2�9���6�"  �^�o�;�Ç�|�

ö!ª�Ò�á�C�6�"
���6�J  ISDN �Á'"�
/à
G�Ô���æ�ê�”�»/N�;�\�H���6�"�Ç�=�÷�Ò�á�¿�å�Ì���ë�å���ù�Ö���•�3���W�\  
�����6�4�

ö!ª�Ò�á�C�6�"���6�J  ISDN �Á'"�
/à
G�Ô���•�'�ê�”�»/N�;�\�H���6�"�Ç�=�÷�Ò�å�Ê�á�ý
�t�¿�ù�Ö���•

�^�o�2�é  ISDN ���f�2�o�H�����,�
�C�6�"���6�J  ���f�2�o�H�����,�ã�Ò�á.3�o�Ô���æ�ê�”�#�`�o�C�^  
�&�f�H���!�X�_�o�*�Z�f  �U�o�<�Æ���”�4�é
Þ�:�
-��¿�ù�Ô�•

�&�Q�f�< "á"›

�,�9�6�J ��1 isdn switch-type switch-type

��9æ
Router(config)# isdn switch-type basic-net3
Router(config)#

ISDN �,���6�4  �2���J�
�0�o�Ò�ù�Ô�•

�Î�é���â�ê�”���o�,�;�\�]���”�7�º�”�Å���î)÷�Ö
�â
ö!ª�Ð���á�¿���,���6�4  �2���J�
�0�o�Ò�ù�Ô�•
�(�P�o�;�Ð���á�¿��
•�é�,���6�4  �2���J�é.f&¦
�æ�ß�¿�á�ê�” �¡ Cisco IOS Dial Technologies 
Command Reference�¢�

ó�–�Ò�á�Ê�Û�Ð�¿�•

�,�9�6�J ��2 interface type number

��9æ
Router(config)# interface bri 0
Router(config-if)#

ISDN Basic Rate Interface9ÔBRI; �n�Ä1f�2���f
�2�o�H�����,9Õ�é�&�f�H���!�X�_�o�*�Z�f  �U�o
�<�
4?�Ž�Ò�ù�Ô�•

�,�9�6�J ��3 encapsulation encapsulation-type

��9æ
Router(config-if)#encapsulation ppp
Router(config-if)#

BRI0 ���f�2�o�H�����,�é�g� 
{�2���J�
.3�o�Ò
�ù�Ô�•

�,�9�6�J ��4 dialer pool-member number

��9æ
Router(config-if)# dialer pool-member 1
Router(config-if)#

�3���W�\  �J�o�^  �T�f�C�o�*�6�J�
�0�o�Ò�ù�Ô�•

�,�9�6�J ��5 isdn switch-type switch-type

��9æ
Router(config-if)# isdn switch-type 
basic-net3
Router(config-if)#

ISDN �,���6�4  �2���J�
�0�o�Ò�ù�Ô�•
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�,�9�6�J ��6 exit

��9æ
Router(config-if)# exit
Router(config)#

���f�2�o�H�����,  �&�f�H���!�X�_�o�*�Z�f  �U�o
�<�
&³
L�Ò�”�#�`�o�C�^  �&�f�H���!�X�_�o�*�Z
�f  �U�o�<�æ�¾���§�Ã�ù�Ô�•

�,�9�6�J ��7 interface dialer dialer-rotary-group-number

��9æ
Router(config)# interface dialer 0
Router(config-if)#

�3���W�\  ���f�2�o�H�����,9Ô 0 :*  255 �é!ß� �
�0
�o9Õ�

Þ�‘�Ò�”���f�2�o�H�����,  �&�f�H���!�X
�_�o�*�Z�f  �U�o�<�
4?�Ž�Ò�ù�Ô�•

�,�9�6�J ��8 ip address negotiated

��9æ
Router(config-if)# ip address negotiated
Router(config-if)#

PPP/IPCP9Ô���f�2�o�@�6�;  �J�`�;�&�^  �&�f�;
�`�o�^  �J�`�;�&�^9Õ���<�_�,  �@�'�*���o�*�Z�f
�

ö!ª�Ò�á���f�2�o�H�����,�é  IP ���<�_�,�
��
�ç�Ô�����Á�æ.3�o�Ò�ù�Ô�• IP ���<�_�,�ê�G���Æ
�����ç�Ð���ù�Ô�•

�,�9�6�J ��9 encapsulation encapsulation-type

��9æ
Router(config-if)# encapsulation ppp
Router(config-if)#

���f�2�o�H�����,�é���J�.�^
{�2���J�
  PPP �æ
.3�o�Ò�ù�Ô�•

�,�9�6�J ��10 dialer pool number

��9æ
Router(config-if)# dialer pool 1
Router(config-if)#


ö!ª�Ô���3���W�\  �J�o�^�
�0�o�Ò�ù�Ô�•

�Î�é���é�•�'�” BRI0 �é�3���W�\  �J�o�^�T�f�C�o
�é�o�Ç  1 �â�½���Ú�ü�” dialer pool 1 �é.3�o�æ���Þ
�á�”�3���W�\  0 ���f�2�o�H�����,�ã  BRI0 ���f
�2�o�H�����,�Ç4P1j
ƒ�Ì�����ù�Ô�•

�,�9�6�J ��11 dialer string dial-string#[:isdn-subaddress]

��9æ
Router(config-if)# dialer string 384040
Router(config-if)#

�3���W�^�Ô��5�.d!ß� �
�0�o�Ò�ù�Ô�•

�,�9�6�J ��12 dialer-group group-number

��9æ
Router(config-if)# dialer group 1
Router(config-if)#

�3���W�\  ���f�2�o�H�����,�
�3���W�\  �#�^�o�J
9Ô1 :*  109Õ�æ
����°�á�ù�Ô�•

�&�Q�f�< "á"›
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1b�ñ�”���#�]�%�o�2�ê�*�,�&  �^�o�2�é  ATM PVC �Ç&³%5�Ô���&�f�.�f�;�_�o�2  �^�o�2�â�Ô�•�4�é.3�o
���â�ê�”���#�]�%�o�2�ê�” PPPoE �(�o�C�ã�Ò�á.3�o�Ð���ù�Ô�•

ISDN �G��  �^�o�2�ê�” ISDN ���f�2�o�H�����,�
�»�Ã�”�D�I�]�6�"  ISDN �@�6�;�b�o�"�

z�Ò�á1b�>
�Ò�”�*�,�&  �^�o�2�é  ISDN ���f�2�o�H�����,�æ�Ô1•�Ô���Î�ã�Ç�â�È��
›�ç�é�^�o�2�â�Ô�• ISDN �G��  
�^�o�2�

ö!ª�Ô���ã�” ATM �@�6�;�b�o�"�é�3���f�2���S�(�æ�”�*�,�&  �^�o�2�Æ�����f�2�o�@�6�;�æ��
�"�.�,�Ô���Î�ã�Ç�â�È�ù�Ô�•

! This portion of the example configures the aggregator.
vpdn enable
no vpdn logging
!
vpdn-group 1
 accept-dialin
 protocol pppoe
 virtual-template 1
!
interface Ethernet3
 description “4700ref-1”
 ip address 40.1.1.1 255.255.255.0
 media-type 10BaseT
!
interface Ethernet4
 ip address 30.1.1.1 255.255.255.0
 media-type 10BaseT
!
interface Virtual-Template1
 ip address 22.0.0.2 255.255.255.0
 ip mtu 1492
 peer default ip address pool adsl
!
interface ATM0
 no ip address
 pvc 1/40
 encapsulation aal5snap
 protocol pppoe

�,�9�6�J ��13 exit

��9æ
Router(config-if)# exit
Router(config)#

�3���W�\  0 �é���f�2�o�H�����,  �&�f�H���!�X
�_�o�*�Z�f  �U�o�<�
&³
L�Ò�”�#�`�o�C�^  �&�f
�H���!�X�_�o�*�Z�f  �U�o�<�æ�¾���§�Ã�ù�Ô�•

�,�9�6�J ��14 dialer-list  dialer-group protocol protocol-name 
{ permit  | deny | list access-list-number | 
access-group} 

��9æ
Router(config)# dialer-list 1 protocol ip 
permit
Router(config)#

 $�o�é���f�2�o�H�����,  �3���W�\  �#�^�o�J�

z
�Ò�á0©1M�Ð�����»/N�D�$�6�;�æ�ß�¿�á�”�3���W�\  
�]�,�;�

Þ�‘�Ò�ù�Ô�•

�Î�é���é�•�'�”�3���W�\  �]�,�;  1 �ê�3���W�\  �#
�^�o�J  1 �æ�»���Ò�ù�Ô�•

�Î�é�&�Q�f�<�é.f&¦�Å���î.3�o��(»�å�Ø�é
•�é�D
�\�T�o�2�æ�ß�¿�á�ê�” �¡ Cisco IOS Dial 
Technologies Command Reference�¢�

ó�–�Ò�á
�Ê�Û�Ð�¿�•

�&�Q�f�< "á"›
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!
no atm limi-keepalive
!
ip local pool adsl 22.0.0.1
ip classless
ip route 0.0.0.0 0.0.0.0 22.0.0.1 50
ip route 0.0.0.0 0.0.0.0 30.1.1.2.80

! This portion of the example configures the ISDN peer.
isdn switch-type basic-net3
!
interface Ethernet0
 ip address 30.1.1.2 255.0.0.0 
!
interface BRI0
 description “to 836-dialbackup”
 no ip address
 encapsulation ppp
 dialer pool-member 1
 isdn switch-type basic-net3
!
interface Dialer0
 ip address 192.168.2.2 255.255.255.0
 encapsulation ppp
 dialer pool 1
 dialer string 384020
 dialer-group 1
 peer default ip address pool isdn
!
ip local pool isdn 192.168.2.1
ip http server
ip classless
ip route 0.0.0.0 0.0.0.0 192.168.2.1
ip route 40.0.0.0 255.0.0.0 30.1.1.1
!
dialer-list 1 protocol ip permit
!

4-21
Cisco 860 �Å���î  Cisco 880 �*�]�o�-  �(�o�F�,&Ô�'�3�^�o�2  �0�H�;������  �&�f�H���!�X�_�o�*�Z�f  �����<������������������

OL-18906-01-J



 

%Y 4 %(     �C�6�"���6�J  �:�o�2  �\���f�Å���î�]�U�o�;%¤!��é.3�o������ �������� ����
  ISDN S/T �P�o�;�

ö!ª�Ò�Ú�:�o�2  �\���f  �C�6�"���6�J�Å���î�]�U�o�;%¤!��é.3�o
4-22
Cisco 860 �Å���î  Cisco 880 �*�]�o�-  �(�o�F�,&Ô�'�3�^�o�2  �0�H�;������  �&�f�H���!�X�_�o�*�Z�f  �����<

OL-18906-01-J



 

Cisco 860 �Å���î  Cisco 880 �*�]�o�-  �(�o�F�,&Ô�'�3�^�o�2

OL-18906-01-J
C H A P T E R 5

�.� �X�]�9���Ï(»�é.3�o

�Î�é%(�â�ê�” Cisco 860 �Å���î  Cisco 880 �*�]�o�-  Integrated Services Routers9ÔISR; �(�o�F�,&Ô�'�3
�^�o�29Õ�â.3�o��(»�å $�o�é�.� �X�]�9���Ï(»�
�s-]�Ô���*�,�&�é
%-Ð�å�H�_�o�S�b�o�"�â�½��  
Authentication, Authorization, Accounting9ÔAAA; .z.=�”.5���”�������f�9���f�#9Õ�é�N-Ð�æ�ß�¿�á.‘
�ÿ�Ò�ù�Ô�•

�Î�é%(�â.‘�ÿ�Ô���]�ˆ�ê�”�4�é�ã�Å���â�Ô�•

 • �ŸAAA � 9ÔP.5-19Õ

 • �ŸAutoSecure �é.3�o�  9ÔP.5-29Õ

 • �Ÿ���"�.�,  �]�,�;�é.3�o�  9ÔP.5-29Õ

 • �ŸCisco IOS �H�����������o�^�é.3�o�  9ÔP.5-39Õ

 • �ŸCisco IOS IPS �é.3�o�  9ÔP.5-49Õ

 • �ŸURL �H���^�2�]�f�#�  9ÔP.5-49Õ
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 • �ŸConfiguring Authentication� 

 • �ŸConfiguring Authorization� 

 • �ŸConfiguring Accounting� 

 • �ŸConfiguring RADIUS� 

 • �ŸConfiguring TACACS+� 

 • �ŸConfiguring Kerberos� 

AutoSecure �é.3�o
AutoSecure �Ï(»�ê�”�@�6�;�b�o�"�y���é�»/N�æ�å����(»�H�é�½��	û)x"›�å  IP �(�o�F�,�
�u
2�æ�Ò�á�”
�y���(�é�@�6�;�b�o�"�é4•�î�æ�Î%��ß  IP �(�o�F�,�ã�Ï(»�
�­
2�Ò�ù�Ô�•�Î�����é  IP �(�o�F�,�ê�”�&�Q
�f�<�
  1 �Á
ö!ª�Ô���Û�Ì�â	û�2�æ�u
2�Å���î�­
2�æ.3�o�Ð�����Ú�ü�”�^�o�2�é�.� �X�]�9��.3�o�Ç�"�÷
�æ%ò&›
{�Ð���ù�Ô�• AutoSecure �Ï(»�é.f&¦�æ�ß�¿�á�ê�”
http://www.cisco.com/univercd/cc/td/doc/product/software/ios123/123newft/123_1/ftatosec.htm �é  
AutoSecure �Ï(»�é�Q�>�X���^�

ó�–�Ò�á�Ê�Û�Ð�¿�•

���"�.�,  �]�,�;�é.3�o
���"�.�,  �]�,�;  ACL �ê�”1M�>�0  IP ���<�_�,�”�p�5  IP ���<�_�,�”�ù�Ú�ê�J�`�;�&�^�æ�n�à�¿�á���f
�2�o�H�����,
��â�@�6�;�b�o�"  �;�\�H���6�"�é.5���ù�Ú�ê���8�
-��¿�ù�Ô�•���"�.�,  �]�,�;�ê�”�¡�0
���"�.�,  �]�,�;�ù�Ú�ê���›���"�.�,  �]�,�;�ã�Ò�á.3�o�Ò�ù�Ô�•�¡�0���"�.�,  �]�,�;�ê�”�0�o�Ð���Ú1M
�>�0�Æ���é�D�$�6�;�é1b1Š�
.5���ù�Ú�ê���8�Ò�ù�Ô�•���›���"�.�,  �]�,�;�é�•�'�ê�”�p�5�ã1M�>�0�é

��Ç�
�0�o�â�È�”�X�Î�é�J�`�;�&�^�é1b1Š�
.5���ù�Ú�ê���8�Ô�����Á�æ�0�o�â�È�ù�Ô�•

���"�.�,  �]�,�;�é
Þ�‘�é.f&¦�æ�ß�¿�á�ê�”
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�¡ Cisco IOS Release 12.4 Security Configuration Guide�¢�é�Ÿ Access Control Lists: Overview and 
Guidelines� �é�.�"�*�Z�f�
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-+��5-1 ���"�.�,  �]�,�;�é.3�o�&�Q�f�<

ACL �2���J .3�o�&�Q�f�<

!ß� �0�o

�¡�0 access-list { 1-99}{ permit | deny} source-addr [source-mask]

���› access-list { 100-199}{ permit  | deny} protocol source-addr 
[source-mask] destination-addr [destination-mask]

�,�è�0�o

�¡�0 ip access-list standard name deny { source | source-wildcard | any}

���› ip access-list extended name {permit | deny} protocol 
{ source-addr[source-mask] | any}{ destination-addr 
[destination-mask] | any}
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�¡ Cisco IOS Release 12.4T Security Configuration Guide�¢�é�Ÿ Traffic Filtering, Firewalls, and Virus 
Detection� �â�4�é�&�.�"�*�Z�f�
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• �ŸCreating an IP Access List and Applying It to an Interface� 

• �ŸCreating an IP Access List to Filter IP Options, TCP Flags, Noncontiguous Ports, or TTL Value� 

• �ŸRefining an IP Access List� 

• �ŸDisplaying and Clearing IP Access List Data Using ACL Manageability� 
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�¡ Cisco IOS Release 12.4T Security Configuration Guide�¢�é�Ÿ Creating an IP Access List to Filter IP 
Options, TCP Flags, Noncontiguous Ports, or TTL Values� �é�.�"�*�Z�f�
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ip inspect name inspection-name protocol timeout seconds
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�¡ Cisco IOS Release 12.4T Security Configuration Guide�¢�é�Ÿ Configuring Cisco IOS Intrusion 
Prevention System (IPS)� �é�.�"�*�Z�f�
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URL �H���^�2�]�f�#�é.f&¦�æ�ß�¿�á�ê�”
http://www.cisco.com/en/US/docs/ios/security/configuration/guide/sec_url_filtering.html �é

�ŸSubscription-based Cisco IOS Content Filtering� �

ó�–�Ò�á�Ê�Û�Ð�¿�•
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VPN �é.3�o
Virtual Private Network9ÔVPN; 
’�Ð$s.3'�9Õ�’&ï�

ö!ª�Ô���ã�”���f�2�o�@�6�;�å�ä�é�D�I�]�6�"  
�@�6�;�b�o�"
��â  2 �ß�é�@�6�;�b�o�"4F�é�.� �X���å�’&ï�
�s û�â�È�ù�Ô�• Cisco 860 �Å���î  Cisco 
880 �*�]�o�-  ISR �ê�”�(���;4F  VPN �Å���î�]�U�o�;  ���"�.�,  VPN �é  2 $³6��é  VPN �
�(�P�o�;�Ò�á
�¿�ù�Ô�•�(���;4F  VPN �ê�”�I�\�f�4  ���H���,�ã�&�o�P�_�o�;  ���H���,�
�’&ï�Ô���•�'�å�ä�æ
ö!ª�Ò
�ù�Ô�•�]�U�o�;  ���"�.�,  VPN �ê�”�]�U�o�;  �"�\�����f�;�Ç
¡�:�@�6�;�b�o�"�æ�`�#���f�Ô���•�'�æ

ö!ª�Ò�ù�Ô�•�]�U�o�;  ���"�.�,  VPN �Å���î�(���;4F  VPN �é
��Ç�æ�ß�¿�á�Î�é�.�"�*�Z�f�â  2 �ß�é��
�
�<�Í�á.‘�ÿ�Ò�ù�Ô�•

�]�U�o�;  ���"�.�,  VPN
�]�U�o�;  ���"�.�,  VPN �é.3�o�â�ê�” Cisco Easy VPN �Å���î  IP Security9ÔIPSec9Õ�;�f�@�]�f�#�

ö
!ª�Ò�á�”�]�U�o�;  �"�\�����f�;�ã
¡�:�é�@�6�;�b�o�"4F�é�’&ï�
.3�o�Å���î�; /��Ò�ù�Ô�• �Ñ��5-1 �ê�”
	û)x"›�å�@�6�;�b�o�"�t�‘���
$��Ò�á�¿�ù�Ô�•

�Ñ��5-1 IPSec �;�f�@�^�

ö!ª�Ò�Ú�]�U�o�;  ���"�.�,  VPN

Cisco Easy VPN �"�\�����f�;�é�Ï(»�

ö!ª�Ô���ã�” Cisco Unity Client �J�`�;�&�^�
�s-��Ò�á�”5Y�_�å
.3�o
Þ�:�é���Ê�
"í!Û�Ô���Î�ã�Ç�â�È�ù�Ô�•�Î�é�J�`�;�&�^�

ö!ª�Ô���ã�”�"
¨�é  VPN �D�\�T�o�2

9Ô�]1ñ IP ���<�_�,�”�]1ñ�(�I�@�6�;  �Q�,�"�” DHCP �(�o�C  ���<�_�,�” Windows Internet Naming 
Services9ÔWINS9Õ�(�o�C  ���<�_�,�”�Å���î�,�J�]�6�;�;�f�@�]�f�#  �H�\�#�å�ä9Õ�
  VPN �(�o�C

9ÔIPSec �(�o�C�ã�Ò�á
G
Þ�Ô��  Cisco VPN 3000 �*�]�o�-  �&�f�.�f�;�_�o�2�å�ä9Õ�â�o'õ�â�È�ù�Ô�•

1 �]�U�o�;  �@�6�;�b�o�"�æ�’&ï�Ð���Ú�Y�o�)

2 VPN �"�\�����f�;9æ Cisco 880 �*�]�o�-  ���"�.�,  �^�o�2

3 �^�o�29æ�Ä$ ���H���,�ó�é�@�6�;�b�o�"  ���"�.�,�
�­��

4 VPN �(�o�C9æEasy VPN �(�o�C9Ô��1ñ���f�2�o�H�����,  ���<�_�,�
  210.110.101.1 �æ.3�o�Ò�Ú  
Cisco VPN 3000 �&�f�.�f�;�_�o�2�å�ä9Õ

5 �Ä$ ���H���,9Ô�@�6�;�b�o�"  ���<�_�,  10.1.1.1 �

ö!ª9Õ

6 IPSec �;�f�@�^

2

1
12

17
82
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5

6
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Cisco Easy VPN �(�o�C�»���:�C���,�ê�” PC 
��â  Cisco Easy VPN �]�U�o�;  �0�H�;�������

ö!ª�Ò�á
�¿���U�C���^  �Y�o�)�ÿ�]�U�o�;  �Y�o�)�Ç/à
G�Ò�Ú  VPN �;�f�@�^�
&³%5�â�È�ù�Ô�• Cisco Easy VPN 
�(�o�C�»��-]'Î�æ�����”�]�U�o�;  �^�o�2�Ç  Easy VPN �]�U�o�;  �A�o�<�ã�Ò�á�Ï(»�Ô���Î�ã�Ç�â�È�ù�Ô�•

Cisco Easy VPN �"�\�����f�;�é�Ï(»�ê�”�"�\�����f�;  �U�o�<�ù�Ú�ê�@�6�;�b�o�"���›�U�o�<�é�¿�Õ��
�Æ�é�U�o�<�â.3�o�â�È�ù�Ô�•�"�\�����f�;  �U�o�<�ê�:�H���^�;.3�o�â�Ô�•�"�\�����f�;  �U�o�<�

ö!ª
�Ô���ã�”�"�\�����f�;  �(���;�é�:�C���,�Û�Ì�Ç
��)�(���;�æ�½���]�0�o�,�æ���"�.�,�â�È�ù�Ô�•�"�\
�����f�;  �(���;�æ�½���]�0�o�,�ê�”
��)�(���;�â�ê�Ñ!ª�â�È�ù�Ö���•�@�6�;�b�o�"���›�U�o�<�

ö!ª
�Ô���ã�” 9ÔVPN 3000 �*�]�o�-  �&�f�.�f�;�_�o�2�Ç2)'Î�Ð���Ú9Õ
��)�(���;�é�Y�o�)�Ç�"�\�����f�;  �(
���;�é�@�6�;�b�o�"  �]�0�o�,�æ���"�.�,�â�È�ù�Ô�•

IPSec �(�o�C�Ç.3�o�Ð���á�¿���•�'�ê�” �(�P�o�;�»/N�é  Cisco 880 �*�]�o�-  ISR �ã�¿�Þ�Ú  IPSec �"�\��
���f�;
��â�¨�Ê4¢�é.3�o�
-��Á�Î�ã�æ�����” VPN �’&ï�

Þ�‘�â�È�ù�Ô�• IPSec �"�\�����f�;�Ç  VPN �;
�f�@�^�’&ï�
4?�Ž�Ô���ã�” IPSec �(�o�C�ê  IPSec �"�\�����f�;�æ  IPSec �P�]�*�o�
.3�o�Ò�”�»���Ô��  
VPN �;�f�@�^�’&ï�

Þ�‘�Ò�ù�Ô�•

9Ô�H9Õ Cisco Easy VPN �"�\�����f�;�é�Ï(»�ê�”�p�5�G���
  1 �ß�Û�Ì
ö!ª�Ô���t�‘�
�(�P�o�;�Ò�á�¿�ù�Ô�•��
�J�]�$�o�*�Z�f�â-„�™�é  VPN �;�f�@�^�

Þ�‘�Ô����-Ð�Ç�½���•�'�æ�ê�”�"�\�����f�;�ã�(�o�C�é
��Ç
�â  IPSec VPN �Å���î  Network Address Translation/Peer Address Translation9ÔNAT/PAT; �@�6�;�b�o
�"  ���<�_�,���µ / �P�o�;  ���<�_�,���µ9Õ�D�\�T�o�2�
�»
G�â.3�o�Ô����-Ð�Ç�½���ù�Ô�•

Cisco 860 �Å���î  Cisco 880 �*�]�o�-  ISR �ê�” Cisco Easy VPN �(�o�C�ã�Ò�á
G
Þ�Ô�����Á�æ.3�o�Ô��
�Î�ã�ý�â�È�”�Î�é�Ï(»�

ö!ª�Ô���ã�”.5���Ð���Ú  Cisco Easy VPN �"�\�����f�;�ê�’&ï�Ð���Ú�@�6�;
�b�o�"�æ�»�Ò�á�3���=�R�6�"�å  VPN �;�f�@�^�
#Õ%��â�È�ù�Ô�• Cisco Easy VPN �(�o�C�é.3�o�é.f&¦
�æ�ß�¿�á�ê�” http://www.cisco.com/en/US/docs/ios/12_2t/12_2t8/feature/guide/ftunity.html �é�Ÿ Easy 
VPN Server� �é�Ï(»�é�Q�>�X���^�

ó�–�Ò�á�Ê�Û�Ð�¿�•

�(���;4F  VPN
�(���;4F  VPN �é.3�o�â�ê�” IPSec �;�f�@�^�ã  Generic Routing Encapsulation9ÔGRE; '�$“�^�o�9���f
�#  ���J�.�^
{9Õ�J�`�;�&�^�

ö!ª�Ò�á�”�I�\�f�4  ���H���,�ã
¡�:�@�6�;�b�o�"4F�é�’&ï�
�;/��Ò�ù�Ô�•
�Ñ��5-2 �ê�”	û)x"›�å�@�6�;�b�o�"�t�‘���
$��Ò�á�¿�ù�Ô�•

�Ñ��5-2 IPSec �;�f�@�^�Å���î  GRE �æ�����(���;4F  VPN

1 -„�™�é  LAN �Å���î  VLAN �
�,�ß�I�\�f�4  ���H���,

2 �H���,�;  ���o�(�@�6�;  LAN ���f�2�o�H�����,9æ���<�_�,  192.165.0.0/169ÔNAT �é�]1ñ���f�2�o
�H�����,9Õ

3 VPN �"�\�����f�;9æ Cisco 860 �ù�Ú�ê  Cisco 880 �*�]�o�-  ISR

4 �H���,�;  ���o�(�@�6�;  ATM ���f�2�o�H�����,9æ���<�_�,  200.1.1.19ÔNAT �é�]1ñ���f�2�o�H��
���,9Õ

12
17

83
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IPSec �Å���î  GRE �é.3�o�é.f&¦�æ�ß�¿�á�ê�”
http://www.cisco.com/en/US/docs/ios/security/configuration/guide/12_4t/sec_12_4t_book.html �â  

�¡ Cisco IOS Release 12.4T Security Configuration Guide�¢�é�Ÿ Configuring Security for VPNs with 
IPSec� �é%(�

ó�–�Ò�á�Ê�Û�Ð�¿�•

.3�o��

.3�o���â�ê�¿�Õ���ý �ŸIPSec �;�f�@�^
��â�é  VPN �é.3�o�  9ÔP.5-79Õ �é�»5Å�

ö!ª�Ò�á�” IPSec �;�f�@�^

��æ  VPN �
.3�o�Ò�ù�Ô�•�Ø�é�ß�”�]�U�o�;  ���"�.�,.3�o�”�(���;4F.3�o�ã�¿�Á5Å�æ�Ø���Ù���é $�o�é
�»5Å�
-��¿�ù�Ô�•

�Î�é%(�é.3�o���ê�” Cisco 860 �Å���î  Cisco 880 �é  ISR �é���f�<�P���f�;.3�o�æ�Û�Ì1¡!ª�Ð���ù�Ô�•
�¿�Õ���é  VPN �’&ï�ý�”
�%5�é���f�<�P���f�;�Ç1¡�¾�æ�Ï(»�Ô�����Á�æ.3�o�Ð���á�¿����-Ð�Ç�½���ù
�Ô�•
•�é�^�o�2  �U�:�^�â  VPN �
.3�o�Ô���Ú�ü�æ�”��-Ð�æ���Ó�á�0�H�;������.3�o�Q�>�X���^�

ó�–�Ò
�á�Ê�Û�Ð�¿�•

VPN �é.3�o�±�Ž�ê�”
�%5�é���f�<�P���f�;�æ.3�o�Ð������-Ð�Ç�½���ù�Ô�•.3�o�Ô����-Ð�é�½���D�\
�T�o�2�ê�”�]1ñ  IP ���<�_�,�”�]1ñ�(�I�@�6�;  �Q�,�"�” DHCP �(�o�C  ���<�_�,�”�Å���î  Network 
Address Translation9ÔNAT; �@�6�;�b�o�"  ���<�_�,���µ9Õ�å�ä�â�Ô�•

 • �ŸIPSec �;�f�@�^
��â�é  VPN �é.3�o�  9ÔP.5-79Õ

 • �ŸCisco Easy VPN �]�U�o�;.3�o�é
Þ�‘�  9ÔP.5-149Õ

 • �ŸGRE �;�f�@�^�â�é  Site-to-Site �é.3�o�  9ÔP.5-179Õ

IPSec �;�f�@�^
��â�é  VPN �é.3�o

�4�é
Þ�:�
-��Þ�á  IPSec �;�f�@�^
��â  VPN �
.3�o�Ò�ù�Ô�•

 • �ŸIKE �P�]�*�o�é.3�o�  9ÔP.5-89Õ

 • �Ÿ�#�^�o�J  �P�]�*�o�±�Ž�é.3�o�  9ÔP.5-99Õ

 • �Ÿ�g� �Q�6�J�æ�»�Ô���U�o�<.3�o�é1¡!ª�  9ÔP.5-109Õ

 • �Ÿ�P�]�*�o��&•�é���@�o�I�^
{�  9ÔP.5-109Õ

 • �ŸIPSec �;�\�f�,�H���o�S�Å���î�J�`�;�&�^�é.3�o�  9ÔP.5-119Õ

 • �ŸIPSec �g� �Ç�|�Å���î�D�\�T�o�2�é.3�o�  9ÔP.5-129Õ

 • �Ÿ�g� �Q�6�J�é �!����f�2�o�H�����,�ó�é1¡!ª�  9ÔP.5-139Õ

 • �Ÿ�4�é
Þ�:�  9ÔP.5-149Õ

5 LAN ���f�2�o�H�����,9æ���f�2�o�@�6�;�ã�’&ï9Ô��1ñ���f�2�o�H�����,  ���<�_�,  
210.110.101.19Õ

6 VPN �"�\�����f�;9æ�ý�Á  1 �ß�é�^�o�29Ô
¡�:�@�6�;�b�o�"�ó�é���"�.�,�
�Ù�î9Õ

7 LAN ���f�2�o�H�����,9æ
¡�:�@�6�;�b�o�"�ã�’&ï9Ô�]1ñ���f�2�o�H�����,  ���<�_�,  10.1.1.19Õ

8 �Ä$ ���H���,  �@�6�;�b�o�"

9 GRE �

ö!ª�Ò�Ú  IPSec �;�f�@�^
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IKE �P�]�*�o�é.3�o

Internet Key Exchange9ÔIKE; ���f�2�o�@�6�;3›
d�µ9Õ�P�]�*�o�
.3�o�Ô���æ�ê�”�#�`�o�C�^  �&�f�H��
�!�X�_�o�*�Z�f  �U�o�<�Æ���”�4�é
Þ�:�
-��¿�ù�Ô�•

�&�Q�f�<�ù�Ú�ê���"�*�Z�f "á"›

�,�9�6�J ��1 crypto isakmp policy priority 

��9æ
Router(config)# crypto isakmp policy 1
Router(config-isakmp)# 

IKE �@�'�*���o�*�Z�f�â
ö!ª�Ô��  IKE �P�]�*�o
�

Þ�‘�Ò�ù�Ô�•�J�\�����]�9���ê  1 :*  10000 �é!ß
� 9Ô1 �Ç�¨7�9Õ�â�Ô�•

�Î�é�ã�È�” Internet Security Association and Key 
Management Protocol9ÔISAKMP9Õ�P�]�*�o  �&�f
�H���!�X�_�o�*�Z�f  �U�o�<�Ç4?�Ž�Ð���ù�Ô�•

�,�9�6�J ��2 encryption { des | 3des | aes | aes 192 | aes 256}

��9æ
Router(config-isakmp)# encryption 3des
Router(config-isakmp)# 

IKE �P�]�*�o�â
ö!ª�Ô���g� 
{���^�'�]�-�S�
�0
�o�Ò�ù�Ô�•

���â�ê�” 168 �F�6�;�é  Data Encryption Standard
9ÔDES; �:�o�2�g� -Ù�p9Õ�Ç�0�o�Ð���á�¿�ù�Ô�•

�,�9�6�J ��3 hash { md5 | sha}

��9æ
Router(config-isakmp)# hash md5
Router(config-isakmp)# 

IKE �P�]�*�o�â
ö!ª�Ô���B�6�*�X  ���^�'�]�-�S�

�0�o�Ò�ù�Ô�•

���â�ê�” Message Digest 59ÔMD59Õ���^�'�]�-�S
�Ç�0�o�Ð���á�¿�ù�Ô�•�:�H���^�;�ê  Secure Hash 
standard9ÔSHA-19Õ�â�Ô�•

�,�9�6�J ��4 authentication { rsa-sig | rsa-encr | pre-share}  

��9æ
Router(config-isakmp)# authentication 
pre-share
Router(config-isakmp)# 

IKE �P�]�*�o�â
ö!ª�Ô��.z.=�Ç�|�
�0�o�Ò�ù�Ô�•

���â�ê�”
P�è�R�­3›�Ç�0�o�Ð���á�¿�ù�Ô�•

�,�9�6�J ��5 group { 1 | 2 | 5}

��9æ
Router(config-isakmp)# group 2
Router(config-isakmp)# 

IKE �P�]�*�o�â
ö!ª�Ô��  Diffie-Hellman �#�^�o
�J�
�0�o�Ò�ù�Ô�•

�,�9�6�J ��6 lifetime seconds

��9æ
Router(config-isakmp)# lifetime 480
Router(config-isakmp)# 

IKE Security Association9ÔSA; �.� �X�]�9��  ���0
�*���o�*�Z�f9Õ�é�\���H�2���S9Ô 60 :*  86400 $}9Õ
�
�0�o�Ò�ù�Ô�•

�,�9�6�J ��7 exit

��9æ
Router(config-isakmp)# exit
Router(config)# 

IKE �P�]�*�o�é�&�f�H���!�X�_�o�*�Z�f  �U�o�<�

&³
L�Ò�”�#�`�o�C�^  �&�f�H���!�X�_�o�*�Z�f  
�U�o�<�æ�¾���§�Ã�ù�Ô�•
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�#�^�o�J  �P�]�*�o�
.3�o�Ô���æ�ê�”�#�`�o�C�^  �&�f�H���!�X�_�o�*�Z�f  �U�o�<�Æ���”�4�é
Þ�:�
-��¿
�ù�Ô�•

�&�Q�f�<�ù�Ú�ê���"�*�Z�f "á"›

�,�9�6�J ��1 crypto isakmp client configuration group 
{ group-name | default}

��9æ
Router(config)# crypto isakmp client 
configuration group rtr-remote
Router(config-isakmp-group)# 

�]�U�o�;  �"�\�����f�;�æ�3���f�`�o�<�Ð�����û�H
�
�p&Š�Ô��  IKE �P�]�*�o  �#�^�o�J�

Þ�‘�Ò�ù�Ô�•

�Î�é�ã�È�” Internet Security Association Key and 
Management Protocol9ÔISAKMP9Õ�#�^�o�J  �P�]
�*�o  �&�f�H���!�X�_�o�*�Z�f  �U�o�<�Ç4?�Ž�Ð��
�ù�Ô�•

�,�9�6�J ��2 key name 

��9æ
Router(config-isakmp-group)# key 
secret-password
Router(config-isakmp-group)# 

�#�^�o�J  �P�]�*�o�é  IKE 
P�è�R�­3›�
�0�o�Ò
�ù�Ô�•

�,�9�6�J ��3 dns primary-server

��9æ
Router(config-isakmp-group)# dns 10.50.10.1
Router(config-isakmp-group)# 

�#�^�o�J�é�J�\���Q�]  Domain Name System
9ÔDNS; �<�T���f  �@�o�S �*�,�9�S9Õ�(�o�C�
�0�o
�Ò�ù�Ô�•

wins �&�Q�f�<�

ö!ª�Ò�á�”�#�^�o�J�é  Windows 
Internet Naming Service9ÔWINS9Õ�(�o�C�
�0�o
�Ô���Î�ã�ý�â�È�ù�Ô�•

�,�9�6�J ��4 domain name

��9æ
Router(config-isakmp-group)# domain 
company.com
Router(config-isakmp-group)# 

�#�^�o�J�é�<�T���f  �T�f�C�o�*�6�J�
�0�o�Ò�ù�Ô�•

�,�9�6�J ��5 exit

��9æ
Router(config-isakmp-group)# exit
Router(config)# 

IKE �#�^�o�J  �P�]�*�o�é�&�f�H���!�X�_�o�*�Z�f  
�U�o�<�
&³
L�Ò�”�#�`�o�C�^  �&�f�H���!�X�_�o
�*�Z�f  �U�o�<�æ�¾���§�Ã�ù�Ô�•

�,�9�6�J ��6 ip local pool { default | poolname} 
[low-ip-address [high-ip-address]]

��9æ
Router(config)# ip local pool dynpool 
30.30.30.20 30.30.30.30
Router(config)# 

�#�^�o�J�é�`�o���^  ���<�_�,  �J�o�^�
�0�o�Ò�ù�Ô�•

�Î�é�&�Q�f�<�é.f&¦�Å���î.3�o��(»�å�Ø�é
•�é�D
�\�T�o�2�æ�ß�¿�á�ê�” �¡ Cisco IOS Dial 
Technologies Command Reference�¢�

ó�–�Ò�á�Ê
�Û�Ð�¿�•
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  VPN �é.3�o
�g� �Q�6�J�æ�»�Ô���U�o�<.3�o�é1¡!ª

�g� �Q�6�J�æ�U�o�<.3�o�
1¡!ª�Ô���æ�ê�”�#�`�o�C�^  �&�f�H���!�X�_�o�*�Z�f  �U�o�<�Æ���”�4�é
Þ�:
�
-��¿�ù�Ô�•

�P�]�*�o��&•�é���@�o�I�^
{

AAA �æ�����P�]�*�o��&•�
���@�o�I�^�æ�Ô���æ�ê�”�#�`�o�C�^  �&�f�H���!�X�_�o�*�Z�f  �U�o�<�Æ���”
�4�é
Þ�:�
-��¿�ù�Ô�•

�&�Q�f�<�ù�Ú�ê���"�*�Z�f "á"›

�,�9�6�J ��1 crypto map map-name isakmp authorization list 
list-name

��9æ
Router(config)# crypto map dynmap isakmp 
authorization list rtr-remote
Router(config)# 

�g� �Q�6�J�æ�U�o�<.3�o�
1¡!ª�Ò�”
Authentication, Authorization, Accounting

9ÔAAA; .z.=�”.5���”�������f�9���f�#9Õ�(�o�C
�Æ���é�#�^�o�J  �P�]�*�o�é3›��&•9Ô IKE -Ð�Þ9Õ�

�­
2�æ�Ò�ù�Ô�•

�,�9�6�J ��2 crypto map tag client configuration address 
[initiate | respond] 

��9æ
Router(config)# crypto map dynmap client 
configuration address respond
Router(config)# 

�]�U�o�;  �"�\�����f�;�Æ���é�U�o�<.3�o-Ð�Þ�æ��
%u�Ô�����Á�æ�^�o�2�
.3�o�Ò�ù�Ô�•

�&�Q�f�<�ù�Ú�ê���"�*�Z�f "á"›

�,�9�6�J ��1 aaa new-model

��9æ
Router(config)# aaa new-model
Router(config)# 

AAA ���"�.�,�Ù�î�U�:�^�
���@�o�I�^�æ�Ò�ù�Ô�•

�,�9�6�J ��2 aaa authentication login { default | list-name}  
method1 [method2...] 

��9æ
Router(config)# aaa authentication login 
rtr-remote local
Router(config)# 

 $�o�é�Y�o�)�æ4P�Ô���`�#���f�(�é  AAA .z.=�

.3�o�Ò�”
ö!ª�Ô���Ç�|�
�0�o�Ò�ù�Ô�•

�Î�é���â�ê�”�`�o���^.z.=�:�o�2�L�o�,�Ç
ö!ª
�Ð���ù�Ô�•�Î�Î�â  RADIUS �(�o�C�

ö!ª�Ô���Î
�ã�ý�â�È�ù�Ô�•.f�Ò�Ê�ê�” �¡ Cisco IOS Security 
Configuration Guide�¢�Å���î�¡ Cisco IOS 
Security Command Reference�¢�

ó�–�Ò�á�Ê�Û
�Ð�¿�•
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IPSec �;�\�f�,�H���o�S�Å���î�J�`�;�&�^�é.3�o

�;�\�f�,�H���o�S  �.�6�;�ê�”�.� �X�]�9��  �J�`�;�&�^�ã���^�'�]�-�S�é $�o�é&µ�ú�'�
�Ö�â�Ô�• IKE 
�@�'�*���o�*�Z�f�é�s-��(�æ�”
��G���ê�:�o�2  �H�`�o�
�;/��Ô���Ú�ü�æ $�o�é�;�\�f�,�H���o�S  �.�6
�;�é
ö!ª�æ�+�ç�Ò�ù�Ô�•

IKE �@�'�*���o�*�Z�f�é�s-��(�æ�”
��G���ê�”-„�™�é�;�\�f�,�H���o�S  �.�6�;�Æ��
��G���æ�R1b�Ô��
�;�\�f�,�H���o�S�
��&•�Ò�ù�Ô�•�Î�é���Á�å�;�\�f�,�H���o�S�
�=�û�;�\�f�,�H���o�S  �.�6�;�Ç-×�ß
�Æ���ã�”�Ø�é�.�6�;�Ç1¬�ï�Ð���”
��G���é�&�f�H���!�X�_�o�*�Z�f�é	û1ñ�ã�Ò�á�”�Ø�é�.�6�;�Ç�;/��»
/N�;�\�H���6�"�æ1¡!ª�Ð���ù�Ô�•

IPSec �;�\�f�,�H���o�S  �.�6�;�Å���î�J�`�;�&�^�
�0�o�Ô���æ�ê�”�#�`�o�C�^  �&�f�H���!�X�_�o�*�Z
�f  �U�o�<�Æ���”�4�é
Þ�:�
-��¿�ù�Ô�•

�,�9�6�J ��3 aaa authorization { network | exec | commands 
level | reverse-access | configuration} { default | 
list-name} [ method1 [method2...]]

��9æ
Router(config)# aaa authorization network 
rtr-remote local
Router(config)# 

�Ô�ô�á�é�@�6�;�b�o�"4P1j�(�o�F�,-Ð�Þ9Ô PPP �å
�ä9Õ�æ4P�Ô�� AAA .5���
.3�o�Ò�”.5���Ç�|�
�0
�o�Ò�ù�Ô�•

�Î�é���â�ê�”�`�o���^.5���:�o�2�L�o�,�Ç
ö!ª
�Ð���ù�Ô�•�Î�Î�â  RADIUS �(�o�C�

ö!ª�Ô���Î
�ã�ý�â�È�ù�Ô�•.f�Ò�Ê�ê�” �¡ Cisco IOS Security 
Configuration Guide�¢�Å���î�¡ Cisco IOS 
Security Command Reference�¢�

ó�–�Ò�á�Ê�Û
�Ð�¿�•

�,�9�6�J ��4 username name { nopassword | password 
password | password encryption-type 
encrypted-password}

��9æ
Router(config)# username Cisco password 0 
Cisco
Router(config)# 

�Y�o�)�,�æ�n�à�Ê.z.=�*�,�9�S�
#Õ%��Ò�ù�Ô�•

�Î�é���â�ê�”�Y�o�)�,  Cisco �ã�g� 
{�D�,�b�o�<  
Cisco �
�0�o�Ò�á�¿�ù�Ô�•

�&�Q�f�<�ù�Ú�ê���"�*�Z�f "á"›

�&�Q�f�<�ù�Ú�ê���"�*�Z�f "á"›

�,�9�6�J ��1 crypto ipsec profile profile-name

��9æ
Router(config)# crypto ipsec profile pro1
Router(config)# 

�;�f�@�^�æ�g� 
{�Ç1¡!ª�Ð�������Á�æ  IPSec �J�`
�H�����^�
.3�o�Ò�ù�Ô�•
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�3���=�R�6�"�g� �Q�6�J  �P�]�*�o�ê�”�^�o�2�Ç�Ô�ô�á�é�g� �Q�6�J  �D�\�T�o�29Ô IP ���<�_�,�å�ä9Õ�

.z/��Ò�á�¿�å�¿�•�'�â�ý�”�]�U�o�;  IPSec �G���Æ���é�Â�Ò�¿�.� �X�]�9��  ���0�*���o�*�Z�f�é�@�'�*
���o�*�Z�f-Ð�Þ�
�£!��Ò�ù�Ô�•

IPSec �g� �Ç�|�
.3�o�Ô���æ�ê�”�#�`�o�C�^  �&�f�H���!�X�_�o�*�Z�f  �U�o�<�Æ���”�4�é
Þ�:�
-��¿
�ù�Ô�•

�,�9�6�J ��2 crypto ipsec transform-set transform-set-name 
transform1 [transform2] [ transform3] 
[transform4]

��9æ
Router(config)# crypto ipsec transform-set 
vpn1 esp-3des esp-sha-hmac
Router(config)# 

�;�\�f�,�H���o�S  �.�6�;9Ô IPSec �.� �X�]�9��  �J
�`�;�&�^�Å���î���^�'�]�-�S�é
ö!ª��(»�å&µ�ú�'
�
�Ö9Õ�
�o'õ�Ò�ù�Ô�•

�­
2�å�;�\�f�,�H���o�S�Å���î&µ�ú�'�
�Ö�é.f&¦
�æ�ß�¿�á�ê�” �¡ Cisco IOS Security Command 
Reference�¢�

ó�–�Ò�á�Ê�Û�Ð�¿�•

�,�9�6�J ��3 crypto ipsec security-association lifetime 
{ seconds seconds | kilobytes kilobytes}

��9æ
Router(config)# crypto ipsec 
security-association lifetime seconds 86400
Router(config)# 

IPSec �.� �X�]�9��  ���0�*���o�*�Z�f9Ô SA9Õ�é
�@�'�*���o�;�(�æ
ö!ª�Ð�����#�`�o�C�^  �\���H�2
���S�é�o�
�0�o�Ò�ù�Ô�•

.f&¦�æ�ß�¿�á�ê�” �¡ Cisco IOS Security Command 
Reference�¢�

ó�–�Ò�á�Ê�Û�Ð�¿�•

�&�Q�f�<�ù�Ú�ê���"�*�Z�f "á"›

�&�Q�f�<�ù�Ú�ê���"�*�Z�f "á"›

�,�9�6�J ��1 crypto dynamic-map dynamic-map-name 
dynamic-seq-num

��9æ
Router(config)# crypto dynamic-map dynmap 1
Router(config-crypto-map)# 

�3���=�R�6�"�g� �Q�6�J  ���f�;�]�

Þ�‘�Ò�á�”
�g� �Q�6�J  �&�f�H���!�X�_�o�*�Z�f  �U�o�<�
4?
�Ž�Ò�ù�Ô�•

�Î�é�&�Q�f�<�é.f&¦�æ�ß�¿�á�ê�” �¡ Cisco IOS 
Security Command Reference�¢�

ó�–�Ò�á�Ê�Û
�Ð�¿�•

�,�9�6�J ��2 set transform-set transform-set-name 
[transform-set-name2...transform-set-name6] 

��9æ
Router(config-crypto-map)# set 
transform-set vpn1
Router(config-crypto-map)# 

�g� �Q�6�J  ���f�;�]�â
ö!ª��(»�å�;�\�f�,�H���o
�S �.�6�;�
�0�o�Ò�ù�Ô�•

�,�9�6�J ��3 reverse-route

��9æ
Router(config-crypto-map)# reverse-route
Router(config-crypto-map)# 

�g� �Q�6�J  ���f�;�]�é1M�>�0�J�`� �*�±�Ž�

Þ�‘
�Ò�ù�Ô�•

.f&¦�æ�ß�¿�á�ê�” �¡ Cisco IOS Security Command 
Reference�¢�

ó�–�Ò�á�Ê�Û�Ð�¿�•
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�g� �Q�6�J�é �!����f�2�o�H�����,�ó�é1¡!ª

�g� �Q�6�J�ê�” IPSec �;�\�H���6�"�Ç�y�����&���f�2�o�H�����,�æ1¡!ª�Ô����-Ð�Ç�½���ù�Ô�• �!���
�f�2�o�H�����,�æ�g� �Q�6�J�
1¡!ª�Ô���ã�”�^�o�2�ê�Ô�ô�á�é�;�\�H���6�"�
�.� �X�]�9��  ���0�*
���o�*�Z�f  �:�o�2�L�o�,�æ�»�Ò�á.O���Ô�����Á�æ�å���ù�Ô�•�:�H���^�;.3�o�é�•�'�”�^�o�2�ê�’&ï�

�;/��Ô���Ú�ü�æ�]�U�o�;  �(���;4F�â1M�>�Ð�����;�\�H���6�"�
�g� 
{�Ò�ù�Ô�•�Î�é�•�'�”�D�I�]�6�"  
���f�2�o�H�����,�

ö!ª�Ò�á�”
•�é�;�\�H���6�"�é
µ1M�ÿ���f�2�o�@�6�;�ã�é�’&ï�
�Ñ!ª�Ô���Î�ã�Ç
��(»�â�Ô�•

���f�2�o�H�����,�æ�g� �Q�6�J�
1¡!ª�Ô���æ�ê�”�#�`�o�C�^  �&�f�H���!�X�_�o�*�Z�f  �U�o�<�Æ���”�4
�é
Þ�:�
-��¿�ù�Ô�•

�,�9�6�J ��4 exit

��9æ
Router(config-crypto-map)# exit
Router(config)# 

�#�`�o�C�^  �&�f�H���!�X�_�o�*�Z�f  �U�o�<�æ�¯
���ù�Ô�•

�,�9�6�J ��5 crypto map map-name seq-num [ipsec-isakmp] 
[dynamic dynamic-map-name] [discover] 
[profile  profile-name] 

��9æ
Router(config)# crypto map static-map 1 
ipsec-isakmp dynamic dynmap
Router(config)# 

�g� �Q�6�J  �J�`�H�����^�

Þ�‘�Ò�ù�Ô�•

�&�Q�f�<�ù�Ú�ê���"�*�Z�f "á"›

�&�Q�f�<�ù�Ú�ê���"�*�Z�f "á"›

�,�9�6�J ��1 interface type number

��9æ
Router(config)# interface fastethernet 4
Router(config-if)# 

�g� �Q�6�J�
1¡!ª�Ô�����f�2�o�H�����,�é���f
�2�o�H�����,  �&�f�H���!�X�_�o�*�Z�f  �U�o�<�

4?�Ž�Ò�ù�Ô�•

�,�9�6�J ��2 crypto map map-name

��9æ
Router(config-if)# crypto map static-map
Router(config-if)# 

�g� �Q�6�J�
���f�2�o�H�����,�æ1¡!ª�Ò�ù�Ô�•

�Î�é�&�Q�f�<�é.f&¦�æ�ß�¿�á�ê�” �¡ Cisco IOS 
Security Command Reference�¢�

ó�–�Ò�á�Ê�Û
�Ð�¿�•

�,�9�6�J ��3 exit

��9æ
Router(config-crypto-map)# exit
Router(config)# 

�#�`�o�C�^  �&�f�H���!�X�_�o�*�Z�f  �U�o�<�æ�¯
���ù�Ô�•
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Cisco Easy VPN �]�U�o�;.3�o�

Þ�‘�Ò�á�¿���•�'�ê�” �ŸCisco Easy VPN �]�U�o�;.3�o�é
Þ�‘� 
9ÔP.5-149Õ�é
Þ�:�
-��¿�ù�Ô�•

IPSec �;�f�@�^�Å���î  GRE �

ö!ª�Ò�Ú�(���;4F  VPN �

Þ�‘�Ò�á�¿���•�'�ê�” �ŸGRE �;�f�@�^�â�é  
Site-to-Site �é.3�o�  9ÔP.5-179Õ�é
Þ�:�
-��¿�ù�Ô�•

Cisco  Easy VPN �]�U�o�;.3�o�é
Þ�‘

Cisco Easy VPN �"�\�����f�;�ã�Ò�á�Ï(»�Ô���^�o�2�â�ê�” Cisco Easy VPN �]�U�o�;�é.3�o�

Þ�‘�Ò
�á�”"’�>���f�2�o�H�����,�æ�Î�é.3�o�
4P1j
ƒ�Ì����-Ð�Ç�½���ù�Ô�•

�]�U�o�;�é.3�o�

Þ�‘�Ô���æ�ê�”�#�`�o�C�^  �&�f�H���!�X�_�o�*�Z�f  �U�o�<�Æ���”�4�é
Þ�:�
-��¿
�ù�Ô�•

�&�Q�f�<�ù�Ú�ê���"�*�Z�f "á"›

�,�9�6�J ��1 crypto ipsec client ezvpn name 

��9æ
Router(config)# crypto ipsec client ezvpn 
ezvpnclient
Router(config-crypto-ezvpn)# 

Cisco Easy VPN �]�U�o�;�é.3�o�

Þ�‘�Ò�” Cisco 
Easy VPN �]�U�o�;  �&�f�H���!�X�_�o�*�Z�f  �U�o
�<�
4?�Ž�Ò�ù�Ô�•

�,�9�6�J ��2 group group-name key group-key

��9æ
Router(config-crypto-ezvpn)# group 
ezvpnclient key secret-password
Router(config-crypto-ezvpn)# 

VPN �’&ï!ª�é  IPSec �#�^�o�J�Å���î  IPSec � �o
�é�o�
�0�o�Ò�ù�Ô�•

�,�9�6�J ��3 peer { ipaddress | hostname}

��9æ
Router(config-crypto-ezvpn)# peer 
192.168.100.1
Router(config-crypto-ezvpn)# 

VPN �’&ï�é�G��  IP ���<�_�,�ù�Ú�ê�N�,�;�,�
�0
�o�Ò�ù�Ô�•

9Ô�H9Õ �N�,�;�,�
�0�o�â�È���é�ê�”�^�o�2�Ç  
DNS �(�o�C�

ö!ª�Ò�á�N�,�;�,�
.��ÿ�â
�È���•�'�Û�Ì�â�Ô�•

9Ô�H9Õ �Î�é�&�Q�f�<�

ö!ª�Ò�á
��G���
�C�6�"
���6�J�ã�Ò�á
ö!ª�Ô�����Á�æ.3�o�Ò�ù�Ô�•
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!ß"á�é�G���â  Easy VPN �;�f�@�^�Ç#Õ%�
�Ð���ù�Ô�•�¨�Ë�é�G���Ç�ó�å�Ò�Ú���”�;
�f�@�^�ê�¨�Ë�é�G���â�c#Õ%��Ð���ù�Ô�•

�,�9�6�J ��4 mode { client | network-extension | network 
extension plus}

��9æ
Router(config-crypto-ezvpn)# mode client
Router(config-crypto-ezvpn)# 

VPN �é
G
Þ�U�o�<�
�0�o�Ò�ù�Ô�•
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  VPN �é.3�o������
�,�9�6�J ��5 exit

��9æ
Router(config-crypto-ezvpn)# exit
Router(config)# 

�#�`�o�C�^  �&�f�H���!�X�_�o�*�Z�f  �U�o�<�æ�¯
���ù�Ô�•

�,�9�6�J ��6 crypto isakmp keepalive seconds 

��9æ
Router(config-crypto-ezvpn)# crypto isakmp 
keepalive 10
Router(config)# 


�(»�æ�å�Þ�Ú�G���é���´�T�6�.�o�+�
���@�o�I�^
�æ�Ò�ù�Ô�•�T�6�.�o�+�é�(4F4F4Ò�ê�” 10:* 3600 
�é  seconds 
±
Ï�â�0�o�Ò�ù�Ô�•

�,�9�6�J ��7 interface type number

��9æ
Router(config)# interface fastethernet 4
Router(config-if)# 

Cisco Easy VPN �]�U�o�;�é.3�o�
1¡!ª�Ô�����f
�2�o�H�����,�â�”���f�2�o�H�����,  �&�f�H���!�X
�_�o�*�Z�f  �U�o�<�
4?�Ž�Ò�ù�Ô�•

9Ô�H9Õ ATM WAN ���f�2�o�H�����,�
�»�Ã�á�¿
���^�o�2�é�•�'�”�Î�é�&�Q�f�<�ê  
interface atm 0 �æ�å���ù�Ô�•

�,�9�6�J ��8 crypto ipsec client ezvpn name [outside | inside] 

��9æ
Router(config-if)# crypto ipsec client 
ezvpn ezvpnclient outside
Router(config-if)# 

Cisco Easy VPN �]�U�o�;�é.3�o�
  WAN ���f
�2�o�H�����,�æ4P1j
ƒ�Ì�ù�Ô�•�Î���æ�����”�^�o
�2�ê  VPN �’&ï�æ��-Ð�å  NAT �ù�Ú�ê  Port Address 
Translation9ÔPAT;�P�o�;  ���<�_�,���µ9Õ �”�Å��
�î���"�.�,  �]�,�;�é.3�o�
)D
G"›�æ
Þ�‘�Ò�ù�Ô�•

�,�9�6�J ��9 exit

��9æ
Router(config-crypto-ezvpn)# exit
Router(config)# 

�#�`�o�C�^  �&�f�H���!�X�_�o�*�Z�f  �U�o�<�æ�¯
���ù�Ô�•

�&�Q�f�<�ù�Ú�ê���"�*�Z�f "á"›
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.3�o��

�4�é.3�o���ê�”�Î�é%(�â.‘�ÿ�Ò�Ú  VPN �Å���î  IPSec �;�f�@�^�é�&�f�H���!�X�_�o�*�Z�f  �H�����^�é	û
1ñ�â�Ô�•

!
aaa new-model
!
aaa authentication login rtr-remote local
aaa authorization network rtr-remote local
aaa session-id common
!
username Cisco password 0 Cisco
!
crypto isakmp policy 1

encryption 3des
authentication pre-share
group 2
lifetime 480

!
crypto isakmp client configuration group rtr-remote

key secret-password
dns 10.50.10.1 10.60.10.1
domain company.com
pool dynpool

!
crypto ipsec transform-set vpn1 esp-3des esp-sha-hmac
!
crypto ipsec security-association lifetime seconds 86400
!
crypto dynamic-map dynmap 1

set transform-set vpn1
reverse-route

!
crypto map static-map 1 ipsec-isakmp dynamic dynmap
crypto map dynmap isakmp authorization list rtr-remote
crypto map dynmap client configuration address respond

crypto ipsec client ezvpn ezvpnclient
connect auto
group 2 key secret-password
mode client
peer 192.168.100.1

!

interface fastethernet 4
crypto ipsec client ezvpn ezvpnclient outside
crypto map static-map

!
interface vlan 1

crypto ipsec client ezvpn ezvpnclient inside
!
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GRE �;�f�@�^�â�é  Site-to-Site �é.3�o

GRE �;�f�@�^�
.3�o�Ô���æ�ê�”�#�`�o�C�^  �&�f�H���!�X�_�o�*�Z�f  �U�o�<�Æ���”�4�é
Þ�:�
-��¿
�ù�Ô�•

�&�Q�f�<�ù�Ú�ê���"�*�Z�f "á"›

�,�9�6�J ��1 interface type number

��9æ
Router(config)# interface tunnel 1
Router(config-if)# 

�;�f�@�^  ���f�2�o�H�����,�

Þ�‘�Ò�”���f�2�o
�H�����,  �&�f�H���!�X�_�o�*�Z�f  �U�o�<�
4?�Ž
�Ò�ù�Ô�•

�,�9�6�J ��2 ip address ip-address mask

��9æ
Router(config-if)# 10.62.1.193 
255.255.255.252
Router(config-if)# 

�;�f�@�^�æ���<�_�,�

����°�á�ù�Ô�•

�,�9�6�J ��3 tunnel source interface-type number

��9æ
Router(config-if)# tunnel source 
fastethernet 0
Router(config-if)# 

GRE �;�f�@�^�æ�»�Ô���^�o�2�é1M�>�0���f�<�P
���f�;�
�0�o�Ò�ù�Ô�•

�,�9�6�J ��4 tunnel destination default-gateway-ip-address

��9æ
Router(config-if)# tunnel destination 
192.168.101.1
Router(config-if)# 

GRE �;�f�@�^�æ�»�Ô���^�o�2�é�p�5���f�<�P��
�f�;�
�0�o�Ò�ù�Ô�•

�,�9�6�J ��5 crypto map map-name

��9æ
Router(config-if)# crypto map static-map
Router(config-if)# 

�;�f�@�^�æ�g� �Q�6�J�

����°�á�ù�Ô�•

9Ô�H9Õ �(���;4F�â�’&ï�
#Õ%��Ô���æ�ê�”�;�f�@
�^  ���f�2�o�H�����,�ó�é�3���=�R�6�"  
�^�o�9���f�#�ù�Ú�ê�,�2�9���6�"  �^�o�;
�
.3�o�Ô����-Ð�Ç�½���ù�Ô�•.f&¦�æ�ß�¿
�á�ê�” �¡ Cisco IOS Security Configuration 
Guide�¢�

ó�–�Ò�á�Ê�Û�Ð�¿�•

�,�9�6�J ��6 exit

��9æ
Router(config-if)# exit
Router(config)# 

���f�2�o�H�����,  �&�f�H���!�X�_�o�*�Z�f  �U�o
�<�
&³
L�Ò�” �#�`�o�C�^  �&�f�H���!�X�_�o�*�Z�f  
�U�o�<�æ�¯���ù�Ô�•
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�4�é.3�o���ê�”�è1@�é�&5Ä�â.‘�ÿ�Ò�Ú  GRE �;�f�@�^�æ����  VPN �é�&�f�H���!�X�_�o�*�Z�f  �H�����^
�é	û1ñ�â�Ô�•

!
aaa new-model
!
aaa authentication login rtr-remote local
aaa authorization network rtr-remote local
aaa session-id common
!
username cisco password 0 cisco
!
interface tunnel 1

ip address 10.62.1.193 255.255.255.252

tunnel source fastethernet 0

tunnel destination interface 192.168.101.1

ip route 20.20.20.0 255.255.255.0 tunnel 1

crypto isakmp policy 1
encryption 3des
authentication pre-share
group 2

!

�,�9�6�J ��7 ip access-list { standard | extended} 
access-list-name 

��9æ
Router(config)# ip access-list extended 
vpnstatic1
Router(config-acl)# 

�g� �Q�6�J�â
ö!ª�Ð�����,�è
ƒ�È  ACL �é  ACL �&
�f�H���!�X�_�o�*�Z�f  �U�o�<�
4?�Ž�Ò�ù�Ô�•

�,�9�6�J ��8 permit  protocol source source-wildcard 
destination destination-wildcard 

��9æ
Router(config-acl)# permit gre host 
192.168.100.1 host 192.168.101.1
Router(config-acl)# 

"’�>���f�2�o�H�����,
��â  GRE �;�\�H���6�"�Û
�Ì�
.5���Ô�����Á�æ.3�o�Ò�ù�Ô�•

�,�9�6�J ��9 exit

��9æ
Router(config-acl)# exit
Router(config)# 

�#�`�o�C�^  �&�f�H���!�X�_�o�*�Z�f  �U�o�<�æ�¯
���ù�Ô�•

�&�Q�f�<�ù�Ú�ê���"�*�Z�f "á"›
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crypto isakmp client configuration group rtr-remote
key secret-password
dns 10.50.10.1 10.60.10.1
domain company.com
pool dynpool

!
crypto ipsec transform-set vpn1 esp-3des esp-sha-hmac
!
crypto ipsec security-association lifetime seconds 86400
!
crypto dynamic-map dynmap 1

set transform-set vpn1
reverse-route

!
crypto map static-map 1 ipsec-isakmp dynamic dynmap
crypto map dynmap isakmp authorization list rtr-remote
crypto map dynmap client configuration address respond
!
! Defines the key association and authentication for IPsec tunnel.
crypto isakmp policy 1 
hash md5 
authentication pre-share
crypto isakmp key cisco123 address 200.1.1.1
!
!
! Defines encryption and transform set for the IPsec tunnel.
crypto ipsec transform-set set1 esp-3des esp-md5-hmac 
!
! Associates all crypto values and peering address for the IPsec tunnel.
crypto map to_corporate 1 ipsec-isakmp 
 set peer 200.1.1.1
 set transform-set set1 
 match address 105
!
!
! VLAN 1 is the internal home network.
interface vlan 1
 ip address 10.1.1.1 255.255.255.0
 ip nat inside
 ip inspect firewall in ! Inspection examines outbound traffic.

crypto map static-map
no cdp enable

!
! FE4 is the outside or Internet-exposed interface
interface fastethernet 4
 ip address 210.110.101.21 255.255.255.0
 ! acl 103 permits IPsec traffic from the corp. router as well as 
 ! denies Internet-initiated traffic inbound. 
 ip access-group 103 in 
 ip nat outside
 no cdp enable
 crypto map to_corporate ! Applies the IPsec tunnel to the outside interface.
!
! Utilize NAT overload in order to make best use of the 
! single address provided by the ISP.
ip nat inside source list 102 interface Ethernet1 overload
ip classless
ip route 0.0.0.0 0.0.0.0 210.110.101.1
no ip http server
!
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!
! acl 102 associated addresses used for NAT.
access-list 102 permit ip 10.1.1.0 0.0.0.255 any
! acl 103 defines traffic allowed from the peer for the IPsec tunnel.
access-list 103 permit udp host 200.1.1.1 any eq isakmp
access-list 103 permit udp host 200.1.1.1 eq isakmp any
access-list 103 permit esp host 200.1.1.1 any
! Allow ICMP for debugging but should be disabled because of security implications.
access-list 103 permit icmp any any 
access-list 103 deny ip any any ! Prevents Internet-initiated traffic inbound.
! acl 105 matches addresses for the IPsec tunnel to or from the corporate network.
access-list 105 permit ip 10.1.1.0 0.0.0.255 192.168.0.0 0.0.255.255
no cdp run
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C H A P T E R 6

���o�(�@�6�;  �,���6�4�é.3�o

�Î�é%(�â�ê�” Cisco 860 �Å���î  Cisco 880 �*�]�o�-  Integrated Services Router9ÔISR; �(�o�F�,&Ô�'�3
�^�o�29Õ
��æ&µ�ú1��ù���á�¿���b���W�_�,  ���"�.�,  �P���f�;�æ�»�Ò�á�(�o�F�,�
�­���Ô���” 4 �P�o�;  
Fast Ethernet9ÔFE; �H���,�;  ���o�(�@�6�;9Õ�,���6�4�ã�” Gigabit Ethernet9ÔGE; �!���F�6�;  ���o�(
�@�6�;9Õ�,���6�4�é.3�o
Þ�:�é�N-Ð�æ�ß�¿�á.‘�ÿ�Ò�ù�Ô�•

FE �,���6�4�ê�” 10/100Base T �_���W ��2 �H���,�;  ���o�(�@�6�;  �,���6�4�â�Ô�•�,���6�4
��é!ã�å��  
VLAN �é4F�é�;�\�H���6�"�ê�” Switched Virtual Interface9ÔSVI; �,���6�4
’�Ð���f�2�o�H�����,9Õ�


ö!ª�Ò�”�^�o�2  �J�\�6�;�H���o�S�
1b�Ó�á�^�o�9���f�#�Ð���ù�Ô�•

GE �,���6�4�ê  1000Base T �_���W ��2 �!���F�6�;  ���o�(�@�6�;  �,���6�4�â�½���” �^�o�2�ã�Ø���æ&µ�ú1�
�ù���á�¿���b���W�_�,  ���"�.�,  �P���f�;�é4F�é�]1ñ���f�2�o�H�����,�â�Ô�•

�ä�é�,���6�4  �P�o�;�ý�”
•�é�*�,�&  ���o�(�@�6�;  �,���6�4�æ�’&ï�Ô���Ú�ü�é�;�\�f� �f�#  �P�o�;�ã�Ò
�á.3�o�â�È�ù�Ô�•

���J�*�Z�f�é5��.�U�+�X�o�^�
  Cisco 880 �*�]�o�-  ISR �æ1J
��Ô���Î�ã�â�” IP 5�.d�ÿ����1ñ���"�.�,  
�P���f�;!ª�æ�” FE �P�o�;�é�Á�Ü�é  2 �ß�æ���f�\���f  �D�b�o�
��&Î�â�È�ù�Ô�•

�Î�é%(�â.‘�ÿ�Ô���]�ˆ�ê�”�4�é�ã�Å���â�Ô�•

 • �Ÿ�,���6�4  �P�o�;�é!ß� 
ƒ�Ì�ã�n�,�  9ÔP.6-19Õ

 • �ŸFE �,���6�4�é�Ù4¢
P5Ä�  9ÔP.6-29Õ

 • �Ÿ���o�(�@�6�;  �,���6�4�æ�ß�¿�á�  9ÔP.6-29Õ

 • �Ÿ���o�(�@�6�;  �,���6�4�é.3�o�Ç�:�  9ÔP.6-49Õ

�,���6�4  �P�o�;�é!ß� 
ƒ�Ì�ã�n�,
FE �,���6�4
��é�P�o�;�æ�ê�”!ß�  FE0 :*  FE3 �Ç
ƒ
��Ð���á�¿�ù�Ô�• GE �,���6�4
��é�P�o�;�æ�ê�”
Wlan-GigabitEthernet0 �ã�¿�Á�,�è�ã!ß� �Ç
ƒ�Ì�����á�¿�ù�Ô�•
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  FE �,���6�4�é�Ù4¢
P5Ä
FE �,���6�4�é�Ù4¢
P5Ä
FE �,���6�4�æ�ê�4�é�Ù4¢
P5Ä�Ç�½���ù�Ô�•

 • FE �,���6�4�é�P�o�;�
�”�^�o�2�é�H���,�;  ���o�(�@�6�;  ���f�O�o�<  �P�o�;�æ�’&ï�Ò�á�ê�å���ù
�Ö���•

 • Cisco 880 �*�]�o�-  ISR �â�ê�”���f�\���f  �D�b�o�ê  FE �,���6�4  �P�o�;  FE0 �Å���î  FE1 �â�Û�Ì
�(�P�o�;�Ð���á�¿�ù�Ô�• Cisco 860 �*�]�o�-  ISR �â�ê�”���f�\���f  �D�b�o�ê�(�P�o�;�Ð���á�¿�ù
�Ö���•

 • VTP �J�^�o�>�f�#�ê�(�P�o�;�Ð���á�¿�ù�Ö���•

 • FE �,���6�4�ê�”�¨�"  200 �X�é�_�K�å  MAC ���<�_�,�
�(�P�o�;�â�È�ù�Ô�•

���o�(�@�6�;  �,���6�4�æ�ß�¿�á
���o�(�@�6�;  �,���6�4�
.3�o�Ô���æ�ê�”�4�é�N�(�æ�ß�¿�á!�.��Ô����-Ð�Ç�½���ù�Ô�•

 • �ŸVLAN �Å���î  VLAN Trunk Protocol� 9ÔP.6-29Õ

 • �Ÿ���f�\���f  �D�b�o�  9ÔP.6-29Õ

 • �Ÿ�_���W  2 ���o�(�@�6�;  �,���6�4�f�#�  9ÔP.6-39Õ

 • �Ÿ802.1x .z.=�  9ÔP.6-39Õ

 • �Ÿ�,�D�>�f�#  �7�]�o  �J�`�;�&�^�  9ÔP.6-39Õ

 • �ŸCisco Discovery Protocol� 9ÔP.6-39Õ

 • �Ÿ�,���6�4�<  �P�o�;  ���=�\���)�  9ÔP.6-39Õ

 • �ŸIGMP �,�?�o�G�f�#�  9ÔP.6-39Õ

 • �Ÿ�,�;�o�S  �&�f�;�`�o�^�  9ÔP.6-49Õ

 • �Ÿ�H���o�^�C�6�"  �I�]�6�+�f�#�  9ÔP.6-49Õ

VLAN �Å���î  VLAN Trunk Protocol
VLAN �Å���î  VLAN Trunk Protocol9ÔVTP9Õ�æ�ß�¿�á�ê�”�4�é  URL �é�±�Ž�

ó�–�Ò�á�Ê�Û�Ð�¿�•

http://www.cisco.com/en/US/docs/ios/12_3t/12_3t4/feature/guide/gt1636nm.html#wp1047027

���f�\���f  �D�b�o

Cisco 860 �*�]�o�-  ISR �â�ê�”���f�\���f  �D�b�o�ê�(�P�o�;�Ð���á�¿�ù�Ö���• Cisco 880 �*�]�o�-  ISR 
�â�ê�” FE �,���6�4  �P�o�;  FE0 �Å���î  FE1 
��â�”�*�,�&  IP 5�.d�ù�Ú�ê��1ñ���"�.�,  �P���f�;�æ���f�\
���f  �D�b�o�
��&Î�â�È�ù�Ô�•

FE �,���6�4
��é���´�T���>�-�S�æ�����”�*�,�&�é-]'Î�æ�’&ï�Ð���á�¿���Æ�ä�Á�Æ�Ç�Í�Î�Ð���ù�Ô�•�,
���6�4�ê�”�Á'"�æ5�
��Ç��&Î�Ð���á�¿�å�¿�Î�ã�
��#n�Ô���ã�”5�
��
��&Î�Ò�ù�Ô�•�Á'"�æ5�
��Ç��&Î�Ð
���á�¿���•�'�”�,���6�4�ê5�
��
��&Î�Ò�ù�Ö���•

�*�,�&�é-]'Î�æ5�
��
��&Î�Ò�å�¿���Á�æ�,���6�4�
.3�o�Ò�Ú���”���´�T���>�-�S�
�:���.�o�I�^�æ�Ô��
�Î�ã�Ç�â�È�ù�Ô�•

FE �,���6�4�ê�” IEEE 802.3af �æ�0���Ô����5�-]'Î�ý�(�P�o�;�Ò�á�¿�ù�Ô�•
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%Y 6 %(     ���o�(�@�6�;  �,���6�4�é.3�o
  ���o�(�@�6�;  �,���6�4�æ�ß�¿�á������
�_���W  2 ���o�(�@�6�;  �,���6�4�f�#

�_���W  2 ���o�(�@�6�;  �,���6�4�f�#�é�N�(�æ�ß�¿�á�ê�”�4�é  URL �é�±�Ž�

ó�–�Ò�á�Ê�Û�Ð�¿�•

http://www.cisco.com/en/US/docs/ios/12_3t/12_3t4/feature/guide/gt1636nm.html#wp1048478

802.1x .z.=

802.1x .z.=�é�N�(�æ�ß�¿�á�ê�”�4�é  URL �é�±�Ž�

ó�–�Ò�á�Ê�Û�Ð�¿�•

http://www.cisco.com/en/US/docs/ios/12_3t/12_3t4/feature/guide/gt1636nm.html#wp1051006

�,�D�>�f�#  �7�]�o  �J�`�;�&�^

�,�D�>�f�#  �7�]�o  �J�`�;�&�^�é�N�(�æ�ß�¿�á�ê�”�4�é  URL �é�±�Ž�

ó�–�Ò�á�Ê�Û�Ð�¿�•

http://www.cisco.com/en/US/docs/ios/12_3t/12_3t4/feature/guide/gt1636nm.html#wp1048458

Cisco Discovery Protocol

Cisco Discovery Protocol9ÔCDP9Õ�ê�”�*�,�&-~�é�Ô�ô�á�é�^�o�2�”�I�]�6�+�”���"�.�,  �(�o�C�”�,
���6�4�â�”�_���W  29Ô�:�o�2  �]�f�"  �_���W9Õ
��â
G
Þ�Ò�ù�Ô�• CDP �

ö!ª�Ô���ã�”�@�6�;�b�o�"%¤!�
���J�]�$�o�*�Z�f�Ç�”�â#n�é-]'Î�é�@���C9Ô $�æ�”
�
Ï�_���W�é1X1Š"›�å�J�`�;�&�^�Ç
G
Þ�Ô���@��
�C9Õ�â�½���*�,�&-~�é-]'Î�
���´�Ô���Î�ã�Ç�â�È�ù�Ô�• CDP �

ö!ª�Ô���ã�”�@�6�;�b�o�"%¤!����J�]
�$�o�*�Z�f�ê�”4Þ�’�Ô��-]'Î�é$³6��ã  SNMP ���o�+���f�;  ���<�_�,�
�G(��Ô���Î�ã�Ç�â�È�ù�Ô�•�Î�é
�Ï(»�æ�����”���J�]�$�o�*�Z�f�ê�”4Þ�’�Ô��-]'Î�æ  SNMP �"���]�o�
1M�>�â�È�ù�Ô�•

CDP �ê�” Subnetwork Access Protocol9ÔSNAP; �(�I�@�6�;�b�o�"  ���"�.�,  �J�`�;�&�^9Õ�
�(�P�o�;�Ô
���Ô�ô�á�é  LAN �Å���î  WAN �T�:�����â
G
Þ�Ò�ù�Ô�• CDP �Ç.3�o�Ð���á�¿���&-]'Î�ê�”�Q�^�4� �V�,
�;  ���<�_�,�æ�»�Ò�á�o�¼"›�æ�T�6�.�o�+�
1M�>�Ò�ù�Ô�•�&-]'Î�ê�” SNMP �T�6�.�o�+�
���>�â�È����
�<�_�,�
  1 �ß
•
����<�C�2���-�Ò�ù�Ô�•���<�C�2���-�æ�ê�”�=&ï��(»�(4F9Ô�N�o�^�<�2���S�±�Ž9Õ�ý�=
�ù���á�¿�ù�Ô�•�Î���ê�”���>�¥�é-]'Î�Ç  CDP �±�Ž�
#•�È�Ö�Õ�æ�;�,�Ô���(4F�é43�Ð�
$��Ò�ù�Ô�•

�,���6�4�<  �P�o�;  ���=�\���)

�,���6�4�<  �P�o�;  ���=�\���)�é�N�(�æ�ß�¿�á�ê�”�4�é  URL �é�±�Ž�

ó�–�Ò�á�Ê�Û�Ð�¿�•

http://www.cisco.com/en/US/docs/ios/12_3t/12_3t4/feature/guide/gt1636nm.html#wp1053663

IGMP �,�?�o�G�f�#

IGMP �,�?�o�G�f�#�é�N�(�æ�ß�¿�á�ê�”�4�é  URL �é�±�Ž�

ó�–�Ò�á�Ê�Û�Ð�¿�•

http://www.cisco.com/en/US/docs/ios/12_3t/12_3t4/feature/guide/gt1636nm.html#wp1053727
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%Y 6 %(     ���o�(�@�6�;  �,���6�4�é.3�o������ �������� ��
  ���o�(�@�6�;  �,���6�4�é.3�o�Ç�:
IGMP �C�o�+�Z�f�� 3
Cisco 880 �*�]�o�-  ISR �ê�” IGMP �,�?�o�G�f�#�é�C�o�+�Z�f  3 �
�(�P�o�;�Ò�á�¿�ù�Ô�•

IGMPv3 �ê�”"’�>�0�H���^�2�]�f�#�
�(�P�o�;�Ò�á�¿�ù�Ô�•�Î���

ö!ª�Ô���ã�”�Q�^�4� �V�,�;  �_
�*�o�C�o  �N�,�;�ê�”�Q�^�4� �V�,�;  �;�\�H���6�"�é���>�0�é�#�^�o�J�ã�”�ä�é"’�>�0�Æ���é�;�\
�H���6�"�
�Ù�Þ�á�¿���Æ�
�^�o�2�æ#n���Ö���Î�ã�Ç�â�È�ù�Ô�• Cisco ISR 
��â  IGMP �,�?�o�G�f�#�ã�ã
�ý�æ IGMPv3 �Ï(»�
�­
2�æ�Ô���Î�ã�â�” Basic IGMPv3 Snooping Support9ÔBISS9Õ�Ç�­���Ð���ù�Ô�•
BISS �â�ê�” IGMPv3 �N�,�;�é�=�÷�é
��â�”�Q�^�4� �V�,�;  �;�\�H���6�"�é�Ù&‚�Ð���Ú�H�\�6�:���f�#
�Ç��(»�æ�å���ù�Ô�•�Î�é�(�P�o�;�ê�”�;�\�H���6�"�
�” IGMPv2 �,�?�o�G�f�#�Ç  IGMPv2 �N�,�;�â-�
�Á�é�ã�ö�÷�+�Ó�P�o�;  �.�6�;�æ�Ù&‚�Ò�ù�Ô�•�Ù&‚�Ð���Ú�H�\�6�:���f�#�â�ê�”�p�5�Q�^�4� �V�,�;  ��
�<�_�,�Û�Ì�Ç((�&�Ð���ù�Ô�•

�,�;�o�S  �&�f�;�`�o�^

�,�;�o�S  �&�f�;�`�o�^�é�N�(�æ�ß�¿�á�ê�”�4�é  URL �é�±�Ž�

ó�–�Ò�á�Ê�Û�Ð�¿�•

http://www.cisco.com/en/US/docs/ios/12_3t/12_3t4/feature/guide/gt1636nm.html#wp1051018

�H���o�^�C�6�"  �I�]�6�+�f�#

�H���o�^�C�6�"  �I�]�6�+�f�#�é�N�(�æ�ß�¿�á�ê�”�4�é  URL �é�±�Ž�

ó�–�Ò�á�Ê�Û�Ð�¿�•

http://www.cisco.com/en/US/docs/ios/12_3t/12_3t4/feature/guide/gt1636nm.html#wp1054833

���o�(�@�6�;  �,���6�4�é.3�o�Ç�:
���o�(�@�6�;  �,���6�4�é.3�o
Þ�:�æ�ß�¿�á�ê�”
•4 �é�.�"�*�Z�f�

ó�–�Ò�á�Ê�Û�Ð�¿�•

 • �ŸVLAN �é.3�o�  9ÔP.6-59Õ

 • �Ÿ�_���W  2 ���f�2�o�H�����,�é.3�o�  9ÔP.6-69Õ

 • �Ÿ802.1x .z.=�é.3�o�  9ÔP.6-69Õ

 • �Ÿ�,�D�>�f�#  �7�]�o  �J�`�;�&�^�é.3�o�  9ÔP.6-79Õ

 • �ŸMAC �9�o�I�^�é�2
Þ�é.3�o�  9ÔP.6-79Õ

 • �ŸCisco Discovery Protocol �é.3�o�  9ÔP.6-89Õ

 • �Ÿ�,���6�4�<  �P�o�;  ���=�\���)9Ô SPAN9Õ�é.3�o� 9ÔP.6-89Õ

 • �Ÿ���f�2�o�H�����,
��â�é5��.%¤!��é.3�o�  9ÔP.6-89Õ

 • �ŸIP �Q�^�4� �V�,�;  �_���W  3 �,���6�4�f�#�é.3�o�  9ÔP.6-99Õ

 • �ŸIGMP �,�?�o�G�f�#�é.3�o�  9ÔP.6-99Õ

 • �Ÿ�P�o�;
±
Ï�é�,�;�o�S�Ù�î�é.3�o�  9ÔP.6-99Õ

 • �Ÿ�H���o�^�C�6�"  �I�]�6�+�f�#�é.3�o�  9ÔP.6-109Õ

 • �Ÿ [%��Ò�Ú5¸�ÿ�(�I�@�6�;�ã�:�o�2  �(�I�@�6�;�é.3�o�  9ÔP.6-109Õ

 • �Ÿ�,���6�4�é%¤!��  9ÔP.6-109Õ
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  ���o�(�@�6�;  �,���6�4�é.3�o�Ç�:������
VLAN �é.3�o  
�Î�Î�â�ê�” VLAN �é.3�o�Ç�:�æ�ß�¿�á.‘�ÿ�Ò�ù�Ô�• Cisco 860 �*�]�o�-  ISR �ê  2 �ß  �é  VLAN �
�(�P�o
�;�Ò�á�Å���” Cisco 880 �*�]�o�-  ISR �ê  8 �ß�é  VLAN �
�(�P�o�;�Ò�á�¿�ù�Ô�•

 • �ŸFE �P�o�;
��é  VLAN � 9ÔP.6-59Õ

 • �ŸGE �P�o�;
��é  VLAN � 9ÔP.6-69Õ

FE �P�o�;
��é  VLAN

VLAN �
.3�o�Ô���æ�ê�”�&�f�H���!�X�_�o�*�Z�f  �U�o�<�â�4�é�»5Å�
�s-��Ò�ù�Ô�•

.f&¦�æ�ß�¿�á�ê�”�4�é  URL �é�±�Ž�

ó�–�Ò�á�Ê�Û�Ð�¿�•

http://www.cisco.com/en/US/docs/switches/lan/catalyst6500/ios/12.2SX/configuration/guide/layer2.html

�&�Q�f�< "á"›

�,�9�6�J ��1 interface fe port .3�o�»/N�é�H���,�;  ���o�(�@�6�;  �P�o�;�
1¬�ï
�Ò�ù�Ô�•

�,�9�6�J ��2 shutdown 9Ô
›�ç9Õ���f�2�o�H�����,�
�*�V�6�;�3���f�Ò�”
.3�o�Ç�b
L�Ô���ù�â�;�\�H���6�"�Ç�y���å�¿���Á
�æ�Ò�ù�Ô�•

�,�9�6�J ��3 switchport �H���,�;  ���o�(�@�6�;  �P�o�;�â�_���W  2 �,���6
�4�f�#�
.3�o�Ò�ù�Ô�•

9Ô�H9Õ �H���,�;  ���o�(�@�6�;  �P�o�;�
�_���W  2 
�P�o�;�ã�Ò�á.3�o�Ô���æ�ê�” switchport 
�&�Q�f�<�
� �o�b�o�<�å�Ò�â�s-��Ò�á�Æ
���”
•�é� �o�b�o�<
ƒ�È�é  switchport �&
�Q�f�<�
�s-��Ô����-Ð�Ç�½���ù�Ô�•�Î�é
�&�Q�f�<�ê�”�*�,�&  �:�H���^�;  VLAN �


Þ�‘�Ò�ù�Ô�•

�Î�é.3�o�ê�”�:�H���^�;�é�;�\�f� �f�#
%¤!��U�o�<�
  switchport mode dynamic 
desirable �æ.3�o�Ò�”�;�\�f�"  ���J�.�^

{�
  negotiate �æ.3�o�Ò�ù�Ô�•

�:�H���^�;�â�ê�”
Þ�‘�Ð�����Ô�ô�á�é  
VLAN �Ç�:�H���^�;  �;�\�f�"�æ1J
��Ð
���ù�Ô�•

�,�9�6�J ��4 switchport access vlan vlan_id 1J
��é  VLAN �é���f�,�2�f�,�

Þ�‘�Ò�ù�Ô�•
vlan_id �æ�0�o�â�È���o�é%¸�Ð�ê  2 :*  4094 �â�Ô
�Ç�”�o  1002 �ã  1005 �ê
M&‚�Ð���á�¿�ù�Ô�•

�,�9�6�J ��5 no shutdown ���f�2�o�H�����,�
���"�9���I�æ�Ò�ù�Ô�•

�,�9�6�J ��6 end �&�f�H���!�X�_�o�*�Z�f�U�o�<�
&³
L�Ò�ù�Ô�•
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  ���o�(�@�6�;  �,���6�4�é.3�o�Ç�:
GE �P�o�;
��é  VLAN

GE �P�o�;�ê�^�o�2�é&µ�ú1��ú���"�.�,  �P���f�;�Û�Ì�æ�(�o�F�,�
�­���Ô���]1ñ���f�2�o�H�����,�â�½
���Ú�ü�” X �æ 1 
•���
�0�o�Ò�Ú  switchport access vlan X �&�Q�f�<�Û�Ì�â�ê.3�o�â�È�ù�Ö���•�Ú�Û�Ò�”
�;�\�f�"  �U�o�<�â.3�o�Ô���Î�ã�ê�â�È�ù�Ô�•�Ø�é�Ú�ü�æ�ê�”�&�f�H���!�X�_�o�*�Z�f  �U�o�<�â�4�é�»
5Å�
�s-��Ò�ù�Ô�•

�_���W  2 ���f�2�o�H�����,�é.3�o

�_���W  2 ���f�2�o�H�����,�é.3�o�Ç�:�æ�ß�¿�á�ê�”�4�é  URL �

ó�–�Ò�á�Ê�Û�Ð�¿�•

http://www.cisco.com/en/US/docs/ios/12_3t/12_3t8/feature/guide/esw_cfg.html#wp1047041

�Î�é  URL �æ�ê�”�4�é�±�Ž�Ç�=�ù���á�¿�ù�Ô�•

 • Configuring a range of interfaces

 • Defining a range macro

 • Configuring Layer 2 optional interface features

802.1x .z.=�é.3�o

802.1x �P�o�;�L�o�,.z.=�é.3�o�Ç�:�æ�ß�¿�á�ê�”�4�é  URL �

ó�–�Ò�á�Ê�Û�Ð�¿�•

http://www.cisco.com/en/US/docs/ios/12_4t/12_4t11/ht_8021x.html

�Î�é  URL �æ�ê�”�4�é�±�Ž�Ç�=�ù���á�¿�ù�Ô�•

 • Understanding the default 802.1x configuration

 • Enabling 802.1x Authentication

 • Configuring the switch-to-RADIUS-server comunication

 • Enabling periodic reauthentication

 • Changing the quiet period

 • Changing the switch-to-client retransmission time

 • Setting the switch-to-client frame-retransmission number

 • Enabling multiple hosts

 • Resetting the 802.1x configuration to default values

 • Displaying 802.1x statistics and status

�&�Q�f�< "á"›

�,�9�6�J ��1 interface Wlan-GigabitEthernet0 .3�o�»/N�é�!���F�6�;  ���o�(�@�6�;  �P�o�;�
1¬
�ï�Ò�ù�Ô�•

�,�9�6�J ��1 switchport mode trunk �P�o�;�
�;�\�f�"  �U�o�<�æ�Ò�ù�Ô�•

�,�9�6�J ��1 switchport access vlan vlan_id 9Ô
›�ç9Õ�P�o�;�Ç�;�\�f�"  �U�o�<�æ�å�Þ�Ú���”
1 
•���é  VLAN !ß� �

����°�á���Î�ã�Ç�â�È
�ù�Ô�•
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�,�D�>�f�#  �7�]�o  �J�`�;�&�^�é.3�o

�,�D�>�f�#  �7�]�o  �J�`�;�&�^�é.3�o�Ç�:�æ�ß�¿�á�ê�”�4�é  URL �

ó�–�Ò�á�Ê�Û�Ð�¿�•

http://www.cisco.com/en/US/docs/ios/12_3t/12_3t8/feature/guide/esw_cfg.html#wp1047906

�Î�é  URL �æ�ê�”�4�é�±�Ž�Ç�=�ù���á�¿�ù�Ô�•

 • Enabling spanning tree

 • Configuring spanning tree port priority

 • Configuring spanning tree port cost

 • Configuring the bridge priority of a VLAN

 • Configuring the Hello Time

 • Configuring the forward-delay time for a VLAN

 • Configuring the maximum aging time for a VLAN

 • Disabling spanning tree 

MAC �9�o�I�^�é�2
Þ�é.3�o

MAC �9�o�I�^�é�2
Þ�é.3�o�Ç�:�æ�ß�¿�á�ê�”�4�é  URL �

ó�–�Ò�á�Ê�Û�Ð�¿�•

http://www.cisco.com/en/US/docs/ios/12_3t/12_3t8/feature/guide/esw_cfg.html#wp1048223

�Î�é  URL �æ�ê�”�4�é�±�Ž�Ç�=�ù���á�¿�ù�Ô�•

 • Enabling known MAC address traffic

 • Creating a static entry in the MAC address table

 • Configuring the aging timer

 • Verifying the aging time 

�P�o�;  �.� �X�]�9��

�â#n�é  MAC ���<�_�,  �;�\�H���6�"�é���@�o�I�^
{�æ4P�Ô���;�G�6�"�â�ê�”�P�o�;  �.� �X�]�9���
�Ò
�¿�ù�Ô�•�P�o�;  �.� �X�]�9���æ�ê�”�,�2�9���6�"�å�P�o�;  �.� �X�]�9���ã�3���=�R�6�"�å�P�o�;  �.
� �X�]�9���Ç�½���ù�Ô�•

�,�2�9���6�"�å�P�o�;  �.� �X�]�9���â�ê�”�0�o�Ò�Ú�,���6�4  �P�o�;�
1b�Ó�á���"�.�,�Ô���Î�ã�
.5��
�Ô��-]'Î�
�”�Y�o�)�Ç�0�o�â�È�ù�Ô�•�0�o�ê�”.5���Ô��-]'Î�é  MAC ���<�_�,�
  MAC ���<�_�,  �9�o�I
�^�æ�p&Š�Ô���Î�ã�â�”�»
G�â-��¿�ù�Ô�•�,�2�9���6�"�å�P�o�;  �.� �X�]�9���ê�” MAC ���<�_�,  �H��
�^�2�]�f�#�ã�ý�m�ë���ù�Ô�•

�3���=�R�6�"�å�P�o�;  �.� �X�]�9���ý�Î���æ
Ã�á�¿�ù�Ô�•�Ú�Û�Ò�”-]'Î�é  MAC ���<�_�,�
�0�o�Ô��

•�
���æ�”�P�o�;
��â.5���Ô��-]'Î�é�¨�"�™�
�0�o�Ò�ù�Ô�•�0�o�Ò�Ú�¨�"�™�Ç�»
G�â�0�o�Ò�Ú  MAC ��
�<�_�,�é�™�����ý�"�È�¿�•�'�”�,���6�4�ê�”�0�o�Ð���Ú�¨�"�o�æ�å���ù�â�” MAC ���<�_�,�
)D
G"›�æ
�G(��Ò�ù�Ô�•�0�o�Ò�Ú�¨�"�™�Ç�,�2�9���6�"�æ�0�o�Ð���á�¿��  MAC ���<�_�,�é�™�����ý�Ê�Ð�¿�•�'
�ê�”���\�o  �T�6�.�o�+�Ç!¢�‘�Ð���ù�Ô�•

�,�2�9���6�"�ù�Ú�ê�3���=�R�6�"�å�P�o�;  �.� �X�]�9���
�0�o�Ô���æ�ê�”�4�é�&�Q�f�<�

ö!ª�Ò�ù�Ô�•
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%Y 6 %(     ���o�(�@�6�;  �,���6�4�é.3�o������ �������� ��
  ���o�(�@�6�;  �,���6�4�é.3�o�Ç�:
Cisco Discovery Protocol �é.3�o

Cisco Discovery Protocol9ÔCDP9Õ�é.3�o�Ç�:�æ�ß�¿�á�ê�”�4�é  URL �

ó�–�Ò�á�Ê�Û�Ð�¿�•

http://www.cisco.com/en/US/docs/ios/12_3t/12_3t8/feature/guide/esw_cfg.html#wp1048365

�Î�é  URL �æ�ê�”�4�é�±�Ž�Ç�=�ù���á�¿�ù�Ô�•

 • Enabling CDP

 • Enabling CDP on an interface

 • Monitoring and maintaining CDP 

�,���6�4�<  �P�o�;  ���=�\���)9Ô SPAN9Õ�é.3�o

Switched Port Analyzer9ÔSPAN;�,���6�4�<  �P�o�;  ���=�\���)9Õ�.�6�*�Z�f�é.3�o�Ç�:�æ�ß�¿�á�ê�”
�4�é  URL �

ó�–�Ò�á�Ê�Û�Ð�¿�•

http://www.cisco.com/en/US/docs/ios/12_3t/12_3t8/feature/guide/esw_cfg.html#wp1048473

�Î�é  URL �æ�ê�”�4�é�±�Ž�Ç�=�ù���á�¿�ù�Ô�•

 • Configuring the SPAN sources

 • Configuring SPAN destinations

 • Verifying the SPAN session

 • Removing sources or destinations from a SPAN session 

���f�2�o�H�����,
��â�é5��.%¤!��é.3�o

���"�.�,  �P���f�;�ù�Ú�ê�*�,�&  IP 5�.d�0�Ì�æ���f�\���f  �D�b�o�
.3�o�Ô���Ç�:�æ�ß�¿�á�ê�”�4�é  
URL �

ó�–�Ò�á�Ê�Û�Ð�¿�•

http://www.cisco.com/en/US/docs/ios/12_3t/12_3t8/feature/guide/esw_cfg.html#wp1048551

�&�Q�f�< "á"›

Router(config)# mac- address - table  secure  
[< mac- address > | maximum maximum addresses ] 
fastethernet  interface-id  [ vlan  < vlan id >]

<mac-address> �
�0�o�Ô���ã�”�,�2�9���6�"�å
�P�o�;  �.� �X�]�9���Ç���@�o�I�^�æ�å���ù�Ô�•
� �o�b�o�<  maximum �

ö!ª�Ô���ã�”�3���=
�R�6�"�å�P�o�;  �.� �X�]�9���Ç���@�o�I�^�æ�å
���ù�Ô�•
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%Y 6 %(     ���o�(�@�6�;  �,���6�4�é.3�o
  ���o�(�@�6�;  �,���6�4�é.3�o�Ç�:������
IP �Q�^�4� �V�,�;  �_���W  3 �,���6�4�f�#�é.3�o

IP �Q�^�4� �V�,�;  �_���W  3 �,���6�4�f�#�é.3�o�Ç�:�æ�ß�¿�á�ê�”
�.%�é  URL �

ó�–�Ò�á�Ê�Û�Ð�¿�•
�Î�é  URL �æ�ê�”�4�é�±�Ž�Ç�=�ù���á�¿�ù�Ô�•

 • Enabling IP multicast routing globally

 • Enabling IP protocol-independent multicast (PIM) on Layer 3 interfaces

 • Verifying IP multicast Layer 3 hardware switching summary

 • Verifying the IP multicast routing table 

http://www.cisco.com/en/US/docs/ios/12_3t/12_3t8/feature/guide/esw_cfg.html#wp1048610

IGMP �,�?�o�G�f�#�é.3�o

IGMP �,�?�o�G�f�#�é.3�o�Ç�:�æ�ß�¿�á�ê�”�4�é  URL �

ó�–�Ò�á�Ê�Û�Ð�¿�•

http://www.cisco.com/en/US/docs/ios/12_3t/12_3t8/feature/guide/esw_cfg.html#wp1048777

�Î�é  URL �æ�ê�”�4�é�±�Ž�Ç�=�ù���á�¿�ù�Ô�•

 • Enabling or disabling IGMP snooping

 • Enabling IGMP immediate-leave processing

 • Statically configuring an interface to join a group

 • Configuring a multicast router port 

IGMP �C�o�+�Z�f ��3
Cisco IOS �]�]�o�,  12.4(15)T �â  IGMPv3 �Ï(»�
�(�P�o�;�Ô���Ú�ü�”� �o�b�o�<  groups �Å���î  count 
�Ç show ip igmp snooping �&�Q�f�<�æ1J
��Ð���ù�Ò�Ú�•�ù�Ú�” show ip igmp snooping �&�Q�f�<�é�´
�
�æ�” IGMP �,�?�o�G�f�#  �#�^�o�J�æ4P�Ô���#�`�o�C�^�±�Ž�Ç�=�ù�������Á�æ���•�Ð���ù�Ò�Ú�• show ip 
igmp snooping �&�Q�f�<�
  groups � �o�b�o�<�ã�ã�ý�æ
ö!ª�Ô���ã�”�Ô�ô�á�é  VLAN �æ�»�Ò�á  IGMP 
�,�?�o�G�f�#�æ���Þ�á�G(��Ð���Ú�Q�^�4� �V�,�;  �9�o�I�^�Ç-+$��Ð���ù�Ô�•�ù�Ú�” show ip igmp 
snooping �&�Q�f�<�
�” groups � �o�b�o�<�” vlan-id � �o�b�o�<�” vlan-id �•�™�ã�ã�ý�æ
ö!ª�Ô���ã�” $
�o�é  VLAN �æ�»�Ò�á  IGMP �,�?�o�G�f�#�æ���Þ�á�G(��Ð���Ú�Q�^�4� �V�,�;  �9�o�I�^�Ç-+$��Ð���ù
�Ô�• show ip igmp snooping �&�Q�f�<�
  groups � �o�b�o�<�Å���î  count � �o�b�o�<�ã�ã�ý�æ
ö!ª�Ô��
�ã�” IGMP �,�?�o�G�f�#�æ���Þ�á�G(��Ð���Ú�Q�^�4� �V�,�;  �#�^�o�J�é�™�Ç-+$��Ð���ù�Ô�•

�P�o�;
±
Ï�é�,�;�o�S�Ù�î�é.3�o

�P�o�;
±
Ï�é�,�;�o�S�Ù�î�é.3�o�Ç�:�æ�ß�¿�á�ê�”�4�é  URL �

ó�–�Ò�á�Ê�Û�Ð�¿�•

http://www.cisco.com/en/US/docs/ios/12_3t/12_3t8/feature/guide/esw_cfg.html#wp1049009

�Î�é  URL �æ�ê�”�4�é�±�Ž�Ç�=�ù���á�¿�ù�Ô�•

 • Enabling per-port storm-control

 • Disabling per-port storm-control 
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%Y 6 %(     ���o�(�@�6�;  �,���6�4�é.3�o������ �������� ��
  ���o�(�@�6�;  �,���6�4�é.3�o�Ç�:
�H���o�^�C�6�"  �I�]�6�+�f�#�é.3�o

�H���o�^�C�6�"  �I�]�6�+�f�#�é.3�o�Ç�:�æ�ß�¿�á�ê�”�4�é  URL �

ó�–�Ò�á�Ê�Û�Ð�¿�•

http://www.cisco.com/en/US/docs/ios/12_3t/12_3t8/feature/guide/esw_cfg.html#wp1049176

�Î�é  URL �æ�ê�”�4�é�±�Ž�Ç�=�ù���á�¿�ù�Ô�•

 • Understanding the default fallback bridging configuration

 • Creating a bridge group

 • Preventing the forwarding of dynamically learned stations

 • Configuring the bridge table aging time

 • Filtering frames by a specific MAC address

 • Adjusting spanning-tree parameters

 • Monitoring and maintaining the network 

 [%��Ò�Ú5¸�ÿ�(�I�@�6�;�ã�:�o�2  �(�I�@�6�;�é.3�o

 [%��Ò�Ú5¸�ÿ�(�I�@�6�;�ã�:�o�2  �(�I�@�6�;�é.3�o�Ç�:�æ�ß�¿�á�ê�”�4�é  URL �

ó�–�Ò�á�Ê�Û�Ð�¿�•

http://www.cisco.com/en/US/docs/ios/12_3t/12_3t8/feature/guide/esw_cfg.html#wp1049866

�,���6�4�é%¤!�

�,���6�4�é%¤!��æ�ß�¿�á�ê�”�4�é  URL �

ó�–�Ò�á�Ê�Û�Ð�¿�•

http://www.cisco.com/en/US/docs/ios/12_3t/12_3t8/feature/guide/esw_cfg.html#wp1049978

�Î�é  URL �æ�ê�”�4�é�±�Ž�Ç�=�ù���á�¿�ù�Ô�•

 • Adding Trap Managers

 • Configuring IP Information

 • Enabling Switch Port Analyzer

 • Managing the ARP Table

 • Managing the MAC Address Tables

 • Removing Dynamic Addresses

 • Adding Secure Addresses

 • Configuring Static Addresses

 • Clearing all MAC Address Tables 
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C H A P T E R 7

5¸�ÿ�Ï(»�é.3�o

�Î�é%(�â�ê�” Cisco 880 �*�]�o�-  Integrated Services Routers9ÔISR; �(�o�F�,&Ô�'�3�^�o�29Õ�â�é5¸�ÿ
�Ï(»�é.3�o�æ�ß�¿�á.‘�ÿ�Ò�ù�Ô�•�4�é  ISR �æ�ê5¸�ÿ�%�o�;�������é�Ï(»�Ç�½���ù�Ô�•

 • C881SRST �Å���î  C888SRST9æ4 �n�é  FXS �P�o�;�ã  1 �n�é5¸�ÿ�C�6�"���6�J  �P�o�;

 – C881SRST ISR �æ�ê 1 �n�é  FXO 5¸�ÿ�C�6�"���6�J  �P�o�;�Ç-]�»�Ð���á�¿�ù�Ô�•

 – C888SRST ISR �æ�ê 1 �n�é  BRI 5¸�ÿ�C�6�"���6�J  �P�o�;�Ç-]�»�Ð���á�¿�ù�Ô�•

�Î�é%(�â�ê�”�4�é�]�ˆ�æ�ß�¿�á.‘�ÿ�Ò�ù�Ô�•

 • �Ÿ�O���,  �P�o�;�  9ÔP.7-19Õ

 • �Ÿ�&�o�^�Ù�î�J�`�;�&�^�  9ÔP.7-29Õ

 • �Ÿ�3���W�^  �G���é.3�o�  9ÔP.7-39Õ

 • �Ÿ�Ø�é
•�é5¸�ÿ�Ï(»�  9ÔP.7-39Õ

 • �ŸFAX �(�o�F�,�  9ÔP.7-59Õ

 • �ŸUnified Survival Remote Site Telephony9ÔUnified SRST9Õ� 9ÔP.7-69Õ

 • �Ÿ5¸�ÿ.3�o�é#Õ.z�  9ÔP.7-79Õ

�O���,  �P�o�;
���=�`�#5¸�ÿ�P�o�;9Ô Foreign Exchange Station9ÔFXS9Õ�P�o�;9Õ�ê�”�D�$�6�;�L�o�,  �@�6�;�b�o�"�é
�^�o�2�
  2 '"�|�ù�Ú�ê  4 '"�|�é�9�_�H���>�o  �@�6�;�b�o�"�æ�’&ï�Ò�ù�Ô�• 2 '"�|�â�ê���=�`�#5�.d�ù�Ú
�ê  FAX �:�C���,�æ�” 4 '"�|�â�ê  PBX �æ�Ø���Ù���’&ï�Ò�ù�Ô�•

�:�+�2�^5¸�ÿ�P�o�;�ê�” ISDN Basic Rate Interface9ÔBRI; �n�Ä1f�2���f�2�o�H�����,9Õ�P�o�;�â�Ô�•
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%Y 7 %(     5¸�ÿ�Ï(»�é.3�o������ ��������
  �&�o�^�Ù�î�J�`�;�&�^
���=�`�#�Å���î�:�+�2�^�é5¸�ÿ�P�o�;�é
����°�á

���=�`�#�Å���î�:�+�2�^�é5¸�ÿ�P�o�;�é
����°�á�ê�3!ß�æ���Þ�á!ã�å���ù�Ô�• -+��7-1 �æ�” Cisco 880 �*
�]�o�-  ISR �Å���î�Ø�é5¸�ÿ�P�o�;�é
����°�á�é	û-é�
$��Ò�ù�Ô�•

5¸�ÿ�P�o�;�é.3�o

���=�`�#�Å���î�:�+�2�^�é5¸�ÿ�P�o�;�
.3�o�Ô���æ�ê�”�4�é/—�±�

ó�–�Ò�á�Ê�Û�Ð�¿�•

 • �ŸConfiguring Analog Voice Ports� 

 • �ŸBasic ISDN Voice Interface Configuration� 

�&�o�^�Ù�î�J�`�;�&�^
Cisco 880 �*�]�o�-  ISR 5¸�ÿ�%�o�;������  �U�:�^�â�ê�”�4�é�&�o�^�Ù�î�J�`�;�&�^�
�(�P�o�;�Ò�á�¿
�ù�Ô�•

 • �ŸSession Initiation Protocol9ÔSIP9Õ� 9ÔP.7-29Õ

 • �ŸMedia Gateway Control Protocol9ÔMGCP9Õ� 9ÔP.7-39Õ

 • �ŸH.323� 9ÔP.7-39Õ

Session Initiation Protocol 9ÔSIP9Õ

Session Initiation Protocol9ÔSIP9Õ�ê�” Internet Engineering Task Force9ÔIETF; ���f�2�o�@�6�;�Û-� $
�Î.ž�O�”�¬
³9Õ 9ÔIETF RFC 25439Õ�Ç-Ù�o�Ò�Ú�”�G���7�o�G���é�Q�^�4�T�:����  �*�#�=�]�f�#  �J�`�;�&
�^�â�Ô�• Session Initiation Protocol �ê�” ASCII �L�o�,�â�Ô�•�Î�é�J�`�;�&�^�ê  HTTP �ã�+�}�”�â�=�é  
IP �J�`�;�&�^9Ô DNS �ÿ  SDP9Õ�
�c�Ñ!ª�Ò�á�T�:�����é�.�6�;���6�J�ã�9�����3���f�
�­���Ò�ù�Ô�•
.f&¦�æ�ß�¿�á�ê�” �¡ Cisco IOS SIP Configuration Guide, Release 4T�¢�

ó�–�Ò�á�Ê�Û�Ð�¿�•

SIP �

ö!ª�Ò�Ú�^�o�2.3�o�é.f&¦�ê�” �¡ Cisco IOS SIP Configuration Guide, Release 4T�¢�é�Ÿ Basic SIP 
Configuration� �é%(�

ó�–�Ò�á�Ê�Û�Ð�¿�•

Cisco 880 �*�]�o�-  ISR 5¸�ÿ�%�o�;�������â�ê�” Cisco IOS �H�����������o�^�]�â  SIP �é�Ï(»�
���›�Ô
���Î�ã�â5¸�ÿ�.� �X�]�9���
�­���Ò�á�¿�ù�Ô�•�J�`�;�&�^�é1¡�'�H�Å���î���J�]�$�o�*�Z�f�;/��é�Ï(»
�æ
��Ã�” SIP ���O�Ï(»9Ô SIP �D�$�6�;���O�Å���î�G�f�N�o�^�é4?�È�é���´9Õ�Ç�­���Ð���ù�Ô�•�Y�o�)
�ê�”�P�]�*�o�
����.f&¦�æ�Ù�î�Ò�Ú���” SIP �;�\�H���6�"�æ�.� �X�]�9��  �4���6�"�
1¡!ª�Ò�Ú���â�È�ù
�Ô�•�ù�Ú�”
�-Ð�å�T�6�.�o�+�
�H���^�2�]�f�#�â4°
ð�Ô���Î�ã�ý�â�È�ù�Ô�•.f&¦�æ�ß�¿�á�ê�”
http://www.cisco.com/en/US/docs/ios/security/configuration/guide/sec_sip_alg_aic.html �â�”�ŸCisco 
IOS Firewall: SIP Enhancements: ALG and AIC� �

ó�–�Ò�á�Ê�Û�Ð�¿�•

-+��7-1 Cisco 880 �*�]�o�-  ISR �é5¸�ÿ�P�o�;�é
����°�á

�3!ß
�:�+�2�^9Ô BRI9Õ
�P�o�;!ß� 

���=�`�#9Ô FXS9Õ
�P�o�;!ß� 

�C�6�"���6�J!ª5¸�ÿ
�P�o�;!ß� 

C881SRST — 0:* 3 49ÔFXO �P�o�;9Õ

C888SRST — 0:* 3 49ÔBRI �P�o�;9Õ
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  �3���W�^  �G���é.3�o������
Media Gateway Control Protocol 9ÔMGCP9Õ

Media Gateway Control Protocol9ÔMGCP9ÕRFC 2705 �ê�” Voice over IP9ÔVoIP9Õ�
�=�û�Q�^�4�T�:��
��  ���J�]�$�o�*�Z�f�

Þ�‘�Ô��4ø
��3�é���o� �9�"�4�V�
�o'õ�Ò�á�¿�ù�Ô�•.f&¦�æ�ß�¿�á�ê�” �¡ Cisco 
IOS MGCP and Related Protocols Configuration Guide�¢�

ó�–�Ò�á�Ê�Û�Ð�¿�•

Cisco 880 �*�]�o�-5¸�ÿ�%�o�;������  ISR �ê�”
%�æ�” MGCP �

ö!ª�Ô��  Residential Gateway9ÔRGW; 
�_�+�:�f�*�V�^  �%�o�;������9Õ�ã�Ò�á.3�o�Ð���ù�Ô�•�_�+�:�f�*�V�^  �%�o�;�������é.3�o�±�Ž�æ�ß�¿
�á�ê�” �¡ Cisco IOS MGCP and Related Protocols Configuration Guide�¢�é%(�Ÿ Basic MGCP 
Configuration� �é�Ÿ Configuring an RGW� �é�.�"�*�Z�f�

ó�–�Ò�á�Ê�Û�Ð�¿�•

H.323

�Ö4Ù5��Ç1b�>1j�'
X�T  H.323 �â�ê�” Voice over IP9ÔVoIP9Õ�
�=�û�Q�^�4�T�:����  ���J�]�$�o�*�Z�f�é

Þ�‘!ª�é�½�”���o� �9�"�4�V�æ�ß�¿�á�o'õ�Ò�á�¿�ù�Ô�• H.323 �é.f&¦�æ�ß�¿�á�ê�” �¡ Cisco IOS H.323 
Configuration Guide, Release 12.4T�¢�

ó�–�Ò�á�Ê�Û�Ð�¿�•

�^�o�2.3�o�é.f&¦�æ�ß�¿�á�ê�” �¡ Cisco IOS H.323 Configuration Guide, Release 12.4T�¢�é
�ŸConfiguring H.323 Gateways� �é%(�

ó�–�Ò�á�Ê�Û�Ð�¿�•

�3���W�^  �G���é.3�o
�3���W�^  �G���é.3�o�ê�”�3���W�^  �J�\�f�é�s-]�ã  IP �@�6�;�b�o�"�
1b�Ó�Ú5¸�ÿ�(�o�F�,�é�­���æ�Å�¿
�á5V�ñ�æ2€-Ð�â�Ô�•�3���W�^  �G���

ö!ª�Ô���Î�ã�â�”�&�o�^�é"’�>�0�ã�p�5�é���f�<�P���f�;�
/��Î
�Ò�”�&�o�^�’&ï�é�&�&�o�^  �_�6�#�æ1¡!ª�Ð���� $�H�
�o'õ�Ò�ù�Ô�•�^�o�2�é.3�o�±�Ž�æ�ß�¿�á�ê�”

�¡ Dial Peer Configuration on Voice Gateway Routers�¢�

ó�–�Ò�á�Ê�Û�Ð�¿�•

�Ø�é
•�é5¸�ÿ�Ï(»
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 • �Ÿ�b���W�_�,.3�o�  9ÔP.8-49Õ

 • �Ÿ�N�6�;  �,�2�f�C��  �U�o�<�é���"�.�,  �P���f�;�é.3�o�  9ÔP.8-99Õ9Ô
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9Ô�H9Õ  �^�o�2�é�.�6�;���6�J�â�b���W�_�,  �:�C���,�
.3�o�Ô�� �è �æ�”�ß1@�é�»5Å�æ�å�Þ�á�^�o�2�ã��
�"�.�,  �P���f�;�ã�é4F�â�.�6�*�Z�f�
4?�Ê��-Ð�Ç�½���ù�Ô�•

�^�o�2�é  Cisco IOS �&�Q�f�<�\���f  ���f�2�o�H�����,9Ô CLI9Õ�Æ���4�é�&�Q�f�<�
�#�`�o�C�^  �&�f
�H���!�X�_�o�*�Z�f  �U�o�<�â�I
��Ò�ù�Ô�•

�&�Q�f�< "á"›

�,�9�6�J ��1 interface wlan-ap0��
��

��
��

��9æ
router(config)# interface wlan-ap0
router(config-if)#

�^�o�2�é�&�f�0�o�^  ���f�2�o�H�����,�
�b���W�_�,  
�:�C���,�æ�o'õ�Ò�ù�Ô�•�Î�é���f�2�o�H�����,�ê�”
�^�o�2�é�&�f�0�o�^�ã�b���W�_�,  �:�C���,4F�é1b�>
�æ
ö!ª�Ò�ù�Ô�•

�ñ�æ�P�o�;  0 �

ö!ª�Ò�á�Ê�Û�Ð�¿�•

�4�é�T�6�.�o�+�Ç-+$��Ð���ù�Ô�•

The wlan-ap 0 interface is used for managing 
the embedded AP. Please use the service-module 
wlan-ap 0 session  command to console into the 
embedded AP.

�,�9�6�J ��2 ip address subnet mask

��9æ
router(config-if)# ip address 
10.21.0.20 255.255.255.0

or
router(config-if)#  ip unnumbered vlan1  

���f�2�o�H�����,�é  IP ���<�_�,�Å���î�(�I�@�6�;  �Q
�,�"�
�0�o�Ò�ù�Ô�• ��
��
��
��

9Ô�H9Õ ip unnumbered vlan1 �&�Q�f�<�

ö!ª�Ô��
�ã�” IP ���<�_�,�
�*�,�&  �(�o�F�,&Ô�'�3�^�o
�2�æ
����°�á�����á�¿��  IP ���<�_�,�ã�R!ª�â
�È�ù�Ô�•

�,�9�6�J ��3 no shut

��9æ
router(config-if)# no shut

�]1ñ���f�2�o�H�����,�’&ï�
4?�¿�Ú A���
&ý�,�Ô����
�Á�æ�0�o�Ò�ù�Ô�•

�,�9�6�J ��4 interface vlan1

��9æ
router(config-if)# interface vlan1

�]1ñ�!���F�6�;  ���o�(�@�6�;  09ÔGE 09Õ�P�o�;�Æ��

•�é���f�2�o�H�����,�ó�é�:�o�21b�>�æ�”
’�Ð  LAN 
���f�2�o�H�����,�

ö!ª�Ô�����Á�æ�0�o�Ò�ù�Ô�• ��
��

Cisco 860 �*�]�o�-�” Cisco 880 �*�]�o�-�”�Å���î  
Cisco 890 �*�]�o�-�é  ISR �â�ê�”�Ô�ô�á�é�,���6�4  
�P�o�;�Ç�:�H���^�;�é  vlan1 ���f�2�o�H�����,�
&î�Ú
�Ò�ù�Ô�•
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  �b���W�_�,  �&�f�H���!�X�_�o�*�Z�f  �.�6�*�Z�f�é4?�Ž��������
�E�f�; �b���W�_�,  �:�C���,�ã�é�.�6�*�Z�f�
4?�Ž�Ô���&�f�0�o�^�æ  Cisco IOS �0�H�;������  �����]���,�

Þ
�‘�Ô���•�'�ê�” EXEC �J�`�f�J�;�Æ��  alias exec dot11radio service-module wlan-ap 0 session �&�Q�f
�<�
�I
��Ò�ù�Ô�•�Î�é�&�Q�f�<�
�I
��Ô���ã�” Cisco IOS �0�H�;�������é  dot11 radio �_�L�^�æ)D
G"›
�æ�,� �6�J�Ò�ù�Ô�•

�.�6�*�Z�f�
4=�Ó��

�b���W�_�,  �:�C���,�ã�^�o�2�é�&�f�0�o�^�ã�é4F�é�.�6�*�Z�f�
4=�Ó���æ�ê�”�4�é�»5Å�æ�å�¿�ù�Ô�•

�b���W�_�,  �:�C���,
1. Control-Shift-6  x 

�^�o�2

2. 1b�>�
�¾�¿�Ò�ù�Ô�•

3. Enter � �o�
  2 �Á�ü�Ò�ù�Ô�•

�,�9�6�J ��5 ip address subnet mask

��9æ
router(config-if)# ip address  
10.10.0.30 255.255.255.0

���f�2�o�H�����,�é  IP ���<�_�,�Å���î�(�I�@�6�;  �Q
�,�"�
�0�o�Ò�ù�Ô�•

�,�9�6�J ��6 exit

��9æ
router(config-if)# exit
router(config)#

���f�2�o�H�����,  �&�f�H���!�X�_�o�*�Z�f  �U�o�<�

&³
L�Ò�ù�Ô�•

�,�9�6�J ��7 exit

��9æ
router(config)# exit
router#

�#�`�o�C�^  �&�f�H���!�X�_�o�*�Z�f  �U�o�<�
&³
L�Ò
�ù�Ô�•

�,�9�6�J ��8 service-module wlan-ap 0 session��

��9æ
router# service-module wlan-ap0 
session
Trying 10.21.0.20, 2002 ... Open

ap>

�b���W�_�,  �:�C���,�ã�^�o�2�é�&�f�0�o�^4F�â�’&ï
�
4?�È�ù�Ô�•

�&�Q�f�< "á"›
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-

�b���W�_�,.3�o

9Ô�H9Õ �b���W�_�,  �:�C���,�
�Ë�ü�á.3�o�Ô���•�'�ê�”�n�Ä�é�b���W�_�,.3�o�é�è�æ�”���"�.�,  �P���f�;�ã
�^�o�2�ã�é4F�â�&�f�H���!�X�_�o�*�Z�f  �.�6�*�Z�f�
4?�Ž�Ô����-Ð�Ç �½���ù�Ô�• �Ÿ�b���W�_�,  �&�f�H��
�!�X�_�o�*�Z�f  �.�6�*�Z�f�é4?�Ž�  9ÔP.8-29Õ�

ó�–�Ò�á�Ê�Û�Ð�¿�•

�b���W�_�,  �:�C���,�é�0�H�;�������æ1¡�'�Ô���7�o�^�

ö!ª�Ò�á�:�C���,�
.3�o�Ò�ù�Ô�•

 • �ŸCisco IOS �&�Q�f�<�\���f  ���f�2�o�H�����,�  9ÔP.8-49Õ9æ)D�Þ�0�H�;������

 • �ŸCisco Express �é�.�6�;���6�J�  9ÔP.8-49Õ9æ�Y�>�H�� ���<  �0�H�;������

9Ô�H9Õ Autonomous �U�o�<�â�b���W�_�,  �:�C���,�
�s-��Ò�á�¿�á  Unified �U�o�<�æ���6�J�#�_�o
�<�Ô���æ�ê�” �ŸCisco Unified �0�H�;�������é���6�J�#�_�o�<�  9ÔP.8-99Õ �â���6�J�#�_�o�<�é
�»5Å�

ó�–�Ò�á�Ê�Û�Ð�¿�• ��
��

Cisco Unified Wireless �0�H�;�������ó�é���6�J�#�_�o�<&³
L�ß�” Web �I�\���)�é���f
�2�o�H�����,�â�:�C���,�
.3�o�Ò�ù�Ô�•�»5Å�æ�ß�¿�á�ê�4�é  URL �

ó�–�Ò�á�Ê�Û�Ð�¿�• ��
http://cisco.com/en/US/docs/wireless/access_point/12.4_10b_JA/configuration/guide/scg12
410b-chap2-gui.html

Cisco Express �é�.�6�;���6�J  
Unified �b���W�_�,  �:�C���,�
.3�o�Ô���æ�ê�”�4�é�»5Å�æ$��Ô���Á�æ�” Web �I�\���)  �7�o�^�

ö!ª�Ò
�ù�Ô�•

�,�9�6�J ��1 �b���W�_�,  �:�C���,�ã�é�&�f�0�o�^�’&ï�
#Õ%��Ò�” show interface bvi1 Cisco IOS �&�Q�f�<�
�I
��Ò
�á�” Bridge-Group Virtual Interface9ÔBVI; �I�]�6�+  �#�^�o�J
’�Ð���f�2�o�H�����,9Õ IP ���<�_�,�
��
�ç�Ò�ù�Ô�•

�,�9�6�J ��2 �I�\���)�é�����f�<���
4?�È�”�I�\���)  �����f�<���é���<�_�,-��æ�Î�é  BVI IP ���<�_�,�
�I
��Ò�ù
�Ô�• Enter � �o�
�ü�Ò�ù�Ô�• [Enter Network Password] �����f�<���Ç-+$��Ð���ù�Ô�•

�,�9�6�J ��3 �Y�o�)�,�
�I
��Ò�ù�Ô�•�:�H���^�;�é�Y�o�)�,�ê  Cisco �â�Ô�•

�,�9�6�J ��4 �b���W�_�,  �:�C���,�é�D�,�b�o�<�
�I
��Ò�ù�Ô�•�:�H���^�;�é�D�,�b�o�<�ê  Cisco �â�Ô�• [Summary 
Status] �M�o�+�Ç-+$��Ð���ù�Ô�• Web �I�\���)�é.3�o�M�o�+�é
ö!ª�æ4P�Ô��.f&¦�æ�ß�¿�á�ê�”�4�é  URL 
�

ó�–�Ò�á�Ê�Û�Ð�¿�• ��
http://cisco.com/en/US/docs/wireless/access_point/12.4_10b_JA/configuration/guide/scg12410b-chap4
first.html#wp1103336

Cisco IOS �&�Q�f�<�\���f  ���f�2�o�H�����,

)D�Þ�b���W�_�,  �:�C���,�
.3�o�Ô���æ�ê�” Cisco IOS CLI �7�o�^�

ö!ª�Ò�á�4�é
Þ�:�
-��¿�ù�Ô�•

 • �Ÿ�u'"�é.3�o�  9ÔP.8-59Õ

 • �Ÿ�b���W�_�,  �.� �X�]�9���é.3�o�  9ÔP.8-59Õ

 • �Ÿ�b���W�_�,  �(�o�F�,� /°�é.3�o�  9ÔP.8-89Õ9Ô
›�ç9Õ
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  �b���W�_�,.3�o����
�u'"�é.3�o

Autonomous �U�o�<�ù�Ú�ê  Cisco Unified �U�o�<�â�>� �

µ1M�Ô���Ú�ü�æ�”�b���W�_�,  �:�C���,�é�u'"
�D�\�T�o�2�
.3�o�Ò�ù�Ô�• $�o�é.3�o�»5Å�æ�ß�¿�á�ê�” %Y��9 %(�Ÿ�u'"�é.3�o�  �

ó�–�Ò�á�Ê�Û�Ð�¿�•

�b���W�_�,  �.� �X�]�9���é.3�o

 • �Ÿ.z.=�é.3�o�  9ÔP.8-59Õ

 • �ŸWEP �Å���î�g� �,���o�;�é.3�o�  9ÔP.8-69Õ

 • �Ÿ�b���W�_�,  VLAN �é.3�o�  9ÔP.8-69Õ

.z.=�é.3�o

.z.=�é�2���J�ê�”���"�.�,  �P���f�;�æ.3�o�Ð����  Service Set Identifiers9ÔSSID; �(�o�F�,  �.�6�;  ID9Õ
�æ�»���Ò�á�¿�ù�Ô�•�+	û�é���"�.�,  �P���f�;�
�,�ß-„�™�é$³6��é�"�\�����f�;  �:�C���,�â
ö!ª�Ô���Ú
�ü�æ�”-„�™�é  SSID �
.3�o�Ò�ù�Ô�•

���"�.�,  �P���f�;�

z�Ò�Ú�b���W�_�,  �"�\�����f�;  �:�C���,�ã�@�6�;�b�o�"�ã�é1b�>�
4?�Ž�Ô���è
�æ�”�"�\�����f�;  �:�C���,�ê�”�O4?3›�ù�Ú�ê�R!ª3›�æ����.z.=�æ���Þ�á���"�.�,  �P���f�;�
.z.=�Ô��
��-Ð�Ç�½���ù�Ô�•�_�K�H�
�¨�"4¢�æ�Ô���Ú�ü�æ�”�"�\�����f�;  �:�C���,�ê  MAC ���<�_�,�ù�Ú�ê  
Extensible Authentication Protocol9ÔEAP; ���›.z.=�J�`�;�&�^9Õ.z.=�

ö!ª�Ò�á�@�6�;�b�o�"�ý.z.=
�Ô����-Ð�Ç�½���ù�Ô�•�¿�Õ���é.z.=�2���J�ý�@�6�;�b�o�"�é.z.=�(�o�C�
�>5ì�Ò�ù�Ô�•

.z.=�2���J�
1¬�ï�Ô���æ�ê�”�4�é�*�,�&�é  URL �â  Cisco.com �é�¡ Authentication Types for Wireless 
Devices�¢�é�Q�>�X���^�

ó�–�Ò�á�Ê�Û�Ð�¿�•

http://www.cisco.com/en/US/docs/routers/access/wireless/software/guide/SecurityAuthenticationTypes.
html 

�¨�"4¢�é�.� �X�]�9��!c�º�
.3�o�Ô���æ�ê�”  
http://www.cisco.com/en/US/docs/routers/access/wireless/software/guide/SecurityRadiusTacacs_1.html 
�é  Cisco.com �â�¡ RADIUS and TACACS+ Servers in a Wireless Environment�¢�é�Q�>�X���^�

ó�–�Ò�á
�Ê�Û�Ð�¿�•

�`�o���^  ���o�.�f�9���$�o�2�ã�Ò�á�é���"�.�,  �P���f�;�é.3�o

�`�o���^�é.z.=�(�o�F�,�ù�Ú�ê�C�6�"���6�J.z.=�(�o�F�,�
4Ú�‚�Ç"’!¢�Ò�Ú  WAN �]�f�"�ù�Ú�ê�(�o�C
�æ�­���Ô���Ú�ü�æ�”���"�.�,  �P���f�;�
�`�o���^�é.z.=�(�o�C�ã�Ò�á�Ï(»�Ô�����Á�æ.3�o�â�È�ù�Ô�•
���"�.�,  �P���f�;�ê�” Lightweight Extensible Authentication Protocol9ÔLEAP9Õ.z.=�” Extensible 
Authentication Protocol-Flexible Authentication via Secure Tunneling9ÔEAP-FAST9Õ.z.=�ù�Ú�ê  MAC 
�L�o�,�é.z.=�

ö!ª�Ò�á�¨�"  50 �é�b���W�_�,  �"�\�����f�;  �:�C���,�
.z.=�Ô���Î�ã�Ç�â�È�ù�Ô�•���"
�.�,  �P���f�;�ê�¤$}�¨�"  5 �Á�é.z.=�
-��¿�ù�Ô�•

�`�o���^  ���o�.�f�9���$�o�2�â�é���"�.�,  �P���f�;�é.3�o�ê�”�"�\�����f�;�é�Y�o�)�,�ã�D�,�b�o�<
�

ö!ª�Ò�á�»
G�â-��¿�ù�Ô�•�Î���ê�”�`�o���^  ���o�.�f�9���$�o�2�é�:�o�2�L�o�,�Ç  RADIUS �(�o�C
�ã�+�¼
{�Ð���å�¿�Ú�ü�â�Ô�•�"�\�����f�;�Ç
ö!ª�â�È��  VLAN �Å���î  SSID �é�]�,�;�ý.3�o��(»�â�Ô�•

�b���W�_�,  �:�C���,�æ�Î�é�Ï(»�
�.�6�;���6�J�Ô��.f&¦�æ�ß�¿�á�ê�”  
http://www.cisco.com/en/US/docs/routers/access/wireless/software/guide/SecurityLocalAuthent.html 
�é  Cisco.com �â�¡ Using the Access Point as a Local Authenticator�¢�é�Q�>�X���^�

ó�–�Ò�á�Ê�Û�Ð�¿�•
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WEP �Å���î�g� �,���o�;�é.3�o

Wired Equivalent Privacy9ÔWEP9Õ�g� �ê�b���W�_�,  �:�C���,4F�â�é
µ1M�:�o�2�
�,�"�\�f�I�^�Ò�á�”
1b�>�Ï�’�
�;�,�Ò�ù�Ô�•�b�����_�,  �:�C���,�ã�Ø�é�b���W�_�,  �"�\�����f�;  �:�C���,�ê�+�Ó  WEP 
� �o�

ö!ª�Ò�á�:�o�2�é�g� 
{�ã�ó� 
{�
-��¿�ù�Ô�• WEP � �o�ê�Y�>� �V�,�;  �ã�Q�^�4� �V�,�;�é
�
�Ç�é�T�6�.�o�+�
�g� 
{�Ò�ù�Ô�•�Y�>� �V�,�;  �T�6�.�o�+�ê�”�@�6�;�b�o�"
��é  1 �ß�é�:�C���,�Û�Ì
�æ1M�>�Ð���ù�Ô�•�Q�^�4� �V�,�;  �T�6�.�o�+�ê�”�@�6�;�b�o�"
��é-„�™�é�:�C���,�æ1M�>�Ð���ù�Ô�•

�g� �,���o�;�ê�”�b���W�_�,  LAN 
��é�u'"1b�>�
�;/��Ô�����Á�æ.3.��Ð���Ú�g� 
{�ã�_�K�H���^�'�]
�-�S�é�.�6�;�â�Ô�• Wi-Fi Protected Access9ÔWPA9Õ�ù�Ú�ê Cisco Centralized Key Management

9ÔCCKM9Õ�
�­
2�æ�Ô���æ�ê�”�g� �,���o�;�

ö!ª�Ô����-Ð�Ç�½���ù�Ô�•

Temporal Key Integrity Protocol9ÔTKIP9Õ�
�=�û�g� �,���o�;�ê�b���W�_�,  LAN �æ�ã�Þ�á�¨1¡�å�_�K
�H�
�­���Ò�ù�Ô�• WEP �Û�Ì�
�=�û�g� �,���o�;�ê�”�_�K�H�Ç�¨�ý
 ���ù�Ô�•

�g� 
{�é�»5Å�æ�ß�¿�á�ê�”  
http://www.cisco.com/en/US/docs/routers/access/wireless/software/guide/SecurityCipherSuitesWEP.htm 
�é  Cisco.com �â�¡ Configuring WEP and Cipher Suites�¢�é�Q�>�X���^�

ó�–�Ò�á�Ê�Û�Ð�¿�•

�b���W�_�,  VLAN �é.3�o

�b���W�_�,  LAN �â  VLAN �

ö!ª�Ò�” SSID �
  VLAN �æ
����°�á���ã�” �Ÿ�.� �X�]�9��  �2���J� 
9ÔP.8-79Õ�â�o'õ�Ð���á�¿��  4 $³6��é�.� �X�]�9��.3�o�é�¿�Õ���Æ�

ö!ª�Ò�á-„�™�é  SSID �

Þ�‘�â�È�ù
�Ô�• VLAN �ê�”�o'õ�ã�ú�é�,���6�4  �.�6�;�]�é�I�`�o�<� �V�,�;  �<�T���f�ã((�Ã���Î�ã�Ç�â�È�ù�Ô�•
VLAN �ê�”
±	û�é�I�]�6�+�f�#  �<�T���f�æ�’&ï�Ð���á�¿��-„�™�é���f�<  �*�,�9�S9Ô�N�,�;�”�ù�Ú�ê�I
�]�6�+�ÿ�I�]�6�+�ÿ�^�o�2�å�ä�é�@�6�;�b�o�"-]'Î9Õ�â�t�‘�Ð���ù�Ô�•�Î�é�I�]�6�+�f�#  �<�T���f�ê
�@�6�;�b�o�"-]'Î�é�Ð�ù�Ñ�ù�å1ñ�½�â�(�P�o�;�Ð���á�¿�ù�Ô�•�Ú�ã�Ã�ë�”"ç
U�æ�I�]�6�+�f�#  �J�`�;
�&�^�
$¿
G�Ô��  LAN �,���6�4�ê�” VLAN �Ï�ã�æ�X�Î�é�J�`�;�&�^  �#�^�o�J�Ç  1 �ß�½���ù�Ô�•

�b���W�_�,  VLAN ���o� �9�"�4�V�é.f&¦�æ�ß�¿�á�ê�”  
http://www.cisco.com/en/US/docs/routers/access/wireless/software/guide/wireless_vlans.html �é  
Cisco.com �â�¡ Configuring Wireless VLANs�¢�é�Q�>�X���^�

ó�–�Ò�á�Ê�Û�Ð�¿�•

9Ô�H9Õ �b���W�_�,  LAN �â  VLAN �

ö!ª �Ò�å�¿ �ã�” SSID �æ
����°�á���Î�ã�Ç�â�È���.� �X�]�9��  ��
�J�*�Z�f�Ç�Ù4¢�Ð���ù�Ô�•�Î���ê�” Express Security �M�o�+�â�g� 
{.3�o�ã.z.=�2���J�Ç�»��

ƒ�Ì�����á�¿���Ú�ü�â�Ô�•

SSID �é
����°�á

���"�.�,  �P���f�;�ã�Ò�á�Ï(»�Ô���b���W�_�,  �:�C���,�æ�ê�¨�"  16 �X�é  SSID �
.3�o�â�È�ù�Ô�•�ù�Ú�”
SSID �Ï�ã�æ	û�ç�é�D�\�T�o�2  �.�6�;�
.3�o�â�È�ù�Ô�•�Ú�ã�Ã�ë�”�½��  SSID �â�ê�@�6�;�b�o�"  ���"�.
�,�Û�Ì�
�Ñ!ª(*�æ.5���Ò�”�Î�é  SSID �â�ê.z.=�Ò�Ú�Y�o�)�â�½���ë�Ï�’�:�o�2�ó�é���"�.�,�
.5���Ô��
�ã�¿�Þ�Ú�Ñ!ª�:�Ç��(»�â�Ô�•

-„�™�é  SSID �é
Þ�‘�é.f&¦�æ�ß�¿�á�ê�”  
http://www.cisco.com/en/US/docs/routers/access/wireless/software/guide/ServiceSetID.html �é  
Cisco.com �â�¡ Service Set Identifiers�¢�é�Q�>�X���^�

ó�–�Ò�á�Ê�Û�Ð�¿�•

�Å.’�ú�Ê�Û�Ð�¿  VLAN �

ö!ª�Ò�å�¿�•�'�ê�” 2.4-GHz �u'"�å�ä�é���f�2�o�H�����,�æ�g� 
{.3�o
9ÔWEP �Å���î�g� 9Õ�Ç1¡!ª�Ð���ù�Ô�• 1 �ß�é���f�2�o�H�����,�æ-„�™�é�g� 
{.3�o�

ö!ª�â�È
�ù�Ö���•�Ú�ã�Ã�ë�” VLAN �Ç�:���.�o�I�^�é A���â�,�2�9���6�"  WEP �

ö!ª�Ô��  SSID �

Þ
�‘�Ò�Ú�•�'�ê�” WPA .z.=�

ö!ª�Ô��  SSID �
�Î1\
Þ�‘�â�È�ù�Ö���•
ö!ª�Ð�����g� 
{.3�o�Ç!ã
�å���Ú�ü�â�Ô�• SSID �é�.� �X�]�9��.3�o�Ç
•�é  SSID �é.3�o�ã%9�'�Ô���•�'�ê�” SSID �
  1 �ß
�ù�Ú�ê-„�™�å4°�Ò�á%9�'�Ç!¢�Ó�å�¿���Á�æ�Ò�ù�Ô�•
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  �b���W�_�,.3�o����
�.� �X�]�9��  �2���J

-+��8-1 �æ�” SSID �æ
����°�á���Î�ã�Ç�â�È��  4 �ß�é�.� �X�]�9��  �2���J�
$��Ò�ù�Ô�•

-+��8-1 SSID �.� �X�]�9���é�2���J ��

�.� �X�]�9��  
�2���J .‘�ÿ ���@�o�I�^
{�Ð���Ú�.� �X�]�9���Ï(»

�.� �X�]�9���å�Ò �.� �X�]�9���Ç	û!ß
Ð�¿���J�*�Z�f�â�Ô�•�Î�é���J�*�Z�f
�ê�”�D�I�]�6�"  �,�M�o�,�â  SSID �

ö!ª�Ô���•�'�æ4¢�o�Ò
�á
ö!ª�Ò�”�@�6�;�b�o�"�ó�é���"�.�,�
�Ù4¢�Ô��  VLAN 
�æ
����°�á����-Ð�Ç�½���ù�Ô�•

�å�Ò�•

�,�2�9���6�"  
WEP � �o

�.� �X�]�9���å�Ò�����ý�.� �X�]�9���Ç7��¿���J�*�Z�f�â
�Ô�•�Ú�Û�Ò�”�,�2�9���6�"  WEP � �o�ê�y���æ�»�Ò�á(À�™
�â�Ô�•�Î�é���J�*�Z�f�
.3�o�Ô���•�'�ê�” MAC ���<�_�,
�æ�n�à�¿�á�b���W�_�,  �:�C���,�ã�é���0�*���o�*�Z�f�
�Ù
4¢�Ô���Î�ã�
��.��Ò�á�Ê�Û�Ð�¿�•.3�o�é�»5Å�æ�ß�¿�á�ê�”  
http://www.cisco.com/en/US/docs/routers/access/wireless/
software/guide/SecurityCipherSuitesWEP.html �é  
Cisco.com �â�¡ Cipher Suites and WEP�¢�é�Q�>�X���^�

ó
�–�Ò�á�Ê�Û�Ð�¿�• ��
��
�ù�Ú�ê

�@�6�;�b�o�"�æ  RADIUS �(�o�C�Ç2)'Î�Ð���á�¿�å�¿�•�'
�ê�”���"�.�,  �P���f�;�
�`�o���^.z.=�(�o�C�ã�Ò�á
ö!ª�Ô
���Î�ã�
��.��Ò�á�Ê�Û�Ð�¿�• ��
��
�»5Å�æ�ß�¿�á�ê�”  
http://www.cisco.com/en/US/docs/routers/access/wireless/
software/guide/SecurityLocalAuthent.html �é  Cisco.com �â

�¡ Using the Access Point as a Local Authenticator�¢�é�Q
�>�X���^�

ó�–�Ò�á�Ê�Û�Ð�¿�•

��5Ç�é  WEP�•�"�\�����f�;  �:�C���,�ê�”
�b���W�_�,  �:�C���,  � �o�æ	û)L�Ô��  WEP 
� �o�å�Ò�â�ê�”�Î�é  SSID �

ö!ª�Ò�á�»��

ƒ�Ì�â�È�ù�Ö���•
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  �b���W�_�,.3�o
�b���W�_�,  �(�o�F�,� /°�é.3�o

�(�o�F�,� /°9Ô QoS9Õ�
.3�o�Ô���ã�” $�o�é�;�\�H���6�"�

•�é�;�\�H���6�"�����ý���5"›�æ�£!��â�È
�ù�Ô�• QoS �
.3�o�Ò�å�¿�•�'�”�:�C���,�ê�”�D�$�6�;�é�&�f�9�f�7�ÿ�(���-�æ4P�%�å�Ê�Ô�ô�á�é�D
�$�6�;�æ�L�,�;���H���o�;�é�(�o�F�,�
�­���Ò�ù�Ô�•�Î�é�•�'�é�D�$�6�;1M�>�â�ê�”�>5ì�H�”1ƒ�g4¢
�2�”�,�^�o�J�6�;�é�¿�Õ���ý�;.=�Ð���ù�Ö���•�b���W�_�,  �:�C���,�é�(�o�F�,� /°9Ô QoS9Õ�æ.3�o�Ô
���æ�ê�” URL 
http://www.cisco.com/en/US/docs/routers/access/wireless/software/guide/QualityOfService.html �é

�¡ Quality of Service in a Wireless Environment�¢�é�Q�>�X���^�

ó�–�Ò�á�Ê�Û�Ð�¿�•

EAP1 .z.= �Î�é���J�*�Z�f�ê�” 802.1X .z.=9ÔLEAP2�” PEAP3�”
EAP-TLS4�” EAP-FAST5�” EAP-TTLS6�” EAP-GTC7�”
EAP-SIM8�”�Å���î�Ø�é
•�é  802.1X/EAP �L�o�,�é-~� 9Õ
�Ç���@�o�I�^�æ�å���ù�Ô�•

�Î�é.3�o�ê�”��5Ç�é�g� 
{�” WEP�”���o�J�f.z.=�J�\�,  
EAP�”�@�6�;�b�o�"  EAP .z.=�

ö!ª�Ò�”3›%¤!��å�Ò�â  
RADIUS �(�o�C.z.=�P�o�;  1645 �

ö!ª�Ò�ù�Ô�•

�@�6�;�b�o�"�é.z.=�(�o�C9Ô�(�o�C.z.=�P�o�;  16459Õ�æ
4P�Ô��  IP ���<�_�,�Å���î�R�­�*�o�"�_�6�;�é�I
��Ç��-Ð
�ã�å���ù�Ô�• 802.1X .z.=�â�ê�3���=�R�6�"�g� � �o�Ç�­
���Ð�����Ú�ü�” WEP � �o�
�I
��Ô����-Ð�ê�½���ù�Ö���•

��5Ç�é  802.1X .z.=�•�"�\�����f�;  �:�C��
�,�Ç�Î�é  SSID �

ö!ª�Ò�á�»��
ƒ�Ì�
-��Á
�•�'�” 802.1X .z.=�
�s-��Ô����-Ð�Ç�½��
�ù�Ô�•

EAP-FAST �

ö!ª�Ò�á�u'"�"�\�����f
�;�Ç.z.=�Ð�������Á�æ.3�o�Ò�á�¿���•
�'�” EAP �é���o�J�f.z.=�ý.3�o�Ô����
-Ð�Ç�½���ù�Ô�•���o�J�f.z.=�
  EAP �â
.3�o�Ò�å�¿�ã�”�4�é/
�T�T�6�.�o�+�Ç-+
$��Ð���ù�Ô�•

SSID CONFIG WARNING: [SSID]: If radio 
clients are using EAP-FAST, AUTH OPEN 
with EAP should also be configured.

WPA9 �Î�é���J�*�Z�f�ê�”�:�o�2�L�o�,.z.=�Ð���Ú�Y�o�)�æ�b��
�W�_�,  ���"�.�,�
.5���Ò�ù�Ô�•���"�.�,�ê.z.=�(�o�C�é
�(�o�F�,�
1b�Ó�á-��¿�ù�Ô�•�Y�o�)�é  IP �;�\�H���6�"�ê  
WEP �â
ö!ª�Ð�����ý�é�����•
��å���^�'�]�-�S�â�g� 
{
�Ð���ù�Ô�•

�Î�é.3�o�â�ê�g� � �o�” TKIP10�”���o�J�f.z.=�J�\�,  
EAP�”�@�6�;�b�o�"  EAP .z.=�”��5Ç�é� �o%¤!�  WPA�”�Å
���î  RADIUS �(�o�C.z.=�P�o�;  1645 �

ö!ª�Ò�ù�Ô�•

EAP .z.=�ã�+�}�”�@�6�;�b�o�"�é.z.=�(�o�C9Ô�(�o�C.z.=
�P�o�;  16459Õ�æ IP ���<�_�,�Å���î�R�­�*�o�"�_�6�;�
�I

��Ô����-Ð�Ç�½���ù�Ô�•

��5Ç�é  WPA .z.=�•�Î�é  SSID �

ö!ª�Ò�á
�»��
ƒ�Ì�
-��Á�"�\�����f�;  �:�C���,�ê  
WPA �»���â�å�Ì���ë�å���ù�Ö���•

EAP-FAST �

ö!ª�Ò�á�u'"�"�\�����f�;
�Ç.z.=�Ð�������Á�æ.3�o�Ò�á�¿���•�'�”
EAP �é���o�J�f.z.=�ý.3�o�Ô����-Ð�Ç�½
���ù�Ô�•���o�J�f.z.=�
  EAP �â.3�o�Ò
�å�¿�ã�”�4�é/
�T�T�6�.�o�+�Ç-+$��Ð��
�ù�Ô�•

SSID CONFIG WARNING: [SSID]: If radio 
clients are using EAP-FAST, AUTH OPEN 
with EAP should also be configured.

1. EAP = Extensible Authentication Protocol 

2. LEAP = Lightweight Extensible Authentication Protocol

3. PEAP = Protected Extensible Authentication Protocol

4. EAP-TLS = Extensible Authentication Protocol-Transport Layer Security

5. EAP-FAST = Extensible Authentication Protocol-Flexible Authentication via Secure Tunneling

6. EAP-TTLS = Extensible Authentication Protocol-Tunneled Transport Layer Security

7. EAP-GTC = Extensible Authentication Protocol-Generic Token Card

8. EAP-SIM = Extensible Authentication Protocol-Subscriber Identity Module

9. WPA = Wi-Fi Protected Access

10. TKIP = Temporal Key Integrity Protocol

-+��8-1 SSID �.� �X�]�9���é�2���J  9Ô&ï�È9Õ

�.� �X�]�9��  
�2���J .‘�ÿ ���@�o�I�^
{�Ð���Ú�.� �X�]�9���Ï(»
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  �N�6�;  �,�2�f�C��  �U�o�<�é���"�.�,  �P���f�;�é.3�o�� ��������
�N�6�;  �,�2�f�C��  �U�o�<�é���"�.�,  �P���f�;�é.3�o
�N�6�;  �,�2�f�C��  �U�o�<�â�ê�”���"�.�,  �P���f�;�ê�Î�é���"�.�,  �P���f�;�é�C�6�"���6�J�ã�Ò�á�0�o
�Ð���ù�Ô�•�Î�é�,�2�f�C��  ���"�.�,  �P���f�;�ê�”"Ù-Þ�Ô�����"�.�,  �P���f�;�é1-�Ê�æ2)'Î�Ð���”"Ù-Þ
�»/N�é���"�.�,  �P���f�;�ã�ù�Þ�Ú�Ê�+�Ó.3�o�Ç-��
���ù�Ô�•�,�2�f�C��  ���"�.�,  �P���f�;�ê"Ù-Þ�»/N
�é���"�.�,  �P���f�;�æ�»�Ô���"�\�����f�;�ã�Ò�á�»��
ƒ�Ì�����”���o�(�@�6�;�ã�u'"�P�o�;�

z�Ò�á  
Internet Access Point Protocol9ÔIAPP; ���f�2�o�@�6�;  ���"�.�,  �P���f�;  �J�`�;�&�^9Õ-Ð�Þ�
1M�>�Ò�ù
�Ô�•"Ù-Þ�»/N�é���"�.�,  �P���f�;�Ç��%u�æ�,�Œ�Ò�Ú�•�'�ê�”�,�2�f�C��  ���"�.�,  �P���f�;�Ç���f�\��
�f�æ�å���”"Ù-Þ�»/N�é���"�.�,  �P���f�;�é�@�6�;�b�o�"�â�é%��•�
�•�È&î�É�ù�Ô�•

�,�2�f�C��  ���"�.�,  �P���f�;�é.3�o�ê�”"Ù-Þ�»/N�é���"�.�,  �P���f�;�é.3�o�ã  IP ���<�_�,
•���ê�+
	û�æ�Ô����-Ð�Ç�½���ù�Ô�•"Ù-Þ�»/N�é���"�.�,  �P���f�;�Ç���H�\���f�æ�å���”�@�6�;�b�o�"�â�é%��•
�
�,�2�f�C��  ���"�.�,  �P���f�;�Ç�•�È&î�¿�Û�•�'�”
�(*�é.3�o�Ç�+�Ó�â�½���Ú�ü�”�"�\�����f�;  �:�C
���,�ê�,�2�f�C��  ���"�.�,  �P���f�;�æ�ˆ���æ�,���6�4�â�È�ù�Ô�•.f&¦�æ�ß�¿�á�ê�” Cisco.com �é  
http://www.cisco.com/en/US/docs/routers/access/wireless/software/guide/RolesHotStandby.html �â

�¡ Hot Standby Access Points�¢�é�Q�>�X���^�

ó�–�Ò�á�Ê�Û�Ð�¿�•

Cisco Unified �0�H�;�������é���6�J�#�_�o�<
���"�.�,  �P���f�;�
  Cisco Unified �U�o�<�â�s-��Ô���æ�ê�”�4�é�»5Å�æ�å�Þ�á�0�H�;�������
���6�J�#
�_�o�<�Ô����-Ð�Ç�½���ù�Ô�•

 • �Ÿ���6�J�#�_�o�<�é�0�»�  9ÔP.8-99Õ

 • �Ÿ���6�J�#�_�o�<�é�s-��  9ÔP.8-119Õ

 • �Ÿ���"�.�,  �P���f�;�â�é�0�H�;�������é�3���f�#�_�o�<�  9ÔP.8-129Õ

 • �Ÿ���"�.�,  �P���f�;�â�é�0�H�;�������é�Á�ó�  9ÔP.8-129Õ

�0�H�;�������é�è�­�æ
™  
 • ���"�.�,  �P���f�;�Ç&µ�ú1��ù���Ú  Cisco 890 �*�]�o�-  ISR �ê�”�^�o�2�Ç  IP Base �Ï(»�.�6�;�ã  

Cisco IOS 12.4(22)YB �0�H�;�������
�s-��Ò�á�¿���•�'�”)D�Þ�0�H�;�������Æ��  Cisco Unified �0
�H�;�������æ���6�J�#�_�o�<�â�È�ù�Ô�•

 • ���"�.�,  �P���f�;�Ç&µ�ú1��ù���Ú  Cisco 880 �*�]�o�-  ISR �ê�”�^�o�2�Ç  advipservices �Ï(»�.�6�;
�ã  Cisco IOS 12.4(20)T �0�H�;�������
�s-��Ò�á�¿���•�'�”)D�Þ�0�H�;�������Æ��  Cisco Unified 
�0�H�;�������æ���6�J�#�_�o�<�â�È�ù�Ô�•

 • Cisco Unified ���o� �9�"�4�V�é
��â&µ�ú1��ú�3���"�.�,  �P���f�;�

ö!ª�Ô���æ�ê�”�C�o�+�Z�f  
5.1 
•4 �é�*�,�&  Wireless LAN Configuration9ÔWLC9Õ�
�s-��Ò�á�¿����-Ð�Ç�½���ù�Ô�•

���6�J�#�_�o�<�é�0�»

���6�J�#�_�o�<�
�0�»�Ô���æ�ê�4�é
Þ�:�
-��¿�ù�Ô�•

 • �Ÿ���"�.�,  �P���f�;�é  IP ���<�_�,�é�;/��  9ÔP.8-109Õ

 • �Ÿ�U�o�<.3�o�Ç���@�o�I�^�æ�å�Þ�á�¿���Î�ã�é#Õ.z�  9ÔP.8-109Õ
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  Cisco Unified �0�H�;�������é���6�J�#�_�o�<
���"�.�,  �P���f�;�é  IP ���<�_�,�é�;/�

���"�.�,  �P���f�;�é  IP ���<�_�,�
�;/��Ô���Î�ã�æ�����”���"�.�,  �P���f�;�ê  WLC �ã1b�>�â�È�”/à
G
�(�æ  Unified ���T�o�+�
�3���f�`�o�<�â�È�ù�Ô�•�N�,�;  �^�o�2�ê�” DHCP �J�o�^�
1b�Ó�á���"�.�,  �P
���f�;�æ  DHCP �(�o�C�Ï(»�
�­���Ò�ù�Ô�•�4�æ�”���"�.�,  �P���f�;�ê  WLC �ã1b�>�
-��Þ�á�” DHCP 
�J�o�^.3�o�â���J�*�Z�f  43 �
�&�f�;�`�o�\�é  IP ���<�_�,�æ�.�6�;���6�J�Ò�ù�Ô�•.3�o���ê�4�é�ã�Å��
�â�Ô�•

ip dhcp pool embedded-ap-pool
network 60.0.0.0 255.255.255.0
dns-server 171.70.168.183
default-router 60.0.0.1 
option 43 hex  f104.0a0a.0a0f   (single WLC IP address(10.10.10.15) in hex format) 
int vlan1
ip address 60.0.0.1 255.255.255.0

WLC ���´�J�`�.�,�é.f&¦�æ�ß�¿�á�ê�”  
http://www.cisco.com/en/US/docs/wireless/controller/4.0/configuration/guide/ccfig40.html �é  
Cisco.com �â�¡ Cisco Wireless LAN Configuration Guide�¢�é�Q�>�X���^�

ó�–�Ò�á�Ê�Û�Ð�¿�•

�U�o�<.3�o�Ç���@�o�I�^�æ�å�Þ�á�¿���Î�ã�é#Õ.z

�4�é�»5Å�
-��¿�ù�Ô�•

1. �^�o�2�Æ��  WLC �æ ping �
1M�>�Ò�á  IP �’&ï�Ç#Õ%��Ð���á�¿���Î�ã�
#Õ.z�Ò�ù�Ô�•

2. service-module wlan-ap 0 session �&�Q�f�<�
�I
��Ò�á���"�.�,  �P���f�;�ó�é�.�6�*�Z�f�
#Õ%��Ò
�ù�Ô�•

3. ���"�.�,  �P���f�;�â)D�Þ/à
G���T�o�+�
�s-��Ò�á�¿���Î�ã�
#Õ.z�Ò�ù�Ô�•

4. show boot �&�Q�f�<�
�I
��Ò�á���"�.�,  �P���f�;�é�U�o�<.3�o�Ç���@�o�I�^�æ�å�Þ�á�¿���Î�ã�
#Õ
.z�Ò�ù�Ô�•�4�æ�”�Î�é�&�Q�f�<�é�´
����
$��Ò�ù�Ô�•

Autonomous-AP#show boot
BOOT path-list:      flash:ap801-k9w7-mx.124-10b.JA3/ap801-k9w7-mx.124-10b.JA3
Config file:         flash:/config.txt
Private Config file: flash:/private-config
Enable Break:        yes
Manual Boot:         yes
HELPER path-list:    
NVRAM/Config file
buffer size:   32768
Mode Button:    on
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  Cisco Unified �0�H�;�������é���6�J�#�_�o�<��������
���6�J�#�_�o�<�é�s-�

)D�Þ�0�H�;�������
  Cisco Unified �0�H�;�������æ���6�J�#�_�o�<�Ô���æ�ê�”�4�é�»5Å�æ�å�¿�ù�Ô�•

�,�9�6�J ��1 ���"�.�,  �P���f�;�é/à
G���T�o�+�
  Cisco Unified ���6�J�#�_�o�<  ���T�o�+ 9Ô�Á�ó���T�o�+ �ã�ý�m�î�ù
�Ô9Õ�æ���•�Ô���æ�ê�”�#�`�o�C�^  �&�f�H���!�X�_�o�*�Z�f  �U�o�<�â  service-module wlan-ap 0 
bootimage unified �&�Q�f�<�
�s-��Ò�ù�Ô�•

Router# conf terminal
Router(config)# service-module wlan-ap 0 bootimage unified
Router(config)# end

9Ô�H9Õ service-module wlan-ap 0 bootimage unified �&�Q�f�<�
�s-��Ò�á�ý�\�Ò�Ê�£!��Ð���å�¿�•�'
�ê�”�0�H�;������  �\���.�f�,�Ç�ù�Û�­
2�â�½���Æ#Õ.z�Ò�á�Ê�Û�Ð�¿�•

���"�.�,  �P���f�;�é/à
G���T�o�+�é�D�,�
/��Î�Ô���æ�ê�”���"�.�,  �P���f�;�é�&�f�0�o�^�Æ
��  EXEC �U�o�<�â  show boot �&�Q�f�<�

ö!ª�Ò�ù�Ô�•

autonomous-AP# show boot ��
BOOT path-list:      flash:/ap801-rcvk9w8-mx/ap801-rcvk9w8-mx 

�,�9�6�J ��2 �\-Ù�é�*�V�6�;�3���f�
-��Þ�á���"�.�,  �P���f�;�
�]�I�o�;�Ò�”���6�J�#�_�o�<  �J�`�.�,�
�b
L�Ô��
�æ�ê�”�#�`�o�C�^  �&�f�H���!�X�_�o�*�Z�f  �U�o�<�â  service-module wlan-ap 0 reload �&�Q�f�<�
�s-�
�Ò�ù�Ô�•�Ø�é�ß�”���"�.�,  �P���f�;�ã�é�.�6�*�Z�f�
#Õ%��Ò�”���6�J�#�_�o�<  �J�`�.�,�
"Ù-Þ�Ò�ù�Ô�•

GUI �é.3�o�M�o�+�

ö!ª�Ò�Ú�b���W�_�,  �:�C���,�é�.�6�;���6�J�é.f&¦�æ�ß�¿�á�ê�” �ŸCisco Express 
�é�.�6�;���6�J�  9ÔP.8-49Õ�

ó�–�Ò�á�Ê�Û�Ð�¿�•

���6�J�#�_�o�<�é�;�\�I�^�*�X�o�9���f�#�ù�Ú�ê  AP �é  Autonomous �U�o�<�ó�é�ó�ë

Q. $s�é���"�.�,  �P���f�;�â�ê�”)D�Þ�0�H�;�������Æ��  Cisco Unified �0�H�;�������ó�é���6�J�#
�_�o�<�æ�,�Œ�Ò�”�Á�ó�U�o�<�æ4±�Þ�Ú�ù�ù�æ�å�Þ�á�¿�����Á�â�Ô�•�4�æ�ä�é���Á�å
Þ�:�Ç��-Ð�â
�Ò���Á�Æ�•

A. ���"�.�,  �P���f�;�â)D�Þ�0�H�;�������Æ��  Unified �0�H�;�������æ���6�J�#�_�o�<�â�È�å�Æ�Þ�Ú�•
�'�ê�”�4�é�2
Þ�
�s-��Ò�á�Ê�Û�Ð�¿�•

 – �Á�ó���T�o�+�
/à
G�Ô���è�æ�”)D�Þ���"�.�,  �P���f�;�é�,�2�9���6�"  IP ���<�_�,�Ç  BVI ���f
�2�o�H�����,�æ.3�o�Ð���á�¿�å�¿�Î�ã�
#Õ.z�Ò�ù�Ô�•

– �^�o�2 / ���"�.�,  �P���f�;�ã  WLC 4F�â ping �
�s-��Ò�á�”�’&ï�Ç#Õ%��Ð���á�¿���Æ#Õ.z
�Ò�ù�Ô�•

– ���"�.�,  �P���f�;�ã  WLC �"�`�6�"9Ô�(�Þ�ã�ã
ƒ9Õ�Ç�\�Ò�Ê.3�o�Ð���á�¿���Æ#Õ.z�Ò
�ù�Ô�•

Q. $s�é���"�.�,  �P���f�;�â�ê�”
×�2.\�ú�á�ý/à
G�â�È�ù�Ö���•
×�Ç
Ú�Ã�â�Ò���Á�Æ�• ��
$s�é���"�.�,  �P���f�;�ê�Á�ó���T�o�+�é�ù�ù�æ�å�Þ�á�Ò�ù�¿�” Unified �0�H�;�������æ���6�J�#
�_�o�<�â�È�ù�Ö���•
×�Ç
Ú�Ã�â�Ò���Á�Æ�•

A. ���"�.�,  �P���f�;�â�ê�”/à
G�
.\�ú�á�,�Œ�Ò�Ú���”�Á�ó�U�o�<�æ4±�Þ�á�Ò�ù�¿�” Unified �0�H�;
�������æ���6�J�#�_�o�<�â�È�å�¿�•�'�Ç�½���ù�Ô�•�Î�é�¿�Õ���Æ�é A���æ�å�Þ�Ú�•�'�ê�”
service-module wlan-ap0 reset bootloader �&�Q�f�<�
�s-��Ò�á���"�.�,  �P���f�;�
�I�o�;�`�o�3
�æ�¯�Ò�”�»
G�â���T�o�+�
�ó�ë�Ð�Ö�á�Ê�Û�Ð�¿�•
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���"�.�,  �P���f�;�â�é�0�H�;�������é�3���f�#�_�o�<

���"�.�,  �P���f�;  BOOT �
"å�è�é)D�Þ���T�o�+�æ�]�.�6�;�Ô���æ�ê�”�#�`�o�C�^  �&�f�H���!�X�_�o
�*�Z�f  �U�o�<�â  service-module wlan-ap0 bootimage autonomous �&�Q�f�<�

ö!ª�Ò�ù�Ô�•)D�Þ�0�H
�;������  ���T�o�+�
���"�.�,  �P���f�;�æ�]�`�o�<�Ô���æ�ê�” service-module wlan-ap 0 reload �&�Q�f
�<�

ö!ª�Ò�ù�Ô�•

���"�.�,  �P���f�;�â�é�0�H�;�������é�Á�ó

���"�.�,  �P���f�;�æ���T�o�+�
�Á�ó�Ô���æ�ê�”�#�`�o�C�^  �&�f�H���!�X�_�o�*�Z�f  �U�o�<�â  
service-module wlan-ap0 reset bootloader �&�Q�f�<�

ö!ª�Ò�ù�Ô�•�Î�é�&�Q�f�<�ê�»
G�â���T�o�+�

�Á�ó�Ô���Ú�ü�æ���"�.�,  �P���f�;�
�I�o�;�`�o�3�æ�¯�Ò�ù�Ô�•

�H�ç �Î�é�&�Q�f�<�

ö!ª�Ô���ã�È�ê�H�ç�Ç��-Ð�â�Ô�•�Î�é�2
Þ�â�ê1b�ñ�é�*�V�6�;�3���f�Ç�s-�
�Ð���å�¿ �Î�ã�Æ���”�s-�
��é�H�����^�2
Þ�æ�Ç5À�Ç!¢�Ó���•�'�Ç�½���ù�Ô�•�Î�é�&�Q�f�<
�ê�”�*�V�6�;�3���f�ù�Ú�ê4Ú�‚ A���Æ���Á�ó�Ô��"á"›�æ4¢��
ö!ª�Ò�á�Ê�Û�Ð�¿�•

4P1j/—�±
)D�Þ�Å���î�Y�>�H�����<.3�o�»5Å�é.f&¦�æ�ß�¿�á�ê�”�4�é�Q�>�X���^�

ó�–�Ò�á�Ê�Û�Ð�¿�•

 • �*�,�&�é)D�Þ�0�H�;�������é�Q�>�X���^ — -+��8-2

 • Cisco Unified �0�H�;�������é�Q�>�X���^ — -+��8-3

-+��8-2 �*�,�&�é)D�Þ�0�H�;�������é�Q�>�X���^ ��

�@�6�;�b�o�".3.� �]�f�"�5

�b���W�_�,�é�N-Ð %Y��2 %(�Ÿ�b���W�_�,  �:�C���,�é�N-Ð� 

.3�o �]�f�"�5

�u'"�é.3�o %Y��9 %(�Ÿ�u'"�é.3�o� 

�.� �X�]�9�� �]�f�"�5

�¡ Authentication Types for Wireless Devices�¢ �Î�é�Q�>�X���^�ê�”���"�.�,  �P���f�;�æ.3�o�Ô��.z.=�2���J�æ�ß�¿�á.�.‘�Ò
�ù�Ô�•

http://www.cisco.com/en/US/docs/routers/access/wireless/software/guide/Se
curityAuthenticationTypes.html

�¡ RADIUS and TACACS+ Servers in a 
Wireless Environment�¢ 

�Î�é�Q�>�X���^�ê�” RADIUS �Å���î  TACACS+ �é���@�o�I�^�ã.3�o�é�Ç�:�”
�������f�9���f�#�±�Ž�é.f&¦.‘�ÿ�”�Ð���æ�”%¤!��¥�Ç-��Á.z.=�ã.z.=�J�`�.
�,�é�50¨�å�Ù�î�Ç�:�æ�ß�¿�á.‘�ÿ�Ò�ù�Ô�• RADIUS �Å���î  TACACS+ �ê�”
AAA 1 �
1b�Ó�á�t!ª�Ð���” AAA �&�Q�f�<�

ö!ª�Ô���•�'�Û�Ì���@�o�I�^�æ
�â�È�ù�Ô�•

http://www.cisco.com/en/US/docs/routers/access/wireless/software/guide/Se
curityRadiusTacacs_1.html
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�¡ Using the Access Point as a Local 
Authenticator�¢

�Î�é�Q�>�X���^�ê�”���"�.�,  �P���f�;�
�Ê-Ù�¨�é�b���W�_�,  LAN �æ�»�Ô��
�,�2�f�<���`�f�é���o�.�f�9���$�o�2�ã�Ò�á
ö!ª�Ò�Ú���”�C�6�"���6�J.z.=
�(�o�F�,�
�­���Ò�Ú���ã�¿�Þ�Ú�”�`�o���^  ���o�.�f�9���$�o�2�ã�Ò�á�Ï(»�Ô
�����Á�æ�b���W�_�,  �:�C���,�

ö!ª�Ô���Ç�:�æ�ß�¿�á.�.‘�Ò�ù�Ô�• ���"�.�,  
�P���f�;�ê�`�o���^  ���o�.�f�9���$�o�2�ã�Ò�á�”�¨�"  50 �é�"�\�����f�;  �:
�C���,�æ�»�Ò�” LEAP .z.=�” EAP-FAST .z.=�”�Å���î  MAC �L�o�,�é.z.=�

�s�É�Ò�ù�Ô�•

http://www.cisco.com/en/US/docs/routers/access/wireless/software/guide/Se
curityLocalAuthent.html

�¡ Cipher Suites and WEP�¢ �Î�é�Q�>�X���^�ê�” WPA �Å���î  CCKM2�” WEP�”�Å���î  WEP �Ï(»
9ÔAES3�” MIC4�” TKIP�”�Å���î�I�`�o�<� �V�,�;3›�é�`�o�9�o�*�Z�f�å�ä9Õ
�

ö!ª�Ô���Ú�ü�æ��-Ð�å�g� �,���o�;�é.3�o�Ç�:�æ�ß�¿�á.�.‘�Ò�ù�Ô�•

http://www.cisco.com/en/US/docs/routers/access/wireless/software/guide/Se
curityCipherSuitesWEP.html

�¡ Hot Standby Access Points�¢ �Î�é�Q�>�X���^�ê�”�b���W�_�,  �:�C���,�
�N�6�;�,�2�f�C��  �Y�>�6�;�ã�Ò
�á.3�o�Ô���Ç�:�æ�ß�¿�á.�.‘�Ò�ù�Ô�•

http://www.cisco.com/en/US/docs/routers/access/wireless/software/guide/Ro
lesHotStandby.html

�¡ Configuring Wireless VLANs�¢ �Î�é�Q�>�X���^�ê�” �b���W�o�<  LAN �æ.3�o�Ð���Ú  VLAN �ã�ã�ý�æ���"�.�,  
�P���f�;�

ö!ª�Ô���Ú�ü�é.3�o�Ç�:�æ�ß�¿�á.�.‘�Ò�ù�Ô�•

http://www.cisco.com/en/US/docs/routers/access/wireless/software/guide/wi
reless_vlans.html

�¡ Service Set Identifiers�¢ �b���W�_�,  �:�C���,�ê�”���"�.�,  �P���f�;�ã�Ò�á�¨�"  16 �é  SSID �
�(�P�o
�;�â�È�ù�Ô�•�Î�é�Q�>�X���^�ê�”�b���W�_�,  �:�C���,�â  SSID �
.3�o�Å���î
%¤!��Ô���Ç�:�æ�ß�¿�á.�.‘�Ò�ù�Ô�•

http://www.cisco.com/en/US/docs/routers/access/wireless/software/guide/Se
rviceSetID.html

%¤!� �]�f�"�5

���"�.�,  �P���f�;�é%¤!� %Y��10 %(�Ÿ�b���W�_�,  �:�C���,�é%¤!�� 

�¡ Quality of Service�¢ �Î�é�Q�>�X���^�ê�”�Y�o�)�é�*�,�&  �b���W�_�,  ���f�2�o�H�����,�â�é  QoS 
�é.3�o�Ç�:�æ�ß�¿�á.�.‘�Ò�ù�Ô�•�Î�é�Ï(»�

ö!ª�Ô���ã�” $�o�é�;�\�H���6
�"�

•�é�;�\�H���6�"�����ý���5"›�æ�£!��â�È�ù�Ô�• QoS �
.3�o�Ò�å�¿�•
�'�”�:�C���,�ê�”�D�$�6�;�é�&�f�9�f�7�ÿ�(���-�æ4P�%�å�Ê�Ô�ô�á�é�D�$�6
�;�æ�L�,�;���H���o�;�é�(�o�F�,�
�­���Ò�ù�Ô�•�Î�é�•�'�é�D�$�6�;1M�>�â
�ê�”�>5ì�H�”1ƒ�g4¢�2�”�,�^�o�J�6�;�é�¿�Õ���ý�;.=�Ð���ù�Ö���•

http://www.cisco.com/en/US/docs/routers/access/wireless/software/guide/Q
ualityOfService.html

-+��8-2 �*�,�&�é)D�Þ�0�H�;�������é�Q�>�X���^  9Ô&ï�È9Õ

�@�6�;�b�o�".3.� �]�f�"�5
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�¡ Regulatory Domains and Channels�¢ �Î�é�Q�>�X���^�ê�”�*�,�&�é���"�.�,-~� �â�(�P�o�;�Ð���á�¿��
�!Ç�é-Ù�Ù

™�^�]�é�u'"�4�V�@�^�
	û-é-+$��Ò�ù�Ô�•

http://www.cisco.com/en/US/docs/routers/access/wireless/software/guide/Ra
dioChannelFrequencies.html

�¡ System Message Logging�¢ �Î�é�Q�>�X���^�ê�”�b���W�_�,  �:�C���,�ó�é�*�,�9�S  �T�6�.�o�+  �`�!�f�#
�é.3�o�Ç�:�æ�ß�¿�á.�.‘�Ò�ù�Ô�•

http://www.cisco.com/en/US/docs/routers/access/wireless/software/guide/Sy
sMsgLogging.html

1. AAA = Authentication, Authorization, and Accounting

2. CCKM = Cisco Centralized Key Management

3. AES = Advanced Encryption Standard

4. MIC = Message Integrity Check

-+��8-3 Cisco Unified �0�H�;�������é�Q�>�X���^ ��

�@�6�;�b�o�".3.� �]�f�"�5

�¡ Why Migrate to the Cisco Unified Wireless 
Network?�¢

http://www.cisco.com/en/US/prod/collateral/wireless/ps5679/ps6548/prod_
white_paper0900aecd804f19e3_ps6305_Products_White_Paper.html

�¡ LWAPP1 Wireless LAN Controllers�¢

1. LWAPP = Lightweight Access Point Protocol

http://www.cisco.com/en/US/products/ps6366/index.html

�¡ LWAPP Wireless LAN Access Points�¢ http://www.cisco.com/en/US/prod/collateral/wireless/ps5678/ps6306/prod_
white_paper0900aecd802c18ee_ps6366_Products_White_Paper.html

�¡ Cisco IOS Command Reference for Cisco 
Aironet Access Points and Bridges, versions 
12.4(10b) JA and 12.3(8) JEC�¢

http://www.cisco.com/en/US/docs/wireless/access_point/12.4_10b_JA/com
mand/reference/cr2410b.html

�¡ Cisco Aironet 1240AG Access Point 
Support Documentation�¢

http://www.cisco.com/en/US/docs/wireless/access_point/1240/quick/guide/a
p1240qs.html

�¡ Cisco 4400 Series Wireless LAN Controllers 
Support Documentation�¢

http://www.cisco.com/en/US/products/ps6366/tsd_products_support_series_
home.html

-+��8-2 �*�,�&�é)D�Þ�0�H�;�������é�Q�>�X���^  9Ô&ï�È9Õ

�@�6�;�b�o�".3.� �]�f�"�5
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�u'"�é.3�o

�Î�Î�â�ê�”�b���W�_�,  �:�C���,�é�u'"�é.3�o�Ç�:�æ�ß�¿�á�”�4�é�]�ˆ�â.‘�ÿ�Ò�ù�Ô�•

 • �Ÿ�u'"���f�2�o�H�����,�é���@�o�I�^
{�  9ÔP.9-29Õ

 • �Ÿ�u'"�@�6�;�b�o�"�é�Î
��é.3�o�  9ÔP.9-29Õ

 • �Ÿ�u'"�:�o�2  �_�o�;�é.3�o�  9ÔP.9-49Õ

 • �ŸMCS �_�o�;�é.3�o�  9ÔP.9-79Õ

 • �Ÿ�u'"�é
µ1M�D�b�o�é.3�o�  9ÔP.9-99Õ

 • �Ÿ�u'"�4�V�@�^�é.3�o�  9ÔP.9-109Õ

 • �Ÿ�b�o�^�<  �U�o�<�é���@�o�I�^
{�Å���î�:���.�o�I�^
{�  9ÔP.9-129Õ

 • �Ÿ#t�¿�u'"�J�]���f�I�^�é�:���.�o�I�^
{�ã���@�o�I�^
{�  9ÔP.9-139Õ

 • �Ÿ1M���>���f�9�=�é.3�o�  9ÔP.9-139Õ

 • �ŸAironet ���›�Ï(»�é�:���.�o�I�^
{�Å���î���@�o�I�^
{�  9ÔP.9-159Õ

 • �Ÿ���o�(�@�6�;  ���J�.�^
{���µ�Ç�|�é.3�o�  9ÔP.9-169Õ

 • �ŸPublic Secure Packet Forwarding �é���@�o�I�^
{�Å���î�:���.�o�I�^
{�  9ÔP.9-169Õ

 • �Ÿ�F�o�&�f�¼4F�Å���î  DTIM �é.3�o�  9ÔP.9-189Õ

 • �Ÿ1M�>-Ð�Þ9ÔRTS9Õ�Ò�È�¿�o�Å���î�]�;�\���Á�™�é.3�o�  9ÔP.9-189Õ

 • �Ÿ�¨�"�:�o�2  �]�;�\���Á�™�é.3�o�  9ÔP.9-199Õ

 • �Ÿ�H�\�#�T�f�9�o�*�Z�f�Ò�È�¿�o�é.3�o�  9ÔP.9-209Õ

 • �Ÿ802.11g �u'"�é#t�¿�,�`�6�;�(4F�é���@�o�I�^
{�  9ÔP.9-209Õ

 • �Ÿ� �V�]��.d
����O�é�s-��  9ÔP.9-219Õ

 • �ŸVoIP �D�$�6�;�£!��é.3�o�  9ÔP.9-219Õ
9-1
 �0�H�;������  �&�f�H���!�X�_�o�*�Z�f  �����<������������������



 

%Y 9 %(     �u'"�é.3�o������ ��������
  �u'"���f�2�o�H�����,�é���@�o�I�^
{
�u'"���f�2�o�H�����,�é���@�o�I�^
{
�b���W�_�,  �:�C���,�é�u'"�ê�:�H���^�;�â�:���.�o�I�^�â�Ô�•

9Ô�H9Õ �u'"���f�2�o�H�����,�
���@�o�I�^�æ�Ô���è�æ  Service Set Identifier9ÔSSID; �(�o�F�,  �.�6�;  ID9Õ�

Þ
�‘�Ô����-Ð�Ç�½���ù�Ô�•

���"�.�,  �P���f�;�u'"�
���@�o�I�^�æ�Ô���æ�ê�” $�­  EXEC �U�o�<�
4?�Ž�Ò�á�4�é�»5Å�æ�å�Þ�á�Ê�Û
�Ð�¿�•

�u'"�P�o�;�
�:���.�o�I�^�æ�Ô���æ�ê�” shutdown �&�Q�f�<�

ö!ª�Ò�ù�Ô�•

�u'"�@�6�;�b�o�"�é�Î
��é.3�o
�b���W�_�,  �@�6�;�b�o�"�â�é�u'"�é�Î
��ê�”�4�é�ã�Å���â�Ô�•

 • ���"�.�,  �P���f�;

 • ���"�.�,  �P���f�;9Ô�u'"�*�V�6�;�3���f�æ�»�Ô���H���o�^�C�6�"9Õ

 • �^�o�;  �I�]�6�+

 • 5V�^�o�;  �I�]�6�+

 • �b���W�_�,  �"�\�����f�;�
�,�ß�^�o�;  �I�]�6�+

 • �b���W�_�,  �"�\�����f�;�
�,�ß5V�^�o�;  �I�]�6�+

�^�o�;  ���"�.�,  �P���f�;�æ�ê�H���o�^�C�6�"  �`�o�^�
.3�o�Ô���Î�ã�ý�â�È�ù�Ô�•���o�(�@�6�;  �P�o�;
�Ç�:���.�o�I�^�æ�å���Æ�”�b���W�o�<  LAN �Æ���¾�¿�Ð���Ú�•�'�”�b���W�_�,  �:�C���,  �ê�”)D
G"›�æ
�H���o�^�C�6�"  �`�o�^�
���Ì�,�Ü�ù�Ô�• Cisco ISR �b���W�_�,  �:�C���,�é�:�H���^�;�é�H���o�^�C�6
�"  �`�o�^�ê�”�4�é�ã�Å���â�Ô�•

Shutdown9æ�b���W�_�,  �:�C���,�ê�”�u'"�
�*�V�6�;�3���f�Ò�”�Ô�ô�á�é�"�\�����f�;  �:�C���,�ã�é
4P1j
ƒ�Ì�
.�4°�Ò�ù�Ô�•

�&�Q�f�< "á"›

�,�9�6�J ��1 configure terminal �#�`�o�C�^  �&�f�H���!�X�_�o�*�Z�f  �U�o�<�
4?�Ž�Ò�ù�Ô�•

�,�9�6�J ��2 dot11 ssid ssid SSID �
�I
��Ò�ù�Ô�• SSID �ê�”�¨�"  32 �¥�<�é)÷�™�<�â�Ô�•
SSID �ê�”�"�¥�<�ã�Ê�¥�<�Ç
™�Î�Ð���ù�Ô�•

�,�9�6�J ��3 interface dot11radio { 0} �u'"���f�2�o�H�����,�é���f�2�o�H�����,  �&�f�H���!�X�_�o
�*�Z�f  �U�o�<�
4?�Ž�Ò�ù�Ô�• 2.4 GHz �u'"�Å���î  802.11g/n 
2.4 GHz �u'"�ê�”�u'"  0 �â�Ô�•

�,�9�6�J ��4 ssid ssid �,�9�6�J  2 �â
Þ�‘�Ò�Ú  SSID �
1¡�¾�å�u'"���f�2�o�H�����,�æ

����°�á�ù�Ô�•

�,�9�6�J ��5 no shutdown �u'"�P�o�;�
���@�o�I�^�æ�Ò�ù�Ô�•

�,�9�6�J ��6 end  $�­  EXEC �U�o�<�æ�¯���ù�Ô�•

�,�9�6�J ��7 copy running-config startup-config 9Ô
›�ç9Õ�I
��]�ˆ�
�&�f�H���!�X�_�o�*�Z�f  �H�����^�æ�;�=�Ò
�ù�Ô�•
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%Y 9 %(     �u'"�é.3�o
  �u'"�@�6�;�b�o�"�é�Î
��é.3�o����
�b���W�_�,  �:�C���,�é�u'"�@�6�;�b�o�"  �`�o�^�Å���î�H���o�^�C�6�"  �`�o�^�
.3�o�Ô���æ�ê�” $�­  
EXEC �U�o�<�
4?�Ž�Ò�á�4�é�»5Å�æ�å�Þ�á�Ê�Û�Ð�¿�•

9Ô�H9Õ �u'"�@�6�;�b�o�"�â�:�C���,�é�Î
��
�I�]�6�+ / �b�o�"�#�^�o�J  �I�]�6�+�ã�Ò�á���@�o�I�^�æ�Ò�” no 
shut �&�Q�f�<�

ö!ª�Ò�á���f�2�o�H�����,�
���@�o�I�^�æ�Ô���ã�”
û�»�¥�é�:�C���,9Ô���"�.�,  �P���f
�;�ù�Ú�ê�I�]�6�+9Õ�Ç/à
G�Ò�á�¿���•�'�æ�Û�Ì�”���f�2�o�H�����,�é �!�"›�å A���Å���î�0�H�;������
�é A���ê/à
G�é A��9Ô
G
Þ��(»9Õ�æ�å���ù�Ô�•�Ø��
•���é�•�'�ê�”�:�C���,�é �!�"›�å A���Û�Ì�Ç/à
G
�æ�å���ù�Ô�•
û�»�¥�é�:�C���,�Ç.3�o�Ð��
G
Þ��(»�æ�å���ã�”�0�H�;�������é A���Ç/à
G�æ�å���ù�Ô�•

�&�Q�f�< "á"›

�,�9�6�J ��1 configure terminal �#�`�o�C�^  �&�f�H���!�X�_�o�*�Z�f  �U�o�<�
4?�Ž�Ò�ù�Ô�•

�,�9�6�J ��2 interface dot11radio { 0} �u'"���f�2�o�H�����,�é���f�2�o�H�����,  �&�f�H���!�X�_�o
�*�Z�f  �U�o�<�
4?�Ž�Ò�ù�Ô�•

2.4 GHz �u'"�Å���î  802.11g/n 2.4 GHz �u'"�ê�”�u'"  0 �â�Ô�•

�,�9�6�J ��3 station-role��
��
non-root { bridge | wireless-clients} ��
��
��
root { access-point | ap-only | 
[bridge  | wireless-clients] | 
[fallback | repeater | shutdown]}

��
��
workgroup-bridge { multicast | 
mode <client | infrastructure>| 
universal <Ethernet client MAC 
address>}

�b���W�_�,  �:�C���,�é�Î
��
.3�o�Ò�ù�Ô�•

 • �b���W�_�,  �"�\�����f�;�
�,�ß5V�^�o�;  �I�]�6�+�”�b��
�W�_�,  �"�\�����f�;�
�,�Ú�å�¿5V�^�o�;  �I�]�6�+�”�^�o
�;  ���"�.�,  �P���f�;�”�^�o�;  �I�]�6�+�”�ù�Ú�ê�b�o�"�#
�^�o�J  �I�]�6�+�é�¿�Õ���Æ�é�Î
��
.3�o�Ò�ù�Ô�•

9Ô�H9Õ bridge �U�o�<�é�u'"�â�(�P�o�;�Ô���æ�ê�”�P���f�;
�7�o�P���f�;.3�o�Û�Ì�â�Ô�•

9Ô�H9Õ repeater �&�Q�f�<�Å���î  wireless-clients �&�Q�f�<�ê�”
Cisco 860 �*�]�o�-�Å���î  Cisco 880 �*�]�o�-�é  
Integrated Services Router �â�ê�(�P�o�;�Ð���ù�Ö���•

9Ô�H9Õ scanner �&�Q�f�<�ê�” Cisco 860 �*�]�o�-�Å���î  Cisco 
880 �*�]�o�-�é  Integrated Services Router �â�ê�(�P�o
�;�Ð���ù�Ö���•

 • ���o�(�@�6�;  �P�o�;�ê�”�u'"�é�Á�Ü�¿�Õ���â�ý�]�G�o�2
�ã�Ò�á.3�o�Ð�����ã�*�V�6�;�3���f�Ò�ù�Ô�•�b�o�"�#�^�o
�J  �I�]�6�+�ù�Ú�ê�]�G�o�2�ã�Ò�á.3�o�â�È���é�ê�”���"
�.�,  �P���f�;�æ�ß�È  1 �ß�é�u'"�Û�Ì�â�Ô�•�b�o�"�#�^�o
�J  �I�]�6�+�ê�”�¨�"  25 �X�é�"�\�����f�;�
�=�ü���Î�ã�Ç
�â�È�ù�Ô�•�Î��
•���é�b���W�_�,  �"�\�����f�;�
�^�o�;  
�I�]�6�+�ù�Ú�ê�^�o�;  ���"�.�,  �P���f�;�æ4P1j
ƒ�Ì�å�¿
�Î�ã�
�è�­�ã�Ò�á�¿�ù�Ô�•

�,�9�6�J ��4 end  $�­  EXEC �U�o�<�æ�¯���ù�Ô�•

�,�9�6�J ��5 copy running-config startup-config 9Ô
›�ç9Õ�I
��]�ˆ�
�&�f�H���!�X�_�o�*�Z�f  �H�����^�æ�;�=�Ò
�ù�Ô�•
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%Y 9 %(     �u'"�é.3�o������ ��������
  �u'"�:�o�2  �_�o�;�é.3�o
�u'"�;�\�6� �f�#

���"�.�,  �P���f�;�
.3�o�Ò�á�”�¿�Õ���Æ�é�u'"�é A���
�;�\�6� �f�#�ù�Ú�ê"Ù-Þ�â�È�ù�Ô�•�;�\�6� 
�f�#�»/N�é�u'"�Ç�—�[�ù�Ú�ê�:���.�o�I�^�æ�å�Þ�á�¿���•�'�”���"�.�,  �P���f�;�ê
•�é�u'"�
�*�V�6
�;�3���f�Ò�ù�Ô�•�;�\�6� �f�#�»/N�é�u'"�Ç4?�Ž�Ð���Ú�•�'�”���"�.�,  �P���f�;�ê
•�é�u'"�
���@�o
�I�^�æ�Ò�ù�Ô�•

 • �u'"  0 �
�;�\�6� �f�#�Ô���æ�ê�”�4�é�&�Q�f�<�
�I
��Ò�ù�Ô�•

# station-role root access-point fallback track d0 shutdown

�H���,�;  ���o�(�@�6�;�é�;�\�6� �f�#

���o�(�@�6�;  �P�o�;�Ç�:���.�o�I�^�æ�å���Æ�”�b���W�o�<  LAN �Æ���¾�¿�Ð���Ú�•�'�æ�”�H���o�^�C�6
�"�Ô�����"�.�,  �P���f�;�
.3�o �â�È�ù�Ô�• �Ÿ�u'"�@�6�;�b�o�"�é�Î
��é.3�o�  9ÔP.9-29Õ�â.‘�ÿ�Ð���á�¿
�����Á�æ�”�H���,�;  ���o�(�@�6�;�
�;�\�6� �f�#�Ô�����"�.�,  �P���f�;�
.3�o�Ò�ù�Ô�•

9Ô�H9Õ �H���,�;  ���o�(�@�6�;�é�;�\�6� �f�#�ê�”�]�G�o�2  �U�o�<�
�(�P�o�;�Ò�ù�Ö���•

 • �H���,�;  ���o�(�@�6�;�
�;�\�6� �f�#�Ô�����"�.�,  �P���f�;�
.3�o�Ô���æ�ê�”�4�é�&�Q�f�<�
�I

��Ò�ù�Ô�•

# station-role root access-point fallback track fa 0

MAC-Address �é�;�\�6� �f�#

�Î�é�u'"�é�"�\�����f�;  ���"�.�,  �P���f�;�
  MAC ���<�_�,�

ö!ª�Ò�á�;�\�6� �f�#�Ô���Î�ã�â�”
�^�o�;  ���"�.�,  �P���f�;�é�Î
��
�,�ß�u'"�
4?�Ž�ù�Ú�ê�—�[�Ô�����Á�æ.3�o�â�È�ù�Ô�•�"�\�����f�;
�Ç���"�.�,  �P���f�;�ó�é4P1j
ƒ�Ì�
.�4°�Ò�Ú�•�'�”�^�o�;  ���"�.�,  �P���f�;�é�u'"�ê�—�[�Ò�ù�Ô�•�"
�\�����f�;�Ç���"�.�,  �P���f�;�æ�c�î4P1j
ƒ�Ì�Ú�•�'�”�^�o�;  ���"�.�,  �P���f�;�é�u'"�ê4?�Ž�Ð���ù
�Ô�•

MAC ���<�_�,�é�;�\�6� �f�#�ê�”�"�\�����f�;�Ç���6�J�,�;�]�o�S�é�­'"�@�6�;�b�o�"�æ�’&ï�Ð���Ú
5V�^�o�;  �I�]�6�+�é���"�.�,  �P���f�;�â�½���•�'�æ�¨�ý�Î%��Ü�ù�Ô�•

�Ú�ã�Ã�ë�” MAC ���<�_�,�Ç  12:12:12:12:12:12 �é�"�\�����f�;�
�;�\�6� �f�#�Ô���æ�ê�”�4�é�&�Q�f
�<�
�I
��Ò�ù�Ô�•

# station-role root access-point fallback track mac-address 12:12:12:12:12:12 shutdown

�u'"�:�o�2  �_�o�;�é.3�o
�:�o�2  �_�o�;.3�o�

ö!ª�Ò�á�”�b���W�_�,  �:�C���,�Ç�:�o�21M�>�æ
ö!ª�Ô���:�o�2  �_�o�;�
1¬�ï�â�È
�ù�Ô�•�_�o�;�é
±
Ï�ê�”�T���F�6�; / $}9ÔMb/s9Õ�â�Ô�•�b���W�_�,  �:�C���,�ê�ñ�æ�” basic9Ô�I�\���)
�L�o�,�é���f�2�o�H�����,�â�ê  [required] �ã�ý�¿�¿�ù�Ô9Õ�æ.3�o�Ð���Ú�¨�"�:�o�2  �_�o�;�â�é1M�>�

.\-��Ò�ù�Ô�•�y�‚�ÿ���ä�Ç�½���•�'�”�b���W�_�,  �:�C���,�ê�”�:�o�21M�>��(»�å�¨�"�_�o�;�ù�â�_�o
�;�
*­�ã�Ò�ù�Ô�•�:�o�2  �_�o�;�ê�Ø���Ù���”�4�é  3 �ß�é A���é�¿�Õ���Æ�æ.3�o�â�È�ù�Ô�•

 • basic9ÔGUI �â�ê  basic �_�o�;�ê  [Required] �ã-+$��Ð���ù�Ô9Õ 9æ�Y�>� �V�,�;�Å���î�Q�^�4� �V�,�;
�ê�ä�Ü���ý�”�Ô�ô�á�é�D�6�$�o�+�
�Î�é�_�o�;�â1M�>�â�È�ù�Ô�•�b���W�_�,  �:�C���,�é�:�o�2  
�_�o�;�é�Á�Ü�Ë�å�Ê�ã�ý  1 �ß�ê�” basic �æ.3�o�Ô����-Ð�Ç�½���ù�Ô�•
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%Y 9 %(     �u'"�é.3�o
  �u'"�:�o�2  �_�o�;�é.3�o������
 • enabled9æ�b���W�_�,  �:�C���,�ê�”�Î�é�_�o�;�â�Y�>� �V�,�;  �D�$�6�;�Û�Ì�
1M�>�Ò�”�Q�^�4� �V
�,�;  �D�$�6�;�ê  basic �æ.3�o�Ð���Ú�Á�Ü�é�¿�Õ���Æ�é�:�o�2  �_�o�;�â1M�>�Ò�ù�Ô�•

 • disabled9æ�b���W�_�,  �:�C���,�ê�”�Î�é�_�o�;�â�:�o�2�
1M�>�Ò�ù�Ö���•

9Ô�H9Õ �:�o�2  �_�o�;�é�Ë�å�Ê�ã�ý  1 �ß�ê�” basic �æ.3�o�Ô����-Ð�Ç�½���ù�Ô�•

�:�o�2  �_�o�;.3�o�

ö!ª�Ò�á�” $�o�é�:�o�2  �_�o�;�â
G
Þ�Ô���"�\�����f�;  �:�C���,�æ�­���Ô�����"
�.�,  �P���f�;�
.3�o�â�È�ù�Ô�•�Ú�ã�Ã�ë�” 11 Mb/s �é�(�o�F�,�¾!ª�æ  2.4 GHz �u'"�
.3�o�Ò�” 11 Mb/s 
�_�o�;�
  basic �æ�”�Ø�é
•�é�:�o�2  �_�o�;�
  disabled �æ.3�o�Ò�ù�Ô�• 1 Mb/s �Å���î  2 Mb/s �â
G
Þ�Ô
���"�\�����f�;  �:�C���,�Û�Ì�
�Ò�Á���Á�æ�b���W�_�,  �:�C���,�
.3�o�Ô���æ�ê�” 1 Mb/s �Å���î  2 Mb/s 
�
  basic �æ�”�Ø�é
•�é�:�o�2  �_�o�;�ê  disabled �æ.3�o�Ò�ù�Ô�• 802.11g �"�\�����f�;  �:�C���,�Û�Ì�

�Ò�Á���Á�æ  2.4 GHz �é  802.11g �u'"�
.3�o�Ô���æ�ê�”
›�ç�é  Orthogonal Frequency Division 
Multiplexing9ÔOFDM; "å
d�_�D�™�½
���2€�Ç�|9Õ�:�o�2  �_�o�;9Ô 6�” 9�” 12�” 18�” 24�” 36�” 48�” 549Õ
�
  basic �æ.3�o�Ò�ù�Ô�• 54 Mb/s �é�(�o�F�,�¾!ª�æ  5 GHz �u'"�
.3�o�Ô���æ�ê�” 54 Mb/s �_�o�;�
  
basic �æ�”�Ø�é
•�é�:�o�2  �_�o�;�
  disabled �æ.3�o�Ò�ù�Ô�•

�:�o�2  �_�o�;�
)D
G"›�æ.3�o�Ò�á%¸�Ð�ù�Ú�ê�,�^�o�J�6�;�
�¨1¡
{�Ô�����Á�æ�”�b���W�_�,  �:�C���,
�
.3�o�â�È�ù�Ô�•�:�o�2  �_�o�;�é.3�o�â  range �
�I
��Ô���ã�”�b���W�_�,  �:�C���,�ê�” 1 Mb/s �_�o�;
�
  basic �æ�”�Ø�é
•�é�_�o�;�
  enabled �æ.3�o�Ò�ù�Ô�•%¸�Ð�
.3�o�Ô���ã�”�:�o�2  �_�o�;�

��Í�á�C
�\�f�,�
�����Î�ã�â�”���"�.�,  �P���f�;�é���C�_�6�+5Ô�^�
���›�â�È�ù�Ô�•�Ò�Ú�Ç�Þ�á�”
•�é�"�\��
���f�;�Æ���ê�’&ï��(»�å���"�.�,  �P���f�;�æ�’&ï�â�È�å�¿�"�\�����f�;�Ç�½���•�'�”�Ø�é�"�\�����f
�;�ê�”���"�.�,  �P���f�;�é���C�_�6�+5Ô�^���æ�¿����(»�H�Ç�½���ù�Ô�•�Î�é���Á�å�•�'�” range ���J
�*�Z�f�

ö!ª�Ô���Î�ã�â�”���C�_�6�+5Ô�^�
���›�â�È�����Á�æ�å���”�"�\�����f�;�Ç���"�.�,  �P���f
�;�æ�’&ï�â�È���•�'�Ç�½���ù�Ô�•1b�ñ�ê�”�,�^�o�J�6�;�ã%¸�Ð�é�W�è�'�¿�â�Ô�•�>� �Ç
 
{�Ô���ã9Ô��
(»�H�ã�Ò�á�ê�”���"�.�,  �P���f�;�Æ���é0�5��æ����-Ð�Ã�â9Õ �”�]�f�"�
&ý�,�Ô���Ú�ü�æ9Ô�:�o�2  �_�o�;
�

��Í�á9Õ�_�o�;�ê�c�î�@�'�*���o�;�Ð���ù�Ô�•�,�^�o�J�6�;�Ç7��Ê.3�o�Ð���Ú�]�f�"�ê�”.3�o�Ð���Ú
7��¿�:�o�2  �_�o�;�
�,&ï�â�È�å�Ê�å���ö�ä�>� �Ç
 
{�Ô���ã
±&•�æ*­�Ü���Æ�”�ù�Ú�ê�”
 �½�å���C
�_�6�+�
�,�ß�Î�é���"�.�,  �P���f�;�Ç
ö!ª��(»�å�•�'�æ�ê�Ø���æ�`�o�R�f�#�Ò�ù�Ô�•
�(*9Ô�,�^�o
�J�6�;�ã%¸�Ð9Õ�é�C�\�f�,�ê�”�b���W�_�,�é.�!¹�”�Y�o�)�Ç
ö!ª�Ò�á�¿���;�\�H���6�"�é$³6��”�Þ�ü��
�����(�o�F�,  �_�L�^�”�Ø�Ò�á�ñ�æ
��Í������  Radio Frequency9ÔRF9Õ!c�º�é� /°�æ�»�Ò�á�”
ö!ª��(»
�å�]�0�o�,�æ�n�à�¿�á-��Á�ô�È.3.�
��é�Í�¿�â�Ô�•�:�o�2  �_�o�;�é.3�o�â  throughput  �
�I
��Ô���ã�”
�b���W�_�,  �:�C���,�ê�” 4 �ß�Ô�ô�á�é�:�o�2  �_�o�;�
  basic �æ.3�o�Ò�ù�Ô�•

9Ô�H9Õ �b���W�_�,  �@�6�;�b�o�"�æ  802.11b �"�\�����f�;�ã  802.11g �"�\�����f�;�Ç�Ù�÷�Ô��!c�º�Ç�½���•�'
�ê�”�:�o�2  �_�o�;  1�” 2�” 5.5�”�Å���î  11 Mb/s �Ç required9Ôbasic9Õ�æ.3�o�Ð���á�¿�á�”�Ø�é
•�é�Ô�ô
�á�é�:�o�2  �_�o�;�Ç  enable �æ.3�o�Ð���á�¿���Î�ã�
#Õ.z�Ò�ù�Ô�• 802.11b ���3�J�2�ê�”�’&ï�Ò�á�¿��
���"�.�,  �P���f�;�â  11 Mb/s �

��Á���:�o�2  �_�o�;�Ç  required �æ.3�o�Ð���á�¿���•�'�” 54 Mb/s �:�o
�2  �_�o�;�
.z/��Ö�Õ
G
Þ�Ò�ù�Ö���•

�u'"�é�:�o�2  �_�o�;�
.3�o�Ô���æ�ê�” $�­  EXEC �U�o�<�
4?�Ž�Ò�á�4�é�»5Å�æ�å�Þ�á�Ê�Û�Ð�¿�•

�&�Q�f�< "á"›

�,�9�6�J ��1 configure terminal �#�`�o�C�^  �&�f�H���!�X�_�o�*�Z�f  �U�o�<�
4?�Ž�Ò�ù�Ô�•

�,�9�6�J ��2 interface dot11radio { 0} �u'"���f�2�o�H�����,�é���f�2�o�H�����,  �&�f�H���!�X�_�o
�*�Z�f  �U�o�<�
4?�Ž�Ò�ù�Ô�• 2.4 GHz �u'"�Å���î  802.11g/n 
2.4 GHz �u'"�ê�”�u'"  0 �â�Ô�•
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%Y 9 %(     �u'"�é.3�o������ ��������
  �u'"�:�o�2  �_�o�;�é.3�o
�,�9�6�J ��3 speed

802.11b�” 2.4 GHz �u'"9æ

{[ 1.0] [11.0] [2.0] [5.5] [basic-1.0] 
[basic-11.0] [basic-2.0] [basic-5.5] | 
range | throughput }

802.11g�” 2.4 GHz �u'"9æ

{[ 1.0] [2.0] [5.5] [6.0] [9.0] [11.0] 
[12.0] [18.0] [24.0] [36.0] [48.0] 
[54.0] [basic-1.0] [basic-2.0] 
[basic-5.5] [basic-6.0] [basic-9.0] 
[basic-11.0] [basic-12.0] 
[basic-18.0] [basic-24.0] 
[basic-36.0] [basic-48.0] 
[basic-54.0] | range | ��
throughput [ofdm] | default}

802.11a 5 GHz �u'"9æ

{[ 6.0] [9.0] [12.0] [18.0] [24.0] [36.0] 
[48.0] [54.0] [basic-6.0] [basic-9.0] 
[basic-12.0] [basic-18.0] 
[basic-24.0] [basic-36.0] 
[basic-48.0] [basic-54.0] |��
range | throughput | 
ofdm-throughput | default}

802.11n 2.4 GHz �u'"9æ

{[ 1.0] [11.0] [12.0] [18.0] [2.0] [24.0] 
[36.0] [48.0] [5.5] [54.0] [6.0] [9.0] 
[basic-1.0] [basic-11.0] [basic-12.0] 
[basic-18.0] [basic-24.0] 
[basic-36.0] [basic-48.0] [basic-5.5] 
[basic-54.0] [basic-6.0] [basic-9.0] 
[default] [m0-7] [m0.] [m1.] [m10.] 
[m11.] [m12.] [m13.] [m14.] [m15.] 
[m2.] [m3.] [m4.] [m5.] [m6.] [m7.] 
[m8-15] [m8.] [m9.] [ofdm] 
[only-ofdm] | range | throughput }

�&�:�o�2  �_�o�;�
  basic �ù�Ú�ê  enabled �æ.3�o�Ò�ù�Ô�• �ù�Ú�ê�”
range �
�I
��Ò�á%¸�Ð�
�¨1¡
{�Ô���Æ�” throughput  �
�I
��Ò�á
�,�^�o�J�6�;�
�¨1¡
{�Ò�ù�Ô�•

 • 9Ô
›�ç9Õ1.0�” 2.0�” 5.5�”�Å���î  11.0 �
�I
��Ô���ã�”
802.11b�”2.4 GHz �u'"�â�Î�����é�:�o�2  �_�o�;�Ç  enabled 
�æ.3�o�Ð���ù�Ô�•

1.0�” 2.0�” 5.5�” 6.0�” 9.0�” 11.0�” 12.0�” 18.0�” 24.0�” 36.0�”
48.0�”�Å���î  54.0 �
�I
��Ô���ã�” 802.11g�” 2.4 GHz �u'"
�â�Î�����é�:�o�2  �_�o�;�Ç  enabled �æ.3�o�Ð���ù�Ô�•

6.0�” 9.0�” 12.0�” 18.0�” 24.0�” 36.0�” 48.0�”�Å���î  54.0 �
�I

��Ô���ã�” 5 GHz �u'"�â�Î�����é�:�o�2  �_�o�;�Ç  enabled 
�æ.3�o�Ð���ù�Ô�•

 • 9Ô
›�ç9Õbasic-1.0�” basic-2.0�” basic-5.5�”�Å���î  basic-11.0 
�
�I
��Ô���ã�” 802.11b�” 2.4-GHz �u'"�â�Î�����é�:�o�2  
�_�o�;�Ç  basic �æ.3�o�Ð���ù�Ô�•

basic-1.0�” basic-2.0�” basic-5.5�” basic-6.0�” basic-9.0�”
basic-11.0�” basic-12.0�” basic-18.0�” basic-24.0�”
basic-36.0�” basic-48.0�”�Å���î  basic-54.0 �
�I
��Ô���ã�”
802.11g�” 2.4 GHz �u'"�â�Î�����é�:�o�2  �_�o�;�Ç  basic �æ
.3�o�Ð���ù�Ô�•

9Ô�H9Õ 1¬�ï�Ò�Ú  basic �_�o�;�
�"�\�����f�;�Ç�(�P�o�;�Ô����
-Ð�Ç�½���•�'�”�Ø�é�"�\�����f�;�ê�b���W�_�,  �:�C��
�,�æ4P1j
ƒ�Ì�����ù�Ö���• 802.11g �u'"�â  basic �:�o�2  
�_�o�;�æ  12 Mb/s 
•
��
1¬�ï�Ò�Ú�•�'�” 802.11b �"�\��
���f�;  �:�C���,�ê�”�b���W�_�,  �:�C���,�é  802.11g �u
'"�æ4P1j
ƒ�Ì�����ù�Ö���•

basic-6.0�” basic-9.0�” basic-12.0�” basic-18.0�”
basic-24.0�” basic-36.0�” basic-48.0�”�Å���î  basic-54.0 �

�I
��Ô���ã�” 5 GHz �u'"�â�Î�����é�:�o�2  �_�o�;�Ç  basic 
�æ.3�o�Ð���ù�Ô�•

 • 9Ô
›�ç9Õ�u'"�é%¸�Ð�ù�Ú�ê�,�^�o�J�6�;�
)D
G"›�æ�¨1¡
{�Ô
���æ�ê�” range�” throughput �”�ù�Ú�ê  ofdm-throughput

9ÔERP �;/��å�Ò9Õ�
�I
��Ò�ù�Ô�• range �
�I
��Ô���ã�”�b
���W�_�,  �:�C���,�ê�”�¨�ý
Ð�¿�:�o�2  �_�o�;�
  basic �æ�”
�Ø�é
•�é�_�o�;�
  enabled �æ.3�o�Ò�ù�Ô�• throughput  �
�I

��Ô���ã�”�b���W�_�,  �:�C���,�ê�”�Ô�ô�á�é�:�o�2  �_�o�;
�
  basic �æ.3�o�Ò�ù�Ô�•

9Ô
›�ç9Õ802.11g �u'"�â�”�Ô�ô�á�é  OFDM �_�o�;9Ô 6�” 9�”
12�” 18�” 24�” 36�”�Å���î  489Õ�
  basic9Ôrequired9Õ�æ�”�Ô
�ô�á�é  CCK �_�o�;9Ô 1�” 2�” 5.5�”�Å���î  119Õ�
  disabled 
�æ.3�o�Ô���æ�ê�” speed throughput ofdm �
�I
��Ò�ù�Ô�•
�Î���
.3�o�Ô���ã�” 802.11b �é�;/��Ï�t�ê�:���.�o�I�^�æ
�å���” 802.11g �"�\�����f�;�æ�»�Ò�á�¨�"�,�^�o�J�6�;�Ç
�­���Ð���ù�Ô�•�Ú�Û�Ò�”�Î���æ�����” 802.11b �"�\�����f
�;�Ç���"�.�,  �P���f�;�æ4P1j
ƒ�Ì�����å�Ê�å���ù�Ô�•

�&�Q�f�< "á"›
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  MCS �_�o�;�é.3�o������
.3�o�Æ��  1 �ß
•
��é�:�o�2  �_�o�;�
�å4°�Ô���æ�ê�” speed �&�Q�f�<�é  no �»�|�

ö!ª�Ò�ù�Ô�•�4�æ�”

.3�o�Æ���:�o�2  �_�o�;  basic-2.0 �Å���î  basic-5.5 �
�å4°�Ô�����
$��Ò�ù�Ô�•

ap1200# configure terminal
ap1200(config)# interface dot11radio 0
ap1200(config-if)# no speed basic-2.0 basic-5.5
ap1200(config-if)# end

MCS �_�o�;�é.3�o
Modulation Coding Scheme9ÔMCS9Õ�ê�”��.ž�n
Ž9Ô Binary Phase Shift Keying [BPSK; 2 
Ï"ç�•$–��
.ž ]�” Quaternary Phase Shift Keying [QPSK; 4 
Ï"ç�•$–��.ž ]�” 16-Quadrature Amplitude Modulation 
[16-QAM; 16 "å
d�D�÷��.ž ]�” 64-QAM9Õ�Å���î  Forward Error Correction9ÔFEC; �è�Ç.‹��.��\9Õ
�&�o�<  �_�o�;9Ô 1/2�” 2/3�” 3/4�” 5/69Õ�â�t�‘�Ð����  PHY �D�\�T�o�2�é
€�}�â�Ô�• MCS �ê�”�b���W�_
�,  �:�C���,�é  802.11n �u'"�â
ö!ª�Ð���”�4�é  32 �X�é�»$“.3�o9Ô$è4F�,�;�]�o�S�Ï�ã�æ  8 �X�é.3�o9Õ�

�o'õ�Ò�ù�Ô�•

 • MCS 0 :*  7

 • MCS 8 :*  15

 • MCS 16 :*  23

 • MCS 24 :*  31

�b���W�_�,  �:�C���,�ê�” MCS 0 :*  15 �
�(�P�o�;�Ò�á�¿�ù�Ô�•7��,�^�o�J�6�;�é�"�\�����f�;�ê�”�Ë�å
�Ê�ã�ý  MCS 0 :*  7 �
�(�P�o�;�Ò�ù�Ô�•

speed9Ô&ï�È9Õ  • 9Ô
›�ç9Õ�:�o�2  �_�o�;�
�¿�•�´*D�(�é.3�o�æ�¯�Ô�æ�ê�”
default �
�I
��Ò�ù�Ô9Ô 802.11b �u'"�â�ê�(�P�o�;�Ð���ù
�Ö��9Õ�•

802.11g �u'"�â�” default ���J�*�Z�f�ê�”�_�o�;  1�” 2�” 5.5�”
�Å���î  11 �
  basic �æ�”�_�o�;  6�” 9�” 12�” 18�” 24�” 36�”
48�”�Å���î  54 �
  enabled �æ.3�o�Ò�ù�Ô�•�Î�����é�_�o�;
�
.3�o�Ô���ã�” 802.11b �ã  802.11g �é
��Ç�é�"�\�����f�;  
�:�C���,�Ç�b���W�_�,  �:�C���,�é  802.11g �u'"�æ4P1j
ƒ�Ì
�����ù�Ô�•

5 GHz �u'"�â�” default ���J�*�Z�f�ê�”�_�o�;  6.0�” 12.0�”
�Å���î  24.0 �
  basic �æ�”�_�o�;  9.0�” 18.0�” 36.0�” 48.0�”
�Å���î  54.0 �
  enabled �æ.3�o�Ò�ù�Ô�•

802.11g/n 2.4 GHz �u'"�â�” default ���J�*�Z�f�ê�”�_�o
�;  1.0�” 2.0�” 5.5�”�Å���î  11.0 �
  enabled �æ.3�o�Ò�ù�Ô�•

802.11g/n 5 GHz �u'"�â�” default ���J�*�Z�f�ê�”�_�o�;  
6.0�” 12.0�”�Å���î  24.0 �
  enabled �æ.3�o�Ò�ù�Ô�•

�ä�Ü���é  802.11g/n �u'"�â�ý  Modulation Coding Scheme
9ÔMCS9Õ���f�:�6�"�,�é%¸�Ð�ê�” 0 :*  15 �â�Ô�•

�,�9�6�J ��4 end  $�­  EXEC �U�o�<�æ�¯���ù�Ô�•

�,�9�6�J ��5 copy running-config startup-config 9Ô
›�ç9Õ�I
��]�ˆ�
�&�f�H���!�X�_�o�*�Z�f  �H�����^�æ�;�=�Ò
�ù�Ô�•

�&�Q�f�< "á"›
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%Y 9 %(     �u'"�é.3�o������ ��������
  MCS �_�o�;�é.3�o
MCS �æ���Þ�á�,�^�o�J�6�;�Ç�0
��Ô����(»�H�Ç�½���Ú�ü�” MCS �ê2€-Ð�å.3�o�â�Ô�•7��,�^�o�J�6�;�é
�:�o�2  �_�o�;�ê�” MCS�” �ê�^�÷ �”�Å���î ���o�<  ���f�2�o�C�^ �æ���=�Ò�ù�Ô�• 802.11a�” b�”�Å���î  g �é
�u'"�â�ê�” 20 MHz �é�4�V�@�^�÷�

ö !ª�Ò�ù�Ô�• -+��1 �æ�” MCS�”���o�<  ���f�2�o�C�^�”�Å���î�4�V�@
�^�÷�æ�n�à�È-×1��ù�����:�o�2  �_�o�;�
$��Ò�ù�Ô�•

MCS �_�o�;�ê�” speed �&�Q�f�<�

ö!ª�Ò�á.3�o�Ò�ù�Ô�•�4�æ�” 802.11g/n 2.4 GHz �u'"�é  speed .3�o�é
���
$��Ò�ù�Ô�•

interface Dot11Radio0
no ip address
no ip route-cache
!
ssid 800test
!
speed basic-1.0 2.0 5.5 11.0 6.0 9.0 12.0 18.0 24.0 36.0 48.0 54.0 m0. m1. m2. m3. m4. 
m8. m9. m10. m11. m12. m13. m14. m15.

-+��1 MCS .3�o�”���o�<  ���f�2�o�C�^�”�4�V�@�^�÷�
�n�æ�Ò�Ú�:�o�2  �_�o�; ��

MCS ���f�:�6
�"�, ���o�<  ���f�2�o�C�^  = 800 ns ���o�<  ���f�2�o�C�^  = 400 ns

20 MHz �4�V�@�^�÷
�:�o�2  �_�o�;

9ÔMb/s9Õ

40 MHz �4�V�@�^�÷
�:�o�2  �_�o�;

9ÔMb/s9Õ

20 MHz �4�V�@�^�÷
�:�o�2  �_�o�;

9ÔMb/s9Õ

40 MHz �4�V�@�^�÷
�:�o�2  �_�o�;

9ÔMb/s9Õ

0 6.5 13.5 7 2/9 15

1 13 27 14 4/9 30

2 19.5 40.5 21 2/3 45

3 26 54 28 8/9 60

4 39 81 43 1/3 90

5 52 109 57 5/9 120

6 58.5 121.5 65 135

7 65 135 72 2/9 152.5

8 13 27 14 4/9 30

9 26 54 28 8/9 60

10 39 81 43 1/3 90

11 52 108 57 7/9 120

12 78 162 86 2/3 180

13 104 216 115 5/9 240

14 117 243 130 270

15 130 270 144 4/9 300

�å�ê�é�_�o�;�ê�4�é�ã�Å���â�Ô�•

5 GHz9æ6�” 9�” 12�” 18�” 24�” 36�” 48�”�Å���î  54 Mb/s

2.4 GHz9æ1�” 2�” 5.5�” 6�” 9�” 11�” 12�” 18�” 24�” 36�” 48�”�Å���î  54 Mb/s
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%Y 9 %(     �u'"�é.3�o
  �u'"�é
µ1M�D�b�o�é.3�o����
�u'"�é
µ1M�D�b�o�é.3�o
�u'"�é
µ1M�D�b�o�ê�”�u'"�é$³6��ù�Ú�ê���"�.�,  �P���f�;�æ���f�,�;�o�^�Ð���á�¿���u'"�”�Å���î�Ø
�é�u'"�Ç
G
Þ�Ô��-Ù�Ù�þ�^�æ�n�à�¿�á�¿�ù�Ô�•

���"�.�,  �P���f�;�é�u'"�æ
µ1M�D�b�o�
.3�o�Ô���æ�ê�” $�­  EXEC �U�o�<�
4?�Ž�Ò�á�4�é�»5Å�æ�å�Þ
�á�Ê�Û�Ð�¿�•

5�
�.3�o�
  maximum �é�:�H���^�;.3�o�æ�¯�Ô�æ�ê�” power local �&�Q�f�<�é  no �»�|�

ö!ª�Ò�ù�Ô�•

4P1j
ƒ�Ì�Ú�"�\�����f�;  �:�C���,�é5�
��_�L�^�é�Ù4¢

�b���W�_�,  �:�C���,�æ4P1j
ƒ�Ì���"�\�����f�;  �:�C���,�é5�
��_�L�^�
�Ù4¢�Ô���Î�ã�ý�â�È�ù�Ô�•�"
�\�����f�;  �:�C���,�Ç�b���W�_�,  �:�C���,�æ4P1j
ƒ�Ì���ã�”�b���W�_�,  �:�C���,�ê�”�¨�"5�
��_�L�^
�é.3�o�
�"�\�����f�;�æ1M�>�Ò�ù�Ô�•

9Ô�H9Õ Cisco AVVID �é�Q�>�X���^�â�ê�” Dynamic Power Control9ÔDPC9Õ�é!ª.†�
!ª�¿�á�”4P1j
ƒ�Ì�Ú�"�\
�����f�;  �:�C���,�é5�
��_�L�^�
�Ù4¢�Ô���Î�ã�
�0�Ò�ù�Ô�•

�b���W�_�,  �:�C���,�æ4P1j
ƒ�Ì���Ô�ô�á�é�"�\�����f�;  �:�C���,�â�¨�".5�ˆ5�
��é.3�o�
�0�o�Ô���æ
�ê�” $�­  EXEC �U�o�<�
4?�Ž�Ò�á�4�é�»5Å�æ�å�¿�ù�Ô�•

�&�Q�f�< "á"›

�,�9�6�J ��1 configure terminal �#�`�o�C�^  �&�f�H���!�X�_�o�*�Z�f  �U�o�<�
4?�Ž�Ò�ù�Ô�•

�,�9�6�J ��2 interface dot11radio { 0} �u'"���f�2�o�H�����,�é���f�2�o�H�����,  �&�f�H���!�X�_�o
�*�Z�f  �U�o�<�
4?�Ž�Ò�ù�Ô�•

2.4 GHz �u'"�Å���î  802.11g/n 2.4 GHz �u'"�ê�”�u'"  0 �â�Ô�•

�,�9�6�J ��3 power local 

�4�é���J�*�Z�f�ê�” 2.4 GHz 802.11n 
�u'"�æ
ö!ª�â�È�ù�Ô9Ô dBm 
±
Ï9Õ�•

{ 8 | 9| 11 | 14 | 15 | 17 | maximum}

-Ù�Ù�þ�^�æ�Å�¿�á5�
��_�L�^�Ç.5�ˆ%¸�Ð�]�ã�å�����Á�æ�”
2.4 GHz �u'"�æ
µ1M�D�b�o�
.3�o�Ò�ù�Ô�•

�,�9�6�J ��4 end  $�­  EXEC �U�o�<�æ�¯���ù�Ô�•

�,�9�6�J ��5 copy running-config startup-config 9Ô
›�ç9Õ�I
��]�ˆ�
�&�f�H���!�X�_�o�*�Z�f  �H�����^�æ�;�=�Ò
�ù�Ô�•

�&�Q�f�< "á"›

�,�9�6�J ��1 configure terminal �#�`�o�C�^  �&�f�H���!�X�_�o�*�Z�f  �U�o�<�
4?�Ž�Ò�ù�Ô�•

�,�9�6�J ��2 interface dot11radio { 0} �u'"���f�2�o�H�����,�é���f�2�o�H�����,  �&�f�H���!�X�_�o
�*�Z�f  �U�o�<�
4?�Ž�Ò�ù�Ô�• 2.4 GHz �u'"�Å���î  802.11g/n 
2.4 GHz �u'"�ê�”�u'"  0 �â�Ô�•
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%Y 9 %(     �u'"�é.3�o������ ��������
  �u'"�4�V�@�^�é.3�o
4P1j
ƒ�Ì�Ú�"�\�����f�;�é�¨�"5�
��_�L�^�
�:���.�o�I�^�æ�Ô���æ�ê�” power client �&�Q�f�<�é  no �»
�|�

ö!ª�Ò�ù�Ô�•

9Ô�H9Õ 4P1j
ƒ�Ì�Ú�"�\�����f�;  �:�C���,�é5�
��_�L�^�
�Ù4¢�Ô���æ�ê�” Aironet ���›�Ï(»�
���@�o�I�^�æ�Ô��
��-Ð�Ç�½���ù�Ô�• Aironet ���›�Ï(»�ê�:�H���^�;�â���@�o�I�^�â�Ô�•

�u'"�4�V�@�^�é.3�o
�b���W�_�,  �:�C���,�é�u'"�é�:�H���^�;  �4�V�@�^.3�o�ê�” least-congested �â�Ô�•�b���W�_�,  �:�C���,
�ê�”/à
G�(�æ�¨�ý�Ù5��Ò�á�¿�å�¿�4�V�@�^�
�,� �V�f�Ò�á1¬�ï�Ò�ù�Ô�•�Ú�Û�Ò�”�(���;.ž�O�ß�ý��(»�å
4¢��	û/~�H�é�½���D�H���o�Q�f�,�
�ç���Ú�ü�æ�”�&���"�.�,  �P���f�;�æ�,�2�9���6�"  �4�V�@�^.3�o�


����°�á���Î�ã�
�•�Q�Ò�ù�Ô�•�b���W�_�,  �:�C���,�é�4�V�@�^.3�o�ê�”-Ù�Ù�þ�^�æ�Å�¿�á
ö!ª��(»�å
�_�D�™�æ"ç�°�Ò�ù�Ô�•�&�þ�^�â
ö!ª�â�È���_�D�™�æ�ß�¿�á�ê�”���"�.�,  �P���f�;�é�B�o�<������  ���f
�,�;�_�o�*�Z�f  �����<�

ó�–�Ò�á�Ê�Û�Ð�¿�•

2.4 GHz �é�&�4�V�@�^�ê  22 MHz �é%¸�Ð�â�Ô�•�4�V�@�^  1�” 6�”�Å���î  11 �é�ê�^�ê2€-„�Ò�å�¿�Ú�ü�”��
�ä�
���Ì�Õ-„�™�é���"�.�,  �P���f�;�
�+�Ó1-1��æ.3�o�â�È�ù�Ô�• 802.11b �Å���î  802.11g �é  2.4 GHz 
�u'"�ê�”�+�Ó�4�V�@�^�ã�+�Ó�_�D�™�

ö!ª�Ò�ù�Ô�•

5 GHz �u'"�ê�” 5180 :*  5320 MHz �é  8 �4�V�@�^�â
G
Þ�Ò�”-Ù�Ù�þ�^�æ���Þ�á�ê�” 5170 :*  5850 MHz 
�é�¨�"  27 �4�V�@�^�â
G
Þ�Ò�ù�Ô�•�&�4�V�@�^�ê  20 MHz �é%¸�Ð�â�”�4�V�@�^�é�ê�^�ê�Ë�Ò�Õ�ß2€-„�Ò
�á�¿�ù�Ô�•�¨1¡�å�D�H���o�Q�f�,�
�ç���æ�ê�”
U�¿�æ1-�’�Ô���u'"�é�•�'�ê4Þ���'�Þ�á�¿�å�¿�4�V�@�^

9Ô�Ú�ã�Ã�ë�”�4�V�@�^  44 �ã  46 �

ö!ª�Ô���å�ä9Õ�

ö!ª�Ò�ù�Ô�•

9Ô�H9Õ �+�Ó1-1��æ�=�÷�Ô�����"�.�,  �P���f�;�Ç���Ô�É���ã�”�,�^�o�J�6�;�

Ð
��Ð�Ö���u'"�é0æ0Þ�Ç"’!¢�Ô
���•�'�Ç�½���ù�Ô�•�(���;.ž�O�
��2€�æ-��Þ�á�”�u'"�é���C�_�6�+�ã�,�^�o�J�6�;�Ç�¨�"�æ�å�����Á�æ
���"�.�,  �P���f�;�é�¨1¡�å2)'Î�
�ÿ�o�Ò�á�Ê�Û�Ð�¿�•

�,�9�6�J ��3 power client

�4�é���J�*�Z�f�ê�” 802.11n 2.4 GHz 
�"�\�����f�;�â
ö!ª�â�È�ù�Ô9Ô dBm 

±
Ï9Õ9æ

{ local | 8 | 9 | 11 | 14 | 15 | 17 | 
maximum}

�b���W�_�,  �:�C���,�æ4P1j
ƒ�Ì���"�\�����f�;  �:�C���,�æ�¨
�".5�ˆ5�
��_�L�^�
.3�o�Ò�ù�Ô�•

5�
��_�L�^�
  local �æ.3�o�Ô���ã�”�"�\�����f�;�é5�
��_�L�^
�Ç���"�.�,  �P���f�;�é5�
��_�L�^�æ.3�o�Ð���ù�Ô�•

5�
��_�L�^�
  maximum �æ.3�o�Ô���ã�”�"�\�����f�;�é5�
�
�Ç�¨�".5�ˆ5�
��æ.3�o�Ð���ù�Ô�•

9Ô�H9Õ -Ù�Ù�þ�^�æ����.3�o�â�È���]�ˆ�ê�”�Î�Î�â$��Ò�Ú.3�o
�ã�ê!ã�å���•�'�Ç�½���ù�Ô�•

�,�9�6�J ��4 end  $�­  EXEC �U�o�<�æ�¯���ù�Ô�•

�,�9�6�J ��5 copy running-config startup-config 9Ô
›�ç9Õ�I
��]�ˆ�
�&�f�H���!�X�_�o�*�Z�f  �H�����^�æ�;�=�Ò
�ù�Ô�•

�&�Q�f�< "á"›
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%Y 9 %(     �u'"�é.3�o
  �u'"�4�V�@�^�é.3�o����
802.11n �4�V�@�^�÷

802.11n �¡�0�â�ê�”2€-„�Ö�Õ1j&ï�Ô��  2 �ß�é�4�V�@�^9Ô�Ú�ã�Ã�ë�” 2.4 GHz �é�4�V�@�^  1 �ã  69Õ�Æ���‘
��  20 MHz �ã  40 MHz �é
��Ç�é�4�V�@�^�÷�

ö!ª�â�È�ù�Ô�•

20 MHz �4�V�@�^�é�Á�Ü ��Ç�é�4�V�@�^�ê�” �Ù�î�4�V�@�^ �ã�m�ë���ù�Ô�•�å�ê�é�"�\�����f�;�Å���î  
20 MHz �é7��,�^�o�J�6�;�é�"�\�����f�;�ê�”�Ù�î�4�V�@�^�

ö!ª�Ò�ù�Ô�•�Î�é�4�V�@�^�â1M�>�Ô���é
�ê�F�o�&�f�Û�Ì�â�Ô�•�ý�Á	û�Ç�é  20 MHz �4�V�@�^�ê�” ���›�4�V�@�^ �ã�m�ë���ù�Ô�• 40 MHz �é�,�9�o
�*�Z�f�â�ê�”�Î�é�4�V�@�^�ã�Ù�î�4�V�@�^�
�+�(�æ
ö!ª�â�È�ù�Ô�•

40 MHz �4�V�@�^�ê�” 1.1 �é���Á�æ�4�V�@�^�ã���›�
-+ û�Ò�á�0�o�Ð���ù�Ô�•�Î�é���â�ê�”�Ù�î�4�V�@
�^�ê�4�V�@�^  1 �â�”�Ø�é
��æ���›�4�V�@�^�Ç�½���ù�Ô�•

�b���W�_�,  �:�C���,�é�4�V�@�^�÷�
.3�o�Ô���æ�ê�” $�­  EXEC �U�o�<�
4?�Ž�Ò�á�4�é�»5Å�æ�å�Þ�á�Ê
�Û�Ð�¿�•

�&�Q�f�< "á"›

�,�9�6�J ��1 configure terminal �#�`�o�C�^  �&�f�H���!�X�_�o�*�Z�f  �U�o�<�
4?�Ž�Ò�ù�Ô�•

�,�9�6�J ��2 interface dot11radio { 0 } �u'"���f�2�o�H�����,�é���f�2�o�H�����,  �&�f�H���!�X�_�o�*�Z
�f  �U�o�<�
4?�Ž�Ò�ù�Ô�• 802.11g/n 2.4 GHz �u'"�ê�”�u'"  0 �â�Ô�•

�,�9�6�J ��3 channel��
{ frequency | least-congested | 
width  [20 | 40-above | 40-below] 
| dfs}

�b���W�_�,  �:�C���,�é�u'"�é�:�H���^�;  �4�V�@�^�
.3�o�Ò�ù�Ô�•
/à
G�(�æ�¨�ý�Ù5��Ò�á�¿�å�¿�4�V�@�^�
��&•�Ô���æ�ê�”
least-congested �
�I
��Ò�ù�Ô�•


ö!ª�Ô���ê�^�÷�
�0�o�Ô���æ�ê�” width  ���J�*�Z�f�

ö!ª�Ò�ù�Ô�•
�Î�é���J�*�Z�f�ê�” Cisco 800 �*�]�o�-�é  ISR �b���W�_�,  �:�C��
�,�â
ö!ª�â�È�ù�Ô�•
ö!ª��(»�å.3�o�ê�” 20�” 40-above�”�Å���î  
40-below �é  3 �ß�â�Ô�•

 • 20 �
1¬�ï�Ô���ã�”�4�V�@�^�÷�Ç  20 MHz �æ.3�o�Ð���ù�Ô�•

 • 40-above �
1¬�ï�Ô���ã�”�Ù�î�4�V�@�^�����ý
��æ���›�4�V�@
�^�Ç.3�o�Ð���á�”�4�V�@�^�÷�Ç  40 MHz �æ.3�o�Ð���ù�Ô�•

 • 40-below �
1¬�ï�Ô���ã�”�Ù�î�4�V�@�^�����ý
��æ���›�4�V�@
�^�Ç.3�o�Ð���á�”�4�V�@�^�÷�Ç  40 MHz �æ.3�o�Ð���ù�Ô�•

9Ô�H9Õ 5 GHz �u'"�æ�ß�¿�á�ê�” Dynamic Frequency Selection
9ÔDFS; 
G"›�_�D�™1¬�ï9Õ�æ4P�Ô���7�º1j�'�é-Ù�Ù�æ�0���Ô
���Ú�ü�” channel �&�Q�f�<�ê�:���.�o�I�^�â�Ô�•.f&¦�æ�ß
�¿�á�ê�” �Ÿ�b�o�^�<  �U�o�<�é���@�o�I�^
{�Å���î�:���.�o
�I�^
{�  9ÔP.9-129Õ�

ó�–�Ò�á�Ê�Û�Ð�¿�•

�,�9�6�J ��4 end  $�­  EXEC �U�o�<�æ�¯���ù�Ô�•

�,�9�6�J ��5 copy running-config 
startup-config

9Ô
›�ç9Õ�I
��]�ˆ�
�&�f�H���!�X�_�o�*�Z�f  �H�����^�æ�;�=�Ò
�ù�Ô�•
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%Y 9 %(     �u'"�é.3�o������ ��������
  �b�o�^�<  �U�o�<�é���@�o�I�^
{�Å���î�:���.�o�I�^
{
�b�o�^�<  �U�o�<�é���@�o�I�^
{�Å���î�:���.�o�I�^
{
802.11d �é�b�o�^�<  �U�o�<�”�*�,�&�å�ê�é�b�o�^�<  �U�o�<�”�Å���î�b�o�^�<  �U�o�<  �`�o�R�f�#�æ�»��
�Ô�����Á�æ�”�b���W�_�,  �:�C���,�
.3�o�â�È�ù�Ô�•�b�o�^�<  �U�o�<�
���@�o�I�^�æ�Ô���ã�”�b���W�_
�,  �:�C���,�ê�”�4�V�@�^  � �V�]��.3�o�±�Ž�
�F�o�&�f�æ1J
��Ò�ù�Ô�•�b�o�^�<  �U�o�<�Ç���@�o�I�^�æ
�å�Þ�á�¿���"�\�����f�;  �:�C���,�ê�”� �V�]��.3�o�±�Ž�
���>�Ò�”�&)D�é.3�o�
)D
G"›�æ.ž�›�Ò�ù�Ô�•
�Ú�ã�Ã�ë�”�ã�Ä�â
%�æ
ö!ª�Ð�����"�\�����f�;  �:�C���,�Ç���2�]���æ$–�Ð���Ø�Î�â�@�6�;�b�o�"�æ
ó

��Ò�Ú�•�'�”�b�o�^�<  �U�o�<�æ���=�Ò�á�”�Ø�é�4�V�@�^�ã5�
��é.3�o�
)D
G"›�æ.ž�›�Ô���Î�ã�Ç�â�È
�ù�Ô�•�*�,�&�é�"�\�����f�;  �:�C���,�ê�”�b���W�_�,  �:�C���,�Ç  802.11d �

ö!ª�Ò�á�¿���é�Æ�”�*�,
�&�å�ê�é�b�o�^�<  �U�o�<�

ö!ª�Ò�á�¿���é�Æ�
���´�Ò�”�b���W�_�,  �:�C���,�â
ö!ª�Ð���á�¿���U�o�<
�ã	û)L�Ô���b�o�^�<  �U�o�<�
)D
G"›�æ
ö!ª�Ò�ù�Ô�•

�b�o�^�<  �U�o�<�
�ñ�æ���f�æ�Ô�����Á�æ.3�o�Ô���Î�ã�ý�â�È�ù�Ô�•�Î�é.3�o�â�ê�”���"�.�,  �P���f�;
�ê�n�Ä"›�æ�&�Ö4F�â�`�o�R�f�#�Ò�”��-Ð�æ���Ó�á.3�o�
���•�Ò�ù�Ô�•

�b�o�^�<  �U�o�<�ê�:�H���^�;�â�:���.�o�I�^�â�Ô�•

�b�o�^�<  �U�o�<�
���@�o�I�^�æ�Ô���æ�ê�” $�­  EXEC �U�o�<�
4?�Ž�Ò�á�4�é�»5Å�æ�å�Þ�á�Ê�Û�Ð�¿�•

�b�o�^�<  �U�o�<�
�:���.�o�I�^�æ�Ô���æ�ê�” world-mode �&�Q�f�<�é  no �»�|�

ö!ª�Ò�ù�Ô�•

�&�Q�f�< "á"›

�,�9�6�J ��1 configure terminal �#�`�o�C�^  �&�f�H���!�X�_�o�*�Z�f  �U�o�<�
4?�Ž�Ò�ù�Ô�•

�,�9�6�J ��2 interface dot11radio { 0} �u'"���f�2�o�H�����,�é���f�2�o�H�����,  �&�f�H���!�X�_�o
�*�Z�f  �U�o�<�
4?�Ž�Ò�ù�Ô�•

�,�9�6�J ��3 world-mode ��
{ dot11d country_code code ��
{ both | indoor | outdoor} ��
| world-mode roaming | legacy}

�b�o�^�<  �U�o�<�
���@�o�I�^�æ�Ò�ù�Ô�•

 • 802.11d �b�o�^�<  �U�o�<�
���@�o�I�^�æ�Ô���æ�ê�”
dot11d ���J�*�Z�f�
�I
��Ò�ù�Ô�•

 – dot11d ���J�*�Z�f�
�I
��Ô���•�'�ê�” 2 �¥�<�é  ISO 
�Ö!ß� 9Ô�Ú�ã�Ã�ë�”&(�Ö�é  ISO �Ö!ß� �ê  US9Õ�
�I
�
�Ô����-Ð�Ç�½���ù�Ô�• ISO �Ö!ß� �é	û-é�ê�” ISO �é  
Web �(���;�â#Õ.z�â�È�ù�Ô�•

 – �Ö!ß� �é�ß�æ�” indoor�” outdoor�”�ù�Ú�ê  both �
�I

��Ò�á�”�b���W�_�,  �:�C���,�é2)'Î�
�0�o�Ô����-Ð
�Ç�½���ù�Ô�•

 • �*�,�&�å�ê�é�b�o�^�<  �U�o�<�
���@�o�I�^�æ�Ô���æ�ê�”
legacy ���J�*�Z�f�
�I
��Ò�ù�Ô�•

 • ���"�.�,  �P���f�;�
&î&ï"›�æ�b�o�^�<  �U�o�<�æ.3�o�Ô��
�æ�ê�” world-mode roaming ���J�*�Z�f�
�I
��Ò�ù�Ô�•

9Ô�H9Õ �å�ê�é�b�o�^�<  �U�o�<�

ö!ª�Ô���•�'�ê�” Aironet ��
�›�Ï(»�
���@�o�I�^�æ�Ô����-Ð�Ç�½���ù�Ô�Ç�”
802.11d �b�o�^�<  �U�o�<�é�•�'�” Aironet ���›�Ï(»�ê

�-Ð�â�Ô�• Aironet ���›�Ï(»�ê�:�H���^�;�â���@�o�I
�^�â�Ô�•

�,�9�6�J ��4 end  $�­  EXEC �U�o�<�æ�¯���ù�Ô�•

�,�9�6�J ��5 copy running-config startup-config 9Ô
›�ç9Õ�I
��]�ˆ�
�&�f�H���!�X�_�o�*�Z�f  �H�����^�æ�;�=�Ò
�ù�Ô�•
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%Y 9 %(     �u'"�é.3�o
  #t�¿�u'"�J�]���f�I�^�é�:���.�o�I�^
{�ã���@�o�I�^
{����
#t�¿�u'"�J�]���f�I�^�é�:���.�o�I�^
{�ã���@�o�I�^
{
�u'"�J�]���f�I�^9Ô �K�6�3�o �ã�ý�m�ë���ù�Ô9Õ�ê�”�b���W�_�,  �:�C���,�Å���î�"�\�����f�;  �:�C���,
�Ç�D�$�6�;�
1M���>�Ô��4Ù�æ��-Ð�å�±�Ž�
�=�û�”�D�$�6�;�é�55á�æ�½���:�o�2�é	û1ñ�â�Ô�•�u'"�J�]��
�f�I�^�
  long �ù�Ú�ê  short �æ.3�o�â�È�ù�Ô�•

 • short9æ#t�¿�J�]���f�I�^�
.3�o�Ô���ã�”�,�^�o�J�6�;�é�D�H���o�Q�f�,�Ç�0
��Ò�ù�Ô�•

 • long9æ43�¿�J�]���f�I�^�
.3�o�Ô���ã�”�b���W�_�,  �:�C���,�ã  Cisco Aironet Wireless LAN ���3
�J�2�é�Ô�ô�á�é�Ë�¼�U�:�^�ã�é
U�µ�H�Ç#Õ�;�Ð���ù�Ô�•�Î�����é�"�\�����f�;  �:�C���,�Ç�b���W
�_�,  �:�C���,�æ4P1j
ƒ�Ì�å�¿�•�'�ê�”#t�¿�J�]���f�I�^�

ö!ª�Ô����-Ð�Ç�½���ù�Ô�•

5 GHz �u'"�æ�ê�”#t�¿�u'"�J�]���f�I�^�ý43�¿�u'"�J�]���f�I�^�ý.3�o�â�È�ù�Ö���•

#t�¿�u'"�J�]���f�I�^�
�:���.�o�I�^�æ�Ô���æ�ê�” $�­  EXEC �U�o�<�
4?�Ž�Ò�á�4�é�»5Å�æ�å�Þ�á�Ê
�Û�Ð�¿�•

#t�¿�J�]���f�I�^�ê�:�H���^�;�â���@�o�I�^�â�Ô�•#t�¿�J�]���f�I�^�Ç�:���.�o�I�^�é�•�'�æ���@�o�I
�^�æ�Ô���æ�ê�” preamble-short �&�Q�f�<�

ö!ª�Ò�ù�Ô�•

1M���>���f�9�=�é.3�o
�b���W�_�,  �:�C���,�Ç�:�o�2�é1M���>�æ
ö!ª�Ô�����f�9�=�
1¬�ï�â�È�ù�Ô�•���>���f�9�=�Å���î1M�>
���f�9�=�é�ä�Ü���æ�ý�4�é  3 �ß�é���J�*�Z�f�Ç�½���ù�Ô�•

 • gain9æ&¿���ã�Ò�á�ç�����Ú���f�9�=  �%���f�
�:�*�L�^9Ô dB9Õ
±
Ï�â.3�o�Ò�ù�Ô�•

 • diversity9æ�Î�é�:�H���^�;.3�o�â�ê�”�b���W�_�,  �:�C���,�Ç�¨1¡�å�>� �
���>�Ô�����f�9�=�

ö!ª
�Ò�ù�Ô�•�b���W�_�,  �:�C���,�æ  2 �ß�é�Õ�o9Ô�������Ò
���9Õ�é���f�9�=�Ç�½���•�'�”1M���>
��Ç
�æ�Î�é.3�o�

ö!ª�Ô����-Ð�Ç�½���ù�Ô�•

 • right9æ�b���W�_�,  �:�C���,�æ�������Ò��(»�å���f�9�=�Ç�½���”7��%���f  ���f�9�=�
�b���W�_�,  �:
�C���,�é���¥�é�&�@�"�2�æ����
ƒ�Ì�á�¿���•�'�”1M���>
��Ç�æ�Î�é.3�o�

ö!ª�Ô����-Ð�Ç�½���ù
�Ô�•���¥�é���f�9�=�ã�ê�”�b���W�_�,  �:�C���,�é(›5Y�D�@�^�é�0�Æ�Þ�á���¥�æ�½���ù�Ô�•

 • left9æ�b���W�_�,  �:�C���,�æ�������Ò��(»�å���f�9�=�Ç�½���”7��%���f  ���f�9�=�
�b���W�_�,  �:
�C���,�é�À�¥�é�&�@�"�2�æ����
ƒ�Ì�á�¿���•�'�”1M���>
��Ç�æ�Î�é.3�o�

ö!ª�Ô����-Ð�Ç�½���ù
�Ô�•�À�¥�é���f�9�=�ã�ê�”�b���W�_�,  �:�C���,�é(›5Y�D�@�^�é�0�Æ�Þ�á�À�¥�æ�½���ù�Ô�•

�&�Q�f�< "á"›

�,�9�6�J ��1 configure terminal �#�`�o�C�^  �&�f�H���!�X�_�o�*�Z�f  �U�o�<�
4?�Ž�Ò�ù�Ô�•

�,�9�6�J ��2 interface dot11radio { 0 } 2.4 GHz �u'"���f�2�o�H�����,�é���f�2�o�H�����,  �&�f�H��
�!�X�_�o�*�Z�f  �U�o�<�
4?�Ž�Ò�ù�Ô�•

�,�9�6�J ��3 no preamble-short #t�¿�J�]���f�I�^�
�:���.�o�I�^�æ�Ò�”43�¿�J�]���f�I�^�

���@�o�I�^�æ�Ò�ù�Ô�•

�,�9�6�J ��4 end  $�­  EXEC �U�o�<�æ�¯���ù�Ô�•

�,�9�6�J ��5 copy running-config startup-config 9Ô
›�ç9Õ�I
��]�ˆ�
�&�f�H���!�X�_�o�*�Z�f  �H�����^�æ�;�=�Ò
�ù�Ô�•
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%Y 9 %(     �u'"�é.3�o������ ��������
  1M���>���f�9�=�é.3�o
�b���W�_�,  �:�C���,�â�:�o�2�é1M���>�æ
ö!ª�Ô�����f�9�=�
1¬�ï�Ô���æ�ê�” $�­  EXEC �U�o�<�
4?�Ž
�Ò�á�4�é�»5Å�æ�å�Þ�á�Ê�Û�Ð�¿�•

�&�Q�f�< "á"›

�,�9�6�J ��1 configure terminal �#�`�o�C�^  �&�f�H���!�X�_�o�*�Z�f  �U�o�<�
4?�Ž�Ò�ù�Ô�•

�,�9�6�J ��2 interface dot11radio { 0} �u'"���f�2�o�H�����,�é���f�2�o�H�����,  �&�f�H���!�X�_�o
�*�Z�f  �U�o�<�
4?�Ž�Ò�ù�Ô�• 802.11g/n 2.4 GHz �u'"�ê�”�u'"  
0 �â�Ô�•

�,�9�6�J ��3 gain dB �:�C���,�æ����
ƒ�Ì�����Ú���f�9�=�é&¿���ã�Ò�á�ç�������%
���f�
�0�o�Ò�ù�Ô�• -128 :*  128 dB �é�o�
�I
��Ò�ù�Ô�•��-Ð�æ
���Ó�á�” 1.5 �å�ä�é�Ê�™�P
•
��é�o�ý
ö!ª�â�È�ù�Ô�•

9Ô�H9Õ Cisco 860 �Å���î  Cisco 880 ISR �ê�” �������Ò�â�È�å�¿
�Õ�o���f�9�=�

ƒ�Ì�á�´*D�Ð���á�¿�ù�Ô�•�Î�����é�U
�:�^�æ���f�9�=  �%���f�
.3�o�â�È�ù�Ö���•

�,�9�6�J ��4 antenna receive��
{ diversity | left | right}

���>���f�9�=�
  diversity�” left�”�ù�Ú�ê  right �æ.3�o�Ò�ù�Ô�•

9Ô�H9Õ ���f�9�=�
  2 ��
ö!ª�Ò�á�¨1¡�å�D�H���o�Q�f�,�
�ç��
�æ�ê�”���>���f�9�=�é.3�o�
�:�H���^�;�é  diversity 
�é.3�o�é�ù�ù
ö!ª�Ò�á�Ê�Û�Ð�¿�•���f�9�=�Ç  1 ���é�•
�'�”���f�9�=�
���¥�æ����
ƒ�Ì�”���f�9�=�
  right  �æ
.3�o�Ò�ù�Ô�•

�,�9�6�J ��5 antenna transmit��
{ diversity | left | right}

1M�>���f�9�=�
  diversity�” left�”�ù�Ú�ê  right �æ.3�o�Ò�ù�Ô�•

9Ô�H9Õ ���f�9�=�
  2 ��
ö!ª�Ò�á�¨1¡�å�D�H���o�Q�f�,�
�ç��
�æ�ê�”���>���f�9�=�é.3�o�
�:�H���^�;�é  diversity 
�é.3�o�é�ù�ù
ö!ª�Ò�á�Ê�Û�Ð�¿�•���f�9�=�Ç  1 ���é�•
�'�”���f�9�=�
���¥�æ����
ƒ�Ì�”���f�9�=�
  right  �æ
.3�o�Ò�ù�Ô�•

�,�9�6�J ��6 end  $�­  EXEC �U�o�<�æ�¯���ù�Ô�•

�,�9�6�J ��7 copy running-config startup-config 9Ô
›�ç9Õ�I
��]�ˆ�
�&�f�H���!�X�_�o�*�Z�f  �H�����^�æ�;�=�Ò
�ù�Ô�•
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%Y 9 %(     �u'"�é.3�o
  Aironet ���›�Ï(»�é�:���.�o�I�^
{�Å���î���@�o�I�^
{������
Aironet ���›�Ï(»�é�:���.�o�I�^
{�Å���î���@�o�I�^
{
�:�H���^�;�â�ê�”�b���W�_�,  �:�C���,�ê�” Cisco Aironet 802.11 ���›�Ï(»�

ö!ª�Ò�á�” Cisco Aironet 
�"�\�����f�;  �:�C���,�é�Ï(»�
���´�Ò�”�b���W�_�,  �:�C���,�ã4P1j
ƒ�Ì�Ú�"�\�����f�;  �:�C���,4F�â
 $�o�é�».d�æ��-Ð�å�Ï(»�
�(�P�o�;�Ò�ù�Ô�•�4�é�Ï(»�
�(�P�o�;�Ô���æ�ê�” Aironet ���›�Ï(»�
���@�o
�I�^�æ�Ô����-Ð�Ç�½���ù�Ô�•

 • �`�o�<  �C�\�f�*�f�#9æ�b���W�_�,  �:�C���,�ê  Aironet ���›�Ï(»�

ö!ª�Ò�á�”�Y�o�)�™�”�F�6�;.‹
�� ¸�”�Å���î�>� �•�2�å�ä�é-Ð�Ã�æ�n�à�¿�á�”�@�6�;�b�o�"�ó�é�¨1¡�å�’&ï�
�­���Ô�����"�.�,  
�P���f�;�æ�"�\�����f�;  �:�C���,�
�’&ï�Ð�Ö�ù�Ô�•

 • Message Integrity Check9ÔMIC; �T�6�.�o�+�b�K�H�4���6�"9Õ 9æMIC �ê�”�F�6�;�H�]�6�J�y���ã�¿
�Á�g� 
{�D�$�6�;�ó�é�y���
4•�Ë1J
��é  WEP �.� �X�]�9���Ï(»�â�Ô�• MIC �ê�”�b���W�_�,  �:�C
���,�Å���î4P1j
ƒ�Ì�Ú�Ô�ô�á�é�"�\�����f�;  �:�C���,�æ�s-]�Ð���á�¿�á�”�D�$�6�;�Ç�w�Ñ���Ð��
�á�¿�å�¿�Î�ã�
.=�ÿ�Ô���Ú�ü�é�™�C���;�
�&�D�$�6�;�æ1J
��Ò�ù�Ô�•

 • Cisco Key Integrity Protocol9ÔCKIP9Õ9æ�*�,�&�é  WEP � �o'Î�µ�Û-��ê�” IEEE 802.11i �.� �X�]
�9��  �2�,�"  �#�^�o�J�æ���Þ�á"’-+�Ð���Ú�Ë�¼���^�'�]�-�S�æ�n�à�¿�á�¿�ù�Ô�•�¡�0�æ�n�à�Ê���^
�'�]�-�S�â�½��  Temporal Key Integrity Protocol9ÔTKIP9Õ�â�ê�” Aironet ���›�Ï(»�
���@�o�I�^�æ
�Ô����-Ð�ê�½���ù�Ö���•

 • �b�o�^�<  �U�o�<9Ô�å�ê�é�b�o�^�<  �U�o�<�Û�Ì9Õ9æ�å�ê�é�b�o�^�<  �U�o�<�Ç���@�o�I�^�æ�å�Þ�á�¿
���"�\�����f�;  �:�C���,�ê�”� �V�]��.3�o�±�Ž�
�b���W�_�,  �:�C���,�Æ�����>�Ò�”�&)D�é.3�o�

)D
G"›�æ.ž�›�Ò�ù�Ô�• 802.11d �b�o�^�<  �U�o�<�

ö!ª�Ô���•�'�” Aironet ���›�Ï(»�ê
�-Ð�â�Ô�•

 • 4P1j
ƒ�Ì�Ú�"�\�����f�;  �:�C���,�é5�
��_�L�^�é�Ù4¢9æ�"�\�����f�;  �:�C���,�Ç�b���W�_�,  �:�C
���,�æ4P1j
ƒ�Ì���ã�”�b���W�_�,  �:�C���,�ê�”�Ø�é�"�\�����f�;�æ�¨�".5�ˆ5�
��_�L�^�é.3�o�

1M�>�Ò�ù�Ô�•

Aironet ���›�Ï(»�
�:���.�o�I�^�æ�Ô���ã�”
�.%�é�Ï(»�ê�:���.�o�I�^�æ�å���ù�Ô�Ç�”�•�'�æ���Þ�á
�ê�”�*�,�&
•���é�"�\�����f�;  �:�C���,�æ�����b���W�_�,  �:�C���,�ó�é4P1j
ƒ�Ì�Ï(»�Ç�w���Ð�����Î
�ã�Ç�½���ù�Ô�•

Aironet ���›�Ï(»�ê�:�H���^�;�â���@�o�I�^�â�Ô�• Aironet ���›�Ï(»�
�:���.�o�I�^�æ�Ô���æ�ê�” $�­  
EXEC �U�o�<�
4?�Ž�Ò�á�4�é�»5Å�æ�å�Þ�á�Ê�Û�Ð�¿�•

Aironet ���›�Ï(»�Ç�:���.�o�I�^�é�•�'�æ���@�o�I�^�æ�Ô���æ�ê�” dot11 extension aironet �&�Q�f�<�


ö!ª�Ò�ù�Ô�•

�&�Q�f�< "á"›

�,�9�6�J ��1 configure terminal �#�`�o�C�^  �&�f�H���!�X�_�o�*�Z�f  �U�o�<�
4?�Ž�Ò�ù�Ô�•

�,�9�6�J ��2 interface dot11radio { 0} �u'"���f�2�o�H�����,�é���f�2�o�H�����,  �&�f�H���!�X�_�o
�*�Z�f  �U�o�<�
4?�Ž�Ò�ù�Ô�•

802.11g/n 2.4 GHz �u'"�ê�”�u'"  0 �â�Ô�•

�,�9�6�J ��3 no dot11 extension aironet Aironet ���›�Ï(»�
�:���.�o�I�^�æ�Ò�ù�Ô�•

�,�9�6�J ��4 end  $�­  EXEC �U�o�<�æ�¯���ù�Ô�•

�,�9�6�J ��5 copy running-config startup-config 9Ô
›�ç9Õ�I
��]�ˆ�
�&�f�H���!�X�_�o�*�Z�f  �H�����^�æ�;�=�Ò
�ù�Ô�•
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%Y 9 %(     �u'"�é.3�o������ ��������
  ���o�(�@�6�;  ���J�.�^
{���µ�Ç�|�é.3�o
���o�(�@�6�;  ���J�.�^
{���µ�Ç�|�é.3�o
�b���W�_�,  �:�C���,�Ç  802.3 �D�$�6�;
•���é�:�o�2  �D�$�6�;�
���>�Ò�Ú�•�'�”�b���W�_�,  �:�C���,
�ê�”���J�.�^
{���µ�Ç�|�

ö!ª�Ò�á�Ø�é�D�$�6�;�
  802.3 �D�$�6�;�æ���µ�Ô����-Ð�Ç�½���ù�Ô�•���µ�Ç
�|�æ�ê�4�é  2 $³6��Ç�½���ù�Ô�•

 • 802.1H9æ�Î�é�Ç�|�â�ê�”�*�,�&�é�b���W�_�,-~� �æ�¨1¡�å�D�H���o�Q�f�,�
�­���Ò�ù�Ô�•

 • RFC 10429æ�*�,�&  
•���é�b���W�_�,�Ï�z�ã�é"ç
U1‡!ª�H�
#Õ�;�Ô���æ�ê�”�Î�é.3�o�

ö!ª�Ò�ù�Ô�•
RFC 1042 �ê�” 802.1H �é"ç
U1‡!ª�H�é�Ñ�P�ê�­���Ò�ù�Ö���Ç�”
•�é-~1g�0�é�b���W�_�,�Ï�z�â
ö!ª
�Ð���ù�Ô�•

���J�.�^
{���µ�Ç�|�
.3�o�Ô���æ�ê�” $�­  EXEC �U�o�<�
4?�Ž�Ò�á�4�é�»5Å�æ�å�Þ�á�Ê�Û�Ð�¿�•

Public Secure Packet Forwarding �é���@�o�I�^
{�Å���î
�:���.�o�I�^
{

Public Secure Packet Forwarding9ÔPSPF9Õ�

ö!ª�Ò�á�”���"�.�,  �P���f�;�æ4P1j
ƒ�Ì�Ú�"�\�����f�;  
�:�C���,�Ç�”���"�.�,  �P���f�;�æ4P1j
ƒ�Ì�Ú�Î�é�"�\�����f�;  �:�C���,�ã
��H�ç�æ�H�����^�
�R�­�Ò
�Ú���”1b�>�Ò�Ú���Ô���Î�ã�
4•�É�ù�Ô�• PSPF �â�ê�”�"�\�����f�;  �:�C���,�ó�é���f�2�o�@�6�;  ���"
�.�,�
�­���Ò�ù�Ô�• LAN �é
•�é�Ï(»�ê�­���Ò�ù�Ö���•�Î�é�Ï(»�ê�”$è�ü�ÿ�"�G�t�]�å�ä�â�•.3�Ð���á
�¿���O-��u'"�@�6�;�b�o�"�â�Î%��Ü�ù�Ô�•

9Ô�H9Õ !ã�å�����"�.�,  �P���f�;�æ4P1j
ƒ�Ì�Ú�"�\�����f�;4F�â�é1b�>�
4•�Ë�æ�ê�”�b���W�_�,  �:�C���,�Ç�’
&ï�Ð���á�¿���,���6�4�æ�;/��P�o�;�
.3�o�Ô����-Ð�Ç�½���ù�Ô�•�;/��P�o�;�é.3�o�»5Å�æ�ß�¿�á�ê�”

�Ÿ�;/��P�o�;�é.3�o�  9ÔP.9-179Õ�

ó�–�Ò�á�Ê�Û�Ð�¿�•

�b���W�_�,  �:�C���,�â  Command-line Iinterface9ÔCLI: �&�Q�f�<�\���f  ���f�2�o�H�����,9Õ�

ö!ª�Ò
�á�” PSPF �
���@�o�I�^�Å���î�:���.�o�I�^�æ�Ô���æ�ê�”�I�]�6�+  �#�^�o�J�

ö!ª�Ò�ù�Ô�•�I�]�6�+  
�#�^�o�J�é.f&¦�ã�s-]�»5Å�æ�ß�¿�á�ê�”�4�é�Q�>�X���^�â#Õ.z�â�È�ù�Ô�•

 • �¡ Cisco IOS Bridging and IBM Networking Configuration Guide, Release 12.2�¢�•�ŸConfiguring 
Transparent Bridging� �é%(�

ó�–�Ô���æ�ê�”�4�é�]�f�"�
�"�]�6�"�Ò�ù�Ô�•  
http://www.cisco.com/en/US/docs/ios/12_2/ibm/configuration/guide/bcftb_ps1835_TSD_Products
_Configuration_Guide_Chapter.html

�&�Q�f�< "á"›

�,�9�6�J ��1 configure terminal �#�`�o�C�^  �&�f�H���!�X�_�o�*�Z�f  �U�o�<�
4?�Ž�Ò�ù�Ô�•

�,�9�6�J ��2 interface dot11radio { 0} �u'"���f�2�o�H�����,�é���f�2�o�H�����,  �&�f�H���!�X�_�o
�*�Z�f  �U�o�<�
4?�Ž�Ò�ù�Ô�• 802.11g/n 2.4 GHz �u'"�ê�”�u'"  
0 �â�Ô�•

�,�9�6�J ��3 payload-encapsulation ��
{ snap | dot1h}

���J�.�^
{���µ�Ç�|�
  RFC 10429Ôsnap9Õ�ù�Ú�ê 802.1h
9Ôdot1h�”�:�H���^�;.3�o9Õ�æ.3�o�Ò�ù�Ô�•

�,�9�6�J ��4 end  $�­  EXEC �U�o�<�æ�¯���ù�Ô�•

�,�9�6�J ��5 copy running-config startup-config 9Ô
›�ç9Õ�I
��]�ˆ�
�&�f�H���!�X�_�o�*�Z�f  �H�����^�æ�;�=�Ò
�ù�Ô�•
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%Y 9 %(     �u'"�é.3�o
  Public Secure Packet Forwarding �é���@�o�I�^
{�Å���î�:���.�o�I�^
{�� ����������
PSPF �ê�:�H���^�;�â�:���.�o�I�^�â�Ô�• PSPF �
���@�o�I�^�æ�Ô���æ�ê�” $�­  EXEC �U�o�<�
4?�Ž�Ò
�á�4�é�»5Å�æ�å�Þ�á�Ê�Û�Ð�¿�•

PSPF �
�:���.�o�I�^�æ�Ô���æ�ê�” bridge group �&�Q�f�<�é  no �»�|�

ö!ª�Ò�ù�Ô�•

�;/��P�o�;�é.3�o

�b���W�_�,  LAN 
��â!ã�å�����"�.�,  �P���f�;�æ4P1j
ƒ�Ì�Ú�"�\�����f�;  �:�C���,4F�â�é1b�>�
4•�Ë
�æ�ê�”�b���W�_�,  �:�C���,�Ç�’&ï�Ð���Ú�,���6�4�é�;/��P�o�;�
.3�o�Ô����-Ð�Ç�½���ù�Ô�•

�,���6�4�é�P�o�;�
�;/��P�o�;�ã�Ò�á�o'õ�Ô���æ�ê�” $�­  EXEC �U�o�<�
4?�Ž�Ò�á�4�é�»5Å�æ�å�Þ�á
�Ê�Û�Ð�¿�•

�;/��P�o�;�
�:���.�o�I�^�æ�Ô���æ�ê�” no switchport protected �&�Q�f�<�

ö!ª�Ò�ù�Ô�•

�;/��P�o�;�Å���î�P�o�;  �I�`�6� �f�#�é.f&¦�æ�ß�¿�á�ê�” �¡ Catalyst 3550 Multilayer Switch Software 
Configuration Guide, 12.1(12c)EA1�¢�é�Ÿ Configuring Port-Based Traffic Control� �é%(�

ó�–�Ò�á�Ê
�Û�Ð�¿�•�Î�é�����<�

ó�–�Ô���æ�ê�”�4�é�]�f�"�
�"�]�6�"�Ò�ù�Ô�•

http://www.cisco.com/en/US/docs/switches/lan/catalyst3550/software/release/12.1_12c_ea1/configurat
ion/guide/3550scg.html

�&�Q�f�< "á"›

�,�9�6�J ��1 configure terminal �#�`�o�C�^  �&�f�H���!�X�_�o�*�Z�f  �U�o�<�
4?�Ž�Ò�ù�Ô�•

�,�9�6�J ��2 interface dot11radio { 0} �u'"���f�2�o�H�����,�é���f�2�o�H�����,  �&�f�H���!�X�_�o
�*�Z�f  �U�o�<�
4?�Ž�Ò�ù�Ô�• 802.11g/n 2.4 GHz �u'"�ê�”�u'"  
0 �â�Ô�•

�,�9�6�J ��3 bridge-group group port-protected PSPF �
���@�o�I�^�æ�Ò�ù�Ô�•

�,�9�6�J ��4 end  $�­  EXEC �U�o�<�æ�¯���ù�Ô�•

�,�9�6�J ��5 copy running-config startup-config 9Ô
›�ç9Õ�I
��]�ˆ�
�&�f�H���!�X�_�o�*�Z�f  �H�����^�æ�;�=�Ò
�ù�Ô�•

�&�Q�f�< "á"›

�,�9�6�J ��1 configure terminal �#�`�o�C�^  �&�f�H���!�X�_�o�*�Z�f  �U�o�<�
4?�Ž�Ò�ù�Ô�•

�,�9�6�J ��2 interface interface-id ���f�2�o�H�����,  �&�f�H���!�X�_�o�*�Z�f  �U�o�<�
4?�Ž�Ò�ù
�Ô�• wlan-gigabitethernet0 �å�ä�”.3�o�Ô���,���6�4  �P�o�;  
���f�2�o�H�����,�é�2���J�ã!ß� �
�I
��Ò�ù�Ô�•

�,�9�6�J ��3 switchport protected �;/��P�o�;�æ�Ô�����f�2�o�H�����,�
.3�o�Ò�ù�Ô�•

�,�9�6�J ��4 end  $�­  EXEC �U�o�<�æ�¯���ù�Ô�•

�,�9�6�J ��5 show interfaces interface-id 
switchport

�I
��]�ˆ�
#Õ.z�Ò�ù�Ô�•

�,�9�6�J ��6 copy running-config startup-config 9Ô
›�ç9Õ�I
��]�ˆ�
�&�f�H���!�X�_�o�*�Z�f  �H�����^�æ�;�=�Ò
�ù�Ô�•
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%Y 9 %(     �u'"�é.3�o������ ��������
  �F�o�&�f�¼4F�Å���î  DTIM �é.3�o
�F�o�&�f�¼4F�Å���î  DTIM �é.3�o
�F�o�&�f�¼4F�ê�”���"�.�,  �P���f�;�é�F�o�&�f4F�é�(4F9Ô� �`�Q���"�`$}9Õ�â�Ô�• 1 � �`�Q���"�`$}
�ê�” 1,024 �Q���"�`$}�â�Ô�•�:�o�2  �F�o�&�f  �_�o�;�ê�ñ�æ�F�o�&�f�¼4F�é�Z�™�ã�å���”�F�o�&�f�Ç  
Delivery Traffic Indication Message9ÔDTIM9Õ�
�=�û5ë�2�
�ÿ�o�Ò�ù�Ô�• DTIM �ê�”�D�$�6�;�Ç�Ù�Þ�á
�¿��"í5�
��é�"�\�����f�;  �:�C���,�
$��Ò�ù�Ô�•

�Ú�ã�Ã�ë�”�F�o�&�f�¼4F�Ç�:�H���^�;.3�o�é  100 �â.3�o�Ð���á�¿�á�”�:�o�2  �F�o�&�f  �_�o�;�Ç�:�H��
�^�;.3�o�é  2 �â.3�o�Ð���á�¿���•�'�”�b���W�_�,  �:�C���,�ê�” 200 � �`�Q���"�`$}�Ï�ã�æ  DTIM �
�=
�û�F�o�&�f�
1M�>�Ò�ù�Ô�•

�:�H���^�;�é�F�o�&�f�¼4F�ê  100 �â�”�:�H���^�;�é  DTIM �ê  2 �â�Ô�•�F�o�&�f�¼4F�Å���î  DTIM �
.3
�o�Ô���æ�ê�” $�­  EXEC �U�o�<�
4?�Ž�Ò�á�4�é�»5Å�æ�å�Þ�á�Ê�Û�Ð�¿�•

1M�>-Ð�Þ9ÔRTS9Õ�Ò�È�¿�o�Å���î�]�;�\���Á�™�é.3�o
Request To Send9ÔRTS; 1M�>-Ð�Þ9Õ�Ò�È�¿�o�ê�”�b���W�_�,  �:�C���,�Ç�D�$�6�;�
1M�>�Ô���è�æ  RTS 
�
"’-��Ô���ã�È�é�D�$�6�;  �(���-�
�ÿ�o�Ò�ù�Ô�• RTS �Ò�È�¿�o�
�Ê�Ð�Ê.3�o�Ô���ã�”���™�é�"�\����
�f�;  �:�C���,�Ç�b���W�_�,  �:�C���,�æ4P1j
ƒ�Ì�����á�¿��5Ô�^�”�ù�Ú�ê�"�\�����f�;�Ç1™�Ê5����á�¿
�á�”�Î�é�b���W�_�,  �:�C���,�Ò�Æ���´�Ð���Õ�”
U�¿�æ���´�â�È�å�¿5Ô�^�â�ê�­!ª�å�•�'�Ç�½���ù�Ô�•
.3�o�ê  0 :*  2347 �C���;�é%¸�Ð�â�I
��â�È�ù�Ô�•

�¨�"  RTS �]�;�\���Á�™�ê�”�b���W�_�,  �:�C���,�Ç�u'"�

z�Ò�Ú�D�$�6�;1M�>�é.\-��

��[�Ô���ù�â�æ  
RTS �
"’-��Ô���¨�"�Á�™�â�Ô�• 1 :*  128 �é�o�
�I
��Ò�ù�Ô�•

�Ô�ô�á�é���"�.�,  �P���f�;�Å���î�I�]�6�+�é�:�H���^�;�é  RTS �Ò�È�¿�o�ê  2347 �â�”�:�H���^�;�é�¨
�"  RTS �]�;�\���Á�™�é.3�o�ê  32 �â�Ô�•

�&�Q�f�< "á"›

�,�9�6�J ��1 configure terminal �#�`�o�C�^  �&�f�H���!�X�_�o�*�Z�f  �U�o�<�
4?�Ž�Ò�ù�Ô�•

�,�9�6�J ��2 interface dot11radio { 0} �u'"���f�2�o�H�����,�é���f�2�o�H�����,  �&�f�H���!�X�_�o
�*�Z�f  �U�o�<�
4?�Ž�Ò�ù�Ô�• 802.11g/n 2.4 GHz �u'"�ê�”�u'"  
0 �â�Ô�•

�,�9�6�J ��3 beacon period value �F�o�&�f�¼4F�
.3�o�Ò�ù�Ô�•�o�ê� �`�Q���"�`$}
±
Ï�â�I
�
�Ò�ù�Ô�•

�,�9�6�J ��4 beacon dtim-period value DTIM �
.3�o�Ò�ù�Ô�•�o�ê� �`�Q���"�`$}
±
Ï�â�I
��Ò�ù�Ô�•

�,�9�6�J ��5 end  $�­  EXEC �U�o�<�æ�¯���ù�Ô�•

�,�9�6�J ��6 copy running-config startup-config 9Ô
›�ç9Õ�I
��]�ˆ�
�&�f�H���!�X�_�o�*�Z�f  �H�����^�æ�;�=�Ò
�ù�Ô�•
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%Y 9 %(     �u'"�é.3�o
  �¨�"�:�o�2  �]�;�\���Á�™�é.3�o������
RTS �Ò�È�¿�o�Å���î�¨�"  RTS �]�;�\���Á�™�
.3�o�Ô���æ�ê�” $�­  EXEC �U�o�<�
4?�Ž�Ò�á�4�é�»5Å�æ
�å�Þ�á�Ê�Û�Ð�¿�•

RTS .3�o�
�:�H���^�;�æ�]�.�6�;�Ô���æ�ê�” rts �&�Q�f�<�é  no �»�|�

ö!ª�Ò�ù�Ô�•

�¨�"�:�o�2  �]�;�\���Á�™�é.3�o
�¨�"�:�o�2  �]�;�\���Á�™�é.3�o�ê�”�b���W�_�,  �:�C���,�Ç�D�$�6�;�
�<�`�6�J�Ô���ù�â�æ�D�$�6�;1M
�>�
.\-��Ô���Á�™�
�ÿ�o�Ò�ù�Ô�•�:�H���^�;.3�o�ê  32 �â�Ô�•

�¨�"�:�o�2  �]�;�\���Á�™�
.3�o�Ô���æ�ê�” $�­  EXEC �U�o�<�
4?�Ž�Ò�á�4�é�»5Å�æ�å�Þ�á�Ê�Û�Ð�¿�•

.3�o�
�:�H���^�;�æ�]�.�6�;�Ô���æ�ê�” packet retries �&�Q�f�<�é  no �»�|�

ö!ª�Ò�ù�Ô�•

�&�Q�f�< "á"›

�,�9�6�J ��1 configure terminal �#�`�o�C�^  �&�f�H���!�X�_�o�*�Z�f  �U�o�<�
4?�Ž�Ò�ù�Ô�•

�,�9�6�J ��2 interface dot11radio { 0} �u'"���f�2�o�H�����,�é���f�2�o�H�����,  �&�f�H���!�X�_�o
�*�Z�f  �U�o�<�
4?�Ž�Ò�ù�Ô�• 2.4 GHz �u'"�Å���î  802.11g/n 
2.4 GHz �u'"�ê�”�u'"  0 �â�Ô�•

�,�9�6�J ��3 rts threshold value RTS �Ò�È�¿�o�
.3�o�Ò�ù�Ô�• RTS �Ò�È�¿�o�
  0 :*  2347 �é%¸
�Ð�â�I
��Ò�ù�Ô�•

�,�9�6�J ��4 rts retries value �¨�"  RTS �]�;�\���Á�™�
.3�o�Ò�ù�Ô�• 1 :*  128 �é�o�
�I
��Ò
�ù�Ô�•

�,�9�6�J ��5 end  $�­  EXEC �U�o�<�æ�¯���ù�Ô�•

�,�9�6�J ��6 copy running-config startup-config 9Ô
›�ç9Õ�I
��]�ˆ�
�&�f�H���!�X�_�o�*�Z�f  �H�����^�æ�;�=�Ò
�ù�Ô�•

�&�Q�f�< "á"›

�,�9�6�J ��1 configure terminal �#�`�o�C�^  �&�f�H���!�X�_�o�*�Z�f  �U�o�<�
4?�Ž�Ò�ù�Ô�•

�,�9�6�J ��2 interface dot11radio { 0} �u'"���f�2�o�H�����,�é���f�2�o�H�����,  �&�f�H���!�X�_�o
�*�Z�f  �U�o�<�
4?�Ž�Ò�ù�Ô�• 802.11g/n 2.4 GHz �u'"�ê�”�u'"  
0 �â�Ô�•

�,�9�6�J ��3 packet retries value �¨�"�:�o�2  �]�;�\���Á�™�
.3�o�Ò�ù�Ô�• 1 :*  128 �é�o�
�I
�
�Ò�ù�Ô�•

�,�9�6�J ��4 end  $�­  EXEC �U�o�<�æ�¯���ù�Ô�•

�,�9�6�J ��5 copy running-config startup-config 9Ô
›�ç9Õ�I
��]�ˆ�
�&�f�H���!�X�_�o�*�Z�f  �H�����^�æ�;�=�Ò
�ù�Ô�•
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%Y 9 %(     �u'"�é.3�o������ ��������
  �H�\�#�T�f�9�o�*�Z�f�Ò�È�¿�o�é.3�o
�H�\�#�T�f�9�o�*�Z�f�Ò�È�¿�o�é.3�o
�H�\�#�T�f�9�o�*�Z�f�Ò�È�¿�o�ê�”�D�$�6�;�
�¿ �
{�Ô��9Ô�í�ã�Æ�Ú�ù���â1M�>�Ô���é�â�ê�å�Ê-„�™�æ
�½�Ì�á1M�>�Ô��9Õ�ã�È�é�(���-�
�ÿ�o�Ò�ù�Ô�•1b�> A���é�¡�¿5Ô�^�ÿ�u'"�é���ä�Ç5V�ñ�æ���¿�•�²�â
�ê�”
Ð�¿.3�o�

ö!ª�Ò�ù�Ô�•�:�H���^�;.3�o�ê  2346 �C���;�â�Ô�•

�H�\�#�T�f�9�o�*�Z�f�Ò�È�¿�o�
.3�o�Ô���æ�ê�” $�­  EXEC �U�o�<�
4?�Ž�Ò�á�4�é�»5Å�æ�å�Þ�á�Ê�Û
�Ð�¿�•

.3�o�
�:�H���^�;�æ�]�.�6�;�Ô���æ�ê�” fragment-threshold �&�Q�f�<�é  no �»�|�

ö!ª�Ò�ù�Ô�•

802.11g �u'"�é#t�¿�,�`�6�;�(4F�é���@�o�I�^
{
#t�¿�,�`�6�;�(4F�
���@�o�I�^�æ�Ò�á�” 802.11g 2.4 GHz �u'"�é�,�^�o�J�6�;�

��Í���Î�ã�Ç�â�È�ù
�Ô�•�,�`�6�;�(4F�
�¡�0�é  20 �Q���"�`$}�Æ��  9 �Q���"�`$}�é#t�¿�,�`�6�;�(4F�æ�Ô���ã�”�K
Õ�é�C�6
�"���H�Ç�ë�Ë�Ô���Ú�ü�”�,�^�o�J�6�;�Ç�0
��Ò�ù�Ô�•�C�6�"���H�ê�”�,�`�6�;�(4F�é�Z�™�â�½���”�,
�9�o�*�Z�f�Ç  LAN 
��â�D�$�6�;�
1M�>�Ô���ù�â�Ù�Ï�Ô���\�f�3�S�å43�Ð�é�(4F�â�Ô�•

#t�¿�,�`�6�;�(4F�ê�” 802.11g �u'"�é���Ê�â�(�P�o�;�Ð���á�¿�ù�Ô�Ç�”	û1ñ�(�P�o�;�Ò�á�¿�å�¿�ý�é�ý
�½���ù�Ô�•#t�¿�,�`�6�;�(4F�
���@�o�I�^�æ�Ò�Ú�•�'�”�b���W�_�,  �:�C���,�Ç#t�¿�,�`�6�;�(4F�

ö
!ª�Ô���é�ê�” 802.11g 2.4 GHz �u'"�æ4P1j
ƒ�Ì�Ú�Ô�ô�á�é�"�\�����f�;�Ç#t�¿�,�`�6�;�(4F�
�(�P�o�;
�Ò�á�¿���ã�È�Û�Ì�â�Ô�•

#t�¿�,�`�6�;�(4F�
�(�P�o�;�Ô���é�ê�” 802.11g 2.4 GHz �u'"�Û�Ì�â�Ô�•#t�¿�,�`�6�;�(4F�ê�:�H���^
�;�â�:���.�o�I�^�â�Ô�•

#t�¿�,�`�6�;�(4F�
���@�o�I�^�æ�Ô���æ�ê�”�u'"���f�2�o�H�����,  �U�o�<�â  short-slot-time �&�Q�f�<
�
�I
��Ò�ù�Ô�•

ap(config-if)# short-slot-time ��

#t�¿�,�`�6�;�(4F�
�:���.�o�I�^�æ�Ô���æ�ê�” no short-slot-time �&�Q�f�<�

ö!ª�Ò�ù�Ô�•

�&�Q�f�< "á"›

�,�9�6�J ��1 configure terminal �#�`�o�C�^  �&�f�H���!�X�_�o�*�Z�f  �U�o�<�
4?�Ž�Ò�ù�Ô�•

�,�9�6�J ��2 interface dot11radio { 0} �u'"���f�2�o�H�����,�é���f�2�o�H�����,  �&�f�H���!�X�_�o
�*�Z�f  �U�o�<�
4?�Ž�Ò�ù�Ô�• 802.11g/n �é  2.4 GHz �u'"�Å��
�î  5 GHz �u'"�ê�”�u'"  0 �â�Ô�•

�,�9�6�J ��3 fragment-threshold value �H�\�#�T�f�9�o�*�Z�f�Ò�È�¿�o�
.3�o�Ò�ù�Ô�• 2.4 GHz �u'"�é
�•�'�ê�” 256 :*  2346 �C���;�é�o�
�I
��Ò�ù�Ô�• 5 GHz �u'"�é
�•�'�ê�” 256 :*  2346 �C���;�é�o�
�I
��Ò�ù�Ô�•

�,�9�6�J ��4 end  $�­  EXEC �U�o�<�æ�¯���ù�Ô�•

�,�9�6�J ��5 copy running-config startup-config 9Ô
›�ç9Õ�I
��]�ˆ�
�&�f�H���!�X�_�o�*�Z�f  �H�����^�æ�;�=�Ò
�ù�Ô�•
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%Y 9 %(     �u'"�é.3�o
  � �V�]��.d
����O�é�s-�����
� �V�]��.d
����O�é�s-�
� �V�]��.d
����O�
�s-��Ò�á�”�b���W�_�,  �4�V�@�^�é�u'"�t
G�
�4���6�"�â�È�ù�Ô�•� �V�]��.d
���
�O�é4Ù�”�b���W�_�,  �:�C���,�ê�”� �V�]�����O�
�s�É�Ò�á�Ø�é���O&¿���
-+$��Ô���ù�â�é  4 $}4F�ê�”
�b���W�_�,  �@�6�;�b�o� �f�#  �:�C���,�ã�é�Ô�ô�á�é4P1j
ƒ�Ì�
#•�È�Ò�ù�Ô�•

� �V�]��.d
����O�
�s-��Ô���æ�ê�” $�­  EXEC �U�o�<�â�Î�é�&�Q�f�<�
�I
��Ò�ù�Ô�•

dot11 interface-number  carrier busy ��

2.4 GHz �u'"�â���O�
�s-��Ô���æ�ê�” interface-number �æ dot11radio 0 �
�I
��Ò�ù�Ô�•

� �V�]��.d
����O�é&¿���
�c-+$��Ô���æ�ê�” show dot11 carrier busy �&�Q�f�<�

ö!ª�Ò�ù�Ô�•

VoIP �D�$�6�;�£!��é.3�o
Class of Service9ÔCoS; �(�o�F�,  �"�\�,9Õ 59Ô�F�:��9Õ�Å���î  CoS 69Ô5¸�ÿ9Õ�é�Y�o�)���55Å
Ï�æ�»�Ò
�á1ƒ�g�Ç����#t�Ê�å�����Á�æ  802.11 MAC 
G
Þ�
�0
��Ð�Ö���Î�ã�â�”���"�.�,  �P���f�;�é�u'"�½�Ú��
�é  VoIP �D�$�6�;�£!��é� /°�
7��ü���Î�ã�Ç�â�È�ù�Ô�•

���"�.�,  �P���f�;�é  VoIP �D�$�6�;�£!��
.3�o�Ô���æ�ê�”�4�é�»5Å�æ�å�Þ�á�Ê�Û�Ð�¿�•

�,�9�6�J ��1 �I�\���)�

ö!ª�Ò�á�”���"�.�,  �P���f�;�æ�`�#���f�Ò�ù�Ô�•

�,�9�6�J ��2 Web �I�\���)  ���f�2�o�H�����,�é�À�¥�æ�½���2�,�"  �T�>�X�o�â  [Services] �
�"�]�6�"�Ò�ù�Ô�•

�,�9�6�J ��3 �(�o�F�,�é�]�,�;�Ç�÷4?�Ð���Ú���” [Stream] �
�"�]�6�"�Ò�ù�Ô�•

[Stream] �M�o�+�Ç-+$��Ð���ù�Ô�•

�,�9�6�J ��4 .3�o�Ô���u'"�é�2�I�
�"�]�6�"�Ò�ù�Ô�•

�,�9�6�J ��5 CoS 59Ô�F�:��9Õ�ã  CoS 69Ô5¸�ÿ9Õ�é�Y�o�)���55Å
Ï�é
��Ç�æ�” [Packet Handling] �<�`�6�J�3���f  �T
�>�X�o�Æ��  [Low Latency] �
1¬�ï�Ò�”�D�$�6�;#•�È�ù�â�é�¨�"�]�;�\���Á�™�
.e�°�H���o�^�<�æ�I
��Ò
�ù�Ô�•

�¨�"�]�;�\���Á�™�é�:�H���^�;�o�ê�” [Low Latency]�é.3�o�â  3 �â�Ô9Ô�Ñ��19Õ�•�Î�é�o�ê�”���"�.�,  �P
���f�;�Ç�Ê�,�D�$�6�;�
#•�È�Ô���ù�â�æ��&•�
.\-��Ô���Á�™�
$��Ò�ù�Ô�•
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%Y 9 %(     �u'"�é.3�o������ ��������
  VoIP �D�$�6�;�£!��é.3�o
�Ñ��1 �D�$�6�;�£!�.3�o

9Ô�H9Õ CoS 49Ô�Ù�î�Ð���Ú/v*D9Õ�é�Y�o�)���55Å
Ï�Å���î�Ø�é�¨�"�]�;�\���Á�™�ý.3�o�â�È�ù�Ô�•

�,�9�6�J ��6 [Apply]  �
�"�]�6�"�Ò�ù�Ô�•

CLI �

ö!ª�Ò�á�” VoIP �D�$�6�;�£!��
.3�o�Ô���Î�ã�ý�â�È�ù�Ô�• CLI �

ö!ª�Ò�á  VoIP �D�$�6�;�£!�
�
.3�o�Ô���Ú�ü�é  Cisco IOS �&�Q�f�<�é	û-é�æ�ß�¿�á�ê�” �¡ Cisco IOS Command Reference for Cisco 
Aironet Access Points and Bridges�¢�

ó�–�Ò�á�Ê�Û�Ð�¿�•
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C H A P T E R 10

�b���W�_�,  �:�C���,�é%¤!�

�Î�é�U�+�X�o�^�â�ê�”�4�é�b���W�_�,  �:�C���,%¤!��2�,�"�æ�ß�¿�á.‘�ÿ�Ò�ù�Ô�•

�b���W�_�,  �:�C���,�ó�é���"�.�,�é�.� �X�]�9���•
{

 • �Ÿ�U�o�<  �O�2�f�Ï(»�é�:���.�o�I�^
{�  9ÔP.10-29Õ

 • �Ÿ���"�.�,  �P���f�;�ó�é
��\���"�.�,�é4•�[�  9ÔP.10-39Õ

 • �Ÿ $�­  EXEC �&�Q�f�<�ó�é���"�.�,�é�;/��  9ÔP.10-39Õ

 • �ŸRADIUS �â�é���"�.�,  �P���f�;  ���"�.�,�é�Ù�î�  9ÔP.10-119Õ

 • �ŸTACACS+ �â�é���"�.�,  �P���f�;  ���"�.�,�é�Ù�î�  9ÔP.10-169Õ

���"�.�,  �P���f�;  �B�o�<�������Å���î�0�H�;�������é%¤!�

 • �Ÿ�b���W�_�,  �B�o�<�������Å���î�0�H�;�������é%¤!��  9ÔP.10-199Õ

 – �Ÿ�b���W�_�,  �:�C���,�é�¿�•�´*D�(�é�:�H���^�;.3�o�ó�é�]�.�6�;�  9ÔP.10-199Õ

 – �Ÿ�b���W�_�,  �:�C���,�é�c/à
G�  9ÔP.10-199Õ

 – �Ÿ�b���W�_�,  �:�C���,�é�U�>�2�]�f�#�  9ÔP.10-209Õ

 • �Ÿ�*�,�9�S�é�(�Þ�ã�ã
ƒ�é%¤!��  9ÔP.10-209Õ

 • �Ÿ�*�,�9�S�,�Å���î�J�`�f�J�;�é.3�o�  9ÔP.10-269Õ

 • �Ÿ�C�=�o�é
Þ�‘�  9ÔP.10-299Õ

�b���W�_�,  �:�C���,1b�>�é%¤!�

 • �Ÿ���o�(�@�6�;�é1f�2�Å���î�:�X�J�_�6�"�,�é.3�o�  9ÔP.10-319Õ

 • �Ÿ�b���W�_�,  �@�6�;�b�o�"%¤!��é���"�.�,�P���f�;�é.3�o�  9ÔP.10-319Õ

 • �Ÿ�`�o���^.z.=�Å���î.5���é���"�.�,  �P���f�;�é.3�o�  9ÔP.10-329Õ

 • �Ÿ.z.=� �V�6�*�X�Å���î�J�`�H�����^�é.3�o�  9ÔP.10-339Õ

 • �ŸDHCP �(�o�F�,�
�­���Ô�����"�.�,  �P���f�;�é.3�o�  9ÔP.10-369Õ

 • �Ÿ�.� �X��  �*���^�é���"�.�,  �P���f�;�é.3�o�  9ÔP.10-399Õ

 • �Ÿ�"�\�����f�;  ARP � �V�6�*�f�#�é.3�o�  9ÔP.10-409Õ

 • �Ÿ�P���f�;�7�o�Q�^�4�P���f�;  �I�]�6�+�é-„�™�é  VLAN �Å���î�_�o�;�Ù4¢�é.3�o�  9ÔP.10-419Õ
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%Y 10 %(     �b���W�_�,  �:�C���,�é%¤!������� �������� ��
  �U�o�<  �O�2�f�Ï(»�é�:���.�o�I�^
{
�U�o�<  �O�2�f�Ï(»�é�:���.�o�I�^
{
[no] boot mode-button �&�Q�f�<�

ö!ª�Ò�á�”�b���W�_�,  �:�C���,�é�U�o�<  �O�2�f�
�:���.�o�I�^�æ
�Ô���Î�ã�Ç�â�È�ù�Ô�•

�H�ç �Î�é�&�Q�f�<�

ö!ª�Ô���ã�”�D�,�b�o�<�Á�ó�Ç�:���.�o�I�^�æ�å���ù�Ô�•�Î�é�&�Q�f�<�
�I
��Ò�Ú
�ß�â�”���"�.�,  �P���f�;�é $�­  EXEC �U�o�<  �D�,�b�o�<�
&—�,�Ò�Ú�•�'�” Cisco Technical 
Assistance Center9ÔTAC9Õ�æ�ç�¿�'�Ö�á�”���"�.�,  �P���f�;  Command Line Interface9ÔCLI; �&�Q
�f�<�\���f  ���f�2�o�H�����,9Õ�ó�é���"�.�,�
�c�î���ç�Ô����-Ð�Ç�½���ù�Ô�•

9Ô�H9Õ �b���W�_�,  �:�C���,�
�c/à
G�Ô���æ�ê�”�^�o�2�é  Cisco IOS CLI �Æ��  service-module wlan-ap reset 
�&�Q�f�<�

ö!ª�Ò�ù�Ô�•�Î�é�&�Q�f�<�æ�ß�¿�á�ê�” �Ÿ�b���W�_�,  �:�C���,�é�c/à
G�  9ÔP.10-199Õ�

ó�–
�Ò�á�Ê�Û�Ð�¿�•

�U�o�<  �O�2�f�ê�”�:�H���^�;�â���@�o�I�^�æ�Ð���á�¿�ù�Ô�•���"�.�,  �P���f�;�é�U�o�<  �O�2�f�
�:��
�.�o�I�^�æ�Ô���æ�ê�” $�­  EXEC �U�o�<�Æ���”�4�é
Þ�:�
-��¿�ù�Ô�•

 $�­  EXEC �U�o�<�â  show boot �ù�Ú�ê  show boot mode-button �&�Q�f�<�
�s-��Ò�á�”�U�o�<  �O�2�f
�é�,�9�o�2�,�
�4���6�"�â�È�ù�Ô�•�,�9�o�2�,�ê�”�s-��&�f�H���!�X�_�o�*�Z�f�æ�ê-+$��Ð���ù�Ö���•
�4�æ�” show boot �Å���î  show boot mode-button �&�Q�f�<�æ�»�Ô��1b�ñ�é��%u�
$��Ò�ù�Ô�•

ap# show boot ��
BOOT path-list: flash:/c1200-k9w7-mx-v123_7_ja.20050430/c1200-k9w7-mx.v123_7_ja.20050430 ��
Config file: flash:/config.txt ��
Private Config file: flash:/private-config ��
Enable Break: no ��
Manual boot:no ��
Mode button:on ��
Enable IOS break: no ��
HELPER path-list: ��
NVRAM/Config file ��

buffer size: 32768 ��
��
ap#show boot mode-button ��
on��
ap#

9Ô�H9Õ  $�­  EXEC �D�,�b�o�<�
.z/��Ò�á�¿��4¢���” boot mode-button �&�Q�f�<�

ö!ª�Ò�á�”�U�o�<�O�2�f�

1b�ñ�é
G
Þ�æ�¯�Ô�Î�ã�Ç�â�È�ù�Ô�•

�&�Q�f�< "á"›

�,�9�6�J ��1 configure terminal �#�`�o�C�^  �&�f�H���!�X�_�o�*�Z�f  �U�o�<�
4?�Ž�Ò�ù�Ô�•

�,�9�6�J ��2 no boot mode-button ���"�.�,  �P���f�;�é�U�o�<  �O�2�f�
�:���.�o�I�^�æ�Ò�ù�Ô�•

�,�9�6�J ��3 end  $�­  EXEC �U�o�<�æ�¯���ù�Ô�•

9Ô�H9Õ �&�f�H���!�X�_�o�*�Z�f�
�;�=�Ô����-Ð�ê�½���ù�Ö���•
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%Y 10 %(     �b���W�_�,  �:�C���,�é%¤!�
  ���"�.�,  �P���f�;�ó�é
��\���"�.�,�é4•�[������
���"�.�,  �P���f�;�ó�é
��\���"�.�,�é4•�[

��\�Y�o�)�Ç�”�b���W�_�,  �:�C���,�
�c.3�o�Ò�Ú���”.3�o�±�Ž�
-+$��Ò�Ú���â�È�å�¿���Á�æ4•�[�â�È
�ù�Ô�•1b�ñ�”�@�6�;�b�o�"%¤!�(*�ê�”�b���W�_�,  �:�C���,�æ���"�.�,�â�È�”�`�o���^  �@�6�;�b�o�"�]
�Æ��%5�Ã�ù�Ú�ê�b�o�"�,�9�o�*�Z�f�

z�Ò�á�’&ï�Ô���Y�o�)�æ���"�.�,�
�Ù4¢�Ò�ù�Ô�•

�b���W�_�,  �:�C���,�ó�é
��\���"�.�,�
4•�[�Ô���æ�ê�”�4�é�¿�Õ���Æ�é�.� �X�]�9���Ï(»�
.3�o�Ò
�ù�Ô�•

 • �b���W�_�,  �:�C���,�æ�`�o���^�â�;�=�Ð�����”�Y�o�)�,�Å���î�D�,�b�o�<�é�M���•�Î�����é�M��
�ê�”�Y�o�)�é�b���W�_�,  �:�C���,�ó�é���"�.�,�
.5���Ô���è�æ�”�&�Y�o�)�
.z.=�Ò�ù�Ô�•�ù�Ú�”
 $�o�é�­4¢�_�L�^9Ô.’�ú�����¾!ª�ù�Ú�ê.’�ú���� / � �È1��ú9Õ�
�&�Y�o�)�,�ã�D�,�b�o�<�é�M���æ

����°�á���Î�ã�Ç�â�È�ù�Ô�•.f&¦�æ�ß�¿�á�ê�” �Ÿ�Y�o�)�,�Å���î�D�,�b�o�<�é�M���é.3�o� 

9ÔP.10-89Õ�

ó�–�Ò�á�Ê�Û�Ð�¿�•�:�H���^�;�é�Y�o�)�,�ê�” Cisco �â�Ô�•�:�H���^�;�é�D�,�b�o�<
�ê�” Cisco �â�Ô�•�Y�o�)�,�Å���î�D�,�b�o�<�ê�”�"�¥�<�ã�Ê�¥�<�Ç
™�Î�Ð���ù�Ô�•

9Ô�H9Õ TAB�” ?�” $�” + �Å���î  [ �é�¥�<�ê�”�D�,�b�o�<�æ�ê�u
2�å�¥�<�â�Ô�•

 • �Y�o�)�,�Å���î�D�,�b�o�<�é�M���ê�”�.� �X�]�9��  �(�o�C�é�:�o�2�L�o�,�æ
��)�â�;�=�Ð���ù
�Ô�•.f&¦�æ�ß�¿�á�ê�” �ŸRADIUS �â�é���"�.�,  �P���f�;  ���"�.�,�é�Ù�î�  9ÔP.10-119Õ�

ó�–�Ò�á
�Ê�Û�Ð�¿�•

 $�­  EXEC �&�Q�f�<�ó�é���"�.�,�é�;/�
�@�6�;�b�o�"�é%5�Ã���"�.�,�Ù�î�
�­���Ô��%ò
±�å�Ç�:�ê�”�D�,�b�o�<�

ö!ª�Ò�á�”�­4¢�_�L�^�

���
�°�á���Î�ã�â�Ô�•�D�,�b�o�<�;/��ê�”�@�6�;�b�o�"�ù�Ú�ê�@�6�;�b�o�"  �:�C���,�ó�é���"�.�,�
�Ù4¢
�Ò�ù�Ô�•�­4¢�_�L�^�ê�”�Y�o�)�Ç�@�6�;�b�o�"  �:�C���,�æ�`�#���f�Ò�Ú�ß�â
ö!ª�â�È���&�Q�f�<�
�o
'õ�Ò�ù�Ô�•

9Ô�H9Õ �Î�Î�â
ö!ª�Ð���á�¿���&�Q�f�<�é�t�¥�Å���î
ö!ª�Ç�:�é.f&¦�æ�ß�¿�á�ê�” �¡ Cisco IOS Security 
Command Reference for Release 12.4�¢�

ó�–�Ò�á�Ê�Û�Ð�¿�•

�Î�Î�â�ê�”�&�f�H���!�X�_�o�*�Z�f  �H�����^�Å���î $�­  EXEC �&�Q�f�<�ó�é���"�.�,�
�Ù�î�Ô���Ç�:
�æ�ß�¿�á.‘�ÿ�Ò�ù�Ô�•�ù�Ú�”�Î�é�&�f�H���!�X�_�o�*�Z�f�æ�ß�¿�á�ý.‘�ÿ�Ò�ù�Ô�•

 • �Ÿ�:�H���^�;  �D�,�b�o�<�Å���î�­4¢�_�L�^�é.3�o�  9ÔP.10-49Õ

 • �Ÿ�,�2�9���6�"  ���@�o�I�^  �D�,�b�o�<�é.3�o�ù�Ú�ê���•�  9ÔP.10-59Õ

 • �Ÿ�g� 
{�æ�������@�o�I�^  �D�,�b�o�<�Å���î���@�o�I�^  �*�o�"�_�6�;  �D�,�b�o�<�é�;/��  9ÔP.10-69Õ

 • �Ÿ�Y�o�)�,�Å���î�D�,�b�o�<�é�M���é.3�o�  9ÔP.10-89Õ

 • �Ÿ-„�™�é�­4¢�_�L�^�é.3�o�  9ÔP.10-99Õ
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%Y 10 %(     �b���W�_�,  �:�C���,�é%¤!������� �������� ��
   $�­  EXEC �&�Q�f�<�ó�é���"�.�,�é�;/�
�:�H���^�;  �D�,�b�o�<�Å���î�­4¢�_�L�^�é.3�o

-+��1 �æ�”�:�H���^�;  �D�,�b�o�<�Å���î�­4¢�_�L�^�é�&�f�H���!�X�_�o�*�Z�f�
$��Ò�ù�Ô�•

-+��1 �:�H���^�;�é�D�,�b�o�<�Å���î�­4¢�_�L�^ ��

�­4¢�_�L�^ �:�H���^�;.3�o

�Y�o�)�,�Å���î�D�,�b�o�< �:�H���^�;�é�Y�o�)�,�ê�” Cisco �â�Ô�•�:�H���^�;�é�D�,�b�o�<�ê�”
Cisco �â�Ô�•

���@�o�I�^  �D�,�b�o�<�Å���î�­4¢�_�L�^ �:�H���^�;�é�D�,�b�o�<�ê�” Cisco �â�Ô�•�:�H���^�;�ê�”�_�L�^  15 �â�Ô
9Ô $�­  EXEC �_�L�^9Õ�•�D�,�b�o�<�ê�”�&�f�H���!�X�_�o�*�Z�f  �H�����^
�â�g� 
{�Ð���ù�Ô�•

���@�o�I�^  �*�o�"�_�6�;  �D�,�b�o�<�Å���î�­4¢
�_�L�^

�:�H���^�;�é���@�o�I�^  �D�,�b�o�<�ê�” Cisco �â�Ô�•�:�H���^�;�ê�”�_
�L�^  15 �â�Ô9Ô $�­  EXEC �_�L�^9Õ�•�D�,�b�o�<�ê�”�&�f�H���!�X�_�o
�*�Z�f  �H�����^�æ� �È1��ù�����è�æ�g� 
{�Ð���ù�Ô�•

�Á'"�D�,�b�o�< �:�H���^�;�é�D�,�b�o�<�ê�” Cisco �â�Ô�•�D�,�b�o�<�ê�”�&�f�H���!�X
�_�o�*�Z�f  �H�����^�â�g� 
{�Ð���ù�Ô�•
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%Y 10 %(     �b���W�_�,  �:�C���,�é%¤!�
   $�­  EXEC �&�Q�f�<�ó�é���"�.�,�é�;/���������
�,�2�9���6�"  ���@�o�I�^  �D�,�b�o�<�é.3�o�ù�Ú�ê���•

���@�o�I�^  �D�,�b�o�<�ê�” $�­  EXEC �U�o�<�ó�é���"�.�,�
�Ù�î�Ò�ù�Ô�•

9Ô�H9Õ �#�`�o�C�^  �&�f�H���!�X�_�o�*�Z�f  �U�o�<�â�” no enable password �&�Q�f�<�

ö!ª�Ô���ã�”���@�o�I
�^  �D�,�b�o�<�
�å4°�â�È�ù�Ô�Ç�”�Î�é�&�Q�f�<�

ö!ª�Ô���•�'�ê
 �½�æ�H�ç�Ò�á�Ê�Û�Ð�¿�•���@�o�I
�^  �D�,�b�o�<�
�å4°�Ô���ã�” $�­  EXEC �U�o�<�Æ���`�6�"�Ð���ù�Ô�•

�,�2�9���6�"  ���@�o�I�^  �D�,�b�o�<�
.3�o�ù�Ú�ê���•�Ô���æ�ê�” $�­  EXEC �U�o�<�Æ���”�4�é�»5Å�

�s-��Ò�ù�Ô�•

���@�o�I�^  �D�,�b�o�<�ê�”�g� 
{�Ð���Õ�”�b���W�_�,  �:�C���,�é�&�f�H���!�X�_�o�*�Z�f  �H�����^�æ
.’�ú1��û�Î�ã�Ç�â�È�ù�Ô�•

�4�æ�”���@�o�I�^  �D�,�b�o�<�
  l1u2c3k4y5 �æ���•�Ô�����
$��Ò�ù�Ô�•�D�,�b�o�<�ê�”�g� 
{�Ð���Õ�”
�_�L�^  159Ô�¡�0 $�­  EXEC �U�o�<  ���"�.�,9Õ�é���"�.�,�
�­���Ò�ù�Ô�•

AP(config)# enable password l1u2c3k4y5

�&�Q�f�< "á"›

�,�9�6�J ��1 configure terminal �#�`�o�C�^  �&�f�H���!�X�_�o�*�Z�f  �U�o�<�
4?�Ž�Ò�ù�Ô�•

�,�9�6�J ��2 enable password password �Â�Ò�¿�D�,�b�o�<�
�o'õ�Ô���Æ�” $�­  EXEC �U�o�<�æ���"�.�,�Ô���Ú�ü
�é�â�=�é�D�,�b�o�<�
���•�Ò�ù�Ô�•

�:�H���^�;�é�D�,�b�o�<�ê�” Cisco �â�Ô�•

password �æ�ê�” 1 :*  25 �¥�<�é)÷�™�<�é�,�;�]�f�#�
�0�o�Ò�ù�Ô�•�Î�é
�,�;�]�f�#�é�¨�Ë�æ�™�o�ê
ö!ª�â�È�ù�Ö���•�ù�Ú�”�"�¥�<�ã�Ê�¥�<�Ç
™
�Î�Ð���ù�Ô�•�,�;�]�f�#�æ�ê�,�M�o�,�

ö!ª�â�È�ù�Ô�Ç�”�5-��,�M�o�,
�ê�u-Þ�Ð���ù�Ô�•�D�,�b�o�<�

Þ�‘�Ô���•�'�”!ü�ç%S�é�è�æ� �o�é&µ�ú
�'�
�Ö�
�0�o�Ô���ã�”!ü�ç%S9Ô ?9Õ�¥�<�
�=�ü���Î�ã�Ç�â�È�ù�Ô�•�Ú�ã�Ã
�ë�” abc?123 �ã�¿�Á�D�,�b�o�<�

Þ�‘�Ô���•�'�”�4�é���Á�æ�Ò�ù�Ô�•

1. abc �
�I
��Ò�ù�Ô�•

2. Crtl-V  �
�I
��Ò�ù�Ô�•

3. ?123 �
�I
��Ò�ù�Ô�•

���@�o�I�^  �D�,�b�o�<�
�I
��Ô���J�`�f�J�;�Ç-+$��Ð���Ú�•�'�”!ü�ç%S
�é�è�æ  Ctrl-V �

ƒ�Ì����-Ð�ê�½���ù�Ö���•�D�,�b�o�<  �J�`�f�J�;�æ�ê�”
abc?123 �ã�Û�Ì�I
��â�È�ù�Ô�•

9Ô�H9Õ TAB�” ?�” $�” + �Å���î  [ �é�¥�<�ê�”�D�,�b�o�<�æ�ê�u
2�å�¥�<
�â�Ô�•

�,�9�6�J ��3 end  $�­  EXEC �U�o�<�æ�¯���ù�Ô�•

�,�9�6�J ��4 show running-config �I
��]�ˆ�
#Õ.z�Ò�ù�Ô�•

�,�9�6�J ��5 copy running-config startup-config 9Ô
›�ç9Õ�I
��]�ˆ�
�&�f�H���!�X�_�o�*�Z�f  �H�����^�æ�;�=�Ò�ù�Ô�•
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%Y 10 %(     �b���W�_�,  �:�C���,�é%¤!�
   $�­  EXEC �&�Q�f�<�ó�é���"�.�,�é�;/�
�g� 
{�æ�������@�o�I�^  �D�,�b�o�<�Å���î���@�o�I�^  �*�o�"�_�6�;  �D�,
�b�o�<�é�;/�

�.� �X�]�9���
�•
{�Ô���æ�ê�” $�æ�”�@�6�;�b�o�"�

z�Ô���D�,�b�o�<�”�ù�Ú�ê  TFTP �(�o�C�æ�;�=�Ð
�����D�,�b�o�<�é�.� �X�]�9���
�•
{�Ô���æ�ê�”�#�`�o�C�^  �&�f�H���!�X�_�o�*�Z�f  �U�o�<�â�”
enable password �ù�Ú�ê  enable secret �&�Q�f�<�é�¿�Õ���Æ�

ö!ª�â�È�ù�Ô�•�Î�����é�&�Q�f�<�
�+�Ó
�Î�ã�
�s-��Ò�ù�Ô�•�ß�ù���”�Y�o�)�Ç $�­  EXEC �U�o�<9Ô�:�H���^�;9Õ�
4?�Ž�Ô���ã�È�æ�I
��Ò�å�Ì
���ë�å���å�¿�g� 
{�Ð���Ú�D�,�b�o�<�”�ù�Ú�ê�0�o�Ô��
›�ç�é�­4¢�_�L�^�
#Õ%��â�È�ù�Ô�•

�w���Ð���Ú�g� 
{���^�'�]�-�S�Ç
ö!ª�Ð�����Ú�ü�” enable secret �&�Q�f�<�

ö!ª�Ô���Î�ã�
�Å
X�ü�Ò
�ù�Ô�•

enable secret �&�Q�f�<�
.3�o�Ô���•�'�” enable password �&�Q�f�<�������5�Ð���ù�Ô�•�Î����  2 �ß�é
�&�Q�f�<�Ç�+�(�æ�­
2�æ�å���Î�ã�ê�½���ù�Ö���•

���@�o�I�^  �D�,�b�o�<�Å���î���@�o�I�^  �*�o�"�_�6�;  �D�,�b�o�<�é�g� 
{�
.3�o�Ô���æ�ê�” $�­  
EXEC �U�o�<�Æ���”�4�é�»5Å�
�s-��Ò�ù�Ô�•

�&�Q�f�< "á"›

�,�9�6�J 1 configure terminal �#�`�o�C�^  �&�f�H���!�X�_�o�*�Z�f  �U�o�<�
4?�Ž�Ò�ù�Ô�•

�,�9�6�J 2 enable password [level level] { password | 
encryption-type encrypted-password}

�ù�Ú�ê

enable secret [level level] { password | 
encryption-type encrypted-password}

�Â�Ò�¿�D�,�b�o�<�
�o'õ�Ô���Æ�” $�­  EXEC �U�o�<�æ���"
�.�,�Ô���Ú�ü�é�â�=�é�D�,�b�o�<�
���•�Ò�ù�Ô�•

�ù�Ú�ê

�0�æ�¯�Ô�Î�ã�Ç�â�È�å�¿�g� �Ç�|�

ö!ª�Ò�á�;�=�Ð�����”
�*�o�"�_�6�;  �D�,�b�o�<�
�o'õ�Ò�ù�Ô�•

• 9Ô
›�ç9Õlevel �é%¸�Ð�ê  0 :*  15 �â�Ô�•�_�L�^  1 �ê�”1b�ñ
�é�Y�o�)  EXEC �U�o�<�­4¢�â�Ô�•�:�H���^�;�é�_�L�^
�ê  15 �â�Ô9Ô $�­  EXEC �U�o�<�­4¢9Õ�•

• password �æ�ê�” 1 :*  25 �¥�<�é)÷�™�<�é�,�;�]�f�#�
�0
�o�Ò�ù�Ô�•�Î�é�,�;�]�f�#�é�¨�Ë�æ�™�o�ê
ö!ª�â�È�ù
�Ö���•�ù�Ú�”�"�¥�<�ã�Ê�¥�<�Ç
™�Î�Ð���ù�Ô�•�,�;�]
�f�#�æ�ê�,�M�o�,�

ö!ª�â�È�ù�Ô�Ç�”�5-��,�M�o�,�ê
�u-Þ�Ð���ù�Ô�•�:�H���^�;�â�ê�”�D�,�b�o�<�ê�o'õ�Ð
���á�¿�ù�Ö���•

• 9Ô
›�ç9Õencryption-type �æ�ê�”�*�,�&$ -~�g� ���^�'�]
�-�S�â�½���”�2���J  5 �Û�Ì�

ö!ª�â�È�ù�Ô�•�g� �2��
�J�
�0�o�Ô���•�'�”�g� 
{�Ð���Ú�D�,�b�o�<�
�­���Ô
����-Ð�Ç�½���ù�Ô�•�g� 
{�Ð���Ú�D�,�b�o�<�ê�”�Î�é
���"�.�,  �P���f�;  �b���W�_�,  �:�C���,  �&�f�H���!�X
�_�o�*�Z�f�Æ���&�G�o�Ò�ù�Ô�•

9Ô�H9Õ �g� �2���J�
�0�o�Ò�á�”�"�]��  �9� �,�;  �D�,�b�o
�<�
�I
��Ò�Ú�•�'�” $�­  EXEC �U�o�<�
�c�î4?�Ž�â
�È�ù�Ö���•�g� 
{�Ð���Ú�D�,�b�o�<�
�Ê�,�Ò�Ú�•
�'�”�¿�Æ�å���Ç�:�â�ý�Á�ó�â�È�ù�Ö���•
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%Y 10 %(     �b���W�_�,  �:�C���,�é%¤!�
   $�­  EXEC �&�Q�f�<�ó�é���"�.�,�é�;/���������
���@�o�I�^  �D�,�b�o�<�ã���@�o�I�^  �*�o�"�_�6�;  �D�,�b�o�<�Ç
��Ç�o'õ�Ð���á�¿���•�'�”�Y�o�)�ê�”
���@�o�I�^  �*�o�"�_�6�;  �D�,�b�o�<�
4?�Ž�Ô����-Ð�Ç�½���ù�Ô�•

level � �o�b�o�<�

ö!ª�Ò�á�” $�o�é�­4¢�_�L�^�é�D�,�b�o�<�
�o'õ�Ò�ù�Ô�•�_�L�^�
�0�o�Ò�á�”�D�,
�b�o�<�
.3�o�Ò�Ú���”�Î�é�_�L�^�â���"�.�,�Ô����-Ð�Ç�½���Y�o�)�Û�Ì�æ�”.3�o�Ò�Ú�D�,�b�o�<�
�­��
�Ò�ù�Ô�•�#�`�o�C�^  �&�f�H���!�X�_�o�*�Z�f  �U�o�<�â�” privilege level �&�Q�f�<�

ö!ª�Ò�á�”�Ð�ù�Ñ
�ù�å�_�L�^�â���"�.�,��(»�å�&�Q�f�<�
�0�o�Ò�ù�Ô�•.f&¦�æ�ß�¿�á�ê�” �Ÿ-„�™�é�­4¢�_�L�^�é.3�o� 

9ÔP.10-99Õ�

ó�–�Ò�á�Ê�Û�Ð�¿�•

�D�,�b�o�<�g� 
{�
���@�o�I�^�æ�Ò�Ú�•�'�”�Î���ê�”�Y�o�)�,�D�,�b�o�<�”.z.=3›�D�,�b�o�<�” $�­�&
�Q�f�<  �D�,�b�o�<�”�&�f�0�o�^�Å���î
’�Ð%5�Ã�Á'"�D�,�b�o�<�å�ä�”�Ô�ô�á�é�D�,�b�o�<�æ1¡!ª�Ð��
�ù�Ô�•

�D�,�b�o�<�Å���î�_�L�^�
�å4°�Ô���æ�ê�”�#�`�o�C�^  �&�f�H���!�X�_�o�*�Z�f  �U�o�<�â�” no enable 
password [level level] �&�Q�f�<�ù�Ú�ê  no enable secret [level level] �&�Q�f�<�

ö!ª�Ò�ù�Ô�•�D�,�b�o
�<�g� 
{�
�:���.�o�I�^�æ�Ô���æ�ê�”�#�`�o�C�^  �&�f�H���!�X�_�o�*�Z�f  �U�o�<�â�” no service 
password-encryption �&�Q�f�<�

ö!ª�Ò�ù�Ô�•

�4�æ�”�­4¢�_�L�^  2 �é�g� 
{�Ð���Ú�D�,�b�o�<  $1$FaD0$Xyti5Rkls3LoyxzS8 �
.3�o�Ô�����
$��Ò�ù�Ô�•

AP(config)# enable secret level 2 5 $1$FaD0$Xyti5Rkls3LoyxzS8

�,�9�6�J ��3 service password-encryption 9Ô
›�ç9Õ�D�,�b�o�<�Ç�o'õ�Ð�����Æ�”�&�f�H���!�X�_�o�*�Z
�f�Ç� �È1��ù�����ã�È�æ�”�D�,�b�o�<�
�g� 
{�Ò�ù�Ô�•

�g� 
{�æ�����”�D�,�b�o�<�ê�”�&�f�H���!�X�_�o�*�Z�f  
�H�����^�â.’�ú�����Î�ã�Ç�â�È�å�Ê�å���ù�Ô�•

�,�9�6�J ��4 end  $�­  EXEC �U�o�<�æ�¯���ù�Ô�•

�,�9�6�J ��5 copy running-config startup-config 9Ô
›�ç9Õ�I
��]�ˆ�
�&�f�H���!�X�_�o�*�Z�f  �H�����^�æ�;�=
�Ò�ù�Ô�•

�&�Q�f�< "á"›
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%Y 10 %(     �b���W�_�,  �:�C���,�é%¤!������� �������� ��
   $�­  EXEC �&�Q�f�<�ó�é���"�.�,�é�;/�
�Y�o�)�,�Å���î�D�,�b�o�<�é�M���é.3�o

�b���W�_�,  �:�C���,�æ�`�o���^�â�;�=�Ð�����”�Y�o�)�,�Å���î�D�,�b�o�<�é�M���
.3�o�â�È�ù�Ô�•
�Î�����é�M���ê�”�\���f�ù�Ú�ê���f�2�o�H�����,�æ
����°�á�����”�Y�o�)�Ç�b���W�_�,  �:�C���,�æ��
�"�.�,�â�È�����Á�æ�å���è�æ�&�Y�o�)�
.z.=�Ò�ù�Ô�•�­4¢�_�L�^�
�o'õ�Ò�Ú�•�'�”�&�Y�o�)�,�Å���î�D
�,�b�o�<�é�M���æ�” $�o�é�­4¢�_�L�^9Ô�Å���î4P1j�Ô���­�Ñ�ã�­4¢9Õ�

����°�á���Î�ã�ý�â�È�ù�Ô�•

�`�#���f  �Y�o�)�,�Å���î�D�,�b�o�<�
-Ð�Þ�Ô���”�Y�o�)�,�æ�n�à�¿�Ú.z.=�*�,�9�S�
#Õ%��Ô���æ�ê�”
 $�­  EXEC �U�o�<�Æ���”�4�é�»5Å�
�s-��Ò�ù�Ô�•

 $�o�é�Y�o�)�é�Y�o�)�,.z.=�
�:���.�o�I�^�æ�Ô���æ�ê�”�#�`�o�C�^  �&�f�H���!�X�_�o�*�Z�f  �U�o�<
�â�” no username name �&�Q�f�<�

ö!ª�Ò�ù�Ô�•

�D�,�b�o�<  �4���6�"�
�:���.�o�I�^�æ�Ò�”�D�,�b�o�<�å�Ò�â�’&ï�
.5���Ô���æ�ê�”�#�`�o�C�^  �&�f
�H���!�X�_�o�*�Z�f  �U�o�<�â�” no login �&�Q�f�<�

ö!ª�Ò�ù�Ô�•

9Ô�H9Õ �Y�o�)�,�ê�Ë�å�Ê�ã�ý  1 �ß.3�o�Ò�å�Ì���ë�å���ù�Ö���•�ù�Ú�” login local �
.3�o�Ò�á�”�b���W�_�,  �:
�C���,�æ  Telnet �.�6�*�Z�f�
4?�Æ�å�Ì���ë�å���ù�Ö���• only username �æ�Y�o�)�,�
�I
��Ò�å�¿�•�'�”
�b���W�_�,  �:�C���,�Æ���`�6�"�Ð���ù�Ô�•

�&�Q�f�< "á"›

�,�9�6�J ��1 configure terminal �#�`�o�C�^  �&�f�H���!�X�_�o�*�Z�f  �U�o�<�
4?�Ž�Ò�ù�Ô�•

�,�9�6�J ��2 username name [privilege level] 
{ password encryption-type password} 

�&�Y�o�)�é�Y�o�)�,�”�­4¢�_�L�^�”�Å���î�D�,�b�o�<�
�I
��Ò�ù�Ô�•

 • name �æ�ê�”�Y�o�)  ID �
  1 
±.†�â�0�o�Ò�ù�Ô�•�,�M�o�,�Å���î�•!ª
%S�ê
ö!ª�â�È�ù�Ö���•

 • 9Ô
›�ç9Õlevel �æ�ê�”�Y�o�)�Ç���"�.�,�­�
���ç�Ò�Ú�ß�é�­4¢�_�L�^
�
�0�o�Ò�ù�Ô�•%¸�Ð�ê�” 0 :*  15 �â�Ô�•�_�L�^  15 �ê�” $�­  EXEC 
�U�o�<  ���"�.�,�
�­���Ò�ù�Ô�•�_�L�^  1 �ê�”�Y�o�)  EXEC �U�o�<  
���"�.�,�
�­���Ò�ù�Ô�•

 • encryption-type �æ�ê�”�g� 
{�Ð���á�¿�å�¿�D�,�b�o�<�

ö!ª�Ô���•
�'�ê  0 �
�I
��Ò�ù�Ô�•5V-+$��D�,�b�o�<�

ö!ª�Ô���•�'�ê  7 �
�I
�
�Ò�ù�Ô�•

 • password �æ�ê�”�b���W�_�,  �:�C���,�ó�é���"�.�,�­�
���ç�Ô���ã
�È�æ�Y�o�)�Ç�I
��Ô����-Ð�Ç�½���D�,�b�o�<�
�0�o�Ò�ù�Ô�•�D�,
�b�o�<�ê�” 1 :*  25 �¥�<�â�å�Ì���ë�å���ù�Ö���•�,�M�o�,�
�=�ü���Î
�ã�Ç�â�È�ù�Ô�•�ù�Ú�”�D�,�b�o�<�ê�” username �&�Q�f�<�â�0�o�Ð
�����¨�ß�é���J�*�Z�f�â�å�Ì���ë�å���ù�Ö���•

�,�9�6�J ��3 login local �`�#���f�(�æ�`�o���^  �D�,�b�o�<  �4���6�"�
���@�o�I�^�æ�Ò�ù�Ô�•.z.=
�ê�”�»5Å  2 �â�0�o�Ò�Ú�Y�o�)�,�æ�n�à�¿�á-��
���ù�Ô�•

�,�9�6�J ��4 end  $�­  EXEC �U�o�<�æ�¯���ù�Ô�•

�,�9�6�J ��5 show running-config �I
��]�ˆ�
#Õ.z�Ò�ù�Ô�•

�,�9�6�J ��6 copy running-config startup-config 9Ô
›�ç9Õ�I
��]�ˆ�
�&�f�H���!�X�_�o�*�Z�f  �H�����^�æ�;�=�Ò�ù�Ô�•
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%Y 10 %(     �b���W�_�,  �:�C���,�é%¤!�
   $�­  EXEC �&�Q�f�<�ó�é���"�.�,�é�;/���������
-„�™�é�­4¢�_�L�^�é.3�o

�:�H���^�;�â�ê�” Cisco IOS �0�H�;�������ê�”�Y�o�)  EXEC �Å���î $�­  EXEC �é  2 �ß�é�D�,�b�o�<  �.
� �X�]�9��  �U�o�<�
�­���Ò�ù�Ô�•�&�U�o�<�é�&�Q�f�<�é4Ï���_�L�^�ê  16 �ù�â.3�o�â�È�ù�Ô�•-„�™�é�D
�,�b�o�<�
.3�o�Ô���ã�”�Y�o�)�é�Ð�ù�Ñ�ù�å�.�6�;�æ�0�o�&�Q�f�<�ó�é���"�.�,�
.5���â�È�ù�Ô�•

�Ú�ã�Ã�ë�”���™�é�Y�o�)�æ  clear line �&�Q�f�<�ó�é���"�.�,�
.5���Ô���•�'�”�_�L�^  2 �.� �X�]�9���


����°�á�”�Î�é�_�L�^  2 �.� �X�]�9��  �D�,�b�o�<�
�÷�"�Ê2)�Ó�Ò�ù�Ô�•�Ú�Û�Ò�” configure �&�Q�f�<�ó
�é���"�.�,�
�Ð���æ�Ù4¢�Ô���•�'�”�_�L�^  3 �.� �X�]�9���

����°�á�”�Ø�é�D�,�b�o�<�
�”����4¢�o�Ò
�Ú�Y�o�)  �#�^�o�J�æ2)�Ó�Ò�ù�Ô�•

�Î�Î�â�ê�”�4�é.3�o�±�Ž�æ�ß�¿�á.‘�ÿ�Ò�ù�Ô�•

 • �Ÿ�&�Q�f�<�é�­4¢�_�L�^�é.3�o�  9ÔP.10-99Õ

 • �Ÿ�­4¢�_�L�^�ó�é�`�#���f�Å���î&³
L�  9ÔP.10-109Õ

�&�Q�f�<�é�­4¢�_�L�^�é.3�o

�&�Q�f�<  �U�o�<�é�­4¢�_�L�^�
.3�o�Ô���æ�ê�” $�­  EXEC �U�o�<�Æ���”�4�é�»5Å�
�s-��Ò�ù�Ô�•

�&�Q�f�< "á"›

�,�9�6�J ��1 configure terminal �#�`�o�C�^  �&�f�H���!�X�_�o�*�Z�f  �U�o�<�
4?�Ž�Ò�ù�Ô�•

�,�9�6�J ��2 privilege mode level level command �&�Q�f�<�é�­4¢�_�L�^�
.3�o�Ò�ù�Ô�•

 • mode �æ�ê�”�#�`�o�C�^  �&�f�H���!�X�_�o�*�Z�f  �U�o�<�é�•�'�ê  
configure�” EXEC �U�o�<�é�•�'�ê  exec�”���f�2�o�H�����,  �&�f
�H���!�X�_�o�*�Z�f  �U�o�<�é�•�'�ê  interface�”�\���f  �&�f�H��
�!�X�_�o�*�Z�f  �U�o�<�é�•�'�ê  line �
�I
��Ò�ù�Ô�•

 • level �é%¸�Ð�ê  0 :*  15 �â�Ô�•�_�L�^  1 �ê�”1b�ñ�é�Y�o�)  EXEC �U�o
�<�­4¢�â�Ô�•�_�L�^  15 �ê�” enable �D�,�b�o�<�æ����.5���Ð������
�"�.�,�é�_�L�^�â�Ô�•

 • command �æ�ê�”���"�.�,�
�Ù4¢�Ô���&�Q�f�<�
�0�o�Ò�ù�Ô�•

�,�9�6�J ��3 enable password level level password �­4¢�_�L�^�é���@�o�I�^  �D�,�b�o�<�
�0�o�Ò�ù�Ô�•

 • level �é%¸�Ð�ê  0 :*  15 �â�Ô�•�_�L�^  1 �ê�”1b�ñ�é�Y�o�)  EXEC �U�o
�<�­4¢�â�Ô�•

 • password �æ�ê�” 1 :*  25 �¥�<�é)÷�™�<�é�,�;�]�f�#�
�0�o�Ò�ù�Ô�•
�Î�é�,�;�]�f�#�é�¨�Ë�æ�™�o�ê
ö!ª�â�È�ù�Ö���•�ù�Ú�”�"�¥�<�ã�Ê
�¥�<�Ç
™�Î�Ð���ù�Ô�•�,�;�]�f�#�æ�ê�,�M�o�,�

ö!ª�â�È�ù�Ô�Ç�”
�5-��,�M�o�,�ê�u-Þ�Ð���ù�Ô�•�:�H���^�;�â�ê�”�D�,�b�o�<�ê�o'õ
�Ð���á�¿�ù�Ö���•

9Ô�H9Õ TAB�” ?�” $�” + �Å���î  [ �é�¥�<�ê�”�D�,�b�o�<�æ�ê�u
2�å�¥�<
�â�Ô�•

�,�9�6�J ��4 end  $�­  EXEC �U�o�<�æ�¯���ù�Ô�•
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%Y 10 %(     �b���W�_�,  �:�C���,�é%¤!������� �������� ��
   $�­  EXEC �&�Q�f�<�ó�é���"�.�,�é�;/�
�&�Q�f�<�
�­4¢�_�L�^�æ.3�o�Ô���ã�”�t�¥�Ç�Ø�é�&�Q�f�<�é�(�I�.�6�;�â�½���Ô�ô�á�é�&�Q�f�<�ý�”�Ø
�é�_�L�^�æ.3�o�Ð���ù�Ô�•�Ú�ã�Ã�ë�” show ip route �&�Q�f�<�
�_�L�^  15 �æ.3�o�Ô���ã�” show �&�Q�f
�<�Å���î  show ip �&�Q�f�<�ê�”�X�Î�æ�Î�é�_�L�^�æ.3�o�Ò�á�¿�å�¿4¢���”)D
G"›�æ�­4¢�_�L�^  15 �æ.3
�o�Ð���ù�Ô�•

 $�o�é�&�Q�f�<�é�:�H���^�;�­4¢�æ�¯�Ô�æ�ê�”�#�`�o�C�^  �&�f�H���!�X�_�o�*�Z�f  �U�o�<�â�”
no privilege mode level level command �&�Q�f�<�

ö!ª�Ò�ù�Ô�•

�4�æ�” configure �&�Q�f�<�
�­4¢�_�L�^  14 �æ.3�o�Ò�”�Y�o�)�Ç�_�L�^  14 �&�Q�f�<�

ö!ª�Ô���ã�È�æ�I

��Ò�å�Ì���ë�å���å�¿�D�,�b�o�<�ã�Ò�á  SecretPswd14 �
�o'õ�Ô�����
$��Ò�ù�Ô�•

AP(config)# privilege exec level 14 configure
AP(config)# enable password level 14 SecretPswd14

�­4¢�_�L�^�ó�é�`�#���f�Å���î&³
L

�0�o�Ð���Ú�­4¢�_�L�^�æ�`�#���f�Ô���”�ù�Ú�ê�0�o�Ð���Ú�­4¢�_�L�^�
&³
L�Ô���æ�ê�” $�­  EXEC �U�o
�<�â�”�4�é�»5Å�
�s-��Ò�ù�Ô�•

�,�9�6�J ��5 show running-config

�ù�Ú�ê

show privilege

�I
��]�ˆ�
#Õ.z�Ò�ù�Ô�•

show running-config �&�Q�f�<�ê�”�D�,�b�o�<�Å���î���"�.�,  �_�L�^  �&
�f�H���!�X�_�o�*�Z�f�
-+$��Ò�ù�Ô�•

show privilege �&�Q�f�<�ê�”�­4¢�_�L�^  �&�f�H���!�X�_�o�*�Z�f�
-+$�
�Ò�ù�Ô�•

�,�9�6�J ��6 copy running-config startup-config 9Ô
›�ç9Õ�I
��]�ˆ�
�&�f�H���!�X�_�o�*�Z�f  �H�����^�æ�;�=�Ò�ù�Ô�•

�&�Q�f�< "á"›

�&�Q�f�< "á"›

�,�9�6�J ��1 enable level �0�o�Ð���Ú�­4¢�_�L�^�æ�`�#���f�Ò�ù�Ô�•

level �é%¸�Ð�ê  0 :*  15 �â�Ô�•

�,�9�6�J ��2 disable level �0�o�Ð���Ú�­4¢�_�L�^�
&³
L�Ò�ù�Ô�•

level �é%¸�Ð�ê  0 :*  15 �â�Ô�•
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%Y 10 %(     �b���W�_�,  �:�C���,�é%¤!�
  RADIUS �â�é���"�.�,  �P���f�;  ���"�.�,�é�Ù�î�� ��������
RADIUS �â�é���"�.�,  �P���f�;  ���"�.�,�é�Ù�î  
�Î�Î�â�ê�” Remote Authentication Dial-In User Service9ÔRADIUS9Õ�

ö!ª�Ò�á�”�b���W�_�,  �:�C���,
�ó�é%¤!�(*���"�.�,�
�Ù�î�Ô���Ç�:�æ�ß�¿�á.‘�ÿ�Ò�ù�Ô�• RADIUS �
�(�P�o�;�Ô�����Á�æ�b���W�_�,  
�:�C���,�
.3�o�Ô���Ç�:�é.f&¦�æ�ß�¿�á�ê�” �¡ Cisco IOS Software Configuration Guide for Cisco 
Aironet Access Points�¢�é�Ÿ Configuring Radius and TACACS+ Servers� �é%(�

ó�–�Ò�á�Ê�Û�Ð�¿�•

RADIUS �ê�”.f&¦�å�������f�9���f�#�±�Ž�”�Å���î.z.=�ÿ.z���J�`�.�,�

z�Ò�Ú�50¨�å%¤!��Ù�î�
�­
���Ò�ù�Ô�• RADIUS �ê�” Authentication, Authorization, Accounting9ÔAAA; .z.=�”.5���”�������f
�9���f�#9Õ�æ�����&1t�Ð���” AAA �&�Q�f�<�

z�Ò�á�Û�Ì���@�o�I�^�æ�â�È�ù�Ô�•

9Ô�H9Õ �Î�Î�â
ö!ª�Ð���á�¿���&�Q�f�<�é�t�¥�Å���î
ö!ª�Ç�:�é.f&¦�æ�ß�¿�á�ê�” �¡ Cisco IOS Security 
Command Reference�¢�

ó�–�Ò�á�Ê�Û�Ð�¿�•

�Î�Î�â�ê�” RADIUS .3�o�æ�ß�¿�á.‘�ÿ�Ò�ù�Ô�•

 • �Ÿ�:�H���^�;�é  RADIUS .3�o�  9ÔP.10-119Õ

 • �ŸRADIUS �`�#���f.z.=�é.3�o�  9ÔP.10-119Õ9Ô��5Ç9Õ

 • �ŸAAA �(�o�C  �#�^�o�J�é�o'õ�  9ÔP.10-139Õ9Ô
›�ç9Õ

 • �Ÿ�Y�o�)�­4¢���"�.�,�Å���î�@�6�;�b�o�"  �(�o�F�,�é  RADIUS .5���é.3�o�  9ÔP.10-159Õ9Ô
›�ç9Õ

 • �ŸRADIUS .3�o�é-+$��  9ÔP.10-169Õ

�:�H���^�;�é  RADIUS .3�o

RADIUS �Å���î  AAA �ê�”�:�H���^�;�â�:���.�o�I�^�æ�Ð���á�¿�ù�Ô�•

�.� �X�]�9���é�3*­�
1±�Ì���Ú�ü�”�@�6�;�b�o�"%¤!����J�]�$�o�*�Z�f�

z�Ò�á  RADIUS �
.3�o�â�È
�ù�Ö���•���@�o�I�^�æ�Ð���á�¿���•�'�” RADIUS �ê�”�&�Q�f�<�\���f  ���f�2�o�H�����,9Ô CLI9Õ�

z
�Ò�á�b���W�_�,  �:�C���,�æ���"�.�,�Ô���Y�o�)�
.z.=�â�È�ù�Ô�•

RADIUS �`�#���f.z.=�é.3�o

AAA .z.=�
.3�o�Ô���æ�ê�”.z.=�Ç�|�é�,�è
ƒ�È�]�,�;�
�o'õ�Ò�á�”�Ø�é�]�,�;�
�Ð�ù�Ñ�ù�å���f�2�o
�H�����,�æ1¡!ª�Ò�ù�Ô�•.z.=�Ç�|�é�]�,�;�ê�”�s-��Ð����.z.=�é�2���J�”�Å���î�Ø�����Ç�s-��Ð����5Å
�(�
�o'õ�Ò�ù�Ô�•�Î���ê�”�o'õ�Ð����.z.=�Ç�|�Ç�s-��Ð�����è�æ�” $�o�é���f�2�o�H�����,�æ1¡!ª�Ò�å
�Ì���ë�å���ù�Ö���•�Ñ	û�é�����ê�”�:�H���^�;�é.z.=�Ç�|�]�,�;�â�Ô9Ô�Î�é�,�è�ê  default �â�Ô9Õ�•�:
�H���^�;�é.z.=�Ç�|�]�,�;�ê�”�,�è
ƒ�È.z.=�Ç�|�]�,�;�Ç�ÿ$�"›�æ�o'õ�Ð���á�¿�����f�2�o�H�����,�

4°�Ê�”�Ô�ô�á�é���f�2�o�H�����,�æ)D
G"›�æ1¡!ª�Ð���ù�Ô�•

.z.=�Ç�|�]�,�;�ê�”�Y�o�)�é.z.=�æ
ö!ª�Ð����5Å�(�ã.z.=�Ç�|�
.%1@�Ò�ù�Ô�•�¨�Ë�é�Ç�|�Ç�,�Œ�Ò�Ú�•
�'�é.z.=�æ�C�6�"���6�J  �*�,�9�S�Ç
ö!ª�Ð�������Á�æ�”.z.=�æ  1 �ß
•
��é�.� �X�]�9��  �J�`�;�&�^�

�0�o�â�È�ù�Ô�•�0�H�;�������ê�”�]�,�;�é�¨�Ë�é�Ç�|�

ö!ª�Ò�á�”�Y�o�)�
.z.=�Ò�ù�Ô�•�Î�é�Ç�|�Ç��
%u�Ò�å�¿�•�'�”�0�H�;�������ê�”�Ç�|�]�,�;�é�4�é.z.=�Ç�|�
1¬�ï�Ò�ù�Ô�•�Î�é�J�`�.�,�ê�”�]�,�;�é
.z.=�Ç�|�ã�é1b�>�æ�‘
��Ô���ù�â�”�ù�Ú�ê�o'õ�Ð���á�¿���Ô�ô�á�é�Ç�|�Ç�,�Œ�Ô���ù�â�”&ï�Ì�����ù
�Ô�•�Î�é�(���"�^�é�¿�Õ���Æ�é�(�P�â.z.=�Ç�,�Œ�Ò�Ú�•�'�”�ß�ù���”�.� �X�]�9���(�o�C�ù�Ú�ê�`�o��
�^  �Y�o�)�,�:�o�2�L�o�,�Ç�”�Y�o�)  ���"�.�,�
���8�Ô���Î�ã�â��%u�Ò�Ú�•�'�”.z.=�J�`�.�,�ê�—�[�Ò�”

•�é.z.=�Ç�|�ê.\-��Ð���ù�Ö���•
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%Y 10 %(     �b���W�_�,  �:�C���,�é%¤!�
  RADIUS �â�é���"�.�,  �P���f�;  ���"�.�,�é�Ù�î
�`�#���f.z.=�
.3�o�Ô���æ�ê�” $�­  EXEC �U�o�<�Æ���”�4�é
Þ�:�
-��¿�ù�Ô�•�Î���ê��5Ç�»5Å�â�Ô�•

AAA �
�:���.�o�I�^�æ�Ô���æ�ê�”�#�`�o�C�^  �&�f�H���!�X�_�o�*�Z�f  �U�o�<�â�” no aaa new-model 
�&�Q�f�<�

ö!ª�Ò�ù�Ô�• AAA .z.=�
�:���.�o�I�^�æ�Ô���æ�ê�”�#�`�o�C�^  �&�f�H���!�X�_�o�*�Z�f  
�U�o�<�â�” no aaa authentication login { default | list-name} method1 [method2...] �&�Q�f�<�

ö!ª�Ò�ù
�Ô�•�`�#���f�é  RADIUS .z.=�
�:���.�o�I�^�æ�Ô���Æ�”�:�H���^�;�o�æ�¯�Ô�æ�ê�”�\���f  �&�f�H��
�!�X�_�o�*�Z�f  �U�o�<�â�” no login authentication {default | list-name} �&�Q�f�<�

ö!ª�Ò�ù�Ô�•

�&�Q�f�< "á"›

�,�9�6�J 1 configure terminal �#�`�o�C�^  �&�f�H���!�X�_�o�*�Z�f  �U�o�<�
4?�Ž�Ò�ù�Ô�•

�,�9�6�J 2 aaa new-model AAA �
���@�o�I�^�æ�Ò�ù�Ô�•

�,�9�6�J 3 aaa authentication login { default | 
list-name} method1 [method2...]

�`�#���f.z.=�Ç�|�]�,�;�

Þ�‘�Ò�ù�Ô�•

• �,�è
ƒ�È�]�,�;�Ç  login authentication �&�Q�f�<�â�0�o�Ð���á �¿�å
�¿ �ã�È�æ
ö!ª�Ð�����:�H���^�;  �]�,�;�

Þ�‘�Ô���æ�ê�”�:�H���^�;
 A�+�â
ö!ª�Ð�����Ç�|�]�,�;�Ç�ß�æ&ï�Ê  default � �o�b�o�<�

ö!ª
�Ò�ù�Ô�•�:�H���^�;�Ç�|�]�,�;�ê�”�Ô�ô�á�é���f�2�o�H�����,�æ)D

G"›�æ1¡!ª�Ð���ù�Ô�•

• list-name �æ�ê�”
Þ�‘�Ô���]�,�;�æ�,�è�

ƒ�Ì���¥�<�,�;�]�f�#�
�0
�o�Ò�ù�Ô�•

• method1... �æ�ê�”.z.=���^�'�]�-�S�Ç.\-��Ô���s4Ù�é�Ç�|�
�0�o�Ò
�ù�Ô�•.z.=�é1J
��Ç�|�ê�”"å�è�é�Ç�|�Æ�����\�o�Ç10�Ð���Ú�•�'�Û
�Ì
ö!ª�Ð���ù�Ô�•�,�Œ�Ò�Ú�•�'�ê�”
ö!ª�Ð���ù�Ö���•

�4�é�¿�Õ���Æ�é�Ç�|�
1¬�ï�Ò�ù�Ô�•

• local9æ.z.=�é�`�o���^  �Y�o�)�,�:�o�2�L�o�,�

ö!ª�Ò�ù�Ô�•�:�o
�2�L�o�,�æ�Y�o�)�,�±�Ž�
�I
��Ò�å�Ì���ë�å���ù�Ö���• username 
password �#�`�o�C�^  �&�f�H���!�X�_�o�*�Z�f  �&�Q�f�<�

ö!ª�Ò
�ù�Ô�•

• radius9æRADIUS .z.=�

ö!ª�Ò�ù�Ô�•�Î�é.z.=�Ç�|�

ö!ª�Ô���æ
�ê�” RADIUS �(�o�C�
.3�o�Ò�å�Ì���ë�å���ù�Ö���•.f&¦�æ�ß�¿�á
�ê�”�¡ Cisco IOS Software Configuration Guide for Cisco Aironet 
Access Points�¢�é�Ÿ Configuring Radius and TACACS+ Servers� 
�é%(�é�Ÿ Identifying the RADIUS Server Host� �é5Ä�

ó�–�Ò�á�Ê
�Û�Ð�¿�•

�,�9�6�J 4 line [console | tty  | vty] line-number 
[ending-line-number]

�\���f  �&�f�H���!�X�_�o�*�Z�f  �U�o�<�
4?�Ž�Ò�á�”.z.=�]�,�;�
1¡!ª�Ô
���\���f�
.3�o�Ò�ù�Ô�•

�,�9�6�J 5 login authentication { default | 
list-name}

.z.=�]�,�;�
�\���f�ù�Ú�ê�\���f�é�.�6�;�æ1¡!ª�Ò�ù�Ô�•

• default �
�0�o�Ô���•�'�” aaa authentication login �&�Q�f�<�â
Þ�‘
�Ò�Ú�:�H���^�;  �]�,�;�

ö!ª�Ò�ù�Ô�•

• list-name �æ�ê�” aaa authentication login �&�Q�f�<�â
Þ�‘�Ò�Ú�]�,
�;�
�0�o�Ò�ù�Ô�•

�,�9�6�J 6 end  $�­  EXEC �U�o�<�æ�¯���ù�Ô�•

�,�9�6�J 7 show running-config �I
��]�ˆ�
#Õ.z�Ò�ù�Ô�•

�,�9�6�J 8 copy running-config startup-config 9Ô
›�ç9Õ�I
��]�ˆ�
�&�f�H���!�X�_�o�*�Z�f  �H�����^�æ�;�=�Ò�ù�Ô�•
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%Y 10 %(     �b���W�_�,  �:�C���,�é%¤!�
  RADIUS �â�é���"�.�,  �P���f�;  ���"�.�,�é�Ù�î�� ��������
AAA �(�o�C  �#�^�o�J�é�o'õ

�b���W�_�,  �:�C���,�
.3�o�Ò�á�” AAA �(�o�C  �#�^�o�J�

ö!ª�Ò�”.z.=�æ�â�=�é�(�o�C  �N�,�;�
�ù�ã
�ü���Î�ã�Ç�â�È�ù�Ô�•.3�o�Ð���á�¿���(�o�C  �N�,�;�é�(�I�.�6�;�
1¬�ï�Ò�á�” $�o�é�(�o�F�,�â�Î��
���

ö!ª�Ô����-Ð�Ç�½���ù�Ô�•�(�o�C  �#�^�o�J�ê�”�#�`�o�C�^  �(�o�C  �N�,�;  �]�,�;�â
ö!ª�Ð���ù�Ô�•
�Î�é�]�,�;�ê�”1¬�ï�Ð���Ú�(�o�C  �N�,�;�é  IP ���<�_�,�
$��Ò�ù�Ô�•

�(�o�C  �#�^�o�J�æ�ê�”�&���f�;�]�é  ID9ÔIP ���<�_�,�ã  UDP �P�o�;!ß� �é&µ�ú�'�
�Ö9Õ�Ç	û�ç�å�•�'�”
�+�Ó�(�o�C�é-„�™�é�N�,�;  ���f�;�]�
�=�ü���Î�ã�ý�â�È�ù�Ô�•�Î���æ�����”!ã�å���P�o�;�
�” $�o�é  
AAA �(�o�F�,�
�­���Ô��  RADIUS �N�,�;�ã�Ò�á�X�Î�æ�o'õ�â�È�ù�Ô�•�+�Ó�(�o�F�,9Ô�������f�9��
�f�#�å�ä9Õ�é�+�Ó  RADIUS �(�o�C�â  2 �ß�é!ã�å���N�,�;  ���f�;�]�
.3�o�Ô���•�'�” 2 !ß"á�æ.3�o�Ð��
���N�,�;  ���f�;�]�ê�”�¨�Ë�é�N�,�;  ���f�;�]�é�H���o�^���o�C�o  �C�6�"���6�J�ã�Ò�á�Ï(»�Ò�ù�Ô�•

server �#�^�o�J  �(�o�C  �&�f�H���!�X�_�o�*�Z�f�&�Q�f�<�

ö!ª�Ò�á�” $�o�é�(�o�C�ã�o'õ�ã�ú�#�^�o
�J  �(�o�C�
4P1j
ƒ�Ì�ù�Ô�•�(�o�C�
�Ø�é  IP ���<�_�,�â/��Î�Ô���Æ�”���J�*�Z�f�é  auth-port  �Å���î  
acct-port � �o�b�o�<�

ö!ª�Ò�á-„�™�é�N�,�;  ���f�,�2�f�,�ù�Ú�ê���f�;�]�
/��Î�â�È�ù�Ô�•

AAA �(�o�C  �#�^�o�J�
�o'õ�Ò�á�” $�o�é  RADIUS �(�o�C�
�Î���æ4P1j
ƒ�Ì���æ�ê�” $�­  EXEC �U�o
�<�Æ���”�4�é
Þ�:�
-��¿�ù�Ô�•

�&�Q�f�< "á"›

�,�9�6�J ��1 configure terminal �#�`�o�C�^  �&�f�H���!�X�_�o�*�Z�f  �U�o�<�
4?�Ž�Ò�ù�Ô�•

�,�9�6�J ��2 aaa new-model AAA �
���@�o�I�^�æ�Ò�ù�Ô�•
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%Y 10 %(     �b���W�_�,  �:�C���,�é%¤!������� �������� ��
  RADIUS �â�é���"�.�,  �P���f�;  ���"�.�,�é�Ù�î
�,�9�6�J ��3 radius-server host { hostname | 
ip-address} [ auth-port  port-number] 
[acct-port port-number] [ timeout 
seconds] [retransmit  retries] [key 
string]

�]�U�o�;  RADIUS �(�o�C  �N�,�;�é  IP ���<�_�,�ù�Ú�ê�N�,�;�,�
�0�o�Ò
�ù�Ô�•

 • 9Ô
›�ç9Õauth-port port-number �æ�ê�”.z.=-Ð�Þ�é  User Datagram 
Protocol9ÔUDP; �Y�o�)  �:�o�2�#�\�S  �J�`�;�&�^9Õ�p�5�P�o�;�
�0
�o�Ò�ù�Ô�•

 • 9Ô
›�ç9Õacct-port port-number �æ�ê�”�������f�9���f�#-Ð�Þ�é  UDP 
�p�5�P�o�;�
�0�o�Ò�ù�Ô�•

 • 9Ô
›�ç9Õtimeout seconds �æ�ê�”�b���W�_�,  �:�C���,�Ç�c0©1M�è
�æ RADIUS �(�o�C�é��%u�
�Ù�Ï�Ô���(4F�
�0�o�Ò�ù�Ô�•%¸�Ð�ê�”
1 :*  1000 �â�Ô�•�Î�é.3�o�ê�” radius-server timeout �#�`�o�C�^  �&
�f�H���!�X�_�o�*�Z�f  �&�Q�f�<.3�o�

�� �È�Ò�ù�Ô�• radius-server 
host �&�Q�f�<�â  timeout �Ç.3�o�Ð���á�¿�å�¿�•�'�” radius-server 
timeout �&�Q�f�<�é.3�o�Ç
ö!ª�Ð���ù�Ô�•

 • 9Ô
›�ç9Õretransmit  retries �æ�ê�”�(�o�C�Ç��%u�Ò�å�¿�•�'�”�ù�Ú�ê
�(�o�C�é��%u�Ç1ƒ�¿�•�'�æ  RADIUS -Ð�Þ�Ç�(�o�C�æ�c1M�>�Ð�����Á
�™�
�0�o�Ò�ù�Ô�•%¸�Ð�ê�” 1 :*  1000 �â�Ô�• radius-server host �&�Q�f
�<�â  retransmit �o�Ç.3�o�Ð���á�¿�å�¿�•�'�” radius-server retransmit 
�#�`�o�C�^  �&�f�H���!�X�_�o�*�Z�f  �&�Q�f�<�Ç
ö!ª�Ð���ù�Ô�•

 • 9Ô
›�ç9Õkey string �æ�ê�”�b���W�_�,  �:�C���,�”�Å���î  RADIUS 
�(�o�C�â�s-��Ò�á�¿��  RADIUS �:�o�U�f4F�â
ö!ª�Ð����.z.=�ã�g� 
� �o�
�0�o�Ò�ù�Ô�•

9Ô�H9Õ �Î�é� �o�ê�” RADIUS �(�o�C�â
ö!ª�Ð�����g� 3›�ã	û)L�Ò�å�Ì
���ë�å���å�¿�9� �,�;  �,�;�]�f�#�â�Ô�•�ñ�æ�” radius-server 
host �&�Q�f�<�é�¨�ß�é5Ä"á�ã�Ò�á� �o�
.3�o�Ò�ù�Ô�•�5-��,
�M�o�,�ê�u-Þ�Ð���ù�Ô�Ç�”3›�é
�4F�Å���î�ß&ï�é�,�M�o�,�ê
ö!ª
�Ð���ù�Ô�•� �o�æ�,�M�o�,�
�=�ü���•�'�”�•!ª%S�Ç� �o�é	û1ñ�â
�å�¿4¢���”�•!ª%S�â� �o�
�Ð�ù�å�¿�â�Ê�Û�Ð�¿�•


±	û�é  IP ���<�_�,�æ4P1j
ƒ�Ì�����á�¿��-„�™�é�N�,�;  ���f�;�]�
.z/�
�Ô�����Á�æ�b���W�_�,  �:�C���,�
.3�o�Ô���æ�ê�”�&  UDP �P�o�;!ß� �Ç
!ã�å�����Á�æ�”�Î�é�&�Q�f�<�
��-Ð�å�Û�Ì
ö!ª�Ò�ù�Ô�•�b���W�_�,  �:�C
���,  �0�H�;�������ê�”�0�o�Ð���á�¿��5Å�(�â�N�,�;�
��&•�Ò�ù�Ô�• $�o
�é  RADIUS �N�,�;�â
ö!ª�Ô��  timeout�” retransmit�”�Å���î  encryption 
key �é�o�
.3�o�Ò�ù�Ô�•

�,�9�6�J ��4 aaa group server radius group-name AAA �(�o�C  �#�^�o�J�
�#�^�o�J�,�â�o'õ�Ò�ù�Ô�•

�Î�é�&�Q�f�<�ê�”�b���W�_�,  �:�C���,�
�(�o�C  �#�^�o�J  �&�f�H���!�X
�_�o�*�Z�f  �U�o�<�æ�Ò�ù�Ô�•

�,�9�6�J ��5 server ip-address  $�o�é  RADIUS �(�o�C�ã�o'õ�ã�ú�(�o�C  �#�^�o�J�ã4P1j
ƒ�Ì�ù�Ô�•
AAA �(�o�C  �#�^�o�J�é�&  RADIUS �(�o�C�â�Î�é�»5Å�
'…��10�Ò�ù�Ô�•

�#�^�o�J�é�&�(�o�C�ê�”�»5Å  2 �â
P�è�æ�o'õ�Ð���á�¿����-Ð�Ç�½���ù�Ô�•

�,�9�6�J ��6 end  $�­  EXEC �U�o�<�æ�¯���ù�Ô�•

�,�9�6�J ��7 show running-config �I
��]�ˆ�
#Õ.z�Ò�ù�Ô�•

�,�9�6�J ��8 copy running-config startup-config 9Ô
›�ç9Õ�I
��]�ˆ�
�&�f�H���!�X�_�o�*�Z�f  �H�����^�æ�;�=�Ò�ù�Ô�•

�,�9�6�J ��9 RADIUS �`�#���f.z.=�
���@�o�I�^�æ�Ò�ù�Ô�• �¡ Cisco IOS Software 
Configuration Guide for Cisco Aironet Access Points�¢�é�Ÿ Configuring 
Radius and TACACS+ Servers� �é%(�é�Ÿ Configuring RADIUS Login 
Authentication� �é5Ä�

ó�–�Ò�á�Ê�Û�Ð�¿�•

�&�Q�f�< "á"›
10-14
Cisco 860 �Å���î  Cisco 880 �*�]�o�-  �(�o�F�,&Ô�'�3�^�o�2  �0�H�;������  �&�f�H���!�X�_�o�*�Z�f  �����<

OL-18906-01-J



 

%Y 10 %(     �b���W�_�,  �:�C���,�é%¤!�
  RADIUS �â�é���"�.�,  �P���f�;  ���"�.�,�é�Ù�î�� ��������
�0�o�Ò�Ú  RADIUS �(�o�C�
�å4°�Ô���æ�ê�”�#�`�o�C�^  �&�f�H���!�X�_�o�*�Z�f  �U�o�<�â�” no 
radius-server host hostname | ip-address �&�Q�f�<�

ö!ª�Ò�ù�Ô�•�(�o�C  �#�^�o�J�
�&�f�H���!�X�_�o
�*�Z�f  �]�,�;�Æ���å4°�Ô���æ�ê�”�#�`�o�C�^  �&�f�H���!�X�_�o�*�Z�f  �U�o�<�â�” no aaa group server 
radius group-name �&�Q�f�<�

ö!ª�Ò�ù�Ô�• RADIUS �(�o�C�é  IP ���<�_�,�
�å4°�Ô���æ�ê�” sg-radius 
�&�f�H���!�X�_�o�*�Z�f  �U�o�<�â�” no server ip-address �&�Q�f�<�

ö!ª�Ò�ù�Ô�•

�4�é���â�ê�”�b���W�_�,  �:�C���,�ê�” 2 �ß�é!ã�å��  RADIUS �#�^�o�J  �(�o�C9Ô group1 �Å���î  group29Õ
�
.z/��Ô�����Á�æ.3�o�Ð���ù�Ô�• group1 �æ�ê�”�+�Ó�(�o�F�,�æ.3�o�Ð���á�¿���+�Ó  RADIUS �(�o�C�æ  
2 �ß�é!ã�å���N�,�;  ���f�;�]�Ç�½���ù�Ô�• 2 �ß�ü�é�N�,�;  ���f�;�]�ê�”�¨�Ë�é���f�;�]�é�H���o�^���o
�C�o  �C�6�"���6�J�ã�Ò�á�Ï(»�Ò�ù�Ô�•

AP(config)# aaa new-model
AP(config)# radius-server host 172.20.0.1 auth-port 1000 acct-port 1001
AP(config)# radius-server host 172.10.0.1 auth-port 1645 acct-port 1646
AP(config)# aaa group server radius group1
AP(config-sg-radius)# server 172.20.0.1 auth-port 1000 acct-port 1001
AP(config-sg-radius)# exit
AP(config)# aaa group server radius group2
AP(config-sg-radius)# server 172.20.0.1 auth-port 2000 acct-port 2001
AP(config-sg-radius)# exit

�Y�o�)�­4¢���"�.�,�Å���î�@�6�;�b�o�"  �(�o�F�,�é  RADIUS .5���é.3�o

AAA .5���ê�”�Y�o�)�Ç
ö!ª�â�È���(�o�F�,�
�Ù4¢�Ò�ù�Ô�• AAA .5���Ç���@�o�I�^�é�•�'�”�b���W�_
�,  �:�C���,�ê�”�Y�o�)�é�J�`�H�����^�Æ�����Ì���Þ�Ú�±�Ž�

ö!ª�Ò�ù�Ô�•�Î���ê�”�`�o���^  �Y�o�)  
�:�o�2�L�o�,�ù�Ú�ê�.� �X�]�9��  �(�o�C�æ�½���”�Y�o�)  �.�6�*�Z�f�
.3�o�Ò�ù�Ô�•�Y�o�)�æ�ê�”�Y�o
�)  �J�`�H�����^�æ����.5���Ð���á�¿���•�'�Û�Ì�”-Ð�Þ�Ð���Ú�(�o�F�,�é���"�.�,�­�Ç
ƒ
��Ð���ù�Ô�•

�#�`�o�C�^  �&�f�H���!�X�_�o�*�Z�f  �U�o�<�â�” radius � �o�b�o�<�
�0�o�Ò�Ú  aaa authorization �&�Q
�f�<�

ö!ª�Ò�á�”�Y�o�)�é $�­  EXEC �U�o�<�ó�é�@�6�;�b�o�"  ���"�.�,�
�Ù4¢�Ô���D�\�T�o�2�
.3�o
�â�È�ù�Ô�•

aaa authorization exec radius �&�Q�f�<�ê�”�Î�����é  authorization �D�\�T�o�2�
.3�o�Ò�ù�Ô�•

 • .z.=�Ç  RADIUS �

ö!ª�Ò�á�s-��Ð���Ú�•�'�” $�­  EXEC ���"�.�,.5���æ  RADIUS �

ö!ª�Ò�ù�Ô�•

 • .z.=�Ç  RADIUS �

ö!ª�Ò�á�s-��Ð���å�Æ�Þ�Ú�•�'�”�`�o���^  �:�o�2�L�o�,�

ö!ª�Ò�ù�Ô�•

9Ô�H9Õ .5���ê�”.5���Ç.3�o�Ð���á�¿���•�'�â�ý  CLI �_�L�^�

z�Ò�á�`�#���f�Ô��.z.=�Y�o�)�æ�C���D�,�Ð��
�ù�Ô�•

 $�­  EXEC ���"�.�,�Å���î�@�6�;�b�o�"  �(�o�F�,�æ  RADIUS .5���
�0�o�Ô���•�'�” $�­  EXEC �U�o
�<�Æ���”�4�é�»5Å�
�s-��Ò�ù�Ô�•

�&�Q�f�< "á"›

�,�9�6�J ��1 configure terminal �#�`�o�C�^  �&�f�H���!�X�_�o�*�Z�f  �U�o�<�
4?�Ž�Ò�ù�Ô�•

�,�9�6�J ��2 aaa authorization network radius �Ô�ô�á�é�@�6�;�b�o�"4P1j�(�o�F�,-Ð�Þ�æ�»�Ò�á�”�Y�o�)  RADIUS .5��
�æ�b���W�_�,  �:�C���,�
.3�o�Ò�ù�Ô�•

�,�9�6�J ��3 aaa authorization exec radius �b���W�_�,  �:�C���,�
�Y�o�)  RADIUS .5���æ.3�o�Ò�á�”�Y�o�)�Ç $�­  
EXEC ���"�.�,�­�
�,�ß�Æ�ä�Á�Æ�
�ÿ�ü�ù�Ô�•

exec � �o�b�o�<�ê�”�Y�o�)  �J�`�H�����^�±�Ž9Ô autocommand �±�Ž�å
�ä9Õ�
10�Ô�•�'�Ç�½���ù�Ô�•

�,�9�6�J ��4 end  $�­  EXEC �U�o�<�æ�¯���ù�Ô�•
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%Y 10 %(     �b���W�_�,  �:�C���,�é%¤!������� �������� ��
  TACACS+ �â�é���"�.�,  �P���f�;  ���"�.�,�é�Ù�î

 

.5���
�:���.�o�I�^�æ�Ô���æ�ê�”�#�`�o�C�^  �&�f�H���!�X�_�o�*�Z�f  �U�o�<�â�” no aaa 
authorization { network | exec} method1 �&�Q�f�<�

ö!ª�Ò�ù�Ô�•

RADIUS .3�o�é-+$�

RADIUS .3�o�
-+$��Ô���æ�ê�” $�­  EXEC �U�o�<�â�” show running-config �&�Q�f�<�

ö!ª�Ò�ù�Ô�•

TACACS+ �â�é���"�.�,  �P���f�;  ���"�.�,�é�Ù�î  
�Î�Î�â�ê�” Terminal Access Controller Access Control System Plus9ÔTACACS+9Õ�

ö!ª�Ò�á�”�b���W
�_�,  �:�C���,�ó�é%¤!�(*���"�.�,�
�Ù�î�Ô���Ç�:�æ�ß�¿�á.‘�ÿ�Ò�ù�Ô�• TACACS+ �
�(�P�o�;�Ô����
�Á�æ�b���W�_�,  �:�C���,�
.3�o�Ô���Ç�:�é.f&¦�æ�ß�¿�á�ê�” �¡ Cisco IOS Software Configuration Guide
for Cisco Aironet Access Points�¢�é�Ÿ Configuring Radius and TACACS+ Servers� �é%(�

ó�–�Ò�á�Ê
�Û�Ð�¿�•

TACACS+ �ê�”.f&¦�å�������f�9���f�#�±�Ž�”�Å���î.z.=�ÿ.z���J�`�.�,�

z�Ò�Ú�50¨�å%¤!��Ù�î
�
�­���Ò�ù�Ô�• TACACS+ �ê�” AAA �æ�����&1t�Ð���” AAA �&�Q�f�<�

z�Ò�á�Û�Ì���@�o�I�^�æ�â
�È�ù�Ô�•

9Ô�H9Õ �Î�Î�â
ö!ª�Ð���á�¿���&�Q�f�<�é�t�¥�Å���î
ö!ª�Ç�:�é.f&¦�æ�ß�¿�á�ê�” �¡ Cisco IOS Security 
Command Reference�¢�

ó�–�Ò�á�Ê�Û�Ð�¿�•

�Î�Î�â�ê�” TACACS+ .3�o�æ�ß�¿�á.‘�ÿ�Ò�ù�Ô�•

 • �Ÿ�:�H���^�;�é  TACACS+ .3�o�  9ÔP.10-169Õ

 • �ŸTACACS+ �`�#���f.z.=�é.3�o�  9ÔP.10-179Õ

 • �Ÿ $�­  EXEC ���"�.�,�Å���î�@�6�;�b�o�"  �(�o�F�,�é  TACACS+ .5���é.3�o�  9ÔP.10-189Õ

 • �ŸTACACS+ .3�o�é-+$��  9ÔP.10-199Õ

�:�H���^�;�é  TACACS+ .3�o

TACACS+ �Å���î  AAA �ê�”�:�H���^�;�â�:���.�o�I�^�æ�Ð���á�¿�ù�Ô�•

�.� �X�]�9���é�3*­�
1±�Ì���Ú�ü�”�@�6�;�b�o�"%¤!����J�]�$�o�*�Z�f�

z�Ò�á  TACACS+ �
.3�o�â
�È�ù�Ö���•���@�o�I�^�æ�Ð���á�¿���•�'�” TACACS+ �ê�” CLI �

z�Ò�á�b���W�_�,  �:�C���,�æ���"�.
�,�Ô��%¤!�(*�
.z.=�â�È�ù�Ô�•

�,�9�6�J ��5 show running-config �I
��]�ˆ�
#Õ.z�Ò�ù�Ô�•

�,�9�6�J ��6 copy running-config startup-config 9Ô
›�ç9Õ�I
��]�ˆ�
�&�f�H���!�X�_�o�*�Z�f  �H�����^�æ�;�=�Ò�ù�Ô�•

�&�Q�f�< "á"›
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%Y 10 %(     �b���W�_�,  �:�C���,�é%¤!�
  TACACS+ �â�é���"�.�,  �P���f�;  ���"�.�,�é�Ù�î�� ��������
TACACS+ �`�#���f.z.=�é.3�o

AAA .z.=�
.3�o�Ô���æ�ê�”.z.=�Ç�|�é�,�è
ƒ�È�]�,�;�
�o'õ�Ò�á�”�Ø�é�]�,�;�
�Ð�ù�Ñ�ù�å���f�2�o
�H�����,�æ1¡!ª�Ò�ù�Ô�•.z.=�Ç�|�é�]�,�;�ê�”�s-��Ð����.z.=�é�2���J�”�Å���î�Ø�����Ç�s-��Ð����5Å
�(�
�o'õ�Ò�ù�Ô�•�Î���ê�”�o'õ�Ð����.z.=�Ç�|�Ç�s-��Ð�����è�æ�” $�o�é���f�2�o�H�����,�æ1¡!ª�Ò�å
�Ì���ë�å���ù�Ö���•�Ñ	û�é�����ê�”�:�H���^�;�é.z.=�Ç�|�]�,�;�â�Ô9Ô�Î�é�,�è�ê  default �â�Ô9Õ�•�:
�H���^�;�é.z.=�Ç�|�]�,�;�ê�”�,�è
ƒ�È.z.=�Ç�|�]�,�;�Ç�ÿ$�"›�æ�o'õ�Ð���á�¿�����f�2�o�H�����,�

4°�Ê�”�Ô�ô�á�é���f�2�o�H�����,�æ)D
G"›�æ1¡!ª�Ð���ù�Ô�•

.z.=�Ç�|�]�,�;�ê�”�Y�o�)�é.z.=�æ
ö!ª�Ð����5Å�(�ã.z.=�Ç�|�
.%1@�Ò�ù�Ô�•�¨�Ë�é�Ç�|�Ç�,�Œ�Ò�Ú�•
�'�é.z.=�æ�C�6�"���6�J  �*�,�9�S�Ç
ö!ª�Ð�������Á�æ�”.z.=�æ  1 �ß
•
��é�.� �X�]�9��  �J�`�;�&�^�

�0�o�â�È�ù�Ô�•�0�H�;�������ê�”�]�,�;�é�¨�Ë�é�Ç�|�

ö!ª�Ò�á�”�Y�o�)�
.z.=�Ò�ù�Ô�•�Î�é�Ç�|�Ç��
%u�Ò�å�¿�•�'�”�0�H�;�������ê�”�Ç�|�]�,�;�é�4�é.z.=�Ç�|�
1¬�ï�Ò�ù�Ô�•�Î�é�J�`�.�,�ê�”�]�,�;�é
.z.=�Ç�|�ã�é1b�>�æ�‘
��Ô���ù�â�”�ù�Ú�ê�o'õ�Ð���á�¿���Ô�ô�á�é�Ç�|�Ç�,�Œ�Ô���ù�â�”&ï�Ì�����ù
�Ô�•�Î�é�(���"�^�é�¿�Õ���Æ�é�(�P�â.z.=�Ç�,�Œ�Ò�Ú�•�'�”�ß�ù���”�.� �X�]�9���(�o�C�ù�Ú�ê�`�o��
�^  �Y�o�)�,�:�o�2�L�o�,�Ç�”�Y�o�)  ���"�.�,�
���8�Ô���Î�ã�â��%u�Ò�Ú�•�'�”.z.=�J�`�.�,�ê�—�[�Ò�”

•�é.z.=�Ç�|�ê.\-��Ð���ù�Ö���•

�`�#���f.z.=�
.3�o�Ô���æ�ê�” $�­  EXEC �U�o�<�Æ���”�4�é
Þ�:�
-��¿�ù�Ô�•�Î���ê��5Ç�»5Å�â�Ô�•

�&�Q�f�< "á"›

�,�9�6�J ��1 configure terminal �#�`�o�C�^  �&�f�H���!�X�_�o�*�Z�f  �U�o�<�
4?�Ž�Ò�ù�Ô�•

�,�9�6�J ��2 aaa new-model AAA �
���@�o�I�^�æ�Ò�ù�Ô�•

�,�9�6�J ��3 aaa authentication login { default | 
list-name} method1 [method2...]

�`�#���f.z.=�Ç�|�]�,�;�

Þ�‘�Ò�ù�Ô�•

 • �,�è
ƒ�È�]�,�;�Ç  login authentication �&�Q�f�<�â�0�o�Ð���á �¿�å
�¿ �ã�È�æ
ö!ª�Ð�����:�H���^�;  �]�,�;�

Þ�‘�Ô���æ�ê�”�:�H���^�;
 A�+�â
ö!ª�Ð�����Ç�|�]�,�;�Ç�ß�æ&ï�Ê  default � �o�b�o�<�

ö!ª
�Ò�ù�Ô�•�:�H���^�;�Ç�|�]�,�;�ê�”�Ô�ô�á�é���f�2�o�H�����,�æ)D

G"›�æ1¡!ª�Ð���ù�Ô�•

 • list-name �æ�ê�”
Þ�‘�Ô���]�,�;�æ�,�è�

ƒ�Ì���¥�<�,�;�]�f�#�
�0
�o�Ò�ù�Ô�•

 • method1... �æ�ê�”.z.=���^�'�]�-�S�Ç.\-��Ô���s4Ù�é�Ç�|�
�0�o�Ò
�ù�Ô�•.z.=�é1J
��Ç�|�ê�”"å�è�é�Ç�|�Æ�����\�o�Ç10�Ð���Ú�•�'�Û
�Ì
ö!ª�Ð���ù�Ô�•�,�Œ�Ò�Ú�•�'�ê�”
ö!ª�Ð���ù�Ö���•

�4�é�¿�Õ���Æ�é�Ç�|�
1¬�ï�Ò�ù�Ô�•

 • local9æ.z.=�é�`�o���^  �Y�o�)�,�:�o�2�L�o�,�

ö!ª�Ò�ù�Ô�•�:�o�2
�L�o�,�æ�Y�o�)�,�±�Ž�
�I
��Ò�å�Ì���ë�å���ù�Ö���• username 
password �&�Q�f�<�
�#�`�o�C�^  �&�f�H���!�X�_�o�*�Z�f  �U�o�<�â

ö!ª�Ò�ù�Ô�•

 • tacacs+9æTACACS+ .z.=�

ö!ª�Ò�ù�Ô�•�Î�é.z.=�Ç�|�

ö!ª�Ô���æ
�ê�” TACACS+ �(�o�C�
.3�o�Ò�å�Ì���ë�å���ù�Ö���•

�,�9�6�J ��4 line [console | tty  | vty] line-number 
[ending-line-number]

�\���f  �&�f�H���!�X�_�o�*�Z�f  �U�o�<�
4?�Ž�Ò�á�”.z.=�]�,�;�
1¡!ª�Ô
���\���f�
.3�o�Ò�ù�Ô�•

�,�9�6�J ��5 login authentication { default | 
list-name}

.z.=�]�,�;�
�\���f�ù�Ú�ê�\���f�é�.�6�;�æ1¡!ª�Ò�ù�Ô�•

 • default �
�0�o�Ô���•�'�” aaa authentication login �&�Q�f�<�â
Þ�‘
�Ò�Ú�:�H���^�;  �]�,�;�

ö!ª�Ò�ù�Ô�•

 • list-name �æ�ê�” aaa authentication login �&�Q�f�<�â
Þ�‘�Ò�Ú�]�,
�;�
�0�o�Ò�ù�Ô�•
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%Y 10 %(     �b���W�_�,  �:�C���,�é%¤!�
  TACACS+ �â�é���"�.�,  �P���f�;  ���"�.�,�é�Ù�î
AAA �
�:���.�o�I�^�æ�Ô���æ�ê�”�#�`�o�C�^  �&�Q�f�<  �U�o�<�â�” no aaa new-model �&�Q�f�<�

ö!ª
�Ò�ù�Ô�• AAA .z.=�
�:���.�o�I�^�æ�Ô���æ�ê�”�#�`�o�C�^  �&�Q�f�<  �U�o�<�â�” no aaa 
authentication login { default | list-name} method1 [method2...] �&�Q�f�<�

ö!ª�Ò�ù�Ô�•�`�#���f�é  
TACACS+ .z.=�
�:���.�o�I�^�æ�Ô���Æ�”�:�H���^�;�o�æ�¯�Ô�æ�ê�”�\���f  �&�f�H���!�X�_�o�*�Z�f  
�U�o�<�â�” no login authentication { default | list-name} �&�Q�f�<�

ö!ª�Ò�ù�Ô�•

 $�­  EXEC ���"�.�,�Å���î�@�6�;�b�o�"  �(�o�F�,�é  TACACS+ .5���é.3
�o

AAA .5���ê�”�Y�o�)�Ç
ö!ª�â�È���(�o�F�,�
�Ù4¢�Ò�ù�Ô�• AAA .5���Ç���@�o�I�^�é�•�'�”�b���W�_
�,  �:�C���,�ê�”�Y�o�)  �J�`�H�����^�Æ�����Ì���Þ�Ú�±�Ž�

ö!ª�Ò�ù�Ô�•�Î���ê�”�`�o���^  �Y�o�)  �:�o
�2�L�o�,�ù�Ú�ê�.� �X�]�9��  �(�o�C�æ�½���”�Y�o�)  �.�6�*�Z�f�
.3�o�Ò�ù�Ô�•�Y�o�)�æ�ê�”�Y�o�)  �J
�`�H�����^�é�±�Ž�æ����.5���Ð���á�¿���•�'�Û�Ì�”-Ð�Þ�Ð���Ú�(�o�F�,�é���"�.�,�­�Ç
ƒ
��Ð���ù�Ô�•

�#�`�o�C�^  �&�f�H���!�X�_�o�*�Z�f  �U�o�<�â�” tacacs+ � �o�b�o�<�
�0�o�Ò�Ú  aaa authorization �&�Q
�f�<�

ö!ª�Ò�á�”�Y�o�)�é $�­  EXEC �U�o�<�ó�é�@�6�;�b�o�"  ���"�.�,�
�Ù4¢�Ô���D�\�T�o�2�
.3�o
�â�È�ù�Ô�•

aaa authorization exec tacacs+ local �&�Q�f�<�ê�”�Î�����é.5���D�\�T�o�2�
.3�o�Ò�ù�Ô�•

• .z.=�Ç  TACACS+ �

ö!ª�Ò�á�s-��Ð���Ú�•�'�” $�­  EXEC ���"�.�,.5���æ  TACACS+ �

ö!ª�Ò
�ù�Ô�•

• .z.=�Ç  TACACS+ �

ö!ª�Ò�á�s-��Ð���å�Æ�Þ�Ú�•�'�”�`�o���^  �:�o�2�L�o�,�

ö!ª�Ò�ù�Ô�•

9Ô�H9Õ .5���ê�”.5���Ç.3�o�Ð���á�¿���•�'�â�ý  CLI �_�L�^�

z�Ò�á�`�#���f�Ô��.z.=�Y�o�)�æ�C���D�,�Ð��
�ù�Ô�•

 $�­  EXEC ���"�.�,�Å���î�@�6�;�b�o�"  �(�o�F�,�æ  TACACS+ .5���
�0�o�Ô���•�'�” $�­  EXEC 
�U�o�<�Æ���”�4�é�»5Å�
�s-��Ò�ù�Ô�•

�,�9�6�J 6 end  $�­  EXEC �U�o�<�æ�¯���ù�Ô�•

�,�9�6�J 7 show running-config �I
��]�ˆ�
#Õ.z�Ò�ù�Ô�•

�,�9�6�J 8 copy running-config startup-config 9Ô
›�ç9Õ�I
��]�ˆ�
�&�f�H���!�X�_�o�*�Z�f  �H�����^�æ�;�=�Ò�ù�Ô�•

�&�Q�f�< "á"›

�&�Q�f�< "á"›

�,�9�6�J 1 configure terminal �#�`�o�C�^  �&�f�H���!�X�_�o�*�Z�f  �U�o�<�
4?�Ž�Ò�ù�Ô�•

�,�9�6�J 2 aaa authorization network tacacs+ �Ô�ô�á�é�@�6�;�b�o�"4P1j�(�o�F�,-Ð�Þ�æ�»�Ò�á�”�Y�o�)  TACACS+ .5
���æ�b���W�_�,  �:�C���,�
.3�o�Ò�ù�Ô�•

�,�9�6�J 3 aaa authorization exec tacacs+ �b���W�_�,  �:�C���,�
�Y�o�)  TACACS+ .5���æ.3�o�Ò�á�” �Y�o�)�Ç $�­  
EXEC ���"�.�,�­�
�,�ß�Æ�ä�Á�Æ�
�ÿ�ü�ù�Ô�•

exec � �o�b�o�<�ê�”�Y�o�)  �J�`�H�����^�±�Ž9Ô autocommand �±�Ž�å
�ä9Õ�
10�Ô�•�'�Ç�½���ù�Ô�•

�,�9�6�J 4 end  $�­  EXEC �U�o�<�æ�¯���ù�Ô�•

�,�9�6�J 5 show running-config �I
��]�ˆ�
#Õ.z�Ò�ù�Ô�•

�,�9�6�J 6 copy running-config startup-config 9Ô
›�ç9Õ�I
��]�ˆ�
�&�f�H���!�X�_�o�*�Z�f  �H�����^�æ�;�=�Ò�ù�Ô�•
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%Y 10 %(     �b���W�_�,  �:�C���,�é%¤!�
  �b���W�_�,  �B�o�<�������Å���î�0�H�;�������é%¤!�������
.5���
�:���.�o�I�^�æ�Ô���æ�ê�”�#�`�o�C�^  �&�f�H���!�X�_�o�*�Z�f  �U�o�<�â�” no aaa 
authorization { network | exec} method1 �&�Q�f�<�

ö!ª�Ò�ù�Ô�•

TACACS+ .3�o�é-+$�

TACACS+ �(�o�C&Ô.��±�Ž�
-+$��Ô���æ�ê�” $�­  EXEC �U�o�<�â�” show tacacs �&�Q�f�<�

ö!ª�Ò
�ù�Ô�•

�b���W�_�,  �B�o�<�������Å���î�0�H�;�������é%¤!�
�Î�Î�â�ê�”�4�é
Þ�:�é�s-��æ�ß�¿�á.‘�ÿ�Ò�ù�Ô�•

 • �Ÿ�b���W�_�,  �:�C���,�é�¿�•�´*D�(�é�:�H���^�;.3�o�ó�é�]�.�6�;�  9ÔP.10-199Õ

 • �Ÿ�b���W�_�,  �:�C���,�é�c/à
G�  9ÔP.10-199Õ

 • �Ÿ�b���W�_�,  �:�C���,�é�U�>�2�]�f�#�  9ÔP.10-209Õ

�b���W�_�,  �:�C���,�é�¿�•�´*D�(�é�:�H���^�;.3�o�ó�é�]�.�6�;

�b���W�_�,  �:�C���,  �B�o�<�������Å���î�0�H�;�������
�Ø�é�¿�•�´*D�(�é�:�H���^�;.3�o�æ�]�.�6�;
�Ô���æ�ê�”�^�o�2�é  Cisco IOS  $�­  EXEC �U�o�<�â�” service-module wlan-ap0 reset default-config 
�&�Q�f�<�

ö!ª�Ò�ù�Ô�•

�H�ç �:�o�2�
�Ê�,�Ô���Î�ã�Ç�½���Ú�ü�”�*�V�6�;�3���f�ù�Ú�ê4Ú�‚ A���Æ���é�Á�ó�æ�ê�”
service-module wlan-ap0 reset �&�Q�f�<�Û�Ì�

ö!ª�Ò�á�Ê�Û�Ð�¿�•

�b���W�_�,  �:�C���,�é�c/à
G

�\-Ù�é�»5Å�â�*�V�6�;�3���f�
�s-��Ò�”�b���W�_�,  �:�C���,�
�c/à
G�Ô���æ�ê�”�^�o�2�é  Cisco IOS 
 $�­  EXEC �U�o�<�â�” service-module wlan-ap0 reload �&�Q�f�<�

ö!ª�Ò�ù�Ô�•#Õ.z�J�`�f�J�;�â�”
Enter � �o�
�ü�Ò�á���"�*�Z�f�
#Õ.z�Ô���Æ�” n �
�I
��Ò�á� �V�f�.�^�Ò�ù�Ô�•

)D�Þ�U�o�<�â�s-��Ò�á�¿���•�'�” reload �&�Q�f�<�

ö!ª�Ô���”�c/à
G�è�æ.3�o�Ç�;�=�Ð���ù�Ô�•�Î���æ
�,�Œ�Ò�Ú�•�'�”�4�é�T�6�.�o�+�Ç-+$��Ð���ù�Ô�•

Failed to save service module configuration.
��

Lightweight Access Point Protocol9ÔLWAPP; Lightweight ���"�.�,  �P���f�;  �J�`�;�&�^9Õ�U�o�<�â�s
-��Ò�á�¿���•�'�” reload �Ï(»�ê�”1b�ñ�” Wireless LAN Controller9ÔWLC; �b���W�_�,  LAN �&�f�;�`�o
�\9Õ�æ�����Ò�
���ù�Ô�• service-module wlan-ap0 reload �&�Q�f�<�
�I
��Ò�Ú�•�'�”�4�é�T�6�.�o�+
�Ç-+$��Ð���ù�Ô�•

The AP is in LWAPP mode. Reload is normally handled by WLC controller. ��
��
Still want to proceed? [yes]
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%Y 10 %(     �b���W�_�,  �:�C���,�é%¤!������� �������� ��
  �*�,�9�S�é�(�Þ�ã�ã
ƒ�é%¤!�
�b���W�_�,  �:�C���,�é�U�>�2�]�f�#

�Î�Î�â�ê�”�^�o�2�é�B�o�<�������é�U�>�2�]�f�#!ª�é�&�Q�f�<�æ�ß�¿�á.‘�ÿ�Ò�ù�Ô�•

 • �Ÿ�b���W�_�,  �:�C���,&Ô.��±�Ž�é-+$��  9ÔP.10-209Õ

 • �Ÿ�b���W�_�,  �:�C���,  �,�9�o�2�,�é-+$��  9ÔP.10-209Õ

�b���W�_�,  �:�C���,&Ô.��±�Ž�é-+$�

 $�­  EXEC �U�o�<�â�” service-module wlan-ap0 statistics �&�Q�f�<�

ö!ª�Ô���ã�”�b���W�_�,  �:�C��
�,&Ô.��±�Ž�
-+$��â�È�ù�Ô�•�4�æ�”�Î�é�&�Q�f�<�é�´
����
$��Ò�ù�Ô�•

  CLI reset count = 0
  CLI reload count = 1
  Registration request timeout reset count = 0
  Error recovery timeout reset count = 0
  Module registration count = 10

The last IOS initiated event was a cli reload at *04:27:32.041 UTC Fri Mar 8 2007

�b���W�_�,  �:�C���,  �,�9�o�2�,�é-+$�

 $�­  EXEC �U�o�<�â�” service-module wlan-ap0 status �&�Q�f�<�

ö!ª�Ô���ã�”�b���W�_�,  �:�C���,
�é�,�9�o�2�,�Å���î�Ø�é.3�o�±�Ž�
-+$��â�È�ù�Ô�•�4�æ�”�Î�é�&�Q�f�<�é�´
����
$��Ò�ù�Ô�•

Service Module is Cisco wlan-ap0 ��
Service Module supports session via TTY line 2 ��
Service Module is in Steady state ��
Service Module reset on error is disabled ��
Getting status from the Service Module, please wait..
��
Image path = flash:c8xx_19xx_ap-k9w7-mx.acregr/c8xx_19xx_ap-k9w7-mx.acre ��
gr ��
System uptime = 0 days, 4 hours, 28 minutes, 5 seconds
Router#d was introduced for embedded wireless LAN access points on Integrated Services 
Routers.

�*�,�9�S�é�(�Þ�ã�ã
ƒ�é%¤!�
Simple Network Time Protocol9ÔSNTP; %ò���@�6�;�b�o�"  �2���S  �J�`�;�&�^9Õ�

ö!ª�Ò�á�”)D
G"›�æ�”
�ù�Ú�ê�b���W�_�,  �:�C���,�é�(�Þ�ã�ã
ƒ�
.3�o�Ò�á�”�»
G�â�”�b���W�_�,  �:�C���,�é�*�,�9�S�é�(�Þ
�ã�ã
ƒ�
%¤!��â�È�ù�Ô�•

9Ô�H9Õ �Î�Î�â
ö!ª�Ð���á�¿���&�Q�f�<�é�t�¥�Å���î
ö!ª�Ç�:�é.f&¦�æ�ß�¿�á�ê�” �¡ Cisco IOS Configuration 
Fundamentals Command Reference for Release 12.4�¢�

ó�–�Ò�á�Ê�Û�Ð�¿�•

�Î�Î�â�ê�”�4�é.3�o�±�Ž�
$��Ò�ù�Ô�•

 • �Ÿ%ò���@�6�;�b�o�"  �2���S  �J�`�;�&�^�æ�ß�¿�á�  9ÔP.10-219Õ

 • �ŸSNTP �é.3�o�  9ÔP.10-219Õ

 • �Ÿ�(�Þ�Å���î�ã
ƒ�é�»
G.3�o�  9ÔP.10-229Õ
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%Y 10 %(     �b���W�_�,  �:�C���,�é%¤!�
  �*�,�9�S�é�(�Þ�ã�ã
ƒ�é%¤!�����
%ò���@�6�;�b�o�"  �2���S  �J�`�;�&�^�æ�ß�¿�á

%ò���@�6�;�b�o�"  �2���S  �J�`�;�&�^9Ô SNTP9Õ�ê�” NTP �é%ò&›
{�Ð���Ú�"�\�����f�;�¾!ª�C�o�+�Z�f
�â�Ô�• SNTP �ê�” NTP �(�o�C�Æ���(�Þ�
���>�â�È���Û�Ì�â�”�(�Þ�(�o�F�,�

•�é�*�,�9�S�æ�­���â�È
�ù�Ö���• SNTP �ê�”1b�ñ�” 100 �R�]$}
•�]�é�\#Õ�å�(�Þ�
�­���Ò�ù�Ô�Ç�” NTP �é-„5��å�H���^�2�]�f�#
�Å���î&Ô.��T���>�-�S�ê�­���Ò�ù�Ö���•

.3�o�ã�ú�(�o�C�æ�D�$�6�;�
-Ð�Þ�Ò�á�Î���
���>�Ô���”�ù�Ú�ê
›�ç�é�0�o�,�Æ��  NTP �I�`�o�<� �V�,
�;  �D�$�6�;�
���>�Ô�����Á�æ�” SNTP �
.3�o�â�È�ù�Ô�•-„�™�é�0�o�,�Ç  NTP �D�$�6�;�
1M�>�Ô���•
�'�”�¨1¡�å���é�(�o�C�Ç1¬�ï�Ð���ù�Ô�• NTP �Å���î���é.f&¦�æ�ß�¿�á�ê�”�4�é  URL �
�"�]�6�"�Ò�á�Ê
�Û�Ð�¿�•

http://www.cisco.com/en/US/docs/ios/12_1/configfun/configuration/guide/fcd303.html#wp1001075 

-„�™�é�(�o�C�Ç�+�Ó���æ�½���•�'�”�I�`�o�<� �V�,�;  �(�o�C�����ý�”.3�o�ã�ú�(�o�C�Ç���5�Ð���ù�Ô�•
�Î�����é
��Ç�
�)�Ú�Ô�(�o�C�Ç-„�™�½���•�'�”�(�Þ�D�$�6�;�
�¨�Ë�æ1M�>�Ò�Ú�(�o�C�Ç1¬�ï�Ð���ù�Ô�•
SNTP �Ç�Â�Ò�¿�(�o�C�
1¬�ï�Ô���é�ê�”�"�\�����f�;�Ç û�÷1¬�ï�Ð���á�¿���(�o�C�Æ���D�$�6�;�é���>
�
�—�[�Ò�Ú�•�'�”�ù�Ú�ê9Ô
�.%�é�æ
™�æ�å�Þ�á9Õ SNTP �Ç�����¨1¡�å�(�o�C�
���´�Ò�Ú�•�'�Û�Ì�â�Ô�•

SNTP �é.3�o

SNTP �ê�”�:�H���^�;�â�:���.�o�I�^�æ�Ð���á�¿�ù�Ô�• SNTP �
���"�.�,  �P���f�;�â���@�o�I�^�æ�Ô��
�æ�ê�”�#�`�o�C�^  �&�f�H���!�X�_�o�*�Z�f  �U�o�<�â�” -+��2 �æ�]�,�;�Ð���á�¿���&�Q�f�<�é�¿�Õ���Æ�”
�ù�Ú�ê
��Ç�

ö!ª�Ò�ù�Ô�•

sntp server �&�Q�f�<�ê�”�&  NTP �(�o�C�æ	û�2�I
��Ò�ù�Ô�• NTP �(�o�C�ê�”���"�.�,  �P���f�;�Æ��  
SNTP �T�6�.�o�+�æ��%u�Ô�����Á�æ.3�o�Ô����-Ð�Ç�½���ù�Ô�•

sntp server �&�Q�f�<�Å���î  sntp broadcast client �&�Q�f�<�é
��Ç�
�I
��Ò�Ú�•�'�”���"�.�,  �P���f�;
�ê�”�I�`�o�<� �V�,�;  �(�o�C�Æ���(�Þ�
���>�Ò�ù�Ô�Ç�”���Ç�+�Ó�•�'�”.3�o�ã�ú�(�o�C�Æ���é�(�Þ�

���5�Ò�ù�Ô�• SNTP �é�±�Ž�
-+$��Ô���æ�ê�” show sntp EXEC �&�Q�f�<�

ö!ª�Ò�ù�Ô�•

-+��2 SNTP �&�Q�f�<

�&�Q�f�< "á"›

sntp server { address | hostname} ��
[version number]

NTP �(�o�C�Æ��  NTP �D�$�6�;�
-Ð�Þ�Ô�����Á�æ  
SNTP �
.3�o�Ò�ù�Ô�•

sntp broadcast client 
›�ç�é  NTP �I�`�o�<� �V�,�;  �(�o�C�Æ��  NTP 
�D�$�6�;�
���>�Ô�����Á�æ  SNTP �
.3�o�Ò�ù�Ô�•
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%Y 10 %(     �b���W�_�,  �:�C���,�é%¤!������� �������� ��
  �*�,�9�S�é�(�Þ�ã�ã
ƒ�é%¤!�
�(�Þ�Å���î�ã
ƒ�é�»
G.3�o


•�é�(�Þ�0�o�,�

ö!ª�â�È�å�¿�•�'�”�*�,�9�S�
�c/à
G�Ò�á�Æ���(�Þ�ã�ã
ƒ�
�»
G�â.3�o�â�È�ù�Ô�•
�4�æ�*�,�9�S�Ç�c/à
G�Ð�����ù�â�”�\#Õ�å�(�Þ�æ&ý�,�Ð���ù�Ô�•�»
G�â�é.3�o�ê�¨�ß�é�»�‘�ã�Ô���Î�ã
�
�Å
X�ü�Ò�ù�Ô�•�b���W�_�,  �:�C���,�Ç�+�¼
{�â�È����1ñ�0�o�,�Ç�½���•�'�”�*�,�9�S  �"�`�6�"�
�»

G�â.3�o�Ô����-Ð�ê�½���ù�Ö���•

�Î�Î�â�ê�”�4�é.3�o�±�Ž�
$��Ò�ù�Ô�•

 • �Ÿ�*�,�9�S  �"�`�6�"�é.3�o�  9ÔP.10-229Õ

 • �Ÿ�(�Þ�ã�ã
ƒ�é.3�o�é-+$��  9ÔP.10-239Õ

 • �Ÿ�(4F�ê�é.3�o�  9ÔP.10-239Õ

 • �Ÿ���(4F�é.3�o�  9ÔP.10-249Õ

�*�,�9�S  �"�`�6�"�é.3�o

NTP �(�o�C�å�ä�”�(�Þ�(�o�F�,�
�­���Ô����1ñ�0�o�,�Ç�@�6�;�b�o�"�æ�½���•�'�”�*�,�9�S  �"�`�6�"
�
�»
G�â.3�o�Ô����-Ð�ê�½���ù�Ö���•

�*�,�9�S  �"�`�6�"�
.3�o�Ô���æ�ê�” $�­  EXEC �U�o�<�Æ���”�4�é�»5Å�
�s-��Ò�ù�Ô�•

�4�æ�”�*�,�9�S  �"�`�6�"�
   2001 ��  7 �¬  23 �ã�” 1:32 p.m. �æ�»
G�â.3�o�Ô�����
$��Ò�ù�Ô�•

AP# clock set 13:32:00 23 July 2001

�&�Q�f�< "á"›

�,�9�6�J ��1 clock set hh:mm:ss day month year

�ù�Ú�ê  

clock set hh:mm:ss month day year

�4�é�¿�Õ���Æ�é�»�|�

ö!ª�Ò�á�”�*�,�9�S  �"�`�6�"�
�»
G�â.3�o�Ò�ù�Ô�•

 • hh:mm:ss �æ�ê�”�(4F9Ô 24 �(4F�»�|9Õ�”�½�”$}�â�(�Þ�
�0�o�Ò�ù�Ô�•
�0�o�Ð���Ú�(�Þ�ê�”.3�o�Ð���á�¿���(4F�ê�æ4P1j�Ò�ù�Ô�•

 • day �æ�ê�”�ã
ƒ�
�¬�é�ã
ƒ�â�0�o�Ò�ù�Ô�•

 • month �æ�ê�”�¬�
�Ø�é�b�K�å�,�è�â�0�o�Ò�ù�Ô�•

 • year �æ�ê�”���2�
  4 �t9Ô"í!Û�»�â�ê�å�Ê9Õ�â�0�o�Ò�ù�Ô�•

�,�9�6�J ��2 show running-config �I
��]�ˆ�
#Õ.z�Ò�ù�Ô�•

�,�9�6�J ��3 copy running-config startup-config 9Ô
›�ç9Õ�I
��]�ˆ�
�&�f�H���!�X�_�o�*�Z�f  �H�����^�æ�;�=�Ò�ù�Ô�•
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%Y 10 %(     �b���W�_�,  �:�C���,�é%¤!�
  �*�,�9�S�é�(�Þ�ã�ã
ƒ�é%¤!�����
�(�Þ�ã�ã
ƒ�é.3�o�é-+$�

�(�Þ�ã�ã
ƒ�é.3�o�
-+$��Ô���æ�ê�” $�­  EXEC �U�o�<�â�” show clock [detail] �&�Q�f�<�

ö!ª�Ò�ù�Ô�•

�*�,�9�S  �"�`�6�"�ê�”�(�Þ�Ç�>5ì�â�È���Æ9Ô�\#Õ�Æ9Õ�ä�Á�Æ�
$��Ô  authoritative �H�\�#�
�;�,�Ò�ù�Ô�•
�*�,�9�S  �"�`�6�"�Ç�” NTP �å�ä�é�2���R�f�#  �0�o�,�æ����.3�o�Ð���á�¿���•�'�”�H�\�#�Ç.3�o�Ð���ù
�Ô�•�(�Þ�Ç�>5ì�â�È�å�¿�•�'�”�Î���ê�”-+$�"á"›�Û�Ì�æ
ö!ª�Ð���ù�Ô�•�G���é�(�Þ�Ç�u
2�å�•�'�”�"
�`�6�"�Ç�>5ì�â�È�” authoritative �H�\�#�Ç.3�o�Ð�����ù�â�”�Î�é�H�\�#�æ�����”
��G���Ç�"�`�6�"�ã�+
�¼
{�Ò�å�¿���Á�æ�å���ù�Ô�•

�4�æ�” show clock -+$��é�è�æ
ƒ�¿�á�¿���*�f�O�^�é�ç�g�
$��Ò�ù�Ô�•

 • * 9æ�(�Þ�ê�>5ì�â�È�ù�Ö���•

 • 9Ô�I�\�f�"9Õ 9æ�(�Þ�ê�>5ì�â�È�ù�Ô�•

 • .9æ�(�Þ�ê�>5ì�â�È�ù�Ô�Ç�” NTP �ê�+�¼
{�Ð���ù�Ö���•

�(4F�ê�é.3�o  

�(4F�ê�
�»
G�â.3�o�Ô���æ�ê�” $�­  EXEC �U�o�<�Æ���”�4�é�»5Å�
�s-��Ò�ù�Ô�•

�#�`�o�C�^  �&�f�H���!�X�_�o�*�Z�f  �U�o�<�é  clock timezone �&�Q�f�<�é  minutes-offset ���™�ê�” û�þ
�(4F�ê�ã  UTC �ã�é�Å�Ç�½
±
Ï�â�½���•�'�æ
ö!ª�â�È�ù�Ô�•�Ú�ã�Ã�ë�” Atlantic Canada9ÔAST9Õ�é	û1ñ
�é�þ
™�é�(4F�ê�ê�” UTC-3.5 �â�Ô�•�Î�Î�â�” 3 �ê  3 �(4F�” .5 �ê  50%�
�ç�g�Ò�ù�Ô�•�Î�é�•�'�”��-Ð�å
�&�Q�f�<�ê�” clock timezone AST -3 30 �â�Ô�•

�(�Þ�
  UTC �æ.3�o�Ô���æ�ê�”�#�`�o�C�^  �&�f�H���!�X�_�o�*�Z�f  �U�o�<�â�” no clock timezone �&�Q
�f�<�

ö!ª�Ò�ù�Ô�•

�&�Q�f�< "á"›

�,�9�6�J ��1 configure terminal �#�`�o�C�^  �&�f�H���!�X�_�o�*�Z�f  �U�o�<�
4?�Ž�Ò�ù�Ô�•

�,�9�6�J ��2 clock timezone zone hours-offset 
[minutes-offset]

�(4F�ê�
.3�o�Ò�ù�Ô�•

�b���W�_�,  �:�C���,�ê�” Universal Time Coordinated9ÔUTC; 
¯�o
�!Ç
�(9Õ�â�]1ñ�(�Þ�
�;�,�Ô���Ú�ü�”�(�Þ�Ç�»
G�â.3�o�Ð�����•�'�”�Î�é�&
�Q�f�<�ê�”-+$�"á"›�Û�Ì�æ
ö!ª�Ð���ù�Ô�•

 • zone �æ�ê�”-+$��(�Þ�Ç�­
2�å�•�'�æ-+$��Ð�����(4F�ê�é�,�è�
�I
�
�Ò�ù�Ô�•�:�H���^�;�ê  UTC �â�Ô�•

 • hours-offset �æ�ê�” UTC �Æ���é�(4F���H�.�6�;�
�I
��Ò�ù�Ô�•

 • 9Ô
›�ç9Õminutes-offset �æ�ê�” UTC �Æ���é�½���H�.�6�;�
�I
��Ò�ù�Ô�•

�,�9�6�J ��3 end  $�­  EXEC �U�o�<�æ�¯���ù�Ô�•

�,�9�6�J ��4 show running-config �I
��]�ˆ�
#Õ.z�Ò�ù�Ô�•

�,�9�6�J ��5 copy running-config startup-config 9Ô
›�ç9Õ�I
��]�ˆ�
�&�f�H���!�X�_�o�*�Z�f  �H�����^�æ�;�=�Ò�ù�Ô�•
10-23
Cisco 860 �Å���î  Cisco 880 �*�]�o�-  �(�o�F�,&Ô�'�3�^�o�2  �0�H�;������  �&�f�H���!�X�_�o�*�Z�f  �����<������������������

OL-18906-01-J



























































































































































 


ƒ3s��D      �R1b�P�o�;
����°�á���� ����������
  
69 TFTP Trivial File Transfer Protocol
9ÔTFTP; %ò���H�����^0©1M�J�`�;
�&�^9Õ

75 — 
›�ç�é�J�\���L�o�;  �3�����^����
�;  �(�o�F�,

77 — 
›�ç�é�J�\���L�o�;  RJE �(�o�F�,

79 FINGER Finger

95 SUPDUP SUPDUP �J�`�;�&�^

101 HOST NAME Network Interface Card9ÔNIC; �@�6
�;�b�o�"  ���f�2�o�H�����,  ���o�<9Õ
�N�,�;  �@�o�S �(�o�C

102 ISO-TSAP ISO-Transport Service Access Point
9ÔTSAP9Õ

103 X400 X400

104 X400-SND X400-SND

111 SUNRPC Sun Microsystems �é�]�U�o�;  �J�`
�*�o�+�V  �&�o�^  

113 AUTH .z.=�(�o�F�,

117 UUCP-PATH UNIX-to-UNIX Copy Protocol
9ÔUUCP; UNIX 4F�&�G�o �J�`�#�\
�S9Õ�D�,  �(�o�F�,

119 NNTP Usenet Network News Transfer 
Protocol

123 NTP �@�6�;�b�o�"  �2���S  �J�`�;�&�^

126 SNMP %ò���@�6�;�b�o�"%¤!��J�`�;�&�^

137 NETBIOS-NS NetBIOS �@�o�S �(�o�F�,

138 NETBIOS-DGM NetBIOS �:�o�2�#�\�S  �(�o�F�,

139 NETBIOS-SSN NetBIOS �.�6�*�Z�f  �(�o�F�,

161 SNMP %ò���@�6�;�b�o�"%¤!��J�`�;�&�^

162 SNMP-TRAP %ò���@�6�;�b�o�"%¤!��J�`�;�&�^  
�;�\�6�J

512 rexec UNIX �é�]�U�o�;�s-�9Ô�Ù�î9Õ

513 TCP9ærlogin��
UDP9ærwho

TCP9æUNIX �]�U�o�;  �`�#���f

UDP9æUNIX �I�`�o�<� �V�,�;  
�@�o�S �(�o�F�,

514 TCP9ærsh��
UDP9æsyslog

TCP9æUNIX �]�U�o�;  �*���^

UDP9æ�*�,�9�S  �`�#

515 Printer UNIX �\���f  �J�]�f�2  �]�U�o�;  
�,�J�o�]�f�#

520 RIP Routing Information Protocol 

525 Timed �2���S  �(�o�C  

-+��D-1  û�÷
����°�á�����á�¿��  TCP �Å���î  UDP �P�o�;!ß�  9Ô&ï�È9Õ

�P�o�; � �o�b�o�< .‘�ÿ
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