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http://www.cisco.com/c/en/us/td/docs/ios/ios_xe/csa/configuration/guide/xe_3s/csa_xe_3s_book/csa_commands_xe.html
http://www.cisco.com/c/en/us/td/docs/ios/ios_xe/csa/configuration/guide/xe_3s/csa_xe_3s_book/csa_commands_xe.html
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MENYT—OTEATEIIL—FDERES L UETE
Y

GE) F T a DY TR =V EA VA M= LT ARNENBLBEE. EIER OV TRy
=R T T L= RTAPEORET. COFEEFEHLARNTLSIEEN, fER0/ Ry
=V EFERA L CEITENDA V= OERRBIORE, (163—) 2R L TLLIEEN,

*copy BE Wboot 2~ REMH LKA Ny r—OFHEEE, (123—)

*boot =~ R&MHA L TCTFTPRH THRE/ Ny 7y —Y 2E+ 25 L 9 10— H 2RET D,
(13 ~—2)

copy & U boot a7 REFEALEHE/NNvT—CDEBERTE

MO —V%7 v 77 L— RT3 5121, copy 2~ REfH L T/L—%® bootflash: 7 1 L
7 MUICHE Ny —VEabt—LET, T LTHRAENNyr—Y0abv—%&ElR L%, e
Rolr— TZ7ANEFSCT = T25L90—2F2RELET,

WOFENZ. TFTP 24 L T bootflash: 7 7 A /L ¥ AT AMIHEN v r— T 7 A L abt™—1
HHEERLTHET, E5IZ, bootsystem 2~ REHEHLTCT—hTHko2ar7 ¥
L—yay LYUAXEZRTELET, bootsystem =2~ KiX, bootflash: 7 7 A /L o AT ATLRAF
ENTHAENR =V EESTT— T DL V=R LET, TO%, #HLWEEILcopy
running-config startup-config =~ > FIC XV RfFS N, AT LNV n—FINT, Z7rEANR
BTLET,

Router# dir bootflash:

Directory of bootflash:/

11 drwx 16384 Dec 4 2007 04:32:46 -08:00 lost+found

86401 drwx 4096 Dec 4 2007 06:06:24 -08:00 .ssh

14401 drwx 4096 Dec 4 2007 06:06:36 -08:00 .rollback timer
28801 drwx 4096 Mar 18 2008 17:31:17 -07:00 .prst sync
43201 drwx 4096 Dec 4 2007 04:34:45 -08:00 .installer

928862208 bytes total (712273920 bytes free)

Router# copy tftp: bootflash:

Address or name of remote host []? 172.17.16.81

Source filename []? /auto/tftp-users/user/isr4400-universalk9.03.10.00.5.153-3.S-ext.SPA.bin
Destination filename [isr4400-universalk9.03.10.00.S5.153-3.S-ext.SPA.bin]?

Accessing
tftp://172.17.16.81//auto/tftp-users/user/isr4400-universalk9.03.10.00.5.153-3.S-ext.SPA.bin

Loading /auto/tftp-users/user/isr4400-universalk9.03.10.00.5.153-3.S-ext.SPA.bin from
172.17.16.81 (via GigabitEthernetO) :
RN RN RN NN RN RN R RN RN RN N RN R R R RN RN RN RN RN

[OK - 208904396 bytes]

208904396 bytes copied in 330.453 secs (632176 bytes/sec)
Router# dir bootflash:

Directory of bootflash:/

11 drwx 16384 Dec 4 2007 04:32:46 -08:00 lost+found

86401 drwx 4096 Dec 4 2007 06:06:24 -08:00 .ssh

14401 drwx 4096 Dec 4 2007 06:06:36 -08:00 .rollback timer
28801 drwx 4096 Mar 18 2008 17:31:17 -07:00 .prst _sync
43201 drwx 4096 Dec 4 2007 04:34:45 -08:00 .installer

12 -rw- 208904396 May 28 2008 16:17:34 -07:00

Cisco4000 ') —XISRY 2 bz 7 AV 74 FXal—av A4 K
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isr4400-universalk9.03.10.00.S.153-3.S-ext.SPA.bin

928862208 bytes total (503156736 bytes free)

Router# configure terminal

Enter configuration commands, one per line. End with CNTL/Z.

Router (config) # boot system flash bootflash:isr4400-universalk9.03.10.00.S.153-3.S-ext.SPA.bin
Router (config) # config-reg 0x2102

Router (config) # exit

Router# show run | include boot

boot-start-marker

boot system flash bootflash:isr4400-universalk9.03.10.00.5.153-3.S-ext.SPA.bin
boot-end-marker

Router# copy run start

Destination filename [startup-config]?

Building configuration...

[OK]

Router# reload

FZERALTTFAPEATHE/ Ny T —2 ZEBT DXL I ICIL—F Z5K

Router# configure terminal

Enter configuration commands, one per line. End with CNTL/Z.

Router (config) #boot system tftp://10.81.116.4/rtp-isr4400-54/isr4400.bin
Router (config) #config-register 0x2102

Router (config) #exit

Router# show run | include boot

boot-start-marker

boot system tftp://10.81.116.4/rtp-isr4400-54/1srd4400.bin
boot-end-marker

license boot level adventerprise

Router# copy running-config startup-config

Destination filename [startup-config]?

Building configuration...

[OK]

Router# reload

Proceed with reload? [confirm]

Sep 13 17:42:54.445 R0/0: $PMAN-5-EXITACTION: Process manager is exiting: process exit with

reload chassis code

Initializing Hardware
System integrity status: c0000600

Failures detected:
Boot FPGA corrupt

Key Sectors: (Primary, GOOD), (Backup,GOOD), (Revocation, GOOD)
Size of Primary = 2288 Backup = 2288 Revocation = 300
ROM:RSA Self Test Passed

ROM:Shabl12 Self Test Passed
Self Tests Latency: 58 msec

System Bootstrap, Version 12.2(20120618:163328) [username-ESGROM 20120618 GAMMA 101],
DEVELOPMENT SOFTWARE

Copyright (c) 1994-2014 by cisco Systems, Inc.

Compiled Mon 05/27/2014 12:39:32.05 by username

Current image running: Boot ROMO

Last reset cause: LocalSoft

Cisco ISR 4400 platform with 4194304 Kbytes of main memory
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IP ADDRESS: 172.18.42.119

IP SUBNET MASK: 255.255.255.0
DEFAULT GATEWAY: 172.18.42.1
TFTP_SERVER: 10.81.116.4

TFTP _FILE: rtp-isr4400-54/isr4400.bin
TFTP_MACADDR: a4:4c:11:9d:ad:97
TFTP_VERBOSE: Progress
TFTP_RETRY_ COUNT: 18
TETP_TIMEOUT: 7200
TFTP_CHECKSUM: Yes

ETHER PORT: 0

ETHER SPEED MODE: Auto Detect
link up...

Receiving rtp-isr4400-54/isr4400.bin from 10.81.116.4
RN RN RN RN RN

File reception completed.
Boot image size = 424317088 (0x194a90a0) bytes

ROM:RSA Self Test Passed
ROM:Sha512 Self Test Passed
Self Tests Latency: 58 msec

Package header rev 1 structure detected

Calculating SHA-1 hash...done

validate package: SHA-1 hash:

calculated 7294dffc:892a6c35:a7a133df:18c032£c:0670b303
expected 7294dffc:892a6c35:a27a133df:18c032£c:0670b303
Signed Header Version Based Image Detected

Using FLASH based Keys of type = PRIMARY KEY STORAGE

Using FLASH based Keys of type = ROLLOVER KEY STORAGE

RSA Signed DEVELOPMENT Image Signature Verification Successful.

Package Load Test Latency : 5116 msec

Image validated

$IOSXEBOOT-4-BOOT_ACTIVITY LONG TIME: (local/local): load modules took: 2 seconds,
expected max time 2 seconds

Restricted Rights Legend

Use, duplication, or disclosure by the Government is
subject to restrictions as set forth in subparagraph

(c) of the Commercial Computer Software - Restricted
Rights clause at FAR sec. 52.227-19 and subparagraph

(c) (1) (ii) of the Rights in Technical Data and Computer
Software clause at DFARS sec. 252.227-7013.

cisco Systems, Inc.
170 West Tasman Drive
San Jose, California 95134-1706

Cisco IOS Software, ISR Software (X86_ 64 LINUX IOSD-UNIVERSALK9-M), Experimental Version
15.4(20140527:095327)

[v154 3 s xe313 throttle-BLD-BLD V154 3 S XE313 THROTTLE LATEST 20140527 070027-ios 156]
Copyright (c) 1986-2014 by Cisco Systems, Inc.

Compiled Tue 27-May-14 21:28 by mcpre

Cisco IOS-XE software, Copyright (c) 2005-2014 by cisco Systems, Inc.
All rights reserved. Certain components of Cisco IOS-XE software are
licensed under the GNU General Public License ("GPL") Version 2.0. The
software code licensed under GPL Version 2.0 is free software that comes
with ABSOLUTELY NO WARRANTY. You can redistribute and/or modify such

GPL code under the terms of GPL Version 2.0. For more details, see the
documentation or "License Notice" file accompanying the IOS-XE software,
or the applicable URL provided on the flyer accompanying the IOS-XE
software.

This product contains cryptographic features and is subject to United
States and local country laws governing import, export, transfer and

Cisco4000 ') —XISRY 2 bz 7 AV 74 FXal—av A4 K
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use. Delivery of Cisco cryptographic products does not imply
third-party authority to import, export, distribute or use encryption.
Importers, exporters, distributors and users are responsible for
compliance with U.S. and local country laws. By using this product you
agree to comply with applicable laws and regulations. If you are unable
to comply with U.S. and local laws, return this product immediately.

A summary of U.S. laws governing Cisco cryptographic products may be found at:
http://www.cisco.com/wwl/export/crypto/tool/stgrg.html

If you require further assistance please contact us by sending email to
export@cisco.com.

Warning: the compile-time code checksum does not appear to be present.
cisco ISR4451/K9 (2RU) processor with 1133585K/6147K bytes of memory.
Processor board ID FGL1619100P

4 Gigabit Ethernet interfaces

32768K bytes of non-volatile configuration memory.

4194304K bytes of physical memory.

7393215K bytes of Compact flash at bootflash:.

7816688K bytes of USB flash at usbO:.

Press RETURN to get started!

Router>

Router>
Router>enable
Router# show version

Cisco IOS XE Software, Version BLD V154 3 S XE313 THROTTLE LATEST 20140527 070027-ext

Cisco IOS Software, ISR Software (X86 64 LINUX IOSD-UNIVERSALK9-M), Experimental Version

15.4(20140527:095327)

v154 3 s xe313 throttle-BLD-BLD V154 3 S XE313 THROTTLE LATEST 20140527 070027-ios 156]

I0S XE Version: BLD V154 3 S XE313 THROTTLE LATEST

Cisco IOS-XE software, Copyright (c) 2005-2014 by cisco Systems, Inc.
All rights reserved. Certain components of Cisco IOS-XE software are
licensed under the GNU General Public License ("GPL") Version 2.0. The
software code licensed under GPL Version 2.0 is free software that comes
with ABSOLUTELY NO WARRANTY. You can redistribute and/or modify such

GPL code under the terms of GPL Version 2.0. For more details, see the
documentation or "License Notice" file accompanying the IOS-XE software,
or the applicable URL provided on the flyer accompanying the IOS-XE
software.

ROM: IOS-XE ROMMON

Router uptime is 0 minutes

Uptime for this control processor is 3 minutes

System returned to ROM by reload

System image file is "tftp://10.81.116.4/rtp-1isrd4400-54/1isr4400.bin"
Last reload reason: Reload Command

This product contains cryptographic features and is subject to United
States and local country laws governing import, export, transfer and
use. Delivery of Cisco cryptographic products does not imply
third-party authority to import, export, distribute or use encryption.
Importers, exporters, distributors and users are responsible for
compliance with U.S. and local country laws. By using this product you
agree to comply with applicable laws and regulations. If you are unable
to comply with U.S. and local laws, return this product immediately.

A summary of U.S. laws governing Cisco cryptographic products may be found at:
http://www.cisco.com/wwl/export/crypto/tool/stqrg.html

If you require further assistance please contact us by sending email to
export@cisco.com.
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License Level: adventerprise
License Type: EvalRightToUse
--More-- Next reload license Level: adventerprise

cisco ISR4451/K9 (2RU) processor with 1133585K/6147K bytes of memory.
Processor board ID FGL1619100P

4 Gigabit Ethernet interfaces

32768K bytes of non-volatile configuration memory.

4194304K bytes of physical memory.

7393215K bytes of Compact flash at bootflash:.

7816688K bytes of USB flash at usbO:.

Configuration register is 0x2102

BRADNY—VFFRALTEITSINDIL—FDEELLUVERTE

MERID /S r =V DEITEME N T =V DFEITOED L 2RI L0 O TR, B,

N=) BEZRLTIEEN,
ZOHTIE, WOEBIZHOW T LET,
CHENRNY T =TT Ry =T DA A )b, (16 =)

T =AU xT IR =D A b=, (22 3—)

MENIYT—HheDNY TNy —DA4 VR =)L

FIEDHE

i Cisco4000 > —XISRY T b7 avT4Fal—2av A K

TFTP H— O E/ Ny r— V2 BET 51213, RO FIRZFEITLET,

(1

ZOFIEOARY) = — 5L LT, USB7Tvia RIALTMLHEANNy r—V2808T 52 &
HLTEFET, ZHIZOWVWTIE, 7T v va RIS TOHENRNw r—Umb TRy r—T% A v

A= THHALET,

IZC®H5HII
TFTP H— NIZHAE Ry r—Y % ae—LET,

show version
dir bootflash:
show platform

mkdir bootflash: URL-to-directory-name

reload

boot URL-to-directory-name/packages.conf

o NS R wDdh =

show version installed

request platform software package expand file URL-to-consolidated-package to URL-to-directory-name
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FlED M
AU RFERIETIVa Y B#)
2Ty 1 show version J—HTCETENTNDEY T T 2T DONR— g
ERERLET, BT AVAN—ATEHYT F Y=
1 - T R=T gD —g UE T E E T,
Router# show version
Cisco IOS Software, IOS-XE Software
(X86 64 LINUX IOSD-UNIVERSALK9-M),
Expe;imgntal Version 15.3(20120627:221639)
[build 151722 111]
Copyright (c) 1986-2012 by Cisco Systems,
Inc.
Compiled Thu 28-Jun-12 15:17 by mcpre
ATFv T2 dir bootflash: V7RI TDHAA— g R, Nuhr—
DHFEELTWDHZ EERLET,
1 -
Router# dir bootflash:
25y T3 show platform A r_y Y EERLET,
i -
Router# show platform
Chassis type: ISR4451/K9
ATvT4 mkdir bootflash: URL-to-directory-name BHLEY 7 N =27 A A=V ORGFHET 4 V7 b
V&R L £,
| - — s — 1> RV P
giuter# mkdir bootflash:mydir TAVZ FVICEA A=V LR CARERETS £
ﬁ‘o
ATvT5 request platform software package expandfile |25 74 25 v 7 TIERR LT A A—RFEHT «
URL-to-consolidated-package to V7 bV (URL-to-directory-name) ®OH1IZ, TFTP H—
URL-to-directory-name NIPEDY T RT 2T A A—
1 (URL-to-consolidated-package) % JEBR L F£7,
5l
Router# request platform software package
expand file
bootflash:isr4400-universalk9-NIM.bin to
bootflash:mydir
ATvT6 reload ROMMON E— RF& A R—=7 /ML ET, ZDFE—
RC, BT T7ANNDY T "I =T 2T 7T 47
1 - =3 3c 2
Router# reload
rommon >
2Fv ST boot URL-to-directory-name/packages.conf Tuvra=r7 77 A/ (packages.conf) D/IA

51 -

rommon 1 > boot bootflash:mydir/packages.conf

EARTERELT, e/ vy r—VailE#h L ET,

| 0L-29328-03-J
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ARV KRFEEEFET7TIa Y B
ATFvT8 show version installed HILLA LV ARN—NLENTEY T NI =2TDONR— g
CEFRRNLET,
51 -

Router# show version installed
Package: Provisioning File, version: n/a,
status: active

1

Z DFEDEIDERS Tl #HA 7Sy 77— isrd400-universalk9.164422SSA bin 7 TFTP H— 3|2 =
E—INET, ZIUIREDAT v 7T, FIOZNLIEOHS T, #h 7 7 A /L packages.conf
NEB SN FET,

Router# copy tftp:isr4400/isr4400-universalk9.164422SSA.bin bootflash:
Address or name of remote host []? 1.1.1.1

Destination filename [isr4400-universalk9.164422SSA.bin]?

Accessing tftp://1.1.1.1/isr4400/1isr4400-universalk9.164422SSA.bin...

Loading isr4400/isr4400-universalk9.164422SSA.bin from 1.1.1.1 (via GigabitEthernet0) :
EEEEERE

[OK - 410506248 bytes]

410506248 bytes copied in 338.556 secs (1212521 bytes/sec)

Router# show version
Cisco IOS Software, IOS-XE Software (X86 64 LINUX IOSD-UNIVERSALKS-M), Experimental Version

15.3(20120627:221639) [build 151722 111]
Copyright (c) 1986-2012 by Cisco Systems, Inc.
Compiled Thu 28-Jun-12 15:17 by mcpre

I0OS XE Version: 2012-06-28 15.31 mcpre

Cisco IOS-XE software, Copyright (c) 2005-2012 by cisco Systems, Inc.
All rights reserved. Certain components of Cisco IOS-XE software are
licensed under the GNU General Public License ("GPL") Version 2.0. The
software code licensed under GPL Version 2.0 is free software that comes
with ABSOLUTELY NO WARRANTY. You can redistribute and/or modify such

GPL code under the terms of GPL Version 2.0. For more details, see the
documentation or "License Notice" file accompanying the IOS-XE software,
or the applicable URL provided on the flyer accompanying the IOS-XE
software.

ROM: IOS-XE ROMMON

Router uptime is 0 minutes

Uptime for this control processor is 3 minutes
System returned to ROM by reload

System image file is "tftp:isr4400/isr4400.bin"
Last reload reason: Reload Command

This product contains cryptographic features and is subject to United
States and local country laws governing import, export, transfer and
use. Delivery of Cisco cryptographic products does not imply
third-party authority to import, export, distribute or use encryption.
Importers, exporters, distributors and users are responsible for
compliance with U.S. and local country laws. By using this product you
agree to comply with applicable laws and regulations. If you are unable
to comply with U.S. and local laws, return this product immediately.
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A summary of U.S.

BERHDNNy r—DEFEALTETENSIL—FDEERBLVRE

http://www.cisco.com/wwl/export/crypto/tool/stqrg.html

If you re
export@ci

quire further assistance please contact us by sending email to
sco.com.

License Level: adventerprise

License Type: EvalRightToUse

Next reload license Level: adventerprise

cisco ISR4451/K9 (2RU) processor with 1136676K/6147K bytes of memory.
Processor board ID FGL161611AB

4 Gigabit

Ethernet interfaces

32768K bytes of non-volatile configuration memory.

4194304K
7393215K

Configura

bytes of physical memory.
bytes of Compact flash at bootflash:.

tion register is 0x8000

Router# dir bootflash:
Directory of bootflash:/

11 drwx 1
178465 dr
584065 dr
405601 dr
113569 dr

6384 May 3 2012 19:58:37 +00:00 lost+found

wx 4096 Jun 6 2012 15:20:20 +00:00 core

wx 4096 Jul 13 2012 19:19:00 +00:00 .prst sync

wx 4096 May 3 2012 19:59:30 +00:00 .rollback timer
wx 40960 Jul 13 2012 19:19:32 +00:00 tracelogs

64897 drwx 4096 May 3 2012 19:59:42 +00:00 .installer

13 -rw- 1
14 -rw- 1
15 -r-- 1
16 —-rw- 1

519169 dr

745173811

Router# s
Chassis t

305 May 7 2012 17:43:42 +00:00 startup-config

305 May 7 2012 17:43:55 +00:00 running-config

541 Jun 4 2012 18:32:41 +00:00 debug.conf

252 May 22 2012 19:58:39 +00:00 running-config-20120522
wx 4096 Jun 4 2012 15:29:01 +00:00 vman_ fdb

2 bytes total (7067635712 bytes free)

how platform
ype: ISR4451/K9

Type State Insert time (ago)
ISR4451/K9 ok 15:57:33
ISR4451-6X1GE ok 15:55:24
ISR4451/K9 ok 15:57:33
SM-1T3/E3 ok 15:55:24
ISR4451/K9 ok 15:57:33
SM-1T3/E3 ok 15:55:24
ISR4451/K9 ok, active 15:57:33
ISR4451-FP ok, active 15:57:33
Unknown ps, fail never
AXKX=KXXKXX-XX ok 15:56:58
ACS-4450-FANASSY ok 15:56:58
CPLD Version Firmware Version

12090323 15.3(01r)S [ciscouser-ISRRO...
12090323 15.3(01r)S [ciscouser-ISRRO...
12090323 15.3(01r)S [ciscouser-ISRRO...
12090323 15.3(01r)S [ciscouser-ISRRO...
12090323 15.3(01r)S [ciscouser-ISRRO...

Router# mkdir bootflash:isr4400-universalk9.dirl

Create di
Created d

rectory filename [isr4400-universalk9.dirl]?
ir bootflash:/isr4400-universalk9.dirl

laws governing Cisco cryptographic products may be found at:

Router# request platform software package expand file bootflash:isr4400-universalk9.NIM.bin

to bootfl
Verifying
Validatin
Copying p
SUCCESS:

ash:isr4400-universalk9.dirl

parameters

g package type

ackage files

Finished expanding all-in-one software package.
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Router# reload
Proceed with reload? [confirm]

*Jul 13 19:39:06.354: $SYS-5-RELOAD: Reload requested by console.Reload Reason: Reload
Command.

rommon 1 > boot bootflash:isr4400-universalk9.dirl/packages.conf

File size is 0x00002836

Located isr4400-universalk9.dirl/packages.conf

Image size 10294 inode num 324484, bks cnt 3 blk size 8*512
#

File is comprised of 1 fragments (33%)

is_valid shalhash: SHA-1 hash:

calculated 62£6235a:£fc98eb3a:85cel83e:834f1cb3:8alf71d1l

expected 62f6235a:fc98eb3a:85cel83e:834f1cb3:8alf71d1l

File size is 0x04b3dc00

Located isr4400-universalk9.dirl/isr4400-mono-universalk9-build 164422SSA.pkg

Image size 78896128 inode num 324491, bks cnt 19262 blk size 8*512
B
File is comprised of 21 fragments (0%)

Router# show version installed

Package: Provisioning File, version: n/a, status: active

File: bootflash:isr4400-universalk9.dirl/packages.conf, on: RPO
Built: n/a, by: n/a

File SHAl checksum: ad09affd3£8820f4844f27accladd502e0b8£459

Package: rpbase, version: 2012-07-10 16.22 mcpre, status: active

File: bootflash:isr4400-universalk9.dirl/isr4400-mono-universalk9-build 164422SSA.pkg, on:
RPO

Built: 2012-07-10_16.22, by: mcpre

File SHAl checksum: 5e95c9cbcd4eafbadabalac846ee2d0£f41dlal26b

Package: firmware attributes, version: 2012-07-10 16.22 mcpre, status: active

File: bootflash:i§r4400—universalk9.dirl/isr4400—firmwafeiattributesil64422SSA.pkg, on:
RP0/0

Built: 2012-07-10_16.22, by: mcpre

File SHALl checksum: 71614£f2d9cbe7£96d3c6e99b67d514bd108c6c99

Package: firmware dsp sp2700, version: 2012-07-10_16.22 mcpre, status: active

File: bootflash:isr4400-universalk9.dirl/isr4400-firmware dsp 164422SSA.pkg, on: RP0/0
Built: 2012-07-10_16.22, by: mcpre

File SHAl checksum: 8334565edf7843£fe246783b1d5c6ed933d96d79e

Package: firmware fpge, version: 2012-07-10 16.22 mcpre, status: active

File: bootflash:isr4400-universalk9.dirl/isr4400-firmware fpge 164422SSA.pkg, on: RP0/0
Built: 2012-07-10_16.22, by: mcpre

File SHAl checksum: eb72900ab32c1c50652888££f486c£370ac901dd?

Package: firmware sm 1t3e3, version: 2012-07-10 16.22 mcpre, status: active

File: bootflash:isr4400-universalk9.dirl/isr4400-firmware sm 1t3e3 164422SSA.pkg, on: RP0O/0
Built: 2012-07-10_16.22, by: mcpre

File SHAl checksum: 803005f15d8ea71ab088647e2766727ac2269871

Package: rpcontrol, version: 2012-07-10_16.22 mcpre, status: active

File: bootflash:isr4400-universalk9.dirl/isr4400-mono-universalk9 164422SSA.pkg, on: RP0/0
Built: 2012-07-10 16.22, by: mcpre

File SHAl checksum: 980£fd58fe581e9346c44417b451d1c09ebb640c2

Package: rpios-universalk9, version: dirl, status: active

File: bootflash:isr4400-universalk9.dirl/isr4400-mono-universalk9 164422SSA.pkg, on: RP0/0
Built: 2012-07-10_16.23, by: mcpre

File SHAl checksum: 27084f7e30a1d69d45a33e05d1b00345040799fb

Package: rpaccess, version: 2012-07-10_16.22 mcpre, status: active

File: bootflash:isr4400-universalk9.dirl/isr4400-mono-universalk9 164422SSA.pkg, on: RP0/0
Built: 2012-07-10 16.22, by: mcpre

File SHAl checksum: 0119802deda2da91c38473c47a998fb3ed423448

Package: firmware attributes, version: 2012-07-10 16.22 mcpre, status: n/a
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File: bootflash:isr4400-universalk9.dirl/isr4400-firmware attributes 164422SSA.pkg, on:
RPO/1

Built: 2012-07-10_16.22, by: mcpre

File SHA1l checksum: 71614f2d9cbe7£96d3c6e99067d514bd108c6c99

Package: firmware dsp sp2700, version: 2012-07-10 16.22 mcpre, status: n/a

File: bootflash:isr4400-universalk9.dirl/isr4400-firmware dsp 164422SSA.pkg, on: RP0/1
Built: 2012-07-10_16.22, by: mcpre

File SHAl checksum: 8334565edf7843fe246783bld5c6ed933d96d79%e

Package: firmware fpge, version: 2012-07-10_16.22 mcpre, status: n/a

File: bootflash:isr4400-universalk9.dirl/isr4400-firmware fpge-BLD-BLD MCP_DEV_LATEST 20120710
164422S8SA.pkg, on: RPO/1

Built: 2012-07-10_16.22, by: mcpre

File SHAl checksum: eb72900ab32c1c50652888£f486cf370ac901dd?

Package: firmware sm 1t3e3, version: 2012-07-10_16.22 mcpre, status: n/a

File: bootflash:isr4400-universalk9.dirl/isr4400-firmware sm 1t3e3-BLD-BLD MCP_DEV_LATEST
20120710 164422SSA.pkg, on: RPO/1

Built: 2012-07-10_16.22, by: mcpre

File SHAl checksum: 803005f15d8ea71ab088647e2766727ac2269871

Package: rpcontrol, version: 2012-07-10 16.22 mcpre, status: n/a

File: bootflash:isr4400-universalk9.dirl/isr4400-rpcontrol-BLD-BLD MCP_DEV_LATEST 20120710_
164422SSA.pkg, on: RP0O/1

Built: 2012-07-10_16.22, by: mcpre

File SHAl checksum: 980fd58fe581e9346c44417b451d1c09ebb640c2

Package: rpios-universalk9, version: 2012-07-10_16.23 mcpre, status: n/a

File: bootflash:isr4400-universalk9.dirl/isr4400-rpios-universalk9-BLD-BLD MCP_DEV_LATEST
20120710 164422SSA.pkg, on: RPO/1

Built: 2012-07-10_16.23, by: mcpre

File SHAl checksum: 27084f7e30a1d69d45a33e05d1b00345040799fb

Package: rpaccess, version: 2012-07-10_16.22 mcpre, status: n/a

File: bootflash:isr4400-universalk9.dirl/isr4400-rpaccess-BLD-BLD_MCP_DEV_LATEST 20120710_
164422SSA.pkg, on: RP0O/1

Built: 2012-07-10_16.22, by: mcpre

File SHAl checksum: 0119802deda2da91c38473c47a998fb3ed423448

Package: rpbase, version: 2012-07-10_16.22 mcpre, status: n/a

File: bootflash:isr4400-universalk9.dirl/isr4400-rpbase-BLD-BLD MCP_DEV_LATEST 20120710_
1644223SA.pkg, on: RP1

Built: 2012-07-10_16.22, by: mcpre

File SHALl checksum: 5e95c9cbcd4eafbadabalac846ee2d0f41dlal26b

Package: firmware attributes, version: 2012-07-10 16.22 mcpre, status: n/a

File: bootflash:isr4400-universalk9.dirl/isr4400-firmware attributes-BLD-BLD MCP_DEV_LATEST
20120710 _164422SSA.pkg, on: RP1/0

Built: 2012-07-10_16.22, by: mcpre

File SHAl checksum: 71614f2d9cbe7£96d3c6e99b67d514bd108c6c99

Package: firmware dsp sp2700, version: 2012-07-10 16.22 mcpre, status: n/a

File: bootflash:isr4400-universalk9.dirl/isr4400-firmware dsp_ sp2700-BLD-BLD MCP DEV_LATEST
20120710 164422SSA.pkg, on: RP1/0

Built: 2012-07-10_16.22, by: mcpre

File SHAl checksum: 8334565edf7843fe246783bld5c6ed933d96d79%e

Package: firmware fpge, version: 2012-07-10 16.22 mcpre, status: n/a
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722via FSATOMENYT—IMoB TN r—SF%4 A M—ILT B

ATvT1
ATvT2
ATvT73
ATvT4
ATvTH
ATvT6
ATvT1
ATvT8

USB7 7 v a RIATDRENRN =V T Ry =Dk A A b=V 5 FEIL, HE
Ry lr = DH TRy r— 04 A =L, (16 5—) THMAT L FIEICETHET,

show version

dir usbn:

show platform

mkdir bootflash: URL-to-directory-name

request platform software package expand fileusbn: package-name to URL-to-directory-name

reload

boot URL-to-directory-name/packages.conf

show version installed

TJ7—LOxT7 HINYT—SDA VR =)L

F L& BRI

MR T 7= L0 =7 Ny r—=VEE0Ra NNy r—V e AFL, Ny =YV RALET,
(A DRy r = L CTERITSNDNL—F OFRB LORE, (16 X—) &) |

Ty =AU T Ny —U Ot AR EES LD, LLNOFIATE O % URL-to-package-name
WAEHLET,

e 2ROy r—VEFER L TEITINDINN—FOFERB IO E, (16—Y) AL
EHoTL—E NPT TICHESNTWDIEE, 77 —AU=T YT R r—T% VA= T
TET,

Ty =Ly =T BTNy =V ERNCITY) Y — RS ER A, ANy —UERRERR LTtk
T, MENY T —VHNOT 7 — L =T Ry —VEERTEET, Z20%, ROFIEIZHES T
T7 =0T Nolr—V% A A=V TEET,

GE)

HENRXr—IClT V) =R )= 2B LT, ARy =YD 77— T L,
N—BIZBEA VA F—LEN TS CiscolOSXE V7 =7 RN—T g 0 L O HEMENRH
DI EERMHERLTLIEEN,
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1. show version
2. dir bootflash:
3. show platform
4. mkdir bootflash: URL-to-directory-name
5. request platform software package expand file URL-to-consolidated-package to URL-to-directory-name
6. reload
1. boot URL-to-directory-name /packages.conf
8. show version installed
Flan M
AU RFERET7TIVa Y B
ATy I show version N—HTIEITENTNWDLY 7 b T2 T ONR—=V g %
FRLET, BT, A VA=AV TEHEY T T T
1 - N=Ug b=V g R TEET,
Router# show version
Cisco I0S Software, IOS-XE Software
(X86 64 LINUX IOSD-UNIVERSALK9-M),
Experimental Version 15.3(20120627:221639)
[build 151722 111]
Copyright (c) 1986-2012 by Cisco Systems,
Inc.
Compiled Thu 28-Jun-12 15:17 by mcpre
ATvT2 dir bootflash: VI RU =T DOEA=Ya v EFRRL, Ny r—URN
FHELTWBAZ L ERLET,
Bl :
Router# dir bootflash:
ATv73 show platform A Xy N EfERLETS,
) AN T =IO TRy r—V DA A h—)L,
Rou-ter# show platform (16 f\Obﬂ:/) @WJ%Z’%‘EE LT < 712 é v Yo
Chassis type: ISR4451/K9
ATFv T4 mkdir bootflash: URL-to-directory-name EBELEY 7 NI 2T A A=V EFEET V7 Y
ZERCL 77,
i - — - S L 1 Ay e 2 e
Router# mkdir bootflash:mydir 7 A L7 U A= L lEJ L/Z' CLL %*EET% *
R
XTFwTH request platform software package expand file | x5 » 74 25 v P HERR LT A A —VRIERT 4 L

| oL-29328-03-J

URL-to-consolidated-package to
URL-to-directory-name

7 U (URL-to-directory-name) ®HZ, TFTP H—
MHEDI T T 2T A A=
(URL-to-consolidated-package) % B L ¥,
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Router# request platform software package
expand file

bootflash:isr4400-universalk9-NIM.bin to

bootflash:mydir

ATvT6 reload ROMMON &— R& A X—7 NV LEd, ZOFT—F
T AT 7ANNDY T Ny =T 52T 75 4 7T
1 =FET,

Router# reload
rommon >

ATFwTT boot URL-to-directory-name /packages.conf Tuvva=r2 7714/ (packages.conf) D/IA L
AHIZIREL T, e Ny r—YaE#H L5,

1 -

rommon 1 > boot
bootflash:mydir/packages.conf

ATv S8 show version installed HILLA VANV ENEY T NI 2T ONR—T g 0
EFRIRLET,
i

Router# show version installed
Package: Provisioning File, version: n/a,
status: active

1

WOFE D EHIDESY TliX., TFTP — RN a bt — SNy r—
isr4400-universalk9.164422SSA.bin 28R ENFE T, TIUIMED AT v 7T, FHlIOZEINLIEDHER
77 TClE, #EAB 7 7 A /L packages.conf 2N E) S AU E T,

Router# tftp:isr4400/isr4400-universalk9.164422SSA.bin bootflash:

Address or name of remote host []? 1.1.1.1

Destination filename [isr4400-universalk9.164422SSA.bin]?

Accessing tftp://1.1.1.1/isr4400/1isr4400-universalk9.164422SSA.bin...

Loading isr4400/isr4400-universalk9.164422SSA.bin from 1.1.1.1 (via GigabitEthernet0) :
rrrrrrd

[OK - 410506248 bytes]

410506248 bytes copied in 338.556 secs (1212521 bytes/sec)

Router# show version
Cisco IOS Software, IOS-XE Software (X86 64 LINUX IOSD-UNIVERSALKS-M), Experimental Version

15.3(20120627:221639) [build 151722 111]
Copyright (c) 1986-2012 by Cisco Systems, Inc.
Compiled Thu 28-Jun-12 15:17 by mcpre

IOS XE Version: 2012-06-28 15.31 mcpre

Cisco IOS-XE software, Copyright (c) 2005-2012 by cisco Systems, Inc.
All rights reserved. Certain components of Cisco IOS-XE software are
licensed under the GNU General Public License ("GPL") Version 2.0. The
software code licensed under GPL Version 2.0 is free software that comes
with ABSOLUTELY NO WARRANTY. You can redistribute and/or modify such
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GPL code under the terms of GPL Version 2.0.

D27—LzT7 HITNRyr—SDA4 VR =)L

For more details, see the

documentation or "License Notice" file accompanying the IOS-XE software,
or the applicable URL provided on the flyer accompanying the IOS-XE

software.

ROM: IOS-XE ROMMON

Router uptime is 0 minutes

Uptime for this control processor is 3 minutes

System returned to ROM by reload

System image file is "tftp:isr4400/isr4400.bin"
Last reload reason: Reload Command

This product contains cryptographic features and is subject to United

States and local country laws governing import,

export, transfer and

use. Delivery of Cisco cryptographic products does not imply

third-party authority to import, export,

distribute or use encryption.

Importers, exporters, distributors and users are responsible for
compliance with U.S. and local country laws. By using this product you
agree to comply with applicable laws and regulations. If you are unable

to comply with U.S. and local laws,

return this product immediately.

A summary of U.S. laws governing Cisco cryptographic products may be found at:
http://www.cisco.com/wwl/export/crypto/tool/stqrg.html

If you require further assistance please contact us by sending email to

export@cisco.com.

License Level: adventerprise
License Type: EvalRightToUse

Next reload license Level: adventerprise

cisco ISR4451/K9 (2RU) processor with 1136676K/6147K bytes of memory.

Processor board ID FGL161611AB
4 Gigabit Ethernet interfaces

32768K bytes of non-volatile configuration memory.

4194304K bytes of physical memory.

7393215K bytes of Compact flash at bootflash:.

Configuration register is 0x8000

Router# dir bootflash:
Directory of bootflash:/

11 drwx 16384 May 3 2012 19:58:37 +00:00 lost+found

178465 drwx 4096 Jun 6 2012 15:20:20 +00:00 core
584065 drwx 4096 Jul 13 2012 19:19:00 +00:00

.prst sync

405601 drwx 4096 May 3 2012 19:59:30 +00:00 .rollback timer
113569 drwx 40960 Jul 13 2012 19:19:32 +00:00 tracelogs

64897 drwx 4096 May 3 2012 19:59:42 +00:00

.installer

13 -rw- 1305 May 7 2012 17:43:42 +00:00 startup-config

14 -rw- 1305 May 7 2012 17:43:55 +00:00 running-config

15 -r-- 1541 Jun 4 2012 18:32:41 +00:00 debug.conf

16 -rw- 1252 May 22 2012 19:58:39 +00:00 running-config-20120522
519169 drwx 4096 Jun 4 2012 15:29:01 +00:00 vman_fdb

7451738112 bytes total (7067635712 bytes free)

Router# show platform
Chassis type: ISR4451/K9

0 ISR4451/K9 ok 15:57:33

0/0 ISR4451-6X1GE ok 15:55:24

1 ISR4451/K9 ok 15:57:33

1/0 SM-1T3/E3 ok 15:55:24

2 ISR4451/K9 ok 15:57:33

2/0 SM-1T3/E3 ok 15:55:24

RO ISR4451/K9 ok, active 15:57:33
FO ISR4451-FP ok, active 15:57:33
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PO Unknown ps, fail never
Pl XXX-XXXX-XX ok 15:56:58
P2 ACS-4450-FANASSY ok 15:56:58

Slot CPLD Version Firmware Version

0 12090323 15.3(01r)S [ciscouser-ISRRO...
1 12090323 15.3(01r)S [ciscouser-ISRRO...
2 12090323 15.3(01r)S [ciscouser-ISRRO...
RO 12090323 15.3(01r)S [ciscouser-ISRRO...
FO 12090323 15.3(01r)S [ciscouser-ISRRO...

Router# mkdir bootflash:isr4400-universalk9.dirl
Create directory filename [isr4400-universalk9.dirl]?
Created dir bootflash:/isr4400-universalk9.dirl

VI+OTTDA

YA b= |

Router# request platform software package expand file bootflash:isr4400-universalk9.NIM.bin

to
bootflash:isr4400-universalk9.dirl
Verifying parameters
Validating package type
Copying package files
SUCCESS: Finished expanding all-in-one software package.

Router# reload
Proceed with reload? [confirm]

*Jul 13 19:39:06.354: $SYS-5-RELOAD: Reload requested by console.

Command.
rommon 1 > boot bootflash:isr4400-universalk9.dirl/packages.conf

File size is 0x00002836

Located isr4400-universalk9.dirl/packages.conf

Image size 10294 inode num 324484, bks cnt 3 blk size 8*512
#

File is comprised of 1 fragments (33%)

is_valid shalhash: SHA-1 hash:

calculated 62f6235a:£c98eb3a:85cel83e:834f1lcb3:8alf71dl
expected 62f6235a:£c98eb3a:85cel83e:834f1cb3:8alf71dl
File size is 0x04b3dc00

Reload Reason:

Located isr4400-universalk9.dirl/isr4400-mono-universalk9-build 164422SSA.pkg

Image size 78896128 inode num 324491, bks cnt 19262 blk size 8%*512

Reload

R R R R R R R R R

[

File is comprised of 21 fragments (0%)

Router# show version installed

Package: Provisioning File, version: n/a, status: active

File: bootflash:isr4400-universalk9.dirl/packages.conf, on: RPO
Built: n/a, by: n/a

File SHAl checksum: ad09affd3£8820f4844f27accladd502e0b8£459

Package: rpbase, version: 2012-07-10 16.22 mcpre, status: active

File: bootflash:isr4400-universalk9.dirl/isr4400-mono-universalk9-build 164422SSA.pkg, on:

RPO
Built: 2012-07-10_16.22, by: mcpre
File SHA1l checksum: 5e95c9cbcd4eafb5adabalac846ee2d0f41dlal26b

Package: firmware attributes, version: 2012-07-10_16.22 mcpre, status: active
File: bootflash:isr4400-universalk9.dirl/isr4400-firmware attributes 164422SSA.pkg, on:

RPO/0
Built: 2012-07-10_16.22, by: mcpre
File SHALl checksum: 71614£f2d9cbe7£96d3c6e99b67d514bd108c6c99

Package: firmware dsp sp2700, version: 2012-07-10_16.22 mcpre, status: active
File: bootflash:isr4400-universalk9.dirl/isr4400-firmware dsp 164422SSA.pkg, on: RP0/0

Built: 2012-07-10_16.22, by: mcpre
File SHAl checksum: 8334565edf7843fe246783bld5c6ed933d96d79%e
Package: firmware fpge, version: 2012-07-10_16.22 mcpre, status:

active

File: bootflash:isr4400—universalk9.dirl/isE4400—firmware_fpge_l6442288A.pkg, on: RP0/0
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Built: 2012-07-10 16.22, by: mcpre
File SHA1l checksum: e€b72900ab32c1c50652888ff486cf370ac901dd?

Package: firmware sm 1t3e3, version: 2012-07-10 16.22 mcpre, status: active

File: bootflash:i§f4400—universalk9.dirl/isr4400—firmware_sm_ltSe3_l64422SSA.pkg, on: RP0/0
Built: 2012-07-10_16.22, by: mcpre

File SHAl checksum: 803005f15d8ea71ab088647e2766727ac2269871

Package: rpcontrol, version: 2012-07-10_16.22 mcpre, status: active

File: bootflash:isr4400-universalk9.dirl/isr4400-mono-universalk9 164422SSA.pkg, on: RP0/0
Built: 2012-07-10_16.22, by: mcpre

File SHAl checksum: 980£fd58fe581e9346c44417b451d1c09ebb640c2

Package: rpios-universalk9, version: dirl, status: active

File: bootflash:isr4400-universalk9.dirl/isr4400-mono-universalk9 164422SSA.pkg, on: RP0/0
Built: 2012-07-10 16.23, by: mcpre

File SHAl checksum: 27084f7e30a1d69d45a33e05d1b00345040799fb

Package: rpaccess, version: 2012-07-10_16.22 mcpre, status: active

File: bootflash:isr4400-universalk9.dirl/isr4400-mono-universalk9 164422SSA.pkg, on: RP0/0
Built: 2012-07-10_16.22, by: mcpre

File SHAl checksum: 0119802deda2da91c38473c47a998fb3ed423448

Package: firmware attributes, version: 2012-07-10 16.22 mcpre, status: n/a

File: bootflash:isr4400-universalk9.dirl/isr4400-firmware attributes 164422SSA.pkg, on:
RPO/1

Built: 2012-07-10_16.22, by: mcpre

File SHAl checksum: 71614f2d9cbe7£96d3c6e99b67d514bd108c6c99

Package: firmware dsp sp2700, version: 2012-07-10 16.22 mcpre, status: n/a

File: bootflash:isr4400-universalk9.dirl/isr4400-firmware dsp 164422SSA.pkg, on: RP0/1
Built: 2012-07-10 16.22, by: mcpre

File SHALl checksum: 8334565edf7843fe246783bld5c6ed933d96d79%e

Package: firmware fpge, version: 2012-07-10 16.22 mcpre, status: n/a

File: bootflash:i§r4400—universalk9.dirl/isr4400—firmware_fpge—BLD—BLD_MCP_DEV_LATEST_
20120710 164422SSA.pkg, on: RP0O/1

Built: 2012-07-10 16.22, by: mcpre

File SHAl checksum: eb72900ab32c1c50652888£f486c£370ac901dd”

Package: firmware sm 1t3e3, version: 2012-07-10 16.22 mcpre, status: n/a

File: bootflash:i§r4400—universalk9.dirl/isr4400—firmware_sm_lt3e3—BLD—BLD_MCP_DEV_LATEST_
20120710 164422SSA.pkg, on: RP0O/1

Built: 2012-07-10 16.22, by: mcpre

File SHA1l checksum: 803005f15d8ea71ab088647e2766727ac2269871

Package: rpcontrol, version: 2012-07-10 16.22 mcpre, status: n/a

File: bootflash:isr4400-universalk9.dirl/isr4400-rpcontrol-BLD-BLD MCP DEV_ LATEST 20120710
164422SSA.pkg, on: RPO/1

Built: 2012-07-10 16.22, by: mcpre

File SHALl checksum: 980fd58fe581e9346c44417b451d1c09ebb640c2

Package: rpios-universalk9, version: 2012-07-10 16.23 mcpre, status: n/a

File: bootflash:isr4400-universalk9.dirl/isr4400-rpios-universalk9-BLD-BLD MCP DEV LATEST
20120710 164422SSA.pkg, on: RP0O/1

Built: 2012-07-10 16.23, by: mcpre

File SHA1l checksum: 27084f7e30a1d69d45a33e05d1b00345040799fb

Package: rpaccess, version: 2012-07-10 16.22 mcpre, status: n/a

File: bootflash:isr4400-universalk9.dirl/isr4400-rpaccess-BLD-BLD MCP DEV_LATEST 20120710
164422SSA.pkg, on: RPO/1

Built: 2012-07-10 16.22, by: mcpre

File SHALl checksum: 0119802deda2da91c38473c47a998fb3ed423448

Package: rpbase, version: 2012-07-10 16.22 mcpre, status: n/a

File: bootflash:isr4400-universalk9.dirl/isr4400-rpbase-BLD-BLD MCP DEV_LATEST 20120710
164422SSA.pkg, on: RP1

Built: 2012-07-10 16.22, by: mcpre

File SHALl checksum: 5e95c9cbcd4eafbadabalac846ee2d0f41dlal26b

Package: firmware attributes, version: 2012-07-10 16.22 mcpre, status: n/a

File: bootflash:isr4400-universalk9.dirl/isr4400-firmware attributes-BLD-BLD MCP DEV LATEST
20120710 164422SSA.pkg, on: RP1/0

Built: 2012-07-10 16.22, by: mcpre
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File SHALl checksum: 71614£2d9cbe7£96d3c6e99b67d514bd108c6c99

Package: firmware dsp sp2700, version: 2012-07-10_16.22 mcpre,

YIrYzTDA VA= |

status: n/a

File: bootflash:isr4400-universalk9.dirl/isr4400-firmware dsp sp2700-BLD-BLD MCP DEV LATEST

20120710 _164422SSA.pkg, on: RP1/0
Built: 2012-07-10_16.22, by: mcpre

File SHA1l checksum: 8334565edf7843fe246783b1d5c6ed933d96d79%e

Package: firmware fpge, version: 2012-07-10_16.22 mcpre,

i Cisco4000 > —XISRY T b7 avT4Fal—2av A K

n/a

0L-29328-03-J |
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