TJOEXA AR EZAY DY

ZOETIE, W= DEFHa L R—3 FOEFHELZERL L OEHRT 2 HIEIC O W CHA L E
T, ZIZTMHATLINEIZX. kROEED TT,
carvhr— FL—rDY V—RADER, | L—

* TI—LEEHALIN— R =27 DR, 4 =

O kA=) TL—2DY) Y —RADESR
ZZ T, CiscolOS 7mtAtary ha—/L 7L —2EOB AL BRI ATV B X ONCPU O
BEAARIC OV TR L 4,
* EHIR 2RI K A Mo, (1 3—2)
*CiscolOS 7t ADY V—2A, (23—)

carvbp— L F—=rB2E0) =X, 2N—=D)

EHAR BRI & % D [ &

Tt AEELSEESHEAICIE., Tt ADORAT —F A/EEMEAER L -CGRETT A HEEEN M3
TY, TRBRIEENBET DL, syslog =T — Ay E—IUNREREN, ot AOHEEE
TIIN—2D) T — " RFETENET, TuBARARZ 7 L TWAENI T2 Lll-l&%F
=X =R T B L, syslog =T — A v bE—URERINET, T AREEERGERGEIX
FEB S, 2SN OGEIIV—2 BHEB I ET,

VAT A Y Y —AOERICL->T, BZVAELMEERARNICHRHTE 5720, VAT ADEIE
ZEBECEET, Wi, EPPOREHEOAY v hERLET,

CHEFEICOE>TEEL TSI I — ROAE Y RENFRINT, KREBEREIENRAET D
AR H Y £, A OBARRZENTL2ZL T, 74— KD AT OREZFF
ETE, FEERIETE £,
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CEBZREERIZ L - T, ER RV AT DARMOKERHELSNET, "—Fo=7°Y 7§
V=T &7 v L— FLERIZ, ZOBRALOMPLL LTHEHL, 7y 77 L— KR
VY —=ADMHRICEEL 5T E D NEfEl TE £,

Ciscol0S 7Ot AXMYY—XR

TIT 47 7k 20 CPUMMRFEHERZFRL, b7 n A THASNA TS AEY
DEREZHRT 521X, show memory 2~ > K & show processcpu 2~ R TxE3, =
HO A= KiE, Cisco 10S 7HEADHD AEY L CPU DEMARIE R LES, 75 v b

T A —LBEOY V=R HERITEENEEA, 2L XX 8GBRAM #Hi#iL. 1 5D
Cisco I0S 7t A% F{TL TV 5H T AT AT showmemory 2~ REFE(TTHE, IRDAEY
R UE SRR TR SN E T,

Router# show memory

Head Total (b) Used (b) Free (b) Lowest (b) Largest (b)
Processor 2ABEA4316010 4489061884 314474916 4174586968 3580216380 3512323496
lsmpi_io 2ABFAFF471A8 6295128 6294212 916 916 916
Critical 2ABEB7C72EBO 1024004 92 1023912 1023912 1023912

show process cpu =~ > K{%, CiscoIOS CPU OFHFEHEEZRD L HICFERLET,

Router# show process cpu

CPU utilization for five seconds: 0%/0%; one minute: 0%; five minutes: 0%
PID Runtime (ms) Invoked uSecs 5Sec 1Min 5Min TTY Process

1 583 48054 12 0.00% 0.00% 0.00% 0 Chunk Manager
2 991 176805 5 0.00% 0.00% 0.00% 0 Load Meter
3 0 2 0 0.00% 0.00% 0.00% 0 IFCOM Msg Hdlr
4 0 11 0 0.00% 0.00% 0.00% 0 Retransmission o
5 0 3 0 0.00% 0.00% 0.00% 0 IPC ISSU Dispatc
6 230385 119697 1924 0.00% 0.01% 0.00% 0 Check heaps
7 49 28 1750 0.00% 0.00% 0.00% 0 Pool Manager
8 0 2 0 0.00% 0.00% 0.00% 0 Timers
9 17268 644656 26 0.00% 0.00% 0.00% 0 ARP Input
10 197 922201 0 0.00% 0.00% 0.00% 0 ARP Background
11 0 2 0 0.00% 0.00% 0.00% 0 ATM Idle Timer
12 0 1 0 0.00% 0.00% 0.00% 0 ATM ASYNC PROC
13 0 1 0 0.00% 0.00% 0.00% 0 AAA SERVER DEADT
14 0 1 0 0.00% 0.00% 0.00% 0 Policy Manager
15 0 2 0 0.00% 0.00% 0.00% 0 DDR Timers
16 1 15 66 0.00% 0.00% 0.00% 0 Entity MIB API
17 13 1195 10 0.00% 0.00% 0.00% 0 EEM ED Syslog
18 93 46 2021 0.00% 0.00% 0.00% 0 PrstVbl
19 0 1 0 0.00% 0.00% 0.00% 0 RO Notify Timers

arvkaO—J)L FL—2EkND)V—X

Laryiruo—)Fatyhoarte— FL—rDAT Y BLOCPU DFEARBIZED, =
yhu— FL—rBRk0Y YA eEHTEEYS, arito— L FL—rDAEY L CPUD
fiE AR OEE 2 F£7RT 5 I1Z1E. show platform software status control-processor brief =~ > K (4
~ U — E'2—) F721Z show platform software status control-processor =~ > N (GEfit =—) %

fEATE £,

FTRCOay ha—L 7k yH$DOAT—H AL LT [Healthy] NFERSNDONIEFE TT, il
WICRREN D D AT —HX ADAHEIX, [Warning] & [Critical] T3, [Warning] 1L, /L— & BEEF T
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HHLODO, BEL IV OMERBMLETHSD Z L 2R L TWET, [Critical] 1, /L— & ThEN
AT HAREMENRE N EEZRLTVET,

[Warning] & 721 [Critical] 27— % ANFERINTE B, IROXLTFIEIHES TS0,

CBTENDOEFZEDOEZW O T, B —EAOREEZHIBL T, VAT AT HH0B
FOE 2 AMERD LET,

— 2 LRI O A L2 . ACL7R EDL— L OB EHIRL7ZY . VLAN O %
5L 72 EORLEITVNET,

Z ZTCiX. show platform software status control-processor =~ > KD JD 7 4 —/)L NZDONT
L £,

Load Average

[Load Average] I, CPU U Y —ZAD 7t A Fa—Fd7 et arvsrrararlEd,
ExE vy rnar Faty b CHRENRATN T OHEIE. 7T o070k v I EE T
RIS TNT, TDOIHO 1 DPRBAERBH L TN D LN HERTT, 727137 7n
Ty TAMPB T Lo TVWDEE, 7207 0t v b BRBEERERREIC R > TV T, 209
LO2ONBEBBL TNDH I LERLET,

Memory Utilization
[Memory] IZKD 7 4 —/L RTRENET,
*Total : 7A 51— ROAEFAEY
* Used : fEfHHEAAEY
* Free : i ATREZ2 A E Y
* Committed : 7’2 AZHID Y THNTHDHRIEAEY

CPU Utilization

[CPU Utilization] I% CPU 2MEH STV D IRIOEI G 2R T LD T, RO T 4 —/L RTRENE
—g—o

*CPU: HIV Y THATmE Y

* User : Linux 71— /VEIA D7 o+ A

* System : Linux 7 — R/ D7 1 & A

*Nice : 7T A F VT 4 DRI BEA

*Idle : CPU NIET 7 7 4 712 o TR OFIA
*IRQ : FI VAL

*SIRQ : AT LDE|Y AR

* I0Owait : CPU 23 A ) & fF o TWIZREH O FI A
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{51 : show platform software status control-processor 1< >

X 1Z show platform software status control-processor =~ > KD DO B AR L E T,

Router# show platform software status control-processor
RP0O: online, statistics updated 5 seconds ago
Load Average: healthy
1-Min: 0.07, status: healthy, under 5.00
5-Min: 0.11, status: healthy, under 5.00
15-Min: 0.09, status: healthy, under 5.00
Memory (kb): healthy
Total: 3971216
Used: 3415976 (86%)
Free: 555240 (14%)
Committed: 2594412 (65%), status: healthy, under 90%
Per-core Statistics
CPUO: CPU Utilization (percentage of time spent)
User: 1.40, System: 1.20, Nice: 0.00, Idle: 97.39
IRQ: 0.00, SIRQ: 0.00, IOwait: 0.00
CPUl: CPU Utilization (percentage of time spent)
User: 0.89, System: 0.79, Nice: 0.00, Idle: 98.30
IRQ: 0.00, SIRQ: 0.00, IOwait: 0.00
CPU2: CPU Utilization (percentage of time spent)
User: 0.80, System: 2.50, Nice: 0.00, Idle: 96.70
IRQ: 0.00, SIRQ: 0.00, IOwait: 0.00
CPU3: CPU Utilization (percentage of time spent)
User: 3.09, System: 6.19, Nice: 0.00, Idle: 90.60
IRQ: 0.00, SIRQ: 0.09, IOwait: 0.00
CPU4: CPU Utilization (percentage of time spent)
User: 0.10, System: 0.30, Nice: 0.00, Idle: 99.60
IRQ: 0.00, SIRQ: 0.00, IOwait: 0.00
CPU5: CPU Utilization (percentage of time spent)
User: 0.89, System: 1.59, Nice: 0.00, Idle: 97.50
IRQ: 0.00, SIRQ: 0.00, IOwait: 0.00
CPU6: CPU Utilization (percentage of time spent)
User: 0.80, System: 1.10, Nice: 0.00, Idle: 98.10
IRQ: 0.00, SIRQ: 0.00, IOwait: 0.00
CPU7: CPU Utilization (percentage of time spent)
User: 0.20, System: 3.40, Nice: 0.00, Idle: 96.40
IRQ: 0.00, SIRQ: 0.00, IOwait: 0.00

Router# show platform software status control-processor brief
Load Average

Slot Status 1-Min 5-Min 15-Min

RPO Healthy 0.09 0.10 0.09

Memory (kB)
Slot Status Total Used (Pct) Free (Pct) Committed (Pct)
RPO Healthy 3971216 3426452 (86%) 544764 (14%) 2595212 (65%)
CPU Utilization
Slot CPU User System Nice Idle IRQ SIRQ IOwait
RPO 0 1.60 0.90 0.00 97.30 0.10 0.10 0.00
1 0.09 1.29 0.00 98.60 0.00 0.00 0.00
2 0.10 0.10 0.00 99.79 0.00 0.00 0.00
3 0.00 0.00 0.00 100.00 0.00 0.00 0.00
4 0.60 4.90 0.00 94.50 0.00 0.00 0.00
5 0.70 1.30 0.00 98.00 0.00 0.00 0.00
6 0.10 0.00 0.00 99.90 0.00 0.00 0.00
7 1.39 0.49 0.00 98.10 0.00 0.00 0.00

T7o—LzFERALEZN—FOZ7DER

=B OBGHEN=F Y =T OER, (5 ~—)

7T T vva T4 R DER, (5°—)

Cisco4000 ') —XISRY 2 bz 7 AV 74 FXal—av A4 K
0L-29328-03-J |



| Joezx~LzxE=8UvYy
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*N— R T T IT—LDERFE (55—)

IW—FDRETEN—FD T TDER

FERNREHEIND ENV—FNET T—LBMNEESINET, LY, Xy b= %) E—
N CHEMRCTXET, showa~ 2 FEHEHA L TT A A2 THCR—I 7203 IH 0 T
I, WIS UTCAHY YA =X ) U T H2FTTEET,

T— IS5y T RINDER

T—=h 7Ty aT 4 AT, 20o0aT BT ERETE Do 28 S EEASLE T, =
DEUEDREHEINT, 77— 7993 a T RIB200a7 X o PR ET AN ETES
TaiZix, OBNIRT X 9 72 syslog 77 — LB ERKRSIIVET,

Aug 22 13:40:41.038 RO/0: SFLASH CHECK-3-DISK QUOTA: Flash disk quota exceeded
[free space is 7084440 kB] - Please clean up files on bootflash.

T—=hT7Tv3aT 4 ARTDOHA XL, D7l L —XITHBINTWLIPEAEY LFE T
A RXTRITIUTRY EH A, ZTOFRMEET LT RWES, IROFINIRT X 9 72 syslog 77 —
APERSIVET,

$I0OSXEBOOT-2-FLASH SIZE CHECK: (rp/0): Flash capacity (8 GB) is insufficient for fault
analysis based on

installed memory of RP (16 GB)

$IOSXEBOOT-2-FLASH SIZE CHECK: (rp/0): Please increase the size of installed flash to at
least 16 GB (same as

physical memory size)

RY — Y ol N
N—FxT7 75—LDERAEE
Ao A bORy NT— I EBEENARET T — L E LAY T — 2R T D, (53—
V)
carY— )LE X syslog TOT T —h A vE—VOMR, (63—)

*SNMP R CTT7 7 — AR MEINTZHEDOR Yy NI EH AT AL DRy NT—J %
FE~DEEE (9 _—)

oA bRy FD—O EBENTFET T —LEIEART T —LIZHET S
CHET T — AL AT T — A ONT, (6°35—0)
CHEET T —2D 7 VT, (65—)
AT T—2DI VT, (63—)
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| RS S SN

AE7 S —LERRT S—LIZDNNT

“ﬁ%y;~w@DB%7§~A:?7&%@%#5’k’ TN, A EEBRT Y 20—
R CTE ET, AET A AIHRET 7 — L DC 7 %itiﬁﬁ7§~Am«wTTo

J—Z ORIE 7 L — MZdH D CRIT. MIN, £72IEMAI OWTINADOLED 37 7 — A XL - TH
T 256, AIRT 7—LF 3T 7 —2AREREFRINLTWEE, 7T =ML > TER
DB-25 AR 7 X2 D7 F—2 UL —HAEE L, ~ULRIES 0, ERFERS AL ET,

AE7S—LDOY )T
AHET T — DB RER T D121E, ROWTIPNDOIEEEZITWET,
*HiE 7 L — D [ACO] R & > %4,

* clear facility-alarm =~ > & A /14 %

A7 5 —LDV )7

WET 7 — L EMRT DI, 77 — 2R EMIT 50BN H Y £7,  clear facility-alarm =2 <
Y REAHLTY, Bl 7 L — hD7T 7 — A LED Off#° DC BEROHITIZ T iﬂi/v iz
3. T T AT REY 2N BT VAT MIET 7T 4 THEETICWMO A L2z 7 VT o
ANT T —LLEDDRL LIca. 207 7 — L& fRikd HME— @ﬁ%ﬁ%91~w%ﬁ§ﬁw
5 Z & T,

aVvY—ILE =L syslog TDT7 T—L A vE—DHER

Fv T =7 EFREIL, VAT LAy )VEFRIITVAT A A yE—T 1Y (syslog) 1Z5f
NAETFG—Lh At —ThRTAHLICLED . TI5—h Ay b —T5BEH X4,

palli
(023

* logging alarm =~ > RO A x—7 4k, (6 X—)
T T—A AyE—VORl, (7—)
T T — b Ay E—VOMRE G, @ R—)

loggingalarm 2<% > FD A *—J)Lit

TTI—hAvE—Char ) —nRCsyslog7e EOR X 7 T3 AZEET DI, logging alarm
awy REA F—T VT ERERHY £, Z0Oa~r NIF 74V b TET 4 B—7 I
7o TVET,

0 JICRESND T T—LOERELNVERFRECTEET, HBELLZLEWVEL EOT 7 —A0
RBAETDHENZ, TIT—2 A v E—UNRERINET, 2203, ROa~ RTEZ2 VT 40
NTFG—A A=V FRaX 7 S, REESRET,

Router (config) # logging alarm critical
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n—rnz7 75—roeasE I

TI—LDEKRKEZRELRVGA, TXTOEKRKEDLVLDT FT—h Ayv—UBRaf o
TN AZEEENFET,

TI—LAytE—o0H

| oL-29328-03-J

ELWET 7T 4 TALOFEITENCEY 2 —ARB Y A SN lcay Y —EEESNET 5 —
A%yﬁ—y®%%\&mﬁbi¢o%v;—w%ﬁvﬂﬁfé&\77~Aiﬁ£éﬂi#o

EDa—IBRYSEn-5E

*Aug 22 13:27:33.774: $ISR4451-X OIR-6-REMSPA: Module removed from subslot 1/1, interfaces
disabled

*Aug 22 13:27:33.775: %SPA_OIR-6-OFFLINECARD: Module (SPA-4XT-SERIAL) offline in subslot
1/1

EV1—ILNBUEESINE-EE

*Aug 22 13:32:29.447: $ISR4451-X OIR-6-INSSPA: Module inserted in subslot 1/1
*Aug 22 13:32:34.916: %SPA OIR-6-ONLINECARD: Module (SPA-4XT-SERIAL) online in subslot 1/1
*Aug 22 13:32:35.523: S$LINK-3-UPDOWN: SIP1/1: Interface EOBCl/1, changed state to up

T o—L
T 7 —L%EFRT HIZIE, show facility-alarm status =~ > R&2H L E3, BROZ VT 4 v
T I —AOBERIRLET,

Router# show facility-alarm status
System Totals Critical: 5 Major: 0O Minor: O

Source Severity Description [Index]

Power Supply Bay O CRITICAL Power Supply/FAN Module Missing [0]
GigabitEthernet0/0/0 CRITICAL Physical Port Link Down [1]
GigabitEthernet0/0/1 CRITICAL Physical Port Link Down [1]
GigabitEthernet0/0/2 CRITICAL Physical Port Link Down [1]
GigabitEthernet0/0/3 CRITICAL Physical Port Link Down [1]

xcvr container 0/0/0 INFO Transceiver Missing [0]

xcvr container 0/0/1 INFO Transceiver Missing [0]

xcvr container 0/0/2 INFO Transceiver Missing [0]

xcvr container 0/0/3 INFO Transceiver Missing [0]

T UT 4N T T =L FRnT HITIE, ROBNIRT K 9 I show facility-alarm status critical =
~r REEHLES,

Router# show facility-alarm status critical
System Totals Critical: 5 Major: 0 Minor: 0

Source Severity Description [Index]

Power Supply Bay 0 CRITICAL Power Supply/FAN Module Missing [0]
GigabitEthernet0/0/0 CRITICAL Physical Port Link Down [1]
GigabitEthernet0/0/1 CRITICAL Physical Port Link Down [1]
GigabitEthernet0/0/2 CRITICAL Physical Port Link Down [1]
GigabitEthernet0/0/3 CRITICAL Physical Port Link Down [1]

N—BDEFEN—RT =7 a K- FOBERELZRRT 51T, show platform diag =~
YREMHLET, ROMBNL, BIRPO CHEENFEELLIEATRLET,

Router# show platform diag
Chassis type: ISR4451/K9

Slot: 0, ISR4451-NGSM
Running state : ok
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Internal state

Internal operational state
Physical insert detect time
Software declared up time
CPLD version

Firmware version

Sub-slot: 0/0, ISR4451-4X1GE
Operational status
Internal state
Physical insert detect time
Logical insert detect time

Slot: 1, ISR4451-NGSM
Running state
Internal state
Internal operational state
Physical insert detect time
Software declared up time
CPLD version
Firmware version

Slot: 2, ISR4451-NGSM
Running state
Internal state
Internal operational state
Physical insert detect time
Software declared up time
CPLD version
Firmware version

Slot: RO, ISR4451/K9
Running state
Internal state
Internal operational state
Physical insert detect time
Software declared up time
CPLD version
Firmware version

Slot: FO, ISR4451-FP
Running state
Internal state
Internal operational state
Physical insert detect time
Software declared up time
Hardware ready signal time
Packet ready signal time
CPLD version
Firmware version

Slot: PO, Unknown
State
Physical insert detect time

Slot: P1l, XXX-XXXX-XX
State
Physical insert detect time

Slot: P2, ACS-4450-FANASSY
State
Physical insert detect time

TI—L A vb—SORRE D

Joex ALR EZSYVY |

online

ok

00:01:09 (1w0d ago)

00:01:42 (1wOd ago)

12061320

12.2(20120618:163328) [ciscouser-ESGROM 20120618 GAMMA 101]

ok

inserted

00:02:48 (1w0d ago)
00:02:48 (1w0d ago)

ok

online

ok

00:01:09 (1w0d ago)

00:01:43 (1lwO0d ago)

12061320

12.2(20120618:163328) [ciscouser-ESGROM 20120618 GAMMA 101]

ok

online

ok

00:01:09 (1w0d ago)

00:01:44 (1lwOd ago)

12061320

12.2(20120618:163328) [ciscouser-ESGROM 20120618 GAMMA 101]

ok, active

online

ok

00:01:09 (1w0d ago)

00:01:09 (1wOd ago)

12061320

12.2(20120618:163328) [ciscouser-ESGROM 20120618 GAMMA 101]

init, active

online

ok

00:01:09 (1w0d ago)
00:01:37 (1lwOd ago)

(

(
00:00:00 (never ago)
00:00:00 (never ago)

12.2(20120618:163328) [ciscouser-ESGROM 20120618 GAMMA 101]

ps, fail
00:00:00 (never ago)

ok
00:01:26 (1lwOd ago)

ok
00:01:26 (1w0d ago)

T T A=V OMRERBITT DO, 2 Y — NV E L syslog ICIEEENTZT T — A
A —VESNTHAZ ) T MEERTEET, AZ VT NI TI7—4, BX=2 U7 0 D%
B AV H—T 2 ADAT—HAREDARY NMIET AL R— Na2FE R TEET,

Cisco4000 ') —XISRY 7 bz 7 avJ4Fal—arHAFK
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syslog £ v&£—%,, CISCO-SYSLOG-MIBIZEFK SN TWHBERZMEHL T, iG> hU—

JEBE 7o bas (SNMP) R@HATT 7 B ATEET,

SNMP EHT7 5 —LAHESNEHBEDRY FT—I0EEB VAT LIZLSFRY b
—VEEE~NDES

| 0L-29328-03-J

TV r—vavEra havThD SNMP X, Ry MU =T NOT A A& LOVERS

HizH D, EHL SN T L—AU— 7 LISEOSEARE L ET, T I —LAZERT LT RT

DHEDOH T, SNMP (F, T H—T T4 XLP—ER T XM XDty N7 v 7 THEDL—
TR B 720 DR AT,

SNMP [E, #—UERITHEL RIFT RO HEE, 77 —4, RWZ@EMLET, iUk

D, Xy NU—7EFHEFIT, v T OMR, TAA ADR—=Y T al LiR— OB EIT O

bz, Fxv hU—7EBET 2T A (NMS) BRHETL—2EHRAE AT T ET,

SNMP i LT7 7—2AlHEGT 5I12%, RO MIB #EHLE T,

* ENTITY-MIB, RFC 4133 (CISCO-ENTITY-ALARM-MIB 3 £ O} CISCO-ENTITY-SENSOR-MIB
DR 2 )
« CISCO-ENTITY-ALARM-MIB

* CISCO-ENTITY-SENSOR-MIB (T v 3 — BEET 55— AMERH, ZOIEHRIT
CISCO-ENTITY-ALARM-MIB Gl S FHA)
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