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Ny bk
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N7y R R —=ADH < U —L UL TIL, ROENTZED /N7y T — 2 DY
L3 nET, Xy b —20% <V =X, ANA v Z—T =4 AT
AUHE =T xR KOy FOREE, BEXOUNT Y R bR
ny 7 AV sy a Bl LET, v =7 —XONET, @
HOSRy ML LT T7 —~< o AREL . MEOHDA ¥ —T <
A A& BET D DI L £,

PRAF—

N7y R R L—ADNRAF—F L~UL T, 27y R L— AR g bR
LAULTIITENET, RONTED AT v FE2FRIIT—ZNIE S E
T, X7y b hL—=RADRAFT=Z TR, FESET ARy I IDEEGLT—X
WERYTTFySINET, ZOT7T—2E, BET N7 FALAZT B
K OBEREE A D/ XA b L—R T — & LERE#fFHT D BRICENL B £,

NATF—HIZ1X, 737 v k3 B — & Feature Invocation Array (FIA) K L —2A
EWVWI2ODF T aBRELHV T, Ny bavt—FT v a LEEH
T5L Xy hOKHELAY (LAY 2, LAY 3, LAT4) TAIR
Ty MRSy Feabe—TEEd, FIAMNL—AFT v a3, ~ry
NABEHIZEONH ST X ToOMRE= R 2B LET, 20473
E ATy MWBRHIZAIE Z > TV D AT S BRI LB £,

GX)
INAF—=HZDOETIE, £ Oy ML) Y —23 W snEd, %
oo AT a URBERRBIZ ANy b7 o U RTIRR ITH B A RIF L E T,
ZDD, NRAT—F LYUIRERN LT ¥ 30T 4 THEHAT 0, 37>
"RT =<V ADEAERHFRTELRUWTHEA L T E N,

INTY R FL—RADHRFEICEATHIERLD AL FSHA4
Ny N R U= AREE R ET ABRIE. IRONA NS T 77 4 ZAFE LT TEE0,
o NIy N XD ARENICERT DI, Ny b b b—RRE AT D BRI A & A

EHAT 52

EERMELEL £,

RNy b FL—ZADBREICIE, T—F L= AFYRMETY, F—F S L— AFY
DHIRINTND VAT ATHE, Ty b =R fEE ED XS ITBIRT 2 1A EEICH
FLTLZEW, N7y L —R Lo THE END AT Y BEOMAMEIX, KkOAXTK
OoNET,

BERAEY = (@A —S—y B) 4 Oy M) % (P ) = A R+ F— s X+
Sy haE—AR)

Ny b b= AREEANCT D & FEHTHICDBOEE AT Y BNEID L THONET, Ak

W2, Xy NTEDOT— 2 EXy T F 3555, ) =T —F KTy M EDHE

EAEYPBETT, 2L, AR T LI, PU—AFHRITER LT v PR, SR
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sy b rr—zosE ||

Fe g Ly R DA E—RUUET 2 E T E ST, WESND AT Y BAKE < BB
WD TREMEN B Y £,

INTY B FL—ADETE

NT oy b b= ARRE R BROET D123, ROFIRZFETLET,

)

GE) Ry b FL—RAERERICE > THBEIND AT ORIE, 7y N ML —ARTEORELZ T
F9, WHEOV—EROFWEZRIT HT2DIC, Ty NTEDRAT—=HLabt ="y 770D
YA X, BEOM—2F 57y MIZEERIGERT 520203 H Y £9°, show platform
har dwar eqfp activeinfrastructureexmem statistics =~ > K& i35 &, BEOT—4 7L —
~®ODRAM A EVHEEL T = v 7 TEET,
FleDHEE
1. enable
2. debug platform packet-trace packet pkt-num [fia-trace | summary-only] [circular] [data-size
data-size]
3. debug platform packet-trace {punt |inject|copy|drop|packet|statistics}
4. debug platform condition [ipv4 | ipv6] [interface interface][access-list access-list -name |
ipv4-address/ subnet-mask | ipv6-address / subnet-mask] [ingress | egress |both]
5. debug platform condition start
6. debug platform condition stop
7. show platform packet-trace {configuration | statistics | summary | packet {all | pkt-num}}
8. clear platform condition all
9. exit
FIBD
FIE
AU RFEREFET7TIV3 Y B#J
AT w7 1|enable FiME EXEC £ — K& A X —7 /M LET, SRV —
5l - READLES ERENEHE) .

Router> enable

ATvT2

debug platform

packet-trace packet pkt-num [fia-trace| 5 L7=%k D/ v DY~ ) —F— X ZIVE L £

| summary-only] [circular] [data-size data-size] F, F T 4L N TCIHERE AT —F Xy S F v

1

Router# debug platform packet-trace packets 2048

summary-only

L. BEIZGUTFIA b L—AZFEITLET,

pkt-num : FITE DRFFIZHERF S D37 v b DRI
EHEELET,

Ny b bL—X .
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Kry k=2 |

ARV RFERETIVa Y

B8

fiatrace : ¥~V —7—% HEEEAOT —X 7 L
AR LR DOT—E Xy ST EFATLET, F
2. Ny MLEFRICT 7B A I AEET b
VHFERLET,

summary-only : FEATEHZ o/ MNRIC L7z~ U —
T=2DX Y TF ¥ A LET,

circular : ;T b L—A Iy hDT— X B AR
FLET,

data-size : %737 v N ORERET —# & FIA hL— X
TR ERAFT DT —H Ny T 7 DY A XERA K
HATHRELET, ~Fy NTIEFICEWN T v b
N ELTEINTHE, 2 — =T EIZS U T
T—ANRNy Ty DY A AT ENTEET,
7 7 4V MEIX 2048 TT,

R 7 3 |debug platform packet-trace {punt F—Enbary ha— )L L —r AN fERTEoR
[inj ect|copy|drop|packet|statistics} o b R L— R BRI LET,
1
Router# debug platform packet-trace punt

R T w 7 4 | debug platform condition [ipv4 | ipv6] [interface Ry e P L —RTAOO—FIHELET LE
interface][access-list access-list -name | ipv4-address/ |4~ —p La P7 FLABLOH T Xy hv 2%
subnet-mask | ipv6-address/ subnet-mask] [ingress| egress y T REEY 2 R (ACL) . A2 A —T = A
Iboth] X HENCE BT A8 U o iR R L £,
1
Router# debug platform condition interface g0/0/0

ingress

R 7w 75 | debug platform condition start fBELIMEEEZGN LTy R L—2 %
1 - BigA L E T,
Router# debug platform condition start

R T 7 6 | debug platform condition stop FMEET VT4 7ICLT, ATy FD R L—R %
i - Ik LET,
Router# debug platform condition start

R Fw 77 |show platform packet-trace {configuration | statistics |f§E X tL7-4 7> a LIt~ T, X7y h FL—2

| summary | packet {all | pkt-num}}
1 -

Router# show platform packet-trace 14

T2 ERRLET, showa v ROA T a0
FEAIZ DU TIE,  {start cross reference} 7% 21-1 {end
cross reference} ML TS 7231,

. N7y kL —R
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UDF ATty hEERALEATy k kL—s0EE ]

AU RFERET7TIV3 Y B#)
R T 7 8 |clear platform condition all debug platform condition =< > N3 X U* debug
Bl - platform packet-trace =~ > RIZ X » T 7=
REZHIFRL £,
Router (config) # clear platform condition all
AT 79| exit Rt EXEC E— K&K T LET,
1 -
Router# exit

UDFA Dty bZFERLI=ANTY F FL—UDEEE

F7vy FEFEHLTCy 8 L —X UDF %53

RET HITIE, ROFIEEZFATLET,

FIEDHE
1. enable
2. configure terminal
3. udf udf name header {inner | outer} {13|14} offset offset-in-bytes length length-in-bytes
4. udf udf name {header | packet-start} offset-base offset length
5. ip access-list extended {acl-name |acl-num}
6. ip access-list extended { deny | permit } udf udf-name value mask
7 debug platform condition [ipv4 | ipv6] [ interface interface] [access-list access-list -name |
ipv4-address / subnet-mask | ipv6-address/ subnet-mask] [ ingress | egress [both ]
8. debug platform condition start
9. debug platform packet-trace packet pkt-num[ fia-trace| summary-only] [ circular ] [ data-size
data-size]
10. debug platform packet-trace {punt | inject|copy | drop |packet | statistics}
11.  debug platform condition stop
12. exit
FlED G
FIE
ARV KRFERETIVaY B#
ATy 71 |enable FiME EXEC E— REZAMTLET,
il - e NAT—REANLET @ERENTHE) .
Device> enable

Ny b bL—X .
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Kry k=2 |

ARV FFEREETIVa Yy

S

5w F2 |configureterminal ra—sYb ar7 4 Xalb—ay ®— FaBkh
1§| : L/jzﬁﬁo
Device# configure terminal
ZFw 73 |udfudfname header {inner |outer} {13[14} offset | {i~ &> UDF &34 7% /& L £4, UDF DART, # 7
offset-in-bytes length length-in-bytes Ty REDR Y hT—F 2Ty F— il %
i - THDORIEHETEET,
ot )6 udf TEST UDF NAME 1 header 1 inner ¥x—7U— RE/lZouter ¥—U— Rix, 7
e SUDENRME_L Beader MRS b LMk SN TV LA T3 E L LA T 4D~
H—=iInbDA 7y NOBBERRET 50, F720X
Router (config) # udf TEST UDF NAME 2 header inner TR MEI TR R H D56 1XNEL3/L4
ez MHDF Ty OB EEELET,
Router (config) # udf TEST UDF NAME 3 header outer| |IENQthF—U— NiIAT7 &y MpHLORIZ/3A b
13 65 1 BALTHE LEY, ARHEMIT 1 ~2TY,
Router (config) # udf TEST UDF NAME 4 header outer
14 67 1
R w74 |udfudf name {header | packet-start} offset-base offset eheader : 7w FORAZEFIEELET,
length
« packet-start : packet-start 2> 5 DA 7 & v FX—
2K AZFBELET, packet-start (£, /37 > b b
Router (config)# udf TEST UDF NAME 5 packet-start 1/%;275)/‘) ‘//ilj‘/ R Fﬁﬁb)?v }‘07“7
120 1 T VRN A Ko TR 3, Ny
FRL—=2ANRAL T KTy NHTH LY
B "y bRIZ LA Y2280 ET, TV
cRT Y ROATEL, packet-start [ L LA 7 31
Y ET,
soffset : 7y h X"—=2AnH A7y hEE
DA MEEWRELET, A7y b =2
(LAY 3L AT 4~y Z—) INEDSEIHEN
A MI—EHSELITE, A7y FEOITHE
LET,
elength : 7ty EBONAA MIEFRE L E
To 1N MEIF2S FETFHAYAR— R
NWES, BMOAS MU —HSEDITE, #
D UDF O EZR DL T,
RAFw 75 |ipaccesslist extended {acl-name |acl-num} JREACLZ Y 7 4 Xal—3 3y B— REEHIC

&1

Router (config)# ip access-list extended acl2

. N7y kL —R

LEJ, CLIIIVEEACL 2y 7 4 Fa2lb—v g
FT—FEBBLET, Z0F— FTIE, &FE0TX
TOa~y RPBIEOIET 7B A Y A MI#EAH S
nEI, JERACLIX, IP X7y hOX[FETLT KL
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UDF ATty hEERALEATy k kL—s0EE ]

ARV FFEREETIVa Yy

E:)

AR IVSHET FL2A%Z ACLICERESNTWAT
RKLzEHB LT, bT7 40w 7 ZHIIL £,

XTFwvw 6 |ipaccesslist extended { deny | permit} udf udf-name|HED 7 7 2 &= F U (ACE) &pPfdC,
value mask UDF C—#7 % L 5 ICACLZ#ELET, ACLT
- ERSNTVD/A MEO0xD3 T, v AZIE, #F

ABIMERT D N7 70 v 7 EBBETHE DI

Router (config-acl) # permit ip any any udf IPACL CIPT7 RLREEHIEALET,
TEST UDF _NAME 5 0xD3 OxFF

R w 77 |debugplatform condition [ipv4 | ipv6] [ interface Ry N R L—RFTAREDO—FEEELETELE
interface] [access-list access-list -name | ipvd-address/ | 4~ o ha, P77 FLZABLOH 7%y v
w?g;—rg?tsrl](ypv&addresslwbnet—mask] [ingress| 2 T o RERY A R (ACL) . Ay H—T =
egress| SR, FRNCEDT A MH Y v 7R Rl L E
11 7T,
Router# debug platform condition interface
gi0/0/0 ipv4 access-list acl2 both

AT w78 |debugplatform condition start FEE LTAEREEZ AN LTy h hL—2%
il - BRAA LT,
Router# debug platform condition start

25w 79 |debugplatform packet-trace packet pkt-num([ fia-trace| 54 L7=% D 47 v kDY~ U —F— & IV L £

| summary-only] [ circular ] [ data-size data-size]

51

Router# debug platform packet-trace packet 1024
fia-trace data-size 2048

T T 74N N TIEIHEE AT — X X 7T v
L., MEIZJSUTFIA FL—2XZ2FETLET,

pkt-num : FTE DRI HERF SN D37 v FORR
BERELET,

fiatrace: h~ VU —7—% HEEEBOT — X 72

EL MR LSV OT =2 X T F v B ETLE
9, Flo. Ny MBI T 7' R SN AR
MU bRRLET,

summary-only : FEMAIE % e/ NRIC L7z~ U —
FoH DX T T A LET

circular : FEiE R L— R SNy ROF—H &

RIFLETS

data-size : %/3%7 > N OWHEET —# L FIA F L —X
F— B B BIET BT =Sy 7 7 DY A RE /A |
B CHRELET, N7y FTIHEFIZEV T B
BN FEAT S NG, 22— — I EIZGE T T
T—HNRy T 7 DY A XTI ENTEET,
7 7+ /v MEIE 2048 T,

Ny b bL—X .
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B 7o r—zEgoxT

aAv Y RFERET7TIIY B

2w 710 |debugplatform packet-trace{punt |inject|copy |drop | F— 4oy fr—L 7L —1~sS0 F XN
[packet | statistics} RO =2 EHENCLET,
1 -

Router# debug platform packet-trace punt

AT v 711 |debug platform condition stop S m2IIET VT4 TICLT, Ny FD FL—R %
15'] : 1,;5:_”: L/iﬁ—o

Router# debug platform condition start

ATy T 12 |exit HibE EXEC & — REHK T LET,
B -

Router# exit

Ny b LU—RIFHRORT
X7y b L= AEFORT I, kD show 2~ RafiH L £,

K2:showaa <K

av vk FiER
show platform packet-trace TIHNEELNT Y P L AREVPERINE
configuration +.,

show platform packet-trace statistics| f L — 2 ST _RCO Ny hOTHI LT 47

T NFRENET,

show platform packet-tracesummary | $55& U734 v R OH < 1) —F— 2 nF RSN
EE

show platform packet-trace {all | FRTO APy FEF ISR LI v DR ATF— &

pkt-num} [decode] WFERSNET, decoded 7> a v EFEMTLE, Ao
F Uy b O LD NG LT VRO T 2 —
RARAZ LN ET,

Ny B L—XTF—2 DOHIRR

N7y NNL—=RATF =2 %27 V7T HIE, kOoavy RefALET,

. N7y kL —R
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sy rL—zosEn ]

*x3:cleara<w> K

=l VN N R AR

clear platform packet-trace statistics WEENTE Ay B L —RAF— X2 EEE3 a7 )T
L/i—a—o

clear platform packet-traceconfiguration | /X4 v ~ N L—RXEBEEHHEZ 7 VT LET,

Ny B R L—RDEEE B

A AN

Z T, ROBREFNZOWTHIALET,

NL—RDERTE

ZOFITIE, ATy L —2EREL, MREERTDHECOVWTHHALET, Z0fIT
. FHEY P A=V Ry A X =T 2 200/l ~DFEFE/ Ty B R L—RAZ4, )
D128 737 FDOFIA L —ATFT—HNF X FF vy SnET, £/o, ANy y hdar—&
N E 9, show platform packet-tracepacket 0 =~ > KiZL v, /X7 v h0IZ2W\WT, HET—
e, Xy MUERIWZT 72 ASNEAHE= N BERSNET,

Router>

enable

Router# debug platform packet-trace packet 128 fia-trace
Router# debug platform packet-trace punt

Router# debug platform condition interface g0/0/1 ingress
Router# debug platform condition start

Router#! ping to UUT

Router# debug platform condition stop

Router# show platform packet-trace packet 0

Packet: 0 CBUG ID: 9
Summary
Input : GigabitEthernet0/0/1
Output : GigabitEthernet0/0/0
State : FWD
Timestamp
Start : 1819281992118 ns (05/17/2014 06:42:01.207240 UTC)
Stop : 1819282095121 ns (05/17/2014 06:42:01.207343 UTC)

Path Trace
Feature: IPV4

Source :198.51.100.2
Destination : 198.51.100.2
Protocol : 1 (ICMP)
Feature: FIA TRACE
Entry : 0x8059dbe8 - DEBUG COND INPUT PKT

Timestamp : 3685243309297

Feature: FIA TRACE
Entry : 0x82011a00 - IPV4 INPUT DST LOOKUP_ CONSUME
Timestamp : 3685243311450

Feature: FIA TRACE
Entry : 0x82000170 - IPV4 INPUT FOR US_MARTIAN
Timestamp : 3685243312427

Feature: FIA TRACE

Ny b bL—X .
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Entry 0x82004b68 - IPV4 OUTPUT LOOKUP_ PROCESS
Timestamp 3685243313230

Feature: FIA TRACE
Entry 0x8034f210 - IPV4 INPUT_IPOPTIONS_PROCESS
Timestamp 3685243315033

Feature: FIA TRACE
Entry 0x82013200 - IPV4_OUTPUT_GOTO_OUTPUT_FEATURE
Timestamp 3685243315787

Feature: FIA TRACE
Entry 0x80321450 - IPV4_VFR REFRAG
Timestamp 3685243316980

Feature: FIA TRACE
Entry 082014700 - IPV6_ INPUT L2 REWRITE
Timestamp 3685243317713

Feature: FIA TRACE
Entry 0x82000080 - IPV4 OUTPUT FRAG
Timestamp 3685243319223

Feature: FIA TRACE
Entry 0x8200e500 - IPV4 OUTPUT_ DROP_POLICY
Timestamp 3685243319950

Feature: FIA TRACE
Entry 0x8059%9aff4 - PACTRAC_OUTPUT_STATS
Timestamp 3685243323603

Feature: FIA TRACE

Entry
Timestamp

0x82016100 - MARMOT SPA D TRANSMIT PKT
3685243326183

Kry k=2 |

Router# clear platform condition all
Router# exit

LFTS (Linux Forwarding Transport Service) (&, CPP 7>5 /30 h &7z > k% 10Sd LIS D
TV —2a NHRET D N T VAR — NA D =ALTT, ZOFITIE, A Z—E7 S
iz binos 77V r—3 3 V5 TO LFTS R—A D37 hISFEIRENTVET,

Router# show platform packet-trace packet 10

Packet: 10 CBUG ID: 52
Summary
Input GigabitEthernet0/0/0
Output internal0/0/rp:1
State PUNT 55 (For-us control)
Timestamp
Start 597718358383 ns (06/06/2016 09:00:13.643341 UTC)
Stop 597718409650 ns (06/06/2016 09:00:13.643392 UTC)
Path Trace
Feature: IPV4
Input GigabitEthernet0/0/0
Output <unknown>
Source 10.64.68.2
Destination 224.0.0.102

Protocol : 17 (UDP)
SrcPort : 1985
DstPort : 1985

Feature:
Input
Output
Entry
Lapsed

Feature:
Input
Output
Entry
Lapsed

Feature:
Input

. N7y kL —R

FIA TRACE

GigabitEthernet0/0/0

<unknown>

0x8a0177bc - DEBUG _COND_ INPUT PKT
time : 426 ns
FIA TRACE

GigabitEthernet0/0/0

<unknown>

0x8a017788 - IPV4 INPUT DST LOOKUP CONSUME
time : 386 ns
FIA TRACE

GigabitEthernet0/0/0
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Output
Entry
Lapsed
Feature:
Input
Output
Entry
Lapsed
Feature:
Input
Output
Entry
Lapsed
Feature:
Input
Output
Entry
Lapsed
Feature:
Input
Output
Entry
Lapsed
Feature:
Input
Output
Entry
Lapsed
Feature:
Input
Output
Entry
Lapsed
Feature:
Input
Output
Entry
Lapsed

LFTS Path Flow: Packet: 10

<unknown>

0x8a01778c - IPV4 INPUT FOR US MARTIAN
time 13653 ns
FIA TRACE

GigabitEthernet0/0/0

internal0/0/rp:1

0x8a017730 - IPV4 INPUT LOOKUP PROCESS EXT
time 2360 ns
FIA TRACE

GigabitEthernet0/0/0

internal0/0/rp:1

0x8a017bel - IPV4 _INPUT_IPOPTIONS_ PROCESS_ EXT
time 66 ns
FIA TRACE

GigabitEthernet0/0/0

internal0/0/rp:1

0x8a017bfc - IPV4 INPUT GOTO OUTPUT FEATURE EXT
time 680 ns
FIA TRACE

GigabitEthernet0/0/0

internal0/0/rp:1

0x8a017d60 - IPV4 INTERNAL ARL SANITY EXT
time 320 ns
FIA TRACE

GigabitEthernet0/0/0

internal0/0/rp:1

0x8a017a40 - IPV4 VFR REFRAG EXT
time 106 ns
FIA TRACE

GigabitEthernet0/0/0

internal0/0/rp:1

0x8a017d2c - IPV4 OUTPUT DROP_POLICY EXT
time 1173 ns
FIA TRACE

GigabitEthernet0/0/0

internal0/0/rp:1

0x8a017940 - INTERNAL TRANSMIT PKT_ EXT
time 20173 ns
CBUG ID: 52

Feature: LFTS

Pkt Direction: IN

Punt Cause : 55
subCause : 0

Bl N7y b L—RADER

Wiz, 27y b b L—RA%FH LT NAT

g 5oy b rL—2osm |

BETNTY Y N Rr Yy TDNT TN a—TF 47

EITO TV AOHIZR LET, ZOBNIE, T v b b L= REERERIC Ko TR S5 3
LAL 2 S REICRIA L CRIBICBE T 2 e I L, BIEZ U0 00 T IR 2 o0 %
TENRSNTHNET,

ZOVUFIATHEH, BERLLZ b0, EInb NI TNy a—T 4 7 % Btk
T VNTbrY FHA, LR oT, 2HOEFEE 7y hoXry ML —ADY~<

V=IZT7 78 A4 52 L2Mat T 2 0ENHY 77,

Router# debug platform condition ingress

Router# debug platform packet-trace packet 2048 summary-only

Router# debug platform condition start
Router# debug platform condition stop

Ny b bL—X .
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Router# show platform packet-trace summary

Pkt Input Output State Reason

0 G10/0/0 Gi0/0/0 DROP 402 (NoStatsUpdate)

1 internal0/0/rp:0 internal0/0/rp:0 PUNT 21  (RP<->QFP keepalive)
2 internal0/0/recycle:0 Gi0/0/0 FWD

ORI, FHAEY M A=V Xy N A HX—T 4 X 0/0/0 D NAT RENFRIK T/
R R Yy Z7EN TV ERREINTWET, ZNICE- T, MEIIFEDAS X —T A
ATRELTWDZ ERDNYET, ZOFEHREFEHAL T, PL—RXFT2537 > FZHIRL,

T=EX X T TFxONTy MRERO L, AL~V E LT 2R TEET,

Router# debug platform packet-trace packet 256
Router# debug platform packet-trace punt

Router# debug platform condition interface Gi0/0/0
Router# debug platform condition start

Router# debug platform condition stop

Router# show platform packet-trace summary

Router# show platform packet-trace 15

Packet: 15 CBUG ID: 238
Summary
Input : GigabitEthernet0/0/0
Output : internal0/0/rp:1
State : PUNT 55 (For-us control)
Timestamp
Start : 1166288346725 ns (06/06/2016 09:09:42.202734 UTC)
Stop : 1166288383210 ns (06/06/2016 09:09:42.202770 UTC)

Path Trace
Feature: IPV4

Input : GigabitEthernet0/0/0
Output : <unknown>
Source : 10.64.68.3
Destination : 224.0.0.102
Protocol : 17 (UDP)
SrcPort : 1985
DstPort : 1985
I0Sd Path Flow: Packet: 15 CBUG ID: 238

Feature: INFRA

Pkt Direction: IN

Packet Rcvd From CPP
Feature: IP

Pkt Direction: IN

Source : 10.64.68.122

Destination : 10.64.68.255
Feature: IP

Pkt Direction: IN

Packet Enqueued in IP layer

Source : 10.64.68.122
Destination : 10.64.68.255
Interface : GigabitEthernet0/0/0

Feature: UDP
Pkt Direction: IN

src : 10.64.68.122(1053)
dst : 10.64.68.255(1947)
length : 48

Router#show platform packet-trace packet 10

Packet: 10 CBUG ID: 10
Summary
Input : GigabitEthernet0/0/0
Output : internal0/0/rp:0
State : PUNT 55 (For-us control)
Timestamp
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Start ¢ 274777907351 ns (01/10/2020 10:56:47.918494 UTC)
Stop : 274777922664 ns (01/10/2020 10:56:47.918509 UTC)
Path Trace
Feature: IPV4 (Input)

Input : GigabitEthernet0/0/0
Output : <unknown>
Source : 10.78.106.2
Destination : 224.0.0.102
Protocol : 17 (UDP)
SrcPort : 1985
DstPort : 1985
I0Sd Path Flow: Packet: 10 CBUG ID: 10

Feature: INFRA
Pkt Direction: IN
Packet Rcvd From DATAPLANE
Feature: IP
Pkt Direction: IN
Packet Enqueued in IP layer

Source : 10.78.106.2
Destination : 224.0.0.102
Interface : GigabitEthernet0/0/0

Feature: UDP
Pkt Direction: IN DROP
Pkt : DROPPED
UDP: Discarding silently

src : 881 10.78.106.2(1985)
dst : 224.0.0.102(1985)
length : 60

Router#show platform packet-trace packet 12

Packet: 12 CBUG ID: 767
Summary
Input : GigabitEthernet3
Output : internal0/0/rp:0
State : PUNT 11 (For-us data)
Timestamp
Start : 16120990774814 ns (01/20/2020 12:38:02.816435 UTC)
Stop : 16120990801840 ns (01/20/2020 12:38:02.816462 UTC)

Path Trace
Feature: IPV4 (Input)

Input : GigabitEthernet3
Output : <unknown>
Source :12.1.1.1
Destination : 12.1.1.2
Protocol : 6 (TCP)
SrcPort : 46593
DstPort : 23
IOSd Path Flow: Packet: 12 CBUG ID: 767

Feature: INFRA
Pkt Direction: IN
Packet Rcvd From DATAPLANE

Feature: IP
Pkt Direction: IN
Packet Enqueued in IP layer

Source :12.1.1.1
Destination : 12.1.1.2
Interface : GigabitEthernet3

Feature: IP
Pkt Direction: IN
FORWARDEDTo transport layer
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Source : 12.1.1.1
Destination 0 12.1.1.2
Interface : GigabitEthernet3

Feature: TCP
Pkt Direction: IN
tcpO: I NoTCB 12.1.1.1:46593 12.1.1.2:23 seq 1925377975 OPTS 4 SYN WIN 4128

Router# show platform packet-trace summary

Pkt Input Output State Reason

0 INJ.2 Gil FWD

1 Gil internal0/0/rp:0 PUNT 11 (For-us data)
2 INJ.2 Gil FWD

3 Gil internal0/0/rp:0 PUNT 11 (For-us data)
4 INJ.2 Gil FWD

5 INJ.2 Gil FWD

6 Gil internal0/0/rp:0 PUNT 11 (For-us data)
7 Gil internal0/0/rp:0 PUNT 11 (For-us data)
8 Gil internal0/0/rp:0 PUNT 11 (For-us data)
9 Gil internal0/0/rp:0 PUNT 11 (For-us data)
10 INJ.2 Gil FWD

11 INJ.2 Gil FWD

12 INJ.2 Gil FWD

13 Gil internal0/0/rp:0 PUNT 11 (For-us data)
14 Gil internal0/0/rp:0 PUNT 11 (For-us data)
15 Gil internal0/0/rp:0 PUNT 11 (For-us data)
16 INJ.2 Gil FWD

KIZ, Ty b =R T =2 OfEEFRT DR LE T,

Router#show platform packet-trace statistics
Packets Summary
Matched 3
Traced 3
Packets Received
Ingress O
Inject 0
Packets Processed
Forward O

Punt 3

Count Code Cause

3 56 RP injected for-us control
Drop 0

Consume O

PKT _DIR IN
Dropped Consumed Forwarded
INFRA 0 0 0
TCP 0
UDP 0 0 0
Ip 0 0 0
IPV6 0 0 0
ARP 0 0 0
PKT_DIR OUT
Dropped Consumed Forwarded
INFRA 0 0 0
TCP 0
UDP 0 0 0
Ip 0 0 0
IPV6 0 0 0
ARP 0 0 0
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Router#debug platform condition ipv4 10.118.74.53/32 both
Router#Router#debug platform condition start
Router#debug platform packet-trace packet 200

Packet count rounded up from 200 to 256

Router#show platform packet-tracer packet 0
show plat pack pa 0

Packet: 0 CBUG ID: 674
Summary
Input : GigabitEthernetl
Output : internal0/0/rp:0
State : PUNT 11 (For-us data)
Timestamp
Start : 17756544435656 ns (06/29/2020 18:19:17.326313 UTC)
Stop : 17756544469451 ns (06/29/2020 18:19:17.326346 UTC)

Path Trace
Feature: IPV4 (Input)

Input GigabitEthernetl
Output : <unknown>
Source : 10.118.74.53
Destination : 198.51.100.38
Protocol : 17 (UDP)
SrcPort : 2640
DstPort : 500
IOSd Path Flow: Packet: O CBUG ID: 674

Feature: INFRA
Pkt Direction: IN
Packet Rcvd From DATAPLANE

Feature: IP
Pkt Direction: IN
Packet Enqueued in IP layer

Source : 10.118.74.53
Destination : 198.51.100.38
Interface : GigabitEthernetl

Feature: IP
Pkt Direction: IN
FORWARDED To transport layer

Source : 10.118.74.53
Destination : 198.51.100.38
Interface : GigabitEthernetl

Feature: UDP
Pkt Direction: IN

DROPPED
UDP: Checksum error: dropping
Source : 10.118.74.53(2640)

Destination : 198.51.100.38(500)

Routerf#show platform packet-tracer packet 2
Packet: 2 CBUG ID: 2

IOSd Path Flow:

Feature: TCP

Pkt Direction: OUTtcpO: O SYNRCVD 198.51.100.38:22 198.51.100.55:52774 seq 3052140910
OPTS 4 ACK 2346709419 SYN WIN 4128

Feature: TCP
Pkt Direction: OUT
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FORWARDED
TCP: Connection is in SYNRCVD state
ACK : 2346709419
SEQ : 3052140910
Source : 198.51.100.38(22)

Destination : 198.51.100.55(52774)

Feature: IP
Pkt Direction: OUTRoute out the generated packet.srcaddr: 198.51.100.38, dstaddr:
198.51.100.55

Feature: IP
Pkt Direction: OUTInject and forward successful srcaddr: 198.51.100.38, dstaddr:
198.51.100.55

Feature: TCP
Pkt Direction: OUTtcpO: O SYNRCVD 198.51.100.38:22 198.51.100.55:52774 seq 3052140910
OPTS 4 ACK 2346709419 SYN WIN 4128

Summary
Input : INJ.2
Output : GigabitEthernetl
State : FWD
Timestamp
Start : 490928006866 ns (06/29/2020 13:31:30.807879 UTC)
Stop : 490928038567 ns (06/29/2020 13:31:30.807911 UTC)

Path Trace
Feature: IPV4 (Input)

Input : internal0/0/rp:0
Output : <unknown>
Source : 172.18.124.38
Destination : 172.18.124.55
Protocol : 6 (ICP)

SrcPort : 22

DstPort : 52774

Feature: IPSec

Result : IPSEC_RESULT_DENY
Action ¢ SEND_CLEAR

SA Handle : O
Peer Addr : 55.124.18.172
Local Addr: 38.124.18.172

Router#
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