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« BEREHITR (9 =—2)

s HtfE—FFEiZar be—FF—F (9—Y)
carhr—JF—REAFEE—FOUVEZ (9—)
PP i Tt A (10 =—)

M=

Cisco 8500 > — X & = 7 /L—H& @ universalk9 4 A —lx, V—TF 1 > 7 & SD-WAN D
FaEYHR—hFLTWET,

1 e R

BiEE—FKZEf-FarvrcrO—S5E—F

Cisco IOS XE & Cisco I0S XE @ SD-WAN B¥BEIZ 1L, TN FNHEET— Loy o —F 3T
F—RTT 7 ERALET, HEET— FIL—FDFT 7 4L FE— KT, CiscolOS XE HEREN S
EFNTUWET, CiscolOSXESD-WANKEFEIC T 7 B 24 5121E, 2v hbr—FF— RI2)0 %
ZE7,

FEABIZ DV TIL,  https://www.cisco.com/c/en/us/td/docs/routers/sdwan/configuration/sdwan-xe-gs-book/
install-upgrade-17-2-later.html#Cisco_Concept.dita 42020dbf-1563-4841-8824-a0b3f468e787% £ L
TLTEENY,

arvbrAO—5FE—FEBREE—FOYIVEZ

TNAADT 7 4 M E— RFIAFEE—RFTT, arhue—JF—RFLEFREE— RV EZ
521X, ¥5HE EXEC & — K C controller-mode =~ > K& L £,
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B rritooex

10S-XE & SDWAN O &R |

controller-modeenable =~ K, T34 A& ay bu—J%— NI B2 £7,
controller-modedisable =~ > N, T/34 A& BT — MUV B2 F9,
FEMIZ DUV TIE,  [Cisco SD-WAN Getting Started Guide] #ZM LT 72 &0y,

PP 7A€ X

BFEDOTZ7 77 R v U= 7a—%2FHL T NNA ADFE— RERETEET,

PP RX—ZADH T rE R X, 2 =T DBRPIZESWTT A, ZAREMET HE— RER
EL, REISUTE— FELEZRBLET, Z0oRMIE, Av— K T U MA—F v )L
THU Y hDOTF A ZUIDIZBEEMT b ay he—F7 a7 7 A WS g1,

T—REEETLE, TS ADRHEBHLET, FEENETTHE, 731 AL 7o

TavAEFEITLET,

TI2TT R LA (PnP) A, ROBHT oA F U AREENET,

TJ— 7y TE—F

T4 RANY) TaowR

E—FZE

A

TSI T v R A O
HEFIZA T LI ADTS
TT v RT AP — =Dk
H

T REEZRL

arhr—7

TSI T v R LA B O
HEIZA L FLIZADTT
TT v RT A H—"—Df
H

HEEE— F~O®— FEE
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4.
=% =R

CiscolOSXEY 7 bz 7DEH

ZDOETIE, Cisco8500 ) — XX a T IL—F ZHRTETHT-DDOUEFIZHOWTEH LE T,

e N—H ary ) —VEFEHLTCCLIICT 72 AT 5H5E (11 =)
e ¥ —AR—NKa— by boEHALFE (16 X—)

cJBEE Ny T 7ICE A ROMUHL (16 ~—Y)

e a~v K E—RFOHE (17 2—)

e LT DR (19 X—)

e < KD no BB L default JTEXDfEH (24 2—3)

AT 4 X alb—a VOELORLF (24 N—)

e T 4 Xal—ary Ty ALDER (25 —)

s show 3L WPmore =~ RIWJIO 7 4 X U7 (26 X—2)

* /SR LD USB 78— b O (27 —)

o L—Z OEPEEIK (28 X—)

e TI Y RNTF—LBLIR AT VT T 2T A A—VDYR— MEROKE (28 ~—
)

I—2 A= )LEFERALTCUIZ7Z O ERT A%

T BRIy YL EFEALCav L RIAA A F—T A A (CLD IZ
TR ATHHFERL, Telnet F/2IFETT LEMHALTCYE—F a2 Y —AEFEL, CLIIZT
7B AT B IFEICHOWTHBHALET,

EEEHESN-a Y —ILEZFERALTCUIZZ2ERT S

TITHE, V= HFDOay =)L R—MIEEREL, av Y= A X —T A A&fFEH L TCLI
\ZT 7 AT B HEICHOWTIHLET,

Cisco 8500 >V —X X a7 /L—F D= —)LR— M. EIA/TIA-232 FERIH],. 7 v —HlfH
RLDOVY TR T, RI45ax 7 22 FRALET, arV—LR— I, &L—FrToky
# (RP) OHEIE/SRITHLE L TWET,
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CiscolOSXE YV 7 ko z 7R |
B - fk—reons

aVyY—ILAR— k EDES
oY —)v R— MZERT D FIET RO LB TT,

FIEDHE
1. WRKTI=2lb—valy V7 b7 2ROLIICHEELET,
2. RI-45/RJ-45 7 —7 )V & RI-45/DB-25DTE (5 — X ¥R¥EE) 7 X 7 4 £7-1ZRI-45/DB-9
DTE 7 # 7% ( [Terminal] ®7~YV) ZHHAL T, &N— MIEHELET,
FIED M
FlE

ATV Tl RZIa2L—2ar VY7 =T 2ROLEIICRELET,
9,600 bps (E > h/ED)
87 =4 Bk
e RUTF 4721
1Ay 7 Ev b
e 7 —filfH7z L

AT w T2 RJ-45/RI-45 /r—7 /)L & RI-45/DB-25 DTE (7 — X uiiKiEE) 74 74, F721X RI-45/DB-9DTE 7 % 7 %
( TTerminal] ®Z7 L) ZFEHAL T, A— MIEFL £,

A=A A —T x4 ADEA
ay )= A B =T A ZABFEFALTCCLIICT 7 AT H5FIEIT. kOLEBH TT,

FlEDOHE

1. W—ZFDaryY—)L R—MUERN—F Y =7 28k L, Wkt Ial—a3 V7 h
VT HBEUICRET DL, ROTu T MIRERINET,

2. ReturnZz#LC, =—H—EXECE— FZHBLET, ROT a7 MREREINET,

3. 2—¥—EXECE—RT, KOLHZenablea~> FEANLET,

4. RRAT—RTar7 ML, VATLANRAT—REANLET, VAT LATHYR/RAT —
ROBRE STV RWGSE, ZOFIEIFAM LE T, KRIZ, lenablepass| &9 /XA T —
NE AT 0%~ LET,

5. AR/ RAU— RRFFAISNd &, FHEEXEC E— R r 7 ERRRINET,

6. ZN T, BHEEXECE— ROCLI~DOT 7 B ANHEEIZ/RD £ L1, HERa~vr REA
HLT, BERF AT BFITTEET,

7 v Y= by ialrEKTTHICE, ROXHICquit a~vr REATLET,
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| CiscoloSXE YT by 7 DEA

AVY—IA =T A ADEHA .

F IR D

&

ATy T2

ATvT3

RTv74

ATy TH

ATvT6

ATy 17

FIE

N—=H DAy — ) R— MIURRN— R =T 28R L, WRATI2lb—2a Y7 by =7 2R
ETHE, kOTur T W REREINET,

1 -

Press RETURN to get started.

Return Z2ffL C, =—H#—EXECE— RZBBELET, RO a7 MRFEREINET,
1 -

Router>

2 —#'— EXEC £— N T, kDL 5T enable 3~ R& A LET,
il -

Router>enable

WNRAT—=RTFar 7 ML, VAT ANZAT—=RE AN LET, VAT L THENR/NAT — RPREINT
WRWAE, ZOFIEITEAK L ET, KIZ, lenablepass] WD /RAT— K& AT HHERLET,

il -

Password:enablepass

HRNIg/SAT — RI3FFa & &, FEEXEC E— RN 'r U7 bR RSN ET,
il -

Router#

T, ¥MEEXEC E— RD CLI~DT 7 B ANRA[RRIZ/AR Y F Lz, MBEipa~w RE A LT, S3EAR
HAJ HFITTEET,
aryy =ty a e TTHIE ROX I quit avr RE AN LET,

1 -

Router#quit
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B erezsmicus—ravy—unscUicF o ERT HH%

Telnet #{EFERA LT E—F VY=L CUIZTIERTBHAZE

I, Tehet #fFEALTA—FDary Yy — N A F—T A AZEE L, CLLIZT 7 k& X
T A5 HEICHOWTHBALET,

Telnet ZERAL TIL—2 a2V —LIZEHRT -0 EHE

TCP/IP R > b T —2 b Telnet i L T/L—Z 2V E— M7 78 AT 5HIIC, linevty 7 = —
a7 4 FXalb—rary avy R LT, AREmRERR (vty) 2R —rF25 L9
V=B EBET DMERDY ET, Flo, v /A U EHERTDHE I vy ZREL., 73 A
U—RNEfRETHLELH Y £7,

Y

GE)

Bt ECr 7 A BT =T MEINBRNE DT AT, login 74 a7 Fal—
vayv :l’?‘/ REFRET D E X2, password 2~ RC/RAY— RERETHLENH Y £
T WAk, FFRI, THhHU T 47 (AAA) EZEA L TV 534A 1. loginauthentication 7 A
= /74 Fal—gravw Nid ﬁé*ﬁéﬂ%#b‘b D iﬁ“ login authentication =~ >~

REFEHLTY A MERET H5EIC, B ETAAAGRIEICET 2074 VidT 1 —T v
fbsin2n X 91279 5121%, aaaauthenticationlogin 7 e— 3L 27 4 Falb—v gy a<
VREFEALT, VAMERETDILELH Y E3, AAAT—ERADFEMIZ OV T, [Cisco
10S XE Security Configuration Guide) 35 X O [Cisco I0S Security Command Reference Guide] %

ZHLTIZSW,

F/o, M= HIC Telnet BT DRI, —H DFMNIRAA M, E3L—F IR EShZIP
T RUAZRS L CENLELH Y EF, Telnet Z i L CL—Z ITHERET 2 T2 O BHEDOFE
A, Telnet —ERADH A HZ~ A XJlk, BLO Telnet F——4o  ZAOEHHIEIZONT
. T[Cisco I0S Configuration Fundamentals Configuration Guidel] %M L T 7230y,

Telnet ZEFEALTCaAVY—ILAVA—T A RIZT VRIS BHE

FIRDEE

Telnet ZFEA L Car Y — N A F—T oA AT 7B AT AHFIRIL kDL T,

1. WREFIZIPCOOEONTNDa~r REASLET,

2. NRATU—RTRUTFRT, gl A4y XAT—REAJLET, KIT, mypass &1V H /A
U—REANTLHHERLET,

3. =2—H%—EXECE— KT, RKOLSZenablea~> FEZANLET,

4., RRAU—R 77 I, VAT LA RRATU—REASNLET, KIZ, enablepass &\ H /3
AT —=REANNT 0% RLET,

5. ARN72/XAU— RPRFFAISLd &, FHEEXEC E— R 7r 7 ERRRINET,

6. “hI T, BHEEXECE— ROCLI~DT 7 ANAREIC/AR D £ Lz, MERa~< RaEA
HNLT, BERF AT ZFITTEET,

7 Telnettyia zZE T3 5121, ROFIOLSICexit £721L logout 2~ REEH L E
E
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F IR D

Telnet £EALTaYY—L A2 8—T 14217222 T55% [

FIE

&

ATy T2

ATvT3

ATy T4

ATy TH

AR E L PC A DBIROWTNND A~ FE A LET,

« connect host [port] [keyword]
« telnet host [port] [keyword]

ZOMECTIE, hostiZid/—2 DEA NG EZIXIPT RLUAZEEEL, portiZiX 10 OR— &S (T
T A ME23) BERELET, T/, keword ([ZIEV AR — FENDHF—U— RERELET, sEHICON
TiZ, [CiscoIOS Configuration Fundamentals Command Reference Guide] &M L T 72 &0,

GE)
T I EAY—N—%FHL THWDIHEAT. A RRIP 7 FLADIENT, tenet 172.20.52.40 2004 72 &
DHENIRHR— NEFERETHOLERNDH Y 7,

WOFITIL, telnet =< > KT, router & W I LD/ —Z TG L TWVET,
51 -

unix_host% telnet router
Trying 172.20.52.40...
Connected to 172.20.52.40.
Escape character is '"]'.
unix_host% connect

NATY—=R T 7 T, a7 Ay RAT—=RE2 A LET, KIZ, mypass & VI NAT— K& AS)F
HHERLUET,

1 :

User Access Verification
Password: mypass

GE)
ISAT — RRBEISNTWARWESIE, Return 28 L ¥,

:Lb—ﬂfb— E)(E(jQEb—]:jfx zkg)(k 5 |Z enable :1<?>/}€%E)\jj[/§Ejfo
i

Router> enable

NMAT— R Far 7 ML, VAT LA RAT—RE AN LET, KRIZ, enablepass &9 /XA T — K& AJ)
562~ LET,

i -

Password: enablepass

BRNIpSAT — RIRFFa &2 &, R EXECE— R 'm U7 F RS E T,
il -
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CiscolOSXE YV 7 ko z 7R |
B =—®—rra—rtrvropmssx

Router#

ATV T6 ZHT, BHEEXECE— RO CLI~DT 7 EANARRICAD E L, MERa~y RE AN LT, LER
BAY BFATTEET,

AT9TT Telnet By v araTTHI20E, ROBIO X 512 exit £721F logout =~ > REFHEH L £,
5 -

Router# logout

N NS N -~
F—AR—K<a—rhy FOFERAE
o< RZiE, KEFENINCFOXINIHY XA, F/2, 2~ FBIUORT A =4, #
(EFE R RERfth D o~ 0 FE7213/3F7 A —F L XBIATRER UFE E TAK TE £,
WROFIZ, a~r ROANBIONREFEHT L F—FR—RKa— by bERLET,

R3I:F—AR—FDYa—trhv b

*—X kO—% B
Ctrl-B £7- 1% Left Arrow ¥— 1 | B — Y L% | TFESHTFITRIBSHET,

Ctrl-F £721X Right Arrow ¥ — | 71— Y L% | X TED T,
1

Ctrl-A O RIA VORI — I VEBEILET,
Ctrl-E AV RIA VORRBIZH—Y VEBEN L £T,
EscB =Y NV%T— K1 OG5 THEBEIEET,
EscF =V NET— R 125 FEDET,

U sepnse— M © & 2 01, VTI00 78 £ 0> ANSI EHAKIC RS 3,

RNy I7IZLDaI FOEUHL

JEEE Ny 7 7121, ERNCATILIZ 20 Do~y FAMMEFEENE T, Bk a~ Raff
ALT, HFANEFIREE R TWDavwr K7 782 TE %1,

WROFIZ, B AN EHa~ RO—EE2RLET,
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| CiscoloSXE YT by 7 DEA
aAYU K E—FOBE .

R4GEXNYEBEHBRITUR

=l VN N B8

Ctrl-P £7213 Up Arrow ¥ — 2 | BIE N v 7 7 ICRfF SN TWh a~wr &, Foa< s R
MBIEIZMOH LES, F—2#HF -0, Lo hna~wr
ROMERF RS ET,

Ctrl-N £ 721X Down Arrow % — | Ctrl-P £72iZ Up Arrow ¥—Z L CTa~ > RZIFOH L

1 %, BEARY 7y RNOLVH LIy RICEY £7,
Router# show history EXEC £— KT, &BIZAILIzW L o0 a<wy REFER
LET

2 I —2MERTX 501k, VTI00 72 & 0 ANSI EHEIC R b E 3,

aAvU R E—FOBE

Cisco IOS XE TEM e/ =~ > K £ — RiX, WE3KD CiscoIOS CLI THEARE/ARa~ 2 R
ET—RFNEFoLFELTT,

CiscolOSXE Y 7 b =T7IZT7 7B AT 5HI1Z1E, CLI #fH LEJ, CLLICITEEDE— KR
HHZ LMD, FIHTEZ a2~y FIZZORFATHHL TS E—RIZLY R0 £9, CLI
Tu 7 NCEMG () AANTLHE EnEhoavy RE—RTEATE a3~ Ko
—BERETEET,

CLIiZu /A v Lzt &DE— FIa—V EXECE— FT9, =—H EXECE— FNTI%, fFH
TEX5a<vy RRFIRENTHWET, X TCoOa~r R2EHATE5 L9127 5120E, @I
NAT— REMHEH LT, FHEEXECE— FZBBTHIMERNH D £7, FHEEXECE— R D
X, ¥ XCOEXEC 2~ K (2—¥ £— REIIRHHET—F) 2FETcEES, F2, 7
gB—NL AT 4 X2l —ary B— NEHBETHIZIELTEET, ITEALEDEXEC =2+
YRIZIERY o<y RTY, 728 20E, showa~ > RIFEER AT — X A FREFER L,
clear 2~ RZh v ZERIFA X —T=2A A% 7 YT LET, EXEC a2~ FiZY 7 |
V=T OFEEIRICRESNEE A

O 74X 2L —TarEB— R, FETa 074Xl —Ya VEERETEET, FOE.
FITa L 74 K2l —va B A — T v 7 ar 74X alb—a VITREL TR L, &
BEnfca~vry MEY 7 b =7 OFEBZbRFINET, FFEOa 74 Fal—ra v
EF—RZRBT LT, ZJue— L ar 7 FXalb—rvary T— NEHBETOLERDY E
T, /e— a7 4 Xal—valrsET—RClE,. /¥ T2 AT Fal—T37
YE—R, BXOTa FarEHE— R lZ2omoe— &G TEET,

ROM E=%# E— K%, CiscolOSXE ¥ 7 b7 = 7 RNWENZ 17— R LARWEA IR S 55
HDOE—RKTY, Y7 by =T OEEFF, F/3E#SF a7 X2l —Tar 77 AR
WHELTOWAEAIC, BV 7 02T A A=URAS5M625E. V7 F 7 =7 IZROM
E=F = FNERBTLHZENHD ET,
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B == rz—rom=

RO,

CiscolOSXE YV 7 ko z 7R |

CiscolOSXE Y7 bV =T DI EIER N Ra~v L RE—R~DT 78R F

b, F3T7 78RR TTLHECOVWTHALEY, £, #F—-FTRRSNLTr Y

T hOBIHIRLET,

R5:AXVFE—FOT7 I RRAFEBLIUVRTAE

~ REfEHLET,

ARV K E— | TV RREE A=A RTHE

X

(SRS arA4vLET, outors logout =~ > RAEMEALET,
EXEC outer

¥#HE EXEC 22—+ —EXEC *£— KT, enableEXEC = Routerk 2 —#— EXEC & — FIZRE DT,

disable =~ RZEHA L £,

Jua—)L a3

FEHEEXEC £— K25, configureterminal

Router (config) #

Ja—nR_) a7 4 FXFal— g

Y7 4% ¥i#E EXEC o~ RafH L £, £ — R HEHE EXEC £ — RIZRE DI

L—a v I, exit ¥/l end 2~ REHEHAL
7,

A H—Tx ﬁmwﬂw:y74¥1v~yay%~wamﬂﬁwﬁwﬁmwﬂf:y745;v~yay

AR a7 4| KT, interfacea~ > REEHLTA >~ F— RIZREAIZIE, exit <y Rafl

Fal—vg |[I—Tx=AAEBRELET, ALET,

N

¥ EXEC £— RIZE A 21X, end =
~  REHEHRALET,
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| CiscoloSXE YT by 7 DEA

NSLET

aAX VR E— |79 ERAZE Jov7hk BTHE

X

ZW N—FE, RO XD BRBEIT, %ﬁ%—FROw(daw [0S 7 ut ZDMEEIC L > T2 krE—
RBMAT B0, EEBKTE— RICT 2 B RASBEAA S U= 45 i 10S 3 % fift
2 LET, &Lt%&f\w—§%ﬁt@LT@

Q,-J:o/cj: IOS7OH?XVCIFZEZ)§%§ %%_F%ﬁgﬁﬂij—éﬂz‘gﬁ)&)wij—o
ELK LEIT, ZMrE— RIS L JL— % 3 transport-map %X EZ L - T2
NHOET, 72720, 1FEALEDEA. Bre— RZBBL7-5E,. L—XIZT
= BTUVVE T, 7 AT BT, %'J@waﬂﬁﬁﬁff
a—H—73 transport-map =~ & R & {1 iﬂ iﬁi;f;ggg%fgjﬁ
LCRELERY v—ic kY, Bie—FR 2 ICBES °
NS T2EER’HV FT, TI7E8ARY RP DI — F &2 L CA—XIZT 7
V—DREIZOWVWTIL, ZDO~=2T /D TALTWAEAIL, BIOR—FEI
4 # [Console Port, Telnet, and SSH L C—# iC')?ﬁJZX LET, 727201
Handling] ZZM LT 7E 30, MBAR— FTL—ZIZT 7 BALThH,
L= FICIE, RP ORBE— BT 2t HAS T DBEREABETE ZE A
ASNDZLRDHYET,
T L—2 155 (Ctrl-C. Ctrl-Shift-6, *7-
IZsendbreak =~ F) #AST5 L.
7 1/"—‘7'T|:|77#;2X'f1:1 Liz—% 75“%\[-;&:&"—‘
RIZBATT D L HITHRESIN TV AEEN

&) ‘9 iTO

ROM ==% |HHEEXECE— K/ 5. reload £# EXEC ROM E=4%—F— R&KTT 55

o< REFEALET, VAT LDEH)
B, ) 60 B LANIZ Break S+ — & L
i‘a‘o

IZ. continue =~y R&EMHHLET,

ANILTDORT

CLI a7 N C@MfF (2 2ZANT5HE, Havr FE—RFRCEHRATCTEa~v L Fo—&
NFERINET, FarTHFA NN THEEELFEHT L E, v NIZBEETSLIF—TU—F

EHIEDY A ERGTE £,

o< RE—FR, a<wr R, F=U— K, £H3518ICEGO~L T ESRT D11, ROFE
IR S TWbda~wr RKonwdFhnz i L ET,

RE6: AT AT FBELUVERHA

avyU kR

EL:)

help

AV R E—RONNT VAT LAOEERLET,
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CiscolOSXE YV 7 ko z 7R |
B =< rt7vavom%

avw vk Br

abbreviated-command-entry? BEDOLTEARN) VI THhEALa<L FOU R MRFERE
NET (avr FERMFORITIZAN—Z% ANRNT
TEEW)

abbreviated-command-entry<Tab> | ¥E D o~ > R4 M52 L E7,

? BED T~ FE— FOMATER T Toavy Fa Y
A RMLET,
command 2 22 RIA U TRIEANT D RED D F—T— R

FEIENRRTRESNET (2~ B ERERFORICAN—2A
ZANTLEZEY)

ARV KRATOa Rz

ZITIE, avy RO ERTRTLHEOHZRLET, 2~y FEXE, EEELES
FHOX—TU— RBLOBIHEBEENTVET, 2w FOF—T— FBLOBIHERTTDHIC
WX, BB () 2ar v 4Xal—vary FurF N TCANTIEN, £iEavr Ro—E
BN LTRIC T AR—AZEFTASILET, CiscolOSXE V7 hv =7 TlE, FEHHREZ:
F—U— RBXOBEDY X I EEHERGANRFRRINET, 2T, Fa—1rar 7y
Fal—varE—RMhbaapa~vy FOTRTOF—U— RELITGIRERTT 25813,
arap? E A LET,

Ay RV OFO <>t Fid 1At 2R LET, H0F—=R—FTiE, CRF—Z
Return ¥ —C9, iITDF—3FH— K TiE, CRF—I[IEnter ¥—T9, T~ R~V TDEEKED
<cr>illE, Enter L Ca~y REZEREEDLIA TV a vBbdrZ L, B W<er> it 7
FTATTHIV A MADOBIEB LT —U—RNIA v a rTHHIEERLET, <c>itmHIK
i, FHTE 258 EF—U— B2V, Entar 2 L Ca~r REKTTHXLERDH D
ZEERLET,

ROFKIZ, GRFF (?) Zfliofca~ FATOT VA MhEZRLET,

R7: ARV KX T a v n0BRE

avUk aA b

enable 2~ RENXRT—RKAZ A LT, ¥4 EXEC =< K

Router>enabl . o s
leslsvevzrz::‘<pa25word> T 7 8ALET, a7 IR I>) o ) b7 b
Routert (f5] : Router> 7> & Router#) . FifE EXEC £— FiZH) Y Hib -

«Cl/\i?—o
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avvrtrFvavort I

avy kR

ATk

Router#

configure terminal

Enter configuration commands, one per line.
with CNTL/Z.

Router (config) #

End

Jua—)ary7 4 Xalb— gy T— KREBRBT 51203,
configureterminal £## EXEC =2~ KEZ AL E7, Fr—nN
Nar7Z4F¥alb—raryE— KPR EE, T T b
73 Router(config)# (225> V) £ 77,

Router (config) #interface Ethernet ?
<0-6> Ethernet interface number
Router (config) #interface Ethernet 4 ?
/
Router (config) #interface Ethernet 4/ ?
<0-3> Ethernet interface number
Router (config) #interface Ethernet 4/0 ?
<cr>
Router (config) #interface Ethernet 4/0
Router (config-if) #

interfaceEthernet 7 o — )L a7 4 Falb— g av R
EERALT, &ETDHA—V Ry M U Z—T oA AZFEEL,

A HF =Tz Aary7 4 FXal—arET—RefbLE

R

WRIZa~ RIANANTLOMERH LA~ RERRT D
WX, 2 AN LES, ZofITIE, A —V Xy hAf v F—Tx
AADAR Yy NEFER—MEFE, A7y aTRES>TA
T HMERHY £7,

<> FENERRINTWDHIHEE, Enter ¥F— 2L CTa~v o R
5T CTEET,

A VB =T xR AT 4 FXal—varE—RBRABIND
&, 7'v 7 k) Router(config-iN# (2 ) F77,
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ATk

Router (config-if) #?

ip
config commands
keepalive
lan-name
11lc2
load-interval
calculation for an

locaddr-priority
logging
interface
loopback

on an interface
mac-address
address

mls

commands

mpoa

commands

mtu

netbios
list or enable

no

defaults
nrzi-encoding
ntp

Router (config-if) #

Interface configuration commands:

Interface Internet Protocol
Enable keepalive

LAN Name command

LLC2 Interface Subcommands
Specify interval for load
interface

Assign a priority group
Configure logging for
Configure internal loopback
Manually set interface MAC
mls router sub/interface

MPOA interface configuration

Set the interface Maximum

Transmission Unit (MTU)

Use a defined NETBIOS access

name-caching
Negate a command or set its

Enable use of NRZI encoding
Configure NTP

A=V Ry b A F—T 2 RAFHTEDTXTOAL ¥ —
TxzAAaAL T 4 Fal—varavl FOY A MNERRT D
Wi, 2 2 AN LET, RofITIE, EHAERAS VF—T =
A AT 4 Fal—aravwy FO—E8FITE2RLTWE

R
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Router (config-if) #ip ?
Interface IP configuration subcommands:
access—-group Specify access control for

packets
accounting Enable IP accounting on this
interface
address Set the IP address of an
interface
authentication authentication subcommands

Set EIGRP bandwidth limit
Set the broadcast address of]

bandwidth-percent
broadcast-address
an interface

cgmp Enable/disable CGMP
directed-broadcast Enable forwarding of directed
broadcasts

dvmrp DVMRP interface commands
hello-interval Configures IP-EIGRP hello
interval

helper-address Specify a destination address
for UDP broadcasts

hold-time Configures IP-EIGRP hold time

Router (config-if) #ip

A HE—=T 2 ADFREDT=ODa~ R ANHTLET, 2D
BT, ipa~vr Fa2EHLTWET,

WIZa~y RIA VAT HIVENRNbD D a~ REFRRTDH
Wi, ? EASLET, ROFITIE, FEHARERA ¥ —T <
A AP T 4 Fal—aravwy RO—EE 2R LT
i—a—o

Router (config-if) #ip address ?

A.B.C.D IP address
negotiated IP Address negotiated over
PPP

Router (config-if) #ip address

AV B =T 2 A ADFEDIZOD A~ ReE AN LET, 20D
HITiX ., ipaddress 2~ RZEH L CW\Ed,

WICa~v U RIALNCANT DR ERSD DA~y ReRRnT b
WZix, ?2EASILET, ZOFITIE, IPT R LA F 71X negotiated
F—U— R ANTLHLUENHY £7,

CR (<cr>) MDFERENBRWZD, o< REZETT AL, $—
U — REZII5IHEESSICANTAILERS D £,

address 172.16.0.1 ?
IP subnet mask
address 172.16.0.1

Router (config-if) #ip
A.B.C.D
Router (config-if) #ip

AT —U—RFELFFEEAD LET, ZOHITIE, IP
T RLALLTI172.16.0.1 #FEH L TWET,

WIiZa<wr R IA4NCANTAVREND S a~v L NERRT D
WX, 2 AN LET, ZOHITIEH. PV TRy b ~A7 %A
NTHVERHY F97,

<cr> WERENBRWED, o~ RERETT DI, F—U—
RELIIBIERE S BICANTHILERDH Y 97,
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avy kR
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255.255.255.0 ?
secondary

secondary address
<cr>

255.255.255.0

Router (config-if) #ip address 172.16.0.1

Router (config-if) #ip address 172.16.0.1

P73y h~vRAZ7 2 ASLES, ZOFITIE, IPHT7Txy b
<~ A7 2552552550 #fFEAH L CTWET,

WIiZa<wr R I NCANTAVEND S a~v Ly RERRT D
Wi, 2 AN LET, ZOFITIE, secondary ¥ —U— K& A
T 50, Enter F—ZMWL E3,

<cr> WERENET, Enter 2L Ta~y FE&TT 50,
MoF—U— K2 AN LET,

Make this IP address a

255.255.255.0
Router (config-if) #

Router (config-if) #ip address 172.16.0.1

ZORFITIE, Enter L Ta~r REZETLTHET,

a2 FDno iR E & UV default F2 =X D E A

FIETR_RTOar 74 X2l —v gy a<wy RZnBERXRH Y £9, —RI2IE. noEX a1
AL THREZEICLET, BMLESN TV AKEEZFHOAENI LD, 774/ hCTHlER
HREZ AT HIZIE, noF—T— REEELRVWCa~vr ReHLET, =& x1E, 1P
N—T 4V TET 74V N TEHTE, IPL—T 4 7 23 5I1Z1%, noiprouting =<
YREMEHLET, IPL—T 4 7 FOENCT DI, iprouting=~ > REEH L ET,
CiscolOS V7 hou =27 D a~x KU 77 L AL, avy74Fal—ygryavw KD
SERMKET., BXUnoERX oo~y FoERTEH I N TWET,

%< @ CLI =2~ RiZid default IB b H W £97, default command-name =2~ > K& {745
LT, av U RET AN IOREICTHIENTEET, a~ 2 RO deault FEXH, +
D7 L — AR no B L ITFETT HMREN R 5556, CiscolOS Y 7 hy =7 Da~v R
V77 LrAZavy RO default IBROEENGTEH SN TWET, VAT LATHEATES T
TAaNhav s RERRTDHICE, a~v U RIS A2 —T 2 ADFNTHa~vy RE—
KT default? & AL E7,

274X a2aL—2 a3 DNERDRE

REDEFEAL— KT v 7 ar7 4 Xal—va R FELT, Y7 hu=T0) r— R
(FEDFAE LTS BICERRNER KDV E 5127 21Z1E, copy running-config startup-config
avy REHERLES, RICHlEZRLET,

Router# copy running-config startup-config
Building configuration...

REDRIFAZNET 1 ~2 3000 £, REDRFIND & ROBAONRFRINET,
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[OK]
Router#

TOEEICEY, arT7 4 X2 b — 3 VN NVRAM ICIRTF SR E T,

Alb—23r I7MIILDEE

Cisco 8500 v —RX X 2T N—HFTiL, AFX— I T v T a7 F¥alb—ary 7yl
iInvram: 7 7 A VAT LMURGESN, FEITar7 X2 b— gy 77 A /Vidsystem: 7 7
ANVAT DMRGFEESNET, Z0ar T 4 Falb—val 77 A VORFICET D% E,
Cisco 8500 ¥V —RX X a7 L—F ZEHAED LD TIERL, WS DOMDY AT )L—F TF
M7 —ATHEHAINTOWET,

Cisco/ V=X DHEWRA LT F U AO—EELT, AX— KT v 7 ar7 4 Falb—va
7 7 A4 )V% NVRAM LD WD DONL—F T 7 A )L AT AZab—1L (X HIIZEMNT
Fy NU—=7H—=nN"—lbabt—L0) . NXv I T v 7% LoTBILERDLY ET, AF¥—
N7 ar7ZsXal—rarZyANaeNy 7Ty 7 LTELS L, L0 E TNVRAM
oA = T o a7 4 Xalb—ray TrANNERHTE R holz &, AFX—
F7P 7 ar7sXab—rvary 774 VEHRICEETEET,

ABL—= KT w7 a7 4 Xal—ay T7rA DNy 7T v 7IZiE, copy 2~ Rl
TEET, ROFITIE, Ny Ty TENHNVRAMDAL — T v Far7 4 F¥al— 3
V7 ANERLET,

511 : bootflash ~DRA A — 7y T a2 TJ4F¥xal—>30 TJ74)ILDaE—

Router# dir bootflash:
Directory of bootflash:/

11 drwx 16384 Sep 18 2020 15:16:35 +00:00 lost+found
1648321 drwx 4096 Oct 22 2020 12:08:47 +00:00 .installer
97921 drwx 4096 Sep 18 2020 15:18:00 +00:00 .rollback timer
12 -rw- 1910 Oct 22 2020 12:09:09 +00:00 mode_event log
1566721 drwx 4096 Sep 18 2020 15:33:23 +00:00 core
1215841 drwx 4096 Oct 22 2020 12:09:48 +00:00 .prst_sync
1289281 drwx 4096 Sep 18 2020 15:18:18 +00:00 bootlog history
13 -rw- 133219 Oct 22 2020 12:09:34 +00:00 memleak.tcl
14 -rw- 20109 Sep 18 2020 15:18:39 +00:00 ios core.p’b
15 -rwx 1314 Sep 18 2020 15:18:39 +00:00 trustidrootx3 ca.ca
391681 drwx 4096 Oct 6 2020 15:08:54 +00:00 .dbpersist
522241 drwx 4096 Sep 18 2020 15:32:59 +00:00 .inv
783361 drwx 49152 Oct 27 2020 08:36:44 +00:00 tracelogs
832321 drwx 4096 Sep 18 2020 15:19:17 +00:00 pnp-info
1207681 drwx 4096 Sep 18 2020 15:19:20 +00:00 onep
750721 drwx 4096 Oct 22 2020 12:09:57 +00:00 license evlog
946561 drwx 4096 Sep 18 2020 15:19:24 +00:00 guest-share
383521 drwx 4096 Sep 18 2020 15:34:13 +00:00 pnp-tech
1583041 drwx 4096 Oct 22 2020 11:27:38 +00:00 EFI
16 —-rw- 34 Oct 6 2020 13:56:03 +00:00 pnp-tech-time
17 -rw- 82790 Oct 6 2020 13:56:14 +00:00 pnp-tech-discovery-summary
18 -rw- 8425 Oct 6 2020 15:09:18 +00:00 1g_snake
19 -rw- 6858 Oct 7 2020 10:53:21 +00:00 100g_snake
20 -rw—- 4705 Oct 22 2020 13:01:54 +00:00 startup-config

26975526912 bytes total (25538875392 bytes free)
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Router# copy nvram:startup-config bootflash:
Destination filename [startup-config]?
3517 bytes copied in 0.647 secs (5436 bytes/sec)

Bl2:USBT SV oaTARIADARE— TPy TaA0T4FaL—23 0 T74ILDIAE—

Router# dir usbO:

Directory of usb0:/

43261 -rwx 208904396 Oct 27 2020 14:10:20 -07:00
c8000aep-universalk9.17.02.01.SPA.bin

255497216 bytes total (40190464 bytes free)
Router# copy nvram:startup-config usbO:
Destination filename [startup-config]?

3172 bytes copied in 0.214 secs (14822 bytes/sec)
Router# dir usbO:

Directory of usbO0:/

43261 -rwx 208904396 Oct 27 2020 14:10:20 -07:00
c8000aep-universalk9.17.02.01.SPA.bin

15:40:45 -07:00 startup-config255497216 bytes total (40186880 bytes free)

B3 :TFIP Y —NADRE—+r7y T AT Fxal—30 TJ7/I)ILDOE—

Router# copy bootflash:startup-config tftp:
Address or name of remote host []? 172.17.16.81

Destination filename [pe24 asr-1002-confg]? /auto/tftp-users/user/startup-config
11

3517 bytes copied in 0.122 secs (28828 bytes/sec)

AT 4Falb—ay Ty A NVOEROFEMICOWTIX, [Cisco I0S XE Configuration
Fundamentals Configuration Guide] ¢ [Managing ConfigurationFiles] O 7 > a > Z&M L TL
7ZEW,

show B LU more A< FEAD T4 IR Y DY

showB L Umorez~ > RO NEZBBREB IO T7 4V Z2 ) 7 TExFE4, ZoOMEEIL, KED
MDD &2 DVEND DHEC, RERBNERATAGEICELEET,

Z OFSREZRE O 121X, show £7zidmore=~ > R 31 7| &5 () %S, begin, indude,
exclude DF—T— FOWTNNEANLET, SHICHMRELITT A NZY) T ONEEIE
HEBCTHELET (KXFEL/NCFERBISNET) o

show command | {append | begin | exclude | include | redirect | section | tee} regular-expression

ZOHE, ar T 4 FXal—vay 7y A VNOERORKEDOITIC—EH L E T, KIZ, show
interface =~ > NIZHIMEMT-Z4EH LT, Tprotocol] &9 KRENBANL HITO L% H 1
5 R LET,

Router# show interface | include protocol

FastEthernet0/0 is up, line protocol is up

Seriald4/0 is up, line protocol is up

Serial4/1l is up, line protocol is up

Seriald/2 is administratively down, line protocol is down
Serial4/3 is administratively down, line protocol is down

 Cisco8500 > ) —X £Fa17 L—8 VI FITTHREHAK



| CiscoloSXE YT by 7 DEA

g R Lo use K— rommit

AIE /N1 J)LD USB 7R— D ESh1E

FIEDHE
1. enable
2. configure terminal
3. platform usb disable
4. end
5. write memory

=3 k2t

F g

aARVKRFERERETY VY

=)

AT w71 |enable FitE EXEC E— REZ AT L E T,
fl e NAU—RZANLET (ERINTHGHR) .
Device> enable
A 7 2 | configure terminal Ja—R) a7 4 F¥alb— gy F— ReBts
1 - LET
Device# configure terminal
A7 7 3 |platform usb disable USB A"— M &2k L7,
1 - GE)
Device # platform usb disable ﬁﬁﬁ]‘/\o?\ﬂ/@ USB A — k %ﬁ};«ﬂ:;ﬁ@ﬂ:j—éi:li\
avy RO no FEXZMHEH L E7 (noplatform usb
disable) ,
ATwv74|end TRLA 773 ar7 4 ¥al—aryE—R
B - ZHT LT, HiME EXEC £— IR D £
Device (config-router-af)# end
ATy 7§ | write memory REZRFELET,
oz 0 o) A =1L =
HIE/ N\ JLOD USB 7R— + D E1E D 5% TE I

Bl 8., arro0—3, XU vManage E— FTRIE/SRILD USB /R— 2 ESIZT S
woBlL, B, a2 hr—7, B XU vManage & — K CTHIE SRV USB AR — b & 552

TOREZRLTVET,
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B o3 <00 use £ Fommit oz

Router# sh run | inc usb
platform usb disable
Router#

HIE/ R JLD USB 7R— D EE DHEEE

I—3DE

T NA ZADUSB AR — b 72 - TN D Z & ZHERT HIZIE, RDshow 2~ RaEfEA L
F9,

show platform usb status

Router#show platform usb status
USB enabled
Router#

/R Y] BT

BREY 2 —NVEATZIZT DRI, Yy =YD —AFHRINTNDH 2 &, BLOERETY 22—
NTYT DTy METUNRFEITINDZEEHERLTLITZEN, W, Y7 vy Y
T EFITLARLSTH, =X ITEEEI N OFEAN, HERRETISAELH £,

N—H DOBRZCIT DRI 7 by NE U RFEITTHITME, rdoad 2~ REASL
T, VAT LEEFEIEESETHS, ROME=F —NETINI O L, kOFNEICHEL F
7,

WKOHESTIE, ZoFatv 2oz xR LET,

Router# reload
Proceed with reload? [confirm]

.. (Some messages are omitted here)
Initializing Hardware...

TOAYE—VEMALTHL, BEEY2—NLDAAL vF % OFF ODAEIZLET,

TS9N IA—LBEULRAYI NI TTAA—DD

HrK—

NREE A EER

VAaDY T My =TIUE, FFEDT Ty M7 A —AITHIE LI Y T U =T A A — U THERK
INLD74—F vy MBREENTHET, FFEDT T N7+ —LTHEHTEL 74 —F %
Ty ME, VI—RZEENDLVAT VT T 2T A A—=DICEoTRRD E3, FEDY
J—ATHHTELY 7 2T A A=V DYy &R TIHE. £7213H HMENED
CiscolOSXE V7 b7 =7 A A= THEHTFTREDN E 9 D& #ERE 3 2 121%, Cisco Feature Navigator
EHEAT L, V7 =T V=2 )= EZBLTIIZEN,
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Cisco Feature Navigator O i .

Cisco Feature Navigator 0 {3 /5

TT7Y R T7 =DV A= BIRY 7 U 2T A A=V OV R— MIETLEREMKZT D
21X, Cisco Feature Navigator Zffi F§ L 9", Cisco Feature Navigator Zfi 3% & frED Y 7
=27 VU—=A T4 —=Fv &y b £LETTv 7+ —L%EVR— T 5 Cisco I10S
XEDY 7 by xT A A=Y %HRBITEET, Cisco Feature Navigator (213,
http://www.cisco.com/go/ctn 7257 7B A L £ 9, Ciscocom DT A7 MILEH Y £ A,

Software Advisor O {F FB

VAV Ayl 4y 4

PRAEDS CiscolOSXED U U = A THAR— F STV DONE D alEaBd 20, T OWEED Y 7
N =T ~=a T VERRT 285G, 73— Il i bz n— Ko =7 L ® Cisco
IOSXE V7’V =7 OFRAREN 2R T 272012, & A3 TiE, O URL O Cisco.com T

Software Advisor > —/LZ{R5F L TV EF, http:/www.cisco.com/cgi-bin/Support/CompNav/Index.pl

ZDY—)VIZT 7 AT 51X, Cisco.com DEEREL—F THHMLENDH Y £9°,

J1)—R /J— +FDEFH
CiscolOSXE Y7 hu =7 U U—R{TIL, ROERBPEHINZV UV —R J—EREENT
b\\i‘g—c

« 77 v N7 A —AhDFHE— MEH

o AEVICRHT B HELER IR

o HHEBE DI H

27Ty N7 A — LORMERE L OFERBEHOERE 1 BLO2 OFEFHE
YU =2 — ML, &HOV Y —RZEAOFERPFLEHS N TWET, b OFHRIZIE,
PIHTO U U — 2 | ZFeEE A OEEEIZBET 2 EMAE TN TW RN EnH Y 9, LIRTOHEE
DIEHIZ SV TIE, Cisco Feature Navigator 22 L T 72 &0,
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CiscolOSXE YV 7 ko z 7R |
B oryvz7vv—z/—topm
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WS AEE

WS AR, BERREEAA XY NEFFET H 7291 Cisco 8000 vV — R ¥ = 7 L—
HICEEEINT-EX 2 VT A EETT, F—ZiE, Vv — VI R=DELIZIY ez
R CRE T DTSN E T, BRIy vy — v =0l 5E8, N— KU =TI,
TNA ADENA NI > TNDMA T2 o TV D IZERR LS, X TOv v —h
N SN A Ry R 2R ISABIEAE D IZREEE L ET,

EERIC, V7 N =2 TR DA X b U F v 7 AEFHERRY . LETOBEMOA T v 7
AL LET, R —BRHL5E. V7 b= TILEBIREIC Syslog A v &—T &R L T,
WIAARY FERELET, T AOBERNZERICA T/ L, V7 h U =T 1% Syslog
A=V ESNMP FT oy T EEEBIZAERLET,

AR

S AMEIEEIL, RERVEY 7 B AT N AL RET LR AZ RN L T, BET—2 L
Fy bV =7 OEEMEEZREL XTI,

HIPREIE
W XA HEHEREIXEIAE, SDWAN/SD L —F 4 ' 7B — RTIEPAR— SN TWEFA,

s WS A OFRE (31 X—)

s WX ABHA R FDw—2 (323—)
S ARHA RV R ORERE (33 =)
s LS AMH SYSlog (34 ~X—Y0)

s =JL o
NSAREDERTE
KX HIZIN—F TT 74V N TENC/ > TVWET, vy —2 I —0L F-I1ZHAL A
N A E B TR S T

WS A R MEANE, config ®— R TUFOa~y FEHEA L TASERITESIc T F
R

cWEE— FTRO A~y FEHEA LT, SABtdmzfgacLEd (F 740 FTH
)
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Router (config) #platform tamper detection

s config T— R CHRDa~<r REHEHA LT, &I AmH@mzmshit LEd,

Router (config) #no platform tamper detection

HEABRBAR DT —

HLEAA R NOT—F T,
KGR INT—F =K L THEEDT 77 4 BT A DRI A X2 M E LTRRESNZWD
Loz,
s VAT AVHNEINTT VAL ARERT 7B AZXBTELLHICTH LT
W EAA R N T OREE AR D BERE T,

RSABREA RN FDRTE

EKRENIET 7T 4 ET A BRI THI AR FE LTRRENBWVE DT HHIETT,
ROFNEZEITLET,

FIE

AFYvT1 ROa<w REEALT, AE N7 v Z2BET57200F v Lo PE2ARLET,
1 -

request consent-token generate-challenge tamper-auth auth-timeout <mins>
ZOFIEZEY ARA—F—IZ Lo TORFEE F—2 U BEKISND LD ITTEET,
ATYT2 Fr LU URBRES L, FE =2 UV ERENTZS, ROa<wy REFERLTHE N2 v 2% Al
£75
11
request consent-token accept-response tamper-auth <consent token>
RATYT3 Woavry FaMLT, kEABHA N ba~v—7 LET
i

request platform hardware tamper-detection event-mark

request platform hardware tamper-detection event-mark =~ > Ki%, CiscoIOS XE 17.17.1a > HH AR — F X
NTCWET,

BEDOHHODOA N A VT I AL B DABZ TR —T7 SN, KRBRENT-T 7T 4
TADNBTIZEK S AR PE L TE RIS LET,
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RSABRHEA N FORERR

Router# show platform tamper-detection event [power-off | power-on] [all | lastx | new]

+7vav Sl

BRA 7 BRA T ATV 2 E, A= CER—
VR STV RWIGEIZH S A N2 B
ZHELET,

BROKA BRA Y A7V a Nk, V—ZOBIRBA

WZR ozt X DWE A FERELET,

all [all] A7 3 » Tld, kSN X Tol
AR IRBRESNET, VAT ATk
K500 b EFRTEET, 500 =2k
U Zliiu— A —oR—h g Z RN 1 BN
LET,

lastx lastx A7 a o TlI. BRTAHAARU D
BERELET, 2 x1E. Tastx 10) & A
HTBE HDI10EDA Ny vRRREN
ij‘o

new new 4 7 a »CIL, mEDOBEHMDA X |
AT v 7 ALBEOH LVBE A N b
RELET,

show 2~ FClE, UTOFEMAGTA Ny br 7Bt E T,
cBIEDA RV N UT VT A
« BTED K
e B— L F—N—=RAF—H XL — LA —/N—[E

e K ARy MM 500 LI FTOHE . u— g —"—¥0F 0, B—/LF—R— R F—
X Z : No

500 1/ LT, m— A — "=HT 1 oML £

*501 ~ 1000 231 ~500 % LEXT23H45, v— A —"—HI1l, =m—F—1—2
F—H A : Yes

¢ 1001 ~ 150023501~ 1000 & _ EEX T 2G5, a—/LA— —¥32, v—/F4—/—
AT —H X : Yes

AR NEATEZA DAL T HRmT AR
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B o x7romEst 7T R EEDCRY FORR

DATLNDE

ZTAOD
}\ CI)JE%EINLA

BIEMNA TICHESDTWREETDARY FOFER

VAT LDF ﬁ#ﬁ7 IO TWAEE, —XI3Ry T VERZHEHN L ThIAA R b
FLERLET, L—H KB OBIA 7 D HROBEIRA £ TORYID Y v —3 B 73—H3BH
7oA R T\%?ﬂﬁbiﬁ‘o BIRA 7 ISy =V NN ELWZ VAL 20 LeGa,
WAIDFANTZA X MR FEER S NE T, RIZ, VAT LOERDA 7R olc L&D AN
YhuerERLET,

Router#show platform tamper-detection event power-off all
Current Time: 2025/04/25 19:55:03 Rollover Status: No Rollover Count: 0

Tamper event timestamp | Tamper events description

Tamper event index

#2 2024/08/08 02:36:41 Chassis is opened
#1 2000/00/00 00:00:00 Battery not present or
used up

EENSBOICE-IEIZRIZA VIZHESTNBREENDAN

VAT ADBFEMEATEZ5E. V—ZITTRTOY Yy — I NN—DRRHA X 2L
9, ROBNEL. AT 2OEFEDPESINCE T BICA TR oTNDREEDARN VU b
T ERLTWET,

Router show platform tamper-detection event power-on lastx 10

Current Time: 2025/04/25 19:54:46 Rollover Status: No Rollover Count: 0

Tamper event index | Tamper event timestamp | Tamper events description
#2 025/04/24 22:10:14 Chassis is opened
#1 025/04/24 22:02:33 Chassis is closed

S AtEH SYSlog

N—EPNEET DL, A X MR TNLBIEDA XY M Ty 7 ZADRGEAI I, LRI R
FENTWIEREDRERMDOA Ty 7 AL INET, 40T v 7 AMICA—EDR & 555
By FREAA AT T RRR DA 10S 1385 L~ D SYSlog A vE—VEAERK L,
aryhfe—JF—RTar he—Jl@MEEELET,

ZDk® 7 v a Tk, SYSlog A Xy ORI ERLE T,

o BIFFAA X2 kD SYSlog

WS ABEPAEDNT, VAT LADERNA N> TWHERE. BIFRA D SYSlog A v
T—UNEEFICERESNET,

Apr 25 20:15:01.064: $CMRP-4-TAMPER DETECTION EVENT MSG: RO/0: cmand: System cover
was opened 0 times and closed 0 times during power up since last known event index
7 at 2025/04/24 22:11:51

« BIRA 7 A< h® SYSlog
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S A& SYSlog .

WE MR > TWT Y AT LADOBIRN A 71272 > TWAEA, BIRA 70
SYSlog A »vE—UNEEIHFICRRINET,

Apr 25 20:15:01.064: $CMRP-4-TAMPER DETECTION EVENT MSG: RO/0: cmand: System cover
was opened 0 times and closed 0 times during power down since last known event index
5 at 2025/04/24 22:11:51

F B A LAY MO SYSlog

*Aug 29 06:56:34.560: $CMRP-4-INTRUSION ALERT: R0/0: cmand: The system cover has

been opened !!

*Aug 29 06:56:36.130: %CMRP-4-TAMPER DETECTION EVENT MSG: R0O/0: cmand: System cover
was opened 2 times and closed 0 times during power down since last known event index
50 at 2025/06/04 08:03:06

*Aug 29 06:56:36.130: %CMRP-4-TAMPER DETECTION EVENT MSG: R0O/0: cmand: System cover
was opened 20 times and closed 20 times during power up since last known event index
1638 at 2025/06/05 07:08:12

*Aug 29 06:57:04.563: $CMRP-4-INTRUSION ALERT: R0/0: cmand: The system cover has

been closed !!

*Aug 29 06:57:06.137: %CMRP-4-TAMPER DETECTION EVENT MSG: R0O/0: cmand: System cover
was opened 2 times and closed 0 times during power down since last known event index
50 at 2025/06/04 08:03:06

*Aug 29 06:57:06.137: %CMRP-4-TAMPER DETECTION EVENT MSG: R0O/0: cmand: System cover
was opened 20 times and closed 21 times during power up since last known event index
1638 at 2025/06/05 07:08:12

6=

W E AR HERE N LN Z 72 > TV DA, SYSlog A v —VIEIFICE RSN EHA,
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e 7L — T hR—bF (432—2)
o N1 K C8550-G2 (45 *—7)

~ A 185k €8570-G2

C8570-G2 121X, FRETHER 3 DO I AT EPA 23 0 £77,
WOFRTHR— FOFERNZ OV T L E T,

AL BE EPA R— E&TE 43— x4 RES
~A 0 1/10G EPA 8 SD 1/10G A > % — | 0/0/0
8xSFP+ 7 =4 A -TE0-TE7 |0/0/1

~A 1T 100G F~— b |0/0/2
R H_/\
(E€3)
0/0/4

0/0/5
0/0/6
0/0/7

Cisco 8500 ') —X H 27 IL—FR VI bDzTHREHAAK .



B~ cesn0-62

~A#R |
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T2 A ANT ITT 47 0/1/1
-TEO-TE3 (A > & —
7 x4 A0/1/0 ... 0711
0/1/3) 0/1/3

S ERDE— RO
ATEET,

«4 >0 1/10G A ~
H—T AR

4xSFP+/1xQSFP

1 DD40G A >
H—T A ANT
TT4T

12D 100G A »
H—TxAf A,
£0D8HOD
1/10G A~ — b %A
H

) 40/100G EPA 350 40G A > & —  |012/0

3xQSFP TxAA 0/2/4

(0/2/0, 0/2/4, 0/2/8) |0/2/8

1 5D 100G A > ¥ —
T A A

(0/2/0)

A\

GE)  10G A v &— 714X®@ﬁ@ A= MR ENTWASFP F 7 —Ri2k->TIG £/

IX10GIZTHZ ENTEET, HENEFINTH, A ¥ —7 = A A4 1L TenGigabitEthernet
ELTERINET,

F 7 4Lk TlE, C8570-G21EA 1 % 10G E— KT, A 2 % 40G E— FTEMESHE7,
~RA 1 E— R, 10G 205 40G, 100G ~, F7oFZOMIIEFTEET, 72720, A 1M
100G IZERESINTWABEAE, XA 0 DT XTOR— MIFH EX T L REEIZ/RD . A— MZ
BEREL 72 < 72 97,

NRA 2F— RiE, 40G 5 100G 12, FITFOWIIERCTEET, XA 20F— REH X
NA1LDIT T4 w71 %@Liﬁho

show platform 35 X Ovshowipinterface =~ > REHEH LT, XA LA X —7 = A4 ADFEM%E
TR LET,
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~1#mon

Routerf#fshow platform
Chassis type: C8570-G2

Slot Type State Insert time (ago)

0 C8570-G2 ok 2wed

0/0 8xSFP+ ok 2wed

0/1 4xSFP+/1xQSFP ok 2wed

0/2 3xQSFP ok 2wed
RO C8570-G2 ok, active 2wed
FO C8570-G2 ok, active 2wed
PO PWR-CH1-750WACR ok 2wed
Pl Unknown empty never
P2 C8500-FAN-1R ok 2wed
Slot CPLD Version Firmware Version

0 23122108 17.15(5x)
RO 23122108 17.15(5x)
FO 23122108 17.15(5x)
Router#show ip interface
Te0/0/0 unassigned YES NVRAM down down
Te0/0/1 unassigned YES NVRAM down down
Te0/0/2 unassigned YES NVRAM down down
Te0/0/3 unassigned YES NVRAM down down
Te0/0/4 unassigned YES NVRAM down down
Te0/0/5 unassigned YES NVRAM down down
Te0/0/6 unassigned YES NVRAM down down
Te0/0/7 unassigned YES NVRAM down down
Te0/1/0 unassigned YES NVRAM down down
Te0/1/1 unassigned YES NVRAM down down
Te0/1/2 unassigned YES NVRAM down down
Te0/1/3 unassigned YES NVRAM down down
Fo0/2/0 unassigned YES unset down down
Fo0/2/4 unassigned YES unset down down
Fo0/2/8 unassigned YES unset down down
GigabitEthernetO 10.104.33.213 YES NVRAM up up

Router#

AN A FER DB

WOBNL, C8570-G2 TE— REZLEW L CIFESFER N T 74 vV BELZERT D HEEZRL
TWET,

151
’DOFIL, C8570-G2 DA 1 T40G F— NIZEET A HEZRLTVET,

Router (config) # hw-module subslot 0/1 mode 40G

Present configuration of this subslot will be erased and will not be restored.

CLI will not be available until mode change is complete and EPA returns to OK state.
Do you want to proceed? [confirm]

*Jul 7 08:46:56.550: 4xSFP+/1xQSFP[0/1] : config for spa port 0 would be lost

*Jul 7 08:46:56.556: %SYS-5-CONFIG P: Configured programmatically by process Exec from
console as console

*Jul 7 08:46:56.556: %SYS-5-CONFIG P: Configured programmatically by process Exec from

Cisco8500 ) —X ¥17 L—4 VI bz 7HEEHAF



console as console

*Jul 7 08:46:56.557:

config

*Jul 7 08:46:56.557:
*Jul 7 08:46:56.561:

console as console

*Jul 7 08:46:56.562:

console as console

*Jul 7 08:46:56.562:

config

*Jul 7 08:46:56.562:
*Jul 7 08:46:56.566:

console as console

*Jul 7 08:46:56.567:

console as console

*Jul 7 08:46:56.567:

config

*Jul 7 08:46:56.567:
*Jul 7 08:46:56.571:

console as console

*Jul 7 08:46:56.572:

console as console

*Jul 7 08:46:56.572:

config

*Jul 7 08:46:57.572:

a1 |

4xSFP+/1xQSFP[0/1] : TenGigabitEthernet0/1/0 moved to default

4xSFP+/1xQSFP[0/1] : config for spa port 1 would be lost
$SYS-5-CONFIG P: Configured programmatically by process Exec from

$SYS-5-CONFIG P: Configured programmatically by process Exec from
4xSFP+/1xQSFP[0/1] : TenGigabitEthernet0/1/1 moved to default

4xSFP+/1xQSFP[0/1] : config for spa port 2 would be lost
$SYS-5-CONFIG P: Configured programmatically by process Exec from

$SYS-5-CONFIG P: Configured programmatically by process Exec from
4xSFP+/1xQSFP[0/1] : TenGigabitEthernet0/1/2 moved to default

4xSFP+/1xQSFP[0/1] : config for spa port 3 would be lost
$SYS-5-CONFIG P: Configured programmatically by process Exec from

$SYS-5-CONFIG P: Configured programmatically by process Exec from
4xSFP+/1xQSFP[0/1] : TenGigabitEthernet0/1/3 moved to default

4xSFP+/1xQSFP[0/1] : Received mode change request from 10G to 40G!

system configured TRUE
*Jul 7 08:46:57.586: $IOSXE _OIR-6-SOFT RELOADSPA: SPA (4xSFP+/1xQSFP) reloaded on subslot

0/1

*Jul 7 08:46:57.588:
*Jul 7 08:46:57.588:
*Jul 7 08:46:57.589:
*Jul 7 08:46:57.589:
*Jul 7 08:46:57.590:
*Jul 7 08:46:57.590:
*Jul 7 08:46:57.593:

*Jul 7 08:47:02.828:

Encore (config) #

*Jul 7 08:47:10.402:

4xSFP+/1xQSFP[0/1] EPA moving from 10G mode to 40G mode
4xSFP+/1xQSFP[0/1] : config for spa port 0 would be lost
4xSFP+/1xQSFP[0/1] : config for spa port 1 would be lost
4xSFP+/1xQSFP[0/1] config for spa port 2 would be lost
4xSFP+/1xQSFP[0/1] : config for spa port 3 would be lost
4xSFP+/1xQSFP[0/1] : Old mode cleanup done!

%SPA_OIR—6—OFFLINECA D: SPA (4xSFP+/1xQSFP) offline in subslot 0/1
4xSFP+/1xQSFP[0/1] : Number of ports 1

$SPA_OIR-6-ONLINECARD: SPA (4xSFP+/1xQSFP) online in subslot 0/1

WOBNL, C8570-G2 DA 1 T40G E— F% 100G IZEET 5 HEEZ TR LTWET,

Router (config) # hw-module subslot 0/1 mode 100G

Present configuration of this subslot will be erased and will not be restored.

CLI will not be available until mode change is complete and EPA returns to OK state.
Do you want to proceed? [confirm]

*Jul 7 08:39:21.152:
*Jul 7 08:39:21.165:

console as console

*Jul 7 08:39:21.165:

console as console

*Jul 7 08:39:21.166:

config

*Jul 7 08:39:22.165:
*Jul 7 08:39:22.171:

console as console

*Jul 7 08:39:22.172:

console as console

*Jul 7 08:39:22.172:
*Jul 7 08:39:22.172:
*Jul 7 08:39:22.176:

console as console

*Jul 7 08:39:22.177:

console as console

4xSFP+/1xQSFP[0/1] : config for spa port 0 would be lost
%SYS-5-CONFIG P: Configured programmatically by process Exec from

%SYS-5-CONFIG P: Configured programmatically by process Exec from
4xSFP+/1xQSFP[0/1] : FortyGigabitEthernet0/1/0 moved to default

8xSFP+[0/0] : config for spa port 0 would be lost
%SYS-5-CONFIG P: Configured programmatically by process Exec from

%SYS-5-CONFIG P: Configured programmatically by process Exec from
8xSFP+[0/0] : TenGigabitEthernet0/0/0 moved to default config
8xSFP+[0/0] : config for spa port 1 would be lost

%SYS-5-CONFIG P: Configured programmatically by process Exec from

%SYS-5-CONFIG P: Configured programmatically by process Exec from
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*Jul 7 08:39:22.177:
*Jul 7 08:39:22.177:
*Jul 7 08:39:22.181:

console as console

*Jul 7 08:39:22.182:

console as console

*Jul 7 08:39:22.182:
*Jul 7 08:39:22.182:
*Jul 7 08:39:22.186:

console as console

*Jul 7 08:39:22.186:

console as console

*Jul 7 08:39:22.187:
*Jul 7 08:39:22.187:
*Jul 7 08:39:22.193:

console as console

*Jul 7 08:39:22.194:

console as console

*Jul 7 08:39:22.194:
*Jul 7 08:39:22.194:
*Jul 7 08:39:22.199:

console as console

*Jul 7 08:39:22.199:

console as console

*Jul 7 08:39:22.200:
*Jul 7 08:39:22.200:
*Jul 7 08:39:22.204:

console as console

*Jul 7 08:39:22.204:

console as console

*Jul 7 08:39:22.205:
*Jul 7 08:39:22.205:
*Jul 7 08:39:22.2009:

console as console

*Jul 7 08:39:22.2009:

console as console

*Jul 7 08:39:22.210:
*Jul 7 08:39:23.210:

w

8xSFP+[0/0] : TenGigabitEthernet0/0/1 moved to default config
8xSFP+[0/0] : config for spa port 2 would be lost
$SYS-5-CONFIG P: Configured programmatically by process Exec from

$SYS-5-CONFIG P: Configured programmatically by process Exec from
8xSFP+[0/0] : TenGigabitEthernet0/0/2 moved to default config
8xSFP+[0/0] : config for spa port 3 would be lost
$SYS-5-CONFIG P: Configured programmatically by process Exec from
$SYS-5-CONFIG P: Configured programmatically by process Exec from
8xSFP+[0/0] : TenGigabitEthernet0/0/3 moved to default config
8xSFP+[0/0] : config for spa port 4 would be lost
$SYS-5-CONFIG P: Configured programmatically by process Exec from
$SYS-5-CONFIG P: Configured programmatically by process Exec from
8xSFP+[0/0] : TenGigabitEthernet0/0/4 moved to default config
8xSFP+[0/0] config for spa port 5 would be lost
$SYS-5-CONFIG P: Configured programmatically by process Exec from
$SYS-5-CONFIG P: Configured programmatically by process Exec from
8xSFP+[0/0] : TenGigabitEthernet0/0/5 moved to default config
8xSFP+[0/0] : config for spa port 6 would be lost
$SYS-5-CONFIG P: Configured programmatically by process Exec from
$SYS-5-CONFIG P: Configured programmatically by process Exec from
8xSFP+[0/0] : TenGigabitEthernet0/0/6 moved to default config
8xSFP+[0/0] : config for spa port 7 would be lost
$SYS-5-CONFIG P: Configured programmatically by process Exec from

$SYS-5-CONFIG P: Configured programmatically by process Exec from

8xSFP+[0/0] : TenGigabitEthernet0/0/7 moved to default config
4xSFP+/1xQSFP[0/1] : Received mode change request from 40G to 100G!

system configured TRUE

*Jul 7 08:39:23.210:

%$SPA_OIR-6-SHUTDOWN: subslot 0/0 is administratively shutdown; Use

'no hw-module shutdown' to enable

*Jul 7 08:39:23.244:
*Jul 7 08:39:23.250:

0/1

*Jul 7 08:39:23.251:
*Jul 7 08:39:23.251:
*Jul 7 08:39:23.252:
*Jul 7 08:39:23.252:
*Jul 7 08:39:28.599:
*Jul 7 08:39:38.023:

$SPA_OIR-6-OFFLINECARD: SPA (8xSFP+) offline in subslot 0/0

$I0OSXE OIR-6-SOFT RELOADSPA: SPA (4xSFP+/1xQSFP) reloaded on subslot

4xSFP+/1xQSFP[0/1] : EPA moving from 40G mode to 100G mode
4xSFP+/1xQSFP[0/1] config for spa port 0 would be lost
4xSFP+/1xQSFP[0/1] : Old mode cleanup done!
%SPA_OIR—6—OFFLINECARD: SPA (4xSFP+/1xQSFP) offline in subslot 0/1
4xSFP+/1xQSFP[0/1] : Number of ports 1

$SPA_OIR-6-ONLINECARD: SPA (4xSFP+/1xQSFP) online in subslot 0/1

WOBNL, C8570-G2 DA 1 T 100G 75 10G E— RIZEHET 5 HiEEZ TR LTWET,

Router (config) # hw-module subslot 0/1 mode 10G

Present configuration of this subslot will be erased and will not be restored.

CLI will not be available until mode change is complete and EPA returns to OK state.
Do you want to proceed? [confirm]

*Jul 7 08:45:59.779:
*Jul 7 08:45:59.785:

console as console

*Jul 7 08:45:59.785:

console as console

*Jul 7 08:45:59.786:

4xSFP+/1xQSFP[0/1] : config for spa port 0 would be lost
%SYS-5-CONFIG P: Configured programmatically by process Exec from

%SYS-5-CONFIG P: Configured programmatically by process Exec from

4xSFP+/1xQSFP[0/1] : FortyGigabitEthernet0/1/0 moved to default
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config

*Jul 7 08:46:00.785: 4xSFP+/1xQSFP[0/1] : Received mode change request from 40G to 10G!
system configured TRUE

*Jul 7 08:46:00.790: $IOSXE_OIR-6-SOFT RELOADSPA: SPA (4xSFP+/1xQSFP) reloaded on subslot
0/1

*Jul 7 08:46:00.791: 4xSFP+/1xQSFP[0/1] : EPA moving from 40G mode to 10G mode

*Jul 7 08:46:00.791: 4xSFP+/1xQSFP[0/1] : config for spa port 0 would be lost

*Jul 7 08:46:00.791: 4xSFP+/1xQSFP[0/1] : 0ld mode cleanup done!

*Jul 7 08:46:00.792: %SPA_OIR—6—OFFLINECARD: SPA (4xSFP+/1xQSFP) offline in subslot 0/1
*Jul 7 08:46:06.025: 4xSFP+/1xQSFP[0/1] : Number of ports 4

Encore (config) #

*Jul 7 08:46:13.676: Dot3 Stats : 0/3 not valid intf

*Jul 7 08:46:13.684: %SPA_OIR—6—ONLINECARD: SPA (4xSFP+/1xQSFP) online in subslot 0/1
*Jul 7 08:46:15.675: SLINK-3-UPDOWN: Interface TenGigabitEthernet0/1/0, changed state
to down

*Jul 7 08:46:15.676: SLINK-3-UPDOWN: Interface TenGigabitEthernet0/1/1, changed state
to down

*Jul 7 08:46:15.677: SLINK-3-UPDOWN: Interface TenGigabitEthernet0/1/2, changed state
to down

*Jul 7 08:46:15.678: SLINK-3-UPDOWN: Interface TenGigabitEthernet0/1/3, changed state
to down

*Jul 7 08:46:15.687: SLINK-3-UPDOWN: SIP0/1: Interface TenGigabitEthernet0/1/0, changed
state to down

*Jul 7 08:46:19.254: SLINK-3-UPDOWN: Interface TenGigabitEthernet0/1/0, changed state
to up

*Jul 7 08:46:20.254: $LINEPROTO-5-UPDOWN: Line protocol on Interface

TenGigabitEthernet0/1/0, changed state to up

*Jul 7 08:46:19.254: SLINK-3-UPDOWN: SIP0/1: Interface TenGigabitEthernet0/1/0, changed
state to up

WOHNL, C8570-G2 DA 2 T 100G 75 100G E— RIZEFE T L HEARLTWET,

Router (config) # hw-module subslot 0/2 mode 100G

Present configuration of this subslot will be erased and will not be restored.

CLI will not be available until mode change is complete and EPA returns to OK state.
Do you want to proceed? [confirm]

*Jul 7 08:48:15.432: 3xQSFP[0/2] : config for spa port 0 would be lost

*Jul 7 08:48:15.462: %SYS-5-CONFIG_P: Configured programmatically by process Exec from
console as console

*Jul 7 08:48:15.463: %SYS-5-CONFIG_P: Configured programmatically by process Exec from
console as console

*Jul 7 08:48:15.463: 3xQSFP[0/2] : FortyGigabitEthernet0/2/0 moved to default config
*Jul 7 08:48:15.463: 3xQSFP[0/2] : config for spa port 1 would be lost

*Jul 7 08:48:15.469: %SYS-5-CONFIG_P: Configured programmatically by process Exec from
console as console

*Jul 7 08:48:15.470: %SYS-5-CONFIG_P: Configured programmatically by process Exec from
console as console

*Jul 7 08:48:15.470: 3xQSFP[0/2] : FortyGigabitEthernet0/2/4 moved to default config
*Jul 7 08:48:15.470: 3xQSFP[0/2] : config for spa port 2 would be lost

*Jul 7 08:48:15.475: %SYS-5-CONFIG_P: Configured programmatically by process Exec from
console as console

*Jul 7 08:48:15.476: %SYS-5-CONFIG_P: Configured programmatically by process Exec from
console as console

*Jul 7 08:48:15.476: 3xQSFP[0/2] : FortyGigabitEthernet0/2/8 moved to default config
*Jul 7 08:48:16.476: 3xQSFP[0/2] : Received mode change request from 40G to 100G!
system configured TRUE

*Jul 7 08:48:16.487: $IOSXE OIR-6-SOFT_ RELOADSPA: SPA (3xQSFP) reloaded on subslot 0/2
*Jul 7 08:48:16.489: 3xQSFP[0/2] : EPA moving from 40G mode to 100G mode

*Jul 7 08:48:16.489: 3xQSFP[0/2] : config for spa port 0 would be lost

*Jul 7 08:48:16.490: 3xQSFP[0/2] : config for spa port 1 would be lost

*Jul 7 08:48:16.490: 3xQSFP[0/2] : config for spa port 2 would be lost

*Jul 7 08:48:16.491: 3xQSFP[0/2] : 0ld mode cleanup done!

*Jul 7 08:48:16.493: $SPA OIR-6-OFFLINECARD: SPA (3xQSFP) offline in subslot 0/2
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*Jul 7 08:48:21.731: 3xQSFP[0/2] : Number of ports 1

*Jul 7 08:48:21.733: 3xQSFP[0/2] : XCVR namestring create: Maximum number of XCVR = 1
Encore (config) #

Encore (config) #

*Jul 7 08:48:35.865: $SPA_OIR-6-ONLINECARD: SPA (3xQSFP) online in subslot 0/2
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B o7y rom—r

~A#R |

SUTLES {U8—T 1A 2% 599
Te0/2/0. Te0/2/1, Te0/2/2, Te0/2/3. 0G T L—2F W hE— RO
Fo0/2/4., WA DFRA T 4 7 H— b
Fo0/2/8 @G?iP@2§E®Z4

T4 T HR— b
40G E— RO 3 FEHDFA
T4 TAHR— b
Fo0/2/0. 240G E— ROEHDOFA T 4
Te0/2/4, Te0/2/5, Te0/2/6, Te0/2/7, 7=k
10G 7L =277 hE— RO
Te0/2/8, Te0/2/9, Te0/2/10, Te0/2/11 A
2HEHDORAT 4 THR— |
10G 7 L—2 77 hE—FD
3FRHORAT 4 7R —h
Te0/2/0. Te0/2/1, Te0/2/2, Te0/2/3, 10G 7 L—2 7% hE— RO
Te0/2/4, Te0/2/5, Te0/2/6, Te0/2/7, BRDFRA T 4 7 H— |k
Fo0/2/8 10G 7 L—0 7 hE— KO
2HEHDORAT 4 THR— |
40G E— RO 3FHDORA
T4 TIHR—
Te0/2/0, Te0/2/1, Te0/2/2, Te0/2/3, 10G 7 L—27 77 hE— RO
Fo0/2/4. BHDFRA T 4 7 HR— b
Te0/2/8, Te0/2/9, Te0/2/10, Teo1 |00 T KO 2EHADTA
T4 T A=k
10G 7' L—27 77 hE—RD
3FRHORAT 4 7R —h

JL—=977 bR—F
\)

GE) T —r 77 MERZFERTHENC, XA 22340GE— RTHRESNTWSHZ L afER L TL

EE

Router (config) #hw-module subslot 0/2 breakout 10G port ?

all configure
native port 0 configure
native port 4 configure
native port 8 configure

all native ports in breakout mode
native port 0 in breakout mode
native port 4 in breakout mode
native port 8 in breakout mode
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| R
TL—4 7Y byR—rERET 2003 EE

TJL—9 77 b R—bZERET H=HDIAT L R

native_port0 & 8 310G 7' L —2 7 7 MI&H Y | native_port4 7% 40G E— R TFEITS N
TV 56

hw-module subslot 0/2 breakout 10g port native port 0
hw-module subslot 0/2 breakout 10g port native port 8

3ODFXAT 474G R — FTRTCICR U T L—2 T 7 MRENH HEE

hw-module subslot 0/2 breakout 10g port all
hw-module subslot 0/2 breakout none port all

TRTOR— WS TL—r T 7 FREZHIRLI-WERS

hw-module subslot 0/2 breakout none port all

~ 1 &Rk C8550-G2

C8550-G2 |Z1%, SFP/SFP+ k7 v v — SO AR — K TEO ~ TE1l AR — h 425 1 DOMAIA
HEPA R H Y £,
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.7

i

MEINVT—DDEE

ZOETIH., AN r—URED L IITEH I, Cisco8500 7 ) — XX 2T —HEHE
1TTAEDIHERENDEITHOWTEA L ET,

ZZTHMHTONAEIL, RO LB TT,

* Cisco 8500 >V — X X 27 /L—HF DFAT : - (47 X—)

ca<v By bEMHALEY 7 o7 77 A NVOEHE (48 X—)
RGNy =V EMH L TEITINDG NV —F OERB LORE (49 ~—2)
e ALVAN— N AT REEHLEY 7 727 DA A R—L (53 <—3)

Cisco8500 ) —X X1 TF7IL—FNEIT: HE
Cisco 8500 'V —X X o T —XL, BERMENNy r—VEFEHLTCEITTEET,
ZDHETIE, RO ME Y ZIZHOWTEY BT $E4,

|Il.IJ

MEINr—%FFEALT-Cisco8500 1) — X X217 IL—FDE
1T BIE

Cisco8500 2V —X X a7 /L—HF %, MENy T —VEFGEHALTCIET S LH)ICRETHZ
L TEET,

=B TCHENR = TOEITVRREENTWAEEIL. e v r— 77 A VRN
w~&mzf—éﬂé#\itme?iti%mm@z/bv JERE A TIL— 2 ST
TRHAINET, V—FiL, MERvTr—V T ANEFEHL CBEE L £,

Cisco8500 > ) — X ¥ 2 T L—Z BFHEH /Sy r— ?774»%@%LT@¢?6£9L§E
ENTWEHA, V—HEROMEICEL DAT Y BHESNET, EROLVILV—FITL
HYARXDORERT 7 A NVORBNPLEIZIRDTZDTT, Xy NI—27 NT77 4 v 7 DERIXIT

FHTE D AEY ORKEIL, ANy r—VICLDETRRESN T DTN 7L THEH
7,

HHENNy =R LTI 5 L 51T E 472 Cisco8500 > U — X B = 7 /L—# [,
HARN I r—T7 7 AN T — T 52 TREILET,

Cisco8500 ) —X ¥17 L—4 VI bz 7HEEHAF



masvr—soea |
B ciscossos ) —xtxa71—%  @E

WAy — L TFTP £ 135003y F U — 7Rk FXKCTCT— L AT BEZ 2N T
TFT, FEDOFRy NI —VBETL—XE2FATT 256, b v r—VaEfHLTL—%
ZFATT DO e T,

ZOFREHEHA L TV—F E2FEITT 5581, e/ Ny 77— % bootflash:, usb[0]:. 721XV
ET— R 77 ANV AT DRGFETHILERH Y 7,

Cisco 8500 ) —X X1 7J)L—4 : =

D7 aTlE, Cisco8500 > ) — XX a2 T /L —FDRETA Y v ROEFT & EHFTIZD
WCfELICEBE L $£9,

WENy r—V AL V=2 2ET3 55613, ROMARHY £,

e A VA M= EB  EEOMBIDA A= TiERL, 1 OOV 7 by =T 77 AL
OREBEINET,

¢« A ML=V WA/ Ny —UlE, bootflash:, USB7 T v aT 4 AV, Xy hT—7 % —
N=DWTIDIRIE LTREE T —F 2 FITTEET, ANy 7 — VL TFTP £721%
ZoMORy N —ZEEFREEH L T — M XOFIHTE £,

AT Ry bFEFERALEY IR 7 74 IILDER

VT Mo 2T Ty ANE, 30o0RREav Ry FEMHA LT Cisco8500 2 —X % o
TN—ZTEBRTXFEST, 22T, ko~ Ry FOBEIZHOWTHALET,

request platform A< > K v k

request platform software package =< > Ki, Cisco8500 'V —XtEF¥ 27 /L—X CTHAI
72 & W K& 72 request platform =< > Kt v hO—#TT, % request platform =<2 K& |
FNEND A~ RTHEHATRER A7 Y 2 » OFFMIZ DWW T, [Cisco 10S Configuration
Fundamentals Command Referencel] 2 L T 72 &0,

request platform softwarepackage =~ > Nix, EHBIOYF 7w Fr =B I NG/ Ny r—I 4
a7 v 77— RTL5EICHEMATE, Cisco8500 v ) —AtF a7 —F EOY T hyx
TOT v 77— RIS £, request platform software package =~ > Kix, #:Zf#
MOV TN r—2% T v 77 L — KT L5RICHRINE T, £o, v—2BME OV 7
Ny —UHFITLTCOWDGHE, V—F EOEBIOY TRy r—2 % X0 2 A KR LTT
T L— RTELME—DHETHLH Y 7,

request platform software package =~ > R&EHT 25 51E, a2~ RI7A4 U TkT A
AFEET BB RAERETOIMLERNH L2, Z0a~vy RelTLE, 77747 F10F
AL N, Ty YOl T 7 NI =2T %27 v 77 L— RT&%E7, request platform
softwarepackage =~ Rix, 1 ZEAEDT TV AITBNT, FULEALRLDOY T U<
TOT v 77— REFRILET,
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| #anvsr—vogs
copyav K .

Zoavy ROFERT X v 7 A, request platfor m softwar e packageinstall rp rp-slot-number
filefileURL T3, Z ZC. rp-sot-number (Z/Z RP A1 v h®DF 5%, fileeURL (Z1d Cisco 8500
V=X EeXaTVN—EDOT v I 7L —RNEHTH7 7 A NN~DRAZBELET, 2D
<~ RZE, FOMICE AT a rRHVES, Zoavr Py FTHEATE ST NTOF
7'V a oW L, request platform software package =~ RU 77 L 225 L TL
S0,

copy A< K

Cisco8500 > U =Xkt F a7 N—F LOWENy r—2%7T v 77 b— FT 5121, ol e
WNEDYAan—2DOEELRLLIIZ, copy 2~ REHEHL THRAE NNy r—V &2 /L—H
o774 A7 A (@B IT bootflash: F721Fusb[0-1]:) (a2 E—LET, T —%1To
Thhb, BN r—Y 77 ANEFHALTCT— DI —4 2R ELET,

copy 2~ RCHHARER A 7> 2 v O—FEIZOWTIL, copy 2~ KU 77 L A&
LTLZEN,

MENYT—VZEALTETSNDIIL—FDEER &
UERTE

ZIZTIE, RONFIZHOW T LET,

O » >
DAY RZ—KYD D7 7T L—F
WDOFEINETIE, Cisco8500 > )V — XX a7 IN—F 2 FETTEHY 7 =T 2HBEICT v 77
L—RT B0 FECOWTHBLET, ZOFIRIT, =2—F—D0kE v Fr—2ic7 7%
ATELZ L, v 7r—7 7 A4 /)V% bootflash: 7 7 AV AT MIREFETHZ &, B
N7 7 A NERNT D200 N 20 db b2 L ERiteE LET,
AV A N—VOEMRFICHONTIE, ZOEOMOEY > a L ERRLTLIE XN,

ITA T AZ—K RXR=Va R LTCY 7 b =2T %27 v 77 L—RKT521%, ROTFIE

EIFRITLET,
FIEDHHE
1. copy URL-to-imagebootflash: =~ > FA&AEH L T, #H /3y 7 — T % bootflash: (2= °— L
7,
2. dirbootflash: =~ > K% AJJ LT, bootflash: 7 4 L' 7 ~ UNDOIAE/ v r— %R L £
7

3. 7—IMNHOT—F NTA—FERELET, config-register 0x2102 7' 22— )L 2327 ¢
Fal—varavr REANLT, av 74 F¥al—ar LYV RAXE0RICHTE L.
boot system flash bootflash:image-name = A7 L £,

4. copy running-config startup-config # A 7] L CE &R L £ 7,

Cisco8500 ) —X ¥17 L—4 VI bz 7HEEHAF



asvr—sogE |

B secor—soertaL—sosRsLURE

FIRD

FIE

5. rdoad 2~ REZANL T, V%%V —KL, 7—hr2KTLET, Vo— NETH
WIX, 7o F T L—RENFEZY 7 M =T RFETENTHET,

AT v 71 copy URL-to-imagebootflash: ==~ > R&EH LT, #H /Sy 7 — V% bootflash: (Z 2 E— L £ 7,

AT w72 dir bootflash: =~ K& AJ) LT, bootflash: 7 1 L7 h U NOFEA Ny r—T B LET,

AT9 T3 7= MHOT— b RT A= ZFELET, configregister 0x2102 /' —/ )L a7 4 Fa b—/ 3> 2
vV REANLT, 207 4Fab—ay LURAXEORIZHE L, boot sysem flash bootflash:image-name
EANNLET,

AT v 74 copy running-config startup-config # A ) L TREHEERFEL £7,

AFw 75 rdoad 2~ FEZAN LT, —F%ZVn—KL, 7— b2 TLET, Vn—RETEIX, Ty 7o
L—RENEY T R 2T RETENTHET,

MENVT—OTRITIT DI DEERSLUVHRE

2T, ROFEIZOWTHALET,

copy ARV FEFERALIEMENY T —DDEBS L UEE

copy <> K& LT Cisco8500 > U — X X 27 N—F LOHEENRN v r—2%T v 70
L— KT 52, Dl AEDTAaL—FDEPE LR L LI, copy 2~ REFEHL
THERNvr—2%V—H% EDbootflash: T4 L7 MU Icav—LET, 2Ot —%21T7-C
Mo, MER =Y 77 A NVEHEHLTCT— b THE 00V —FERELET,

WKOBITIX, Hh/\yr— 77 A /L% TFTP 75 bootflash: 7 7 A /b & AT AIZa B — LT
WET, EHIZ, bootsystem =~y NEFEH L CEHTLIL a7 Fal—Tar b
VAR EBREL, 2O boot system =2~ RIZ LV | bootflash: 7 7 A /LT AT AZLRAF ST
WO/ Ny r—VEER L CRET D Lo v—2 IR LET, TO%, H LWVFEEIL copy
running-configstartup-config =~ > FIZ X W RfFS4L, AT LB m— RS Tr et A0
“TLET,

Router# dir bootflash:
Directory of bootflash:/

2203649 drwx 40960 Jul 7 2025 14:06:44 +05:30 tracelogs
1630209 drwx 4096 Jul 7 2025 13:28:19 +05:30 memaudit log
90113 drwx 8192 Jul 7 2025 10:29:48 +05:30 license evlog
17506305 drwx 4096 Jul 7 2025 10:28:06 +05:30 sdavc

13 —rw- 144302 Jul 7 2025 10:27:43 +05:30 memleak.tcl
7946241 drwx 4096 Jul 7 2025 10:27:29 +05:30 .inv

12 —rwx 32397 Jul 7 2025 10:27:27 +05:30 mode_event log
12558337 drwx 4096 Jul 6 2025 19:49:31 +05:30 sysboot
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copy I REFEALE#E v r—sosEssvEE [

Jul 4 2025 10:12:42 +05:30
Jul 3 2025 13:41:56 +05:30
Jul 2 2025 11:48:30 +05:30
Jul 2 2025 11:48:26 +05:30
Jul 2 2025 08:35:30 +05:30

Jul 2 2025 08:35:28 +05:30
Jul 2 2025 08:35:23 +05:30

.sdp_install
core
system_ report_stage
.prst_sync
.rollback timer
packages.conf

c8500x COMPUTE ASR1K.image.BLD LUX DEV S2C 20250629 135017-2-g6d472£6332eb.SSA.conf
Jul 2 2025 08:35:22 +05:30
c8500x COMPUTE ASR1K.rpboot.BLD LUX DEV S2C 20250629 135017-2-g6d472£6332eb.SSA.pkg

Jul 2 2025 08:35:21 +05:30

Jul 2 2025 08:34:33 +05:30
Jul 2 2025 08:33:11 +05:30

.images
c8000aep.bin

c8500x COMPUTE_ASRIK.image.BLD LUX DEV_S2C_ 20250629 135017-2-g6d472f6332eb.SSA.bin
Jul 1 2025 23:09:02 +05:30
c8500x COMPUTE_ASRIK.empty.BLD LUX DEV_S2C 20250629 135017-2-g6d472f6332eb.SSA.pkg

Jul 1 2025 11:22:38 +05:30

c8000aep-universalk9.BLD_POLARIS DEV_LATEST 20250628 033228 V17 19 0 21.SSA.bin

9609217 drwx 4096
11886593 drwx 4096
4890625 drwx 4096
11206657 drwx 4096
13099009 drwx 4096
28 —rw-— 1376
30 -TrwW- 1376
15990792 -rw- 66959470
15990785 drwx 4096
29 -rw-— 947406255
21 -Trw- 1232501326
15990805 -rw- 5284
32 -rw-— 945615620
15589377 drwx 4096
17 -rw- 583287

Jun 26 2025 19:40:17 +05:30

Jun 26 2025 15:58:31 +05:30

CRFT__uut_ 000001 C8570-G2_2025-06-26 10-28-31.tar.gz

core_temp

73750 -rwx 64520 Jun 20 2025 16:19:02 +05:30 tam util tool
4923393 drwx 4096 Jun 16 2025 20:38:50 +05:30 EFI

26656769 drwx 4096 May 21 2025 23:08:19 +05:30 orch_test logs
73744 -rw- 145309462 May 20 2025 21:22:55 +05:30 1IOSD start.undo
73743 —-rw- 6526 May 20 2025 19:56:45 +05:30 undo-engine.json
73742 —rwx 21387416 May 20 2025 14:15:44 +05:30 1live-record x64
73741 —rwx 10645 May 20 2025 14:14:54 +05:30 live-record polaris
73733 —rw- 98614 May 6 2025 09:49:32 +05:30 collated log 20250506-041923
73736 —rw-— 1207993 May 5 2025 15:18:45 +05:30 mcp_diag.image

24 —-rw- 16319 Apr 29 2025 09:58:52 +05:30 test rumack.txt

31 -rw- 3566 Apr 23 2025 10:44:06 +05:30 Rum-Report-v0010.txt
73731 —-rw- 4785 Apr 2 2025 13:53:10 +05:30 backup config.cfg
73730 —rw-— 2689 Mar 17 2025 14:06:29 +05:30 ipconfig.config
28147713 drwx 4096 Mar 8 2025 14:58:59 +05:30 pnp-tech

18 —-rw- 257 Mar 8 2025 14:58:16 +05:30 .iox dir list
14516225 drwx 4096 Jan 30 2025 15:04:49 +05:30 pcap

27074561 drwx 4096 Jan 30 2025 15:04:49 +05:30 SHARED-IOX

11 drwx 4096 Jan 30 2025 15:04:32 +05:30 lost+found

1998849 drwx 4096 Dec 4 2024 13:55:50 +05:30 .geo

468237697024 bytes total (434919051264 bytes free)

Router#copy tftp: bootflash:

Address or name of remote host []? 172.18.5.151

Source filename []? $cpprtp/efg/c8000aep-universalk9.2025-11-06 15.11 abc.SSA.bin
Destination filename [c8000aep-universalk9.2025-11-06_15.11 abc.SSA.bin]?

Accessing
tftp://172.18.5.151//auto/tftp-cpprtp/efg/c8000aep-universalk9.2025-11-06_15.11 abc.SSA.bin...
Loading /auto/tftp-cpprtp/efg/c8000aep-universalk9.2025-11-06_15.11 abc.SSA.bin from
172.18.5.151 (via GigabitEthernetO) :

e L R A

L o L o LA

e L L AT o

e L e LR e 1

L o LR o DA o L A

e L o EELE R

o L o LA

o LLLLLII I o L L e L AR

o A

e L o LA

e A e KA @ T A A4

o N R R
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B con o< rrEALERE Sy —CoBER L URE

L e T T e N LR
L e LR

[OK - 947877424 bytes]

947877424 bytes copied in 576.308 secs (1644741 bytes/sec)
Router#

Router#

Router#dir bootflash:

Directory of bootflash:/

29 -rw- 947877424 Nov 7 2025 07:44:40 +00:00
c8000aep-universalk9.2025-11-06_15.11 abc.SSA.bin

873121 drwx 4096 Nov 7 2025 03:40:36 +00:00 .installer

28 -rw- 379569 Nov 7 2025 03:32:10 +00:00

threshold lowmem info 20251107-033207-UTC

1109761 drwx 8192 Nov 7 2025 03:32:07 +00:00 1license evlog

22 -rw- 144588 Nov 7 2025 03:32:02 +00:00 memleak.tcl

1591201 drwx 4096 Nov 7 2025 03:31:54 +00:00 .prst_sync

16 -rwx 30662 Nov 7 2025 03:31:46 +00:00 mode event log

25 -rw- 219 Nov 7 2025 03:31:14 +00:00 harddisk _info_history
122401 drwx 8192 Nov 7 2025 03:27:20 +00:00 tracelogs

24 -rw- 376820 Nov 7 2025 03:26:49 +00:00

threshold lowmem info 20251107-032647-UTC

987361 drwx 4096 Nov 7 2025 03:25:18 +00:00 sysboot

1052653 -r-- 706 Nov 7 2025 03:25:15 +00:00 debug.conf

17 -rw- 213923558 Nov 7 2025 03:22:00 +00:00 mcpcc00_recording.19592.undo
15 -rw- 172239006 Nov 7 2025 03:21:54 +00:00 mcpccOl recording.19592.undo
14 -rw- 71206936 Nov 9 2021 12:02:46 +00:00 castor top SMAP.bin

12 -rw- 730948780 Nov 9 2021 12:02:15 +00:00 10g p2a.bin

11 drwx 16384 Nov 9 2021 12:01:39 +00:00 lost+found

26975526912 bytes total (7310331904 bytes free)

Router#

Router#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
Router (config) #no boot system

Router (confiqg) #

Warning: Booting with bundle mode will be deprecated in the near future. Migration to
install mode is required.

Router (config) #confi

Router (config) #config-reg

Router (config) #config-register 0x1822

Router (config) #exit

Router#

Router#

Router#sho

Router#show run

Router#show running-config | inc boot

boot-start-marker

boot system flash bootflash:c8000aep-universalk9.2025-11-06_15.11 abc.SSA.bin
boot-end-marker

diagnostic bootup level minimal

exception crashinfo file bootflash:threshold lowmem info
Router#

Router#

Router#wr

Building configuration...

[OK]

Router#

Router#

Routertfreload

Proceed with reload? [confirm]

Nov 7 07:47:09.14
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| #anvsr—vogs
4o b—pavyrEEALEY 7 9704 R =1 ]

AR =LA FFFERHALEY IO T7DA R
k—JL

Cisco8500 >V —X X 27 /V—XX, T 74/ FTIEA VA b—E— FCTH SN ET,
a—HF—iF, —HOingal =2~ FE2FEHALT, 77y 7 x—2%EHE L, CiscolOSXE
TR 2T NR=T g T = RERIEIEA S — R T&E T,

AR =LAV REFERALEY I T7DA R M—ILIZET
AHIFEE

«ISSU X Z DISRETII W RN—S N EH A,
e A VA PF—LE— RTIE., VAT LAOFHEEBNMLETT,

AVAM=—NLAT U FEFERALEY I 92704 2R M—)LIZET
L
WKDFEIZ, N RLE—REAL LA N—LE— ROEBENVERLET,

RIGNVEILE—FESA VR R—=ILE—F

N RILE—F AR M=ILE—F

IOFE—FRTIE, a—Hv O\—RFRT A7, |ZOF—RTIEX, 77— akRZe—n"1
77 vva) FliEVE—hk (TFTP) @ bin| (F— K7 F v =) O packages.conf 7 7 A
AA=VEMFHLT, MEINTT— 7 m | VEFEHLET,

AR RESNES,

G¥)
USB B LUTFTP 7 — kB DN RV T —
MIYR—FShTHEHEA,

ZOEFE—FRTIE, 12D bin 77 A NVEMHEM | ZOF— RTIEL, bin 7 7 A VTR Sz

LET, pkg 7 7 A NMTEEIHRZI ONET,
CLI: CLI:
#boot system file <filename> #install add file bootflash: [activate

commit]

IDEF—RNTT 7T L— KT, boot | ZDF—RNTT v 77 L— K3 A2i%, ingall
system NHT LWV 7 R =T A A=V kRA |a~r ReEHLET,
YETHESICLET,
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. AVRA F—LE—FOTOERTO—

asvr—sogE |

N RILE—F

AVAb=LE—F

A A=Y DOHET v 77 L— K i L Field
Replaceable Unit (FRU) AEY =2 78Iy —

A A=Y OEBT v 77— R FHLWFEFRU
DED 2Ty =B ASNTZGE, i

VICHHASNT=HE. 7277 4772 FRU & H
U= 3 o TH LWFRU 2 FE179 5121,
FENZ X A1EENVE TS,

AT AHFRUIL. 777 4772 FRU &R L
TARA=INR=Ug ACHEBT v 77 L— R
INFET,

O— Xy T BB T N =T AT
Y ADOEF (SMU) ZAEH L CLARTDA A —
Jiea =Ny 735121, HEEREIOY 7—
RN DG ERH Y £7,

o—/A Ry 7 1EOYa— T, #ED Ny
FZEte. CiscolOSXE Y 7 b7 =7 ®LLR
DNR—=Tar~Dua—)L Ny 7 B2HIMILE
TO

A A M—ILE—FKOT7AEZRT7A—

AVAN—NE—ROTvAT7a X, T NI —ATY T NT=2T DA A=) L
T T L— REETTLHFDORDI DO~ RTHEK I TWET, installadd, install
activate, install commit

WD 7u—F ¥ — ML, ingall 2= REFH LA VA =170 2AZ2HHE L TWET,

Process with Install Commit

. . Subsequent
Install Add Install Activate Install Commit Reboots
Copies new o | Installs software Commits the - .
software 1 package recently installed | Devicosses S
SR recently installed
package to the copied in the software package software package | &
device previous step so that it persists P g E‘;

installadd 2~ > NiZ, Y7 bo=T7 Ror—"%ua—nERITY) E— OGN T v
F 7 #—2AiZat—L%d, FTP, HTTP, HTTPs, £7-IXTFTP 2 C&£d, Zna~vr
RiE, R =77 A NVOfEixDayR—xy &Y 73y r— & packages.conf 7 7 A /L
WERLET, 777 A VERIEL T, A A= T 7 AR INMDEA VA h—)LT 558D
T N7 = HAOLDTHDHZ L BHRLET,

install activate =~ > Ri%, MLEARMKIFZEIT L, installadd =~ > F&4H L CLLENZBMN S
NNy r—vETunerva=r 7 LEY, o VAT LAY e—RE M) A—LET,

install commit =~ > KiX. install activate =~ > R&HH L CLRICT 77 4 7L &= %y
F—UEMERL, Va— RELEFNFFRSNDLOICLET,

)

GE)  HHFEALAR=ATDHE, DRNCA VANV LY 7 MY 2T A A—URNEBRINET,

EAREETH, 1 ODDOFNNA AL LV AP—=LTEDLDEFE1 DDA A=V DHTT,

WD—HDA VA h—La<y RBERTX F9,
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1oz b—nE—koTnwz7a— |}

R10:4AVAF—)LaT U F—&

avw v R B =L
install add install add file U A= NRohr—T BE
location:filename.bin OSMUDHNER Y7 R =7

URY hVIave—LET,
77 A NVOEETILe — LT
HUE—FTHNENER
o ZDOa<wy NIkDZ &
EITVWET,

e T FANDF = 7Y

A, TTY RN T A —LD
HEMET = > 7 72 Eh i
GELET,

R lr— O % D2y
A= Nt T3y
/r—7 & packages.conf [T
JEBA L £

s A A—TVHhu—HINA
N RJiZar—L, &
DOFIMETHEHATEL LD
I LET,

install activate install activate ingalladd =~ > RZ&FEH LT
BIMENT=Z N r—T%T
T4 7 LET,

» showinstall summary =<
Y REMEHLT, TS
T A TIRA A= TR
LET, ZDOA AN
TIT 4 7EENET,

oavwy REERITTD
L. VAT AR B—FR
SNET, TIT 4 —
Ta lERATT oM E D
MEMER L ET, MR
07 & BRI R
THIIE, Zoa<wr R
& prompt-level none & —
U— REfHLET,
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B x+t—rx—roTotzrn-

asvr—sogE |

avy kR

B

S

(install activate) auto
abort-timer

install activateauto-abort timer
<30-1200>

auto-abort timer [ H Eh1 12 B
BEi, 77 v MEK 120
7T, FRE SN RFRRNIC
install commit =t~ > K3 3E4T
SNRWGH. T 7T 4 —
varZavAdhikEn,
VAT NIRFRIZAI v b S
NIIRBEIZERE Y £,

« ingtall activate =~ > K%

FITLRBLHA~—D

EEEETEET,

install commit =2~ > R%
AA~v—&FEILL, A
A b= at R EEAT
LET,

install activate auto-abort
timer stop =~ > NI,
Noylr—T%ay b
FTIHA~—%EIELE
R

el 7 a7 N & HE
ICEERLT 512X, o=
~ v K& prompt-level
none ¥ —"U— RZ&fiH L
7

Zha<wr RN, 3AT v
TA LA RN—=LDNRY T
v N TOHRBEHTT,

install commit

install commit

install activate =~ > K % {#
LCT 77 4 7k &iz Ny
r—VikaIy L, Vue—
FELFET 2L 21T LE
R

* showinstall summary =<
YREMFHLT, 23y
FSATWRNA A=Y
TR LET, ZOA
A—=URaIy bIE
D
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1 2 t—LE—ro7atzro— [

avU kR B S

install abort install abort AL A= HEHRIEL, VA
FAhERBICaI Y FERT
REBICE L £,

s ZOavwy RNiE, Ry
r=YIT 7T 4 7 E
niikie (=3 hsh
TV IRER) DHEIC
DHEH S ET

« install commit =< > K%
EHLTA A—%TT
a3y hLTWDEA
1%, install rollback to =+
YV REMHEHLTEALD
W= g VZRD £,

install remove install remove {file<filename> |5 o F 7 3 —A U R R
| inactive} IBIET I T 4 T IS

VEHIBRLEYS, Zoavy
Rafif LT, AN—2 %/
BLES,

sfile: fFEESNZ7 714V
ZHIBEL £,
sinactive: JE7 7 T 4 TR

T ANETTHIBRL
F7,
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gayr—SoER |
B xr—rx—rodoezon—

avy kR B B#)
install rollback to install rollback to {base|label | |[{fEfEENTWAB A 2 A F—/L
committed | id} BAY M, BRI I Y R

ENT-A VA F—RA v b
o, Y7 b7y b A

a—/ Ny 7 LET, 2D
<2 RIZIERD X D 72550
b0 ET,

M U H— F75§LIZ\EVC“/9PD

Nyl —IMNaI vy bE
IR RED G AT D A
A%,

R T T T N A EHEN
ICEERT 512X, o=
~ v K& prompt-level
none ¥ —"U— R&fiH L
7

G¥)
VIRTDA A=V ~DA A
f—sb D — LRy 7 e FELT
TH%EIE. UEiDoA A—Y
ZA v A F—ILFE— RTA
A R—=LENTWNHREND
DEF, RN RLE—RFRTIX
SMU &2 — /L 8w 7 DIrDSA]RE

Sr
install deactivate install deactivatefile<filename> | 5 o F 7 3 — AU R R
MHNRy =V EHIBR L E

I, ZOavwr NiX, SMU T
DHFFR—FZINTHET,

= N = )£
IR 5121, Zo=
~ > N & prompt-level
none ¥—"U— R&fiH L
7

KD show 2~ RHEHTE £7,
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1oz b—nE—koTnwz7a— |}

K 1M:showa<w> FO—&

av R X B#

show install log show install log TSy N T — AN T — X
NIBIZF TSN TRTD
A A b= VEBRAEDEIE &3
Mzt U Ed,

show install package show install package <filename> | $5 & & 7= pkg/.bin 7 7 A /L
BT HEE ARt L E T,

show install summary show install summary FT_TOHFRU DA A — T\ —
VarEETHINT A A v
A h = WRBEDO W A R fit L
7,

c FIRENDHFEIZIZ, T D
1HE A &5 FRU A3
RENET,

cHFIET DA AT LZED
REEICEH L TF T
FRU 2[RI L T\ 535
B 1 DDORDOBINFERES
nET,

7272 L., FRU I TA A —

VELIREOFERISE
WRHLGETR, AF Y
7 DFRY DGy & B S
% FRU 2MEBIDZFRIZ Y A
FEHET,

show install active show install active T_RTOFRUDT 7 F 4 77
Ny r—=VICBET DI A TR
gL F9,

FRU ] CHERISEW DR & 555
Bl AZ v 7 OEY OERSY
& B 72 54 FRU 2MERI O£
IRENET,
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asvr—sogE |

avy kR

B

S

show install inactive

show install inactive

T_XCHOFRUIWCHET 7T 47
Ry r—URBIE, D
N — VI A 7
L E,

FRU [ CHE#RICE VDR H 555
Bl AX w7 DY OESY
& H72 54 FRU 2ME R DI
RENET,

show install committed

show install committed

T_RCOHOFRUD=ZI v &
TR r—IZET A1 HE
B L £,

FRU [ CHEHRITIEW D H 55
Bl AX w7 DY OESY
& H72 54 FRU ME R DI
RENET,

show install uncommitted

show install uncommitted

I _TC? FRU |[ZHOWT, =
Ty FERTW RV Yy r—
U AGEIXED Ny r—
DICBT DA Rt U E
7

FRU ] CTERICEN N D D55
BlE. AX v 7 OFRY OESY
& B2 54 FRU DMERI DI
RENET,

show install rollback

show install rollback {point-id |
label}

RESNTWSA A b—)L
A v MTBEEM T bz
Nl —JhFRLUET,

show version

show version [rp-dlot] [installed
[user-interface] | provisioned |
running]

N—=Ry=x7 7T b

T A —LDE#RE E DI, Bl
TED S lr— I B E
ERRLET,

TS5y b IAr—LZEA AR F—I)LE— KTCHEE)

H—na<vrF (1 AT v 7A A=) FITEEOEB O~ K BAT v A A
h—) ZHEHALTCY 7 72T R 5=V A A =L LT, 7277474k L, 23w b

TEET,
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1279 T4 YR b= LELEAY FLE—EhbA VR h—LE— k~nZi [

TTw N T F =B RAE—=RTEHELTWAEE. 1| AT v 7 A A M= VOFEEFE
HALT, N FILE— RN DA VA M—/LE— RIZEHTHLERNH Y £1, Z0OHD
TTY R T F—DLTDA LV ARN=NET T T =R, 1 AT v T FERE3I AT T ONY
T hOWTNNTEITTEET,

1RTYTA VR M=IELFNFILE—FDMBS VR F—ILE—
FA~DZEH
A\

G¥) T R_RTOCLITZ¥ay GBI, 77574 74k &) 13, FEHATREZR T TdD FRU TH
ITENET,

RSN TOVRVWRENRHSND & RERGFT 07 FBRFRINET,

cZIDU—T7u—D2FEHOAT v TIO®RIZ, Va— RRFa s IBRERINET, R
77 HEAICEE S 521X, prompt-level none ¥ —U — R&f#H L £,

e 707 R LUV [None] ICRRE SN TN T, BRESHTOWRWERERD DA, A~
AN —=/MFRIRLET, a~v oy REFEFITT DR, RELZRTFTILENRD D £,

UTFCHHTDIAT v TA A —NLOFEEZHFEH LT, N FVT7— hE— RTEITEIN
TWAT Ty " 73 —bEBA VA=V E—RNIEHLET, o~ FOETH, 77 v b
T —bFA VA =T = E—RFTY 7 —FLFET,

BTN AT TA VAN NVDOFIELEHLCT Ty 73— % T v 77 L —RT52 L
HLTEET,

ZOFINETIL, FHE EXEC £ — K Tinstall add file activate commit =~ > K&{#EHRAL T, V7
NI TRy =T AV AR L, TT7Y 74— EF L= g T v T T L—
FLZET,

FIRDEE

1. enable
2. ingtall add filelocation: filename [activate commit]
3. exit

F IR D

FIE
ARV RFFERERTI VA Y S5

R T 71 |enable BHEEXECE— READCLET, T 7 Mgk
Bl RENTBAAT— FEASLET,
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B :x7v7102r—n

ARV RFERFTIVaY =)

Device>enable

R 72 |install add file location: filename [activate commit] VT RT 2T AL A= Rohr—ha—hL
Bl - F7213 ) E— FOBEAT (FTP, HTTP, HTTPs, 7z
Device#install add file WX TFTP &) 67Ty 74 —AiZae—
ImotFlzse ST riversalk HDVIT] THROPIE TAFST AP (BB 150 17.5%kin| L, .package 7 7 A VDl x D a L R—x o b &Y
activate commit 7%y ir— % X Upackages.conf 7 7 A /LIZJERE L
E3 AT N N SO I e S IV
DORFEB LOAEEMET = v 7 ZFIT L, Ny o —
T4 L, FONRAEF—TEaIy hLT
BEEY v — FLTHHMEFFSND KO LET,

ZDa<wry REFETTEHE Ty b T r—LanY

n— RKInET,
ATy 73 |exit ¥rtE EXECE— FA2 & TL, =2—¥ —EXECE— K
15“ W—E@i‘?’*o
Device#exit
3RTYTAVAR M=)
Y
GE) e T RTDHOCLITZ vay GBI, 72774 74b7 ) 1. EAARE/2 4 C?D FRU TH

T&nE4,
cMRFINTWRWERENREEND &, BRERGF T e 7 IRERINET,

e ZDU—r 7 u—Dinstallactivate A7 v T DHIZ, Va— Ko7 MRERINET,
e 7 a7 N BB 9 521X, prompt-level none ¥ — 7 — R&2EH L 7,

3AT v FA LA N=AFIEL, TV N T —LNA A= E— R o721 TOIME
HATEET, 20OF 7y a itk A2 =L 0L OFEEEHIHEN -5 8
\iﬁqo

ZOFNETIE., {EB0 install add. install activate, 3 X Ninstall commit =~ > RZfEH L .
VT RNT 2T N lr—Th A ARN—=)V L, TV M7 —25H LWWNN—=Ta T v 7T

L—RLET,
FIEDHE
1. enable
2. install add file location: filename
3. show install summary
4. install activate [auto-abort-timer <time>]
5. install abort
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327y 7102 k=1 |

6. install commit
7 install rollback to committed
8. install remove {file filesystem: filename | inactive}
9. show install summary
10. exit
FIED M
Flg
aAv Y RFEEETFTIa Y B
RFwF1 |enable ¥ EXEC E— R&AMNICLET, e 7 bR
Bl - FRENTZHNRNAT—RE AN LET,
Device>enable
RATFw T2 install add file location: filename VI NI T AL A=) Xohr—% ) F— K
i - DYt (FTP, HTTP, HTTPs, F7-13 TFTP#%H)
Device#install add file Mo77 > b 7j;‘—“A@C:’ £ Ij\o 'paCkagi7 7/])‘
bootflash:c8000aep-universalk9.17.15.04a.5PA.bin| VDEA DAL R—R 2 NPT Ry r—VB IO
packages.conf 7 7 A JWZJEBH L £4,
AFw 73 |showinstall summary (A7 ar) TRTDFRU DA A—IR—D g
i - ¥ EZRUTHIET DA A b —ARRE DB 2 Al
Device#show install summary Li‘a‘o
R w74 |install activate [auto-abort-timer <time>] PIENCBmMENE= R r— T 77 0 7L, 7
Bl - 7y b7 —LEYr—RFLET,
Device# install activate auto-abort-timer 120 ¢« VT NU =T DREEA VA NN EFITTHE
Bl N Tr—Y Ty ANAERELRNT
<TEEW,
3AT T A UAN—LDONRY T v kTIL
install activate ==~ > R C auto-abort-timer 73
BEMICEGSIE T, #A~—DT 7 4/L K
1L 120 3 CF, XA ~—OHENGIN DRI
install commit =~ > RNE[T IR WA
A VA=A T v RATHEBACK T LET,
7Ty N7 —LRYr— K&, K&ic=a
Sy hENEAA=TV g TEILET,
AFwF5 |ingtall abort (FFvay) VIRT=2TALARN—=ILDT
i - T4 7z, 7Ty b7 - AR ERIC=
bevi . Sy bENTEAA—=Ta VIZELET,
evice#install abort
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B xt—rz—rToryIisL—¢

asvr—sogE |

ARV FFEREETIVa Yy

S

cZDaw Ly Rt A A=UBT T 4 TEN
TWAIRETORMERACTEET, /A=)
Ly FEnERECLSIIMEHTEEEA,

A7y 76 |install commit FLNSy r—UDA VA R—Ea Iy L, U
5l R RS EEAEEE SIS LS ICLET.
Device#install commit

25w F7 |ingall rollback to committed (A7vay) EIZaIy FLEREBICT T v b
B - TA—bEru—AnNy 7 LET,

Device#install rollback to committed

25w 78 |install remove {filefilesystem: filename| inactive} (FFvary) VI NU2T A VAN T7A

- AR LET,

Device#install remove inactive ofile: $FEDQO7 7 A NVEHIBRLET
e inactive : REHB L OIET 77 4 7IRREDA
VAR T A NERIBRLET,

AT 79 |showinstall summary (A7 ayv) BEOY AT AOIREIZET 5 15EHR
R EFRLET, ZOavr FOolhE, Zoavy
v . REv bicFfTEnzingall 2~ > RIZEL T

evice#show install summary
ZELET,

ATy 10 |exit FiHE EXEC £ — F&#& T L, 2 —%—EXEC £—
15'] : F\G:E D i—g—o
Device#exit

AR —=ILE—FKTOT7YvTHL—FK

1 AT FA LA —NFFIFZIAT YA LA = NEHEHLT, A A —/LE— TS

Ty N7 d =BT v T L —FRKLET,

A 2AXAR—=ILE—FTODEIVT L—F

BT —REDAA—URA VA RN—LT— RTA LA =L ENTWAESE. ingall
rollback =2~ REFEHL T, 77y 74— %8R A A—JIZRA o bTDHZ LK
D, 77y "7 4 —LEZLRIONR—=T g NZF T T L—RLET,

Zoingallrollback =2~ RiZ7 7 v b7+ —2b% UV nua— KL, BiOA A= TREILET,
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vormz74oz b—nodit [

\)

6=

rollback =< > FiZmsh L E£9,

install removeinactive 2~ & L TRIO 7 7 A L EZHIFR L TWRWEEIZO A, ingall

720, install a2~ FEHEA L TCHEWA A=V 2L VA M=V TAHZETHFY LT L— KT
HZlbTEET,

VI T7A VA M—I)LDORIE

V7N TR =0T 7T 4 TAUIFR DO FETHIETE 7,

cHLWARA—TET VT 4T LIERICT Ty b7 —b%xVun—RT5L 3RAT v
A A =D/ Y T > kTl auto-abort-timer 2% b U H— X3 EF, install commit =~
Y RERITTHANC A A ~—DBHIREINIC R > T2 56, A VA=A T e ARKT LE
T, 7Ty b T7F—AFVa— L, REIZaIy NLEAA—Va oY 7 =T A
A= CHEILET,

F721%, install commit =~ > K& FHE9°12, install auto-abort-timer stop =~ > R & f#

FALCZOX A ~—%EILET, 207 ATH, HiLng A—JFaIy han<T
WARWEE T,

einstall abort =~ > FEFHL T, HILWY 7 h =27 DA A M—/LENZFEITL Tz
NR= g N7 Ty "7+ —2ZRELET, 2Oz~ N, ingal commit =2~ K%
AT T HENCEEA L £,

AR M=)LAT U FZEFERALEYIFDZT7A VR M=ILDOETEH

UTFIE. 1 2AF Y P A A M=V EITINY RAE— RN A VA F—/LE— F~D
DB T,

Router #install add file

bootflash:c8000aep-universalk9.BLD POLARIS DEV_LATEST 20250628 033228 V17 19 0 21.SSA.bin
activate commit

install add_activate commit: START Mon Jul 07 14:22:07 IST 2025

install add: START Mon Jul 07 14:22:07 IST 2025

install add: Adding IMG

--- Starting initial file syncing ---

Copying

bootflash:c8000aep-universalk9.BLD POLARIS DEV_ LATEST 20250628 033228 V17 19 0 21.SSA.bin
from RO to RO

Info: Finished copying to the selected

Finished initial file syncing

--- Starting Add ---
Performing Add on all members

*Jul 7 08:52:07.326: $INSTALL-5-INSTALL START INFO: RO/0: install mgr: Started install
add_activate commit

bootflash:c8000aep-universalk9.BLD POLARIS DEV IATEST 20250628 033228 V17 19 0 21.SSA.binChecking
status of Add on [RO]

Add: Passed on [RO]

Cisco8500 ) —X ¥17 L—4 VI bz 7HEEHAF



B oAb Lavo FEERLEY I RO 7 A VR F—LORES

Image added. Version: 17.19.01.0.224220
Finished Add

install activate: START Mon Jul 07 14:22:16 IST 2025

install activate: Activating IMG

Following packages shall be activated:
/bootflash/c8000aep-firmware ngwic tlel.BLD POLARIS DEV_LATEST 20250628 033228 V17_19 0 21.SSA.pkg
/bootflash/c8000aep-firmware nim ssd.BLD POLARIS DEV LATEST 20250628 033228 V17 19 0 21.SSA.pkg
/bootflash/c8000aep-mono-universalk9.BLD POLARIS DEV LATEST 20250628 033228 V17 19 0 21.SSA.pkg
/bootflash/c8000aep-rpboot.BLD POLARIS DEV LATEST 20250628 033228 V17 19 0 21.SSA.pkg

This operation may require a reload of the system. Do you want to proceed? [y/n]
*Jul 7 08:52:16.603: $INSTALL-5-INSTALL START INFO: RO/0: install mgr: Started install
activate NONEy

--- Starting Activate ---

Performing Activate on all members
[1] Activate package(s) on RO

Checking status of Activate on [RO]

Activate: Passed on [RO]

Finished Activate

--- Starting Commit ---
Performing Commit on all members
[1] Commit package(s) on RO
[1] Finished Commit on RO
Checking status of Commit on [RO]
Commit: Passed on [RO]
Finished Commit operation

SUCCESS: install add activate commit Mon Jul 07 14:22:41 IST 2025
Encore#

*Jul 7 08:52:41.750: %INSTALL-5-INSTALL_COMPLETED INFO: R0/0: install mgr: Completed
install add_activate commitJul 7 14:22:48.332: %PMAN-5-E

Initializing Hardware

System integrity status: 90170200 21030106
Procyon RSM done

System Bootstrap, Version Private [sajjha-blue pgc 109], DEVELOPMENT SOFTWARE
Copyright (c) 1994-2025 by cisco Systems, Inc.
Compiled Fri Jun 13 14:17:01 2025 by sajjha

Current image running: Boot ROMO
Last reset cause: LocalSoft

Disk ID:#0,MSA281400HY-Micron_ 7450 MTFDKBA480TFR - Disk already unlocked
C8570-G2 platform with 33554432 Kbytes of main memory

Enc_5 P2B 1 >

PLTFIX, 3AT w7 A A M—LORHITY,

Router #install add file boo
Encore#$rsalk9.BLD POLARIS DEV LATEST 20250625 033136 V17 19 0 20.SSA.bin
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install add: START Mon Jul 07 14:53:11 IST 2025

install add: Adding IMG

--- Starting initial file syncing ---

Copying

bootflash:c8000aep-universalk9.BLD POLARIS DEV LATEST 20250625 033136 V17 19 0 20.SSA.bin
from RO to RO

Info: Finished copying to the selected

Finished initial file syncing

--- Starting Add ---
Performing Add on all members

*Jul 7 09:23:11.416: SINSTALL-5-INSTALL START INFO: RO/0: install mgr: Started install
add

bootflash:c8000aep-universalk9.BLD POLARIS DEV IATEST 20250625 033136 V17 19 0 20.SSA.binChecking
status of Add on [RO]

Add: Passed on [RO]

Image added. Version: 17.19.01.0.223976

Finished Add

SUCCESS: install add
/bootflash/c8000aep-universalk9.BLD POLARIS DEV LATEST 20250625 033136 V17 19 0 20.SSA.bin
Mon Jul 07 14:53:19 IST 2025

Encore#

*Jul 7 09:23:19.987: $INSTALL-5-INSTALL_COMPLETED INFO: R0/0: install mgr: Completed
install add
bootflash:/c8000aep-universalk9.BLD_POLARIS_DEV_LATEST 20250625 033136 V17_19 0 20.SSA.bin
Encore#

Encore#install activate

install activate: START Mon Jul 07 14:54:14 IST 2025

install activate: Activating IMG

Following packages shall be activated:
/bootflash/c8000aep-firmware ngwic tlel.BLD POLARIS DEV_LATEST 20250625 033136 V17_19 0 20.SSA.pkg
/bootflash/c8000aep-firmware nim ssd.BLD POLARIS DEV LATEST 20250625 033136 V17 19 0 20.SSA.pkg
/bootflash/c8000aep-mono-universalk9.BLD POLARIS DEV LATEST 20250625 033136 V17 19 0 20.SSA.pkg
/bootflash/c8000aep-rpboot.BLD POLARIS DEV LATEST 20250625 033136 V17 19 0 20.SSA.pkg

This operation may require a reload of the system. Do you want to proceed? [y/n]

*Jul 7
09:24:14.874: SINSTALL-5-INSTALL START_INFO: R0/0: install mgr: Started install activate
NONEy

--- Starting Activate ---
Performing Activate on all members
[1] Activate package(s) on RO

*Jul 7 09:25:18.674: $SINSTALL-5-INSTALL_AUTO_ABORT TIMER PROGRESS: R0O/0: rollback_timer:
Install auto abort timer will expire in 7200 seconds [1l] Finished Activate on RO

Checking status of Activate on [RO]

Activate: Passed on [RO]

Finished Activate

SUCCESS: install activate Mon Jul 07 14:55:25 IST 2025

Encore##
*Jul 7 09:25:25.208: %INSTALL-5-INSTALL_COMPLETED INFO: R0/0: install mgr: Completed
install activateJul 7 14:55:31.791: $PMAN-5-EXITAC
Encore#install commit
install commit: START Mon Jul 07 14:59:12 IST 2025
--- Starting Commit ---
Performing Commit on all members
[1] Commit packages(s) on RO
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*Jul 7 09:29:12.013: $INSTALL-5-INSTALL START INFO: RO/0: install mgr: Started install
commit [1] Finished Commit packages(s) on RO

Checking status of Commit on [RO]

Commit: Passed on [RO]

Finished Commit operation

SUCCESS: install commit Mon Jul 07 14:59:13 IST 2025

Encore#
*Jul 7 09:29:13.749: %INSTALL-5-INSTALL_COMPLETED INFO: R0/0: install mgr: Completed
install commit

LTI, £ A= F—=RKTOX YT L— ROFITY,

Router# install activate file bootflash:c8000be-universalk9.17.06.0la.SPA.bin activate
commit

install add activate commit: START Fri Dec 10 18:07:17 GMT 2021

*Dec 10 18:07:18.405 GMT: S$INSTALL-5-INSTALL START INFO: RO/0: install engine: Started
install one-shot
bootflash:c8000be-universalk9.17.06.01la.SPA.bininstall add activate commit: Adding PACKAGE
install add activate commit: Checking whether new add is allowed

--- Starting Add ---
Performing Add on Active/Standby
[1] Add package(s) on RO
[1] Finished Add on RO
Checking status of Add on [RO]
Add: Passed on [RO]
Finished Add

Image added. Version: 17.06.01a.0.298
install add activate commit: Activating PACKAGE

Following packages shall be activated:
/bootflash/c8000be-rpboot.17.06.0la.SPA.pkg
/bootflash/c8000be-mono-universalk9.17.06.01la.SPA.pkg
/bootflash/c8000be-firmware sm nim adpt.17.06.0la.SPA.pkg
/bootflash/c8000be-firmware sm dsp sp2700.17.06.01a.SPA.pkg
/bootflash/c8000be-firmware sm async.17.06.0la.SPA.pkg
/bootflash/c8000be-firmware sm 1t3e3.17.06.0la.SPA.pkg
/bootflash/c8000be-firmware sm 10g.17.06.0la.SPA.pkg
/bootflash/c8000be-firmware prince.17.06.0la.SPA.pkg
/bootflash/c8000be-firmware nim xdsl.17.06.0la.SPA.pkg
/bootflash/c8000be-firmware nim ssd.17.06.0la.SPA.pkg
/bootflash/c8000be-firmware nim shdsl.17.06.0la.SPA.pkg
/bootflash/c8000be-firmware nim ge.17.06.0la.SPA.pkg
/bootflash/c8000be-firmware nim cwan.17.06.0la.SPA.pkg
/bootflash/c8000be-firmware nim bri st fw.17.06.0la.SPA.pkg
/bootflash/c8000be-firmware nim async.17.06.0la.SPA.pkg
/bootflash/c8000be-firmware ngwic tlel.17.06.0la.SPA.pkg
/bootflash/c8000be-firmware dsp tilegx.17.06.0la.SPA.pkg
/bootflash/c8000be-firmware dsp sp2700.17.06.01a.SPA.pkg
/bootflash/c8000be-firmware dsp analogbri.l7.06.0la.SPA.pkg
/bootflash/c8000be-firmware dreamliner.17.06.0la.SPA.pkg

This operation may require a reload of the system. Do you want to proceed? [y/nly
--- Starting Activate ---
Performing Activate on Active/Standby
[1] Activate package(s) on RO
[1] Finished Activate on RO
Checking status of Activate on [RO]
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Activate: Passed on [RO]
Finished Activate

--- Starting Commit ---

Performing Commit on Active/Standby
[1] Commit package(s) on RO

Building configuration...

[1] Finished Commit on RO
Checking status of Commit on [RO]
Commit: Passed on [RO]

Finished Commit

[OK]

*Dec 10 18:14:57.782 GMT: %SYS-6-PRIVCFG_ENCRYPT SUCCESS: Successfully encrypted private
config fileSend model notification for install add activate commit before reload
/usr/binos/conf/install_util.sh: line 164: /bootflash/.prst_sync/reload_info: No such
file or directory

/usr/binos/conf/install_util.sh: line 168: /bootflash/.prst_sync/reload_info: No such
file or directory

cat: /bootflash/.prst sync/reload info: No such file or directory

Install will reload the system now!

SUCCESS: install add activate commit Fri Dec 10 18:15:23 GMT 2021

ROUTER#

*Dec 10 18:15:23.955 GMT: S$INSTALL-5-INSTALL COMPLETED INFO: RO/0: install engine:

Completed install one-shot PACKAGE bootflash:c8000be-universalk9.17.06.0la.SPA.binDec
10 18:15:27.708: $PMAN-5-EXITACTION: RO/0: pvp: Process manager is exiting: reload action
requested

Initializing Hardware

Checking for PCIe device presence...done
System integrity status: 0x610
Rom image verified correctly

System Bootstrap, Version 17.3(5r), RELEASE SOFTWARE
Copyright (c) 1994-2021 by cisco Systems, Inc.

Current image running: Boot ROMO

Last reset cause: LocalSoft
ROUTER platform with 8388608 Kbytes of main memory

Press RETURN to get started!

ROUTER#

ROUTER# show version

Cisco I0S XE Software, Version 17.06.01la

Cisco IOS Software [Bengaluru], c8000be Software (X86_ 64 LINUX IOSD-UNIVERSALK9-M),
Version 17.6.1la, RELEASE SOFTWARE (fc2)

Technical Support: http://www.cisco.com/techsupport

Copyright (c) 1986-2021 by Cisco Systems, Inc.

Compiled Sat 21-Aug-21 03:27 by mcpre

Cisco IOS-XE software, Copyright (c) 2005-2021 by cisco Systems, Inc.
All rights reserved. Certain components of Cisco IOS-XE software are
licensed under the GNU General Public License ("GPL") Version 2.0. The
software code licensed under GPL Version 2.0 is free software that comes
with ABSOLUTELY NO WARRANTY. You can redistribute and/or modify such
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GPL code under the terms of GPL Version 2.0. For more details, see the
documentation or "License Notice" file accompanying the IOS-XE software,
or the applicable URL provided on the flyer accompanying the IOS-XE
software.

ROM: 17.3(5r)

ROUTER uptime is 0 minutes

Uptime for this control processor is 2 minutes
System returned to ROM by LocalSoft

System image file is "bootflash:packages.conf"
Last reload reason: LocalSoft

This product contains cryptographic features and is subject to United
States and local country laws governing import, export, transfer and
use. Delivery of Cisco cryptographic products does not imply
third-party authority to import, export, distribute or use encryption.
Importers, exporters, distributors and users are responsible for
compliance with U.S. and local country laws. By using this product you
agree to comply with applicable laws and regulations. If you are unable
to comply with U.S. and local laws, return this product immediately.

A summary of U.S. laws governing Cisco cryptographic products may be found at:
http://www.cisco.com/wwl/export/crypto/tool/stgrg.html

If you require further assistance please contact us by sending email to
export@cisco.com.

Technology Package License Information:

Technology Type Technology-package Technology-package
Current Next Reboot

Smart License Perpetual None None

Smart License Subscription None None

The current crypto throughput level is 250000 kbps
Smart Licensing Status: Registration Not Applicable/Not Applicable

cisco ROUTER (1lRU) processor with 3747220K/6147K bytes of memory.
Processor board ID FDO2521M27S

Router operating mode: Autonomous

5 Gigabit Ethernet interfaces

2 2.5 Gigabit Ethernet interfaces

2 Cellular interfaces

32768K bytes of non-volatile configuration memory.
8388608K bytes of physical memory.

7573503K bytes of flash memory at bootflash:.
1875361792K bytes of NVMe SSD at harddisk:.
16789568K bytes of USB flash at usbO:.

Configuration register is 0x2102

UFiE, Y7 U 2T DA ANV EKTTLHETT,

Router# install abort
install abort: START Fri Oct 29 02:42:51 UTC 2021

This install abort would require a reload. Do you want to proceed? [y/n]
*Oct 29
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02:42:52.789: $INSTALL-5-INSTALL_START INFO: RO/0: install engine: Started install aborty
--- Starting Abort ---
Performing Abort on Active/Standby

[1] Abort package(s) on RO

[1] Finished Abort on RO
Checking status of Abort on [RO]
Abort: Passed on [RO]
Finished Abort

Send model notification for install abort before reload
Install will reload the system now!
SUCCESS: install abort Fri Oct 29 02:44:47 UTC 2021

Router#

*Oct 29 02:44:47.866: SINSTALL-5-INSTALL COMPLETED INFO: R0/0: install engine: Completed
install abort PACKAGEOct 29 02:44:51.577: $PMAN-5-EXITACTION: RO/0: pvp: Process manager
is exiting: reload action requested

Initializing Hardware

Checking for PCIe device presence...done
System integrity status: 0x610

System Bootstrap, Version 17.3(4.1r), RELEASE SOFTWARE
Copyright (c) 1994-2021 by cisco Systems, Inc.

Current image running : Boot ROMI1
Last reset cause : LocalSsoft
C8300-2N2S-6T platform with 8388608 Kbytes of main memory

Press RETURN to get started!

LIFiE, show =~ > R AHIT,
show install log

Device# show install log

[Olinstall op boot]: START Thu Oct 28 22:09:29 Universal 2021
[Olinstall op boot (INFO, )]: Mount IMG INI state base image
[Olinstall op boot]: END SUCCESS Thu Oct 28 22:09:30 Universal 2021

show install summary

Device# show install summary
[ RO ] Installed Package(s) Information:
State (St): I - Inactive, U - Activated & Uncommitted,
C - Activated & Committed, D - Deactivated & Uncommitted

Auto abort timer: inactive

show install package filesystem: filename
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Device# show install package
bootflash:c8000be-universalk9.BLD V177 THROTTLE LATEST 20211021 031123 V17 7 0 117.SSA.bin
Package: c8000be-universalk9.BLD V177 THROTTLE LATEST 20211021 031123 V17 7 0 117.SSA.bin

Size: 831447859

Timestamp: 2021-10-23 17:08:14 UTC

Canonical path:
/bootflash/c8000be-universalk9.BLD V177 THROTTLE LATEST 20211021 031123 V17 7 0 117.SSA.bin

Raw disk-file SHAlsum:
5cde7617a6c71lffbcc73dcd034ab58bf76605e3f

Header size: 1192 bytes
Package type: 30000
Package flags: 0

Header version: 3

Internal package information:
Name: rp_super
BuildTime: 2021-10-21 13.00
ReleaseDate: 2021-10-21 03.11
BootArchitecture: 1686
RouteProcessor: radium
Platform: C8000BE
User: mcpre
PackageName: universalk9
Build: BLD V177 THROTTLE LATEST 20211021 031123 Vv17_7 0 117
CardTypes:

Package is bootable from media and tftp.
Package contents:

Package:
c8000be-firmware nim ge.BLD V177 THROTTLE LATEST 20211021 031123 V17 _7 0 117.SSA.pkg
Size: 2966620
Timestamp: 2021-10-21 20:10:44 UTC

Raw disk-file SHAlsum:
501d59d5£f152ca00084a0da8217bf6f6b95dddbl

Header size: 1116 bytes
Package type: 40000
Package flags: 0

Header version: 3

Internal package information:
Name: firmware nim ge
BuildTime: 2021-10-21 13.00
ReleaseDate: 2021-10-21 03.11
BootArchitecture: none
RouteProcessor: radium
Platform: C8000BE
User: mcpre
PackageName: firmware nim ge
Build: BLD V177 THROTTLE LATEST 20211021 031123 Vv17_7 0 117
CardTypes:

Package is not bootable.
Package:
c8000be-firmware prince.BLD V177 THROTTLE LATEST 20211021 031123 V17 _7 0 117.SSA.pkg
Size: 10204252
Timestamp: 2021-10-21 20:10:43 UTC

Raw disk-file SHAlsum:
a57bed4ddecfd08af3b456£69dllaaeb962865ea
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Header size: 1116 bytes
Package type: 40000
Package flags: 0

Header version: 3

Internal package information:
Name: firmware prince
BuildTime: 2021-10-21 13.00
ReleaseDate: 2021-10-21 03.11
BootArchitecture: none
RouteProcessor: radium
Platform: C8000BE
User: mcpre
PackageName: firmware prince
Build: BLD V177 THROTTLE LATEST 20211021 031123 V17 7 0 117
CardTypes:

Package is not bootable.
show install active

Device# show install active
[ RO ] Active Package(s) Information:
State (St): I - Inactive, U - Activated & Uncommitted,
C - Activated & Committed, D - Deactivated & Uncommitted

Auto abort timer: inactive

show install inactive

Device# show install inactive
[ RO ] Inactive Package(s) Information:
State (St): I - Inactive, U - Activated & Uncommitted,
C - Activated & Committed, D - Deactivated & Uncommitted

No Inactive Packages
show install committed

Device# show install committed
[ RO ] Committed Package(s) Information:
State (St): I - Inactive, U - Activated & Uncommitted,
C - Activated & Committed, D - Deactivated & Uncommitted

Auto abort timer: inactive

show install uncommitted

Device# show install uncommitted
[ RO ] Uncommitted Package(s) Information:
State (St): I - Inactive, U - Activated & Uncommitted,
C - Activated & Committed, D - Deactivated & Uncommitted
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No Uncommitted Packages

AR M—=)LAR I RZEFERALEYI NI Z7A A M=ILD NS D
Woa—F4289
g V7 NIV =2T AL ARN—NVD NI TN a—TFT 4T

BREAARN—NLOWE, 0l BIORYTZ7 b7 =T g yE2FRRTHITIE, RO show
av s REFHLET,

« show install summary
« show install log
* show version

» show version running

B A A b=/ 5 oMo RE
Rk A A M= VIZET ORBEAZ R T 51203, koa~vr RaHLET,
« dir <ingtall directory>

« mor e location: packages.conf

« showtech-supportingtall : = ® =2~ > KA A b— UERICHEA OEH % F~T % show
awr REHBEICIATLET,

« request platform software trace archive target bootflash <location> : Z D =~ RiX, #kf4
DY u— RUKICY AT A ETETENTVETRTOT B ACHEBT 53 XTO bk
L—=2u 7 %7 =047 L, ZOERERESNIEITICREFELET
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ROMMON ¢& 10S Z[ERFICT v 77 L — KT 385481%,. ROFIEEZFEITLET,

e XEA A—=VEN—HF|IZabt—L, FTILWA A=V ERA LV MTBHEIICT— AT A
ERELET,

*« ROMMON X 7 —2 % L—H|Zat™— L, ROMMON 7 v 77 L— RZF[T L £7,

—FEVa—FRL, FiILWXEA A—YDIOS a7 N CEBTAHAZEE2HALTE
_a‘o

« show platform Z i L T, # LVYROMMON A A —VNIEFIZA VA M= SN/l &%
gt L £
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TiISHERORE~DY Y

ZOETIE, PIHBRE~DY By MEREE . ZOBEEAHH L TL—Z Rk, 7130
ATDSEAITHERE T D RABICE T T 2 FIEIZ DWW T L £,

o TIHHAREOIRRE~D Y &~ MIBIT DHERERH (77 =X—)

c IHIRE~DY v MBI HER (78 X—)

IR E~DV Y OV 7 =27 BLUON— Ry =27 HR—F (81 =)

c IR E~D Y ' v NETOFHESRMSE (82 X—)

s IR E~D Y & v NEITOHIRFEE (82 X—)

c FIHIRRE~D Y By N EFEITTHHA (82 3—)

cHIRE~D Y vy FOFEITHE (83 =)

s IIHRRE~D Y 'y MEOEME (86 ~—)

TIHHEAROREADY) £y MBI 2R FH

R 12:HARE~AD Y £ BT DHEEFR

s -2 HRETRER
TABH AR OIREE~D U & » | Cisco I0S XE 17.15.4a Cisco I0S XE 17.15.4a LA,
h Cisco 8500 2V — R £ ¥ a7

J—& T, ROa< N3
PR—FEINTWET,

factory-reset all

factory-reset all secure
factory-reset keep-licensing-info
factory-reset sed
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DEAREA~ADY) £y MZET 5155

THRE~DO IV 2y M, T ZAOBHEDOFI T 7 4 Fal—a UFHRBLOA X — |
Tl arZ o Xal—valERE 7 V7T L, LEITO 7 WASHE 2 2 T2IRBEBIC T N4 2% U
ty hTAH T rE AT,

VIR E~D Y v 7w ATiL, factory-resetall =2~ R&MHL CBEFO 27 4 F =2
L—2a UEROAN Y 7T v FER S TG, LEIO 7 AWEREZ | 2 7RBlo v — 22 ) &y
FLET, AIRE~DY Yy b rt RAOFTERMIZ, V—F DAL =T A XL 5T
B0 FET, MET Ty b7+ =L T30 T, @ AT AR E TIEEK 3 R 2560
b ET,

NIST PURGE/CLEAR DOEHE|ZHE~ T, factory-reset all secure =~ > R&EfH L TL—4 %1
Ty L, V—FDKfiA ML —VEREETEET, o, V—F L2 RE) LA A —D13RE
ST, —ZIZROMmon 'R Y7 MIT7 4 —ANNy 7 LET, ZOTmERITILS550 ~2
BRI N0 £97,
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avy kR4 HESNET—4 RESNET—4
factory-reset all secure AFERMNET X LT 778 A A | UE— | Field-Replaceable Unit
£ U (NVRAM) T —%# (FRU) NHDT—4,

OBFL (F 7R — FEEEm X |USB OHNE
7=

FA LR n 7 A AER (BF a7 el
BT /3A AR (SUDID) FiE
HE, AF—( 7Tk
Z7Fx% (PKD) F—, BLW
FIPS (i % —)

2—W—F—F RAZ—}
TS ar74¥al—vg
V. BIOFEITIV T ¥
L—ra v

ROMMON Z5%4

TRTOEZABARET 7 A
NYAT AR IOMEANT —
&O

GE)
TR E~D Y & > b
MIET LIzte, REERMEX B
L—Unb T _RTHEIND
Teh, —HZFYVE—HFX b
L— U F 2T USBICIRIE S U
TNBEA A—=UNLEEIT 5
PVENRH Y FT,

a7 4 Fal—ar LY
2 X DIE

BE

RE LY A S DOfEIL, Cisco
8500 vV —X X T )L—
4 C factory-reset all secure =
~ U REMFHLTEETEE
R
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avY KR4

HESNDT—4

REFSNDZT—4

factory-reset all

RIEFYET VH LT 78 AR
£ (NVRAM) F—¥

Y &— | Field-Replaceable Unit
(FRU) 2607 —4,

OBFL (FrAR— RfEED X
A=

USB ODNE

FA A

074 ER (BF a7
HT /34 Z#A¥ (SUDD) FE
BE, AF—( 752k

Z7F+x (PKI) F—., BLO®
FIPS BHiE# % —)

=W —F = AHF— |
Ty a7 4 F¥al—g
V. BIXOEfTa YT ¥ 2
Lr—ya v

Ay 7 4 F¥al—var LY
22 Dl

factory-reset keep-licensing-info

ROMMON Z%5

TRCOEZIARFEGET 74

VAT LB LIOEAT —

2,

FA® L AT — R LLDF | VT NVaa—Y—F=F Y T

& (RUM) LAR—F (=7
RAGRT A & AR L
A—1)

Z)—T > F LYV DERTE

fEFRRT L AR — ~ OFERITE
(%18 LTt D ACK, A/
Va— )L ENT-RD ACK., fx
BIROLER— T v a)

2A<w—bI7A B ARES A
—

&4 /34 2 ID (UDI) 1548

a— K

A<w—hIF7A4 L AURLT —
5

CSSM 1 552 1T Bl » T2 R
-

SLAC., SLR &G =a— DV
S—m— R

THHREFIZA v A h—L X
AW YN
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avY KR4

HESNDT—4%

REFSNDZT—4

factory-reset sed

RIEMET H LT 78 AR
£ (NVRAM) F—¥

Y &— | Field-Replaceable Unit
(FRU) 607 —4,

OBFL (F»AR— RfEED X
A=

USB D%

T A

a7 A ER (B% a7 2l
BT /3A AFB1F- (SUDD) Gk
HE, ABF—( 7T A b
Z7F % (PKD F—, BLW
FIPS B —)

=W —F = AHF— ]
Ty a7 4 F¥al—g
V. BIXOEfTaYy T ¥ 2
Lr—ya v

ROMMON Z$

SED )& 4 A7 DT
DF—H,

a7 4 Fal—ar LY
A X DIE

ROKIZ factory-resetsed 2~ RCTHR—FENDT Ty N7+ —LOWHEELRLET,

IS5y bIx—L J—+rI5vva N=FT4RY
C8550-G2 SED A% BALAP
C8570-G2 SED A%} ALY

factory-reset all secure =~ > FCiX, %2 ROMMON 2NEE L E3, o a~r ROEA,
config-register fHIZ DX F 9, Eun¥ vy Fruvra=r7 (ZTP) #ENEy N T v 7 ER
TWL5EE. V=2 PHHIRE~DY Y FFIREZZE T 5L, A—Z 3 ZTP &€ THEH)

LET,

MEHRTEAD)EY FDY IO T7ELV/N—FH T

74— k

IR E~D By hFatRT, RAF U RT e —ZIZNx T, &R MRS E
INTN—ZTHYAR— N TWET,
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I o 4= N 25 8 A2
EIEZTEADY £y FETODRMHRSH
s WMIHIFRTE~D Uy NEFEITTAHRNZ, T RXTHOY T " T =2T A A=, HE. BILOVHE
ANT—BENR I T v TEINTWNDLZ EEZMERLTLLIEE N,
s FIHIRE~D Y v "B EITTOEEIL. BIEOPWN N L 2R L £,

s VAT AR, u—A) (= 7Ty aFEildN—RT 4 A7) IRFESR TS A
A=V HEE SN TWAHEE, fadtory-resetall =~ > KTk, 77— hA A=V DRy 7
T TIMER S IVE T,

e A A=TU N = NMRFINTWVDHILAE TS, factory-resetall secure 2~ > N2k D |
T—=MMA=VEEFLTRXTOT 7 ANEHELET, ZO%A, TFTP £721X USB TR
FEENTVWEAL A=V EFHL V= ZEEHTI20ERH Y 7,

« MIPIERE~D Y &~ F&2FITT S0, ISSU/ISSD (In-Service Software Upgrade & 721
In-Service Software Downgrade) WHEITH TN & ZfER L T 7EE W,

AHZE~AD) £y FEITOFIPEEIE
=B VA= NLENTND Y7 hy =T Ny Fid, PIHRE~DY v NMERZIZ
BrEnEti,

BT L X AT (VTY) v a %) LT factory reset 2~ 2 RINFAT I H6G. W)
WRE~D )y 7R ERADFETHRICE v v a MFETTShEE A

« factory-reset all secure =~ > Rix, AT L2 A 7 (VIY) By a »rTidHhR—F&h
TWEHA,

PHRTEAD Y Y FEFEITT HGEE
« BB (RMA) : RMA O720V—H % U A TIRET D56, T X TORBEER %
HiIbRd 2 = & NEETT,

N—HDRE  BEOHLIBBEIZL > V=2 DT =2 NREINTSGE., V—F 29
REIZT Yy FLTHE, SBROMEHADIZDIZE 5 —EREL2RBTHLERDH D £,

cHAM = FEFH LD AR DERITTRICBEH SO0 ERNHLLE . BUEDOY A b
MORIDYTA MIBET LSy FLET,
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FIE

pgEE~0Uty o5 ]

EAND Yy FOETHZE

1R8O BRI

F2%2 2L T, HIBRB X OMRFFT 2 ®M A Bl L E 3, LEREFRICESNT, LITFIORT
WY a~<r REFITLTLIEEN,

Z2F Y T1 Cisco8500 'V —RX X aT L—F~Da s A

BEE

BHEDODT— M A=V RN E— " A= THANUSBIARFEINTWAEGEAIT., IR E~DY v b
Fuat AZHETAHRIC, BTARA—DNRy 7T v FEER LT EE N,

ATy T2

ZOFNET 45O (a. by oo d) IZHPITVET, BEIA A — P ZRFFE T, NIST DIEHEIZE-
TIRTCOT —HEZHEETLHHAE. FH2a IEWET, MBRERELSLX O —I LT — h XA —T%
R LTERETT — 22 HET H2HE81E, FIE2DICEWET, sed RT7A T EHEETHETOHEE. F
JIE2.c 2V E3, factory-reset 2~ REFEITLTWDHRE, T4 B AEREHEFT D LEND DAL,
FIE 2.d IRV ET,

a)

NIST DAEHE|ZHE - T, factory-reset all secure =~ > R&2FEITL TIHELET,
factory-reset all secure =~ > REfHT 5L, RO v E—IUREREINET,

Router# factory-reset all secure
The factory reset operation is irreversible for securely reset all. Are you sure? [confirm]
This is a NIST CLEAR/PURGE.

The following will be deleted as a part of factory reset:

1: All writable file systems and personal data

2: OBFL logs

3: Licenses

4: Userdata and Startup config

5: Rommon variables

6: User Credentials

The system will reload to perform factory reset.

This operation can take anywhere between 30 minutes to 3 hours

DO NOT UNPLUG THE POWER OR INTERRUPT THE OPERATION

Are you sure you want to continue? [confirm]

The image saved on the router would be lost. The router will fall to the rommon prompt
Are you sure you want to continue? [confirm]
Mar

Enabling factory reset for this reload cycle
Enabling factory reset for this reloa
*Mar 24 08:19:02.634: $IOSXEBOOT-4-FACTORY RESET: (rp/0): % FACTORYRESET : Starting ACT2/AIKIDO

CLEANUP

*Mar 24 08:19:17.289: $IOSXEBOOT-4-FACTORY RESET: (rp/0): % FACTORYRESET : ACT2/AIKIDO Cleanup
done
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*Mar 24 08:19:17.413: $IOSXEBOOT-4-FACTORY RESET: (rp/0): % FACTORYRESET : Erasing Rommon

Variables and Config Register

*Mar 24 08:19:18.400: %IOSXEBOOT-4-FACTORY RESET: (rp/0) : % FACTORYRESET : Successfully erased
the rommon variables and config register

*Mar 24 08:19:18.568: $IOSXEBOOT-4-FACTORY RESET: (rp/0): $ FACTORYRESET : Starting Datawipe
*Mar 24 08:19:18.685: $IOSXEBOOT-4-FACTORY RESET: (rp/0): $ FACTORYRESET : Erasing the storage
devices as per NIST-SP-800-88-r standard:

Executing Data Sanitization...

bootflash

NVMe Data Sanitization started ...

!l Please, wait - NVMe sanitizing /dev/nvmeOnl !!!

NVME Sanitize Status: Successful

NVMe Data Sanitization completed ...

Data Sanitization Success! Exiting...

*Mar 24 08:19:48.948: $IOSXEBOOT-4-FACTORY RESET: (rp/0): Purge non-volatile storage done.

#CISCO C8500-G2 DATA SANITIZATION REPORT#

START : 24-03-2025, 08:19:21
END : 24-03-2025, 08:19:44

-NVMe-

PNM : MSA281400FR

PRV : E2MU200

SN : /dev/ng0Onl

Status : SUCCESS

NIST : PURGE

*Mar 24 08:19:49.357: $IOSXEBOOT-4-FACTORY RESET: (rp/0): % FACTORYRESET : Datawipe Completed
*Mar 24 08:20:02.980: $IOSXEBOOT-4-FACTORY RESET: (rp/0): $ FACTORYRESET : Report save done.
*Mar 24 08:20:03.097: $IOSXEBOOT-4-FACTORY RESET: (rp/0): Factory reset successfull. Continuing

with reboot...
factory-resetall =~ RZEITL T, 7—¥ZHELET,
factory-resetall =~ > N&EHT 5L, ROA v E—UNERINET,

Router# factory-reset all

The factory reset operation is irreversible for all operations. Are you sure?
The following will be deleted as a part of factory reset:

All writable file systems and personal data

OBFL logs

Licenses

Userdata and Startup config

Rommon variables

User Credentials

The system will reload to perform factory reset.

This operation can take anywhere between 30 minutes to 3 hours

DO NOT UNPLUG THE POWER OR INTERRUPT THE OPERATION

Are you sure you want to continue? [confirm]

Factory reset will take a backup of the boot image if the system is currently booted from an
image stored locally. If the current boot image is a remote image or stored on a usb/nim-ssd,
please take a backup of the image before executing this command.

Are you sure you want to continue? [confirm]

Mar

[confirm]

Enabling factory reset for this reload cycle
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Enabling factory reset for this reload cycle

*Mar 24 10:36:43.858: $IOSXEBOOT-4-FACTORY RESET:
bootflash:packages.conf.

*Mar 24 10:36:45.571: $IOSXEBOOT-4-FACTORY RESET:

CLEANUP

*Mar 24 10:37:

done

*Mar 24 10:37:

*Mar 24 10:37:

*Mar 24 10:37:

*Mar 24 11:

*Mar 24 11:
24 11:

*Mar

*Mar 24 11:

*Mar 24 11:32:
with reboot..

Initializing Hardware

32:

32:

32:

32:

00.

00.

01.

01.

04.

07.

09.

11.

15.

098:

596:

458:

796:

869:

262:

568:

(rp/0) :
It will be restored to bootflash:

(rp/0) :
%IOSXEBOOT—4—FACTORY_RESET: (rp/0) :
%IOSXEBOOT—4—FACTORY_RESET: (rp/0) :
%IOSXEBOOT—4—FACTORY_RESET: (rp/0) :
%IOSXEBOOT—4—FACTORY_RESET: (rp/0) :
%IOSXEBOOT—4—FACTORY_RESET: (rp/0) :
%IOSXEBOOT—4—FACTORY_RESET: (rp/0) :
%IOSXEBOOT—4—FACTORY_RESET: (rp/0) :
%IOSXEBOOT—4—FACTORY_RESET: (rp/0) :
%IOSXEBOOT—4—FACTORY_RESET: (rp/0) :

pgEE~0Uty o5 ]

Taking a backup of
after factory reset is complete

% FACTORYRESET Starting ACT2/AIKIDO

% FACTORYRESET

ACT2/AIKIDO Cleanup

Erasing file system
Erasing file system

Erasing file system

Erasing file system

Erasing file system
Erasing file system
Erasing file

system

Factory reset successfull. Continuing

factory-resetsed 2~ REFEITL T, sed R7A 7 EHELET,
factory-resetsed =2~ RZMHT 5L, RDOA v =V BRERRINET,

Router# factory-reset sed

)

% Warning:
SUCCESS

Router#
Router#

* Kk Kk

factory reset on SED drive reloads router
Do you want to continue?

(yes/[no]): yes
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*** ——— SHUTDOWN NOW ---

* Kk Kk

*Jan 14 00:48:41.482: $SYS-5-RELOAD: Reload requested by console. Reload Reason: Reload due to
factory reset on SED.Jan 14 00:48:48.499: $PMAN-5-EXITACTION: R

Initializing Hardware ...

d) factory-reset keep-licensing-info =~ R&FEITLTCTA BV AT =X Z{RFFL 7,
factory-reset keep-licensing-info =~ > R+ 5L IRDOA v =V BRERRSINET,
Router# factory-reset keep-licensing-info

The factory reset operation is irreversible for Keeping license usage. Are you sure? [confirm]
This operation may take 20 minutes or more. Please do not power cycle.

Dec 1 20:58:38.205: $PMAN-5-EXITACTION: R0/0: pvp: Process manager is exiting: process exit with
reload chassis code

/bootflash failed to mount

Dec 01 20:59:44.264: Factory reset operation completed.

Initializing Hardware ...

Current image running: Boot ROM1L
Last reset cause: LocalSoft

ISR4331/K9 platform with 4194304 Kbytes of main memory
rommon 1

ATv 73 confirm E AN L CHHIRE~DY > FEHAITLET,

G¥)

VIR E~D Y By FFat 2OFFEBREIX, L—F DA L —0% A ko> TERRY F4,

SR ATy N T T SONDL3IFRIERE CEET, HHERE~D Yy b et R EKTT 5
A%, Escape ¥ —%MLE,

NEAZREAD) £y FMEDENE

PHIRE~DU Yy MR ERIZTETT5E, —2NEEHLET, =720, FIHERE~DY
Ty N TR BEARRBINDENZ, 27 4F a2l — g3 LY AZH ROMMON 75 F#)
TEHBIT LI ICRESNTWEEE, L—4% X ROMMON TiE1E L E T,

A<w—h NI4TV AZBRELZD, #showlicensestatus 2~ REE(TL T, f LV AX AT
A= TA B AREN > TWANE I nEF v 7 LET,

\}

GE)  WHRE~DV vy hEFEITTAHRNCHETA B ATREAENI L TWEEAIE. RUTA
B AEHHAL, Av— b=V b ZITERSTETIA B AXF—2 AN LET,
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Security-Enhanced Linux @4 7R— k

Z OE T SELinux DEREIZHOWTIBA L F 9, BN ZRNEITRD LB T,

o BEE (87 X—Y)

« SELinux OHFFESEM (87 ~—)

e SELinux OF|[EEFHIHE (87 ~=—3)

* SELinux (ZBA3 21 (88 ~<X—2)

+ SELinux DX E (88 X—1)

* SELinux O AH ML OHERR (90 ~=—)
«SELinux D N T 7V a—F 4 7 (91 ~_—3)

Security-Enhanced Linux (SELinux) %, Linux 7 —R/LV X2 VT 4 EVa2— /L LT AT A
2—7 4 VT 4 TR END VY = —v 3 U C, 5877 TZH#K 72 Mandatory Access Control (MAC)
7 —%7 7 F ¥ % CiscoIOS-XE 77 v b 7 # — LTHHIIAR F T,

SELinux (21 3B&% M & B EME D BEEIZ IS W TIHF A DT 2 72O OYER A 1 = X L )Mo -
TWET, ZhIcky, 77V =230 DbX 2 T 4 A D= RLDRE RN N ZADH
B L, EEDOBHLT TV r—2a Y RRMOHLT 7V r—a ko THIEEZ S
OO H HEELE CiIADL Z N TEET,

SELinux D HEjIEEH

COKREICBT S EADOEMIH Y FHA,

SELinux D #I[fREIE

Z OREICBIT D RFEDOHIRIZH V £H A,
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SELinux [ZR89 2 1F%R

SELinux D

SELinux 0%

SELinux |2 —H =71 77 ALV AT A —E A% Bl Y THNIMEE FZITT 572012
BT 72 D e/ NROMERRIC IR 2 38 7 7 & ZHIER Y > —Z2@EA L4, Zhicky,
Ry T 7DF—R—=T7a—LREIARLICL-T) BREShERS, E2ELSEL N
LOTR T T AT —E L ORIDHNNE TR S E T, X, CiscolOS-XE~7' 7 > k
74+ —LTMAC ZHH 2 Z LIk 25/ MERDIFRIOFEM 72 FIETT, ZOHIRA D=
R MNT. TERD Linux 77 & A A =X 2 L 13MS7 U CHBE L $4, SELinux /%, 77U
r—=var7a AN ) Y —AF TVl bADT 7B AERIEIT LR —%ERT DK
BRI LET, 2k, et 2BEEoRMRER L HIREZAICTE £7,

SELinux |X, ¥ AT A THMI > TV 554, Permissive £— K £ 7213 Enforcing E— KD
W TEEL £7,

s Permissive &— KT/, SELinux IRV o —ZmHET, VYV —RT7 7 BARY o —DiE
RIZE S TRELEEGDO VAT LAu 7 OHEERLET, BMEFEGINT, UV Y—X
T I EARY =ERICOWNWTORE ZICiskSNET,

« Enforcing £ — R Tl SELinux RN U > —2FZNTH0 BHINES, 77 EBARY —
N NZEESNTY Y —=RAT 7B RAEEAR L, VAT Lu 72/l LET,

PAR—F S TWD CiscoIOS XE 77 v b 7 4 — A TliE, SELinux |[£7 7 4 /1 I T Enforcing

E— RTHMNZ/Z2 > TWET, Enforcing &— R TlE, MBERFFAIRY O —% 2o\ AT A
UY =27 7 ALEK E LT, BEEG SET, IHERBET L L. EKEEIX
KL, AT LA R ER S E T, Enforcing®— KT, YV a—t a3 idi7 7 RAEK
BilkE— FCHREL £7

=L

axX AE

Enforcing “&— N C SELinux #%HE & A 00 £ 72 13HAET 2 72 DI LB 72BN D BAAE0R E FIE
TH 0 =EA,

SELinux O#EFED —H & LT, RO =a~ > FPEASHTHET,
platform security selinux {enforcing | permissive}

show platform software selinux

E (EXEC E— k)

set platform software selinux ==~ > K& i} L C, EXEC ®€— R C SELinux Zi% /&€ L £,
WKIZ, EXEC “E— RCT® SELinux ¥ EDFI %R~ L E7,

Device# set platform software selinux ?

default Set SELinux mode to default

enforcing Set SELinux mode to enforcing
permissive Set SELinux mode to permissive
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seLinux D&% (CONFIG E— 1) ]

SELinux MEXE (CONFIG €— F)

SELinux 05l

platform security selinux =~ > RZfEH LT, =27 4 ¥ = L—3 3 F— F T SELinux ZiX
E]\/i@—o

’OFIL, CONFIG F— K TO SELinux R EZR L TWET,

Device (config) # platform security selinux

enforcing Set SELinux policy to Enforcing mode
permissive Set SELinux policy to Permissive mode

Device (config) # platform security selinux permissive
Device (config) #
*Oct 20 21:52:45.155: $IOSXE-1-PLATFORM: R0/0:

SELINUX MODE PROG: Platform Selinux confinement mode downgraded to permissive!

Device (config) #

RIZ, “&— R% Enforcing 2> 5 Permissive [ZZ W L7=HE5OH Il Z R LET,

“*0ct 20 21:44:03.609: $IOSXE-1-PLATFORM: R0/0:
SELINUX MODE_PROG: Platform Selinux confinement mode downgraded to permissive!”

KIZ, &— K% Permissive 7> 5 Enforcing IZEH L7z5& O NI Z R LET,

“*<O0ct 20 21:44:34.160: $IOSXE-1-PLATFORM: RO/0:
SELINUX MODE PROG: Platform Selinux confinement mode upgraded to enforcing!”

\}

(3)  SELinux T— RREFEIND &, TOLEEEF AT A BF 2T 0 AR MERRES, S

AT T A yE—URNAERSHET,

Syslog Avt—21)2J27L2UR

BWREXE-_—FE=v’ %SELINUX-1-VIOLATION

HREDE R VAl e A=274

Avg—v YL

A vl—Y O VI—=ADT 7 EBARY =N FELRNT

Ot 2 CLoT, VY—AT 7 BANETE
NWE Lz, BT 7 7hRESH, VY —
AT PR APESEINE L, TuktRY V—
AT 7 RABEE SN E W I BERE GV
AT Aa T RERSNE LT,

aVR—F 2 b SELINUX
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» show tech

i

HWREEXE_—E=vY %SELINUX-1-VIOLATION
HESELLE WOBEE R 2 IR~ 7 A /L & LT CiscoTAC

I ZHEHE S TE S,
e VY I)VETIITV AT AIHIIE LD
EBYVDOAyE—Y
-support =< ROH) (T%
A7 7AN)

e IRy T AINHD Btrace 7 7 A VDT — T
A7 WO a~<r REHEH)

request platform software trace archive
target <URL>

- show platform softwaresdlinux =~ > K

WIZ, syslog A v E—V Dl ERLET,
i1

*Nov 14 00:09:04.943: $SELINUX-1-VIOLATION: R0/0: audispd: type=AVC
msg=audit (1699927057.934:129): avc: denied { getattr } for pid=5899 comm="1ls"

path="/root/test" dev="rootfs" ino=25839
scontext=system u:system r:polaris iosd t:s0

tcontext=system u:object r:admin home t:s0 tclass=file permissive=0

2 -

*Nov 14 00:09:04.947: $SELINUX-1-VIOLATION: R0/0: audispd: t type=AVC
msg=audit (1699927198.486:130) : avc: denied { write } for pid=6012 comm="echo"

path="/root/test" dev="rootfs" ino=25839
scontext=system u:system r:polaris_iosd t:s0

tcontext=system u:object r:admin home t:s0 tclass=file permissive= 0

SELinux O &N DHEEE

show platform software selinux =~ > K& {fH L T, SELinux

Device# show platform software selinux

IOS-XE SELINUX STATUS

SElinux Status : Enabled
Current Mode : Enforcing
Config file Mode : Enforcing
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selinx » +5 Iy a—5 125

- — N ~ — ~ N
SELinux D S 2L a—FT4 2D
TNA AETE Ry b U—2 T SELinux ENX DA VAKX o ANRHDHEEL. ROFEH % Cisco
TAC IZHERK L T &,
s V= NNFEIF VAT LU TICHEIIENDERBV DA vE—, WRIZHIERLET,

device#request platform software trace archive target
flash:selinux btrace logs

« show tech-support =~ > KO (FF A N7 7 A V)

e ARy T AMBD Btrace 7 7 A NVDT — A7 ROz~ Ruaffif)

request platform software trace archive target <URL >

« show platform software selinux =~ > RO H /)
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11 =
= A Rt DI E

CiscoHA (N TXATEUT 1) 12XV, Xy NT—=27 DO LD THRET HEENLD
EEE N AIRRIC 2 Y, Ry MY — I B CORENFEBL I E T, CiscoHAZHHT 2 &,
Fy NT—=DON—FR7=2T7BIONY 7 by =708 L, TS OEEEIENATREE 72 5
72, 22—V BXORy U= TV r—ya o ~OREEOHGRMENRIES L E T,
Cisco 8500 vV — R X 2 T /L—HMEHDO N N— R 2T BIORY 7 "I =T 7T —%F 7 F ¥
F. HoDERY NT—T AR NOFRERIL—Z DT v F XA ARt + 5 X 5123
EINTWDEED, TXRTOFRY NT—7 U F VA THRRIEOT v 72 A NEEITIINEB L FE
7T
ZDIH A FTIE, Cisco8500 U — X & 2 7 /L— M E D& ORIz >V THEH L E
T, TOv==2 TV, EA AT AREAMBAIEEE I TWER A, 72, Cisco
8500 V=X tF 27 /—F ELFEMRICRE SN, BASHTWAHMO T X a)L—& T
TEAHE ] AMEEORALEE SN TWETAL, TOFEL T, Cisco I0S FEREIZRET 5
BEBIO~v=a 7 VE2ZBR LT, O Z2aD75y N7+ —ALTHEHTE, Cisco 8500
VY —=X X a T —F ECHERRICEET 5 m e SRS T o E#R e AF L TLES
AN

o ZOETRNT HEREIEHROAFSHE (93 X—)

« B (94 _—7)

«Cisco 8500 >V —X X a7 /L—F DY 7 7 =T UEME (94 2—)

C AT = TN ALy F A== (95 =)

e [Psec 7 =— /LA — X— (96 X—7)

« BRI 7 AU —T 4 TR (96 X—2)

CHDETHEBNT SHEEBHMODAFAE
CHEROYVZ N 2T VY —RAT, ZOFEY 2 — /LTSNS TR TCOMERTR— S

TS LIFRY EH A, BFOKREHER L IEEFHIIOWTL, ZHHOT Ty b7 —4 L
V7 b7 V=R LT V=R — bR LTIES 0,
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TTv RN T —LOYR—=EIBLOVAT VT MU =T A4 A—=VOHR— MNIBETHHEHRE
589 5121, Cisco Feature Navigator i L £, Cisco Feature Navigator (213,
http://www.cisco.com/go/ctn 7257 7 E A LE7, Ciscocom DT AT MILEH Y £/ A,

ZDEZ T a T, Cisco8500 >V — XX 27 —F DX F I F 2ol ORIz OV
THHALET, AR, ko LBV T,

Cisco 8500 ') —X X1 7IL—2DY IOz T7RE

1%

OB, RO R E v 2 IZOWTRY BIFET,

VIO T7RARMEDEE

Cisco 8500 vV — X EF 2 7 /)L—X T, 10S 1ZARVL—TFT 4 VT VAT LNDOEL DT etk
AD12ELTHFEITENET, ZOAIE, CiscolOS NTTRTOTavARNFETINTND
HEH D CiscolOS 1T 72D £9, Cisco8500 >V — XX o T —X DTk Ax L L TDIOS
DFEANZOWTIL, TI0SasaProcess] EZ7 v ay Q~7—) ZZRLTLL7ZI0,

ZOT—FT 7 FxIZLY, CiscolOS V7 b =T EZBBT H5ZD0MDT T v N T+ — AT
WA TE WY 7 MU =T OINEMRFER LET, A RA108STutvRE, 77747
I0S 7rEALFEULURP ECHATAHZENTEET, ZOARAX LA 108 7FrE A, 10S
WCHEENRAE LTGROV BRI N TEET,

2 D0 Ciscol0S 7Ot XNDERTE

FIEOHE

Cisco 8500 >V —X X 27 /L—&F TlL, CiscolOS BNEL D Fat 2D 12+ LTEITIN
FT, 20T XTI F XL, V7 MU =2TOREMEOKESEYR— N LET, BEEMICIT,

AH 234 CiscolOS 711® A% 7T 77 47 CiscolOS 7kt A LR UL — b7 vt v ¥ T

4252 LM TEET, CiscolOS TREENEALEEA. VAT AT AKX 3 CiscolOS 7
nERZEYBEDY £7,

enable
configure terminal
redundancy

mode SSO

exit

reload

ok wnNn-=
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| saRtonE

AT—bINWRA Y FF—1— .

FIEDEEHE
FIIE

AU RFEREET7TIVa Y ]3]

AT 71 |enable FitE EXEC E— REZ AT L E T,
il - e NAU— R AN LET (EREINTEHE)
Router> enable

AT J 2 |configureterminal Ja—rYL Ay T 4 Xalb—ay T— REth
) - LET,
Router# configure terminal

AT 7 3 |redundancy Rary74F¥alb—varE®—FalnLET,
i :
Router (config) # redundancy

AT 7 4 | mode SSO SSOZRELET, ZDa~wr RBRALEND &,
Bl - TWRA—/N= APV u— &, SSO

F— FNCEELZBRM L £,

Router (config) # mode SSO

ATy 75| exit a7 4 Fal—varyE—REKRTLT, Zu—
il - a7 4 FXalb—var EF-RIRYET,
Router (config) # exit
I -
Router #

AT 76 |reload I0S%#Vmr—RLET,
i) :

Router # reload

AT— kIR Y FF—N—

Cisco8500 >V — X &% = 7 /L —& TlE. Stateful Switchover (SSO) ZHfH L T, 2&F A DIOS

TRE AR HLRTETET,

Cisco8500 ) —X ¥17 L—4 VI bz 7HEEHAF



s AtoBE |
B ssozgooranssvrius—vay

SSO (X, NSF t#fET S &, SO EHRELET, SSOIZLD, 7271108 FrER
WXFICAT— MR CTEET, F72. A v TF A== LETILLE, /AT T
T —F 4 VPN E o TR v TFF— =N — AL AIZFTENET,

NSF/SSO DFEMIZ2UNTid, [Cisco Nonstop Forwarding] ~ == 7 LV EZZR L T 7E S0,

SSOEH IO raILBEIUV 7T r— 3y

SSOIZE»THR—bENDTA > T bharet 77U r—a 4L, SSO Rk Th HMH
N ET, BIEST 1 h L), RP AL v T A — =% TH, LT EnRER
<EMELET DA, TOMRELT 1 k2L SSO RT3, SSO#M 71 FaLBs LT
TV =g DAT—MERET 7T A TN AZUAALIC@WT 52k, 2hbo
Za balrBrORT U r— a3 TOSSO NEHREINET,

SSOFEHHOTa halrBLI XTIV r—2a v ORE. AT — b 2XAFI v 7IT{ERRK LT
By AA v FA—N—WFIRbNDTZD, AA v F A —"—OEICHYIHE & FEEISMLIEI
ANL/I S

N—2 EOEDT v kLR SSORETH 20 EfERT HI21E, ROa~v L REFHLET,
show redundancy client % 7213 show redundancy history

IPsec 7 = —)LA—/\—

IPSec 7 = — VA — "—[%, BAZ~—DIPsec kv b T — 7 OEEBEEN (F7-1% 0 M)
EHCTHREE T, Bk, ZHUEED (T2 T 47 7) W—XIZMATILE (AZ 2 31)

N—BEMATHZLETERAINTWET, 77T 4 7 A—F ML NOBATHEHATE 2L
RHE, AFUNRAL L—H L, IKE BE N IPsec DALHEZ 5| k& £4, IPSec 7 = —/LF—
N, AT—hFAVRA T 2= VA —N"—BIORAT— N7V 7 x—)LA—_—O 2 FFHD
AT AVIZHEINET,

Cisco 8500 vV — R tX 27 /L—FDIPSecid, AT —hL AR T = A )VF—"—DH &P HR—
MLET, AT— MLV R T z2— VA — =T, Ky N AHX A )L—% 7 kL (HSRP)
DEHIRTe harvEFHLT, 774~ InbvI X U~DTy FA——%T\, &5
T 7T 4 T7TBIORZ U ANALADVPN T — T = A ZFF] LC, LEORETP 7 R R &4
BIHZLENTEET,

WNARIZAT—T 4 0 TEH

WH T 4T —F 4 7 (BFD) X, T XTOAT 4T A7 7wk, hARad|
BLONV—TFT 4 7 7a a)vOizOIZ R CORE S A ER I 219 5 72 DICiEh S
N7 e b3 T, EREIEE N A EFERHICNZ T, BFDIExR v U — 7 FHE I TRE
Mod AEERETEEZRELET, Xy PU—ZEHEEIIBFD 2+ 52 LT, &
FHRN—FT 47 7 a Fa/LOHELLO A B =X LZ LY | BEREE Tz < —ElHE Tk
NRABEF R TX B0, Xy hNT—2 Tua 754V v ITBLXOT T = IREBICRY
T3, F7o. HICRREROEAEVER R, TRIFREIC R D 97,
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| saRtonE
mrmz+r7—71 oo ]

Cisco 8500 > — XX 27 /N—XTlL, IPv4 A X T 4 v 7 /L— KH® BFD & BGP [H® BFD
NI R—FENET,

BFD OFEIZ oUW Cid,  [Bidirectional Forwarding Detection] ¥ == 7 /L& B L T 72X,

Cisco8500 ) —X ¥17 L—4 VI bz 7HEEHAF
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saAtoBE |
B srasro—5oomm
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5 12 =

i

Cisco8500 'V —RX X a7 L —Z |2, 1 OOXHE Y A —H %y NOHEHA —H %> K
A EBE—=T 2 A ANBY T,

o ZOETHRIT DR HOANFHE (99 ~—)

« Bk (99 ~X—)

e XHEY b A=V Ry NEHA U H—T = ZAOME (100 <—)

XAy b A=V xRy b R—FOFES (100 <—)

« ROMmon B L OVEHA —H % F R—FDIP 7 R ALE (100 ~<—)

XY b A=V Ry NEHA L H—T A AD VRF (101 _—)

cHEDA —V Ry MEBIZ X7 (101 X—Y)

CHOETRNT SHERROAFHTIE

THHOY 7 2T VY =R T, ZOEV2a— /L THASNE TR TOMENFR—FSh
TS LIFRY FH A, B OKRER# L EEFHIIOW T, THEAOT 7 v 73 —Lat
V7R =7V —RZSE L) V=R — FEZRLTLZI0,

TIT v R T A —ADOYR—=IBLOV AT YT T =T A A—VOPR— MIETHHERE
529 51213, Cisco Feature Navigator {1 ] L £, Cisco Feature Navigator (213,
http://www.cisco.com/go/ctn 7257 7 A LE9, Cisco.com DT A7 MILEH Y £ A,

B X

IO =a2 T WL, WONEBETHER I TWHET,

Cisco 8500 ') —X H 27 IL—FR VI bDzTHREHAAK .


http://www.cisco.com/go/cfn

BEEA—HRY F A0 8—T A 2DEA |

B =rcvrr—vxorgE L T 20BE

FHEY P A—URY FEEBSAVA—T 4 RDBE

DA VHE =T oA ADBWE, 2—FPN—F ETEBA AT EEZIT L9152 ¢
TY, AR, A F—T 2 A ANFRTRENZ Ry NT—7 NT T 4 v 7 PRk I
D, 72, FEALEOEARIFTEEETE R0 LETH, Tehnet BEOEF=27 v =/b
(SSH) ZREHTIUL, W—HF~DOT 7 EANRAREL 72D, L—F EDIFE AL EDOEFEHZ XY
EEITTHZENTEET, ZOA L F—T A AL, V—FBNV—F 4 7 %BET 5HH
M, FTAEXSPA AV H—T 2 A ANIET VT 4 TR N T TN a—T 4 U 75T IGAIC
AR eBREZ IR L £ 9,
BHA =Ry b AU F—T oA ATIE, ROMTEBELTIEEN,
e A HE—T 2 A ATHFR—bFENDNL—T v K 7 a haiid, IPv4, IPv6, 35 KTV ARP
72T,
e A=Y Ry NEBIA L F—T 24 AX, BENHEZOMD Y —A A F—Tx A AL L
TIEHCTE A,
cEHA—HF Ry N AU F—T A A X, BHED VPN L—T 4 7B L V% (VRF) O
—E T, BRI OWTIE, A E Y b —V Ry MEBEA L F—T =4 AOVRF (101
R—=) SR L TSN,

FHEY R ALA—HXRYy b R—FDEE

XFHEy b A —P vy MFBLAR— MI, #IZ GigabitEthernet0 T3,
ZDOR— MZIE. CiscoASR 8500 'V —X X a7 /—X FOMOFR—F LREC= 7 4
X2l —vgrE—RTCT 7 EBATEET,

Router#config t
Enter configuration commands, one per line. End with CNTL/Z.

Router (config) #interface gigabitethernetO
Router (config-if) #

ROMmon 5 KV EEBA —H Ry FAR—FDIP7 KL XML

5

Cisco 8500 >V —X ¥ =27 /—& TiX, IP 7 KL A% ROMmon (IP_ADDRESS= } X!
IP_SUBNET MASK==~> F) (2, I0S2~Y RIL v A H—T 2l R (L H—T xA
A ay74F¥al—varE—RTOipaddress =~ F) ZEH L TRETE £,

Cisco ASR 8500 ' U — X &% 2 7 /L—% ETIOS 7 ut A0Bh S /204, ROMmom (2
RESNZIPT RUAREHA YRy b A VX —T 2 ZADIPT KLAL LTEELE
T, [0S 7o B ARBE T T, BEHA -V Ry b A F—T = A& L T D51,

[0S CLI ®A > % —7 = A A Gigabit Ethernet 0 DR ERHZIRE L7 IP 7 KL AR, EH A —3
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| gBA—9Fy b 122 —T 4/ ROER
FHEY b A—Hhy hEES V2724 2O VRF ]

I b AHE =T A ADIPT FL ALY E£F, ROMmon TEZINTZIP 7 KL AL,
10S e ANIET VT 4 TR ITIA v XA —T oA AT LA LTHEHEINET,

Z D7, ROMmon & IOSCLI THEESN/ZIP 7 L AIXFE—I22y , A —HF %y b A
VHE—T oA AT RPHERR CHEEICHERE L £,

XHEY b A—U2Ry FEEBAS 23— 24 XDVRF

FHEy b A=V Ry NEEA VX —T =4 XX, BEIWIZHE D VRF O— & 7> T E
T [Mgmt-intf] &9 4RO VRF 14 Cisco 8500 U —X & F 2 7 /b—% L THBEICHRE
I, FEHA IRy A F—T oA ZAFHERVET, MOA 2 H—7 = A AL D VRF
WWIMATEERTA, LER->T, ZOVRFIZwAT T a a3~ XA vF 7 (MPLS)
VPN VRF F£7213Z DD R v hU—27 JALO VRF [ZIZZINTE £ A, Mgmt-intf VRF (3,
N—T Ny ) B =T 2 AP R—MLET,

BHA—Y Ry b A H—T 2 A AZBHHD VRENICERETSH L, A —V 2y b A
B —T oA ANZRD LD REPNRBELET,

* VREINTIXZEOMEREZ X E L CTHEHAT2MENRH L7280, FFEDFEA —H 3% v MEHE
IZBI LT, CLIZS Cisco8500 3V — X bF 2 7 )L—& LMD/ —ZDEBRA —HF 2 b
AE—=T 2 AL TRRDLAREERH Y 7,

s NI T 4w IR, —FEFFL BB TE 2V ET, TRTONRA— k& EH
A=V Ry b U E =T oA AFENEFNELRDVRFIZEE S NS T2, FiENT 7 1 v
TITEHA =Y Ry hA UV F—T oA RTERFBTET, WEAR—FPORETLHZENT
ERBRVES, £, FOHFOZ EHWELET,

A H =T A ADEX 2 VT 4 PYEESNET, Mgmt-intf VRF I3 H & O VRF NIZJE T
HZET, MEDOV—T 4 T T—TNARHDLTD, 22— RHRINEEA —T % v b
A B =T oA R IG LTIZGEICET, v— b EHRA—Y Ry hA U F—T =24 ZAD
N—T 4 T T—=TNTBMTEET,

BHA—Y Ry b A X —T 21 AD VRF TiL, IPv4 & IPv6 Dl TOT KL A 77 I N
PR—hrENET,

HEBEDA Yy FEEZIRY
A= PITERA =Y Ry P A F =T 2 RN LTV —F EDIFEALED I AT ZFETTE
£,

ZDOE® 723 TlE, Cisco8500 > ) — X )—% L CHEDO X A7 £330 LIEENLE R X
AZIZOWTHALEY, 722l BEHA—Y Ry b A —=T = ATETTELHTITO
KA EAFEMICRAT b TiEd 8 A,

TR, KOTaEACONTHILET,

Cisco8500 ) —X ¥17 L—4 VI bz 7HEEHAF



BEA—HFy h A28 -T2 Z2DERA |
B vwrzzozs

VRF 5% D &7~
EHA—YFy b A H—T A AD VRF FEIL, show running-configvrf =~ > K%
LT, BRTEET,

Wiz, T 7 )V h®D VRF REDH 2R L ET,

Router# show running-config vrf
Building configuration...
Current configuration : 351 bytes

vrf definition Mgmt-intf
|

address-family ipv4

exit-address-family
|

address-family ipv6

exit-address-family
|

(some output removed for brevity)

BE A —H v b+ VRF D7 VRF (FEHRD R =

EHA —H % > b VRF OFEME#RZ F779 5121, show vrf detail Mgmt-intf =~ > K& A
L/i‘g—o

Router# show vrf detail Mgmt-intf

EEA—YYRYIFAEB—T A AVRFTOTIAI F IL— DX

BHA—Y Ry h A HZ—T 2 A AVRF TF 74 /L F L— FERETHITIE. ROa<w K
EATTLET,

ip route vrf Mgmt-intf 0.0.0.0 0.0.0.0 next-hop-IP-address

N N =A—

EEBA—HRYFIP7 KLADERTE
A —Y Ry NR—FDIPT RLRILZ, FOMDA o EZ—T 24 XA LEDIPT RLAEFRLU
LoIRELET,
wIZ, BHA—Y Ry h AL B —T 2 A ZAFLTIPVAT7T RLABIIPV6 7 RLAZHRET S
fHE 2B % 2 DR LET,

IPvd D45l

Router (config) # interface GigabitEthernet 0
Router (config-if)# ip address
A.B.C.D A.B.C.D

 Cisco8500 > ) —X £Fa17 L—8 VI FITTHREHAK



| gB1—Yro b 108—T1RDERA
EEA—HYRY b M08 —T 14X LTO Telnet .

IPv6 15

Router (config) # interface GigabitEthernet 0

Router(config-if)# ipv6 address X: X: X: X:: X

EBIEAL—YRYy b2 —T 14X LTOD Telnet i

Telnet #e1x., BHA —V Ry b A v X —T =2 ZAEHFEH LT VRFRAHATITY) 20T
j—o

WOFITIE, V—ZITEHA —Y Ry h A Z—T A ADVRF %4 LT 172.17.1.1 |Z Telnet
B LET,

Router# telnet 172.17.1.1 /vrf Mgmt-intf

BEA—HRY b A28 —T 14 RLTO PING DEAT

DA > H =7 = A A~D PING DFATIE, BHA =Y Ry b A F =T = AL T
VRF#RHTITH 2N TEET,

ROFITIE, V—ZTEEA =Ry b F—T =2 ZAZH LT, 1721711 DIPT7 KL X
MEESNTA X —T = A AZPING Z#ELET,

Router# ping vrf Mgmt-intf 172.17.1.1

Type escape sequence to abort.

Sending 5, 100-byte ICMP Echos to 172.17.1.1, timeout is 2 seconds:

Success rate is 80 percent (4/5), round-trip min/avg/max = 1/1/1 ms

TFTP £/=IXFTP ZfERAL-0E—

BHA—YV XYy b A H—T 2 A AZXYTFTPZHH L T7 7 A V& 2B —9 554, copy
titp =~ RIZIZ VRE L ZHRETHA4 7L a Uiz, copytftp 2~ K& A4 50
IZ ip tftp source-interface GigabitEthernet 0 =~ K& AN T HLE R H Y £,

FERIC, EFEA =YXy b A F—T oA RZKY FIPEZHEHL T 7 A VA2 a2 —F 28
A, copyftp 2~ RIZIZTVRFAZEET D47 a »in/anize, copyftp 2~ K& AT
DA ip ftp source-interface GigabitEthernet 0 =~ > K& AN T2 MR H Y 5,

TFTP D4l

Router (config) # ip tftp source-interface gigabitethernet 0

FTP 51

Router (config) # ip ftp source-interface gigabitethernet 0

Cisco8500 ) —X ¥17 L—4 VI bz 7HEEHAF



B oveo—n—

NTP H—/\—

BEEA—HRY F A0 8—T A 2DEA |

BHA —Y Xy b A H—T A A% L T Network Time Protocol (NTP) % A AP — X— L
FlZEND IV 7 o277 vy 7 Z2&ET DI, ntp server vif Mgmt-intf ==~ > R
EANNL. Ty 7T — b et T 27 A ZAD P 7 RLAZHRELET,

WDOCLITliE, Z2o7Fuir—y o2 R LET,

Router (config) # ntp server vrf Mgmt-intf 172.17.1.1

SYSLOG H—/\—

BEILDOIPELITIPVG T RLAL LTERAS =YXy b A ¥ —T A Z&nu 7l h
5 X 9IZHRET 51TiE, logging host <ip-address> vif Mgmt-intf =< K& A LE7,

WDOCLI TlE, Zo7ui—xy0OfE R LET,

Router (config) # logging host <ip-address> vrf Mgmt-intf

SNMP B:EH—E X

EHA—Y Ry AV H =T 2 A AT RTOSNMP b T v T A vE—VDY—AL LTH
TET 5IZ1E, snmp-server source-interfacetraps gigabitEthernet 0 =~ > K& A L £,

WDOCLITlE, 207l —y0fE xR LET,

Router (config) # snmp-server source-interface traps gigabitEthernet 0

FAALBDEIYEHT

DNS H—E X

BEHA =YXy b AU F =T 2 AD RAL OE) B TE, VRF 2 LTHEITENE
EE

TIAN D RAL VB HERA—Y Ry B VRFA VX —T7 = AL LTERT HITIL, ip
domain-name vrf Mgmt-intf domain =~ > K& AJ L £ 7,

Router (config) # ip domain-name vrf Mgmt-intf cisco.com

BHA —HPF Y b A H =T 2 AD VRF 23— LY — =L LTHET DI, ip
name-server vrf Mgmt-intf IPv4-or-IPv6-address =~ > K& A LE 7,

Router (config) # ip name-server vrf Mgmt-intf
IPv4-or-IPvé-address
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| gBA—HY2yb108—TA RDER
RADIUS +—/\—% 7-(% TACACS+ #—/i— ]

RADIUS H—/\—F = [d TACACS+ H—/\—

BEL VRF % AAA V— =7V —7O— L LTI N—TLTBITIE. AAA T — /1 —T)L—
7O ERC ip vrf forward Mgmt-intf =< K& AL ET,

TACACS+ == N —TZRET H%G 6. FERICLE T, & VRF & TACACS+ —
NI N—TD—H & LTI N—TIbT 5I121F, TACACS+ H— =T /L —T OFERERFIZ ip
vrf forwarding Mgmt-intf =~ > K& A L ET,

RADIUS H—/N\—4 JL— T DB FE

Router (config) # aaa group server radius hello
Router (config-sg-radius)# ip vrf forwarding Mgmt-intf

TACACS+ H—/N\—4 IL— T D4

outer (config) # aaa group server tacacs+ hello
Router (config-sg-tacacs+) # ip vrf forwarding Mgmt-intf

ACL Z#{EF L 7= VTY [EI#F

77 Aarba—/LUAL (ACL) %, VREZEMT 2 (FIEEH L2 vty BIFRIZA
I3 5i2i%. ACL % vty [ERRICAINT 2 BRIC vrf-also A7 > a w2 L E 7,

Router (config)# line vty 0 4
Router (config-line) # access-class 90 in vrf-also

Cisco8500 ) —X ¥17 L—4 VI bz 7HEEHAF



BEEA—HRy b 18— T A ZA0EA |
B acLzemir-vivEg
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513 =

Ty RAAL A3 —T A ADEK

E

Cisco 8500 ¥ ) — A EHx 2T —HFF, LA Y24 —V Ry hEIT AL ELATVIIPIT/ Ny
= ST ATEODT Y Y RAAL v A FZ—T x4 A (BDI) HpEr2HHR—NLET,

e TV Y RAL L AV E—T oA ZAOHFIEE (107 X—3)
e TV Y RAAL L A X —T oA AT HER (108 ~—)
e TNV RALUEBIP A U H—T =2 A ZADOFFE (117 ~X—)

TNV FAL A A—T 4 ADFHIFEIE
TVwY RAL L AU F—T = A AZBEET SHIFFHIIKRO LB TT,
e VAT AT LI R = END TN vV RAL VA F—T =4 A1F 4096 DHTT,

TV KA A H—T =2 ADLE, KNBEHA (MTU) V1 X1315008 L
9216 A N TERETEET,

TV Y RAL Y AU B —T A ATROBRED H R — bk LET,
cIPv4 vV FF ¥ X |
cQST—F LI LRI LY, VxS R a— A L EY R R ENEE AL
« IPv4 VRF
o [Pv6 L= v A MRS
« BGP, OSPF. EIGRP, RIP, IS-IS, STATIC 72 DX A F I v I N—TFT 47
ek NAKZ LA Jb—%& F1r k=L (HSRP)

+ 10S XE 3.8.0 LAF ™ Virtual Router Redundancy Protocol (VRRP)

TNy RAAL U A H—T oA ANIROEEE R — M LEREA,
* PPP over Ethernet (PPPoE)

Cisco 8500 ') —X H 27 IL—FR VI bDzTHREHAAK .



TYIS FALL 10 8—T7 24 ADEE |
B oo rrxqvqvs—ozarizmtama

 MIWM 74V —7 47t (BFD) 71 k=L
* QoS
» Network-Based Application Recognition (NBAR) 72 1% Advanced Video Coding (AVC)

=\ o~ NI -~ -~ — ‘i
Ty RAL A3 —T 24 RIZHET B1FH
TVoY RAL L A H—=TxA AT, LAF2T V) o PRHRy NU—T L LAY 3 DNL—
Ty RXy NT—0 T T7 400D NTT7 47 ORFIHT7a—%FFa T H5mEA X —
TxAATT, 7V KAL U A2 F =T 2 A AE, TV v¥ RAL VLR F w7
2L oTHEENET, 7V vy RAAL U, LAV 2 70— REy AN RAAL 2K
LET, 7V oY RAL VBT ZENTEDLT Y Y RAAL A B —T =4 A%,
1 2721,
TV oY RAL v A B =T 2 A AIROEREEZ T R—FLET,

«IPH&T

LA ¥ 3VPN DT

« 7 RUAfER7 1 k22 (ARP) . G-ARP 3 L U P-ARP DO4LE]

*MAC 7 KL ZD%E|) 4T
TVoY RAL L AV B =T oA AZRET DRI, ROBMEEZHMBEL CTBMLERH D F
R

o A =¥y MRABEIFROMEL

T VY RAAL U A F—T oA AD T B

e MAC 7 KL ZD%E|) 4T

P 71 b /LY KR— b

« IP fRIED PR — |

o NIy NERTE

TV Y RAAL U A H—T oA ADREHTEHR

41—y MrRERROHE

A —HFxy MAEEFR (BVO) X, e X =Rt L Tnb LA P2 —EXDH —1
AR UADETY R —x 2 RRETT, SEIERNRTA—EBHEEINT, —E AR
SNFET, VAIEVCT7L—ALT—7 T, 7V Y RAL UL, =R AL RAF AL
FEEN WA LAY 2A0 0 —T x4 A2 (1 OF 23 CTHkshEd, Y—EAx A%
B ARE, HAEIN—F EOHBE—FETEVCEA LV AFZ AL D TY, —ER A
VABUAF, BEICESNTTY vY RAL CEEMT b E T,

BRETL—AIF, ROBEECESHNTH—ERA A LV AX AL LTHETEET,

« U7V 802.1Q VLAN & 7' HBIJefE S /{4 & F721% 802.1ad VLAN % 7/
« ] QinQ (NEBF L UOWME) VLAN % 7', F721% 802.1ad S-VLAN & C-VLAN % 7 Ojli J5
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| FU9C RACMLA08—T M RDEE

Ty

~

v

JUu Frsvavs—Tz420h Tt ]

« 155 802.1p CoS B v b, PNHEE 802.1p CoS B v b, E7-1ZF D)
e R_RAfu—RKA—VFxy h ZAT7 (5 OOBRF AP HR— | : IPvd, IPv6, PPPoE-all,
PPoE-discovery, PPPoE-session)

P—E R A RZURT, D~y B SRS R — F LET,

* [Untagged] : 802.1Q £721% 802.1ad ~ v ¥ W2 NTRTCHOT L — Al v T LET,
e [Default] : §_XTCHOT L —AIZ~w v 7 LET,

FAS A3 —T A RDH T

X2 VT 4 TNA—T ORI, BERIN—T I N—TNEENRET, ZUTEE
JED SGT & DGT THEE L £9, SGT _X— A D PBRHARETIX. SGT/DGT _X— A D 7w 4y
BDT=®IZ PBR /L— b~ 7' match M) H TX £9°, SGT ~X— A PBR H&HE TILHE T
XL TOBHIBIIH Y FHAD, 7Ty b7 — L THEHTE LAV IZHEH SN TH T %
RETDZ EaBEdLET,

EVCIEZ7 Y vy RAAL VNAFET HEA —V Ry b 77— KA (EFP) Thkx 727k
IMMEEERT DR IRIE L E T, X7y NIRRT bR E Lz 1 D238 Ko
EFP B H NI EN TV B ARENE R H B 7=, BDIH IR A > M o e aAb%
LN ERH D 7,

TV Y RAAL U TiE, TXCOEFP TR L0 7w/ B 5854, BDL O X 71T %1
BRI D 0ERHY £3 (802.1Q # V72 LAMEH) o EFP TT Y v RAL DT XTHO KT
Tu4vl (RyTERTTvva) 278U LET, 7V RAAL D RNT T 497D
B T/ EREIZT B 720121, 4 EFP T rewrite 5% E L £9,

7YY RAAL T, $§XTOEFP ClE U 72 b3 H 5555 1%, encapsulation 2+ > K
ZHEMALUTBDI LICH b EZRELET, BDITOD bz A X—TNIZTHE, ¥
TDOT v U TERFR Y B TRET/RD . ZHUTE Y EFP Trewrite 2~ 2 RERET
HLBENRRL 720 £3, BDI TOH FEIMEDOREDFEMHONTIE, [TV vy RAAL Y
AUHE—T oA ADREFE] 2SR TS0,

MAC7 FLADEIYHT

Cisco 8500 ¥V =X ¥ F 2T /—F EDOT_XTDOTY v ALV A X —T A A%, [
CMACT RLZZIFELET, &HDOT Y vY RAL L A FZ—T =4 X TMACT FL A
NELTENET, 20%, MUEMACT RLAR, 207 Y v RAAL U TER ST
RTCOTYV Y RAAL U AU F—T oA AZHDEToHNET,

)

GE)

T RVAZBRIETEET,

mac-address 2~ > REERA LT, 7V vy ALV AV H—T oA AZAXT v 7 MAC
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TYIS FALL 10 8—T7 24 ADEE |
B roorarows—r

IPJOFaLDHR—F

TV oY RAL Y A H—T A AL, Cisco8500 > U —R X 2T NL—XEHMIL, K
DIPEHETE hardl A Y27V vV RAL L DLAY 3D KA 2 b & L THERE
3

« ARP

« DHCP

« HTTP

« ICMP

« NTP

« RARP

« SNMP

« TCP

* Telnet

« TFTP

« UDP

IP 85 DY 7R— k
TV Y RAAL v A B —T = A ZFRD IP R EfE A2 AR — N LET,

cIPVADAHIBLIOH AT 7®A 2 br— U AL (ACL)
cIPVvA DANNBIRHITQoS RV —, TV Y RAL U A B =T =24 ZADANBLN
HAY—ER R —THR— N ENDIEEITRO LBV TT,

=%
AU T
« IPv4 L3 VRF

INT Y NERE
TV Y RAAL L A HF—T 2L ATV ATV2BIR VA YIRY NT—T A T7TWDOT
Uo7 RBIIRES— X2 LU E4,

LA 2mh53

LAY2X Y T =B LA ¥3FRy NU—=T~D 7y s 7a—olic, HE 7y b
SEHEMACT RLANRT Y vy RAL L A X =T 24 ADMACT RL AL T DHh, %6
FTMACT RLARSALFF¥ AN T RLADEA, X7y bEREFARry hoabve—nT
Uy RALY A ¥ —T oA AZEHEINET,

N

GE) MACT RLRAT—=221F TV YTV RAL L EDA U F—T A ATETTEEEA,
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| Fuve Rrq1v 104

— 714 ADEKE

LevansLsve |

LAV3InblLAYV2

NT oy MPI— S DA B =T 2 A AD LA YITBEST D L, V— MRET 7 2 a U
FATSNET, V= MRENRT Y v ¥ FAS U A F =T = AWM &, TV v FA
A AT =T 2 A RF VA Y2 AT ENMMEZBINL, HIETHT Y v RAAL AT L—
LEEELES, N MY EREHINET,

TV RAAL A B—T A ANBTEHTY v RAAL L TOLAF2HERRIC, 7V v
Y RAA R, 3 MAC 7 R RIZHESW T2 —E A A4 LV AHX RN v k&g
ELET,

T RALDETIYY RAL VA VEA—T A RADAT—F

)09 %

TVoY RAAL L AV B —T =2 AILAYIDN—T 4 VT A[HERIOS A VA —T = A A
BLXOTY oY FAL VDR —FELTHRELET, 7V vy RAL L A F—T R L
TV Y RAALOWTNE, lx OEBIRETEIEL 7,

TVyY RAAL A B =T R Yy MU THE LATV3IT—F = RIE
IELESR, BET L7 vY AL CORBITZ EFE ST, BEE2ZITEE A,

TV RAL VBV Yy MO THE, P—ERAAL L ARZ L ART Y Y RAAL A
=T 2 A Gt T XTCOE A L RA~D LA Y28k MEIE LEd, BET 20— AL
VABZUAET Y vV RAL COBEREBICHEE EZET, TV vV RAAS A E—T =
A A, BET AV —E AL L RZ U AD 1 ONRE LRWEY . BIfET A LIxTxEE
Moo

\)

6=

BDI O #HAKAE

BDI D) > 1Kk

AV B =T oA ZAOEREBIZT Y v RAAL COERRBICITZE L EEA,

TIVyY RAAL U A B =T 2 A RFINEA LV F—T 2 A ATHDID, 7V v KA

BDI & W]DOEE AT — hME, BDI DIERHIEIC L > TRV ET, A — T v T a7y
Fal—a CEFICBDIZIERT H L, BDIOT 7 4+ /L hOEEIRENT v 71270 £
T, AX— KT v 7 a7 44Xzl —3 3 shutdown 22 RREFENTWARWVWEYD . =
DIRFEOFE FIT720 £, ZOMEIL, MOTXTOAS U F—T A RE—FLET, a~vy
N7a 7 hCBDI Z8MICIERRT 5 &, 7740 hOFEIREBIZ S ¥ 12720 £77,

BDI X, BH EOX 7RG, BELOX T REE, 7y REOIFEFHOAT — E b5
Vo7 REZMERFLE T, BDIO Y U 7 REEIX, *HbT 52 —H —I2 L - TEE S /- BDIE
HREE Yy hBLIOS VF—T 2 ART— FO TFAL L)L DOREERROIRFED 2 DO T
HANIPBELIVET, BDIOU 7 IREIX, 2 DOATIOREIZESWTERSNET,

Cisco8500 ) —X ¥17 L—4 VI bz 7HEEHAF



TYIS FALL 10 8—T7 24 ADEE |

B oo pxqrqva—ozazomitER

[EERTDIRE BDIEIE(25 (2 F f=A' > THAER2FIIZFE =h1 >
TH¥T}
{start emdash} {end emdash} | Shutdown No Shutdown
No faults asserted Admin-down Up
At least onefault asserted | Admin-down Operationally-Down

TS FAL D A3 —T x4 ADHEHER

TVoY RAAL U AV B—T 2 A AR EOEBA VX —T =2 ADHEIX., ubal by
VXX QFP B EMMICHRBE SN ET,

N7y FIRLAXY2T VY RAL U Xy FT—=I DO RAL DA U Z =T = A A% L
TLAYIDN—=T 47 Ry NT—=2ZfiND e, "y MITV vy RAAL A7 —
T2 A ADANIINNT y FBLUOANA P LTREESNET, Ty FRLVAYIA L F—T =
ARZEEL, TV oY RAL U A B =Tz AREHLTLAT 2TV vy RAAL ICHR
EEINDE, ATy NIy FBROASAS FELTRE SN, AU ZBREEERSH
=7,

BDI /39 _TD CiscolOS f ' H—T =2 A AT, F—ARELLTLAY3IRry N B O
Wty FEMREFELET, LA VIO N BT X 2R d 51X, show interface =~ 2
RE2fEHALET,

N UHDORLIEF, VAY3 777 RICE#ELTWES, =& 2, inputiX LA ¥ 2BD »»
BLAVY3ITZTTURNIZAD NI 74w 7 %R0, output I A ¥3 2777 F)H LA ¥ 2BD
WP D N T 7 4y 7 R LET,

BDI A7 —# AD#FHEW A F/RT H121E, showinterfacesaccounting =t~ > K& L £,
EZEEND Ty FBXONA M&IKO B 7 v R &R T 5121, show interface <if-name>
a< REFEHRLET,

KAL D A28 —D 24 ADERT=I1THIE

CiscoIOS )V —F DA v B —T 2 A ZAETZH T A LV B —T 2 A AZEEBT HHAIL. 4%
17, EFOXESICIPT FLRIZEID B TOENEINERELET, VAT LA~NT IV v RAL
VEBMTAANCT Y v RAL Y A B —T 2 A AEERTEET, ZOHFLVWT ) v
RAL A H =T 2 AF, BBHETEZTY v RAAL VORERIZT 7T 4 7127320 9,

N

GE)

\i\j—‘o

TV RAL L A Z =T 2 AA ANERSND L, 7V v ¥ FAL B HEIER S

TIVoY RAL L A B—=Tx2ARLT VD RAL UV EERTDE, VAT AFH, 7V v
CRAALVET VY RAAL U A H =T 2 ADRT e~ B T T AHEDITNELRT Y
vr—Ta U ERFELET,
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| FUvS RAML 408 —Dz 1 RDEE
TS FrqrAv8—T2120Rr—5E U7+ |

TVoY RAAL U ET VY RASL U A H—T 2 AD~ v U TIEV AT AMIRFEN
9, TV RAAL VA E =T 2 AF, T/ VT—valra2nt-oc#lEtsryy
V RAAL DA UT I AR EINET,

TNy AL AV B—D A ADART—SEY) T4

WDFIT, Cisco8500 >V —XBFXa T I—ED T+ T —F 47 7Fa oz 4 SIS
Wiz, TV oY RAL VAV E—T 2 ADAF—F )T 0 O~ LET,

=14:8500 ") — XX a1 TFIN—EDITAT—T4 205 TO0CYHDEA TITEDIWN, TUYS KA A28 —
TIARDRT—FE T 1 DHEUYE

e

N—=BZLDTY Y RAAL U A H—T oA ADHKRE

TNy RAALA IV BEPAVEZ—T (4R

RABIP A 2 —7 = A A (VIF) #fE1X. #HOBDIA v X —T7 = A A% BD A AH L AT
BRI 2 DI B E T, BD-VIFA ' F—7 = A AL, I0SFHEIP A v F—T =1 ADE
TFOTNTOLIEREZ AL £,

)

GE) I RTOBD-VIFA VX —T 2 AZ—EHDMACT RLAEZRETHXLERHY, Bipd
VRFIZE L TWAMLENDH Y F7,

AP A 5 =7 = A 2 (VIF) BEREICIE, ROBIRFHERH Y £,
*BD-VIF f V4 —7 = A ZZIP v LFF ¥ A bW HR—-FLTHEEA,

c HENVAER SN MACT RLAZFHSBD-VIFA v Z—T7 = ADIZ. T v F 7 +—
2K TERD E3,

*BD-VIF f > #—7 = A AIZMPLS Z VR —F L TWEFA,

e TV RAAL LV TEDBD-VIFA v Z—T =24 ZADFKREKE., AT LT L@ BD-VIF
B =T oA AL, 7T "7+ —bDHATITL-THRRD 9,

Cisco 8500 ' — X ¥ 27 /)—& THR— k &5 BD-VIF D KEITIRD & BV T,
¢ C8570-G2 1%, 7V v RAA % LTHRK 100 ® BD-VIF ¥ 7R— bk LE,
¢ C8550-G2 1%, 7V vV RAAL I LTHRAKA 16 D BD-VIF 9 R—FLE,

BD-VIF I Flexible NetFlow (FNF) Z ¥R — kL TCWET,
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TYIS FALL 10 8—T7 24 ADEE |
B oo rxqavqvs—ozqzomers

TV FAAM VA VE—T A ADEEAE

TV oY FAAL AP —=T 2 ARET HITIE, ROFIREZFATLET,
FIE

RATv 71 enable

41 -

Router> enable

FrHE EXEC B— FAADCLET, NRAT—FE2ANLET (FERENEHE)
AT w72 configureterminal

i -

Router# configure terminal

Ja—r ) ar7 4 ¥al—v gy T— REREBELET,
AT w73 interface BDI {interface number}

i -

Router (config-if) # interface BDI3

Cisco 8500 > V=X b Hx a7 N—2 DTV v FAf L A F =T oA A=HELET,
AT 74 encapsulation encapsulation dot1q <first-tag> [ second-dot1q <second-tag>]

1 -

Router (config-if)# encapsulation dotlQ 1 second-dotlq 2

NTvMEE A T EHERLET,

BITIL, BT BMMEEZ AT L L Tdotlq xEFELTWET,
ATV TS RONTNPEFITLET,

i

ip address ip-address mask

1 -

1 :

ipv6 address (x:x:x:x::x link-local| x:X:X:X::X/prefix [anycast | eui-64) | autoconfig
(default);

51
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| FU9C RACMLA08—T M RDEE

Router (config-if)# ip address 2.2.2.1 255.255.255.0

1 :

51

Router (config-if)# ipv6 address AB01:CD1:123:C::/64 eui-64
TV oY RAL Y A H—T = A ADIPvA £721X1IPv6 7 RL A& fRE L 7,
AT 76 match security-group destination tag sgt-number
11 -
Router (config-route-map) # match security-group destination tag 150
security-group destination security tag DEZ % E L £ 7,
AT w771 macaddress{mac-address}

1 -

Router (config-if) # mac-address 1.1.3

TV Y RAL L A B =T 2 A ADMACT RLAZELET,

AT 78 noshut
B -

Router (config-if)# no shut

Cisco 8500 ¥ V=X EF a7 V—FDT ) v RAL L A X —T oA AEHHILET,
ATw 79 shut

1 -

Router (config-if)# shut

Cisco 8500 >V —X X aTI—FZDT VY RASL L f L H—T = ABEEHILET,

1

WIZ, IPT KL A 22212552552550 TT U v RAL LV A v H—T o ABRET HH %
RLET,

Router# configure terminal

Router (config) # interface BDI3

Router (config-if) # encapsulation dotlQ 1 second-dotlqg 2
Router (config-if)# ip address 2.2.2.1 255.255.255.0
Router (config-if) # mac-address 1.1.3
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B oo rxqvqvs—orazgrormeEn

TNy RAL A3 —T AR

Router (config-if)# no shut
Router (config-if)# exit

TYIS FALL 10 8—T7 24 ADEE |

REDRR & TR

FMEEXECE— REAMILET, SAU—FEA

FIRDHE
1. enable
2. show interfaces bdi
3. show platform softwareinterface fp active name
4. show platform hardware gfp activeinterface if-name
5. debug platform hardware gfp feature
6. platform traceruntime process forwarding-manager module
7. platform trace boottime process forwar ding-manager module interfaces
FlIgn 4
FIE
ARV KRFERETI a3 Y B#J
RT w71 |enable
Bl - NUET @ERENEHD) .

Router> enable

ATy T2

show interfaces bdi

1

Router# show interfaces BDI3

%t % BDI OB EDOHEAF R LET,

ATvT3

show platform software interface fp active name

1

Router# show platform software interface
fp active name BDI4

T I =T 47 7ay0T ) vy RAL Y
AVE =T AREERRLET,

ATv74

show platform hardware gfp active interface if-name

1

Router# show platform hardware gfp active
interface if-name BDI4

F—BRADT VY RASLV f 2 H—Tx AR
WEEFRTLET,

ATvTh

debug platform hardware gfp feature
i -

&R L 7= CPP L2BD Client D7 /N 784 072 1)
F7,
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| FU9C RACMLA08—T M RDEE

TYyIRAEEIPAva—T 1 208E |

AU RFERETIVa Y

B8

Router# debug platform hardware qfp active
feature 12bd client all

R T w 7 6 | platform trace runtime process forwarding-manager | Forwarding Manager 2 & 2 ¢ Forwarding Manager
module Route Processor 33 . U Embedded Service Processor ¢
K FL—=ARX =V 2AMLET,
Router (config) # platform trace runtime slot
FO0 bay 0 process forwarding-manager
module interfaces level info
AT 71 |platform trace boottime process forwarding-manager | 7'— k7~ 71, Route Processor Forwarding

moduleinterfaces
fi
Router (config) # platform trace boottime slot

RO bay 1 process forwarding-manager
forwarding-manager level max

Manager 7" ® & A @ Forwarding Manager Route
Processor 33 & UF Embedded Service Processor @ k L-—
AA =V EEMILET,

J1)y

RDEZRY

Favy RIEATE S a~vy FRBEXOA 7 Y a VOFFIC DWW T, %k URL T [Cisco
10S Configuration Fundamentals Command Reference Guide] %#Z M L T 7230,

{start hypertext}http://www.cisco.com/en/US/docs/ios/fundamentals/command/reference/cf book.html{end

hypertext}

vk
enable
configure terminal
[no] interface BD-VIF interface-number
[[no] vrf forwarding vrf-name]
[[no] mac address mac-address]
[[no] ip address ip-address mask]

A REIPAEZ—TTAAD

=JLr=
AX AE

[[no] ipv6 address {X:X:X:X::X link-local| X:X:X:X::X/prefix [anycast | eui-64] |

autoconfig [default]}]

exit

BD-VIF £ V¥ —7 = A A& HIRTAI21E, Z0a< KO no BXE2HEH L £,

VIFA 23— 24 ZADT) v A O~DEER T

enable
configure terminal
bridge-domain bridge-domain number
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TYIS FALL 10 8—T7 24 ADEE |
B ovocrrqomar o s—Tq20mR

[no] member BD-VIF interface-number
exit

T DRAALRBIPA V3 —T 24 ADFEFR

A B —T oA ABIRIPA v FZ—T A ZADOMFEDOTXTO show 2~ > R, BD-VIF A
V=T A AMEHTEET,

show interface bd-vif bd-vif-id
show ip interface bd-vif bd-vif-id
show bd-vif interfaces in fman-fp

show pla sof inter fp ac brief | i BD_ VIF

TV O RAL I REIPA U EZ—T 24 ADEFEH

interface Port-channell

mtu 9000

no ip address
!'Ethernet service endpoint one per neutron network

service instance 1756 ethernet
description 4e8e5957-649f-477b-9e5b-£f1£75b21c03c
encapsulation dotlg 1756
rewrite ingress tag pop 1 symmetric
bridge-domain 1756

!

interface BD-VIF5001

no shutdown

vrf forwarding vrf5001

ip address 10.0.0.1 255.255.255.0

interface BD-VIF5002

no shutdown

vrf forwarding vrf5002

ip address 10.0.0.2 255.255.255.0

bridge-domain 1756
member Port-channell service-instance 1756
member bd-vif5001
member bd-vif5002
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Ny B RFL—XR

Ny N L—ABERIEL, CiscolOSXE 7' 7 v h 7 4+ — A XoTTF =47y bR ED LD
IR SN TS ONEFECHEMCE 3, Zhid, =2—F—2MEEZZH L, L0k
RTINS a—T 4 7T BRI LET, ZOET2—ViF, X7y b b L— 2R
OEMRIFEICET 2 FHE R L £ 7,

e X7y F L —RIZHOWNT (119 X—7)

N7y M L —AOREIZET LR EOTA KT 4 (120 X—)

e NTw h L —Z2AOFRE (121 X—)

«UDF A7ty FEH LIy F hL—dogkE (123 X—)

Xy M L —AFROFR (126 X—)

e Ty N FL—ATFT—ZDHIFR (126 ~—)

e NT oy b L —ZAORER (127 X—)

INTY R RL—XRI[ZDLNT

Ny N NU—AEREIX, T T 4T, e — RNRAT—=H L) 30D LLdoN
Ty MREZRELET, HL-VLE, —HoT y MUBRE LRI L T, Ny MLEE
D7 2 — &t LES, 727200, 27> b hL—X[E, debug platform condition A 7 —
AV MZ—ET 257y FOREZHIRL, KED N7 7 4 v 7 PNRBETLHEREE T T ET
ARE/R AT Y g T,

ROFT, N7y b bb—=RAlE>TRESND 3 2O L~V OREIZOWTHB L £,

R15:7y F FL—ALARL

Ny b b EREA
L—A LA

THATT 4 |\ Ny NN —ADT AT 47T, *y NI—7 7ok yHiciiA
N4 DTy NIDVRENET, "Ty NNV —ADT AT T 4 U 7ITA
DN T p—< VAT 7T 4 ET 4 THY ., BRI D E TR
FITENET,
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Kry k=2 |

B ot r—zosEcETsEREOS A KSA Y

Ny bk
L—X LA

B2l

Pl —

N7y R R —=ADH < U —L UL TIL, ROENTZED /N7y T — 2 DY
L3 nET, Xy b —20% <V =X, ANA v Z—T =4 AT
AUHE =T xR KOy FOREE, BEXOUNT Y R bR
ny 7 AV sy a Bl LET, v =7 —XONET, @
HOSRy ML LT T7 —~< o AREL . MEOHDA ¥ —T <
A A& BET D DI L £,

PRAF—

N7y R R L—ADNRAF—F L~UL T, 27y R L— AR g bR
LAULTIITENET, RONTED AT v FE2FRIIT—ZNIE S E
T, X7y b hL—=RADRAFT=Z TR, FESET ARy I IDEEGLT—X
WERYTTFySINET, ZOT7T—2E, BET N7 FALAZT B
K OBEREE A D/ XA b L—R T — & LERE#fFHT D BRICENL B £,

NATF—HIZ1X, 737 v k3 B — & Feature Invocation Array (FIA) K L —2A
EWVWI2ODF T aBRELHV T, Ny bavt—FT v a LEEH
T5L Xy hOKHELAY (LAY 2, LAY 3, LAT4) TAIR
Ty MRSy Feabe—TEEd, FIAMNL—AFT v a3, ~ry
NABEHIZEONH ST X ToOMRE= R 2B LET, 20473
E ATy MWBRHIZAIE Z > TV D AT S BRI LB £,

GX)
INAF—=HZDOETIE, £ Oy ML) Y —23 W snEd, %
oo AT a URBERRBIZ ANy b7 o U RTIRR ITH B A RIF L E T,
ZDD, NRAT—F LYUIRERN LT ¥ 30T 4 THEHAT 0, 37>
"RT =<V ADEAERHFRTELRUWTHEA L T E N,

INTY R FL—RADHRFEICEATHIERLD AL FSHA4
Ny N R U= AREE R ET ABRIE. IRONA NS T 77 4 ZAFE LT TEE0,
o NIy N XD ARENICERT DI, Ny b b b—RRE AT D BRI A & A

EHAT 52

EERMELEL £,

RNy b FL—ZADBREICIE, T—F L= AFYRMETY, F—F S L— AFY
DHIRINTND VAT ATHE, Ty b =R fEE ED XS ITBIRT 2 1A EEICH
FLTLZEW, N7y L —R Lo THE END AT Y BEOMAMEIX, KkOAXTK
OoNET,

BERAEY = (@A —S—y B) 4 Oy M) % (P ) = A R+ F— s X+
Sy haE—AR)

Ny b b= AREEANCT D & FEHTHICDBOEE AT Y BNEID L THONET, Ak

W2, Xy NTEDOT— 2 EXy T F 3555, ) =T —F KTy M EDHE

EAEYPBETT, 2L, AR T LI, PU—AFHRITER LT v PR, SR
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| 7y bbL—2

sy b rr—zosE ||

Fe g Ly R DA E—RUUET 2 E T E ST, WESND AT Y BAKE < BB
WD TREMEN B Y £,

INTY B FL—ADETE

NT oy b b= ARRE R BROET D123, ROFIRZFETLET,

)

GE) Ry b FL—RAERERICE > THBEIND AT ORIE, 7y N ML —ARTEORELZ T
F9, WHEOV—EROFWEZRIT HT2DIC, Ty NTEDRAT—=HLabt ="y 770D
YA X, BEOM—2F 57y MIZEERIGERT 520203 H Y £9°, show platform
har dwar eqfp activeinfrastructureexmem statistics =~ > K& i35 &, BEOT—4 7L —
~®ODRAM A EVHEEL T = v 7 TEET,
FleDHEE
1. enable
2. debug platform packet-trace packet pkt-num [fia-trace | summary-only] [circular] [data-size
data-size]
3. debug platform packet-trace {punt |inject|copy|drop|packet|statistics}
4. debug platform condition [ipv4 | ipv6] [interface interface][access-list access-list -name |
ipv4-address/ subnet-mask | ipv6-address / subnet-mask] [ingress | egress |both]
5. debug platform condition start
6. debug platform condition stop
7. show platform packet-trace {configuration | statistics | summary | packet {all | pkt-num}}
8. clear platform condition all
9. exit
FIBD
FIE
AU RFEREFET7TIV3 Y B#J
AT w7 1|enable FiME EXEC £ — K& A X —7 /M LET, SRV —
5l - READLES ERENEHE) .

Router> enable

ATvT2

debug platform

packet-trace packet pkt-num [fia-trace| 5 L7=%k D/ v DY~ ) —F— X ZIVE L £

| summary-only] [circular] [data-size data-size] F, F T 4L N TCIHERE AT —F Xy S F v

1

Router# debug platform packet-trace packets 2048

summary-only

L. BEIZGUTFIA b L—AZFEITLET,

pkt-num : FITE DRFFIZHERF S D37 v b DRI
EHEELET,
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B <rorrr—zowe

Kry k=2 |

ARV RFERETIVa Y

B8

fiatrace : ¥~V —7—% HEEEAOT —X 7 L
AR LR DOT—E Xy ST EFATLET, F
2. Ny MLEFRICT 7B A I AEET b
VHFERLET,

summary-only : FEATEHZ o/ MNRIC L7z~ U —
T=2DX Y TF ¥ A LET,

circular : ;T b L—A Iy hDT— X B AR
FLET,

data-size : %737 v N ORERET —# & FIA hL— X
TR ERAFT DT —H Ny T 7 DY A XERA K
HATHRELET, ~Fy NTIEFICEWN T v b
N ELTEINTHE, 2 — =T EIZS U T
T—ANRNy Ty DY A AT ENTEET,
7 7 4V MEIX 2048 TT,

R 7 3 |debug platform packet-trace {punt F—Enbary ha— )L L —r AN fERTEoR
[inj ect|copy|drop|packet|statistics} o b R L— R BRI LET,
1
Router# debug platform packet-trace punt

R T w 7 4 | debug platform condition [ipv4 | ipv6] [interface Ry e P L —RTAOO—FIHELET LE
interface][access-list access-list -name | ipv4-address/ |4~ —p La P7 FLABLOH T Xy hv 2%
subnet-mask | ipv6-address/ subnet-mask] [ingress| egress y T REEY 2 R (ACL) . A2 A —T = A
Iboth] X HENCE BT A8 U o iR R L £,
1
Router# debug platform condition interface g0/0/0

ingress

R 7w 75 | debug platform condition start fBELIMEEEZGN LTy R L—2 %
1 - BigA L E T,
Router# debug platform condition start

R T 7 6 | debug platform condition stop FMEET VT4 7ICLT, ATy FD R L—R %
i - Ik LET,
Router# debug platform condition start

R Fw 77 |show platform packet-trace {configuration | statistics |f§E X tL7-4 7> a LIt~ T, X7y h FL—2

| summary | packet {all | pkt-num}}
1 -

Router# show platform packet-trace 14

T2 ERRLET, showa v ROA T a0
FEAIZ DU TIE,  {start cross reference} 7% 21-1 {end
cross reference} ML TS 7231,
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| $ryrrL—2

UDF ATty hEERALEATy k kL—s0EE ]

AU RFERET7TIV3 Y B#)
R T 7 8 |clear platform condition all debug platform condition =< > N3 X U* debug
Bl - platform packet-trace =~ > RIZ X » T 7=
REZHIFRL £,
Router (config) # clear platform condition all
AT 79| exit Rt EXEC E— K&K T LET,
1 -
Router# exit

UDFA Dty bZFERLI=ANTY F FL—UDEEE

F7vy FEFEHLTCy 8 L —X UDF %53

RET HITIE, ROFIEEZFATLET,

FIEDHE
1. enable
2. configure terminal
3. udf udf name header {inner | outer} {13|14} offset offset-in-bytes length length-in-bytes
4. udf udf name {header | packet-start} offset-base offset length
5. ip access-list extended {acl-name |acl-num}
6. ip access-list extended { deny | permit } udf udf-name value mask
7 debug platform condition [ipv4 | ipv6] [ interface interface] [access-list access-list -name |
ipv4-address / subnet-mask | ipv6-address/ subnet-mask] [ ingress | egress [both ]
8. debug platform condition start
9. debug platform packet-trace packet pkt-num[ fia-trace| summary-only] [ circular ] [ data-size
data-size]
10. debug platform packet-trace {punt | inject|copy | drop |packet | statistics}
11.  debug platform condition stop
12. exit
FlED G
FIE
ARV KRFERETIVaY B#
ATy 71 |enable FiME EXEC E— REZAMTLET,
il - e NAT—REANLET @ERENTHE) .
Device> enable
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B ovortoey rEmRLEAY Y F Ly ORE

Kry k=2 |

ARV FFEREETIVa Yy

S

5w F2 |configureterminal ra—sYb ar7 4 Xalb—ay ®— FaBkh
1§| : L/jzﬁﬁo
Device# configure terminal
ZFw 73 |udfudfname header {inner |outer} {13[14} offset | {i~ &> UDF &34 7% /& L £4, UDF DART, # 7
offset-in-bytes length length-in-bytes Ty REDR Y hT—F 2Ty F— il %
i - THDORIEHETEET,
ot )6 udf TEST UDF NAME 1 header 1 inner ¥x—7U— RE/lZouter ¥—U— Rix, 7
e SUDENRME_L Beader MRS b LMk SN TV LA T3 E L LA T 4D~
H—=iInbDA 7y NOBBERRET 50, F720X
Router (config) # udf TEST UDF NAME 2 header inner TR MEI TR R H D56 1XNEL3/L4
ez MHDF Ty OB EEELET,
Router (config) # udf TEST UDF NAME 3 header outer| |IENQthF—U— NiIAT7 &y MpHLORIZ/3A b
13 65 1 BALTHE LEY, ARHEMIT 1 ~2TY,
Router (config) # udf TEST UDF NAME 4 header outer
14 67 1
R w74 |udfudf name {header | packet-start} offset-base offset eheader : 7w FORAZEFIEELET,
length
« packet-start : packet-start 2> 5 DA 7 & v FX—
2K AZFBELET, packet-start (£, /37 > b b
Router (config)# udf TEST UDF NAME 5 packet-start 1/%;275)/‘) ‘//ilj‘/ R Fﬁﬁb)?v }‘07“7
120 1 T VRN A Ko TR 3, Ny
FRL—=2ANRAL T KTy NHTH LY
B "y bRIZ LA Y2280 ET, TV
cRT Y ROATEL, packet-start [ L LA 7 31
Y ET,
soffset : 7y h X"—=2AnH A7y hEE
DA MEEWRELET, A7y b =2
(LAY 3L AT 4~y Z—) INEDSEIHEN
A MI—EHSELITE, A7y FEOITHE
LET,
elength : 7ty EBONAA MIEFRE L E
To 1N MEIF2S FETFHAYAR— R
NWES, BMOAS MU —HSEDITE, #
D UDF O EZR DL T,
RAFw 75 |ipaccesslist extended {acl-name |acl-num} JREACLZ Y 7 4 Xal—3 3y B— REEHIC

&1

Router (config)# ip access-list extended acl2

LEJ, CLIIIVEEACL 2y 7 4 Fa2lb—v g
FT—FEBBLET, Z0F— FTIE, &FE0TX
TOa~y RPBIEOIET 7B A Y A MI#EAH S
nEI, JERACLIX, IP X7y hOX[FETLT KL
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UDEF Tty rEERALE ATy F kL—v0EE [

ARV FFEREETIVa Yy

E:)

2B LUSEHET RL A% ACLICRESNLTWAST
RKLzEHB LT, bT7 40w 7 ZHIIL £,

XTFwvw 6 |ipaccesslist extended { deny | permit} udf udf-name|HED 7 7 2 &= F U (ACE) &pPfdC,
value mask UDF C—#7 % L 5 ICACLZ#ELET, ACLT
- ERSNTVD/A MEO0xD3 T, v AZIE, #F

ABIMEG T2 NI 71 v 7 Z2RET D L 91T,

Router (config-acl) # permit ip any any udf IPACL CIPT7 RLREEHIEALET,
TEST UDF _NAME 5 0xD3 OxFF

R w 77 |debugplatform condition [ipv4 | ipv6] [ interface Ry N R L—RFTAREDO—FEEELETELE
interface] [access-list access-list -name | ipvd-address/ | 4~ o ha, P77 FLZABLOH 7%y v
w?g;—lrg?tsrl]({ ipv6-address / subnet-mask] [ ingress | 2 T o RERY A R (ACL) . Ay H—T =
= S AL HINCE DT 4 M2 U o TR Rl L%
11 7T,
Router# debug platform condition interface
gi0/0/0 ipv4 access-list acl2 both

AT w78 |debugplatform condition start FEE LTAEREEZ AN LTy h hL—2%
il - BRAA LT,
Router# debug platform condition start

25w 79 |debugplatform packet-trace packet pkt-num([ fia-trace| 54 L7=% D 47 v kDY~ U —F— & IV L £

| summary-only] [ circular ] [ data-size data-size]

51

Router# debug platform packet-trace packet 1024
fia-trace data-size 2048

To 774V P TIIHRENSAT =2 X ¥ T TF v
L. BEIZSCTFIA FL—2AZ2FTLET,

pkt-num : FTE DRI HERF SN D37 v FORR
BERELET,

fiatrace: ¥~ U —F— X HEEEEA DT — X 72
EL BRI LAV OT 4 % 1 7Ty 2 FETLE
T E Ay MUBERIZT 2 b R ST A ReE
=y R bERLET,

summary-only : FEMAIE % e/ NRIC L7z~ U —
FoH DX T T A LET

circular : FEiE R L— R SNy ROF—H &
RAELET,

data-size : %/3%7 > N OWHEET —# L FIA F L —X
F— B B BIET BT =Sy 7 7 DY A RE /A |
B CHRELET, N7y FTIHEFIZEV T B
BN FEAT S NG, 22— — I EIZGE T T
T—HNRy T 7 DY A XTI ENTEET,
7 7+ /v MEIE 2048 T,
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Kry k=2 |
B 7o r—zEgoxT

aAv Y RFERET7TIIY B

2w 710 |debugplatform packet-trace{punt |inject|copy |drop | F— 4oy fr—L 7L —1~sS0 F XN
[packet | statistics} RO =2 EHENCLET,
1 -

Router# debug platform packet-trace punt

AT v 711 |debug platform condition stop S m2IIET VT4 TICLT, Ny FD FL—R %
15'] : 1,;5:_”: L/iﬁ—o

Router# debug platform condition start

ATy T 12 |exit HibE EXEC & — REHK T LET,
B -

Router# exit

Ny b LU—RIFHRORT
X7y b L= AEFORT I, kD show 2~ RafiH L £,

K16:showa<w > K

av vk FiER
show platform packet-trace TIHNEELNT Y P L AREVPERINE
configuration +.,

show platform packet-trace statistics| f L — 2 ST _RCO Ny hOTHI LT 47

T NFRENET,

show platform packet-tracesummary | $55& U734 v R OH < 1) —F— 2 nF RSN
EE

show platform packet-trace {all | FRTO APy FEF ISR LI v DR ATF— &

pkt-num} [decode] WFERSNET, decoded 7> a v EFEMTLE, Ao
F Uy b O LD NG LT VRO T 2 —
RARAZ LN ET,

Ny B L—XTF—2 DOHIRR

N7y NNL—=RATF =2 %27 V7T HIE, kOoavy RefALET,
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K 17:cleara<> K

=l VN N R AR

clear platform packet-trace statistics WEENTE Ay B L —RAF— X2 EEE3 a7 )T
L/i—a—o

clear platform packet-traceconfiguration | /X4 v ~ N L—RXEBEEHHEZ 7 VT LET,

Ny B R L—RDEEE B

Z T, ROBREFNZOWTHIALET,

Bl Ny b FL—ADRTE

ZOFITIE, ATy L —2EREL, MREERTDHECOVWTHHALET, Z0fIT
. FHEY P A=V Ry A X =T 2 200/l ~DFEFE/ Ty B R L—RAZ4, )
D128 737 FDOFIA L —ATFT—HNF X FF vy SnET, £/o, ANy y hdar—&
N E 9, show platform packet-tracepacket 0 =~ > KiZL v, /X7 v h0IZ2W\WT, HET—
e, Xy MUERIWZT 72 ASNEAHE= N BERSNET,

Router>

enable

Router# debug platform packet-trace packet 128 fia-trace
Router# debug platform packet-trace punt

Router# debug platform condition interface g0/0/1 ingress
Router# debug platform condition start

Router#! ping to UUT

Router# debug platform condition stop

Router# show platform packet-trace packet 0

Packet: 0 CBUG ID: 9
Summary
Input : GigabitEthernet0/0/1
Output : GigabitEthernet0/0/0
State : FWD
Timestamp
Start : 1819281992118 ns (05/17/2014 06:42:01.207240 UTC)
Stop : 1819282095121 ns (05/17/2014 06:42:01.207343 UTC)

Path Trace
Feature: IPV4

Source :198.51.100.2
Destination : 198.51.100.2
Protocol : 1 (ICMP)
Feature: FIA TRACE
Entry : 0x8059dbe8 - DEBUG COND INPUT PKT

Timestamp : 3685243309297

Feature: FIA TRACE
Entry : 0x82011a00 - IPV4 INPUT DST LOOKUP_ CONSUME
Timestamp : 3685243311450

Feature: FIA TRACE
Entry : 0x82000170 - IPV4 INPUT FOR US_MARTIAN
Timestamp : 3685243312427

Feature: FIA TRACE
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Entry 0x82004b68 - IPV4 OUTPUT LOOKUP_ PROCESS
Timestamp 3685243313230

Feature: FIA TRACE
Entry 0x8034f210 - IPV4 INPUT_IPOPTIONS_PROCESS
Timestamp 3685243315033

Feature: FIA TRACE
Entry 0x82013200 - IPV4_OUTPUT_GOTO_OUTPUT_FEATURE
Timestamp 3685243315787

Feature: FIA TRACE
Entry 0x80321450 - IPV4_VFR REFRAG
Timestamp 3685243316980

Feature: FIA TRACE
Entry 082014700 - IPV6_ INPUT L2 REWRITE
Timestamp 3685243317713

Feature: FIA TRACE
Entry 0x82000080 - IPV4 OUTPUT FRAG
Timestamp 3685243319223

Feature: FIA TRACE
Entry 0x8200e500 - IPV4 OUTPUT_ DROP_POLICY
Timestamp 3685243319950

Feature: FIA TRACE
Entry 0x8059%9aff4 - PACTRAC_OUTPUT_STATS
Timestamp 3685243323603

Feature: FIA TRACE

Entry
Timestamp

0x82016100 - MARMOT SPA D TRANSMIT PKT
3685243326183

Ky bk bb—2 |

Router# clear platform condition all
Router# exit

LFTS (Linux Forwarding Transport Service) (&, CPP 7>5 /30 h &7z > k% 10Sd LIS D
TV —2a NHRET D N T VAR — NA D =ALTT, ZOFITIE, A Z—E7 S
iz binos 77V r—3 3 V5 TO LFTS R—A D37 hISFEIRENTVET,

Router# show platform packet-trace packet 10

Packet: 10 CBUG ID: 52
Summary
Input GigabitEthernet0/0/0
Output internal0/0/rp:1
State PUNT 55 (For-us control)
Timestamp
Start 597718358383 ns (06/06/2016 09:00:13.643341 UTC)
Stop 597718409650 ns (06/06/2016 09:00:13.643392 UTC)
Path Trace
Feature: IPV4
Input GigabitEthernet0/0/0
Output <unknown>
Source 10.64.68.2
Destination 224.0.0.102

Protocol : 17 (UDP)
SrcPort : 1985
DstPort : 1985

Feature:
Input
Output
Entry
Lapsed

Feature:
Input
Output
Entry
Lapsed

Feature:
Input

FIA TRACE

GigabitEthernet0/0/0

<unknown>

0x8a0177bc - DEBUG _COND_ INPUT PKT
time : 426 ns
FIA TRACE

GigabitEthernet0/0/0

<unknown>

0x8a017788 - IPV4 INPUT DST LOOKUP CONSUME
time : 386 ns
FIA TRACE

GigabitEthernet0/0/0
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Output : <unknown>
Entry : 0x8a01778c - IPV4_INPUT_FOR_US_MARTIAN
Lapsed time : 13653 ns

Feature: FIA TRACE

Input : GigabitEthernet0/0/0
Output : internal0/0/rp:1
Entry : 0x8a017730 - IPV4_ INPUT LOOKUP PROCESS EXT

Lapsed time : 2360 ns
Feature: FIA TRACE

Input : GigabitEthernet0/0/0
Output : internal0/0/rp:1
Entry : 0x8a0l17be0 - IPV4_ INPUT IPOPTIONS PROCESS EXT

Lapsed time : 66 ns
Feature: FIA TRACE

Input : GigabitEthernet0/0/0
Output : internal0/0/rp:1
Entry : 0x8a0l7bfc - IPV4 INPUT GOTO OUTPUT FEATURE EXT

Lapsed time : 680 ns
Feature: FIA TRACE

Input : GigabitEthernet0/0/0
Output : internal0/0/rp:1
Entry : 0x8a017d60 - IPV4 INTERNAL ARL SANITY EXT

Lapsed time : 320 ns
Feature: FIA TRACE

Input : GigabitEthernet0/0/0
Output : internal0/0/rp:1
Entry : 0x8a017a40 - IPV4 VFR REFRAG EXT

Lapsed time : 106 ns
Feature: FIA TRACE

Input : GigabitEthernet0/0/0
Output : internal0/0/rp:1
Entry : 0x8a017d2c - IPV4 OUTPUT DROP POLICY EXT

Lapsed time : 1173 ns
Feature: FIA TRACE

Input : GigabitEthernet0/0/0
Output : internal0/0/rp:1
Entry : 0x8a017940 - INTERNAL TRANSMIT PKT EXT
Lapsed time : 20173 ns
LFTS Path Flow: Packet: 10 CBUG ID: 52

Feature: LFTS

Pkt Direction: IN

Punt Cause : 55
subCause : 0

Bl N7y b L—RADER

WIZ, X7y ML —RZHLTNATHE TNy hRey 7O NI TNV a—T 40
EATHVTVAOFERLET, ZOFNZIE, N7y b b L—ARRIC L o TRt S LD RE
Lo LB BRI U CRIBEIC BT 22 e L, BIEA )0 500 T, iR E o %
FENRENTWET,

ZOVUFIATHEH, BERLLZ b0, EInb NI TNy a—T 4 7 % Btk
FTHEIZOEbNY FHA, LIRS T, ZHOFEE N7y by M hL—2ADH <
V=7 7 BRTAHZ LERFNTHILERLD £,

Router# debug platform condition ingress

Router# debug platform packet-trace packet 2048 summary-only
Router# debug platform condition start

Router# debug platform condition stop
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Router# show platform packet-trace summary

Kry k=2 |

Pkt Input Output State Reason

0 G10/0/0 Gi0/0/0 DROP 402 (NoStatsUpdate)

1 internal0/0/rp:0 internal0/0/rp:0 PUNT 21  (RP<->QFP keepalive)
2 internal0/0/recycle:0 Gi0/0/0 FWD

ZOHEINZE, Ay b A=y b AV

B —T = A A 0/0/0 D NAT SR ENEIK T/ »

FRARE Yy 7ENTNDHZLIREINTHWET, ZHUCE->T, MEIIFEDAS v F—T =4

ATRELTWDZ ENDNY £, ZOFBHREMHHL T,

F—=2F %37y hEHIR L.,

T=EX X T TFxONTy MRERO L, AL~V E LT 2R TEET,

Router# debug platform packet-trace packet
Router# debug platform packet-trace punt
Router# debug platform condition interface
Router# debug platform condition start
Router# debug platform condition stop
Router# show platform packet-trace summary
Router# show platform packet-trace 15
Packet: 15 CBUG ID: 238
Summary
Input GigabitEthernet0/0/0
Output internal0/0/rp:1
State PUNT 55 (For-us control)
Timestamp
Start 1166288346725 ns (06/06/2016
Stop 1166288383210 ns (06/06/2016
Path Trace
Feature: IPV4
Input GigabitEthernet0/0/0
Output <unknown>
Source 10.64.68.3
Destination 224.0.0.102
Protocol 17 (UDP)
SrcPort 1985
DstPort 1985
I0Sd Path Flow: Packet: 15 CBUG ID: 238
Feature: INFRA
Pkt Direction: IN

Packet Rcvd From CPP

Feature: IP
Pkt Direction: IN
Source 10.64.68.122
Destination 10.64.68.255
Feature: IP

Pkt Direction: IN
Packet Enqueued in IP layer

Source 10.64.68.122

Destination 10.64.68.255

Interface GigabitEthernet0/0/0
Feature: UDP

Pkt Direction: IN

src 10.64.68.122(1053)

dst 10.64.68.255(1947)

length 48

Router#show platform packet-trace packet 10

Packet: 10 CBUG ID: 10
Summary
Input GigabitEthernet0/0/0
Output internal0/0/rp:0
State PUNT 55 (For-us control)
Timestamp
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Start ¢ 274777907351 ns (01/10/2020 10:56:47.918494 UTC)
Stop : 274777922664 ns (01/10/2020 10:56:47.918509 UTC)
Path Trace
Feature: IPV4 (Input)

Input : GigabitEthernet0/0/0
Output : <unknown>
Source : 10.78.106.2
Destination : 224.0.0.102
Protocol : 17 (UDP)
SrcPort : 1985
DstPort : 1985
I0Sd Path Flow: Packet: 10 CBUG ID: 10

Feature: INFRA
Pkt Direction: IN
Packet Rcvd From DATAPLANE
Feature: IP
Pkt Direction: IN
Packet Enqueued in IP layer

Source : 10.78.106.2
Destination : 224.0.0.102
Interface : GigabitEthernet0/0/0

Feature: UDP
Pkt Direction: IN DROP
Pkt : DROPPED
UDP: Discarding silently

src : 881 10.78.106.2(1985)
dst : 224.0.0.102(1985)
length : 60

Router#show platform packet-trace packet 12

Packet: 12 CBUG ID: 767
Summary
Input : GigabitEthernet3
Output : internal0/0/rp:0
State : PUNT 11 (For-us data)
Timestamp
Start : 16120990774814 ns (01/20/2020 12:38:02.816435 UTC)
Stop : 16120990801840 ns (01/20/2020 12:38:02.816462 UTC)

Path Trace
Feature: IPV4 (Input)

Input : GigabitEthernet3
Output : <unknown>
Source :12.1.1.1
Destination : 12.1.1.2
Protocol : 6 (TCP)
SrcPort : 46593
DstPort : 23
IOSd Path Flow: Packet: 12 CBUG ID: 767

Feature: INFRA
Pkt Direction: IN
Packet Rcvd From DATAPLANE

Feature: IP
Pkt Direction: IN
Packet Enqueued in IP layer

Source :12.1.1.1
Destination : 12.1.1.2
Interface : GigabitEthernet3

Feature: IP
Pkt Direction: IN
FORWARDEDTo transport layer
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Source : 12.1.1.1
Destination 0 12.1.1.2
Interface : GigabitEthernet3

Feature: TCP
Pkt Direction: IN
tcpO: I NoTCB 12.1.1.1:46593 12.1.1.2:23 seq 1925377975 OPTS 4 SYN WIN 4128

Router# show platform packet-trace summary

Pkt Input Output State Reason

0 INJ.2 Gil FWD

1 Gil internal0/0/rp:0 PUNT 11 (For-us data)
2 INJ.2 Gil FWD

3 Gil internal0/0/rp:0 PUNT 11 (For-us data)
4 INJ.2 Gil FWD

5 INJ.2 Gil FWD

6 Gil internal0/0/rp:0 PUNT 11 (For-us data)
7 Gil internal0/0/rp:0 PUNT 11 (For-us data)
8 Gil internal0/0/rp:0 PUNT 11 (For-us data)
9 Gil internal0/0/rp:0 PUNT 11 (For-us data)
10 INJ.2 Gil FWD

11 INJ.2 Gil FWD

12 INJ.2 Gil FWD

13 Gil internal0/0/rp:0 PUNT 11 (For-us data)
14 Gil internal0/0/rp:0 PUNT 11 (For-us data)
15 Gil internal0/0/rp:0 PUNT 11 (For-us data)
16 INJ.2 Gil FWD

KIZ, Ty b =R T =2 OfEEFRT DR LE T,

Router#show platform packet-trace statistics
Packets Summary
Matched 3
Traced 3
Packets Received
Ingress O
Inject 0
Packets Processed
Forward O

Punt 3

Count Code Cause

3 56 RP injected for-us control
Drop 0

Consume O

PKT _DIR IN
Dropped Consumed Forwarded
INFRA 0 0 0
TCP 0
UDP 0 0 0
Ip 0 0 0
IPV6 0 0 0
ARP 0 0 0
PKT_DIR OUT
Dropped Consumed Forwarded
INFRA 0 0 0
TCP 0
UDP 0 0 0
Ip 0 0 0
IPV6 0 0 0
ARP 0 0 0
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WIZ, aryhra— T L—rnE 73 T —T 477 ety AL IO FER B
iy NaeRRTHHERLET,

Router#debug platform condition ipv4 10.118.74.53/32 both
Router#Router#debug platform condition start
Router#debug platform packet-trace packet 200

Packet count rounded up from 200 to 256

Router#show platform packet-tracer packet 0
show plat pack pa 0

Packet: 0 CBUG ID: 674
Summary
Input : GigabitEthernetl
Output : internal0/0/rp:0
State : PUNT 11 (For-us data)
Timestamp
Start : 17756544435656 ns (06/29/2020 18:19:17.326313 UTC)
Stop : 17756544469451 ns (06/29/2020 18:19:17.326346 UTC)

Path Trace
Feature: IPV4 (Input)

Input GigabitEthernetl
Output : <unknown>
Source : 10.118.74.53
Destination : 198.51.100.38
Protocol : 17 (UDP)
SrcPort : 2640
DstPort : 500
IOSd Path Flow: Packet: O CBUG ID: 674

Feature: INFRA
Pkt Direction: IN
Packet Rcvd From DATAPLANE

Feature: IP
Pkt Direction: IN
Packet Enqueued in IP layer

Source : 10.118.74.53
Destination : 198.51.100.38
Interface : GigabitEthernetl

Feature: IP
Pkt Direction: IN
FORWARDED To transport layer

Source : 10.118.74.53
Destination : 198.51.100.38
Interface : GigabitEthernetl

Feature: UDP
Pkt Direction: IN

DROPPED
UDP: Checksum error: dropping
Source : 10.118.74.53(2640)

Destination : 198.51.100.38(500)

Routerf#show platform packet-tracer packet 2
Packet: 2 CBUG ID: 2

IOSd Path Flow:

Feature: TCP

Pkt Direction: OUTtcpO: O SYNRCVD 198.51.100.38:22 198.51.100.55:52774 seq 3052140910
OPTS 4 ACK 2346709419 SYN WIN 4128

Feature: TCP
Pkt Direction: OUT
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FORWARDED
TCP: Connection is in SYNRCVD state
ACK : 2346709419
SEQ : 3052140910
Source : 198.51.100.38(22)

Destination : 198.51.100.55(52774)

Feature: IP
Pkt Direction: OUTRoute out the generated packet.srcaddr: 198.51.100.38, dstaddr:
198.51.100.55

Feature: IP
Pkt Direction: OUTInject and forward successful srcaddr: 198.51.100.38, dstaddr:
198.51.100.55

Feature: TCP
Pkt Direction: OUTtcpO: O SYNRCVD 198.51.100.38:22 198.51.100.55:52774 seq 3052140910
OPTS 4 ACK 2346709419 SYN WIN 4128

Summary
Input : INJ.2
Output : GigabitEthernetl
State : FWD
Timestamp
Start : 490928006866 ns (06/29/2020 13:31:30.807879 UTC)
Stop : 490928038567 ns (06/29/2020 13:31:30.807911 UTC)

Path Trace
Feature: IPV4 (Input)

Input : internal0/0/rp:0
Output : <unknown>
Source : 172.18.124.38
Destination : 172.18.124.55
Protocol : 6 (ICP)

SrcPort : 22

DstPort : 52774

Feature: IPSec

Result : IPSEC_RESULT_DENY
Action ¢ SEND_CLEAR

SA Handle : O
Peer Addr : 55.124.18.172
Local Addr: 38.124.18.172

Router#
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Ny kM Fay D

ZDORFa2 A FTIL, Cisco8500 Y —XEFX a7 /L—FTO/NTy b Ray FIZO0 Tl
HLES,

e Xy h ey AIzonT (135 2—)

« Xy b RryFORR (135 3—)

« X7y b ey THROFR (135 ~—)

« N7y MEROBEE (137 =)

Ny b Ry g (138 X—Y)

« Ty bRy TEELEWVEORE (139 ~—)

Ty b ey TEELEWVEORR (140 ~—)

Ny kR RAaw J[ZDVT

(©] > O —
Ny b RkOy JORTR
showdrops 2> REZEITL T, NF >y F Ray 7ORARKREZ T TV a—TFT 4 7T
7
showdrops =~ REZEHT 5L, LT ARETEET,
HEREEZIT T e Ptk o< ey TORAKFRA,

« QFP K v 7 DJEIE,

N7y k ROy TIEROKRTR

ROFIEEFATLC, A F—T A A, 7 bhal, FIFHEEICESNT, f1 U AF R
Dy b Ray FIEREFTRBLIOT ALY 7 TEET,
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B <7 rroyomsozs

KTy bk kayT |

3. showdrops { bgs| crypto] firewall| interface ip-all| nat| punt| gfp| qoshistory}

FIEDHE
1. enable
2. showdrops
FIED
FIE

AR RFEERETIVa Y

=)

AT w1 |enable FFHEEXECE— REAMILET, T 7 bk
%l - RENTEBNRNRAT—RE AN LET,
Router> enable
27w 72 | show drops Fr w7t en LET,
f1
Router# show drops
27 73| showdrops { bgs| crypto|firewall interface|ip-all  nat| | 3fit L7 > 5 —7 = { A& /{271 k=20 |

punt| gfp| qoslhistory}
1 -

Router# show drops gfp

2y TRt EME A RN L ET

(6=3))
CiscoIOSXE 17.13.1a 726, FrLW\WF—U— K47
> = history 2% show drops =~ > RIZiBM & E
L 7=, showdrop history gfp =~ > K& HI %
L. QFP Fry VOBREEZR R TEET,

1

Ny b ROy TERORTH - H A

KIZ, showdrops 2~ RO Z R LET, ZOHIIFIZIE, QuantumFlow Processor
(QFP) |ZPH# L 7= packet drops I # AN R S E T,

Router#show drops

bgs BQS related drops

crypto IPSEC related drops
firewall Firewall related drops
history History of drops
interface Interface drop statistics
ip-all IP related drops

nat NAT related drops

punt Punt path related drops
gfp QFP drop statistics

gos QoS related drops

| Output modifiers

<cr> <cr>
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Router# show drops qfp

—————————————————— show platform hardware gfp active statistics drop detail
Last clearing of QFP drops statistics : Fri Feb 18 08:02:37 2022
(6d 23h 54m 29s ago)

ID Global Drop Stats Packets

Octets

319 BFDoffload 9

1350

61 Icmp 84

3780

53 IpFragErr 32136

48718168

244 TIpLispHashLkupFailed 3

213

56 IpsecInput 18

4654

23 TailDrop 26713208

10952799454

216 UnconfiguredIpv6Fia 241788

26596680

—————————————————— show platform hardware gfp active interface all
statistics drop summary

Drop Stats Summary:

note: 1) these drop stats are only updated when PAL
reads the interface stats.

2) the interface stats include the subinterface
Interface Rx Pkts Tx Pkts

GigabitEthernetl 60547 0

GigabitEthernet2 60782 27769658

GigabitEthernet3 60581 0

GigabitEthernet4 60502 1323990

Tunnell4095001 0 1990214

Tunnell4095002 0 3883238

Tunnell4095003 0 3879243
Tunnell4095004 0 2018866
Tunnell4095005 0 3875972
Tunnell4095006 0 3991497
Tunnell4095007 0 4107743
Tunnell4095008 0 3990601

INT sy MEERODFREE
ORIy varTik, Ny MERERIET A0 a~r REDoFlZ/RLET,

Ry hTatyPxz T (PPE) OFTXTOAL U F—T 2 ATO RKu v 7O % FRR
T 5I2i%, showdropsqfp =~ > R&MHA L £,

)

GE)  Zws/—a<> Kshowdropsqgfp i%. st show platform hardware qfp active statisticsdrop =
~ 2 FOEBEKLTT,

Router#show drops qfp

Cisco8500 ) —X ¥17 L—4 VI bz 7HEEHAF



. K7y b RRy TEE

KTy bk kayT |

Global Drop Stats Octets
Packets

AttnInvalidSpid 0 O
BadDistFifo 0 0
BadIpChecksum 0 0

Ny vty (PPE) DT R THOA X —T7 A ATDOQFP FKu v 7 D@ %
#FZn7T 5Tl showdropshistorygfp =2~ > FE2EH L ET, Zoa~vr REEHT L L, @
E 150, 59, BXO30 0Oy b Rey PGB TE 7,

\)

6=

Ny R R

drop history =< > FOEMETLTT,

Z ws3—=a < R show dropshistory gfp id, st show platform hardware qfp active statistics

Router# show drops history qfp

Last clearing of QFP drops statistics : Mon Jun 26 07:29:14
2023

(21s ago)

Global Drop Stats 1-Min
5-Min 30-Min All
Ipv4NoAdj 0

0 0 99818

Ipv4NoRoute 0

0 0 99853

Ny JE&E

Ry RN E 0SS VMEB L OVEIZAFH QFP Fu v 7 HE 1 BH7-0 oo~r v b
BCRETEET, RESNTZLEWVEEZEBZD &, L— MR S L7z syslog 245 2342 5% S 4
F9, ARLEWEEZBZD L 1 SOBERARSH, Fo vy Z7ORIKI &2 1 >OEENE
REnET,

BT, Foy ZREEZEICRR OB EAER S ES, ERTO 15900 Ra v 78R L
EVWME (IBH7Z0ory M) X60DEEHREN., Fay BRI OEE2#Bz 5 &, &
ERERENET,

W, BB L0 ey FHRE 2L 0BG T 2 2 0B EDE 2R LET,

$QFP-5-DROP_OVERALL RATE: Exceeded the overall drop threshold 10000 pps during the last
60-second measurement period, packets dropped in last 1 minute: 641220, last 5 minutes:
1243420, last 30 minutes: 124342200

$QFP-5-DROP_CAUSE RATE: Exceeded the drop threshold 1000 pps for QosPolicing (drop code:
20) during the last 60-second measurement period, packets dropped due to QosPolicing
in last 1 minute: 61220, last 5 minutes: 43420, last 30 minutes: 4611200
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Ny ROy JEZEELEIMEDETE

Foy IR 2L 0% L%b\ﬁg%cl:z}“/if:li 1B &H7=0 D7y MEIZEBET 565 QFP K
By TR EBIET DICIE, ROFIEEZFATLET,

FIEDHE
1. enable
2. configureterminal
3. platform gfp dropsthreshold {per-cause drop_id threshold | total threshold}
FIED ¥
FlE
ARV RFERIETY Va3 BH#Y
AT w71 |enable FHEEXECE— REANILET, a7 hak
i - RENTEHNRNAT—REASLET,
Router> enable
AT w 72 | configureterminal JTa— )L a7 4 X2 lb—3ay B— FEELG
15“ : L/i‘g‘o
Router# configure terminal
25w 7 3 | platform gfp drops threshold {per-cause drop_id Foy 7RIS E D LEVE, $0E Fay 743
threshold | total threshold} oL WMERISELET,
f G¥)

Router# platform gfp drops threshold per-cause Fa v 7 RK ID #FK-R~T 521X, show platform
206 10 hardware qfp active statisticsdrop detail =2~ > N %

AL £,
il
Wiz, Py 7R T 0BS LEWEE GFFQFP Fu v 7z i d 5l 2R L&
ﬁ‘o

Foyv7REIED QFP FA Yy THELE L EULMED R ES
Wiz, Fu v 7FIKID 24 %S L& VMEE 15 pps ICRET 2612~ LET,

Router> enable

Router# configure terminal

Router (config) #platform gfp drops threshold ?

per-cause Set warning threshold for per cause QFP drops
total Set warning threshold for total QFP drops

Cisco8500 ) —X ¥17 L—4 VI bz 7HEEHAF
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Router (config) #platform gfp drops threshold per-cause ?
<0-1024> QFP drop cause ID

Router (config) #platform gfp drops threshold per-cause 24 ?
<0-2147483647> Drop threshold in packets per second (pps)
Router (config) #platform gfp drops threshold per-cause 24 15

BETQFP FO v THOZEE L = LMEDREH
WIZ, BFFQFP R 7 DEE L & WM EZ 100 pps ISR ET D61 Z2 7~ LET,

Router> enable

Router# configure terminal

Router (config) #platform gfp drops threshold 2

per-cause Set warning threshold for per cause QFP drops
total Set warning threshold for total QFP drops

Router (config) #platform gfp drops threshold total ?
<0-2147483647> Drop threshold in packets per second (pps)
Router (config) #platform gfp drops threshold total 100

Ny bRy TEELEMEDRT

RIEFAHD Fu v ZJRK T & OBE L EVME L GFFQFP Fu v VAR RT HITIE, ROTF

JIE %2 AT L ET,
FIEDHE
1. enable
2. show platform hardware qfp active statistics drop threshold
F IR D 48
FIE
ARV FFEEETIVa Y B
AT w1 |enable FFHEEXECE— REZAMILET, T 7 bk
%l - RENTEBNRNAT—RE AN LET,

Router> enable

Z 5w 7 2 | show platform hardware gfp active statistics drop REFEAHD Ra vy TORKFZ L EE L E\WEEE

threshold B QFP Fr v 7HAERRLET.

Bl ()

Router# show platform hardware gfp active . 3 y/\"»—jvy NS ]\ show dropsthresholds fj:\
sracistics drop thresholds show platform hardwareqfp active statisticsdrop

threshold =~ > FOEMEFEF T,
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il

KryrrnyresLznEoss I

Ny b RRy TEE L ELMEDORTRSE
&IZ, show platform hardware gfp active statisticsdrop threshold =~ > K@ Hi /34l %

%Liﬁ‘o

Router#show platform hardware gfp active statistics drop thresholds

Drop Cause Name Threshold
BadIpChecksum 100
PuntPerCausePolicerDrops 10
QosPolicing 200

Total 30

1z, show dropsthresholds 7 v/ 8—=a~ o RO AHl% 75 LET,

Router#show platform hardware gfp active statistics drop thresholds

10
206
20

Drop Cause Name Threshold
BadIpChecksum 100
PuntPerCausePolicerDrops 10
QosPolicing 200

Total 30
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SR-TE {&5E£/\X Z 41 L 7= EVPN VPWS

A—HF v F VPNRBT 7 A _X— KU A ¥Hh—E X (EVPN VPWS) DOIEFEIZ LV, PE D3
TR TEVPNA Vv A Z LV AEMSIT D100 7 ) v 78 L0 e b EIR R EE S E
T, ZOHLHRIZ K Y EVPN VPWS 3Lk S 41, preferred path #aE 4 ffiH L C SR-TE R U 2 —
DHEEER Y AR— hENFET,

« SR-TE B /S A %4 L 7= EVPN VPWS OFEREE#H (143 =—)

« SR-TE B /X2 %/ L 72 EVPN VPWS OHIFIHEIH (144 =X—)

« SR-TE #85c /XA % L 72 EVPN VPWS ([ZBHT 5 1 (144 <—2)
« SR-TE 45/ 2 %4 L 7= EVPN VPWS O E 1L (144 =—2)
« SR-TE #45c/X 2 %4 L 7= EVPN VPWS OHfzE (146 ~<—3)

SR-TE {25c/V X Z 4t L = EVPN VPWS D #EE1EER

ROKIZ, ZOFY 2— /LT LIZERRICET ) U —REFRERLET, ZORIEL V7
7 UU—X I\I/KV“C%\*%%A DOV R—=FIPREAINTZEEOY 7 =T VU —R7
T%rbfwi# ZOREREIX. FRCWI O B2 WRY | ZNLIEO—#HO Y 7 vy =T U Y —
ATHYR—FENET,

TTy b7 A= LD R FBEOV AT VT by 2T A A=V OV R— MIET L EWE
i39I, Cisco Feature Navigator Z i ] L £ 9", Cisco Feature Navigator |27 27 & 2§ %2
X, www.cisco.com/go/ctn IZFEE) L £ 7, Cisco.com DT B 7 MIMLEDH Y FH A,

5 18: SR-TEB /N R & A L 1= EVPN VPWS DHHETEHR

HEE4 1)1)—=x FERETR TR
SR-TE /X2 %/ L7z EVPN |Cisco IOS XE Cupertino 17.15.4a | = OFgREINE A S E LT,
VPWS
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SR-TE B 2£/X2 &4 L1 EVPNVPWS |
B sr-TE %/ <X £ L1 EVPN VPWS O#ISETE

SR-TE {25/ X %4 L = EVPN VPWS D #|#95E18

eSRAVT L R 7 A KRy (ODN) R r—iFZ¥FR—hrINTWEFA, SREHR
Vo —DBNYR—hENET,

« SR 7 —HALRY >— (PFP) IV HR— SN TWEREA, SRIGIEENNAKRY > — (PDP)
DOIHNYR— PN TWET,

« N7 — h D =4 71 k2L (IGP) I Intermediate System-to-Intermediate system (IS-IS)
T

SR-TE {&4c/\X =4 L 1= EVPN VPWS [ZB8 9 B (&R

EVPN VPWS OREEIZ L Y . PE OXT M TEVPN A L AHX U RAERENIT HI2bDY 7 F U v
B ION RN EE S L, ZOkEIC LY . EVPN VPWS &, preferred path
PREZ MM LT SR-TE AN Y o — DR FR— F T 5 L 91242 h 9, Zotaeicid, &
FSANE T LT HIRE AR T =Ry 7T 55 7 4 N OBEE T 5
fallback disable &7+ =2 VU NEENTWET,

WORNZT —F%T 7 F ¥ ERLET,
1:SR-TE7—xT49 F v %4 L1- EVPN VPWS

Customer Customer

SR Policy

.\* % % % ‘/
~ Customer
\_ Site

SR-TE {25c/\X %4t L 7= EVPN VPWS D% TE A

DX 7 a Tk, SR-TEESE /X2 %/ L7Z EVPNVPWS OREICEHET 5 Z 2 7125\ T
FHEALET,
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| SR-TE%/SZ %4 L1 EVPN VPWS

SR-TE B2t/ 2 &7 L1- EveNvPWs oixe ]

SR-TE {25t/\ X Z 4 L 1= EVPN VPWS D% E

WOBNL, & E S 7z SR-TE /X2 %/ L7= EVPN VPWS 2 G302 9 5 FiEZ /R LTV E
-éAO

12vpn evpn instance 100 point-to-point
rd 100:100
route-target export 100:100
route-target import 100:100
|
vpws context wvcl00
preferred-path segment-routing traffic-eng policy p-100
service target 100 source 100
interface GigabitEthernet0/0/3
service instance 100 ethernet
encapsulation dotlg 100

T4+ —ILiNy I DE L & SR-TEE /N X Z 4 L~ EVPNVPWS D& E

fallback disable =~ > R, BHENRZAD SRR V—RNE T LIEHEIC, T8 ART 7 4
IVERDONRREFERH LXK 2l LET,

12vpn evpn instance 100 point-to-point

rd 100:100

route-target export 100:100

route-target import 100:100

vpws context vcl00

service target 100 source 100

member GigabitEthernet0/0/3 service-instance 100

preferred-path segment-routing traffic-eng policy p-100 disable-fallback

SR-TEESE/NRA %S LT=EVPNVPWS D 5D T +— )L/ v T DESNED

HIBR

wOFNL, SR-TEEIE /XA %4 L7 EVPNVPWS T7 4+ —/L Ny 7 OESNMbLO A7 > g % Hl
R4 25 HEERLTONET,

12vpn evpn instance 100 point-to-point

vpws context wvcl00
preferred-path segment-routing traffic-eng policy p-100

SR-TE 25t/ \ R &% %41 L 7= EVPN VPWS DO E31E

WDOFNE., SR-TE B/ R A E LN L7~ EVPN VPWS Z#HEShc4 5 HiEa L TWET,

12vpn evpn instance 100 point-to-point
vpws context vclO00
no preferred-path segment-routing traffic-eng policy p-100 disable-fallback
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SR-TE B 2£/X2 &4 L1 EVPNVPWS |

¥

B srTE /< £ 9 L1z EVPN VPWS DR

oul
>

SR TE 1%55/ \Z ’E L/ T" EVPN VPWS d)ﬁEﬂ'b\

WD HFNL. SR-TEEE S A Z A L7 EVPNVPWS & 7 +—/L 3 7 OO R E % HER
T3 HEERLTWET,

« RIZ. SR-TE &4 X2 %4 L7 EVPN VPWS & Ex ~ T H 2R~ LET,

device# show 12vpn evpn vpws VC ID 100 detail
EVPN name: vcl00, state: up, type: point-to-point
EVPN ID: 100
VPWS Service Instance ID: Source 1, Target 2
Labels: Local 17, Remote 17
Next Hop Address: 6.6.6.6
Associated member interface Gi0/0/3 up, Gi0/0/3:3000 status is up
Output interface: Tu65536, imposed label stack {16016 17}
Preferred path: active
Default path: ready

device# show 1l2vpn evpn vpws vc preferred-path
Tunnel EVPN ID Source Target Name Status

Tunnel65536 100 1 2 vcl00 up

{y

WIT, 74—y 7 NG 72 > T 5 SR-TE B4 /X2 %4 L 7= EVPN VPWS iR E %
RYHEAEIE R L ET,

device# show 12vpn evpn vpws VC ID 100 detail
EVPN name: vcl00, state: up, type: point-to-point
EVPN ID: 100
VPWS Service Instance ID: Source 1, Target 2
Labels: Local 17, Remote 17
Next Hop Address: 6.6.6.6
Associated member interface Gi0/0/3 up, Gi0/0/3:3000 status is up
Output interface: Tu65536, imposed label stack {16016 17}

Preferred path: active
Default path: disabled
Dataplane:

SSM segment/switch IDs: 25037/12290 (used), PWID: 1

Rx Counters

1241 input transit packets, 463266 bytes

0 drops

Tx Counters

828 output transit packets, 402840 bytes

0 drops

24 VC FSM state transitions, Last 10 shown

DpUp: Act -> Est, Mon Sep 06 23:32:43.809 (2w2d ago)
RemDn: Est -> RemWait, Mon Sep 06 23:32:43.809 (2w2d ago)
RemUp: RemWait -> Act, Mon Sep 06 23:32:43.816 (2w2d ago)

DpUp: Act -> Est, Mon Sep 06 23:32:43.816 (2w2d ago)
DpDn: Est -> Act, Mon Sep 06 23:35:57.944 (2w2d ago
DpUp: Act -> Est, Mon Sep 06 23:43:50.071 (2w2d ago

(
(
(
DpDn: Est -> Act, Mon Sep 06 23:46:15.361 (2w2d ago
(
(
(

DpUp: Act -> Est, Mon Sep 06 23:54:11.508 (2w2d ago
DpDn: Est -> Act, Tue Sep 07 00:00:11.248 (2w2d ago
DpUp: Act -> Est, Tue Sep 07 00:06:27.355 (2w2d ago

s IRIZ, 77&*/1//\/70)““%)3ﬂ:0>z“7°\‘/3 VO ENTZ, SR-TEES /S A %4 L7-EVPN
VPWS & E &3 H OB R LET,
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| SR-TE%/SZ %4 L1 EVPN VPWS
SR-TE 826/ 2 %91 L 1= EveN vPws ez ]

device# show 12vpn evpn vpws VC ID 100 detail
EVPN name: vcl00, state: up, type: point-to-point
EVPN ID: 100
VPWS Service Instance ID: Source 1, Target 2
Labels: Local 17, Remote 17
Next Hop Address: 6.6.6.6
Associated member interface Gi0/0/3 up, Gi0/0/3:3000 status is up
Output interface: Tu65536, imposed label stack {16016 17}
Preferred path: active
Default path: ready

« RIZ. SR-TEMESE /X2 %4 L72 EVPN VPWS R ENBEINIZ o TWB B 2R L £,

device# show 12vpn evpn vpws VC ID 100 detail
EVPN name: vcl00, state: up, type: point-to-point
EVPN ID: 100
VPWS Service Instance ID: Source 1, Target 2
Labels: Local 17, Remote 17
Next Hop Address: 6.6.6.6
Associated member interface Gi0/0/3 up, Gi0/0/3:3000 status is up
Output interface: Gi0/0/0, imposed label stack {16 16}
Preferred path: not configured
Default path: active
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SFP MEXE

» SFP+ OFRE (149 _—2)
* FEC OF%E (150 ~X—)

SFP+ D% E
A\

GE) W ONPDY AT Ty 7 —5, NIM\, BLORSM A — T, AICA ¥ —T7 A AT
DO<wNLF L— K SFP OF/ENRYFFR— FENTHET (10GFRE— FTD 1GSFP F 77 1% 10G SFP+
e .

A= FF X XNANRN RILTIEE, TRTCDORANRNR—A L H—T 2 A ZADHE LT 27 L v 7 AN
FILTHLIMENDOD T, F—FF ¥ RNV ERTETDHIZE. A=A F—T A ALH
CHEDT 2 by I AL H—T oA AEFERTHZL2BEDLET,
~)LFL—hrSFPEYVR— T D140 X —T A ZADFHEMZHOWTIE, et 55 —F 32— b
FHEMBLTLIEE N,

FlaD#E
1. enable source-interface gigabitethernet slot/port
2. configureterminal
3. interfacetengigabitethernet slot/port
FlD 4
FIE
ARV KRFERETI a3 Y B#J
R T w 71 | enable source-interface gigabitethernet slot/port BEEXECE— RE A R2—7 i LEd, a7
%l - rRFTRENTEZS, NRATU—RE AN LET,
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B recozs
ARV KRFERIETI Va3 B#
Router# enable

Z 5 2 | configure terminal Ta—)ar7 4 Xal— gy T— NG
fil LET,
Router# configure terminal

A7y 7 3 |interface tengigabitethernet slot/port RETHI0FXVEY PA—F Ry A F—T =
15'] : /])X%j:g’fé‘ [_/iﬁ‘o
Router (config)# interface tengigabitethernet 4/11 7 7 C. BEEIIKDO L HIICEZRINE T,

slot/port : A % —7 = A ADLHTEHEELET,

lgdm=Z —EE (FEC) 1%, RIEERET —
9, Cisco 8500 'V — X & 2 7 )L—H (2% SFP OFPHNE W=,

HUREFIIBERN =T —%TF =7 LCHEELE
FEC Z 3% E T DM HN

HYET,

FlEDHE
1. enable source-interface gigabitethernet slot/port
2. configureterminal
3. interfacetwentyfivegigabitethernet sot/port
4. fec {auto|cl108]|cl74 | off}

FIED F%HH

FIE

AU RFEEETIVa Y

=)

R T w 71 | enable source-interface gigabitethernet slot/port ¥ HEEXEC E— K& A X —7 iz LET, 77
%l - rRFTREINTEZS, NRATU—RE AN LET,
Router# enable

A7 72 |configureterminal ya—sYL ar 7 4 ¥ab— gy B— ARk

1

Router# configure terminal

LET,
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| srPosE

rcoz
AR REREFTI VI Y B #
R T 7 3 |interface twentyfivegigabitethernet slot/port RETHI0XFHTEY hA—P Ry b A F—Tx
) - A AERELET,

Router (config)# interface
twentyfivegigabitethernet

0/0/16 4/11

T, BEBIIRO L HICERSNET,
slot/port : A & —7 = A ZADGHiAfEE L £,

ATvT4

fec { auto| cl108 | cl74 | off}
fi

Router (config) # interface
twentyfivegigabitethernet

0/0/16 4/11

FEC & L £ 7,
wIZ, FEC a2~ ROFE— R&ERLET,

* auto— SFP % A FIZHSWTCFEC AN L E
ﬁ—

* c1108— clause108 <= RS-FEC(528,514) % A hZ
LET

o cl74— clause74 <= FC-FEC #&shc L4

o disable— 1 > % —7 = A A CFEC Z®E&hiz L E
_a-

G¥)
*FEC =~ FiX25G VU v 7 icoAmA S E
9,

« 1025G T = 7 /L L— h SFP DFE . HEMN 25G
NH 100G ICEE SNZBEIR. HEAEFE T
BDHNIIPNZ FEC BRELZHIFRT A2MLENRH Y
i‘g—o
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Cisco ThousandEyes I A—T534AXIT—
SIVbNTITN—=2a DRAT A
7\\

Z OE Tl Cisco Thousand Eyes =2 ¥ —7' 7 A X 2=V = N T 7V r—39 VORAT 4
YTREZOWTHHALEY, ZOETHATLINEIL, ROLED TH,

» CiscoThousandEyes =2 ¥ —7' 7 f A x— = N TV r—v g VOKRAT 47 (153
Y R—PhENDT Ty T+ —L LV AT LB (155 X—)

* CiscoThousandEyes 7 7' U 77— a2 DA VA h—)L L EZITOT—27 71— (1553—7)
TV FDONTA=FDOEH (159 X—)

TN = a DT A A M= (160 R—)

s Cisco ThousandEyes 7 7'V 77— a > D b T TNy a—T 4 7 (160 ~X—)

Cisco ThousandEyes T2 —TJS5A X IT— Vb7 J
J)r—2 3 DRATA 2T

CiscoThousandEyes |Z, XY NV =7 A VT IV V2 AT Ty N 74 —LTHY, =—TV =
AL TIESERTAMNEFTL, Xy N7 TPV —a O T 4 —v A
BEE=HZTEETS, ZOT 7V =2 a 2L T, EVRACEELRTT Ry NU—7
B —bv2A2EKOTY RV —x 2 RXZAEZFRK/RTE EJ, Cisco ThousandEyes 7 7"V /r—
Ta sk, W AN BROS =Ry PRy NU—I DRy NT—2 T T 4 w7 N
ARuYTNVEALLTT VT A TICE=L =L, Ry NT—=IRT =< AD5H a3 L E
9, F72. Cisco ThousandEyes 7 7" U 77— 3 UNI—T 4 V7B I OT A 25— & Tl
SNTT IV r—ra YA AYECET 2 SR AR L, T LT AR = AD L
7R Rz ARBIC LE T,

TV r—vay RAT 4 7 HREE LT, Cisco ThousandEyes Enterprise Agent & =1 > 7
F7 U — a2 L TCisco8500 > ) — R X a7 L—XICEBTXET, ZOox=—Vx
Yk 77U —a i, Cisco I0x docker-type A7 > a & LT docker f A—& LT
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Cisco ThousandEyes T2 4 — TS5 A X I—S o b 7FUr—2avDhRT4 04 |
. Cisco ThousandEyes T2 —FS5A X T —C 2 b 7T 54— 3 D OBEEER

FITENFET, 2> hr—FF— KT Cisco ThousandEyes % 5% &9 5 FIEDFEAIZ DUV T,
[Cisco SD-WAN Systems and Interfaces Configuration Guidel]] &M L T 72 &0,

2:ThousandEyes 7 7') r— a VIZ& B4y kT—O DRTE

End-to-end visibility

»
Public Cloud
@ @ providers

- 7 N,
Branch S A

«<

| -
- | |-
=

i Internet
@ _________________ /" (ISPs, DNS CDNs, SWGs,
Public/Private Cloud) )
g e
7] -

Branch

Cisco ThousandEyes TV A —TJSA X I— Vo TP 5— 3y
D HEREHER

ORI, ZOFY 2—/LCHP LIHEEICET )V —AFRERLET, ZORIF, V7
=7 UU—RA b A U TEHBEOTR—IREAINTZLEEZDOY T Fy=T VU —R72
TERLTWET, ZOREREIX. FRCHT O B2V RY | ZNLIEO—#HDO Y 7 vy =7 U Y —
ATHYR—FENET,

TTy N7 =LY R—= P BIOVRAa YT MU =T A A=V O R— MIBET HHEREHR
9 HITIL, Cisco Feature Navigator Z i} L &7, Cisco Feature Navigator {27 27 A 5 (Z
X, www.cisco.com/go/cin IZFEE) L £ 7, Cisco.com DT B 7 MIMLEDH Y FH A,

% 19: Cisco ThousandEyes Enterprise T— . > b 7 71) r—3 3 L O #REER

HaE

iy

)= HRETRER
Cisco ThousandEyes Cisco I0S XE
Enterprise Agent 77" U | 17.15.4a
F—a Y DEAT 4
U

TV r—ay RAT 4 o e Ea T E L
THHLT, =T 47 7T N 74— AL THET
&M 5 ThousandEyes =— = v 77U r—3 9
EHRAETHILT, AV H—Fv b, 7TU KT
NAHZ— Bz X —TF3 4 X Xy NT—7IZ
B3 25w s AT T 7Y r—var =
7 AR o A AL TE £,
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http://www.cisco.com/go/cfn

| CiscoThousandEyes T2 —FS5A X I—Szo b 7IUS—LavDRRT4 VY
PR—rEndTI5y r7r—Le 27 LEH ]

HR—bFESNBZTSIY I —LERTLEHR

WDORIZ, YR—=FENDLT Ty b T —LEVAT LB EZRLET,

TS5y b I4+—L4 J—r25v>a DRAM

C8570-G2 480 GB NVMe SSD 32GBF 74/ (DIMM X
2) IZBEF64GBIZT v TS
L — RHA[RE

C8550-G2 480 GB NVMe SSD 32GBF 74/ (DIMM X
2) IZBF64GBICT v
L— RARE

Cisco ThousandEyes 7 71— 3 VDA VR =L &
EITODT—Y 70—

7 /XA A|Z Cisco ThousandEyes £ A — % A A b—/L L CEITT D21, RO FNEEZFEITL
i—a_o

FIE

AT w71 Cisco ThousandEyes R —Z /L TH LWT B hEAER L E T,

ARTFY T2 V7 NI =T OH T m— K= 5 Cisco ThousandEyes 7 7Y r—v g v X r—V% Xy va— R
L, ==V b=V a 51 2FHLTWAZ L 2R LET,

ATFYT3 THRAATA A=V hat—LET,

ATV TE A A=A A =L L TRBILET,

ARTYFTS ==V hEarhn—J1 8L ET,

Cisco ThousandEyes 7 7))y —> 3 V%KAM 57— 70—

TV r—varmEA A M=V L TCREENT I, ROFEEZEITLET,

1R HHEIIZ

Cisco ThousandEyes R —# /L CH LWT v MafER L., h—2 &4 LE 7, Cisco
ThousandEyes T— = > h 77U r— g 03, 2O M—7 &AL TRIEL, IELW
Cisco ThousandEyes 7 1 7 > MZF =v /A LET, M UPBHTHDH I LE2RT Ay
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https://app.thousandeyes.com/settings/agents/enterprise/?section=agents&add-agent

Cisco ThousandEyes TV 8 — TS5 A X I—Sz v b 7IUr—2av0kRT4 04 |
. Cisco ThousandEyes 7 74— 3 V&KX B0 —9 70—

T—UNERENET, BEDO T 7NV 2—TF 4 7 %475 121%, Cisco ThousandEyes 7 7
Vor—var D T TNyva—T 407 (160 X—) ZZRLTIIEIN,

\}

GE)  FELWb—27r& FAA R —LH%—s3— (DNS) EREBRET DL, 7351 2 HERITHK
HEhEd,

FIE

ATV T1 FRAL A TCiscolOX 77V r—y g VEEEAZFEICLET,
« JESD-WAN (B E—R) A A—VIZIkDa~r REERALET,

config terminal
iox

end

write

¢+ SD-WAN (2> br—FF—K) £ A=VIZiIRDa~r ReERALET,

config-transaction
iox
commit

AT9 T2 I0x a~y Rz AN, ERMAEEL T 6, showiox 2~ > R&fiH L CTIox 71tk A
NEIMEL TV ANE I M RERLE T, T, show [Oxman 7 2B ANFEITHTH D & RRINDHNE
NHYET,

Device #show iox

IOx Infrastructure Summary:

IOx service (CAF) 1.11.0.0 : Running
IOx service (HA) : Not Supported
IOx service (IOxman) : Running
IOx service (Sec storage) : Not Supported
Libvirtd 1.3.4 : Running

AT w73 ThousandEyes 7 7" U 77— 3 > LXC tarball 237 731 A ® bootflash: THEHAIEETH D Z & 2R L F 9,
AT T8 ER—F I V—T 4% —T = A ZA%{ERL LT, Cisco ThousandEyes 7 7' U r— 2 ' ~D KT 7 4 >
I NAEAIMILET,

interface VirtualPortGroup 0
ip address 192.168.35.1 255.255.255.0
exit

AT TE ERRENTE =2 Vv EFERALT, 77V r—ay RAT A T T r—a v EBRELET,
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ATy 17

ATvT8

Cisco ThousandEyes 7 7)) r—3 3 V% RA +F57—H JA— .

app-hosting appid te
app-vnic gatewayl virtualportgroup 0 guest-interface 0
guest-ipaddress 192.168.35.2 netmask 255.255.255.0
app-default-gateway 192.168.35.1 guest-interface 0
app-resource docker
prepend-pkg-opts [ Required to get the default run-time options from package.yaml

run-opts 1 "--hostname thousandeyes"
run-opts 2 "-e TEAGENT ACCOUNT_TOKEN=<ThousandEyes token>"
run-opts 3 "-e TEAGENT_PROXY_ TYPE=STATIC -e
TEAGENT PROXY LOCATION=proxy.something.other:80"
name-server(0 75.75.75.75 ISP’s DNS server
end

app-hosting appid te
app-resource docker

prepend-pkg-opts

run-opts 2 “--hostname

GE)

7o ¥ VR EIX, CiscoThousandEyes =— 2 = R R B X U LTA U ¥ —FRy MIT 7 EATE 720
BZOREHTEET, £z, FAMITA TV a T, A4 A M—LRHIHA A M EEE L22WGE
TN, ZADIRA ML Cisco ThousandEyes T— = > hDOKRA ML E L THERAESNET, T8 ADKEA
473 Cisco ThousandEyes 78— & /LICR R E4LE T, DNS f— AP ——{FRITA 72 3 - TF, Cisco
ThousandEyes =— = > k7T A4 X— K~ [P 7 KL A EMFEHT 28551E. NAT #H TT A A~DOHHi
ZHESLLE T,

install 2~ FEFEHALCT XV r—a v BT RL R VA M= ENTLEIC, 77V r—va v
FHEBICETT ALY sart av L REHRELET,

app-hosting appid te
start

WODA 7> a6 ThousandEyes 77U r—3 a3 VA VA M— /L3 D1 28I L £,

Device# app-hosting install appid te package ?

bootflash: Package path [l if image is locally available in bootflash:

harddisk: Package path [1 if image is locally available in M.2 USB

https: Package path [1 Download over the internet if image is not locally present in
router. URL to ThousandEyes site hosting agent image to be provided here

TZVr—va BEEL TSN E D DR L ET,

Device#show app-hosting list

App id State
te RUNNING
G¥)

INHDOFEOWTHNIRE LIZ8EA1EL. showlogging =~ > FEFHALTIOx =7 — A v — V%
BLET, TAAZEEPARZLTNDLENI T A v B—URNKRENDLIGEIE. A PL—U AT ¢
T (T—=R 7T vadildn—K T4 A7) 27V =T v 7 L TEEFELZELCLET, showapp-hoging
resource 2~ RZEEH LT, CPU LT 4 A7 AE ) ZRERLET,
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B - x~os11—vosyrn—reae—

TINAAANDA A—IDOAHoO—KEaE—

FIE

AA=VEFT = RLTT = 7Ty v allabt—73 5%, ROFIH LET,

AT w71 Cisco ThousandEyes f A — 73 bootflash:/<directory name> |[ZHFHIZ T E— S L TWNDEIMNE I NEHER L £

B

ATFYT2 FRALZADT ALY FUITA A—UB WSS, WOFIELYFETLET,

a)

b)
¢)

d)

TINAANA U H—Fy NIERET 7B A TE5841%, applicationinstall command. =~ > K T https:.
FFvarEFERALET, 20T a ik, ClscoThousandEyes V7 =T OF Yy a— R
~— 5 bootflash:/apps IZA A—V R X T ra— K&, 77V —va UBRA VA M—)LENRE
j—o

Device# app-hosting install appid <appid string> package [bootflash: | flash | http | https://
| ftp | 1 URL to image location hosted on ThousandEyes portal

Device# app-hosting install appid tel000 package
https://downloads.thousandeyes.com/enterprise-agent/thousandeyes-enterprise-agent-4.0.2.cisco.tar

Installing package
'https://downloads.thousandeyes.com/enterprise-agent/thousandeyes-enterprise-agent-4.0.2.cisco.tar’
for 'tel000'.

Use 'show app-hosting list' for progress.

*Jun 29 23:43:29.244: $IOSXE-6-PLATFORM: R0/0: IOx: App verification successful

*Jun 29 23:45:00.449: $IM-6-INSTALL MSG: RO/0: ioxman: app-hosting: Install succeeded: tel000

installed successfully Current state is DEPLOYED

*Jun 29 23:45:01.801: $IOSXE-6-PLATFORM: R0/0: IOx: App verification successful

*Jun 29 23:45:51.054: $IM-6-START MSG: RO/0: ioxman: app-hosting: Start succeeded: tel000 started
successfully Current state is RUNNING

Device#show app-hosting detail appid tel000 ( Details of Application)
App id : telO0O
Owner : lox
State : RUNNING
Application

Type : docker

Name : ThousandEyes Enterprise Agent

Version : 4.0

Author : ThousandEyes <support@thousandeyes.com>

Path : bootflash:thousandeyes-enterprise-agent-4.0-22.cisco.tar
Resource reservation

Memory : 500 MB

Disk : 1 MB

CPU : 1500 units

CPU-percent : 70 %

TNAL AT BRI —N—=03B 555X, A A — % bootflash:/apps IZFH Ta ™ — L £,

V7 RO 2T DX T ru— K= )5 CiscoThousandEyes 7 7'V 7 — g WXy r—Uh X0 oa—
FL, ==Yz b=V a3 V402 AL TS Z L AMER L ET,

bootflash: |27 7'V r—> a7 4 b7 MU EEKRL, A A—Y&2ab—LET,

. Cisco 8500 ') —X X a7 IIL—F VY I Iz T7HREHAF


https://app.thousandeyes.com/settings/agents/enterprise/?section=agents&add-agent

| CiscoThousandEyes T2 —FS5A X I—Szo b 7IUS—LavDRRT4 VY
Cisco ThousandEyes T—> = > k&Y b O—5 O .

Device# mkdir bootflash:apps
Create directory filename [apps]?
Created dir bootflash:/apps

e) Cisco ThousandEyes 1 A — % bootflash:apps 7 « L7 h V=2 — L7,
) verify a~v > FEEHLTA A=V EREEL T,

verify /md5 bootflash:apps/<file name>

Cisco ThousandEyes T—> x> &Y bO—35 DEH

IR B I
TV Eay =T CERT RN, A X —Fy MIER L TWD I aR L E
—§_‘O

FIE

Cisco ThousandEyes 7 7" U 77— = VSR FEIC 5 &, =— Y = (ThousandEyes =T— = > 1)
TaEANT T RRETIEITSh TS ay ba—J08Ekt LET,

G¥)
Pt BT 5N B 56, BEET 22T =X v b—Un7 AU r—a VEFOR 2 (arllogs) (1T
RSN ET,

I—CT O RDINSA—ADEE

TV NDONRT AR EEFTHIE, ROT 7 ar2ETLET,
FI§

AT 71 app-hosting stop appid appid 2~ > REFEHL T, 77V r—ra v aEERELET,

AT 72 app-hosting deactivate appid appid =~ > K&HEMA LT, 77V r—ra vz 777 0 7k LET,
ARTVT3 T7HVr—vay RAT 4 V7 ORECMBERELE MR ET,

R T 74 app-hosting activate appid appid =~ > K&EHA LT, 77V r—rarv a7 77 4 7{LLET,
AT w75 app-hosting start appid appid=~ > KA LT, 77V r—va w2l £7,
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Cisco ThousandEyes TV 8 — TS5 A X I—Sz v b 7IUr—2av0kRT4 04 |
B 75— avoroaozr—n

T7IU5r—32 D74 AR—IL

TIV = ar kBT A A =T BIE, ROFEEZFITLET,
FiE

AT w71 app-hosting stop appidte =2~ > FZHL T, 77V r—ra v aEELET,

AT w72 showapp-hostinglist =~ R&EMH LT, 77V r—ya BT 77 4 TIRETHINE I hEMHERALE
o

AT 73 app-hosting deactivateappidte =~ > R&EEH LT, 77V r—ra v %3kET7 77 4 7L LET,

ATV T8 TV r—va BT 77 4 TIREETRNWE & 2/ L E 7, show app-hostinglist =~ > K&/ L T,
TIV =2 a vV DAT—H AR LET,

AT w75 app-hogtinginstall appidte 2~ > RZFHL T, 77V r—va &7 A A M=V LET,

ARTYT6 TUoA LA R—LT Vv ANET Lizb, showapp-hostingliss 2~ > KZEH LT, 77U 77— a3 n
EFIZT A VA RN= L INTENE I D EHEBLET,

Cisco ThousandEyes 7 71— 3D 5T a—
Ta4T
Cisco ThousandEyes 77U 77— g V% N T TNy a—T 4 735120k, WOFNEEFEITL
£7

1. app-hosting connect appid appid session /bin/bash =~ > KZ{fH L T, Cisco ThousandEyes
TV TV = a TERLET,

2. WOD/RA [etche-agent.cfg T, 77V r— g VICHEH SN TWDREEZMHERL 7,

3. W?D/3A |varlloglagent/te-agentlogdm VA FK AL ET, b0 7 ZEHL T, RED
NI TN a—T 4 T %fTHIENTEET,

ThousandEyes 7 71 7 — 3 VDA T—H ADHER

Cisco ThousandEyes 7 7" U 7r— g IR FATIRRE D56 . ThousandEyes 48— & /LT B gk SV E
o TV V FREITIREIC > T BN RICT 7 75— a UIRERR SN ORI,

app-hosting connect appid thousandeyes_enterprise_agent session =~ > RZfEfH L TR D %

B LTS 72 a0,

Device#app-hosting connect appid thousandeyes_enterprise_agent session

Device# cat /var/log/agent/te-agent.log

2021-02-04 08:59:29.642 DEBUG [e4736a40] [te.agent.AptPackagelnterface] {} Initialized
APT package interface
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Cisco ThousandEyes 7 74— 3 >D b5 TNa—TF a4 .

2021-02-04 08:59:29.642 INFO [e4736a40] [te.agent.main] {} Agent version 1.103.0 starting.
Max core size is 0 and max open files is 1024

2021-02-04 08:59:29.642 DEBUG [e4736a40] [te.agent.db] {} Vacuuming database

2021-02-04 08:59:29.643 INFO [e4736a40] [te.agent.db] {} Found version 0, expected

version 50

2021-02-04 08:59:29.672 INFO [e4708700] [te.probe.ServerTaskExecutor] {} ProbeTaskExecutor
started with 2 threads.

2021-02-04 08:59:29.673 INFO [e2f05700] [te.probe.ProbeTaskExecutor.bandwidth] {}

ProbeTaskExecutor started with 1 threads.

2021-02-04 08:59:29.673 INFO [e2704700] [te.probe.ProbeTaskExecutor.realtime] {}

ProbeTaskExecutor started with 1 threads.

2021-02-04 08:59:29.673 INFO [elf03700] [te.probe.ProbeTaskExecutor.throughput] {}

ProbeTaskExecutor started with 1 threads.

2021-02-04 08:59:29.674 DEBUG [e4736a40] [te.agent.DnssecTaskProceessor] {} Agent is not
running bind

2021-02-04 08:59:29.674 DEBUG [e4736a40] [te.snmp.RequestDispatcher] {} Initialised
SNMP++ session

2021-02-04 08:59:29.674 DEBUG [e4736a40] [te.snmp.RequestDispatcher] {} Initialised
SNMP++ session

2021-02-04 08:59:29.674 DEBUG [e4736a40] [te.snmp.RequestDispatcher] {} Initialised
SNMP++ session

2021-02-04 08:59:29.674 INFO [e4736a40] [te.agent.main] {} Agent starting up

2021-02-04 08:59:29.675 INFO [e4736a40] [te.agent.main] {} No agent id found, attempting
to obtain one

2021-02-04 08:59:29.675 INFO [e4736a40] [te.agent.ClusterMasterAdapter] {} Attempting

to get agent id from scl.thousandeyes.com

2021-02-04 08:59:29.679 ERROR [e4736a40] [te.agent.main] {} Error calling create_agent:
Curl error - Couldn't resolve host name

2021-02-04 08:59:29.680 INFO [e4736a40] [te.agent.main] {} Sleeping for 30 seconds

Note

A\

() DNS H——D#55i & fes® L ¥ 9, Cisco ThousandEyes T— = F N T T A4 X— K IP 7 K
VRIZEID Y THNTWDIEEE, NAT REZHER L ET,
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