S

Security-Enhanced Linux @4 7R— k

Z OFE T SELinux OEEEIC DWW TR L E 3, BRI EITRD B0 T,

o E (12—

* SELinux OHI#ESEMA (1 ~—)

e SELinux OfHIREIE (1 ~2—)

* SELinux (23 21 (2 ~<X—)

* SELinux O E (2 ~X—)

* SELinux DML OMERE (4 =—2)
SELinux ® b7 7V a—T 47 (5—=2)

Security-Enhanced Linux (SELinux) %, Linux 7 —R/LV X2 VT 4 EVa2— /L LT AT A
2—7 4 VT 4 TR END VY = —v 3 U C, 5877 TZH#K 72 Mandatory Access Control (MAC)
7 —%7 7 F ¥ % CiscoIOS-XE 77 v b 7 # — LTHHIIAR F T,

SELinux (21 3B&% M & B EME D BEEIZ IS W TIHF A DT 2 72O OYER A 1 = X L )Mo -
TWET, ZhIcky, 77V =230 DbX 2 T 4 A D= RLDRE RN N ZADH
B L, EEDOBHLT TV r—2a Y RRMOHLT 7V r—a ko THIEEZ S
OO H HEELE CiIADL Z N TEET,

SELinux D HEjIEEH

COKREICBT S EADOEMIH Y FHA,

SELinux D #I[fREIE

Z OREICBIT D RFEDOHIRIZH V £H A,
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SELinux [ZR89 2 1F%R

SELinux D

SELinux 0%

SELinux |2 —H =71 77 ALV AT A —E A% Bl Y THNIMEE FZITT 572012
BT 72 D e/ NROMERRIC IR 2 38 7 7 & ZHIER Y > —Z2@EA L4, Zhicky,
Ry T 7DF—R—=T7a—LREIARLICL-T) BREShERS, E2ELSEL N
LD R T T AT —E L ORIDHNNE TR S E T, X, CiscolOS-XE 77 » |k
74+ —LTMAC ZHH 2 Z LIk 25/ MERDIFRIOFEM 72 FIETT, ZOHIRA D=
R MNT. TERD Linux 77 & A A =X 2 L 13MS7 U CHBE L $4, SELinux /%, 77U
r—=var7a AN ) Y —AF TVl bADT 7B AERIEIT LR —%ERT DK
BRI LET, 2k, et 2BEEoRMRER L HIREZAICTE £7,

SELinux |X, ¥ AT A THMI > TV 554, Permissive £— K £ 7213 Enforcing E— KD
W TEEL £7,

s Permissive &— KT/, SELinux IRV o —ZmHET, VYV —RT7 7 BARY o —DiE
RIZE S TRELEEGDO VAT LAu 7 OHEERLET, BMEFEGINT, UV Y—X
T I EARY =ERICOWNWTORE ZICiskSNET,

« Enforcing £ — R Tl SELinux RNV > —2FZNT0 EHINEST, 77 E2ARY —
N NZEESNTY Y —=RAT 7B RAEEAR L, VAT Lu 72/l LET,

PAR—F S TWD CiscoIOS XE 77 v b 7 4 — A TliE, SELinux |[£7 7 4 /1 I T Enforcing

E— RTHMNZ/Z2 > TWET, Enforcing &— R TlE, MBERFFAIRY O —% 2o\ AT A
UY =27 7 ALEK E LT, BEEG SET, IHERBET L L. EKEEIX
KL, AT LA R ER S E T, Enforcing®— KT, YV a—t a3 idi7 7 RAEK
BilkE— FCHREL £7

=L

axX AE

Enforcing “&— N C SELinux #%HE & A 00 £ 72 13HAET 2 72 DI LB 72BN D BAAE0R E FIE
TH 0 =EA,

SELinux O#EFED —H & LT, RO =a~ > FPEASHTHET,
platform security selinux {enforcing | permissive}

show platform software selinux

E (EXEC E— k)

set platform software selinux ==~ > K& i} L C, EXEC ®€— R C SELinux Zi% /&€ L £,
WKIZ, EXEC “E— RCT® SELinux ¥ EDFI %R~ L E7,

Device# set platform software selinux ?

default Set SELinux mode to default

enforcing Set SELinux mode to enforcing
permissive Set SELinux mode to permissive
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seLinux D&% (CONFIG E— 1) ]

SELinux MEXE (CONFIG €— F)

SELinux 05l

platform security selinux =~ > RZfEH LT, =27 4 ¥ = L—3 3 F— F T SELinux ZiX
E]\/i@—o

’OFIL, CONFIG F— K TO SELinux R EZR L TWET,

Device (config) # platform security selinux

enforcing Set SELinux policy to Enforcing mode
permissive Set SELinux policy to Permissive mode

Device (config) # platform security selinux permissive
Device (config) #
*Oct 20 21:52:45.155: $IOSXE-1-PLATFORM: R0/0:

SELINUX MODE PROG: Platform Selinux confinement mode downgraded to permissive!

Device (config) #

RIZ, “&— R% Enforcing 2> 5 Permissive [ZZ W L7=HE5OH Il Z R LET,

“*0ct 20 21:44:03.609: $IOSXE-1-PLATFORM: R0/0:
SELINUX MODE_PROG: Platform Selinux confinement mode downgraded to permissive!”

KIZ, &— K% Permissive 7> 5 Enforcing IZEH L7z5& O NI Z R LET,

“*<O0ct 20 21:44:34.160: $IOSXE-1-PLATFORM: RO/0:
SELINUX MODE PROG: Platform Selinux confinement mode upgraded to enforcing!”

\}

(3)  SELinux T— RREFEIND &, TOLEEEF AT A BF 2T 0 AR MERRES, S

AT T A yE—URNAERSHET,

Syslog Avt—21)2J27L2UR

BWREXE-_—FE=v’ %SELINUX-1-VIOLATION

HREDE R VAl e A=274

Avg—v YL

A vl—Y O VI—=ADT 7 EBARY =N FELRNT

Ot 2 CLoT, VY—AT 7 BANETE
NWE Lz, BT 7 7hRESH, VY —
AT PR APESEINE L, TuktRY V—
AT 7 RABEE SN E W I BERE GV
AT Aa T RERSNE LT,

aVR—F 2 b SELINUX
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HWREEXE_—E=vY %SELINUX-1-VIOLATION
HESELLE WOBEE R 2 IR~ 7 A /L & LT CiscoTAC

W2 THERE TR,

LBOVDORAyE—Y

A NT 7 AI)

A7 ROz~ FEEH)

target <URL>

i

e ALY —I)VEIIT AT AT IS NG

« show tech-support =~ > FDOH ) (5%

e IRy T AINHD Btrace 7 7 A VDT — T

request platform software trace archive

- show platform softwaresdlinux =~ > K

WIZ, syslog A v E—V Dl ERLET,
i1

*Nov 14 00:09:04.943: $SELINUX-1-VIOLATION: R0/0: audispd: type=AVC
msg=audit (1699927057.934:129): avc: denied { getattr } for pid=5899 comm="1ls"
path="/root/test" dev="rootfs" ino=25839
scontext=system u:system r:polaris iosd t:s0
tcontext=system u:object r:admin home t:s0 tclass=file permissive=0

2 -

*Nov 14 00:09:04.947: $SELINUX-1-VIOLATION: R0/0: audispd: t type=AVC
msg=audit (1699927198.486:130) : avc: denied { write } for pid=6012 comm="echo"
path="/root/test" dev="rootfs" ino=25839
scontext=system u:system r:polaris_iosd t:s0
tcontext=system u:object r:admin home t:s0 tclass=file permissive= 0

SELinux O &N DHEEE

show platform software selinux =t~ > K& f] L T, SELinux X/ EE— FE&&RLE7,

Device# show platform software selinux

IOS-XE SELINUX STATUS

SElinux Status : Enabled
Current Mode : Enforcing
Config file Mode : Enforcing
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selinx » +5 Iy a—5 125

- — N ~ — ~ N
SELinux D S 2L a—FT4 2D
TNA AETE Ry b U—2 T SELinux ENX DA VAKX o ANRHDHEEL. ROFEH % Cisco
TAC IZHERK L T &,
s V= NNFEIF VAT LU TICHEIIENDERBV DA vE—, WRIZHIERLET,

device#request platform software trace archive target
flash:selinux btrace logs

« show tech-support =~ > KO (FF A N7 7 A V)

e Ry T AMELD Btrace 7 7 ANDT —H AT RO~ REFEH)

request platform software trace archive target <URL >

« show platform software selinux =~ > RO H /)
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