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AT v 71 enable
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Router> enable
FiHE EXEC E— FEZ AN L £,
WNAT—RE AN LET (ERShEHE) .
AT w72 configureterminal
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Router# configure terminal
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A5 73 transport-map type console transport-map-name
51

Router (config) # transport-map type console consolehandler

DY VR RS B 100 b TV A K= b~y TR L AR, FTUAE— vy T
Ay 7 4 F¥alb—vary E— REBBLET,

AT w74 connection wait [allow [interruptible] |none [disconnect]]

1 :

Router (config-tmap) # connection wait none
gV = VER AT S kR, ORI UAR—F vy I THRELET,

« allow interruptible : = > Y — /L5 1% Cisco [0S VTY [HIFRAMEHFTREIC 2 D D25 L £+, £7-.
2 —H % Cisco I0S VTY [EHRAME I ATREIC 72 D DA FFHE L TV 2 2 2 Y — LEEGICHEI D JATe Z & IT &
0. BWT— REBATEET, SABT T A0 FRETT,
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enone: YV — LIEGII TS HICETE— RE2BB L £,

AFTwv 75 ({EE) banner [diagnostic |wait] banner-message
£

Router (config-tmap) # banner diagnostic X

Enter TEXT message. End with the character 'X'.
--Welcome to Diagnostic Mode--

X

Router (config-tmap) #

(FA7vayv) BHie— REBBLTWSa2—Y Fdar Y — L b TV AR— <=y TREDT-DIC
Cisco IOS VTY [HI#RZFfE L T\ D 2 —WICRKREINDHNTFT— A v E—UZEHR L ET,
e diagnostic: =Y —/L F T AR — b vy TREOTZDIZZHIET— FICHE SN2 —PFITRRS
NAHNF— Ao —I%ER LET

GE)
Ctrl+C —F 721L Ctrl+Shift+6 F+—% A /1325 &, 2 — VI OREGICE VAT Z LN TE F
7,
« wait : Cisco I0S VTY 2MEAFREIC 2 D DA FHE L TV A2 —TICRRENDI AT — A v —V%1{E
BRLUFET,

« banner-message : [MI U7 U I # CHMGIB LU T TN — X vt —,

ATy T6 exit
1 -
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Router (config-tmap) # exit

T AR— =y a7 4 Fa2l—vagry BT—FE2RTLT, ZJe—ULary7F¥al—v3ay
ET—RFEHEBELET,

AT wF7T transport type console console-line-number input transport-map-name

&1

Router (config)# transport type console 0 input consolehandler
FIUAR=—F vy P TCERBSNIERELZ AL Y=L A F—T = XA L ET,

Z @ == RO transport-map-name X, transport-map typeconsole =~ > K CiEF% S 417 transport-map-name
BT HMERDHY £7,
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WIZ, 22—V IR—b DT VAR —%FFKEL, 22—/ HR— b 0T
THEDIC N TV AR— N~y TRERTIHPE2RLET,

Router (config) # transport-map type console consolehandler
Router (config-tmap) # connection wait allow interruptible
Router (config-tmap) # banner diagnostic X

Enter TEXT message. End with the character 'X'.

--Welcome to diagnostic mode--

X

Router (config-tmap) # banner wait X

Enter TEXT message. End with the character 'X'.

Waiting for IOS vty line

X

Router (config-tmap) # exit

Router (config)# transport type console 0 input consolehandler

ﬂ&

UV —=ILIR— bE KLU SSH DL F DR

a2 —LiR— bk, SSH, B LN Telnet DALEFRE L Fond DITIE, RDoa~ FEEHLFE
j‘o

« show transport-map

» show platform softwar e configur ation access policy

N7 UAR— K v v TREEFRRT DHIZIE, showtransport-map =~ > REFEH L £,
show transport-map [all | name transport-map-name | type [console [ssh ]

oo Nit, 2 —W EXEC £— F £ 721345 EXEC £ — N A FHE T,
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1

WIZ, TRAATHREEINTEZ N TV AR— <y 7FOH (2 —/Li"— | (consolehandler) .
Fifet: SSH (sshhandler) . £Ffitk Telnet b7 AR — bk (telnethandler) ) Z/RLFT,

Router# show transport-map all
Transport Map:

Name: consolehandler

Type: Console Transport

Connection:

Wait option: Wait Allow Interruptable
Wait banner:

Waiting for the IOS CLI

bshell banner:

Welcome to Diagnostic Mode

Transport Map:

Name: sshhandler

Type: Persistent SSH Transport

Interface:
GigabitEthernet0/0/0

Connection:
Wait option: Wait Allow Interruptable
Wait banner:

Waiting for IOS prompt

Bshell banner:
Welcome to Diagnostic Mode

Router# show transport-map type console
Transport Map:

Name: consolehandler

Type: Console Transport

Connection:

Wait option: Wait Allow Interruptable

Wait banner:

Waiting for the IOS CLI

Bshell banner:

Welcome to Diagnostic Mode

Router# show transport-map type persistent ssh
Transport Map:

Name: sshhandler

Type: Persistent SSH Transport

Interface:
GigabitEthernetO
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Connection:
Wait option: Wait Allow Interruptable
Wait banner:

Waiting for IOS prompt
Bshell banner:

Welcome to Diagnostic Mode

SSH:

Timeout: 120
Authentication retries: 5
RSA keypair: sshkeys

Router# show transport-map name consolehandler
Transport Map:

Name: consolehandler

Type: Console Transport

Connection:
Wait option: Wait Allow Interruptable
Wait banner:

Waiting for the IOS CLI
Bshell banner:

Welcome to Diagnostic Mode

FElEar Yy —/ AR— b, SSH, ¥ XU Telnet B DI BT 2 BUTRE 4 R T DITIE.
show platfor m software configuration accesspolicy =~ > KZFEH L ET, ZDa~vr RO
i, KX A 7 (Telnet, SSH, BL Va2V —)L) OBEORHER Y v—& | BUEHRTE
STV DOLNRNT—DIFHRP R ENET,

show transport-map =~ > N &3 872V | show platform software configuration access policy =
~ RiIZWre— FTHEMMETT, 20D, FTUAR— vy TREBTHRPLETH D
IZH 23020 57 Cisco IOS CLIIZT 7 E A TERWEGAIC, Z0avy FE AN TEET,

1

Router# show platform software configuration access policy
The current access-policies

Method : telnet
Rule : wait
Shell banner:
Wait banner :

Method : ssh
Rule : wait
Shell banner:

Wait banner :

Method : console
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Rule : wait with interrupt
Shell banner:
Wait banner

1

ZOFITIE, SSHHDH LW KT U AR — b~ v TRERE SNSRI & %O T THRIT
X5 show platform software configuration accesspolicy 2~ > K& /r LE¥, X EHF
(2. FHEtE SSH b 7 U AR — b v v T O AR Y & — LN F =N E S 4, SSH D
N7 AR—F v IRA =T LI ET,

Router# show platform software configuration access policy
The current access-policies

Method : telnet

Rule : wait with interrupt
Shell banner:

Welcome to Diagnostic Mode

Wait banner
Waiting for IOS Process

Method : ssh
Rule : wait
Shell banner:
Wait banner

Method : console

Rule : wait with interrupt
Shell banner:

Wait banner

Router# configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
Router (config) # transport-map type persistent ssh sshhandler
Router (config-tmap) # connection wait allow interruptible
Router (config-tmap) # banner diagnostic X

Enter TEXT message. End with the character 'X'.

Welcome to Diag Mode

X

Router (config-tmap) # banner wait X

Enter TEXT message. End with the character 'X'.

Waiting for IOS

X

Router (config-tmap) # rsa keypair-name sshkeys

Router (config-tmap) # transport interface gigabitethernet 1
Router (config-tmap) # exit

Router (config) # transport type persistent ssh input sshhandler
Router (config) # exit

Router# show platform software configuration access policy
The current access-policies

Method : telnet

Rule : wait with interrupt
Shell banner:

Welcome to Diagnostic Mode

Wait banner
Waiting for IOS process
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Method : ssh

Rule : wait with interrupt
Shell banner:

Welcome to Diag Mode

Wait banner :
Waiting for IOS

Method : console

Rule : wait with interrupt
Shell banner:

Wait banner :

vy bR 2 DDOEE

Uty RS HEREIL, §NTO Cisco 8300 ¥ ) =X EF 2 T /—HIZT 7 4 /L h TRIES
NTNET, Vly MRYCEEAT L L REMEDFNTIEE Liefeo/2h | 2—H—
nr A e RES TR T A TER{lgo72h LIz & &I, Cisco8300 v ) —A ¥ =
TR EERETE LT,

v b2 HEEIZDOINT

TN RTIE, Uty FARZ COBRITAEDNI > TWET, ZOBRELZENCT 21T,
Nno service password-recovery strict =~ > R&fiH L £7,

T ABIIMES TS & 21T, Wl SHAD YTy MRS & iT L, ZOliEE 1Y
H—TEET,

WKORTIH, Vh—EARRTU—REEHY LY —EART— REEZR2LOFM T, SFEE
A EDLETOY vy MR UHREOEIELZ R LE T,

3 1: Service password-recovery

Yty bREVEHT (RT—4R) Bk
#No d—)TF |d—ILT |RE&—F |4 A—2 |Config BINER
A A— | KR VWL
v X
1 HY HY HY T—F | F—F |-
% %
2 HY HY 2L T—F | F— T |-
% %
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Ve
5 7L HY Y 1Y =7 |-
Ve
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Ve
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A
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8 L L L T UE PnP -
5 2: No service password-recovery
Dty bR2 &Y (RT—2R) e
#No d—LT |d—LT |R4—F+ |4 A= |Config BINER
A A— | UK 7T
1 HY NVRAM | &b a—/7 | PnP HE
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Tyva v -
W
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8 2L T—1F7 |bb 1 T F |
Tyva N2
W

? 2L NVRAM |72 L PRYE PnP D
™

10 sl T—h7 |l e T—LT | %
Tyva N2
W

11 2L L ol TEE PnP W

12 L 2L 7L Yt PnP W

)ty bRE DHEEZAMICT D -HDORIHREN

« T84 ZAD ROMmon X— = 1N 1718 (1.5r) LLETHAZ L 2MHELET,

» golden.bin f A —3 & golden.cfg Z T 7% E L T 72V,

avhrO—5F—FDYty bAREZ VICEHT BHIFIEIE

Uy MY UEHEHATHE, TXTOSD-WANFKEZTHE L= D | Cisco8300 > U —X
X 2T N—F DT T x v NRIE & L TEHATREZR ciscosdwan.cfg iR E & W H L 72V T&
F9, Vv bARZ 0L, ®OIT goldenbin A A—VEEEBL LD & LET (AREE.
%6) . goldenbin £ A —VNEATERWGE, KRIZT 74V OT— "7 v TRIEE
BATLET, Uy MEETIZ, goldenbin A A —VIIMATIEIH Y FHA,

TA ANEEZRBE L T DHEIE, VY NAZ U EZHTHLERSHD 9, VAT A
BAROMMON E— RE7/III0S T — FIZRESINTWAEES. Vv MEGEIZEHWEL 1
Ho

vy bARE UBBEEAMICT DAE

FIRDEE

ZZTiE. Cisco8100 >V —A X 2T /L—FTYty FARZ REZAENCT D ITEICHOND
T LET,

configure terminal

service passwor d-recovery

Nno service passwor d-recovery
exit

No service recovery-service strict

apwbd-=
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Yy bR osoanitsmmt

FE D
Fig
AU RFERET7TIV3 Y B#
X w 71 | configureterminal JTa—)L a7 4 X2 lb—3ay e— REELG
1 - LET.
Device# configure terminal
AT 72 |service password-recovery TNA A TNRAYT — REfEH — A ERELET,
fi
Device (config) # service password-recovery
A w 7 3 | no service passwor d-recovery WA LW T AL Z2FEETXET, 270, T
. TOL—FP—FE L F—NHIRSN D720, F3A
1 : I
ZITHRESINET,
Device (config) # no service password-recovery GE)
IOSNVRAM O startup-config 7 7 A /LS HIER S v 7e
WESIZ, VINRT AL =XLELTT A AT
golden.bin & golden.cfg DFXENH D = & ZHEE L
i‘j‘o
ATy 74| exit I T4 FXal—varEB—REKT L, K
B - EXEC &— RIZR D £7°,
Device (config) # exit
Z 5+ 7 5 | no servicerecovery-service strict FRALATY &y MRZ AR E BT LE T,
1 ()
Device (config) # no service recovery-service CiscoIOS XE 17.18.x U U — A LIBE T, T34 &
strictexit IZ golden.bin <° golden.cfg DX ENH > TH, no
servicerecovery-servicestrict =~ R&EHT 5
LT AE R TE RN, VA T~OIRNFF
Al (RMA) % U70 iR ESOASHS MBI 72 ) 77,

)ty FRE UERED AR & ERE

Device# configure terminal

Enter configuration commands, one per line. End with CNTL/Z.

Device (config)# service password-recovery
Executing this command enables the password recovery mechanism.

Device (config) #
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Device# configure terminal
Enter configuration commands, one per line. End with CNTL/Z.
Device (config)# no service password-recovery strict

WARNING:
Executing this command will disable the password recovery mechanism.
Do not execute this command without another plan for password recovery.

Are you sure you want to continue? [yes]: yes
Device (config) #
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