CiscolOSXEY 7 bz 7DEH

ZDETIE, CiscolOSXE Y 7 by =7 % AT — N THEMT 2 HFIEOEBEIC OV L E
T, ZOEIIROE® TV a  TRERENTWET,

*CiscolOSXE V7 bv =7 (1 3—Y)

CiscolOSXEY 7 7

1R BHHIIZ

av Y RIA A H—T A A (CLD) ICEEET 7 '8AT 50, Telnet i H T 555121,
oY —)L (CON) A— b2 FEHRALET,

ZITIE. T ZANDEERT 7w ZHFEICOWTERA L E T,

FIE

ATy T BEEEINZay Y=V EFEHALTCLLIZTY 78X T 5L (15—)
ATFv T2 SSHEHHALIZay Y —1L~DT7 782 (32—)

ATFw T3 Telnet AL TV E—Far Y —A0E CLIICT 7B AT 5HE 33—Y)
ATw T4 USBU YT )ay ) —)LiR— kb CLI~DT7T 78 A (53—)

EfEEG SN Y—ILEZFERALTCUIZ7TVERT 55E

CON R— M. no-flow f#llfl & RI-45 = r 7 X % 2. 7= EIA/TIA-232 FERIHI S U 7 /L BEG A RE
T9, CONAR— hE, ¥ —TDRTHE/ SR H Y FT,

T, RS =T 2 A AT 7B AT D FNECOWTHIAL ET,
o 1 — )LIR— b ~DO#EHg (2 2—)

eV ) AU B —T A ZADFERFTE Q2 2—)

CiscolOSXEY 7 bz 7DEA .



CiscolOSXE YV 7 ko z 7R |

B -t r~ons

a2 —ILiR— bADES

ATy T

ATy T2

FIE

MRTI 2l —vary VY7 hU=TEROLIICHELET,
9,600 bps (E > ~FD)
87 —X Ew b
NUT L
« 7 —HilfEZ L

RJ-45/RJ-45 /r—7 )L & RI-45/DB-25DTE 7 % 7° % . F£7=1Z RI-45/DB-9DTE 7 % 7% ( [Terminal] ® 7 X
JUATE) ZfEHA LT, CON A— IR LE7,

aAVY—=IL A3 —DJxA4A ADFERAE

ATy I

ATy T2

ATvT3

RTvT4

FIE

DA<y Rae AN LET,
Router> enable
(A RX=T N NRAT = FRRESNTORWEET, AT v 731l ERET) AT —=RF7Fr 7 T,
VAT L RAT— REASLET,
Password: enablepass
SRAT— KRR END &, FHEEXECE— K 7r 7 MRFERSNET,
Router#
T, FEEXECE— RO CLI~DT 7 EANFREICR D £ L, BEAQRa~vr FE2A LT, L#k
BAT HFITTEET,
setup =< K& AT 58E1E,.  [Hardware Installation Guide for Cisco 8300 Series Secure Routers)] ¢ [1nitial
Configuration] MIRT [Using Cisco Setup Command Facility] ZZ&M L T 72 &0,
A=)y a lEKTTHICE, quit a~v > READLET,

Router# quit
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| CiscoloSXE YT by 7 DEA
sshEmALEavy—L~07se2 |

SSHAEZFERHL=-a>Y—ILADT7I R

Secure Shell (SSH) X, %> hU—27 TARA ZA~DEX 2T ) E— | 77 & A8 a 124t
570 haNnTd, T8 ATSSH VAR —FE2HHZT D21, ROFINEEZFEITLET,

FIE

ATV 1 FRAMAERELET,

Router#configure terminal
Enter configuration commands, one per line. End with CNTL/Z.

TDORA R FE, TAAADKAMERIZIP T FLATY,

AT T2 FNRAZADDNS RAAL LV ERELET,

Router (config) # ip domain name cisco.com

ATwF3 SSH T+ 5 SSH F—Z4k L £ 7,

Router (config)# crypto key generate rsa
The name for the keys will be: Router.xxx.cisco.com Choose the size of the key modulus in the range

of 360 to 4096 for your General Purpose Keys. Choosing a key modulus greater than 512 may take a
few

minutes.

How many bits in the modulus [512]: 1024 % Generating 1024 bit RSA keys, keys will be non-exportable...
[OK] (elapsed time was 0 seconds)

Router (config) #

ATY T4 T 74/ FTIE, viys? transport (I Telnet T3, Z D4, Telnet (I7 £ —7 /L TH Y, SSH DAY K —
FENET,

Router (config) #line vty 0 4
xxx lab(config-line) #transport input ssh

ATY TS5 SSHRFEHDO 2=V 2Bk L, v oA ViliEad A 12— M LET,

Router (config)# username jsmith privilege 15 secret 0 p@ss3456
Router (config) #line vty 0 4
Router (config-line)# login local

ATV T6 SSHEHHLTTF N, ZA~DY E— MNEEEZHER L E T,

Telnet #{ERA LT E—Fa2Y—ILOBCUIZT7 IR B AE

2T, Telnet AL CUVE—hay Y —A0E CLIICT 7B AT 5FIEICOWTEHB L
F9,

e Telnet Z(HHA L CTFNNA R Y — VIR D120 O (4 =2—)

cTelnet REATOD AL Y — )b A L EZ—T oA ZA~DT 7 A (4 2—)
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CiscolOSXE YV 7 ko z 7R |
B oenet AL TTF AR Y- LITBET 2HOER

Telnet Z{EFEAL TTF/N\NAM RV —JLIZEHRT B0 EHE

TCP/IP %> RV —27 55 Telnet ZEH L CTT A A2 Y E— b7 7B AT5HI2IE, linevty 7‘
o— )L a7 4 Fab—gy avwy REFH LT, AR RERR 2 R — bﬁ‘éi I
7/\4’2755 RELET, a—HIc LT v AT — ROEEZERTH L | {EL*E

InAREIRRZ R E L ET,

linevty 72—/ L 207 4 Xab—3 gy a<wy ROFEMIZOWTIEL,  [Cisco I0S Terminal
Services Command Reference] #Z& ML T 72Xy,

[[I#R/ S AT — K& VIY ([ZIBIT 5121%. login =~ RO ERZ password =2~ > K& ffi -

TRAU—REEBELET,

FRE, R, TAT T 47 (AAA) AT 59613, loginauthentication =~ > N4 3%

Ebiﬁ‘ login authentication 2~ > RAMH L TU XA NERETH & &2, F#H LETAAAR
EIZBT 2w 7 A R ES LS LW R 9 I2F 5 IZiX, aaaauthentication login 7' = —/3L @

/743?1 L—varyavy REFERALT, VANEZRETHALELHD 7,

AAA Y — B ZADFEHIZ DWW T, [Cisco I0S XE Security Configuration Guide: Secure
Connectivityl ¥ T [Cisco 10S Security Command Reference] #Z M L CT< 72X\, login
line-configuration ==~ > ROFEAMIZ-OWTIE,  [CiscoIOS Terminal Services Command Reference.
BT TEE0,

F7. TAL AT Telnet e T DRI, T3 ADELN 2R A ML ETZIXT A ATREE N
7ZIP7 RLUAZEAG L TR LENH Y £77, Telnet T L TF /A AZHERET 272D D
ROFEM, Telnet —EZAD A AZ ~ A X5k, B IO Telnet ¥ — 32— 2D FIEIC D
WL, [Cisco I0S Configuration Fundamentals Configuration Guide] #Z M L T 723\,

Telnet BFHTHDAVY—ILA VA —T A ANDT7 IR
FIig

ATV WREZIZPC D, kOWTIhOa~y REATLET,
» connect host [port] [keyword]
 telnet host [port] [keyword]
ZIT, hostiZIZT AL ADRA M ETIIIPT FLAZRE L, portliF 10RO R — bES (T 7+

LV MIE23) EEELET, £72. keword (IZITV R — FENDHF—TU—REEELET, ZhbDa~vy
ROFEMIZOWTIL,  [Cisco IOS Terminal Services Command Referencel] Z#Z ML TL 72 &V,

GE)
T AY—R—2 AT AEEIT. AR N ERIZIPT FLAIIMA T, A& R— &S (& 2%
telnet 198.51.100.2 2004) Z¥5E L £,

Wiz, telnet =~ > RZ{FEHA LT, router & WO LRTDOT A AT A0 2~ LET,

unix_host% telnet router
Trying 198.51.100.2...
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| CiscoloSXE YT by 7 DEA

ATy T2

ATvT3

ATvT4

ATy TH

ATvT6

ATy 717

USB LU FLavy—LER—tivs cU~AnT7 2R [

Connected to 198.51.100.2.
Escape character is '*]'.
unix_host% connect

07 AL RAT—RKE AN LET,

User Access Verification
Password: mypassword

GE)
IRAT — RRWEINTOARWIESIT. Retun ¥ L E1,

2 —H EXEC £— Kb, enable =z~ K& AN LET,
Router> enable

NRAT—=R 77 hT, VAT L RAT—RE AN LET,
Password: enablepass

AF—TIRAT— RKNFAEND &, BHEEXECT—R 7o 7 FRKRO LI ICERRENE T,
Router#

ZNT, FHEEXEC E— KD CLI~O 7 78 ANA[REIZ/R D £ LTz, MEha~vr RE A LT, HER
BAT e FATTEET,

Telnet 7 v 3 a3 U &#& T3 5121%, exit £7-id logout =~ > R&EEHLET,

Router# logout

USBL Y ZILary—ILiIR— DS CLUADT IR

N—2 i o> TWHBIMDO Y AT AREAN AL THLFA T BI=AR—rUSB YT
V=g, 447 BUSB MGy —7 NV EFBHALILL—42DY) E— NMEBEEZ T R— KL
%9, [Hardware Installation Guide for Cisco 8300 Series Secure Routers] ¢ [Connecting to a
Console Terminal or Modem| DIEAZZML T 7231,

F—R—FLa—rhy FOFERAE

avy RITE, RXFENLFORFNIH Y FH A, o, a~vr FRBLXONNT A—=21%, Bl
EREIIRE oD 2~ o RETIFNT A =& & XKBIRER UTFHE THIE TE £7,

WOFIZ, A~ FOANBIOWREHENTDF—R—Fra— Uy FE2RLET,

®1:¥F—K—FYa—thvt

-4 BH#
Ctrl-B F7zid—F%—! H—Y V%1 LT T EAICELET,
Ctrl-F £7-1F—%—! =V V% | SCESTETRNCED £9,
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CiscolOSXE YV 7 ko z 7R |
B =z vo7c65a7 romumL

*—% B &

Ctrl+A H—INEa<w RIA OEEICBEH ST
F9,

Ctrl+E H—=INEa<y RIA4 VORRBIIBH W
*7,

EsxB = NE 1Y —RGgIETEBRAIZELET,

EscF H—=I V% 1T — RN ED E7,

BRENYID7IZEDaT 2 FORUHL
JBIFE N 7 7 121E, BRICAS LT 20 Da~y RBMEGFEINET, BBl a~y ReE
ALT, HFANETIREE RN TWSavw Ly RiZT7 782 TE£1,

WOFIZ, EA NV EHa~ L FO—EE2RLET,

K2:EXMYE#BOTUF

=l VN N EL:q]

Ctrl+P F7=1%t % —! JBIENS w7 7 ND I~y REFOH L E3,
BBICFEIT Lo~y FRRIICHERH S
4, F—HMWF-N, L Hvavw R
MIAR TR SINET,

Ctri+N 72134 ¥ —! CtrI+P £7-i3t ¥ —Ta~ > REFOH L
#%T, BEANAYy 7 sNOXIVFH LI R
IR £,

Router# show history EXEC E— R T, EIZATI LWL 20D

avy RO—ER2FRLET,

VeI — % (EHCTX A D1%, VTI00 72 £ D ANSI A RICIE SN E T,

aAv Y RE—FOHE
CiscolOSXE T C& 5 a~ 2 R E— RiL, KD CiscolOS T TE5a~vr KE— K
ERICTY, ZIUIHEE— R TOAYR—FENET, CiscolOSXEY 7 b =727 7 &
AT HIZIE, CLIZEALET, CLIIZIFEEDOE—FRHHZ b, FIHTE S a~v R
XZDORESTHRHLTWAE—RICEIVERVEST, CLIZVe L N T/ AT ar v—7
? ZANTEHE, ZRFhOa~vy RE— R THHATE2a~ 2 FO—E2E T £,

CLIize A v Lz ExDE— FZ2—Y EXEC E— FT%, =2—H EXECE— NTix. 4
TXBa<wy RRFIREINTHET, T _XCha~vy REFHATX3 L5109 5100F, @EiT
INAT— REFH LT, FHEEXECE— REZBBT O MLENDH Y £9, FHEEXECE— KD
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| CiscoloSXE YT by 7 DEA
avorE—romz

X, ¥ XCOEXEC 2~ K (22— E— REIIRHHET—F) 2T Ed, Fi2, 7
n— L a7 4 FXFalb—ary - Rl TH52 b TEET, TEAEDEXEC 21+
YRIF1ERY Oa< RTY, 728 2, show 2~ R THIITEER AT —Z ZIFERN
FREI, dear a2 RTHIURX, W20 F—T =2 A AN VT EET, EXEC =
<~V RIEY 7 b =T OFEEBFIRTEINERT A,

AT 4 K2l —arE—RTIER, EfTar 74 Fal—2a 2L ETXET, 0%,
FITar 74X al—a B A= Ty ar7 4 ¥al—ia ARELTELS L, &
HENlea~ NIy 7 b7 OFES%RLRFEINET, FEODa 74 FXFalb—va v
T— RERBTAICE, Ju— L ar 7 Xalb—vay T— FNelBT o 46ERHY £
T, Juo—r a7 4 FXal—aryE—RTE, /¥ —Tzf AT 4Fal—3
YE—F, BT e bavEHE— N EZOMOE— RERBTEET,

ROM £ =4 £— K&, CiscolOSXE VY 7 b7 = 7 NN m— K LARWEA I S 55
AoOE—RTT, Y7 by =T OEEIF, FRI3ESRCay 7 Fal—Tar 77 AR
HELCWDEAIL, AR Y 7 hU =T A A—=URA 0L L, Y7 h 7 =7 1ZROM
E=HF E—FNERBTLHZENHD ET,

WDFE T, CiscolOSXE Y 7 by =27 DIEIFR— R~ RE— RF~DT 7 & A HE,
FET VB AEKR T T A HECONTHRHELEY, £/, £EF— FTERENEZ T2 7k
DOFHRLET,

RIATVRE—FDTIERFEELUVURTAHE

a2 KR E—F T RFE o7k ®BTAHE
2 —#— EXEC nsA4 L LET, Router> logout == > N A i}
l/\gzj—()
FHE EXEC Z—"4F EXEC & — R/ |Router# 2 —H EXECE— K
5, enablea~> K% RHITIE, disable=~
FHLET, Y REMHLET,
ra— )L a7 4 | FHEEXEC E— K C, |Router (config)# ga—r ) a7y
Xal—Tay configureterminal =~ Xal—arE—FK
VREMBEHLET, > 5 FiHEEXEC £ — K

IZEREDI1Z1X, exitor
end 2~ R&EERHL

£,
Ao B =Tz A | a—/3)L a7 ¢ |Router(config-if)# Jua—)L a7
TZ4Fa2lb—vay |Falb—TarsET—K Fal—v g ET—FR
T, interfacea~ 2 K IR DIZIE, exit 2+
PERHLTA 2 — Y REERLET,
S ERELS FHEEXEC & — FIZRR
° B2, end 2w K

AL ET,
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CiscolOSXE YV 7 ko z 7R |

avU kR E—F

T ERFE

Jov7k

RTHE

W

TNA AE, DK S
AT, BErE— R
ZRGT H0, E0X
PZWrE— N7 7 EX
L%,

« SR L o T,
CiscoIOS 7't
A CREENRAEL
Texlz, 2W
E— RBIGT 5
ZERBYET,
2L, ZEAE
DEE. T3 A
Tle—RahE
7

Z— R
transport-map =
~ U REFEHLT
RELIZARY v—
W2k, Zhkre—
R23BREET D56
NdHYET,

TL—7155
(Ctrl-C,

Ctrl-Shift-6, F7=
ILsendbreak ==~
Y R) BEANTS
L. TL—UEE
EZAFE LI=T A
AZWZWrE— RIC
BATT D& 9 ITi%
ESNTHDHEA
B ET,

Router (diag) #

Cisco I0S 7 & A D
FEE|Z - T2t —
R3BG S N E
1%, Cisco IOS D&
BRI LIRS, TN
A A& FEE) LTl
ET— N2 TTHHME
N EF,

T AN
transport-map % & (Z
K-> CTEZWre— K& 5
WBMLIESE, 73 A
2T 7B AT HITIE,
BIDOR— N EAFEHT 5
7™, FE 72T Cisco 10S
CLIIZE:RE T D & D%
ESNTHEEZEHL
7,




| CiscoloSXE YT by 7 DEA

piz—romz ]

avU kR E—F

T ERFE

Jaov7k

RTHE

ROM =4

ke EXEC £ — R T,
reload EXEC =< K
EHERALES, VAT
LOEERE, HHD 60
FPLLNIC Break 3 — %

rommon#>

ROM E=% £— %
S s % Nl s R S DA
AA—VEFEHTT—
50 IR E)
T—hEELTY

LUES, vy NEFEITL, AR
A A= —RE

noE I LET,

ZHE— FOHE

TNAZE, RO XD &I, ZBrE— FZBGT 20, ERF2kE— N7 782 LE
R

< I0S et ADBEENRROLZENDH D £9, HDHWIL, 10S ' ATREENEAEL-
EXWIZVAT ANV Y FTHZERH FET,

stransport-map 2~ &> T —WREDT 7 BA KR v—nNREINDH &, =2—HF
ITREE— NicBEsnET,
e TNRA AT 7 BALTWARBICIKET L—2155 (Ctrl-C £7=1% Ctrl-Shift-6) 23 A7)

S L, Tv—U0EFEZE LT A ARSEE— Felthd 2 Lo cEshTn
LHENHY £T,

ZWrE— FTlL, = —¥EXECE— TR a~r Fod 7y M TEEd, 2
Da~xy NE, WOX D BRGEITHENTE £,

«10S DIRAE/R L, TAA A LI I FREEZRAET S,

eV T 4 X2l —Ta VOEIMIEL IR — ARy T,

< 10S ¥ 7213 F DD 7 vt Z OB LA RIS 5,

¢« TNRA ALK, TV a—/b, FREIMON— R 2T arR—R b EONN—= Ry =T
ZV7— K95,

«FTP. TFTP. BLUSCPR ED Y ET— "7 7B AFREHEH L, FAAL R THT 7
ANEEE . T A ZDSD T 7 A JLHEE,

PHIOT /34 A TiE, BEERIZ ROMMON 72 & Ofil[Rff & 7 27 & 2 J7 X% L T Cisco 10S
MEEZZML, NI TNy a—TFT 4 v T E{ToTWELER, BT —REEMATLE. KLV
i —— A H =T oA A LTI TN a—T 4 T TEDL LR ET,
ZWrE— R 2= Fi&, Ciscol0S 7 ut ANIEFICEEL T\ e X THLEIERRE T,
InNH0avy RiE, T ANREFICEHEL T D5EE, 73 AORHEXECE— RFTH
HTE T,
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CiscolOSXE YV 7 ko z 7R |
B yr—rzz02

HR—bEZT5
CLL7u 7 FC8@ME ) 2ANT5¢, avr FE—RFRCEfiTE2a~r Fo—&
NERENFET, T3 T ANV THRER TS L, o~ RicEET X —U— R
LHIEDOY A NERSTEET,
avw RE—F, a~v K, ¥=U—FK, £FHE5IHICEEO~NN T 2R KT HITE, ROW
Thnoa<wy REERLET,

avw Uk =L:g]

help a<y RE— RO~V T VAT AOME L R
LET,

abbreviated-command-entry? FEEDLFA NI 7 ThEHa~vwr KDY
A PPETRENET

GE)
A<y N EEERFF ORI A=A IRET
‘d‘o

abbreviated-command-entry<Tab> BrEDa<y R4E2MxzE L ET,

g BEDa~ Y K E— FCHTE 5Ra~vy
kOB xR LET,

comnand 2 S RIA L TRIEANT BUED B % % —
U REREEIEAERR S ET

6=
av N EEERFORICAN—Z &AL T
<TZEWN,

ARV KA T3 n%E il

ZITE, avy FEXORTFIECOWTHHALET, 2~y FEXCE, EEEIINA
DF—T—RFBLUBIEPEENTWVET, a3 FOFXF—U— RBIXUSIEERRTTHIC
X, 27 4Fab—vary s MRS () AT L0, Ehidavy Ro—i
AT UTARIC T AR—RZ21F T, %M () #AJ1LE T, CiscolOSXE V7 b7 =T (T
LV, FHTRERF—TU—-FBLOFHD Y Ak EfEAATANEREINET, &2 7
B—/Lary74FXalb—aryE—RNTaap 2~y ROTRTOF—TU— FEII51E%E
FTRTHITIL, arap? EASLET,

a<wy R~V THIORO <er> BB I3SIT2E LET, HWVF—AHR— R TIL, CR F—i%
Return ¥ — T, HADOF—AR— FTIL, CR F—|LEnter F—TJ, <2 R~V T DK%
D <cr>fimld, Enter ¥F—%2 ML Ca~vr REEREIELA T varnbsrl b, BILW<er>
RFICHEITTDY A MO BB LT —U—REA 7 arTHHI AR LET, <c>it
FIEGOSAE. HAMRER I E 21— U — RAMUICEERE T, Enter $—2 L Ca~
v RESERSEDIMNENH D L E R LET,
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avvrtrFvavort:n |

WoOFIZ, a<wr FANTEO-OIZEME (?) 20T 250%2 R~ LE7,
R4: AR EF T a v DBRE
av ok oAk

Router> enable
Password: <password>
Router#

enable =2~ RENRXRT—REAS LT,
FMEEXEC a2~ RiIZc7 78 ALEd, 7
a7 IR > nn T#) 2B 6
(ﬁﬂ : Router> M5 Router#) N tﬁ’*@ EXEC
E— RNIZEI FEboTWET,

Router# configure terminal

Enter configuration commands, one per line.
End with CNTL/Z.

Router (config) #

configureterminal %4 EXEC =~ > F%& A
LT, Za—rary7 s ¥al—y
vE—RERBLEST, Fr—L ay
T4FXalb—vary T— FRBBEND
L. 7’7 P D Router (config) # IZE DY

ijﬂo

Router (config) # interface GigabitEthernet ?
<0-1> GigabitEthernet interface number

Router (config) # interface GigabitEthernet 0/?
<0-5> Port Adapter number
Router

0/0/?
<0-63>

(config) # interface GigabitEthernet
GigabitEthernet interface number

Router (config)# interface

GigabitEthernet0/0/1?
<0-5>

Router (config-if) #

AR —T oA A AT 4 X2l — gy
E— RA&ZBIET HI2iE, interface
GigabitEthernet 7’ — 3L 227 ¢ ¥ o
L—yayavwry REHLT, BETH
A E—T A AREELET,
WRIZa<w2 R IANIANTHHERD S
awy REFRTAHITIE, ?2&E A LET,
<er> A NFE RSN TWDEEAIL. Enter
F—AWLTa~vy REETTXET,
Ao B —T A AALT 4 X2l — g
T— RN END E, a7 IR
Router (config-if) # ¥ o%)! E N
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CiscolOSXE YV 7 ko z 7R |
B =< rt7va0m%: A

avU kR oAk

Router(config—:lf)# ?‘ AR =T oA AR TEATXITOA
Interface configuration commands: N R
VHE—T AT 4 Fal—gra
~ RDU A MEFoRTHI2IE, 22 AL
F9, ROBITIE, EHATRERA 7 —T =

ip Interface Internet Protocol
config commands AfAAy T 4 Fal—rvgravy RO—
keepalive Enable keepalive AC —
lan}—)name LAN Name cgmmand anL U’%ﬂ'\‘bf‘/‘i'ﬁ‘o
11lc2 LLC2 Interface Subcommands
logging Configure logging for interface
mls mls router sub/interface commands
mpoa MPOA interface configuration
commands
mtu Set the interface MTU
no Negate a command or set its
defaults
ntp Configure NTP

Router (config-if) #

Router (config-if)# ip ? /]’ :/5»_73:/]’ X@%ﬁﬁz@f’_&)@:‘?:/ }\
Interface IP configuration subcommands:

access—-group Specify access control for %)\jj Li‘g—o CODWJVC&i\ Ip av ]\%

packets {ﬁﬁﬁ Lij—o
accounting Enable IP accounting on this
interface RIZA~ B ITA4 AT LH0ENRD D
address Set the IP address of an

interface a~ l\ffi‘%ﬂ——\‘ﬁ_%ﬂ:ﬁt\ 7&)\7‘7 Li'ﬂ—o
authentication authentication subcommands |{RDHTiX., FHAFEERA VX —T = A A

cgmp Enable/disable CGMP Pay 7 4Xal—3 gy avy RO—E
dvmrp DVMRP interface commands
hello-interval Configures IP-EIGRP hello ffVT%Efﬁl/7:U\EE7fO
interval
hold-time Configures IP-EIGRP hold time

Router (config-if) # ip

Router (config-if)# ip address ? AR —T A X@%ﬁﬁ@f:&)@jv}/ IN
A.B.C.D IP address .
negotiated IP Address negotiated %]\jj[,i‘?‘o ‘—@@Jfﬂi\ Ipaddressj-?
over PPP YREFEHLTHET,

Router (config-if)# ip address
RIZA<Y B TANIATTORERD D
avy RERFTHITE 2L AN LET,
ZOFITIE, TP 7 K LA F 721 negotiated
F—U—REANTLRLERH Y £,

BIT (<er>) IIFERINEHA, 2O,
a<y RESERIEDIE., BIoF—TU—
REZITBIEREANTDHIHLERDHY 7,
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2% KD no Bt & U defaut B EmSE

av R =P A

Router (config-if)# ip address 198.51.100.5 ? FHTA X —U— REHII51EZ AN LE
A.B.C.D IP subnet mask - . .
Router (config-if)# ip address 198.51.100.5 ’91—0 ‘—@@JVC!:}:‘ IP 77 F LA 198.51.100.5

ZERALTWETS,

WIZa~<>y B I AN THRERD D
gy REFERTHITIE, 28 AT LET,
ZOBITIE, IPYH TRy N~ A7 EATT
HMLENH D F9,

<cr> [FFERENFERFA, ZORDH, a~v
RZER S E 51, BIoF—U— K%
T35 EANT HRENH Y £7,

Router (config-if)# ip address 198.51.100.5 Py 7y h~AZ&ZAHLET, ZOH
255.255.255.0 ?

secondary Make this IP address a VC‘L:’L’\ IP"j‘jZ\wy I\ ?7\7 255'255'255'0%
secondary address L CWE9,

<cr>
Router (config-if)# ip address 198.51.100.5 WwiZa<y KR IA4 N ANTALERS A
255.255.255.0 vy RERRTHICE, 28 AN LET,

Z 0BT, secondary F—7U— K& AJ13
57>, Enter ¥—&H L F9,

<> NFETREINET, Enter F— AL T2
VU RESETT D0, EFOxF—U—
REANDLET,

Router (config-if)# ip address 198.51.100.5 Enter%*é’*ﬁﬂ LCa<wy }‘%_’%T Lij«o
255.255.255.0

Router (config-if) #

AT FDnoBXB XU default KX DFERAAE

FETRCOar 74 Falb—rvaravy RanBAnH 0 £9, —&i2iX, nofgXafE
AL THEZ TS LET, BME SN TV AEEEZ FFOENCLTZY . T 74/ N Tl
BREZANCT DL, noF—V—FREZHRELRNWTa~vr R LET, L xiE IP
N—T 4 NI T 7 4V S THNTY, IPA—T (> 7 &8I+ 521, noiprouting =~
YREHEHLET, IPL—T 4 7 EBUAMNIT ST, iprouting=~ > REEHLET,
CiscolOS V7 b =7 Da<w KU 77 L2 A%, a7 4Falb—rary avwy RO5E
BT, BXOnERXoa~r FOBENRTH N TWET,

%< O CLI 2= RiZiZdefault I b H Y £9°, <command> default command-name % 38179
HE, avwr RET 74NV MREICRTZENTEET, CiscolOS Y7 kT a~<wr R
77 LUATHE, =B no B0 o~y FETRRLEEN ddault B D a~ o’
TIEITENDHA D, dfault EROBEEENTH SN TWET, VAT ATHEHATE DT 740
Fawr REFRTAHICIE, 4T Ha~vr FE— RTdefault? & AT LET,
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B - xar—aozmoss

AV 74 FX2AL—Y a3 DERORE

REDEREAL—R T v 7 a7 4 Xal—va IR FELT, Y7 b7l r— R
EENRAE LG AICETNREN KDL 5129 512iE, copy running-configstartup-config
avr REEHLES, RICFEZRLET,

Router# copy running-config startup-config
Building configuration...

RIEDRIEEI DD 2 ENH Y T, REVRFSND L, ROBDBFRENET,

[OK]
Router#

COEEICL Y REN NVRAM ICIREESNET,

A IJ4FaLb—23ar I ILDERE

AB—=R T o ar74Xalb—vary ZrA/WEnveam: 7 7 A )V VAT ARG S, 5E
Tary74F¥alb—alr 7740 Esystem: 77 A )V VAT MR FEINET, T3
T4 X2l — gy T ANVDREREIL, oW DD 2a v—F 7Ty N7 4 —2Nh
THERAINTHET,

VA N—HDHFHIRA T T AO—RELT, AFX— b T vy a7 X2l —T3
¥ 77 A& NVRAM D> MO WTFNNDN—2 77 AL VAT AZabe—1L (X528B
TRy hT—=7 =N abt—L7T) . Xv I T v7rloTRBIMERHY T, AX—
N7y 7ar7 4 Xal—aryTZ7ryANERNy 77 v 7 LTEL E, L0 E TNVRAM
tDREZ— T v T a7 4 Fal—rary TrANANMEATE R oz &, AX—
FT 7 ar7 o Xalb—vay 77 A VEHEICEE T £,

AP = T T arv7 4 Xal—aly T7rANDONy 7T v 72, copy 2~ RE&fEH
TEET,

a7 4 X2l —vary Ty ANVOEHOFEMIOWTIL,  [Cisco IOS XE Configuration
Fundamentals Configuration Guide] ¢ [Managing Configuration Files| DIHZZH L T 72 &0,

show a7 FELEUmore A< FOEAD T ILA ) U5

showEB X UO'morea~ > RO DNERBLTCTZ 4 NH ) 7 TEET, ZOMKREEIT. KEOH
NEW_EZDMEND HGE0. RNERH D ERINT D25 B ET,

Z OHEREZE 9121, show 7= more=~ 2 RiC 34 7] 25 () %%, begin, incdude,
exclude DF¥F—U— ROWTINE AN LET, SOITHRBEIZTZANZ ) TONELIE
HEBCHELET (KXFL/NACFIERBISET) o

show | {append | begin | exclude | include | redirect | section | tee} regular-expression

O, ar 74X alb—vary 77 A NVNOFEROEEEDITIZ L E T,
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http://www.cisco.com/c/en/us/td/docs/ios/ios_xe/fundamentals/configuration/guide/2_xe/cf_xe_book.html
http://www.cisco.com/c/en/us/td/docs/ios/ios_xe/fundamentals/configuration/guide/2_xe/cf_xe_book.html

| CiscoloSXE YT by 7 DEA
show 7Y FE&EUmore A FOEAD T 4 LR ) VY .

1

ZOBITiE, show interface =~ > FOESiF (includeprotocol) % fH] LT, = protocol 7%
KRENDHITORETRLET,

C8375-E-G2 D /1151 -

Router# show interface | include protocol

TwoGigabitEthernet0/0/0 is down, line protocol is down

0 unknown protocol drops

TwoGigabitEthernet0/0/1 is up, line protocol is up

0 unknown protocol drops

TwoGigabitEthernet0/0/2 is down, line protocol is down

0 unknown protocol drops

TwoGigabitEthernet0/0/3 is up, line protocol is up

0 unknown protocol drops

TenGigabitEthernet0/0/4 is up, line protocol is up

0 unknown protocol drops

TenGigabitEthernet0/0/5 is up, line protocol is up
0 unknown protocol drops

TwoGigabitEthernet0/1/0 is administratively down, line protocol is down (disabled)
0 unknown protocol drops

TwoGigabitEthernet0/1/1 is down, line protocol is down (notconnect)
0 unknown protocol drops

TwoGigabitEthernet0/1/2 is down, line protocol is down (notconnect)
0 unknown protocol drops

TwoGigabitEthernet0/1/3 is down, line protocol is down (notconnect)
0 unknown protocol drops

TwoGigabitEthernet0/1/4 is down, line protocol is down (notconnect)
0 unknown protocol drops

TwoGigabitEthernet0/1/5 is down, line protocol is down (notconnect)
0 unknown protocol drops

TwoGigabitEthernet0/1/6 is up, line protocol is up

0 unknown protocol drops

TwoGigabitEthernet0/1/7 is up, line protocol is up

0 unknown protocol drops

TwoGigabitEthernet0/1/7.10 is up, line protocol is up

GigabitEthernetO is up, line protocol is up

0 unknown protocol drops

TunnelO is up, line protocol is up

Tunnel protocol/transport multi-GRE/IP

0 unknown protocol drops

VirtualPortGroup0O is up, line protocol is up

0 unknown protocol drops

VirtualPortGroupl is up, line protocol is up

0 unknown protocol drops

VirtualPortGrouplO is up, line protocol is up

0 unknown protocol drops

Vlanl is up, line protocol is down , Autostate Enabled

0 unknown protocol drops

C8355-G2 DO H /14 -

Router# show interface | include protocol

FiveGigabitEthernet0/0/0 is administratively down, line protocol is down
0 unknown protocol drops

FiveGigabitEthernet0/0/1 is administratively down, line protocol is down
0 unknown protocol drops

FiveGigabitEthernet0/0/2 is administratively down, line protocol is down
0 unknown protocol drops

FiveGigabitEthernet0/0/3 is administratively down, line protocol is down
0 unknown protocol drops

GigabitEthernet0/0/4 is administratively down, line protocol is down (disabled)
0 unknown protocol drops
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CiscolOSXE YV 7 ko z 7R |

GigabitEthernet0/0/5 is administratively down, line protocol is down (disabled)
0 unknown protocol drops

TenGigabitEthernet0/0/6 is administratively down, line protocol is down (disabled)
0 unknown protocol drops

TenGigabitEthernet0/0/7 is administratively down, line protocol is down (disabled)
0 unknown protocol drops

TenGigabitEthernet0/0/8 is up, line protocol is up

0 unknown protocol drops

TenGigabitEthernet0/0/9 is up, line protocol is up

0 unknown protocol drops

GigabitEthernetO is up, line protocol is up

0 unknown protocol drops

Loopbackl is up, line protocol is up

0 unknown protocol drops

Loopback2 is up, line protocol is up

0 unknown protocol drops

Loopback3 is up, line protocol is up

0 unknown protocol drops

Tunnel3 is up, line protocol is down

Tunnel protocol/transport IPSEC/IP

0 unknown protocol drops

Vlanl is up, line protocol is down , Autostate Enabled

0 unknown protocol drops

VlanlO is up, line protocol is down , Autostate Enabled

0 unknown protocol drops

TINA RADERA 2

TN ZADERAA v Fu2F T OMBEIZTHZET, TA ZAZNDTHLERIA 7ICTEE
9, 7272 L. NVRAM (Z%9 B %€ Dt D WRITE LERLIEIC N Z 72 FfTa > 7 4 ¥ 2 b—
ar~OERITRDbILET,

TNA ADEWHE L 7T DRI, AX— 8T v TRICHERREDRFEINTND Z & & hf
L %£9, copy running-config startup-config =~ > RiZ. % &% NVRAM [ZIRfFEL £3, T
A ZADEREAND &, BRIFSNTZRETT A APRFBEINET,

TSR IA—LBLIUVIRAY IR T A A—2DHYER— MERH

DIRZER

CiscolOSXE Y 7 b Y =7 1%, BEDT T v b7 4 —2& WV R— b5V T o7 4 A=Y
THRIND 7 —F vy he L TRy =Y TnET, BEDTT v N7 4+—AT
EDOT74—=F % By hOIT V=T 2MEHTELNE, VI —RZEFENDHV AT YT D=
TARA=VICEoTERVEST, BEDV ) —RATHATEDLY 72T A A—=VDEy b
AR LTIZV . & DHERENFEED CiscolOSXE Y 7 b = 7 A A — U TR AHENE 2 A
# L7209 5HITi%, Cisco Feature Navigator Zffi 957>, [Release Notes for Cisco 8300 Series
Secure Routers] # &M LT 72 &0,

Cisco Feature Navigator

I N T =LY R—FBIR T 2T A A—VOYR— MIETAERABRET S
IZ1%. Cisco Feature Navigator Zf#if] L &9, Cisco Feature Navigator (%, $fEDY 7 b =T
V)= TZ4—Fx vy b, FHIEITT7y b T7+—L%H K — 725 CiscolOSXE Y 7
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https://cfnng.cisco.com/
https://www.cisco.com/c/en/us/td/docs/routers/secure-routers/sec-8300-series/release-notes/17-15-x/release-notes-cisco-8300-series-secure-routers-release-17-15-x.html?wcmmode=disabled
https://www.cisco.com/c/en/us/td/docs/routers/secure-routers/sec-8300-series/release-notes/17-15-x/release-notes-cisco-8300-series-secure-routers-release-17-15-x.html?wcmmode=disabled
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| CiscoloSXE YT by 7 DEA
Software Advisor .

N7 =T A A=V &EHPITE LY —/LCTF, Navigator > — /L% H3 521%, Cisco.com DT
I MNIVEDHY FH A,

Software Advisor

VA aAPEBLT 5 Software Advisor Y —/LTliE, & HHEHEN CiscoIOSXE U U —ATHHR— |k
éﬂ1w5#85ﬂ%%ﬁbtb\%@%%@V7F?I77:;7w%@$btb\?N4

ICHEFINTNDN— R =7 TOCiscolOSXE Y 7 b7 =7 O/ 7 N0 = 7 Hifh & fife
S L?i DTEET, ZOYV—NIZT 7 BATHITIL, Cisco.com DEEERL—F THIHIMNENRH
nET,

Vb7 VI)—R/—F
LR OHFIHIZOWTIE,  [Release Notes document for Cisco 8300 Series Secure Routers)] % 2/ L
TLTEENY,
« AE VIZBIT D HELEFIA
« HRE 1 BLO2 ORMYE KOG H OE R HF

VY= /—=HMiF, &FHo) ) =R EAOEFERIPERENTHES, ZhEDEHRICIE
LIRTO U Y — 2 ZFERE A OB T 2 E AT EN T RN Z MDY £9, HAEICET
5ZNETOTNTOREWRIT OV TIL, Cisco Feature Navigator (https://cfang.cisco.com/) %%
LT &Y,

CLityia EH

TV T 47 ZALT Y MNERELT, MEHICEATL2ZENTEET, Evvarnmy
JIWZED, 2 N2 —FRHA AT AR AR EEEXTERVWE I ICRETEET, E
HABER T _RTOF ¥ R T A BRI T e AL THEAENDDOEEST-HIZ, CLIE Y
ar TR ARICTIHROBENTHENTWET, 2L 2IE, 2k a—HFFLr—4ic
VE—NT 7 EBATHIENTEET,

cCLIEY arv A LT 7 FNOEE (18 2—)

cCLIEy aroay s (18~—)

CLivia &EBEIZTDIT

T I T 4T XALT Y MERELT, BHWICEAT2ZENTEET, Eyvaray
JIWZED, 2 NDZ—FRENEI T TLELAFHAIC EEXTERVWE D IRETEET,
HHAAEER T RTOXF ¥ XU T A BN T BRI L > THEA IR0 % <7291, CLI

a7 7B ARICTROBEDNTRINTOET, L2, 2k 2—Fign—
AV E— T I7RBATEET,
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B coutyrarsqnrorozs

CLilty a3 ALT7 O NDER
g

AT 71 configure terminal
Ja—\)y a7 4 Fal—yaryET— Rt LET,

AT j 2 line console 0

AT 73 session-timeout minutes

minutes DfEIZ LV, XA LT 7 NI BDETO CLI OFFEERINERESINET, CLI'ty 3 #A4 A
T RERETDHE, CLIEyvarOxa VT 4 IS NE T, minutes IEOEZRETHE. By
var BALT Y SRERTRY T,

X7_"‘Jj°4 show line console 0
Tyl alr ¥ALTUMELTRESNTMEEZHRLET (v1dle session” DAL L TERARINET)

Cliltvy>armoovysy

18 BRI

CLIZyYarydO—Hp/ AU — RERETHI21E,. EXECE— R Tlock =~ > RA#HAL £

T, lock =~ > RZ2MFHT 51213, FDhiiC lockabler~ > R2EH L TR ZRET DB
NV F9, ROBITIE, B2 lockable & L CTRRE S, TD# lock 2~ REFHH LT
—RFNAT— RREY Y TonET,

FIE

AT Y F1 Router# configure terminal
Ja—r ) ar7 4 ¥al—vay T— REREELET,
ATV T2 lock 2w REMHTE 2 X910 THEEEATLET,
Router (config) # line console 0
AT 73 Router(config)# lockable
[l Z v > 7 WTRBIC L E T,

AT w74 Router (config) # exit

Z7_"7705 Router# lock
RNRAT—ROAINRKDOLNET, SAT—RZ2EANTTAHVLERNHY 17,
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CLitvyaronvy .

Password: <password>
Again: <password>
Locked
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BERICDOWT

CORFAAVMNI, KEVRAOARITRF2 AV MDSEMRTYT, YV IBHRICODEFELTIE
. BEREBRBEFAT. REBIRICZY7T—MDHD, VY IFDR=IHBH/TEIN TS
BENDODEIT I EETELLIEZWL, HBLETHESEMREBDEFIOT. ERXBABICDOW
TIFKRET A FDORFIAVNESBIZS,
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