FL—RXEH

11l

ZOEONKFIT., ROLEEY TT,

« FL—2EFH (1 ~—2)

s FLU—ZXDRE (1 _X—2)

e hL—AL~YL (5§ —)

e FL—RL~NLDOFR (63—2)

e FL—RL~LDikE (8 3—2)

c hL—=ZANRy 77 ODNEDERR (8 X—)
ol Ny N NL—ADER (8 X—)

NL—REHE

Mo—2R%, WA X b ER 7 T5HETT, NL—AXA AvE—VE2EL ML —X 774
I EHBEIIZIER &4, v—% @ hard disk: 7 7 A /v ¥ AT LD tracelogs 7 4 L7 b UITERAT
ENFT (T 7T vall b b—R 77 A APMREEINET)

MNL—AT7 7 A NDT =X L, ROWEELTH GEITERL B E T,

s NTTNYa—T 4 T N—FDORMEERE L TR T HDIENLLET, VAT AT
HORENRRRHIBAE L TWAHEETH, ZBHMIiE— R TChL—R 77 AV IT 7 EATE
F7,

TN T VAT AT Vv ay EEAEOFEME BST 2 DITERL B £ T,

kL —X DR

FL—RX, —FONEA X FORNFZEEHLET, TV a2 — BT TXTO ML—
AN EET b L—A 7 7 A VDEMBNAERGS T S 4L, tracelog 7 4 L7 R UITIRAE
ENET, FPL—RT7 AT, VAT LR T 3 —v LV AICEELZRFT LR, 20T 4
L7 FUDBIEELT, 77 ANV AT ADAR—ZAZEET A ENTEXES, 77 A /LG
ERERE (FTP, TFTP72 L) A#MHLTCINOD 7 7 A M ZMDsdEica ' —C& £4, £/,
TL—V TXAN 2T 4 X TR ZENTEET,

FL—REHE .
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B wrtoty rEERLEAY Y b FL—YORE

\)

() N—HThrL—RET 4TI THILIITEEEA,

FL—ZFHREFRTL, FL—RAL VL ERET DL, kOa~vwr FEEALET,

« show logging process module : $EDE Y 2 —/VIZET HHHD b L—AFEREFR L E
T, ZOa~vy NIFHEEXECE— FBLUOZKE— FTHEMETY, Z2e— T2
Dawy FaMd % &, CiscolOS XE DEEFEFEARIC b L—A n ZERENETE £
R

- set platform softwaretrace : tH/JZRFESNDA v E—V DX A THRETDH R L—A L
NV ERELET, FL—R LLOFERIZOW T, FLr—AL~L (5R—Y) %
S LT IEEN,

UDFA+ Dty bZFERLE/ANNTY FL—HYDERTE

F7%y MR LTy b hL—RAUDF & ET HI11E, ROFIEEZFATLET,
FIE

ATv 71  enable
i :
Device> enable
it EXEC E— KA LET,
« RAT—READLET @ERINTHE) .

ATw 72 configureterminal
i
Device# configure terminal
Jo—)ar7 4 FXal—vary T—REBBLET,

AT w73  udf udf name header {inner |outer} {13|14} offset offset-in-bytes length length-in-bytes
i

Router (config)# udf TEST UDF_NAME 1 header inner 13 64 1
Router (config)# udf TEST UDF_NAME 2 header inner 14 77 2

Router (config)# udf TEST UDF_NAME 3 header outer 13 65 1

Router (config)# udf TEST UDF_NAME 4 header outer 14 67 1

. FL—REHE
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ATy 74

ATy TH

ATvT6

ATy T17

UDEF Tty rEERALE ATy F kL—v0EE [

ffl%# DUDF E&FAXRELET, UDFOLHET, 47ty bty hT—F o I~y &— #4557 —
ORI E/ECTEET,

inner ¥— U — RE7~iTouter F—T— R, B 7 EUEERTWARWLA Y3 EIIL AT 4D~y
=B DF 7%y FOBBERET D, T3 7Tk SN Ny R33N H BBEIINER L3/L4
MNHEDF 7Yy FORMGERE L £,

length ¥ — 7 — RiZA 72y " HORS &2 NELCHREL £, AL ~2 T,
udf udf name {header | packet-start} offset-base offset length
1 -

Router (config)# udf TEST UDF_NAME 5 packet-start 120 1

sheader : 7 v hOHEARELIEEL LT,

» packet-start : packet-start 25 DA 7 v h_X—RA&FEE LE T, packet-start (X, /37 v b FL—AN
AN RNy NHAWT U RN Ry KNI K> TR 3, 7y hFL—AN0
AN BTy FATHLSE. N7y FRBIILVA Y 212220 FT, 7V MUY FORGE
%, packet-start XL A ¥ 312720 9,

eoffset : 7y hR—=ZAMWEH A7y NEEEINSL MEAERELET, 78y h_X—2 (LA ¥
VAT A~y HZ—) DEDOEIFANA MZ—HIEDITE, 78y b2 OICERELET,

slength : 7%y LD NA NUEREELET, 131 MELEF2S NETBRYR— FEET,
BIOARA NI —EH I EB1T1E, BED UDF OERBLETT,

ip access-list extended {acl-name |acl-num;}

1

Router (config)# ip access-list extended acl2

WRACLa Yy 7 4 X2l —v gy T—REAENILET, CLIFVEEACL2 7 X2l —va v

E—RERBLET, ZOF— T, HiOTXTOa~vy RBBIEOIET 722U X MO S
NET, ¥EEACLIZ, IP N7y FOEETT FLABLIO%E%ET FL A% ACLICRESNTWAT R
LAGHEELT, FT7 747 &HILET,

ip access-list extended { deny | permit } udf udf-name value mask
{1 -

Router (config-acl)# permit ip any any udf TEST UDF NAME 5 0xD3 OxFF

BAEOT 72 AHIH FY (ACE) &8 T, UDF T—#H7T 25 L9512 ACLEZRELET., ACL TF
BHINTWDHAL MEI0xD3 TY, A2, FABLIOHERETDLI NI 74 v 7 BBETHLEL O, IP
ACLTIP 7 RL AL EHITHEHRALET,

debug platform condition [ipv4 | ipv6] [ interface interface] [access-list access-list -name | ipv4-address /
subnet-mask | ipv6-address / subnet-mask] [ ingress | egress |both |

1
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B ovortoey rEmRLEAY Y F Ly ORE

ATvT8

ATvT9

ATv710

ATvIN

ATvT12

Router# debug platform condition interface gi0/0/0 ipv4 access-list acl2 both

Nroy b N —RAT 5700 —FHEELFETELET, Yo bal, IPT7T FLABIOY 7 Xy hw A
7. TI7BAHEY A (ACL) . £ F—TxA A, FEWZEXDT 4 NZ ) o THERERIREEL £,

debug platform condition start

{5l

Router# debug platform condition start

FBE LI EREZANCL Ty M ML —2 BB LES,

debug platform packet-trace packet pkt-num|[ fia-trace | summary-only] [ circular ] [ data-size data-siz€]
I

Router# debug platform packet-trace packet 1024 fia-trace data-size 2048

FBELEZEDO Ny vV~ ) —F—XEZINELET, T 74/ TITHERE AT — X X ¥ 7F ¥ L,
MBI U TCFIA NL—2EFETLET,

pkt-num : FTE DRFEICHERF SV DT v P ORAREZIRE L £7,

fiatrace: '~V —7—%, BEEFOT—X 72 L Gl L VDT —H Xy 7Ty 2T LET, F
72 N7y MR Z T 7B A SN E e P b FRRLET,

summary-only : FEHIEHRZ S/ NRIC L7~ ) =T =2 OXF v 7 F v 2 HH L ET,
crcular : Jilf N L— A SNy FOT—F HRIFLET,

data-size : K37 v FOMBET — X L FIA L —AF —Z 2R GFETHTFT— 2NNy 77 DO A X% NHE
MECHRELET, X7y hTHEICEW Yy MUEREITENTHE, 22— — I BEIL L TT—
BNy 77DV A REWERT N TEET, T 74 /L MEIK 2048 T9,

debug platform packet-trace {punt | inject|copy | drop |packet | statistics}

fi

Router# debug platform packet-trace punt

T—Hpbarha— LT L=~ NIRRTy PO LR EFHICLET,
debug platform condition stop

fi

Router# debug platform condition start

FMEEIET T4 7L T, Ny RO ML —2&FIELET,

exit

fi

Router# exit
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| rL—zE®
rL—zuan |}

HefE EXEC E— Ra&TLET,

fL—A LA

FL—=ZAL~ULE, =AY 77 E I ML —RAT7 7 A NWVIRETHILEDH HEY 22—
MERDEZRELET,

WOFRIZ, HHAAMERTXTORL—RAL~LE | HE L —A LYV TERREINDI A vE—T
DHATIZONTIBA L ET,

R1:FL—RALRILEFODRE

FL—X LA LRILVES B

B2 0 AT AHMERAREIC 72 D
DA v =TT,

75—k 1 ERELICHIET 2REDH D
BEIZONTORA v =TT
R

am 2 7 U T 4 ANVIRIRRBIZ DWW T

DA yEv—TTd, Tk,
—H EOT R TOEY 22—
JVIZRET AT 7 4V FERET

ﬁ‘o

T7— 3 VAT TG —|ZONTD
A —ITY

s®it 4 VAT BRI ONTD A v
t—IT1,

EEN 5 ERZMEIZET A vE—
UTY, =L, —HITE
WHEBVEEL TWET,

1% 6 BICEFREZRMTH7ZT 0
)( ‘Y'IZ**‘\/“'(“?FO

TRy T 7 TRy T L~V D ) R

THA =TT,

A 8 AERRATREZR T D h L—2A
AvE—UNEESNET,
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FL—zgE |
B r—=xxrozw

FL—RLARJL LRILEE ERBA

AR — FY 2 — LDV T AR TRE
BTRTORNL—R A vE—
UM I E T,

J A RV EAL D
FL—Z L~OLICHEY L E

T b L —RERED SR DL
RIZ Ko T, Verbose L'~ &
DEHEW L —R LAULRNE
ANEINDH5ETH, Noise X
JUTHRICEA S LD P L —
A LYV L REEIZR D £,

ML= LNANREESNTNDEEE, ZESINTHD PL—X L-ULAKE, ZREVIK
WTRTDO R L—R LNULDOHHTDORX v =N ESNET,

7-EziE, PL—RA L% 3 (mT—) ITRETDHE, FL—RA T 7 A Z1ZL~L0 (BR
2.1 (7Tg—F) 2 (EHE [ BXO3 (=9—) 0AvE—URHhDENET,

M—2 LV E 4 (B2 (23 ET AL, v (BA) (1 (FF—b) . 2 (EHE) |
3(I?~)\%i@4(%%)@f/t~y#mﬁéMi¢o

N—=BDFTRTCDEY 2—NVDT 74/ bL—R LULE5 (@) TY,

FL—2 LY, 207 4 Fal—ary B— RTEBRTEINERA, 20D, L—XF
DY a— REIZ L —R LALRENT 7 4L MEIZEY £,

A

AE OBV NMDORL—R LSBT AN S LoULL FICERET A L. T —~ o A |ZEERE
ZRIET RN H Y 9,

A

AR ZHOEV2— A TEWRL—ALNLVERET DL, N7 4 —~v V ARKIBIIK T 5 Al6e
PED BV £7, fﬁi@%?ﬂ’(‘ﬁb\ R —R LU LB AT, BHOE Y 2 — LTl L
NV EBRET HRD DI Z1ODFEYa2a—LD kL — XVAw%m< RET D Z L& B
HLET,

FL—AXALANILDORR

FIFNENTIZ. V—F FEOTRTOEY 22— /A5 GEH) IIREINET, =—FnEH
LARWNED  ZOREFTFOEFMHEFSINET,

N—=BDET 2—/LD kL —ALYLhFXRT HITIE, FFHEEXECE— REiZ2Wre— KT
show logging process =~ > K& A LET,

FL—REE
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ro—zLrroxr ||

ROBFITIE, showloggingprocess 2~ > KA LT, 777 4 772RP L7+ U —F 4

T 23— TR AD L —A LUV EFERLET,

Router# showlogging process forwarding-manager rp active
Trace Level

Module Name

binos

binos/brand

bipc

bsignal

btrace

cce

cdllib

cef

chasfs

chasutil

erspan

ess

ether-channel

evlib

evutil

file alloc

fman rp

fom

fw

icmp

interfaces

iosd

ipc

ipclog

iphc

IPsec

mgmte-acl

mlp

mgipc

nat

nbar

netflow

om

peer

gos

route-map

sbc

services

sw_wdog

tdl acl config type
tdl acl db type

tdl cdlcore message
tdl cef config common type
tdl cef config type
tdl dpidb config type
tdl fman rp comm type
tdl fman rp message
tdl fw config type
tdl hapi tdl type
tdl icmp_ type

tdl ip options type
tdl ipc ack type
tdl IPsec db type
tdl mcp comm type
tdl mlp config type
tdl mlp db type
tdl om type

Notice
Notice
Notice
Notice
Notice
Notice
Notice
Notice
Notice
Notice
Notice
Notice
Notice
Notice
Notice
Notice
Notice
Notice
Notice
Notice
Notice
Notice
Notice
Notice
Notice
Notice
Notice
Notice
Notice
Notice
Notice
Notice
Notice
Notice
Notice
Notice
Notice
Notice
Notice
Notice
Notice
Notice
Notice
Notice
Notice
Notice
Notice
Notice
Notice
Notice
Notice
Notice
Notice
Notice
Notice
Notice
Notice
Notice
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tdl _ui message Notice
tdl_ui_type Notice
tdl urpf config type Notice
tdllib Notice
trans_avl Notice
uihandler Notice
uipeer Notice
uistatus Notice
urpf Notice
vista Notice
wcep Notice

KL—XLARJLDEZRTE

N—RICEENBELIODEY2— LD L —AL~YL, FFHIINLN—FIZBITAEE 2t X
SENATRTOEY2—LD FL—RAL_LERET AL, FHEEXEC T — R IT2W
£ — NC set platform softwaretrace =~ K& A ) L £7,

WORFITIL, Av v k0D ESP 7' vt v d Forwarding Manager ¢ ACL & ¥ = —/LIZRT %
FL—AL~UL% info ICRELET,

set platform software trace forwarding-manager FO0 acl info

fL—RN\Y T 7DHRNBDRK

AR,

M=y 77 NELIEZ T 7 AVHND FL—ARX v =T %2 FRT DT, FFHEEXEC E—
R E 721372t — 1 T show logging process =~ > K& A L£4, kOB TiL, show logging
processcommand =~ > FZ i L T, Route Processor A & > | 0 T Host Manager 7" 1 & A
DhL—ARX =V EFRLET,

Router# show logging process host-manager RO

08/23 12:09:14.408 [uipeer]: (info): Looking for a ui_ req msg

08/23 12:09:14.408 [uipeer]: (info): Start of request handling for con 0x100a6lc8

08/23 12:09:14.399 [uipeer]: (info): Accepted connection for 14 as 0x100a61lc8

08/23 12:09:14.399 [uipeer]: (info): Received new connection 0x100a6lc8 on descriptor
14

08/23 12:09:14.398 [uipeer]: (info): Accepting command connection on listen fd 7

08/23 11:53:57.440 [uipeer]: (info): Going to send a status update to the shell manager
in slot O

08/23 11:53:47.417 [uipeer]: (info): Going to send a status update to the shell manager

in slot O

kL —RXDFEH

Wiz, 237 v b hL—A & LT Cisco ASR 1006 /L — % O NAT RET/37 v b K v 70
NTGTNY a—T 4 T HRITH VTV AOHERLET, ZOHIZIE, 237y b b L— 2R
W o TR SN D FEM L~ L2 2 RAICHI A L CHUEICEI T 215 M2 IE L. MEZ 80 5y
T T, FRRRE RO B HIERRENTHET,

II FL—REHE
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ZOVFIATHEH, BERGLZ b T2, E20nb NI TNy a—T 400 7 %Rtk
FTUT LT FHA, LIz o T, 2HOEFERE N7y hOXry ML —ADY~
V—ZT7 78 ATHZEEMHTTIMNENDY £7,

Router# debug platform condition ingress

Router# debug platform packet-trace packet 2048 summary-only

Router# debug platform condition start

Router# debug platform condition stop

Router# show platform packet-trace summary

Pkt Input Output State Reason

0 Gi0/0/0 Gi0/0/0 DROP 402 (NoStatsUpdate)

1 internal0/0/rp:0 internal0/0/rp:0 PUNT 21 (RP<->QFP keepalive)
2 internal0/0/recycle:0 Gi0/0/0 FWD

ZOHENITE, FAEY P A=y b A F—T A X 0/0/0 D NAT iR EMNFRK T/ >
R RE Yy 7SN TWNLZEDNRINTWET, ZHUCL-> T, MEIIFFEDS v F—T A
ATHALTNWDLZERLNY ET, ZOFREZEHLT, FL—2F257y FEHIRL,
F=A XX TF Oy M EEEL L, BAEL-~LE P2 EnTEET,

Router#
Router#
Router#
Router#
Router#
Router#
Router#
Packet:
Summary
Input
Output
State
Timest
Star
Stop
Path Tra
Featur
Inpu
Outp
Sour
Dest
Prot
Sr
Ds

debug platform packet-trace packet 256
debug platform packet-trace punt

debug platform condition interface Gi0/0/0
debug platform condition start

debug platform condition stop

show platform packet-trace summary

show platform packet-trace 15

15 CBUG ID: 238

GigabitEthernet0/0/0
internal0/0/rp:1
PUNT 55 (For-us control)
amp
t : 1166288346725 ns (06/06/2016 09:09:42.202734 UTC)
1166288383210 ns (06/06/2016 09:09:42.202770 UTC)
ce
e: IPV4
t : GigabitEthernet0/0/0
ut : <unknown>
ce : 10.64.68.3
ination : 224.0.0.102
ocol : 17 (UDP)
cPort : 1985
tPort : 1985

I0Sd Path Flow: Packet: 15 CBUG ID: 238

Featur
Pkt
Pack

Featur
Pkt
Sour
Dest

e: INFRA

Direction: IN

et Rcvd From CPP

e: IP

Direction: IN

ce : 10.64.68.122
ination : 10.64.68.255

Feature: IP

Pkt

Direction: IN

Packet Enqueued in IP layer

Sour
Dest
Inte

ce : 10.64.68.122
ination : 10.64.68.255
rface : GigabitEthernet0/0/0

Feature: UDP

Pkt
src

Direction: IN
10.64.68.122(1053)
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dst : 10.64.68.255(1947)
length : 48

Router#show platform packet-trace packet 10

Packet: 10 CBUG ID: 10
Summary
Input : GigabitEthernet0/0/0
Output : internalO/0/rp:0
State : PUNT 55 (For-us control)
Timestamp
Start : 274777907351 ns (01/10/2020 10:56:47.918494 UTC)
Stop : 274777922664 ns (01/10/2020 10:56:47.918509 UTC)

Path Trace
Feature: IPV4 (Input)

Input : GigabitEthernet0/0/0
Output : <unknown>
Source : 10.78.106.2
Destination : 224.0.0.102
Protocol : 17 (UDP)
SrcPort : 1985
DstPort : 1985
IOSd Path Flow: Packet: 10 CBUG ID: 10

Feature: INFRA

Pkt Direction: IN

Packet Rcvd From DATAPLANE
Feature: IP

Pkt Direction: IN
Packet Enqueued in IP layer

Source : 10.78.106.2
Destination : 224.0.0.102
Interface : GigabitEthernet0/0/0

Feature: UDP

Pkt Direction: IN DROP
Pkt : DROPPED
UDP: Discarding silently

src : 881 10.78.106.2(1985)
dst : 224.0.0.102(1985)
length : 60

Router#show platform packet-trace packet 12

Packet: 12 CBUG ID: 767
Summary
Input : GigabitEthernet3
Output : internal0/0/rp:0
State : PUNT 11 (For-us data)
Timestamp
Start : 16120990774814 ns (01/20/2020 12:38:02.816435 UTC)
Stop : 16120990801840 ns (01/20/2020 12:38:02.816462 UTC)

Path Trace
Feature: IPV4 (Input)

Input : GigabitEthernet3
Output : <unknown>
Source :12.1.1.1
Destination : 12.1.1.2
Protocol : 6 (TCP)
SrcPort : 46593
DstPort : 23
I0Sd Path Flow: Packet: 12 CBUG ID: 767

Feature: INFRA

II FL—REE

Pkt Direction: IN
Packet Rcvd From DATAPLANE

FL—zgE |



| rL—zE®

Feature: IP
Pkt Direction: IN
Packet Enqueued in IP layer

Source 12.1.1.1
Destination 12.1.1.2
Interface GigabitEthernet3

Feature: IP
Pkt Direction: IN
FORWARDEDTo transport layer

Source 12.1.1.1
Destination 12.1.1.2
Interface GigabitEthernet3

Feature: TCP
Pkt Direction: IN

g 5oy b rL—2osm |

tcpO: I NoTCB 12.1.1.1:46593 12.1.1.2:23 seq 1925377975 OPTS 4 SYN WIN 4128

Router# show platform packet-trace summary

Pkt Input

0 INJ.2
1 Gil
2 INJ.2
3 Gil
4 INJ.2
5 INJ.2
6 Gil
7 Gil
8 Gil
9 Gil
10 INJ.2
11 INJ.2
12 INJ.2
13 Gil
14 Gil
15 Gil
16 INJ.2

Output
Gil

internal0/0/rp:

Gil

internal0/0/rp:

Gil
Gil

internal0/0/rp:
internal0/0/rp:
internal0/0/rp:
internal0/0/rp:

Gil
Gil
Gil

internal0/0/rp:
internal0/0/rp:
internal0/0/rp:

Gil

o O O O

State Reason

FWD
PUNT 11 (For-us data)
FWD
PUNT 11 (For-us data)
FWD
FWD
PUNT 11 (For-us data)
PUNT 11 (For-us data)
PUNT 11 (For-us data)
PUNT 11 (For-us data)
FWD
FWD
FWD
PUNT 11 (For-us data)
PUNT 11 (For-us data)
PUNT 11 (For-us data)
FWD

KIZ, Ty b =R T = ZOfEEFRT DBl R LE T,

Router#show platform packet-trace statistics

Packets Summary
Matched 3
Traced 3

Packets Received
Ingress O
Inject 0

Packets Processed
Forward O

Punt 3
Count Code Cause
3 56

Drop 0

Consume O

PKT_DIR IN
Dropped Consumed Forwarded

INFRA 0 0 0

TCP 0 0 0

UDP 0 0 0

Ip 0 0 0

IPV6 0 0 0

ARP 0 0 0

PKT DIR OUT

RP injected for-us control
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Dropped Consumed Forwarded
INFRA 0 0 0
TCP 0
UDP 0 0 0
Ip 0 0 0
IPV6 0 0 0
ARP 0 0 0

Wiz, aryha—nLTL—ynb 73 U—T 47 7at I ABLON hEaRB R
iy NeRRTBHHERLET,

Router#debug platform condition ipv4 10.118.74.53/32 both
Router#Router#debug platform condition start
Router#debug platform packet-trace packet 200

Packet count rounded up from 200 to 256

Router#show platform packet-tracer packet 0
show plat pack pa 0

Packet: 0 CBUG ID: 674
Summary
Input : GigabitEthernetl
Output : internal0/0/rp:0
State : PUNT 11 (For-us data)
Timestamp
Start : 17756544435656 ns (06/29/2020 18:19:17.326313 UTC)
Stop : 17756544469451 ns (06/29/2020 18:19:17.326346 UTC)

Path Trace
Feature: IPV4 (Input)

Input : GigabitEthernetl
Output : <unknown>
Source : 10.118.74.53
Destination : 198.51.100.38
Protocol : 17 (UDP)
SrcPort : 2640
DstPort : 500
IOSd Path Flow: Packet: O CBUG ID: 674

Feature: INFRA
Pkt Direction: IN
Packet Rcvd From DATAPLANE

Feature: IP
Pkt Direction: IN
Packet Enqueued in IP layer

Source : 10.118.74.53
Destination : 198.51.100.38
Interface : GigabitEthernetl

Feature: IP
Pkt Direction: IN
FORWARDED To transport layer

Source : 10.118.74.53
Destination : 198.51.100.38
Interface : GigabitEthernetl

Feature: UDP
Pkt Direction: IN

DROPPED
UDP: Checksum error: dropping
Source : 10.118.74.53(2640)

Destination : 198.51.100.38(500)

Routerf#show platform packet-tracer packet 2
Packet: 2 CBUG ID: 2
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I0Sd Path Flow:

Feature: TCP

Pkt Direction: OUTtcpO: O SYNRCVD 198.51.100.38:22 198.51.100.55:52774 seq 3052140910
OPTS 4 ACK 2346709419 SYN WIN 4128

Feature: TCP
Pkt Direction: OUT

FORWARDED
TCP: Connection is in SYNRCVD state
ACK ¢ 2346709419
SEQ : 3052140910
Source : 198.51.100.38(22)

Destination : 198.51.100.55(52774)

Feature: IP
Pkt Direction: OUTRoute out the generated packet.srcaddr: 198.51.100.38, dstaddr:
198.51.100.55

Feature: IP
Pkt Direction: OUTInject and forward successful srcaddr: 198.51.100.38, dstaddr:
198.51.100.55

Feature: TCP
Pkt Direction: OUTtcpO: O SYNRCVD 198.51.100.38:22 198.51.100.55:52774 seq 3052140910
OPTS 4 ACK 2346709419 SYN WIN 4128

Summary
Input : INJ.2
Output : GigabitEthernetl
State : FWD
Timestamp
Start : 490928006866 ns (06/29/2020 13:31:30.807879 UTC)
Stop : 490928038567 ns (06/29/2020 13:31:30.807911 UTC)

Path Trace
Feature: IPV4 (Input)

Input : internal0/0/rp:0
Output : <unknown>
Source : 172.18.124.38
Destination : 172.18.124.55
Protocol : 6 (ICP)

SrcPort : 22

DstPort : 52774

Feature: IPSec

Result : IPSEC_RESULT_DENY
Action : SEND_CLEAR

SA Handle : O
Peer Addr : 55.124.18.172
Local Addr: 38.124.18.172

Router#
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