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SDWAN OD[ii 5 DFERE L BIID > — AV AT » 77 b— NI H £7, C8355-G2 1E Cisco
IOS XE 17.18.1a IE CTHR— b S TWET,
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B ciscocuzgmLEaY ro—SE—reBBE—FORYEBX

CiscoCLI ZFRAL-a> FO—FF—FELEEHEE—FOYYEZR

:/l\m SE—REHBE— FZ2YV 2 51213, EBHE EXEC £— R T controller-mode =

REMHLET,

controller-modedisable =~ > RiZ. A4 A2 HEE— NIV 2 £3,

Device# controller-mode disable

controller-modeenable =2~ R, T34 2%&a hu—FF— NIV B2 ET,

Device# controller-mode enable

\}

GE)

FAL AR ERE— DDAy ha—FF— RV BEZL L, A¥— T v 7 ar 7 1 ¥a
L—3 32 & NVRAM GEBE) O#RNEEISNET, 207 27> 3 idwriteerase & 7 U
Tj_o

TNRAAEay br—FF— Rpb AT — F‘*@JD*"%%& F_TD Yang ~N— A DRE
DRFFSN, woay he—7F— NV B2 258 ICHFHcEEd, E—RExa b
n—7 00 BAIZEI Y BEX 55581, 73 ADE mﬁ>§§b7~b;mﬁééﬂfb\éz%ﬁ>%
Dib@éo

TJ—FrRA ST a4 Fal—23r 7274 EFEAHLI-O

fA—5F—

FEBEREE—FODUYEZR

F— F&20 # % 5121%. controller-modeenable =~ > F&fifH L THHEE— Kbk

= —

ZE— NIzl &z, controller-modedisable =~ > R&EHEH LTy ba—FF— K7

LHAME— MWV EAET, TS ZABE#BHTLE, a7 Falb—Tar 77 LND

U

AX A

PER SN ET,

FTNRAARNay ha—TFF—RFRCTEETIE, a7 4FXalb—rar 77 A IVNOREN
HAIhET,

H—® universalk9 A A —VZHEH LT, HHR—FINTHDHTRXTOT /A A|Z Cisco I0S XE
SD-WAN 35 J. Uf Cisco 10S XE ##RE 2 B3~ 2 HIEDFEMIZ-DWTIE,  [nstall and Deploy Cisco
10S XE and Cisco I0S XE SD-WAN Functionality on Edge Platforms] #ZM L T 72 &0,

Cisco 8300 vV —X X 2T IL—HDEFINIZIRD LB T,

* C8375-E-G2
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WDFIZ, Cisco8300 Y —RAEF 2T —F THR—FENTWNEEV 22— /L EHEEZRL

7

= 1:Cisco8300> ") —RX X2 7IL—R2THR—LEINBZED 21—/ EH#HEE

Hae C8375-E-G2 8355-G2
Y=t R L= T 7Y r— |5 X
a2 (UTD, AppQoE, ¥ X

Y TepOpt)

CPU 27 16 27 1227
CPU AV 16G £721% 32G 16G
Ny 7 FL—rHPR— |k 10G
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—

5

2#x IV bk

TS5y b I A—LODEKRETE

ZITIEH, BEE—RTOT 7y N7 4 —LDOERFEICOW TR LET, RO THERK S
nTunEd,

T 7 AN REE (53—)

o T — R T A—HDFHRE (19 X—)

e XHEY A=Y F v b A F—T 2 ZADOEE (20 <—)

=T Ny g A B —T 2 ZADRE (21 <—)

e EVa— AU HE—T A4 ADHKRTE (23 X—)

s 2T OEINEIY HTORRE (23 —)

« Cisco Discovery Protocol DL (26 ~—3)

e AT RIA LT I BEADRE (27 2—)

s AXT 4wV )— FDORE (29 =)

c XA F I v N— FOEE (30 %—)

« R"— k LED ® HEh A 7 O FZME (36 ~=2—)

« 7)L—t—= 2 LED DAL (36 ~<—)

N
X B

BEE— RTINS RAZEEBTLE, TS RET 74NV DT 7 A4 V4 (T /314 ADPID)
ZMBLET, =& 2IE, Cisco 8300 ¥ U —X F 27 /b—HZ L, C8375-E-G2.cfg £7-1%
(C8355-G.efg bW 77 A NERBLET, TXARIZDOT7 7 A NVERR L%, EED
files-router-confg & 721 ciscortr.cfg Z#E L £ 7,

FNA AFT — k7 F v 2 T C8375-E-G2.cfg F7-1% C8355-G2.cfg 7 7 A L& MsE LET,

T7ANNT =TT v 2aTRONLRWEA. T3 ATEEHED router-confg & ciscortr.cfg
ERLET, TXTOT7ANANREONLRWEE, 730 2iF, FUREDIEF T, Zhb
D77 ANERFEL TS RO H HIEAFHD USB 2 F = v 7 LET,

N

CE)  FEAFEHRDUSBIZPID EWIHILARIORER 7 7 A NN DH—FTT, EHET 7 AL ILD 1 DN T —

N7 T v allhHdEh. VAT AIEE T y ANV ERBLTHERALET,
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show running-config =~ o F&EH LT, #IMIERELZFR R LE T, KIZ, C8375-E-G2 D7)

Bz RmLET,

Router# show running-config

Current configuration : 6621 bytes
|

! Last configuration change at 06:24:36 UTC Fri Feb 7 2025 by admin

version 17.15
service timestamps debug datetime msec
service timestamps log datetime msec
platform gfp utilization monitor load 80
|
hostname router
|
boot-start-marker
boot-end-marker
|
!
vrf definition Mgmt-intf
|
address-family ipv4
exit-address-family
|
address-family ipvé6
exit-address-family
|
no logging console
no aaa new-model
|

no ip domain lookup

subscriber templating

|

|

!

crypto pki trustpoint TP-self-signed-2220840378
enrollment selfsigned

subject-name cn=I0S-Self-Signed-Certificate-2220840378
revocation-check none

rsakeypair TP-self-signed-2220840378

hash sha512

|

crypto pki trustpoint SLA-TrustPoint

enrollment pkcsl2

revocation-check crl

hash shab512
|

i Cisco8300> ) —X £Fa17IL—48 VYT rYTTHREHAFE
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ax

E

crypto pki certificate chain
certificate self-signed 01

30820330
31312F30
69666963
31315A17
4F532D53
34303337
0A028201
3621C3A8
B1DCD79D
5A626C11
0A047D14
3183C1B4
B169558A
8B5F7E7D
7T48E52EF
AB1E7167
FFABLE71
300D0609
862DF349
C0C66B83

30820218
2D060355
6174652D
0D333530
656C662D
38308201
01008F2E
4AF11F97
86E78BF4
091376D8
481A98A7
B83F62CF
EODF905E
D4645263
99330203
F6A67B35
67F6A67B
2A864886
42772862
E97A0980

A0030201
04030C26
32323230
31303930
5369676E
22300D06
D295CE5D
9489AD4B
DF278EF3
AB81E66B2
15574BES
3A9D6EES
F1187E78
F6006E12
010001A3
S5F3353E3
355F3353
F70D0101
46777631
A54E5444

TP-self-signed-2220840378

02020101
494F532D
38343033
39313231
65642D43
09228648
6DFDC027
00E1C57F
6C86539E
36ECE937
BFFFB4B1
AlA34Cel
AB59BD67
FF69C3AF
53305130
5B88301F
E35B8830
0D050003
3F402A07
F0473525

300D0609
53656C66
3738301E
315A3031
65727469
86F70D01
4E7B4410
AEAD53CE
97217942
B44451F5
F397C982
86AD6B15
A38E97D9
TBT769A2E
1D060355
0603551D
0F060355
82010100
DCD34CF7
C592D1CO0

2A864886
2D536967
170D3235
312F302D
66696361
01010500
CD546B85
BO8B684A
05C48B9A
49D9CBB7
FECED50C
5474FD41
79AAF825
F7F099AE
1D0E0416
23041830
1D130101
4F0CF81D
S5ED43C42
4D6C101A

F70D0101
6E65642D
30313039
06035504
74652D32
0382010F
C14F0844
9018E660
CBB057FB
4D674A87
59605382
3151540D
E6D2B3A6
03A336EA
04149FE1
1680149F
FF040530
CO9E72E8B
3C1839BB
DA4BCDAO

Fornrze i

0D050030
43657274
30393132
030C2649
32323038
00308201
A4R08A4T7
8BCFABCE
FFB2B225
6532F4A7
39B317F2
S5E387FC8
CF9239D6
294Rn0423
4E1985FF
E14E1985
030101FF
2D5BC14A
B68B0677
DI9C36EE1L

CAD752AB AA37B084 A6C5F926 ED264D20 F6EF4940 F1103FAF 7122F428 O0A5221F4
DFB69177 BD7F5E67 DF662F1A
10ECE4FD 348D2028 E66E2FF1
319C0C26 86082EOA E4A9D4ADA
A96D47F4 B4746157 0DD2829E
AB6BBA3C E37BEDAO 053DE14A

quit
crypto pki certificate chain
certificate ca 01

30820321
32310E30
6F204C69
3834375A
43697363
526F6F74
82010A02
CBB4C798
1C394D78
4ARA4EB0D
7390A3EB
68E69491
C7479096
C55F0D76
DFC7C6CF
06300F06
4B3D31E5
03820101
604EDCDE
D98987BF
467A3DF4
7CATBTEG6
S5FBODAO6
80DDCD16
418616A9
D697DFTF

30820209
0C060355
63656E73
170D3338
6F312030
20434130
82010100
212ARA147
462EF239
DB6FD1C9
2B5436AD
20F320E7
B4CB2D62
61F9A4CD
04DD7FD1
03551D13
1B3E6AL7
00507F24
FFAFED2B
E40CBDY9E
4D565700
C1AFT74F6
BO92AFETF
D6BACECA
4093E049
28

quit

A0030201
040A1305
696E6720
30353330
1E060355
82012230
A6BCBD96
C655D8D7
C659F715
60B1lFD18
C847A2C5
948E71D7
EA2F505D
3D992327
02030100
0101FF04
606AF333
D3932A66
7TTFC460E
1AECAOC2
6ADFOF0D
152E99B7
494E8A9E
EEBC7CF9
4D10AB75

F7888526
FB6B0089
99727580
TFCTE087
748502E1

8867A938
3D68FB71
6BEAQOCF3
BE22D84B
510197E4

SLA-TrustPoint

02020101
43697363
526F6F74
31393438
04031317
0D06092A
131E05F7
9471380D
B98COA59
FFC69C96
DAB553EB
AE3BCC84
C7B062A4
A8BBO3BD
01A34230
05300301
3D3B4C73
86025D9F
CD636FDB
2189BB5C
CF835015
B1FCF9BB
07B85737
8428787B
27E86F73

diagnostic bootup level minimal

300D0609
6F312030
20434130
34375A30
43697363
864886F7
145EA72C
8711441E
S5BBB5CBD
6FA68957
69A9A535
F10684C7
6811D95B
4E6D7069
40300E06
01FF301D
E8300D06
E838AESC
DD44681E
8FA85686
3CO4FF7C
E973DE7F
F3A58BEL
35202CDC
932E35B5

license udi pid C8375-E-G2 sn FDO2833M0O1A

C7F0B75B
E993D055
E530CD60
09EDD9D7

2A864886
1E060355
1E170D31
32310E30
6F204C69
0D010101
2CD686E6
1AAF071A
OCFEBEA3
A2617DE7
58E9F3E3
4BCBEOOF
E8250FC4
7CBADF8B
03551D0OF
0603551D
09228648
6D4DF6BO
3A5673AB
CD98B646
21E878AC
S5BDDEB86
1A48A229
60E4616A
8862FDAE

C34CDAFB
47CCOAA9
BBC627C5
A2D09897

F70D0101
04031317
33303533
0C060355
63656E73
05000382
17222EA1
9CAE6388
700A8BE7
104FDC5F
COBD23CF
539BA42B
5D5D5FB8
DF5F4368
0101FF04
0E041604
86F70D01
49631C78
9093D3B1
5575B146
11BA9CD2
C71E3B49
C37C1lE69
B623CDBD
0275156F

4AA2386B
FO08586E3
16D8B483
247397B5

0B050030
43697363
30313934
040A1305
696E6720
010F0030
F1EFF64D
8A38E520
D8F256EE
EA2956AC
58BD7188
42C68BB7
8F27D191
95135E44
04030201
1449DC85
010B0500
240DA905
6C9E3D8B
8DFC66A8
55A9232C
1765308B
39F08678
230E3AFB
719BB2F0
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i Cisco8300> ) —X £Fa17IL—48 VYT rYTTHREHAFE

memory free low-watermark processor 63953

|
spanning-tree extend system-id
|
|

username admin privilege 15 password 0 admin

redundancy
mode none
|
|
|
|

vlan internal allocation policy ascending

interface TwoGigabitEthernet0/0/0
no ip address

shutdown

negotiation auto

|

interface TwoGigabitEthernet0/0/1
no ip address

shutdown

negotiation auto

|

interface TwoGigabitEthernet0/0/2
no ip address

shutdown

negotiation auto

|

interface TwoGigabitEthernet0/0/3
no ip address

shutdown

negotiation auto

|

interface TenGigabitEthernet0/0/4
no ip address

shutdown

|

interface TenGigabitEthernet0/0/5
no ip address

shutdown

|

interface TwoGigabitEthernet0/1/0
|

interface TwoGigabitEthernet0/1/1
|

interface TwoGigabitEthernet0/1/2
|

interface TwoGigabitEthernet0/1/3
|

interface TwoGigabitEthernet0/1/4
|

interface TwoGigabitEthernet0/1/5
|

interface TwoGigabitEthernet0/1/6
switchport

|

interface TwoGigabitEthernet0/1/7

TS5y b7+ —LOEREE |



| 75y bo+—LOBEXEE
FTIAILEE .

switchport

|

interface GigabitEthernetO

vrf forwarding Mgmt-intf

ip address 10.79.58.164 255.255.255.0
negotiation auto

|

interface Vlanl

no ip address

|

ip forward-protocol nd

ip tftp source-interface GigabitEthernetO
ip http server

ip http authentication local

ip http secure-server

ip route 64.104.134.61 255.255.255.255 10.79.58.1
ip route vrf Mgmt-intf 0.0.0.0 0.0.0.0 10.79.58.1
ip route vrf Mgmt-intf 0.0.0.0 0.0.0.0 64.104.134.61

ip ssh bulk-mode 131072
|
snmp-server community public RW
|

!
control-plane

|

!
line con 0

exec-timeout 0 0
stopbits 1
line aux 0

line vty 0 4
exec-timeout 0 0
privilege level 15
login local

transport input telnet
line vty 5 10

privilege level 15
login local

transport input telnet
line vty 11 14

login

transport input ssh

end

&Iz, C8355-G2 DH Sl AR L £,

Router# show running-config
Current configuration : 5001 bytes

! Last configuration change at 09:02:29 UTC Mon Aug 18 2025

version 17.18

service timestamps debug datetime msec

Cisco8300 > —X X7 L—42 VI ryz7EEAIF |



service timestamps log datetime msec
service password-encryption
platform gfp utilization monitor load 80

platform resource data-plane-heavy
hostname Wilsonl

boot-start-marker

boot-end-marker

vrf definition 4

address-family ipv4

exit-address-family
vrf definition 50

address-family ipv4

exit-address-family

vrf definition 65500
|

address-family ipv4

exit-address-family

vrf definition 65528

description SIG VRF

address-family ipv4

exit-address-family

i Cisco8300> ) —X £Fa17IL—48 VYT rYTTHREHAFE
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vrf definition 65529

description Speedtest VRF

address-family ipv4

exit-address-family
vrf definition Mgmt-intf

address-family ipv4

exit-address-family

address-family ipvé

exit-address-family

no logging queue-limit
no logging rate-limit

aaa new-model

aaa authentication login default local
aaa authorization console

aaa authorization exec default local

aaa session-id common

no process cpu extended history

Cisco8300 > —X X7 L—42 VI ryz7EEAIF |



i Cisco8300> ) —X £Fa17IL—48 VYT rYTTHREHAFE

ip dhcp pool PnPWebUI1

vrf 65500

host 192.168.1.3 255.255.255.0

client-identifier 0077.6562.7569

dns-server 192.168.1.1

login on-success log

fhrp version vrrp v3
ipvé unicast-routing

ipv6 rip vrf-mode enable

subscriber templating

TS5y b7+ —LOEREE |
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crypto pki trustpoint SLA-TrustPoint
enrollment pkcsl2
revocation-check crl

hash sha512
|

crypto pki trustpoint TP-self-signed-758392875
enrollment selfsigned

revocation-check crl

rsakeypair TP-self-signed-758392875

hash sha512

crypto pki certificate chain SLA-TrustPoint

crypto pki certificate chain TP-self-signed-758392875

diagnostic bootup level minimal

license udi pid C8355-G2 sn FDO2836M06D

license accept end user agreement
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memory free low-watermark processor 63115

spanning-tree extend system-id

username admin privilege 15 secret 9

$9$nbNcaolXwiHkHk$FxUuHozuwCqmWCyltQ0YkluTGUubx21jED8/Lach72k
|

redundancy

mode none

no crypto ikev2 diagnose error

vlan internal allocation policy ascending

i Cisco8300> ) —X £Fa17IL—48 VYT rYTTHREHAFE
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interface Loopback65528
vrf forwarding 65528

ip address 192.168.1.1 255.255.255.255

interface Loopback65529
vrf forwarding 65529

ip address 11.1.0.116 255.255.255.255

interface Tunnell

ip unnumbered GigabitEthernet0/0/4
ipv6 unnumbered GigabitEthernet0/0/4
tunnel source GigabitEthernet0/0/4

tunnel mode sdwan

interface Tunnell00009
ip unnumbered TenGigabitEthernet0/0/9
tunnel source TenGigabitEthernet0/0/9

tunnel mode sdwan

interface FiveGigabitEthernet0/0/0
no ip address

negotiation auto

interface FiveGigabitEthernet0/0/1

no ip address
negotiation auto

interface FiveGigabitEthernet0/0/2

no ip address

negotiation auto

Cisco8300 > —X X7 L—42 VI ryz7EEAIF |



B o e

interface FiveGigabitEthernet0/0/3

no ip address

interface GigabitEthernet0/0/4
ip address 10.1.12.116 255.255.255.0

negotiation auto

interface GigabitEthernet0/0/5
no ip address

negotiation auto

interface TenGigabitEthernet0/0/6

interface TenGigabitEthernet0/0/7

interface TenGigabitEthernet0/0/8
vrf forwarding 50
ip address 8.2.1.1 255.255.255.0

no plim gos input queue 0 pause enable

interface TenGigabitEthernet0/0/9
mtu 1734
ip address 10.1.9.1 255.255.255.0

no plim gos input queue 0 pause enable

interface GigabitEthernetO

vrf forwarding Mgmt-intf

ip address 10.75.163.116 255.255.255.0
negotiation auto

ipv6é address autoconfig

i Cisco8300> ) —X £Fa17IL—48 VYT rYTTHREHAFE
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interface Vlanl
vrf forwarding 65500

ip address 192.168.1.1 255.255.255.0
router omp

ip forward-protocol nd

no ip forward-protocol udp

ip tftp source-interface GigabitEthernet0
ip ftp source-interface GigabitEthernetO
ip http server

ip http authentication local

ip http secure-server

ip nat settings central-policy
ip nat settings gatekeeper-size 1024

ip nat route vrf 65528 0.0.0.0 0.0.0.0 global

no ip nat service all-algs

ip route 0.0.0.0 0.0.0.0 10.1.9.2

ip route vrf Mgmt-intf 0.0.0.0 0.0.0.0 10.75.163.1
ip route vrf 50 0.0.0.0 0.0.0.0 10.1.9.2

no ip ssh bulk-mode

ip scp server enable

no ipv6 mld ssm-map query dns

control-plane
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mgcp

mgcp

mgcp

mgcp

line

exec—

behavior rsip-range tgcp-only
behavior comedia-role none
behavior comedia-check-media-src disable

behavior comedia-sdp-force disable

profile default

con 0

timeout 0 O

activation-character

stopbits 1

speed 115200

line

aux 0O

activation-character

line

vty 0 4

privilege level 15

activation-character

transport input all

line

vty 5 80

privilege level 15

activation-character

transport input none

no network-clock revertive

i Cisco8300> ) —X £Fa17IL—48 VYT rYTTHREHAFE
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netconf-yang

netconf-yang feature candidate-datastore

no netconf-yang ssh server algorithm encryption aesl28-cbc

no netconf-yang ssh server algorithm encryption aes256-cbc

no netconf-yang ssh server algorithm hostkey ssh-rsa

no netconf-yang ssh server algorithm kex diffie-hellman-groupl4-shal
no netconf-yang ssh server algorithm mac hmac-shal

end

» N O — E l_._l
O—/N\)LINSGA—ZDERTE
FNRAAD T =R T A =R R ETHIE, WOFNEEZETLET,

FIRDHE

configure terminal
hostname name
enable secret password
no ip domain-lookup

W=
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ARV RFERFTIaY

=)

R w 71 |configure terminal su—s L Ay 7 4 ¥ ab—3i gy E— NE Bk
B - LET (2 Y — R — MEARK) .
ROA~y REMHLT, v—F LU E— Mikk
Router> enable 7 gt
Router# configure terminal et L £
Router (config) # telnet router-name or address
Login: login-id
Password: ****xxskkx
Router> enable
AT 72 |hostname name TNA ZADA4HTERELET,
1 -
Router (config) # hostname Router
AT 73 |enable secret password FRA ANDRIERT 72 2 %P kT 51213, KBS
Bl fbsAv—REiRELET,
Router (config) # enable secret crlny5ho
A7y 74 |no ip domain-lookup TS ARKRAMOEGE (AJIR) ZIP7 FL AT

1

Router (config) # no ip domain-lookup

BN EHIZLET,

T =N RT A =L av v ROFEIZ OV T,
[Cisco I0S Release Configuration Guide] ~ == 7 /L
Ty FAEZRLTI SV,

FAEY P A—HBRY P AL 2F—T 4 ADKE

FUHR—=ROXFH Yy b A —V Xy b AU E—T 2 A AZFETERTAHIZIE, T u—L
a7 4 FX¥a2lb—varyET—FLHEKBLT, ROFIEEZFITLET,

FIEDHE

1.

2. ipaddress ip-address mask

3. ipv6address ipv6-address/prefix
4. no shutdown

5. exit

interface TwoGigabitEthernet slot/bay/port

i Cisco8300> ) —X £Fa17IL—48 VYT rYTTHREHAFE
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| 75y ro+—LoEXREE
W=TNy Y A8 —T A ADHEE .

FED FH 4
Fig
AU RFERET7TIV3 Y B#
X w71 |interface TwoGigabitEthernet slot/bay/port FRAATEIE Y A=Y Xy h A X —T =
1 A AP T 4 X2l —rarT—RReBLE
R
Router (config) # interface TwoGigabitEthernet 0/0/1]
AT w72 |ipaddress ip-address mask BELEXAEY hA—Y Xy b A ¥—T = A
B - ADIPT RLALFTHy b~ A7 2B ELET,
IPv47 RLAZRET HHEIE. ZOAT v I &fl
Router (config-if) # ip address 192.0.2.2 HLUET,
255.255.255.0
AT 73 |ipv6address ipv6-address/prefix BELEXAEY hA =YXy b A ¥ —T = A
i - ADIPV6 7 RLRET VT 4 7 AR ELET,
IPv6 7 L ZZRET H5HGIE. AT v 7200
Router (config-if)# ipvé address DNIZZDAT v 70%1%}% L/i‘ﬁ—o
2001.db8: : ££££:1/128
AT 74 |no shutdown FhHEYy b =% Ry AU F—T =2 A% A R—
I - TMZ L, TOREEZEE LOZ T N BEB LD

Ty TICEELET,

Router (config-if) # no shutdown

ATy 75 |exit FHEY b A =Py b A F =T f ZADaA
Bl - T4 FXal—varE— N2 T LT, FiEEXEC

T— FICRY £75

Router (config-if) # exit

W—TNNv Y L 203—Tx4 ADEKTE

48D HHEIIZ

N—TNR I f B =T oA AF, AZT 4 w7 IPT RLADT L— AR E— & L THRE
L/\ 5‘:‘7%/1/ ]\@/I/““?‘/{ V&‘]I\%ﬁi&j&?&ﬁ# L/Szj‘o

N—T Ry f B —T 2 ABRET DI, WOTFNEEFEITLET,

FIEDHE
1. interface type number
2. (A7 =z 1) ipaddress ip-address mask

Cisco8300 > —X X7 L—42 VI ryz7EEAIF |



. W—=TNRyY £ 8—T 14 ADK

F IR D

TS5y b7+ —LOEREE |

3. (ST =z 2) ipvbaddress ipve-address/prefix

4. exit

FIE

ARV KRFERERETY VY

=)

ATy T

interface type number

1

Router (config) # interface Loopback 0

=T Ry I A B —T 2 ADI LT £ Fal—
varyE—RERIKLET,

ATy T2

(73 1) ipaddress ip-address mask
1 -

Router (config-if)# ip address 10.108.1.1
255.255.255.0

N—T Ry L H =Tz A ADIPT RL ALY
Txy N~ AT ERELET, IPV6T RLAZRIE
T 5. WICHPIT % ipv6 address
ipv6-address/prefix =~ > K& L £,

ATvT3

(A7 =2 2) ipvbaddress ipve-address/prefix
il -

Router (config-if)# 2001:db8::f£fff:1/128

NWN—T Ry A H—=T 2 ADIPv6 7 RL A &
TV T4 AERELET,

ATvT4

exit
B

Router (config-if) # exit

N—T Ry T A B =T 2 f ADALT fFal—
varE®—FREKTLET, VLT, Fr—3Lb
a7 4 FXal—aryET—RIREY ET,

. Cisco8300 ') —X tFXFaF7I—F VYT b7

1

W—TNR o A28 —T A4 ABEDHSR

WIT, BHIIP T RL AL LTHERET D IP 7 R L2 203.0.113.1/32 DX HE » b A —H
Ry b A E—T 2 A A LIIEREINDIN—T NNy T 2 F—T =2 A ADFTEH %R
LET, V=T Ry A X —T A A, XITVT—FINFZIPT RLAZES

virtual-templatel |ZFR 1T HAVE T,

interface loopback 0

ip address 203.0.113.1 255.255.255.255

ip nat outside

|

interface Virtual-Templatel
ip unnumbered loopbackO

no ip directed-broadcast

ip nat outside

(static IP address)

BEHAF
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%~\\

ED2A—NAE—T 4 ADEE .

showinterfaceloopback =~ > REZ AN LET, ROFID X 5 BN NEREINET,

Router# show interface loopback 0
LoopbackO is up, line protocol is up
Hardware is Loopback
Internet address is 203.0.113.1/32
MTU 1514 bytes, BW 8000000 Kbit/sec, DLY 5000 usec,
reliability 255/255, txload 1/255, rxload 1/255
Encapsulation LOOPBACK, loopback not set
Keepalive set (10 sec)
Last input never, output never, output hang never
Last clearing of "show interface" counters never
Input queue: 0/75/0/0 (size/max/drops/flushes); Total output drops: 0
Queueing strategy: fifo
Output queue: 0/0 (size/max)
5 minute input rate 0 bits/sec, 0 packets/sec
5 minute output rate 0 bits/sec, 0 packets/sec
0 packets input, 0 bytes, 0 no buffer
Received 0 broadcasts (0 IP multicasts)
0 runts, 0 giants, 0 throttles
0 input errors, 0 CRC, 0 frame, 0 overrun, 0 ignored, 0 abort
0 packets output, 0 bytes, 0 underruns
Output 0 broadcasts (0 IP multicasts)
0 output errors, 0 collisions, 0 interface resets
0 output buffer failures, 0 output buffers swapped out

FoE, ROBNRT L ST, pinga~y REFHL V=T Ry 7 A X —T A
Al LET,

Router# ping 203.0.113.1
Type escape sequence to abort.
Sending 5, 100-byte ICMP Echos to 203.0.113.1, timeout is 2 seconds:

Success rate is 100 percent (5/5), round-trip min/avg/max = 1/1/1 ms

— I AR =D 4 ADXK

P—ERE T 2 — VOEEDFHZOWTIL,  [Cisco Service Module Configuration Guide]
l'Service Module Management] M2 2 2 > C [Service Modules] ZZH L T 7E &0,

A7 DEIEIY B TOETE

Cisco8300 ¥V — XX a7 —X TOEBMP 2 TED B TIZLY, 2—HF— T3 FTIE RV —
" A2 CEF/IPSec D37 % —~ > AT UC CPU 2 7 % ZiRICIHEH T & £9, Cisco 8300 ¥
u—fﬁ#JTw—&Vu\mﬁ<k%m@@am:7ﬂ%ﬁéhfxw\?—&fv—y
MO —ERT L — a7 #FRCEVETHZENTEET, Z0oaT7HVY L, h
E@fiyF7ﬁ%bfﬁm7%ﬁéiéi&ﬁ%t2@k§%_i IEIZFHEDNTINE
7

CiscoIOSXE U U — & 17.15.3 LAF%IZ, platform resource{ service-plane-heavy | data-plane-heavy
}a< U REHEALT, =R L= T =2 L —r DB TaTr 2L £,

Cisco8300 > —X X7 L—42 VI ryz7EEAIF |
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Router (config) # platform resource { service-plane-heavy | data-plane-heavy }

Wz, aT7E B TOMREEEZ YR — 95 Cisco8300 >V —XEXaT L—HDY R
FERLET,

» C8375-E-G2

C8375-E-G2 v FHAE KT

WD show 2~ RHEAIE, C8375-E-G2 DT —H 7L —1~D CPU 2 7TEH D B¥CTAHRL TN
F9,

)

GE) T 74/ MTiEX, 731 ALEFOE— KT service-plane-heavy T,

Router# show platform software cpu alloc

CPU alloc information:
Control plane cpu alloc: O
Data plane cpu alloc: 0-15
Service plane cpu alloc: 0
Slow control plane cpu alloc:
Template used: CLI-data plane heavy

N

CE) Zoflt, FT—FFL—ra7E D Y TORREIT 15 T,

KD show =~ FHIE, C8375-E-G2 DH—E XA L—2~®D CPU a7 &IV Y Taz/RLT
WET,

Router# show platform software cpu alloc
CPU alloc information:
Control plane cpu alloc: O
Data plane cpu alloc: 0,6-15
Service plane cpu alloc: 1-5
Slow control plane cpu alloc:
Template used: default-service plane heavy

KD show 22~ N /1%, C8375-E-G2 @ PPE AT — X A &R L CUWET,

Router# show platform hardware qfp active datapath infrastructure sw-cio

ID Port Wght Global WRKRO WRKR1I WRKR2 WRKR3 WRKR4 WRKR5 WRKR6 WRKR12
WRKR13 WRKR14 Total
1 rclO 4: 6080 0 0 0 0 0 0 0 0
0 64 6144
1 rclO 8: 6080 0 0 0 0 0 0 0 0
0 64 6144
2 ipc 1: 0 0 0 0 0 0 0 0 0
0 0 0
3 vxe_punti 1: 468 0 0 0 0 0 0 0 0
0 44 512
4 fpe0 LO: 1024 - - - - - - - -
- - 1024
4 fpe0 HI: 1024 - - - - - - - -
- - 1024
5 fpel LO: 1024 - - - - - - - -

i Cisco8300> ) —X £Fa17IL—48 VYT rYTTHREHAFE
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- - 1024

5 fpel HI: 1024 - - - - - — _ _
- - 1024

6 fpe2 LO: 1024 - - - - - - - _
- - 1024

6 fpe2 HI: 1024 - - - - - - - _
- - 1024

7 fpe3 LO: 1024 - - - - - - - _
- - 1024

7 fpe3 HI: 1024 - - - - - - - _
- - 1024

8 fpe4d LO: 1024 - - - - - - - _
- - 1024

8 fpe4d HI: 1024 - - - - - - - _
- - 1024

9 fpeb LO: 1024 - - - - - - - _
- - 1024

9 fpeb HI: 1024 - - - - - - - _
- - 1024

Core Utilization over preceding 1147610.0731 seconds

ID 0 1 2 3 4 5 6 12 13
14
% PP 0.73 0.18 0.19 0.19 0.19 0.19 0.19 0.00 0.00
0.00
% RX: 0.00 0.00 0.00 0.00 0.00 0.00 0.00 0.00 0.00
0.47
% TM: 0.00 0.00 0.00 0.00 0.00 0.00 0.00 0.95 0.96
0.00

% IDLE: 99.27 99.82 99.81 99.81 99.81 99.81 99.81 99.05 99.04 99.53

C8355-G2 D v FHAZERTE

R D show 2~ KHEAIE, C8355-G2 DT —HX L —2~D CPU a7 E Y B TERLTWVE
7,

\ )

GE) T 74/ R TIE, 73 AEEFOE — KT service-plane-heavy T,

Router# show platform software cpu alloc

CPU alloc information:

Control plane cpu alloc: O

Data plane cpu alloc: 0-11

Service plane cpu alloc: 0

Slow control plane cpu alloc:
Template used: CLI-data_plane heavy

\)

GE)  Zoflc, F—FF1L—raTrTE v Y ToERKT 11 TT,

®D show =2~ > FH A1, C8355-G2 D PPE AT — & A Zx L TWET,

Router# show platform hardware gfp active datapath infrastructure sw-cio
Credits Usage:

ID Port Wght

Cisco8300 > —X X7 L—42 VI ryz7EEAIF |
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Global WRKRO WRKR1 WRKR2 WRKR3 WRKR4 WRKR5 WRKR6 WRKR7 WRKR8 WRKRY9 WRKR10

Total

1 rcl0 4: 4544 0 0 0 0 0 0 0 0 0
64 0 4608

1 rcl0 8: 4544 0 0 0 0 0 0 0 0 0
64 0 4608

2 ipc 1: 0 0 0 0 0 0 0 0 0 0
0 0 0

3 vxe_punti 1: 271 17 23 13 18 29 31 21 22 18
0 49 512

4 12_mod LO: 1024 - - - - - - - - -
- - 1024

4 12_mod HI: 1024 - - - - - - - - -
- - 1024

5 fpe0 LO: 1024 - - - - - - - - -
- - 1024

5 fpeO HI: 1024 - - - - - - - - -
- - 1024

6 fpel LO: 1024 - - - - - - - - -
- - 1024

6 fpel HI: 1024 - - - - - - - - -
- - 1024

7 fpe2 LO: 1024 - - - - - - - - -
- - 1024

7 fpe2 HI: 1024 - - - - - - - - -
- - 1024

8 fpe3 LO: 1024 - - - - - - - - -
- - 1024

8 fpe3 HI: 1024 - - - - - - - - -
- - 1024

9 fpe8 LO: 1019 - - - - - - - - -
- - 1024

9 fpe8 HI: 1024 - - - - - - - - -
- - 1024

10 fpe9 LO: 1019 - - - - - - - -

- - - 1024

10 fpe9 HI: 1024 - - - - - - - -

- - - 1024

Core Utilization over preceding 2793.4130 seconds

ID: 0 1 2 3 4 5 6 7 8 9
10

% PP: 64.19 64.51 64.10 64.61 64.08 64.13 64.20 64.57 64.42 0.00
0.00

% RX: 0.00 0.00 0.00 0.00 0.00 0.00 0.00 0.00 0.00 0.00
0.00

% TM: 0.00 0.00 0.00 0.00 0.00 0.00 0.00 0.00 0.00 1.89

49.31

% IDLE: 35.81 35.49 35.90 35.39 35.92 35.87 35.80 35.43 35.58 98.11
50.68

Cisco Discovery Protocol M E& $h1t

Jb—# Tl&, Cisco Discovery Protocol (CDP) 237 7 # /L b THZNIHTE S TWET,

CDP Off FHEDFEAIZ DUV TiX,  [Cisco Discovery Protocol Configuration Guide] % %R L T<
ZEWY,

i Cisco8300> ) —X £Fa17IL—48 VYT rYTTHREHAFE
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| 7592

ATy

ATy T2

ATvT3

ATy T4

ATy TH

F—LDOEREE
ARV KRIA VT ERADEE .

RS AT O ERADETE

TNAZNDT 78 AZHMHT 537 A =2 ZRET DT, ROFIREZFEITLET,
FIE

line [| console |tty |vty] line-number

1 -

Router (config) # line console 0

[Ffg= 7 4 Falb—vary = RERBLET, BT, BEROZ A TE2EBELETS,
ZZWRTHITIE, T/ AMOa Yy Y — R ERE L ET,
password password

i -

Router (config-line)# password SdrdHepw3

a2 — VR A DS AT — RZ2HE L £7,

login

i -

Router (config-line)# login

ARty ara A URONAY = N F =y 7 2RI LET,
exec-timeout minutes [seconds]

51 :

Router (config-line) # exec-timeout 5 30
Router (config-line) #

J—&Aﬁ#@MéhéiTEmc:V/b4/& TV AN T AR ERELET, T 740 ME
T, REEET, MREICHEEZENLET,

TR THNE. 530D EA LT T RERLTWET, (00 DA LT N2 ATTTBE, A A
T RRREAELEE A

exit
&1

Router (config-line) # exit

Cisco8300 > —X X7 L—42 VI ryz7EEAIF |
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ATvT6

ATy T17

ATvT8

ATvT9

TS5y b7+ —LOEREE |

FEfpa 7 4 Fal—raryT—RE2ETLC, Ju—ary74Xal—vary2—ReHEHBELE

j—o
line [| console |tty |vty] line-number

1 -

Router (config) # line vty 0 4
Router (config-line) #

VEe—h ary—n 77 2AHOEBmREEELET,
password password

15'] .

Router (config-line)# password aldf2adl
AR B E A DS AY — R fEELET,

login

1 :

Router (config-line) # login

ARy v arn A VREONRAT — R F =y 7 2 HRICLET,

end

1 -

Router (config-line) # end

a7 4 Fal—v gy T—REKTLET, VT, ¥ EXEC £— RIZEY £,

1

WOHRTIE, A~ RIA LTI/ R®R a<wr ReERLET,

default LRSS TWD A~y Rid, ANTLHMETHY FHEA, ZhbDa~v R
I%. show running-config =~ > FOMEMARHZ, s hizar 7 4 ¥alb— g

77 A VZHBIRIORESNET,
!

line console 0

exec-timeout 10 O

password 4youreyesonly

login
transport input none (default)
stopbits 1 (default)

line vty 0 4

password secret

login

|

i Cisco8300> ) —X £Fa17IL—48 VYT rYTTHREHAFE
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RET 49— FDEE .

ARE3T49TIL— bDETFE

ATy T

ATy T2

ATvT3

ABT 47 —NMNE, Xy NI—T &N LEEEV—T 47 X2 MELET, b
DO— M, T/ AL TFETE %éﬂi? Xy NU—7 FRuPRERINT-EAI
E. AET 4y 7 = FEFHLVIL— MCEFHTOMLERDV T, AF¥T 1 v 7 b— ML,
N—T 7 7a hallo THEE SN GaERE, 774 X—k Lb— T,

AZT 4y 7 = b ERET DI, KOFIEZFETLET,

FIE

(72> 1) ip route prefixmask {ip-address | interface-type interface-number [ip-address]|}
£

Router (config)# ip route 192.0.2.8 255.255.0.0 10.10.10.2

PNy hDAZT 4 v 7 — R ERELET, (Pv6 7 RLRAZRETLHHAIL. WIZHHET 2 ipve
address =~ RZEH LT ZaW) |

(A7 a2 2) ipve route prefixmask {ipv6-address | interface-type interface-number [ipv6-address]}
1 -

Router (config) # ipvé route 2001:db8:2::/64 2001:DB8:3000:1
IPNTy DAL T 47 V—haiEELET,
end

51

Router (config) # end

Ja—)LarZ 4 ¥al—var T—REKT L, B EXEC T— FEBBLET,

REDHER

WORRERI T, 5855 IP T R L A53192.02.8, 7 % v b~ A7 H3255.255.255.0 D9
RTCOIP X7y ba, IPT7T FLA210.10.102 DMOTSA AZH LT, FHE Y bA
VHE—=T oA A EDBERL— FTEELET, BRI, X7y RRRTEFEHD
AVHE—T oA RATEFEINET,

default RSN TWDH A~y RiZ, ANTLHRLEETHY FHA, Zoa~r i
running-config @~ > ROEHAKRRZ, A hlcar 74 Falb—vary 77 AUZ
HEIORSILET,

Cisco8300 > —X X7 L—42 VI ryz7EEAIF |
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B s rsvon—roue

ip classless (default)
ip route 192.0.2.8 255.255.255.0 10.10.10.2

ABZT 47 = FRIELSRESNTND Z L 2RI 5121, showiproute =~
¥ R (F7zlid showipvbroute =~ K) # AL, LFS TRENDAZT 4 v
N— h &R O ET,

IPv4 7 RV R EERAT A58, RO XD REERAOHEINEREINET,

Router# show ip route
Codes: L - local, C - connected, S - static, R - RIP, M - mobile, B - BGP
D - EIGRP, EX - EIGRP external, O - OSPF, IA - OSPF inter area
N1 - OSPF NSSA external type 1, N2 - OSPF NSSA external type 2
El - OSPF external type 1, E2 - OSPF external type 2, m - OMP
n - NAT, Ni - NAT inside, No - NAT outside, Nd - NAT DIA
i - IS-IS, su - IS-IS summary, L1 - IS-IS level-1, L2 - IS-IS level-2
ia - IS-IS inter area, * - candidate default, U - per-user static route
H - NHRP, G - NHRP registered, g - NHRP registration summary
- ODR, P - periodic downloaded static route, 1 - LISP
- application route
- replicated route, % - next hop override, p - overrides from PfR
- replicated local route overrides by connected

2 + © O

Gateway of last resort is 10.0.10.1 to network 192.0.2.6

S* 192.0.2.6/0 [254/0] via 10.0.10.1

10.0.0.0/8 is variably subnetted, 4 subnets, 2 masks
10.0.10.0/24 is directly connected, GigabitEthernet0/0/0
10.0.10.13/32 is directly connected, GigabitEthernet0/0/0
10.108.1.0/24 is directly connected, Loopback0
10.108.1.1/32 is directly connected, Loopback0

IPv6 7 R AT AT, RO LD RHERHAOHIRRRENET,

H O Q

Router# show ipvé route
IPv6 Routing Table - default - 5 entries
Codes: C - Connected, L - Local, S - Static, U - Per-user Static route
B - BGP, R - RIP, H - NHRP, Il - ISIS L1
I2 - ISIS L2, IA - ISIS interarea, IS - ISIS summary, D - EIGRP
EX - EIGRP external, ND - ND Default, NDp - ND Prefix, DCE -
Destination
NDr - Redirect, O - OSPF Intra, OI - OSPF Inter, OEl - OSPF ext 1
OE2 - OSPF ext 2, ONl - OSPF NSSA ext 1, ON2 - OSPF NSSA ext 2
ls - LISP site, 1d - LISP dyn-EID, a - Application

C 2001:DB8:3::/64 [0/0]

via GigabitEthernet0/0/2, directly connected
S 2001:DB8:2::/64 [1/0]

via 2001:DB8:3::1

BTAFIVIIL—FDERTE

FAFTIvIN—T 47 TiE Xy hV—=27 b I T4 v 7 FRT PR DIZHESNT, Ry
RU—27 70 b AARARRAEHBTELET, A FIv I V—T 4 7 OERIT, R b
U—7 LORMODT S AT H KBS NET,

i Cisco8300> ) —X £Fa17IL—48 VYT rYTTHREHAFE
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Routing Information Protocol M &% .

TN AL, =T 4 7 IE#R T 2 b 2v (RIP) % 721X Enhanced Interior Gateway Routing
Protocol (EIGRP) 72 EDIP V—F 477 a halzH LT, L— NE@8IcFEE c& %
ﬁqo

« Routing Information Protocol D% /E (31 ~~—)

« Enhanced Interior Gateway Routing Protocol D E (35 ~—)

Routing Information Protocol M &% E

ATy T

ATy T2

ATvT3

ATvT4

ATy T5

J—H D RIP X ET HIZI1E. WOFINEEZFATLE T,

FIR

router rip

&1

Router (config) # router rip
N—F ar T4 Xal—ar T— RERBLET, T, L —ZDORIPZHEHZLET,
version {1 | 2}

1 -

Router (config-router) # version 2

RIP version 1 721X 2 OFEHZHFE L E7,

network ip-address

&1

Router (config-router) # network 192.0.2.8
Router (config-router) # network 10.10.7.1

EH#EERE L TWDAI Ry hI—2ORT RLAZMEH LT, RIPZEHAT L2y hU—27 URAMEIEELE
7,

no auto-summary

&1

Router (config-router)# no auto-summary

Fy FU—7 L~ Yb— b ~DV T Xy bb—  OHEYV~T A ZEE\HLES, 2k, 77
VAT AN—T 4V TEBN T TATN Ry N — T ERPHZ CGEEINET,

end

1 -
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Router (config-router) # end

N—F AT 4 Falb—a L ET— ReET LT, FEEXEC E— N2 LET,

1

RE DHERR

ZOREEFRT HITI1E. FiHE EXEC = — KT show running-config =~ > K& L
3

Router# show running-config
Building configuration...

Current configuration : 6504 bytes

!

! Last configuration change at 05:04:58 UTC Mon Jul 6 2020
!

version 17.3

service config

service timestamps debug datetime msec
service timestamps log datetime msec
service call-home

platform gfp utilization monitor load 80
platform punt-keepalive disable-kernel-core
platform hardware throughput crypto 1G

!

hostname Router

!

boot-start-marker

boot system bootflash:c8000be-universalk9.17.03.01prd8.SPA.bin
boot-end-marker

!

!

1

no aaa new-model

!

login on-success log

I
subscriber templating

I

!

multilink bundle-name authenticated
no device-tracking logging theft

!
crypto pki trustpoint TP-self-signed-2347094934
enrollment selfsigned

subject-name cn=I0S-Self-Signed-Certificate-2347094934
revocation-check none

rsakeypair TP-self-signed-2347094934

!

crypto pki trustpoint SLA-TrustPoint

enrollment pkcsl2

revocation-check crl

i Cisco8300> ) —X £Fa17IL—48 VYT rYTTHREHAFE
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crypto pki certificate chain SLA-TrustPoint

certificate ca 01

30820321 30820209 A0030201 02020101 300D0609 2A864886 F70D0101 0B050030
32310E30 0C060355 040A1305 43697363 6F312030 1E060355 04031317 43697363
6F204C69 63656E73 696E6720 526F6F74 20434130 1E170D31 33303533 30313934
3834375A 170D3338 30353330 31393438 34375A30 32310E30 0C060355 040A1305
43697363 6F312030 1E060355 04031317 43697363 6F204C69 63656E73 696E6720
526F6F74 20434130 82012230 0D06092A 864886F7 0D010101 05000382 010F0030
82010A02 82010100 A6BCBD96 131EO05F7 145EA72C 2CD686E6 17222EAl F1lEFF64D
CBB4C798 212AA147 C655D8D7 9471380D 8711441E 1AAF071A 9CAE6388 8A38ES520
1C394D78 462EF239 C659F715 B98COA59 5BBBSCBD OCFEBEA3 700A8BE7 D8F256EE
4AA4E80D DB6FD1ICY9 60B1FD18 FFC69C96 6FA68957 A2617DE7 104FDCS5F EA2956AC
7390A3EB 2B5436AD C847A2C5 DAB553EB 69A9A535 58E9F3E3 COBD23CF 58BD7188
68E69491 20F320E7 948E71D7 AE3BCC84 F10684C7 4BCB8EOOF 539BA42B 42C68BB7
C7479096 B4CB2D62 EA2F505D C7B062A4 6811D95B E8250FC4 5D5DS5FB8 8F27D191
C55F0D76 61F9A4CD 3D992327 A8BBO3BD 4E6D7069 7CBADF8B DES5F4368 95135E44
DFC7C6CF 04DD7FD1 02030100 01A34230 40300E06 03551DOF 0101FF04 04030201
06300F06 03551D13 0101FF04 05300301 O1FF301D 0603551D 0E041604 1449DC85
4B3D31E5 1B3E6Al7 606AF333 3D3B4C73 EB8300D06 092A8648 86F70D01 010B0500
03820101 00507F24 D3932A66 86025DI9F E838AES5C 6D4DF6BO 49631C78 240DA905
604EDCDE FF4FED2B 77FC460E CD636FDB DD44681E 3A5673AB 9093D3B1 6C9E3D8B
D98987BF E40CBDY9E 1AECAOC2 2189BB5C 8FA85686 CD98B646 5575B146 8DFC66AS8
467A3DF4 4D565700 6ADFOFOD CF835015 3CO04FF7C 21E878AC 11BA9CD2 55A9232C
7CATBT7E6 ClAF74F6 152E99B7 B1lFCF9BB E973DE7F 5BDDEB86 C71E3B49 1765308B
S5FBODAO6 B92AFET7F 494E8A9E 07B85737 F3A58BE1 1A48A229 C37ClE69 39F08678
80DDCD16 D6BACECA EEBC7CF9 8428787B 35202CDC 60E4616A B623CDBD 230E3AFB
418616A9 4093E049 4D10AB75 27E86F73 932E35B5 8862FDAE 0275156F 719BB2FO0
D697DF7F 28

quit

|

!

license feature hseck9

license udi pid C8300-1N1S-6T sn FDO2320A0CF

diagnostic bootup level minimal
|

spanning-tree extend system-id
|

!

redundancy

mode none

interface GigabitEthernet0/0/0

ip dhcp client client-id ascii FDO2320A0CF
ip address dhcp

negotiation auto

|

interface GigabitEthernet0/0/1

no ip address

negotiation auto

|

!

ip http server

ip http authentication local

ip http secure-server

ip http client source-interface GigabitEthernet0/0/0
ip forward-protocol nd

Cisco8300 > —X X7 L—42 VI ryz7EEAIF |
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|
|
control-plane
|
i
mgcp behavior rsip-range tgcp-only
mgcp behavior comedia-role none
mgcp behavior comedia-check-media-src disable
mgcp behavior comedia-sdp-force disable
|

mgcp profile default

|

!

dspfarm profile 7 conference security
shutdown

|
line con 0
exec-timeout 0 0
stopbits 1
line aux 0
stopbits 1
line vty 0 4
login
transport input ssh
|
call-home
! If contact email address in call-home is configured as sch-smart-licensing@cisco.com
! the email address configured in Cisco Smart License Portal will be used as contact
email address to send SCH notifications.
contact-email-addr sch-smart-licensing@cisco.com
profile "CiscoTAC-1"
active
destination transport-method http

end

RIP NIELSHESNTWD Z L ZfERT 5121, showiproute =~ > K& AL,
LEFERTREINDRIPL— b ERDITET, ROBIO LS i IBRRINET,

Router# show ip route

Codes: C - connected, S - static, R - RIP, M - mobile, B - BGP
D - EIGRP, EX - EIGRP external, O - OSPF, IA - OSPF inter area
N1 - OSPF NSSA external type 1, N2 - OSPF NSSA external type 2
E1l - OSPF external type 1, E2 - OSPF external type 2
i - IS-IS, su - IS-IS summary, L1 - IS-IS level-1, L2 - IS-IS level-2
ia - IS-IS inter area, * - candidate default, U - per-user static route
o - ODR, P - periodic downloaded static route

Gateway of last resort is not set
10.0.0.0/24 is subnetted, 1 subnets

C 10.108.1.0 is directly connected, LoopbackO
R 192.0.2.3/8 [120/1] via 192.0.2.2, 00:00:02, Ethernet0/0/0

i Cisco8300> ) —X £Fa17IL—48 VYT rYTTHREHAFE
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Enhanced Interior Gateway Routing Protocol 0% 7E .

S

Enhanced Interior Gateway Routing Protocol 5% 7€

YA T VT HA— oA L—F ¥ 7 ha)b (EIGRP) #RETAHITIT. ROFIE
EEITLET,

FIE

AT 71 router eigrp as-number

51

Router (config) # router eigrp 109

N—K a7 4 Xal— gy F— REEBLT, V—% FTEIGRP 24 2 —7 M LET, BfEV X
T2 (AS) FEEIX, D EIGRP V—HF ~D)— &I LEd, £7-. EIGRPIFHRDO ¥ JFHF IR &
nEJ,

AT w72 network ip-address
11 -

Router (config) # network 192.0.2.8
Router (config) # network 10.10.12.15

EIGRPZi#H T 5%y U= DUV A ERELET (HEEH SN TWD Ry NU—7DIPT KL A%
A

2Tv 73 end
1 -

Router (config-router) # end

N—H AT 4 FXalb—a L ET— REeET LT, {5 EXEC E— REBLET,

s =
REDHER

Wz, IP Y hU—2192.02.8 & 10.10.12.15 TEIGRP V—F 4 /7 haL i h
T B ERZ R LET, EIGRP DEHET AT AFEF L LT, 109 BE Y ETH
TWET, ZOREEFRT DX, show running-config =~ > R&EMHL £,

Router# show running-config

|
router eigrp 109
network 192.0.2.8

network 10.10.12.15
|
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B« rweoamrooamt

IP EIGRP N 1E L BRE SN2 & 9 & s d 5121E, showiproute =~ K& AJ)
L. XFDCRENDEIGRPV— hEELET, RO XD B AOHINERE N
£7,

Router# show ip route

Codes: C - connected, S - static, R - RIP, M - mobile, B - BGP
D - EIGRP, EX - EIGRP external, O - OSPF, IA - OSPF inter area
N1 - OSPF NSSA external type 1, N2 - OSPF NSSA external type 2
E1l - OSPF external type 1, E2 - OSPF external type 2
i - IS-IS, su - IS-IS summary, L1 - IS-IS level-1, L2 - IS-IS level-2
ia - IS-IS inter area, * - candidate default, U - per-user static route
o - ODR, P - periodic downloaded static route

Gateway of last resort is not set
10.0.0.0/24 is subnetted, 1 subnets

C 10.108.1.0 is directly connected, LoopbackO
D 192.0.2.3/8 [90/409600] via 192.0.2.2, 00:00:02, Ethernet0/0

R— ~ LED DBEA D DAL

Ja—/VEGE CLI 2~y REFEHA LT, A— O LED fil#lZ G2 /- i3 maiccx 4,
T 74N NTIE, ZOMREIZENC /> TWET, AES 7 E2a0hcT 5, VoI AT—H
ZNZERR L, B/ SR — FBIOEY 2 — LR — hDT_XTOR— bk LED 284 7 1T7%
ESNET,

« R— N LED ® BEIA 7 Z AT HITIL, config®E— R TRDa~ 2 FEEHLET,

Router (config) # hw-module auto-off led

GE) ZoHE @ AR—FDLED DAITHEEL £4, fhod+TDLED
WTIER IZHSRE L £ 9,

« R— b~ LED ® HEA 7 Z M2 F H121%, config ®— RCRDa~v > REFEHLET,

Router (config) # no hw-module auto-off led

JILl—E—2a 2 LED D FE%t

T—E—=3 v LED 1L, WEIIRIE SR H DT A 2 FOBBER A v — 2 T,
ZDLED . BEDOT A ANKESN TWARE T, 2y N =7 EHENEEDT A
AL B TE A LR SN TWET,

E—=a  LED X, HFHENCLI 2~y REEM LT, V=2 IHEERMERZ L E2RT 2D
AT C& %9, Cisco8300 U —X X 27 /L—% TlL, B—= 2 LED (X, CLI Ta~r
REMH L COLENEITEDCTEET,

i Cisco8300> ) —X £Fa17IL—48 VYT rYTTHREHAFE
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In—e—avioanit [

e B'—a LED # 8 4 S/HAI10iF, ROoa~ > e LET,

Router#hw-module beacon on

e ' —o LED WA DICi%, koa~wr REERALET,

Router#hw-module beacon off

e B'— a2 LED D AT — X AEMERT HIZIX, kOa~<v REFEHLET,

Router#hw-module beacon status
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i Cisco8300> ) —X £Fa17IL—48 VYT rYTTHREHAFE



.3,
CiscolOSXEY 7 bz 7DEH

ZDETIE, CiscolOSXE Y 7 by =7 % AT — N THEMT 2 HFIEOEBEIC OV L E
T, ZOEIIROE® TV a  TRERENTWET,

«CiscolOSXE Y7 b =7 (39 2—)

CiscolOSXEY J + o x 7

1R BHHIIZ

av Y RIA A H—T A A (CLD) ICEEET 7 '8AT 50, Telnet i H T 555121,
oY —)L (CON) A— b2 FEHRALET,

ZITIE. T ZANDEERT 7w ZHFEICOWTERA L E T,

FIE

ATyl BEEEGSh-ay Y — Va2 LTCLLIZT 7 B A9 55 (39 —)
RFY T2 SSHEHEHLE-a V—A~DT 782 (41 ~X—2)

ATFY T3 Telnet ZfFH L TYVE—harVY—iAnb CLILIZT ZE® 245 5E 41 ~—)
AT T4 USBV U T/ —)LiR— kG CLI~DT 7 A (43 _—)

EfEEG SN Y—ILEZFERALTCUIZ7TVERT 55E

CON R— M. no-flow f#llfl & RI-45 = r 7 X % 2. 7= EIA/TIA-232 FERIHI S U 7 /L BEG A RE
T9, CONAR— hE, ¥ —TDRTHE/ SR H Y FT,

T, BIEA S E—T A AT VAT AFEICOWTEHBALET,
o« IV — LR — N ~DOHEFE (40 2—3)

ey — ) A B —T A ZADMFHIE (40 2—)

Cisco8300 > ') —X X2 7IL—3 VI LI THREHAAK .
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B -k rrons

a2 —ILiR— bADES

ATy T

ATy T2

FIRr

MATI a2l —ary V7 My x2T2ROLIICHELET,
9,600 bps (E > ~FD)
87 —X Ew b
e NUT 4721
« 7 —HilfEZ L

RJ-45/RJ-45 /r—7 )L & RI-45/DB-25DTE 7 % 7° % . F£7=1Z RI-45/DB-9DTE 7 % 7% ( [Terminal] ® 7 X
JUATE) ZfEHA LT, CON A— IR LE7,

aAVY—=IL A3 —DJxA4A ADFERAE

ATy I

ATy T2

ATvT3

ATy T4

FIE

DA<y Rae AN LET,
Router> enable
A R—=T N NRAT = FPRESNLTORWEEIE, AT v 73R ET) NATU—F 7 T,
VAT A NAT—RE AN LET,
Password: enablepass
SRAT— KRR END &, FHEEXECE— K 7r 7 MRFERSNET,
Router#
IHT, FHEEXEC E— FD CLI~D7 7 B ANHRIZZRY £ Lz, %ERa~ Fe AL T, BER
BAT HFITTEET,
setup =< K& AT 58E1E,.  [Hardware Installation Guide for Cisco 8300 Series Secure Routers)] ¢ [1nitial
Configuration] MIRT [Using Cisco Setup Command Facility] ZZ&M L T 72 &0,
A=)y a lEKTTHICE, quit a~v > READLET,

Router# quit

i Cisco8300> ) —X £Fa17IL—48 VYT rYTTHREHAFE
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| CiscoloSXE YT by 7 DEA
sshEmALEavy—L~07se2 |

SSHAEZFERHL=-a>Y—ILADT7I R

Secure Shell (SSH) X, %> hU—27 TARA ZA~DEX 2T ) E— | 77 & A8 a 124t
570 haNnTd, T8 ATSSH VAR —FE2HHZT D21, ROFINEEZFEITLET,

FIE

ATV 1 FRAMAERELET,

Router#configure terminal
Enter configuration commands, one per line. End with CNTL/Z.

TDORA R FE, TAAADKAMERIZIP T FLATY,

AT T2 FNRAZADDNS RAAL LV ERELET,

Router (config) # ip domain name cisco.com

ATwF3 SSH T+ 5 SSH F—Z4k L £ 7,

Router (config)# crypto key generate rsa
The name for the keys will be: Router.xxx.cisco.com Choose the size of the key modulus in the range

of 360 to 4096 for your General Purpose Keys. Choosing a key modulus greater than 512 may take a
few

minutes.

How many bits in the modulus [512]: 1024 % Generating 1024 bit RSA keys, keys will be non-exportable...
[OK] (elapsed time was 0 seconds)

Router (config) #

ATY T4 T 74/ FTIE, viys? transport (I Telnet T3, Z D4, Telnet (I7 £ —7 /L TH Y, SSH DAY K —
FENET,

Router (config) #line vty 0 4
xxx lab(config-line) #transport input ssh

ATY TS5 SSHRFEHDO 2=V 2Bk L, v oA ViliEad A 12— M LET,

Router (config)# username jsmith privilege 15 secret 0 p@ss3456
Router (config) #line vty 0 4
Router (config-line)# login local

ATV T6 SSHEHHLTTF N, ZA~DY E— MNEEEZHER L E T,

Telnet #{ERA LT E—Fa2Y—ILOBCUIZT7 IR B AE

2T, Telnet AL CUVE—hay Y —A0E CLIICT 7B AT 5FIEICOWTEHB L
F9,

e Telnet ZHEH L CTF A R V) —)VICHEGT D10 DU (42 =—)

eTelnet XA CTHO AL =) Af LV HZ—=T 2 A A~DT 7R (42 X—)
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CiscolOSXE YV 7 ko z 7R |
B oenet AL TTF AR Y- LITBET 2HOER

Telnet Z{EFEAL TTF/N\NAM RV —JLIZEHRT B0 EHE

TCP/IP %> RV —27 55 Telnet ZEH L CTT A A2 Y E— b7 7B AT5HI2IE, linevty 7‘
o— )L a7 4 Fab—gy avwy REFH LT, AR RERR 2 R — bﬁ‘éi I
7/\4’2755 RELET, a—HIc LT v AT — ROEEZERTH L | {EL*E

InAREIRRZ R E L ET,

linevty 72—/ L 207 4 Xab—3 gy a<wy ROFEMIZOWTIEL,  [Cisco I0S Terminal
Services Command Reference] #Z& ML T 72Xy,

[[I#R/ S AT — K& VIY ([ZIBIT 5121%. login =~ RO ERZ password =2~ > K& ffi -

TRAU—REEBELET,

FRE, R, TAT T 47 (AAA) AT 59613, loginauthentication =~ > N4 3%

Ebiﬁ‘ login authentication 2~ > RAMH L TU XA NERETH & &2, F#H LETAAAR
EIZBT 2w 7 A R ES LS LW R 9 I2F 5 IZiX, aaaauthentication login 7' = —/3L @

/743?1 L—varyavy REFERALT, VANEZRETHALELHD 7,

AAA Y — B ZADFEHIZ DWW T, [Cisco I0S XE Security Configuration Guide: Secure
Connectivityl ¥ T [Cisco 10S Security Command Reference] #Z M L CT< 72X\, login
line-configuration ==~ > ROFEAMIZ-OWTIE,  [CiscoIOS Terminal Services Command Reference.
BT TEE0,

F7. TAL AT Telnet e T DRI, T3 ADELN 2R A ML ETZIXT A ATREE N
7ZIP7 RLUAZEAG L TR LENH Y £77, Telnet T L TF /A AZHERET 272D D
ROFEM, Telnet —EZAD A AZ ~ A X5k, B IO Telnet ¥ — 32— 2D FIEIC D
WL, [Cisco I0S Configuration Fundamentals Configuration Guide] #Z M L T 723\,

Telnet BFHTHDAVY—ILA VA —T A ANDT7 IR
FIig

ATV WREZIZPC D, kOWTIhOa~y REATLET,
» connect host [port] [keyword]
 telnet host [port] [keyword]
ZIT, hostiZIZT AL ADRA M ETIIIPT FLAZRE L, portliF 10RO R — bES (T 7+

LV MIE23) EEELET, £72. keword (IZITV R — FENDHF—TU—REEELET, ZhbDa~vy
ROFEMIZOWTIL,  [Cisco IOS Terminal Services Command Referencel] Z#Z ML TL 72 &V,

GE)
T AY—R—2 AT AEEIT. AR N ERIZIPT FLAIIMA T, A& R— &S (& 2%
telnet 198.51.100.2 2004) Z¥5E L £,

Wiz, telnet =~ > RZ{FEHA LT, router & WO LRTDOT A AT A0 2~ LET,

unix_host% telnet router
Trying 198.51.100.2...

i Cisco8300> ) —X £Fa17IL—48 VYT rYTTHREHAFE
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| CiscoloSXE YT by 7 DEA

ATy T2

ATvT3

ATvT4

ATy TH

ATvT6

ATy 717

USB LU FLavy—LER—tivs cU~AnT7 2R [

Connected to 198.51.100.2.
Escape character is '*]'.
unix_host% connect

07 AL RAT—RKE AN LET,

User Access Verification
Password: mypassword

GE)
IRAT — RRWEINTOARWIESIT. Retun ¥ L E1,

2 —H EXEC £— Kb, enable =z~ K& AN LET,
Router> enable

NRAT—=R 77 hT, VAT L RAT—RE AN LET,
Password: enablepass

AF—TIRAT— RKNFAEND &, BHEEXECT—R 7o 7 FRKRO LI ICERRENE T,
Router#

ZNT, FHEEXEC E— KD CLI~O 7 78 ANA[REIZ/R D £ LTz, MEha~vr RE A LT, HER
BAT e FATTEET,

Telnet 7 v 3 a3 U &#& T3 5121%, exit £7-id logout =~ > R&EEHLET,

Router# logout

USBL Y ZILary—ILiIR— DS CLUADT IR

N—2 i o> TWHBIMDO Y AT AREAN AL THLFA T BI=AR—rUSB YT
V=g, 447 BUSB MGy —7 NV EFBHALILL—42DY) E— NMEBEEZ T R— KL
%9, [Hardware Installation Guide for Cisco 8300 Series Secure Routers] ¢ [Connecting to a
Console Terminal or Modem| DIEAZZML T 7231,

F—R—FLa—rhy FOFERAE

avy RITE, RXFENLFORFNIH Y FH A, o, a~vr FRBLXONNT A—=21%, Bl
EREIIRE oD 2~ o RETIFNT A =& & XKBIRER UTFHE THIE TE £7,

WOFIZ, A~ FOANBIOWREHENTDF—R—Fra— Uy FE2RLET,

R2:¥F—K—FYa—thvt

-4 BH#
Ctrl-B F7zid—F%—! H—Y V%1 LT T EAICELET,
Ctrl-F £7-1F—%—! =V V% | SCESTETRNCED £9,

Cisco8300 > —X X7 L—42 VI ryz7EEAIF |


https://www.cisco.com/c/en/us/td/docs/routers/secure-routers/sec-8300-series/hardware_installation-guide/secure-8300-series-hig.html

CiscolOSXE YV 7 ko z 7R |
B =z vo7c65a7 romumL

*—% B &

Ctrl+A H—INEa<w RIA OEEICBEH ST
F9,

Ctrl+E H—=INEa<y RIA4 VORRBIIBH W
*7,

EsxB = NE 1Y —RGgIETEBRAIZELET,

EscF H—=I V% 1T — RN ED E7,

BRENYID7IZEDaT 2 FORUHL
JBIFE N 7 7 121E, BRICAS LT 20 Da~y RBMEGFEINET, BBl a~y ReE
ALT, HFANETIREE RN TWSavw Ly RiZT7 782 TE£1,

WOFIZ, EA NV EHa~ L FO—EE2RLET,

KIERAMYEBROATUF

=l VN N EL:q]

Ctri+P 7213t % —! JBIE N 7 7 ND < REROH LET,
BEICFEIT LI a~r AR S
F4, ¥, T Hva<w R
DNERF R SILET,

Ctri+N 72134 ¥ —! CtrI+P £7-i3t ¥ —Ta~ > REFOH L
#%T, BEANAYy 7 sNOXIVFH LI R
IR £,

Router# show history EXEC E— R T, EIZATI LWL 20D

avy RO—ER2FRLET,

VeI — % (EHCTX A D1%, VTI00 72 £ D ANSI A RICIE SN E T,

aAv Y RE—FOHE
CiscolOSXE T C& 5 a~ 2 R E— RiL, KD CiscolOS T TE5a~vr KE— K
ERICTY, ZIUIHEE— R TOAYR—FENET, CiscolOSXEY 7 b =727 7 &
AT HIZIE, CLIZEALET, CLIIZIFEEDOE—FRHHZ b, FIHTE S a~v R
XZDORESTHRHLTWAE—RICEIVERVEST, CLIZVe L N T/ AT ar v—7
? ZANTEHE, ZRFhOa~vy RE— R THHATE2a~ 2 FO—E2E T £,

CLIize A v Lz ExDE— FZ2—Y EXEC E— FT%, =2—H EXECE— NTix. 4
TXBa<wy RRFIREINTHET, T _XCha~vy REFHATX3 L5109 5100F, @EiT
INAT— REFH LT, FHEEXECE— REZBBT O MLENDH Y £9, FHEEXECE— KD

i Cisco8300> ) —X £Fa17IL—48 VYT rYTTHREHAFE



| CiscoloSXE YT by 7 DEA
avorE—romz

X, ¥ XCOEXEC 2~ K (22— E— REIIRHHET—F) 2T Ed, Fi2, 7
n— L a7 4 FXFalb—ary - Rl TH52 b TEET, TEAEDEXEC 21+
YRIF1ERY Oa< RTY, 728 2, show 2~ R THIITEER AT —Z ZIFERN
FREI, dear a2 RTHIURX, W20 F—T =2 A AN VT EET, EXEC =
<~V RIEY 7 b =T OFEEBFIRTEINERT A,

AT 4 K2l —arE—RTIER, EfTar 74 Fal—2a 2L ETXET, 0%,
FITar 74X al—a B A= Ty ar7 4 ¥al—ia ARELTELS L, &
HENlea~ NIy 7 b7 OFES%RLRFEINET, FEODa 74 FXFalb—va v
T— RERBTAICE, Ju— L ar 7 Xalb—vay T— FNelBT o 46ERHY £
T, Juo—r a7 4 FXal—aryE—RTE, /¥ —Tzf AT 4Fal—3
YE—F, BT e bavEHE— N EZOMOE— RERBTEET,

ROM £ =4 £— K&, CiscolOSXE VY 7 b7 = 7 NN m— K LARWEA I S 55
AoOE—RTT, Y7 by =T OEEIF, FRI3ESRCay 7 Fal—Tar 77 AR
HELCWDEAIL, AR Y 7 hU =T A A—=URA 0L L, Y7 h 7 =7 1ZROM
E=HF E—FNERBTLHZENHD ET,

WDFE T, CiscolOSXE Y 7 by =27 DIEIFR— R~ RE— RF~DT 7 & A HE,
FET VB AEKR T T A HECONTHRHELEY, £/, £EF— FTERENEZ T2 7k
DOFHRLET,

R4AXVRE—FDTIERFEELUVERTAHE

a2 KR E—F T RFE o7k ®BTAHE
2 —#— EXEC nsA4 L LET, Router> logout == > N A i}
l/\gzj—()
FHE EXEC Z—"4F EXEC & — R/ |Router# 2 —H EXECE— K
5, enablea~> K% RHITIE, disable=~
FHLET, Y REMHLET,
ra— )L a7 4 | FHEEXEC E— K C, |Router (config)# ga—r ) a7y
Xal—Tay configureterminal =~ Xal—arE—FK
VREMBEHLET, > 5 FiHEEXEC £ — K

IZEREDI1Z1X, exitor
end 2~ R&EERHL

£,
Ao B =Tz A | a—/3)L a7 ¢ |Router(config-if)# Jua—)L a7
TZ4Fa2lb—vay |Falb—TarsET—K Fal—v g ET—FR
T, interfacea~ 2 K IR DIZIE, exit 2+
PERHLTA 2 — Y REERLET,
S ERELS FHEEXEC & — FIZRR
° B2, end 2w K

AL ET,
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CiscolOSXE YV 7 ko z 7R |

ATk E—FK

T ERFE

Jov7k

RTHE

W

TAA AE, KO E D
RGE, e — 1
PGS D0 2
PhrE— N7 78
LETS

« SR L o T,
CiscoIOS 7't
A CREENRAEL
Texlz, 2W
E— RBIGT 5
ZERBYET,
2L, ZEAE
DEE. T3 A
Tle—RahE
7

Z—HN
transport-map =
~ U REFEHLT
RELIZARY v—
W2k, Zhkre—
R23BREET D56
B ET,

TL—7155
(Ctrl-C,

Ctrl-Shift-6, F7=
ILsendbreak ==~
Y R) BEANTS
L. TL—UEE
EZAFE LI=T A
AT — RiZ
BATT D& 9 ITi%
ESNTWDHESE
B ET,

Router (diag) #

Cisco IOS 7t 2D
FEE|Z - T2t —
RABRLG S N6
. Cisco I0S DfE
ERRR LT2121C, T3
A A ZHELH) L T2k
E— REKTT L0
N ET,

FONA AN
transport-map % & (Z
K-> CTEZWre— K& 5
WBMLIESE, 73 A
2T 7B AT HITIE,
BIDOR— N EAFEHT 5
7™, FE 72T Cisco 10S
CLIIZE:RE T D & D%
ESNTHEEZEHL
7,

i Cisco8300> ) —X £Fa17IL—48 VYT rYTTHREHAFE
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piz—romz ]

avU kR E—F

T ERFE

Jaov7k

RTHE

ROM =4

ke EXEC £ — R T,
reload EXEC =< K
EHERALES, VAT
LOEERE, HHD 60
FPLLNIC Break 3 — %

rommon#>

ROM E=% £— K%
KT DITIE. Ao
A A=V % FETT —
N2, ERITEE
T—hrERELTY

LUES, vy NEFEITL, AR
A A= —RE

noE I LET,

ZHE— FOHE

TNAZE, RO XD &I, ZBrE— FZBGT 20, ERF2kE— N7 782 LE
R

< I0S et ADBEENRROLZENDH D £9, HDHWIL, 10S ' ATREENEAEL-
EXWIZVAT ANV Y FTHZERH FET,

stransport-map 2~ &> T —WREDT 7 BA KR v—nNREINDH &, =2—HF
ITREE— NicBEsnET,
e TNRA AT 7 BALTWARBICIKET L—2155 (Ctrl-C £7=1% Ctrl-Shift-6) 23 A7)

S L, Tv—U0EFEZE LT A ARSEE— Felthd 2 Lo cEshTn
LHENHY £T,

ZWrE— FTlL, = —¥EXECE— TR a~r Fod 7y M TEEd, 2
Da~xy NE, WOX D BRGEITHENTE £,

«10S DIRAE/R L, TAA A LI I FREEZRAET S,

eV T 4 X2l —Ta VOEIMIEL IR — ARy T,

< 10S ¥ 7213 F DD 7 vt Z OB LA RIS 5,

¢« TNRA ALK, TV a—/b, FREIMON— R 2T arR—R b EONN—= Ry =T
ZV7— K95,

«FTP. TFTP. BLUSCPR ED Y ET— "7 7B AFREHEH L, FAAL R THT 7
ANEEE . T A ZDSD T 7 A JLHEE,

PHIOT /34 A TiE, BEERIZ ROMMON 72 & Ofil[Rff & 7 27 & 2 J7 X% L T Cisco 10S
MEEZZML, NI TNy a—TFT 4 v T E{ToTWELER, BT —REEMATLE. KLV
i —— A H =T oA A LTI TN a—T 4 T TEDL LR ET,
BT — K 2= Rid, CiscolOS 7B ANREFIZEEL TRV E & THLEIMERTRE T,
IhbDa<y Rk, T4 ABREFICHEL COWDHA. T3 ADORHEEXECE— K TH
HTE T,
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CiscolOSXE YV 7 ko z 7R |
B yr—rzz02

HR—bEZT5
CLL7u 7 FC8@ME ) 2ANT5¢, avr FE—RFRCEfiTE2a~r Fo—&
NERENFET, T3 T ANV THRER TS L, o~ RicEET X —U— R
LHIEDOY A NERSTEET,
avw RE—F, a~v K, ¥=U—FK, £FHE5IHICEEO~NN T 2R KT HITE, ROW
Thnoa<wy REERLET,

avw Uk =L:g]

help a<y RE— RO~V T VAT AOME L R
LET,

abbreviated-command-entry? FEEDLFA NI 7 ThEHa~vwr KDY
A PPETRENET

GE)
Ay R ERERF ORI A=A IARET
ﬁ‘o

abbreviated-command-entry<Tab> BrEDa<y R4E2MxzE L ET,

? FEDa~vry FE—FTHEATE2a~vy
FO—RzFRLET,

command ? av Yy RIA VTIRICANT HMEDH HF—
U— REFGIERFRINET

GE)

a< 2 REGEMPFOMIZAR—ZAZFHEAL T
<TEEV,

ARV KA T3 n%E il

ZITE, avy FEXORTFIECOWTHHALET, 2~y FEXCE, EEEIINA
DF—T—RFBLUBIEPEENTWVET, a3 FOFXF—U— RBIXUSIEERRTTHIC
L, a7 40X ab—vay s TR () 2ANT 50, £ida~vr Ro—E
AT UTARIC T AR—RZ21F T, %M () #AJ1LE T, CiscolOSXE V7 b7 =T (T
LV, FHTRERF—TU—-FBLOFHD Y Ak EfEAATANEREINET, &2 7
B—/Lary74FXalb—aryE—RNTaap 2~y ROTRTOF—TU— FEII51E%E
FTRTHITIL, arap? EASLET,

a<wy R~V THIORO <er> BB I3SIT2E LET, HWVF—AHR— R TIL, CR F—i%
Return ¥ — T, HADOF—AR— FTIL, CR F—|LEnter F—TJ, <2 R~V T DK%
D <cr>fimld, Enter ¥F—%2 ML Ca~vr REEREIELA T varnbsrl b, BILW<er>
RFICHEITTDY A MO BB LT —U—REA 7 arTHHI AR LET, <c>it
FIEGOSAE. HAMRER I E 21— U — RAMUICEERE T, Enter $—2 L Ca~
v RESERSEDIMNENH D L E R LET,

i Cisco8300> ) —X £Fa17IL—48 VYT rYTTHREHAFE
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avvrtrFvavort:n |

WoOFIZ, a<wr FANTEO-OIZEME (?) 20T 250%2 R~ LE7,
R5:AXVEF T a v DBRE
av ok oAk

Router> enable
Password: <password>
Router#

enable =2~ RENRXRT—REAS LT,
FMEEXEC a2~ RiIZc7 78 ALEd, 7
a7 IR > nn T#) 2B 6
(ﬁﬂ : Router> M5 Router#) N tﬁ’*@ EXEC
E— RNIZEI FEboTWET,

Router# configure terminal

Enter configuration commands, one per line.
End with CNTL/Z.

Router (config) #

configureterminal %4 EXEC =~ > F%& A
LT, Za—rary7 s ¥al—y
vE—RERBLEST, Fr—L ay
T4FXalb—vary T— FRBBEND
L. 7’7 P D Router (config) # IZE DY

ijﬂo

Router (config) # interface GigabitEthernet ?
<0-1> GigabitEthernet interface number

Router (config) # interface GigabitEthernet 0/?
<0-5> Port Adapter number
Router

0/0/?
<0-63>

(config) # interface GigabitEthernet
GigabitEthernet interface number

Router (config)# interface

GigabitEthernet0/0/1?
<0-5>

Router (config-if) #

AR —T oA A AT 4 X2l — gy
E— RA&ZBIET HI2iE, interface
GigabitEthernet 7’ — 3L 227 ¢ ¥ o
L—yayavwry REHLT, BETH
A E—T A AREELET,
WRIZa<w2 R IANIANTHHERD S
awy REFRTAHITIE, ?2&E A LET,
<er> A NFE RSN TWDEEAIL. Enter
F—AWLTa~vy REETTXET,
Ao B —T A AALT 4 X2l — g
T— RN END E, a7 IR
Router (config-if) # ¥ o%)! E N
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B =< rt7va0m%: A

avU kR oAk

Router(config—:lf)# ?‘ AR =T oA AR TEATXITOA
Interface configuration commands: N R
VHE—T AT 4 Fal—gra
~ RDU A MEFoRTHI2IE, 22 AL
F9, ROBITIE, EHATRERA 7 —T =

ip Interface Internet Protocol
config commands AfAAy T 4 Fal—rvgravy RO—
keepalive Enable keepalive AC —
lan}—)name LAN Name cgmmand anL U’%ﬂ'\‘bf‘/‘i'ﬁ‘o
11lc2 LLC2 Interface Subcommands
logging Configure logging for interface
mls mls router sub/interface commands
mpoa MPOA interface configuration
commands
mtu Set the interface MTU
no Negate a command or set its
defaults
ntp Configure NTP

Router (config-if) #

Router (config-if)# ip ? /]’ :/5»_73:/]’ X@%ﬁﬁz@f’_&)@:‘?:/ }\
Interface IP configuration subcommands:

access—-group Specify access control for %)\jj Li‘g—o CODWJVC&i\ Ip av ]\%

packets {ﬁﬁﬁ Lij—o
accounting Enable IP accounting on this
interface RIZA~ B ITA4 AT LH0ENRD D
address Set the IP address of an

interface a~ l\ffi‘%ﬂ——\‘ﬁ_%ﬂ:ﬁt\ 7&)\7‘7 Li'ﬂ—o
authentication authentication subcommands |{RDHTiX., FHAFEERA VX —T = A A

cgmp Enable/disable CGMP Pay 7 4Xal—3 gy avy RO—E
dvmrp DVMRP interface commands
hello-interval Configures IP-EIGRP hello ffVT%Efﬁl/7:U\EE7fO
interval
hold-time Configures IP-EIGRP hold time

Router (config-if) # ip

Router (config-if)# ip address ? AR —T A X@%ﬁﬁ@f:&)@jv}/ IN
A.B.C.D IP address .
negotiated IP Address negotiated %]\jj[,i‘?‘o ‘—@@Jfﬂi\ Ipaddressj-?
over PPP YREFEHLTHET,

Router (config-if)# ip address
RIZA<Y B TANIATTORERD D
avy RERFTHITE 2L AN LET,
ZOFITIE, TP 7 K LA F 721 negotiated
F—U—REANTLRLERH Y £,

BIT (<er>) IIFERINEHA, 2O,
a<y RESERIEDIE., BIoF—TU—
REZITBIEREANTDHIHLERDHY 7,

i Cisco8300> ) —X £Fa17IL—48 VYT rYTTHREHAFE
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2% KD no Bt & U defaut B EmSE

av R =P A

Router (config-if)# ip address 198.51.100.5 ? FHTA X —U— REHII51EZ AN LE
A.B.C.D IP subnet mask - . .
Router (config-if)# ip address 198.51.100.5 ’91—0 ‘—@@JVC!:}:‘ IP 77 F LA 198.51.100.5

ZERALTWETS,

WIZa~<>y B I AN THRERD D
gy REFERTHITIE, 28 AT LET,
ZOBITIE, IPYH TRy N~ A7 EATT
HMLENH D F9,

<cr> [FFERENFERFA, ZORDH, a~v
RZER S E 51, BIoF—U— K%
T35 EANT HRENH Y £7,

Router (config-if) # ip address 198.51.100.5 Py 7y h~AZ&ZAHLET, ZOH
255.255.255.0 ?

secondary Make this IP address a VC‘L:’L’\ IP"j‘jZ\wy I\ ?7\7 255'255'255'0%
secondary address L CWE9,

<cr>
Router (config-if)# ip address 198.51.100.5 WwiZa<y KR IA4 N ANTALERS A
255.255.255.0 vy RERRTHICE, 28 AN LET,

Z 0BT, secondary F—7U— K& AJ13
57>, Enter ¥—&H L F9,

<> NFETREINET, Enter F— AL T2
VU RESETT D0, EFOxF—U—
REANDLET,

Router (config-if)# ip address 198.51.100.5 Enter%*é’*ﬁﬂ LCa<wy }‘%_’%T Lij«o
255.255.255.0

Router (config-if) #

AT FDnoBXB XU default KX DFERAAE

FETRCOar 74 Falb—rvaravy RanBAnH 0 £9, —&i2iX, nofgXafE
AL THEZ TS LET, BME SN TV AEEEZ FFOENCLTZY . T 74/ N Tl
BREZANCT DL, noF—V—FREZHRELRNWTa~vr R LET, L xiE IP
N—T 4 NI T 7 4V S THNTY, IPA—T (> 7 &8I+ 521, noiprouting =~
YREHEHLET, IPL—T 4 7 EBUAMNIT ST, iprouting=~ > REEHLET,
CiscolOS V7 b =7 Da<w KU 77 L2 A%, a7 4Falb—rary avwy RO5E
BT, BXOnERXoa~r FOBENRTH N TWET,

%< O CLI 2= RiZiZdefault I b H Y £9°, <command> default command-name % 38179
HE, A RET 74NV MRECRETIENTEET, CiscolOS V7 by =7 a<w R
77 LUATHE, T AR ERO 3w N E TR SEED default B =2~ K
THEITSNDHGAE O, ddault BOBEENTHH SN TWET, VAT ATHEHTELT 741
ha~wy RERRTDHICE, %S TDa~vr R E— KCdefault? & AN LET,

Cisco8300 > —X X7 L—42 VI ryz7EEAIF |
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B - xar—aozmoss

AV 74 FX2AL—Y a3 DERORE

REDEREAL—R T v 7 a7 4 Xal—va IR FELT, Y7 b7l r— R
EENRAE LG AICETNREN KDL 5129 512iE, copy running-configstartup-config
avr REEHLES, RICFEZRLET,

Router# copy running-config startup-config
Building configuration...

RIEDRIEEI DD 2 ENH Y T, REVRFSND L, ROBDBFRENET,

[OK]
Router#

COEEICL Y REN NVRAM ICIREESNET,

A IJ4FaLb—23ar I ILDERE

AB—=R T o ar74Xalb—vary ZrA/WEnveam: 7 7 A )V VAT ARG S, 5E
Tary74F¥alb—alr 7740 Esystem: 77 A )V VAT MR FEINET, T3
T4 X2l — gy T ANVDREREIL, oW DD 2a v—F 7Ty N7 4 —2Nh
THERAINTHET,

VA N—HDHFHIRA T T AO—RELT, AFX— b T vy a7 X2l —T3
¥ 77 A& NVRAM D> MO WTFNNDN—2 77 AL VAT AZabe—1L (X528B
TRy hT—=7 =N abt—L7T) . Xv I T v7rloTRBIMERHY T, AX—
N7y 7ar7 4 Xal—aryTZ7ryANERNy 77 v 7 LTEL E, L0 E TNVRAM
tDREZ— T v T a7 4 Fal—rary TrANANMEATE R oz &, AX—
FT 7 ar7 o Xalb—vay 77 A VEHEICEE T £,

AP = T T arv7 4 Xal—aly T7rANDONy 7T v 72, copy 2~ RE&fEH
TEET,

a7 4 X2l —vary Ty ANVOEHOFEMIOWTIL,  [Cisco IOS XE Configuration
Fundamentals Configuration Guide] ® [Managing Configuration Files|] DIHZZH L T 72 &0,

show a7 FELEUmore A< FOEAD T ILA ) U5

showEB X UO'morea~ > RO DNERBLTCTZ 4 NH ) 7 TEET, ZOMKREEIT. KEOH
NEW_EZDMEND HGE0. RNERH D ERINT D25 B ET,

Z OHEREZE 9121, show 7= more=~ 2 RiC 34 7] 25 () %%, begin, incdude,
exclude DF¥F—U— ROWTINE AN LET, SOITHRBEIZTZANZ ) TONELIE
HEBCHELET (KXFL/NACFIERBISET) o

show | {append | begin | exclude | include | redirect | section | tee} regular-expression

O, ar 74X alb—vary 77 A NVNOFEROEEEDITIZ L E T,
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| CiscoloSXE YT by 7 DEA
show 7Y FE&EUmore A FOEAD T 4 LR ) VY .

1

ZOBITiE, show interface =~ > FOESiF (includeprotocol) % fH] LT, = protocol 7%
KRENDHITORETRLET,

C8375-E-G2 D /1151 -

Router# show interface | include protocol

TwoGigabitEthernet0/0/0 is down, line protocol is down

0 unknown protocol drops

TwoGigabitEthernet0/0/1 is up, line protocol is up

0 unknown protocol drops

TwoGigabitEthernet0/0/2 is down, line protocol is down

0 unknown protocol drops

TwoGigabitEthernet0/0/3 is up, line protocol is up

0 unknown protocol drops

TenGigabitEthernet0/0/4 is up, line protocol is up

0 unknown protocol drops

TenGigabitEthernet0/0/5 is up, line protocol is up
0 unknown protocol drops

TwoGigabitEthernet0/1/0 is administratively down, line protocol is down (disabled)
0 unknown protocol drops

TwoGigabitEthernet0/1/1 is down, line protocol is down (notconnect)
0 unknown protocol drops

TwoGigabitEthernet0/1/2 is down, line protocol is down (notconnect)
0 unknown protocol drops

TwoGigabitEthernet0/1/3 is down, line protocol is down (notconnect)
0 unknown protocol drops

TwoGigabitEthernet0/1/4 is down, line protocol is down (notconnect)
0 unknown protocol drops

TwoGigabitEthernet0/1/5 is down, line protocol is down (notconnect)
0 unknown protocol drops

TwoGigabitEthernet0/1/6 is up, line protocol is up

0 unknown protocol drops

TwoGigabitEthernet0/1/7 is up, line protocol is up

0 unknown protocol drops

TwoGigabitEthernet0/1/7.10 is up, line protocol is up

GigabitEthernetO is up, line protocol is up

0 unknown protocol drops

TunnelO is up, line protocol is up

Tunnel protocol/transport multi-GRE/IP

0 unknown protocol drops

VirtualPortGroup0O is up, line protocol is up

0 unknown protocol drops

VirtualPortGroupl is up, line protocol is up

0 unknown protocol drops

VirtualPortGrouplO is up, line protocol is up

0 unknown protocol drops

Vlanl is up, line protocol is down , Autostate Enabled

0 unknown protocol drops

C8355-G2 DO H /14 -

Router# show interface | include protocol

FiveGigabitEthernet0/0/0 is administratively down, line protocol is down
0 unknown protocol drops

FiveGigabitEthernet0/0/1 is administratively down, line protocol is down
0 unknown protocol drops

FiveGigabitEthernet0/0/2 is administratively down, line protocol is down
0 unknown protocol drops

FiveGigabitEthernet0/0/3 is administratively down, line protocol is down
0 unknown protocol drops

GigabitEthernet0/0/4 is administratively down, line protocol is down (disabled)
0 unknown protocol drops
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GigabitEthernet0/0/5 is administratively down, line protocol is down (disabled)
0 unknown protocol drops

TenGigabitEthernet0/0/6 is administratively down, line protocol is down (disabled)
0 unknown protocol drops

TenGigabitEthernet0/0/7 is administratively down, line protocol is down (disabled)
0 unknown protocol drops

TenGigabitEthernet0/0/8 is up, line protocol is up

0 unknown protocol drops

TenGigabitEthernet0/0/9 is up, line protocol is up

0 unknown protocol drops

GigabitEthernetO is up, line protocol is up

0 unknown protocol drops

Loopbackl is up, line protocol is up

0 unknown protocol drops

Loopback2 is up, line protocol is up

0 unknown protocol drops

Loopback3 is up, line protocol is up

0 unknown protocol drops

Tunnel3 is up, line protocol is down

Tunnel protocol/transport IPSEC/IP

0 unknown protocol drops

Vlanl is up, line protocol is down , Autostate Enabled

0 unknown protocol drops

VlanlO is up, line protocol is down , Autostate Enabled

0 unknown protocol drops

TINA RADERA 2

TN ZADERAA v Fu2F T OMBEIZTHZET, TA ZAZNDTHLERIA 7ICTEE
9, 7272 L. NVRAM (Z%9 B %€ Dt D WRITE LERLIEIC N Z 72 FfTa > 7 4 ¥ 2 b—
ar~OERITRDbILET,

TNA ADEWHE L 7T DRI, AX— 8T v TRICHERREDRFEINTND Z & & hf
L %£9, copy running-config startup-config =~ > RiZ. % &% NVRAM [ZIRfFEL £3, T
A ZADEREAND &, BRIFSNTZRETT A APRFBEINET,

TSR IA—LBLIUVIRAY IR T A A—2DHYER— MERH

DIRZER

CiscolOSXE Y 7 b Y =7 1%, BEDT T v b7 4 —2& WV R— b5V T o7 4 A=Y
THRIND 7 —F vy he L TRy =Y TnET, BEDTT v N7 4+—AT
EDOT74—=F % By hOIT V=T 2MEHTELNE, VI —RZEFENDHV AT YT D=
TARA=VICEoTERVEST, BEDV ) —RATHATEDLY 72T A A—=VDEy b
AR LTIZV . & DHERENFEED CiscolOSXE Y 7 b = 7 A A — U TR AHENE 2 A
# L7209 5HITi%, Cisco Feature Navigator Zffi 957>, [Release Notes for Cisco 8300 Series
Secure Routers] # &M LT 72 &0,

Cisco Feature Navigator

I N T =LY R—FBIR T 2T A A—VOYR— MIETAERABRET S
IZ1%. Cisco Feature Navigator Zf#if] L &9, Cisco Feature Navigator (%, $fEDY 7 b =T
V)= TZ4—Fx vy b, FHIEITT7y b T7+—L%H K — 725 CiscolOSXE Y 7
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https://www.cisco.com/c/en/us/td/docs/routers/secure-routers/sec-8300-series/release-notes/17-15-x/release-notes-cisco-8300-series-secure-routers-release-17-15-x.html?wcmmode=disabled
https://cfnng.cisco.com/

| CiscoloSXE YT by 7 DEA
Software Advisor .

N7 =T A A=V &EHPITE LY —/LCTF, Navigator > — /L% H3 521%, Cisco.com DT
I MNIVEDHY FH A,

Software Advisor

VA aAPEBLT 5 Software Advisor Y —/LTliE, & HHEHEN CiscoIOSXE U U —ATHHR— |k
éﬂ1w5#85ﬂ%%ﬁbtb\%@%%@V7F?I77:;7w%@$btb\?N4

ICHEFINTNDN— R =7 TOCiscolOSXE Y 7 b7 =7 O/ 7 N0 = 7 Hifh & fife
S L?i DTEET, ZOYV—NIZT 7 BATHITIL, Cisco.com DEEERL—F THIHIMNENRH
nET,

Vb7 VI)—R/—F
LR OHFIHIZOWTIE,  [Release Notes document for Cisco 8300 Series Secure Routers)] % 2/ L
TLTEENY,
« AE VIZBIT D HELEFIA
« HRE 1 BLO2 ORMYE KOG H OE R HF

VY= /—=HMiF, &FHo) ) =R EAOEFERIPERENTHES, ZhEDEHRICIE
LIRTO U Y — 2 ZFERE A OB T 2 E AT EN T RN Z MDY £9, HAEICET
5ZNETOTNTOREWRIT OV TIL, Cisco Feature Navigator (https://cfang.cisco.com/) %%
LT &Y,

CLityia EH

TV T 47 ZALT Y MNERELT, MEHICEATL2ZENTEET, Evvarnmy
JIWZED, 2 N2 —FRHA AT AR AR EEEXTERVWE I ICRETEET, E
HABER T _RTOF ¥ R T A BRI T e AL THEAENDDOEEST-HIZ, CLIE Y
ar TR ARICTIHROBENTHENTWET, 2L 2IE, 2k a—HFFLr—4ic
VE—NT 7 EBATHIENTEET,

cCLIEY arv A LT 7 NOEE (56 2—)

cCLItvYarvouvyr (562—)

CLivia &EBEIZTDIT

T I T 4T XALT Y MERELT, BHWICEAT2ZENTEET, Eyvaray
JIWZED, 2 NDZ—FRENEI T TLELAFHAIC EEXTERVWE D IRETEET,
HHAAEER T RTOXF ¥ XU T A BN T BRI L > THEA IR0 % <7291, CLI

a7 7B ARICTROBEDNTRINTOET, L2, 2k 2—Fign—
AV E— T I7RBATEET,
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https://www.cisco.com/c/en/us/td/docs/routers/secure-routers/sec-8300-series/release-notes/17-15-x/release-notes-cisco-8300-series-secure-routers-release-17-15-x.html?wcmmode=disabled
https://cfnng.cisco.com/

CiscolOSXE YV 7 ko z 7R |
B coutyrarsqnrorozs

CLilty a3 ALT7 O NDER
g

AT 71 configure terminal
Ja—\)y a7 4 Fal—yaryET— Rt LET,

AT j 2 line console 0

AT 73 session-timeout minutes

minutes DfEIZ LV, XA LT 7 NI BDETO CLI OFFEERINERESINET, CLI'ty 3 #A4 A
T RERETDHE, CLIEyvarOxa VT 4 IS NE T, minutes IEOEZRETHE. By
var BALT Y SRERTRY T,

X7_"‘Jj°4 show line console 0
Tyl alr ¥ALTUMELTRESNTMEEZHRLET (v1dle session” DAL L TERARINET)

Cliltvy>armoovysy

18 BRI

CLIZyYarydO—Hp/ AU — RERETHI21E,. EXECE— R Tlock =~ > RA#HAL £

T, lock =~ > RZ2MFHT 51213, FDhiiC lockabler~ > R2EH L TR ZRET DB
NV F9, ROBITIE, B2 lockable & L CTRRE S, TD# lock 2~ REFHH LT
—RFNAT— RREY Y TonET,

FIE

AT Y F1 Router# configure terminal
Ja—r ) ar7 4 ¥al—vay T— REREELET,
ATV T2 lock 2w REMHTE 2 X910 THEEEATLET,
Router (config) # line console 0
AT 73 Router(config)# lockable
[l Z v > 7 WTRBIC L E T,

AT w74 Router (config) # exit

Z7_"7705 Router# lock
RNRAT—ROAINRKDOLNET, SAT—RZ2EANTTAHVLERNHY 17,

i Cisco8300> ) —X £Fa17IL—48 VYT rYTTHREHAFE



| CiscoloSXE YT by 7 DEA
CLitvyaronvy .

Password: <password>
Again: <password>
Locked

Cisco8300 > ') —X X2 7IL—3 VI LI THREHAAK .



CiscolOSXE YV 7 ko z 7R |
B outvraonys

i Cisco8300> ) —X £Fa17IL—48 VYT rYTTHREHAFE



RS AR

!

i

WS AEE

ZDETIL, Cisco8300 V) —X X a7 /L—HF TCORIAMHICET 2IEREZRIE L 7,
ZOETHHATLINEZX, ROLEBY TT,

c S MR (59 X—2)

c LS AR OFEE (60 _X—)

c WE A X2 b ORERR (60 X—)

« S AR SYSlog (62 ~—7)

WS A, IBERNRE S A X MEFFET 57291 Cisco 8300 ¥V — X X 27 L—
AICRESNT X2 U T A EETYT, HL—ZIL, v —I B RN=DNLERICE I bz
TG TL O D R SNE T, BRIy v — 3 I A= SEE. ~— R =TI,
FNA ADERENA N2> TODENA T2 > TOBENIERRL, T TOv ¥y — 7
NS NTA R R 2SS ARG ATV IZFER L £,

EEERC, V7 MU TIEIETOA X b 0T v 7 ZAEHEFBY . URIOBEROA T v 7
AW LET, A—BDRHL5E. V7 b Y= TILEBIFFIC Syslog A v E—T &L T,
WEAARY FNERELET, T, AOERNZERCA TR D E, V7 8T =T 13 Syslog
Ay—=UESNMP FT v P EEEBICAERKRLET,

Fl =

S ARHGERIL, RERPIT 7€ 20731 2 & @ET 5RBERIL T, 7 —5 &
Ry U= DR RE L ET

HIPRE1E
WS A HHEREITIRAE, SDWAN/SD L —F 4 V7 E— RTIEYHR—FENTWEE A,

Cisco8300 > —X X7 L—42 VI ryz7EEAIF |



XA |
| ST

HSABREDERTE

WX AMHIEINN—F T 74V N THEINC > TWET, Vv —I I —0B E-IFHL A
ARy NP EEBIMICESR SN ET,

WX AR FEAIL, config ®— R T FOa~y REMHH L TAEZITEHIc T F
@—O

REE— N CROa~vy FEEA LT, SAmt@mzaaicLEd (F74+0 FTH
) .

Router (config) #platform tamper detection

e config E— RTIRDa~ > FEEH LT, WX AME@MAE BN L ET,

Router (config) #no platform tamper detection

RSABREA N FORER

Router# show platform tamper-detection event [power-off | power-on] [all | lastx | new]

T3y SRER

EiREA 7 BREA T A7 3t V= HIERTI—7
JVINEERE STV WEERIZ E A X b
EHRELET,

EEDRA BRAY A7 g 0L, V—FOEENL

ol L EDWE AR P EEELETS

all [all] A 7Y a »Tld, kS e X Tol
AR IREESNET, VAT ATk
K500 = FNY AF/RCTExET, 500= h
VZkiza— LA — "= X8 1 OHEN
LET,

lastx lastx 472 a3 Tk, ERTHAR D
BERELET, =& xiE, Mlastx 10) & A
DL, HEIED 10D A XY MRFERSI

E I

new new 77 a U TlX, EDEEFIDOA Xk
AT I AUBEOH LN S AA X FE
FBELET,

show 2~ R TIL, LLFOFEMESGTeA Xy hrrngftsivE T,
cHIEDA R N VT v T A

i Cisco8300> ) —X £Fa17IL—48 VYT rYTTHREHAFE



| &EAm

27 LOERHNA DIzt oT B e 2D~ rokR |

« BITEDKEZ
e B— L F—NR—RF—F R L a— L F— R —[a%

WK AA R A 500 L TDEES . u— A4 —_—¥F 0. 2— Lt —"— X F—
A2 A% No

e T VEMN 500 ITET AL, m— LA —"—ET 1 ToREMLE T,

*501 ~ 1000 23 1 ~ 500 # EEXT 5546, v— A —"—5iF 1, v—/L4—
IN— AT —H X : Yes

+ 1001 ~ 150073501~ 1000 % _EE X434, v— A — "—#I2, v—/1 34—
IN— AT —H X . Yes

e AR RNBAT A LAR T HRmT AR b

VATLDERENATTICE DTS EZDA RN FDOHERR

VAT ADBEFENA T o TWDEEAE, V=23 T VEREZFEH L TS AA R b E
FFRLET, —FIiF, BKBROERST 7 NOIROERA > ETORIID Y ¥ —3 T /35—
7oA MRk LET, BRA 7RIV Y —V I ARN=DMIELBWZVEA LD L84,
BAIDBIWTZA Xy MRS ENE T, VAT LAOEFERNA 7ol & DA X b
THhERLET,

Router#show platform tamper-detection event power-off all

Current Time: 2025/04/25 19:55:03 Rollover Status: No Rollover Count: 0
Tamper event index | Tamper event timestamp | Tamper events description
#2 2024/08/08 02:36:41 Chassis is opened
#1 2000/00/00 00:00:00 Battery not present or
used up

VAT LDERNESAIICEZIEITRRICA VIZCHESDTVWSEEDA AN

> hDWER

VAT AOBRBMEATE A5, V—XIZTRTOY Y — D AN—DBAAA X M EREEL
£, WROHNT, VAT AOBERPEBNCEZITBRBICA VIR TWNWDA EEDA Ry b
THERLTWET,

Router show platform tamper-detection event power-on lastx 10

Current Time: 2025/04/25 19:54:46 Rollover Status: No Rollover Count: 0

Tamper event index | Tamper event timestamp | Tamper events description
#2 025/04/24 22:10:14 Chassis is opened
#1 025/04/24 22:02:33 Chassis is closed

Cisco8300 > —X X7 L—42 VI ryz7EEAIF |



XA |
. R E AEH SYSlog

S A& SYSlog

N—BBREETDE, AN b NBBHEDA X b T v 7 ANRFHE B, LRk
FESNTWREDBERMDA 7 v 7 AL RSN ET, 40T v 7 AMIA—BEDRH 55
B RIS A LAZ L TPERR DG WS ARBIEMPAEN Lo TWD & [0S IHES)
RFICES L ~LD SYSlog A v —V &AL, 2 br—FF— RTay he—J 2%
EELET,

ZDk® 7 v a Tk, SYSlog A Xy ORI ER L E T,

IR AA <2 kD SYSlog
WEABHEPNENT, VAT LOERNPA N> TWAEA, BIRA L D SYSlog A v
—UPNESTICERINET,

Apr 25 20:15:01.064: $CMRP-4-TAMPER DETECTION EVENT MSG: R0O/0: cmand: System cover
was opened 0 times and closed 0 times during power up since last known event index
7 at 2025/04/24 22:11:51

EIRA 7 A X D SYSlog

WEABHENENT, VAT LOERNPA 712> TWAHEAE, EBIRA 7 D SYSlog A v
- URNEBTICERRENET,
Apr 25 20:15:01.064: $CMRP-4-TAMPER DETECTION EVENT MSG: R0O/0: cmand: System cover

was opened 0 times and closed 0 times during power down since last known event index
5 at 2025/04/24 22:11:51

G B A BA R O SYSlog

*Aug 29 06:56:34.560: $CMRP-4-INTRUSION ALERT: R0/0: cmand: The system cover has

been opened !!

*Aug 29 06:56:36.130: %CMRP-4-TAMPER DETECTION_EVENT MSG: R0/0: cmand: System cover
was opened 2 times and closed 0 times during power down since last known event index
50 at 2025/06/04 08:03:06

*Aug 29 06:56:36.130: %CMRP-4-TAMPER DETECTION_EVENT MSG: R0/0: cmand: System cover
was opened 20 times and closed 20 times during power up since last known event index
1638 at 2025/06/05 07:08:12

*Aug 29 06:57:04.563: $CMRP-4-INTRUSION ALERT: R0/0: cmand: The system cover has

been closed !!

*Aug 29 06:57:06.137: %CMRP-4-TAMPER DETECTION_EVENT MSG: R0/0: cmand: System cover
was opened 2 times and closed 0 times during power down since last known event index
50 at 2025/06/04 08:03:06

*Aug 29 06:57:06.137: %CMRP-4-TAMPER DETECTION_EVENT MSG: R0/0: cmand: System cover
was opened 20 times and closed 21 times during power up since last known event index
1638 at 2025/06/05 07:08:12

GE) WS AN EZNZ /e > T D85, SYSlog A v B —VIXEBIFHICE RIS NER A,

i Cisco8300> ) —X £Fa17IL—48 VYT rYTTHREHAFE



B,
=% =R

Web 21— —A 23— x4 X%&FERHL
A DN =F:

Web —H— A o F—T A X (WebUD) 1F, #AIAI GUI X—ADT /A REHY — /LT
T, TNA AT Ya=r Lz, T AOEABIOWERELHZE LY, 2—
P—x2 7 AR = A% E LT TOEEZRIELET, T 740 bOA A—URHAEIN
TWATO, [ANEFIMELIZD T ANA R TA B AL VA =N LD THXLEIH Y
FH A, WebUl 24 3 3uiE, CLIOEMAFHEN /R TH, REEWEL, T ADT=H
Vo T "I TNy a—TFT 4 0 T HBITHZENTEET, ZOF|IL, kOB V> a0 THERES
nTnET,

« Web Ul 24 U7= THHGEEOT 7 40 MREETH 57 A ZADFKE (63 X—)

e Web 2 —H'—A ¥ —7 = 4 Z%fEH L7z Day One X iE (68 ~—)

e WebUL A L7=T /S ADT T 7T K7L A (PnP) BAEOEHE T TNy 2 —

TA4vT (10~=2)

WebUlZERA L I-TEHEHFEEHEOT 74 IL MRETHS T
INA ZADERTE

IA 78y b7 T U4 = REfH LT, BAWRL—FRELFATTEET, V—F%
RET DI, LFOFIEZFEITLET,

)

GE) WebULIZT Z7BAT BRI, T/ ATHEARRTEEZITOLENHY 97,

FIE

ATy Tl U T A —T LD RI-45 &L —F D RI-45 a2 Y —)LiR— MR LET,

Cisco8300 > ') —X X2 7IL—3 VI LI THREHAAK .



Web 1—H—A V2 —J A REFALETAARDEE |
B arzrga@s—rowy b7y I g—F

ATV T2 THAAADPRED 4 F— RRERENTh, ROVAT LAy E—=UPL—FICERSNZH, NoJ
EANLTCT A AT n T haRRLET,
Would you like to enter the initial configuration dialog? [yes/no]: no

ATYT3 ar74Fal—varyE—RT, RORENTA—FEANITLET,

ip dhcp pool WEBUIPool
network 192.168.1.0 255.255.255.0
default-router 192.168.1.1

username admin privilege 15 password 0 default
|

interface gig 0/0/1

ip address 192.168.1.1 255.255.255.0
!

ATV T8 A=Yy Nr—TNTPC EN—FEHH L, gig00/1 A4 X —7 = A ATEHLET,
ATY TS PCHZDHCP 7 74TV FELTHEL, W—ZDIPT NV AZHEICEELET,

RTFVT6 TIUVEREEL, 7T UFOT RLAITICT A ADIPT RLAEZ AN LET, X 2T kOS54
I%. Thttps://192.168.1.1/#/dayZeroRouting] & AJJLET, HFEV EF 27 TiHRWEFRROLGEIL,
Thttp://192.168.1.1/#/dayZeroRouting] & AJJ L FE 7,

ATy Tl TI7HNLIFDO—H—% (admin) &FT 74NV DORAT—REASLLET,

ERXFLFEFEHRE—FOEY 7Yy T4 —F

BAT— NEITFEME— N0y b7 v 72l L TOV—Z 2R ET D121, ROFIEZE
ITLET,

FIE

AT 71 [Basic Mode] % 7213 [Advanced Mode] % 3% L. [Go To Account Creation Page] %7 V v 7 L £,
RTYT2 2—PHRERAT—REANLET, HEBOLDIC AT —FEeBANLET,

AT 73 [Create and Launch Wizard] %7 V v 7 L £,

RTYTE THRARLE RAAL LB ANTILET,

ATwF5 [TimeZone] Ky 7H U A b, @Ol A LY — 0 28R L £9,

ATw 76 [Dateand Time] K2 77X U X R, w72 BT — RE2ER L £,

AT w771 [LAN Settings] 7 V v 7 LE7,

i Cisco8300> ) —X £Fa17IL—48 VYT rYTTHREHAFE



| Weba—F—A 28— A REFBRALETNA ZDEE
e ol |

alialn
cisco WELCOME ! Check Video Demo

[cisco

This device is detected as factory fresh device. As a first step create a new user account and launch the guided setup wizard to bring
up the device quickly.

@ Basic Mode

Basic Settings.LAN,Primary WAN

READ THE BELOW INSTRUCTIONS BEFORE YOU BEGIN
o Ensure that you have all information from your service provider for completing the configuration. Click here for checklist
e If you are configuring non 3G/4G based WAN connection then ensure physical WAN cable connectivity with Service Provider is proper.
o If 3G/4G is configured as WAN then ensure SIM ( Subscriber Information Module) is inserted properly in the Router slot.
e The wizard by default enables some recommended configuration. Unless you have strong reason to change that have them as desired.
o This wizard helps to bring up your WAN/LAN connectivity quickly. You can always change the configuration and add advanced feature support

once the ion is successfull

e Best Practice: When you use WEBUI for configuring a device, do not delete or modify the configuration directly by logging onto the device which

will lead to misconfiguration.

GOTO TO Account Creation Page >

LAN X7 DIERL
Fig

AT 71 [Web DHCP Pool/DHCP Pool] 4 % 7= (% [Create and Associate Access VLAN] 47> 3 & ER L £,
a) [Web DHCP Pool] &R L7-A 1%, WERELET,
[Pool Name] : DGCP 7' — /4% AJJ L E7,
[Network] : > hT—2 7 RLABLUOY T Ry h~ATEZATTLET,
b) [Create and Associate Access VLAN] 47 > VA @IN L2 5A1E, REBELET,
[Access VLAN] : 7 7 &2 VLAN OiBIFE S 2 AN LET, fEETE H4PHIT 1 ~ 4094 T,
[Network] : VLAN O IP 7 KL A Z AN L9,

[Management Interfaces] : f % —7 = A ZAZEIR L, HARAVELERAZFEH L CTRIRLZZY X MR
JABBLET, TR0 v T BT 977 KRy 7 LT, BIRLEY 2 MRy 7 AL
AUE—T A AEBEITHLHTEET,

AT 72 [Primary WAN Settings] %7 U v 7 L £,

Cisco8300 > —X X7 L—42 VI ryz7EEAIF |



B~

754

ATy T

ATvT2
ATy T3

ATvT4
ATy T5
ATvT6

ATy 71
ATvT8

Web 1—H—A V48— T/ REFEALET A ROEE |
') WAN S DHERL

oO——O0
[ i

BASIC LAN
LAN Configuration @ HELP AND TIPS

/" Webui DHCP Pool An admin user will be created with the below details

19216810
255.255.2565.0-

< Basic Device Settings PRIMARY WAN SETTINGS >

< |) WAN E%7E D18 X
FIB

TT7A4~Y WAN XA TR LET, 774~V WAN L, V—Z BV KR— 25 WAN DX A 7120k
CC, YUTI, 3GAG, A —HFv b, £72E7v— K K xDSL) ##ETE £,

Ray 77X VANV E—T oA AZERIRLET,

P—ER T u A F =6 DNS B MERZ BTG T 2121, [Get DNS Server info directly from ISP]
Fr2v IRy I A AN LET, 774~ UDNSEEH U FYDNSIEITFEI CANTHZ L TEET,

[Get IP automatically from ISP] = > 7 /R v 7 R & AN LT, h—ERT L X —nbH P T KL AE#R
FEERGLEST, PT RLABIOY 7Ry b w272 AN LET,

[Enable NAT]| F = v 7 Ry 7 A% A N2 LT, NATZHNZLET, NATZHCT 52 L 208 LE
—é‘O

[Enable PPPOE] F = v 7 /R v 7 2% 4 1Z LT, PPPoE ZH NI L £, PPPoE ZHNIT HHEAITL. &
HRRET— RERINLE9, £ 7 3 T PAP & CHAP T,

=R Ta g X —hbitfi sz —— £ E XA T—REATILET,
[Security/APP Visibility WAN Settings] #72 U v 27 L £,

i Cisco8300> ) —X £Fa17IL—48 VYT rYTTHREHAFE



| Weba—F—A 28— A REFBRALETNA ZDEE

w5y wan o ]

©
o

BASIC

PRIMARY WAN

530

WAN Configuration
9 © HELP AND TIPS

WAN Type® s An admin user will be created with the below details
Interface *
DNS / IP Address
Y| Get DNS Server info directly from ISP
Get IP automatically from ISP
¥ Enable NAT
Profile

ccccccccccccccc

Configure username and password if provided by service

tH 5 1) WAN 5% E DR

&M

ATvT2
ATvT3

ATvT4

ATy TH

ATvT6

ATy T17
ATvT8

IR ETIZ, B &Y WAN AR ET D LERH Y 37,

T

FIRr

T Z Y WANS A THBRLET, V=BV R—FT2L5WANDO X A FZH LT, VU T, 3G/AG,
A—HFv b, F2FIT7r—K K XDSL) #t W% U WAN & LCRETEET,

Kay 77Xy JA NN U —T 2 AERIRLET,

P—ER T mA F =6 DNS B — MERZ BTG 521X, [Get DNS Server info directly from ISP]
Tz IRy I AEF NI LET, 7T7A~UDNSEEHI U FXYUDNSITTFEICANTHZ L TXET,

[Get IP automatically from ISP] = v 7 R 7 A% F I LT, ¥—ERTa L X —n5 P T KL A EH
FEHEIGLET, PT FLABIUY TRy v 2272 A LET,

[Enable NAT]| = v 7 Ry 7 A% A N2 LT, NATZHEMILET, NATZ AN THZ L2880 LE
j—o

[Enable PPPOE] = v 7 /R v 77 A% 412 LC, PPPoE #HMZ L £, PPPoE ZHMNIT HEAIL, &4
HREEE— RERIRLE T, #7223 VT PAP & CHAP C1.,

=R Fa g X —hbith I — - AT - REASNLET,

[Security/APP Visibility WAN Settings] 27 V v 7 L %9,

Cisco8300 > —X X7 L—42 VI ryz7EEAIF |



Web 1—H—A V48— T/ REFEALET A ROEE |

B cr2v5 zeomm

X2 T A REDERK

FIE

ATV T TRTONRRAT—RKRT L —r TF A NTERINLRNE DT ST, [EnableRecommended Settings)]
Frxv IRy I A F A LET, NAT— RIS b ET,
AT w72 [Day0ConfigSummary] Z7 V v 27 L£7,
ATY T3 BEET L E2—75HIZIE, [CLlpreview] #7 U » 7 LET,
RATY T4 [Finish) 27 Vv 27 LT, T4¥uty h T v 7% T LET,
@ < G © © -]
BE} :-A;N-i PR\MA% WAN V’Vﬁl SECURITY / APP VISIBILITY SUMMARY

This screen provides the summary of all the steps configured as a part of the day zero configuration. Please click Finish to configure the device.

Router Name: geo, v Domain Name: mydomain.com, v Time Zone: 5.30, + Date & Time Mode: Automatic

LAN Interface: ,  IP Address: , v Subnet Mask: , + Use as DHCP Server: Yes, v Pool Name: , v Network: (),

WAN Interface: , + IP Address: Automatic, v DNS: Automatic, v NAT: Enabled

Wi-Fi Configuration:

> Security / App Visibility Cisco recommended security settings: Enabled, * Application Visibilty: Disabled

< SECURITY / APP VISIBILITY

Management Interface Configured: No

Web 1—H—4 32 —2J x4 X%{FEH L 1= Day One 2 7E

Web 21— A4 L H—T = f ZADFRIE :

FIE

AT 1 HTTP —_"ZEREL £, T 74/ FTliX, HTTP 4 — D& E

INT A A LITIEST DR BERH Y E

4, iphttpserver =~ > F & iphttp secureserver =~ > RRETaL 7 4 F a2 L—3 3 VITFEET D%

Fxv 7 LT, REZHRBLET,

Device #configure terminal
Device (config)#ip http server

Device (config)#ip http secure-server

ATY T2 WebULICu Z A T ADORIEF T a v 2R ELET, ROWTNOOFREFREHEHATXET,

i Cisco8300> ) —X £Fa17IL—48 VYT rYTTHREHAFE



| Weba—F—A 28— A REFBRALETNA ZDEE
Web 1—H—A >4 —7 4 A% {#F L7 Day One % & .

a) D’*ﬁ/I/T &’\%Xé’ﬁiﬁﬁ L“Cmqu“C%i‘ﬁ“ WebUIE}En Iz “‘77/1/%“43/\““;{%{%)%—‘9#5“7—
%, iphttpauthenticationlocal =~ > FNFEITaL 7 4 X2 b—va VIZEENTNWDL I L 2R LE
T, Zoavwry Rit, T ATHEANCHESNTWET, <2 RBIFEELARWESIX. kOB
AT LT A AEZRELET,

Device #configure terminal
Device (config)#ip http authentication local

GE)
Web Ul OF%EBEIZT 7 AT B2, HER 15 28 2 —F RN NE T, HERN 15 REOHAIT
Web Ul CTH v af—REE=X ) U ITHEIZORT 7B ATEET,

2—WTh T N EAERT DX, username<username> privilege <privilege> passwor d 0 <passwordtext>
AL ET,

Device #configure terminal
Device (config)# username <username> privilege <privilege> password 0 <passwordtext>

b) AAAF 7> a v AEMEHALUCRAEL £, Web Ul IZ AAA FRAEZEH T 512X, 73514 AT liphttp
authenticationaaa] ZHEL TWAHZ L AR L E T, £7-. LR AAA F— SRENT A ATF
ETHZ 2R LET,

Device #configure terminal
Device (config)#ip http authentication local

ATYT3 TIUFEERBLET, 7 RLA N, TAAADIP T FLAZANLET, BF 27 REHROSLE
X, Thttps://ip-address] & AJTLFE T,

ATy T TAALRHREENTZT 740 b 2—HF4 (cisco) EXATV—FEANLET,
ATYT5 [Loglnl 227 V27 LET,

Cisco8300 > —X X7 L—42 VI ryz7EEAIF |



Web 1—H—A 28 —J A REFALET A ROEE |
B weou 28R LEFAMZOTSTTURTLA (PiP) SALBOBRE FS TN S a—F4 VY

WebUlZERALE=TNARADTSTF72KTLA (PnP)
BEAEROERENTZ TN A —T 1T

= 6:HEBEDERE

HaES 1) 1) — X 1EHR ELEL

WebUI Z{#i /] L7=5 314 2 |CiscolOS XE 17.15.3 PnP & A % T WebUI % i
PnP A ORML L N5 7 LT, TABeF A 2piHE
N a—F 4 ANEREZERB IO N7 7

Va—T 4T TEBLLIIC
720 F L7z, HE)PnP i AYE
NP L A%, T3
Xﬁ%ﬂﬁf%%@f%ﬁf
xFET,

ey Franvva=rr (ZTP) £I77 77 F7 LA (PnP) YubRA&MH LT,
Cisco vManage |29 2% 7 /34 A OB AWE( 2 BENIICEITCEET, 2ok v a Tl
PnP 2 YV v REFEALTCT A AOEAEFEE=XBLINRN T TNV a—T 4 7T 5 FIR
WZOWTHBLET, WebULD ZOHEREZEH T2 &, PP EAERF v AZE=F B LDV
NTGTNYa—T 4T LIz, ZOVTNEA LNAT—F AR LIV THI L TEE
T, ZOEAYERIMEIEFEZITRMLIZEEIE, TR 2K T L, T8 208 AR &2 F
BTITO ZENTEET,

AlREH
e WebUl ZF/TLTNADT/NA A (Web 77 UHEFETTELa L Ea—F) LEAME
LTWAHET AL R, TAALADL2 AA v FAR—F (NIM) #HTERT 2081 H Y
3
« 7 /34 AD DHCP 7 747 K ID % X745 Twebui) IZHETHHERH Y 77,
o T34 A% WebUI T Cisco SD-WAN 7 A B 734 ADEAKEFZ R — M LT3
VERH Y F,

TNA XD PP BEAERBD S TN a—TFTaY
a2y b —T7F— RTOPWPICL DT A ZADOHAMEfFEZ N T TNV a—T 0 7T 5T
WOFNEZFEITLET,
1. WebUl CTav hr—F%F— N&BLET,
c AREE—Fbar be—JF— R~V X

B, T RS CEB Lz & XX, BAEE— FIZZ2Y £9, URL
https://192.168.1.1/webui/ IZBEEY L, T 7 4L b w7 A AFH (webui/cisco) % H
LCuarl A LET, T3 A0 WebUI T Cisco SD-WAN 7 A ¥ 2 534 2 i

i Cisco8300> ) —X £Fa17IL—48 VYT rYTTHREHAFE


https://192.168.1.1/webui/

| Weba—F—A 28— A REFBRALETNA ZDEE

A

WebUl & L1=F A ZDTFHF7 KTLA (PaP) BAEBOERE L5 TLva—T105

Al 2R — b L T\ 5 8481%, [Controller Mode] 23R L T2 hr—FE—
NZOIV B2 D Z N TEET, HlTT 20 EIDEHERTLXAT R IRy 7 A
DERINFET, [IEL (Yes) 1227V w7 LET, A ARV B— I, a2
Fr—FF— ROV EZONET,

ey ba—=FF— R TOT A ZADIEH) :

TNRAANTTIZAY bR —FF— RIZR>TWDHEARIL, T— FR2AFTHHXE
I$H 0 FH A, https://192.168.1.1 F 721 https://192.168.1.1/webui IZBE L 5, T3
A A7 WebUI T Cisco SD-WAN F A ¥ 1 734 ZDE A2V HR— K LTW5D
%& . URL I https://192.168.1.1/ciscosdwan/ {Z U # A L7 k Z 1, Cisco I0S XE
SD-WAN T NA ADFT 7 /L hDva 7 A E#H (admin/admin) ZfEH L Ta /A v
TXET,

GE)

PP A DEF S TTNA RAZAZ— T v 7 a7 4 X2 b—y a3 URRWVEES. WebUl
T R— FENDT AL ZTBWTT 74V N TENCR Y £,

[Welcome to Cisco SDWAN Onboarding Wizard] ~<— " "C, [Reset Default Password] % 7 U
7 LET,

GE)

TABRT AL ZADT 7 )V hXRAT— KR T, Lizdio T, B 7 A Dl
WebUI TT/NA RZHDTRITA T HEXINNRAT—RE2 Yy NTAMLERHD ET, T
PNA APEFITEAE S 415 & WebUI &% E 1L B #BAJIZHIBR S4vEJ, Cisco vManage O
TRA ADT 7 L— NREIZ WebUl BREN S D R — A TIL, 731 ADEAKEfG R
P L= CHHEIBRSNE A,

TNAADN—R =T V7 8T =27 OFFfER—IC VXA Lo FERET, A
AT —RKEAHLT[Submit] %7V v 7 LET,

RDR—N20E, AN OEI TR A F /R 41, PnP Connect 8 — % /L% JL O Cisco
SD-WAN 2> b —TFDXFIERIAVE—FR L POAT—HAN—BRREINET,
PnP IPv4 22 AR — 3 > MZBRENRAE LGS, JOREIX, 7 /31 A D PnP E AU
BDRILIZZE 2R LTOVET,

BAEF v A0w V2 RRBIOF 7 v — K9 5121, [SDWAN Onboarding
Progress] N—DHANZHDIERT A 227V v 7 LET,

H &) PnP A MEfF 23 KM L 7= 551X, [Terminate Automated Onboarding] %227 U > 7 L &
To ZOBMEIZEY, TAAREZFEH TEARERHRTEL LR ET,

AT RIT Ry 7 ARFIRENET, #TZHATT DI [Yes] &7 Vv 7 LET, #
T@%Ti‘?&:;&%ﬁ)b)é%éﬁ§&) D i‘j—o

[Bootstrap Configuration] ~<—""C, [SelectFile]% 2 UV v 7 L, 7/ ADT—hA KT v
TI7ANERRLES, ZOT77ANE, —RT— AT 0T T 7 A0 (il

Cisco8300 > —X X7 L—42 VI ryz7EEAIF |
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https://192.168.1.1/webui
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Web 1—H—A V2 —J A REFALETAARDEE |

B weou 28R LEFAMZOTSTTURTLA (PiP) SALBOBRE FS TN S a—F4 VY

10.

7Ty N7 A —LEFEDT 7 A1) & Cisco SD-WAN Manager 75 % 7 > 12— K A[HE
RINVEET— AT T T 7 A NLONTRNTT, ZD7 71/l vBond &5,
UUID, WAN A > # —7 = A A, Jb— k CA, REREDFEMERNE TN TV DHNE
NHO FET,

[Upload] #7 U v 27 LET,
T ANBIEFIZT v7a— RSz 5, [Submit] #27 U v 27 LET,

[SDWAN Onboarding Progress] ~~— 12, Cisco SD-WAN = k2 —T D AT — & A3
EFIRE I FE T, [Controller Connection History] 7 — 7 /L% B < 1Z1%., [SDWAN Control
Connections] N—DHPNZH DIERT A 2 %7 Vv 7 LET, TOT—T7 /N TE, &
ANEGRIRT AA ADOREEZ R CEET, BAEMRPTTTDH L. T35 ZOIREN
[connect] IZZE DV £7,

i Cisco8300> ) —X £Fa17IL—48 VYT rYTTHREHAFE



=6~
=% =R

a2y —J)LiRk— k. Telnet. 8KV SSH D
MEB, L0ty FRE2Y

ZOEOHREIZ, ROLEEBY TT,

e« 1Y —)LiR— b Telnet, 3L SSH (ZHT HIEEHIHE L FRHFE (73 =)
e Y — )L R— K (74_—7)

e 2L Y —)LIR— N DOILEE (74 _X—)

eV —)LIR—=F DI T URAR—= b= TORE (74 =)

o 1 — )LAR— MBI NSSH DR ED TR (76 ~—)

Uty hARZ U OWE (80 2—)

O Y —J)Lik— k., Telnet. 8 XU SSH IZEET 5 &
18 & WIS I8

e NI UVAR— b=y TN =YXy MEHA VA —T oA RZEAINDEE, TR
AN—k = 7 TO Telnet 3 L 8 Secure Shell (SSH) FHEIL, LT T D Telnet I8 LN
SSHREZA—"—F 4 FLET,

A —HY Ry NEHA X —T oA A BET A — ORI, B —h L —HF4 LR
AU — R 2 T& 9, Bett Telnet £ 72 13E et SSH 2 L TA —Hx v |
BHILA A —T o f ARHATT R AT VB AT Ha—F—F, AAA RIFA{FHTX
¥ A,

TIT 4772 Telnet £721XSSHE v v a v i’b oA —Vxy MEHA L X —T =1 AT
N7 AR—b~o7HEHTLE, 777407 By a rBNOIBEn2 /EEERSH
9, L, A X =T 2 A ANL N TV AR— b~y T 2HIBRTHE, 77T 477
Telnet v v a U F72IESSHE v v a ORI SN ET A,

BN =B LS ARFT—DOREITEETTN, RETHIEEHELES, N —
1L, HFIZ Telnet £721E SSHAT AT — X A 2 —WIRTA Vo7 —F L LTHIBE
7,
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a2 Y—LR— k. Telnet. H&USSHORE, BLU Uty bREY |

a2y —)L A R—k

FRA AR D ary—uiR— M, EIA/TIA-232 3EREA. 7o —Hl#R Lo U 7Lk T,
RIAS ax 7 2 LET, oV —IbiR— NI, T, A~DT 72 RfEHESH, LV—
M at o Y OFTE SRIVIAE L TWET,

a ) —VIR— FEFERA LT A, A~DT 77 ACDOWTIE, CiscolOSXE Y 7 b =7 D
fEH (39 X—v) #&RL T IV,

a2y —)LiR— FDULE

Iy =R — b AL TV—XIZT 78 AT H8E1E. BEIMIZ CiscolOS Command-Line
Interface (CLI) ~FEINET,

gL )= VR— &N LT —F ~DT 7 & ZRIT T, CLLICES T 2RI L— 225 %
Koz (Ctrl-C F£721% Ctrl-Shift-6 Z #1977y, Telnet 7’17 > 7" K Csend break =~ > K%
A1) . FERPIOS 7Ry r—VIZT 7B ARBETHIUE, BMre— RiZFEEInET, 2
NOOBREEEET DT, ar =V FR—RMNIBELEZN IV AR— s~y TEary/—
N AVHE—T A ATHEHLET,

aAVY—ILR— DS URAR— Y TDHRTE

FIE

AFv 1 enable

1 -

TDRAAT T, TAALODa Ly — )VIR— A B —T 2 ATV AR— =T
BRETAFECOWTHALET,

Router> enable
¥#HE EXEC E— RZHBIZLET,
NAT— REASILET (ERINZHE) .

AT w72 configureterminal

&1

Router# configure terminal

Ja—n)ar74Xal—v gy T— REBEBLET,

i Cisco8300> ) —X £Fa17IL—48 VYT rYTTHREHAFE



| 2> v—ILR—k. Telnet. H&USSHOME, LUty FREY
A v—LR— ko rSorE—ry ToBE |

A5 73 transport-map type console transport-map-name
51

Router (config) # transport-map type console consolehandler

DY VR RS B 100 b TV A K= b~y TR L AR, FTUAE— vy T
Ay 7 4 F¥alb—vary E— REBBLET,

AT w74 connection wait [allow [interruptible] |none [disconnect]]

1 :

Router (config-tmap) # connection wait none
gV = VER AT S kR, ORI UAR—F vy I THRELET,

« allow interruptible : = > Y — /L5 1% Cisco [0S VTY [HIFRAMEHFTREIC 2 D D25 L £+, £7-.
2 —H % Cisco I0S VTY [EHRAME I ATREIC 72 D DA FFHE L TV 2 2 2 Y — LEEGICHEI D JATe Z & IT &
0. BWT— REBATEET, SABT T A0 FRETT,

GE)
Ctrl+C F—FE72iT Ctri+Shift+6 F—Z AT 2 & a—FIIET OERICHI VAT Z LA TE E
R

enone: YV — LIEGII TS HICETE— RE2BB L £,

AFTwv 75 ({EE) banner [diagnostic |wait] banner-message
£

Router (config-tmap) # banner diagnostic X

Enter TEXT message. End with the character 'X'.
--Welcome to Diagnostic Mode--

X

Router (config-tmap) #

(FA7vayv) BHie— REBBLTWSa2—Y Fdar Y — L b TV AR— <=y TREDT-DIC
Cisco IOS VTY [HI#RZFfE L T\ D 2 —WICRKREINDHNTFT— A v E—UZEHR L ET,
e diagnostic: =Y —/L F T AR — b vy TREOTZDIZZHIET— FICHE SN2 —PFITRRS
NAHNF— Ao —I%ER LET

GE)
Ctrl+C —F 721L Ctrl+Shift+6 F+—% A /1325 &, 2 — VI OREGICE VAT Z LN TE F
7,
« wait : Cisco I0S VTY 2MEAFREIC 2 D DA FHE L TV A2 —TICRRENDI AT — A v —V%1{E
BRLUFET,

« banner-message : [MI U7 U I # CHMGIB LU T TN — X vt —,

ATy T6 exit
1 -
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Router (config-tmap) # exit

T AR— =y a7 4 Fa2l—vagry BT—FE2RTLT, ZJe—ULary7F¥al—v3ay
ET—RFEHEBELET,

AT wF7T transport type console console-line-number input transport-map-name

&1

Router (config)# transport type console 0 input consolehandler
FIUAR=—F vy P TCERBSNIERELZ AL Y=L A F—T = XA L ET,

Z @ == RO transport-map-name X, transport-map typeconsole =~ > K CiEF% S 417 transport-map-name
BT HMERDHY £7,

1

WIZ, 22—V IR—b DT VAR —%FFKEL, 22—/ HR— b 0T
THEDIC N TV AR— N~y TRERTIHPE2RLET,

Router (config) # transport-map type console consolehandler
Router (config-tmap) # connection wait allow interruptible
Router (config-tmap) # banner diagnostic X

Enter TEXT message. End with the character 'X'.

--Welcome to diagnostic mode--

X

Router (config-tmap) # banner wait X

Enter TEXT message. End with the character 'X'.

Waiting for IOS vty line

X

Router (config-tmap) # exit

Router (config)# transport type console 0 input consolehandler

ﬂ&

UV —=ILIR— bE KLU SSH DL F DR

a2 —LiR— bk, SSH, B LN Telnet DALEFRE L Fond DITIE, RDoa~ FEEHLFE
j‘o

« show transport-map

» show platform softwar e configur ation access policy

N7 UAR— K v v TREEFRRT DHIZIE, showtransport-map =~ > REFEH L £,
show transport-map [all | name transport-map-name | type [console [ssh ]

oo Nit, 2 —W EXEC £— F £ 721345 EXEC £ — N A FHE T,

i Cisco8300> ) —X £Fa17IL—48 VYT rYTTHREHAFE



| 2> v—ILR—k. Telnet. H&USSHOME, LUty FREY
avv—uti— ks UssHonEzEoRT [

1

WIZ, TRAATHREEINTEZ N TV AR— <y 7FOH (2 —/Li"— | (consolehandler) .
Fifet: SSH (sshhandler) . £Ffitk Telnet b7 AR — bk (telnethandler) ) Z/RLFT,

Router# show transport-map all
Transport Map:

Name: consolehandler

Type: Console Transport

Connection:

Wait option: Wait Allow Interruptable
Wait banner:

Waiting for the IOS CLI

bshell banner:

Welcome to Diagnostic Mode

Transport Map:

Name: sshhandler

Type: Persistent SSH Transport

Interface:
GigabitEthernet0/0/0

Connection:
Wait option: Wait Allow Interruptable
Wait banner:

Waiting for IOS prompt

Bshell banner:
Welcome to Diagnostic Mode

Router# show transport-map type console
Transport Map:

Name: consolehandler

Type: Console Transport

Connection:

Wait option: Wait Allow Interruptable

Wait banner:

Waiting for the IOS CLI

Bshell banner:

Welcome to Diagnostic Mode

Router# show transport-map type persistent ssh
Transport Map:

Name: sshhandler

Type: Persistent SSH Transport

Interface:
GigabitEthernetO
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Connection:
Wait option: Wait Allow Interruptable
Wait banner:

Waiting for IOS prompt
Bshell banner:

Welcome to Diagnostic Mode

SSH:

Timeout: 120
Authentication retries: 5
RSA keypair: sshkeys

Router# show transport-map name consolehandler
Transport Map:

Name: consolehandler

Type: Console Transport

Connection:
Wait option: Wait Allow Interruptable
Wait banner:

Waiting for the IOS CLI
Bshell banner:

Welcome to Diagnostic Mode

FElEar Yy —/ AR— b, SSH, ¥ XU Telnet B DI BT 2 BUTRE 4 R T DITIE.
show platfor m software configuration accesspolicy =~ > KZFEH L ET, ZDa~vr RO
i, KX A 7 (Telnet, SSH, BL Va2V —)L) OBEORHER Y v—& | BUEHRTE
STV DOLNRNT—DIFHRP R ENET,

show transport-map =~ > N &3 872V | show platform software configuration access policy =
~ RiIZWre— FTHEMMETT, 20D, FTUAR— vy TREBTHRPLETH D
IZH 23020 57 Cisco IOS CLIIZT 7 E A TERWEGAIC, Z0avy FE AN TEET,

1

Router# show platform software configuration access policy
The current access-policies

Method : telnet
Rule : wait
Shell banner:
Wait banner :

Method : ssh
Rule : wait
Shell banner:

Wait banner :

Method : console

i Cisco8300> ) —X £Fa17IL—48 VYT rYTTHREHAFE



| 3> V==t Telnet. HEUSSHOME, BLUU£y bRE Y
avv—uti— ks UssHonEzEoRT [

Rule : wait with interrupt
Shell banner:
Wait banner

1

ZOFITIE, SSHHDH LW KT U AR — b~ v TRERE SNSRI & %O T THRIT
X5 show platform software configuration accesspolicy 2~ > K& /r LE¥, X EHF
(2. FHEtE SSH b 7 U AR — b v v T O AR Y & — LN F =N E S 4, SSH D
N7 AR—F v IRA =T LI ET,

Router# show platform software configuration access policy
The current access-policies

Method : telnet

Rule : wait with interrupt
Shell banner:

Welcome to Diagnostic Mode

Wait banner
Waiting for IOS Process

Method : ssh
Rule : wait
Shell banner:
Wait banner

Method : console

Rule : wait with interrupt
Shell banner:

Wait banner

Router# configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
Router (config) # transport-map type persistent ssh sshhandler
Router (config-tmap) # connection wait allow interruptible
Router (config-tmap) # banner diagnostic X

Enter TEXT message. End with the character 'X'.

Welcome to Diag Mode

X

Router (config-tmap) # banner wait X

Enter TEXT message. End with the character 'X'.

Waiting for IOS

X

Router (config-tmap) # rsa keypair-name sshkeys

Router (config-tmap) # transport interface gigabitethernet 1
Router (config-tmap) # exit

Router (config) # transport type persistent ssh input sshhandler
Router (config) # exit

Router# show platform software configuration access policy
The current access-policies

Method : telnet

Rule : wait with interrupt
Shell banner:

Welcome to Diagnostic Mode

Wait banner
Waiting for IOS process
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a2 Y—LR— k. Telnet. H&USSHORE, BLU Uty bREY |

Method : ssh

Rule : wait with interrupt
Shell banner:

Welcome to Diag Mode

Wait banner :
Waiting for IOS

Method : console

Rule : wait with interrupt
Shell banner:

Wait banner :

vy bR 2 DDOEE

Uty RS HEREIL, §NTO Cisco 8300 ¥ ) =X EF 2 T /—HIZT 7 4 /L h TRIES
NTNET, Vly MRYCEEAT L L REMEDFNTIEE Liefeo/2h | 2—H—
nr A e RES TR T A TER{lgo72h LIz & &I, Cisco8300 v ) —A ¥ =
TR EERETE LT,

v b2 HEEIZDOINT

TN RTIE, Uty FARZ COBRITAEDNI > TWET, ZOBRELZENCT 21T,
Nno service password-recovery strict =~ > R&fiH L £7,

T ABIIMES TS & 21T, Wl SHAD YTy MRS & iT L, ZOliEE 1Y
H—TEET,

WKORTIH, Vh—EARRTU—REEHY LY —EART— REEZR2LOFM T, SFEE
A EDLETOY vy MR UHREOEIELZ R LE T,

3 7: Service password-recovery

Yty bREVEHT (RT—4R) Bk
#No d—)TF |d—ILT |RE&—F |4 A—2 |Config BINER
A A— | KR VWL
v X
1 HY HY HY T—F | F—F |-
% %
2 HY HY 2L T—F | F— T |-
% %

i Cisco8300> ) —X £Fa17IL—48 VYT rYTTHREHAFE




| 2> v—iuk—k. Telnet.

BELUSSHOME, ELUUty bRE2Y

vty bkg ogazonT [

3 HY 7L HY =—5 |PnP A
N VA
HIlEsR
4 Hb L 2L =—,L5 |PnP -
Ve
5 7L HY Y 1Y =7 |-
Ve
6 7L HY 7L FETE I—L7 |-
Ve
7 L 7L »HY PR PnP A K — K
A
HIl B
8 L L L T UE PnP -
5= 8: No service password-recovery
Dty bR2 &Y (RT—2R) e
#No d—LT |d—LT |R4—F+ |4 A= |Config BINER
A A— | UK 7T
1 HY NVRAM | &b a—/7 | PnP HE
W g
2 B T—hr7 | HY =T | T—T | THE
Tyva v -
W
3 HY NVRAM |7 L =—,5 |PnP W
W g
4 by 7—bh7 |72l =7 | F—T | HE
T va NG Ve
A
5 HY L HY =—/,L7 |PnP HE
Ve
6 HY mL mL =—/7 |PnP HE
Ve
7 L NVRAM | %1 T PnP EES
A

Cisco8300 ) —X X1 F7I—F VYT b7
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a2 Y—LR— k. Telnet. H&USSHORE, BLU Uty bREY |

B oo e oeeancysroonmzges

8 2L T—1F7 |bb 1 T F |
Tyva N2
W

? 2L NVRAM |72 L PRYE PnP D
™

10 sl T—h7 |l e T—LT | %
Tyva N2
W

11 2L L ol TEE PnP W

12 L 2L 7L Yt PnP W

)ty bRE DHEEZAMICT D -HDORIHREN

« T84 ZAD ROMmon X— = 1N 1718 (1.5r) LLETHAZ L 2MHELET,

» golden.bin f A —3 & golden.cfg Z T 7% E L T 72V,

avhrO—5F—FDYty bAREZ VICEHT BHIFIEIE

Uy MY UEHEHATHE, TXTOSD-WANFKEZTHE L= D | Cisco8300 > U —X
X 2T N—F DT T x v NRIE & L TEHATREZR ciscosdwan.cfg iR E & W H L 72V T&
F9, Vv bARZ 0L, ®OIT goldenbin A A—VEEEBL LD & LET (AREE.
%6) . goldenbin £ A —VNEATERWGE, KRIZT 74V OT— "7 v TRIEE
BATLET, Uy MEETIZ, goldenbin A A —VIIMATIEIH Y FHA,

TA ANEEZRBE L T DHEIE, VY NAZ U EZHTHLERSHD 9, VAT A
BAROMMON E— RE7/III0S T — FIZRESINTWAEES. Vv MEGEIZEHWEL 1
Ho

vy bARE UBBEEAMICT DAE

FIRDEE

ZZTiE. Cisco8100 >V —A X 2T /L—FTYty FARZ REZAENCT D ITEICHOND
T LET,

configure terminal

service passwor d-recovery

Nno service passwor d-recovery
exit

No service recovery-service strict

apwbd-=
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| 2> v—ILR—k. Telnet. H&USSHOME, LUty FREY

Yy bR osoanitsmmt

FE D
Fig
AU RFERET7TIV3 Y B#
X w 71 | configureterminal JTa—)L a7 4 X2 lb—3ay e— REELG
1 - LET.
Device# configure terminal
AT 72 |service password-recovery TNA A TNRAYT — REfEH — A ERELET,
fi
Device (config) # service password-recovery
A w 7 3 | no service passwor d-recovery WA LW T AL Z2FEETXET, 270, T
. TOL—FP—FE L F—NHIRSN D720, F3A
1 : I
ZITHRESINET,
Device (config) # no service password-recovery GE)
IOSNVRAM O startup-config 7 7 A /LS HIER S v 7e
WESIZ, VINRT AL =XLELTT A AT
golden.bin & golden.cfg DFXENH D = & ZHEE L
i‘j‘o
ATy 74| exit I T4 FXal—varEB—REKT L, K
B - EXEC &— RIZR D £7°,
Device (config) # exit
Z 5+ 7 5 | no servicerecovery-service strict FRALATY &y MRZ AR E BT LE T,
1 ()
Device (config) # no service recovery-service CiscoIOS XE 17.18.x U U — A LIBE T, T34 &
strictexit IZ golden.bin <° golden.cfg DX ENH > TH, no
servicerecovery-servicestrict =~ R&EHT 5
LT AE R TE RN, VA T~OIRNFF
Al (RMA) % U70 iR ESOASHS MBI 72 ) 77,

)ty FRE UERED AR & ERE

Device# configure terminal

Enter configuration commands, one per line. End with CNTL/Z.

Device (config)# service password-recovery
Executing this command enables the password recovery mechanism.

Device (config) #
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B oo ke omeoam et

Device# configure terminal
Enter configuration commands, one per line. End with CNTL/Z.
Device (config)# no service password-recovery strict

WARNING:
Executing this command will disable the password recovery mechanism.
Do not execute this command without another plan for password recovery.

Are you sure you want to continue? [yes]: yes
Device (config) #
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Irh-7:|&:
5 2

VI RIITDA VR —)L

ZOEONKFIT., ROLEEY TT,

VT R T DA LA R—)L (852—)

*« ROMMON A A—3 (85 ~—7)

e Ty ANV AT L (86 RX—)

s HEVER SIND 7 7ANT 4 L7 PUBIRT7 740 (87 =)

e 7Ty vaA ML —Y (88 X—1)

cHE) 7 —hDar 74 X2l —2 gy LUAXDOHRT (88 X—)

VT NI T DA VAN=NVHEET T T L— RHE (89 ~—)

A VAP Naw L REFHLEY 7 F 2T DA A M=/ (98 X—)
* No Service Password-Recovery D% E (126 ~—)

YOIz T7DA 2R M—)L

N—BIZ) T NI =T %A A=A THEE, E Ny r—Y (F—bA[feA A=) %
ALVAM=VLET, ZHEH TR —Y (EVa2— VYT YT 2=y ) ONUR
IVTHERENTEBY, £ 70 r—=VI3 TN R 5 v 2L £,
AN r—VEFEH L TEITINDGT A ZAOEHLEHE (89 X—)  ZOHFIETIL,
YT Ry r—=D % HRNCT v 77— R TE, WRIZIAT 2 5L i LT, @I 7 — M
MPHELS RV ET, TEVa— VDY T N7 ZERICT v 77 v— RT5581%. 205k
EEALET,

= 2OFHR A EER, TESNTWDRSTHFNICY 7 b =T O7 v 77 L— R ELT
THIEEBBIOLET, Y7 T Ty 77— REEHT DT, v—F% D 7 —k
THMERDHY T,

ROMMON 1 A —<

ROMMON A A=, /L—ZOROME=% (ROMMON) Y7 hv =7 T SN2 Y 7 b
VT Ny =T, ZOY T MU T ANy =P =S ORBICEF A S0 D
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B oz5a

PPANE S A R 7 I |

ER = L TR DO TT, ROMMON OZEMIZ-DOUWTiL,  [Hardware Installation Guide
for the Cisco 8300 Series Secure Routers] ZZM L T 72 &0y,

S L7ZROMMON A A— (VY7 b =T RNoulr—) WYV —AINDTERHY FT,

HLWROMMON V7 hU =T Zflio CIL—F%T v 77 L— RT&Ed, dFRFIEICON
TiX, ROMMON A A —=VIZMEDO~ =27 L EZRL T IZ30,

)

(G£)  ROMMONA A=V D LWWA—T 3 U, WICA—F DGy r— LRI J—2 S
D EERY £ A,

TJ7A4ILVRT A

WDFIZ, Cisco8300 ) —A X2 T N—HF TERRAJRER T 7 ANV AT DY A N&ERL

ij—o

RIGTNAADIF7FAILV AT L

T7AIWNVAT L

B

bootflash:

T—h 7T a ATYDT 7 AV VAT A,

flash:

FRROT— b7 T a2 ARV DT AN AT LD A Y T A,

harddisk:

N—=RF 427 T ANV AT (CLIa~Y Ron—RF ¢ 27 %{FH
L 72 NVME-M2-600G ¥ 7-1% USB-M2-16G ¥ 7-1% USB-M2-32G)

cns:

Cisco Networking Service D7 7 A /LT 4 L7 N U,

nvram:

T 734 AD NVRAM, NVRAM [# T startup-config %2 = &*—T& £ 77,

obfl:

FUR—=FEErX S (OBFL) 77 A/NVHD T 7 A4V AT b

system:

a7 4 FXFa2b—varEEl, VATAAEFVHAOT 7 AL A
T I

tar:

T—AAT Ty7AI VAT L,

tmpsys:

—EHFERT N T ANDT AL AT A,

USB ¥ 17 C

Universal Serial Bus (USB) 77 vy =2 RIA4 T DT 7 AL AT I,
GE)

USB7T v a2 RIATDOT 7 AL AT L%, USB KT A 77 usb0:
F721Fusbl: R— MIEFIN TV EBRICOLFERINE T,

i Cisco8300> ) —X £Fa17IL—48 VYT rYTTHREHAFE


https://www.cisco.com/c/en/us/td/docs/routers/secure-routers/sec-8300-series/hardware_installation-guide/secure-8300-series-hig.html
https://www.cisco.com/c/en/us/td/docs/routers/secure-routers/sec-8300-series/hardware_installation-guide/secure-8300-series-hig.html

| vIryz7o1o2 =0
BRERENET7ALTF4LY FUBEUT74L [

PNNT AT a v EEHT L, FiFav o R YTy LA A RO copy 2 REf
ALET,

BEIERINBD T 7AILTALY FYUBEUT7AIL

Z 2T, ERTWRERBEVER 7 7 A VET 4 L7 FUIZHOWT, Bz nbnFT 17 b
VND T 7 A NEERT D HECOWTHRIALE9,

R10:BHERSNET7AIL

T7ANERFT 4 LY |5
)

crashinfo 7 7 A /L crashinfo 7 7 A /L3 bootflash: 7 7 A LV AT MIRIESNDH Z &
NhHYFET,

INEDTFANMIITY Ty 2 T ARBABEEA S ENLTE
D, WESCKN T TN a—T 4 TIENLLET, 2L, Th
5®774wi?ﬂ4X@@WKmﬁ%éﬂﬁwtb\%%LT
HT A AOKEREITITEZER H Y FH A,

core7 4 L7 RV core 77 A ILDA L —IUREIK

ZOT 4 V7 FPUIREEESND L, T— T v TREICE B
ERRENET, ZOT 47 PUKNOD core 7 7 A ME, T3 A
FEREIC A RIFSTICHET D ENTEETN, 74127 b
UBEKRIZHEE LR T 7ZE0,

lost+found 7 4 L7 kU VAT AT 2y INETINDE, T T v THHIZIDOT 4 L
7 NUDBMERRSNET, ZOT 4 L7 NUNRFRRIND Z LIF5E

BIZIEFRRETH O, T3 RZHEPBE LD TIEH Y
FHA,

tracelogs 7 4 L7 KU trace 7 7 A /LD Ak L—IHE

trace 7 7 AL N T TN a—T 4 U TIKRNBET, T2E 2T
CiscolOS 7' m & A ZFEENRAE LTGG, 22—V T7 7y a—
T4 T Y EITZWE— REfE S T trace 7 7 A /UIZT 7 B A
L. Cisco IOS [EFEIZFET HIFMAINETE LT,

7272 L. trace 7 7 A /VIET A AOBMEIZIHEH SR ni=w,
HWELTHTFNA, ZADONNT 4 —< 2 AT ERH Y X5 A,

BEEREINDTALY N ICEAT 2EEEIE
HEVERINDT 4 V7 PUVICETHIEERERITKDO LB TT,

Cisco8300 > —X X7 L—42 VI ryz7EEAIF |
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B soaxr—o

s Cisco W A X ~—HR— F N HDFRBILWDIEY | bootflash: 7 ¢ L7 b VIZBEAERK S 1L
727 7 ANVOHIBR, ATAERE, BE), 7232 0MOEREEZ{THRNTEE,

A\

GE)  bootflash: ICHEBVER SN 7 7 ANVELEFETLHE, AT LS
T A=< AT RRERE OO THERH Y £,

e crashinfo 7 7 A /L, core 7 7 A /L, trace 7 7 A /VITHIBETE £,

s\\

7299y aXML—

VIR r—ViF, 799022l 0a—HNV AT 4T AL —IICA VA M—=LENFET,
75w a A ML —YO8A1 dir bootflash: =~ REFHT AL 77 A M4BT X &N

£,

Y

GE)  FTAAAREFICEETL7DIE 7T v 2 A ML —URNNE T,

=N =

BEJ— DO TI4F¥aL—2a3r LORAIDETE

AT 4 FX a2l =g LURFEFRALC, BfEEEARECEET, iR, TS A0
HEORIENEG ENET, KOWTrOa~y REEH LT, ROM TEET I LI ic=
V74 X2l —ary LURAFEOXOICRELET,

*CiscolOS 2> 7 4 ¥ =2 L—3 3 > F— FTconfigreg0x0 =~ > R&EFEHL 7,
« ROMMON 7' 12 > 7 |k C confreg 0x0 ==~ > R& A L £,

AT 44X alb—vay LYRAKOFEMIZOWTIE,  [Use of the Configuration Register on All
Cisco Routers] #ZH L T 7230,

G¥) AT 4 K2l —Tay LURAFE 02102 IZRET DH L, CiscolOSXE V7 by =7 % BHE)
T—= P TDHECT A ARRESINET,

GE)  confreg % 0x2102 £721F0x0IZZEHE L7k, =Y —/LDAR—L— MR 9600 123 E INET,
confreg 5% i Lt?& ay Y=ty a rEMLTERWEGS, EIXERO RV AR
FRENDEEIE, WMARTI 2L —2 a3y V7 MU =T TRER 9600 IZEFE LT ZE0,

i Cisco8300> ) —X £Fa17IL—48 VYT rYTTHREHAFE
88 I


http://www.cisco.com/c/en/us/support/docs/routers/10000-series-routers/50421-config-register-use.html
http://www.cisco.com/c/en/us/support/docs/routers/10000-series-routers/50421-config-register-use.html

| vIryz7o1o2 =0

IRz FDA VR M—LEEETvTIL— ks

JILDTTDA A M—=ILAEETY TSI L—KAZE

ma

INY T —

VI NI 2T HA LA N—NEFRIZT v 77— FTBI20%, ey r—2 % L THEIT
SNDT A ADELEFE B9 —Y) OFEZENLES, V7 U=TDA A
f—=v] OHEHLZBHLTTEI,

VEFERALTERITSNSGTNNA RADEELERTE
ROBETT A AZEHL, FETEET,
scopy BL W boot =~ REMH LIZHE Ny r—VOBFHELEERE (89 ~—)

sboot 2= RZMMA L CTFTP & THRE/RN v r—YE2EET 2 LT A RAEHE
(95 ~<—3)

copy 5&UWhoot a7 FEFEALEMENVT—DDEELERTE

WA =BT v 7T L— KT 5121F, copy 2~ RafEHA L T/L—# ? bootflash: 7 «
LI RUICHE Ny r—V%ae—LET, 29 LTHANN Ny —Yoav—a2El L%,
WA= T ANEB ST T — T 559V —FERELET,

ZOfE, TFTP #fEH L C bootflash: 7 7 A VT AT DB/ r—T 7 7 A )V A E—
T5hHEERLTVWET, 512, bootsystem =~ R&@MH L CEEITA L HIc=r 7 4

X2l —Tary LYVRAXEREL, bootsystem <> RIZ LY. bootflash: 7 7 A LT AT L
WRIFEN T DAy r—V A L TEEIT 2 Lo v—Z IR LET, TDH%, HiL
VVERE 1L copy running-config startup-config =2~ > RIZK W ERFS N, AT AR B— K&

nNCTavARKTLET,

Router# dir bootflash:

Directory of bootflash:/
23 -rw- 0 Jun 5 2025 09:50:37 +00:00 iox alt hdd.dsk

784897 drwx 3358720 Jun 5 2025 09:23:28 +00:00 tracelogs
392449 drwx 4096 May 21 2025 09:22:30 +00:00 .rollback timer
11 -rw- 422 May 21 2025 09:12:33 +00:00 .iox dir list
915713 drwx 4096 May 21 2025 09:12:13 +00:00 SHARED-IOX

21 -rw- 30 May 21 2025 09:12:12 +00:00 throughput monitor params
15 -rw- 143041 May 21 2025 09:12:04 +00:00 memleak.tcl
1046531 drwx 73728 May 21 2025 09:12:00 +00:00 license evlog
1046529 drwx 4096 May 21 2025 09:11:53 +00:00 .prst sync

12 -rwx 261921 May 21 2025 09:11:47 +00:00 mode_event log
59 -rw- 7762 May 21 2025 09:09:09 +00:00 packages.conf
48 -rw- 7762 May 21 2025 09:04:42 +00:00

Cisco8300 > —X X7 L—42 VI ryz7EEAIF |
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c8kg2be-universalk9.17.15.03a.SPA.conf

1047801 -rw- 59995452 May 21 2025 09:04:39 +00:00
c8kg2be-rpboot.17.15.03a.SPA.pkg

1046537 drwx 4096 May 21 2025 09:04:38 +00:00 .images
130817 drwx 4096 May 21 2025 09:01:56 +00:00 sysboot

47 -rw- 9391 May 21 2025 08:59:39 +00:00
c8kg2be-universalk9.BLD V1715 THROTTLE LATEST 20250310 183113.SSA.conf
1047773 -rw- 59995512 May 21 2025 08:59:38 +00:00
c8kg2be-rpboot.BLD V1715 THROTTLE LATEST 20250310 183113.SSA.pkg
785553  drwx 4096 May 21 2025 06:27:34 +00:00 memaudit log
13 drwx 4096 May 19 2025 03:58:14 +00:00 core

46 -rw- 1003589796 May 14 2025 11:21:03 +00:00
c8kg2be-universalk9.BLD V1718 THROTTLE LATEST 20250423 010128.SSA.bin
45 —-rw- 396 May 14 2025 05:39:34 +00:00 ct persistent.txt
44 -rw- 7711 May 6 2025 08:36:06 +00:00
c8kg2be-universalk9.17.15.03.SPA.conf

1047740 -rw- 59987868 May 6 2025 08:36:03 +00:00
c8kg2be-rpboot.17.15.03.SPA.pkg

24 -rw- 953199576 May 6 2025 07:02:50 +00:00
c8kg2be-universalk9.17.15.03.SPA.bin

43 —-rw- 16464 May 6 2025 05:38:49 +00:00 dizeng-crestone-confg
39 -rw- 957518956 May 5 2025 12:04:02 +00:00
c8kg2be-universalk9 npe.17.15.03a.SPA.bin

38 -rw- 953231736 May 4 2025 08:39:53 +00:00
c8kg2be-universalk9.17.15.03a.SPA.bin

1047812 -rw- 891244544 May 2 2025 19:08:25 +00:00
c8kg2be-mono-universalk9.17.15.03a.SPA.pkg

1047807 ~-rw- 5677056 May 2 2025 19:07:15 +00:00
c8kg2be-firmware nim xdsl.17.15.03a.SPA.pkg

1047809 -rw- 13889536 May 2 2025 19:07:15 +00:00
c8kg2be-firmware sm 1t3e3.17.15.03a.SPA.pkg

1047808 ~-rw- 10444800 May 2 2025 19:07:15 +00:00
c8kg2be-firmware prince.17.15.03a.SPA.pkg

1047810 ~-rw- 14671872 May 2 2025 19:07:15 +00:00
c8kg2be-firmware sm async.17.15.03a.SPA.pkg

1047804 -rw- 11956224 May 2 2025 19:07:14 +00:00
c8kg2be-firmware ngwic tlel.17.15.03a.SPA.pkg

1047806 -rw- 11804672 May 2 2025 19:07:14 +00:00
c8kg2be-firmware nim shdsl.17.15.03a.SPA.pkg

1047805 ~-rw- 13254656 May 2 2025 19:07:14 +00:00
c8kg2be-firmware nim async.17.15.03a.SPA.pkg

1047811 -rw- 204800 May 2 2025 19:07:14 +00:00
c8kg2be-firmware sm nim adpt.17.15.03a.SPA.pkg

29 -rw- 953227220 Apr 22 2025 12:40:25 +00:00
c8kg2be-universalk9.BLD V1715 3 THROTTLE LATEST 20250421 200058.SSA.bin
28 -rw- 5813308 Apr 22 2025 12:03:54 +00:00
SDK112312-Prod-SoC2-v17.15.3 1r-cp.pkg

26 —-rw- 763701 Apr 17 2025 08:58:31 +00:00 wilson-running-cfg.txt
25 -rw- 8630272 Apr 11 2025 11:28:20 +00:00
c8kg2be-hw-programmables.C0x25033132 W0x25033132.pkg

14 —-rw- 56012800 Apr 3 2025 08:56:15 +00:00
secapp-utd.17.15.03.1.0.8 Sv3.1.81.0 XE17.15.aarché64.tar

75 —-rw- 1002810808 Apr 1 2025 07:21:54 +00:00
c8kg2be-universalk9.BLD_ POLARIS DEV_LATEST 20250325 181737.SSA.bin
1047751 -rw- 891219968 Mar 26 2025 06:51:11 +00:00
c8kg2be-mono-universalk9.17.15.03.SPA.pkg

1047747 -rw- 10444800 Mar 26 2025 06:50:09 +00:00
c8kg2be-firmware prince.17.15.03.SPA.pkg

1047745 -rw- 11804672 Mar 26 2025 06:50:09 +00:00

c8kg2be-firmware nim shdsl.17.15.03.SPA.pkg

i Cisco8300> ) —X £Fa17IL—48 VYT rYTTHREHAFE
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1047750

—rw—
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204800 Mar 26 2025 06:50:09 +00:00

c8kg2be-firmware sm nim adpt.17.15.03.SPA.pkg

1047744

—rw—

13254656 Mar 26 2025 06:50:09 +00:00

c8kg2be-firmware nim async.17.15.03.SPA.pkg

1047743

—rw—

11956224 Mar 26 2025 06:50:09 +00:00

c8kg2be-firmware ngwic tlel.17.15.03.SPA.pkg

1047748

—rw—

13889536 Mar 26 2025 06:50:09 +00:00

c8kg2be-firmware sm 1t3e3.17.15.03.SPA.pkg

1047746

—rw—

5677056 Mar 26 2025 06:50:09 +00:00

c8kg2be-firmware nim xdsl.17.15.03.SPA.pkg

1047749

—rw—

14671872 Mar 26 2025 06:50:08 +00:00

c8kg2be-firmware sm async.17.15.03.SPA.pkg

74

72

—rw—

—rw—

2510307 Mar 19 2025 07:08:14 +00:00 redirect.out

953199060 Mar 12 2025 07:00:51 +00:00

c8kg2be-universalk9.BLD V1715 THROTTLE LATEST 20250310 183113.SSA.bin

1047784

—rw—

891203584 Mar 10 2025 20:59:47 +00:00

c8kg2be-mono-universalk9.BLD V1715 THROTTLE LATEST 20250310 183113.SSA.pkg

1047781

—rw—

13889536 Mar 10 2025 20:58:37 +00:00

c8kg2be-firmware sm 1t3e3.BLD V1715 THROTTLE LATEST 20250310 _183113.SSA.pkg

1047779

—rw—

5677056 Mar 10 2025 20:58:37 +00:00

c8kg2be-firmware nim xdsl.BLD V1715 THROTTLE LATEST 20250310 _183113.SSA.pkg

1047780

—rw—

10444800 Mar 10 2025 20:58:37 +00:00

c8kg2be-firmware prince.BLD V1715 THROTTLE LATEST 20250310 183113.SSA.pkg

1047782

—rw—

14671872 Mar 10 2025 20:58:36 +00:00

c8kg2be-firmware sm async.BLD V1715 THROTTLE LATEST 20250310 _183113.SSA.pkg

1047778

—rw—

11804672 Mar 10 2025 20:58:36 +00:00

c8kg2be-firmware nim shdsl.BLD V1715 THROTTLE LATEST 20250310 183113.SSA.pkg

1047776

—rw—

11956224 Mar 10 2025 20:58:36 +00:00

c8kg2be-firmware ngwic tlel.BLD V1715 THROTTLE LATEST 20250310 183113.SSA.pkg

1047783

—rw—

204800 Mar 10 2025 20:58:36 +00:00

c8kg2be-firmware sm nim adpt.BLD V1715 THROTTLE LATEST 20250310 183113.SSA.pkg

1047777

—rw—

13254656 Mar 10 2025 20:58:36 +00:00

c8kg2be-firmware nim async.BLD V1715 THROTTLE LATEST 20250310 183113.SSA.pkg

62

1046534

392450

71

70

—rw—

drwx

drwx

—rw—

—rw—

5823548 Feb 25 2025 12:53:04 +00:00 C8000-NG-s52-17-15-1 17r.pkg
4096 Feb 3 2025 10:28:42 +00:00 pnp-tech
4096 Jan 28 2025 07:20:24 +00:00 .dbpersist

261214 Jan 28 2025 07:16:04 +00:00 ajay backup.cfg

5821500 Jan 24 2025 02:54:43 +00:00

SDK112312-Prod-SoC2-v17.15.1 1l4r-cp.pkg

68

—rw—

9754990 Jan 20 2025 05:17:19 +00:00 show-techl717
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Jan 20 2025 05:16:14 +00:

CRFT_Admintech C8375EG2 2025-01-20_05-16-14.tar.gz

69 -rw- 846347
66 -rw- 6928
65 -rw- 6928
64 -rw- 301992
63 —rw- 1015740420

c8kg2be-universalk9.BLD_ POLARIS DEV_ LATEST

60

37

—rw—

—rw—

969660392

Jan 13

Jan 13

Jan 9

Jan 8

4653056

2025

2025

2025

2025

07

07

09

07

:39:59 +00:

:39:04 +00:

:08:37 +00:

:33:57 +00:

00

00

00

00

00

20250106_030447

PPANE S A R 7 I |

ciscortr.cfg
C8375-E-G2.cfg

dual-public-ip.cfg

.SSA.bin

Dec 25 2024 03:50:16 +00:00
c8k30be-hw-programmables.C0x2408272B.pkg
Dec 11 2024 05:40:52 +00:00
c8k30be-universalk9.BLD POLARIS DEV_LATEST 20241209 180254 V17 17 0 _27.SSA.bin

05:25:07 +00:00

rc 22 11 24

cessna-snake.cfg

mirabile diag.l4er.v0.1.6.0826

32 -rw- 958470964 Dec 5 2024
mira rom 17.15 1.8r.s2.RelDebug.bin
50 -rw- 301239 Nov 22 2024 11:01:52 +00:00
49 -Trw- 952760408 Nov 21 2024 03:53:44 +00:00
c8k30be-universalk9.17.15.02.SPA.bin
42 -Trw- 5733436 Nov 6 2024 06:19:35 +00:00
SDK112312-Prod-SoC2-v17.15.1 7d RSA4K.pkg
41 -rw- 9044 Oct 30 2024 09:26:50 +00:00
34 -TrwWx 39490752 Oct 23 2024 20:15:10 +00:00
33 -rw- 14934016 Oct 23 2024 14:42:04 +00:00
36 drwx 4096 Oct 19 2024 11:42:32 +00:00
35 -rw- 56002560 Oct 10 2024 06:32:32 +00:00
secapp-utd.BLD POLARIS DEV_LATEST 20241007 _181057.1.

1046539

20

785011

915715

915714

19

18

1046550

1046548

1046544

—rw—

drwx

drwx

drwx

drwx

—rw—

—rw—

—rw—

—rw—

—rw—

56309176

4096

4096

4096

4096

1939

1826

885977088

14675968

11804672

mirabile diag.zb.v1.0.0 _gr3

.geo

15.2 Sv3.1.81.0 XEmain.aarché4.tar

Aug 13 2024 09:04:49 +00:00
c8k30be-rpboot.BLD POLARIS DEV LATEST 20240713 033504 V17 16 0 22.SSA.pkg

Aug 13 2024 09:01:06

Aug 13
Aug 13
Aug 13
Aug 13

Aug 13

2024

2024

2024

2024

2024

09:

09:

09:

09:

09:

01:

01:

00:

00:

00:

04

04

58

57

57

+00:

+00:

+00:

+00:

+00:

+00:

00

00

00

00

00

guest-share

pnp-info

onep

virtual-instance
trustidrootx3 ca 062035.ca

trustidrootx3 ca 092025.ca

Jul 13 2024 06:13:59 +00:00
c8k30be-mono-universalk9.BLD POLARIS DEV LATEST 20240713 033504 V17 16 0 22.SSA.pkg

Jul 13 2024 06:12:52 +00:00
c8k30be-firmware sm async.BLD POLARIS DEV_LATEST 20240713 033504 V17 16 0 22.SSA.pkg

Jul 13 2024 06:12:52 +00:00
c8k30be-firmware nim shdsl.BLD_ POLARIS DEV_LATEST 20240713 033504 V17 16 0 22.SSA.pkg
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1046547 -rw- 13889536 Jul 13 2024 06:12:52 +00:00
c8k30be-firmware sm 1t3e3.BLD POLARIS DEV_LATEST 20240713 033504 V17 16 0 22.SSA.pkg

1046549 -rw- 204800 Jul 13 2024 06:12:52 +00:00
c8k30be-firmware sm nim adpt.BLD POLARIS DEV_ LATEST 20240713 033504 V17 16 0 22.SSA.pkg

1046545 -rw- 5677056 Jul 13 2024 06:12:52 +00:00
c8k30be-firmware nim xdsl.BLD POLARIS DEV_LATEST 20240713 033504 V17 _16 0 22.SSA.pkg

1046543 -rw- 13258752 Jul 13 2024 06:12:52 +00:00
c8k30be-firmware nim async.BLD_ POLARIS DEV_LATEST 20240713 033504 V17 _16 0 22.SSA.pkg

1046542 -rw- 11956224 Jul 13 2024 06:12:52 +00:00
c8k30be-firmware ngwic tlel.BLD POLARIS DEV_ LATEST 20240713 033504 V17 _16_0 22.SSA.pkg

1046546 -rw- 10444800 Jul 13 2024 06:12:52 +00:00
c8k30be-firmware prince.BLD POLARIS DEV_LATEST 20240713 033504 V17 16 0 22.SSA.pkg

27 -rw- 5788732 Feb 29 2024 18:42:07 +00:00
SDK112312-Prod-SoC2-v17.15.1 13d-cp.pkg

786101 -rw- 67728148 Feb 27 2024 17:30:28 +00:00
c8kg2be-rpboot.2024-12-12 16.42 sukhoo.SSA.pkg

31 -rw- 5784636 Feb 27 2024 17:30:19 +00:00
SDK112312-Prod-SoC2-v17.15.1 13r-cp.pkg

786100 -rw- 899686400 Feb 27 2024 17:28:58 +00:00
c8kg2be-mono-universalk9.2024-12-12 16.42 sukhoo.SSA.pkg

786095 -rw- 10444800 Feb 27 2024 17:28:57 +00:00

c8kg2be-firmware prince.2024-12-12 16.42 sukhoo.SSA.pkg

786096 —rw- 53248 Feb 27 2024 17:28:57 +00:00
c8kg2be-firmware pse s13470a.2024-12-12 16.42 sukhoo.SSA.pkg

786097 -—rw- 13889536 Feb 27 2024 17:28:57 +00:00
c8kg2be-firmware sm 1t3e3.2024-12-12 16.42 sukhoo.SSA.pkg

786099 -rw- 204800 Feb 27 2024 17:28:57 +00:00
c8kg2be-firmware sm nim adpt.2024-12-12 16.42 sukhoo.SSA.pkg

786098 -—rw- 14675968 Feb 27 2024 17:28:57 +00:00
c8kg2be-firmware sm async.2024-12-12 16.42 sukhoo.SSA.pkg

786091 -rw- 11956224 Feb 27 2024 17:28:57 +00:00
c8kg2be-firmware ngwic tlel.2024-12-12 16.42 sukhoo.SSA.pkg

786093 -rw- 11804672 Feb 27 2024 17:28:57 +00:00
c8kg2be-firmware nim shdsl.2024-12-12 16.42 sukhoo.SSA.pkg

786094 -rw- 5677056 Feb 27 2024 17:28:57 +00:00
c8kg2be-firmware nim xdsl1.2024-12-12 16.42 sukhoo.SSA.pkg

786092 -—rw- 13258752 Feb 27 2024 17:28:57 +00:00
c8kg2be-firmware nim async.2024-12-12 16.42 sukhoo.SSA.pkg

57 —-rw- 9840 Feb 27 2024 17:28:56 +00:00 prev_packages.conf
40 -rw- 301569 Feb 27 2024 17:28:49 +00:00 original-xe-config
53 -rw- 301569 Feb 27 2024 17:28:31 +00:00 241213.cfg
523273 drwx 4096 Feb 27 2024 17:28:03 +00:00 dbgd

58 -rw- 107 Feb 27 2024 17:27:55 +00:00 pki certificates
56 -rw- 147 Feb 27 2024 17:27:20 +00:00 utm pf filtered luids.json
523266 drwx 4096 Feb 27 2024 17:26:56 +00:00 vmanage-admin
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523265 drwx 4096 Feb 27 2024 17:26:55 +00:00 admin_tech
130830 drwx 4096 Feb 27 2024 17:26:55 +00:00 .sdwaninternal
130831 drwx 4096 Feb 27 2024 17:26:48 +00:00 sdwan

30 drwx 4096 Feb 27 2024 17:26:04 +00:00 lost+found

20237881344 bytes total
(1147678720 bytes free)

Router# copy tftp: bootflash:Address or name of remote host []? 203.0.113.2

Source filename []? /auto/tftp-ngio/test/c8kg2be-universalk9.17.15.03prdl.SPA.bin
Destination filename [c8kg2be-universalk9.17.15.03prdl.SPA.bin]?

Accessing
tftp://203.0.113.2//auto/tftp-ngio/test/c8kg2be-universalk9.17.15.03prdl.SPA.bin. ..
%$Error opening
tftp://203.0.113.2//auto/tftp-ngio/test/c8kg2be-universalk9.17.15.03prdl.SPA.bin (Timed
out)

C8300-Router#

C8300-Router#copy tftp bootflash

Address or name of remote host [203.0.113.2]?2 203.0.113.2

Source filename [/auto/tftp-ngio/test/c8kg2be-universalk9.17.15.03prdl.SPA.bin]?
Destination filename [c8kg2be-universalk9.17.15.03prdl.SPA.bin]?

Accessing
tftp://203.0.113.2//auto/tftp-ngio/test/c8kg2be-universalk9.17.15.03prdl.SPA.bin..
Loading /auto/tftp- nglo/test/08kg2be universalk9.17.15.03prdl.SPA.bin from 203.0. 113 2

(via GigabitEthernet0/0/0)
RN RN RN RN RN RN RN RN RN R R

[OK - 696368193 bytes]
696368193 bytes copied in 478.600 secs (1455011 bytes/sec)

Router# dir bootflash:
Directory of bootflash:/

106497 drwx 4096 Jul 8 2020 11:38:27 -07:00 tracelogs
11 -rw- 696368193 Jul 8 2020 11:34:28 -07:00
c8kg2be-universalk9.17.15.03prdl.SPA.bin

458753 drwx 4096 Jun 24 2020 17:25:47 -07:00 sysboot

7693897728 bytes total (5950341120 bytes free)

Router# configure terminal

Enter configuration commands, one per line. End with CNTL/Z.

Router (config) # boot system flash bootflash:c8kg2be-universalk9.17.15.03prdl.SPA.bin
Router (config) # config-reg 0x2102

Router (config) # exit

Router# show run | include boot

boot-start-marker

boot system flash bootflash:c8kg2be-universalk9.17.15.03prdl.SPA.bin
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boot-end-marker

diagnostic bootup level minimal
Router# copy run start

Destination filename [startup-config]?
Building configuration...

[OK]

Router# reload

> (<] ~ —
boot a7 FZERALTTFAPEHTHRENN Y T—VZEEITSH LD
— — N 3

(2T /N1 RZHTE : $

Router#configure t

Enter configuration commands, one per line. End with CNTL/Z.

Router (config) #boot system tftp://10.124.19.169/c8kg2be-universalk9.17.15.03a.SPA.bin

Router (config) #end

Router#wr

Building configuration...

[OK]

Router#show bootvar

BOOT variable = tftp://10.124.19.169/c8kg2be-universalk9.17.15.03a.SPA.bin,12;

CONFIG_FILE variable does not exist

BOOTLDR variable does not exist
Configuration register is 0x2102

Standby not ready to show bootvar

Routert#reload
Proceed with reload? [confirm]

System integrity status: 0x32042000
Rom image verified correctly

System Bootstrap, Version v17.15(3.1r).s2.cp, RELEASE SOFTWARE
Copyright (c) 1994-2025 by cisco Systems, Inc.
Current image running: Boot ROMO

Last reset cause: LocalSoft
C8375-E-G2 platform with 33554432 Kbytes of main memory

h/w (environment) :

interface : ethO

mac : 48:74:10:4A:EF:1F
n/w (environment) :

ip : 192.168.22.10
mask : 255.255.255.0
gateway : 192.168.22.1
h/w:

interface : ethO (Ethernet)
status : connected

mac : 48:74:10:4A:EF:1F
n/w (ip v4):

ip : 192.168.22.10
mask : 255.255.255.0

route (s) : 0.0.0.0 -> 192.168.22.0/255.255.255.0
: 192.168.22.1 -> 0.0.0.0/0.0.0.0
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tftp v4:
server : 10.124.19.169
file : c8kg2be-universalk9.17.15.03a.SPA.bin

blocksize : 1460

Performing Signature Verification of OS image...
Image validated

Jun 6 06:52:50.787: $SYS-4-ROUTER_RUNNING BUNDLE BOOT MODE: R0/0: Warning: Booting with
bundle mode will be deprecated in the near future. Migration to install mode is required.
Jun 6 06:53:13.468: $BOOT-5-OPMODE_LOG: R0/0: binos: System booted in AUTONOMOUS mode

Restricted Rights Legend

Use, duplication, or disclosure by the Government is
subject to restrictions as set forth in subparagraph

(c) of the Commercial Computer Software - Restricted
Rights clause at FAR sec. 52.227-19 and subparagraph

(c) (1) (ii) of the Rights in Technical Data and Computer
Software clause at DFARS sec. 252.227-7013.

Cisco Systems, Inc.

170 West Tasman Drive
San Jose, California 95134-1706

Cisco I0S Software [IOSXE], c8kg2be Software (ARMVSEL LINUX IOSD-UNIVERSALK9-M), Version
17.15.3a, RELEASE SOFTWARE (fc4)
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Technical Support: http://www.cisco.com/techsupport
Copyright (c) 1986-2025 by Cisco Systems, Inc.
Compiled Fri 02-May-25 11:27 by mcpre

This software version supports only Smart Licensing as the software licensing mechanism.

Please read the following carefully before proceeding. By downloading,
installing, and/or using any Cisco software product, application, feature,
license, or license key (collectively, the "Software"), you accept and

agree to the following terms. If you do not agree, do not proceed and do not
use this Software.

This Software and its use are governed by Cisco's General Terms and any
relevant supplemental terms found at
https://www.cisco.com/site/us/en/about/legal/contract-experience/index.html.
If you have a negotiated agreement with Cisco that includes this Software, the
terms of that agreement apply as well. In the event of a conflict, the order
of precedence stated in your negotiated agreement controls.

Cisco Software is licensed on a term and/or subscription-basis. The license to
the Software is valid only for the duration of the specified term, or in the
case of a subscription-based license, only so long as all required subscription
payments are current and fully paid-up. While Cisco may provide you
licensing-related alerts, it is your sole responsibility to monitor your usage.
Using Cisco Software without a valid license is not permitted and may result in
fees charged to your account. Cisco reserves the right to terminate access to,
or restrict the functionality of, any Cisco Software, or any features thereof,
that are being used without a valid license.

Jun 6 06:53:16.982: SFLASH CHECK-3-DISK QUOTA: R0/0: flash check: bootflash quota
exceeded [free space is 166800 kB] - [recommended free space is 5929066 kB] - Please
clean up files on bootflash.

cisco C8375-E-G2 (1lRU) processor with 11906881K/6147K bytes of memory.

Processor board ID FDO2833MO1A

Router operating mode: Autonomous

1 Virtual Ethernet interface

12 2.5 Gigabit Ethernet interfaces

2 Ten Gigabit Ethernet interfaces

32768K bytes of non-volatile configuration memory.

33554432K bytes of physical memory.

20257791K bytes of flash memory at bootflash:.

Warning: When Cisco determines that a fault or defect can be traced to
the use of third-party transceivers installed by a customer or reseller,
then, at Cisco's discretion, Cisco may withhold support under warranty or
a Cisco support program. In the course of providing support for a Cisco
networking product Cisco may require that the end user install Cisco
transceivers if Cisco determines that removing third-party parts will
assist Cisco in diagnosing the cause of a support issue.

No processes could be found for the command

WARNING: Command has been added to the configuration using a type 0 password. However,
recommended to migrate to strong type-6 encryption

WARNING: ** NOTICE ** The H.323 protocol is no longer supported from IOS-XE release

17.6.1. Please consider using SIP for multimedia applications.

Press RETURN to get started!
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. AR =LAV FEFALEYI LI TOL VR =)L

AVA =LA FFFERHALEY IO T7DA R
k—JL

Cisco IOS XE 17.15.3a LI, Cisco 8300 2V —X X 2T N—F|IF 74/ N TA L A h—/L
F— FCHfENET, =—WF—jF. —EDingall 2~ FEZEHA LT, 79y F 74+ —2%
BEHEI L, CiscolOSXE V7 "N =27 R_X—U g N7 v X7 L — RTExF4,

A
«ISSU 13 Z DHEEFE TlE N— S EH A,
e A VA RM—JLE—RTIL, VAT LAOHFEELETT,

AR =LAV REFERALEY I T7DA A M—ILIZET
% [E#H
CiscoIOS XE 17.153a UV UV — ALK, A > A F—/LFE— R CHHESNBL—F DEE. —HD
ingtall =2~ > RZEHL T, AV A= E—RTT Ty NI +—L2 %), 77 7L —
K, BXO¥ oo 7L —RT&Ed, ZOFHIX, Cisco8300 >V — X & o7 /b— & T3 A
SNFET,

WDOFIZ, W RILE—REAL VA F—LE— RDOBEBWERLET,

RM:NVERILE—FEA VR —ILE—F

N FILE—F AR —=ILE—F

ZOEFE-FTE r—=Av N—FF4 A7 |ZOF— T, 77— ek iZrn—A1
77 via) £liZYE—bk (TFTP) @ bin| (F— K77 v =) O packages.conf 7 7 A
AA=VERMFEALT, a7 — e [ LaEALET,

AN SN ET,

GE)
USB B LUTFTP 7 — kB DN RV T —
MIYR—FIhTHEHEA,

ZOFE—FTIE, 12D bin 77 ANEHEH | Z0OF— KT, bin 7 7 A /VTHES -

LET, pkg 7 7 A MTEZ BRI ONET,

CLI : CLI :

#boot system file <filename> #install add file bootflash: [activate
commit]
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NV RILE—F AR =ILE—F

ZDE—RTT v 7L —FRT5ITE, boot | ZDEF—RTT v 7 L— KT 5I20L, ingall
system WNF LWV 7 NI =T A A=V kRA |a~vr ReHLET,
YETHEDICLET,

AA—=VOHBHT v 77 L—K: HLWField | A—YOHBT » 77 L— K : #H LW FRU
Replaceable Unit (FRU) NET 2 7R v — | BNETV 2 TM U vy —HASINTSGE,
VNFAESNT GG, 7277 477 FRU &R\ &5 FRUX, 7277 4772 FRU L RHIL
U=V a U THLWFRUZEITT DL, | TA A==V a AT v 77 L— K
FENZ L DMEERMLETT, EnET,

RNy 7 OV T N =T ATF | m—ANy 7 D 1EIO Y n— R T, Dy
YADEH (SMU) ZffH L CTLURIOA A — | F%&ETe, CiscolOSXE ¥ 7 k7 =7 O LLA]
e — ANy 75120, BHEEIOVa— | OR—=Va r~0na— Ny J BN LE
RN 72 DG AR H 0 7, 7

A VA R=ILE—FDTOELRT7O—

ALVAR—=NE—FRDTREVATO—L, Ty N7 —ALTY 7 U=2T DAL A=) L
Ty — REFEITTAHEOORDIS>Da~y RTHER S TWET, ingalladd, install
activate, install commit

WoO7ua—Fr— K, ingal 2> FEHFH LA VA =T rEAEHHALTWET,

Process with Install Commit

. . Subsequent
Install Add Install Activate Install Commit Reboots
Copies new o | Installs software Commits the N .
software 1 package recently installed | Devicosses S
A recently installed
package to the copied in the software package aaftiiars Gockans.|
device previous step so that it persists P g E‘;

installadd =< > K%, Y7 b7 N r—Ca—AVERT)T— FOEHNGT T v
F 7 #—2lZa—L%xd, FTP, HTTP, HTTPs, £/2IXTFTPZ{EH C& £§, Zoa~<vr
Rix, N —U 77 A NVOlxDayRmR—3x Y73y r— & packages.conf 7 7 A /b
WWEBMLET, 77 ANVERIEL T, A AT 7 ANBINDLA A N—)LT DD
Ty 7 —LHOLDOTHDLZ L EHERLET,

install activate =~ > Ri%, SEARBIEAZFEITL, ingalladd 2~ F&EH L CLRNZEMN &
NN =7 ya=rZLET, 2 VAT LAYV —FRE M) A—-LFET,

install commit ==~ > Ri%, install activate =~ > R&EH L CURNZT 77 4 T{b & ni=/3 v
I—TEMERL, Ve— FELERRRINA LI LET,
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GE) HEHEA A=A TEHE, DREINCA VA=A LEY T NI 2T A A—U0NERENET,
ENREETYH, 1 OOT A AL VA R—=NLTEDLIDE 1 DDA A=V DHTT,

EHFATREZ A v A P—)La~<w> ROU A b

RI2:AVA =LA VE-E

avvk (378 B
install add install add file A A= Rohr—T BL&
location:filename.bin VUSMUDOHEA Y 7 R =7

VR hUIcavr—LET,
7 7 ANVOYFTEe — LT
HUE—FTEDENER
he DAY RIIEDZ L
EITWET,

c T ANDT =T
Ly TTv R TAH—LOD
HMETF = > 770 E kR
AEL £,

Ny r—0f a2 D=y
A= N T Ry
4 —3 & packages.conf |Z
JEBH L £,

A A=THha—A
N RJIZar—L, &
DFIETHEHTEDH LD
IZLET,
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install activate install activate ingalladd =~ > RZ{HEHA LT
BMENT= R r =% T 7
T4 7 LET,

e showinstall summary =<
Y REHEHLT, T
T A TIRA A — T h R
LET, 2O A=UN
TIT 4 7S nET,

s ZDavwy REFETTDH
L VAT ANV E— R
SNET, TIT 4 N—
Ta rEHITTOANE D
MEMRLET, RS
2 7 k& HEA I A
THIZIE, Zoavw R
& prompt-level none % —
U— RafHLET,
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B
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(install activate) auto
abort-timer

install activateauto-abort timer
<30-1200>

auto-abort timer [ H Eh1 12 B
BEi, 77 v MEK 120
7T, FRE SN RFRRNIC
install commit =t~ > K3 3E4T
SNRWGH. T 7T 4 —
varZavAdhikEn,
VAT NIRFRIZAI v b S
NIIRBEIZERE Y £,

« ingtall activate =~ > K%

FITLRBLHA~—D

EEEETEET,

install commit =2~ > R%
AA~v—&FEILL, A
A b= at R EEAT
LET,

install activate auto-abort
timer stop =~ > NI,
Noylr—T%ay b
FTIHA~—%EIELE
R

el 7 a7 N & HE
ICEERLT 512X, o=
~ v K& prompt-level
none ¥ —"U— RZ&fiH L
7

Zha<wr RN, 3AT v
TA LA RN—=LDNRY T
v N TOHRBEHTT,

install commit

install commit

install activate =~ > K % {#
LCT 77 4 7k &iz Ny
r—VikaIy L, Vue—
FELFET 2L 21T LE
R

* showinstall summary =<
YREMFHLT, 23y
FSATWRNA A=Y
TR LET, ZOA
A—=URaIy bIE
D
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install abort install abort AL A= HEHRIEL, VA
FAhERBICaI Y FERT
REBICE L £,

s ZOavwy RNiE, Ry
r=YIT 7T 4 7 E
niikie (=3 hsh
TV IRER) DHEIC
DHEH S ET

« install commit =< > K%
EHLTA A—%TT
a3y hLTWDEA
1%, install rollback to =+
YV REMHEHLTEALD
W= g VZRD £,

install remove install remove {file<filename> |5 o F 7 3 —A U R R
| inactive} IBIET I T 4 T IS

VEHIBRLEYS, Zoavy
Rafif LT, AN—2 %/
BLES,

sfile: fFEESNZ7 714V
ZHIBEL £,
sinactive: JE7 7 T 4 TR

T ANETTHIBRL
F7,
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avy kR B B#)
install rollback to install rollback to {base|label | |[{fEfEENTWAB A 2 A F—/L
committed | id} BAY M, BRI I Y R

SNTA VA N—ILRA b
W2, Y7 =Tty b e
g—NA NNy LET, ZD=
< FIZIER D X 9 728 BN
b0 ET,

 Jm— RPMETY,

Nyl —IMNaI vy bE
IR RED G AT D A
A%,

R T T T N A EHEN
ICEERT 512X, o=
~ v K& prompt-level
none ¥ —"U— R&fiH L
7

GE)

PIRIDA A=V ~DA A

h—LDa— N 7 EELT
TH%EIE. UEiDoA A—Y
ZA A =L E— RTA
AP =N ENTWERLERD
V¥, N RFLE—RTIX
SMU 2 —/LX v 7 D FIN A HE

Sr
install deactivate install deactivatefile<filename> | 5 o F 7 3 — AU R R
MHNRy =V EHIBR L E

I, ZOavwr NiX, SMU T
DHFFR—FZINTHET,

= N = )£
IR 5121, Zo=
~ > N & prompt-level
none ¥—"U— R&fiH L
7

KD show 2~ RHEHTE £7,
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=K 13:showaa<w > FO—&

av R X B#

show install log show install log TSy N T — AN T — X
NIBIZF TSN TRTD
A A b= VEBRAEDEIE &3
Mzt U Ed,

show install package show install package <filename> | $5 & & 7= pkg/.bin 7 7 A /L
BT HEE ARt L E T,

show install summary show install summary FT_TOHFRU DA A — T\ —
VarEETHINT A A v
A h = WRBEDO W A R fit L
7,

c FIRENDHFEIZIZ, T D
1HE A &5 FRU A3
RENET,

cHFIET DA AT LZED
REEICEH L TF T
FRU 2[RI L T\ 535
B 1 DDORDOBINFERES
nET,

7272 L., FRU I TA A —

VELIREOFERISE
WRHLGETR, AF Y
7 DFRY DGy & B S
% FRU 2MEBIDZFRIZ Y A
FEHET,

show install active show install active T_RTOFRUDT 7 F 4 77
Ny r—=VICBET DI A TR
gL F9,

FRU ] CHERISEW DR & 555
Bl AZ v 7 OEY OERSY
& B 72 54 FRU 2MERI O£
IRENET,
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show install inactive

show install inactive

T_XCHOFRUIWCHET 7T 47
Ry r—URBIE, D
N — VI A 7
L E,

FRU [ CHE#RICE VDR H 555
Bl AX w7 DY OESY
& H72 54 FRU 2ME R DI
RENET,

show install committed

show install committed

T_RCOHOFRUD=ZI v &
TR r—IZET A1 HE
B L £,

FRU [ CHEHRITIEW D H 55
Bl AX w7 DY OESY
& H72 54 FRU ME R DI
RENET,

show install uncommitted

show install uncommitted

I _TC? FRU |[ZHOWT, =
Ty FERTW RV Yy r—
U AGEIXED Ny r—
DICBT DA Rt U E
7

FRU ] CTERICEN N D D55
BlE. AX v 7 OFRY OESY
& B2 54 FRU DMERI DI
RENET,

show install rollback

show install rollback {point-id |
label}

RESNTWSA A b—)L
A v MTBEEM T bz
Nl —JhFRLUET,

show version

show version [rp-dlot] [installed
[user-interface] | provisioned |
running]

N—=Ry=x7 7T b

T A —LDE#RE E DI, Bl
TED S lr— I B E
ERRLET,

TS5y b IAr—LZEA AR F—I)LE— KTCHEE)

H—na<vrF (1 AT v 7A A=) FITEEOEB O~ K BAT v A A
h—) ZHEHALTCY 7 72T R 5=V A A =L LT, 7277474k L, 23w b

TEET,
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1279 T4 YR b= LELEAY FLE—EhbA VR h—LE— k~nZi [

TT Y N T LN R RTEELTCWAEA. | AT v 7 A A b= VOFIEEFE
HLT, &N RVE— R0 A VA M—/LE— NIZEBMT HZMERNH Y £T, ZDHD
TTY R T F—DLTDA LV ARN=NET T T =R, 1 AT v T FERE3I AT T ONY
T hOWTNNTEITTEET,

1RTYTA VR M=IELFNFILE—FDMBS VR F—ILE—
FA~DZEH
A\

G¥) T R_RTOCLITZ¥ay GBI, 77574 74k &) 13, FEHATREZR T TdD FRU TH
ITENET,

RSN TOVRVWRENRHSND & RERGFT 07 FBRFRINET,

DU T7u—D2FEADAT v T ORI, Va—RFar T hRFRSnEY, R
7u 7 N ERHBBICESE T S 2%, prompt-level none ¥ — U — RZ&2EH L £,

e 7T R LAUL [None] ICRRESILTWNT, RESNTWRWRERHLGE., 1~
A h=VERLET, a~r FEBBITT LRI, REEZRGFTOLERH Y T3,

PLFTCHAT A1 ATy 7S VA M—NVOFIEEFEHA LT, N L7 — hE— RTETIN
TWAT Ty M 73— HA VA= LET—RIEHBRLET, a~v FOETHR, 77 b
T —bFA VA =T = E—RFTY 7 —FLFET,

BTN AT TA VAN NVDOFIELEHLCT Ty 73— % T v 77 L —RT52 L
HLTEET,

ZOFINETIL, FHE EXEC £ — K Tinstall add file activate commit =~ > K&{#EHRAL T, V7
NI TRy =T AV AR L, TT7Y 74— EF L= g T v T T L—

KL%,
FIE
ATv 71 enable
£
Device>enable

FHEEXECE— RZAMNCLET, BT IRRRINTEHNRAT—REANLET,
AT w72 ingall add filelocation: filename [activate commit]
£

Device#install add file bootflash:c8kg2be-universalk9.17.15.03prdl.SPA.bin activate commit

VT =2T A VA= Ry r—C%n—hVERIR) E— FOBFT (FTP, HTTP, HTTPs. E7-1%
TFTP#H) WH7 T v b7+ —AlIZa—L, package 7 7 A VDOl x DI R—3x v N T8y r—
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U L W packages.conf 7 7 A WIZIRBIL £ T, 7T v 74— ABLRA A==V a3 VORKGEB LW
HEMT = 72 FT L, RXor—U2T7 707407l 2Oy r—V%aIy hLTHEEEIY o — K
LTbfiRiShd Lol L%,

DAy REFEITTLHE, Iy =NV e—REnET,
ATv T3 exit
1 -

Device#exit

¥t EXEC E— RZEH T L, =—¥—EXEC £— RIZRV £,

3RTYTAVAR =)L
\}

G¥) e T RTOHOCLITZvay GBI, 7277 4 74b7 L) 1. EHAARE/R 4 _C?D FRU TH
TanEd,

RESNTORVERENRHSND & BRERFT 07 FRERSNET,

e ZDOU—7 7 —ODinstallactivate A7 v 7T D%BIZ, Va—RK7a 7 MRERINET,
e a7 & A3 5 121E, prompt-level none ¥ — U — R&HH L £,

3AT O TA VA N=LFEZX, 7Ty N7 —INA A N—F— NI o2 TOIME
HATEET, 20FFva ik, A2 =L ZL OFEEEHIHEN -5 Sh
F7,

ZOFIETIX, @R O install add, install activate. 38 X WNinstall commit =~ > KZfEH L T,
VT NT2T R =2 A VA=V L, Ty " T4 —L5H L= g 02T v 77

L— ]\‘ Li—a—o
FIR
ATy 71 enable
1 -
Device>enable

FiWE EXEC E— RZANCLET, 7unr 7 IRFEREINEZHRAT—-REANLET,
AT w72 install add filelocation: filename

1 -

Device#install add file bootflash:c8kg2be-universalk9.17.15.03prdl.SPA.bin
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ATvT3

ATy T4

ATy TH

ATvT6

ATy T1

ATvT8

327y 7102 k=1 |

VI RNT2T A VA =Ly r—% Y F— FOYFT (FTP, HTTP. HTTPs, £7-1% TETP £&H) 7
57Ty N 74 —AlZat—L., package 7 7 A VOl x DR R—32 Nt Ty r—UB IO
packages.conf 7 7 A JVZJEB L £,

show install summary

1

Device#show install summary
(A7vay) TRTOFRUDA A—U "=V a3 v EZNITHIRT D4 A b—/VIREEOM S A $24k L
7,

install activate [auto-abort-timer <time>]

1
Device# install activate auto-abort-timer 120
DENZEBmMENT=R_Nwr—2%7 074074, 77 v b7+ —L%EVn—FRLET,
c VT RN ZTDREEA VA PN—NEFETTIHEEIE. Nvr—V 77 A NAERBTELRZNWTLESR
AN
e 3RAT T A VA R=LDNY T T, ingtall activate =~ > K C auto-abort-timer 2% H #1912
BlthsnE T, XA ~—DFT 74V MI 1203 TT, # A ~—0OHRIGII 5 il install commit =
2V RRFETENRNES, A VA M= AT aE A 3ABMICKTLET., 9y h 74+ —20Y
n— R&Eh, REICaIy hEanREAA—Va Tl L9,

install abort
1 -

Device#install abort
ATvar) YT =2TA YA M—NOT 7T 4 7eHiEL, 7Ty b7 p—LhEREIZTI Y
FENRTZA—TVa TR LET,
cZDAYY NI, AA=YBRT I T A THENTODRETORERATEET, A A-VPRa Iy
F ENTDRIEOE G TE TEA,

install commit

1

Device#install commit

LNy r—VDA A b= aly L, Jea—FRLEENFRINDEIICLET,

install rollback to committed
1

Device#install rollback to committed

(A7vay) &BlcaIy FLEWREBICY Ty b7 r—2Zo— Ly 7 LET,

install remove {file filesystem: filename | inactive}
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1

Device#install remove inactive
(ATvary) V7 2T A A=)V 77 A NVEHIRLET,
file: FFED 7 7 A NV ZHIFRL £
einactive : RFEHIB LT 77 4 TIREDOA VA b=V T 7 A VEHIBRLET,

ATw 79 showinstall summary
fAi)

Device#show install summary

(A7 vay) BIHEOTV AT LAOREICEHT HERERRLET, Z0a~vr FOHNIE, Zoavyr
FEvyicEZiranzingal 2~ NS U T8 LET,

2TFv 10 exit
1

Device#exit

i EXEC E— F&K T L, =2—¥—EXEC E— RIZEY £7°,

AR F=ILE—FTOT7YvITHL—FK

12T 9 TA VA M—=NERITIZAT v TIA VA=V EFHHLT, £ A—=LF—RKTY
TR Ixr—2EBT v 7L —RLET,

AR M—=ILE—FKTODEAYTL—F

BT —REDAA—UBA VA R—LE—RTA VA F—LENTWAEE. ingall
rollback =~ FEFEHALT, 77 v M 74 —L&Z@#URA A—JIZRA L b THZ LI L
D, 79y N7+ —LZLEIONRN—g 27— RLUET,

Zoingallrollback =2~ > RiZ7 7 v b7 —2% UV a— KL, BiOA A= TREILET,

)

GE¥)  install removeinactive =< RZHH L CTHIDO 7 7 A L EHIBR L TWRWEEEIZD A, ingall
rollback =<~ > FiZmsh L £9,

720, ingtall 2w FEEA L TCHWA A=V EA VA M=V TAHZETEFY LT L — KT
HZlbTEET,

VILDITT7A VA M—ILOHRLE

V7N TR =07 7T 4 TAUIFR O HFETHIETE 7,
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CHLWARA—TET VT 4T LT RICT Ty b7 —2&kVa—KT5L 3277
A A M= DsNY T kTl auto-abort-timer 2% b U U — X1 EF, install commit =~
¥ REIITT HENCH A ~—0 RO o726, A VA R— AT aAR’ KT LE
T, 77y b7 4 =TV e—RL, HFHEICAIv M LIEANA=Ta DY T y=T A

A=V THBILET,

F721%, ingtall commit=~ > R &2 {# fE92, install auto-abort-timer stop =~ > K% fifi
ALTZoEA~—%EILLET, ZOTREATHE, FrILA A—TFaly hENT

WRWEE TT,

sinstall abort =~ > FEFEHL T, HrILWY 7 h 7 =7 DA A M—/LFNZE(TL TV
N= g T Ty b7 x—2&HRLET, ZOa~< FiL, install commit =~ > K%

FATT DRNAEA L ET,

AAM=)LAT 2 REFERALEVI DI T7A R F—=ILOEEHI

UTIE 1 AT 7 A A M= VERIEIANY FVE—RFNREA VA F—/LE— F~D

EHDH|ITT,

Router# install add file bootflash:c8kg2be-universalk9.17.15.03.SPA.bin activate commit

May 6 08:35:19.308: $INSTALL-5-INSTALL START INFO: R0/0: install mgr: Started install

add_activate_ commit

bootflash:c8kg2be-universalk9.17.15.03.SPA.bininstall_add activate commit: START Tue May

06 08:35:19 UTC 2025
install add: START Tue May 06 08:35:19 UTC 2025
install add: Adding IMG
--- Starting initial file syncing ---

Copying bootflash:c8kg2be-universalk9.17.15.03.SPA.bin from RO to

Info: Finished copying to the selected
Finished initial file syncing

--- Starting Add ---

Performing Add on all members
Checking status of Add on [RO]

Add: Passed on [RO]

Image added. Version: 17.15.03.0.5635

Finished Add

install activate: START Tue May 06 08:36:08 UTC 2025
install activate: Activating IMG

Following packages shall be activated:
/bootflash/c8kg2be-rpboot.17.15.03.SPA.pkg
/bootflash/c8kg2be-firmware nim xdsl.17.15.03.SPA.pkg
/bootflash/c8kg2be-mono-universalk9.17.15.03.SPA.pkg
/bootflash/c8kg2be-firmware sm 1t3e3.17.15.03.SPA.pkg
/bootflash/c8kg2be-firmware sm async.17.15.03.SPA.pkg
/bootflash/c8kg2be-firmware ngwic tlel.17.15.03.SPA.pkg
/bootflash/c8kg2be-firmware nim async.17.15.03.SPA.pkg
/bootflash/c8kg2be-firmware sm nim adpt.17.15.03.SPA.pkg
/bootflash/c8kg2be-firmware nim shdsl.17.15.03.SPA.pkg
/bootflash/c8kg2be-firmware prince.17.15.03.SPA.pkg

This operation may require a reload of the system. Do you want to proceed? [y/n]
May 6 08:36:08.538: $INSTALL-5-INSTALL START INFO: R0/0: install mgr: Started install

activate NONEy

Cisco8300 > —X X7 L—42 VI ryz7EEAIF |



YILRYzFDA VR = |
B oAb Lavo FEERLEY I RO 7 A VR F—LORES

--- Starting Activate ---
Performing Activate on all members
[1] Activate package(s) on RO

May 6 08:37:37.284: $INSTALL-5-INSTALL AUTO_ABORT_ TIMER PROGRESS: RO/0: rollback_timer:
Install auto abort timer will expire in 7200 seconds [1l] Finished Activate on RO

Checking status of Activate on [RO]

Activate: Passed on [RO]

Finished Activate

--- Starting Commit ---
Performing Commit on all members
[1] Commit package(s) on RO

[1] Finished Commit on RO
Checking status of Commit on [RO]
Commit: Passed on [RO]

Finished Commit operation

SUCCESS: install add activate commit Tue May 06 08:37:59 UTC 2025

Router#
May 6 08:37:59.818: $INSTALL-5-INSTALL COMPLETED_INFO: R0O/0: install mgr: Completed
install add _activate commitMay 6 O

System integrity status: 0x32042000
Rom image verified correctly

System Bootstrap, Version v17.15(3.1r).s2.cp, RELEASE SOFTWARE
Copyright (c) 1994-2025 by cisco Systems, Inc.

Current image running: Boot ROMO

Last reset cause: LocalSoft
C8375-E-G2 platform with 33554432 Kbytes of main memory

boot: reading file c8kg2be-universalk9.17.15.03.SPA.bin
R P P P P A i e

Performing Signature Verification of OS image...

Image validated

May 6 08:40:59.347: $SYS-4-ROUTER RUNNING BUNDLE BOOT MODE: R0/0: Warning: Booting with
bundle mode will be deprecated in the near future. Migration to install mode is required.
May 6 08:41:21.936: $BOOT-5-OPMODE_LOG: R0/0: binos: System booted in AUTONOMOUS mode

Restricted Rights Legend

Use, duplication, or disclosure by the Government is
subject to restrictions as set forth in subparagraph

(c) of the Commercial Computer Software - Restricted
Rights clause at FAR sec. 52.227-19 and subparagraph
(c) (1) (ii) of the Rights in Technical Data and Computer

Software clause at DFARS sec. 252.227-7013.
Cisco Systems, Inc.

170 West Tasman Drive
San Jose, California 95134-1706
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Cisco I0S Software [IOSXE], c8kg2be Software (ARMVSEL LINUX IOSD-UNIVERSALK9-M), Version
17.15.3, RELEASE SOFTWARE (fcl)

Technical Support: http://www.cisco.com/techsupport

Copyright (c) 1986-2025 by Cisco Systems, Inc.

Compiled Tue 25-Mar-25 23:37 by mcpre

This software version supports only Smart Licensing as the software licensing mechanism.

Please read the following carefully before proceeding. By downloading,
installing, and/or using any Cisco software product, application, feature,
license, or license key (collectively, the "Software"), you accept and

agree to the following terms. If you do not agree, do not proceed and do not
use this Software.

This Software and its use are governed by Cisco's General Terms and any
relevant supplemental terms found at
https://www.cisco.com/site/us/en/about/legal/contract-experience/index.html.
If you have a negotiated agreement with Cisco that includes this Software, the
terms of that agreement apply as well. In the event of a conflict, the order
of precedence stated in your negotiated agreement controls.

Cisco Software is licensed on a term and/or subscription-basis. The license to
the Software is valid only for the duration of the specified term, or in the
case of a subscription-based license, only so long as all required subscription
payments are current and fully paid-up. While Cisco may provide you
licensing-related alerts, it is your sole responsibility to monitor your usage.
Using Cisco Software without a valid license is not permitted and may result in
fees charged to your account. Cisco reserves the right to terminate access to,
or restrict the functionality of, any Cisco Software, or any features thereof,
that are being used without a valid license.

May 6 08:41:25.397: SFLASH CHECK-3-DISK QUOTA: R0/0: flash check: bootflash quota
exceeded [free space is 3172248 kB] - [recommended free space is 5929066 kB] - Please
clean up files on bootflash.

cisco C8375-E-G2 (1lRU) processor with 11906887K/6147K bytes of memory.

Processor board ID FDO2833MO1A

Router operating mode: Autonomous

1 Virtual Ethernet interface

12 2.5 Gigabit Ethernet interfaces

2 Ten Gigabit Ethernet interfaces

32768K bytes of non-volatile configuration memory.

33554432K bytes of physical memory.

20257791K bytes of flash memory at bootflash:.

Warning: When Cisco determines that a fault or defect can be traced to
the use of third-party transceivers installed by a customer or reseller,
then, at Cisco's discretion, Cisco may withhold support under warranty or
a Cisco support program. In the course of providing support for a Cisco
networking product Cisco may require that the end user install Cisco
transceivers if Cisco determines that removing third-party parts will
assist Cisco in diagnosing the cause of a support issue.

WARNING: Command has been added to the configuration using a type 0 password. However,
recommended to migrate to strong type-6 encryption

WARNING: ** NOTICE ** The H.323 protocol is no longer supported from IOS-XE release
17.6.1. Please consider using SIP for multimedia applications.
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Press RETURN to get started!

*May 6 08:41:23.620: %CRYPTO-5-SELF TEST START: Crypto algorithms release (Relb5a),
Entropy release (3.4.1)

begin Crypto Module self-tests
*May 6 08:41:23.620: %CRYPTO-5-SELF TEST START: Crypto algorithms release (Relb5a),
Entropy release (3.4.1)

begin Crypto Module Integrity Test
*May 6 08:41:23.625: %CRYPTO-5-SELF TEST END: Crypto Integrity self-test completed
successfully

All tests passed.
*May 6 08:41:23.808: %CRYPTO-5-SELF TEST END: Crypto Algorithm self-test completed
successfully

All tests passed.
*May 6 08:41:24.426: $ISR _THROUGHPUT-6-LEVEL: Throughput level has been set to 3000000

kbps

*May 6 08:41:24.691: %SMART LIC-6-AGENT ENABLED: Smart Agent for Licensing is enabled
ESG-PM-ACL: [subsys—-init] Init ESG-ACL subsystem starting

*May 6 08:41:27.684: ESG-PM-ACL: [subsys—-init] Init ESG-ACL platform API reg
*May 6 08:41:27.684: ESG-PM-ACL: [subsys—-init] Init ESG-ACL subsystem ended

*May 6 08:41:27.684: NGIOLite module C-NIM-8M success read extended attr from conf file

*May 6 08:41:29.186: STLSCLIENT-5-TLSCLIENT IOS: TLS Client is IOS based

*May 6 08:41:29.203: $SPANTREE-5-EXTENDED SYSID: Extended SysId enabled for type vlan
*May 6 08:41:29.252: %CRYPTO ENGINE-5-CSDL COMPLIANCE ENFORCED: Cisco PSB security
compliance is being enforced

*May 6 08:41:29.267: $CUBE-3-LICENSING: SIP trunking (CUBE) licensing is now based on
dynamic sessions counting, static license capacity configuration through 'mode

border-element license capacity' would be ignored.

*May 6 08:41:29.268: $SIP-5-LICENSING: CUBE license reporting period has been set to
the minimum value of 8 hours.

*May 6 08:41:29.286: SVOICE_HA-7-STATUS: CUBE HA-supported platform detected.

*May 6 08:41:30.029: %CRYPTO SL TP LEVELS-6-PLATFORM BASED LIC: Platform Based License
Support, throughput is un-throttled

*May 6 08:41:30.061: SLINK-3-UPDOWN: Interface EOBCO, changed state to up

*May 6 08:41:30.069: $LINK-3-UPDOWN: Interface LsmpiO, changed state to up

*May 6 08:41:30.069: $LINEPROTO-5-UPDOWN: Line protocol on Interface LI-NullO, changed
state to up

*May 6 08:41:30.069: $LINEPROTO-5-UPDOWN: Line protocol on Interface VoIP-NullO, changed
state to up

*May 6 08:41:30.069: SLINK-3-UPDOWN: Interface LIINO, changed state to up

*May 6 08:41:30.070: $LINK-3-UPDOWN: Interface GigabitEthernet0O, changed state to down
*May 6 08:41:30.071: %$IOSXE_RP ALARM-6-INFO: ASSERT CRITICAL GigabitEthernetO Physical
Port Link Down

*May 6 08:41:30.243: %PNP-6-PNP_DISCOVERY STARTED: PnP Discovery started

*May 6 08:40:41.171: $IOSXE-3-PLATFORM: R0/0: /usr/sbin/updatepcr8d: MPCCE: Failed to
read idprom cookie; error code: 100

*May 6 08:40:41.184: $IOSXE-3-PLATFORM: R0/0: /usr/sbin/updatepcr8d: Error logging in
to tam device, rc=0x64-TAM LIB ERR MANDATORY BUS ENCRYPT ENABLED

*May 6 08:40:41.184: $IOSXE-3-PLATFORM: R0/0: /usr/sbin/updatepcr8d: Error initializing
tam device. PCR8 will not be extended.

*May 6 08:40:46.480: $IOSXE-3-PLATFORM: R0/0: /usr/sbin/updatepcr8d: MPCCE: Failed to
read idprom cookie; error code: 100

*May 6 08:40:46.493: $IOSXE-3-PLATFORM: R0/0: /usr/sbin/updatepcr8d: Error logging in
to tam device, rc=0x64-TAM LIB ERR MANDATORY BUS ENCRYPT ENABLED

*May 6 08:40:46.493: $IOSXE-3-PLATFORM: R0/0: /usr/sbin/updatepcr8d: Error initializing
tam device. PCR8 will not be extended.

*May 6 08:40:59.263: $SERVICES-2-NORESOLVE ACTIVE: CO0/0: cmcc: Error resolving active
FRU: BINOS_FRU_RP
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*May 6 08:40:59.346: $SYS-4-ROUTER_RUNNING BUNDLE BOOT MODE: R0/0: Warning: Booting

with bundle mode will be deprecated in the near future. Migration to install mode is
required.

*May 6 08:41:21.935: $BOOT-5-OPMODE_LOG: R0O/0: binos: System booted in AUTONOMOUS mode
*May 6 08:41:25.396: $FLASH CHECK-3-DISK QUOTA: R0/0: flash check: bootflash quota
exceeded [free space is 3172248 kB] - [recommended free space is 5929066 kB] - Please
clean up files on bootflash.

*May 6 08:41:25.952: $CMRP_PFU-6-PEM INSERTED: RO/0: cmand: Power Supply in slot 0 not
operational.

*May 6 08:41:26.077: $CMRP_PFU-6-FANASSY INSERTED: RO/0: cmand: Fan Assembly is inserted.
*May 6 08:41:30.313: %SYS-5-CONFIG P: Configured programmatically by process MGMT VRF
Process from console as vty0

*May 6 08:41:30.519: %IOSXE MGMTVRF-6-CREATE SUCCESS INFO: Management vrf Mgmt-intf
created with ID 1, ipv4 table-id 0x1, ipv6 table-id 0x1E000001

*May 6 08:41:30.519: %SYS-5-CONFIG P: Configured programmatically by process MGMT VRF
Process from console as vty0

*May 6 08:41:30.688: $IOSXE_RP ALARM-2-PEM: ASSERT CRITICAL Power Supply Module 0 Power
Supply Failure

*May 6 08:41:30.688: $IOSXE RP ALARM-6-INFO: ASSERT CRITICAL POE Module 0 Power Supply
Failure

*May 6 08:41:30.714: %ONEP_BASE-6-SS ENABLED: ONEP: Service set Base was enabled by
Default

*May 6 08:41:31.046: $LINEPROTO-5-UPDOWN: Line protocol on Interface Vlanl, changed
state to down

*May 6 08:41:31.058: $LINEPROTO-5-UPDOWN: Line protocol on Interface EOBCO, changed
state to up

*May 6 08:41:31.066: $LINEPROTO-5-UPDOWN: Line protocol on Interface LsmpiO, changed
state to up

*May 6 08:41:31.066: $LINEPROTO-5-UPDOWN: Line protocol on Interface LIINO, changed
state to up

*May 6 08:41:31.066: $LINEPROTO-5-UPDOWN: Line protocol on Interface GigabitEthernetO,
changed state to down

*May 6 08:41:31.262: %SMART LIC-6-USAGE_NO ACK: A Usage report acknowledgement has not
been received in the last 0 days.

*May 6 08:41:31.263: $SIP-5-LICENSING: smart license report is not acknowledged.

*May 6 08:41:31.773: %SYS-7-NVRAM INIT WAIT TIME: Waited O seconds for NVRAM to be
available

*May 6 08:41:31.944: %SYS-6-PRIVCFG DECRYPT SUCCESS: Successfully apply the private
config file

*May 6 08:41:32.030: %PKI-6-TRUSTPOINT CREATE: Trustpoint: TP-self-signed-2220840378
created succesfully

*May 6 08:41:32.031: %PKI-6-TRUSTPOINT CREATE: Trustpoint: SLA-TrustPoint created
succesfully

*May 6 08:41:32.034: %PKI-3-KEY CMP MISMATCH: Key in the certificate and stored key
does not match for Trustpoint-TP-self-signed-2220840378.

*May 6 08:41:32.041: %AAA-6-USERNAME CONFIGURATION: user with username: admin configured
*May 6 08:41:32.041: SAAAA-4-CLI_DEPRECATED: WARNING: Command has been added to the
configuration using a type 0 password. However, recommended to migrate to strong type-6
encryption

*May 6 08:41:32.041: %AAA-6-USER PRIVILEGE UPDATE: username: admin privilege updated

with priv-15

*May 6 08:41:32.259: %SYS-5-CONFIG I: Configured from memory by console

*May 6 08:41:32.268: $IOSXE_OIR-6-REMSPA: SPA removed from subslot 0/0, interfaces
disabled

*May 6 08:41:32.268: $IOSXE_OIR-6-REMSPA: SPA removed from subslot 0/1, interfaces
disabled

*May 6 08:41:32.275: $SPA_OIR-6-OFFLINECARD: SPA (4M-2xSFP+) offline in subslot 0/0

*May 6 08:41:32.278: $SPA_OIR-6-OFFLINECARD: SPA (C-NIM-8M) offline in subslot 0/1
*May 6 08:41:32.306: %IOSXE RP ALARM-2-ESP: ASSERT CRITICAL module RO No Working ESP
*May 6 08:41:32.309: %IOSXE OIR-6-INSCARD: Card (fp) inserted in slot FO

*May 6 08:41:32.309: %IOSXE_OIR-6-INSCARD: Card (cc) inserted in slot 0

*May 6 08:41:32.309: %IOSXE OIR-6-INSCARD: Card (cc) inserted in slot 1

*May 6 08:41:32.325: %CRYPTO-5-SELF TEST START: Crypto algorithms release (Relb5a),

Entropy release (3.4.1)
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begin Crypto Module self-tests
*May 6 08:41:32.329: %CRYPTO-5-SELF TEST END: Crypto Algorithm self-test completed
successfully
All tests passed.

*May 6 08:41:32.712: SUICFGEXP-6-SERVER NOTIFIED START: R0/0: psd: Server iox has been
notified to start

*May 6 08:41:33.077: %$SYS-5-RESTART: System restarted --

Cisco I0S Software [IOSXE], c8kg2be Software (ARMVSEL LINUX IOSD-UNIVERSALK9-M), Version
17.15.3, RELEASE SOFTWARE (fcl)

Technical Support: http://www.cisco.com/techsupport

Copyright (c) 1986-2025 by Cisco Systems, Inc.

Compiled Tue 25-Mar-25 23:37 by mcpre

*May 6 08:41:33.084: $SNMP-5-COLDSTART: SNMP agent on host Router is undergoing a cold
start

*May 6 08:41:33.084: %SYS-5-CONFIG I: Configured from console by console

*May 6 08:41:33.759: %$IOSXE OIR-6-ONLINECARD: Card (fp) online in slot FO

*May 6 08:41:34.091: $SYS-6-BOOTTIME: Time taken to reboot after reload = 215 seconds
*May 6 08:41:35.051: $LINEPROTO-5-UPDOWN: Line protocol on Interface VirtualPortGroupO,
changed state to up

*May 6 08:41:35.063: $LINEPROTO-5-UPDOWN: Line protocol on Interface VirtualPortGroupl,
changed state to up

*May 6 08:41:35.063: $LINEPROTO-5-UPDOWN: Line protocol on Interface VirtualPortGrouplO,
changed state to up

*May 6 08:41:38.437: %PNP-6-PNP_BEST UDI UPDATE: Best UDI
[PID:C8375-E-G2,VID:V0l,SN:FDO2833M01A] identified via (entity-mibs)

*May 6 08:41:38.437: %PNP-6-PNP_CDP UPDATE: Device UDI
[PID:C8375-E-G2,VID:V01l,SN:FDO2833M01A] identified for CDP

*May 6 08:41:38.437: $PNP-6-PNP_DISCOVERY STOPPED: PnP Discovery stopped (Startup Config
Present)

*May 6 08:41:39.699: SLINK-3-UPDOWN: Interface GigabitEthernet0, changed state to up
*May 6 08:41:40.707: $LINEPROTO-5-UPDOWN: Line protocol on Interface GigabitEthernetO,
changed state to up

*May 6 08:41:42.333: %SYS-5-CONFIG_P: Configured programmatically by process EPM CREATE
DEFAULT CWA URL ACL from console as console

*May 6 08:41:46.197: %$IOSXE OIR-6-ONLINECARD: Card (cc) online in slot 0

*May 6 08:41:46.230: $IOSXE OIR-6-INSSPA: SPA inserted in subslot 0/0
*May 6 08:41:46.587: $IOSXE OIR-6-ONLINECARD: Card (cc) online in slot 1
*May 6 08:41:47.126: %CRYPTO-6-ISAKMP ON OFF: ISAKMP is OFF

*May 6 08:41:47.126: %CRYPTO-6-GDOI_ON OFF: GDOI is OFF

*May 6 08:41:48.779: $IOSXE OIR-6-INSSPA: SPA inserted in subslot 0/1
*May 6 08:41:49.452: %CRYPTO-6-ISAKMP ON OFF: ISAKMP is OFF

*May 6 08:41:49.452: %CRYPTO-6-GDOI_ON OFF: GDOI is OFF

*May 6 08:41:49.571: %PKI-6-TRUSTPOINT CREATE: Trustpoint: CISCO_IDEVID SUDI created
succesfully

*May 6 08:41:49.573: SCRYPTO_ENGINE-5-KEY ADDITION: A key named CISCO_IDEVID SUDI has

been generated or imported by pki-sudi

*May 6 08:41:49.609: %$PKI-6-TRUSTPOINT CREATE: Trustpoint: CISCO_IDEVID SUDIO created
succesfully

*May 6 08:41:49.610: %PKI-2-NON_ AUTHORITATIVE CLOCK: PKI functions can not be initialized
until an authoritative time source, like NTP, can be obtained.

*May 6 08:41:53.146: %IOX-3-PD_PARTITION_CREATE: R0/0: run_ioxn caf: IOX may take upto
3 mins to be ready. Wait for iox to be ready before installing the apps

*May 6 08:41:53.429: $IOX-3-PD_PARTITION CREATE: RO/0: run ioxn caf: Successfully
allocated 4.0G in flash for hosting ApplicationsNGIOLite module C-NIM-8M success read
extended attr from conf file

*May 6 08:42:15.679: $SPA_OIR-6-ONLINECARD: SPA (C-NIM-8M) online in subslot 0/1

*May 6 08:42:16.292: SENVIRONMENTAL-6-NOTICE: V: PEM Out, Location: PO, State: Minor Low,
Reading: 0 mv

*May 6 08:42:20.701: $ONEP_BASE-3-AUTHEN ERR: [Element]: Authentication/authorization
failed. Application (utd snort-utd): Username (*INVALID*)

*May 6 08:42:22.179: $TRANSCEIVER-6-INSERTED: C0/0: iomd: transceiver module inserted
in Te0/0/4

*May 6 08:42:22.255: $TRANSCEIVER-6-INSERTED: C0/0: iomd: transceiver module inserted
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in Te0/0/5

*May 6 08:42:22.643: SLINK-3-UPDOWN: Interface TwoGigabitEthernet0/1/6, changed state
to up

*May 6 08:42:23.345: $SPA_OIR-6-ONLINECARD: SPA (4M-2xSFP+) online in subslot 0/0
*May 6 08:42:23.644: $SLINEPROTO-5-UPDOWN: Line protocol on Interface
TwoGigabitEthernet0/1/6, changed state to up

*May 6 08:42:28.999: SLINK-3-UPDOWN: Interface TenGigabitEthernet0/0/4, changed state

to up
*May 6 08:42:29.011: S$LINK-3-UPDOWN: Interface TenGigabitEthernet0/0/5, changed state
to up
*May 6 08:42:29.975: SLINK-3-UPDOWN: Interface TwoGigabitEthernet0/0/0, changed state
to up

*May 6 08:42:30.004: $LINEPROTO-5-UPDOWN: Line protocol on Interface
TenGigabitEthernet0/0/4, changed state to up

*May 6 08:42:30.010: $LINEPROTO-5-UPDOWN: Line protocol on Interface
TenGigabitEthernet0/0/5, changed state to up

*May 6 08:42:29.901: %IM-6-IO0X INST INFO: R0/0: ioxman: IOX SERVICE guestshell LOG:
Guestshell is up at 04/06/2025 08:42:29

*May 6 08:42:30.974: SLINK-3-UPDOWN: Interface TwoGigabitEthernet0/0/1, changed state
to up

*May 6 08:42:30.976: $LINEPROTO-5-UPDOWN: Line protocol on Interface
TwoGigabitEthernet0/0/0, changed state to up

*May 6 08:42:31.975: SLINEPROTO-5-UPDOWN: Line protocol on Interface
TwoGigabitEthernet0/0/1, changed state to up

*May 6 08:42:31.983: SLINK-3-UPDOWN: Interface TwoGigabitEthernet0/0/3, changed state
to up

*May 6 08:42:32.644: SLINK-3-UPDOWN: Interface TwoGigabitEthernet0/1/7, changed state
to up

*May 6 08:42:32.366: $CMRP-5-CHASSIS MONITOR BOOT TIME PRINT: RO/0: cmand: Card FO took
59 secs to boot

*May 6 08:42:32.367: $CMRP-5-CHASSIS MONITOR BOOT TIME PRINT: RO/0: cmand: Card 0 took
54 secs to boot

*May 6 08:42:32.367: $CMRP-5-CHASSIS MONITOR BOOT TIME PRINT: RO/0: cmand: Card 1 took
54 secs to boot

*May 6 08:42:32.984: $SLINEPROTO-5-UPDOWN: Line protocol on Interface
TwoGigabitEthernet0/0/3, changed state to up

*May 6 08:42:33.642: $SLINEPROTO-5-UPDOWN: Line protocol on Interface
TwoGigabitEthernet0/1/7, changed state to up

*May 6 08:42:34.003: ALL modules are online!

*May 6 08:42:34.765: $IM-6-I0X ENABLEMENT: RO/0: ioxman: IOX is ready.

*May 6 08:42:34.766: $IM-6-START MSG: R0O/0: ioxman: app-hosting: Start succeeded: utd
is started Current is in RUNNING

May 6 08:42:36.712: $PKI-6-AUTHORITATIVE CLOCK: The system clock has been set.

May 6 08:42:38.080: %SMART LIC-6-REPORTING REQUIRED: A Usage report acknowledgement

will be required in 0 days.

May 6 08:42:38.081: ALL modules are online!

May 6 08:42:41.695: $SMART LIC-6-REPORTING REQUIRED: A Usage report acknowledgement

will be required in 0 days.

Router>

May 6 08:42:51.407: %ONEP_BASE-6-CONNECT: [Element]: ONEP session Application:utd snort
Host:utd ID:3545 User: has connected.

PLFIX, 3AT v 7 A A M—LORBITY,

Router#install add file bootflash:c8kg2be-universalk9.17.15.03a.SPA.bin

install add: START Wed May 21 09:03:39 UTC 2025

install add: Adding IMG

UTD: Received appnav notification from LXC for (src 192.0.2.5, dst 192.0.2.6)
UTD successfully registered with Appnav (src 192.0.2.5, dst 192.0.2.6)

UTD redirect interface set to VirtualPortGroupl internally

--- Starting initial file syncing ---

Copying bootflash:c8kg2be-universalk9.17.15.03a.SPA.bin from RO to RO

o0 o oo
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Info: Finished copying to the selected
Finished initial file syncing

--- Starting Add ---

Performing Add on all members
Checking status of Add on [RO]

Add: Passed on [RO]

Image added. Version: 17.15.03a.0.176

Finished Add

SUCCESS: install add /bootflash/c8kg2be-universalk9.17.15.03a.SPA.bin Wed May 21 09:04:43
UTC 2025

Router#show install log
[0]install op boot]: START Wed May 21 09:02:03 Universal 2025

[0O]install op boot (INFO, )]: Mount IMG INI state base image

[O]install op boot]: END SUCCESS Wed May 21 09:02:03 Universal 2025

[0O]install op boot (INFO, )]: cleanup trap remote invocation 0 operation install op_ boot
0 ..0

[remote|COMP_CHECK] : START Wed May 21 09:04:42 UTC 2025
[remote|COMP_CHECK]: END FAILED exit(l) Wed May 21 09:04:43 UTC 2025

Router#

Router#install activate

install activate: START Wed May 21 09:07:21 UTC 2025
install activate: Activating IMG

Following packages shall be activated:
/bootflash/c8kg2be-rpboot.17.15.03a.SPA.pkg
/bootflash/c8kg2be-firmware sm nim adpt.17.15.03a.SPA.pkg
/bootflash/c8kg2be-firmware nim async.17.15.03a.SPA.pkg
/bootflash/c8kg2be-firmware sm async.17.15.03a.SPA.pkg
/bootflash/c8kg2be-firmware prince.17.15.03a.SPA.pkg
/bootflash/c8kg2be-mono-universalk9.17.15.03a.SPA.pkg
/bootflash/c8kg2be-firmware nim shdsl.17.15.03a.SPA.pkg
/bootflash/c8kg2be-firmware ngwic tlel.17.15.03a.SPA.pkg
/bootflash/c8kg2be-firmware sm 1t3e3.17.15.03a.SPA.pkg
/bootflash/c8kg2be-firmware nim xdsl.17.15.03a.SPA.pkg

This operation may require a reload of the system. Do you want to proceed? [y/nly
--- Starting Activate ---
Performing Activate on all members
[1] Activate package(s) on RO
[1] Finished Activate on RO
Checking status of Activate on [RO]
Activate: Passed on [RO]

Finished Activate

SUCCESS: install activate Wed May 21 09:09:31 UTC 2025
Router#May 21 09:

System integrity status: 0x32042000
Rom image verified correctly

System Bootstrap, Version v17.15(3.1r).s2.cp, RELEASE SOFTWARE
Copyright (c) 1994-2025 by cisco Systems, Inc.
Current image running: Boot ROMO

Last reset cause: LocalSoft
C8375-E-G2 platform with 33554432 Kbytes of main memory
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boot: reading file packages.conf

#
s sisssasissaaasiisaaniiiaaniiiasRiiisaaRiisnnidi

Performing Signature Verification of OS image...
Image validated

May 21 09:11:47.581: %$BOOT-5-OPMODE_LOG: R0/0: binos: System booted in AUTONOMOUS mode
Restricted Rights Legend

Use, duplication, or disclosure by the Government is
subject to restrictions as set forth in subparagraph

(c) of the Commercial Computer Software - Restricted
Rights clause at FAR sec. 52.227-19 and subparagraph
(c) (1) (ii) of the Rights in Technical Data and Computer

Software clause at DFARS sec. 252.227-7013.

Cisco Systems, Inc.
170 West Tasman Drive
San Jose, California 95134-1706

Cisco I0S Software [IOSXE], c8kg2be Software (ARMVSEL LINUX IOSD-UNIVERSALK9-M), Version
17.15.3a, RELEASE SOFTWARE (fc4)

Technical Support: http://www.cisco.com/techsupport

Copyright (c) 1986-2025 by Cisco Systems, Inc.

Compiled Fri 02-May-25 11:27 by mcpre

This software version supports only Smart Licensing as the software licensing mechanism.

Please read the following carefully before proceeding. By downloading,
installing, and/or using any Cisco software product, application, feature,
license, or license key (collectively, the "Software"), you accept and

agree to the following terms. If you do not agree, do not proceed and do not
use this Software.

This Software and its use are governed by Cisco's General Terms and any
relevant supplemental terms found at
https://www.cisco.com/site/us/en/about/legal/contract-experience/index.html.
If you have a negotiated agreement with Cisco that includes this Software, the
terms of that agreement apply as well. In the event of a conflict, the order
of precedence stated in your negotiated agreement controls.

Cisco Software is licensed on a term and/or subscription-basis. The license to
the Software is valid only for the duration of the specified term, or in the
case of a subscription-based license, only so long as all required subscription
payments are current and fully paid-up. While Cisco may provide you
licensing-related alerts, it is your sole responsibility to monitor your usage.
Using Cisco Software without a valid license is not permitted and may result in
fees charged to your account. Cisco reserves the right to terminate access to,
or restrict the functionality of, any Cisco Software, or any features thereof,
that are being used without a valid license.

May 21 09:11:51.161: SFLASH CHECK-3-DISK QUOTA: R0/0: flash check: bootflash quota
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exceeded [free space is 1111072 kB] - [recommended free space is 5929066 kB] - Please
clean up files on bootflash.

cisco C8375-E-G2 (1RU) processor with 11906881K/6147K bytes of memory.
Processor board ID FDO2833MO1A

Router operating mode: Autonomous

1 Virtual Ethernet interface

12 2.5 Gigabit Ethernet interfaces

2 Ten Gigabit Ethernet interfaces

32768K bytes of non-volatile configuration memory.

33554432K bytes of physical memory.

20257791K bytes of flash memory at bootflash:.

Warning: When Cisco determines that a fault or defect can be traced to
the use of third-party transceivers installed by a customer or reseller,
then, at Cisco's discretion, Cisco may withhold support under warranty or
a Cisco support program. In the course of providing support for a Cisco
networking product Cisco may require that the end user install Cisco
transceivers if Cisco determines that removing third-party parts will
assist Cisco in diagnosing the cause of a support issue.

The process for the command is not responding or is otherwise unavailable

WARNING: Command has been added to the configuration using a type 0 password. However,
recommended to migrate to strong type-6 encryption

WARNING: ** NOTICE ** The H.323 protocol is no longer supported from IOS-XE release
17.6.1. Please consider using SIP for multimedia applications.

Press RETURN to get started!

% UTD: Received appnav notification from LXC for (src 192.0.2.5, dst 192.0.2.6)
% UTD successfully registered with Appnav (src 192.0.2.5, dst 192.0.2.6)
% UTD redirect interface set to VirtualPortGroupl internally

Router>
Router>en
Router#
Router#install commit
install commit: START Wed May 21 09:22:28 UTC 2025
--- Starting Commit ---
Performing Commit on all members
[1] Commit packages(s) on RO
[1] Finished Commit packages(s) on RO
Checking status of Commit on [RO]
Commit: Passed on [RO]
Finished Commit operation

SUCCESS: install commit Wed May 21 09:22:31 UTC 2025

LTI, show =~ > R AHITT,
show install log

Device# show install log

[Olinstall op boot]: START Thu Oct 28 22:09:29 Universal 2021
[Olinstall op boot (INFO, )]: Mount IMG INI state base image
[Olinstall op boot]: END SUCCESS Thu Oct 28 22:09:30 Universal 2021

show install summary
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Device# show install summary
[ RO ] Installed Package(s) Information:

State (St): I - Inactive, U - Activated & Uncommitted,

C - Activated & Committed, D - Deactivated & Uncommitted

Auto abort timer: inactive

show install package filesystem: filename

Device# show install package bootflash:c8kg2be-universalk9.17.15.03a.SPA.bin
Package: c8kg2be-universalk9.17.15.03a.SPA.bin
Size: 953231736
Timestamp:
Canonical path: /bootflash/c8kg2be-universalk9.17.15.03a.SPA.bin

Raw disk-file SHAlsum:
d358592ccd2dd626889ef091401d06fae5458ff1

Header size: 1084 bytes
Package type: 30000
Package flags: 0

Header version: 3

Internal package information:
Name: rp_super
BuildTime: 2025-05-02_ 11.57
ReleaseDate: 2025-05-02 16.50
BootArchitecture: armé64
RouteProcessor: mirabile
Platform: C8KG2BE
User: mcpre
PackageName: universalk9
Build: 17.15.03a
CardTypes:

Package is bootable from media and tftp.
Package contents:

Package: c8kg2be-firmware prince.17.15.03a.SPA.pkg
Size: 10444800
Timestamp:

Raw disk-file SHAlsum:
fa82bed30d349686d1d9700892076a3d66375698

Header size: 4096 bytes
Package type: 40000
Package flags: 0

Header version: 3

Internal package information:
Name: firmware prince
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BuildTime: 2025-05-02_11.57
ReleaseDate: 2025-05-02_16.50
BootArchitecture: none
RouteProcessor: mirabile
Platform: C8KG2BE

User: mcpre

PackageName: firmware prince
Build: 17.15.03a

CardTypes:

Package is not bootable.

Package: c8kg2be-mono-universalk9.17.15.03a.SPA.pkg
Size: 891244544
Timestamp:

Raw disk-file SHAlsum:
af7ba58491731d788d9f4528d74b5bfef9dfc7£2

Header size: 4096 bytes
Package type: 30000
Package flags: 0

Header version: 3

Internal package information:
Name: mono
BuildTime: 2025-05-02_11.57
ReleaseDate: 2025-05-02_16.50
BootArchitecture: armé64
RouteProcessor: mirabile
Platform: C8KG2BE
User: mcpre
PackageName: mono-universalk9
Build: 17.15.03a
CardTypes:

Package is bootable from media and tftp.
Package contents:

Package: c8kg2be-firmware nim xdsl.17.15.03a.SPA.pkg
Size: 5677056
Timestamp:

Raw disk-file SHAlsum:
4af7a8764651253c73c7fadebeba6£3a8f0al133d

Header size: 4096 bytes
Package type: 40000
Package flags: 0

Header version: 3

Internal package information:
Name: firmware nim xdsl
BuildTime: 2025-05-02_11.57
ReleaseDate: 2025-05-02_16.50
BootArchitecture: none
RouteProcessor: mirabile
Platform: C8KG2BE
User: mcpre
PackageName: firmware nim xdsl
Build: 17.15.03a
CardTypes:

Package is not bootable.

Package: c8kg2be-firmware sm 1t3e3.17.15.03a.SPA.pkg
Size: 13889536
Timestamp:
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Raw disk-file SHAlsum:
526aa41ccd8398e7691d316ca24289801e0417a8

Header size: 4096 bytes
Package type: 40000
Package flags: 0

Header version: 3

Internal package information:
Name: firmware sm 1t3e3
BuildTime: 2025-05-02_11.57
ReleaseDate: 2025-05-02_16.50
BootArchitecture: none
RouteProcessor: mirabile
Platform: C8KG2BE
User: mcpre
PackageName: firmware sm 1t3e3
Build: 17.15.03a
CardTypes:

Package is not bootable.

Package: c8kg2be-firmware sm async.17.15.03a.SPA.pkg
Size: 14671872
Timestamp:

Raw disk-file SHAlsum:
7c7£4c06da5b3b0eldb879e074998130db22298fF

Header size: 4096 bytes
Package type: 40000
Package flags: 0

Header version: 3

Internal package information:
Name: firmware sm async
BuildTime: 2025-05-02_11.57
ReleaseDate: 2025-05-02_16.50
BootArchitecture: none
RouteProcessor: mirabile
Platform: C8KG2BE
User: mcpre
PackageName: firmware sm_async
Build: 17.15.03a
CardTypes:

Package is not bootable.

Package: c8kg2be-firmware nim async.17.15.03a.SPA.pkg
Size: 13254656
Timestamp:

Raw disk-file SHAlsum:
27132c3a41c¢79991d1£71488ad325ad05¢cc7b0bb

Header size: 4096 bytes
Package type: 40000
Package flags: 0

Header version: 3

Internal package information:
Name: firmware nim async
BuildTime: 2025-05-02_11.57
ReleaseDate: 2025-05-02_16.50
BootArchitecture: none
RouteProcessor: mirabile
Platform: C8KG2BE
User: mcpre
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PackageName: firmware nim async
Build: 17.15.03a
CardTypes:

Package is not bootable.

Package: c8kg2be-firmware nim shdsl.17.15.03a.SPA.pkg
Size: 11804672
Timestamp:

Raw disk-file SHAlsum:
51da21dffb39d2ef6b266b7ffab083b3fb339651

Header size: 4096 bytes
Package type: 40000
Package flags: 0

Header version: 3

Internal package information:
Name: firmware nim shdsl
BuildTime: 2025-05-02_11.57
ReleaseDate: 2025-05-02_16.50
BootArchitecture: none
RouteProcessor: mirabile
Platform: C8KG2BE
User: mcpre
PackageName: firmware nim shdsl
Build: 17.15.03a
CardTypes:

Package is not bootable.

Package: c8kg2be-firmware ngwic tlel.17.15.03a.SPA.pkg
Size: 11956224
Timestamp:

Raw disk-file SHAlsum:
19376efa2ed616672c0d488b628a768e262bd8e6

Header size: 4096 bytes
Package type: 40000
Package flags: 0

Header version: 3

Internal package information:
Name: firmware ngwic_ tlel
BuildTime: 2025-05-02_11.57
ReleaseDate: 2025-05-02_16.50
BootArchitecture: none
RouteProcessor: mirabile
Platform: C8KG2BE
User: mcpre
PackageName: firmware ngwic_ tlel
Build: 17.15.03a
CardTypes:

Package is not bootable.

Package: c8kg2be-firmware sm nim adpt.17.15.03a.SPA.pkg
Size: 204800
Timestamp:

Raw disk-file SHAlsum:
b3a7ddd80d£900d6217bb8db36ff8bdbc6241fa3

Header size: 4096 bytes
Package type: 40000
Package flags: 0

Header version: 3
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Internal package information:
Name: firmware sm nim adpt
BuildTime: 2025-05-02_11.57
ReleaseDate: 2025-05-02_16.50
BootArchitecture: none
RouteProcessor: mirabile
Platform: C8KG2BE
User: mcpre
PackageName: firmware sm nim adpt
Build: 17.15.03a
CardTypes:

Package is not bootable.

show install active

Device# show install active

[ RO ] Active Package(s) Information:

State (St): I - Inactive, U - Activated & Uncommitted,

C - Activated & Committed, D - Deactivated & Uncommitted

Auto abort timer: inactive

show install inactive

Device# show install inactive

[ RO ] Inactive Package(s) Information:

State (St): I - Inactive, U - Activated & Uncommitted,

C - Activated & Committed, D - Deactivated & Uncommitted

No Inactive Packages
show install committed

Device# show install committed

[ RO ] Committed Package(s) Information:

State (St): I - Inactive, U - Activated & Uncommitted,

C - Activated & Committed, D - Deactivated & Uncommitted

Auto abort timer: inactive

show install uncommitted

Device# show install uncommitted
[ RO ] Uncommitted Package(s) Information:
State (St): I - Inactive, U - Activated & Uncommitted,
C - Activated & Committed, D - Deactivated & Uncommitted
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No Uncommitted Packages

AR M—=)LAR I RZEFERALEYI NI Z7A A M=ILD NS D
Woa—F4289
g V7 NIV =2T AL ARN—NVD NI TN a—TFT 4T

BREAVAIN—NLOME, v/ BIONY T NI 2T RA—V g U 2FRT AT, RO show
o< REFEHALET,

« show install summary
« show install log
* show version

» show version running

M A A M=/ 5T Do RE

Rk A A M= VIZET ORBEAZ R T 51203, koa~vr RaHLET,
« dir <ingtall directory>
« mor e location: packages.conf

« showtech-supportingtall : = ® =2~ > KA A b— UERICHEA OEH % F~T % show
awr REHBEICIATLET,

- request platform software trace archive target bootflash <location> : Z D =~ Ni&,
DY u— RUKICY AT A ETETENTVETRTOT B ACHEBT 53 XTO bk
L—=2u 7 %7 =047 L, ZOERERESNIEITICREFELET

=JL =2

No Service Password-Recovery D iz iE

Cisco I0S D/8A U — R[AIE FINEIZHE S T, VAT LAOREFE L Y 17— NEEZ Break % — % ff
A+22LT, a2V —LZHHLTROMMONE— RIZCT 7B AT&EET, T4 AV 7 |
7 = 7 /M ROMMONE— R22 b — RENTWHEA, EIFH LWIRAT — R THEHFINE
T, NAT—REETFIEICLY, a2V — A ~DT 7B AR EEOH L NT AL AB LT A
AADRy NT—=7IZT 7 BATHHEREZHEZOGNDZ L1720 7,

No Service Password-Recovery #§BE1T, T —E AR T— REHEFIEZFEH L TF A 2B LW
Ry NI —=J T 7 BATERVEICTLHILZHNE LTVET,
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AV T4 FAL—V 3V LPREBEUVVRTFLT—EE

AT 4 X2l —ar bIVRAZOENEY b (Ey h3, 2, 1, BLO0) BT—F7 14—
NVREHRLET, 77— 74—V RIE, T3 A% FEITROM N HEENT L0, 77 >

VaFEIRy PO HBITEBT A0 EEELET, ExiE 3T 4 F 2 L—

v LYREDT — T 4 —)L ROMED 0x2 705 0xF £ TOEEDEICRES N TIN5
By T AL, VURET— N7 4=V ROEEFEH LT, Xy NT—27 % — "= H#E)
EET 220D FT 74V T — T 7 AN EARLET,

By RSN IIIHREINA L, R — T v ar 74Xzl —a URNERINET, By
h 623 LIZRRE SIS & Break ¥ —MRHNAENZ/2 D £3, ZOEZAENZTDHITIL, =
V74X alb—ray LURSZHEBEBICRET OMLERH Y ET, Loz T 4 Fal—
vay LURAAERETIE, WA A R—T M TERL 2V ET,

Y

GE) FT74NLFTIE, Vue— RRICHERHO S o PR vE— 3R RS NET AL

No Service Password-Recovery Z H%11Z3 5 A%

WD 2 >DHET, No Service Password-Recovery Z AN TE £77,

s noservicepassword-recovery =~ > Rz LET, ZoF 7 a2/ sL, ~
AUV —RZEfETE5 L9122 £,

* no service password-recovery strict =~ > RZEHLET, 2047 a v EHMTT S
&L T ADEIENTE RSB T,

Y

CE) IEHHEE LT, ZOBEEZENCT RN, %7 CiscolOS A A — 723 bootflash: IZ1FE7E L
TWD I L BMERTHIVLENDH Y 7,

no service password-recovery 2 v > RZ BT 256, A3 T, 73 A0 LEENLTZ5ATIC
VATA AT 4 X2 —Tay T AND A —ERETH LB HER L TV ET,

BVEDBRIZHT-> T, BE. Ta—)b, VYT h7 2T "3—T 32 ROMMON RA—3 5 >
DEFERE, BEEOEEMEICERRLS, T/ RACEFEEZNZ DRI, Z OBEREZ Bz LT
<&,

AT A X2 =T ar LYVRIDT =Py FEADILT, By F8EZOICHREICT D Z
LTCRE— Ty ar74F¥alb—arrsua—RL, By 6% 0IZERET D Z & TCisco
I0S XE @ Break ¥ — %ML, T4 By 3 —0% 0x2 — OxF DILEOEICRET D Z &
TCiscolOSXEA A—VZHEN T — b SH 20N H Y F£3°, No Service Password-Recovery £
BEAEADNZTHE, a7 4 Xal—ary LYVRZOEEIIREFESLERA,
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\)

6=

Ey F8ALIIRETHE, AF— T v Far 74 X¥al— g U RNERESNET, By b
6 % 1 IZERET D & . CiscolOS XE T Break ¥ — DN HEICRY £F, Ev b6 L by
k8 DI % 0 \ZF%ET % &, No Service Password-Recovery F§EEN A 2N 72 0 F7,

RIZ. No Service Password-Recovery #§RE % F 275 LD 2R L E T,

Router> enable

Router# show version

Router# configure terminal

Router (config) # config-register 0x2012
Router (config) # no service password-recovery
Router (config) # exit

E%h1k St 1= No Service Password-Recovery #4RE(Z & 5 T /31 A D[EITE

no service password-recovery =~ > R %Zf# ] L T No Service Password-Recovery #HE % H 22 L
TRBIZT A A% EET 511X, EBERFCER RS LD TPASSWORD RECOVERY
FUNCTIONALITYISDISABLED] & WH X v b —U %L ES, [ BFERENT S, Break
F—ZHLET, Break ¥—7 7 > a VOMEREZ RO L a7 v RERENFET,

\}

T IV AVEMRTHE, AX— R Ty T ar7 4 Falb—varyBNEEISh, Ak
A17= No Service Password-Recovery #6REIZ L U . 7 /34 AN TIGHMIRFOT 7 4L MR E T
EELET,

*Break ¥ —7 7 L a3 VAR L7 & AR 72 No Service Password-Recovery H§REIC
K0, TR ZAPNEFE EBVICEBILET,

GE)

no service password recovery strict =~ > K% f# ] L T No Service Password-Recovery #&RE % A
LT EE, T AZEETE £ A,

WOHITIE, EEFIZ Break ¥—7 7 v a BN AT &N, FDFRIZ Break X—7 7 3 Uk
BEINFET, AEF— T v a7 4Fal—a rREEIN. L X7 No Service
Password-Recovery H§REIC LV . 731 AN THHGREOT 7 4+ /L % E CEBI L £,

Initializing Hardware ...

Checking for PCIe device presence...done
System integrity status: 0x610
Rom image verified correctly

System Bootstrap, Version 17.3(lr), RELEASE SOFTWARE
Copyright (c) 1994-2020 Dby cisco Systems, Inc.

Current image running: Boot ROMO

Last reset cause: LocalSoft
C8375-E-G2 platform with 33554432 Kbytes of main memory
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PASSWORD RECOVERY FUNCTIONALITY IS DISABLED
telnet> send brk

PASSWORD RECOVERY IS DISABLED.

Do you want to reset the router to the factory default
configuration and proceed [y/n] ? y

Router clearing configuration. Please wait for ROMMON prompt...
File size is 0x17938a80

Located c8kg2be-universalk9.BLD V1718 THROTTLE LATEST 20250423 010128.SSA.bin

WOFITIE, EEIREIZ Break ¥—7 7 & a VAT S, DRI Break ¥ —7 7 ¥ = VDN
BEINFHAL, ZOHE. AL S 72 NoService Password-Recovery fEREIZ L 0 . T /34 A0
WEEB B LET,

Checking for PCIe device presence...done
System integrity status: 0x610
Rom image verified correctly

System Bootstrap, Version v17.15(3.1r).s2.cp, RELEASE SOFTWARE
Copyright (c) 1994-2025 by cisco Systems, Inc.

Current image running: Boot ROMO

Last reset cause: LocalSoft
C8375-E-G2 platform with 33554432 Kbytes of main memory

PASSWORD RECOVERY FUNCTIONALITY IS DISABLED
telnet> send brk

PASSWORD RECOVERY IS DISABLED.

Do you want to reset the router to the factory default
configuration and proceed [y/n] ? n

Router continuing with existing configuration...
File size is 0x17938a80

Located c8kg2be-universalk9.BLD V1718 THROTTLE LATEST 20250423 010128.SSA.bin

FHEHHFHH A A AR R R R R R R R R R R R R R
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No Service Password-Recovery 0 % & 5l

W2, BEWEENCHRES R TS ar 74X alb—vay LYRIREZRGL,
Password-Recovery BRE A EZNIC LT D, RENT AT LD Y v— Rp bR s s 2 & &
WD HEOHERLET,

Router>en

Router#show version

Cisco I0S XE Software, Version 17.15.03

Cisco IOS Software [IOSXE], c8kg2be Software (ARMVBEL LINUX IOSD-UNIVERSALK9-M), Version
17.15.3, RELEASE SOFTWARE (fcl)

Technical Support: http://www.cisco.com/techsupport

Copyright (c) 1986-2025 by Cisco Systems, Inc.

Compiled Tue 25-Mar-25 23:37 by xxxx

Router (config) #no service password-recovery

WARNING:

Executing this command will disable the password recovery mechanism.
Do not execute this command without another plan for

password recovery.

Are you sure you want to continue? [yes]: yes
Router (config) #end

Router#wr

Building configuration...

[OK]

Router#reload

Proceed with reload? [confirm]

Jun 9

System integrity status: 0x32042000
Rom image verified correctly

System Bootstrap, Version v17.15(3.1r).s2.cp, RELEASE SOFTWARE
Copyright (c) 1994-2025 by cisco Systems, Inc.
Current image running: Boot ROMO

Last reset cause: LocalSoft
C8375-E-G2 platform with 33554432 Kbytes of main memory

PASSWORD RECOVERY FUNCTIONALITY IS DISABLED

telnet> send brk

PASSWORD RECOVERY IS DISABLED.
Do you want to reset the router to the factory default
configuration and proceed y/n [n]: n

Router continuing with existing configuration...

boot: reading file packages.conf
i

Performing Signature Verification of OS image...
Image validated

Jun 9 05:40:13.287: %$BOOT-5-OPMODE_LOG: R0/0: binos: System booted in AUTONOMOUS mode
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Restricted Rights Legend

Use, duplication, or disclosure by the Government is
subject to restrictions as set forth in subparagraph

(c) of the Commercial Computer Software - Restricted
Rights clause at FAR sec. 52.227-19 and subparagraph

(c) (1) (ii) of the Rights in Technical Data and Computer
Software clause at DFARS sec. 252.227-7013.

Cisco Systems, Inc.
170 West Tasman Drive
San Jose, California 95134-1706

Cisco I0S Software [IOSXE], c8kg2be Software (ARMVSEL LINUX IOSD-UNIVERSALK9-M), Version
17.15.3, RELEASE SOFTWARE (fcl)

Technical Support: http://www.cisco.com/techsupport

Copyright (c) 1986-2025 by Cisco Systems, Inc.

Compiled Tue 25-Mar-25 23:37 by xxxx

This software version supports only Smart Licensing as the software licensing mechanism.

Please read the following carefully before proceeding. By downloading,
installing, and/or using any Cisco software product, application, feature,
license, or license key (collectively, the "Software"), you accept and

agree to the following terms. If you do not agree, do not proceed and do not
use this Software.

This Software and its use are governed by Cisco's General Terms and any
relevant supplemental terms found at
https://www.cisco.com/site/us/en/about/legal/contract-experience/index.html.
If you have a negotiated agreement with Cisco that includes this Software, the
terms of that agreement apply as well. In the event of a conflict, the order
of precedence stated in your negotiated agreement controls.

Cisco Software is licensed on a term and/or subscription-basis. The license to
the Software is valid only for the duration of the specified term, or in the
case of a subscription-based license, only so long as all required subscription
payments are current and fully paid-up. While Cisco may provide you
licensing-related alerts, it is your sole responsibility to monitor your usage.
Using Cisco Software without a valid license is not permitted and may result in
fees charged to your account. Cisco reserves the right to terminate access to,
or restrict the functionality of, any Cisco Software, or any features thereof,
that are being used without a valid license.

Jun 9 05:40:16.793: SFLASH CHECK-3-DISK QUOTA: R0/0: flash check: bootflash quota
exceeded [free space is 115484 kB] - [recommended free space is 5929066 kB] - Please
clean up files on bootflash.

cisco C8375-E-G2 (1lRU) processor with 11906887K/6147K bytes of memory.

Processor board ID FDO2833MO1A

Router operating mode: Autonomous

1 Virtual Ethernet interface

12 2.5 Gigabit Ethernet interfaces

2 Ten Gigabit Ethernet interfaces

32768K bytes of non-volatile configuration memory.

33554432K bytes of physical memory.

20257791K bytes of flash memory at bootflash:.

Warning: When Cisco determines that a fault or defect can be traced to
the use of third-party transceivers installed by a customer or reseller,
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then, at Cisco's discretion, Cisco may withhold support under warranty or
a Cisco support program. In the course of providing support for a Cisco
networking product Cisco may require that the end user install Cisco
transceivers if Cisco determines that removing third-party parts will
assist Cisco in diagnosing the cause of a support issue.

No processes could be found for the command

WARNING: Command has been added to the configuration using a type 0 password. However,
recommended to migrate to strong type-6 encryption

WARNING: ** NOTICE ** The H.323 protocol is no longer supported from IOS-XE release
17.6.1. Please consider using SIP for multimedia applications.

Press RETURN to get started!

IZ. no service password-recovery strict 2~ > K& LT, /AT — NE{EHEEZ B4
LR LUET,

Router# configure terminal
Router (config) # no service password-recovery strict

WARNING:

Executing this command will disable the password recovery mechanism.
Do not execute this command without another plan for

password recovery.

Are you sure you want to continue? [yes]: yes
Router (config) #end

Router#wr

Building configuration...

[CK]
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>

-~/

ZOETE, A F—TxaA AT 4Falb—a VETLERICOVTHIILET, X
2y MITNHRA AV y—vAry NEFEZRL, 728y NIV —ERE Y a2 — LR
InTnpHrAa Yy FarRLET,

Z2ay NBIOY T 2my ROFEMIZOWVWTIZ, RO~==2T /O [2ay NBIOA o Z—
T A AZONWT] B varESRLTIEIN,

» Hardware Installation Guide for Cisco 8300 Series Secure Routers

ZOETHHTLIHNEL, ROLEY TT,

oAU H—T A ADHKE (133 2—)

AR —T 14 ANDHTE

IITE FAE Y M F =T =2 RERETDHECOVTHAL, L—F ¥ —T =
A ADREF SR LET,

cXFAHEY b A =YXy b A F =T = ADRE (133 =)

AU F =T A ADFGE ] (135 =)

T RTOA L H—T A ADY A NDFET : ffil (135 2—)

s f B —T = A AIETHEWROER - ] (139 X—)

FHEYRASA—URY AL VA—T A4 ADETE

FIE

AT v 1 enable
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1 -
Router> enable
FitE EXEC E— REZ AT LET,
WA =Rz AN LET (ERENTZHE)
AT w72 configure terminal
11
Router# configure terminal
Ja—r ) ar7 4 ¥al—vay T— REREELET,
AT w73 interface TwoGigabitEthernet sot/subslot/port
il -
Router (config) # interface TwoGigabitEthernet 0/0/1
GigabitEthernet f > % —7 = A A& ELET,
« TwoGigabitEthernet : f > Z—7 = A AD X A 7,
edot: v —DRB Y N,
efsubdlot : EH o H Y 2wy &G, AT via (/) BBLETT,
e/port : R— FE/NFA L F—T =2 AFT, AT v a () BDRETT,

AT w74 ipaddress ip-address mask [secondary] dhcp pool
£l -

Router (config-if) # ip address 10.0.0.1 255.255.255.0 dhcp pool
GigabitEthernet [Z I[P 7 R L 2 2HI0 4 TE T,
sipaddressip-address: f > X —7 = A ZADIP T NL X,
emask : BREMTHENTHWLIP TRy hDOT R,

esecondary (fE&)  BESNTET RL A2 AU IPT RLALLTHEELET, Z0F—U—
RBEME SN HEE, RESNTET RLRIEZT T4~V IP T RLARIZRD £,

«dhcp : DHCP Z /M L TR Iy — FENDHIP T LA,

e pool : @ —7 /L DHCP 7" — /56 BEIICERE SN D IP T KL A,

AT w75 negotiation auto
i -

Router (config-if) # negotiation auto
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FAvT— gy FT— RE2@IRLE7,
cauto: U/ OHEIRI T — g U EEITLET,

ATv 76 end
&1

Router (config-if) # end

BEOary 74 ¥al—artyiara 2T LT, ¥ EXEC E— FIZEY £7°,

A 23— x4 ADEE : Hl
KIZ, interfaceTwogigabitEthernet =~ > RZHEH L TS ¥ —T7 =4 ZAZEBML, IPT L
AR ET DB 2R LET, 001 1FAry MY T Ary MAR—=RFERLET, A—RMMIE0
~5DOFFNEVIROENET,
Router# show running-config interface TwogigabitEthernet 0/0/1
Building configuration...

Current configuration : 108 bytes

|

interface TwoGigabitEthernet0/0/1

no ip address

shutdown

negotiation auto

mka policy priorityl00

end

Router# configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
Router (config) # interface TwogigabitEthernet 0/0/1

\}

Gx) W OPDY AT Ty N7 4—A NIM, BLOESMAI— KT, LA ¥ —T A RAT
D<) F L— b SFP OFREN TR — FENTWET (10G R— FTD 1G SFP F 7213 10G SFP+
e
R—=FF ¥ RN RATIE, TRTORA N U HE—T oA ADWE LT 27 Ly 7 AN
FLTHLIMLENRDY T, F— b TF ¥ XL ERET DHITIE, AN~ X —T xR LT
CHEDT 2V I AL Z2—T x4 A&EMTHZLE2BEDLET,

<N F L — hSFPEYVR— 500X —T A ZADFEMMZHOWTIL, ST EHF—Z— k
FHRLTLEZEN,

FRTDLAVB—TTARAD) R FDET : Fi

Z OfFITIX, show interfaces summary, ¥ & U show platform software status control-process
brief =< K& L T, C8375-E-G2 DT XTDA U F—T = A&EFRrLET,
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Router# show interfaces summary
*: interface is up

IHQ: pkts in input hold queue IQD: pkts dropped from input queue
OHQ: pkts in output hold queue OQD: pkts dropped from output queue
RXBS: rx rate (bits/sec) RXPS: rx rate (pkts/sec)
TXBS: tx rate (bits/sec) TXPS: tx rate (pkts/sec)

TRTL: throttle count

Interface IHQ IQD OHQ 0QD RXBS RXPS
TXBS TXPS TRTL

Tw0/0/0 0 0 0 0 0 0
0 0 0

Tw0/0/1 0 0 0 0 0 0
0 0 0

Tw0/0/2 0 0 0 0 0 0
0 0 0

*Tw0/0/3 0 0 0 0 0 0
0 0 0

*Tw0/0/3.10 - - - - - -

*Te0/0/4 0 0 0 0 0 0
0 0 0

*Te0/0/4.10 - - - - - -

*Te0/0/5 0 0 0 0 0 0
0 0 0

*Te0/0/5.10 - - - - - -

Tw0/1/0 0 0 0 0 0 0
0 0 0

Tw0/1/1 0 0 0 0 0 0
0 0 0

Tw0/1/2 0 0 0 0 0 0
0 0 0

Tw0/1/3 0 0 0 0 0 0
0 0 0

Tw0/1/4 0 0 0 0 0 0
0 0 0

Tw0/1/5 0 0 0 0 0 0
0 0 0

*Tw0/1/6 0 0 0 0 0 0
0 0 0

*Tw0/1/7 0 0 0 0 0 0
0 0 0

*Tw0/1/7.10 - - - - - -

*Service-Engine0/4/0 0 0 0 0 0 0
0 0 0

*GigabitEthernetO 0 0 0 0 2000 3
0 0 0

*TunnelO 0 0 0 3 0 0
0 0 0

*VirtualPortGroupO 0 0 0 0 0 0
0 0 0

*VirtualPortGroupl 0 0 0 0 4000 4

3000 4 0

*VirtualPortGrouplO 0 0 0 0 0 0
0 0 0

Vlanl 0 0 0 0 0 0
0 0 0

NOTE:No separate counters are maintained for subinterfaces
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Hence Details of subinterface are not shown

Router#show platform software status control-process brief
Load Average

Slot Status 1-Min 5-Min 15-Min

RPO Healthy 0.83 0.91 0.91

Memory (kB)
Slot Status Total Used (Pct) Free (Pct) Committed (Pct)
RPO Healthy 7768456 2654936 (34%) 5113520 (66%) 3115212 (40%)

CPU Utilization

Slot CPU User System Nice Idle IRQ SIRQ IOwait
RPO 0 2.70 1.70 0.00 95.59 0.00 0.00 0.00
1 0.00 0.00 0.00 100.00 0.00 0.00 0.00
2 0.00 0.00 0.00 100.00 0.00 0.00 0.00
3 0.00 0.00 0.00 100.00 0.00 0.00 0.00
4 2.40 1.40 0.00 96.19 0.00 0.00 0.00
5 0.80 1.60 0.00 97.59 0.00 0.00 0.00
6 12.40 12.30 0.00 75.30 0.00 0.00 0.00
7 11.20 12.40 0.00 76.40 0.00 0.00 0.00
8 2.80 1.80 0.00 95.40 0.00 0.00 0.00
9 0.00 0.00 0.00 100.00 0.00 0.00 0.00
10 0.00 0.00 0.00 100.00 0.00 0.00 0.00
11 0.00 0.00 0.00 100.00 0.00 0.00 0.00

Z OfFITHE, show interfaces summary, 35 & U show platform software status control-process
brief 2~ R&2MH LT, C8355-G2 DI RXTDA L H—T x4 AR RLET,

Router# show interfaces summary
*: interface is up

IHQ: pkts in input hold queue IQOD: pkts dropped from input queue
OHQ: pkts in output hold queue OQD: pkts dropped from output queue
RXBS: rx rate (bits/sec) RXPS: rx rate (pkts/sec)
TXBS: tx rate (bits/sec) TXPS: tx rate (pkts/sec)

TRTL: throttle count

Interface THQ I0D OHQ 0QD RXBS RXPS

TXBS TXPS TRTL

Fi0/0/0 0 0 0 0 0 0
0 0 0

Fi0/0/1 0 0 0 0 0 0
0 0 0

Fi0/0/2 0 0 0 0 0 0
0 0 0

Fi0/0/3 0 0 0 0 0 0
0 0 0

GigabitEthernet0/0/4 0 0 0 0 0 0
0 0 0

GigabitEthernet0/0/5 0 0 0 0 0 0
0 0 0

Te0/0/6 0 0 0 0 0 0
0 0 0

Te0/0/7 0 0 0 0 0 0
0 0 0

* Te0/0/8 0 0 0 0 9614824000 1353964
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9614825000 1353964 0
* Te0/0/9 0
9614826000 1353963 0
* GigabitEthernet0 0
1000 2 0
* Loopbackl 0
0 0 0
* Loopback2 0
0 0 0
* Loopback3 0
0 0 0
Tunnel3 0
0 0 0
Vlanl 0
0 0 0
VlanlO 0
0 0 0

AVB—Tx4RaAvT4FaL—vay |

0 9614822000 1353963
0 7000 7
0 0 0
0 0 0
0 0 0

0 0 0

0 0 0

0 0 0

Router#show platform software status control-process brief

Load Average

Slot Status 1-Min 5-Min 15-Min

RPO Healthy 11.15 11.17 11.10

Slot Status Total Used (Pct) Free
RP0 Healthy 16134276 3974444 (25%) 12159832
Slot CPU User System Nice Idle IRQ
RPO 0 1.79 2.69 0.00 94.80 0.49
1 99.90 0.00 0.00 0.00 .10 0.00
2 99.80 0.00 0.00 0.00 .10 0.10
3 99.90 0.00 0.00 0.00 .10 0.00
4 99.90 0.00 0.00 0.00 .10 0.00
5 99.90 0.00 0.00 0.00 .10 0.00
6 100.00 0.00 0.00 0.00 .00 0.00
7 99.89 0.00 0.00 0.00 .10 0.00
8 99.90 0.00 0.00 0.00 .10 0.00
9 100.00 0.00 0.00 0.00 .00 0.00
10 14.00 58.50 0.00 23.90 .60 .00
11 99.90 0.00 0.00 0.00 .10 .00
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Z OFITIE, C8375-E-G2 T show ip interfacebrief =~ > R&MHH LT, A > Z—T7 A AD
PR E AT =2 ADEK) (AL 2 —T = A ANV FUEREGET) 2FRKRT D kAR

LEd,

Router# show ip interface brief

Interface IP-Address OK? Method Status Protocol
Tw0/0/0 192.168.10.1 YES NVRAM down down
Tw0/0/1 unassigned YES NVRAM administratively down down
Tw0/0/2 192.168.11.1 YES NVRAM down down
Tw0/0/3 unassigned YES NVRAM up up
Tw0/0/3.10 192.168.3.1 YES NVRAM up up
Te0/0/4 unassigned YES NVRAM up up
Te0/0/4.10 192.168.4.1 YES NVRAM up up
Te0/0/5 unassigned YES NVRAM up up
Te0/0/5.10 192.168.4.2 YES NVRAM up up
Tw0/1/0 unassigned YES unset administratively down down
Tw0/1/1 unassigned YES unset down down
Tw0/1/2 unassigned YES unset down down
Tw0/1/3 unassigned YES unset down down
Tw0/1/4 unassigned YES unset down down
Tw0/1/5 unassigned YES unset down down
Tw0/1/6 192.168.22.200 YES NVRAM up up
Tw0/1/7 unassigned YES NVRAM up up
Tw0/1/7.10 192.168.3.2 YES NVRAM up up
Service-Engine0/4/0 unassigned YES unset up up
GigabitEthernetO 10.79.58.164 YES NVRAM up up
TunnelO 192.0.2.5 YES unset up up
VirtualPortGroup0 192.0.2.1 YES NVRAM up up
VirtualPortGroupl 192.0.2.5 YES NVRAM up up
VirtualPortGrouplO 10.88.88.1 YES NVRAM up up
Vlanl unassigned YES unset up down
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Z OFITIE, C8355-G2 T show ipinterfacebrief =~ > R&ZMHHL T, /1 X —T7 =A AD IP
THMEAT =X AOER) (IEA o Z—T = A AN RUEREGT) 2FRRT DHEERL

£7,

Router# show ip interface brief

Interface IP-Address OK? Method Status Protocol
Fi0/0/0 unassigned YES NVRAM administratively down down
Fi0/0/1 unassigned YES NVRAM administratively down down
Fi0/0/2 unassigned YES NVRAM administratively down down
Fi0/0/3 unassigned YES NVRAM administratively down down
GigabitEthernet0/0/4 unassigned YES unset administratively down down
GigabitEthernet0/0/5 unassigned YES unset administratively down down
Te0/0/6 unassigned YES unset administratively down down
Te0/0/7 unassigned YES unset administratively down down
Te0/0/8 8.1.1.1 YES NVRAM up up
Te0/0/9 9.1.1.1 YES NVRAM up up
GigabitEthernetO 10.75.163.116 YES NVRAM up up
Loopbackl 192.168.100.1 YES NVRAM up up
Loopback?2 192.168.101.1 YES NVRAM up up
Loopback3 192.168.102.1 YES NVRAM up up
Tunnel3 unassigned YES TFTP up down
Vlanl unassigned YES unset up down
VlanlO 7.1.1.1 YES NVRAM up down
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Security-Enhanced Linux @4 7R— k

Z OE T SELinux DEREIZHOWTIBA L F 9, BN ZRNEITRD LB T,

AFE (141 =)

« SELinux OFI#ESME (141 _X—2)

e SELinux OFI[ESE (141 ~—)

* SELinux (ZBI9 A 1F#® (142 X—)

* SELinux DX E (142 —7)

« SELinux DH L OMERE (144 ~=—3)
*SELinux D T 7V a—F 4 7 (145 =—2)

Security-Enhanced Linux (SELinux) %, Linux 7 —R/LV X2 VT 4 EVa2— /L LT AT A
2—7 4 VT 4 TR END VY = —v 3 U C, 5877 TZH#K 72 Mandatory Access Control (MAC)
7 —%7 7 F ¥ % CiscoIOS-XE 77 v b 7 # — LTHHIIAR F T,

SELinux (21 3B&% M & B EME D BEEIZ IS W TIHF A DT 2 72O OYER A 1 = X L )Mo -
TWET, ZhIcky, 77V =230 DbX 2 T 4 A D= RLDRE RN N ZADH
B L, EEDOBHLT TV r—2a Y RRMOHLT 7V r—a ko THIEEZ S
OO H HEELE CiIADL Z N TEET,

SELinux D HEjIEEH

COKREICBT S EADOEMIH Y FHA,

SELinux D #I[fREIE

Z OREICBIT D RFEDOHIRIZH V £H A,
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SELinux [ZR89 2 1F%R

SELinux D

SELinux 0%

SELinux |2 —H =71 77 ALV AT A —E A% Bl Y THNIMEE FZITT 572012
BT 72 D e/ NROMERRIC IR 2 38 7 7 & ZHIER Y > —Z2@EA L4, Zhicky,
Ry T 7DF—R—=T7a—LREIARLICL-T) BREShERS, E2ELSEL N
LOTR T T AT —E L ORIDHNNE TR S E T, X, CiscolOS-XE~7' 7 > k
74+ —LTMAC ZHH 2 Z LIk 25/ MERDIFRIOFEM 72 FIETT, ZOHIRA D=
R MNT. TERD Linux 77 & A A =X 2 L 13MS7 U CHBE L $4, SELinux /%, 77U
r—=var7a AN ) Y —AF TVl bADT 7B AERIEIT LR —%ERT DK
BRI LET, 2k, et 2BEEoRMRER L HIREZAICTE £7,

SELinux |X, ¥ AT A THMI > TV 554, Permissive £— K £ 7213 Enforcing E— KD
W TEEL £7,

s Permissive &— KT/, SELinux IRV o —ZmHET, VYV —RT7 7 BARY o —DiE
RIZE S TRELEEGDO VAT LAu 7 OHEERLET, BMEFEGINT, UV Y—X
T I EARY =ERICOWNWTORE ZICiskSNET,

« Enforcing £ — R Tl SELinux RN U > —2FZNTH0 BHINES, 77 EBARY —
N NZEESNTY Y —=RAT 7B RAEEAR L, VAT Lu 72/l LET,

PAR—F S TWD CiscoIOS XE 77 v b 7 4 — A TliE, SELinux |[£7 7 4 /1 I T Enforcing

E— RTHMNZ/Z2 > TWET, Enforcing &— R TlE, MBERFFAIRY O —% 2o\ AT A
UY =27 7 ALEK E LT, BEEG SET, IHERBET L L. EKEEIX
KL, AT LA R ER S E T, Enforcing®— KT, YV a—t a3 idi7 7 RAEK
BilkE— FCHREL £7

=L

axX AE

Enforcing “&— N C SELinux #%HE & A 00 £ 72 13HAET 2 72 DI LB 72BN D BAAE0R E FIE
TH 0 =EA,

SELinux O#EFED —H & LT, RO =a~ > FPEASHTHET,
platform security selinux {enforcing | permissive}

show platform software selinux

E (EXEC E— k)

set platform software selinux ==~ > K& i} L C, EXEC ®€— R C SELinux Zi% /&€ L £,
WKIZ, EXEC “E— RCT® SELinux ¥ EDFI %R~ L E7,

Device# set platform software selinux ?

default Set SELinux mode to default

enforcing Set SELinux mode to enforcing
permissive Set SELinux mode to permissive
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seLinux D&% (CONFIG E— 1) ]

SELinux MEXE (CONFIG €— F)

SELinux 05l

platform security selinux =~ > RZfEH LT, =27 4 ¥ = L—3 3 F— F T SELinux ZiX
E]\/i@—o

’OFIL, CONFIG F— K TO SELinux R EZR L TWET,

Device (config) # platform security selinux

enforcing Set SELinux policy to Enforcing mode
permissive Set SELinux policy to Permissive mode

Device (config) # platform security selinux permissive
Device (config) #
*Oct 20 21:52:45.155: $IOSXE-1-PLATFORM: R0/0:

SELINUX MODE PROG: Platform Selinux confinement mode downgraded to permissive!

Device (config) #

RIZ, “&— R% Enforcing 2> 5 Permissive [ZZ W L7=HE5OH Il Z R LET,

“*0ct 20 21:44:03.609: $IOSXE-1-PLATFORM: R0/0:
SELINUX MODE_PROG: Platform Selinux confinement mode downgraded to permissive!”

KIZ, &— K% Permissive 7> 5 Enforcing IZEH L7z5& O NI Z R LET,

“*<O0ct 20 21:44:34.160: $IOSXE-1-PLATFORM: RO/0:
SELINUX MODE PROG: Platform Selinux confinement mode upgraded to enforcing!”

\}

(3)  SELinux T— RREFEIND &, TOLEEEF AT A BF 2T 0 AR MERRES, S

AT T A yE—URNAERSHET,

Syslog Avt—21)2J27L2UR

BWREXE-_—FE=v’ %SELINUX-1-VIOLATION

HREDE R VAl e A=274

Avg—v YL

A vl—Y O VI—=ADT 7 EBARY =N FELRNT

Ot 2 CLoT, VY—AT 7 BANETE
NWE Lz, BT 7 7hRESH, VY —
AT PR APESEINE L, TuktRY V—
AT 7 RABEE SN E W I BERE GV
AT Aa T RERSNE LT,

aVR—F 2 b SELINUX
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» show tech

i

HWREEXE_—E=vY %SELINUX-1-VIOLATION
HESELLE WOBEE R 2 IR~ 7 A /L & LT CiscoTAC

I ZHEHE S TE S,
e VY I)VETIITV AT AIHIIE LD
EBYVDOAyE—Y
-support =< ROH) (T%
A7 7AN)

e IRy T AINHD Btrace 7 7 A VDT — T
A7 WO a~<r REHEH)

request platform software trace archive
target <URL>

- show platform softwaresdlinux =~ > K

WIZ, syslog A v E—V Dl ERLET,
i1

*Nov 14 00:09:04.943: $SELINUX-1-VIOLATION: R0/0: audispd: type=AVC
msg=audit (1699927057.934:129): avc: denied { getattr } for pid=5899 comm="1ls"

path="/root/test" dev="rootfs" ino=25839
scontext=system u:system r:polaris iosd t:s0

tcontext=system u:object r:admin home t:s0 tclass=file permissive=0

2 -

*Nov 14 00:09:04.947: $SELINUX-1-VIOLATION: R0/0: audispd: t type=AVC
msg=audit (1699927198.486:130) : avc: denied { write } for pid=6012 comm="echo"

path="/root/test" dev="rootfs" ino=25839
scontext=system u:system r:polaris_iosd t:s0

tcontext=system u:object r:admin home t:s0 tclass=file permissive= 0

SELinux O &N DHEEE

show platform software selinux =~ > K& {fH L T, SELinux

Device# show platform software selinux

IOS-XE SELINUX STATUS

SElinux Status : Enabled
Current Mode : Enforcing
Config file Mode : Enforcing

i Cisco8300> ) —X £Fa17IL—48 VYT rYTTHREHAFE
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| Security-Enhanced Linux 4 R— ~
selinx » +5 Iy a—5 125

- — N ~ — ~ N
SELinux D S 2L a—FT4 2D
TNA AETE Ry b U—2 T SELinux ENX DA VAKX o ANRHDHEEL. ROFEH % Cisco
TAC IZHERK L T &,
s V= NNFEIF VAT LU TICHEIIENDERBV DA vE—, WRIZHIERLET,

device#request platform software trace archive target
flash:selinux btrace logs

« show tech-support =~ > KO (FF A N7 7 A V)

e ARy T AMBD Btrace 7 7 A NVDT — A7 ROz~ Ruaffif)

request platform software trace archive target <URL >

« show platform software selinux =~ > RO H /)
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Cisco ThousandEyes T4 — 54 X T —
DIV TITUG—= 3 DERRAT A4V
b

Z OE Tl Cisco Thousand Eyes =2 ¥ —7' 7 A X 2=V = N T 7V r—39 VORAT 4
YTREZOWTHHALEY, ZOETHATLINEIL, ROLED TH,

* CiscoThousandEyes =2 ¥ — 7' 7 f A2~V = N 77V r—2a b ORAT 47 (147
Y R—bhENDT Ty R T+ — AL VAT AEE (149 X—)

* CiscoThousandEyes 7 7' U 77— a2 DA VA h—)L L EZITOT—7 71— (1493—7)
TV FDONTA=FDOEH (154 X—)

TN =2 a DT A A =L (154 R—2)

s Cisco ThousandEyes 7 7'V 77— a > D b T TNy a—T 4 7 (155 %—2)

Cisco ThousandEyes T2 —TJS5A X IT— Vb7 J
Jr—2a DRRT4 2T

CiscoThousandEyes |Z, XY NV =7 A VT IV V2 AT Ty N 74 —LTHY, =—TV =
AL TIESERTAMNEFTL, Xy N7 TPV —a O T 4 —v A
BEE=HZTEETS, ZOT 7V =2 a 2L T, EVRACEELRTT Ry NU—7
B —bv2A2EKOTY RV —x 2 RXZAEZFRK/RTE EJ, Cisco ThousandEyes 7 7"V /r—
Ta sk, W AN BROS =Ry PRy NU—I DRy NT—2 T T 4 w7 N
A YTNEALTT 7T A4 7ICET=S =L, Ry MU= N\ T 53—~ AD a4k L E
9, F72. Cisco ThousandEyes 7 7' U 77— a NIN—T 4 T LT NA AT — X Tk s
=77V r—a A ISR S R AR L, TYS s AT 2 2D LRI
RFREFREICLE T,

CiscolIOSXE Y U—2Z 17.153a LU, 77V r—2a > RAT 4 » 7HREAMEH LT, Cisco
ThousandEyes Enterprise Agent & = > 7+ 7 7'V /r—3 2 & LT Cisco 8300 ¥V —X ¥ =
TN—2IRHATEET, 20—V b T Y —3 3 E, Cisco I0x docker-type A
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Cisco Thousand Eyes T8 —F 54 X I—Sx o b 7IUr—2a o0k 74045 |
. Cisco ThousandEyes Enterprise T— = > b 7 71— 3 U DHEEIER

varaEMH L Tdocker f A—T L LTEITENET, 22 br—F%F— R T Cisco
ThousandEyes % &% &9 % HIEDOFEMIZ DWW TIX,  [Cisco SD-WAN Systems and Interfaces
Configuration Guide] ZZM L T 72 &0y,

1: ThousandEyes 7 7\) 77— a V& B3y hT—U DER

End-to-end visibility

»
Public Cloud
@ @ providers

Branch ~. \

«<

=

7 Internet
@ _________________ /" (ISPs, DNS CDNs, SWGs,
Public/Private Cloud) )
-~ s Saas
2 D

Branch

Cisco ThousandEyesEnterprise T— T > b 7 7Y 5 —3 3 U DHEETE

#H

RORIZ, ZOFY2—/L T LIZREICET 2 Y U —2 e s LEd, ZoXRT, V7
P27 UU =R FLA THEEREOYR— FRNEASKLEDY 7 =T Y U —A7
FERLTWET, TOREEIL, FRTH D B2V RD | ZNEO—EDY 7 o =7 U ) —
ATHYR—FSnET,

T7y b7 A —ADYR— I BLOV AT YT Y =T A A=V OV R— MIBET 2 E#RE B
9 %5IZ1E, Cisco Feature Navigator Z i/l L 7, Cisco Feature Navigator |27 7 &£ 29 % |Z
L. www.cisco.com/go/ctn [ZFEE) L £ 4, Cisco.com D7 72 MIMEH Y £H A,

% 14: Cisco ThousandEyes Enterprise T—> = > b 7 71— 3 U D#EEER

HEES )1)—= HERETEER

Cisco ThousandEyes Cisco IOS XE | Cisco ThousandEyes Enterprise Agent 7 7" U 77— 3

Enterprise Agent 77U | 17.15.3a NZWE. T ANS RAAL v p— AP — R —

TV Ay DRAT A (DNS) 15#AMAT DHIENHEA SN TOET,

7 Z OFERETRILIZ £ VW . vManage ThousandEyes #&HE 7
Y7L —=FDODNS 74—V RIZAT v a DR T
A—=ZITI) L LI,

i Cisco8300> ) —X £Fa17IL—48 VYT rYTTHREHAFE


https://www.cisco.com/c/en/us/td/docs/routers/sdwan/configuration/system-interface/ios-xe-17/systems-interfaces-book-xe-sdwan/sdwan-thousandeyes.html
https://www.cisco.com/c/en/us/td/docs/routers/sdwan/configuration/system-interface/ios-xe-17/systems-interfaces-book-xe-sdwan/sdwan-thousandeyes.html
http://www.cisco.com/go/cfn

| CiscoThousandEyes T2 4 —FS5A X T—Sxv h 7FUS—2avDRRTA VY
PR—rEndTI5y r7r—Le 27 LEH ]

HRES J—2 HRETHRER

Cisco ThousandEyes Cisco I0S XE
Enterprise Agent 77U |17.15.3a
r—=a VDRAT 4
2

TV r—varyRAT 4 TR E T L L
THEALT, V=T 4T T Ty N7+ —LTHEIT
S % ThousandEyes ©— = > 77U r—3 3 >
EHRAGTAHET, AUF—Fy b, JTURT R
NAF— BIRZZ—T T4 X3y NT—27IC
B3 255 mtriEmaz T r 7 r—ya =
7 ANY 2 A a il TE £,

HiR—bEINDTIY b ITr—LESRATLER
WORIZ, YR—"ENDT Ty 74—V AT LB ERLET,

RI5:HR—bENB TS5y I —LEVRATLER

TSy bTH—LA J—+75va FRUX fL— DRAM
Cisco 8300 >V —X EF a7 /L—H
C8375-E-G2 16 GB 32GBM.2USB (& 16 GB
7 HIL )
C8355-G2 16 GB

32GBM.2USB (5 |16GB
ZFIV )

\)

6=

Cisco ThousandEyes Enterprise Agent % 3179 5 72 O/ DRAM B8 XL OVA F L— YV O EA 8
GB T, T30 R H4372 AE Y 2T A P L—URR20WEAIE, DRAMZ7 v 77 L— R
TH0, EIEM2USB AR EDHMNA ML —V2BINT 52 L 2B LES, HiHTaER
U Y —=2ABMOT 7Y fr— 3 rEETT OIS TROVEA, Ciscolox[E= T — 2 vt—
VEAERRLET,

Cisco ThousandEyes 7 71— 3 VDA VR =L &
EITOT—Y 70—

7 /XA A|Z Cisco ThousandEyes £ A — %A A h—/L L CEITT D21, RO FNEEZFEITL
i—a‘o
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CiscoThousand Eyes T2 —JFS5A X I—Sx o b 7 U —2av0hR T4 05 |
. Cisco ThousandEyes 7 74— 3 V&KX B0 —9 70—

FIE

AT 71 Cisco ThousandEyes IR— X /L CH LWT B> M E{ER L ET,

AT T2 V7 T OX T a— K= Cisco ThousandEyes 7 7Y 77— a v Xy r—V % Xy — R
L. 2=V b=V a 402 2L TWD Z L EME LET,

ATYT3 THRAATA A=V Ea—LET,

ARTYTE A A—TVEA A=V L TEELET,

RTYIS ==V hEar b —JICERLET,
G¥)
CiscoIOSXE 17.15.3a ¥ 7 h 7 =7 & £ $1Z Cisco ThousandEyes 7 7'V r— a3 V&V R—sFT57 T v b
74— LNEEL LIYA . CiscoThousandEyes 7 7'V 7 — 3 LRy r—VET XA ADT — 7 T vz
THEMTEET,

Cisco ThousandEyes 7 7 ) r—> 3 V& RA 57— 70—

TV Ir—varhk A A M=V L TEREIT AT, ROFINEEZETLET,

188 BRI

Cisco ThousandEyes IR— X /L CH LWT H 7 v F&EA{ER L, b—72 &4 L £9, Cisco
ThousandEyes =— Y = > h 77U r—va s id, 2O h—27 U Z#iH LT, 1IE LW Cisco
ThousandEyes 7 7 7 o &Gk L, T=v 7 A4 LET, F—2 NEHTHLHENI A v
LU NEREINTGEIT, FTOMED ST TNV a—T > 7 %4T 5 121X, Cisco ThousandEyes
TIVr—=a DRI TN a—T 407 (1553—2) #BRLTEEN,

)

GE) ELWh—Z & AL F—2P—3— (DNS) EWREHRET D E. T3 AN HITH
HEnE4,

FIE

ATFYT1 FNRALAATCiscolOx 77V r—> g VEREEZFAEINCILET,
« JESD-WAN (B ZE—K) A A—=JCiFkDa~r REfHLET,
config terminal
iox
end
write

i Cisco8300> ) —X £Fa17IL—48 VYT rYTTHREHAFE I


https://app.thousandeyes.com/settings/agents/enterprise/?section=agents&add-agent

| CiscoThousandEyes T2 4 —FS5A X T—Sxv h 7FUS—2avDRRTA VY

ATy T2

ATv73
ATvT4

ATy Th

Cisco ThousandEyes 7 7)) r—3 3 V% RA +F57—H JA— .

*SD-WAN (v br—FF—K) £ A—=VIZiIRDa~ REERLET,

config-transaction
iox
commit

I0x 2~ RRZIFANONDEAIL, BRI L CThnD . showiox 2~ REFEHLTIOx 7' rt& &
NEMEL TV ANE I MR L E T, HIZ, show [Oxman 7B ANETHTH S & RRINDHMNE
NhHET,

Device #show iox

IOx Infrastructure Summary:

I0x service (CAF) 192.0.2.8 : Running

I0x service (HA) : Not Supported
I0Ox service (IOxman) : Running

IOx service (Sec storage) : Not Supported
Libvirtd 1.3.4 : Running

ThousandBEyes 7 7"V &7—3 3 > LXC tarball 237 /34 A ® bootflash: THEHFRRETH S Z & AR L E T,

AR — K T —F A 8 —T x4 ZA%{ER L T, Cisco ThousandEyes 7 7'V 7 —>a v ~D T 7 1 v
y/\xéﬁyj‘] L—L/i‘j‘o
interface VirtualPortGroup 0

ip address 192.0.2.22 255.255.255.0
exit

RSN v—2 v EFEHALT, TV —ary RAT A7 T r—a v 2B ELET,

app-hosting appid te

app-vnic gatewayl virtualportgroup 0 guest-interface 0

guest-ipaddress 192.0.2.22 netmask 255.255.255.0

app-default-gateway 192.0.2.22 guest-interface 0

app-resource docker
prepend-pkg-opts [| Required to get the default run-time options from package.yaml
run-opts 1 "--hostname thousandeyes"
run-opts 2 "-e TEAGENT ACCOUNT_TOKEN=<ThousandEyes token>"

run-opts 3 "-e TEAGENT PROXY TYPE=STATIC -e TEAGENT PROXY LOCATION=proxy.something.other:80"

name-server(0 192.0.2.10 [ ISP’s DNS server
end

app-hosting appid te

app-resource docker

prepend-pkg-opts

run-opts 2 “--hostname

GE)

7o ¥ UEEIX, CiscoThousandEyes T— 2 = R T B X U LTA U ¥ —Ry MIT 7 EATE 720
BICOBMERATEET, Fo, RAMIFAT v a T, 4 VA M= BRHIHR A M ERE L WGEA,
F A ADIRA 473 Cisco ThousandEyes T— = > hDARA b4 E LTHHENET, T80 ZADK A
4473 Cisco ThousandEyes 78— # /WIZFR /RS VE T, DNS r—LH— _—fF#R(IA4 7T 3 T, Cisco
ThousandEyes =— = > k77 A4 X— M [P 7 LA EMHT 58551E, NAT #H TT A 2A~DOHHi
ZRESL L E T,
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B - x~os11—vosyrn—reae—

ATFYF6 ingal a2~ REERALTT AU 4 —2 g VBT RAAL AL VA =L ERNTEEIL, TFVr—3 g
FHBANCETT DL oI start 2~ FERELET,

app-hosting appid te
start

AT w71 ThousandEyes 7 7'V 7r— a3 & A A h—LLET,

app-hosting install appid <appid> package [bootflash: | harddisk: | https:]

WA T > = 5 ThousandEyes 77U r—3 3 VA VA M— /L3 D& L £,

Device# app-hosting install appid te package 2
bootflash: Package path [J ISR4K case if image is locally available in bootflash:
harddisk: Package path [l Cat8K case if image is locally available in M.2 USB
https: Package path [ Download over the internet if image is not locally present in
router. URL to ThousandEyes site hosting agent image to be provided here

ARTYT8 TV r—aBDEEL TV DEINE I DEHERLET,

Device#show app-hosting list

App id State
te RUNNING
GE)

IS DFEOWNT NI L7=8A 1%, showlogging =2~ REHEH L TIOx =5 — X vt —V %0
BLET, THAIREPRRLTNDENI T — A v E—URERENDILGHIL. AL —U AT 4
T (T—=F 7T vvaFfitlin—RT4 A7) 27V =0T v 7 L TEEFELZHCLE T, showapp-hosing
resource 2~ RZHEH LT, CPU LT 1 A7 AE ) ZfERLET,

TFINA ZAANDA A—ODAHO—KEaE—

AA—TEFA T a—RLTT— 7Ty valzabt—3 5123, ROFIEEFITLET,
Flig

AT w71 Cisco ThousandEyes f A — 73 bootflash:/<directory name> |[ZHFHIIZ T B — STV DN E I D E R L £
D
ATV T2 TNRAZADT 4 L7 bUITA A=V NIRRT, ROTFNEEZFEITLE T,
a) TANAANRA L H—Fy NIEHET 7 EATE 5841, applicationingtall command. =~ > K T https:.
A TvarvEHEHLET, ZO4 T3 2LV, Cisco ThousandEyes Y 7 b7 =7 DX 7 a— K
A= 5 bootflashi/apps (T A A—YRNFZ T u— K&, 77V 75— a B, VA M—LENE
D

Device# app-hosting install appid <appid string> package [bootflash: | flash | http | https://
| ftp | ] URL to image location hosted on ThousandEyes portal

i Cisco8300> ) —X £Fa17IL—48 VYT rYTTHREHAFE



| CiscoThousandEyes T2 4 —FS5A X T—Sxv h 7FUS—2avDRRTA VY
Cisco ThousandEyes T—> x> k&Y FO—5 DR .

Device# app-hosting install appid tel000 package
https://downloads.thousandeyes.com/enterprise-agent/thousandeyes-enterprise-agent-4.0.2.cisco.tar

Installing package
'https://downloads.thousandeyes.com/enterprise-agent/thousandeyes-enterprise-agent-4.0.2.cisco.tar’
for 'telOO00'.

Use 'show app-hosting list' for progress.

*Jun 29 23:43:29.244: $IOSXE-6-PLATFORM: RO/0: IOx: App verification successful

*Jun 29 23:45:00.449: $IM-6-INSTALL MSG: RO/0: ioxman: app-hosting: Install succeeded: tel000
installed successfully Current state is DEPLOYED

*Jun 29 23:45:01.801: $IOSXE-6-PLATFORM: RO/0: IOx: App verification successful

*Jun 29 23:45:51.054: $IM-6-START MSG: RO/0: ioxman: app-hosting: Start succeeded: tel000 started
successfully Current state is RUNNING

Device#show app-hosting detail appid tel000 ( Details of Application)
App id : tel00O0
Owner ¢ iox
State : RUNNING
Application

Type : docker

Name : ThousandEyes Enterprise Agent

Version : 4.0

Author : ThousandEyes <support@thousandeyes.com>

Path : bootflash:thousandeyes-enterprise-agent-4.0-22.cisco.tar
Resource reservation

Memory : 500 MB

Disk : 1 MB

CPU : 1500 units

CPU-percent : 70 %

b) TAAL AT BX Y= N=RNhHLGEIE. A A— T % bootflash:/apps I FE) Ca— L ET,

) VY7 R UxTOHTra— K= CiscoThousandEyes 7 7'V 77— a3 VX r—Uhk X oa—
FL, ==Yz =TV a V402 2L TS Z & 2R LET,

d) bootflash: (7 7V r—ar T 47 bUEEKRL, f A—VE2ab—LET,

Device# mkdir bootflash:apps
Create directory filename [apps]?
Created dir bootflash:/apps

e) Cisco ThousandEyes - A — "% bootflash:apps 7 1 L7 bV iZa & —L F7,
f) verify a~> REHLTA A=V ERIELET,

verify /md5 bootflash:apps/<file name>

Cisco ThousandEyes T— x> b &Y FO—5 DER

1R BHHIIZ
TV N Eary ha—JICERT RN, A ¥ —Fy MIEHRLTWAZ E xR L E
ﬁAO
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CiscoThousand Eyes T2 —JFS5A X I—Sx o b 7 U —2av0hR T4 05 |
B - rons51—50z%E

FIE

Cisco ThousandEyes 7 7' U 77— a U NRENREEIC /2 D5 &, =—Y = b (ThousandEyes T— 3 = > )
TREANT T RRETI TSN TS br—J I (Z#k LET,

G¥)

Pt BT 5N B 556, BEET L 2T =X v b= T 7Y r—2 g CERDORZ (Varllogs) |
ALk SN ET,

I—CT O RDINSA—ADEE

T—Vx NONRT A= EERETHIZE, ROT v ar2FTLET,
F|i§

AT w71 app-hosting stop appid appid =~ > REMH LT, 77V r—yarz2E Ik LET,

AT 72 app-hosting deactivate appid appid =~ > K&HEHA LT, 77V r—ra vz 777 0 7L ET,
ATYT3 77V =2 al RAT 4 v T DOREIMBELRER LM ET,

AT 74 app-hosting activate appid appid =~ > &R LT, 77V r—>arv a7 77 1 7L LET,
AT 75 app-hosting start appid appid=2~ > KZEH LT, 77V r—va vzl 7,

TFIYU5—232 D74 A =)L

TV —avET A AN—AT AT, ROTFIEEETLUET,
FiE

AT w71 app-hosting stop appidte =~ > FZHL T, 77V r—ra v aEELET,

AT v T2 showapp-hostinglist =2~ > KEHEHL T, 77V 47— a BT 7T 4 TIRETH 208 9 D EHER
D

AT 73 app-hosting deactivateappidte =~ > R&EEH LT, 77V r—ra v &IET7 77 4 7L LET,

ATV T8 TV r—va BT 7T 4 TIRETRNWE &2/ LE 7, show app-hostinglist =~ > K&/ L T,
TIVr—a DAT—H AR LET,

. Cisco8300 ) —X X2 7IL—F YT RHYTTPEEHAR
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Cisco ThousandEyes 7 74— 3 >D b5 TNa—TF a4 .

AT w75 app-hogtinginstall appidte 2~ > RZFEHLC, 77V r—va &7 A A=V LET,
ATFYT6 ToA VA =T v ANET Lz6, showapp-hostinglist =~ > RZEHA LT, 77U r— a3 RN
IEI%& 77»//( /X l\»—/l/éﬂf\_b)k 975 %Eﬁﬂm‘bi‘é—o

Cisco ThousandEyes 7 74— 3D STV a—

TA4T

Cisco ThousandEyes 7 7' U 77— g V% N T TNy a—T 4 735121k, ROFNEEFEITL
£,

1. app-hosting connect appid appid session /bin/bash =2~ > K% L T, Cisco ThousandEyes
TV N T = a SR L ET,

2. 77V r— a3 dcteagent.cfg IZEH SN TV DR EEMER L E T,

3. Ivar/log/agent/te-agentlog D 7 A FK AL ET, bR ZEZHEH LT, RED KT 7L
Va—T AT EIT) ZENTEET,

ThousandEyes 7 71 ) 7 —3 3 VDA T—R ADHER

Cisco ThousandEyes 7 7' U 77— = N FATIRAE DG ThousandEyes AN — & /LT Ak Gk S 11 %
To ==V =2 FRFATRIEIZR > TODEGURNICT 7V r— a U RFIRENRWEE
IZ. app-hosting connect appid thousandeyes enterprise_agent session =~ > Rz L THERR
LET,

Device#app-hosting connect appid thousandeyes_ enterprise_ agent session

Device# cat /var/log/agent/te-agent.log

2021-02-04 08:59:29.642 DEBUG [e4736a40] [te.agent.AptPackagelnterface] {} Initialized

APT package interface

2021-02-04 08:59:29.642 INFO [e4736a40] [te.agent.main] {} Agent version 1.103.0 starting.
Max core size is 0 and max open files is 1024

2021-02-04 08:59:29.642 DEBUG [e4736a40] [te.agent.db] {} Vacuuming database

2021-02-04 08:59:29.643 INFO [e4736a40] [te.agent.db] {} Found version 0, expected

version 50

2021-02-04 08:59:29.672 INFO [e4708700] [te.probe.ServerTaskExecutor] {} ProbeTaskExecutor
started with 2 threads.

2021-02-04 08:59:29.673 INFO [e2f05700] [te.probe.ProbeTaskExecutor.bandwidth] {}

ProbeTaskExecutor started with 1 threads.

2021-02-04 08:59:29.673 INFO [e2704700] [te.probe.ProbeTaskExecutor.realtime] {}

ProbeTaskExecutor started with 1 threads.

2021-02-04 08:59:29.673 INFO [elf03700] [te.probe.ProbeTaskExecutor.throughput] {}

ProbeTaskExecutor started with 1 threads.

2021-02-04 08:59:29.674 DEBUG [e4736a40] [te.agent.DnssecTaskProceessor] {} Agent is not
running bind

2021-02-04 08:59:29.674 DEBUG [e4736a40] [te.snmp.RequestDispatcher] {} Initialised
SNMP++ session

2021-02-04 08:59:29.674 DEBUG [e4736a40] [te.snmp.RequestDispatcher] {} Initialised
SNMP++ session

2021-02-04 08:59:29.674 DEBUG [e4736a40] [te.snmp.RequestDispatcher] {} Initialised
SNMP++ session

2021-02-04 08:59:29.674 INFO [e4736a40] [te.agent.main] {} Agent starting up
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2021-02-04 08:59:29.675 INFO [e4736a40] [te.agent.main] {} No agent id found, attempting

to obtain one

{} Attempting

2021-02-04 08:59:29.675 INFO [e4736a40] [te.agent.ClusterMasterAdapter]
to get agent id from scl.thousandeyes.com
2021-02-04 08:59:29.679 ERROR [e4736a40] [te.agent.main] {} Error calling create_agent:

Curl error - Couldn't resolve host name
2021-02-04 08:59:29.680 INFO [e4736a40] [te.agent.main] {}
Note

\)

Sleeping for 30 seconds

() DNS H— —D#E5i & s L ¥ 9, Cisco ThousandEyes T—3 = N T T A X— K IP 7 R

LAIZEID B THNTWDEEIE. NAT X EX R LET,
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TJOFAANILR ETEZAY Y

ZOETI, T ADKFEa VR —FR 2 FNOEFEZERL LR 5 FEICHOWTHB
LET, ZTOEOHNEIZ, kOLBY TT,

ey b — T L—rDU Y —ADER (157 =)
T T ALEMA LN R =7 O (162 X—)

arkAO—)ILTL—2D) Y —RDER
ZZTIE, CiscolOS 7mt A b ar bu—L 7 L—2BROB SIS B2 AE U B L OCPU
DEEFIZ O T L E 9,
s EHINZRERIC X 2 BB (157 ~—)
*CiscolOS 72D U VY —2Z (158 X—)

sy hur—L FL—rBRDY YV —A (159 X—)

EHAR BRI & % A [E &

Tt AR ELEESEAITIE, FaBADRT —F Z/IERFMEAE R L Clsnd A mEN
METT, 7 REENRET DL, Syslog= T — X vbE—UNRFRIN, TrEBAOH
EEVE/ITT AN, ADY 7T — ERETINET, PREARAZ 7 LTNWDHNTFyial
Ll aE®=2 =0T 5L, syslogm T — A v E—UNRRRINET, I 2ERADHEH)
AREZR G A I EE S, ZNLSNOGEITT AN ARFEE S ET,

VAT AN Y= ADRICE - T, BV EIMEEBAERNCKRETE D720, VAT LADE
IEZERECE F9, WIZ, ETWRREEROAY v hE2RLET,
DTS THEB L TNE T D — RO AT Y RENEN T, KB N SAT
HLHHEMENH D £, ATV DFEHRNEEHRTHZ LT, F4 0 I—FDAEY ORE
BEFETE, BEIEEBIETE £,
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EHRRERIC L > T ER R AT DAMOEENHELSNET, N— o277
NY =T ET T L= RLERIC, ZOFREZBRORPWLE LTHEHAL, 7y 77—
R Y Y —=ZADMRARICE B 5T E D hald TE £,

Ciscol0S 7OtEAM!) Y —X

TIT 47 TuktAD CPUMMARFEHERZFZRL, Zhb6D 7 XA THEFEATND A
T OFREZHERT HI121E. showmemory =~ > K & show processcpu =~ > RZEHATX %
T, ZNbDa~<r KL, CiscolOS 7ut ADHDAEY & CPU DR AR LET, 7
Ty N7 —LBEOY V=R T HIERITEENEE A, 7oL 21X, 8 GBRAM Z i
L. 1 D® CiscolOS 7t A%FE{TLTW\WDH I AT AT showmemory 2~ REFEITT 5
L. ROAEVHERRUPFERSNET,

Router# show memory
Tracekey : 1#cb0b8989b15e46dal5c7630297789582

Head
Total (b) Used (b) Free (b) Lowest (b) Largest (b)

Processor FFFF59A6B048 20578847040 289787696 20289059344 655646464 19922943908

reserve P FFFF59A6B0OA0 102404 92 102312 102312 102312
lsmpi io FFFF434FALAS8 6295128 6294304 824 824 412
Dynamic heap limit (MB) 19000 Use (MB) O

show processcpu =2~ > RiX, Cisco IOS CPU DR Z RO X H IR R L ET,

Router# show process cpu
CPU utilization for five seconds: 1%/0%; one minute: 1%; five minutes: 1%

PID Runtime (ms) Invoked uSecs 5Sec 1Min 5Min TTY Process
1 1 14 71 0.00% 0.00% 0.00% 0 Chunk Manager
2 127 872 145 0.00% 0.00% 0.00% 0 Load Meter
3 0 1 0 0.00% 0.00% 0.00% 0 Policy bind Proc
4 0 1 0 0.00% 0.00% 0.00% 0 Retransmission o
5 0 1 0 0.00% 0.00% 0.00% 0 IPC ISSU Dispatc
6 11 13 846 0.00% 0.00% 0.00% 0 RF Slave Main Th
7 0 1 0 0.00% 0.00% 0.00% 0 EDDRI_MAIN
8 0 1 0 0.00% 0.00% 0.00% 0 RO Notify Timers
9 1092 597 1829 0.00% 0.01% 0.00% 0 Check heaps
10 8 73 109 0.00% 0.00% 0.00% 0 Pool Manager
11 0 1 0O 0.00% 0.00% 0.00% 0 DiscardQ Backgro
12 0 2 0 0.00% 0.00% 0.00% 0 Timers
13 0 32 0 0.00% 0.00% 0.00% 0 WATCH_AFS
14 0 1 0 0.00% 0.00% 0.00% 0 MEMLEAK PROCESS
15 1227 40758 30 0.00% 0.02% 0.00% 0 ARP Input
16 41 4568 8 0.00% 0.00% 0.00% 0 ARP Background
17 0 2 0 0.00% 0.00% 0.00% 0 ATM Idle Timer
18 0 1 0 0.00% 0.00% 0.00% 0 ATM ASYNC PROC
19 0 1 0 0.00% 0.00% 0.00% 0 CEF MIB API
20 0 1 0 0.00% 0.00% 0.00% 0 AAA SERVER DEADT
21 0 1 0 0.00% 0.00% 0.00% 0 Policy Manager
22 0 2 0 0.00% 0.00% 0.00% 0 DDR Timers
23 60 23 2608 0.00% 0.00% 0.00% 0 Entity MIB API
24 43 45 955 0.00% 0.00% 0.00% 0 PrstVbl
25 0 2 0 0.00% 0.00% 0.00% 0 Serial Backgroun
26 0 1 0 0.00% 0.00% 0.00% 0 RMI RM Notify Wa
27 0 2 0 0.00% 0.00% 0.00% 0 ATM AutoVC Perio
28 0 2 0 0.00% 0.00% 0.00% 0 ATM VC Auto Crea
29 30 2181 13 0.00% 0.00% 0.00% 0 IOSXE heartbeat
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30 1 9 111 0.00% 0.00% 0.00% 0 Btrace time base
31 5 182 27 0.00% 0.00% 0.00% 0 DB Lock Manager
32 16 4356 3 0.00% 0.00% 0.00% 0 GraphIt

33 0 1 0 0.00% 0.00% 0.00% 0 DB Notification
34 0 1 0 0.00% 0.00% 0.00% 0 IPC Apps Task

35 0 1 0 0.00% 0.00% 0.00% 0 ifIndex Receive
36 4 873 4 0.00% 0.00% 0.00% 0 IPC Event Notifi
37 49 4259 11 0.00% 0.00% 0.00% 0 IPC Mcast Pendin
38 0 1 0 0.00% 0.00% 0.00% 0 Platform appsess
39 2 73 27 0.00% 0.00% 0.00% 0 IPC Dynamic Cach
40 5 873 5 0.00% 0.00% 0.00% 0 IPC Service NonC
41 0 1 0 0.00% 0.00% 0.00% 0 IPC Zone Manager
42 38 4259 8 0.00% 0.00% 0.00% 0 IPC Periodic Tim
43 18 4259 4 0.00% 0.00% 0.00% 0 IPC Deferred Por
44 0 1 0 0.00% 0.00% 0.00% 0 IPC Process leve
45 0 1 0 0.00% 0.00% 0.00% 0 IPC Seat Manager
46 3 250 12 0.00% 0.00% 0.00% 0 IPC Check Queue
47 0 1 0 0.00% 0.00% 0.00% 0 IPC Seat RX Cont
48 0 1 0 0.00% 0.00% 0.00% 0 IPC Seat TX Cont
49 22 437 50 0.00% 0.00% 0.00% 0 IPC Keep Alive M
50 25 873 28 0.00% 0.00% 0.00% 0 IPC Loadometer
51 0 1 0 0.00% 0.00% 0.00% 0 IPC Session Deta
52 0 1 0 0.00% 0.00% 0.00% 0 SENSOR-MGR event
53 2 437 4 0.00% 0.00% 0.00% 0 Compute SRP rate

arvkaO—)L TL—2ED)Y—X

Kariro— L Fakydoar bo—L FL—rDAE Y BLOCPU O ARIICLD .,
Iy ke T L= RRD ) Y —A&EIHTE £ T, show platform resources =~ > K%
M3 2L, I0SXE 7Ty b7+ —LDRRNRY AT LAOIEFME ) Y — 2R L2 E =4
TEEY, £, b= T L—rDAEY L CPU O ARIICONTOFERE FIRT
5121%, show platform software statuscontrol-processor brief 2~ > R (¥~ —t=2—) Fi
I show platform software status control-processor =~ > K GEfit = —) ZfHTX £,

TRCOay te—)L 7FetyPDAT—% AL LT [Healthy] NERINDDOMNIEHE T,
fICE RSN D D AT —HX ADfEIL, [Warning] & [Critical] T9, [Warning] IZ. 7 /31 A &)
EFTHLHOD, BEL L OMRPLETHH Z L 2R LTWET, [Critical] 13, 773
ATHEENREET D ARRERE W L2 R L THET,

[Warning] % 7213 [Critical] 27 — % ANERINTC B, IO TIEHES TS0,
WENDOEFEOZ S T, BT —E AORBEZHIRL T, ¥ 2T AT 55
BLUOEMRAMEZRS LET,

o JL—H LRSS OB AW S L2V . ACLZR E DL — VO ZFHIR L=V, VLAN D%
oL 7 EOXRUEITVET,

- -

Z Z TlE. show platform software status control-processor =~ > RO IO 7 4 —/L K22
T LET,
Load Average

[Load Average] i, CPU UV Y —ZAD 7 BERA Fa—Fid7rmetRr arsrvararlE
T, TtE X, Y arraty b CEREIRARN 7T OGAIL. T o0 ' ANELT
AREZREEIZ R > TN T, 2D H D 1 DOBBEFATHE WS BERTT, T a7 rar7ne
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Ty P TAMNR T LR o TWBIGEE, 7207 0w ARFTARERIRIEIC /> TN T, ZD )
HLO2ONBEFEITHTHLZ LEZRLET,
Memory Utilization
[Memory Utilization] |Z&K D 7 4 —/)L K CTRENE T,
*Total : 74 I — ROEFHAEY
* Used : fEJHEAAEY
* Free : M WREZ2 AE Y
« Committed : 7’2 ZZHID Y THATWDHRMEAEY

CPU Utilization

[CPU Utilization] |& CPU 2MEH S TW O DOEIG AR T LD T, RO T 4 —/L R TREN
£7

*CPU: FIW {THATmE v

* User : Linux 7 — R /VUSND T 1t 2

s System : Linux 7 —R/L D7 1 ¥ X

*Nice : 7T A F VT 4 DIRNT B A

e Idle : CPU NFET 7 T 4 T 125 T OFIE
« IRQ : |V AL

*SIRQ : v AT LDE|Y AR

* [Owait : CPU X A ) & FF - TV B 0%l &

{5 : show platform software status control-processor A< >

7iZ show platform software status control-processor =2~ > KD < DDl i & 7=
LET,

Router# show platform software status control-processor
RPO: online, statistics updated 3 seconds ago
RPO: online, statistics updated 5 seconds ago
Load Average: healthy
1-Min: 1.35, status: healthy, under 9.30
5-Min: 1.06, status: healthy, under 9.30
15-Min: 1.02, status: healthy, under 9.30
Memory (kb): healthy
Total: 7768456
Used: 2572568 (33%), status: healthy
Free: 5195888 (67%)
Committed: 3112968 (40%), under 90%
Per-core Statistics
CPUO: CPU Utilization (percentage of time spent)
User: 3.00, System: 2.40, Nice: 0.00, Idle: 94.60
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IRQ: 0.00, SIRQ: 0.00, IOwait: 0.00

CPUl: CPU Utilization (percentage of time spent)
User: 0.00, System: 0.00, Nice: 0.00, Idle:100.
IRQ: 0.00, SIRQ: 0.00, IOwait: 0.00

CPU2: CPU Utilization (percentage of time spent)
User: 0.00, System: 0.00, Nice: 0.00, Idle:100.
IRQ: 0.00, SIRQ: 0.00, IOwait: 0.00

CPU3: CPU Utilization (percentage of time spent)
User: 0.00, System: 0.00, Nice: 0.00, Idle:100.
IRQ: 0.00, SIRQ: 0.00, IOwait: 0.00

CPU4: CPU Utilization (percentage of time spent)
User: 7.30, System: 1.70, Nice: 0.00, Idle: 91.
IRQ: 0.00, SIRQ: 0.00, IOwait: 0.00

CPU5: CPU Utilization (percentage of time spent)
User: 3.30, System: 1.50, Nice: 0.00, Idle: 95.
IRQ: 0.00, SIRQ: 0.00, IOwait: 0.00

CPU6: CPU Utilization (percentage of time spent)
User: 17.91, System: 11.81, Nice: 0.00, Idle: 70.
IRQ: 0.00, SIRQ: 0.00, IOwait: 0.00

CPU7: CPU Utilization (percentage of time spent)
User: 11.91, System: 13.31, Nice: 0.00, Idle: 74.
IRQ: 0.00, SIRQ: 0.00, IOwait: 0.00

CPU8: CPU Utilization (percentage of time spent)
User: 2.70, System: 2.00, Nice: 0.00, Idle: 95.
IRQ: 0.00, SIRQ: 0.00, IOwait: 0.00

CPU9: CPU Utilization (percentage of time spent)
User: 0.00, System: 0.00, Nice: 0.00, Idle:100.
IRQ: 0.00, SIRQ: 0.00, IOwait: 0.00

CPU10: CPU Utilization (percentage of time spent)
User: 0.00, System: 0.00, Nice: 0.00, Idle:100.
IRQ: 0.00, SIRQ: 0.00, IOwait: 0.00

CPUll: CPU Utilization (percentage of time spent)
User: 0.00, System: 0.00, Nice: 0.00, Idle:100.
IRQ: 0.00, SIRQ: 0.00, IOwait: 0.00

avro—rIr—r2toyv—2 |

00
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00

Router# show platform software status control-processor brief

Load Average

Slot Status

RPO Healthy
Memory (kB)

Slot Status

RPO Healthy

CPU Utilization
Slot CPU
RPO

=
COoOONNOWOO O OO

0
1
2
3
4
5
6
7
8
9
0
1

1
1

1-Min
1.14

.00
.00
.80
.20
.30
.40
.40
.00
.00
.00

Total
7768456

1.

5-Min 15-Min

1.07

User System
2.80
.00

80

0.00

=
COoOONWNKREEFE OO

.00
.00
.80
.60
.60
.70
.40
.00
.00
.00

Used
2573416

1.

Nice
0.00

O O O OO OO oo oo

.00
.00
.00
.00
.00
.00
.00
.00
.00
.00
.00

02

(Pc
(33

I

95.
100.
100.
100.

91.

95.

71.

73.

95.
100.
100.
100.

t)

5)

dle
39
00
00
00
39
19
10
90
19
00
00
00

519

O O O OO OO oOoo o oo

Free (Pct)
5040 (67%)
IRQ SIRQ
.00 0.00
.00 0.00
.00 0.00
.00 0.00
.00 0.00
.00 0.00
.00 0.00
.00 0.00
.00 0.00
.00 0.00
.00 0.00
.00 0.00

Committed
3115096

(Pct)
(40%)

IOwait
0.00
0.00

.00

.00

.00

.00

.00

.00

.00

.00

.00

.00

O O OO OO oo oo
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T7I—LZzERALEZN—FO T T7NDER

« TRA ADFEFHEN— R T =T DA (162 X—)
TR T T waT 4 AT OER (162 %—)

=Ry =TT T —LOEHTGE (162 X—)

-;»{4(7&D§2%ft/\__FT?J:TNDEE%%

MR SND L= NE T 7 —hMEHNEESNET, ZRICXY, Xy FU—2 %Y
F—FCHEMRTEET, show 2~ R L TT AL A2 @WK =Y > 73 50803
HYFEEAN, BEIISCTHYIA N E=F VT HFITTEET,

y = < = =
TJ— b7 9aT4RIDER
T 7Ty aT 4 AT, 20o00aT BT RETE 5107028 X N LT,
COFRMNREHRENT, 7= 7T v aT 4 AINR200aT7 X T ERGET HITIT/NET
THHEITIE, IROBINZRT X 572 SYSlog 77 — ARSI NET,

Aug 22 13:40:41.038 RO/0: SFLASH_CHECK-3-DISK_QUOTA: Flash disk quota exceeded
[free space is 7084440 kB] - Please clean up files on bootflash.

T—=h 7T vaT 4 AT DY A RF, D LTS RAHEHBIN T LYELAE Y L[F
CHA X TRIFIITR Y F/H A, ZOFRMBETZ L TWRWEE, IROBIZTRT L 9 72 SYSlog
T I —ANERESNET,

$IOSXEBOOT-2-FLASH SIZE CHECK: (rp/0): Flash capacity (8 GB) is insufficient for fault

analysis based on
installed memory of RP (16 GB)
$IOSXEBOOT-2-FLASH SIZE CHECK: (rp/0): Please increase the size of installed flash to

at least 16 GB (same as
physical memory size)

N—=F2 77 5—LDERAE
A HA FOFRy NV EHEN T T — L ETTAT T — MTHIET D (1623 —
V)

e a2V —)LE L syslog TOT T — LA vE—VOMRE (163 X—)

«SNMP # /" L THEENDT 7 —24 (167 2—)

oA bRy FO—0 BEENRRET S —LFLEFART T —LIZHET D

AT T — AL TFHRT T —AIZONT (163 <—3)

i Cisco8300> ) —X £Fa17IL—48 VYT rYTTHREHAFE
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a7 s—seaars—unzount i

« A[BET T — LD (163 ~<—)
s AT T — LOfiERR (163 ~X—)

A7 5 —LERABT I —LIZDNT

A7 S5 — LDORE

AR T 5 — L DER

BIREY2—/LODB2S 77— b aXx/ ZEMATHILITLY, %%%A4x%ﬁﬁ%

Va— ) VIHEGTE T, AT, RIRR T T — A DCEBEREIIHE T 7 — A 1L

<7,

TNA ZADRE T L — MZH 5 CRIT, MIN, F72IEIMAIOWTINDLED N T 77— A2 L -

Tﬁﬂﬁéﬁm\Tﬁ??—Aikmﬂ%T?—Aﬁﬁﬁ%ﬁénTmé&\7§—Am;o
BHIEDB-25 A X7 X DT 7 —L U L—b/EB L, ~L3 S0, ETIXEERNS AL T,

AHET 7 — L& fERT 51213, ROWT NI OBIEEZETLET,
« Hififi 7" L — k@ Audible Cut Off &R % > % #fi4
» clear facility-alarm =2~ K& A 135

WRT 7 — LEMRERT HI2IE, 77— LG ERT HHENRH Y £9°, clear facility-alarm
:V/h%ﬂﬁbfﬁ\mﬁ7v~%@77~AU®@@%&®C$%@@Hif%iﬁh
TrezIE TIOT AT RED2a—NE T L—RATMVIHET 7T 4 TALETITW A LT=720

7 VT 4 )V T 7 — 2 LED M5 Hbtﬁm\_®7§MA%%%¢5%¥®ﬁ%@%VJH
NEFERDY 52 & T,

VY —ILE =L syslog TOT7 S —LAVvtE—DHER

Xy NT—=JFEFIX, VAT L Ay Y= )VELEVAT A AvE—Y B (syslog) |
FBENDT I Ave—VrHRETHZEICED, TT—L A vE—UkE ’Fﬁfé‘i@“

s logging alarm =~ > ROAF ML (163 =—)
c T T—LAvE—=VOH] (164 ~<—)

* T T— b A= VOMRR LN (166 ~—)

logging alarm 37 > KDOE#E

TT—h A=k — R syslog i EDX T TS ZNTE(ET HITIE, logging
darm a~y REENCTLOIMERDY £3, Z0a~y NET 744 FTIHEHIZZR> T
7.

TICRRENDT 7 — LOBERELVNVEIRETE £, HHELLLEWEU EOT 7 — 4
PRET DTN, TI—h A ve—URERENET, LEE, kOoa<wr FTE7 Y
TAANT F—b Ay E—VEFRaX T T, ATEESNET,

Cisco8300 > —X X7 L—42 VI ryz7EEAIF |
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TI3—LAvt—

ToeRALRE=S Y |

Router (config) # logging alarm critical

T T —bDBEKREZEELRWVEES, T RXRTOEREOL LD T T—h A vE—U0NaX
T TN ATERFEENET,

AL

ELWIET 7T 4 TALOFATHNCE Y 2 — VR 4 &=
F—Ah A v—200%

=7,

ZarYy—)v Ll_1mz§%L%f7
RITRLET, *?‘/:L“—/l/%ﬁ()\z‘z%ﬁ‘é L. T I—LAITHESH

EDa—IHEIBRENELR

*Aug 22 13:27:33.774:

disabled

*Aug 22 13:27:33.775:

1/1

ECa1—ILABUE

*Aug 22 13:32:29.447:
*Aug 22 13:32:34.916:

1/1

*Aug 22 13:32:35.523:

75— L

T T =L eRKAT DI

$C-SM-X-16G4M2X: Module removed from subslot 1/1, interfaces

$SPA _OIR-6-OFFLINECARD: Module (SPA-4XT-SERIAL) offline in subslot

BEIh5E

%$CC-SM-X-16G4M2X: Module inserted in subslot 1/1
%SPA_OIR-6-ONLINECARD: Module (SPA-4XT-SERIAL) online in subslot

$LINK-3-UPDOWN: SIP1/1: Interface EOBC1/1, changed state to up

showfacility-alarmstatus 2~ > RZFEH LET, EROZ VT 1 H

NT T —=LDOFERITRLUET,

Router# show facility-alarm status

System Totals

Source

Power Supply Bay 1
Missing [0]

POE Bay 0
Module Missing [0]

POE Bay 1
Module Missing [0]

xcvr container 0/0/4
Link Down [1]

TenGigabitEthernet0/1/0

Administrative State

GigabitEthernetl1/0/0
Administrative State

GigabitEthernetl/0/1
Administrative State

GigabitEthernetl/0/2
Administrative State

Critical: 1

Major: O Minor: O
Time Severity Description [Index]
Jul 08 2020 11:51:34 CRITICAL Power Supply/FAN Module
Jul 08 2020 11:51:34 INFO Power Over Ethernet
Jul 08 2020 11:51:34 INFO Power Over Ethernet
Jul 08 2020 11:51:47 INFO Transceiver Missing -
Jul 08 2020 11:52:24 INFO Physical Port

Down [2]
Jul 08 2020 11:56:35 INFO Physical Port

Down [2]
Jul 08 2020 11:56:35 INFO Physical Port

Down [2]
Jul 08 2020 11:56:35 INFO Physical Port

Down [2]

i Cisco8300> ) —X £Fa17IL—48 VYT rYTTHREHAFE
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75—stvt—oof ||

GigabitEthernetl1/0/3 Jul 08 2020 11:56:35 INFO Physical Port
Administrative State Down [2]
GigabitEthernetl/0/4 Jul 08 2020 11:56:35 INFO Physical Port
Administrative State Down [2]
GigabitEthernetl/0/5 Jul 08 2020 11:56:35 INFO Physical Port
Administrative State Down [2]
GigabitEthernetl/0/6 Jul 08 2020 11:56:35 INFO Physical Port
Administrative State Down [2]
GigabitEthernetl/0/7 Jul 08 2020 11:56:35 INFO Physical Port
Administrative State Down [2]
TwoGigabitEthernetl1/0/17 Jul 08 2020 11:56:35 INFO Physical Port
Administrative State Down [2]
TwoGigabitEthernetl1/0/18 Jul 08 2020 11:56:35 INFO Physical Port
Administrative State Down [2]
TwoGigabitEthernetl1/0/19 Jul 08 2020 11:56:35 INFO Physical Port
Administrative State Down [2]

I VT4 ANT T —LERRATHITIE, ROBIZRT L 9 I show facility-alarm status critical

a<wr REFERLET,

Router# show facility-alarm status critical

System Totals Critical: 1 Major: O Minor: O
Source Time Severity Description [Index]
Power Supply Bay 1 Jul 08 2020 11:51:34 CRITICAL Power Supply/FAN Module

[0]

Missing

TNAADEFN— R =27 2 R—3 NOBIERIELZ R T HIT1E, show platform diag

avy REFEHALET,

Router# show platform diag
Slot: 0, C8375-E-G2
Running state
Internal state
Internal operational state
Physical insert detect time
Software declared up time
CPLD version
Firmware version
Sub-slot: 0/0, 4M-2xSFP+
Operational status
Internal state
Physical insert detect time
Logical insert detect time
Sub-slot: 0/1, C-NIM-8M
Operational status
Internal state
Physical insert detect time
Logical insert detect time
Slot: 1, C8375-E-G2

Running state

Internal state

Internal operational state

Physical insert detect time

ok
online
ok
00:00:23 (2d01h ago)
00:01:07 (2d01h ago)
25033132
v17.15(3.1r) .s2.cp
ok
inserted
00:01:17 (2d01h ago)
00:01:17 (2d01h ago)
ok
inserted
00:01:17 (2d01h ago)
00:01:17 (2d01h ago)
ok
online
ok
00:00:23 (2d01h ago)

Cisco8300 > —X X7 L—42 VI ryz7EEAIF |
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Software declared up time 00:01:13 (2d01h ago)
CPLD version 25033132
Firmware version v17.15(3.1r) .s2.cp

Running state

Internal state

Internal operational state
Physical insert detect time
Software declared up time

CPLD version

ok, active

online

ok

00:00:23 (2d01h

00:00:23 (2d01h

25033132

ago)

ago)

ToeRALRE=S Y |

Slot: RO, C8375-E-G2

Firmware version v17.15(3.1r) .s2.cp
Slot: F0, C8375-E-G2
Running state ok, active
Internal state : online
Internal operational state : ok
Physical insert detect time : 00:00:23 (2d01lh ago)
Software declared up time : 00:01:00 (2d0lh ago)
Hardware ready signal time : 00:00:58 (2d01lh ago)
Packet ready signal time : 00:01:13 (2d0lh ago)
CPLD version 25033132

Firmware version v17.15(3.1r) .s2.cp
Slot: PO, PWR-CCl-760WAC

State : fail, badinput

Physical insert detect time : 00:00:01 (2d01h ago)
Slot: Pl, PWR-CC1l-400WAC

State : ok

Physical insert detect time : 00:00:01 (2d01h ago)

Slot: P2, C8300-FAN-1R

State : ok

Physical insert detect time : 00:00:02 (2d01h ago)

Slot: POEO, PWR-CC1-760WAC

State : fail, badinput

Physical insert detect time
Slot: POEl, Unknown

State : empty

Physical insert detect time 00:00:00 (never ago)

00:00:01 (2d01h ago)

To—LtAy—DDEEDH

T I A =V OMRERZIITHEOIC, a2 —vEiEsyslog il E SN T 77—
LAy =" T A7 VT MEAFCEET, A2 VT ML 7I9—4, BEX=2UT 4
DEL A B =T 2 A ADAT—H AR EDARY MIEHTHLVAR— MR RTEET,

syslog A v — %, CISCO-SYSLOG-MIB ([CEHE SN TWDHEREEAFTA LT, B x> b
U—7EM7a ha) (SNMP) ®RHETT /A TEET,

i Cisco8300> ) —X £Fa17IL—48 VYT rYTTHREHAFE
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SNWP 25 LTHiEsh575—4 I

SNMP 5t L THRE SN D7 5 —4

TV r—varvE7ae halThbSNMPIE, *y T —7 NOT A AR L OVEH
THEHO, EELINZT7 L—LTU—7 LIROSHEEARELET, T I L E2EET 5T
RTOFEOH T, SNMP L, BEL P —ERTaRL X —Dty N7 v T TEEOT A 2
BT D720 O e HETT,

SNMP (%, +—ERITHEEL RIFTAREEOSH DEE, 77 —L4, WRz@EmLET, Zhic
IV, Fy NU—ZEEEIL, v OMEGR, T, ADKR—Y 7 vl UR— FOMERELT
IRDHVIT, Ry FU—ZEHLZT A (NMS) R TT A AfFREAFTEET,

SNMP ZfH LCT7 7 —L@MmERET 512X, ROMIB #HL 5,

« ENTITY-MIB, RFC 4133 (CISCO-ENTITY-ALARM-MIB 33 X O CISCO-ENTITY-SENSOR-MIB
DB M)

* CISCO-ENTITY-ALARM-MIB

« CISCO-ENTITY-SENSOR-MIB (T > — BET 5 —AEHRH, Z ORI
CISCO-ENTITY-ALARM-MIB Tl S EHA)

Cisco8300 > —X X7 L—42 VI ryz7EEAIF |
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B svweenlcgssnsrs—L
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12 =
DRTLAytE—

VAT A AvE—UF, v T A NMRGEEIND D, EREFN—F TETHFOY T U
TINHMOTINA RZHRESNET, ZNHDA vE—Udsyslog A vE—T L I E
T, VAT A A=V, BHEBIO NI TV a—F 4 IO Da X SIE R AR
LET,
COEONFIZ, WOEFY TT,

c ot RER (169 X—)

e T — Ay —UOFMORBBETE (169 X—)

JAtRXREH

Telnet 722 ha L&z ffoCar Y —niza s AL, Telnet 712 b 2L &WR— T EFED
T AT = arnB VAT A aVyR—3 2 bEERTHILET, VAT LA A=k
R CEET,

V7 R U7 ORREERIL, e RAEREMREINET, V—XDOTrERAEHA T TR
NZ7F X7 T v b7 4 —DIRIF LR T2, CiscolOSXE ZB# 3577 v b7 4 — A
PRTEZT—Ave—UPR—EBLTVWET, 2—FR 7o 2AEEICEEM ST 20 EXH
FHAN, T REEREOMELZ TRTIVAT A A=V ERT A 2BEIDLE
7

— N =3 N
I5—AytE—COHMORES X
Tt AEHEE L Syslog T T — A v E— Y DOFAMIZOVWTIL, [ System Error Messages Guide
For Access and Edge Routers Guide] #ZM L T 72& 0,
TT—=A vyt —VIZFRIN DM & HERE OB 2 LT IOR LET,

I5— A “Jt_:) . $PMAN-0-PROCESS NOTIFICATION : The process lifecycle notification
component failed because [chars]

3588 HEALE
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B =5 1ve—vosmornsx

TutR A4 TYA T VEM IR —R R
TREENEAL, ZNNRKTY ' 2D
W EFE IR TE £ A, ZOME
., Y7 b =T IR =T TOY T b
U =7 DARBE DR THRAET L A REENH
0DET,

SRTFL AytE—Y |

Av—VORAEEEZ LD, I—FRLTT7—
A vl—n 7 E P CRIBE O 2 B L,
TT—IMEERRENE I NEHEGEL T2 S
WV, MEE R CERWEA, £oidasn
ARATERWESIL, 2y Y —ricifihah
e — Ayt —URfKE | showtech-support
avr ROHNEFOFFar’—L, EL
TR ZE L A aDT 7 =)L FR— MR
LTL7EEN,

J:fi'— * 2/*2—‘i} . $PMAN-O-PROCFAILCRIT A critical process [chars] has failed (rc [dec])

AEA

HENE

J—Z PKERET D=0 By, BEAQR T 1
TANKRLE L,

IS—AytE—:

%$PMAN-3-PROCFAILOPT An optional process

Avb—VORANEEZ LD, 27— A vt—
T n 7 ah LT, MEOFEMIZ OV TRE
LTL7EE, MEPEHE SR WA,
V= NLVERIFIVAT A a i Enk
Ave—VEFOEFaL—LET,
http://www.cisco.com/tac THEfl XL TV %> —
NRa—7 4 U7 4 2 L CRIEZ A~
fiER LT IZEN, VY= Ra—T 4 U T ¢
DA =V K> THERTERDEF O E
T, RREHDY 7 N =T OREEZREET
512X, Bug Search Tool
(http://www.cisco.com/cisco/psn/bssprt/bss) %
BRLET. &bIcKEALEREAT,
http://tools.cisco.com/ServiceRequestTool/create/
\Z7 7 2 A L T Technical Assistance Center T
TR =T D YAADT I =H
LR — MR WA DE T, LT
TRz LT 2 &V, showlogging =~ >
R 3 & O show tech-support =~ > Ko H /14
RBIOE#ET L T T7 Vv a—T 47 1
T, RETLHERIC, L= TFR R
(txt) A THEMETITEHM L TIZS N,
[chars] has failed

(rc [dec])

B

HRE

i Cisco8300> ) —X £Fa17IL—48 VYT rYTTHREHAFE
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| Y274 49E—

N7 4w T DERIRIT
FEERNFALE LT,

W Tk AT,

15— yu—voumogzrs [

Ayt —VORAEEFEE LD, I—RVTT—
Av—vaZEREL T, MEOHEMZDS
WTHEL T ZEW, ZOX v E—Y0%
BHOL NI 74y 735 &t EInET
. DA yE=UNERKRTL—FD—EHD
FEREDN NI Z R D AREME N S DT, =T —
EPETLOIMLERDY 9, v/ BHAEHATIE
RN, F IR SN TV D B Z fFR T &
ROWEARIX, av Y —LERE AT LA RS
WCHAIENTEA v E—VhkFDFEFar’—L
F 9, http://www.cisco.com/tac THEfL T
HY—=NR2—T 4 VT 4 L CREE
PR, R LT ZEN, Y= ARoa—T ¢
UT 4 DA yE— I &> CTHIERITERNS
ONET, REHDY 7 Ny =T OREE
M3 % 121%, Bug Search Tool
(http://www.cisco.com/cisco/psn/bssprt/bss) %
ERLET, IOICKENMLERGEI.
http://tools.cisco.com/ServiceRequestTool/create/
{27 7 2 A L T Technical Assistance Center T
TR =T DI VAADT I =T
N AR— MEEF WS DT, IWELE
AR LT 72 &0, showlogging =~ >
35 & Of show tech-support =t~ > Ko H )k
RBLOEESTDL VT TV a—T 47 1
7%, BT LHERIC, TL—rTFX R
(txt) X THEMETITEA LT 7EE 0,

Io— A vt—’) . $PMAN-3-PROCFAIL The process [chars] has failed (rc [dec])

B

HENE
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SRTL A=Y |
B s e—vosmornrx

TT=NRELEEDICTavARKKRLE | 20X vE—ViF, Tt R CBET MO
L7, Ayk—TLEbIIRRENET, oAy
TV ERHARTRIROBEEH 2B L, EIEL
EEFITTELINE I DEZHRLET, RE
P SNRWVERIE, oY — L ERiEy
AT L v I ENTRA v =V E2EDE
Far—LEJ, http://www.cisco.com/tac TH&
frEnTna Y — e —7 4 V7 ¢ & H
L CHIEZMRA, kLT 72an, V—L
R—=T 4 VT 4 DA yE—I K> THfkE
RIEWPIEONET, BREHLOY 7 R U =
7 ORI Z T 5121, Bug Search Tool

(http://www.cisco.com/cisco/psn/bssprt/bss) %
FHALET, SOICKENLERGAIR,

http://tools.cisco.com/ServiceRequestTool/create/
{27 7 & A LT Technical Assistance Center C
r—RAuF =TT D, YAADT I =
Y AR— MEEFICHWEDE T, IWELT
AR LT 72 &0, showlogging =~ >
R 3 & O show tech-support =~ > K H /14
REBELOHEET D N7y a—T 7 1
7%, HTHERIC, =T FR AR

(txt) R THEMETITEA LT 7EE 0,

J:fi—— A 3/12——5} . $PMAN-3-PROCFAIL IGNORE [chars] process exits and failures are being
ignored due to debug settings. Normal router functionality will be affected. Critical

router functions like RP switchover, router reload, FRU resets, etc. may not function

properly.

599 HRILE

2—PIZRVRESNT Ny FREDTD, | ZOFERERINTZHDOTHY | 2—HFD
Tut AEETEA SN ET, REIIESNTT Ny FRREMTOA TN D

Grtr, RFAETT, ZOAXAyE—IURE
IRSNDZ ENMETH D L s b5
I, TR ITREZETLET, 20Ty
JRRETITIEE . L— X ITEFICEEL £48
Mo SSO AA v FF—r3— N—FDUr—
K. FRU UVt v M EOMRENEEZZ T £
T ZORTEIL, T T EFATTHHAIC
FZIFERL TSN, BFIX, ZORET
N—ZEEESEDLZ L EH Y A,

Is5— A 3/*2——i} . $PMAN-3-PROCHOLDDOWN The process [chars] has been helddown (rc [dec])

B HERIE

i Cisco8300> ) —X £Fa17IL—48 VYT rYTTHREHAFE
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BRI LREAETDHEEIC - Tz 7 1
T AFEBORENELT I D720, m—/L F
A7 RREICR D £ LT,

IS— Ayt—P:

$PMAN-3-RELOAD RP SB NOT READY :

15— yu—voumogzrs [

ZDOA =T, T ACBEET SO
Ayk—TLEbIIERRENET, oAy
TV AP TRR OB 2B L, EIEL
EEFITTELINE I DEHRLET, RE
D SRRV RIE, oY — L ERiEy
AT L v I ENTRA v =V E2EDE
Far—LEJ, http://www.cisco.com/tac TH&
ffrEnTna Y — e —7 4 V7 ¢ & H
L CHIEZMRA, kLT 72an, Y—L
R—=T 4 VT 4 DA yE—I K> THfkE
RIEWPIEONET, BREHLDOY 7 P U =
7 ORI Z /T 5121, Bug Search Tool

(http://www.cisco.com/cisco/psn/bssprt/bss) %
FHALET, SOICKERLERGAIL,

http://tools.cisco.com/ServiceRequestTool/create/
\Z7 7 & A LT Technical Assistance Center C
r—RAuF =TT D, YAADT I =h
Y AR— MEEFICWEDE T, IWELT
AR LT 72 &0, showlogging =~ >
R 3 & O show tech-support =~ > Ko H 74
REBELOEET D N7y a—T 17 1
7%, T HERIC, T —r TR AR

(txt) B THEMETITEA LT 7EE 0,

Reloading: [chars]

Bl

HENE

WO TEIAL N A U RL AP
e, v—h Frty¥RUr—RFahTo
ij‘o

Yo— R, =7 —REICERTDHDOTIX
RN EEMERLTLIIESN,

I5— Avy+t— : 9PMAN-3-RELOAD RP : Reloading: [chars]
B HEWE

RPN o—FENTWET,

Uua— K, =7 —REBIZERT D HDOTIE
BN ERMERLTLSTEEN, =T —IREEIC
ERLTWDAHEE, thoe s XA vye—TT

ZEREN T DR EPE L £
IS— Ayt—o: $PMAN-3-RELOAD SYSTEM : Reloading: [chars]
B HERWNE
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B =5 1ve—vosmornsx

VAT AR B—=FERTVET,

I5—Avt—

with process [chars]

i;I %PMAN-3-PROC_BAD EXECUTABLE :

SRTFL AytE—Y |

Va— R, =7 —REBICERSTHHDOTIE
RN EEMERL TS ESY, =7 —IREEI
ERLTWD5a1E, thor XA yte—o7T
FORIN TV A IHFRAZIE L F7°,

Bad executable or permission problem

B

HRENE

Tuav A THHAINDFEITAHEY 7 A /VICH
BERH DD, 2037 7B AFTICET 50
ERHY £,

IS—AytE—2

for process <process name>

%$PMAN-3-PROC_BAD COMMAND:Non-existent executable or bad library used

RENTWDHEITHREY 7 A V& IE LWFAT
AT 7 A VICES A ET,

e

Tub A THHAEINDFEITRRET 7 4 VHIF
FELTWRW, £HRITHEIET A 77 VIChH
BRH F9,

IS— Ayt—P:

$PMAN-3-PROC_EMPTY EXEC FILE

HERENE
IRESNTWDHFEITRREY 7 A VHFEL TH
V. KFET AT T VITRIEN 2 T & 2 RERR

L\ij—o

: Empty executable used for process

[chars]

E%EA HELE

TR ATHEASNDETARET 7 A AN | RENTVNDLIATARET 7 A LDV A ANE

T, BTN L AR L ET,

I%— A Vi t_:/ . $PMAN-5-EXITACTION : Process manager is exiting: [chars]

£ EA HEWE

THEA YR =T R T LET, Tt A TR —=T X DT, =T —IREEIZ
tlTé HOTIERNT }:%ﬁﬁu LEd, =

—IREBIZER LTV D EEE, thor s Ay

t—??%ﬁéﬂf“é%ﬁ%ﬂ%biﬁo

I5— AwHt— : 9PMAN-6-PROCSHUT :

The process

[chars] has shutdown

B

HRIE

TavADTL—AT)V ¥y M TN

TLEL,

$PMAN-6-PROCSTART :

The process

2—PIC L DEMEIIVNESH Y FHA, ZDA Y
t—UiF, BHARNTREINET,

[chars] has started

i Cisco8300> ) —X £Fa17IL—48 VYT rYTTHREHAFE
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B

15— yu—voumogzrs [

o3
wa

P ME

Tuv ANREFICER S, EWICESH LT
WET,

Ia_ A 2 t_:) . $PMAN-6-PROCSTATELESS :

=PI L DTN ED Y A, ZDA Y
=V, BHMENTRESNET,

The process [chars] is restarting stateless

3568 HRILE
Tt ANAT— P ABEHZERLEL |2 FICKBREILED Y T, ZDA Y
o TV, AR TRSNET,
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513

i

FL—RXEH

11l

ZOEONKFIT., ROLEEY TT,

o RL—2FHE (177 =)

o hL—ZOHRE (177 ~4—2)

s =R Lub (181 =)

e FL—Z2L~LDFER (182 2—)

e hL—RAL~LOFE (184 ~X—)

s R L—ARY T DNEOET (184 X—Y)
el XAy N hL—2DfFH (184 _—)

NL—REHE

Mo—2R%, WA X b ER 7 T5HETT, NL—AXA AvE—VE2EL ML —X 774
I EHBEIIZIER &4, v—% @ hard disk: 7 7 A /v ¥ AT LD tracelogs 7 4 L7 b UITERAT
ENFT (T 7T vall b b—R 77 A APMREEINET)

=27 7 ANDT—=2F, WOLHEIT I GEITRILHET,

s NTTNY a—T 4T =X DOMEERE L THRIRT 20K HET, VAT AT
HORENRRRHIBAE L TWAHEETH, ZBHMIiE— R TChL—R 77 AV IT 7 EATE
i—a—o

TNy T VAT AT v a s EREOFMA TGS D DICKILL £ T,

kL —X DR

ML —R %, V—FORNEHA X NORNFEFFKLET, T2 —MIBETHTXTO ML —
AN EGET b L —R 7 7 A VR EMPNTAER I T O HT S, tracelog 7 4 L7 b U ITERAE
ENET, FPL—RT7 AT, VAT LR T 3 —v LV AICEELZRFT LR, 20T 4
L7 RUMBIEELT, 77 ANV VAT LADAR—RAZEETAHIZENTEET, 77 A Lig
ERERE (FTP, TFTP72 L) A#MHLTCINOD 7 7 A M ZMDsdEica ' —C& £4, £/,
TL—V TXAN 2T 4 X TR ZENTEET,
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B wrtoty rEERLEAY Y b FL—YORE

\)

() N—HThrL—RET 4TI THILIITEEEA,

FL—ZFHREFRTL, FL—RAL VL ERET DL, kOa~vwr FEEALET,

« show logging process module : $EDE Y 2 —/VIZET HHHD b L—AFEREFR L E
T, ZOa~vy NIFHEEXECE— FBLUOZKE— FTHEMETY, Z2e— T2
Dawy FaMd % &, CiscolOS XE DEEFEFEARIC b L—A n ZERENETE £
R

- set platform softwaretrace : tH/JZRFESNDA v E—V DX A THRETDH R L—A L
NVERELET, hL—A LNLOFFMIZONTIE, FL—RA L~ (181 R—) %
S LT IEEN,

UDFA+ Dty bZFERLE/ANNTY FL—HYDERTE

F7%y MR LTy b hL—RAUDF & ET HI11E, ROFIEEZFATLET,
FIE

ATv 71  enable
i :
Device> enable
it EXEC E— KA LET,
« RAT—READLET @ERINTHE) .

ATw 72 configureterminal
i
Device# configure terminal
Jo—)ar7 4 FXal—vary T—REBBLET,

AT w73  udf udf name header {inner |outer} {13|14} offset offset-in-bytes length length-in-bytes
i

Router (config)# udf TEST UDF_NAME 1 header inner 13 64 1
Router (config)# udf TEST UDF_NAME 2 header inner 14 77 2

Router (config)# udf TEST UDF_NAME 3 header outer 13 65 1

Router (config)# udf TEST UDF_NAME 4 header outer 14 67 1

i Cisco8300> ) —X £Fa17IL—48 VYT rYTTHREHAFE
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ATy 74

ATy TH

ATvT6

ATy T17

UDEF Tty rEERALE ATy F kL—v0EE [

ffl%# DUDF E&FAXRELET, UDFOLHET, 47ty bty hT—F o I~y &— #4557 —
ORI E/ECTEET,

inner ¥— U — RE7~iTouter F—T— R, B 7 EUEERTWARWLA Y3 EIIL AT 4D~y
=B DF 7%y FOBBERET D, T3 7Tk SN Ny R33N H BBEIINER L3/L4
MNHEDF 7Yy FORMGERE L £,

length ¥ — 7 — RiZA 72y " HORS &2 NELCHREL £, AL ~2 T,
udf udf name {header | packet-start} offset-base offset length
1 -

Router (config)# udf TEST UDF_NAME 5 packet-start 120 1

sheader : 7 v hOHEARELIEEL LT,

» packet-start : packet-start 25 DA 7 v h_X—RA&FEE LE T, packet-start (X, /37 v b FL—AN
AN RNy NHAWT U RN Ry KNI K> TR 3, 7y hFL—AN0
AN BTy FATHLSE. N7y FRBIILVA Y 212220 FT, 7V MUY FORGE
%, packet-start XL A ¥ 312720 9,

eoffset : 7y hR—=ZAMWEH A7y NEEEINSL MEAERELET, 78y h_X—2 (LA ¥
VAT A~y HZ—) DEDOEIFANA MZ—HIEDITE, 78y b2 OICERELET,

slength : 7%y LD NA NUEREELET, 131 MELEF2S NETBRYR— FEET,
BIOARA NI —EH I EB1T1E, BED UDF OERBLETT,

ip access-list extended {acl-name |acl-num;}

1

Router (config)# ip access-list extended acl2

WRACLa Yy 7 4 X2l —v gy T—REAENILET, CLIFVEEACL2 7 X2l —va v

E—RERBLET, ZOF— T, HiOTXTOa~vy RBBIEOIET 722U X MO S
NET, ¥EEACLIZ, IP N7y FOEETT FLABLIO%E%ET FL A% ACLICRESNTWAT R
LAGHEELT, FT7 747 &HILET,

ip access-list extended { deny | permit } udf udf-name value mask
{1 -

Router (config-acl)# permit ip any any udf TEST UDF NAME 5 0xD3 OxFF

BAEOT 72 AHIH FY (ACE) &8 T, UDF T—#H7T 25 L9512 ACLEZRELET., ACL TF
BHINTWDHAL MEI0xD3 TY, A2, FABLIOHERETDLI NI 74 v 7 BBETHLEL O, IP
ACLTIP 7 RL AL EHITHEHRALET,

debug platform condition [ipv4 | ipv6] [ interface interface] [access-list access-list -name | ipv4-address /
subnet-mask | ipv6-address / subnet-mask] [ ingress | egress |both |

1
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ATvT8

ATvT9

ATv710

ATvIN

ATvT12

Router# debug platform condition interface gi0/0/0 ipv4 access-list acl2 both

Nroy b N —RAT 5700 —FHEELFETELET, Yo bal, IPT7T FLABIOY 7 Xy hw A
7. TI7BAHEY A (ACL) . £ F—TxA A, FEWZEXDT 4 NZ ) o THERERIREEL £,

debug platform condition start

{5l

Router# debug platform condition start

FBE LI EREZANCL Ty M ML —2 BB LES,

debug platform packet-trace packet pkt-num|[ fia-trace | summary-only] [ circular ] [ data-size data-siz€]
I

Router# debug platform packet-trace packet 1024 fia-trace data-size 2048

FBELEZEDO Ny vV~ ) —F—XEZINELET, T 74/ TITHERE AT — X X ¥ 7F ¥ L,
MBI U TCFIA NL—2EFETLET,

pkt-num : FTE DRFEICHERF SV DT v P ORAREZIRE L £7,

fiatrace: '~V —7—%, BEEFOT—X 72 L Gl L VDT —H Xy 7Ty 2T LET, F
72 N7y MR Z T 7B A SN E e P b FRRLET,

summary-only : FEHIEHRZ S/ NRIC L7~ ) =T =2 OXF v 7 F v 2 HH L ET,
crcular : Jilf N L— A SNy FOT—F HRIFLET,

data-size : K37 v FOMBET — X L FIA L —AF —Z 2R GFETHTFT— 2NNy 77 DO A X% NHE
MECHRELET, X7y hTHEICEW Yy MUEREITENTHE, 22— — I BEIL L TT—
BNy 77DV A REWERT N TEET, T 74 /L MEIK 2048 T9,

debug platform packet-trace {punt | inject|copy | drop |packet | statistics}

fi

Router# debug platform packet-trace punt

T—Hpbarha— LT L=~ NIRRTy PO LR EFHICLET,
debug platform condition stop

fi

Router# debug platform condition start

FMEEIET T4 7L T, Ny RO ML —2&FIELET,

exit

fi

Router# exit

i Cisco8300> ) —X £Fa17IL—48 VYT rYTTHREHAFE



| rL—zE®
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HefE EXEC E— Ra&TLET,

FfL—A LA
FL—Z2L~YUL, PL—ARy 77T ML —RAT7 7 A VIR GETHDXLEOH LTV 22—
MERDEZRELET,

WOFRIZ, HHAAMERTXTORL—RAL~LE | HE L —A LYV TERREINDI A vE—T
DHATIZONTIBA L ET,

£R16: FL—RALANILEZTDAR

FL—X LA LRILVES B

B2 0 AT AHMERAREIC 72 D
DA v =TT,

75—k 1 ERELICHIET 2REDH D
BEIZONTORA v =TT
R

am 2 7 U T 4 ANVIRIRRBIZ DWW T

DA yEv—TTd, Tk,
—H EOT R TOEY 22—
JVIZRET AT 7 4V FERET

ﬁ‘o

T7— 3 VAT TG —|ZONTD
A E—T,

s®it 4 VAT BRI ONTD A v
t—IT1,

EEN 5 ERZMEIZET A vE—
UTY, =L, —HITE
WHEBVEEL TWET,

1% 6 BICEFREZRMTH7ZT 0
)( ‘Y'IZ**‘\/“'(“?FO

TRy T 7 TRy T L~V D ) R

THA =TT,

A 8 AERRATREZR T D h L—2A
AvE—UNEESNET,
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B r—=xxrozw

FL—RLARJL LRILEE ERBA

AR — FY 2 — LDV T AR TRE
BTRTORNL—R A vE—
UM I E T,

J A RV EAL D
FL—Z L~OLICHEY L E

T b L —RERED SR DL
RIZ Ko T, Verbose L'~ &
DEHEW L —R LAULRNE
ANEINDH5ETH, Noise X
JUTHRICEA S LD P L —
A LYV L REEIZR D £,

ML= LNANREESNTNDEEE, ZESINTHD PL—X L-ULAKE, ZREVIK
WTRTDO R L—R LNULDOHHTDORX v =N ESNET,

7-EziE, PL—RA L% 3 (mT—) ITRETDHE, FL—RA T 7 A Z1ZL~L0 (BR
2.1 (7Tg—F) 2 (EHE [ BXO3 (=9—) 0AvE—URHhDENET,

M—2 LV E 4 (B2 (23 ET AL, v (BA) (1 (FF—b) . 2 (EHE) |
3(I?~)\%i@4(%%)@f/t~y#mﬁéMi¢o

N—=BDFTRTCDEY 2—NVDT 74/ bL—R LULE5 (@) TY,

FL—2 LY, 207 4 Fal—ary B— RTEBRTEINERA, 20D, L—XF
DY a— REIZ L —R LALRENT 7 4L MEIZEY £,

A

AE OBV NMDORL—R LSBT AN S LoULL FICERET A L. T —~ o A |ZEERE
ZRIET RN H Y 9,

A

AR ZHOEV2— A TEWRL—ALNLVERET DL, N7 4 —~v V ARKIBIIK T 5 Al6e
PED BV £7, fﬁi@%?ﬂ’(‘ﬁb\ R —R LU LB AT, BHOE Y 2 — LTl L
NV EBRET HRD DI Z1ODFEYa2a—LD kL — XVAw%m< RET D Z L& B
HLET,

FL—AXALANILDORR

FIFNENTIZ. V—F FEOTRTOEY 22— /A5 GEH) IIREINET, =—FnEH
LARWNED  ZOREFTFOEFMHEFSINET,

N—=BDET 2—/LD kL —ALYLhFXRT HITIE, FFHEEXECE— REiZ2Wre— KT
show logging process =~ > K& A LET,
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ROBITIE, showloggingprocess =~ > R LT, 7277 4 772 RP LD T+ U —F 1
P 3= TREADNL—A L LERFELET,

Router# showlogging process forwarding-manager rp active

Module Name

binos

binos/brand

bipc

bsignal

btrace

cce

cdllib

cef

chasfs

chasutil

erspan

ess

ether-channel

evlib

evutil

file alloc

fman rp

fom

fw

icmp

interfaces

iosd

ipc

ipclog

iphc

IPsec

mgmte-acl

mlp

mgipc

nat

nbar

netflow

om

peer

gos

route-map

sbc

services

sw_wdog

tdl acl config type
tdl acl db type

tdl cdlcore message
tdl cef config common type
tdl cef config type
tdl dpidb config type
tdl fman rp comm type
tdl fman rp message
tdl fw config type
tdl hapi tdl type
tdl icmp_ type

tdl ip options type
tdl ipc ack type
tdl IPsec db type
tdl mcp comm type
tdl mlp config type
tdl mlp db type
tdl om type

Trace Level

Notice
Notice
Notice
Notice
Notice
Notice
Notice
Notice
Notice
Notice
Notice
Notice
Notice
Notice
Notice
Notice
Notice
Notice
Notice
Notice
Notice
Notice
Notice
Notice
Notice
Notice
Notice
Notice
Notice
Notice
Notice
Notice
Notice
Notice
Notice
Notice
Notice
Notice
Notice
Notice
Notice
Notice
Notice
Notice
Notice
Notice
Notice
Notice
Notice
Notice
Notice
Notice
Notice
Notice
Notice
Notice
Notice
Notice
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tdl _ui message Notice
tdl_ui_type Notice
tdl urpf config type Notice
tdllib Notice
trans_avl Notice
uihandler Notice
uipeer Notice
uistatus Notice
urpf Notice
vista Notice
wcep Notice

KL—XLARJLDEZRTE

N—RICEENBELIODEY2— LD L —AL~YL, FFHIINLN—FIZBITAEE 2t X
SENATRTOEY2—LD FL—RAL_LERET AL, FHEEXEC T — R IT2W
£ — NC set platform softwaretrace =~ K& A ) L £7,

WORFITIL, Av v k0D ESP 7' vt v d Forwarding Manager ¢ ACL & ¥ = —/LIZRT %
FL—AL~UL% info ICRELET,

set platform software trace forwarding-manager FO0 acl info

fL—RN\Y T 7DHRNBDRK

AR,

M=y 77 NELIEZ T 7 AVHND FL—ARX v =T %2 FRT DT, FFHEEXEC E—
R E 721372t — 1 T show logging process =~ > K& A L£4, kOB TiL, show logging
processcommand =~ > FZ i L T, Route Processor A & > | 0 T Host Manager 7" 1 & A
DhL—ARX =V EFRLET,

Router# show logging process host-manager RO

08/23 12:09:14.408 [uipeer]: (info): Looking for a ui_ req msg

08/23 12:09:14.408 [uipeer]: (info): Start of request handling for con 0x100a6lc8

08/23 12:09:14.399 [uipeer]: (info): Accepted connection for 14 as 0x100a61lc8

08/23 12:09:14.399 [uipeer]: (info): Received new connection 0x100a6lc8 on descriptor
14

08/23 12:09:14.398 [uipeer]: (info): Accepting command connection on listen fd 7

08/23 11:53:57.440 [uipeer]: (info): Going to send a status update to the shell manager
in slot O

08/23 11:53:47.417 [uipeer]: (info): Going to send a status update to the shell manager

in slot O

kL —RXDFEH

Wiz, 237 v b hL—A & LT Cisco ASR 1006 /L — % O NAT RET/37 v b K v 70
NTGTNY a—T 4 T HRITH VTV AOHERLET, ZOHIZIE, 237y b b L— 2R
W o TR SN D FEM L~ L2 2 RAICHI A L CHUEICEI T 215 M2 IE L. MEZ 80 5y
T T, FRRRE RO B HIERRENTHET,
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ZOVFIATHEH, BERGLZ b T2, E20nb NI TNy a—T 400 7 %Rtk
FTUT LT FHA, LIz o T, 2HOEFERE N7y hOXry ML —ADY~
V—ZT7 78 ATHZEEMHTTIMNENDY £7,

Router# debug platform condition ingress

Router# debug platform packet-trace packet 2048 summary-only

Router# debug platform condition start

Router# debug platform condition stop

Router# show platform packet-trace summary

Pkt Input Output State Reason

0 Gi0/0/0 Gi0/0/0 DROP 402 (NoStatsUpdate)

1 internal0/0/rp:0 internal0/0/rp:0 PUNT 21 (RP<->QFP keepalive)
2 internal0/0/recycle:0 Gi0/0/0 FWD

ZOHENITE, FAEY P A=y b A F—T A X 0/0/0 D NAT iR EMNFRK T/ >
R RE Yy 7SN TWNLZEDNRINTWET, ZHUCL-> T, MEIIFFEDS v F—T A
ATHALTNWDLZERLNY ET, ZOFREZEHLT, FL—2F257y FEHIRL,
F=A XX TF Oy M EEEL L, BAEL-~LE P2 EnTEET,

Router#
Router#
Router#
Router#
Router#
Router#
Router#
Packet:
Summary
Input
Output
State
Timest
Star
Stop
Path Tra
Featur
Inpu
Outp
Sour
Dest
Prot
Sr
Ds

debug platform packet-trace packet 256
debug platform packet-trace punt

debug platform condition interface Gi0/0/0
debug platform condition start

debug platform condition stop

show platform packet-trace summary

show platform packet-trace 15

15 CBUG ID: 238

GigabitEthernet0/0/0
internal0/0/rp:1
PUNT 55 (For-us control)
amp
t : 1166288346725 ns (06/06/2016 09:09:42.202734 UTC)
1166288383210 ns (06/06/2016 09:09:42.202770 UTC)
ce
e: IPV4
t : GigabitEthernet0/0/0
ut : <unknown>
ce : 10.64.68.3
ination : 224.0.0.102
ocol : 17 (UDP)
cPort : 1985
tPort : 1985

I0Sd Path Flow: Packet: 15 CBUG ID: 238

Featur
Pkt
Pack

Featur
Pkt
Sour
Dest

e: INFRA

Direction: IN

et Rcvd From CPP

e: IP

Direction: IN

ce : 10.64.68.122
ination : 10.64.68.255

Feature: IP

Pkt

Direction: IN

Packet Enqueued in IP layer

Sour
Dest
Inte

ce : 10.64.68.122
ination : 10.64.68.255
rface : GigabitEthernet0/0/0

Feature: UDP

Pkt
src

Direction: IN
10.64.68.122(1053)
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dst : 10.64.68.255(1947)
length : 48

Router#show platform packet-trace packet 10

Packet: 10 CBUG ID: 10
Summary
Input : GigabitEthernet0/0/0
Output : internalO/0/rp:0
State : PUNT 55 (For-us control)
Timestamp
Start : 274777907351 ns (01/10/2020 10:56:47.918494 UTC)
Stop : 274777922664 ns (01/10/2020 10:56:47.918509 UTC)

Path Trace
Feature: IPV4 (Input)

Input : GigabitEthernet0/0/0
Output : <unknown>
Source : 10.78.106.2
Destination : 224.0.0.102
Protocol : 17 (UDP)
SrcPort : 1985
DstPort : 1985
IOSd Path Flow: Packet: 10 CBUG ID: 10

Feature: INFRA

Pkt Direction: IN

Packet Rcvd From DATAPLANE
Feature: IP

Pkt Direction: IN
Packet Enqueued in IP layer

Source : 10.78.106.2
Destination : 224.0.0.102
Interface : GigabitEthernet0/0/0

Feature: UDP

Pkt Direction: IN DROP
Pkt : DROPPED
UDP: Discarding silently

src : 881 10.78.106.2(1985)
dst : 224.0.0.102(1985)
length : 60

Router#show platform packet-trace packet 12

Packet: 12 CBUG ID: 767
Summary
Input : GigabitEthernet3
Output : internal0/0/rp:0
State : PUNT 11 (For-us data)
Timestamp
Start : 16120990774814 ns (01/20/2020 12:38:02.816435 UTC)
Stop : 16120990801840 ns (01/20/2020 12:38:02.816462 UTC)

Path Trace
Feature: IPV4 (Input)

Input : GigabitEthernet3
Output : <unknown>
Source :12.1.1.1
Destination : 12.1.1.2
Protocol : 6 (TCP)
SrcPort : 46593
DstPort : 23
I0Sd Path Flow: Packet: 12 CBUG ID: 767

Feature: INFRA

Pkt Direction: IN
Packet Rcvd From DATAPLANE
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Feature: IP
Pkt Direction: IN
Packet Enqueued in IP layer

Source 12.1.1.1
Destination 12.1.1.2
Interface GigabitEthernet3

Feature: IP
Pkt Direction: IN
FORWARDEDTo transport layer

Source 12.1.1.1
Destination 12.1.1.2
Interface GigabitEthernet3

Feature: TCP
Pkt Direction: IN

tcpO: I NoTCB 12.1.1.1:46593 12.1.1.2:23 seq 1925377975 OPTS 4 SYN

Router# show platform packet-trace summary

g 5oy b rL—2osm |

WIN 4128

Pkt Input Output State Reason

0 INJ.2 Gil FWD

1 Gil internal0/0/rp:0 PUNT 11 (For-us data)
2 INJ.2 Gil FWD

3 Gil internal0/0/rp:0 PUNT 11 (For-us data)
4 INJ.2 Gil FWD

5 INJ.2 Gil FWD

6 Gil internal0/0/rp:0 PUNT 11 (For-us data)
7 Gil internal0/0/rp:0 PUNT 11 (For-us data)
8 Gil internal0/0/rp:0 PUNT 11 (For-us data)
9 Gil internal0/0/rp:0 PUNT 11 (For-us data)
10 INJ.2 Gil FWD

11 INJ.2 Gil FWD

12 INJ.2 Gil FWD

13 Gil internal0/0/rp:0 PUNT 11 (For-us data)
14 Gil internal0/0/rp:0 PUNT 11 (For-us data)
15 Gil internal0/0/rp:0 PUNT 11 (For-us data)
16 INJ.2 Gil FWD

KIZ, Ty b =R T = ZOfEEFRT DBl R LE T,

Router#show platform packet-trace statistics
Packets Summary
Matched 3
Traced 3
Packets Received
Ingress O
Inject 0
Packets Processed
Forward O

Punt 3

Count Code Cause

3 56 RP injected for-us control
Drop 0

Consume O

PKT_DIR IN
Dropped Consumed Forwarded

INFRA 0 0 0

TCP 0

UDP 0 0 0

Ip 0 0 0

IPV6 0 0 0

ARP 0 0 0

PKT DIR OUT
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Dropped Consumed Forwarded
INFRA 0 0 0
TCP 0
UDP 0 0 0
Ip 0 0 0
IPV6 0 0 0
ARP 0 0 0

Wiz, aryha—nLTL—ynb 73 U—T 47 7at I ABLON hEaRB R
iy NeRRTBHHERLET,

Router#debug platform condition ipv4 10.118.74.53/32 both
Router#Router#debug platform condition start
Router#debug platform packet-trace packet 200

Packet count rounded up from 200 to 256

Router#show platform packet-tracer packet 0
show plat pack pa 0

Packet: 0 CBUG ID: 674
Summary
Input : GigabitEthernetl
Output : internal0/0/rp:0
State : PUNT 11 (For-us data)
Timestamp
Start : 17756544435656 ns (06/29/2020 18:19:17.326313 UTC)
Stop : 17756544469451 ns (06/29/2020 18:19:17.326346 UTC)

Path Trace
Feature: IPV4 (Input)

Input : GigabitEthernetl
Output : <unknown>
Source : 10.118.74.53
Destination : 198.51.100.38
Protocol : 17 (UDP)
SrcPort : 2640
DstPort : 500
IOSd Path Flow: Packet: O CBUG ID: 674

Feature: INFRA
Pkt Direction: IN
Packet Rcvd From DATAPLANE

Feature: IP
Pkt Direction: IN
Packet Enqueued in IP layer

Source : 10.118.74.53
Destination : 198.51.100.38
Interface : GigabitEthernetl

Feature: IP
Pkt Direction: IN
FORWARDED To transport layer

Source : 10.118.74.53
Destination : 198.51.100.38
Interface : GigabitEthernetl

Feature: UDP
Pkt Direction: IN

DROPPED
UDP: Checksum error: dropping
Source : 10.118.74.53(2640)

Destination : 198.51.100.38(500)

Routerf#show platform packet-tracer packet 2
Packet: 2 CBUG ID: 2
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I0Sd Path Flow:

Feature: TCP

Pkt Direction: OUTtcpO: O SYNRCVD 198.51.100.38:22 198.51.100.55:52774 seq 3052140910
OPTS 4 ACK 2346709419 SYN WIN 4128

Feature: TCP
Pkt Direction: OUT

FORWARDED
TCP: Connection is in SYNRCVD state
ACK ¢ 2346709419
SEQ : 3052140910
Source : 198.51.100.38(22)

Destination : 198.51.100.55(52774)

Feature: IP
Pkt Direction: OUTRoute out the generated packet.srcaddr: 198.51.100.38, dstaddr:
198.51.100.55

Feature: IP
Pkt Direction: OUTInject and forward successful srcaddr: 198.51.100.38, dstaddr:
198.51.100.55

Feature: TCP
Pkt Direction: OUTtcpO: O SYNRCVD 198.51.100.38:22 198.51.100.55:52774 seq 3052140910
OPTS 4 ACK 2346709419 SYN WIN 4128

Summary
Input : INJ.2
Output : GigabitEthernetl
State : FWD
Timestamp
Start : 490928006866 ns (06/29/2020 13:31:30.807879 UTC)
Stop : 490928038567 ns (06/29/2020 13:31:30.807911 UTC)

Path Trace
Feature: IPV4 (Input)

Input : internal0/0/rp:0
Output : <unknown>
Source : 172.18.124.38
Destination : 172.18.124.55
Protocol : 6 (ICP)

SrcPort : 22

DstPort : 52774

Feature: IPSec

Result : IPSEC_RESULT_DENY
Action : SEND_CLEAR

SA Handle : O
Peer Addr : 55.124.18.172
Local Addr: 38.124.18.172

Router#
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e BrtEE =% (191 *—)
cIRBEE= B IO AR— MERE (192 2—2)
o BEJRE— FOFKE (219 X—)

N—Z I, VAT AREAERT AEB O o — 22 IR R BIEE =2 VAT AN
DNET, BEREARVIRBETDHE, v~ 7 27 vty H X HOST CPU ~DE| ) jAH % A4
L., B AT —F AR L OHFHERL A — P E2ARLET, REE=X VAT LAOEHE
IRHERED A LU MR LET,

«CPU, ¥#—Ah—F, Iy FFL—rDREDER

« 77 VEHRE E DB

o B IR A RV N OFLER & GBI ERK

SRy FU— BT 0 hal (SNMP) kT v SO
« AUAR— REERF 27 (OBFL) 7 — % DAk & L

« Call Home A X M@ OIEIE

VAT A TT— Ayt —T Dk

cHBIEOBRERB L ORAT —Z 2D FR
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« BREE =R (192 X—Y)
« BREG LR — MERE (194 ~N—20)

RIRE =4 HaE
BREBET =TI, o —%2FHL T, Oy —INEE2HINLADGEIZEKOEEZEHRH L F
‘@40

B—ANVEREY 22— LV TERTED DI, RO LBY T,
« A B
- VB
- A
o IR
o 77 IR E
TN AE, WOBRBEEESREZMT- LTV 2D BERH Y 7,
« B{EIRE (AFF) : 0°C ~40°C (32°F ~ 104°F)
« BRI (AFF) @ 10% ~ 85%RH (S L7\ 2 &)
c IERE (M) 10% ~ 85% RH (fE#E L2\ 2 &)
« BYEEE - WE L Om ~ 3000m (0 ~ 10,000 7 ¢ — h)
« AC AJJ#iPH - 85 ~ 264 VAC

I—'—»/\‘/r

Fo, BERITZNZENONERE EEBEEZEMRLET, BRETY 2 — VOB, AR
N (/—=) F£7210 ﬁzﬁlﬂ(ﬁ)74ﬂw)®&%%#1¢ WNHELE ﬁ@mﬁiti%
ENZ VT 4T LoYLICETHE, BRIV AT A Tty B EMHAEERT L2 &L
Yy v hEULLET,

WDOFEIZ, BEE=X ) T VAT ATHEAIND AT —X ZAREDO L~V ERLET,

RIIVBEE=Z2V VT DATLATHERAEINEGRAT 2 RARKEDO LR

AT—RRA LA s BA
FRiE Bt RO T RTONRT A= D0 E OFERHHENICH D 5,
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RATF—HR LA BL)]

BwE VAT LANREEDO LEWVEEBZ TWET, VAT LIS Lk
FETH, AR —FREEL TV AT L% /) —< /L AT — KT
Ry e L ET,

HK BEEIIBELRMPHRMEEB L TOET, VAT A5 &kt
EEWELETH, BT vy MYV LES, HEbICASL—
AP RET HHERH Y FT,

72 & ZIZL IR TIREDNBAE LG E, BREE=ZV VT VAT ANLaAY Y — VI Ay
U NEEINET,
77 UEE

VAT LERBA L THLEE. TRTOT7 7 UHMERT 13T, 1007 7 AZEER
BELTHOVAT AIGIEHMEBMLETH, ROA v E—VRERINET,

$IOSXE_PEM-3-FANFAIL: The fan in slot 2/0 is encountering a failure condition

Y- REES
TP —NEFERHIAINC D L. ROA v =V REIRENET,

SENVIRONMENTAL-1-ALERT: V: 1.0v PCH, Location: RO, State: Warning, Reading: 1102 mV
SENVIRONMENTAL-1-ALERT: V: PEM Out, Location: P1l, State: Warning, Reading: 0 mV

SENVIRONMENTAL-1-ALERT: Temp: Temp 3, Location RO, State : Warning, Reading : 90C

J7v bl (ROv FP2) OEYSL
Ty hbA (Amy FP2) BRVSASND L, ROA vy E—VRFERINET,

$IOSXE_PEM-6-REMPEM FM: PEM/FM slot P2 removed

J7y b4 (ROY FP2) OBEEA
Ty bhlbA (Aay hP2) BEWMEAINDLE, ROA vy E—URERINET,

$IOSXE_PEM-6-INSPEM FM: PEM/FM slot P2 inserted

J72 bl (ROY +2) NEERBLTLS

77 hbA (ZAry h2) DIEFICBH L THWH5EEIE, RORX vy =V BRRRINET,
$IOSXE PEM-6-PEMOK: The PEM in slot P2 is functioning properly

AOY k2 (T7Y bLA) OT7200EEL TULVEL

Ty bbb (Ary F2) OT7 7 0 BEFICEEL TWRWESRIE, ROA vy E—I0RE
RENET,

$IOSXE_PEM-3-FANFAIL: The fan in slot 2/0 is encountering a failure condition
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20Yy r2 (Z72 bLA) DT 70N EEICEIELLNS
TrrbhbA (Aay h2) D772 0 BNEFICEHEL TOWDEHEAIL, ROA v E—IURNER
ENET,

$IOSXE PEM-6-FANOK: The fan in slot 2/0 is functioning properly

20V FMMOFEEEES2—ILAATIZHE-TLNS
20y Ml DEBRES 2—NANA 720D E, ROA vE—URERENET,

$I0OSXE PEM-3-PEMFAIL: The PEM in slot 1 is switched off or encountering a
failure condition.

20y MIZEEBRES 12— ILNEBF SN
20y M LICEBREY 2—ANEESND L, ROXA v E—UNRERENET,

$I0OSXE PEM-6-INSPEM FM: PEM/FM slot Pl inserted
$I0SXE PEM-6-PEMOK: The PEM in slot 1 is functioning properly

BERSLUVEENIZERELEIR/NLEMEEZBA TS
REFZEIBEEORRKLIVEL RN LEWVHEZ R TEEA v =2 ROBITRLET,

Warnings :

For all the temperature sensors (name starting with “Temp:”) above,
the critical warning threshold is 100C (100C and higher)

the warning threshold is 80C (range from 80C to 99C)

the low warning threshold is 1C (range from -inf to 1C).

For all voltage sensors (names starting with "v:"),
the high warning threshold starts at that voltage +10%. (voltage + 10% is warning)
the low warning threshold starts at the voltage -10%. (voltage - 10% is warning)

B LR— hHERE

ROa~wy REHLT, BEAT =X ALVR— M IEBIOERTEET,
- debug environment
« debug platform software cman env monitor polling
« debug ilpower
« debug power [inline | main]
» show diag all eeprom
« show diag slot RO eeprom detail
» show environment
+ show environment all
* show inventory

« show platform all
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+ show platform diag

« show platform softwar e status control-processor
» show version

« show power

« show power inline

Ihboawy RL, BRESPEER DT A—FOBFHELEFZERLET,

BRIEE=2V 7 VAT LZED ., TRHDNRNTA—ZOEN 60T LICHEFSINET, =
nNooa<y FOMERE 2RISR LET,

debug environment : 5

Router# debug environment location PO

Environmental sensor Temp: Temp 1 PO debugging is on
Environmental sensor Temp: Temp 2 PO debugging is on
Environmental sensor Temp: Temp 3 PO debugging is on
Environmental sensor PEM Out PO debugging is on
Environmental sensor PEM In PO debugging is on
Environmental sensor PEM Out PO debugging is on
Environmental sensor In pwr PO debugging is on
Environmental sensor Out pwr PO debugging is on
Environmental sensor RPM: fan0 PO debugging is on

S HHS

*Jul 8 21:49:23.292 PDT: Sensor: Temp: Temp 1 PO, In queue 1

*Jul 8 21:49:23.292 PDT: State=Normal Reading=35

*Jul 8 21:49:23.292 PDT: Rotation count=0 Poll period=20000

*Jul 8 21:49:23.292 PDT: Sensor: Temp: Temp 1 PO State=Normal Reading=35
*Jul 8 21:49:23.292 PDT: Inserting into queue 1 on spoke 189.

*Jul 8 21:49:23.292 PDT: Rotation count=20 Displacement=0

*Jul 8 21:49:23.292 PDT: Sensor: Temp: Temp 2 PO, In queue 1

*Jul 8 21:49:23.292 PDT: State=Normal Reading=40

*Jul 8 21:49:23.292 PDT: Rotation count=0 Poll period=20000

*Jul 8 21:49:23.292 PDT: Sensor: Temp: Temp 2 PO State=Normal Reading=40
*Jul 8 21:49:23.292 PDT: Inserting into queue 1 on spoke 189.

*Jul 8 21:49:23.292 PDT: Rotation count=20 Displacement=0

*Jul 8 21:49:23.292 PDT: Sensor: Temp: Temp 3 PO, In queue 1

*Jul 8 21:49:23.292 PDT: State=Normal Reading=44

*Jul 8 21:49:23.292 PDT: Rotation count=0 Poll period=20000

*Jul 8 21:49:23.292 PDT: Sensor: Temp: Temp 3 PO State=Normal Reading=44
*Jul 8 21:49:23.292 PDT: Inserting into queue 1 on spoke 189.

*Jul 8 21:49:23.292 PDT: Rotation count=20 Displacement=0

*Jul 8 21:49:23.292 PDT: Sensor: V: PEM In PO, In queue 1

*Jul 8 21:49:23.292 PDT: State=Normal Reading=118501

*Jul 8 21:49:23.292 PDT: Rotation count=0 Poll period=20000

*Jul 8 21:49:23.293 PDT: Sensor: V: PEM In PO State=Normal Reading=118501
*Jul 8 21:49:23.293 PDT: Inserting into queue 1 on spoke 189.

*Jul 8 21:49:23.293 PDT: Rotation count=20 Displacement=0

*Jul 8 21:49:23.293 PDT: Sensor: V: PEM Out PO, In queue 1

*Jul 8 21:49:23.293 PDT: State=Normal Reading=12000

*Jul 8 21:49:23.293 PDT: Rotation count=0 Poll period=20000

*Jul 8 21:49:23.293 PDT: Sensor: V: PEM Out PO State=Normal Reading=12000
*Jul 8 21:49:23.293 PDT: Inserting into queue 1 on spoke 189.

*Jul 8 21:49:23.293 PDT: Rotation count=20 Displacement=0

*Jul 8 21:49:23.293 PDT: Sensor: I: PEM In PO, In queue 1

*Jul 8 21:49:23.293 PDT: State=Normal Reading=820

*Jul 8 21:49:23.293 PDT: Rotation count=0 Poll period=20000
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*Jul 8 21:49:23.293 PDT: Sensor: I: PEM In PO State=Normal Reading=828
*Jul 8 21:49:23.293 PDT: Inserting into queue 1 on spoke 189.

*Jul 8 21:49:23.293 PDT: Rotation count=20 Displacement=0

*Jul 8 21:49:23.293 PDT: Sensor: I: PEM Out PO, In queue 1

*Jul 8 21:49:23.293 PDT: State=Normal Reading=7200

*Jul 8 21:49:23.293 PDT: Rotation count=0 Poll period=20000

*Jul 8 21:49:23.293 PDT: Sensor: I: PEM Out PO State=Normal Reading=7100
*Jul 8 21:49:23.293 PDT: Inserting into queue 1 on spoke 189.

*Jul 8 21:49:23.293 PDT: Rotation count=20 Displacement=0

*Jul 8 21:49:23.293 PDT: Sensor: P: In pwr PO, In queue 1

*Jul 8 21:49:23.293 PDT: State=Normal Reading=97

*Jul 8 21:49:23.293 PDT: Rotation count=0 Poll period=20000

*Jul 8 21:49:23.293 PDT: Sensor: P: In pwr PO State=Normal Reading=98
*Jul 8 21:49:23.293 PDT: Inserting into queue 1 on spoke 189.

*Jul 8 21:49:23.293 PDT: Rotation count=20 Displacement=0

*Jul 8 21:49:23.293 PDT: Sensor: P: Out pwr PO, In queue 1

*Jul 8 21:49:23.293 PDT: State=Normal Reading=87

*Jul 8 21:49:23.293 PDT: Rotation count=0 Poll period=20000

*Jul 8 21:49:23.293 PDT: Sensor: P: Out pwr PO State=Normal Reading=89
*Jul 8 21:49:23.293 PDT: Inserting into queue 1 on spoke 189.

*Jul 8 21:49:23.293 PDT: Rotation count=20 Displacement=0

*Jul 8 21:49:23.293 PDT: Sensor: RPM: fan0O PO, In queue 1

*Jul 8 21:49:23.293 PDT: State=Normal Reading=5824

*Jul 8 21:49:23.293 PDT: Rotation count=0 Poll period=20000

*Jul 8 21:49:23.293 PDT: Sensor: RPM: fan0 PO State=Normal Reading=5824
*Jul 8 21:49:23.293 PDT: Inserting into queue 1 on spoke 189.

*Jul 8 21:49:23.293 PDT: Rotation count=20 Displacement=0

*Jul 8 21:49:43.296 PDT: Sensor: Temp: Temp 1 PO, In queue 1

*Jul 8 21:49:43.296 PDT: State=Normal Reading=35

*Jul 8 21:49:43.296 PDT: Rotation count=0 Poll period=20000

*Jul 8 21:49:43.296 PDT: Sensor: Temp: Temp 1 PO State=Normal Reading=35
*Jul 8 21:49:43.296 PDT: Inserting into queue 1 on spoke 209.

*Jul 8 21:49:43.296 PDT: Rotation count=20 Displacement=0

*Jul 8 21:49:43.296 PDT: Sensor: Temp: Temp 2 PO, In queue 1

*Jul 8 21:49:43.296 PDT: State=Normal Reading=40

*Jul 8 21:49:43.296 PDT: Rotation count=0 Poll period=20000

*Jul 8 21:49:43.296 PDT: Sensor: Temp: Temp 2 PO State=Normal Reading=40
*Jul 8 21:49:43.296 PDT: Inserting into queue 1 on spoke 209.

*Jul 8 21:49:43.296 PDT: Rotation count=20 Displacement=0

*Jul 8 21:49:43.296 PDT: Sensor: Temp: Temp 3 PO, In queue 1

*Jul 8 21:49:43.296 PDT: State=Normal Reading=44

*Jul 8 21:49:43.296 PDT: Rotation count=0 Poll period=20000

*Jul 8 21:53:43.329 PDT: State=Normal Reading=5824

*Jul 8 21:53:43.329 PDT: Rotation count=0 Poll period=20000

*Jul 8 21:53:43.329 PDT: Sensor: RPM: fan0 PO State=Normal Reading=5824
*Jul 8 21:53:43.329 PDT: Inserting into queue 1 on spoke 149.

*Jul 8 21:53:43.329 PDT: Rotation count=20 Displacement=0

debug platform software cman env monitor polling : {5

Router# debug platform software cman env monitor polling
platform software cman env monitor polling debugging is on
Router#

*Jul 8 21:56:23.351 PDT: Sensor: Temp: Temp 1 PO, In queue 1
*Jul 8 21:56:23.351 PDT: State=Normal Reading=35

*Jul 8 21:56:23.351 PDT: Rotation count=0 Poll period=20000

*Jul 8 21:56:23.351 PDT: IOS-RP-ENVMON: sensor READ callback Temp: Temp 1, PO, 35
*Jul 8 21:56:23.351 PDT: Sensor: Temp: Temp 1 PO State=Normal Reading=35

*Jul 8 21:56:23.351 PDT: Inserting into queue 1 on spoke 9.

*Jul 8 21:56:23.351 PDT: Rotation count=20 Displacement=0

*Jul 8 21:56:23.351 PDT: Sensor: Temp: Temp 2 PO, In queue 1

*Jul 8 21:56:23.351 PDT: State=Normal Reading=40
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*Jul 8 21:56:23.351 PDT: Rotation count=0 Poll period=20000

*Jul 8 21:56:23.351 PDT: IOS-RP-ENVMON: sensor READ callback Temp: Temp 2, PO, 40
*Jul 8 21:56:23.351 PDT: Sensor: Temp: Temp 2 PO State=Normal Reading=40

*Jul 8 21:56:23.351 PDT: Inserting into queue 1 on spoke 9.

*Jul 8 21:56:23.351 PDT: Rotation count=20 Displacement=0

*Jul 8 21:56:23.351 PDT: Sensor: Temp: Temp 3 PO, In queue 1

*Jul 8 21:56:23.351 PDT: State=Normal Reading=44

*Jul 8 21:56:23.351 PDT: Rotation count=0 Poll period=20000

*Jul 8 21:56:23.351 PDT: IOS-RP-ENVMON: sensor READ callback Temp: Temp 3, PO, 44
*Jul 8 21:56:23.351 PDT: Sensor: Temp: Temp 3 PO State=Normal Reading=44

*Jul 8 21:56:23.351 PDT: Inserting into queue 1 on spoke 9.

*Jul 8 21:56:23.351 PDT: Rotation count=20 Displacement=0

*Jul 8 21:56:23.351 PDT: Sensor: V: PEM In PO, In queue 1

*Jul 8 21:56:23.351 PDT: State=Normal Reading=118501

*Jul 8 21:56:23.351 PDT: Rotation count=0 Poll period=20000

*Jul 8 21:56:23.351 PDT: IOS-RP-ENVMON: sensor READ callback V: PEM In, PO, 118501
*Jul 8 21:56:23.351 PDT: Sensor: V: PEM In PO State=Normal Reading=118501

*Jul 8 21:56:23.351 PDT: Inserting into queue 1 on spoke 9.

*Jul 8 21:56:23.351 PDT: Rotation count=20 Displacement=0

*Jul 8 21:56:23.351 PDT: Sensor: V: PEM Out PO, In queue 1

*Jul 8 21:56:23.351 PDT: State=Normal Reading=12100

*Jul 8 21:56:23.351 PDT: Rotation count=0 Poll period=20000

*Jul 8 21:56:23.351 PDT: IOS-RP-ENVMON: sensor READ callback V: PEM Out, PO, 12000
*Jul 8 21:56:23.351 PDT: Sensor: V: PEM Out PO State=Normal Reading=12000

*Jul 8 21:56:23.351 PDT: Inserting into queue 1 on spoke 9.

*Jul 8 21:56:23.351 PDT: Rotation count=20 Displacement=0

*Jul 8 21:56:23.351 PDT: Sensor: I: PEM In PO, In queue 1

*Jul 8 21:56:23.351 PDT: State=Normal Reading=820

*Jul 8 21:56:23.351 PDT: Rotation count=0 Poll period=20000

*Jul 8 21:56:23.351 PDT: IOS-RP-ENVMON: sensor READ callback I: PEM In, PO, 828
*Jul 8 21:56:23.351 PDT: Sensor: I: PEM In PO State=Normal Reading=828

*Jul 8 21:56:23.351 PDT: Inserting into queue 1 on spoke 9.

*Jul 8 21:56:23.351 PDT: Rotation count=20 Displacement=0

*Jul 8 21:56:23.351 PDT: Sensor: I: PEM Out PO, In queue 1

*Jul 8 21:56:23.351 PDT: State=Normal Reading=7200

*Jul 8 21:56:23.351 PDT: Rotation count=0 Poll period=20000

*Jul 8 21:56:23.351 PDT: IOS-RP-ENVMON: sensor READ callback I: PEM Out, PO, 7100
*Jul 8 21:56:23.352 PDT: Sensor: I: PEM Out PO State=Normal Reading=7100

*Jul 8 21:56:23.352 PDT: Inserting into queue 1 on spoke 9.

*Jul 8 21:56:23.352 PDT: Rotation count=20 Displacement=0

*Jul 8 21:56:23.352 PDT: Sensor: P: In pwr PO, In queue 1

*Jul 8 21:56:23.352 PDT: State=Normal Reading=97

*Jul 8 21:56:23.352 PDT: Rotation count=0 Poll period=20000

*Jul 8 21:56:23.352 PDT: IOS-RP-ENVMON: sensor READ callback P: In pwr, PO, 98
*Jul 8 21:56:23.352 PDT: Sensor: P: In pwr PO State=Normal Reading=98

*Jul 8 21:56:23.352 PDT: Inserting into queue 1 on spoke 9.

*Jul 8 21:56:23.352 PDT: Rotation count=20 Displacement=0

*Jul 8 21:56:23.352 PDT: Sensor: P: Out pwr PO, In queue 1

*Jul 8 21:56:23.352 PDT: State=Normal Reading=88

*Jul 8 21:56:23.352 PDT: Rotation count=0 Poll period=20000

*Jul 8 21:56:23.352 PDT: IOS-RP-ENVMON: sensor READ callback P: Out pwr, PO, 88
*Jul 8 21:56:23.352 PDT: Sensor: P: Out pwr PO State=Normal Reading=88

*Jul 8 21:56:23.352 PDT: Inserting into queue 1 on spoke 9.

*Jul 8 21:56:23.352 PDT: Rotation count=20 Displacement=0

*Jul 8 21:56:23.352 PDT: Sensor: RPM: fan0O PO, In queue 1

*Jul 8 21:56:23.352 PDT: State=Normal Reading=5888

*Jul 8 21:56:23.352 PDT: Rotation count=0 Poll period=20000

*Jul 8 21:56:23.352 PDT: IOS-RP-ENVMON: sensor READ callback RPM: fan0O, PO, 5888
*Jul 8 21:56:23.352 PDT: Sensor: RPM: fan0 PO State=Normal Reading=5888

*Jul 8 21:56:23.352 PDT: Inserting into queue 1 on spoke 9.

*Jul 8 21:56:23.352 PDT: Rotation count=20 Displacement=0

*Jul 8 21:56:23.352 PDT: IOS-RP-ENVMON: sensor READ callback RPM: fan0O, P2, 12600
*Jul 8 21:56:23.352 PDT: IOS-RP-ENVMON: sensor READ callback RPM: fanl, P2, 12840
*Jul 8 21:56:23.352 PDT: IOS-RP-ENVMON: sensor READ callback RPM: fan2, P2, 12900
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*Jul 8 21:56:23.352 PDT: IOS-RP-ENVMON: sensor READ callback P: pwr, P2, 8
*Jul 8 21:56:23.352 PDT: IOS-RP-ENVMON: sensor READ callback Temp: Inlet 1
*Jul 8 21:56:23.352 PDT: IOS-RP-ENVMON: sensor READ callback Temp: Inlet 2
*Jul 8 21:56:23.352 PDT: IOS-RP-ENVMON: sensor READ callback Temp: Outlet
*Jul 8 21:56:23.352 PDT: IOS-RP-ENVMON: sensor READ callback Temp: Outlet
*Jul 8 21:56:23.352 PDT: IOS-RP-ENVMON: sensor READ callback Temp: CP-CPU,
*Jul 8 21:56:23.352 PDT: IOS-RP-ENVMON: sensor READ callback V: 12v, RO, 1
*Jul 8 21:56:23.352 PDT: IOS-RP-ENVMON: sensor READ callback V: 5v, RO, 50
*Jul 8 21:56:23.352 PDT: IOS-RP-ENVMON: sensor READ callback V: 3.3v, RO,
*Jul 8 21:56:23.352 PDT: IOS-RP-ENVMON: sensor READ callback V: 3.0v, RO,
*Jul 8 21:56:23.352 PDT: IOS-RP-ENVMON: sensor READ callback V: 2.5v, RO,
*Jul 8 21:56:23.352 PDT: IOS-RP-ENVMON: sensor READ callback V: 1.8v, RO,
*Jul 8 21:56:23.352 PDT: IOS-RP-ENVMON: sensor READ callback V: 1.2v, RO,
*Jul 8 21:56:23.352 PDT: IOS-RP-ENVMON: sensor READ callback V: 1.2v_CPU,
*Jul 8 21:56:23.352 PDT: IOS-RP-ENVMON: sensor READ callback V: 1.05v_CPU,
*Jul 8 21:56:23.352 PDT: IOS-RP-ENVMON: sensor READ callback V: 1.05v, RO,
*Jul 8 21:56:23.352 PDT: IOS-RP-ENVMON: sensor READ callback V: 1.0v, RO,
*Jul 8 21:56:23.352 PDT: IOS-RP-ENVMON: sensor READ callback V: 0.6v, RO,
*Jul 8 21:56:23.352 PDT: IOS-RP-ENVMON: sensor READ callback P: pwr, RO, 8
*Jul 8 21:56:25.352 PDT: IOS-RP-ENVMON: sensor READ callback P: pwr: Pwr,
*Jul 8 21:56:32.354 PDT: IOS-RP-ENVMON: sensor READ callback P: pwr: Pwr,

debug ilpower : 15|

Router# debug ilpower ?

cdp ILPOWER CDP messages
controller ILPOWER controller

event ILPOWER event

ha ILPOWER High-Availability
port ILPOWER port management
powerman ILPOWER powerman
registries ILPOWER registries

scp ILPOWER SCP messages

upoe ILPOWER upoe

debug power [inline|main] : 43!

LU PEEE |

, RO, 29
, RO, 30
1, RO, 35
2, RO, 36
RO, 42
2127
22
3308
3023
2490
1798
1203
RO,
RO,
1062
1002
593
6
0/1, 5
1/0, 27

1201
1052

ZOBEITIE, 1BEDI1000WEFRE 1 BD450WEBERHVET, AT T —F8

FOEEBROE N ZRLET,

Router# debug power ?

inline ILPM inline power related
main Main power related
<cr> <cr>

Router# debug power

POWER all debug debugging is on
Router# show debugging | include POWER
POWER:

POWER main debugging is on

POWER inline debugging is on

Router#

*Jul 8 21:56:23.351:
Reading: 0 mVv

$ENVIRONMENTAL-6-NOTICE: V: PEM Out,

Location: P1,

total power 1450,

State: Warning,

$IOSXE_PEM-6-PEMOK: The PEM in slot Pl is functioning properly

Run same as

*Jul 8 21:56:23.351:

*Jul 8 21:56:23.351: %PLATFORM POWER-6-MODEMATCH: Main power is in Boost mode
*Jul 8 21:56:23.351: Power M: Received Msg for 12V/Main,

cfg Yes

i Cisco8300> ) —X £Fa17IL—48 VYT rYTTHREHAFE
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*Jul 8 21:56:23.351: Power M:
cfg No

*Jul 8 21:56:23.351: Power I:
*Jul 8 21:56:23.351: Power I:
*Jul 8 21:56:23.351: Power M:
cfg Yes

*Jul 8 21:56:23.351: Power M:
cfg No

*Jul 8 21:56:23.351: Power I:
*Jul 8 21:56:23.351: Power I:

Router#

mLA— i ]

Received Msg for POE/ILPM, total power 500, Run same as
Updating pool power is 500 watts

Intimating modules of total power 500 watts
Received Msg for 12V/Main, total power 1450, Run same as

Received Msg for POE/ILPM, total power 500, Run same as

Updating pool power is 500 watts
Intimating modules of total power 500 watts

show diag all eeprom : C8375-E-G2 0 15|

Router# show diag all eeprom
MIDPLANE EEPROM data:

(PID
(VID

Product Identifier
Version Identifier
PCB Serial Number

Top Assy. Part Number
Hardware Revision
CLEI Code

C8375-E-G2
Vol
FD028310870
68-7625-01
1.0
CMMB8KOOARA

)
)

Power/Fan Module PO EEPROM data:

Product Identifier
Version Identifier
PCB Serial Number
CLEI Code

PWR-CC1-760WAC
v0o1l
LIT2748A9MU
CMUPAKBCAA

Power/Fan Module P1 EEPROM data:

Product Identifier
Version Identifier
PCB Serial Number
CLEI Code

External PoE Module POEO EEPROM
Product Identifier (PID
Version Identifier (VID

PCB Serial Number
CLEI Code
External PoE Module POEl EEPROM

Slot RO EEPROM data:

(PID
(VID

Product Identifier
Version Identifier
PCB Serial Number

Top Assy. Part Number
Hardware Revision
CLEI Code

Slot FO EEPROM data:
Product Identifier (PID
Version Identifier (VID

PCB Serial Number
Top Assy. Part Number
Hardware Revision 1.0
CLEI Code
Slot 0 EEPROM data:

Product Identifier (PID

PWR-CC1-400WAC
V01l
LIT2650C53E
: CMUPAG4CAA
data:

PWR-CC1-760WAC
V01l
LIT2748A9MU
: CMUPAKBCAA
data is not initialized

)
)

C8375-E-G2
Vol
FD028310870
68-7625-01
1.0
CMMB8KOOARA

)
)

C8375-E-G2
Vol
FD028310870
68-7625-01

)
)

CMMB8KOOARA

) C8375-E-G2
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Version Identifier (VID) vo1l

PCB Serial Number FD028310870

Top Assy. Part Number 68-7625-01

Hardware Revision 1.0

CLEI Code CMM8KOOARA
Slot 1 EEPROM data:

Product Identifier (PID) C8375-E-G2

Version Identifier (VID) vo1l

PCB Serial Number FD028310870

Top Assy. Part Number 68-7625-01

Hardware Revision 1.0

CLEI Code CMM8KOOARA
SPA EEPROM data for subslot 0/0:

Product Identifier (PID) AM-2xSFP+

Version Identifier (VID) vo1l

PCB Serial Number

Top Assy. Part Number 68-2236-01

Top Assy. Revision A0

Hardware Revision 2.2

CLEI Code CNUIAHSAAA
SPA EEPROM data for subslot 0/1:

Product Identifier (PID) C-NIM-8M

Version Identifier (VID) vo1l

PCB Serial Number FD0O26500YDL

Hardware Revision 1.0

CLEI Code CMUIAYSCAA

SPA EEPROM data for subslot 0/2 ié not available
SPA EEPROM data for subslot 0/3 is not available
SPA EEPROM data for subslot 0/4 is not available
SPA EEPROM data for subslot 0/5 is not available
SPA EEPROM data for subslot 0/6 is not available
SPA EEPROM data for subslot 1/0 is not available
SPA EEPROM data for subslot 1/1 is not available
SPA EEPROM data for subslot 1/2 is not available
SPA EEPROM data for subslot 1/3 is not available
SPA EEPROM data for subslot 1/4 is not available
SPA EEPROM data for subslot 1/5 is not available

SPA EEPROM data for subslot 1/6 is not available

show diag all eeprom : C8355-G2 015l

Router# show diag all eeprom
MIDPLANE EEPROM data:

Identifier (PID) C8355-G2

Version Identifier (VID) : V01

i Cisco8300> ) —X £Fa17IL—48 VYT rYTTHREHAFE
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PCB Serial Number
Top Assy. Part Number
Hardware Revision

CLEI Code

Power/Fan Module PO EEPROM

Power/Fan Module Pl EEPROM

Product Identifier (PID)
Version Identifier (VID)
PCB Serial Number

CLEI Code

Slot RO EEPROM data:
Product Identifier (PID)

Version Identifier (VID)
PCB Serial Number

Top Assy. Part Number
Hardware Revision

CLEI Code

Slot FO EEPROM data:
Product Identifier (PID)
Version Identifier (VID)

PCB Serial Number
Top Assy. Part Number

Hardware Revision
CLEI Code

Slot 0 EEPROM data:
Product Identifier (PID)

Version Identifier (VID)
PCB Serial Number

Top Assy. Part Number
Hardware Revision

CLEI Code

FD0O28330C27

68-7722-01

CMM8J00ARA

data is not initialized

data:

PWR-CC1-230WAC

V02

IPUPAMFAAB

C8355-G2

V0ol

FD0O28330C27

68-7722-01

CMM8J00ARA

C8355-G2

V0ol

FD028330C27
68-7722-01

CMM8J00ARA

C8355-G2

V0ol

FD0O28330C27

68-7722-01

CMM8J00ARA

SPA EEPROM data for subslot 0/0:

Product Identifier (PID)

4M-2x1G-4xSFP+

miLt— rigge ]
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Version Identifier (VID) : V01

PCB Serial Number

Top Assy. Part Number : 68-2236-01
Top Assy. Revision : A0
Hardware Revision : 2.2
CLEI Code : CNUIAHSAAA

SPA EEPROM data for subslot 0/1 is not available
SPA EEPROM data for subslot 0/2 is not available

SPA EEPROM data for subslot 0/3 is not available
SPA EEPROM data for subslot 0/4 is not available

SPA EEPROM data for subslot 0/5 is not available

SPA EEPROM data for subslot 0/6 is not available

show environment : C8375-E-G2 0D 45
ZOFT, A b POE0 BLOPOEl O IIZIER LTLEE,

Router# show environment

Number of Critical alarms: O
Number of Major alarms: 0
Number of Minor alarms: 2

Slot Sensor Current State Reading

Threshold (Minor,Major,Critical, Shutdown)

RO Temp: Inlet 1 Normal 23 Celsius (40 ,na ,42 ,na ) (Celsius)
RO Temp: Inlet 2 Normal 26 Celsius (90 ,na ,100,na ) (Celsius)
RO Temp: Outlet 1 Normal 24 Celsius (70 ,na ,75 ,na ) (Celsius)
RO Temp: Outlet 2 Normal 26 Celsius (70 ,na ,75 ,na ) (Celsius)
RO Temp: CPU Normal 34 Celsius (na ,na ,na ,na ) (Celsius)
RO Temp: Working Normal 23 Celsius (na ,na ,na ,na ) (Celsius)
RO V: 12V Normal 12044 nv na
RO V: 5V Normal 5010 mv na
RO V: 3.3V_STBY Normal 3314 mv na
RO V: 3.3V Normal 3315 mv na
RO V: 3.3V _USB Normal 3315 mv na
RO V: 2.5V Normal 2502 mv na
RO V: 1.8V Normal 1799 v na
RO V: 1.2V _CPU Normal 1197 v na
RO V: 1.2V Normal 1208 mnv na
RO v: 1.1V Normal 1100 mnmv na
RO Vv: 1.0V Normal 1001 mv na
RO V: 0.8V_SW Normal 790 ju\va na
RO V: 0.85V_DDR Normal 850 ju\va na
RO V: 0.8V_SYS Normal 848 ju\va na
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RO
RO
RO
PO

PO

PO

PO
PO
PO
PO
PO
PO
PO
Pl

Pl
Pl

Pl
Pl
Pl
Pl
Pl
Pl
Pl
P2
P2
P2
P2

0/1

Ve
Ve
P:

0.8V_CORE
0.75V
Power

Temp: Temp 1

Temp: Temp 2

Temp: Temp 3

o HH<S <

RP

PEM In
PEM Out
PEM In
PEM Out
In power
Out power
: fanO

Temp: Temp 1

Temp: Temp 2

Temp

o HH<S <

RP
P:

RPM:
RPM:
RPM:

P:

: Temp 3

PEM In
PEM Out
PEM In
PEM Out
In power
Out power
: fan0
Power
fan0
fanl
fan2
pwr: Pwr

Normal

Normal

Normal
Normal

Normal
Normal

Normal
Minor Low
Normal
Normal
Normal
Normal
Minor Low
Normal

Normal
Normal

Normal
Normal
Normal
Normal
Normal
Normal
Normal
Normal
Normal
Normal
Normal
Normal

show environment : C8355-G2 (5l
ZOFIT, Ay h POE0 B L WNPOEI OHJJIZIER LTL &0,

Router# show environment

Number of Critical alarms:

Number of Major alarms:

Number of Minor alarms:

Slot

RO

RO

RO

RO

RO

Sensor

Temp: Inlet 1
Temp: Inlet 2
Temp: Outlet 1
Temp: Outlet 2
Temp: CPU
Temp: Working
V: 12V

0

Current State
Threshold (Minor,Major,Critical, Shutdown)

28

31

30

800 mv

750 mv

41 Watts
Celsius
Celsius
Celsius

0 mV

0 mV

0 mA

0 mA

0 Watts

0 Watts

0 RPM
Celsius
Celsius
Celsius

226503mvV

12000 mv

265 mA

3600 mA

54 Watts

42 Watts

6080 RPM

3 Watts

9480 RPM

9540 RPM

9360 RPM

11 Watts

Normal

Normal

Normal

Normal

Normal

Normal

Normal

Reading
30 Celsius
35 Celsius
42 Celsius
40 Celsius
46 Celsius
30 Celsius

12242 mnv

na
na
na

(na ,na

(na ,na

(na ,na

na
na
na
na
na
na
na

(na ,na

(na ,na

na
na
na
na
na
na
na
na
na
na
na
na

(na ,na

(na ,na

(na ,na

(na ,na

(na ,na

na

mLA— i ]

,na ,na ) (Celsius)

,na ,na ) (Celsius)

,na ,na ) (Celsius)

,na ,na ) (Celsius)

,na ,na ) (Celsius)
(na ,na ,na ,na ) (Celsius)

) (Celsius)

) (Celsius)

) (Celsius)

) (Celsius)

) (Celsius)

) (Celsius)
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RO V:
RO V:
RO V:
RO V:
RO V:
RO V:
RO V:
RO V:
RO V:
RO V:
RO V:
RO V:
RO V:
RO V:
RO V:
RO P:
RO P:

show environment all : C8375-E-G2 )45

Router# show environment all

5V

3

3.

0

0

.3V_STBY
3v
.3V_USB
.5V

.8V
.2V_CPU
.2v

Ay

.oV
.8V_SW
.8V_SYS
.8V_CORE
.8V_PHY

.75V

Power

module

Normal

Normal

Normal

Normal

Normal

Normal

Normal

Normal

Normal

Normal

Normal

Normal

Normal

Normal

Normal
Normal

Normal

Sensor List: Environmental Monitoring
Sensor Location State
Temp: Temp 1 PO Normal
Temp: Temp 2 PO Normal
Temp: Temp 3 PO Normal
V: PEM In PO Normal
V: PEM Out PO Normal
I: PEM In PO Normal
I: PEM Out PO Normal
P: In pwr PO Normal
P: Out pwr PO Normal
RPM: fanO PO Normal
RPM: fanO P2 Normal
RPM: fanl P2 Normal
RPM: fan2 P2 Normal
P: pwr P2 Normal
Temp: Inlet 1 RO Normal
Temp: Inlet 2 RO Normal
Temp: Outlet 1 RO Normal
Temp: Outlet 2 RO Normal
Temp: CP-CPU RO Normal
Ve 12v RO Normal
V: 5v RO Normal
V: 3.3v RO Normal

i Cisco8300> ) —X £Fa17IL—48 VYT rYTTHREHAFE

5012

3299

3300

3302

2504

1802

1202

1205

1104

998

mV

mV

mV

mV

mV

mV

mV

mV

mV

mV

mV

mV

mV

mV

mV

Watts

Watts

BEE=4)VIELUPEEE |

na
na
na
na
na
na
na
na
na
na
na
na
na
na

na
na

na

Reading

36
38
38

Celsius
Celsius
Celsius

206502 mv
12000 mv
281 mA
3500 mA

53
43

Watts
Watts

3712 RPM
7260 RPM
7260 RPM
7200 RPM
3 Watts

19
21
25
23
29

Celsius
Celsius
Celsius
Celsius
Celsius

11984 mv
5018 mVv
3311 mv
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TS << <

.0v

.5v

.8v

.2V
.2v_CPU
.05v_CPU
.05v

.0v

.6v

pwr

O PR RFERFERFENDW

RO
RO
RO
RO
RO
RO
RO
RO
RO
RO

Normal
Normal
Normal
Normal
Normal
Normal
Normal
Normal
Normal
Normal

show environment all : C8355-G2 ()l

Router# show environment all
Environmental Monitoring

Sens
Sens
Temp:
Temp:
Temp:
Temp:
Temp:
Temp:
v: 1
V: 5
v: 3
v: 3
v: 3
Ve 2
v: 1
v: 1
v: 1
v: 1
v: 1
v: 0
v: 0
v: 0
v: 0
v: 0
P: P

or List:
or

Inlet 1
Inlet 2
Outlet 1
Outlet 2
CPU
Working
2V

\
.3V_STBY
.3V
.3V_USB
.5V

.8V
.2V_CPU
.2V

L1v

.0V
.8V_SW
.8V_SYS
.8V_CORE
.8V_PHY
.75V

ower

Location State
RO Normal
RO Normal
RO Normal
RO Normal
RO Normal
RO Normal
RO Normal
RO Normal
RO Normal
RO Normal
RO Normal
RO Normal
RO Normal
RO Normal
RO Normal
RO Normal
RO Normal
RO Normal
RO Normal
RO Normal
RO Normal
RO Normal
RO Normal

2992
2488
1785
1201
1200
1051
1058
1001

mV
mV
mV
mV
mV
mV
mV
mV

595 mv
45 Watts

Reading

30

35

41

40

45

30

122

501

329

330

330

250

180

120

120

110

999

797

752

33

Celsius

Celsius

Celsius

Celsius

Celsius

Celsius

50 mv

6 mv

7 mvV

2 mvV

6 mv

5 mV

2 mvV

1 mv

6 mv

4 mvV

mV

mV

mV

mV

mV

mV

Watts

miLt— rigge ]
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P: module RO Normal

show inventory : C8375-E-G2 0§l

Router# show inventory

BEE=4)VIELUPEEE |

0 Watts

L A e B B

INFO: Please use "show license UDI" to get serial number for licensing.

B i e

NAME: "Chassis", DESCR: "Cisco C8375-E-G2 Chassis"

PID: C8375-E-G2 , VID: VOl , SN: FDO2833MO1A

NAME: "Power Supply Module 0", DESCR: "760W AC Power Supply for Cisco C8375"

PID: PWR-CC1l-760WAC , VID: V01 , SN: LIT2748A9MU

NAME: "Power Supply Module 1", DESCR: "400W AC power supply for Cisco C8300 1RU"

PID: PWR-CC1-400WAC , VID: VOl , SN: LIT2650C53E

NAME: "Fan Tray", DESCR: "Cisco C8300 1RU Fan Assembly"

PID: C8300-FAN-1R , VID: V02 , SN: LIT2214364L

NAME: "POE Module 0", DESCR: "760W AC Power Supply for Cisco C8375"

PID: PWR-CC1l-760WAC , VID: V01 , SN: LIT2748A9MU

NAME: "module 0", DESCR: "Cisco C8375-E-G2 Built-In NIM controller"

PID: C8375-E-G2 , VID: , SN:

NAME: "NIM subslot 0/1", DESCR: "C-NIM-8M"

PID: C-NIM-8M , VID: V01 , SN: FDO26500YDL

NAME: "NIM subslot 0/0", DESCR: "4M-2xSFP+"

PID: 4M-2xSFP+ , VID: V01 , SN:
NAME: "subslot 0/0 transceiver 4", DESCR: "10G AOC5M"

PID: SFP-10G-AOC5M , VID: V01 , SN: DPZ2618A261-B

NAME: "subslot 0/0 transceiver 5", DESCR: "10G AOC5M"

PID: SFP-10G-AOC5M , VID: V01 , SN: DPZ2618A261-A

i Cisco8300> ) —X £Fa17IL—48 VYT rYTTHREHAFE
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NAME: "module 1", DESCR:
PID: C8375-E-G2 ,
NAME: "module RO", DESCR:
PID: C8375-E-G2 ,
NAME: "module FO0", DESCR:

mLA— i ]

"Cisco C8375-E-G2 Built-In SM controller"

VID: , SN:

"Cisco C8375-E-G2 Route Processor"

VID: VOl , SN: FD0O28310870

"Cisco C8375-E-G2 Forwarding Processor"

PID: C8375-E-G2 , VID: , SN:

show inventory : C8355-G2 01§

Router# show inventory
B o
INFO:

Please use "show license UDI" to get serial number for licensing.

e o B o

NAME: "Chassis", DESCR:

PID: C8355-G2 ’

"Cisco C8355-G2 Chassis"

VID: V01 , SN: FDO2836M06D

NAME: "Power Supply Module 1", DESCR: "230W AC PS w/ POE Module for Cisco C823X/C835X"
PID: PWR-CC1-230WAC , VID: V02 , SN:

NAME: "POE Module 1", DESCR: "230W AC PS w/ POE Module for Cisco C823X/C835X"
PID: PWR-CC1-230WAC , VID: V02 , SN:

NAME: "module 0", DESCR: "Cisco C8355-G2 Built-In SM controller"

PID: C8355-G2 , VID: , SN:

NAME: "NIM subslot 0/0", DESCR: "4M-2x1G-4xSFP+"

PID: 4M-2x1G-4xSFP+ , VID: V01 , SN:

NAME: "subslot 0/0 transceiver 8", DESCR: "SFP+ 10GBASE-SR"

PID: SFP-10G-SR-S , VID: V01 , SN: OPM26181FO0OB

NAME: "subslot 0/0 transceiver 9", DESCR: "SFP+ 10GBASE-SR"

PID: SFP-10G-SR-S , VID: V01 , SN: OPM26200JQA

NAME: "module RO", DESCR: "Cisco C8355-G2 Route Processor"

PID: C8355-G2 , VID: v01 , SN: FD028330C27

NAME: "harddisk", DESCR: "M.2 USB"

PID: eMMC HS-SD/MMC , VID: , SN:

NAME: "module F0", DESCR: "Cisco C8355-G2 Forwarding Processor"
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PID: C8355-G2 , VID: , SN:

show platform : C8375-E-G2 5|

Router# show platform
Chassis type: C8375-E-G2

Slot Type State Insert time (ago)
0 C8375-E-G2 ok 3d17h
0/0 4M-2xSFP+ ok 3d17h
0/1 C-NIM-8M ok 3d17h
1 C8375-E-G2 ok 3d17h
RO C8375-E-G2 ok, active 3d17h
FO C8375-E-G2 ok, active 3d17h
PO PWR-CC1-760WAC fail, badinput 3d17h
Pl PWR-CC1-400WAC ok 3d17h
P2 C8300-FAN-1R ok 3d17h
POEO PWR-CC1-760WAC fail, badinput 3d17h
Slot CPLD Version Firmware Version

0 25033132 v17.15(1.17r).s2.cp

1 25033132 v17.15(1.17r) .s2.cp

RO 25033132 v17.15(1.17r).s2.cp

FO 25033132 v17.15(1.17r).s2.cp

show platform : C8355-G2 M5

Router# show platform
Chassis type: C8355-G2

Slot Type State Insert time (ago)
0 C8355-G2 ok 06:21:27
0/0 4M-2x1G-4xSFP+ ok 06:20:36
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RO C8355-G2 ok, active 06:21:27
FO C8355-G2 ok, active 06:21:27
PO Unknown empty never

Pl PWR-CC1-230WAC ok 06:20:52
POE1 PWR-CC1-230WAC ok 06:20:52
Slot CPLD Version Firmware Version

0 25071533 v17.15(3.3r).s2.cp
RO 25071533 v17.15(3.3r).s2.cp
FO 25071533 v17.15(3.3r).s2.cp

show platform diag : C8375-E-G2 (15|

Router# show platform diag
Chassis type: C8375-E-G2

Slot: 0, C8375-E-G2

Running state : ok
Internal state online
Internal operational state : ok

Physical insert detect time 00:00:24 (3d17h ago)

Software declared up time 00:01:16 (3d17h ago)

CPLD version

Firmware version

Sub-slot:

0/0, 4M-2xSFP+

Operational status

Internal state

Physical insert detect time

Logical insert detect time

Sub-slot:

0/1, C-NIM-8M

Operational status

Internal state

Physical insert detect time

25033132

v17.15(1.17r) .s2.cp

ok
inserted
00:01:24 (3d17h ago)

00:01:24 (3d17h ago)

ok
inserted

00:01:26 (3d17h ago)
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Logical insert detect time

Sub-slot: 0/4, VDSP-CC
Operational status

Internal state

Physical insert detect time

Logical insert detect time
Slot: 1, C8375-E-G2

Running state

Internal state

Internal operational state
Physical insert detect time
Software declared up time
CPLD version

Firmware version

Slot: RO, C8375-E-G2
Running state

Internal state

Internal operational state
Physical insert detect time
Software declared up time
CPLD version

Firmware version

Slot: FO, C8375-E-G2
Running state

Internal state

Internal operational state
Physical insert detect time
Software declared up time
Hardware ready signal time
Packet ready signal time

CPLD version

00:01:26

ok

inserted

00:01:27

00:01:27

ok

online

ok

00:00:24

00:01:17

25033132

(3d17h

(3d17h

(3d17h

(3d17h

(3d17h

ago)

ago)

ago)

ago)

ago)

v17.15(1.17r) .s2.cp

ok, active

online

ok

00:00:24 (3d17h ago)
00:00:24 (3d17h ago)
25033132
v17.15(1.17r) .s2.cp
ok, active

online

ok

00:00:24 (3d17h ago)
00:01:04 (3d17h ago)
00:01:02 (3d17h ago)
00:01:17 (3d17h ago)
25033132
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Firmware version
Slot: PO, PWR-CCl-760WAC

State

Physical insert detect time

Slot: P1l, PWR-CC1-400WAC
State

Physical insert detect time

Slot: P2, C8300-FAN-1R
State

Physical insert detect time

Slot: POEO, PWR-CC1l-760WAC
State

Physical insert detect time

Slot: POEl, Unknown
State

Physical insert detect time

v17.15(1.

17r) .s2.cp

fail, badinput

00:00:02

ok

00:00:02

ok

00:00:02

(3d17h ago)

(3d17h ago)

(3d17h ago)

fail, badinput

00:00:02

empty

00:00:00

show platform diag : C8355-G2 & 15|

Router# show platform diag
Chassis type: C8355-G2

Slot: 0, C8355-G2

Running state

Internal state

Internal operational state
Physical insert detect time
Software declared up time
CPLD version

Firmware version

Sub-slot: 0/0, 4M-2x1G-4xSFP+

Operational status

Internal state

ok
online
ok
00:00:22
00:01:09
25071533
v17.15(3
ok
inserted

(3d17h ago)

(never ago)

(06:14:37 ago)

(06:13:50 ago)

.3r).s2.cp

mLA— i ]
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Physical insert detect time
Logical insert detect time
Slot: RO, C8355-G2

Running state

Internal state

Internal operational state
Physical insert detect time
Software declared up time
CPLD version

Firmware version

Slot: FO, C8355-G2

Running state

Internal state
Internal operational state

Physical insert detect time
Software declared up time
Hardware ready signal time
Packet ready signal time
CPLD version

Firmware version

Slot: PO, Unknown

State

Physical insert detect time
Slot: P1l, PWR-CC1l-230WAC
State

Physical insert detect time
Slot: POEl, PWR-CC1-230WAC
State

Physical insert detect time

00:01:13 (06:13:46 ago)

00:01:13 (06:13:46 ago)

ok, active

online

ok

00:00:22 (06:14:37 ago)
00:00:22 (06:14:37 ago)
25071533

v17.15(3.3r) .s2.cp

ok, active

online
ok

00:00:22 (06:14:37 ago)
00:01:04 (06:13:55 ago)
00:01:02 (06:13:57 ago)
00:01:16 (06:13:43 ago)
25071533

v17.15(3.3r) .s2.cp

empty

00:00:00 (never ago)

ok

00:00:03 (06:14:02 ago)

ok

00:00:03 (06:14:02 ago)
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BEE=4)VIELUPEEE |



| BEE=42U I BLUPEEE

miLt— rigge ]

show platform software status control-processor : C8375-E-G2 &5l

Router# show platform software status control-processor

RPO: online, statistics updated 10 seconds ago
Load Average: healthy

1-Min: 0.53, status: healthy, under 5.00

5-Min: 0.90, status: healthy, under 5.00

15-Min: 0.87, status: healthy, under 5.00
Memory (kb): healthy

Total: 3884836

Used: 1976928 (51%), status: healthy

Free: 1907908 (49%)

Committed: 3165956 (81%), under 90%

Per-core Statistics

CPUO: CPU Utilization (percentage of time spent)
User: 2.10, System: 2.20, Nice: 0.00, Idle: 95.69
IRQ: 0.00, SIRQ: 0.00, IOwait: 0.00

CPUl: CPU Utilization (percentage of time spent)
User: 2.80, System: 2.60, Nice: 0.00, Idle: 94.50
IRQ: 0.00, SIRQ: 0.10, IOwait: 0.00

CPU2: CPU Utilization (percentage of time spent)
User: 1.90, System: 2.10, Nice: 0.00, Idle: 96.00
IRQ: 0.00, SIRQ: 0.00, IOwait: 0.00

CPU3: CPU Utilization (percentage of time spent)
User: 10.12, System: 0.60, Nice: 0.00, Idle: 89.27
IRQ: 0.00, SIRQ: 0.00, IOwait: 0.00

show platform software status control-processor : €8355-G2 @ {5l

Router# show platform software status control-processor

RPO: online, statistics updated 4 seconds ago
Load Average: healthy

1-Min: 11.00, status: healthy, under 18.00
5-Min: 11.03, status: healthy, under 18.00
15-Min: 11.12, status: healthy, under 18.00
Memory (kb): healthy

Total: 16134276

Used: 4006772 (25%), status: healthy

Free: 12127504 (75%)

Committed: 4515476 (28%), under 90%

Per-core Statistics

CPUO: CPU Utilization (percentage of time spent)
User: 1.89, System: 3.19, Nice: 0.00, Idle: 94.20
IRQ: 0.49, SIRQ: 0.19, IOwait: 0.00

CPUl: CPU Utilization (percentage of time spent)
User: 99.90, System: 0.00, Nice: 0.00, Idle: 0.00
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IRQ:

CPU2:

User:

IRQ:

CPU3:

User:

IRQ:

CpU4:

User:

IRQ:

CPUS5:

User:

IRQ:
CPU3:

User:

IRQ:

CpU4:

User:

IRQ:

CPUS5:

User:

IRQ:

CPUG6:

User:

IRQ:

CPU7:

User:

IRQ:

CPUS8:

User:

IRQ:

CPU9:

0.10, SIRQ: 0.00, IOwait:

CPU Utilization (percentage

99.90, System: 0.00, Nice:

0.10, SIRQ: 0.00, IOwait:

CPU Utilization (percentage

99.90, System: 0.00,

0.10, SIRQ: 0.00, IOwait:

CPU Utilization (percentage

99.90, System: 0.00, Nice:

0.10, SIRQ: 0.00, IOwait:

CPU Utilization (percentage

99.80, System: 0.00, Nice:

0.09, SIRQ: 0.09, IOwait:
CPU Utilization (percentage

99.90, System: 0.00, Nice:

0.10, SIRQ: 0.00, IOwait:

CPU Utilization (percentage

99.90, System: 0.00, Nice:

0.10, SIRQ: 0.00, IOwait:

CPU Utilization (percentage

99.80, System: 0.00, Nice:

0.09, SIRQ: 0.09, IOwait:

CPU Utilization (percentage

99.80, System: 0.00, Nice:

0.09, SIRQ: 0.09, IOwait:

CPU Utilization (percentage

99.90, System: 0.00, Nice:

0.10, SIRQ: 0.00, IOwait:

CPU Utilization (percentage

99.90, System: 0.00, Nice:

0.10, SIRQ: 0.00, IOwait:

CPU Utilization (percentage

Nice:

0.00

of time spent)
0.00, Idle:

0.00

of time spent)

0.00, Idle:
0.00
of time spent)

0.00, Idle:
0.00

of time spent)
0.00, Idle:

0.00
of time spent)

0.00, Idle:
0.00

of time spent)
0.00, Idle:
0.00

of time spent)
0.00, Idle:
0.00

of time spent)
0.00, Idle:
0.00

of time spent)
0.00, Idle:
0.00

of time spent)
0.00, Idle:

0.00

of time spent)
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User: 99.90, System: 0.00, Nice: 0.00, Idle: 0.00
IRQ: 0.10, SIRQ: 0.00, IOwait: 0.00

CPU10: CPU Utilization (percentage of time spent)
User: 14.81, System: 60.06, Nice: 0.00, Idle: 21.62
IRQ: 3.50, SIRQ: 0.00, IOwait: 0.00

CPUll: CPU Utilization (percentage of time spent)
User: 99.90, System: 0.00, Nice: 0.00, Idle: 0.00

IRQ: 0.10, SIRQ: 0.00, IOwait: 0.00

show diag slot RO eeprom detail : C8375-E-G2 01§

Router# show diag slot RO eeprom detail

Slot RO EEPROM data:

EEPROM
version : 4
Compatible Type OxFF
FRU Specific Info 0100
PCB Serial Number FD028310870
Controller Type 4487
Hardware Revision 1.0
PCB Part Number 73-20702-08
Board Revision 03
Top Assy. Part Number 68-7625-01
Deviation Number 0
Fab Version 08
Product Identifier (PID) C8375-E-G2
Version Identifier (VID) vo1l
CLEI Code CMM8KOOARA
Chassis Serial Number FDO2833MO1A

Chassis MAC Address
MAC Address block size
Manufacturing Test Data

Asset ID

481b.a465.9470

144

00 00 00 00 00 00 00 00
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show diag slot RO eeprom detail : C8355-G2 015l

Router# show diag slot RO eeprom detail

Slot RO EEPROM data:
EEPROM version
Compatible Type

FRU Specific Info

PCB Serial Number
Controller Type
Hardware Revision

PCB Part Number

Board Revision

Top Assy. Part Number
Deviation Number

Fab Version

Product Identifier (PID)
Version Identifier (VID)
CLEI Code

Chassis Serial Number
Chassis MAC Address

MAC Address block size
Manufacturing Test Data

Asset ID

4
0xFF

0100

FD028330C27

4486

73-20990-07

05

68-7722-01

07

C8355-G2

Vol

CMM8J00ARA

FD02836M06D

4874.104a.e9e0

96

00 00 00 00 00 00 00 0O

show version : C8375-E-G2 ) {§

Router# show version

BEE=4)VIELUPEEE |

Cisco IOS XE Software, Version BLD V1718 THROTTLE LATEST 20250513 033132 V17 18 0 38
c8kg2be Software (ARMVSEL LINUX IOSD-UNIVERSALK9-M),
Experimental Version 17.18.20250513:042531
[BLD V1718 THROTTLE LATEST 20250513 033132:/nobackup/mcpre/s2c-build-ws 101]
Copyright (c) 1986-2025 by Cisco Systems, Inc.
Compiled Mon 12-May-25 21:26 by mcpre

Cisco I0S Software [IOSXE],

Cisco IOS-XE software, Copyright (c) 2005-2025 by cisco Systems, Inc.
All rights reserved. Certain components of Cisco IOS-XE software are

licensed under the GNU General Public License

("GPL")

Version 2.0. The

software code licensed under GPL Version 2.0 is free software that comes

with ABSOLUTELY NO WARRANTY.
GPL code under the terms of GPL Version 2.0.
documentation or "License Notice"

You can redistribute and/or modify such
For more details, see the
file accompanying the IOS-XE software,

or the applicable URL provided on the flyer accompanying the IOS-XE

software.
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ROM: v17.15(1.19d) .s2.cp.RSA2ZK

Crestone-1 uptime is 4 minutes

Uptime for this control processor is 5 minutes

System returned to ROM by Reload Command

System image file is "bootflash:c8kg2be-universalk9.17.18.01.0.700 V17 18 0 38.SSA.bin"
Last reload reason: Reload Command

This product contains cryptographic features and is subject to United
States and local country laws governing import, export, transfer and
use. Delivery of Cisco cryptographic products does not imply
third-party authority to import, export, distribute or use encryption.
Importers, exporters, distributors and users are responsible for
compliance with U.S. and local country laws. By using this product you
agree to comply with applicable laws and regulations. If you are unable
to comply with U.S. and local laws, return this product immediately.

A summary of U.S. laws governing Cisco cryptographic products may be found at:
http://www.cisco.com/wwl/export/crypto/tool/stgrg.html

If you require further assistance please contact us by sending email to

export@cisco.com.

Technology Package License Information:

Technology Type Technology-package Technology-package
Current Next Reboot
Smart License Subscription advantage advantage

The current crypto throughput level is 10000 kbps (Aggregate)

Smart Licensing Status: Smart Licensing Using Policy

cisco C8375-E-G2 (1RU) processor with 3703488K/6147K bytes of memory.
Processor board ID FDO2721MO2R

Router operating mode: Autonomous

1 Virtual Ethernet interface

4 Gigabit Ethernet interfaces

4 2.5 Gigabit Ethernet interfaces

8 Ten Gigabit Ethernet interfaces

32768K bytes of non-volatile configuration memory.

8388608K bytes of physical memory.

20257791K bytes of flash memory at bootflash:.

Configuration register is 0x3922

show version : C8355-G2 &5l

Router# show version

Cisco I0S XE Software, Version 17.18.01eft30
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Cisco I0S Software [IOSXE], c8kg2be Software (ARMVSEL LINUX IOSD-UNIVERSALK9-M), Version
17.18.1eft30, RELEASE SOFTWARE (fcl)

Technical Support: http://www.cisco.com/techsupport
Copyright (c) 1986-2025 by Cisco Systems, Inc.

Compiled Fri 25-Jul-25 21:47 by mcpre

Cisco IOS-XE software, Copyright (c) 2005-2025 by cisco Systems, Inc.
All rights reserved. Certain components of Cisco IOS-XE software are
licensed under the GNU General Public License ("GPL") Version 2.0. The
software code licensed under GPL Version 2.0 is free software that comes
with ABSOLUTELY NO WARRANTY. You can redistribute and/or modify such
GPL code under the terms of GPL Version 2.0. For more details, see the
documentation or "License Notice" file accompanying the IOS-XE software,
or the applicable URL provided on the flyer accompanying the IOS-XE

software.

ROM: v17.15(3.3r).s2.cp

Wilsonl uptime is 5 hours, 53 minutes

Uptime for this control processor is 5 hours, 54 minutes

System returned to ROM by PowerOn

System image file is "bootflash:c8kg2be-universalk9.17.18.01eft30.SPA.bin"
Last reload reason: PowerOn

This product contains cryptographic features and is subject to United
States and local country laws governing import, export, transfer and
use. Delivery of Cisco cryptographic products does not imply
third-party authority to import, export, distribute or use encryption.
Importers, exporters, distributors and users are responsible for
compliance with U.S. and local country laws. By using this product you
agree to comply with applicable laws and regulations. If you are unable

to comply with U.S. and local laws, return this product immediately.

A summary of U.S. laws governing Cisco cryptographic products may be found at:

http://www.cisco.com/wwl/export/crypto/tool/stgrg.html

If you require further assistance please contact us by sending email to

i Cisco8300> ) —X £Fa17IL—48 VYT rYTTHREHAFE



| BEE=42U I BLUPEEE
zrt—rozz [

export@cisco.com.
Technology Package License Information:

Technology Type Technology-package Technology-package
Current Next Reboot
Smart License Subscription advantage advantage

The current crypto throughput level is unthrottled
cisco C8355-G2 (1lRU) processor with 7799156K/6147K bytes of memory.

Processor board ID FDO2836MO06D

Router operating mode: Autonomous

2 Virtual Ethernet interfaces

2 Gigabit Ethernet interfaces

4 Ten Gigabit Ethernet interfaces

4 Five Gigabit Ethernet interfaces

32768K bytes of non-volatile configuration memory.
16777216K bytes of physical memory.

18250751K bytes of flash memory at bootflash:.

29933568K bytes of M.2 USB at harddisk:.

Configuration register is 0x2102

BIRE— FDERT

F A AB L OHEEE L T 5 Powerover Ethernet (PoE) £ =2 — /LDl T OERZHETEF
ﬁ—o

« SM PoE —E ATV 2 — L OBRE— FOFE (220 ~—)
« BT — FOBGER (220 ~—2)
« fEAFIREZ: POE FE /) (221 ~—2)

BIFE— FOEEMIZHOWTIE, [BEAS S aOlE) OB ar283B LTI N,

» Hardware Installation Guide for Cisco 8300 Series Secure Routers
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B ssres—crzsa—LoERE—FO®R

NEPoE H—ERXRED1—ILDE
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ERE— FOETE

power inlineredundant =~ RZ&fEH L T, SN PoE ' —E AE Y 2 — LOEFZ KD K 5

LumzﬁzLﬂi7f

- power inlineredundant : 4+ PoE — B2 € ¥ = — /LB % redundant &— FIZERE L E

R

* no power inlineredundant :

j‘O

N

SR POE ¥ — E'AE Y 2 — /LA & boost T— FIZEE L £

GE)  HNEBPoE YV —E R Y 2a—LOEROT 7 #/ k T— KX redundant (TFE) £— K TI,

BIRE—

showpower =< > RiZ, boost & redundant D EH 5 DF— RAFRESNTWVHED, BX
T PR VAT ATHRAEFATHNE ) e m L ET,

~ D EXTE B

Bl TEFEEH LU PEED 1 —ILDKEE— F : Redundant

ZOFEITIE, showpower =< RIZK Y, EEREA T4 /T —DOWFIZKE S
72— R & LT Redundant DE/RINET, VAT LITIE, 400 W & 360 W DEJR
N1OTOHY ET,
Router# show powerMain PSU :

Router#show power
Main PSU :

Power Operating Mode : Normal

Configured Mode : Redundant

Current runtime state same : Yes

Total power available : 400 Watts
POE Module :

Configured Mode : Redundant

Current runtime state same : Yes

Total power available : 360 Watts

Router#

5] : PoE BIRDEREE— F : Boost

ZOBITiX, powerinlineredundant =~ > RO noX&EEH LT, A T4 T —
%ffBoostlE~ RIZBRELLI ELTWET, T A /3T —DF— KL, BoostE—

WCIIEEEINEFA. Boost T— FIZEE T 5121, Redundant E— R TfEHAIEEZR
A“jjJ: LTI1000 W BELL 2 572D TY, AT A /30U —0DF— KX Redundant
T, T, POEEY 2 — L DOERDEIZL » TRENFT,

®* Configured Mode : Boost
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® Current runtime state same : No

Router# configure terminal
Enter configuration commands, one per line. End with CNTL/Z.
Router (config) # no power inline redundant
Router (config) #
*Jan 31 03:42:40.947: SPLATFORM POWER-6-MODEMISMATCH: Inline power not in Boost mode
Router (config) #
Router (config) # exit
Router#
*Jan 31 03:36:13.111: %SYS-5-CONFIG I: Configured from console by console
Router# show power
Main PSU :
Power Operating Mode : Normal
Configured Mode : Redundant

Current runtime state same : Yes

Total power available : 400 Watts
POE Module :

Configured Mode : Boost

Current runtime state same : Yes

Total power available : 720 Watts
Router#

{E I RE7S PoE &

SEL PoE £ = — /1 C PoE ¥%RE 2% FH Al RBIC 4~ 2 121E. EBIEM O G S 2B 1178 760 W
UETHIRENHY 7,

\)

(GE) 4N POE £ = — /L C PoE HEESENET 5 2 & Z il 3 5 121d show platform =< > KB LY
show power =~ > RZfEH LT, L—X D PoE B O HAMEEZKRIEL £,

IES POoE —E AE Y a2 — /VHIZ 5372 POE B H 5 Z & 2 ¥B14 512iE, show platform
aw K& showpower 2~ REH L, EERIB LV PE A »/3—=F DU v MEIZHESW
T, fEHFTREZ: PoE B @A FHE LE T,

PO B L OPI EEFROEZFH LT, BENE (FERA) 2RDOET, KIZ, PoEl BIW
PoEzmﬂ:*/W'//v—&@ﬁ%ﬁﬁﬁbf PoE B EEZFR LT,

FEROREIHAL L T D & B 58 Ee— Foflz, ROKITRLET,

i LT\ 5 PoE — B A £ 22— /LT PoE BRENEIET 57121, EOEKKESID [PoE
WES OENT0W UL ETHANERDH Y £77,

)

GE) S POEEY 2 — L ZATAHHNC, W—FICEBFRA L "—F—%BMLET, Z0kHizL
2Nk PoERMREITEN+H0THoTmE LTH, BPoEEY = —/LZ LY PoEESNHFEHE
T, PoE MSRENS EUNCHERE S A= DICE Y 2 — a2 ) T — T AMERAE L FT,

THEIRTE ST — F& LT Boost £721% Redundant Z 5% E T 5 & . PoE 8% 1 & OEIC N
ELAHRZERDHY T,
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RORIZ, WENEELZY v PEATORLET, EEBHEOU v ML, TEEEPO) BLO TE
IR P FNTRSVET, PoEA N\ —%—0DU v ML, [PoE0) F XKW TPoE1]) FIITR

SnET,
% 18: C8375-E-G2 DE)EE— K
E—F (XER |[FER |ZREE—|LEHZE PoE0 PoE1 BEE— |PoERE
5l PO P1 N (XE N hE
HED)
1 400 2L Redundant | 400 L L Redundant | ¢ (7p
E2E (L)
Boost
2 2L 400 TE 400 L L Redundant | ¢ (7
E S L)
Boost
3 400 oL Redundant | 400 360 2L Redundant | 360
Ep
Boost
4 L 400 TE 400 2L 360 Redundant | 360
E S
Boost
5 400 400 TE 400 L 2L Redundant | ¢ (7p
Ep L)
Boost
6 400 2L Redundant | 400 360 oL Redundant | 360
& boos.
PO |Z
T60WAC
B AE
L7=%
B DI
7 2L 400 TE 400 L 360 Redundant | 360
GE) bl
P11z
T60WAC
Z A
L7z
G DI
8 400 400 TE 400 360 360 TE 360
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E—FO|XER |FER |BREE—|HLEHZ |PoE0 PoE1 REE— |PoE#E
il PO P1 : €35 : hE
IR)
9 400 400 TE 400 360 360 BOOST |720
10 500 L Redundant | 500 oL L Redundant | ¢ (7p
E2E L)
Boost
11 L 500 TE 500 L 2L Redundant | ¢ (7
E S L)
Boost
12 500 500 TE 500 oL L Redundant | ¢ (7p
E S L)
Boost
Y
GE)  EFEoFRTIE, 360W LL LD PoE #7112V H Al BEIC 22 B 12 (EERD) THREIIE]

NT60WLLETHLIVLENH Y 7,
PoE MBI EN T20W (F— RFfl 6 25M) OBE. 760 W ODEEIFE (Boost T— F) 232

&, PoE A v/ X—H (Boost B— R) 22 BMNLETT,

& 19:C8355-G2 DENMEE— F

E—FO|XEBR |[XER |[FHEE— |#LEH=|Pok0 PoE1 RETE— |PoERE

5l PO P1 ~ (XE ~ hE

HEY)

1 110 2L Redundant | 110 L L Redundant | ¢ (73
Ep L)
Boost

2 L 110 TE 110 2L 2L Redundant |9 (73
E S L)
Boost

3 110 2L Redundant | 110 L L Redundant | ¢ (73

PO I

230WAC

AL

L7=%

B DI
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E—FO|EXER BR |HREE—|HREAHE|PoE0 PoE1 SREE— |PoERE
151l PO P1 N (XE N hE
Y
4 L 110 TE 110 L 120 Redundant | 120
F7X
Boost

5 110 110 TE 110 2L 2L Redundant |9 (7
E2E L)
Boost

6 110 110 TE 110 2L 120 Redundant | 120

o oot

PO B &

W'PL IZ

230WAC

AL

L=

I/fl\

7 110 110 TE 110 L 120 Redundant | 120

o Boost

PO (Z

110WAC

Z. Pl

Iz

230WAC

T

L7=%

/EI\

8 110 110 TE 110 2L 2L Redundant |0 (7

L)

)

GE)  C8355-G2 DA, BEa LB F1OAEMNPEZYR—FLET, LENR-T, TTHY
U AT PoE0 IXHIC [72L] T,

i Cisco8300> ) —X £Fa17IL—48 VYT rYTTHREHAFE



| BEE=42U I BLUPEEE

maases rE BN [

B & EBIFA =& 20 S BRI2IE (FRIZ Boost B — RTEMEL TWAREIT) EENNL
ETY, MIHEENDN, | OB T CHAGFTRERE N A B2 TV D54, ZOIRETER
ERONT EAN— R 2T RNEETHARERD Y 9, TORE, VAT LABREEIT -
DA CTERVIRBIZ 2D 2 ERHD £7,

FIEEIZ, —ERX TV 2— /W PoE BENEMAET D PoE A v \—X—N 1 BETOHAE, =
DARRETPOE A > = —%ONT L N—RU =T NG L, VAT ARREEE I3 E
AR D2 ENBH Y £7,
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INA TRASEY T4 DERTE

CiscoNf 7T_XAZE VT4 (HA) 77 /0 =2k, Xy hU—=7DEDESTHRAEL
BRI SHGEIZY DN TE, Xy b —7 BIEROEHENERLES, 2y U= D
N—=RyxzT7 Y7 T L, Ciscon{A TXATEVT 4T 7 /ay—LHEELT, Fk
MOHGRIZY ARV FTHZ LA T, 2=V Xy b= T 7V r— g VIR L CEE
OFEIEZ TR L 9,
ZZ Tl T8 AT Cisco A T_A TV T 4 HEEEERET D HIEICOWTIHAL 97,

e Cisco N T AT YT 0 (227 X—)

c VY= UHNA TR TEYT 4 (227 )

« BIFIR 7 U —T 4 > 7 H (228 X—)

« Cisco A TXAFZ VT 4 OFE (229 X—)

Cisco/N\A{ 7RALSE) T4

N—ZMBDON— R 2 T7BIRXY 7 N7 7T—F%T77FviE. HHPERy NT—F A
R NORERFIIN—FDOT v T2 A LEHEFITHEICEHFSINTWDED, T3TO
Xy NU—7 UFUFTRRT v I ZALEEBTIINERLET,

Z 2Tl Cisco 8300 >V —AX &F 27 /L—F TEM S D Cisco A 7T_A FE YT £ DN
< OPOMEICHOWTHBA L £

e Vx—YHNA TATEYT 1 (227 X—)

e WHM T 4T —F 4 v 7 (228 X—3)

o —URIINA TARATEY) T4«
T —UNA TRXATEY T 4 (HA) #EEIX. Ry 7 AV —R v 7 AT EMEEE & T

NWET, Yy —VEETAEERENT S L ANy 2T vy e LTENET 57 /31 A
TaRETEET, W< ONDT == VA== NTT I T 4 T TN, ZAZRET
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HEH., TOBREARBRETEET, 72— A —N—0NRET B L, Pl AX UL F N
A AN EME, a—N T T F Y TOMEE . AT ( THREX A7 OFEITERBLET,

NEAVEZ—T oA ADTN—T1L, NEITN—TFLMEINET, ROKIK, 77T 4 T/A
BN FARLADYF ) AEFRLTOET, 72, 1DOREA 2 F—T = A Z&FHFSTA

A AZADXTIZONWT, MEINV—TE2RETDHHEZRLET,

2Z:ARTIL—TDEE

Virtual [P 1 @

@ Router 2

Virtual MAC 1
"\
LL. Control Link
1'\
Router 1 @ Interface Interlink
! Data Link
i

Virtual I[P 2

Virtual MAC 2% %

() Active
(D Standby

Wirtual IP 1
Virtual MAC 1

Wirtual IP 2
Virtual MAC 2

254200

BREFRER 2 ha—L ) I BXOT =XM7L TT A APREESNET, =
yha—=n TR TAAADAT—Z R EWET LIl INET, T—FFEHY
I RS TAT— NI AEREEEEL, a— AV EATF 47 70— |2 LTAF— K7L F—
AR—2FFEHLET, TEA L F—T 2 A ADERTIXFER L —EOIDES (RILE HENE
T) TREINET, 7 ZATOY v — UV HAREDOFHEMIZOWTIX, v — AT

_ATEYT 4 ORE (229 2—) ZBRLTLIIEEN,

MABMIAT—T 14 VTR

WHT 4T —F 4 7 (BFD) &, TXTCOAT 4T A7 7wk, hARay,|
BXOL—F 4 7 70 b 3O ER T oliik S A EER 2RI 5 Lo RSN
7ot~ m k2T, BFDIX, Rk SAEFEZSEH THRIET 272100 T, Xy NU—27 %
HEOZOIC-E L-EERH N2 LET, *v NU—7FHEFEIIBFD 235 2
LT, SESERL—T 47 7 FI)LOHELLO A AW = AL XY, BEEE TIER< —
EIHE CHAE N AEELRHTE D720, Xy hT—2r Ta7ry A ) TRBIVNT T =07
MR £, £72. HIURREFE OEEMENME- L, PRIFRRICZR D 37,

BFD OFEMIZ-DUWTlE, [P Routing: BFD Configuration Guide] @ [Bidirectional Forwarding

Detection] ZZH L T 7ZX WY,
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MARMIAT—T 4 FHEAT7O—F

W7 AT —T 4 > TRRA 72— N¥RIE, BEERIIC 5 R 2 584G 5 72912,
BDF v vy a AT+ V=T 407 2Pl 7u—RKT&5XK95CLEd, BFD A
Ta—RIckY, v—F 47 F—TNHHEDOEOIRE R EERT N Y b (A v E—
V) BNA—T 47 7 haVkETHI LT, 2R Rry hU—7 arR—=V 2R
B NERE SN E 9, BFD A 72— ROHE (230 X—) 2L T &0,

Cisco/N\/{ 7RASE) T4 DERTE
VX —UINAT A TN T 4 OFE (229 N—)
c W7 4V —F 4 7 DOFE (230 ~<—)
s U —URINA TRA T YT 4 ORREE (231 ~—)

*BFD 47 v — RORGE (238 ~X—)

O —IRBINAATRASEY) T4 DEKRTE

AR H

T IT 4T TNRAAERF N FNA AL, FIEAA—=T3 D CiscolOSXE Y 7 hU =
TEFEATTAHAVLERHY 97,

T IT AT THRARLAZ L SAF, KA Z O L2 e 2 L TRt T 2 ERH Y
£7,

CHADARF T A= =BT DHLI, WMHFDT A A TRy hU—7 X
AL 7ahan (NTP) 2RTT 50, 70y 7 #RUICGHRETHILERH Y £,

TS OEMARFIDTOIC, T2 T 4 T T/ AL AL LS T3, ADFJFC Virtual
Route Forwarding (VRF) % [f] UHF CERT HLERH Y 77,

cBIERHHIZ, 2 AL TV MRS 5720, TARTOREY 7 B80T —% Vs T
RANCTDRERHY £,

* Gigabit EtherChannel 7¢ £ O# BRI TR/ U v 7 % HlEISAB LT — & S AfEHT
HILENH Y £7,

HFIEIE

ARV T AV =R T AT U r—5 DT 2— VA —_"—WIE, FERY 7 AV —Ry
JAT IV r—2 g TIREVELI R £,

* LAN B8XO'MESH v 7 U AR —hIvEHE A,
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s VREIZVHR—FEINTELT, ZBFWE A A%T —2 B L OHIEA X —7 = A ATITH
ETEERA,

* Front Panel Gigabit Ethernet (FPGE) A > % —7 = A A THHR— F SN 5 MAC DK
X, 77 F 74— ALIZE-oTRBRY ET, FPGE A > ¥ —7 = A AIZHOWTIL,
[Hardware Installation Guide for Cisco 8300 Series Secure Router] ZZH L T 7Z &0,

C ABUNA TN REREINTREIT, AF— T v T ar74¥ab—va 0
ST, FTar 74 Fal—vaEAINET, 77747714 AnbEER
TEF AT DI, AX A T34 AT writememory 2~ > K& 3479 5 LB H
HYET,

D —LBINATARASE) T 1 DERERE
= TD Y — R A AEORRE DM OV TIL, [P Addressing: NAT Configuration
Guide, Cisco IOS XE Release 3SJ] #Z&f L T 72E0,

— » En'_l_l
MARMIPZAT—T 429 DEE
EFHF DT /34 2 TP BFD O EIZ DWW TIL, [P Routing BFD Configuration Guide] %
LTL &N,

BFD =2~ RIZDWTIiX, [CiscoIOS IP Routing: Protocol-Independent Command Referencel] %
ZRLTIZSN,

BFD A& 70— FMD&E

LESESL]
«BFD X—Y g v 1 OAVR—MENET,

CcINEHRETHE, ATE—FRENEBFD By Y a IR AR— KX, RP O BFD
tyvig i R—FENETA,

«BFD OFFEME— FEiZoa—2 LE— REZTR I R—bENET,
SN I EFEBIBFD £y > a BN R—FENFT,

*BFDN— KU x7 A7 — KX, =a—7LE—KDIPvd kT a r TOLYR—FZ
7,

*BFDA7r—RiX, K=K F¥ RV A H—T 24 ATORYFR—FINET,
*BFD A 78— FRiX, /=¥y b A ¥ —T=2—ZARICOHRYF—FZNET,
«BFD A 71— KX, IPv6 BFD £ v ¥ a2 > ClE¥R— hEnEH A,

«BFD A7 = — Ri&, TE/FRR #fi/l$ % BFD v a3 Tl AR—FIhEEA,
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| M 7r15EYF10%
so—sfing 715y 7o ]

BFD & 70— FDEREAHE

BFD 4 7 v — NEEREIET 7 4/ h TA X =T WMCHEESNTWET, /b— bk 7ut v ¥ TBFD
N=Ry =7 70— RERETEET, FMIONTIE, [ConfiguringBFDJ & [IPRouting
BFD Configuration Guide] Z#ZM L T 72 &0,

D —IfNA TRASE T 1 DIREE
T —REINAT A S YT ¢ RIS AI1CE. D show =2~ REFBHLET,
A\

GE) v —vBNATA TV T 4 ORECET HAHERMEE~=aT A ~DV VIR, r—
SHINATRATEV T 4 OFE (229 2—) [TV ARSI TWET,

« show redundancy application group [group-id | all]

+ show redundancy application transport {client | group [group-id]}

« show redundancy application control-interface group [group-id]

« show redundancy application faults group [group-id]

« show redundancy application protocol {protocol-id | group [group-id]}
» show redundancy application if-mgr group [group-id]

« show redundancy application data-interface group [group-id]

WOBNY, TNARAATHREESNEZTNET )V r—y a3 v v —7%77LET,

Router# show redundancy application group

Group ID Group Name State
1 Generic-Redundancy-1 STANDBY
2 Generic-Redundancy?2 ACTIVE

KOENL, TETF )V r—a v ZA—7 1 0OFEME R LET,

Router# show redundancy application group 1
Group ID:1
Group Name:Generic-Redundancy-1

Administrative State: No Shutdown
Aggregate operational state : Up
My Role: STANDBY

Peer Role: ACTIVE

Peer Presence: Yes

Peer Comm: Yes

Peer Progression Started: Yes

RF Domain: btob-one
RF state: STANDBY HOT
Peer RF state: ACTIVE

WL, TET 7V r—a v T A—72 OiEaE R LET,

Router# show redundancy application group 2
Group ID:2
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Group Name:Generic-Redundancy2

Administrative State: No Shutdown
Aggregate operational state : Up
My Role: ACTIVE

Peer Role: STANDBY

Peer Presence: Yes

Peer Comm: Yes

Peer Progression Started: Yes

RF Domain: btob-two
RF state: ACTIVE
Peer RF state: STANDBY HOT

ROFNE, TRT SV r—ray N7 UAR—KN 7747 FOFHMERLET,

Router# show redundancy application transport client

Client Conn# Priority Interface L3 L4

( 0O)RF 0 1 CTRL IPV4 SCTP

( 1)MCP_HA 1 1 DATA IPV4 UDP_REL
( 4)AR 0 1 ASYM IPV4 UDP

( 5)CF 0 1 DATA IPV4 SCTP

kOFNL, TET 7V r—v a3y hIFUVAR—N TV —TOREDFHEMERLET,

Router# show redundancy application transport group
Transport Information for RG (1)
Client = RF

TI conn _id my ip my port peer ip peer por intf L3 L4

0 0 192.0.2.8 59000 192.0.2.4 59000 CTRL IPV4 SCTP
Client = MCP_HA

TI conn_id my ip my port peer ip peer por intf L3 L4

1 1 10.10.2.10 53000 10.10.6.9 53000 DATA IPV4 UDP_REL
Client = AR

TI conn _id my ip my port peer ip peer por intf L3 L4

2 0 192.0.2.3 0 192.0.2.3 0 NONE IN NONE L3 NONE L4
Client = CF

TI conn _id my ip my port peer ip peer por intf L3 L4

3 0 10.10.2.10 59001 10.10.6.9 59001 DATA IPV4 SCTP

Transport Information for RG (2)
Client = RF

TI conn_id my ip my port peer ip peer por intf L3 L4

8 0 192.0.2.8 59004 192.0.2.2 59004 CTRL IPV4 SCTP
Client = MCP_HA

TI conn _id my ip my port peer ip peer por intf L3 L4

9 1 10.10.2.10 53002 10.10.6.9 53002 DATA IPV4 UDP_REL
Client = AR

TI conn _id my ip my port peer ip peer por intf L3 L4

10 0 192.0.2.3 0 192.0.2.3 0 NONE IN NONE L3 NONE L4
Client = CF

TI conn _id my ip my port peer ip peer por intf L3 L4

11 0 10.10.2.10 59005 10.10.6.9 59005 DATA IPV4 SCTP

ROBNT, TRT 7V r—var b UAR—F Z—7 1 OREDFMEZRLET,

Router# show redundancy application transport group 1
Transport Information for RG (1)
Client = RF

TI conn id my ip my port peer ip peer por intf L3 L4

0 0 192.0.2.8 59000 192.0.2.4 59000 CTRL IPV4 SCTP
Client = MCP_HA

TI conn id my ip my port peer ip peer por intf L3 L4
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1 1 10.10.2.10 53000 10.10.2.10 53000 DATA IPV4 UDP_REL
Client = AR

TI conn_id my_ip my port peer ip peer por intf L3 L4

2 0 192.0.2.3 0 192.0.2.3 0 NONE_IN NONE L3 NONE L4
Client = CF

TI conn_id my_ip my port peer ip peer por intf L3 L4

3 0 10.10.2.10 59001 10.10.2.10 59001 DATA IPV4 SCTP

KON, TET TV r—vay RTLVAR—K ZA—72 OB EOHME T LET,

Router# show redundancy application transport group 2
Transport Information for RG (2)
Client = RF

TI conn_id my ip my port peer ip peer por intf L3 L4

8 0 192.0.2.8 59004 192.0.2.4 59004 CTRL IPV4 SCTP
Client = MCP_HA

TI conn_id my ip my port peer ip peer por intf L3 L4

9 1 10.10.2.10 53002 10.10.2.10 53002 DATA IPV4 UDP_REL
Client = AR

TI conn_id my ip my port peer ip peer por intf L3 L4

10 0 192.0.2.3 0 192.0.2.3 0 NONE_IN NONE L3 NONE L4
Client = CF

TI conn_id my ip my port peer ip peer por intf L3 L4

11 0 10.10.2.10 59005 10.10.2.10 59005 DATA IPV4 SCTP

wOFNL, MET 7V r—ya Ul v 2 —T 2 AT NV—T OREDEMERLET,

Router# show redundancy application control-interface group

The control interface for rg[l] is TwoGigabitEthernet0/0/0

Interface is Control interface associated with the following protocols: 2 1
BEFD Enabled

Interface Neighbors:

Peer: 192.0.2.4 Active RGs: 1 Standby RGs: 2 BFD handle: 0

The control interface for rg[2] is TwoGigabitEthernet0/0/0

Interface is Control interface associated with the following protocols: 2 1
BEFD Enabled

Interface Neighbors:

Peer: 192.0.2.4 Active RGs: 1 Standby RGs: 2 BFD handle: 0O

WL, TET ) r—ya Hliflif v 2 —T =2 AT N—T 1 OREDFEME R LET,

Router# show redundancy application control-interface group 1

The control interface for rg[l] is TwoGigabitEthernet0/0/0

Interface is Control interface associated with the following protocols: 2 1
BFD Enabled

Interface Neighbors:

Peer: 192.0.2.4 Active RGs: 1 Standby RGs: 2 BFD handle: 0O

WOFNL, MET 7V r—a UHliA v B —T 2 AT N —T 2O EDFEMETRLET,

Router# show redundancy application control-interface group 2

The control interface for rg[2] is TwoGigabitEthernet0/0/0

Interface is Control interface associated with the following protocols: 2 1
BFD Enabled

Interface Neighbors:

Peer: 192.0.2.4 Active RGs: 1 Standby RGs: 2 BFD handle: 0

woOFNL, TET 7V r—vay 73— b TNA—TOREDEMERLET,

Router# show redundancy application faults group
Faults states Group 1 info:

Runtime priority: [50]

RG Faults RG State: Up.

Total # of switchovers due to faults: 0
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Total # of down/up state changes due to faults: 2
Faults states Group 2 info:

Runtime priority: [135]

RG Faults RG State: Up.

Total # of switchovers due to faults: 0

Total # of down/up state changes due to faults: 2

wOWNL, TET TV r—y gy 7x—/L s ZA—7F 1 IZEADOHREDFEMERLET,

Router# show redundancy application faults group 1
Faults states Group 1 info:

Runtime priority: [50]

RG Faults RG State: Up.

Total # of switchovers due to faults: 0

Total # of down/up state changes due to faults: 2

WOWNL, TETFV r—yay 74—V~ ZA—F 2 ICEEDOREDFMERLET,

Router# show redundancy application faults group 2
Faults states Group 2 info:

Runtime priority: [135]

RG Faults RG State: Up.

Total # of switchovers due to faults: 0

Total # of down/up state changes due to faults: 2

ROBNZ, TR 7V r—rary 7a hal ZJL—7OREOHME R LET,

Router# show redundancy application protocol group
RG Protocol RG 1

Role: Standby

Negotiation: Enabled

Priority: 50

Protocol state: Standby-hot

Ctrl Intf(s) state: Up

Active Peer: address 192.0.4.2, priority 150, intf Gi0/0/0
Standby Peer: Local

Log counters:

role change to active: 0

role change to standby: 1

disable events: rg down state 1, rg shut 0

ctrl intf events: up 2, down 1, admin down 1
reload events: local request 0, peer request 0O

RG Media Context for RG 1

Ctx State: Standby

Protocol ID: 1

Media type: Default

Control Interface: TwoGigabitEthernet0/0/0

Current Hello timer: 3000

Configured Hello timer: 3000, Hold timer: 10000

Peer Hello timer: 3000, Peer Hold timer: 10000

Stats:

Pkts 117, Bytes 7254, HA Seq 0, Seqg Number 117, Pkt Loss O
Authentication not configured

Authentication Failure: 0O

Reload Peer: TX 0, RX 0

Resign: TX 0, RX O

Active Peer: Present. Hold Timer: 10000

Pkts 115, Bytes 3910, HA Seg 0, Seqg Number 1453975, Pkt Loss 0

RG Protocol RG 2
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Role: Active

Negotiation: Enabled

Priority: 135

Protocol state: Active

Ctrl Intf(s) state: Up

Active Peer: Local

Standby Peer: address 192.0.4.2, priority 130, intf Gi0/0/0
Log counters:

role change to active: 1

role change to standby: 1

disable events: rg down state 1, rg shut 0
ctrl intf events: up 2, down 1, admin down 1
reload events: local request 0, peer request 0O

RG Media Context for RG 2

Ctx State: Active

Protocol ID: 2

Media type: Default

Control Interface: TwoGigabitEthernet0/0/0

Current Hello timer: 3000

Configured Hello timer: 3000, Hold timer: 10000

Peer Hello timer: 3000, Peer Hold timer: 10000

Stats:

Pkts 118, Bytes 7316, HA Seqg 0, Seqg Number 118, Pkt Loss O
Authentication not configured

Authentication Failure: 0O

Reload Peer: TX 0, RX 0

Resign: TX 0, RX 1

Standby Peer: Present. Hold Timer: 10000

Pkts 102, Bytes 3468, HA Seq 0, Seqg Number 1453977, Pkt Loss 0

oL, TET7 7V r—vary e bhan JA—71 OREOFMERLET,

Router# show redundancy application protocol group 1
RG Protocol RG 1

Role: Standby

Negotiation: Enabled

Priority: 50

Protocol state: Standby-hot

Ctrl Intf(s) state: Up

Active Peer: address 192.0.4.2, priority 150, intf Gi0/0/0
Standby Peer: Local

Log counters:

role change to active: 0

role change to standby: 1

disable events: rg down state 1, rg shut O

ctrl intf events: up 2, down 1, admin down 1

reload events: local request 0, peer request 0

RG Media Context for RG 1

Ctx State: Standby

Protocol ID: 1

Media type: Default

Control Interface: TwoGigabitEthernet0/0/0
Current Hello timer: 3000

Configured Hello timer: 3000, Hold timer: 10000
Peer Hello timer: 3000, Peer Hold timer: 10000
Stats:

Pkts 120, Bytes 7440, HA Seq 0, Seqg Number 120, Pkt Loss O
Authentication not configured

Authentication Failure: O
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Reload Peer: TX 0, RX 0

Resign: TX 0, RX O

Active Peer: Present. Hold Timer: 10000

Pkts 118, Bytes 4012, HA Seqg 0, Seqg Number 1453978, Pkt Loss 0

wOWNL, TTET7 )V r—yay Fa hal ZJ0—7F2 OREDFHEME T LET,

Router# show redundancy application protocol group 2
RG Protocol RG 2

Role: Active

Negotiation: Enabled

Priority: 135

Protocol state: Active

Ctrl Intf(s) state: Up

Active Peer: Local

Standby Peer: address 192.0.4.2, priority 130, intf Gi0/0/0
Log counters:

role change to active: 1

role change to standby: 1

disable events: rg down state 1, rg shut 0

ctrl intf events: up 2, down 1, admin down 1

reload events: local request 0, peer request 0

RG Media Context for RG 2

Ctx State: Active

Protocol ID: 2

Media type: Default

Control Interface: TwoGigabitEthernet0/0/0

Current Hello timer: 3000

Configured Hello timer: 3000, Hold timer: 10000

Peer Hello timer: 3000, Peer Hold timer: 10000

Stats:

Pkts 123, Bytes 7626, HA Seq 0, Seqg Number 123, Pkt Loss O
Authentication not configured

Authentication Failure: O

Reload Peer: TX 0, RX O

Resign: TX 0, RX 1

Standby Peer: Present. Hold Timer: 10000

Pkts 107, Bytes 3638, HA Seq 0, Seq Number 1453982, Pkt Loss O

OB, TET )V Fr—varyra bhal ]l OREOEME TR LET,

Router# show redundancy application protocol 1
Protocol id: 1, name: rg-protocol-1l

BFD: ENABLE

Hello timer in msecs: 3000

Hold timer in msecs: 10000

OVLD-1l#show redundancy application protocol 2
Protocol id: 2, name: rg-protocol-2

BFD: ENABLE

Hello timer in msecs: 3000

Hold timer in msecs: 10000

WL, WET IV r—Yar A v B —T A A X —% FTNA—TOREDHEMERL

=7,

Router# show redundancy application if-mgr group
RG ID: 1

interface TwoGigabitEthernet0/0/3.152

VMAC 0007.b421.4e21
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VIP
Shut
Decrement

interface

Decrement

interface

Shut
Decrement

203.0.113.1
shut
10

TwoGigabitEthernet0/0/2.152

0007.0421.5209
203.0.113.4
shut

10

TwoGigabitEthernet0/0/3.166

0007.b422.14d6

203.0.113.6
no shut
10

TwoGigabitEthernet0/0/2.166

0007.0422.0d06

203.0.113.9
no shut
10

v—sfing 7Re5euFcoiiE ]

ROFNL, TRT SV r—var AV =Tz A A=y JA—T 1 BIORIV—T2
DBGEDFEMZ R LET,

Router# show redundancy application if-mgr group 1

RG ID: 1
interface
VMAC
VIP
Shut
Decrement
interface
VMAC
VIP
Shut
Decrement

TwoGigabitEthernet0/0/3.152

0007.b421.4e21
203.0.113.3
shut

10

TwoGigabitEthernet0/0/2.152

0007.b421.5209
203.0.113.2
shut

10

Router# show redundancy application if-mgr group 2

RG ID: 2
interface
VMAC

VIP

Shut
Decrement
interface

0007.b422.14d6

203.0.113.5
no shut
10

TwoGigabitEthernet0/0/2.166
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VMAC 0007.b422.0d06
VIP 203.0.113.7
Shut no shut
Decrement 10

ROBNT, TET TV r—yar T =2 A48 —T = AT NV—TOREDFMERLET,

Router# show redundancy application data-interface group
The data interface for rg[l] is TwoGigabitEthernet0/0/1
The data interface for rg[2] is TwoGigabitEthernet0/0/1

wOHFNE, TET 7V r—yary T—H A2 —Txf AT N—F1RBIOITNV—TF 2 |T[H
HOREDFMETRLET,

Router# show redundancy application data-interface group 1
The data interface for rg[l] is TwoGigabitEthernet0/0/1

Router # show redundancy application data-interface group 2
The data interface for rg[2] is TwoGigabitEthernet0/0/1

BFD #+27 O0— FD#&EL
FNA AD BFD 47 10— FEREARIEB L OERT 5101, ko~ r REFHLET,

)

GCE) BFDA7u— FOREIIZOWTIX, MIFMT7 4+ TV —F 4 7T ORE (2302—) IZHANH
D E9,

» show bfd neighbor s [details]
« debug bfd [packet | event]
« debug bfd event

show bfd neighbors =~ > FiX, BFD M#ERfRT —F X—2 2K R LET,

Router# show bfd neighbor

IPv4 Sessions

NeighAddr LD/RD RH/RS State Int

192.0.2.1 362/1277 Up Up Gi0/0/1.2
192.0.2.5 445/1278 Up Up Gi0/0/1.3
192.0.2.3 1093/961 Up Up Gi0/0/1.4
192.0.2.2 1244/946 Up Up Gi0/0/1.5
192.0.2.6 1094/937 Up Up Gi0/0/1.6
192.0.2.7 1097/1260 Up Up Gi0/0/1.7
192.0.2.4 1098/929 Up Up Gi0/0/1.8
192.0.2.9 1111/928 Up Up Gi0/0/1.9
192.0.2.8 1100/1254 Up Up Gi0/0/1.10

debug bfd neighbor detail ==~ > Kit. BED /3% v MBS 553y Zilae £R LET,

Router# show bfd neighbor detail

IPv4 Sessions

NeighAddr LD/RD RH/RS State Int
192.0.2.1 362/1277 Up Up Gi0/0/1.2
Session state is UP and not using echo function.

Session Host: Hardware
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OurAddr: 192.0.2.2

Handle: 33

Local Diag: 0, Demand mode: 0, Poll bit: 0

MinTxInt: 50000, MinRxInt: 50000, Multiplier: 3
Received MinRxInt: 50000, Received Multiplier: 3
Holddown (hits): 0(0), Hello (hits): 50(0)

Rx Count: 3465, Rx Interval (ms) min/max/avg: 42/51/46
Tx Count: 3466, Tx Interval (ms) min/max/avg: 39/52/46
Elapsed time watermarks: 0 0 (last: 0)

Registered protocols: CEF EIGRP

Uptime: 00:02:50

Last packet: Version: 1 - Diagnostic: 0
State bit: Up - Demand bit: 0
Poll bit: 0 - Final bit: O
C bit: 1
Multiplier: 3 - Length: 24
My Discr.: 1277 - Your Discr.: 362
Min tx interval: 50000 - Min rx interval: 50000

Min Echo interval: 0

show bfd summary =~ > RiZ, BFD OB EEHRZ R R L ET,

Router# show bfd summary
Session Up Down
Total 400 400 0

show bfd drops =~ FiZ, BFD TRry I/ 7ry hOFERRLET,

Router# show bfd drops
BFD Drop Statistics

Ipv4 IPVG6 IPV4-M IPV6-M MPLS_PW MPLS_TP_LSP

Invalid TTL 0 0 0 0 0 0
BFD Not Configured 0 0 0 0

No BEFD Adjacency 33 0 0 0 0 0
Invalid Header Bits 0 0 0 0 0 0
Invalid Discriminator 1 0 0 0 0 0
Session AdminDown 94 0 0 0 0 0
Authen invalid BFD ver O 0 0 0 0 0
Authen invalid len 0 0 0 0 0 0
Authen invalid seqg 0 0 0 0 0 0
Authen failed 0 0 0 0 0 0

debug bfd packet =~ > Ni%, BFD fillffi/ <7 > MBI 27 Ny ZiE#ER R LET,

Router# debug bfd packet

*Nov 12 23:08:27.982: BFD-DEBUG Packet: Rx IP:192.0.2.1 1d/rd:1941/0 diag:0(No Diagnostic)
Down C cnt:4 ttl:254 (0)

*Nov 12 23:08:27.982: BFD-DEBUG Packet: Tx IP:192.0.2.1 1d/rd:983/1941 diag:3 (Neighbor

Signaled Session Down) Init C cnt:44 (0)

*Nov 12 23:08:28.007: BFD-DEBUG Packet: Rx IP:192.0.2.1 1d/rd:1941/983 diag:0 (No

Diagnostic) Up PC cnt:4 ttl:254 (0)

*Nov 12 23:08:28.007: BFD-DEBUG Packet: Tx IP:192.0.2.1 1d/rd:983/1941 diag:0 (No

Diagnostic) Up F C cnt:0 (0)

*Nov 12 23:08:28.311: BFD-DEBUG Packet: Rx IP:192.0.2.1 1d/rd:1941/983 diag:0 (No
Diagnostic) Up FC cnt:0 ttl:254 (0)

*Nov 12 23:08:28.311: BFD-DEBUG Packet: Tx IP:192.0.2.1 1d/rd:983/1941 diag:0 (No
Diagnostic) Up C cnt:0 (0)

*Nov 12 23:08:28.311: BFD-DEBUG Packet: Rx IP:192.0.2.3 1d/rd:1907/0 diag:0(No Diagnostic)
Down C cnt:3 ttl:254 (0)

*Nov 12 23:08:28.311: BFD-DEBUG Packet: Tx IP:192.0.2.3 1d/rd:993/1907 diag:3 (Neighbor
Signaled Session Down) Init C cnt:43 (0)

*Nov 12 23:08:28.311: BFD-DEBUG Packet: Rx IP:192.0.2.1 1d/rd:1941/983 diag:0 (No
Diagnostic) Up C cnt:0 ttl:254 (0)
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*Nov 12 23:08:28.626: BFD-DEBUG Packet: Rx IP:192.0.2.3 1d/rd:1907/993 diag:0 (No
Diagnostic) Up PC cnt:3 ttl:254 (0)

*Nov 12 23:08:28.626: BFD-DEBUG Packet: Tx IP:192.0.2.3 1d/rd:993/1907 diag:0 (No
Diagnostic) Up F C cnt:0 (0)

*Nov 12 23:08:28.645: BFD-DEBUG Packet: Rx IP:192.0.2.3 1d/rd:1907/993 diag:0 (No
Diagnostic) Up C cnt:0 ttl:254 (0)

*Nov 12 23:08:28.700: BFD-DEBUG Packet: Rx IP:192.0.2.3 1d/rd:1907/993 diag:0 (No
Diagnostic) Up FC cnt:0 ttl:254 (0)

*Nov 12 23:08:28.700: BFD-DEBUG Packet: Tx IP:192.0.2.3 1d/rd:993/1907 diag:0 (No
Diagnostic) Up C cnt:0 (0)

*Nov 12 23:08:28.993: BFD-DEBUG Packet: Rx IP:192.0.2.3 1d/rd:1907/993 diag:0 (No
Diagnostic) Up C cnt:0 ttl:254 (0)

debug bfd event =~ > Ri%, BFD KEBRBICEHT LT Ny Z1EREFRLET,

Router# deb bfd event

*Nov 12 23:11:29.503: BFD-DEBUG Event: notify client (EIGRP) IP:192.0.2.6, 1d:1401,

handle:77, event:DOWN adminDown, (0)

*Nov 12 23:11:29.503: BFD-DEBUG Event: notify client (CEF) IP:192.0.2.6, 1d:1401, handle:77,
event :DOWN adminDown, (0)

*Nov 12 23:11:29.503: BFD-DEBUG Event: notify client (EIGRP) IP:192.0.2.10, 1d:1400,

handle:39, event:DOWN adminDown, (0)

*Nov 12 23:11:29.503: BFD-DEBUG Event: notify client(CEF) IP:192.0.2.10, 1d:1400,

handle:39, event:DOWN adminDown, (0)

*Nov 12 23:11:29.503: BFD-DEBUG Event: notify client (EIGRP) IP:192.0.2.8, 1d:1399,

handle:25, event:DOWN adminDown, (0)

*Nov 12 23:11:29.503: BFD-DEBUG Event: notify client (CEF) IP:192.0.2.8, 1d:1399, handle:25,
event :DOWN adminDown, (0)

*Nov 12 23:11:29.503: BFD-DEBUG Event: notify client (EIGRP) IP:192.0.2.5, 1d:1403,

handle:173, event:DOWN adminDown, (0)

*Nov 12 23:11:29.503: BFD-DEBUG Event: notify client (CEF) IP:192.0.2.6, 1d:1403,

handle:173, event:DOWN adminDown, (0)

*Nov 12 23:11:29.503: BFD-DEBUG Event: notify client (EIGRP) IP:192.0.2.4, 1d:1402,

handle: 95, event:DOWN adminDown, (0)

*Nov 12 23:11:29.503: BFD-DEBUG Event: notify client (CEF) IP:192.0.2.4, 1d:1402, handle:95,
event :DOWN adminDown, (0)

*Nov 12 23:11:30.639: BFD-HW-API: Handle 1404: Timers: Tx timer 1000000 Detect timer O
*Nov 12 23:11:30.639: BFD-HW-API: Handle 1404: Flags: Poll 0 Final O

*Nov 12 23:11:30.639: BFD-HW-API: Handle 1404: Buffer: 0x23480318 0x0000057C 0x00000000
0x000F4240 0x000F4240 0x00000000 size 24

*Nov 12 23:11:30.641: BFD-HW-API: Handle 1405: Timers: Tx timer 1000000 Detect timer O
*Nov 12 23:11:30.641: BFD-HW-API: Handle 1405: Flags: Poll 0 Final O

*Nov 12 23:11:30.641: BFD-HW-API: Handle 1405: Buffer: 0x23480318 0x0000057D 0x00000000
0x000F4240 0x000F4240 0x00000000 size 24

*Nov 12 23:11:30.649: BFD-DEBUG Packet: Rx IP:192.0.2.6 1d/rd:1601/1404

diag:7 (Administratively Down) AdminDown C cnt:0 ttl:254 (0)

*Nov 12 23:11:30.650: BFD-DEBUG Event: V1 FSM 1d:1404 handle:207 event:RX ADMINDOWN
state:UP (0)

*Nov 12 23:11:30.650: BFD-DEBUG Event: resetting timestamps 1d:1404 handle:207 (0)

*Nov 12 23:11:30.650: BFD-DEBUG Event: notify client(CEF) IP:192.0.2.1, 1d:1404,

handle:207, event:DOWN adminDown, (0)

*Nov 12 23:11:30.650: BFD-DEBUG Packet: Tx IP:192.0.2.1 1d/rd:1404/0 diag:3(Neighbor
Signaled Session Down) Down C cnt:0 (0)

*Nov 12 23:11:30.650: BFD-DEBUG Packet: Rx IP:192.0.2.1 1d/rd:1620/1405

diag:7 (Administratively Down) AdminDown C cnt:0 ttl:254 (0)

*Nov 12 23:11:30.650: BFD-DEBUG Event: V1 FSM 1d:1405 handle:209 event:RX ADMINDOWN
state:UP (0)

*Nov 12 23:11:30.650: BFD-DEBUG Event: resetting timestamps 1d:1405 handle:209 (0)

*Nov 12 23:11:30.650: BFD-DEBUG Event: notify client (CEF) IP:192.0.2.1, 1d:1405,

handle:209, event:DOWN adminDown, (0)

*Nov 12 23:11:30.650: BFD-DEBUG Packet: Tx IP:192.0.2.7 1d/rd:1405/0 diag:3 (Neighbor
Signaled Session Down) Down C cnt:0 (0)

*Nov 12 23:11:30.650: BFD-DEBUG Event: notify client (EIGRP) IP:192.0.2.7, 1d:1404,

handle:207, event:DOWN adminDown, (0)
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*Nov 12 23:11:30.650:
event :DOWN adminDown, (0)
*Nov 12 23:11:30.650:
event :DOWN adminDown, (0)
*Nov 12 23:11:30.650:
event :DOWN adminDown, (0)
*Nov 12 23:11:31.035:

handle:207,

handle:209,

handle:209,

D 4 70— kot ]

BFD-DEBUG Event: notify client(CEF) IP:192.0.2.7, 1d:1404,
BFD-DEBUG Event: notify client(EIGRP) IP:192.0.2.7, 1d:1405,
BFD-DEBUG Event: notify client(CEF) IP:192.0.2.7, 1d:1405,

$DUAL-5-NBRCHANGE: EIGRP-IPv4 100: Neighbor 192.0.2.8
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THXFa1aT7ANL—DDERTE

X7 AN —UKRETIE, BEELREFREE S L THR#ETEZET, VPN, IPSec &%
DD IERIFRFT —_T |, FRIALERE, 2 A 76D/ A T — RiFS{bF—B L OEED 7 LT
VU NEREALLET, A AX U AEAOR SR =L, ERICESEND Z L EZSTED
WKCN—RU 2T DT AR T U h—ITEEINET,

T 7V T, ZOEEIIN—F 2T DN A NT U I—%27=27 7y N7+ —LTH
T, ZOEEX, N—F V=T DIIARNT U =0T Ty b7 3 —ATEYR—F
ENFEHF A

et X T AL —UOFAME (243 —Y)
e bFXaT AR L—UDEYL (244 X—)
o BERALD AT — X ZADfER (245 2—)

« 7Ty 73— ID OFER (245 X—2)

XA T7XAML—DOFMIE

1R BHHEIIZ

FI7N T, ZOEIZT Iy h T+ — LA TER T, ZOFRIEIZ, B oTWAES
Ty b7 —LTHEHALET,

FIE

AT w71 Config terminal
i :

router#config terminal

a7 4 X2l —yar EB— FERBLET,

AT w72 service private-config-encryption

51
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router (config) # service private-config-encryption
Ty 7= TEFR 2V T 4 AP L—UMREEZ AT LET,
do write memory

1 -

router (config)# do write memory

private-config 7 7 A V&S L, BBt 7 +—~ v FCTRIFLET,

451
IZ, EFXFaT AL =22 502 R LET,

router#config terminal
router (config) # service private-config-encryption
router (config) # do write memory

X1 T7RAMNL—UDOEHE

&

ATy T2

ATvT3

48 SRS

tFX17RAL—COEE |

Ty b7 —=LTEF2T A ML —UKREENICTDITIE, ROX AT ZFITLET,

FIR

Config terminal

1 -

router#config terminal
2y 74 FXa2lb—vary E—RERBLET,

no service private-config-encryption

&1

router (config) # no service private-config-encryption
Ty b T A=A TEF2 VT 4 AN —UBREEEHICLET,
do write memory

&1

router (config)# do write memory
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private-config 7 7 f V& F L, FL—r 74—~y hTHRIEFELET,

151
WIZ, BX 2T A ML=V aT 42— W T 50 &R LET,

router#config terminal
router (config) # no service private-config-encryption
router (config) # do write memory

ESIEDRAT—5 A DHER

EEALD AT — X A &R 5121, show parser encrypt filestatus =~ > R&fiH L £,
WDz~ REE, BEEITRIATE 20N, 77 AP ST enWZ EERLET,
Ty AME [FL—r TR ) BXTT,

router#show parser encrypt file status
Feature: Enabled

File Format: Plain Text

Encryption Version: Verl

ROz~ FEE, BRITED T, 77 AR FEnTnWL 2 EaRrLET, 77 1ML
i TS 7 %2 R JBATY,

router#show parser encrypt file status
Feature: Enabled

File Format: Cipher Text

Encryption Version: Verl

T5v b7+ —LIDDFEE

HEHED PEF 22 C SUDI GE]E A £ 9 5 21%, show platform sudi certificate =~ > K % {# /]
LET, a~vr PG, 77y b7+ —L 1D ZffiBICHETE £75

o<y RHEAOICH B EAIOFEHEL Cisco Root CA 2048 T, 2 FBHIZV A2 D L CA (ACT2
SUDICA) T, 3% HIXSUDIGEETT,

router#show platform sudi certificate sign nonce 123

MIIDQzCCAiugAwIBAgGIQX/h7KCtU3I1CoxWlaMmt/zANBgkghkiGO9wOBAQUFADAL
MRYWEFAYDVQQKEw1DaXNjbyBTeXNOZW1zMRswGQYDVQQODExJDaXNjbyBSb290IENB
IDIwNDgwHhcNMDQWNTEOMAxNzEyWhceNMj kwNTEOM)AyNTQyWjALIMRYwEFAYDVQQK
EwlDaXNjbyBTeXN0ZW1zMRswGQYDVQQDExJDaXNjbyBSb290IENBIDIwWNDgwggEg
MAOGCSgGSIb3DQEBAQUAA4IBDQAWGgETIAOIBAQCWMrmrp68Kd6ficba0ZmKUeIhH
xmJVhEAyv8CrLgUccda8bnuogqrpu0hWISEWdovyDOMy5jOAmaHBKeN8hF570YQXJ
FcjPFtolYYmUQ6iEgDGYeJu5Tm8sUxJszR2tKySTMcQr/4NEb7Y9JHcIJ6r8qgB9g
VvYgDxFUL4F1pyXOWWGCZe+36ufijXWLbvLAT6ZeYpzPEAPkOEStzivMW/VgpSdH
JWnO0£84bcNS5wGyDWbs2mAag8EtKpP6BrXruOIIt6ke01a06g580BAKhTCytKmg9l
Eg6CTY57/e/rmxrbU6YTYK/CEdfHbBc11HP7R2RQQYCUTOG/ rksc35LtLgXfAGED
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01lEwTzALBgNVHQ8EBAMCAYYwDwYDVROTAQH/BAUWAWEB/zAdBgNVHQ4EFgQUJ/PI
FR5umgIJFg0roIlgX9p7L60owEAY JKWYBBAGCNXUBBAMCAQAWDQY JKoZ IhvcNAQEF
BOADggEBAJ2dhISjQal8dwy3U8pORFB171R803UXHO]gxkhLtv5MOhmBVrBW7hmiW
Ygpao2TB9k5UM8BZ3/sUcuuvVdIcrl8J0agxEu5sv4AdEX+5wiWdg+ffy0vhN4TauYuX
cB7w40ovXsNgOnbFpligRe61JT37mjpXYgyc81lWhIDtSd91i7rp77rMKSsH0T81lasz
BvtIYAretIpjsJyp8gS5UwGHOGikI3+r/+n6yUA41iGe00caEblfJU9u6ju7AQ7L4
CYNu/2bPPu8XslgYJQkO0XuPL1hS27PKSb3TkL4AEqlZKR4OCXPDJOBYVLOfdX41Id
kxpUnwVwwEpxYB5DC2Ae /gqPOgRnhCzU=

MIIEPDCCAYSgAWIBAgIKYQlufQAAAAAADDANBgkghkiGO9wOBAQUFADAIMRYWFAYD
VOQOKEw1DaXNjbyBTeXNOZW1zMRswGQYDVQQODExJDaXNjbyBSb290IENBIDIwWNDgw
HhcNMTEwWNJMwMTc1NjU3WheNMI kwNTEOM] AyNTQyYWj AnMQ4wDAY DVQOKEWVDaXNj
bzEVMBMGA1UEAXMMQUNUMiBTVURJIENBMIIBIjANBgkghkiGOwOBAQEFAAOCAQSA
MIIBCgKCAQEAOM513THIXA9tN/hS5gR/6UZRpdd+9aE2JbFkNjht6gfHKd477AkS
5XAtUs50xDYVt/zEbs1Zg3+LR6gqrgKKQVu6JYvHO5UYLBQC)38s76NLk53905Wzp
9pRcmRCPuX+a6tHF/qRu0iJ44mdeDYZo3gPCpxzprWIDPcl1M4 1 YKHUMMOMgmgmg+
xghHIooWS80BOcdiynEbeP5rZ7qRuewKMpllTiI3WdBNjZjnpfjg66F+P4SaDkGb
BXdGj1l30VeF+EYyFWLrFjj97£fL2+80auv43Qrvnf3d/GEgXj7ew+z/sX1XtEO]SXJ
URsyMEj53Rdd9tJwHky8neapszS+r+kdVQIDAQAB04IBW)CCAVYwWCwYDVROPBAQD
AgHGMBOGA1UdDgQWBBRIZPHxwnDVW7t8cwmTr7i4MAP4fzAfBgNVHSMEGDAWGBON
88gVHmM6aAgkWrSugiWBf2nsvqgjBDBgNVHR8EPDA6MDigNgAOhj JodHRwO1i8vd3d3
LmNpc2NvLmNvbS9zZWN1lcmlO0eS9wa2kvY3JIsL2NyY2EyMDQ4 LmNybDBOBggrBgEF
BQOCcBAQREMEIWQAY IKwYBBQUHMAKGNGhOdHA6LYy93d3cu¥Y21zY28uY29tL3N1Y3Vy
aXR5L3BrasS9jZ2XJ0cy9]jcmNhMjAOOC5] ZXIwXAYDVROgBFUwWUZBRBgorBgEEAQkV
AQWAMEMwWQQY IKwYBBQUHAGEWNWhOJHAG6LYy93d3cuY21zY28uY29tL3N1Y3VyaXR5
L3BraS9wb2xpY¥21llcy9pbmRleC50dGlsMBIGAIUdEWEB/wQIMAYBAf8CAQAWDQYJ
KoZIhvcNAQEFBQADggEBAGhlgclr9tx4hzWgDERmM371yeuEmgcI£i9b9+GbMSIbi
ZHc/CcCl01Ju0a9zTXA9w47HI/t6leduGxb4WeLxcwCiUgvFtCa51 Ikl t8nNbcKY
/4dwlex+7amATUQO4QggIE67wVIPu6bgAE3Ja/nRS3xKYSnj8H5TehimBSV6TECL
i5jUhOWryAK4dvo8hCikijEkzu3ufBTJapnv89g90E+H3VKM4L+/KAkUO+52d5 FKn
hyl47d7cZR4DY4LIUFM2P1As8YyT zoNpK/urSRI14WAI1lplR1InH7KND15618y VP
0IFJZBGrooCRBjOSwFv8cpWCbmWdPaCQT2nwIjTfY8c=

MIIDhzCCAm+gAwIBAgIEAJT3DDANBgkghkiGOwOBAQsFADANMQ4wDAYDVQQKEWVD
aXNjbzEVMBMGAIUEAXMMQUNUMi1BTVURJIENBMB4XDTEIMTEXNDASMzMzN10oXDTI1
MTExNDA5MzMzNlowczESMCOoGALUEBRMjUELIEOLdTLUMzNjUwWLTEYWDQ4VVEgU046
RkRPMTkONkJHMDUxDJjAMBgNVBAOTBUNpc2NVMRgwEgYDVQOLEWIBQ1QtMiBMaXR1
IFNVREkXGTAXBgNVBAMTEFATLUMzNjUwWLTEYWDQ4VVEWggE1MAOGCSgGSIb3DQER
AQUAA4IBDWAWgGEKAOIBAQC6SARWYIMWrRV/x7XQ0gAE+02WmzKki+4arMVBvl19o
GgvJIfkoJDdaHOROSUKEE3gXtd8N31£fKy3TZ+jtHD85m2aGz6+IRx/e/1LsQzi6dl
WIB+N94pgecFBONPROwJIriox1IGD3B43b0hMLkmro4R5Zrs8XFkDo9k1tBU7F207
GEzb/WkO5NLexznef2Niglx9fCDLOHC27BbsR5+03p8jhG0+mvrp8MIdul HKiGin
ZIV4XgTMpl/k/TValepEGZuWM3hxdUZjkNGGlclm+oB8vLX3U1lSL76sDBBoiaprD
rjXBgBIozyFW8tTjh50jMDG84hKD5s311if0e4KpgEcnVAgGMBAAGjbzBtMA4GALUd
DWEBR/wQEAwWIF4DAMBgNVHRMBAf8EAJAAMEOGAIUJEQRGME SgQgYJKWwYBBAEJFQID
oDUTMONoaXBJRD1VWUpOT1ZJIMENBUkKkhVM1Z1SUVSbF150X1PQOF4TXpvek5Ub31N
UOEwSONnPTANBgkghkiG9wOBAQsSFAAOCAQEAD] tM8vdl f+plWKSKX1C1gQ4aEnD5
pP8T5e4iTer7Y1fbCrHIEEM3mnip+5683299z0H8V7PDplljulHyMFTC+945F9RfA
eAuVWVb5A9dnGL8MssBJe21VSnZwrWkT1EIdxLYrTiPAQHt116CN77S4u/f710YE
tzPESAGEyGw7rolMEPVGEffaQmYUDAWKEFNBHIuI7c2S1qlwk4WWZ 6xxci+1lhaQnIG
pWzapaiAYL1XrcBz4KwFclZZpQT6hHw24jzYaYimvCo+/kSKuA9xNdtSul8ycox0
zKnXQ17s6aChMMt7Y8Nh41iz9BDejoOF6/b3sMOwRi+2/47+6/GhcMRs00g==
————— END CERTIFICTAE
Signature version: 1
Signature:
405C70D802B73947EDBF8DOD2C8180F10D4B3EF9694514219C579D2EDS2F7D583E0F40813FC4E9F549B2EBLIC21725F7C
BIC79F98271E47E780E703E67472380FB52D4963E1D1FBY787B38E28B8E696570A180B7A2F131B1F174EAT79F5DB4765DF67386126D8
9EO7EDF6C26E0A81272EA1437D03F2692937082756AE1F1BFAFBEACD6BEICEFIC84CO61 FACEIFAOFE64DS5AEAFA086969D0702C536ABD
BSFBEDC47C14C17D02FEBFAF7F5B24D2932FA876F56B4C07816270A0B4195C53D975C85AEAE3ATAF2DBE293F52423ECB7B853967080A
9C57DA3E4B08B2B2CA623B2CBAF7080A0AEBO9IB2ESB756970A3A27EOF1D17C8A243
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Call Home D% FE

CallHome #4HEIS. Z U T 4 DNV AT AR "REEA—/LBLI O Web ECTHELFET,
Ry b —E R BHEOEFA =N, FIEXMLX—2O BN T 7V r— 9 v
EDOWYI R HEHNEDOT-DIC, SFIERAvE—VORKNMEHTE I, ZOHBED &M
AERGEE LTE, Ry NU—7 iR — MNEIREOEE—V 7 Xy NU—T XL —
vary v H—~DE A —/LEH, THR—bF Web VA b~DXMLIEE, YRAaDT 7 =0
R —~ (TAC) TEHEHZEHEERT 572D Cisco Smart Call Home V— E 2D A7z &
N0 FET,

ZOEOHNREIZ, RDOLEBY TT,

« FERETE RO (247 <X—2)

« Call Home OHFITESAE (248 _X—20)

e Call Home OMFEL (248 ~=—)

« Call Home O EH1E (250 ~—27)

PWry S =F v ORE (275 2—)

CallHome = 7 4 F a2 L— g UFHROF R (284 X—)
Call Home D7 7 # /L % iE (289 ~—7)

T T7—hIN—TOEEA R hEavr R (290 R—)
AvE—TVONE (297 X—)

PERETR R D MR
SHEHOY 7 RN 2T VY —2A TR, ZOFEY 2— L THHINAT X TOMRENRT R — KX

NTWNDEITRY FHA, FTOMEFREEEFHEICOWTL, SHEHOTT v b7 3 —2A4
LY TR 2T VY —RIHHIS LT U= — FESRLTLIEEN,

7Ty N7 —LDOY AR —F, BEWCiscoIOS, CatalystOS V7 b T =7 A A—T DY HR—
MZBET D1 & sk 9 2 121%, Cisco Feature Navigator % f# /] L £, Cisco Feature Navigator
T 7 BAT DD, YAaDT Ty MNIEHY FHA,
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Call Home O |
B contome oanizss

Call Home D RIIREH

Call Home # & ET A= O ORHFESAEEZ IR LET,

cZEEDZITRMAToA v =V ORE RN TE D LI IC, #EEEDEFA—LT R
A (Smart Call Home @ 7 /L& 4§k TIiL/ZH, Call Mode NEL E— R TA X —7 7> T
WAGAIMER) . BiiEs (EE) | EfE#R (T8 2RETHILERLY £,

I B 1O T T 7 AN (ERFAELITZ—TER) 2XETIHILENRDY
¥4, FHTL5ET e T AME, ZEZ T AT ADBRT Yy YL, BEA—ALT R
L A, F721% Cisco Smart Call Home 72 EO BEH—EADOWTNTHHMT Lo THRARY
iﬁ—o
TR T T ANVPE A= Ayt —UREEHEHL TWDGAE, 7L A—)LHRE
7a k3 (SMTP) H—N"EHRETHVLENHY £7,

e L—Z T E A —)L P — "FE 713565 HTTP — N IP e SN TWAMLENH Y £,

+ Cisco Smart Call Home Z {9 25413, 58472 Cisco Smart Call Home ¥— & A Z$&Ht4
BT, THAA AR e LAY — AN NLE T,

Call Home D=

CallHome #REZ LI 2 & BE. BESEM. AU RV, syslogy ATy 7 vay b, B
X0 Tvva ARV MIOWTOFEREELT 77— h AvE—VE2XETEET, 2D
DT T—hF AvE—VF, BFA—NRX—RFELITWeb X—AD A vE—T L LTHREEES
FT, BHOA Y E—Y T —<vy NPLEBERTEZLHDT, K7y hL —E R U
REF AN, FLEIE XML X—RAOHBENTT 7Y r—a L ORBERSELNET, =
OHERETIE, Bt DOZ(E#H (CallHomeFii 77 7 AL EWVD) IZT 77— FEEETEET,
T T AN LI, Ave—UBA T Yo T BRETE E9, CiscoTAC

(callhome@cisco.com) (27 7 — & EEFETHOOFFIERINTmET a7 7 A VPHE
S TWET, /o, MEBOSELET R 7 7 A NVEEHRTHIELTEET,

FMIp A vV DEMEA T var b T r—~y AT a ANl k Y, BBV R~ FEEE
fEICHEATE T,

ZZTIE, RONBIZOWTHAL £,
» Call Home #3252V v b

» Smart Call Home ¥ — & A @ §ifs

CallHome M A ') v |k

Call Home #§REIZIZRD L H 72 AU v b03H VY £97,
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| call Home D3 E
Smart Call Home Y — E X DEVS .

cRDE D REHDORA v — VAL T v a v
Ya—b TR ATy bV ERIBHIBIERO LR — MR,

TL—r THFA N NHPHOOIE L BRI ER2BR S A v — U
XML : XML ¥ X O Adaptive Markup Language (AML) Document Type Definitions (DTD)
EREAT L~ v o HEE TR T, XMLIERTIE, v A TAC LiBfE CE £,

« BED A v — B~ DORIFFEUE 23 W HE,

MEEDA =T AT A RE. BESEME. AR syslog, AF vy T vay
M 7793 aAXVERE)

VBT T 4 (HERE) ERNF—Um T A E=TDT A NF Y T

s THIN A v =B EDA Y a—1 7

Smart Call Home Y — E X D E&

VAa L EEY AR ERE ATV DAL, Smart Call Home H— B A IZH G TE £7,
Smart Call Home /%, SmartCallHome X v & — %507 U, B acinid & HELSEHEE 2424 L £ 9,
BEFI ORI, FFCA > T A Wi EFEIC OV TIL, TAC IZ Automatic Service Request 73 ERK &
nwEJ,

Smart Call Home 1Z21%. ROBEEENRH Y 9,

c R IR T NA A NNV A FT=Z VT LU T AE A LOBKT 77— b,

» SmartCallHome A v &— D507, SIS T T, HEIYV—E RIER GEMZ2Z2WHEHs
EEND) PMER S, YT 5 TAC F— LTI —TFT 4 7 &A%, BERRE 5
WL TEFET,

XTI Ay E—UHREN, TEHOT A ANGEHE, FIEHTTP 72 %o —
X a— RA[fERIEEF— b= A (TG) AL TiThhEd, TGENKRA
X, BEDOTNA A R— b T 255F 13XV T BHICL T, T A% A
VA —Fy MIE#EER CERWGEAICEATEET,

o T Smart Call Home 7 /34 A @ Smart Call Home A vt — L HEIEHIE, (X b

UtHH, BLIORERMIZWeb 77 A5 2 &I2E0, BEST L7 10— FiEa, &

X2 VT 48, BIXOYVR—-METHEBERICT 7 ATEET,
Smart Call Home TWRDIAB #&5&HTHHMLERH Y 7,
« JL— % O SMARTnet ZH% =5
cEFA—NLT LA
* Cisco.com D —H4,

Smart Call Home O FEHIIZ DU T, https://supportforums.cisco.com/community/4816/smart-call-home
EHBLTIEEN,
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Call Home O |
. Anonymous Reporting

Anonymous Reporting

Smart Call Home |, %< ®v A2 $—E R E TN DI —EAERE T, BIENREE K
DRHICAFHR CE D L DICEHRT D EEZHME L TWET, o, 7T v va AyE—Uh
SIS L7-E I, v A a Bl OMECRE L TV D IEA BE L3 < LEJ, SmartCall
Home Zf# [ L 7254 T, AnonymousReporting 24 1r—7 /MZT 5L, VAIEIT A A
MOBR/ED T T —B X O~V AERE 2 7I12%/5 T& £9, Anonymous Reporting % 1
F—T NI LTeSE ., BEDHETH 2 0MIEA O F £ T, @AMERITEE SN EE A,

\)

() Anonymous Reporting %A X —7/WMZT DL, vAAFEFTT A Rbo TEBEITHI X
F—IZHRET — X 2k T 2 2 LICHET A Z L2 9 CREUAOEEZET) , A=
TlE, T RTOBEEOT TAN—Z2FFE L TOVET, YA TOREAFHROED Tz
WTIE, v RAadnF T AR — A7 — kA2 bk (http://www.cisco.com/web/siteassets/legal/
privacy.html) ZHL TS 7230y,

Call Home 23 E4 TRESNTWD E, 7T v va, A _XU M) BEOT AN Avt—Y
PR AFTHESNET, BEOBBIEHRITERE ShEE A,

INHEDA =V DEENEOFEMIONTIE, 77— M A—7DfEI A X FLavw
K (290 X—2) ML TLEE,

Call Home DX E A%

PUUTFOETE, 1 >Oa~>r &M LT Call Home 5% ET 5 HIEICOWTHIHLE T,
e Smart Call Home D% & (H—=a~vr K) (251 ~—)
* Smart Call Home D% E & B3l (252 ~X—)
UIFTOETIE, SRR EBLIOL 7Y a VoOREICHO W TEHHLET,
» CallHome DA F—7 AL ET 4 B—T 0 (252 *—2)
« HAREEMOBRE (253 X—)
ST BT 7 AILDORE (254 2—)
« T T — R N—T DGR (259 2—)
s RINRB T A—NA TV a VORE (264 X—)
« Call Home # v & —V%ED L— MEROFEE (266 ~2—)
« HTTP 7’1 £ v — —DFE (267 ~—)
* CallHome A v E—YD10S 2~ FEFETT L7200 AAARFTEDOF ML (267 =—)

esyslog A2 U T OFRE (268 <—)
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I Call Home D% E
Smart Call Home DFEE (E—a< > F) .

e CallHome 7 —# 7T A R —DikE (269 2—3)

+ Call Home {5 ® FHEIEE (270 =X—)

Smart Call Home D& E (BE—a< > k)

12D a~<y RTT_TO Call Home DEARRTEE A X —T7 W T DI, ROFNEEFITL
ij‘o

FIE

AT w71 configure terminal

51

Router# configure terminal
a7 4 F2lb—TarET— RIIADET,

AT w72 call-home reporting {anonymous | contact-email-addr email-address} [http-proxy {ipv4-address | ipv6-address
| name} port port-number]

1 -
Router (config) # call-home reporting contact-email-addr email@company.com
1 >Oa<y R&EEHA LT Call Home DHEARRELE A 21— M LET,
e anonymous : Call-Home TAC 7R 7 7 A VN7 T v a X vb—Y A XU M) Ayb—U BX
OTARMAyE—VOHREEFEL, INHDOA v E—VEELATEETLHLIICLET,

« contact-email-addr : Smart Call Home +—E 2D 7 /)L LiR— MEfER A X — 7ML, 7L A
rY X w¥—% Call Home TAC 7' 7 7 A /L7356 Smart Call Home V-—/NMIE(E L T VBT 1
AP L ET,

« http-proxy {ipv4-address| ipv6-address| name} : IPv4 £ 721X IPv6 7 KL A BHHWI— N —H Z 5% E
LET, mRKIT64 LFTT,

« port port-number : N— FE 5,
ARMEOFIPIE 1 ~ 65535 T,
Gx)

HITP 7’u % A7 a T, Ny 77 V7332 00MBO7 0%y b—_"BLOT /AL A5 D
X TEREFIHTEET,

GE)
call-homereporting =~ > R 2 ] L T4 £ 7213 7 V8T — F T Call Home % IEF# (A F—7 /LI LTz
%, AR MY XAo—URREFESINET, Call Home 73 7 VEEE— RTA X — T /LR > T 5
B INBEE—ROT L A R M) Ay —UREEINE T, Call Home EAE— R TA Rx—7
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Call Home OB |
B smertcall Home D &AM

NN o TWBIGE, BADA L R_RUBMN) Ay —UREEINET, ZNHDRA vV DEENED
FHNZOWTIL, T — M A—TOlEIA X blavw K (2902—) ZBRLTLEZE N,

Smart Call Home D% E & B3h1E

Cisco Smart Call Home $h—E 2D 7 7'V r—3 a3 36 TORREICET 2 HRIC OV T,
https://supportforums.cisco.com/community/4816/smart-call-home (Z & % [Smart Call Home User
Guidel]] @ [Getting Started] DHEZZRL T X, ZOV=2T7 VI, T34 ANHE
B, F3EES— N oA (TG) #£KFRA > b % LT Smart Call Home A & — V% %5
TOIOOREPEENTNET,

\)

GE)  HTTPS I[ILBMAR A o — RS LR G ENTNDTD, BX =2 U7 4 EOBEBND,
HTTPS #nik A 7> a v EMHATL 2 L2 BEIO LET, £ ¥ —F v b ~DOEEFIZEIRA
VU MNERIET e R URMEREAIL. Ciscocom NH X U — RA[RRARIEES—F T = A Y
TNy 2T EFEHTEET,

Call Home DA r—TJIJLiLk& T4 E—TILiE

Call Home e 2 A R — 7 NV FE 1T T 4 B—T7 NI 21213, ROFNEIZHEVE T,

FIR

AT w71 configure terminal

&1

Router# configure terminal
a7 4 Fal— gy E—RIIADET,
AT w2 service call-home

51

Router (config) # service call-home

Call Home FEREZ A R — 7 /WIZ L £,

AT w73 no service call-home

1 :

Router (config) # no service call-home
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| call Home D3 E

gwrwgonz ]

Call Home #§fE% 5  —T7 M LE T,

EHEFIFHMDHTE

ATvT1

ATy T2

ATvT3

ATy T4

ATy Th

BN—H|Z A %x—wavx#aiMéM%#%@if(%tbcmHmm#E
%%—Pf%x TNVICEE SN TN DG ERLS) , BB T, EifE . (BT, 21D,
HAL<—1ID, A FID ZEHEID B THZLENTEET,

B RZEN D Y THITE, ROFIEEZEITLET,
FIRr

configure terminal

B -

Router# configure terminal
a7 4 Xal—r gy E—RICADET,
call-home

i

Router (config)# call-home

Call Home iR €Y7 & — KIZA D £9°,

contact-email-addr email-address

1

Router (cfg-call-home) # contact-email-addr username@example.com

HODEFA—LT RLAZHRELET, EX—=VT FL A 73 —< v MIFIAR—R7 L THRK200 3L
TFETCANTEET,

phone-number +phone-number

B -

Router (cfg-call-home) # phone-number +1-800-555-4567

(EE) BOOEFREZEZH Y TET,

GE)
BFlIm T 77 A (1) RBETHED, ¥yva () EEFEIREENDLIIICL TSN, 17 XF
FTCANTEET, AXN—REEDLILEFE. = N EZSIHA/G () THODLERHD £,
street-address street-address

1 -

Router (cfg-call-home) # street-address “1234 Picaboo Street, Any city, Any state, 12345"
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Call Home OB |
B sixo0orose

(f£E) RMARSZSORLIEE TH D HADEFRZE D Y TES, K200 LFETANTEES, A=
PEDHGEIL. = M) EBIHAKG () THDMLERLY £7,

AFw 76 customer-id text
1 -

Router (cfg-call-home) # customer-id Customerl234

(EE) IAZ~—IDEHEELET, mK64 XLFETANTEET, ARN—REZEDIHEIE, = b
VEBIHA () THOLYLERHD £,

XTw ST steid text
1 :

Router (cfg-call-home) # site-id SitelManhattanNY

(EE) WAZ~—H A FIDERELET, &K200LTFETANTEET, AN—2AE2FZDL5EI,
T b Y 25 () THOLERS Y £7,

AT w8 contract-id text
i -

Router (cfg-call-home) # contract-id Companyl234

(FEE) V—2OEHMID ZFRELET, K64 LFETANTEET, AN—REEDLEAIF. =
MU ZBIHG () THTIeLENDH Y F9,

1
WIS, SRR AR ET DPl2r L ET,

Router# configure terminal

Enter configuration commands, one per line. End with CNTL/Z.

Router (config) # call-home

Router (cfg-call-home) # contact-email-addr username@example.com

Router (cfg-call-home) # phone-number +1-800-555-4567

Router (cfg-call-home) # street-address “1234 Picaboo Street, Any city, Any state, 12345”
Router (cfg-call-home) # customer-id Customerl234

Router (cfg-call-home) # site-id SitelManhattanNY

Router (cfg-call-home)

Router (cfg-call-home)

contract-id Companyl234
exit

#
#

BHETAIT7AILDETE

TR T 7 AN, T T — MEHICKLEREEFERS A THET, Dt 1 oD%
FTa 7 A NPUETT, | DEFITEBDOZ A TOBBOMEETa 7 7 A LV EARETEE
7,

LV T n 7 7 A VEER L TERT DL L b, ERFHDET T 7 AV Eabt—L
THMT 2B TEET, FILWHET 077 A VEERTIHEIE. Tu7 7 A 4z
DETHRERDHY £,
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| call Home D3 E
Lok To7 7o ]

\)

()  Cisco Smart Call Home % —E A &M HT 2546, 56727 7 A /WL XML A vE—Y 74—
<~y FTCRITFNIERD A,

WO EBIET e 7 7 A IR ETEET,

U T ANL  —WEROFLE T 0T 7 A N E—BIZHEINT AT, e AL
20331 XFFETTRLFE/NLFIIERB S ER A,
A

GE) TForvrAng:LlCaliifificE i,

CHRETE T T — MR ETATEODIREA = XA (B A—/LE7ZIZHTTP (HTTPS
ETe) )

e L—WERDIH T 7 7 ANDIFE., EA—LNBT 75/ T, EbLMEITM
FFOUREA N = AL A X —TMITEET, WMHFOFEET =TT 5 &,
E A —/LINA Z—T 2 0 £,

e HHLMMUHEFRINT CiscoTAC 7' 2 7 7 A VDA, WTNPDIREA D =X L%
A F—=TMZTEETN, FFHIIEA =TI TE TR A,
CHENET KL AR 7T — M5 T Dat HIEICBE LR T RLA,

A yt—UEX T T FOREBEIHEATAIA vV, 22—V EEBL T T 7 A
NOWRA T a i, el TFFA L, Ya—hrTFF A, I XMLTY, 574
L MMI XML T, ERFLDATITAC 702 7 7 A VDS, XML LAMEHTX F4
Mo

e A=V A XA =T DORRKYA X, AL 50 ~ 3,145,728 /XA kT
I, T 7 AV M 3,145,728 /XA h T,

Anonymous Reporting : B& ID #EA D FEFIZTHLIBIRTEET, Zruc kv, iyl
THWMAERE SN EEA,

BALDOHBET T— N TN—T~OXE  HFHOHELEEERTT 77—~ 70— 108G
THZENTEET,
I T, RORNEBIZHOWTIBA L F9,
B LW T m 7 7 A VDIER (255 X—Y)
TR T A NLD A — (257 R—7)

« 0T 7 A NDELT— RORE (258 ~2—)

FHLWVEETO 7714 IILDIER
L7 a7 7 A VEER L, ZET DI, ROFINEIZENET,
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Call Home OB |
B s vscinoroonm

FIE

ATw 1 configure terminal

1

Router# configure terminal
ary7 4 F¥al—varET—RNIADET,
ATw 72 cal-home
I
Router (config) # call-home
Call Home fXEH 7 E— RIZAD £,
ATw 73 profile name
i) :
Router (config-call-home) # profile profilel
fRESNIAET 1 7 7 A M3 % CallHome 56557 0 7 7 A VEREY 7F— RICAY £9, FHES
Niesde 7' v 7 7 A VPR L7 WGa, (ERRES I ET,
AT 74 [no] destination transport-method {email | http}
5l

Router (cfg-call-home-profile) # destination transport-method email

EE) A vb—VlRkHiEEdAA F—7 M LET, nod 7y a VEERTHE, FiENT =70
W70 £,

ATw 75 destination address {email email-address | http url}
fi

Router (cfg-call-home-profile)# destination address email myaddress@example.com

CallHome A v B — V% EETASEEE A—I/L T RLUAFEFIZURL R ELET,

GE)
5655 URL Z# AT 58615, =\ FX a7 —/3TH L0 E 9 2 U T http:/l £721% httpsi/] %
RELET,

RATw 76 dedtination preferred-msg-format {long-text | short-text | xml}
fl -

Router (cfg-call-home-profile)# destination preferred-msg-format xml
(EE) T 2A vy =V EeRELET, 774/ FME XML TT,
ATw 71 destination message-size-limit bytes

1
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| call Home D&

ATvT8

ATvT9

ATv 710

sxeTn7r4r0at— ||

Router (cfg-call-home-profile) # destination message-size-limit 3145728
(EE) 57T m 7 7 ANVOGEA v =V DRRYA XeiELET,
active

1

Router (cfg-call-home-profile) # active

ST T AN AR —T I LET, T AN NTIE, 7Ta 7 7 A IIERIICA R —T R D
*7,

end

1 -

Router (cfg-call-home-profile)# end

¥+ EXEC £ — FIZEY £,

show call-home profile {name | all}

1

Router# show call-home profile profilel

BEINETa 7740, FRIEREFRLOTXITOTa 7 7 A MIET 5L T2 7 7 A VREELHE
%Li—a—o

BETOT7AILDIE—

BfEOT7a 7 7 A Ve a— L TH LWEELE T 0 7 7 AV EVER T 5121%, IROFINEICHENE
j—O

FIE

AT w71 configure terminal

ATy T2

ATvT3

1

Router# configure terminal

a7 4 X2l —TarE—RIADET,

call-home
1 -

Router (config) # call-home

Call Home R EH 7 — FIZAV £,

copy profile source-profile target-profile

B -
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B oo roEsz—rod

Router (cfg-call-home) # copy profile profilel profile2

BEfFOm 7 a7 7 AV ERCERETH LWL T e 7 7 A VEIER L ET,

TO774ILDELZLE— FDERTE

ATy T

ATy T2

ATvT3

ATy T4

B4 707 7ANVERET DI, ROFNEIZHENET,

FIRr

configure terminal

1 :

Router# configure terminal

ary 74 Fal—varET—KRIADET,
call-home

i

Router (config) # call-home
Call Home iR €V 7 — KIZAV £,
profile name

51

Router (cfg-call-home) profile Profile-1

a7y AN ar7 4 Fal—ay ET— REAR—T NI LET,

anonymous-reporting-only

1 -

Router (cfg-call-home-profile)# anonymous-reporting-only
Tu7 A NEEALAT— RICRELET,
G¥)

Call Home OB |

7 74 /L N T, CallHome I%, 707 7 A MIBFEINTNWELTRTOA R b XA FITHT H7%EER L
AR— F%2#E LE9, anonymousreporting-only N E SN TWAEEIX, 7 T7via, £ X M|

BLOTA My e—=VRF0NEEINET,
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| call Home D3 E
75— ron—F~0zi ]

— N O
75— IL—T~ADEER
TT—h I N—T1F, TRTCON—FTHR—FEINTWSCallHome 77— F2H 6008
EFR LTV T7Ey FTT, CallHome 77— NMIX A T T LIZMOT 7 — K~ T —T12 7 )—
FMeEInNET, WOT 7 — NI NA—T7 R EHREETT,
* Crash
« Environment
* Inventory

* Snapshot
* Syslog

ZZTE. RONBIZHOWTHBHAL £,

« THh@EM (262 X—)

cAvb—VUvETT 4 (EKE) LawniE (262 —)

cAFyTFray b avry FUAMORE (263 5—)
KT T— N ITN—TDEIMA R N2 T T— NI N—TOREA X hEavw R (290 2—
D) IWRLET, 79— F NN —F Ayt —VOREFE A vE—VDORK (297 <4—2) 1T
%Liﬁ‘o
T T AN EWCZETAETT7—F I —T% 1 > I3EEERIR T £,

N

G¥)  CallHome 77— ME. ZdD CallHome 77— b MNEENTWET T — h FIL—FITEES
TWAEET a7 7 AN LNEEENEEA, IHIT, T7— M ITNAN—T% A4 =TT
HUENRH Y F9,

AT T s ANE 1 OFERIIEROT T — NI N—TIBEET B EE. RO FIBIZHEVE
K

FIE

AT 71 configure terminal

1 -

Router# configure terminal

a7 4FXal— gy EB—FICAD T,

XAFw 2 cal-home
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B s+~

ATvT3

ATy T4

ATy TH

ATvT6

ATy 17

1

Router (config)# call-home

Call Home ;¥ €% 7€ — KIZAY £,

alert-group {all | configuration | environment | inventory | syslog | crash | snapshot}
fil

Router (cfg-call-home) # alert-group all

BEINEZT 77— I N—TE2A =T NMILET, TXTCOTT— s ITN—T% A F—T/V (%)
T 5I10%, aAlF—U—F&2FEHALET, T 740 FTiE, T RTOTT7— K TI—T0"A X —TNIZ
ANL/I= i

profile name

1

Router (cfg-call-home) # profile profilel

EISNTSEET e 7 7 A NTRT 5 Call Home 585570 7 7 A VREY 7E— FICAD 4,

subscribe-to-alert-group all

1

Router (cfg-call-home-profile)# subscribe-to-alert-group all

BHIEWETT ¢ (ERE) 2L TWAETXTOMEHARERT 77— F JA—TI128&LET,

2T T 6MMBAT v I TR L TWD K512, FFEDF A T T EIBERNTT 77— K~ 77— 1088k
THEHLTEET,

GF)

ZDa<wy Rk, syslogDT RNy T DOT 74N OYETT 4 (EKE) ICHBESNET, ZHUTLY,
KED syslog A v E—UPNARSNET, AMRERGEIL, @77 ¢ (HEKE) BLUOF—
EERLTT 77— 70— 1@ B G L T &0,

subscribe-to-alert-group configuration [periodic {daily hh:mm | monthly date hh:mm | weekly day
hh:mmj} ]

1 -

Router (cfg-call-home-profile) # subscribe-to-alert-group configuration
periodic daily 12:00

Z D%t v 7 7 A )V % Configuration 77— ~ Z/— 128k L £, E@HmmEm (262 ~—) Tl
LTWa Loz, BB EAIC Configuration 77— b ZV—T7 2R ETEXE T,

subscribe-to-alert-group environment [severity {catastrophic | disaster | fatal | critical | major |
minor | warning | notification | normal | debugging}]

1

Router (cfg-call-home-profile)# subscribe-to-alert-group environment severity major

i Cisco8300> ) —X £Fa17IL—48 VYT rYTTHREHAFE



| call Home D3 E

ATvT8

ATvT9

ATv 710

ATy N

ATvT12

75— ron—F~0zi ]

ZOsideT v 7 7 A V% Envitonment 7 7 — h Z—TFIBERLET, AvbE—UT T T ¢ (HEKE)
LEWE 262~—Y) THELTVD LI, Y ETT 4 (ERE) KSLTAyE—YE2T 42
> 7% 57212 Environment 77— k Z— T EZHRETEET,

subscribe-to-alert-group inventory [periodic {daily hh:mm | monthly date hh:mm | weekly day hh:mm}]
fl

Router (cfg-call-home-profile)# subscribe-to-alert-group inventory periodic monthly 1 12:00
IO a7 7 A )V % Inventory 7 T — b N — 1L E 9, @@ (2625—) TR LT
WA XSz, EMIRZEEAIC Inventory 77— F JNV—TBRETEET,

subscribe-to-alert-group syslog [severity {catastrophic | disaster | fatal | critical | maor | minor |
warning | notification | normal | debugging}]

{5

Router (cfg-call-home-profile) # subscribe-to-alert-group environment severity major

ZDFHET v T 7 A V& Syslog 7 T— b IA—TFIHEELET, AvE—UIETT o (ERKE) LE
WE 262~—2) THHILTWD L HIZ, Y ET7 4 (BERE) KUSLTAyE—VE2TAAZ )T
9529 Syslog 77—k I N—TEHFZETEET,

% syslog A v E—VNTHRETLHTXFA N RE—VERETEET, XNF—VERETDHE, fHESN
TeXB—URNEEn, Y7 0 (ERE) LEWEIC BT 2582720 Syslog 77—~ 77—
Ay —UPEEEINET, RNF VAN ARFTENL LA, S () TAN—AZFTL
BWRHYET, 58T BT 7 ANT LI RE =B S OETIRETEET,

subscribe-to-alert-group crash

1

Router (cfg-call-home-profile) # [no | default]
subscribe-to-alert-group crash

a—F a7 7 A )VDCrash 7 77—k JA—F1Z8ek LET, T 74/ 5 TTAC 7’1 7 7 A /L% Crash
TI—= b TN—TITRERE N, BERE iR TE EFHA,

subscribe-to-alert-group snapshot periodic {daily hh:mm | hourly mm | interval mm | monthly date
hh:mm | weekly day hh:mm}

{5

Router (cfg-call-home-profile)# subscribe-to-alert-group snapshot periodic daily 12:00

DT v 7 7 A V% Snapshot 77— b Z—1C8GR L E 9, WA (262 X—) T LT
Wa koo, EMRZR A Snapshot 7T — b FV— T HHRETEE T,

774/ N TIL, Snapshot 77— h VL —1ZFTTHa~v s REb Y A, a~v FET7 77—~ 7
N—TORIEMTEEY (R FyFvay b avr RUVRARORE 263X—) 258K) . 257
% Z & T, Snapshot 77— h Z—TFICEMENTZa~ >y FOMONR AT T ay b AvbE—IICH
FPIAFENET,

exit

fi

Router (cfg-call-home-profile)# exit
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Call Home O |
B =oan

CallHome i 70 7 7 A VR EV 7T E— REHEK T LET,

Configuration, Inventory, F 721X Snapshot 77—k 7/ —IZ5k7 a7 7 A VERET D &
X, T 7= b= Aot —UEIIFERMNCZET D0, FlIXBEORRICERIIC
B o0aBRTE£d, FEHHIE, RONTIPrOFT v a ANIRETEET,

« AR : 24 BFRIRFEL O (hhimm) TERET 022 E L £ (B @ 14:30)

« WK : day hhimm O THE R & A 245 E L £ 9§, day (3 2 FBEE T2~ 7 0 |k
LEF (] : Monday) .

e HK : datehh:mm OJET1 ~31 0 A L2 E L £,
« 0GB A v — U N REINDMEE 1 ~60 2 THRELET,
o R EHIN R A o — U N IRE SN DR (4)) Z0~59 0 THRELET,

\ )

GE) R X ORI X 2 @#@%niE, Snapshot 77— b 7 /—7"TOIE HAHE T,

Ayt—UTESTa (EXE) LELME

%57 v 7 7 A4 V% Environment, F721X Syslog 77—k Z NV —FITHETHEEX, A vbE—
PVEITT 4 (BEKRE) TESWTTI— N V=T Aot —C%FEETHOHOLEVE
ERETEET, T m 77 A NVIZHEELLEZ LEIVWEL VIEVED A v&— 0%, F86I0k
EEEE A,

YETT 4 (EKE) LEVWED E’)Jc‘fE fFEHENAF—T— &, RORIRLET, BT
T4 (EKE) LEVWEOHPIL, catastrophic (L~L 9, @ BEHE) 75 debugging (X
0, IKREBRAE) ©7, Syslog % 72I%Environment 77— k 7 L—T7 DL ETT 4 (BEKE)
L EVEDFHE SN TWRWES, 7 7 4 /L M debugging (L~ 0) T9, Configuration
TT—hk Zh—7EBIXRNinventory 77—k Z—7TIIT T T 1 (ERE) TRETEE
Hh, YETZT 0 (BERE) X512 normal IZEE S VET,

\}

GE)  CallHome D> E I35 4 (BERE) 13, VAFA AvE—YuaXr 7o essr o (ERHE)
TR 9,

R20:VEZT14 (EXKE) EsyslogLNILDIVEVT

LRV [ F—T—F Syslog L N\)L HL:L

9 catastrophic — Ty MU= 7 ERICER R EENRFEE L TV E
B
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| call Home D&

2+v7vavkavrkyzrost |

LRV [ F—T—F Syslog L N\)L EnBA

8 disaster — Ry MU=V ICERREENKENET,

7 fatal B2 (0) VAT LHME AN ATRE 7R IR E,

6 critical 77—k (1) 7 UT 4 AVIRIRRE, T2 HITERE DL,

5 major HE (2) HRZIRRE,

4 minor 77— (3) B IRRE,

3 warning =5 4 B®ERE,

2 notification HE (5) RN @B KGR A v —U T, e
FRLZ EEEORWES T,

1 normal fH (6) FRHEIRABIZIR D 2 & AR THRMEA N R T,

0 debugging TNy () | TR T Avke—,

AFyITayvbav R U MDERTE

ATy T

ATy T2

ATvT3

ATy T4

AF v Fay havr KU RNERE

FIE

configure terminal

1 -

Router# configure terminal

ary 74 F¥al—varE—KRIAYET,
call-home

i

Router (config) # call-home

Call Home X EH 7 E— RIZAD £7°,

[no | default] alert-group-config snapshot
i :

Router (cfg-call-home) # alert-group-config snapshot

THIE, ROFMEEFATLET,

2F v FayharZ7oX¥al— gy T— NERBLET,
no /- default =~ > Kig, ¥+ _XCHOAF v ay b avwr R2EIBRLET,

[no | default] add-command command string

1 -

Router (cfg-call-home-snapshot) # add-command “show version”
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Call Home OB |

B sossrs—ntrivavoms

ATy TH

Snapshot 77—k 7 L—7Za~ R&BIMLET, no £/oid default =2~ NiE, sHicd 22~ R

HIBR L7,

« command string : 10S =~ > K, & AEIL 128 XL TT,

exit

&1

Router (cfg-call-home-snapshot) # exit

BT L, REZRFLET,

— R EFA—ILA T a o DETE

FIE

EAX—/ A ve—UlREaE T 5121%, 272 < & 1 120 Simple Mail Transfer Protocol (SMTP;
//7wfww%ﬁ7mb:w)E}awﬁwﬂ7ﬁvz§ RETDMERDY T, FEE
TEBREHREA—NT RLRAEREL, Xy VT v T EA— NI —"k4OFETHETEE
j—O

—RIRE T A =N ATV a CORRERFIZIE, WORIZEELTLIEEN,

NI T T E A=Y —iNF, B4 4T 4 FZE2MHEHL T, mail-server =
< REMBVIETEERTEET,

« mail-server priority number /X7 A — %L1~ 100 (ZEEFRETT, 7744V T 4Dk b
%W(7?4ﬁU?4%%ﬁ%%ﬁW)ﬁ“ﬂ%ﬁﬂuﬁbifo

—IRHIIREA A =N AT a VERTET HIZE, ROFNEIZHENET,

AT w71 configure terminal

ATy T2

ATvT3

1

Router# configure terminal

ary 74 Fal—varE—KRIADET,

call-home
&1

Router (config) # call-home

Call Home &
mail-server

&1

REV 7 E— RICAD F7,

[{ipv4-address | ipv6-address} | name] priority number

Router (cfg-call-home) # mail-server stmp.example.com priority 1

i Cisco8300> ) —X £Fa17IL—48 VYT rYTTHREHAFE
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ATy T4

ATy T5

ATvT6

ATvF1

—prnEFA—LtT7oaront ]

EA—NLH—NRNTRLAZEY YT, REFLDE A —/L b — SNOMHEII LT F5A4 VT 0 2H DY
T\i‘a—o

WONTNHDFTETHEELET,
e BT AP —1RDOIPT FL A

e BA A= = ROEEERM KA A 4 (FQDN) (64 XFET) ,
1 (EEDTIAFTIT 1) 15100 EIEOTITAFV T 4) OTITAF) T 4 FBFE2EID YL TET,

sender from email-address

1 :

Router (cfg-call-home) # sender from username@example.com
(f£&) CallHome &+ A —/V A v =IO [from] 7 4 —/L RICERENDEF A=/ T RLAZED Y
TET, 7T FLVARRESNTORWEEIT, EEHDOE A —L 7 FLABMERSLET,

sender reply-to email-address

i -
Router (cfg-call-home) # sender reply-to username@example.com
(f£&) CallHome EF A —/L A v &= O [reply-to] 7 4 —/L RICERENDLE A A—/L T L RAZED
BTET,
source-interface interface-name

1 -

Router (cfg-call-home) # source-interface loopbackl
Call-Home A v B —V %2 XETHTODRETLA LV F—T = A4 A4 ZEID K TET,
s interface-name : FIG 61 v X — 7 = A A4, KEIL 64 XFTT,

GE)

HTTP A v b=V D56 RIETA V=7 =2 A AR ERET HIIE, Fn—rb ar 7 4 Fab—
v 3 v F&— K Tiphttp client source-interfaceinterfacename =~ > K& H L9, Zhickv, T2
AADTXTOHTTP 7 7 A 7 > bIRFECRIETEA » F =T =2 A A TE DL 012700 £97,

vrf vrf-name

1 -

Router (cfg-call-home) # vrf vpnl

({£E) Call-HomeFEF A —/L Ay E—VHRET DO VRFA LV AX U AZEELET, VRFAHEEL
Nk Ta— SV =T T T ANMER S ET,

G
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Call Home O |
B caittome # v £—UitEOL— FHIBOIEE

HTTP * v &—UTlE, BIETA VX —7 = AN VRFIZEHEMITONTWAES, Fn—var7 g
¥ L—1 3 > E— R Tiphttp client source-interfaceinterface-name =~ > K& H LT, 7/34 AD T
TOHITP 7 7 A7 > hTEbiILD VRF A VAKXV AEFRELET,

il

Wiz, 94~ VEAA =N —N"=BIOEI X )EFA NP ==l —
MREIIRE A A —NRT A—=HDREM R LET,

Router# configure terminal

Enter configuration commands, one per line. End with CNTL/Z.

Router (config) # call-home

Router (cfg-call-home) # mail-server smtp.example.com priority 1

Router (cfg-call-home) # mail-server 192.0.2.1 priority 2

Router (cfg-call-home) # sender from username@example.com

Router (cfg-call-home) # sender reply-to username@example.com

Router (cfg-call-home
(
(
(

)

) # source-interface loopbackl
Router (cfg-call-home) # vrf vpnl
Router (cfg-call-home) # exit

Router (config) #

CallHome A v t— I F{ED L — FFHIBEDIEE

Call Home A v & — VR ED L— MR ZFRE S 51213, ROFIHEZFATL X7,
FIE

AT w71 configure terminal

1 -

Router# configure terminal
ary 74 Fal—varE—KRIADET,
AT w72 cal-home
1&“ .

Router (config) # call-home
Call Home i® EYV 7 E— RKIZAV £,
2T w73 ratelimit number

1 -

Router (cfg-call-home) # rate-limit 40

1 RNCEET D A v =V HOFIREREE L £T,
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| call Home D3 E
e 7ok v y—i—oiE ]

s number : FHHIL 1 ~60 TT, T 74/ ML 20 TY,

HTTP 7O X5 —/\—DIiEE

365512 Call Home HTTP (S) A vk —U % EETHOICHTITP 2o —N"—%EET D
Wik, MOFIEEFITLET,

FIE

AT w71 configure terminal

51

Router# configure terminal

a7 4 Fal—rarE—RIADET,
AT w72 cal-home

1 -

Router (config) # call-home
Call Home X EYV7E— RIZAD £,

AT w73 http-proxy {ipv4-address | ipv6-address | name} port port-number
£l -

Router (cfg-call-home) # http-proxy 192.0.2.1 port 1

HTITP E:RDO 7o x> —REHEEL £,

CallHome A v t—>DI0S <Y REEFTTH-HD AAARIEIDH
Zyik|
365512 Call Home HTTP (S) A v —V % EETAHOICHITP 70 F v —"—%EET 5
i, WOFNEEEITLET,

FIR

A7 w71 configure terminal

1 -

Router# configure terminal
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Call Home O |
. syslog ROy ) VT DEERTE

a7 4 Fal—yg Ly EFT— RICAD ET,
AT w72 cal-home
Bl -

Router (config)# call-home
Call Home i EH 7 E— RIZAD £7°,
AT w73 aaa-authorization

&1

Router (cfg-call-home) # aaa-authorization
AAA FGEEZ A X —T7 VI L E T,
()
57 %)V hTiE. AAA FR§FX Call Home TF 4 B —7 VT,
AT w74 aaa-authorization [username username]

B -

Router (cfg-call-home) # aaa-authorization username user

HAOEDDOL—VZLERTELET,
s username t—H%—4%4 : 5 7 3/ b D2 —H —4 7 callhome T9, HAEIL 64 LFTI,

syslog ROy k) T DERTE

%64C1Z CallHome HTTP (S) A v t—T % E(ET HZOICHTITP 72X U —R—%fEET 5
IZiE, ROFNEEZFEITLET,

FIE

AT w71 configure terminal

1 -

Router# configure terminal
ary 74 Fal—varE—KRIAYET,
AT w72 cal-home
1&“ .

Router (config) # call-home

Call Home jREYV 7 £ — FIZ A £9,
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| call Home D3 E

ATvT3

Call Home 7—% TS5 1 /NS —DEKE .

[no] syslog-throttling
1 -

Router (cfg-call-home) # syslog-throttling
CallHomesyslog A v & —Y D 2m v ) 7 A R—=T)VET2IET 4 E—7IZ L, CallHomesyslog A
TV IRLEESRRNE I LET,

GE)
F 7 4V hTIL, syslog A vE—Y Ay b U7 FA % —T7 L TT,

CallHome T—4&2 7S5 A4 I\ —DERTE

ATy T

ATy T2

ATvT3

data-privacy 2~ > RiX, BED T FTA N —%R#ETLHDOIZ, IPT RLRAREDT—ZD
Ay e TR EITWE T, data-privacy 22 REA RX—T NI THE, REDT—HXDA
7T T AT o7 & 2 CPUMHBICHEZ I T énH 0 £9, BIfE, show
running-config all 35 X O show startup-configdata =~ > KO FHDFHRE A v &— T &R
T, show 2~ RO NIFAY ZJ e TR EI N EE A,

FIE

configure terminal

1 -

Router# configure terminal

ary 74 Fal—varE—RIADET,
call-home

il

Router (config) # call-home

Call Home X EH 7 E— RIZAD £7°,
data-privacy {level {normal | high} | hosthame}
i :

Router (cfg-call-home) # data-privacy level high

=D TTAN—%RET DD, FTar T4 FXal—ar 7y ANDT—F 5 AT TS
WMEEL L E9, 7 7 4/L b D data-privacy L ~/L( normal T7,

GE)
data-privacy I~ & A R—T7NWIZTDHE, REOT—XDA7 T T EIT- 1= L %12 CPU A
RICEBELRIFTTZEnH E£7,

enormal : TRXRTOEHL )L a~<w 2 REAZ S TUBELET,
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Call Home O |
B cotvome mzoFmze

chigh : L ~)L a< 2 RIZMA T, IP AL VAL EIPT RLADa~y ROAY T v JE 24T
WET,

« hosthame : H L~ 2= FNIZINZ T hostname 2~ KD AY T B T EITWVET,

GE)
—HEDTT b T F—ALTIE, BEAYE—VDRA N EAY T 7THET 5 L Smart Call Home 4L
PN TDZERHY £,

Call Home & {E D FENE(E

FFEEE D Call Home 1815 % F#E) CTi&{5 T& £9°, Call Home 1815 % 1251
¥ErFATLET, 22T ROWFIZHOWTHHALET,

e CallHome & A F A v E—OFBEEE (270 2—2)

T 5L, ZOHEDE

barl

sCallHome 7 7 — N/ /V—T A w2 —VDOFEIEE (270 —)
 Call Home ST B L LA — FESRDEE (272 2—)

cloDavy REFIZavry R A RDavwy REARA vE—V0FEREE 2733—)

Call Home 7R kA v t—C DFEIERF

call-hometest =< > REFEH LT, =2—WF—FFKD CallHome 7 A b X v —T & EEFETEE
TO

CallHome 7 A b A v — % FEITEET 2IT1E. ROPIEIZIENET,
e}

call-home test [“test-message™] profile name

51

Router# call-home test profile profilel

HESINISETm T 7 ANIT AR Ay E—VERELET, 2—PEROT A Ay E—VDTF X
MIEERE TN, AN=2AREENL5E81TE, 5IHFF () THLLERSH Y £7, 2—FERD
Ay E—UNRESNTORWGE, T 74/ AyvbE—UNEESNLET,

CallHome 75— F U IL—T A vtE—DFEREE

call-homesend =~ FEEH LT, BHEDT T— ML —T R o=V FETHRETEE
j—O
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&M

ATy T2

ATvT3

ATvT4

Call Home 75— k5 b— T 4 v —onEMitE ]

CallHome 77— h NV —T A vt — V2 FETEET H2HEG1E. ROFEFHICE- T
é b \O
« FEICE/E TE 5 DI%, Crash, Snapshot, Configuration, 3 X NInventory 77— k 7 /L—
TN T,

* Crash, Snapshot, Configuration, ¥ 7213 Inventory 77— k 7 /b—7" X ¥ — V% F#)T
NIH=F 256, 57T R 77 ANAERETDE, 0T 7 ANDT VT 4T AT —
BALMAAT —=H A K3 e 77 0 (BERE) BEICBERR, sik7mn 77 AL
WA v E—URERINET,

* Crash, Snapshot, Configuration, %7213 Inventory 77— k 7 /b—7" X vt —V % F#)T
FNIH—=F2LE, 5T m 77 ANBEBRELRNE | nomal £ FFEINTZT 77—
N I N—T ~OEMBRBENAGE SN T 7T 4 7RI T 7 A NTRTUA v E—Y
MEEFEINET,

CallHome 7 7 — 7 V—7" A o —T%FET MY T —32121F, ROFNRICHENET,

FIE

call-home send alert-group snapshot [profile name]
i

Router# call-home send alert-group snapshot profile profilel

12O 7T a7 7 40 FRESNTWAEEE) FLEBEINTWLT X TONEILT 1 7 7 A /LI Snapshot
TI—=hFIN—=T kvt —VaFELET,

call-home send alert-group crash [profile name]

51

Router# call-home send alert-group crash profile profilel

12057774 FEEENTWAEER) FI3BEINTWATRTOSEIE T v 7 7 A /WIZ Crash
TI—hITN—T Aot—TBEELET,

call-home send alert-group configuration [profile name]

51 -

Router# call-home send alert-group configuration profile profilel

ST T 7 AND 1o FEESNTVWDHEE) FLEBRERINTHDLTITORET 17 7 A 1IZ
Configuration 77— K Z/b—7 X o —U%EEFELET,

call-home send alert-group inventory [profile name]

&1

Router# call-home send alert-group inventory profile profilel
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Call Home O |
B catttome S5 S ULK— FERDRIE

FET T 7 AND 1D (FESNTNDIELE) EFBHINTNDLTXTOMET 77 7 1 VI
Inventory 77—k ZV—7" X ot —UREEFELET,

Call Home D rE L W LR— FERDE(E

call-homerequest =~ > R&EHT 2 &, AT AT 216 #% Cisco ITHEL T, V27
LEEOERZR /B LI OV R — MEREZITRD Z LN TEET, = U T 0 0L
BEFIONT RANTZ 7T 4 A, avr R U777 Ly ARE SEIERLAR— FE2ER
TXET,
Call Home 7#T36 X OV AR — MR Z FE TEET 256, ROTEEFHIE-> T ZSVY,
s profilename 25 ET 5 &, BERIZTT v 77 A MIEREINET, Tu 7 7 A ADBRES
NTWRWIEE . ZRIT Cisco TAC 71 7 7 A JVIZEFE SV E T, Call Home ZRDXZAF
FIO T ANEAFZ—TNITHLELTHY FHA, BRA vE—T% Cisco TAC 15
% L. SmartCallHome —E XN HIR(E 4 %/ET&E % K 91T, Transport Gateway 73 5% i &
NICETFA—NVT RLAZT0 7 7 A VITHEELET,
» ccoid user-id |%, Smart Call Home = —H DX gkiF A ID T, user-id Zf5ET 5 &, W&
TG —FDE A—/V 7 FLRIZHEEFEENET, user-id ZHE L2 iU, 18137
INA ADEFE B A A=V T RLRAEEEINET,

cBIRTHUVR—hDI A THEETLF =V — NIZESWT, ROFEW|PIRSNET,

« config-sanity : BIfEDFFITa L 7 4 X ab— a VICHETLIRA N 7777 ¢ A
o

*bugslist : FET7/3—T a3 VB XUBUEEH STV DHEREICET 2BEmD N7,

s command-reference : 77 4 X2 b — a3 U OTRTOa~vy NIxtT 55
V7,

s product-advisory : % NV —27 NDT /3 A R TS 2 AIREM: D & 5 Product Security
Incident Response Team (PSIRT) @&, H7A— M&T (EOL) F72iXik5e# 17 (EOS)
HEI, @ %\ Field Notice (FN)

Cisco Output Interpreter > — /L7 553873 KONV AR — MEBROER A XEFT 511X, WO TFIAIC
PEWET,

FIE

AT w71 cal-home request output-analysis ““show-command” [profile name] [ccoid user-id]
i

Router# call-home request output-analysis “show diag” profile TG

i Cisco8300> ) —X £Fa17IL—48 VYT rYTTHREHAFE



| call Home D3 E

ATvT2

1203y FEEFITY FYUZ rOavy Fin s ve—soFniE [

fAE L7z show 2~ FOM N Z 0 IR E LE 3, show 2~ Rk, SIHKF (") THOSLENDH Y
iﬁqo

call-home request {config-sanity | bugslist | command-reference | product-advisory} [profile name]
[ccoid user-id]

1 -

Router# call-home request config-sanity profile TG

SIS D 7= 812, show running-config all, show version £ 721% show module =~ > R EOFFED 2~ K
oy %ODHjJ'J%E FELET, £7-. cal homerequest product-advisory %7 <> RiZid, +XTDA X
YR TT—h =T avwr RREENET, request ORICIEESN-F—TU—Ricky, SERL
R—bDOXATRIEESNET,

1
WIT, 2= —$FED show 2~ ROGHEROHZ R L ET,

Router# call-home request output-analysis "show diag" profile TG

12aAX U FFEEIFATURYA MDA FEAAYvE—SDFEFEE

call-homesend =~ > RZMHHL T, 120108 2~ FEFIZI0S 2~ RO Y A & E(T
L, a~> R Z HTTP F7213B A —A7 v halz N L TEETE ET,

Ay FHAZZEETHEIF. KOEEFHITH > TIZEW,

T, fEBEDOF Ta~r REIEETEET, a~r RN, 5188 () THLLERH Y F
ﬁ‘o

o lTemail] ¥—U—F&foTETA—N AT a BB, BFA—/NL T FLA%E
ETHE, a~v RHNEZEOT RVRIZERFINET, BT A— VA7 34 HTTP
F7va UHRRELLRWGA, HNFREEO Y —E AEREF S LILIr 7 T F X MBI
T Sisco TAC (attach@cisco.com) (2255 S E 9,

o lemail] ¥—7— % Thitp] F—TU— FLIELRWGAE, =7 7F X MERE XML
A v —VEROW ST TH—E RERFEEDPME L SN, BT A —LVOELITICY—E R
BEREF VRSN ET,

«HTTPA 7' a v ZFTE L TWAEA. CiscoTac-1 711 7 7 A VD554 HTTP £ 721X HTTPS
URL 2%65E & U T#EH X3 E 9, Smart Call Home 2> HHEF A —/L T RLAIZA vtE—
BT DX, BHEDEFA—NT FLAZREETEET, 2—FE, sBILDEF A —

T RUARIZESREZOVTNDZIRET OMERHY £ (MHEZHEETDHI LD

avy RZETL, avy FHAOZEET L3, ROFIEEZIATLET,

Cisco8300 > —X X7 L—42 VI ryz7EEAIF |



Call Home OB |
B ooo< kERBaR U FUR b0 YRR A v E—SOEBIRIE

FIE

call-home send {cli command | cli list} [email email msg-format {long-text | xml} | http
{destination-email-address email}] [tac-service-request SR#]

1 -

Router# call-home send “show version;show running-config;show inventory” email support@example.com
msg-format xml

CLILE-IZCLI U A MZ2EITL, BFA—IILELITHITP BRATHDZEELET,

« {cli command | cli list} : 1 DD 10S =~ REE () TXE-72) 10S a2~ FU R MEEELE
To TRTOEV 2=k THavr FaElh, HHPSun a2~ REFEETEET, oD
a<y MIEGIAR () CTHTLLERDY 7,

« email email msg-format {long-text |[xml} : Z @ email 77> a VSRR S N TV DE5E, FREDE T A —
LT RLAZETCr Yy 7 7% 2 MERE2IE XML BT~ > RHARRE S, — e RER
BTN EDOHBIIEZDOONET, BFA—NT RLA, —UERERE S, ELIFLOMGE2HEET
LLENRHY ET, EBFA—AT FLABRESNLRWEEIL, V—ER V72X NESHPMLETT
(F 74V FTlE, v 7 7% X MEROYA T attach@cisco.com, XML FEX DA 13
callhome@cisco.com) ,

« http {degtination-email-addressemail} : = ® http 47"+ a2 U BNEIR I N TV DIEA, a~2 RHEIE
XML 3 C Smart Call Home /X v 7 =0 R¥—3— (TAC 7’1 7 7 A )L THE S 4172 URL) 1Zi5(F &
nE9,
destination-email-addressemail Zf§E L C, Ny 7 T R —NR—nELE A A—/LT FLRAIZA vE—
VHEBETEDLLICTHAILENARETYT, BFA—NT FL A, —ERERES, £2EE0OMH
FERETDILEND D 7,

. tac-service-request SR : —ERFRFEEBELE T, BT A—/LT FLABMEE SINRWEGAIL,
P—ER VIR NESNMLETT,

1

LTFiZ, avr ROz a—F—fEDE A —NT FLRAZKET 202" L E
—g‘o

Router# call-home send “show diag” email support@example.com

LIFIZ, SRESNIEEESH, 72 7T % A MEA T attach@cisco.com (2355 &5 =
~ v R oFlZ R LET,

Router# call-home send “show version; show run” tac-service-request 123456

i Cisco8300> ) —X £Fa17IL—48 VYT rYTTHREHAFE



| call Home D3 E
sy s=—Froxz |

PUFIZ, XML £ v & — U T callhome@cisco.com (255 S b a~ > R OF| %
ZT—\‘ Li—g—o

Router# call-home send “show version; show run” email callhome@cisco.com msg-format xml

PITFIZ, SREEDIEEIN., XML A vt —UFA T CiscoTAC /Ny 7 = R — 8 —
~EEENSavy FHAOREZRLET,

Router# call-home send “show version; show run” http tac-service-request 123456

PAFIZ, CiscoTAC Xy 7 = RHY— X—{|ZHTTP 7’11 b a v Z&2EH L CEE S,
=P =N E LB A LT FLAIZImESNDSa~y REAOE/RLET,

Router# call-home send “show version; show run” http destination-email-address
user@company . com

WD ZTF Y DERE

DML T =F v HREIL, TUANBAINTEV T =T Y ET AL AE e —RLEYT, 2
Wis 7' =F % (DS) 77 A ML, ZhiA Xy bOFEREGATND T 4 —< v MFERT 74
NTT, ZHWCKY, Y Ra YT Ny =T 52T v 7T L —RTHZER VT TN a—T 4
VT EFTTEET, DSOEWIE, BEEOR Y T —27 THRAEL TV 25 BEH O R % fRik
THOIHHARER N T TNy a—T 4 U 7IERERHMETE D, FEOE WA VT
VY AERMTHZ LT,

L= F IO T

B =F v (275%—2)

PZWiv 7 =T v OFHESM (276 X—)

WL S TF Yy DFE T a— R (277 —)

ZW S =F DU —r Ta— (277 2—)

BWL I =F v DARCNET g (278 =)

B S =F v DA M (278 L—3)

W S =F DT ary (279 X—)

Py =T v OB (279 X—)

¥
B
\:I
3,
[
\.H
/x

CallHome ¥ AT ADBWiv 7 =F % (DS) i > TWAFIRART7 L—LU—2712X 0, H
LA MBLEOSHINT A CLIZERTEEY, ZNOHDOCLIZERT2E, v 2a v
N 2T %7 v 7L — REPTIZINEDA R N2 TXET,

Cisco8300 > —X X7 L—42 VI ryz7EEAIF |
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B 25 v-—F7romizgs

2 VS =F ¥ iT . MEAED Call Home BEAE T R — F ENTWARNWA XU R Z AT L R
H— 5’47%L73ﬂé’3 :ﬁ%f%ifﬁ DW= F DY T AT AL, T ANETINA A
WCHA T — RLTUEL, ZBiv 7 =F v A X bDa— Ly 7 #0BE L ET,

ZWis VS =F v #REIL, T ANDOEROT A NELL T =F v T AN, ALK T e — R
LET, DS 77 A NMiE, i1 bOBEREREL, TNHDOAX DN T TN 2—
T4 T FEERMETS, Tr—~y NEAT 7 ANLTT,

DS 77 ANMZIE, AR NORAERRET A XML T —X &, MWERT 7 a rEETTDH
CLIa~ Y RERIFAZ IV T INEENTWET, 607 7 A0k, e, EEt:, &
2T 4 ZHEHT DI, VATFERTT— R X=FT 4 Ik TP NELINTWE
7,

DS 7 7 A VOISR, IROWTIINTT,

AN NBATERIGET D, AZT—HITHESS BMAREL, $1-. A XV FOBAERT
7varOFET (ol ZIXCLIZHEA LIZEROINE) [HEATE 220MoEHRS 2
WCEENET, DI, ZOBLAIT, FEONRTIZHTHEHERE LTT N, AOFREE
EEITHZ EHLTEET,

o FHAIAIA X N =R —T % (EEM) Tool Command Language (Tcl) A2 U7 MZH-S<
Eh, THUIA XU LYRZITTH LAY REIREL, Tl A7 V7 N TBENOT
JvvarEiEELET,

« LD O OMAEHHE,
DS 7 7 A MZIFR D EARERNE ENTOET,
¢ ID (—ENEE) DSOBBIMHHTEXEDS 77 AV ERT—EDOXF—,

« &l (ShortDescription) : ERHY A P THATE S, DS 7 7 A /LT 5 —E O
« SEA - BB SRR R D,
CYET3Y  A—VarFER, DSONAREFIND ERE< 2V ET,

ARV IEBIUTIVaY  BHEAEDOA R N E AR FORAEBICETTRET S
varrERLET,

MU —F v DREREHR
FRA ANZZWr S =F % (DS) #F 7 u— RLTHRETHANTS, ROKEZTT- LTV
LT EEMERLET,

¢« TNRA AT DUEDDS ZEN B TCHLENHY T, T/ A~D DS OEID HTH
M HOWNWTIT, B 72 FryXxTra— R 277 2—) 2L TLLEE N,

eDSTFANEX T a— R 57=0IZIXHTTP/Secure HTTP (HTTPS) k5 v ZAR— k3
BT, m%Hnm#~A®mﬁ%4z TMZT BITIE, FERER (CA) FEHAEZ A
VA R—LVTARLERHY £9,

i Cisco8300> ) —X £Fa17IL—48 VYT rYTTHREHAFE



| call Home D3 E
v xFrosyro—F |

\)

G¥) N7 AN —VBERE AR ET DA 1E. CA GEHEIIRECTT,

PO RFYOAHO0—K

Wi =Fx% (DS) 7rANEXU ra— NT52iL, X% =7 HTTP (HTTPS) 7'r k=
WRMETT, THRA AT 7 ANEX D a— KT 55 E LTEFA—MEEFRETT
WICHELTWDEHE, DSEX v ra— RLUTERTDICE, B0 Y THEALAT BT 7 A Viligik
7% HTTPS IZAEE T HME N H Y 77,

Cisco Y 7 b0 = T IZBEMOFEAMEES (CA) WO DFEHET— L2 T ubeya =7, (R17,
BIOET 2N EERT D720ICPKI b7 A b7 — VEHSREAZ A L £+, /310 AT
X OEENT 74V FTA X =7 NVMICHESNTWET, T A M —LEREICE Y, CA
REBENBEIMICA VA b= SN ET, CAGEAEIL, %85 HTTPS Y — "OFEGEIC M ET
7T

DS7 7 ANEX Ty — RT5H72OODS BHERIZIEL, EEX Y r— ey orm—
RO2FENH Y £3, EHELX Y a— NI, RIEHINTDS 77y A EERLET, £
ey om— REREZ MYV —T5121%, EMORREEZEHT LI, £34A 7T~ KT
CLI #Bt L E 7, X T o — REHIE, ZRINTZDS A=V a3 VBT /3A 2 LD DS
N=Va v ERR LG HICOAEITSNET, ENRZ Y v — RiX, DS Web AN— & /L7
BT A AT TIZE Y ¥ THNE DS BEET HHEAICORBGINET, Bl Y TR TH
Nz, RCT AL ADEDEYA X b A= A~DIREOTIZ, EHRDS O
voun— RBXOEHEFGT D LI T A RZ@MT D57 4 — /L KRG ENE T, DS HH
FRA vE—DIE, DSOAT—H ALV EYa VEERGENET, 2k, &KHY
EYa B FODS IR e— REnET,

AT o — RTiE, $ED 12O DS £ —EDODS BN F v rn— RahEd, @4
vra— REHERE N W —F 25— FEIL, AT~ RCTCLIZHhT 52 & TT,
A T o — RHECHERCTlE, T34 A EOBED DS 7 7 A LD A= 3 RRARL
BHAN—=arDODS 77 ANNBE T a— RERET,

DS 7 7 A MIIET VX NVEBLBFNTNET, X Ure—RENDHTXTODS 7 7 A /Uil
%L CEADHGENFEITSI, 77 ANVNEHTEDL Y —ANLDEDOTHD Z LRI
7,

W —FrOI—o 70—

Cisco Y 7 b =7 TldigWry 7 =F % (DS) ¥EEENT 7 4 /L b TA F— T MIEHE I TV
T, B S =F v 2 HEHTABEOY -7 7 —2RIRLET,

Xy —RTAHDSERDOITT, TNHET A AZEIV Y TET, ZDOARAT v 7L,
BEEDER L 7 a— RTIIMATT A, BmifilZ 7o — RTIEINETEH D 1A,

FA A%, EHEOEYF T o — RERIIA T~ o ROl #47 oo — T, #0nY
THONTVETRTODS FHIEI/HED 1 >ODS =X ra—RKLET,
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B 2vor-svnqrorerooay

« TNRA AT TRTODS OFT VHNVELERAEL ET, MEEICAHT D &, T34 A1
T—=h 7Ty afoNn—RT 4 A7 REDEEMT + A71ZDS 7 7 A NVERFLET,
UL, TAAAL AV v — RRIZDS 77 A NV EGAIL ZENTEET, L—HFT
IZ. DS 7 7 A L7 bootflash:/callhome T 4 L' 7 ks VITIRIEINLE T,

e TNRARIDS OEFHVET a L ERELTT A, ANOEHEWI BV g VA EEHZ D7
DI, MEEOTEM DS ¥ v m— REREZEE LT ET,

« TONA ANIA R R L, ARV IREETDE, DS T 7 A MIERSINTWDT
JvarEFEITLET,

PO IT=ZFYDARVEET IV Y

AR NI vavlETrvarykE v a it BV =F vy THERINDSFEREETT,
AR NIV a T, ARV MICER SN2 T X TOA RV hoOREEZERLET,
TorarksaryTiE, AN MREERICFEITTOMNENRS LT XTOT 7 ar (&
Z ¥ show 2~ > R A ZUIE L THEHT O 72 912 Smart Call Home (23518) N U XA M ENET,

i —FrDANY FEH

By 7 =F v (DS) OA Xy bEHOTEE LT, B~ X0 M EERA N2 M
D2ONERIINLTWVET,

©

B—a Ry EH

H—of XY MRHTIE, DSNT L 2DDA XY b T T 7 ZIRTRERSHET, A~ hO
RERNE, RO 2 BHOVTRNTT,

DS A XU MEEXA T : R —=FEINTNDA XU N XA 71X, syslog, THI, &%iE,

PNEFEMESER (OIR) . B L CallHome T3, [HIRE) LiX, 2% A 7D DS iEA X
VRN EBREET, XU a— RSN LEEBIZEDT 7 v a ryNIEITENLZ EERLT
WE 9, Call-Home % A 1%, BEfFOT 77—k Z—FICBH L CEHR SN TV D BED

CLIa~y REEELET,

 HLIPATIA RN b =3 —T % (EEM) f8EHX A 7 1 Cisco VY 7 U =T HEHESTHZ L 73
<, TRTOFLWVWEEM ARV b F 4T 7 2% HR—rLET,

EEM Z i U721 X ML Tl Tool Command Language (Tcl) A7 U 7 h&ff~
TAXRY MR ZA TR EESND E, DSH MY T—SNET,

BEHARY MEH

BEA R MR TR, BEOA R N T 4T 7 & ST HDEBOBHRIRA T =7 MR
e, BROA R bAEMMEZERLET, AN M ofRERRITIX, BExgA ~
YT AT HICETAEEANY MEBEAE B L Z LN TEET, e xE 30D A Ry
N7 4727 % (syslog, OIR, IPSLA) 723, DS 7 7 A VOERBHIER SNET, N bHDOA
RN T 4TI XU THRE S D FRIL, syslog £ X2 B L NOIR A X kA3 [EIREIC
U —ENDH, £ IPSLA BEMT R H—ENDHEEBIC, DSBT 7 ¥ a & FETT
HZlERLET,

i Cisco8300> ) —X £Fa17IL—48 VYT rYTTHREHAFE



| call Home D3 E
s r=Frorsvay |}

MO FNYDTI Iy
ZWrL 7 =F % (DS) 77 A ML, A X FPORERFICEBE T REIEFIERT 73T

HRENES, 77 ar 2470, BEDA Xy M LTI END T 7 > a o OFfEkE
ZRLET,

EEIZ, 77 ANENAL~A XT LD S5 DS HOEHR T,
DST 7 vavid, RD4ODH A FITHEENET,

» call-home

» command

* emailto

* script
DS 77 ¥ a v Z A7 call-home # L U emailto (4 2 b =2 ZIEE L, Call-Home ¥ —/3
FLRERFAET AN T FLACA =V E2ERELES, 2OAyE-UTE, Ay
t— # A4 7L LT [diagnostic-signature] , A vtE—Y %7 X147 L LTDSID BMEMHE
£,

DST /v arv A FICEHLTERSNTWSa~<r Rk, T8 ZOFREDEF, show 2~
VR ADOWEE., F1ETF A A TOEEDEXEC 2~v > ROFE(TEITH CLI=2~ > R& G
LET, DSTZ v ar XA Fscriptid, Tl A7 V7 NaEITLET,

P FrDEHR
BHEITZZW L 7=F % (DS) WTHHREIN, DST7 7 A NEHAZARTHT-DIER IR

F9, DSERAMOEL L XKHT D202, TRTDODSEHALIIET VT 4 v 7 Xds_ Bt
WTWET, A=~ ZiD DS EHORIIRD &Y T,
VAT LB REAEETH LML T ALY BERIZEID M THILDER,
Wiy 7 =F ¥ BERECIL. ds_hostname 33 L WV ds_signature id D 2 DD v AT NEEN
A= SN TVET,

BRIEZS4K ¢ call-home diagnostic-signature =27 4 ¥ = L —3 3 » &— R T environment
variable-namevariable-value =~ > K& > CTFEITHEI W 4 THNDE, T3TO DS BEE
BEEDOL R & EEFRRT HI21E, show call-home diagnostic-signature =~ > K& H L £
To RIEROBRREHN DS 7 7 A MIEENTWDGE, BEBIEINDET, 20
DS IXREDIREEDO £ F 1T/ £,

v 7 NEE  ¥FME EXEC E— R call-homediagnostic-signatureinstall ds-id =~ > R
o CTFETHD Y TOHNDIMHE, ZOMHEEZHRELRWEGS, DS DAT —F A 3REH
2720 E£9,

FEHEFBEH . ERERSN-CLIz~y RHEAHED, FHEREZERA LI —r <y
FIZL->TEY LB TOHNLE, ZOfEIEDS ODETHIZE VY TOHNET,

syslog 4 X NEH : DS 7 7 A L TD syslog 4 X MEHEFIZE VY THENDE, ZD
ZEHUE, syslog £ X MaEHICEA L TOHRG2TT,

Cisco8300 > —X X7 L—42 VI ryz7EEAIF |



B oy v-sromer:

BT FYDRERE

ZWiY 7 =F % ORGE (282 )

WS Y —F v FAD Call Home Y—E X DHTFE
Py 7 =F % (DS) ICBHHET MO REILTH HEEILOELS A —/L T KL AR, DS

ATy I

ATvT2

ATvT3

ATy T4

T ANDE Y — KL TH D HTTP/secure HTTP (HTTPS)

¥»IZ, CallHome —E RAEREAHZRE L F T,
Flo, HLlna—F TFarr A VEERL, ELWEMES

2> 7 =F % D Call Home —E 2ADFHE (280 ~—)

Call Home OB |

URL 72 E DR E R ET A1

L. ZO7a77ANV%&DS7

077 ANELTEYVYETHIELTEET, BT a— ROgE, 7V A2 b
VU Ay b—VOBEBIZERPIEEEINET, A VXN OEYREEZET 5L, DSDOE

WM — REFAZ Y a— L INET,

)

CE) F 7L PFTIE. FRIERSNTZCiscoTAC-1 7277 A ABDS 7Ta 77 AL LTA R—
TVCEREINET, ZNaEAT22 288D LET, ZnE2MATIHE. WELRD

BN, ARt RO E L http ICEE 5 Z L7217 T,

FIE

configure terminal

1

Router# configure terminal
Jau—r)ar7 4 F¥al—yary ET— REBBLET,
service call-home

1

Router (config) # service call-home
F 34 2T Call Home —E 2% A X —7 W2 LE T,
call-home

1 -

Router (config) # call-home

Call Home #ET 572512, Call-Home 2> 7 4 ¥al—3 3 v F— RERBLET,

contact-email-addr email-address

1 -

Router (cfg-call-home) # contact-email-addr userid@example.com

i Cisco8300> ) —X £Fa17IL—48 VYT rYTTHREHAFE



| call Home D35

ATy T5

ATvT6

ATy 717

ATy T8

ATy

ATy 710

LWL =F v A Call Home +—E XDz ]

(f£:E) Call Home OBEEAEIMHEM T 28EF A —/L 7 FLAZED B TET,
mail-server {ipv4-addr | name} priority number

1

Router (cfg-call-home) # mail-server 10.1.1.1 priority 4

({£&) CallHome @ Simple Mail Transfer Protocol (SMTP) D& A — /)L — T FLAEZHRELET,
Zoawy RiE, WD DS TEESNTWAET 7 ¥ a VICEFA—NLVEENEGEENLHEAITDOHR
fEHESNET,

profile profile-name

1

Router (cfg-call-home) # profile userl

CallHome D% 7 7 7 A W EFRKE L., CallHome 7 77 A/ 27 4 F a2 b — g F— N&flk
LET,

destination transport-method {email | http}
1 -

Router (cfg-call-home-profile)# destination transport-method http

Call Home D% 7' v 7 7 A N ORRE T XA FEE L £,

GE)

D T =F v BRETHITIL, http A7 > a v EFERTLIMNERSH D £,
destination address {email address | http url}

1

Router (cfg-call-home-profile)# destination address http
https://tools.cisco.com/its/service/oddce/services/DDCEService

Call Home A v B —YEEFHEOT RLRA XA 7 ur—a U aRELET,

(}I)

By S =F v BRET DI, http A7 v a VEEHTILERSHY £,

subscribe-to-alert-group inventory [periodic {daily hh:mm | monthly dayhh:mm | weekly day hh:mm}]
f

Router (cfg-call-home-profile)# subscribe-to-alert-group inventory periodic daily 14:30

Call Home @ Inventory 77—k ZV—7ICBTHA v =V %2 XETHLD, ST 07 7 AV ERE
LET,

cZDa=wy R, DS 77 ANDOEMHFE o a— RBICOMEFAINET,
exit

1

Router (cfg-call-home-profile) # exit
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B orov-5rozx

CallHome 7ua 77 A )L a7 4 Fal— g F— REKTLT, CalHme =2 7 f ¥ a2 b —3 3
ET—RIZEY 7,

RDREARY
AROFNECHRE L2707 7 A NVEDS 77740 E LTREREL, TOMD DS /3T A —
HEBRELET,

ZHL I FrDERTE

1R BHEIIZ

Call Home #$FEZ 5% E LT, CallHome 7 7 7 A VO REMEEZFREL 3, T 7 4/ h® Cisco
TAC-1 Va7 7 A NEHERT I, FILLIER LIz~ a7 7 A VEFERATEET,

FIRr

2T w1 cal-home
&1

Router (config) # call-home

Call Home ##RETA7-HI2, Call-Home = > 7 4 X2l — a2 F— RE2HBLET,

AT w72 diagnostic-signature
1 -

Router (cfg-call-home) # diagnostic-signature
Call Home 2> 7 =F v £— R&Bls L £,
AT w73 profile ds-profile-name

1 -

Router (cfg-call-home-diag-sign)# profile userl
TAAALTRW Y 7 =F+ (DS) BMERT 2587 n 7 7 A VefRELET,
AT w74 environment ds env-var-name ds-env-var-value

1 -

Router (cfg-call-home-diag-sign)# environment ds_envl envarval
TA AD DS DEEARME AR E L ET,

ATv 75 end
i -

Router (cfg-call-home-diag-sign) # end

i Cisco8300> ) —X £Fa17IL—48 VYT rYTTHREHAFE



| call Home D&

‘s

v7=5vnEz |

¥

)

Call-Home 2o 7 =F ¥ £— N& T LT, $H EXEC T— FIZHY 7
X7 w76 cal-home diagnogtic-signature [{deinstall | download} {ds-id | all} | install ds-id]
£l

Router# call-home diagnostic-signature download 6030

TNA AT T =F v 77 A Ve ora—K, A VA=), FEIT oA A =L LET,

AT w77 show call-home diagnostic-signature [ds-id {actions | events | prerequisite | prompt | variables | failure
| statistics | download}]

&1

Router# show call-home diagnostic-signature actions

Call-Home i2Wis 7 =F v FEWE £ R LET,

PEL U= F v DEREH

Wiz, g7 =Fx (DS) 77 A NOEMRE T o u— NERZ A R—T /W T
LHERLET, TORETIE, B H% 2:30 12— X Call-Home H—/NZA)F T
Fyrn— RERNEEEN, DST7ANVDF = v 7 % LET, EEGIEIZHTTPIC
RESIET,

Router> enable

Router# configure terminal

Router (config) # service call-home

Router (config) # call-home

Router (cfg-call-home) # contact-email-addr userid@example.com

Router (cfg-call-home) # mail-server 10.1.1.1 priority 4

Router (cfg-call-home) # profile user-1

Router (cfg-call-home-profile) # destination transport-method http

Router (cfg-call-home-profile)# destination address http
https://tools.cisco.com/its/service/oddce/services/DDCEService

Router (cfg-call-home-profile) # subscribe-to-alert-group inventory periodic daily 14:30
Router (cfg-call-home-profile) # exit

Router (cfg-call-home) # diagnostic-signature

Router (cfg-call-home-diag-sign) # profile userl

Router (cfg-call-home-diag-sign) # environment ds_envl envarval

Router (cfg-call-home-diag-sign) # end

WA, B ORERL T O show call-home diagnostic-signature =2~ > KO IH &7~ L &
R

outer# show call-home diagnostic-signature

Current diagnostic-signature settings:

Diagnostic-signature: enabled

Profile: userl (status: ACTIVE)

Environment variable:

ds _envl: abc

Downloaded DSes:

DS ID DS Name Revision Status Last Update (GMT+00:00)

6015 CronInterval 1.0 registered 2013-01-16 04:49:52
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6030 ActCH 1.0 registered 2013-01-16 06:10:22
6032 MultiEvents 1.0 registered 2013-01-16 06:10:37
6033 PureTCL 1.0 registered 2013-01-16 06:11:48

CallHome O > 7 4 ¥ L—> 3 VIEHRODET

show call-home =2~ > F& 3 XA THEA LT, Call Home ZEFHE TR TE LT,
FiE

2T w1 show call-home
1 -

Router# show call-home

Call Home &2 EOBE A F R L E T,
2T w72 show call-home detail
&1

Router# show call-home detail

Call Home #% E Dt A2 KR~ LET,
AT w73 show call-home alert-group

1&'] .

Router# show call-home alert-group

ERFRERT T — b IN—T L EFNEDAT—H A EFERLET,
2T w4 show call-home mail-server status

1 -

Router# show call-home mail-server status

REFRHDE A=V F—_OT XA FTEVT 4 %F =y LTERLET,
AT w75 show call-home profile {all | name}

1 -

Router# show call-home profile all

BEINEET e 77 ANVDOREEFRLET, al ¥ —UV—FE2EHL TIXTDILETa 77110
BEEFTLET,

AT w76 show call-home statistics [detail | profile profile name]
1 -

Router# show call-home statistics
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CallHome 2> 7 « ¥2 L—> 3 viggoxx® ]

Call Home 1 XV h OfEFHE#RE R L ET,

il

Call Home 1B D EHI

Call Home ¥ 0 5

{1 FA AT 4E 7% Call Home 7 5 — kJ )L— T
BFA—NY—/NR—DRT—42 RIER
FTRTDFEETOT 7 1 ILDIELR
A—H—EREETOT 71 ILDOTER

Call Home D#fEEHER

Iz, showcall-home 2~ RORLAF T a V2R LIZEEOH IHlZ R L E
j—o

Router# show call-home
Current call home settings:
call home feature : enable
call home message's from address: router@example.com
call home message's reply-to address: support@example.com

vrf for call-home messages: Not yet set up
contact person's email address: technical@example.com

contact person's phone number: +1-408-555-1234

street address: 1234 Picaboo Street, Any city, Any state, 12345
customer ID: ExampleCorp

contract ID: X123456789

site ID: SantaClara

source ip address: Not yet set up

source interface: GigabitEthernet0/0

Mail-server[l]: Address: 192.0.2.1 Priority: 1
Mail-server[2]: Address: 209.165.202.254 Priority: 2
http proxy: 192.0.2.2:80

aaa-authorization: disable

aaa-authorization username: callhome (default)
data-privacy: normal

syslog throttling: enable

Rate-limit: 20 message(s) per minute

Snapshot command[0]: show version
Snapshot command[l]: show clock
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Available alert groups:

Keyword State
configuration Enable
crash Enable
environment Enable
inventory Enable
snapshot Enable
syslog Enable
Profiles:

Profile Name:
Profile Name:
Router#

campus-noc
CiscoTAC-1

Router# show call-home detail

Current call home settings:
call home feature enable
call home message's from address:
call home message's reply-to addr

vrf for call-home messages: Not y

contact person's email address: t
contact person's phone number: +1
street address: 1234 Picaboo Stre
customer ID: ExampleCorp

contract ID: X123456789

site ID: SantaClara

source ip address: Not yet set up
source interface: GigabitEthernet
Mail-server[1l]: Address: 192.0.2.
Mail-server[2]: Address: 209.165.
http proxy: 192.0.2.2:80

aaa-authorization: disable

aaa-authorization username: callh
data-privacy: normal

syslog throttling: enable
Rate-limit: 20 message(s) per min

show version
show clock

Snapshot command([0]:
Snapshot command[1]:

Available alert groups:

Keyword State
configuration Enable
crash Enable
environment Enable
inventory Enable
snapshot Enable
syslog Enable
Profiles:
Profile Name: campus-noc
Profile status: ACTIVE
Preferred Message Format: xml
Message Size Limit: 3145728 Bytes

email
noc@example.co

Transport Method:
Email address (es):

Call Home D&%

Description
configuration info

crash and traceback info
environmental info
inventory info

snapshot info

syslog info

router@example.com
ess: support@example.com

et set up
echnical@example.com

-408-555-1234

et, Any city, Any state, 12345

0/0
1 Priority: 1

202.254 Priority: 2

ome (default)
ute
Description

configuration info

crash and traceback info
environmental info
inventory info

snapshot info

syslog info

m
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CallHome 2> 7 « ¥2 L—> 3 viggoxx® ]

HTTP address(es): Not yet set up

Alert-group Severity

configuration normal

crash normal

environment debug

inventory normal

Syslog-Pattern Severity
. *CALL_LOOP.* debug

Profile Name: CiscoTAC-1
Profile status: INACTIVE
Profile mode: Full Reporting
Preferred Message Format: xml
Message Size Limit: 3145728 Bytes
Transport Method: email
Email address(es): callhome@cisco.com
HTTP address(es): https://tools.cisco.com/its/service/oddce/services/DDCEService

Periodic configuration info message is scheduled every 14 day of the month at 11:12

Periodic inventory info message is scheduled every 14 day of the month at 10:57

Alert-group Severity
crash normal
environment minor
Syslog-Pattern Severity
. *CALL_LOOP.* debug
Router#

Router# show call-home alert-group
Available alert groups:

Keyword State Description
configuration Enable configuration info
crash Enable crash and traceback info
environment Enable environmental info
inventory Enable inventory info
snapshot Enable snapshot info
syslog Enable syslog info

Router#

Router# show call-home mail-server status
Please wait. Checking for mail server status

Mail-server[1l]: Address: 192.0.2.1 Priority: 1 [Not Available]
Mail-server[2]: Address: 209.165.202.254 Priority: 2 [Available]
Router#

Router# show call-home profile all

Profile Name: campus-noc
Profile status: ACTIVE
Preferred Message Format: xml
Message Size Limit: 3145728 Bytes
Transport Method: email
Email address(es): noc@example.com
HTTP address(es): Not yet set up
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Alert-group Severity

configuration normal

crash normal

environment debug

inventory normal

Syslog-Pattern Severity
. *CALL_LOOP.* debug

Profile Name: CiscoTAC-1
Profile status: INACTIVE

Profile mode: Full Reporting

Preferred Message Format:

xml

Message Size Limit: 3145728 Bytes

Transport Method: email

Email address(es): callhome@cisco.com
HTTP address(es): https://tools.cisco.com/its/service/oddce/services/DDCEService

Call Home O |

Periodic configuration info message is scheduled every 14 day of the month at 11:12

Periodic inventory info message is scheduled every 14 day of the month at 10:57

Alert-group Severity
crash normal
environment minor
Syslog-Pattern Severity
+cALL_TooR.x dgebug

Router#

Router# show call-home profile campus-noc

Profile Name: campus-noc
Profile status: ACTIVE

Preferred Message Format:

xml

Message Size Limit: 3145728 Bytes

Transport Method: email

Email address(es): noc@example.com
HTTP address(es): Not yet set up

Alert-group Severity
configuration normal
crash normal
environment debug
inventory normal
Syslog-Pattern Severity
.*CALL LOOP.* debug

Router#

Router# show call-home statistics

Message Types Total
Total Success 3
Config 3
Crash 0
Environment 0
Inventory 0
Snapshot 0
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Call Home 077+ L h&E [}

SysLog 0 0 0
Test 0 0 0
Request 0 0 0
Send-CLI 0 0 0
Total In-Queue O 0 0
Config 0 0 0
Crash 0 0 0
Environment 0 0 0
Inventory 0 0 0
Snapshot 0 0 0
SysLog 0 0 0
Test 0 0 0
Request 0 0 0
Send-CLI 0 0 0
Total Failed 0 0 0
Config 0 0 0
Crash 0 0 0
Environment 0 0 0
Inventory 0 0 0
Snapshot 0 0 0
SysLog 0 0 0
Test 0 0 0
Request 0 0 0
Send-CLI 0 0 0
Total Ratelimit
—-dropped O 0 0
Config 0 0 0
Crash 0 0 0
Environment 0 0 0
Inventory 0 0 0
Snapshot 0 0 0
SysLog 0 0 0
Test 0 0 0
Request 0 0 0
Send-CLI 0 0 0

Last call-home message sent time: 2011-09-26 23:26:50 GMT-08:00
Router#

Call Home O T 7 4 JL FEETE

W DFEIZ, CallHome DT 7 4 /v FREZRLET,

% 21: Call Home T 7 + )L FRTE

NS A—=5 T4 b
Call Home H¢FED 2 T — & R T4 —T
2—HWEXETE T A NDAT—H A Active

EREHLDL ATTAC 1 7 7 A /LD A5 — |Inactive
B A
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B 7o—rvr—Jomsrrsreazr

NS A—4 TIAIE
Rk Ik BIA—N
AyE—=YDT =~y hFAT XML

QT FRAR, Ya—hTFXF AN, F£7-13(3,145,728
XML TEEEIND A =V DA >

=YY A X

77— hIN—=TDAT—H A R—=T IV
CallHome A vt —Y DO EZ 7 ¢ (HEHKME) |Debug

L& VM

1 ICEET DA v =D L— MR 20

AAA Authorization F A4 =T
Call Home @ syslog A vt — Ay hU v |4 32— )b
e

T—=8 TITAN— L L FRHE

75— I IL—TDREIA A FEOATUFR

CallHome &8 A X2 MIT 7 — b NV —TI5EI, &7 7— b 7 A—712i&, A XUk
FARFICET SN a~v 2 RRFID S ToRET, IRiEEIND A vE—ViZida~y KON
GENET, WOETIE, BT T— b I A—FICGENLEEA N MR LET, 75— F
TN—TDEARX DOV ETT 4 (EKRE) &, FEf7shdavr RbRLET,
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= 22:CallHome 75—k JIL—T, 4RV b+, BLUVENE

75—t L—ForBsAvreazo k|

75—k 4 J)L— |CallHome &2E4A |Syslog 1 N> kb |YEST 4 (BEX|HBALLUVETE

7 ~v b ) h&avy R

Crash SYSTEM_CRASH |- - YT =T T
AR
HANRU R,

The following
commands are
executed:

show version
show logging
show region
show inventory
show stack

crashinfofile (Z
D<= KX
crashinfo 7 7 A /V
ONEZFRRLE
+)

TRACEBACK

VTR =T Dk
L—Z2 RNy A
VN i AP
7

The following
commands are
executed:

show version
show logging
show region
show stack

Cisco8300 ) —X X1 F7I—F VYT b7

BV |



Call Home OB |
B 75-ror—Jormrrs reazok

7Z— bk F)L— |Call Home #2&1( |Syslog 1 N>k |YEST«4 (EX|FHASIUETS
7 Yk ) hdavv kK

=4

A MBI
La—HHER S
Te B3R,

The following

commands are
executed:

show platform
show inventory

show
running-config all

show
startup-config

show version

b
i
\
\
\

ER, 772, iR
ET T—LlxED
BiEv Y
FRICEHE B A X
Vb,

The following
commands are
executed:

show environment
show inventory
show platform

show logging

- - SHUT 0 BT = 4 70
Vyy NV E
BIA L E L7,

_ - ENVCRIT 2 TR F 7 1
EMEN T VT 47
e LEVMEZ R
ZFE LIz,

_ _ BLOWER 3 MBI DT 7
kLA 320N,
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| call Home D3 E
75—t L—ForBsAvreazo k|

73—k Z)L— |Call Home &£E 1 |Syslog 1 N> b | YEST 4 (EX|GHASIUVETE

7 Ry bk &) hdavwo K

_ _ ENVWARN 4 TR F 7= 03B R
TEEIVESE L&)

EEBLZELE,

_ _ RPSFAIL 4 PRI bR L 7=
Fr RARHY F
7,

_ ENVM PSCHANGE 6 BIRGL DEHE

_ _ PSLEV 6 EIIREED L H

_ - PSOK 6 IR IEH B E
LTW5 k5T
7,
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. Fo3—rIL—TOREBA A bEaTU R

7Z— bk F)L— |Call Home #2&1( |Syslog 1 N>k |YEST«4 (EX|FHASIUETS
7 V2 ) hdavv kK
Inventory - - -
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75—t L—ForBsAvreazo k|

75—k JJ)L— |CallHome #2811 |Syslog A X2 b |SETT 4 (BEX|GBASIUVERTS
7 Yk ) hdavv kK
Inventory A7 — %
A%, =y bR
a—/)L K 7—h
Shi%Ga

FRU 23N E 72
BTNV el
BIZHEESND,
I, EARTIE
RNA R N ER
RSk, EEIEA
T R TR
EWEREND

FEA4E— N CEE
SNDHTXTOA
RN Ay
=L TV
E— N THESN
DT NE A
MU Avt—
VIR LTHEITS
nsra<r R
show diag all
eeprom detail

show version
show inventory oid
show platform
TV — KT
EEIND 7L
AR
A=z x L
TETSND =~
R

show platform

show diag all
eeprom detail

show version
show inventory oid
show bootflash: all

show
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Call Home OB |

T53—hTNL—

Call Home &2 &1

Ry b

Syslog 1 N2k

BB KUERTS
hdavo kK

data-corruption
show interfaces
show file systems

show memory
statistics

show process
memory

show process cpu

show process cpu
history

show license udi
show licensedetail

show buffers

HARDWARE
REMOVAL

REMCARD

H— RHAAay |k
%d NHEY AL S
N, Ao ¥ —7=
AAWT 4 &—7
T 5Tz,

HARDWARE
INSERTION

INSCARD

F— KPR A| v b
%d A S E
Lz, BEEA
H—T A AL
vy hF UL
£7

Syslog

syslog (2 & 7 Fids
SINHAN b

The following
commands are
executed:

show inventory

show logging

SYSLOG

LOG_EMERG

AT AHMEHAR
Al RE 72 R TE,

SYSLOG

LOG ALERT

IS5 op AN/

SYSLOG

LOG_CRIT

GRATRARDLTT,
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| call Home D35

rvt—vonz ||

7Z— bk FJL— |Call Home #2&1( |Syslog 1 N>+ |YEST«4 (EX|FHASIUETS

7 Ry bk %) ndav kR

— SYSLOG LOG_ERR 3 T Z —IRRETT,

- SYSLOG LOG_WARNING |4 IR

- SYSLOG LOG NOTICE 5 ERTENE R
fE,

— SYSLOG LOG_INFO 6 EH

— SYSLOG LOG _DEBUG 7 F Xy T L~
Av—,
TANAvE—

The following
commands are
executed:

show platform
show inventory

show version

AytE—CNDAR

ZITHEH T IN—T A=V ORNEFOEXERT W ODOEERLET,

RORIZ

£23:3—FTFXERMAVE—CDRR

a—hFTFXFARAvE—VONR T 4 —IV FERLET,

T—4RIHH 5 BA
T34 A ID BRESNTZT A AL
HEEA # 7 HEA R FNDEA L AEZ S

=7 R A v E—

>

EE A N O HE R (GREE)

T T — LADBRASE

VAT A AvE—VICEHINS LT — L

WRDOFIT

VTR TOB Y S TRRA R A yE—UE XML A vy E—VICdAE

BT HONET 4 —/V K

%%LiTo%m@77~b7w—7f/t—vulﬁ®74—wki\A%74—wk®
BN A SN E T, HARA » MIFEIORLTWET,
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RAUOVTTFERAYE—CEXMLA v E—SFTRTIZTHBO T4 —ILE

Call Home OB |

T—4EE (FL—r TFX
b & & U XML)

BB (FL—r THFRRARE &
U XML)

Call-Home » v +— 424
(XML @ &)

Time stamp

ISO FFZIZRFE (YYYY-MM-DD
HH:MM:SSGMT+HH:MM) =
XA INOANE XA L
AH T

CallHome/EventTime

A wv—T4

A= D4R, BRI
AR NLDY A NIT T—
N7 N—T OfEI A X R &
a<w R (2908—) [ IRE
ncTnEd,

Ya—hFTFAMAvE—Y
DIGHE DI

Ao —T XA

[Call Home] % ¥&8/E.,

CallHome/Event/Type

Message subtype

BEDAyE— A7
full, delta, test

CallHome/Event/SubType

Aov— T)—F

lreactive| ZIEE, T 7 4 /v
M Treactive] TH D=,
{5,

Long-text A & — U Hi [

eI (ERE)

Ayt —UOVETT 4 (HE
KE) (Ave—TVEZ
T4 (ERE) LEWE (262
~=) EZH)

Body/Block/Severity

B
i)l
=
o

J—7 7ua— T bk
BT o2 A7, —i%
W7 7 I U4 TT,

Long-text A & — Y HH
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rvt—vonz ||

T—4EB (FL—r TFR
k& & U XML)

BB (TL—r TR MEL
U XML)

Call-Home » v t&— 424
(XML @ &)

T34 A ID

Av—VEARTHZ R
7734 A® Unique Device
Identifier (UDI) , A vt&—
N7 77V w7 AA v FITH
BTHRWNGEE, 207 4—)b
Fixz=E, B,
type@Sd@serial,
stypeld, Ny L—r
IDPROM 7> 5 O HL S, Y
E.
@ IZXYIY LT,
«SdixC T, U7/ ID
Exr— VU TNEE
ELTRELET,
- serial 1%, Sid 7 1 —L K
WL TBIENDE S
<7,

f : CISCO3845@C@12345678

CallHome/CustomerData/
ContractData/Deviceld

B AR <— 1D

PHR— K F— R TH
FIE O OO ID I S
NAHEF 7 arDa—FRE
AIRETR T 4 — L N

CallHome/CustomerData/
ContractData/Customerld

A% ID

PR—h H—tRICLSTH
FIE R OO ID I S
NHF7arDa—RE
AIREZR T 4 — L N

CallHome/CustomerData/
ContractData/Customerld

# A ~ID

VAaPEgE LY A MIDE
T2EBOYR—  —E R
Lo TEWRD® D Z DD
TN S AT V3
Y DO—YERIEFRER T 1 —
VR

CallHome/CustomerData/
ContractData/Customerld
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Call Home OB |

T—4EB (FL—r TFR
k& & U XML)

BB (TL—r TR MEL
U XML)

Call-Home » v t&— 424
(XML @ &)

Server ID

Av—UNT77T7 Vv s A
A v TFNLERSNTWDY
f. THTAAL v FOEAF O
T34 21D (UDI) ,

stypeld, Ny 7 FL—r
IDPROM 7> & D # 5 oAl
%o

« @ ITXYIY FETY,

+SdiFC T, ¥UTNID
By —v VU TNVER
& LTHRIE L ETS

e serial I%, Sid 7 1 —/L
Lo CHAI S NS E
<.

f : CISCO3845@C@12345678

QU TRARNRAE-TD
a0,

A — 0

T T — 2P D M I,

CallHome/MessageDescription

F RS R4 AR " R4AETSH ) — R, | CallHome/CustomerData/
ZHIE. FAAL ADEA R SystemInfo/NameName
<,

Y4 ARy REAEFO ) — Rz | CallHome/CustomerData/

T AREORIWE bR e
EEEZR

SystemInfo/Contact

MG E A —L

D=y FOEKLETH D
NPDOBFA—IV T RL A,

CallHome/CustomerData/
SystemInfo/ContactEmail

D=y FOERKETHD
N O R

CallHome/CustomerData/
SystemInfo/ContactPhoneNumber

Z D=y MIEE L7~ RMA
i DREAH AT &2 R Al L C
WAHLE T a7 44—
[N

CallHome/CustomerData/
SystemInfo/StreetAddress

ETINV4

N—FDET N, ZivTH
W77 2 ULDO—ERTH B [E
HETFILTT,

CallHome/Device/Cisco Chassis/Model

U TIINEE

2=y POV =DV IT
IV

CallHome/Device/Cisco_Chassis/
SerialNumber
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rvt—vonz ||

F—AmEE (FL—rTFR
k& & U XML)

BB (TL—r TR MEL
U XML)

Call-Home » v t&— 424
(XML @ &)

v — v DOEHmE S

T —DEETECTVE

=

CallHome/Device/
Cisco_Chassis/Additionallnformation/
AD@name="PartNumber”

System object ID

VAT N —BICHET 5 v
AT NI T2 ~ID,

CallHome/Device/
Cisco_Chassis/Additionallnformation/
AD@name="sysObjectID”

AN

N
N
ot
B
&

BRI R T NA AD Y AT I
A,

CallHome/Device/
Cisco_Chassis/Additionallnformation/
AD@name="sysDescr”

WDOERIT, BEDT T— I N—T A b= ICEHAEDHANT 4 —)V RERLET,

N\

GE)

LHENHY £,

ZOT7T—= A= L THEBO a2~ FRFEITSND L IROT 44—V RRRY RS

RBBEDTS— M IL—TAVvE—ICEAAERPEAT 4 —ILE

o< N4 FEiTENT-a~r ROEM: | /aml/Attachments/Attachment/Name
i,

Wt 5 4 T 9F AL RO A7, i | faml/Attachments/Attachment@type
H 1L “inline”,

MIME % A 7 WH L, "text", "plain", F7- |/aml/Attachments/Attachment/

WX EALH A T DUV I,

Data@encoding

2wy RIHATF A b

HEIZFE TS Nnma~v > K
ot (TI— T N—TD
EE A X hEawr R (290

/mml/attachments/attachment/atdata

~—=) EZR)

WDOFRIZ, LI A v— (TAC 7 —AZ ML THU AT AEE) LPHMAvE—T
(VAT INRT =< ADKTEFI SR ZTAEEEOH HMHE) ITHAINDINET 4 —/b

FZzrRLET,

R26: AU FEEFHHAAAY Ay E—DITHASNE T —IL R

F—4AmEE (FL—rTFR
k& & U XML)

BB (TL—r TR B L
U XML)

Call-Home » v t&— 424
(XML @ &)

X —TDN— KT T N—
g v

X —TDN— KR T N—
g v

CallHome/Device/Cisco_Chassis/
HardwareVersion
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F—4AmEE (FL—rTFR
k& & U XML)

BB (TL—r TR MEL
U XML)

Call-Home » v t&— 424
(XML @ &)

A== R P T 2= D
VI NI T R—= g

PN 7 b 2T N—=T g
Ve

CallHome/Device/Cisco_Chassis/
AdditionalInformation/AD@name=
“SoftwareVersion”

HED B D FRU D4 i

AR A=V ERERL
TWAEED FRU D4 i

CallHome/Device/Cisco_Chassis/
Cisco_Card/Model

HEDOHLHFRUD LY T ILE
%

fiEZE - L7=-FRUDY I T
VS

CallHome/Device/Cisco_Chassis/
Cisco_Card/SerialNumber

DB % FRU ORLGLE 5

RIfEZ# = L72 FRU O L&
%

CallHome/Device/Cisco_Chassis/
Cisco_Card/PartNumber

FRU 2 & v b

ARV N AyE—UF4RKL
TWAFRU DA E v hEE

CallHome/Device/Cisco_Chassis/
Cisco_Card/LocationWithinContainer

FRUN— R =7 N—= g

M4 Z L7 FRU D/N— R
TxT N—=Ta

CallHome/Device/Cisco_Chassis/
Cisco_Card/HardwareVersion

FRUYZ N7 =7 N—=T g

R Z £ = L 7= FRU TEi{E9
HIT NI 2T N—=Tg

CallHome/Device/Cisco_Chassis/
Cisco_Card/Softwareldentity/
VersionString

ROFIZ, A _X PV Ay E—=VITHHASNONETY 4 —/V e RLET,

R AVR—RV P ARV Ay E—DOBBAT A —ILF

T—2EE (FL—r T%X
b & & U XML)

B (TL—r TR B &
U XML)

Call-Home * vy t&—< 24
(XML D &)

VX —TDN— R =T N—
vayr

T —TDN— Ry T N—
var

CallHome/Device/Cisco_Chassis/
HardwareVersion

D AL AY A V1)
VT R T RN—=T g

LY 7 b =T N—=T s
Ve

CallHome/Device/Cisco_Chassis/
Additionallnformation/AD@name=

“SoftwareVersion”

FRU name AR N AvE—U% 4Rk L | CallHome/Device/Cisco Chassis/
TWAREE O FRU D4 B Cisco_Card/Model

FRU s/n FRU DU 7L EE CallHome/Device/Cisco_Chassis/

Cisco_Card/SerialNumber

FRU # 5 3& =

FRU 0 # 5L 2& =

CallHome/Device/Cisco_Chassis/
Cisco_Card/PartNumber

FRU A2 v k

FRU D A1 v h&&E

CallHome/Device/Cisco_Chassis/
Cisco_Card/LocationWithinContainer

FRUN— R =7 N— g

FRUD/N— R =7 N— g
N

CallHome/Device/Cisco_Chassis/
CiscoCard/Hardware Version
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| call Home D&

rvt—vonz ||

T—REBR (FL—r 7FX |HH (TL—rTFX FE & |Call-Home A v +&—2 25

k& & U XML) U XML) (XML D &)
FRUY 7 F Y7 =7 N"— 3 > |FRU ETEIEL T % Y 7 | | CallHome/Device/Cisco_Chassis
VT =g /Cisco_Card/Softwareldentity/
VersionString

Cisco8300 > ') —X X2 7IL—3 VI LI THREHAAK .



Call Home D E |
B oe—vons

i Cisco8300> ) —X £Fa17IL—48 VYT rYTTHREHAFE



.18
=5 =0

Cisco iR —ERXR EDa—ILBLURY
KkD—H A A —DITARED2—ILD
&1

J—Z L Cisco il —E A Y 2— LB L NCiscory hT—I A v X —T 2 A AFEV 2—
b (NIM) ZHR—FLTWET, ZHbDEY 22—, THFEZ (ZFx V7 H—F) &ff
HALT, =20 ZESFEhAmy MIEESINET, FElICOVWTIE, RO~=a T VEH
LT 7EE0,

» Hardware Installation Guide for Cisco 8300 Series Secure Routers

ZOEOAFIL, RO LB TT,
«CiscoV—EREV 2= LBIRRy hNT—0 f v —T 24 ZAFY 22— VT HIEH
(305 ~2—3)
e HR—FENDHEY 22— (306 <—)
e R NI =T A H—T 2 A AFD 22— LEPES—E X 2—L (306 2—)
« 7Ty N7 F—ALTOSMBIONIM OEA (306 2—)
CEV A B, =T o ADFEH (311 =)
« REH (312 2—)

Cisco H—ERXREVA—ILBELUARYNT—O LR —
T4 R EDa2—I)LIZBHT B1EFH

N—HFE, T—=FT 7 F Y ITHAPAENTWBEY 2 — )VEFMELER LT, FR—1rZh
TWACiscoth—EAEY 22— (SM) , Xy NT—7 A F—T 2 A ZAETa2—/L (NIM)
BLOPIM GERLAREA v ¥ — T oA AEVa—/L) HRE. B, HIELET, ZoHF LN
— (b ENT-ED 2 — LEHEEIC LY . AT LADTRTOE 22— )VE, FOXATRH
B & NTEBIRICIGR O A THIES KO TE T, —Z THAR— I DT D Cisco
PEV—EA TV 2=V ERy NT—T A H =T 2 f ATV 2—/LiE, BHEIP 7o Far

Cisco8300 > ') —X X2 7IL—3 VI LI THREHAAK .



Cisco JhiiRT—ER EV21—AELURY FT—V A V2—T (X EL2—LOEE |
B s+ rxhzesa—n

ZHEALTHRA M L= LBELET, CiscolOS V7 b =Tk, BV a2—/LEOU #Hx
ICRET — % S2EEEHEHALET,

e HR—FENAHBET 22— (306 2—)

Ry RT—T B —T 2 A FTa—)LEPEF—ERAET2— (306 2—3)

HR—brSNbED21—IL

Cisco8300 >V —X X a7 N—F THR—FENDA U F—T oA ABLNEY 2 — /IO
W CiZ. [Hardware Installation Guide for Cisco 8300 Series Secure Routers] Z# &M L T 72 &0,

2YRT—D AR —DTD A RED1—I)LEYREY—E
AE1—)IL

PR—-FENTWARY NT—T A2 B —T 2 RAFV 2 — LY —EREY 2 — /LD
IZOWTHE, Cisco 8300 Y —R X 2T —FDFT—Z L — E2BRLTLIEEN,

T759 b T74—LTOSMEIUNIMDEA
cEVa— VT AT DAL= (306 2—)
*SM & NIM DA A b—/b (307 =—2)
o IV Y — VR E T2IE Telnet IREATHDE Y 22— /L ~DT 7 A (307 <—)

ARy hATU > (OIR) (307 X—)

EDaA—IINTr7r—LozT7OEAIO—F

Y= REV 22— NVEEHTE LT DIT0E, V—HFTEVa— VT 7y —AhUxT Za—
KT DMERHY FT,

Ty =AU T EE T a— RTA720, Y 2 —ViENEeth0f ¥ —7 = A A& N LT
RP ([Z#e LET, ®ANC, EY2—/LIZBOOTP Z A LTHHDIP 7 RLAZEAE L £7,

F/2, BOOTP |3A A—Y DX v rua— KiZfEDiLd TFTP — 307 R LA Lt LE 7,

A A=UNa— RS, EVa2—nEEi&nz%, Y= —/VEDHCP 2/ L CEITHDOA
A—=IDIPT R AL L E T,

i Cisco8300> ) —X £Fa17IL—48 VYT rYTTHREHAFE
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| Cisco#ify—ER ELa—AELURY FT—H A VE—TIA R ES1—LOER

SMENMODA VR B—)L

SN OV T

and Removing NIMs and SMs] #ZH L T 7230y,

smenmaos oz b—u ]

[Hardware Installation Guide for Cisco 8300 Series Secure Routers)] @ [lInstalling

VY —IILEGEEE Tenet BFHTDED 2—ILADT7 IR

TV 2T 7 AT DI, ZORNILV—F a2 —)LE 721 Telnet & H TH A b L—
FIHRE T DMER DY T, V—FITHERLIEDL, BV 2 — MRS TS F Ty b
A—H Xy b A H—T 2 A ATIPT RLRAEZHRETHLENDH Y £9, L—H L THiHE

EXEC *&— FC hw-modulesession =~ R LT, £V a—L~DkEyva &AL

£,

EY a— b ~OER A MESLT HI1Z1E, Telnet /23X =27 =/ (SSH) ZHHL TL—#
JL— % | THiME EXEC &= — R T hw-module session slot/subslot =~ >
AL T, A v TF~Dvy g ZRRBLET,

WROFREF MM LT, e LET,

gL — R L.

/R
—g—O

Router# hw-module session slot/card
Router# hw-module session 0/1 endpoint 0

Establishing session connect to subslot 0/1

WIZ, F—7AR— KTCtrl-A 2 L7=%IZ Ctrl-Q ZH L T,

THH R L ET,

type “a’*q

picocom vl1.4

port is
flowcontrol
baudrate is
parity is

databits are

escape 1is
noinit is
noreset is
nolock is
send cmd is

R~y X7 w7 (OIR)

: /dev/ttyDASH2

: none

: 9600

: none

: 8

: C-a

1 no

1 no

1 yes

: ascii xfr -s -v -110
receive cmd is :

rz —-vv

hw-modulesession =< R&{FEA LT —Z bt v va U EBGT 502~ LE

N—Znbtya ek T

J—Z L Cisco il —E ATV 2— LB L QNCiscory hT—I A v H—T 2 AFEV 2—
NOIEMEK (OIR) VAR —hLTWET, OIRBEREZMH L T, RDIEEEZFEITTEET,

Cisco8300 > —X X7 L—42 VI ryz7EEAIF |
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B = - rosumnoen

\)

Cisco JhiiRT—ER EV21—AELURY FT—V A V2—T (X EL2—LOEE |

6=

N—H T 2—VDOIREVR—FLETR, TEVa2— DRy NI A—T LRy b1V
Y=g F T R— L TWERTA, FATIPERYATHIIZ, ZNHEDET2—/LTHT
T4 T EEIELTIEEN,

o BV a2 — /LOIEMSRE O ¥R (308 X—)
cEVa—/LDIET VT 4 T (308 X—3)

BB a<w L FE—FRTOEV 2 NVEBLIOS VX2 —TxA ZADET 7T 474 (309—

)

e EVa—VOET T 474k (310 X—)

cEV2—NDIT 7T 4 TB LT 7T 4 THEORER (310 X—2)

ED 21— IILDEEHRIRD %R

JL—H TlE, BEINTWARIOEY 2—LORY 4 LICER e . B 2 — VOiEMTEHK
(OIR) MY R—=FEINTWET, 2F0, TIT AT REV 2a—)VENL—Z|IZEEL-FE
T, HOFEY 2—NENTNrOYT2ey SRV ATZENTEET, TV a2—LEEH

HICAWT B TENLRWEGEESIL, VY7 Ay M7 I 7 7 45— 7 Lb— M2 TEY T
TLIEEN,

EDaA—IDETY T4 Tk

TV a2, = DLRVATENCIET 7T« 7T HHERH Y £, IEFICHET 2
7 4 712 5121, EXEC £ — F T hw-modulesubslot slot/subslot stop =~ > R&E4T L £,

\}

GE)

EFVa—LOOIREZHERFLTWD EXIZIE, BT a—NEET 7T 4 7T DRNCEA 7 —
TxA RAE@BNCYv v b XU TALETHY £ A, EXEC E— KT hw-module subslot
dot/subslotstop 2~ R&EFATTHE, A VX —T A ADNT 7 v 7 PNHBWITEIEL,
OIR A CEY a— N IZINEDA U F—T A ANIET 7T 4 7T ENE T, [AkE
IZ, OIR DRIZEY a2 — VDA B —T =2 A AZAHBIZHEET 208 XH 0 A,

WORFITIX, showfaclity-alarmstatus =~ > FZFEH LT, £V 2 — AR AT ANBED 44
ENTZREETI VT A INT T—BNERINDINE I D EfR L ET,

Router# show facility-alarm status
System Totals Critical: 18 Major: O Minor: 0

Source Time Severity Description [Index]
Power Supply Bay 1 Sep 28 2020 10:02:34 CRITICAL Power Supply/FAN Module
Missing [0]

POE Bay 0 Sep 28 2020 10:02:34 INFO Power Over Ethernet
Module Missing [0]

POE Bay 1 Sep 28 2020 10:02:34 INFO Power Over Ethernet

i Cisco8300> ) —X £Fa17IL—48 VYT rYTTHREHAFE



| Ciscothdfy—ER EL2—LELURY FT—I A VEA—TIA X EL21—LDEE
B45ITY FE—FTOEV1—AELUA 05—z 1 20%7 27171t ||

Module Missing [0]

GigabitEthernet0/0/2 Sep 28 2020 10:02:46 INFO Physical Port

Administrative State Down [2]

GigabitEthernet0/0/3 Sep 28 2020 10:02:46 INFO Physical Port

Administrative State Down [2

xcvr container 0/0/4 Sep 28 2020 10:02:46 INFO Transceiver Missing -

Link Down [1]

TenGigabitEthernet0/0/5 Sep 28 2020 10:02:54 CRITICAL Physical Port Link Down
[1]

TenGigabitEthernet0/1/0 Sep 28 2020 10:03:26 INFO Physical Port

Administrative State Down [2]

GigabitEthernetl1/0/0 Sep 28 2020 10:07:35 CRITICAL Physical Port Link Down
[1]

GigabitEthernetl/0/1 Sep 28 2020 10:07:35 CRITICAL Physical Port Link Down
[1]

GigabitEthernetl/0/2 Sep 28 2020 10:07:35 CRITICAL Physical Port Link Down
[1]

GigabitEthernetl1/0/3 Sep 28 2020 10:07:35 CRITICAL Physical Port Link Down
[1]

GigabitEthernetl/0/4 Sep 28 2020 10:07:35 CRITICAL Physical Port Link Down
[1]

GigabitEthernetl1/0/5 Sep 28 2020 10:07:35 CRITICAL Physical Port Link Down
[1]

TwoGigabitEthernetl1/0/16 Sep 28 2020 10:07:35 INFO Physical Port

Administrative State Down [2]

TwoGigabitEthernetl/0/17 Sep 28 2020 10:07:35 INFO Physical Port

Administrative State Down [2]

TwoGigabitEthernetl1/0/18 Sep 28 2020 10:07:35 INFO Physical Port

Administrative State Down [2]

TwoGigabitEthernetl1/0/19 Sep 28 2020 10:07:35 INFO Physical Port

Administrative State Down [2]

xcvr container 1/0/20 Sep 28 2020 10:04:00 INFO Transceiver Missing -

Link Down [1]

xcvr container 1/0/21 Sep 28 2020 10:04:00 INFO Transceiver Missing -

Link Down [1]1]

\)

GE)  ELWHETZT 4 TMEDORICEY 2— NV EROVALISEAETH, 2V T 4 0T 77— (Active
Card Removed OIR Alarm) MAERKENET,

BEL5aATVFE—FTODEDA—ILULELUVAVEI—T A ADET Y T4 71k

WOWNT D E— KT hw-modulesubslot =2~ > RZEH LT, £Pa2—1VEZ2DA 0 H—
T2 A A&BIET VT 4 TITTEET,

1. hw-module subslot dot/subslot shutdown unpowered

Jua—s)L a7 4 F 2 b—3 3 E— KT hw-module subslot sot/subsiot shutdown
unpowered 2~ REFITLCEY 2 — Ve ZDA X —T 2 A A% T 7T 4 72T 5H
BT V=B EMEY) T L THE2—ART = LARAVWE D ICREEZLEET L2
ENMTEET, VE—FEANCHRBEIN TV EYa—LE T Yy MU UTHILENRD
LA, V—HDY T — MRHIEY2a— VR ABIZT— LAWK IZTHIE, 20
A~ RBEIEBLET,

Router (config) # hw-module subslot 0/2 shutdown unpowered

Cisco8300 > —X X7 L—42 VI ryz7EEAIF |



Cisco JhiiRT—ER EV21—AELURY FT—V A V2—T (X EL2—LOEE |
. EDA-ILOBTIT 4T

N—HDEEDAT y hBXUOW T Ay MIEESNTWAEY 2a—NVEFET I T 47
ZL¥ES, 22T,

edot: EVa—AREESN TS Yy —v Ay MESERELET,
esubglot : BV 2= A REEINTVWDH Y Y —v DY T Any hESEEELET,
e shutdown : FJEEL-EVa— &y y MU LET,
sunpowered : FATAL T 4 Fal—va yNHEVa— DT RTOL X —T = A
ZEHIEL, T 2—LOBREA 7IZLET,
2. hw-module subslot dot/subdot [reload |stop |start]

EXEC *&— K T hw-modulesubslot slot/subslot stop =2~ > R&FEH4 5 &, £¥ 2 —/LNIE
WYYy M ENE T, hw-modulesubsiot slot/subslotstart =@~ > K& 34745 &
EFEVa2—ANY T —FENET,

Router# hw-module subslot 0/2 stop

BEODAr Yy hBIOYTAny MIEFEINZEY 2a—NEET 7T 4072 LET, 2
Z T,

edot: EVa—ARNEEINTWLI Y y—v Ay NEEBEEBELET,
ssubdlot : EV a2 — A REEINTWDEYYy—vDV T A0y NEEEREELET,
erdoad : BELEEVa— A5 EIELTHLHFEHLET,

estop : EV 2= ANLTRTOAS U F—T oA AEHIRL, £V a—VOEREA T
W LET,

sstart : FEED ATy MIMBIIZEE SNT-E Y 2 — VOGS L AR, £V 2—L
DEREAANLET, EV2— NV 77— 02T NI T7—FL, BV 22—/ 481k
= U ARH IOMd 3 & OF Input/Output Module daemon  (I0Sd) 7 &2 A CTHET S
NET,

EDa2-ILODBTI T4 71k

hw-modulesubslot slot/subslotstop =~ > R&fEH L CTEY 2 — V2T 7T 1 7T LT2&RIT,
OR ZFATETICE Y 2a— NV EBT 77 4 7T 2123, ROWTFhrDa~r e (K
EXEC E— RFT) fEHLE,

* hw-module subslot slot/subslot start

« hw-module subslot slot/subsiot reload

FEDA—IWDETI T4 TIELXUVT Y T4 TILOHESR

EVa—NEIIT VT 47T DHE, JMETDA L HX—T A RAEIET 7T 40 71220 F9,
FDIH, ZNbDA X —T7 x4 Al showinterface 2~ RO AIZERENR LY F
bé‘o

i Cisco8300> ) —X £Fa17IL—48 VYT rYTTHREHAFE



| Cisco#ify—ER ELa—AELURY FT—H A VE—TIA R ES1—LOER
Eva-—LbsUrva—Tz1205E ||

1. BV a2 BT IT 4 TRl E ) D EHRT HI21E, R EXEC 27 4 ¥ =
L — 3 F— KT show hw-module subslot all oir =~ > K& AS) LE T,

iR 3 5 E ¥ = —/LIZxf)i L7z [Operational Status] 7 4 —/L R&FH_E T, ROFITIE
N—BDOHT Ay b IZEEINTWEEY 2 — LNEFHE F U U RREICR> T E
j‘o

Router# show hw-module subslot all oir

Module Model Operational Status
subslot 0/0 4AM-2xSFP+ ok
subslot 0/1 C-NIM-8M ok
subslot 0/4 VDSP-CC ok

2. EVa—NANRT 7T 4 7S THEENCEEL TV D Z L 2R 5121E, showhw-module
subdotall oir =2~ K& A LT, /)"{@{ﬂ@i 9 |Z [Operational Status] 7 « —/L R{Z Tok]
ERREINDMME I TN ET,

Router# show hw-module subslot all oir

Module Model Operational Status
subslot 0/0 4AM-2xSFP+ ok
subslot 0/1 C-NIM-8M ok
subslot 0/4 VDSP-CC ok

EDAa—ILEBLVAMEA—T A ANDEE

N—HFSFEZEREV 2 NEFFR—FLTVWET, FHR—FENDEV2—LDO—E|ZD
WTH, AR —=FENDETV 22— (306—) ML TLLEEN, Va2 VEFHT 0
TATIE, EVa2— VOV Y —REZHHATELL), EVa—NzERE$TLEENTOILE
T, 20T RE, BV 2—NVORBH, Wik, 7 TIA TV MIEDABRE, AT —HX A DO
E VIR BREDERTINLEY 7,

J—% CHAR— bk &35 Small Form-Factor Pluggable (SFP) € = —/LD—E& 2D\ T,
[Hardware Installation Guide for Cisco 8300 Series Secure Routers] ¢ [Installing and Upgrading
Internal Modules and FRUs] DIEHZZE L T 7Z 30,

ZITEH, BV a— Nt H—T oA AOEBRICETAEMERE TS LET,
eV a— A HE—T A ADEE (311 2—)

EFEoaA—ILA I —T A ADEE

EV 2= VOBIRIZ, TOEYa— NV A F—T oA AHHBIOERTEET, 1
H—T A AEMIZIL, shut /21T noshut =~ > REFERALEZ 94T FOBRER, 1
H—T 2 ADREB LA V H—T 2 AL~V DORFHEFRO L R— " BEENET,

Cisco8300 > —X X7 L—42 VI ryz7EEAIF |
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&% 7 151

Cisco JhiiRT—ER EV21—AELURY FT—V A V2—T (X EL2—LOEE |

ZITE BV NVEIIRT VT4 TBIOT VT 4 7T D ER L ET,

EDA—IIEEDET I T4 Tk : Hl

FVa—NEFT VT 4TI LT, FOFEYV2—LDOIREZFITTEET, WIZ, EV2—/L
(BIRZEDOA L E—T 2 A R) BT VT4 7IZLTEY 2a—VOEREZOIMT 5627 L
F79. ZOBITIE, EV2—/HMIN—FDH T Ay FOIZEESNLTVET,

Router (config) # hw-module subslot 1/0 shutdown unpowered

EDaA—IEREDTY T 1471k :

PN 22—V 2T 77 4 T LIS/, TR 22—V ET 7T 4 7/ TEET,
OIRFEITHIZE Y 22—V FDA LB —T A ZAZIET 7T 4 T2 Lo 2881%, V—&
EHT 7T A TIT A EET a— RN EHBNCET 77« 7L S ET,

WIZ, B a—NVE&T 77 47T B0ERLET, ZOHTIEH, V—FDAay MIZHD
BT 28y FOICEYa—ARNEEINTHET,

Router (config) # no hw-module subslot 1/0 shutdown unpowered

i Cisco8300> ) —X £Fa17IL—48 VYT rYTTHREHAFE



5 19 =

ILS—IPv6 7 FL X

COFETIX, IPV6 7 RL ADHEE L | Cisco8300 >V —R F 27 /L—Z TE/LT—IPv6 T
RV AZFRET D HIEIZHOWTHHALET,
ZOEX, WOBETHEHRKINLTWET,

e E/NLT—1IPv6 7 KL A (313 X—7)

ZILT—IPv6 7 FL X

IPv6 7 FL A1, xxexxxxxx DEL212zanmy () TREULGN-—ED 16 B> Fd 16 #E
74—V RTRENET, KIZ, IPv6 7 KL ADHIE 2 >R LET,

* 2001:CDBA:0000:0000:0000:0000:3257:9652

* 2001:CDBA::3257:9652 (€ v |34 W& "] AE

IPv6 7 R L A3l E, T 2 16 EBOE D7 4 — /L FRGENTHET, IPv6e T R
ADYEEE, T, E£RIERBICH D HER LTI-16ER O 007 4 —L REENT L2012, 2
opany () BMEHEINLGZERHY ET (ZoaaidE Lz 16EROEeD 7 1 —
NRERLET) . IROKIZ, EMiSNTZIPve 7 RLADEXEZRLET,

IPv6 7 KL A 77 4 v 7 A, ipv6-prefix/prefix-length DL T, 7 KL AZER KO E »

MERET 1 7 BRI TR0 TE £, ipve-prefix (X, RFC2373 (Zit# S - CHg
THYLERHY T, ZOBKXTIE, 7 FLRIL, 16EKEEZ 168y NEATar L TREI->
THRELET, L7 4 v 7 AR, 7T RLAOEKRDERE Y hO I b, ((ERNT LT 4 v
JA (T RLVADF Yy NI —785y) MR L TV D nERET 5 108#ERE T, =& 2,
2001:cdba::3257:9652 /64 IXH#N72 IPv6 'L 7 v 7 AT,

IPv6 L=F v Xk J)L—TF 145

IPV6 =% ¥ A N7 RLR|L, B~/ —FEOH A ¥ —T =2 ADOFHHIFTT, 2=F+
AT RVARIZEEENT Ny M, FOT RLAPRTRT A VA —T = ACEEENE
j—o

Cisco 8300 >V —R X a7 —XF, ROT LA XA THYR—FLTWVET,

Cisco8300 > —X X7 L—42 VI ryz7EEAIF |



| IOPZEEEEA Y

EL5—IP67 KLR |

e suy T RLA (314 3—)

e S — LT RL A (314 2—2)

yooovwo7RKLAR

Vorna—h)uT RLRE, Vo rua—hv L7 w27 AFE80::/10 (1111111010) L2
SNz BUL64 TER DA v Z—T = A AR T HFENT 2T XTOA ¥ —T = A A% BEY
ICRETEDIPV6 L =F v A N 7 L ATY, IPv6 7 RLAMHINI 2> TWBIGE, U
Jua—) T RLRTBLT—A v E—T 24 A THEMIZERESINET,

T A= LAPESLSNDE, BT — A X —T = ADY 7 a—J T RLARE, K
A MZEoTERENTZY I a—hL T RLA (VJrrua—) 77 ¢ v 7 X FFR0::/10
(11111110 10) £ USB/— R U =7 7 RL A b HEVER S NI A % — 7 = A X+ T
i) TEHINET,

Ja—nNIL7 KL A

Ja—sLIPv6 2 =F ¥ A N T RLRZ, Za— Vv V=T 407 L7497 A, BT

x> MDD, BEIOA VF =T A ZAIDTERINET, V=T 47 T V7 47 ALPGW
MOEREGESNET, A ¥ —7 =4 ZHHT1X, BIESNT EUL64 JEXDA X —T = A A
AL C, USBNN—KRo 27 7 RLANLHEIICASRSINNEST, »—FD ) o—
R, USB/N— KR =7 7 RLUAREE I NLET,

TILS—IPV6 7 FLADIRTE

FIE

TN T—IPv6 7 RV AERETHIZIE, WOTFNEEFEITLET,

ATw 71 configure terminal

1 -

Router# configure terminal

Jao—\)Lary7 4 FXFal—aryET— REBBLET,

ATw 72 ipv6 unicast-routing

1

Router (config) # ipv6 unicast-routing

IPv6 2=F ¥ A kN T—HX Ny NOEREER A X—T VI LET,

ATw 73 interfaceCelular {type|number}

1

Router (config)# interface cellular 0/1/0

AL FG— A F—T oA AFEELET,

i Cisco8300> ) —X £Fa17IL—48 VYT rYTTHREHAFE



| Ers5—1Pve7 KLR

ATv74

ATy TH

ATvT6

ATy T

ATvT8

ATvT9

ATy 710

ATvIN

wr5—1r6 7 FL2nEE [

ip address negotiated

1 -

Router (config-if) # ip address negotiated
DA HE =T A ADIP T RLVAREMICEAESND KO ICRELET,
load-intervalseonds

1

Router (config-if)# load-interval 30
(EE) AWMHEHEROFFEIEN Sh 7 — 2 2 MOMRHOR S #fEL £,
dialer in-band

1

Router (config-if) # dialer in-band

DDR A =T L, A VR R EAXY Y T 2T2L0, MELEZVUT LA X —T = A
ABRELET,

dialer idle-timeout seonds

1

Router (config-if) # dialer idle-timeout 0

BAXYTDTA KV EZALTY N ZIRE L £,

dialer-groupgroup-number

1

Router (config-if) # dialer-group 1
BELIA =T 2 A ARBETHXAYT T I ER IN—TDOESFERELET,
no peer default ip address

1 -

Router (config-if) # no peer default ip address

WENDT 74V KT RLUAZHIBRL £,
ipv6 address autoconfig or ipv6 enable

1 -

Router (config-if) # ipv6 address autoconfig

ER

Router (config-if) # ipv6 enable

AH =T 2 A RIH L TAT— NV AREEREEFEH L2 IPv6 7 RLADHERREE A x— 7 /LiC
L. A F—TxA AZBT D IPv6 LA A 2—T M2 LE T,

dialer-listdialer-groupprotocolprotocol-name {permit |denyl|list |access-1ist-number |
access-group }

Cisco8300 > —X X7 L—42 VI ryz7EEAIF |



&
iy

B tr5—ws7rLz0

1

Router (config)# dialer-1list 1 protocol ipvé permit

EL5—IP67 KLR |

T haMlioT, 7 e Fa L ERNIER LT 78R VA FOMAEDEIZL T, &4
YNLTBEDDODEAYNE T~ RA—FT 7 (DDR) A4 Y7 VA MEEHRLET,

ATw 12 ipv6route ipvé-prefix/prefix-length 128
I

Router (config) #ipv6 route 2001:1234:1234::3/128 Cellular0/1/0

AFv 713 End
& -

Router (config-if) #end

ra—N\)Lary7 4 Xal—vay B—RIEDFET,

1

wOFIE, NIM-LTEA-EA 3 L UINIM-LTEA-LA E 2 —/L D& /LT — IPv6 DX EZ

ARLTWET,

Router (config) # interface Cellular0/1/0
ip address negotiated
load-interval 30

dialer in-band

dialer idle-timeout O

lte dialer-group 1

no peer default ip address
ipv6 address autoconfig

|

interface Cellular0/1/1

ip address negotiated
load-interval 30

dialer in-band

dialer idle-timeout O
dialer-group 1

no peer default ip address
ipv6 address autoconfig

®DOFL, P-LTEAP18-GL, P-LTEA-XX, P-LTE-XX E ¥ =2 —/L D&/ T — IPv6 DX

ExZRLTWET,

Router (config)# interface Cellular0/2/0
ip address negotiated

load-interval 30

dialer in-band

dialer idle-timeout O

lte dialer-group 1

no peer default ip address

ipv6 enable

|

interface Cellular0/2/1
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ip address negotiated
load-interval 30

dialer in-band

dialer idle-timeout O
dialer-group 1

no peer default ip address
ipvé enable

wr5—1r6 7 FL2nEE [
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SIS IL—T 1« 5

HERSRIISL—T ¢ 27 (RAR) 1%, BN L —F ¢ 2771 k2L OSPEV3 & A 23HL L |
IRy TN—F 4 TRANR—DTET T A, FAATET T2, BLORY 27 REBICH
WTEHTTIBAD AN =ALTT,
KEBLIRENRA Ny NI =T Tl V=T 4 T 3A N—~OHRe 1 R & HERRREEFEIC LY
P SN2 ZENELS BV ET, FZETHEEDLV—T 477 a haVIZEGE LR WEE,
Ta harAv—%FHLTHXANRN—DAT =X AREHFINET, V—TFT 477 r k=
ST OEWZ A ~—RNH D TN, TAM LRy hU—7 TIIHER I N E T A,

o BERRSEHIS L —T 4 ORI (319 R—Y)

o HIFIFIH L HIBR (320 ~X—2)

« TA U REM (320 X—2)

s VAT AR —F b (320 R—)

*PPPOE #LiEE v a T QoS 7 ubya=r7 (321 X—Y)

o il 1 NARAE— RTO RARBEREDORE (321 _X—2)

« il - EHIE— R TO RAR BEREDRRE (323 ~X—)

*RAR t v ¥ = VOFEMIOMEE (325 ~—)

RSOV —TFT 4 T D RTINS a—TF 4 T (330 X—)

BRACIL—T 1 2T DR

MR —T 4 T ERBIIIIRD X 9 72 AV » b3 D £77,
 BHAPIEICER#HT AL T, XAy NY—7 avr "=z R emdfb LET,
PEEOFRELTND, ERITMEL COLERY L7 DL—T 4 U T EFHZLET,
e TALFTHA MRREIETA T THA MRRAMON—T 4 VT HEFHIZLET,

s N—T s VR LR — MERDFTRBIZ R D700, BEAERET A ERBIEDR
BrzdTWhI 70 vy 7R it i,

o MERRY >V — 2 & HHINE ORI B S WTREIC 22 D £
o L—H TR ZEIT T2 LIk, ERY 7 ~ORBEZERL £,
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o BEHREE ) OHEIRICELS < b— MBI AREIC 2 D 97,
=T 4 v 7 HRE L IERIERE O B A AT L E T

« RFC 5578, R2CP. I X UNDLEP (ZHEHL L /M ~D > TV in A —H X v Mg o FEB
LET,

HIFISE IR & HIR

RIS N —T 4 THEREICIZR OFIFKIFH L HIRD B 0 £9,

« DLEP 3 L U'R2CP 7’12 b /L, Cisco 8300 U — R EF 2 7 /L—Z TiI¥AR—F &
TWEE A,

eI NF XX AR T T 4w, BT FTIEVR—FENTWEREA,
s HmATHM (HA) 13V AR —FINTWEREA,

T4 REH

Z DOHEREIX, AppX 7A BV ATHHTE T,

DRTFLAVER—FR bk

BRIV —T ¢ > 27 (RAR) F¥REIL. PPPoE, B~ /LFRA L b A X —T = A A
(VMD | QoS, V=T g7 Frhalb A Z—7xf A RARZR haLhlosES
FRaR—F 2 N THREN S MANET (BEXRA LT Ry Ry hI—27) LT TR
N7 F X EHEHLTCEASRET,

Point-to-Point Protocol over Ethernet (PPPoE)

PPPoE (%, 7 7A4 7 > b &V —N—DHBOAMEIZETRE SNTZWEA =X L TT, RAR D&
ANTlE, 3 PPPoE 7 7 A4 7 v b D&xE|ZRT- L, /—% ) PPPoE —/N—D &% E| % i
LET, TORRE., HEICER SN PRAEENBREA D =X 2R LN s, EHRLL—
R EBRESTH 2 EAARRICR Y £,

PPPoE 3t v a v FidmiEm 7 ha /L ThhT-H, IR S I0S L—F ~D R A
¥ R =AY MERER S (RF) V7 ZIRRLET,

PPPoE #i3k

PPPoE ¥E3EIL, /N— 2 NEHRLBIET S L XA SN E T, PPPoE @ Cisco I0S & A T,
Hx D> g AIMIET 7B AA VB —T =4 2 (B A SN—~DfE:) TEIN, Zh
% @ PPPoE #LaE & H LT QoS ZiH T& £,
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PPPOE ikt v L3> Tn s FoEva=ys [

RFC5578 1%, EHE_—27u—flifit o a L XR—=2ADYTNLEAL L VT AR w7
Y R— T 57-5D PPPoE DILIEAFEH L E9, ZOILIEIT. AIZEHHEE IS L ORI R =
Ny 77 ) 7rEe (BRY 772 8) 2R LERICIET IR LB E T,

REIILFRSA b A 2F—T 24X (VMI)

PPPOELIEIC L » T/L— % LR CIBIET 57200 D v b T v 7O RERSINFEH L £ 928,
VMLIZ, B A% Ob—FT 477 hanid) MNEET LA M EEHB IO
AHUBIIRL L ET, Fo, VMIIEAA RZRE— RTEEL £,

NANRAE— RTIHE, BRRAN—ZRTTXCOBBT 7 EAL U H—T A A2 (VAI) B
N—TF 4771 k3L OSPFV3 B L OVEIGRP ICHRENS -0, v—F 4771 kol
i, 2=F Y AP EVAFFY A NHFONL—T 47 7 ba) bT77 4 v 7B LTE
NZEND VAL & EHEEE L ET,

HEHE— RTIE, VMI D V—T 4> 77 a hajs (OSPF) IZHRENDTZO, v—T 47
7' ka3 VML #EH L TR s b T £9, £ hT—27 3 A =23, VMI TO 7
B— RFFXF¥y A NBLRY LT Xy X MEREZIHATARA L MY —<LTF RSN V7 LD
F v b =7 OEA L R END55E. VMIIZ, PPPoE 1 BAIER SN B DR T 7 & A A
VE—=T oA ADEMNENLHLET, VML, B—DO~ L F T 7 EA LA Y27 02— ¥y X
MfhinAd 2 —T = A A& LET, VMI LA YiE, 2=F ¥ A M L—FT 7 7u o
NV RNTT 4w 7 B PP Y vy (REET IV BAAL L E—T oA A) [ZUXA LT KL,
Ta—FTBH53UERHETXTOVNLTXY ANTE—FRXy AN T 74 v 7 2B ET,
N—T 4770 haMiE—Df v =T A4 ALBETDHED, X bU—7 OmEetkc
WEEH2DZ L, MR YT —HRX—ADH A APRFENEINET,

PPPoE i3k tzv 2 3> TM QS JOES 3 =24

WOFEITIL, PPPOEHLIETL v a v TD QoS 7r by a = ZIZHOW T L7,

policy-map rar policer

class class—-default

police 10000 2000 1000 conform-action transmit exceed-action drop violate-action
drop
policy-map rar_shaper

class class—-default

shape average percent 1

interface Virtual-Template?2

ip address 192.0.2.7 255.255.255.0
no peer default ip address

no keepalive

service-policy input rar policer
end

Bl - /34 /XX E— K TO RAR HERED L TE

WIZ, NANRAE—RIZBITARAR Dy RY—x v RREOH Z R LET,
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\)

(X)) RAR Z#ET SR1IZ. F7 subscriber authorization enable =~ > K& E L T RAR
tyvarEEHTLIMNENDH Y T, BRAESNVEDNTR>TWHenE | KA by —
KAV M 7a haiiZing RARE v a & L CREE T, PPPoE Active Discovery
Initiate (PADI) D#EROERIZ manet_radio % % 7 LiaWAER"H Y 9, T 7+
VR TIE, BREICAANRAE— RBRERINEFA, T— KBNS RRELTRES
NTVWBERICOHRFRENET,

RAR DY —EXDHFE

policy-map type service rar-lab
pppoe service manet radio //note: Enter the pppoe service policy name as manet radio
I

JO—FN\Y FOERTE

bba-group pppoe VMI2
virtual-template 2

service profile rar-lab

|

interface GigabitEthernet0/0/0
description Connected to Clientl
negotiation auto

pppoe enable group VMI2
|

RAR DH—EZXDEE

policy-map type service rar-lab

pppoe service manet radio //note: Enter the pppoe service policy name as manet radio
I

INA IRAE— ROFRIE

AT T L — P TTHRAICERTEESNTZIP T KL A

interface Virtual-Template2

ip address 192.0.2.7 255.255.255.0

no ip redirects

peer default ip address pool PPPoEpool2
ipv6 enable

ospfv3 1 network manet

ospfv3 1 ipv4 area 0

ospfv3 1 ipv6 area O

no keepalive

service-policy input rar policer Or/And
service-policy output rar shaper

T 7L — F TRESINTEZ72 LD VMI

interface Virtual-Template?2
ip unnumbered vmi2

i Cisco8300> ) —X £Fa17IL—48 VYT rYTTHREHAFE
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no ip redirects

peer default ip address pool PPPoEpool2
ipvé enable

ospfv3 1 network manet

ospfv3 1 ipv4 area O

ospfv3 1 ipv6 area O

no keepalive

service-policy input rar policer Or/And
service-policy output rar_ shaper

NANRRE—FTORBEIILFRAV A E—T 24 ADHKE

interface vmi2 //configure the virtual multi interface
ip address 192.0.2.5 255.255.255.0

physical-interface GigabitEthernet0/0/0

mode bypass

interface vmi3//configure the virtual multi interface
ip address 192.0.2.6 255.255.255.0
physical-interface GigabitEthernet0/0/1

mode bypass

OSPF JL—T 4 VT DHRE

router ospfv3 1

router-id 192.0.2.1

|

address-family ipv4 unicast
redistribute connected metric 1 metric-type 1
log-adjacency-changes
exit-address-family

|

address-family ipv6 unicast
redistribute connected metric-type 1
log-adjacency-changes
exit-address-family

|

ip local pool PPPoEpool2 192.0.2.8 192.0.2.4

B EFE— FTO RAR #EEED R TE
W2, BRE—FIZBIFARAR D RY—x v RFREDHIZ R LET,

\}

()  RAR Z%E T 51, £9 subscriber authorization enable =~ > K& 7% & L C RAR
tyvarBEBTOILENRDHY T, FRAIEANICLRNE RA U BV —RA
h7'm FaIling RAR By v a & LT, PADI C manet_radio 28 % 2
T ENRWGEERH Y 77,

RAR DY —EXDHFE
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policy-map type service rar-lab

pppoe service manet radio //note: Enter the pppoe service policy name as manet radio
|

JO— KAy ROBE

bba-group pppoe VMI2
virtual-template 2
service profile rar-lab

interface GigabitEthernet0/0/0
description Connected to Clientl
negotiation auto
pppoe enable group VMI2

RAR DY —EXDHFE

policy-map type service rar-lab

pppoe service manet radio //note: Enter the pppoe service policy name as manet radio
I

HFERE— RTORE

interface Virtual-Template2

ip unnumbered vmi2

no ip redirects

no peer default ip address

ipv6 enable

no keepalive

service-policy input rar policer Or/And
service-policy output rar_ shaper

ENE—FTOREBILFRAD A E—T 24 ADHKE

interface vmi2 //configure the virtual multi interface
ip address 192.0.2.8 255.255.255.0

physical-interface GigabitEthernet0/0/0

mode aggregate

interface vmi3//configure the virtual multi interface
ip address 192.0.2.4 255.255.255.0
no ip redirects
no ip split-horizon eigrp 1
physical-interface GigabitEthernet0/0/1
mode aggregate

OSPF JL—T 4 VT DHRE

router ospfv3 1
router-id 192.0.2.1
|

address-family ipv4 unicast
redistribute connected metric 1 metric-type 1
log-adjacency-changes
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exit-address-family
|
address-family ipv6 unicast
redistribute connected metric-type 1
log-adjacency-changes
exit-address-family
|
ip local pool PPPoEpool2 192.0.2.4 192.0.2.8
ip local pool PPPoEpool3 192.0.2.6 192.0.2.2

3V DEFHDHER

RAR B v a3 v OFMATET A121T. RO show =~ REMFHLET,

Router#show pppoe session packets all
Total PPPOE sessions 2

session id: 9
local MAC address: 006b.fl0e.a5e0,
virtual access interface: Vi2.1l, outgoing interface:
1646 packets sent, 2439363 received
176216 bytes sent, 117250290 received

remote MAC address: 0050.56bc.424a
Gi0/0/0

PPPoE Flow Control Stats

Local Credits: 65535 Peer Credits: 65535 Local Scaling Value 64 bytes

Credit Grant Threshold: 28000 Max Credits per grant: 65535
Credit Starved Packets: 0
PADG xmit Seqg Num: 32928 PADG Timer index: O
PADG last rcvd Seq Num: 17313
PADG last nonzero Seq Num: 17306
PADG last nonzero rcvd amount: 2
PADG Timers: (ms) [0]-1000 [1]-2000 [2]-3000 [3]1-4000 [4]-5000
PADG xmit: 33308 rcvd: 17313
PADC xmit: 17313 rcvd: 19709
In-band credit pkt xmit: 7 rcvd: 2434422
Last credit packet snapshot
PADG xmit: seq num = 32928, fcn = 0, bcn = 65535
PADC rcvd: seq num = 32928, fcn = 65535, bcn = 65535
PADG rcvd: seq num = 17313, fcn = 0, bcn = 65535
PADC xmit: seq num = 17313, fcn = 65535, bcn = 65535
In-band credit pkt xmit: fcn = 61, bcn = 65533
In-band credit pkt rcvd: fcn = 0, bcn = 65534
==== PADQ Statistics ====
PADQ xmit: 0O rcvd: O
session id: 10
local MAC address: 006b.fl0e.a5el, remote MAC address: 0050.56bc.7dcb
virtual access interface: Vi2.2, outgoing interface: Gi0/0/1

1389302 packets sent,
77869522 bytes sent,

PPPoE Flow Control Stats
Local Credits: 65535
Credit Grant Threshold:
Credit Starved Packets: 0
PADG xmit Seqg Num: 18787
PADG last rcvd Seqg Num:
PADG last nonzero Seq Num:

Peer

28000

1852 received
142156 received

Credits: 65535 Local Scaling Value 64 bytes

Max Credits per grant: 65535

PADG Timer index: O

18784
18768
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PADG last nonzero rcvd amount: 2
PADG Timers: (ms) [0]1-1000
PADG xmit: 18787 rcvd: 18784
PADC xmit: 18784 rcvd: 18787

[1]-2000

[2]-3000

In-band credit pkt xmit: 1387764 rcvd: 956

Last credit packet snapshot
PADG xmit: seq num = 18787, fcn =
PADC rcvd: seq num = 18787, fcn =
PADG rcvd: seq num = 18784, fcn =
PADC xmit: seq num = 18784, fcn =
In-band credit pkt xmit: fcn = 0,
In-band credit pkt rcvd: fcn = 0,

==== PADQ Statistics ====

PADQ xmit: 0O rcvd: 1

Router#show pppoe session packets
Total PPPOE sessions 2

SID Pkts-In Pkts-Out
9 2439391 1651
10 1858 1389306

Router#show vmi counters
Interface vmi2: - Last Clear Time =

Input Counts:

Process Enqueue = 0
Fastswitch = 0
VMI Punt Drop:

Queue Full = 0

Output Counts:

Transmit:
VMI Process DQ = 4280
Fastswitch VA = 0
Fastswitch VMI = 0
Drops:
Total = 0
Q0S Error = 0
VMI State Error = 0
Mcast NBR Error = 0
Ucast NBR Error = 0
Interface vmi3: - Last Clear Time =
Input Counts:
Process Enqueue = 0
Fastswitch = 0
VMI Punt Drop:
Queue Full = 0
Output Counts:
Transmit:
VMI Process DQ = 2956
Fastswitch VA = 0
Fastswitch VMI = 0
Drops:
Total = 0
Q0S Error = 0
VMI State Error = 0
Mcast NBR Error = 0
Ucast NBR Error = 0
Interface vmid: - Last Clear Time =

0, bcn = 65535
65535, bcn = 65535
0, bcn = 65535
65535, bcn = 65535
bcn 64222

bcn = 65534

Bytes-In
117252098
142580

(VMI)

(VMI)

i Cisco8300> ) —X £Fa17IL—48 VYT rYTTHREHAFE
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Input Counts:

Process Enqueue = 0 (VMI)
Fastswitch = 0
VMI Punt Drop:

Queue Full = 0

Output Counts:

Transmit:
VMI Process DQ = 0
Fastswitch VA = 0
Fastswitch VMI = 0
Drops:
Total = 0
Q0S Error = 0
VMI State Error = 0
Mcast NBR Error = 0
Ucast NBR Error = 0

Router#

Router#show vmi neighbor details
1 vmi2 Neighbors

1 vmi3 Neighbors

0 vmi4 Neighbors

2 Total Neighbors

vmiZ2 IPV6 Address=FE80::21E:E6FF:FE43:F500
IPV6 Global Addr=::
IPV4 Address=192.0.2.6, Uptime=05:15:01
Output pkts=89, Input pkts=0
No Session Metrics have been received for this neighbor.
Transport PPPoOE, Session ID=9
INTERFACE STATS:
VMI Interface=vmi2,
Input gcount=0, drops=0, Output gcount=0, drops=0
V-Access intf=Virtual-Access2.1,
Input gcount=0, drops=0, Output gcount=0, drops=0
Physical intf=GigabitEthernet0/0/0,
Input gcount=0, drops=0, Output gcount=0, drops=0

PPPoE Flow Control Stats
Local Credits: 65535 Peer Credits: 65535 Local Scaling Value 64 bytes
Credit Grant Threshold: 28000 Max Credits per grant: 65535
Credit Starved Packets: 0
PADG xmit Seqg Num: 33038 PADG Timer index: O
PADG last rcvd Seqg Num: 17423
PADG last nonzero Seqg Num: 17420
PADG last nonzero rcvd amount: 2
PADG Timers: (ms) [0]1-1000 [1]1-2000 [2]1-3000 [3]1-4000 [41-5000
PADG xmit: 33418 zrcvd: 17423
PADC xmit: 17423 zrcvd: 19819
In-band credit pkt xmit: 7 rcvd: 2434446
Last credit packet snapshot

PADG xmit: seq num = 33038, fcn = 0, bcn = 65535
PADC rcvd: seq num = 33038, fcn = 65535, bcn = 65535
PADG rcvd: seq num = 17423, fcn = 0, bcn = 65535
PADC xmit: seq num = 17423, fcn = 65535, bcn = 65535
In-band credit pkt xmit: fcn = 61, bcn = 65533
In-band credit pkt rcvd: fcn = 0, bcn = 65534
==== PADQ Statistics =
PADQ xmit: 0 rcvd: O
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IPV6 Address=FE80::21E:7AFF:FE68:6100
IPV6 Global Addr=::

IPV4 Address=192.0.2.10, Uptime=05:14:55
Output pkts=6, Input pkts=0

vmi3

METRIC DATA: Total rcvd=l, Avg arrival rate (ms)=0
CURRENT: MDR=128000 bps, CDR=128000 bps
Lat=0 ms, Res=100, RLQ=100, load=0
MDR Max=128000 bps, Min=128000 bps, Avg=128000 bps
CDR Max=128000 bps, Min=128000 bps, Avg=128000 bps
Latency Max=0, Min=0, Avg=0 (ms)
Resource Max=100%, Min=100%, Avg=100%
RLQ Max=100, Min=100, Avg=100
Load Max=0%, Min=0%, Avg=0%

Transport PPPoE, Session ID=10
INTERFACE STATS:

VMI Interface=vmi3,

Input gcount=0, drops=0, Output gcount=0, drops=0
V-Access intf=Virtual-Access2.2,
Input gcount=0, drops=0, Output gcount=0, drops=0
Physical intf=GigabitEthernet0/0/1,
Input gcount=0, drops=0, Output gcount=0, drops=0
PPPoE Flow Control Stats
Local Credits: 65535 Peer Credits: 65535 Local Scaling Value 64 bytes
Credit Grant Threshold: 28000 Max Credits per grant: 65535
Credit Starved Packets: 0
PADG xmit Seg Num: 18896 PADG Timer index: O
PADG last rcvd Seqg Num: 18894
PADG last nonzero Seqg Num: 18884
PADG last nonzero rcvd amount: 2
PADG Timers: (ms) [0]-1000 [1]-2000 [2]-3000 [3]1-4000 [4]1-5000
PADG xmit: 18896 rcvd: 18894
PADC xmit: 18894 rcvd: 18896
In-band credit pkt xmit: 1387764 rcvd: 961
Last credit packet snapshot
PADG xmit: seq num = 18896, fcn = 0, bcn = 65535
PADC rcvd: seq num = 18896, fcn = 65535, bcn = 65535
PADG rcvd: seq num = 18894, fcn = 0, bcn = 65535
PADC xmit: seq num = 18894, fcn = 65535, bcn = 65535
In-band credit pkt xmit: fcn = 0, bcn = 64222
In-band credit pkt rcvd: fcn = 0, bcn = 65534

PADQ Statistics

PADQ xmit: 0O rcvd: 1

Router#show vmi neighbor details wvmi 2
1 vmi2 Neighbors

IPV6 Address=FE80::21E:E6FF:FE43:F500
IPV6 Global Addr=::
IPV4 Address=192.0.2.4, Uptime=05:16:03
Output pkts=89, Input pkts=0
No Session Metrics have been received for this neighbor.
Transport PPPoE, Session ID=9
INTERFACE STATS:
VMI Interface=vmi2,

vmiZ2

Input gcount=0, drops=0, Output gcount=0, drops=0
V-Access intf=Virtual-Access2.1,
Input gcount=0, drops=0, Output gcount=0, drops=0
Physical intf=GigabitEthernet0/0/0,
Input gcount=0, drops=0, Output gcount=0, drops=0
PPPoE Flow Control Stats
Local Credits: 65535 Peer Credits: 65535 Local Scaling Value 64 bytes
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Credit Grant Threshold: 28000 Max Credits per grant: 65535
Credit Starved Packets: 0
PADG xmit Seg Num: 33100 PADG Timer index: O
PADG last rcvd Seq Num: 17485
PADG last nonzero Seq Num: 17449
PADG last nonzero rcvd amount: 2
PADG Timers: (ms) [0]1-1000 [1]1-2000 [2]1-3000 [31-4000 [4]1-5000
PADG xmit: 33480 rcvd: 17485
PADC xmit: 17485 rcvd: 19881
In-band credit pkt xmit: 7 rcvd: 2434460
Last credit packet snapshot
PADG xmit: seq num = 33100, fcn = 0, bcn = 65535
PADC rcvd: seq num = 33100, fcn = 65535, bcn = 65535
PADG rcvd: seq num = 17485, fcn = 0, bcn = 65535
PADC xmit: seq num = 17485, fcn = 65535, bcn = 65535
In-band credit pkt xmit: fcn = 61, bcn = 65533
In-band credit pkt rcvd: fcn = 0, bcn = 65534

PADQ Statistics
PADQ xmit: O rcvd: O

Router#show platform hardware qfp active feature ess session

Current number sessions: 2
Current number TC flow: 0O

Feature Type: A=Accounting D=Policing(DRL) F=FFR M=DSCP Marking L=L4redirect P=Portbundle

T=TC
Session Type Segmentl SegTypel Segment?2 SegType2 Feature Other
21 PPP 0x0000001500001022 PPPOE 0x0000001500002023 LTERM -------—
24 PPP 0x0000001800003026 PPPOE 0x0000001800004027 LTERM —---—---—

Routerf#show platform software subscriber pppoe fctl evsi 21

PPPoE Flow Control Stats

Local Credits: 65535 Peer Credits: 65535 Local Scaling Value 64 bytes
Credit Grant Threshold: 28000 Max Credits per grant: 65535
Credit Starved Packets: 0
PADG xmit Seqg Num: 33215 PADG Timer index: O
PADG last rcvd Seq Num: 17600
PADG last nonzero Seq Num: 17554
PADG last nonzero rcvd amount: 2
PADG Timers: (ms) [0]1-1000 [1]1-2000 [2]1-3000 [31-4000 [4]1-5000
PADG xmit: 33595 rcvd: 17600
PADC xmit: 17600 rcvd: 19996
In-band credit pkt xmit: 7 rcvd: 2434485
Last credit packet snapshot
PADG xmit: seq num = 33215, fcn = 0, bcn = 65535
PADC rcvd: seq num = 33215, fcn = 65535, bcn = 65535
PADG rcvd: seq num = 17600, fcn = 0, bcn = 65535
PADC xmit: seq num = 17600, fcn = 65535, bcn = 65535
In-band credit pkt xmit: fcn = 61, bcn = 65533
In-band credit pkt rcvd: fcn = 0, bcn = 65534

BQOS buffer statistics

Current packets in BQS buffer: 0

Total en-queue packets:
Total dropped packets: 0

Internal flags: 0xO0

0 de-queue packets: 0
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Router#show platform hardware gfp active feature ess session id 21
Session ID: 21

EVSI type: PPP

SIP Segment ID: 0x1500001022

SIP Segment type: PPPOE

FSP Segment ID: 0x1500002023

FSP Segment type: LTERM

QFP if handle: 16

QFP interface name: EVSI21

SIP TX Seq num: O

SIP RX Seqg num: O

FSP TX Seq num: O

FSP RX Seq num: O

Condition Debug: 0x00000000
session

Router#show ospfv3 neighbor
OSPFv3 1 address-family ipv4 (router-id 192.0.2.3)

Neighbor ID Pri State Dead Time Interface ID Interface

192.0.2.1 0 FULL/ - 00:01:32 19 Virtual-Access2.1

OSPFv3 1 address-family ipv6 (router-id 192.0.2.3)

Neighbor ID Pri State Dead Time Interface ID Interface
192.0.2.1 0 FULL/ - 00:01:52 19 Virtual-Access2.1
Router#

Router#sh ip route

Codes: L - local, C - connected, S - static, R - RIP, M - mobile, B - BGP
D - EIGRP, EX - EIGRP external, O - OSPF, IA - OSPF inter area

N1 - OSPF NSSA external type 1, N2 - OSPF NSSA external type 2

E1l - OSPF external type 1, E2 - OSPF external type 2

i - IS-IS, su - IS-IS summary, L1 - IS-IS level-1, L2 - IS-IS level-2

ia - IS-IS inter area, * - candidate default, U - per-user static route

o - ODR, P - periodic downloaded static route, H - NHRP, 1 - LISP

a - application route

+ - replicated route, % - next hop override, p - overrides from PfR

Gateway of last resort is not set

192.0.2.8/8 is variably subnetted, 3 subnets, 2 masks

C 192.0.2.5/24 is directly connected, Virtual-Access2.1

0 192.0.2.6/32 [110/1] via 192.0.2.22, 00:00:03, Virtual-Access2.1

L 192.0.2.7/32 is directly connected, Virtual-Access2.1
192.0.2.12/32 is subnetted, 1 subnets

C 192.0.2.20 is directly connected, Virtual-Access2.1l

BB IGIL—T 4 VTN ST a—TF a9

RAR % N T TNV a—T 4 V7T 5I121%, RO debug 2~ REHHALET,
« debug pppoeerrors
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« debug pppoe events

* debug ppp error

+ debug vmi error

« debug vmi neighbor

+ debug vmi packet

« debug vmi pppoe

* debug vmi registries

« debug vmi multicast

» debug vtemplate cloning
- debug vtemplate event
« debug vtemplate error

- debug plat hard gfp ac feature subscriber datapath pppoe detail
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JYIRDIT A TAT7 3 —3IF—3Y
RA 2 CDHYR—

VIR xT AT 4T A—IFx—var R b (MTP) OV R— hEREIX, 2 DO
DAT 4T AN —AL%TY LT, CiscoUnified Communications Manager (CUCM) 73 SIP
FI2IEH323 = RAA » M &4 LTL—T ¢ 2 Sz = — /L% Skinny Client Control Protocol
(SCCP) =~ FTUL—T&5LOCLET, ZnbDavr FZkh, CUCM iF=—/b
7TV THOMTP 2L TE E7,

o BERETE H O fEFE GB&~“)

VT RNT T AT 4T X —=IF—va Ry hOVR— MBETER (334—)
-V7IW:7X747§%17\ vary RA Y hOVR—FORE (335 3—)
’/7]“]7:':777(74/]'7757“_‘ — a3 v ARA Y FOREDHER (339 X—)

VT NI 2T AT AT X =3 —V 3V iRA v FOYR— MBI DHERERH (342 3—
V)

HEEIERR DR

CHEHAOY 7 Fu 2T VU —ATEH, ZOFYa— LTl &N 5T _RCOMENYR— k&
NTNWD LR FHA, KHFTOBEEFHREB I OEEIZOWTIL,  [Bug Search Tool) 3 X
ZHEHOT Ty F 74 —ABLRY 7 =27 VI —=Z2DY J—2 J— SR LTIES
wo:@%V:ﬂw:ﬁﬁénfwéwﬁmﬁm%@%b BN HR— S Tnd Y
V—ZDY A MEHBRT DB, ZOTY 22—V ORBICHHEREHROREBML T
S,

T7 Y b7 A —ADYR— I BLIOV AT YT Y =T A A=V OV R— MIBET 2R E B
9 HITIL, Cisco Feature Navigator 2 L &7, Cisco Feature Navigator {27 27 & 2§ 5 (T
I%. https://cfang.cisco.com/IZHEA F 3, Cisco.com DT 77 2 MIMLEH D A,
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VIMDIT ATAT Z—3IR%—2ar R4 bDY
R— 2B 517

Z OFEREIX. Y7 F D =7 MTP #74— bk % Cisco Unified Border Element (Enterprise) (ZHE9E L
£9, Y7 b =7 MTP I, Cisco UCM O KEBERHICA IR /22 o AR—xr hTF, 2D
FEREIC LD, Br LUWERENSA2NIT 72D . Cisco UBE 78 SIP k7 2 & 0 ZIZBA T B KIS0
T =TI Ay D Aatyvary R—F—aritan—7L L THIETES L
TR FT,

VIMDIT ATA4T7 B—3IF—2 32 RA 2 ORHRES

V7 b Y =T MTP SEEICHIET 5101, HEI—A Ly 7 EREI—AL Y Z ORih
CRUHETI—F v 7 LAy MEERET 5 LERD Y £,

VIRNIIT ATA4T7 3—Z3x—23V R4 FDOFHIKEIE
«RSVP =—T = NIV 7 b T =7 MTP Tl AR— &R THERA,
ATy MEDTeHOD Y 7 R =7 MTPIEHAR— F SR THEE A,
e A—/LLEVWHEIZ, AZ U RT R DY 7 Fy =27 MTP TIEHAR— RS THEREA,
e A= LT DT Ry JIFH R — IR THEREA,
« [ CHEEIP & AR — b 2 OEBORKFEY Y —2Z (SSRC) IHAR—FahThEHA,

SRTP-DTMF o > 2 —TJ—F% >4

Cisco 10S XE 17.10.1a LLF%., Secure Real-time Transport Protocol (SRTP) 7 = 7 /L h— % HJE
W (DTMF) A v & —T—% 713, NRAAL—F—RDY 7 k7 =7 MTP THR— &
NTHWET, SMIP IZHEELF 27 23— LD DIMF f v X —U—F 7Y R—FrLET, £
7o, ZOMREIZ S HICEF 27 a2—/LD SRTPDTMF A ¥ —TJ —F% 7 &V R—kLET,

Z DFERED CUCM H7R— NI, %DV Y —ATHRIESh L TETT,

SRTP-DTMF 1 > 32— —X U 5 DHIFEIE

* SRTP-DTMF A > ¥ — U —F% L FHREIX, a—F v 7 RAANL—EXDOHLE P R—F LE
‘ﬁ‘o

* SRTP-DTMF A > % — U —% o Zfelx. [ Cs65CIP & AR — N &R o8 o EIRFE Y —
A (SSRC) VR —hFLTWEHA,

. Cisco8300 ) —X X2 7IL—F YT RHYTTPEEHAR



| VIbr9z7 AF47 8—3F%—va v RAY FOHR—
HR— h&hB SRTP-DIMF A 2 —7—% 250 T5y b7+ —L4 [

* SRTP-DTMF A v ¥ —U—% J Y R— T Ba—iL, #&3F=27 DIMF A > ¥ —
J—% 2 THR—FENDa— N BT E, RT3 —< RTOT N REEEYH 2
HAREMEDR N H Y £,

HR—FENSSRTP-DIMF A > 2 —T—F% 2T DT5y b TA—L

Cisco IOS XE 17.10.1a LI, IRD T 5 > N7 4 —20F SMTP & @ SRTP DTMF A > % — U —%
V7Y AR—FLTWET,

« Cisco 4461 #— B A G RV — 4 (ISR)

» Cisco Catalyst 8200 Edge >V — X 77 v h 7 4 — A
« Cisco Catalyst 8300 Edge > U —RX 77 > M7 4 — L
* Cisco 8300 >V —X ¥ a7 /L —4

« Cisco Catalyst 8000V Edge ¥ 7 b 7 =7

VIRDIT ATA4T7 R —IF—2ar R4 DY
R— FDETE

VI IRNT 2T AF 4T HE—IF =g R Ay hOYR— MERREZHENZ L THRET HITIE.
WDH AT ZFEITLET,

FIE

AFv7T1  enable
1 -

Router> enable
FMEEXEC E— RZAMCLET, 7T IRERSINTEZLNAT—REANLET,
ATw 72 configure terminal

I

Router# configure terminal

Ja—sar7 4 Xal—rary T RERBLET,
ATw T3 sceplocal interface-type interface-number [port port-number]

1 -

Router (config)# sccp local gigabitethernet0/0/0

Cisco8300 > —X X7 L—42 VI ryz7EEAIF |



YIEIIT ATF4T7 E—Sx—vavRevtoyR—t |
B oroz7 2547 8—3%—vavRav roYK— LoRE

CiscoUCM IZ B Gk A= DIZSCCP T 7PV r—ay (Mo RAa—F 4o 7 L% MERTS, v—
HNA B —T 2 AZRERLET,

cinterfacetype: A ' #—7 = A A7 RUAETIIREAS » F—T = A AT KL A (A —H xRy R
L) ZfETEET,

« interface number : Cisco UCM 28464 7= SCCP 7 U r— g UIMERAT AL X —T = A
AT,

+ ({EE) portport-number : EBIR L7zA > ¥ —7 = A ATHEHAT AR — hES, #1025 ~ 65535
T¥, 774/ FTIE 2000 T,
ATv 74 scepeem {ipvd-address|ipve-address| dns} identifier identifier-number [port port-number] ver sion version-number
i -
Router (config)# sccp ccm 10.1.1.1 identifier 1 version 7.0+
EARTREZR 0 — X —@D U A [Z Cisco UCM —_"—%BII L, IRONRTA—F—%FHELET,
* ipv4-address : Cisco UCM —/X—®D [P N\—T 3247 KL A,
« ipv6-address : Cisco UCM —/X—@D P N—T 3 67 KL A,
« dns : DNS 4,
« identifier : Cisco UCM % —/"—Z @il 4 2% 5248 E L £ 7. ARMEOHPHIZ 1 ~ 65535 TT,

e port port-number (&) : TCPAR— NEBZIEE L ET, #PAIX 1025 ~ 65535 CTF, 7 74+ /L k
TIE 2000 T,

e verson version-number : Cisco UCM D/ 3— g >y BAxh7p/N— 3 0%, 3.0 3.1, 3.2, 3.3, 4.0.
4.1, 501, 6.0, BXQ7.0+ TT, T 74/ MEIZHY ¥ A,
ATy 75 scep
B -

Router (config) # sccp

Skinny Client Control Protocol (SCCP) & ZAUCBI#ET 57 7 ) r—vay (M RAa—F 407 ba
) AN LET,

AFw 76  sccpccmgroup  group-number
1 -

Router (config) # sccp ccm group 10

Cisco UCM 7' /v— 7 ZEp% L T, SCCPCiscoUCM =t 7 4 ¥ a Ll — g B— RZHBLET,
+ group-number : Cisco UCM 7' /b — 7 %R L £ 7, #iPHIL 1 ~ 50 T9,

ATw 71 associateccm identifier-number priority number
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{5
Router (config-sccp-ccm) # associate ccm 10 priority 3
Cisco UCM % Cisco UCM 7 /b— ZIZB#AT T T, 7 —7 NOBEIAM Z250E L £ 7,

+ identifier-number : Cisco UCM %5 L £7°, AMEOEFIX 1 ~ 65535 T9, 7 7 4/L MEIZH Y
FH A

« priority number : Cisco UCM 7 /L — 7N ® Cisco UCM OEIEN, #PHIZ 1 ~4 T, T 741 b
HI3H Y XA, KbEWVELIBMIZ 1 T,
AT 78 associateprofile profile-identifier register device-name
f
Router (config-sccp-ccm) # associate profile 1 register MTP0011
DSP 7 7 — A7 17 7 A L% Cisco UCM 7 /b— 7 |2 BT £ 77,

+ profile-identifier : DSP 7 7 — A7 0 7 7 A L Z@ll L £, ARMEOHFPHIL 1 ~ 65535 TF, 774
v MEIES Y EE A,

s register device-name : Cisco UCM WD T /31 R4, T3 A4 1THK 15 LFETATITEET,

RATw 79 dspfarm profile profile-identifier {conference| mtp | transcode} [security]
fl

Router (config-sccp-ccm) # dspfarm profile 1 mtp

DSP 77 —AL a7y A a7 4 Fal—aryET—R2HEBEL, DSP 77— A —E 2O 1
TrANVEERLET,

« profile-identifier : 7' 7 7 A L& —EISHONT H5 & 5, AMEOFPHIL 1 ~ 65535 T, 574/ b
EH 0 EH A,

. conference : FEM DT 7 7 A N EHINZLET,
emtp: MTP HHO 7' e 7 7 A L EH I L ET,
etranscode: NI AR a—FT 4 VIO T ANV EEHITLET,

esecurity ((FE) X227 DSP77—AH—ERADOT 07 7 A VL EHANILET, REG O
I DWW TIL, #Hunique 285 unique 285 Connect 42 GUID-5FB6A48E-204C-45AA-AE63-413B075A7871
(338 X—2) DHAZML TSV,

AT w710 trustpoint trustpoint-label
fA

Router (config-dspfarm-profile)# trustpoint dspfarm

(fEE) T ARKRA L FZDSP 77 —2h 707 7 A VBT £,
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X2Tw 7711 codec codec
I

Router (config-dspfarm-profile)# codec g7llulaw
DSP 77 —AL 7R 77 A NVTHR—bENDa—T v 7 EHEELET,

e codec-type : B EINDA—T v 7V EELE T, PAR—rSNDa3—FT v 7DV RAMERRTDHIC
E 22 AN LET,

PR—rENLa—FTy 7 TLIZ, ZOFIEEZEREVIELET,

o’

AT w712 maximum sessions {hardware | software} number

i

Router (config-dspfarm-profile)# maximum sessions software 10

ZOTRT7 A NTHR=-FShbiRty v a v BEfmELET,
shardware : MTP N— R =7 U YV —2ARHHR— K TExH Y 3 O,
e software: MTP ¥V 7 h 7 =7 U Y —ARHR— K TEH Ly a 0¥,
snumber : BT 7 A NLTHR—FENDEYy a0, #@HEIZ0~xTY, 774/ MI0OTT,

x O, VY =R 7 a A F—THEHTIRER Y Y —ZDEUTIG U T, FITRICIE S IVE T,

AT w713 associate application sccp
{5
Router (config-dspfarm-profile)# associate application sccp
SCCP % DSP 7 7 — A 7’1 7 7 A JWZ BT £ 77,
AT w714 noshutdown
I

Router (config-dspfarm-profile)# no shutdown

B =T 2 f ADAT—H A% UPIRBEIZET LE9,

Bl : VIR DITT ATA T Z3—I =232 R4 DY R—F
WIZ, YT RT 2T AT 4T B —I%— 3 RA v FOYR— MEfeOREF 2R LET,

sccp local GigabitEthernet0/0/1

sccp ccm 10.13.40.148 identifier 1 version 6.0
sccp

|

sccp ccm group 1

bind interface GigabitEthernet0/0/1
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associate ccm 1 priority 1
associate profile 6 register RR RLS6
|

dspfarm profile 6 mtp

codec g71lulaw

maximum sessions software 100
associate application SCCP

|

!

gateway
media-inactivity-criteria all
timer receive-rtp 400

WIZ, BF 2772 dspfarm 7’12 7 7 A L&A L72 SRTP-DTMF A o % — U —% > JH§EE DY
ERlE TR LET,

sccp local GigabitEthernet0/0/0
sccp ccm 172.18.151.125 identifier 1 version 7.0
sccp
|
sccp ccm group 1
bind interface GigabitEthernet0/0/0
associate ccm 1 priority 1
associate profile 1 register Router
|
dspfarm profile 1 mtp security
trustpoint IOSCA
codec g7llulaw
codec pass-through
tls-version vl1.2
maximum sessions software 5000
associate application SCCP

N

GE)  dspfarm 7R 7 7y A NRA—FT VT RAAL—TT R EY a3 =7 S TNT, TLS BL Uk

X2 U7 4 BEEOBRENRNGA. SR-TP N7 7 4 v 7 X SMTP V YV — A& @B T 9,
SRTP-DTMF A > % —U—X% > 7OV R— a0 LT5 877 4 v 7 7a—0%451%, SMTP
dspfarm 7’12 7 7 A JLIZIL security ¥ — U — K& TLS B L O a—TF v 7 N A ZV—3KE L G
HUHENHY £, ZOdspfarm VY — A7 11 7 7 A Lid, SRTP-DTMF A > % —U—F%
PAR— MRS, SRTP h 7 7 4 v 7 @S E5 2 &b TEET,

VIRDIT ATAT7 R—IR—232RAY bDEE

E DT

Eu:,\

TOMBEEHERL, NI TN a—T 4 T EITOICIE. RO show 2w REEHALET,
« SCCP (2P T 2 1H M 2 iR 512i%, showscep =2~ > Ra2FEH L 9,

Router# show sccp
SCCP Admin State: UP

Gateway IP Address: 10.13.40.157, Port Number: 2000
IP Precedence: 5
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User Masked Codec list: None

Call Manager: 10.13.40.148, Port Number:
Priority: N/A, Version:
Trustpoint: N/A

« DSPfarm 7' 2 7 7 A JUIZ BT D1 8 A 587 5 12i%, show dspfarm profile =~ > K4 fifi
ALET,

2000

6.0, Identifier: 1

Router# show dspfarm profile 6

Dspfarm Profile Configuration

Profile ID = 6, Service = MTP, Resource ID = 1
Profile Description

Profile Service Mode Non Secure
Profile Admin State UP

Profile Operation State ACTIVE
Application SCCP Status ASSOCIATED
Resource Provider NONE Status NONE
Number of Resource Configured 100
Number of Resource Available 100
Hardware Configured Resources : 0
Hardware Available Resources : 0

Software Resources 100

Codec Configuration
Codec g71llulaw, Maximum Packetization Period

s X 27 DSPfarm 7’1 7 7 A )LD AT — X AT HIE WM A MRS 5121, showdspfarm
profile 2~ REFEHL T, X 27 —ERAE—FPREINTND I L AMHERALE
j_o

30

Router# show dspfarm profile 2
Dspfarm Profile Configuration
Profile ID = 2, Service MTP,
Profile Service Mode secure
Trustpoint I0SCA
TLS Version v1.2
TLS Cipher AES128-SHA
Profile Admin State Up

= Resource ID = 2

Profile Operation State
Application SCCP
Resource Provider NONE
Total Number of Resources
Total Number of Resources
Total Number of Resources
Total Number of Resources

Status

ACTIVE

ASSOCIATED
Status NONE
Configured 8000
Available 8000
Out of Service
Active : O

Hardware Configured Resources : 0

Hardware Resources Out of

Software Configured Resources

Service: 0
8000

Number of Hardware Resources Active : 0O

0

Number of Software Resources Active : 0

Codec Configuration: num of codecs:2

Codec pass-through, Maximum Packetization Period : 0
Codec g7llulaw, Maximum Packetization Period 30

+ SCCP #fe DOft it 2 #27~ 7 5 1Z1%, show scep connections =2~ > K& H L £,

Router# show sccp connections

sess_id conn_id stype mode codec ripaddr rport sport
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VIRDIT ATAT Z—3IF—2 320 RSV FDEEDHER

16808048
16808048

16789079
16789078

10.13.40.20
10.13.40.157

17510
6900

7242
18050

mtp sendrecv

mtp

g711lu

sendrecv g71llu

SMTP & % = 7 DTMF M54 . showscep connections 2~ > Rixa—5 v 7 # A 7 (pass-th)
S# A7 (s-mtp) . BLODTIMF 2V v K (rfc2833 pthru) (ZBIT H1EHRAEFRRLET,

Router# show sccp connections

sess_id conn_id stype mode codec sport rport ripaddr conn_id tx
dtmf method

16791234 16777308 s-mtp sendrecv pass_th 8006 24610 172.18.153.37
rfc2833 pthru

16791234 16777306 s-mtp sendrecv pass_th 8004 17576 172.18.154.2

rfc2833 report

Total number of active session(s) 1, and connection(s) 2

« RTP B¢ 12 B9 D15 &2 Fovd 5 1213. showrtpspicall =~ R&EfEH L E4,

Router# show rtpspi call
RTP Service Provider info:

No. CalllId dstCallId Mode LocalRTP RmtRTP LocallIP RemotelIP SRTP
1 22 19 Snd-Rcv 7242 17510 0x90D08OF 0x90D0814 0
2 19 22 Snd-Rcv 18050 6900 0x90D08OF 0x90D08OF 0

SRTPDTMF A ' X —U—X% L TINT 75 4 Tl >TWABE4A, SRTP 7 4 — /L RiZiitEr
DN DN TR S E T,

Router# show rtpspi call
RTP Service Provider info:

No. Callld dstCallId Mode LocalRTP RmtRTP LocallIP RemoteIP SRTP
1 13 14 Snd-Rcv 8024 18270 0xA7A5355 0xAC129A02 1
2 14 13 Snd-Rcv 8026 24768 0xA7A5355 0xAC129925 1

« VoIP RTP ##5¢ 1 C B4 5 1 &2 "4 5121, show voip rtp connections =2~ > K& L
£,

Router# show voip rtp connections

VoIP RTP Port Usage Information

Max Ports Available: 30000, Ports Reserved:
Port range not configured, Min: 5500, Max:
VoIP RTP active connections

100,
65499

Ports in Use: 102

No. CallId dstCallId LocalRTP RmtRTP LocalIP RemoteIP

1 114 117 19822 24556 10.13.40.157 10.13.40.157
2 115 116 24556 19822 10.13.40.157 10.13.40.157
3 116 115 19176 52625 10.13.40.157 10.13.40.20
4 117 114 16526 52624 10.13.40.157 10.13.40.20

o« BEMIZIZ, DX S show o~ REFHATE £,

» show scep connection callid

« show sccp connection connid

« show sccp connection sessionid
« show rtpspi call callid

* show rtpspi stat callid

« show voip rtp connection callid
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« show voip rtp connection type

« show platform hardware gfp active feature sbc global

« FEEORBEZY) Y 53F HI2iE, debugscep 2~ RaEfHLET,

« debug scep [all | config | errors| events| keepalive | messages | packets| parser | tls]

VIRDIT AT4T7R—2—3 R4V bDY
R— MZET S AR

ROKIZ, ZOFEY 2—/L T LIZBRRICET ) U —REHRERLET, ZORIEL V7
F7=27 V=2 b U THEEREDY R— PN EASNIZLEDOY 7 b =T ) U —R7
FERLTWET, ZOREEEIL. FRIH 0 23720 RBY | ZRUBEO—EHDO Y 7 b =7 U J—
ATHYR—FENET,

77y b7 bDYR— P BIOVRAT YT N =T A A=V OV R— MIBET L EHRE R
&9 %5IZ1%, Cisco Feature Navigator Z i/l L 7", Cisco Feature Navigator |27 7 £ 29 % |Z
X, www.cisco.com/go/ctn IZFEE) L £ 9, Cisco.com DT B 7 MIMLEDH Y £/ A,

R28:VITRIIT ATAT B—IF—2 3V RA2 bOYR— FZEET DHEEER

HaE

iy

J1)y—==x HRETRER

VTR x2T AT 4T #—|CiscolOSXE Y | VT N =T AT 47 X—Ipx—va v hA
SR—TarRAYFDOY | U—2268 v b (MTP) iZ. Cisco Unified Communications
R—k Manager (Cisco UCM) 7% Skinny Client Control
Protocol (SCCP) 2= FENLTHEFZ— b
VoA LXFET AMBEAIRELET, TnbD
avr RIZEY, CiscoUCMiZa—nv 7)Y
> 7D MTP &L TEET,

Secure Real-time Transport | Cisco IOS XE | Secure Real-time Transport Protocol (SRTP) 7 =
Protocol (SRTP) 7= 7 /L |Dublin17.10.1a | 7)1 |\ —> L& (DTMF) #HEIL. /$2

h— % EER K A JL—F— RO I TOD Secure Software MTP &
(DTMF) A ¥ —U—% CUCM ¢ DD DIMF A v X —TU—F% T &
DY HR— b PR —FLET,

i Cisco8300> ) —X £Fa17IL—48 VYT rYTTHREHAFE
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A4 —H %y k OAM Z{£F L 7= Dying Gasp

Dying Gasp [Z, HZODOEHTH Y | BRENUINTE TR oT2 & ZTT A AT Lo TERE SN
HIEFTT, TARIETTAA AT 7— MEaBEHEE L, BT 735 AL EIHEEE O R
EERFE L TR L £,

A—%xy boEMH, FH, &F (OAM) X, A —H%* v hxy NV —7 2B JTOE
TH—HDOT B FALTT, A =Xy N OAMDPAENIR->TNDIA U F—T = ZADY;
By TAAAFIA =P F > FOAM 7' 2L & LT DyingGasp A v E—Y &R ELE
T, B—ANT AL RACEREERSHDH L2V E— NET T, R ZBHT D, A —F x>
K OAM Dying Gasp /37 v h DA Z Y AR —h L TWET,

ZDEA T ORPUIN X —EAG T, RGUTET 24—V MNEM, &L R5F (OAM)
WBHNTZIEHICEE SN2 HGAERH D £,

* Dying Gasp ¥R — k DRESEM (343 ~—)

* Dying Gasp V78— F OHlFIFE (343 X—)

o 4 —HF* vk OAM Z{Effl L7- Dying Gasp (344 ~<—72)

« OAMPDU D% E (344 ~—727)

Dying Gasp H7R— kDRSS

e A —V Xy FOAMIZ., L3IA v BZ—T oA ATF 74V N THINZ 2> TWET,
Dying Gasp #§REIX, AT D a~ > & L CEYDLTE £7,

Router (config-if) #ethernet oam mode passive

WD CLI 2~ R L TCHERSICTEET,

Router (config-if)#ethernet oam mode active

A =YXy FOAM X, EHHENH LG EITOHIEE S NET,

Dying Gasp H-7/R— D HI#9FEIE

» Power Failure Dying Gasp #$8E1%. C8355-G2 /L — % TOHYHFR—FINTHET,

Cisco8300 > ') —X X2 7IL—3 VI LI THREHAAK .
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B %> 0AM £/ L= Dying Gasp

* C8355-G2 /L'— % @ Power Failure Dying Gasp (%, A —¥% % v k OAM /X7 v kD E[F D FH
ZHAR—FLTHET,

A4 —4H v ~ 0AM Z{E£ A L 7= Dying Gasp

IEEE 802.3ah T/EFH STV D OAM ERED | DIV E— MEEZRRAH Y £, Ziud. &
BOKTHRRTRAET L4 — Ry MEROEEZEORIIIEILLET, A —V x> FOE
. . R (0AM) 7'a b ok, EEREZRTZOHICOAM Y e harsy—Xa=y
N (PDU) ORFED T 7 7 2 EELET, ZOKREIINV XY —EHETHY . C8355-G2 /L—H
THR—FINTWET, KREBIZEHT @I, 731 AOERDGNZE I IZR-oTNDH I &
ZoRTTIT, BIEICHERIC A E SN D lREER H D 57,

OAMPDU D% 7E

(C8355-G2 /L—# @ Dying Gasp #%AEZ 9% &, OAMPDU 7 L — AT Code 7 4 —/V N %
HETEET, RETSHEITKRO LEY TT,

 Information : OAM /S 7 — U N —H /L EZIF ) T— FOFERT —Z Elimt L TWD 2
ExRLET, 0x00 1 LfEH OAMPDU %% L 7,

- Organization specific : 2NN X —HHTHLHZ AR LET, HFXUF—F, 20D
a—REHFEHLT, BAZ~A RENTZT — X H 5k TEET, OXFE 1L, MHigkEA O
OAMPDU ## L TE Y, OAMPDU OF 7 4 /L M ¥ A TERETT,

&R OAMPDU D% &

Router# enable
Router# configure terminal
Router (config) # interface GigabitEthernet0/0/0
Router (config-if) # ethernet oam dying-gasp type information
Router (config-if)# exit
Router (config) # exit
Router#show ethernet oam status interface GigabitEthernet0/0/0

GigabitEthernet0/0/0
General
Admin state: enabled
Mode: passive
Type: information
PDU max rate: 10 packets per second
PDU min rate: 1 packet per 1000 ms

i Cisco8300> ) —X £Fa17IL—48 VYT rYTTHREHAFE
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#H#%E A O 0AMPDU D% E

Router# enable
Router# configure terminal
Router (config) # interface GigabitEthernet0/0/0
Router (config-if)# ethernet oam dying-gasp type organization
Router (config-if)# exit
Router (config) # exit
Router# show ethernet oam status interface GigabitEthernet0/0/0

GigabitEthernet0/0/0
General
Admin state: enabled
Mode: passive
Type: organization
PDU max rate: 10 packets per second
PDU min rate: 1 packet per 1000 ms
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i

{8 DSP

« KAE DSP (347 ~<—2)

e R—FENDVDSP a7 7 AL (348 _X—)

«vDSP 2T FDE T m— R (349 N—Y)

* Cisco IOx DHZNE (349 _—)

« VirtualPortGroup D&% (350 ~—3)

«VvDSP 77V r—3 3 VORRE (350 X—Y)

«vDSP 22T F DA A =L (352 =)

*VvDSP DT > A A h—JL (353 _—2)

«VDSP DT v 77 L— REIIF T 7 L—FK (353 X—2)
HEEa <R (353 =)

{8 DSP

RADSP U Y —REZ, DX IRV 7 72T _X—=ADDSP VY 22— 3 CT7,

s b RA=TFT 4T B BEON—RU =T AT 4T X—IFx—var RA b
P— BRI & OF FLHRE A TR it

cEHADSPF v STl . A—ZDCPU Y V—A&fEH L CEIE
« = R = TITRTE LW E Y — B 2 D RE S Al e

« [KIEDSP Tlx, WELDSP /N— KU = 7EV 2 — L ORENRL Y | HELDSP A v k
DI —Z TR TE £

IR DSP ¥ ¥ /XU T 1%, CPU DAL o — L EICESWTIRETE £7,

Cisco8300 > —X X7 L—42 VI ryz7EEAIF |
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A
«17.182 Ti, vDSP ZH T — R TOHZYHR—h S TWET,

e NFT TV lr— g DY R—FIH Y FH¥ A, vDSPIE, UTD, TE. F7/2IXFE LA v
72 EOMOVDSP R E OO T F T Y r— g L HETEEE AL

HHR—rEhBvwSP JAT77A4)L

RDFENZ, Cisco 8200 'V —RA X 27 /L—ZEB LW Cisco8300 V) —X X T )N—HT
PAR—=KIN5H VDSP 7' 7 7 A )VIZET DA R L ET,

R29: Y R—rShBvSPTOT 74l

vDSP 707 74 |C8231-G2 C8231-E-G2 C8355-G2 C8375-E-G2
w C8235-G2 C8235-E-G2

vDSP-32 HY HY o)) HY
vDSP-64 HY HY HY o)
vDSP-256 ol ol ol ol
vDSP-512 HY oR))
vDSP-1024 Ho Ho
vDSP-2048 HY Q)]

=S THHR—FESNTWDHVDSP 7' 7 7 A V%2 FK/RT 521, show voice dsp
capabilities =~ RZ&MEH L £,

WOFIE. C8375-E-G2 D vDSP #éfEA < L TWE T,

Device#show voice dsp capabilities
Supported vDSP profiles are:
vDSP-32 (Max credits 3360)
vDSP-64 (Max credits 6720)
vDSP-256 (Max credits 26880)
vDSP-512 (Max credits 53760)
vDSP-1024 (Max credits 107520)
vDSP-2048 (Max credits 215040)

Current active vDSP profile is vDSP-2048
Credit Information:

Transcode Credit:

LC (G711) Credits: 105

MC (G722/G729a) Credits: 240

HC (iLBC/G729) Credits: 420
VHC (iSAC/Opus) Credits: 420

. Cisco8300 ) —X X2 7IL—F YT RHYTTPEEHAR
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Universal Transcode Credit:
LC (G711) Credits: 105

MC (G722/G729a) Credits: 336
HC (iLBC/G729) Credits: 672
VHC (iSAC/Opus) Credits: 840

Conference 8-party credits:
LC (G711) Credits: 420

MC (G722) Credits: 672

HC (G729/G729a) Credits: 1120
VHC (iLBC) Credits: 1120

FHBEDTR K7 LYy MI, T rRa—F 4 0 7ReER Y, YR—hFENTW3
IP-IP #— B X DALEEE S TT,

WSPaOVTFFDAOAO—F
vDSP =7 F Y 7 b =73, Cisco Software Central T~ A b I TCUVWET,
~

CE)  HIOSXE NRN—T 3 2T, /N T +—~ 0 AT 5 72012 xbe 3 2 HELE vDSP /N —
DarRdH T, vDSP Ry A —U4ITIE, vDSP A—Y g b HHMED & 5 10S XE /3 —
YarOmbFERELET,

vDSP 7 7 A /L4 75 vDSP package name: vDSP 2.1.0 17.18.2.aarché4.tar

D&

vDSP R— 3 > 2.1.0
ATy —n"—=T g2
~AFT=n"=Tar
EAXY V=20

IOS-XE /N— 7 v 17.18.2

IOSXENR— g NI—HTHVDSP Ny r—U 52X rua—RKL, V»—XDT—+ 7T v a
WZA A M=V LET, titp, scp. fip, hitp 72 EDY R — SN TWD HiEEZEH L T, vDSP
A A=V HEN—ZDT Ty 2llab—LFET,

copy tftp://IPaddress/vDSP.tar flash:

Cisco I0x D EX1E

WoOa<y REEHLTIOXx b —E 22/ LET,

Cisco8300 > —X X7 L—42 VI ryz7EEAIF |
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Device#conf t
Enter configuration commands, one per line. End with CNTL/Z.
Device (config) #iox

VirtualPortGroup M % E

Z DX A TIL, VirtualPortGroup % #X &9 5 FIROME AT L £,
FE

AT F1 VirtualPortGroup f > # —7 = A AZREL, A/ v H—T 2 A AT 4FXal—varT—RERBL
F 9, <number> OHFHFPFHIL 0 ~ 31 TT,

1 -

Device (config) #interface VirtualPortGroupO
Device (config) #description vDSP
Device (config) #ip address 192.168.253.250 255.255.255.252

GE)

I THRET D ip address 1L, B— WXy hTU—TNTORMEAENETTARX—KIPT KL ATH
D, RNTV w740 F—Fy bR, B—H VT NS AETIFR Yy NU—T 8T A2 N OAWERN DRI
BRELIINV—T 4 V7 AMBICT 522 AN E LTWERE A,

ATY T2 VPGOIWZIP 7T RLABMREENTWAZ L AR L, AT —XZARBHT CTHDLZ & 2R LET,

1 -

Device#show ip int brief

Interface IP-Address OK? Method Status Protocol
Tw0/0/0 172.19.155.52 YES NVRAM up up
Tw0/0/1 3.3.3.52 YES NVRAM up up
Tw0/0/2 4.4.4.52 YES NVRAM up up
Tw0/0/3 2.2.2.52 YES NVRAM up up
Te0/0/4 192.168.10.52 YES NVRAM down down
Te0/0/5 unassigned YES NVRAM administratively down down
GigabitEthernetO unassigned YES NVRAM up up
VirtualPortGroupO 192.168.253.250 YES NVRAM up up

WSP 77— 3 > DERTE

TDHATF, TNNAALETVDSP T 7 ) r—2a b aRETHFIEEZRLET,
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ATy T

ATy T2

ATvT3

ATy T4

ATy TH

ATvT6

ATy 71

wsp77ur—vavngz |

FIE

Zoavw o REERALT, Fu— a7 4 FXFal—YaryE®—RERBL, 207 40 Fab— gy
A<y REIfTIZI DT OANLET, a7 4 Fal—vary avr ROANBKTLESL, Cul+Z %
HLET,

B :

Device# configure terminal

Zoavw U REERALTCT SV A=y a v EREL, TV —varyary7 4 FXal—yaryE®— %
BItE L £,

1 -

Device (config) # app-hosting appid vdsp
appid £ 1%, =P —MEBOLFHEMEMN L TERTEET, 72720, vdsp BHEIR SN ET,

app-vnic A~ REHL T, 77V r—var A2 —T A RET TV r—varDF— Ny oA %
i LET,

il -

Device (config-app-hosting) # app-vnic gateway0O virtualportgroup 0 guest-interface 0

virtualportgroup M IX, DARTIZEEE LMl & —ET A2 E N H Y £9, F£7-. guest-interface DfEIE 0 (23
5T LHTEET,

guest-ipaddress 2~ R&EfFEHA LT, 77V r—var A~V Xy b A X —T A ADIPT FL A%
ELET,

1 -

Device (config-app-hosting-gateway0) # guest-ipaddress 192.168.253.249 netmask 255.255.255.255

app-default-gateway =~ > RZEH LT, 77V —va D7 74V b — by oA ZRELET,
i -

Device (config-app-hosting-gateway0) # app-default-gateway 192.168.253.250 guest-interface 0

app-default-gateway IP (%, VPGIP L [AIUTHOLENH Y £9, £72. guest-interface DEIZL virtualportgroup
DL =BT H0ERNHY £,

TALADT BT 7 ANYA ZXEE VB TES, ZOTRT7ANIA XL ->T, A2 LOT Y
= aVIRAT 4 U TIZE DB TEND Y AR RED £9, show voice dsp capabilities
av REMHLT, 3R —FSNDHVDSP TR 7 7 A Ve RKRmT 5, [HAR—KSLHVDSP 7R 7 7
A ZZRLTITEEN,

Topavry REANLTZa— L ar 7 X2 l—31arE— REKET L, BHEEXECE— RNIZEY
ﬁ—o

1 -
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Device# end

WSPaVTT7DA VA =)L

TDOERATTIE, VDSP AL TFHA A M= T AT DI ETT A RIEOME AT L £,
FE

RTFYFT1 VDSP 2T FT7 7V r—va kA VA=V LET,
1

app-hosting install appid vdsp package flash: vDSP_2.1.0 17.18.02eftrl.aarch64.tar

GE)
app-hosting 7% & CiEF ST appid ZEH L £ 7,

ATV T2 VDSP T 7V r—y a2 F@Tr 77 4 7 LCiEEI L 9,
B -

app-hosting activate appid vdsp

app-hosting start appid vdsp

app-hosting appid vdsp T start ﬁ§%ﬁéﬂfb‘5%é\\ VdSp 7709 ’7‘—“/ SRV ﬁ@]ﬁ’]i:'fﬁ?4 7’”2
ShTEHLET,

ATV T3 TRTHODSP VIV —TEWHERLET,
1 -

Device#show voice dsp group

DSP groups on vdsp
DSP recommended version: 2.1.0

dsp 1:
State: UP, firmware version: 2.1.0
Max voice channel: 256
Max credits: 26880. Transcoding channels allocated: 0
Group: FLEX GROUP_VOICE, complexity: FLEX
Shared credits: 26880, reserved credits: 0
Voice channels allocated: 0
Credits used (rounded-up): O

ATy T4 dspfarm 70 7 7 A NVEFREL T, hTrRAI—FT 47 VY —RAEEREY VA THL, @iEE
BRLE L £ 7, dspfarm 71 7 7 A )L DR EFIEDFEMIZ DWW TIL,  [Configuring Conferencing and Transcoding
for Voice Gateway Routers| ZZH L T 72 &0,

i Cisco8300> ) —X £Fa17IL—48 VYT rYTTHREHAFE


https://www.cisco.com/c/en/us/td/docs/ios-xml/ios/voice/cminterop/configuration/15-0m/vc-15-0m-book/vc-enh-confr-vgr.html
https://www.cisco.com/c/en/us/td/docs/ios-xml/ios/voice/cminterop/configuration/15-0m/vc-15-0m-book/vc-enh-confr-vgr.html

| =% Dbsp
wspo7 A vz h—L ]

WOSPDD7 4 A =)L

VDSPREET A VA M= FB20F, kOa<vr FEERALET,

app-hosting stop appid vdsp
app-hosting deactivate appid vdsp
app-hosting uninstall appid vdsp

WOSPDT7 v T L—FEREFTOVTL—F

VDSP/N—Va a7 v 77 L= RETZ3IA U 7 b— R$212id, vDSPET A A F—/b
L. I0SA A=V KR LT, —HTHVDSP 2 A Y A M=/ 95 2 L 2R L £,

app-hosting upgrade appid vdsp package bootflash:new-vDSP-image.tar :1?7)/f:hi\ vDSP éf

AEICiEIE, FET 7747k, Ty 7T Lv—FR, 775474k, BXOHE&SHLET,
VvDSP 2 FEITT v /7 L— T 2(2%, koa<vr FaERALET,

app-hosting stop appid vdsp

app-hosting deactivate appid vdsp

app-hosting upgrade appid vdsp package bootflash:new-vDSP-image.tar
app-hosting activate appid vdsp

app-hosting start appid vdsp

BEfa<w> KR

UZRENTWHavw L REFHLT, vDSP DA VA h— L FE- IR ELHRELET,

avw vk ERBA

show app-hosting list THRAATHEA RSN TWET TV r—=
T EREERLES, TS = e
> ID &, RUNNING X° ACTIVATED 72 £ D81
FEORES —HERRENET,

show app-hosting detail appid vdsp |5 /\f A CHA RSN TWE, 77U r— g
VIDWA Ivdsp) THDHT 7V r—a U2
TOREMR R E R LT,

show app-hosting utilization appid |5 A4 X THRANENTWAE, TV Fr— 3
vdsp YIDD Ivdsp) THLHT IV r—varnl
Y — AR ERE R LET,

show voice dsp group FNRAALOBEFEY V—RAZH#ET 5 DSP 7
N—=TIZONTOFEREFRRLET,

show voice dsp capabilities FRA A FOEFED DSP OMREZ FH R~ L F
K
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SIS a—TaT
s hITNTa—=T 4T (355 5—Y)
SO a—Ta29
VATLULR—brEFRALEZNS TV A —Ta0Y

SRATLLR—F

VAT A UAR— hFE X crashinfo 7 7 A MZIX, YA aDT I = H R — MEYEFE N, Cisco
I0SA A=V DV T vvakg| BRI LEMEEZT Ny 795 & XITHERTLHERPBRTEIN
TWET, ERARYZ T v v allElT 2B ROMENOHERERIEEL N VR, FEDZ T
VaRBIL Lo THBRBHEA S D L5 R FIETITONDL Z ENRETT, VAT ALAR— |
AR &4, harddisk: £7- 1% flash: 7 7 A L 2T LD Teore]l T4 L7 B UITIRESNET,
Uo— REFE LR — MIERINEE A,

VAT LY T vy aDEE ROFEMERPIESNET,

1. 0000000 core

2. 10Sd D0000000000000000I0Sd 000000000 IOS crashinfo 0000
3. 0Dooooo

4. 0000000000

5 00000000

6. 0000000 /fproc OO

ZOLAR— I, —FBPROMMON/7 — b a2 —&—|Zxf L TH U RBEIZ 2 DATIZAER S L
T3, ZOHERIE. HO 7 7 A MR ENTHD, 7T—0A4 7SN T targz /3 RIVICE
ESNET, ZONRVRLCEY, 7T vy aRAty T vay bl i CTRETES X 91T
R0 ET, TrANME, S OEODICRy 7 AnLBEITAZ L TEET,
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FNRAADKA N, VAT LLR—beER LT 2—LD ID, BIORZDIERZ A L
AL TINT 7 ANATHARIAENFE T,

<hostname> <moduleID>-system-report <timestamp>.tar.gz

VAT LLR— DB

7 7 A /V4 7 Routerl RP O-system-report 20210204-163559-UTC D 7 /L LR —
FEZRLTIZSN,

Z 2T, A MM Routerl DFNA AT, RPOEY 2 —/LOTH LAWY m— RAFEAE L,
2021 4E2 H 4 B 485394y 598 (UTC) I3 AT L LAR— FRNERESNE LT,

—— bootflash/

L— pd_info/
—— dmesg_output-20210204-163538-UTC.log
— filesystems-20210204-163538-UTC.log
—— memaudit-20210204-163538-UTC.log
—— proc_cpuinfo-20210204-163538-UTC.log
—— proc_diskstats-20210204-163538-UTC.log
—— proc_interrupts-20210204-163538-UTC.log
—— proc_oom_stats-20210204-163538-UTC.log
—— proc_softirqs-20210204-163538-UTC.log
—— system_report_trigger.log
—— top_output-20210204-163538-UTC.log
—— harddisk/
—— core/

L— Router] RP_0_hman 17716 20210212-123836-UTC.core.gz
—— tracelogs/
—— tmp/
— fp/

L— trace/
—— maroon_stats/
—— rp/
L— trace/
—— Router] RP 0-bootuplog-20210204-163559-UTC.log
— var/

L— audit.log
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Cisco 8300 ' U —X & &% = 7 /b—Z|Z1%, logging % 7-1% platform s — U — K& H5ET 25 —if
Da<ry RRHY, ZNHEANLTHEHAOBERSNROD, ERITBEREICE > TRER
HANFERENET, BERICE S TARERZDO X ) ea~wy NiE, VAR — g4t a~
NERpINET, YR— Mdgstoa~y NZET L 2 afilii~ =2 7 /WIS BRAR I
RN TRETT,

Cisco8300 > V) —RX £ F 27 N —H DY R— PRGN Da~ L FOY X M2 TFITRLET,
* backplaneswitchport
» clear logging onboard slot fO dram
» clear logging onboard slot f0 voltage
* clear logging onboard slot f0 temperature
* show logging onboard slot f0 dram
* show logging onboard slot fO serdes
* show logging onboard slot f0 status
* show logging onboard slot f0 temperature
* show logging onboard slot f0 uptime
» show logging onboard slot fO uptime latest
* show logging onboard slot f0 voltage
* show logging onboard slot 0 dram
* show logging onboard slot 0 serdes
* show logging onboard slot 0 status
* show logging onboard slot 0 temperature
* show logging onboard slot 0 uptime
* show logging onboard slot 0 uptime latest

* show logging onboard slot 0 voltage

Cisco8300 > ') —X X2 7IL—3 VI LI THREHAAK .
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* show platform software adjacency r0 special

* show platform software adjacency rp active special

* show platform hardware backplaneswitch-manager RP active summary

* show platform hardware backplaneswitch-manager RP active subslot GEO statistics
* show platform software backplaneswitch-manager RP [active [detail]]

* show platform hardware backplaneswitch-manager [RO [status] | RP]

* show platform hardware backplaneswitch-manager RPactive CP statistics
* platform hardware backplaneswitch-manager rp active subslot GEO statistics
* show platform software ethernet rp active 12cp

* show platform software ethernet rp active 12cp interface GigabitEthernet0
* show platform software ethernet rp active loopback

» show platform software ethernet rp active vfi

* show platform software ethernet r0 vfi

* show platform software ethernet r0 vfi id 0

* show platform software ethernet rO vfi name GigabitEthernetO

* show platform software ethernet r0 12cp

* show platform software ethernet r0 12¢p interface GigabitEthernetO

* show platform software ethernet r0 bridge-domain statistics

* show platform software flow r0 exporter name GigabitEthernet0

* show platform software flow rQ exporter statistics

* show platform software flow r0 global

* show platform software flow r0 flow-def

* show platform software flow r0 interface

* show platform software flow r0 ios

* show platform software flow r0 monitor

* show platform software flow r0 sampler

* show platform hardware qfp active classification feature-manager label GigabitEthernet 0 0
* show platform software interface fO del-track

* show platform software interface fp active del-track

* show platform software rg r0 services

* show platform software rg 10 services rg-id 0

* show platform software rg r0 services rg-id 0 verbose
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* show platform software rg r0 services verbose

* show platform software rg 10 statistics

* show platform software rg rp active services

* show platform software rg rp active services rg-id 0

* show platform software rg rp active services rg-id 0 verbose
* show platform software rg rp active statistics

* show platform hardware slot 0 dram statistics

* show platform hardware slot fO dram statistics

* show platform hardware slot 0 eobc interface primary rmon
* show platform hardware slot 0 eobc interface primary status
* show platform hardware slot 0 eobc interface standby rmon
* show platform hardware slot 0 eobc interface standby status
* show platform hardware slot fO eobc interface primary rmon
* show platform hardware slot fO eobc interface primary status
* show platform hardware slot fO eobc interface standby rmon
* show platform hardware slot fO eobc interface standby status
* show platform hardware slot fO sensor consumer

* show platform hardware slot fO sensor producer

Cisco8300 > —X X7 L—42 VI ryz7EEAIF |
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