Cisco I0S XE SD-WAN )L—42 D CLI 7> 7
L— b

Cisco I0S XE SD-WAN 534 2D CLI 7> 7 L— M, RO FETHRETCXET,
A\

() CiscovManage ® b/ N— 3 > CCLI T > 7 L— b &AL, T i FN—2 g Ui
LEDET5E, MKIZK > TEITAR—FESN2WEERHY £5, ZOH4E . CiscovManage
X7 7 8AEHELR L, =29 —AvbE—UERERTHIEEHY 9, Cisco vManage D LLFITD
N=Va U TAERSNZCLU T 7L —heflT2 2 x| LEd, =&z, Cisco
vManage Y U — % 20.7.x Zffi /] L T\ 544, Cisco vManage U U — % 20.6.x LARTD U U — =%
THARSNIZCLI T v 7 L— bR TEET,

* Cisco [0S XE SD-WAN T34 A2 DT A AREX—ACLI T 7L —kK (1—=)
¢ CiscoIOS XE SD-WAN L—Z FHDO A > T vhR_R—ZADCLIT > 7L — |k (3°2—)

. — > — » =JL = &

Cisco 10S XE SD-WAN 7 /N1 X DT/ REE~N—X CLI

—_ )

TIL—b
CiscovManage (X, #RET > /'L — h RV o — (m—=h T4 X3nl=RY o—, EFX a2 VT4
KU =) OMABEDOEEMEM LT Cisco I0S XE SD-WAN 7 /31 2 2% E L EJ, Cisco
vManage 20.1.1 LAR% ClX, Cisco vManage |2 £ ¥ | Cisco IOS XE SD-WAN 7 /3A R TF /34 A

BREEHEHTAHCLIT L —E2EETEET, 2607 FL— 1 E2HHALT, T3
AFRIE (yang-cli) 2T /A ACEES v a2 TEET,

1B O#EAET, CiscovManage IX, 7 /3 ARE LT 7 L — h T —V—NEE LR EDOMH
EH Sy % Cisco 10S XE SD-WAN 7 /31 A ([TE$ET v 2 2 LE T, Cisco vManage (X, o7
TU— bOEGE LFERRIZ, T AT Y v a T HEICHRED T L E a—bFR LET, Bid
DU—r7u—E, 77— MG LTEM, 28, £EFHRZTOHEICbEIINE
TO

Cisco 10S XE SD-WAN JL—42 D CLI 7> TL— k .



Cisco 10S XESD-WAN L—4 D CL 7> FL—+ |
B ciscot0s XESD-WAN /34 X DF /A RBEEA—Z CUFLTL— b

A\

(F)  CiscovManage Z i L C7 7 B A TE 2 WEREA MR T 21213, RO FIEEZEITTHZ L%
BEIOLET,

1|

1. CLI7 FAUHERET 7 L— MINA T, BETAHET L — b2 LET, FEi
IZOWTIE, CLL T R UEERET L — FOFECLIZZR L T F &,

2. §ioF 7> a v TCIEARAFHSRESIT. Z0®Z 2 a U THBEINTWATF AL ZABREN—
ACLITY> L —EFEHLET,

Cisco XE SD-WAN JL—4A @ CLI 7> 7L — ~IZBET 2 HaE1EHR

= 1:HEDERE

HaE

Y

1)) — X IEHR EBA

TINA ARRIE CLI 7> 7 L — |CiscoIOS XE U U —A 17.2.1r |CLI 7> 7 L — M#fEIZ, 7
b Cisco vManage 20.1.1 A ABGES—AD CLL &4
AR—RrTDEHIcEHINE
Lize 2NHDOT 7 L— L
ZHER LT, 73 ARE
(yang-cli) %7 /34 AC|E$E
T aTEET,

HREIE

WEAR— b : AR — FEEF Cisco P —ERAFEEH AL —F D CLIT > L — F 2T 585
Aix, MR — FHDa< K (lineaux 072 ) 2EDRNWTLIEEW, £HLEEHEA,. =
F—NREAELET, INbDavwy NI, T34 A L TEHEEITTEET,

=<2 K show sdwan running-config EHEHALTCCLI TV — b REEA VR — T D55
X, CiscovManage b® CLI 7> 7' L— O3 5% TFEITEMT 24BN’ H D £9°,

Cisco vManage T? CLl 7> 7L — F DEHRE

1 Cisco vManage A == — 5, [Configuration] > [Templates] ZE84R L £ 7,

2. [Device Templates]| 27 U v 7 LE7,

N

(GE)  CiscovManage U U — % 20.7.x LAgT® U U — A TlX, [Device Templates] D 4 A + /L& [Device]
T4,

3. [Create Template] K2 7"&Z 72U X ki, [CLI Template] Z &R L FE 7,

. Cisco 10S XE SD-WAN JL—42 D CU 7> TL— k


systems-interfaces-book-xe-sdwan_chapter28.pdf#nameddest=unique_431

| Ciscol0OS XESD-WAN L—2 D CLI T~ FL—k

10.

11.

Cisco I0S XE SD-WAN L— 2 DA VT2 hR—RDCLUFYTL—F .

[Device Model] Rz 7 X7 U A oD, 77 b— hafERT 5T ADX AT
ZIEINL E9,

[Template Name] (2, 7> 7 L — D4R IEZ A LET,
ZATORKEIL 128 LFT, BHFOLEEHTEET,
[Template Description] (2. 7> 7 L — FD#FHEZ AL LET,
B ORKRIE 2048 LF T, EHFOLEMHATE LT,

[Device configuration] Z BN L3, ZDOA 7> 9 o ZEHT D L. show sdwan
running-config A~ ROEINZEREND IOS-XEREZ VY REfEETE 7,

(AT ay) EENneT A ADFETHERZ 72— K9 5120, [Load Running config
from reachable device] U A 7 HI®IR L, [Search] #7 V v 7 L £,

[CLI Configuration] T, FANT B, By h TV RRX=ZA R NT D0, T7ANVET v
n— LT, &EXANLET,

KESOREME 2 ZEUTEHT H1TI1E, % ® IR L T [Create Variable] 227 U » 7 L7,
¥ % N1 L, [Create Variable] 7 V v 7 LE£9, {{variable-name}}; DA TEH4
HEHZATHZ LB TEET, 2L 2L, {{hostname}} T,

INHDOEHEIE., T V= ETEF LR, TAA AT LT A, AEEAR—T
WCAJITEET, [HITFATITED, CSVIZ7ANMERHLTCT v 7 e — RTEFET,

HRET o7 L — P ERFET DL, [Add)Z 2 ) v 7 LET, HILWT RS AT T L—
73 [Device Template] 7 — 7 /WIZFRK R SIVET,

Cisco 10S XE SD-WAN L—Z2 HDA T2 FA—X®D CLI

ToTL—+b

Cisco I0S XE SD-WAN 7 /XA A O CLI 7 > 7 L — MEREIZ L V|, Cisco vManage & ffif L C.
Cisco IOS XE SD-WAN 7T /3NA A DA T2 hR—ZADCLI T 7L — bR ETEET, A
YT hR—ZD CLI 7> 7 L— b, Cisco vEdge 7 /3 ZADHELIZHK S a~v 2 R T4 v
AUH—T oA AFEESZHRLET, CLIT > 7 L— F&fEMH LT, Cisco vManage Tl Cisco
vEdge LN — A D m1+ - R % Cisco [0S XE # 3L D Cisco I0S XE SD-WAN 7 /34 22T w2
TEDL LR ET,

\)

6=

TNRAABRERXR—ADCLI T 7L —F DV R—=FZLY, AT F_X—Z2DCLILT v
L— MIBEIEENF T, CiscolOSXESD-WAN T /34 A DT NA AREX—ACLIT > 7 L —
F A=) THHAINTWAE LT, TA ARER—ADCLL T 7L — s &FEHT

LT LB LET,

Cisco 10S XE SD-WAN JL—42 D CLI 7> TL— k .



Cisco 10S XESD-WAN L—4 D CL 7> FL—+ |
B ciscorosxesp-waN L— 5RO L F Y FRA—ZDCUFLTL—

Cisco vManage CLI 7> 'L — b2 T 5 & | HiET > 7' L — M &2 ET 2 RIS KIEIZHI
WIhET,

Cisco XE SD-WAN )L—4& D CLI 7> 7 L— M ZEET B HRE1EHR

R 2:HREEDERE

HEE 1)) —X &R ERBA
Cisco XE SD-WAN /L— & @D CiscoIOSXE VU U — X 16.11.1a | Cisco XE SD-WAN /L — & D
— o — L — o) -

CLI 7> 71—} Cisco SD-WAN U U —= 19,1 |CLI7 7 L= MEREICLD
vManage Zfii ] L T Cisco XE

SD-WAN LV —XZ DA T v K

NR—ZDCLITv 7L — %

BETEET,

iy

VRF % & CiscoIOS XE U U —Z 17.2.1r | VREFRED YR — F3EEF100
MHAER 300 VRE ICHIINL =
L7z, VAR — x5 : Cisco
ASR 1001-HX 33 J T Cisco ASR
1002-HX

CUT>TL—tDFR

* Cisco IOS XE /L— % 1 @ Cisco vEdge [E# @ vManage #§5E7 > 7' L — N & FAIH T £,
Cisco XE SDWAN #ET > 7' L— b 2H L TT A 2T 07 L— h BT 5 &,
vManage |1 7 o b _X—ZADFEE (vEdge CLIFSL) EXHGT 57 /31 A~_X—2Z (Cisco
XE SDWAN L —%) O EERRLET, A7 bR—ZADHRELXHXT, ThE i
FIH LT, XESDWAN /L—% HOfERB D CLI 7> 7 L— hEERCTE £7,

¢ 1 BIORETCLI T 7 L— MIEBOEEZNZ DI ENTEET,

A UTF AL ZRETFTLOEBDT NAA ATIOOREXFEHATEET, BRIIFT A 2T,
WZEA ORE MR LR EORE 2B AT E N TEET, VAT AP,
A FID, KA R, IPT RLARZREO—RIRERTEL, 77 b— b CTHEATRER A
BLLTEETE, RLT 7 L— b aBEOT AL AT X v FTEET,

cCLIT > L — FNCEHOH AR LEEFERTXET,

cCLIT > 7L —hFDANTE LT, BIEDIOS-XET NA AL T v MREXEHATE E7,

sCLIT> 7L —btDarT ik, #HEDIOS-XE 7 /84 A A7 (VPN, VPN A > ¥ —
7 = A A, BGP. OSPF 72 & DO—f%Hy72 CLI) THEHTX 4,

HPREIHE

WEIR— b« M8 — b &2 Cisco P —EAHARNL—F D CLI T > 7 L— F 2T 55
A, AR —MHOa~< 8 (lineaux 072 L) 2E0RNWTLEEN, £HLEHA. =
T—MMEELET, IhbDavr Nt T3 A L CHEEETTEET,

. Cisco 10S XE SD-WAN JL—42 D CU 7> TL— k



| Ciscol0OS XESD-WAN L—2 D CLI T~ FL—k
Cisco 10S XE SD-WAN L— 2 AD 1 > 7> kA—zacu 7> TL—+ [

Cisco vManage T CLI 7> 7L — FDRE
1. CiscovManage A ==—7>6, [Configuration] > [Templates] Z#R L £ 7",

2. [Device Templates] %2~ U 7 L. [Create Template] %7 U >~ 2 LE£7,

\}

() CiscovManage U U — % 20.7.x LLETD U UV — A TiX, [Device Templates] % A k/Li% [Device]
‘—(“—a_o

3. [Create Template] K2 7% 7 U A hji5, [CLI Template] 38R L £ 37,

4. [Device Model] Ko v X7 U R RNnD, T 7 L— NEAERTHT A ADE A T %
HEIRLET,

5. [Template Name] |2, 7> 7 L — hDL4RTZ AT LET,
AHTDRKRRIT 128 LF T, BHTFOLZHLHTEET,

6. [Template Description] (2., 7> 7 L — hDfiHEZ AT LET,
DR RIE 2048 LF T, EHFOL M TE ET,

7. CLITV7L—bhOREZ, AT bR=AFELEFT A, AREICE S Z N TEE
R

* [Intent] : [Intent] % 5 E T 541X, Cisco vEdge B Ta~> REBEELE T, iR
L 727 73A A3 Cisco 10S XE SD-WAN 7 /34 A DA Cisco vManage L7 /34 A D
RIEER ML ET,

[Device configuration] : & D472 = i, CiscolOSXE U U — & 172.1r AR T, Cisco
I0S XE SD-WAN T3 A TOIRMEHTEEd, ZDA T 3 Tlid. show sd-wan
running config [CR/RINDT NA ARERERERET L2LENH D 77,

N

GE) ZoHfelx. CLI 7 RAUHERET 7 L — P OFEE CLITHEL <
FEH I TWAEIE CLI TOMEHTE £7,

[SelectaFile] i H L CREZ 7 A V&7 v r— KT 50, CLIREZ 22— L THED
fFiraz emncxEd, LT, BEEFHLEZA T b_"—2ZX0D CLI DHITT,

system

host-name {{hostname}}
system-ip {{system ip}}
domain-id 1

site-id {{site id}}
port-offset 1
admin-tech-on-failure
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logging
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system system
host-name pm4
system-ip 172.16.255.14 host-name
overlay-id 1 pm4
site-id 400 system-ip
control-session-pps 300 172.16.255.14
admin-tech-on-failure overlay-id
1
sp-organization-name "XYZ Inc Regression" site-id 400
organization-name "XYZ Regression" control-session-pps 300
console-baud-rate 115200 admin-tech-on-failure
vbond 10.0.12.26 port 12346 sp-organization-name “XYZ Inc Regression”
organization-name “XYZ Inc Regression”
console-baud-rate 11520
vbond 10.0.12.26 port 12346
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aaa aaa group server tacacs+ server-10.0.1.1
auth- order local radius tacacs server-private 10.0.1.1 timeout 5 key
usergroup basic $8%$vs5hzVg/Z6EeuUdNHT zOWwWPsUvIV/50xmcREShWp3Y I
task system read write ip tacacs source-interface
task interface read write GigabitEthernet0/0/1

! !

aaa group server radius server-10.99.144.200
usergroup netadmin
!

server-private 10.99.144.200 auth-port 1812

usergroup operator timeout 5 retransmit 3
task system read ip radius source-interface

task interface read GigabitEthernet0/0/1
task policy read
task routing read

task security read aaa group server radius server-10.99.144.201

!

user admin password server-private 10.99.144.201 auth-port 1812
timeout 5 retransmit 3

$6$nbbLkA==%$ae/D0781/wluPUohhBU2L6h/ ip radius source-interface

Q.PLkurGvxjR1S9OWBIiTtFwSGNQCABV6F GigabitEthernet0/1/0

MW57vuEHvo3zp3gdYVinlmMIu/p/

secret aaa authentication login default local group

$9$3/ 113 /UF2E2F3ES TINKBEK Lo 9ExrHKOF SVAL IMOEDID. QPAMKDAxz.c|  radius group tacacs+
aaa authorization exec default local group
rt radius group tacacs+ a

radius aa session-id common --- added by default
server 10.99.144.200 username admin privilege 15 secret 9

source-interface GigabitEthernet0/0/1 $9$3/ 113 /UF2F 2E 3ES TNKBK L g OE Tk OF SVAL IMOFQFD . QPAMMKDARZ. . C
exit

server 10.99.144.201

source-interface GigabitEthernet0/1/0
exit
|

tacacs

server 10.0.1.1
auth-port 50

vpn 0
source-interface GigabitEthernet0/0/1
key 1

secret-key
$8SKcuva0CM871E8czESwV5qg/YX4Q8pY1LSNk/+PIDrpCg=

exit !
!
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logging logging
disk disk
enable enable

file size 12

file rotate 6
! logging persistent size 75497472 filesize

server 192.168.13.1 12582912

vpn 0 logging buffered 512000 --- added by
source-interface Loopbackl default

priority alert logging host 192.168.13.1
exit no logging rate-limit

! logging source-interface Loopbackl
logging persistent

AA vy FR— k& VLAN DEEE

R6: R4 vF R— FDORE

CLl 7> FL— MRE T RDERTE
interface GigabitEthernet0/1/4 interface GigabitEthernet0/1/4
switchport switchport ios-sw:mode trunk
mode trunk switchport ios-sw:trunk allowed vlan 10
access vlan vlan 10 no shutdown
access vlan name "DHCP Vlan" no ip address
trunk allowed vlan 10 exit

!

no shutdown
interface Vlanl0

description Vlan 10 Mgmt interface

vpn 10 no shutdown
name "DHCP VPN" arp timeout 1200
interface Vlanl0 vrf forwarding 10
description "Vlan 10 Mgmt interface" ip address 10.29.35.1 255.255.255.0
ip address 10.29.35.1/24 ip mtu 1500
no shutdown exit
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CLl 7> L— MERTE TINA RDERTE
vpn 0 interface Cellular0/2/0
interface Cellular0/2/0 description Cellular interface
description "Cellular interface" no shutdown

no shutdown

ip address negotiated
|

ip mtu 1428
mtu 1500
exit

controller cellular 0/2/0
lte sim max-retry 1
lte failovertimer 7

profile id 1 apn Broadband
|

controller Cellular 0/2/0
lte sim max-retry 1
lte failovertimer 7

profile id 1 apn Broadband authentication

none pdn-type ipv4
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vpnl
bgp 2
shutdown
distance external 30
distance internal 250
distance local 10
address-family ipv4-unicast
network 10.0.100.0/24
redistribute static route-policy
route map
redistribute connected route-policy
route map
!
neighbor 10.0.100.1
no shutdown

remote-as 3
timers
keepalive 12
holdtime 20
connect-retry 300

advertisement-interval 123
I
update-source GigabitEthernet0/0/1
ebgp-multihop 1
password
$8$9poud PHID60B072hcw3MmSSALCEIk8bVys121LVb+08=|

address-family ipv4-unicast

vpn 1
router
ospf
router-id 172.16.255.15
compatible rfcl583
timers spf 200 1000 10000
redistribute connected route-policy
route map
max-metric router-lsa administrative
area 23
stub
interface GigabitEthernet0/0/1
cost 23
authentication type message-digest
authentication authentication-key
keyl
exit
exit
I

vpn 1

router

eigrp 1
af-interface GigabitEthernet0/0/2
no split-horizon
exit-af-interface

I

address-family ipv4 network 10.1.10.1/32

address-family ipv4 topology base

redistribute omp

exit-af-topology
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router bgp 2
bgp log-neighbor-changes
distance bgp 30 250 10
address-family ipv4 unicast vrf 1
neighbor 10.0.100.1 remote-as 3
neighbor 10.0.100.1 activate
neighbor 10.0.100.1 ebgp-multihop 1
neighbor 10.0.100.1 maximum-prefix
2147483647 100
neighbor 10.0.100.1 password 0 password

1
1
1
1

neighbor 10.0.100.1 send-community both

neighbor 10.0.100.1 timers 12 20

neighbor 10.0.100.1 update-source
GigabitEthernet0/0/1

network 10.0.100.0 mask 255.255.255.0

redistribute connected

redistribute static route-map route map

exit-address-family
I

timers bgp 60 180

router ospf 1 vrf 1
auto-cost reference-bandwidth 100
max-metric router-1lsa
timers throttle spf 200 1000 10000
router-id 172.16.255.15
default-information originate
distance ospf external 110
distance ospf inter-area 110
distance ospf intra-area 110
redistribute connected subnets route-map)
route map
I
interface GigabitEthernet0/0/1
no shutdown
arp timeout 1200
vrf forwarding 1
ip address 10.1.100.14 255.255.255.0
ip redirects
ip mtu 1500
ip ospf 1 area 23
ip ospf network broadcast
mtu 1500
negotiation auto
exit
!
router eigrp eigrp-name
address-family ipv4 vrf 1 autonomous-system|
1
af-interface GigabitEthernet0/0/2
hello-interval 5
hold-time 15
no split-horizon
exit-af-interface
I
network 10.1.10.1 0.0.0.0
topology base
redistribute omp
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exit-af-topology
I
exit-address-family
I
I
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vpn 0 ip route 0.0.0.0 0.0.0.0 10.1.14.13 1
interface GigabitEthernet0/2/0
ip address 10.1.14.14/24 interface GigabitEthernet0/2/0
tunnel-interface no shutdown
encapsulation ipsec arp timeout 1200 - added by default
color lte ip address 10.1.14.14 255.255.255.0
no allow-service bgp ip redirects --> added by default
allow-service dhcp ip mtu 1500
allow-service dns mtu 1500
allow-service icmp negotiation auto --> added by default
no allow-service sshd exit
no allow-service netconf
no allow-service ntp interface Tunnel20 ---> based on the
no allow-service ospf interface 0/2/0
no allow-service stun no shutdown
allow-service https ip unnumbered GigabitEthernet0/2/0
! no ip redirects
autonegotiate ipv6 unnumbered GigabitEthernet0/2/0
no shutdown no ipv6 redirects
! tunnel source GigabitEthernet0/2/0
ip route 0.0.0.0/0 10.1.14.13 tunnel mode sdwan
sdwan
interface GigabitEthernet0/2/0
vpn 512 tunnel-interface
interface GigabitEthernet0 encapsulation ipsec weight 1
ip dhcp-client color lte
ipv6e dhcp-client autonegotiate no last-resort-circuit
no shutdown vmanage-connection-preference 5

rt no allow-service all

no allow-service bgp
allow-service dhcp
allow-service dns
allow-service icmp

no allow-service sshd

no allow-service netconf
no allow-service ntp

no allow-service ospf

no allow-service stun

interface GigabitEthernetO

no shutdown

arp timeout 1200

vrf forwarding Mgmt-intf

ip address dhcp client-id GigabitEthernetO
ip redirects

ip dhcp client default-router distance 1 ip
mtu 1500

mtu 1500
negotiation auto
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TN ADELTE

vpn 201
interface GigabitEthernet0/0/2.2901
description gigi2l
ip address 10.201.201.1/24
mtu 1496
no shutdown
vrrp 100
track-omp

ipv4 10.201.201.3
!

dhcp-server
address-pool 10.201.201.0/24

exclude 10.201.201.1-10.201.201.10
10.201.201.20-10.201.201.22

offer-time 600

lease-time 86400

admin-state up

options
default-gateway 10.201.201.1
dns-servers 10.99.139.201
tftp-servers 10.99.139.201

ip route 0.0.0.0/0 vpn 0
|

vpn 0
interface GigabitEthernet0/0/0

ip address 172.16.10.1/24

nat

udp-timeout 3
tcp-timeout 40
respond-to-ping

!

interface GigabitEthernet0/0/2.2901
no shutdown
encapsulation dotlQ 2901
vrf forwarding 201
ip address 10.201.201.1 255.255.255.0
ip mtu 1496
vrrp 100 address-family ipv4
vrrpv2
address 10.201.201.3
priority 100
track omp shutdown
exit
exit

ip dhcp excluded-address vrf 201
10.201.201.1 10.201.201.10
ip dhcp excluded-address vrf 201
10.201.201.20 10.201.201.22
ip dhcp pool
vrf-201-GigabitEthernet0/0/2.2901
option 150 ip 10.99.139.201
vrf 201
lease 1 0 0
default-router 10.201.201.1
dns-server 10.99.139.201
network 10.201.201.0 255.255.255.0
exit
ip dhcp use hardware-address client-id
no ip dhcp use class
ip dhcp use vrf remote

ip nat inside source list
nat-dia-vpn-hop-access-1list interface
GigabitEthernet0/0/0 overload

ip nat translation tcp-timeout 40

ip nat translation udp-timeout 3

ip nat route vrf 201 0.0.0.0 0.0.0.0 global]

interface GigabitEthernetl/0/2
no shutdown
arp timeout 1200
ip address 10.1.15.15 255.255.255.0
ip nat outside
ip redirects
ip mtu 1500
mtu 1500
negotiation auto
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vpn 1 interface GigabitEthernet3
nat64 no shutdown
v4 pool pooll start-address 10.1.1.10 arp timeout 1200
v4 pool pooll end-address 10.1.1.100 vrf forwarding 1
! ip address 10.1.19.15 255.255.255.0
interface GigabitEthernet3 negotiation auto
ip address 10.1.19.15/24 nat64 enable
nat64 nat64 prefix stateful 2001::F/64 vrf 1
!
autonegotiate nat64 v4 pool pooll 10.1.1.10 10.1.1.100
no shutdown nat64 vev4 list global-list pool pooll vrf]
! 1
nat64 translation timeout tcp 60
nat64 translation timeout udp 1

RLVFUOVIELUTE TR bO=5E8KUV )T, ILFYUIA423=T A
RERELFT
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card type tl 0 2 interface Multilinkl
controller T1 0/2/0 ip address 10.1.10.30/24 shutdown
framing esf controller T1 0/2/0
clock source internal linecode Db8zs
linecode b8zs channel-group 1
cablelength long 0db channel-group 3
channel-group 1 timeslots 15 !
channel-group 2 timeslots 12 ppp pap sent-username admin password admin
channel-group 3 timeslots 10 ppp authentication pap
channel-group 4 timeslots 10 ppp multilink

! ppp multilink group 1
interface Multilinkl

no shutdown

encapsulation ppp

ip address 10.1.10.30 255.255.255.0
ppp pap sent-username admin password admin
ppp authentication pap

ppp multilink

ppp multilink links minimum 1
ppp multilink fragment disable
ppp multilink group 1
exit

interface Serial0/2/0:1

no shutdown

encapsulation ppp

bandwidth 1536

no ip address

load-interval 30

ppp pap sent-username admin password admin
ppp authentication pap
ppp multilink

ppp multilink group 1
exit
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vpn 1
interface GigabitEthernet0/0/1
ip address 10.2.54.15/24
no shutdown
access-list MyACL in
I
policy
class-map
class best-effort queue 3
class bulk-data queue 2
class critical-data queue 1
class voice queue 0
I
access-list MyACL
sequence 10
match
dscp 46
I
action accept
class voice
I
|
sequence 20
match
source-ip 10.1.1.0/24
destination-ip 192.168.10.0/24
I
action accept
class bulk-data
set

dscp 32
I

!
sequence 30
match
destination-ip 192.168.20.0/24
!
action accept
class critical-data
set
dscp 22
!
!
!
sequence 40
action accept
class best-effort
set
dscp 0
!
!
!
default-action accept
!

gos-scheduler be-scheduler

class best-effort
bandwidth-percent 20
buffer-percent 20

drops red-drop

gos-scheduler bulk-scheduler
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interface GigabitEthernet0/0/1
access-list MyACL in
exit
class-map match-any best-effort
match gos-group 3
I
class-map match-any bulk-data
match gos-group 2
I
class-map match-any critical-data
match gos-group 1
I
class-map match-any voice
match gos-group 0
I
policy-map MyQoSMap
class best-effort
random-detect
bandwidth percent 20
I
class bulk-data
random-detect
bandwidth percent 20
I
class critical-data
random-detect
bandwidth percent 40
I
class voice
priority percent 20
I
!
policy
no app-visibility
no flow-visibility
no implicit-acl-logging
log-frequency 1000
class-map
class best-effort queue 3
class bulk-data queue 2
class critical-data queue 1
class voice queue 0
I
access-list MyACL
sequence 10
match
dscp 46
I
action accept
class voice
I
|
sequence 20
match
source-ip 10.1.1.0/24
destination-ip 192.168.10.0/24
I
action accept
class bulk-data
set

dscp 32
I
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class bulk-data
bandwidth-percent 20
buffer-percent 20
drops red-drop

gos-scheduler critical-scheduler

class critical-data
bandwidth-percent 40
buffer-percent 40

drops red-drop

gos-scheduler voice-scheduler

class voice
bandwidth-percent 20
buffer-percent 20
scheduling 1lg

!
gos-map MyQoSMap

gos-scheduler be-scheduler
gos-scheduler bulk-scheduler
gos-scheduler critical-scheduler
gos-scheduler voice-scheduler

[
!
sequence 30
match
destination-ip 192.168.20.0/24
!
action accept
class critical-data
set

dscp 22
I

!

sequence 40

action accept
class best-effort
set

dscp 0
I

default-action accept
I
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policy

zone internet

vpn 0

!
zone zonel

vpn 1

!

zone zone2

vpn 2

!

zone-pair ZP_zonel internet fw policy

source-zone zonel
destination-zone internet
zone-policy fw policy

!
zone-pair ZP_zonel zone2 fw policy

source-zone zonel
destination-zone zone2
zone-policy fw policy

|
zone-based-policy fw policy
sequence 1
match
source-data-prefix-list subnetl
|
action inspect
|
!
default-action pass
|
zone-to-nozone-internet deny
lists
data-prefix-list subnetl
ip-prefix 10.0.10.0/24
|
!
url-filtering url filter
web-category-action block

web-categories games
block-threshold moderate-risk
block text

"<! [CDATA[<h3>Access" to the requested page
has been denied]]>"
target-vpns 1
!
intrusion-prevention intrusion policy
security-level connectivity
inspection-mode protection

log-level err
target-vpns 1

|

failure-mode open
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ip access-list extended
fw_policy-seg-l-acl
11 permit object-group
fw-policy-seg-l-service-og object-group
subnetl any

I
ip access-list extended utd-nat-acl
10 permit ip any any

I
class-map type inspect match-all
fw_policy-seg-l-cm_
match access-group name
fw_policy-seg-l-acl

|
policy-map type inspect fw policy
class fw policy-seg-l-cm_
inspect
I
class class-default
pass

I
object-group service
fw_policy-seg-l-service-og
ip
!
parameter-map type inspect-global
alert on
log dropped-packets
multi-tenancy
vpn zone security
I

parameter-map type umbrella global

token
AS5EA676087BF66A42DCAFT722C2AFD10D00256274
dnscrypt
vrf 1
dns-resolver umbrella

match-local-domain-to-bypass
I
!
zone security internet
vpn 0
!
zone security zonel
vpn 1
!
zone security zone2
vpn 2
!
zone-pair security
ZP_zonel internet fw policy source zonel
destination internet
service-policy type inspect fw policy
I
zone-pair security ZP_zonel zone2 fw policy]
source zonel destination zone2
service-policy type inspect fw policy
I
app-hosting appid utd
app-resource package-profile cloud-low

app-vnic gateway0O virtualportgroup 0
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guest-interface 0

guest-ipaddress 192.168.1.2 netmask

255.255.255.252
I
app-vnic gatewayl virtualportgroup 1

guest-interface 1
guest-ipaddress 192.0.2.2 netmask
255.255.255.252

!

start

!

utd multi-tenancy
utd engine standard multi-tenancy

web-filter block page profile

block-url filter
text <\![CDATA[<h3>Access to the

requested page has been denied</h3><p>Please|

contact your Network Administrator</p>]]1>

I

web-filter url profile url filter
categories block

games
I
block page-profile block-url filter
log level error
reputation

block-threshold moderate-risk

I

I
threat-inspection profile intrusion policy]

threat protection
policy connectivity
logging level err

I

utd global

I

policy utd-policy-vrf-1
all-interfaces
vrf 1
threat-inspection profile

intrusion policy
web-filter url profile url filter

exit
!
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TINA ADBE

ntp
server 10.29.43.1

version 4
exit
|

source-interface GigabitEthernetl

ntp server 198.51.241.229 source
GigabitEthernetl version 4

IPv6 3% 7E

= 16:IPv6 38 TE

CLIF> 7 L— FDEE

TINA ADBE

vpn 1
interface GigabitEthernet3
ipv6 address 2671:123A::1/128

shutdown
|

interface GigabitEthernet3
shutdown
arp timeout 1200
vrf forwarding 1
no ip address
ip redirects
ip mtu 1500
ipv6 address 2671:123A::1/128
ipv6 redirects
mtu 1500
negotiation auto
exit
vrf definition 1
rd 1:1
address-family ipv4
exit-address-family
!
address-family ipveé
exit-address-family
!

H—ERER

CiscoIOSXE Y U —2 17.7.1a LLFfiZ. CLIT v 7L — &2 L THRETX A0, service D

TORDEEDHTT,

service pad

service config

service tcp-keepalives-in

service tcp-keepalives-out
service tcp-small-servers

service udp-small-servers

no servicepasswor d-recovery =~ > Ri&, CiscovManage 7>57 /N1 AT v 2 TEEH A,
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vpn 2
router bgp 1000
address-family ipv4-unicast
redistribute omp
address-family ipvé6-unicast
redistribute omp
|
neighbor 192.0.2.2
no shutdown
remote-as 2
|
ipvé-neighbor 2001:DB8:2::2
remote-as 2
|
|
interface GigabitEthernet0/0/0.2
ip address 192.0.2.1/24
ipv6 address 2001: DB8:2::1/64
mtu 1496
no shutdown
|
|
vpn 3
router bgp 1000
address-family ipvé4-unicast
redistribute omp
address-family ipvé6-unicast
redistribute omp
|
neighbor 192.0.3.2
no shutdown
remote-as 3
|
ipvé-neighbor 2001: DB8:3::2
remote-as 3
|
|
interface GigabitEthernet0/0/0.3
ip address 192.0.3.1/24
ipv6 address 2001: DB8:3::1/64
mtu 1496

no shutdown
|
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TINA ADEKRTE
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vrf definition 2

rd 1:2

address-family ipv4
route-target export 1000:2
route-target import 1000:2
exit-address-family

I

address-family ipv6
exit-address-family

I

!

router bgp 1000

bgp log-neighbor-changes

distance bgp 20 200 20

I

address-family ipv4 vrf 2
redistribute omp
neighbor 192.0.2.2 remote-as 2
neighbor 192.0.2.2 activate
neighbor 192.0.2.2 send-community both

exit-address-family

I

address-family ipv6 vrf 2
redistribute omp
neighbor 2001:DB8:2::2 remote-as 2
neighbor 2001: DB8:2::2 activate
neighbor 2001: DB8:2::2 send-community

both

exit-address-family

I

interface GigabitEthernet0/0/0.2

encapsulation dotlQ 2

vrf forwarding 2

ip address 192.0.2.1 255.255.255.0

ip mtu 1496

ipv6 address 2001:DB8:2::1/64

end

vrf definition 3

rd 1:3

address-family ipv4
route-target export 1000:3
route-target import 1000:3
exit-address-family

I

address-family ipv6
exit-address-family

I

|

router bgp 1000

bgp log-neighbor-changes

distance bgp 20 200 20

I

address-family ipv4 vrf 3
redistribute omp
neighbor 192.0.3.2 remote-as 3
neighbor 192.0.3.2 activate
neighbor 192.0.3.2 send-community both

exit-address-family

I

address-family ipv6 vrf 3
redistribute omp
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neighbor 2001:DB8:3::2 remote-as 3
neighbor 2001: DB8:3::2 activate
neighbor 2001: DB8:3::2 send-community

both

exit-address-family

I

interface GigabitEthernet0/0/0.3

encapsulation dotlQ 3

vrf forwarding 3

ip address 192.0.3.1 255.255.255.0

ip mtu 1496

ipv6 address 2001:DB8:3::1/64

end
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