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sdwan
interface GigabitEthernet2
tunnel-interface
encapsulation ipsec
color mpls
allow-service all
no allow-service bgp
allow-service dhcp
allow-service dns
allow-service icmp
allow-service sshd
no allow-service netconf
no allow-service ntp
allow-service ospf
no allow-service stun
allow-service snmp
exit

exit
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INTG A —B % |EREA
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Object [Add Object Identifiers] 227 U ~ 7 LT, IRDONNT A —F Z&iE LET,
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F TV = NN FERATFT DI, [Savel 27 U v 7 LET,

UZ RS OID ZHIRT 2121, = PO HDH~ATARLEE 7V v
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SNMP B = —%BI9512i%, [Add] =27 Vv 7 LET,

SNMP 22 X = =7 ¢ ZRET HI21E, [Community] 23R L E9, KIZ, [AddNew Community]
7V w7 LT, RDO/INT A — &% RELET,
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. Cisco SD-WAN Manager % {# f L 7= Cisco vEdge 7 /31 X T® SNMPv2 D% 7E

B

Ky 7*H U A )b [read-only] #1384 L £ 9, Cisco Catalyst SD-WAN
7 b =7 THR— R ER TV D MIB TIREESIALBERFFT S Thigniz
O, B HHOF W OHRZHETEET,

INS A=A
#
Authorization
View

a3 2T 4 CEATA 2 —EBIRLET, 2O 2—IZkY, 2 3a2a=T 4
NT IV EATELMIB YY) —DO—ENEESHET,

SNMP 222 = =7 4 Zi BT 521, [Add]| 272V v 7 LET,

hT w T ERET HITIE, [Trap] £ 27 > 3 > C [Trap Group] Z#R L £ 7, &I, [Add New
Trap Group] 7 UV v 7 L, AT DNRT A —=FZFELET,

R6:FSVTTIL—TDINSA—4

NS A—H &

Ll

Group Name

Ko FITN—FDLFIEANTTLET, 1| ~32 LFEEFEHTEET,

Trap Type
Modules

[Add Trap Type Modules] #27 U v 7 LT, IRO/NT A —H R ELET,

[Severity Levels] T, N7 v 7 OEKE (Z VT 4N, AVv—, £~
AF—) % 1O E#IRLET,

[Module Name] C, "N T v 7T N—TFIZEDD N NT v T DX A T HEIRNLE
j—o

c[all] : TRTONT v T HA T,

s [app-route] : 77V r— 3 VBV —T 4V TIZ X o TEMREINLD
7y,

o [bfd] : BFD B X O'BFD & v a NI K-> TEREND T v 7,

s [control] : DTLS BLONTLS v ¥ a K- TEKREIND T v 7,
s [dhep] : DHCP IZ X » TAKREND T v 7,

s [hardware] : Viptela »— R = 7 IZ X > THEKSND b T v,

s [omp] : OMP IZ X > THEKSND T v,

» [routing] : BGP, OSPF, BLXPIMIZ L > TEREIND FT v 7,

* [security] : RIEBAZE:, Cisco Catalyst SD-WAN = > f 12— 7 5 08 vEdge &/
VT NESFT 7 AN, BEIOIPsec IZL > TEREIND T v,

s [system] : ¥ AT ARIKRDEREIZ L > THERSND M T > 7,

s[vpn] : A ¥ —7 = A AL VRRP 72 &', VPN [EHH OHEREIC K > THRK S
nNoH87 907,
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Cisco SD-WAN Manager % {£ f L 7= Cisco vEdge 7 /3 X T SNMPv3 DX E .

NI TEATEY 2a—VERFETDITIE, [Save] 27 U v 7 LET,

7w TR =y N R—ZRET DI, [Trap] &2 3 2 T [Trap Target Server] % &R
LE9, WIZ, [AddNew Trap Group] #7 U v 7 L, LAFDONRTF A= EZFELET,

\}

() CiscovEdge 7 /3N ATIL, BARHEFITA LV HX—T 2 A RAEK 8T v T2 =0y hh—r—
WA RCEET,

R1::S9TE—=Hy rH—N—D/IT A —4

NS A=5% A

VPN ID N7 o T —R—CRZET H-DICHHTH VPN OFE S A LET,
10 ~ 65530

IP Address SNMP $—_X—D P 7 RL 2% A S LET,

UDP Port SNMP H— R —|CHe T 570D UDPR— &S A AT LET, &P 1~
65535

Group Name [Group] THRE L N7 v 77N —FOL4RTEZEINL 7,

Community [Community] TRRE L7 I 2=T 4 DAFIE RN L ET,
Name

Source Interface | k7 v 71HHZ (5 L TV D SNMP— 3—|Z T v T ZE(ET H 2D
HI 2400 2—T7 A4 A% ATTLET,

T w7 H—y NeRAFT DX, [Add) 22 Y v LET,
HeT 7 L — N ERAFT DX, [Savel 227 U v 7 LET,

Cisco SD-WAN Manager %z £ L 7= Cisco vEdge 7/ X
TO SNMPv3 DR 5E

® 8 HEEDEE

Hre 1)) — 15 B

N

SNMPv3 AES-256 £ RadilE |Cisco vManage U U —% 20.5.1 | Z O¥REZ 9% & . Cisco
71 ha o R—h vEdge 7 /31 AT SHA-256 #&
AE7 2 b 2LE OV AES-256
By MESLEYR— 15

SNMPV3 —H —Z 3% E TX

E3r AN

Cisco SD-WAN U U —% 20.5.1
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. Cisco SD-WAN Manager % {F5 L 7= Cisco vEdge 7 /34 X T® SNMPv3 D% E

SNMPV3 % &% &9 5 1Z1%, [SNMP Version] C [Template] ~—IZBEH L, JL—T & FT v
THHERELET,

» Cisco SD-WAN Manager ® A = = —7/ 5, [Configuration] > [Templates] DJIEIZEIR L E 7,

* [Device Template] 27 V v 7 L ¥ 7,

A\

(GE)  CiscovManage U U —% 20.7.x LARID Y U —ATiX, [Device
Templates] D % A bk /L1 [Device] T3

* [Create Template] N= > 7% 7 2 725 [From Feature Template] 2 38R L &£ 7,

* [Device Model] K2 v 7 H ot T 7 b— NEERT LT3 2D XA T HER L
iﬁ‘o

» [Additional Templates] %= 2~ U 7 L. [Additional Templates] 27  a > ETX—T % X7
o—/LLUET,

* [Additional Templates] @ [SNMP] K& > 7% 7 /)3 [Create Template] #27 V v 7 L&
j‘o

SNMPTF > 7L — K7+ —LNFRENET, 7+ —20 LEIIET 7 L— MI4THTE
FFB720D7 4= FRH Y, FEIZIZSNMP /RN T A —H ZERTHIZDDT 4 —)L K
BHYET,

* [Template Name] 7 ( —/L K2, 7> 7 L — bDO&4HIZ AT LET, ARIOKKEIT 128
LFT, ERFOLEFHTEET,

s [Template Description] 7 «« —/L N2, 77 L— hO#MBAEZ AN LET, HAOKKET
2048 LT T, HETOHEMA TS £

* [SNMP Version] £ 27 > 2 > C, [V3] %7 U v 27 LET, SNMPV3 OEX, 70—,
2—HP— BIOM 7 v I EREFETEET,

¢ [Trap] £ 2 =2 " C, [Trap Group] IR L T F 7 v 7 ZFEL £ 7, &KIZ, [Add New
Trap Group] 7 U v 7 LTU FIZRRENTNTA—Z R ELET,

% 9: Cisco vEdge T/ RIZHHIET B b5 v FTI—TDIRFA—4

NG A—=5% |5

GroupName | 7 v 77 N—TDO4HTE AT LET, ESIX1~32 LFTHRETEET,

. Cisco Catalyst SD-WANSNMP 3> 7 s ¥al—>3a> A4 K
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Cisco SD-WAN Manager % {3 F L 7= Cisco vEdge 7/ X T® SNMPv3 D% E .
INT A—HB % |FREA
Trap Type [Add Trap Type Modules] #7 U v 7 LC, IRO/NT A —FEHRELET,
Modules

[Severity Levels] T, N7 v 7OEKEZ 1 DU ERRLET, NT v 7 TH
R=RhEN5EX2VT 4 LbUUE, 20T 400, AV —, BLUO~A
_)__T—a—o

[Module Name] T, s 7 v 7T N—T1CEDLH NT v T DA T HEIRL F
ﬁ‘o

sfall] : TRTO T v T HA T,

* [app-route] : 77V rr— a VRN —T 4 LTI Ko TAERKREI LD B
77,

«[bfd] : BED BLXO'BFD ¥ v a ik oTEREND M T v 7,

e [control] : DTLS B L UNTLS By v a iz ko TA R END T v 7,
s [dhep] : DHCP IZ L » TARRSND h T v,

s [hardware] : Viptela /"— R 7 = 7IZ L > TEKRIND b T v 7,

s [omp] : OMP [Z K> THEREIND b T v 7,

s [routing] : BGP, OSPF, BLXUPIMIZ L > TERIND T v,

s [security] : RIEBAE, Cisco Catalyst SD-WAN = > b v —F 35 XU vEdge ~
VT NEFTT 74, BLWIPsec IZ L > TERIND NT v,

o [system] : ¥ AT LARIKDOHEREIZ L > TERSND M T > 7,

e[vpn] : 4 ¥ —7 = A A VRRP 72 &, VPN [EH OHREIZ L - TER S
noshr7 w7,

N T HATEY 2—NVERGFETDITIE, [Savel 27 Vv 7 LET,

SNMP E' = —%

RIET DI, [View & Groups] &7 3 3 > T [View] 28R L £9°, KIZ. [New

View]| 227V v 7 L CIRDONNT A—Z &K ELET,

R10: 15 A—2ORRETIL—TE

NS A—H %

99

Name

Ea—0DAREAN LET, Ea—IiL, SNMP X —Y ¥ N7 7 EATE 5
MIBA 7Y x7 MEEELET, Ba—4lE, &K255 LFETHRETEE
T, INA—TEBENTAHHNC, T_XTOE 22— 2 —Z4Z BT 25 0ERNH
DET,
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. Cisco SD-WAN Manager % {F5 L 7= Cisco vEdge 7 /34 X T® SNMPv3 D% E

NS A—H %

Bl

Object
Identifiers
(OID)

[Add Object Identifiers] Z7 U v 7 LT, IRDO/NT A —Z B ELET,

* [Object Identifier] : 7'~ = 27 F® OID Z A ) LFE 7, 7=& ziE. SNMP
MIB DA & —x > My aEERRT HITIEL, OID1.3.6.1 EATJLET,
Cisco Catalyst SD-WAN MIB O /"7 A X— N3 & Fom4 5121, OID
1.3.6.1.4.1.41916 Z A ) LE 9, OID 7Y U —DEEDNETT AKX Y
A TANVRI—R (*) ZHEHALT, FFEOXA TE34FED—K
Tix7e<, ZOMEBEEDHEE —HSHE T,

GE)

Cisco vManage U U — & 20.6.1 LAF%, auth "sha-256" 35 & U priv
"aes-256-cfb-128" ZFfoO 1 —H—D SNMPV3 RE T, VAL FH—FK
(*) A L7 oild XY R— FENFEH A,

* [Exclude OID] : [Off] #27 UV v 7 L TOID Z# E =2 —{Z&DHBHH, [On] &7
Uy 27 LTOIDZE2—0bBsLET,

YA IS5 OID ZHIBRT 2121%, = hU D [Delete] 74 2% 7 U w7 L
ij‘o

Eo—U R MZOID ZBMT5i12i%, [Add] #27 U v 7 LET,

SNMP 7' NV—7 %% ET HIZiE. [New Group]l 27 U v 7 L TIRD/IRT A —H EHELET,

N

GE)  SNMP 7 V— 7 OERIZHETHTIC, SNMP B = —ZERT 20 ERH Y 97,

% 11: Cisco vEdge 7 /X4 RT3 % SNMP 5 )L— T D185 * —4

INDA—4H
£

i

Name

TN—TDOZHEANLET, LENE1~323FT, UFFEL <BLO>) %
GHOHZLEINTEET,
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Cisco SD-WAN Manager % {f L 7= Cisco vEdge 7/ X T® SNMPv3 D&% E .

INTA—4 | ERBH
£
Security SNMPV3 ¥ =2 U T 4 ET/NAD R v 7 X7 [Security Level] 28R L %
Level 3+
SNMPV3 I&, —H¥—¢ta—HF—RNET 5 7 /L — 7 OGRS 5% E ST
X2 VT 4ETATT, BXxa T oL~V EE, BX2 VT 02TV
THAENA2EXF2 T DLV TT,
* [NoAuthNoPriv] : BFEIZ 22— =LA DO —EEHEH L £7,
* [authNoPriv] : Message Digest 5 (MD5) E£72idtF¥ =27 n~Nya 73V
AL (SHA) OT7 NI Y XALIESFBREEITVET,
* [authPriv] : HMAC-MD5 % 7213 HMAC-SHA 7 /L 2 Y X MZEES < BREEAT
WET, DESS56 vy B b a4t L, CBC-DES (DES-56) #E#E|ZHES
WCRREL £ 9,
View TN—FICHEHTH 8 2a—% Fay 77X nb@RLET, 2O 2—T,
TN—TFINT IV EATELMIBY Y —DOESEfELET,

SNMP 7' V—7 %8N 2i20%, [Add] Z27V v 27 LET,

[User] © 27 > 5 T [AddNew User] 27 U » 27 L, IRO/XF A—% % AJ) LT SNMPv3 = —
P—2RELET,

& 12: SNMPv3 1——/\5 A —4

NS A—HZ

B8

User

SNMP = —H—DL4Fix AN LET, 1 ~RILFOFHTEFEHTEET,

Cisco Catalyst SD-WANSNMP 0> 7 4 ¥aL—> 3> HA K .
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Cisco Catalyst SD-WANSNMP 1> 0 ¢ FaL—> 3> 4 K |

INSA—H %

B2l

Authentication
Protocol

I —DFBFEA T = X LRIV F 5,
*MD5 ¥ A Y= Ak,
*SHA-1 A vt —U XA A b,
¢ SHA-256 A v &—U X A4 VA B,
GE)
Cisco SD-WAN U U — 2 20.5.1 A&, SHA-256 G¥GE7 = b /L3N

INF L, BBFETm hasd LT SHA-256 28R L7=5A01E. &
X2 U7 4 LUL% authpriv ICERET ADVENH Y *7,

GE)
MDS5 #FE~7 2 | =1, Cisco Catalyst SD-WAN U U —Z 20.3.2 LAEED U
U—ATIHELSTWET,

GF)
Cisco Catalyst SD-WAN U U — 2 20.11.1 AR Cl, MDS5 iBFEA#®IRT 5
L. Ay —a I MDS BRI ST 2 EERTEEREGEENET,

Authentication
Password

0—3 74 XENT2MDS £72IESHA A V= A MBRHLGEIE, ZhZ
NOXFHNENAT—RE LTHRETEET, ¥4 V= A MoEAIT
aa:bb:cc:dd T9, Z Z T@aa, bb, cc. BIOddiF 16 EEME T, £z,
HATY 2 APMDODRESIZEMIZI6 A7 T v MITHHERH Y £9,

Privacy Protocol

I—WF—D T FTA N —F A TR LFET,

-$m1m£7ubnwfmwcm1m%%% = LR AL RS DR &
TNATYZAAT128 Yy hF—FHNT, BT 4 — Ry r7EF—F
THEHENET,

« Cisco SD-WAN U U —2 20.5.1 ® SHA-256 3BiF 712 h 2L T
AES-256-CFB-128 %R : @ER S LK O Z 7 13 U X A1 256
By hF—%2HWT, BEE7 40— KXy 7= RTHEHINET,

GE)

REEZ 1 b 3L SHA-1IE YR — F &< 720 £ L7z, SNMPy3 22— —
DT v T H =7y FBRSHA-1 TRESNTNDHA, SNMP F 7 v 71
AR ESNER e SHA-25638EE 7 1 k2 L2 L C SNMPv3 = —H—%
BETHDLERLY £,

Privacy Password

PR NAT — R 7 V77X X METZIT AES S bdF—& LTANLE
R

Group

Ray PR NS TN —T 2B RIR L3, REFHD SNMPv3 7 /L —
TENTRC Ry T E T AEKRINET,
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A\

Cisco SD-WAN Manager % {f L 7= Cisco vEdge 7/ X T® SNMPv3 D&% E .

6=

A\

Cisco vManage UV U — % 20.6.x TiE, SNMP =—"—723% Auth-SHA-256 35 L O} Priv-AES-256 C
RE SN TWAHEE, SNMP 7 = U 272N — b 1161 Z4EH L £ 7,

GE)

Cisco SD-WAN U U — 2 209.x LA, SHA FBFE7 1 h =2/L3 KL OV AES-CFB-128 77 A /N L—
7o han AL TSNMPV3 22— —2RETLHZ LIXTEERA, L, Ty 7T L—
R4 2FO2—F =04, SNMP 7 = U [ IHR—hSNET 28, SNMP b7 v 7 idd R —
FENFEA,

N7 T H =4y =R — %R ET HITIE, [Trap] &7 > 2 > T [Trap Target Server] % &R
L¥9, KIZ, [Add New Trap Group] &7 U v 7 L TCUL FIZRRENTZNT A —F R ELE

j—O

)

6=

NT T E—=0y b= AN— 2 AER T DN A= — AR T D BN H Y T,

R13: :SVTE—=H Yy bH—N—DIF A =4

INTG A —B 2 | EREA

VPN ID N7 T = R—ZBET B O AT A VPNOEEEZ AT LET, FibH :

0 ~ 65530,

IP Address SNMP H—_—D P 7 RLRAEZAHLET,

UDP Port SNMP Y — —|Z$k T 579D UDP R— +EEE AN LET, &P : 1 ~

65535,

User Name Ky 77X oo nba—F—DL4RI2EIRLET,

Source UE—FSNMP = "—IZ T v T HXEZT DI o0 4 —7 =
Interface A 2EANHLET,

T T =y M= =% BT BI2IE, [Add] 227 U v 7 LET,
FERET o 7 L — M BRAFT DL, [Save] 227 VU v 7 LET,
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. Cisco SD-WAN Manager % {# f L 7= Cisco 10S XE Catalyst SD-WAN 7 /34 X T SNMPv2 D% 5E

\)

6=

TR, AT 7 L— F T SNMPV3 % €% SNMPV2 REIZHI DV Bz, 7oL — DT via
WXL TCZOEFEZEHATSHE, SNMPwalk 7 7Y r—varinrymy 7 ShEd, Tk,
FXEZE FHEIZ SNMPV3 @ snmp mib community-map =~ > RAHIBR S W72 T9, Lz
N5 T, SNMPV3GRET > 7 L— bINT 77 4 7723558, SNMPv3 55 SNMPv2 |2 E 2] 0
252 LT TEEEA, SNMPV2IZHI D R 2 5121%, PN T 734 AT SNMPv3 i% € & HIBR L
THhE, HloaIy MLk TSNMPV2 T 7 L— a7y ad 3 0ERHY 7,

Cisco SD-WAN Manager % {52/ L 7= Cisco 10S XE Catalyst
SD-WAN 7 /34 X T SNMPv2 D% 7E

SNMPV2 % ET HIZiX. [SNMP Version] &R L C[V2] %27 Y v 27 LET, SNMPv2 TlI,

e

2=T 4L NI TERERETEET,

SNMP b = — &R ET 5121, [View & Community] = 7 ¥ 3 > C[View] Z 2R L £4, &KIZ,
[AddNew View] Z#27 U v 27 LT, IRO/NNT A —=Z ZRELET,

R 14:SNMPV2E 12 —DIR5 A —4

INT A —5 % | A

Name Ea—D4HiZATILET, Ba—iF, SNMP R —Y Y NT 7 EBRATES

MIBA 7V x2 FERELET, Ea—4F, K255 LTFETHETEE
T, A 2= 4 BT ARNITRTOE 22— 2 —4 2 BINT 5 %3
N E9,

Object [Add Object Identifiers] 227 U v 7 LT, IRDO/NNT A —F ZF&ELET,
Identifiers

*Exclude OID : 7Y =27 @ OID Z A LE9, /=& 2iE. SNMP MIB
DA H—F v Nk EFRART HITIE, 0ID1.3.6.1 & AJJLE7, Viptela
MIB O 7' 7 A ~— Ny & &KRT 5HI2i1E, OID 1.3.6.1.4.1.41916 & AJjL
£9, ODH 7YV —DEFEDOMNETT AZ VAT TANKFI—F (¥)
EEHLT, BEDOXA TEITARTE DO—E TR, ZOMEDOT
BEoOME—HITET,

«On/Odd : [Off] 227V v 27 LTOIDAZ E 2—IZ&D 5, [On]x7 Y v
LTOID #Ea2—m 5 LET,
TV = NBATERTET HIZIE, [Savel 27 Y v 7 LET,

UA 55 OID ZHIRT 2121%, = FIORICH DL~ A T ALz s Yy
7 LET,

SNMP b = —Z B3 5121%, [Add] %27V v 27 LET,

. Cisco Catalyst SD-WANSNMP 3> 7 s ¥al—>3a> A4 K
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Cisco SD-WAN Manager % £ F5 L = Cisco 10S XE Catalyst SD-WAN /X X T® SNMPv2 D& & .

SNMP 22 2 = =7 « ZRET 5121, [Community] Z B8R L £9, KIZ. [AddNew Community]
IV LT, WDONTA—FERELET,

KI15:SNMP2 22T A DINT*A—4

INTGA—5 | EREA
%

Name AI2=T A OAFTEAS LET, AHNT 1~ 3237 T, WL (<BLT
>) BEHDHIENTEET,

Authorization | Kz v 7% 72 A2 k) [read-only] % 1%#R L £4°, Cisco Catalyst SD-WAN /
7R 27 THR— FERTWDMIB Tl EZALBERFTFAI ST\ e
O, AR HEHOFAIOARZHETEET,

View 32T 4 I CEATA 2= RIRLET, 2O 2—I2kY, 2 3a2=T4
MT 7 BATELMIBY U —D—EBHEEINET,

SNMP 22X = =7 4 ZiBNT 5121, [Add] %7 Vv 27 LET,

N7 TRy h Y= R—%RET HIZIL, [Trap] &2 ¥ 3 > T [Trap Target Server] % B8R
LEJ, KIZ, [New Trap Target] #7 U v 7 LT, AFO/NRT A= ERELET,

A\

()  7=72 L. CiscolOS XE Catalyst SD-WAN 7 /31 A TlE, EEILA VX —T = A ADKEDA
VAN T =SV ETRA VA —T = A AL L GRBIRENE T,

R16: vS Vv TE—5y bY—N—DIIFTA—4

NS A=5% |HHA

VPN ID KT TP R—ZEET DDA 5 VPN OFEEZ A LET, fi
: 0~ 65530

IP Address SNMP $—_X—D P 7 KL A&Z AN LET,

UDP Port SNMP H— R —|CHi T A7~ OO UDPR— FNEE A AN LET, #iPH 1~
65535

Community [Community] TRRE L7232 =7 4 DARTZRIRLET,

Name

Source Interface | b 7 o FIEHAEZZIE L TWADSNMP H——Z b T v TR EET H 72Dl
AT 2—T A A ANTTLET,

N7 v T H—2y FERET DI, [Add]Z227 Y v 7 LET,
HWReT 7L — M ERIRFET HIZIE, [Save] 27 U v 7 LET,
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. Cisco SD-WAN Manager % {§ f L 7= Cisco 10S XE Catalyst SD-WAN 7 /34 X T SNMPv3 D% 5E

Cisco SD-WAN Manager % {3 Fi L 7= Cisco 10S XE Catalyst
SD-WAN 7 /31 X T SNMPv3 D% E

= 17:HEEDERE

HRER 1)) — X 1EH B

SNMPv3 AES-128 35 LT Cisco vManage V UV — % 20.7.1 | Z D#FETIX, Cisco I0S XE
. e o — e -

AE&Z&;E/}waﬁﬁt7:1b csaHOSXECmmwtﬁyme'Cmm%{?}WFN7”“4;KT

AES-128 3 L TN AES-256 5 &
b & H 45 SNMPv3 = —
P—ZRETEET,

SNMPv3 Z % EJ 521X, [SNMP Version] T [Template] X—IZBEEL, 7 —T L v T o7

A aE LET,
1 Cisco SD-WAN Manager D A = =—7)>5, [Configuration] > [Templates] DJIEIZIEIRN L F
R

2. [Device Template] 27 V v 7 L £,

(GE)  Cisco vManage U U — & 20.7.x LLRiTD U U — AT, [Device Templates] ™ 4 A kL% [Device]
T,

3. [Create Template] K& > 7% 7 U A k75 [From Feature Template] % 38R L £,

4.  [Device Model] Rr v XU A Rnh, T b— NEERT 527 A ADH AT
IR L F7,

5. [Additional Templates] 7 V v 7 L£7, Z O#AET [Additional Templates] =27 3 > &
TEBEILET,

6. [Cisco SNMP] Ku2 w7 # 7> U A Kb, [Create Template] % %R L &7,

T b— NI4T EA T, SNMP RT A —H 2 ERTHEODT 4 —/L KREGENT-
SNMP 7 L — N7 p— AN ERENFET,

7.  [Template Name] 7 1 —/V RiZ, T 7L — hDOL4RIZ AT LE T, ARIOHKKEIT 128
XFT, B TORrEHEHTEET,

8. [Template Description] 7 4 —/V KiZ, 7> 7L — FOiiHE AT LET, SHORKE
(22048 L7 T, #EHTFOLEFHTE LS,

9. [SNMP Version] ©27 > 5> T, [V3] %727 U v 27 LEF, SNMPV3 DAL, ZL—F L
Ny TIERERETEET,

. Cisco Catalyst SD-WANSNMP 3> 7 s ¥al—>3a> A4 K
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Cisco SD-WAN Manager % &£ F5 L = Cisco 10S XE Catalyst SD-WAN /X X T® SNMPv3 D& E .

10. [View & Groups] 7 a2 > C[View] %7 U v 7 L. [New View] Z R L TRD 7 1 —
NV RERELET,

% 18: Cisco 10S XE Catalyst SD-WAN T /3 1( R (2T B85 A —2DRRETIL—T 1L

J4—JL K% |5iBA

Name Ea—0D4RiZANLET, Ea—if, SNMP % —V B 7 7 EAT
XEHMIBAT7 V=7 NEBELET, Ba—4id, K255 FF T
ETEET, ZJN—TZBMNTHHIZ, T XTCHOE2—IZ2—£4 %18

MT20ERHY 5,
Object [Add Object Identifiers] 227 U v 7 LT, IRD/NT A= Z&%E LET,
Identifiers
(OID) * [Object Identifier] : 72 =7 F®D OID Z AJ LE3, 7=& 23,

SNMP MIB DA > % —x» Moy &R AT HITIEL, OID1.3.6.1 & A
71 L %9, Cisco Catalyst SD-WANMIB D 77 A ~<_— K5y & FoRd
5I21%, OID1.3.6.1.419 AL EF, OID V77 U —DILE DAL
BCTAZYVAITANRAI—R (*) 2FEHLT, FFEOXA 7
34T E O—ETIE R, ZOMBEOEEOHEE —HIEET,

* [Exclude OID] : [Off] %7 U » 7 LCOID % £ = —IZ&H 5 A, [On]
27U w27 LTODAEa2—0bR4LET,
UZA R226 OID ZHIBRT 5iE, T 5= Y OF{IZH 5 [Delete]
TAarEI7 Yy LET,
OID # bt =— U A MZBMTSHIZ1E, [Add]Z27 VU v 7 LET,

11. [Add] %727V v 7 LET,

[Group] 27 U v 7 L. [New Group] ZiEIR LT, KD/ T A —XEHRELET,

N

GE)  SNMP 7 v— 7 OERIZHETHTIC, SNMP B = —Z2 BT 2 MERH VY £9°,

R19:35A—2DTIL—T1t

T4—ILK |EiEA
=

Name TN—TFDE4F AT LET, LBNT1~32 37T, IUFL (<>) 2805
ZEMNTEET,
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B

. Cisco SD-WAN Manager % {# F L 7= Cisco 10S XE Catalyst SD-WAN 7 /X X T® SNMPv3 D% 5E

J4—J)L K |EkBH
%
Security SNMPV3 EFX 2 U T 4 EFT /LD Fay FZ o nbEexa U T 0 LoULETER
Level LET,
SNMPv3 (&, 22—V —¢ta—V—NET D I N —T7 OIS 2 5% E I TV
X2 VT 4ETNATT, BXa T oLV EE, BX2 )T 02T VN
THAIEINDIEX 2 T A DL~V TT,
s [NoAuthNoPriv] : LI —F—ZDO—FEHEHA L £,
* [authNoPriv] : Message Digest 5 (MD5) E£72idtF¥ =27 n~Ny o 7aY
A2 (SHA) OT NIV R AZESSRBIAEEITWET,
« [authPriv] : HMAC-MD5 % 7212 HMAC-SHA 7 /L = ) X N2 HES < FRFEAAT
wi?’D%S6Ey%%%%%%&L\CMHESQE&%)@E_%O
um thE L/ i ?L
View TN—F AT H Ea—% Fay XX VA MNLGERLET, ZOE2—
T, IN—TNRNT I/ ATEBLMIB Y —DEnEfeELET,
SNMP 7' V—7 %8N 2i20%, [Add] =27V v 27 LET,

SNMPV3 . —H — % ET HIIX, [User] €27 > 2> CT[NewUser]| 27 U v 7 L, IRDT 4 —
U RITIE#AE AT LET, 9mmn~% DREEHATT DN, SNMP 7 /v—7 ZERT %
MERH Y ET,

% 20: SNMPv3 11— — D /5 A —4

TJ4—ILF4& i AR

User 2—YFO-EOAREANTI LET, 1 ~RILFORBFEEHTEET,
Authentication 2= —DFIEA T = AL E TR L ET,
Protocol

eSHA-1 A v &= AT A B,
eMD5 XA VxR K,

G¥)
MD35 #IE7a ha OV R— MEIE bR EIEESNET,

GE)
Cisco I0S XE Catalyst SD-WAN U U — 2 17.11.1a 7> MDS5 #REA EIN L
Tt av Y = I MDS BREIE SN 2 L AR TEENG F

nEJ,
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Cisco SD-WAN Manager % &£ F5 L = Cisco 10S XE Catalyst SD-WAN /X X T® SNMPv3 D& E .

T4—ILF4& iR

Authentication | 1 —% J A X &= MDS £721E SHA 51 V= 2 M3 b DB, Zh
Password FROLFINEART— R L LTHRETE £, 44 V=2 FoFRiE
aacbbicc:dd T, ZZToaa, bb, cc. BEVddIE 16 #HIE TS,
. XAV A NORSIZFERICI6ETZ Ty MCTA0ERH Y £7,

Privacy Protocol  |SHA-1383F 710 h 2l —F—DF T A N —H A4 T HEER LU ET,
[AES-CFB-128] : @ ER 5B OIS T7 LT AL ZHEHLET, Z0
TNAITYZXANT128 Y FF—FHWT, 57 4 — KXy 7E—FT
EHEET,

[AES-256-CFB-128] : SR S LM DOIE ST L T Y A LEFEHLET,
ZOTNAY XNE256 By X —%2HNT, B 7 4 — Ky 7 E—

RCREHEINET,

Privacy Password | 75 4 Ry —/RAT— &7 U T T F A FE2ITAES (b F—D
NN TANLET,

Group Ky 727 YA RNNS T N—T2 %R ET, REFHF D SNMPV3

TN—THB Ry TZT YA MIRRSNET,

\}

GE)  SNMP FBFENA T — FIZiE, BREERF (1) 2R TN TORBERLFEENTEEd, AU —
NIZEEES (1) 2T 25815, 2020 — & ZEHI A THDLERH Y £4, -
& xiX, Ipassword!"] &AL ET,

SNMP = —H—Z B4 2i201%, [Add] Z27 VY v 7 LET,

(FFvary) VI FE—=0y M — =% ET HITIL, [Trap] £ 2 > =2 T [New Trap
Target| 27 U w27 L, IROT7 4 — /L RITEREAN LET, T v 7 H =5y M —_—DF%
EEFATT DENC, SNMP —H —ZAE T 2 LERH V F37,

R2A: +SV9TE—Hy bH—N—DIRF A —4

J4—IJLK%& |EREA

VPN ID N7 T —R—ZBET D -OIFEHT S VPN OF 52 AN LET, &
PH : 0 ~ 65530,

IP Address SNMP — X—D P 7 FLAZ ASH LET,

UDP Port SNMP - — R —|ZH85eT H 720D UDP A" — hEZE AT LET, &iPH : 1~
65535,

User Name FuyFZ2y ) A RhD, RESN2—F—DAHTZEIR L £7,

Cisco Catalyst SD-WANSNMP 0> 7 4 ¥aL—> 3> HA K .



Cisco Catalyst SD-WANSNMP 1> 0 ¢ FaL—> 3> 4 K |
B ocuro oL rEERALEBS SN XTI &S SNMP DBE

Ta4—IL K& | EREA

Source UE—hSNMP ¥ —"—Z F T v TE2HXETHIOIHAT LA 4 —7 =
Interface A AN LET,

NI w72 —0y hY—N—ZBINTHI21E, [Add] 227 U v 7 LET,
BERET v 7 L — M BRAFT DL, [Savel 227 VU v 7 LET,

\}

GE)  TARA AT U7 L— FTSNMPV3 i%E% SNMPV2 ZEICYI VB z, 7o 7L —F DT v =
WL TZOEFELEHEHATSHE, SNMPwalk 7 7Y r—vavrihrymeyrshEd, Zhid,
FREZEFFEZ SNMPvV3 @ snmp mib community-map =~ > R2EIBRE 2= T4, Lz
o T, SNMPV3RET T L— N7 77 4 770 & &1X, SNMPvV3 2> 5 SNMPv2 ([ZEHE] D
B2 ENTEEEA, SNMPV2IZHI D B2 D121, HHNTT 734 AT SNMPv3 i%E % HllBR
LThb, Bloaly MZESoTSNMPR T2 7 Lb— a7 v adTH0ERHY 7,

CUTF> T L— rEFERALERSEINI=-XFFIZLD
SNMP ) E%E

R 2 HEEDBE

HEES 1) 1) —RI1ER £ EA

CLI 7> 7L — h&{ L7= |CiscovManage U U —A 20.5.1 | ZDOFREIC L Y, CLI T >~
KL &= FAIc L D L— FE7ZIZCLI 7 KA
SNMP D& iE BETFrL— & LT

SNMP Z @ E C& &4, CLI
RETHR—FSNTVDHE
Bam ity 22 bTEE
‘a‘o

CLI7 v 7 L— MEREETZILCLL Y RAHRET 7 L — & L TSNMP 25X & L. Cisco
10S XE Catalyst SD-WAN 7 /3 A THHR— F N TWELEE LIS LET, B boFEmic
DWTIX,  [Type 6 Passwords on Cisco IOS XE SD-WAN Routers| #ZH L T 7230,

)

GE) CLI7 FFUvEeT v 7L —F2fH LT L — 0T X 2 MUV EZ LT D54, SUES
I MIB CTHf b SN EHA,

BEfFOSNMP 22 2 =7 4 A HE LT, B b SN XFINCEWRT D Z LI TEEHA, X
FHNERERALT HITIE. SNMP 22 =2 =7 4 ZHIBR L COOLEERT A2LENRH Y 77,
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https://www.cisco.com/c/en/us/td/docs/routers/sdwan/configuration/system-interface/ios-xe-17/systems-interfaces-book-xe-sdwan/user-access-authentication.html#Cisco_Concept.dita_bb0cbb0f-97ef-4c6f-af47-38978d7976cc

| Cisco Catalyst SD-WANSNMP 1> 7 ¢ FaL—Sa > A K
CUFoTL— hERALEBEEShi-XFFlc &5 shMP oz ]

1. [Configuration] > [Templates] (2 ®) L £ 9
2. CLIZBMNT 212iE, ROWThrDT 7T L— e LET,
«CLI T FAUHERET > 7' L— b
1. [Feature Templates] #7 V » 27 L C226, [Add Templatel %7 U v 7 LET,

A\

(G¥)  CiscovManage U U — % 20.7.x LARID Y U —ATlL, [Feature
Templates] @ % A k/L{& [Feature] T9°,

2. [Select Devices] ~A > T, 77 L — hZ{ET % Cisco I0S XE Catalyst SD-WAN
TN, AR E T,

3. [Select Template] ~-1 > C, [Other Templates] Z2 > a3 > FTHFIZAZ B—/L L&
R

4. [CLI Add-On Template] %7 V v 7 L %7,

*CLI 7> 7 L— |
1. [Device Templates] T, [Add Template] =2 U v 27 LE 7,

A\

(GE)  Cisco vManage U Y — % 20.7.x LARTD U U —ATiX, [Device
Templates] D % A bk /Li% [Device] T,

2. [Create Template] K12 > 77°# 7 /25 [CLI Template] Z 38R L £ 7,

3. [Select Devices] XA > T, 77 L — hZ{EHT 5 Cisco IOS XE Catalyst SD-WAN
TN, AN E T,

3. [TemplateName] 7 « —/L RiZ, #&RET > 7' L — hDLAHIZ AT LET, ZO7 4 —/L RiX
WZAT, HTE D01, BRILFE/NILF, 0~9DEF, "1 7> () . T Q)
DHTT, AR—ARLEDOMOLTEEDDH I LITTEEEA,

4. [Description] 7 4 —/V RiZ, TXA AT LT L — OWHEANLEST, ZO7 41— K
EMETHY , TEOLFLEAR—REEZDDH T ENTEET,

5. [CLIConfiguration] N v 7 2T, FANT LM, Iy 8TV FR=ZA T 50, 77 A 1V%
Ty 7r—RLT, WA AN LET,

6. NAT—FRLSNMP 23X 2=F 4 A M7 REDTL—0FF R MEEK ST 5T
L. 7F A hZER L T [Encrypt Type6] 27 V v 7 L £ 7,

7. FEEEOBREMZ BT 5121, %A EIR L T [Create Variable] # 7 V v 7 LET, &
¥4 % ANJ) L. [Create Variable] # 7 U v 7 ULET, ({(variable-name}} DIEN TEHK L %
HBEANTHZLEHLTEET, #l: ({hostnane) ),
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Cisco Catalyst SD-WANSNMP 2> 7 4 ¥aL—>a v A4 K |

. CLI %&£/ L 1= Cisco 10S XE Catalyst SD-WAN 7 /31 X T® SNMP D& E

8.

[Savel #7 U v 7 LET, HLVEEET > 7 L — kA [Feature Template] 7 — 7 /LT FE /R S
AVET,

CLIT7 RAUKBET 7L — F 2T 5100, TRA AT T L— h 2RO X ) ICHRE
L%,

1. [Templates] ~—<"C, [Device] &7 U v 27 LET,

2. CLI7T RAVHERET > 7 L— b E2BINT 5T A AT 7L — FE@IRLET,
3 [.1Z7 VU vz L, [Edit] 2R L £,

4. [EfiAZ A2 v—/L L, [Additional Templates] Z 7 2 > £ TBEIL £,

5. [CLI Add-On Template] 7 4 —/L RC, LLENZ/ERC L72 CL1 7 RA U HEET 7 L— b
TERLET,

6. [Updatel 27 U w27 LET,

CLI Z{& R L 7= Cisco 10S XE Catalyst SD-WAN 7 /34 X T

=JL =2

axX AE
W D& 7 v = TiE, Cisco I0S XE Catalyst SD-WAN 7 /XA 2 C SNMP D% E & KT 25 & &
SERMEEICOVWTHALET,

@ SNMP O

SNMPT—C Y FDYVRATLBFERDEY 4T
SNMP =—V = "DV AT hayZr healr—ya 2R ELET,

1.

VAT AhaE T NEFETLFH] (SNMP OfHYES) ERELET,

Device# config-transaction
Device (config) # snmp-server contact text

VAT Aulr— gy EET TS (SNMP OB ERELET,

Device (config) # snmp-server location text

AVTFXFRRMERY NI T oF4T4RBDRYEVTHRTE

SNMP 2T H A MRy NU—2 20T 47 4 (REELV—T 40 7B X OEE (VRF)
L) Blovy by ZERELET,

1

SNMP 2T F A MRy N =2~ v B 735100, Roa~xy REERHLE
j—o

Device# config-transaction
Device (config) # snmp-server context context-name

B2 SNMP =1 7 ¥ 2 b= 5 —WfD SNMP Z8EFRH (authFail) ~F v 72 G2 LE
bé-o
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| CiscoCatalyst SD-WANSNMP 2> 7 4 ¥aL—> 3> 4 K
CLI % & L 7= Cisco 10S XE Catalyst SD-WAN 7 /31 X T® SNMP DX E .

Device (config) # snmp-server trap authentication unknown-context

SNMPv1 & & U SNMPv2c DERTE

(A7 a ) SNMPv1 L ONSNMPV2e 3% ET ARRIZIE, MBS U TCROFIRZFEH L.
I3 2=2FT 4 AN T DO 2—EFERFELZIIMEELTSNMP v 32— ¥ RN T 7B RATED
MIBA 7Y x7 FNaEHIBTAHZ ENTEET,

1. A7 2=2 FikRF (OID) & SNMP Vo —Z2{EREFITEE L ET,

Device# config-transaction
Device (config) # snmp-server view view-name oid-tree included

2. SNMP 23 2= 4 O7 7 8Aary ha— L5 ERERITET LET,

Device (config) # snmp-server community string [view view-name] [ro |rw
] [access-1list-number/name]

SNMPv3 D% 5E

SNMPv3 #8RE L CUW T, SNMP /X7 hDULBELZSNMPV3 EX = U T 4 A H = R L ZH T
121X, SNMP 7 V—F L RRAT— R & D2 —PF—NREINTNDE I MR LET,

1 LW SNMPV3 $—_—=7 =7 F72(T SNMP 2 —#—% SNMP E' = —(Z~¥ v B>
TOLT—TNERELET,

Device# config-transaction

Device (config) # snmp-server group group-name v3 {auth |noauth |priv}[read

readview] [write writeview

] [notify notifyview] [access [access-list-number | access-name] [ipv6 named-access-list]

2. HlLWwa—H—% SNMPv3 7/ /L — 7 |ZRE L F1,

Device (config) # snmp-server user username group-name [remote ip-address[udp-port

port] [vrf vrf-name]]

v3 [encrypted] [auth {md5|sha} auth-password] [access [ipv6 nacl] [priv {des|3des|aes|aes
{128|256} }privpassword] {acl-number|acl-name}]

\}

CE) ®BX=2VUF 4 EoBEmENS, a~vr R4 o~ LT ORI I Zuser 2~ > RIZFRRENFE
Wi, 7272 L., SNMPV3 7L —T 12 Lna—Y —2RETHEAIL. Bl&FiZusera~2 K
EHEATEET,

SNMPT—> 0 by FDBRRKYA ADESE

SNMP =— 2 = > F NELSRDZAF T ITINE DR EAT O & ITHFE SN DR ANT v M A
AeE#RLET,

Device# config-transaction
Device (config) # snmp-server packetsize byte-count
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Cisco Catalyst SD-WANSNMP 1> 0 ¢ FaL—> 3> 4 K |
. CLI %&£/ L 1= Cisco 10S XE Catalyst SD-WAN 7 /31 X T® SNMP D& E

SNMP @41 DX TE
FNRAALHRELTSNMP F 7 v 72 EELET,
1. SNMP EHBEAEOZEHEZBELET,

Device# config-transaction

Device (config) # snmp-server host {host-name|ip-address}[vrf
vrf-name|traps|version{1l|2c|3[auth|noauth|priv]}]community-string
[udp-port port [notification-type] |notification-type]

2. SNMP EAEEEZEE L ET,

Device (config) # snmp-server trap-source interface

SNMP E&NDERE

SNMP @A A FE T\ T £,

FRE  L-@maE A0z T, 274 Fal—ary ET— RTROavy REfEHLE
h@‘o

1. CiscoCatalyst SD-WANGHANZX L TE X H415FXTD ~ 7 v (omp, policy, security,
system) &AL ET,

Device# config-transaction
Device (config) # snmp-server enable traps sdwan

2. FRT7 I —LAOZEFEIZ LT SNMP @E 2 A% LE,

Device# config-transaction
Device (config)# snmp-server enable traps alarms priority

3. BEDOLEHIZK LT SNMP BAEZ AN LE T,

Device# config-transaction
Device (config) # snmp-server enable traps config

4, TUT 4T 4 MIB@EHEZRA MIEELET,

Device# config-transaction
Device (config) # snmp-server enable traps entity

5. FTA4AZ, ATV, CPUEHRAR O o R—3% 2 bOIRREICETAEMEEE L
i—g—o

Device# config-transaction
Device (config)# snmp-server enable traps entity-state

6. RAEE 7~ 12 FE(RAB OSPF A > #— 7 = A4 A T® OSPF ERILAED LS (295 SNMP
%D %ﬁs‘jj \— L/i‘g—o

Device# config-transaction
Device (config) # snmp-server enable traps ospf state-change

7. OSPF =7 — GEREDKIL, RE/NT > FORE, BIUOBETT—) (235 SNMP
WA EZ AN LET,
Device# config-transaction
Device (config) # snmp-server enable traps ospf errors

=
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| CiscoCatalyst SD-WANSNMP 2> 7 4 ¥aL—> 3> 4 K
CLI % & L 7= Cisco 10S XE Catalyst SD-WAN 7 /31 X T® SNMP DX E .

8. OSFP YV v 7 AT — K7 RARZ AL XA+ (LSA) (2895 SNMP @& Z AN LE T,

Device# config-transaction
Device (config) # snmp-server enable traps ospf lsa

0. RBEITIFEIEAS v F—T =2 A4 A TDOOSPFREDFA—HIZ L A5 —|ZE83 5 SNMP
BHEAINZLET,

Device# config-transaction
Device (config) # snmp-server enable traps ospf cisco-specific errors

10. FRFE= 7 —. linkup, linkdown, warmstart, 33 J N coldstart il%1% H I L E T,

Device# config-transaction
Device (config) # snmp-server enable traps snmp
[authentication] [linkup] [1linkdown] [coldstart] [warmstart]

11. SNMPZEa b —@MmEH ML ET,

Device# config-transaction
Device (config) # snmp-server enable traps config-copy

12. SNMP #& /& CTID @ Z A LET,

Device# config-transaction
Device (config)# snmp-server enable traps config-ctid

13. SNMP Embedded Event Manager i@ %1% A L £7,

Device# config-transaction
Device (config) # snmp-server enable traps event-manager

14. CPU L X VWMEEMBEHMAZB NI LET,

Device# config-transaction
Device (config) # snmp-server enable traps cpu threshold

15, 77y aT N ADFEA LR 4 LIZET 5 SNMP B@HE a9 LET,

Device# config-transaction
Device (config) # snmp-server enable traps flash [insertion] [removal]

16, AFV NNy T77OFHBNRFT LVWE—ZIZE L & X2, T34 25 SNMP @41
PRETEDHLIICLET,

Device# config-transaction
Device (config) # snmp-server enable traps memory [bufferpeak]

17. TRAANVATIOF U T A v —VBMERECELLHCLET,

Device# config-transaction
Device (config) # snmp-server enable traps syslog

AVB—TIARAVTIIRIN—VRTUVADHKE

IF-MIB O ifIndex % 7 0 —/S)VIZEZIZ LT, V7 — FEBBRFEND LT D2 EMT
XFET, TOREIZEY, SNMPEHERATLIREDA v F—T7 24 A —HLTHINTX S X
AT F9,

Device# config-transaction
Device (config)# snmp ifmib ifindex persist
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Cisco Catalyst SD-WANSNMP 1> 0 ¢ FaL—> 3> 4 K |
. CLI % A L 1= Cisco 10S XE Catalyst SD-WAN 7 /3 X T SNMP D% E

Cisco SD-WAN Manager Z i/l L T SNMP k7 v 7 &3 ET HIZ1E, CLI T RA U BET
L— M THRESNEREZEH LT, BHEVORSEICHE LI-REEZ A LET, KIZ, SNMPv2c
A LT 172.16.1.111 & 172.16.1.27 (2 F T v 7% EF L, SNMPV3 ZfH L TH A K
1721613312 b7 v P& IFETH L I ICSNMP 2 & &1 5 HiEDOFIZ R LEd, SNMP k7 v
ZFlE. VREA—F 4 v 7T —TABLIOT RLATZ77 I VS TE— RERETHZLICE-T
EEEINET,

config-transaction
!

vrf definition 172
address-family ipv4
exit-address-family

snmp-server contact Admin
snmp-server location Lab-7

snmp-server context CISCOCONTEXT
no snmp-server trap authentication unknown-context

snmp-server view v2 1.3.6.1.6.3.15 included
snmp-server community public view v2 ro
snmp-server view v3 1.3.6.1.6.3.18 included

snmp-server community private view v3 ro 5
snmp-server community public view v3 ro
snmp-server group groupNoAuthNoPriv v3 noauth read v3

snmp-server packetsize 1300

snmp-server host 172.16.1.27 vrf 172 version 2c public udp-port 162

snmp-server host 172.16.1.111 vrf 172 version 2c public udp-port 161

snmp-server host 172.16.1.33 vrf 172 version 3 auth v3userAuthPriv udp-port 16664

snmp-server trap-source Loopback0

snmp-server enable traps sdwan

snmp-server enable traps alarms informational
snmp-server enable traps config

snmp-server enable traps entity

snmp-server enable traps entity-state

snmp-server enable traps snmp authentication coldstart linkdown linkup warmstart
snmp-server enable traps ospf state-change
snmp-server enable traps ospf errors

snmp-server enable traps ospf lsa

snmp-server enable traps ospf cisco-specific errors!
snmp-server enable traps ospf state-change
snmp-server enable traps ospf errors

snmp ifmib ifindex persist
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https://www.cisco.com/c/en/us/td/docs/routers/sdwan/configuration/system-interface/ios-xe-17/systems-interfaces-book-xe-sdwan/m-cli-add-on-feat.html
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| CiscoCatalyst SD-WANSNMP 2> 7 4 ¥aL—> 3> 4 K
Cisco 10S XE Catalyst SD-WAN 7/34 X T®D SNMP + 5 v TDRiEE .

Cisco 10S XE Catalyst SD-WAN 7 /X1 X T® SNMP +~5 v
pAOL: i

KIT, SNMPv3 TRIE iz 2 — P —1F# A KT 5 showsnmp user =~ > RDH )
iz~ LET,

Device# show snmp user

User name: v3userAuthPriv

Engine ID: 80000009030000C88B487400
storage-type: nonvolatile active
Authentication Protocol: SHA
Privacy Protocol: AES128
Group-name: groupAuthPriv

User name: v3userNoAuthNoPriv
Engine ID: 80000009030000C88B487400
storage-type: nonvolatile active
Authentication Protocol: None
Privacy Protocol: None

Group-name: groupNoAuthNoPriv

KIZ., request platform software sdwan root-cert-chain uninstall =~ > K& L C
Cisco Catalyst 8000V O/ — FFEHEZEZ T A VA b=V LTERICEREND T v T
OB ZRLET,

2021-06-15 15:26:38 UDP: [198.51.100.11:61114->[172.16.53.199]:162 [UDP:
[198.51.100.11:61114->[172.16.53.199]1:162]:

DISMAN-EVENT-MIB: :sysUpTimeInstance = Timeticks: (5155837) 14:19:18.37
SNMPv2-MIB: :snmpTrapOID.0 = OID:

CISCO-SDWAN-SECURITY-MIB: :ciscoSdwanSecuritySecurityRootCertChainUninstalled
CISCO-SDWAN-SECURITY-MIB: ::netconfNotificationSeverity.0 = INTEGER: major (2)

KIZ. request platform software sdwan root-cert-chain install =~ > K% f# ffl L C Cisco
Catalyst8000V D /L— REEHEZ A VXA h—/L LT2RIZR RIS T v T @O f| %
RLET,

2021-06-15 01:16:55 UDP: [10.6.40.204]:50433->[172.16.53.199]:162 [UDP:
[10.6.40.204]:50433->[172.16.53.199]:162]:

DISMAN-EVENT-MIB: :sysUpTimeInstance = Timeticks: (2143576) 5:57:15.76
SNMPv2-MIB: :snmpTrapOID.0 = OID:

CISCO-SDWAN-SECURITY-MIB: :ciscoSdwanSecuritySecurityRootCertChainInstalled
CISCO-SDWAN-SECURITY-MIB: :netconfNotificationSeverity.0 = INTEGER: minor (3)

&IZ, clear sdwan installed-certificates =~ > FZf# f] L T Cisco Catalyst 8000V D1 >
A b= WERHFEAELZHIBR LI2RICERESND M T v T@aEmopz R LET,
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Cisco Catalyst SD-WANSNMP 1> 0 ¢ FaL—> 3> 4 K |
. Cisco 10S XE Catalyst SD-WAN 7/ X T®D SNMP + 5 v TDREE

2021-06-15 14:18:26 UDP: [10.6.40.204]:50258->[172.16.53.199]:162 [UDP:
[10.6.40.204]:50258->[172.16.53.199]:162]:

DISMAN-EVENT-MIB: :sysUpTimeInstance = Timeticks: (103213) 0:17:12.13
SNMPv2-MIB: :snmpTrapOID.0 = OID:

CISCO-SDWAN-SECURITY-MIB: :ciscoSdwanSecuritySecurityClearInstalledCertificate
CISCO-SDWAN-SECURITY-MIB: :netconfNotificationSeverity.0 = INTEGER: major (2)

KIZ. request platform softwaresdwan csr upload flash =~ > R % {#i H L T Cisco Catalyst
8000V DFEMAEZEA ERAEMAF ZAER L2 ICFKRSND b T v Tl OB 27~ L E

j—o

Uploading CSR via VPN 0

Enter organization-unit name : CISCO
Re-enter organization-unit name : CISCO

Generating private/public pair and CSR for this "vedge" device
Generated CSR for vedge device

Copying /usr/share/viptela/server.csr to /bootflash/c8kvl.csr via VPN 0
CSR upload successful

c8kvl#

2021-06-15 14:20:14 UDP: [10.6.40.204]1:50258->[172.16.53.199]1:162 [UDP:
[10.6.40.204]1:50258->[172.16.53.199]:162]:

DISMAN-EVENT-MIB: :sysUpTimeInstance = Timeticks: (114062) 0:19:00.62
SNMPv2-MIB: :snmpTrapOID.0 = OID:

CISCO-SDWAN-SECURITY-MIB: :ciscoSdwanSecuritySecurityNewCsrGenerated
CISCO-SDWAN-SECURITY-MIB: :netconfNotificationSeverity.0 = INTEGER: minor (3)

&IZ. request platform softwaresdwan certificateingtall =~ > K% f#i ] L T Cisco Catalyst
8000V DEA & FEAEE A A h— L LIRRICER R END T v TBMOF 2R L
£7

Installing certificate via VPN O

Changing ownership of vedge certs to binos...

Copying /bootflash/c8kvl.crt to /tmp/vconfd/server.crt.tmp via VPN 0

Got certificate id 0123CF for /tmp/vconfd/server.crt.tmp vmanage signed false
cp -f "/usr/share/viptela/tmp csr/server.key" "/usr/share/viptela/server.key"
moving temp Cert "/tmp/vconfd/server.crt.tmp" to Cert
"/usr/share/viptela/vedge certs/client 0123CF.crt"

Successfully installed the certificate 0

2021-06-15 14:24:02 UDP: [10.6.40.204]:50258->[172.16.53.199]:162 [UDP:
[10.6.40.204]:50258->[172.16.53.199]:162]:

DISMAN-EVENT-MIB: :sysUpTimeInstance = Timeticks: (136870) 0:22:48.70
SNMPv2-MIB: :snmpTrapOID.0 = OID:

CISCO-SDWAN-SECURITY-MIB: :ciscoSdwanSecuritySecurityCertificateInstalled
CISCO-SDWAN-SECURITY-MIB: :netconfNotificationSeverity.0 = INTEGER: minor (3)

XIZ. show control local-properties 2~ > K& ff] L CHIRRGINIZ 72 DREED N7
T OB AR LE$, Cisco Catalyst 8000V DFERFE A A HIBREIALIZ A2 0 9725,
R L TOERA,

2021-07-06 21:04:17 UDP: [1.6.40.204]1:53342->[172.27.53.199]:162 [UDP:

[1.6.40.204]1:53342->[172.27.53.199]:162]:
DISMAN-EVENT-MIB: :sysUpTimeInstance = Timeticks: (41478) 0:06:54.78
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CLI %R L 1= Cisco vEdge 7731 2 <0 SNWP 0 [

SNMPv2-MIB: :snmpTrapOID.0 = OID:

CISCO-SDWAN-SECURITY-MIB: :ciscoSdwanSecuritySecurityCertificateExpiring
CISCO-SDWAN-SECURITY-MIB: :netconfNotificationSeverity.0 = INTEGER: major (2)
CISCO-SDWAN-SECURITY-MIB: :ciscoSdwanSecurityCertificateType.0 = INTEGER: enterprise(2)
CISCO-SDWAN-SECURITY-MIB: :ciscoSdwanSecurityCertificateSerialNumber.0 = STRING: "01240F"

CISCO-SDWAN-SECURITY-MIB: :ciscoSdwanSecurityIssuer.0 = STRING: "XCA"
CISCO-SDWAN-SECURITY-MIB: :ciscoSdwanSecurityDaysToExpiry.0 = INTEGER: 1

Iz, show control local-properties =~ > K% {# ffl L T Cisco Catalyst 8000V 7 /31 A
THIRGINIC 2R S TREAEF D b7 » Tl A2 £ T 50 2R L E T,

2021-06-15 15:59:16 UDP: [209.165.202.129]:49387->[172.16.0.199]:162 [UDP:
[209.165.202.129]:49387->[172.16.0.199]1:162]:

DISMAN-EVENT-MIB: :sysUpTimeInstance = Timeticks: (44510) 0:07:25.10
SNMPv2-MIB: :snmpTrapOID.0 = OID:

CISCO-SDWAN-SECURITY-MIB: :ciscoSdwanSecuritySecurityCertificateExpired
CISCO-SDWAN-SECURITY-MIB: :netconfNotificationSeverity.0 = INTEGER: major (2)

CLI Z{&FA L 1= Cisco vEdge 7 /314 X T® SNMP D& E

SNMP OBt

7 7 4/ hTlL, SNMP I Cisco vEdge 7 /31 A THNZ/e > TWET, THEAMMILT
SNMP X"—T g v 1, 2, BIXO3 DOV AR— &SI, ROFIEEZFEITLET,

vEdge (config) # snmp
vEdge (config-snmp) # no shutdown

SNMP ZEZNZT DL, T4 ATMIBOMEH, b7 v 7O, SNMPwalk 7 7' ) 7r—3 3
UINBOERICKT DINEEFEITTEDL LI FT,
SNMP £ 2 —DEBE

OID & & H12 SNMP B = —%{ER L. SNMP %—/3— T SNMP [H# A2 HTcx 5Lk Hi1cT 5%
IZiX, SNMP B2 — i35 0ID 7Y U —%RELET,

vEdge (config-snmp) # wview string
vEdge (config-snmp) # oid oid-subtree

OID V7Y U —Tl, IEEDMNBEBTIANRKI—R* (FTRAZYR7) ZHEHAL T, FOMNE
DIEEDOEE BT ENTEET,

KIZ, SNMPMIB DA > % —F v DO 2 —%ERT D602~ L ET,

vEdge (config) # snmp view v2 oid 1.3.6.1

RIZ. Cisco Catalyst SD-WAN MIB D77 A X— M3 D & 2 —Z{ET 20l 2R LE T,

vEdge (config) # snmp view vEdge-private oid 1.3.6.1.4.1.41916
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B cu 6 L1 cisco vEdge 7/ 54 2 TD SNMP DEE

SNMP E2—~D7 7 £ RADEE

SNMP B = —{Z7 72 AT 57 DICRFEMHERE Z E R T 5121F, SNMPV3 AR ELE T, vz
ﬁoc@ SNMPv3 = —HF —DFEER L. SNMPE 22— DI NA—FEB LR a2 —~DT 7%
Z‘giﬁuun rﬁi&% Hﬂ;bi‘j—

SNMPV3 = —H —DFBREER AR ET DI1E, = —F—%/E L. SNMP 7 L —7IZ3ET S
FORES A SIS U T, SRRV~ e T A N — L 2RI S TET (LD X 51T snmp
group 2~ REFEHLET) .

vEdge (config) # snmp user username

vEdge (config-user) # auth authentication
vEdge (config-user) # auth-password password
vEdge (config-user) # priv privacy

vEdge (config-user) # priv-password password

=P —AIE 1 ~ 32 LFOLTFHITHETE £T,

authentication 2~ > R C, 22—V —DFRIMEREZ AN L ET, "AT—=REFIZ7VT7T7FA |
LFHIETIL AES B 5{bF¥— &L LTANTEET,

privacy 2v 2 R T, 2P —DTTA N — A B =X LEFENLET, NAU—RFZ I T
TXRAPLFINEIT AES B SbF— & LTANTEET,

KIZ, SNMPv3 —H—% SNMP 7 /L— 7 (ZBHf T £,

vEdge (config-user)# group group-name

group-name (%, snmpgroup 2~ RCHET HE 2 —D 7 IL—T4 T,
Ea—D7N—T7%FETHI2E, WOFIREZFITLET,

Device (config) # snmp group group-name authentication
Device (config-group) # view view-name

TNh—T75121F, 1 ~ 32 LFOXTINEHETE £,
TN—TIMEHT DR, ROWT IR £,
. auth-no-priv WIRULFRRET VY AL Z2EH L TR nIEL/jEj—o Z DR qui_th Hﬂiﬂ—g_

5%{3\@:\ \_0)7/&%70);»—«'6’ k—nmumkwhum/\xy‘—‘}\% E?éﬁ%ﬁ)&)@i@”
(snmp user auth 35 X Ot auth-password =2~ > K& )

Cisco Catalyst SD-WAN Manager Y U — % 20.12.1 EAK&, auth-no-priv @BE S AL A — bk
SNTHERA,

«auth-priv : BRU7CGRAET LTV AL ZEM L CGEREL 7. ZORGESFRERET 5%
HlE. ZOTN—T O —Y —TFFE L FRGE/NA T — K (snmp user auth 35 X
auth-password 2~ > R&fEH) | BT TAN—L T T4 N —D/RAT— R (snmp
user priv 8 X O priv-password =2~ > REH) ZRETLH2LENRH Y 7,

« no-auth-no-priv : =—H—ZIZHESWCRIEL £3, Z OGFEE#KT 254, BiEE-
X7 T AN —EREERERR T 5 0NEITH D EH A,
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\)

CLI %R L 1= Cisco vEdge 7731 2 <0 SNWP 0 [

6=

SNMP &—HF—%FH LWI L —T B8 L, HW 7 A —7%ZHIBRT 25121, 2 205D ~Z
VY g v EFEHALET, SNMP 22— —DFH LWL —F~0BE L. FC T

T a ryTOHEWT L—TOHIRIZT R — RS TOWERA,

Ea—4IlE, snmpview =<2 RZEH L THRET D SNMP B =2 — D4R TTT,

ERRFENTA—FDETE
Cisco vEdge 7 /3A 2 Z &2, SNMP / — N4, MBI BT, BLOT A 20 F £
FHEY T T OEREERERETE £,
vEdge (config) # snmp
vEdge (config-snmp) # name string
(
(

vEdge (config-snmp) # location string
vEdge (config-snmp) # contact string

WFNDDILFINAN—=ANGEN TV D HEIE, XTSI L 5 AF (") THAET,

SNMP O 2 =71 DEKE

SNMP 22 2= 4 A KY 7 TlE, SNMPH—R_R— AT AL TAT U R AT AEDH
REEZRLET, ZOXLFINE, Y—_"—~DI TAT 2 DT 7R RAZHIEHT 572D /A
T—FROXIIHIELET, a232=FT 4 A M) 7 Z2FETHITIE. community 2~ > K%
AL ET,

vEdge (config-snmp) # community name
vEdge (config-community-name) # authorization read-only
vEdge (config-community-name) # view string

A2 =T A ADORIITT~RNLFTHETEET, LFEIL <KBXU>) 25052 LM T
TFET, BANCAR—2EED LG, ARTEREEZ5IHA (") CTHARAET,

view 2~ REH LT, #RT2EH5MIBY Y —08nafRELEd, sringlx, LA T4
HEHICsmpview 2w FEFH L TRESNTZE2— L a— ROARFITY,

Cisco Catalyst SD-WAN ¥ 7 b 7 = 7 (3, fEHEA > Z—T = A A, MIB, IF-MIB, BLUT %
7 A MIB (SNMPv2-MIB) % %74 — k LET, T 5%, Cisco Catalyst SD-WAN 7 k7 =
T &AL A RN—/LT 5L CiscovEdge 7 /3 RCHBIMICr— REhET, =2 —7F 14X
MIB ® U A MZ2W T,  [Supported SNMP MIBs] #Z& B L T< 72 &\, Cisco Catalyst
SD-WAN ¥ 7 F 7 = 7 CHR— F STV D MIB TIHE X IALERENTF A S TR T2,
FHED FHHOFFR] (T 7 40 bOFFR) OHRERETEET,

Ea—La—KDETE

SNMP MIB ®—¥i% £/RT 2 L HICHET HIZiE, view a~<w> REFHLET,

vEdge (config-snmp) # view string
vEdge (config-view) # oid oid-subtree [exclude]

72& 2iE, SNMPMIB DA > ¥ —F v MNilrEFATHIZE, OID1.3.6.1 ZHELET,

vEdge (config-snmp) # view v2 oid 1.3.6.1

Cisco Catalyst SD-WANSNMP 0> 7 4 ¥aL—> 3> HA K .
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Cisco Catalyst SD-WANSNMP 1> 0 ¢ FaL—> 3> 4 K |
B ciscovkdge 751 2T SNMP -5 v Tz

Cisco Catalyst SD-WAN MIB O 77 A ~— [Ny &2 FKx T 5121%, OID 1.3.6.1.4.1.41916 Z 5 iE
L/ji‘g_o

SNMPa>J4F¥alL—Y3>avy kR
SNMP Z#ZET HIZiE, koa<r REERALET,

snmp
community name
authorization (read-only | read-write)
view string
contact string
group group-name authentication
view string
location string
name string
[no] shutdown
trap
group group-name
trap-type
level severity
target vpn vpn-id ip-address udp-port
community-name community-name
group-name group-name
source-interface interface-name
user username
auth authentication
auth-password password
group group-name
priv privacy
priv-password password

SNMP E=4# 1 >45av R
SNMP %E =4 —952iF, ROa~vr REFEHLET,

SNMP % & =4 —79 %|ZI%, showrunning-configsnmp =2~ R&fEHLET, 2~ FOH
J1ZI%, Cisco vEdge 7/3A A TFATLCNDT VT 4 T IREREDERSINET,

—

Cisco vEdge 7/\1 X T® SNMP + 5 v T D&REE

&Iz, show full-configuration =~ > KO %2~ L E T,

vEdge (config-snmp) # show full-configuration
snmp
no shutdown
view v2
oid 1.3.6.1
|
group groupAuthPriv auth-priv
view v2
|

user noc-staff

auth sha
auth-password $8$UZwdx9eud9iME1cJIJJINmOf202N8/+RGIvxrO+e9h0Uzo=
priv aes-cfb-128

. Cisco Catalyst SD-WANSNMP 3> 7 s ¥al—>3a> A4 K



| CiscoCatalyst SD-WANSNMP 2> 7 4 ¥aL—> 3> 4 K

Cisco vEdge 7/ 2T SNMP +35 v FoigsE ]

priv-password $8$eB/I+VXrAWDw/yWmEqLMsgTcsOomxcH1dkVN2ndU9QI=

group groupAuthPriv
|

KRIZ, Cisco SD-WAN U U — % 20.5.1 T# A X #17= show running-config snmp =~ >
RO 2R L ET,

vEdge (config-snmp) # show running-config snmp
snmp
no shutdown
view v3
oid 1.3.6.1
|
group groupAuthPriv auth-priv
view v3
|
user v3userAuthPriv-sha-aes
auth sha-256
auth-password $8$QiM+RsTn8WBaufWNAPlegzhYtNSSQOxtDPciQayxz73s=
priv aes-256-cfb-128
priv-password $8$rsggMKrWt4JwvBIrWW0gG/VHItiM170AH Fbzrd818k=
group groupAuthPriv

WIZ, T4 ATFEHENTS% BB L2, 2y NT—7EFHY— 1 — (NMS) IZEEZN
58Ty B ERLET,

2021-06-21 22:35:05 UDP: [172.16.58.143]:54392->[172.27.53.190]:162 [UDP:
[172.16.58.143]1:54392->[172.27.53.190]:162]:

DISMAN-EVENT-MIB: :sysUpTimeInstance = Timeticks: (53772780) 6 days, 5:22:07.80
SNMPv2-MIB: :snmpTrapOID.0 = OID:

VIPTELA-TRAPS: :viptelaSystemDiskUsage

VIPTELA-TRAPS::eventTime.0 = STRING: 2021-6-23,5:7:3.0,+0:0

VIPTELA-TRAPS: :netconfNotificationSeverity.0 = INTEGER:major (2)

VIPTELA-TRAPS: :viptelaSystemWarning.0 = STRING: "Disk usage is above 75%." Please clean
up unnecessary files. If disk usage grows beyond 90%, system will attempt to recover
disk space by deleting files"

VIPTELA-TRAPS::viptelaSystemTotalMb.0 = Gauge32: 7985

VIPTELA-TRAPS::viptelaSystemFreeMb.0 = Gauge32: 1174

T4 ATERARNIEFIZRD E, MT v TN NMS ISEESNET,

2021-06-21 22:40:29 UDP: [172.16.58.143]1:54392->[172.27.53.190]1:162 [UDP:
[172.16.58.143]1:54392->[172.27.53.190]:162]:

DISMAN-EVENT-MIB: :sysUpTimeInstance = Timeticks: (53805175) 6 days, 5:27:31.75
SNMPv2-MIB: :snmpTrapOID.0 = OID:

VIPTELA-TRAPS: :viptelaSystemDiskUsage

VIPTELA-TRAPS: :eventTime.0 = STRING: 2021-6-23,5:12:27.1,+0:0

VIPTELA-TRAPS: :netconfNotificationSeverity.0 = INTEGER: minor (3)
VIPTELA-TRAPS: :viptelaSystemWarning.0 = STRING: "Disk usage is below 60%."
VIPTELA-TRAPS::viptelaSystemTotalMb.0 = Gauge32: 7985
VIPTELA-TRAPS::viptelaSystemFreeMb.0 = Gauge32: 7362

WIZ, T 4 AT HARN 75% BB I2HE0 T v T@Mmosl R LET,
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2021-06-21 22:35:05 UDP: [172.16.58.143]:54392->[172.27.53.190]:162 [UDP:
[172.27.58.143]1:54392->[172.27.53.190]:162]:

DISMAN-EVENT-MIB: :sysUpTimeInstance = Timeticks: (53772780) 6 days, 5:22:07.80
SNMPv2-MIB: :snmpTrapOID.0 = OID:

VIPTELA-TRAPS::viptelaSystemDiskUsage

VIPTELA-TRAPS::eventTime.0 = STRING: 2021-6-23,5:7:3.0,+0:0

VIPTELA-TRAPS: :netconfNotificationSeverity.0 = INTEGER: major (2)

VIPTELA-TRAPS::viptelaSystemWarning.0 = STRING: "Disk usage is above 75%." Please clean
up unnecessary files. If disk usage grows beyond 90%, system will attempt to recover
disk space by deleting files

VIPTELA-TRAPS: :viptelaSystemTotalMb.0 = Gauge32: 7985

VIPTELA-TRAPS: :viptelaSystemFreeMb.0 = Gauge32: 1174

T4 AT AR 60% RMEIIETFT2 L. b7y BN NMS ISEEENET,

2021-06-21 22:40:29 UDP: [172.27.58.143]:54392->[172.27.53.199]:162 [UDP:
[172.27.58.143]1:54392->[172.27.53.190]:162]:

DISMAN-EVENT-MIB: :sysUpTimeInstance = Timeticks: (53805175) 6 days, 5:27:31.75
SNMPv2-MIB: :snmpTrapOID.0 = OID:

VIPTELA-TRAPS::viptelaSystemDiskUsage

VIPTELA-TRAPS::eventTime.0 = STRING: 2021-6-23,5:12:27.1,+0:0

VIPTELA-TRAPS: :netconfNotificationSeverity.0 = INTEGER: minor (3)
VIPTELA-TRAPS::viptelaSystemWarning.0 = STRING: "Disk usage is below 60%."
VIPTELA-TRAPS::viptelaSystemTotalMb.0 = Gauge32: 7985
VIPTELA-TRAPS::viptelaSystemFreeMb.0 = Gauge32: 7362

Wiz, CPUERENEHL VLR L, ZOBBEBEDO LIRS TEHEDO N T v
BWENOBERLET,

2021-06-21 22:53:49 UDP: [172.16.58.143]:54392->[172.27.53.190]:162 [UDP:
[172.16.58.143]1:54392->[172.27.53.190]:162]:

DISMAN-EVENT-MIB: :sysUpTimeInstance = Timeticks: (53885189) 6 days, 5:40:51.89
SNMPv2-MIB: :snmpTrapOID.0 = OID:

VIPTELA-TRAPS: :viptelaSystemCpuUsage

VIPTELA-TRAPS::eventTime.0 = STRING: 2021-6-23,5:25:47.2,+0:0

VIPTELA-TRAPS: :netconfNotificationSeverity.0 = INTEGER: major (2)
VIPTELA-TRAPS::viptelaSystemWarning.0 = STRING: "System cpu usage 1is above 75%"
VIPTELA-TRAPS::viptelaSystemCpuUserPercentage.0 = STRING: "1.01"
VIPTELA-TRAPS: :viptelaSystemCpuSystemPercentage.0 = STRING: "80.40"
VIPTELA-TRAPS::viptelaSystemCpuldlePercentage.0 = STRING: "18.59"

2021-06-21 22:53:53 UDP: [172.16.58.143]:54392->[172.27.53.190]:162 [UDP:
[172.16.58.143]1:54392->[172.27.53.190]:162]:

DISMAN-EVENT-MIB: :sysUpTimeInstance = Timeticks: (53885589) 6 days, 5:40:55.89
SNMPv2-MIB: :snmpTrapOID.0 = OID:

VIPTELA-TRAPS: :viptelaSystemCpuUsage

VIPTELA-TRAPS::eventTime.0 = STRING: 2021-6-23,5:25:51.2,+0:0

VIPTELA-TRAPS: :netconfNotificationSeverity.0 = INTEGER: critical (1)

VIPTELA-TRAPS::viptelaSystemWarning.0 = STRING: "System cpu usage is above 90% (critically
high)"

VIPTELA-TRAPS: :viptelaSystemCpuUserPercentage.0 = STRING: "1.51"

VIPTELA-TRAPS::viptelaSystemCpuSystemPercentage.0 = STRING: "98.49"

VIPTELA-TRAPS::viptelaSystemCpuldlePercentage.0 = STRING: "0.00"

2021-06-21 22:54:01 UDP: [172.16.58.143]:54392->[172.16.53.190]:162 [UDP:
[172.16.58.143]1:54392->[172.16.53.190]:162]:

DISMAN-EVENT-MIB: :sysUpTimeInstance = Timeticks: (53886390) 6 days, 5:41:03.90
SNMPv2-MIB: :snmpTrapOID.0 = OID:

VIPTELA-TRAPS: :viptelaSystemCpuUsage

VIPTELA-TRAPS::eventTime.0 = STRING: 2021-6-23,5:25:59.1,+0:0

VIPTELA-TRAPS: :netconfNotificationSeverity.0 = INTEGER: minor (3)
VIPTELA-TRAPS::viptelaSystemWarning.0 = STRING: "System cpu usage back to normal level"
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STRING: "1.52"
= STRING: "1.52"
STRING: "96.97"

VIPTELA-TRAPS::viptelaSystemCpuUserPercentage.0
VIPTELA-TRAPS::viptelaSystemCpuSystemPercentage.
VIPTELA-TRAPS::viptelaSystemCpuldlePercentage.0

ol

WIZ, VAT ALAEY OFERARNT5% 2B IHEDO T v T@mE R LET,

2021-06-21 23:15:22 UDP: [172.16.58.143]:54392->[172.16.53.190]:162 [UDP:
[172.16.58.143]1:54392->[172.16.53.190]:162]:

DISMAN-EVENT-MIB: :sysUpTimeInstance = Timeticks: (54014426) 6 days, 6:02:24.26
SNMPv2-MIB: :snmpTrapOID.0 = OID:

VIPTELA-TRAPS: :viptelaSystemMemoryUsage

VIPTELA-TRAPS: :eventTime.0 = STRING: 2021-6-23,5:47:19.5,+0:0

VIPTELA-TRAPS: :netconfNotificationSeverity.0 = INTEGER: major (2)

VIPTELA-TRAPS: :viptelaSystemWarning.0 = STRING: "System memory usage is above 75%"
VIPTELA-TRAPS::viptelaSystemTotalMb.0 = Gauge32: 3902
VIPTELA-TRAPS::viptelaSystemFreeMb.0 = Gauge32: 965

A, b7 < MIRGIUC 2 D AR 5 L T Zilia R LET, 22T,
CiscovEdge 7 /31 A DFEHENA HHIREIALIC /2D 328, FEED L TWER A,
2021-06-15 16:53:29 UDP: [172.16.58.43]1:56734->[172.16.53.199]:162 [UDP:
[172.16.58.43]1:56734->[172.16.53.199]:1627:

DISMAN-EVENT-MIB: :sysUpTimeInstance = Timeticks: (92594) 0:15:25.94
SNMPv2-MIB: :snmpTrapOID.0 = OID:

VIPTELA-TRAPS: :viptelaSecuritySecurityCertificateExpiring

VIPTELA-TRAPS: :eventTime.0 = STRING: 2021-6-15,23:53:3.5,+0:0

VIPTELA-TRAPS: :netconfNotificationSeverity.0 = INTEGER: major (2)
VIPTELA-TRAPS: :viptelaSecurityCertificateType.0 = INTEGER: enterprise(2)
VIPTELA-TRAPS: :viptelaSecurityCertificateSerialNumber.0 = STRING: "0123D1"
VIPTELA-TRAPS::viptelaSecurityIssuer.0 = STRING: "XCA"

VIPTELA-TRAPS: :viptelaSecurityDaysToExpiry.0 = INTEGER: 0

Cisco vEdge 7/31 X T®D SNMP +5 v TDETE

SNMP k7 v 71, ¥ AaDT /34 AH SNMP E I — — |25 2 HFEWEM T, b
Ty NI, TRAATHEAT DA (EERBDTHoTHERRLLEDTH-TH)
PEBY— =B SNET, 774/ FTlE SNMP b7 FIESNMP ¥ — 3 —(TiRfF &
NEHA, SNMPVv3 DAL, EEIO PDU ¥ A 77 SNMPv2cinform (InformRequest-PDU) &
721X trap (Trapv2-PDU) OWTFNMNTH D Z EITHEE LTI ZEW,

SNMP F 7 v 7" %RETHIZIE. PT v T EZERZLTNT v 72257 5 SNMPH— "— %%
E]\/iﬁ—o

\}

(GE)  trapgroup Ul 47> 3 > i, Cisco SD-WAN U U —2 20.1.1 BABETIZH A — F ST ER
/‘-/O
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Cisco vEdge 7 /3 A TIET D b T v T DI N—F 2K ET HI2IE, trapgroup 2~ K&
EHALET,

\ )

() Cisco I0S XE Catalyst SD-WAN 7 /3 AT T v T DI N—T %R ET HHLEIH Y A,

vEdge (config-snmp) # trap group group-name
vEdge (config-group) # trap-type level severity

12O T T ITN—TIEHD NT v T XA T oEFDHENTEET, RETIE, 72
12D 7y FHATEHEEL, BT v T XA T ~3OOEBRELBINTEET, &
ETBEADRIZOWTIEL, ROBREFEZZRLTITZEN,

7w FHZE5T D SNMP Y —"—Z 3R ET 5I121E, Cisco vEdge 773 A T trap target =~
Y REMALET,

\}

() Cisco I0S XE Catalyst SD-WAN 7 /31 AT kT v 7% %555 X 512 SNMP $— " — %% ET
LHREITH Y FH A,

vedge (config-snmp) # trap target vpn vpn-id ipv4-address udp-port
vedge (config-target) # group-name name

vedge (config-target) # community-name community-name

vedge (config-target) # source-interface interface-name

SNMP Y — =412, == E I TS VPN OB+, — =D IPvd 7 R L
A k;o%mﬁé%—A~@mwT FERELET, FT v TF Y —R—DT FL A%
TTH551F, IPvda 7 RLAZERTALERH Y £3, IPv6 7 FL RAIEHATEEEA,

group-name 2~ > R C, REFELD T v T T N—T % — —|ZB#fT 9, TDTL—
TD KT v TP SNMP Y — R — TR SN ET,

community-name =< KT, #EEFEHD SNMP 2 2 2 =7 ¢ Z SNMP ¥ — S — | BEA 1
£7

sourceinterface a<v L RT, FI v PBEREZELTNSD SNMP —_—~ 5 v 75 %(E
TAEDIHERT AL =T 2 ZAERELET, 2O F—T 2 AV T H—
7:‘:/])X \—j_%)_k i(%i‘)d.‘/uo

WOREFITIZ., TRXTDORT Y TR1IODOSNMP F—N— |2 ESH, BERL NS v DR
DRID SNMP Hr— R —ZEEENET, 2ODSNMP F T v F 7 I—F L 2o0F—4 v k
SNMP H— =3 E SN TWVET,

vEdge# config

Entering configuration mode terminal

vEdge (config) # snmp

vEdge (config-snmp) # view community-view

vEdge (config-view-community-view) # exit

vEdge (config-snmp) # community public

vEdge (config-community-public)# authorization read-only
vEdge (config-community-public)# view community-view
vEdge (config-community-public) # exit

vEdge (config-snmp) # trap group all-traps
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vEdge (config-group-all-traps)# all level critical major minor
vEdge (config-group-all) # exit
vEdge (config-group-all-traps) # exit
vEdge (config-snmp) # trap group critical-traps
vEdge (config-group-critical-traps)# control level critical
vEdge (config-group-control) # exit
vEdge (config-group-critical-traps)# exit
vEdge (config-snmp) # trap target vpn 0 10.0.0.1 162
vEdge (config-target-0/10.0.0.1/162)# group-name all-traps
vEdge (config-target-0/10.0.0.1/162)# community-name public
vEdge (config-target-0/10.0.0.1/162) # exit
vEdge (config-snmp) # trap target vpn 0 10.0.0.2 162
vEdge (config-target-0/10.0.0.2/162)# group-name critical-traps
vEdge (config-target-0/10.0.0.2/162)# community-name public
vEdge (config-target-0/10.0.0.2/162) # exit
vEdge (config-snmp) # show full-configuration
snmp

view community-view

|

community public

view community-view

authorization read-only

|

group groupAuthPriv auth-priv

view v2

I

user ul

auth sha

auth-password $8$UZwdx9eud9iME1cJIJJINmOf202N8/+RGIvxrO+e9h0Uzo=
priv aes-cfb-128

priv-password $8$eB/I+VXrAWDw/yWmEqLMsgTcsOomxcH1dkVN2ndU9QI=
group groupAuthPriv

trap target vpn 0 10.0.0.1 162
group-name all-traps
community-name public
|

trap target vpn 0 10.0.0.2 162
group-name critical-traps
community-name public
|

trap group all-traps
all

level critical major minor
|

1

trap group critical-traps
bfd

level critical
|

control

level critical
|
hardware

level critical
i
omp

level critical
|

|

|

vEdge (config-snmp) #
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AR SILET,

viptelaSystemDiskUsage VAT LDT 4 AT HERIN
T5% %z 5L, SNMP 7 v
THRAERSINET,

viptelaSystemMemoryUsage VAT ADAE VMR T5%
2D E. SNMP T R
RS IET,

viptelaSystemProcessRestart ayha—JFRFNN—FDT
A (F—Fr) NEEET
5 &, SNMP T v THVERLE
nEJ,

viptelaSystemProcessDown FNRA A FOTav A (F—F
V) BETTHE. SNMP b
Ty TIRAEREINET,

viptelaSystemSystemAaalLoginFail |AAA =—#—|Z 1% SSH ~X—
ADu T A PR D &
SNMP k7 v 7K E L E
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viptelaSystemPseudoCommitStatus
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viptelaActionsSystemRebootComplete | 534 2D Y 7 — K RIEN5ET
T 5 &, SNMP k7 v T ERL
SNFET

viptelaActionsSystemRebootAborted | /310 2D 1) 7 — R AHIE X1
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<A F— viptelaSystemCpuUsage VAT LD CPU B KD
AT, SNMP k7w 7 HERL
INET,
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viptelaSystemDiskUsage AT ANDT 4 AT F RN
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viptelaSystemDomainldChange F—N—1 %y NT—2I DR
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viptelaSystemMemoryUsage AT LD ATV HEHERRO
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e 60 ~ 75% (2725,
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viptelaSystemOrgNameChange
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viptelaActionsSystemRebootlssued | F N4 2N Y T— K &b &,
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viptelaSystemSiteldChange F—N—T A %y NT—7 DY
A METFREEIND &
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DRARNANELTIND &
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H(ERRIEs6) 2BA D&,
SNMP k7 v 7K S E
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viptelaVpnCloudExpressScoreChange | Cloud Express 7 7' U 77— 2 >/
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viptelaVpnInterfacePcsFaultDetected | f o % — 7 = 1 & PCS D=
PRHEZIZZ VTIN5 &,
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viptelaVpnLastResortStateChange FARNY S — FOWRBENLE X
b &, SNMP k7 v 73R

SNFET,

<A F— viptelaVpnRoutelnstallFail — DA A =LK
L&, SNMP k7 v TSRS
nET,
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REnET,
viptelaVpnFibStateChange FIBAHH X35 & . SNMP k
Ty TIRAEREINET,
wwan AV — viptelaWwanBearerChange Fe R RXTFT—NEHIND

L. SNMP k7 v 7RAERK S
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viptelaWwanDomainStateChange

RAAL L DRENEFIND
L. SNMP R 7 v 7FRAER I
F9,

viptelaWwanRegStateChange
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viptelaWwanSimStateChange

SIM DIRFENETF I D &
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viptelaWwanQosStateChange
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L. SNMP k7 v 7FRAER I
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59 % SNMP +5 v 7

aaa-admin-pwd-change

viptelaSystemAaaAdminPwdChange

access-list-association-status

viptelaPolicy AccessListAssociationStatus

app-list-app-aliases-notify

viptelaPolicyAppListAppAliasesNotify

app-list-unsupported-app-notify

viptelaPolicy AppListUnsupported AppNotify

bearer-change

viptelaWwanBearerChange

bfd-state-change

viptelaBfdBfdStateChange
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bgp-peer-state-change viptelaVpnBgpPeerStateChange
bridge-creation viptelaBridgeCreation

bridge-deletion viptelaBridgeDeletion
bridge-max-mac-reached viptelaBridgeMaxMacReached
cloudexpress-application-change viptelaVpnCloudExpressApplicationChange

cloudexpress-max-local-exit-exceeded |viptelaVpnCloudExpressMaxLocalExitExceeded

cloudexpress-score-change viptelaVpnCloudExpressScoreChange
control-connection-auth-fail viptelaSecurityControlConnectionAuthFail
control-connection-state-change viptelaSecurityControlConnectionStateChange
control-connection-tloc-ip-change viptelaSecurityControlConnectionTlocIpChange
control-no-active-vbond viptelaSecurityControlNoActiveVbond
control-no-active-vsmart viptelaSecurityControlNoActiveVsmart
control-vbond-state-change viptelaSecurityControl VbondStateChange
control-vedge-list-request viptelaSecurityControl VedgeListRequest
cpu-usage viptelaSystemCpuUsage
data-policy-association-status viptelaPolicyDataPolicyAssociationStatus

device-template-attached-during-ztp viptelaSecurityDeviceTemplateAttachedDuringZtp

device-template-missing viptelaSecurityDeviceTemplateMissing
dhcp-address-assigned viptelaVpnDhcpAddressAssigned
dhcp-address-released viptelaVpnDhcpAddressReleased
dhcp-address-renewed viptelaVpnDhcpAddressRenewed
dhcp-request-rejected viptelaVpnDhcpRequestRejected
dhcp-server-state-change viptelaVpnDhepServerStateChange
disk-usage viptelaSystemDiskUsage
domain-id-change viptelaSystemDomainldChange
domain-state-change viptelaWwanDomainStateChange
emmc-fault viptelaHardwareEmmcFault
fan-fault viptelaHardwareFanFault
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fantray-fault

viptelaHardwareFantrayFault

fib-update

viptelaVpnFibStateChange

flash-fault

viptelaHardwareFlashFault

interface-admin-state-change

viptelaVpnInterfaceAdminStateChange

interface-bw

viptelaVpnInterfaceBw

interface-pcs-fault-detected

viptelaVpnInterfacePcsFaultDetected

interface-state-change

viptelaVpnInterfaceStateChange

last-resort-state-change

viptelaVpnLastResortStateChange

memory-usage

viptelaSystemMemoryUsage

omp-number-of-vsmarts-change

viptelaOmpOmpNumberOfVsmartsChange

omp-peer-state-change

viptelaOmpOmpPeerStateChange

omp-policy

viptelaOmpOmpPolicy

omp-state-change

viptelaOmpOmpStateChange

org-name-change

viptelaSystemOrgNameChange

ospf-interface-state-change

viptelaVpnOspfinterfaceStateChange

ospf-neighbor-state-change

viptelaVpnOspfNeighborStateChange

pem-fault

viptelaHardwarePemFault

pem-state-change

viptelaHardwarePemStateChange

pim-fault

viptelaHardwarePimFault

pim-interface-state-change

viptelaVpnPimlInterfaceStateChange

pim-neighbor-state-change

viptelaVpnPimNeighborStateChange

pim-state-change

viptelaHardwarePimStateChange

pim-tunnel-state-change

viptelaVpnPimTunnelStateChange

process-down

viptelaSystemProcessDown

process-restart

viptelaSystemProcessRestart

pseudo-commit-status

viptelaSystemPseudoCommitStatus

gos-state-change

viptelaWwanQosStateChange

reg-state-change

viptelaWwanRegStateChange
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59 % SNMP +5 v 7

route-install-fail

viptelaVpnRoutelnstallFail

sd-card-fault

viptelaHardwareSdcardFault

security-certificate-expired

viptelaSecuritySecurityCertificateExpired

security-certificate-expiring

viptelaSecuritySecurityCertificateExpiring

security-certificate-installed

viptelaSecuritySecurityCertificateInstalled

security-clear-installed-certificate

viptelaSecuritySecurityClearInstalledCertificate

security-new-csr-generated

viptelaSecuritySecurityNewCsrGenerated

security-root-cert-chain-installed

viptelaSecuritySecurityRootCertChainlnstalled

security-root-cert-chain-uninstalled

viptelaSecuritySecurityRootCertChainUninstalled

security-unclaimed-vedge-entry-added

viptelaSecuritySecurityUnclaimedVedgeEntryAdded

security-vedge-entry-added

viptelaSecuritySecurity VedgeEntryAdded

security-vedge-entry-removed

viptelaSecuritySecurity VedgeEntryRemoved

security-vedge-serial-file-uploaded

viptelaSecuritySecurity VedgeSerialFileUploaded

security-vsmart-serial-file-uploaded

viptelaSecuritySecurityVsmartSerialFileUploaded

service-gre-state-update

viptelaSecurityGreStateUpdate

sfp-state-change

viptelaHardwareSfpStateChange

sfp-support-state

viptelaHardwareS{pSupportState

sim-state-change

viptelaWwanSimStateChange

site-id-change

viptelaSystemSiteIldChange

sla-change

viptelaAppRouteSlaChange

sla-config

viptelaPolicySlaConfig

sla-violation

viptelaPolicySlaViolation

sla-violation-pkt-drop

viptelaPolicySlaViolationPktDrop

system-aaa-login-fail

viptelaSystemSystemAaaLoginFail

system-commit

viptelaSystemSystemCommit

system-ip-change

viptelaSystemSystemIpChange

system-login-change

viptelaSystemSystemLoginChange

system-logout-change

viptelaSystemSystemLogoutChange
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system-reboot-aborted viptelaActionsSystemRebootAborted
system-reboot-complete viptelaActionsSystemRebootComplete
system-reboot-issued viptelaActionsSystemRebootIssued
system-software-install-status viptelaActionsSystemSoftwarelnstallStatus
tempsensor-fault viptelaHardwareTempsensorFault
tempsensor-state viptelaHardwareTempsensorState
tunnel-install-fail viptelaVpnTunnellnstallFail
tunnel-ipsec-manual-rekey viptelaSecurity TunnellpsecManualRekey
tunnel-ipsec-rekey viptelaSecurityTunnellpsecRekey
usb-state-change viptelaHardwareUsbStateChange
vbond-reject-vedge-connection viptelaSecurity VbondReject VedgeConnection

vmanage-connection-preference-changed | viptelaSecurity VmanageConnectionPreferenceChanged

vrrp-group-state-change viptelaVpnVrrpGroupStateChange
zbfw-clear-flow-table-full viptelaPolicyZbfClearFlowTableFull
zbfw-clear-half-open-hit viptelaPolicyZbfClearHalfOpenHit
zbfw-flow-creation viptelaPolicyZbfFlowCreation
zbfw-flow-deletion viptelaPolicyZbfFlowDeletion
zbfw-flow-table-full viptelaPolicyZbfFlowTableFull
zbfw-half-open-limit-hit viptelaPolicyZbfHalfOpenHit
zbfw-pkt-log viptelaPolicyZbfPktLog
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