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LAN Network
———————— Control Connections from Transport interfaces
SNMP Operations to Devices

——— Mirrored / intercepted traffic to MD
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User traffic

SAtEVAR—ZADEEMES

Cisco Catalyst SD-WAN Y U = — 3 %, HIFRN—2AD T A& A¥RETT, ZOMRET A
2%, Cisco Catalyst SD-WAN ' U =—3 5 > D Cisco SD-WAN Manager 2 > /R —F > b %
AL, BERDEGENGZERICT 78X TED X512 LET, YU a—a U THIEN
357 A B ADBAMTI D & Cisco SD-WAN Manager (3 Cisco SD-WAN Manager Ul @ [ —
PF—DEH (Manage Users) | A =2 —IZH LWHERRZ UL L E T, 77 4/L FTiX, ZOHE
RIZTT AR TOEFRE 22— = TE £, 612, FHE MO 2 —F —ICTHIERE M
REFND M THZENTEET,

BEREZHEREZF O —F—ThE, WAN v FT =27 NOT v V531 2 THENE
SRR AN TEE T, 22— VP —DEERNEERAEN L TTo e T R ToOE R IEA =
TICFERE I, VAT AROMD 2 —F = To/eb b LA L[E U L ) Ik I ET,
BIERIESZ OMER & FF O R TOa—W—%, BHEEITT 2S£ 72T mIRE TG L
ek, SRR BH LY A N CHEENEZICEET AERAMZ D Z ENTEET,

1. Cisco SD-WAN Manager |[ZGENIEZ DT A v A% A A M=V LET,

2. Cisco SD-WAN Manager CHIEREZEHE (liadmin) = —¥—Z{ER L 7, liadmin
a—HPF—iF, ==Y =2 —7 (Basic) IZEEMTONTWDRLERSHY 77,
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3. liadmin =.—+#—& L T Cisco SD-WAN Manager |22 7 A > L, A{EMEEZEGOT 7
L— ]\ %%L‘ﬁ:: L/i—a—o

4. Cisco SD-WAN Manager 1%, AEMAFHEZICxS LTcA A — U 25109 T O Cisco 10S XE
Catalyst SD-WAN /XA A2 2T 7 L— hZHBIMIC T v = LET,

5. #XJElE. Cisco SD-WAN Manager 7> HIR D FIETT NA AT v o SuET,
1. SNMP, TAP, MIB #& &

2. SNMP7 27 t2U Z (li-acl ¥—7— K)

3. MDVU Ak

6. SNMP SET IX. RO EHMZERT HT-OIZT A ATEESINET,

1. Cisco IOS XE Catalyst SD-WAN 7 /3 2 TMD = F U #RELCT 7T 4 7L F
D

2. BRI DHARN)—LE2RELTT 7T 47ICLET,
3 BRET VT4 TLEIIIFHET 7 T4 T LET,

7. AT 42— a T A AR BREREI TV TSN NI T o v 7 ERELE
ﬁ—o

VRF % 15 D & & BI5E =

VRF XIS DOAIEREZIT. BED VPN NICEIT 5 IPvd T —Z OO EREZ S Z 7o ey
ST HMRETT, ZOMREIC KV, LEAIZ, FOVPNIND X —47 v b T —H & E51ERIC
e Cx¥9, VRER—ADB{EMMESZZ v P HZIT5DIE. D VPN ND IPvd T — & DI
Tj_o

VPN RX—ZDIPv4 X v 77 ya = 7357200, LIFHEE A7 =—var T
NA ATENWELET) IX, CISCO-IP-TAP-MIB £/ LT, #—% >~ h® VPN 2MEH LT
HVRF 7 —7 VORI ERELET, VREAILX, ¥ v 723755720 LI 2 A X —7 MZ
TOVPNA U Z =T 2 A A BRTLOIHEHLES, T 2E, FRTDHET 7407
L BEZ LAYy FERETAHAT 4o —2a T, Xk, VREL (BXOEELT FL
A, BT KU AL RETTAR— b, s R— b, 70 hai) IZESOTIRELET,

AN =L 527, 2518 52

SEESZDRIIRSH
AN K ABERESZMIBE 2 —~DT 7 BRI, AT A= a3 TR A, BLOUL—
A TORERIEZIZDOWTHDULENH DV AT LAEBEETTICHIBT 20N H Y £,
MIBI\ZT7 7B AT AI2i%. V—F ETL~UL 15D7 I AMEN—FIZHLETT,
N—BRAT 4 =3 T, A LR L CEENESZ 2T 5120, RO RREE: 3
FENTWAXLENLY £,
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. Cisco Catalyst SD-WAN Manager = [ L f=&EMEZ DA VX b—)L

N B ERAT 4= g TN ADWMSGTD KA B, RAAL  R—2 VAT A
(DNS) 2B SN TWARENRHY £9, DNST, L—ZDIPT FL AL, @FITL—
A | FastEthernet0/0/0 A > X —7 = A ADT KL AT,

« AT 4T —3 3 T /31 AT Access Function (AF) 35 JX U Access Function Provisioning
Interface (AFPI) 234ZE T,

e AF 4 x—3 9 FTNA A%, CISCO-TAP2-MIB £ = —|{ZT7 /¥ ATE 5L 7L F v
N — 7B m h 3l (SNMP) o—% 7 —F BT A0ERHY £, Z—7F
BT 52—H L LT, AT 42— gy TS AD2—PFLZEELET,

« AF 4T —3 3 T/, A% CISCO-TAP2-MIB —# & L TIBINT 5 & &2, SE
WS L TATF A== 9 VTN, ZADRARAT — REEETXET, RAU—FD
FEXX, KRS XFTHLIMLERHY £,

cHERET L — FD[VPNA X —T7 = A A A —HF v (VPN Interface Ethernet) ]X—
P L T Cisco SD-WAN Manager © SNMP #—E 2 2% ETLHMLERH Y £, 7

L —F| FEYID IVPNA L EZ—T oA A A —HY Ry | B a 2T
<&V,

Cisco Catalyst SD-WAN Manager 2 L -8 EZESZD
A2 XM=
~

GE)  Wwo7ak A, 93TO Cisco SD-WAN Manager / — R T 0 I ME R H Y 97,

1. Cisco SD-WAN Manager 7 /A A ZEHEHE & L CTHRET 2
2. V=TI AEERT D

vml24# tools license request

Your org-name is: XYZ Inc

Your license-request challenge is:
Uwk3u4Vwk1l8n632fKDIpKDEFkzfeJlhFQPOHopbvewmed0U83LODgajO7GnmCIgA

3. ATy 20HNEFHALTCIA L A%24AKT DI, YAV R— MIBEWE LY
<TZEV,

4. installfile 2~ R&ZFEITL, HEISHLFET,

vml2# tools license install file license.lic
License installed. Please reboot to activate.
vml2# reboot

Are you sure you want to reboot? [yes,no] yes

Broadcast message from root@vml2 (somewhere) (Tue Jan 22 17:07:47 2019):
Tue Jan 22 17:07:47 UTC 2019: The system is going down for reboot NOW!
Connection to 10.0.1.32 closed.

tester@vip-vmanage-dev-109:~$
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WDa<wy REFEHRALT, BEMESIA BV ANRERITA VA =L ENTWAZ L%
MR L ET,

vml2# show system status
LI License Enabled True

Cisco SD-WAN Manager Z i/ L THIEMGEZEHE 22— —%2FER L £,
BIEEZ OB BE v 7 A NEH &2 LT Cisco SD-WAN Manager (22 7 A > LET,

GE)

U7 — hEIZTRTOT A o AZHIBRT 51213, toolslicenseremove-all =~ R&fEH L%
T, UHIOTA B AEHA LA M—NLTHZ LT TEERA,

A =, 552
8i&896E%3 MIB
B IS BT B 7200, & A 0 £ 2 A EREEE MIB 13 AP EE 2 K — 15V 7 |
9 =T A A— DG CHATE £

Z 5@ MIB 121X, Network Management Software MIBs Support ~<— /5137 7B A TX E
A,

BEMESZMBADT Y EADFIE
BENESZ MIB ~OT 7t AL, T AT 4 =—3 3 T 31 2B X OEERHESZIZ OV T
MBNENH DL —PF—|ZR>TLEEN, 25 L7~ MIB~OT 7 AZHIETHI21E, &
DOIVEEZFITTDHHENDH Y F5,

1
2.

\}

AT L BHEENES MIB 280 a— 2 ERR LE T,

DO 22— ~DFHRHLIYBLOEXIALT 7 v AMELEFFD SNMP —% 7 )L— 7 Z{ERk
LET, ZO0a2—F 7 A—AZE B TOENTZ2—FETF 0N, MIBOBFRIZT 78 ATE
ij‘o

a—HPE AT Ll —Y F—TIZBM L., BENEZIZEET S MIB B X OERIZT
JHATEXLa2—PE2ERZLET, 2O NVL—TDa—HFL LT, AT 42— 3 FN
A ZAHBEMLTLZEY, BMLRWE, V—% THEENESZ ZFZITTEEE A,

=)

MDS5 FBREX—Apk 7 L T U X ADFEMIL, https:/tools.ietf.org/html/rfc3414#appendix-A.2.1 TE
FINTVET,
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FTEDORAMADT IV EAFR (BEFIEEL)

FATED

SNMPV3 (%, EX=2UT 4 ETNAEEF2 VT 4 L ADOEHFEYR—MLET, X2V
TAETME, 2= BIO2—FIIETI /NI TRESINDIFIESFNTT, &
X2 UT 4 L EE, EX 2V T4 ETANTHASNDEXF 2T 4 DLLTT, &
X274 ETNEEX2Y T 4 LNLVOAGDEIZE 5T, SNMP X7 > R ZALEET 5
EXICHEHSINDEX 2T 4 AD=ALBREINET,

EHIT, ARifTE T 7 AU A MIH G L7 SNMP BERE . W< HDMDSNMP 2w K
T\%ﬁwzﬁH%T&tx:ybn—w)xb(Ml)@%ﬁ~bﬁﬁméﬂi¢o

%ﬁLV\SNMPﬁ\/V~7° DF Y SNMP 2—H#—% SNMP B =2 —{Z~ vy B 7557 —7 L%
RETHIE, Fo— b ary 7 Xalb— gy E— FTsnmp-server 2~ RaffifL
ij‘o

PLFIE, 99 E WO A4FTOT 7EA Y X RT, 10.1.1.1 77HD SNMP ~ 7 7 ¢ v 7 O F% Cisco

I0S XE Catalyst SD-WAN 5 /34 A2 |[ZT7 7 ¥ ATE 5L 9256 TT, ZOT7EAY A |k
X, ZD% SNMP =—H—TH 5 testuser |23 H I FE 7,

access-list 99 permit ip host 10.1.1.1
snmp-server user testuser INTERCEPT GROUP v3 encrypted auth sha
testPasswordl priv aes testPassword2 access 99

FFAfENTWVD DX, WAN A % —7 = A A (gigabitEthernet 1) 7>50 SNMP ~7 7 ¢ v 7
DHTT,

control-plane host
management-interface gigabitEthernet 1 allow snmp

AT AI—3 20T ZADHIR

UUFIE. mdlist 2~ REEH LT, 7Ry b 10.3.3.024 TO SNMP Z:k configMD %
[ A BT 1 G

Cisco IOS XE Catalyst SD-WAN 7 /31 ZERAT 4 =—3 3 T A A% AEKT % SNMP 2k %
ZETDHE, FTAT 4= ar TAAL A YR NOBREHBREMERLE T,

AF L= g TN, ZADIPT RLANREFRHLDAT f=—3 9 T, A YA NI
WA, TOAT 42— ar TRA AT MVIET 7T 4 712> TOVER A,

md-list 10.3.3.0 255.255.255.0

)

GE) AT 4x—var T4 R VAROY TRy MIRRKEOETHETEET,

B &



BIEN

=
2

R

AN 54 527, AL
8% El"]’fj:-xd) ax e
Cisco SD-WAN Manager DS IERIESZREDTZOD 2 DD a L R—F3 2 hERISRLET,
s BEMEZOSNMP T FL— b ZOTFT T L— I, ROFBELZHEL X7,

s BIEEEZ O SNMPV3 7 v—"7" 0 7 7 % )V N D 7 )v—74 3 INTERCEPT _GROUP
"C\ﬁ—o

o« BERMEZ DO SNMPV3 21—V — : 57 4 /L FTlit, X TCHO2—YP =0T 7R
A ML THIBBENE T,

*SNMPV3 B 2 —I37 7 4 /b P TRESNTWET, B =—I(ZiF Cisco TAP MIB 735 %
nET,

« IR TAP MIB M E STV ET,
* ciscolpTapMIB
* ciscoTap2MIB
* ifIndex

« ifDescr

s BEMEST VBRIV A RNTF L L—h  ZOT BRIV A NF U L— NI, ROBE

PRt LU FET,
PN TR ZY A FORE K8 ODY T Ry "EARETLHA TS g 2L E
‘a—O

eSNMP 7 7 AU Ak 1 ;g RK8ODYV T Hy FEZIFIHRAIT FLA, BXOU AL
R —R~RA 7 RETHAT v a v wRELET,

CLUZERALz. BENEZDHRE

control-plane host

management-interface GigabitEthernet0/0/0 allow ftp ssh snmp
management-interface GigabitEthernet0/0/1 allow ftp ssh snmp
|

!

md-list 10.101.
md-list 10.102.
md-list 10.103.

0.0 255.255.255.0
0.
0
md-list 10.104.0.
0
0
0
0

10 255.255.255.255
.0 255.255.255.0
255.255.255.255
255.255.255.0
255.255.255.0
255.255.255.255
255.255.0.0

md-1list 10.105.
md-1list 10.106.
md-list 10.107.
md-1list 10.108.

O J O O b

ip access-list standard li-acl
permit 174.16.50.254

| axnez I
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BIEMER

TINARATD

Bl: AFTAIT—2 32 FINARTHERADEENES MIB DB

KIZ, AT 4x—=ay TS ABRKRENFEZMIBIZT 7 EATEL LT 26laRLE
9, ZOHEITIE, 42D LIMIB (CISCO-TAP2-MIB, CISCO-IP-TAP-MIB, CISCO-802-TAP-MIB,
CISCO-USER-CONNECTION-TAP-MIB) # & %e SNMP ' = — (tapV) ZfERL£9, F7o,
tapV B = —WNOD MIB [ZFt#iAA, FHEIAL, BT 7 & AR —F Z L —7 HAE L £
R

snmp-server enable trap

snmp-server enginelID local 766D616E6167652Dacl0f£f31

snmp-server group INTERCEPT GROUP v3 noauth read INTERCEPT VIEW write INTERCEPT VIEW
notify SNG_VIEW

snmp-server user Ultestuserl INTERCEPT GROUP v3 encrypted auth md5
DA:B2:36:03:6A:5C:D0:6D:F6:D8:9C:5E:56:77:AD:43 priv aes 128
DA:B2:36:03:6A:5C:D0:6D:F6:D8:9C:5E:56:77:AD:43 access li-acl

snmp-server user Ultestuser2 INTERCEPT GROUP v3 encrypted auth md5

D2:01:1E:47:D8:9E:3E:B5:58:CD:90:0F:49:FC:36:56 priv aes 128

CF:32:C4:3E:34:27:3F:4A:D8:18:A7:19:E5:04:A7:DF access li-acl

|

snmp-server enginelID local 766D616E6167652DACL0FF31

snmp-server group INTERCEPT GROUP v3 noauth read INTERCEPT VIEW write INTERCEPT VIEW
notify SNG_VIEW

snmp-server view INTERCEPT VIEW ciscolIpTapMIB included

snmp-server view INTERCEPT VIEW ciscoTap2MIB included

snmp-server view INTERCEPT VIEW ifIndex included

snmp-server view INTERCEPT VIEW ifDescr included

— :i =
274 v DEEIE
N—2% (2 F o IMEZT 78 ARA N (IAP) ) T 50 2 (MD) TS SRE -
T4 I BT LT D EEHERLET,
MERBREITKRO LB TT,
o L—H TR EFZREL, MDWOR; ST 747 > bFEIZMDICEEHEST H/1—% Tk
T4 v I RBESFLET,
AEHTXARANADT 7 AEFHIRLET,
VPN 7 AT v FERELET,

%“:0):121:?

R 2R ET AT, BEF, . BXOT I Yo T 407 (AAA) RIA—ZERTELE
T, WIZ, /XT A— 5’75: RTETHHERLET,

aaa authentication login userauthen local

username <username> password 0 <password

CISCO-TAP2-MIB Tl¥, #5761 ¥ —7 = A Al Cisco I0S XE Catalyst SD-WAN 7 /31 A
DR FIA A — 71411%5ME#%D\m%?%vxi@ﬂ7ﬂ4xmm7bvz
ThHOHULENDHY £,

B &



N

CLLZFERLE. REMEZORESIE

ouh

CLUZERAL-. SEMNERDOESILERE

LUFI. Cisco I0S XE Catalyst SD-WAN 7 /351 A L 257 4 7 T/, A F— KU = A DRI
IPSec M RNV ERETIHHAEDHI T, AT AT TNRAAF— R =A%, IPSec F o xb
R L, IPSec by RrVENLTAT 4 TT/NA AT A MIL—REBMLET,

CISCO-TAP2-MIB Tl¥, {5761 ¥ —7 = A Al Cisco I0S XE Catalyst SD-WAN 7 /31 A
DRIV B—T 2 A AT, 55T FLARZ, AT ATTF AL ZDIP T RLATT,

crypto ikev2 diagnose error 1000

crypto ikev2 keyring ikev2 keyring

peer mypeer

address 0.0.0.0 0.0.0.0

pre-shared-key ciscol23 [l pre-shared key should bee same on media
deviec gateway

|

crypto ikev2 profile ikev2 profile

authentication local pre-share

authentication remote pre-share

dpd 10 3 on-demand

lifetime 14400

keyring local ikev2 keyring

match identity remote address 0.0.0.0 0.0.0.0

|

crypto ikev2 proposal default

encryption aes-cbc-256

group 14 16 19 2 20 21

integrity sha256 sha384 shabl2

|

crypto ipsec profile ipsec profile

set ikev2-profile ikev2 profile

set pfs grouplb

set transform-set tfs

set security-association lifetime seconds 7200

set security-association replay window-size 256

|

crypto ipsec transform-set tfs esp-gcm 256

mode tunnel

|

interface TunnellOO

no shutdown

ip address 10.2.2.1 255.255.255.0 [l tunnel address
tunnel source GigabitEthernetl [l Cisco XE SD-WAN WAN interface
tunnel destination 10.124.19.57 [l Media Device Gateway address
tunnel mode ipsec ipv4

tunnel protection ipsec profile ipsec profile

ip route 10.3.3.0 255.255.255.0 TunnellOO [ route MD list traffic through IPSec Tunnel

IPSec b RNV EKMET AL OWCAT AT — b4 ZRETHITIEL, ROBRTEEHERALE
7,

crypto ikev2 proposal default
encryption aes-cbc-256
integrity sha384 shab5l12 sha256
group 20 16 19 14 21 2

|

crypto ikev2 keyring ikev2 keyring
peer mypeer
address 0.0.0.0 0.0.0.0

pre-shared-key ciscol23 [l pre-shared key, should be same on cEdge
|

axnez I
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crypto ikev2 profile ikev2-profile

match identity remote address 0.0.0.0 0.0.0.0
authentication remote pre-share

authentication local pre-share

keyring local ikev2 keyring

lifetime 14400

dpd 10 3 on-demand

crypto ipsec transform-set tfs esp-gcm 256
mode tunnel

crypto ipsec profile ipsec profile

set security-association lifetime seconds 7200
set security-association replay window-size 256
set transform-set tfs

set pfs groupl6

set ikev2-profile ikev2 profile

|

interface Tunnell0O0

ip address 10.2.2.2 255.255.255.0 Tunnel address
tunnel source GigabitEthernetl MD GW phy interface
tunnel mode ipsec ipv4

tunnel destination 10.74.5.213 cEdge wan interface

tunnel protection ipsec profile ipsec_profile
|

ATATTINNARGT— A4 LEDEFFH b RILDFERR

Cisco 10S XE Catalyst SD-WAN 7/ X E AT 47 T/, A7 — FT7 = A WD IPSec kX

JIFHITH D . HITT v IRRETT,
AT AT TNRARAT— N7 = OF N FVEREZMRT HICIE, kOa~> REHFEHL
i‘ﬂ—o

« show crypto session detail

« show cryptoipsec sa
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