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ip nat service modify-in-progress drop
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Cisco vManage J U —* 20.8.1
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« NAT DIA 7 —/L1Z NAT64 Tl AR— SN TWVEHR A,
e A LB —T A AT LITHEH DO NATDIA 7 — /LI R—FENTWWEEA,

NAT v v B 7L, A v X —T oA AN, £ ¥ —7 A ADIA 7—/, F7=iX
AV B—T A AN—T Ny I EHHENTEET, RILA L F—7 A AE D
NAT = v B IINGFETHZ EIITEERA,

*NAT 7= /LT ESNDIP T RLRIX, AV F—T oA AT RVRAETIAZT 4 v 7
T RLA vy B 7 LA TEEE A,

W EBL1IDDIRDONAT B WAN A X —T = A4 ATHIZ /2> TR WS, Cisco
vManage 13—t Al VPN T& % [Cisco VPN] 7 > 7 L — MMZ NAT DIA /b— F & & L
FEA,

NAT DIA (D E&%5E

NATDIA ZE%hZF 5 F-bDT—— 70—

1. BEfFD [Cisco VPN Interface Ethernet] 7> 7 L — F Z#f%E L C. NAT ZH & L £,
1 AV F—T=AAOWAK (T 74V N) ZRELET,
2. NAT 7— &R ELET,
3 N—T Ny I A F =T A AERELET,

N—T Ry 7 f B —T 2 ADOFEDFHFMIZONTIE, INAT— LB L0 —7
Ny A B =T x4 ADHE] 2R LTI,

4. (FFvary) A¥T4v 7 NATEHELET,
ABT 4 7 NAT OFEDZEAMZONTIE, =R MA X T ¢ v 7 NAT DR IE
ERLTLLIEE N,

2. [CiscoVPN] 7> 7L — h%&H L CNATDIA L— b ERELET, Zhid, +—Ev =
VPN D2~ — T T 4w T A H—Fy b 8T U AR— MNIEERELET L7720
WERH S5 —E 2|l VPN 7 7 L— F T,

NAT J—ILENL—TNRNy Y A3 —T 24 ADKTE
NAT 7—/UE. YT U T NAT BB 0 Y CTHND IPvd 7 KL XD TT,

N—T Ry LB —T 2 A RALTNEY T NI 2T DHDA v HE—T oA ARIEELT,
MEA L H—T 2 A AT 2 b — FNTEET, VTN T A F—T = XL, T/A R
LFOERRA =T 2 A ATHY, WNTDETT T (TIT747) ODEFETT,

1 Cisco vManage A == —>5, [Configuration] > [Templates] Z &R L 7,
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2. [Feature Templates] #7 U v 7 LE£7,

\}

() CiscovManage U U — % 20.7.x LARTD U U — A TiX, [Feature Templates] ® 4 1 k/Li%
[Feature] T3,

3. [Cisco VPN Interface Ethernet] 7> 7' L — F &fRET HI121F, 77 L — M OBICH D
[..1%&27 VU >Z L, [Edit] &R L £,

4. [NAT| %2V vZ7 LET,

5. [IPv4] &7V w7 LET,

6. [NAT] ko7& ) A KNCT, A3—7% [Default] 7>5 [Global] IZZF L, [On] %2
U7 LTNAT 2 LET,

7. A UEF—T A ADOBAMERELET,

[NAT Type] 7 « —/V K C, [Interface] 731 > ¥ — 7 = A ABEAME— Rk L THBIC
2o TND I L EMERLET,

7 7 4V M [Interface] 7> 3 T,
8 NAT /— &R ELET,

[NAT Type] 7 4 —/L KT, [Pool] A7 > a &7 U > 7 L, IRONAT 7 —/L/3T7 A —
AT LET,

R2:NAT T— LIRS A —4

INTA—=RZ &R
[NAT Pool Range Start] NAT 7 —/VOBIEIP 7 KL AZ AN L E
TO

1 74—V FEAEMTTDITE, Aa—
7% [Default] 2> [Global] IZA T L F
‘a‘o

2. NAT 7— VDB IP 7 KL AE AT
L/ibg‘o

[NAT Pool Range End] NAT 77— VD TIP T KL A AT LE

7,

1. 74—V REEDHZTDHITIE, Aa—
7% [Default] 7> 5 [Global] 12285 L F
ﬂqo

2. NAT 77— /LDOHEHDIP T RL A% A
JILET,
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[NAT Pool Prefix Length]

NAT 7 — VD7 V7 4 v 7 AEZ AN LE
TO

Overload

[On]Z7 V> 27 LT, IR—hZEDOEHE
A LET, T 74/ ME[On] TT,

(G¥)  [Overload] 73 [Off] IZF%E ST
WHEA, X4 T I v NAT O
BIST Y RFSA A CRIESIUE
F, R— KT LD NAT [TFRE S
NTWERA,

[UDP Timeout]

UDP v 3 &d L7z NAT s & A
LT U NTHEEEEATILET,

T 7 F /v RERE - 1 0% o 1~ 65536 4y

[TCP Timeout]

TCP & v ¥ a &4 L7z NAT B3 % A
LT NTHEAEA L ET,

T 7 4V MiE 605 (1K) <TJ, #ipH :
1 ~ 65536 4y

N—=T Ny LB =Tz AERELET,
[NAT Type] 7 4 —/v K C, [Loopback] &7+ a> %7V v/ L, ROEEANLET,

KRINATIL—T Ny 9IRS A =4

INTGA—4H

5iBA

[NAT Inside Source Loopback
Interface]

N—T Ry A =T x4 ADIPT FLAZRELE
S

[UDP Timeout] UDP v a &M LIz NAT BN Z A LT 7 M5
HNEANHLUET,
T 7 F /v RERIE 1 0#FH 0 1~ 65536 4y

[TCP Timeout] TCP & v ¥ a v & L7o NAT BB XA LT U b T Lk

HNEANSLET,
T 7 4V ME 604 (1K) TJ, #iPH : 1 ~ 65536 4
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GE) 120 EA L Z—T 2 ATNATREZFFDO1ODOT T L — DT, A%, BlO
BABA B —T = ATNAT REZFFT-RVBIOT 7 L— MIBEIT 5854, NAT 3%
ExETEANTT DA, I NAT ZEZ TN LT DEEA ¥ —T = A R & H
BRI DMENH Y E£3, T ARENHEE ST 7 — T NAT 2B L E
R

10. [¥E#H (Update) 1227V v 27 LET,

NATDIA /L— FDEZTE

FTRTOY—EAVPNIX, "y hEDIA NI 74 v 7O NT AR — K VPNIZ/L—T ¢
v LET, —E Al VPN ® NATDIA V— N &R ELE T,

N

GE)  $—E Al VPN THh 5 [Cisco VPN] 7> 7' L— K TIPv4 DIA L — R Zi%E L £ 7,

CiscoVPN 7> FL— h%#{EMA L 7= NATDIA JL— F DERTE
1. CiscovManage # ==—7/>6, [Configuration] > [Templates] Z &R L £7°,

2. [Feature Templates] =727 U v 7 L7,

Y

(¥)  Cisco vManage U U —Z 20.7.x LLRD U Y — A ClE, [Feature Templates] D% A kUi
[Feature] T,

3. [CiscoVPN] 7 7L — M &MRET DITIE, 77— FEDOBIZHD ... 27 U v 7 L,
[Edit] 23R L £,

4. [IPv4Route] 27V v 7 LET,

5. [NewlIPv4Route] %27 U v 7 LE7,

6. [Prefix] 7 4 —/L RIZ, NAT D IPvd 7'V 7 4 v 7 A% AT LET,
7. [Gateway] 7 4 —/L RC, [VPN] %7 U > 7 LET,

8. [Enable VPN] K v 7 &# J A2 h T, A=2—7% [Default] 7°5 [Global] (ZZE & L. [On]
#27 U v 27 LTVPN #HZICLET,

9. [®E#r (Update) 1227V v 7 LET,
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CLI Z{=F L7=NATDIA )L— D

PLIFiE. NATDIA V— 2B ET DD DR EF T,

)
axX

CLI Z{EF L 7= NATDIA L— FDF

Device (config) # interface GigabitEthernet3

ip
ip
no

address 192.0.2.1 255.255.255.0
nat outside
shut

interface GigabitEthernet2
vrf forwarding 1

ip
no

ip
ip

NATDIA JL—

address 10.0.0.1 255.255.255.0
shut

nat route vrf
0

10.0.0.0 0.0.0.0
route 0.0.0.0 0.0.0.0 192.0.2.2

= =
STEDMER

A

global

Iz, showiproute =~ > ROH Al Z R L ET,

Device# show ip route

Codes:

L - local, C - connected,
D - EIGRP, EX - EIGRP external,
N1 - OSPF NSSA external type 1,
El - OSPF external type 1,

n - NAT, Ni - NAT inside, No -

i - IS-IS, su - IS-IS summary,

ia - IS-IS inter area, *

H - NHRP, G - NHRP registered,

o - ODR, P - periodic downloaded static route,
a - application route

+ - replicated route, % - next

&

S - static,

E2 - OSPF external type 2,

- candidate default,

R - RIP, M - mobile, B - BGP

O - OSPF, IA - OSPF inter area

N2 - OSPF NSSA external type 2

m - OMP

NAT outside, Nd - NAT DIA

L1 - IS-IS level-1, L2 - IS-IS level-2

U - per-user static route
g - NHRP registration summary

1l - LISP

hop override, p - overrides from PfR

- replicated local route overrides by connected

wIZ, showiproutevrfl 2~ RO ABIZRLET,

Device# show ip route vrf 1

Routing Table: 1

Codes:

L - local, C - connected,
D - EIGRP, EX - EIGRP external,
N1 - OSPF NSSA external type 1,
E1 - OSPF external type 1,
n - NAT, Ni - NAT inside,
IS-IS,

No -

i - su - IS-IS summary,

ia - IS-IS inter area, *

H - NHRP, G - NHRP registered,
o - ODR,

a - application route

+ - replicated route, %

&

S - static,

E2 - OSPF external type 2,

- candidate default,
P - periodic downloaded static route,

- next hop override,
- replicated local route overrides by connected

R - RIP, M - mobile, B - BGP

O - OSPF, IA - OSPF inter area

N2 - OSPF NSSA external type 2

m - OMP

NAT outside, Nd - NAT DIA

Ll - IS-IS level-1, L2 - IS-IS level-2

U - per-user static route
g - NHRP registration summary

1l - LISP

p - overrides from PfR

OMP #/* L7=NATL— kD7 kN2 4 X

WKDET a3 TiE, OMP Z/ L7 NAT b— FDT RAZ A XZHOWTHBLE T,
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B ovpzn L NATL— L7 B354 XIS 18R

OMP Z/M L=NAT IL— +FD7 K\ 42 4 XIZBET B 1F$R

CiscoIOSXE U U —A 175.1alhfE, OMP /L CT RANX A4 XEN 5 K D IZNATDIA T 7
VR — hEFRETEET, OMP LT TP Cisco I0S XE SD-WAN T /34 A TF 7 /L h T
BN/ o>TWBTZH, OMP ZH/RMIZERE S 2 IXENCT D X4EIIH Y A, A—3—
LA Ry b —7 DBHERET 221X, OMP AEMEFRETH DL MENH D £7, OMP % ELhIZ T
Ll A==l ARy NT—T DB T,

NAT64 7 RARNEZ A XA MRy 8T —27 EOFRE S 472 Cisco I0S XE SD-WAN 7 /34 2 D
WPNNICRESNTWDEE, OMPIINAT T 7 4 /L hb— b2 7T U FIZT RARZ A XL
FT, TIUFIET I ANML— R EZTRY, TNEFEHLTTXTODIA 77 v 7
DONTIZEIFE L E 9, CiscolOS XE SD-WAN 734 A X, T XTCTODIA T 7 4 v 7 DA v
H—Fy NF— b= L L THRELET,

1:0MP%ERA L= NATL— FDT7 FNEZ A X

Hub

Service VPN

Site-3

357216
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CLL £ L1 OMP (<& % NAT L— k7 K35 4 Zoawit [

CLIZ{ERAL=0MPIZLXBNAT/)L—FDT7 KNNZ A4 XDEE
OMP% S L CT 74 /v hb— & T KA A X3 5|21, sdwanomp =2~ > RZFEHA L ET,
WOFREZMFEH LT, OMP Z/F L CNAT b— b %27 KX A4 XL ET,

)

GE) ZoawrRI, SRXALACLITYFL— ORHHEALTTA RSN TWET,

ip nat route vrf 1 0.0.0.0 0.0.0.0 global
ip nat inside source list nat-dia-vpn-hop-access-list interface GigabitEthernet3 overload
sdwan
omp
address-family vrf 1
advertise network 0.0.0.0/0
interface GigabitEthernet3
ip nat outside

)

(G¥) NATDIA BRRESNTWAERICOI, NAT L— bR T RARX A XEhb X9 LE
T

CLIZERAL=0MPIZEABNATIL— DT KN\NZ2 A4 XDIER
77 4 )V hb— MEHEZRRT HI121E, show sdwan omp routes 2~ > R&EFHA L £,

Device# show sdwan omp routes

Code:

C -> chosen

I -> installed

Red -> redistributed
Rej -> rejected

L -> looped

R -> resolved

S -> stale

Ext -> extranet

Inv -> invalid

Stg -> staged

IA -> On-demand inactive
U -> TLOC unresolved

PATH ATTRIBUTE
VPN PREFIX FROM PEER ID LABEL STATUS TYPE TLOC IP COLOR ENCAP
PREFERENCE
10 0.0.0.0/0 10.1.1.3 23 1002 C,I,R installed 10.1.1.10 biz-internet ipsec
10.1.1.3 24 1002 R installed 10.1.1.30 biz-internet ipsec
10 10.2.0.0/16 10.1.1.3 27 1002 C,I,R installed 10.1.1.10 biz-internet ipsec
10.1.1.3 28 1002 R installed 10.1.1.30 biz-internet ipsec
10 172.254.32.76/30 10.1.1.3 26 1002 C,I,R installed 10.1.1.30 biz-internet ipsec
10 172.254.51.124/30 10.1.1.3 25 1002 C,I,R installed 10.1.1.30 biz-internet ipsec
10 172.254.249.164/30 10.1.1.3 22 1002 C,I,R installed 10.1.1.10 biz-internet ipsec
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10 172.254.252.12/30 10.1.1.3 21 1002 C,I,R installed 10.1.1.10 biz-internet ipsec
10 172.30.1.0/24 0.0.0.0 75 1002 C,Red,R installed 10.1.1.26 gold
ipsec -
0.0.0.0 76 1002 C,Red,R installed 10.1.1.26 silver
ipsec -
10.1.1.3 29 1002 Inv,U installed 10.1.1.36 gold
ipsec -
10.1.1.3 30 1002 Inv,U installed 10.1.1.36 silver
ipsec -
AR — 2 TYERL S 4172 NAT DIA v — MIBT 2 1A R AT 5121X, showiproutevrf 1l =+
YREMEALET,

Device# show ip route vrf 10

Routing Table: 10

Codes: L - local, C - connected, S - static, R - RIP, M - mobile, B - BGP

D - EIGRP, EX - EIGRP external, 0 - OSPF, IA - OSPF inter area N1 - OSPF NSSA external

type 1, N2 - OSPF NSSA external type 2 E1 - OSPF external type 1, E2 - OSPF external

type m - OMP

n - NAT, Ni - NAT inside, No - NAT outside, Nd - NAT IA i - IS-IS, su - IS-IS summary,

L1 - IS-IS level-1, L2 - IS-IS level-2 is - IS-IS inter area, * - candidate default, U
- per-user static route

H - NHRP, G - NHRP registered, g - NHRP registration summary

o - ODR, P - periodic downloaded static route, 1 - LISP a - application route

+ - replicated route, % - next hop override, p - overrides from PfR & - replicated local
route overrides by connected

Gateway of last resort is 10.1.1.10 to network 0.0.0.0

m 0.0.0.0/0 [251/0] via 10.1.1.10,2dl6h, Sdwan-system-intf
10.0.0.0/16 is subnetted, 1 subnets

show sdwan omp routes 2~ > RZfEH LT, AR—=7 DT 74 )V h— hE2FRLET,

Device# show sdwan omp routes vpn 10

Code:

C -> chosen

I -> installed

Red -> redistributed
Rej -> rejected

L -> looped

R -> resolved

S -> stale

Ext -> extranet

Inv -> invalid

Stg -> staged

IA -> On-demand inactive
U -> TLOC unresolved

PATH ATTRIBUTE
VPN PREFIX FROM PEER ID LABEL STATUS TYPE TLOC IP COLOR ENCAP
PREFERENCE
10 0.0.0.0/0 10.1.1.3 23 1002 C,I,R installed 10.1.1.10 biz-internet ipsec
10.1.1.3 24 1002 R installed 10.1.1.30 biz-internet ipsec
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IPvs > L %A L= NATDIAIPv I}

IPv6 ~ > 1~JLZ 4 L 7= NAT DIA IPv4

WwDx 7 a Tk, IPv6 b RL% 4 L7z NAT DIA IPv4 DR TEIZOW Tt L £,

IPv6 k> )L%Z 4 L1= NATDIA IPvA [ZBB9 % 1F#R

WWh/zw% L7 NATDIAIPv4IZ L V| IPv6 5L T /31 AL IPvd Web YA F B L OV —
2T 7B ATEET,

o4 v Ta—, A== ARy NU—=T DY —EZ] (LAN) 5B T v AKR— K
f#l (WAN) T,

Y= ZRMOEEIPvE T KL RE, bR F—T A AT/XT Y w7 IPvd 7 KL AT
BHINFET,

FNRAACLLEIZCLLY RAVTF o L— h2FEH LT, IPv6 2 3L H T NAT DIA
IPv4 R E L FT,

IPv6 k> JL%4 L1- NATDIA IPvd D F 5
« IPv6 BT SA ZAMED IPvA 7 7 B A5 L E 1,

cIPV6 N RNV EINLIZIPVE 8T T 4 vV DNA—T 4 T Y AR— M LET,

s FUFRNA U H =T 2 AT, P—ERAIEETIPVE T RLANBHRT Y v 7 IPVAT R
LV ASDEAE P R— N LET,

IPv6 > ~JLZ 9T L 7= NAT DIA IPvd D IR EIE
*NATDIA F7 v A —FHHR—hShTWEREA,
« RABEPE (UTD) 13¥ R — h SR T EHA,
s NURNA B =T 2 A ATODF =TT IAT T 74 v 7T IR =S TWEEA,

IPv6 k> 1)L %4 L 7= NAT DIA IPv4 O { FA 451

AZIT IPV6 DT N, 2% > TWET, IPvd D Web A h &P —v 2127782 T 5
z%ﬁf)%@iﬂ“o TOVF IV FEYR—ITDHITNE, IPVE N T T 4 v T A B —Fy MIER
ETAHEDIZIPVG RV EFEALET,

NAT DEXE
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B s o ERLTNATDIAIPU £BET B DT —5 T0—

2:1Pv6 > LY R— k&5 L= NAT DIA IPv4

Cisco I0S IPv4 Internet
XE SD-WAN Services/Sites

' 1
E 1 IPv6 Tunnel Termination:
1

| and IPv4/IPv6 NAT

IPv4 Client

]
< >

E IPv6 Tunnel !

End-to-End Client Traffic Flow with IPv4

IPv6 F > RJ)LEN LT NATDIAIPVE 252 F T 51=bDT—9 70—

Cisco vManage D%
1. BEfFD [Cisco VPN Interface Ethernet] 7> 7' L — b &#E L T, NAT # Az L£9,
1. Ao ¥—T7=A 20BN (F7+/V ) ZRELET,
2. NAT 7"— &R ELET,
NAT 7 —/VDOFREDFHAZONTIE, INAT V=L V—T Ry 7 f v H—T x A
ZDHRE] BB LTIZIN,
2. [Cisco VPN] 7> 7 L — h %l L T NATDIA L — M &3 E L £ T,

NAT DIA L — b DOFRTEDFEAMZ DOV TIL, INATDIA L— b OFRTE] 2B LT EE
Uy,

CLI £%
1. IPv6 ho L Z L TCIPVA 3% ELET,
2. bR A U H—T A ATipnatoutside 2~ RE#EELET,

3. IPV6 Fo XV ENLTIPVE b T 7 4 v 7 &—T 4 7957280 NAT DIA /L— k%%
ELET,

CLI Z{EFA L 7= IPv6 ~ > 3 )L#ZEH D NATDIA IPvd DEEE

1 IPv6 Fo R a—)F 7 3L hb— b ERELET,

. NAT D& E
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| NATOEE

CLI 7 A>T

CUT KA>ToTL— k&AL IPG koa Lz 5 NATDIA P 0 E ]

Device (config) # interface Tunnell000

Device (config-if)# ip address 10.1.15.15 255.255.255.0

Device (config-if ip mtu 1460

Device (config-if)# ip tcp adjust-mss 1420

Device (config-if)# load-interval 30

Device (config-if)# tunnel source GigabitEthernet3

Device (config-if)# tunnel mode ipvé

Device (config-if)# tunnel destination 2001:DB8:A1:10::10
( # tunnel route-via GigabitEthernet3 mandatory
( # tunnel path-mtu-discovery

Device (config-if
Device (config-if
|

Device (config)# ip route 0.0.0.0 0.0.0.0 TunnellOO00

) #
)
)
)
)
)
)
)

ip nat outside =~ > R&MHA LT, IPv6 b f/LZ A LTCIPv4 ZREL £,

Device (config)# interface Tunnell000
Device (config)# ip nat outside

NAT =L A v 2 —T = A ZABARE— REEHA LT, IPv6 bR %E/ LT IPv4 &
RELET,

Device (config)# interface Tunnell000
Device (config) # ip nat inside source list nat-dia-vpn-hop-access-list interface
Tunnell000 overload

Ep

Device (config)# ip nat pool natpoollO 203.0.113.1 203.0.113.25 prefix-length 24
Device (config) # ip nat inside source list nat-dia-vpn-hop-access-list pool natpooll0
overload egress-interface Tunnell000

H— " 2l VPN N CNAT DIA L — F 3R E L £,

Device (config)# ip nat route vrf 10 0.0.0.0 0.0.0.0 global

\}

—TfbENTZF —FRY > —%MH LT NATDIA b— R ZFE L TWAHHEAIL. nat
usevpn 0 2~ > RZ&HEH L F9°,

TL—hrEFERALEZIPG b2 RJLIZK S NATDIA IPv DELE

Before You Begin

FHLWCLIT FA>T 7 r— b aERT 20, BEFOCLIT AV T 7 L— M aefmELE

CLI Add-on Feature Templates D FEAHIZDUVNTiX,  [CLI Add-on Feature Templates| % 2/ L C
<TEZEWy,

CLU7KAVTUTL—FZEERALEIPG b RILIZE S NATDIA IPVE DEETE
1. Cisco vManage A == —»*5 ., [Configuration] > [Templates] % &R L £,

[Feature Templates] 22 U » 7 L £7,
[Add template] 7 U v 7 L £,

NAT D& E II


https://www.cisco.com/c/en/us/td/docs/routers/sdwan/configuration/system-interface/ios-xe-17/systems-interfaces-book-xe-sdwan/cli-add-on-feature-template.html

B 1P b oL S LT NATDIA IPVA OFER

IPv6 ~ > /LR

4. TNRARYAIMNETANA ZAEERLE T,

5. OTHER TEMPLATES f1#% C. CLI Add-On Template %7 1V v 27 L £,

6. [CLI Add-On Template] =V 7 C, EZ AN LET,
7. ROFBEFNRT LT, IPv6 b x/La LT IPv4 %3

interface Tunnell000

no shutdown

ip address 203.0.113.1 255.255.255.0
ip nat outside

load-interval 30

tunnel source GigabitEthernetl

tunnel destination 2001:DB8:A1:10::10
tunnel mode ipvé6

tunnel path-mtu-discovery

tunnel route-via GigabitEthernetl mandatory
1

KELET,

NAT @

E)
ExE.I

ip nat inside source list nat-dia-vpn-hop-access-list interface Tunnell000 overload

ip route 0.0.0.0 0.0.0.0 TunnellO00 203.0.113.2
ip nat route vrf 10 0.0.0.0 0.0.0.0 global

8. [Save (RTE) 127 Uy I LET,
YER L7z CLI 7 R4 > 7 > 7 L — bk [CLI Configuration]

9. CLIT FRAVT T L— 2T NRA AT EZyFLET,

%7 Z 4t L 7= NAT DIA IPvd DDHERE

NATDIA/L— kI 2 Y DHER
KIZ. showip nat route-dia =~ > FOHFFIZR L ET,

Device# show ip nat route-dia
route add [1] addr [0.0.0.0] vrfid [2] prefix len [O0]
route add [1] addr [0.0.0.0] vrfid [4] prefix len [O0]

(CFIRENET,

HAOFITIE, 2 OO NAT V— h 7 RAXZ A XA "PREDIT2>TOET,

NATDIA)L—T 4 > T—TJIL T2 b DFER

iz, show ip routevrf 1 nat-route =~ > RO AH %2~ LE9,

Device# show ip route vrf 1 nat-route
Routing Table: 1

Codes: L - local, C - connected, S - static, R - RIP, M - mobile,

D - EIGRP, EX - EIGRP external, O - OSPF, IA - OSPF inter area
N1 - OSPF NSSA external type 1, N2 - OSPF NSSA external type 2
E1l - OSPF external type 1, E2 - OSPF external type 2, m - OMP
n - NAT, Ni - NAT inside, No - NAT outside, Nd - NAT DIA

i - IS-IS, su - IS-IS summary, L1 - IS-IS level-1,

L2 - IS-IS level-2

B - BGP

ia - IS-IS inter area, * - candidate default, U - per-user static route
- NHRP, G - NHRP registered, g - NHRP registration summary
- ODR, P - periodic downloaded static route, 1 - LISP

)

- replicated route, $ - next hop override, p - overrides from PfR

H
o)
a - application route
+
&

- replicated local route overrides by connected

II NAT D& E
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IPv6 >R LEEEZE A L1 NATDIAIPV o2 ]

Gateway of last resort is 0.0.0.0 to network 0.0.0.0
n*Nd 0.0.0.0/0 [6/0], 00:40:17, NullO

ZOHFHITIE,. n*Nd 0.0.0.0/0 2354 5 & D NAT DIA /L— kT,

IP D ERT
iz, show ip nat trandlations ==~ > ROH 2R L £,

Device# show ip nat translations

show ip nat translations

Pro Inside global Inside local Outside local Outside global
tcp 203.0.113.1:5201 10.20.24.150:5201 10.20.25.150:5201 10.20.25.150:5201
icmp 203.0.113.1:25440 10.20.24.150:25440 10.20.25.150:25440 10.20.25.150:25440
Total number of translations: 2

HAHBNZIE. 2 SOEBRH Y 9,

IPNAT &' O0—/\LEEET O FESR
KIZ, show ip nat statistics =~ > RO =R L ET,

Device# show ip nat statistics
Total active translations: 2 (0 static, 2 dynamic; 2 extended)
Outside interfaces:
Tunnell000
Inside interfaces:
Hits: 1012528 Misses: 56
Expired translations: 3
Dynamic mappings:
-- Inside Source
[Id: 3] access-list nat-dia-vpn-hop-access-list interface Tunnell000 refcount 2
nat-limit statistics:
max entry: max allowed 0, used 0, missed O
In-to-out drops: 0 Out-to-in drops: 0
Pool stats drop: 0 Mapping stats drop: O
Port block alloc fail: O
IP alias add fail: O
Limit entry add fail: O

HABICIE, R RL 11000 (2 2 DOZEHMRH D 4,

show ip nat statistics =~ > RO NIZIZ, BE LT XTOIP T RLAT—/LE NAT v v &
YTICET A IERRFRRINET,

NAT ' O—/\L#fstD o )7

clear ip nat statistics =~ > R&fH LT, NAT 7 e — Uitz 2 U7 LET,

Device# clear ip nat global statistics

NAT O #iEHEHRD R~

&IZ, show platform hardware gfp active feature nat datapath stats =~ > RO H Nl Z 7~ L E
R

Device# show platform hardware qfp active feature nat datapath stats
Total active translations: 2 (0 static, 2 dynamic; 2 extended)
Outside interfaces:

Tunnell000

NAT D& E .
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Inside interfaces:

Hits: 1012528 Misses: 56

Expired translations: 3

Dynamic mappings:

-- Inside Source

[Id: 3] access-list nat-dia-vpn-hop-access-1list interface TunnellO00 refcount 2
nat-limit statistics:

max entry: max allowed 0, used 0, missed 0
In-to-out drops: 0 Out-to-in drops: 0

Pool stats drop: 0 Mapping stats drop: 0
Port block alloc fail: 0

IP alias add fail: O

Limit entry add fail: O

NAT S O— /LA VB DR T—2/IRAT YT

RIZ. show platform hardware qfp active feature nat datapath map =~ > RO /il &R L F
R

Device# show platform hardware qfp active feature nat datapath map
I/f Map Table

if handle 65529 next 0x0 hash_index 220

laddr 0.0.0.0 lport 0 map Oxdec942cO0 refcnt 0

gaddr 203.60.10.1 gport 0 proto 0 vrfid 0x0

src_type 1 flags 0x80100 cpmapid 3

I/f Map Table End

edm maps 0

mapping id 1 pool id 0 if handle 0xfff9 match type 0 source type 1 domain 0 proto 0 Local

IP 0.0.0.0,
Local Port 0 Global IP 203.60.10.1 Global Port 0 Flags 0x80100 refcount 0 cp mapping id
3

next 0x0 hashidx 50 vrfid 0 vrf tableid 0x0 rg O pap enabled 0 egress ifh 0x14

NAT S O—/NIL AV DRER : EvavidoTd

&Iz, show platform hardware qfp active feature nat datapath sess-dump =~ > KD H 16 % 7~
LET,

Device# show platform hardware qfp active feature nat sess-dump

id 0xdd70cld0 io 10.20.24.150 oo 10.20.25.150 io 5201 oo 5201 it 203.0.113.1 ot
10.20.25.150 it 5201 ot 5201 pro 6 vrf 4 tableid 4 bck 65195 in if 0 out if 20 ext flags
O0x1l in pkts 183466 in bytes 264182128 out pkts 91731 out bytes 2987880flowdb in2out fh
0x0 flowdb out2in fh 0x0

id 0xdd70c090 io 10.20.24.150 oo 10.20.25.150 io 25965 oo 25965 it 203.0.113.1 ot
10.20.25.150 it 25965 ot 25965 pro 1 vrf 4 tableid 4 bck 81393 in if 0 out if 20 ext flags
O0x1 in _pkts 27 in bytes 38610 out pkts 27 out bytes 38610flowdb inZout fh 0x0 flowdb

out2in fh 0x0

IPv6 k> 1)L %4 L 7= NAT DIA IPvd D&% 7E 31

Device# show sdwan running-config | section Tunnell0O00|GigabitEthernetl
interface GigabitEthernetl

ip address 10.1.15.15 255.255.255.0

no ip redirects

load-interval 30

negotiation auto

ipvé address 2001:DB8:Al:F::F/64

ipv6 enable

ipv6é nd ra suppress all

service-policy output shape GigabitEthernetl

. NAT D& E
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NATDIA ML= 41 v 54> 8—Tz42 ||

interface Tunnell000

no shutdown

ip address 203.0.113.1 255.255.255.0

ip nat outside

load-interval 30

tunnel source GigabitEthernetl

tunnel destination 2001:DB8:al:10::10

tunnel mode ipvé

tunnel path-mtu-discovery

tunnel route-via GigabitEthernetl mandatory

|
ip nat inside source list nat-dia-vpn-hop-access-list interface TunnellO00 overload
ip route 0.0.0.0 0.0.0.0 Tunnell000 203.0.113.2
ip nat route vrf 10 0.0.0.0 0.0.0.0 global

NATDIAZ#ERAL=FAVYSIA3—T (4 R

WD 7 aTiE, NATDIA ZH L72A4 A VY I v X —T oA ADREITOWTHHAL
F9,

NATDIA TOREANSA VA —T A4 ADFERICEAT 515

PAR—FEINTWBE/NY U —R : CiscolOS XE U Y — & 17.9.1a, Cisco vManage U U — &
20.9.1

Z OEREIX. NAT DIA {# 5] Point-to-Point Protocol (PPP) # A YT A v Z—T7 = A ZAD
A= 2L LET, ¥AVYIFIA X —T oA AEFEHLT, IPVUA L Z—Fy MF—ERPB
FOY A MZT 7 BALET,

BAXYTA L BE—=T 2 AT, TTH)NV V=T 4 IR, h 7wt a han, #FHHT
BEALXYT T—=NRE, JIFGAT VMDD NT T 4 w7 0T 5 EAZRELET,

WDFAYTA L H =T 2 A AR HR—FINTHET,
* Point-to-Point Protocol over Ethernet (PPPoE)
* Point-to-Point Protocol over Asynchronous Transfer Mode (PPPoA)

* Point-to-Point Protocol over Ethernet over Asynchronous Transfer Mode (PPPoEoA)

PPPoE D% E DFEMIZ OV CIE,  [Cisco SD-WAN Systems and I nterfaces Guide, Cisco IOSXE Y
U—217x] & [PPPoE DFE] 7 a B LTIIEEN,

NAT D& E .
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NAT D% |
B woncsrvss -T2 5mATHRA

NATDIAD TCP Kt S A > A XD
A\

() CiscolOSXE U Y —A 17.9.1a 3 L O CiscovManage V U — % 20.9.1 2> 5465 T, TCP & »
arOrRnyTEGSTEDIC, TCPHRREZ AL b4 X (MSS) OfEZ ikt £
‘ﬂ—o

TCP MSS D% E DFEMIZ- DUV TIE,  [Cisco SD-WAN Systemsand I nterfaces Guide, Cisco10S
XE UV U—217x] @ [Configure TCP MSS and Clear Dont Fragment] £ 27 > 3 > Z &M L
TLTEENY,

NATDIA CHRA Y S A V3 —D A REFEATHFR
*NATDIAIZL DA & —7 = A RAWAME— ROPHR— b
*NATDIA Zfif L7z — FR—=ZAB LT —Z K Y o —_X— 2D DY R — k
«NAT =L L L—T Ry 7 DY R— b
« AT 4 v NAT ZEDF AR — K
« AXT 4 v 7 NAT R— MEEOF R — K

s B ET— LVERIIRE N OBEMICESNWTEEA LV —T o AD S FE S E RN

*NATDIA I K DX A XY TA L H—T 2 A ARRBADAXT 4 v 7 FlidxIdv=— SN
1P 7 FLADHR— |

NATDIA 54 VY354 VA2 —DJ 1A RADT—9 70—

FAR—hFENTWBE/NY U —R : CiscolOS XE U U —2% 17.9.1a, Cisco vManage U U — &
20.9.1

WO, IPVAZ FA TV M NT T4 IMEBEANYTA L E—T =2 AA AN L N—T 47
S, IPVAA v F—Fy b A PBRBIOY—ERIZRET A HEEZRLTHET,

K 3:NATDIASA ¥ S A v 3—T AR YR—bDT—Y 70—

Radius Server

EII

Cisco IOS XE ! o

IPv4 Client SD-WAN DSLAM BRAS Van !
] o < IPv4 Internet
€-————————— % ——————————— E‘ ————————— H - ————————— »..  Services/Host

q - \\____\\ . _7-./

Client PPPoE Client PPPoE Server I

i PPP over Ethernet .

357810

Client’'s End-to-End Traffic Using IPv4
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| NAToEE
NATDIA XA vS5 4 va—T x4 25AT 28505REE [

NATDIA TH ANV SA U A—TJ A R&FERT LHI5E5DHIREIE

HAR—FEINTWBE/NY U —ZR : CiscolOS XE U Y —& 17.9.1a, Cisco vManage U J — A&
20.9.1

AT E—T A ATIZINAT DIA ODHBYR— F ENTWET,
AN TALE—T oA ATITY—EAAINAT (T AR — FENTWEF A,

e FXA ACLILE72IICLIT RAVT 7 L— 2R+ 584, PPPOEY v VAR 7 L—L4
1% 1800 /N1 MCHIESUE T,

s RO PPPOA XA X¥T AL H—T AR TEIMMEDOREIFTT AR — FEINTHEREA,
Cisco vManage #§iE7 > 7 L — M &l L7 AAL5SMUX, AALSSNAP, AALSNLPID, F
721X bridge-dotlq T3, ZA 5D PPPoA » Vb 2% ET S5 A X, CLIT > 7 L— |k
ZERA LT T ERET DLERH Y 77,

*NATDIA k7 v »—IiL, ipunnumbered f > % —7 = f A& FFOXA VYT L H—T = A
ATIEYFR— PSR TOERA,

« NAT DIA /SZADHRIEIT. WAN A L H—T 2 A ZADN—T Ry 7 CiEYR—FENTWE
A,

CLITF>7L—+r42ERAL=NATDIA THEANYSIAA—T 4 RADETE

PAR—=FENTWDSH/NY Y—A : CiscolOSXE U U —A 17.9.1a, Cisco vManage U U — A
20.9.1

CLIT > 7 L— FOFEHOFEMZONTIE, CLIT 7L — MBI CLL T R U #feT 7
L— hEZB LT EEN,

1. NATDIA ZHFNZI L TCPPPOE XA VYT A4 v X —T 2 AZHRTELET,

Cisco IOS XE U U —2* 17.9.1a 3 L O} Cisco vManage U U — % 20.9.1 S T& % dialer
down-with-vinterface =~ > KiZ, PPPE v v a UIMEILE L7 L XX A Y TA v X —T =
A AEfEIELET,

interface interface-type-number

pppoe enable group global

pppoe-client dial-pool-number dialer-pool-number
!

interface Dialer dialer-number
description interface vers le BAS
mtu bytes

ip address negotiated

ip mtu bytes

ip nat outside

encapsulation encapsulation-type
ip tcp adjust-mss bytes

dialer pool dialer-pool-number
dialer down-with-vInterface

PPp chap hostname hostname

pPPp chap password password

PPp authentication chap callin
PPP ipcp route default
service-policy output shape Dialer dialer-number

NAT DEXE
|


https://www.cisco.com/c/en/us/td/docs/routers/sdwan/configuration/system-interface/ios-xe-17/systems-interfaces-book-xe-sdwan/cli-template.html
https://www.cisco.com/c/en/us/td/docs/routers/sdwan/configuration/system-interface/ios-xe-17/systems-interfaces-book-xe-sdwan/cli-add-on-feature-template.html
https://www.cisco.com/c/en/us/td/docs/routers/sdwan/configuration/system-interface/ios-xe-17/systems-interfaces-book-xe-sdwan/cli-add-on-feature-template.html

NAT D% |

B 75 s—grazmEoRR

2. AUH—Tx2ARAF == —RKE—RTHA VYIS Z—T A A% L Cipnat
outside Z AN L £,

interface Dialer dialer-number
ip nat outside

ip nat inside source list nat-dia-vpn-hop-access-list interface Dialer dialer-number

overload
3. % —t 2l VPN ® NATDIA L — F 2 HELFT,

P— A0 VPN @ NAT DIA /L— ks DR EICET 25>V TIE, INATDIA L— kD
WIE] BB TLITEE N,

Ey e

—gfbENET =2 R —2FEHAL T, —EZAll VPN ® NATDIA L — FE2REL
hd‘o

ip nat route vrf vrf-id route-prefix prefix-mask global

NATDIA CHAXYTA v H—T =2 A AR ET DT ODRERBEMNERITRLET,

interface Dialerl100

mtu 1492

ip address negotiated

ip nat outside

encapsulation ppp

ip tcp adjust-mss 1452

dialer pool 100

dialer down-with-vInterface
endpoint-tracker tracker-google
ppp authentication chap callin
ppp chap hostname branchl.pppl
ppp chap password 7 01100F175804
ppp ipcp route default
service-policy output shape GigabitEthernet0/0/1
|

interface GigabitEthernet0/0/1

no ip redirects

pppoe enable group global
pppoe-client dial-pool-number 100
|

sdwan

interface Dialerl100

tunnel-interface

encapsulation ipsec weight 1

color mpls restrict

exit

exit
ip nat inside source list nat-dia-vpn-hop-access-list interface Dialerl00 overload
ip nat route vrf 10 0.0.0.0 0.0.0.0 global

BAXTA B —T 14 RAETEDHER

HFAR—hFENTWBE/NY U —R : CiscolOS XE U Y —* 17.9.1a, Cisco vManage V U — &
20.9.1

WDO¥Y T a TR, FAVYIA L EZ—T oA ADRELTERT D IHFEICOWTHBELET,
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s54v54v58—7242520kR ||

NATDIAIP JL— FERTE DHERR
wIZ, showiproutevrf =2~ RO IFIZ R L ET,

Device# show ip route vrf 10

Routing Table: 1

Codes: L - local, C - connected, S - static, R - RIP, M - mobile, B - BGP
D - EIGRP, EX - EIGRP external, O - OSPF, IA - OSPF inter area

N1 - OSPF NSSA external type 1, N2 - OSPF NSSA external type 2

E1 - OSPF external type 1, E2 - OSPF external type 2, m - OMP

n - NAT, Ni - NAT inside, No - NAT outside, Nd - NAT DIA

i - IS-IS, su - IS-IS summary, L1 - IS-IS level-1, L2 - IS-IS level-2
ia - IS-IS inter area, * - candidate default, U - per-user static route
H - NHRP, G - NHRP registered, g - NHRP registration summary

o - ODR, P - periodic downloaded static route, 1 - LISP

- application route

- replicated route, $ - next hop override, p - overrides from PfR

- replicated local route overrides by connected

 + o

Gateway of last resort is 0.0.0.0 to network 0.0.0.0

n*Nd 0.0.0.0/0 [6/0], 4d0lh, NullO
10.0.0.0/8 is variably subnetted, 3 subnets, 2 masks

H 715 ClX, n*Nd 0.0.0.0/0 DERTEF A D NAT DIA /L— k T9,

IP7 FLADEBRDHER
IZ. show ip nat translations =~ > RO Z7~ L £,

Device# show ip nat translations

Pro Inside global Inside local Outside local Outside global
tcp 192.0.2.1:80 10.10.0.100:8080 -—= -—=
-——= 192.0.2.2.198 10.10.0.254 -—- -—-
tcp 192.0.2.1:8000 10.10.0.253:23 -—= -—=
tcp 192.0.2.25:25185 10.0.0.1:43878 203.0.113.1:80 203.0.113.1:80
tcp 192.0.2.3:48871 10.0.0.2:48871 203.0.113.2:80 203.0.113.2:80
tcp 192.0.2.3:63242 10.0.0.2:63242 203.0.113.2:80 203.0.113.2:80
tcp 192.0.2.3:52929 10.0.0.2:52929 203.0.113.2:80 203.0.113.2:80
tcp 192.0.2.4:25184 10.0.0.4:28456 203.0.113.1:80 203.0.113.1:80
udp 192.0.2.3:64681 10.0.0.2:64681 203.0.113.1:53 203.0.113.1:53
udp 192.0.2.3:65504 10.0.0.2:64670 203.0.113.1:53 203.0.113.1:53
tcp 192.0.2.25:25186 10.0.0.1:28455 203.0.113.1:80 203.0.113.1:80
Total number of translations: 11
T T HTIE, 11 OEBRBH Y 7,
PPPoE v 3 VDFRR
1. show pppoesession =t~ > RO Il %7 LET,
Device# show pppoe session
1 client session
Unig ID PPPoE RemMAC Port VT VA State
SID LocMAC VA-st Type
N/A 391 84b2.61cc.9903 Gi0/0/1.100 Dil00 Vi2 UP
c884.alf4.pb981 VLAN: 100 UP

ZOHABITIE, PPPOEX A YT A v X —T =2 A4 AN UP LFRENTHET,
wIZ, showpppal =2~ > RO AHIZ R L £,

NAT D% E
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Device# show ppp all
Interface/ID OPEN+ Nego* Fail- Stage Peer Address Peer Name

viz LCP+ IPCP+ CDPCP- LocalT 172.16.100.1 SDWAN-AGGREGE

PPP 3L T—2 3 VIEHROFER
&Iz, show interfaces Dialer =~ > FOH %= LE T,

Device# show interfaces Dialerl100
Dialerl100 is up, line protocol is up
Hardware is Unknown
Internet address is 172.16.100.101/32
MTU 1492 bytes, BW 56 Kbit/sec, DLY 20000 usec,
reliability 255/255, txload 255/255, rxload 255/255
Encapsulation PPP, LCP Closed, loopback not set
Keepalive set (10 sec)
DTR is pulsed for 1 seconds on reset
Interface is bound to Vi2
Last input 00:09:05, output 00:00:09, output hang never
Last clearing of "show interface" counters 1wOd
Input queue: 0/375/0/0 (size/max/drops/flushes); Total output drops: 0
Queueing strategy: weighted fair
Output queue: 0/1000/64/0 (size/max total/threshold/drops)
Conversations 0/0/16 (active/max active/max total)
Reserved Conversations 0/0 (allocated/max allocated)
Available Bandwidth 56 kilobits/sec
5 minute input rate 42220429000 bits/sec, 23 packets/sec
5 minute output rate 1520154000 bits/sec, 23 packets/sec
755339342 packets input, 2706571669546067 bytes
696497150 packets output, 97523835049377 bytes
Bound to:
Virtual-Access2 is up, line protocol is up
Hardware is Virtual Access interface
Internet address will be negotiated using IPCP
MTU 1492 bytes, BW 56 Kbit/sec, DLY 20000 usec,
reliability 255/255, txload 177/255, rxload 177/255
Encapsulation PPP, LCP Open
Stopped: CDPCP
Open: IPCP

ZOHIIFITIE, pialerioo L TERY ., EFET 2 b L3 BE L TWOET,
Virtual-Access?2 %)*%@h LTEL, @7%7%7011 k 371/%)*%@3 L“Cb\iﬁ‘o

NATDIA CHAANVSA U A—T A REERT 5= DEREH

HAR—FEINTWBE/NY U —R : CiscolOS XE U Y —& 17.9.1a, Cisco vManage U U —A&
20.9.1

ZOFlE, NAT 7—/b, WEHAXT 47 NAT . BEIOR— N T+ T —F 4 T TOXAY
FGAVE—T 2 ADFREE T L TWET,

ip nat pool natpoollO 203.0.113.1 203.0.113.25 prefix-length 24

ip nat inside source list nat-dia-vpn-hop-access-list interface Dialerl00 overload

ip nat inside source list nat-dia-vpn-hop-access-list pool natpooll0 overload
egress-interface Dialer100

ip nat inside source static 10.10.80.254 10.1.1.198 vrf 10 egress-interface Dialerl00
ip nat inside source static tcp 10.10.80.100 8080 interface Dialerl100 8080 vrf 10

ip nat inside source static tcp 10.10.80.253 23 10.1.1.200 8201 vrf 10 egress-interface
Dialerl00

II NAT D% E



| NAToEE
HSRP =& % NATDIA 25 5« v NATZ v E>S [}

HSRP [CK S NATDIARZ T4 v NATR v ELY

WD 7 v a L TiE, HSRP 2 L7 NATDIA A ¥ 7 1 v 7 NAT ¥ v B2 7 OFREICDON
THHLET,

HSRP KB R 2 T4 YU NATT Y EVTIZTDNT

FAR—FEINTWBE/NY U—A : CiscolOS XE U Y — % 17.9.1a, Cisco vManage U U — &
20.9.1

HSRPIE, 77 —A bRy TIPT /S, ADT = — LA —S—ZFMIFITTE D L5 ITHE
& 7= First-Hop Redundancy Protocol (FHRP) T3, 7 74/ A — K T ADIP T R AR
WESNIZRY PU =2 EOIPRANMIT 7 —A MRy T ON—T 4 » 7 TUREZHRT D
L& T AT AT Y T 4 R LK, HSRP X, V—F T NV—TNOT 7T 4
TTNA AL AL UNA TN, A ZNT DTz SNET,

HSRP & EDFEMIZ DWW TIL,  [Cisco SD-WAN Systems and Interfaces Configuration Guide, Cisco
IOSXE Release 17.x] @ [Hot Standby Router Protocol (HSRP)| DOFEAEZM L T E 3V,

ARP TD7 kL RfiFR

Address Resolution Protocol (ARP) 1%, A FDN—KT =277 L RAZKRA SOBEMOIP T
KL 2o LET, 2O/ — K777 KL RE Media Access Control (MAC) 7 K1 &
EBMEINET, ARPBMERFTHF ¥ v o (F—7 ) TiE, MACT RLANRIPT FL A
vy B 7SR THET,

Gratuitous ARP

RANPAFDOIPT R RAERI-T 572 DIZ ARPER ZIEET BIEE . F 1L Gratuitous ARP
CIEEIE T, ARPENR N M TlE, BEILEMWEDIPT RLUAIL, RUEELIPT KL
ZARTEESNTWVWET, SEEMACT FL A IS —H %y h To—FREFy ZA K 7 KL &
VC‘TO

N—BINT IT 4 T h &, EBEZITH LANEZ A MZHSRP (RAE MAC 7 KL A%
&1 Gratuitous ARP /N7y &7 a— RE¥xxy XA NLET, 7 A MRS —V Ry AL v F
FHHTAEES. AL v FIHMEEAMAC 7 RLADEF2EFcxEd, 2k 7y k
W T 7T 47T IEDTN—SDROVIIT 7T 4 T—ZIhnET, VI BT 7+
/v R HSRPMAC 7 R L A 2T 556, =2 KT /31 AL, gratuitous ARP Z 43 L L &
A,

HSRP [C&k B R A T4y I NATYVELS

1. NATRHZT 4 v I~y TREISIL. TNAABFETHT RLARIZK LT ARP 7
TUMN MY H—ENDE, NAT IZZ D HSRP 7 /L — ST E S NI MAC 7 KL AT
IWELET, 2ODT NAANT VT A TEBLRAZ A L LTEMELET, HSRP 7/
N—TFIB/THEINC, TIT 4 TTFNNA REZE N F SN, ZD NAT N A o~ Z—
T2 A AEFRELET,

NAT DEXE
|
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NAT OE |
B oHsrPics 325570 v NATR Y ELTDRIA

Enn=—2

2. TITATN—HERZ U NRAN—FDOMGFNREICAXT 47 NAT ¥ > B2 7 CTEE
SNTWEEA., 77T A TTFNA AN AEZT 4 7V NATw v B 7 kU D ARP
FORIISE L E T, HSRPT 7T 4 7T/ AND AL L8 TS AT A —r3—
TAHERT 7471, 72—V F— =T BHNIARPERNRZ A LT 7 M T DD EFFON
HiIH £HA,

3. HLWHSRP 777 4 7T /31 AL, ARPERNHX A LT U NTHDERFHFTIZ, A
TAYvINAT~v vy 72 M) OFAEZ BBIICHEALE S, HSRPT 77 4 77 A
A AlX, AXT 4 vV NAT v 7= hU® Gratuitous ARP R HEELET, =
AiX, ip nat outside source static 2~ N2~ v B 7 &N TV % HSRP 7 /V— 74 % Fl)
HLTIThbivEd,

HSRP il LT2 A X T 4 v 7 NAT ~ v B2 ZOFAIC OV TIE. [P Addressing: NAT
Configuration Guide] #ZM L T 7E &0,
HSRP Ik 2R 2 T4 v Y NATZ Y EL T DFIR
s NI T 4T 2 AN NN—FTDHNTARP =2 NU R A LT T MTHDEFET
LB TURMEDSHER S IVET

cHSRP 7 75 4 TN—HZDHMN, NAT 7 KL A THE SN —F ~DFEE ARP TR
ISELET,

HSRP ITLK B R AT 4 v NATY Y ET DFHIKEIR

FAR—FEINTWBE/NY U—A : CiscolOS XE U Y — % 17.9.1a, Cisco vManage U U — &
20.9.1

* NAT64 3 L TNNAT66 1L, HSRP Z i L7 A% 7 4 » 7 NAT v v B 7 TlIHAR— k&
NTHWERA,

¢ IPv6T7 RL A IV R—FENTWHERAL, FR—=FZINTNDEDILIPvE T KL AT T
_a_o

W —E2AMAT =T N T oA SMEA ST 4 v 7 NAT TIEYR— ST E
NEAVVN

e M FOHSRPILV—Z (T 7T 4T AZ L) X, RUIN—TLLEREATT 47
NAT =~ v Vo 7 2o nH Y £,

CUT>TL—FZ2@ERL-HSRPIZLEBREATA4 Y NATRYEVTDETE

HFAR—hFENTWBE/NY U —2R : CiscolOS XE U U —2R 17.9.1a, Cisco vManage U U — &
20.9.1

CLIT > 7 b— FOFEHAOFEMIZONTIE, CLIT > 7 L — FBIXOCLL T R e 7
L—hEZRL T EEN,

1. NAT_AFEYT 4 DE®IC, HSRP 7 /V—74 & redundancy & — 7 — RZ4R7E L7
ipnatoutside i LC, 777 4 7B X OAX /A HSRP V—F ZHE L ET,

. NAT D& E
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| NATOEE
CUF>TL— hEERALEHSRPIS£ B2 271 v AT v Ev sz [

interface interface-type-number

no shutdown

vrf forwarding vrf-name

ip address ip-address ip-address

standby version number

standby group-number ip ip-address

standby group-number name hsrp lan

standby group-number preempt

standby group-number priority priority-value

standby group-number timers msec timer-value timer-value

negotiation auto
exit

!

ip nat inside source list global interface interface-type-number overload
ip nat outside source static ip-address ip-address vrf vrf-name redundancy hsrp lan
match-in-vrf

\}

GE) TREMEF —T — KL, ip nat outside source static A< RTOHOHYHR—KENTWE
'91_0 ip nat inside source static A ¥ SIEN redundancy F—U— NIV HR— X
TWEH A,

HSRP 7 V5 4 TI—H L AR L )L— 2D FIZ, [F T HSRP 7 /—T74 LR U A X
T4V I NAT v B T aRELET,

%65 NAT @ ip nat outside =~ > ROFREIZM A T, BH#EI0 P 24 #7572 ip nat
inside 2~ > REZHRELET,

P—E RN A o H—Fy MRy b EEET D E . NATDIA TS IP T F‘l/x (7°
FARX—=KNIPT RVADLHZELHD) #XTV w7 IPT RLAIZEHLET,
565 NAT & IR T £,

2. ipnatoutsidefREZ VAR — F T 5 —JifbINIcT —F R Y O —ZHER L E£9, 505 NAT
SETCHORT T 4w 71F, R —v—F VRS L WGAERH D 77,

policy

data-policy policy-name
vpn-list vpn_list
sequence number

match

source-ip ip-address

]

action accept

nat use-vpn 0

]

!

sequence number

match

source-ip ip-address
destination-ip ip-address
!

action accept

nat pool pool-number

!

!

default-action accept

!

NAT DEXE
|



NAT D% |
B ocuso gL EERLEHSRPICE 2R 571 Vo NATT Y EV T ORE

!

lists

vpn-list vpn_list
vpn vpn-name

vpn vpn-name

!

!

4773’”2%“7’371%9 v —® nat use-vpn 0 %B%@:J: ) N %5‘5 1P ﬁ‘%@éh?ﬁ?ﬁw_\ *ﬁﬁ‘é
N7 74y 7B VPNOIZEEENET,

WIZ, HSRP #fFHH L TA X T 4 v 7 NAT v v B T H R ET DD DERRETENZ R L
F9,

interface GigabitEthernetl

ip address 209.165.201.96 255.255.255.0
ip nat outside

standby version 2

standby 300 ip 209.165.201.34

standby 300 priority 120

standby 300 preempt

standby 300 name hsrp wan

1

interface GigabitEthernet3

vrf forwarding 2

ip address 192.168.0.96 255.255.255.0
standby version 2

standby 500 ip 192.168.0.94

standby 500 priority 120

standby 500 preempt

standby 500 name hsrp lan

1

1

ip nat inside source list global interface GigabitEthernetl overload
1

ip nat outside source static 209.165.201.1 192.168.0.1 vrf 2 redundancy hsrp lan
match-in-vrf

1

— b ENTETFT— 2R —HEHALTHSRP TAE T 4 v 7 NAT v B T HBRETHT-
D DSERTRER 2RI LET,

policy

data-policy test_policy
vpn-list vpn_list

sequence 10

match

source-ip 192.168.0.0/24

1

action accept

nat use-vpn 0

1

!

sequence 20

match

source-ip 192.168.0.0/24
destination-ip 209.195.201.0/32
]

action accept

nat pool 1

II NAT D% E
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HSRP £ L7257+ v NAT v Ev iR [

!

!

default-action accept
1

1

lists

vpn-list vpn_list
vpn 0

vpn 2

1

!

HSRP ZER L-X2 T4 vV NAT % v E VT DR

PAR—rEINTWBE/NY U—R : CiscolOS XE U U —A 17.9.1a, Cisco vManage U U — &
20.9.1

WDt s a Tk, HSRP #fEH L= A X T 4 v 7 NAT iR EDHERIZOWTHIA L £9,

HSRP /' )L—JR&ICEEMIT 5Nz IP 7 FLADERT
KIZ. showip nat redundancy =~ > KD HFBZ 5~ LET,

Device# show ip nat redundancy
Ip Redundancy-Name ID Use-count
192.168.0.200 hsrp lan 0 1

EREOHNIFE, HSRP Z V— T ZIZEEM T ONZIP 7 KL AZRLTHNET,
Use-count FIDETNL, ZDIPT RVAZEHTDHAXT v NAT CLI O AR LET,

HSRP 7 /b — 72BN T S 2 IP 7 R L R Z2ERTH 72008 L=~ K show ip nat
redundancy 28BS4V E Lz, #EMIIZ oW TIE,  [Cisco IOSXE SD-WAN Qualified Command
Reference Guide] ZZ L T 7231,

TSN IP7 FLADERT
KIZ, showip nat trandations =~ > ROz~ LET,

Device# show ip nat translations

Pro Inside global Inside local Outside local Outside global
-——= == -—= 192.168.0.200 209.165.201.1
icmp 192.168.0.1:174 192.168.0.1:174 192.168.0.200:174 209.165.201.1:174
icmp 192.0.2.1:174 192.168.0.1:174 209.165.201.1:174 209.165.201.1:174
icmp 192.168.0.1:174 192.168.0.1:174 192.168.0.200:174 209.165.201.1:174

Total number of translations: 4

EReoHNIE, 4 SOERRH DL L ETRLTOET,

HSRP X % >/ A )L— 42 DIFEHRDRTE
WIT, AH N )—F DIEREF AT 5 show standby =2~ > RO HHIZ R L ET,

Device# show standby
GigabitEthernetl - Group 300 (version 2)
State 1is Active
1 state change, last state change 22:33:42
Virtual IP address is 209.165.201.1

NAT D& E .
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B wonzgmLE7Ius—sasLRLns— Yz g

Active virtual MAC address is 0000.0c9f.fl2c
Local virtual MAC address is 0000.0c9f.fl2c
Hello time 3 sec, hold time 10 sec
Next hello sent in 1.584 secs
Preemption enabled
Active router is local
Standby router is unknown
Priority 120 (configured 120)
Group name is "hsrp wan" (cfgd)
FLAGS: 1/1
GigabitEthernet3 - Group 500
State is Active
5 state changes, last state change 00:00:18
Virtual IP address is 192.168.0.94
Active virtual MAC address is 0000.0c9f.f1f4
Local virtual MAC address is 0000.0c9f.f1f4
Hello time 3 sec, hold time 10 sec
Next hello sent in 0.544 secs
Preemption enabled
Active router is local
Standby router is unknown
Priority 120 (configured 120)
Group name is "hsrp lan" (cfgd)
FLAGS: 1/1

(version 2)

NAT D% |

(MAC In Use)

(v2 default)

(MAC In Use)

(v2 default)

REMACT7 FLAZFERALTARP T—JILONATIP 7 FLRERTET S

Wiz, showarpvrf =~ RO B ZRLE7,

Device# show arp vrf 2

Protocol Address Age (min) Hardware Addr Type Interface

Internet 192.168.0.1 - 0000.0c9f.f1f4 ARPA GigabitEthernet3
Internet 192.168.0.10 11 0050.56bc.780b ARPA GigabitEthernet3
Internet 192.168.0.11 100 0050.56bc.608e ARPA GigabitEthernet3
Internet 192.168.0.14 83 0050.56bc.4748 ARPA GigabitEthernet3
Internet 192.168.0.94 - 0000.0c9f.f1f4 ARPA GigabitEthernet3
Internet 192.168.0.96 - 0050.56bc.1378 ARPA GigabitEthernet3
Internet 192.168.0.98 73 0050.56bc.3967 ARPA GigabitEthernet3

ERROHIIE, NAT 7 F L& 192.168.0.1 23R MAC 7 K L A 0000.0c9f.f1f4 C ARP 7 —7 )b

WZBMMENDZ 2R L TVET,

NATDIA ZERA L7 T U r—>a o LRLDT— oA

WDt s arTidk, NATDIAZERA LT ) r—yar LL F— koA

Zyu

Aax AE

NATDIA Z (/A L 1= ALG DfERAIZEEY S 1FH

(B LTI LET,

(ALG) ®

HAR—FEINTWBE/NY U —R : CiscolOS XE U Y —& 17.9.1a, Cisco vManage U U —A

20.9.1

TV —vary L — oz A (ALG) X, 7V S—varybAY S —bu=A L
LT, 77V Ar—2 a2’y hOXRL B— RHNOIPT RVAELEWWT AT U yr—3 3
VTCT, ALGEERLTCT YV r—varv@ra havazfiRL, 7747 U4+ —/L & NAT

KWz FITLET,

. NAT D& E



| NAToEE
NATDIA Z{f L T ALG #{EfA7 55 = .

NIy b o — RIZT7 LU AFREZEOAT 72 haid, ALGOVHR— 20 EE LE
T, kOTa ha LTI, TV A — g o2 m— RO NAT ZBH#112 ALG DS LE T4,

* DNS
* FTP

» Session Initiation Protocol (SIP)

SIP %, SIPIZ3:3< VoIP Y VU =—3 3 2 NAT % R+ A HeE 48 L £,

A\

GE) Y=o R—20O7 74T 7+—/L (ZBFW) MBNATDIA K L THNI 2> T DA
NAT ALG ¥§6EIT ZBFW S HHAEEMA LET,

ALG OFEMICHOWTIE, TIPT RL w7  NAT2 L 7 4 Fal—ay A R 228
LTL7ZEW,

NATDIA ZfER L TALG ZERAT 5 FI=

I TAT U NT TV r—a B, X4 F Iy 7 TCP £721XUDP AR— &M L T —
N=TFVr—varEdET&EnLilcLET,

¢ NAT DIA TERE I NATALG &YV — 2 _XR—Z2D 7 747 74—/ (ZBFW) [EOHE
EAMEZ YV R—FLET,

NATDIA Z{#EH L 1= ALG O{FEFHIZEE 3 2 FIREI1E

PAR—FEINTWBE/NY U —R : CiscolOS XE U Y —& 17.9.1a, Cisco vManage U J — &

20.9.1
« H— B Al NAT Z 6/l L7z ALG 139 H— b STV EE A, NATDIA OH 3 H— b
ShTVET,

«ip nat outsidesource =~ > K& L72 ALG O EIXH R — IR THEHA,

s RAA U F—ALT AT L (DNS) ALG TIE, XA v — REEFT 572012, NATEHLT —
TMIAZT 472 MU DBRKETT, NATEWT —T NI AZT w72 MU R
7oA. DNS ALG IFHERE L W A

WDOa<y R LT, NATEWT —T VI AEZ T 472 Y ZERR L £,

ip nat inside source static local-ip global-ip vrf vrf-id egress-interface
interface-type-number

s clear ip nat trandlations =~ > R&#E(T3 5 &, ALGEY v a7 U7 ZET, NAT
IR BEMEFERT HICE, HLOLWNAT 2~ > F2FTLET, ZhiErHisntn
LEETT,

NAT DEXE
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NAT D% |

B cusoTL—rEmmALENATDIA To ALG DFEFE

CLUF>7JL— r%{ERLT-NATDIA T®D ALG DEE

ALG

R O

Ak

FAR—hENTWBE/NY U —R : CiscolOS XE U U —2* 17.9.1a, Cisco vManage U J — &
20.9.1

CLIT > 7 L— rOFAOZEMZONTIE, CLIT 7L — MBEWCLI T FAUHRET 7
L—hE2ZBRLTLITEE N,

1. NATDIA Z&ELET,
FEANZOWTIL,  INATDIA OFRE] R LT 7ZE&E W,

2. NATALG 7/ u— L% R— R EHRNC LET,

ip nat service all-algs

ipnatservice =~ > RIZBIT 2 3EMIlZ D\ Tld,  [Ciscol OSXE SD-WAN Qualified Command
Reference Guidel] # &ML T 7Z2& Wy,

3. OB RT LY, TV A—ar7ae ha Ll L2 NATALG #ENC LET,

ip nat service dns tcp

ip nat service dns udp

ip nat service ftp

ip nat service sip tcp port port-number
ip nat service sip udp port port-number

ALG R ET A ORERFEEFERITRLET,

ip nat service all-algs

ip nat service sip tcp port 5060
ip nat service sip udp port 5060
ip nat service dns tcp

ip nat service dns udp

ip nat service ftp

HFAR—hFENTWBE/NI U —R : CiscolOS XE U U —2* 17.9.1a, Cisco vManage U U — &
20.9.1

WDt 7> a Tk, NAT ALG & EDOMHRIZET 2 1EHR A2t LE9,

ALG ZE R

show ip nat translations tcp

tcp 10.1.15.15:5062 10.20.24.150:57497 10.1.15.150:21 10.1.15.150:21
tcp 10.1.15.15:5063 10.20.24.150:49732 10.1.15.150:20 10.1.15.150:20

)

CE) CLITVFL— b2 L TS a— FOMRAEFR TR T EIXTEETA, M2 —F

DEW A KT HIZIL, Cisco vManage ZfEH L Ty MaF v 7F v LET,

Cisco vManage ZfEH L7237 v~ N O F ¥ 7' F v OFEMIZ OV T, [Cisco SD-WAN
Monitor and Maintain Guide] @ X% v bDOF v 7' F v | 2B LT EIW,

II NAT D% E


https://www.cisco.com/c/en/us/td/docs/routers/sdwan/configuration/system-interface/ios-xe-17/systems-interfaces-book-xe-sdwan/cli-template.html
https://www.cisco.com/c/en/us/td/docs/routers/sdwan/configuration/system-interface/ios-xe-17/systems-interfaces-book-xe-sdwan/cli-add-on-feature-template.html
https://www.cisco.com/c/en/us/td/docs/routers/sdwan/configuration/system-interface/ios-xe-17/systems-interfaces-book-xe-sdwan/cli-add-on-feature-template.html
https://www.cisco.com/c/en/us/td/docs/routers/sdwan/configuration/nat/nat-book-xe-sdwan/configure-nat.html#configure-nat-dia
https://www.cisco.com/c/en/us/td/docs/routers/sdwan/command/iosxe/qualified-cli-command-reference-guide.html
https://www.cisco.com/c/en/us/td/docs/routers/sdwan/command/iosxe/qualified-cli-command-reference-guide.html
https://www.cisco.com/c/en/us/td/docs/routers/sdwan/configuration/Monitor-And-Maintain/monitor-maintain-book/m-network.html#concept_dxx_5sm_3lb

| NAToEE
NATDIA 2R L1Ai— ko4 7—F 125 |

NATALG (LB NAT 2 A L7 h&ETARINY YRV DFER

Device (config) # show platform hardware qfp active feature nat datapath summary
Nat setting mode: sdwan-default
Number of pools configured: none
Timeouts: 86400 (tcp), 300(udp), 60 (icmp), 300 (dns),

60 (syn), 300 (finrst), 86400 (pptp), 3600 (rmap-entry)

pool watermark: not configured
Nat active mapping inside:1 outside:0 static:0 static network:0
Nat debug: none
Nat synchronization: enabled
Nat bpa: not configured; pap: not configured
Nat gatekeeper: on
Nat limit configured: no
Vpns configured with match-in-vrf: no
Nat packet drop: true
Total active translations: 615 (0 static, 615 dynamic, 615 extended)
Platform specific maximum translations: 131072 configured: none
PAM table non-zero entries:

0 Oxeaa88bel port=53, proto=6, appl type=12

12 Oxeaa88c60 port=2000, proto=6, appl type=8

25 OxeaaB88bal port=21, proto=6, appl type=11

34 OxeaaB88c20 port=5060, proto=6, appl type=9

35 OxeaaB889e0 port=496, proto=17, appl type=16

85 Oxeaa88cel port=5060, proto=17, appl type=9

119 OxeaaB88cal port=53, proto=17, appl type=12

NATDIAZ2ERLI=R— b4+ TD—FT a5

DT 73 TiE, NATDIAZHA LR — 74V —F 4 VT OREIZOWTIHRH L E
j‘o

NATDIAZERAL=-R— b T+ T0—T 1 VJIZET 5158

FAR—FEINTWBE/NY U —A : CiscolOS XE U Y — & 17.9.1a, Cisco vManage U U — &
20.9.1

NATDIA ZH L7z — 74U =T 4 71X, 774 _X—b+Fx vy hT—=INTH—1—%
FITT =Y — 2, TV I IPT RLRAE, WO —B/LIPT RLALR—FESIZ
vy T ENLR— NEEEILAETOMEL R L T, ZoBETIE. £F— N EERTREA
RHWNELIP 7 R ACHRE CE D720, RUART Y w7 IP T RLUADLEEDOT—/—~D
T ANARRIZR D £,

Cisco IOS XE Y U — & 17.9.1a 3 X " Cisco vManage V U —% 20.9.1 LIEiiEX, A—h 74+ U —
T 4 7 — e A > NAT THIFRIEET L7z,

NAT DEXE
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B varonEERLEK— T T—F 0 LT ORIA

4:R—bEBEEES NATDIAR— b7+ T—FT 425

GigabitEthernet1
<«—— WAN (Public-Facing) Interface
GigabitEthernet2 (VRF 1) IP:10.1.2.1/24

Port Forwarding with a Port Change
192.168.1.100:443 - 10.1.2.1:8443

IP:192.168.1.100
Port: 443

468308

NATDIA ZERL=-R— 7+ T—FT 4 T DFIE

e XTI RAAL BT TA_X—FFxy U= (LAN) NOH— =T 7 ATE
7,

e BIpDBHR—NERIGLZNEIP 7 LU AIZERETE D720, BTV 7 IPT RLAM
LB OV — =T 7B RATE X T,

NATDIAZERA L= R— I+ T—T 4 T DOHIBREIE

PAR—=FIN TSN Y —2Z : CiscolOSXE U U —2A 17.9.1a, Cisco vManage Y U — A
20.9.1

*NATDIA Z#HH L7ZAR— b7 3 U —F 7 TlE, TCP AMSRHITT R—FEhTWE
A,

e "T T4 IIE XTI Xy NI =T DOHNRNT Y o7 IPT RLUALER— MIH
ETEET,

. NAT D& E



| NAToEE

NATDIA £ L1=K— k74 7—7 1 2508z |

s NI I—H N NTUAR— PN A X =T A AZHWHALET,

*NATDIA THR— F 7+ U —F 4 VT HFKET H & ZIZ, Cisco vManage-reserved 78— %
HHTHZ LT TEERA,

=T Ry A =T 2 AFTHFR—FZINTWVEREA,
c HAXYTIBA v H—T =2 A ATV R—PFENTWHERA,

« UDP 7" — I 8000 ~ 48199 |, VoIP ~7 7 1 v 7 FIZ TR SN TWET, Cisco I0S XE
SD-WAN T /34 A T VoIP AN/ > T B354, NATDIA (%, VoIP b7 7 w7 H
TP RENTHWDEDEEL UDP R— h a2 TE £H A,

«TLOCH /1A v F—T7 2 A ZADONATDIA R— b7 3 T —F (7. Xy hT—27 Dk
HNHREINTZT7 T T A MeEn= Ny b HR—FLTWERA,

¢ K128 D AR — MEENL— L EEFR LT, MR Y NT—7 MO DOERPBAT R Y N T —
T EOTNRA AZEETEDLLOICLET,

e IP7 RLALAR—=FEENLIPT LA LR — FEB~OLEHLL, Cisco vManage F§HET
VFU—hECLU Ty — b EHLTHR— RSN TWET,

e A HF—T 2 A AR—F 73T =T 471X, CLITV 7 L— b DOHEFEHALTHR—
rENET,

R—F 73T —F 4 T NV—NTIPT RLARATIEIRLA X —T = AEHHT 55
B, ZNIA L E—T 2 A AR—F 73T —F 4 T LEENET,

NATDIA ZERA L= R— I+ T —T 1 VT DETE

FAR—FEINTWBE/NY U —A : CiscolOS XE U Y — % 17.9.1a, Cisco vManage U J — &
20.9.1

RTN T RAALUIMNBTTAR= IRy NI =T ~DT 7 A+ HER— MizikLr—L
YRR L E T,

I L& BHIIC

1L T—XKR)—ZMl L cCEALET,

2. [Cisco VPN Interface Ethernet] 7 > 7' L — h Z 5% &7 5 2>, BEfFD [Cisco VPN Interface Ethernet]
T b— hEfRELET,

3 A H =Tz AF—N"—0—FE—FERELET, A F—T =2 A F—"—1—
FE—FET 740 FTHEMDTR> TOET,

4. NAT F— V&2 FHELET,

NATDIAZER L= R— T4+ T—T 1 VI DHRE
1. Cisco vManage A == —7 5, [Configuration] > [Templates] %348 L £,
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B varonzERLEK— F AT —F 0 Lo 0RE

2. [Feature Templates] =727 U v 7 L ¥,

A\

() CiscovManage U U — % 20.7.x LARTD U U — A TiX, [Feature Templates] ® 4 1 k/Li%
[Feature] T,

3. [Cisco VPN Interface Ethernet] 7 > 7' L — M & fRET HI121X, 7 7L — MOMBIZH D [...]
27V v L, [Edit] Z#®RIRLET,

4. [NAT) %227 Vw7 LET,
5. [NAT Pool] T, [New NAT Pool] &7 V v 7 L¥7,
6. WMENAT RXTA—HEANTLET,

NAT =)L F A —H QFEMIZONTIE, INAT 7 — v e —T Ry f B —T = A
ADFE] R LTI,

7. [Add)Z7 YV v 7 LET,

8. HN—k 74T —F 47 N—VEAEKT HIZIL, [Port Forward] > [New Port Forwarding
RulelZ7 U > 7 L, OGNS TNTA—ZERELET,

KANATDIADKR— T+ T—FT 4 T DINTA—4

INT A= H Bl

Protocol R—h 7+ T —F 4 7 N—V&WEHT 5 [TCP] £7-1% [UDP]
EERLET, TCPhT7 747 EUDP T 7 4 v 7 DWEHT
FUAR—FEe—EHIED00E, 22000 —VEHEHRLET,

EETIPTFLAR EHEINLHHXETT FLAZ AN LET,

EETAHR— bk RN—h EEBEEANL T, BT IHIEECAR— 2 ERLET,
#iPHIZ 0 ~ 65535 T,

[Translated Source P |OMP (27 F/3% 4 X&4U5 NATIP 7 KL AAHEE LET, H—

Address] N7 A T—F 4 U RSN R MR B D A8
LAND, ZOPT FLRAGETDO T 7 4 v 7S E
—g—O

[Translate Port] K= b7V —F 4 v 7 h@RT 2R — M ESEANLET,

HPEIT 0 ~ 65535 T,

CiscoIOSXE U U —RZ 175.1a THhE D, AXT 4 v 7 IZEHE
NIEEETIP T RLAL, RESINTZLAF I v 7 NAT 7' —
D IP T KLU AFFHAMNICH D MNENRH Y 9,

[Static NAT Direction] | R hU—2 7 KL ALHEAT D H 2R L E7,

. NAT D& E


https://www.cisco.com/content/en/us/td/docs/routers/sdwan/configuration/nat/nat-book-xe-sdwan/configure-nat.html#configure-nat-pool-loopback-interface
https://www.cisco.com/content/en/us/td/docs/routers/sdwan/configuration/nat/nat-book-xe-sdwan/configure-nat.html#configure-nat-pool-loopback-interface
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it

CUF>TL— hEEALENATDAICE B HR— k74 7—F ¢ v on%E [

NS A—B% Bl

[Source VPN ID] N7 74y 7 DFEEFEILOY—E AU VPN Z2HE L ET,

9. [®#r (Update) 1227V v LET,

CUT>TL—r&#FERALENATDIAIZK DB R— DA T—T 4 VT DERE

PAR—FEIN TSN U—2R : CiscolOSXE U U —2A 17.9.1a, Cisco vManage U U — A
20.9.1

CLIT > 7 L— hOFERAOFEMICHOWTIE, CLIT 7L — FBIXWCLL T RA U #feT o~
L—hE2ZBRLTLTEEN,

1. WAN A ' Z—7 A A Tipnatoutside Z%E L £,

interface interface-type-number
ip address dhcp

ip nat outside

negotiation auto

no mop enabled

no mop sysid
end

2. WANA UV H—T 2 ATAVH—T = ABEARE— REZRELET,

ip nat inside source list nat-acl interface interface-type-number overload

3. HhA v F—T 24 AEHEHLTNATDIAR— 74V —F 4 VT HHELET,

ip nat inside source static tcp ip-address port ip-address port vrf number

egress-interface interface-type-number

ip nat inside source static tcp ip-address port interface interface-type-number port
vrf number

ip nat inside source static tcp ip-address port interface interface-type-number port
vrf number A<V KX, ™"—h 74U —FT 4 T )L—)LTIP T RLVATERLS A VX —
T A AEMERT D720, A F—T A AKR—F T T —F 4 T OHFTT,

Y

(¥ CLUT V7 L—FDOREFEHLTA v H—T = A AR— Mnka i€ LET, CiscovManage
BRET > 7L — R EMHHLTA UV F —T = AR — MEEEZRET HZ LITTEEEA,

NATDIAREA LR — N7 4 U —TFT 4 VTR ET DI DRERBREFN ZRITTLET,

interface GigabitEthernetl

ip address 10.1.2.1 255.255.255.0
ip nat outside

negotiation auto

no mop enabled

no mop sysid

end

ip nat inside source list nat-dia-vpn-hop-access-list interface GigabitEthernetl overload

ip nat inside source static tcp 192.168.1.100 443 interface GigabitEthernetl 8443 vrf 1
ip nat inside source static tcp 192.168.1.100 80 10.1.2.10 80 vrf 1 egress-interface

NAT DEXE
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https://www.cisco.com/c/en/us/td/docs/routers/sdwan/configuration/system-interface/ios-xe-17/systems-interfaces-book-xe-sdwan/cli-template.html
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B vaton zERLER— o 0—F 1 L DBREDRER

GigabitEthernetl
ip nat inside source static tcp 192.168.1.100 22 10.1.2.20 2020 vrf 1 egress-interface
GigabitEthernetl

NATDIA ZERAL=R— T+ T—T 1 VT DFERTEDHER

NAT =%

PR—=FIN TSN U —2Z : CiscolOSXE Y U —2% 17.9.1a, Cisco vManage U U — %
20.9.1

TR

&Iz, showip nat trandations =~ > RO 1 ZrR L ET,

Device# show ip nat translations

Pro Inside global Inside local Outside local Outside global
tcp 10.0.1.7:2022 10.0.100.14:22 -—- -—-
tcp 10.0.1.7:2022 10.0.100.14:22 10.0.1.16:46275 10.0.1.16:46275

Total number of translations: 2

ol TiZ, A— 2022 ONEZ 72— 3L 1P 10.0.1.7 28, A— b 22 ONE e — B L 1P
10.0.100.14 I S E 3,

AxX>g

W Dt& 7 > a > CTlid, NAT Direct Internet Access (DIA) A L7=xy U —27 7 L AZEH#
(NAT) BLUOEHEr X2 (HSL) O EICET 2 EHREARZM L £,

NAT HSL (89 2 1&E%R

NAT HSL D %Il =

YR—FENBE/NY Y —A : CiscolOS XE U U —Z 17.9.1a Cisco IOS XE Release 17.6.4 LL[%&
D 17.6x VY —RA

NAT HSL Z{# 9% & . Virtual Route Forwarding (VRF) A A X L AD NAT @ifn 7 %4
NETNIEDICTHZENTEET, HSL BRE SN TWDHEA, NAT Zv—T 4 7 T
A A (/X—= =3 9 D NetFlow (2L 72 FREk & [AlER) Z@ U TN L7 Z I b /Ty hd
o ERMELET, A L7 X AR — I3 D NAT B#2ix, $— 2 2] VRF 725
7't —/s3)L DIA ~DZ&#, BIX O —E AN VRE (¥ —E Al VRFNAT) EH#z G5 &
MNTEET, Byva UMERBLOHIBREND E, XA U T 47Tk a— RRERKS
NET A oT 40713, =L T RLAE, a—BLVT RUAREBREIND 71— b
T RvAZARAL U RTDHT FLATT)

NAT O HSL 1A FmR$ 570 al 7 X a4 T 52 6N TEET, LERERIZOR
HSL #F4 2T, FAUIJSUTHSL 227 La— RBVER SN, 2 L7 ZITEESNET,
Zhicky, MEORWEXCHSL B/ L a— REERBIOE LARWZ & T, CPU ¥ A
7 v & HHEIEAER S E T,

L 7 X ~DNAT BfED 70 —F =X —L a— ROEEEVFR—FLET,

. NAT D& E



| NAToEE
naT sy (Hsh osEEE [

s MBI EIZOIHHSL L 2 — ROMERR L EEE BT L, CPU Yo 7 /v &g % 5l
L/\ij—o

eNAT ¥—/LDT7 RULARRETEE (F—LoEE e bIEINET) . HSL X v E—
HEEBIGEELE T,

NAT S:EA %5 (HSL) OFIREIR
o —E 2l NAT VRF [ IPv6 7 FL 2 & HR— KL TWEHA,
« $—E 2] VRF TO IPv6 ¥ —%7 > DT AR — MIPHR— KIS THEHEA,
* VRF TOD IPv6 Z ] LB O = 7 AR — MITFAR—F S ThEdA,

NAT HSL D RITiR &4
o NAT BHAR N — X THEATE A Z L 2R LET,
BT Ry —URERSNTWD D L AR LET,

NATHSLDOARZRX R TS50 T4 X

XU THICREESNTZIP T RLRAER—=FT RLARI L7 ZORTEINLE->TNDE D
LEMRLET,

» show interface statistics =~ R&ZEH L C, HIiXry b O U EMERL, L7 X
W L QWD IL—H A U H—T o f ANED/Nry O R LET,

CUT>TL— h%&fEALT NATHSL DERE

CLIT > 7 L— FOFEFAOZEMZONTIL, CLIT RAVHET 7L — MBI OCLI T 7
L— 2B LT EEN,

\)

GE) T7x10FTIE. CLITV YL —hIZa—b a7 4 FXal—ygy £—RTaw
U REFEITLET,

W]

Wiz, 7u—x 7 ZAR—Z ZE] L TNAT I X 2o EE e X0 7 2 /92T 5 CLIRE
BlarLET,

ip nat log translations flow-export v9 udp destination IpPv4address-port
source interface-name interface-number

WIZ, FEDSEHRBLOEE LA v X —T = A AOEWa X T2 HINT H2REREZRLE
D

ip nat log translations flow-export v9 udp destination 10.10.0.1 1020 source
gigabithethernet 0/0/1

NAT DEXE
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REORR

ERTEDHER
KIZ, showipnattrandations =~ RO fFlZ R LET, T/ AR—KF—F v ka7’
2 CEHn TR RRTEET,

Device# show ip nat translations

.165.202.129:
.16.128.7:80

.16.128.7:80

.165.202.129:
.16.128.7:80

.165
.165
.165
.165
.165
.16.128.7:80

Pro

tcp 10.0.0
tcp 10.0.0
tcp 10.0.0
tcp 10.0.0
tcp 10.0.0
tcp 10.0.0
tcp 10.0.0
tcp 10.0.0
tcp 10.0.0
tcp 10.0.0
tcp 10.0.0
IV N EN

.16
.16
.16
.16
.16
.16
.16
.16
.16
.16
.16

Inside global

:5092
:5078
:5070
:5089
:5103
:5064
:5091
:5100
:5097
:5096
:5066

Inside local

O O O O O OO oo oo

O O O O O OO oo oo

56991 209
55951 172
57141 172
55823 209
58717 172
55413 209
59331 209
59795 209
57695 209
55665 209
58671 172

Outside local

.202.
.202.
.202.
.202.
.202.

129:
129:
129:
129:
129:

80

80
80
80
80
80

nat hsl handle 0x3d007d template id 261 pool exh template id 263

LOG_TRANS ADD 132148
LOG_TRANS DEL 132120

LOG_POOL_EXH

0

Iz, show vrf detail =~ > RO Al Z R L F1,

Device# show vrf detail
default RD <not set>;
supports multiple address-families

VREF 1 (VRF I

New CLI format,
0x1808

Flags:
Interfaces
Gi0/0/1

Address family ipv4 unicast

Flags: 0x0
Export
Import
import
global
export
VRF label
VRF label

Address family ipv6 unicast

Flags: 0x0
Export
Import
import
global
export
VRF label
VRF label

II NAT D% E

d

1);

Gi0/0/2.102

(Table ID =

LoO V1103

0x1):

VPN route-target communities
VPN route-target communities

route-map

export route-map
route-map
distribution protocol:

not configured

allocation mode: per-prefix

(Table ID =

VPN route-target communities
VPN route-target communities

route-map

export route-map
route-map
distribution protocol:

not configured

allocation mode: per-prefix
Address family ipv4 multicast not active
Address family ipv6 multicast not active

0x1E000001) :

default VPNID <not set>

NAT D% |

Outside global

2009.
172.
172.
2009.
172.
2009.
2009.
2009.
209.
2009.
172.

165.202.129:

16.128.7:80
16.128.7:80

165.202.129:

16.128.7:80
165.202.
165.202.
165.202.
165.202.
165.202.
16.128.7:80

129:
129:
129:
129:
129:

80

80
80
80
80
80

FRIE RS 5 7o I & 415 show platform har dwareqfp activefeaturenat datapath
hd =~ R 6D BT,

Device# show platform hardware qfp active feature nat datapath hsl
HSL cfg dip 10.10.0.1 dport 1020 sip 10.21.0.16 sport 53738 vrf O
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NATDIA b5 v h—

® 5 HREDERE

natoiA +5vh— [l

HaE

iy

) 1) —REH

B

Cisco I0S XE SD-WAN 7 /A
A DNATDIA ~T7 v H—

CiscoIOSXE U U —2A 17.3.1a
Cisco vManage V Y — 2% 20.3.1

ZOMREEEHT S L, VA
TANT v I—FFRELT,

EMMIZ TV AR— A v
H—T A AT a—7L

T, A& —Fy NERITS
Wy NU—7 MER T 72
7polehE ) aYlrTE
*9,

[Cisco System] 7 > 7 L — kD
[Tracker] # 7 %M L C, DIA
N7y N—ERETEET,
[Cisco VPN Interface Ethernet]
% 7213 [Cisco VPN Interface
Cellular] 7> 7 L— M2 L
T, FI o I—H TR
R=h A2 =T A AT
MATxxd,

Cisco I0S XE SD-WAN 5 /31
ATDAVE—T A AR

T—HARNT X TDT 2
T RRA Y N FER—

CiscoIOSXE U V —X 17.7.1a
Cisco vManage J U —% 20.7.1

Z DOHEREIZ XV | Cisco
vManage ¥ A7 LT T L—
ML CT 27 L= R
RA L NTRT v —T—
TERHEEL, K NT o I—T
N—T o BZ—T A AT
BEfFIF D Z e TEET,
TIT ATl A —F b
E773 TN 2 XA (SR SY/RVIRY P L0 B
VTN RIRA v MRFE
TIT A4 TICRDGENRHY
F3. ZOSRMFIL. BRI
DORNYET, VT
RRA N RTZ v I—DZD
REEWRT D7D, T =
7/1/1/ RABA > b T

—EXHEHTEET,
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B naton SR scET B

NATDIA r 5 v XU JICEY 518

DIANT v —id, £ v —Fy bEREFNHERY NI BMERHTE 2L 2ol E I gk
M35 DI B ET, NATDIA T v ¥ ZHGEIZ. VPNOD RTF VAR — K 4 & —
7 2 A ATNAT AN /2> TWDGHRITENL L, V=X =D T—% 877 4 v 7 NHE
B o —3y MTEEEND O LET,

NAT DIA ORI HOWTIE, INATX A V7 b A v X —Fy b T ®A] BB LTLES
W,

AVHF—Fy NERIIINEFR Y U= NMERTE L lpoTeiGi, V—F—I3—E A VPN
DNAT b— MZESWC AT 7 4 v 7 BEEELRITE T, A Z—F v MiEkahd b7
T4 RkayrIsnET, A X =3y XUV K NI T v IR KRy S NN
INCTBHIZE, =P NV—FTDIA b T v —%2RELTC, FTVAR—bF A X —T A
ADAT—H A NToX T LET, T v —I3EMICA v H—T = f AT a—T L
T AVE—Fy NORAT—Z A% L, N7 v —ICBEMIT 5N TWDERA A >~ MC
T—H iR L ET,

FNTUVAR— A BZ =T 2 A ATE T v H—DREESNTWEIER. AV Z—T A AD
IP7 RLRIE, o=y hOBEILIP T RLAE L THEHAEINET,

IPSLA L, 72 —TDATFT—HFRAEZE=FV 7L, ZHbDFa—T7 347y MO ERH
ZHEL, TOMEEZ 70 —7 TREINTELE L B L ET, BENSHKTE I LEVWVEE B
25E, bTvh—iIxy VU= BFERAARAE R LET,

T oh—RNua—nArZ—3xy FPFHATE RV EHE LIZSE, V—2 13— E AVPN
MHNAT L—FERODEL, B— NN —TFT 4 VITREWZFESNWT N T T 4 v T Bt —N—
VAIWZHLV—T 47 LET,

B—HNN—FT, A B —T 2 A~DNRNADAT —F AR EBNCTF =7 LT ET,
PRANHOMEL TWAZ 2T E, V—F—IA v Z—% v h~DNAT L— % H
AV A= LET,

CiscolOSXE U UV —21771a b, 2OD N7 v I —%FKDO RN T v =T NV—TEREL, =
DTG H—=TN—T oA B =T AHEMFTHZENTEET, 220 T v h— (2
ODTY RRA Y WNEFO N T v D= N—T T a—7F5L WEEZIIMNER Y hU—
IRES THERARAIE L T~—7 SNTHAICRAT D e 0 & 538 2 k4 25 DI1c1&
MHET,

NATDIA F Sy h—THHR—FENDAIF—T /(4R
DA H—TxA AZNATDIA b7 v h—%BRETEET,
NN T A E =T A A
A=V Xy b A F—T AR
e f—H%F > K (PPPOE) £ & —7 = A A
cHTA B =T AR

. NAT D& E


https://www.cisco.com/c/en/us/td/docs/routers/sdwan/configuration/nat/nat-book-xe-sdwan/configure-nat.html#nat-direct-internet-access

| NAToEE
NATDIA k5 v h—osiEEE [

eDSLXA¥TF A% —7=AA (PPPoE ¥ J T} PPPoA)

NATDIA +5 v hH—DHIEEIE

« Cisco IOS XE Release 17.6.x AR ClX, ¥4 Y¥Y 7 A4 % —7 A ATNATDIA 7 v 1—
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Y RRAUN NI h—FEYR—FNLET,

¢ Cisco I0S XE SD-WAN 5 /34 Z TlZ, DNSURL =¥ RKRA ¥ MIPR—FENTWEH
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1 ODA U H =T A RAZHEMATE DL VT v h—FI T o — I N—T 121 27T
T,

e NAT 7 # —/L8 v 7 HBEIZ. CiscolIOSXE U U —A 1732 16 DBPR— I TW\E
T

* 7 FLA169254xx D b R VDIP 7 KL AL, T8 b R/ T zScaler = RARA > b
ERNToX T EEDICYR—FENTWERA,

s NI =T N—TEFRETDHITE, Dl b 200 TNV 2 RRAL N Ty
7 — %mﬂ&ﬁ‘éz\%ﬁ)&wiﬂ

e "I —TN—FITE, BR2ODI TN U RBRA b T — DI E HIGA
T ENTEET,

NATDIA bS5y A—DTJ—o 70—

1. [CiscoSystem] 7 L — &AL TA v F—T =24 AT v —%RELET, Cisco
IOSXEV V—RA 1771amb, a7V 7o l—F7E T o h—F N —T 2R ETE
T, NI v —OREDFEMIONTIE, [T v h—DFE] 2R LTI EE0,

2. OB FUAR— PN AL F—T A RHEMALET, NATDIA T v —D3x
TEDFEAZHOWNWTIL, INATDIA b7 v I —DFRTE] 2L T ZEN,

3. NATDIA b7 v —DOREETHRLET, NATDIA b T v I—DREDE=HY I D
FEIZOWTIXL, INATDIA b7 v H—DREDE=ZY 7| BB T EEV,

cS5274 90 DHEE
[Cisco System] 7> 7' L— b &fHL T, TV AR—F AV H—T 2 Af ADAT—H A% k
FyXTLET,

1. Cisco vManage A ==—75, [Configuration] > [Templates] %R L ¥,
2. [Feature Templates] #7 U v 7 L £,

NAT DEXE
|


https://www.cisco.com/c/en/us/td/docs/routers/sdwan/configuration/nat/nat-book-xe-sdwan/configure-nat.html#configure-nat-dia-tracker
https://www.cisco.com/c/en/us/td/docs/routers/sdwan/configuration/nat/nat-book-xe-sdwan/configure-nat.html#configure-nat-dia-tracker-cli
https://www.cisco.com/c/en/us/td/docs/routers/sdwan/configuration/nat/nat-book-xe-sdwan/configure-nat.html#Cisco_Concept.dita_80ff18d0-da2e-4217-8c3b-132ad9fa1990

NAT D% |
B 5000

\}

() CiscovManage U U — % 20.7.x LARTD U U — ATl [Feature Templates] ® 4 1 k/Li%
[Feature] T,

3. ZAH ¥ 5 [CiscoSystem]| 7 > 7' L— hDOBRIZH L [...] 227V v 7 L, [Edit] IR L E T,

4. [Tracker]%# 7 YV > 7 L., [NewEndpointTracker]% 27V >~ 27 L TChrT v —/"TF A —H &5
E_E‘Li—é‘O

R6:FSvh—SA=4

NG A=A T 4—)LF |EREA

&1 (Name) 7w =D&, ARSI 128 RN OEHF Z#H T
£9, RR8OD T v W —ZRETEET,

LELME KNG AR— N AV E—T oA ARE T LTWALEEETH
B, 7a—7 e E 2 IKTO L - AR, #PE 0 100 —
1000 S U740k 1 300 2 VR

A4 28—\l NG AR— N A B —T A ZADAT—Z ZZHPT57-

(Interval) W27 — TG SIVABEEE, HiPH 0 20-600F), T 74V b
60 F» (1 %)

Multiplier (%K) RS AR— N AV E—T oA ARFT T LTVWAILEEE
THRNCT m—T7 ZHAETE DM, #iPH:1~10, 77+
VR 3

[Tracker Type] [Interface] Zi®IN LT, DIA N7 v I —ZRELE T,

[End Point Type: IP T RKRAL L FDOIPT KL A, ZhlE, v—F =R n—7%

Address] EELCRIVAR— N A H—T o f AD AT — X 25|

THA L Z—Fy NNOSESETT, IP 7 KL A HTTP A— b
80 7 —TINETE DX o TN D T L MR LET,

[End Point Type: DNS T RARA 2 FODNS4, ZHUL, Vv—F—nTa—7%kE
Name] LThRIF U AR— A X —T A ADAT—H ZAEHWT 5
A B —Fy NNDSEHETT,

5 [Add]Z7 Vv 7 LET,

6. NI v M—TN—TEERLTT A =X ERET HITI1L, [Tracker Groups] > [New
Endpoint Tracker Group]zZ 27 V v 7 L£7,
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[Tracker Type: Z D7 4 —/)v RiL, [Tracker Group] & L C [Tracker Type] % R L 7=
Tracker Elements] | ypon iz ppgor SET, BFEOA VX —T =24 AT v h—4 (A
NR—2ATKXYD) ZBEMLET, ZONT vy h—%T 7 L— IR
M3z, NI =T N—TRNINEDMlAD T v I —|Z B}
o, ZEORNT =T N—T %A 2 —T A ABHEMITH Z
EBRTEET,

[Tracker Type: Z D7 4 —/v R, [Tracker Group] & L T [Tracker Type] % &R L 7=
Tracker Boolean] |- ok X419, [AND] F7-1% [OR] 23840 L £ 7,

[ORZT 7 4NV DT —VERTY, [OR]IZ, N T vy H—TN—
DOEEST T BN b T v B—DWTNNNA v H—T = ANT 7
TATThOLERE LG, T UVAR—F A X —T AR
AT —BANT I T 47 L THRESNDZ L ERIELET,

[AND] B/EZBIR L7255, N7 v 1 — 7 —T7OEfM T bl
T B =D ITNA LA —T = ANT 7T 47 ThdLERELE
BE. FIUVAR— P A E—T 2 A A RAT—HRAIT VT 47T
boEEINET,

N

GE) NS o h—TN—TEBETAHNC. 20DV TNV RBA 2 N T —%RE
L7z E 2R LT &0,

7. [Add) &7 Vv LET,
8. [Advanced] # 7 YV 7 L. [Track Interface] fE#H & A1 LE T,

A B —=Fy MR T AN TV AR— b AV HA—T 2 A ADAT—EAE v T X7
TBHNT o h—D&A4FIZEAD LET,
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DETE

G¥)

AHE =T 2 A AAT—HAD T vF 2 7E, VPNOD R T U AR—h f U H—T <
A ATNAT ZAN LT, BANT —H B X —DN—HZT 7 AT E5DOTHARL,
N—BNEDT—H NT7 4 v I BNEEA X —Fy M b b K ) IicT 55810 %
SHET, ZORWTIE, NTFUAR—RN AU Z—T A ATNAT ZHHZT5H &

O—ANN—H LT =22 —BD TLOC M2 DIZmE S, 1 21X) F— hl—%
W2, B9 1203 ¥ —Fy MZELBNET, NTUAR—F bRV R vX 7%
BT DHE, V7 U273 A X —Fy hAaDOSZAZEMBICHIT, 12 —X >
FRBE L CWANE I NEHITLET, ZORART T LTWAZEEY 7 R
TRt 5 &, A F =%y FOSEHEA~DIL— FAHEIS I, A v Z—F% v M)
AYNT T4 IIET—H B —DN—F N L N—T T EINET, A1 H—F

FAORANPHEUEEL TCWAZEE2Y 7 MU =T B3 BET2E, A X —Fy b~OD
N— IBEA A b= EnET,

N

CLI ZEFA L7 NATDIA F5 v H—®D

II NAT @

CE) TV —bEEHRFTIHIIC

fERd LTS 7280,

CTRNTOMNET 4 — I R~DASMET L TWAZ L%

9. [®E#r (Update) 1227V >7 LET,

1

a3 JE

CLIZ{ERAL=NATDIA FrS vy h—DEE (VT ERLAU )

Cisco vManage CLI 7 KA U HERET > 7' L— FB X OCLI 731 A7 7 L— R & L T,
NATDIA F T v X 7 RFRETEET, CLIT 7L — b &R LR OOV T,
[CLIT> 7 L—F] 2L TLIEEN,

Device# config-transaction

Device (config) # endpoint-tracker
Device (config-endpoint-tracker) #
Device (config-endpoint-tracker) #
Device (config-endpoint-tracker) #
Device (config-endpoint-tracker) #
Device (config-endpoint-tracker) #

FSYh—TIL—TDHRE

trackerl

endpoint-ip <ip-address>
threshold <value>
multiplier <value>
interval <value>
tracker-type interface

CiscoIOSXE UV U —% 17.71a/"b NATDIA b v h—%2 7 —T45 T o h—IN—"T%

B CTE £

Device# config-transaction
Device (config) # endpoint-tracker
Device (config-endpoint-tracker) #
Device (config-endpoint-tracker
Device (config-endpoint-tracker
Device (config-endpoint-tracker
Device (config-endpoint-tracker

) #
) #
) #
) #

B

X JE

<tracker-namel>
tracker-type interface
endpoint-ip <ip-address>
threshold <value>
multiplier <value>
interval <value>
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Device# config-transaction

Device (config)# endpoint-tracker <tracker-name2>

Device (config-endpoint-tracker) # tracker-type interface
Device (config-endpoint-tracker)# endpoint-dns-name <dns-name>
Device (config-endpoint-tracker)# threshold <value>

Device (config-endpoint-tracker) # multiplier <value>

Device (config-endpoint-tracker) # interval <value>

Device
Device
Device
Device
Device
Device

config)# endpoint-tracker <tracker-group-name>

config-endpoint-tracker)# tracker-type tracker-group
config-endpoint-tracker)# boolean or

config-endpoint-tracker)# tracker-elements <tracker-namel> <tracker-name2>
config) # interface GigabitEthernet0/0/1

config-if)# endpoint-tracker <tracker-group-name>

A\

6= NI A= N—=TIE, 2 FARA L My D —ZIRBIESEDL N TEET, IP

T RVART v H—EDNS b7 v —%2HBEDOET, b T o= N—TZ2ERTE
i‘g—o

ROFNE, =2 RRA L FPT FLAZBEH LTI vy W—2RET D HEEZRLTHET,

Device (config)# endpoint-tracker trackerl
Device (config-endpoint-tracker) # endpoint-ip 10.1.1.1
Device (config-endpoint-tracker)# threshold 100

Device (config-endpoint-tracker)# multiplier 5
Device (config-endpoint-tracker)# interval 20
Device (config-endpoint-tracker) #

wOFNE, = FRA L F&2DNS & LTC T v —%2RETDHEEZRL TWET,

Device (config) # endpoint-tracker tracker2

Device (config-endpoint-tracker)# endpoint-dns-name www.example.com
Device (config-endpoint-tracker)# threshold 100
(
(

tracker-type interface

Device (config-endpoint-tracker)# multiplier 5
Device (config-endpoint-tracker)# interval 20

A H =T 2 A AT v —%wHAT 5HI121%. Cisco VPN Interface Cellular = 7= 1% Cisco VPN
Interface Ethernet 77 L — F Ch I v h—% R ELE7,

Y

GE) A —TxARTHEHTED M7 vy I—F 1 DT TT,

CLI Z#{EF L= NATDIA + 5 v ¥ > T DEREH

WDt s aTiE, CLIZHEHLTNATDIA FS v h—42FHETHE 2R~ LET,

EW  CLUEFHLELVUYILI Y RKRL > FNATDIA RS v h—
wOFNL, TN RiRA L KN NATDIA T v h—%RETDHHEEZRLTHVET,

config-transaction
endpoint-tracker trackerl
tracker-type interface
endpoint-ip 10.1.1.1
threshold 100
multiplier 5

NAT D& E II
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interval 20

exit

BEF : SV H—TIL—T

ZOHENE, 200D TG v h— QOO RKRA R BEORN I oI N—TERET D
FEEZRLTWET, CiscolOSXE VUV U —Z 177 lanb A E—T oA A TFa—742% |k
Z o =T N—TEERTE £9,

config-transaction

endpoint-tracker trackerl
endpoint-ip 10.1.1.1
interval 20

threshold 100

multiplier 1

tracker-type interface

exit

endpoint-tracker tracker2

endpoint-dns-name www.cisco.com
interval 600

threshold 1000

multiplier 10

tracker-type interface

exit

endpoint-tracker groupl

tracker-type tracker-group
boolean or
tracker-elements trackerl tracker?2

exit

WOEZ., "G h—IN—TE A F—T A RAZEA L, YR —FENTWAAL X —
T2 A ATHRET D HIEEZRLTWET,

interface GigabitEthernet0/0/1

endpoint-tracker groupl

NATDIA FS Y H—BFEDE=RY) YT

II NAT @

A3 —xA4RXDIA FSYvH—DRT

NTZUVAR—=F A B2 =T 2 ZATDIA b7 v =TT HEREFRT DI, KREFET
LET,

1

11—

X JE

Cisco vManage @ A = = — 7> [Monitor] > [Devices| DJEIZER L £ 97,

Cisco vManage YV U — % 20.6.x LA : Cisco vManage D X = = —7>5[Monitor] > [Network]
DIFIZEIR L £ T,

TNAADY A RIDET A AR L ET,

[Real Time] #27 U v 7 LET,

TN RRA N BTy —DYA | [DeviceOptions] KRy X7 U X Rpb,
[Endpoint Tracker Info] % 3R L &7,

TaT NIy RRA VN 8T v —O%4, [DeviceOptions] K2 747 U A K,
[Endpoint Tracker Info] Z#&R L £9°,
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CUEHALENATDIA 5 v h—gEnE=4y>5 [

CLIZERL/-NATDIA FrS Yy h—BEDE=S2Y T

FUTL— BTN, AT L%, O~y FEXAHERTXET, ROZEFIT. NAT
DIA T v h—D T v h—FFr, NTovI—% N TUAR—F A H—T A AZHHH
T3 HEERLTWET,

endpoint-tracker tracker-tl
threshold 1000
multiplier 3
interval 20
endpoint-ip 10.1.16.13
tracker-type interface

interface GigabitEthernetl
no shutdown

vrf forwarding O
endpoint-tracker tracker-tl

WOBEFNT, BRENRAI Y FSITWDOINE I DEERT 2 7iEZ R L TVET,

Device# show endpoint-tracker interface GigabitEthernetl

Interface Record Name Status RTT in msecs Probe ID
Next Hop

GigabitEthernetl tracker-tl UP 2 1
10.1.16.13

ROBEFNT, b7 v =BT XA ~—BEDHFHRZFLTEY, b7 v —BEORME
WS TBET Ny 7T DD BLET,

Device# show endpoint-tracker records

Record Name Endpoint EndPoint Type Threshold Multiplier Interval
Tracker-Type
pl 10.1.16.13 IpP 300 3 60
interface

TaFZILEZyh—DShow 3T K
Iz, show endpoint-tracker tracker-group =~ > RO B Z R L £,

Device# show endpoint-tracker tracker-group

Tracker Name Element trackers name Status RTT in msec Probe
ID
interface-tracker-group trackerl, tracker2 UP (UP OR UP) 1,1 53,
54
Device# show endpoint-tracker records
Record Name Endpoint EndPoint Type Threshold Multiplier Interval
Tracker-Type
groupl trackerl OR tracker?2 N/A N/A N/A N/A
tracker-group
group3 tracker3 OR trackerd N/A N/A N/A N/A
tracker-group
trackerl 198.168.20.2 IpP 300 3 60
interface
tracker? 198.168.20.3 IpP 300 3 60
interface
tracker3 WwwWw.Cclsco.com.com DNS NAME 300 3 60
interface
tracker4 WwWw.Cclsco.com.com DNS NAME 300 3 60
interface

Iz, showip dasummary =~ > RO %R~ LET,
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Device# show ip sla summary

IPSLAs Latest Operation Summary

H— E X {8l NAT

II NAT @

NAT D% |

Codes: * active, ” inactive, ~ pending
All Stats are in milliseconds. Stats with u are in microseconds
ID Type Destination Stats Return Code Last Run
*53 http 10.1.1.1 RTT=2 OK 35 seconds ago
*54 http 10.1.1.10 RTT=2 OK 1 minute, 35 seconds
ago
= 8BEDER
£ = =4
HeEER 1)) —RIEHR B2 L]

Cisco I0S XE SD-WAN 7 /A
A DY — A NAT

CiscoIOSXE UV U —2X 17.3.1a

Cisco vManage U J —* 20.3.1

ZOMREEMERT AL, Ry
KO — 2 F—r— 1A DY —
ERAIFR A R E OB TEZE
INLT—H T T 4D
W2, ERE L UMM NAT % 5%
ETEET,

B — A HI NAT 3% € & 5
HE, B—EZDORA K
HA—N—L A ~DFT—H |
7 4v7, BIOA——
LA DB —EROR A B
~D KT T 47 DOFEEIIP
TR AEEBTEET,
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X JE
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) 1) —REH

B

VPN N — &2 fill NAT (Z%f
Jitn

CiscoIOSXE U U —2A 17.7.1a
Cisco vManage V Y — 2% 20.7.1

VPNHINATIZ LY, H—E %
ILAN A > &% —7 = A A[HE
U VPN Nt H-— & Al
LAN A V% —7 = A A Li@E
T&EET, HEFELIPT RLR
A — LT R L AT
$ad D MENH D LAN A
& —7 = A AT ip nat outside
av U RERELET,
oy NIMBLOD LAN A X —
T oA AMBINERA L H—
T AL LTRESNI-A
VH—T o Af R —TF 4
TENDLEIIZ, AFT 4 v
7 FE£721I XA F 2 w7 NAT
N—NVEEHATEET,
TNRAACLI T 7L —hF
X CLIT RAVT T L—
M LT, VPN N —E
ZMH] NAT 23X ETE £7,

P— B RARGRTE A X
7 4 v 7 NAT %R — b

CiscoIOSXE UV U —2X 17.8.1a

ZOMREEEHT S L, 5Et
IP7 RLRIZEASWNT, [FL
EETIPT FLAERIOIPT
R RIZEHTEET,

F A A CLI ZfifH LT,
P— AR E R H
T4 v 7 NAT #RETEXF
T,
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B v—cxmnaricpy sfEm

HaE

iy

1)) — X 1EH B

P —ERMAXT 427 %> |CiscolOSXE U U —2A 178.1a | Z DREIX., V7 %> bD

kU —2 NAT OHHR— . —_— P—EAUAL T 1 7 NAT
Cisco vManage U U — % 20.8.1 DR b L 1
DAL T 7 NAT 7 —)v
ERETHRDVIC, BT
F v hERIZH L TH—D R
2T 4 w7 NAT 7 — )L & 3R IE
T&EFET,

Cisco vManage £ 72137 /34 A
CLIT > 7 L— &AL T,
P—CRMUAZT 4 v T T
KU —27 NAT # i C& %
R

H—E X8| NAT IZB89 517 %R

Cisco IOS XE SD-WAN 5 /34 A TlX, T34 AP —E XM TNAT ZHTEL T, T—X +T
T4 I N NTUAR—=FNVPNIZH DA — =LA F RV ADHNINAT LEE S5 L9
W52 ENTEET, P—ERAINATIZ, ZETHT—F 774y 7DIPT RLR%E~
27 LET,

FORRA ADY—E R THAF I w7 NAT & 1:1 AXT 47 NAT Dli FE2FETE £,
INETICE, TAAL A LDV —E A VPN NIINAT F—/bA VX —T = A AR L THh
5, CiscovSmart 2> b2 —F T—fbE T —F R —%WRLET, ZORY I —
L, BWERT VT 4w I RABROT =X N T 7 4 v 7 2 —ERAINAT IZHEEE L ET, HWY
DNAT V=N A v H =T 2 f ATHEAFT I v I NAT E72TAXT 4 v 7 NAT % ELET,

B —E A NAT AT > TV DS, VPN TEHT 5T _XTHOT L7 4 v 7 AL NAT
TN A B =T A RZEFEINET, ZORNT T 4 v ZIENAT LBESfL, NAT [T —E
AZMDIP T KL AZZH L, NAT 77—V D IP T RLRICEZHZ £3, T0%, X7y M
SEACICHRIE SILE T,

Fv NU—=7 O —EZANCHAY 57 —HX DO NAT Zi%ETE £9, ¥ —EAHINAT (X
Ml —JtfbSnieT —2 R o—&—%T5, WBBIWWNTEHRA T RLADT — 5'
N T 4w BEBRLET,

REEETT FLRAEH

P—E R EZITZ LANFOFRA SRV E— R T FZUFITNT T 4 v 7 BRETDHEE. NED
7 RUABHY —ERIEEILIP 7 R A (WA A b)) A LET, oL
T—R RNT T4 I BA—N— LA R RUZEGE ENDENIITOIVE T, NAT N7 — 1
CNEAZT 4 w7 NAT 7 RL AR —R_R—L A ICHEEfESNET, 207 FL A
==L A EFH T ha)t (OMP) 2 LTI _XTCOIE—FT T UTIIT RRAF A XX
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NEF, Lo T, UE—FRAMI, WEIHRZ MIEET L7200/ A 2385 L TV E
TO

WE T RLVABHOFE, VY—ERMAT—Z N T 7 4 v 71, #4532 v 7 NAT OD—fb &
NET—2FR) o—D—HFMbLE B LET, FELIPT RLAR—ESEMFE2mIZ LTS
BA. T—X1IV—E A VPN TRESNIZNAT Z@EE LT, ==L A %4 LTV

EF— Ty UN—HIZADET, T RUVAEHT, FoRVOHNA v H—T o4 ATHRAEL
*9, CiscolOSXE VUV —217.4.1a B L X CiscolOSXE U U —2Z 173.1a LY bLE[iDOY U —=R
TlE, A¥ T 4 v 7 WENAT IZ— e b &7 —F R o—TO—HEKMFE2LELE LERA,
ABT 4 v 7 I RETIPT RVARRALT 4 v 7 NAT HICRESHICIPT LA L
—ET LA ELET,

CiscolIOSXE U U —R 175.1a i, A¥ T 4 v 7 NAT & 7/ — /I~y B 7 T&, T—HR
VY —D—BRHLEEITIAZT 4 v 7 NATHN T 7 4 v 7 @A ESNET,

SEREETT FLRE#H

UE—brYA bMED T T 4 v I BA ==L A F R AZERT S EE, BT FL A%
P —E R FZVE— FRARDOEEILIP 7 LA BMNBAR M) 28 LUET, Bz, -
TT74 7Ry T —27 @O LAN (VPN) fIlZEE S A RNIZITOIVET, /— b BN
RESNTWDHEHA, NATHME 7 —/L7 R LA E 7= 13b— hE, Open Shortest Path First (OSPF)
FoAmoTa hal L Txy hU—7 O LANNCHEA SN E T, Lzn-> T, NE
BRARMI, VE—FFRAMIBEETH-OONRZAZREH L TWET,

CiscolIOSXE YV V—21741a LV HiDO YU U —AL CiscolOSXE UV V—2173.1aETDY J—
ATlE, —E A NAT OB E MO SR Z A F v 7 NAT iR ETHDHMLERH D £
T WET R RZEHLEANET RV RAZEHOMGFIZ 1.1 AZT 4 v 7 NAT ¥ v B VT 25R0E
TAHZIELTEXET,

CiscolOSXE V U —2A 175.1ablfk. —mmfb &N —2 R —%2FH LT, AET 4 v 7
NAT D NAT V=L T7 7 3 a3 VHRETE F9,

N

CE) RA¥T 497 NAT ZRTTHHIC, XA T v 7 NAT #RELET,

H—EX{INATDT—4E R o—

Cisco I0S XE SD-WAN 7 /31 A TNAT ZHNZT DI, AXT 4 v 7 BIXOXAFI v s
NAT O—J b ENT=TF—F R o—a2H LET, T—F RV —F. £A4F I v 7 NAT D
—EHAEL NAT S — L7 7 g U R#EIELE T,

CiscoIOSXE U U —RZ 175.1a LI, A ¥ T 4 v 7 NAT O—EFEHEL NAT 7—LT7 7 a v
ERETDHT—EZRY —EERTEET,

H— E X {8l NAT O Fl| =

 EZTLIPVA T RUAMBSEHE IPvA 7 KL A~D BB 244 5

e RXT VT IPv4T RV AZ T TAR—=F EETLIPVE T KL A BT T 5
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e —E R ENA X =R IPV6 ~D L — LV AT E EET B HiEA#RIT 5

H—EXBINATO FS 74 w9 JA—
FEAMNAT D2 SDF—4 kT 7 4 v 7 7 a—E IR LT,

e Xy NT—7 DOV —ERMANOA— =LA Xy NT—JRETYE— b=y VTN
N7 7 4 w7 OEFITEOEH

o F—NR=VL ARy "NT—=7 %N LTI E— b INHFRy NT—7 OV —EZANZ[H)1)>
I RNT T4 T DFEETDLEHR

P — B A ff]7)> 5 @D NAT Feature Invocation Array (FIA) : 877 4 v 73 h U R/UEHTY £ —
Fowy VIZANI P —ERA VPN LD LD THDHE, NATFIAIX R pAf v H—T = A
ATHLHMNA v BZ—T 2 A ZATHZ2 D 5, T —FKRY > —DHRAIX from-service & L
TRESITVET,

NAT FIA from-tunnel : o 7 4 v 7B E— FrT o IN56 Frr g/l Zmm L TH—E X VPN
WCEETAHE. V—ERAVPNLAN A VX —T 2 A ATHDIHIIA v H—T = A AT NAT
FIA ANV £, T—Z KU —DOJF AL from-tunnel & L CTREINTWET,

TR —DIFEMN all (BFH) ITRESNTWEEE, P—EAVPNA VX —T A
ABLIOR RNV A B —T = A AT NAT FIA NEZHTR Y F3,

N

GE)  —bE&N=TF =2 RV —DIPT RLREZRET v 7 NATEHETIP 7 L AT,
CiscoIOSXE V V —2Z 174.1a B LN CiscolOSXE V UV —R 173.1a FTOLRIiO Y J —
ATEHEERT L LTI TEETA, NI 740 v 70 -HEEREEHELNESIZ, —iC
fbasnir —4#FR) v—%HBICERTHILERHD £,

H— E X ] NAT O #I|fRE1E
« NAT 7=V OEBRO BP3Y R — I TWET,
« 8725 VRF BIOEHIIV A — F S TWER A,
» Cisco vManage Tl&, K32 D7 — L EZHETEET,

« NAT 7 —/L4 % natpool natpool-number & L CH57E L £, natpool-number 1%, 7 — %
Uy —THEINIZNAT V=i L —E T HLERH Y £7,

WIJ . natpoollO

* CiscoIOSXE U U —A& 17.4.1a, CiscolOSXE U J—A 17.3.1a, CiscolOSXE U I — XA
1732 TIEAZT 4 v 7 NAT 7 RLRE, 77— 7 RLVATHAELTUIRY FH A,

. NAT D& E



| NAToEE
y—ezmnatozz [

*CiscolOSXE U U —Z 175.1a MBIMEDLAZT 4 v 7 NAT T RV AL, T—4HR ) —
LB SN TV S5E, RESNIENAT 7 =17 LAY 2 MIEL TS AlE

MRH Y £,
e VREDAXT 4 v 7 NAT 2%, T—F RV —L X A5 w7 NAT 7—IVEEET D
VBN H Y F9,

* NAT64 O IPv4 ZEHaiI VAR — F ENTWEH A,
o« £ —E R VPN [ZIE, —E D NAT 7V —/LESZNNLETT,
o NAT =2 b UL, HANCHERR L7-RITMRE TS A,

H—E X {8l NAT DEXTE

HY—EXBINAT 2% ET HbDT—- 70—

1. CiscovSmart 2 b —F O—spfb ST — 2R Y —ZHR L T, NAT 7 — /L& 5L
T varEgdET, NAT WO —lb &7 —2 KR Y > —OFmiL, [from-service]
THIHIVLENS Y F9, NAT O R Y ¥ —D AT [from-tunnel] TH D ME N H Y F
—éqo

2. P—E Al VPN T&H 2% [Cisco VPN] 7> 7 L — b & LT, 8 NAT 7 — &5 &%
ELET,

3. [CiscoVPN] 7> 7L — h & L CTEIWNAT v~ v B 7 2R ELET,

4. (A7 a ) [CiscoVPN] 7T o7 L—RE2EHLTAZT 4 v 7 NAT v v B 7 &% 0E
LET,

CiscoIOS XE U U —Z 17.5.1a LAk, AHX T 4 v 27 NAT D NAT 7—/LZREL., AH
T4 v NAT O—FHAEL NAT 7— LT 7> a v &t 25— 2R o —2EkTx £
7,

P —EZUDRAE T 4 v 7 NAT DR EDFEMOVWTIL, [ —E XA X T 1 >~ 7 NAT
DFRE] #BRLTLIEE,

5. NAT NEIDE . NAT F— Y 7%y hE P T RLADAZ T ¢ v 7 NAT ZH#i7)3 OMP
WCHBIICT R A AENE T, NATHEBOS A, NAT 7 —/L %7 % v N OFfAR &
IPva7 RLADOY—E 270 a2 )L~DAEZT 4> 7 NATEWZFH) CRETX £7,

\}

GE) TRV =727 a PR VPNOIZx L THESNLTWAEE, 77 3 VIEDIA b
T4 w7 L TRESNE T, NAT /= LEZEE G003 —E A VPN ()
VPN1) ([ZH L TCTF—HR) =T 7 v a U RNRESNTWDEEE, 77 aridh—t
Z A8 NAT T,

NAT DEXE
|


https://www.cisco.com/content/en/us/td/docs/routers/sdwan/configuration/nat/nat-book-xe-sdwan/configure-nat.html#configure-service-side-static-nat
https://www.cisco.com/content/en/us/td/docs/routers/sdwan/configuration/nat/nat-book-xe-sdwan/configure-nat.html#configure-service-side-static-nat

NAT D% |

B s cxaNaTo—sibsntF—2KY o—0 s & UHER

H—EXBINAT D—mibEnf-T—2 R O—DERE &K VE A

—fbEN=T —Z R Y >—%, CiscovSmart = b —F THEL &4, Cisco SD-WAN A —
Nl ARy NT—7 EON—FETEEINDIT =X N T 7 4 v 7B EEZHKRY) v—

<.
1. Cisco vManage * == —7>5, [Configuration] > [Policies] Z &R L 7,
2. [Centralized Policy] %7 U v 7 L%,
3. [AddPolicy] %27 YV v 7 L%,
AU —HER T 4 P — R & E T, —mfbESnieT —Z R Y —DOIERDFERIZ DWW T
L. T[Cisco vManage Zfif] L7z —Jtfb SN2 Y > — D) 2SR L T EE 0,
4, RUT—VU A FZfELET,
KR T N—T DRROFEMZHONTIEL, T—rfb SR Y o — DR 7 —T O
EBRBLTLL I,
5 +77a0 v J7HAlERELET,
77 4 v 7 V=V ORERRIZET 2FEMICOWTIE, TR T 7 4 v 7 b— O] 25
L TLEEN,
6. VA FEVPNICRY —Z@#EHALET,
PA F& VPNIZRY =T 2 HEOFEMICOWTIE, [P FE VPNIZRY v —
ZEMAT 5 2SR LTIEIN,
RV v—%# A3 % Ha % [All], [From Tunnel], % 721% [From Service] 7> L3I L £,
RIAAFTIVIBKURETA v NATF T r—ay
NAT D% E T—AR)—DA
A
HAF 27 NAT DL (NAT 7—1) From-service
54 F 3 w7 NAT SMBDH (NAT 77— L) From-tunnel
HAF 3 w7 NAT Wi (NAT 7F—/V) + AT 1 v 7 NAT N | From-service
D F
ZAF v 7 NATIWES (NAT 7 =)L) + AZ T 1 7 R— b 7 4 | From-service
T—T 4 T D
A F X v/ NAT S (NAT 7—/L) + A ZF ¢ 7 NAT $hi | From-tunnel
DI
FED 2 DLl O AE Y all
7. RV —%T 7747 LET,

. NAT D& E
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| NAToEE
y—ez@s1rzvonTozz |

RV —OT 77 4 TALOFEMZHOWTiR, w7 =RV v—D7 77 4 714k) %
ZIRLTLTEEN,

HS—ERSF A F 399 NAT DEETE

[FLC&HBHIIZ

1. CiscovSmart 2> k11— O—pfb a5 —Z R o —ZHEk LT, NAT 7 —/LE&E =L
TUvarvEkEhET,

2. H L\ [CiscoVPN] 7 > 7' L — M & AERT 57>, BEAFD [Cisco VPN] 7 7' L — b & iffte L
%9, [Cisco VPN] 7 7 L — M&E, NAT Z5%ET 5 — 2] VPN T3S LET,

B4+ 2y NAT T—ILDFRTE
1. Cisco vManage A ==—7>5, [Configuration] > [Templates] % #R L ¥,

2. [Feature Templates] #27 U v 27 LE 7,

Y

(G¥)  Cisco vManage U U — & 20.7.x LLRTD U Y — A ClL, [Feature Templates] D% A kLI
[Feature] T,

3. [CiscoVPN] 7T > 7' L— M afRET DL, 7o 7L — M MOBIZHD[...]E27 Vv 7 L,
[Edit] 3R L £,

4. [NAT] %27 U > 7 LET,
5. [NAT Pool] T, [New NAT Pool] &7 V v 7 LE7,
6. WENRTFTA—F&EZ AL, [Update] 27 Vv 7 LET,

R 10: NAT T— LS5 A —4

INGA—BH Ll

[NAT Pool Name] —gfbEN=T—2RY) —THk s T
W5 NAT 7 — & 5%2 ANJ) L ET, NAT
7 — V4%, VPNEB I ONVRF 2K T—ET
HOLVERHY £, V—F T LITHRK 31
(1 ~32) ®NAT /=L ZRETEET,

[NAT Pool Prefix Length] NAT 7= DF V7 4 v 7 AR&EZ AT LE
-gAO

NAT DEXE
|


https://www.cisco.com/c/en/us/td/docs/routers/sdwan/configuration/policies/ios-xe-17/policies-book-xe/centralized-policy.html#Cisco_Concept.dita_6a044023-b1d9-43f3-8ecc-28990f2513bc

B v—cxmzs57cvsnaToRE

NAT D% |

INSA—H %

Bl

[NAT Pool Range Start]

NAT 7 —/VDBHMEIP 7 KL AZ ATILE

j—O

1 74— REEINTDITE, Aa—T
% [Default] 7> 5 [Global | IZAE L ¥ 7,

2. NAT 7—LVOEEDIP 7 KL A% AJ)
L/i‘é—o

[NAT Pool Range End]

NAT 7= VDK TIP T RLAZATILE

7,

1L 74—V RFEFECTHICE, Aa—TF
% [Default] 7> 5 [Global| (ZZ & L F 9,

2. NAT 7—VOEEKEDIP 7 KL A% AT
| =

[NAT Overload]

[Onl| %27 VU2 LT, "— KT LDOEWE
AMMZLET, 7744 I [A> (On) ]
‘(‘\ﬁ‘o

[NAT Overload] 73 [Off] IZF%E STV 5
B AT v NAT DANTY RT3 A
ATHREINET, ™— T & DNAT IT5%
EINTHERA,

[NAT Direction]

NAT Fir &8RN L E7,

H—EXRRE T 1y NAT DERTE

[Cisco VPN] 7 > 7' L— F &2 ET D0, BEFED [Cisco VPN] 7 7L — M afRE L £ 7

L& BHHII

1. F—FRY —ZHER L CEALET,
2.

3 HAFTIv I NATEHRELET,

Y—ERBIREZ T 1 v NAT DERE
1. CiscovManage # ==—7>5, [Configuration] > [Templates] Z#R L £,

2.

. NAT D& E
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\}

F—ex@za7 ¢ v NTOEE [

G¥)

o u &

[Feature] T,

Cisco vManage U V — & 20.7.x LARD U U — A CiX, [Feature Templates] D% A kL%

[Edit] Z@#R L £,

[CiscoVPN] 7 > 7' L— F&fRET DL, 7o 7T L—MNORBICH D[22 ) v 7 L,

INAT) 227 U v 7 LET,

[Static NAT] %7 U v 7 LET,

[Static NAT] C. [New StaticNAT] #2 UV v 27 L£7,
WIEINT A—H & AL, [Updatel 27V v 7 LET,

RN RE2T499 NAT/IRS A —4

INSA—H %

aiBA

[NAT Pool Name]

CiscoIOSXE U U —R 17.5.1a LAFE, A X T 1 v 7 NAT (2% NAT
TV EMHTE £9, [Global] EREA 7T a v aEMIH LT NAT
T NHFEEERLET,

EETIPFFRLA

EEILIPT RLAE L THEe— LT RLAZATILET,

[Translated Source IP
Address]

BHENTZIEETIPT FLALE LTHEZ 2 — LT KL A% A
FLET, RTVITIPT RV AR T TA_X— X ELT FL A
o~ w7 LET,

CiscoIOS XE U U — A 17.5.1a TlX, A&7 4 v 7 NAT |Z NAT

TN EFEHLTODHEE. AFT 4 v 7 ICEB SN EE 0 1P
T RVRF, BESNIIAT I v NAT 7—=LD 1P T FLA
HIANICH 2 LERH Y 5,

[Static NAT Direction] | % NV — 277 KL RALEHAIT D HAaRIRLET,

AR THAA ZADYP—EZMINERE S, V—FD T v RER— Ml
ZENH 287y RO TP T KL AZEHT HIZ1E, [Inside] & &R
LEY,

CAN: ! kT AR = MUT AL ZINHT A ZZEFE L, —E A7

WNARGETO/NRYTy FOIP T KL AZEET 521X, [Outside] &
BIRLET,

NAT D& E .
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B wos—expk—ror0—54os08%

Y

GE)  CiscolOSXE VU —2 174.1a B LR CiscolIOSXE U U —2Z 17.3.1a T TOLRETDO Y Y —
A (=B RO NAT BEENEA SN L&) Tid, A¥T v 7 NATIP 7 KL AR
NAT 7—/LIP 7 RL AL EHE LTI XA,

CiscolOSXE U UV —X 175.1a T, A¥T 4 v JIZEBSINIZEETIP 7 LR IL, &
EINZE AT Iy 7 NAT 77— /LD IP 7 RLZAEPHRNIZH A0 H 0 £,

NAT DH—ERBIR— T+ T—T 4 VT DEKTE
A=K 74T =T 47 N—VEFRELT, MRy NT—I DO DERBNE R Y FU—
7 EDOF AL ANCEETEDL L IICT D ENTEET,
[F L& HHEIC
1. TRV —%MRLCEALET,
2. [CiscoVPN] 7 7L — M E&RET L0, BEfFD [CiscoVPN] 7 7L — M aRE L £ 7,

3. NAT /—LEBRELET,

NAT DY —ERBIR—rI7+T—T 1 VT DHEE
1. CiscovManage # ==—7>6, [Configuration] > [Templates] Z#R L £ 7,

2. [Feature Templates] =27 U v 27 L7,

Y

() CiscovManage U U —% 20.7.x LARTD U U — A TlX, [Feature Templates] ® ¥ 1 k/Li%
[Feature] T,

3. [CiscoVPN]T 7L — M &fRET DHI2IE, 77— MOMICHL[..127 ) v 7 L,
[Edit] 28R L E 7,

4. [NAT] %27 U > 7 LET,
5. [NAT Pool] T, [New NAT Pool] &7 V v 7 L¥7,
6. MHEANAT NT A —HEATLET,

NAT =85 A —H QFANZHOWTIEZ, NAT = —F RNy 7 f B —T = A
ADRE] 2R LTI,

7. [Add] &2V v 7 LET,

8 W—hT7+U—T 47 N—EEKT 5IZiX, [Port Forward]>[Add New Port Forwarding
Rule|z7 U > 7 L, BEBRNTA—FERELET,

. NAT D& E
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| NAToEE

cuzgALEy—exmnaT 0%z [

BK 128 DA — MBEEL— L EEFR LT, Ry NT—7 0L OERBNEL R Y U —
7 EDF R ACHEETEDL O T A ENTEET,

R12:R— b T+ T—T 4T NS A—4

INS A=A Z

Bl

[NAT Pool Name]

CiscoIOSXE U U — R 17.5.1a LI, A X7 ¢ v 7 NAT |2 NAT
T =V EHHTE 9, [Global] % EA 7Y a A& LT NAT
T NVESEERLET,

EETAHR— b

R—FEGEZAND LT, BT LFMETAR—F2ERLET,
: 0~ 65535

EETIPZRLR

EMENLFEETLT FLAZ A LET,

[Translate Port]

R RT3 V—F 4 v V2T HR— FNEREAN LET,
i ;0 ~ 65535

CiscoIOSXE UV V — 2 17.51a Tld, A¥ T 4 v 7 IZEHINT-1%
EXIPT RL AL, RESNTZFAT IV I NAT 7—1LDIP T
KU RSN H DR H D F97,

Protocol

N—hK 7T —F 47 N—) V%M T % [TCP] % 7=I1% [UDP]
Z@®IRLET, TCP h 77 427 L UDP 77 4 v 7 Oli ;T
FILAR— 2 —EIEDIT03, 22000— VEMEHRLET,

[Translated Source IP
Address]

OMPIZT RREZ AL XENDHNATIP 7 FLAZIEEL £, R—
N7 FU—T 4 7%, B IR — bR —ET 54— —1
ANSH, ZOIPT RLVAETO NI 7 4 v ZIZEHAINET,

9. [®#r (Update) 1227V >v27 LET,

CLl Z{E M L=t —E Xl NAT DEXE

—JibEN=F—2R) O —DER : EEXTOFHETEDTHBEIC—HESES
EBETTIP D OEE DL IP ~O—HF5:ME2Eate—mfb SNz T —4 RV o—%RELET,

policy
data-policy edgel
vpn-list vpn_ 1
sequence 101
match

source-ip 192.168.11.0/24

!
action accept
count nat _vrf 1
nat pool 1
!
!

NAT D& E .
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CLI #{# A L f=t— £ R {8 NAT D%

default-action accept
|
vpn-list vpn_ 2
sequence 102
match
source-ip 192.168.22.0/24
|
action accept
count nat vrf 2
nat pool 2
|
!
default-action accept
|
vpn-list vpn_ 3
sequence 103
match
source-ip 192.168.13.0/24
|
action accept
count nat vrf 3
nat pool 3
|
!
default-action accept
|
!
lists
vpn-list vpn_ 1
ven 1
|
vpn-list vpn_ 2
vpn 2
|
vpn-list vpn_ 3
vpn 3
|
site-list edgel
site-id 500
|

RNEEALFTIVIBELUVRET 49y NAT DETE
NAT 7= /VORNEEAFT I v I BIOAZT 4 v 7 NAT #RELET,

ip nat pool natpooll 10.11.11.1 10.11.11.2 prefix-length 24

ip nat inside source static 192.168.11.10 10.11.11.10 vrf 1 match-in-vrf

ip nat inside source list global-list pool natpooll vrf 1 match-in-vrf overload
|

ip nat pool natpool2 10.22.22.1 10.22.22.2 prefix-length 24

ip nat outside source list global-list pool natpool2 vrf 2 overload match-in-vrf
ip nat outside source static 192.168.22.10 10.22.22.10 vrf 2 match-in-vrf

|

ip nat pool natpool3 10.13.13.1 10.13.13.2 prefix-length 24

ip nat inside source list global-list pool natpool3 vrf 3 match-in-vrf overload
ip nat inside source static tcp 192.168.13.10 80 10.13.13.10 8080 vrf 3 extendable
match-in-vrf

. NAT D& E
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cusmL-s—exmNaT oz ]

RNER 2T 4w NATDNAT T—)LZEZERALRA 2T 199 NAT DERE (CiscolOSXE ') ') —
A 115.1a H 5 FA)

NAT 7 —VDOWNETAXT 4 v 7 NAT ZiRE L7,

ip nat pool natpooll 10.11.11.1 10.11.11.30 prefix-length 24

ip nat pool natpool2 10.11.11.5 10.11.11.6 prefix-length 24

ip nat inside source list global-list pool natpooll vrf 1 match-in-vrf

ip nat inside source list global-list pool natpool2 vrf 1 match-in-vrf

ip nat inside source static 192.168.11.10 10.11.11.10 vrf 1 match-in-vrf pool natpooll

NAT 7= VICHNERA X T 4 v 7 NAT B L O A X T ¢ v 7 NAT iR EL £,

ip nat pool natpooll 10.11.11.1 10.11.11.30 prefix-length 24

ip nat pool natpool2 10.11.11.5 10.11.11.6 prefix-length 24

ip nat inside source list global-list pool natpooll vrf 1 match-in-vrf

ip nat inside source list global-list pool natpool2 vrf 1 match-in-vrf

ip nat inside source static 192.168.11.10 10.11.11.10 vrf 1 match-in-vrf pool natpooll
ip nat outside source static 192.168.21.10 10.22.22.10 vrf 1 match-in-vrf pool natpooll

ERAGI1: NEENAT T—)LZFERLI=MER ST 1 v NAT

ZOBITIE, WEBA X T 4 v 7 NAT DBRNBNAT 7V — L~ v BV 7SN TWAEE, v—7
VAL, A== A Xy N7 &N LTCYVE— by VMDD E Y NT—T DP—E R
BNZIRIND AZT 4 7 NAT N7 7 4 w7 (A2 ipbT U7 ) IR LT, 7—4KY —
WA ELET, =72 1021%, Ry NU—27 OV —E2A{) 6, 5857 2 — L 1P
7T RLZ10.111110D Y E— how PF AL REBTD RN T T 4 w7 (T RMLAY) XL
TTF—#R ) — R EEELET,

policy
data-policy edgel
vpn-list vpn_ 1
sequence 101
match
source-ip 192.168.11.0/24
destination-ip 192.168.21.0/24
|
action accept
count nat _vrf 1
nat pool 1
|
!
default-action accept
|
sequence 102
match
source-ip 192.168.21.0/24
destination-ip 10.11.11.0/27
|
action accept
count nat vrf 2
nat pool 2
|
|

default-action accept
|

default-action accept
|

NaToEE I
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B +—crxantozzors

FEABI2: AEENAT 7 FLR T—LIZIYEV T SNE=ASBR 2T 499 NATE LK UHNEBR 2
T 197 NAT

ZOFITIE, WEAZT (v 7 NAT LAMEA X T v 7 NAT S NAT 7= Vv v BV 7 &
NTWDEEE, =7 A1011F, A— =LA Xy hT—T %N LTIE— by TS
AMHHR Yy NT—7 O —EZRNZMNI AZT 4 I NAT N T 7 47 (LB T D b
~) ACKLT, TR R EEELET, Y7 A1021E, Rry hT—7 OH—F
ZUH S, 5B 70— LIPT KL A 101111100 ) F— b=y PF R, ZFGETHO T 7 4
7 (T RPHAL) IZHLTT—FRI) —EREHEELET,

policy
data-policy vedgel
vpn-list vpn_ 1
sequence 101
match
source-ip 192.168.11.0/24
destination-ip 10.22.22.10/27
|
action accept
count nat _vrf 1
nat pool 1
|
!
sequence 102
match
source-ip 192.168.21.0/24
destination-ip 10.11.11.0/27
action accept
nat pool 1

default-action accept
|

\}

() CiscolIOS XE U U —x 17.3.1a LAR&, ip nat settings central-policy =2~ > Ri%, Cisco I0S
XE SD-WAN 7734 A @ NAT 73 Cisco SD-WAN E— R CTHEFET 2 72 DI E T, Cisco
vManage #§HET > 7 L— R &2 H L TT /3 A TNAT 2 AT D84, Cisco vManage
XZDa~y RET AL ACHBINIC Y vy o2 LET, 72720, 7734 ATNAT Zi%7E
FTR1DIEFIZT A ACLL T v 7 b— AL TWASEEIE, 73N ACLLT v
L— R ip nat settings central-policy =~ > R &BIIT 5 LERH VY £97,

H— E X ] NAT D% TE DHERR

VRF 1 D4l

192.168.11.10 26D N T 7 4 v 71X, AZT 4 v 7 NAT b— /WKW TEBINE T,
192.168.11.024 DMDOEFETLNED 8T 7 4 v 71, T—I/VIPIZE#BINET,

Device# show ip nat translations

Pro Inside global Inside local Outside local Outside global
tcp 10.13.13.10:8080 192.168.13.10:80 -—= -—-

-—= -== -—= 10.22.22.10 192.168.22.10
--- 10.11.11.10 192.168.11.10 -—- -—-

icmp 10.11.11.1:18193 192.168.11.2:18193 192.168.21.2:18193 192.168.21.2:18193
tcp 10.11.11.10:59888 192.168.11.10:59888 192.168.21.10:21 192.168.21.10:21

. NAT D& E
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tcp 10.11.11.10:50069 192.168.11.10:50069 192.168.21.10:35890 192.168.21.10:35890
tcp 10.11.11.10:39164 192.168.11.10:39164 192.168.21.10:80 192.168.21.10:80
Total number of translations: 7

VRF 2 D451

192.16822.10 25D v T 7 4 v 71, AXT 4 w7 NAT b— U2 HS0 T 10.22.22.10 (2485 H#
SNFET, MOEETT 192.168.22.024 126D T 7 ¢ v 7%, FT—NIPICEBINET,

Device# show ip nat translations

Pro Inside global Inside local Outside local Outside global
tcp 10.13.13.10:8080 192.168.13.10:80 -—= -—=

-——= == -—= 10.22.22.10 192.168.22.10
--- 10.11.11.10 192.168.11.10 -—= -—=

tcp 192.168.12.10:21 192.168.12.10:21 10.22.22.10:56602 192.168.22.10:56602
tcp 192.168.12.10:46238 192.168.12.10:46238 10.22.22.10:49532 192.168.22.10:49532
icmp 10.22.22.1:18328 192.168.22.2:18328 192.168.12.2:18328 192.168.12.2:18328
tcp 192.168.12.10:80 192.168.12.10:80 10.22.22.10:46340 192.168.22.10:46340

Total number of translations: 7

VRF 3 D45

10.13.13.10:8080 ~D ~ T 7 ¢ » 7 1ZF =T 192.168.13.10:80 |22 S L E T, 192.168.11.0/24
MOEDFEDMD NT 7 4w 73T T, T—NVIPIZEHBRINFET,

Device# show ip nat translations

Pro Inside global Inside local Outside local Outside global
tcp 10.13.13.10:8080 192.168.13.10:80 -—= -—-

-—= == -—= 10.22.22.10 192.168.22.10
--- 10.11.11.10 192.168.11.10 -—- -—-

tcp 10.13.13.1:43162 192.168.13.10:43162 192.168.23.10:21 192.168.23.10:21
tcp 10.13.13.1:41753 192.168.13.10:41753  192.168.23.10:34754 192.168.23.10:34754
icmp 10.13.13.1:19217 192.168.13.2:19217 192.168.23.2:19217 192.168.23.2:19217
tcp 10.13.13.10:8080 192.168.13.10:80 192.168.23.10:40298 192.168.23.10:40298
tcp 10.13.13.1:43857 192.168.13.10:43857 192.168.23.10:80 192.168.23.10:80

Total number of translations: 8

NAT T—)LDRZ T4 v % NAT IZERA SN T SIHEEDOH—E X {8 NAT OFEEE (Cisco 10S XE
1)) —X1751ah o)

WOHTIBNL, 7747 1 (192.168.11.10) 7255 —,3—2 (192.168.21.11) ~@ UDP k
T4 v ERLTWET,

Device# show ip nat translations

Pro Inside global Inside local Outside local Outside global
--- 10.11.11.2 192.168.11.10 -—- -—-

--- 10.11.11.5 192.168.11.10 -—- -—-

udp 10.11.11.5:5001 192.168.11.10:5001 192.168.21.11:5001 192.168.21.11:5001

—----> NAT IP from Pool 2
Total number of translations: 3

woOHENFNE, 7747 M1 (192.168.11.10) B —,3—1 (192.168.21.10) ~@ UDP ~
F74 v BRLTWVWET,

Device# show ip nat translations

Pro Inside global Inside local Outside local Outside global
--- 10.11.11.2 192.168.11.10 -—- -—-

--- 10.11.11.5 192.168.11.10 -—- -—-

udp 10.11.11.5:5001 192.168.11.10:5001 192.168.21.11:5001 192.168.21.11:5001

NAT D% E
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—----> NAT IP from Pool 2
udp 10.11.11.2:5001 192.168.11.10:5001 192.168.21.10:5001 192.168.21.10:5001

--—-> NAT IP as per static NAT rule mapped to Pool 1
Total number of translations: 4

woOENENE, 7747 2 (192.168.11.11) 236 P—s3—2 (192.168.21.11) ~@ UDP K
T4 v ERLTWVWET,

Device# show ip nat translations

Pro Inside global Inside local Outside local Outside global

--- 10.11.11.2 192.168.11.10 -—= -—=

--- 10.11.11.6 192.168.11.11 -—= -—=

--- 10.11.11.5 192.168.11.10 -—= -—=

udp 10.11.11.5:5001 192.168.11.10:5001 192.168.21.11:5001 192.168.21.11:5001
----> NAT IP from pool 2

udp 10.11.11.6:5001 192.168.11.11:5001 192.168.21.11:5001 192.168.21.11:5001
----> NAT IP from pool 2

udp 10.11.11.2:5001 192.168.11.10:5001 192.168.21.10:5001 192.168.21.10:5001

--—-> NAT IP as per static NAT rule mapped to Pool 1
Total number of translations: 6

H— E X {8 NAT D& EHI

il : CiscoVPN A V2 —TJ AR 4 —HFy b T TL— FTONATERE
ip nat inside source list nat-dia-vpn-hop-access-list interface GigabitEthernetl overload

ip nat translation tcp-timeout 3600
ip nat translation udp-timeout 60
ip nat route vrf 1 10.0.0.1 10.0.0.1 global

interface GigabitEthernetl
no shutdown
arp timeout 1200
ip address 10.1.15.15 255.255.255.0
ip redirects
ip mtu 1500
ip nat outside

Bl . 5452y NAT DEETE

ip nat pool natpool-gigabitethernetl-0 198.51.100.1 198.51.100.2 prefix-length 24
ip nat inside source list global-list pool natpool-gigabitethernetl-0 egress-interface
GigabitEthernetl

Bl: Ao —T A RBERDHRE

ip nat pool natpool-gigabitethernetl-0 209.165.201.1 209.165.201.2 prefix-length 24
ip nat inside source list global-list pool natpool-gigabitethernetl-0 overload
egress—-interface GigabitEthernetl

Bl V=T Ry VBT RITE B V8 —T 14 RBAFORE

ip nat inside source list global-list interface loopbackl overload egress-interface
GigabitEthernetl

VPN A4 — E X {f] NAT

WDt 7> aTid, VPN WY — B 2| NAT DR EIZET 5 ERE2RME L £,

. NAT D& E
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VPN i —t 2 NAT (<5 2154 ]

VPN R+ —E X {8 NAT [CEE T % 1E#R

VPN N — B 2]l NAT (&% — B 2l NAT OJLEEETHY | H—EAMLAN 1 ¥ —7 =
A 20, [EA LT VPNHOBDY—EZA LAN A VX —T =2 A AL WBETEDH LI LET,
VPN AY—E R NAT iZ, A¥T 4 v 7 FT203X4 AT I v 7 NAT LT, 7—H b7
T4l ELLOHMICHREBTES LI LET, ipnatoutside=~ > REMH LT, /¥
Ty RPOLANA 7 —T 2 Af AMBINEA v F—T oA AL LTRESNTA VX —T <
A AIN—=T 4T EINDH LI, AXT 4 v FlEFF AT v NAT L— L&A TE
7,

FNRAACLIT L —FERILCLI T RAVT o FL— F2HEH LT, VPN N3 —E 21|
NAT 3% ECE £ 7

VPN NY—E 2| NAT ODR— 73U —F 4 VT ERETEET,

VPN H#—E 2l NAT DR— s 7 + U —F 4 T OREDFEMIZONTIE, [NATOH—F
AR =P 7 V=T 4 VT ORE] 2SR L TN,

VPN A+ — E X ffil NAT D F s

« [l L VPN T LAN-to-LAN |7 7t » 2 %4 78— b #E

cEBDODIPT RL AL U T ENTZIPT RLAME~ Yy E L I BICATT v )
F70I XA F 2 v 7 NAT 2V — ~AJRE

*FLEVPNIND2 DD LAN A X —T = A A ORI 8T 7 4 v 7 &R — bk olHe

VPN A+ —E X {8l NAT O H|RE 18

e UE— T T F DY —E A LAN A X —T 2 A4 ADNAT IV R —FENTWEH
Ao

e P —ERAILANA V' H =T =2 A AMHDONry ST, ALV b AV H =Xy NT 7V
T x DIA) FVFAR—=FSNTWVEREA,

e P—ERAMLAN A X —T7 = A AL, FL VPNWNIZHALENRDH Y F7,
NAT 1. #2725 VPN Tl R —F SN TWEH A,
« 77 AT U4 —/b, AppNav-XE, BL P~/ FX¥ A MIPHR— S THEHA,

e TNAACLI T L — b ERIICLIT KAV T 7 L—hEMA LT, VPNNY—E
A NAT %3¢ 7E L £, Cisco vManage #6RE7 > 7' L — h @ 7" — K& Cisco IOS XE VU
J—2Z 17.7.1a TIIFHATE T8 A,

Y

GE)  ftho> NAT BE#EFEAREIZ Cisco vManage F¥BET > 7' L — b & fifi
925 L, ipnatoutsides® ENA v ¥ —7 = A ANHHIFRE
AET, L7z23-> T, VPN WH— B 2l NAT #REIXfEH ©
TFEHA,

NAT D& E .


https://www.cisco.com/content/en/us/td/docs/routers/sdwan/configuration/nat/nat-book-xe-sdwan/configure-nat.html#config-service-side-port-forwarding-nat
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NAT OE |
B ven o —cxpNAT oRE

T ARV —DOFME [Al] L LTERELET,

s LANIOWBEA v X —T 2 A AL A —H Ry N YT A X —T oA ADIHPYHFR— K&
NEF, V=R I BIOTV v ALV A H—T A A BD) A F—T = A
AFPR—FENTWEREA,

o N— MEREAHHA L7- NAT DIA T3 AR — FENTWEH A,

VPN 4 — E X ] NAT D& E

VPN AH—E XAl NAT 2R ET H1=-bDT—Y 70—

1. AT 4w I EREFAT IV NAT = v B 7D CiscovSmart 2> b —F O—tfk
ST =R —2RELET,
—TfbENTZT —F R Y —DFREDFEMZONTIEL, INATO—mfbEni=T—4 KU
U—OEREEH] AL TIEIN,

2. [CiscoVPN] T o7 L—hEHLT, A¥T 4 v 73X AT I v 7 NAT AR E L E
o

3. FFvayv) AT AT FEREFEAA T INAT v B T DTN EHRELET,

AT 4w 7 FERFEATI VI NAT = v B T DT — N4 DO E DI OWTIE,
[—E 2D AZT ¢ v 7 NAT OFRIE] R LTI ZE,

4., FARALADCLI T L —hERIICLIT RAVT 7 L— R LT, NAT ZHH
DA > B —T 2 A AEREL, TOREET A AZ@HLET,

5, FARALACLIT V7L —FERIECLIT REVT T L— R 2T, R THERE L £,

CLL7 FA VTV TL— +#ERLT- VPN BH—E X8| NAT D% E

L& BHII

HLWCLLT FA T 7 b— b aAE T 27 BHFOCLLT R4 T 7 L— b e L E
—§—O

CLI Add-on Feature Templates D FEAIZ-DUWNCid,  [CLI Add-on Feature Templates] %2R L C
<TZEvy,

CL7 FAYT YT L— ZEEAL T VPN RH—E X {8l NAT DEXTE
1. Cisco vManage * == —7>5, [Configuration] > [Templates] Z &R L 7,

2. [Feature Templates] #72 V v 7 LE T,

A\

(G¥)  Cisco vManage U U —Z 20.7.x LR U Y — A TlX, [Feature Templates] D% A kLI
[Feature] T,

. NAT D& E


https://www.cisco.com/c/en/us/td/docs/routers/sdwan/configuration/system-interface/ios-xe-17/systems-interfaces-book-xe-sdwan/service-side-nat-ios-xe.html#Cisco_Concept.dita_128612e8-044f-4573-925b-7a7d3dad0e2e
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| NAToEE
ven i — e 2 NaT osxse sl ]

3. [Addtemplate] 27 U v 7 LT,
4. THRAAY A RINOET N RAEBRLET,
5. [OTHER TEMPLATES] ® [CLI Add-On Template] %2 U v 7 L %7,
6. [CLI Add-On Template] =V 7 C, EZ AN L ET,
7. ipnatoutside =~ REMEMA LT, AMBA v 2 —T A ZERELET,
8 [Save RTF) 127 Uy I LET,
{ER% L7= CL1 7 K47 > 7 L — K [CLI Configuration] (23R SV E T,
9. CLIT RALVT T L= aT M RAZT Xy FLET,

VPN (N4 — E X {fi] NAT 0% E 5l

Bl - R —DHERL

WIZ, NAT 7=V % &¢e Cisco vSmart 2> b2 —F O—t b ST —F R U o — DR
ZoRLET,

Device# show running policy
policy

data-policy cedgel
vpn-list vpn_ 1
sequence 101

match

source-ip 192.168.11.0/24
|

action accept

count nat _vrf 1

nat pool 1

|

!

default-action accept
|

!

lists

vpn-list vpn_ 1

vpn 1

|

site-list cedgel
site-id 500

5l : IPNAT AR CERESNIZLANA V2 —T 4 X1

WOFE, ip nat outside 1 > % — 7 = A A GigabitEthernet 5.102 A > % — 7 = A ATFHE S
NTWbHZEERLTWET,

Device# interface GigabitEthernet5.102
encapsulation dotlQ 102

vrf forwarding 1

ip address 192.168.12.1 255.255.255.0
ip mtu 1496

NAT DEXE
|
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B v cxEspazzs570 95 NAT

ip nat outside

ip ospf dead-interval 40

ip ospf 1 area O

pool configuration:

ip nat pool natpooll 10.11.11.1 10.11.11.2 prefix-length 24

ip nat inside source list global-list pool natpooll vrf 1 match-in-vrf overload

static nat inside config:
ip nat inside source static 192.168.11.10 10.11.11.10 vrf 1 match-in-vr
end

Bl :LANA >3 —T x4 R2

W OB, GigabitEthernet 5.101 f > % —7 = A AN[A L VPN B L O VRF TRREINTNDH D
xR LTWVET,

Device# interface GigabitEthernet5.101

encapsulation dotlQ 101

vrf forwarding 1

ip address 192.168.11.1 255.255.255.0

ip mtu 1496

ip ospf dead-interval 40

ip ospf 1 area O

pool configuration:

ip nat pool natpooll 10.11.11.1 10.11.11.2 prefix-length 24

ip nat inside source list global-list pool natpooll vrf 1 match-in-vrf overload

static nat inside config:

ip nat inside source static 192.168.11.10 10.11.11.10 vrf 1 match-in-vr
end

H—ERBIEHAHERE T2 v NAT

WDv 7 arTid, —EAUEHFEAZT 4 v 7 NAT OFEICOW T LET,

Y—ERAEHGFEREZ T4 v NAT IZET B 1EH

P—EAURMERZT 4 v 7 NAT ZRE LT, 5856 1P 7 R L RIZESWT, A UHET
IP7 RLAZERIDOZa—s 3L P T RLAICE#RLFET,

P — B RGEMT & NAT 255 & REBEHDORIDOAZT 27 NAT 77—/ 1P 7 KL
ZHEPFANTRICEETIP 7 FL A EZRETEE T, CiscolOSXE Y U —=A 17.8.1a LLFiE, =
DOHEREIZT Y R— P& TWERATLE,

TNAACLI Z#H LT, —ERAUKMEHEATT v 7 NAT ZiRE L E7,

Y—ERBIEHRFERE T4 v NAT DF| =

« T—HRY DL IP T FLRIZESNT, RURETIPT FLAZFIOIPT FL2
(L ET,

o RIDHERR BT A Z T 4~ 7 NAT 7— )L IP 7 RL ZEHENTRICEETLIP 7 L A& fH
HATExn L9 LET,

. NAT D& E
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H—ERMEHHERET 1o NATO#IREE ]

Y—ERAEGFEREZ T 1 v NAT DHIREIE

o =B RAIDOFMATE A X T 4 v 7 NAT 1. WELA X T ¢ v 7 NAT B L O —E A +
Z7 4 v I EHEHATT,

AR E T 4w 7 NAT XA —FENTHER A,
*DIA P77 4 v 7Y FR—FEINTWVWERA,

G—ERAIEHGZERE2T oI NAT 28 FET H-HNDT—H 70—

1

—JfbSNeT =2 RY o—%l L, RARD5HIPT FLATY =7 o A&l L E
ﬁ‘o

FEAMZOWTIE, [ —ERXHINAT O —ofbSNnizT —% KR o—DIER EEH] 25
LT EEN,

FLue—HhLIPT RL2AZEESLL EH 2 OO NAT F—LEHELET,

CLI Z#fFH L7 — B RIS E A X T ¢ v 7 NAT OFTEDOFFMIZ oW T, [CLI %
ERA LY — 2T & 2 X T ¢ v 7 NAT OFRE] 2L TL7EE N,

SEHCIP 7 R LU ADEWAEMER L F T,

SE5EIP 7 R U ADEBOMZRICET 23O\ T, [CLI 2 U 72 S84 & HHY
NAT O8] =R LT 7E 30,

CLUZFERAL-Y—EXRAEHEMZEERE2T 1 v NAT DERTE

1.

—AbENTT —Z R =L, =T AL ET,

data-policy EDGE1l

vpn-list vpn 1

sequence 101

match

source-ip 192.168.11.10/32
destination-ip 192.168.21.10/32
|

action accept

count vrfl In20utl

nat pool 1

|

!

sequence 102

match

source-ip 192.168.11.10/32
destination-ip 192.168.21.2/32
|

action accept

count vrfl In20ut2

nat pool 2

|

!

default-action accept

|

|

lists

NAT D& E .


https://www.cisco.com/c/en/us/td/docs/routers/sdwan/configuration/nat/nat-book-xe-sdwan/configure-nat.html#create-apply-centralized-data-policy-service-side-nat
https://www.cisco.com/content/en/us/td/docs/routers/sdwan/configuration/nat/nat-book-xe-sdwan/configure-nat.html#nat-direct-internet-access
https://www.cisco.com/content/en/us/td/docs/routers/sdwan/configuration/nat/nat-book-xe-sdwan/configure-nat.html#nat-direct-internet-access
https://www.cisco.com/content/en/us/td/docs/routers/sdwan/configuration/nat/nat-book-xe-sdwan/configure-nat.html#verify-conditional-static-nat-config
https://www.cisco.com/content/en/us/td/docs/routers/sdwan/configuration/nat/nat-book-xe-sdwan/configure-nat.html#verify-conditional-static-nat-config
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vpn-list vpn_1
vpen 1

|

site-list EDGE1
site-id 500

|

|

|

2. W7 b 2 OO NAT F— v E2RELET,

Device (config)# ip nat pool natpooll 10.11.11.1 10.11.11.10 prefix-length 24
Device (config)# ip nat pool natpool2 10.22.22.1 10.22.22.10 prefix-length 24

3. XH&ET 5D NAT 7 —/MZE UEHEILIP 7 KL AZHEHA LT, WA X T 1 v 7 NAT ik

ELET,

Device (config)# ip nat inside source static 192.168.11.10 10.11.11.10 vrf 1

match-in-vrf pool natpooll

Device (config) # ip nat inside source static 192.168.11.10 10.22.22.10 vrf 1

match-in-vrf pool natpool2

Device (config) # ip nat inside source list global-list pool natpooll vrf 1 match-in-vrf
overload

Device (config)# ip nat inside source list global-list pool natpool2 vrf 1 match-in-vrf
overload

Y—ERAEHFEREZ T4 v NAT DEREDHEER

NAT Pool 1 5 & U NAT Pool 2 D% 1{E 7T IP £ #2451

natpooll M5& . Cisco I0S XE SD-WAN 7 /34 Z [TIEFEILIP 7 R LA 192.168.11.10 &
10.11.11.10 \ZZ8#A L, %6561% 192.168.21.10 'C?L

Device# show ip nat translations

Pro Inside global Inside local Outside local Outside global
--- 10.11.11.10 192.168.11.10 - -

--- 10.22.22.10 192.168.11.10 -—= -—=

icmp 10.22.22.10:8371 192.168.11.10:8371 192.168.21.2:8371 192.168.21.2:8371
icmp 10.11.11.10:8368 192.168.11.10:8368 192.168.21.10:8368 192.168.21.10:8368

Total number of translations: 4

natpool2 M55, Cisco [0S XE SD-WAN 7 /34 Z [TIEEILIP 7 R LA 192.168.11.10 &
10.22.22.10 [IZAHA L, %65C1% 192.168.21. 2’(?‘

HS—EXRBREFT 4 vy kT—% NAT
WDEsa T, Y—ERAMURZT 4 v 7 %y hT—7 NAT DR EICOW T LEI,
HY—ERBRE2T 492y D —2 NATOIEER

1 OOREEHFHL T, Xy T =7 BRI —EAMAZT 4 v 7 NAT 2% ETExET,

Cisco vManage £721X7 /XA A CLI 7> 7 L— b 2HHL T, h—ERMAXT 4 v 7 x> b
U — 2 NAT ZHER CE £,

II NAT D& E



| NAToEE
H—ERERET 1 v 4y k7—2 NATOFIE [

Y—ERBRE2 T4 v Iy bT—2 NATOF =

Y TRy FEEERETDLODHE—-DAZT 4 v 7 NAT 7=V ORELZ Y R—FLZE
‘j‘o

cIAN L7 4 v 7 ABLIRLANA L Z—T 2 A ADF TV =V b T vl —Re% Y
A—hrLET,

H—ERBRET 1 v %y bT—% NATOHIREIR
e —TfbINTT—FRY =2 LIBRIT TR — SN TWERE A,
*NAT 77—/ 7 FLZAOEBIT IR —FShTHERA,
o F—E RN AR~ NV —27 NAT DA B R—hIvET,
AL T 47 Fy hT—7 NAT (TR — hENTHERA,
* DIA REFHAR—FINTHERA,

S—ERBIRET 4 v %y kT—% NAT DHERL

Before You Begin
c T AR —H AR L CGEA LET

P —E AU NAT O—5efb SNz T — X R U > —OFERR & A Oz VWi, T —
E 2l NAT O— g b SN — 2R o—OfFk A ] 2B LT FEN,

* [CiscoVPN] 7 > 7' L— h &R ET 57>, BEFD [Cisco VPN] 7 > 7 L— &Rt L £ 77,
e —ERAZT 1 v 7 NAT ZHELET,
N

GE) Y —bERMARXT 4 v I Fv bT—7 NAT T DRI,
NAT 7 — V2R T 2L E R H D 7,

P — BRI A Z T 4 v 7 NAT & NAT 7 — /L DFEDZEMCHONTIT,  [H—b 22 #
T4 v 7 NAT OFTE] 2B LT E I,

Y—ERBRET 4 vy b T—%- NAT DHER
1. Cisco vManage A == —/>5, [Configuration] > [Templates] Zi&{R L £,
2. [Feature Templates] #2 U v 7 LE 7,

3. [CiscoVPN] 7 > 7L — MEMRET DX, 7oL — MOBIZHL[..]E27 ) v L,
[Edit] 2R L £,

4. [NAT] %27 U > 7 LET,

NAT DEXE
|
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NAT D% |

B cuzEmLry—ExmREF 9o Ry FT—5 NAT OHR

8.

[Static NAT] #7 U v 7 LET,
[Static NAT] C. [New Static NAT Subnet] %7 U v 7 L £,
WHINT A =B NI LET,

RIHFLWRET 499 NATH TRy bS5 A—%

IS A—H 4% Bl

[Source IP Subnet] EETIPY TRy h7 RLALE LTHRE— LT KL A%
ABLET.

[Translated Source IP BHENTEETIPYH 732y 7 RLRAE LT, A7 e —

Subnet] NV H TRy T RUVAEANLET, TV IPT R

VAGE T TAR— R EEIET LA~y T LET,

[Network Prefix Length] Py NI —=I DT VT 4w I AEEALET,

[Static NAT Direction] Fv NU—=I T RURAEHRO S &R L ET,
Py MU= T RUAEHEFITTDHHmE LT [NE 2%
WLES,

[Add Object /Group Tracker] | (A7 g ) A7 V=7 ba2 T vX U 7 T550F, 4
TV NIDEBFEANLET,

ATV b NT v h—HEREIX. =B AUARE T 4 v T Ry
kU —2Z NAT THHR—bFEZNTHET,

(%8 (Update) 127 U v 27 LET,

CLLZFERALE-Y—ERBRE T4 v IRy FT—2 NAT DK

1

WDa<y FEFERALTC, Y—ERXUAZT v 7 F > U —27 NAT ZH#EK L £,

Device (config) # ip nat inside source static network 192.168.11.0 192.168.70.0 /24
vrf 1
match-in-vrf

(7> ay) Y—EZRAINAT 7=V P IS h—5FBELET,

FHZHOWTIL, [ —E2[NAT A7 V=27 F T v h—OFRE] 2R LTLEE
v,

Y—ERBRE2T 49y FT—% NAT REDHER

DR va T, Y—ERMURAZT 4 v 7 X b T —27 NAT % E & MERT 5 FEICON
Tt L E£9,
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| NAToEE
F—ERBRET 4 vo Ry k7—s NaTEEOESR [

Y—ERBRE T4y y FT—9 NAT DEHBRDOFER
Iz, show ip nat trandations =~ > RO HIZ R L £9,

Device# show ip nat translations

Pro Inside global Inside local Outside local Outside global
--- 192.168.70.0 192.168.11.0 - R
--- 192.168.70.11 192.168.11.11 -—— R
--- 192.168.70.10 192.168.11.10 -—— R

icmp 192.168.70.11:16528 192.168.11.11:16528 192.168.21.11:16528 192.168.21.11:16528
icmp 192.168.70.10:16525 192.168.11.10:16525 192.168.21.10:16525 192.168.21.10:16525
icmp 192.168.70.10:16526 192.168.11.10:16526 192.168.21.10:16526 192.168.21.10:16526
icmp 192.168.70.10:16527 192.168.11.10:16527 192.168.21.10:16527 192.168.21.10:16527

Y—ERBRET 4 vy bT—% NAT L— FDIERLDFERR
Iz, showip routevrf =<2 RO IHIZR L £,

Device# show ip route vrf 1
Routing Table: 1
Codes: L - local, C - connected, S - static, R - RIP, M - mobile, B - BGP
D - EIGRP, EX - EIGRP external, O - OSPF, IA - OSPF inter area
N1 - OSPF NSSA external type 1, N2 - OSPF NSSA external type 2
El - OSPF external type 1, E2 - OSPF external type 2, m - OMP
n - NAT, Ni - NAT inside, No - NAT outside, Nd - NAT DIA
i - IS-IS, su - IS-IS summary, L1 - IS-IS level-1, L2 - IS-IS level-2
ia - IS-IS inter area, * - candidate default, U - per-user static route
H - NHRP, G - NHRP registered, g - NHRP registration summary
o - ODR, P - periodic downloaded static route, 1 - LISP
a - application route
+ - replicated route, % - next hop override, p - overrides from PfR
& - replicated local route overrides by connected

Gateway of last resort is not set

10.0.0.0/8 is variably subnetted, 5 subnets, 2 masks
Nd 10.0.1.0/24 [6/0], 2d00h, NullO
10.0.100.0/24 is directly connected, GigabitEthernet8
10.0.100.15/32 is directly connected, GigabitEthernet8
10.20.24.0/24 is directly connected, GigabitEthernet5
10.20.24.15/32 is directly connected, GigabitEthernet5

n
c
L
c
L
n Ni 192.168.70.0/24 [7/0], 00:00:12, NullO

NAT D% E
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B v—crxanrrocorr59n—

H—EX|INATA TSI S yh—

® 14 BEEDBE

HaE

iy

) 1) —REH

B

P—ERAMUNAT AT V=7 b
NTw =% R—k

CiscoIOSXE U U —A 17.8.1a
Cisco vManage V Y — % 20.8.1

ZOMREIC KD . —E Al
A BT 4 > 7 NAT WE D LAN
TV T 4w AELAN A Vv

B—T A ADKNT v FL T
DY R— FBEMENET,

NAT /L— MZBH#EfHT BT
WBEF T2l N NTh—
DOARRE (7 v T E 213X 7 V)
WEAT 5 L. NATOMP /L—
NRNV—T 4 T T —T I
EMEZITHIBFRENET, B
INE 721 XHI bR 472 NAT L—
heAfLv B —T e ABE=
2V 7T 579D Cisco
vManage DA 4 &K /RTE £
7T

P—EZAINAT A7 ¥ =7 b
k7w 1—I%, Cisco
vManage, 7 /3A A CLI 7
TL— b, £IELCLL T A
YT — MEHLTER
ETEET,

HS—EXRBINATA TP x) b by h—IZBET BHIEER
P—ERA[NAT A7 V=27 b T v h—iF, WOKNT X TOFR—NERIELE3,

AN L7 4w T A =T 4 T —T LD — MEHR—A (RIB) DT VT 4 v 7
A EBEFLE T,

N

G

N—T 4T T—=TMIT VT 4 v I ARRWGAE, —E
ZANAT A7 V=7 b T o D—IENAT V7 4 v 7 AD
OMP L— M #HIBR L E 3,

IANA v Z—T 2 A A LANA Y Z—T oA ADRBHL TWAENE I A2 BHLE T,
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| NAToEE

H—EXBNTATO1H krSvh—nFia ]

N7 o X U THROKA TV =7 M, CiscovManage, 7 /34 ACLI, 721X CLIT KAV T
VL= M TCHRESNE—EOEFICLo TSN ET, 7747 M FatRix, Z0F
SEHEHLTCHEDA TV 27 MEBHILET,

NIRRT TavRE, TR UTHEOFT TV 27 NEEMICR=Y L, EOZE
ERHIVULFHE LET, P T oF I RBAT Oy FOER L, 7<IT, FRiTEEESINE
BIERI, RO T4 T N e RZBHINET, A7 V=7 FNOfEIX, Ty 7ERET
e L THEINET,

LAN 7' L7 v 7 AETUTLAN A » H—7 = A ADIKEEIIE U T, OMP %41 L7z NAT /L—
E7 RANZA XA RNBINE T2 IFHIFR &4V E 9, CiscovManage TA X2 b 7 %R R LT,
EDONAT V— KT RAZ A XA RRBINEIIFHIBR SN e E2 R T £,
CiscovManage TOA 7 V=7 N 7 v — A X2 b B 7 OEROFEMIZONTIEL, TH—E
ZNAT A7V =27 M 7 v H—0ER] 22 LTI EI0,

P —E 2O NAT A7 =7 ~ b7 v 1—I%, CiscovManage, 7 /3 A CLI, £721X CLI 7
RArT o7 r— b L TRETE £,

track & — 7 — K% ip nat inside source =2~ > RIZEMML £7,

track & — 7 — ROFEIZ OV i, Cisco IOSXE SD-WAN Qualified Command Reference @ ip
nat inside source 2~ RZ B L T 72 &0,

H—EXRBINATA T2z b Sy h—DFIR

AT MNT v —DIREEIZHE ST, OMP Z /L TNAT L— R 7 RARZ A XX
kZBINE 7= ITHIBR L E T,

< BANE 72 ITAIBR S 7z NAT v — MRS 2B 5 72 @ Cisco vManage 1 X k1 7 1@
MERAE L ET,

CIANT V7 49 P AL LANA VX —T 2 A ADFT V=7 v bT v hh— PFR— %
HLUE9,

H—ERBINATAT2xH b bT v h—DHIREIE

e —VERAFT 4 v I NAT AT V=27 b NT v h—Id, AXT 4 v 7 NATHBLOX
A F v 7 NAT NCORYR—FEINFET,

e MNEFAH T ¢ v 7 NAT £721Z NAT DIA IV R — hENTWEH A,
AR ERE R — RT3 —T 4 T IE AR — FENTWHERA,

» Cisco vManage (%, IP /L — FOBHZ R — L TWERHA, T34 ACLI 77 L— Lk
FFCLU T AT o7 Lv—haHLT, IPL— 2 T yF 7 TEET, Cisco
vManage ZfffH L C, A v H—T 2/ 2% AT V27 FE L ThTvF 7V TEET,
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NAT D% |
B v—cxanaT+Iocs kb5 yh—omms

H—EXBINATA T D b bS5y h—DOFERH

LANA VA =T 2 A AL LAN T LT 4 oV ARNE T 58, P—EAAINATA 7 ¥ =
I NNT o A—PNHEERNCK 7 LET, CiscovManage TA X2 hur /xR R LT, D
NAT /b— R 7 RXZ A XA "ABBMEITHIBR SN0 E R TE £,

S—EXBINATA T S Y h—%BRETH=HDT—0 D
D_
1. CiscovSmart 2> ha—7 O—fbIN=T —Z R —%Hk LT, NAT 7 — LF 5 &
TIvarkagbEd,

P —EZ{INAT A7 V=27 h T v I—D—TbENT-TFT—F R > —OREREEH O
FEAZOWTIE, [ —ERHINAT O~k SNni=T —4 KR o—DIER EEH] 2%
FRLTL7ZEW,

2. CiscoSystem7 /'L — hAfiHH LT, yY—EAMINAT A7 V=7 M T v h—FIiE b
TN —ITN—TERELET,

P—ERMNAT A7 V=7 b N7 v D—OREDFEMIONTIX, T —E 2{{] NAT #
T2 NN TN —ORE] EERLTIIEIN,

3. AFvay) y—vEAMFXAFI v I NAT #RELFET,

P—EREZ A F I v 7 NAT OFREDZFEMIIHOWTIE, [ —E2JZ A1 F I v 7 NAT
DFE] ML TLTEE N,

4, V—vCRURAEZT 4 v 27 NAT O NAT 7 — /L aRELET,

HP—E 2 AHX T 4 > 7 NAT O NAT 77—V DR EDZFEMMZ OV, [—E 2R %
T4 v 7 NAT OFTE] 22 LTI EIN,

5. CiscoVPNTF 7L — FE2FHL T, y—ERAINAT A TVl F v T H—%RAEZT (v
7 ¥ NAT 7 — VI BEERH T £,

CiscoVPN T > 7L — b+ &AL CH—EAMNAT AT V=7 NN T v —%AXT 4 v
7 NEBNAT 77— VAZ BT 1T 2 FiEOFEMIC WL, [Cisco VPN 7 > 7 L— b Zfifi
L7 —ERHINAT 4727 h T v h—E& NAT 7—/LOBERT) 2B LT
W,

H—EXBINATA Tz b S YH—DERE
1. [Cisco vManage] * == —7/>5, [Configuration] > [Templates] Z &R L £7°,
2. [Feature Templates] #27 U v 27 LE 7,

3. [Cisco System] 7> 7' L — M &fRET DX, 77— MNORKIZH DL [.] 527V v 7
L. [Edit] 28R L £,
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https://www.cisco.com/c/en/us/td/docs/routers/sdwan/configuration/nat/nat-book-xe-sdwan/configure-nat.html#create-apply-centralized-data-policy-service-side-nat
https://www.cisco.com/content/en/us/td/docs/routers/sdwan/configuration/nat/nat-book-xe-sdwan/configure-nat.html#config-service-side-nat-object-tracker-cisco-system-template
https://www.cisco.com/content/en/us/td/docs/routers/sdwan/configuration/nat/nat-book-xe-sdwan/configure-nat.html#config-service-side-nat-object-tracker-cisco-system-template
https://www.cisco.com/c/en/us/td/docs/routers/sdwan/configuration/nat/nat-book-xe-sdwan/configure-nat.html#config-service-side-dynamic-nat
https://www.cisco.com/c/en/us/td/docs/routers/sdwan/configuration/nat/nat-book-xe-sdwan/configure-nat.html#config-service-side-dynamic-nat
https://www.cisco.com/c/en/us/td/docs/routers/sdwan/configuration/nat/nat-book-xe-sdwan/configure-nat.html#configure-service-side-static-nat
https://www.cisco.com/c/en/us/td/docs/routers/sdwan/configuration/nat/nat-book-xe-sdwan/configure-nat.html#configure-service-side-static-nat
https://www.cisco.com/content/en/us/td/docs/routers/sdwan/configuration/nat/nat-book-xe-sdwan/configure-nat.html#associate-service-side-nat-object-tracker-nat-pool
https://www.cisco.com/content/en/us/td/docs/routers/sdwan/configuration/nat/nat-book-xe-sdwan/configure-nat.html#associate-service-side-nat-object-tracker-nat-pool

| NAToEE
H—EXBNTATO1H krSvh—nEE |

4. [Tracker] 27 YV v 7 L. [New Object Tracker] Z 3R L T, —E RO NAT 47V =7
NI o= RIRA—ZEFHELET,

RI5G:Y—ERBINATA TSI b b vh— N5 A—4

Z4—ILE B

[Tracker Type] [Interface] & 721 [Route] & L T, LAN
AVE =T 2 A AETIZLANT VT (v 7
ADFTV 2 b T yxR T ERELE
R

IS FID A7 NIDEFEANLET,

TV FPEBE T R TR BOL
TV FEBAIL, 1~ 1000 O T
ETEET,

A4 23— x4 R (Interface) Ja—NAf B —T 2 AFEITT A
AEHEDA L HE—T oA ABRBINLFET,

5 [Add] %7V >y27 LET,
6. [E#Hr (Update) 1227 Vv 27 LET,

7. (FATvar) NIy A—IN—TEERT HITIE, [Tracker] Z4R L, [Tracker Groups] >
[New Object Tracker Groups|# 7 U » 7 LC, ¥y —EZAINAT A7 =7 M bTF v —
ERELET,

N

G¥) Koo =T N—T5ERT AT DIZ2 0D T v —5ER LT~ 2 & 2R LT
X\,

R16:H—ERQNATA TS Y b SV h—TIL—TF 544

Z4—ILE Bl

[Group Tracker ID] N —TN—TDL4H1E AT LET,

[Tracker ID] IN—TNT AT =7 N NT v I—D
AHiEANTILET,

NAT DEXE
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B ciscovenFoTL—REERLT. Y—ERBINATA TS S b kS5 v h—% NAT T—LICREER 15

8.
9.

J4—ILE Bz

B [AND] %7213 [OR] Z3&IR L £,

[AND] #fEZRIR LI5S, NI v h—7
N—TOEEM T ONZH D NT v h—
WN— KBTI T 47 ThDEHE LTS
Ay RTUVAR— A H—T 2 ZADA
T—RAXT VT4 T ThDEREEINTE
ERS

[OR] X, b7 v I —T N—TDEEA T 5
NI N7y B—DWFTUDDBN— EBT 7
TATThHDHERELIZGAIZ, PTUA
Rebh AL B =T 2 A ADAT —ZANT
7T 47 LTHMESND ZEERIELF

—§_ﬂ0

[Add] &2 V7 LET,
[E# (Update) 127V v 27 LET,

CiscoVPN T JL—rZFEHL T, Y—EXAINATA T2z k +
5w H—% NAT 7—)LIZEEE ST+ 5

1
2.
3.

. NAT D& E

[Cisco vManage] A == —»>5, [Configuration] > [Templates] Z&&R L £7°,
[Feature Templates] 2 U » 7 L7,

[CiscoVPN] 7 > 7' L— R &fRET DI, 707 b— FMOBIIHDH[.]27 U v 7 L,
[Edit] 38R L £7,

BAFI v I ETIIAEZT 427 NAT D NAT 7 — L EHREL £,

EAF I FERIIAZT 47 NAT O NAT 7 —/VOREICET A2z >\ T,
[—E 2 A ZT 4 v 7 NAT DFE] 2B LTI,

[NAT Direction] 7 f —/L K C, A =—7"% [Default] 2>5 [Global] (ZEH L, RKrvy Xy
YU ARG [Inside] ZER L E T,

[Add Object/Object Group Tracker] 7 4 —/V RIZ, "N T v F L I FTEHA, X —T oA AFET
FN—=bDFT V=7 FIDEFEANLET,

[Add] 7 UV v 7 LET,
[ (Update) 127V v 27 LET,


https://www.cisco.com/c/en/us/td/docs/routers/sdwan/configuration/nat/nat-book-xe-sdwan/configure-nat.html#configure-service-side-static-nat

| NAToEE
CUEBEALEY—ERBINATA IOz kS yn—okE [

I

CLZFEALEY—ERBINATA T b S YH—DETE

1. ROFNZTRTEHIC, NAT =K 5ET 7 g &5t CiscovSmart 22 ha—F @D
—gfbEN=T—2 R —EER L E T,

policy
data-policy ssn policy
vpn-list ssn_vpn_list
sequence 10
match
destination-ip 192.168.21.0/24

action accept
count counter dst 192
nat pool 1
|
!
sequence 20
match
destination-ip 10.11.11.0/27

action accept
count counter_dst_10
nat pool 2
|
|
sequence 101
match
source-ip 192.168.11.0/24
protocol 1
|
action accept
nat pool 1
|
|
default-action accept
|
|
lists
vpn-list ssn_vpn_list
vpn 1
|
site-list ssn_site_ list
site-id 500
|
|
|
apply-policy
site-list ssn_site_ list
data-policy ssn policy all
|

20 b= E Ty H—ID ZEHLTHEAZT v 7 NAT ZRELET,
Device (config) # ip nat inside source static 192.168.11.10 10.11.11.10 vrf 1
match-in-vrf track 1

8 TVvI7 4y AREMHLTHEEAZT 4 v 7 NAT V=L Z2ZiELET,
Device (config) # ip nat pool natpool2 10.11.11.0 10.11.11.25 prefix-length 27

NAT D& E .



NAT D% |
B ocureros - EERLEY—ERBINATA TS S b bS5y h—DRE

4, F—NR—p—KE—F, FITovl—%, BIXOR NI v h—IDEFEAL T, NEAXT 1 v
7 NAT 7 a— LV — Va2 ELET,

Device (config) # ip nat inside source list global-list pool natpool2 vrf 1 match-in-vrf
overload track 1

5 IP/V— FOEEAREMEEL M T v X LET,
Device (config)# track 1 ip route 192.168.11.0 255.255.255.0 reachability

Device (config-track)# ip vrf 1

)

GE) N—=F 4T T—=TN 2 NI B —MNIFEL, FOLV— BT 7B AFHETH D
B NI R ITHEFT T2 MIT v RIS E R ENET

6. A1 HF—TxAADTA 7T u ha)LOIREELBIF L F 7,

Device (confige) # track 1 interface GigabitEthernet5.101 line-protocol

CU7 FAVTFUTL—r2FERALE-Y—ERBINATA TS Y F K
Y H—NDEHETE

X C&BHTIZ

BHLWCLIT A>T 7 b= b 2B 200, BIFOCLLT RA VT 7 L— M &tk L&
j‘o

CLI Add-on Feature Templates D FEAIZDUVNTik, [CLI Add-on Feature Templates| % 2 L C
<TEENN,

CU7 FAUTFUTL—rEFERLEY—EXRBINATA T bS5y h—DERE
1. Cisco vManage A == —7/>5, [Configuration] > [Templates] Z &R L 7,

2. [Feature Templates] =727 U v 7 L7,

[Add template] #7 U v 7 LE7,

TNRAAY A RN T NA ZAERINLET,

> W

5. [OTHER TEMPLATES] @ [CLI Add-On Template] 227 U v 27 L£7,

6. [CLI Add-On Template] =V 7 T, IROFNTRT K IITRELZATILET,

track 1 ip route 192.168.11.0 255.255.255.0 reachability

ip vrf 1

ip nat pool natpooll 10.11.11.1 10.11.11.30 prefix-length 24

ip nat inside source static 192.168.11.10 10.11.11.10 vrf 1 match-in-vrf pool natpooll
track 1

ip nat inside source list global-list pool natpooll vrf 1 match-in-vrf overload track
1

. NAT D& E
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| NAToEE
F—EXBNAT ATV k kS vh—nEEoER [

7. [Save R 1227 Vv 7 LET,
YER% L7= CL1 7 R4 7 > 7 L— kA% [CLI Configuration] |2 #/R SV E 1,
8 CLI7 RAYVT VT L—hET A AT X T LET,

HS—EXBINATA Tz S Y h—DERTEDIEDR

WD 7 g T, P—ERAUINAT A 727 b bT v B —OREZWRT D HEICON
T LET,

Y—ERBINATA TS Y b bS5y H—DREDOHER
KIZ, show track object-id =~ > RO HHZR L ET,

Device# show track 1
Track 1
Interface GigabitEthernet5.101 line-protocol
Line protocol is Up
1 change, last change 01:38:57
Tracked by:
NAT O

:@Hjj]fli\ Line protocol is Up (OMP) 1. “‘j‘b‘t7\1§|]7\l‘7‘:/17 [N /73‘—‘7))$§{@J LT
WHZEERLTVET,

OMP Z4r L= NAT L— b DIL—T 4 T T—TJILIZIBMENTWS Z EZHRALET,
&Iz, showiproutevrf =2~ ROHIFIZ R L ET,

Device# show ip route vrf 1
Routing Table: 1
Codes: L - local, C - connected, S - static, R - RIP, M - mobile, B - BGP
D - EIGRP, EX - EIGRP external, O - OSPF, IA - OSPF inter area
N1 - OSPF NSSA external type 1, N2 - OSPF NSSA external type 2
El - OSPF external type 1, E2 - OSPF external type 2, m - OMP
n - NAT, Ni - NAT inside, No - NAT outside, Nd - NAT DIA
i - IS-IS, su - IS-IS summary, L1 - IS-IS level-1, L2 - IS-IS level-2
ia - IS-IS inter area, * - candidate default, U - per-user static route
H - NHRP, G - NHRP registered, g - NHRP registration summary
- ODR, P - periodic downloaded static route, 1 - LISP
- application route
- replicated route, % - next hop override, p - overrides from PfR
- replicated local route overrides by connected
Gateway of last resort is not set
10.0.0.0/24 is subnetted, 3 subnets

2 + © O

m 10.11.11.1 [251/0] via 192.168.11.10, 04:03:35, Sdwan-system-intf
m 10.11.11.6 [251/0] via 192.168.13.10, 04:03:35, Sdwan-system-intf
m 10.11.11.30 [251/0] via 192.168.11.21, 04:03:35, Sdwan-system-intf

ZOHIITHE, Ni - vaT REAREI N TWET,

ZOHIITIEE., n THEEAITIE. NATL— "3V —F 4 7T —T VZIBIMENT-ZZ L 2R/ 1L
TWET,
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B s—cxantioozsrrSun—nE=8yy

H—ERBINATA T Sy H—DEZRYDY
Cisco vManage N CIBIIE 72 1ZHIBR SN NAT b— b & A U F—T = AZEHTE ET,
1. Cisco vManage ® A = = —7/>5[Monitor] > [Logs| DNEIZERIN L £,
2. [~k (Bvents) 1227 Vw7 LET,
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. BERBRIBEFAT. ZEBRICTZ Y 77— DHD. UV IEOR-IHBEI/LTEThTWNS
BEFHDEITEEZCTELIEZD, HBLETHLEZNMREBDFTIDT, IEXLBABICDL
TIKETAIPMDRF AV M ESELESZL,



