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| NAToEE

weer>FL—rzmALENATDAORE [

INAT| %227 VU v 27 LET,
[IPv4] %27 U v 7 LET,

[NAT] kv 7H U A NT, A=a—7 % [Default] 75 [Global] (ZZ W L. [On] %7
Vw27 LTNAT 28z LFET,

A E =T 2 A ADBAFMERE L ET

[NAT Type] 7 « —/L K C, [Interface] 231 > ¥ —7 = A AiBEAME— RITk L THEBIC
2o TWNDH T EZER LET,

7 7 4V b [Interface] 47> 3 T,

NAT 7 — /L& #%E L £7, CiscoIOS XE Catalyst SD-WAN U U —Z 17.14.1a 75, [Add
Multiple NAT] #27 U v 7 LT, S HIZNAT V=L Zg&ELET,

[NAT Type] 7 4 —/V R C, [Pool] A7 v a v &7 U w7 L, IRONAT 7 —/N/8T X —
B awANTTLET,

RI:NAT T—)LINS A —4

INSA—H 4 SiAA
[NAT Pool Range Start] NAT 7— VORGP 7 KL AZ A LE
K

1. 74—/ REHEMTTDHITE, Aa—
7% [Default] 75 [Global] IZZEH L ¥
ﬂqo

2. NAT 7—LVOBRIP 7 KL A% AS
L/\i—g—o

[NAT Pool Range End] NAT 7=V O TIP T RLAEZ AN LZE

R

1. 74— NVFEAEMITDHITIE, Aa—
7% [Default] 75 [Global] (ZZ W L
R

2. NAT 77— VOHEHBZEDIPT KL A% A
FILET,

[NAT Pool Prefix Length] NAT 7= NVDF VT 4w 7 AREALE
ﬂ‘o
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B a7 —remALE NATDA ORE

NAT D% |

INSA—HR %

Bl

Overload

[On]%Z 27 Vv 27 LT, R"— T L DEHE
HzLET, 7744 ML [On] TT,

GE) [Overload] 73 [Off] IZF% & &L
TWAHE, #1473 7 NAT
DHINT Y KT A THIES
NET, A—HFZT & D NAT I
HEINTHERA,

[UDP Timeout]

UDP & v a &4 L7z NAT ZBHanN % A
LT NTBERELE A LET,

GHFE 1 ~ 8947 4y

Tk 15y

[TCP Timeout]

TCP & v ¥ a % L7z NAT B3 % A
LT U NT ORI EATILET,

EHFE 0 1 ~ 8947 4y
F7 4k 604y (1K)

9. N—T NI A HF =T AEFELET, CiscolOS XE Catalyst SD-WAN U U — X
17.14.1a 725, [Add Multiple NAT] %7 U v 7 LC, HEDON—T RNy 7 L F—T =

A AZEELET,

[NAT Type] 7 4 —/v K C, [Loopback] &7 > a> %27V v/ L, ROEEAILET,

RANATIL— TNV G INS A—4

IND A—A

B

[NAT Inside Source Loopback
Interface]

N—T RN LB =T A ADIPT RLAZRELE
_a—o

[UDP Timeout]

UDP kv a &/ LI- NAT BHNZ A4 LT 7 M 51
e AN LET,

T 7V MERTE 1 Al 1 ~ 65536 4y

[TCP Timeout]

TCP v a v Z N LI NATEBRZ A LT 7 AR
ANEATTLET,

T 74V ME 60 4 (1 Kff#) <9, #iPH : 1 ~ 65536 47
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cu £ L-Eso NaT 2 4 ToiE [

Y

G 1250 fEA X —T 2 A ATNAT RELFFO 1 ODDOT T L— DT A A% BIORIE

=L

A B —=T 2 A ATNAT REZFFZRWHIOT 7 L— MIBEIT 53548, NAT & 7E

AT DENT, N NAT BRE & ENZ L THBERES 2 —7 = A ZAZHIBRT 5 0EN

HYET, T ARRMER SN2 T 7L — FTNAT 2RI L E7,

10. [¥E#H (Update) 127V v 7 LET,

—REERT AR —FFRALE—BRSTA—RETHIOAaVNRTA—EDETE
MERET 7 L — N & L TS D NAT % A 7 %% E L7-#. match-action Sefb 2 42 &
N —TCEH T —H R =TT 74w 7=V EHRELET, NATDIA FT 7 4 v 7
NIt EFHUT —H R —D—HH ORI LI=HE, Ny NIRRT AL E
T, FD%, ST ANGNT Ny MZT 7o a v T A =22 EMNITAHZ ENTEET,
NZ77 47 RY —OREIZET H5EMIZ OV TIX,  Configure Traffic Rules] ZZfR LT
KTEEW, NI 7497 R —B1ER LI, —BKHET 7 a2 EELET,
1. FI749 07 —82RY)I—FRELET, FMIZONTIL,  TConfigure Traffic Rules]
[BEFE] 2R L T2 &W,

2. "I T AU IT=HR) Y —THAL LY —lr v AX A T ZVERH LT= 5. [Sequence Rule]
Vw7 L, HILWNT 7 4 v 7R —DfF &R E L, [Accept] Z 3R L £,
3. —ESEMERELET, FEMICOWTIX,  Match Parameters - Data Policy] ZZ R L T<
7230,
4. [Actions] > [Accept] DIEIZZ U v 7 LET,
5 [NATVPN]| %27 Vw27 L, IRONATDIA T 7 > a U LER LT, RIOFNETHRE L
— BRI BEM T £,
«[ByPass] : 77 4 v 71X, EETLIP T KL A NAT Z#EHE I, 7Y v oA
VA —F oy MBI ONZDIA A V4 —T7 = A AL ET,

* [Pool] : NATDIA 7' — /LD H ~<KYJY U A &2 AT LET, HKA4095HDNAT 7 —
N AFTTEET,

* [Interface] : NATDIA A > X —T = A ADH U ~XEY VA NEAHLET, kK4
DDA UH—T 2 A ASJTEET,

CLI 2R L1-tE5 D NAT % 4 TDXTE

HFAR—hENTWABE/NT U —R : Cisco I0S XE Catalyst SD-WAN U U — 2 17.14.1a, Cisco
Catalyst SD-WAN Manager U U — X 20.14.1
1. NATDIAA VX —T oA AZFRELET,

interface interface-name

ip address ip-address prefix/length
no ip redirects
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NAT D% |
B cuzemLrano Nt 51 ToRE

load-interval interval-number
negotiation auto

ip nat outside
|

2. 774N FONAT FARNAT 7= ThH Y REEITED > Z U NAT HRDA 5 —
Tz A A —"—a— R ThDHHEHDNATDIA FREHELET,

ip nat inside source list list-name pool pool-name overload egress-interface
interface-name

3. match-interface ¥ — 7V — R&HEHA L T, (VEBEELITEI U Z U NAT 2R ELET,
T, MRBEFERITESI XY NAT FRIIA v X —T = A F——1— R TT,

ip nat inside source list list-name interface interface-name overload match-interface
interface-name

match-interface ¥ — 7 — FOFEAMIZ DWW CIE,  [Cisco Catalyst SD-WAN Qualified Command
Reference Guide] @ ip nat inside source =T~ > REZE L T 7EE0,

WIZ, F7 4L O NAT FRNAT F— a2 L, R E 13D 4 U NAT HRR
match-interface |2 LA A v X —T oA A F—_"—p— K& HT 3. #HD NAT DIA & E
THEOOHRERERLET,

interface GigabitEthernetl

ip address 10.1.1.1 255.255.255.0

no ip redirects

load-interval 30

negotiation auto

ip nat outside

|

ip nat inside source list dia-list pool natpooll overload egress-interface
GigabitEthernetl

ip nat inside source list dia-list interface GigabitEthernetl overload match-interface
GigabitEthernetl

WIZ, T 74V DTN NAT 7V —VEREIA v A —T 2 A == — N ThHEE
2. REBEFEFITEI XU NAT FRE L TA—T RNV f o ¥ —T =2 ARBET A% 7
| =

interface GigabitEthernetl

ip address 10.1.1.1

no ip redirects

load-interval 30

negotiation auto

ip nat outside

|

ip nat inside source list dia-list interface LoopbacklO overload match-interface
GigabitEthernetl

ip nat inside source list dia-list interface Loopbackll overload match-interface
GigabitEthernetl

WIZ, T74NVEDOTEABA v B —T 2 A F—_"—10— RERIINAT 77— L ThHIHHE
12, NAT P — A5 REFREFITEI U FRE LTHRETAEERLET,

interface GigabitEthernetl
ip address 10.1.1.1

no ip redirects
load-interval 30
negotiation auto

ip nat outside
|
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| naTo

®RE

cu £ L-Eso NaT 2 4 ToiE [

ip nat pool natpooll0 10.10.10.10 10.10.10.10 prefix-length 24
ip nat inside source list dia-list pool natpooll overload match-interface GigabitEthernetl

ip nat inside source list dia-list pool natpool2 overload match-interface GigabitEthernetl
— . — ory & R
F2T749 0 T—2KR)O—DERE

HERET v 7 L — D&M LT D NAT % A 7 % 7% & L7=1%. match-action 514 % Ji
A+T2L90 BT —H RV —ChT 74 v I N—VEFRELET, NAT
DIA T 7 4 v 7N —tEHT —H R o —DO—HE oy OFEMIz—H LizGEe,
Ty NIRRT ANGIET,

WRIZ, FTT7 40T =2 R =R ETDHODORERMEZRLET,

data-policy data-policy-name
vpn-list list-name

sequence sequence-number

match source-data-prefix-list data-prefix list-name
|

action accept
count vpn-list-name
nat use-vpn 0
nat source-dia-pool pool-id
nat source-dia-interface interface-name

default-action drop
I

WIZ, NI 74w 7T =2 R —OREFZRLET,

data-policy MULTIPLE-NAT-DIA-TRAFFIC
vpn-list VPNI
sequence 1
match source-data-prefix-list NAT-DIA-PREFIX-LIST
|
action accept
count VPNI-TRAFFIC
nat use-vpn 0
nat source-dia-pool 1
|
1
default-action drop
!

T 7 4w 0T —2RY —OREDFHEAMIONTIL,  [Configure Centralized Policies
Using the CLI] Z#ZHL T2V,

Wiz, EiRDO T 7 4T =R —kETAREFE R LET, T 74/ D NAT
FRFA v F—T 2 A AL —_"—a— RFThV, REBEELITEL L Z U NAT 5T NAT 7' —
LTI,

interface GigabitEthernetl

ip address 10.1.1.1 255.255.255.0
no ip redirects

load-interval 30

negotiation auto

ip nat outside

|

ip nat inside source list dia-list pool natpooll overload match-interface GigabitEthernetl
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NAT D% |
B varon o —romsE

ip nat inside source list dia-list interface GigabitEthernetl overload

NATDIA JL— F DR TE

FTRTCOYV—EAVPNIZ, X7y FaDIA NI 74 v 7D NT AR — K VPNIZL—T 4
VI LET, —E Xl VPN ® NATDIA V— N &R ELE T,

A\

(G¥)  Y—vr AM VPN TH 5 [Cisco VPN] 7> 7L — h TIPv4DIA b — h % E L £ 7,

CiscoVPN 7> L — L #{EH L 1= NATDIA )L— L DERTE
1. Cisco SD-WAN Manager A == —7>5, [Configuration] > [Templates] Z &R L £7°,

2. [Feature Templates] Z#2 V v 7 L¥ 7,

Y

()  CiscovManage U U — % 20.7.x LLRTD U Y — A ClL, [Feature Templates] % A /Ui [Feature]
‘(\“j‘o

3. [CiscoVPN] 7T 7L — hafmET DL, 707 b= MOBIZHD ... 27 Vv L,
[Edit] 38R L £,

4. [IPv4Route] 27 U v 7 LET,

5. [New IPv4 Route] %7 U v 7 L £,

6. [Prefix] 7 4 —/V KIZ, NATDIPv4d 7'V 7 4 v 7 A& A LET,
7. [Gateway] 7 4 —/L RC, [VPN] &2 VU v 7 L7,

8. [Enable VPN] Kz v 7% 7 J 2 v T, A =—7% [Default] 7>5 [Global] (ZZE % L. [On]
7 1U w27 LCVPNEZEMIZLET,

9. [®#Hr (Update) 127 Vv 27 LET,

CLI Z{=F L7- NATDIA )L— b DEZE

PLIFiE, NATDIA V— 2R ET D7D DR EFTT,

Device (config) # interface GigabitEthernet3
ip address 192.0.2.1 255.255.255.0

ip nat outside

no shut

interface GigabitEthernet2

vrf forwarding 1

ip address 10.0.0.1 255.255.255.0
no shut
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natoia L — rEEoRR i

ip nat route vrf 1 0.0.0.0 O 0.0
ip route 0.0.0.0 0.0.0.0 192.0.2.2

NAT DIA )L — FERTE DHREER
wIZ, showiproute 2~ ROH B EZRLET,

Device# show ip route
Codes: L - local, C - connected, S - static, R - RIP, M - mobile, B - BGP
D - EIGRP, EX - EIGRP external, O - OSPF, IA - OSPF inter area
N1 - OSPF NSSA external type 1, N2 - OSPF NSSA external type 2
El - OSPF external type 1, E2 - OSPF external type 2, m - OMP
n - NAT, Ni - NAT inside, No - NAT outside, Nd - NAT DIA
i - IS-IS, su - IS-IS summary, L1 - IS-IS level-1, L2 - IS-IS level-2
ia - IS-IS inter area, * - candidate default, U - per-user static route
H - NHRP, G - NHRP registered, g - NHRP registration summary
o - ODR, P - periodic downloaded static route, 1 - LISP
a - application route
+ - replicated route, % - next hop override, p - overrides from PfR
& - replicated local route overrides by connected

wIZ, showiproutevrfl 2~ RO B ZRLET,

Device# show ip route vrf 1

Routing Table: 1
Codes: L - local, C - connected, S - static, R - RIP, M - mobile, B - BGP
D - EIGRP, EX - EIGRP external, O - OSPF, IA - OSPF inter area
N1 - OSPF NSSA external type 1, N2 - OSPF NSSA external type 2
E1l - OSPF external type 1, E2 - OSPF external type 2, m - OMP
n - NAT, Ni - NAT inside, No - NAT outside, Nd - NAT DIA
i - IS-IS, su - IS-IS summary, L1 - IS-IS level-1, L2 - IS-IS level-2
ia - IS-IS inter area, * - candidate default, U - per-user static route
H - NHRP, G - NHRP registered, g - NHRP registration summary
o - ODR, P - periodic downloaded static route, 1 - LISP
- application route
- replicated route, % - next hop override, p - overrides from PfR
- replicated local route overrides by connected

2 + o

OMP #/* L7=NATL— kD7 kN2 4 X

WKDET a3 TiE, OMP Z/ L7 NAT b— FDT RAZ A XIZHOWTHBLE T,

OMP %24t LT=NAT JL— D7 K/\4 4 X(ZB8T %18

Cisco I0S XE Catalyst SD-WAN U U —2 17.5.1a LAFE, OMP 2/ L CT RAZ A XINbH LD
\ZNATDIA 7 7 # /b b b— h &R ETE 7, OMP L9 < T® Cisco I0S XE Catalyst SD-WAN
TNA A TT 74V N THMNI /2> TS5, OMP & BRIICERE 721 3ANCT 2 05
FHY EHA, ==L ARy N7 PERET 5121, OMP DNEMERRETH 2 LN H
DET, OMP ZHENTH L, A—N—L A Xy NT—7 PRENT 0 T,

NAT64 7 RNZ A XA "%y hU—27 EOFRE &7z Cisco I0S XE Catalyst SD-WAN 7
XA A DWTIINCERTE SN TWDIGEAS, OMPIINAT T 7 4V hb— 27 Z U FIZT A
BARXLET, 770 FRET 74N M— REZITRY, ZREFEHLTTXTODIA 7
T4 v 7 DONTIZEFEL £, Cisco I0S XE Catalyst SD-WAN 7 /31 A X, §_XT?D DIA h
T4 I DA H—Fy "= =L L THIELET,
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B cuzsEmL-oMP s 2 NATL— L7 K/NB 1 XOBEMIE

1:0MP%#ER L= NATL— D7 FN2 4 X
Hub

Enterprise Corporate
Resources

Service VPN Service VPN

Site-3

357216

CLIZERAL=0MPIZLEBNAT/IL— DT K/\2 4 XDEZHE
OMP AT LCT 7 4/ hb— &7 RAZ A XF5HI21F, sdwanomp 2~ > REMH L ET,
WORREZEMH LT, OMP Z/F L CNAT b— b2 7 RARX A X LET,

)

GE) Zoa~<wrRE. SAMACLITYy A L—FFOREFHLTTA SR TWET,

ip nat route vrf 1 0.0.0.0 0.0.0.0 global
ip nat inside source list nat-dia-vpn-hop-access-list interface GigabitEthernet3 overload
sdwan
omp
address-family vrf 1
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advertise network 0.0.0.0/0
interface GigabitEthernet3
ip nat outside

\)

CU £ L 1= OMP <&k % NAT L— k07 K35 1 o#zR [

6=

NAT DIA BB EINTVAEESIZOI, NAT L— FRT RRX A XXNB L5 LET,

advertisenetwork — 7 — RiZ. OMP ~®D NAT /L — kDT RAZ A XA N EZERET HES

WHTY,

-
—

CLIZERAL=0MPIZLBNAT/L—FDT7 K/\3 A4 XDIER
T 7 v hob— MME#REFRRT DI, show sdwan omp routes =2~ > K& H L £,

Device# show sdwan omp routes

Code:

C -> chosen

I -> installed

Red -> redistributed
Rej -> rejected

L -> looped

R -> resolved

S -> stale

Ext -> extranet

Inv -> invalid

Stg -> staged

IA -> On-demand inactive
U -> TLOC unresolved

PATH ATTRIBUTE
VPN PREFIX FROM PEER ID LABEL STATUS TYPE TLOC IP
PREFERENCE
10 0.0.0.0/0 10.1.1.3 23 1002 C,I,R installed 10.1
10.1.1.3 24 1002 R installed 10.1.1
10 10.2.0.0/16 10.1.1.3 27 1002 C,I,R installed 10.1.1
10.1.1.3 28 1002 R installed 10.1.1
10 172.254.32.76/30 10.1.1.3 26 1002 C,I,R installed 10.1.1
10 172.254.51.124/30 10.1.1.3 25 1002 C,I,R installed 10.1.1
10 172.254.249.164/30 10.1.1.3 22 1002 C,I,R installed 10.1.1
10 172.254.252.12/30 10.1.1.3 21 1002 C,I,R installed 10.1.
10 172.30.1.0/24 0.0.0.0 75 1002 C,Red,R installed
ipsec -
0.0.0.0 76 1002 C,Red,R installed
ipsec -
10.1.1.3 29 1002 Inv,U installed 10.1.
ipsec -
10.1.1.3 30 1002 Inv,U installed 10.1.
ipsec -

COLOR ENCAP

.1.10 biz-internet ipsec

1.

.30

.10

.30

.30

.30

.10

10

10.

10

biz-internet ipsec
biz-internet ipsec
biz-internet ipsec
biz-internet ipsec
biz-internet ipsec
biz-internet ipsec
biz-internet ipsec

1.1.26 gold

.1.1.26 silver
1.36 gold

1.36 silver

AR —27 TYERK & 4u7- NAT DIA V— MZBET 5152 £ r~7 5121, showiproutevrf 1l =~

VREFEALET,
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Device# show ip route vrf 10

Routing Table: 10

Codes: L - local, C - connected, S - static, R - RIP, M - mobile, B - BGP

D - EIGRP, EX - EIGRP external, 0 - OSPF, IA - OSPF inter area N1 - OSPF NSSA external
type 1, N2 - OSPF NSSA external type 2 E1 - OSPF external type 1, E2 - OSPF external
type m - OMP

n - NAT, Ni - NAT inside, No - NAT outside, Nd - NAT IA i - IS-IS, su - IS-IS summary,

L1 - IS-IS level-1, L2 - IS-IS level-2 is - IS-IS inter area, * - candidate default, U
- per-user static route

H - NHRP, G - NHRP registered, g - NHRP registration summary

o - ODR, P - periodic downloaded static route, 1 - LISP a - application route

+ - replicated route, % - next hop override, p - overrides from PfR & - replicated local
route overrides by connected

Gateway of last resort is 10.1.1.10 to network 0.0.0.0

m 0.0.0.0/0 [251/0] via 10.1.1.10,2dl6h, Sdwan-system-intf
10.0.0.0/16 is subnetted, 1 subnets

show sdwan omp routes 2~ > K& LT, AR—27 DT 74/ hb— hEeFRRLET,

Device# show sdwan omp routes vpn 10

Code:

C -> chosen

I -> installed

Red -> redistributed
Rej -> rejected

L -> looped

R -> resolved

S -> stale

Ext -> extranet

Inv -> invalid

Stg -> staged

IA -> On-demand inactive
U -> TLOC unresolved

PATH ATTRIBUTE
VPN PREFIX FROM PEER ID LABEL STATUS TYPE TLOC IP COLOR ENCAP
PREFERENCE
10 0.0.0.0/0 10.1.1.3 23 1002 C,I,R installed 10.1.1.10 biz-internet ipsec
10.1.1.3 24 1002 R installed 10.1.1.30 biz-internet ipsec

IPv6 k> )L Z 4 L 7= NAT DIA IPv4

WD vz TIE, IPve b2 V%4 L7z NAT DIA IPv4 OFREIZOW TR L E 7,

IPv6 k> )LZ 4 L7= NATDIA IPvA (BB 9 1R %R

IPv6 b > L& L7~ NATDIAIPv4 12 L ¥ . IPv6 BT /314 RIZ IPvA Web A M B LY —
ERIZT 7V EATEET,

N7 4y Tn—E, ==L A Ry NT—=7 DY —E 2] (LAN) 226 b T AR— |k
il (WAN) T,

P—EAUDOEE IPvd 7 FL AT, bR H =T = ATNRT Y v 7 IPv4AT FL AT
TSN ET,
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IPv6 k> x Lz L= NATDIA PV FI ]

FNRAACLLEIZICLLY RAV T FL— h2HEH LT, IPv6 kv %/LFH T NAT DIA
IPv4 Zi%E L ET,

IPv6 ~ > JLZ4 L7- NATDIA IPvd D F| 5=
e IPVv6 FEHFSA AN D IPvA 7 7B AR L 4,
eIPv6 P RNENLIZIPVE T T 4 v T DON—T 4 T ETFR—FLET,

e hoFNA U HE—T 2 A4 AT, P—ERAEETIPvA T KL AMWENRT Y » 7 IPvd 7 R
L ANDOEREY R —FLET,

IPv6 > )L % 4T L 1= NAT DIA IPv4 D Hl|fR =18
*NATDIA F 7 v —iFH AR —rINTWEHEA,
A FHEPIE (UTD) 13V R — F ST EREA,
s NINA LB =T 2 A ZATOXR =TT ITAT 8T T4 v 71T HR—FSHTOEEA,

IPv6 k> 1)L %4 L 7= NAT DIA IPva 0> {52 FA 451

FEILIPV6 DT S, 25> TWETN, IPvd D Web VA &V —EBRIZT 7212
VENBDET, 2OV TV AEYR— b TDHI2035, IPVA T 74 v 7 %A X —F v MNIER
ETHEDIZIPVe bRV EERALET,

2:1Pv6 b LY R— k%N L 1= NAT DIA IPv4

*---

i !
E | IPv6 Tunnel Termination:
' i and IPv4/IPv6 NAT

]
]
]
]
I
]
1 '
-« 3> I
I 1
]
]
]
]
I

Cisco I0S
XE SD-WAN

IPv4 Internet

SR Services/Sites

IPv6 Tunnel

< >
' 1

End-to-End Client Traffic Flow with IPv4

E ;

PR — gD/ U —A : Cisco I0S XE Catalyst SD-WAN U U — 2 17.11.1a 33 X U Cisco
vManage U U — A 20.11.1

R—F——FZ. IPV6 NFT 7 427 L IPvd FT 7 4 v 7O — 7= A & L THRE
ABT 47 IPv6 Fr RV ENLTIPVE FRID T 7 4w 7 &2EELET, R—F—)L—X
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NAT D% |

B ore o xEnLTNATDIAIPM £8E S B0 T—H 70—

L IPVE b RN BERRER B S, WAN = v U551 ZITIPV6 b VM IET 75 4 7T
HEHMEIMBHITE WD, NI T4 v I EFAL—T 4 T TEERA,

IPV4DIA F T v H—% IPv6 b RV ER—F — L —Z IZEAHT S L. WAN = v D531 X
X, FI o D—DAT—H ZZHSWTIPV6 b RANBT 7T 4 TnE I aHEcE £,
IPvd T v =0T 7T 4 7 OG5, BT ONTZIPve b XV BIET VT 4 TR |
NTZ T4 7 3N—T 4 T T =T IS TRIE RV —T 7 EET, IPv4 b
T —=INT 7T 4 TIGE, BEEMTONTHDIPY6 RV T 7T 4 71270, T
74w 71X IPv6 h I RAVTHBSINET,

Fallback to SD-WAN IPsec

IPv6 Tunnel Termination
and v6/v4 NAT at VNE's
Border Router

i
\ T
IPv4 Internet

Services/Sites

IPv4 Client

IPv6 Tunnel

Client’s end-to-end Traffic in IPv4

IPv6 > J)LEN LT NATDIAIPVE X F T 5-6HDT—H 70—

Cisco SD-WAN Manager D £% 5
1. BEFE® [Cisco VPN Interface Ethernet] 7> 7 L — F Z#itE LT, NAT A% L£7,
1 A2 —=T=AADBAHM (FT7+/L ) ZRELET,
2. NAT /—/VERELET,
NAT 77—V OBREDFEHIZ DN TIE, INAT 7=V EN—T Ry 7 f o H—T = A
ADRE] #BRLTIZIN,
2. [Cisco VPN] 7 > 7 L — b &l L T NATDIA /L— R &3 E L ET,

NAT DIA /L — s DFEEDTEMIZONTIL, NATDIA L— FOFE] 2B L TLFE
Uy,
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| NAToEE

CLi

CU E A L1 IPve kxoLigmo NATDIAIPU 0 [

11—

X A
IPv6 k> R/ %&N L TCIPv4 2% E L E£7,
oA B —T7 A ATipnatoutside 2~ > RERELET,

IPv6 b RN ENLTCIPVE 8T 7 4 v T BN—T 4 73572850 NAT DIA L— k&%
ELET,

CLI Z{EFR L 7= IPv6 + > = /)L#ZEH D NAT DIA IPvd DERTE

1

IPv6 b RZ DT a—rLF 7 )L hb— h 2R ELET,

Device (config)# interface Tunnell000

Device (config-if)# ip address 10.1.15.15 255.255.255.0
Device (config-if)# ip mtu 1460

Device (config-if ip tcp adjust-mss 1420

Device (config-if load-interval 30
Device (config-if

Device (config-if

Device (config-if

Device (config-if

Device (config-if

|

Device (config)# ip route 0.0.0.0 0.0.0.0 Tunnell000

#

#

# tunnel source GigabitEthernet3

# tunnel mode ipvé

# tunnel destination 2001:DB8:A1:10::10

# tunnel route-via GigabitEthernet3 mandatory
# tunnel path-mtu-discovery

)
)
)
)
)
)
)
)
ip nat outside =~ > R&MH LT, IPv6 b /L&A LCIPvd 2R EL £,

Device (config)# interface Tunnell000
Device (config)# ip nat outside

NAT F'—/v b A ¥ —7 = A AEAME— RZMHEH LT, IPv6 o R %I LT IPV4 %
%&H/:E_‘ [_/ij‘o
Device (config) # interface Tunnell000

Device (config)# ip nat inside source list nat-dia-vpn-hop-access-list interface
Tunnell000 overload

Ey e

Device (config)# ip nat pool natpoollO 203.0.113.1 203.0.113.25 prefix-length 24
Device (config)# ip nat inside source list nat-dia-vpn-hop-access-list pool natpoollO
overload egress-interface Tunnell000

H— b 21l VPN N C NATDIA L — F 2R ELET,

Device (config)# ip nat route vrf 10 0.0.0.0 0.0.0.0 global

N

GE)

—gfbEN=T —ZRY —% i LT NATDIA L— h &% E L TWH AL, nat usevpn
Oa~vr REFEHLET,
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NAT D% |
B cuEsERmLIPG R LR NATDIAIPVE OFSE (Cisco 10S XE Catalyst SD-WAN 1) 1) — 17.11.1a 1) 1) — R 1AR)

CLI ZERAL7=IPv6 > xJLEZE® NATDIA IPv4 DE%7E (Cisco 10S XE Catalyst SD-WAN
)1)—X17111a ') ') —R L&)
PR — gD/~ U —A : Cisco I0S XE Catalyst SD-WAN U U — & 17.11.1a 3 & X Cisco
vManage U U — A 20.11.1
CLI 7> 7 L— FOFEHOFEMIZOWTIE, CLIT 7' L— FBEIWCLI T R4 a7 7
L— b 2ZRLTIEIN,

\)

GE) ST, CLITy 7 L—MIdn—r L ary 7 4 X2l —v gy T—RTavwr R
EFEITLET,

IPVA4NATDIA F T v h—ZEH L T, IPv6 > %L %/ L= NATDIAIPV4 ZHTETX F7,
NATDIA T v 7 —OFEMICHOWTIL., NATDIA FT v h— (683—) | 2B LT

<TZEV,
1. T RBA LY IFDRT—BAE N T XL TTAREDOT RBA L RN NT v —5BE
L/i—a—o

endpoint-tracker tracker-name

2 =V RKRAUMDIPT RLRAERELET,
endpoint-ip ip-address

3 "IV =D T v h—F2ATHHRELET,
tracker-type interface-name

4. TPv6 h 2 X L#XH D NATDIAIPv4 #3REL £,

FEAMZOWTIE, CLI Zff L72 IPv6 b L% O NAT DIA IPv4 O&E (29 _X—3)
EEHRLTLIZEN,

IPv4 DIA b T v h—%fEH L TIPv6 b R/LEEH @ NAT DIA IPv4 2 3% E T D 72D DZELA:
REB ZRITR L ET,

endpoint-tracker testl
endpoint-ip 10.0.12.13
tracker-type interface

interface Tunnel5

ip address 192.168.9.2 255.255.255.0

ip nat outside

endpoint-tracker testl

tunnel source GigabitEthernetS8

tunnel mode ipv6

tunnel destination 2A00:B00::1D1E:CA68
tunnel path-mtu-discovery

interface GigabitEthernet$8

no ip address

negotiation auto

ipv6 address 2A00:B00::1D1E:CA58/64
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| NAToEE
CU7 KAoT o TL— R EERALEIPE kot L=k 2 NATDIAPY 0z [

no mop enabled
no mop sysid

ip nat inside source list nat-dia-vpn-hop-access-1list interface Tunnel5 overload

0.0.0.0 global

ip nat route vrf 0
0 Tunnelb

1 0.0.0.
ip route 0.0.0.0 0.0.0.0

CU7 FA>FToTL—rEFERALIZIPG b2 HRJLIZK S NAT DIA IPvd DE%E

[FC& B

HLWCLLT RA T 7 b= b aAEld 27 BEMFEOCLLIT A>T 7 b— b 2Rt L&
7

CLI Add-on Feature Templates DFEMIZ-DUNTiX, [CLI Add-on Feature Templates| Z 2 L C
<TZEvy,

CU7 RAoToTL—rEFERLIPYG k> 2JLIZK S NATDIA IPvE DERE
1. Cisco SD-WAN Manager # == —7>5, [Configuration] > [Templates] Z 3R L £ 7,

2. [Feature Templates] %7 U v 7 L7,

3. [Addtemplate] 7 U v 7 LET,

4. THNAAYAZARINOETNAA ZAEBRLET,

5. OTHER TEMPLATES % C. CLI Add-On Template %27 1V v 27 L £,
6. [CLI Add-On Template] =V 7 C, REZ AN L ET,

7. WOFBEFNRT LT, IPv6 For L ZEZ N LT IPv4 R ELET,

interface Tunnell000

no shutdown

ip address 203.0.113.1 255.255.255.0

ip nat outside

load-interval 30

tunnel source GigabitEthernetl

tunnel destination 2001:DB8:A1:10::10

tunnel mode ipvé

tunnel path-mtu-discovery

tunnel route-via GigabitEthernetl mandatory

1

ip nat inside source list nat-dia-vpn-hop-access-list interface Tunnell000 overload
ip route 0.0.0.0 0.0.0.0 TunnellO00 203.0.113.2
ip nat route vrf 10 0.0.0.0 0.0.0.0 global

8. [Save (RT) &7 Uy LET,
YER% L7= CLI 7 K47 > 7 L — b 3 [CLI Configuration] (23R S V£,
9. CLI7 RAVT V7L — b T AL RAZTHvTFLET,
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NAT D% |
B P - ooLEEE S Lz NATDIA 1P OFER

IPv6 ~ > )LEXTE Z 9t L 7= NAT DIA IPvd OO FERE

NATDIA/L— kI >+ DHER
KIZ. showip nat route-dia =~ > RO FFIZR L ET,

Device# show ip nat route-dia
route add [1] addr [0.0.0.0] vrfid [2] prefix len [O0]
route add [1] addr [0.0.0.0] vrfid [4] prefix len [O0]

B TIE, 2 2D NAT L— R 7 RAAF A XA FREIII>THOET,

NATDIA)L—TFT 4 2T T—TIL TV b DFESR
iz, show ip routevrf 1 nat-route =~ > RO AH %2R~ LE9,

Device# show ip route vrf 1 nat-route
Routing Table: 1
Codes: L - local, C - connected, S - static, R - RIP, M - mobile, B - BGP
D - EIGRP, EX - EIGRP external, O - OSPF, IA - OSPF inter area
N1 - OSPF NSSA external type 1, N2 - OSPF NSSA external type 2
E1l - OSPF external type 1, E2 - OSPF external type 2, m - OMP
n - NAT, Ni - NAT inside, No - NAT outside, Nd - NAT DIA
i - IS-IS, su - IS-IS summary, L1 - IS-IS level-1, L2 - IS-IS level-2
ia - IS-IS inter area, * - candidate default, U - per-user static route
H - NHRP, G - NHRP registered, g - NHRP registration summary
- ODR, P - periodic downloaded static route, 1 - LISP
- application route
- replicated route, % - next hop override, p - overrides from PfR
- replicated local route overrides by connected

2 + © O

Gateway of last resort is 0.0.0.0 to network 0.0.0.0
n*Nd 0.0.0.0/0 [6/0], 00:40:17, NullO

ZOHDFITIE, n*Nd 0.0.0.0/0 234 R% 7 7~ D NAT DIA /L— FT9,

IP ZHDRT
KIZ, show ip nat trandations =~ > RO IR L ET,

Device# show ip nat translations

show ip nat translations

Pro Inside global Inside local Outside local Outside global
tcp 203.0.113.1:5201 10.20.24.150:5201 10.20.25.150:5201 10.20.25.150:5201
icmp 203.0.113.1:25440 10.20.24.150:25440 10.20.25.150:25440 10.20.25.150:25440
Total number of translations: 2

AN, 2 2N H Y 97,

IPNAT ¥ O—/\)LERET D FERR
IZ. show ip nat statistics =~ > RO A Z R L 9,

Device# show ip nat statistics
Total active translations: 2 (0 static, 2 dynamic; 2 extended)
Outside interfaces:
Tunnell000
Inside interfaces:
Hits: 1012528 Misses: 56
Expired translations: 3
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| NAT O3

]
ax ;&

IPv6 >R LEEEZE A L1 NATDIAIPV o2 ]

Dynamic mappings:

-- Inside Source

[Id: 3] access-list nat-dia-vpn-hop-access-1list interface TunnellO00 refcount 2
nat-limit statistics:

max entry: max allowed 0, used 0, missed 0

In-to-out drops: 0 Out-to-in drops: 0

Pool stats drop: 0 Mapping stats drop: O

Port block alloc fail: 0

IP alias add fail: O

Limit entry add fail: O

B CiE. bk 11000 12 2 DOEHNH D £,

show ip nat statistics =~ > RO NIZIE, RE LT RTOIP T RLAT—/LE NAT ¥ v &
YT L IERPAFIR S NE T,

NAT ' O—/\LEEEtD Y U 7
clear ip nat gtatistics =~ > R&ZEMA LT, NAT 7 e — Lt 227 UV 7 LET,

Device# clear ip nat global statistics

NAT O#fEHEERD R~

&Iz, show platform hardware gfp active feature nat datapath stats =~ > RO H il &~ L £
D

Device# show platform hardware qfp active feature nat datapath stats
Total active translations: 2 (0 static, 2 dynamic; 2 extended)
Outside interfaces:
Tunnell000
Inside interfaces:
Hits: 1012528 Misses: 56
Expired translations: 3
Dynamic mappings:
-- Inside Source
[Id: 3] access-list nat-dia-vpn-hop-access-list interface Tunnell000 refcount 2
nat-limit statistics:
max entry: max allowed 0, used 0, missed O
In-to-out drops: 0 Out-to-in drops: 0
Pool stats drop: 0 Mapping stats drop: O
Port block alloc fail: O
IP alias add fail: O
Limit entry add fail: O

NAT S O—N\ILAD VA DIER . T—81AIT YT

RIZ, show platform hardware gfp active feature nat datapath map =~ > RO H /165 Z2 7~ L %
ﬁ—o

Device# show platform hardware gfp active feature nat datapath map
I/f Map Table

if handle 65529 next 0x0 hash index 220

laddr 0.0.0.0 lport O map Oxdec942cO refcnt O

gaddr 203.60.10.1 gport 0 proto 0 vrfid 0x0

src_type 1 flags 0x80100 cpmapid 3

I/f Map Table End

edm maps 0

mapping id 1 pool id 0 if handle O0xfff9 match type 0 source type 1 domain 0 proto 0 Local
IP 0.0.0.0,
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B P L&A LT NATDIAIPV OB

Local Port 0 Global IP 203.60.10.1 Global Port 0 Flags 0x80100 refcount 0 cp mapping id
3
next 0x0 hashidx 50 vrfid O vrf tableid 0x0 rg O pap enabled 0 egress_ifh 0x14

NAT S O—/N\ILAD VA DER  vyavidor

&IZ. show platform hardware qfp active feature nat datapath sess-dump =2~ > KD H 16 % 7~
LET,

Device# show platform hardware gfp active feature nat sess-dump

id 0xdd70c1d0 io 10.20.24.150 oo 10.20.25.150 io 5201 oo 5201 it 203.0.113.1 ot
10.20.25.150 it 5201 ot 5201 pro 6 vrf 4 tableid 4 bck 65195 in if 0 out if 20 ext flags
Ox1 in pkts 183466 in bytes 264182128 out pkts 91731 out bytes 2987880flowdb in2Zout fh
0x0 flowdb out2in fh 0x0

id 0xdd70c090 io 10.20.24.150 oo 10.20.25.150 io 25965 oo 25965 it 203.0.113.1 ot
10.20.25.150 it 25965 ot 25965 pro 1 vrf 4 tableid 4 bck 81393 in if 0 out if 20 ext flags
0x1 in_pkts 27 in_bytes 38610 out pkts 27 out_bytes 38610flowdb in2out fh 0x0 flowdb

out2in fh 0x0

IPv6 > )L Z 4 L 7= NAT DIA IPv4 O £5% 7€ 51

Device# show sdwan running-config | section Tunnell000|GigabitEthernetl
interface GigabitEthernetl

ip address 10.1.15.15 255.255.255.0

no ip redirects

load-interval 30

negotiation auto

ipv6 address 2001:DB8:Al:F::F/64

ipvé enable

ipvé nd ra suppress all

service-policy output shape GigabitEthernetl

|
interface Tunnell000

no shutdown

ip address 203.0.113.1 255.255.255.0

ip nat outside

load-interval 30

tunnel source GigabitEthernetl

tunnel destination 2001:DB8:al:10::10

tunnel mode ipv6

tunnel path-mtu-discovery

tunnel route-via GigabitEthernetl mandatory

|

ip nat inside source list nat-dia-vpn-hop-access-list interface Tunnell000 overload
ip route 0.0.0.0 0.0.0.0 Tunnell000 203.0.113.2
ip nat route vrf 10 0.0.0.0 0.0.0.0 global

NATDIA ZER L1 VS /A3 —T /4R

WD 7 aTiE, NATDIA ZfEH L2 A Y I v X —T 2 ADREICHOWVTIH L
iTO

NATDIA TDRANSA 23— x4 ADFERICET 515%H

HFAR—FEINTWBE/NY U —A : Cisco I0S XE Catalyst SD-WAN U U — % 17.9.1a, Cisco
vManage U U —% 20.9.1

. Cisco Catalyst SD-WANNAT 2> 7« ¥ L—3 3> 4 K. CiscoI0S XE Catalyst SD-WAN ') ') —X 17.x



| NAToEE
NATDIA XA ¥ 51 v a—T x4 2%EAT 505 [

Z OF%BEIL. NAT DIA i Fi5]® Point-to-Point Protocol (PPP) # A ¥ Z A ¥ —T = A ADY
R— 2R LET, XAV IA L F—T =AM AZEHAL T, IPVAA L F—F v h P —E 2B
KO A MZT 7 BRALET,

BAXTA L H =T 2 A AF, T 74N =T 4 7R, D77 e han, R+
AEANYT T =Nl I2F3AT L "D RNT T 47 BT 5 HEAEELET,

RDOZAXTA L Z—=T =2 ARFR—FENTVET,
» Point-to-Point Protocol over Ethernet (PPPoE)
» Point-to-Point Protocol over Asynchronous Transfer Mode (PPPoA)
« Point-to-Point Protocol over Ethernet over Asynchronous Transfer Mode (PPPoEoA)

PPPoE D% TE DifMilZ oW Tid, [Cisco Catalyst SD-WAN Systemsand I nterfaces Guide, Cisco |OS
XE Catalyst SD-WAN U U — 2 17.x] @ [PPPoE ORE| 7 v a Ly EBBL T &0,

NATDIAD TCP HEKXET A ¥ b YA XDFR
Y

() Cisco IOS XE Catalyst SD-WAN U U — 2 17.9.1a 33 L U Cisco vManage U U — % 20.9.1 7460
T, TCPEy v ar® Rry Fapi<iedll, TCPiKEZ Ay FHA X (MSS) OfE%FiE
ISCEXE

TCP MSS D% E DFEMINZ S CiE,  [Cisco Catalyst SD-WAN Systems and Interfaces Guide, Cisco
IOS XE Catalyst SD-WAN U U —2 17.x] @ [Configure TCP MSS and Clear Dont Fragment| -& 2
TarEsRLTIEIN,

NATDIA CHA VS A V3 —D A REFEATHFR
*NATDIA ([Z L DA v 4 —7 = A ABAFE— FOPHR—
« NAT DIA #ffi [ L7/ — hR—=RAB LT =X R Y o —_X— 2D DY R — k
* NAT 7 — )L & )L—"T 3y 7 OHR— |k
« AHXT 47 NAT s ED Y AR— b
« AT 4 v 7 NAT R— MEEO SR — b
c HE A NVETITRE A NVOEMFITIE SN, V2 —T o f AD S F S FE ek

*NATDIA ICLAHFA Y TA L E—T 2 A ARBEDODAXT 4 v 7 £2Ir T =— SR
721P 7 FLADYHR— |

NATDIA 54 Y35 A V3 —T 24 RADT—9 70—

HFAR—FEINTWBE/NY U —2A : Cisco I0S XE Catalyst SD-WAN U U — % 17.9.1a, Cisco
vManage U U —% 20.9.1
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NAT D% |
B woncsrvso8—T: 4 25BAT HBEOHREE

WOKNE, IPVA T TAT U T T4 IIMEAYTA L E—T oA AEN L TN—T 47
S, IPVAA v F—Fy b A PBRBIOY—ERIZRZET A HEEZRLTWET,

K 3:NATDIASA ¥ S A v 3—T AR YR—bDT—Y T70—

Radius Server

a
Cisco 108 XE ! ey

IPv4 Client SD-WAN DSLAM BRAS P L

l rll’ P~ ) 7 IPv4 Internet

€ ——————— ——— % ___________ EI ————————— Ty »..  Services/Host

y- 4 g N ),

Client PPPoE Client PPPoE Server

PPP over Ethernet

: el L)
il r

Y
357810

Client’'s End-to-End Traffic Using IPv4

NATDIA THANVSA U A—TJ x4 R%=EHAT HI5E5DHIEEIE

PFAR—FEINTWBE/NY U —A : Cisco I0S XE Catalyst SD-WAN U U — % 17.9.1a, Cisco
vManage U U —% 20.9.1

A Y TA LB —T A ATIINATDIA ODLBYR— K ENTWET,
cHAXTA LB —T oA ZATIIH—EZAINAT TR — FER T ER A,

e FNA ACLIEIZCLIT RE VT T L— F2fERT 584, PPPOEY ¥ VAR 7 L—A
1 1800 /XA MZHIR S uE T,

c RO PPPOA XA YT A H—T =2 A A BT HIMEOBRETHHR— SN TWEREA,
Cisco SD-WAN Manager #6827 > 7 L — N & L7 AALSMUX, AAL5SNAP,
AALSNLPID, %7213 bridge-dotlq T3, Z4L5 D PPPoA 1 7B /ALZ R ET DAL,
CLLT v 7L — 2 L TH b AR ET HLERH Y 1,

«NATDIA b T v 7 —IZ. ipunnumbered f > % —7 = A ZAZFHOFA Y TFTA L B —T = A
ATIEYR—FINTHERA,

¢ NAT DIA R2ADHETEIEX., WAN A v Z—T =2 A4 ZADN—T Xy 7 TP AR— I TNE
A,

CLUTF>TL—rAERALE=NATDIA THANYSAEA—T 4 ADETE

HFAR—FEINTWBE/NY U —R : Cisco IOS XE Catalyst SD-WAN U U — % 17.9.1a, Cisco
vManage U U —% 20.9.1

CLIT > 7 L— sOFEHAOFEMIONWTIE, CLIT 7L — MBEXWCLI T KA VHRET v
L— 2L T I,

1. NATDIA ZHNMZ L TCPPPOE XA YT A v X —T = ABHRTLET,
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Cisco IOS XE Catalyst SD-WAN U U —2Z 17.9.1a 3 X UF Cisco vManage U YV — % 20.9.1 7» 5
i © & % dialer down-with-vinterface 2~ > KiX, PPP v g VMEIE Lz L &I1TX4 A
YA A —T oA AEEILLET,

interface interface-type-number

pppoe enable group global

pppoe-client dial-pool-number dialer-pool-number
1

interface Dialer dialer-number

description interface vers le BAS

mtu bytes

ip address negotiated

ip mtu bytes

ip nat outside

encapsulation encapsulation-type

ip tcp adjust-mss bytes

dialer pool dialer-pool-number

dialer down-with-vInterface

pPPp chap hostname hostname

pPPp chap password password

pPPp authentication chap callin

PPP ipcp route default

service-policy output shape Dialer dialer-number

2. AVH—Tx2AARAF—=NR—0—RKE—-RTHLAYTA ¥ —T =A% LTipnat
outsde Z BN L E T,

interface Dialer dialer-number

ip nat outside

ip nat inside source list nat-dia-vpn-hop-access-list interface Dialer dialer-number
overload

3. % —tE 2] VPN ® NATDIA L — FZ2HELF T,

P— A0 VPN @ NAT DIA /V— h DR EICET 23>V TIE, INATDIA L— kD
RE] ZBRLTLIIEE N,

£7701%
—gfbEN=T—2 R o—%HEHL T, —EAM VPN ® NATDIA V— F R EL F
j—O

ip nat route vrf vrf-id route-prefix prefix-mask global

(F)  Pool-overload-config ZfEH L7 NAT v v B> VL RIU T oW oo a r THEAYITA L X —
7 xA ZANHIBRSND & BINOIENAT BRENERSNET, KITRTEOIC, BRLH M7
YT g UEEH L TA NAT sE 2 RN HIR L E 7,
Device (config)# no ip nat inside source list global-list pool natpool-Dialerl00-0 overload

egress-interface Dialerl100
Device (config) # commit

Device (config)# no interface Dialer100
Device (config) # commit

NATDIA CHA YT A L H—T =2 AR ET DT DODREERFREN ERITR L ET,
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interface Dialerl00

mtu 1492

ip address negotiated

ip nat outside

encapsulation ppp

ip tcp adjust-mss 1452

dialer pool 100

dialer down-with-vInterface
endpoint-tracker tracker-google
ppp authentication chap callin
ppp chap hostname branchl.pppl
ppp chap password 7 01100F175804
ppp ipcp route default
service-policy output shape GigabitEthernet0/0/1
|

interface GigabitEthernet0/0/1

no ip redirects

pppoe enable group global
pppoe-client dial-pool-number 100
|

sdwan

interface Dialerl00

tunnel-interface

encapsulation ipsec weight 1

color mpls restrict

exit

exit
ip nat inside source list nat-dia-vpn-hop-access-1list interface Dialerl00 overload
ip nat route vrf 10 0.0.0.0 0.0.0.0 global

FANSAA—T A4 AZREDHER
PFAR—hENTWBHE/NY U —R : Cisco IOS XE Catalyst SD-WAN U U — 2% 17.9.1a, Cisco
vManage Y J —* 20.9.1

RO arTE ZATYIA L E—T oA ZAORE LMD D HETHOWTHHLET,

NATDIAIP JL— FERFEDFER
wIZ., showiproutevrf 2~ RO IHIZ R L ET,

Device# show ip route vrf 10

Routing Table: 1

Codes: L - local, C - connected, S - static, R - RIP, M - mobile, B - BGP
D - EIGRP, EX - EIGRP external, O - OSPF, IA - OSPF inter area

N1 - OSPF NSSA external type 1, N2 - OSPF NSSA external type 2

E1l - OSPF external type 1, E2 - OSPF external type 2, m - OMP

n - NAT, Ni - NAT inside, No - NAT outside, Nd - NAT DIA

i - IS-IS, su - IS-IS summary, L1 - IS-IS level-1, L2 - IS-IS level-2
ia - IS-IS inter area, * - candidate default, U - per-user static route
- NHRP, G - NHRP registered, g - NHRP registration summary

- ODR, P - periodic downloaded static route, 1 - LISP

- application route

- replicated route, % - next hop override, p - overrides from PfR

- replicated local route overrides by connected

2 + © O m

Gateway of last resort is 0.0.0.0 to network 0.0.0.0

n*Nd 0.0.0.0/0 [6/0], 4d0lh, NullO
10.0.0.0/8 is variably subnetted, 3 subnets, 2 masks

H 15Tl n*Nd 0.0.0.0/0 DR EFH A D NAT DIA L— k TT,

. Cisco Catalyst SD-WANNAT 2> 7« ¥ L—3 3> 4 K. CiscoI0S XE Catalyst SD-WAN ') ') —X 17.x



| NAToEE
s54v54v58—7242520kR ||

IP7 FLADEBRDIER
Iz, show ip nat trandations =~ > RO HIZ R L £9,

Device# show ip nat translations

Pro Inside global Inside local Outside local Outside global
tcp 192.0.2.1:80 10.10.0.100:8080 -—= -—=
-—= 192.0.2.2.198 10.10.0.254 -—= -—=
tcp 192.0.2.1:8000 10.10.0.253:23 -—= -—=
tcp 192.0.2.25:25185 10.0.0.1:43878 203.0.113.1:80 203.0.113.1:80
tcp 192.0.2.3:48871 10.0.0.2:48871 203.0.113.2:80 203.0.113.2:80
tcp 192.0.2.3:63242 10.0.0.2:63242 203.0.113.2:80 203.0.113.2:80
tcp 192.0.2.3:52929 10.0.0.2:52929 203.0.113.2:80 203.0.113.2:80
tcp 192.0.2.4:25184 10.0.0.4:28456 203.0.113.1:80 203.0.113.1:80
udp 192.0.2.3:64681 10.0.0.2:64681 203.0.113.1:53 203.0.113.1:53
udp 192.0.2.3:65504 10.0.0.2:64670 203.0.113.1:53 203.0.113.1:53
tcp 192.0.2.25:25186 10.0.0.1:28455 203.0.113.1:80 203.0.113.1:80
Total number of translations: 11
YT TE, 1L OEBERSH Y £,
PPPoE v 2 3 U DFERR
KIZ. show pppoesession =~ > RO AHIZ R L E1,
Device# show pppoe session
1 client session
Unig ID PPPoE RemMAC Port VT VA State
SID LocMAC VA-st Type
N/A 391 84b2.61cc.9903 Gi0/0/1.100 Dil00 Vi2 UP
c884.a1f4.b981 VLAN: 100 UP

ZOWIFITIE, PPPOEZ A YT A X —T 2 A4 AN UP LFRENTWVET,
Wiz, showpppall =~ FOHAHIZRLET,

Device# show ppp all
Interface/ID OPEN+ Nego* Fail- Stage Peer Address Peer Name

viz LCP+ IPCP+ CDPCP- LocalT 172.16.100.1 SDWAN-AGGREGE

PPP ~ IS T —3 3 VIEHROHESR
&Iz, show interfaces Dialer =~ > FOH A%~ LE T,

Device# show interfaces Dialer100
Dialerl100 is up, line protocol is up
Hardware is Unknown
Internet address is 172.16.100.101/32
MTU 1492 bytes, BW 56 Kbit/sec, DLY 20000 usec,
reliability 255/255, txload 255/255, rxload 255/255
Encapsulation PPP, LCP Closed, loopback not set
Keepalive set (10 sec)
DTR is pulsed for 1 seconds on reset
Interface is bound to Vi2
Last input 00:09:05, output 00:00:09, output hang never
Last clearing of "show interface" counters 1wOd
Input queue: 0/375/0/0 (size/max/drops/flushes); Total output drops: 0
Queueing strategy: weighted fair
Output queue: 0/1000/64/0 (size/max total/threshold/drops)
Conversations 0/0/16 (active/max active/max total)
Reserved Conversations 0/0 (allocated/max allocated)
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Available Bandwidth 56 kilobits/sec
5 minute input rate 42220429000 bits/sec, 23 packets/sec
5 minute output rate 1520154000 bits/sec, 23 packets/sec
755339342 packets input, 2706571669546067 bytes
696497150 packets output, 97523835049377 bytes
Bound to:
Virtual-Access2 is up, line protocol is up
Hardware is Virtual Access interface
Internet address will be negotiated using IPCP
MTU 1492 bytes, BW 56 Kbit/sec, DLY 20000 usec,
reliability 255/255, txload 177/255, rxload 177/255
Encapsulation PPP, LCP Open
Stopped: CDPCP
Open: IPCP

ZOWABFITIE, pialerioo BB L CTHY ., BT v a3 BE L T OET,
Virtual-Access2 HEEE L TEY E[;"f&j"m ra v BE LTV ET,

NATDIA CHA NV SA U A—T A REERT 5= DEREH

PFAR—hEINTWABE/NY U —A : Cisco I0S XE Catalyst SD-WAN U U — % 17.9.1a, Cisco
vManage Y U —X 20.9.1

ZOBIE, NAT 7=, WA X T 4 v 7 NAT, BEOR— 74+ V=T 4 7 TOXAF
FA L H =T =2 ADRELERLTVET,

ip nat pool natpoollO 203.0.113.1 203.0.113.25 prefix-length 24

ip nat inside source list nat-dia-vpn-hop-access-list interface Dialerl00 overload

ip nat inside source list nat-dia-vpn-hop-access-list pool natpooll0 overload
egress-interface Dialerl00

ip nat inside source static 10.10.80.254 10.1.1.198 vrf 10 egress-interface Dialerl00
ip nat inside source static tcp 10.10.80.100 8080 interface Dialerl100 8080 vrf 10

ip nat inside source static tcp 10.10.80.253 23 10.1.1.200 8201 vrf 10 egress-interface
Dialerl100

HSRP [C& A NATDIAR AT 4 v NATR Y EVY

WDt 73 TiEk, HSRP #fFH L7 NATDIA A& T 1 v~ 7 NAT ¥ v B> 7 OB EIZOW
Tt L E9,

HSRP ICK DR A T4 v NATT Y EVTIZDLNT

PAR— b ENTWBDE/NY U—R : Cisco IOS XE Catalyst SD-WAN Y U —Z 17.9.1a, Cisco
vManage U J — 2 20.9.1

HSRPIE, 77 —A by ZIPTF /A ADT = — A — "= ZFMBINCEFTTE B & 5 Icakat
S #L7z First-Hop Redundancy Protocol (FHRP) T3, 774/ b7 —h U= A DIP T KL AR
RESNTRY NU—T EDOIPHRARNMIT 7 —A MRy T ON—T 4V TIENEZHET S
ZEIZEoT, A TR T EY T 4 2R LET, HSRP X, V—F T N—THNOT 7T 4
TTNARAERZ U INA TN R DT OIEHEET,

HSRP % EDFEAMIZ DTl [Cisco Catalyst SD-WAN Systems and I nterfaces Configuration Guide,
Cisco IOSXE Release 17.xJ]] @ [Hot Standby Router Protocol (HSRP)] DFEA S L T 7ZE 0,
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HSRP <& 5247« v NAT ey ELs0FA [

ARP TD7 kL RfiFR

Address Resolution Protocol (ARP) Z, R A FD/N—KDU =277 KL A%ZHEANOBEMDIP T
RUAWHHBHELET, ZDO/N— K77 7 KL AX Media Access Control (MAC) 7 R LA
EHIHINET, ARPBRFFT O2F ¥ via (F—7 ) TiE, MACT RLARIPT RL&
vy B 7SR THET,

Gratuitous ARP

RANPEHHIDIPT L RAZRFT 572 DI ARPER ZEET D84, Z 1L Gratuitous ARP
EFEENE T, ARPER/NT v M Tt #ELEEEDIP T FL AL, RUEFEILIPT KL
AEHERTHEEZSNTOWET, SBHEMACT FLRFA—H Xy F 7e— ¥y A~ 7 FLX
T‘j‘o

WN—BNT IT 4 TN b L, A 5%17%5 LAN 27 A MZ HSRP [RIEMAC 7 R L 2 %
4 {p Gratuitous ARP /X7 v 27 0 — K&y A RMLET, BT ALV IBA =P Ry FAS vF
T 5HE. AA v FIIMUEMAC 7 RLADEHEZLEFE T £, Zhickv 7y
B TIT AT TIRIe T N—=2 OROVIZT 7T 4 T—ZITfinET, V=2 N7 7%
/v D HSRPMAC 7 RV AZHHAT 254, = KT /34 A, gratuitous ARP Z %3 & L
A,

HSRP [C&k B R A T4 Yy I NATYVELS

1. NATRZT 4 v Iy TREISIL. TNAABFAETHT RLARIZH LT ARP 7
TUMN MY H—ENDE, NAT IZZ D HSRP 7 /L — ST E SNT-ARAE MAC 7 RL AT
WELET, 2O0DT A ART VT4 T7BIORRZ 4 L LTEMELE T, HSRP 7
N—TIB/THEIC, TIT 4 TTFNA, REZE A F SN, 2D NAT N A > Z—
T A AEFELET,

2. TITATN—BERZUNAN—BDESTRREICAZT v 7 NAT ¥ > B2V THRIE
ENTWABEE, 77T A TTFNA ALETNRAZT 4 vV NAT~ v B 7 1 O ARP
FORIZINE LE T, HSRPT 7 7 4 T TN, AIND AL U INA T INA AT = — )b —/3—
THNT T 471, 72— A= "—F LHNCARPERNBZ A LT U T 5D %FFON
TIH D EFHA,

3. HLWHSRP 777 4 7T /31 AL, ARPERN XA LT 7 MTHD &I, A4
TAYINATV Y 72 N OFiAHEZBEIICHELES, HSRPT7 77 4 77N
A AZ, AXT 47 NAT ¥~ v B> 7> kU O Gratuitous ARP ZR {265 LEd, 2
AL, ip nat outside source static =~ > RiZ~ v B> 7 STV 5 HSRP 7 /L— 74 % Fl|
AL irbiEd,

HSRP ZfEf L7 A X T 4 v 7 NAT ~ v B U 7 OFEHIZOWTIE, [P Addressing: NAT
Configuration Guide] ZZH L T 7Z& Wy,

HSRP IZ&KBRAT4 v NATR Y EL T DR A

s NI T4 IIET AN =T DENZARP = N U R Z A LT U N 5D
DWENTRNTeD TURMEN R S ET
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*HSRP 77T 4 TN—Z DIN, NAT 7 R A TERIEINT-/L—Z ~DFHEE ARP K|
ISELET,

HSRP ITL AR AT 4 v NATTw ELY DHIFEIR

HFAR—hENTWBE/NY U —A : Cisco I0S XE Catalyst SD-WAN U U — % 17.9.1a, Cisco
vManage Y U —* 20.9.1

* NAT64 35 L TUYNAT66 1L, HSRP Z i L7 A Z 7 4 » 7 NAT v v B 7 TlIHAR— k&
NTHEEA,

¢ IPV6T RLRFHHR—FENTWHETA, PAR—FINTWBEDIZIPVE T KL ARFEIFT
@—O

W —EAMAT V=7 P T v I—IE, SMEASZT 4 v 7 NAT Tl AR—hSHTHE
RV

e M FOHSRPIL—F (T 7T 4T AZ L) X, RLIN—TLELEREUAET 47
NAT v v B 7 E2FONERH Y £,

CUFT>TL—bEERLIZHSRPIZKBHRE T4 v NATR Y ELTDERE

HFAR—hENTWBHE/NY U —R : Cisco IOS XE Catalyst SD-WAN U U — 2 17.9.1a, Cisco
vManage Y J —* 20.9.1

CLIT > 7 b— FOFEHOFEMIZONTIE, CLIT > 7 L — FBIXOCLL T R4 U #teT 7
L— hEZRL T EEN,

1. NAT_ALFEYT 4 DE=HIZ, HSRP 7 /V—74 & redundancy & — 7 — RZ4R7E L7
ipnatoutside #fEfI L C, 777 4 7B L URAZX /34 HSRP LV — X R E L T,

interface interface-type-number

no shutdown

vrf forwarding vrf-name

ip address ip-address ip-address

standby version number

standby group-number ip ip-address

standby group-number name hsrp lan

standby group-number preempt

standby group-number priority priority-value

standby group-number timers msec timer-value timer-value

negotiation auto
exit

!

ip nat inside source list global interface interface-type-number overload
ip nat outside source static ip-address ip-address vrf vrf-name redundancy hsrp lan
match-in-vrf

\}

GE) TEMEF—Y — RN, ip nat outside source static 2 ¥ RTOAYR—FINTWVET, ip
nat inside source static 2. N T, redundancy % —V — RiZH AR —bFINTWEREA,
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CUF>TL— hEFEALIHSRPICE 52274 v NAT Ty Ev s nEE |

HSRP 7 75 4 TN—R L AR LA )L—Z D2, [F L HSRP Z/—74 LU AZ
T4 v I NAT~ v B T HFELET,

%55C NAT @ ip nat outside =~ > RO EIZIMZ T, H#EIC P 2 LT 572D ip nat
inside 2~ > REZHRELET,

ff_A

EAMNL A H—Fy My FEIRETH &L NATDIAZSEEIP T KL (7

FGAR—KIPT RLZADEPELH D) %7 Y v 7 IPT RLARZEHRLET, Zhid.
56.4% NAT & FEEH £,

2. ipnatoutside#iEZ VAR — F T 5 —fbINicT —F R Y O —ZER L 9, 5056 NAT
SECHORT 7 4w 71F, R =3 =7 ATHEY LARWEARNH D £7°,

policy

data-policy policy-name
vpn-list vpn_list
sequence number

match

source-ip ip-address

action accept
nat use-vpn 0

sequence number

match

source-ip ip-address
destination-ip ip-address

!

action accept
nat pool pool-number

default-action accept

lists

vpn-list vpn_list
vpn vpn-name

vpn vpn-name

4773'“332@7"271'\9 U v —® nat use-vpn 0 %Bﬁj\&li D N 5@:5‘1‘: 1P ﬁ‘%@éﬂf:?ﬁﬁ:‘ *ﬁ(ﬁ—é
77 4w 7B VPNOIZEFESNET,

WIZ, HSRP 2 L CAX T 4 v 7 NAT v v B T 2R ET DI DRI ERN &Rk L

=7,

interface GigabitEthernetl
ip address 209.165.201.96 255.255.255.0
ip nat outside

standby
standby
standby
standby

standby
!

version 2

300 ip 209.165.201.34
300 priority 120

300 preempt

300 name hsrp wan
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interface GigabitEthernet3

vrf forwarding 2

ip address 192.168.0.96 255.255.255.0

standby version 2

standby 500 ip 192.168.0.94

standby 500 priority 120

standby 500 preempt

standby 500 name hsrp lan

!

1

ip nat inside source list global interface GigabitEthernetl overload
!

ip nat outside source static 209.165.201.1 192.168.0.1 vrf 2 redundancy hsrp lan
match-in-vrf

1

— b ENTETFT— 2R > —HEH L THSRP TAE T 4 v 7 NAT v v B T HBRETHT-
D DSERTRERRG 2RI LET,

policy

data-policy test_policy
vpn-list vpn_list
sequence 10

match

source-ip 192.168.0.0/24
1

action accept

nat use-vpn 0

!

!

sequence 20

match

source-ip 192.168.0.0/24
destination-ip 209.195.201.0/32
!

action accept

nat pool 1

!

!

default-action accept

1

1

lists

vpn-list vpn_list

vpn 0

vpn 2
!

!

HSRP ZERAL=X2 T4 vV NAT Y v E2 T DR

PFAR—hENTWBHE/NY U —2R : Cisco IOS XE Catalyst SD-WAN U U — 2% 17.9.1a, Cisco
vManage U U — 2 20.9.1

WDt s arTidk, HSRP #EH L7 A X T 4 v 7 NAT iR EDMHERIZOWTHIA L £9,

HSRP J )L—J&ICEEMIT 5Nz IP 7 FLADERT
iz, show ip nat redundancy =~ > ROl Z R~ L £7,
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Device# show ip nat redundancy
Ip Redundancy-Name ID Use-count
192.168.0.200 hsrp lan 0 1

EFEOHIIE, HSRP Z NV — 7 ZICBEEMT 572 IP 7 RV AZ R L TWET,
Use-count FDEFIE, ZDIP T RV AEMHATHAZT 4 v 7 NAT CLI O~ LET,

HSRP 7 /L —7 42T B2 IP 7 RV RAEZRRT H72DDOHFH L~ K showip nat
redundancy 2VEII S E L7z, FEMIC DWW CiE,  [Cisco IOSXE Catalyst SD-WAN Qualified
Command Reference Guide] #ZfE L T 7ZE0,

EMEINTIPT7 FLRADERTR
IZ, showip nat trandations =~ > RO 2R L ET,

Device# show ip nat translations

Pro Inside global Inside local Outside local Outside global
-——= == -—= 192.168.0.200 209.165.201.1
icmp 192.168.0.1:174 192.168.0.1:174 192.168.0.200:174 209.165.201.1:174
icmp 192.0.2.1:174 192.168.0.1:174 209.165.201.1:174 209.165.201.1:174
icmp 192.168.0.1:174 192.168.0.1:174 192.168.0.200:174 209.165.201.1:174

Total number of translations: 4

EiEoH A, 4 OB H D L BRI LTOET,

HSRP X 4 >/ A JL— B DIFEHRD R
WIZ, AL A —2 DIE#RZFRT 5 show standby =~ > RO IHZRL £7,

Device# show standby
GigabitEthernetl - Group 300 (version 2)
State is Active
1 state change, last state change 22:33:42
Virtual IP address is 209.165.201.1
Active virtual MAC address is 0000.0c9f.fl2c (MAC In Use)
Local virtual MAC address is 0000.0c9f.fl2c (v2 default)
Hello time 3 sec, hold time 10 sec
Next hello sent in 1.584 secs
Preemption enabled
Active router is local
Standby router is unknown
Priority 120 (configured 120)
Group name is "hsrp wan" (cfgd)
FLAGS: 1/1
GigabitEthernet3 - Group 500 (version 2)
State is Active
5 state changes, last state change 00:00:18
Virtual IP address is 192.168.0.94
Active virtual MAC address is 0000.0c9f.f1f4 (MAC In Use)
Local virtual MAC address is 0000.0c9f.f1f4 (v2 default)
Hello time 3 sec, hold time 10 sec
Next hello sent in 0.544 secs
Preemption enabled
Active router is local
Standby router is unknown
Priority 120 (configured 120)
Group name is "hsrp lan" (cfgd)
FLAGS: 1/1
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NAT oz |
B wonzgmLE7Ius—sasLRLns— Yz g

REMACT7 FLRZFERALTARP T—JILONATIP 7 RLRERTT S
Wiz, showarpvrf 2~ RO HHIZ R L ET,

Device# show arp vrf 2

Protocol Address Age (min) Hardware Addr Type Interface

Internet 192.168.0.1 - 0000.0c9f.£f1f4 ARPA GigabitEthernet3
Internet 192.168.0.10 11 0050.56bc.780b ARPA GigabitEthernet3
Internet 192.168.0.11 100 0050.56bc.608e ARPA GigabitEthernet3
Internet 192.168.0.14 83 0050.56bc.4748 ARPA GigabitEthernet3
Internet 192.168.0.94 - 0000.0c9f.£f1f4 ARPA GigabitEthernet3
Internet 192.168.0.96 - 0050.56bc.1378 ARPA GigabitEthernet3
Internet 192.168.0.98 73 0050.56bc.3967 ARPA GigabitEthernet3

FFEOHEIE. NAT 7 KL% 192.168.0.1 2MAE MAC 7 K L% 0000.0c9f.f1f4 T ARP 57— 7 /L
ZEmEhdZ &R LTWET,

NATDIA #ERLE=7T)5—a3a v ILRNILDT—bkox A

WDt arTiE, NATDIAZER LT ) r—y a0 L-L F— ko= (ALG) @
REICELTHALET,
NATDIA 2R L 1= ALG O{FHIZE9 515

HR— &N TWBH/NY U —32 : Cisco I0S XE Catalyst SD-WAN U U — 2 17.9.1a. Cisco
vManage U U —% 20.9.1

TV r—=vary b LS —hyxA (ALG) X, TV r—var A S— b= AL
HIEEN., 77U A —v a2y hOX_L a— RNOIPT RLAEZEHRT BT S r—3 3
vTCT, ALGZBHLTT 7 U r—va v @7 haLz IR L, 7747 7+ —/L& NAT
B FEITLET,

NIy b m— RIZT7 FLAFRZHEOAT 72 b abid, ALGOYVR— &2 EL LFE
T koTa Fa)LTiE, TV A — g 3, B— RO NAT BH#Z ALG 2S4BT,

e NAA v —Db AT . (DNS)
s 77 A NRET 1 fan (FTP)
» Session Initiation Protocol (SIP)

SIP %, SIPIZ3:3< VoIP Y VU =—3 3 2 NAT % B+ AHeE 48 L £,

Cisco vManage U U — & 20.11.1 33 £ U Cisco 10S XE Catalyst SD-WAN U U — 2 17.11.1a LAR,
wKOTa harpsyR—kInET,

« M%7 7 A NERE T e k=L (TFTP)

e RAV FNY—KRA 2 brx VY 7u kan (PPTP)
«Sun UV E— h 7B —V ¥ a—/L (SUNRPC)

+ Skinny Client Control Protocol (SCCP)

* H.323
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| NAToEE
NATDIA Z{f L T ALG #{EfA7 55 = .

A\

GE) Y= _R—2DT7 7 AT 7 +—/L (ZBFW) BNATDIAIZK L THIT 2 > TWAHEE . NAT
ALG F¥REIT ZBFW S AHAER L £,

ALG OFEICOWTIZ, [IP7 Ry v 7 NATa v 7 4 FXFalb—iary 4 R #581K
LTL &N,
NATDIA Z{#ERA L TALG 2RI 555

I ITAT U NT TV r—2a B, #A4F v 7 TCPE/-IZUDPAR— &AL TY—
N=T TN lr—vart@BfgcedLricLET,

¢ NAT DIA TEREIILIZNATALG &YV — 2 _XR—Z2DT7 747 74—/ (ZBFW) O HA
EHAEEZYR—FLET,

NATDIA ZfER L - ALG DfERIZEY 5 HIREIE

PAR—=FIN TSN U —2R : Cisco I0S XE Catalyst SD-WAN U U — & 17.9.1a, Cisco
vManage U V — 2 20.9.1

o P— B A NAT Z 6/l L72 ALG 139 R — h SR TV EH A, NAT DIA DA HR— k
SHTVET,

«ip nat outsidesource =~ > R&H L72 ALG O EITVHA— S THhERA,

s RAAL VR —ALT AT L (DNS) ALG TIE, XM u— FEEFT 572012, NATEHT —
TINCAZT v 7 N DBMETT, NAT BT — T I AZ T 4w 7 h YR
RS . DNS ALG ITHERE L =8 A

wpa<wy REHFH LT, NATEHBT —T WA ET v 7 MY ZER L E9,

ip nat inside source static local-ip global-ip vrf vrf-id egress-interface
interface-type-number

- clear ip nat translations =~ > R&ZFE (795 &L, ALGEY > a BN 7 U7 IE T, NAT
WK DA FER T HI121E, HILWNAT o~ > REETLET, ZhiEPi#sncn
LENETT,

CUF>TJL—bt%{EMALT NATDIA T®D ALG DELTE

CLIT > 7 L— FOFEHAOFEMZONTIE, CLIT 7L — MBI CLL T R U #feT 7
L— hE2BB LT EEN,

1. NATDIA ZH T L7,
FERZOWTIE,  TNATDIA OFFE] #ZM LT Z a0,
2. NATALG /' a— L% R— hEF3c LET,

ip nat service all-algs

3. OB TRTESIC, TV A—ar7ue haLl EIZNATALG 2 LET,
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NAT DR
B Aczeorsz !

ip nat service dns tcp

ip nat service dns udp

ip nat service ftp

ip nat service sip tcp port port-number
ip nat service sip udp port port-number

() Cisco vManage U U — A 20.11.1 3 L O Cisco 10S XE Catalyst SD-WAN U U — & 17.11.1a PARE,
D7\ k3 /L3 NAT ALG THAR— FEET,

* TFTP
* PPTP
* SUNRPC
* SCCP
* H.323

ALG ZRETHT-ODREERREN #RITILET,

ip nat service all-algs

ip nat service sip tcp port 5060
ip nat service sip udp port 5060
ip nat service dns tcp

ip nat service dns udp

ip nat service ftp

ip nat service H323

ip nat service ras

ip nat service pptp

ip nat service tftp

ip nat service sunrpc tcp

ip nat service sunrpc udp

ip nat service skinny tcp port xxxx(default 2000)

ALG FRTE DHESR
WDY 7 > a Tid, NAT ALG 5% € ORERIZBE T 21 a2t L £ 9,

ALG i & KRR

show ip nat translations tcp

tcp 10.1.15.15:5062 10.20.24.150:57497 10.1.15.150:21 10.1.15.150:21
tcp 10.1.15.15:5063 10.20.24.150:49732 10.1.15.150:20 10.1.15.150:20

\}

GF) CLT7 V7 L—haHLTA r— ROFREERTLHZ LI TEERA, M2 —FOXE
Ha% FR 7 DL, Cisco SD-WAN Manager i LT X7y haFx v 7F ¥ LET,

Cisco SD-WAN Manager Z i [l L7237 v F D% ¥ 7 F ¥ OFEMICOWTIE,  [Cisco Catalyst
SD-WAN Monitor and Maintain Guide] @ 347 v hOF ¥ FF x| 2B LT E I,
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| NAToEE

NATDIA 2R L1Ai— ko4 7—F 125 |

NATALG (LB NAT 2 A L7 h&ETARINY YRV DFER

Device (config) # show platform hardware qfp active feature nat datapath summary
Nat setting mode: sdwan-default
Number of pools configured: none
Timeouts: 86400 (tcp), 300(udp), 60 (icmp), 300 (dns),
60 (syn), 300 (finrst), 86400 (pptp), 3600 (rmap-entry)

pool watermark: not configured
Nat active mapping inside:1 outside:0 static:0 static network:0
Nat debug: none
Nat synchronization: enabled
Nat bpa: not configured; pap: not configured
Nat gatekeeper: on
Nat limit configured: no
Vpns configured with match-in-vrf: no
Nat packet drop: true
Total active translations: 615 (0 static, 615 dynamic, 615 extended)
Platform specific maximum translations: 131072 configured: none
PAM table non-zero entries:

0 Oxeaa88bel port=53, proto=6, appl type=12

12 Oxeaa88c60 port=2000, proto=6, appl type=8

25 OxeaaB88bal port=21, proto=6, appl type=11

34 OxeaaB88c20 port=5060, proto=6, appl type=9

35 OxeaaB889e0 port=496, proto=17, appl type=16

85 Oxeaa88cel port=5060, proto=17, appl type=9

119 OxeaaB88cal port=53, proto=17, appl type=12

NATDIAZ2ERLI=R— b4+ TD—FT a5

DT 73 TiE, NATDIAZHA LR — 74V —F 4 VT OREIZOWTIHRH L E
j‘o

NATDIAZERAL=-R— b T+ T0—T 1 VJIZET 5158

HAR— &N TWBH/NY U —32 : Cisco I0S XE Catalyst SD-WAN U U — 2 17.9.1a. Cisco
vManage U J — % 20.9.1

NATDIA ZHH L7eAR— b 74U —FT 4 71X, 774 X=Xy b= NTH—1—%
FITT D= =2, XTV I IPT FLAL, WO —H/LIPT KL ALER—FEFIC
vy T ENLR— MEEEILAETOMELRIL L T, ZOBETIE. £F— N EERTREA
RHWNELIP 7 RLACERE CE D720, RU AT Y w7 IP T RLUADLEEOT—/—~D
T RBANAREIZRY ET,

Cisco 10S XE Catalyst SD-WAN U U —Z 17.9.1a 3 X T} Cisco vManage Y U — % 20.9.1 LRI,
R— 7+ U —F 4 Zi3¥—E 2D NAT THIFAHET L=,
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NAT D% |

B NaToR EER LI K= b T T—F 0 L SICET AR

4:R—bEBEEES NATDIAR— b7+ T—FT 425

GigabitEthernet1
<«—— WAN (Public-Facing) Interface
GigabitEthernet2 (VRF 1) IP:10.1.2.1/24

Port Forwarding with a Port Change
192.168.1.100:443 - 10.1.2.1:8443

IP:192.168.1.100
Port: 443

468308

Cisco 10S XE Catalyst SD-WAN U U —Z 17.11.1a LD YV U — AT, NATDIA ZfliH L 7=

K=" T T =T A THON=T Ny 7 A =T 2 AZRETEET, L—T Ny
AHE—=T A RF, IPA—T 4770 NaAVPBV—T Ny 7 o F—T A AZED Y
THNIEY TRy bOT RRZ A XEMGET D255, A F—7 A RZED Y THLIP
T RUANRWNDOTHEEERRBICAR D LI LET, V=T RNy I A o F—T o f ALF— &
FRREINDE, EEITLIP T RLRALREELR— MEFRENENL—T Ny 7 IPT R
A LR — NEFICEHRINET,

Cisco I0S XE Catalyst SD-WAN U U — X 17.11.1a 6, T3 A CLI 7> 7 b — M E721% CLI
T RAMERET VT L —hEHEH LT, V=T Ny I A F—T 2 AEFEETEET, L—
TRy I B —T 2 A ADFREDFEHZOWTIX,  [Configure Port Forwarding with NAT DIA
Usinga CLI Template] ZZM L T 7230,
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| NAToEE

NATDIA 2R LtAi— k74 7—F 1 w5 0fE [

B5:N—TNRNy Y A3 —Tz A REFEA LI NATDIAR— D+ T—T 4245

GigabitEthernet1 10.1.2.1

Loopback IP: 10.1.3.1:8585

Port Forwarding with Loopback Interface
192.168.1.100:8080 —»10.1.3.1:8585

y

IP: 192.168.1.100
Port: 8080

357961

NATDIA ZERALF-R— b7+ T7—T 1 VT DRR

NTYV I RALINETTAN—= Ry FT—7 (LAN) HOY—"—IZT7 7B ATE
=7

B R—FERRDOINEBIP 7 FLRIIRETE 5720, WL X7 U w27 IPT RLAN
SEHDOY— =T 7 ATEET,

NATDIAZERHLIE=R— I+ —FT 4 U OHIREIE

PAR—FENTWSH/ND U —A : Cisco I0S XE Catalyst SD-WAN U U — 2 17.9.1a, Cisco
vManage U U — A 20.9.1
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NAT OE |
B varonzERLEK— F AT —F 0 Lo 0RE

eNATDIA ZHH L7-AR— 74U —F 4 7 Tld, TCP 2 — KRZ 2 73R — b

SN TWEHRA,
e bT T4 PIE. RNT VIR M= NEDHNRNT Y w7 IPT KL A ER— MIE|
ETEET,

e AXT 4 I NAT Z#BRELTWDLEE., R— b 73T =T 4 VT HRETDHEEIIELT
AR2T 47 NATIP 7 FLAZHHCTE A,

*NATDIA CTHR— 74U —F 4 VT HFHKET H & ZIZ, Cisco SD-WAN Manager T ) S
NTeAR— MIEATE EEA,

* Cisco IOS XE Catalyst SD-WAN U U — 2 17.10.1a Igi®> VU JV — A TlX, v—7F v 7 A v
HZ—T A AT R—F SN TWEHEA,

Cisco 10S XE Catalyst SD-WAN U U —Z 17.11.1a Ti%, NATDIA Zfifl L7z —F 7 %
T—F 4 TNIN—T Ry I f =T 2 A AERETEET, V=T R f o H—
7 A ADFEDFEZONTIE, [CLI 77 L— M &l L7z NAT DIA (2 L %R —
N7 U —=FT 4 VT OKE] SR TIEIN,

TAXTEBA L H—T 2 A AT FR— IR TOERA,

UDP 7R— b 8000 ~ 48199 %, VoIP b T 7 4 v 7 AIZFHEINTWET, CiscoIOS XE
Catalyst SD-WAN 7 /3 A A "C VoIP AN > TV 54A ., NAT DIA 1%, VoIP k7
T4y AIZTHENTHWADLEL UDP R— FEMFEHATE EHA,

TLOCHS)f v Z—T =2 ADONATDIA R— ~ 7+ T —F 4 7%, %y NU—27 DHk
MWL REEINTZT T T A MeEniz "y bEYAR—FLTWER A,

BKR128 DR — MRIENL— L ETERZ LT, MRy NPT —I N OERBNE R Y ST —
7 EOTNRA AZBETEDLLOICLET,

IP7 RLRER—=REFNDHIPT RLRER— FNEF~DOZEHIT, Cisco SD-WAN Manager
BRET 7L — b ECLIT V7L —hEFEALTCYHR— SN TWVET,

AV B =T x4 AR—=F T3 T—=F 4 7F, CLIT 7L —bDAHEHEHLTHR—
rEHET,

RN T+ T —F 4 T N—NTIPT RLATERL AV EZ—T oA AEEHT A
B, ZEIAE—T A A BR—F THT—F 4 T LRI E T,

NATDIA #FRLf=R— 724+ —FT 4 VO DETFE

HFAR—FEINTWBE/NY U —X : Cisco IOS XE Catalyst SD-WAN U U — % 17.9.1a, Cisco
vManage U U —% 20.9.1

WRTY T RAAL VNS T TAR—= R Ry NT =T ~DT 7B AZFFAT LHHR— MRE/L—/L
R L £

Before You Begin

1 7= RV—%Ml L CEALET,
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| NAToEE

NATDIA £ L1=K— k74 7—7 1 2508z |

2. [Cisco VPN Interface Ethernet] 7 > 7' L — M & 5% & 27>, BEAFD [Cisco VPN Interface Ethernet]
Tr7 b= hamELET,

3 ATz AF—N"—a—RE—RERELET, f v F—T = A F—"—1—
RE—REIT 74V N TEMNZR>TWET,

4., NAT 7— /L &ZFRELET,

NATDIA ZR L= R— b T4+ T—T 1 VI DRTE
1. Cisco SD-WAN Manager A == —7/>5, [Configuration] > [Templates] Z 3R L £,

2. [Feature Templates] %7 U v 7 L7,

N

(G¥)  CiscovManage U U —& 20.7.x LLRTO U U — A ClX, [Feature Templates] % A /Ui [Feature]
<7,

3. [Cisco VPN Interface Ethernet] 7 > 7' L — M & fRET 511X, 77 L— M ORRIZH S [...]
7 VU > 7 L, [Edit] Z®IRL £,

4. [NAT] %27 U > 7 LET,
5. [NAT Pool] T, [New NAT Pool] #7 U v 27 L7,
6. WMEANAT XTA—F & ASTLFET,

NAT 7' — LT X —=H DFEMMZONTIE, INAT V=V nN—T Ry g A H—T A
ADFRE] BB LT IZEN,

7. [Add] 27V v 27 LET,

8 HR—hT7HU—F 4T N—VEAERT HIZIE. [Port Forward] > [New Port Forwarding
RUEZ 7 U v L., ROBBUHESTRT A— 2 ERELET,

KRENATDIADKR— T+ T—T 4 VT DINTA—4

NS A—H SR BA

Protocol R—h 74T —F 47 V—)V&EMHT 5 [TCP] %7213 [UDP]
ZBEIRLET, TCP N7 7427 L UDP N7 7 4 w7 DMl ;T
FUAR— e —EELITE, 2 20— LR LET,

EETIP7FLR B SNDEEILT FLAZ AN LETS,

EETR—F R—=FEZEATL T, BT IHIEECR—-FE2ERELET,
HiPHIX 0 ~ 65535 T,
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NAT D% |

B ocuso gLt EERLENATDIAICE B R~ F T+ 7—F ¢ T DERE

0.

NS A= % B

[Translated Source IP OMPIZT7 RANZ A XSNAHNATIPT RLVAZRELET, K—

Address] N7 T —F 4 o1k, BEh i R— bR T b4 — N —
LANS, ZTOIPT RVARSETO NI 7 4 w7 A EINE
‘3‘0

[Translate Port] R 74 T—FT 4 7 hWMAT R — & SEANLET,

#iFAIL 0 ~ 65535 T

Cisco I0S XE Catalyst SD-WAN U U —Z 17.5.1a TrE D, A ¥
T4 TICEBREINTZEEILIP T FL AL, RESNTZL AT
S INAT7—/LDIPT RUARHERNICHHMLENH Y 4,

[Static NAT Direction] | x> N U —27 7 R L AEHALT D Hn &2 RIRL E7,

[Source VPN ID] N7 74y 7 DFEFEILOY—E A VPN Z2HE L £7,

[%#r (Update) 1#7 VU v 7 LET,

CUT>TL—r&#FERALENATDIAIZK DB R— T4+ T—T 4 VT DERE

PFAR—hENTWBHE/NY U —2R : Cisco IOS XE Catalyst SD-WAN U U — 2% 17.9.1a, Cisco
vManage V J — % 20.9.1

CLIT > 7 L— FOFEHOFEMIZONTIE, CLIT > 7 L — FBIXOCLL T R U #teT 7
L— hEZR LT EEN,

1

WAN A > % —7 = A AT ipnat outside Z#% & L £7°,

interface interface-type-number
ip address dhcp

ip nat outside

negotiation auto

no mop enabled

no mop sysid
end

WAN A v H =T 2 ATA A —T = ABARE— FEZRELET,

ip nat inside source list nat-acl interface interface-type-number overload

WhA v B2 —T 2 A ZA%EHLTNATDIAR— 7+ T —F 4 T HFHRELET,

ip nat inside source static tcp ip-address port ip-address port vrf number
egress-interface interface-type-number

ip nat inside source static tcp ip-address port interface interface-type-number port
vrf number

ip nat inside source static tcp ip-address port interface interface-type-number port
vrf number 2% NI, AN—hk 7% 7‘—5:‘4 VT =)L TIPT FLATiEZ2< A ¥ —
T2 A AEMERT DD, AV E—T A A KR—K T+ T—T 4 T OFITT,
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| NATOEE

CUF>TL— hEEALENATDAICE B HR— k74 7—F ¢ v on%E [

\}

(GE)  Cisco SD-WAN Manager ##E7 > 7' L — &AL CTA v X —T = A A KR — K 74T —T 4

JRRETEET,

NATDIAZMEA L7z — R 7 4 U —F 4 VTR ET DI DRRRRERN ZRITRLET,

interface GigabitEthernetl

ip address 10.1.2.1 255.255.255.0
ip nat outside

negotiation auto

no mop enabled

no mop sysid
end

ip nat inside source list nat-dia-vpn-hop-access-list interface GigabitEthernetl overload
ip nat inside source static tcp 192.168.1.100 443 interface GigabitEthernetl 8443 vrf 1
ip nat inside source static tcp 192.168.1.100 80 10.1.2.10 80 vrf 1 egress-interface
GigabitEthernetl

ip nat inside source static tcp 192.168.1.100 22 10.1.2.20 2020 vrf 1 egress-interface
GigabitEthernetl

W—TNR o A28 —T A AEEHALE=NATDIAICKBHR— T T—T 425

Cisco I0S XE Catalyst SD-WAN U U —2 17.11.1a 2>5, NATDIA #fEH L72AR—F 7+ T —
TALTIEN—=T Ry ) A B—T 2 AERETCEET, V=T RNy I A F—T xR

ERETDHEXIL, AV F =Ry MIA L X —T oA ATHLIHNA VX —T oA AEFEEL
S5

N—T RNy f o F—=T 2 A A%FEHA LT, NATDIAICLE > TAHR— b7 4T —FT 4 T &K
ET DD ORERZRIRLET,

WAN A > % —7 = A AT ipnat outside Z %€ L £,

interface GigabitEthernetl

ip address 10.1.2.1 255.255.255.0
ip nat outside

negotiation auto

no mop enabled

no mop sysid
exit

N—T RN f oA —T oA ZAEEHZELET,

interface Loopback3
ip address 10.1.3.1 255.255.255.255
exit

NWN—T Ry LB —T A AERELET,

ip nat inside source static tcp 192.168.1.100 8080 interface Loopback3 8585 vrf 1
egress-interface GigabitEthernetl

ip nat inside source static tcp 192.168.1.100 80 interface Loopback3 5050 egress-interface
GigabitEthernetl

RO ERITIX, EEICIP T R L ADY 192.168.1. 100 DF{F TCP 3%~ 73, Loopback3 (2
EUE N2y (Wi 1P7’ RLZ 10131 IZE S ET, BE7EA— b 8080 1% 8585 ICA#Hi s v E
ﬂqo
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NAT D% |
B vaton zERLER— o 0—F 1 L DBREDRER

1 ~512 D#PATVRFESZHETDHE, P—EAXAVPNNTHR— N7+ T —F 4 I W T
NFET, VREESDEEZEELRWES, F— 73V —F 4 713 T AR —KVPN (5
74V FTIZVPNO) THRESINET,

N—=T N A —=T 2 A A, AV F—T a2 AT (Fal—g F—KT
shutdown 2~ R&EFITTHETT VT 4 772 FEETT,
NATDIA ZER L= R—Fr 2+ T—FT 4 VT DEREDIEDR

NATDIAZ{FERLI=R— b7+ T—T 4 T DEBRDIESR

HFAR—hENTWBHE/NY U —2A : Cisco IOS XE Catalyst SD-WAN U U — % 17.9.1a, Cisco
vManage Y U —% 20.9.1

IZ, showip nat trandations =~ > RO IR L ET,

Device# show ip nat translations

Pro Inside global Inside local Outside local Outside global
tcp 10.0.1.7:2022 10.0.100.14:22 -—= -—=
tcp 10.0.1.7:2022 10.0.100.14:22 10.0.1.16:46275 10.0.1.16:46275

Total number of translations: 2

FRRoHHTIZ, A— 2022 ONE 7 72— 3L 1P 10.0.1.7 25, A— F 22 ONE e —FH /L 1P
10.0.100.14 I S L E T,

W—TNR O A3 —T A REFEALER— I+ T—T 4 VI DOEHRDIEDR

HFAR—FEINTWBE/NY U —A : Cisco IOS XE Catalyst SD-WAN U U — % 17.11.1a, Cisco
vManage U U — A 20.11.1

KIZ. show ip nat translations =~ > RO I Z 7~ L £,

Device# show ip nat translations

Pro Inside global Inside local Outside local Outside global
tcp 10.1.3.1:5050 192.168.1.100:80 -—= -—-
tcp 10.1.3.1:8585 192.168.1.100:8080 -—= -—-

Total number of translations: 2

FEOH A TIZ, B— 1 8080 DIFEEIC IP 192.168.1.100 1F. AR— k 8585 D/L—F v 7 [P
10.1.3.1 1IN E T,

NAT S &OF >
WDt 7 > a > Tlik, NAT Direct Internet Access (DIA) A L7=xy U —27 7 R L AZEH#
(NAT) BLOE#Er X2 (HSL) O EICET 2 EHREEME L £,
NAT HSL (B89 5 1EHR

PAR— I DHH/NY U —R : Cisco I0S XE Catalyst SD-WAN U U — & 17.9.1a Cisco 10S XE
Release 17.6.4 LIf&ED 17.6x V U —RA

NAT HSL #{# fi4 % &, Virtual Route Forwarding (VRF) A > A% > 2D NAT min 7 &4
NETTIENCST DN TEET, HSL BRIESNTWDEE, NAT ILV—T 7 T
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A A (/X—=T =3 9@ NetFlow ([ZEL 7 Flgk & FIAR) 2B U TN = Vo7 ZITLH /37 > FD
07 EEHELET, AEa L s X AR — F &I D NAT B2, ¥ — B 2] VRF /5
7't —/3)UDIA ~DEH, BXO—E AN VRF (J— Y Al VRFNAT) B4 &80 5 Z L
NTEET, ByiarMERBLOHIBRESNDE, XM T 007 T8I a— RRARS
NET Ao T 40713, a—ANLT RLARE, a—H)LT RUAREBRIND 7 vm—r3 0
T RVAZNAL L RTHT RLATY) &

NAT @ HSL A KR T H7DICa b 7 Z a2 F Nl T 52 ENTEET, ERGAIZOR
HSL 24 1NZC&, ZAUIS U THSL 7 L a— RBMERR S, 2 L7 X IZEEsnEd,
ZNICEY ., BEDRNWEXICHSL B 7 L a— REERB LI OEE LgWwZ & ¢, CPU YA
7 v &R AER S E T,

NAT HSL O | &
N L I X~DNATHEIED 70 —F =X — L a— FOEEEFR—FLET,

s MBI EIZOIHHSL L 2 — ROMERR L EEEZ BT L, CPU Y1 7 /v Lg% &l
L/\i—g—o

eNAT F—/LDT7 RULARRET B E (F—LoEE e bIEINET) . HSL X v E—
HEBIGEELE T,

NAT SO+ >4 (HSL) DHIREIR
« —E Al NAT VRF [ IPv6 7 KL 2 Z# KR —KF L TWEEA,
« $—E 2 VRF TO IPv6 ¥ —7%7 > DT AR — NIV HR—FITHEEA,
* VRF TO IPv6 Z M LB O =7 AR — MITFAR— S ThEtA,

NAT HSL D IR S
o NAT B3 — X TRERHTE 5 Z L 2R L ET,
TRy T—URERENTNWDEZ EEMHERLET,

NATHSLDOARZRX R TS50 F74 X

XU THICREESNTZIP T RLRAER—=FT RLARI L7 ZOREINE->TNDE D
L EHER L E T,

+ show interface statistics =2~ R&ZEH L C, Moy b U U ZEMERL, 2L 7 X
W L QDI —H A U H—T o f ANSD/Nry O R LET,

CLl 7> JL— k% {EM L7- NATHSL D& TE

CLITF v 7L — FNOFEHOFEMZOWTIL, CLI T RA VT 7L — B XOCLI T v 7
L— 2B LT EEN,
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NAT HSL
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NAT D% |

REDHERR
N
G FI7FAVEFTE, CLIT U FL—hiZe— b ar7 4F¥alb—yay ®—RTavr R
ZIITLET,
Wiz, 7r—x 7 ZAR—Z % LT NAT (2 X 2O EERw X 7 2 H92T % CLIRE
Bz R L ET,
ip nat log translations flow-export v9 udp destination IpPv4address-port
source interface-name interface-number
KIT, FFEDFEB L ORFEILA » F—7 = A ADOEW R X 7 2 AT DRER 2R L%
ﬁ—o
ip nat log translations flow-export v9 udp destination 10.10.0.1 1020 source
gigabithethernet 0/0/1
5% TE Dt
KIZ, showipnattrandations 2~ > RO FIZRLET, =7 AKR—K =S v s ary
S CEW R VR R TEET,

Device# show ip nat translations

Pro Inside global Inside local Outside local Outside global

tcp 10.0.0.16:5092 10.0.0.16:56991 209.165.202.129:80 209.165.202.129:80
tcp 10.0.0.16:5078 10.0.0.16:55951 172.16.128.7:80 172.16.128.7:80
tcp 10.0.0.16:5070 10.0.0.16:57141 172.16.128.7:80 172.16.128.7:80
tcp 10.0.0.16:5089 10.0.0.16:55823 209.165.202.129:80 209.165.202.129:80
tcp 10.0.0.16:5103 10.0.0.16:58717 172.16.128.7:80 172.16.128.7:80
tcp 10.0.0.16:5064 10.0.0.16:55413 209.165.202.129:80 209.165.202.129:80
tcp 10.0.0.16:5091 10.0.0.16:59331 209.165.202.129:80 209.165.202.129:80
tcp 10.0.0.16:5100 10.0.0.16:59795 209.165.202.129:80 209.165.202.129:80
tcp 10.0.0.16:5097 10.0.0.16:57695 209.165.202.129:80 209.165.202.129:80
tcp 10.0.0.16:5096 10.0.0.16:55665 209.165.202.129:80 209.165.202.129:80
tcp 10.0.0.16:5066 10.0.0.16:58671 172.16.128.7:80 172.16.128.7:80
PATF, BREZEMERT 572D H & 4% show platform har dwareqfp activefeaturenat datapath

hd =2~ R 6D HHITT,

Device# show platform hardware gfp active feature nat datapath hsl
HSL cfg dip 10.10.0.1 dport 1020 sip 10.21.0.16 sport 53738 vrf O
nat hsl handle 0x3d007d template id 261 pool exh template id 263
LOG_TRANS_ADD 132148

LOG_TRANS_DEL 132120

LOG_POOL_EXH 0

&Iz, show vrfdetail =~ > RO A2 R L ET,

Device# show vrf detail

VRF 1 (VRF Id = 1); default RD <not set>; default VPNID <not set>
New CLI format, supports multiple address-families
Flags: 0x1808
Interfaces:
Gi0/0/1 Gi0/0/2.102 Lo0 V1103
Address family ipv4 unicast (Table ID = 0x1):

Flags: 0x0

No Export VPN route-target communities
No Import VPN route-target communities
No import route-map
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No global export route-map

No export route-map

VRF label distribution protocol: not configured
VRF label allocation mode: per-prefix

Address family ipv6 unicast (Table ID = 0x1E000001):
Flags: 0x0
No Export VPN route-target communities
No Import VPN route-target communities
No import route-map
No global export route-map
No export route-map
VRF label distribution protocol: not configured
VRF label allocation mode: per-prefix

Address family ipv4 multicast not active
Address family ipvé multicast not active

BX400 Cisco Catalyst SD-WAN 7R— kD= {ETAR— FDRE

DY 72 aTiE, BEAI® Cisco Catalyst SD-WAN R — MIDWTHEHA L £,

B0 Cisco Catalyst SD-WAN 7;R— + DiX{EtR— MRIFIZEAT S 1EHR

Cisco Catalyst SD-WAN JEBH Ti, 12346 ~ 12445 O#FHD UDP AR — R &E 5 L& 23456 ~ 24356
DOFiPHD TCP AR— k2 LT, Cisco I0S XE Catalyst SD-WAN 7 /31 A D#E & il L %
7. #Mi Cisco 10S XE Catalyst SD-WAN 7 /34 2 N NAT RfICT7 7 A4 T U+ — L OBEHICH D
e, B N7 7 4 v 7R — EPRIOR— MIEBRI D RN S D £3°, ZAudmitE
TEHY EHEAN, BFD By v a VB F U325 & NAT (38 LV BFD il 37 v R &R0
AR—NMIEMLET, 7747 V4=, FL{EINTR— &2 T AT, HWOBFD
tyvalrOEBRINTER— NERFELTNWDTH, BFD X7y MR Re vy 7 EnET,

ZOEEE TS L. NAT FRZBEAN O Cisco Catalyst SD-WAN R — b DEE 7oA — b 2 £
9% X 91T Cisco I0S XE Catalyst SD-WAN 7 /34 A ZHECTEET, HIEH N7 740 v 7 HIZT
HENT=HR— oy ERHY, ZOHPENTHE— MINAT FRZRFFE SN E T, 2 ORGRE
HMZT % &, Cisco I0S XE Catalyst SD-WAN 7 /31 A [ZREHID SD-WAN R — b #iH D%
TEAR— M RFFLET, ZO7D, 774 7T U4 —/VIXNAT DE%IZH % Cisco Catalyst

SD-WAN T /3A AL Tx F9,
Y
GE) J—tvRADOLT T4 v I NZNEOR—MFHZFERA L TWRNWZ EE2HERL T EEN,

Z o Ligwnd | HilEssen kL £

RO NAT ~ > B 7 RMTIR, ZOMEEZAITT 5 & Cisco Catalyst SD-WAN D EEFI D
R— 2L THIE T 7 4 v 7 ORETAR— MERFRFREIC2 Y £3,

o f UH—T = A ADIBET

o =T R 7 DA fef
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B zent—rasomse

6: Cisco Catalyst SD-WAN BRI H T 2 ETAR— MEED FRO Y

172.16.255.22 172.16.255.26 172.16.255.20
SD-WAN Manager Validator Controller

INET
Biz-internet
DIA NAT
cE1 cE2
Biz-TLOC
cEdge cEdge
(UUT)
172.16.255.15 172.16.255.16

469911

FRBEIE, TaT M=% A FERLTHET, cE1IZIL, 2 hr—J(Z8@ET 579D
@ INET #5212 cBE2 23 5 X 9 1Z3% & S 117z tloc-extension 23 W F£9°, /X7 M3 cE21Z
BIET D &, cEl IXBEAID Cisco Catalyst SD-WAN 7R — b 12346 2 L £3°, cE2 ® NAT k¥
REIX. ZOREITLAR— FES 12346 ZIRFF L, Ty FEFETHANCETE L EEA,

EETR— MMREF D AR

o PRIAR— FEHNORE SR — D N T 7 ¢ » 71, ipnat settingspreserve-sdwan-ports
a<y ROBREBRICHE UR— MIERSNET,

e B —HNTHERENTNT 7 4 v ZIINAT ZBIB LW, TSN R— M
PHCAR— FBREER SN T T, =BT 30 X EAERT S, AR THRIFE AR — SHEFHN O
FIUAR—FEFEHLTWDEHE, a—bV T 7 0 v 7 BMERINET,
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« UDP O FHIFEHAR— F OFIFHIT 12346 ~ 12426 T. TCP OFHIFE AR — k OFiFHIE 23456
~ 24356 T,

« TLS (TCP) #IiEEE T, 1024 2% 2R — MEAEATX £4, EFETR— N DORE
1Z. TCP OFHIFF A — FEiPH 23456 ~ 24356 TOLYR— K ENH7-H, foR— ME
ITEHL IR SN WER N H Y £,

EETR— FMREFORHREY
BEFFO NAT ~ » B2 FRENH H5E1F, ip nat settings preserve-sdwan-ports =~ > R % %
ELTERRICT A A HEE LT, FTEOEMEZET L £, HENLRWIGATL. ipnat sttings
preserve-sdwan-ports =~ > REZFE LRI NAT v~ v BV 73REABMLE T,

EETTR— FORFICET SHIREIE
cP—EABD N T T o 21, FRIFEHOR— MEFEZ U TE £,

» Cisco Catalyst SD-WAN OREHI DR — BT TIZ7 o —(ZED ¥ TH, Bl 7 e —2NHE
UCAR—=FOEHEEZZERLIZGE. Il r—0"ry MIFryFShET,

cHETFONAT = v B 7RENH DAL, ip nat settingspreserve-sdwan-ports =< > K%
FATLIERICT AN, 22 BEE LT, ITTEOEELEBRLET, REVBRWEGAIE. ip
nat settingspreserve-sdwan-ports =~ > K& F(T L7TZZICNAT v v B VRREZ BN L £
7

CUF>7L—brZ2FERALEDIAS A —DJ A4 R A—/N\—0O— FOZEETHR— MMEE
DERTE
CLLT > 7 L— FOFEHAOFEMIZOWTIL, CLIT RAVHET v 7L — FBLXOCLL T 7
L—hE2ZBLTLEEN,

\}

GE) F7AAL T, CLITy 7 L—hMNIde—r L a7 4 F¥al— gy F—RKRCTa<wr KR
ZEITLET,

IOk v a Tk, NAT BRZBEAIO Cisco Catalyst SD-WAN 78— bk DO E[F R — MMEREE 3%
ETHI2DD CLIZREHZRLET,
1. NAT BRICEE TR — M2 A2 L ¥,
ip nat settings preserve-sdwan-ports
2. DIAMVZ—T A A F—_"—a— RONEEEEITLT FLADNAT ZHENZ LET,

ip nat inside source list nat-dia-vpn-hop-access-list interface GigabitEthernetl
overload

3. AV E—TaARFATERELTC. AV F—TxAA A AT 4 FXal—gy F—F
ZBMR L £,
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B cusoTi—rEERLEDA -t —i—0— FORETR— HMEHOBRE

interface GigabitEthernetl

4, A —T A AEHMELET,
no shutdown
5. P7 RLAZRELET,
ip address 10.1.16.16 255.255.255.0
6. ARy T =TT v B —T = A A% LET,

ip nat outside
DIA A > X —7 A A F—/"—1— RRFEOR— MRFEEOFZERLRERN ZRITR LET,

ip nat settings preserve-sdwan-ports

ip nat inside source list nat-dia-vpn-hop-access-list interface GigabitEthernetl overload
|

interface GigabitEthernetl

no shutdown

ip address 10.1.16.16 255.255.255.0

ip nat outside

CUFT>TL—rZEALEDIA J—I)LA—N\—O— KFOEETHR— FMREDETE

CLIT v 7 L— b OFEMZOWTIL, CLI 7 RAVHRET 7L — B LOCLI T v 7
L— 2B LTLEEN,

)

GE) F74LFTIE. CLITyL—RMNIZe— )L ary 7 4 F¥al—yay ET—RTav R
FEITLET,

IOk v a Tk, NAT BRIZBEAIO Cisco Catalyst SD-WAN 78— k O E[F oA — MMREEA 32
ET D7D CLIREFZ R LET,

1. NAT R E LR — MrREFZFEZIC L X7,
ip nat settings preserve-sdwan-ports

2. NATOIPT RLAS— LA ERLET,

ip nat pool natpool-GigabitEthernetl-0 10.1.16.201 10.1.16.250 prefix-length 24

3. DIA 7— A —"—u— RORNEEFEILT FRLADNAT =GN L ET,

ip nat inside source list global-list pool natpool-GigabitEthernetl-0 overload
egress-interface GigabitEthernetl

4, AV B —T 2 A ARABZATERELTC, A v F—T (A AT 4Fal—grF—FK
IZAY FET,

interface GigabitEthernetl

5, A —T7xAAHMELET,

no shutdown
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6. IP7 FLRABZHZELET,

ip address 10.1.16.16 255.255.255.0

7. SRy RU— 2, VB —T = AEBRELET,

ip nat outside
DIA 7' —/V A — 3—1— RO R — MrEFO TR EG 2 KITR L ET,

ip nat settings preserve-sdwan-ports

ip nat pool natpool-GigabitEthernetl-0 10.1.16.201 10.1.16.250 prefix-length 24
ip nat inside source list global-list pool natpool-GigabitEthernetl-0 overload
egress—-interface GigabitEthernetl

|

interface GigabitEthernetl

no shutdown

ip address 10.1.16.16 255.255.255.0

ip nat outside

CUT>TL—brZEFERALEDIAIL—TNNy O+ —/"—0O— FDOZEETHR— FMEED
iE
CLI T > 7 L— b OFHEMZOWTIL, CLI T RAUVHfET 7L — FBLXOCLI T v 7
— FESR LTI,
A

(GE) FIN T, CLIT Yy L— M3l e— )L a7 4 FXal— gy EF—RTavwr R
EFEITLET,

IOk v a rTiE, NAT BRZEEAIO Cisco Catalyst SD-WAN 7R — bk D E(F e — MMREEFE R
ET D2 CLIRER 2R L ET,

1. NAT FFICEE AR — MERIZHZNC L E T,

ip nat settings preserve-sdwan-ports

2. DIANLV—T Ry 7 d—n_—m— FONEEETLT FLADNAT ZHZZLET,

ip nat inside source list global-list interface Loopbacklé overload egress-interface
GigabitEthernetl

3 N—=T R I A B =T 2 A AERELET,

interface Loopbackl6

4. N—TRy I LA B —Tx2A AZADIPT FLAZHFRELET,

ip address 10.20.16.16 255.255.255.0

5, AVE—TxAAFATEREL . AV F—Tx2A A AT 4 Fal—gF—F
ZBMR L £,

interface GigabitEthernetl

6. IP7T FLAZZELET,
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2

b

B et rorror

7.

ip address 10.1.16.16 255.255.255.0

SRy N — DI v B —T oA A UET,

ip nat outside

NAT D% |

DIA V—7 Ry 7 F—_—m— RO R — MEFO R R EM 2RI LET,

ip nat settings preserve-sdwan-ports
ip nat inside source list global-list interface Loopbacklé overload egress-interface
GigabitEthernetl

interface Loopbackl6
ip address 10.20.16.16 255.255.255.0

interface GigabitEthernetl
ip address 10.1.16.16 255.255.255.0
ip nat outside

EETER— FORFOHER
WIZ, BEFID Cisco Catalyst SD-WAN 155 iR — b TOZLEHL A #7775 show ip nat trandations
av s FOMEIERLET, ERONTE L —I VB LIOWNH 7 m— W28 L, (REFS
NTWDHEEFEILAR— MR LET,

Device# show ip nat translations
Inside global

Pro
udp
udp
udp
udp
udp
udp

10.
10.
10.
10.
10.
10.

1
1
1
1

1.

1.

l6.
.16.
.16.
.16.
.16.
l6.

Total number

201:
201:
201:
201:
201:
201:

12406
12406
12406
12406
12406
12406

Inside local

10.1.19.15:12406
10.1.19.15:12406
10.1.19.15:12406
10.1.19.15:12406
10.1.19.15:12406
10.1.19.15:12406

of translations: 6

Outside local

10.0.5.21:12377
10.0.5.19:12355
10.0.5.11:12367
10.0.12.26:12346
10.1.14.14:12366
10.0.12.20:12356

Outside global

10.0.5.
10.0.5.
10.0.5.
10.0.12.
10.1.14.
10.0.12.

21:
19:
11:
26:
112366
20:

14

12377
12355
12367
12346

12356

wiz, aryhra—nL7FL—rOR—sEFDO N7 7 4 v 7 &2FKRT 5 show sdwan bfd sessions
table a2~ > FOWHNHHlZRL ET,

Device# show sdwan bfd sessions table

SRC DST SITE
DETECT TX

SRC IP DST IP PROTO PORT PORT SYSTEM IP ID LOCAL COLOR COLOR
STATE MULTIPLIER INTERVAL UPTIME TRANSITIONS

10.1.15.15 10.0.5.11 ipsec 12366 12367 172.16.255.11 100 lte lte
up 7 1000 0:01:37:43 3

10.1.19.15 10.0.5.11 ipsec 12406 12367 172.16.255.11 100 biz-internet 1lte
up 7 1000 0:00:00:51 0

10.1.15.15 10.1.14.14 ipsec 12366 12366 172.16.255.14 400 lte lte
up 7 1000 0:01:37:43 3

10.1.19.15 10.1.14.14 ipsec 12406 12366 172.16.255.14 400 biz-internet 1lte
up 7 1000 0:00:00:51 0

10.1.15.15 10.1.16.16 ipsec 12366 12386 172.16.255.16 600 lte

biz-internet up 7 1000 0:00:31:41 0

10.1.19.15 10.1.16.16 ipsec 12406 12386 172.16.255.16 600 biz-internet

biz-internet down 7 1000 NA 0

10.1.15.15 10.0.5.21 ipsec 12366 12377 172.16.255.21 100 lte lte
up 7 1000 0:01:37:43 3

10.1.19.15 10.0.5.21 ipsec 12406 12377 172.16.255.21 100 biz-internet 1lte
up 7 1000 0:00:00:51 0
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55t NAT

HFAR—FEINTWBE/NY U —A : Cisco I0S XE Catalyst SD-WAN U U — % 17.11.1a, Cisco
vManage U U —% 20.11.1

WD aryTE NATHA VI b A F—Fy b T7EA (DIA) Zf#H L7565 NAT
DFREIZDWNTHBHLET,

5E5c NAT (ZE83 B 15ER

PAR—=FINTWDH/NY Y —2R : Cisco I0S XE Catalyst SD-WAN U U — 2 17.11.1a, Cisco
vManage U U — A 20.11.1

P—E AN EA o HZ—Fy My hERETDHE NATHXA LI A F—Fv N T
7% A (DIA) 3%HIPT LA (T4 X—=KIPT FLADFAELH D) 237V v 7 1P
T RURIZELET, ZIuL, S50 NAT EFEENE T,

20D RiRA > MENCELE 3172 WAN = T /31 A%, S50 NAT OFEITICHEHTE %
T, SEENAT (X, 7T7AX—HKIPT RLADSIHEEFFOERE 7y &7V w7 IPT R
VRAZY XA VT T hloicfHENET, @%. HHHANLEOFFEDIP 7 KL AT
Dy REBIORA S EOROT RLAIZU A L7 b5 DIERSNET,

Client Router Server
-—)‘- @ _— Internet —.‘PE
DST-10.2.57.51 DST - 10.2.57.51 DST-192.0.2

DNAT - 182.0.200.3

58 5E NAT D HIFRE IR

HFAR—FINTWBE/NY U —A : Cisco I0S XE Catalyst SD-WAN U U — % 17.11.1a, Cisco
vManage U U —% 20.11.1

* 56%% NAT TiX NAT DIA O AR H R — b EhvET,

c NERMOAMBAINZRIESND N T 7 4 v 7 ODBBYR— I ET,
« F—HRY L —_R—ZAD DIA DIHBPR—FEhET,

¢ L= F_X—2ZD DIA REFYFR—FShEHA,

*NATDIA TOR— 7+ U —F 4 I R— I EH A,

« 237y MIZHRT AR U NAT b—/UiE, BIO VRF IZIEEH S EE A,
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B s varommn

585t NAT oD {5 FA 51

PFAR—hENTWBHE/NY U —R : Cisco IOS XE Catalyst SD-WAN U U — =% 17.11.1a, Cisco
vManage Y Y —X 20.11.1

CiscoVPN 7 T4 7 v N &fERT 2B FHEOT A AL, TT7A4X—KPT FLARED 4T
LBNTWD, 77AT T4 — AP —ERZIATLTWNDLT /3 A~D DNS 7 =V 2 L E
T, TOFFTAR—FIPT FL AL, ==L A IPT7 FLATF, NATDIA BNRESNT
WARWEEAS., F—H B — X VPNO 7 4 — 1w 7 et —_— L AL, 7T A _—
NPT RVAREFFOT 7 AT U=V T 747 %5 LES, T4 X—FIPT KL
ATHHF—N"—LAIPT RLRZ, "7V v 7 IPT FLRICEHBRENET,

FNo 7427 N— FDEH/NAIL, FMELEFIEDOBMITDIP 7 KL ANREH IS NAT DIA
NREINT= A2 z@EELET,
7:58% NAT D&

/ SDWAN p

//VJ \

( i oD )

N 7 Datacenter
7

Client T % DST: 10.2.57.51 Server

DNAT. 192.0.200.3
T T
<€ S B

DST: 10.2.57.51 ©10.2.57. A— 192.0.200.3
DR st ={ . T
1 NAT D% E S AL TRV A 2 NAT MFRE S ATz /XA

CLl 7> 7 L— F%{EMA L 1=-3E5% NAT DEE

PFAR—FEINTWBE/NY U —A : Cisco I0S XE Catalyst SD-WAN U U — =% 17.11.1a, Cisco
vManage U J —* 20.11.1

CLIT > 7 L— FOFEHAOFEMCONTIE, CLIT 7L — MBI CLL T R U #feT 7
L— hE2ZB LT EEN,

)

GE) ST74N0FClE. CLITyL— N3l re— L ary74¥al— gy T—RKCTavr R
FEITLET,

HERE(E LT KL AD NAT ZH T 5121
ip nat outside sour ce static local-ip-address global-ip-address vr f vrf-name

WIZ, %85 NAT D522 EWl %7 L £,

ip nat outside source static 192.0.200.3 10.2.57.51 vrf 1
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| NATOEE

585t NAT DR

sase NAT ez I}

PFAR—hENTWBHE/NY U —2R : Cisco IOS XE Catalyst SD-WAN U U — =% 17.11.1a, Cisco
vManage Y V —X 20.11.1

iz, show sdwan policy from-vsmart ==~ > RO OB 2R~ L E9,

Device# show sdwan policy from-vsmart

from-vsmart data-policy 1 vm5-vpnl-dia-policy
direction all
vpn-list 1
sequence 1
match
source-ip 10.20.24.0/24
destination-ip 10.2.57.51/24
action accept
nat use-vpn 0
nat fallback
from-vsmart lists vpn-list 1
vpn 1

ZOFITIE, FEEIP T RLRAE ., NAT 74—/ 3y ZHERERERE SN TWVA N E 5 0 E R
TEET,

KIZ. show ip nat translations =~ > RO I Z 7~ L £,

Device# show ip nat translations

Pro Inside global Inside local Outside local Outside global

- 10.2.57.51 192.0.2.1

tcp 203.0.113.1:5062 10.0.0.1:30427 10.2.57.51:1024 192.0.2.1:1024

Z OFITIE, outsidelocal IP 7 K L 2, outsideglobal N X7 U v 7 IPT L AICE#H SN
127 TAR=FIPT FLAZRLTWNET,

SEENATD STV a—TFT42T

PR—FENTWDHE/ND Y —2A : Cisco I0S XE Catalyst SD-WAN U U — 2 17.11.1a, Cisco
vManage Y Y —% 20.11.1

JTEDIP 7 RLUALEEBLOIP 7 KL A% MRS H1iE. show platform hardware gfp active
feature nat datapath bind =~ > R&HA L £,

Device# show platform hardware gfp active feature nat datapath bind

Bind longest chain 1 avg non-zero bucket len 1 non-zero bkts 2

bind 0xed7739c0 oaddr 8.8.8.8 taddr 4.1.1.5 oport O tport 0 vrfid 1 tableid 1 proto 0

domain 1 create time 78840 refcnt 1 mask 0x0 cgn flags 0 timeout 0 ifhandle 0 wlan info
0x0 flags 0x2100 mapping 0x0 cp mapping id 1 limit type 0 last use ts 82071 mibp 0x0

bind pool id: 0 rg 0 nak retry O parent 0x0 egress ifh 0 in2out pkts 0 out2in pkts 0

N7 4y 7WDIAA S F—T =2 A A&i@iE L TWDNE D 0 EHEET 51213, show sdwan
policy data-policy-filter =~ FZfEH LT N7 » MaER L ET,

Device# show sdwan policy data-policy-filter
POLICER 0O0S 00S
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B naton ks on—

NAT D% |

NAME NAME COUNTER NAME PACKETS BYTES NAME PACKETS BYTES

DNAT-DIA-COUNTER 5 570
default action count 158 14340

DIAAM VA =T 2 A ANRF T LTNBLEEL T = NN I A B =T 2 AD T T (>
7 7u—%ZiERd 5i2i%, showplat hard qfp activefeatur e sdwan datapath statistics|inc fallback
AR L ET,

Device# show plat hard gqfp active feature sdwan datapath statistics | inc fallback
data-policy-in-sig-fallback-flow-set-fail 0

data-policy-in-nat-fallback 0
data-policy-out-nat-fallback 0

NATDIA b5 v h—

= 6:HERBEDERE

HaE

Y

1)) — X 1EH B

Cisco 10S XE Catalyst SD-WAN
FAL A DNATDIA FF v
j7__

Cisco 10S XE Catalyst SD-WAN
JJ—=A173.1a

Cisco vManage U J —* 20.3.1

ZOMREEERT S L, A
TAENT I —FRELT,
ERIRNZ F T AR— A~
=Tz AT —T L

T, A ¥ —xy FEITS
Ay U= BMERTE
pofenE D it
£

[Cisco System] 7 > 7 L — kD
[Tracker] % 7 % /H LT, DIA
N7 N—ERETEET,
[Cisco VPN Interface Ethernet]
F 7213 [Cisco VPN Interface
Cellular] 7> 7 L— & L
T, FIovI—%H TR
R=h A2 —T = A AT
HTx%xd,
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| NAToEE

natoiA +5vh— [l

HEEER 1) 1) —R1ER s BA
Cisco 10S XE Catalyst SD-WAN | Cisco 10S XE Catalyst SD-WAN | = m##EI1Z 1 ¥ . Cisco

AT — B ZADBOTF 27
V2 RRA v b FR—

Cisco vManage Y Y — 2% 20.7.1

VL= EEALTT 2T
N RKRA L NTRT Y

H—TN—TEHEL, &b
T =T N—T A H—
7 oA ZTEEMT D Z 8
TEET, 77747 A
B =2y NEGN B HITH D
NoLT, Yoy KRR
AL INHET VT 4 TS
BENHY ET, OS5t

1. BREMEIC SR Y £,

VTN RIRA U B

F =D Z DR A GRS
57292, TaT T RK
AN NI v —REEMHH
TEET,

IPv6 A X —T = A AP NAT
DIA T v 1—

Cisco 10S XE Catalyst SD-WAN
JJ—=x1711.1a

Cisco vManage V U —4220.11.1

NATDIA 7 v 1 —73IPv6 A
VE—T 2 ATHR— X
NHEIITRYELRL,
BRIETN—TD KT AR~
Na 77 AT
[IPv6-Tracker] 33 L T
[IPv6-Tracker Group] 4 7' =
»&fEMH LT, IPv6 DIA k
TN —HHRETEET,
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B naton SR scET B

NAT D&%

HaE

iy

) 1) —REH

B

IPv4 £ 7213 1IPv6 A X —7 =
A A @ NAT DIA f ICMP — v
RRA b MT v li—

Cisco 10S XE Catalyst SD-WAN
Y U—=x17.13.1a

Cisco Catalyst SD-WAN Manager

oML HT 5 L. DIA
IRAZI L2 ICMP = KR
AV PRI H—HFRETE

F9, IPv4 £721LIPv6 = K
R4 b T NAT DIA @ ICMP
Tu—T 2R ETEET,
WETN—TD KT AR—
7w 7 7 A JL"C [Tracker] %
7213 [IPv6 Tracker] F¥HE % {5
LT, ICMP 7 v 1 — % E
TEET,

[Basic] #§HE 7' 12 7 7 A /LT
[Tracker DIA Stabilize Status] 7%
EXRER LT, A1 ¥ —T =
ART Ty TDFRRERD b
Ty H— AT —H ADEHR
Pl ZESEET,

U U—2x20.13.1

NATDIA FS v XU J B9 518

DIA b7 v 1—i%, 4 ¥ —3y NEIIINTER Y MU= BMEHTE R RolomE > 0%
ﬂﬁ?é@_&j%if NATDIA b7 v % ZHEBEIZ. VPNOD R T AR— b A v H —
7 x A ATNAT WA o> TWABEITKIL D, V—F—0nbDTF—X T 7 4 v 7 NE
Ao —3y MEEEIND LI LET,

NAT DIA OFHIZ DWW TIE, INATZ A L7 h A X =Ry b T ER] ZBRLTLEE

Wy,

A —Fy NERIFINBER Yy N =7 BEHTE 2 o faihh, V—F X —E X VPN
DNAT V— NMIIESWT RN T 7 4 v 7 BRI ET, A ¥ —Fy MNIEEXIND MT
74/&1Fm/féMEﬁ AV H—=Fy hNNUUR N TT7 4R Ry T ERRNE

2T 5121F, =y VV—FTDIA T v h—%2FELT, NTVAFR—F A HF—T=A
x®z7 HABNT X T LET, VT v h—ITEMMCA X —T A R T O —T L
T, A H—Fy FOAT—=HAEHWI L, b7 v I—IZBE#M T 5N TV DR A > MT
F—2 IR LET,

KTV AR—=M A H =T 2 ATErT N —RERESNTWEEE., f v F—T A AD
IP7 RL AL, Fa— 7A5/%@%ﬁﬁm7hvxkbfﬁ%éﬂi¢o

IPSLA L, 78 —TDAT—HRAEZE=FV 7L, ZRbDFa—T7 34 v b OFEERHE
ZHEL, FOMEE 70— TREINTZEBEL R L F9, BESEREINZ LI VELZB
Z5E. NI —IIxy FU—V BRI LET,
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| NAToEE
NATDIA R ICMP T > KA >k kS vh— [

N oh—Ra—n A Z—Fy NBRHATE 20 EfW LSS, —Z 33— E X VPN
B NAT L—FZ2HDE L, B— I —TFT 4 VITREIZHESNWNT N T T 4 v T e —r3—
LAICHLV—T 4 7 LET,

O—H N —FT, A B —T 2 A ZA~DNADAT —Z A EMHNCTF = v 7 LT £,
PRAVFOHREL TWAZ L2 HMETHE, V—FiTIA v F—F > h~OD NAT /L — & A
VA=V LET,

Cisco IOS XE Catalyst SD-WAN U U — X 17.7.1a b, 22D T v h—%FFDO N T v h—7
N—TuFEL, ZORNT =T N—To A Z—T A REEMTHZ ENTEET,
220Dy — QOO RARA L M EFFO NI v =T N—T%Ta—735L, N
FTSNBR Y N = BB THEHAR & LT~ — 7 SNTHEITRET D AREMED & HiR
gz [BEE9 2 DI L ET,

Cisco IOS XE Catalyst SD-WAN U U —2X 17.11.1a 7» 5, IPv6 A > ¥ —7 = A AT NAT DIA h
TN —HEHRETEET, NTvI—BION T v I—TN—TDOT RLARYXATE, A
H—T 2 AREDIPvA £721LIPV6 7 RV AZ A T L —H L TWARERHY 4, 72& 2
X, IPvd 7 RL AR NATDIA A » F—T7 =2 A4 ATRESNTWAELEA. IPvd T v T —D R
A TEET, IPv6 7 KL AN NATDIA A ¥ —7 = A ATHESINTNDHEHEIL, IPv6
N7 o h—DhEBATEET, IPv4 & IPVv6 DIl T DT KL ANNATDIA A > X —T = A A
THRESNTWAEE, REITGUTIPV4 & IPV6 Dl T D b T v h—ZiEHT& £9,

NATDIAHICMP T KR4 > kM bT vy h—

Cisco IOS XE Catalyst SD-WAN VU U — 2 17.13.1a 7» 5. NAT DIA (2 415 NAT D
IPV4 £7213IPv6 F T AR—h A LV H—T 2 ATICMP = RRA ' b b T v —%RE
T&EET, ICMP b7 v I —1F, BESNTINBE= L FARA MR —T7%2#ET5HZ & T,
FEEDIN Y —EA~DA o Z—F MRRTh> TREZRI L. 7o —7 3K 200k
DT o0%ET=4—LET, 70 —TOENPKEINTREMEZ B2 256, £721XICMP 7
B NEESINTZ LEWVEEBATZ5E. N7 v I —3ANB T R A v M &2 RERRE & AL
"L, FIUAR—F A H—T 2 A A% DIA THHARFIZ LET,

ICMP 72—, FT UV AR—h AL H—T = A ANDIA EATERL R0 T = —
WA —N—ZfiE L ET, ICMP= FRA L N T v —DxT 2 RiRA MIPERIZT= R
BRA L PDNSAERETEE T, BEEDOIPvE £/2I1XIPV6 N7 v I —Z%E L TV DHEEIE,
NZ v =T N—TE{ERTE ET,

A

Z2E ICMP F I v I—%2RELEDIAA L Z—T =2A 22N L THAITHEIICKRA FL— M &2
ELTWAHAZ E&fERLET, 2KV, HEDO N T v —A U F—T = A AN ICMP 7
N—7%ZETHEOICRVET, T FRA L FBICMP T v W —HICHRE I N A
B =Tz APUSNDA B —T = A% L CEEEARETH DA, ICMP 7 u—7 08 N F v
XL T INTORNA U H—T = A RTFEEFE S, ICMP 7o —7 3 ER LRNA V¥ —T =
A AESLTHASNDATREERH D £,

NAT DIA HHORDEZ A TDICMP =2 RARA » F hTF v I—2HETXFET,
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NAT D% |
B oove 5o n—cyR—rshaFarz

RIICMPTU FRA VM bSvh—DRA4T

Y YR—bEhBESvh—814T
H—0 NAT DIAICMP 7 v 71— NI =5 AT

« [Pv4

* [Pv6

NG h— RARA L b DEAT
e TV RKIRA LV MIP
« DNS

NATDIAICMP T v i —F —7 N h—FAT
* [Pv4
* [Pv6

NS oh—T RBRA Y " DEAT
e RIRA L MIP

NATDIARBE b T v h—FVv—7 HITPE | " T v h—Z A7
X vicmp) « IPv4

* [Pv6

NIy =2 RRA L FDZAT
« T RIRA P

ICMP F S v h—THR—FENETNAX

PFAR—hEINTWBE/INY U —2R : Cisco IOS XE Catalyst SD-WAN U U — % 17.13.1a, Cisco
Catalyst SD-WAN Manager J U — % 20.13.1

ICMP +3 v h—®D#IREE

cHEBET VL — AR LTICMP = RARA Vb NI v hh— A FHFETHZ L%
TXFEHA,

c[WCNT v H—TN—T1Z1Pv4 L IP6 DT D NT v —F A THFETHI EITTX
FH¥ A

cRDA Y HE—T 2 A ADININATDIA D ICMP =2 RBRA L M T v —%2RETXE
j—O
A=YV Ry b A X =T AR
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| NAToEE
NATDIA b5 v h—THHK—rahd1>s—7z42 [

o4 —H% %> h (PPPOE) f VX —7 = A A
cHTALHE—T o R

e 1 ODODIAA Y EZ—TxA A (FT7HN ML — 1) OAPBEINTNEEE. ICMP -
TIN—=NE T T EHE TTHALRL— ARV IEENET,

NATDIA Sy h—THR—F+rENZAMF3—T (4R
WDA B —TxA AZNATDIA b7 v I—%RETEET,
N T— A =T (A
A=Y Ry h A H—T A R
e A —H% Ry K (PPPOE) f > X —7 = A A
T H =T xR

eDSLE¥A¥YT5 A& —T7 =A% (PPPoE ¥ J X PPPoA)

N

GE) IPV6NATDIA FT v h—Id, A —H Xy b A F—T A ZOYBA L B —T = A XLV T
A B =T 2 A ATOHIR—FENET,

NATDIA k5 v A—DHIRFEE

Cisco 10S XE Catalyst SD-WAN ') |) — X 17.10.1a LLRTD 1) 1) — X D H|REIE

* Cisco IOS XE Release 17.6.x LARi ClX, ¥4 Y7 A X —7 A ATNATDIA +7 v H—
WP R — K I TWEHR A, CiscolOS XE Catalyst SD-WAN U UV — 2 17.7.1a/x b, 7 A
VE—T 2 A RELA XTI =T 2 A A, YV IA ZY RV N R T oA —E
FOTF a7V RRA N b T v hh—%YR—FLET,

» Cisco 10S XE Catalyst SD-WAN 7 /3A A CiX, DNSURL = RARA > MIHHR— I
TWEHRA,

1 ODA =T A ATHEATEDL Ty W—F T N T v H— 7 N—T1X1 DT T
R

« NAT 7 4 —/b 3 v 7 ¥§HBEIL. Cisco I0S XE Catalyst SD-WAN U U —Z 17.3.2 /6 DAY
A—hSNTWVET,

e 7 RLZ2169.254xx D N R/LDIP 7 R A Z. FH) b R/ T zScaler = RARA > |k
T oX U TTAEDICYTR— RIS TWERA,

s NI =T N—TEFRETHITIE, D7l b 200 TNV 2 RARA 2 T
H—%BETHLENH Y £,
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NAT D% |
B reqos—czazxconTOA Sy H—DT—5 70—

e NI —ITN—FITIE. HR2ODV TNV RRA v NT v — DI AIGA
TeZ LMW TEFET,

¢ CiscoIOSXE U U —Z 17.10.1 LLETDO U U — R TliE, IPv6 A > F—T = A AT IPv4 T v
H—RETETETA, TOWLREETT, NI v —d7 7T 47120 EH¥A,

Cisco 10S XE Catalyst SD-WAN ') ') — X 17.11.1a D #IFEE

* APIURL = KRR A > hid, IPv6DIA T v I —TOHYV R — s ZiL, IPv4DIA T v
H =TI R —FENEEA,

s IPVA L IPVODTE D T v —%R L NI v = N—TTHEATAZ LT TEEREA,

¢IPv6 N T v H—TLOC ho A v Z—T = A X L3#EET S kX 512 5121X,. TLOC k
VFRINA v HE—T A AT dlowserviceal v RERETAHALENHY £7°,

« WED NAT66 DIA A > % —7 = A ATV R— F SN TWERA,
o ~TEHRT —Z R Y =D NAT 7 4 — Ay 73 R—F SR THERA,

Cisco 10S XE Catalyst SD-WAN ') ') — X 17.13.1a D #HIFEE
e Y RAFA Y FDNSEHRIX, FT v W=7 N —T7TEHAR—FIhTWEHA,

IPvi A 23— A XATOHONATDIA FSyhH—DT—- 70—

PR — FxtZ O/ U —A : Cisco I0S XE Catalyst SD-WAN U U — 2 17.7.1a 3 & X Cisco
vManage U U —% 20.7.1

1. [CiscoSystem] 7> 7L — &AL CTA v H—T =2 A T v H—%RELET, Cisco
10S XE Catalyst SD-WAN U U —Z 17.71a b, T a7V T v h—F I N T v h—7
N—THRETCEET, NT v I—OFREDFHEMIONTIEL, [hF T v I—DRE] &%
LT ZEN,

2. FIVvNM—%RPITUAR—P AL E—T A RAZHEHLET, NATDIA b T v I —DFK
TEDFFEAZHOWNWTIL, INATDIA b7 v I —DFRT] 2L T ZEW,

3. NATDIA b7 v —DRTEEMHRLET, NATDIA F T v W —DREDET=H IV T D
ZEIZOWTIXL, INATDIA b7 v H—DREDE=ZY 7| 2B T EEV,

Cisco SD-WAN Manager D IPv4 f 23— 4/ A TONATDIA 5 v
N—DEETE
PR — ML DR/NY U — A : Cisco I0S XE Catalyst SD-WAN U U — % 17.7.1a 33 X O Cisco
vManage U U —% 20.7.1
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| NAToEE
Cisco SD-WAN Manager 0 IPv % —7 = RO NATDIA +5 v h—n%E ]

[Cisco System] 7 > 7' L— F LT, FI UV AR—F A F =T A ADAT —H X% |
ToXr 7 LET,

1. Cisco SD-WAN Manager * = =—7/>5, [Configuration] > [Templates] Z 5K L £79°,

2. [Feature Templates] #7 U v 7 LE 7,

A\

() CiscovManage U U — A 20.7.x LLRTD Y U —ATlL, [Feature Templates] ® % 1 /L (% [Feature]
-/C“d—()

3. ZHE$ 5 [CiscoSystem]| 7 7L — ~hDRICH S [...]E2 7Y v 7 L, [Edit]) Z#IR L E9,

4. [Tracker]% 27 U v 27 L, [NewEndpointTracker] %27 U 27 LT KT v H—/"T A —F ZF&
Ebiﬁo

RE:LFTVH—NFTA=H

INTGA—=BT4—)L K |EBH

&1 (Name) N7 v =04, AR 128 CFELUNO T T
£9, RR8OD I v W —ZRETEET,

LELME RGUAR— N AV E—T oA ARE T LTWALEEETS
BNC, r—7 NS EZ IRt O 2 A, &P 100 —
1000 S U7 4Lk 1 300 2 VR

A48 —\)L NGV AR—N A B —T 2 ADAT—F ZAZHBIT 57D
(Interval) W7 a— T RE SNAHE, P 2060080, T 74V b
60 F» (1 %)

Multiplier (&%) FGUAR—F AV E—T A ART T L TNWAHZEEES
THNCT m—T7 ZHEETE DM, #iPH:1~10, 77+
LUk 3

[Tracker Type] [Interface] ZI®IN LT, DIA FT7 v I —ZRELE T,

[End Point Type: IP T RKRAL L IDOIPT KL A, ZhlE, v—F =BT n—7%

Address] EELTRIVAR—=RN A U F =T oA ADAT —F X %W

THA U F—Fy NNOSESETT, IP 7 KL A2 HTTP R— b
80 7 —TINETE DL o TN D I L 2R LET,

[End Point Type: DNS TV RARA Y FODNS4, Tt —F—NTa—7%EE
Name] LThRIF UV AR— A B —T A AD AT —H ZAEHWT 5
A E =3y NNDOSEETT,

5 [Add]Z7 Vv 7 LET,
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B cisco sD-WAN Manager © IPva £ © 52— 7 = 4 RTO NATDIA +5 v H—DEE

6. N7 M—TN—TEAER L TNT A —F &R ET HITIX, [Tracker Groups] > [New
Endpoint Tracker Group]z 27 V v 7 L %7,

RISV ND—TIL—FRS5A—%

Bl

NSA—BT 4 —
JLE
[Tracker Type:

Tracker Elements]

Z D7 4 —)v RiL, [Tracker Group] & L C [Tracker Type] % #&fR L 7=
SR DHBERENET, BEOA o Z—T = A AT v 1—4 (R
N=ATREIS) #BMLES, ZOMT vy H—%T 7 L— MIE
Myn&. NIy —=TN—TNZNbD[ %D T > 71— 2B
Foh, ZORN T H—TN—T %A 7 =7 = A RZBEMT L Z
EIMTEET,

[Tracker Type:
Tracker Boolean]

Z D7 4 —/v NI, [Tracker Group] & L T [Tracker Type] %2R L 7=
BAICORERENET, [AND] £7/21L[OR] R L £,

[OR]IET 7 4/ D7 — VEHTT, [OR] X, hT v h—IN—7
OBEFIT NI N T v I—DNTIDBA  FZ—T A ANRT
TATTHLERELIEGAIZ, T UVAR— AU H—T AR
AT —=BANT 7T 47 L THEEIND Z EERIELE T,
[AND] #{EZBR L 7= 555, b T v W — 7 v —7 OREf T iz
KT o N—DWSTNA =T 2 A ANT VT 47 ThDHERELZ
B NG UAR— A E—T 2 A A AT —FRAIT V5T 47T
bHoLWMEINET,

\}

GE) Koo — T N—TEBETHHNC, 20D TNV RRA VN NI I—%2BRELTEZ

EERMER LTI EENY,

7. [Ad)Z7 Y v 7 LET,
8. [Advanced] #7 V v 7 L . [Track Interface] f§#H % A1 LET,

A H—Fy MIEHRTD NI VAR AV Z =T 2 f ADAT—H A% "N T X7
58T v —D4HTIEADLET,
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\}

naTDIA 5y h—nEE [

G¥)

)

AE—T 2 A ART—HZAD KT X 7E, VPNOD N TV AKR—F A VX —T =4 AT
NAT 25N LT, BUNCT — 2B 2 —DNL—Z 2T 72T 5D TiERL, —&Fnb
DF—H ST T 4wV NEPEA L Z—Fy MCHOND LT 2B BITKIBET, Zoik
WTIE, PTUAR—M A H =T 24 ATNAT ZHINCTHE, a—IN—F LT —H
=MD TLOC N2 DIZHEN S, 120XV EF—FL—XIZ, HH 120 FA > F—F v b
WZELNET, RTFUVAR—K XV M T oX T 2ANTHE, VT vy =T A
= DA ZECTHRT, A F =y ERB#I L TWD0E D a2l L&
To ZONRANMF T LTNDLZEEY 7 My =TT HE, A X —Fy FO3EE~D
N— EREIEI, A2 —Fy MZANI N T 74 v 73T — 28X —DNL—Z % LT
N—T 4T ENET, A F =y bADRAPHUEEL TWAZ L2 YT N =7 R
HTBE, A —Fy bA~D/— IEREFA A M—LEINET,

G

TUT L= b ERHT DN, TRTOLET 4=/ FADANBTET LTND Z & 2R L
TLIEENY,

9. [®E#r (Update) 127V v LET,

NATDIA k5 v H—DERTE

HAR— IR TWDI/MY U —2R : CiscolOS XE Catalyst SD-WAN U U — & 17.7.1a 3 & O Cisco
Catalyst SD-WAN filffl = > "R—x > U U — R 20.7.1,

Cisco IOS XE Catalyst SD-WAN U U — 2 17.13.1a 7*5, NATDIA (ZICMP 7 v h— %R E T

SET

Cisco SD-WAN Manager DEXEJ IL—TZER L= IPvAA > 32— 24 ATOHNATDIA k

Y H—DRE

Pope—

MR D E/INY U — & : Cisco I0S XE Catalyst SD-WAN U U — % 17.11.1a 35 £ T Cisco

vManage U U — A 20.11.1

1. Cisco SD-WAN Manager ® A = =—7>6, [Configuration] > [Configuration Groups] % &R
LET,

Cisco IOS XE Catalyst SD-WAN U U — % 17.11.1a LA Ci. [Configuration] > [Templates] >
[Configuration Groups] DJEIZER L %9,

BRET N —T DERDFEAZONWTIL, [RREIN—TTU—r T7u—] 2RLTLIES

Wy,

2. REIN—TIHEREEZBINL £7,
FEEEDIBINOFEMIZ OV CiE,  [Feature Management] &ML T 72 &0,
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NAT D% |
B ocuzEmLEIPUAL -T2 4 RTONATDIA F5 v h—DRE

3. [Transport and Management Profile] ¢, [Tracker] & [Tracker Group] &% /€ L £ 77,

IPv4 A v H—T =2A ATD T v I —OFREDFEAMIOVTIL,  [Tracker and tracker group
on an IPv4 interface] # 2L T &V, F7z, [Tracker Group] &ML T 7E X0,

4. [Transport and Management Profile] T, VPNOBERED A ¥ —T = A ADRRIZH D [...] &7
Vw27 LET,

* [Associate Sub Feature] Z 38R L 7235615, SEIZIS U CTHATRE S 417z [Tracker] 35 &
WY [Tracker Group] DF = v VR v 7 A% F A LET,

* [Add Sub Feature] 38R L7=51%, K v 7 X 7 U R k)b [Tracker] 35 L OY [Tracker
Group] ZER L, A7 v 7 3 O EFIEIZHENFE T,
VPN 0 iR E DFEMIZ DWW T, [Ethernet Interface] ZZM L T 72 & Wy,

5. BREIN—THERLIZE, ZN—TICT A Z&BIMLET, FFMICOWTE, TAdd
Devices to a Configuration Group] #ZM L T 7Z &V, TN T, FEZ N— 7 IZBEEA T
LBNTNDLT NS AZRBETEES, MO ONTIE, TS AREDRERH] 251
TLIEEY,

CLI &R L= IPvd 4 8 — T4 RACHONATDIA 5 v H—DBRE
PR — bR DOE/NY U — R : Cisco I0S XE Catalyst SD-WAN U U —Z 17.7.1a 3 & O} Cisco

vManage Y U —% 20.7.1

CLI 2R L7=NATDIA FS Y H—DHRTE (VT ILIT UV RKRA T H)
CLI7 RAUHERET 7 L — FEZIECLIT A AT 7L — b &#H LT, NATDIA b v

XU EBRETEET, CLIT 7 L— MR LI Oz W T,

M Z#Z2RL TS,

Device# config-transaction

Device (config) # endpoint-tracker
Device (config-endpoint-tracker) #
Device (config-endpoint-tracker) #
Device (config-endpoint-tracker) #
Device (config-endpoint-tracker) #
Device (config-endpoint-tracker) #

SV h—TIL—TDEE

trackerl

endpoint-ip ip-address
threshold value
multiplier value
interval value
tracker-type interface

[CLI7T > 7L —

Cisco 10S XE Catalyst SD-WAN U U —2Z 17.7.1a7°5 NATDIA v 7 v h—% 7 —732% kK

SN —TN—TElERTEFE T,

Device# config-transaction

Device (config) # endpoint-tracker
Device (config-endpoint-tracker) #
Device (config-endpoint-tracker) #
Device (config-endpoint-tracker) #
Device (config-endpoint-tracker) #
Device (config-endpoint-tracker) #

Device# config-transaction
Device (config)# endpoint-tracker

tracker-namel
tracker-type interface
endpoint-ip ip-address
threshold value
multiplier value
interval value

tracker-name?2
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| NAT

Device (config-endpoint-tracker
Device (config-endpoint-tracker
Device (config-endpoint-tracker
Device (config-endpoint-tracker
Device (config-endpoint-tracker

) #
) #
) #
) #
) #

Device (config) # endpoint-tracker
Device (config-endpoint-tracker) #

Device
Device

config-endpoint-tracker) #
config-endpoint-tracker) #

CLI Z{EFA L 7= NATDIA® ICMP +5 v h—D5%

tracker-type interface
endpoint-dns-name <dns-name>
threshold value

multiplier value

interval value

tracker-group-name

tracker-type tracker-group

boolean or

tracker-elements tracker-namel tracker-name2

Device (config) # interface GigabitEthernet0/0/1
Device (config-if)# endpoint-tracker tracker-group-name

(
(
(
(
(
(

\)

6=

NI A= N—=TFE, T RRA L P T N —HBAESELZENTEET, IPT FL

ARTF v H—ELDNS FT o h—EHAEDLET, Ty — N —TFEER X T,

CLI Z{=FA L= NATDIADICMP ~S5 v H—DHRE

CLIZ{EFA L/~ NATDIADICMP +5 v H—®

Ea—)

X B

HFAR—FEINTWBE/NY U —A : Cisco I0S XE Catalyst SD-WAN U U — % 17.13.1a B L
Cisco Catalyst SD-WAN Manager U U — % 20.13.1,

CLI7 RE v 7a 7 7y A NETITREISN—T DT AR— T a7 7 A )VEFH LT,

NATDIA ® ICMP 7 v ¥ > 7 %

e Jic!

Z NN

Feature Profiles |

RETEET,
LT EEL,

FEAIZ DWW TCiX,  [Configuration Groups and

BTy RiRA v FERET DT

Device# config-transaction

Device (config)# endpoint-tracker
Device (config-endpoint-tracker) #
Device (config-endpoint-tracker) #

Device (config-endpoint-tracker

(
(
Device (config-endpoint-tracker
(
Device (config-endpoint-tracker

NI N—=T %

Device# config-transaction

)
)
)
)

#
#
#

tl

tracker-type interface-icmp
endpoint-ip ip-address
threshold value

multiplier value
icmp-interval value

RET HITIE

Device (config) # endpoint-tracker tracker-namel
Device (config-endpoint-tracker) #
Device (config-endpoint-tracker) #

Device (config-endpoint-tracker

(
(
Device (config-endpoint-tracker
(
Device (config-endpoint-tracker

Device# config-transaction

)
)
)
)

#
#
#

Device (config)# endpoint-tracker
Device (config-endpoint-tracker) #
Device (config-endpoint-tracker) #

Device (config-endpoint-tracker

(
(
Device (config-endpoint-tracker
(
Device (config-endpoint-tracker

)
)
)
)

#
#
#

Device (config)# endpoint-tracker

(
Device (
Device (
(

config-endpoint-tracker) #
config-endpoint-tracker) #

Device (config-endpoint-tracker) #

tracker-type interface-icmp
endpoint-ip <ip-address>
threshold <value>
multiplier <value>
icmp-interval <value>

<tracker-name2>

tracker-type interface-icmp
endpoint-dns-name <dns-name>
threshold <value>

multiplier <value>
icmp-interval <value>

tracker-group-name
tracker-type tracker-group
boolean or

tracker-elements tracker—-namel tracker—-name2
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B cuzsmLEIPUA L8 —T A RTONATDIA 5 v %25 DREH

Device (config) # interface GigabitEthernet0/0/1

Device (config-if)# endpoint-tracker tracker-group-name

WOBNE, = RRA L MPT RVAZFERH LTI v I —%2RET D HEEZRLTWET,

Device (config) # endpoint-tracker
Device (config-endpoint-tracker) #
Device (config-endpoint-tracker) #
Device (config-endpoint-tracker) #
Device (config-endpoint-tracker) #
Device (config-endpoint-tracker) #

trackerl

endpoint-ip 10.1.1.1
threshold 100
multiplier 5

interval 2
tracker-type interface

wOFNE, = FARA L F2DNS & LT T v h—%2FRET D IHEEZRL TWET,

Device (config) # endpoint-tracker
Device (config-endpoint-tracker) #
Device (config-endpoint-tracker) #
Device (config-endpoint-tracker) #
Device (config-endpoint-tracker) #

tracker2

endpoint-dns-name www.example.com
threshold 100

multiplier 5

interval 2

WOFNE, = FARA L FMIPT FLAZFEHALTICMP bT7 v h—%RET A HIEEZRLT

I/\ivg—o

Device (config)# endpoint-tracker
Device (config-endpoint-tracker) #
Device (config-endpoint-tracker) #
Device (config-endpoint-tracker) #
Device (config-endpoint-tracker) #
Device (config-endpoint-tracker) #

tracker3

tracker-type interface-icmp
endpoint-ip 10.1.1.1
threshold 100

multiplier 5

icmp-interval 2

WOFNL, = RARA L FE2DNS ELTHEHALTICMP bT v h—%2RET D HEEZRLT

b\i‘j‘o

Device (config) # endpoint-tracker
config-endpoint-tracker) #
config-endpoint-tracker) #
config-endpoint-tracker) #
config-endpoint-tracker) #

config-endpoint-tracker) #

Device
Device
Device
Device

Device

tracker4

tracker-type interface-icmp
endpoint-dns-name www.example.com
threshold 100

multiplier 5

icmp-interval 2

CLZERLZIPvAA 3 —T A XTOHONATDIA 5 v X2 T DEEH

PR — MG DE/NY U — A : Cisco 10S XE Catalyst SD-WAN U U — 2 17.7.1a 35 & O Cisco

vManage U J —* 20.7.1

D7 a Tk, CLIZEHLTNATDIA hT v I —%2RETHH 2R~ LET,

EW  CLUEFERALEL VY ILI Y KRL Y FNATDIA RSy h—
WOFNL, >IN RARA L KR NATDIA T v —%RETHHEEZRLTHVET,

config-transaction
endpoint-tracker trackerl
tracker-type interface
endpoint-ip 10.1.1.1
threshold 100
multiplier 5
interval 20

exit
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NATDIA +5 v h—257—4 20%ElL [

HEH: FSVvH—T =T

ZOBNE, 20D T v — QOO RRA ) BRONT v =T N—TERET D
FEE R L TCUVWET, CiscolOS XE Catalyst SD-WAN U U — R 17.7.1anb AV F—T = A A%
T —TF 58Ty =T N—TEERTE £,

config-transaction
endpoint-tracker trackerl
endpoint-ip 10.1.1.1
interval 20
threshold 100
multiplier 1
tracker-type interface
exit

endpoint-tracker tracker?2
endpoint-dns-name www.cisco.com
interval 600
threshold 1000
multiplier 10
tracker-type interface

exit

endpoint-tracker groupl
tracker-type tracker-group
boolean or
tracker-elements trackerl tracker2
exit

WOFNE, NTFT o —TN—Th A F—T x4 AZEHEHAL, YR—FINTNDHA U Z—
Tz A ATRET D HEEZRLTVET,

interface GigabitEthernet0/0/1
endpoint-tracker groupl

NATDIA F S Y H—RT—RADEREEL

Cisco I0S XE Catalyst SD-WAN U U — & 17.13.1a 7> %, [Tracker DIA Stabilize Status] &\ 9 7
0 — LA RLER TE % . Cisco SD-WAN Manager @ [Basic] #6710 7 7 A V&M H L CTITW &
9, F7/21E. CLI M L T dia-stabilize-status =~ > K&2FEHT& £4, ZOFHREIL. HTTP
EICMP D JFDODIAA v H—T = A ABKTOTRTCOTY RRA >k b T v I—DIRIEE
fLicER &4, P 7 v W—DRBELESE, BHRAT —FALEFIZL LD, 7 —T = A A
DRl 7 7 v SR LE T,

AVH—=T 2 A AT RRA VN T o h—%RETDHE, FT v —IXHTTP £721ZICMP
Tua—TEEFELTCEDTZ RRA L M DN T vX v BB LET, =2 RARA 2 MR
FEETHIGE., 3T e —TRRSLESAE. NIy —XUP E~v—T ENET, =
RRA v MIBETEXRWEA, FR37 e —T7 08Kk LSS, T v 7 —IZDOWN & ~—
7 ENFET, MT v I —RAT—F ZAOMRHI R ER AT 572012, —EBO T n—T E ik
BRIZODIR N T v D—AT—FANERIND L HIC, BENSEHSINET,

CORKTIE, TV RBRA VIR E T LTWAZEEZEST AN 0 —T 2 X5 TX 5HH
BAEBELET, HECTX8MIL1 ~10 T, 774/ ME3 T, L, FESIN
BEIZESWT R v h—2M0IRL 70 —7 4570 S, BEROBRTITELEZETH
Ta—TPENTEEEIE. VT vy h—%UP L~v—7 LET, L iE, BENIICRES
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B won t5vr—z5—sz20%%k

iy

NTWDEE, 7o—7R3EEEL TRNTDHE, P T v V—DAT—=F AR UPIZEDY

£,

RESNEREEZIIHMTMEL., 70— RN T v h—FT7 V=7 FEIEFEICES L, NAT
BT AdIcEAESNET, FT oy —DIREN UP DS, NAT IV — FE A A h—
NMLET, ZNICKY, FRITICE S TR Iy —FT V=7 N7 v 7 IRETH D Z L3
REINDTD, A X —Tx2AADT T v T REEESILET, Cisco I0S XE Catalyst SD-WAN
U U —2A1713.1a XV Fi/ZE, HTTP 7 —7 OA, 87 v I—FEKIC L > TRES N
B D70 —T7DH%IZDOWN E~v—7 SET, N7y h—iF, YO Tr—T7 Bk LT
BICUP E~v—2V ENFET, ZTOAB=ALIEY, X NI —2 7579 FRREELET,
dia-stabilize-status =~ > Ki%, & [FH+1] 2HEAL TN T v I—DRAT—X A EEETH
ZLT, ZOMEERREITET, L& X BEOMEN 3 OHE. AT —% A5 DOWN O
7w J1—I%3+1 [B] (ICMP HRRICEESW T 2 MR T) ping SNET, 4FHO T = —70
4 HE. FTvh—ITUP &E~—27 SNET,

Cisco I0S XE Catalyst SD-WAN U U — = 17.12.x VAR T, FHILSIG F 7 v — (UP 5
DOWN £ X U'DOWN 72>5 UP) BEXOYHTTP k7 v — (UP 75 DOWN) (Il & T
% L7, CiscolOS XE Catalyst SD-WAN U U — 2 17.13.1a LAF: Cld, dia-stabilize-status 5% & 7%
ICMP 33 X OVHTTP b7 v A —IZ#H S, DOWN 225 UP ~D AT —H ZABEBN KT v %
7ENET,

]

=]

CLI ZEA L=&%E

PR — FxtZOH/NY U —A : Cisco I0S XE Catalyst SD-WAN U U —Z 17.13.1a 3 L O} Cisco
Catalyst SD-WAN Manager J U — % 20.13.1

WOFNEL, CLI ZfH LT, ZOMEEZHRET D HEEZRLTHET,

device (config) # endpoint-tracker-settings dia-stabilize-status

Cisco Catalyst SD-WAN Manager % L 1-3%E

PAR— FxtZOH/NY U —A : Cisco I0S XE Catalyst SD-WAN U U —Z 17.13.1a 3 L O} Cisco
Catalyst SD-WAN Manager U U — % 20.13.1

1. Cisco SD-WAN Manager ® A = =—7/>5, [Configuration] > [Configuration Groups] % &R

LE7,
RET N—TDIERDFEMICOWTIE, RREINV—T TV —r 77— 2BRLTLEX
AN

2. WRETN—TIHEREE B L ET,

FERE DB OFEMIZ DUV TlE,  [Feature Management] ZZM L T 72 &0,
3. [System Profile] T, [Basic] B§rEA 5% E L £,

[Basic] HEREDRRE DFEMIZ DWW TIX,  TBasic] #ZHL TS0,
4. [Track Settings] #727 V v 7 L¥7,

5. [Tracker DIA Stabilize Status] T, K= v 77X 72U X k)M [Global] ZiER L, & iEZ A )
WZLET,

. Cisco Catalyst SD-WANNAT 2> 7« ¥ L—3 3> 4 K. CiscoI0S XE Catalyst SD-WAN ') ') —X 17.x


https://www.cisco.com/c/en/us/td/docs/routers/sdwan/configuration/system-interface/ios-xe-17/systems-interfaces-book-xe-sdwan/configuration-groups.html#access-configuration-group-workflow
https://www.cisco.com/c/en/us/td/docs/routers/sdwan/configuration/system-interface/ios-xe-17/systems-interfaces-book-xe-sdwan/configuration-groups.html#add-feature-parcel
https://www.cisco.com/c/en/us/td/docs/routers/sdwan/configuration/system-interface/ios-xe-17/systems-interfaces-book-xe-sdwan/configuration-groups.html#basic-help

| NAToEE

IPvi 22— 24 ZTHONATDIA FSvh—BEDE=41>5 |

6. [Save] #7 VU v 7 LET,

IPvd A A —TJTAATOHONATDIA FSYH—BRFEDE=A2Y Y

PR — FxtZOH/INY U —A : Cisco I0S XE Catalyst SD-WAN U U — 2 17.7.1a 3 & X Cisco
vManage U U —% 20.7.1

A 23— ARXDIA T Vv H—DERT

NFZVAR—RN A H—T 24 ATDIA N7 v I —ICT HEREERT DI, ROTFIA
EEITLET,

1. Cisco SD-WAN Manager D A = = — 7> [Monitor] > [Devices| DJIEIZE&4R L £ 7,

Cisco vManage U Y — & 20.6.x LARI[ : Cisco SD-WAN Manager O A = = —7>5[Monitor] >
[Networ K] DNEIZ5ER L F 7,

2. THRAZADYARINLTNA AZFERLET,

3. [RealTimel] %7 VY >y LET,

4. VTNV RKRA L b 8T v —O4, [DeviceOptions] KR v 77X DU A Rk,
[Endpoint Tracker Info] Z 3R L £7°,

5. FaT VIV FRA Y b T vl —O5%, [DeviceOptions] K1y 74 570 ) 2 b,
[Endpoint Tracker Group Info] Z 3R L 9,

IPvd £ 3 —T A ATOHONATDIA 5 v H—DERTEDHEE

PR — bxtGDi/NY U —& : Cisco I0S XE Catalyst SD-WAN U U — 2 17.7.1a 3 & O} Cisco
vManage U U —% 20.7.1

T —NEeT N R L%, 2~ FIECEHERTEE T, ROBREHFNT, NAT
DIA N7y =D T v A—EFKE. FNT v =% NTUVAR—b A =T = A AN
T HHEERLTVWET,

endpoint-tracker tracker-tl
threshold 1000
multiplier 3
interval 20
endpoint-ip 10.1.16.13
tracker-type interface

interface GigabitEthernetl
no shutdown
endpoint-tracker tracker-tl
ip nat outside

WOBGEBNT, BREVB Iy FSITWDEINE I DEMERT 2 HiEZRLTHET,

Device# show endpoint-tracker interface GigabitEthernetl

Interface Record Name Status RTT in msecs Probe ID
Next Hop
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GigabitEthernetl tracker-tl Up 2 1
10.1.16.13

ROBGEBNT, bT v =BT L7 A4 ~—BEDERE S L TEY, T v —BEdEOME
WS TBET Ny 7T DKL LET,

Device# show endpoint-tracker records

Record Name Endpoint EndPoint Type Threshold Multiplier Interval
Tracker-Type
pl 10.1.16.13 Ip 300 3 60
interface

ICMP k5 v H—DHREDHER

Cisco 10S XE Catalyst SD-WAN U U —2Z 17.13.1a 7» 5, ICMP 7 v 1 — D% EH%ICa~ 2 K
ML AR TEET, ROBEHNL, NATDIA b7 v I —DICMP 7 v B —EFREL, FT v
N—=% N T UAR—b A F =T =2 AWM T 27152 RLTVET,
endpoint-tracker tracker-t2

tracker-type interface-icmp

endpoint-ip 10.1.16.13

threshold 1000

multiplier 3
icmp-interval 2

interface GigabitEthernetl
no shutdown
endpoint-tracker tracker-t2

ROBEGNL, REPTI Yy FSNTWDEINE I DEMHERT D2 TEEZ R L THET,

Device# show endpoint-tracker interface GigabitEthernetl

Interface Record Name Status RTT in msecs Probe ID
Next Hop

GigabitEthernetl tracker-t2 UP 2 1
10.1.16.13

TaFZILEZyh—DShow I~
iz, show endpoint-tracker tracker-group =~ > RO B Z R L £,

Device# show endpoint-tracker tracker-group

Tracker Name Element trackers name Status RTT in msec Probe
ID

interface-tracker-group trackerl, tracker2 UP (UP OR UP) 1,1 53,

54

Device# show ip sla summary

IPSLAs Latest Operation Summary
Codes: * active, ”~ inactive, ~ pending
All Stats are in milliseconds. Stats with u are in microseconds

ID Type Destination Stats Return Code Last Run
*9 dns 10.1.1.1 RTT=3 OK 12 seconds ago
*10 http 10.1.1.10 . RTT=89 OK 23 seconds ago

Device# show endpoint-tracker records
Record Name Endpoint EndPoint Type Threshold Multiplier Interval
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IPV6 £ > 2—7 A ZTONATDIA kS5 vh—n7—4 70— [

Tracker-Type

groupl trackerl OR tracker2 N/A N/A N/A N/A
tracker-group
group3 tracker3 OR tracker4 N/A N/A N/A N/A
tracker-group
trackerl 198.168.20.2 IP 300 3 60
interface
tracker?2 198.168.20.3 IP 300 3 60
interface
tracker3 www.clsco.com.com DNS_NAME 300 3 60
interface
tracker4 www.clsco.com.com DNS_NAME 300 3 60
interface

Iz, showip slasummary =~ > RO Dl ZR L ET,

Device# show ip sla summary
IPSLAs Latest Operation Summary

Codes: * active, ~ inactive, ~ pending

All Stats are in milliseconds. Stats with u are in microseconds

ID Type Destination Stats Return Code Last Run

*53 http 10.1.1.1 RTT=2 OK 35 seconds ago

*54 http 10.1.1.10 RTT=2 OK 1 minute, 35 seconds
ago

KIZ, ICMP = RARA >~ b7 v 1 —IZ%}9 % show endpoint-tracker tracker-group =~ > R
DOl R L E T,

Device# show endpoint-tracker tracker-group

Tracker Name Element trackers name Address Family Status RTT in

msec Probe ID

trackergroupl trackerl, tracker?2 IPv4 UP (UP OR UP) 1, 2
5, 4

WIZ, ICMP =Y RARA > F b7 v B —I|Z%3 5 showipdasummary =2~ > RO %7~ L
£

Device# show ip sla summary
IPSLAs Latest Operation Summary

Codes: * active, ” inactive, ~ pending

All Stats are in milliseconds. Stats with u are in microseconds

ID Type Destination Stats Return Code Last Run
*4 icmp-echo 10.1.29.99 RTT=1 OK 1 seconds ago

IPv6 1 3 —T A ATOHONATDIA Sy hH—DT—- 70—

PR — hRFEDOE/NY U — R : Cisco I0S XE Catalyst SD-WAN U U — A 17.11.1a 33 & O® Cisco
vManage V J — A 20.11.1

Cisco SD-WAN Manager DX EJ IL—T&#ERALT-IPv6 1 > 2—T =4 XTOHNATDIA

FVHA—D

PFAR—hENTWBHE/NY U —2R : Cisco IOS XE Catalyst SD-WAN U U — =% 17.11.1a, Cisco
vManage Y Y —X% 20.11.1
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\)

() BEINV—T, TRALACLI T —b, £EFCLIT RAVEEET 7L — &AL
Ean==g

T, IPV6DIA N T v —HEREZRETE 9, ZOMEEIL, HMET 7L —FEH L TRE
THZEIITEERA,

1. Cisco SD-WAN Manager D A = =—/» 5, [Configuration] > [Configuration Groups] % iR
L/ i—a—o

Cisco I0S XE Catalyst SD-WAN U U — % 17.11.1a LLRCi, [Configuration] > [Templates] >
[Configuration Groups] DJNEIZEIR L F 9,

RIE T N—T OO HONWTIE, TREZNV—T V=7 7n—] ZZRL TS
AN

2. WEZN—TITHREZBINL 7,
FEBEDIBIIOFEMIZ DUV Tk,  [Feature Management] &R L T ZE W,

3. [Transport and Management Profile] C, [IPv6-Tracker] & [IPv6-Tracker Group] Z % E L £ 7,

IPv6 b T > B —DFEDFEMIZ OV TIL,  [1Pv6 Tracker and IPv6 tracker group] &SR L
TL &V, F7=, [IPv6 Tracker Group] # S L T 72X,

4. [Transport and Management Profile] T, VPN OMEEEDRIIZH D [...]1%E 27 U » 7 L. [Associate
Sub Feature] % &I L £ 7,

» [Associate Sub Feature] % 33 L 7255613, SEIZ6S UC, FHRIERE S 7z [IPv6-Tracker]
B L OV [IPv6-Tracker Group]l DF = v ViR v 7 A% F A LET,

* [Add Sub Feature] IR L72551L, Fr v 7 X7 U &2 MH)vb [IPv6-Tracker] 38 LT
[IPv6-Tracker Group] ZHR L, A7 v 7 3 O E FIRIIEVNE T,
VPN 0 iR EDFEMIZ DOV TIX,  [Ethernet Interface] &M LT 72 &0,

5. BREIN—THERLIZE, ZNA—TICT A Z&BILET, FFICOWTIE, TAdd
Devices to a Configuration Group] ZZM L T 7ZEV, ZAT, REZ/N— 7 IZBEfTT
LNTNDET A AZEHTEET, FlICOVWTL, 7S AREDORER] 2#5H L
TLIEEYY,

CUFT>TL—bEFERLEZIP6 A2 —T A XTOHONATDIA b5 v h—DEEE

HFAR—FEINTWBE/NY U —A : Cisco I0S XE Catalyst SD-WAN U U — % 17.11.1a, Cisco
vManage V J — A 20.11.1

CLIT v 7 L— FOMFHOFEMIZOWTIL, CLIT RAVHRET 7L — B LOCLI T v 7
L— 2B LT EEN,

)

CE) CLITV7VL—FZ2ALTICMP F T v —%RETAHAZLIITEEHEA,
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| NAToEE

CUT>TL— REERALEIPE A 28— 4 XTONATDIA k5 v h—nEE [

IPv6 T2 KRSV b S UH—DRE

1. T RRA VU NDAT—HRAE T X T T 520D RRA Y N NT v —%RE
LET,
endpoint-tracker tracker-name

2. NI N—DENT o —FATEHFELET,

tracker-type ipv6-interface

N

() CiscoIOS XE Catalyst SD-WAN U U — A 17.13.1a 7> &, ipv6-interface-icmp % f# ] L C NAT DIA
DICMP b7 v X T EHBRETEET,

3 TVRARALUPMDIPV6 7 RLAEFEELET,
ipv6-endpoint ipv6-address

\)

GE) IPVAFT o —LIPV6 b T v I—%FL T o= N—TICRETHZ LITTEEEA,

IPv6 T RARA LV b T v I —2RET DI ODREERHEEN EZRIZRLET,

endpoint-tracker tl

tracker-type ipvé-interface

ipvé-endpoint 2001:DB8:1::1
IPv6 T2 RRA > B ICMP + T v —ZRET DO DFERRBEN 2 IRIRLET,
endpoint-tracker tl

tracker-type ipvé-interface-icmp
ipvé-endpoint 2001:DB8:1::1

DNS S v h—DEKE

LET,
endpoint-tracker tracker-name
2. "IV A—DINT oI —FATERELET,

tracker-type ipv6-interface

\}

() CiscoIOS XE Catalyst SD-WAN VU U — 2 17.13.1a 2> &, ipv6-interface-icmp % i | L C NAT DIA
DICMP b7 v ¥ 7 HBRETEET,

3 TZURKRALUVMDRAAL U EZHEHRTELET,
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endpoint-dns-name dns-name
DNS hT7 v H—%RET D ODERRBEN 2 RITRLET,

endpoint-tracker dns_tl
tracker-type ipvé-interface
endpoint-dns-name cisco.com

KIZ, DNSICMP T v 1 —%RET DI ODREREEMNEZRLET,

endpoint-tracker dns_tl
tracker-type ipvé-interface-icmp
endpoint-dns-name cisco.com

IPv6 FS Y h—FIL—TDHRTE
1. HTTP /21X ICMPIPv6 = RARA > b b T o W —%RELF T,
2. IPv6 A H—7 A ATHTTP £721ZICMPDNS F 7 v —aRELET,

3. TURRALVINDAT—FRAE NG XL T TBEDO RRA NN I —%RE
L/i‘j—o

endpoint-tracker tracker-group-name
4., "I N—DRNT v I—FATERELET,

tracker-type tracker-group

\)

() CiscoIOS XE Catalyst SD-WAN VU U — 2 17.13.1a 7> &, ipv6-interface-icmp % f# ] L C NAT DIA
DICMP 7 v ¥ T HRETEET,

5 NI w =T N—TDORIERIZ Boolen By 7 ZHMNILET
boolean{and | or}

6. FIvI—KEEMLT, FaT7)LZr RRA L v h— A —7%ERKLET,

tracker-elementstracker1 tracker2
IPv6 b T v =T N—T R ET D ODERIRREF ZRITT LET,

endpoint-tracker tl
tracker-type ipvé-interface
ipvé-endpoint 2001:DB8:1::1

|

endpoint-tracker t2
tracker-type ipvé6-interface
endpoint-dns-name cisco.com

|

endpoint-tracker groupvé
tracker-type tracker-group
boolean or
tracker-elements tl t2
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WIZ, IPVOICMP R T v B — I N—T R ET DO DORERHEMNEZRLET,

endpoint-tracker t3
tracker-type ipvé-interface-icmp
ipvé-endpoint 2001:DB8:1::1

!

endpoint-tracker t4
tracker-type ipvé6-interface-icmp
endpoint-dns-name cisco.com

!

endpoint-tracker groupv7
tracker-type tracker-group
boolean or
tracker-elements t3 t4

BLAVE—T A RATDIPE EIPV6 DTEAD S5 v H—DEETE
1. IPVAT U RRA LV MM T o —%HRELET,

endpoint-tracker tl
tracker-type interface-ip
endpoint-ip 10.1.1.1

2. P4 AL H—T A ATDNS b7 v h—%RELET,

endpoint-tracker t2
tracker-type interface-ip
endpoint-dns-name example.com

3. IPv6 = RRA VN T v I—%RELET,

endpoint-tracker t3
tracker-type ipv6-interface
ipvé6-endpoint 2001:DB8:1::1

4, IPv6 A > Z—T7 x4 ATDNS hT7 v h—%RELET,

endpoint-tracker t4
tracker-type ipv6-interface
endpoint-dns-name cisco.com

5. IPv4 NI v h—% T v h—TN—FITEMLET,

endpoint-tracker groupv4
tracker-type tracker-group
boolean and
tracker-elements tl t2

6. IPV6 NI v h—% T o= N—TFITEMLET,

endpoint-tracker groupvé6
tracker-type tracker-group
boolean or
tracker-elements t3 t4

7. AV A =Tz AT =T N—T%HHALET,
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filt

CLLTF>TL—hrZEERLIPBE A Z—T A XTONATDIA k5 v H—0DF

interface GigabitEthernetl
endpoint-tracker groupvé
ipv6-endpoint-tracker groupvé

WIZ, BCA L H—TxAATIPv4 & IPV6 DT D kT v h—%RET DR REN &R
L\i‘a—o

endpoint-tracker tl
tracker-type interface-ip
endpoint-ip 10.1.1.1

!

endpoint-tracker t2
tracker-type interface-ip
endpoint-dns-name example.com

!

endpoint-tracker t3
tracker-type ipvé-interface
ipvé-endpoint 2001:DB8:1::1

!

endpoint-tracker t4
tracker-type ipvé6-interface
endpoint-dns-name cisco.com

!

endpoint-tracker groupvé
tracker-type tracker-group
boolean and
tracker-elements tl t2

!

endpoint-tracker groupvé
tracker-type tracker-group
boolean or
tracker-elements t3 t4

FSyh—FIL—TDOHTTP EXUICMP 5 v hH—DETE
Cisco I0S XE Catalyst SD-WAN Y U — 2 17.13.1a %> 5, Cisco Catalyst SD-WAN 7 73 A A C HTTP
IPvd b7 v —L ICMPIPV6 kT v 1— (F7213Z0#) #HELET,

1. HTTPIPV4 = FRA VN T v I —ZRELET,

endpoint-tracker tl
tracker-type interface
endpoint-ip 10.1.1.1

2. ICMPIPV4 = RARA LV M T v I—%RELET,

endpoint-tracker t2
tracker-type ipvé6-interface-icmp
endpoint-ip 10.1.1.2

3. HTTPBLORICMP = RRA VM T v h—%2EHAL T NI v =N —T %R ELE
7,

endpoint-tracker t3
tracker-type tracker-group
tracker-elements tl t2
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IPV6 { > % —7 4 ZTONATDIA k5 v h—0BEokE [

4. A H—Tx2A A T v = N—TEW@MALET,

interface GigabitEthernetl
endpoint-tracker t3

HR—FENTWBIP6 A VA —T T A RANDEEFHIPV6 Sy h—FEbSyvh—4
JL—JDE A

1. AV B =T A ABATHZBHBELTC, f v FZ—T A 2T f{Fal—aF—F
R L F T,

interface GigabitEthernetl
2. FAERINTZIPV6 = RARA U b b T v —4%EALET,
ipv6-endpoint-tracker tracker-name

WIZ, VT o= H—T A AZHAL, PR —FINTWVWBEAS L H—T =2 ATHE
T LR EMNE R LET,

interface GigabitEthernetl
ipv6-endpoint-tracker tl

IPv6 1 23— A XATHNATDIA b5 v H—DEETEDHER

HFAR—hEINTWBE/NY U —2R : Cisco I0S XE Catalyst SD-WAN U U — =% 17.11.1a, Cisco
vManage Y V —X 20.11.1

WIZ, =D IPv6 = R A >~ b T v 1 —§%ED show endpoint-tracker =~ > KDt /54
R LET,

Device# show endpoint-tracker

endpoint-tracker tl

ipvé6-endpoint 2001:DB8:1::1
tracker-type ipv6-interface

WIZ, 1 DODA L F =T = A AW SIZH—D IPv6 = RARA >k T » I —? show
endpoint-tracker =2~ > KOH IR LET,

Device# show endpoint-tracker

Interface Record Name Status Address Family RTT
in msecs Probe ID Next Hop

GigabitEthernetl tl Up IPV6

1 6 2001:DB8:1::1

RIZ. DNS kT v B —i%E D show endpoint-tracker =~ > RO HZ2 R~ L £9,

Device# show endpoint-tracker

Interface Record Name Status Address Family RTT
in msecs Probe ID Next Hop
GigabitEthernetl dns_tl Up IPv6 1
9 2001:DB8:1::1
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WIZ, IPv6 T v 1— 27— 75 E D show endpoint-tracker tracker-group =2~ > K® H /14

ZRLET,

Device# show endpoint-tracker tracker-group

Tracker Name Element trackers name
Status RTT in msec Probe ID
groupvb6 tl, t2

UP (UP OR UP) 1, 0 10, 11

WIZ, IPv4 L IPV6 DE ST D T v I—NRI LA v F—T = A ATHRE

endpoint-tracker =2~ > KOH IR L ET,

Device# show endpoint-tracker

Interface Record Name Status
in msecs Probe ID Next Hop
GigabitEthernetl tl Up
7 10.0.29.99
GigabitEthernetl t2 Up
8 2001:DB8:1::1

ICMP S5 v h—MDREDHER

Address Family

IPv6

STV DA D show

Address Family RTT
IPv4 1

IPV6 1

FU T L— FEF AL AT X v F Li=th. CiscoI0S XE Catalyst SD-WAN U ) — % 17.13.1a

N avy NMEXEHRETEET,

WIZ, 1 2ODA B —T 2 A AZEAINTZEH—DIPV6ICMP = RKiRA >V b T v h—D

show endpoint-tracker =~ > RO # 2R L £7,

Device# show endpoint-tracker

Interface Record Name Status
in msecs Probe ID Next Hop

GigabitEthernetl t2 Up
1 6 2001:DB8:1::1

Address Family RTT

IPv6
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H— E X {8l NAT

x® 10: EEDREE

y—ezpnar i

Cisco vManage V Y — 2% 20.3.1

L 1) 1) —R1EHR BrL)]
Cisco 1I0S XE Catalyst SD-WAN | Cisco I0S XE Catalyst SD-WAN | = e {FH+T 5 L. R v
TNAAZDOF—EAMINAT |V U —=A173.1a KD — 2 F—— L DY —

AR A b E OB TEZE
INBT—H N NTT 47
W2, WERES L UMM NAT % 5%
ETEFET,

H— B AR NAT 3% E & 53
HE P—ERAOFREA N
bA—N—L A ~DF—H |
T4 7 BEXOA——
LA MY —E 2R K
~DKZ 7 47 DFEEFEICIP
7 RUAZEM|TEET,

VPN ¥ — & A NAT (%

Cisco I0S XE Catalyst SD-WAN
Yl —2=2177.1a

Cisco vManage U U —* 20.7.1

VPNINAT (2 LY, —E R
ILANA > Z—7 = A AHF]
L VPN Nt ¥ — & 2 4]
LAN A VX —7 = A A Li#lE
T&EET, HELTIPT RLA
A — LT R L AT
Had D MENH D LAN A
& —7 = A AT ipnat outside
avy RERELET, N
7 ROMLOD LAN A > X —
T A AMBINERA v H—
T AL LTHEEINTZA
VH—=T 2 RN —T 4V
TINDHEHT, RET 4 v
JEITHE AT I v NAT
N—NZEHATEET,
TNRAACLL T 7 L— &
X CLLT RA VT 7 L—
FEEH LT, VPN NS —E
A NAT 2R ETEET,
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NAT D% |

L 1) 1) —R1EHR BL)]
P— B AURMEATE R X Cisco I0S XE Catalyst SD-WAN | = e & i 42 &, 565E
F ¢ v 7 NAT HFE— k JyJ—2A178.1a IP7 RLARIZE ST, FL

EETLIPT FLAEBOIPT
KU AICEHTE FT,

F A A CLI ZfEiH LT,
P— B RMGEAT & A X
T4 v NAT #RETE £
‘j—o

N —2 NAT O% 34—k

P—ERMURAZT 4 v T R

Cisco 10S XE Catalyst SD-WAN
Y UJ—2x178.1a

Cisco vManage U U —* 20.8.1

ZOEEIR, YT Ry FD
P—E AR EZ T > 7 NAT
DREEVR—FLET, &
DAL T 7 NAT 7 — )b
ERET LRI, T
K MAKIZ L TH—D R
2T 47 NAT 7 — )L &R E
TEET,

Cisco SD-WAN Manager ¥ 72 1%
FNRAACLLT v L— %
fEA LT, r—Ev AR %
T4 w7 Fy NT—27 NAT %
MRk TE ET,

H—E X {8l NAT [ZRE9 5 1E#R

Cisco I0S XE Catalyst SD-WAN 7 /31 & TiX, 734 ZADH —E A CNAT #FHEL T, 7—

HENT T4 IW T AR—FVPNIZH DA —N—L A bRV ABREIIC

NAT 2L &

HEHCTHrzenTEEYT, P—ERAINAT X, ZETHTF—F T 7497 DIPT R

2E~v A7 LET,

FRA ZDY—EZMTHEAFTI VI NAT & 1:1 2AF T 4~ 7 NAT Ol F 2R ETXET,

INEITHIC

1. A A EOP—E A VPNHNIZNAT F—/b A VB —T = A ZAZHE L Th

5. Cisco Catalyst SD-WAN = hr—F Tk — 4R —Zl LET, 20D
R =T, WERT VLT 4 I RAEFOT—Z T 7 4 v 7 &P —E A NAT [ZHEE L F
T, BIIONAT =N A X —T A ATHAT I v NAT F7213AXT v 7 NAT &%

I’_._E’I-/ibdéo

H— 2l NAT NEHT > TWBEE, VPN T—ET59T_XTOT LT 4 v 7 AL NAT
TN A B —T 2 A ATEEENET, TORNT T 4 v ZIINAT AR S, NAT 138 —¢

ZMDOIPT RLAZZH L, NAT 77— /LD P T RLAICBXMZ 4, D%,

SEOCICHRIE SET,

NIy M
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s— 2@ NAT =BT 2158 [

Fw N =7 DOV —EZANTHAD T BHT —H# DO NAT 2R ETE £9, P —E X NAT 1.
MR Enz—mfbEaNizT—42 R o—L—EHT5, NHBLOINEHLHEA NT FLADT —H
o7 4o 7 BB FET,

NEZEETT FLRAEH

=AM EZIZLANJIORA RNV B—= T T FIC T 7 4 v 7 2KETHEE. NE
T RUAZEHY —ERATEETLIP T FLA (NEIARR ) BHEZFFATLET, 2O,
T—H NTT 4T NA ==L A F U RIUZEGE SN DANIATOIVE T, NAT NE 7 — L
ENEAZT 4 v 7 NAT 7 RLARF—R_R—L A ICHEMRSNET, 25D T7 RL AT,
F—R—LAEHT e hanr (OMP) ZHALTTIRXRTOIYVE—F T T UFIZT RRAFA XX
NET, Lo T, UE—FRA ML, WEHRZ MIERET H72DDNRZZ7HWL TV E
ERS

WERT R AEBOLGE, h—ER T —F 8T 7 4 v 71, XA T v 7 NAT O—ifb &
NIeT =2 R o—D—85EMbE B LET, FHEILIPT NLAR—EEHFEWZ L TND
BE. T—XIIV—E A VPN TRESNZNAT Zi@im L T, ==L A 24 LTV

T by UN—HIZADET, T RUVAEHIT, b RNVOHINA v Z—T 24 ATRAEL
F 9, Cisco I0S XE Catalyst SD-WAN U U —Z 17.4.1a 3 . O® Cisco I0S XE Catalyst SD-WAN U
U—2Z173.1a XV HETDOY U —RATIEX, AZT 4 v Z7HENAT Z—rfb a7 —% RV

V—TO—HGFMELEL LEYA, AET 4 v 7 EBIE, EBETIP T RLARRZT 4
7 NAT HICERESNTZIP T RL R L —FT 55818 ELET,

Cisco I0S XE Catalyst SD-WAN U U —2R 17.5.1a LI, A X T 4 v 7 NAT 27 —/LiZ~w v B
TTCE, T—ERI L —DO—BRHLERIIAZT 4 vV NATIWN T 74 w7 ICEAENE
j‘o

SNEBEIETT FLRZEH

VE—FA IMEDRT T 4 v I BA— =LA RN E@BBTHEE, AT L AL
Y —E 23X E— b RAMDOEETIP T LA GMEBHRA N B LUFES, BHL. b
T77 47BN Fy hT—27®LAN (VPN) IZEE S DENC T E S, /— b EEARN
BREINTNDEA, NATHNT 7 —/v7 R LA E7213/b— MM, Open ShortestPath First (OSPF)
FoT o ha L E ML TRy hT—27 O LANIICHREAA SN E T, Lzn-T, HNEb
ARA NI, VE— AR NMIBIETH-ODNAZGRI#L TWET,

Cisco I0S XE Catalyst SD-WAN U U —2 17.4.1a L W FifjD Y U — & L Cisco IOS XE Catalyst
SD-WAN U U —2173.1a £ TO YV U —ATlE, % — R NAT ORI & SMAl O[553 42 A S
Y NATRETHLMLERD Y £3, WET L AZEH LT B L AZEHOW 5T 1:1
ALT 4 I NAT~ v BV T ERETHI L TEET,

Cisco I0S XE Catalyst SD-WAN U U — R 17.5.1a LA, —JtfbSn/=T —4RY —%EH L
T, AXT 47 NAT DNAT F—/LT7 7 a s bRETEET,

\}

GE) R¥T 47 NAT #RETHENI, XA FT I v 7 NAT Z#RELET,
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NAT D% |

Y—ERBINATOT—2 KR o—

Cisco 10S XE Catalyst SD-WAN 7 /XA A2 T NAT #HhZ T ’i AET 4w T BIONFA
F 3 v 7 NAT O—fb ENni-F — &T)/~%%mbi? — ARV —k, FAT Iy
27 NAT O—EHEHEL NAT F— TV L a o2t LUE9,

Cisco I0S XE Catalyst SD-WAN U U — 2 17.5.1a LA, A X7 4 v 7 NAT O—EHHE L NAT
T=NT I a v ERETHT AR —EETTE ET,

H—E X {8l NAT O F| =

¢ EETLIPVvA 7 R U AMBSEHE IPvA 7 R L A~D AW 2 A4 5
XTI IPVAT RLARBTTAX—=KMEETLIPVET FL RIS v E T35

e —E R ENA X =R IPV6 ~D L — L L AT E T B FiEA T 5

H—EXBINATO FS T4 w9 70—

P—EAMNAT D2 ODFT—H T 7 4 w7 70—4%RIRLET,
* Xy T =7 DOF—E AP A== A Xy FU—ZFHATY T— hxy VIZHEDD
NT T 4w 7 DFEETDOLER
e —NR—=L A Xy hT—=Z %L TCYE— by INnEXy hT—7 OV — 2z E)>
S RT T4 T DFE DLW

B — & 27> 5 O NAT Feature Invocation Array (FIA) R T T4 IR R RERTY B—

[NV e ﬁ#j#%t%ﬂWb%@%@T%é CNATFIA T h o A v B —T = A
A THHIHIIA v H—T =2 A ATHMNIRY £97, ?T)/**O)jﬂ'ﬁtifromserwceéjb
THREINTHET,

NAT FIA from-tunnel : 7 7 4 v 7BV E— b v U5 bRV a2l L T —E X VPN
WZEET D54 #~EXVHUAN4V& T2 A ATHDLHINA H—T = A AT NAT
FIA AN £9, T—Z KU —DOFF AL from-tunnel & L TREINTWET,

T—H R =D mNall (&) ICRESNTWDHIEHE, P—ERAVPN AV F—T7 = A
ABLIOR RNV A B —T = A ATNAT FIA NEZHTR Y F9,

)

GE)

—fbENTZT =X KR —DIPT RLAEAXT 47 NAT £EICIP 7 KL A%, Cisco
I0S XE Catalyst SD-WAN U U — 2 17.4.1a 3 & U Cisco IOS XE Catalyst SD-WAN U U — 2 17.3.1a
FTCOLURTOY U— Zfiﬁﬁﬁé’kif%iﬁhoF§74y7@~ﬁ%#ﬁiﬁbﬁw
ko, —mfbanizy—2 R o —%2AICTEERET HIVLENLD £,

H—E X {8l NAT O #IRE1H
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y—ezmnatozz [

« 872 % VRF HIOZBIT A — b ShTWERA,
« Cisco SD-WAN Manager Tlid, K31 D7/ — /L ERETETET,

« NAT 7—/L4 % natpool natpool-number & L C#&7E L 7, natpool-number (X, 7 —# R
U —THREINZNAT 7'— /Ui s —EHTH5LERH Y F97,

@;'J . natpoollO0

¢ Cisco I0S XE Catalyst SD-WAN U U —R 17.4.1a, Cisco IOS XE Catalyst SD-WAN U I — 2%
17.3.1a, Cisco I0S XE Catalyst SD-WAN U U —Z 1732 TIZAZ T (v 27 NAT 7 KL X
I, =T FLATHRALTUIRY A,

« Cisco IOS XE Catalyst SD-WAN U U — 2 17.5.1a . BIGE DA X T 4 v 7 NAT 7 KL A&,
TR =L HEEN STV LG, RESNIZNAT 77—/ 7 LAY A RZ
BLTWD MRS Y £77,

e VREDAHT (v 7 NATIZIX, 5—F RV —LHEAF I v 7 NAT 7— V2 TEHETH
VN F9,

« NAT64 O IPv4 BH#TVR— FENTWER A,
« £ — VR VPN T, —E D NAT 7— /L EENNETT,

* NAT =2 b Vg, OISR L 72 RITMRE TE £ A,

H—E X {8l NAT D& E

H—EXBINAT ZRET H=HNDT—Y 70—

1. CiscoCatalystSD-WAN = b= —F O— ifb SN7eT7 —F R o — %M L T, NAT 7' —
NEFET IV arEEdEd, NATWHO b ST —2 R Y —D I,
[from-service] TH D ME R H Y £, NAT I OR Y 2 —D 51 [from-tunnel] T & 2
ERH YD FT,

2. P—EAM VPN T&H 5 [Cisco VPN] 7> 7' L— b & LT, 8 NAT 7 — &K 5 &%
L’:._E‘I./ithO

3. [CiscoVPN] 77 L— raMiHLTEMNAT v v B 7 2RELET,

L/\gz—a—()

Cisco I0S XE Catalyst SD-WAN U U — & 17.5.1a LAf&, A X7 ¢ v 7 NAT @ NAT 7 —/L %
BEL. 22T 4w NAT O—FHEHEL NAT F— VT VL a v iR+ 55— 2Ry o —
FERRCEE T,

P—ERAAD AL T 4 7 NAT DFREDTEMIHOWTIEL, [ —EXAIZAZT v 7 NAT
DFRE] #ZHR LTI TEEN,
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5. NAT NEDBE. NAT 7— V%7 %y hEIP T RLVADRAZ T 4 v 7 NAT ZH#78 OMP
WCHEIMIZT RAZ A XEET, NATHNBOEAE, NAT 7 — 7 3%y b OFEA &,
IPv47 FLADY—EZ 7T NI /L ~DAXT (v 7 NATEW A FEICRETXET,

N

GE) F—=HRIVI—=T273 a3 NVPNOIH L THREENTWAES, 773 a3 IEDIA +7
T4 oI L TREESNET, Mﬂ7—»&ﬁ%aﬁw¢n#@#—fxwm(W:WW
D IHLTT =R =T 7 arRNREINTWEEE, 773 a3 i3 — B A NAT
HTT,

H—EXBINATD—ibEnf=-7T—2 R O—DERE &K VEA

— LB BT —Z R ) 2 —X, CiscoCatalyst SD-WAN =2 > h 17— 7 T E S 4L, Cisco Catalyst
SD-WAN A —/S—L A Xy NU—7 bOLV—HRFTHEHEENDLT —H b T 7 4 v 7ICHRE T
Z)_ %) 7\]_\9 U :\/h—‘/c‘j—o

1. Cisco SD-WAN Manager A == —7>5, [Configuration] > [Policies] Z 3R L 7,
2. [Centralized Policy] #7 U v 7 L%7,
3. [AddPolicy] #7 VU v 7 LET,

WY — T 4 P — R E £, — BT — 2R o — DR OFEMIZ OV T
IZ. [Configure Centralized Policies Using Cisco SD-WAN Manager] ZZM L T 72 X0,

4. KUY v—U A NEERLET,

KR T N —T OREROFEAMZHONTIE, [—mfbEnizdR ) v —DORBR 7 V— T DO
EERLTLIZEN,

5. FI 74 v 7 HAIERELET,

T 74 7 =V ORERRIZEE T AFEC WL, TR T 7 4 v 72— DR 25
BLTLEEN,

6. A FE VPNICRY —2HALET,

A FEVPNIZRY —%EAT 2 FIEOFEMIOWTIE, [P FE VPNIZAKRY v—
PHMAT5] E2RLTIEIN,

RV —%EHAT 55\ % [All]. [From Tunnel]. 7213 [From Service] 7> 5 &R L £,

RIN:FAFIVIBLVRETA VI NATF T r—2 3y

NAT D FE T—2R)—0D%
Bl

44 F 3 v 2 NAT WEOA (NAT 7—1) From-service

44 F 3 v 2 NAT MDA (NAT 7—1) From-tunnel
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NAT D& E TR —DA
A

FAF 2 w7 NAT W (NAT 7—/L) + 2 & T (v~ NAT &S | From-service

D I

HAF w7 NATHHES (NAT 7 —/V) + A% T 1 v 27 R— | 7 4 |From-service
T—F 4 T DI

B4 F w7 NAT 4 (NAT 7—L) + AKX 5 ¢ » 7 NAT 4+ | From-tunnel
D I

EEED 2 oL EOAE Y all

7. RV —%7 774712 LET,

RY —=OT 7T 4 TEOFMONTE, [Tk T =4 K v—D7 77 1 7kl %
BIRL TSN,

H—EXBSAF 3 v NAT DHRFE

I L& BHIIC

1. CiscoCatalystSD-WAN =2 h o —F O—ifb EN7eT —Z R Y o —ZHE LT, NAT 7' —
NBEFET I a2 E8DET,

2. LW [Cisco VPN] 7 > 7' L— b EAERLT 57>, BEfED [Cisco VPN] 7 7' L — M &k L
%9, [Cisco VPN] 7> 7 L — %, NAT ##& &+ 5V — b A VPN 125t LET,

A4+ 299 NAT T—)LDFTE
1. Cisco SD-WAN Manager A == —7>6, [Configuration] > [Templates] Z R L £,

2. [Feature Templates] #2 V v 7 LE T,

)

(G£)  CiscovManage U U — % 20.7.x LAgiT®> U UV — A TlE, [Feature Templates] ® % 1 b /LiJ [Feature]
T4,

3. [CiscoVPN] 7> 7' L— h&fRETHITIE, 7 7L — MOBIZH L1227V v o L,
[Edit] 2R L £,

4. [NAT] %227 VUv 7 LET,
5. [NAT Pool] T, [New NAT Pool] &7 V v 7 L¥7,
6. MHNTA—=Z & ASL, [Update] &7 Vv LET,
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B v—cxmzs57cvsnaToRE

R12:NAT T—)LIRS A —4

INTA—RZ BLl]

[NAT Pool Name] —TfbENT=T —H R U —THE SN T
W5 NAT 7 — &5 2 AJ) LE T, NAT
7 — 4%, VPNEB I ONVRF 2K T—E T
HAVERHD T, L—F ZLITiK 31
(1~31) ONAT 77— /L EZRETXET,

[NAT Pool Prefix Length] NAT 7=V DF VT 4 v 7 AREZALE
T

[NAT Pool Range Start] NAT 7— VORGP 7 KL A&E A L E
bé‘o

1. 74— REHEMNTDHITIE, Aa—T7
% [Default] 7> 5 [Global | |IZZF L £ 9,

2. NAT 77— IILOFEHDIP T RL 2% AH)
LET,

[NAT Pool Range End] NAT 7— VDK TIP T RLAZATILE
TO

1. 74— FREAEMNITDHITIE, Aa—
% [Default] 7> 5 [Global | IZAEF L £ 9,

2. NAT 77— LOFHEDIP T RL 2% AN

L\i—a—o
[NAT Overload] [On]Z27 Y v 7 LT, R—FZTLDEWE
HMMZLET, T 740 MI[A> (On) ]
T,

[NAT Overload] 73 [Off] IZF%E STV 5
B AAFT Iy I NAT DHBT 2 BT 3A
ATHESNET, A— T LD NAT L%
EINTHERA,

[NAT Direction] NAT Fila Z @R L £,

HS—EXBIRE2 T4 v%9 NAT DERTE

Before You Begin
1. 7—4R) r—ZM L CEHLET,

2. [CiscoVPN] 7 > 7L — M E&RET L0, BEFD [CiscoVPN] 7 7L — M afREL £ 7,
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3. XA FIv I NATEZRELET,

H—ERBIRE T 4 v NAT DERE
1. Cisco SD-WAN Manager * = =—7/ 5, [Configuration] > [Templates] %z 5K L £,

2. [Feature Templates] =27 U v 27 L9,

N

(GE)  CiscovManage U U — % 20.7.x LAgii®> U U — A TlE, [Feature Templates] ® % 1 b /LiZ [Feature]
T,

3. [CiscoVPN] 7T > 7L — MEMRET DX, 7oL —MOBIIHL[..]E27 ) v L,
[Edit] 2R L £,

4. [NAT1 %227 U w7 LET,

5. [StaticNAT]#727 U > 7 LET,

6. [Static NAT] C, [New Static NAT] #727 U v 7 L&,
7. WHEARTGA—HEAI L, [Update]l %2 VU v 7 LET,

RIB:RAAT 499 NATING A—4

NS A—HZ SR BA

[NAT Pool Name] Cisco IOS XE Catalyst SD-WAN U U — 2 1751a LI, A¥ T 1 >
7 NAT IZ%H NAT 7 — /L &2 T& £7, [Global| REA T =
ZEH LT NAT 7 — /L& S a3 iR L £,

EETIPT7FLR | EETLIPT RLALE LTHESE— LT RLAZ AN LET,

[Translated Source IP | B X 7=%E7EIP T RL AL LTHEZ 12— LT KL 2% A
Address] HLET, RTV Y IPT RLRAET T A _— REETLT FL X
vy 7 LET,

Cisco I0S XE Catalyst SD-WAN U U —X 17.5.1a TiX, AZ 7T 4 >
7 NAT IZNAT 7=V &2 L TWAEA, AZT 4 v 7 ITEH
SNTCEFEILIP T FL AR, RESNTH AT I v 7 NAT 7' —
NDIP T KLU AFHNIZH DLENRNH Y £,

[Static NAT Direction] | x> U — 27 7 N L AW %1T 5 28R L ET,

A &R TNA ZADY—EAUNDERE S, —FD FT AR — M
2D 37y ROIPT R A& W 521X, [Inside] 28R L
i‘j‘o
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B wos—expk—ror0—54os08%

INS A=A B

5140 b Ty AH— MUT A AP BT RCEF L, Y R T
NA ZFETD/ry RO P T R LA ZZEH+ %|21%, [Outside] %
BIRLET,

Y

()  Cisco IOS XE Catalyst SD-WAN U U — & 17.4.1a 35 & Of Cisco 10S XE Catalyst SD-WAN U U — &
1731a ETOLURTO U U —2 (F—E 2D NAT BEENEA SN LX) TliE, AE¥T 4 >
JNATIP 7 RLAWBNAT 77— /L IP 7 RLRALEHL IRV ¥ A,

Cisco IOS XE Catalyst SD-WAN U U —2 17.5.1a TiX, A¥ T 4 v ZIIEBINTZEEFTIP 7
U AL, FESNTZFAT I V7 NAT 77— /LD P T RLAFHNICH 25508 H Y £9°,

NAT DH—ERBIR— b TAT—T 4 VT DEFE

R—hr 74+ T—=FT 4T V=NV EFRELT, MRy NT—T NLOERPBAT R Y N T —
I EDOTNRAL AZBETEDLLHIICTDHIENTEET,

Before You Begin
1. TRV —%HRE L CGEHALET,
2. [CiscoVPN] 7 > 7L — M E&RET L0, BEFD [CiscoVPN] 7 7L — M amE L £ 7

3. NAT /—LEBRELET,

NAT DH—ERBIR—r T+ T—T 1 VT DHEE
1. Cisco SD-WAN Manager A == —7>5, [Configuration] > [Templates] # &R L £,

2. [Feature Templates] =727 U v 27 L7,

Y

. Cisco Catalyst SD-WANNAT 2> 7« ¥ L—3 3> 4 K. CiscoI0S XE Catalyst SD-WAN ') ') —X 17.x

()  CiscovManage U U —Z 20.7.x LLRD U Y — A ClE, [Feature Templates] % A b /Ui [Feature]
‘/C:‘j—o

3. [CiscoVPN] T 7L — FEfRET DHITIE, 77— MOMICHL[..127 ) v L,
[Edit] Z2R L £,

4. [NAT] %7 U > 7 LET,
5. [NAT Pool] T, [New NAT Pool] &7 V v 7 LE7,
6. MENAT RTA—FEAJLET,

NAT =85 A —H QFANTHOWTIEZ, NAT = —F RNy 7 f B —T A
ADFHEE] R LTI,
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cuzgALEy—exmnaT 0%z [

7. [Add] &2V v 7 LET,

8 WN—hT7HU—T 47 N—EEKT 521X, [Port Forward]>[Add New Port Forwarding
Rule|z7 U > 7 L, BRNTA—ZERELET,
R 128 DR — FHRIEL— L& EFRK LT, SR Yy P T =7 DD OERPNE R Y F T —
I EDT AL AZEFETEDLEIICTHIENTEET,

RU:BR—FTHT—T AT INT A4

NS A—H A

B8

[NAT Pool Name]

Cisco I0S XE Catalyst SD-WAN U U —2 17.5.1a LAfE, A X7 1 >
27 NAT |Z NAT 7 — V& CT& 9, [Global] ¥ EA 7> a v
ZHEH L TNAT 77— V&S A EIR LET,

EETAHR— b

R—FESFEZANLT, BT LRXELR— MEERLET, i
: 0~ 65535

EETIPFZRLR

EWEINDFETT FLAZ AT LET,

[Translate Port]

R—=b 720 —FT 47 2E@ATLIR—- EZFEANLET,
i ;0 ~ 65535

Cisco IOS XE Catalyst SD-WAN U U —X 17.5.1a TiX, A¥ 7T 1 >
TICEBREINTERETIP 7 FLAL, BRESINTEAAFI v
NAT 7— /LD IP 7 KL AGEFHANICHHMLERH Y 7,

Protocol

K=k 79 —F 47 N—/LZEMT % [TCP] %7=1% [UDP]
Z®IRLET, TCP hZ7 7 427 & UDP N7 7 4 7 Ol 5T
FUAR— 2 —EIEHITIE, 20OV — L EMERLET,

[Translated Source IP
Address]

OMPIZ7 RREZ AL XENDBNATIP 7 RLAZEELET, RN—
N7 U—F o %, B AN AR — BT A4 — R — 1
ANS, ZOIPT RLVASETO T 7 4w 7 @A INET,

9. [®E¥r (Update) 127 Vv 27 LET,

CLl Z{E M L=t — E Xl NAT DEXE

—TEEIN=T—2R) O—DER : ZETOEHEZEEDREIZI—HEIES
EEITTIP AR DS IP ~O— B Ex Gt —mlb SN T —2 RV o—2RHELET,

policy
data-policy edgel
vpn-list vpn_ 1
sequence 101
match

source-ip 192.168.11.0/24
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CLI #{# A L f=t— £ R {8 NAT D%

|
action accept
count nat _vrf 1
nat pool 1
|
!
default-action accept
|
vpn-list vpn_ 2
sequence 102
match
source-ip 192.168.22.0/24
|
action accept
count nat vrf 2
nat pool 2
|
!
default-action accept
|
vpn-list vpn_ 3
sequence 103
match
source-ip 192.168.13.0/24
|
action accept
count nat vrf 3
nat pool 3
|
!
default-action accept
|
!
lists
vpn-list vpn_ 1
ven 1
|
vpn-list vpn_ 2
vpn 2
|
vpn-list vpn_ 3
vpn 3
|
site-list edgel
site-id 500
|

RNEEALFTIVIBELUVRET 49y NAT DETE
NAT 7= /VORNEEAFT I v I BIOAZT 4 v 7 NAT #RELE7,

ip nat pool natpooll 10.11.11.1 10.11.11.2 prefix-length 24

ip nat inside source static 192.168.11.10 10.11.11.10 vrf 1 match-in-vrf

ip nat inside source list global-list pool natpooll vrf 1 match-in-vrf overload
|

ip nat pool natpool2 10.22.22.1 10.22.22.2 prefix-length 24

ip nat outside source list global-list pool natpool2 vrf 2 overload match-in-vrf
ip nat outside source static 192.168.22.10 10.22.22.10 vrf 2 match-in-vrf

|

ip nat pool natpool3 10.13.13.1 10.13.13.2 prefix-length 24

ip nat inside source list global-list pool natpool3 vrf 3 match-in-vrf overload
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ip nat inside source static tcp 192.168.13.10 80 10.13.13.10 8080 vrf 3 extendable
match-in-vrf

NEBRAZ T4 v NATONAT T—)LEFERLI=A2 T 1 v% NAT DE%E (Cisco 10S XE Catalyst
SD-WAN ') ') — X 17.5.1a /" 5 BHR)

NAT =V ONERTAXT 4 v 7 NAT 2% ELFT,

ip nat pool natpooll 10.11.11.1 10.11.11.30 prefix-length 24

ip nat pool natpool2 10.11.11.5 10.11.11.6 prefix-length 24

ip nat inside source list global-list pool natpooll vrf 1 match-in-vrf

ip nat inside source list global-list pool natpool2 vrf 1 match-in-vrf

ip nat inside source static 192.168.11.10 10.11.11.10 vrf 1 match-in-vrf pool natpooll

NAT 7 —)VICHNERA X T 4 v 7 NAT B L O A X T v 7 NAT R EL £,

ip nat pool natpooll 10.11.11.1 10.11.11.30 prefix-length 24

ip nat pool natpool2 10.11.11.5 10.11.11.6 prefix-length 24

ip nat inside source list global-list pool natpooll vrf 1 match-in-vrf

ip nat inside source list global-list pool natpool2 vrf 1 match-in-vrf

ip nat inside source static 192.168.11.10 10.11.11.10 vrf 1 match-in-vrf pool natpooll
ip nat outside source static 192.168.21.10 10.22.22.10 vrf 1 match-in-vrf pool natpooll

FEABI1: NENAT T—)LEFERALE=RNERE2 T 1 v NAT

ZOBITIE, WEAZ T 4 w7 NAT DBNNAT 7 — W~y BV T ENTWAEE, V—7
YA0LE, A== A Ry NPT EN LTIV E— by INHRy NU—7OH—E R
BNCND AZT 47 NAT 877 47 (LA IPBT TR~ 1L T, 7—4HRY v—
MEHRELET, =7 A 1021%, Xy NT—7 O —E 2 llinb, 585871 — VL 1P
7 RLVA10111110D Y F— by PFNRA R TD T T 47 (T b A V) ITHL
TT—2R) > —HREEELET,

policy
data-policy edgel
vpn-list vpn 1
sequence 101
match
source-ip 192.168.11.0/24
destination-ip 192.168.21.0/24
!
action accept
count nat vrf 1
nat pool 1
!
|
default-action accept
!
sequence 102
match
source-ip 192.168.21.0/24
destination-ip 10.11.11.0/27
!
action accept
count nat vrf 2
nat pool 2
!
|
default-action accept
!

default-action accept
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ERAB2: AEENAT 7 FLRAT—ILIZRYED T ESNF=RERAET 499 NATHE X UHNER A
T4 v NAT

ZOBITIE, WEBAX T 4 27 NAT ESMBAZ T 4 27 NAT B NAT 7 —LiZ~w v B 7 &
NTWAEES, =7 Z21011E, ==L ARy FU—2ZH LTV E—hx vy IF S
AMBEFR Yy NT—=7 O —ERANCAENI AZT A7 NAT N T 7 47 (LB T Db
~) HRLT, TR R EREELET, V7 A1021E, *y b= OV —E
236, 567 a— NLIPT RLRA10111L10D Y FE—h oy PFNRNA 258 THD T 7 4 v
7 (T DB AY) IR LTT =R — Rk EEELET,

policy
data-policy vedgel
vpn-list vpn 1
sequence 101
match
source-ip 192.168.11.0/24
destination-ip 10.22.22.10/27
|
action accept
count nat vrf 1
nat pool 1
|
!
sequence 102
match
source-ip 192.168.21.0/24
destination-ip 10.11.11.0/27
action accept
nat pool 1

default-action accept
|

)

() CiscolOS XE Catalyst SD-WAN U U — & 17.3.1a AR, ip nat settingscentral-policy =~ > RiZ,
Cisco IOS XE Catalyst SD-WAN 5 /31 & @ NAT 73 Cisco Catalyst SD-WAN &— R THERET 5 72
WIZMHETT, Cisco SD-WAN Manager #4FE7 > 7' L— b & i H L CTF /31 AT NAT 2 HNC
J 54, Cisco SD-WAN Manager (X Z D2~ R&T A ACHEMIC Y v 2 LET, &=
7ZL, TNAATNAT ZHET H72OIT A ACLI 77 L— haHA LTV DHEA
X, T /34 A CLI 7> 7 L — Fa&%EIZ ip nat settings central-policy =~ > K Z BI04 % MEH)3
HYFET,

H— E X {8 NAT D% E DFERR

VRF 1 D45l
192.168.11.10 3D T 7 4 v 7i%, AXT 4 v 7 NAT b—)WIZESHWTEHBINET,
192.168.11.024 DM DIEETNOD T 7 4 v 7%k, T—/VIPICEHFINET,

Device# show ip nat translations
Pro Inside global Inside local Outside local Outside global
tcp 10.13.13.10:8080 192.168.13.10:80 -—= -—=
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- - -—= 10.22.22.10 192.168.22.10

--- 10.11.11.10
icmp 10.11.11.1:18193

192.168.11.10 -— —
192.168.11.2:18193 192.168.21.2:18193 192.168.21.2:18193

tcp 10.11.11.10:59888 192.168.11.10:59888 192.168.21.10:21 192.168.21.10:21
tcp 10.11.11.10:50069 192.168.11.10:50069 192.168.21.10:35890 192.168.21.10:35890
tcp 10.11.11.10:39164 192.168.11.10:39164 192.168.21.10:80 192.168.21.10:80

Total number of translations: 7

VRF 2 D451

192.168.22.10 026D N T 7 4w 71X, AXT 4 v 7 NAT /L—/ U2 HADNT 10.22.22.10 (24
SNFET, MOEEIC 192.168.22.024 oD NT 7 4 v 71k, T—VIPICEHENET,
Device# show ip nat translations

Pro Inside global Inside local Outside local Outside global
tcp 10.13.13.10:8080 192.168.13.10:80 -—= -—=

-——= - -—= 10.22.22.10 192.168.22.10
--- 10.11.11.10 192.168.11.10 -—= -—=

tcp 192.168.12.10:21 192.168.12.10:21 10.22.22.10:56602 192.168.22.10:56602
tcp 192.168.12.10:46238 192.168.12.10:46238 10.22.22.10:49532 192.168.22.10:49532
icmp 10.22.22.1:18328 192.168.22.2:18328 192.168.12.2:18328 192.168.12.2:18328
tcp 192.168.12.10:80 192.168.12.10:80 10.22.22.10:46340 192.168.22.10:46340

Total number of translations: 7

VRF 3 D45

10.13.13.10:8080 ~D ~ T 7 ¢ » 7 13T T 192.168.13.10:80 |2 XL F T, 192.168.11.0/24
INLDEDMMD 8T 7 4 v 73T T, =NV IPICEBRINET,

Device# show ip nat translations

Pro Inside global Inside local Outside local Outside global
tcp 10.13.13.10:8080 192.168.13.10:80 -—= -—=

- == -—- 10.22.22.10 192.168.22.10

--- 10.11.11.10
tcp 10.13.13.1:43162

192.168.11.10 -— ——
192.168.13.10:43162 192.168.23.10:21 192.168.23.10:21

tcp 10.13.13.1:41753 192.168.13.10:41753 192.168.23.10:34754 192.168.23.10:34754
icmp 10.13.13.1:19217 192.168.13.2:19217 192.168.23.2:19217 192.168.23.2:19217
tcp 10.13.13.10:8080 192.168.13.10:80 192.168.23.10:40298 192.168.23.10:40298
tcp 10.13.13.1:43857 192.168.13.10:43857 192.168.23.10:80 192.168.23.10:80

Total number of translations: 8

NAT 7—ILHBR AT 4 w9 NAT IZER SN T SIHE0DHY—E X8 NAT D#:E (Cisco 10S XE
Catalyst SD-WAN ') ') —X 17.5.1a i\ )

WOHETIBNL, 7747 1 (192.168.11.10) 72255 —,3—2 (192.168.21.11) ~@ UDP k
T4 v ERLTWET,

Device# show ip nat translations

Pro

Inside global
10.11.11.2
10.11.11.5

Inside local
192.168.11.10
192.168.11.10

Outside local Outside global

udp 10.11.11.5:5001 192.168.11.10:5001 192.168.21.11:5001 192.168.21.11:5001

—-———> NAT IP from Pool 2

Total number of translations: 3

KOMIBNE, 7747 1 (192.168.11.10) 7 HH—s3—1 (192.168.21.10) ~® UDP h
774 v ERLTWET,
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Device# show ip nat translations

Outside local Outside global

Pro Inside global Inside local

--- 10.11.11.2 192.168.11.10 -—= -—=

--- 10.11.11.5 192.168.11.10 -—= -—=

udp 10.11.11.5:5001 192.168.11.10:5001 192.168.21.11:5001 192.168.21.11:5001
--—-> NAT IP from Pool 2

udp 10.11.11.2:5001 192.168.11.10:5001 192.168.21.10:5001 192.168.21.10:5001

----> NAT IP as per static NAT rule mapped to Pool 1
Total number of translations: 4

WOHABNX, 7 T4 7T > b2 (192.168.11.11) 7 5HH—s3—2 (192.168.21.11) ~® UDP h
F7 4T ERLTWVWET,

Device# show ip nat translations

Pro Inside global Inside local Outside local Outside global
--- 10.11.11.2 192.168.11.10 -—= -—-

--- 10.11.11.6 192.168.11.11 -—= -—-

--- 10.11.11.5 192.168.11.10 -—= -—-

udp 10.11.11.5:5001 192.168.11.10:5001 192.168.21.11:5001 192.168.21.11:5001

----> NAT IP from pool 2
udp 10.11.11.6:5001

----> NAT IP from pool 2
udp 10.11.11.2:5001

--—-> NAT IP as per static NAT rule
Total number of translations: 6

192.168.11.11:5001 192.168.21.11:5001 192.168.21.11:5001

192.168.11.10:5001 192.168.21.10:5001 192.168.21.10:5001

mapped to Pool 1

H— E X {8l NAT D& E 5

5l : CiscoWPN A B — T A A A —HH%y kFoTL—FTOHNATEE

ip nat inside source list nat-dia-vpn-hop-access-list interface GigabitEthernetl overload

ip nat translation tcp-timeout 3600
ip nat translation udp-timeout 60
ip nat route vrf 1 10.0.0.1 10.0.0.1 global

interface GigabitEthernetl
no shutdown
arp timeout 1200
ip address 10.1.15.15 255.255.255.0
ip redirects
ip mtu 1500
ip nat outside

Bl . 44399 NAT DFRTE

ip nat pool natpool-gigabitethernetl-0 198.51.100.1 198.51.100.2 prefix-length 24
ip nat inside source list global-list pool natpool-gigabitethernetl-0 egress-interface

GigabitEthernetl

Bl A2 —T A4 A BARDETE

ip nat pool natpool-gigabitethernetl-0 209.165.201.1 209.165.201.2 prefix-length 24
ip nat inside source list global-list pool natpool-gigabitethernetl-0 overload
egress-interface GigabitEthernetl

Bl =Ty A B—T A RIZEDBDAVE—T (4 RABAFRDETE

ip nat inside source list global-list interface loopbackl overload egress-interface
GigabitEthernetl
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ven pa—E = @ NAT I}

VPN A4 — E X {f] NAT

WDt 7> a Tk, VPN WY —E 2| NAT OFEIZET R E2 Rt L £,

VPN A+ — E Xl NAT [ZBE9 5153

VPN N4 — B A {f] NAT |4 — & 2] NAT OYREHEECTH Y, —E XA LAN 4 ¥ —7 =
A AN, [FT VPN OO —E 2 LAN A vV Z—T =2 A AL WETEL LI LET,
VPN N9 —E ZINAT IZ. AZT 4 v 7 E£-3 XA FI v 7 NAT 2L T, 5—4% b5
T4y EELLOHBICHLBTE DL HICLE T, ipnatoutsde=~ > RZ&fEH LT, /3
ry RIMEDLANA v X —T 2 A ANOBHEA VX —T oA AL L TRESINTZA X —T =
A RNIN—=T 4 T ENDEINT, AT 4w 7 EEXAT I 7 NAT V— V& T
ij‘o

FNRAACLI T > 7L — £ CLI T AT o7 L— F & LT, VPN N3 — & A
NAT & ECEE£7

VPN NP —EZHINAT DR— 73U —F 4 VT HRETEET,

VPN WY — EZMINAT DR —+ 7+ U —7 4 > 7 OREDFEAMIDONTIL,  INAT OH—1t
AR =T+ T —F 4 VT OFE] BT EIN,

VPN N+ — E X {8l NAT D F| =
¢ [@ U VPN T LAN-to-LAN 5 7 ¢ v 7 Z %R — K7 hE

cEHEEDIPT FL AL~y E LU TENTZIPT RLAMZ~ B T TABICAAT 4 v 7
7201344 v 7 NAT 2V 7R— b AfE

«FLCVPNIND2ODLAN A X —T = A A ONIFE NT 7 4 v 7 ZPiR— - A[HE

VPN A+ —E Xl NAT O #HI|RE1E
e UE— T T FADY—E R LANA > X —T 2 A4 ADNAT TV R — FERTWHEHR
/\/o

s P—ERAILANA  H =T = A ADSLDOry T, XA VI A E—Fy T 7
2 (DIA) XV A— I TWEREA,

e P—EAMLAN A X —T7 =4 A%, WL VPNHNIZHDLENDH Y £4,
NAT %, 2725 VPN I CliE AR — S TWEHA,
« 77 AT U4 —/b, AppNav-XE, BL P~ /LFF ¥ A MIPHFR—FIHLTWEREA,

T NAACLI T 7' L—MERIEZCLI T RAVT U7 L— R&MH LT, VPNNH—E
AMHINAT #5%E L F£7, Cisco SD-WAN Manager #EAET 7" L — b @7 — b Cisco I0S
XE Catalyst SD-WAN U U — 2 17.7.1a TIFFIHTX 8 A,
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NAT D% |

B

X JE

Y

GE)  fthoo NAT BhEREREIZ Cisco SD-WAN Manager K§RET > 7L — k%
95 &, ipnatoutside X ENA ¥ —7 = A AMHHIBRS U
F4, L7=23-> T, VPN AH—bE 2l NAT #REITfE T 4
/Uo

« T—HRY DI E [All L LTRELET,

s LANIOWERA v 2 —T 2 A AL A —H Ry N YT AU F—T oA ADIHPYHR— KX
NEF, VIR I BIORT IV RAAL A BZ—TxAf A (BDD) £ ¥ —TxA
AFHAR—=FENTWEREA,

o R— MEEZFEH L7- NATDIA (3R — FENTWERA.

VPN N4 — E X {8l NAT D& FE

VPN A4 —E XBINAT % E9 5=-bDT—4Y 70—

1. AT 4w 7 EEF AT I v 2 NAT ¥ v B2 7 ® Cisco Catalyst SD-WAN 2> k12—
D—JfbEINTeT =2 R o —FRELET,

—TfbENTET =2 R Y —DOREDFEMIONTIE., INATO—TfbENni=T—%KR
—OEREHEH] AL T EEN,

2. [CiscoVPN] 7> 7L — 2L T, AET 4 v 7 E73XA4F I v 7 NAT 2k E L
‘é‘o

3. AFvay) AT 4 v I ERIIFA T INATv o E L T DT —NELEHRTELET,

ABT 4 ETREFEAT I v I NAT v v B T OT —E O EDFRIZ W T,
[—E 2D AZT 427 NAT OFRE] ZBZR LT ZE W,

4., FRAZADCLIT VL —FERIZCLIT REF VT 7FL— M2 LT, NAT Z£#H
DINEA >V B —T 2 A AEREL, TOREET A AZ@HLET,

5, FRXALACLITv 7L — b ERIZCLIT RAVT T L — baT 80 228w LE T,

CLL7 A>T TJL— h%ER LT VPN N5 —E X {8l NAT DR E

[ZC®H BRI
HLWCLIT RA VT 7 L— Na2ERT 20, BEfFOCLIT KAV T 7L — b EamELE
7,

CLI Add-on Feature Templates DFERHIZ-DUNTlL,  [CLI Add-on Feature Templates] % ZH& L T
<7EEWN,
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| NAToEE
ven i — e 2 NaT osxse sl ]

CLL7 FA>T T L— hEERALTz VPN A4 —E X8| NAT DERE
1. Cisco SD-WAN Manager A ==—7>5, [Configuration] > [Templates] #iZ&{R L £,

2. [Feature Templates] =7 U v 7 L7,

)

() CiscovManage U U — % 20.7.x LLRTD U U — A ClX, [Feature Templates] % A /Ui [Feature]
‘/C:‘j_o

3. [Addtemplate] %27 U v 27 LET,
4. THRAAYARNLT N, ZAEBIRLET,
5. [OTHER TEMPLATES] @ [CLI Add-On Template] %2 U v 7 L £,
6. [CLI Add-On Template] =V 7 T, ZEZ AN LET,
7. ipnatoutside =~ REMEH LT, SMBA v & —T A ZERELET,
8 [Save RTF) |27 Vv I LET,
YER L7z CLI 7 K4 > 7 > 7 L — K # [CLI Configuration] (Z#E R S £ T,
9. CLI7 RAVT VT L— b T NA AT Xy F LET,

VPN R4 — E X {8l NAT D% E 5!

Bl RS —DIERK

WIZ, NAT 7 — L% & ¢ Cisco Catalyst SD-WAN 2> b —F O—sefb SN/ —H R Y —
OERHZ R~ L ET,

Device# show running policy
policy

data-policy cedgel

vpn-list vpn 1

sequence 101

match

source-ip 192.168.11.0/24

|

action accept
count nat vrf 1
nat pool 1

|

!

default-action accept
|

!

lists

vpn-list vpn 1
vpn 1

|

site-list cedgel
site-id 500
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B v cxEspazzs570 95 NAT

5l : IPNAT AR CERESNIZLANA V2 —T 4 X1

WROFIL, ip nat outside 1 > ¥ — 7 = A A7} GigabitEthernet 5.102 A > % —7 = A A|TERTE S
NTWNWHZ EEZRLTWET,

Device# interface GigabitEthernet5.102

encapsulation dotlQ 102

vrf forwarding 1

ip address 192.168.12.1 255.255.255.0

ip mtu 1496

ip nat outside

ip ospf dead-interval 40

ip ospf 1 area O

pool configuration:

ip nat pool natpooll 10.11.11.1 10.11.11.2 prefix-length 24
ip nat inside source list global-list pool natpooll vrf 1 match-in-vrf overload

static nat inside config:
ip nat inside source static 192.168.11.10 10.11.11.10 vrf 1 match-in-vr
end

Bl :LANA >3 —TJ x4 R2

WORFIE, GigabitEthernet 5.101 1 > % —7 = A AN[E U VPN B LU VRF TREINTWVD Z
LERLTVET,

Device# interface GigabitEthernet5.101

encapsulation dotlQ 101

vrf forwarding 1

ip address 192.168.11.1 255.255.255.0

ip mtu 1496

ip ospf dead-interval 40

ip ospf 1 area O

pool configuration:

ip nat pool natpooll 10.11.11.1 10.11.11.2 prefix-length 24

ip nat inside source list global-list pool natpooll vrf 1 match-in-vrf overload

static nat inside config:

ip nat inside source static 192.168.11.10 10.11.11.10 vrf 1 match-in-vr
end

H—ERBIEHEAMEZEREZT 12y NAT

WD 7 varTiE, P—ERAGMEAERZT 4 v 7 NAT O EIZOW T LE9,

H—ERBIEHFEZR 2T 190 NAT ICET 51EH#

Y= RSN ERZT 4 v 7 NAT ZREL T, 585 IP T FLRIZESNT, A UEET
IP7 FLARAZRD T a—S)LIP T RUARIZEHBELET,

P B RMSEMEATE NAT 2T 5 &, REFRHDOBDAZT 7 NAT 7—/VIP T R
ZHIFANTRICEEITLIP 7 RLAZETE £ 7, Cisco I0S XE Catalyst SD-WAN U U — &
17.8.1a LAATIE, ZOMREIT Y A — RSN TVWEHATLT,
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F—E 2 s ER 474 v NATORE ]

TNAACLL Z R LT, h—ERAAGEHf EAET 07 NAT % E L7,

Y—ERPIEHFERE2 T 1 v NAT DFI =

s TSRV OGP T FLAZHEASNT, FALREILIPT RLAZROP T R
(SR LET,

 MIDKERRKFEHAZ T 47 NAT 7—/LIP 7 RL AHPHAN TR UEETLIP 7 L R &2#
HTE5L91CLET,

H—ERBIEHFERE T 190 NAT DFHIREIE

o =B RADEMAFE A X T 4 v 7 NAT I, WEBA X T 1 7 NAT B L O —E Xl b
T 74y 7 HEBPTT,

AR H T 4 v 7 NAT XV HA—FENTWEFA,
eDIA T 7 4 v 7TV AR —FINTWEREA,

H—ERAEHHFER T4 v NAT ZBRET H-ODT—9 70—

1

—TfbEINTT—F R —FER L, BB IPT RV ATy~ U AR LE
KR

A HOWVWTIE, [ —ERAINAT O —Ttfb &Nz —2 R o—DEk sl 25
HBLTLEEN,

FUr—b/VIPT RLAEEHESDRL EL 2 OO NAT V=L 2ERELET,

CLI Zf ]l L7= — B AR T A X T 4 v 7 NAT OF%EDFEMIIZOWTIE,  [CLI %
ERA L7 — ARG MHATE A X T 0~ 7 NAT OFRE] 2R LT 7EE0,

S IP 7 RV ADOEMEHR L ET,

RIS IP 7 R LU ADEBOMERRIZEE T D3I DWW CiE,  TCLI 2 L7250 = &Y
NAT OfEFR] #ZHR LT 7E a0,

CUZFEARAL-Y—ERBIEHAFERX2T 199 NAT DERTE

1

T fbESNTeT = RY =&ML, =T AR L ET,

data-policy EDGE1L

vpn-list vpn_ 1

sequence 101

match

source-ip 192.168.11.10/32
destination-ip 192.168.21.10/32
|

action accept

count vrfl In20utl

nat pool 1

|

|

sequence 102
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B »—crazaazzs574 90 NATOREORER

match

source-ip 192.168.11.10/32
destination-ip 192.168.21.2/32
|

action accept

count vrfl In20ut2
nat pool 2

|

!

default-action accept
|

!

lists

vpn-list vpn_ 1

vpen 1

|

site-list EDGE1
site-id 500

|

|

|

B LB 2 ODNAT F— L E2RELET,

Device (config)# ip nat pool natpooll 10.11.11.1 10.11.11.10 prefix-length 24
Device (config)# ip nat pool natpool2 10.22.22.1 10.22.22.10 prefix-length 24

X3 D NAT 7 — VIR CEEILIP 7 RLAZEH LT, WEAX T 4 v 7 NAT %%
ELET,

Device (config)# ip nat inside source static 192.168.11.10 10.11.11.10 vrf 1

match-in-vrf pool natpooll

Device (config) # ip nat inside source static 192.168.11.10 10.22.22.10 vrf 1

match-in-vrf pool natpool2

Device (config) # ip nat inside source list global-list pool natpooll vrf 1 match-in-vrf
overload

Device (config)# ip nat inside source list global-list pool natpool2 vrf 1 match-in-vrf
overload

H—ERAEHFERE T4 v NAT DEREDHEER

NAT Pool 1 5 & U NAT Pool 2 D% 1{E 7T IP £ #2451

natpooll M35, Cisco 10S XE Catalyst SD-WAN 7 /34 Z [XE(EILIP 7 R LA 192.168.11.10
Z10.11.11.10 \ZEH L, %85E13 192.168.21.10 T,

Device# show ip nat translations

Pro Inside global Inside local Outside local Outside global
--- 10.11.11.10 192.168.11.10 - -

--- 10.22.22.10 192.168.11.10 -—= -—=

icmp 10.22.22.10:8371 192.168.11.10:8371 192.168.21.2:8371 192.168.21.2:8371
icmp 10.11.11.10:8368 192.168.11.10:8368 192.168.21.10:8368 192.168.21.10:8368

Total number of translations: 4

natpool2 M4, Cisco I0S XE Catalyst SD-WAN 7 /34 A [ZF(E7CIP 7 K LA 192.168.11.10
%10.22.22.10 \IZEW L, 5685613 192.168.21.2 T,
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| NAToEE
F—ERERET v %y ko—s NAT [

B—ERBRET 4y IRy FT—% NAT

WDvra T, Y—ERMURFT v 7Ry T =T NAT DR TEIZOWTIH L E9,

H—ERBIRE2T 4 v I3y FT7—%5 NATOTERR
| SOBEEHEA LT, Fv FT—7 2RIZF—ERMRAZT ¢ v 7 NAT 2R ETE £,

Cisco SD-WAN Manager £72137 /31 ACLI 7TV 7L—h&2HHAL T, P—ERAUAXT 1 v
7 F v NU—7 NAT 2R C&E 7,

Y—ERBRET 499 Fy bT—2 NATOF =

e TRy NERERETDHEDOHE—DATT 4 v 7 NAT 7 —LVOREYPHR—FLE
7,

cIAN L7 4 v 7 ABIRLANA v B2 —T 2 A ZADF TV b T v —iRES Y
A—FrLET,

Y—ERBRE T4 v 9%y bT—% NATOH|REIR
s kI T—HRY U= LIRIT TR — RS T EREA,
*NAT 7=/ 7 FLAOEBIT I R—FShTHEEA,
o —ERMPNEEF » b T —27 NAT ODANBHHR— kI E T,
HEAL T 4 v 7 Xy NT—7 NAT TV AR — FSh T EEA,
« DIA REITYTA— F SN TWEREA,

Y—ERBRE2T 491y FT—% NAT DIERK

Before You Begin
TRV —ZM L CEALET,

P —EZMI NAT O —Tefb ENT=T —# R Y > —DFERR & A Oz >\ TCiE, T —
2 NAT O—Tefb SN —Z R Y > —DEf &M 2B LT IEENn,

* [CiscoVPN] 7 > ' L— b EET 50, BEfFD [CiscoVPN] 7 > 7' L — M &L L £ 7,
e —E AR FZT 4 v 7 NAT X E L ET,

\}

GE) Y—vRURAZT 4 v 73y hU—7 NAT ZAELT D HIIC, NAT
TSIV ERERT HDVENH Y 7,

P —E R A F T 4 v 7 NAT & NAT 7 — /L OFREDFEIZHOWN T, TH—E Xz %
T 4 v NAT DFRE] #ZB LT EEN,
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B cuzEmLry—ExmREF 9o Ry FT—5 NAT OHR

NAT D% |

Y—ERBIREF T4 v Iy FT—2 NAT DHERK
1. Cisco SD-WAN Manager A == —7>5, [Configuration] > [Templates] Zi#{R L £,

2. [Feature Templates] =727 U v 7 L7,

3. [CiscoVPN] 7> 7' L— h&MRETHITIE, 77— MNORBIIH L1272 ) v 7 L,

[Edit] 23R L £,
4. [NAT1 %227 Vv 27 LET,

5 [StaticNAT| %27 V> 27 LE9,

6. [Static NAT] C. [New Static NAT Subnet] #2 U v 27 LE T,
7. MHENRTA—=ZHEANSTLET,

RI5G:FLWRAT A9 Y NATH TRy NS A—4

INSA—H A

i

[Source IP Subnet]

EEILIPH TRy hT RLALLTHE R —ILT KL A%
j\jj L/iba‘o

[Translated Source IP
Subnet]

B SNTZEEFTRIPY 7Ry v T RL AL LT, A7 e—
NV BT Hxy BT RVAEBANLET, RXTU 7 IPT R
VABTTAR—=FEETLT FLRIZw vy LET,

[Network Prefix Length]

Iy NT—DF VLT 4 I ZAEE AN LET,

[Static NAT Direction]

Xy NI =27 RUAEMO SR ZRINL ET,

Fy MU= 7 FUAEMRZFEITT H07mE LT [N &g
RLUES,

[Add Object /Group Tracker]

(AFvay) A7V b e T vR U TAEAE. A4
TV NIDEFEANLET,

ATV b NT oy —HERRIL, AR T T 4 v T Ry
rDU—27 NAT THHR—FINTWET,

8. [®H#r (Update) 1227V v27 LET,

CLUZFERAL-Y—EXRBAIRET 4 v IRy bT—% NAT DIER
1. koa<wr FEEHRALT, Y—ERAUAZT 4 v 7 %y NU—2 NAT Z#ik L £,

Device (config) # ip nat inside source static network 192.168.11.0 192.168.70.0 /24

vrf 1
match-in-vrf

2. (FFvayv) Y=t RAEINAT AT V=7 N T v h—%2RELET,
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| NAToEE
F—ERBRET 4 vo Ry k7—s NaTEEOESR [

FCHOWTIL, [ —E2AINAT A7 V=27 F T v h—DORTE] 23R LTLEE
v,

B—ERBIREZT 4993y bT—% NAT EREDHE

WD arTE, P—EARURAZT v 7 %y bU—7 NAT iR EZ MR 5 FIEICHON
THBALET,

Y—ERBREZT 4 v Iy bT—2 NAT DEBRDOHER
IiZ. show ip nat trandlations =2~ > ROH 2R L E3,

Device# show ip nat translations

Pro Inside global Inside local Outside local Outside global
--- 192.168.70.0 192.168.11.0 -—- —
--- 192.168.70.11 192.168.11.11 —_— o
--- 192.168.70.10 192.168.11.10 -——= —

icmp 192.168.70.11:16528 192.168.11.11:16528 192.168.21.11:16528 192.168.21.11:16528
icmp 192.168.70.10:16525 192.168.11.10:16525 192.168.21.10:16525 192.168.21.10:16525
icmp 192.168.70.10:16526 192.168.11.10:16526 192.168.21.10:16526 192.168.21.10:16526
icmp 192.168.70.10:16527 192.168.11.10:16527 192.168.21.10:16527 192.168.21.10:16527

Y—ERBREZT 49Uy bT—% NAT L— FDIERLDHER
Wiz, showiproutevrf 2~ ROHAFIZRL ET,

Device# show ip route vrf 1
Routing Table: 1
Codes: L - local, C - connected, S - static, R - RIP, M - mobile, B - BGP
D - EIGRP, EX - EIGRP external, O - OSPF, IA - OSPF inter area
N1 - OSPF NSSA external type 1, N2 - OSPF NSSA external type 2
E1l - OSPF external type 1, E2 - OSPF external type 2, m - OMP
n - NAT, Ni - NAT inside, No - NAT outside, Nd - NAT DIA
i - IS-IS, su - IS-IS summary, L1 - IS-IS level-1, L2 - IS-IS level-2
ia - IS-IS inter area, * - candidate default, U - per-user static route
H - NHRP, G - NHRP registered, g - NHRP registration summary
o - ODR, P - periodic downloaded static route, 1 - LISP
a - application route
+ - replicated route, $ - next hop override, p - overrides from PfR
& - replicated local route overrides by connected

Gateway of last resort is not set

10.0.0.0/8 is variably subnetted, 5 subnets, 2 masks
n Nd 10.0.1.0/24 [6/0], 2d00h, NullO
C 10.0.100.0/24 is directly connected, GigabitEthernet8
L 10.0.100.15/32 is directly connected, GigabitEthernetS8
C 10.20.24.0/24 is directly connected, GigabitEthernet5
L 10.20.24.15/32 is directly connected, GigabitEthernet5
n Ni 192.168.70.0/24 [7/0], 00:00:12, NullO
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NAT D% |
B v—crxanrrocorr59n—

H—EX|INATA TSI S yh—

® 16 EEDEE

HRES 1) 1) — R IR Bl
H— 2| NAT 47 = 7 | | Cisco I0S XE Catalyst SD-WAN | = D#fEIz L 1 . H— A/
RS o h—DFFE— k JU—=2178.1a AHT 1 v 27 NAT N#RD LAN

TV T 4w AELAN A Vv
B—=T A ZADNT X T
DY R— FBEMENET,

NAT /L— MZBH#EfHT BT
WBEF T2l N NTh—
DOARRE (7 v T E 213X 7 V)
WEAT 5 L. NATOMP /L—
NRNV—T 4 T T —T I
EMEZITHIBFRENET, B
INE 721 XHI bR 472 NAT L—
heAfLv B —T e ABE=
2V 7T 579D Cisco
SD-WAN Manager D1 % &
IRTEET,

P—EAINAT A7 ¥ =7 K
k7w 7—I%, CiscoSD-WAN
Manager, 7 /3A ACLI 7 >~
L—h, ¥7ECLIT KA
T b— bR L TRIE
TEET,

Cisco vManage V Y — % 20.8.1

HS—ERXBINATA TV b Sy h—IZBAT 18R
P—ERA[NAT A7 V=27 b T v h—iF, WOKNT X TOFR—NERIELE3,

AN L7 4w T A =T 4 T —T LD — MEHR—A (RIB) DT VT 4 v 7
A EBEFLE T,

N

CE) N—FT 4T =TT VT 4 v 7 ADRRNEES,. — 21
NAT A7 V=7 b b T v W—IINAT L7 v 7 AD OMP /L —
rEHIBR L £9,

IANA v Z—T 2 A A LANA Y Z—T oA ADRBHL TWAENE I A2 BHLE T,
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| NAToEE

H—EXBNTATO1H krSvh—nFia ]

N7 R TRBOEKEF T =7 Mid, Cisco SD-WAN Manager, 7 /3 A CLI, F721% CLI
T RACT T LU= P CHRESNE—EOBEFIC Lo TR ENET, 77947 FTFrER
X, ZOFSEHEHLTREDA 7 V=7 B LET,

NIRRT TavRE, TR UTHEOFT TV 27 NEEMICR=Y L, EOZE
ERHIVULFHE LET, P T oF I RBAT Oy FOER L, 7<IT, FRiTEEESINE
BERIZ, RBOV TAT o e RAc@BHMEINET, £ 77V=7 FOMEIX., 7Ty 7 ERIR
ForeLTHREEINET,

LAN 7L 7 4 v 7 ZE T LAN A o —7 = A ZAOIRFEITIE U T, OMP %4 L 72 NAT /b—
N7 RANH A XA NBINE 72 I13HIBR SV E 9, Cisco SD-WAN Manager TA X2 h 1 /%
FERLT, EONAT V— b7 RAF A XA NBBENEITHIR SN0 ZERTE ET,

Cisco SD-WAN Manager TOA 7 V=7 b 87 v 1— A X2 b a7 OEBROFEMIZ OV TIL,
[P—EXMNAT A7 =7 b T v U—OBER] 22 TSN,

P —E RO NAT 47 =7 b 8 F v 1—I%, Cisco SD-WAN Manager, 7 /34 A CLI, £7=
IXCLI 7 KAV T 7L — ML TRETEET,

track & — 7 — K% ip nat inside source =2~ > RIZEMML £7,

track ¥ — 7 — ROFEMIZ DUV Ti, Cisco Catalyst SD-WAN Qualified Command Reference @ ip
nat inside source =< REZSMH L T X0,

H—EXRBINATA T2z b Sy h—DFIR

AT MNT v —DIREEIZHE ST, OMP Z /L TNAT L— R 7 RARZ A XX
kZBINE 7= ITHIBR L E T,

< BANE 72 ITHIBR S 7z NAT b— MRS Z BT 5 72 @ Cisco SD-WAN Manager - X2/
o 7@ ARt L EJ,

CIANT V7 49 P AL LANA VX —T 2 A ADFT V=7 v bT v hh— PFR— %
HLUE9,

H—ERBINATAT2xH b bT v h—DHIREIE

e —VERAFT 4 v I NAT AT V=27 b NT v h—Id, AXT 4 v 7 NATHBLOX
A F v 7 NAT NCORYR—FEINFET,

e MNEFAH T ¢ v 7 NAT £721Z NAT DIA IV R — hENTWEH A,
AR ERE R — RT3 —T 4 T IE AR — FENTWHERA,

» Cisco SD-WAN Manager |%, IP /L — FDiEHZ AR — L TWEFA, T/3 XA CLI 7~
TL—bbEREFCU T REFT o7 L— b2 LT, IPL—FZ2 Ty F 7 TEE
97, Cisco SD-WAN Manager L C, £ v H—T =2 A A& 4727 hELThT v
XU TEET,
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NAT D% |
B v—cxanaT+Iocs kb5 yh—omms

H—EXBINATA T D b bS5y h—DOFERH

LANA VA =T 2 A AL LAN T LT 4 oV ARNE T 58, P—EAAINATA 7 ¥ =
I NNT = EHBRNIZ 7 LET, CiscoSD-WANManager T4 N> ha 7 2 FK R LT,
EDONAT V— T RANZ A XA SPRBMERIFHIBR SN0 EERTEET,

Y—ERBINATA IOz b S YN—2RET HEHDT—U
|:|_
1. CiscoCatalystSD-WAN =12 h v —F O—Jifb SN7=T — 4 KU 2 —Z Ak LT, NAT 7'—
NEGLT 7V ara2ZOET,

P —EZ{INAT A7 V=27 h T v I—D—TbENT-TFT—F R > —OREREEH O
FEAZOWTIE, [ —ERHINAT O~k SNni=T —4 KR o—DIER EEH] 2%
FRLTL7ZEW,

2. CiscoSystem7 /'L — hAfiHH LT, yY—EAMINAT A7 V=7 M T v h—FIiE b
TN —ITN—TERELET,

P—ERMNAT A7 V=7 b N7 v D—OREDFEMIONTIX, T —E 2{{] NAT #
T2 NN TN —ORE] EERLTIIEIN,

3. AFvay) y—vEAMFXAFI v I NAT #RELFET,

P—EREZ A F I v 7 NAT OFREDZFEMIIHOWTIE, [ —E2JZ A1 F I v 7 NAT
DFE] ML TLTEE N,

4, V—vCRURAEZT 4 v 27 NAT O NAT 7 — /L aRELET,

HP—E 2 AHX T 4 > 7 NAT O NAT 77—V DR EDZFEMMZ OV, [—E 2R %
T4 v 7 NAT OFTE] 22 LTI EIN,

5. CiscoVPNTF 7L — FE2FHL T, y—ERAINAT A TVl F v T H—%RAEZT (v
7 ¥ NAT 7 — VI BEERH T £,

CiscoVPN T > 7L — b+ &AL CH—EAMNAT AT V=7 NN T v —%AXT 4 v
7 NEBNAT 77— VAZ BT 1T 2 FiEOFEMIC WL, [Cisco VPN 7 > 7 L— b Zfifi
L7 —ERHINAT 4727 h T v h—E& NAT 7—/LOBERT) 2B LT
W,

» MR — = ]
H—EXBINATA TSI Sy h—DETE
1. Cisco SD-WAN Manager A == —7>5, [Configuration] > [Templates] % #N L £,
2. [Feature Templates] #27 U v 27 LE 7,

3. [Cisco System] 7> 7' L — M &fRET DX, 77— MNORKIZH DL [.] 527V v 7
L. [Edit] 28R L £,
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| NAToEE
H—EXBNTATO1H krSvh—nEE |

4. [Tracker] 27 YV v 7 L. [New Object Tracker] Z 3R L T, —E RO NAT 47V =7
NI o= RIRA—ZEFHELET,

RI7:Y—ERBINATH TSI b b vh— N5 A—4

J4—ILE Bl

[Tracker Type] [Interface] ¥ 721 [Route] Z &4 LT, LAN
A BZ =T 2 A AFETILAN T VT (v 7
ADFTV 2 b T yxR T ERELE
7

IS FID A7 NIDEFEANLET,

TV FPEBE T R TR BOL
TV FEBAIL, 1~ 1000 O T
ETEET,

A4 23— x4 R (Interface) Ja—NAf B —T 2 AFEITT A
AEHEDA L HE—T oA ABRBINLFET,

5 [Add] %7V >y27 LET,
6. [E#Hr (Update) 1227 Vv 27 LET,

7. (FATvar) NIy A—IN—TEERT HITIE, [Tracker] Z4R L, [Tracker Groups] >
[New Object Tracker Groups|# 7 U » 7 LC, ¥y —EZAINAT A7 =7 M bTF v —
ERELET,

N

G¥) N7 o =T N—TEAET BT 20D T v h—ZER LT Z L 2R L TS0,

R1B:HY—ERQNATA TS H b bSvh—TIL—TF 544

Z4—ILF 5 EA

[Group Tracker ID] N =T N—T DI AT LET,

[Tracker ID] ITN—TT B4 T2 b T o h—D
ZAiE AN LET,
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B ciscovenFoTL—REERLT. Y—ERBINATA TS S b kS5 v h—% NAT T—LICREER 15

8.
9.

J4—ILE Bz

B [AND] %7213 [OR] Z3&IR L £,

[AND] #fEZRIR LI5S, NI v h—7
N—TOEEM T ONZH D NT v h—
WN— KBTI T 47 ThDEHE LTS
Ay RTUVAR— A H—T 2 ZADA
T—RAXT VT4 T ThDEREEINTE
ERS

[OR] X, b7 v I —T N—TDEEA T 5
NI N7y B—DWFTUDDBN— EBT 7
TATThHDHERELIZGAIZ, PTUA
Rebh AL B =T 2 A ADAT —ZANT
7T 47 LTHMESND ZEERIELF
7

[Add] &2 V7 LET,
[E# (Update) 127V v 27 LET,

CiscoVPN T JL—rZFEHL T, Y—EXAINATA T2z k +
5w H—% NAT 7—)LIZEEE ST+ 5

1
2.
3.

Cisco SD-WAN Manager A == —7>6, [Configuration] > [Templates] Z#R L £,
[Feature Templates] 2 U » 7 L7,

[CiscoVPN] 7 > 7' L— R &fRET DI, 707 b— FMOBIIHDH[.]27 U v 7 L,
[Edit] 38R L £7,

BAFI v I ETIIAEZT 427 NAT D NAT 7 — L EHREL £,

EAF I FERIIAZT 47 NAT O NAT 7 —/VOREICET A2z >\ T,
[—E 2 A ZT 4 v 7 NAT DFE] 2B LTI,

[NAT Direction] 7 f —/L K C, A =—7"% [Default] 2>5 [Global] (ZEH L, RKrvy Xy
YU ARG [Inside] ZER L E T,

[Add Object/Object Group Tracker] 7 4 —/V RIZ, "N T v F L I FTEHA, X —T oA AFET
FN—=bDFT V=7 FIDEFEANLET,

[Add] 7 UV v 7 LET,
[ (Update) 127V v 27 LET,
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| NAToEE
CUEBEALEY—ERBINATA IOz kS yn—okE [

CLZFEALEY—ERBINATA IOV M Sy H—DEE

1. KROFNZRT LT, NAT =& B LT 7 v a & &Te Cisco Catalyst SD-WAN =2 > |k
n—7 O—mfbENT—2KRY U—EfEk L £,

policy
data-policy ssn policy
vpn-list ssn_vpn_list
sequence 10
match
destination-ip 192.168.21.0/24

action accept
count counter dst 192
nat pool 1
|
!
sequence 20
match
destination-ip 10.11.11.0/27

action accept
count counter_dst_10
nat pool 2
|
|
sequence 101
match
source-ip 192.168.11.0/24
protocol 1
|
action accept
nat pool 1
|
|
default-action accept
|
|
lists
vpn-list ssn_vpn_list
vpn 1
|
site-list ssn_site_ list
site-id 500
|
|
|
apply-policy
site-list ssn_site_ list
data-policy ssn policy all
|

2. FIvA—4ENToN—IDEFEHLTHNEIAXYT 4 v 7 NAT X ELET,

Device (config) # ip nat inside source static 192.168.11.10 10.11.11.10 vrf 1
match-in-vrf track 1

3. T4 I AERER L THEAZT v 7 NAT F— xR ELET,

Device (config) # ip nat pool natpool2 10.11.11.0 10.11.11.25 prefix-length 27
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NAT D% |
B ocureros - EERLEY—ERBINATA TS S b bS5y h—DRE

4, F—NR—p—KE—F, FITovl—%, BIXOR NI v h—IDEFEAL T, NEAXT 1 v
7 NAT 7 a— LV — Va2 ELET,

Device (config) # ip nat inside source list global-list pool natpool2 vrf 1 match-in-vrf
overload track 1

5 IP/V— FOEEAREMEEL M T v X LET,
Device (config)# track 1 ip route 192.168.11.0 255.255.255.0 reachability

Device (config-track)# ip vrf 1

)

GE) N—=F 4T T—=TN T NI B — MIFEL, FOL— b RT 7B AFRETHDHHE.
NI oR U TRBEAT V27 MIT v TIREICHD L RSN ET

6. A1 HF—TxAADTA 7T u ha)LOIREELBIF L F 7,

Device (confige) # track 1 interface GigabitEthernet5.101 line-protocol

CU7 FAVTFUTL—r2FERALE-Y—ERBINATA TS Y F K
Y H—NDEHETE

X C&BHTIZ

BHLWCLIT A>T 7 b= b 2B 200, BIFOCLLT RA VT 7 L— M &tk L&
‘é‘o

CLI Add-on Feature Templates D FEAIZDUVNTik, [CLI Add-on Feature Templates| % 2 L C
<TEENN,

CU7 FAUTFUTL—rEFERLEY—EXRBINATA T bS5y h—DERE
1. Cisco SD-WAN Manager A = =—7>, [Configuration] > [Templates] ZZ4R L £,
2. [Feature Templates] =727 U v 7 L7,

[Add template] #7 U v 7 LE7,

TNRAAY A RN T NA ZAERINLET,

> W

5. [OTHER TEMPLATES] @ [CLI Add-On Template] 227 U v 27 L£7,

6. [CLI Add-On Template] =V 7 T, IROFNTRT K IITRELZATILET,

track 1 ip route 192.168.11.0 255.255.255.0 reachability

ip vrf 1

ip nat pool natpooll 10.11.11.1 10.11.11.30 prefix-length 24

ip nat inside source static 192.168.11.10 10.11.11.10 vrf 1 match-in-vrf pool natpooll
track 1

ip nat inside source list global-list pool natpooll vrf 1 match-in-vrf overload track
1
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| NAToEE
F—EXBNAT ATV k kS vh—nEEoER [

7. [Save R 1227 Vv 7 LET,
YER% L7= CL1 7 R4 7 > 7 L— kA% [CLI Configuration] |2 #/R SV E 1,
8 CLI7 RAYVT VT L—hET A AT X T LET,

HS—EXBINATA Tz S Y h—DERTEDIEDR

WD 7 g T, P—ERAUINAT A 727 b bT v B —OREZWRT D HEICON
T LET,

Y—ERBINATA TS Y b bS5y H—DREDOHER
KIZ, show track object-id =~ > RO HHZR L ET,

Device# show track 1
Track 1
Interface GigabitEthernet5.101 line-protocol
Line protocol is Up
1 change, last change 01:38:57
Tracked by:
NAT O

:@Hjj]fli\ Line protocol is Up (OMP) 1. “‘j‘b‘t7\1§|]7\l‘7‘:/17 [N /73‘—‘7))$§{@J LT
WHZEERLTVET,

OMP Z4r L= NAT L— b DIL—T 4 T T—TJILIZIBMENTWS Z EZHRALET,
&Iz, showiproutevrf =2~ ROHIFIZ R L ET,

Device# show ip route vrf 1
Routing Table: 1
Codes: L - local, C - connected, S - static, R - RIP, M - mobile, B - BGP
D - EIGRP, EX - EIGRP external, O - OSPF, IA - OSPF inter area
N1 - OSPF NSSA external type 1, N2 - OSPF NSSA external type 2
El - OSPF external type 1, E2 - OSPF external type 2, m - OMP
n - NAT, Ni - NAT inside, No - NAT outside, Nd - NAT DIA
i - IS-IS, su - IS-IS summary, L1 - IS-IS level-1, L2 - IS-IS level-2
ia - IS-IS inter area, * - candidate default, U - per-user static route
H - NHRP, G - NHRP registered, g - NHRP registration summary
- ODR, P - periodic downloaded static route, 1 - LISP
application route
- replicated route, % - next hop override, p - overrides from PfR
- replicated local route overrides by connected
Gateway of last resort is not set
10.0.0.0/24 is subnetted, 3 subnets

2 + © O
|

m 10.11.11.1 [251/0] via 192.168.11.10, 04:03:35, Sdwan-system-intf
m 10.11.11.6 [251/0] via 192.168.13.10, 04:03:35, Sdwan-system-intf
m 10.11.11.30 [251/0] via 192.168.11.21, 04:03:35, Sdwan-system-intf

ZOHIITHE, Ni - vaT REAREI N TWET,

ZOHIITIEE., n THEEAITIE. NATL— "3V —F 4 7T —T VZIBIMENT-ZZ L 2R/ 1L
TWET,
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NAT D% |
B s—cxantioozsrrSun—nE=8yy

H—EXRBINATA T OO FESvh—DEZSZY DT

Cisco SD-WAN Manager N CiIBIIE 72 ITHIBRS NI NAT V— h & A v ¥ —T = A4 RGBT
iﬁ‘o

1. Cisco SD-WAN Manager M A = =—7>5[Monitor] > [Logs] DNEIZER L F 7,
2. [ bk (Bvents) 1227V v 7 LET,
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!

i

NAT64 D% E

)

GE)  fliF b —EBMEEFEBTH7-DIT, Cisco SD-WAN YV U =—3 3 | Cisco Catalyst SD-WAN
ELTT 7 RADERINE LTz, SHIZ, CiscolOSXESD-WAN U U —Z 17.12.1a B LT}
Cisco Catalyst SD-WAN U U —2 20.12.1 AR, RO = R —3 2 FOEEREH I ET,
Cisco vManage %> 5 Cisco Catalyst SD-WAN Manager ~®DZ % | Cisco vAnalytics 7> & Cisco
Catalyst SD-WAN Analytics ~?»Z: % | Cisco vBond 7> Cisco Catalyst SD-WAN Validator -~
DZEF . CiscovSmart 75 Cisco Catalyst SD-WAN O > hO—S5~DZEH . B L Ciscoa v
kB—575 Cisco Catalyst SD-WAN I3 ViR—R > h~DEHE, §_XTOarR—x b
77 v FAEROCFERR Y A MIOWTIE, &HOY V—X/—FaZRLTIEE0N, H
LWARTI~OBITIRHIE, Y7 Y =7 -G Da—W—A =T = f AFHFA~DBERER 2T 7
B—FIZEY), —#HO RF 2 A MIHLIBREOR—BNEENDATREERH Y £7,

« NAT64 D% iE (127 ~—2)

NAT64 XA LI A Z—Fy b T IR (128 %—)

o — B 2{A] NAT64 (134 ~=—7)

NAT64 IZ LD T LB LI2T7 RLALR = D~y BT (141 =)

NAT64 D E% F

NAT64 iR ETlL. IPV6 BLXONIPvA Ry N U — 7 28569 57212, IPv6 7 KL A% IPv4 T
R R A TEET,

N2 7 4 v 7 DOREIXEIZ, A= =LA Ry NT—=TD FT 2 AKR— M| (WAN) 25 H—
A (LAN) IZiThivET,
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NATEs D |
B vwesqsiorqos—rr7oex

NAT6BA A LI b A3 =Ry b TV LR

= 19: HEEDERE

HaE

iy

1)) — X 1EH B

Cisco IOS XE Catalyst |Cisco IOS XE Catalyst |NAT64 ¥ A L7 h f v X —Fv F T & A
SD-WAN 7734 2 @ | SD-WAN U U — 2 (DIA) HfEIZ, A v 5 —Fy b T T4 vV

NAT64 DIA 16.12.1b B A REEA U H =Ry hT B R
Cisco vManage U U — |ADT—F o Z =il hrx U 74 50800
219.2.1 VIZ, 7T FHA RhbArH—Fy MZ
EHERNT T 4y I DON—TF 4 TP R— |
LET,

NAT64 DIA Zfifl+ 56L&, 77 F %A D
IPV6 7 747 v MNE, T—F ko ¥ —F7Z
TIroFOou—ANIHBHIPVE T X —T T
ARXT TV r—arP—R_—=ZT VAT
TFET, IPV6 I TA T ME, A F—F
N LTT 7 F 05 IPvd — 3 —|CH
BrreAxTLr b TEET,

NAT64 DIA [ZBH 9 15

NAT64 DIA Z AT 5 &, IPv4 b — = ZVE— T F T EET — X X —hD5 IPv6
PR 2T VB ATEET,

NAT64DIA D +F 7 ¢ v 7 7 —%. LAN 7>6 DIA T3,

NAT64 DIA O #E A

1. [Cisco VPN Interface Ethernet] 7 7' — R Z i L T, IPv4 B LN IPv6 = AN L E 7,
2. P—E A VPN TH 5 [Cisco VPN] T > 7 L — M IPv6 L— F 2R E L £,
EEILESED IPV6 7 RL AN I NET,

3. NATIPVADIA NBESNTWAED, f L F—T oA A BAFICRY . FETLIPVE T
RLANEHSNET, 508 IPvd 7 R L RZRE U £ £ TY,

NAT64 DIA O F| &5
ENTZT TV —ay NI p—~ o AR

o HPIOE DI & BAE D HITEIZ F R
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| NATes DEE
naTes DA D#IEEE i

o BrlEhE = 2 S OFIEC B R
e JE— M)A MIDIAZIRYHTHZ LT, 790 FA 74 AD2—Y —2 7 AR =
Axm bEXEET,

NAT64 DIA D HIFREIE
*NAT64 DIA (X, A v H—T = A A F—"—n— ROLEHEHLET,
« NAT DIA 7" — /L £72130—773 7%, NAT64 TIXHAE— KSR THEHA,
*OMP ~®D NAT /b— b DT RAZ A XA MIHRE— SR THERA,

NAT64 DIA )L— + D4IfREE

=T T T =T AT — b A A h =L HITIE, KD NAT64 DIA L— b %
TEET,
28 7' V7 4 v 7 A0 NAT64 DIA /L— kD]
nat64 route vrf 4 64:FF9B::1E00:102/128 global
196 7'V 7 v 77 A0 NAT64 DIA /L— kD
nat64 route vrf 4 64:FF9B::/96 global

N—T 4 T T =TI — h A VA NV T HTZDIT, RO NAT64 DIA /L — R iE
EHERATLZ LT TEERA,

nat64 route vrf 4 64:ff9::/64 global

nat64 route vrf 4 ::0/0 global

NAT64DIA & DIA JL— FDETE

NAT64DIA ZHRIZF H1=HDT—- 70—
1. IPv4 & IPv6 Dfj 5T, [Cisco VPN Interface Ethernet] 7 > 7' L — h Z{#H L C NAT64 % H
M LET,

N

GE)  NAT64IPv4DIA X, T 74/ FTA v EZ—T = A ZADBERZHH L £,

IPv6 DIA @ NAT64 #5256, 41 v X —7 =4 ADOWBAMIIBEICRESNTWET,

[Cisco VPN Interface Ethernet] 7> 'L — MNE, N7V AR—hK A F—T = A AT,

2. ¥ —E A VPN ToH 5 [Cisco VPN] 7 F L — b Z{#i [l L T. NAT64 DIA IPv6 /L — |k &%
L,:._E’ L/iﬁ—o
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NATes Dz |
B vameion o

NAT64 DIA D E&FE

A28 —T 4 ADBATR TD NAT64 DIA DEETE
1. Cisco SD-WAN Manager * == —7>, [Configuration] > [Templates] Z#ZR L £,

2. [Feature Templates] #7 U v 7 LE 7,

N

() CiscovManage U U — & 20.7.x LARITD U U — A ClX, [Feature Templates] % A /Ui [Feature]
‘(“‘ﬂ—o

3. [Cisco VPN Interface Ethernet] 7> 7' L — M &+ 2121, ... 227 U » 7 L, [Edit] %7
Vo LET,

4. [Interface Name] 7 4 —/V R C, A F—T = A4 ZA&EEIRL £,
5. [NAT] %2 VU w2 L, [IPv4] ZIR L £,

1. A=—7% [Default] 7> [Global] (225 L £,

2. [A1%27 Y v 7 LT, IPvd D NAT ZHZ L E7,

1. [NAT Type] 7 4 —/V R T, A V¥ —7 = A A @AM [Interface] 7 V v 7 LET,
[Interface] 47 > = M IPv4 2k LT [On] ICEXESNTWND I L 2R L E T,

R 20: NAT IPv41N5 A —4

INTGA—B FiEA
NAT NAT AT 2008 ) e iiE L £
RS

F 7V ME A7 (Off) 1 TY,

NAT Type IPv4 D NAT 2452 A 7248 E L £,
ERAIREZ2 47 L 3 »ZiX, [Interface].
[Pool], 35 X U [Loopback] N& i E T,

7 7 F /v hid [Interface] 47> 2 v T,
[Interface] 47" 3 1%, NAT64 THHR—
FERNTWET,
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| NATes D
nates DA oiE |

NS A—B% B

[UDP Timeout] UDP & v ¥ 3 > %4 L7z NAT B3>
AALT T NTHNERELET,

HiPH - 1 ~ 536870 7
FT7 4k 3008 (54))

GE) Cisco IOS XE Catalyst SD-WAN
Y Y —2R17.6.1a ¥ LN Cisco
vManage U Y — % 20.6.1 LA
. NAT64 DF 7 %)L kD
[UDP Timeout] fE1% 300 ¥ (5
7)) ICEESRE LI

[TCP Timeout] TCP & v & 2 & v LTz NAT Z5Hs 1o
ZA LT NS ONERELET,

ZALT Y MEZ AT LET
F 741 b 13600 B (1 B

G¥) Cisco IOS XE Catalyst SD-WAN
Y Y —2R17.6.1a ¥ LN Cisco
vManage U U — 2% 20.6.1 LA
K&, NAT64 DF 7 4 /L kD
[TCP Timeout] (% 3600 ¥ (1
Reftl) ICEE SN E L,

6. AT v/ 5 &ML ETN, [IPv6] ZiBIN L TIPv6 O NAT ZH M LET,

N

(GE)  NAT64 DIA (T IPv4 & IPv6 Ol 2R E L £

7. [NAT Selection] 7 4 —/L KT, [NAT64] %7 U v 27 LT NAT64 G L £,

\}

GE)  IPv6 DIFE, A v F—T A ADBAFITITTITRESINTVET,

K 21:NATIPv6 /X5 * —%4

NG A—B % L]

NAT NAT Az T2 E 2 D afRE L7,
F7 4V MNI A7 (0ff) 1 TY,
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B vaeon—romE

NS A—B% BLl]

[NAT Selection] NAT64 ZH5E LE T,
77 4V MX [NAT66] 47> a T,

8 [®Hr (Update) 127V v LET,

NAT64 DIA JL— F DR TE

Cisco VPN 7> 7 L— k Z{#F L = NAT64 DIA JL— F DERE
1. Cisco SD-WAN Manager A == —7>5, [Configuration] > [Templates] % %R L ¥,

2. [Feature Templates] =27 UV v 7 L ¥ 9,

)

() CiscovManage U U — & 20.7.x LLRTD U U — A ClL, [Feature Templates] % A /Ui [Feature]
‘(\‘ﬁ‘o

3.  [CiscoVPN]#RET > 7 L— M &fRET DL, ... 227 Vv 27 L, [Edit|227 Vv 7 LZE
R

A\

G¥)  H—E Al VPN TH % [Cisco VPN] ##E7 > 7 L — K TIPv6 DIA /L— h Z#EHE L £ 7,

4.  [IPv6Route] 7 U v 7 LET,

5. [New IPv6 Route] &7 U v 7 L ¥,

6. [Prefix] 7 4 —/V N2, K< EbN=7 V7 4 v 7 A [64FF9B::/96] Z AJ1 L ET,
7. [Gateway] 7 4 —/L KT, [VPN] %22 U v 27 LET,

8.  [Enable VPN] 7 4 —/L K¢, A =—7% [Default] 7>5 [Global] IZZF L, [On] &7 VU v
27 L TVPN ZH20Z LET,

9. [NAT] 74—V RT, [NAT64| %227 VU v 7 LET,
10. [®E#r (Update) 1227 Y v 27 LET,

CLI Z{=FH L= NAT64DIA )L— FDETE

{5 - NAT64 DIA J)L— F DEEE

Device (config) # nat64 route vrf 4 64:FF9B::1E00:102/128 global
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| NATes D>

NAT64 DIA JL—

NAT64 DIA @

19—

ax ;&

NAT64 DIA JL— FERTEDHE

o s
L TEDHER

15 1
PIFiE, ¥—E A VPN H D show ipv6routevrf =t~ > Kb D H BT,

Device# show ipvé route vrf 4
IPv6 Routing Table - 4 - 5 entries
Codes: C - Connected, L - Local, S - Static, U - Per-user Static route
B - BGP, R - RIP, H - NHRP, Il - ISIS L1
I2 - ISIS L2, IA - ISIS interarea, IS - ISIS summary, D - EIGRP
EX - EIGRP external, ND - ND Default, NDp - ND Prefix, DCE - Destination
NDr - Redirect, RL - RPL, O - OSPF Intra, OI - OSPF Inter
OEl1 - OSPF ext 1, OE2 - OSPF ext 2, ON1 - OSPF NSSA ext 1
ON2 - OSPF NSSA ext 2, la - LISP alt, lr - LISP site-registrations
1d - LISP dyn-eid, 1A - LISP away, le - LISP extranet-policy
lp - LISP publications, a - Application, m - OMP
m 64:FF9B::/96 [251/0]
via 172.16.255.15%default, Sdwan-system-intf%default

ZOFITIX, 64:FF9B::/96 1. IPv6 % IPv4 7 R L AIZEHLT 578D NAT64 DEEFID 7 L

T AT ATT,

151 2

NAT64 DIA 73 hZ > AR — K VPN TREINTWAHTZD, h T AR— K VPN DL—T 4

YITT=TMFTRD LD ICFRIRENE T,

Device# show ipvé route
IPv6 Routing Table - default - 2 entries
Codes: C - Connected, L - Local, S - Static, U - Per-user Static route
B - BGP, R - RIP, H - NHRP, Il - ISIS L1
I2 - ISIS L2, IA - ISIS interarea, IS - ISIS summary, D - EIGRP
EX - EIGRP external, ND - ND Default, NDp - ND Prefix, DCE - Destination
NDr - Redirect, RL - RPL, O - OSPF Intra, OI - OSPF Inter
OE1l - OSPF ext 1, OE2 - OSPF ext 2, ONl - OSPF NSSA ext 1
ON2 - OSPF NSSA ext 2, la - LISP alt, lr - LISP site-registrations
1d - LISP dyn-eid, 1A - LISP away, le - LISP extranet-policy
lp - LISP publications, a - Application, m - OMP, Nd - Nat-Route DIA
S 64:FF9B::/96 [1/0]

!l

Z OB, NAT64 DIA DX EZERLTWET,

interface GigabitEthernetl
no shutdown
arp timeout 1200
ip address 10.1.15.15 10.255.255.255
no ip redirects
ip mtu 1500
ip nat outside
load-interval 30
mtu 1500
negotiation auto
nat64 enable
|

nat64 vé6v4 list nat64-global-list interface GigabitEthernetl overload
|
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B =< naTes

NATes DEEE |

ip nat inside source list nat-dia-vpn-hop-access-list interface GigabitEthernetl
overload

A\

() GigabitEthernetl |, T AR— K VPN A ' Z—T = A AT,

H— E X {il NAT64

R 2 MEEDBE

Hae 1)) —RIEHR B

N

Cisco 10S XE Catalyst |Cisco I0S XE Catalyst |#—v 2{lllx v T —2 7 R AZ#H (NAT)
SD-WAN 7 /34 A @ |SD-WAN U U — =2 64 BEREIZ., E1EICIPV6 7 R LA % NAT 7' —

o EAMINATeL 161210 NI TR IPva 7 R LA ICZH L%
Cisco vManage U U — T, 5ESCIPv6 7 R L AL, IPv4 f7-iA 7 IPv6
219.2.1 T RVATHDHO, 5855 1Pv6 7 R L AL
P R—DEBEDIPv4 T L A BB S E
T

P — B 2l NAT64 (2 L v, IPv4 Y— 3— )%
IPv6 7 AT MEWBETEET,

H—E X {8 NAT64 [ZBd B 15K

IPV4 /%7 Y » 77 RUAZERINRA L, KV v—T 4 V7 A[REZRR T R L A ISk 2 B &
FHLH, =R T NS = pEITIPVO Ry N U — 7 OREEE L R Z T TV ET, [Pv4
AH—Fy MILIEL LT D70, IPvdry NU—27 LIPv6 % v U — 7 W O#@E 1%
V— AL R Ra—HW— 27 AR = R L S TEEAABE T,

NAT IPv6 to [IPv4d (NAT64) 527 J a¥—l%, IPv6 & IPvd %> N — 7B OBEEZRSHICZLE
KR

H— B A0 NAT64 BEBEIT. 5210 IPv6 7 KL A % NAT 7 — /L INOE I AJR272 IPv4 7 KL &
WCEHLL £9, A58 IPv6 7 KL AL, IPv4 #LZSAZA IPVE 7 KL A TH H -8, 5a5E IPve 7
RL 2 Z—R_R—DEEED IPvA T R A IZEB I NET,

Cisco IOS XE Catalyst SD-WAN ?‘/“4’ ZNE, IPv6 7 RV A% IPvA 7 RL A2, IPvd T RL- X
ZIPv6e 7 RLRICEHT AT DIZAT— 7 /LUNAT6A 2 H LET, NAT A— "—nm— %
R L7= A5 — k 7 /L NAT64 ci\ IPv47 RL AL IPv6 7 RLARID Iin~ v U Z a4t L
\iﬁqo

H— E X {8l NAT64 O {1 #H A

1. IPv6 7 T A T v b IPv4 b — R— D i F T,
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y—ezmnatst oFs ]

2. IPv6 7 A4 T ML, IPV6 AAAA L =2— RDNS 7 = U ZEpk L ¥4, 2L, IPvd 7 R
2k 5 IPv6 7 = U T,

DNS64 Yr—/ 3— %, IPv4 IZHOIAENT=ZIPv6 7 FL A TIRE L £,
i -

64:f£9pb::c000:0201

ZhUE, NAT6A DEEFODO 7 V7 4w 7 A (WKP) T D 64:7r98::/96 2 L £, WKP
. T RLAZ7 73 VBOT7 LY Rh~w B 2l SnET,

IPv4 HEOIAZ IPv6 7 R L AL, AIER L7 4 w7 A, HDIABZRIPVE T RL A, BIW
AEEY 7 4 v 7 ATHREINET, REDORE Y MI. TOIPvE T RLAD 16 HEFRH
T, ZOFITIX192.02.1 TT,

3. IPv6 7 74 T v b, IPv4 —_R—~ DG 2R F T,
4. IPv6 725 IPv4 ~DEMNEITEN E T,
EETIPV6 7 KL AL, F— LINOEHAAEER IPvA 7 KL 2D 1 SIS E 4,

SEHEIPV6 7 R L AT, IPVARASATLIPV6 7 RL A TH H -0, 5L IPve 7 KL A 38—
N—DFEEED IPv4 7 RV AIZEBINET,

H—E X {f] NAT64 D FI| =

e AU H—F v b EDIPVA = R—=% R L7V —E 2 VPNINDIPV6 7 7 A 7 D
g 2P AR—h

cIPV6 BLWIPVE Xy NTU— T ~DTF 2T VT 7B RAEHEETA7-9DI12, IPv6 7 KL A7)
5 IPv4 7 RV A~OEHEZRA L E77,

« A7 — F 7)LNAT64 #4556, BEFEDIPVE Ry NU—F A VT T AT I F v %
EEAEFRITFE 7L EET HHLIENR/2

cIPv4 A Z—Fy MY —ERIT 7 AT LHIPv6 L—H —ICV— ALV ARA U F—F
T ARY U R ERREEL | IPVE O B VR ARG A HERF L £ T,

e F—HRY L —HBETH L7 NAT64 DB EHFHE— k

H— E X {8 NAT64 0 {5 F 45l

PR—=FEINTWDIN T 7o 7u—F, VE—FA N, T—FEBUX— FEHOT
FZUTFYA NMTHDIPV6 T TA T hinb, B@—HJ/VLAN EDIPv4 7 T4 7 > FEITT—
N—FTTT,

\}

GE) N7 497 DOREIXEIC, ==L A Xy NT—=T D +T 2 AKR— Ml (WAN) »HH—
2] (LAN) (ZfTbivET,
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H— E X {8 NAT64 D RiIIE &4
s RAL Y R—=L AT (DNS) N7 7 4 v 7 ZHERESH 512X, BID DNS64 %1 A
F—V L CHEE S EDEVLERH Y 7,

H— E X {i] NAT64 D4R EI1T
s NI T4 ZITFICVE— NI T TV A OB RE L, 2 —F /L LAN _EO IPv4 Y —
N—ZT VB2 THLERHY F97,
e FNTFT 4w ZIE IPVAY—R—InF—E B Z—NDIPv6 7 AT FEITY E—
N7 oFP A MIBETEETA,

H—E X {8 NAT64 0) IPvA 7 K L R &I|fREI1E
o A RIREZR IPVA SE5C IP 7 R L A DI DWW TIL, BALTA KA, RFC6052, &7
var3lEBRLTIEIN,

*RFC5735D% 7 > a3DREATA R4 viZid#HianTnbd ko7, FE/m— ULIPvd
T RLVRAZRTEZOIC, O V7 4 v 7 A (WKP) Z2EHT5Z X TEEREA,

e ziE, ROIPVA T LT ¢y 7 ZFFFAI ST ERE A,
+0.0.0.0/8
+10.0.0.0/8
* 127.0.0.0/8
* 169.254.0.0/16

o —E 2] (LAN) TFIA4_X—IPv4 7 RL2AHPAFEHT S LI TEERA,

H— E X {8 NAT64 D& E

DX T g TiE, —E 2 NAT64 O TEIZET AR A2 L F 4,
HeET > JL— b EFER L9 —E X {8 NAT64 D E %hik
1. Cisco SD-WAN Manager A == —7>6, [Configuration] > [Templates] ZZR L £,

2. [Feature Templates] #27 U v 27 LE 7,

Y

(¥)  CiscovManage U U — % 20.7.x LLRTD U Y — A ClE, [Feature Templates] % A /Ui [Feature]
‘/C:‘—a_o
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3. [Cisco VPN Interface Ethernet] 7> 7' L — h &fRET HI2IE, ... 227 Vv 2 L, [Edit] &7
Vw27 LET,

A\

() [Cisco VPN Interface Ethernet] 7> 7' L — hE, +—EAMDA » F —T = A ATT,

4. [NAT] %7V v 7 L. NAT64 |Z [IPv6] Z IR L 9,

5. A =2—7% [Default] 7»5 [Global] IZEHE L £7,

6. [NAT64] 7 4 —/L R T, [On] 27 U v 27 LCNAT64 =GN LET,
7. [®# (Update) 1227 Vw27 LET,

H—E X {8 NAT64 T—ILDETFE

[F L& BHTIZ

1. NAT641Pv4 7' — /L %% ET HHIIZ, [Cisco VPN Interface Ethernet] 7 > 7 L— R &2l L T
P — D NAT64 ZHN L TR BLERH D £,

2. B LU [Cisco VPN H#ERE & 1ERL T B 7>, BEFFD [Cisco VPN H4RE A #mEE L =97, [Cisco VPN]
FERET v 7 L — MiE, NAT64 i ET 5V — A VPN (ZHRHE L E T,

H—E X {8l NAT64 T— )L DELTE
1 Cisco SD-WAN Manager A == —7>6, [Configuration] > [Templates] Z &R L £7,

2. [Feature Templates] #7 U v 7 LE 7,

Y

() CiscovManage U U —Z 20.7.x LR U Y — A ClX, [Feature Templates] % A /Ui [Feature]
‘/C:‘j—o

3. [CiscoVPN] 7> 7L — hEMRETHIZIE, 77 L—FORIZHD ... 27 U v 7 L,
[Edit] 7 U v 27 LE,

4, [NAT]%#7 VU v 27 LET,
5. [NAT64 v4 Pool] &7 U v 7 LET,
6. [NewNAT64 v4Pool] #7 V w7 LE T,

7. [NAT64 Pool name] 7  —/L KC, 7 — LA ZEELET,

Y

GB) T ATESERET OLERDH Y £,
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8. [NAT 64 v4 Pool Range Start] 7 4 —/L RC, 7 — /LD D IPv4 7 R A EFREL
\i—g—o

9. [NAT 64 v4 Pool End Start] 7 1 —/L R C, 7 —/LEiHOKE T D IPv4d 7 RL A ZfEE L E
R

10. RFuey 7 X7 U A RS [Global] ZER L E,
11. [On] #7 U w27 LC, [NAT 64 Overload] ZHNZ LET,

N

(G¥)  [NAT 64 Overload] 137 7 #+ /L K C [Off] IZRXE SN TWET,

12. [Add] %7V vZ7 LET,
13. [Update] 7 Vw27 LT, REET A RIS v a2 LET,

CLI Z{# M L 7= — E X {8l NAT64 DE%E

=23 BEEDEE

WHE4 1)) —R1EHR BTLiL]

NAT64 7 /31 AD Cisco [0S XE Catalyst | = OF§EEIT, CiscoI0S XE Catalyst SD-WAN 7

IPv6 AR — SD-WAN U U —2 R A TO IPv4 & IPv6 D BIEZ RS T
16.12.1b % NAT64 &9 7R— k LET,

CLl Z{#EM L1=Y—E X {il NAT64 DE 1L
ZDEvT v a T, =B RAID NAT64 & AT 572D CLIREDH 2~ LET,

LANA »Z—7 = A ATH—EZIONAT64 Z G LE T, T4, Cisco SD-WAN Manager
o [Service VPN] 7> 7 L — MIFYS L £,

IPv4a7 7V r—ya sy == Za—HA NV LANY A MZH Y, IPv6 7 74T MIT—%%&
VA —FFIXLAN DY E— YA M2hH Y £7,

Device# interface GigabitEthernet 5.104
nat64 enable

CLl #{EA L= —E X8I NAT64 T—LDEETE
DT g TR, —EAINAT64 F— L ZRETH-HD CLIREDH ZR L E T,

Device# nat64 v4 pool poollO 192.0.2.0 192.0.2.254
nat64 vé6v4 list global-list nat64 pool pooll0 vrf 4 overload
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H— E X {0 NAT64 D% E DFESR

Bl HEESNFETNARADIL—T 4 2T T—TIIZRRTENDIAR
Iz, showipv6routevrf 2~ RO HHIZR L £4,

Device# show ipv6é route vrf 4
IPv6 Routing Table - 4 - 5 entries
Codes: C - Connected, L - Local, S - Static, U - Per-user Static route
B - BGP, R - RIP, H - NHRP, Il - ISIS L1
I2 - ISIS L2, IA - ISIS interarea, IS - ISIS summary, D - EIGRP
EX - EIGRP external, ND - ND Default, NDp - ND Prefix, DCE - Destination
NDr - Redirect, RL - RPL, O - OSPF Intra, OI - OSPF Inter
OEl - OSPF ext 1, OE2 - OSPF ext 2, ON1 - OSPF NSSA ext 1
ON2 - OSPF NSSA ext 2, la - LISP alt, lr - LISP site-registrations
1ld - LISP dyn-eid, 1A - LISP away, le - LISP extranet-policy
lp - LISP publications, a - Application, m - OMP, Nd - Nat-Route DIA
Nd 64:FF9B::/96 [6/0]
via NullO%default, directly connected
m 2001:DB8:AA:A::/64 [251/0]
via 172.16.255.16%default, Sdwan-system-intf%default
C 2001:DB8:BB:A::/64 [0/0]
via GigabitEthernet5.104, directly connected
L 2001:DB8:BB:A::1/128 [0/0]
via GigabitEthernet5.104, receive
L FF00::/8 [0/0]
via NullO, receive

ZOFITIX, NAT64 DEEEIDO T V7 4 > 7 A 64:FF9B::/96 DN —E X VPN O IPv6 /L —T 4
VITT =T IR EINET,

&Iz, showiproutevrf4 o~ ROHABIZRLET,

Device# show ip route vrf 4
Routing Table: 4
Codes: L - local, C - connected, S - static, R - RIP, M - mobile, B - BGP
D - EIGRP, EX - EIGRP external, O - OSPF, IA - OSPF inter area
N1 - OSPF NSSA external type 1, N2 - OSPF NSSA external type 2
E1l - OSPF external type 1, E2 - OSPF external type 2, m - OMP
n - NAT, Ni - NAT inside, No - NAT outside, Nd - NAT DIA
i - IS-IS, su - IS-IS summary, L1 - IS-IS level-1, L2 - IS-IS level-2
ia - IS-IS inter area, * - candidate default, U - per-user static route
- NHRP, G - NHRP registered, g - NHRP registration summary
- ODR, P - periodic downloaded static route, 1 - LISP
application route
- replicated route, % - next hop override, p - overrides from PfR
- replicated local route overrides by connected

2 + © O m
|

NAT641Pv4 7 —/L 7 R X3, +—EAXAVPNDIPv4 L —F 4 > 7T —7 )LD nat inside /L —
e LTA—TFT 4T T—T N, VA M=V ENFET,

Bl OMP DIL—T 4 T T—TIVIZRERENDHEANE
Iz, showipv6routevrf 2~ RO HHIZR L £,

Device# show ipv6é route vrf 4

IPv6 Routing Table - 4 - 5 entries

Codes: C - Connected, L - Local, S - Static, U - Per-user Static route
B - BGP, R - RIP, H - NHRP, Il - ISIS L1
I2 - ISIS L2, IA - ISIS interarea, IS - ISIS summary, D - EIGRP
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EX - EIGRP external, ND - ND Default, NDp - ND Prefix, DCE - Destination
NDr - Redirect, RL - RPL, O - OSPF Intra, OI - OSPF Inter
OEl1 - OSPF ext 1, OE2 - OSPF ext 2, ON1 - OSPF NSSA ext 1
ON2 - OSPF NSSA ext 2, la - LISP alt, lr - LISP site-registrations
1d - LISP dyn-eid, 1A - LISP away, le - LISP extranet-policy
lp - LISP publications, a - Application, m - OMP
m 64:FF9B::/96 [251/0]
via 172.16.255.15%default, Sdwan-system-intf%default
¢ 2001:DB8:AA:A::/64 [0/0]
via GigabitEthernet5.104, directly connected
L 2001:DB8:AA:A::1/128 [0/0]
via GigabitEthernet5.104, receive
m 2001:DB8:BB:A::/64 [251/0]
via 172.16.255.15%default, Sdwan-system-intf%default
L FF00::/8 [0/0]
via NullO, receive

ZOFITIX, NAT64 DEEFND T V7 4 7 AT D 64:FF9B:: /96 WA — N—L A EH T |
)L (OMP) L— & LTEZESNE T,

NAT64 IPv4 7 —/L 7 KL A%, OMP L — b & L TCZIEENE T,

H— E X {8l NAT64 )% 5 5

ZOfE, —E 2l NAT64 DR EZ R L TWET,

nat64 v4 pool 1-4 192.0.2.0 192.0.2.254
nat64 vé6v4 list naté4-list pool 1-4 vrf 4 overload
|

interface GigabitEthernet5.104
encapsulation dotlQ 104

vrf forwarding 4

ip address 10.1.19.15 10.255.255.255
ip mtu 1496

ip ospf network broadcast

ip ospf 4 area O

nat64 enable
end

ZOFNE. NAT64 7 — LD EER L TWVWET,

nat64 v4 pool 1-4 192.0.2.0 192.0.2.254
nat64 vé6v4 list naté4-list pool 1-4 vrf 4 overload
|

interface GigabitEthernet5.104
encapsulation dotlQ 104

vrf forwarding 4

ip address 10.1.19.15 10.255.255.255
ip mtu 1496

ip ospf network broadcast

ip ospf 4 area O

nat64 enable
end
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NATGS (<& B h TEAMEERERALET KLRER—rnwvEvy |

NAT64 (KD h TEIILFFERLE=7Z LR ER—FD
TyEVY

= 24 HEEDERE

HRER 1)) — X 1EH A

NAT64 = X % #5171 | Cisco I0S XE Catalyst | = OFEREIZ, IPv6 DHD X kT — 7 % {f
{t. (MAP-E) #%f#ifjL |[SD-WAN U U —2 LTWAEXIZ, IPvA 7 547 i3 IPv4

727 RLaEH—po|17.101a PR ZT VAT HODY R— b &1k

~ v e LU Ed, IPvd T 7 4 v 7%, IPv6 b X%
NERLTA SV F—Fy NMIV—T 4 T &
nEd,

ZOMREEMEHT S L, P AR
LTCIPV6 v hU—7 ETIPV4 /37 v k&g
KT D720 MAP-E K A A 8 XX MAP-E
INTGA—BERETEET, MAP-E I A ¥

~—T v ¥ (CE) 731 ADOEEKRE, F2iX
IPvd 7 RLARERIND X, ZOTAN
A AL HTTP ZfEH L T MAP-E /L— L —

N—=5 MAP-E /3T A — % % HEIIZEUS L
ESc N

ZOMREEMEHT S L. P LA
LTCIPV6 v hU—7 ETIPV4 37 v b &
KT 572D MAP-E KA A 8L X MAP-E
INTA—=BERHETEET, MAP-E I A ¥

~—x v ¥ (CE) 7/ ADOEEIRE, F2iX
IPv4 7 RLAPEEIND L XIZ, ZOT AN
A AL HTTP %= L C MAP-E /L —/LH—

N—=1 5 MAP-E /3T A — % % HEIICHUS L
*7.

NAT64 % {#FH L /- MAP-E [ZBE9 A 1&%R

HAR— bxtGEDE/NY U — & : Cisco I0S XE Catalyst SD-WAN U U — X 17.10.1a

Mapping of Address and Port with Encapsulation (MAP-E) |& Internet Engineering Task Force (IETF)
DRZ7 FTHY, BT/ EFEMLTIPve Ry N T —2 ETIPVART v b AHRET
HAN=ZABZONTHHALTHET,

MAP-E R A A VWNTiE, IPV6EHAX Yy NU—7 2N L ThH 7/ L Clgixd 52 & T, IPv4
27 MIZMAP-ECE T34 A&7 Y w7 IPVAA V2 —F v b EDB TSN ET,
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NATEs D |
B nates £ L MAPEBED D U R—R L b

NAT64 #E6E % 1 2 7= MAP-E 1X., ROBEEHR—FLET,
o 4 IPv4 O E

MAP-E IZ. MAP-E R A A > NOEID MAP-ECE 7 /314 ZANHE—D [Pvd 7 N L R & LA
T&5 X LET, MU IPV4A T FLA&FFO% MAP-ECE 7 /34 AlX, #7425 TCP %
7213 UDP AR— h AT 24 E R H Y £, MAP-E &, IPv6 FEflx > hU—7 THA
IPv4 7 KL A ZfEH L C IPv4 Bk 212tk L £4,

o [HE IPv4 OFE
[ & IPv4 i% € TlX., 1 2D MAP-E CE T /3A ANEEIPv4 7 L AZHH L E9,

NAT64 A L7- MAP-EERED I ViR—F% 2 k
PR — MG DE/NY U — A : Cisco I0S XE Catalyst SD-WAN U U — 2 17.10.1a

MAP-E RAAL VEFERALEZT RLALR— IO~ B I TlE, BRb~o B 71—
MEHENET, MAP-E REICIE. KObONEENE T,

+ Basic mapping rule (BMR)

BMR X MAP-EIPv6 7 RL A /37 V7 4 v 7 A%EFELET, IPv6 TV 7 4 v 7 A
TEICRETE D5 BMR L1 27217 T3, MAP-ECE 5 /34 AlX, BMR i/l L C, IPv4
TRUVA, IPVAT VT 4 v 7 A, £ IPV6 V7 4 v 7 AL DOILFIPvE T KL AT
BEZHELET, IPVAEEILT FLRALEEILR— RRIPV6 T RLAEZII T VT 4 v
J Ay T IITWDHERBITIE, X7y FOEREICBMRAEHT L2 L6 TEET,
T _TPHMAP-ECE . BMR T/t ya =745 0ERH £,

He h8F A—=5 L L BITBMRIPVE 7L 7 v 7 AW R R ADREFTT RL AL LT
S ET,
cH—OF 74N b vy BT L—/L (DMR)

A B =T 2 A AT RL AL —FTAHDMR L7 ¢ v 7 RIHARAE LTEBEN, 7
L7 4T AEN128ODMR L7 4 v 7 AT b RVDFEETLT LA E LTS
NET, R—F—L—ZDIPv6 7 FL AL, MRV DSEET KL ATT,

e R"— k& FID (PSID)
PSID /. AN HFAI SN TWAAR— M &L £,

R—=—=—21F, PSID L R— bty bR —BTH0ES neflEBLET, F—hty
FID ER—hK By b T 58E. DMR L IPV6 X7 v hD 34y haadelc —8 L %
9, BMRIZHSE | R—F—/L—H [T IPv4 L5 T KL A EMER L, IPV64EET KL &
MO IPVA ZEET R AR L EF, IPv6 /37 v ML, NAT64 @ IPv6 75 [Pv4 fi—
VOV ERMBHALT, IPv6 /X7y KD IPv4A R R EER L E T,

MAP-E CE /34 ZDEEEFE72ILIPv6 7 RLANREH I NS 7N, HTTP Z#H L T
MAP-E /L —/L Y — 3= 5 MAP-E /3T A — & Z HEIRIZRE L £,
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NAT64 % {8178 L 1= MAP-E O F 5 .

MAP-E K A A4 B L UMAP-E/XT A —F Z5%E T HI21E, naté4provisioning =~ > K& H
LE9, MAP-E FAA Y EBILUMAP-E /N7 A =X DFIEDFEMIZ OV TIX,  [Cisco I0S XE
SD-WAN Qualified Command Reference Guide] &£ L T 72 &0,

MAP-E /L —/ L ® REST API {EEEIZ DU\ TiX, [P Addressing: NAT Configuration Guide] % &
LTL7EEN,
NAT64 %= L 7= MAP-E D F =
«IPV6 DHDFy U —2 ETIPVA T 7 4 v 7 7u—% P R—FLET,

o N H = = HBINDONN— R =7 23 eI, REBE TR T 7 (0 v 7
YR R—FLET,

cIPV6 IZBATT B2 DFENRT S A —F I ) a—va i R—hsLET,

NAT64 Z {1 L /= MAP-E D #I|fRSE1H

PR — ML DE/NY U — A : Cisco I0S XE Catalyst SD-WAN U U — 2 17.10.1a

*MAP-ECET A AZEICTI ODOBMR ZHAR—FLET, T RLRALR—FOLEH T L
B A~ T — L ERELET,

cGADBMR L7 4w I AE, 797 AT —ar, BLOa—aA "4y MERIZY
A= FrENTWEHA,

NAT64 =R L/=MAP-EDT—- 70—

PR — MG DE/NY U — R : Cisco I0S XE Catalyst SD-WAN U U — % 17.10.1a

WDEIZ, MAP-E TIPv6 DHD X T — 27 T 55612, IPvd 7 547 i3 IPv4
PN CHBET AT OD L R =2 RO I TGAT N "I 7 47 7a—%RL T
ij‘o
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NATEs DR |

B e zmmLEMAPEQT—5 70—

8:NAT64 = ER L 1= MAP-EDT—% 70—

Cisco 10S XE SD-WAN Support for IPv4 Traffic over an IPv6 Tunnel

IPv4 Client WAN
IPv4 Internet

'
. . -~
IPv6 Tunnel Termination S
Services/Sites

and IPVSIIP\!4 NAT at
Border F!outer
1

A

>

IPv6 Tunnel

End-to-End Client Traffic Flow with IPv4

469802

MAP-E CE 7 /341 R & MAP-E )L—)LH¥—/\—[E D MAP-E tHE {EF

1.

MAP-E L— LY — 3L IPv6 DBHDFy T =T MNHIPv6 TV 7 4 v 7 AR LE
7,

MAP-E CE /31 A (%, HTTP B3R % MAP-E L — /LY —_—|ZEFEL., & E2ZELF
7,

MAP-E I, Cisco IOS XE Catalyst SD-WAN 7 /N1 A 28 MAP-E CE 7 /34 A & L CTHEBE T
xHEHICLET,

MAP-E /L — 125> T, MAP-E CE 7 /34 A 133515 IPv4 /X7 v OB A FEITLE T,

MAP-ECE 7 /XA ALIPv4 /37 v R &2 IPv6 /¥ v MO 7L L, IPVv6 /37 v b B R —
H = —HITEELET,

T a— RENEIPv6 X7y b EZET D &, IPv6 237 » ME MAP-E L—/UZHE-> T
A= =N —FIZL > Th T BB RS, IPV6 8T 7 4 v 71X IPv4 N7 Y v 7 A
VHE—Ry MI—TF 4 T ENFET,
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CU > 7 L— F &AL NATes <o MaP-E o I}

9:MAP-EJ—> 70—

IPv4

4. IPv4 over IPv6 3. IPv4 over IPv6
Encapsulation and Decapsulation Encapsulation and Decapsulation
1Pv4 w IPv6

Border Router CE

2. MAP Rule HequesUReply
k_,fff//

MAP Rule
Distribution
Server

\ End User /

469803

CLI > 7L — k%{#FH L71- NAT64 TG MAP-E D%E

PR — bSO/ U — R @ Cisco I0S XE Catalyst SD-WAN U U — 2 17.10.1a

CLIT v 7L — FOFEHOFEMIZOWTIL, CLI T RA VT 7L — B LXOCLI T v 7
L— SR LT ZEN,

\)

6=

FIN T, CLIT >y r—MIide— )L ary 74 X¥al—v g F—RTav R
EEITLET,

ZDOE® 73 TiE, MAP-E RAA & MAP-E/XT A —X ZE&RIET BT8O CLI R EDH %

~LET,
1. NAT64 7T VAT by X —% BRI L ET,
nat64 settings fragmentation header disable
2. NAT64DIA L— b ZFRELET,
nat64 route ip-address interface-type-number
P OWTIE,  TNAT64 DIA L— FOFFE ] 2B LTSN,
3. NAT64MAP-E KA A U ZFEL, MAP-EaL 7 4 FXal—var ®— FE2BBLET,
nat64 provisioning mode jp01l
4, 2 —HP—ZENRT—=REFHLTT L ABRYS—N—%2RELET,

address-resolution-server http://ipvé-prefix/directory-path
address-resolution-server 6 username encypted-user-name
address-resolution-server 6 password encypted-password
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NATed D3 E |
B cusTL— &R LT NATE TO MAP-E DR E

7 R U AR — R =D = — L XRAT — RERE S LT 5100 5b2 4 7 2 F
72136) ZEEETH LB TEET,

5. MAP-E L—)LH—R—%RELFT,

rule-server http://admin:admin@ipvé-prefix//directory-path

=L —R—@ URL ZIE 5t T 570 DIEEbE A7 Q2 F£7-136) ETHZ LD
TEFET,

6. (A7 =) HITP H— =05 OINEOFFHEIEH &2 DAL CRE L £,
rule-server request wait-time value-seconds

7. RARMERELET,

hostname hostname

BA MIEIMAP-EL— L —R_R—DE DT, A ME EEEXTHELSIT. HLOE
A NGERBETEET,

8 FroNALH—TxAAERRELET,

tunnel interface Tunnelnumber
tunnel source interface-type-interface-number

A\

CE)  EEIPVAREFHAD PR A v F—T = AL b RVRETE

B
#
i
b
=

9. —VEARFVL T4y I RAEBRELET,

service-prefix ipvé-prefix

GX)  MAP-E/L— /P —"—inbHiK &5 MAP-E/L—/L D IPv6 7' L' 7 v 7 A(Z, MAP-ECE 73
A ATRESNIZIPVO h—E AT VLT 4 v I AL KT HLERHY £,

GE) [EEIPVA R EFE2ITHEEA IPVE R EDONTNNDY —ERT LT 4 v 7 AEFHRELET,

MAP-E RAA L b RFG A= EFRET DD ORERFEF ZRITRLET,

nat64 settings fragmentation header disable
nat64 settings v4 tos ignore

interface GigabitEthernetl

|
nat64 settings mtu minimum 1500
nat64 provisioning mode jpO1l

address-resolution-server http://2001:db8:b000:0:fe7f:6ee7:33db:5013/nic/update
address-resolution-server password encypted-password
address-resolution-server username encypted-username
rule-server http://admin:admin@2001:DB8:A000::1//mape-rule.json
rule-server request wait-time 180

hostname hostname
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tunnel interface Tunnell

tunnel source GigabitEthernet2
service-prefix 2001:DB8:b800::/48
|

nat64 route 0.0.0.0/0 GigabitEthernetl

S — =
NAT64 %5 1Z & 5 MAP-E D#EEE
PR — bRIFEDOE/NY U — & : Cisco I0S XE Catalyst SD-WAN U U — % 17.10.1a
IZ. show nat64 map-e =~ > ROl R L £7,

Device# show nat64 map-e
MAP-E Domain 9126
Mode MAP
Border-relay-address
Ip-v6-address 2001:DB8::9
Basic-mapping-rule
Ip-v6-prefix 2001:DB8:B001:80::/60
Ip-vd-prefix 10.1.1.0/24
Port-parameters
Share-ratio 4 Contiguous-ports 256 Start-port 1024
Share-ratio-bits 2 Contiguous-ports-bits 8 Port-offset-bits 6
Port-set-id O
EREOHIANE, A— 28 MAP-E CE 731 Z&R TG EN D720, A IPva 7 B L ARE
DEITT, NI, MAP-E L=/ — S —nBIR Sz MAP-E /X T X — 2 I3FR E4LE
R
WIZ, show nat64 statistics =~ > RO Sl R L ET,

Device# show nat64 statistics
NAT64 Statistics

Total active translations: 0 (0 static, 0 dynamic; 0 extended)
Sessions found: 0
Sessions created: O
Expired translations: 0
Global Stats:
Packets translated (IPv4 -> IPvo6)
Stateless: 0
Stateful: 0

nat46: 0O
MAP-T: O
MAP-E: 5

Packets translated (IPvo -> IPv4)
Stateless: 0
Stateful: 0

nat46: 0O
MAP-T: O
MAP-E: 4

Interface Statistics
GigabitEthernet0/0/0 (IPv4 not configured, IPv6 configured) :
Packets translated (IPv4 -> IPvo6)
Stateless: 0
Stateful: 0

nat46: 0O
MAP-T: O
MAP-E: 0

Packets translated (IPvo -> IPv4)
Stateless: 0
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Stateful: 0

nat46: 0O
MAP-T: O
MAP-E: 4

Packets dropped: 0
GigabitEthernet0/0/1 (IPv4 configured, IPv6 not configured) :

Packets translated (IPv4d -> IPv6)
Stateless: 0
Stateful: 0

nat46: 0O
MAP-T: 0
MAP-E: 5

Packets translated (IPv6 -> IPv4)
Stateless: 0
Stateful: 0

nat46: 0O
MAP-T: O
MAP-E: 0

Packets dropped: 0
Dynamic Mapping Statistics
vové
Limit Statistics
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GE)  fliF b —EBMEEFEBTH7-DIT, Cisco SD-WAN YV U =—3 3 | Cisco Catalyst SD-WAN
ELTT 7 RADERINE LTz, SHIZ, CiscolOSXESD-WAN U U —Z 17.12.1a B LT}
Cisco Catalyst SD-WAN U U —2 20.12.1 AR, RO = R —3 2 FOEEREH I ET,
Cisco vManage %> 5 Cisco Catalyst SD-WAN Manager ~®DZ % | Cisco vAnalytics 7> & Cisco
Catalyst SD-WAN Analytics ~?»Z: % | Cisco vBond 7> Cisco Catalyst SD-WAN Validator -~
DZEF . CiscovSmart 75 Cisco Catalyst SD-WAN O > hO—S5~DZEH . B L Ciscoa v
kB—575 Cisco Catalyst SD-WAN I3 ViR—R > h~DEHE, §_XTOarR—x b
77 v FAEROCFERR Y A MIOWTIE, &HOY V—X/—FaZRLTIEE0N, H
LWARTI~OBITIRHIE, Y7 Y =7 -G Da—W—A =T = f AFHFA~DBERER 2T 7
B—FIZEY), —#HO RF 2 A MIHLIBREOR—BNEENDATREERH Y £7,

« NAT66 D% E (150 ~—2)

« NAT66 DIA & DIA L— RO E (158 ~=—7)

* NAT66 DIA /v — kN FEiA (167 ~=X—3)

*NAT66 DIA ZfE L7124 A ¥ T4 X —T =4 X (171 =)
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X B

NAT6s D% |

® 25 EEDRE
HRES 1)) — R IEHR B
NAT66 DIA OH7R— |Cisco I0S XE Catalyst |[Pv6 725 IPv6 ~D %y U —27 7 1L AZEH#

K

SD-WAN U J — 2
17.7.1a

Cisco vManage 1 U —
A 20.7.1

(NAT66) ¥4 L7 b AV E—Fy N T 7%
2 (DIA) HEEIC L V. IPv6T /31 A%, IPV6
PRIy ks H—NONEIEETLT RLAT

V7w  REINRETLT RLAT LT 1y
7 AZERTEET,

NAT66DIA Z{EH 3% &, m—J /L IPv6 A
=Xy NNTT 4wV %, MTUAKR—
VPN (VPNO) %L CH¥—EAIVPN (VPN
1) WHA U F—Fy NCES#EEETDHZ 2N
TEET,

NAT66 DIA X, Cisco SD-WAN Manager, CLI,
FIET A ACLI T 7L — &AL T
RETEXET,
ZOMRETIX, BrLWCLI 2~ RAAEAX
NTHWET, HTLWNAT 2~ RIZBEd 53¢
HIZ oW TiX,  [Cisco IOS XE Catalyst
SD-WAN Qualified Command Reference Guide]
EHLTLIEE N,

NAT66 DIA DD
WAN U > 7 DY R —
K

Cisco IOS XE Catalyst
SD-WAN U U —2X
17.12.1a

Cisco Catalyst SD-WAN

Manager U U — &
20.12.1

B D WAN U > 7 i L Cra—Hh /L IPv6
NG T4y T —Fy NMTEREHITT
%5 X 91T NAT66 Z iR ETE £9,

SLAAC ZfEf L 7=
WAN A V' Z—7 = A
ATOIPv6 7 R LA
D H B E

Cisco I0S XE Catalyst
SD-WAN U U —X
17.13.1a

Cisco Catalyst SD-WAN
Manager U U — &
20.13.1

=BT KNREAL XA~ (RA) LT 4w
7 AEFEH LT, NAT66 'L 7 (v 7 AZEHA
HOIPv6e 7 RLUAZBEINICHI D Y THZ L
T, A7—hL A7 RLAHBEE (SLAAC)
ERETEET,
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Cisco IOS XE Catalyst
SD-WAN U U —X
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Cisco Catalyst SD-WAN

Manager U U — &
20.13.1

Ta—AT 4 v ¥R AL, NAT SAD 7 11—
LUV DOAREE A Fdk L. NAT /R ADEF(C

LTV r—raryr7a—n0ky F&
nNRnWEolLEd, 74— "y hA v
Ay w3 (DPI) CTl#ID/7r sy h—FH
KT DHE, Ty P—HiX, ZORRALRT
TNl —2a VORPIO T a—RNIEDIRAT
FEINDEIITL, W DDDRT > hD
BIZDPI = PN L » TNy b —EnNR
wmEansd L, RY =24 RALTHRR%E
EELET,

NAT66 DIA TD—Jt.
BT — 2R Y v—
D R—k

Cisco IOS XE Catalyst
SD-WAN U U —2&
17.13.1a

Cisco Catalyst SD-WAN
Manager U U — A
20.13.1

nat usevpn 0 =~ > RZ&fEH L C—oEBAl
T—HRY U—EHRETEET, JHUZLY,
RY o ——F A FESN T, HETIP BE
iRz, — BT 5771 v 75 VPN
0 IZEEENET,

ZOREILX, V—ERABIUR NS
R—=FrENFET, 74— N Ry I 4TS g
IZ. DIAL— FMEHTERWEEIZ, T
TAYTWN—TFT 4 TN T =N 7 L,
F ==V A NRZREEHTHEIICLETS,

NAT66 DIA /L— kD
FEAT OV AR — b

Cisco IOS XE Catalyst
SD-WAN U U —2
17.14.1a

Cisco Catalyst SD-WAN
Manager U U — A
20.14.1

BGP % 7-1Z OSPFv3 7' 1 k =1/~ NAT66
DIA V— M OFHEAMZHETE LT,

NAT66 DIA 2T — 4
AL Ay b OY R
ke

Cisco I0S XE Catalyst
SD-WAN U U —X
17.14.1a

Cisco Catalyst SD-WAN

Manager U U — A
20.14.1

Cisco SD-WAN Manager = 27 C NAT DIA A7 —
B A FE=H—TX %7, nat-update & FEE
NDHH LA X MZL - T, [Events] ~<—
IZNATDIA D AT — X ANMFERINET,

NAT66 DIA IZ X 5
Point-to-Point Protocol

(PPP) ¥ A YT A
H—T 2 ZADYR—
[N

Cisco IOS XE Catalyst
SD-WAN U U —X
17.14.1a

Cisco Catalyst SD-WAN

Manager U U — &
20.14.1

Z OFREIZ X W . PPP over Ethernet (PPPoE)
& PPP over Asynchronous Transfer Mode
(PPPoA) D 2 FEYHD PPP ¥ A ¥ T A L 4 —
Tz ADYR—FRBIMEET,

COMEEEFEHTH L, IPve F—EXEB IV
YA NMZT 7 CATDHIZDDPPP XA YT A
VHE—T o f AR ETETET,
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NAT66 DIA [ZR89 1R

IPv6 735 IPV6 ~DF% > KT —2 F L7 v 7 ZZEH (NPTvE) 1%, IPv6 7 RLAF L7 1 v
T AERDIPV6 T RVAT VT 4 7 ANCEMWT HAT=ALTT, HINDHT RLAE
B UL, IPv6 205 IPv6 ~D X > N U —27 7 KL AZ5H (NAT66) T9, NAT66 HERE A V-
R—= " 5T /31 L, NAT66 b T v AL —& LIEENET, NAT66 T AL —HF L, %
BT LsieDT L ALHEEREA 2L L £,

N

(GE)  NPTv6 #&BEIX. Cisco I0S XE Catalyst SD-WAN U U — 2 17.7.1a @ Cisco Catalyst SD-WAN |Z
ASIDHNZ, CiscolOSXE 77 v N 74— AT CTICHIHRHET L7z, FEML _Ob\“Clj;\
1P Addressing: NAT Configuration Guide] #Z M L CT< 72X\,

NAT66 DIA i35 &, IPVO BRETH LRy NT—I 0nbilOoxy NT—27123 7y b
UEA LY hEZIFERETEET, NAT66DIA i, Wikt U —27 L2y hU—2 N
D7 RUAMIC 1:1 OBRER>T7 VI ) R AL AR LT, BAdxy NIV —7 %
AR L, v~V TFH—I 7, Ao, BXOET7Y—E73xy hU—J ¥ KR — FT&
£7

NAT66 DIA (X, 64 > "NEWBA DT VT 4 v I AEAZT 4 v 7 IPv6 A MEI DL %
R—RFLZET, IPV6 7 RLADTF VLT 4 v 7 A DHNEBRENE T,

A\

(X)  IPv6T R L AT Cisco SD-WAN Manager (27 7 £ A3 541X, URL (2R — &5 8443 % 5
ELTLEEN,

i

https://[cisco-vmanage IPvé-address]:8443/

NAT66DIA 7O —D AT 14 v F R AR
PAR—FENTWDH/NY U —A : Cisco I0S XE Catalyst SD-WAN U U — & 17.13.1a,

NAT66 DIA BT 7V r— g v —BO— BT — 2K O —THEINTWDEE, /S
ADEFIZEY, NAT66DIA RV > — D3R L7 7V r—varyva—nity b3
HAREMENHVET, X, TV r—va UANI—EHTAHET =R —RNHV,

7 7 a Y HRNAT66 DIA Th D56, EAIDOW ONONTry MET 4 =7 "7y b A R
N7 vay (DPD X o TSN WA NH Y £3, L7235 T, NAT66DIA 77U
g—ayRY) =B LRy M &wmmwaHMNﬁ~A~v4Ax«@
N—T 4 TN ET, 7a—D0ilEhbd s, 7r—DFD%RO/N Ty NI, T—FRY
y—fﬁ%énfwéNM“Dmﬂx%ﬁ%Lifo:®NX£EKiD\7H—ﬁUﬁy
FENFET, ZhUE. RSARRRLDL L R D T T AT PEETLETIIR— R OF A
BOENERLZEEERL, =" ZFHARTCP 7u—%2 Uty b LET,

NAT66 DIA 7 2 —D AT 4 v F 3R AEHEIL. NAT66 /S AD 7 o — L-YLIREA Fodk L £77,
T a—DEIO/NT sy NIRFENAT66 DA, 207 v —05k0 O3 > N HFHENAT66 /N A %
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ERALET, BI04 > h 78— NAT66 DIA SRR BEHTAES, 2070 —0EY O
N b NAT66 DIA XA ZHH L E9, ik, NAT66 DIA T — X R Y o —TiET 7 /v
rCHENZ 2> TWET,

Cisco IOS XE Catalyst SD-WAN U —217.13.1a7>5., NAT66 DIA 7 2 —D AT ( v F R A%
BT 74V N CHENC 2> TWVWET, 78— RAF 4 vF RAZENZT B2, CLIT R4
VT L—REFEA LT —h T4 XENTAR Y > —T flow-stickiness-disable ==~ > R & {#
ALET,

NAT66 DIA O {L#8 A

L. 7530FH A MDIPV6 7 FA4 T ME, v bY—27D T AKR— Ml (VPNO) 125
% Cisco SD-WAN Manager 7 — X B X —IZT7 /AL ELH> L LET,

2. Cisco I0S XE Catalyst SD-WAN 7 /3A A [L, IPv6 7 KL A% % —E X VPN (VPN 1)
5. %Y =7 D WANMRITHD X I A MKy b7 AKR— K VPN (VPNO) (Z/L—
T4V LET,

3. NAT66 b T2 AL —H %, IPVv6 > HIPV6 ~D T L7 7 AZ5#i% E{T L £7, Dynamic
Host Configuration Protocol /3—3" = > 6 (DHCPv6) TiL, 'V 7 4 v 7 AF{LDT=HIT
IPV6 7'V 7 ¢ 7 AFHIZ Y — A IPV6 T VT 4 v 7 APKETT,

NAT66 ZHilZ, FTI LU AR—FVPNA LV Z—T =4 ATEALET,

DHCPv6 'L 7 4 v 7 AFALIZ LV, ISPIFEZE DR hT— 7 NTHEHT BRI L
T4 7 AEFEVYRTCH oA HEMLTEET, V7 4 v 7 AF(LIX, DHCPv6 7
VI D AFEAT v av2FEHLT, Yuxf X —xv Y (PE) 7/3 AL ENEE
(CPE) ORI TITOIET, ISPHEEIZT VT 4 v I AT LT, BEITRY NU—
JEILIIHGEIL, BEORY NKU—JHNDO) 72TV T 4w 7 AEEYYTHI LN
TEET,

4. Cisco SD-WAN Manager 2°5 b7 7 4 » 7 Rk S5 & Cisco 10S XE Catalyst SD-WAN 7
NA A LDIA V— b T —T7 /L TNAT66 = RV 2B L, Ty &7 74T hD
IPv6 7 K L AIZHRE L £,

AT — b L X DHCP % {3 /A L 7= NAT66 DIA D% E

Cisco I0S XE Catalyst SD-WAN U U — 2 17.13.1a /5, M—F T RARZ A XXk (RA) 7L
TA YT ATAT—FLAT FLUAHBRE (SLAAC) ZfEH LT, WANA »F—T = A A
TIPV6 7 RLAZHBERTETCEXEd, A5 — L ZDHCPv6I(L. SLAAC & DHCPv6 D5
bETT, TXARTIOE Y PRABREESNTZRAZEGELETA, ME Y MIRELEEA,
DHCPV6 ' —R—N T T AT F T RLANRAL T 4 T EIBITAVNENRWZD, Zh
IZAT— LA DHCPv6 L FFENE T, RAT L7 4 v 7 AlF, =AU T T4 v 7D
IPv6 DIA O NAT66 Tl C&x £9, RET DL, RUBEILT VT 4 v 7 A 5004
VHE—T A ALBAETEET,

Bi469 D a1IC, DHCPv6 & SLAAC DR EINTWD Z & &R L E7, sEic oW T,
lNnformation About DHCPV6] #Z ML TL 72 &1y,
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Ty T N—IVBRREIIL., =BT 5L, T T 4 v T IENED BNV E
9, NAT66 (X, V—EAFFARNERAT VT 4 v I AEHEFGTHIZDDNA U RT—T )%
HEFFLET, —E R MllAf o H—T = A ZABD IPv6 7347 RS DIA XA Z @4 5354,
RAF VL7 4w 7 ZZ&MHLTCIOREETLT FLALEHRENT-HETLT RLRIZH L TAA
Y RPER ESNE T, Ty FERICERTEAIEL. R AL > RS E T, NAT66IL,
BEINERE, XM U R M) B LET, 740 DX A LT D MEIX555 T,

A B—=T 2 A ADT VT 4T ABEWNL—NTF, Ty NRZEDA X —T = A AZ@iEd
LHEENDOHBENTHY, RATT VT 1 v 7 ZABWIL— VERE LI ST A 2 —7 =
AAZRET HLEITH Y XA,

[Translated Source Prefix] %> A7 ADT 7 4/ M & L TET 5 &, SLAAC HEREIC L > TH
BPIZRA T L7 4 v 7 A ONE) BEEENE T, ERLSOGAIE. B —LTHNRT
V7 4w 0 AERET DULEPRHY £,

Cisco Catalyst SD-WAN Manager £ 723 CLI Z i/ L T, A7 — F L A2 DHCP % [l L 72 NAT66
DIA ZRETE £7,
« Cisco Catalyst SD-WAN Manager |Z & % A7 — k " 2 DHCP % i ] L 7= NAT66 DIA D iE

«CLI TA7— b L 2 DHCP #f# fi L 7= DIA DR E

17 —% K1) —%Z A L - NAT66 DIA

—nEH

PAR—FENTWSH/NY U —R : Cisco I0S XE Catalyst SD-WAN U U — & 17.13.1a, Cisco
Catalyst SD-WAN Manager U U — % 20.13.1

natuse-vpn0 a2~ > R&fEHAT 5 &, CiscolOS XE Catalyst SD-WAN 7 /3 A A C— o B 5 —
HZRY =% L TNAT66 DIA L — FERETEET, ZhICEY, 7—X T 7497
X, P77 AR—=KVPNIZHDA— =LA bRV ADHININAT BRI N ET, R

U HHEITE SN T, BETIP T RUARE IR, —ETHIPv6 N T 7 4 v IR
DIA [l 2/ L THESE S NE T, IPv6 T 7 1 v 71E, BEILIPV6 L7 ¢ v 7 ZAF 2T
V74w 7 AY AR, S80IPV6 VT 4w IV AEITT VT 4 v 7 AU A SO—JrEER
WY ——BIEHEZ ISV T, DIAERRZ T L T3E5E T R L ADNAT66 D ITHRE SLET,

TNA ADH— B AT NAT66 Z 5% ET D21, T35 ADH—1E A VPN NIZ NAT66 A1 >
H—T A A%EFHFHE L THh B, Cisco Catalyst SD-WAN 1> h 12— 7 T pEHA T — 2K Y
D—ERELET, ZORY T, BERTIVT 4 v I RAEFHEOTFT—EZ T T v T Y —
v A NAT 125 L E9,

Fv hU—=7 O —EZANCHAY F 57 —HX DO NAT Zi%ETE £9, ¥— AH NAT (%,
RSN TSN T =R v—L BT 5, NBBLUIMEAA N7 RLADT—4
NT T 4w BERBLET,
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CLIT > 7 L— FOFEFAOZEMZONTIL, CLIT7 RAVHEET 7L — B L OCLI T 7
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Cisco SD-WAN =1 ha—F TF— &R U 2 —|Z 2 - T NAT66 DIA Z K ET B H 2 KIZTR L
F7,

Device# policy
data-policy policy-name
vpn-list vpn list
sequence number
match
source-ipv6 ipvé-address
|
action accept
nat use-vpn 0
nat fallback
set
local-tloc-color lte

Cisco Catalyst SD-WAN Manager Z{ER L f=7—42 /K1) > —([Z & % NAT66 DIA D% E

HHR— R ERTVWBR/AY U —2Z : Cisco I0S XE Catalyst SD-WAN U U — 2 17.13.1a 35 L O}
Cisco Catalyst SD-WAN Manager UV UV — 2 20.13.1,

—ILEHR T — 2R Y >—ZHH LT, Cisco SD-WAN Manager C7 4 —/L3w 7 L & §|Z
NAT66 DIA @ IPv6 —ES:th e 77 v a V& ERTETE £,

1 Cisco SD-WAN Manager D A = =—7/>5, [Configuration] > [Policies] DNEIZEIR L £797,

2. [Custom] 47> a > d Ka v 7% 7@ [Centralized Policy] C [Traffic Data] % %R L £
ﬁ‘o

3. [Add Policy] Kva v X 75, [CreateNew] #7 U v 7 LET,

4., [V—4 U AHX AT (Sequence Type) | %7 U w27 L, [#AZ L (Custom) | Z#INL F
j—o

5. [(H)>—7/r > A—) (SequenceRule) %7 U2 LT, FHHO—r A — %
L ET,

6.  [Protocol] K=y 7 X7 ) X hC, [IPv6] Z IR L £,
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NAT6s D% |
B &vo—or—TEsRLEF—4KY o —I2& % NATGE DIA DR E

7. wyTFFEMHEBEMLESL, [727 3 (Actions) ], [KFE (Accept) [DIEIZZ U 27 L
\i—a—o

8. [NATVPN] %27 U w2 L, [Z7#+—A/3v”7 (Fallback) |F=v 7Ry &A1zl
EJr RN

9. [T7varofffit A (Save and Match Actions) %27 VU v 7 LE9,
10. [T—# KV —0DOfRT7F (Save DataPolicy) | %7 VU v 27 LET,

Cisco SD-WAN Manager % il L T NAT 7 4 — /N v 7 2G0T 5120k, RO FIEE FITL
TTF—42RY v—%EBLOHRELET,
RO — e HRAR Y —&fREL, R —F A AR —FLET,

1. Cisco SD-WAN Manager O A = =—7>, [Configuration] > [Policies] DJIEIZEER L &
R

2. [Custom] 7> a > ® K v 7% 7@ [Centralized Policy] C [Traffic Data] % &R L
£7

3. [AddPolicy] Km v 7 & 7 b, [CreateNew] &7 U v 27 LET,
4. [—r 2B A7 (Sequence Type) | %27 Vw27 L, [ A% (Custom) ]| ZiEIR L

iﬁ‘o

5 [(#)¥—%7 2 A/L—)b (SequenceRule) 1% 7 V27 LT, HFHHO—r A —L%
ERLL 97,

6. v vITEKMEEEBMLIZL, [727 3 (Actions) ]. [ (Accept) ] DIEIZZ VU >
7 LET,

7. [INATVPNI %227 Vw27 L, [Z74—/L Ny 7 (Fallback) | F = 7Ry 7 A%&F T
Li‘é‘o

8. [T 7 varofffE L B4E (Save and Match Actions) %7V v 7 LT,
9. [T—#HKV—DFR{F (Save DataPolicy) [ %#7 U v/ LET,

RY)S—TI—TH#FERLET—2K") —[Z& 5 NAT66 DIA D% E

Cisco IOS XE Catalyst SD-WAN U U — 2 17.13.1a /5, REZ /V—7" % L T, CiscoSD-WAN
Manager CA7 — k L' 2 DHCP % [l L T NAT66 DIA %% E CT&E £7,

1. Cisco SD-WAN Manager A == —2>5 ., [Configuration] > [Policy Groups] ONEIZER L F
j—O

2. [Application priority & SLA policy] #7 U » 7 LT, RV v —%/Elk L £7,

BEfFOR Y v —%MRET HI21E, [Action] D FIZH DT 7V r—3 a EHIENL & SLA R
Vy—DRICHDEMIET A2y (L) #27 Vv 7L, [Edit)]&#27 Vv 7 LET,

. Cisco Catalyst SD-WANNAT 2> 7« ¥ L—3 3> 4 K. CiscoI0S XE Catalyst SD-WAN ') ') —X 17.x



| NATee DEEE
NAT66 DIA OO F 55 .

3. [Internet Offload Traffic] C. [ApplicationList] Ku v X 7 U A KWL T 7Y r—3 3 v
Z 3R L, [FallbacktoRouting] &7+ a &4 LT, XA VI v A F—Fv "NT 7
TAEHRELET,

4. [Apply Policy] T, 5, VPN, BLOAS v F—T = A AEHELET,
5 [Save] =7 VU v 7 LET,

NATG66 DIA O F| =
s B —HNVIPV6 A VX —F v N v T T 4T EYR—F L, T AR—=FVPNEZI LT
P— A VPN S A o H—Fy MMCEBEHET
IPV6EREE T, DRy NI —IMBROXRy U =718y " &2 U E A L7 MEiTER
wRTEET
cEBNTET AV —ay RN T —v U AL R
o BEIRNE OV & R AE O HIEIT BTk
o BrlihE = A OFIEC B R
e JE— M)A MIDIAZIRYHTH LT, 790 FA 74 ADL—Y —2 7 AR =
Axm bExEET,
« Cisco I0S XE Catalyst SD-WAN U U —Z 17.14x n 5, BT —BILOEA YT A L X —
TxAf A&V HR—FLET,

NAT66 DIA D #IfRE1E

« 77 AT U4/, AppNav-XE, BLOILFF¥ X NI FR—FINTHEHA,

Cisco I0S XE Catalyst SD-WAN U U —Z 17.12.1a 725, NAT66 TIX7 7 A 7 U 4 —/L&f
HTE £,

*NAT66DIA F T 7 4 v 7 70 —DHNBNYR—rEhEd, =Rl NTT7 4w 7
oIV AR—FrEINTWEEA,

o — Tk ENTZFT —F R Y > —IL, NAT66 DIA TIIHR—FEHTWHEHA,

Cisco IOS XE Catalyst SD-WAN U U — 2 17.13.1a 726, — @ HAIST —Z K U 2 — I NAT66
DIA CTHHR— S ET,

« NAT64 & NAT66 DAL HEIT. FUA v Z—T oA ATITHR— SN THEE AL
« & VRF CHR—RFENDHT VT v 7 AZEHT 1 D75 TT,

Cisco IOS XE Catalyst SD-WAN U U —2 17.12.1a /"5, VRF Z L IZEBEOT V7 1 v 7 A
BN AR —FIhvET,

« NAT66 DIA TOEED WAN U > 7 OERIZY R— SR TWWERA,
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NAT66 D3t E |
B vatesoia & oA L —roEE

Cisco IOS XE Catalyst SD-WAN VU U — 2 17.12.1a 7° 5, #%50 WAN U > 7 73 NAT66 DIA
THR—bFSNET,

o P—ERIPVv6 L—T 4 771 b a/L&EMH L7 NAT66 DIA /V— k OFEAGIZ A — b
S TWEFA,

Cisco IOS XE Catalyst SD-WAN U U — 2 17.14.1a 5, BGP £721% OSPFv3 711 k =1 /L~
@ NAT66 DIA /L — FEHEAZRETEET,

cUTNEALOERT IV r—aryoarloIv 740 2—7xA A (APD) (FHR—
FENTWER A,

« NAT66 DIA /— MEEZ RIS 21201E, VPNOIZT 7 4V hb— b2 & D LERH
V) \i—gqo

B =Ry NP TA U F =T o f ADHRPE— F IR TVET,

V=BT RNREA XA N (RA) DT VT 4 w27 ZlE, NAT66 7 L7 v 7 AZEHTIE
PR—=FINTWEREA,

cINTFTFT =D V= ADHIRITY R - F ST EREA,

* NAT66 % L 7= IPv6 TLOC JLaRIZ VA — F STV EH A,

NAT66 DIA & DIA JL— FDEETE

NAT66 DIA 5 & U NAT66 DIA JL— b ZFMIZT 56D T—9 70—

1. IPv6 H® [Cisco VPN Interface Ethernet] #4787 > 7' L — h Z {1 L T, NAT66 DIA Zf %)
WZLET,
[Cisco VPN Interface Ethernet] 7> 7L — MX, F 7 AFR—F (WAN) A v Z—T7 A A
ELTHEHINET,
[Cisco VPN Interface Ethernet] 7 > 7" L— k Zf#i ] L "C NAT66 DIA % 23 5 kO FEM
WZOWTIE, INAT66 DIA DFRE)] 25 L T a0,

2. H—E XMl VPN (VPNO LF®D VPN) Toh % [Cisco VPN #iET > 7L — M &2FEH L T,
NAT66 DIA IPv6 /L — F ZRE L 7,
NAT66 DIA IPv6 /L— F DFEDFEAMMIZ OV TIL,  [NAT66 DIA /L— kD
TLEEY,

\\\)ﬂ;

UEl ZZML

Tl
o

NAT66 DIA D& FE

1. Cisco SD-WAN Manager A == —7>5, [Configuration] > [Templates] %% L F 7,

2. [Feature Templates] 227 U » 27 L¥7,
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| NATee DEEE
CU7 KALFoTL— %A LIDHCP TL 7 1 v 2 2E5E0EME [

Y

()  CiscovManage Y U —A20.7x U U —ATiX, [Feature Templates] % A b /L% [Feature] TI°,

3. [Cisco VPN Interface Ethernet] 7 > 7' L — b & fRET H1Ti%, .. 227 U v 7 L, [Edit] &%
WLET,

4. [NAT] %7 U w7 L, [IPv6] Zi&IR L £,
5. [NAT] Ry 7Z U A T, A=a—7 % [Default] 75 [Global] IZZEH L £,
[On] 27 U v 7 LT NAT66 # BN L £,
6.  [NAT Selection] 7 .t —/L KT, [NAT66] Z 3K L £,
7.  [New StaticNAT] %7 U v 7 LE7,
8. [Source Prefix] 7 4 —/L KT, £EITLIPV6 TV T 1 v 7 A& EL LT,
9.  [Translated Source Prefix] 7 4 —/L RC, BN EEF LTV T 4 v 7 AEELET,
10. [Source VPN ID] 7 4 —/L R T, #%[E7C VPNID Z48E L £ 7,
11. [%#H (Update) 1227V v 7 LET,

CU7 FA YT TL—bEFERLEZDHCPV6 TL T 4 v REZEEDE
shik

1.  Cisco SD-WAN Manager A == —7>5, [Configuration] > [Templates] &R L £ 7,

2. [Feature Templates] #7 VY v 7 L £,

3. [Add template] 227 U v 7 LET,

4. [Select Devices] T, T v 7 L— b &BAERRT DT NA AZRINL 7,

5. [Select Template] ©, [OTHER TEMPLATES] %7 > a > £ TCFIZAZ v—/L L, [CLI
Add-On Template] 7 U v 7 LET,

6.  [Template Name] 7 1 —/L NI, #8ET 7' L— FOARTIZ AT LET,
7. [Description] 7 4 —/V RIZHHET > 7' L — M OEHEZ AT LET,

8. [CLI CONFIGURATION] fHJk ¢, DHCPv6 %X E&x AJJ L E T,

interface GigabitEthernetl
ipvé dhcp client pd prefix-from-provider
ipvé dhcp client request vendor

9. [Save (RTF) 127 U2 LET,
CLI 7 K4 > 7> 7 L — hiZ, [CLI CONFIGURATION] 7 — 7 VIZE RSN ET,
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NATE6 D |
B v on - romE

10. CLI7 RAUVHERET 7L — b EMEHAT 21203, T AT 7 L—FERO LD IR
%Liﬁ—o

1. Cisco SD-WAN Manager A = =—7>5, [Configuration] > [Templates] % #&K L 7,
2. [Device Template] 27 V v 7 L ¥7,

A\

()  CiscovManage U U — % 20.7.x LLRETD U U — AT, [Device Templates] % A k V1% [Device]
‘(“jqo

38 [...z7 Y vy7 L, [Edif] Z#RL £,

4. [Additional Templates] £ CA~ m—/L' & 7 2 L, [CLI Add-On Template] K= > 7% %
YUR NS, LAENCHER L7z CLI 7 RA U B§RET 7 L — R & RIRL £ 77,

5 [®#r (Update) 127 U7 LET,

NAT66 DIA JL— k DEEE
[Cisco VPN] 7 > 7' L — kT NAT66 DIA Z{HH L T IPv6 /L— b ZH L ET,
VPN1 2R EDTXTOPF—ERAVPNIZ, DIA T 7 4 v 7D T AR —k VPN (VPN 0)
Ry NeV—T 47 LET,

CiscoVPN 7> 7L — + %{# A L 1= NAT66 DIA )L— D ERTE
1. Cisco SD-WAN Manager A == —>5, [Configuration] > [Templates] % 3R L ¥ 3,

2. [Feature Templates] #7 V v 7 L %7,

N

(G¥)  CiscovManage UV U —%20.7x U U —AT|X, [Feature Templates] ® % A b /LiL [Feature] TI",

3. [CiscoVPN] 7> 7L — hEfRET DT, 7o 7 L—bofIchd .. 270 v 7 L,
[Edit] 2R L £7,

4,  [IPv6Routel 7 U v 7 L7,
5  [NewIPv6Route] #7 V v 7 L%,
6.  [Prefix] 7 4 —/V FiZ. NAT66 ZEH#D IPv6 7'V 7 4 v 7 A% AL E T,

7 a— VIR NEEB L OWMNE 7 V7 ¢ w7 AL, virtual routing and forwarding (VRF) &
LIZ—ETHOILERDY 7,

IPv6 L7 4 v 7 AFfE (PD) V7 4 v 7 AL, IS6 LT THANERH D F£97,
Ta—"NAHNET LT 4w 7 AL, VRF ZEIC—BTHAIVLEND Y £97,
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10.

Cisco Catalyst SD-WAN Manager [Z & 5 X 7— k L X DHCP %{$ A L 1= NAT66 DIA D% E .

WD T V7 4 v I AR ENTOT VT 4 v 7 ARIFFE U THLMERDH Y 77,
/56 DPD F L7 4 v 7 ATHRK250 D VRE BN R—KENET,
[Gateway] 7 + —/L KT, [VPN] &2 U v 7 LE7,

[Enable VPN] K& v 7 X7 U A RC, A =—7% [Default] 7> 5 [Global] IZZH L, [On]
#7 Vw7 LTVPN ZHZLET,

[NAT] Ky 7H U A NT, A=a—7% [Default] 75 [Global] (ZZ® L, [On] %7
U w7 LTNAT66 ZHMZLET,

[E# (Update) 127 Vw27 LET,

Cisco Catalyst SD-WAN Manager [k 5 X7— L X DHCP %{ERA L 1=

NAT66 DIA D&% 7E

Cisco Catalyst SD-WAN Manager V U — 2 20.13.1 )5, iXEZ/V— 7% LT, CiscoSD-WAN
Manager TA7 — I "2 DHCP Zf#i[f] L T NAT66 DIA Zi%/E CT& £,

1.

10.
11

12.
13.

Cisco SD-WAN Manager ® A == —7>b, [Configuration] > [Configuration Groups] % %
WRLET,

[Add Configuration Group] %7 U v 27 LT, ¥ LWERE Y V— 7% ERT 57>, [Actions]
DOFO[Edit] 27V v 7 LTBHFEORE NV—TZfmELET,

RIETN—TEmET DI, BIChHD[L]EZ Y v LT, [Bdit] @8R L ET,
[Transport Profile] % 27 U » 7 L ¥,

[..] (VPNESREOH IZH D) %27 U v~ LT, [Add Sub-Feature] Z3#{R L £ 7,
Fay7Z T XA —= Y M A U F—=T = AZEIRLET,

[NAT] > [IPv6 Settings] DIEICZ U 7 LET,

[NAT] kr v 7H U A KT, A2—7% [Default] 7»5 [Global] (ZZ&# L, NAT66 %
Bz LET,

[NAT66] 472 =1 T, [Add Nat66] &~ U = 27 L, [Source Prefix] & [Source VPN ID] %
HELET,

[Translated Source] 7 « —/V RIXL AT LADT 7 4/ MEOE FIZLET,

[Egress Interface] K2 v &% 7> U 2 N C, A=2—7% [Default] 2> 5 [Global] IZZH L |
WA 2 =T = ZEHHLET,

[Add] 27V v 7 LET,
[Save] 27 U v 7 LET,
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NAT6s D% |
B 47> 7L— FICEBRF— - LR DHCP %4 L 1= NATG6 DIA DR E

WEET Y TL—bMIZ&kDXT— kL X DHCP Z{EF L 1= NAT66 DIA O
X TE

Cisco I0S XE Catalyst SD-WAN U U — =% 17.13.1a /5, FERET > 7 L — h & L T, Cisco

SD-WAN Manager CTA7 — bk " 2 DHCP % f ] L T NAT66 DIA Z# 3% E CT& £,

1.  Cisco SD-WAN Manager A == —7>5, [Configuration] > [Templates] % %R L &7,

2. [Feature Templates] #7 V v 7 L £,

3. [Add template] 227 U v 7 LE T,

4.  [Select Devices] T. T v FL— F&R1ERTHTF A A2 @RIR L £,

5. [Select Template] T, [VPN] &2 > 3 > F TFIZAZ m—/L L, [Cisco VPN Interface Ethernet]
Vw7 LET,

6.  [Template Name] 7  —/L N2, ¥&8ET 7 L — FOARTIZ AT LET,

7.  [Description] 7 4 —/V RIZHRET 7' L — FOFBZ AT LE T,

8. [NAT]>[IPv6] DJiEICZ UV v 7 LET,

9. [NAT] ke vy F& U AT, A3—7% [Default] 7> [Global] IZZ58 L £,
10. NAT 28T 5I2iE, [ON1Z2 27V v 7 LET,

11. [NAT Selection] kv v 7 # 7 X F T, A=3—7% [Default] 7> [Global] {ZZ 5 L.
[NAT66] &R L £7,

12.  [New StaticNAT] %27 U v 7 L ¥,
13.  [Source Prefix] & [Source VPN ID] #&3%E L £ 77,
14. [Translated Source Prefix] 7 4 —/V RIZT AT LADT 7 4/ MEOE FIZ L ET,

15.  [EgressInterface] K2 v 7% 7 J XA N C, A2 —7% [Default] 2> 5 [Global] IZZEH L |
[Yes] 7 U w27 LET,

16. [Add| %7V w2 LET,
17. [Savelx27 U > 27 LET,

CLI #{£F3 L - NAT66 DIA D% E

NAT66DIAD A2 T4 v NAT LT 4 v RAEHDHTE

interface GigabitEthernetl

ip address 10.1.15.15 255.0.0.0
no ip redirects

load-interval 30

negotiation auto

nat66 outside
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BRE

cu = L1 naTes DIA 0z ]

ipv6 address 2001:DB8:Al:F::F/64

no ipvé redirects

service-policy output shape GigabitEthernetl

|
nat66 prefix inside 2001:DB8:380:1::/80 outside 2001:DB8:A1:F:0:1::/80 vrf 1
nat66 prefix inside 2001:DB8:A14:18::/80 outside 2001:DB8:Al:F::/80 vrf 1
nat66 route vrf 1 2001:DB8:A14:19::/64 global
nat66 route vrf 1 2001:DB8:3D0:1::/64 global

CLI TRXT— hL X DHCP %A L 1= DIA DR FE

interface GigabitEthernetl

nat66 outside

ip address 10.1.15.15 255.0.0.0

ipvé address autoconfig

ipvé enable

ipvé nd autoconfig default-route

no ip redirects

load-interval 30

negotiation auto

no ipv6 redirects

service-policy output shape GigabitEthernetl

|
nat66 prefix inside 2001:al14:18::/64 outside interface GigabitEthernetl vrf 1
nat66 prefix inside 2001:al14:18::/64 outside interface GigabitEthernetl

NAT66 DIA D) > 7 DERTE

Cisco I0S XE Catalyst SD-WAN U U — 2 17.12.1a 7%, NAT66 DIA DEHOH 1A > 4 —7 =
A AEHRECTEET,

IZ, GigabitEthernetl & GigabitEthernet4 D 2 DDA > ¥ —7 = A A%&A#iH L T NAT66 DIA %
RETHHIERLET,

interface GigabitEthernetl

no shutdown

ipv6 address 2001:al:f::f/64

ipvé nd ra suppress all

no mop enabled

no mop sysid

negotiation auto

nat66 outside

|

interface GigabitEthernet4

no shutdown

ipv6 address 2001:a0:14::f/64

ipvé enable

ipvé nd ra suppress all

no mop enabled

no mop sysid

negotiation auto

nat66 outside

|
nat66 prefix inside 2001:a14:18:0::/64 outside 2001:al:f::/64 vrf 1 egress-interface
GigabitEthernetl

nat66 prefix inside 2001:a14:18:0::/64 outside 2001:a0:14::/64 vrf 1 egress-interface
GigabitEthernet4

nat66 prefix inside FC00:1:2:3::/80 outside 3001:al:5::/80 vrf 100
nat66 route vrf 1 2001:a0:5::/64 global

nat66 route vrf 100 ::/0 global
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B v o 550 0A L FREORR

FEHBIZ DWW TIEX,  [Cisco I0S XE SD-WAN Qualified Command Reference Guidel @ nat66 prefix
avry ReZRLTIESN,

NAT66 DIA @ DHCPv6 L 7 1 v ¥ RRFDERE

interface GigabitEthernetl

ip address 10.1.15.15 255.0.0.0

no ip redirects

load-interval 30

negotiation auto

nat66 outside

ipvé address dhcp

ipvé address autoconfig

ipvé enable

ipvé nd autoconfig default-route

ipvé dhcp client pd prefix-from-provider
ipvé dhcp client request vendor

arp timeout 1200

no mop enabled

no mop sysid

service-policy output shape GigabitEthernetl
|

nat66 prefix inside 2001:DB8:10:1::/64 outside prefix-from-provider vrf 1
nat66 prefix inside 2001:DB8:100:1::/64 outside prefix-from-provider vrf 100
nat66 prefix inside 2001:DB8:101:1::/64 outside prefix-from-provider vrf 101
nat66 route vrf 1 2001:DB8:A14:19::/64 global

nat66 route vrf 1 2001:DB8:3D0:1::/64 global

nat66 route vrf 100 ::/0 global

nat66 route vrf 101 ::/0 global

NAT66 DIA &5 & Uf DIA JL— +E%E DFERE

NAT66 LT 4 v O REBRT Y ) DRE

Device# show nat66 prefix

Prefixes configured: 2

NAT66 Prefixes

Id: 1 Inside 2001:DB8:380:1::/80 Outside 2001:DB8:Al1:F:0:1::/80
Id: 2 Inside 22001:DB8:A14:18::/80 Outside 2001:DB8:Al:F::/80

NAT66 DIA JL— + DFEER

Device# show nat66 route-dia

Total interface NAT66 DIA enabled count [1]

route add [1] addr [2001:DB8:A14:19::] vrfid [2] prefix len [64]
route add [1] addr [2001:DB8:3D0:1::] vrfid [2] prefix len [64]

NAT66 1~ 1 /\—iFE DK~

Device# show nat66 nd
NAT66 Neighbor Discovery

ND prefix DB:

2001:DB8:Al:F::/80
2001:DB8:A1:F:0:1::/80
2001:DB8:Al:F:1::/64
2001:DB8:Al:F:2::/64
2001:DB8:Al:F:3::/64
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| NATes O

BRE

NAT66 DIA &5 & U DIA JL— % TE DRERR .

ipv6 ND entries:
2001:DB8:ALl:F::F
2001:DB8:ALl:F::11

s ht=/345 v O NAT66 5 O —/\LEFEET D FEER

Device# show nat66 statistics
NAT66 Statistics

Global Stats:
Packets translated (In -> Out)
: 7
Packets translated (Out -> In)
7

AT — kL X DHCP % {# /A L 1= NAT66 DIA DR
NAVT 47 M) EFRT DI, ROFIEEZFEITLET,

Device# show platform hardware qfp active feature nat66 datapath bind-dump

bind 0xdf612cc0O véoutaddr 2001:Al:F::96 véaddr 2001:A14:18::96 vrfid 3 domain 0 create
time 513092 refcnt 0 flags 0x0 mapping O0xdf54ba40 last use ts 513186 output ifhandle
0x1b

REE L UNBERBFIZBFE2ETLIA VI RAIUEZDNAT6 TS5 kT +—LDRT

Device# show platform hardware qfp active feature nat66 datapath prefix

prefix hasht 0x89628400 max 2048 chunk 0x8c392bb0 hash salt 719885386

NAT66 hash([1l] id(l) len(64) vrf(0) in: 2001:db8:ab01:0000:0000:0000:0000:0000:0000 out:
2001:db8:ab02:0000:0000:0000:0000:0000:0000 in2out: 7 out2in: 7

NAT66 75y b T4+ —L T A—/N)L A9 2 DHER

Device# show platform software nat66 fp active statistics
QFP Stats:
Interface:
Add: 2, Ack: 2, Err: O
Mod: 0, Ack: 0, Err: O
Del: 0, Ack: 0, Err: 0
Prefix Trans:
Add: 5, Ack: 5, Err: O
Mod: 0, Ack: 0, Err: O
Del: 0, Ack: 0, Err: O
AOM Stats:
Interface:
Add: 2, Err: O
Mod: 0, Err: O
Del: 0, Err: O
Free: 0, Err: O
Prefix Translation:
Add: 5, Err: O
Mod: 0, Err: O
Del: 0, Err: O
Free: 0, Err: O
DB Stats:
Interface:
Add: 2, Err: O
Mod: 0, Err: O
Del: 0, Err: O
Prefix Translations:
Add: 5, Err: O
Mod: 0, Err: O
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Del: 0, Err: O
Message RX Stats:
Interface:
Add: 2

X E Bl

PAFIL, NAT66 DIA O RY —=x > ROFREFI T,

interface GigabitEthernetl

ip address 10.1.15.15 255.0.0.0

no ip redirects

load-interval 30

negotiation auto

nat66 outside

ipv6 address dhcp

ipv6 address autoconfig

ipv6 enable

ipv6 nd autoconfig default-route

ipv6 dhcp client pd prefix-from-provider

ipv6 dhcp client request vendor

arp timeout 1200

no mop enabled

no mop sysid

service-policy output shape GigabitEthernetl

|

nat66 prefix inside 2001:DB8:380:1::/80 outside 2001:DB8:Al1:F:1::/80 vrf 1
nat66 prefix inside 2001:DB8:A14:18::/80 outside 2001:DB8:Al:F::/80 vrf 1
nat66 prefix inside 2001:DB8:10:1::/64 outside prefix-from-provider vrf 1
nat66 prefix inside 2001:DB8:100:1::/64 outside prefix-from-provider vrf 100
nat66 prefix inside 2001:DB8:101:1::/64 outside prefix-from-provider vrf 101
nat66 route vrf 1 2001:DB8:A14:19::/64 global

nat66 route vrf 1 2001:DB8:3D0:1::/64 global

nat66 route vrf 100 ::/0 global

nat66 route vrf 101 ::/0 global

Wi, NAT66 DIA DEB Y v/ #fH LIz Ry —x v RO EF TT,

interface GigabitEthernet3

no shutdown

ipv6 address 2001l:al:f::f/64
ipv6 nd ra suppress all

no mop enabled

no mop sysid

negotiation auto

nat66 outside

|

interface GigabitEthernet4

no shutdown

ipv6 address 2001:a0:14::£/64
ipv6 enable

ipv6 nd ra suppress all

no mop enabled

no mop sysid

negotiation auto

nat66 outside
|

nat66 prefix inside 2001:214:18:0::/64 outside 2001l:al:f::/64 vrf 1 egress—-interface

GigabitEthernet3

nat66 prefix inside 2001:a414:18:0::/64 outside 2001:a0:14::/64 vrf 1 egress-interface

GigabitEthernet4
nat66 prefix inside FC00:1:2:3::/80 outside 3001:al:5::/80 vrf 100
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nat66 route vrf 1 2001:a0:5::/64 global
nat66 route vrf 100 ::/0 global

NAT66 DIA /L— B E %

PFAR—FEINTWBE/NY U—2R : Cisco I0S XE Catalyst SD-WAN U U — % 17.14.1a, Cisco
Catalyst SD-WAN Manager U U — % 20.14.1

NAT66 /L— FBEMIZEET 5155

J— FEEIE. BRAN—T 477 a ba L EFET L TWABERDO RAAL UETL—T 4
VIERAEIA LET, NAT66 DIA L— NFEAA AR ET H &, BRI IPv6 7 KL AD
Open Shortest Path First (OSPFv3) F72idAR—¥— ' — v A v =z (BGP) ~DFHHE
RAEINZIe 0 £7,

JE— WA FEDRT T4 I RF—_— A Xy NT—2Z F7- 13 F R EEET S &
X, NAT66 A7 KL AEH — ALY E— hAA RDOEEITLIP T RLA GMNBAA B)

EEMLUET, BHIX., NT 74 v B Fy FU—27 D LAN (VPNI) HIZEE SN DRNCIT
bivET, v— FEEADREINTWAEGAE, NAT NS — L7 R A E 72 i3r— M,

OSPFV3 £721XBGP 7’1 h /L&t LTHy U —7 O LANIIZFHEAT SVET, D72,
HDHFRY FT—T OWNEARA ME, BRoNr—T 40770 balzFTLT0nDRl0x%y b
=7 DY E—FRAMIBETLHLOORAZFEH L E7,

NAT66 /b— FEEAR (X, 0 — D E, F230—T 4 VT ETLZEE LIZROZ AT
D— NMIEH S ET,

* BGP
* OSPFv3

CLI R—ZDRET N—TFE 138687 > 7 L — & fEH LT NAT66 DIA /L— | FECAR 2 3%
ETEET,

WRET > 7 L— k% {#H L 7= NAT66 DIA )L — F BECH DRTE
Cisco 10S XE Catalyst SD-WAN U U —2 17.14.1a /» 5., Cisco SD-WAN Manager OFEET 7
L— M & H LT, BGP 7213 OSPFv3 7’1 | =2/l ~® NAT66 DIA /L— h FHfidAi & 5% E T &
E3

HEET VL — FZFEHALT-BGP ~0 NAT66 DIA )L— FBEHFDETE

PAR— KNI TWDH/NY U —2R : Cisco I0S XE Catalyst SD-WAN U U —Z 17.14.1a, Cisco
Catalyst SD-WAN Manager U U — % 20.14.1

1. Cisco SD-WAN Manager A == —7>5, [Configuration] > [Templates] %R L ¥ 7,

2. [Feature Templates] 227 Y » 27 LE 7,
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3.  [Addtemplate] #7 U v 7 LE9,
4. [Select Devices] T, T 7L — hEERTHT A A2 BIRL £,

5. [Select Template] T, [OTHER TEMPLATES] &2 3 3 > F T FIZAZ m—/)L L, [Cisco
BGP] &7 VU v 7 L%,

6.  [Template Name] 7 1 —/L N2, #ie7 7L — FOARTZ AT LET,
7. [Description] 7 4 —/V RIZHEET > 7 L— FORBAE AT LET,

8.  [UNICAST ADDRESS FAMILY] %7 VU v 7 L %7,

9. [IPV6]ZZ7 Vv Z LET,

10. [New Redistribute] 27 V v 7 L £,

11.  [Protocol] Rm v 7*'&# 7 U X F T [NAT] ZiEIR L £ 7,

12 [Add] %7 Vw7 LET,

13. [Savel &7 Vw27 LET,

HBET > 7 L— &4 L 1= 0SPFv3 ~ (D NAT66 DIA )L— BE7H DT

PAR— b ENTWDE/NY U—Z : Cisco IOS XE Catalyst SD-WAN U U —Z 17.14.1a, Cisco
Catalyst SD-WAN Manager U U — X 20.14.1

1. Cisco SD-WAN Manager A == —7/ 5, [Configuration] > [Templates] Z 3R L 9,
2. [Feature Templates] #27 V v 7 LE T,

3.  [Addtemplate] 7 V v 7 L¥7,

4.  [Select Devices] T, T 7L — b &EAEKT HT /A A& BIR L £,

5. [Select Template] T, [OTHER TEMPLATES]| 727 3 > ¥ T FIZAZ m—/L L, [Cisco
OSPFV3]| %7 U v 7 L%,

6.  [Template Name] 7 1 —/V N2, #Re7 7L — FOARTZ AT LET,
7.  [Description] 7 « —/V RIZHRET > 7' L— F O Z A LET,

8. [IPv6] 27 U w27 LET,

9.  [Redistribute] % 7'"C, [New Redistribute] #27 U v 7 L £,

10. [Protocol] K& v 7 X 7 U A | C [nat-route] % 3R L £ 7,

11. [Add| %27V w2 LET,

12. [SavelxZ7 U w27 LET,
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CLI R— X DELTE

CUR—RDBES L—T %M L1 NATes DIA L — FEEAOZE [

SI—T&EALT- NAT66DIA JL— FEHEHDETE

Cisco 10S XE Catalyst SD-WAN U U —2 17.14.1a 7° 5, Cisco SD-WAN Manager @ CLI ~— X
DRE 7 N—T"%4EH LT, BGP £721% OSPFv3 7’1 | =1 /L~ NAT66 DIA /L —  fFfic A %
RETEET,

CLUR—XDEREY IL— T %{EMA L71= BGP ~ NAT66 DIA )L— F BEEHADEKE

HR— F &R TSR/ U —2 : Cisco 10S XE Catalyst SD-WAN U U — 2 17.14.1a. Cisco
Catalyst SD-WAN Manager U U — % 20.14.1

1.

Cisco SD-WAN Manager O A == —7>5, [Configuration] > [Configuration Groups| % #&4R
LE7,

[Add CLI based Configuration Group] #27 U v 27 L£7,

CLIR—ADREIT NV—T D4R EZ AT LET,

[Solution] K& 7 &7 A T, [sdwan] Z IR L £,

[Description] 7 4 —/L FIZ, CLI_XR—ADREZ N—TF DA A LET,

Next] 27 U v 27 LET,

T4 =)L RIZCLIR—ADHEREX AT LFET,

1.

BGP V=T 4 77 ubRAEREL, FBELILNV—T 4770 AON—F a
T4 X2 b— g E— RERMHLET, autonomous-system-number 55k L C.
0 ~ 65534 OFIFHOIEL A 1 DIEELET, T, ZOMD BGP A —H—~DF
NARBERLET,

router bgp autonomous-system-number

JN—HZID %, BGP ZEITT D0 — /LT A ZADHIF & LT E L £7, ip-address
SIEEMHEHLT, £y hUV—2HNTL—XIPT RLAZRELET,

bgp router-id ip-address

IPv6 7 RLAZ7 7 I VUAEELT. TRLRA 773 av 7 4 Fal— gy F—
RZBAR L FT,

address-family ipv6 unicast vrf vrf-name

BESNTZASORXAN—DIPT L A%, a—h /LT, ZADIPv6~/LF 711 k=2
JVBGP XA N— T —T LB L E7,

neighbor ip-address remote-as autonomous-system-number

FANR=NIPVE 2=F Y AN T RLATZ7IVDT VT 4w I Aea— T34
AL TEDHEIICLET,

neighbor ip-address activate

NAT /b— b~ ZHEdAA L E 5,
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8.

redistribute nat-route

7. TRvZ2A 773U ar7sFalb—vary B— a7 LT, $/ EXEC £— FIZ
RYET,

exit-address-family

[Save] 7 U v 7 LET,

BGP ~® NAT66 DIA /— FFRAi 2 5% BT D Wl 2RISR L E T,

router bgp 15
bgp router-id 10.1.1.1
address-family ipv6 unicast vrf 1

neighbor 2001:a414:18::64 remote-as 2
neighbor 2001:a14:18::64 activate
redistribute nat-route
exit-address-family

CLIR—ZXDHZEY IL—TZE{FEH L 1= 0SPFv3 ~) NAT66 DIA JL— F BEHDRTE

PFAR—FEINTWBE/INY U—2X : Cisco IOS XE Catalyst SD-WAN U U — % 17.14.1a, Cisco
Catalyst SD-WAN Manager U U — % 20.14.1

1.

Cisco SD-WAN Manager @ A = = —7/>5, [Configuration] > [Configuration Groups| % iR
LEd,

[Add CLI based Configuration Group] &= 72 U v 27 L £,
CLI R—ADRE I N—T D4R AT LET,
[Solution] K2 v 7 &ZJ A FT, [sdwan] Zi&IR L £,
[Description] 7 4 —/L R, CLI N—ADRE I/ N—FDOFHE A LET,
[Next] 27 U v 7 LE7,
74—V RIZCLIR—ADHEE A LET,
1. AU F—TxAAERELET,
interface interface-name

2. OSPFV3 7utZID&H AL, A Z—T oA AN+ HXy NT—T Z AT &
L T [point-to-point] ZF5E L £7,

ospfv3 process-id network point-to-point
3 IPV6 7T RLAZ77IVUDOSPFV3 =V 7&K E LET,

ospfv3 process-id ipv6 area area-id

4. =R AT 4 Falb—g s F— REBKL, OSPFV3 7k A ID Z A LE
TO

router ospfv3 process-id
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5 OSPFV3 ZFEITLTWHHR—HILT A ZAD@HI+E LTL—ZIDEHELET,
ip-address 51 & H L C, v hU—ZHNTL—HIPT RLAZEELET,

router-id ip-address

6. IPVv67 FLRAZ77IVAEEELT, TRLA 77 I ar7 s ¥al—varE—
NZBta L £,
address-family ipv6 unicast

7. OSPFV3 XA N—NEENEIIFIE LI L &2, T3 Adisyslog A v B — V& 3%(E
THEIICHELET,
log-adjacency-changes

8. BEki/L— M A& OSPFV3 IZFHAlA L ¥,

redistribute connected

0, NAT v— N ZFEAA L ET,

redistribute nat-route

100 7RLA 773V ar74Xa2l—3yaryET—REKTLT, B EXEC E— R
IR £9,

exit-address-family
8. [Save] 7 Uwv 7 LET,

OSPFv3 ~ NAT66 DIA /L — bk Ffidffi &2 5% €T B 51 & I LET,

interface GigabitEthernet)5
ospfv3 1 network point-to-point
ospfv3 1 ipv6 area O
router ospfv3 1
router-id 10.1.1.1
address-family ipv6 unicast
log-adjacency-changes
redistribute connected
redistribute nat-route
exit-address-family

NAT66DIA R L-FA VS AM 0 3—T 4 X

PAR— K INTWSH/NY U —2Z : Cisco I0S XE Catalyst SD-WAN U U — 2 17.14.1a, Cisco
Catalyst SD-WAN Manager U U — X 20.14.1

NAT66 DIA TDE A NS4 3 —J x4 RIZET 5158

HFAR— hENTWABE/NY U —2R : Cisco I0S XE Catalyst SD-WAN U U — 2 17.14.1a, Cisco
Catalyst SD-WAN Manager Y U —2 20.14.1
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B vwssoa xS s T REERAT BRA

BAXTA LV H—T 2 A AL, T T AN M—T 0 VTIER, BT a ha, R
HEAXT S =Nl TITAT U IDDEATYT NTT7 4 v 7 BT L HEEREELE
T, XATYTA LU E—T x4 RX, BEIZHEAYLVLT v T H2FATT WA X —T =4 AD
MRV A Y aigttLET, ZDH¥EEIX. NAT66 DIA @ Point-to-Point Protocol (PPP) # 1 ¥
TAVE—T oA AP R—FLTVET,

WDEAXTA L Z—=T 2 APRFR— FENTVET,
» Point-to-Point Protocol over Ethernet (PPPoE)
» Point-to-Point Protocol over Asynchronous Transfer Mode (PPPoA)

* Point-to-Point Protocol over Ethernet over Asynchronous Transfer Mode (PPPoEoA)
PPP (3, —fRHIZRBETENMSREZNM LT, A =YXy b u—hLxV7 Xy hU—ZfHT
@@@n~% UE— A Mo LE 9, PPPIT RIS, T VX VAR (DSL)
REDT = KA FT 7Y = THEMSET, PPPIL, %vvyynva147
o uE7 o k= (CHAP) ifk_ J/RA T — R HE7 | =y (PAP) D nE%*E{ Lij—ﬁ\
WBRA =7 = A ZATIIRBIEII TSN EE A,

PPPoE D% E DFfEAHIZ DU Ci,  [Cisco Catalyst SD-WAN Systemsand I nterfaces Guide, Cisco10S
XE Catalyst SD-WAN U U — 2 17.x] @ T[Configuring PPPoE| £ 7 > 3 U Z# B L T 7E &0,

NAT66 DIA TR A VS A U3 —TJ x4 A& FEHTHF =
« BRI VERITRE 2 LV OBEFICESW WAV F—T oA ADE E S E B
*NAT66 DIA 2 L7 — P R—AB I VT —H KR ¥ —_X—ZXADRET KR — »

NATDIAZ A ¥ SA VB3 —J A XN LEIPv6 5 T4 v DT 00—

WL, IPv6 7 FA T M NT T4 IMEANYTA L H =T =2 AEN L TN—T 47
Eh. IPV6 A VX2 —Fy " A FBXOY—ERICREST S HEEZRLTWET,

10:NATG6DIA Z A ¥ 5 A 3 —DJ x4 R YR—+DT—9 70—

Radius Server

Eli
Cisco 108 XE ! T
IPv6 Client SD-WAN DSLAM BRAS s e I
. e > Y
-« - - — - — - - - — - AR T - - - - ————— >\ Services/Host |
e bave,

Client PPPoE Client PPPoE_ Server

PPP over Ethernet

Y

Client's End-to-End Traffic Using IPv6
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| NATee DEEE
NATGSDIA T5 A ¥ 51 2 4—7 x4 2&AT seosEsE [

NAT66 DIA TH A VS A U A—TJ A R &R 5BEDHIEEIE

* DIA DY A— | :

BAXTA B —7 x4 ATIENAT66 DIA DHNPY R —h I TWET,

« P — Al NAT66 :

BAXTA LI =T A ATIFH—ERINAT66 [TV R — F ST EHA,
*PPPOE ¥ >R 7 L— 4

CLIT FA VT v 7L — &4 554G, PPPoE 2+ AR 7 L — A1 1800 /XA b IZHH
REET,

*PPPOA XA ¥ T A L X —T = A AD N T EAL -

WD PPPOA XA X T A v H—Tx2A A DT RMEDOEREITIR— SR THERA,
Cisco SD-WAN Manager #6867 > 7' L — F & fli H L7z AALSMUX, AALSSNAP,
AALSNLPID, # 72 bridge-dotlq T9, Z415 D PPPoA 1 7 /AL Z R ET AT,
CLIT V7 Lb—h aHAL T T/ UbERET HLERHY £,

*DIA N7 v 1—:

NAT66DIA F T v —iE, IPT v F o= R A =T oA RAEFFOIHA YT A X —
T2 ATV A= FENTWHERA,

* DIA XRADRIE :

NAT66 DIA /XA DFREIX, WAN A »F—T = A ADN—"T /Ny 7 TIIFR—FITn
A,

NAT66DIA ZFRAL =24 VS A3 —T 24 ADKE

PFAR—FEINTWBE/NY U —A : Cisco I0S XE Catalyst SD-WAN U U — =% 17.14.1a B L
Cisco Catalyst SD-WAN Manager Y U — % 20.14.1

RETN—TFIECLI 77 L— b &M LT, NAT66DIA THA ¥ T4 2 —T = A X
BRETEET,
BRESIN—TH#HERALI=-NAT66DIA TOEA NS4 3 —T x4 ADKE

HFAR—FEINTWBE/NY U —A : Cisco I0S XE Catalyst SD-WAN U U — =% 17.14.1a B L
Cisco Catalyst SD-WAN Manager U U — X 20.14.1

1. Cisco SD-WAN Manager M A = =—7>5, [Configuration] > [Configuration Groups| % #4R

LET,
X E 7 N— T OVERLDFEAIC DWW TIX,  TConfiguration Group Workflows] Z 2L TL 72
é l/\o
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NATE6 D |
B ocus T EERLENATEDIA TOH A Y54 V8 — T 24 RDOEE

2. [Transport and Management Profile] T, VPN OARED A > X — T = A ADKIZH D [...] &7
Vw27 LET,

3. [AddSubFeature] %27 Vv 27 L, Fav 7 X7 R NNLRONTNUNDTA YT A
H—T oA AT LFET,

* DSL PPPoE
» DSL PPPoA

4. DSL PPPoE ¥ 721X DSLPPPoA OF > = v 2/ ELET,

FEAIZ DWWk, [Transport and Management Profile] @ [DSL PPPoE| F£7213 DSL
PPPoA| &7 v a v EBBL T &N,

5 [Save] =7V v 7 LET,

CLUTF>JL— r42EHALT-NAT66DIA TODHANVYSA 2R3 —T 4 ADHKE

PR— h I TWDHE/NY U —RA : Cisco I0S XE Catalyst SD-WAN U U — 2 17.14.1a 35 L O}
Cisco Catalyst SD-WAN Manager V U — X 20.14.1

CLIT > 7 L— FOFEHAOEEMIONTIL, CLIT 7L — MBEXWCLL T RA U #ieT 7
L—FEBRLTIEEN,

1. NAT66DIA ZHNZ L TCPPPOE XA YT A v A —T A AR ELET,

interface interface-type-number

PpPpoe enable group global

pppoe-client dial-pool-number dialer-pool-number
]

interface Dialer dialer-number
mtu bytes

ipv6é address negotiated

ipvé mtu bytes

nat66 outside

encapsulation encapsulation-type
ipv6é tcp adjust-mss bytes

dialer pool dialer-pool-number
dialer down-with-vInterface

PPp chap hostname hostname

PPp chap password password

pPPp authentication chap callin
PPP ipcp route default
service-policy output shape Dialer dialer-number

2. ZAYTA X —T A A% LT nat66outside Z AN L £,

nat66 outside

nat66 prefix inside ipvé-address outside interface Dialer interface name vrf Sevice
VPN number

nat66 prefix inside ipvé-address outside interface Dialer interface name

3. P —Y 2] VPN ® NAT66 DIA /L — F Z&RE L £7,

H— " Al VPN @ NAT DIA /b— h DR EIZE T 25/ >V TiE, [NATDIA L— F D
BT LT IEEN,
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| NATes O

BRE

\)

NATEEDIA D 1 v 51 v 58— x4 2%EnkR [

EJ S

— BT — 2R —FHEH LT, —E Al VPN @ NAT66 DIA L — F R E L F
ﬁ—o

nat66 route vrf vrf-id route-prefix prefix-mask global

=)

Pool-overload-config Z i L7=NAT66 v v B> 7 LRI L N7 v H 7 v a v THATYTA Vo H—
7 x4 Z&HIRT D & BIMOIENATO6 RENERSNET, ROXIIHIDO TPy s
MM LT, 45 NAT66 s iE & fERlZHIFR L £,

Device (config)# no nat66 inside source list global-list pool natpool-Dialerl100-0 overload

egress-interface Dialerl100
Device (config) # commit

Device (config)# no interface Dialer100
Device (config) # commit

NAT66 DIA Z#{#H L TPPPOE ¥ A ¥ T A L Z—T = A AZHRETHWHRIZTLE
KR

interface Dialerl00

mtu 1492

ipvé address negotiated

nat66 outside

encapsulation ppp

ipvé tcp adjust-mss 1452

dialer pool 100

dialer down-with-vInterface
endpoint-tracker tracker-google
ppp authentication chap callin
ppp chap hostname branchl.pppl
ppp chap password 7 01100F175804
ppp ipcp route default
service-policy output shape GigabitEthernet0/0/1

interface GigabitEthernet0/0/1

no ipv6 redirects

pppoe enable group global
pppoe-client dial-pool-number 100
|

sdwan
interface Dialerl00

tunnel-interface
encapsulation ipsec weight 1
color mpls restrict

exit

exit
nat66 prefix inside 2001:A14:18::/80 outside interface Dialerl100 vrf 100
nat66 route vrf 100 ::/0 global

NAT66 DIA DA A Y54 32— = A RFHTE DHEER

RO arTE ZATYIA L Z—T oA ADORE LMD DHETHOOVTHHALET,
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NAT66 DIA JL— ~ DHERR

Device# show nat66 route-dia

Total interface NAT66 DIA enabled count [1]

route add [1] addr [2001:A14:18::] vrfid [2] prefix len [64]
route add [1] addr [2001:A14:19::] vrfid [2] prefix len [64]

RAEH L UNEBRBFICESTEI3RTL IO XA 2DNAT66 TS5y T+ —LDRE

Device# show platform hardware gfp active feature nat66 datapath prefix

prefix hasht 0x89628400 max 2048 chunk 0x8c392bb0 hash salt 719885386

NAT66 hash[1l] id(1l) len(64) vrf(0) in: 2001:0a14:0018:0000:0000:0000:0000:0000:0000 out:
2001:db8:ab02:0000:0000:0000:0000:0000:0000 in2out: 7 out2in: 7

PPPoE v L 3 VDR
show pppoesession 2~ > RO Z DO I TIL, PPPOE X A ¥ T A X —T = A AN vp & FoR
ENTHNET,

Device# show pppoe session
1 client session

Unig ID PPPoE RemMAC Port VT VA State
SID LocMAC VA-st Type
N/A 391 84b2.61cc.9903 Gi0/0/1.100 Dil100 Vi2 UP
c884.alf4.p981 VLAN: 100 UP

iz, showpppal =~ KOHFIZRLET,

Device# show ppp all
Interface/ID OPEN+ Nego* Fail- Stage Peer Address Peer Name

viz LCP+ IPV6CP+ CDPCP- LocalT 0.0.0.0 SDWAN-AGGREGE

PPP 3L T— 3 VIEHRODFER

show interfacesDialer =~ RO Z O I T, pialerioo FEL TRV, [EfE7T 2 b=
LD LTV ET,

Device# show ipv6é interface Dialerl00
Dialerl100 is up, line protocol is up
IPv6 is enabled, link-local address is FE80::72EA:1AFF:FE1E:C800

No Virtual link-local address(es):

Global unicast address(es):
2001:20:14:0:8132:C37E:1172:A9C7, subnet is 2001:a0:14:0::/64
valid lifetime 2587577 preferred lifetime 600377
Joined group address(es):

FFO02::1

FF02::2
FF02::1:FF00:1
FF02::1:FF78:5E00

MTU is 1500 bytes

ICMP error messages limited to one every 100 milliseconds

ICMP redirects are enabled

ICMP unreachables are sent

ND DAD is enabled, number of DAD attempts: 1

ND reachable time is 30000 milliseconds (using 30000)

ND advertised reachable time is 0 (unspecified)

ND advertised retransmit interval is 0 (unspecified)

ND router advertisements are sent every 200 seconds

ND router advertisements live for 1800 seconds
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ND advertised default router preference is Medium
Hosts use stateless autoconfig for addresses.

NAT66 DIA TH A VS5 A 3 — T x4 R EZFEHAT5-DDEEH

WIZ, FATYIA L E—T oA AOREHZ R LET,

NAT66 DIA DX 2T 4 v NAT TL T 1 v AEBRDERTE

interface Dialer100

nat66 outside
|
nat66 prefix inside 2001:DB8:380:1::/80 outside 2001:DB8:Al:F:0:1::/80 vrf 1
nat66 prefix inside 2001:DB8:A14:18::/80 outside 2001:DB8:Al:F::/80 vrf 1
nat66 route vrf 1 2001:DB8:A14:19::/64 global
nat66 route vrf 1 2001:DB8:3D0:1::/64 global

CLl TXF— kL X DHCP %{£F L - DIA D& E

interface Dialerl00
nat66 outside
|
nat66 prefix inside 2001:a14:18::/64 outside interface Dialerl100 vrf 1
nat66 prefix inside 2001:al14:18::/64 outside interface Dialerl100
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LWARTI~OBITIRHIE, Y7 Y =7 -G Da—W—A =T = f AFHFA~DBERER 2T 7

B—FIZ&Y, —HDO FFxa XA MTHLBED R —BNGEND ATREMENH Y 7,

B2 (179 ~—2)

« FAR— hElHE (180 ~—)

c T A= Ry DY 7T AR (180 X—Y)
s MERFHEEEFEH (181 =)

ZOETIE, YAIADOFEHEME (SME) DMER LT RFa A DU 7 2Rk L E T,
PAR— b FTry MELEEETICEN R REEZ R CE L L9522 BEMELTVE
T, INHD RFa Ay FTRHBEEZFR T2 WEAIT, % THvAaaia=T7 41277
TRATHILERBEOLET, ZOMEEZTTICRBRL, MILREREL WA IEEDD S
DT ATDOBEENDIL, BERFERET RAA AEZATTEET, aIa=7 ¢ TRRK
NROMNL WAL, VAR R— N THR— N7 v hE2RETD2ORKED HETT,
YR—FF Ty FERITTHOMNENDDIEGE., ZNHDO RFa A2 MI, ELTHR—FF
7y MZBMTAMNERH DT —XIIETITA X AR LET, ZRLETAR—FF
Fa2 A MERETHE, TACIEI RF 2 AV bOTEE L WBEEREAERTE £,
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